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https://gstreamer.freedesktop.org/
https://developer.nvidia.com/deepstream-sdk
https://developer.nvidia.com/triton-inference-server
https://docs.aws.amazon.com/iot/latest/developerguide/iot-device-shadows.html
https://aws.amazon.com/secrets-manager/
https://aws.amazon.com/eks/
https://aws.amazon.com/ecs/
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-parameter-store.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-parameter-store.html
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https://aws.amazon.com/architecture/well-architected/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/welcome.html
https://docs.aws.amazon.com/greengrass/v2/developerguide/hardware-security.html
https://aws.amazon.com/ecs/anywhere/
https://aws.amazon.com/systems-manager/
https://docs.aws.amazon.com/sagemaker/latest/dg/whatis.html
https://docs.aws.amazon.com/sagemaker/latest/dg/machine-learning-environments.html
https://aws.amazon.com/sagemaker/jumpstart/
https://docs.aws.amazon.com/sagemaker/latest/dg/algorithms-vision.html
https://docs.aws.amazon.com/sagemaker/latest/dg/algorithms-vision.html
https://docs.aws.amazon.com/iot/latest/developerguide/what-is-aws-iot.html
https://docs.aws.amazon.com/greengrass/v2/developerguide/what-is-iot-greengrass.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/ecs-anywhere.html
https://docs.aws.amazon.com/eks/latest/best-practices/hybrid.html
https://aws.amazon.com/solutions/
https://aws.amazon.com/panorama/faqs/
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HE 6 WAHERBNARNEENDBBEARER,

« Lenovo ThinkEdge® SE70 — M Nvidia Jetson Xavier NX $1if

ZIK?aﬁEFE’JW{&‘ﬁﬁ{ﬁUFEﬁﬁITEE)ﬂ AWS Panorama %{#%., NEL S EEEMNSREIEEN
B , ESEREESUF

i

ap
<


https://techtoday.lenovo.com/us/en/solutions/smb/thinkedge

AWS Panorama HBEABER

FEREN

FERFENTE AWS Panorama e L#81T , UMEEFERLBTERREEE. BULUES Python 2
NIBENMEEFEAREEERRERAER , WEBBBRAEEHIE R AWS Panorama %1, FE
AR TS S EAETERS , SiEA AWS BREABEREEE AWS R

EFERENNBEARER , B LIER AWS Panorama FEAE CLI, AWS Panorama Application
CLIR—EBaRiIE , AELAREAENERKRMEEESR. £/A Docker EERSE , AR LEBE
B, BN E—ELEE LTS EERARER.

WMEFHMEN , FSHEE AWS Panorama EAER,
&b

FERAEXCSEZEBAGTENTH , RRAA, BH, EENENG., HHIREIMALE (GANH
), REEARE (BEREANEXNE ). EARXEXNBHREHEELR LEZE Amazon S3 FEUEEVED
HEMHH , AWS Panorama Appliance AIAEEFEREM. BEARRXEFA FERERHH 2 BER
HAERERE R,

WEHBET , BEREARIHY,
Eic

eaﬂ%*ﬁ;} BER-EHR2TREE A KBIRTRERG, SREBREATUHNTIEES , flUs
B, /. 23MEKH, SRABEESREAMARA  YHEIEIARXEKPYWHNEEBETR.

AWS Panorama X PyTorch, Apache MXNet 1 TensorFlow BB HER,, &7 LAFEH
Amazon SageMaker Al RELHWFHBRIBEPRERE, MBFFMER , F2HE 2

ERER 8
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% E AWS Panorama 3%1{&

EERRERER AWS Panorama ZIESHEEEE , 7B AWS Panorama £ AHEMREL EHME
B, TREEFT , LEERREERIEN AWS Panorama FEMREER , Y EH USB R
BERERIRE. RiEEAELRINEBERRERE AWS Panorama . A& , BRI LIEH
AWS Panorama 12 & RE# AR KRB L Z MBI,

-8 ]

. FRIGH

- EEMFELE AWS Panorama 5%1&

- AIRERIEEARE

- FIEBESHER

- RESR

FeRIRH

EEBEAHEBRE  BEE AWS Panorama XIEHHEBTWEE |, LR THIEE

- BR- EEHDMI @ AETR , AR EfERAER@ L,

- USB WifE# ( BEFMR AWS Panorama %1 ) — FAT32-formatted®y USB 3.0 FE& R , EBES 1
GB W@ 7FZ=E , ARSEFHEERNEEFNHFEE®WME AWS Panorama :%1#&.

W - RTSP KA SRR IP B

5 AR M RS PR IR ALY T E RIS RORERBIAE MY 1P shuk M B 7ER 1%, WAL VLC SR A IBMER |
7% EL B R A 4 B IR A8 SRR SR BR TR SRR URL

& Open Media

Y File = Disc T Metwork 1 capture Device

Metwark Protocsl
Flaase enter a network LURL:

ritsp: 192, 168.0. 77 e fmpegd

ks
it
©


https://www.videolan.org/

AWS Panorama HBEABER

AWS Panorama XA FEHAEM AWS R KA SERERN T, EEFTNBRRE. BEEFMER
RAPEHHIERARER , BEETHIEFT ;

« AWSPanoramaFullAccess — £t AWS Panorama, Amazon S3 #1fy AWS Panorama ZHE. &
A ER BB A E B AWS Secrets Manager , BA% Amazon CloudWatch A #95%f& B 558 T B FEUE,
GE€ %5 AWS Panorama ZE Y RIS ELE B EHEFT,

« AWS Identity and Access Management (IAM) — 38 —)XE1T8F , B3I AWS Panorama fR#H AWS
Panorama s {EFTEAN A E,

MREREE IAM BRI BHEWEET , FEETESMEAWS Panorama £ A& , WiEZEITRES
BHIRTR.

M ANEEE AWS Panorama %1

AWS Panorama Appliance @ —EEREE , T EBFABEKERERZECHAMKNEEZ#, ©F
B Linux BEBNEZRK , EF3E AWS Panorama EEATE SDK X EHTEMREEARE
XA B EE,

EEEREE AWS LETRIEEENERAEANE  RMESEREERE. B UEH AWS
Panorama EEAEREAXMERH. REFALEFEIRERDBREL THKAEERE.

/A Important

BHELMEFTEENHEBRREL S PEREN. NRERELBEEEXNTREMRESF , A
HAEFBAE.

MR

1. # USB ESHREEEENER. ERMRNBREALERRM. RFESAMER , LFF USB
R RR

2. BB AWS Panorama & A EH,
3. BEFEEE,

4. EEBRRRE,

5.

AKX X AWS Panorama FRIENEEERBBMER, BET—F

SEMAERE AWS Panorama %1% 10


https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/AWSPanoramaFullAccess
https://console.aws.amazon.com/panorama/home
https://console.aws.amazon.com/panorama/home#getting-started

AWS Panorama HBEABER

Set up device: Name

Specify name Configure Download file Power on Done

What do you want to name your device? infe

We'll help you set up your Mo
device Provide a unique name. You can't edit this name later

my-appliance

Description - Optional

Application development and testing.

You'll use the name to find and identify your device later, so pick Key

something memorable and unigue. The optional description and Q, asset_tag W

tags make it easy to search and select by location or other
criteria that you supply.

Value - optional

Q 1234ABCD X

-

Exit Previous m

6. MREFTEFHIEIKIP ik, NTP AMREF DNS RE , FEFEMPERERTE. & RIFEE Next
(-F_’i)o /

7. BETHHGF, BE Next (T—%).

8. MSHHAEHTFERE USB RIBEMAYIR B 8%,

9. #% USB FESBREZEIFRMEEME USB 3.0 EHEIE , HDMI E#EESE,
ERERE USB FES B , RIFSKELHFENERABERERIELS , YiEER AWS B
i, RIBHMRBEREEECTRERFRRCERESR , AREIKRE,

10. BEEE , 7HEE Next (T—).

SEMAERE AWS Panorama %1% 11
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FMBABER

Set up device: Plug in USB device and power on

© ©

Specify name Configure

Plug the USB storage device
and cables in, and power on

The configuration file is read from the USB storage device when
the device is first powered on. The device connects to your on-
premise network, and then establishes a secure connection to
your AWS account in the cloud. Further management of the
device is done from the AWS Panorama console.

Download file

© ® O

Power on Done

Plug in the USB storage device, cables, and
power on your device infe

Now plug the USB storage device with the configuration file into
your device. Plug in the power cable, ethernet cable (if you're
using that connection type), and press the power button to
finish the initial set up.

The lights will flash for a few moments while the device reads
the configuration and connects to your on-premise network.
MNext the device will automatically establish a secure connection
to your AWS account in the cloud, and all further status and
device settings are then managed from the AWS Panorama
console.

| () Your appliance is now connected and online.

1. BETK.

ik Ex ik EE

AWS Panorama Appliance B 8{EE & T4 , 25 Linux FEER#HK. AWS Panorama FEFFE SDK
URZEEMREEAEMNERE, ATHRAREUUEBSZHFNVINGENEAENEREREER , BERE
BNEEFAARAREEE,

ERTER iR

1.
2.

B AWS Panorama AL EEH,
&EE& Ho

FHRR AR


https://console.aws.amazon.com/panorama/home#devices

AWS Panorama HBEABER
3. BIERE
4., BERHBHBT , BETRKHBBERN.

System software Install software update
Version Updated date
4.1.34 10/12/2021, 10:02:04 AM

» Update history

5. BEMNMRA , RAREFRE,

/A Important

BB zn  FURBBER USB SR , WREBNLUMBRERR, HEHFESHRE
#, TEEEMER.

FHREFTREE 30 DERERKEE., BALE AWS Panorama A ERENERR LEEHE
E., EFTHE , RIESEHRE,

MIBBEMBER
BE [ AWS Panorama iR AFMES BT,
HHES BB R

1. BB AWS Panorama F2AE R FEE M,
2. EEFEERKR.

MEBEHER 13


https://console.aws.amazon.com/panorama/home#data-sources

AWS Panorama HBEABER

Add data source

Camera stream details info

Mame

exterior-south

Description - optional

Stream 2 - 720p

3. ETTFIIRE,

- ER-EERBERNEE,
c R -EBEM, HuBRHMOFHEANEHE®R,
« RTSP URL - {5 EB\H IP thut R SRR/ URL, Hlf0 rtsp://192.168.0.77/1ive/
mpeg4/
- BAER - NRBEHBRZZHRE  BEEFEHAESBIBR.
4. B Save (A7)

AWS Panorama &% £ it 17 BB A9 & A E ¥ AWS Secrets Manager, ZEERARER ATLAEREEM
EH R ER.

RESR

MREERTEHBBRER B0 RHY®E,

HENBHGIEAREN  BFRET —EEE.

BESE 14
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ZF2 AWS Panorama i ffIfERRER

FEIBELE AWS Panorama i B RE BV ABREBB % | FHRBEHHERAESN. ETISH S ,
&R LA R AWS Panorama Application CLI EAZEHIEEARE , WA AWS Panorama =B & E
ZEREN,

BEHIEARAERAMBEBTRER S, EREMMBIENR S ZERY44. ©FER AWS Panorama
FERRES SDK HAEE, MEXR , URBTEE, AR EAEASKERENERAE, L, X
A& H & B E VBN AR

HEEERED , oM REBERXTREFAREER. EEKIMRBHMERES  BUTNHHREANA
EHFNESASREETRETRE, ABEESNHEERENEIE , IRFLETHREENEFE
H,

=8 ]

. SRIGH

- EASFIEARER

- BEEAER

- BiRHH

- BAERR Python # SDK
- B

- BRESR

FORIRHF

ATERAERNER  £EED T IR IRHE shell REITHT. EEXNBEET , - EHEME
RAGHR ), YEBERBEREEENEE,

~/panorama-project$ this is a command
this is output

HREST , RAEAEEFT (\) BaS2ERST.

£ Linux f macOS L , EAZREFH shell MIEHHREEETE, £ Windows 10 £ |, BA[ AL HEE
FMA Linux B9 Windows F%#& , LAEL{E Ubuntu 1 Bash B Windows B& R4, IMFEHE Windows A
BREFMBIIRIENRYE , 28 £ Windows FERER EIRIE,

HEEAER 15


https://docs.microsoft.com/en-us/windows/wsl/install-win10
https://docs.microsoft.com/en-us/windows/wsl/install-win10

AWS Panorama HBEABER

BRI LAE A Python FAE& AWS Panorama ERE , LA Python EHEES pip RETE, IRE
BR A Python , SHLEZ A, MREH Python 3188F pip , FHEAEELRFENEHEEERHE
pip , SZEFE pip IREHY Python TR,

EXRHBRIEP , BSEA Docker BEHTRABRXERNBHNARR. & Docker M4 %% Docker : B

8 Docker

RHBREMEA AWS Panorama FEARER CLI REASHFIEAREN, ZEEEHN LEMK M. AWS
Panorama Application CLI EF§ AWS Command Line Interface (AWS CLI) FEIUFRFE API #24E, TR
BEH AWS CLI , B EARERIIRAER, ZEZEZRE AWS Panorama FEFARES CLI #1 AWS CLI , 5
M pipo

$ pip3 install --upgrade awscli panoramacli

THHAEAREN , WAEHBERIEN TERE,

- EERE & - aws-panorama-sample.zip

[E A g2 B A2

EZZEALHHIEABEINUAREBIWIRSE |, 358 H AWS Panorama Application CLI, FEARERNER RZH
B EECEHEBNERFRIBENSE, EEXALNIRFIREBEMELIER , HF#1T panorama-

cli import-application®$,
aws-panorama-sample$ panorama-cli impoxt-application

packages B#HWSAMPLE_CODEE# B ERARANEXNBNHERE K SECEAEARXERREKRN
Dockerfilepanorama-application. EEZEERELETHEAEXSEE , 5F A panorama-
cli build-container®$.

aws-panorama-sample$ ACCOUNT_ID=$(aws sts get-caller-identity --output text --query
'"Account')

aws-panorama-sample$ panorama-cli build-container --container-asset-name code_asset --

package-path packages/${ACCOUNT_ID}-SAMPLE_CODE-1.0

AWS Panorama Application CLI W& # —SREMEARANENBNERHR , YAEEE LEIR
EIRAHE Amazon S3 FHIH ., EETERABMNESMEG. E2  URSENHREER. ZE53M
EEhY FEEE | 55¥11T panorama-cli package-application&®o

EAsfIEARENX 16


https://www.python.org/downloads/
https://docs.docker.com/get-docker/
https://docs.docker.com/get-docker/
https://github.com/awsdocs/aws-panorama-developer-guide/releases/download/v1.0-ga/aws-panorama-sample.zip

AWS Panorama HBEABER

aws-panorama-sample$ panorama-cli package-application

Uploading package model

Registered model with patch version
bc9c58bd6f83743f26aa347dc86bfc3dd2451b18f964a6de2cc4570cb6f89119

Uploading package code

Registered code with patch version
11fd7001cb31leab3df6aaed297d600a5ect641a987044a0c273c78ceb3d5d806

HEBERERARELR
fEF AWS Panorama 18 & #&FE A 1E =\ 2028 2 12 MY 5% 1l
LPEEAESR

1. BIRXAWS Panorama X# &N EMNERAEREME,
2. BERBERAREN

3. KEABEAXEABTENAS Bigraphs/aws-panorama-sample/graph. jsonE| X FimEE2S
F, B Next (F—%F),

4. EERAEXEBEF , WA aws-panorama-sample,

5. EEHRETNE.

6. REFHKRBE.

7. BET-F, mMTERAE,

8. BIEBHEE A ARBBELEHRE. B Next ((T—H).

9. EENERKRLRGD , BERGEAA A REKESHERFTERERRIR, EE Next (T—

o
10. ERESBED , BET—F,
1. BENE , AREEZH.
12. EHPENEARENFES |, 1B aws-panorama-sample.

ENMBRENEEMUEEENR  EATIE SRR S IIERRE,

Example monitor-deployment.sh

while true; do

aws panorama list-application-instances --query 'ApplicationInstances[?Name=="aws-
panorama-sample ]

sleep 10

HEEAER


https://console.aws.amazon.com/panorama/home#deployed-applications

AWS Panorama

FMBABER

done

"Name": "aws-panorama-sample",
"ApplicationInstanceId": "applicationInstance-x264exmpl33gq5pchc2ekoi6buu™,
"DefaultRuntimeContextDeviceName": "my-appliance",

"Status": "DEPLOYMENT_PENDING",

"HealthStatus": "NOT_AVAILABLE",

"StatusDescription": "Deployment Workflow has been scheduled.",
"CreatedTime": 1630010747.443,

"Arn": "arn:aws:panorama:us-west-2:123456789012:applicationInstance/

applicationInstance-x264exmpl33gq5pchc2ekoibuu”,

"Tags": {3}

"Name": "aws-panorama-sample",

"ApplicationInstanceId": "applicationInstance-x264exmpl33gq5pchc2ekoi6buu™,
"DefaultRuntimeContextDeviceName": "my-appliance",

"Status": "DEPLOYMENT_PENDING",

"HealthStatus": "NOT_AVAILABLE",

"StatusDescription": "Deployment Workflow has completed data validation.",
"CreatedTime": 1630010747.443,

"Arn": "arn:aws:panorama:us-west-2:123456789012:applicationInstance/

applicationInstance-x264exmpl33gq5pchc2ekoibuu”,

"Tags": {3}

MR EARENRABSEIT , BHRE Amazon CloudWatch Logs H#I FE A T2 A4 & H S,

iR da

HETHE , BRARXERBEEXHSER , L BFEIEZE CloudWatch,

£ CloudWatch Logs 4R B &%

1. BARX CloudWatch Logs E# AKX BFEEFHEEE,
2. HETHEEPSHK AWS Panorama FEARERMZEAS

i


https://console.aws.amazon.com/cloudwatch/home#logsV2:log-groups

AWS Panorama

FMBABER

- #EERA - /aws/panorama/devices/device-id

- EEFAEX B35 - /aws/panorama/devices/device-id/applications/instance-id

2022-08-26 17:43:39 INFO
2022-08-26 17:43:39 INFO

{'PATH':
'xterm',
2022-08-26
2022-08-26
2022-08-26
2022-08-26
2022-08-26
2022-08-26
2022-08-26
2022-08-26
2022-08-26
2022-08-26
2022-08-26
2022-08-26
2022-08-26
2022-08-26

EERERARANT BT
EMAAEEEB 20% N2 ERFER,

'container':
43
43
43
43
46:
46:
46:
46:
46:
46:
46:
46:
46:
46:

17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:

39
39
39
39
19
19
19
19
19
29
29
29
29
29

INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO

INITIALIZING APPLICATION
## ENVIRONMENT VARIABLES

'/usr/local/sbin:/usr/local/bin:/usr/sbin:/usx/bin:/sbin:/bin"',
'podman'...}

Configuring parameters.

Configuring AWS SDK for Python.
Initialization complete.

PROCESSING STREAMS

epoch length: 160.183 s (0.936 FPS)
avg inference time: 805.597 ms
120023.984 ms
1065.129 ms
max frame processing time: 149813.972 ms
epoch length: 10.562 s (14.202 FPS)
avg inference time: 7.185 ms

max inference time: 15.693 ms

avg frame processing time: 66.561 ms
max frame processing time: 123.774 ms

max inference time:
avg frame processing time:

Example squeezenet_classes.json

["tench", "goldfish", "great white shark", "tiger shark",
"hammerhead",

"electric ray",

"stingray", "cock", "hen", "ostrich",

"brambling", "goldfinch", "house finch", "junco", "indigo bunting",

"robin",
Ilkitell’

"bulbul",
"bald eagle",
"European fire salamander",

Iljayll'

"magpie",
"vulture",
"common newt",

"chickadee", "water ouzel",
"great grey owl",

Ileft n ,

"spotted salamander", "axolotl", "bullfrog", "tree frog",

'"TERM' :

A HOMI iR imEETIERSE. REFER  ERARASET

HIRER 1000 EER , BEFZEY. RUNERY4. ERSAREDRBIMYGEFTRA,

i


https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/sample-apps/aws-panorama-sample/packages/123456789012-SAMPLE_CODE-1.0/squeezenet_classes.json

AWS Panorama HBEABER

coffee mug (24%)

ATEL, GPRAENEASER I ERE, RESHHE—(E7  YEFESEERNNHE, 58
HREAEAEEEMEAERSHERGHNYHEIRE, NECRAEEMERNHMIERAEN , &
SREREN, ESBNEARED,

BB AR Python By SDK

g HIEARERXFER BRAR Python (Boto) B AWS SDK #$#54Z/8)% E Amazon CloudWatch, ZZERKA
LLIhEE BRI AR  BRTEABRINEXEENGTT , YEEZACNBERTENIBEAER.,

EHIEFARENEE CloudFormation &4 | ARV EEFMEFTNAR, EEEVAR  BFEMA aws

cloudformation deploy@i®,

$ aws cloudformation deploy --template-file aws-panorama-sample.yml --stack-name aws-
panorama-sample-runtime --capabilities CAPABILITY_NAMED_IAM

FRRE AR Python B9 SDK 20
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FMBABER

EXNHBEARER

1. BARBX AWS Panorama = A EENEAEXEME,
2 &E@Fﬁ*fﬁo

3. i##ZE Replace (HUfX).
4

ERHMEBERARANSR. £EE AM Aed | BELEUNAC, HEBHRAEA aws-

panorama-sample-runtime,

5. HBBEKE , BB CloudWatch £# & |, EAWSPanoramaApplicationin A Z=E KRS

B. 8150 A% , RARASR&EY FEXREENERKBNER.

=
/B R

MREBEZREREFEARESR |, EALUER AWS Panorama A HR
REREPBRERRER

1. BRX AWS Panorama =2 A(BENERARERXEME,
2. &E@ﬁ*iﬁo
3. BEREEMER.

BESR
NREEDERANTRHIEARRMRERESR | BHLH BRI,
EER—5 T REHRARINENEF  BRET —EXHE,

RIBP R,

21


https://console.aws.amazon.com/panorama/home#deployed-applications
https://console.aws.amazon.com/cloudwatch/home#metricsV2:graph=~();namespace=~'AWSPanoramaApplication
https://console.aws.amazon.com/panorama/home#deployed-applications

AWS Panorama HBEABER

B2 AWS Panorama FERER

BRI RS EAREART ## AWS Panorama BARREE | URHBALBECEARENER,

TEHERE AWS Panorama &g L#iTeEARANEExH. EAEIXEXGER AWS
Panorama FEFTER SDK REVSM G 6 WEEEAFE K MENELIEEER, EAEISBRARH
ZEEEENETRE BT GERHMER B KB HER,

Sample application

On-premises

’i[; AWS Panorama Appliance

P —ii—

AWS Panorama SDK

LLLLL

Telemetry
||a::1ﬁ||J -

Application code Model Logs Amazon CloudWatch

HLgEHIH , BRAREXER AWS Panorama BARARARXEARBEMIER A K. AXRER A
BR UEMEEEERYHNEMREEE, EFRARASTERERMFN HOMI BRER LB RE
Ro

LLLLL

'Y A mazon Web Services cloud

|

J5

AWS Panorama

IP cameras

=31

- EREXEAEE

- FREPSIERAEXRE

- BEEREEER

- BEREREG

- {EAE AR Python B SDK LEIEE
.

M ERAER 22



AWS Panorama HEABEE
fﬁf}iiﬂéE'*iiéinilféi

FEREXNEABERKE graph.json graphs ERIRFEE WER, EFFESERERAERNTT
#, BNEH, EIERBE,

EHREARAERR. B8, BEBANBERSNENS, AENHEUER, SfERAEXMER 4
BEH :

Example graphs/aws-panorama-sample/graph.json - £

"packages": [

{
"name": "123456789012::SAMPLE_CODE",
"version": "1.0"

.

{
"name": "123456789012::SQUEEZENET_PYTORCH_V1",
"version": "1.0"

.

{
"name": "panorama::abstract_rtsp_media_source",
"version": "1.0"

.

{
"name": "panorama::hdmi_data_sink",
"version": "1.0"

}

]I

BIMEEHRE packagesBESZHPHEABRIRNEZ, cHESHERAERNESENREXNBNER, 5

—BEHR AWS Panorama FRIEIZEN —REBEFMANBTREH, abstract_rtsp_media_source

B R EN BN BEE 2B MNTEZMNE, hdni_data_sink EHRKREE LA HDMI & HEHE
2

HMREANAE  UAREFLENEREAER CARENFENH 2. EXBNEREAEERPE
SiEEW AN@mtipackage. jsonWRH , TUAREHFBRUEAERER | fIAFRB. HMHER
F &8

Blan , code_nodefi i RIERH SAMPLE_CODEEHHY RH.

"nodes": [

{

EREXEASE 23
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"name": "code_node",
"interface": "1234567890@12::SAMPLE_CODE.interface",
"overridable": false,
"launch": "onAppStart"
},

WARHAEEGHEREER PEZXEpackage.json, AHECEHRHEEE YBAETEZANEH
Bifivideo_infl& A threshold WEHE M AR A, NHALEEERBTEERASA WEHFBRE
& , video_outFEERSE il EE T ES

Example packages/123456789012-SAMPLE_CODE-1.0/package. json

"nodePackage": {
"envelopeVersion": "2021-01-01",
"name": "SAMPLE_CODE",
"version": "1.0",
"description": "Computer vision application code."
"assets": [],
"interfaces": [

{
"name": "interface",
"category": "business_logic",
"asset": "code_asset",
"inputs": [
{
"name": "video_in",
"type": "media"
},
{
"name": "threshold",
"type": "float32"
}
1,
"outputs": [
{
"description": "Video stream output",
"name": "video_out",
"type": "media"
}
]
}

ERAERENENESE 24



AWS Panorama HBEABER

}

EREARERNEREE , camera_nodeBiHRARKBEZHNEAARR. COSEMHIER , EEHS
FERAEXREERNEIEAY , EREREEZHBEBTR,

Example graphs/aws-panorama-sample/graph.json — &%

"name": "camera_node",
"interface": "panorama::abstract_rtsp_media_source.rtsp_vl_interface",
"overridable": true,
"launch": "onAppStart",
"decorator": {
"title": "Camera",
"description": "Choose a camera stream."

+,

SYHEE threshold_paramEZEABRABEABEFANAEERES ., HFERES 60, JEHNE
HEEE.

Example graphs/aws-panorama-sample/graph.json - S8 &2

{
"name": "threshold_param",
"interface": "float32",
"value": 60.0,
"overridable": true,
"decorator": {
"title": "Confidence threshold",
"description": "The minimum confidence for a classification to be
recorded."”
}
}

FRRARAEFABTENZR —EER edgesEEHHZEEITER, BEENAARRNRESHTE
EIRABHIN@AA | ﬁ'ﬁiﬁéEﬁﬁ%ﬁ'ﬁ%ﬁﬂ’ﬂﬁ%ﬂiﬁﬁtﬂ,\ugﬁﬁﬂﬁém%ﬁo

Example graphs/aws-panorama-sample/graph.json - &%

"edges": [
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{
"producer": "camera_node.video_out",
"consumer": "code_node.video_in"
.
{
"producer": "code_node.video_out",
"consumer": "output_node.video_in"
.
{
"producer": "threshold_param",
"consumer": "code_node.threshold"
}

EHEMEAEAEE
B ER AR MALECHERRRNE,

BEEANEBEECNIRFASXERK —WN, NREMEFTHN S —EEAEHERAERAEGEE , 6
% code® model , RIFFRF RS WIERNEMHRE. BEABEHNEREEARKREEAER
K E M,

EfnEEAREN

1. EFmBEHRHERRK : packages/123456789012-SAMPLE_CODE-1.0/,
2. ETFINEEHREHER,

- EARERXEABE - graphs/aws-panorama-sample/graph.json
- E4HRE - packages/123456789012-SAMPLE_CODE-1.0/package. json
- #ZE{ESHE - 3-build-container.sh

EMMEARANREALR

1. & PiEERERBpackages/123456789012-SAMPLE_CODE-1.0/src/
application.py.

2. EERERS, 55817 3-build-container.sh,

aws-panorama-sample$ ./3-build-container.sh
TMPDIR=$(pwd) docker build -t code_asset packages/123456789012-SAMPLE_CODE-1.0
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Sending build context to Docker daemon 61.44kB
Step 1/2 : FROM public.ecr.aws/panorama/panorama-application
---> 9b197f256b48
Step 2/2 : COPY src /panorama
---> 55¢c35755e9d2
Successfully built 55c35755e9d2
Successfully tagged code_asset:latest
docker export --output=code_asset.tar $(docker create code_asset:latest)
gzip -9 code_asset.tar
Updating an existing asset with the same name

{
"name": "code_asset",
"implementations": [
{
"type": "container",
"assetUri":
"98aaxmpllclef64cde5acl3bd3be5394e5d17064beccee963b4095d83083¢c343.tar.gz",
"descriptorUri":
"1872xmpl129481ed053¢c52e66d6af8b030f9eb69b1168a29012f01c7034d7a8f. json"
}
]
}

Container asset for the package has been succesfully built at ~/aws-panorama-
sample-dev/
assets/98aaxmpllclef64cde5acl3bd3be5394e5d17064beccee963b4095d83083¢c343.tar.gz

CLI 288t assets ERXMBRERR[EE , YEHEHHERE,

3. BELEEMH , 5FH1T 4-package-application.py.

4. BARL AWS Panorama A EENEAEXEM,

5. REEAEN,

6. 1EIE Replace (HUft),

7. ERIBEARINSR. NEFE , AUUEFRARIENEE, BEMERISE,
EFEMRERR

EPIEARXNGSEMREEE, TEAALECHER  FEEREEMERE  WFEH AWS
Panorama FEFTE CLI IS EEAAEE,

T 5 &EHIEA MXNet SSD ResNet50 R | Al LAEAIEREM GitHub FET
# : ssd_512 resnet50_v1_voc.tar.gz
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S EHHIEAENRRE

1. EFmBAEHERRUFSEWER, i, 2
packages/123456789012-SSD_512 RESNET50_V1_V0C-1.0/,

2. ETIVEEHMEHER.

- FERREXERBEE - graphs/aws-panorama-sample/graph. json

- EH4HRE - packages/123456789012-SSD_512_RESNET50_V1_V0C-1.0/
package.json

3. HEEHIHEREERD (package.json). #EassetsEEEAZT A,

"nodePackage": {
"envelopeVersion": "2021-01-01",
"name": "SSD_512_RESNET50_V1_VvOC",
"version": "1.0",
"description": "Compact classification model",
"assets": [],

4. FRMEMHRIERER (descriptor.json), E#H frameworkF shapeBUARFEEHEE,

{

"mlModelDescriptor": {
"envelopeVersion": "2021-01-01",
"framework": "MXNET",

"inputs": [
{
"name": "data",
"shape": [ 1, 3, 512, 512 ]
}
]
}
}

FEMRNE RERERBA (1) HENEREL, 3,512,512, SEKGTNBEHE (3-4L
. KReNESe ) , UREEHHEE (512x512), EIINENMIEFEERMSE.

5. fEMA AWS Panorama FEATE CLI EAER, AWS Panorama Application CLI &% & R
BERERERINEAH —FBMNassetsER KRG |, YEHFEHERE,
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aws-panorama-sample$ panorama-cli add-raw-model --model-asset-name model-asset \
--model-local-path ssd _512_resnet50_v1_voc.tar.gz \
--descriptor-path packages/123456789012-SSD_512 RESNET50_V1_V0C-1.0/descriptor.json
\
--packages-path packages/123456789012-SSD_512_RESNET50_V1_V0C-1.0
{
"name": "model-asset",
"implementations": [
{
"type": "model",
"assetUri":
"blal589afes49b346ff47375c284a1998c3e1522b418a7be8910414911784cel . tar.gz",
"descriptorUri":
"a6a9508953f393f182f05f8beaa86h83325f4a535a5928580273e7fe26f79e78. json"
}

6. EELEER  FHIT panorama-cli package-application,

$ panorama-cli package-application
Uploading package SAMPLE_CODE
Patch Version 1844d5a59150d33f6054b04bac527a1771fd2365e05f990ccd8444a5ab775809
already registered, ignoring upload
Uploading package SSD_512_RESNET50_V1_VOC
Patch version for the package
244363c74d01e082ad012ebf21le67eef5d81lce@destdbadlae2b69d0Obc498c8fd
upload: assets/
blal589afe449b346ff47375c284a1998c3e1522b418a7be8910414911784cel.tar.gz to
s3://arn:aws:s3:us-west-2:454554846382:accesspoint/panorama-123456789012-
wc6bmb5eishfiasissz5jefhx
63a/123456789012/nodePackages/SSD_512_RESNET5@_V1_VOC/binaries/
blal589afe449b346ff47375c284a1998c3e1522b418a7be8910414911784cel. tar.gz
upload: assets/
a6a9508953f393f182f05f8beaa86b83325f4a535a5928580273e7fe26f79e78. json to
s3://arn:aws:s3:us-west-2:454554846382:accesspoint/panorama-123456789012-
wcbbm5eishf4sissz5jefhx63
a/123456789012/nodePackages/SSD_512_RESNET50_V1_VO0C/binaries/
a6a9508953f393f182f05f8beaa86b83325f4a535a5928580273e7fe26f79e78. json
{
"ETag": "\"2381ldabba34f4bc0100c478e67e9ab5e\"",
"ServerSideEncryption": "AES256",
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"VersionId": "KbY5fpESdpYamjWzZ@YyGgHo3.LQQWUC2"

}
Registered SSD_512_RESNET50_V1_VOC with patch version

244363c74d01e082ad012ebf21e67eef5d81ce@desdbadlae2b69dObc498c8fd
Uploading package SQUEEZENET_PYTORCH_V1

Patch Version 568138c430e0345061bb36f05a04a1458ac834cd6f93bf18fdacdffb62685530
already registered, ignoring upload

7. ENEAERERR, AZHEABRRBIUEEELR, EROENFEREARBUR

process_resultsHEH,

def process_results(self, inference_results, stream):
"""Processes output tensors from a computer vision model and annotates a
video frame."""
for class_tuple in inference_results:
indexes = self.topk(class_tuple[@])
for j in range(2):
label = 'Class [%s], with probability %.3f.'%
(self.classes[indexes[j]], class_tuple[@][indexes[j]])
stream.add_label(label, 0.1, 0.25 + 0.1*j)

RIBEWER | BB BFEEH preprocessiizs

A St R B R &R

EERARAERGEEIEERE 2 , cERBAN NPT ERCECER |, WEGBETHR. BRAEX
EANEREEEE=(HHEGCRBEN 224 x 224 GEXE , UHSHEE—EBHFHNBABE, FAREAE
BRAEERSNRN0 R 1 2BANET. BEZECNTOE K RARBRUBEZRFESFEHECE, &
%, TERAHCRE , YHERASER TLUZERN NumPy &5,

Example https : //application.py — T8 & BRI

def preprocess(self, img, width):
resized = cv2.resize(img, (width, width))
mean = [0.485, 0.456, 0.406]
std = [0.229, 0.224, 0.225]
img = resized.astype(np.float32) / 255.
img_a img[:, :, 0]
img_b img[:, :, 1]
img_c = img[:, :, 2]
# Normalize data in each channel
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img_a =
img_b
img_c =

(img_a - mean[@]) / std[0]
(img_b - mean[1]) / std[1]
(img_c - mean[2]) / std[2]

# Put the channels back together
x1 = [[[1, [1, [1]1]

x1[0]1[0] = img_a

x1[0][1] img_b

x1[0]1[2] img_c

return np.asarray(xl)

BREFRELN O AP ONTRALEANERE, ENSIRERETFEAZSSANEALER , ER

BEGE , B RKREMSE,

FERE AR Python By SDK LEEE

g H EEARERNFERERR Python B9 SDK #§3#54E L 8= Amazon CloudWatch,

Example https : //application.py — AR Python B SDK

def process_streams(self):

"""Processes one frame of video from one or more video streams.

logger.info('epoch length: {:.3f} s ({:.3f} FPS)'.format(epoch_time,

epoch_fps))

logger.info('avg inference time: {:.3f} ms'.format(avg_inference_time))

logger.info('max inference time: {:.3f} ms'.format(max_inference_time))

logger.info('avg frame processing time: {:.3f}
ms'.format(avg_frame_processing_time))

logger.info('max frame processing time: {:.3f}
ms'.format(max_frame_processing_time))

self.inference_time_ms = @

self.inference_time_max = 0

self.frame_time_ms = @

self.frame_time_max = 0

self.epoch_start = time.time()
self.put_metric_data('AverageInferenceTime', avg_inference_time)

self

.put_metric_data('AverageFrameProcessingTime',

avg_frame_processing_time)

def put_metric_data(self, metric_name, metric_value):

"""Sends a performance metric to CloudwWatch."""
namespace = 'AWSPanoramaApplication'
dimension_name = 'Application Name'

fERABAR Python Ky SDK LEEE
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dimension_value = 'aws-panorama-sample'
try:
metric = self.cloudwatch.Metric(namespace, metric_name)
metric.put_data(
Namespace=namespace,
MetricData=[{
'MetricName': metric_name,
'Value': metric_value,

'Unit': 'Milliseconds’,
'Dimensions': [
{

'Name': dimension_name,
'Value': dimension_value

.
{
'Name': 'Device ID',
'Value': self.device_id
}

1]

)

logger.info("Put data for metric %s.%s'", namespace, metric_name)
except ClientError:

logger.warning("Couldn't put data for metric %s.%s'", namespace,

metric_name)

except AttributeError:

logger.warning("CloudWatch client is not available.")

CTREEHBHEERNATHACINSEH . AR aws-panorama-sample.yml
CloudFormation #874x/ E %

Example aws-panorama-sample.yml|

Resources:
runtimeRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Version: "2012-10-17"
Statement:
Effect: Allow
Principal:

fERABAR Python Ky SDK LEEE
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Service:
- panorama.amazonaws.com
Action:
- sts:AssumeRole
Policies:
- PolicyName: cloudwatch-putmetrics
PolicyDocument:
Version: 2012-10-17
Statement:
- Effect: Allow
Action: 'cloudwatch:PutMetricData'
Resource: '*'
Path: /service-role/

HHIEARNEEA pip RREARM Python B SDK MHMMEKMY . ECEERAENSRE,
BDockerfile#fTa s , EERREBHHNART LZREXE,

Example Dockerfile

FROM public.ecr.aws/panorama/panorama-application

WORKDIR /panorama

COPY . .

RUN pip install --no-cache-dir --upgrade pip && \
pip install --no-cache-dir -r requirements.txt

EEEEABRRNEXBPFER AWS SDK |, B tiE AR , UHFBERAEXEHZFE AP B1EMNET
A], 1-create-role.sh ®XETEER | FBHIT KREFH CloudFormation &, A% , BEFELS
FIENERERERLS.

HREUSEARBERNEBE , ZREEBREBEMBLRERResourceFIEE B RN BEBIER |
HUEBRNEEREERK, IFSEREXENBENERNFRER  F2REREEEZ2EDNG
. BERMEERE8

®RELT R

WEMEH AWS Panorama BEAEN CLI tBEEREEAEANEIEHNREA  BF2ECLIHN

README.

* github.com/aws/aws-panorama-cli
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NMEEZFHHEABAAELOAER U ERB2aAREBEERAEAERE |, B&
Panorama £ #l#FE.

+ github.com/aws-samples/aws-panorama-samples
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XENERGEEENES

AWS Panorama X PyTorch, Apache MXNet 1 TensorFlow B2EBWER, EENEER
XK , AWS Panorama &7E SageMaker Al Neo H#m:EtEHE, L E B Amazon SageMaker
SageMaker Al HRIREHEZBER,

ATEBZAIMEHGLUEEETER | AWS Panorama RiEE#EH RTSP BAGEESE H.264 {F
B A £ R, AWS Panorama SHIERZEERESENMER M,

-
- XENEHE
- XENE®

X EREE

E8A AWS Pancrama ZEERRENK , S2REHMBE[ER HEREXANRERRE, &Ll
FERERNERE, SHERLEFTEENIRNERFRMNELEENTALIIRER,

® Note
WEE LA AWS Panorama RN FALEREREIEE  F2RERMEEME,

BRI BEAERE , AWS Panorama € SageMaker Al Neo #RZes RimZ LN EEEE
B, SageMaker Al Neo 2 —EBiR=EsR , IKEERE , MEEEEFSE LEXRRbHIT , MEE
SE A A AR Amazon Elastic Compute Cloud (Amazon EC2) FEI#{TIEEE , SR\ AWS Panorama
Appliance Fi2#F%EE,

AWS Panorama X & SageMaker Al Neo X #Ei2#&ZEEHRY PyTorch, Apache MXNet H TensorFlow
A, EREEBCHEREE B LEH SageMaker Al Neo (R A @z 5 HHEV REBIRA, 1E
SageMaker Al # , B AEAREZ GO EEE L,

nl‘.H.

WEAE AWS Panorama FEFAE RN EFMEER |
TENES

AWS Panorama kg X ER B EBAEMEREH RTSP 2B HH H.264 RASEHR. BHRAR 200
BEGENEBIMETR K RESKEGERE 1920x1080 & , IR ZBHREEHNREZ RN,

2H ERAEEE,
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THELEER 2 EIBE AWS Panorama 2B HAIE -

* B — M3057-PLVE, M3058-PLVE, P1448-LE, P3225-LV Mk II
 LaView - LV-PB3040W

Vivotek — IB9360-H

Amcrest — IP2M-841B

Anpviz — IPC-B850W-S-3X, IPC-D250W-S

WGCC - ¥ ¥k PoE 4MP ONVIF

WERIBHERRIE , FS 8 AWS Panorama & EHRE.
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AWS Panorama

SRR

AWS Panorama R{EEA T HIERRE, MFEHMETNEE , F2HEAREEHHN X

T

ERHE M GPU
C KBk

USB

HDMI &

HEE

Weight

TR e
EiRE@A
[REERR ISR E
EMI/EMC ERE#
A1 R F
BRERE
BIERE
RERE
BERE

oAl

~,

REIRE

A%

Nvidia Jetson AGX Xavier ¥t 32GB RAM

2x 1000 Base-T (Gigabyte)

1 {8 USB 2.0 1 1 {8 USB 3.0 Type-A &8

2.0a

7.75 B x 9.6 EN x 1.6 N (197 A8 x 243

INE x40 N )

37EE (1.7 AF )

100V-240V 50-60Hz AC 65W
IEC 60320 C6 (3 =Ml ) A&
IP-62

FCC Part-15 ( £H )
IEC-62368

-20°C %/ 60°C

0% %l 95% RH

-20°C %l 85°C

A FEE, 90% RH , E=BT
AT ZEREME (ES )

Rackmount % Y& 3L

RIBRE
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JTi B

ERWR 6ER (1.8 aR)

RS g2

Reset B3 [ ) #42

AREEFNHBEE LEDs AENERETH 3 B8® RGB LED

Wi-Fi, EESFH SD *EFFERREL , BEEFER,

AWS Panorama e @ m AR , ARTRERRI[EE L, BT 19 KN L L side-by-side
B ER .
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Service Quotas

AWS Panorama X EEEAZELERFHEIMNER , UREKBNEARER, IREEZE AWS
B A AWS Panorama , BLRES D I ERZSEEG. AWS Panorama Bl LR,

AWS Panorama PR ERSIEEE, EAEAHEEHNERAEHTER,

- KB - BEEHKS 50 EESEMAIRE.
- BREN - SEESE 50 BEH  BEEHZS 20 ERAE

- RAEXSITERE - BEARERZ 10 ARAREN, SERAEXSZER 8 AESHER. 56
KERERERFIAZXR 200 &,

B IR$E B AWS Panorama BR#{E A AWS Panorama FEAFE I CLI AWS Command Line Interfaces}
AWS SDK i , BiESEEAZHETH API HIUEE, BEREZTURE 5 BFER, BiIREHE
RE AP BETESERASY 1 BFEROEARES,

WMEBEEMNTTEESE |, 55155 Service Quotas £ A , B H M AWS Panorama i B F e 58
Amazon Web Services —fix2:#&,
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AWS Panorama 1]

& LAEF AWS Identity and Access Management (IAM) SR EIE¥f AWS Panorama BRI &R
B, Bl BRiEMERAER. BREIRFPER WERAE AWS Panorama , BRI IEAERAZE IAM A
ENFIBRERPERNT, FESEEARIHNGT , ZAUBRYAGYKERREEAEZER,

BEEEEIRFPEAENGT , BEMA AWS Panorama RIEENZERR , RTRE. EFEHM
AWS BRFHVEFA , FRERGEAREANMGRM AR, RAEER , URBAeERGEARER,

AWS Panorama &gt A , B FEHEHR AWS REMNERENETT. ZiEN AEBE AWS
Panorama fRI§ A RKA REFIMEAM RENEF —ERBEAE,

ERAEXACRLAEAEXEINENRKEAE , AR FEEE £/H AWS RENEFT BAR
Python (Boto) ¥ AWS SDK, ZEEVEAENAL  LEEEEENEERRS EESMIHE.

B LUER —EEET U ENER (ERLERRT , BBEANKYE) REBRFEAENFTT. Hlm,
BAILA3E EFEATER Amazon Resource Name (ARN) RS , EXRFEREEHEINWEAEREZBH
DEHFEAEER. IESEDEIENERNGYE , 28 (RERESE) bW WaEtE. ERA
& 3&518# AWS Panoramas

WEFMEF , F2EH (AM EREER) FHTERE IAM?,

IE

« AWS Panorama & % & IAM BUE

« AWS Panorama fR#§ A & M K ER
- BAARTFEAEX
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AWS Panorama W & % & |IAM BUR

EERFERIRFPRNEREYH AWS Panorama FI7ZEUE , 357 AWS Identity and Access
Management (IAM) R ERA S P BEBE., S BERREAZEFEAEHBEHN IAM A6, AL
RF¥FZ—ERFANFEAEERFAFREAE , XFEEMN AWS Panorama &R

AWS Panorama 12t S EHE , A/ FH AWS Panorama API EMERVZEVE , UREREEERT ,
FEHARBEMEE AWS Panorama ERIEM BRI, AWS Panorama EREEETHMZTEHE |, U
TR IB Y 55 & 72 B MR BT Th RE RS AE S0 12 BT Th AES

« AWSPanoramaFullAccess — £ AWS Panorama., Amazon S3 1y AWS Panorama ZHE 2,
HY % im B AWS Secrets Manager#l Amazon CloudWatch R EFHN R EZEE, 885
AWS Panorama 23 fRi&E#E A CNEFT, WEBE

tAWSPanoramaFullAccessBUR A B IZESE AWS Panorama &R , {B788 AWS Panorama i
AFEANFIEERERET, EERTELHT , BHETIBER,

« ResourceGroupsandTagEditorFullAccess — ##8 BL %

AWSPanoramaFullAccess R EEH AWS Panorama X ABEXLBNT T, EERTFELHN
A, FEAE TR,

« ElementalAppliancesSoftwareFullAccess — ##8 B %

ZERRERT AP BIERIETA , MAERGEERAETUESRNER. WFEETERMAVES , &7
MEVYBECHBER , RRHCERAENFIHE, FATRFIBERMABRER,

® BubRKAEe
E—IRfEM AWS Panorama 2 &K , BFEEFF I S 8EE M AWS Panorama &% fil T £ F 89 iR
BAG. REACRMBRKENT , UEBERAEAMEBES, fRULAG K BRTFEA
EFHUE

WEE T A RBR# AWS Panorama FEAEF A S@EN ERMNEHFMET  B2RARERESZEHLHN
AWS Panorama BWE){E, BERFMIEH £,
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AWS Panorama r#% & €15 k& &R

AWS Panorama A E Mt AWS JRIEHREE AWS Panorama :%fE. THERNEAEAEIER. R
BACREREST  UWEBERNEHMREEE, EEFE—XZE A AWS Panorama T2 AE |, &
AR T REAR

« AWSServiceRoleForAWSPanorama — 5t 5F AWS Panorama & AWS loT. AWS Secrets
Manager #1 AWS Panorama F &R,

ZEMWE : AWSPanoramaServiceLinkedRolePolicy

« AWSPanoramaApplianceServiceRole — 2 5F AWS Panorama % {##% B 5 L &= CloudWatch , 3f
£ AWS Panorama E3I # Amazon S3 ZELEES 4.

ZEBUER : AWSPanoramaApplianceServiceRolePolicy

EZERFEEISELCMNET , BEA IAM £i24, EAENERT , ACNHFTERRZFS AWS
Panorama FRAZHBERNER, Hl , FAWSServiceRoleForAWSPanoramai® ¥ RIEFENE
HMpanoramah EHF z AWS loT EREMFFT,

=3:0}

- REREAE

- EREM R

RERGAE

AWS Panorama R &£ H AWSPanoramaApplianceServiceRole & & RFZEIEIRSE PR ER,
X fiE B A5 LEZE CloudWatch Logs, BEUBF M E TR AWS Secrets Manager , SA R ZEX
AWS Panorama 23 #J Amazon Simple Storage Service (Amazon S3) FHEHHEAREXR R

@ Note

FERARXTEARIBRIFT. SERTEARNER AWS RBNETT , FRMEAEXS
==

REAE 42


https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/aws-service-role/AWSPanoramaServiceLinkedRolePolicy
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/aws-service-role/AWSPanoramaApplianceServiceRolePolicy
https://console.aws.amazon.com/iam

AWS Panorama HBEABER

AWS Panorama € RN RE A CEIKRFHNARBEEER K mMAeBIRFERAR. ATH
m—EZzeH  SUNEARFEAGHEERRUAEBHUTHEE  ERELERAAGRTRER
iR S R E RNV R REER,

EMREAGEERE

1. 1£ 1AM S FBEREREAE | AWSPanoramaApplianceServiceRole
2. EEFBEETHRR.
3. EFBRAR 6 AREBEEFEEHMETEXR.

THEERELENEETERE AWS Panorama BEREACR K SALIIKRE PHNREHITILIER
fE, aws:SourceAccount 1§ &4 AWS Panorama I8EMNIRF ID LGS EBEFMIRS ID #
THE,

ExamplefSEBE - HERF

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "panorama.amazonaws.com"
}I
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws :SourceAccount": "123456789012"

INREEEH—FRE AWS Panorama , Y AHECRBREIEERERENSE® , B LMK ARN I5E
“azﬁo aws:SourceArn 4 & AWS Panorama 18 ERERfE ARN ERZEEBEKRFRIERE ARN
HEITHER,

RERBAE 43


https://console.aws.amazon.com/iam/home#/roles/AWSPanoramaApplianceServiceRole?section=trust
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ExamplefSEBE - B —5%1®

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": "panorama.amazonaws.com"
},
"Action": "sts:AssumeRole",
"Condition": {
"ArnLike": {
"aws:SourceArn'": "arn:aws:panorama:us-east-1:123456789012:device/
device-1lk7exmplpvcr3heqwjmesw76ky"
},
"StringEquals": {
"aws :SourceAccount": "123456789012"

MREERIEMMRRG  BLAETRBRIR ARN R4, REEAFOEKE D BIRFE,

MFELRANFMENR  URBRBER AeFIIRFHFERENZ2REEY , 528 (AM £H
FiEE) PHERBENEARE,

e E At RS

AWS Panorama € FNYRBHFEIHEFIER :

« AWS loT — AWS Panorama R{efv ¥, BUR, BEMEK
« Amazon S3 - FElsfEARENEE, BXXBNEAENFEE,
« Secrets Manager — AWS Panorama &g EHEAER,

fEREAM BRI 44


https://docs.aws.amazon.com/IAM/latest/UserGuide/confused-deputy.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/confused-deputy.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awsiot.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazons3.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awssecretsmanager.html
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MEEEEMERHEH Amazon Resource Name (ARN) BXBHFTEHENEF , FSRUBEERELEE
0 IAM EREERPNERE,

fEREAM BRI 45



AWS Panorama AR
e AR TEAREN

BALALHERARARIAG , URTFEWIY AWS BB, BRIFHER , BAEXNRBEMET
i, BALE IAMFEVEREXNAE  YEFBHEASHERGEAENR, BEERTEARELXM
FHEA  FRARARABRIERARE API BIFFFTHN A,

EpEAENGSEIEARRABN CloudFormation BRI, EZ AWS Panorama A&
FHEREAR, AR TERARERXMW CloudWatch H{ESEZENEFT,

Example aws-panorama-sample.ym| - EREEXAE

Resources:
runtimeRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Version: "2012-10-17"
Statement:
Effect: Allow
Principal:
Service:
- panorama.amazonaws.com
Action:
- sts:AssumeRole
Policies:
- PolicyName: cloudwatch-putmetrics
PolicyDocument:
Version: 2012-10-17
Statement:
- Effect: Allow
Action: 'cloudwatch:PutMetricData'
Resource: '*'
Path: /service-role/

EALUEBEE B AP BMFSREE | ML E SIS IR FEA4 FRFAction,

WE AWS Panorama HEFAJIVEEMAE A , 5828 AWS Panorama 5 1,
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https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/sample-apps/aws-panorama-sample/aws-panorama-sample.yml
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&I AWS Panorama 3% {i&

AWS Panorama Xig R #TEEAREANEE, &E0JLEH AWS Panorama £ A RKEFMRE. E
MESE LREEREXNPEIES, AWS Panorama Rig LN BB S ERTESHER. BEH
EREEAEENERRES Y EEENBE RS LEREREH,

RERBHEMETEER , KUUEMBEEHRURERAREXER, SBUUNE T RATEERY
Bfle AWS Panorama FBEREARINE , B LEERBEERCTHEIBBRETEE,

WEME A EHI EARERNNH AWS Panorama RIEHIZERTE |, 5528 AF9 AWS Panorama,

£

- &I AWS Panorama %1

* #§ AWS Panorama % {&iE 2 £ H %
« 1£ AWS Panorama P EEBEFEER

- E1 AWS Panorama i LWERAER
« AWS Panorama Appliance £ & %

47
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EH AWS Panorama %1

Ol LAE R AWS Panorama 12 A RKEKE, FAERHEUEZEMM AWS Panorama xR EMER R
B,

BERERE , FEBAFIHENNIET. RERFEE AWS Panorama PEVER , SUEHHEATER
(R EEEE I

% E [ AWS Panorama AP| SR 1E , 5528 88t EE M.

-

- EHTERiRERE

- BUHEE M=

- ENRERE
EB &4

B R EE

BT LATE AWS Panorama £ AR RANBBRIENEREEN, EFHUURXESRER, B ANLS
EFEHE  IRASRTEER, SN EREREERLLERZRERH.

ERTER iR

1. BIRX AWS Panorama =& EBEEHH,
2. EBERE.

3. EBERE

4. HERBERT , BEZRHRBET.

System software Install software update

Version Updated date
4.1.34 10/12/2021, 10:02:04 AM

» Update history



https://console.aws.amazon.com/panorama/home#devices

AWS Panorama HBEABER

5. EEMRA 6 RRBRERE,

HUH R %

MBHRETHREA %6 , BRI LUER AWS Panorama 32 & BUH S MR 4ERIEEH AWS loT &
B

il BR &% 18

1. BABK AWS Panorama XA £EHH,
2. EEXRENERE

3. EE MK,

4, BARBHER , AREEZERER.

E 8% AWS Panorama FRIEMIERER B , T2 EBIMBRERIE LMW ER, BUHRMOREEEZERE
AWS fR%E K mBHEER<E , EEBXEEM.

BT B A% i
S A 5 B T R B R AR
EFBBRM

1. BABX AWS Panorama A& EEE,
2. EERENEE,
3. i##Z Reboot (EFEE).

FRASEXAELRBEUETREC. BEEBEWAN , RIELFEHERE AWS loT, ZEFH
AWS Panorama AP| EFEEER1E , 582 EFEERE,

ER S

HEEAREBEANTERFPER &, ELAREER , UEATBEENME. ERKESER
RATH BB , A MBRAAAIREER.

ERRRERIRF , RIBLABAERLEE, BRFEREEFRMERKRE S Y. EEHRFRER , iR
RIETESHRBEE. FIRTBERERNREE , BHERPERBER.
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BT UERRAERE  MEFEREMRESE. NFFHEENR  F2REENERIZHE.
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#% AWS Panorama 5% {is B 1 21 I8 /Y 48 2%

AWS Panorama RIEEEEHFEE AWS EFM IP BN AT EBMREE., B UERFHERZIIERE
FEEREMNE—fARE  EELENRMERAENE D HEZEITEN A%, ERBESR , S84 AE
RERBEORRER | U LEARRECTIESHEETR,

i1

- BE—ARiERE

- BiERERE

- RERBIFE

- BREREPEIFE

- I
— A B AE R

RIFEMEC KB ERE, NREERE - RHFKAMAEREENRE , LA MER S —@EEE
BETRE , UHEEERES —EESERE, RELCNRAR  UAHRREERIBEZHERN
MR WHHBRMER | BRI EN A,

On-premises

Camera network

l AWS Panorama Appliance

/’"\/—\

(6) II

—D—Qer

TTTTT P cameras

LiLLL
Imrnrn

LiLLL
T

Router Firewall Internet

NMERBEEFRNERERNRRNFRER , F20 RERBFNN REASEEREFE




AWS Panorama HBEABER

SRR

%E% BLreMH  BASRFEREERBEIMER D RNERERERERD. IRBIBAIKRE
RIBM BN AREARBERER &R, NRENBEIRBRCNCETREBEURZ2
AMBRSESHERERI R TR ERFIENRMEE  EUREERLSTE,

oA B RRREED S EERE FNTE R, BEREHethoM HREER B BIBAN
By FHER £, SUR R B EERERHN Fil@kethl L

On-premises

Restricted network Internet-connected network
LLLLL LLLLL
: = :: IP cameras ’ AWS Panorama Appliance
:-H-n-l -—--l-u-u-: ———————————————————————
: : IethO subnet | I ethl subnet I
. 1k ! :
I [} I
I | I J,
: Router Firewall ! : Ro'u er Firewall | Internet

e o H,—.—.—.—.—.—..—..—',—',—.H,—',—,—‘,—,—.—.—.—..—..—.

BT LALTE AWS Panorama 12 & RS EEZIEMN IP it MAC #uiit,
% E IR IEFH

HEHEE , BRURERMBRFERISERN P i, FTRE P huk | I AEERE | SRR
it T EE REGEBRRFEE,

RIFEA AWS IRISRIGARBEXNMEE, REBHP KB RFFRIMEREE LR,
W R B X

+ AWS loT (HTTPS Ml MQTT, E1Zi8 443, 8443 F18883) — AWS loT Core M EEEimH, WME
SHMER , 5B K AWS loT Device Management i 2 #1 L &8 Amazon Web Services —fi%x 2
£,

« AWS loT EAEHR (HTTPS, iEiZI8 443) - credentials.iot.<region>.amazonaws.com#
T

+ Amazon Elastic Container Registry (HTTPS, E#Zig 443) -
api.ecr.<region>.amazonaws.comdkr.ecr.<region>.amazonaws.com#l #3135,

gipman 52


https://docs.aws.amazon.com/general/latest/gr/iot_device_management.html
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« Amazon CloudWatch (HTTPS , i###18 443) —monitoring.<region>.amazonaws.coms
- Amazon CloudWatch Logs (HTTPS , i####& 443) - 1ogs.<region>.amazonaws . coms

« Amazon Simple Storage Service (HTTPS, &E#38 443) - s3.<region>.amazonaws.coms3-
accesspoint.<region>.amazonaws.com#lF#iFH,

MBLHEARXTU LM AWS JRE | AIRE CEECRELRBOHE. DEHMER
BB,

AR TE AN M1 5 17 EY

RIEFEEAIMEN RTISP FHER , EFNFEZBBRMAREFN. RELHP IR SFRFEER
EBFEUERRIR 554 £/Y RTSP &if , A /a5t HRifiE RS

3
¢
g
=

ZN - ZE3:

- BIESRRBAGE (RTSP , EHIR 554) - BEUBHE R,

- WREEBABE (NTP , B4R 123) - RIFRIBNFER D, MREREHERE LBT NTP AR
27 , IRt AT LUE BB AR ERE LA NTP AAR=R.

FARIER

WREEEE VPN ERNFAE VPC FRKFEFE AWS Panorama & , AT EEHEREREFR
AWS, &RILAfER Site-to-Site VPN = ZAEBEIE B H 2582 Z A Direct Connect 237 VPN E#Z
AWS, 7£FHF VPC F#@R , B AR AR HERZE Amazon Simple Storage Service AWS loT
MEM REVIRE, NFFHEF , F2REREBEEILE FEE,
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https://docs.aws.amazon.com/general/latest/gr/aws-service-information.html
https://docs.aws.amazon.com/general/latest/gr/aws-service-information.html
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£ AWS Panorama P EBEHEER

EEBERERAMAEARRNNERRR , FEEH AWS Panorama ¥4, EAREXTURRKER
ZEER , MBERETLLEZEZERNER.

/A Important

FE TR AT UE AR B E ] o] {E HEAR A A MR B BR IV I & 1%$;m,o EEREBELENERER ,
AR RNRERREAEATAKEN RTSP RE., MEFHMENR , 552 EAWS Panorama By %
£,

BRI R

1. BRX AWS Panorama & &R RE M.,
2. BEFEERRE,

Add data source
Camera stream details info
Extn.:nl:rr-scnuth
pesctiprion ~ optiona

Stream 2 - 720p

- AR -BEHEERNERE.
- R - B, HvESEtFAERANEERER,



https://console.aws.amazon.com/panorama/home#data-sources

AWS Panorama M ABIERE
« RTSP URL - {5 EEEH# IP it M & 7R EH URL, B0 rtsp://192.168.0.77/1ive/
mpeg4/
c BAER - NMRABERBRZIZHRE  FREEEAESBARR.
4. J£E Save ().

ZE [ AWS Panorama AP| EEESEEER | B2 BFHLEE M,

WEER AWS Panorama X 1EHEANEEHEE K BE2HE XENERGEETNEHE,
BBREETR

B A LATE AWS Panorama £ & FRIBRESEE TR,

BREBESHER

1. BIRK AWS Panorama EEAE R KR EH,
2. BEESZHBER,

3. BREMBRERRIE,

REBEREFZEETIEFLEATERARER , 2R Secrets Manager MIBREBEFEEAER, &
EfgRMER |, FBEMA Secrets Manager £ A,

BEREBR 55


https://console.aws.amazon.com/panorama/home#data-sources
https://console.aws.amazon.com/secretsmanager/home#!/listSecrets
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&I AWS Panorama i LN ERRER

EARKXRRENE. BEMEENES, £ AWS Panorama TEANEEEH , B UAEERE LW
FERRER,

& AWS Panorama %fE E I EEARER

1. BARX AWS Panorama EEA&£EEHH,

2. EERE.
HENEARXEABARNCHBBIRENERARES,

EALLERE ENRERRIEFERFFNEAER  SUSSTHINERAEXERARRA, EhrblE
REREX (FTIMER ) , UHBEFES,

ERER 56


https://console.aws.amazon.com/panorama/home#devices

AWS Panorama

FMBABER

AWS Panorama Appliance &z &3

AWS Panorama Appliance i EiR iz 5 ER{E LED & , 15 R EAR BB ELR,

Status . Network

ARBEFE RIB
LEDsE E EE 2 3 PIM LUIE RARRE, BRFIME = —X, REFABEREY —X,
HREE LED HREE

< PRIERBRIRE - RIBEERE.

- #BER - RIBEFEER.

- BRISPIBRER - RIBEEERIEEERILEFZEM AWS loT,
< PRERBRER - RIBIEES BSREERE USB BEE %,

- RIZFPIBRIIE - RIBERBHEEDERIUBE,

- BRIERRNEE - RIBETEFRKHATKEIRA,

< REBENEE - RiBEEEFRREKEBRA,

8 B% LR
@3 LED A FHIRE :
188 LED A

« REIESR - BiEE I KEBRER.
- BgiRe - RIBEEEBMERETER.
- ESALE - RiEEE 2 ARBERER.

BB K
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ERMERZH
ERNEREBUNEBEIENREET S, EREAED ALK, £ EIRHET BREHE T
e,

ER%M

1. RBLEBRABRLBH. FEEMARBER , FRESRRE 1Y, ARESTEREF TN
BARAIEFF KHIFEE 10 B,

2. HEERRE, FERATIRMBES, BERE 1Y, REES Y. HRFTESEZRANRE , B
B 1R 1E W 8l 2 5 o

- TE2ER-RERERAER.

ERREZBRA , AMERFAAEAEERNERRER.
RERFTH R RAE - BIRER

ﬁlﬂ

RN REEMEREMHERE,
- ERREERBRAE - REER.

RRIN L ERRBERETEREHR.
. BRWmEZS. ESHRRER , BREERESHRECK E
4. ERFEEFEHRER  REETRESHARRE,

BEGRIBETEH AWS Panorama RIS MIBRE . MEFMEN , F2EEUHEEMERHE.
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= AWS Panorama FEARER

FERREREE AWS Panorama B LET , MEFFBERLBTERRBEE. BALUEBES
Python BRGNS 2T EAREEEKRBEARER | WEBMBRARGHEIBZEE AWS Panorama
HiE. EARXUUSE R EEAZERES , EA AWS BREABEREEE AWS R,

E3:

- HEEAEX

- 1£ AWS Panorama X AP EBEAER
- EXfHRE

« AWS Panorama EREEXEABE

- ERAEXER

- EAEXSH¥

- FRBERETHEREHERE
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HEEAREN

EERBEARS , B LUMERA AWS Panorama Application CLI #$EE A GRS, BERE. L&
MEAMEE  UREBIEAENHTEE, XTESHANGBESELSR , IRBFESHRENER.

MREEARELBEARER |, B2 AP AWS PanoramallAEVSZE SRR

MEEFTNERESIEAREINNFMAEN , BF2EEE AWS Panorama FERATE,

=8

« % AWS Panorama FEFTER CLI

- EAEAER

- BERGHRRE

- EAER

LtEEAEXEE

£ AWS Panorama £ & HEEAREN
BE{tEAREXEE

Z 8 AWS Panorama FEFHER CLI
HEZHE AWS Panorama FEAFE CLI #1 AWS CLI , 5B pip.

$ pip3 install --upgrade awscli panoramacli

EZEFEH AWS Panorama FEARER CLI ZEEEARME , BFE Docker, £ Linux £, gemuFl4f
BNRAAEAECRLEN, NELTEFMERE AWS Panorama FEARER CLI WFHMER , F2RER
GitHub 7 E+# README &=,

 github.com/aws/aws-panorama-cli

WFEEM WSL2 % Windows FERERBIREMNRA , FSE £ Windows FRERERE,

EARAREN

MREFEANRHFEAEIIE=-RENERARER , FEMA AWS Panorama Application CLI EEA
FERE,

= 60


https://github.com/aws/aws-panorama-cli
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my-app$ panorama-cli import-application

R TEEAENIRS ID EFNGEERARAENY. EHEBHEANZRRIRFNIRS ID. B&KHE
ARAMBISERFE , ELARABERFE 2 BIEANHREARER,

filan , AEENESIEARISSEARE4ANEREY K SEEHEHUERVLERS ID W
Fo import-application P EBEMWRIELIER , UEA CLI RITEEMN AWS BEAE R R
HIBR S 1D,

/aws-panorama-sample

### assets

### graphs

# ### my-app

# ### graph.json

### packages
### 123456789012-SAMPLE_CODE-1.0
# ### Dockerfile

### application.py

### descriptor.json

### package.json

### requirements.txt

### squeezenet_classes.json

### 123456789012-SQUEEZENET_PYTORCH-1.0
### descriptor.json
### package.json

HOoH O O R

123456789012 SEEH B HBRBH , LUEMNIRE ID MK , X EEARERNEABE (graph. json)
PR MELBERSE, BULUER MW aws sts get-caller-identity REREMIRS
ID AWS CLlI,

$ aws sts get-caller-identity

{

"UserId": "AIDAXMPL7W66UC3GFXMPL",

"Account": "210987654321",

"Arn": "arn:aws:iam::210987654321:user/devenv"
}

EABAER &


https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/sample-apps/aws-panorama-sample/graphs/my-app/graph.json
https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/sample-apps/aws-panorama-sample/packages/123456789012-SAMPLE_CODE-1.0
https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/sample-apps/aws-panorama-sample/packages/123456789012-SQUEEZENET_PYTORCH-1.0
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BEERH=RE

R ERENTEHEEE Docker BREFM G , EhTEHEIE Dockerfile PR EMNEAENBNERE,
{# /8 AWS Panorama Application CLI build-container& K& Docker MG FE H A 3R R AR
%o

my-app$ panorama-cli build-container --container-asset-name code_asset --package-path
packages/210987654321-SAMPLE_CODE-1.0

{
"name": '"code_asset",
"implementations": [
{
"type": "container",
"assetUri":
"5fa5xmplbc8cl16bf8182a5cb97d626767868d3f4d9958a4e49830e1551d227c5.tar.gz",
"descriptorUri":
"1872xmpl129481ed@53c52e66d6af8b030f9eb69b1168a29012f01c7034d7a8f. json"
}
]
}

Container asset for the package has been succesfully built at
assets/5fa5xmplbc8c16bf8182a5cb97d626767868d3f4d9958a4e49830e1551d227c5.tar.gz

HEHSEEIEZ A B Docker R |, code_assetWSERRKELE assets ER K
B .tar.gz#7F, CLI &% Amazon Elastic Container Registry (Amazon ECR) {2 EUfE 2 X ErE
& , WEAEXK Dockerfile FFTIEE.

BRTABBF|EHTFZHN , CLIEEAEHERE () Bl EEdescriptor. json., EMBERERASEH®
BEW BT, RBRFERERNHZE, AWS Panorama Application CLI bt ZECEMBEEEZ BN
EfERRHIEER, EHBBEREY , RiEgEHELEERE,

Example package/123456789012-SAMPLE_CODE-1.0/package.json - S EE[E#]

"nodePackage": {
"envelopeVersion": "2021-01-01",
"name": "SAMPLE_CODE",

"version": "1.0",
"description": "Computer vision application code.",
"assets": [

{

BERBRRE 62


https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/sample-apps/aws-panorama-sample/packages/123456789012-SAMPLE_CODE-1.0/package.json
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"name": "code_asset",
"implementations": [
{
"type": "container",
"assetUri":
"5fa5xmplbc8c16bf8182a5ch97d626767868d3f4d9958a4e49830e1551d227c5. tar.gz",
"descriptoxUri":
"1872xmpl129481ed053c52e66d6af8b030f9eb69b1168a29012f01c7034d7a8f.json"
}
]
}
1,
"interfaces": [
{
"name": "interface",
"category": "business_logic",
"asset": "code_asset",
"inputs": [
{
"name": "video_in",

"type": "media"
},

build-container P HIEENERBEEZBLERTSEHHERED asset WILWE, £ LIREH
F, EMEEHZ code_asset,

[E AR

FCHERAEATREEEESERRPEEIELEE K SHELTUL B TR, MREEEHHNER, EHMHNE
A FHMERERIBEER | 55FH add-raw-model v SiSEHE A,

my-app$ panorama-cli add-raw-model --model-asset-name model_asset \
--model-local-path my-model.tar.gz \
--descriptoxr-path packages/210987654321-SQUEEZENET_PYTORCH-1.0/descriptor.json \
--packages-path packages/210987654321-SQUEEZENET_PYTORCH-1.0

MREAFZBEHHAEER , AMUEREREEESKTHRAEE, KURFTEENHREER ,
FRREFHBREEASFIN, Flu , AT S8R W1 £ F 586 B A E BT I RE,

Example util-scripts/update-model-config.sh

#!/bin/bash

EARR 63


https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/util-scripts/update-model-config.sh
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set -eo pipefail
MODEL_ASSET=fdlaxmplacc3350a5c2673adacffab06af54c3fladabfesa8be24cac687a386e
MODEL_PACKAGE=SQUEEZENET_PYTORCH

ACCOUNT_ID=$(1s packages | grep -Eo '[0-9]{12}' | head -1)

panorama-cli add-raw-model --model-asset-name model_asset --model-local-path assets/
${MODEL_ASSET}.tar.gz --descriptor-path packages/${ACCOUNT_ID}-${MODEL_PACKAGE}-1.0/
descriptor.json --packages-path packages/${ACCOUNT_ID}-${MODEL_PACKAGE}-1.0

cp packages/${ACCOUNT_ID}-${MODEL_PACKAGE}-1.0/package.json packages/${ACCOUNT_ID}-
${MODEL_PACKAGE}-1.0/package. json.bup

HIEMER CLIEMMEABMREAEER A, TSEAREEHERTHIEREERESE, CLI SEMF

EESBREFEUEMHAL  SUNEERFRREFEARIRXBEHERN S,
LERAEAEE

EELFENEMEARANEE  SREEHF. ARERRARHYERERREER  F&EH

package-application®¥,

my-app$ panorama-cli package-application

Uploading package SQUEEZENET_PYTORCH

Patch version for the package
5d3cxmplb7113faald130f97f619655d8cal2787¢c751851a0el55e50ebh5e3e96

Deregistering previous patch version
e845xmpl8ead36leb345c313a8dded30294b3a46b486dc8e7cl74ee7aab29362

Asset fdlaxmplacc3350a5c2673adacffab@6af54c3fliadabfesa8be24cac687a386e.tar.gz already
exists, ignoring upload

upload: assets/87fbxmpl6fl8aeaesdle3ff8bbc6147390feafs7d85b5da34f8374974eccsaaf. json
to s3://arn:aws:s3:us-east-2:212345678901:accesspoint/
panorama-210987654321-6k75xmpl2jypelgzst7uux62ye/210987654321/nodePackages/
SQUEEZENET_PYTORCH/
binaries/87fbxmpl6fl8aecaesdle3ff8bbc6147390feaf47d85b5da34f8374974ecckaat. json
Called register package version for SQUEEZENET_PYTORCH with patch version
5d3cxmplb7113faald130f97f619655d8cal2787c751851a0el55e50eb5e3e96

MREEREHEMHEEREEE , CLISKATY,

Uploading package SAMPLE_CODE

Patch Version ca9lxmplca526fe3f07821fb0@c514f70ed0c444f34cb9bd3a20e153730b35d70 already
registered, ignoring upload

Register patch version complete for SQUEEZENET_PYTORCH with patch version
5d3cxmplb7113faaldl30f97f619655d8cal2787c751851a0@el55e50eb5e3e96

tERRAEREE
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Register patch version complete for SAMPLE_CODE with patch version
ca91lxmplca526fe3f07821fb0c514f70ed@c4s4T34ch9bd3a20e153730b35d70
All packages uploaded and registered successfully

CLI 2 EREHNEE LEIEIIRFEBH Amazon S3 FHE ., AWS Panorama € A& EE1ZH
24 | WiEIB DescribePackage AP| IR EA. CLI ESESEEHNEE L EEXEHRHENN
B, WEAEGEEFMRNEEEMD AWS Panorama RIETMEE.

A AWS Panorama =R AEBEARER

BALAER AWS Panorama TR ASEBEARER, EXBBREH , SuLZEEEERERAESER
BHESHEETR  LUREEAREEEASRMEMNRE,

HEEAER

1. BARCAWS Panorama XA HENEAREXEH,

2. EEXNEERAREIN,

3. KERAEBIXEFABTENASR Bigraph. jsonBI X ZimEEE D, B2 Next (F—%),

4. BWABBNHEBRE,

5. EEEEURNE.

6. EEFKRBE.

7. MRENEREACHAAE  BRTHXNERTEEEC. EIZ Next (T—%).

8. BIEBHEE A ARBBELEMNRE. BZ Next (T—FH).

9. HEEMERRRSES , RERRBA K ARBEXRBERMEAERRIF, 2 Next (T—

#)o
10. ERESTRD A RERBASEBNEMEARIBERE. BE Next (F—F),
1. BENE , AREETH.
12. ERENEARNBES  EEEERERENEAEN,

HEEFEER 15-20 7iE. ERARARMBE  RENEHITUARKEZA. WREEFER
BY SREEPEAE.

BELERAREALNE

A LAE A CreateApplicationinstance API BE){LEERRERHBEF. APl @IS M EMEERMAR
Ao ERARIXEAFESEEHFANEHRHEBR. F_EAERREEER  EEEABRIERABTEH

3
B
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ENHEREDER, FABRERTRLEAMEANERERNERRE , UFTANESHERIERLA
B, WRERMEARERNSENRE.

WEFHES , URATEFSELTRVEAETE , F20R BEDLEARELSE.
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£ AWS Panorama AP EEERER

£/ AWS Panorama = AR EENENERARER.

-
- ENRERERAERX
 MIBRARAFERAE

EHMNEREAEN
EEEFEARS  BEARREE, SCDREARRE  SUNEFARIBREE,
EH AR

1. BARX AWS Panorama X#A&HENEAEXEH,
2. EEEREX.

3. iEfE Replace (HUX),

4, FBHBETEUFTNRASERARER.

ERF—EEREE , HEREURER , EFEBKRERINERREN, SrLMERLRERAEER
BEANEE K MAFLEHTHRRE , AEHFEESMEREARA,

MIERARA AR
ETERAEANBARIRE  FREHRHEF MR

MEMEREARER

1. BRX AWS Panorama =2 ABEMNEARERX EMH,
2. EBEERER,
3. BEREEMER.
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https://console.aws.amazon.com/panorama/home#deployed-applications
https://console.aws.amazon.com/panorama/home#deployed-applications
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3]

=R

E&EH AWS Panorama Application CLI @54 Bfpanorama-cli package-application, CLI
SR EEARIXNEE LEZE Amazon S3 , WA HFFMZE AWS Panorama, EESFE - HEMER

( BEMEANER ) MEREERE , AWS Panorama RIESESBHB TR, EEXMEFNEE
LEERHBINEHEAEER  UEREH. HEERENE,

THEHERER —BAAN—Eah c EXBHHENEAELE. RAWATRERBIRBRFIE

BER, BHHHESEEBNTGEEIERER,

Example package/1234567890-SAMPLE_CODE-1.0/package.json

"nodePackage": {
"envelopeVersion": "2021-01-01",
"name": "SAMPLE_CODE",
"version": "1.0",
"description": "Computer vision application code.",
"assets": [
{
"name": "code_asset",
"implementations": [
{
"type": "container",
"assetUri":
"3d9bxmplbdb67a3c9730abb19e48d78780b50713340ec3871201903d8805328a.tar.gz",
"descriptorUri":
"1872xmpl129481ed@53c52e66d6af8b030f9eb69b1168a29012f01c7034d7a8f. json"
}

1,
"interfaces": [
{
"name": "interface",
"category": "business_logic",
"asset": "code_asset",
"inputs": [
{
"name": "video_in",
"type": "media"

=
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"outputs": [
{
"description": "Video stream output",
"name": "video_out",

Iltypell: Ilmediall

assets ZAHi#EE AWS Panorama Application CLI L& Z Amazon S3 B mBHE. MBEREA
FREEANEGHEARAIERAER , LERAUREN , AISETELRIREFNEE, EEHT
Rfpanorama-cli package-application , AWS Panorama Application CLI € LLIEfERIEE AR
208
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AWS Panorama FERARENEHEE

HEERAEXS , CERUBABABRANEFFENEEER, HERSRKEAEXERAERHHM
BENER. BRAEXEHAFEREBAEXRBIHN -2 , HFKE graphs B #&H.

Example graphs/aws-panorama-sample/graph.json

"nodeGraph": {
"envelopeVersion": "2021-01-01",

"packages": [
{
"name": "123456789012::SAMPLE_CODE",
"version": "1.0"
},
{
"name": "123456789012::SQUEEZENET_PYTORCH_V1",
"version": "1.0"
},
{
"name": "panorama::abstract_rtsp_media_source",
"version": "1.0"
},
{
"name": "panorama::hdmi_data_sink",
"version": "1.0"
}
1,
"nodes": [
{
"name": "code_node",
"interface": "123456789012::SAMPLE_CODE.interface"
}
{
"name": "model_node",
"interface": "123456789012::SQUEEZENET_PYTORCH_V1.interface"
},
{
"name": "camera_node",
"interface": "panorama::abstract_rtsp_media_source.rtsp_vl_interface",

"overridable": true,
"overrideMandatory": true,
"decorator": {
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1,
"edges":

{

"title": "IP camera",

"description": "Choose a camera stream."
}
"name": "output_node",
"interface": "panorama::hdmi_data_sink.hdmi@"
"name": "log_level",
"interface": "string",

"value": "INFO",
"overridable": true,
"decorator": {
"title": "Logging level",
"description": "DEBUG, INFO, WARNING, ERROR, or CRITICAL."

}
[
1 ", n 3 n
. — . — ’
"producer camera_node.video_out
"consumer": "code_node.video_in"
1 ", n 3 n
- L . | ,
"producer code_node.video_out
"consumer": "output_node.video_in"
"producer": "log_level",
"consumer": "code_node.log_level"

iR GRIGERE | IHESMA AN L 2 HNRE, —EHRNEBHEEESS —EHMNEA |, K

&

EREXEASE
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JSON #E @R

FERARAEFABTENERIXMHFRARE JSON BERERPER. EALEM JSON ERBHRE , EAB
F2ARFENARX M, JSON FBHERTEARIEEMN GitHub RFEHKE,

« JSON #E# iR - aws-panorama-developer-guide/resources

JSON #E#B R 72


https://github.com/awsdocs/aws-panorama-developer-guide/tree/main/resources
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FERIENEIE

HEHEER, BEXAR. BESER, BHN2Y. SXEENEH , IERHGANGLH, JUEEKRS

FEEH. AWS Panorama RENEHIARERFERZNE.

ET 5 EHIH |, code_nodedfmodel_nodeZZE & HIEARENFEMMEFREBNEREY,
camera_nodeff AWS Panorama 2t EH , AL EHRBHEEENEZKEREVEERNE

Example graph.json — Ei%

"nodes": [
{
"name": "code_node",
"interface": "123456789012::SAMPLE_CODE.interface"
b
{
"name": "model_node",
"interface": "123456789012::SQUEEZENET_PYTORCH_V1.interface"
b
{
"name": "camera_node",
"interface": "panorama::abstract_rtsp_media_source.rtsp_vl_interface",
"overridable": true,
"overrideMandatory": true,
"decorator": {
"title": "IP camera",
"description": "Choose a camera stream."
}
}

Edges (i2)

Edges €/ — B RaE MRS 25 —EEHHNBA, ETIHHP , F—EARESHBES SR

HNBERAERAERXEABHRNE A, B video_inMl video_out REHHEHNNEFE

£o

Example graph.json — i&#k

"edges": [
{
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"producer": "camera_node.video_out",
"consumer": "code_node.video_in"
},
{
"producer": "code_node.video_out",
"consumer": "output_node.video_in"
},

EEARXNERNGD , BULUER inputsH outputs BHLWABRIEEG  LEXEEEER

&

Example application.py — 1% 58 A F& H

def process_streams(self):

"""Processes one frame of video from one or more video streams.
frame_start = time.time()
self.frame_num += 1
logger.debug(self.frame_num)
# Loop through attached video streams
streams = self.inputs.video_in.get()
for stream in streams:
self.process_media(stream)

self.outputs.video_out.put(streams)

HHRETR

EEREXEABZTES , MRHYEIE AWS Panorama EENEH , BEUIUEEARIREAZTEDRE
HAEEZAMAE. AWS Panorama EHtMEER VB KRETE,

E/
i =

BN -REEARAEHEBNEEANESHER.

E#4 B - panorama: :abstract_rtsp_media_source

NHEEE - rtsp_vl_interface
- HDMI @t - R RERERXBEE A,

EH4 &M - panorama: :hdmi_data_sink

NHEHEHE - hdmio

SR ERE
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THEPBREARINERES, HRNEEE  TREREHSRULEATRLEEERSE. £/
AWS Panorama Habstract_rtsp_media_sourceE#NHMNEF KO B ESIZERBEHER

REA. 2Z NN Rhdni_data_sink A/ EEARXBFIRERHEH HDMI EER R AR A

BmEE,

Example graph.json — SR &7 2}

{
"nodeGraph": {
"envelopeVersion": "2021-01-01",
"packages": [
{
"name": "123456789012: :SAMPLE_CODE",
"version": "1.0"
},
{
"name": "123456789012::SQUEEZENET_PYTORCH_V1",
"version": "1.0"
},
{
"name": "panorama::abstract_xtsp_media_source",
"version": "1.0"
},
{
"name": "panorama::hdmi_data_sink",
"version": "1.0"
}
1,
"nodes": [
{
"name": "camera_node",
"interface'": "panorama::abstract_rtsp_media_source.rtsp_vl_intexface",
"overridable": true,
"decorator": {
"title": "IP camera",
"description": "Choose a camera stream."
}
}I
{
"name": "output_node",
"interface": "panorama::hdmi_data_sink.hdmi@"
}
1,
EEN-GE 75
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"edges": [
{
"producer": "camera_node.video_out",
"consumer": "code_node.video_in"
}I
{
"producer": "code_node.video_out",
"consumer": "output_node.video_in"
}
]
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FEREASH

SYREEEREHNNEGE  WESEHEEE, SHULEEERENENS  EREARSNER
EWMARET,

SREE

« string- F&, f5li0 : DEBUG,
. int32 - B®, 4l 20
« float32 - FHE. N 47.5

» boolean-trued} false,

THEHERIRESE . FEANYET K ELSHEURAFEEZEENGHE,
Example graph.json - &
"nodes": [
{
"name": "detection_threshold",

"interface": "float32",
"value": 20.0,
"overridable": true,
"decorator": {

"title": "Threshold",

"description": "The minimum confidence percentage for a positive
classification."
}
},
{
"name": "log_level",
"interface": "string",
"value": "INFO",
"overridable": true,
"decorator": {
"title": "Logging level",
"description": "DEBUG, INFO, WARNING, ERROR, or CRITICAL."
}
}
1,
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"edges": [
{
"producer":
"consumer":
},
{
"producer":
"consumer":
}
]

CANERERARXANEER
BEAERETHERBAE,

"detection_threshold",
"code_node.threshold"

"log_level",
"code_node.log_level"

TEASH , AEHEREEABRREHNNE. WFEFMER

3
¢
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EHERETHEREHERE

B ESRBPERESHNMRETH, REFEH AWS Panorama B/ ETHE , B AEHE
BYIEEE , RBBIEESHMEBRMATB A, WREMEH AWS Panorama API S EEARER, , B LA
FREE N RIEEELRE,

BERXMHEGEBRLEUREAEAEARE. SREREFNRANZY  LKUNUERTH. HRES
B, BULERHHNHBECAMBESRERNENS. AR, CASEDHERER , UREEDK
MEREXEABEFIEEEH R,

Example overrides.json

{
"nodeGraphOverrides": {
"nodes": [
{
"name": "my_camera",
"interface": "123456789012::exterior-south.exterior-south"
},
{
"name": "my_region",
"interface": "string",
"value": "us-east-1"
}
1,
"packages": [
{
"name": "123456789012::exterior-south",
"version": "1.0"
}
1,
"nodeOverrides": [
{
"replace": "camera_node",
"with": [
{
"name": "my_camera"
}
]
I
{

"replace": "region",
"with": [

b= 79
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"name": "my_region"

}

1,
"envelopeVersion": "2021-01-01"

K LiRgflh  MHEER—EFESHNBRBEIUBINER. nodeOverrides HH AWS
Panorama AXHHHNBEHHSBRRARINEFSERNBLE R,
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Z#E AWS Panorama FEFARER

FEREXETE AWS Panorama 2% L#1T , UERARRLBTERAETE. BUEE Python
BEABNUSSEERAREEEKABREARES | WEBBRBERKRAEHIEE AWS Panorama 5%{#.
FERAEXTLERAEEEE RS , FEH AWS BARE4BEREEZE AWS R,

BHESMTEUERIAE, ERANEMYH. BRETIRMBEINEG  BRSERETHER/MTE
=EY , URTHBANTEE, SAUERAECHERERRIIRER |, NEAHEMREH,

FRAEAEAREFNEEEREBIMERNTR. SEEEERE  UREEFR, BHURER
AZEYYE  YEREERNVE. EXRAUEALEFARXFHERHEERA , IREREEE
AWS BRIELETREFIE - T RE,

EERFERIERG, HERESH , UkBHE S,  FARXEXBEEA AWS Panorama EARER
FEEH. EARX SDK 2 —fE Python X E , X&EME A PyTorch, Apache MXNet # TensorFlow
EEMNER,

£

- EREBER

- BEEEARARE

- REAEBEY AWS R

« AWS Panorama EREXHEREH
- BUTZERITHE

- REBARE

- £/ GPU

* 7 Windows H 3R E R B IRIE
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SR EREER

BRAEBEARKBIFENREESX K TEIRGINNY. ERSBFERIIREINELNHNT
&, DR — 0. ERAEBRESKEGNRARBA |, XinHEGENE 2 MENEREER , Sl
BANENEBE, AWS Panorama X#EE M PyTorch, Apache MXNet 1 TensorFlow ZEBH EKRE
B,

(® Note
WECEM AWS Panorama BIEM AL REEREE  F2REEERM,

-8 ]

- EEXBPEAER
- BERFIER

- HEER

o FRER

EEAGPERAER

REHEEE -HZEER  HP e FEAZNER. NEEFAMEEERNER, THIEHREM
AR H ERYHEITHR , UKERENEHEEERERE.

Example application.py — ##

def process_media(self, stream):

"""Runs inference on a frame of video.
image_data = preprocess(stream.image,self.MODEL_DIM)
logger.debug('Image data: {}'.format(image_data))

# Run inference

inference_start = time.time()

inference_results = self.call({"data":image_data}, self.MODEL_NODE)
# Log metrics

inference_time = (time.time() - inference_start) * 1000

if inference_time > self.inference_time_max:

self.inference_time_max = inference_time
self.inference_time_ms += inference_time
# Process results (classification)



https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/resources/model-compatibility.md
https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/sample-apps/aws-panorama-sample/packages/123456789012-SAMPLE_CODE-1.0/application.py
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self.process_results(inference_results, stream)

THEHBEREREER BEERERNVENY. S@fEESEOMRES  ERERMESITE—EEM—
BB,

Example application.py — IRE#E R

def process_results(self, inference_results, stream):
"""Processes output tensors from a computer vision model and annotates a video
frame."""
if inference_results is None:
logger.warning("Inference results are None.")
return
max_results = 5
logger.debug('Inference results: {}'.format(inference_results))
class_tuple = inference_results[0Q]
enum_vals = [(i, val) for i, val in enumerate(class_tuple[0])]
sorted_vals = sorted(enum_vals, key=lambda tup: tup[1l])
top_k = sorted_vals[::-1][:max_results]
indexes = [tup[@] for tup in top_k]

for j in range(max_results):

label = 'Class [%s], with probability %.3f.'% (self.classes[indexes[j]],
class_tuple[@][indexes[j]])
stream.add_label(label, 0.1, 0.1 + 0.1%j)

EFAERIEARESHHERESHE  LSERFINRCHERANERERTHER.
REOTHRE

& T LATE AWS Panorama FERRE R A TE PyTorch, Apache MXNet l TensorFlow B &
#, BRT £ SageMaker Al FEBMINFER 24\ , B UFERAIIGER K SEAIENEBEEN
MECHER | WEARBIRIER Amazon EC2 HEHER,

(® Note

Nz SageMaker Al Neo X B R BIRANMEREWFHENR , F28 (Amazon
SageMaker Al B AB1ERE) FHZENRE,

BERTHEA 83


https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/sample-apps/aws-panorama-sample/packages/123456789012-SAMPLE_CODE-1.0/application.py
https://docs.aws.amazon.com/sagemaker/latest/dg/neo-supported-devices-edge-frameworks.html

AWS Panorama HBEABER

Aigmm EERMEFERRER , L TensorFlow SavedModel & /R0 Keras B It T4EFR
2. BfEH TensorFlow 2 , 3t B A LA EHRIRIE S Docker B EAREH T, BIEAEA LIS
EANIESTE , HRE Amazon EC2 #i{T{EEE tEZBER,

- BAIEEEPIERAER

E Devenvironment

Local build B Amazon 33 Amazon Sagemaker Neo
] o (HERN
Virtual Container Maodel "

rd 1=

1

environment @
& O0—| Compilation job
€ o—
Compiled
Amazon EC2 moadel
LLlll

3 . -

-1 64 C

Cloud build ”E” . e -

Build container GPU

AWS Panorama £/ SageMaker Al Neo f=ZEH , AR AWS Panorama 5%{#. ¥HRASERE ,
£/ SageMaker Al Neo ZEMER , WHEERFEE . tar. gzEHEF,

3

WMEHMER | 5528 (Amazon SageMaker Al FAZ A E15/) PHEH Neo fREMILEBER,
HEFER

BHEEAIGEHAE, E4ERNERNTE, BEREXBREGEG—& K E4HEHESEHN AWS
Panorama g7 , B E MERFFFEKIE Amazon S3 H,

Example packages/123456789012-SQUEEZENET_PYTORCH-1.0/descriptor.json

"mlModelDescriptor": {
"envelopeVersion": "2021-01-01",
"framework": "PYTORCH",

"frameworkVersion": "1.8",
"precisionMode": "FP1l6",
"inputs": [

{
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"name": "data",
"shape": [

i,

3,

224,

224

(® Note

EEEREBRANEENRERE., MFEXEMN PyTorch, Apache MXNet #l TensorFlow i
KEE K FSEZENER.

EEEAER  ZEFEHA AWS Panorama Application CLI import-raw-model$, MRBEEER
HERBETEMAEE , AIXAEHPTHGSREHNEARINEE, NFEFHHEH A FS2HEES
R B R,

MEHRIRERERA JSON FEBHEIR , 5528 assetDescriptor.schema.json,
H[ PEY - kicl

ERIIREER  FEAERRENEA  SItEEEREFEHLUNARARE, FERTRIERE
MAEM TR

- R - TRRFWARBEREEELADNOME,. ERAXKRENEERRIRNVER TEEZ
EXRETEREXNREF EFERE.

« BE -EENBAXDBEUSERELEES 224 3 512 RREN@ENE. SR EREEE
BE T, BRI |, USRI D,

« FBKRE - HAENEENEERRATREEFXEREAELETO, BRBNVELERETERE
R MLIIRE, flWn  EARARENEEBRIHEETBVNARPORERHEELR Y EFEE
B O R R BRI E A R AR

BEMAEERE  BUUERREAEERIRECALRESNR , WERREEREFEZEENERZ
FHELIEERE, MRARAFTEERARANSERIHRDRE  CEETESERNRETIIR. BRTIR
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SEZEBN , BETUEBEVRARLENERRNEEZIIRESR , SLLERRAIBTEN
HRo
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EERAEIRE

AWS Panorama Appliance 8 At R EZENMEEHNARBEZRENEXBTEAREN. BAUE
£ AWS Panorama FE AR ER R GESREN Dockerfile RigEEARERNHELKMENER,

EEREEAREAMEG , 55FH Docker 1 AWS Panorama FEATER CLlI, NIEMEFIERAERNT
S g5 5 RE T IS L fE ARG,

Example package/123456789012-SAMPLE_CODE-1.0/Dockerfile

FROM public.ecr.aws/panorama/panorama-application

WORKDIR /panorama

COPY . .

RUN pip install --no-cache-dir --upgrade pip && \
pip install --no-cache-dir -r requirements.txt

A T %l Dockerfile 3§ 7Ro

* FROM- BAEAREXERME (public.ecr.aws/panorama/panorama-application)s

« WORKDIR - EMU& LERETEE #. /panorama AREABRKENBNEBRER, LEERERE
EENBBFEET  FTSXEEAENEIHTER () WIEBE/

- COPY - BERRAMERERNIMG LHRRE, SKENEK (EHB%) F
MIEZRCOPY . . BRIMELENVTIIEERZ. fl , FARXEABSR BRI
packages/123456789012-SAMPLE_CODE-1.0/application.py /panorama/
application.py.

« RUN - T2 EHIREEMEHIT Shell v F. E—RUNBERTEGSR2ZEFER fRFEHTZEGS. It
BHESEHpipEHEEE , RARETE DI HMNERXErequirements. txt,

SO L ERAEMEREREHANIERARG , 5lth ADDH . BHITRHRBEAFEZTASENIET , il
ENV , RiERARM AWS Panorama, AWS Panorama TR GHITRR. CREFEAMRGRELHER
Rt R EERERE

EEMMKME

requirements.txt 2 —% Python FRER , TEEEARAFEANERE, SFEAEXEAR
Open CV H B AR Python (Boto3) #9 AWS SDK.,
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Example package/123456789012-SAMPLE_CODE-1.0/requirements.txt

boto3==1.24.*%
opencv-python==4.6.%

Dockerfile F#Y pip installi S EELRENELZEE TH Python dist-packagesB #/usr/
local/lib , UELNWEAERXEXBIUEAELEERE,

RilfETRE

AWS Panorama R B EAREXFEFN /opt/aws/panorama/storage B $&., BHWERERATE
HWEREEVABSHER, ERFEZKTEINERSCEMRNIRHRE, HOETERVESTRKEE

=4
/B PPRo

EERGEE

E & A AWS Panorama Application CLI 2B AR EHHMEGREE , CLI docker buildBEEH
B&T#HT. EREETERAENEABNERARENNRG, A%  CL2EUREHE. EHHERR
®. Biaaes , YA HFEMREassetsER KA,

$ panorama-cli build-container --container-asset-name code_asset --package-path
packages/123456789012-SAMPLE_CODE-1.0

docker build -t code_asset packages/123456789012-SAMPLE_CODE-1.0 --pull

docker export --output=code_asset.tar $(docker create code_asset:latest)

gzip -1 code_asset.tar

{
"name": "code_asset",
"implementations": [
{
"type": "container",
"assetUri":
"6f67xmpl32743ed0e60c151a02f2f0dalbf70a4ab9d83fe236fa32a6f9b9f808.tar.gz",
"descriptorUri":
"1872xmpl129481ed053c52e66d6af8b030f9eb69b1168a29012f01c7034d7a8f. json"
}
]
}

Container asset for the package has been succesfully built at /home/
user/aws-panorama-developer-guide/sample-apps/aws-panorama-sample/
assets/6f67xmpl32743ed0e60c151a02f2f0dalbf70a4ab9d83fe236fa32a6f9b9f808.tar.gz
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HHPH JSON EREREEER , CLI HMEEEHIERE (package.json) , AFEH AWS
Panorama fR#&&Efft. CLI i EEREREER , EEEARXESTHNER (EARSHNEAE ).

Example package/123456789012-SAMPLE_CODE-1.0/descriptor.json

{
"runtimeDescriptor":
{
"envelopeVersion": "2021-01-01",
"entry":
{
"path": "python3",
"name": "/panorama/application.py"
}
}
}

EEEERRD | #HRFNERAERRGEHEE SHA-256 BEENG R, BEEER , WEBEA
EEENME—E B , BB Amazon S3,
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WEERAENBRIY AWS BRFF

B AER REARERNEXLE EBAR Python (Boto) # AWS SDK FEAY AWS BR#E, #lan , tnRIEH
BREAITSENER , B LUSEZR#ZE Amazon CloudWatch, f#/H8 Amazon SNS &% i@
H., BZBREG&FEFEZE Amazon S3 , LA Lambda EREETE —FRE, KZE AWS REFEETHE
Bt AWS RZBEHFERNLE APl

BRIFFE , RIBRBEIEMN AWS BBHFFA, BERTHY , SAERAEAEBVYA®  WEHEH
B HE kG BAREXHNITEE.

=6
« 5/ Amazon S3
« M AWS loT MQTT x5

£ Amazon S3

O] LAEF Amazon S3 RIFHEBFERMEMERAREXNESR,

import boto3

s3_client=boto3.client("s3")

s3_clients3.upload_file(data_file,
s3_bucket_name,
os.path.basename(data_file))

£ AWS loT MQTT =&

B AERAB AR Python B9 SDK (Boto3) #&FASEIXE| Y MQTT £ AWS loT, E RHIEHIH ,
ERAEXERBZIUREYHEBEANER , BILE AWS loT EEAHPHKE,

import boto3

iot_client=boto3.client('iot-data"')

topic = "panorama/panorama_my-appliance_Thing_a@le373b"
iot_client.publish(topic=topic, payload="my message")

BEREHEE D ZEENEMBIFNERE, BERMAE , ERAEXEET W
Aliot:Publish,
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B MQTT 1751

1. BARXAWS loT FEEAIFEEH,

2. STHFTRIERE , MmATEMNEB, B0 : panorama/panorama_my-
appliance_Thing_a@le373b,

3. 5BI®E Subscribe to topic (FTE £ ).

£/ AWS loT MQTT xR
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AWS Panorama FEFREXFAZREH

AWS Panorama 2R SDK 2 AABI% AWS Panorama EARERXH Python BXXE, EEAER
BRER , BELUFERA AWS Panorama ERARAHZEE4RBASKEBER, #THR , LR
i E AR AT,

(® Note
EEBRMARETZE AWS Panorama EAEXMBREFNRFTUEE , B REIERE,

NERRAEXFREHAER CERRAET ZNFHAENR , F2REAEXHEEHFSE.

-
- HBNFNHERAEHE

#8558 oA =

£/ AWS Panorama SDK , A A& F R T BT, PR UTUEEXFNMAR , BEREERY
W, FRAEANBaREREMER,

video_in 5PN BEYNHHRREEZIFENEZHERNITG. LYHENERA
panoramasdk.media. EEMXFMNEL TR EBERGN G E , ARETLUIERIGvideo_outfE
5,

ETHEHT , BHEARREASEERFER. SEARSUAMANEALE  BBEFR,

for j in range(max_results):
label = 'Class [%s], with probability %.3f.'% (self.classes[indexes[j]],
class_tuple[@][indexes[j]1])
stream.add_label(label, 0.1, 0.1 + 0.1%j)

BERARMEERHHREGE , FEM add_rect. WAFEFEA4BNAROM 1 2ENE , RRAFRE
LANETANMLE,

w,h,c = stream.image.shape
stream.add_rect(x1l/w, yl/h, x2/w, y2/h)
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BITZEEITHE

BRI EREMTHE LHTRARNEE , YREMMTHEAREMEERER. A, SrblEREH
HTTP REETEENINTHE  ERERERLEEERNBITE AWS,

BRUTSEBTHE  EUUER Python BERXEFNHUTHEEARIBEEFELNTE. T3
sfEREEARFEIEARANIER K ESBVEAREAYMH , XERATRAUT=@EATHE.

Example package/123456789012-DEBUG_SERVER-1.0/application.py — & 2 &

def main():
panorama = panoramasdk.node()
while True:
try:
# Instantiate application
logger.info('INITIALIZING APPLICATION')
app = Application(panorama)
# Create threads for stream processing, debugger, and client
app.run_thread = threading.Thread(target=app.run_cv)
app.server_thread = threading.Thread(target=app.run_debugger)
app.client_thread = threading.Thread(target=app.run_client)
# Start threads
logger.info('RUNNING APPLICATION')
app.run_thread.start()
logger.info( 'RUNNING SERVER')
app.server_thread.start()
logger.info( 'RUNNING CLIENT')
app.client_thread.start()
# Wait for threads to exit
app.run_thread. join()
app.server_thread.join()
app.client_thread.join()
logger.info( 'RESTARTING APPLICATION')
except:

logger.exception('Exception during processing loop.')

EfEPTRERE  FARXERTENME, run_cv EBRERBBEZEERNE G, IREK
FRFLENFAS , ASERRETERRF , BEFEHT HTTP MRS EEEZBTHE. SEHNTHE
HLAREEHCHER, NRAWNBLHKER , PITHESUERRERSAE R
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Example package/123456789012-DEBUG_SERVER-1.0/application.py — ¥ EE

# Processing loop
def run_cv(self):
"""Run computer vision workflow in a loop."""
logger.info("PROCESSING STREAMS")
while not self.terminate:
try:
self.process_streams()
# turn off debug logging after 15 loops
if logger.getEffectivelevel() == logging.DEBUG and self.frame_num ==
15:
logger.setlLevel(logging.INFO)
except:
logger.exception('Exception on processing thread.')
# Stop signal received
logger.info("SHUTTING DOWN SERVER")
self.server.shutdown()
self.server.server_close()
logger.info("EXITING RUN THREAD")

BITREEREARANselTHETEN. EEEMRBEARNEEER , RESHTESTY
stophit. WHZEEHREterminate B Y , A HEMBITHEREBRMEAE,

Example package/123456789012-DEBUG_SERVER-1.0/application.py — &1t J5 3%

# Interrupt processing loop
def stop(self):
"""Signal application to stop processing."""
logger.info("STOPPING APPLICATION")
# Signal processes to stop
self.terminate = True
# HTTP debug server
def run_debugger(self):
"""Process debug commands from local network."""
class ServerHandler(SimpleHTTPRequestHandler):
# Store reference to application
application = self
# Get status
def do_GET(self):
"""Process GET requests."""
logger.info('Get request to {}'.format(self.path))
if self.path == "/status":
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self.send_200('0K")
else:
self.send_error(400)
# Restart application
def do_POST(self):
"""Process POST requests."""
logger.info('Post request to {}'.format(self.path))
if self.path == '/restart':
self.send_200('0K")
SexrverHandler.application.stop()
else:
self.send_error(400)
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RUHEBARE

B LR EARNERNEHT HTTP Akes , EARERREEEAER. EEREHABRE ,
#% AWS Panorama 5%{f LW EEBRE ZEREN B LA EREE,

3

/A Important

RIZTERR , AWS Panorama e TEZEMEZELNEARE. EXfELAREZESER
ENZLER, FAKINEER K SXERNEGTRREABLNRELESHBREFE , LR
EREAFPiREREZENER.

AEMHPIENEFENBERTREZR  TEEES»RE. BEIME,

BT LATERR B L FREIE /T R 8000-9000 KYERRR, BLEEHRRREF | T LURBIR BRI EHA
FimtRE. BBERAENE , EUNEEERBMNVERE | WikRiE LN EERRFIEAEXRSE
LHEERE, RERRSEREEEERSF , WEOREDEFERE, FREELEENRBEEREL
Wz, mEERSEREERITERE FEY,

AREGAEREE

BulErARNEERN = AVEREEERRRY ., BXBEMHN package. json , BALUEERER
IREI R Enetwork B P ERRAVIERHR, T fIE S EiRRIERE 80,

Example package/123456789012-DEBUG_SERVER-1.0/package.json

"outputs": [
{
"description": "Video stream output",
"name": "video_out",

"type": "media"
}
1,
"network": {
"inboundPorts": [
{
"port": 80,
"description": "http"
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EEARXEARESD  LEEERHAR , KRB LVERERFIEARANEABTA R LAERE
B, THEHBIFHERA , B E LAERIR 8080 S Ecode_node& 87 £ HVEREIE 80,

Example graphs/my-app/graph.json

{
"producer": "model_input_width",
"consumer": "code_node.model_input_width"
.
{
"producer": "model_input_order",
"consumer": "code_node.model_input_order"
}
1,
"networkRoutingRules": [
{
"node": "code_node",
"containerPort": 80,
"hostPoxt": 8080,
"decoratoxr": {
"title": "Listener port 8080",
"description": "Container monitoring and debug.”
}
}
]

HERAERNE , BT LLE AWS Panorama 2 AFIEEHENRE , SISBEXHEES
CreateApplicationinstance APl, BAREIEBRERMALERE | REF B EHMERE LNERE,

Example graphs/my-app/override.json

{
"replace": "camera_node",
"with": [
{
"name": "exterior-north"
}
]
}
1,
"networkRoutingRules": [
{
"node": "code_node",
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"containerPort": 80,
"hostPoxrt": 8080
}

1,
"envelopeVersion": "2021-01-01"

MREABRXEABTEPEENKREERREIAS —ERARAER , EUUEABEREXHREETR
RYEEHR,

RIS RE

HERSR LRABEERER | B URBBARRMTARRREZEANFER, tdebug-server&ifl
BrRERERRBERARAENBITHN HTTP ARSFNELEE,

/A Important

HHBEHREEFRRYT RS, ATHEABRECHRBRZIEZIRE , B4 AERABNAR
HEREEEENR SR,

Example package/123456789012-DEBUG_SERVER-1.0/application.py — HTTP {a] R 8§

# HTTP debug server
def run_debugger(self):
"""Process debug commands from local network."""
class ServerHandler(SimpleHTTPRequestHandler):
# Store reference to application
application = self
# Get status
def do_GET(self):
"""Process GET requests.
logger.info('Get request to {}'.format(self.path))
if self.path == '/status':
self.send_200('0K")
else:
self.send_error(400)
# Restart application
def do_POST(self):
"""Process POST requests.
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logger.info('Post request to {}'.format(self.path))
if self.path == '/restart':
self.send_200('0K")
ServerHandler.application.stop()
else:
self.send_error(400)
# Send response
def send_200(self, msg):
"""Send 200 (success) response with message."""
self.send_response(200)
self.send_header('Content-Type', 'text/plain')
self.end_headers()
self.wfile.write(msg.encode('utf-8'))
try:
# Run HTTP server
self.server = HTTPServer(("", self.CONTAINER_PORT), ServerHandler)
self.server.serve_forever(1l)
# Server shut down by run_cv loop
logger.info("EXITING SERVER THREAD")
except:
logger.exception('Exception on server thread.')

ARESIES /statusIEE LM GET B3k , UHEERERAN —LEH. ©StiEZ B POST B3R/
restart , LEFBEBEAER.

AT RELIEE  GPEARASEERNHNITE LT HTTP APk, AFRESEMBERIUAER
MR IFAL /statusiR R, W RS EREFRBERAREN,

Example package/123456789012-DEBUG_SERVER-1.0/application.py — HTTP A F i

# HTTP test client
def run_client(self):
"""Send HTTP requests to device port to demnostrate debug server functions."""
def client_get():
"""Get container status"""
r = requests.get('http://{3}:{}/status’'.format(self.device_ip,
self.DEVICE_PORT))
logger.info('Response: {}'.format(r.text))
return
def client_post():
"""Restart application"""
r = requests.post('http://{}:{}/restart'.format(self.device_ip,
self.DEVICE_PORT))
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logger.info('Response: {}'.format(r.text))
return

# Call debug server
while not self.terminate:

try:
time.sleep(30)
client_get()
time.sleep(300)
client_post()
except:
logger.exception('Exception on client thread.')

# stop signal received
logger.info("EXITING CLIENT THREAD")

TEREEEHTHR  YEERKENRBERAEN,

Example package/123456789012-DEBUG_SERVER-1.0/application.py — £ 3E &

def main():

panorama

= panoramasdk.node()

while True:

try:

# Instantiate application

logger.info('INITIALIZING APPLICATION')

app = Application(panorama)

# Create threads for stream processing, debugger, and client
app.run_thread = threading.Thread(target=app.run_cv)
app.server_thread = threading.Thread(target=app.run_debugger)
app.client_thread = threading.Thread(target=app.run_client)
# Start threads

logger.info('RUNNING APPLICATION')

app.run_thread.start()

logger.info('RUNNING SERVER'")

app.server_thread.start()

logger.info('RUNNING CLIENT")

app.client_thread.start()

# Wait for threads to exit

app.run_thread. join()

app.server_thread.join()

app.client_thread.join()

logger.info('RESTARTING APPLICATION')

except:

logger.exception('Exception during processing loop."')
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EERHNERPIEAEN , FBREAIERE GitHub EEFERHNET.

R =


https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/sample-apps/debug-server/README.md
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£/H GPU

IR LATE AWS Panorama %8 L ZENE RS (GPU) , LA GPU FRERE , KAEEAERE
XIBPHTHRBBEERE, ZEMMGPU 7H , BEEERARENBASRE , & GPU FEHIEAE
HHRRERIE R,

/A Important

WMRIERA GPU 7HL , RIEZERBNEMERAEXFHTEEDH. RTERE2ER , EXR
E#1TE A SageMaker Al Neo #mZREEE , GPU FIRE X RIRF, A GPU FHE
BXACERARARABHHPIATER  BRELNWMARAEXSBLALA GPU HIFE
.

EEZFRBERARERM GPU 77H , FBTEAEA AWS Panorama Application CLI ZBEH#EHEMH4HE
R, THEPIFERHK GPU FEEHREERAREXENBHRMN requirements B,

Example package.json EEER[E#

"nodePackage": {
"envelopeVersion": "2021-01-01",
"name": "SAMPLE_CODE",
"version": "1.0",
"description": "Computer vision application code.",
"assets": [
{
"name": "code_asset",
"implementations": [
{
"type": "container",
"assetUri":
"eba3xmpl71aa387e8f89be9a8c396416cdb80a717bb32103c957a8bf41440b12.tar.gz",
"descriptorUri":
"4abdxmpl5a6f047d2b3047adde44704759d13f0126c00ed9b4309726F6bb43400baY9. json",
"requirements": [

{
"type": "hardware_access",
"inferenceAccelerators": [
{
"deviceType": "nvhost_gpu",
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"sharedResourcePolicy": {
"policy" : "allow_all"
}

}
]I

"interfaces": [

ERZRIEREHEENNESBCENEHHERE,
5/ GPU EEIEBEAREN

1. ZERBEAENXNRS , 58 H build-container®®,

$ panorama-cli build-container --container-asset-name code_asset --package-path
packages/123456789012-SAMPLE_CODE-1.0

2. #% requirements ERFIBEEMHERE,
3. EELERFEENEMHERE , 5FEH package-application®if,

$ panorama-cli package-application

4. HEEAER

WMFEEM GPU FEYFEFIE AR |, 55i&#5 aws-panorama-samples GitHub f# 7 E.
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£ Windows H % E B B IR1E

EEZZEE AWS Panorama EREX , B LAEA Docker, @ H % T EF Python, £ Windows # |
& B LAfE A Docker Desktop #4 % Windows Subsystem for Linux #1 Ubuntu REXEFBIRIE, AHE2
HEEZLS5|ELRTRMEA AWS Panorama TEMEGIEARRAR 2 HRIBENSRERR,

3]
- FTRGEA

« Z28t WSL 2 1 Ubuntu

« 28t Docker

« 527 Ubuntu
- RETER

SRR
EEEB/AHBRHRRE , BFEEFE Windows Subsystem for Linux 2 (WSL 2) B9 Windows kR4,
- Windows 10 1903 MR R B/ kRA ( BB 18362 REBMA ) = Windows 11
« Windows Zh#g
o HEAM Linux B Windows F X #k

* Hyper-V :
- BRSBTS

AYBREMEM T EBRABE

e Ubuntu 20.04
* Python 3.8.5
* Docker 20.10.8

Z g4t WSL 2 # Ubuntu

MREAF Windows 10 2004 MRFIEEFIRA ( ZBE 19041 MEHFHMA ) |, B LAEH T 5 PowerShell
S &g WSL 2 # Ubuntu 20.04,

HERE - Windows FZIRIE 104
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> wsl --install -d Ubuntu-20.04

HRBEH Windows iRA |, EE1E WSL 2 XHEHNETR  BERANFHZESR

%% Docker

£ B L4 Docker Desktop , 8% hub.docker.com : // TEHEFITLRERENEN, MREEDEE , 3B
JB1E Docker #I5HY3¥E R : Docker Desktop WSL 2 # i,

#11T Docker REWEEHRXHITHBREREZESHI AR

® Note

Docker Desktop R &EFER D #F A Docker, MR EBEHITAREREZH O LHEHit
Linux 3BTRS | 557 &R, WSL BA TH Docker R EREIRESF , TFHETEHN Ubuntu 3
1ThRZA<F B A Docker,

£% 7€ Ubuntu

ZIRAE A BATE Ubuntu EEBEHEER P #11T Docker . BERMEB T IIKIRE  FIERHARIERIATE
fi. B—RHTER K BUUREERAERBNER  THRATEEED T,

EEEHRARIRENARE BENEEMSNRBYLZRHETE,
R E R RS
1. B Ubuntu FEMIRYEREE,

$ sudo apt update && sudo apt upgrade -y && sudo apt autoremove

2. A apt REBHBIE,

$ sudo apt install unzip python3-pip

3. fEHA pip L& Python B E,

$ pip3 install awscli panoramacli

4. BFARGTHKImME , REHIT aws configureREEE AWS CLI,
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$ aws configure

MRERBFHER , EALUE AM FREHEEELESR.

K%, THIEEALFEARER,
mGHHIRAER
1. THRILENEBHEAER.

$ wget https://github.com/awsdocs/aws-panorama-developer-guide/releases/download/
vl.0-ga/aws-panorama-sample.zip

$ unzip aws-panorama-sample.zip

$ cd aws-panorama-sample

2. HITEEMESHBRIRZRE. REEEAERXERS , YEEH LEZE AWS Panorama.

aws-panorama-sample$ ./0-test-compile.sh
aws-panorama-sample$ ./l-create-role.sh
aws-panorama-sample$ ./2-import-app.sh
aws-panorama-sample$ ./3-build-container.sh
aws-panorama-sample$ ./4-package-app.sh

AWS Panorama Application CLI & LEE# , W EMH AWS Panorama lREFMELEH, BREA
LA AWS Panorama £iE A ZE & HIEAER,

®REI R

ETERZNFEEERER |, L LUFEA File Explorer 538 WSL HWE A XBRIRE (IDE),

EEGHERKENERRE  SHBEREE  RAREEEI\\ws1lsHh@A . BRI SERE#SS
EERERH (Ubuntu-20.04) F Docker ERMER RFMERE. £ TUbuntu-20.04 , BNERE B &

LA home\username.,

(® Note

&EZ#% Ubuntu ATFEY Windows ZEHHER , FEEE /mnt/cB &, Hla , BT AT
KHIHTHREEZEPHERLs /mnt/c/Users/windows-username/Downloads,
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£/ Visual Studio Code , A M ERRIREPFEEAEZNERNE , UEABRSARKRIFEERBITHD,

£EZH Visual Studio Code , 55i& 5 https : //code.visualstudio.com, Z&# , =% WSL ZE{H
i,

Windows #im# 2% Ubuntu HinHNERFR , MEKREEHITH S, EXEZERSIE
B, WA RELRENEMEM Linux BE#T PowerShell, T RAF LMK IRE. SXEFER
Ctri+CHl ERMAL ECtri+V, AREURLs MEMBANDE, EEREK Windows Kimi | FHi&Edh
https : //microsoft.com,
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AWS Panorama API

BRI LAEA AWS Panorama BRIEHIAE API REEMLEEMEARERXER ITERE. FH AWS
Command Line Interface 5} AWS BZEH UL HRERERNBBNESHBIERAER, &I
B GitHub REESESLTUFEANESTE , MALRBCHWEXNBHRE,

» aws-panorama-developer-guide/util-scripts

-8 ]

- BELEBFEM

» {£H AWS Panorama AP| B2 %1&

- BELERARENEE

- f£H AWS Panorama AP| EEEEARER
« {£/A VPC in 2
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AWS Panorama AR
B e EE M

EEMBERE , FEEA ProvisionDevice APl, BB EEEHBHEENHREEAERN Z2IP B, #
BER, YKHRZREFEFEEEFE WEFEH certificates-omni_,

Example provision-device.sh

if [[ $# -eq 1 1] ; then
DEVICE_NAME=$1
else
echo "Usage: ./provision-device.sh <device-name>"
exit 1
fi
CERTIFICATE_BUNDLE=certificates-omni_${DEVICE_NAME}.zip
aws panorama provision-device --name ${DEVICE_NAME} --output text --query Certificates
| base64 --decode > ${CERTIFICATE_BUNDLE}
echo "Created certificate bundle ${CERTIFICATE_BUNDLE}"

HEHNEFANEAERNEE 5 ERBHY, £RAEKN USB BT FESRIEINERE.

EEFMESM | 55F A CreateNodeFromTemplateJob APl, Ith AP| @EVSHEEEREZTE. BEM
URL WEIARSEME, BT LA Bash FHREE |, ASLLEREE{LAE JSON X,

Example register-camera.sh

if [[ $# -eq 3 1] ; then
NAME=$1
USERNAME=$2
URL=$3
else
echo "Usage: ./register-camera.sh <stream-name> <username> <rtsp-url>"
exit 1
fi
echo "Enter camera stream password: "
read PASSWORD
TEMPLATE="{"Username":"MY_USERNAME", "Password":"MY_PASSWORD", "StreamUrl": "MY_URL"}'
TEMPLATE=${TEMPLATE/MY_USERNAME/$USERNAME}
TEMPLATE=${TEMPLATE/MY_PASSWORD/$PASSWORD}
TEMPLATE=${TEMPLATE/MY_URL/$URL}
echo ${TEMPLATE}
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JOB_ID=$(aws panorama create-node-from-template-job --template-type RTSP_CAMERA_STREAM
--output-package-name ${NAME} --output-package-version "1.0" --node-name ${NAME} --
template-parameters "${TEMPLATE}" --output text)

HE , B LREERSEA JSON i,

--template-parameters file://camera-template.json
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£ AWS Panorama API| BB %%

LA LA AWS Panorama APl B E{t 3R e E BT,
BIREE
EERNBEEHEE IDsi’{E/EE |, BB ListDevices AP,

$ aws panorama list-devices
"Devices": [
{
"Deviceld": "device-4tafxmplhtmzabv5lsacba4ere",
"Name": "my-appliance",
"CreatedTime": 1652409973.613,
"ProvisioningStatus": "SUCCEEDED",
"LastUpdatedTime": 1652410973.052,
"LeaseExpirationTime": 1652842940.0

& ERSRIEMNFFMER , 38 A DescribeDevice AP,

$ aws panorama describe-device --device-id device-4tafxmplhtmzabv5lsacba4ere
{
"Deviceld": "device-4tafxmplhtmzabv5lsacba4ere",
"Name": "my-appliance",
"Arn": "arn:aws:panorama:us-west-2:123456789012:device/
device-4tafxmplhtmzabv5lsacba4ere”,
"Type": "PANORAMA_APPLIANCE",
"DeviceConnectionStatus": "ONLINE",
"CreatedTime": 1648232043.421,
"ProvisioningStatus": "SUCCEEDED",
"LatestSoftware": "4.3.55",
"CurrentSoftware": "4.3.45",
"SerialNumber": "GFXMPL0013023708",
"Tags": {},
"CurrentNetworkingStatus": {
"Ethernet@Status": {
"IpAddress": "192.168.0.1/24",
"ConnectionStatus": "CONNECTED",
"HwAddress": "8C:XM:PL:60:C5:88"

EERR T


https://docs.aws.amazon.com/panorama/latest/api/API_ListDevices.html
https://docs.aws.amazon.com/panorama/latest/api/API_DescribeDevice.html

AWS Panorama HBEABER

},

"EthernetlStatus": {
"IpAddress": "--",
"ConnectionStatus": "NOT_CONNECTED",
"HwAddress": "8C:XM:PL:60:C5:89"

}

3,
"LeaseExpirationTime": 1652746098.0

g NGNS

MR LatestSoftwareli A&tk E#HCurrentSoftware , BAILFAREE, F£H
CreateJobForDevices API over-the-air(OTA) E#H{E#.

$ aws panorama create-job-for-devices --device-ids device-4tafxmplhtmzabv5lsacba4ere \
--device-job-config '{"O0TAJobConfig": {"ImageVersion": "4.3.55"}}' --job-type OTA

{
"Jobs": [
{
"JobId": "device-4tafxmplhtmzabv5lsacba4ere-0",
"Deviceld": "device-4tafxmplhtmzabv5lsacba4ere"
}
]
}

HIETRS , A LMER Bash FRREFEEEBEEERPEARGRAHEALL

Example check-updates.sh

apply_update() {
DEVICE_ID=$1
NEW_VERSION=$2
CONFIG='{"0TAJobConfig": {"ImageVersion": "NEW_VERSION"}}'
CONFIG=${CONFIG/NEW_VERSION/$NEW_VERSION}
aws panorama create-job-for-devices --device-ids ${DEVICE_ID} --device-job-config
"${CONFIG}" --job-type OTA
}

RIFE TRIEENKERAIL BITEH. £ DescribeDeviceJob API BEEHEE

$ aws panorama describe-device-job --job-id device-4tafxmplhtmzabv5lsacba4ere-0
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{
"JobId": "device-4tafxmplhtmzabv5lsacba4ere-0",
"Deviceld": "device-4tafxmplhtmzabv5lsacba4ere",
"DeviceArn": "arn:aws:panorama:us-west-2:559823168634:device/
device-4tafxmplhtmzabv5lsacba4ere”,
"DeviceName": "my-appliance",
"DeviceType": "PANORAMA_APPLIANCE",
"ImageVersion": "4.3.55",
"Status": "REBOOTING",
"CreatedTime": 1652410232.465
}

EENSBMEHTHERNBE |, #5# M ListDevicesJobs,

$ aws panorama list-devices-jobs

{
"Devicelobs": [
{
"DeviceName": "my-appliance",
"Deviceld": "device-4tafxmplhtmzabv5lsacba4ere",
"JobId": "device-4tafxmplhtmzabv5lsacba4ere-0",
"CreatedTime": 1652410232.465
}
]
}

MERENEAEFNEFETER  F2RARIEFEHN GitHub REEFH https
updates.sh : // https : // https : // https : // https : // https : //www./www.

EXTR B A

EEEHREERE , 53FE A CreateJobForDevices APl,

: /] check-

$ aws panorama create-job-for-devices --device-ids device-4tafxmplhtmzabv5lsacbha4ere --

job-type REBOOT

{
"Jobs": [
{
"JobId": "device-4tafxmplhtmzabv5lsacba4ere-0",
"Deviceld": "device-4tafxmplhtmzabv5lsacba4ere"
}
]

EMREERE
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}

EESHT  SUUNESEERE K AREE—EUNEBSHAEHRI,

Example reboot-device.sh - &

$ ./xreboot-device.sh
Getting devices...

0: device-53amxmplyn3gmj72epzanacniy my-se70-1
1: device-6talxmpl5mmik6qgh5moba6jium my-manh-24
Choose a device
1
Reboot device device-6talxmpl5mmik6gh5moba6jium? (y/n)y
{

"Jobs": [

{

"DevicelId": "device-6talxmpl5mmik6gh5moba6jium",
"JobId": "device-6talxmplSmmik6gh5moba6jium-8"
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BEMLEAEALE

EEHBEAREN , BERERFFER AWS Panorama EEARER CLI 1 AWS Command Line Interfaces
BEERAEXRSREZE AU ecMEMEE EEZ Amazon S3 FEE . A% , BoJLIER
CreateApplicationlnstance AP| ZPEREHRER .

MEFAMRESBNEZARNETR , mBREEVERAER README IR,

-
- LERBIFEMER
- MEEAER

- ERAE

BEERAR

EPEREBEEARREE , FFEH build-container®$. WS EEE Docker B8 , WHFEREA
assets ERRAPBERERRER,

Example 3-build-container.sh

CODE_PACKAGE=SAMPLE_CODE

ACCOUNT_ID=$(aws sts get-caller-identity --output text --query 'Account')

panorama-cli build-container --container-asset-name code_asset --package-path packages/
${ACCOUNT_ID}-${CODE_PACKAGE}-1.0

BB UERARTIERREARESI® , FERBABEN 82 , RERIE TAB,

$ panorama-cli build-container --package-path packages/TAB

L ER R ME R

EELEEARESN  55FH package-application®f. B PTEREER assets ERRLEE
AWS Panorama E¥# Amazon S3 17E %,

Example 4-package-app.sh

panorama-cli package-application
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AWS Panorama Application CLI & HESEEH P EMHER (package. json) BEWN AR FMHEIRIE
BE , L EHZEMA AWS Panorama IV ET R, A%, B EEARXEAEFETSEELEHH
(graph.json) REBEAER,

HERAREN

EERNBRERARER , B LUEH CreateApplicationinstance APl, IWEIESHRI TS EE,

« ManifestPayload - EXEAEREGE., EH4. BENSBNEAEXEFEE (graph. json).

* ManifestOverridesPayload - BEE— @ F2HNE_EEFAEFE. EFAEIEAZTETRA
ERAREXRETINFEER  HPBREEFAFERMUITBIHBNTERERE.

 DefaultRuntimeContextDevice - BZ#E,

* RuntimeRoleArn - ERAEXARFE AWS REMERH IAM A€ ARN,

- ApplicationInstanceldToReplace - ##EEBRNWIREBEAENH/TER ID,

BEABENBRAHR JSON X , XAUERRE —EXHFANFRERE. EEEKMN , ETH
ERERFANEANREMATS , YEM g TERBBEMRM.

3=k oo

Example 5-deploy.sh — compose BB E

GRAPH_PATH="graphs/my-app/graph.json"

OVERRIDE_PATH="graphs/my-app/override.json"

# application manifest

GRAPH=$(cat ${GRAPH_PATH} | tr -d '\n' | tr -d '[:blank:]1")

MANIFEST="$(jq --arg value "${GRAPH}" '.PayloadData="\($value)"' <<< {})"

# manifest override

OVERRIDE=$(cat ${OVERRIDE_PATH} | tr -d '\n' | tr -d '[:blank:]')
MANIFEST_OVERRIDE="$(jq --arg value "${OVERRIDE}" '.PayloadData="\($value)"' <<< {})"

TEIE T ListDevices API S ERIERBH EAMRENFE , YKEREZERFELIRES
R REHEER

Example 5-deploy.sh : // - B %EE

echo "Getting devices..."
DEVICES=$(aws panorama list-devices)
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DEVICE_NAMES=($((echo ${DEVICES} | jq -r '.Devices |=sort_by(.LastUpdatedTime) |
[.Devices[].Name] | @sh') | tr -d \'\"))

DEVICE_IDS=($((echo ${DEVICES} | jq -r '.Devices |=sort_by(.LastUpdatedTime) |
[.Devices[].DeviceId] | @sh') | tr -d \'\"))

for (( c=0; c<${#DEVICE_NAMES[@]}; c++ ))

do

echo "${c}: ${DEVICE_IDS[${c}1} ${DEVICE_NAMES[${c}]1}"

done

echo "Choose a device"

read D_INDEX

echo "Deploying to device ${DEVICE_IDS[${D_INDEX}]}"

echo -n ${DEVICE_IDS[${D_INDEX}]} > device-id.txt

DEVICE_ID=$(cat device-id.txt)

ERAEXACBEHBS —EESEE (1-create-role.sh : //) B, BBESHSRIESHLAERN ARN
AWS CloudFormation, M1REARXCHBREE , IETHERAMERNSHEARHTER
B 1D

Example 5-deploy.sh : // - A& ARN FIEH 5| &

# application role

STACK_NAME=panorama-${NAME}

ROLE_ARN=$(aws cloudformation describe-stacks --stack-name panorama-${PWD##*/} --query
'Stacks[@].0utputs[?0utputKey=="roleArn ].OutputValue' --output text)

ROLE_ARG="--runtime-role-arn=${ROLE_ARN}"

# existing application instance id

if [ -f "application-id.txt" ]; then
EXISTING_APPLICATION=$(cat application-id.txt)
REPLACE_ARG="--application-instance-id-to-replace=${EXISTING_APPLICATION}"
echo "Replacing application instance ${EXISTING_APPLICATION}"

fi

R% , BETRESEAEFRBE—E  LBVEAEXHATERLSEARNEEINRE. RESUE
TREHUAK B REANIITER ID REE,

Example https : //5-deploy.sh - S BEAER

APPLICATION_ID=$(aws panorama create-application-instance ${REPLACE_ARG} --manifest-

payload="${MANIFEST}" --default-runtime-context-device=${DEVICE_ID} --name=${NAME}
--description="command-1line deploy" --tags client=sample --manifest-overrides-

payload="${MANIFEST_OVERRIDE}" ${ROLE_ARG} --output text)
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echo "New application instance ${APPLICATION_ID}"
echo -n $APPLICATION_ID > application-id.txt

EmEE

EEEmIRE  FBE A ListApplicationinstances APl, B BEREABRINBETNERINEEE
ID MEAREXNHTER ID, UEACHREE CLI T, A%, cEEEBPEY ,

Example 6-monitor-deployment.sh

APPLICATION_ID=$(cat application-id.txt)
DEVICE_ID=$(cat device-id.txt)
QUERY="ApplicationInstances[?ApplicationInstanceId==\ APPLICATION_ID\ ]"
QUERY=${QUERY/APPLICATION_ID/$APPLICATION_ID}
MONITOR_CMD="aws panorama list-application-instances --device-id ${DEVICE_ID} --query
${QUERY}"
MONITOR_CMD=${MONITOR_CMD/QUERY/$QUERY?}
while true; do
$MONITOR_CMD
sleep 60
done

BB , AT LAY Amazon CloudWatch Logs APl BR##8 B, BB AFESEMER
CloudWatch Logs GetLogEvents API,

Example view-logs.sh

GROUP="/aws/panorama/devices/MY_DEVICE_ID/applications/MY_APPLICATION_ID"
GROUP=${GROUP/MY_DEVICE_ID/$DEVICE_ID}
GROUP=${GROUP/MY_APPLICATION_ID/$APPLICATION_ID}
echo "Getting logs for group ${GROUP}."
#set -x
while true
do

LOGS=%$(aws logs get-log-events --log-group-name ${GROUP} --log-stream-name

code_node --limit 150)
readarray -t ENTRIES < <(echo $LOGS | jgq -c '.events[].message')
for ENTRY in "${ENTRIES[e@]}"; do
echo "$ENTRY" | tr -d \"

done

sleep 20
done
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AWS Panorama 5 A RIS
£ AWS Panorama AP| EE2EREN

EALAE A AWS Panorama API Esi2 MIEEEAER,

mRERAEN

EEMBE M LBITHEARENEE |, A ListApplicationinstances APl

$ aws panorama list-application-instances
"ApplicationInstances": [
{
"Name": "aws-panorama-sample",
"ApplicationInstanceId": "applicationInstance-ddaxxmpl2z7bg74ywutd7byxuq",
"DefaultRuntimeContextDevice": "device-4tafxmplhtmzabv5lsacbas4ere”,
"DefaultRuntimeContextDeviceName": "my-appliance",
"Description": "command-line deploy",
"Status": "DEPLOYMENT_SUCCEEDED",
"HealthStatus": "RUNNING",
"StatusDescription": "Application deployed successfully.",
"CreatedTime": 1661902051.925,
"Arn": "arn:aws:panorama:us-east-2:123456789012:applicationInstance/
applicationInstance-ddaxxmpl2z7bg74ywutd7byxuq",
"Tags": {
"client": "sample"

}I

EEMSEARSHTEBHINEEMESN , B ListApplicationinstanceNodelnstances AP,

$ aws panorama list-application-instance-node-instances --application-instance-id
applicationInstance-ddaxxmpl2z7bg74ywutd7byxuq
{
"NodeInstances": [
{
"NodeInstanceId": "code_node",
"NodeId": "SAMPLE_CODE-1.0-fd3dxmpl-interface",
"PackageName": "SAMPLE_CODE",
"PackageVersion": "1.0",
"PackagePatchVersion":
"fd3dxmpl2bdfasle6felbe290a79dd2c29cf0l4eadf7416d861ce7715ad5e8a8",
"NodeName": "interface",
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"CurrentStatus": "RUNNING"

"NodeInstanceld": "camera_node_override",

"NodeId": "warehouse-floor-1.0-9eabxmpl-warehouse-floor",

"PackageName": "warehouse-floor",

"PackageVersion": "1.0",

"PackagePatchVersion":
"9eabxmple89f0f8b2f2852cca2ab6e7971aa38f1629a210d069045e83697e42a7",

"NodeName": "warehouse-floor",

"CurrentStatus": "RUNNING"

"NodeInstanceId": "output_node",

"NodeId": "hdmi_data_sink-1.0-9c23xmpl-hdmiQ@",

"PackageName": "hdmi_data_sink",

"PackageVersion": "1.0",

"PackagePatchVersion":
"9c23xmplc4c98b92baeataft676c8b16063d17945a3f6bd8f83f4ff5aa0dob394",

"NodeName": "hdmi@",

"CurrentStatus": "RUNNING"

.

{
"NodeInstancelId": "model_node",
"NodeId": "SQUEEZENET_PYTORCH-1.0-5d3cabda-interface",
"PackageName": "SQUEEZENET_PYTORCH",
"PackageVersion": "1.0",
"PackagePatchVersion":

"5d3cxmplb7113faald130f97f619655d8cal2787c751851a0el55e50eb5e3e96",

"NodeName": "interface",
"CurrentStatus": "RUNNING"

}

]
}
EEBEMEBN

I&AILAE A SignalApplicationinstanceNodelnstances AP| B {5 F 48 B 1R S/ 2 R BT B

$ aws panorama signal-application-instance-node-instances --application-instance-id
applicationInstance-ddaxxmpl2z7bg74ywutd7byxuq \
--node-signals '[{"NodeInstanceld": "camera_node_override", "Signal":
"PAUSE"}]"
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{

"ApplicationInstanceId": "applicationInstance-ddaxxmpl2z7bg74ywutd7byxuq"

HIETHRYS , KULIMEHHBE K ARBE—(AUEDHFXNTFIEE.

Example pause-camera.sh — £

my-app$ ./pause-camera.sh

Getting nodes...

0: SAMPLE_CODE RUNNING
1: warehouse-floor RUNNING
2: hdmi_data_sink RUNNING
3: entrance-north PAUSED
4: SQUEEZENET_PYTORCH RUNNING
Choose a node

1

Signalling node warehouse-floor

+ aws panorama signal-application-instance-node-instances --application-instance-id
applicationInstance-r3a7xmplcbmpjqeds7vj4b6pjy --node-signals '[{"NodeInstanceId":
"warehouse-floor", "Signal": "PAUSE"}]'

"ApplicationInstanceId": "applicationInstance-r3a7xmplcbmpjgeds7vij4b6pjy"

EBEENMERCHEE  LUUAERABELTRENEEESHENBIRER., EEERMY ,
ZEBTHERRA I BEREABTEPNER WAL,

E
S
uiy

ETHEGG  BEEASTESSWMEESEERwarehouse-floorfM M&fentrance-north®
MR A S (camera_node), EEAERME Hentrance-northEi B EFAERR
i¥ , warehouse-floor B R EREAERFAREE,

Example override-multicam.json

"nodeGraphOverrides": {

"nodes": [
{
"name": "warehouse-floor",
"interface": "123456789012::warehouse-floor.warehouse-floor",

"launch": "onAppStart"
},
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{
"name": "entrance-north",
"interface": "123456789012::entrance-north.entrance-north",
"launch": "onSignal"
},
"packages": [
{
"name": "123456789012: :warehouse-floor",
"version": "1.0"
},
{
"name": "123456789012::entrance-north",
"version": "1.0"
}
1,
"nodeOverrides": [
{
"replace": "camera_node",
"with": [
{
"name": "warehouse-floor"
},
{
"name": "entrance-north"
}
]
}

WMEEM AP BBNFFEES , F2H BEBLEARENAME.

EEBERMER
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£ VPC %

R REEEEBRERERNERTER VPC |, AL VPC i 2 L B E AWS Panorama {#
B, VPC in B[ EAE FRE T HTHAFIRER G RABMERESZNIE R TESREE AWS R,

WFE AWS Panorama RiBEA N EEEMIR N FHET , F2H8 227

-8 ]
- BV —{8 VPC i
- BERIBEEIIE FRR
- #iZ AWS CloudFormation &35l

By —1{E VPC w2

&EE VPC M AWS Panorama 2 BE I FEELR , 52T VPC %3, #H AWS Panorama 7 &
EVPC wE ., REERERBRAREFEIVEN VPC R ITERE , FFEEN VPC wE., E AWS CLI
SDK E=E&ZZE| AWS Panorama i | iE2E%EB VPC B KA,

FERATHEREREIL AWS Panorama B VPC %% -

« R EZM - com.amazonaws.us-west-2.panorama

- BE-HE

VPC im 2 A ARIFHY DNS BBt AWS RBEEMFRAFIRINERE  MAFREMBANERE, MFERE
A VPC in M MER , 528 (Amazon VPC A EERE) T RE VPC B,

AR RE R AR TR

AWS Panorama 5% 0] LAUE B EH AWS Site-to-Site VPN = FIFAHE VPN AWS EFEHEE AWS
Direct Connect, EBIELRI , BBV EHEER P ONILE FRE, RESEREELE B
3%, WiEIB VPC im B FE AWS AR#E

Site-to-Sitef Direct Connect ZASE R F UL £ #EIEZE Amazon VPC B RS, {#FSite-to-Site
VPN , ZBa L E A RARAKREEEITEL., Direct Connect €A AWS £ B EITELR,

« Site-to-Site VPN - {1+ E & AWS Site-to-Site VPN ?
« Direct Connect — T E2 AWS Direct Connect ?
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https://console.aws.amazon.com//vpc/home#CreateVpcEndpoint:
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html
https://docs.aws.amazon.com/vpn/latest/s2svpn/
https://docs.aws.amazon.com/directconnect/latest/UserGuide/

AWS Panorama HBEABER

AR EEEE VPC R E TR 2R A TIIRBEEI VPC ini.

« Amazon Simple Storage Service — AWS PrivateLink i&E A Amazon S3

AWS loT Core — AWS loT Core ¥l 5iH VPC in% ( ERFEHMEAEREMRE ) £H
« Amazon Elastic Container Registry — Amazon Elastic Container Registry 7 VPC i 2
Amazon CloudWatch — ¥ BT E VPC ix &£/ CloudWatch

Amazon CloudWatch Logs — # 8L/ E VPC i &£/ CloudWatch Logs

RIBTFEEELEE AWS Panorama k. ©EIB HHASEEEBE AWS Panorama & AWS loT,

BT VPC % B2 5 , Amazon S3 #1 AWS loT iEEZ A Amazon Route 53 FABFEEEF, FAHFTE
EEEESSREFRENAERBEERN VPC wE , 1% Amazon S3 FEEM MQTT £EH 7413
5, NELETEEREHNEST , 528 (Amazon Route 53 B AEEE) FNEALETEESE,

WMEMSEH VPC B MIETEREMEF VPC {H5E |, 5528 &4 AWS CloudFormation &34l

&4 AWS CloudFormation #i45l

AIEFH GitHub fEZEIRME AWS CloudFormation 82 | & 0] LA 3R 3 IR A B AWS
Panorama £/, #ASEVEEMELE FRE. AFFHBEM VPC mEHH VPC, ERILER
VPC RVFAE FHRE REE BB AR RN ER, AETHARTHNERTURAEEREN , B8
R BB B ERIAEER.

Example vpc-endpoint.ym| — A5 F#8&

AWSTemplateFormatVersion: 2010-09-09
Resources:
vpc:
Type: AWS::EC2::VPC
Properties:
CidrBlock: 172.31.0.0/16
EnableDnsHostnames: true
EnableDnsSupport: true
Tags:
- Key: Name
Value: !Ref AWS::StackName
privateSubnetA:
Type: AWS::EC2::Subnet
Properties:
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/iot/latest/developerguide/IoTCore-VPC.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/vpc-endpoints.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch-and-interface-VPC.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/cloudwatch-logs-and-interface-VPC.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/hosted-zones-private.html
https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/cloudformation-templates/vpc-endpoint.yml

AWS Panorama HBEABER

VpcId: !Ref vpc
AvailabilityZone:
Fn::Select:
-0
- Fn::GetAZs: ""
CidrBlock: 172.31.3.0/24
MapPublicIpOnLaunch: false
Tags:
- Key: Name
Value: !Sub ${AWS::StackName}-subnet-a

vpc-endpoint.yml EARE M A AWS Panorama B3 VPC inBi, B LA IRE | &R
AWS SDK = & AWS Panorama &J& AWS CLlI,

Example vpc-endpoint.ym| — VPC i B

panoramaEndpoint:
Type: AWS::EC2::VPCEndpoint
Properties:
ServiceName: !Sub com.amazonaws.${AWS: :Region}.panorama
VpcId: !Ref vpc
VpcEndpointType: Interface
SecurityGroupIds:
- !GetAtt vpc.DefaultSecurityGroup
PrivateDnsEnabled: true
SubnetIds:
- IRef privateSubnetA
- IRef privateSubnetB
PolicyDocument:
Version: 2012-10-17
Statement:
- Effect: Allow
Principal: "*"
Action:
- "panorama:*"
Resource:

_ nxmn

PolicyDocument RUAERAERMFAIEBR , ERUIAEARIMEITH API B, & USRI
R, URETEBRHFIMNEBENER. WEFMEFA , F2H (Amazon VPC ERAEERE) H
MEF VPC in B Sl RIS EEL
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https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/cloudformation-templates/vpc-endpoint.yml
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-endpoints-access.html

AWS Panorama HBEABER

vpc-appliance.yml EARE MM A AWS Panorama R 1GFTE AN RIS E VPC iR MALETE
Ei,

Example vpc-appliance.yml - EEFEFEEEEFHH Amazon S3 77 BB i B

s3Endpoint:

Type: AWS::EC2::VPCEndpoint

Properties:
ServiceName: !Sub com.amazonaws.${AWS: :Region}.s3
VpcId: !Ref vpc
VpcEndpointType: Interface
SecurityGroupIds:
- lGetAtt vpc.DefaultSecurityGroup
PrivateDnsEnabled: false
SubnetIds:
- IRef privateSubnetA
- IRef privateSubnetB

s3apHostedZone:
Type: AWS::Route53::HostedZone
Properties:
Name: !Sub s3-accesspoint.${AWS::Region}.amazonaws.com
VPCs:

- VPCId: !'Ref vpc
VPCRegion: !Ref AWS::Region
s3apRecords:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneld: !'Ref s3apHostedZone

Name: !Sub "*.s3-accesspoint.${AWS::Region}.amazonaws.com"
Type: CNAME

TTL: 600
# first DNS entry, split on
ResourceRecords:

- !Select [1, !Split [":", !Select [0, !GetAtt s3Endpoint.DnsEntries ] ] ]

., second value

g EF A R S35 A &5 45) VPC 3 Amazon VPC # Route 53 BiR. BRI B K VPC ER |, 1§71
B, REBHEN VPC IDs HBEMRAERIDs , SEtHENFERHRGETRE,
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https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/cloudformation-templates/vpc-appliance.yml

AWS Panorama HBEABER

FEREN., BNz s

RIERRY GitHub fFERM AWS Panorama REMHFIEAREN, ESHRMEAELR, ERELEHIR
THRREERY B BLRETFERE.

-]

- FHIEAER

- NARXETH

« CloudFormation #i7x
- EZHEHHMTE

sHIEAER

g5 ERARENX REMFEH AWS Panorama e E RN EKRBETK, ELEHJIEAERNETETEHKR
ENMHBBENESEMER, FRAKONERE  SaURGSINBENEFEARESR.

« aws-panorama-sample - E 2 EEHENWEAREZKRE., £A EARM Python (Boto) B AWS SDK
#4ER LEE CloudWatch, BSRALEEBEMMERT E , URFREL K.

- debug-server- EERE LFEBEBANEREE  YREBEXZEARABER. EASHITEREHIT
FERRXEE. HTTP [RSEN HTTP AF K.

- BETER _REAGBELER  WFEH SageMaker Al Neo #m:E , LURIELE AWS Panorama %1
A M, 1£ Python BAZ%. Docker 253 Amazon EC2 #I1TEE L RAKEE, EHNFEERTE
TensorFlow % Python RAEIFTE Keras REEAERIER,

MEFZEHHIEAREN | hiEERS aws-panorama-samples /EFE.

NABRANETE

util-scripts B#FHIECHELERE AWS Panorama &R B BI{L B % TERE.

« provision-device.sh - fiZ % E,

« check-updates.sh — EIWE AR EE B EH.
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https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/sample-apps/aws-panorama-sample
https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/sample-apps/debug-server
https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/sample-apps/custom-model
https://github.com/aws-samples/aws-panorama-samples
https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/util-scripts/provision-device.sh
https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/util-scripts/check-updates.sh

AWS Panorama

reboot-device.sh - EFRREIEE,
* register-camera.sh — FE &

EEIN
deregister-camera.sh — M BRE S B ET B,
« view-logs.sh - R EAREXBTERN B,
« pause-camera.sh - S EREBEIEER,
« pushsh-EE, HENFEEARER,

rename-package.sh - EFp BB HEN. EHMEHKERE, HEERNEAELENR
amplify.sh — i EHIRE ID R REEHIRS ID , W RiE0HEBIUBRAEARE,
update-model-config.sh : // — B R EE

WMERAEFAER ,

== 22
ARz

% BENSHMEEEAES
cleanup-patches.sh : // - BUHEE &S @HZERMRA , W H Amazon S3 MIBRH &3

2/ README,

CloudFormation &7

Panorama ,

£ cloudformation-templatesH #&H# CloudFormation B AEARERNEIEIR AWS
 alarm-application.yml

-BYER, EEERAEARSE
134T 5 piE , BREEEABANETFEBH.

alarm-device.yml

SoFEA
ETE.

o MREARAFITERSIRERIE
BUERLEEREINETR, IRREFLEXER
application-role.yml

5 0iE , BEREEEEA
BUEAEXAC, LACISKIEFEEIEAE CloudWatch WFTA, BEAIFE
ARAEANEM AP BREKFF A8 EBERBRIRN,
vpc-appliance.yml — & AWS Panorama &
EEZE VPC, 5

SREVIEEIE FHRRREFEEN VPC, BEESRE
s5 18 AWS Direct Connect 2 AWS Site-to-Site VPN,
vpc-endpoint.yml — 37 B8 AWS Panorama BRIEFAE FHEE IRIEKY VPC, VPC A EIR A LUELR
Z AWS Panorama REZFEE AWS Panorama &R

L E#F M create-stack.shig

CA=) AV
SIBMREANER , HRNS|IBMRELTFSBNER,
g, AT SEEYEARNAR

CloudFormation &iZx

IBEX I CloudFormation &, CEESHEENSIE., F—1E
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https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/util-scripts/reboot-device.sh
https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/util-scripts/register-camera.sh
https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/util-scripts/deregister-camera.sh
https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/util-scripts/view-logs.sh
https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/util-scripts/pause-camera.sh
https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/util-scripts/push.sh
https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/util-scripts/rename-package.sh
https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/util-scripts/samplify.sh
https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/util-scripts/update-model-config.sh
https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/util-scripts/cleanup-patches.sh
https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/util-scripts
https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/cloudformation-templates/alarm-application.yml
https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/cloudformation-templates/alarm-device.yml
https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/cloudformation-templates/application-role.yml
https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/cloudformation-templates/vpc-appliance.yml
https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/cloudformation-templates/vpc-endpoint.yml

AWS Panorama

FMBABER

$ ./create-stack.sh application-role

EZEHMTE

aws-panorama-samples R EFEEEZHHIEAREIMNEANIE,

- EAEX - BARRERERBNERARGINEFEARER.

- BEHEENRE - BEBRIHEER.

- PanoJupyter — £ AWS Panorama £%f& L #1T JupyterLab.

* Sideloading - EFZEHBERARARRNER TEMEBARAENXR,

AWS #E B T I EFIES| AWS Panorama. £ GitHub - &E TSI BRIKBBERE,

« Cookiecutter-panorama — AWS Panorama FE 2 =\# Cookiecutter &7,
- BE - AREFRETHREFMENRA. 2 MNEME 3 EHEEREN Python i,

EZHHMTE
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https://github.com/aws-samples/aws-panorama-samples
https://github.com/aws-samples/aws-panorama-samples/tree/main/samples
https://github.com/aws-samples/aws-panorama-samples/tree/main/tools/camera_stream_validation
https://github.com/aws-samples/aws-panorama-samples/tree/main/tools/pano_jupyter
https://github.com/aws-samples/aws-panorama-samples/tree/main/tools/sideloading
https://github.com/mrtj/cookiecutter-panorama
https://github.com/Neosperience/backpack

AWS Panorama HBEABER

B AWS Panorama ERFEARER

BRI LAMER AWS Panorama E£3# & # Amazon CloudWatch B3 AWS Panorama &R, AWS
Panorama R 2 Z B ERE AWS B , UBREERENCERBEZKARE, B &
5 th ZENEFAE B 553X ZE CloudWatch Logs.

RIESREE —IREH AWS Panorama T ABYWRFEACEEEE. AWS loT CloudWatch
Logs ME it AWS BRIFHIFF R, MTFEFFMER , S BAWS Panorama & A & FEREE R,

MERHIRISEERORS , F2E REIAE,

E3:

« 1£ AWS Panorama X & HE#E

« B# AWS Panorama A

£ Amazon CloudWatch Exi2 i i FEFAER
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AWS Panorama HBEABER

£ AWS Panorama & B

Al LAE R AWS Panorama 34 KE#E AWS Panorama SR BB, A FEH AWS loT RKE
PRER M BV AR RE,

1£ AWS Panorama 12 A& FEER IR ERE

BB AWS Panorama £ &,

BB AWS Panorama £ &8 EEEHMH,
BERE.
HEERRARAHTERNME B
EEEERBHEBNEAMRE  FEE

o b w0 Dd =

RiBHNBEBRESE NI ERE R, MRRELARL , AIRFEEERE AWS L EEXEHREER.
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https://console.aws.amazon.com/panorama/home
https://console.aws.amazon.com/panorama/home#devices

AWS Panorama HBEABER

¥4R AWS Panorama A&

AWS Panorama [ Amazon CloudWatch Logs S5 EARXMAAEH. ERETIREER , B UE
RS B3R {EEE AWS Panorama FERRER R HBEEERAERNWELE,

£ CloudWatch Logs F##% B &

1. BARX CloudWatch Logs XA BFEEEE,
2. ETHEEHSH AWS Panorama EFARRNMREE

- #EERA - /aws/panorama/devices/device-id

- AR B - /aws/panorama/devices/device-id/applications/instance-id

ELTENMRMBRBREFMERBE , KA eRHE USB BE % LAY B

-

- BREBERR

- BREAENXBRE
- REEAENBR
- BEMERR

- REBWH B

BIAEE B

AWS Panorama SRS AEER Y AFEE I ALTENSEERAERSTEEBEYREE, £EAR
HEESERAEAME, BEABRMRKHERNMEEEER,

ZEHF - /aws/panorama/devices/device-id

- occ_log-ZFBEFNBE, LEFSHAEAENNE , YHEESACARXHTERERN
AR R,

 ota_log - #t#Fover-the-air (OTA) BB A LR FE&# H,

« syslog - #(& syslog BFHEE , THERERZEEENAS.

« kern_log - RB%E Linux %O EH.

« logging_setup_logs — #£5&E CloudWatch Logs R EBRERMWIEFE# L
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https://console.aws.amazon.com/cloudwatch/home#logsV2:log-groups

AWS Panorama HEASER
« cloudwatch_agent_logs — #& CloudWatch Logs R #
« shadow_log - #AWS loT £ B & F#H,

1ﬁ§1gijﬁ£}$§ﬂgE_{:E3:w»

EARXHTERN AFHESSBEGHNAFRR , UHHGE.
RN B - /aws/panorama/devices/device-id/applications/instance-id

- BB - REAEXEXTEHN AWS Panorama FEAER SDK @, # SEEREXBFE/opt/

aws/panorama/logs,
- BE - REEAREGRAKRBRZEFNE L,
- Bl - BB RBBEANEFE L,
- BT - EF HOMI BB R AR HNEFEH,
+ mds - REREHEERRRAFN B,
« console_output - RN HA SR EEVELER H MR E R,

WMRIETE CloudWatch Logs FEAREI B , BEREMAERN AWS EiF, Z2 , ZiE8E AWS
B E AR SR % AWS Identity and Access Management (IAM) A &K FF Al Al RE 2 28 4 R 28,

REERREN AR

ERE Python FR8&85i$ HEEERBE A /opt/aws/panorama/logs. RIS HFRINESRRE
CloudWatch Logs, EERZEEABLZHWEZRE , FEAKERKPLERAR 10MB , HHFEA 1.
Tﬁ']%ﬁﬁ']f’ﬁﬂ'\ﬁinﬂﬁgﬁﬂﬁﬁﬁo

Example application.py : // — Logger #2#&

def get_logger(name=__name__,level=1ogging.INFOQ):

logger = logging.getlLogger(name)

logger.setlLevel(level)

LOG_PATH = '/opt/aws/panorama/logs’

handler = RotatingFileHandlex("{}/app.log".format(LOG_PATH), maxBytes=10000000,
backupCount=1)

formatter = logging.Formatter(fmt='%(asctime)s %(levelname)-8s %(message)s',

datefmt="%Y-%m-%d %H:%M:%S')
handler.setFormatter(formatter)

BREAER A5 e


https://docs.aws.amazon.com/iot/latest/developerguide/iot-device-shadows.html
https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/sample-apps/aws-panorama-sample/packages/123456789012-SAMPLE_CODE-1.0/application.py#L181

AWS Panorama HBEABER

logger.addHandler(handler)
return logger

rEeREEAYRLERESR YR EARRERAENENXR,

Example application.py — #¥1¥1{t iC 8%25

def main():
try:
logger.info("INITIALIZING APPLICATION")
app = Application()
logger.info("PROCESSING STREAMS")
while True:
app.process_streams()
# turn off debug logging after 150 loops
if logger.getEffectivelLevel() == logging.DEBUG and app.frame_num == 150:
logger.setlLevel(logging.INFO)
except:
logger.exception('Exception during processing loop."')

logger = get_loggexr(level=logging.INFO0)
main()

WA MR B

EMERPE , AWS Panorama 2{E&i$ B ER BB A RGHEHFZER Z8EA USB ks, F

RELHFRREHIFEERZHARBIRE R LN MERBE,

/A Important
2 B AT HEMEREBARAE 4.3.23 EMRANRIBER

FE R RC sk

 /panorama/occ.log— AWS Panorama 3 #|358: 88 B 5%,
- /panorama/ota_agent.log - AWS Panorama over-the-airEFT X EBE X H .
- /panorama/syslog.log - Linux &#t H&E.

- /panorama/kern.log - Linux & B

BEMERF
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https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/sample-apps/aws-panorama-sample/packages/123456789012-SAMPLE_CODE-1.0/application.py#L205

AWS Panorama HBEABER
mEEWE B

MREHWEBSNMERRER BFEARHEE CloudWatch Logs &, EATLAER USB BES R B ES N
ZH HEEMG, AWS Panorama BRFS BB o] AR B #E 2 B 56 #BhE R,

FORIFAF

HREREER , BREFEETIIER .

- USB FEB® - FAT32-formattedfy USB FEE T , EBE4 1 GB EEFEZEM , AR AWS
Panorama & {i@ &% HFER

REEwWH AR
1. FEmanaged_logsERIRREREHGpanorama&E R &K USB FEF .

/
### panorama
### managed_logs

7 USB RESBRERERE,

B3R AWS Panorama Z{EH ER,

FEX AWS Panorama 2fiEH iR,

RESKAFERIKE, ETIERE , K& LED 2RRER,
A& , AT LUE managed_logsH& P H IR A WAFER

panorama_device_log_v1_dd_hh_mm.img

o g kA w N

FEERITHREZ ARG, BHEFXE. AWS Panorama WHE M EFREER AR REBMEHE , A
B R 75 8 K 10 5

HEEER L EES 136
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£ A Amazon CloudWatch EE# 5 {EFEAER

iR {E LR, AWS Panorama €518 231X E Amazon CloudWatch, &R LATE CloudWatch 332
ATFERELIEERBERFEMERR , UEERRIETE , YREB T, CEEHGEAEREES
(ST

ZE CloudWatch &R HBIEE

1. BARXAWS Panorama £ & 1542 EH (PanoramaDeviceMetrics & ZM )
2. EEHERBHER,

3. EEREBEUSHMEEER.

4

EEEETEANRTERNY BETER , FEA BRILEE EBPMEE, RIBEER , BXR2HY
FREEZEM A Average #HiTE R

G EE
CloudWatch £%& Always Free 5% @Tﬁ%ﬁ§ﬁ§ﬁ2% CloudWatch E&WEEE. &
Fik, BR., BHANEAENER. ﬂﬂﬁnﬂlﬂﬁaﬂ , 5528 CloudWatch EfE.

WMFEAE CloudWatch HIFFMIEH , F2B8 (Amazon CloudWatch A EIEE)

0]
- FREEER
- ERERAERER

=N Bk —

° nX}E T

EREERER

EER B BN  TESIEE/EEE Amazon CloudWatch, B A FE A LISEREREEETE Y&
HEMGEERETR,

« DeviceActive - EEEBEERERA P RERFERHEL,

#EFE — DeviceId® DeviceName,

CloudWatch $84& 137


https://console.aws.amazon.com/cloudwatch/home#metricsV2:graph=~();namespace=~'PanoramaDeviceMetrics
https://aws.amazon.com/cloudwatch/pricing/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/DeveloperGuide/

AWS Panorama HBEABER

£/ Averagefist &R @fRiDeviceActivetgiE,

EHEAERNER

EEARENIBIEEMN | CESEEMEIXE Amazon CloudWatch, MR ERARR ST , BRI LUE
FAELEERBERER,

- ApplicationErrors - ;i8R ERRENEREE,

#EE — ApplicationInstanceName#l ApplicationInstanceld,

£/ sum FEFHERRBERARAER.

nX)EE&/-J_‘

EEAECEEMERINGEAN , FEMNET. HlW , BB ER , EApplicationErrorsig
EEMMESTE 1E 20 D EREIXBEA,

REMER

1. BBX Amazon CloudWatch =2 AEREMH,
2. I#IE Create alarm (BILER).

3. EBEZRIUSENSKEEMNIEIZ , Hl0 ApplicationErrors BigtZapplicationInstance-
gk75xmplgbgtenlnmz4ehiu7xamy-application,

4. FARBETRRREBETNRE. BENEHE,

WEFMERE |, 5526 (Amazon CloudWatch R &EER) RHIEI CloudWatch /R, Amazon
CloudWatch

ERERAENER 138


https://console.aws.amazon.com/cloudwatch/home#alarmsV2:
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ConsoleAlarms.html

AWS Panorama HBEABER

5E S HE A7

T EBERMPEEEM AWS Panorama 125, 5X{H SDK KA selB RIS MBI AR B HEaR 22
&, MREBRFABERTIEVREE , naﬁFHJtI:EEJ:H’HE{A RO RETERE

A LATE Amazon CloudWatch Logs E#Z &K EIFEN BFE. RIESEELEEFE , RENERE
NEXE. RIEUEM AWS loT B LEHFE. WEFAEA , F2B84E AWS Panorama A&,

i+

BIRE : (macOS) ZLME RS %1%EIB USB-C E i35 BIPEMIAY USB FE B &,

MR USB FES il A CEETEMAY USB-C BEs:  BMARREEERN. FEAPEHERESS
RYIERE | WHEHBEMEETICEREMN USB BEE.

3

B EREABCH USB RESBRIFMAE XM,
B EREMARMEN USB 2.0 EEERMHEXK.

AWS Panorama 5%f%E2 1 2 32 GB 2B/ USB tREIFCEBEEMRR , BEXIFEMELEHHER. £H
USB 2.0 EIZIEETHER K BRI —LHE, ATHE—BWER , SEHBEKR USB FEEBER
USB 3.0 jE#£48 (HDMI S ) ,

#H Lenovo ThinkEdge® SE70 , kg~ 25 USB FEE®., FREALEH 1 GB fEZHEM USB 3.0
FE B B,

A lmAE R
ME R ERADBEREAEE.

ERANFTE-—DENNRRRIEFR  RESEJAERIRBEAENS , Br—2@8N EHNZER
EH. W IREEESHEFRRERE RS , ARETEREEA,

BE  ERREERZMEHREAR , RBEFTSEE,
RERZFE 10 VSRR, ERAFTRESRRE 1Y, UMBERER. NFRBIREN

TEEE |, 552 BAWS Panorama Appliance R F & S o

BE  RFEEZELEHNNEEHEF  IRBEREHIBNERNEE,
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AWS Panorama EZ THEERE IR AECR , T2FRFe, MALELEEFEHAREHEF, &
A AWS Panorama 12 A MIBRE G , WA FNBEREHFE I FERE.

@m*i_t /U\
B ERVTZERAENE , REEZRSER HDMI & HiY .

EXNEEARLTMNZERAEAR K SIOCRBNEREXEMEA HOM W, MRLERERX
FIE#T, AZ—EEARXAIUERGH, SEERTARAEXHRHNFIE  Fs —EE
REANEAEAEF EEBRAHEMNEENEE , REERHE,

BE  BAEABHASHRERRS

X TE Python FCé&E5i% HESERBE A /opt/aws/panorama/logs., ELSHEREXNBASHHN B
ERPHERN. EERHNERERSERERA WAERIB ﬁ%umﬂlﬂconsole-outputo R & EH
print , @EMA flush=TrueBEBERH LA FEHEEFTESP,

#5342 : You've reached the maximum number of versions for package SAMPLE_CODE. Deregister
unused package versions and try again.

B : AWS Panorama fR¥&

BREENBIRARKE , SHEEM —EEHEXRAN , RREARREEANSEEHFNEFAE
RNEEESR., EABEREMENETRREUEEMAREANEHRERRA.

232 TP

#5512 : liveMediaO: Failed to get SDP description: Connection to server failed: Connection timed out
(-115)

§534 : liveMediaO: Failed to get SDP description: 404 Not Found; with the result code: 404

#5354 : liveMediaO: Failed to get SDP description: DESCRIBE send() failed: Broken pipe; with the
result code: -32

R WEMERH A

FEBELEREEARSNESMER, BEEBERK , EEAREXH AWS Panorama FEARER
SDK £ L ERE  FLratersd—FAEENSR IO RE, SERESEAERTIRY
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BER WEBIZHEHARPIEERFER, MR ESMER URL B |, H RTSP RER £
RPN BEMARM BB, MEFMEENR , F28% AWS Panorama 5% {BEE 2SR R

#532 : ERROR finalizelnterface(35) Camera credential fetching for port [username] failed
FRIR : OCC B

KA EEEE B TFH BRI AWS Secrets Manager 3, MIBRESER BRI BEHET,
#532 . Camera did not provide an H264 encoded stream

IR EESOMLETRE B S

BEXMERER H.264 AR , Hla0 H.265, /A H.264 EBEEERENMTBEARER. IFEX
BEEESHNFHEN K F2RIENEEHE
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SFERANRE, £ AWS §RHER , F=FREESEHAETREBERMANZ LN, EETHE
B AWS Panorama B & #8518l , F2BAWS &HRFTEIEE RN R,

- ERRFNES - BHEEECRAFMERN AWS B, SHXEHEMEEZEE  GiFE MR
., BATNERNBEAEENER,

AR5 B IR T SR AN 4E 6E ) AWS Panorama RERAHREEEER, THEERBWNMAERE AWS
Panorama A& EHNZ2NERBE, Bt T HNMEREM AWS RIS R iHEEE = F{RE
AWS Panorama &R,

&

« AWS Panorama & £IheE

- AWS Panorama B R£REEK

« AWS Panorama F Y ERHRE

« AWS Panorama 1 & 5 I FIEE

« AWS Panorama & R RE

« AWS Panorama HHVE#REL LM
« AWS Panorama RV THIIRIE & B
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ATRELAVEARES, EENTERASESREABNEMRBENIRE , AWS Panorama Appliance
BETIHEZNZEUEE, SEXEIFEEFRRATYIEE,

o SHBMNR - EEBE Linux E— S8R E (LUKS2) £RIBNER, FIERMKEEBNERRENERH
SFEALEEEBENSRETNE, BIFEHEEENERTFIE K REELELIREHRFZERIA
o

- iCREBEEREL -ATHEUFARERNTHTENBABENKE |, AWS Panorama % fEfE
FA b1t 72 B Bl B FEME{L (ASLR). ASLR S AR EREEEEVEEXRAENBHMNE. ETLL
FRERBSIHTREEABERNFR , FEREIEEHANTREERNALE.

. EENHITIRE - RlEFERALL ARM TrustZone HEBRNEEHITIRE (TEE) , Y EBRHHNRE.
CERNEESR, RECEEESTNEBNEMBRBER REHEENERERXEFR , MERE
HERENEE TEE AMERIEERKEHHIT. AWS Panorama Appliance MBS T ZEEH
Linux RIBEHEERAERNERABE —L2HT. cREZEBNZLEAEXREHBERRENZERZE
1E,

- ZEHE - ERMERES  SEREEENEAER (28, BERVNEGREREEME) £
EEBEAANEN. REEFEASHEBRRESRE , AWSIoTHYAEASEZREMNBRERBNE
F. AWS Panorama [REELEEAER , Y FEAELE LEXRENSBNZEZAER, RE@EXK
BENEEUUMZREE , X E AWS Panorama &,

- R -BEERSE K SEFEBIGHSEITIETE RS, EESPEL SRR E
NG ROM EEAEXNFENZ SR/ REZRFERIFAS , LUBEBESTINITRERLSE,

- DEERL-BRUVMEEAERFEBNEEREE, FERRRUSEALEERBESRE Y EH
BHESACERB I REFLEAFSEHENEE,

 dm-verity — BRI OMEAERYERFE 5 Bl , FX{EE A Linux Device Mapper dm-verityHIZhEE , £
BHEZRFHRFRERENTEME, NREHEERER , AITEHT,

- BFILER - EEEHRIEEHER  RIESE SoC (&FLHERK ) LEHE FRIEHK. SEKER
AEFEHEEENREBEHEEEMN , NREHES | AIEELHT,
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AWS Panorama R X e HEER

£/ AWS Panorama :%{&8s , B E T IREEK,

- HEARERE - EHANARSUEANLLEEPRERR. SEENERFIRFISREAE.

« RERIBHMBIER - SRIFEEIIRFFMABMABERVEHSR, REFEEEIER
HaLWURLLMRIBER L, EHEEERE AWS, EEAE A AREREREETERRE
B, WHKRHBREREAFLENRE,

FREF—(ARENEREERRECNEREE, MEFMAEN , F28$ AWS Panorama %1
HIED SR,

o I IL USB RiREHME — MESRE % 586 USB i #ITETHER{L. [ AWS Panorama Ri%
e RIBETESER USB BB, M LEEEUBRIEEZAER, HEERNMEER.

s BRERESTRE-REEARBREEH., EEE AWS Panorama T &P RIERER |, i
AEERALRAETHANEREERH. MEFHMENR  BF2EEE AWS Panorama :%f#.

£/ DescribeDevice API 124 , AT AL LatestSoftwaref CurrentSoftware H{URHE
BEEH.,. ERFHNRBRAERREATER , BFEAEEEIEMER CreateJobForDevices B1E
REREH.

- MREEFEILFER e, FHHER - BREBHZ2ERPLZE , FHEHEHTLER. EXi=FHA
EFRYFELEFRNERT , AFETERMNERRM S Y. ESRRETMERIRSEAER. EMR
BEXMAFE.

WMEHMER |, FFSBAWS Panorama Appliance 1% & #%& ¥ o

« PRHI¥ AWS Panorama FE it AWS BRI HVZE — AWSPanoramaFullAccess Al & FEFIE
AWS Panorama API ##4E , WIREEFIHEMEREE. R , BERERBGREG REEERN
EFH, flin , euREEmAEEES B AWS Secrets Manager #%panorama. ¥R EEMEE
NEIFHNEREERENERE K FEA SEBRMAKEERBEREE,

MEHMET , FS2BAWS Panorama B &% 8 1AM BUXK.
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BREBNERREBNHEBERN  F28 AWS Z2 M IPEE LMW AWS HENSTEERN GDPR %
BXE,

ERERREEYN , RARBEHRE AWS IRFE 2 AER , WA AWS IAM Identity Center 5 AWS
Identity and Access Management (IAM) B2 EEBIERAE, wt—R , SECHEHASESRHETHK
HEKPAENRT. RftERERATIANREER

- BERFHECHZEERRE (MFA),

- £/ SSL/TLS B AWS ERBEH. BMFE TLS 1.2 WEBZREMEH TLS 1.3,

o M 5E API F{E A EEEIE2 8% AWS CloudTrail, tNEHFEEA CloudTrail B MR AWS SEEIH
B , B2 BAWS CloudTrail € ER&EERE) RHER CloudTrail B,

- EF AWS MEMRAAR , UREPHWFAERERZEEH AWS R,
- FRERNZERLRIE (B0 Amazon Macie) , HBIREMREFEE Amazon S3 HWEUBE R,

o WMREE AWS FBTTHRESR APl FE BFEE FIPS 140-3 BN ZIGmEEHE | 5368 FIPS
s, MEEE FIPS M FIPS iInHMNEZSHEBEN , m2BABBERARIEZEZEE (FIPS) 140-3,

R ZI BB RBEHTERZTFNEFBH it SHARBBEN , HEEBNBEHEN X EZHN
o, FlnEBEA, EAFEELER AWS Panorama SfEAERE. API AWS CLISK AWS SDKskHY
Hitt AWS B15 i, SEEBRIBABRIANEZHAUPHRANTAERHETREARTERDE EFE. W
RISRENADERETH URL , RFIRZIBRBRFZ N ERT LU ZAREFZRN URL B3 EREEN.
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https://aws.amazon.com/compliance/fips/
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AWS Panorama API i Si{EX EEIB HTTPS WL 2E#R, ELEA AWS EE XA, AWS BRE
5 AWS Panorama AP| ¥ AWS Panorama &R , FTEEAEE A Transport Layer Security
(TLS) tn#, AWS Panorama #%fi8 AWS Z BN BEAHLEMEA TLS NZ. AWS Panorama % fEEE
M EiEIB RTSP BT EME,

WFE AP MR TREBE , F2E O P8 AWS EFMIGHAWS —#R2E,

AWS Panorama 5%1{&

AWS Panorama 2figEH6 2 A8, HDMI 5 M USB REENEEERIE, SD <FEME. WIi-Fi
ESEEFER, USB BB RSEMEHEARGHAEH FERERHE,

BERBMAEBENEBEAENABHEFARTTIEME, AWS Panorama TEFHIELER ; RAE
ICEEMBR RS RIS LER, BERHFEERE RFER , FRENERN USB REREEXER
BRo

RIENBEERZRHENE, A REEEABERREREE , S ELERREFTNERRE.
EREFNRZOMNAEEAR  URKBTELERRE

EEEILEARER  BRTEEERUNBREARIEN L ERRHERN,
FERAEN

AR HHEIRENERNR, EHEFLLEBEZREMARARAENS , BREEEFERM.
NMREERARKTERAF=1E1E A6 FFrEEEELEXENRENERK,

FEREN CPU, RERRBNERARTIRFERENRG., €AXZERNEAETREHEWER
EANKRENRFELAEZE, EAHIHNBEZLEERSE 2 , o AEEBARES,

FERAERRNEE (BEXBNEE ) TREPVIIRSE, RMEIEZEREPVEFEESH. AWS Panorama
Application CLI EAMASRMENERREFTENE, HHEETEEBERMEBIRS , YR AHFRE
EEITFER

H b R 7%
BTHEERNERRERNSELLFRE Amazon S3 F , AWS Panorama {& F8 {71 AR 25 i i 232 2

Amazon S3 BB £, MEFMEN , F28 (Amazon Simple Storage Service fEF &) F
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https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingEncryption.html

AWS Panorama HBEABER

BEMEREAEHSTREME AWS Secrets Manager, R1EH IAM BEE2F FECHEIBZNEFT ,
DERERNEAESBNEE.,

AWS Panorama & &1 A FEREEZE Amazon CloudWatch Logs. CloudWatch Logs &R & N
HER , XAREAERAEFZES®, WEFMEEN , 528 (Amazon CloudWatch Logs EH &
tEF) HFREER % CloudWatch Logs AWS KMSHIEY B55& 8, Amazon CloudWatch
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AWS Identity and Access Management (IAM) 2 —%& AWS fR¥ , AT BB EE & R i H¥H AWS
ERNFH. IAM EEEFRGIRTNETESRE (BA) NRE (BEEHFT) , UEA AWS
Panorama BiR. IAM 2EaIAREEHR AWS R 89

e

BHEHR

- ERESRE

- FRARKEEFEUE

« AWS Panorama 41a/E2 IAM ¥ BELfE A
« AWS Panorama § % B BUR €41
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- A HIREERAE AWS Panorama
- EBREEEREA

« WEERZE AWS Panorama § 7 #l17H

HEHR
FH A AWS Identity and Access Management (IAM) R IBEN AEBMEFRTE :
- REFERE — EEEIENRELEIE  BFOEEERE

S5 MEFE)

- REEEE — SEXNEFAEFIVENLRREEEIIER (52 AWS Panorama 1R EE IAM #%
BLEF)

- IAM BEEE — BEBRUEEFEUES (7328 AWS Panorama & 7 B B R €45

8

EAT A (A2 R WERZ2E AWS Panorama

I

549 %%E“AWSﬁﬁ%ﬁﬁﬁﬁkmﬂﬁoﬁ%ﬁﬂAWSEﬁﬂﬁﬁ%\MMﬁﬁ%ﬁ%E
IAM A5 2HITE 5 RE,

BT LMER B 2 R E AE R, 1 AWS IAM Identity Center (IAM Identity Center), E—& A&
2 ERFH Google/Facebook BAER , UBESE7HWEXNEA, NEEBEANFHENR , F2H
(AWS & A EHEER) RPHUAEAEN AWS IRF,
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HWRENRFTFE , AWS 124t SDK M CLI ARIGHmFH NBEEF R, WFFMAER , F268 (AM
EREERE) T API FEREIAWS 5 4 IREEREF

AWS IRF RERE

BERI i AWS IRF |, 881t — @& AR AWS tRF theroot ERENEAF DB , ZE 0 EFHM
B AWS % M ERNTEFIE, SARBRTEEAREAERITEEER. ABRZEERERE
BENER , F2R (AM £REER) PHEEREAEBENER.

IAM fi£ i & M A48

IAM 5 F§ & https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html@ —& & 2 B8 A=
ERAEXNSERTE, BERUGEREEREGRIBREN IAM E£AE, NEFHEEA , 28
(AM EREERE) PHERAECERECABS IO RMER AWS FAEBERBETH .

IAM B#HEEEE IAM EREES  FEEAREEAENFIEEMNER, NFFAER  F2H
C(IAM fEREEr) FH 1AM £/ &/ EA =5,

3

IAM B

IAM £ & https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.htmIfI B9 E B4 EHTE , &
ALV EREEEE, SR LUEBRERETRE IAM A/ ( Ei84 ) M AWS CLI 5 AWS API
RERRBEIAR, MEFHMEENR , F2E (AM EHAEER) FHRREAGH S E,

IAM B EBRREE 5o EREFI. W IAM EAERT, BikRFFEREBRBEFER , URE
Amazon EC2 TR AREN. MEFMENR , F2H (AM EAEER) P IAM FHVRIRF EIR
FH

EHBRREEFEUE

ZAILUEIB R Y BUR Y A HIEE R & 5 RNER AWS RIZ2EH AWS R FER. BERERES 2 HERM
BABERRT A, ERFARHFERE AWS | SFHMEELBK. KRSHBKREL JSON XH AWS FEX
FHRAE . FEE—F TH JSON BERXH |, 26 (IAM EAEER) T/ JSON BEES.

EERESEFEANK  ERERWLEETRTEWLERG THREERNTEE , UEETFIHNHEER,

FREBEAT  ERAENMACKRAT. AMEESEEY IAM BERIEHEMEEAE  #HEAERE
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
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R, EXEEREBRNEET , REEESAUERACARZHHEREERNFIER. BXLAEE
FREBRPEEEE.
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Organizations £A &) PHERZEHIBE (RCP),

- THERBREX — EUBRARTAXAACEBE S FERAEELGRIERER , USBEXEE
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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