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FHijd R, WENAABNER , FS2H ANEREBWESR.

# Amazon EC2 #i{T{ERE P EBE R EZB NSRS

MREBHEENE AWS WEARN , B EARKEZEARENERUERR Amazon Machine
Image (AMI),

THIRE R At U 228 AMI BXE) Amazon EC2 #4T{E B,
ZR2UNE RS Amazon EC2 #11T{E &

1. BIfE https://console.aws.amazon.com/ec2/ BIEX Amazon EC2 # 5,

2. EEELAWEEI S  SERERN B (FlW, RERL (BEXR). #EEEREANES
b BENSEFERNES. MFELESMNBE , F2H ) PHEREZHIAWS —iE2
%,

EEBEERT , ERETIERE AMIs,
REFEN TN FEPRELERE,

BEEEY  RERYERTIER AMI £,

¥ A & % AWSMHubApplicationDataCollector.

R TR AMI RERZERIR , FFRBIRFHEEE R 703163444405,

HERL AMI BBHTER , FEIBTEE K ARZERD. UFEEATRERBHITERED
AR , FF2E (Amazon EC2 EREER) PRITE AMI BEHITERE,

© N o a0 >

H I Amazon EC2 #ATERERA T HR 1.

REE BN E SR Amazon EC2 #1T{ER R %

- RAM-%48GB
- CPUs-ZE4 4 &

REER AMI 2 WERRA CLI, TARFECRIEER APL,

BEWERR AMI


https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/general/latest/gr/migrationhubstrategy.html
https://docs.aws.amazon.com//AWSEC2/latest/UserGuide/launching-instance.html#choose-an-instance-type-page

Migration Hub SEB& 2% ERERER

® Note

AT HRREERASFRENKERBEFEFNDENEREE , FESRBEBRERTES
Amazon EC2 #{T{EER c R AR, WFEMAARMNIET , F2E AREREZRES

& A

\

SR 3 BARKERWERS

ZAEFER A a A= A 2 EPE A Migration Hub SREERREARERWMERS ., BEARERN S REBURRE
HBEBHH R,

« B AZEBIE vCenter BUIRIZEAHHUNERS
« BAZBES Amazon EC2 HITEE I U E RS

ZEAEBETE vCenter BUIRIZER I UREEES
B AZPEBIE vCenter IBRIBEH R R ERINESS
1. AT, FFH SSH AFRmEHFEEINES.

ssh ec2-user@CollectorIPAddress

2. HRBRBRTE  FWAERRER aq1@WSde3, BXLAEE —RBEAKREERE,

B AZBE A Amazon EC2 #1TEE I U EEES

BAEES Amazon EC2 HTEBE M RIEEBUESR
EATH T , A SSH AFmEREWER

ssh -i "Keyname.pem" ec2-user@CollectorIPAddress

Keyname.pem 2 & #RUEES AMI BE) Amazon EC2 H{TEBRELENFIE SR,

HR3 BANESR 13
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ERAEER

SR 4 RERMEZRWESS

AERBAMAEATm S collector setup@TRERE Migration Hub Strategy Recommendations

FERREAERKERR, EEBERFHERK,

B AKERA T collector setupin® , USSR Docker BB E I bash shell THEFEE , T8

fEfAdocker execi o

docker exec -it application-data-collector bash

collector setup T EEEHTNIMEGS , EEATUARNMITELRS

« collector setup --aws-configurations - 5%E AWS #HAE,

- collector setup --vcenter-configurations - & vCenter fA%E,

(@ Note

RBEHREWRESSFEET vCenter LB | FHEME vCenter #RERTE, T8 , B UFEATS

HIF%E vCenter fi#8collector setup --vcenter-configurations,

« collector setup --remote-server-configurations — RER[RESHERE,

« collector setup --version-control-configurations — F&EMRARIEHIHRE,

B R EFT A USRS AA A
1. BALUT®HS.

collector setup

WA AWS HEERVERR , IR ATRERE AWS #H5E,

B A vCenter fHRERVERA , W0 HFMAREE vCenter #HRE,
WARNARSAERNES , WP AR EE AR EFERE,
WA GIERNERR |, PR E R R S 4E A,

2

Windows Hl Linux {a] R 8§ SAME1TE RN E,

EfE FET , ZHER Windows M Linux ARREITHERERRE EREN EiR

HER 4 REWESR
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ERAEER

AXE AWS #HEAE

EERTE AWS #HRE | 5FH collector setup®$E collector setup --aws-

@

1.

onfigurations®®,
HERRE IAM FFH...BER WA Y RT2. ERMBHINTREVERAEUER
AwWSMigrationHubStrategyCollector REBERFHUNERRRF , BA LR EE LT UK E
BEERAENAG,
KR PSR REELEIRFINESRZFEAE AWS HIRFRAZHFREBNLES
BREABERFERAENAE,
WARSE , flM0 us-west-2, RXKEREANESP , BEEFESLERNES. IEELEH
WEE , 28 ) PTHEREZRRIAWS —RBE,
S FERESEBRESEINEBDERKERE ?BE , BA Y RR2. EEEATHEE AWS
EBSEENXE.
Y FERESEBAFIEBTERKERE ?HE , BA Y R 2. BFTNERATHBYHE

AWS BEBEEN X E,

THHFIRERERNAR , SEEBNEHIER AWS .

Have you setup IAM permissions in you AWS account as per the user guide? [Y/N]: Y
Choose one of the following options for providing user credentials:

1. Long term AWS credentials

2. Temporary AWS credentials

Enter your options [1-2]: 2

AWS session token:

AWS access key ID [None]:

AWS secret access Key [None]:

AWS region name [us-west-2]:

AWS configurations are saved successfully

Upload collector related metrics to migration hub strategy service? By default
collector will upload metrics. [Y/N]: Y

Upload collector related logs to migration hub strategy service? By default collector
will upload logs. [Y/N]: Y

Application data collector configurations are saved successfully

Start registering application data collector

Application data collector is registered successfully.

AWS #a%E


https://docs.aws.amazon.com/general/latest/gr/migrationhubstrategy.html
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=& 7E vCenter 4B 5E

& ERRIE vCenter 458 , M collector setup@© = collector setup --vcenter-
configurations@HF :

1.

BMAY RXRTE. MREEEMFEH VMware vCenter BEABRETE D BRE , EEEMFEH VMware
vCenter 2 A E X BT H 2B,

(® Note
£/ VMware vCenter EAERHETERER , TEXEHEMRRSF %% VMware TE,

BT URL , AJLAR vCenter IP i3t 5 URL, A% , @i A VMware vCenter WfEFA & B BMNZ
o

WRIEREELTE Windows fA]fREF , 557 VMware vCenter lIREHR AR®H A Y,

# A Windows HIERAE&ERBBNRE,

® Note

IR EH Windows Remote Server B Active Directory #8135 , BI4BEM A CLI #REIR
IR ARESARAER: | SEREZBWMASB domain-name\username, {0 , H05R LAY HEIE,
ZEIELRE K MENERAEEBEEES  ASECL FRANFERERBREHIH
B\EES,

MREELELLE Linux ARES , B5#E A VMware vCenter RBREE A Linux 5%E Y for yeso
VMware vCenter

A Linux WEREZIBANRE,

BREAY, MREEEL vCenter A A RB[RERFBAREEE , BREEEEMFH NTLM
for Windows #1 SSH/Cert based for Linux BB % E vCenter 1\ ZBHY @ ARBF B/ -

HR BREHFEFAE vCenter (2 EREHIRBMEEA Windows BEAE R | MR 7E vCenter A ZE
/) Windows #2382 A &Rl BAZE E vCenter Windows #2582 A ERBIREHNBEAERMHEE |, FH
A Y foryes, &R, FFHIA N RTE

MREOMERY , MEHETIREE,

vCenter #H7& 16
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a. BAYRRTRR. #F—RE Windows ARFEBHE A BREAUEZRERIARESR
HiE TR RREE ? F‘:ﬁméo

b. MREIEERE SSH HHERFE , FEBMAEHEBEF@A 1.

MBFIRZEMFH SSH 0BT | BAIXEAKEEANSBREERE Linux [AMRSS. MEFME
A, FEZEE Linux AR LERESBE 52 RE,

TG RERNAR , 2$F VMware vCenter HRERVEFIEE .

Your Linux remote server configurations are saved successfully.

collector setup —vcenter-configurations

Start setting up vCenter configurations for remote execution

Note: Authenticating using VMware vCenter credentials requires VMware tools to be
installed on the target servers

Would you like to authenticate using VMware vCenter credentials? [Y/N]: y

NOTE: Your vSphere user must have Guest Operations privileges enabled.

Host Url for VMware vCenter: domain-name

Username for VMware vCenter: username

Password for VMware vCenter: password

Reenter password for VMware vCenter: password

Successfully stored vCenter credentials...

Do you have Windows machines managed by VMware vCenter? [Y/N]: y

NOTE: For the best experience, we recommend that you create a new Active Directory user
in the Domain Admins group.

Username for Windows (Domain\User): username

Password for Windows: password

Reenter password for Windows: password

Successfully stored windows credentials...

You can verify your setup for vCenter windows machines is correct with "collector diag-
check"

Do you have Linux machines managed by VMWare vCenter? [Y/N]: y

Username for Linux: username

Password for Linux: password

Reenter password for Linux: password

Successfully stored linux credentials...

You can verify your setup for vCenter linux machines is correct with "collector diag-
check"

vCenter #H7& 17
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Would you like to setup credentials for servers not managed by vCenter using NTLM for
windows and SSH/Cert based for Linux? [Y/N]: vy

Setting up target server for remote execution:

Would you like to setup credentials for servers not managed by vCenter using NLTM for
Windows [Y/N]: y

Would you like to use the same Windows credentials used during vCenter setup? [Y/N]: y
Are you okay with collector accepting and locally storing server certificates on your
behalf during first interaction with windows servers? These certificates will be used
by collector for secure communication with windows servers [Y/N]: vy

Successfully stored windows server credentials...

Please note that all windows server certificates are stored in directory /opt/amazon/
application-data-collector/remote-auth/windows/certs

Please note the IP address of the collector and run the script specified in the user
documentation on all the windows servers in your inventory

You can verify your setup for remote windows machines is correct with "collector diag-
check"

Would you like to setup credentials for servers not managed by vCenter using SSH/Cert
based for Linux? [Y/N]: vy

Choose one of the following options for remote authentication:

1. SSH based authentication

2. Certificate based authentication

Enter your options [1-2]:

Would you like to use the same Linux credentials used during vCenter setup? [Y/N]: vy
Generating SSH key on this machine...

Successfully generated SSH key pair

SSH key pair path: /opt/amazon/application-data-collector/remote-auth/linux/keys/
id_rsa_assessment

Please add the public key "id_rsa_assessment.pub" to the "$HOME/.ssh/authorized_keys"
file in your remote machines.

You can verify your setup for remote linux machines is correct with "collector diag-
check

AR E 1= v Al PR BR AR A8

EERTERGMARSSHERE , FH collector setup@m$tE collector setup --remote-
server-configurations® & :

1. WAY RTR. NREEERTE Windows ARES , REEMME A NLTM for Windows BIEAIE
vCenter EB MR EEAE R,

A WinRM WEAE&EZBMNHE,

15 b 1] AR AR AR A
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® Note

IR EH Windows Remote Server B Active Directory #8135 , BI4BEM A CLI #EiR
R RESAHAER: | ASEREEBWM AL domain-name\username, 0 , W0 RERHFE
ZEIELRE K MENERAEEBEEES  ASECL FRANFERERBREHIHE
H\EES,

BMAY KRR B, FEE—IRE Windows AREFEEHE , BREJUIEZTINES IR RERK
7R AREEBE ? BE. Windows Server BEFHIE B &+ /opt/amazon/application-
data-collector/remote-auth/windows/certs,

BB EEN A RSBREERDIEMN Windows [AIRES. MEFME
fRES LR Emin A AR 2R A A,
2. MREBMERE Linux @RS , FBEM SSH = Cert BER Y AR R,
3. MREHMELR SSH TRBEHIBERE , FWA 1 R AEHNBRR[E,

%II
E]I

%27 Windows {d

WMREBREFMER SSH 5o aF |, AILABELENSRBIEERE Linux AMRR. WFFMER ,
FZ2RE Linux RARSFLERESRE S D BE,

4. MREBVEBERABBEESMIHE , FEBALHRBEBERGAA 2,

NMEREBRESIRENEA , B2 £ Linux ARSZ EREBEEG DBE.

THEHBEREINAR , B ERARFAENEGIRE,

Setting up target server for remote execution
Would you like to setup credentials for servers not managed by vCenter using NLTM for
Windows [Y/N]: y

NOTE: For the best experience, we recommend that you create a new Active Directory user
in the Domain Admins group.

Username for WinRM (Domain\User): username
Password for WinRM: password
Reenter password for WinRM: password

15 b 1] AR AR AR A 19
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Are you okay with collector accepting and locally storing server certificates on your
behalf during first interaction with windows servers? These certificates will be used
by collector for secure communication with windows servers [Y/N]: Y

Successfully stored windows server credentials...

Please note that all windows server certificates are stored in directory /opt/amazon/

application-data-collector/remote-auth/windows/certs

Please note the IP address of the collector and run the script specified in the user
documentation on all the windows servers in your inventory

Would you like to setup credentials for servers not managed by vCenter using SSH/Cert
based for Linux? [Y/N]: Y

Choose one of the following options for remote authentication:

1. SSH based authentication

2. Certificate based authentication

Enter your options [1-2]: 1

User name for remote server: username

Generating SSH key on this machine...

SSH key pair path: /opt/amazon/application-data-collector/remote-auth/linux/keys/
id_rsa_assessment

Please add the public key "id_rsa_assessment.pub" to the "$HOME/.ssh/authorized_keys"
file in your remote machines.

Your Linux remote server configurations are saved successfully.

AE MRA R I 4 R

EERTERAEFIELE | £/ collector setupi©™ = collector setup --version-
control-configurations@®< i :

1. ERERBRBEABIN?EER , BAY RR=2.

2. MRLBERE Git ARFHT , FEBAREBEFGAA 1,

A GIT fRRESHEM github.com : //o
3. WREIEEERE GitHub Enterprise Server , SHE 8 A ZEREEF# A 2,

BWATE https : // WE¥IRE , MTATR : GIT @REHEY : git-enterprise-endpoint
4. AW Git ##a##FEAEEA##,

5. WMAYRT 2. BREBBME csharp REFEREKTE Windows #es L0 ? IRBES T C# 2
XiE , FRA.

MRAS R A RE 20
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® Note
EESMEAR NET BERHNBIEBEN NET f7FE , SXARMUERAEAR NET BAE
Y RS HE B 3R T AL T EZER Windows #88. MEFMEF , F2H8 GEAR NET HNBIE
BEERERERE) FREAR NET NBEBEAM,

6. HRA RAEENME LEEFEHEEN Windows EAER ?BE, A Y RRE , R C# R
X2 MH Windows #23F FHEE £ BI1ERRE - -remote-server-configurationss K2
HWBEAERERNZEAER - -vcenter-configurations,

MREBEWMAFTHNEAER , FWA N,

7. ZEEFH VMWare vCenter Windows Machine A& E , 554 Windows EAEEHBETHHS
—{E&EE A 1,

8. # A Windows H423HY IP #biit,

THEHFBRERNAR , SERAZEFEENEHIER,

Set up for source code analysis [Y/N]: vy

Choose one of the following options for version control type:
1. GIT

2. GIT Enterprise

3. Azure DevOps - Git

Enter your options [1-3]: 3

Your server endpoint: dev.azure.com (http://dev.azure.com/)
Your DevOps Organization name: <Your organization name>
Personal access token [None]:

Your version control credentials are saved successfully.

Do you have any csharp repositories that should be analyzed on a windows machine? [Y/
N]: vy

Would you like to reuse existing windows credentials on this machine? [Y/N]: y
Choose one of the following options for windows credentials:
1. VMWare vCenter Windows Machine

2. Standard Windows Machine

Enter your options [1-2]:

1

Windows machine IP Address: <Your windows machine IP address>
Using VMWare vCenter Windows Machine credentials

Successfully stored windows server credentials...

TR >


https://docs.aws.amazon.com/portingassistant/latest/userguide/porting-assistant-getting-started.html
https://docs.aws.amazon.com/portingassistant/latest/userguide/porting-assistant-getting-started.html
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(BB IR iw Windows F Linux Al BRE8 LAE 1T E B EE

(® Note
MRIEHER vCenter BRERERKEZRARINERNKES , AIFFRRIR,

HRERFKARSEEESE  WREMFEH collector setup command= collector setup --
remote-server-configurations®w® , BIABEFRIRFERSE , UEXKEZEARNERKE
2 A AR I EE R,

® Note

BNBERETFERAERLE IP it REZERREE. NENAE LEBEBILEELR (VPC) FRE
IRE AWS LUETRRHITHE —PIETR , 5828 Amazon Virtual Private Cloud £ & EF.

I

& REHER Linux MRS , 526 EHEwR Linux AR

B ZE{HER Windows fAlBR2E , 52 B £ Windows {Al AR 25 L 5% & 1= i {a] AR 2R AH RE o

#{HE I Linux @RS
£ Linux AR LR ES R A 5 o

MR R E IR A RESAHAEEHEIEA Linux 38E SSH @8R 55 58E |, AIXEAHTTISE , £#F
AR LRESBE G 2ERE , LUE Strategy Recommendations FEARRRERINESRTUKREE
o

£ Linux ARz LEXES WA 5 5 BT
1. REB[BPHPTIHERKEREZTES id_rsa_assessment.pub HAE SR -

/opt/amazon/application-data-collector/remote-auth/linux/keys.

2. HEFTERIHH#EIA $HOME/ . ssh/authorized_keys BERBHMERN LA E LB, MRRET
AR  FFEH touch® vim S BRI ZE R,

3. FREERRAEARILNVEERKES 755 REPWFFAIER. MRE 777, BIFEEEE, B
F chmodén 2R PR FIFF T,

EfREHRRARBRUETERRE 22


https://docs.aws.amazon.com/vpc/latest/userguide/what-is-amazon-vpc.html
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ERAEER

£ Linux AR LR EBR RS 0EBH

MREBERERRARIF[EEBHEES Linux REBREG ORI, MIXAHITTISR , UE

Strategy Recommendations BRER ERIRESE T AKEE R

NREERAEBAERXAMB[REBRTREME (CA) , RMEZJEEALEE,

£ Linux AIREF LR ERFE S 2 BFE

1.
2.

BEREANAEERMARSENERAERRE,
W ERN LB EMERT CA,

BAUETINERIMERNLEER
/opt/amazon/application-data-collector/remote-auth/linux/keys/id_rsa_assessment.pub

AR ERLEMEEEN CA, TREEBH.
#E—ESRELNBRERIINERFHTINE

/opt/amazon/application-data-collector/remote-auth/linux/keys

BENBBS AR id_rsa_assessment-cert.pub,
ERESRUBRERMBERERERE,

# Windows Al BR 88 L 3% € 1= i {a] R 25 4H 78

RIE R SRR RE P RRE R I A R B AR RS RE Windows , RIKAMIT AL R | LMERKE
BUBEEHR,

@ EEH -5 7 HRERBAKRELHITH PowerShell IS | SFRIE B,
SEEEA PowerShell i ﬁfﬂiﬁ&ﬁﬁﬂ%ﬁ’”ﬁﬁ% YERTE . EERAM Windows

NT LAN Manager (NTLM) , j]‘:}i—: 'AllowUnencrypted" WSMan @A H E &% E A false ,
DHARMEVNEREIREIMENRE. £A Microsoft IRIENIE T New-
SelfSignedCertificateEx.pslEBI BREZXERE.

FMEER HTTP #EEXH WSMan HTERASEBEEHN HTTPS #EEX —EBKR. R
% K CEEIHN HTTPS #EERX, ©tEA TCP EIZIE 5986 B EARXBRA, E&

#—ELRD , WinRM IRBEEHRE

EfREHRRARBRUETERRE

23



Migration Hub SEB& 2% ERERER

£ Windows 2008 fa] B 35 L %18 1= i 2 4R 5% & & B E

1. AT SSRBEZEEMRREZT LA PowerShell FR4N,

$PSVersionTable

2. R PowerShell liRAF =2 5.1, 551RER Microsoft XN LZEMEETE WMF 5.1 RV R T EIE
Z%# WMF 5.1,

3. TEFH PowerShell IREFFERALU TS , LAFELR PowerShell 5.1 BEZRE,

$PSVersionTable

4., BRET—HLR, HPRAWMAE Windows 2012 RESIRA LEBEIHERREERBE.

£ Windows 2012 M EF M4 [ fR 25 LB BE IR ERFREE R EE
1. T3 URL TEEEIESE

https : //https://application-data-collector-release.s3.us-west-2.amazonaws.com/scripts/
WinRMSetup.ps1

2. New-SelfSignedCertificateEx.psl 8 73 URL T& , YBESHRIETEH NHERER
RHWinRMSetup.psl :

https : //https://github.com/Azure/azure-libraries-for-net/blob/master/Samples/Asset/New-
SelfSignedCertificateEx.ps1

3. HEERRE , FEMAEARZEXMAERSE LT THE PowerShell 551,

.\WinRMSetup.psl

(@ Note
IR Windows Remote Management (WinRM) K% Windows Remote Server L IE#ERE , Al
REARBREERNERA SR, IRBLEEREEN , BLARDE LW T IILEMERE
FEEZMARSFNBRE
/opt/amazon/application-data-collector/remote-auth/windows/certs/ads -server-id.cer

MERBRR  FEHERERNKERERF.

EfREHRRARBRUETERRE 24


https://docs.microsoft.com/en-us/powershell/scripting/windows-powershell/wmf/setup/install-configure?view=powershell-7.1
https://docs.microsoft.com/en-us/powershell/scripting/windows-powershell/wmf/setup/install-configure?view=powershell-7.1
https://application-data-collector-release.s3.us-west-2.amazonaws.com/scripts/WinRMSetup.ps1
https://application-data-collector-release.s3.us-west-2.amazonaws.com/scripts/WinRMSetup.ps1
https://github.com/Azure/azure-libraries-for-net/blob/master/Samples/Asset/New-SelfSignedCertificateEx.ps1
https://github.com/Azure/azure-libraries-for-net/blob/master/Samples/Asset/New-SelfSignedCertificateEx.ps1
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ERAEER

RN RSN A ARER ERERAREREE
ERANT S , BRENKESNARSD ERREEMIE,

collector diag-check

o TERARFABHT - EZEHRE , IHRAUNBERHBA,

£-aBRATHEA GTTH , BFEERETHKR , £ DiagnosticCheckResult.txt #R A ES# H,

collector diag-check -a

B LA E EEZAREEN IP it 2 B —RREBINARSAR EHTOERE,
THEEHIEERR IR ERE H
Linux {alBR 2%

Provide your test server IP address: IP address
Start checking connectivity & credentials...
Connectivity and Credential Checks succeeded
Start checking permissions...
Permission Check succeeded
Start checking 0S version...
0S version check succeeded
Start checking Linux Bash installation...
Linux Bash installation check succeeded
All diagnostic checks complete successfully.
This server is correctly set up and ready for data collection.

Windows {al iR 25

Windows PowerShell Version Check succeeded

BREEMBRENERE

25
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Provide your test server IP address: IP address

Start checking connectivity & credentials...
Connectivity and Credential Checks succeeded

Start checking permissions...
Permission Check succeeded

Start checking 0S version...
0S version check succeeded

Start checking Windows architecture type...
Windows Architecture Type Check succeeded

All diagnostic checks complete successfully.
This server is correctly set up and ready for data collection.

T 3 S350 BUR IR U /A AR 28 B A BRI A IERE RS R R VR RRAA S0

Unable to authenticate the server credentials with IP address ${IPAddress}.
Ensure that your credentials are accurate and the server is configured correctly.
Use the following command to reset incorrect credentials.

collector setup —remote-server-configurations

B8 5 : 1£ Migration Hub 12 A AR EZRRINEGES
AEFEREA AT FE Migration Hub = AP HEARKBERRERIESEBES.
B

1. ERSE PRI AWS WIRFRERES , BA AWS BEE XA WHELR https : //https:/
console.aws.amazon.com/migrationhub/ B9 Migration Hub &,

2. 7& Migration Hub =# A5 8EE KD |, BEFEFRE,
£ Migration Hub SREEEZREE L , EBERBER.

4. MRERFEESF Migration Hub ERFHEVRKERZ AR (SLR) , FEERE. WF SLR WEFF
HEF , F2E SHEHXRERTARBESAR,

5. FREEHRNKR

HER 5 HUISER 26


https://console.aws.amazon.com/migrationhub/
https://console.aws.amazon.com/migrationhub/
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a.

g.

EREANIOREEL , SUERTHREREES 0 AREIR

i REZEBERAENERWES - ST LUEAREEB USSR B BHE VMware vCenter
PEEEVMs BB, ERLEE  EFFERITHRINNRE

i. FHEA-NREEBRHEIEAQBRBINEARRNNESR  SAUERARKEREAR
R, EAHAR—E JSON R , EULEHFEER VMs AT AER.

iii. Application Discovery Service — & A] LA /] Application Discovery Service RIS
I EEAERMARIIWHEBENR. £ Migration Hub EEANITEERT |, &0 L
HRRRIETHZEBEFETIERE, Gl , B LLERE Application Discovery Service
Agentless Collector, AWS Discover Agent 5 Import ( EBFH® CSVER ),

ARFAREERBEEENRERERTNERES LA T RANRRER.

EEEMNEREXERKERT A SIHEERENEAENENNER, WREHREE
FAERRES  BUATRERGERS K RARMBBE. WFEFHEA , FBRLTE 1 TH
EHEBRERRIR 2 . BEXRKERWER

® Note
HENERMER  SLEAREEL —ARAENENRERIHTEARIERE
Ao MEBREEFIREREFNERTHEEAREXBRER , EULIERERARE
NEREANGER, B LEERTEEBERRIR,

MREEMFHEA  FEEAFHAEAT , EEMEEA,
HEABBED  BAEANER,
#t¥ S3 EFRTE URI, M AZE LEE A JSON £ S3 RFATE URI,

/A Important
S3 EFITEEMNSALFE Bf¥Emigrationhub-strategy.

igg-l:_ﬁo

6. BEMREFRE

a.

b.

EHEEREFREEAL , RELHNEKEEZNBBRFHRE, Strategy Recommendations &
BRBEEENRERE  BREBNRARCERAEXNERENREXRK, ZAUHEEREEE
E(REFEE,

igg-l:_ﬁo
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7. WEXRER.

a. REERENERRRENERRTRE.
b. MR—YIFERREIERE 6 HRERBER DN, EXPMENRRIZEEMATHIRE , UK
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.
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FEUEHEE (ACL), B, 7E., REME, f&hPublicAccessBlockfBRE, F&TEARANE HIAR
B8 | AR EB M SHEY Strategy Recommendations FRfE A S3 T A G iB AN ZEUE,

 secretsmanager — LFF £ & 77 EX Secrets Manager 5K BE B 5B P 55 FH O B 25

EERGILBERWETH , F2E8 ( AWS 2EBRZEIEMAWSMiIgrationHubStrategyCollector) H
M o
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ERAEER

BIBBURBERRERELBELURKKER . AWS RERKERMNFAER. NFLEESENS
BiRE  FIIARBERXMHELGCHER LA RSS HE,

g2E

AWSMigrationHubStrategyCollector — &
MERBEE

AWSMigrationHubStrategyCollector — &
MERBEXR

DU

HBREEMATE
PutLogData . GetPortin
gCompatibilityAsse
ssment ., StartPort
ingCompatibilityAs
sessment StartPort
ingRecommendationA
ssessment FGetPortin
gRecommendationAss
essment FEARENEIAH
¥, UAFEAE SR
RIS B F MR EEER
7. GetBucketLocation
24 Amazon Simple Storage
Service (Amazon S3) #7i8
ListBucket M , AX#EH
wMIEE LE, PutMetric
Data t¥7¥8 7T PutLogDat
a M, UAAFERBEZRKESR
1% B NEREEERB AR

WEER S PutMetric
Data # PutLogData Hf
EEFHT, ELHESRTF
AR ERIRENLE
BEMERER. LEMH
EHERE | SRR

aws :ResourceAccoun

t M , aws:Princ
ipalAccount LAEUBHEA

Date

2024 ¥4 A1H

2024 2 A5H
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ERAEER

gE

AWSMigrationHubStrategyCollector — &
MERBBXR

AWSMigrationHubStrategyCollector — &
MERBBER

AWSMigrationHubStrategyConsoleFullAc
cess - B EBRBFBUR

AWSMigrationHubStrategyCollector — &
HERBBER

AWSMigrationHubStrategyConsoleFullAc
cess — RRENRFIR LRV FT LR

iR
A& Amazon Simple Storage

Service f1 AWS Secrets
Manager EERIEF AT o

HBEREFEA T 5 Amazon
S3 APIs E# : CreateBuc
ket . PutEncryp
tionConfi

guration ., PutBucket
PublicAcc

essBlock PutBucket
Policy . . PutBucket
Versioning #
PutLifecycleConfig
uration o

BBREHRERTET , U
AT TR,

HWBEREE#HMA=ME AWS
Application Discovery
Service APIs — DescribeC
onfigurations .
DescribeTags #l
ListConfigurations

IR E LA UpdateCol
lectorConfiguratio

n BEEH. LBFESHETHR
SERRAVAERE |, DUEERREE.

AWSMigrationHubStr
ategyConsoleFullAc
cess EB RFEAELHXR

B 2 5 AR TS 1Y S B 7 BV AWS

EEFEAR,

Date

2023 9 A 15 H

2023 3 A8 H

2022 £ 11 A 10
H

20229 AT7H

2021 10 A 25
H
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g8y iR Date
AWSMigrationHubStrategyCollector — £ AWSMigrationHubStr 2021 £ 10 A 25
FRRED B 42 L T BUR ategyCollector & H

& F £ A& 7B Strategy

Recommendations AR #
PR , AR EEY/E AE2RR % AH R
M S3 EIFATRFEUE, TIE
& F Amazon API Gateway t
ERFNIEENFEE AWS
LAX% AWS Secrets Manager
FEEUR B FEUE,

AWSMigrationHubStrategyServiceRolePo  AWSMigrationHubStr 2021 £ 10 A 25
licy — ¥ H B R LAY 3T IBUR ategyServiceRolePo H

licy BRBEZAGBER

£ AWS Migration Hub

#9 = EU AWS Application

Discovery Service, HWBZE

% F 7 Amazon Simple

Storage Service (Amazon S3)

PEFHREHETA
R ERRBEREE RHEZFHREHRHE AWSE 2021 F 10 A 25
EBRNEE, =]
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RIBER , FRENACRERIIBERARKERERNAT, eERTHERAEHEMFTERNITEME
RYEFA , IAM EEE AT BUZ I IAM K,

WEE T AR fE AR IE L Ei ] JSON BURSMHE I IAM 55 BBER | 528 (AM FAEER) vHE
¥ IAM BUE (E8E).

NERBEBTERBFENEREENFRET S RSEEREEN ARNs KX , F2H8 (BH
RESE) W Migration Hub REEEZBIEIE, BERMIRH SR,

ES |
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awsmigrationhubstrategyrecommendations.html
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- BRGEE®

- FRAXKERIRE

- AFEREREMMBESHETT

- ZH1—18 Amazon S3 T

HRREEK

BoRRREYEERFANEBAESRETURY, FRHMBRRBEZER. ELBETEIRL
B AWS tRFEAEM. ESRVSRES D HBERE , FEE T EIRERSER

- FRIEER AWS SEBRRYEOREERITT - eERBEATRTENCERAENTELSE  FEA
BAARTFHSEREARIIN AWS REBEK, eMTELN FERA AWS 1kRF. BfIEREE
ERENEARI AWS WEFZEBER , E— SR, NFEZEA , F2H (AM EAEE
) FH AWS XEBRSEBHENAWS XEBXK.

- ERAREHERT - RE IAM BERNFAR  FERTHTERMTNTT. KERLEN , B
UESERERG T AUHBEERRENEE  EUBAREBERITT. WEER IAM ERAFFA
MNEZHEES , F2H (AM EAEREE) P IAM FHBEERAEFF .

- £ 1AM BUR R BV R — SR B FEUE - BRI LSRG FIBZE B |, URHIEEME RN EFEE.
flan | WA AR BBEERRG , EEXAMEM SSL BEFARER. MREBRIFE Hlun FHRKEENE
AWS FR#& , &t ] LUGE A R4 R 1R 5 HZEUE CloudFormation., MEFFMER , 528 (AM £
Hi5E) PH IAM JSON BUEETE : 1§45,

« f£/ IAM Access Analyzer B IAM BUER |, f{RFT I 24 B 7 IEEEE - IAM Access Analyzer B
BHBEMBEER |, BRELBERER IAM BURFES (JSON) Ml IAM FRIEEH ., 1AM Access
Analyzer {2t 100 ZIEBERRERVEATTHNER , IHBERERLBERANBE. WEFEE
A, F2RB (AM EAEERM) PREA IAM Access Analyzer Br 5 BUE.

- FESEEERT (MFA) - MRZHRPIFE IAM FEHES FHRERAE AWS 1R |, FBBR MFA
DESZ4M, WEEFWY AP BERER MFA | Bi& MFA REHEBEENBER, NEHAE
#A, m2HE (AM E£AEERE) #1ERB MFA &Z £ APl 77EL

WFE IAM FREBBWERER , F2H (AM EREER) 1 IAM Z25EEH,
ERARBEREES

% Z7H Migration Hub REEEZEIF R A , BXEHE —HEREHF T, ELHFASHEAFEY EMEER
FERBEZERNFMEEA AWS IRF, RSBV HSEANEFITERENEOBER |, IERE
EZHRNER (FHEHAR) MS , THRARBELINTEREE,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
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HRMEFW AWS CLI X AWS API (9ERE |, BTAFERFREBEEEGHT. Rz , REAHFIA
B ERBMITZ API BIENBER AT,

ATHEAREAENACDPATUFEARBRERERS , LEKKRKERConsoleAccessTReadOnly
AWS ZEBREZEIER. WEFMHER , F2E (AM ERAFER) PHFETTIERE.

AFFERERAMMAE ST

WEH S REBMMRIBER , AFF IAM ERERGH MEBAERES2NARRZEBR, BER
AEETEAETHMEA S AWS CLI AWS APl LB R A X TR B ENEFT,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
1,
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}
]
}
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
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FEL— {8 Amazon S3 f#1ZErEE

EWEHIF | BRERT IAM EHAE AWS tRFE FEEAF —{@ Amazon S3 #EFETHE BVEPRamzn-
s3-demo-bucket, BHEHFELERFFEHAEIIE,. EFMAMBERDH.

BRTIRFAMEAE s3:PutObject, s3:GetObject B s3:DeleteObject FA 2 , Rt ERF
s3:ListAl1lMyBuckets, s3:GetBucketlLocation B2 s3:ListBucket & d, EEXRFIEAE
EMREINFT, EEE s3:PutObjectAcl B8 s3:GetObjectAcl BifEFREE XA HPER, BT
BERE EYIH, IESFIRTFEAELEAZEAETIENGSNZSHER  F2REHETHR . £
RAERAERRREFIHRBEFITEBNEFI.

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid":"ListBucketsInConsole",
"Effect":"Allow",
"Action":[
"s3:ListAllMyBuckets"
1,

"Resource

arn:aws:s3:::*

"Sid":"ViewSpecificBucketInfo",
"Effect":"Allow",
"Action":[
"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource":"arn:aws:s3:::amzn-s3-demo-bucket"

"Sid":"ManageBucketContents",

"Effect":"Allow",

"Action": [
"s3:PutObject",
"s3:PutObjectAcl”,
"s3:GetObject",
"s3:GetObjectAcl",
"s3:DeleteObject"

4By SR 5 63
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/walkthrough1.html
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1,

"Resource":"arn:aws:s3:::amzn-s3-demo-bucket/*"

¥t Migration Hub SREEEZE S 7 MEIEETHEZ &
FERUTEARGEEDE NS EFEARKESRN IAM RIEETNE RBE,
FE

- BERERRESDPHITHE

« EAREBHIT iam:PassRole HZ#E

- BEERARNENER

- REEEE  BMEAHMAFTERERES

s REEARF UNWAE AWS IRFE FERRARIEIEZER

BERERBEEZPIATIRE

MR AWS EEFEE HAEEENT BE , AIXABBENEEES KRG, ENEEESRALE
HEREZBNEBRHALS,

LT #EHISEERETE mateojackson IAM EAEEHAEAETEEMBEER my-example-widget EIR
WEEMER , BAIRAEM migrationhub-strategy: GetWidget FFAIBEE 4,

2

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
migrationhub-strategy:GetWidget on resource: my-example-widget

FELERT , Mateo EFREBEEFTHMMANBER , AFFMER my-example-widget EEFE
migrationhub-strategy:GetWidget &R,

R AREEHIT iam:PassRole I

WMREWBER |, FEHEEEHIT iam: PassRoleBE , BNBERLAERH , UAHECKABGEES
REGER,

bad 3713 64
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BE AWS B# AIREEREACEEGERE K MAREYFNEBXACIRBEELC, NFH
TR , L ARERACBEEZ BB,

E€A W IAMmarymajor EAEEREA TR EERKEBTITEFE  SBETIEHIER.
BR , BFFERBHEEREBHCRTHFT. Mary REKAGEERGRBHFT,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEEERT , Mary WEURAEEH , RFFM ST iam: PassRole Bk,
MREBEERGE , BHEEN AWS BEEEE, ZFNEESREHENEARR.
BEERAENENESIER

EEEY IAM ERAEEMESRE , EUUERRELNFNRER ID. B2 , BEEIBABKRENILE
FHER, BRERTRRER  EL4ABRUTNFHERY.

ENERTESMEIRD - FEHES® ID (Hlin AKIATOSFODNN7EXAMPLE) MFAA R ZELE S (Hm
wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY), MEFERAERBNZRE K BLB—RBERAE
NE#M ID MAZFHRE|/RBIFENFER. RUHENFEAEEBNEE & KL EBEENFE

/A Important

B ENERSREHEE=S  EERHMSHRENEEFRE D, EREHEKM , BL
FEAKAEFZEUEN AWS 1RFE,

BYFTHERYE , S8RIRET , BEREEFNER D NILBEFIERAETELR2UE. WERF
MERASELBRITHRRETR —X. FRERTAEFRZR A LLEBFTNFRERTEIE
B IAM ERE, EREZTUHEMEFRER, EECAMEENEZR  ELALMGRE+F —ESR
W, IRBEUFNERY, FERARY  F20 (AM EFHEER) PHNEEEFNER,

EREES , BEAFEMAFIUREER

EEAFHMAGTIERER  SX4ASTIRTEEFRNASSEARR., MREFEH AWS IAM
Identity Center EXEABFEARER , BUUSFITERERECEHAESHE  UERHFEIUER. 59
SERHEIL IAM B , UEHIERGEZIASREARENEEBRN IAM A€, WEHBENR , 52
BIAWS IAM Identity Center { fEF&EIER) FHFFAE,
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https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-identifiers.html#FindCanonicalId
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html#Using_CreateAccessKey
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
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MREFZAFEM IAM Identity Center , AIXEAZTEFINWAESREAERNEYL IAM ER (FAED
Al)., RE , CXEBBFEZIER  URTFMOMARKERIPINERSTT. RFTFTER, FEEA
ERREREAESIEARIHRAS, P ERELEEAERNRER AWS, EEHE—F 7 B
B AM ERAE, BE. BERNFET , #28 JAM FAEER) P8 1AM B9 MBE M,

BRIEERF BN AE AWS 1kF FRIENKBEEZRER

BRNEY—EAE  BEMIRFHNEREIEEBABHASTFIENER, SIS EE R
EEENHDERAR, HUXEERERNBERIFIUERBE (ACL) IR , R LUER FBL R
RRBEFAEFRENE RN,

WMFE-FTH K F2EUTRE

- TETHRERESBREAIEELIE , B2 E Migration Hub FREEERZ N EE IAM FEELE A,

- BETHRNMAWS 1RFE EEBEN ERCBRERAEFIE  F260 (AM EAEER) FHEEHE
B AWS 1RF B9 5 — 1@ IAM £/ & PR FEE,

- BETROMEERNEFIERMEE=S AWSIRF | 28 (AM EAEER) TS FEER
HIsE =5 AWS IRF #H,

- METROMEBKRE S 7 RUEIHE , F28 (AM EAEER) PN FIREREEEENITE
THEIRENERE BMEE D).

- METHERAAGNEREBRETEIRFFNCENEZR , F2H (AM £REER) P/ IAM
Y Bk EIRFEL.

HFHERERERABRBTEEAR

Migration Hub SRBEE i H AWS Identity and Access Management (IAM) fRi§E#E A G, RIEEL
AEREEERAZERKESRNE — IAM ACEE, R ELAACHEKERELESR YT EXRE
RE|EFWEM AWS BRIEFTENFIERF T,

REEFACTRELERRBBRERKER  RARTAFHMELENT T, REERERHREE
BAGNT  REZSFER  FARARKBEBTUREEAS, ERNTISEEEBREMEFAIK
R, ¥ AZFFABRT R EEIME A EA IAM HE.

NEABEXERBEFACGNEM RBENEF  FSEAWS RFE IAM BEEA  YERKESS
ERTSREARNERE., BEERERNR , SIRERKRBEHRIHER A3 H.

ERRBERAR =


https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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REEZNERBESARTT

Strategy Recommendations £ i & & AWSServiceRoleForMigrationHubStrategy #IRI&EHFE A G |

I & H B AWSMigrationHubStrategyServiceRolePolicy IAM BUER 2 37 B35 — 32 AWS Migration Hub
M BV 7ZEUE AWS Application Discovery Service, LBERt R F 7 Amazon Simple Storage Service
(Amazon S3) FRAFHRENFF A

AWSServiceRoleForMigrationHubStrategy R BB BEET I REEEIZAE :

* migrationhub-strategy.amazonaws.com

AEHUBERATERERTH T IEHE,
AWS Application Discovery Service Bj{E
discovery:ListConfigurations

discovery:DescribeConfigurations
AWS Migration Hub Ej{E

mgh: GetHomeRegion
Amazon S3 Ej{E

s3:GetBucketAcl
s3:GetBucketLocation
s3:GetObject
s3:ListAll1MyBuckets
s3:ListBucket
s3:PutObject
s3:PutObjectAcl

EERRLBERNGTT |, 28 AWS REHXRSEE
BIAWSMigrationHubStrategyServiceRolePolicy) H# .

EERAUBRNENRE LK , F20 AWS ZEBRNRIEEZEH

ERRBERAR =


https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSMigrationHubStrategyServiceRolePolicy.html
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BYMERENT , IAM ER (WERE. HENAR) TURY, FEIMREKERASE, MFEFM
&, F2H (AM £REER) PHERBEEAEF .

AEMEREYRBEEAS®

BAEEFHEIRKERLAE , EEEE AL Migration Hub £ HIRFEHEN RIEEZAE® (SLR)
B AWS BE XA , Strategy Recommendations € A& & RIGERE AR,

EEMBREBREEEAR  CREEBREY , ZUUERFHEAHEEFEFRIAR, EARE
A FF Migration Hub EIRF BN REEE AR (SLR) i , REEEZSBAIALELREEEAE,

mERBEBNREEGAE

REEZRT N EBIREE AWSServiceRoleForMigrationHubStrategy R EHE AR, HAESEESE T
RESERBELAR  FULELEEVACGCAREFACER., TB , BullFEARKERTE
A. CLI 5 API {fREE A K IEIR,

MEr R ER B EF AR
M IAM FEMREREEEA S

5/ IAM £3# & AWS CLI, = AWS API &fiBx AWSServiceRoleForMigrationHubStrategy AR #5:&E
‘At, MEFMENR , F28 (AM £AEER) PHRREEEEAE,

fIBx AWSServiceRoleForMigrationHubStrategy SLR FifE MV RIS BB E R , BEEZHEMEAITEH

MR ( EERBHNER ) . tEEFTEMETSTME. MRPGHEERT, Bl IAM EEEHH SLR
MiBRE KB, R SLR MBREAK , BULUEFMEESEETHEREHAMER. MR SLR 28] , EFFE
BREMEEINER,

EKREBRBERACEN B

FREBXEERUBRBNAMERETFERARBESEAC, MFEFMENR , F2H AWS EHERE.

I]I‘H

Migration Hub RE§EZZFM A HE VPC im2: (AWS PrivateLink)

A LAY A E VPC %2, & VPC # Migration Hub RMEE BV EER., REIKEZRA
AWS PrivateLink#% i, &i® AWS PrivateLink , A AFA T FEURBEER API 21 , BEEBRERRE
B, NAT #&. VPN E#® Direct Connect E#R, VPC FHETEETEEZELE IP bt , BIA/ 8
Strategy Recommendations API ##{E@. VPC EERIEEZR B REEREE Amazon B H,

BENE TR HETHEE TN NS EEEERTER R
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-eni.html
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MEFMEER , 528 (Amazon VPC A EERM) PHRME VPC imE (AWS PrivateLink).
KEEEE VPC mENEEEHE

ARBEBRRENE VPC wE <8l , FE4HE (Amazon VPC A ERE) Y/ Hiw 25 14 R
#FIAWS PrivateLink Bt%E,

REZZEREN VPC HILEMAE AP B, EEFEAMARKER  BLAR VPC i,
ARMEZEYNE VPC inE

& T L ME A Amazon VPC E£# A5 AWS Command Line Interface () BEEZRET VPC iHEAWS
CLl, MEFHMET , 528 (Amazon VPC FRAEEE) THELNEIHKE.

FEATIRBEBELRKEEZRN VPC ind
e com.amazonaws.region.migrationhub-strategy

MRERIHIFERAFLAE DNS , BRI UFEA R TR DNS EBOREEZRRE L API BXR, fill , &
A LAEA B migrationhub-strategy.us-east-1.amazonaws. coms

WEFMER , F2B (Amazon VPC EREER) HHEIBIT HiRHFEURS.
ARMEZEY VPC inBBUR
BRI IR BURIERZE VPC imdh , SUEHIEREBNFE. LEREEETIE

%II

- AEATEIMERVERE.
- AEATHIENE
- AHATELBIFREIR,

MBEHMET, , BB (Amazon VPC EFE M) FRIEMA VPC i B2 48 B L,

g6 : REEBBER VPC InBBER

LA 2 Strategy Recommendations Ky um B BUR €6, EZFmEE , WBRERTFHAEERLAMEE
SEARPTYIR B EREBIEN FEUE,

{
"Statement": [

VPC %2 (AWS PrivateLink) 69


https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html
https://docs.aws.amazon.com/vpc/latest/privatelink/vpce-interface.html#vpce-interface-limitations
https://docs.aws.amazon.com/vpc/latest/privatelink/vpce-interface.html#vpce-interface-limitations
https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-limits-endpoints.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#create-interface-endpoint
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#access-service-though-endpoint
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-endpoints-access.html
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ERAEER

{
"Principal":"*",
"Effect":"Allow",
"Action":[
"migrationhub-strategy:ListContacts",
1,
"Resource":"*"
}

Migration Hub SRE& R & AT

HE T AWS R A Eﬁfﬁ ATEEEA , F2EAWS R SR SHEENRRRIFLRER

MERETE. MFE-—REF , F2EAWS SH5E,

WA LAER TEHE=FBEIME AWS Artifact. NEFMEF , F2ETEHFS TE AWS Artifact,

BER BNESREME AWS R BURREBNEZE, BLANERER,

yu%ﬁﬁﬁ E ;EEEEE’J n$€‘lﬂﬁ‘ﬂ AWS HE% nﬁ =z Eﬁ AWS Kéjﬁ:

AR B R R ERNER

EREERRE
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"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalld": "777777777777",
"arn": "arn:aws:sts::111122223333:assumed-role/myUserName/...",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalld": "777777777777",
"arn": "arn:aws:iam::111122223333:role/myUserName",
"accountId": "111122223333",
"userName": "myUserName"
.
"webIdFederationData": {3},
"attributes": {
"creationDate": "2021-09-20T01:07:16Z",
"mfaAuthenticated": "false"

},
"eventTime": "2021-09-20T01:07:437",
"eventSource": "migrationhub-strategy.amazonaws.com",
"eventName": "GetServerDetails",
"awsRegion": "us-west-2",
"sourceIPAddress": "",
"userAgent": "",
"requestParameters": {
"serverId": "ads-server-006"
.
"responseElements": null,
"requestID": "@7D681279BD94AED",
"eventID": "cdc4b7ed-el71-4cef-975a-ad829d4123e8",
"readOnly": true,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
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