adws

M A B ST
AMB Access Lb4E#&

Copyright © 2026 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.



AMB Access Lt HBEABER

AMB Access Lb45¥: BHEE A BIE™

Copyright © 2026 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.

Amazon WA EMEENB B RAMEMIE Amazon WERBRYE , BT ITREERFF IR
&, R EDSE Amazon BEZENHNFEH Amazon WEEZENEENE, A HEHMIE Amazon 5
ENEENAHRSEHEENME  SLHEETEMEBR Amazon , RE Amazon BEEBE , 7R
=% | Amazon #B8f,




AMB Access Lt HBEABER

Table of Contents

ftBER Amazon Managed Blockchain (AMB) AcCCesS BItCOIN ? ........cccoeevviveieeeeeeeeieceeeeeee e 1
BRE—IRER AMB Access BItCOIN M 2 ..ot 1
= OO 2
=% 11 OO 2
3= 5
vD a1 == RO 5
BRI AN S e e et — e e e e e e e e e e e aaaa 5

B EEEEITTH JAM B e 5
ZHFEZTE AWS Command LiNe INTEIFACE .......ccvooeeeeeeeeeeee e 6
o= OO 7
BBIL LAM IR oottt 7
TFEFEE RPC FEB ..ottt ettt ettt 8
AWSCUIT RPC BB ..ot 9
NOAE.JS RPC BB ..ottt e et et e et e e e ae st et e e eneseestenene e 10
IEiB PrivateLink BY AMB ACCESS BItCOIN ........ccviieiiieeeeie ettt e e en s 13
Jua =g = = R 15
B Bitcoin (BTC) SALMEEFIEI BTC ooovoooeeeoeoeeeoeoeeoeoeeoeeoeeoeeeeeeeeee oo 15
el ilnat = rp s b 15

B R LA B B I T B B Tl B o o 16
BB L R R oottt 16
EEAEBE JSON-RPCS ...ttt e e e e et e e et e e et e e e et e e e et e e e et e e e e e e e eeeees 17
STBEHY JSON-RPCS ..ot e et e e et e e et e e et e e et e e e et e e et e e e e e e e e 17
T oo e ——e e e e e e ———eeeeeee———eee e e e e —eeeeeeer——eeee e e ———eeeeaar—————aaa 21
=g OO 21

B Bl B e et e e et 22
LRy 1 RPN 22

B ERIFEUE IR oottt bbbttt 23
S T 23

B B D R ettt 23
R = e R 25
Amazon Managed Blockchain (AMB) Access Bitcoin 301{aE2 IAM FEEEA ..o 26

B BIBEREIB ..ot 31
g 37 3RO 34

(03 oYU T M= 11 I = 3OO 37




AMB Access Lt HBEABER

CloudTrail FH) AMB ACCESS BItCOIN BEE ..oooe oottt e e e e e 37
THE AMB Access Bitcoin B aElE B IB E ..o 38
A CloudTrail JBHELEAFUE JSON-RPCS ...oooeeeeeeeeeeeeeeeeee ettt 38
............................................................................................................................................................. xli




AMB Access Lt HBEABER

ftBE 2 Amazon Managed Blockchain (AMB) Access
Bitcoin ?

Amazon Managed Blockchain (AMB) Access & &2t Ethereum H Bitcoin IAH EBIRFEETRS |, Bt
Al LA A Hyperledger Fabric R EZ VA EERERE, BELFEZPRE  UELAFERERS |
DELEE, E—F (BEA) N FEREHINNERRIZSEF API 84, HRFERZFIREE
MERARS Sl RELSENETERERER, BEAPI BRETELZE, BEUHENERRELIR
MUK IERYE RSl EEEREEARER,

AMB Access RZEREMETRELNERHEERRERY : SHAF EREMEBRFI AP BENE
FERESHENER, CAEAERMEERNE  £IUEYNER LA Ethereum ESREETEMILAE
Hyperledger Fabric [E3REEMEE K HEBSFEA. T8 , AMB Access Bitcoin LA APl RERH ZTH
FEm , RH API B#& 5 H Bitcoin BIRHEER , HHEREREHGHERIBREFHLA,

Bitcoin @ — A H N [EIREMEEE , TR SRR RE M E % Bitcoin (BTC) sHEZ EEMN Z£peer-
to-peerXX 5. Bitcoin BEMEA, SFEME. SRBFEANF., BFEFEH. EEERERE—EXXRE
T, BEEm , IARABRERNATLFERENTTE 28Kk, £/H Amazon Managed Blockchain
(AMB) Access Bitcoin , #& 8] LUiE 8 [& 13 i B 77 EX Bitcoin Mainnet 1 Testnet AR EE , B LUER
ZERRBRBEXRS. REREIRER , LUK WA Bitcoin Core E1% A Fis L7l A JSON-RPC &R, f#
FAEARSFLESERE  SUNEITAEBERARR K MTARRERESWIE, flHmE. #EBENEG
HEEHHSKEH, ERCREELRERE, EEEBXN  EROMLBEEREER K CRFE
A4 AMB Access Bitcoin 3&i8 Lb 4% ¥ ik B H V55 R,

B E— " EH AMB Access Bitcoin 15 ?

WMREEFE—REHA AMB Access Bitcoin , B3R EBBEUTEL

- BB : Amazon Managed Blockchain (AMB) Access Bitcoin

« Amazon Managed Blockchain (AMB) Access Bitcoin A P9

« f£ Amazon Managed Blockchain (AMB) Access Bitcoin Y Lt 45 %5 {# F 22451

« X E#E Amazon Managed Blockchain (AMB) Access Bitcoin B Bitcoin JSON-RPCs

B2 — XMEH AMB Access Bitcoin 15 ? 1
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EA#EM#L = . Amazon Managed Blockchain (AMB) Access
Bitcoin

® Note

AIEMBRBRERBEFETI TR S, SLEBSTREIHN, BB, X5, proof-of-
work, #8., NEMNALEL®. K%, E£H Amazon Managed Blockchain (AMB) Access
Bitcoin Z B , B EM I Bitcoin B3 X4 F Mastering Bitcoino

Amazon Managed Blockchain (AMB) Access Bitcoin ] # & #&{r] fR 852 EY Bitcoin B , MEE LM
BEFMEETT Bitcoin EMERIE , TIHEH R, BAFERALLZERBRIEEREF M FISERER | &
[ 2824 27 2o g3

AMB Access Bitcoin B ZE#Zi%EiB#11T Bitcoin Core i FimfY 5T B &I R FH Bitcoin #85% , EHE I
g8 , WX WA JSON EwEF (JSON-RPC) M, #&a] LAl A Bitcoin JSON RPCs B2 Managed
Blockchain & #) Bitcoin EiZhiEA , LLEE Bitcoin #¥ E &, 3&Ei® Bitcoin JSON-RPCs , & A LAfE
F Amazon Managed Blockchain [RIEBERERMNBEAR S , SEEHER R Z ERZE Bitcoin #3
B o

/A Important

BEEREY, #E, FAMEE Bitcoin ik, BHHEEE Bitcoin it HIRNE, HRE
Amazon Managed Blockchain £/ Bitcoin EiZZBBRF LN FMREZ AWS , BIFEE,

£ Amazon Managed Blockchain (AMB) Access Bitcoin B9Z £
PR

- XENSEER

AMB Access Bitcoin X T 5N E#8E

« Mainnet - Zproof-of-work LB REHN A B LK ERTE , AR BTN S LFE (BTC) mEE
. Mainnet LR ZEFERE (ISELERHEX )  URFELFEREL,

« Testnet - testnet EARAIENER LB ERE, Testnet MW EBRRLLISH (BTC) K@ , B
BREEMAE.,

ZE2MRH 2


https://developer.bitcoin.org/
https://github.com/bitcoinbook/bitcoinbook
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® Note
X BB

- XENESE
LT RILRBERN B

=R Code [ 15
EEIRER (Mt S ezt #h) IAD us-east-1
DAME (RR) NRT ap-northeast-1
DAME (BH) ICN ap-northeast-2
SEAHE[E (R hNEK) SIN ap-southeast-1
BUM (BFEE) DUB eu-west-1
BN (1A3%) LHR eu-west-2

- RIGImE

LU 2 AMB Access Bitcoin RIS in S, &EHRKESR K SS4EAFHIEsET—EXEEESNIRE
2,

* mainnet.bitcoin.managedblockchain.Region.amazonaws.com

* testnet.bitcoin.managedblockchain.Region.amazonaws.com

f5ltn : mainnet.bitcoin.managedblockchain.eu-west-2.amazonaws.com

« TXEHEE

AMB Access Bitcoin T3z EL45% (BTC) 1.
. % B 4 % Bitcoin JSON-RPC 5=

£ Amazon Managed Blockchain £ A Bitcoin JSON-RPCs B , &R LUEIBEA Signature 5 4
[REEBREFBEBN HTTPS ERRHTIHRE, ERXRTABIRFHHEE IAM AWS TR FEEHELT
He45# JSON-RPC MRy, EEEHKM , KALR WM AWS BE ( FIEHR ID IR FRE
") o

ZE2MRH


https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html
https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html
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/A Important
s BOEELNEAENERARRPRAAFREAER,
o BEESEMER IAM BUR 3R PR #1%§ {8 Bl Bitcoin JSON-RPCsTFHL,

- EXERXRHBRS

£ sendrawtransaction JSON-RPC 2R E#F LIS EREARENT S,
« AWS CloudTrail i2#& &

BATLAERE CloudTrail 3R528% Bitcoin JSON-RPCs, fIEFMMEN , F2BEH 528 Amazon
Managed Blockchain (AMB) FEUEFEEH AWS CloudTrail

EEFRE 4
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a%E Amazon Managed Blockchain (AMB) Access Bitcoin

5 — X £ B Amazon Managed Blockchain (AMB) Access Bitcoin Z B , SEBEAE RSB RE L
AWS tRF ., T—EFwmuMBEHBER AMB Access Bitcoin,

FRFHMEESE
AWS E—RER 28 , BUARAE AWS RS,
LM AWS

EREEM BF AWS |, 289 AWS IRF € BEFEMATE AWS BR#E , @3% Amazon Managed Blockchain
(AMB) Access Bitcoin, R ESHEFIFERANRKTE,

MBEHREHE AWSIEE | FRET—ESR, NREBERE AWSIRE |, EEATIHRFEEILFIRES,
B AWS IRF

1. B3R https://portal.aws.amazon.com/billing/signup.
2. FREEMRLIETRET
o EMEFFHBRENREA , L EFEEH ARIER,

B8 B AWSIRE , AWSIRFREAESRN . REAEFTEFEKIRFFHRE AWS Bk
®MNER. FARSREEY K FREEFIEERGERE  YHECRARERAERPITEE
BEAEFEREES.

BVEBHEHEFUN IAMEHAE

EEZEVJHEMA AMB Access Bitcoin , U EHE AL EZERREEERN AWS Identity and
Access Management (IAM) ZFEA ( FAEREHE )

RE IAM BT ITH A4S JSON-RPC H0Y, 7£ Amazon Managed Blockchain £ MY Bitcoin
JSON-RPCs B |, e LUEIBE A Signature 5 4 REZBEFRIBH HTTPS ERRAITIHIERE, EX
RABIRFEPHRE IAM AWS R AT LU IT 4% JSON-RPC WY, HEEKM , AR IHEH
AWS BFE (EH£8# ID MAZREHELE ) .

WEMAERI IAM EAENEF , F2HEEAWS IRFHEY IAM £AE, W0FE WA o BUERE
EEERAENFAER  F2EEE AM ERAENTA. NFETHRRFEMAEFTUER AMB

FRFHMEESIR 5


https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html
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Access Bitcoin FIEF AT BUR &4 , 5528 Amazon Managed Blockchain (AMB) Access Bitcoin B & %
BB HI,

ZH T TE AWS Command Line Interface

MEBE W AREEM , BLEFHH AWS Command-Line Interface (CLI) LA 3 B #& s i AWS W&
Ro MEFHEN A FSELEREHFHZIRAELN AWS CLI,

(® Note
HRCLI FW , KFEFNER ID NILBEMER, BTAEERARRER K MTRRHEEN

iR, MBI SHFHER D, ABEFHER , UREHBRMRIPNZ LML, NFHF
WMEF , FSE (AM EREER) PRREEREAERE AWS EREERER,

L FERE AWS Command Line Interface 6


https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
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Amazon Managed Blockchain (AMB) Access Bitcoin AT

£ A A Ei P Fstep-by-stepH B ERTE , T WMEA Amazon Managed Blockchain (AMB) Access
Bitcoin #1T1ER. ELHHIFELRTR — L RAKYE. MRERYVIREA AMB Access Bitcoin , 7&
BEAEENRE— , BRESTHEL LAY, NEFEFMEN , FSBEE Amazon Managed
Blockchain (AMB) Access Bitcoin,

&

« BV IAM R UFEUL % JSON-RPCs

£ 7£ AMB Access RPC #m#Ess L B H S EIRERFTW (RPC) 55k AWS EEEEA
8 1 awscurl 32 AMB Access Bitcoin JSON-RPC 53k AWS CLI

£ Node.js Hi2 H LE45% JSON-RPC 53K

#EiB £/ AMB Access Bitcoin AWS PrivateLink

I IAM BUERUAfFE L 454 JSON-RPCs

# E17H Bitcoin Mainnet 1 Testnet B9\ H i B LT JSON-RPC FEAY | &4 EHEE E

A Amazon Managed Blockchain (AMB) Access Bitcoin B & IAM I ERAEEAER
(AWS_ACCESS_KEY_ID 1 AWS_SECRET_ACCESS_KEY), £ AWS CLI BEZ& % WK iwH | #1T
THaTREL IAM BER |, IEBUEW1E Bitcoin in®

cat <<EOT > ~/amb-btc-access-policy.json

{
"Version": "2012-10-17",
"Statement": [
{
"Sid" : "AMBBitcoinAccessPolicy",
"Effect": "Allow",
"Action": [
"managedblockchain:InvokeRpcBitcoin*"
1,
"Resource": "*"
}
]
}
EOT

aws iam create-policy --policy-name AmazonManagedBlockchainBitcoinAccess --policy-
document file://$HOME/amb-btc-access-policy.json

3 IAM BUR !
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® Note
bR &5 45 7] 3 48 [E] BF /2. EX Bitcoin Mainnet 1 Testnet, ZEEFZEUSEinE , HHEAT
BlActiontn s :

* "managedblockchain:InvokeRpcBitcoinMainnet"

* "managedblockchain:InvokeRpcBitcoinTestnet"

BIABKR®Z , BRBFEEZ IAMEFAENAG  BERREN. £ FAWS EEBX#HAS , BEEZE IAM
BR7 |, WA BUREIEZEZ ISR IAM E 5 & AmazonManagedBlockchainBitcoinAccessi A, 4N
EHMEN  BSREIARNIIERE IAM FEHE,

£ £ AMB Access RPC #r#585 £ 3 i L4 ¥R in 2 R H U (RPC)
R AWS BB A

IERLAER AWS EE XA AMB Access £ LiRENRREREFFI (RPCs), EiBIEL RPCs ,
BRI LR SRER LERER, BANRXXS.

Example

THEHIFERIMMAER blockhash getBlock RPC Hlg
00000000c937983704a73af28acdec37b049d214adbda81d7e2a3dd146f6ed09 HMHEIE A, FRHE
BEMBMARRRBERNES  SBEFHENHEM RPC FiEz— , ARWAFMENMERRE A,

1. BRI https : //https://console.aws.amazon.com/managedblockchain/ B9 Managed Blockchain
FEA,

##E RPC fmiEsR.

FERBERER T , 1B BITCOIN_MAINNETH R B IREMREEE

B getblocktEA RPC HiEo

W A 00000000c937983704a73af28acdec37b049d214adbda81d7e2a3dd146f6eddof
ATHE | RRIBIE o AFREA.

6. R& , BEREX RPC,

o & 0D

Fi2 A RPC &l 8


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user.html
https://console.aws.amazon.com/managedblockchain/
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7. BREELHEENOEERPIREGER. AR SUUERZENRERZUETE-S o, RE
FERREANEREBEDEN

WMEHMMER , 528 AMB Access Bitcoin 18/ RPCs

£ 17 awscurl 12  AMB Access Bitcoin JSON-RPC &3k AWS
CLI

Example

£/ Signature % 4 hx (SigVv4) EAEHK IAM EHEREHRBF R , LUEH AMB Access Bitcoin i 2
1T Bitcoin JSON-RPC PR, awscurl S5 TEAHBIEFER Sigv4 B H AWS RENFER. W
FEHMET , 5528 awscurl https : /README.md.

FERERRECIEEREN HEL % awscurlo £ macOS L |, Z&EHFEA HomeBrew EARER

brew install awscurl

MRBEREIFZE AWS CLI, B IAM ERHEZAERNER AWS EFEHELNREPRE , I
A[#2EY awscurl, R awscurl , EiBW A getblock RPC [a Bitcoin Mainnet 1 Testnet 123K,
WHUESHEEAEENEANERMENFTESE,

THmeEFEAparamsfEF R ELRHE | #& Bitcoin Mainnet Sl EBRERE R |, LUBHEREEUESE
NIEEER, LEHIFER us-east-1inE, BAILAEA Amazon Managed Blockchain (AMB) Access
Bitcoin X ##Y1& A Bitcoin JSON-RPC l AWS EiFREVALLIEIE, Ltk , BAILE it testnet
& Bfmainnet® , LA¥ Testnet BEKIRHEEK , M3IE Mainnet,

awscurl -X POST -d '{ "jsonrpc": "1.0", "id": "getblockheader-curltest", "method":
"getblockheader", "params":
["0000000000000000000105bebab219dd16234a30950d38ec6ddc24d466e750a0"] }' --service
managedblockchain https://mainnet.bitcoin.managedblockchain.us-east-1.amazonaws.com
--region us-east-1 -k

BRUSKEERERNFRER , URTEEFRERTNRZHEEE. F2EATIIEH

{"result":{"hash":"0000000000000000000105bebab2f9dd16234a30950d38ec6ddc24d466e750a0",
"confirmations":2,"height":799243, "version" :664485888, "versionHex":"279b4000",
"merkleroot":"568e79752e1921ecf40c961435abb41bc5700fe2833ecadc4abfc2f615ddcl1b8"”,

awscurl RPC #i 4l 9


https://docs.aws.amazon.com/managed-blockchain/latest/ambbtc-dg/bitcoin-api.html
https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html
https://github.com/okigan/awscurl
https://github.com/okigan/awscurl#readme
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"time" :1689684290, "mediantime" :1689681317, "nonce" :2091174943, "bits" :"17053894",
"difficulty":53911173001054.59,
"chainwork":"00000000000000000000000000000000000000004f375cf72ff64e2404c1589c",
"nTx":2135,

"previousblockhash":"00000000000000000002ffetefe@7ae74ec8b92c7696f5e12b5da506f@15babb",

"nextblockhash":"000000000000000000038f05ddcf3f483fdcb74f4be606c022bcb673424fFa4ca"},
"error":null,"id":"curltest"}

£ Node.js H 12 H L45% JSON-RPC 3K

BT LAE R HTTPS 2R 12H Bitcoin Mainnet  Testnet i 2 , A Node.js FHI R4 https 1E4H
#4T JSON-RPC API Y | SifEAE=1XE , il AXIOS, THIEHIRE L% AMB Access
Bitcoin i B3 H Bitcoin JSON-RPC 53K,

Example
HEHITILES| Node.js IETT , FER T HITREH -

1. BRATEMSR LR RBUMAEES (nvm) A Node.js, BAINEIEKFMEERFENZRRHA,

2. fEf node --versionf S YUMIREIEEMEH Node £ 14 IRREHRA, NMREFE | B LUEH
nvm install 14&% , BHEEE nvm use 14MBREHE & 14 .

3. IRIEEE AWS_ACCESS_KEY_IDFl AWS_SECRET_ACCESS_KEYMAEBEAESEHE t(REMHEBNZEAE
¥, REESHAMB_HTTP_ENDPOINTHA BB E R AMB Access Bitcoin i E

EATHGT  SELBRERAAFKELNFSHR, B TIFEHRABRNERRS IAM EHE
R 5 B E E {E.

export AWS_ACCESS_KEY_ID="AKIAIOSFODNN7EXAMPLE"

export AWS_SECRET_ACCESS_KEY="wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY"
SERFTE SORIEHE | BERRESRE T Ypackage. jsontERMindex. jsiETBER DB AR
%
package.json

{

"name": "bitcoin-rpc",

Node.js RPC #ij| 10


https://nodejs.org/api/https.html
https://nodejs.org/api/https.html
https://axios-http.com
https://github.com/nvm-sh/nvm
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"version": "1.0.0",
"description": "",
"main": "index.js",
"scripts": {
"test": "echo \"Error: no test specified\" && exit 1"
.
"author": "",
"license": "ISC",

"dependencies": {
"@aws-crypto/sha256-js": "74.0.0",
"@aws-sdk/credential-provider-node": "~3.360.0",
"@aws-sdk/protocol-http": "7A3.357.0",
"@aws-sdk/signature-v4": "A3.357.0",

"axios": "A1.4.0"
}
}
index.js
const axios = require('axios');
const SHA256 = require('e@aws-crypto/sha256-js').Sha256
const defaultProvider = require('@aws-sdk/credential-provider-node').defaultProvider
const HttpRequest = require('e@aws-sdk/protocol-http').HttpRequest
const SignatureV4 = require('eaws-sdk/signature-v4').SignatureV4

// define a signer object with AWS service name, credentials, and region

const

signer = new SignatureV4({

credentials: defaultProvider(),
service: 'managedblockchain',

region: 'us-east-1',
sha256: SHA256,

1)

const

rpcRequest = async () => {

// create a remote procedure call (RPC) request object definig the method, input

params

let

rpc = {

jsonrpc: "1.0",

id: "1e01",

method: 'getblock',

params: ["00000000c937983704a73af28acdec37b049d214adbda81d7e2a3dd146f6edd9"]

Node.js RPC #ij| 11
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}

//bitcoin endpoint
let bitcoinURL = 'https://mainnet.bitcoin.managedblockchain.us-
east-1.amazonaws.com/";

// parse the URL into its component parts (e.g. host, path)
const url = new URL(bitcoinURL);

// create an HTTP Request object
const req = new HttpRequest({
hostname: url.hostname.toString(),
path: url.pathname.toString(),
body: JSON.stringify(rpc),
method: 'POST',
headers: {
'Content-Type': 'application/json',
'Accept-Encoding': 'gzip',
host: url.hostname,
}
1);

// use AWS SignatureV4 utility to sign the request, extract headers and body
const signedRequest = await signer.sign(req, { signingDate: new Date() });

try {
//make the request using axios
const response = await axios({...signedRequest, url: bitcoinURL, data: req.body})

console.log(response.data)
} catch (error) {
console.error('Something went wrong:

, error)
throw error

rpcRequest();

Node.js RPC #ij| 12
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SRl EEHIFR A A Axios @) Bitcoin i 2512 HH RPC &R , ¥EAEH AWSSDKV3 TE | LIEE
B Signature 5 4 KX (SigV4) EZBEHBELE R, EEHTENS , FEE EXEEN B HHBERBK
i | WHIT T HIENE -

npm i
node index.js

EENBROT

{"hash":"00000000c937983704a73af28acdec37b049d214adbda81d7e2a3dd146f6ed@9", "
confirmations":784126,"height":1000, "version":1,"versionHex":"00000001",
"merkleroot":"fe28050b93faecablfa88c4ch30f0elf@alc24d0082dd0el0d369e13212128f33",
"time":1232346882,
"mediantime":1232344831, "nonce":2595206198, "bits":"1dooffff", "difficulty":1,
"chainwork":"000000000000000000000000000000000000000000000000000003e903e903e9",
"nTx":1,

"previousblockhash":"0000000008e647742775a230787d66fdf92c46a48c896bfbc85cdc8acc67e87d",
"nextblockhash":"00000000a2887344f8db859e372e7e4bc26b23b9de340f725afbf2edb265b4c6",
"strippedsize":216,"size":216, "weight":864,
"tx":["fe28050b93faecablfa88c4c630f0elf@alc24d0082dd0el@d369e13212128F33"]},
"error":null,"id":"1001"}

® Note

F—EESEHNEFFE RS EREFER £ awscurl 132 H AMB Access Bitcoin JSON-RPC
a5k AWS CLIZEESIERIN I A S HER M ERETgetblock i, FEETHAMMEWL |
EFEATRA LS JSON-RPC BRIETHERMNrpctt. BUUSTHBMREREA
Bitcointestnet , LATE R im B L 1T,

FEIB /A AMB Access Bitcoin AWS PrivateLink

AWS PrivateLink £ —IHE AT AM, AHERMEN , TAKS VPC EREE ¥ , B&E VPC F
— B, BAFTEFARBMEEEE., NATEE, 08 IP ik, AWS Direct Connect iE#RZ, AWS
Site-to-Site VPN B4R , ENAI R FAE FHRER BRI B . WFE AWS PrivateLink =% 5% E R FHHE A
AWS PrivateLink , 582t 2 AWS PrivateLink ?

B PrivatelLink #9 AMB Access Bitcoin 13


https://docs.aws.amazon.com/vpc/latest/privatelink/what-is-privatelink.html
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el LAE R VPC % AWS PrivateLink #% Bitcoin JSON-RPC 53R &% Z| AMB Access Bitcoin. ¥t
AERENERTSEBMAAEERARKRERE  RItEaUERHEBRN Sigv4 B0 RF |, EEEHERE
JAE Bitcoin im B, MEFMEN , FSEER FHAWS fR# AWS PrivateLinko

HRRFEEE , BEAWS RIEW+ F % Amazon Managed Blockchain, MEFMEN , HSE
AWS E &/ BR#E AWS PrivateLinko 2 H IR B BASEKA T 5 : com.amazonaws . AWS -
REGION.managedblockchain.bitcoin.NETWORK-TYPE,

140 : com.amazonaws.us-east-1.managedblockchain.bitcoin.testnet,

%18 PrivateLink B AMB Access Bitcoin 14


https://docs.aws.amazon.com/vpc/latest/privatelink/privatelink-access-aws-services.html
https://docs.aws.amazon.com/vpc/latest/privatelink/aws-services-privatelink-support.html
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f#FH Amazon Managed Blockchain (AMB) Access Bitcoin Y
g sk S EY

KRR AMB Access Bitcoin {F A EfIFE

e

- EE Bitcoin (BTC) 8 EIEMEW BTC
s S ERERER

- BRECEALRSEESRUTENAR

- RELBRER

& Bitcoin (BTC) 23 AEEM#EW BTC

BTC RLLBHRER LNRENZEY K REBRZERENEEZERH, CHAUMAEMMIBREN ,
HEE, CENBARZER. Bt F2EaBAENKBELSEHMALKSEEREES), ELE
ARAEGHE AT RERBE (UTXOs) 828, FERXZ W EEF AR , SUREERE
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
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EEEFE AMB Access Bitcoin BIEFE |, F28 (RBZRESZE) FH Amazon Managed Blockchain
(AMB) Access Bitcoin &2 i Ej1E.

AMB Access Bitcoin P BERBIMEEBIMEZ BIEA TIFH

managedblockchain:
MEEE-RAXPIEELEEE , FRERD R
"Action": [
"managedblockchain::actionl",

"managedblockchain::action2"

]

WA EREBRZT () RIEEZ@EEF, Hl , EEEERER InvokeRpcBitcoin XFHAHE
B, FEEUTHHE

"Action": "managedblockchain::InvokeRpcBitcoin*"

HE M AMB Access Bitcoin & BRI 6| , 5528 Amazon Managed Blockchain (AMB)
Access Bitcoin Y & 7 B R SR €45

AMB Access Bitcoin B E IR
TEHREKRER: &

EESWLER AWS JSON BURRIEEH T AFHAR, twpiEaR , BMEEREBERE T o A
EERHAITHLEBIF,

Resource JSON BUR £ WIEEEERBEN YT, REEHKREHAE Amazon Resource Name
(ARN) RIEEEER. EHETZEEREBRHT , FREBAFR () XRTZFERXNEBEARMEER.

"Resource": "*"

EEEEF AMB Access Bitcoin ERER R HE ARNsHEE |, 528 (RERESZE) HH Amazon
Managed Blockchain (AMB) Access Bitcoin EENER. FE 7 REUUEANESERESEER
B ARN , 2B Amazon Managed Blockchain (AMB) Access Bitcoin &2 # B 1E.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html#your_service-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html#your_service-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html#your_service-resources-for-iam-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html#your_service-resources-for-iam-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html#your_service-actions-as-permissions
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= EM1R AMB Access Bitcoin &2 B BRI , 552 B Amazon Managed Blockchain (AMB)
Access Bitcoin 1 & 2 B BUR 1.

AMB Access Bitcoin FYBUER R4 5|8

XEBRBEERRFGER . B

EEEWLER AWS JSON BURRIEEH T UAFHAR, twpi2R , BMEERE M ERE T oA
EERHAITHLEBIF,

Condition TEERBEBRMNHRYE , BEERBXNUITRE. EUURMERFMES FNVFREESR
A (BIMSFRTIR) , REBBRPHRGNFBRINE, EEEFHME AWS 28R4 R, F2
B {IAM EREIEE) FHAWS 2EHRGFRETREIE,

= EEE AMB Access Bitcoin R4+ €858 |, F28 (REXESZE) P Amazon Managed
Blockchain (AMB) Access Bitcoin k- £if. BE I BEAUERARGSBNBENER , F2HE
Amazon Managed Blockchain (AMB) Access Bitcoin & 2 i 811,

HE M AMB Access Bitcoin &2 BRI 6| , 5528 Amazon Managed Blockchain (AMB)
Access Bitcoin Y & 7 B R SR €45

AMB Access Bitcoin F#J ACLs
XEACL: B

FHUZHEE (ACL) AT HHL R (IRFXRE. ERENAR) BEFHEERNTAT. ACL BELUR
ERAPR , BEMTEM JSON BERMXHER.

ABAC # B AMB Access Bitcoin
Y8 ABAC (BERAWER) : &

B R FEUES] (ABAC) R—EREXRE , KBBEARRNBMRERT T, LU USRREEE IAM
B AWS &R , ARRET ABAC BIR , UEEZXANBRBNSER LNERE RFHRE,

MERBEZERIZEFIER , 5FH aws:ResourceTag/key-name, aws:RequestTag/key-name B
aws:TagKeys fRZR5|8 , TEHRNWEGETEF , REEBEA.

MRBHEXESEERERNSB=ERELE A HYUZRBENS , BEA Yes, NERBEZERLE
FREAENSH=EFHE<® , BIEA Partial,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
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WMFT ABAC EHHAEH , F2H (AM EREERE) PHEA ABAC BRIEERF . NEEESHAR
E ABAC ZERRNHERE , 28 (AM EAEER) PHEHABEEFEUES (ABAC).

£ #it AMB Access Bitcoin A EREZAE R
TEBREAER B

REEEAEREMS AWS ERNEHEEE  ELFEABASRACE  EEHBEL, AWS BEE
BHEEEHREBEAEN K MAREARMENRESE. NEFHMAENR K F28 (AMFEREER) ¥1
IAM RH R L 2 BRETE IAM EBEEENAWS R,

AMB Access Bitcoin Fy RIS = B o]
TEESEFEIMIERE (FAS) &

BX I TERE (FAS) EAMI HEFEAFFA AWS BR¥ |, WHES FR AWS IR @ TFRBE L
AR, WMFRH FAS BREFNERFHET  FSRERFHTERER.

AMB Access Bitcoin W R AE

xER%AR &

REAERRBEETN AM S€  AIREMTEE, IAM EEE LKL IAM RE., 18K FNM BRIR K
AR, MEFMER , F2H (AM FHERERE) PNEIHEUEIRFITHE AWS RiE,

/A Warning

SFREAENEF T st BT AMB Access Bitcoin ZhgE, KRBT AMB Access Bitcoin 1211t
5l TEmEREAE,

AMB Access Bitcoin RIS ERE A
YTERKEZAR B

BHEFACGREGE N —ERBAE AWS . BB TUREARENTHENAR. REER
AEgHREEN F AWSIRFE |, YHERBHEE. IAM EES TR  EFRRERBERSEHN
AT A,

NMFERVREERBEEACHFMER , F2EATEL IAMEENAWS B, EERRPSHRR
%, EHEeRBEEACHMTHN Yes, BIERER , SIREXRBHNRBEREBEXH.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
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Amazon Managed Blockchain (AMB) Access Bitcoin # & % B Bk & 451

BIRTER  FHENARKERNHIE N AMB Access Bitcoin ERMNET, EERFHERAEHEME
BERATEENET , IAM EEET LR IAM BUR,

WET MR E B L JSSON BURX M2 IAM S5 RBR |, 20 (AM FEAEERE) PHE
M IAM BUER (E2B).

WFFE AMB Access Bitcoin ERNBIMFMERERNFHAET , S EEEEREEN ARNs KK |, F2
B (RIEEESE) B Amazon Managed Blockchain (AMB) Access Bitcoin VB, ERMEHE
-

&

- BREEER

- f5F AMB Access Bitcoin £ &
- AEAEREMMBE ST
- FEUEASHEBE

HERREEK

BEOoRABRRESYEEIRFINEBASEREBAUEN, ZEHEMER AMB Access Bitcoin &R, iELEE
ETREE N AWS IRFELER, EREUSHEES P HBER  BERETIERRERSE

- FIEER AWS SEBRRAE BRI KEERTT - EERBRFTRTENCERAENTEER , FEH
BT R TS EREARGN AWS REBK., ©MTELN REMH AWS IRF, RAIEZREESR
BREREARI AWS WEFZERXR , ME-FRLFH . WFEZEA , F2H (AM E£REE
) T AWS ZEBURREBBEENAWS ZEBK.

- EAREERFT - 52E IAM BERNFAR  FERTHTERMENFT. KSERLEN , &7
UERERERG T AIUHBEERRINEEF , EUBARBERTT. WEER IAM ERFFA
MEZHEER , F2EH (AM EAEER) P 1AM PR BERAMFF A,

« A IAM BER PR E4GE— S REFEE - SO LUSHREFIEEBER |, UREIEEMERNEE.
fFlan | BATLURBEBERRG , EEXEMER SSL BEFER R, MREBIBE Sl FHRKEE1E
AWS FREE , & th o] LAME B R4 3R 4% F HZEUE CloudFormation, MEFFMAET , 552 (IAM £
ZIEE) FH IAM JSON BUERTTE © 4,

M IAM Access Analyzer B& 3% IAM BUR |, BRFT A 24 B 7 iE EE&4E — IAM Access Analyzer B
BHBERMBBEBEE , BERELBERER IAM BUEEES (JSON) #l IAM HR{EEH. 1AM Access
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
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Analyzer 121t 100 ZIEBIRRERVETITHER , UHBERELXLBERANBR, NEFHAE
#A , Bm2E (AM EAEER) FHFEA IAM Access Analyzer B2 78 BUE

- FEZEFEZRRE (MFA) - MREHRFIZE IAM FHER PHBRFERE AWS 1RFE | BB MFA
DiEELe ., MEEENY AP BERER MFA | 5518 MFA 4 FBEENEE, NEHAE
A, F2E (AM EAEER) PHERE MFA WE4£ APl 7FEL

WMFE IAM FREBBNARER , F2H (AM EAEER) 1 IAM Z25EEH,

£ AMB Access Bitcoin 124

# E7H Amazon Managed Blockchain (AMB) Access Bitcoin £# & , B4 EHEE —HAKEFT. E
LS A AZA A FFETI AR AR R AMB Access Bitcoin BRI FHEER AWS 1RF, MBRLRIEHE

AYBFAEBRNGDEBGK , IHREFEBERNER (EREHAR)MS , TRENELNE
HE R,

HREFW AWS CLI X AWS API (9ERE |, BTAFEAFREBEEEGHT. Rz , REAFFIA
Bt ERMITZ API BRIENBER AT,

BTHREAENARMATLUER AMB Access Bitcoin £124 , 551§ AMB Access Bitcoin
ConsoleAccess@ReadOnly AWS ZEBREZFIER. WFFHMEENR , F2E AM EAEE
B RFIES T RIERAE,

AFFEREREMMAE ST

LEfIE RE MR BER |, 0FF IAM EAERGRHINEMERES S NABRRZERR, WEE
BEEXFEEHMEA 3 AWS CLI AWS APl IR ERET A TR LB FFA],

"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
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"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",

iam:ListGroupPolicies",

iam:ListPolicyVersions",

jam:ListPolicies",
"iam:ListUsers"

]I

"Resource": "*"

TRER L4 W B

(® Note

A 7 17H Bitcoin /A testnetBimEmainnet M 1T JSON-RPC Ry  BEEE
& AMB Access Bitcoin B E IAM FF AT EAEEAER (AWS_ACCESS_KEY_ID #
AWS_SECRET_ACCESS_KEY),

ExampleZEXFT A L4 ¥R Y 1AM BUR
HEHERT IAM FEHE AWS 1RF FEFTA Bitcoin AR,

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "AccessAllBitcoinNetworks",
"Effect": "Allow",
55 BB R G 5 33




AMB Access Lt HBEABER

"Action": [
"managedblockchain:InvokeRpcBitcoin*"

1,

"Resource": "*"

ExamplefZHY Bitcoin Testnet #EEHY IAM BUE
HEHIER T E AWS 1RF 1ZH Bitcoin testnet K IAM FERHE,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "AccessBitcoinTestnet",
"Effect": "Allow",
"Action": [
"managedblockchain:InvokeRpcBitcoinTestnet"
]I
"Resource": "*"
}
]
}

¥ Amazon Managed Blockchain (AMB) Access Bitcoin & 2 Fl 7B 1T &
=21

(=74

FERAUTERARBEIEZEFIE ESER AMB Access Bitcoin #1 IAM B A8 8 2V & B ERE,

=&
. RMEIEE AMB Access Bitcoin FE{TEN{E
o RAEEBHIT iam:PassRole Ky #Z g
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« BEBEAR LUAWAE AWS IRE FEFKH AMB Access Bitcoin EJR

R EEE AMB Access Bitcoin FE{TENE
MREBRBES  SHEREREANTEE , ENBERSLEEH , AEFEATEE,

T5IgEfIgEsR g Emateojackson IAM EAEERERA TR ERE —BERE ny-example-widget
BERNFEER , BAEER managedblockchain: :GetWidget FFRIBEES 4,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
managedblockchain: :GetWidget on resource: my-example-widget

EWERT , HBEH mateojackson FHENHEK , AHEH
managedblockchain: :GetWidget BI{EFBY my-example-widget EiR.

MRBEEGE , BREEN AWS EEE, FHNEEEBRHENEXERRE.
AR EBFH 1T iam:PassRole RIS HE

MREBNBIEEESE |, SHEEEHIT iam: PassRoleBiE , BMBERMXNEERH , UAHFEKACEERR
AMB Access Bitcoin,

BE AWS B IREEREACEEGERE A MAREBEYFNEBXALIRBEEAE, NFH
THER L AR ACEEEZRBIFT .

EEA B IAMmarymajor EAEERERAEE ST AMB Access Bitcoin FEIITENERF , FE4E T3
#HHIFER, BR , BEBRBREERBREACR TN, Mary REKABEERGIRENT,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEEBERT , Mary WA BES , AFFME1T iam: PassRole Bk,
MREEERE , BBEEN AWS BEE, SHNEEERMULENEERE.
BEREAF U AE AWS IRF FEFEAK AMB Access Bitcoin EJR

BRLEY—EAE  BEMIRFHNEREIEEBABHNASTFIENER, SIS EE R
EEEMHDEZRAR, HUXEERERNBERNFIUERIBE (ACL) MR , AT LUEA ABL R
KRBT AEFRENE RN,
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MEE—FTH , F2EUATRE .

« HETH# AMB Access Bitcoin B XEIELIEE , 52 B Amazon Managed Blockchain (AMB)
Access Bitcoin #1fA/Ed IAM & HELEH.

- BETHNM AWS IkF EEHEN ERBREFEE , F2E (AM EAEIER) PHELE
B AWSIRF 5% — 1@ IAM A E P REFEE.

- ZETHRINAEERNEFIRERAE=7 AWS IRF |, F28 (AM FAEERE) PR EIER
HIgE =5 AWS IRF BEH.

s METHNAEBHE B2 REAFIE  F28 (AM FEAEER) PR FIUERBEEINDE
T5BRINFERE BEED).

- METHFERAAGNEREBRETEIRFFRZENZE , F2H8 (AM £AFERE) B 1AM
R E ERFE.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
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f# F 28 Amazon Managed Blockchain (AMB) FHULL 45 ¥
=4 AWS CloudTrail

@ Note
Amazon Managed Blockchain (AMB) Access Bitcoin T X EEBEH,

Amazon Managed Blockchain B 8 #4& AWS CloudTrail , tIRIEREHFERE. AEH Managed
Blockchain A AWS BRI FTERER 2 BIfERIFE 8%, CloudTrail 2#Z EE MM AMB Access Bitcoin
A EHERAERFTEES.

MREE VN ERREHITRBZEVMEENTESHMRE , B LUEIW AMB Access Bitcoin 1HE3
CloudTrail E#4FER 1 E Amazon S3 #FEFEE. B LA CloudTrail IWEMNE , ¥HiEemHEH
—1{& AMB Access Bitcoin in B2 HHFER. R IP thut, RBHBRPWAE., BHEHBRNER , UERHE
fEF A E o

ZEEHE -5 TH CloudTrail , 5528 "AWS CloudTrail fEA&EIER

CloudTrail F#y AMB Access Bitcoin E&

AWS CloudTrail &2 B, EREEA AWS tIRF, T8 , EE&EFH# A AMB Access Bitcoin i
2t RNUESRTE CloudTrail RiZ#EERFEEEH,

EEfR PEFERREES AWS IRE |, G3F AMB Access Bitcoin BV &R FEEH , BHEBRTER, &
A CloudTrail #& B ERRX AN ZE Amazon S3 EFEE, RIFFENR , EATE PEBIUBEREEAWS E
BIXEA  BRSERAZEMA AWS Eif, EREHLEAWS 2EEGFEXEESNENH , ¥AERE
BEEINFELIEEN Amazon S3 EFEFE., A, SO USREHM AWS REE—F oL ER | I
¥ CloudTrail BEFEHRWENERHRETE ., MEFMAEN , FS2ETIRE :

« fE CloudTrail J&# b 4%% JSON-RPCs

- By BMAEIE

« CloudTrail X EHRENES

« %% CloudTrail B9 Amazon SNS EHI

o EWZEEEI CloudTrail BFEHERMBFWZEIRFER CloudTrail BFEER
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/configure-sns-notifications-for-cloudtrail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
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iEiB 2 4 CloudTrail EREH , B LA A AMB Access Bitcoin Ui B

B-EEMPIARERFETSELFIRENENA. BoERATHBEHE THIEE

A FEARE AWS Identity and Access Management (IAM) fEAEEAERHRHFER.
- BREERAACEBS S EAENRRZEEAEBHEHGBR,
mREAHEM AWS RERE,

%ﬁﬂuﬁl

nlh+

MEBFHMER , 520 CloudTrail userldentity JT$.

T f# AMB Access Bitcoin B #ER1EH

HRENFEEMH , BRE—BEARL , TREMMARRERXTEEEN S3 RFrE. S
CloudTrail HEEER#BIE -—HNZMAFEE , ARRBEMARENE-—FR, ELRERHBRDE
REFAER , SRBDEN B BMNERE , IR EAHEEBRNFERSE

® Note

HEERFH CloudTrail ERIEH T2 AMB Access Bitcoin AP FERY R HERF BB K | BIEF
2 LE S EIEFE R

5/ CloudTrail 1Bt L 45% JSON-RPCs

BT LAE R CloudTrail FRE MR S 3L B AMB Access Bitcoin iwm B , LA Y A HELE JSON-RPC i
AERSH, RIFER , EREURER , TELHERNSEH. FEi¥WUA AMB Access Bitcoin Ui 2
W ABR#A CloudTrail ERISH , BXERBRFEEZWETINERINERERERE, Amazon
Managed Blockchain B . AWS EEX#EA AWS SDK F #i8EREH AWS CLI, FEFHH
& , 2 BAWS CloudTrail  fEAEIEmM) FHEAEREESRCHSH.

FEERRPEEHFERNEY  BEEIUKRREMEA put-event-selectors B, £ --advanced-
event-selectorsiBIE{EEAWS: :ManagedBlockchain: :Network &E/RER | LIFIARKHEERE
4, DUH BTN A AMB Access Bitcoin % 3.

Examplef& ik F BIFTA AMB Access Bitcoin i BB RN EREH AFER

THEHREIMMEEA put-event-selectorsi®E , SRR IRFHFTE AMB Access Bitcoin i
Zimy-bitcoin-trail¥ us-east-1 B P ERNFER.
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-data-events-with-cloudtrail.html#creating-data-event-selectors-advanced
https://docs.aws.amazon.com/cli/latest/reference/cloudtrail/put-event-selectors.html
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aws cloudtrail put-event-selectors \

--region us-east-1 \
--trail-name my-bitcoin-trail \
--advanced-event-selectors '[{
"Name": "Test",
"FieldSelectors": [
{ "Field": "eventCategory", "Equals": ["Data"] },
{ "Field": "resources.type", "Equals": ["AWS::ManagedBlockchain::Network"] } 13}1'

AR BN EERELEGIPATIEERRN S3 EFETERAE.

T B4R CloudTrail FRUREEE AR CloudTrail ERIEHAZEE ., &7 LLHET Bitcoin JSON-
RPC 53R ¥ H i —1{E AMB Access Bitcoin inBhi2 . FE5KEY IP sk, IREBEROAE, BHER
R , AR EMEEMENA,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROA554U062RJI7KSB7FAX:777777777777",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/777777777777",
"accountId": "111122223333"

I

"eventTime": "2023-04-12T19:00:227",
"eventSource": "managedblockchain.amazonaws.com",
"eventName": "getblock",

"awsRegion": "us-east-1",

"sourceIPAddress": "111.222.333.444",
"userAgent": "python-requests/2.28.1",
"errorCode": "-",
"errorMessage": "-",
"requestParameters": {

"jsonrpc": "2.0",

"method": "getblock",

"params": [],

"id": 1
I
"responseElements": null,
"requestID": "DRznHHEjIAMFSzA=",
"eventID": "baeb232d-2c6b-46cd-992c-0e4033aace86",
"readOnly": true,
"resources": [{
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"type": "AWS::ManagedBlockchain::Network",
"ARN": "arn:aws:managedblockchain:::networks/n-bitcoin-mainnet"
11,
"eventType": "AwsApiCall",
"managementEvent": false,
"recipientAccountId": "111122223333",
"eventCategory": "Data"
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