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HEEE R WebRTC B9 Amazon Kinesis Video Streams ?

WebRTC 2 —BRMAEMAME K AEABRNTEREARN CEEBBHE AP ETEIRHER (RTC).
FABERNEERNE SR 2 BETERERRTE , WIRHEAEARBBSMENRLEERRS
o WebRTC SRR TEUENZLARERNENBRNEAHERE , BETE—H IETF BA
HE , BIEANEIL Y ZIELRM Interactive Connectivity Establishment, Traversal Using Relay
around NAT (TURN) # Session Traversal Utilities for NAT (STUN),

Amazon Kinesis Video Streams S\ £ 2 E el F S B LR WebRTC BE, B LAFEA Amazon
Kinesis Video Streams with WebRTC Z£ Bl R RIEE , REFMESH loT HXEHFFS
WebRTC BEMITEIS Web B[ 2B , MTEQOZAIRALDS. RARLZTEURE , EFFTEE
B, MITRIERIEMEE WebRTC HEHNERERERME , IR SFEREAFRSS , U EEARERS
MEEBZELZEHEBERIEE,

£/ Kinesis Video Streams B WebRTC , 2] LABR R ith A B BFpeer-to-peeriR i B R EEEAE
N, AARECARGEERZHE oTRE, BEAERNTHRECHEVIRIASIRALD, L
FERAERXATUESRREREANER,. BEXZFEAAAMGNREHEN D, BERZUERHEIAN
HMEECTFHR LBFIREZHEER  URRIREHFIMEEA | BOE,

MREEE— 2 FE A Kinesis Video Streams with WebRTC , R BZECREBEUTEE -

- BEAFK
* Amazon Kinesis Video Streams with WebRTC SDK in C for embedded device

« HEARK Web ERRERA JavaScript FH Amazon Kinesis Video Streams with WebRTC SDK
WebRTC

+ EA M Android B9 Amazon Kinesis Video Streams WebRTC B EH
« EAM i0S B Amazon Kinesis Video Streams WebRTC IR EH

- I A API

- &8 ¥HE REST API

« B ¥ HE Websocket API



https://www.ietf.org/rfc/rfc5245.txt
https://tools.ietf.org/html/rfc5766
https://tools.ietf.org/html/rfc5766
https://www.ietf.org/rfc/rfc5389.txt
https://docs.aws.amazon.com//kinesisvideostreams/latest/dg/what-is-kinesis-video.html
https://docs.aws.amazon.com//kinesisvideostreams/latest/dg/API_Operations_Amazon_Kinesis_Video_Streams.html
https://docs.aws.amazon.com//kinesisvideostreams/latest/dg/API_Operations_Amazon_Kinesis_Video_Signaling_Channels.html
https://docs.aws.amazon.com//kinesisvideostreams-webrtc-dg/latest/devguide/kvswebrtc-websocket-apis.html
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ES AN

(® Note

# 15 A% # Amazon Kinesis Video Streams with WebRTC AWS GovCloud (US) Region,

Amazon Kinesis Video Streams with WebRTC A7 F 5 [EiEE A -

15 &
KBRS (X MH)

KEIRER (S B ndb#D)

XEIFER (RER)
Africa (Cape Town)
DRBE (FE)
DAKESE (ZE)
DAESE (BH)
TRES (F )
DAESE (ER)
TAME (FAH )
DRESE (RR)
MEK ()

BN (CEMIs4E)
BOM (2 FH)

B (R

AWS [E
us-east-2
us-east-1
us-west-2
af-south-1
ap-east-1
ap-south-1
ap-northeast-2
ap-southeast-1
ap-southeast-2
ap-southeast-5
ap-northeast-1
ca-central-1
eu-central-1
eu-west-1

eu-west-2

35 7] A 1
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EF &8 AWS [E 1585

BN (E2R) eu-west-3

BN (P HEST) eu-south-2

EEMN (BRE) sa-east-1

Middle East (Bahrain) me-south-1
BEERRN

Amazon Kinesis Video Streams with WebRTC A £ Web BB 25, TEIEEMHE M E WebRTC K FE
AR ZEETERGABEH. CRHELLATVERNERRE , ARBER R REAREN. BEHA
., REBEREER , UREHEHM AWS RENES, ERE RENERLER., THNI/ERRE

B AR ELERET R BI R,

ES]

- BT

« STUN. TURN # ICE #n{a —i2iEE
. b

EEH=

LA 2 Amazon Kinesis Video Streams with WebRTC 438 BB M ZE M=
F AR IAE

ASRSRE T RERAREARBIRAL , BURR, BRE. EHMEILFEER, FRAS 2 WIEE
ARA MU IRE T M MERNPRER, P EERSERARERET , AINERERRN
LIRS R, AN {E FE A2 2N AR B AR B 1T B B 25 577 7] R fE A AV i B R B BR 1K

RREAEXTU#BREAFBECHANFEER , YEFHMOERAEXNREZECH. HE ,
REZENRRRERS T ERIANKEE, AFEETEEARNEA —BXHHERTZME
RBRBHBLS , EHPEWERPHEEER. RBESNEREXEEIHRHNET , £H
ConnectAsMaster APl ¥ EF AR, AR, &2 10 AEARXTUEBRESFNES , WA

BEARX 3
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ConnectAsViewer AP RRERFIXAMRBE, ERIIFRBER , THHEAEXNBRREER
BRAALUEREEARALR , LB Y SRR ER SR,

X EAIEB Kinesis Video Streams with WebRTC #(TEI R b R RN MEEREAER ( F
W, ITESN Web FEARR, HREBIH. RAZLESH, EREARF ).

ES
RENERLEREAFIFENHEHE |, EARREERFRIAENBRIF W R 2 TR,
/A Important
BEl, —EFRBEER R —EEER,
B
EREFRBENHSERM , ARARRARBEN THR I E o IREE ., BRFEIBBGE
MFRBAERRRE MR NER e BB, —EFRBERSTUE 10 EERVBER.

& IRBITS A Kinesis Video Streams with WebRTC B |, &R AT LA T ## WebRTC K iTS & iy 44{E 48
BEREBNERHEN APls AZ 25,

Session Traversal Utilities for NAT (STUN)

—EBABE , AREREN Bt , WHIERBRPSE L EREEYSH RN TR,
Traversal Using Relays around NAT (TURN)

—EMARSE , AT TURN fRIRESSEIGELR , WiE B MRS EEENR , LURBHTE NAT R,
Session Description Protocol (SDP)
—ERE  HRERNSERAR , SIMEME, B8, BiFFE. NEF K BUFHHEENRR
= RF AT L T SRR
SDP 2%

HAEENEIAN SDP AR , IEA THEMERERNE I ISR TR, HiRrhEHEEAN
& H,

B 4
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SDP [E&

HEEESEN SDP AR  LEERERBENRR, DXEHESIWLESE. SN, REES
RETNESEANBEASRR.

BE)FEHRE (ICE)
AFF Web BIE B FEMEENELR,
ICE {&®&18

A 80 U ) 5 B R PR SRAB AR 5 0%

STUN, TURN #1 ICE fn{a —21E4E

B A X B MEHZER , MEEMERA WebRTC M REmERSER (Bl , RAHKEARE
HX)o B ABITEFER B KEFBREMFER/R ?

ATEREBWEARN K ANEREAMLEAEL SDP 2%, SDP RHE= ANEAEXNREY
M TERRNERER , SREATEERR, EREAERRATERERSE, B2 ICE REHE
B, L ERUHBHNERARAEHARERE AN IP MEREEH,

ATRE ICERBIEBE  AWEAREAGME STUN ARFEH —EHFER, [ARIFEDHLFRY
NE P #ut MEERR Y, A NEAENSES —YWHEE ICEREREBE , TR , WE ICE RE#
H, ANEAER—BXEMWE ICE {REHE , B A MEE SDP,

ETR G ANWERAEASEEBRELEARENBHANAEIEE | 4% SDP FiXE B WEARE
o WebRTC ZEW KRR E UL R EEHEA B E. ATLUEIB HTTPS , % WebSocket S {E{A E itk
BABERHIT,

B#E , BHWEARALEAEL SDP BE, BWERARENER A EL—SEANMARIE | IRE ICE &
BEE, AR, BHNEAEXFEERL SDOP BEEEE A WEAREN,

A F B X# SDPsz# , tfig#T —RIINERRE, ESERAENYP , ICEBEERAEHA
SDP HIEIRFEPHIRIE IP/ERHERE |, Wig STUN FREEENEY. MRS —EAEAERSE
FrEE  RRREAERFERAMERY , Wi IPERERHRRABMN ICE REH,

TR IPEEERYH FTRERRER  RAR SIS IRECRAE P —ER KN EUESE, ZE
BH®k  BENSREERARX <ERE.

NMRE-BARAKRTIEBERRERN IPAEEREY |, AIE[™ TURN ABREFIEL STUN &R , B
BSEREA I, BIAUURNEA P it MEEE  TEXTERREAEARINHE , UREE
Epit, A%, HEEMIEIHIESERBIREE | WEBFARAE R,

STUN. TURN # ICE fn{a— 2 &4k 5
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Kinesis Video Streams with WebRTC A& T 5Tt :

- BEI¥AE

PEEEm T HE S AMEE Kinesis Video Streams with WebRTC FAS53EE, WMEHME
2:R8 Amazon Kinesis Video Streams API 2%,

. At

illll
3

AT EE WebRTC FASRmE , AIREBAEA KRS ER , SUETHERERRER SR, A

8% ;T8 & Amazon Kinesis Video Signaling REST AP F1—#8 Websocket APl

+ STUN

T HERE STUN IRkl , ERARENNVR NAT A ERAE , ELRHUREARNREARNE
|P b3k,

« TURN

W HERE TURN I  EEAEAELEYHYEBRERE  EERETXESBEEREIXERE,
« Kinesis Video Streams WebRTC BZE &

BERETNEEENEAEXAFGK TR, TEMNZENERERXE , IZEEHA WebRTC &
B oT REETREEN B HEBER, ELSDKst A 3# Android, iOS F Web J?EEFH*E‘QFFJ
Fimi& Kinesis Video Streams B2 WebRTC FA8%. TURN # STUN ZhagEa{E{A] WebRTC AT
Byl Web IEHEES

* Amazon Kinesis Video Streams with WebRTC SDK in C for embedded device

« EARK Web ERRERA JavaScript FH Amazon Kinesis Video Streams with WebRTC SDK
WebRTC

« B AR Android B9 Amazon Kinesis Video Streams WebRTC FZ2E#
- BEAK iOS B Amazon Kinesis Video Streams WebRTC B EH

/%l Lgs}z

AEHEEA WebRTC 5 Amazon Kinesis Video Streams WE AR RKEER | SIFWEKRERNE
B, ctha@sEEEENEEER.

bt 6


https://docs.aws.amazon.com//kinesisvideostreams/latest/dg/API_Operations_Amazon_Kinesis_Video_Streams.html
https://docs.aws.amazon.com//kinesisvideostreams/latest/dg/API_Operations_Amazon_Kinesis_Video_Signaling_Channels.html
https://docs.aws.amazon.com//kinesisvideostreams-webrtc-dg/latest/devguide/kvswebrtc-websocket-apis.html
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AR R

Kinesis Video Streams with WebRTC A5k 588 R 75 im B Y — AR BB ESR 0T -

- FEER IR HTTPS MM https://*.kinesisvideo.{region}.amazonaws.com
« WebSocket BBl BV E S wss://* .kinesisvideo. {region}.amazonaws.com

« STUN fABREFM M stun:stun.kinesisvideo.{aws-region}.amazonaws.com: 443

« TURN fAlBRZF{L M turn:_._.kinesisvideo.{aws-region}.amazonaws.com: 4437l
turns:_._.kinesisvideo.{aws-region}.amazonaws.com: 443
@ Note

STUN A1 TURN fRlfk=% B A1 A% IPv6 bt

EYE 2 B HE RTCPeerConnection —EB 7 By @A E A LLR TCP = UDP &,

RZEBERAERNERESEpeer-to-peerty IP it , AR A ICE #1218 B XA EZBNEA
E, EREVEZNHEHMER, SLREEEANEAEAEERBEERA FILER. ASEASE
B BBV ERAL,

MR IRIE

MRKERRBIUTAECEELEZEMREE , H52%#No valid ICE candidate7 ZHE , BlERTH
B ERKRE, MEHAGHIEEEER  ELEGERAR  MUESRXLEEEER.

T T HIBERSE M HEARE AR RE -
« MREFAETURNEEZHER |, BELBAE TURN,

TURN RIBTESR , €7 C IR EMHGEUA, & JavaScript B EHS |, ZH NAT FBETURN
only®# STUN/TURNES

- HRZROMEL , PR  FESREMTANMER (BRIER)

MRIGEERE VPN , FFHETEE VPN AV ELR,

MmER 7
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® Note

&1 LLZ B Kinesis Video Streams TURN faliRE5EEIHY 403 Forbidden IP$&ER. AR
#5483 E localhost IPs B9 ICE {&iZE ¥ , 5120 192.168.*5 10.0.0. *,
EFRESEHFELLERE LM ICE (RIZBHEH KB,

{HER TP ER
BSEESTHSEHERY, BEN WebRTC ERBEME , BBBRER RN,

BRI LA export AWS_KVS_LOG_LEVEL=1FRERRRE Y , 1 SDK #52 VERBOSE Bk H&#.

@ Note
MRESEARBEARTIREERY , ICE REERXSECEEREE 0x5a00000d.

WFE BREROFEES , 526 GitHub,

export AWS_KVS_LOG_LEVEL=1
./kvsWebrtcClientMasterGstSample TestChannel

EARBEIBOULI TR B, S RS B FEHER:
A IRZE S,

Y

SEBNELRE (ICE) 172 (IP it MIiERRE ) FiE

2023-02-13 @5:57:16 DEBUG  iceAgentReadyStateSetup(): Selected pair wlUdV9fE+_/

CuBellpl, local candidate type: srflx. Round trip time 7 ms. Local candidate priority:
1694498815, ice candidate pair priority: 7240977859836116990

2023-02-13 05:57:16 INFO onConnectionStateChange(): New connection state 3

2023-02-13 05:57:16 DEBUG rtcPeerConnectionGetMetrics(): ICE local candidate Stats
requested at 16762678365731494

2023-02-13 05:57:16 DEBUG logSelectedIceCandidatesInformation(): Local Candidate IP
Address: XXX.XXX.XXX.XXX

2023-02-13 05:57:16 DEBUG logSelectedIceCandidatesInformation(): Local Candidate
type: srflx

2023-02-13 05:57:16 DEBUG logSelectedIceCandidatesInformation(): Local Candidate
port: 38563

2023-02-13 05:57:16 DEBUG logSelectedIceCandidatesInformation(): Local Candidate
priority: 1694498815

ASEEITHRIER 8


https://github.com/awslabs/amazon-kinesis-video-streams-webrtc-sdk-c/blob/master/README.md#setup-desired-log-level
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2023-02-13 05

:57:16 DEBUG logSelectedIceCandidatesInformation(): Local Candidate

transport protocol: udp

2023-02-13 05

:57:16 DEBUG logSelectedIceCandidatesInformation(): Local Candidate

relay protocol: N/A

2023-02-13 05

:57:16 DEBUG logSelectedIceCandidatesInformation(): Local Candidate Ice

server source: stun.kinesisvideo.ap-northeast-1.amazonaws.com

2023-02-13 05:

requested at

2023-02-13 05:
Address: XXX.

2023-02-13 05
type: srflx

2023-02-13 05:

port: 45867
2023-02-13 05

57:16 DEBUG rtcPeerConnectionGetMetrics(): ICE remote candidate Stats
16762678365732111

57:16 DEBUG logSelectedIceCandidatesInformation(): Remote Candidate IP
XXX XXX XXX

:57:16 DEBUG logSelectedIceCandidatesInformation(): Remote Candidate

57:16 DEBUG logSelectedIceCandidatesInformation(): Remote Candidate

:57:16 VERBOSE signalingClientGetCurrentState(): Signaling Client Get

Current State

2023-02-13 05

:57:16 DEBUG logSelectedIceCandidatesInformation(): Remote Candidate

priority: 1685921535

2023-02-13 05

:57:16 DEBUG logSelectedIceCandidatesInformation(): Remote Candidate

transport protocol: udp

Amazon Ki

nesis Video Streams with WebRTC FRI& Bt 28

Kinesis Video Streams with WebRTC E& T 5| fRI& B &E :

/A Important
THRBEFELSTEMNEE [s]  HEEZEMBTEE [h] . EEETRHDEIELRE
EEEN [s] A [h] .

(® Note
TPS KREBWHRZ.

ES ]

« &I E AP| RIEELEE

- F5% AP BRI ECER

« TURN BRASELEE

[k



Kinesis Video Streams Amazon Kinesis Video Streams WebRTC FiZ A 215/

« WebRTC FEEN AR B &R
- REHHE

EH S AP BRISECER

TOIZ e R 2 H P E API B9 RIS ECHE.

AP B8 W& AKX APIFER  AWS RS =1 A48 S{ESEE/R API 55K
L AWS IRF EHA LR AWS B8, LR

CreateSignalingCha 50 TPS [s] - EEAREBER N/A

nnel 2B (#SF it

=B ) (us-east-1)
EEEI ( R=E
) (us-west-2) -

10, 000
. AR ENE

B -5, 000
DeleteSignalingCha 50 TPS [h] N/A 5 TPS [h]
nnel
DescribeMediaStora 50 TPS [h] N/A 5 TPS [h]
geConfiguration
DescribeSignalingC 300 TPS [h] N/A 5 TPS [h]
hannel
GetSignalingChanne 300 TPS [h] N/A N/A
IEndpoint
ListSignalingChannels 50 TPS [h] N/A N/A
ListTagsForResource 50 TPS [h] N/A 5 TPS [h]
TagResource 50 TPS [h] N/A 5 TPS [h]
UntagResource 50 TPS [h] N/A 5 TPS [h]

&I E AP RIS ELEE 10
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API @ WHEAKAPIFER  AWS IRF S 148 B{ESEER API FER
= AWS tRF EEHE LR AWS B, LR

UpdateMediaStorage 10 TPS [h] N/A 5 TPS [h]

Configuration

UpdateSignalingCha 50 TPS [h] N/A 5 TPS [h]

nnel

A a% API BRI B2

T —&35%2 88 Kinesis Video Streams with WebRTC FFASE T A I RISEZE, MEFMET |

3
¢
8
=

e o
API L EAR Z BIRY BEMEN SEMEEN EREERN HFHAEERR
GO_AWAY FAEERE L APIGERE WTERE BLER S o
PR FBR Sl
ConnectAs 1 788 ( /DEF) 3 TPS (h) 1 (h) 1 /NEE (h) 10 88
Master (/NEF)

ConnectAs 1 78 ( /)NBF)
Viewer

API

SendAlexaOffertoMaster

SendICECandidate

SendSDPAnswer

3TPS(h) 10 (®) 1/ (h) 109
(/B )

API F5RE LR SAEREE AN LR
- SEAIKREIE 5 TPS (h) N/A
« AWS [EiF =8 AWS RS

(100 TPS)

218 WebSocket E#% 20 TPS 10k (h)
(h)

18 WebSocket E# 5 TPS 10k (h)
(h)

A5k API BRI B R
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API API GERE LR ASEBAND LR
SendSDPOffer 18 WebSocket iE#R 5 TPS 10k (h)
(h)
TURN PR & Hc &8

T —E&iER BB E Kinesis Video Streams with WebRTC A fif FA B2 E & NAT (TURN) JTH#9 B8 IR FS B
B, MEFHMENR , F2REEL

API 5 B85 Value
GetlceServerConfig - BEFRIEE 5 TPS (h)

- AWS [E1F Z1E AWS 1RF (100 TPS)

U TERE 5Mbps (h)

I AE R A 558 (M)

REHE SESEE 50 8 (h)
WebRTC #EE RS BLER

T —&i52 88 Amazon Kinesis Video Streams WebRTC B &SR tH MRS E ., MEFMER ,
2B AL WebRTC 5 Amazon Kinesis Video Streams REEENFF AL &,

3

JoinStorageSession

« APl :
. 8 AWS &S 50 TPS (h)
- F{ESEE - 2 TPS (h)
- B ITIEREERECER
o fIJTIEZE -1 Mbps (#)
o TEREERISERE - 1 B (h)
- FERE -3 P (h)

TURN BRI BEL2E 12
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JoinStorageSessionAsViewer

. API:
- 8 AWS #RF 50 TPS (h)
- F{EEE -2 TPS (h)

- BRI{EREERECER -
- TERBRHRAITHFIRLR -3 @FE (h)
- TIEREBISERR - 1 /NEE (h)
- BERE -1 28 (h)

SR HERE

BRLES— B EN— RS AR S E — RS,
RS S e S T — TSR,

£ WebRTC ZH Kinesis Video Streams

B L E R T HMEMR A R IBHE WebRTC £/ Kinesis Video Streams :
AWS EETFiEA

AP AWS EEFES

FRARBRESRMAT , TAREFEIAMER AWS RIS , 83 Kinesis Video Streams with
WebRTC,

AWS SDKs

AWS RUEEBAEEMN (SDKs) , HHF G2 EARSERARFTESNES (fiw

Java, Python, Ruby. .NET, iOS, Android & ) WREXNEMEARERNT. SDKsiHFEH
WebRTC 23/ Kinesis Video Streams B RERFTFRHNERISF N, FE AWS SDKs HHBER ,
SENMMTRMZE | F2BE AR Amazon Web Services B TE,

Kinesis Video Streams with WebRTC HTTPS API

Al LAE A Kinesis Video Streams with WebRTC it LA AWS R E&FT 5 R 1FH Kinesis Video
Streams with WebRTC APIs , EF A EZ 0 RIEE H API 55K, MNMEFMER , F2HE
Amazon Kinesis Video Streams APl &%,

bad 3713 13


https://docs.aws.amazon.com/awsconsolehelpdocs/latest/gsg/getting-started.html
https://aws.amazon.com/tools/
https://docs.aws.amazon.com//kinesisvideostreams/latest/dg/API_Reference.html
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B A 2 H

A B35 BA A0{a] £ Amazon Kinesis Video Streams with WebRTC F#11T T 5I{ETS :

- BRELN AWS IEF WEIEES,
« £/ WebRTC FASRSEIEE I Kinesis Video Streams.
+ 7£ Ingenic T31 fEE& L WebRTC §%7E Kinesis Video Streams.,

WMREEYREH Kinesis Video Streams with WebRTC , BB FEEAH R EEE,

RE AWS tRF

2 — X Kinesis Video Streams B2 WebRTC BEERA 28 , SFETHR T HER :
TRE

. M AWS IRF

- BN EEEEEIENERE
« B AWS IRF£18

HI-I,’

=T AWS IR 5
MBHEH AWS 1RF | BB TS BRET —E.
S AWS tRF

1. BARK https://portal.aws.amazon.com/billing/signup,
2. FAEREMLETRET,

o EMEFREPREREN , A EESFR B ARER,

B B AWSIRFE , AWS IRFRERESRIN . REAERFBFINZIRFFHAE AWS R
BHNER. FRAZERAERR  FREEFIEERGERASE  YEECERAREAERUTER

REMEFIRENEL,

AWS BEEFMEF TR R EEERE FEMHH T, BT LAFER 8 https://aws.amazon.com/ Ii#

BRIIRF , LR SR NIRF EBAEEEIRS.

FRE AWS 1R F


https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://aws.amazon.com/
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BYEREEFHENERE

=t & AWS IRF | FRE AWS IRFREAE. A AWS IAM Identity CenterME Y EEERE ,
D& RERERN A EEK,

REZH AWS IREARFERE

1. BERERELEA AWS IRF SN E 7t , LIRFHEEEAWS EBIEAFSEA . &
T—EH , W AZHNRR,

MEFHABEAERANRR , F2REAAWS BA FAEEEPNUEEAES D E A,
2. EELHLMBREABIRFLRAZSEERZRE (MFA),

WERSA  F2E (AM EHEER) PHSEHN AWS IRF BEAE (F2E8 ) BAESR
MFA £E&,

BYEBAEEFRENERE

1. A IAM Identity Center,

MEER , FZE (AWS IAM Identity Center EHEIERE) PRV AWS IAM Identity Center,
2. 1£ IAM Identity Center # , i EEFRERFEAE,

MFEMEA IAM Identity Center B # %5 5 2 KRN HZBRE , FSBAWS IAM Identity Center
(EREERY PNFEAERERESHEFIIAM Identity Center B #%.

LERERFRENERAESSEA

EEEAEK 1AM Identity Center (A& HE , FBHEMAEI IAM Identity Center £ & BEIXE
BT EM B URL,

WMEFEMA IAM Identity Center EFEEAMRE , FSBAWS BA (FEREER) PHEA
AWS FERA O,

EREFIEGHMERE
1. 7 IAM Identity Center 7 , B —EFF I EREBEAREERNREER.

MET , S (AWS IAM ldentity Center FA &SR PWEILFIE,

BYEAEEFRENERE 15



https://console.aws.amazon.com/
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com//singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com//singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com//singlesignon/latest/userguide/get-started-create-a-permission-set.html
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2. BERERRERE  RRAZFAERE -2 AFIHE,

MEER , FH2E (AWS IAM Identity Center A &EIEE) DRFTIEEE,

B AWS tRFE £48
BEE AWS tkF £ EX L5 5 X FH Kinesis Video Streams with WebRTC,
EERYT AWSIRF &8 , BT THENE :

EAAWS EEEEE |, W https : //https://console.aws.amazon.com/iam/ BIRL IAM &,
FEE B HIEE Users (A E) , ARIRIE Administrator (BEEE) FRAE.

B Security credentials (Z£ 4B A& R) FH, , REIEIE Create access key (BUTFHER).
iC#% Access key ID (FHLE8 ID), BEEENEENESRTER , AREKLBFTIER,

0N =

B ASRAE

Kinesis Video Streams with WebRTC FA3R$HE A BIR Rt WebRTC f F i 2 B 2 32 M it Epeer-to-
peerZRATENARAL. TREIERERERBE (SDP) RENI SN ITERBESBNER , UK
R|E BN EHRE (ICE) RBREEN.

EEEVIANIEE , 5™ CreateSignalingChannel APl, WEEASREMMAER AWS EEEHEA
AWS CLIFE A — 1@ AWS SDKs WA API,

/A Important
AL THEE ARN , BHREETET.,

AWS BEIEEL
EET T OIRE -

1. BRBUYR https : //nttps://console.aws.amazon.com/kinesisvideo/home/#/signalingChannels
# Kinesis Video Streams Signaling Channels £ &,

i#1Z Create signaling channel (23 FSR5EE),
3. HEVFMARMERRL , AARTENE R,

N

B AWS IRE &8 16


https://docs.aws.amazon.com//singlesignon/latest/userguide/addgroups.html
https://console.aws.amazon.com/iam/
https://docs.aws.amazon.com//kinesisvideostreams/latest/dg/API_CreateSignalingChannel.html
https://console.aws.amazon.com//kinesisvideo/home/#/signalingChannels
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HFEER Time-to-live(Ttl) ERE A 60 #,

124 Create signaling channel (3 FASR5EE),
4. BIUASFFER  FRRBAEFHEARR LNWFHENR.
AWS CLI

R E L% AWS CLI WERE . MEFME , 528 "AWS Command Line Interface {8 #&
R

MBERERE |, FSBAWS Command Line Interface { FHEERE) . KE% , FHBRAERM
[Ei5 5% E AWS CLl,

FHE K BRRCLEIZTE AWS CLI B9 AWS CloudShell #Rimi, MMEFMMEF , F2B AWS
CloudShell fEA& 8™,

F/H 1T T % Create-Signaling-Channel &5 AWS CLI :

aws kinesisvideo create-signaling-channel \
--channel-name "YourChannelName" \
--region "us-west-2"

ClIFEM TR :
{
"ChannelARN": "arn:aws:kinesisvideo:us-
west-2:123456789012:channel/YourChannelName/1234567890123"
}
AWS SDK

RS S ERER B A E B A JavaScript B9 AWS SDK v2 217 Kinesis Video Streams with
WebRTC FASRIEE, FEEMSEEM AWS SDKs FF , B —f&REMERE,. 7 GitHub ERRTE
2 S EHl,

17 Kinesis Video Streams A Pk, ERARMI CreateSignalingChannel API By F ik

const clientConfig = {
accessKeyId: 'YourAccessKey',

B ASREE 17


https://docs.aws.amazon.com//cli/latest/userguide/
https://docs.aws.amazon.com//cli/latest/userguide/
https://docs.aws.amazon.com//cli/latest/userguide/getting-started-install.html#getting-started-install-instructions
https://docs.aws.amazon.com//cli/latest/userguide/getting-started-quickstart.html#getting-started-quickstart-new
https://docs.aws.amazon.com//cloudshell/latest/userguide/welcome.html#how-to-get-started
https://docs.aws.amazon.com//cloudshell/latest/userguide/welcome.html#how-to-get-started
https://docs.aws.amazon.com//cli/latest/reference/kinesisvideo/create-signaling-channel.html
https://github.com/awslabs/amazon-kinesis-video-streams-webrtc-sdk-js/blob/master/examples/createSignalingChannel.js
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secretAccessKey: 'YourSecretKey',
region: 'us-west-2'
};

const kinesisVideoClient = new AWS.KinesisVideo(clientConfig);

£/ A Fi%MW CreateSignalingChannel API,

const createSignalingChannelResponse = await kinesisVideoClient
.createSignalingChannel({
ChannelName: 'YourChannelName',

1)

.promise();
SIENE P&,
console.log(createSignalingChannelResponse.ChannelARN);

ERALEABHFIMNERHEERE GitHub L&A, MAZNESE. AWS BRENMARENBHE,

EEE S,
£ Ingenic T31 B&

@ Note

AWS RUFMARALEFEAETE A RBESUWUEEEE, AEFERLL Amazon
Kinesis Video Streams BRI AERE K SEWHBIEFREEE,

EKERIELRER |, 7 Ingenic T31 B8 LA WebRTC &% & Amazon Kinesis Video Streams.
THEXS
1. BREEEB#.

EARHEBRED |, 557 Downloads ERKFEIE A ingenich B &,

mkdir ~/Downloads/ingenic

RIEAF : Ingenic T31 B


https://awslabs.github.io/amazon-kinesis-video-streams-webrtc-sdk-js/examples/index.html
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cd ~/Downloads/ingenic

2. BTHREEESRIEHHEE S : https : //https://github.com/aws-samples/amazon-kinesis-video-
streams-media-interface,

git clone https://github.com/aws-samples/amazon-kinesis-video-streams-media-
interface.git

ik

HEEER
1. MBEEIEENTELERE Docker & , WASHEMIE ingenic ER KA,
/A Important
TEETREEREHRMN CPU BEMBEM TR, BAHEMENESERN T EHE,
2. H A Ingenic-T31-app-build.tar.gz docker B{&,

docker load --input ./Ingenic-T31l-app-build.tar.gz

AN HER

580272b5675c: Loading layer [==================================================>]
1.666GB/1.666GB

Loaded image ID:
sha256:76d41ef9b2f53ad32a33f00ael10df3d1b491378a4005e19€a989ce97e99bcl

imac I~ Image Id. ET—RSRF , BRFELE,

3. HITTH®S , EMER LY B 518 8 (~/Downloads/ingenic) #&EZ Docker R AR/
ingenicMappedFolder B &,

n

T EEAKRETERR , LEBXRXHNTER. RRSBERARRAWN Bash shell
REEEHTHT,

=]

docker run \
-v “pwd’ :/ingenicMappedFolder \
-it 76d41ef9b2f53ad3f2a33f00aell0df3d1lb491378a4005e19€a989ce97e99bcl \
/bin/bash



https://github.com/aws-samples/amazon-kinesis-video-streams-media-interface
https://github.com/aws-samples/amazon-kinesis-video-streams-media-interface
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4. #R/ingenicMappedFolderERIRMWAR , UERBEHRBUBRERL.

B

1s /ingenicMappedFolder

5] FE -

AWS-Solution-Remote-Diagnostic-Media-Interface Ingenic-T31-app-build.tar.gz

5. HERY Docker RESCREREEE -

B

env

[E] FE -

CC=mips-linux-gnu-gcc
CXX=mips-linux-gnu-g++

PATH=/mips-gcc540-glibc222-64bit-r3.3.0/bin:/usr/local/sbin:/usr/local/bin:/usr/

sbin:/usr/bin:/sbin:/bin

6. W5 Docker B3 2 E T EH M Ingenic SDK, TR /ingenic-sdk,

B

1s /

5] FE -

bin
boot
dev
etc
home

ingenic-sdk
ingenicMappedFolder
lib

1ib32

lib64

1ibx32

media
mips-gcc540-glibc222-64bit-r3.3.0
mnt

opt

proc
root
run
sbin
SIv

sys
tmp
usr
var

20
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£ WebRTC FEHERXEE Amazon Kinesis Video Streams

1. BATIHAR :

cd /ingenicMappedFolder/AWS-Solution-Remote-Diagnostic-Media-Interface

cp -r /ingenic-sdk/* \
/ingenicMappedFolder/amazon-kinesis-video-streams-media-interface/3rdparty/T31/

export LDFLAGS=-W1l,--dynamic-linker=/1ib/1d.so.1

mkdir build

cmake -B ./build -DBOARD=T31 -DCMAKE_BUILD_TYPE=Release -DBUILD_WEBRTC_SAMPLES=0ON \
-DBUILD_KVS_SAMPLES=0ON -DBUILD_SAVE_FRAME_SAMPLES=0N

cmake --build ./build --config Release

kvswebrtcmaster-static BEAZEX MR /ingenicMappedFolder/AWS-Solution-
Remote-Diagnostic-Media-Interface/build/samples/webrtc/,

2. HITTHTHEEER Docker BES :
exit

3. EEMEMER L , BBF¥kvswebrtcmaster-staticEAERREBEFE.

1s ~/Downloads/ingenic/AWS-Solution-Remote-Diagnostic-Media-Interface/build/
samples/webrtc/kvswebrtcmaster-static

HEAEX LEERE
1. EEMEEL SBECEMRERIINE SD .

cp ~/Downloads/ingenic/AWS-Solution-Remote-Diagnostic-Media-Interface/build/
samples/webrtc/kvswebrtcmaster-static /Volumes/IngenicSDCard

2. THIk pem EX , UGEBEME SD FHMA cert. pem.
3. B SD FHMAME SD A,

%7 2§5tb

1. BFFEERETEEZREERR , MTAAR.

£ WebRTC FEHREREE 21


https://www.amazontrust.com/repository/AmazonRootCA1.pem
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2. BZABEBRNERMRBAZEE, 46 LED EXERR.
3. MSEMMESEZTIFIIERZETE FM micro-usb s,
4. REEBRNEE

1s /dev/tty.*

(® Note

MREBZETTY KE |, FHIEWE TTY LER Ingenic ERER, HEi% B R T A E
B, RRISBRHT. KBS TEEIREESR,

5 M screenBEMFFERIETE (Hla0, Tera Term) EBEBER, AGE#HERR
115200,

g

screen /dev/tty.usbserial-XXXXXXX 115200
6. REBEZHRRNMREBRAEEENSE

© MR Shell TR ER+ , RIRMETE . £/ boot@ TRME Linux EXRE , KRR
BT RNE I,

ERERE 22
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- R Shell TERBEEREEA , FRALNEE,
- MREBMEZAH , 75 Enter,

- MREBMAERIEER Cannot exec '/dev/tty.usbserial-XXXXXXX': No such file
or directory , BB EFEIRF I RBE BN MEERER,

AFE SD FHEEERRL

1. BB :

® Note
EtgEplF , HfIEM sdcard,

mkdir /tmp/sdcard

2. BMATHARE , # micro SD FHEE ERIK :
mount /dev/mmcblk@pl /tmp/sdcard

3. BMEERRNAR :

1s /tmp/sdcard

HITEARER
1. EEFHEHEK
cd /tmp/sdcard

2. RERRELHLENBAERNAEMER :

export AWS_ACCESS_KEY_ID=ID

export AWS_SECRET_ACCESS_KEY=key

export AWS_DEFAULT_REGION=us-west-2
export AWS_KVS_CACERT_PATH="pwd /cert.pem

#&54E SD FHEESRIR L 23
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3. HTEAREN:

./kvswebrtcmaster-static channel-name

WiR R e

EERAER  FURARSIEREAREE, MFHH

a4

ASRT IR

« JavaScript
« AWS EEEFIEA
* Android

+ 108

SERE DA
FEEERMBINE R HENHE,
ERSEMERE TRUMBIHIT Bls /dev/tty.* , REFTFHR,

BRERNERKRAEZRE , BRECHMER. BE USB-to-TTY £E LHET LED ERER
Bit, MREMAEHEE , naﬂﬁﬁ%ﬁlﬁﬁ?ﬁuﬁ SOENEEFERARAEE,

FERERNELEREAR

MR WE T H AP —E5ER

SSL error: certificate is not yet valid
=

2024-09-19 08:56:34.920 WARN lwsHttpCallbackRoutine(): Received client http read
response: { "message": "Signature expired: 20240919T085634Z is now earlier than
20240919T155135Z (20240919T155635Z - 5 min.)" }

IBERREH Ingenic ERR MBI IER, (T date T RREBRVE— . RERENIERRER
B, ARBXRXHTERAER,

BRI 24
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BEERTFE , ERAEXNEZRE
MRIBRRBREL

-sh ./kvswebrtcmaster-static: not found

ERTEERBERTIEAER ELF FREP I HAMAMKME, 0, libcERE L,

BE  EXRTHAEANTEEEERRTES , SUEFRER (LDFLAGS) RIEMEM A FNENXER
8, ERHITREE LRV KME.

EEEEMN T AN (uclibc B8 glibc REMA ) FEEHMR LA | IR LDFLAGS R Ethe
section called “f WebRTC FEREREE",

WA EE A SD < ?

HRHEME SD~ , FEA T

umount /tmp/sdcard

bad 3713 25
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R BN IEEE (SDKs)

£ Amazon Kinesis Video Streams WebRTC # , BIE R E A BB AFIEHETRIRFE @ £ RN E
B, Amazon Kinesis Video Streams with WebRTC SDKs easy-to-usefV B2 E , BAI LU THI %
RECEERTEAEEATHECHENRENEARAAF K L,

Amazon Kinesis Video Streams with WebRTC SE€ T 5ISDKs :

* Amazon Kinesis Video Streams with WebRTC SDK in C for embedded device

- BRARK Web ERTEXH JavaScript 9 Amazon Kinesis Video Streams with WebRTC SDK
WebRTC

« B AR Android B9 Amazon Kinesis Video Streams WebRTC FZE 4
- EAR IOS B Amazon Kinesis Video Streams WebRTC BI&E#

S8 SDK I EHENEHIMZ L ISR , IR ERENSTELEARER. B LIERELEH
HITREEE, BIEF, ERmMFAFAASER , URTE Web/Android/iOS FERRRXRBMARNEENEM
HEZEETERNRE, RAOFER  SUUBRARNBEFREBWERZAFNKRASRRE Android =
Web ERER , SEM{E Android EARER 2 B8,

Amazon Kinesis Video Streams with WebRTC SDK in C for
embedded device

LA T step-by-stepsREARBAMM T &, BEMHATEARBRARXEERN C F1 Kinesis Video Streams
with WebRTC SDK X H ¥ FERY &4,

X ET5IE0R:R

- Hi

y

+ G.711 A-Law
+ G.711 U-Law
* Opus

- ®h
+ H.264
« H.265

BARBRARKEN C RBEEHS 26
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+ VP8

THHRERBEN

EETHBARBRAREERN C PH Kinesis Video Streams with WebRTC SDK , iB#{T T H&H S

$ git clone https://github.com/awslabs/amazon-kinesis-video-streams-webrtc-sdk-c.git

Z#E SDK

/A Important

£ macOS EEREL LR ZH , REHEE N macOS RAME , LAUEFIT xcode-
select --installAFRAGHITEMERTHEN,., REMM /Library/Developer/
CommandLineTools/Packages/mac0S_SDK_headers_for_mac0S_10.14.pkg IiETE
ZREREARZEGCIHIENEE, ERFEEWA 2H#T K. cmakelIREBEREm
SHIEMNER , AIFEEBRHTHT S

1. &% CMake :

« £ macOS L , #1T brew install cmake pkg-config srtp

« f£ Ubuntu £ , #19T7 sudo apt-get install pkg-config cmake libcap2 libcap-
dev

2. MBZERARILTREZ AWS IRF WERSRNALZE SR,
3. BTUT@S , EETHEMN WebRTC C REEMHFEI build Bk , RERPHIT cmake :

$ mkdir -p amazon-kinesis-video-streams-webrtc-sdk-c/build; cd amazon-kinesis-
video-streams-webrtc-sdk-c/build; cmake ..

4. BRELENVRERIER LARSREYMNbuildB &% , 1T make REE WebRTC C BBREH
R HRHEREH,

THHRERABREN >7
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® Note

MRRFKE M AKRgstreamerZ# | BlkvsWebrtcClientMasterGstSample F &%
B, ZERRHECEE (£ macOS L) , BHA#HIT . brew install gstreamer
gst-plugins-base gst-plugins-good

1T SDK &l

TR LERREFZE , &REE build BHFEHBETIE@FIEARER !

« kvsWebrtcClientMaster - thFE AR EIB AR IREFEIXE B H264/Opus FI& (BB : /samples/
h264SampleFrames 1 /samples/opusSampleFrames), U 2EZEANZHA (MREBES P
). ERERIMER  BEELREINKINSAHENHPEER,

« kvsWebrtcClientViewer - tbFEARERNEZ I EN 5| H| H264/Opus F1&,

« kvsWebrtcClientMasterGstSample - ttFEFAER # GStreamer BB X 5] H264/Opus ¥
o

BEPTEMELEN , FTKTFISER

3

1. A AWS 1kRF 2 ABRRELNIRE

export AWS_ACCESS_KEY_ID=YourAccessKey
export AWS_SECRET_ACCESS_KEY=YourSecretKey
export AWS_DEFAULT_REGION=YourAWSRegion

MREEANRERF AWS BEAEHR , hFFEL TERRFAR

export AWS_SESSION_TOKEN=YourSessionToken

MREBEHF] CA BRBEERE , BAUEATIARAEKRE

export AWS_KVS_CACERT_PATH=. . /certs/cert.pem
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® Note
RIZTERR , SSL CA BERES ../certs/cert.pem , F§[E GitHub FLLFEFEEFRN ER,

2. BEERFARBENZERELRET—RBAEJERAER , UBTERAEN. ERAEXSEAEEM
WEBRIARIEE, F , BEERIT LA myChannel WEASEIEE | I BILAIEIR I 5858 5% E 4
H264/Opus ## , BHT TGS

./kvsWebrtcClientMaster myChannel

TSI ERAERXFIN Connection established B , LA LBEHETT —ES B,

3. BE, ANEECEY , HEENEIHREEKERBREZAFREE , SR ItkER. Hla
BAILATE Web FERREX PR LLENEE SRR, BEEERM , BEMA PP B WebRTC SDK I
HEE, FREfEAESYFEREE LR RAKRSEENMER AWS & A E R E A5 EE R
RETYIE :

- IFEEH® ID

- REBIFERSHR

- ERIEEER

- AF#% D (Zi21)

E1E Start viewer (BB 2T) , B E B H264/Opus FH& A BN EFARFA R

FRHBRE

82 5 R &R AN EE s FE MG B 28 (5 8 Amazon Kinesis Video Streams for WebRTC,

BERAM Web FERAER A JavaScript 89 Amazon Kinesis Video
Streams with WebRTC SDK WebRTC

BAILATEE A Web FERTER A JavaScript F#% 2| Kinesis Video Streams with WebRTC SDK , A K&
H7E GitHub V¥ eS|, JavaScript

£
REYREHREN
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« WebRTC JavaScript SDK X
- FREHIEARER
. fmEEEHIFE AER

RUBHEEN

£ JavaScript F{#£H WebRTC & EM4HZ# Kinesis Video Streams 2B R MM ZHEUARERER
B1ENode. jsEERBBERESBPHIT.

NodedS module

B AR Node.js B9 JavaScript A WebRTC R EH L% Kinesis Video Streams B EIZ 5 5%
2 Node.js EHEEE npm,

EHFEER https : //https://www.npmjs.com/package/amazon-kinesis-video-streams-webrtc,

EEfENode. jsERPRENHBREN  FEAKKHREETHEERN HRENE
$#%package.json :

BMATIHAR :

npm install amazon-kinesis-video-streams-webrtc

&R LAFEA SDK $ 5! , HIans A Ay Node.js 48

// JavaScript

const SignalingClient = require('amazon-kinesis-video-streams-
webrtc').SignalingClient;

// TypeScript

import { SignalingClient } from 'amazon-kinesis-video-streams-webrtc';

Browser

BEFZTEZE , CRERERETRTEARBREEN, SLER HTML EEFH AWS 1§
T, EER HAFE SDK EH

HEERERPEM SDK , BB THESHB URMEE HTML BEH :

<script src="https://unpkg.com/amazon-kinesis-video-streams-webrtc/dist/kvs-
webrtc.min.js"></script>
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https://www.npmjs.com/
https://www.npmjs.com/package/amazon-kinesis-video-streams-webrtc?activeTab=readme
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ELKHRRHEZRE4EAZTERR , EUHRSEE R KVSWebRTC (5 window.KVSWebRTC) Bl#E
ZEEBERES,

5130 window.KVSWebRTC.SignalingClient,

WebRTC JavaScript SDK X4
SDK 380 AR GitHub BREET,

ERAEERRY , EEHMERATES I SDK EiEMA R JavaScript B AWS SDK , LLEE Web B4R
FREARER

NEEEEARINES , QETENRABAE  HSHW exanplesH .
EAEMEARER

Kinesis Video Streams with WebRTC t 2FEE & HIERREN , B USEAZERERNE I HAAEIE
B, EEIBANEE  YAEHEAETRERRESE,

Kinesis Video Streams with WebRTC £ fE A2 X GitHub,
gHIEARHNEXTMURN examples B # 9,

-]

- &5 PE AR G peer-to-peerdB i E AWS EEFIEA

o« &G BRER S peer-to-peerd i 2 &I FE A FE
« £ WebRTC #ER#E £ B H & Fipeer-to-peer&i 5l B H

REHIERER B peer-to-peerEHiE AWS EEFRA

1. BB Kinesis Video Streams with WebRTC &35 fE RS, , 5K T FIIRE :

« AWS EiF, I , us-west-2,

- IAM ERERACH AWS FRERILEZSR. WREEARY AWS EAEH |, FE TR
BRFFREE

- BEERNFRBENERE,

il
iy

MREREERIFTNFRIAE , FEFEUFE , LEAFRPRERHENEREILARIRE,
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https://github.com/awslabs/amazon-kinesis-video-streams-webrtc-sdk-js?tab=readme-ov-file#documentation
https://github.com/awslabs/amazon-kinesis-video-streams-webrtc-sdk-js?tab=readme-ov-file#usage
https://awslabs.github.io/amazon-kinesis-video-streams-webrtc-sdk-js/examples/index.html
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® Note

BRRFNESNFRBEERBLARKE -, BAUERZE, BF. KR () &
7% (-) , BT REERAZERS

- REEBEAEA. RATmE.

« WebRTC HEM#TF. RS A RRBEFETIHEP—1E
- EEABYIETEEES
- MERENABHERIES I FHBERRES OFF,

® Note

B Bp | B #EEAR =X AT 3 P 2 X Y DescribeMediaStorageConfiguration API , B3R
EEEWEER FHIT (Peer-to-peersk WebRTC #EEL ) ., ttEESAK API FEIYE & D
EFEEREERE,

MBEEELEMENFFEEHTHER , FEAFBHESIIBL API FIY,

« BEEX ICERZBIER, RESTUN/TURNEZEEIIRIFTrickle ICERXAAREE,
2. EIZF Start Master LUEEZEFIEE,

MEEE , AFFIENEZHIN/ZEZRAE.
3. & BB Kinesis Video Streams £2 & AWS BIE XA,

EECEEIEREMNIED,
4, EEREEG  BEFAEHEE,

ERERFAFRENEE. WAEFE , FERAESI.
5. RAKBERRESKRER.
6. EERHBRERLNERZRE, SN WENIMA WebRTC T/EREEviewer,

EREHEELEENERBEZSETRE F AWS EEXEA,

RE SRR G peer-to-peerB H E & HIEARER

1. PBARK Kinesis Video Streams with WebRTC ZiffifE AR , TR THER :

£/ WebRTC EfilEAER 32


https://docs.aws.amazon.com//kinesisvideostreams/latest/dg/API_DescribeMediaStorageConfiguration.html
https://console.aws.amazon.com//kinesisvideo/home/
https://console.aws.amazon.com//kinesisvideo/home#/signalingChannels/
https://awslabs.github.io/amazon-kinesis-video-streams-webrtc-sdk-js/examples/index.html
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« AWS [EiF, #li0 , us-west-2,

- IAM ERERABH AWS FRERNLEER. WRECARY AWS BAER |, FiE TFE
RFEMFEREZA.

- BEERNFRBENERE.

MREREERIFTNFRIAE |, FEFEVEE , UEAFRPRERHUNEREILARIRE,

(® Note

BERFNESNFRBESBLARE -0, BAMUERAFZRE. BF. KR () &
FHR (), BETRREERAZEE,

- REEBEEA. HATmE.

« WebRTC #ENf#EF. BRAEHH , RRBETIHEF -1
- ENABHIETEIER,
- BERZENBBHEHEEEN , XK FHBERRES OFF,

(® Note

B B ¥ BT B =X T SE FE A2 NN DescribeMediaStorageConfiguration API , AR
EEEBMEER B #1T (Peer-to-peersl WebRTC HEX ) » LLEESNEY API FEAYEAS 4
ENEERBRAE.

MREEEAMENFFRERTHER , FEAFBDEZIKIBLL API I,

« BE4L ICE®BHEE., RESTUN/TURNEE{RFTrickle ICERUAAREE,
2. 1E1Z Start Master Ll fiBmaster B BEFEZARIEIE,

WEERE , AFFIENEZEN/RERRE.,

3. BIRE—ABESRRSIEE , WHEEK Kinesis Video Streams with WebRTC 15| FEFAER ., FEH
ALBBITHFIEEA,

4. BTEBIBZRERIES , UiBviever ABEREAREE,

BEZESFIE masterfl 2B IEEviewer,
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https://awslabs.github.io/amazon-kinesis-video-streams-webrtc-sdk-js/examples/index.html
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£/ WebRTC REEVHE £ 4| B [ & fipeer-to-peer€i | B H

1. &1&E the section called “RIE IR R REZFTESHEE  WHERHEOESEEREIER
B

2. &fE the section called “#&# 1R 25318 EREM T/ERE Y Wi BB E SR E,
RIARSEEKESREFRELERERLAPZUERE. MU ERANSAEERTIERE.

BEILERREERASRTENRRNSEEWIINWERE  IEEEXEEENE Wi,
3. BATLLEIB Kinesis Video Streams & K 4R F {8 A REEN A i 88,

fm B 20 I FE A RE X
= E{RIE SDK MEpIEARINETHEY  FERETIER.
HERA

NodeJS 16+ kR

(® Note
KM EZJER https://nodejs.org/en/download : // TEEFHHRIAZE (LTS) R4,

mESIPIEAREN
1. 7£ JavaScript F T & Kinesis Video Streams with WebRTC SDK.
ERmEETPIATHIER :
git clone https://github.com/awslabs/amazon-kinesis-video-streams-webrtc-sdk-js.git
2. f{¥H package.json EREEZE H#, BRUNBTENRBHF,
ERmEEPIMATHIER :
cd amazon-kinesis-video-streams-webrtc-sdk-js
3. REMXFEE.
RSP A TS npm CLI 85

mEEfEARERX 34


https://docs.aws.amazon.com//kinesisvideostreams/latest/dg/how-playback.html
https://nodejs.org/en/download
https://docs.npmjs.com/cli/v10/commands
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npm install

4. RRE Web fAlfRESAFHBRHBE,

RSP A TS npm CLI 855

npm run develop

5. TEERMBIERRH , 55E&ESS http : /localhost : 3001/,

BRI LAfREE examples B P IERRIFEERE,

E AR Android B Amazon Kinesis Video Streams WebRTC B & E
%

THZELSIERRBNMATE. ZENIHITERMN Android B Kinesis Video Streams with WebRTC B
BE4ANRHBENES,

(® Note

Amazon Kinesis Video Streams F 3 # Android £ IPv6 ik, 52 RBERE Android &£E
=/ IPv6 BIEEMAE A

THHRERBEHN

HZE Android B 5 WebRTC BB EH , BT MM T :

$ git clone https://github.com/awslabs/amazon-kinesis-video-streams-webrtc-sdk-
android.git

#E SDK

ZEE Android FEE WebRTC BAREMH , FRKAT T :

1. amazon-kinesis-video-streams-webrtc-sdk-android/build.gradle £/ Open as
Project BARK , #% Android WebRTC SDK [E A Android Studio & F2IR%E (IDE),

Android SDK 35


https://docs.npmjs.com/cli/v10/commands
http://localhost:3001/
https://www.cactusvpn.com/tutorials/how-to-disable-ipv6-on-android/
https://www.cactusvpn.com/tutorials/how-to-disable-ipv6-on-android/
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2.

MRRE-AHBER  EXSEHHEPL, NRTE , BRERS., ELFIEEERG , FEE
Install missing SDK package(s) (Z2 R4 H SDK E) , AREZRIEE Accept (1£3) WERETE |,
ZERIMASER SDK EH4.

#4T Amazon Cognito (FFAEEEMES D EE) FRE. NEFHETR  F2EA SDKEE
Amazon Cognito, EASELEE Android WebRTC BIEAMEN S P RBNTERE.

£S89 Android IDE & | BRX awsconfiguration. json (# src/main/res/raw/). ERE
R

"Version": "1.0",
"CredentialsProvider": {
"CognitoIdentity": {
"Default": {
"PoolId": "REPLACE_ME",
"Region": "REPLACE_ME"

}
}
.
"IdentityManager": {
"Default": {3}
},
"CognitoUserPool": {

"Default": {
"AppClientSecret": "REPLACE_ME",
"AppClientId": "REPLACE_ME",
"PoolId": "REPLACE_ME",
"Region": "REPLACE_ME"

}

}

L #1T % SDK &% E Amazon Cognito RV ZBRFTE LM , E# awsconfiguration. json,

R EH Android £ B 2 EEZE#1T Android IDE WE S, £ Android IDE & | ZHUEEMEE |
RBEEBEIHIT WebRTC Android BEEH.

WS BEEEM Android B EZEEZ B AWSKinesisVideoWebRTCDemoApp HWEARER, &
AEAERRES , BRETE. Web H loT HEH Fiw 2 EHEIK WebRTC FFA/MRAE R

#E SDK 36
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HITEHEHARER
ERRTHISR -

1.

I8 Android & L | BARL AWSKinesisVideoWebRTCDemoApp , I E K (L) HIE
AH Amazon Cognito lRFE & A,

£ AWSKinesisVideoWebRTCDemoApp A , BIEZE Channel Configuration ($Ei&#H%8) BE , A
BREVHHOAREE , SHEERENAREE,

® Note

Bal, FRALAZEHINEFIEARERE , 87 AWSKinesisVideoWebRTCDemoApp
R EEEL 1T — EARIEE,

BEY  REELREARS D ERILIEE , FRIFE—K Client Id (AFi% ID), ABEZE
BRIEREREHER , TFERAFK ID. ERBREEN TEHRFER S BBERES.

BEAWS B , UREEBETARBAER  EEWME,
FERVHBUER  FHTTIEMA—IE

® Note

AR ENREPEANAERAFRLE , EEMENARBERE. AWS B, ®ER
ID A1 AWS 1R ID,

« W1{E Android Z£E 2 B B ER - TEEMBRE
« EM{E Android £E L , fFA LREERFTH., BEEMNH1T Android WebRTC BHEEH,

« 7£—1& Android & £ , LEEIBHE X B AWSKinesisVideoWebRTCDemoApp , 1###
START MASTER (RAB) = &7 %) , BRENFTHY TIEREER (FASRIEIE),

® Note
BEl , A ENRARTE REE — B,

- EEWE M@ Android ££& £ , LIRS E X BIRL AWSKinesisVideoWebRTCDemoApp , B
ERELRSRPREFARIEE (TERER) , #ZE START VIEWER (BEI#1738).
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BEREAR T AR EHHNZTARAER,
- MAXNFEREHTEHHM Android & ERFRRR 2 BH HHEHER

s EEEMEE L  UEHBEXTH., BEMIFI1T Amazon Kinesis Video Streams with

WebRTC SDK in C for embedded device,.

« £ Android RE L , A LREF T#H. EEM#IT Android WebRTC REEH, £t
Android #i& I | AR5 E X B AWSKinesisVideoWebRTCDemoApp , #7253 ]

LEFRAN SDK EEHNFA/RAER

» Android &i& (E&%) M Web BIE2R (R1A2R) <EARERER

« £ Android RE £ , £ LRBFTH., EEMEIT Android WebRTC REEH. 1Eit
Android 2 & F | LIF &2 X B AWSKinesisVideoWebRTCDemoApp , i&## START

MASTER (RREVEERR) , RREFTHY TR B (FSRIRIE).

« URRBESTEH, BENHT EAR Web FERATERE JavaScript ) Amazon Kinesis

Video Streams with WebRTC SDK WebRTC , M#EE#45 288 ol LA FE 2 Android = BT BERYZEA/

I

% SDK &% Amazon Cognito

FORIFAF

- BEMA Android Studio &, RENSTEARINERR. ER2FEASTHHNEBERT,
- EEAEXNBF , B2EM Amazon Cognito EAE#,

SEMKHRIE AR RERE Amazon Cognito FAEEEME D ERE,
HEEAEERE

RESEHAEERRE

1. & A Amazon Cognito 12 & W HEFR [E15 IF S,

2. EEASEYH  BEFHELEE.

3. EFEAEKEERD , BEERUFHERE,

4. TR THIEE

a. SB1:REZAEE - Cognito FHEEEZ NEEERH

, REUEEREE,

% SDK &7 E Amazon Cognito

38


https://developer.android.com/studio/index.html
https://console.aws.amazon.com/cognito/home
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igﬂy-lt _io
b. FB2: [RELXLEFR - BEGEEMNIEIE,

igﬂy-lt_io
c. HER3:REXMESR - ZEREENER,

igﬂy-lt_io
d HR4: REALEE - EREENERE,

i IAM AeZRH T  ZRREACHELTAR,

igﬂy-lt_io

e. SRS BEENEREN - EEUEENEIE,
EVREARAAFRENCT  BEEEEAF K.
igﬂy-lt_io

f. SER6: MEIEY - REALNERNEE K RAREERBVERELE.
5. EFEAEEEREL , ENERIELINER.,

a1
fim

EREMAELRE ID, YT ID UEBREM, £ awsconfiguration.jsonfEEH ,
CognitoUserPool.Default.PoolId,

6. EREARIESESIEER K ARXBEEHEKI.

7. EEARXAFRPREERRY K BELREUNEAREXAFRRER.
BRAF ID X2 Tk ID UHBERFEA, £ awsconfiguration.json R+ | ER
CognitoUserPool.Default.AppClientId.

8. HBTAFPmRMZE A6 Wi THBMEUMBEMER, £ awsconfiguration.json BEH , &2

CognitoUserPool.Default.AppClientSecret,
REGHEE
RESTERE
1. & A Amazon Cognito 3% & I HERS [ i IF FE fE 3R,
2. EERSEY  REFIERE,

% SDK &7 E Amazon Cognito 39
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3. EERBIUSHIM,

4 BEEHEE,

a.

e.

SR REFITEREME - TR TIER :

- FAEER - BRERFNFE
- ERZFENE SRR - #E Amazon Cognito A EEE

igﬂy-lt_io
FR2: REFT - EEBEACERT , TR TN

- 1AM A8 - ZBIEHHN IAM S8
- IAM ABER - BASBEYRHZ TUHBESRERA.

igﬂy-lt_io

SRR BEESSRUEE - EEREKEFAEAERTD , TR TIRA

- FRAEEEID- EREAENEVYNEAEEE,
- EREXRAFi ID - ZRELmEYHERAERXAFR ID.

igﬂy-lt_io
TR REBYE - EEI7EESBHRULTBAERE,

igﬂy-lt_io
SR5: MALEY - RRSERRTHNERE  ARENEYFHEE,

5. BEFSKEEEREL , BEEFNE S EE,

BRESERE ID AT ID UMEFREEER., 7 awsconfiguration. jsonfERs ,

CredentialsProvider.CognitoIdentity.Default.PoolId,
6. E#H IAM BT,

a.

b.

C.

BEAAWS EEEEA WHABMR https : //https://console.aws.amazon.com/iam/ B 1AM FE

v'n L
T Ho

EEREES  EEAG,
SERVENEELHEVYNAE,

% SDK &7 E Amazon Cognito
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® Note
WMEFRE , FEARS,

d. EEUEEMNFFIBR.

#1Z Edit (FRE8).

e. EHUJSON R5|HRHE , WA T I ARBRECEER :

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"cognito-identity:*",
"kinesisvideo:*"
1,
"Resource": [
i
]
}
]
}
BHT—F,

f.  MREARRN , FERULHTRARESBRREZSH LR,

BN FEE.

AR i0S B9 Amazon Kinesis Video Streams WebRTC B E &

THZEL I RRBIME iOS P TH., BENF:IT Kinesis Video Streams WebRTC BB EH R HY

FERY B,

THHRERBREHN

BRI IOS B TH WebRTC BREEMN , ST THEGT :

i
il

iOS SDK

41
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$ git clone https://github.com/awslabs/amazon-kinesis-video-streams-webrtc-sdk-ios.git

#E SDK

—

AT T HILER

1£i0S Ef Lt , BIRX KinesisVideoWebRTCDemoApp.xcworkspace (B§f® : amazon-kinesis-
video-streams-webrtc-sdk-ios/Swift/AWSKinesisVideoWebRTCDemoApp.xcworkspace) , # iOS
WebRTC BZEHE A XCode BEBEIRE (IDE),

NMRRE-AFARER , EXEHHRE. RTE , FRBEE.
EAREEREITIIER -

error: The sandbox is not in sync with the Podfile.lock. Run 'pod install' or
update your CocoaPods installation.

MRERFMER , FRTTIEE

a. RBEIMNI{EREYIIRE amazon-kinesis-video-streams-webrtc-sdk-ios/
Swift , WEBSIFHTUTHS :

pod cache clean --all
pod install

b. RBBMIEB#EYIIZE amazon-kinesis-video-streams-webrtc-sdk-ios , I 7
WEYFHTUTHD

$ git checkout Swift/Pods/AWSCore/AWSCore/Service/AWSService.m

c. Build.
#£4T Amazon Cognito (FFAEEEN B2 ERE) FRE. NEFMATR , 5F52H A SDK 5E
Amazon Cognito, EASEEEE iOS WebRTC R EHFIEN & 9 BRFBEIIZERE,

£ IDE % , R awsconfiguration.json & (f& /Swift/KVSi0SApp). HERFRERKL
™

"Version": "1.0",
"CredentialsProvider": {
"CognitoIdentity": {
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"Default": {
"PoolId": "REPLACEME",
"Region": "REPLACEME"

}
}
I
"IdentityManager": {
"Default": {}
},
"CognitoUserPool": {
"Default": {
"AppClientSecret": "REPLACEME",
"AppClientId": "REPLACEME",
"PoolId": "REPLACEME",
"Region": "REPLACEME"
}
}

LA#1T % SDK 5% E Amazon Cognito RV ERFTE £ M E , B#T awsconfiguration. json,
5. 1£ IDE # , BBk Constants.swift 8= (£ /Swift/KVSi0SApp). EBEFERWMT :

import Foundation
import AWSCognitoIdentityProvider

let CognitoIdentityUserPoolRegion = AWSRegionType.USWest2
let CognitoIdentityUserPoolId = "REPLACEME"

let CognitoIdentityUserPoolAppClientId = "REPLACEME"

let CognitoIdentityUserPoolAppClientSecret = "REPLACEME"

let AWSCognitoUserPoolsSignInProviderKey = "UserPool"
let CognitoIdentityPoolID = "REPLACEME"

let AWSKinesisVideoEndpoint = "https://kinesisvideo.us-west-2.amazonaws.com"
let AWSKinesisVideoKey = "kinesisvideo"

let VideoProtocols = ["WSS", "HTTPS"]

let ConnectAsMaster = "connect-as-master"
let ConnectAsViewer = "connect-as-viewer"

let MasterRole = "MASTER"
let ViewerRole "VIEWER"
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let ClientID = "ConsumerViewer"

A 1T % SDK &% Amazon Cognito I ZBRATEAME , E#H Constants.swift,

6. HREM IOS KECDEREHIT XCode B Mac B, 7 XCode # , EBHUEENEKE K REEE
I #4T WebRTC iOS FREEH.

WSBEEEN I0S £B LZHEFZ A AWSKinesisVideoWebRTCDemoApp HEFRAER ., &AL
FEALEARN , BFETEH. Web # loT REA Finz BHYENE WebRTC FFA/RFAHR,

BT HIEARE

R THIHER
1. TEEH i0S #E L |, BIRX AWSKinesisVideoWebRTCDemoApp , S FERAFH (SLEII) RIBREW
Amazon Cognito lRF & A,

2. 1£ AWSKinesisVideoWebRTCDemoApp & , BIEZE Channel Configuration (SEi&E %) HE , A
BRENHVATIEE K NBFRAENAREE,

(® Note

B, FRALRAREATNEFERARRE &% AWSKinesisVideoWebRTCDemoApp
R BEHIT —EARIEE,

3. (BEM) MREELRARS D ERIILEE , FEEFME—H Client ld (AFI% ID)e RBEEZE
RERERSTRER , TFERFIK ID. ERBREERN TERE RS BEERES.

4. EBEEFEAWS BE , UREEBETANRAELR  ERWE,
5, FERBMHHEMEN , FYTTIIEM—IA

(® Note

RRCELTHEPERNMERAF G L , EEMRNARBEEE. AWS BEl. BTHE
ID 1 AWS #&S ID,

- WMfEi0S REBHNMYBIER | TERMNBERES
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- EMfEIOS HEL , A LRXEFTH, ZENHIT IOS WebRTC FHEEH.

- E£—18i0S #£E L , L HIEE X BB AWSKinesisVideoWebRTCDemoApp , i### START
MASTER (RREVEETE) , BNBI#TH) TIERSER (FASRIRIE),

® Note
BEl , A ENRARTE REE — B,

- EFRME{EIOS £E L , LR 25E X BIR AWSKinesisVideoWebRTCDemoApp , LUE
RELRSBRPREBARIEE (T/EFKE) , 1212 START VIEWER (B ERRER).

BEREAR T AT EHHNZTARAER,
- MARFABREHZHHNIOS RERBR[ENHEHER

s EEEMEE L  UEHBEXTHR., BEMII1T Amazon Kinesis Video Streams with
WebRTC SDK in C for embedded device,.

- FIOSHEL , FALREFTHR. BENH:ITIOS WebRTC BIREH, It i0S £E
E, LR 28R X BB AWSKinesisVideoWebRTCDemoApp , I #E:3 iOS MRS AT LAE F
‘E’i]\‘ﬁ SDK = HIENZAMRAESR

- iOS KB (EEIF) M Web BIESR (lefRaF) <EHNHB SR

- FIOSHEEL , FALREFTHR. BEMHIT IOS WebRTC BIREH, Lt iOS £E
E, AEHEER B AWSKinesisVideoWebRTCDemoApp , i### START MASTER (B(E)
FEIR) , RRENETAY TYERS B (FRBRIRIE),

« URRBESTEH, BENHT EAR Web FERATERE JavaScript ) Amazon Kinesis
Video Streams with WebRTC SDK WebRTC , 3t/ F2 JavaScript #4725 7] LL& F Android *
R F AR
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FORIFAF

- RMEBZEFER XCode RIE, MENHTEARNB., BAEBREASITRE,
- EEAEXNBF , B2EM Amazon Cognito EAE#,
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BREFAERRE

REFEHEERRE

1. & A Amazon Cognito £ & SR EN I FREES,
2. EEfIEEYd  BECHELKE.

3. EFAEfKEERY , BEEIUCHELRE.

4. FTRTHEE :

a. FTB1 . BREBABE-E Cognito FAHEEEZANZREERS | BEHEENEE,
EHE-F_Z’FO
b. FB2: RELXLFER - BEUEEMNIEIE,
EWMT—%,
c. B3 RETMER - BEEENIRE,
EHY-F_io
d X$B4.[ZEAEEE - ZEEENRE,
£ IAM AEERENuY | BEREAGRELHAE,

igﬂy-lt_ﬁo
e. SR5: BEENEREN - EEUEENEIE,

EpEAEXRFRRAS  BERERAFK,

BN TF—F,
f. $R6 MEYEY - BRELHERNERE A ARBERIYCRELE.
EERAEEEEEL , BRERIEINEE,
BREMAEEE D, WEE T ID UEBEER, % awsconfiguration. json EERH ,
CognitoUserPool.Default.PoolId,
ENEARXESRSIER , AERBEEEKES.
ERARXAFRBFEERERY  EEEREYNEARXAFREHE,

(@i
fm

BHRAF D XTI ID AHFEEFEH. £ awsconfiguration. json BERH , i
CognitoUserPool .Default . AppClientId,

(i
fim
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8. HTrAFPmRMWE , YR THMBIURBEMEM, £ awsconfiguration.jsonfEE+F , ER
CognitoUserPool.Default.AppClientSecret,

REF T ERE
REEDERE
1. & A Amazon Cognito % & W HERS [E i3 1E &3S,

2. EEQERS  EEFIKE,
3. BEBRIEIM.
4. BREHDEE.
a. HR1 BREFTKEFME- T TIEE

- ERAEFR - ZREBREHER
- ERFNE SRR - #EL Amazon Cognito R EEE

igﬂy-lt_io
b. HTBR2: REHNT-EEBRIBACGERY , TR TIIMEN

- IAM &6 - BEEIHN IAM &6
c IAMACEZRE-BAZBYSHER TUHBESBMER,

igﬂy-lt_io
c. FER3:  ERFHRME - EERAELEEFMAEARRT TR TR

- FAELREID- ENEENBYNEAERE,
- BRAEKAAF®ID- ERNELELNERERXAFRK ID,

igﬂy-lt_io
d. R4 REBYE - EFIEESBRUTBARRE,

igﬂy-lt_io
e. SR5  RRYEY - @FSEAERTNERE , ARENEVSTERE,
5. EFSEEEAEL , BERFNEIERE,
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BRESEREID, BT ID UMEFEEFER, 7 awsconfiguration. jsonfEEd | ER
CredentialsProvider.CognitoIdentity.Default.PoolId,

E# 1AM BERFF,

a. BAAWS BEEIFEA WHIRIR https : //https://console.aws.amazon.com/iam/ B IAM

7a,.
b. EEAIEES  REAE,
c. SRILENLGELEHEINAEG,

® Note
MEFRE , FEAESI.

d. EBUEEMFFIBR.

i#1Z Edit (REB).

e. EHUJSON R5|%BRHE , WA T I ARABECEER :

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"cognito-identity:*",
"kinesisvideo:*"
1,
"Resource": [
nxn
]
}
]
}
igHR—F_io

f.  MREARRN , FERULHTIRARESRREZH LR,

BHREFEE,

% SDK &7 E Amazon Cognito

48


https://console.aws.amazon.com/iam/

Kinesis Video Streams Amazon Kinesis Video Streams WebRTC FiZ A 215/
Ll 4
C SDK WA Fimig#E

{# /A Amazon Kinesis Video Streams with WebRTC BZEMNERREXASEREBEMHER , SIEHMA,
AR, RBERR, HEERNMERRKE, C FH Kinesis Video Streams with WebRTC ZE&EH

FiniglE , IS CERNEREARIPELTHNMENAE, IENEESARMBEZEER . &

F9% Kinesis Video Streams WA N EBFEERN BITER , URITER W3C BENERANER
HRBABEEERE, BEE , B C /8 Kinesis Video Streams with WebRTC EX & —# 51
W3C Z#4EHE, WebRTC

ES- |
- ARER

« C SDK X/ W3C BXEE

AR E R

AREETARTHAARA PR EEARKXEITIHNTA. BUUFER
STATUS signalingClientGetMetrics (SIGNALING_CLIENT_HANDLE,
PSignalingClientMetrics) APl RERGELFARIEE., U T2 EAEEEH -

SIGNALING_CLIENT_HANDLE signalingClientHandle;

SignalingClientMetrics signalingClientMetrics;

STATUS retStatus = signalingClientGetMetrics(signalingClientHandle,

&signalingClientMetrics);

printf("Signaling client connection duration: %" PRIu64 " ms",
(signalingClientMetrics.signalingClientStats.connectionDuration /

HUNDREDS_OF_NANOS_IN_A_MILLISECOND));

& LAE Stats.h signalingClientStatsH &K E HNER.

BRI XETHIARER

BE Description
cpApiCallLatency FHEEFIEmE APl FEIYAYEE

B, EAESBETY (EMA)
SERGETE . MEEIRR LS
#& : describeChannel, cr
eateChannel, getCha
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BE

dpApiCallLatency

signalingClientUptime

connectionDuration

numberOfMessagesSent

numberOfMessagesReceived

Description

nnelEndpoint 1 deleteCha
nnelo

FTEEREE AP FEIUAYEE
B, FRESBETE (EMA)
SERGETE. tHEIRRY I
#& : getlceConfig,

B &R F i FE R
. SRUALERE , e
BN ITREE.

MPEIER , EERHER
FENFERE. &8, &
BHOME. EHBELAFR
WMIEEEERETR , RAE
RETHEHIR |, {8 signaling
ClientUptime &7~ Fin¥I4F
x5,

HEESEHSEEER. BF
5 ICE {&:#H B K EH.

B2 numberOfMessagesSent
B, tiESEE T A EEN
ARASETERH, ARAR
RV A FRERASIGNALING

_MESSAGE_TYPE

RIER
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EE Description
iceRefreshCount IESEWA getlceConfig BFE

B, FAL BERRELTTL
RER  WMAFTIRE ICE AR
B —&87. BRWRE—ERTEY
ICE #BRER; , ERERFTIRFER R
ERATXREMERE , RAHERE
PHEABRERMERE L
BRH,

numberOfErrors TR AREREAS A Fim A
ELXNEREE, IS ICEHE
e, ENBRASRARAE. BHEEASR
BEE, BExARAR , UK
A FImERZE Web B
PUB MHEIE WA B R EE

HIEERR,
numberOfRuntimeErrors BESEARA PR OHT

RFFT B A AVERER, EEEER
ERmERAR. AREBRKK
M ICE HREEMBIHEHBRER
Bl

numberOfReconnects EEgSEBXRENEFERE
g, ERTH REPEKER
EBEMNEREE,

C SDK X &M W3C ZEER

£ W3CWebRTC REERNF&E. ELETATHIEA :

. MR -
+ |ce Candidate : EEEZRHEBEFMERAENZRFBEENENA , LLEEHSE2EETERR
i, ESEFEERRESHNMFRETRIR, IP i, ABFARINEZRER  URERERELIER, E
LIEENEARRBRE,
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o lce fAfRES : ELEEARKESZENTE ICE ARSBNBRIEET. EEEXTHREIZAREAN
ERRENRRSERFEEER. TREERT  NRKERBEE AR , REELESEHLEER.
« Ice Candidate Pair : ELEEAR THEHRZNGEERBIE BNV TE/HTHE,
- HEMNER
- BiRfEARTP : BLERERRTHEEXCERBRNImHEEE,
- EH RTP : ELEFRMEL RTP BRNMEEEF. ESMARNERIBRELE , MBIk
BEER.

- EARTP: BEEERFEEAERBNAEBENA,

- BREERER  EEERTHHEIMEREREEEENEVNARNMTHER, ErILUERE
E ID #EER.

IBATLAER STATUS rtcPeerConnectionGetMetrics (PRtcPeerConnection,
PRtcRtpTransceiver, PRtcStats) API 2RULEEEE ICE, RTP MEREEMBENIEE, UT 26
AEH -

RtcStats rtcStats;

rtcStats.requestedTypeOfStats = RTC_STATS_TYPE_LOCAL_CANDIDATE;

STATUS retStatus = rtcPeerConnectionGetMetrics (pRtcPeerConnection, NULL, &rtcStats);
printf(“Local Candidate address: %s\n”,
rtcStats.rtcStatsObject.locallceCandidateStats.address);

TR % —EEREREX G KRR &RV E A

RtcStats rtcStats;

PRtcRtpTransceiver pVideoRtcRtpTransceiver;
rtcStats.requestedTypeOfStats = RTC_STATS_TYPE_OUTBOUND_RTP;

STATUS retStatus = rtcPeerConnectionGetMetrics (pRtcPeerConnection,
pVideoRtcRtpTransceiver, &rtcStats);

printf(“Number of packets discarded on send: %s\n”,
rtcStats.rtcStatsObject.outboundRtpStreamStats.packetsDiscardedOnSend);

£ bR |, IR ricPeerConnectionGetMetrics() BI85 —{E 5|82 NULL , BI2EEEEHE —1E
WEE B E R,

rtcStatsObject K EE AJ7£ Stats.h F#F, RtcStats WEZ A1 Include.h FIRE,

BT LATE WebRTC C SDK 2 EM 561 B &9 , LUK Kinesis Video Streams T &1 2 EF KX E APls
K E 5 BT RN IEE,
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5 W3CC 2548, WebRTC

£

- B4R

- BiE

- EREE

Bt

ICE AR :

B

URL

BB REBH

WY [ FE A 2

R EEET

Description

EiE} 2 STUN/TURN fRIBRES
7 URL

P b {5 P B B 4R AR AR

# ICE A AR2§ URI #EELAY
EREAnE. MRER

UDP , ICE &i&i& UDP E&
TURN , &8I ICE &3&i& TCP/
TLS B TURN, 8 URI &
‘BEEEH , ICE &8 UDP #
TCP/TLS E& TURN, 1%
5= STUN falfRss , @Az
Ho

EEHHEE srfix REFRE
1, FRRWRREEEE
BEFR.

ZRWE STUN BiEE FER
HWEERLLE,

BRKEFRNEFEEE ,
LERSEHN. RESEAR
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1eiE

Description

ERNMATR  EHERS
PIBHEFE R EH o

ICE {REZEMRFTER : EESFMERBIRE (FARMNER ) NHEBEEF.

B

address

port

protocol

candidateType

priority

url

relayProtocol

Description

BRRAEAERIRIEERB /Y
IP b3k,

IRIZREEIRIRR

FASRER{S R 215 B K EF 1
E. BMER UDP/TCP,

BEHAVIRBEET - T8, srflx
HEIE,

P2 AR IR IR 12 1R B A E
FEIEFF o

PR HIRZEIE B KRR, &
BRTAEREERE R
STUN falfR#5 3 TURN {a] Bk 2%
B

WMEREM TURN fa AR 25 2R ER1S
BN ARREERE |, R
S5 £ A R {EE FA hh 1E R EX
Be. ARES TCP/UDP,

ICE iRBECH A ER  EESFMBREELRIEBREN.
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BE

localCandidateld

remoteCandidateld

state

packetsSent

packetsReceived

bytesSent

bytesReceived

Description

B Fp PR AN SRR IR B Y
IDo

B 34 i PR E U R 122 1R B Y
IDo

EERENRBEHRE,

FRER TRUE , RAERERE
H YR R B HHR HUR ST B # o

ExHNHOHE, ERE . ¥
WeEtEMwriteFrame
L ER B A IEE LA RTP #
FTERPREE , EAR Ice &
BE ¥ IS lastPacketSent BF
BE&iE , HtFtEmEREE
ZEEENHOEETRERE
Ao

XY incomingDataHandle
r E%‘%B%E%ﬁo

IERTE writeFrame() MY
# iceAgentSendPacket
() HEEN, EEFTENT
ERIFIEEER. B, Et
e EENER  HAAR ICEE
1t RTP HEBARKE 2 EL
Mo

&)X incomingDataHandle
riSEEEH. Bal, Eta
2 ZEEMNER , B4 ICE EY
RTP HaE R 2EBE Y,
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BE

lastPacketSentTimestamp

lastPacketReceived
Timestamp

firstRequestTimestamp

lastRequestTimestamp

lastResponseTimestamp

totalRoundTripTime

Description

BREEIHAORTEEN. E
A] LAEE packetsSent #1FEF
EXPRENFREBERME
A, DUER B e H S &R
=

EEE FEKRERNRE
#rincomingDataHandle
r() . JEAJEE packetsRe
ceived BEEA , LAHETR
B BEBUER, FREF
BA AL HEERtransceiv
erOnFrame() MHHER
BXE,

£ PRI EESE —E STUN
BB REEE#HiceAgentS
endStunPacket() . EH
LAEE lastRequestTimestamp
# requestsSent FEEEA |, A
231 STUN BiEFERZBNF
BE,

BIXRINE PEIX STUN 8
RIS HKiceAgentS
endStunPacket() o

SRUE STUN B4 EIERS 28
B,

EWEIFFRNBEEERE
o ERVCESRBERER
MBRF BIREOZR P,
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EE Description

currentRoundTripTime EWENREEEFE RN BEE
R RN TRNREEE
#o

requestsReceived ESEWEIR STUN BEHES
FEHETEES.

requestsSent £ PEENSE STUN BERE

K EEHBFTREEiceAgentS
endStunPacket() o

responsesSent EEENSE STUN BEO
FE - EFRVETEEE , LUEFE
PR EBEFHERhandleStu
nPacket() o

responsesReceived £ PR EIRYEE STUN BiEE
FE L ERTRYET *BghandleStu
nPacket() o

packetsDiscardedOnSend ENOEEAMEEH, B
AFERR , E®EiceUtilssS
endData() XHKEEH. &
RS ERERBE R
BRENHTE DL,

bytesDiscardedOnSend EHOEIA KRR ERN,
HFEER , E®EiceUtilssS
endData() XHMEEH. &
EHEEREREREARE
WEHSBEIEHEEER. &
IR RSt EsHaEnE
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R

EH RTP #it&EE

BE

voiceActivityFlag

packetsSent

bytesSent

encoderlmplementation

packetsDiscardedOnSend

bytesDiscardedOnSend

Description

iE B A1 = Include.h
FRtcEncoderStats E&
W—Er, WRKRE—EZA
HOOSEE , MEERES
TRUE. BBIREEHFIPERE
EZ.

IERREFHPATIE SSRC % HKY
RTP Ha#8. &= https:/
www.w3.org/TR/webrtc-stats/
#sentrtpstats-dict* B —EB% |
DEEBELRFTER P, BX
AL writeFrame() B EREE

#,

EEENMTEBAY  TaiE
RTP ZBEMIEMH, EEEBKX
writeFrame FEIY B SE 37,

ErRHEAEXBEFA
RtcEncoderStats Y18y — 2B
Do

R ICE REEXEEMER
R EEMBEN RTP 3
D, WU EEHiceAgentS
endPacket o

MR ICE KERXREARE
ELEAMMEN RTP H#E |
AR th @B TiceAgentS
endPacket
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BE

framesSent

hugeFramesSent

framesEncoded

keyFramesEncoded

framesDiscardedOnSend

Description

REafesnEREES
MEDIA_STREAM_TRACK

_KIND_VIDEO ¥ , F &iE

#,

HETEEEEHE RN TR
N 2.5 EHEIRETEN. &
BETE fps (BELIXEHW
BUAE 5T BB R 1 LA B ) R PR i
BHNEEEE ) WHEAERRE
NEREM RtcEncoderStats F
#) targetBitrate ZREVSRAEH
RN

REERDERGEKRE T8
S R EBFE AT ST BB
TE TS X writeFrame FEIL R

B

AEESRERRINREER
FTEHERABMERILETE
5. ©EEESIX writeFrame F

I 5 SE o

EKEEEiceAgentS
endPacket MKk
e ZEHHIER, ERAH
— AKX , Bal , RE
ERASRMEREMUHT ,
framesDiscardedOnSend & %

/E‘&O
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BE

frameWidth

frameHeight

frameBitDepth

nackCount

firCount

pliCount

Description

EEEMAREE —BARESR
BHWEEREE, Bal, BARE
NG EER E?% thEncode
rStats* * fy— , MEE=
Ko

EEAARRER —ERER
BHWEESE. Bal, AR
Tﬂ%ﬁtﬁaﬁ;’i‘% RtcEncode
rStats N —E5 , EREFT K,

ERTAERE—(ARBEZERNE
REGEREENTRE. B
B , ERHEAEXRESR
RtcEncoderStats #J—
WRHEAELRITER

%Mf RTP 8 EWZE NACK

BRERELAHSE A BE
E%ﬁﬁtfﬁo HEZEEZEK
NACK RREfHEwHH T,

¥ F FIR 2 (onRtcpPacket-
>onRtcpFIRPacket) & E
FitE. ceEEERERE
VARBER T EE LEEW
$HE, FIR # T B BIRFHEU
FEEUH L , BB EE R EST
2, AR AEE,

W E PLI #8 (onRtcpPacket-
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BABIRBHEHRERE,
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EE Description
sliCount W El SLI #8 (onRtcpPacket-

>onRtcpSLIPacket) R & & #T
WE. SEHBEOERTEE
—ERNER,

qualityLimitationResolution Bal, #HEXENER , BF
Changes FERSERREBNERE
ENSE,

lastPacketSentTimestamp BERE - EHSNEEE
L. TEBHESIX writeFrame

I 5 SE T o

headerBytesSent Ak SSRC EiXH RTP &FH
MEHUTHEY , TERFE
B RTP &#H.

bytesDiscardedOnSend E X iceAgentSendPacket
AL 2% Bl i 3B AR SR A K B
K, MEEMLIER. ELH
—EAHEKR , MESRIHN
TTAEARR , B R, GREIAR
REERMERTAHE , A
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o
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EiE@,
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BE

retransmittedBytesSent

targetBitrate

totalEncodedBytesTarget

framesPerSecond

totalEncodeTime

totalPacketSendDelay

EHREA RTP FitER

B

roundTripTime

Description

# I PLI/SLI/NACK R E#7 &
WK TEB. BE, HERR
BT NACK EM BT
8, A& & PLI A SLI &
BHEw.

ERERARNBRPRE.

BREEBETRER , BR
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B R NS BETEN.

ERBIR LR E MRS AR
RHENERE , URE-PDARE
ER AR BRETE,

EHEERABRAFREAER
B, WHEAPEFHELRET
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BEi#sEAa 0, BA
iceAgentSendPacket & 37 B &
HEEHS,
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B RTCP $#a%H 201 (%
WEHRE ) K, S RTCP #
WKEREPHEEULE, BED
ELREEERENE LRE
FRERERIEESFHMER
DEtEFRERE, FHERE
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BE

totalRoundTripTime

fractionLost

reportsReceived

roundTripTimeMeasurements

B RTP #51E&H :

B

packetsReceived

AE

jitterBufferDelay

jitterBufferEmittedCount

Description

RNB200EWEE-XR, &
HESEENHSBMRED
MATERERN U THARSEE

ATE N IR REEM

REBEE L —ESHE/

$# & reporfractionLost LA

R , SSRC iIE4H RTP HaEB
Do

BRKRERBEREEERT
B EE#To

B IS A N ERERE
# SSRC W EIH R HE B,
18 , BetEEES , Akt
HEZ % reportsReceived 18
o

Description

WE4SE SSRC M H B | &
HAREER.

LIEBRRTEHE SSRC AW A
BEVAENHIRE,

hEERTSHBERTEETEE
HAmLENEEEAN,

R BEEER LA F LA
B AR
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BE

packetsDiscarded

framesDropped

lastPacketReceived
Timestamp

headerBytesReceived

bytesReceived

packetsFailedDecryption

protocol

dataChannelldentifier

Description

ENBEEECSRAHIEE
HEEHTE , FHEREE
o EARAREERERE
RERNERNHESE D T,

EEEWA onFrameDr
oppedFunc() BE#H,

&R SSRC BT & & —EH
Sy RS,

e EEREKR RTP HAERFE
o

BRI TES, ETE2ER
SRVl LEETARE
BANTER,

RTP & EhY %3 K BT |

S
EEEE,

Description

Label RERENEREES
i

HRRMKHERER SCTP ,
Rt EA B EERERFH
SCTP,

AR —BREREENBEE
REFEGEBIRF. MR SDK 218
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1eiE

state

messagesSent

bytesSent

messagesReceived

bytesReceived

Description

itE& , BIff SDK B#EEE , 1t
BEHEERTATHE,

BHRTEREEREEY
iRRE, BBl BN m{ERRE
# RTC_DATA_CHANNEL_S
TATE_CONNECTING ( 2
SISEERF ) A RTC_DATA_
CHANNEL_STATE_OPEN

( £ onOpen() EH +%

=

) o

E SDK BB ERBEEBEAR
B, STREREEHN.

ATEERE UL HAVRA R RV
TAAEITEH. EWAHRT
BELUTBETERK KK
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#HE .
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fEZE7EEonMessage() W
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BB WebRTC £ Amazon Kinesis Video Streams R #EEL
MEMEE

Amazon Kinesis Video Streams 12 #3%Ei8 WebRTC BN R AN ST A B R EZIHAIINEE |, LAEITHE
7. BRANOWEE, T A LUERIEEE WebRTC SDK ME i APIs REXH AR | ARG EE
HEREER,

EERRER , EUUEEARARESRNEMNLZLBEEHAERE L& Amazon Kinesis Video
Streams with WebRTC SDK , S E A EMH APIs REAFAIEEER 1 WHEBSER  UAREEHPHE
EFF#E. AWS loT HEUE , B LUEB R feasy-to-useZEUE R, APls Amazon Kinesis Video
Streams T REBRE A UETENRMPEF MR | 1EIBE Amazon Rekognition Video 1 SageMaker
AlES REEZBFABREENE R 2 MHNERARER,

FE

- API B4
« R Amazon Kinesis Video Streams with WebRTC #ERH & 1F ?
- BUARIEE

c BUZRBER

« BFHA

- BRTEHHM

- FEEUER

- BERUEEIER

- ERERTFIERR

- HEAERFIERRERNBBEETHRED

\

API 1€
AT API BEFREEE Amazon Kinesis Video Streams WebRTC #EEX :

» DescribeMappedResourceConfiguration

» DescribeMediaStorageConfiguration

+ JoinStorageSession

* JoinStorageSessionAsViewer
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» UpdateMediaStorageConfiguration

HEEE Amazon Kinesis Video Streams with WebRTC #EEXVH 1 ?

Amazon Kinesis Video Streams 1£4{3%i8 WebRTC ENBSEAMI AR REEHRAIIIAE , LUEITRE
T? BRMDTERE, NEBERIRHstep-by-stepiR B , LIEREMEA KA WebRTC BIREHNE
% APls , ABX A BN R R AE RN EER. ELIERIFEMEA AWS Command Line Interface

Kinesis Video Streams £ &AM 5l

B2 # Amazon Kinesis Video Streams B2 WebRTC #£E A 2 81 , 552 the section called “5% &
AWS IRF",

T fi# WebRTC RN F

T 5| & 852 Kinesis Video Streams with WebRTC & &] Y R EI#EER M fE 1712
*RE

- ERFEZHEE

- FEZHRENIEESHE B

ERFESHRE

FTEZEESLIEB FH WebRTC FASEEIEZ Kinesis Video Streamsthe section called
“ConnectAsMaster’, & , IR JoinStorageSession API , & F TER RS WebRTC &
#Ro B3I WebRTC Eif#E , 8 ERHEIERTEN Kinesis A &7,

fHER WebRTC I ?
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WebRTC Storage Session

[1] ConnectAsMaster

-
JoinStorageSession
[2] age -
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Kinesis Video stream

WebRTC Storage Session

TESRENAEESRE R

BRSHEEFLEER £H WebRTC FASEEEZ| Kinesis Video Streamsthe section called
“ConnectAsViewer’, & , IR JoinStorageSessionAsViewer AP| | EfE1FE TERREE

WebRTC iE#R. 23 WebRTC E#%E K REFEZHERE , RETEZ2HENMERGHFSHE

NEHFEERSEINEREN Kinesis ¥H B

RELERRSESHMARARSEENET  IRHEXRIEZEHE, RERSEEERIES R

ERWSOTRE  WRETTFERRERENEARERSEENTA,
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WebRTC Ingestion Flow with Viewer

Kinesis Video Streams with
WebRTC Storage Session

Master participant

Viewer participant Kinesis Video stream

Connected via WebRTC I)|
ConnectAsViewer
-
< JoinStorageSessionAsViewer
Wait for SDP offerbl
SDP offer
-
ICE candidates
-
SDP answer
-
ICE candidates
-
Connected via WebRTC B|
Audio and video frames Audio frames
< ‘iewer participant's audio Master participant's media >
Combined media ingested (stored) to Kinesis Video Streams >

Kinesis Video Streams with
WebRTC Storage Session

Master participant

Viewer participant Kinesis Video stream

FEAREI/ERERIEITL WebRTC E#F

AR AT ITERERMMA Amazon #EREK , AR FT/ERBRR 24 relay(TURN) 1RIBIEE EixE2 H
E., MRSHEENMEE AR , Al scf1x(STUN) RIBIEE o ARERZEFFIERER. BEZ2 , #8H
ENWAERE , AMIEEN ICERBE TR srflxs relay , MiRls ICE {Ri#E —ER relay.

EERECERER , F28&hostRBHBEEXERETLERR, REFEIERRBETrickle ICERE
i
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4 =T \
B ARIEE

Kinesis Video Streams with WebRTC FA5R4RIE A BI R 3THTE WebRTC A F i 2 B2 3 F # Zpeer-to-
peerZRATENARAL. TREIERERERBE (SDP) REMBEETERESEBHRT , URR
BEEBNERE (ICE) IREE B UEEBRBEN.

EERYVASEIEE | 55 CreateSignalingChannel APl, tEEAREBIMAER AWS EE XA
AWS CLIFE A — 1@ AWS SDKs W A& API,

/A Important
B MEE ARN , ZHEZEEET,

AWS BEE A
T TR

1. 7£ https : //https://console.aws.amazon.com/kinesisvideo/home/#/signalingChannels B &
Kinesis Video Streams Signaling Channels & 5&,

i#1Z Create signaling channel (3 FA5R5EE),
3. HEEMNFMARMEEREL , WAFREENERE,

N

#&FAEZ Time-to-live(Ttl) BRE & 60 ¥,

i#1Z Create signaling channel (3 FASR5EE),
4. BUASFER , FREMEFHEARE LNFRE

iﬂl

o

AWS CLI

R e g AWS CLI Y ERE » WEFMENA , 528 "AWS Command Line Interface (£ &
8. .

MELERE |, F2EAWS Command Line Interface ( FHAEIER) . RE® , FRAEAEREM
[Eig 5% E AWS CLI,

FHE K FRRETEIZTE AWS CLI B9 AWS CloudShell #&im#, MMEFMET , FSH AWS
CloudShell fEA& B,

F/H 1T T % Create-Signaling-Channel 54 AWS CLI :
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aws kinesisvideo create-signaling-channel \
--channel-name "YourChannelName" \
--region "us-west-2"

EIFEM TR :
{
"ChannelARN": "arn:aws:kinesisvideo:us-
west-2:123456789012:channel/YourChannelName/1234567890123"
}
AWS SDK

WX BRI M EAE AR JavaScript B AWS SDK v2 Z1I Kinesis Video Streams with
WebRTC HASRIEE, FEEMEEM AWS SDKsTE , BE—MRIEMMEE. £ GitHub LR TEH
X EEf,

E I Kinesis Video Streams A Fif, E=RARMI CreateSignalingChannel API By A F i,

const clientConfig = {
accessKeyId: 'YourAccessKey',
secretAccessKey: 'YourSecretKey',
region: 'us-west-2'

};

const kinesisVideoClient = new AWS.KinesisVideo(clientConfig);

£ A FmMI CreateSignalingChannel API,

const createSignalingChannelResponse = await kinesisVideoClient
.createSignalingChannel({
ChannelName: 'YourChannelName',

1)

.promise();
HIEN[E FE,
console.log(createSignalingChannelResponse.ChannelARN);

ERLEABHFIMNENRFEERE GitHub EER. MAZHNES. AWS BRENMARFENBH,
B Y SEE,

b= RV

o
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BUFE RS

A RELEFENKEINERNSER. WRECEMEMER , BB D R,

/A Important
WebRTC HENEEZERMREB AR 0 MY Kinesis & H Bfl. REA 1 /PE,

EEEVER , FEHAWS BEIES AWS CLI. ZHE 4 —1{F AWS SDK FY CreateStream
APl,

/A Important
AR NETARN , HEASEETE.

BE -

1. BRR https . //https://console.aws.amazon.com/kinesisvideo/home/ #Y Kinesis Video
Streams £ &,

2. 7E Video streams (¥ &) EHE L , i##F Create video stream (B 5 HiR).

3. EEBRVFNERBEREEL , @A YourStreamName BB HREH. RIFEWMFERMRER
F11 8

EEEVERRE AR 0 BET.

i#1Z Create video stream (BIX ¥ £o
4. Kinesis Video Streams B £7i% , BB YourStreamName EE LI F¥HHE A,

AWS CLI

RIRE L% AWS CLI SERE » MNFEFHFMEGA , 55328 "AWS Command Line Interface £ &

*EﬁJ o

MELERE |, F2EAWS Command Line Interface ( FHAEIER) . RE® , FRAEAEEM

EE%E AWS CLI,

BAUSHER
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HE , BAREREIZHZE AWS CLI 9 AWS CloudShell & imt, MFEFMENR , F2HE AWS
CloudShell £ A& EM.

A #4T T 5|Create-Streamén s AWS CLI :

aws kinesisvideo create-stream \
--stream-name "YourStreamName" \
--data-retention-in-hours 24 \
--region "us-west-2"

EIFEMNM TR :
{
"StreamARN": "arn:aws:kinesisvideo:us-
west-2:123456789012:stream/YourStreamName/1234567890123"
}
AWS SDK

WRERIEH ERRBAMMAER AWS B AR JavaScript 8 SDK v2 211 Kinesis 22K 8. BEigE
Hfth AWS SDKsF[E , B —fREAMEE, £ GitHub R BN EXBES,

#3 Kinesis Video Streams i F i, &= AR CreateStream API B F i,

const clientConfig = {
accessKeyId: 'YourAccessKey',
secretAccessKey: 'YourSecretKey',
region: 'us-west-2'

};

const kinesisVideoClient = new AWS.KinesisVideo(clientConfig);

EH AFwMI CreateStream API,

const createStreamResponse = await kinesisVideoClient
.createStream({
StreamName: 'YourStreamName',
DataRetentionInHours: 48,

)

.promise();

SIENEFE,
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console.log(createStreamResponse.StreamARN);

SEHENBEFINENFHEERE GitHub EERA. WMAZWESE., AWS BENARHEEN BB,

B WebRTC BBV FEIR , WA SRNERE K ARBEEVYSR, BHARESHELER
HRRERNKE. WAXR ONE , RREFEREYFR,

RTFEFA

BUABAKERTFTETF IAM A6/ , F8E%EIA WebRTC £ Amazon Kinesis Video Streams F#EEY &
o
(® Note

B AERREEEN IAM A6 , AIREHTEIME. IAM EES T IAM REIM., SR
RERBREEE, WEFEER , F2E8H (AM EAERERE) PNEYHGUEIREFAE AWS
B

FENRGFZABHNEERSE DescribeStream, GetDataEndpoint#l PutMediafFal , FEEHE
IRBEREENE Kinesis Video Streams,

AZ2RUATERREESHEERNES IAM BUR

JSON

{
"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"kinesisvideo:DescribeSignalingChannel",
"kinesisvideo:DescribeMediaStorageConfiguration"”,
"kinesisvideo:GetSignalingChannelEndpoint",
"kinesisvideo:GetIceServerConfig",
"kinesisvideo:ConnectAsMastex",
"kinesisvideo:JoinStorageSession"

1,
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"Resource": "arn:aws:kinesisvideo:us-west-2:123456789012:channel/
SignalingChannelName/1234567890123"
},
{
"Effect": "Allow",
"Action": [
"kinesisvideo:GetDataEndpoint",
"kinesisvideo:DescribeStream",
"kinesisvideo:PutMedia"
]I
"Resource": "arn:aws:kinesisvideo:us-west-2:123456789012:stxeam/
VideoStreamName/1234567890123"
}

1
}

REE MM
#17 Kinesis Video Streams ER%& , BEEEANAEIEE EiS HRFEFEIWE LR

RSB EMERAFIAESRBR , BABAEEECPECHER, 5528 the section called “BUHE #5355
SEE B

E3 i BER ISP

£ UpdateMediaStorageConfiguration API , 3t B EE#ZHK Kinesis Video Streams &R A
ARNSs,

/A Important

—HBStorageStatusBi A , ML BEEEYpeer-to-peer ( TEMRE ) ER, HEEEE
BREREIERER, S4B JoinStorageSession API 5% SDP EEEX | W EY
ENBFIERER BB ILER,

AWS EEFEA

(® Note
Kinesis Video Streams BRI T X E ligiE AWS EEFEZEA,
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FREL AWS CLI ER & IFRE B AWS CloudShell #im#, MFEFMENR , F2HE AWS
CloudShell £ A& EM.

EBfE AWS CLI R EEHPHIE TR,
AWS CLI

I E L% AWS CLI WERE . MEFMEA , F2EAWS Command Line Interface 34,

MELERE |, FS2BAWS Command Line Interface ( EHAEIER) . R#E% , FAXAEEM
[Ei5 5% E AWS CLl,

FHE K FRRETEIZTE AWS CLI B9 AWS CloudShell #Rimi, MMEFMMET , F2B AWS
CloudShell fEA& B,

£ H#1T Update-Media-Storage-Configurationd® AWS CLI :

aws kinesisvideo update-media-storage-configuration \
--channel-arn arn:aws:kinesisvideo:us-
west-2:123456789012:channel/YourChannelName/1234567890123 \
--media-storage-configuration \
StreamARN="arn:aws:kinesisvideo:us-
west-2:123456789012:stream/YourStreamName/1234567890123" ,Status="ENABLED" \
--region "us-west-2"

AWS SDK

WEREH ERRBANMERE AR JavaScript B AWS SDK v2 SREAESRE , S ERENMEEE
Y Kinesis ® ) & A M AWS SDKsFE , B —BFREMER, £ GitHub ERIATE
HEEE B,

B 1 Kinesis Video Streams A Fif, 152 ARMI UpdateMediaStorageConfiguration API # F F
o

const clientConfig = {
accessKeyId: 'YourAccessKey',
secretAccessKey: 'YourSecretKey',
region: 'us-west-2'

};

const kinesisVideoClient = new AWS.KinesisVideo(clientConfig);

£/ B FifMW UpdateMediaStorageConfiguration API,
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await kinesisVideoClient
.updateMediaStorageConfiguration({
ChannelARN: 'YourChannelARN',
MediaStorageConfiguration: {
Status: 'ENABLED',
StreamARN: 'YourStreamARN',

iy
1)

.promise();

ERLENREAMNENF@ETE GitHub EEM. WAZNER., AWS BEMNFARBEN B,

BB WebRTC HEXMREFEIE , MARRNER  AREEENERRFFHEAE, HESRELAS
ERENEEENER.

HUH B SR SR8 A =i

/A Important
EARAESH B RFUBUHERE 28 , BEEAEEMER.

MRERFHLERFEIRE E’Jﬁﬁgﬁﬁﬂi?t‘ﬂ%um , 551# A UpdateMediaStorageConfiguration API 3R B E &
Kinesis Video Streams &R, BEBUHER % , 7 BB E Epeer-to-peeriE#R,

AWS EEFEA

(@ Note
Kinesis Video Streams BRI A X E LHIRE AWS BB F A

FREL AWS CLI ER & IFRE B AWS CloudShell #imt, MFEFMENR , F2HE AWS
CloudShell £ &M,

B8 AWS CLI R5IEBRWIE T,
AWS CLI

MR E L% AWS CLI WERE . MEFMER , FSEAWS Command Line Interface X 4%,
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MELRERP |, FFBBAWS Command Line Interface ( FRAEREE) . RE®R , FRAEAERN
[EiF % E AWS CLI,

¥ , BB AWS CLI ERKIERE BY AWS CloudShell #imt, MBFHMEF , FSB AWS
CloudShell £ A& M.

£ B#H{T Update-Media-Storage-Configurationd® AWS CLI :

aws kinesisvideo update-media-storage-configuration \
--channel-arn arn:aws:kinesisvideo:us-
west-2:123456789012:channel/YourChannelName/1234567890123 \
--media-storage-configuration \
StreamARN="null",Status="DISABLED" \
--region "us-west-2"

AWS SDK

WX ERRA MM AE AR JavaScript B AWS SDK v2 SREAESRE , S ERENMEEE
M9 Kinesis & 8. A EHEAM AWS SDKsFE , E—REMMERE, 7 GitHub ERBTE
HEEE 5,

37 Kinesis Video Streams A Pk, &= AR UpdateMediaStorageConfiguration API BYF F
i o

const clientConfig = {
accessKeyId: 'YourAccessKey',
secretAccessKey: 'YourSecretKey',
region: 'us-west-2'

};

const kinesisVideoClient = new AWS.KinesisVideo(clientConfig);

A A F %MW UpdateMediaStorageConfiguration APl

await kinesisVideoClient
.updateMediaStorageConfiguration({
ChannelARN: 'YourChannelARN',
MediaStorageConfiguration: {
Status: 'DISABLED',
StreamARN: 'null’',
.
)
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.promise();

ERLEABHFIMNENRFEERE GitHub EER. MAZNES. AWS BRENMARAENBH,

BB WebRTC BEUNIREFHIR  RERBBMUAZE , ARBEENHBREFARL, RER
THREAMBEBENEREEN SR,

HRE AR RS
BTHIRS
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/A Important
Chrome B HI=M —XXENBIEES,

1. 1£ JavaScript i 5 &5 H # B Amazon Kinesis Video Streams with WebRTC SDK,
2. FHEZTIER :

« KVS inkh - EEEML P , BEERE.

B0 us-west-2,
« AWS BFE

SER R AR :
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« Secret Access Key (AR ZHE8)
- THRBRFH -EHEAEXXERRNRBZAER., NREAFEFARE IAM ZAEH | B
BIMUREZEH,. MEFHEF , F28 AMAFHNERZEBEAER,
- FEEE - TRERBENT  BALRENRENAFBESE, WEFHMENR , F528the

Hll-

(ESL

section called “3X 7€ H #yth”

- B - BEREXAEANEEZFA.

- WebRTC HEVMf#TT - RESE A AR ENEBHEEEUER, 1hiRE A EE 6 EARX Yy
DescribeMediaStorageConfiguration APl , LA B E & BE#E R 11T

3. EBUMEEMMRSR,

~

MR ARSEE IR E B FEA DescribeMediaStorageConfiguration AP #1E , RIEHIfERARERSEE
RERSRIE LU E WebRTC BN T/ERER BB E WA JoinStorageSession APl

et

£ WebRTC C SDK haEU % 5&
fikBRthe section called “BRARMARNEEN C HZEHEBFEEZFIEARER,

1. A AWS IkF EABRRELNIRE !

export AWS_ACCESS_KEY_ID=YourAccessKey
export AWS_SECRET_ACCESS_KEY=YourSecretKey
export AWS_DEFAULT_REGION=YourAWSRegion

MREEANRER AWS BEAEHR |, hFFEH TERRFA

export AWS_SESSION_TOKEN=YourSessionToken
2. HITHH
FE#H
BEZE build ERIX , AER "1, MAE-ESIH. FE .

./samples/kvsWebrtcClientMaster channel-name 1

GStreamer = E il

BEZE build ERK , WA Taudio-video-storage s #AEE AR, B|H

£ WebRTC C SDK #fEUR &8
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https://docs.aws.amazon.com//IAM/latest/UserGuide/id_credentials_temp.html
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./samples/kvsWebrtcClientMasterGstSample channel-name audio-video-storage testsrc

= & WebRTC #EEL,

(i

@ Note
BIR MW IRE L BREARTF. £ DescribeMediaStorageConfiguration APl ¥ 1T
=3

At o

A B4R B2 T 1 E RN TEREER

—BAAMRIAEEA WebRTC fHEUER , REFSHEERTSEERERETESHE, REFSHEE
SERESREREIERE, REARSHEESRIFTESHEFANER K BRFSEETUERN
EAEREETESEE, REFESHEEREAELERER  RASERNTASANSEEIETER
ZREEFEIERERILFEENZE Kinesis Video Stream BIFTE Hit ¥ &,

BTHIRE :

- RRRHELR 3
- RARSEETUERATESRENER TERIREFLERRNEE LR : 3 98

/A Important

MRBARERTFLERRTEER (BRAYSER)  HEHE (WRHERG ) a1 2
i, it 1 DEHNE  RRRTLERMEENAFR ID WAL AP, LEH A TERER
MARERANRRREE. 1 DER  SRHWRHFEE  HEGRERMA,

BB

/A Important
Chrome =M —XEN BB,
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1. 1£ JavaScript i fjl EE# Amazon Kinesis Video Streams with WebRTC SDK F Bk % —E %5l
EE, t—ENWFEEAFSEHEA. WRRE , FERTHER :

« KVS inkh - EEEML P , BEERE.

540 us-west-2,
« AWS BFE

SER T SIMRAL -
« Access Key ID (f2ER£4& ID)
« Secret Access Key (FARTZEL£$8)

- THEREFH - #fRARXXERRNERIEE. NREEARY IAMEAER , Fl
WuREZA, WEFEER , F2E AM ANEREZEEAER,

- ARIEE - EHAEBRBBULY  WALLIRENARBEERTE., WEFMENR , 528the
section called “587E B #y i,

- Y- ZREEET. FER, MRCAEEEEA , AEERBRARRSABEUEAE,

« WebRTC HEMf#F - RESEH A ARZENEDHHEHEBUER, BREAZSEGEAR Y
DescribeMediaStorageConfiguration APl , LA¥ g £ B{EE X T 117,

2. EEMEBWRSR.

EREASEEEEAREER BB EMLW JoinStorageSessionAsViewer API , LA 21 T4
P R EiX in R 2R SDP B,

(® Note

ZEiBpeer-to-peer WebRTC , RS HE REFHHE K MESHEEREFHEE, £ WebRTC
HEERY  FEILERRETSEFEE, EREASFEIWA JoinStorageSessionAsViewer
2%  REBISEECME SDP EE |, WiEIB WebRTC B B 17 TR BRIIER.

(® Note

REIFEREBERSEETURNREER., #SHEENBHERIETE ICE RBEYEE , BREE—
BAEER relay,

TR ERRTIE ERIE TR RR 82
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https://docs.aws.amazon.com//kinesisvideostreams/latest/dg/API_DescribeMediaStorageConfiguration.html
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https://docs.aws.amazon.com//kinesisvideostreams/latest/dg/API_webrtc_JoinStorageSessionAsViewer.html

Kinesis Video Streams Amazon Kinesis Video Streams WebRTC FiZ A 215/

& IR ELRY SR B

IBOLVE ERADRIRERER  RAEEA Hypertext Live Streaming (HLS) By B FEIE R E RN
FERREN  LEAKEREN,

E EEahRRER

EZ—EBRERERSIERD , A AWS BB XA, £ Kinesis Video Streams Dashboard & |, i#
¥R B

EEREETERSANEE, MEKE  BEAEE5,
ERSRENES, NEFANELE  ISBERREL, NMELEDER , FRICEEE,
FEA HLS FHEEER

BRI LA A HLS % Kinesis # B RIAERNAFIREARER. NMEABEMLMFER HLS BUHE
BERWERREXNNERN , 5528 Kinesis Video Streams &,

ER AR RARERE R HEE

Amazon Kinesis Video Streams B3 T iR MRS NE SR E B |, sEHTE HLS = DASH ##EK
Kinesis Video Streams, RA[LAE GitHub EREKERE K LERAFTHIEEE,

1. BARX Amazon Kinesis Video Streams Media Viewer,

2. FTEARTHIRW :

« B3 - EE us-west-2,

- AWS FEH &8

- AWS FAZ S8

- BRER

- BHE - EEENR,
3. EHRBER.

ERERF TERER

EBRELEFEUREFEIERBRIRE WebRTC EFEF. TESHEEEFL
JoinStorageSession, BlRSEEE EM I JoinStorageSessionAsViewer,
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https://us-west-2.console.aws.amazon.com/kinesisvideo/home?region=us-west-2#/streams
https://docs.aws.amazon.com//kinesisvideostreams/latest/dg/how-playback.html
https://github.com/aws-samples/amazon-kinesis-video-streams-media-viewer
https://aws-samples.github.io/amazon-kinesis-video-streams-media-viewer/
https://aws-samples.github.io/amazon-kinesis-video-streams-media-viewer/
https://docs.aws.amazon.com//kinesisvideostreams/latest/dg/API_webrtc_JoinStorageSession.html
https://docs.aws.amazon.com//kinesisvideostreams/latest/dg/API_webrtc_JoinStorageSessionAsViewer.html
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ENZEREILEREBERNDSER EENTESESE K BB EENEERARSEEZ LA
#Rthe section called “ConnectAsMaster” , 3K{&i% SDP B2 # ICE {%i##&the section called
“ConnectAsViewer’,

1. HBHARIEEN ARN , RAECRT—EBSEBmMENT A, RESKHE ARN , FRET —RES
B,

AWS EXE R A

1. BARX Kinesis Video Streams Signaling Channels &,
2. BEEFRBENERE,
3. EARMEEARSIERT , IwIFARMEN ARN,

AWS CLI

R ELE AWS CLI WERE . MEFMEEA , 528 "AWS Command Line Interface &
BAEREE .

MERERP | FBBEAWS Command Line Interface ( FRAEEE) . RER , FAEAE
BMEFEZE AWS CLl,

HE , BRCLEIERTE AWS CLI B9 AWS CloudShell #&ix#, MMFEFMEL , FSB AWS
CloudShell fEF & 1ER .

FH 1T T % Describe-Signaling-Channel 5% AWS CLI :

aws kinesisvideo describe-signaling-channel \
--channel-name "YourChannelName" \

EIFEM TR :
{
"ChannelInfo": {
"ChannelName": "YourChannelName",
"ChannelARN": "arn:aws:kinesisvideo:us-

west-2:123456789012:channel/YourChannelName/1234567890123",
"ChannelType": "SINGLE_MASTER",
"ChannelStatus": "ACTIVE",
"CreationTime": "2024-07-07T23:28:24.941000-07:00",
"SingleMasterConfiguration": {
EREREIERE 84



https://console.aws.amazon.com//kinesisvideo/home/#/signalingChannels
https://docs.aws.amazon.com//cli/latest/userguide/
https://docs.aws.amazon.com//cli/latest/userguide/
https://docs.aws.amazon.com//cli/latest/userguide/getting-started-install.html#getting-started-install-instructions
https://docs.aws.amazon.com//cli/latest/userguide/getting-started-quickstart.html#getting-started-quickstart-new
https://docs.aws.amazon.com//cloudshell/latest/userguide/welcome.html#how-to-get-started
https://docs.aws.amazon.com//cloudshell/latest/userguide/welcome.html#how-to-get-started
https://docs.aws.amazon.com//cli/latest/reference/kinesisvideo/describe-signaling-channel.html
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"MessageTtlSeconds": 60

1,
"Version": "WsOfZvFGXzEpuZ2CE1s9"

}

BA[LATE ChannelInfo ¥4+ BIFASESEE ARN,
AWS SDK

RS S ERERBA A E B A R JavaScript B9 AWS SDK v2 Z1I Kinesis Video Streams
with WebRTC FASRIRIE, B EAGEEHE M AWS SDKs [ , B — & REAERE.

& AT LA 4R JoinStorageSession 5 JoinStorageSessionAsViewer B 5T ZEFE X 1S &5

E I Kinesis Video Streams A Fix, &ARML DescribeSignalingChannel APl,

const clientConfig = {
accessKeyId: 'YourAccessKey',
secretAccessKey: 'YourSecretKey',
region: 'us-west-2'

};

const kinesisVideoClient = new AWS.KinesisVideo(clientConfig);

£/ AFwMW DescribeSignalingChannel API,

const describeSignalingChannelResponse = await kinesisVideoClient
.describeSignalingChannel({
ChannelName: 'YourChannelName',

1)

.promise();

RFCE,

const channelARN =
describeSignalingChannelResponse.ChannelInfo.ChannelARN;

2. Huf8 WEBRTC %, HREEEFRIEEM JoinStorageSession B JoinStorageSessionAsViewer
AR, MREMEENRBERE,
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https://github.com/awslabs/amazon-kinesis-video-streams-webrtc-sdk-js/blob/master/examples/joinStorageSession.js
https://github.com/awslabs/amazon-kinesis-video-streams-webrtc-sdk-js/blob/master/examples/joinStorageSessionAsViewer.js
https://docs.aws.amazon.com//kinesisvideostreams/latest/dg/API_DescribeSignalingChannel.html
https://docs.aws.amazon.com//kinesisvideostreams/latest/dg/API_webrtc_JoinStorageSession.html
https://docs.aws.amazon.com//kinesisvideostreams/latest/dg/API_webrtc_JoinStorageSessionAsViewer.html
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AWS EXE R A

® Note
Kinesis Video Streams B BI A EILIRIE AWS EEXEA

':iﬂln

FEL AWS CLI ER & IFRE B AWS CloudShell & imt, MFEFMENR , F2HE AWS

CloudShell £ &M,

EfE AWS CLI REIREHHIET.
AWS CLI

IR B RZ% AWS CLI Y ERE » WEFMEA , 52 BAWS Command Line Interface X 4,

MELRERP | BFBBEAWS Command Line Interface ( FRAEEE) . RER , FAEAE
BMEFEZE AWS CLl,

HE , BRCLEIERTE AWS CLI B9 AWS CloudShell #&ix#, MFEFMEE , FSB AWS
CloudShell fEF & 1ER .

£ B#H{T Get-Signaling-Channel-Endpointd&® AWS CLI :

aws kinesisvideo get-signaling-channel-endpoint \
--channel-arn "arn:aws:kinesisvideo:us-
west-2:123456789012:channel/YourChannelName/1234567890123" \
--single-master-channel-endpoint-configuration
"Protocols=['WEBRTC'],Role=MASTER" \
--region "us-west-2"

EIEERERECLATHRR,

"ResourceEndpointList": [
{
"Protocol": "WEBRTC",
"ResourceEndpoint": "https://w-abcdl1234.kinesisvideo.aws-
region.amazonaws.com"

}
]
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https://docs.aws.amazon.com//cloudshell/latest/userguide/welcome.html#how-to-get-started
https://docs.aws.amazon.com//cloudshell/latest/userguide/welcome.html#how-to-get-started
https://docs.aws.amazon.com//cli/latest/userguide/
https://docs.aws.amazon.com//cli/latest/userguide/getting-started-install.html#getting-started-install-instructions
https://docs.aws.amazon.com//cli/latest/userguide/getting-started-quickstart.html#getting-started-quickstart-new
https://docs.aws.amazon.com//cloudshell/latest/userguide/welcome.html#how-to-get-started
https://docs.aws.amazon.com//cloudshell/latest/userguide/welcome.html#how-to-get-started
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}

AWS SDK

WG ERERBA A EREAR JavaScript B9 AWS SDK v2 FEIY Kinesis Video Streams
with WebRTC FASESEER GetSignalingChannelEndpoint APl, FEEASEEM AWS
SDKsA @ , B —#& RS E. ##E JoinStorageSession 5 JoinStorageSessionAsViewer
M EEETEEH,

I Kinesis Video Streams A P, &2 AR DescribeSignalingChannel APl B9 F
o

MRE KB 22 Kinesis Video Streams A F iR DescribeSignalingChannel , 8l
AILEEERAMERNAFR,

const clientConfig = {
accessKeyId: 'YourAccessKey',
secretAccessKey: 'YourSecretKey',
region: 'us-west-2'

};

const kinesisVideoClient = new AWS.KinesisVideo(clientConfig);

5 AF®M GetSignalingChannelEndpoint APl

const getSignalingChannelEndpointResponse = await kinesisVideoClient
.getSignalingChannelEndpoint({
ChannelARN: channelARN,
SingleMasterChannelEndpointConfiguration: {
Protocols: ['WEBRTC'],
Role: 'MASTER',
1,
b

.promise();

RFEEE .

const webrtcEndpoint =
getSignalingChannelEndpointResponse.ResourceEndpointList[@].ResourceEndpoint;
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https://github.com/awslabs/amazon-kinesis-video-streams-webrtc-sdk-js/blob/master/examples/joinStorageSession.js
https://github.com/awslabs/amazon-kinesis-video-streams-webrtc-sdk-js/blob/master/examples/joinStorageSessionAsViewer.js
https://docs.aws.amazon.com//kinesisvideostreams/latest/dg/API_DescribeSignalingChannel.html

Kinesis Video Streams Amazon Kinesis Video Streams WebRTC FiZ A 215/

3. {#ASEE ARN 1 WEBRTC i Zi#1T API FEAY, 1R BB #EEB ConnectAsMaster s
WebSocket API £/ WebRTC Signaling IE#:&E#:E| Kinesis Video Streams , | SDP #&
M ICE fR:ZEA S B RA B F WebSocket T TR BREBEXHESHEE, ConnectAsViewer
WebSocket APls

AWS EEE XA

® Note
Kinesis Video Streams B Bi F X EBIb R AWS BB XA,

B AWS CLI BL £ I ERE B9 AWS CloudShell {Rixi, MEFMET , 52 AWS
CloudShell fFREIEM,

E1& AWS CLI R EBFWIE T,
AWS CLI

R e Rd AWS CLI Y ERE » WEFMEA , 52 BAWS Command Line Interface X 4,

MELERE |, BF2EAWS Command Line Interface ( FHEERE) . ZE%  FABEAE
BAMEFEEE AWS CLI,

HE  BRRC LI ZTE AWS CLI B9 AWS CloudShell #Rim#, MEFMMET , FSB AWS
CloudShell fFREIEM,

AWS CLI fEA LRI ZBR P HSEE ARN # WEBRTC inSh , £ F AT ESHEEHT Join-

Storage-Session®@$ :

aws kinesis-video-webrtc-storage join-storage-session \
--endpoint-url https://w-abcdl1234.kinesisvideo.us-west-2.amazonaws.com \
--channel-arn arn:aws:kinesisvideo:us-
west-2:123456789012:channel/YourChannelName/1234567890123 \
--region "us-west-2"

BY#FTHR A SELOZENEE , MATSIHEFARR,

NMREREESEE | EFEA ZAIMSEE ARN  WEBRTC %% , £ AWS CLI F#I{T T
%lJoin-Storage-Session-As-Viewera® :
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https://docs.aws.amazon.com//cli/latest/userguide/getting-started-install.html#getting-started-install-instructions
https://docs.aws.amazon.com//cli/latest/userguide/getting-started-quickstart.html#getting-started-quickstart-new
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aws kinesis-video-webrtc-storage join-storage-session-as-viewer \
--endpoint-url https://w-abcdl234.kinesisvideo.us-west-2.amazonaws.com \
--channel-arn arn:aws:kinesisvideo:us-
west-2:123456789012:channel/YourChannelName/1234567890123 \
--client-id "ExampleViewerClientID"
--region "us-west-2"

RY#FTHR  SEQZENEE , MATSIHEARR,
AWS SDK

RN S ERER B A E B AR JavaScript B9 AWS SDK v2 FEIY Kinesis Video Streams
with WebRTC FASESEER JoinStorageSessionsl JoinStorageSessionAsViewer
APl, FEZEASEEHth AWS SDKs 7@ , B —fREAMMERE. B JoinStorageSession T
JoinStorageSessionAsViewer B TR ER BE 5,

17 Kinesis Video Streams WebRTC f# 7 A Fim. ER AR JoinStorageSessions
# A Fif , JoinStorageSessionAsViewerE2% RIS BHE I M Kinesis Video Streams F
FiwAE.

const webrtcStorageClientConfig = {
accessKeyId: 'YourAccessKey',
secretAccessKey: 'YourSecretKey',
region: 'us-west-2',
endpoint: webrtcEndpoint
};
const kinesisVideoWebRTCStorageClient = new
AWS .KinesisVideoWebRTCStorage(clientConfig);

A AFmFEUEESEEN JoinStorageSession AP,

await kinesisVideoWebRTCStorageClient
.joinStorageSession({
channelArn: channelARN,

1)

.promise();

MREBEESEE  FBEA AF KM JoinStorageSessionAsViewer APl

await kinesisVideoWebRTCStorageClient
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.joinStorageSessionAsViewer ({
channelArn: channelARN,
clientId: "ExampleViewerClientID",
1)

.promise();

EALEABHFIMNEEHEERE GitHub EEG, MAZNES. AWS BRNARFEN R
. R WebRTC HHMRFEIR , ARBUEKE A B BEHEEUE X,

TRFHEEE ON , AR BIE RIRMALLF B JoinStorageSession AP H/35 B 7R 1= & LA
F B JoinStorageSessionAsViewer APl

E /212 E Start Master = Start Viewer B , EEEARERNEIB ConnectAsMastersl EHREA
IR ConnectAsViewer , @FR—EIRE , BREFE IERRBBEHESH WebRTC EiF |
MAEREESEEAER AR AP NEARER,

WEAfR 7 LR RERN BEETHEDSH
ARAARRE AR RIS 72 FE AR B R R IR
*H

. AR SIS

- BEZENERS
- MRBERMHEESR , b EWE 400 InvalidArgumentException

R AR F

£ WebRTC # , ¥ EE1EBEE SDP BERME R HEEMNER, ¥ M peer-to-peer TR
B, RERSHEESEBFAREEIEERTIESEE , LEEER. ERE WebRTC HEHfREFI/E
PEERRE , P TEREBRREHEE, HRETESHE  tfINARZIRBEE, T8 , EESHEY
R E IR,

04 JoinStorageSession 5 JoinStorageSessionAsViewer B |, FT 2B &% AL SDP ZXREFE |
3t 35 F 8 17 TAERER X4 ICE 1RIE A&,

MEFHIE , F268 T % WebRTC RN,

HEF T ERRERETHEDE 90


https://awslabs.github.io/amazon-kinesis-video-streams-webrtc-sdk-js/examples/index.html
https://docs.aws.amazon.com//kinesisvideostreams/latest/dg/API_webrtc_JoinStorageSession.html
https://docs.aws.amazon.com//kinesisvideostreams/latest/dg/API_webrtc_JoinStorageSessionAsViewer.html
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/A Important

R TEREBRWRBINASRASE JSON FRE senderClientld #1z , EEdpeer-to-peerF
WmAE , ZERIK—EEEWES SDP EEM ICE {R1ZE B/ senderClientld 1.

BREXENERSR

53X SDP EE % ICE {R:ZHEHE HFE T TERERRRE , RMABZEA S correlationIddEE .
AR correlationIdh 2 E WEMTF LERKERERESstatusResponsefAR . ELASHIERA
ABcorrelationIdy , AIEEEH statusResponseFIBHIEAE . ETM EE VBN EIELE SDP
ERRAMNERELE,

% correlationId M statusResponse MWEZMHEIE , 52 Ethe section called “FFRF AL
2,

RELEERIUEESEE SDP ZEXN— AR RRERRELERRELIEZIERTREENEIER, &
flstatusResponseAIEEM R AR :

"correlationId": "1700186220273",
"errorType": "InvalidArgumentException",
"statusCode": "400",

"success": false

EIEWME SDP B2RARKE  FHRHAMES 1T, acrtpmap Ut R EBESFSRETEIERRIENE
B, LU TREE opus & aﬂ'ﬂ] VP8 & &I SDP BERERBH K.

a=rtpmap:111 opus/48000/2

a=rtpmap:120 VP8/90000

MBEXZENBIEEEEE , 52/ JoinStorageSession,

RAXENBBE 57


https://docs.aws.amazon.com//kinesisvideostreams-webrtc-dg/latest/devguide/SendSdpAnswer.html
https://docs.aws.amazon.com//kinesisvideostreams-webrtc-dg/latest/devguide/SendIceCandidate.html
https://docs.aws.amazon.com//kinesisvideostreams/latest/dg/API_webrtc_JoinStorageSession.html
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MBSHERBRFZER , tEBE 400 InvalidArgumentException

RIS [
% SDP &%= | REEAMT KRB EME, SDP FHTFMTFAR :

a=sendrecv
a=recvonly

HREESHRE K FTHEX:

- H264 5 EEIX

« Opus & : sendonly = sendrecv

HRBEESRE K ATIEX

« H.264 &5 : recvonly

« Opus & : recvonly = sendrecv

MRFHFERBER , MEEEBFREFRM correlationld i , #EEEIESF 400
lllegalArgumentException #J statusResponse,

£/ KVS $RA4LHY WebRTC #ER & 6| AR

- TESHRE  BEROBA "EERAL M TEEEAL RE
- BR2HEE  BREEFEA "BERH RE

B ICE {1 ZBE
& KVS Signaling SDK #I ICE ®ZIEE R , ERARXTREEESFZEEIRE ICE RBEYWH,
REFET/ERERWEIN ICE ®ZEE F~2E SDPMID Bt , B RFEMt senderClientlds

BWEENERREEE | LSRR ZERE ICE 1218 B 8 EE XM RTCPeerConnection ¥
#,

MRIBEARME ELE7R , thEEE 400 InvalidArgumentException 92
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B ICE {R#E{THIEE

REFE TIEREBRWBIMNATE ICE #1218 B ##E E)EIB addlceCandidate API ¥Ti8 &

RTCPeerConnection,

BIEREF TR ERTE ICE fR1ZE 2 5I/E3% SDP B= , HRFAMR

EEWREES2EIRE ICE RES,

EEBRERT K SREEEFEREFTENRAKE ICERZEEE,

KVS EfIFERRBXPEENZBENT -

1.
2.
3.

E L Ei | e #tE senderClientld ZH RTCPeerConnection BYRET
E L& HIEH& senderClientld 19 5 — {ERGTHEZE R 1FEM Ice Candidates JBE,

2 ICE 1®i21E H iF , 55#Z PeerConnection B5f, 1R PeerConnection BEIZEHER |

HE TS5 EEE, 78, 5548 ICE {#1ZEH #HE E PeerConnection,

5|#&FrE ICE 1&1218 B #118 £ Ilt PeerConnection,

ANEBENERIHE , BAENTHE

A

hil

IRBEER | ©EE I RTCPeerConnection YA E #1118 Z PeerConnection BEt, A% , REEMT

MRSERMRFERTR , BEIBE 400 InvalidArgumentException
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B Amazon Kinesis Video WebRTC EF |Pv6/% i & i 2)

& O] LAERE Amazon Kinesis Video WebRTC A2 4| EME R L EHIREMSA IPv6, 1E W ZEENEH
B EBREHEIREY  FH IPv6 bt Kinesis Video WebRTC FRIE &

@ Note

IPv6 X EEBHEN SDK RAMBRERRE, BREH Kinesis Video WebRTC SDK
Amazon Web Services SDK [RAZ1E IPv6 € BinH, SHBIRHRRXZE IPv4 F IPv6 i
E A BEAREEEEPHEL RS,

Amazon Kinesis Video WebRTC FBBEH B RMIETFENRR[EARERDN IPv6, BRI LIREER
BEREH IPve/E i B im BT84 SEE APl FEAYFNE B F g%,

% EiE AR IPv6-Dual-Stack i@ 28 Amazon Web Services SDK
W RIEFE A Amazon Web Services SDK £ 4 E & E MU Kinesis Video WebRTC 12| APIs ,

BA LUEB Y EE &R B KA IPv6, Amazon Web Services SDK 2t ZBEXE(Y, /7 5 R H &1

BimE

/A Important

RS RIRRR  REFAREASEEAEAEERIRRIRE L ERF R, NRREEIEHT
FrEEHBIRS  AIFERERM.

ERREEH
RETHIRESHLRA IPve B iR,
export AWS_USE_DUALSTACK_ENDPOINT=true

5 Amazon Web Services #HEERE =

# T IR EFH I8 Z K Amazon Web Services #HRERE R (~/.aws/config) :

R EE AR IPv6-Dual-Stack 1% 25H) Amazon Web Services SDK 94
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[default]
use_dualstack_endpoint = true

£A JVM R (£ Java M Kotlin SDKs)

HR Java M Kotlin AR , RETH JVM R

-Daws.useDualstackEndpoint=true
FLUBRR KRG HRELW Java BRIBE+ -
System.setProperty("aws.useDualstackEndpoint", "true");

FRBEAXE

T 5% Amazon Web Services SDKs iE & it & i A RE

SDK & HHRETTE

AWS CLI v2 = RIESE, ARER

EAR C++ 1 SDK = RIEEH, HEER

EAM Go V2 #9 SDK (1.x) = RIFEY, HARBER

EAM Go #9 SDK 1.x (V1) = RIEEH, HBER

EAM Java 2.x B9 SDK = RIZEEY, HEBER. WM B
H

B Java 1.x B9 SDK i 3

B JavaScript 3.x B SDK £ RIBEE, HEESR

BAM JavaScript 2.x ¥ SDK & IRIBEY, HEER

SDK for Kotlin = RIGEH, HEER, WME
()

A JVM REBMHE ({ZFR Java M Kotlin SDKs) 95
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SDK XE fARETT &

EARM NET 4.x 8 SDK = RIEEH, HEER
EARK NET 3.x 8 SDK = RIEEH, HEER
B PHP # SDK 3.x = RIS, HEER
B Python #9 SDK (Boto3) = RIEEE, HEESR
EA R Ruby 9 SDK 3.x = IRIEEE, HEER
B M Rust B SDK = RIEEE, HEER
BAR Swift # SDK = RIREH, HEESR
Tools for PowerShell V5 = RIFEE, HEER
Tools for PowerShell V4 = RIS, HEBER

REEHBIRE 2% , Amazon Web Services SDK &£ AU Kinesis Video WebRTC 2% H APIs
HTJ' ﬁ Eﬁﬁﬁ |PV6 ,%Eo

RERE AR IPve/E i &R 2H Kinesis Video WebRTC B EH

REBEAR

Kinesis Video WebRTC SDK &#Z#| FEMER FEHRERHESHBHEREER, BELE
Amazon Web Services SDK # 3t & i Bh#HRE

% TE WebRTC C B EH
ETEAEHB AWS KVS WL EHKE IPv6 ICE REER | HRETHRASE .

export KVS_DUALSTACK_ENDPOINTS=ON

HEHREXT | ICE RESEFRZS IPv6 REEE , BT MRKEURRARERACNEREE
Y ZhAE.

EFAEHEEES  FIHRERESH

BREEAR IPve/EH BB/ Kinesis Video WebRTC R EH 96
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unset KVS_DUALSTACK_ENDPOINTS

B R T v R AR AT

HRERFHEERE , Kinesis Video WebRTC SDK f# A GetSignalingChannelEndpoint API #EEUE & #Y
IPve/EHBE R FHEIKR. NE IPv6/EHBE K BRBHRENHASEEFR IPvo/EHBIRE,

/A Important

GetSignalingChannelEndpoint APl EE#T A & IPv6 i, BHEEEEAN I ELLINEER
A SDK R4S,

%7 IPv6/Dual-Stack AWS CLI #

mREFEH AWS CLI #1T Kinesis Video WebRTC #4E ( B % F M proof-of-concept T/ ) , &AL
FEIBER E i BR 2R A IPV6,

ERREEH

export AWS_USE_DUALSTACK_ENDPOINT=true

£ F§ Amazon Web Services #BEERE ==
#5118 B #i8 =&/ AWS CLI #HRERE R (~/.aws/config) :

[default]
use_dualstack_endpoint = true

REEHBIHI 2%, AWS CLI &% IPve &3 B in 2 AMRPATE Amazon Web Services FEIY |, ‘D1
Kinesis Video WebRTC #&4E.

ZEBEH

loT ZEAERHEER
MREER 10T BARHETIIRE -

BB T U R AR AT 97
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« loT BEAERIREZIE IPV6

. {#f LIRIEEE Amazon Web Services SDK #HAE 5 558 & & i B ik 26

o loT EAERRIEE Kinesis Video WebRTC 4 EH IPv6 HARETE

BB R

- FRREHEREREREE IPv6 B

- BB REFENMEE ACLs IPV6 RE

- REBBIRERE Amazon Web Services IPv6 5t B4 HY B4R

- R EFPNEERBACHEERRE - BEBSEESNTHAY

FRBREAHETM

- BREFEHN2XEN Amazon Web Services SDK A& ( FES2EHBMERRK)
« BAK Java B Amazon Web Services BREMH 1.x FTXIEE B iR IARE
- WHAERRM Go1.x (V1) B SDK , BAEARMARBEEREA , TEFERALANERBERRE

BIE A R =
#%1Pv6-enabled Kinesis Video WebRTC FEARER BB RN EERE 2R :

- RIRZEFIFEERE (FEREM. MR, FIH)

- BBELRFEEME (STUN. TURN F WebRTC A%k )
- BaF M IhE i peer-to-peerd® it TIER ER

o« BRFEMIRIRIRE P AV BETIELR

« #1T Canary BIF AR —HH IPv6 Thek

- BHBGRRELEAKRNAIETERBRETA

% IPv6 FHREENEF

& % A Amazon Kinesis Video WebRTC Eif IPv6 i |, AlaE EEE IR AHEENBE URREED
ge, ANEFHELREHZ|IPv6-enabledW ik S EE T ENBERES,

CEEES %8
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IAM BUER 1P 3k &%

MBIEE IAM EAEBR, AEBRIEREBRTEARR IP it tnE  IFTEEMELBRNE

£ IPv6 HhitEE,

/A Important

£ IpAddress = NotlpAddress #&#F#H IPv4 CIDR E#RHES IAM XS BB

IPv6 ik, RAERATEFTIE IPve B LA EFEUEE,

IPv6 B9 IAM BURSE &84 -

"Version": "2012-10-17" ,
"Statement": [
{
"Effect": "Allow",
"Principal": "*",
"Action": "kinesisvideo:*",
"Resource": "*",
"Condition": {
"IpAddress": {
"aws:Sourcelp": [
"192.0.2.0/24",
"203.0.113.0/24",
"2001:db8::/32"

IAM BEREHNWEEZEEN !

. $18 IPv6 CIDR ESERAH IPv4 EE
- 5 IPv4 F IPv6 b1t # aws : Sourcelp &4 &R 5|8

- EIEERRPARBEREBLE

- ZEMFH aws : RequestedRegion fEB 8@ LT & MW EINRH

IAM BUEER IP ik BFE
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MR BHEANFEUEHEE

TR EIE Amazon EC2 #1T{EBEE K E M Amazon Web Services R# £ #1T Kinesis Video WebRTC
FEAREX , ISEFHENZ B EMBE ACLsLLAFF IPV6 RE,

« REFHE - #7118 IPv6 CIDR BENEANMELRA ( FiR IPv6 REZIFE IPv6 E : : /0)
- #8& ACLs — ERT FHAREMME ACLs , UARFLEERIE LK IPv6 RE
- BAEX - BEREN VPC BHKRITE IPv6 REENEMRMEREFED NAT FEREH

EEERE Sl
IPv6 b3t Y& EE IPv4 it A [E |, EFeES L. BN mRK.
AWS CloudTrail B

AWS CloudTrail E3i&i8 IPv6 12 HH5ERE , BEEE7E sourcelPAddress L F 2 E IPv6 iiit, EFHE
HEFIANTEMESE , LUREE IPv6 it &,

AWS CloudTrail B IPv6 i3t Ry E5 I -

{
"sourceIPAddress": "2001:db8::1",
"eventName": "CreateSignalingChannel",
"eventSource": "kinesisvideo.amazonaws.com"
}
FEARE 8%

MREHNERRENGCHEAF R IP it BT IP o4 |, BEEENEEERRETLUEE IPV6 i
HE

- EHARHITRAEEXUFS IPv6 B3

- MREERBEEREWCEFN P it , FEREREZEHEITR
- BN EBNERRIUER IPv6 it

- ZERFEM IP Ut RENCEXEET —BURE

ERANRE
EXEMNEENRERK  UEE IPv6 RE :

MER AN FEIRHRE 100
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o fIX IP bt EF#EEY Amazon CloudWatch 15ZFE R
- Bt IP EXHWBFTEE

- PHMREEANLZSMERTE

o 1§ IP MhutBREFE (v B RY 1 IRV & AR

B=HES
BB M E #H 8 Kinesis Video WebRTC EARRXEBANE=ARBMNITE ;

RA R I8 CDNs) - t1R&EEH CDNs B & IPv6
- BHFHEF - 5E Application Load Balancer = Network Load Balancer REZ® IPv6 i
- DNS fR#% — E#7 DNS fe#& A2 S IPv6 ity AAAA RE#
« BIABRRZ LR - REERLLRMBURLET IPV6 RE
« ERTE _RBFE=-HFERNINIERBXE IPV6 g

FEREXENFEN
BEALSHERERNERE , THUREEEEHN IPv4-specificfRE :

o IP i3t BRFE - EHEWARFTLIES IPv6 Hub g

- ERERZBER - R IP b WML AT SUF IPve it ( BEFZERAWELKD)
- HREER - BT AEXHER IPv4 #hit =X CIDR [E3R

- AFIRERNE - BT HTTP AFEMNMAREXEXE IPv6

- SESARIE - FIESEE L EE Pv6-specificiBig #E 2

il
EEERERRA IPv6 28, BREAREHEARRAEBEE -

- BERAE - BEAA AR LUER IPve EITE
« MEEAIE - LB IPve M IPv4 REE LA BIE I R
- Z2RE - BRLTLEHREHE IPv6 REEREFE
- REBERE - BAER IPve ERFFRVAEITA

ILE

B=HES
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- B - RBEAFCEHENERRRERCTERERE IPv6 it
- BRI - AEFERA IPV6 NE=FES

B R g

ZREF IPv6 SRANDEREE

1. FHERE R - FEMBREALET IPv6 EHEE
EfREER - EMEE, Z2FANEBARXER
AR - ERBENARRETREA IPv6
AR - REERENTREMA IPV6

TEINE - BHEMIPvE RE , EFTLMER/L
ERRER - SEEEREEYRELNEE

2

%t S HE AR
EREE

o EHRKH - B IPv6 MRERT DNS f##AT

- SDK #ifR - R EE AR X RS R IRINEE SDK RA

- B REBE - Y IAM BGRNBEA BB W IPv6 in RSB
- IWHREEER - URBREIESTFEE DGR  RFERERY

i

. BRELNEEERPESEERTE AWS _USE_DUALSTACK _ENDPOINT=true =
_dualstack_endpoint = true

- HEER Kinesis Video WebRTC SDK IPv6 #HREIEZC IEMEERE
- JAIEE Amazon Web Services IPv6 i B 19 8 B B 4R AE

- MEEARERX AFREHE IPv6-specificiaiRA L

- BREHEFEZE Kinesis Video WebRTC #Y & 3 & i 2
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Lt =
HHREER TR

BE LB THE REREHBIRFARE

- IRIBEEE : O FE SAWS_USE_DUALSTACK_ENDPOINT
« Amazon Web Services fHREfE = : cat ~/.aws/config | grep use_dualstack_endpoint

- JVM B (Java) : REEARK AP RKBM

NMFEHMENSELE , F2R AWS XASBHEA AWS,

aERE e
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ZHRREN

Amazon Kinesis Video Streams Multiviewer 2 —EZi# 8 WebRTC iR AR , AR ZEAMRBSSRE
—EREBEBEMANBERERIERR, HIEEBREEIRFNEH BRREREBEEBWIE
BENEZERE , MARERBEEGERNBRELCEERIRS.

I

- BE

- BRANER
REZBEEN

- EFNES

- API 24

- BEEH

R

Bt peer-to-peer WebRTC ERFEEBMIMERE D HI T BEESERRER | ML AT AR ZIR
BEREFREERNWEEBH. Multiviewer éﬁﬁﬁ*iﬁ‘ﬁm NREER) RERILEE

- REIHUERERRE-—RARR

- RESRUGHEXGZERRR

- REZSREHFNIARS

- REEBEREEENETRE

Multiviewer iR EARFIEFRIER , 2 :

- BEEREZ: ZEREXETARRSRBREMEE  mASREME
- BERZE  Z2ERKALERERFHE

- REER UBEEESNEFRTUARKRRERES

« BBANEAR  SERESTUEREBILRR

« HBHT  ZEVITETUREARA TERER

- REEE  BREFAEERTTUSREREH
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FRNEIR

ZEFEH Multiviewer , BEETHER :

- Kinesis Video Streams Streams : fEERMREEE A MEARBH B Kyt
« WebRTC FA#E3EE : H KVS WebRTC SDK R EEZE B 1Y ELR
- HEEREEFHERE . A UpdateMediaStorageConfiguration API E# 857 #5818

/A Important

ZREEXEINREERE WebRTC BEE ST A M. EEHNMAE AT LUKE WebRTC #8
B ITERE , MRANZABEREFMRE Kinesis Video Streams Stream # , ER 5 &5 %
B4R 25

REFEX :

o WEMEBNATE KVS WebRTC SDK
- BREBFREARERASEFER KVS WebRTC SDK
- FIEZEEEERETMEEMNAREE

BHER

« FEZHEE : WebRTC HENEEZAMRAZTEH
- BRSEE  UEAZANZHS TS TEEREH.,. BRELEXESZE

REZREARER
EAKR TSR A SN ERARERERE Multiviewer :
1. BIUMNEEFR

fEAEEE. CLI =% SDKs E1I Kinesis Video Streams Streams 1 WebRTC 85488, MNESF
#ERBAthe section called “EBIIFASRIEIE" , 552 M the section called “BIAIF 27 "M .

2. EHEER

FERNEIR 105
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£ F UpdateMediaStorageConfiguration AP| 3RIE#E ERH ERFAMEE, AR ERA Multiviewer

Ihee, MEBEFMME Fthe section called “SEEE M | 5H2E .
3. BREEFHMEAREX

£/ KVS WebRTC SDK BB #MERRE , UL JoinStorageSession APl, E&REI H A

AR B AT LAAN A B FEER TVEREER o
4. RERBRB[EAER

£/ KVS WebRTC HEEH4HBEEREFEARER , LA JoinStorageSessionAsViewer API,

% B8 25 7] LA BF i A AR B B TARRE BR

BEEWES

Multiviewer 2 E# WebRTC #EUMIBEZ £ , B%IhEER 2023 FH ., HESRHEHEER

- BB mEZREER TERREE B BHHER T Kinesis Video Streams Streams , LAt B &%

KA #
- BEREE XA RESEERET  BOEBBRELNERERH
- AERER  UERAERNG ETURESELITS MR THERE
- —HHER  SRFEREERRGAM  BERIEENSRESR

SEHIN - RERREXTERRIERES

1. BEME B JoinStorageSession AR 1A S 1R FA I ZE Eif

2. B EREEREMN Kinesis Video Streams &7 A R IE M1 1K

3. ZE®IEIFEEML JoinStorageSessionAsViewer LI A TERSER
4. BB EREREARRS BIGFIBERN RS

5. iIASHEENSAHEEEREN D E

API #&/E

Multiviewer {# B2 WebRTC #EVHREIH API #£1E, €88 APIsE2E :

« UpdateMediaStorageConfiguration - #% 5% 8B E & F & LA 1T #REN

BRENES


https://docs.aws.amazon.com//kinesisvideostreams/latest/dg/API_UpdateMediaStorageConfiguration.html
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- JoinStorageSession - @I H L E BN FEEN TP BY
« JoinStorageSessionAsViewer - f3F #2457 85 H0 A 1EF A (9 BEER T VEBE ER
« DescribeMediaStorageConfiguration - #2HY B 5 #Y 1% 88 fE 7 AH 8

WEEFMAM API £ EEH] , 5528 the section called “{& A7 T/EREERE T WebRTC E&",

REER

EE Multiviewer B | B ER T HHFEET -

- BEEKERMEN  ELFEHIB 2 3 3 BEAUTRRRE , FISEIEA Multiviewer , ARE R E&E
ERFIBESHBRRENG S

- ERTHERBIEFERE  SEEZUEBR T ERBRENSRSRER

- REERAM  AESHNREREREEERNES

- FAEE  EREERERARTE U LARBITERETHNSAEE

- BRER : BRWR BB T/ERE B BF WebRTC EZARH ERFR

REEK 107
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https://docs.aws.amazon.com//kinesisvideostreams/latest/dg/API_DescribeMediaStorageConfiguration.html
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zE

MERZEM AWS REEEEIEF. 58 AWS BF , BZHENERNTONMBERERS  XRBER
mEREEHBABHTER,

ZEMR AWS EECBNARERE, AFSEEE SUEEAZRRNZENERANET S

- BElRNZEM - AWS EEREE AWS Cloud #1117 AWS RGN ERL K. AWS hAZRIRETR
2EANERE, FZFEZAEECHBARBRELZSWREREERM AWS SHRTEIN—Zs, NE
T B AR Kinesis Video Streams W& RETE| , 528 SAFTEINAWS RIEEE,

s ERNEZEM - BNETECRAEER AWS WRE, Sfd4BHERMRE, 8EK , UKEA
ERNEREEMRESS,

AR A B8 T fR aN{a £ B WebRTC f#H Amazon Kinesis Video Streams BFEH L ES{E1&E
#, THIEERAMAER WebRTC 5RE Amazon Kinesis Video Streams , T A BN L L EER
BiE, Btig 7T MR EREM AWS RT |, HBIZIEIB WebRTC EREZRF{RE Amazon Kinesis
Video Streams,

*&E
« {8 %% Amazon Kinesis Video Streams with WebRTC ¥ R ZEL AWS Identity and Access

Management
« Amazon Kinesis Video Streams with WebRTC B4 R Ex 3%

« Amazon Kinesis Video Streams with WebRTC = Y5814

+ Kinesis Video Streams with WebRTC FH BT 4

+ Amazon Kinesis Video Streams with WebRTC N Z & RIEEH
+ WebRTC %

5 %1% Amazon Kinesis Video Streams with WebRTC &R Y
ZEL AWS ldentity and Access Management

EiB B Amazon Kinesis Video Streams with WebRTC £ AWS Identity and Access Management
(IAM) , B[ AR SIAE B 9 (5 & =5 AT LB BL WebRTC APl B 4EMEFI4$TE Kinesis Video Streams
R#ITES , ARBREAUEARE AWS EiR.

WFE IAM NFHEF , F2ETHEE !

2 1AM 2% BRI FE 108


https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
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* AWS Identity and Access Management (IAM)
« |IAM AF9
« IAM EHEERE

o BURFEE
« AP| BiE

* Amazon Resource Name (ARN)Amazon Resource Name (ARN)Amazon Resource Name

(ARN)Amazon Resource Name (ARN)Amazon Resource Name (ARN)Amazon Resource Name
(ARN)Amazon Resource Name (ARN)Amazon Resource Name (ARN)

 FFHM IAM IRF ¥ Kinesis &5 AN ZEUE
- BUEEEgH

BURFEX
IAM BEHEE—RSBERARXE JSON X#r. SEFIRNEBNTAR -

{
"Statement":[{
"Effect":"effect",
":"action",
"Resource":"arn",
"Condition":{
"condition":{
Mgyt

"Action

value"

BRIN B BT R

. Effect GAR) : %R TTLARZ Allow = Deny, RIFFERL , IAM EREREFERERM API BI{ERETF
A, AFrERRIIEERIIER., HRAFERHERE. ARIERBETMWA.

« Action (B11F) : BifF RERTFIIEEFFATREE AP B11E.

BRFEE 109


https://aws.amazon.com/iam/
https://docs.aws.amazon.com/IAM/latest/UserGuide/getting-started.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/
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- Resource (BR) : SBEFENER. EEERAXNPEEER , BLEFERE Amazon Resource
Name (ARN),

« Condition (f&f#) : R REEM, BALUERA SMREFMTEBERBRENR.

EEREMNMERE IAM BURRE | ATRE8EEH IAM BEREL M IAM BURE SR .

API e

£ IAM BURBRR A |, S AR 2 8 1AM WY BRI 15 EAE1T API Bh¥E. ¥ Kinesis

Video Streams with WebRTC , A T HIFBRKE API BfERE M : kinesisvideo:. #l

i : kinesisvideo:CreateSignalingChannel, kinesisvideo:ListSignalingChannels
M kinesisvideo:DescribeSignalingChannel,

BREE-RAXTEESBEEE  FRAERSR , TR :

"Action": ["kinesisvideo:actionl", "kinesisvideo:action2"]

B UERABRF TIEEZEEE. fl , BOULUEERBRESR "Gety XFHMEEE , AT
N

"Action": "kinesisvideo:Get*"
EEIEEMA Kinesis Video Streams #&F , FERAENR () BAFX , TR :
"Action": "kinesisvideo:*"

INFE Kinesis Video Streams AP BIfEER/FE , FF2 /R Kinesis Video Streams APl 2%,

Amazon Resource Name (ARN)Amazon Resource Name (ARN)Amazon
Resource Name (ARN)Amazon Resource Name (ARN)Amazon Resource
Name (ARN)Amazon Resource Name (ARN)Amazon Resource Name
(ARN)Amazon Resource Name (ARN)

M@ IAM BERRRA XS EA T EERAE ARN EENEIR.

$t¥ Kinesis Video Streams AL T ARN &ER#ER :

API EhE 110


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-generator
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_testing-policies.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_Reference.html
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arn:aws:kinesisvideo:region:account-id:channel/channel-name/code

Bl

"Resource": arn:aws:kinesisvideo::*:111122223333:channel/my-channel/0123456789012

A LA DescribeSignalingChannel EVS$8E#I ARN,

EFHAM IAM R P ¥ Kinesis &5 £ RN FEUE

BUREEERHURFEHMIAMIRE | FREH EHA WebRTC FASRSEER Kinesis Video Streams #1T
B, REACRRBREIN IAM A6  IREMTEE. IAM EES AL IAM REZ, EohFm
BREEKAR, MEFMENR 6 F2H (AMFERERERE) PHEILAGLUEIRETHE AWS RS

BUR €41
T 5 &5 B R R E an{al £ WebRTC $Hi&E 15 &£ F & ¥} Kinesis Video Streams B E,

Example 1 : ftFFEA & RREMARBEBMSER

S BUR AT R G A & S AHE R EASRSEE LB AT
DescribeSignalingChannel, GetSignalingChannelEndpoint, ListSignalingChannels
M ListTagsForResource #1E.

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kinesisvideo:Describe*",
"kinesisvideo:Get*",
"kinesisvideo:List*"
1,
"Resource": "*"
}
]
}

BT EHM IAM RFY Kinesis 82 S£RM ZHUE 111


https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_DescribeStream.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
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Example 2 : RFFEAEEILARIFE

BBUER v B E REFHEIT CreateSignalingChannel &4k,

{
"Statement": [
{
"Effect": "Allow",
"Action": [
"kinesisvideo:CreateSignalingChannel"
1,
"Resource": "*"
}
]
}

Example 3 : R & B EZEFTAE Kinesis Video Streams H Kinesis Video Streams with

WebRTC &I

B BUR SO 5 6 A B SR BB TR A B R L B 1TE Kinesis Video Streams /6. LWBIRBRAREES,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "kinesisvideo:*",
"Resource": "*"
}
]
}

Example 4 : FFERAERBEARBENSER
L BUR RRHE A B AR S EARBEERSER,

BrREf)

112
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JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "kinesisvideo:DescribeSignalingChannel”,
"Resource": "arn:aws:kinesisvideo:us-west-2:123456789012:channel/
channel_name/0123456789012"
}
]
}

Amazon Kinesis Video Streams with WebRTC B4 1R B 3%

EETHAWS R REERESHBEER , F2RAWS ¥ SR EHEARRBIZCRER
MERETE. MFE-—REF , F2EAWS SH5E,

WA LAER TEHE= AR/ E AWS Artifact, MNFEFMER , FSE THIKS in AWS Artifact

IBER BNSREME AWS R BURRERNEEN, BLANERER , UARERAEENER.
WMEER BERETNFMENR AWS IR , F2H AWS T2 X,

Amazon Kinesis Video Streams with WebRTC 1 Y 5& 4

AWS £IREBBIERLN AWS B A TAESAEHRE. AWS ES B2 ERE S BAREY

TRES ELTAESREEE SHXENARENSEE, £TLEATAESRRHNRERE
ARAMENE  SLEARANENEEETAES > MADRERE  reTl. TAESNT
Fith, RERDMRBELLS  ORE-RSEERTLNERERRITES,

WFE AWS B M A ERENFAER , F2H AWS £ IRER .

Kinesis Video Streams with WebRTC R EfB LM

EAZER , Kinesis Video Streams ( B2¥EH WebRTC Ihgg ) 2% Amazon Web Services : &%
EFEEAREFFIR AWS WL KBRZLBFNRE.

EHREERE 113


https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/security/
https://aws.amazon.com/about-aws/global-infrastructure/
https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf
https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf
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BATLAE R AWS 248 APl LY | FEiBHEEEFE Kinesis Video Streams, A Fim&4 B Transport
Layer Security (TLS) 1.2 REFIRAK, BJEEA TLS 1.3 EHMEL, AF RS ETEREMRT
EEZENR (PFS) MERBEMH , HIINEREF Diffie-Hellman (DHE) =45 & #h #7 &% % Diffie-Hellman
(ECDHE), BARM (W Java 7 MEFIRA) KL EELEN,

AN, BRSACAFRSE® ID FE IAM TRMEEBNAEFTHERREE, IF , EAUEH
AWS Security Token Service (AWS STS) E4A TR LZ L BEURBE R,

Amazon Kinesis Video Streams with WebRTC W &Z+ REEX

Amazon Kinesis Video Streams ( 2&FH WebRTC That ) B2 L 24 , HEERRNEER
CHZEBEBER, UTREEBA—REA K TFARRTENRLHERAIR, EEBEEBTET
BARELIRMEZNRESR , ALFHERABARENT  MAEEERETR.

NECEREENZRERY  FONLEABEANZ L SERY,
BFREERFE

B | S LUATEHERE ML Kinesis Video Streams ERMEFA, SR ESHEEEEREA
AFFHTHEE , At , EREREFHTEEMENGTY. BREERIEZEEMIENZ SRR
FEmMS , EFREEREFRNEREEEEN R,

Bl | 45ERERXZE Kinesis Video Streams A EHE R EE PutMedia,
GetStreamingEndpoint#l DescribeStream. BB FEEZEAREAFMAEE (*) REABE
(#5130 GetMedia) BIEF T,

MEHMET, BB EASERRET,
FAHIAM Bt

RIEENAFRERAEALAERARNBEAER | TRFE Kinesis & F &, ETER AWS A
ERERTFHERAFREARENARN Amazon S3 #EIFEH, ELRTESHDRMHRYBE , MRE
FNEA , TREHEBENERENTE,

Rz , CEZER AM AEREBRLEEENAFREAEZXNEREAER , UFE Kinesis 5 &
. ERAGE  ST4EARBREREFNHMER.

WMEFMER , B2 (AM FEAEER) PN TIIERE :
- IAM &t
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https://docs.aws.amazon.com/STS/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/iot/latest/developerguide/device-defender-DetectMetricsMessagesBestPract.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
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- AENERRS . FHE. BAESXNER

£/ CloudTrail E512 API FEOY

Kinesis Video Streams with WebRTC £ 88 24 AWS CloudTrail , RIS AIIEEFERAE,. AR
Kinesis Video Streams with WebRTC A AWS BR#FFrEREL 2 BhYERY 50 8% -

A LA CloudTrail FTUREMER , HETFEH WebRTC ¥ Kinesis Video Streams 12 HHFER. 18
HEESREY IP bk, IRHEFERMWAS, BREBRNEHE , UREMEFAENA,

WMFEHMMEER |, 552 Bthe section called “fF A CloudTrail 528% API FEIY”,

WebRTC 1%

i ¥im 22 2 Amazon Kinesis Video Streams with WebRTC Bys& &I ZhAE | Kinesis Video Streams
SEMA Y LEEIITIIIE  SEAENERLERER. BERBEFA Rpeer-to-peerz 2iEIB
Kinesis Video Streams TURN i 2t83% |, FfH WebRTC BAMEEBEE/LMBEAHEL LM
2,

£ &4 Websocket (WSS) R#FASEA L. 4 Datagram Transport Layer Security (DTLS) &% &
RER , UAREAZLKERBEFRE (SRTP) NEFER SR,

£ CloudTrail Esi% API REOY T


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios.html
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ERESRAN API R

Bt 2 E A WebRTC FIZH AWS f#3R 75 R4 Amazon Kinesis Video Streams A5, wJ A
WEEMEEI D, BEZKE AWS AT RWFIEBIMEERER  UEERESHAMKBERRL
HiE., TiB , EHKBMER WebRTC E#2 Kinesis Video Streams Z 8l , SEZEY B itE K Hha
ETHEENER :

- ERERRMAE?

- EERPLEER?

- ERELEERAVEARBM?
- EEABLEERTERE?

- ERMITERER?

- B4 REREROEAE ?

EREREFASEYEVEREIZR , T—FRAREPW Kinesis Video Streams with WebRTC
EEMGEREVEE, ZEZETRNEFENTRENEZHRELS TEE Kinesis Video Streams with
WebRTC g, EIREE Kinesis Video Streams with WebRTC B , BE RSN EREREZRE—
PR S, EALLLLE B BIH Kinesis Video Streams with WebRTC ReEERIEER S E R | iHBHE
BRI EEREENNMREREMRR , WEEARATRER LW EE,

3]
« {£/H WebRTC E5#2 Kinesis 5 &%
- {EF 528 API FEOY AWS CloudTrail

£ WebRTC E5#2 Kinesis &5 &k

& A LA Amazon CloudWatch E53 Amazon Kinesis Video Streams with WebRTC |, ZIhge &%
Amazon Kinesis Video Streams with WebRTC # R ERIURE N R B & 7 78 B &)F BN 54,
Amazon CloudWatch EXMEFTERIE5 % 15 ERAMNKRE , UEETFIMELEN , XEEE Web A
X RREHFITHEE

Amazon Kinesis Video Streams 12 T HIIEE :

ES- |

£ WebRTC E:#2 Kinesis 25 &7 116
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- AMEE

- TURN 158

- WebRTC HEUERE

AR E R

REFRB UM EER CloudWatch Logs S54% 1 %% # 5k 4% 77 5% 46 BA R RE RV AR BA B A

EEE8 Description B HE
KB MREEPIRRVRESE 200 MREH 5T Operation
EFE , B2 0, FAIA "1, . Signalin
gChannelN
ame
Latency (ZE BIZ MR IZUGER I B FEFRT FH HY B Z¥% Operation
i) IS . Signalin
gChannelN
ame
MessagesT SEEEIEFZEWHASHEE, HE Signaling
ransferre ChannelNa
d.Count me

Operation #EEAR T35 APIs :

» ConnectAsMaster

+ ConnectAsViewer

» SendSdpOffer

» SendSdpAnswer

+ SendCandidate

+ SendAlexaOfferToMaster

» GetlceServerConfig

« FPENELR

FEEEEE 117
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TURN £

AERE MR CloudWatch Logs Esf2 M 22 &8 TURN AERERI BRI AEEEE A

EEER

TURNConne
ctedMinutes

Description

HR— D ERARRBRERDNFE TURN &
B, B,

WebRTC #EUEZ

B

HE

HEE

Signaling
ChannelNa
me

AE R MM CloudWatch Logs EE#2 M5 2 HE % WebRTC #REUAE BRI ARV AHEI & A

EEE8 Description By HWE
PN MRHEFREVREGERE 200 AREIFEE g Operation
Algsd 0, BAIB 1, . Signalin
gChannelN
ame
Latency (% B 2 R #5122 INGE SR X 2 [E] [B] FE PR TE Y B o Z8 Operation
) . Signalin
gChannelN
ame
TotalBitrate BExrNBEuTER, NREEA® , BIRT"EZ  bps #®4E. Signal
BEEANBMNTER | 5§ VIEWER 2EEE ingChanne
AN RBRLTRE, IName., A
TotalPack BEENBEHIHE. IREEAR , AIRFEZ FHH ##4E. Signal
etCount B EEIANBATIER | = VIEWER SEEE ingChanne
AN RBRAMLTRE, IName., A
WebRTCRec  #EIEZ 4 # WebRTCRecordingMinute (&, T 24E. Signal
ordingMin ingChanne
utes IName, A€
TURN #E48 118
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EEEB Description By HWE

WebRTCVie  $HEZ4H WebRTCViewerMinute B £, HE B 1E. Signal

werMinutes ingChanne
IName. B

Operation #EEAR T35 APIs :

» JoinStorageSession

» JoinStorageSessionAsViewer

Role #E :
« FE
- BREENX

£ 528% APl FEA4 AWS CloudTrail

Amazon Kinesis Video Streams with WebRTC 282 RIS AWS CloudTrail , R REFERHE.
AEE AWS BRIEE Amazon Kinesis Video Streams with WebRTC A REVEY EhE52 8%, CloudTrail &
# Amazon Kinesis Video Streams with WebRTC #IFFE APl RRIUEEER A4, HEHNFUSERE
Amazon Kinesis Video Streams &L | IR FEXIEE Amazon Kinesis Video Streams with
WebRTC API #4ER I, MREETEZR |, BIFLUE CloudTrail E#4#FER I E Amazon S3
BTE8  S¥EMFER WebRTC B9 Amazon Kinesis Video Streams B4, BIfEEARREEM | MATLIE
B CloudTrail EZEEFHNEHELEHEBRETIES. EALUFEHA CloudTrail WEWER , HENER
WebRTC [ Amazon Kinesis Video Streams 12 HHIFER. RHEFERN IP ik, BHEHBRHOAS, B
HEERI R , AR HAFFHER.

HEE—F T H CloudTrail , SFEWMMARERMA , 528 (AWS CloudTrail fFAEEE) o

Amazon Kinesis Video Streams with WebRTC and CloudTrail

EREY AWS IRFR , SEE/MIRE LBUA CloudTrail. & Amazon Kinesis Video Streams with
WebRTC AR 4T ENEMHTEHE  EBSHEEHELEEPNEM AWS REEH—EICHE
CloudTrail E#H, ZBLE AWS tREH®RE., BSANTEKENENH, NEFHMAEN , B2 (F

& A CloudTrail 524% API FEAY 119


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
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A CloudTrail B4 E £ R#EMREH) https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
view-cloudtrail-events.html,

EEZEHRE AWS IRFFMEHSH | 83 Amazon Kinesis Video Streams with WebRTC IS4 |, 55
BIUEBH., {FFREEE CloudTrail i B ER3TZE Amazon S3 FFETEE, KTER , ERETIEAFE
SIEKE  XEMEEREFAEN AWS EiF, RREHLHKAWS 2 EIEFFEEBNES , WA
BEEEINEIEEN Amazon S3 fFETE., A, BALEREHEM AWS R , LUE—S o AEE
CloudTrail BEEHFFIRENSESHER, WEFMEN , F2ETIRE

- BYEBKOEE

+ CloudTrail X EMNRIEMNES

« ERX7E CloudTrail B Amazon SNS & £l

s RZ{EEEEW CloudTrail BEFER , AR ZEIRFEW CloudTrail BFFER

Amazon Kinesis Video Streams with WebRTC XEA& T 5|E{EC# A CloudTrail HRERTHEH

» CreateSignalingChannel

DeleteSignalingChannel

» DescribeSignalingChannel

* GetSignalingChannelEndpoint

+ ListSignalingChannels

» ListTagsForResource

» TagResource

» UntagResource

* UpdateSignalingChannel

B-EEMHIARERFETSELFRENERA. BoERATHEHE THEE

- REMEABH AWS Identity and Access Management (IAM) & & A ERHEHEER,
- REZBERE , ROERATREACRBEI»FEARAENERLLBE.
- BEREEHHEM AWS RERE,

MEFMER , F2 [ CloudTrail userldentity ST,

Amazon Kinesis Video Streams with WebRTC and CloudTrail 120


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-integrations
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/getting_notifications_top_level.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com//kinesisvideostreams/latest/dg/API_CreateSignalingChannel.html
https://docs.aws.amazon.com//kinesisvideostreams/latest/dg/API_DeleteSignalingChannel.html
https://docs.aws.amazon.com//kinesisvideostreams/latest/dg/API_DescribeSignalingChannel.html
https://docs.aws.amazon.com//kinesisvideostreams/latest/dg/API_GetSignalingChannelEndpoint.html
https://docs.aws.amazon.com//kinesisvideostreams/latest/dg/API_ListSignalingChannels.html
https://docs.aws.amazon.com//kinesisvideostreams/latest/dg/API_ListTagsForResource.html
https://docs.aws.amazon.com//kinesisvideostreams/latest/dg/API_TagResource.html
https://docs.aws.amazon.com//kinesisvideostreams/latest/dg/API_UntagResource.html
https://docs.aws.amazon.com//kinesisvideostreams/latest/dg/API_UpdateSignalingChannel.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
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g5l . HEEEREH

BHtR-EEE , ERBAUERERNEARMNREIEER Amazon S3 #FErE. CloudTrail BF
1%?-?5?’?33 HZEAFER, —EEHA/EMRRRHONE TR, ﬂt’a’é‘%ﬁ?@ﬂi ARV B HA M B

ARBEFEN. CIoudTra|I AFSE IR ANE AP I R HIEEF , Rt R ELUEABEIR
f%&fﬁo

T 5 & 5|5 R R & CreateSignalingChannel B)4E#Y CloudTrail B3EH .

"eventVersion":"1.05",

"userIdentity":{
"type":"IAMUser",
"principalId":"EX_PRINCIPAL_ID",
"arn":"arn:aws:iam::123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"EXAMPLE_KEY_ID",
"userName":"Alice"

I

"eventTime":"2019-11-19T22:49:0472",

"eventSource":"kinesisvideo.amazonaws.com",

"eventName":"CreateSignalingChannel",

"awsRegion":"us-west-2",

"sourceIPAddress":"127.0.0.1",

"userAgent":"aws-sdk-java/unknown-version Linux/x.xx",

"requestParameters":{
"channelName":"YourChannelName"

},

"responseElements":{
"channelARN":"arn:aws:kinesisvideo:us-west-2:123456789012:channel/

YourChannelName/1574203743620"

},

"requestID":"df3c99c4-1d97-49da-8569-7de6c92b4856",

"eventID":"bb74bac2-964c-49b0-903a-3501c6bde632"

ﬁ{ﬁ“ . EE%—\EﬁIEE 121


https://docs.aws.amazon.com//kinesisvideostreams/latest/dg/API_CreateSignalingChannel.html
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AP| 22&

FE
* \WebSocket APIs
- FEREFSHABZK

WebSocket APls

LT 2 Amazon Kinesis Video Streams with WebRTC WebSocket APls :
B

» ConnectAsMaster

» ConnectAsViewer

ConnectAsMaster

LEEE G0 EREREIEENTREE, T WebSocket-complaint 23 EE &R 0] A RELE 1
GetSignalingChannelEndpoint API FEILER{SHY &Z £ Websocket (WSS) imdh. SRR MEARIE
JEH Amazon Resource Name (ARN) fEAEAFTESE ., BEBRH UM EHHEMNRIARS 2 RE
Re MRZEAFHUEEIH G EEFSERE , AIRFFEREL. FNERPESHSEEREN
ERPEER,

"X-Amz-ChannelARN": "string"

« X-Amz-ChannelARN - FASE4EEH ARN,
- B FH
- RERH : RETRA 1, RELREA 1024,

« R : arn:aws:kinesisvideo:[a-z0-9-]+:[0-9]+:[a-z]+/[a-zA-Z0-9_.-]1+/
[0-9]+

« HE 2

WebSocket APIs 122
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[ &

200 OK HTTP AREERE A ZE B W3

$HER
* InvalidArgumentException

EENSHBEBHRS, FTXENBEEH. NWFEFAEF

s
¢
dn
=
[o]
2
e

HTTP ARAEHS : 400

* AccessDeniedException
BEARERETFIEENBEN LB,

HTTP ARAEHS : 403

* ResourceNotFoundException
BERFHE,

HTTP AREEHS : 404

 ClientLimitExceededException

DUASHIERRILE API K, MEFEMEN , 5528 Amazon Kinesis Video Streams with WebRTC
RIGELRE MR ERAMISEEE, AWS

HTTP AREEHS : 400

R 5/ B 7

MELUARSHERRIA API, BIESERFBRERL AP, EREE
ClientLimitExceededException EEI$EER,

=3
MRIBEEM clientld MIEE S FEER , AIGUHEAEIERFEER
ERTH

IERAFH API FEIY,

ConnectAsMaster 123
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36 47 FEOY
AFFETHNY  SAFUFSERERTEER,

ConnectAsViewer

DR B 0 EREimM AT EMNFAREE. EMARFE WebSocket HIFE 3 EE & A LA SRIEAREI1E
GetSignalingChannelEndpoint API FEIUER{SHY Z £ Websocket (WSS) i s, HERMEAIRIE
JEH Amazon Resource Name (ARN) M A Fi% ID EBEHFES . EEBIRE THIU IR
R G oRER. MRBREWEREBRPIEENERCLientIdE , MIFERAB L. FHER
SERERPEER,

ER

"X-Amz-ChannelARN": "string",
"X-Amz-ClientId": "string"

« X-Amz-ChannelARN - FAR4EEH ARN,
- JE . FEH
- RERH : RETRA 1. RELRA 1024,
- B : arn:aws:kinesisvideo:[a-2z0-9-]+:[0-9]+:[a-z]+/[a-zA-Z0-9_.-1+/
[0-9]1+
- BE R
* X-Amz-Clientld - Fi F ik HE— & BIAF
- J|A . FEH
- RERH : RETRA 1. RELRA 256,
« X : A(?1(?1)AWS_. *)[a-zA-Z0-9_. -]

(@ Note
X-Amz-ClientId £EXLL BATEAWS ,

. l\\g . ;EE

[ &

200 OK HTTP AREERS I ZE H A 3o

ConnectAsViewer 124
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7

i

* InvalidArgumentException

EENSHBBHRS, TXEHEEEM. NEFHEA ,

S
Vi
&
T
[9]
)
1113

HTTP AREEHS : 400

* AccessDeniedException
RREARERETFIEENBENNFLEBH.
HTTP #REEHS : 403

* ResourceNotFoundException
EERFE.
HTTP ARREHRS : 404

 ClientLimitExceededException

LUASHWRERRZEIWA AP i | EEZHENBRRSREEBEXEN LRI, MEFMENR ,
Amazon Kinesis Video Streams with WebRTC IRIEELEE FISER BN IS SIERE ., AWS

3
¢
8

HTTP AREEHS : 400

R 5/

MRUKSWERRIWLA AP, SERZBHEENRERHEBLHZIEN LRE , AISEIRFEBRERLL
APl, ETRBFELL ClientLimitExceededException {EE 35,

£5

MRISEM ClientIdF BECFHEER , AEEAREATIHERPREL,
ERTA

ER B API FEIY,

3 47 WY

SAFFIATI , SRS EMERPEER,
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SEE A 2=

FIEERASSBESEMERSEEZRMHE (Bl , SDP 2EH SDP BEEE). U TREH
%o

S

nn
i
21

{
"senderClientId": "string",
"messageType": "string",
"messagePayload": "string",
"statusResponse": {
"correlationId": "string",
"errorType": "string",
"statusCode": "string",
"description": "string"
}
}

- senderClientld - 53X & F 5 i B9 M — 38 B 5
- | T
- RERS : RETRA 1, RELRA 256,
« R : [a-zA-Z0-9_.-]+
- BB A
- messageType - BH4HER,
- A : ENUM
- BNE
# : SDP_OFFER, SDP_ANSWER, ICE_CANDIDATE. GO_AWAY., RECONNECT_ICE_SERVER,
STATUS_RESPONSE

- RERS : RETRA 1. RELRA 256,
« R : [a-zA-Z0-9_.-]+
- BE =
+ messagePayload - base64 fRIGHAERNR.
- B F&H
- RERH : RETRAB 1. RELERR 10K,

° I\\E . 17::

FRSHAEER 126
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- correlationld - AREEFTIEMVA R —ZBI R, ERAFImAS (B0 , SDP 2%, SDP EZ& S ICE
ﬁiglﬁ) 1A HEE correlationlds

EA -
- RERH : RETRAB 1, RELRA 256,
- B : [a-zA-Z0-9_.-]+
- BE R
« errorType - $5ERRME— BRI B,
- JH . F&
- RERH : RETRA 1, RELRA 256,
« R : [a-zA-Z0-9_.-]+
s BE R
- statusCode - ¥ ER EIFEME M HTTP REETE.
- JH . F&
- RERH : RETRA 1, RELRA 256,
« R : [a-zA-Z0-9_.-]+
. RE B
- description - fREMREN FHEHEIR,
- BH FH
- RERS : RETRA 1. RELRA 1K,
s BE R

SendSdpOffer

BiRREEGEERGE, ERFG—RAFPRSEDEREM GetSignalingChannelEndpoint
API| B 8# WebSocket i E,

MREXEFREREASN , ASRBREEGBEEHE. kA, FEEIEE RecipientClientId,
RIFEG B RecipientClientId WA TIEEE. MREXEFRRIEE , ARZEERE
RecipientClientId EER B ERREE. EEREIBENT , RecipientClientId EXE# A,

AFEHHAFPREARASRBER GEMAREGAS  ERAMRAFAFREAENSRREEEE
EiR A FiREARER. ZZEI%#@*E%E}WE mfE AR ERS ?m%{%l_%%s ﬂilil‘ﬁﬁﬁﬁ}ﬂﬁ mEMAEN , Al

th /= S-S ] = (5 3% B =l ke = o h 48 =3
0 ' Ll 1 = JIgn TES il T
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_%\,
{
"action": "SDP_OFFER",
"recipientClientId": "string",
"messagePayload": "string",
"correlationId": "string"
}

- action - EIAMNALSER,
- A . ENUM
- B®E : SDP_OFFER, SDP_ANSWER, ICE_CANDIDATE
- RERS . RETRA 1. RELRA 256,
« R : [a-zA-Z0-9_.-]+

- BE R
- recipientClientld - Yt ¥ & B ME— B R o
. R . =@

- RERH : RETRA 1, RELRA 256,
- R : [a-zA-Z0-9_.-]+

- BE R
« messagePayload - base-64 fRBHAEAR
. FH - =8
- RERH : RETRAB 1. RELERA 10K,
- BE R
» correlationld - ALK ME—FBIFF, ERBEENSH,
. A - =8

- RERH . RETRA 1, RELRA 256,
- B : [a-zA-Z0-9_.-]+
° l\\g . E\
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[ &

MBAERIERINFWAL , IFSELEEMEE, MRERHKERES  BFERDEE
correlationId, BI€ LA STATUS_RESPONSE AN EEELFMEA. MEFMET ,
Bfthe section called “3E[E A B3 W,

i

Y
*

?

* InvalidArgumentException

EENSHBBHRS, TXEIEEAEM. NEFHEA

s
¢
dn
=
Io]
-
¢l

HTTP ARZEHS : 400

* ClientLimitExceededException

LLASRERIA API B, MEFEMERA , 552 Amazon Kinesis Video Streams with WebRTC
RIGELRE MR ERAMISEEE, AWS

HTTP AREEHS : 400

BR /800

MRUKSHWERRWA AP, BISERFERERL APl, EIREEN
ClientLimitExceededException {EE$EER,

R

It API TREFE,

ERATA

ERAFH API FREIY,

b 17 P Ay

REFLATHU, FRFUEEE—RIER,
SendSdpAnswer

BEZEEEGEEERGEE, EREFGERAFPKSEDEREIMR GetSignalingChannelEndpoint
API| B {8# WebSocket i E,

SendSdpAnswer
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MREXERREREASR , AESFEXEERE, kA , FFEEIEE RecipientClientId,
RSB RecipientClientId WETIEEE. MREXEFBERIEHY , AEESEEE
RecipientClientId IEEM B ERKEZE. EEBIENT , RecipientClientId EXE# A,

ARHFTHHAFREAEASOEER GEMRES , ERAMRASAFREAEASDEEEGE
HMAFREAER. URRERAFPREARAEEASEEEE RS —ARREAFRERES , A
"REL BITRER. MRE—EAFREEAEENRTEXEE , IGHNEEERILEZ,

R oK
{
"action": "SDP_ANSWER",
"recipientClientId": "string",
"messagePayload": "string",
"correlationId": "string"

}

- action - EAWAREE,
- FH : ENUM
- B%E : SDP_OFFER, SDP_ANSWER, ICE_CANDIDATE
- RERS : RETRAE 1, RELRA 256,
- R : [a-zA-Z0-9_.-]+

- BE R
- recipientClientld - W4 & B9 M — 3 B &F o
- J|E  FH

- RERH : RETRA 1, RELRA 256,
« R : [a-zA-Z0-9_.-]+

c BB FE

« messagePayload - base-64 fRIBHAEAR,
- JE . F&H
- RERH : RETRA 1. RELRA 10K,
c BE . FE

- correlationld - 5.2 K ME— B R,
- JE . F&H

- RERS : RETRA 1, RELRA 256,
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« R : [a-zA-Z0-9_.-]+

- BE B
=1 FE

MBRAFREIERINZWAL , AIFSELEAEE, MRRKERESR  BERPEE
correlationId, BI&LL STATUS_RESPONSE AR ELEBRFMEA. MEFMEA |
SEREEZNSE T

$HER

3
»

* InvalidArgumentException

s
9
dn
@
[o]
2
el

EENSHBBHRS, TXENEEEM. NEFHEA ,

HTTP AREEHS : 400

* ClientLimitExceededException

UARESHRERRIA AP| BFEE, MEFMER , 5828 Amazon Kinesis Video Streams with
WebRTC fR#GELEE MEEREAMIBEUER., AWS

HTTP AREEHS : 400

R 5/ 8%

MRAKSHERRILA API, RISEIRFERERL AP, ETREKFE
ClientLimitExceededException EEI$EER,

R

It APl TR ER.

ERATA

ERAEE API FEIY,

47 R AL

SFFIATREIY, R EEE—IRR,

nun
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SendlceCandidate

1% ICE RBIEEXGERRHEE., ERFERAFKRMECERIR
GetSignalingChannelEndpoint API EX{8H) WebSocket i Eho

MEEFEERRZMIAE , 2 ICE RBEBEXGEEHH, ki, FTEERE
RecipientClientId , RIAEZHE RecipientClientld WEMISEE. NRFHEERREH
2 ICEfRBEESEXEE EEMNEERecipientClientId, EHERT , RecipientClientId
ELENBA

RFEHUAFREARIE ICE RREMEAETREE  BRAFRIREASHEARRNS (CE
REAMXETHUASHEAER, NRRREMASREARIERE ICE RREMEEG S — B8
RBASREARS , 8 TTR, WTHER,

ER
{
"action": "ICE_CANDIDATE",
"recipientClientId": "string",
"messagePayload": "string",
"correlationId": "string"
}

« action - EEAMWAREE,
- A : ENUM
- B3E : SDP_OFFER, SDP_ANSWER, ICE_CANDIDATE
- RERS : RETRA 1, RELRA 256,
« R : [a-zA-Z0-9_.-]+

- BE R
« recipientClientld - Y44 & 8 M — 58 B 7F o
- JA . FH

- RERH : RETRA 1, RELRA 256,
- R : [a-zA-Z0-9_.-]+

- BE B
« messagePayload - base64 fRIEHFAERAE,
- J|H . FH
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- RERH : RETRA 1. REERS 10K,

« HE 2
« correlationld - FA 5K M — 5% BI7F -
- J|E  FH

- RERH : RETRA 1, RELRA 256,
« R : [a-zA-Z0-9_.-]+
- BB A

= &
MRAFRFADZRAE , AT EELEAEE, MRERHFERER , BFRPERE

correlationId, BI& LA STATUS_RESPONSE AR EEHERFMER. WRFHMER
FERLS ALK,

3
$

$5ER

* InvalidArgumentException

2
s
&1
B
o
2
¥

EENSHEBHRS, TXEIEEEM. NEFHEF ,

HTTP AREEHS : 400

 ClientLimitExceededException

UASHIERILA API B, WMEFMMET , 5528 Amazon Kinesis Video Streams with WebRTC
PRAGELZE MESREAMISEUER., AWS

HTTP AREEHS : 400

BR 5/

MRUKSWERWA AP, BISERFERERL AP, EIREEN
ClientLimitExceededException {EEI$ER,

K

Itk API TR EHE,
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BEHTA
ERAFHY AP R4,
3 17 WY

ARFLATHU, SRTFUEEE—RIEHR,
o ETE AR

M Fuwm] LARERFEARAIEAR. 52 WebSocket MENEXNEX R, EERBEAR , REESEHF
IR RAEREARBETRR  MEFTSERBETMANALS. ERAEERRFIER T thxREERR
175

LR th EEAPENERIE A PR , flNERENARFEZNE, ATRERNERAR

- GO_AWAY : A S ARMBICERER. TEAFRKEFTRELANNES, PENER , Y EXER
EFEEZAREE,

- RECONNECT_ICE_SERVER : WA E AR B EIXERRE , EVEAFREEPEER, W
B ICE fAR:SMERE Y EMSEREINERETEX AR,

A ETE AR 134
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£ WebRTC ¥ Amazon Kinesis Video Streams # 1T & [&
2B

FERATHEFREEHBEMER Amazon Kinesis Video Streams with WebRTC B aJgEiBEIN E R IR,

i 3 peer-to-peer T/EPE EX BV R B

WebRTC Ai# BB EE R T 5 R R £ R -

o WERRAIHEEEFE (NAT)
- BEAME
- HEZHHRE

WebRTC 121284 K REHSER , BRI PMHERER, CERE—E#S , AREBTURNE
PRESEIAREE | LIPS LR Fpeer-to-peerEfR,

BREEEENFE Y , SRS TR ARG RS RE Y THERRERRENTE,
FE

- TIERSEREIRIEE (SDP) BEMER

« FME ICEREEBEAL

o RTEfEF PLLAR IR IE B RE U E R

- ICE HHEBREF

TERSER IR E (SDP) BEEMER
THRBHABAGE (SDP) RELEERNBILES S B RTC THAKE,
T — 5T SDP BAME , HHH 5.

- BEER "BiIRE, TEL |, MMEEERESE Kinesis Video Streams with WebRTC 5L T
E BoEEEAREENHEE,

- BRHEENEBEEL

# 3 peer-to-peer TEREERHY R 28 135
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BENZRMBREAFHKELE  HATHITRESINENALEWEN ICE RRIRE,

BARM C B Kinesis Video Streams WebRTC FIZEH & —EAMEMNIIRELSY , BB ERES
FC8% SDP, EEBIN THRIINEENELENER,

EEstdoutft SDK #§ SDPsie#kE| |, FHERE FHIRIFE Y : export DEBUG_LOG_SDP=TRUE, #&
A LA sdpOffer®E4F , 1 JavaScript A FigHicék SDP BENE R, EEBF N RE , F2
B GitHub,

MEEMEF , M the section called “FH WebRTC E532 Kinesis 5 B

WMRAREE SDP BFR , AIYSAsEEEEST SDP B , RABET IS A MAHENERERR. &
AREERIELUATHE

I/webrtc_video_engine.cc: (line 808): SetSendParameters: {codecs:
[VideoCodec[126:H264]], conference_mode: no, extensions: [], extmap-allow-mixed:
false, max_bandwidth_bps: -1, mid: videol}

E/webrtc_video_engine.cc: (line 745): No video codecs supported.

E/peer_connection.cc: (line 6009): Failed to set remote video description send
parameters for m-section with mid='videol'. (INVALID_PARAMETER)

E/peer_connection.cc: (line 3097): Failed to set remote offer sdp: Failed to set remote
video description send parameters for m-section with mid='videol'.

E/KinesisVideoSdpObserver: onSetFailure(): Error=Failed to set remote offer sdp: Failed
to set remote video description send parameters for m-section with mid='videol'.

D/KVSWebRtcActivity: Received SDP offer for client ID: null. Creating answer

E/peer_connection.cc: (line 2373): CreateAnswer: Session error code: ERROR_CONTENT.
Session error description: Failed to set remote video description send parameters for
m-section with mid='videol'..

E/KinesisVideoSdpObserver: onCreateFailure(): Error=Session error code: ERROR_CONTENT.
Session error description: Failed to set remote video description send parameters for
m-section with mid="'videol'..

BB SDP BEARE , ESKMAEA WiTa=rtpmap , AEF EEFRIL FEBEIEES,

a=rtpmap:126 H264/90000

a=rtpmap:111 opus/48000/2

WMREMER Safari AMBR[ERETEREE H.265 FiR | BEBESIITHER

TERERIERIGE (SDP) BEMER 136


https://github.com/awslabs/amazon-kinesis-video-streams-webrtc-sdk-c#getting-the-sdps
https://github.com/awslabs/amazon-kinesis-video-streams-webrtc-sdk-js/blob/983b62f07330e05277fd072f8062fecd8233bce7/examples/master.js#L123
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 InvalidAccessError: Failed to set remote answer sdp: Called with SDP
without DTLS fingerprint.

* InvalidAccessError: Failed to set remote answer sdp: rtcp-mux must be
enabled when BUNDLE is enabled.

HREERHBERELN SDP BEFTERR, 7% SDP BEYH , #2311 BB ITa=rtpmap , T/E

H.265 TREFHE. EEXU TR

a=rtpmap:104 H265/90000

WMRFTEFEE |, 51 Safari SREFRAEARR WebRTC By H.265 EiEEs,
£ Safari BimEEH |, 17 T~ IIENE -

« J&H Safari > 587E... > P, REUEER Web B A BMThEEH R,
o BEUSSIERE, EE WebRTC H265 HEiE25 551,

ENMRBENBESR K BEELEN

AL ICE{RBIEEELE

ICE 1%:218 H REHYSTUNRIIRESETHFUNESEAFRELY. BHREA WebRTC 89 Kinesis Video

Streams , STUNfAIBRE§ A stun:stun.kinesisvideo. {aws-region}.amazonaws.com: 443,

BR 7 HOUSTUNMIBREF AN BRZIEE 25 , AFRBE L EFITURNMAERES. tfSETEmEy
{8 15 8L 8 3 B #Z peer-to-peenE 4R I 5 F B4 7] BR 25 18 A4 1 F E AR o

B LAER T 5 TEREL ICE REZEER :

« Trickle ICE WebRTC il , {8 Trickle ICE RINEREE

* |ceTest.Info

FEREMETLER, &a L A STUNKT TURN fRIIRES E AR W ERBIER,

£ E# A WebRTC HUE Kinesis Video Streams FITURNfRI RS EAMMS BN ZE A E R |, &7 LARELY
GetlceServerConfig AP| 4k,

T%| AWS CLI R REBNMIERS L ERR , MEEERMBELTEHRER,

B

FHME ICERBEEHBEEE
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https://webrtc.github.io/samples/src/content/peerconnection/trickle-ice/
https://icetest.info/
https://docs.aws.amazon.com//kinesisvideostreams/latest/dg/API_AWSAcuitySignalingService_GetIceServerConfig.html
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export CHANNEL_ARN="YOUR_CHANNEL_ARN"
aws kinesisvideo get-signaling-channel-endpoint \

--channel-arn $CHANNEL_ARN \
--single-master-channel-endpoint-configuration Protocols=WSS,HTTPS,Role=MASTER

get-signaling-channel-endpoint @AY H &R T AR EFE

{
"ResourceEndpointList": [
{
"Protocol": "HTTPS",
"ResourceEndpoint": "https://your-endpoint.kinesisvideo.us-east-1.amazonaws.com"
},
{
"Protocol": "WSS",
"ResourceEndpoint": "wss://your-endpoint.kinesisvideo.us-east-1.amazonaws.com"
}
]
}

ffl HTTPS ResourceEndpoint{BEREVSTURNIFRESEE , I TFIR :

export ENDPOINT_URL="https://your-endpoint.kinesisvideo.us-east-1.amazonaws.com"

aws kinesis-video-signaling get-ice-server-config \
--channel-arn $CHANNEL_ARN \
--service TURN \
--client-id my-amazing-client \
--endpoint-url $ENDPOINT_URL

Bl fE I ETURNMIARZREFAIEEA , 21E TCP M UDP Win%: , UREFNEMMENEAER.

® Note

EEFH TTL EREELEAERNERNSERRE  UWAENM., £ Trickle ICE WebRTC
&1} IceTest.Info R{FEAELE(E , /A Kinesis Video Streams S & RIGHEE L ICE &2
==

FHME ICERBEEHBEEE 138
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https://webrtc.github.io/samples/src/content/peerconnection/trickle-ice/
https://webrtc.github.io/samples/src/content/peerconnection/trickle-ice/
https://icetest.info/
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IR TE{E P R LR 122 T8 B 2R MIEAR

THRMEREZEARREIIFRESREENY. IREEUABERAERNAFPRITEEYNT
EREER |, BRI LAE A AR webrtc-internals 223 , £ Google Chrome A ¥ Bt E .,

F—ERERRS|RBH R WebRTC TIFHEER.

EE—EZES|IBED , B chrome://webrtc-internals/. A UEL RS BEPIBIEEEEST
P IERBRNPEERA.

BREIERMERNMEEER. Hlm

» Create Dump
Read stats From: | Standardized (promise-based) getStats() AP| ~]

Note: computed stats are in []. Experimental stats are marked with an * at the end and do not show up in the getStats result.

GetUserMedia Requests

https://awslabs.github.io/amazon-
ki i id brtc-sdk-

ic/avamnlac/indav html [ rid:- RN2E

https://awslabs.github.io/amazon-kinesis-video-streams-webrtc-sdk-js fexamples/index.html, { iceServers: [stun:stun.kinesisvideo.ap-northeast-1.amazonaws.com:443, turn:3-113-249-125.t-6618366e.kinesisvideo.ap-
northeast-1.amazonaws.com:443?transport=udp, turns:3-113-249-125.t-6618366e.kinesisvideo.ap-northeast-1.amazonaws.com:443?transport=udp, turns:3-113-249-125.t-6618366e.kinesisvideo.ap-northeast-
l.amazonaws.com:443?transport=tcp, turn:18-183-42-89.t-6618366e.kinesisvideo.ap-northeast-1.amazonaws.com:443?transport=udp, turns:18-183-42-89.t1-6618366e.kinesisvideo.ap-northeast-1.amazonaws.com: 4437
transport=udp, turns:18-183-42-89.t-6618366e kinesisvideo.ap-northeast-1.amazonaws.com:443?transport=tcp], iceTransportPolicy: all, bundlePolicy: balanced, rtcpMuxPolicy: require, iceCandidatePoolSize: 0 }

ICE connection state: new => checking => connected

Connection state: new => connecting => connected

Signaling state: new => have-local-offer => stable

ICE Candidate pair: 146950 <=> :35795
» ICE candidate grid

tate Tahlac

T R ERIMERNIER , MTAR.

¥ Stats graphs for candidate-pair (state=in-progress, id=CPaYGwieso_EsxKSWoY)
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ICE R

£ KvsRtcConfiguration 4 ICE SR EFERRKE, HRAXZEEAEMS , AREEZESA , BEF
REEZHTHAE  URSEBTEMBERILERNME, ZUUEEARNPREELERE.
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https://awslabs.github.io/amazon-kinesis-video-streams-webrtc-sdk-c/structKvsRtcConfiguration.html
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BE BRI ERRE !

2024-01-08 19:43:44.433 INFO iceAgentValidateKvsRtcConfig():
icelLocalCandidateGatheringTimeout: 10000 ms
iceConnectionCheckTimeout: 12000 ms
iceCandidateNominationTimeout: 12000 ms
iceConnectionCheckPollingInterval: 50 ms

MREBHREERETE , TELERSERHE  FEARETIE
- icelocalCandidateGatheringTimeout - &R EFRE , R EH B ERIBEREFE

. BEEREAMETRNERERY A HERENERARTE , FREWLRS , UEFEZKBH

e,

plan |, MR ELRRIRE ELENR , BREEAARFI RS (srfix) HEEXRRERE |, B eFEE

IR EF, HRBEENE , REERELWERERE L MEABXTRELSR EEREIB 20
¥ EIREAMRME S KERBEBEREELEZDER.

(® Note
RPEZEE/DRN iceCandidateNominationTimeout , A HELSBEEREREE
HWiREEH,

« iceConnectionCheckTimeout - EFEBEDEIEHVMRE PEINLRE , HPHIRBNBER

RIBEEFERE. HNLREAHFED —BRERHESHEMHSETRS,

« iceCandidateNominationTimeout - MR E | LIFER E 5 B AR B X 1R 3 18 B AV IR EE
#,

g, RKESE —EAHEERBREANFE 15 , FERERELAEB 156 WNE , UHER
EREAMEX KRR EHUMER. RERER PR 15% , Al SDK e ERABEIREE

HEEX , EPEREY AN

(® Note
FFEZFBUE KX iceLocalCandidateGatheringTimeout , MEEE MR,

« iceConnectionCheckPollingInterval - LEFEEASERE 50 EW. EENHEFEEER

BEMNEER K EXLE8F ICE AEMBI[EIRAER,

ICE HHESREF
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EERARFRFEERN TR, SNEMBRESD , LAURE E , UiBBERREMER, B E
BERREMERAH  BEILERNEE TRE2E.

/A Important
BT ERSERAERE.

h
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Amazon Kinesis Video Streams WebRTC Bz A 2387

Amazon Kinesis Video Streams with WebRTC BZ& A E35F

B9 34 R S 50 8k

1EFT AR S

g

DU B

2485T Amazon Kinesis Video 2024 &£9 A 18 B
Streams with WebRTC B3 A
EEmPIEEMBBE.

Amazon Kinesis Video 2019 11 A4 H
Streams with WebRTC B2 A

BiEENR. E—F TH#
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