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A& RRF R =8

MBS - BEAE ST 88 Lambda EUfX, AWS loT Events {HRIZ5E R | BBEXE
SEIW B EE MIEIR B TERERME T BT ARG BB
REETE - #HEHRE DynamoDB & REEEREFAMREENH oH , BRI
AR RE AWS loT Events ARAEEIE

ZeH - EERET IAM & EEHBFFAIRERR T EA AWS loT Core 5F
aJ Al 24 | BAEY Kinesis Data Streams. D

ynamoDB #1 EventBridge #J17EX

B (1BF ) EH AWS loT Events {58258 B A RE

BAHERZE , FFEEL AWS loT Events [REIBREEER, ELTSENEHEERE , TUHA
BFERBRTENELSE,

Console
5/ FE (= RIS 4E BU4RAERF AWS IoT Events AWS B XS | FHITTISE
/A ELERSESER AWS EBFEA

A AWS loT Events 184,

EERIEEEEG | #IZ Detector models ({8 RIZFEH),
ENEEHNERSRER,

B1E Export (BHi), HEARBHNENAAE K RERBRREED,
HYEEEHNSEARIREREERER,

o k~ w0 bh =

BEERREE JSON GHNERSMEEZERN THER KR, SANEEHRFESEENES
REARE  UMREELER.
AWS CLI
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aws iotevents list-detector-models

2. SHYSEERNRER , ST TIBERELHEERE

aws iotevents describe-detector-model \
--detector-model-name your-detector-model-name

3. MESEEAREENEL,

HER2 BN IAM AR

I IAM BELUREES ThEEMEFT AWS loT Events, WEIHIFHI B EERF DynamoDB K 2 HVE
DH#ITAREERE, EventBridge A HERE, Kinesis Data Streams AR & BHEE., AWS loT Core AR
BIAL , LUK CloudWatch AR #%k. 1&E LR H B A RKEL AWS IoT Events,

1. BYEBTIEFFTM IAM A6, MFEY IAM SENFARSA  F20E (AM EAEER) F
RN A & LU ET AT ZR4E AWS BRTS.

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "DynamoDBAccess",
"Effect": "Allow",
"Action": [
"dynamodb:GetItem",
"dynamodb:PutItem",
"dynamodb:UpdateItem",
"dynamodb:DeleteItem",
"dynamodb :Query",
"dynamodb:Scan"
1,
"Resource": "arn:aws:dynamodb:us-east-1:123456789012:table/
EventsStateTable"
}I
{
"Sid": "SchedulerAccess",

"Effect": "Allow",

S22 BV IAM AR 7
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Lambda: *"

"Action": [
"scheduler:CreateSchedule”,
"scheduler:DeleteSchedule”

1,

"Resource": "arn:aws:scheduler:us-east-1:123456789012:schedule/*"

"Sid": "KinesisAccess",

"Effect": "Allow",

"Action": [
"kinesis:GetRecoxds",
"kinesis:GetShardIteratox",
"kinesis:DescribeStream",
"kinesis:ListStreams"

1,

"Resource": "arn:aws:kinesis:us-east-1:123456789012:stxeam/*"

"Sid": "IoTPublishAccess",

"Effect": "Allow",

"Action": "iot:Publish",

"Resource": "arn:aws:iot:us-east-1:123456789012:topic/*"

"Effect": "Allow",
"Action": "logs:CreatelLogGroup",
"Resource": "arn:aws:logs:us-east-1:123456789012:*"

"Effect": "Allow",
"Action": [
"logs:CreateLogStream",
"logs:PutLogEvents"
]I
"Resource": [
"arn:aws:logs:us-east-1:123456789012:10g-group:/aws/lambda/your-

S22 BV IAM AR
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2. T IAM ABEEEE, FEBRRAFFEEN AWS BREFRE IAM A€ | UEMFI 8T
HENEME, MFEY IAM EEBERNFERA |, F20 (AM E£AEER) FHEABFEE
BREVAG,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {

"Sexvice": [
"scheduler.amazonaws.com",
"lambda.amazonaws.com",
"iot.amazonaws.com"

]

},
"Action": "sts:AssumeRole"
}
]
}

FHER 3 : 3 Amazon Kinesis Data Streams
£ AWS B =4 =% 3 Amazon Kinesis Data Streams AWS CLlI,

Console
EEMH EY Kinesis BRI &R AWS BB X4 | 35E Amazon Kinesis Data Streams B3 A
EEEPNETEREREMLNER.
RIBHEHBANARRFANNARELFTE.
AWS CLI
£/ AWS CLIZ 3 Amazon Kinesis Data Streams , {814 BRI 2 =& 8

Kinesis Data Streams AR ILER |, LIER WWE R HEEZHEE AWS loT Events, TiREAIEREA
BMENHFARE loT KEWE., BEENOWEIRERER | FAREEETNENEEMEH
AWS fRIEHNES,

B8 3 : 31 Amazon Kinesis Data Streams
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aws kinesis create-stream --stream-name your-kinesis-stream-name --shard-count 4 --
region your-region

BRIZK BT BHNAS A PHARER ST,

HER 4 BYEH MQTT ASEBARA

B LB FHE MQTT ARBBAARINEMRBRENRL,

Console
1. YEEREFEFNHN MQTT ASBHERA  AIRREAUEMRRENKRA,
2. BB AWS loT Core £#8&,
3. ESEERKT , EEASEH , ARBERA
4. HEEEERYD  BEASRA , AREERA
5. EEFERMHRA,
6. EEEHRAUBEMEEEL , WA AWS loT Core REIZBNRANEZHE, SHERAER-ER , @

AHERUBBEBEREEBEH I AEEEAZE Kinesis Data Streams.,

7. HERESQLFERAXEEL , @A SQL AR T5/HE : SELECT * FROM 'your-
database' , RAEBET —F,

8. MEEANBSEEELMWBEREET , BIZ kinesis.

9. EIFBRM Kinesis iR, ¥ P ZEZRS# , W A your-instance-id, EH IAM AEH
HEA® 6 AREBEEFENEHEE,

MEFMES , FSREIL AWS loT RALVERBEE R HEH M IR
AWS CLI

1. FERATHARBEL JSON 2 , Itk JSON fRRERE =S FEE AWS loT Core $RE| |, EREHIE
HFFEALE , XEASTEE D HAsIERSIR , SHEXZIEEMN Kinesis Bifio

{
"sql": "SELECT * FROM 'your-config-file'",
"description": "Rule to process events and forward to Kinesis Data Streams",
"actions": [
{

SB 4 BIREH MQTT ASEBERA 10
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"kinesis": {

"streamName": "your-kinesis-stream-name",
"roleArn": "arn:aws:iam::your-account-id:role/service-role/your-
y y
iam-role",
"partitionKey": "${your-instance-id}"

}
1,

"ruleDisabled": false,
"awsIotSqglVersion": "2016-03-23"

}

2. /A B3 MQTT XE#H Al AWS CLI, LtZBRER AWS CLI , £/ events_rule.json &
RPEZRHEREREIL AWS loT Core EEHR A,

aws iot create-topic-rule \
--rule-name "your-iot-core-rule" \
--topic-rule-payload file://your-file-name.json

SER 5 BNSEEMt MQTT BN HE

SEA B MQTT EERREFTERMELASNMNE , BURLTIEERIIEE AWS loT Events, w3
¥ AWS EBHRFE M EiE 2 M — 1,

Console

1. BIRK AWS loT Core £# &,

2. EEASEERNERERD  EEMZERE.

3. #E#Fiot: Data-ATS MEERE , URRMARNFHAETRR,

4. BERPHERE. LERKH. REHRHE K NALSERESRIEET,

AWS CLI

1T TS LAELE AWS loT Core iR % , LARHEIRENEHIA L,

aws iot describe-endpoint --endpoint-type iot:Data-ATS --region your-region

SB5: MEBEMNTE MQTT TEN K 11


https://console.aws.amazon.com/iot/
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B8 6 : B3 Amazon DynamoDB & &

Amazon DynamoDB &R RS KRESEINEE AWS loT Events , 2 AIER BEMN AR |, £
TR REBTRENEERBARENEASZERRBE,

Console

E 3 Amazon DynamoDB ERIRIURBERISBFERWME, MFFHMENR , 528 (Amazon
DynamoDB Bi# A E15/) M DynamoDB FE V¥R &K, DynamoDB

ER T Y REFHMES

- HEERRER  HALRBHERRER.
- SHESBERIR  WALESHHTER D,
- ETUEARNRRENEREE

AWS CLI

1T T 5T REIL DynamoDB E#l &,

aws dynamodb create-table \

--table-name your-table-name \

--attribute-definitions AttributeName=your-instance-
id,AttributeType=S \

--key-schema AttributeName=your-instance-id,KeyType=HASH \

HER7 : B AWS Lambda HE ( £#A)

Lambda BB M A% ORESIZE , B RERISHE R FTEEE AWS loT Events, TELLEHIF , HRFIE
Hft AWS RBEES , URBEEENRUREEAER, EERENBEIE,

BT EABNodeSEITREA Lambda BB, A TIEXNBLE , BMREXFEEE :
1. BIBX AWS Lambda console,

2. EEBVHE,

3. BMANREEBNEE,

4. 3ZH NodedS 22.x fEAHITRRE,

4% B8 6 : 31 Amazon DynamoDB & $l% 12


https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/getting-started-step-1.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/getting-started-step-1.html
https://console.aws.amazon.com/lambda/
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5, EEERRWTACTHNNRES  RECRARAAG K ARENGELNSRPEIN IAM A
&

6. EFEVHH,
7. EERRBEXAREBEEER A BETIEXHH R
8. HBEVZ® 6 FERABHRSIEBRTHLTIENRES , LEBCSHEABTERyour-

destination-endpointi®x %,

import { DynamoDBClient, GetItemCommand } from '@aws-sdk/client-dynamodb';

import { PutItemCommand } from '@aws-sdk/client-dynamodb';

import { IoTDataPlaneClient, PublishCommand } from "@aws-sdk/client-iot-data-plane";
import { SchedulerClient, CreateScheduleCommand, DeleteScheduleCommand } from "@Eaws-
sdk/client-scheduler"; // ES Modules import

//// External Clients and Constants
const scheduler = new SchedulerClient({});
const iot = new IoTDataPlaneClient({
endpoint: 'https://your-destination-endpoint-ats.iot.your-region.amazonaws.com/"

1);
const ddb = new DynamoDBClient({});

//// Lambda Handler function
export const handler = async (event) => {
console.log('Incoming event:', JSON.stringify(event, null, 2));
if (levent.Records) {
throw new Error('No records found in event');

const processedRecords = [];

for (const record of event.Records) {

try {
if (record.eventSource !== 'aws:kinesis') {
console.log( "Skipping non-Kinesis record from ${record.eventSource});
continue;
}

// Assumes that we are processing records from Kinesis

SER 7 : B3 AWS Lambda BE ( £ 8H) 13
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const payload = record.kinesis.data;

const decodedData = Buffer.from(payload, 'base64').toString();

console.log("decoded payload is ", decodedData);

const output = await handleDecodedData(decodedData);

// Add additional processing logic here
const processedData = {
output,

sequenceNumber: record.kinesis.sequenceNumber,

partitionKey: record.kinesis.partitionKey,

timestamp: record.kinesis.approximateArrivalTimestamp

i
processedRecords.push(processedData);

} catch (error) {
console.error('Error processing record:', error);
console.error('Failed record:',6 record);

// Decide whether to throw error or continue processing other records

// throw error; // Uncomment to stop processing on first error

}
}
return {
statusCode: 200,
body: JSON.stringify({
message: 'Processing complete’,
processedCount: processedRecords.length,
records: processedRecords
b
};

i

// Helper function to handle decoded data
async function handleDecodedData(payload) {
try {
// Parse the decoded data
const parsedData = JSON.parse(payload);

// Extract instanceId

const instanceld = parsedData.instanceld;

// Parse the input field

const inputData = JSON.parse(parsedData.payload);

SER7 : B3 AWS Lambda B8l ( £ &)
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const temperature = inputData.temperature;
console.log('For Instanceld: ', instanceld, ' the temperature is:',
temperature);

await iotEvents.process(instanceld, inputData)

return {
instanceld,
temperature,
// Add any other fields you want to return
rawInput: inputData
I
} catch (error) {
console.error('Error handling decoded data:', error);
throw error;

//// Classes for declaring/defining the state machine
class CurrentState {
constructor(instanceld, stateName, variables, inputs) {
this.stateName = stateName;
this.variables = variables;
this.inputs = inputs;
this.instanceld = instanceld

static async load(instancelId) {
console.log( 'Loading state for id ${instanceId}’);
try {
const { Item: { state: { S: stateContent } } } = await ddb.send(new
GetItemCommand({
TableName: 'EventsStateTable',
Key: {
"InstanceId': { S: ‘${instanceld}’ }
}
1)

const { stateName, variables, inputs } = JSON.parse(stateContent);
return new CurrentState(instanceld, stateName, variables, inputs);

} catch (e) {
console.log( 'No state for id ${instanceId}: ${el}’);

SER 7 : B3 AWS Lambda BE ( £ 8H) 15
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return undefined;

static async save(instanceld, state) {
console.log( 'Saving state for id ${instanceId}’);
await ddb.send(new PutItemCommand({
TableName: 'your-events-state-table-name',
Item: {
"InstanceId': { S: ‘${instanceld}’ },
'state': { S: state }
}
1)

setVariable(name, value) {
this.variables[name] = value;

changeState(stateName) {
console.log( "Changing state from ${this.stateName} to ${stateNamel});
this.stateName = stateName;

async setTimer(instanceld, frequencyInMinutes, payload) {
console.log( 'Setting timer ${instanceId} for frequency of ${frequencyInMinutes}
minutes’);

const base6b4Payload = Buffer.from(JSON.stringify(payload)).toString();
console.log(base6b4Payload);

const scheduleName = ‘your-schedule-name-${instanceld}-schedule";
const scheduleParams = {

Name: scheduleName,

FlexibleTimeWindow: {

Mode: 'OFF'
},
ScheduleExpression: ‘rate(${frequencyInMinutes} minutes)",
Target: {

Arn: "arn:aws::kinesis:your-region:your-account-id:stream/your-kinesis-
stream-name",

RoleArn: "arn:aws::iam::your-account-id:role/service-role/your-iam-
role",

Input: base64Payload,

SER7 : B AWS Lambda B ( E#A ) 16
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KinesisParameters: {
PartitionKey: instanceld,

},

RetryPolicy: {
MaximumRetryAttempts: 3

i

const command = new CreateScheduleCommand(scheduleParams);
console.log( 'Sending command to set timer ${JSON.stringify(command)}');
await scheduler.send(command);

async clearTimer(instanceld) {
console.log( Cleaning timer ${instanceld}’);

const scheduleName = “your-schedule-name-${instanceld}-schedule";
const command = new DeleteScheduleCommand({
Name: scheduleName

1)

await scheduler.send(command);

async executeAction(actionType, actionPayload) {
console.log( 'Will execute the ${actionType} with payload ${actionPayload}
await iot.send(new PublishCommand({
topic: ‘${this.instancelId}’,
payload: actionPayload,
gqos: @
1)

setInput(value) {
this.inputs = { ...this.inputs, ...value };

input(name) {
return this.inputs[name];

)

SER7 : B3 AWS Lambda B8l ( £ &)
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class IoTEvents {

constructor(initialState) {
this.initialState = initialState;
this.states = {};

state(name) {
const state = new IoTEventsState();
this.states[name] = state;
return state;

async process(instanceId, input) {
let currentState = await CurrentState.load(instanceld) || new
CurrentState(instanceld, this.initialState, {3}, {3});
currentState.setInput(input);

console.log( "With inputs as: ${JSON.stringify(currentState)l}’);
const state = this.states[currentState.stateName];

currentState = await state.evaluate(currentState);
console.log( "With output as: ${JSON.stringify(currentState)l}’);

await CurrentState.save(instanceld, JSON.stringify(currentState));

class Event {
constructor(condition, action) {
this.condition = condition;
this.action = action;

class IoTEventsState {
constructor() {
this.eventsList = []

events(eventListArg) {
this.eventsList.push(...eventListArg);
return this;

SER 7 : B3 AWS Lambda BE ( £ 8H) 18
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async evaluate(currentState) {
for (const e of this.eventsList) {
console.log( ‘Evaluating event ${e.condition}’);
if (e.condition(currentState)) {
console.log( Event condition met’);
// Execute any action as defined in iotEvents DM Definition
await e.action(currentState);

return currentState;

////// DetectorModel Definitions - replace with your own defintions
let processAlarmStateEvent = new Event(
(currentState) => {
const source = currentState.input('source');
return (
currentState.input('temperature') < 70
)i
}
async (currentState) => {
currentState.changeState( 'normal');
await currentState.clearTimer(currentState.instanceld)

await currentState.executeAction('MQTT', “{"state": "alarm cleared, timer

deleted" }°);
}
g

let processTimerEvent = new Event(
(currentState) => {
const source = currentState.input('source');
console.log( ‘Evaluating timer event with source ${source}’);

const booleanOutput = (source !== undefined && source !== null &&
typeof source === 'string' &&
source.tolLowerCase() === 'timer' &&
// check if the currentState == state from the timer payload
currentState.input('currentState') !== undefined &&
currentState.input('currentState') !== null &&
currentState.input('currentState').toLowerCase !== 'normal');

console.log( ‘Timer event evaluated as ${booleanOutput}’);
return booleanOutput;

SEB7 . B AWS Lambda B ( £ #&)
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5o
async (currentState) => {
await currentState.executeAction('MQTT', “{"state": "timer timed out in

Alarming state" }°);
}
)i

let processNormalEvent = new Event(
(currentState) => currentState.input('temperature') > 70,
async (currentState) => {
currentState.changeState('alarm');
await currentState.executeAction('MQTT', *{"state": "alarm detected, timer
started" });
await currentState.setTimer(currentState.instanceld, 5, {
"instanceId": currentState.instanceld,
"payload":"{\"currentState\": \"alarm\", \"source\": \"timer\"}"

});

);
const iotEvents = new IoTEvents('normal');
iotEvents

.state('normal"')

.events(

L

processNormalEvent

D;
iotEvents
.state('alarm')
.events([
processAlarmStateEvent,
processTimerEvent

);

B2 8 . # Amazon Kinesis Data Streams fi§ 2% {& £

A AWS BB XA ;K 4 Kinesis Data Streams #8218 E Lambda B2l AWS CLI,

H—: Kinesis Data Streams &4 HTIEE Lambda RESEV ERHINE EEHRIEBE 2 B ER |
ZTEBHFTLEAN loT ERER , WEIRHS4MERE , LR AWS loT Events RIE# AW T
No

$E% 8 : #7# Amazon Kinesis Data Streams #8354 20
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Console

WFEFMER , F2B (AWS Lambda F#EASERE) FHELERIFRF AMUA Lambda &
e

SHHEHRFMSFMEN  FEATHIER

- SHHEREER , WA PEAWN lambda BEWLR 7 . B AWS Lambda B8 ( FEE ) .
- SHETHEE - ZF , @A Kinesis A ARN,

- HLRK/DEEA 10,

AWS CLI

HIT TS REI Lambda HEEE,

aws lambda create-event-source-mapping \

--function-name your-lambda-name \

--event-source arn:aws:kinesis:your-region:your-account-id:stream/your-kinesis-
stream-name \

--batch-size 10 \

--starting-position LATEST \

--region your-region

HER 9 ¢ I E BHEEUN Fa K Zh8E (AWS CLI)

BEBELAEEIIRERPERNAR , SREBME MQTT B, UTR MQTT EEAY E4I%&
& , your-topic-name AR EE,

{

"instanceId": "your-instance-id",
"payload": "{\"temperature\":78}"
}

CREZEEIMGEIMEN MQTT AR, P2 T (RELAR)

"state": "alarm detected, timer started"

HER 9 1 R ERHRER A & i Th B8 (AWS CLI) 21


https://docs.aws.amazon.com/lambda/latest/dg/services-kinesis-create.html#services-kinesis-eventsourcemapping
https://docs.aws.amazon.com/lambda/latest/dg/services-kinesis-create.html#services-kinesis-eventsourcemapping
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FEY AWS loT SiteWise R EB®HIERF AWS IoT Events
AERPERBRAR , ELBBRIEHELNE RIIEE AWS loT Events.

HRAER AWS loT Events /RHJ AWS loT SiteWise B , A LAE A CloudWatch B REBERB E R
FR, FEBBESEIMN SLAs MEMIhERMEAWERIEE |, fINEEERMIEE TR,

LEERZR1E

BB BIH AWS loT Events B/R#HAE AWS loT SiteWise EEEEEE
FAssetModelCompositeModelsHE I , WIAWS loT SiteWise  fEAEIEE) FME REZI
#PE R AWS IoT SiteWiseH PR, #HTFRGT RNEWBEIEB TR EHEIT AWS loT Events B,

R RAFEFR A CloudWatch B RIBHEREIE, A EMEA AWS loT SiteWise 8 H#5 B 14 & B B 2%
#iZ AWS loT Core MQTT & , A% H Lambda REURIE, RS ELBEHMNEIRS CloudWatch
$61E |, FiB CloudWatch M E REBEAAE REE,

Bi& FRF R =8

BRRE-KE B AWS IoT SiteWise £ AWS loT SiteWise B4R MQTT @EHHK
BHER AWS loT MQTT & E#Z |oT Events &

SiteWise

BERRE -EREMN Lambda B = BRI AWS loT SiteWise B BMIASHERA
=g CloudWatch ¥5&

BRI - B Amazon CloudWatch  EA CloudWatch AWS loT Events BREE
I A E R 2R T, BEEEENEHMINEE

— B2 BYERR AWS  AWS loT SiteWise & 7§ CloudWatch Z/REA[E AWS loT SiteWise
loT SiteWise HER AN E RWIZEAINEE

SR REEBMLERA MQTT BAl

WREER AWS loT SiteWise BRE) AWS loT Events B4 , Bal AEZEENESEBMREE MQTT
BAH,

1. BREEFTHNEEDZRTER AWS loT SiteWise , BRI SRIFEEEEIBHNSES R,
HAESREESBNEBMY , FHi MQTT BARESE A ACTIVE,

N

4

Sl

22


https://docs.aws.amazon.com/iot-sitewise/latest/userguide/define-external-alarms.html
https://docs.aws.amazon.com/iot-sitewise/latest/userguide/define-external-alarms.html
https://docs.aws.amazon.com/iot-sitewise/latest/userguide/configure-alarms.html#configure-alarm-threshold-value-console
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Properties
M
Property Type
Attributes
[ 0 Attributes (1) ]

"Alarm-Recipient: MQTT Notification status

O Measurements (2) [ ] [ ACTIVE v ]

O Transforms (0) Must be less than 2048 characters. Motification will be published to topic $aws/sitewise/fasset

models/ [assets/

O Metrics (2)

W

3. HAREBETHHSEGRNE NBERMNEERE,
MEFBETR  F2ETIXMHER

/properties/

« AWS IoT SiteWise  FRAEIER) P TH MQTT TEFNEEB M,

« CAWS loT BEABER) B MQTT &,

SER 2 : B AWS Lambda B

B Lambda BNELAEE MQTT EREZRMH TQV [E5 |

WA fE B E 2 /= CloudWatch, IS HERA

It Lambda BEE{EATE AWS loT Core 1235 Bt 52289 B 89 Bk,

1. BB AWS Lambda console.

2. EEEVRH

3. WMAEEEBHNER.

4. JEE NodeJS 22.x M ABITRRE,
5

ESFHERITAGTANEEY  ERFEARAAR  RRENEEXWNIRTEILN IAM A

&

(® Note
LEFERECERRAREE, MRERE AM AR

6. EEEVEHH.

7. EERREBERAREBEHER A MBETIEXHHE

import json
import boto3

SER 2 . B3 AWS Lambda B
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https://docs.aws.amazon.com/iot-sitewise/latest/userguide/mqtt-topics.html
https://docs.aws.amazon.com/iot/latest/developerguide/topics.html
https://console.aws.amazon.com/lambda
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from datetime import datetime

# Initialize CloudWatch client
cloudwatch = boto3.client('cloudwatch')

def lambda_handler(message, context):
try:
# Parse the incoming IoT message
# Extract relevant information
asset_id = message['payload']['assetId']
property_id = messagel[ 'payload']['propertylId']

# Process each value in the values array
for value in messagel[ 'payload']['values']:
# Extract timestamp and value
timestamp = datetime.fromtimestamp(value['timestamp']['timeInSeconds'])
metric_value = value['value']['doubleValue']
quality = value.get('quality', 'UNKNOWN'")

# Publish to CloudWatch

response = cloudwatch.put_metric_data(
Namespace='IoTSiteWise/AssetMetrics’,
MetricData=[

{
'MetricName': f'Property_your-property-id’,
'Value': metric_value,
'Timestamp': timestamp,
'Dimensions': [
{
"Name': 'AssetId’,
'Value': 'your-asset-id'
1,
{
"Name': 'Quality’,
'Value': quality
}
]
}
]
)
return {

'statusCode': 200,
'body': json.dumps('Successfully published metrics to CloudWatch')

$EB 2 . 3L AWS Lambda B 24



AWS loT Events HBEABER

}

except Exception as e:
print(f'Error processing message: {str(e)l}')
return {
'statusCode': 500,
'body': json.dumps(f'Error: {str(e)}')

FHER 3 3L AWS loT Core S E AR A

< BEHERE  EMBRHMQIT AEERF , AHRERKEBATIIER

a. MBFERAMRA SiteWiseToCloudwatchAlarms,
b. HREH , B LMEATHEE :

SELECT * FROM '$aws/sitewise/asset-models/your-asset-model-id/assets/your-
asset-id/properties/your-property-id'

c. TEHBIEEF , FEH Lambda BifE , iEEEMNER AWS IoT SiteWise it FIXE
CloudWatch, 0 :

Rule actions info
Select one or more actions to happen when the above rule is matched by an inbound message. Actions define additional activities that occur

You can add up to 10 actions.

when messages arrive, like storing them in a database, invoking cloud functions, or sending notifications.

Action 1

Send a message to a Lambda function
Lambda function Info
( ListenForSiteWiseUpdates v ) @ ( View E) ( Create a Lambda function [2 )
Lambda function version
[ $LATEST v ) @
Add rule action

$SER 4 #48 CloudWatch 15

EREERENME PHEEZEM AWS loT SiteWise BHLS B 1 . ®EEBM LA MQTT BEHE |
SERNKRBEEZTRME PEIH Lambda ELSEE 2 - E3Z AWS Lambda &, EHFSERS | BALL
BE UEEKEEE®Z CloudWatch B Lambda.

1. BIRK CloudWatch AWS BE XA,
2. EEfIBES | REREE K RREEMARE,

SER 3 B3 AWS loT Core BB HRA 25


https://docs.aws.amazon.com/iot/latest/developerguide/iot-repub-rule.html
https://console.aws.amazon.com/cloudwatch/
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3. BIEETRW URL RERE,
4. TEHRFRZRSIZET , CloudWatch &t FiEREUEHIFLL, HRBREASERIEEEREESEE
% CloudWatch,

"view": "timeSeries",
"stacked": false,
"metrics": [
[ "IoTSiteWise/AssetMetrics", "Property_your-property-id-hash", "Quality",
"GOOD", "AssetId", "your-asset-id-hash", { "id": "ml1" } ]
1,

"region": "your-region"

S B8 5 : B3 CloudWatch R

Ef& (Amazon CloudWatch A& EmRE) PHRIFEFEMERFEL CloudWatch B~ , A EMEEE
EEEIE/R, Amazon CloudWatch

(® Note
Amazon CloudWatch A ZE RAREIRE, W3FE CloudWatch B RIVEFEMHEN |, 55
2 BAmazon CloudWatch A &) P RIEH Amazon CloudWatch /R, Amazon
CloudWatch

TB6: (A ) #& CloudWatch B/REEAZE AWS loT SiteWise

IRAILAERE CloudWatch /R , AWS loT SiteWise £/ CloudWatch Z/RE4EH Lambda #5& #EE
ZE , HEESAESRE SiteWise Monitor A O#BIE PR ERIREMBM,

1. BABETRREAEEERFNEMN, MEFMER , FSBAWS loT SiteWise ( EREIE
M) PIE R EEINZPE R AWS loT SiteWise,
2. B3 Lambda & , £EHAWS loT SiteWise { £A &) F# BatchPutAssetPropertyValue
AP| B8 REREEXZE AWS loT SiteWise,
3. ERIE CloudWatch B RE)ME , LTEE RRESEFRWA Lambda B, MEFFMER |
{Amazon CloudWatch fE A& EF) FIEREE—E,

3
¢

B
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/iot-sitewise/latest/userguide/define-external-alarms.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_BatchPutAssetPropertyValue.html
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% E AWS loT Events

AEIRMRTE IS AWS loT Events , @FEE N AWS tRE ., REMSENHT , UREBIEE ERF
BB AeE,

&

« EXE AWS tRF

o ERE WIEFA AWS loT Events

R E AWS IRF

M AWS tRF

MRIRE AWS IR | S5 T IS BRI — @,
M AWS tRFE

1. BARK https://portal.aws.amazon.com/billing/signup.
2. FREEMLETRET,
HoEMEFFEHPCREREA , A EEFEBWARIN

B B AWSIRF , AWSIRFREAESREN . REAEFRTFIKIRFFHFRE AWS IR
¥ MNER. FRZERARR  FREEFIEERGERASE  YEECRAREAERUTER
REMEFIENEL,

AWS SEFMEF TR EEERRAE FIHHH B, B0 LABER & https://aws.amazon.com/ i
BRENIRE , LR EEFINIREEBYEEIRS,

BYEREEFHENERE

% AWS 1RF | ERE AWS tRFRERAE. BUA AWS IAM Identity CenterflZZ  EEFEAE |
D% RERERN A EEK,

REEZH AWS IREARFERE

1. BERERELEA AWS IRF BN E 7 , LIRFHEEEAWS EBIEAFSEA. &
T—EH , W AZNRR,

RE AWS 1RE 27


https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://aws.amazon.com/
https://console.aws.amazon.com/
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2.

B

1.

2.

WEEAREAZEZANRSA  F2RAWS BA £RAEEEPNURERAES I E A,
BEELNBRERAERF LASEERZRRE (MFA).

WERRA  F2EHE (AM EHEER) PHSEN AWS IRF BEAE (F28 ) BAESR
MFA £&,
EREEFHENERE

B IAM Identity Centero

MEETR , F2E (AWS IAM Identity Center £ EIE®) PHIEA AWS IAM Identity Center,
7 1AM Identity Center |, i EEFRERTFEAE,

MFEME A IAM Identity Center B # A 5 2 KRN HZBRE , FSBAWS IAM Identity Center
(EAFEER) PHEAEREREMSAEFEIAM Identity Center B #.

LERERFRENERAESSEA

EEF ALK IAM Identity Center fEAEEFE |, FEEMAEIL IAM Identity Center EA EHREIAE
BEFE it EE URL,

MFEFEA IAM Identity Center EAEZ AWNRE , F2HEAWS EA ( EAEERE) FHEA
AWS ZEA O#8,

EREFIREREMERE

1.

£ IAM Identity Center | B —EFF I £ RE/BEAKEERNREER.

MEER , F2E (AWS IAM Identity Center &I DWELHFAE,
BERAERERERE  ARYRBFEERE —Z AFEE,

WEER , FS8 (AWS IAM Identity Center fEFEER) FHFIEEE,

BYEAEEFRENERE 28
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X E KYFF A AWS loT Events

BEFEEENTTHRLTLBEENRMER ZEEE AWS loT Events, EFFREAER WELINEEFIEN
#F® AWS loT Events, #&AILAEA AWS CLI a5 =2 AWS Identity and Access Management (IAM) £
RAEREYAGNEBBNFUER , U ERIBITHE B AWS loT Events,

IAM £ EZiEmiREEREZEE ] AWS EREIFUMNFMEN. FE WEEEHA AWS loT
Events , 52 E WEI{E. ERMFEMHZESI# AWS loT Events,

EEMER IAMERABUNERAGNT , F2H IAM #HERE . FH IAM A6E AWS IRF 2
R EUE.

@ Note
FWALE 1-128 fAF T, TEE :

s RIPMNEFH az
« B(F 09
s BHRFET-, _H o

K EIESF 8] AWS loT Events

AWS loT Events ARG E A Etb AWS BRBHVEIE. BEERM  BLERTFAREHTELS

~

YEBY AWS loT Events &7l ZEBIZEBEFENMBHIBE , ZBRERFELN ERLATHAEE
EEENFA, REERE#MN4r ID BE, MR KHUEIBEERFT (1), UASERKEN
MR EER. B UER IAM ZHEERF 557 , AWS loT Events BUEIEEERHK Amazon SNS
138

AWS loT Events XE T 5|E1E , I BEFERAETIFES R EEE -

« setTimer REFTHEET,

« resetTimer LAEFLFHEFES,
« clearTimer MIBREHEFES,

- setVariable REINEH,

AWS loT Events XE T 5|E1E , eI ZEFER AWS R -

ZR7E WYEFA AWS loT Events 29
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FMBABER

« iotTopicPublish £ MQTT =#E L&A,

- iotEvents #&ERHEIXZE AWS loT Events i A8 AE.

« iotSiteWise BERMEIEZE AWS loT SiteWiseF W EE B,
+ dynamoDB #4& #H&i%X £ Amazon DynamoDB ¥ ik,

 dynamoDBv2 #4 & #&iXE Amazon DynamoDB ¥ ik,
 firehose #&EFFEZE Amazon Data Firehose .
« lambda M{A AWS Lambda B ¥,

 sns SEEBANENEEER,

* sqs KHERMEIXE Amazon SQS 1751,

Example LR

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "iot:Publish",
"Resource": "arn:aws:iot:us-east-1:123456789012:topic/*"
},
{
"Effect": "Allow",
"Action": "iotevents:BatchPutMessage",
"Resource": "arn:aws:iotevents:us-east-1:123456789012:input/*"
}I
{
"Effect": "Allow",
"Action": "iotsitewise:BatchPutAssetPropertyValue",
"Resource": "*"
},
{
"Effect": "Allow",
"Action": "dynamodb:PutItem",
"Resource": "arn:aws:dynamodb:us-east-1:123456789012:table/*"
}I
{

BT
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"Effect": "Allow",

"Action": [
"firehose:PutRecoxd",
"firehose:PutRecordBatch"

1,
"Resource": "arn:aws:firehose:us-east-1:123456789012:delivexystxeam/
xn
}I
{
"Effect": "Allow",
"Action": "lambda:InvokeFunction",
"Resource": "arn:aws:lambda:us-east-1:123456789012:function:*"
},
{
"Effect": "Allow",
"Action": "sns:Publish",
"Resource": "arn:aws:sns:us-east-1:123456789012:*"
}I
{
"Effect": "Allow",
"Action": "sqs:SendMessage",
"Resource": "arn:aws:sqs:us-east-1:123456789012:*"
}

RE FHEAE R AWS loT Events

EEAEEHUTURTFRAERNTFIE  UEEEISERDEH, NIREERER
FIEBFITNEAERER  BAFEUREMENSEE  REXERTFAERES
ERFEHWAKBHNGTY, ERXRRBRTRT iotevents:CreateDetectorModel#
BEFmiotevents:UpdateDetectorModel , BBXERF WEF
Aiotevents:UpdateInputRouting,

Example
THBEEHIE W Jiotevents:UpdateInputRouting,

JSON

REWAEHR 31
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"Version":"2012-10-17",
"Statement": [

{
"Sid": "updateRoutingPolicy",
"Effect": "Allow",
"Action": [

"iotevents:UpdateInputRouting"

]I
"Resource": "*"

}

WA LA A "*" 5 E 8 A Amazon Resource Name (ARNs) BISEE , MAR B F T "Resource" , L&
HEFARGASERA. EAEERFIFNACAEIEREISENNENSZELMEANB AL
#o

T

B Amazon CloudWatch 528 B BB AWS loT Events
THBREXHEAEABBERMETEEEK , 27 AWS loT Events RKRIEAE B56IRRX E CloudWatch,

ABHX

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"logs:CreatelLogGroup",
"logs:CreateLogStream",
"logs:PutLogEvents",
"logs:PutMetricFiltex",
"logs:PutRetentionPolicy",
"logs:GetLogEvents",
"logs:DeletelLogStream"
1,
"Resourxce": [
"arn:aws:logs:*:*:*"

Amazon CloudWatch 508 A @R 32
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1
}
1
}
EEBER -
JSON
{

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": [

"jotevents.amazonaws.com"

1
},

"Action": "sts:AssumeRole"

U FEEERIERAERN IAMFATBER , UAFEAESESR , TR, NFE
(AM EREER) FHRRTEAESABEES AWS BRIFIVFF,

AAEA

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "",
"Effect": "Allow",
"Action": [
"iam:GetRole",
"iam:PassRole"

3
W
&

Amazon CloudWatch 52 & @ HEE

33
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1,

"Resource": "arn:aws:iam::123456789012:xrole/Role_To_Pass"

O LAEA TSR ME CloudWatch BESHEIRBEK, iETZE AWS loT Events #& HESEHBA
CloudWatch &,

aws logs put-resource-policy --policy-name ioteventslLoggingPolicy --policy-
document "{ \"Version\": \"2012-10-17\", \"Statement\": [ { \"Sid\":
\"IoTEventsToCloudWatchLogs\", \"Effect\": \"Allow\", \"Principal\": { \"Service\":

[ \"iotevents.amazonaws.com\" ] }, \"Action\":\"logs:PutLogEvents\", \"Resource\": \"*

\"} 11

EATIGSRRUELERIE, roleArn i BIRAZBRINREHEAE,

aws iotevents put-logging-options --cli-input-json "{ \"loggingOptions\": {\"roleArn\":
\"arn:aws:iam::123456789012:role/testLoggingRole\", \"level\": \"INFO\", \"enabled\":
true } }"

9 Amazon SNS FAE A B®BE AWS loT Events

AWS loT Events 82 Amazon SNS BEEEEENFTUERE , TEIEHEZ2 A ENERNEAH, KiEE
SEZE LI EERTE IAM ABFBER |, LLAEF AWS loT Events A E 2/ ZE Amazon SNS £,

THIBER AR AL /L 5T EIE SNS AN A BBERMEEEHE AWS loT Events .
ABHK :

JSON

"Version":"2012-10-17",
"Statement": [
{
"Action": [
"sns:*"

Amazon SNS AE A BHE 34
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1,
"Effect": "Allow",
"Resource": "arn:aws:sns:us-east-1:123456789012:testAction"

}
]
}
BEBX :
JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "",
"Effect": "Allow",
"Principal": {
"Service": [
"iotevents.amazonaws.com"
]
}I
"Action": "sts:AssumeRole"
}
]
}

Amazon SNS FAEABBE 35
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AWS loT Events ¥ & AP

ZEFFREAMNMAIER AWS loT Events TSRV AMERREE, KBV ZNMEMEER : EF
RENBRFEG. E5IZTNAERIEBKRERER  RESREERTCERIBERE. A&, ©
281X Amazon SNS FERRELKMASEER it EBNBRERNER=BEHFINRER , &
HeREEFMRE , WEIES — 1@ Amazon SNS FAEEH LT

EMenEREE-AEERRERBIRE , UEREFREERKRIEFBIRBNERLT , 7
RERENBBRREEALEFRF.

EEEZAL, BHARIEESTUBTNRALREGURERER, BHalER TREEAH
EARESRELFURRENERRRE , YETRN AWS BERFEATEM. NREEAGREFE
B FREEANMESBRIMENBASENZIELWA K YEHREANEMSEE ARNs,

fEA AWS loT Events T2 AR THRUTARR.

EZE=EA
EEERCHNEENER , cPX BN ERNEREAN AWS loT Events, EEBAAAEE
B ABEIXT R5ZHK AWS loT Events, EA LB A R KRBT ENE :

- 5/ BatchPutMessage #&1E,

« £ 71 AWS IoT Core , BEXFISELRH AWS loT REAISIZIBEAWS loT Events EjfERE Al
AWS loT Events., &ABEKB BB A

« 1£ 7 AWS loT Analytics , 8 CreateDataset ##EE I EH HEHR
£ contentDeliveryRules, EXLRAEEEBBHEEERERBH AWS IoT Events & A,

BYRALAER—SZB@A  EHRESIREUEEFRNEZER. BEERY , FASEBA®
B, WEEWAERREAASER R HERLL.

B ERRRER
R REERERRER (RBEIEFWER ) . HEESERE , ERFTEEAWANKRERX
(fME) BE 6 NEAEASH. ERAFKEGRINEHE  SUUBERE , REREitd

AWS BRBREB BFTRERFALERNEE, KAUEREMEN , EEASRHRERHBE
15, AT LR BEER S R KRB B

EAHERET , CEEEEEATRH B EMREREE Amazon SNS FAEMAENF,

36
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ERZENERF

MRLERZEALENRERF , FESEWAPEERN , LB ARBNEERESREF. FS
B3 FH key #{CreateDetectorModel, E FHBIMVE AR key PERATER , SFRBIEEL
BiuEAR. SEENSTRENSEENHTER. FNEISSBEDEREXEENTA |
BE EERSREREHRRMBRA L.

MREERE-BF (EAZERESFEFEESEEEA ) , AFTSEER—HNE B key il
L, EUBRAT  ERSEE-—EEOAZERELE—GRR (HTHEE).

&S A A EE BRI E R
BHEAXNUAREEREFEEAL , BB AWS loT Events ERIBNBAA , TEELHALH

THMERBDE, ERHEBRED | BESFEH AWS loT TEAAEXEASEE AWS loT R AI5|
ERBEAWS loT Events E1E# B AWS loT Events,

BEYTIAER  FREBRBEA |, YEEEA AWS loT TEERELEMAWMABEENAS
AWS loT Events,

® Note
AHBREFEH TRARELMHEBH input , detector model R WEHIAWS loT
Events £ AR FINHBHRE, B LAEA L JSON EHI3R 1B IR BREHZERE.

F&E

- BB B EREHSE AWS loT Events

- EHPEVERNE A AWS IoT Events

o £ PEIERIEEEE AWS loT Events

- FEiEAE PAISEERIZRER AWS loT Events

FHERE R By 55 R4 AWS loT Events

WMRERE AWS 1RF |, BRI —1E,

1. BfE PHSBELE AWS loT Events , AR EERIREFREMEFT,
2. EIM{E Amazon Simple Notification Service (Amazon SNS) F &,

TORIRE 37


https://docs.aws.amazon.com/iot/latest/developerguide/iot-rule-actions.html#iotevents-rule
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AYBHRE (MBENES ) REREEYL T WE Amazon SNS £#, ELEEARNs EFTRA
arn:aws:sns:us-east-1:123456789012:underPressureAction#l arn:aws:sns:us-
east-1:123456789012:pressureClearedAction, #ELERNRAEEIH Amazon SNS
FEARNs, MEFMEN , 728 (Amazon Simple Notification Service iz A 1)

BRT B R ME Amazon SNS B, Bt AREREEEX MQTT AR |, EPEELEE
MERE, FRLEE | ETLUEEA AWS loT Core T AFTRMEZREXTIEL MQTT EEMNA
B, RRFEANSEERSEEEIHTHEE  UARELEHTEBISRT EEEERE, BbullsE
AEEANSEEFEYNBAREY  EHTHEADEERE MQTT TEERE,

3. EIE AWS EiF X &K AWS loT Events, MEFMHENR , S8 AWS —fix2E 5 AWS loT
Events, fNERBY , F528 ( AF9) F8 AWS EEFEARKEAM AWS EEFiA,

£ REJETNE A AWS loT Events

EXRRRENGAR K BEROREER  HPasREREFEENEIAREAR , UHEHEFR
&, BRELERTHBEERLENG A

EAEBABFIRNSES ERIBA.
23 JSON AR
1. EEBRER , input. jsonTEEA FHATERMERRA LRI SR HHE

{
"motorid": "Fulton-A32",

"sensorData": {
"pressure": 23,
"temperature": 47

}

}

2. BELECHEALAMiInput. jsoniER | A LB WA, BEMESEZTUEYEA, EaLUE
FBAWS loT Events # A AN EEBRRETRA, HE , B EEISERREVET R
Ao

B MREBWA

THRNAAEMERERERSREEEY @A,



https://docs.aws.amazon.com/sns/latest/dg/
https://docs.aws.amazon.com/general/latest/gr/rande.html#iotevents_region
https://docs.aws.amazon.com/general/latest/gr/rande.html#iotevents_region
https://docs.aws.amazon.com/awsconsolehelpdocs/latest/gsg/start-service.html
https://console.aws.amazon.com/iotevents/

AWS loT Events HEABEE
1. B A AWS loT Events 25 , SUZEE U AWS loT Events ikFHEIE,

f£ AWS loT Events AN E LA , BRUEHEEEE,

EERIEEERD , BRE@ A

EXEENELA | BEEEYBWA,

14t uniquelnputName,

BEA - AR ARNER,

EEFE JSON R | FBHEIEE BB ETinput. jsonIERE T JSON B AER, BBk
ABY  WERERANBMEE,

8. HHHREFEWMABM K ENECEANENE , RARBERM, FisEHP , RFHER motorid H

sensorData.pressure

9. EA - BHERERMEERA,

N o o B~ 0w D

@ Note

B A LAEAWS loT Events =125 WNERSFERRNE Hittig A, WEFMEER |
SRS E R 2 7 8 A AWS loT Events,

3
¢
&
B

£ W{ERISSE R R ZE T8 A AWS IoT Events

FFEY{ERIES 8 A AWS loT Events i AE R REFMERSER BN ER, GRRMAREIE =4
ERIA B BLINREM R IR E R AWS loT Events, T #BUMAEREEAISTE@ A | LR BE R ERE B FE loT
FRERFRPNWEEH REHRELT

RERPMAERERRERNEA | UEPRERENHAS
ERFAF[EENEA

1. BIRX AWS IoT Events £ &,

2. 7E AWS IoT Events £ A+ | BEEVEAFER,
3. EEERVIMIEE,

4. iBE Create input (I EA),

5

EH¥EfE A , WA InputName, EAMNER , RAREEFELERER. EETHEESRP , EREE
BB PR input. jsonMIERE L JSON g AE =R,

EERSREERETWA 39
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6. HEHEZRMABM A ENZCANEMN K ARBEFRIN. FLHEHIH , FFIEI motorld H

sensorData.pressure

£ PEMNEREEET AWS loT Events
EARTES LSRR REERERRER (REIEFWER ),

HRBENRE K SERFRGN (HWE ) BE  FFEEABANEAERSEH. BRZEHE , S
SERES TUARBDEMEE. ELEHBRABRENF,

HEENRED , ZUAUERBEENSFEASREZMRE , BWA (ELTES OnEnter,
OnExit# OnInput®E#H ) B , AIMTHENSEH. REESHNRENEETEA K, T8HTH
ﬂztrueo

By ERRRER

1. F—EEAFRECHKEEREY, FEEY , FEETEREZ[HENTHER State_1 WEIE
2. HEMREBEKRF , @WARESBEMN OnEnter , BIEFHEEH

3. ¥ OnEnter EHEEL  WASHEBANSHEMS. EUHEFF , @A trueRTEA ARE
B—EERBEH.

4. HEBHBET , BRENEDNE
5. EEHBNET , ST THEME:
a. EHEGESH
b. S¥WRBUIRE , BEIEIRE,
c. HHWBHEE K WAERENEEEE,
d. #HHWEHE WAEO(F),
6. EERF
NEEEENEE  BHALUERASFSEENEASHPRE (RHE ) . AEEEREZES R
RIATERHRENDEZR , TRSESHNE (HW, EEHNRGXEEF ).
7. HEAREERF  BEREZEN X, REEARERFEE,

8. FEFEBRVE_(EMEASNME  BEEISELFACED  BIEREYSHEERETTEREBZTH, &8
SEVEA Wik&untitled_state_ 1,

9. HEF—EMIRE (EF) LEEF, RENEE LS HRFE.

By {EREER 40
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10. B—TAMFREE —ERBIEREE _EARE, #E-—EAREINE_ERE (FCERE )
M EmARFERIH R,

1. BEERET. TEREHERTD  BASHEBNSHBRES.
12. EBRREHERT , REFEBEF,

13. EFMEBREABESHD  EEREEE

14. SHHEEZDE , BEREZH.

a. SHEERIRE  BEERE,
b. SHHEBHER K BABBNER,
c. SHHIERME , WMAE , 0 : $variable.pressureThresholdBreached + 3
d. EERT.
15. BEEUEE —{EARRE untitled_state_1,
16. EMREEKRT , MAMRELR K ARERARFEENESH,
17. #7118 OnEnter SHEAE L , MASHEBNS4RYE. BRENEDE.
18. SH¥NEZEFE | BEEIX SNS AL,

a. &% SNS & , 8 A Amazon SNS EEH BE ARN,
b. EEfT.
19. EEEFIPIHEEH,

a. #¥ Oninput , ZFEHEEH K RRBAARF TIIEHEA.

Event name: Overpressurized
Event condition: $input.PressurelInput.sensorData.pressure > 70
Event actions:
Set variable:
Variable operation: Assign value
Variable name: pressureThresholdBreached
Assign value: 3

b. &¥ Onlnput , ZBEFMBEH , RRWALREF TIEHERA,

Event name: Pressure Okay
Event condition: $input.Pressurelnput.sensorData.pressure <= 70
Event actions:

Set variable:

B ERssER 41
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Variable operation: Decrement
Variable name: pressureThresholdBreached

c. &H¥ OnExit , BIEMEEHN K REREABLEYZ Amazon SNS EREH ARN B AL FEF T3
EHEA.

Event name: Normal Pressure Restored
Event condition: true
Event actions:
Send SNS message:
Target arn: arn:aws:sns:us-east-1:123456789012:pressureClearedAction

20. EEEME (ks ) LEEFE, MENER LSHRER
21, B—TURETERE_FAREERTE —BARE. FHER Untitled BB @ITHEENH IR,
22. ERERET , AREEREHERT , EATIHEABGASHEBNEHBRHEE,

{

Event name: BackToNormal
Event trigger logic: $input.Pressurelnput.sensorData.pressure <= 70 &&
$variable.pressureThresholdBreached <= 0

}

MEEBRAMTERMEBEET A $input BN $variableBHNFMAENR , F2E PEH
B FAMERYIE B AWS loT Events {8 RIZR R B R &,

23. EMRBMRE, RIFFER , WAESELEUERNBFEEREY ) . ERBERSS , BEBNMHR
B (flm, EF).

24, BE K BEURREREAERERA, £ LA BERM,
25. EEMERAFEREEL , T TFIEHE,

a. WMABRAFEREHE, HANAGHNERE., LACRAEEIYMN,

b. RBEW—MWRSIBEEZEEIENR. FEZEVNEAELECHNAG , FERTHNTR , &
E WIEFA] AWS loT Eventsi i HEA B EN A®,
26. SHEERIEEEV SR  BEELATEECBARF—(ABMNEE, SRERABENFELSE
HEBYHSEEERESEARBAYT MBAYNESEEEAAENEELNERHE N, LEFGER
motorid B,

27. i#3#E Save and Publish (#1733 ),

By {EREER 42
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® Note

REEEREREYNE—SRRBERRBEEINBAAS . BUERREREE , S/XtH
ABHAPEDNEER, LERAEBZEANENRNITER. ORNREEINESR (YA
RREE ) | ASBEUHNENRNTER. RS EFIER  RMNSCARLSRESR
FERRBERIBRHITER,

U LUEHEYSEFENSEEESENEORIAR (UL JSONKRTR) , MEA EBSEIARKREN S —1E
ERIESEE,

B TRAREA T CLI e B REITIIRE, MAELE  FEECERUFEENEE , UFEL
EE—ESRHERMEUREEREANERE,

aws iotevents describe-detector-model --detector-model-name motorDetectorModel >
motorDetectorModel. json

(i

EERVEEHELMUUTABZZABTHER (motorDetectorModel . json).

-~

"detectorModel": {
"detectorModelConfiguration": {
"status": "ACTIVE",
"lastUpdateTime": 1552072424.212,
"roleArn": "arn:aws:iam::123456789012:role/IoTEventsRole",
"creationTime": 1552072424.212,
"detectorModelArn": "arn:aws:iotevents:us-
west-2:123456789012:detectorModel/motorDetectorModel",
"key": "motorid",
"detectorModelName": "motorDetectorModel",
"detectorModelVersion": "1"
.
"detectorModelDefinition": {
"states": [

{
"onInput": {
"transitionEvents": [
{
"eventName": "Overpressurized",
"actions": [
{
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"setVariable": {

"variableName":
"pressureThresholdBreached",
"value":
"$variable.pressureThresholdBreached + 3"
}
}
1,
"condition": "$input.Pressurelnput.sensorData.pressure
> 70",
"nextState": "Dangerous"
}
1,
"events": []
},
"stateName": "Normal",
"onEnter": {
"events": [
{
"eventName": "init",
"actions": [
{
"setVariable": {
"variableName":
"pressureThresholdBreached",
"value": "0Q"
}
}
1,
"condition": "true"
}
]
},
"onExit": {
"events": []
}
},
{
"onInput": {
"transitionEvents": [
{
"eventName": "Back to Normal",

"actions": [],
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"condition": "$variable.pressureThresholdBreached <= 1
&& $input.Pressurelnput.sensorData.pressure <= 70",
"nextState": "Normal"
}
1,
"events": [
{
"eventName": "Overpressurized",
"actions": [
{
"setVariable": {
"variableName":
"pressureThresholdBreached",
"value": "3"
}
}
1,
"condition": "$input.Pressurelnput.sensorData.pressure
> 70"
I
{
"eventName": "Pressure Okay",
"actions": [
{
"setVariable": {
"variableName":
"pressureThresholdBreached",
"value":
"$variable.pressureThresholdBreached - 1"
}
}
1,
"condition": "$input.Pressurelnput.sensorData.pressure
<= 70"
}
]
},
"stateName": "Dangerous",
"onEnter": {
"events": [
{
"eventName": "Pressure Threshold Breached",
"actions": [
{
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"sns": {
"targetArn": "arn:aws:sns:us-
west-2:123456789012:MyIoTButtonSNSTopic"
}
}
1,
"condition": "$variable.pressureThresholdBreached > 1"
}
]
I
"onExit": {
"events": [
{
"eventName": "Normal Pressure Restored",
"actions": [
{
"sns": {
"targetArn": "arn:aws:sns:us-
west-2:123456789012:IoTVirtualButtonTopic"
}
}
1,
"condition": "true"
}
]
}
}
1,
"initialStateName": "Normal"

BixE A LLE PRIEEERIZFER AWS IoT Events

B&EARTE HIBUGERIER AWS loT Events ( 20 £ FEKERNBRBEN S ETE
AWS loT Events)o ZNERERAMAIE AWS loT EHEAFEIL AWS loT HE , BAEMABAEBEZE
AWS |oT Events {80185, EAILAER AWS loT £ AH MQTT AFmRREXAREALS. EXRNERE
ALAMEAAE AWS loT KRERNEIX MQTT A2 AWS loT Events B |, ST LAE A L 5 A 488 8 & 6
i,

AR R B E B 46

ADE
H

K



AWS loT Events HBEABER

P 8 A BURIE R SR

1. BARRAWS loT Core 5, AEASEERNEET , REFASRA , RREERA,
2. EERLANBIRAL
3. HEMVRAEEL, EXTISR .

1. B 1. BEERABM. TR TIIMA
- HAIEHE, WARANNETRE , Flw MyIoTEventsRule,

(® Note
R ERZER,

- RAMR, ERZAN.
- BET S,
2. HBR 2. F%E SQL iR, TR T HIMRMLL -
« SQL fr#s, RBFEHEEEENEE,
« SQL FRiA=, # A SELECT *, topic(2) as motorid FROM 'motors/+/status’,

BET -5,
3. ZER 3. EEMRAUEEF, ERAUVBERERT , TR TIIRE
« B)fF 1, BE loT S, HBETIMIM -
a. WMARM, RBFEPRBEEENRR. MRENWAKRET , FEEERRE,

EEEIHNEA , FBRERET loT E48E A, TR THIMN :

- WMIABM, WA Pressurelnput,

- iR, ERERM,

- FE JUSON ER, L& JSON ERMEIR, MRERE ER , LEN LEFHMIER
MER, BEXHBaE

{
"motorid": "Fulton-A32",

"sensorData": {
"pressure": 23,
"temperature": 47

1
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}

- BEGABY, EREEN (EHE).
® TagS (%ﬁ)o E%gmﬂlgo
BEEY,

BROEVRUNEMS EREEWASERAU. BEEMEINEA,
b. #XEK, ERBMMN, MRAHE—RIFAL , FEIULEE,
c. AR ID. WABEREME K BEBJERA,
d. IAM B, RFEFESFEEENAE, NRKIHAG K FEEEYFAE,

BWARBERE K RRBEEI

BEMEE—ERA  FRIFENER R BEE
- HREMF, LERAER., EEMEEE  FRENEERE RARWBFETEFEEN

E’{FO
FER R NRAL.
° EE-F_Z’FO

4. SR 4 BBNEL, REEELNEF A ARIBEE,
4. EEREBEBRAEAT , EEZE MQTT MEAFik,.
5. F51##E Publish to a topic (R EEXRE), K T HIBN :

- FEEH. MAZBLUEBRIFAE |, Hl80 motors/Fulton-A32/status,
- ABEE, mATHER :

{
"messageld": 100,
"sensorData": {
"pressure": 39
}
}

@ Note
FRBEHTASmessage IdRFEE ,
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6. HREM , FRIGEEMRE , BiER "pressure"HH BEAXREEFANFER D IEENE
EWE (Bl 85),

7. BEEM,

FEINERRAITEREELELEIX Amazon SNS ALKE. BEEXBHEHSHRIERE LR
B (LEHAK 70) HAE , LEFEETHERSR.

HELEHP  BLXAEE=EBROBBEARENALS , LEREEERE , YIKRIEHBREGEHE

B9 Amazon SNS AR, EREERER K BHBEEBEBREFVAESEZEAFZEABRAARE I
3% 8 B 5% & 489 Amazon SNS FAE.,

RESCEVEENGANGRREE  F

mm}
ﬂlll,

= T SR,

- E IRELERFESHEAUBRKREEL (58X ),

« BEDMNLSERFER CLI B M{EMEER AWS loT Events {58188 , 58 B3 8 A FE8884E 8 AWS
CLl

- TH B4R BRNEESHAERNREXFERN FHEF.
- THR E hERERNEHBFN X EEE AWS loT Events,
- MRFELERHFELENR , FSE KEDE AWS loT Events,
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HWERIEEF AWS loT Events

EREELREEBUEBSRAME AWS loT Events,

x5

« B3 AWS loT Events {8 RIZS#E B BB A Amazon CloudWatch &2 &%
o EHAZMLAE AWS loT Events 124 TR FE1EE IS8T

c

£ E AWS loT Events 88|25 R B B EUA Amazon CloudWatch
&%

Amazon CloudWatch AWS £ EIRFESIR IR AWS BERMEBE LHITHERARER, EiB
CloudWatch , a2 HE 7T HRERER,. ERABRAKENEEMRE, EERBHENETE AWS loT
Events {EAIES#E R K | CloudWatch A7 Bh#8 T 8 AWS loT Events IETEM{TEE , AR EEZIMIE{EE

==
B A CloudWatch

1. MWMBREBHAKRERTE BIFFAT AWS loT EventsEB1 |, BB YNNI BEVTESEEBRNAR |, &K
FEETFEINEIE CloudWatch BEERIFFR AWS loT Events,

2. BIfE AWS loT Events £# A&,
3. HEEEBEBERP , BERE,
4. EREEHEL  BEREE,
5, EmBREHKEZHAENCHBEERT , BT THEE:
a. SHHFFMERE |, EEUVEE,
b. &¥EMAE  EMEFRMAHFATNAE , UBTERENIZEBE
c. (EA) MREAFMBEEEEZGEE , ZUUBTTIBERMEEERR
. EEEEET , BEFNEEILEE,
i. BWAERBSEREZEN (EA ) KeyValue , LU EECHME IS E R A4S E0828
(BITIER ) .
6. BIEEWN.

1EFA% AWS loT Events {5885t 2 85 R A Amazon CloudWatch &2 8 50
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ENRCHIETHE O R E o

E R MELTE AWS loT Events ER A TERREFEBIZEFEDR

EZfEH AWS loT Events &K , FNETHIFEREFERESAH, T8 , BXLERIEZRMHU
fETFE RIS E R AWS loT Events, ZA{ERISSERE | SBMAN TS LA REFZERS WERE
B ER,

(® Note

MRETBRMGTHE , AFEREIHE. RHEENFERR K CEZSFEHIHE, T8 , &N
REBUHER.
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AWS loT Events A £ H|H B RE

AWS loT Events H 2R ERHHNEREBANEFES AWS loT Events , REAXRRERFERNME
ARG, SEHBREHERERROINES | HEEREBRIERREE, RERMA, REBE , URE
Hith AWS IRISES LB K loT RS ZMEE T RiRaE,

AEFRAF WM

WMEHBLAEEABERTEGTSHLEMRE , WHHEEEEE — A= BB RS TEE,
- BEMER HEH AWS CLI,
- BUBANREBNERFERBUCENER , AERENREEEZERNEBRE,
- REWA, ERARERNBREHRE . AWS loT Events
- FEEEMNERNRELEGS K HhasFEi.

&

{8 AWS loT Events EEiR48H) loT B

- £/ CLI B W1EARAER AWS loT Events {88125

« AWS loT Events 15 BIZR & E R

- FEFRES) . FH W HVAC JBE# % AWS loT Events

£ AWS loT Events E5I=BH) loT £ &

&R LAER AWS loT Events REEZREFEF , ARIBFEASHRITE . "EEEM , FEKRT
ERDERELT -

B A

AR -EAR , ENRENEF T ISERER AWS loT Events, &R LUEIB&EAS 4
R\ ABEE REITEIRAE AWS I0T Events, & AILUEIR % 875 A4 A S M Ak A R -

- A BatchPutMessage & 4E.

- E&iotEventsHBISIZMHAAIEIE, AWS IoT CoreRAIBMEEM M ANASERBEIXE
AWS loT Events,

 1£ & AWS IoT Analytics , £/ CreateDataset IREEIEHF HWER
fcontentDeliveryRules, EXRBAISIEEBBEEZERERETHN AWS loT Events B A,

/A AWS loT Events ES# 18 loT & 52
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« £ AWS IloT Events ERIBFEE M onInput. onExitZ transitionEventsEHHER
iotEvents Bi1F, ERIFERHTERNEBBHFEZSHNEBENR , SUEEENERBHMARA
EACETER 5

EENKRENEESARBEEERCH , BEXAEER—HZEARA. EEERY , FAEBEGA
WA, YIEEMAERBESAASERFHBERL, SRIFZ IR AWS loT Events EL JSON
AENFEABERHGA. SERMASTUERER LA lREMARES  UWENEEHENSE
o

BAuERASRER

R REEREANFEE (RIEDEFHER ) . SHESEMRE , EUUERTEEABAIF
f (AfE) B , MEREXRSEHN. GRREHE  TUSERE , SEAEME AWS REREE
FIREREEERNEFE. BUUERHMEN  EEANELRERBEBEE , BT LREERN
BIR B BN,

EAHERET , CEEEEA TR H B EMREREE Amazon SNS FAEMAENF,
ERZENERF

MRAFEERZEARERERF , FESEMAPEERMY , LHBIWMARENEFELEESERF.

(B2 F 1 key #{ICreateDetectorModel, ) BIFTEER (EH BN BMARLHPEER
¥iEkey) , BB ERZR. (SESESMNSB2ER[ERNHTER, ) AR, FHENESEE
EEREZFEENTBA , BEEHEHSERERIMBERS L,

MRBERERE-RBF (AEAZARENFEFEEEZAA ) A RASEERKE R
BlkeytlfI, HEHIFRT A BEE—EWAIERBEYE—EUFE (HITER).

AR MABE ANBEERERRER

BHRESATMUREESEFEEAL |, 854 AWS loT Events ERIZFHNEBA , MATELYHAR
BITEHMEXRE, EARBRED , BEFEH AWS loT EEAEAEXFALEERH AWS loT Core
RIS ZBEAWS loT Events EfE#R Bl AWS loT Events, & ZisHig , B LUKZ BB Ao
RE& |, BBEFER AWS loT TRAREA — LA AEIXNFAE AWS loT Events,

WA AE R RIS AR B AR R L ARRE 2

HEYEERREREANNRE | FBRREETURINEE, Sl , MREATEE hm ERAT
LEERBITERERHES  UEEFREFEENIH. CEEERF—ERF . SHNEDEX "IE
EHr, . BNEABFEAFTERERE : "IEFAFTERS. N "IEFEREL . —KRME , BBE

W AE B T o 3 B R AE 7 =


https://docs.aws.amazon.com/iotevents/latest/apireference/API_IotEventsAction.html
https://docs.aws.amazon.com/iot/latest/developerguide/iot-rule-actions.html#iotevents-rule
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ABETENBFEER —ERE , ARETTEDFERBER —ERE, BEBERSEEM  EWMA
Mo BN, BARBREEHL LS SHRERINEHUISEEERNES  EELEEALET "IE
R, B, AEERM.

EEREETREEANME , BOUNEERA, WATSRECEEANEREMENEN. BEE
VA, RERESRFEEANASPERN—RZEEAC , UiBBEHERE, EHEHP K BFEE—
BE@A , EREEFHHY ( "TEoLRL ). BHFENAELIEEXBEFTRNALKRE  SEASR
BHETENEMN. FEEIEA  SXEERRE B RIRBFOWASNEA, SEAFETHR
BRE ( "EBAMN, ) TUETERNRE , MREEHE  EUUFEATORERE. S REHA
HIT—LHE (XETHETEEFEZD gallons ? EARBALITHCRENEHITERE , BUARE
BEAM gallons FIEHIF1E "miles per gallon"), BEHITELHEWESHHEEAL,

BRI AL  CEMEREN—FEEaA, ZEZENE—BARENEYS , ZIZHESRBWABTHE ,
WRERSBEHAE _@EiRRE, E2—EEMBEMH, (transitionEvents UAMREEoNnInputIEH
BEH, WIEALE—ERENAAR , MR conditionFAEH4HN , SHSHTERAE @R
BB, ) BERERIE —EMRER , B2EEAN MEBRIUEEAL, (&M onEnterE#H., #AFEZ
ERER , LEHSEEAS., TEESEFZ—ERMAZE, ) EFHMEANSEY  BEERREESR
BIFTER .

Ht BN EHR onExitM onInput, —BRFIBWALFESHEY , onInput B4R ENTIEEND
. BEREFEREBIMEBERESHRLR , onEXitBHERITEENEE,

FEEMERSE? B, MTEBE—E TIEFAFERE RE? ERENERZE  BASETRE
WHVER, EE_ERET SEEEHSHOIERWAR (EEZEMREBonInput :NEHH )
BENE—ERE, MREAEEREREREAEANENTURENEZENN , AITEXESERE
%_1%%@0

ERREIHZ. FERAFEEZBNEIRREZMARNRERBESESH K MARRATRNE
B. Blan , BRI EEARERPF=ZERE , TEHERE : "IER, K&, "BHR, RE, UKk TE
HEE, KB, EREEBRERBHR , EHREBEBRAK  LoBRABERERE, RIFERREE
LREEB 15 28 , RRASTREEER, NRELZMBEREER  GRRSEREERERE,
MRETR B , RAREERABANBEEAE TR , ARE /N, SR EHSEN —EAERMN
SHERERGITHENEF, EEEEAS —ERERFEETEERSLBES.

S B EE — (B BB R R ZR Y S 1T {EIEE 2

BERELFTEZLYITER  FERE "EREBNEMNE? ) RREBVEMNESKRRAOM[. 2E
TR (MRE) ? CEEEARE (BF) B2 SN EBHRSTBEENRESR,. 5—EREREN
RfEsR  URHMBEARE D, BEMGEARBEKNRERS. R  E4ARKEEMAELRE

MBS E — AR BEE R RN NTEE 2 54
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2, BHETREARE (FK, BX BERH. BX) NMERENEBEBEDE (ZENRHEABE ) .
BERERMEAR , £FLE—EEMNR[ATERERRFRE | WENEERMBBIE.

BR , MREREFNARFERR , USRS EALEREREINHATER , A RBERINTE
VB, BEVCENASHEENEXZVENRRRIL. EEEBRT , EFEEAR[NZEHITER
BECETSEARESRBENENSATESLEES BizkeyWR, LM ATE AWS loT Events
VESNERRAITER  AREEURATERSERER , BERSLEARBE2ERR[ANITE
B, TEAZENREIAGEE !

EXE, ML/ -—ERR (—BAEFI—ELE ) FEER  AFTE-REUNFATER. 1RE
BHZREERNER (LB, BF ) , AFESZRER[ANTERE.

A CLI I MEMER AWS loT Events {28125

L&l , HPIEA AWS CLI a5 B FEAY AWS loT Events APIs , SAE 34547 5| Z2 R R iR R A9 1581
77 | ERRENBRRAS.

ESIZHRASERNBROBRBESERER  KESERABEIRE , AEEX Amazon Simple Notification
Service (Amazon SNS) FAERRZREEMAEEE K. EBHERNEB=ERBHBEENRER , &

HeRE EEMEE , WEIES — @ Amazon SNS AL, IERKEHEER. RAZTZEFE=EERE
HRENES , SUEREFEMERERI —AMEEERENNER T TERENBR/EEALE

o
UTREMERRNSEREE,
BY#@A,
BEERENRBNERF , ML ERMKENEREA AWS loT Events, EAIEBHFALNE

BB ABXR K5EHK AWS loT Events, S ABEA R KT ENE :

- fM BatchPutMessage &1E, W5 EREE , EFELNEEREFEENER SDK 5 FH
AWS loT Events APl AWS CLI,

« £ 1 AWS IoT Core , BEZXFASELRH AWS loT Core R EIS|ZBEAWS loT Events Ej{ER
Al AWS IoT Events, ERKEBEAEA. MREHNEESLEFTURECKER EEAL B
FERLL A% AWS loT Core, WHZEBEEERIONESEEREN,

« 1£ & AWS loT Analytics , 8 CreateDataset IREE I EH HWER

£ contentDeliveryRules , BUEE AWS loT Events A , EF 2 EEBEEERERE. W
REVERBEEI SN ERREFZERERF , FBFEMA LA E AWS loT Analytics.
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BURERER—SZEEA , FNEETRUEESNEELER, EEEEMN , FASEB AN
B, TEERaAERENEARASER DI HLLERA

B {ERIBEREE

ER MRERMERRER (RBEEFHER ) . SHEESERE , ERFTHEABANRERX
(e ) BE , MEAEARSEH. BRISHE , TUBERE , EAEt AWS RERB A
AEERFARAERNDF, EAUEREMES , EEATRERERBEBEFE , T LERER
ARG EREEF.

ERERENERF

MRREEERZALZESREF  YEARESHERBSELEERERF , FESEAWMADIEE #1,
LB ARFENESEEEERERF. F2H PH key #{ICreateDetectorModel, BMBIFEE
B (EH BNEABMLIPEEFEkey) , SR ERHFHTHEE. FHENSHTEESSEE
EEREXBFEEEN@A , EREHERSEREHNIMBRA L, SHEEEE AkeyBuPEH—
BE—&SHE—(EREE (BTER).

ERE-—REYER

MRBERERE-RBF (AEFZARESFEFEEEZAA )  MASEEKE R
Blkeyff, FUBERAT , SEE—BRAZEREYE—QRR (ITER ). FlW0, BURE
BEFfHESEEEHERERRER , BRE—E HVAC ExRNAH HSAEEEF. Hit , BIEEE
FELEAEBFERE (WA ) BF  BHEIARUE-BFEH,

REEHEFEEAL , MAGRBFERN@A

EMEATREEREFELASNEES L |, A8 AHR AWS loT Events ERIS3NE@ A, £&
BYBMAYEEESER R | SRAUTLBRBEEER,

(® Note

ERRNBEARRENEFRARER , HEANFEERERNERSFEERBEEFEN
BAMEAR (HTER) FEL-ENKE. IRENFRRECEN , FHEH , &8
SRETIRBENRAENTR.

xR

« 3 AWS loT Events i A LLFEEE EE R

o BIUERIZEREEUARRK PREEAME AWS IoT Events
o £ FGAE M AR A X EREZE AWS loT Events

& B step-by-step &i {5l 56
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3 AWS loT Events B A LLEEER S B B B

ERE ME AR AWS loT Events , A BRI AWS CLI REZE B EALERER, Hln , mE
CHREEBEEXEEE RS NBERBFHN JSON BRXFE | BALEBRER I RASME S EBM
A B A REEELL B R, FIINB LM EE ID., BFHER JSON ERXRPWEH A, EEMBEERE , UK
£ /8 AWS CLI 5Ff#i ABA%E AWS loT Events, JERZ RIFENFREERER AWS loT EEEEIFER

‘AR

o, BERENEBEATIHEXNEEAL,

{
"motorid": "Fulton-A32",
"sensorData": {
"pressure": 23,
"temperature": 47
}
}

WA LAERA T %] AWS CLI te S 8 A K Elpressure R M motorid ( FMBIEEFENISESE
E)o

aws iotevents create-input --cli-input-json file://pressurelnput.json

¥E=Xpressurelnput.json@ET3IEE,

{
"inputName": "PressurelInput",
"inputDescription": "Pressure readings from a motor",
"inputDefinition": {
"attributes": [
{ "jsonPath": "sensorData.pressure" },
{ "jsonPath": "motorid" }
]
}
}

ERETHCHBE AR,
&5 CLI B @A,

3

LB AREZEENEFWEHIFASMA JSON ER. BUUERAEMHEE

B@ANEREEER 57
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BAUERBRERNUREK FHEEATE AWS loT Events

£ FE AWS loT Events I ALEEIEEER , BinputRIZFHRERE FEBHERH
EERERS , UTRERNEFEDR | TRESEFHNIBBREH,

BRI MEARRE © "Normals  "Dangerous.s . BEERE (HTHERE ) HLEEILEEA
"Normal, #RE&, EEHBkey "motorid) M—EMNBMATER K MEBIATHEE.

MRERB[HTERBKE 70 IESHWEBHER , ©2HEA "Dangerous. AREE , WEHiX Amazon
SNS AREAEEL, MEREE=E@m ANWBLIBEHEZEE (/PR 70), ERELEE "Normal, AR
BE | WX % —18 Amazon SNS FAEEE LB,

/%\E ‘I_ o

I &SRB R RER B E B M E Amazon SNS £ , H Amazon Resource

Name (ARNs) EEZFH#~A "targetArn": "arn:aws:sns:us-
east-1:123456789012:underPressureAction"# "targetArn": "arn:aws:sns:us-
east-1:123456789012:pressureClearedAction",

WEFMER , 5582 E Amazon Simple Notification Service FiZ% A E38F , 2A% Amazon Simple
Notification Service APl 2:& CreateTopic R{E 3.

WEH B BRRECERIEGBERFTH AWS Identity and Access Management (IAM) &, 1t
) ARN EEASERESZFE RS "roleArn": "arn:aws:iam::123456789012:ro0le/
IoTEventsRole", FBKER FHLSERLE ETT AWS loT EventsZN It A® , WHEERSERESR
HNEENEERABHN ARN,

BRI AEA T3 AWS CLI s T ERIZRER,

aws iotevents create-detector-model --cli-input-json file://motorDetectorModel. json
¥EZE"motorDetectorModel.json"@ET3IEE,

{

"detectorModelName": "motorDetectorModel",
"detectorModelDefinition": {
"states": [
{
"stateName": "Normal",
"onEnter": {
"events": [

{

"eventName": "init",

B ERSRERUARRENRE 58
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"condition": "true",
"actions": [
{
"setVariable": {
"variableName": "pressureThresholdBreached",
"value": "0Q"
}
}
]
}
]
I
"onInput": {
"transitionEvents": [
{
"eventName": "Overpressurized",
"condition": "$input.Pressurelnput.sensorData.pressure > 70",
"actions": [
{
"setVariable": {
"variableName": "pressureThresholdBreached",
"value": "$variable.pressureThresholdBreached + 3"
}
}
1,
"nextState": "Dangerous"
}
]
}
I
{
"stateName": "Dangerous",
"onEnter": {
"events": [
{
"eventName": "Pressure Threshold Breached",
"condition": "$variable.pressureThresholdBreached > 1",
"actions": [
{
"sns": {
"targetArn": "arn:aws:sns:us-
east-1:123456789012:underPressureAction"
}
}

BUERRERIRRESMRE
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]
}
]
I
"onInput": {
"events": [
{
"eventName": "Overpressurized",
"condition": "$input.Pressurelnput.sensorData.pressure > 70",
"actions": [
{
"setVariable": {
"variableName": "pressureThresholdBreached",
"value": "3"
}
}
]
I
{
"eventName": "Pressure Okay",
"condition": "$input.Pressurelnput.sensorData.pressure <= 70",
"actions": [
{
"setVariable": {
"variableName": "pressureThresholdBreached",
"value": "$variable.pressureThresholdBreached - 1"
}
}
]
}
1,
"transitionEvents": [
{
"eventName": "BackToNormal",
"condition": "$input.Pressurelnput.sensorData.pressure <= 70 &&
$variable.pressureThresholdBreached <= 1",
"nextState": "Normal"
}
]
I
"onExit": {
"events": [
{
"eventName": "Normal Pressure Restored",

BUERRERIRRESMRE
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"condition": "true",
"actions": [
{
"sns": {
"targetArn": "arn:aws:sns:us-
east-1:123456789012:pressureClearedAction”
}
}
]
}
]
}
}
1,
"initialStateName": "Normal"
.
"key" : "motorid",
"roleArn": "arn:aws:iam::123456789012:r0le/IoTEventsRole"

£ AR E M A A AR {E82F AWS loT Events

LHRECEREA , BAREEELANASPNEEHNL (28 EIL AWS loT Events B A LAREER
HEEER), EL—&HR , BEILT detector model REIEFEFHIBREH (FSE EEHH
BRUREK PHEEAEE AWS loT Events).

EETHRES  FREE (ERIFRTAAWSCLI EREK MER ) X , AR ERIZRN A,

® Note
ELEVAAREEREMBAANRAURERLR  FRESENKE ﬁ%ﬁﬁ%ﬁﬁﬁﬁlﬂ%ﬁffi
HryelnBBE R LB ERIs (BTER ) . MREEMENFRE  EHHE , &7
SRERIRBAANERNTR.

£ T 51 AWS CLI a5 RE* , HR a2 BHRENER.

aws iotevents-data batch-put-message --cli-input-json file://highPressureMessage.json
--cli-binary-format raw-in-base64-out
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= "highPressureMessage.jsons @& T 3EH,

{
"messages": [
{
"messageld": "0000l1",
"inputName": "PressurelInput",

"payload": "{\"motorid\": \"Fulton-A32\", \"sensorData\": {\"pressure\": 80
\"temperature\": 39} }"
}
]
}

BRAEBEEENAEnessageIdPEE , MREFEEHAEL , AWS loT Events RIESMRESE
S, MRASEBER S EANE EmessageIDIEMFISAERE , Bl AWS loT Events ZEEFA S

Wi SEVERNRE (BTER ) REEFIE WSEH"Fulton-A32", ERRSETEVRE
A "Normal" ik&E, BER , HABRMEE T EBRMENEBHE , e EEHA "Dangerous”
AREE, EFRME  FERRSEEAEE ARN B #9 Amazon SNS ixBiarn:aws:sns:us-
east-1:123456789012:underPressureAction,

#}ITTH AWS CLI i REEAL , HFISERBHRENER,

aws iotevents-data batch-put-message --cli-input-json file://normalPressureMessage.json
--cli-binary-format raw-in-base64-out

¥EZEnormalPressureMessage.json@&E T 3IEE,

"messages": [
{
"messageld": "00002",
"inputName": "Pressurelnput",
"payload": "{\"motorid\": \"Fulton-A32\", \"sensorData\": {\"pressure\": 60,
\"temperature\": 29} }"
}
]
}
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BREESERWA BatchPutMessagef Tl , N ERE EXRmessageldFH . BEEAR
MR, ABRBEIE=X% , BiE "Fulton-A32, M{ERIES ( B1TIER ) €FEFAEE Amazon SNS
imEi"arn:aws:sns:us-east-1:123456789012:pressureClearedAction" , REEFHHEA
"Normal" #R&E,

(@ Note

BRI AR — R EIES] 'JEHMBatchPutMessageo i, MERBEBELEASWIERF,
EERIFALE (BN ) ERFEE  F-REx—EBAR , XESRFWY AP BEFHKIIE
&

LT RAE PR R R 2R B S B FT 2 ML AY SNS FA S A Z S 6
SHBRLER NERBORIE

IoT> {
"eventTime" :1558129816420,
"payload":{

"actionExecutionId":"5d7444df-a655-3587-a609-dbd7a0f55267",

"detector":{
"detectorModelName":"motorDetectorModel",
"keyValue":"Fulton-A32",
"detectorModelVersion":"1"

b

"eventTriggerDetails":{
"inputName":"PressureInput",
"messageld":"00001",
"triggerType":"Message"

3,

"state":{
"stateName":'"Dangerous",
"variables":{

"pressureThresholdBreached":3
b
"timers": {3}
}
3,

"eventName":"Pressure Threshold Breached"

EhELER TEEBRAISER,

BABMBE A BEEENE 63



AWS IoT Events

FMBABER

IoT> {
"eventTime" :1558129925568,
"payload":{

"actionExecutionId":"7e25fd38-2533-303d-899f-c979792al12cb",

"detector":{

"detectorModelName" :"motorDetectorModel",

"keyValue":"Fulton-A32",
"detectorModelVersion":"1"

I

"eventTriggerDetails":{
"inputName":"PressureInput",
"messageld":"00004",
"triggerType":"Message"

1,

"state":{
"stateName":'"Dangerous",
"variables":{

"pressureThresholdBreached":0
I
"timers": {3}
}
1,

"eventName":"Normal Pressure Restored"

MREEEREMETIFER , SNS AREBRF LR RH B AR,

ABAHESASEERERER (HTER ) RENMBEAEFR (B SNS BIEBTE ) .

BRI LABE A https://docs.aws.amazon.com/iotevents/latest/apireference/API_iotevents-

data_DescribeDetector.html#EREVG S BISFARREV L E A

AWS loT Events {8 I 25 & B[R &
By EAISFERE  EEZETHEE,
w{al{$EfH actions 1

actions #f 2 WMHMBE, EALEZENG  ESEMHR A —EBHE,

Example

ERIBREBLPR )
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"actions": [

{
"setVariable": {
"variableName": "pressureThresholdBreached",
"value": "$variable.pressureThresholdBreached - 1"
}
}
{
"setVariable": {
"variableName": "temperatureIsTooHigh",
"value": "$variable.temperatureIsTooHigh - 1"
}
}
]

W{AEA condition H{
F conditionEHMIEN FtransitionEvents 2 EHER,
WR condition ML AFFE , BIBAER "condition": trueo

FRUREXNWTIHEREATNE, WRERTEHAME , AIHER false, B T2/ EH
actions= Hit AEMHAnextStatelBEM o

SRENTAK

RIFTAR  WREBEVWEREEHTDRE , AIEEFERAETE , SIARTAERFEPEMES4N
&Y, FEEEAMNMER onInput, onEnter= onExitH N HEHEML,

EERSEREZPILE evaluationMethod B8 , LEF I1TA. #% evaluationMethod
BREHR KFSERIAL , EFMEE , WKEHEENIEFTES4ES. BA, B
evaluationMethod %% BATCHERFERR & B , MEBANEBESEN , MBI BEFTHFIESHKE
H#&  TEHITRERNEHS,

£ "Dangerous" AREEF | £ onInput M HF , "Pressure Okay"ERHFRZRE (EB @
ABH/PRBER 708 ) , "$variable.pressureThresholdBreached" &L 1 &R,

{
"eventName": "Pressure Okay",
"condition": "$input.Pressurelnput.sensorData.pressure <= 70",
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"actions": [

{
"setVariable": {
"variableName": "pressureThresholdBreached",
"value": "$variable.pressureThresholdBreached - 1"
}
}

]
}

E "$variable.pressureThresholdBreached"i#%| 0 i ( ZRENE (R WE =B/ A
RER 70 KEBBR HBEEEF ) |, ERSREER "Normal" A&, FH"BackToNormal"=E
#transitionEvents#ZBBIEA"$variable.pressureThresholdBreached"/NARER 1

(3E0), EBXRERF BREMNBEFIAE"$input.Pressurelnput.sensorData.pressure" /MR
HER 70,

"transitionEvents": [

{

"eventName": "BackToNormal",
"condition": "$input.Pressurelnput.sensorData.pressure <= 70 &&

$variable.pressureThresholdBreached <= 1",
"nextState": "Normal"

}
]

BEH , MRFERVFESYNE , AIMELEBERRIEER HBEHS W E R ILEIE "Normal"
REE, U EEEECHREWM AR "$variable.pressureThresholdBreached"Frigft
WE. BHMWEFE " "Overpressurized"SHHERA 3, BFE , LHERTERRAEME

condition,.

RIBTERR , SEHEEA onInput MK , conditionREEBDEBEREWARKENE ,
AREBH FIEENEMEEE FonInput. onEnter M L2 MttonExit,. BERFEARIEL AR
REFHESHFTMNTMEE , BT EAMRMER onEntersl onExit WM FIEEN HMHEME,

B HTE R B AR BB Y IE B
MREEH, MERMEFELER[ER ( S E UpdateDetectorModel) , BITEMIBRFIEE LK
BRI (BTER) cRigF —LEE , YFEAFEREHELENE. CHASEFRENSFER
SMEFMARIEREHREL, FLHEE , SARANERNSERTRESRERER A, EILH
B, S eRER Lt ENFEREERWIRE,

66
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BWAZRTHNZERE

WMARBIRPAFER  BREIBHSZELAUREIHREE  SRRABENER  URREXF

2ERSIRNER, flm, BERASEE , TR

{
"motor id": "A32",
"sensorData" {
"motor pressure": 56,
"motor temperature": 39
}
}
FEATHERRERB A
{
"inputName": "Pressurelnput",
"inputDescription": "Pressure readings from a motor",
"inputDefinition": {
"attributes": [
{ "jsonPath": "sensorData. motor pressure'" },
{ "jsonPath": "“motor id'" }
]
}
}

EiRtrARERP , BEELAERARSIRSEEMLERSIRHE.

$input.Pressurelnput.sensorData. motor pressure’

EEREERH - EF M9 HVAC jRE#2H] AWS loT Events

T3 —L8 6] JSON #ERAMRER , ESETMHEREN JSON, ELHHIMNTERAE , T

iR | A]1E EUSEEH - 2 A HVAC ;BE2#] AWS loT Events,

LEHEERBRRIEHERE | REEABITTIEBE.

- EER-EEUREE  TRAREENEHNZERES. RESASERSERERRNITEE.

- eEEEHESTHN S ERERBEIREER,

SERRE S HVAC SRE 2|
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- BERENBERER.

- AEEEHRERFSE , YEATEREARERELSR.
- it BB IERMERBERS.

- EERDIITREURBMRNSAEL.

- EEEERBERER

- MREMA—EARERHSESRVEREERENRE
- BEEFHEBNREIZE,

T

EE M ENET A LAY 2R

:%'E

&

o P RISSE R AESR AWS loT Events

« B3 AWS loT Events B IS ERESR

- £/ BatchUpdateDetector E#T AWS loT Events {5 RIS EH
« 1£ [ BatchPutMessage #1T# A AWS loT Events

« £ PHEE MQTT FAE AWS loT Events

« 7£ FE4XE Amazon SNS FAE AWS loT Events

- 1£ HERE DescribeDetector APl AWS loT Events

- £/ B AWS loT Core #R AI5|Z AWS loT Events

R ERIZRE R AEZ AWS loT Events

EMFLERY —EEAUBFER  TAREZNEFHBEFEESNEE. SERASTASBERSE
ERRERR, AFIBRRESEEDMNH —EMmRAETM—R/AAETRME | TR MR A2 EEH
KBRE., SERSEHBA—EENFNTERZE.

HARMERNEHNTREETEEETEANGSY , FEETANEHSE , ALEMER
'seedTemperatureInput ' RASREFSREHELSE ., ERMELZHP—E@AFLE B AWS
loT Events , @ HNERISFERH/TER ECP’EE%ﬁE%IEiE‘ZCPEEFHE’Q%%IO DT R2Z8A

ER.

CLI

aws iotevents create-input --cli-input-json file://seedInput.json
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= : seedInput.json

{
"inputName": "seedTemperatureInput",
"inputDescription": "Temperature seed values.",
"inputDefinition": {
"attributes": [
{ "jsonPath": "areald" },
{ "jsonPath": "desiredTemperature" 3},
{ "jsonPath": "allowedError" },
{ "jsonPath": "rangeHigh" },
{ "jsonPath": "rangelLow" },
{ "jsonPath": "anomalousHigh" },
{ "jsonPath": "anomalousLow" },
{ "jsonPath": "sensorCount" },
{ "jsonPath": "noDelay" }
]
}
}
[E|FE -
{

"inputConfiguration": {
"status": "ACTIVE",
"inputArn": "arn:aws:iotevents:us-west-2:123456789012:input/
seedTemperaturelInput",
"lastUpdateTime": 1557519620.736,
"creationTime": 1557519620.736,

"inputName": "seedTemperatureInput",
"inputDescription": "Temperature seed values."
}
}
&t
- Rt EHEMEMALEF areald WEIWEEKE - BYFNEAFATER, 528

'areaDetectorModel' E&EHH 'key' Wilo

- EAEERAMBHHAIEE 'desiredTemperature' 'allowedError' Z8i , WFEERE AL
S8 TR,

- MREEABRERRESHA BE 'rangeHigh' | ERISESMESIEEI TEIRE AMNEE,
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- MRBEARERBEEN BE rangelow' , HRRSHEREL TEAIREBMBEE,

- MRBEFEMBERHKESH 'anomalousHigh' FER ABEE 'anomalouslow' , ERIEFE®HE
EERBESREY , ES2ARBENREZESR.

« 'sensorCount' HHRERNBZEFRE T 2L EARESE, BRREBASEZRIINBERME
ENEERSRFTERETHFORE. it , BARTESEERSERERBENRE , UREE
HESFERERNEE, T8 , MRAGBESRRR , BARRTEHNEE—HNAHREMRE, &K
MEZBEELS —EEUFER  SMAREESERESRSNERRE., AMEEMERSFERAH
LR &R ET -

* 'noDelay' EAI LR truem false, AMBRAANKRER , EZREFERBMMRE—BRRERH ,
DREBEENTEMYERHIBESS, MR 'noDelay' FREA false , HAISNBHTHEESERS
FA/RAIRNEAE T 2 aia B FITIEE , LRREMEREREA#T. ARRMEBEELEASBERE
EFtREE  ALEAREREERPLENGRBLEENY &,

'temperatureInput' AR RBIESRE RS EERIF[HAITHEE.

CLI %5 :

aws iotevents create-input --cli-input-json file://temperaturelInput.json
=X . temperaturelInput.json

{
"inputName": "temperaturelnput",
"inputDescription": "Temperature sensor unit data.",
"inputDefinition": {
"attributes": [
{ "jsonPath": "sensorId" },
{ "jsonPath": "areald" },
{ "jsonPath": "sensorData.temperature" }
]
}
}

G fE :

{
"inputConfiguration": {
"status": "ACTIVE",
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"inputArn": "arn:aws:iotevents:us-west-2:123456789012:input/temperaturelnput",
"lastUpdateTime": 1557519707.399,

"creationTime": 1557519707.399,

"inputName": "temperaturelnput",

"inputDescription": "Temperature sensor unit data."

st

« EHMERIZRMITER sensorld TEEM REZEFIHEZRER. ©EEH EJJ%%EEU{EMJ%%#}%
BREENBEHN, EHE ARSI AMNBESR (Hlw, EREXRFBERNAER T
AR ) HEERHBIERSR (ETRAEERRETDARNEMRANFEENBAR ) ﬂﬂ%lﬁﬁ‘i;;
BEHEFIGETRRE , 'sensorld' EBIARE R EEPHE RSN EH.

« 'areald' AREBESNENBRHIBENERNERNTER. RESHEEMRAEF 'areald' #
W B EE— B EREEHTER. 528 'areaDetectorModel 'E&EFH 'key' MWL

3 AWS loT Events EHISERES

Itk ' areaDetectorModel ' &l BB NHERET R,

CLI 5 :

aws iotevents create-detector-model --cli-input-json file://areaDetectorModel. json

= . areaDetectorModel.json

"detectorModelName": "areaDetectorModel",
"detectorModelDefinition": {
"states": [
{
"stateName": "start",
// In the 'start' state we set up the operation parameters of the new detector
instance.
// We get here when the first input message arrives. If that is a
'seedTemperaturelnput’
// message, we save the operation parameters, then transition to the 'idle'
state. If
// the first message is a 'temperaturelnput', we wait here until we get a
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// 'seedTemperaturelnput' input to ensure our operation parameters are set.
We can

// also reenter this state using the 'BatchUpdateDetector' API. This enables
us to

// reset the operation parameters without needing to delete the detector
instance.

"onEnter": {

"events": [

{
"eventName": "prepare",
"condition": "true",
"actions": [
{

"setVariable": {
// initialize 'sensorId' to an invalid value (@) until an actual
sensor reading
// arrives

"variableName": "sensorId",
"value": "OQ"
}
},
{
"setVariable": {
// initialize 'reportedTemperature' to an invalid value (0.1) until
an actual
//  sensor reading arrives
"variableName": "reportedTemperature",
"value": "0Q.1"
}
I
{

"setVariable": {
// When using 'BatchUpdateDetector' to re-enter this state, this
variable should
// be set to true.
"variableName": "resetMe",
"value": "false"

iy
"onInput": {
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"transitionEvents": [

{
"eventName": "initialize",
"condition": "$input.seedTemperatureInput.sensorCount > Q",
// When a 'seedTemperatureInput' message with a valid 'sensorCount' is
received,
// we use it to set the operational parameters for the area to be
monitored.
"actions": [
{
"setVariable": {
"variableName": "rangeHigh",
"value": "$input.seedTemperaturelnput.rangeHigh"
}
},
{
"setVariable": {
"variableName": "rangelLow",
"value": "$input.seedTemperaturelnput.rangelLow"
}
},
{
"setVariable": {
"variableName": "desiredTemperature",
"value": "$input.seedTemperatureInput.desiredTemperature"
}
},
{
"setVariable": {
// Assume we're at the desired temperature when we start.
"variableName": "averageTemperature",
"value": "$input.seedTemperatureInput.desiredTemperature"
}
I
{
"setVariable": {
"variableName": "allowedError",
"value": "$input.seedTemperatureInput.allowedError"
}
I
{
"setVariable": {
"variableName": "anomalousHigh",
"value": "$input.seedTemperatureInput.anomalousHigh"

BAUERRERESR 73



AWS loT Events HBEABER

}
I
{
"setVariable": {
"variableName": "anomalousLow",
"value": "$input.seedTemperatureInput.anomalouslLow"
}
I
{
"setVariable": {
"variableName": "sensorCount",
"value": "$input.seedTemperatureInput.sensorCount"
}
I
{
"setVariable": {
"variableName": "noDelay",
"value": "$input.seedTemperatureInput.noDelay == true"
}
}
1,
"nextState": "idle"
},
{
"eventName": "reset",
"condition": "($variable.resetMe == true) &&

($input.temperatureInput.sensorData.temperature < $variable.anomalousHigh &&
$input.temperatureInput.sensorData.temperature > $variable.anomalouslLow)",

// This event is triggered if we have reentered the 'start' state using
the

// 'BatchUpdateDetector' API with 'resetMe' set to true. When we
reenter using

// 'BatchUpdateDetector' we do not automatically continue to the 'idle'
state, but

// wait in 'start' until the next input message arrives. This event
enables us to

// transition to 'idle' on the next valid 'temperatureInput' message
that arrives.

"actions": [

{
"setVariable": {
"variableName": "averageTemperature",
"value": "((($variable.averageTemperature * ($variable.sensorCount

- 1)) + $input.temperatureInput.sensorData.temperature) / $variable.sensorCount)"
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}
1,
"nextState": "idle"

]
},
"onExit": {
"events": [
{
"eventName": "resetHeatCool",
"condition": "true",
// Make sure the heating and cooling units are off before entering
'idle'.
"actions": [

{

"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:heatOff"
}
1,
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:cool0ff"
}
1,
{
"iotTopicPublish": {
"mqttTopic": "hvac/Heating/Off"
}
1,
{
"iotTopicPublish": {
"mqttTopic": "hvac/Cooling/Off"

"stateName": "idle",
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"onInput": {
"events": [
{
"eventName": "whatWasInput",
"condition": "true",

// By storing the 'sensorId' and the 'temperature' in variables, we make

them
// available in any messages we send out to report anomalies, spikes,

or just
// if needed for debugging.
"actions": [

{
"setVariable": {
"variableName": "sensorId",
"value": "$input.temperatureInput.sensorId"
}
},
{
"setVariable": {
"variableName": "reportedTemperature",
"value": "$input.temperaturelnput.sensorData.temperature"
}
}
]
},
{
"eventName": "changeDesired",
"condition": "$input.seedTemperatureInput.desiredTemperature !=

$variable.desiredTemperature",
// This event enables us to change the desired temperature at any time by

sending a
// 'seedTemperatureInput' message. But note that other operational

parameters are not
// read or changed.
"actions": [

{
"setVariable": {
"variableName": "desiredTemperature",
"value": "$input.seedTemperatureInput.desiredTemperature"
}
}
]
},
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"eventName": "calculateAverage",

"condition": "$input.temperaturelnput.sensorData.temperature <
$variable.anomalousHigh && $input.temperaturelInput.sensorData.temperature >
$variable.anomalousLow",

// If a valid temperature reading arrives, we use it to update the
average temperature.

// For simplicity, we assume our sensors will be sending updates at
about the same rate,

// so we can calculate an approximate average by giving equal weight to
each reading we receive.

"actions": [

{
"setVariable": {
"variableName": "averageTemperature",
"value": "((($variable.averageTemperature * ($variable.sensorCount
- 1)) + $input.temperatureInput.sensorData.temperature) / $variable.sensorCount)"
}
}
]
}
1,
"transitionEvents": [
{
"eventName": "anomalousInputArrived",
"condition": "$input.temperaturelnput.sensorData.temperature >=
$variable.anomalousHigh || $input.temperaturelInput.sensorData.temperature <=

$variable.anomalousLow",

// When an anomalous reading arrives, send an MQTT message, but stay in
the current state.

"actions": [

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/anomaly"
}
}
1,
"nextState": "idle"
1,
{
"eventName": "highTemperatureSpike",
"condition": "$input.temperaturelnput.sensorData.temperature >

$variable.rangeHigh",
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// When even a single temperature reading arrives that is above the
'rangeHigh', take
//  emergency action to begin cooling, and report a high temperature
spike.
"actions": [
{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/spike"
}
I
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:coolOn"
}
},
{
"iotTopicPublish": {
"mqttTopic": "hvac/Cooling/On"
}
I
{
"setVariable": {
// This is necessary because we want to set a timer to delay the
shutoff
// of a cooling/heating unit, but we only want to set the timer
when we
// enter that new state initially.
"variableName": "enteringNewState",
"value": "true"

}
1,

"nextState": "cooling"

iy

"eventName": "lowTemperatureSpike",

"condition": "$input.temperaturelnput.sensorData.temperature <
$variable.rangelLow",

// When even a single temperature reading arrives that is below the
'rangeLow', take

//  emergency action to begin heating, and report a low-temperature
spike.

"actions": [
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{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/spike"
}
},
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:heatOn"
}
I
{
"iotTopicPublish": {
"mqttTopic": "hvac/Heating/On"
}
},
{
"setVariable": {
"variableName": "enteringNewState",
"value": "true"
}
}
1,
"nextState": "heating"
I
{
"eventName": "highTemperatureThreshold",
"condition": "(((($variable.averageTemperature * ($variable.sensorCount

- 1)) + $input.temperaturelnput.sensorData.temperature) / $variable.sensorCount) >
($variable.desiredTemperature + $variable.allowedError))",

// When the average temperature is above the desired temperature plus the
allowed error factor,

// it is time to start cooling. Note that we calculate the average
temperature here again

// because the value stored in the 'averageTemperature' variable is not
yet available for use

// in our condition.

"actions": [

{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:coolOn"
}
3,
{
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"iotTopicPublish": {
"mqttTopic": "hvac/Cooling/0On"

}
I
{
"setVariable": {
"variableName": "enteringNewState",
"value": "true"
}
}
1,
"nextState": "cooling"
},
{
"eventName": "lowTemperatureThreshold",
"condition": "(((($variable.averageTemperature * ($variable.sensorCount

- 1)) + $input.temperaturelnput.sensorData.temperature) / $variable.sensorCount) <
($variable.desiredTemperature - $variable.allowedError))",

// When the average temperature is below the desired temperature minus
the allowed error factor,

// it is time to start heating. Note that we calculate the average
temperature here again

//  because the value stored in the 'averageTemperature' variable is not
yet available for use

// in our condition.

"actions": [

{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:heatOn"
}
I
{
"iotTopicPublish": {
"mqttTopic": "hvac/Heating/On"
}
},
{
"setVariable": {
"variableName": "enteringNewState",
"value": "true"
}
}

1,
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"nextState": "heating"

"stateName": "cooling",
"onEnter": {
"events": [
{
"eventName": "delay",
"condition": "!$variable.noDelay && $variable.enteringNewState",
// If the operational parameters specify that there should be a minimum
time that the
//  heating and cooling units should be run before being shut off again,

we set
// a timer to ensure the proper operation here.
"actions": [
{
"setTimer": {
"timerName": "coolingTimer",
"seconds": 180
}
I
{
"setVariable": {
// We use this 'goodToGo' variable to store the status of the timer
expiration
// for use in conditions that also use input variable values. If
// "timeout()' is used in such mixed conditionals, its value is
lost.
"variableName": "goodToGo",
"value": "false"
}
}
]
},
{
"eventName": "dontDelay",
"condition": "$variable.noDelay == true",
// If the heating/cooling unit shutoff delay is not used, no need to
wait.
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"actions": [

{
"setVariable": {
"variableName": "goodToGo",
"value": "true"
}
}
]
},
{
"eventName": "beenHere",
"condition": "true",
"actions": [
{
"setVariable": {
"variableName": "enteringNewState",
"value": "false"
}
}
]
}
]
},
"onInput": {

"events": [
// These are events that occur when an input is received (if the condition

is
// satisfied), but don't cause a transition to another state.
{
"eventName": "whatWasInput",
"condition": "true",
"actions": [
{
"setVariable": {
"variableName": "sensorId",
"value": "$input.temperatureInput.sensorId"
}
},
{
"setVariable": {
"variableName": "reportedTemperature",
"value": "$input.temperaturelnput.sensorData.temperature"
}
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]
}I
{

"condition": "$input.seedTemperatureInput.desiredTemperature !

eventName": "changeDesired",

$variable.desiredTemperature",

]
iy
{

{
"setVariable": {
"variableName": "desiredTemperature",
}
}
"eventName": "calculateAverage",

"condition": "$input.temperaturelnput.sensorData.temperature <
$variable.anomalousHigh && $input.temperaturelInput.sensorData.temperature >

actions": [

"value": "$input.seedTemperatureInput.desiredTemperature"

$variable.anomalousLow",

]
}I
{

{
"setVariable": {
"variableName": "averageTemperature",
}
}
eventName": "areWeThereYet",
"condition": "(timeout(\"coolingTimer\"))",
actions": [
{
"setVariable": {
"variableName": "goodToGo",
"value": "true"
}
}

actions": [

"value": "((($variable.averageTemperature * ($variable.sensorCount
- 1)) + $input.temperaturelnput.sensorData.temperature) / $variable.sensorCount)"
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"transitionEvents": [

// Note that some tests of temperature values (for example, the test for an
anomalous value)

// must be placed here in the 'transitionEvents' because they work
together with the tests

// in the other conditions to ensure that we implement the proper
"if..elseif..else" logic.

// But each transition event must have a destination state ('nextState'),
and even if that

// is actually the current state, the "onEnter" events for this state
will be executed again.

// This is the reason for the 'enteringNewState' variable and related.

{
"eventName": "anomalousInputArrived",
"condition": "$input.temperaturelnput.sensorData.temperature >=
$variable.anomalousHigh || $input.temperaturelInput.sensorData.temperature <=

$variable.anomalousLow",
"actions": [

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/anomaly"
}
}
1,
"nextState": "cooling"
1,
{
"eventName": "highTemperatureSpike",
"condition": "$input.temperatureIlnput.sensorData.temperature >

$variable.rangeHigh",
"actions": [

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/spike"
}
}
1,
"nextState": "cooling"
1,
{
"eventName": "lowTemperatureSpike",
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"condition": "$input.temperaturelnput.sensorData.temperature <
$variable.rangelLow",
"actions": [

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/spike"
}
I
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:cool0ff"
}
},
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:heatOn"
}
I
{
"iotTopicPublish": {
"mqttTopic": "hvac/Cooling/Off"
}
},
{
"iotTopicPublish": {
"mqttTopic": "hvac/Heating/On"
}
I
{
"setVariable": {
"variableName": "enteringNewState",
"value": "true"
}
}
1,
"nextState": "heating"
},
{
"eventName": "desiredTemperature",
"condition": "(((($variable.averageTemperature * ($variable.sensorCount

- 1)) + $input.temperatureInput.sensorData.temperature) / $variable.sensorCount) <=
($variable.desiredTemperature - $variable.allowedError)) && $variable.goodToGo ==
true",
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"actions": [
{

sns": {

"targetArn": "arn:aws:sns:us-west-2:123456789012:cool0ff"

}
I
{
"iotTopicPublish": {
"mqttTopic": "hvac/Cooling/Off"

}
1,

"nextState": "idle"

"stateName": "heating",
"onEnter": {
"events": [

{

"eventName": "delay",

"condition": "!$variable.noDelay && $variable

"actions": [
{
"setTimer": {
"timerName": "heatingTimer",
"seconds": 120
}
},
{
"setVariable": {
"variableName": "goodToGo",
"value": "false"

]
}I
{

"eventName": "dontDelay",

"condition": "$variable.noDelay == true",

.enteringNewState",
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"actions": [

{

"setVariable": {
"variableName": "goodToGo",
"value": "true"

}

}
]
},
{
"eventName": "beenHere",
"condition": "true",
"actions": [
{

"setVariable": {
"variableName": "enteringNewState",
"value": "false"

}

}
]
}
]
},
"onInput": {
"events": [
{
"eventName": "whatWasInput",
"condition": "true",
"actions": [
{

"setVariable": {
"variableName": "sensorId",
"value": "$input.temperatureInput.sensorId"

}

I
{

"setVariable": {
"variableName": "reportedTemperature",
"value": "$input.temperatureInput.sensorData.temperature"

}

}
]
I
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"eventName": "changeDesired",

"condition": "$input.seedTemperatureInput.desiredTemperature !

$variable.desiredTemperature",
"actions": [

{
"setVariable": {
"variableName": "desiredTemperature",
"value": "$input.seedTemperatureInput.desiredTemperature"
}
}
]
},
{
"eventName": "calculateAverage",
"condition": "$input.temperaturelnput.sensorData.temperature <

$variable.anomalousHigh && $input.temperaturelnput.sensorData.temperature >

$variable.anomalousLow",
"actions": [

"value": "((($variable.averageTemperature * ($variable.sensorCount

{
"setVariable": {
"variableName": "averageTemperature",
- 1)) + $input.temperatureInput.sensorData.temperature) / $variable.sensorCount)"
}
}
]
I
{
"eventName": "areWeThereYet",
"condition": "(timeout(\"heatingTimer\"))",
"actions": [
{
"setVariable": {
"variableName": "goodToGo",
"value": "true"
}
}
]
}
1,
"transitionEvents": [
{
"eventName": "anomalousInputArrived",
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"condition": "$input.temperaturelnput.sensorData.temperature >=
$variable.anomalousHigh || $input.temperaturelInput.sensorData.temperature <=
$variable.anomalousLow",

"actions": [

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/anomaly"
}
}
1,
"nextState": "heating"
1,
{
"eventName": "highTemperatureSpike",
"condition": "$input.temperaturelnput.sensorData.temperature >

$variable.rangeHigh",
"actions": [

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/spike"
}
1,
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:heatOff"
}
1,
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:coolOn"
}
1,
{
"iotTopicPublish": {
"mqttTopic": "hvac/Heating/Off"
}
1,
{
"iotTopicPublish": {
"mqttTopic": "hvac/Cooling/On"
}
1,
{
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"setVariable": {

"variableName": "enteringNewState",
"value": "true"
}
}
1,
"nextState": "cooling"
1,
{
"eventName": "lowTemperatureSpike",
"condition": "$input.temperaturelnput.sensorData.temperature <

$variable.rangelLow",
"actions": [

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/spike"
}
}
1,
"nextState": "heating"
1,
{
"eventName": "desiredTemperature",
"condition": "(((($variable.averageTemperature * ($variable.sensorCount

- 1)) + $input.temperaturelnput.sensorData.temperature) / $variable.sensorCount) >=
($variable.desiredTemperature + $variable.allowedError)) && $variable.goodToGo ==
true",

"actions": [

{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:heatOff"
}
3,
{
"iotTopicPublish": {
"mqttTopic": "hvac/Heating/Off"
}
}
1,

"nextState": "idle"
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}

1,

"initialStateName": "start"

iy
"key": "areald",
"roleArn": "arn:aws:iam::123456789012:role/IoTEventsRole"

5] FE -

"detectorModelConfiguration": {
"status": "ACTIVATING",
"lastUpdateTime": 1557523491.168,
"roleArn": "arn:aws:iam::123456789012:role/IoTEventsRole",
"creationTime": 1557523491.168,
"detectorModelArn": "arn:aws:iotevents:us-west-2:123456789012:detectorModel/
areaDetectorModel",
"key": "areald",
"detectorModelName": "areaDetectorModel",
"detectorModelVersion": "1"

{# F§ BatchUpdateDetector E#T AWS loT Events {8825 #& &

&R LAE A BatchUpdateDetectoriRFEERIZFHITEBERCHMNE , SFEFTRENEHE, &
T5IgHIH , BatchUpdateDetectorRFEERBEEZENEH TEHNEESH, LREFETRR
MATUHRE  MEFMER, EMEURNEMERFER,

CLI 5 :

aws iotevents-data batch-update-detector --cli-input-json file://areaDM.BUD. json

FEZ=R : areaDM.BUD.json

"detectors": [
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{

"messageld": "0001",
"detectorModelName": "areaDetectorModel",
"keyValue": "Areab5l",
"state": {
"stateName": "start",
"variables": [
{
"name": "desiredTemperature",
"value": "22"

"name": "averageTemperature",
Ilvaluell. II22II

"name": "allowedError",
"value": "1.0"

"name": "rangeHigh",
"value": "30.0"

"name": "rangeLow",
"value": "15.0"

"name": "anomalousHigh",
"value": "60.0"

"name": "anomalousLow",
Ilvaluell. Il@ 0"

"name": "sensorCount",
Ilvaluell. II12II

"name": "noDelay",
"value": "true"
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"name": "goodToGo",
"value": "true"

},

{
"name": "sensorId",
"value": "0Q"

},

{
"name": "reportedTemperature",
"value": "0Q.1"

},

{

"name": "resetMe",

// When 'resetMe' is true, our detector model knows that we have reentered
the 'start' state

//  to reset operational parameters, and will allow the next valid
temperature sensor

// reading to cause the transition to the 'idle' state.

"value": "true"
}
1,
"timers": [
]
}
}
]
}
[E]FE -
{
"batchUpdateDetectorErrorEntries": []
}

£ R {# A BatchPutMessage #1T#I A AWS loT Events

Example 1

£/ BatchPutMessagelREREiE "seedTemperatureInput"AE |, ERAEREIMERTRER
EEITNIRESE. WEIEEH AWS loT Events BE A S MLEIFHN "areald " ERIZEEHTE
B, BR , EWBHEL " "seedTemperatureInput"MWAE 28l , N ERSEHTEE TS IEREE
BFA "idle" , WHKERBEMZEFI MBS SANENL,
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CLI % :

aws iotevents-data batch-put-message --cli-input-json file://seedExample.json --cli-
binary-format raw-in-base64-out

% : seedExample.json

"messages": [
{
"messageId": "00001",
"inputName": "seedTemperatureInput",
"payload": "{\"areaId\": \"Area51\", \'"desiredTemperature\": 20.0, \"allowedError
\": 0.7, \"rangeHigh\": 30.0, \"rangeLow\": 15.0, \"anomalousHigh\": 60.0,
\"anomalousLow\": 0.0, \"sensorCount\": 10, \"noDelay\": false}"

}

"BatchPutMessageErrorEntries": []

Example
2

£/ BatchPutMessagel2EXREIXF L "temperatureInput" , LAERE s E 2 6 M ES B [E 15 &
FESSH B BERSE R,

CLI % :

aws iotevents-data batch-put-message --cli-input-json file://temperatureExample.json --
cli-binary-format raw-in-base64-out

X . temperatureExample.json
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"messages": [

{
"messageld": "00005",

"inputName": "temperaturelnput",
"payload": "{\"sensorId\": \"@5\", \"areaId\": \"Area51\", \"sensorData\":
{\"temperature\": 23.12} }"
}

"BatchPutMessageErrorEntries": []

Example 3

{8 BatchPutMessagelRfEREIXF S "seedTemperaturelnput" , LB EESNMERE
=

CLI %5 :

aws iotevents-data batch-put-message --cli-input-json file://seedSetDesiredTemp.json --
cli-binary-format raw-in-base64-out

= : seedSetDesiredTemp.json

{
"messages": [
{
"messageId": "00001",
"inputName": "seedTemperatureInput",
"payload": "{\"areaId\": \"Area51\", \"desiredTemperature\": 23.0}"
}
]
}
[E] FE -
{
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"BatchPutMessageErrorEntries": []

£ PHEE MQTT FAE AWS loT Events

MREHNBERBEEEREEMEA "BatchPutMessage" APl , BEAJLAEARER MQTT A
FinHEERHEEZE AWS loT Core SAEHRMNEE , BRI LAEIL AWS loT Core £ERH |
BIAREREHERZE AWS loT Events i A, LLF2 AWS loT Events R AINEE |, %
BRASH MQTT £REHS "areald"#M "sensorId"#M AWML , WHRASEER"temp" #1
HYf§ "sensorData.temperature" I , WA ELERHIEI KM - AWS loT Events
"temperaturelnput",

CLI % :

aws iot create-topic-rule --cli-input-json file://temperatureTopicRule.json

=X : seedSetDesiredTemp.json

"ruleName": "temperatureTopicRule",
"topicRulePayload": {
"sql": "SELECT topic(3) as areald, topic(4) as sensorld, temp as
sensorData.temperature FROM 'update/temperature/#'",

"description": "Ingest temperature sensor messages into IoT Events",
"actions": [
{
"iotEvents": {
"inputName": "temperaturelnput",
"roleArn": "arn:aws:iam::123456789012:ro0le/service-role/anotheRole"

}
}
]I

"ruleDisabled": false,
"awsIotSqlVersion": "2016-03-23"

ofE - [#£]

MERBEREIAERE TENA S "update/temperature/Area51/03" , EhEE T 5EEH,
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{ "temp": 24.5 }

EEEHEREENE AWS loT Events , H[E 24T T3 "BatchPutMessage" API FEAlL—#&,

aws iotevents-data batch-put-message --cli-input-json file://spoofExample.json --cli-
binary-format raw-in-base64-out

= : spoofExample.json

{
"messages": [
{
"messageId": "54321",
"inputName": "temperaturelnput",

"payload": "{\"sensorId\": \"@3\", \"areaId\": \"Area51\", \"sensorData\":
{\"temperature\": 24.53} }"
}

£ P ESE Amazon SNS FAE AWS loT Events

T R"Area51"RRAIBFHITERE LR SNS AS A,

AWS loT Events AJBABZ Amazon SNS & |, RIFEAZNEHEENZMAEHN, REHRE AWS loT
Events {8825 #/TE B A Z 4+ Amazon SNS AL |, 45812 TArea51, EHIZE, ELEHFIRE TR AWS
loT Events {EBI33 A S EARREN B H B3 M Amazon SNS BHEBAAZR |, 5REA AWS loT Events #
4 Amazon SNS #{TENEFIRERFEAMRE N o

Heating system off command> {
"eventTime" :1557520274729,

"payload":{

"actionExecutionId":"f3159081-bac3-38a4-96f7-74af0940d0a4",

"detector":{
"detectorModelName":"areaDetectorModel", "keyValue":"Area51", "detectorModelVersion":"1"}, "event

{"inputName":
{"stateName":
{"sensorCount":10, "rangeHigh":30.0, "resetMe":false, "enteringNewState":true, "averageTemperature"
{131}3}, "eventName":"resetHeatCool"}

seedTemperatureInput", "messageIld":"Q0001","triggerType":"Message"}, "state":
start", "variables":
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Cooling system off command> {"eventTime":1557520274729, "payload":
{"actionExecutionId":"98f6alb5-8f40-3cdb-9256-93afd4d66192", "detector":
{"detectorModelName":"areaDetectorModel", "keyValue":"Area51", "detectorModelVersion":"1"}, "event
{"inputName":"seedTemperatureInput", "messageId":"00001","triggerType":"Message"}, "state":
{"stateName":"start", "variables":

{"sensorCount":10, "rangeHigh":30.0, "resetMe":false, "enteringNewState" :true, "averageTemperature"
{}1}}, "eventName" : "resetHeatCool"}

£ HERE DescribeDetector APl AWS loT Events

F# DescribeDetector API AWS loT Events Al & HEEUS E SRS ST EBNFFHE-N. HigE
REERNFERE, EEENEADPTRENER, EBEAL AP, BB AWS loT Events
ERIZSHYENBSARRE | (B loT EHEB IEREMNEE. 2SR,

CLI &% :

aws iotevents-data describe-detector --detector-model-name areaDetectorModel --key-
value Area51

5] FE -

"detector": {
"lastUpdateTime": 1557521572.216,
"creationTime": 1557520274.405,

"state": {
"variables": [

{
"name": "resetMe",
"value": "false"

.

{
"name": "rangelLow",
"value": "15.0"

.

{
"name": "noDelay",
"value": "false"

.

{

=nes
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"name": "desiredTemperature",
"value": "20.0"

},

{
"name": "anomalousLow",
"value": "0.0"

},

{
"name": "sensorId",
"value": "\"OQ1\""

},

{
"name": "sensorCount",
"value": "10"

},

{
"name": "rangeHigh",
"value": "30.0"

},

{
"name": "enteringNewState",
"value": "false"

},

{
"name": "averageTemperature",
"value": "19.572"

},

{
"name": "allowedError",
"value": "0Q.7"

},

{
"name": "anomalousHigh",
"value": "60.0"

},

{
"name": "reportedTemperature",
"value": "15.72"

},

{
"name": "goodToGo",
"value": "false"

}

1,
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"stateName": "idle",
"timers": [
{
"timestamp": 1557520454.0,
"name": "idleTimer"
}
]
.
"keyValue": "Areabl",
"detectorModelName": "areaDetectorModel",
"detectorModelVersion": "1"

R B AWS loT Core # 8I5|Z AWS loT Events
THHRBIEAE AWS loT Core MQTT AR EFHBMAZL FEHRRAE ., BMBRFRABRERFER

BENWEEESESR T HEEMFHAEML AWS loT Core ¥, HIEIHIH K RAEETEA
"Area51HeatingUnit"# H9¥#"Area51CoolingUnit",

CLI 5 :

aws iot create-topic-rule --cli-input-json file://ADMShadowCoolOffRule. json

= : ADMShadowCoolOffRule. json

{
"ruleName": "ADMShadowCoolOff",
"topicRulePayload": {
"sql": "SELECT topic(3) as state.desired.command FROM 'hvac/Cooling/Off'",
"description": "areaDetectorModel mqgtt topic publish to cooling unit shadow
request",
"ruleDisabled": false,
"awsIotSglVersion": "2016-03-23",
"actions": [
{
"republish": {
"topic": "$$aws/things/${payload.detector.keyValue}CoolingUnit/shadow/
update",
"roleArn": "arn:aws:iam::123456789012:ro0le/service-role/ADMShadowRole"
}

A AWS loT Core R HI5| % 100



AWS loT Events HBEABER

}

G : [z=A]

CLI v 55 :

aws iot create-topic-rule --cli-input-json file://ADMShadowCoolOnRule. json

= : ADMShadowCoolOnRule.json

{
"ruleName": "ADMShadowCoolOn",
"topicRulePayload": {
"sql": "SELECT topic(3) as state.desired.command FROM 'hvac/Cooling/On'",
"description": "areaDetectorModel mqgtt topic publish to cooling unit shadow
request",
"ruleDisabled": false,
"awsIotSglVersion": "2016-03-23",
"actions": [
{
"republish": {
"topic": "$$aws/things/${payload.detector.keyValue}CoolingUnit/shadow/
update",
"roleArn": "arn:aws:iam::123456789012:ro0le/service-role/ADMShadowRole"
}
}
]
}
}

EE: [z=A]

CLI % :

aws iot create-topic-rule --cli-input-json file://ADMShadowHeatOffRule.json

= : ADMShadowHeatOffRule. json
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{
"ruleName": "ADMShadowHeatOff",
"topicRulePayload": {
"sql": "SELECT topic(3) as state.desired.command FROM 'hvac/Heating/Off'",
"description": "areaDetectorModel mqtt topic publish to heating unit shadow
request",
"ruleDisabled": false,
"awsIotSqlVersion": "2016-03-23",
"actions": [
{
"republish": {
"topic": "$$aws/things/${payload.detector.keyValue}HeatingUnit/shadow/
update",
"roleArn": "arn:aws:iam::123456789012:role/service-role/ADMShadowRole"
}
}
]
}
}

G : [z=Aa]

CLI 5 :

aws iot create-topic-rule --cli-input-json file://ADMShadowHeatOnRule.json

= : ADMShadowHeatOnRule.json

{
"ruleName": "ADMShadowHeatOn",
"topicRulePayload": {
"sql": "SELECT topic(3) as state.desired.command FROM 'hvac/Heating/On'",
"description": "areaDetectorModel mqgtt topic publish to heating unit shadow
request",
"ruleDisabled": false,
"awsIotSglVersion": "2016-03-23",
"actions": [
{
"republish": {
"topic": "$$aws/things/${payload.detector.keyValue}HeatingUnit/shadow/
update",
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"roleArn": "arn:aws:iam::123456789012:role/service-role/ADMShadowRole"

fEF AWS loT Core 3R 8I5|% 103
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£ HEEERNBERE/ENZEE/E AWS loT Events

AWS loT Events A SMERAIZIEENSHNEREFRBREE, EUTAERANEBEAERFTRER
WERESY  WEERBEEIEHM AWS BEF, THRNFAREMBIELEE  UETHSRE loT 4
KHEEEE.

® Note
ECEFNSEETERBFER , CAURREXARFRENBENS Y. NFRFHFEER
RBRRER,

AWS loT Events iR N 5IE){F , AT RIGERAFTRSRRERH -

« setTimer REIFTHEER.

« resetTimer LAEFRFHEFES,
« clearTimer MIBREHEFES,

« setVariable RENEH,

AWS loT Events XE T 5|81E , afZEFER AWS R -

« iotTopicPublish £ MQTT & L& MFHA L.

- iotEvents ERMEIEZE AWS loT Events # A% A&,

« iotSiteWise SERMEEZE AWS loT SiteWiseF W EEB M.
« dynamoDB #$ & #}{&i: & Amazon DynamoDB & #l %,

» dynamoDBv2 #$ & #H&ix E Amazon DynamoDB &}k,

« firehose #4&¥H#iXE Amazon Data Firehose &,

« lambda WA AWS Lambda BN %,

« sns QEEBANEXEEEHR.

* sqs KHERMEIEXE Amazon SQS 1751,

5 AWS loT Events REFTIFSS S B FE

AWS loT Events XE T 5|EE , A BEFERATRESIREEE -

ERREEE 104


https://docs.aws.amazon.com/iotevents/latest/developerguide/iotevents-expressions.html
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« setTimer REIMLFTHEFER.

- resetTimer LAERETESR,

« clearTimer MIBRETEFES,

- setVariable REEE,

ARERT R EREIMF

Set timer action

setTimer BF AR ER M IFEFEUY HEMWNFTEFR,

More information (2)
BYFHEESEE , BXEBEETISE.
timerName

AR BT,

durationExpression
(B ) FTSRNSFERE , U AEN,

FERBREANTLEEREUBIAZTRIZFONER. FlW, NREHEFTIFRHRES 60.99
¥, FEKEAREXANTEERS 60 B

WIESFMEER |, 5529 AWS loT Events API 2Zth§y SetTimerAction.

an-I_ HT%%E'HE

Reset timer action

resetTimer B)MFAIREHK TR BRREA LRIFHENIFERERERXER,

More information (1)
BRGNS E  SXERE TS,
timerName

AT R B,

RENRRDE 10


https://docs.aws.amazon.com/iotevents/latest/apireference/API_SetTimerAction.html
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AWS loT Events EEERGTRRE , TEEMNGEFERERERX.

WMEHMMESR , 5528 AWS loT Events APl 2£ 1§ ResetTimerAction.

SERRET TR BN E

Clear timer action

clearTimer BEbETR] ZEEMIERIB B ETEER,

More information (1)
MIBRETREEREG | B AIBETIIBE.
timerName

AR BRI R B,

WEHMMEER |, 5528 AWS loT Events APl 2Z A8 ClearTimerAction,

REESEEE
Set variable action

setVariable BEMET] RGBT EGEEEMNES,

More information (2)
BUSEE K SXREETISH,
variableName

BREHNEE,

value

BRAHTE.

WEFMEER |, 552 AWS IoT Events API 2Zd ) SetVariableAction.

EBRET IR EIE

106


https://docs.aws.amazon.com/iotevents/latest/apireference/API_ResetTimerAction.html
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AWS loT Events fER E M AWS AR

AWS loT Events XE T 5|81E , aIZEFER AWS R :

« iotTopicPublish £ MQTT & L& MFHA L.

- iotEvents ERMEIEZE AWS loT Events # A% A&,

- iotSiteWise BERMFIEZE AWS loT SiteWiseF W EEB 4.
« dynamoDB #$¥& #}{&ix E Amazon DynamoDB & #l %,
 dynamoDBv2 #4 & #H{&iXE Amazon DynamoDB ¥ ik,

-« firehose #&KHEIEZE Amazon Data Firehose & i,

« lambda WA AWS Lambda BN %,

« sns SEEBHANENEZER.

 sqs BB ERMEIEE Amazon SQS 17751,

/A Important
o BHBABEERR AWS loT Events #1 AWS RIGZZHER AWS EF, EXEREREMN

BE | 7528 (Amazon Web Services —fig2:#£&) H#) AWS loT Events i B A Bl 58,

o BIRAE AWS loT Events BI{EZE M Hb AWS BiRE | X AFRAMERN AWS EiF, NRE
T1#: AWS [EiF , 7B AWS BRI e 2R ZIFE,

BIBTAERR , 7 JSON R AEME#E AWS loT Events EAZEESE., WEIERRTESEGEHEE
HYTEREBEANMEBEEY  URBRDENEN. EEREDHEEAS BT UAERARERE
N, WEFMER , F20 62, ERNEESHERNRELM AWS loT Events APl & iy &

AWS loT Core

loT topic publish action

30

AWS |oT Core BMERREFBABRRERERN M MQTT AWS loT FAE, NELZEEENEE ,
2/ {(Amazon Web Services —f2ZE) HI AWS loT Core U 2 F El 58,

AWS loT AERERXSEBKALSKEM AWS loT AFIREEETRAFHREZEA ik, W
FHMER , F2BR CAWS loT B AEER) PHNEEBEABE,
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More information (2)
E8BM MQTT AER , BLEEETIZH,
mqttTopic
BEWEAEH MQTT =&,

BAILEREREREPEVNERTBAE  ERTHREBEER MQTT TERH,
payload

(B ) ERAHCSEAEISEERSTEBNSHBRBEMBEEANMEBRBLEY. &
A LA BT RS, WEFEFMEN , 528 AWS loT Events API 2E iy EE,

® Note

EFEEIEREZE AWS loT Events RIEARMNBERRF iot:Publishifrl, MEFFMER ,
E2EN B2 MEREE AWS loT Events,

WMEFEE

%II

%ﬂh

2R AWS loT Events APl & H#7 lotTopicPublishAction,

AWS loT Events

loT Events action

AWS loT Events B){E A :ZBIEAS EREIXZE AWS loT Events AR A, IEXEEEHNEE |
B {Amazon Web Services —fix2Z) H# AWS loT Events Un 2 # Bl 58,

3
¢

AWS loT Events A RAERRBENEEMFREANIEE Y EBRLENESHFHERDFE. W
HAMER , F28 CAWS loT Events & A&3ER) PRIMTER AWS loT Events 7,

More information (2)

B REEEZ B AWS loT Events , 4 BEE TS,

inputName

EWERH AWS loT Events B A Z &,
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payload

(BR) RRAHISEFEASFEEHTERNSHBRDERBEIANMEBLEY. &
ﬂ_jo—.“’/{ ﬁ nTE‘(ﬁo yu$n¥%ﬂiﬁnﬂ nﬁ Z ﬁ AWS loT Events API ﬁ%q: E’Jﬁﬁ

(@ Note

FRTEEEEZE AWS loT Events [RIEA B EBER T iotevents:BatchPutMessagedf
A, MEFEHEER , FSEN S DM EFIEE AWS loT Events,

WMEFHEA

:lJI

28 AWS loT Events APl 2Z & #) |otEventsAction.

AWS loT SiteWise

loT SiteWise action

AWS |oT SiteWise BIEF BIZASERHEIEAE R EEB M AWS loT SiteWise, MEXEEFWFE

B  #2H (Amazon Web Services —fi82ZE) HI AWS loT SiteWise i 2 M B 58,

AWS |oT SiteWise 2—EBEZERK , IZEBARFEBWE, BN 5T IERENER, NEFHHEE
A, 5828 (AWS loT SiteWisefF A& ErR) RV ERAWS loT SiteWise ? .
More information (11)

EREEREEE FHNEEBME AWS loT SiteWise , U4 BIBE T IS H,

/A Important
EERBRESR  SXAER PHEBEEBME AWS loT SiteWise.

o WRMEMEH AWS loT Events 1A |, AIABEIETE propertyAliasRiEFI B REES

.

- MRIEMHEH AWS CLI , BIAEIEE propertyAliassi@FassetIdpropertyld, I
HEBREEBM,

MEFHMEN , F28 (AWS loT SiteWise A EIER) FHEITEERETRMHFEEE
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propertyAlias
(BA) EEBMENRE, SHhalEERER,
assetld

(ZEH) EAEEBMNEE ID. BHETUEEREN,

propertyld
(A ) EEEMN ID. KA liEERERN,
entryId

(CER) LLIEBMME—EBIN. SRLERERE ID REREXKE , THMEERIER SREHER.
FREATHHE—FAE. SEAUEEREN,

propertyValue

TDEBMEFEEANGES.

quality
(1B ) EEBMENRE., E44EA GOOD, BAD = UNCERTAIN, &t aLUEERE
o

timestamp
(A ) SEHEARETANES., NREREEIE , AFERASHRRE,
timeInSeconds

A3 (AR AREMN , 88X A Unix epoch), BREE TR 1 B2 31556889864403199
2B, BHAEERER,

offsetInNanos

(A ) R ERHEWUEtimeInSeconds, BREE N 0 2 999999999 2 A,
BB IEERER,

value

BEEEBMENGE,

/A Important
BAERE EEEEBMN dataType , EETHEF—EEERE, WEHAE
A, 5528 AWS loT SiteWise APl 2Z i ij AssetProperty,
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booleanValue

(BF) EERMERMME , XHA TRUES FALSE, B AIUEERER, IRE
ERFRER , RFHEERESHME.

doubleValue

(1BR ) EEBMEARMMG, ShalEERER, MREEARERX  FEEREX

EERBRE.
integerValue

(R ) EEBMEARY., ShuliEERENR, NREEARER , BFEERIE
stringValue

(R ) EEBMEATR, SHAbEEREN, MREERAKRERX , RFHEERE
TR

® Note

FEREEIEEZE AWS loT Events RIS A BNWBERE T
iotsitewise:BatchPutAssetPropertyValueffd, MEFMENR ,
FEUETE AWS loT Eventso

s
B
dn
S
w
3
2

WEHMEER , 5528 AWS loT Events APl 2 lotSiteWiseAction,

Amazon DynamoDB
DynamoDB action

Amazon DynamoDB Ej{E 7] #1848 & $HEiE E DynamoDB & #l%k, DynamoDB &Rl &M —EE
RS ETLEENBERBEPEVMEBLHEY. NEXENEEHEE | F2H ) FM Amazon
DynamoDB i 2 A1 & #8Amazon Web Services —fi§ 2%,

Amazon DynamoDB R — B £ S EH NoSQL BRI ERT , Wi 4tiRiE B o] & % aE
ERNTERMY., MEFMENR , 5528 (Amazon DynamoDB Fi% A 215/ ) FHTER
DynamoDB ? , DynamoDB
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More information (10)

T}

EH6 & BHEIAE DynamoDB ER KRN —EE R , BXEEBET IS H,
tableName

EWERH DynamoDB B KRB, tableName EHAERFS DynamoDB ER KRN ER KRB
B, BhalisERER,
hashKeyField

HESRBNEE (LBAPIIESE )., hashkKeyField EAEMHFE DynamoDB ERIFRM 2
HEXRF|IER, BHALEERER,

hashKeyType
(A ) MESBNERER, HESREANENLES STRINGE, NUMBER, FEFR{ES
STRING, #EAILAIEERIER,

hashKeyValue

FZEZRE|8AVE, hashKeyValue EABNRELR, ELHBAFENTRERHEER, Sl
BEEREN,
rangeKeyField

(ER) ERSI8 (TFBAEFRSIE) WA, rangeKeyField EHXERFE DynamoDB E#
ROEFRSIE, BhaUEERER,

rangeKeyType

(&R ) SERSIEBNERER, BESRBERWENES STRINGE, NUMBER, FEFREA
STRING, &l AEERIER,

rangeKeyValue

(ER) 8SE%R5I@ME, rangeKeyValue EABNRER, ELBARSENTRHARMKESR.
WA EEERIEN,

operation

(ER) EPTHRESE, ZHalEERERX. BFEXERTIIHEHS—@EE
« INSERT - #$& M A% 8B & A DynamoDB E#l&, ERTERE.

« UPDATE - fER#TE & E % DynamoDB BRI XRMWIBEFIEE,

 DELETE - & DynamoDB BRI &XMREEHEE
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payloadField
(ERA) BWEBEASEN DynamoDB ERHE . FARBBEA payload., B A LUIEERE
o

payload

(2R ) AREAHESEEREIFERYTERNEHBEXBDFEEBETANMEBLHEY. &
WA BRI RS, MEFMEF , 5268 AWS loT Events APl 2E RS,

MRIEENAFERRFTH , Si%IE JSON ERMEA M E BDynamoDBActionEiAE
DynamoDB & #}#k, DynamoDB £# A &L Base64 iGN FRETER . payloadField
B2 payload-field_raw, EHBAILIEERIER,

WMEFHMER , 5528 AWS loT Events APl 22 f1#y DynamoDBAction,

Amazon DynamoDB(v2)

DynamoDBv2 action

Amazon DynamoDB(v2) EiE ] A4S E Kl 5= A DynamoDB & #3&k, DynamoDB & ¥ &K E5IE
PR EELEENEBERARP KT —EBEEYH. NEXENEEEE , F2/8 ) FH Amazon
DynamoDB i 2 #1 B¢ 88Amazon Web Services —fi8Z %,

Amazon DynamoDB 2 —HEHE2ZE M NoSQL ER ERK , mTiR41RIE B o] 8 I % EE
EEOERY. MEFMENR , 5528 (Amazon DynamoDB F# AE1E/m) PR ER
DynamoDB ? , DynamoDB

More information (2)

T}

EHS & BHEIAE DynamoDB ER KRN LSRR , BXEEETISH,
tableName

U EREY DynamoDB BRI REH, BBAILIEERER.
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payload

(BR ) FREAHISEFENFERITERNSHBERBFERRETNMEBLEEY, &
AL BT &S, MEFMEA , 528 AWS loT Events API BE &,

/A Important
AEHFEHAAR JSON, FBHAIIEERER,

(® Note

REEERZE AWS loT Events IR A B BER F dynamodb: PutItemsFa, MFEFFHH
B , F2EN S NEFIEE AWS loT Events,

I

WMEHMER , 5528 AWS loT Events APl 22 F1#y DynamoDBv2Action,

Amazon Data Firehose

Firehose action

Amazon Data Firehose Ej{E A Z &5 & BHEIX E Firehose Y& H. MEXENEEEE |
B <) #H Amazon Data Firehose i 26 1B Z2Amazon Web Services —ﬂx Z,

En
¢

Amazon Data Firehose 2 —IH£ZER®E , TAABRRERERRFE Amazon Simple Storage
Service (Amazon Simple Storage Service). Amazon Redshift, Amazon OpenSearch Service
(OpenSearch Service)  Splunk & B Wi, MFEFMER , 52 (Amazon Data Firehose FiE
AEBIER) PR EER Amazon Data Firehose ? o

More information (3)

B SIS ERHEIEE Firehose RITHEREK , BLABE T IS8,

deliveryStreamName

BEIWE R Firehose XTRHREZE,
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separator
(BA) BAUFEAF T RARERS REIXE Firehose [T BRNEZER, DRFREL
AL '\n' (#47). '\t'(tab), '\r\n'(Windows #1T7) =& ', "' (&% ).,

payload

(IBA) BRASESEAEANSNEEHTERBNESHEZBEEBRETANFIEBEEY., &
WA A BRI RS, WEFMEF , F2E AWS loT Events APl 2E R,

(® Note

EEEIEREZE AWS loT Events RIEA R BEKRRF firehose:PutRecordid ., WMEFF
MER  BF2ENE D MEENEE AWS loT Events,

WMEFEEA

nlh

2289 AWS loT Events APl 2Z iy FirehoseAction,

AWS Lambda

Lambda action

AWS Lambda B)fET]Z&EF Y Lambda KB, MEXEEFNEE |, i 5828 (Amazon Web
Services —fi§2ZE) I AWS Lambda i 2 M ELEE,

AWS Lambda R—EEERK , AIZLHTERE K MEESHERNETEMRS. NEFMEEA ,
28 ( AWS Lambda B A E365R/) PR ER AWS Lambda ?

More information (2)

3

E&EFI Lambda ¥ , BLEEE TS,

functionAxrn

Lambda B FEALE ARN,
payload

(EA) ARASIEEFEARERYTERNSHBEDEEBREANFEBLEY, &
'&—.I-J’)\ ﬁ nT%ﬁo yuﬁﬁn¥%ﬂi§ﬁﬂ nﬁ 2 ﬁ AWS loT Events API ﬁ%qﬂﬂﬁﬁ(ﬁo
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® Note

ETEEEREZE AWS loT Events RE AR BEEIR F lambda: InvokeFunctiongfal, 40
EHMER  BF2Z2ENE 2 MEFEEEE AWS loT Events,

MEFEFHAEA

nl‘*

2289 AWS loT Events APl 2Z ) LambdaAction,

Amazon Simple Notification Service

SNS action

Amazon SNS FERMENMET EE M Amazon SNS AR, MEXENEEBE |, B2 ) #
# Amazon Simple Notification Service i 2 1Bt Z2Amazon Web Services —fig2 %,

Amazon Simple Notification Service (Amazon Simple Notification Service) & —& Web IR ,
ABANEEASBGESEELETRIRESIAFin. WHEFMENR , F2H (Amazon Simple
Notification Service BiE A S5/ PR ERE Amazon SNS?,

(® Note

Amazon SNS EFERMENET & Amazon SNSFIFO ( £#EH ) £, HRBRRIS|IZE
2 ERIRIE , BLELEE Amazon SNS BEifERE , AS AR W‘%LX?EEE’JJ“EH‘?%/?O

More information (2)

B IRE M Amazon SNS B  BUBEIBETISH,

targetArn

EUWEAE 2 Amazon SNS B #Z# ARN,
payload

(iBF) BRAHESEAEANSNELHTERBNESHEXBEEBETANFIEBEEY., &
WA A BRI RS, WEFMEF , FSE AWS loT Events APl 2E R,
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® Note

EFEEIEREZE AWS loT Events R AR BERIRF sns:PublishiFrl, MEFFMAER ,
ESREN S 9 MEIEE AWS loT Events,

MEFMEF , 528 ( AWS loT Events APl 2#) s #J SNSTopicPublishActions

Amazon Simple Queue Service

SQS action

Amazon SQS EE T ZEEAGE BHEIX E Amazon SQS 175, MEXENEEFE , F2H O &
) Amazon Simple Queue Service i & A it EAmazon Web Services —f# 8%,

Amazon Simple Queue Service (Amazon SQS) ##t%Z 4. MABTHANFEE TS , THREESH
DRt B BBRENTH. MEFHENA , 528 (Amazon Simple Queue Service FE A E15
) B EER Amazon Simple Queue Service>,

@ Note

Amazon SQS EEAR X #E >Amazon SQS FIFO ( &%t ) £fE, HRRBIGIZR S
BXRT , HILEE Amazon SQS BER , AR T BET LB EMNIERFE R,

More information (3)
B ERMEIAE Amazon SQS fFHIEF , BAUEEE TS ¥,
queuelUrl

BEWERH Amazon SQS 75 URL.,

useBaseb4

MBEIEE , (BAH) 2485 AWS loT Events #®i§4A Base64 X FTRUE, FEREA
FALSE,
payload

(2R ) AREARESEEEIRERYTERNEHBEXBDFEEBETANMEBLHEY. &
WA DB RS, MEFMEF , 5268 AWS loT Events APl B2E ) EE,
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® Note

FEMEEERZE AWS loT Events R A BNBRIR F sqs:SendMessagefFrl, WMFEFFH
&, F2EN S5 MFIEE AWS loT Events,

ﬂl‘*

MEFMEF , 5528 ( AWS loT Events APl 22) ®#) SNSTopicPublishActions

B A LAE A Amazon SNS 1 AWS loT Core #1815 Z R 58 AWS Lambda ¥, EREAFEAH
ftt. BRI EREXED¥E , Hl40 Amazon Connect , EER N\ FI ¥ E RS (ERP) ERAER,

(® Note

EFEARWENEE AR ERCHESER , BLEREMERIE AWS |, 50 Amazon Kinesis,
REAE | WU LIERHBR D , RESEREAERIZZM AWS loT Events B A BEIET]
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EE, BRNEESHAERNRER

EBEAARTGEAER, ST E , URHEEZRL S EHEIREERNHEYG, EERELMNEHE
RIZSHEAEEF | AWS loT Events IR ZE AKX REEHE. BULUFEAREXRIEECERE , LA UEERE
EEEZAT AWS loT Events L RIER

xR
o £ PENREEERMEZHIENTEE AWS loT Events
« WREAFHIFMAE AWS loT Events

E HEREZEEERNMESEENTEE AWS loT Events

BEARHANRGRREERNERDFNTE, EUUEREXFHEM AWS loT Events B, EH
F. HE. SENERER, EBFEEELRY , BUMBYBABEETNREXNREZEE oT EX. ¥
1TRTE. BEFS | URERNREE P M HBERE,

XF

* Integer

« Decimal (‘M)

+ String
* Boolean
EHE T
Unary
« 3 (RE) ;!
« 3E (fum) : ~
BME (EiiT) ;-
String
o HRE: +

MEEETHLARTEH, FREESAUELR () FiE.

EREEERNEL 119



AWS loT Events HBEABER

flan : 'my' + 'string'> 'mystring’

=K
o i : +
MEEE TH L ERHE,
o BE -
- EBF9 : /

BRIFEL—EEET (BRESGRH ) RTEUE , FASINERRENEIARRIE,
- L *
Iz (EH)
« OR: |

flzn : 13 | 5>13
« AND : &

5l : 13 & 5>5
e XOR: A

5l : 13 ~ 558
- NEA: ~

Fln ;- ~13> -14

Boolean
« PR <
« PRJERN : <=
« R ==
- RER: 1=
« RRFEFR : >=
« KR : >
« AND : &&
- OR: ||
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@ Note
ENTFRENX| | TERERNERE , ZFREXFRA false,

&SR

B AERE R R D B RIEXFRIFER,

E1£ AWS loT Events FRIER P EARNEHE

AWS loT Events 12t —fHAAEKE , LUEEERIFERRIZEXNNINEE, ELXRE T RATRIEIEE,
BFRER NullBE, BRERERR. BARRE. FERENCTRE, EBANAEBLHRE , B UE
I EIFEZ AWS loT Events [RIBEEE , U E loT ERAENNEBRNE,

NEHE

timeout("timer-name")

true MRBENFFREHE , BIFFH B . 8 "timer-name" XA ERNFTRIFEE ,
PABIsiRTR. EEHEETR , B IERFTREE , ARRBFREE. ERFTES  SUERE
ERMETIFES, 528 WL detectorModelDefinition.states.onInput|onEnter|
onExit.events.actions.setTimer.timerName,

BABETRRENSERNEBIRENFTRBFR, QLA TEHEEIUFTRFRNRE , TaEE
ASEFTRIRAIRRE,

Blan | ERISEREMENEE TemperatureChecked® RecordUpdated., &E#
TemperatureChecked ARREZE I 5THFER, MU BEKIERS TemperatureChecked HREE |, &
£/ RecordUpdated AREERIETEEES,

A THREAERNE  BREFHFNSEREAR 60 Y.

(® Note
timeout() true REEERITERSRBHEFE X RERERDR K ffEfalsezBE
=,

REXHEK oY
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convert(type, expression)

TEAERAEERRNRIENE, ##ENXER String. Booleand Decimal, EAHEH
—EARREFIA AT ERRFCFENRER., RETHERRINEERENE :
- E > FH

EEFE "true"® "false"s
- NE > FEH
- F& > mHE
- FEHE > PY

BEENFELARNBNBERERTE , BRlconvert OB XRM,

MR convert( ) REEEMWE , MEFMBHRERN LSRN, LERERR false , BT
8% actionss Bt BnextStatelEEARERERNZSHMN —3BD.

isNull(expression)

true MNRFEXEE null , BIFES . B0, RE@AMyInputREIFAE { "a":
null }, BIBATRAREFEA true , {HisUndefined($input.MyInput.a)iH LA
false,

isNull($input.MyInput.a)

isUndefined(expression)

true MRREHZFKIER |, AIFFEA . Hlw , R AMyInputEBIFAE { "a": null },
AIT%E B € 4A false , BisNull($input.MyInput.a)i# A true,

isUndefined($input.MyInput.a)

triggexrType('"type")

#AEA AR "Message"H "Timer", ¥k true RERAFTRHRBHMBETRNEMHREES
Al , T AEHIFRR.

triggerType("Timer")

HEWE AR
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triggerType("Message")

currentInput("input")

M trueRBRARFEEN@MAFEMTHEELBRNEGELG, S0, WRE A Commandik
BEAL { "value": "Abort" }, BILTRABEEEA true,

currentInput("Command")

AR ERERF EETAEG , RAS KIS ER A BFTREENRBH , I THREXAT.
currentInput("Command") && $input.Command.value == "Abort"

FERECHERE

startsWith(expressionl, expression2)

FMEE—EFERERNtrueRBUEZBAFRRERNMAHA. S0, MREAMyInput KEIFAE
{ "status": "offline"} , BIATABEFFMES true,

startsWith($input.MyInput.status, "off")

MEFREXPLATERFTEE MRE-REXARTEAFTRE , INBNERARER, T
EHTEIR,

endsWith(expressionl, expression2)

true MRF—EFEREAUF_EFEREINLER , AFMEA . Hl, mEEH
AMyInputEIFAE { "status": "offline" }, BIATRBEFEA true,

endsWith($input.MyInput.status, "line")

MEFREXNPLATER/FTEE, MRE-REXARTEAFTRE , INBNERARER, T
EHTEIR,

contains(expressionl, expression2)

FEFE—EFERENtrueREEEE_EAFERER, 0, WRHAMyInput REIFAE
{ "status": "offline" }, BIATARETES true,
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contains($input.MyInput.value, "fli")

MEFREXPLATERAFTEE, MRE-REXARTEATRE , INBNERARER, T
EHTEIR,

Bitwise & 2173 &l B &

bitoxr(expressionl, expression2)

B RIEXNNMIT OR ( —H# L OR RIESEEBMB BN T L#IT ) . flin , R
AMyInputi®BIFAE { "valuel": 13, "value2": 5 }, BIATARGFAMEA 13,

bitor($input.MyInput.valuel, $input.MyInput.value2)

MEREABLATERBRE, MRE-REXARTFELEZRE , INBHNERBRER. T
EHITEIR,

bitand(expressionl, expressionZ2)

AMEEYMRIENXMNMUIT AND ( —H AND REEEBHNBEN T EH]IT ) . flln, WRE
AMyInputlRZEIFAE { "valuel": 13, "value2": 5 }, BAILATRAAREFMEA 5.

bitand($input.MyInput.valuel, $input.MyInput.value2)

MEREABLATEABRHE, MRE-REARTELEBRE , AINBNERBRER. T
EHTEIR,

bitxor(expressionl, expressionZ2)

AHMEEHRIERMNMIT XOR ( DL XOR RESHEEHMWE BN T LHT ) . flan, mRE@
AMyInputWZEIFAE { "valuel": 13, "value2": 5 }, BILTRAALFEA 8.

bitxor($input.MyInput.valuel, $input.MyInput.value2)

MEREABLANFEABRHE, MRE-REARTERERYE , INBNERBRER. T
EHTEIR,

bitnot(expression)

TMERHRERNWAIT NOT ( ZHA NOT BREREREM AT LT ) . Hln, R
AMyInputlRZIFAE { "value": 13 }, BAIATRESTEA -14,

FIENHEE 124



AWS IoT Events

FMBABER

bitnot($input.MyInput.value)

MEFREXPLAFEHBERE, MRE-REXARFEAEHE , INBNERARER, T

EHTEIR,

AWS loT Events IEE X P AFMBE NS ZE
A

$input.input-name.path-to-data
input-name 2& M Createlnput BIEE I K A

flan |, MREBELAE B ATemperatureInput RE
FinputDefinition.attributes.jsonPathIEH , AI{ET

"temperature": 78.5,
"date": "2018-10-03T16:09:09Z"

EEZ2E temperature BUMWE , BEATYGR.

$input.TemperatureInput.temperature

HRESESINMENL , BTUER RBEEFINKEN], 0, BEETHIE

{

"temperatures": [
78.4,
77.9,
78.8

1,

"date": "2018-10-03T16:09:09Z"

}

B LAER T 5 578.882%E H,

$input.TemperatureInput.temperatures[2]

HEE TS M,

BEAFGANSHNSE
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Variables
$variable.variable-name

variable-name B A CreateDetectorModel BN{EEZ RIS B,

Flan | MREFFEH TechnicianID EENB A HE
#detectorDefinition.states.onInputEvents.actions.setVariable.variableName ,

BULER TGS 2ERIIREREHN (FF5) E

$variable.TechnicianID

*

8RB setVariable BIfFRERELHMNE, LEE/REXNFHNEBEIRE, BBEEIUE
RIE. Bl BEEBEIEIRME null,.

(® Note
EEATER (RAREX ) EXNHBFNSER [a-2zA-2][a-2A-20-9_1* , &&
BAERSIH () PREEELEBF . flw, BREA MyInput BEEEE A BB AS
Z _value , XESUBMIEES $input . MyInput. _value ',

EfEREXPEASER  FRETSIER :

ERERSEMAER —SZEERTHNERERR  FREESENMAEERERHBAR,

Flan , AT RERD , BEOR ==MRWEEFWEE T, A THFREZE T
& , $variable.testVariable + 1H$variable.testVariable/BESEREH N /DNE,

WA BEI1R+EEFHEE T, Ak, $variable.testVariable #BSEZRESH/INE,
‘$variable.testVariable + 1 == 2 && $variable.testVariable’
- ERFERASEZERABERRENSIEE  FRERREIELSENENER,

Bl , Foltimeout("time-name" ) MBREEFLSIRNFHEMASI B, MREER##1##ER
2%  ALASEERES|HRNFH,

timeout("timer-name")
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® Note
B convert(type, expression)EH# , MREFERAENSZE | AISENTHERL

AR String., Decimal= Boolean,

AWS loT Events EE XX EEH, N, ZENHMEREE, TREHTHEENEEHFE,

BHEEHIER
BE. 78
BE, fME
PR, FER
MR, mME
FE8, AME

AWS loT Events RiZEHERE A

'${expression}"

ERFES{(IBINBBEAFHR, expression GRS AWS loT Events RiER, ETIHEE
F. HENSE,

f5lgn | #BEF SetVariableAction BIfEREZHZEE ., variableName BlA SensorID, M value
BNA 10, &R LAEN THIEREA,

BRER =
'${'Sensor ' + $variable.SensorID}" "Sensor 10"
"Sensor 11"

'Sensor ' + '${$variable.SensorID +

1}
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BEREA fERF

"Sensor 10: true"

'Sensor 10: ${$variable.SensorID
10}

"{\"sensor\":\"${$variable.SensorID "{\"sensor"\:\"11\"}"

+ 1A\"}

"{\"sensor\":${$variable.SensorID + "{\"sensor\":11}"

133

WREZENEFHFAE AWS loT Events
BO BB TY AR EERFERPIEEE

« £ AWS IoT Events A AT ENRIER,
« BREREEZE AWS loT Events APIsii B2,

BEAXEREEH. EET7. BB 2ENBRHEL,

/A Important
BHREXALASETEY, PN, FRIHME

##E AWS loT Events &RiZE\
FEBETHEH |, HEERE AWS loT Events RiER :
%18
WRAXFE , REXMEISEIR, HHESES truesk false,

'123" # Integer
'123.,12"' # Decimal
'hello! # String

Usage
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'true' # Boolean

HRBSE  SLAEESEIBWAE.
« Tl AZZ+HEMLBT 10.01,

$input.GreenhouselInput.temperature

« THEBSBEFE Greenhouse Temperature Table,

$variable.TableName

BERER

HRBARES  BLAER ${} , BEAMLALES|HRERLR, BREFBTNEEXF. EH
F. HE., 2ENBRELVAES.

« THREXWIFEERREFE 50.018 in Fahrenheit,

'${$input.Greenhouselnput.temperature * 9 / 5 + 32} in Fahrenheit'

s THREXVFTEERE2FE {(\"sensor_id\":\"Sensor_1\",\"temperature\":
\"50.018\"},

"{\"sensor_id\":\"${$input.GreenhouseInput.sensors[@].sensorl1}\",\"temperature\":
\"${$input.GreenhouseInput.temperature*9/5+32}\"}"

FERBE

HRFHRBE  SXEFER +. FRBECTUIEXTF. EEF. BHE. 2Z0NERELNAE
PaN

Ro

. THAREXNFTFLEERRFE Greenhouse Temperature Table 2000-01-01.

'Greenhouse Temperature Table ' + $input.GreenhouseInput.date
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AWS loT Events {5 8 251& 7 &5 {5

HWEERMUSHEARFNFE , REWMAEEESE AWS loT Events ThEE, EHIEEEREREA |, 5
MEERE , JFERNEEEINKEZERS. SESMHTIESRFNERNRHER , HERE
AWS loT Events &I, BIfEME S, ELEHFIRT AWS loT Events FRIFHIEM | U R IMAEHHEE
loT ERREXMEARFEITETT. K AWS loT Events WREBR MR LEEZE/EHS EERH BB
TERENIES , F2ELER,

&

- 4l . BE FH HVAC BE#EH AWS IoT Events

- 56 : A ERIFREA Cane AWS IoT Events

o EXWSUUEE PERSNELE AWS loT Events

- A Cane ES#2#9 AWS loT Events {88858 5

* AWS loT Events AiX Cane E5#2/) @ A

- A EEETRARERAS AWS loT Events

- 51l . EABERFNERAER AWS loT Events ITEHE A
- %4l . £/ Device HeartBeat E5¥22E B B2 Y8R AWS loT Events
- 5 . PR ISA R AWS loT Events

- S5 : EH EERERER AWS loT Events

4 - BB EH HVAC JAE#E&l AWS loT Events
EEHE
HEHIE RS TN BERSER (BRE)

- BERN—EEUSFEE  TERN2HZEES. (KASERIEMERFEATER. )
- SEAAFHTERSEEERFESTREN S EREREVREESR,

- BULERSESEERANAERE (REHM )

- BUNEESERSNEESY  TRKEEELSE,

« BT LARERF T [ERIHT I8 M BR B AE RS

< BEBEHERENANSAETHARERT , MEREEMERIEE,

- FRIBRSERYHRERENBERTER.
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- BALERRIUREREM, NRE[M—EARERFTENVEREER 2R ERNEE , AIELHD
BEEMABIHSAER , MERNFESREZRERE,

Lega Bl REE T 5 ZhRE -

- BEVEHERRER,

- BIA®WA,

- W ARREERSFER,

o« FRLAEERRMF

- BESEREPNREEY | WRBHRUEREEENE,
- B2BRGPOERSE  XRBERUERET RS

. FREVEIE Amazon SNS #l MQTT FAE M ENE,

Hy HVAC R#ERVE A EER AWS loT Events
seedTemperatureInput AREI EEHMNERIEEHITERE K AEZHRESE,

£ HERE HVAC RN AB R BRI RIZREZES AWS loT Events ZEREE, 1t #4553 88 AU =8 E
WSEW@A , FIBE, BE., SARNEFEEER. THROTERBABYE. REERRREMNR
ERCRERA , BB ERFERZRERERBNET  LESRETENNR,

EAM CLI %5 :

aws iotevents create-input --cli-input-json file://seedInput.json
X : seedInput.json

{

"inputName": "seedTemperatureInput",
"inputDescription": "Temperature seed values.",
"inputDefinition": {
"attributes": [

{ "jsonPath": "areald" },

{ "jsonPath": "desiredTemperature" 3},

{ "jsonPath": "allowedError" },

{ "jsonPath": "rangeHigh" },

{ "jsonPath": "rangelLow" },
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{ "jsonPath": "anomalousHigh" },
{ "jsonPath": "anomalousLow" },
{ "jsonPath": "sensorCount" },

{ "jsonPath": "noDelay" }

[E]FE :

"inputConfiguration": {
"status": "ACTIVE",
"inputArn": "arn:aws:iotevents:us-west-2:123456789012:input/
seedTemperatureInput",
"lastUpdateTime": 1557519620.736,
"creationTime": 1557519620.736,
"inputName": "seedTemperatureInput",
"inputDescription": "Temperature seed values."

EREEHSERSFHNSEBREStemperatureInputEi%
fEFAM CLI @ -

aws iotevents create-input --cli-input-json file://temperatureIlnput.json

= : temperatureInput.json

{
"inputName": "temperaturelnput",
"inputDescription": "Temperature sensor unit data.",
"inputDefinition": {
"attributes": [
{ "jsonPath": "sensorId" },
{ "jsonPath": "areald" },
{ "jsonPath": "sensorData.temperature" }
]
}
}
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[E] FE :

"inputConfiguration": {
"status": "ACTIVE",
"inputArn": "arn:aws:iotevents:us-west-2:123456789012:input/temperaturelnput",
"lastUpdateTime": 1557519707.399,
"creationTime": 1557519707.399,
"inputName": "temperatureInput",
"inputDescription": "Temperature sensor unit data."

£A B HVAC RN ERIZFERESE AWS loT Events

areaDetectorModel EEEEERFBTEBNEESRN, Flstate machine#{TEEBESHE
BERERESREY A AREEBELEHSEFRENEAZHAL,

AN CLI % :

aws iotevents create-detector-model --cli-input-json file://areaDetectorModel. json

= : areaDetectorModel. json

"detectorModelName": "areaDetectorModel",
"detectorModelDefinition": {
"states": [
{
"stateName": "start",
"onEnter": {
"events": [

{
"eventName": "prepare",
"condition": "true",
"actions": [
{

"setVariable": {

"variableName":
Ilvaluell: II@II

"sensorId",
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},
{
"setVariable": {
"variableName": "reportedTemperature",
"value": "0.1"
}
},
{
"setVariable": {
"variableName": "resetMe",
"value": "false"
}
}
]
}
]
},
"onInput": {
"transitionEvents": [
{
"eventName": "initialize",
"condition": "$input.seedTemperatureInput.sensorCount > 0",
"actions": [
{
"setVariable": {
"variableName": "rangeHigh",
"value": "$input.seedTemperaturelnput.rangeHigh"
}
},
{
"setVariable": {
"variableName": "rangelLow",
"value": "$input.seedTemperaturelnput.rangelLow"
}
},
{
"setVariable": {
"variableName": "desiredTemperature",
"value": "$input.seedTemperatureInput.desiredTemperature"
}
},
{

"setVariable": {
"variableName": "averageTemperature",
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"value": "$input.seedTemperatureInput
}
},
{
"setVariable": {
"variableName": "allowedError",
"value": "$input.seedTemperatureInput.
}
},
{
"setVariable": {
"variableName": "anomalousHigh",
"value": "$input.seedTemperatureInput.
}
},
{
"setVariable": {
"variableName": "anomalousLow",
"value": "$input.seedTemperaturelnput.
}
},
{
"setVariable": {
"variableName": "sensorCount",
"value": "$input.seedTemperaturelnput.
}
},
{
"setVariable": {
"variableName": "noDelay",
"value": "$input.seedTemperatureInput.
}
}
1,
"nextState": "idle"
I
{
"eventName": "reset",
"condition": "($variable.resetMe == true) &&

($input.temperaturelnput.sensorData.temperature < $variable.anomalousHigh &&

.desiredTemperature"

allowedError"

anomalousHigh"

anomalousLow"

sensorCount"

noDelay == true"

$input.temperaturelnput.sensorData.temperature > $variable.anomalouslLow)",

"actions": [
{

"setVariable": {

ARREANER
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"variableName": "averageTemperature",
"value": "((($variable.averageTemperature * ($variable.sensorCount
- 1)) + $input.temperaturelnput.sensorData.temperature) / $variable.sensorCount)"
}
}
1,
"nextState": "idle"
}
]
I
"onExit": {
"events": [
{
"eventName": "resetHeatCool",
"condition": "true",
"actions": [
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:heatOff"
}
},
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:cool0ff"
}
I
{
"iotTopicPublish": {
"mqttTopic": "hvac/Heating/Off"
}
},
{
"iotTopicPublish": {
"mqttTopic": "hvac/Cooling/0Off"
}
}
]
}
]
}
},
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"stateName": "idle",
"onInput": {
"events": [
{
"eventName": "whatWasInput",
"condition": "true",
"actions": [
{
"setVariable": {
"variableName": "sensorId",
"value": "$input.temperatureInput.sensorId"
}
},
{
"setVariable": {
"variableName": "reportedTemperature",
"value": "$input.temperaturelnput.sensorData.temperature"
}
}
]
},
{
"eventName": "changeDesired",
"condition": "$input.seedTemperatureInput.desiredTemperature !=

$variable.desiredTemperature",
"actions": [

{
"setVariable": {
"variableName": "desiredTemperature",
"value": "$input.seedTemperatureInput.desiredTemperature"
}
}
]
1,
{
"eventName": "calculateAverage",
"condition": "$input.temperaturelnput.sensorData.temperature <

$variable.anomalousHigh && $input.temperatureInput.sensorData.temperature >
$variable.anomalousLow",
"actions": [
{
"setVariable": {
"variableName": "averageTemperature",

ARREANER
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"value": "((($variable.averageTemperature * ($variable.sensorCount
- 1)) + $input.temperatureInput.sensorData.temperature) / $variable.sensorCount)"
}
}
]
}
1,
"transitionEvents": [
{
"eventName": "anomalousInputArrived",
"condition": "$input.temperaturelnput.sensorData.temperature >=
$variable.anomalousHigh || $input.temperaturelInput.sensorData.temperature <=

$variable.anomalousLow",
"actions": [

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/anomaly"
}
}
1,
"nextState": "idle"
1,
{
"eventName": "highTemperatureSpike",
"condition": "$input.temperatureIlnput.sensorData.temperature >

$variable.rangeHigh",
"actions": [

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/spike"
}
},
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:coo0lOn"
}
1,
{
"iotTopicPublish": {
"mqttTopic": "hvac/Cooling/On"
}
},
{
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"setVariable": {

"variableName": "enteringNewState",
"value": "true"
}
}
1,
"nextState": "cooling"
1,
{
"eventName": "lowTemperatureSpike",
"condition": "$input.temperaturelnput.sensorData.temperature <

$variable.rangelLow",
"actions": [

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/spike"
}
},
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:heatOn"
}
I
{
"iotTopicPublish": {
"mqttTopic": "hvac/Heating/On"
}
},
{
"setVariable": {
"variableName": "enteringNewState",
"value": "true"
}
}
1,
"nextState": "heating"
I
{
"eventName": "highTemperatureThreshold",
"condition": "(((($variable.averageTemperature * ($variable.sensorCount

- 1)) + $input.temperaturelnput.sensorData.temperature) / $variable.sensorCount) >
($variable.desiredTemperature + $variable.allowedError))",
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"actions": [

{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:coolOn"
}
I
{
"iotTopicPublish": {
"mqttTopic": "hvac/Cooling/On"
}
},
{
"setVariable": {
"variableName": "enteringNewState",
"value": "true"
}
}
1,
"nextState": "cooling"
I
{
"eventName": "lowTemperatureThreshold",
"condition": "(((($variable.averageTemperature * ($variable.sensorCount

- 1)) + $input.temperaturelnput.sensorData.temperature) / $variable.sensorCount) <
($variable.desiredTemperature - $variable.allowedError))",
"actions": [

{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:heatOn"
}
I
{
"iotTopicPublish": {
"mqttTopic": "hvac/Heating/On"
}
},
{
"setVariable": {
"variableName": "enteringNewState",
"value": "true"
}
}
1,
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"nextState": "heating"

"stateName": "cooling",
"onEnter": {
"events": [

{
"eventName": "delay",
"condition": "!$variable.noDelay && $variable.enteringNewState",
"actions": [
{
"setTimer": {
"timerName": "coolingTimer",
"seconds": 180
}
},
{

"setVariable": {
"variableName": "goodToGo",
"value": "false"

}

}
]
},
{
"eventName": "dontDelay",
"condition": "$variable.noDelay == true",
"actions": [
{

"setVariable": {
"variableName": "goodToGo",
"value": "true"

}

}
]
},
{
"eventName": "beenHere",
"condition": "true",
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"actions": [

{
"setVariable": {
"variableName": "enteringNewState",
"value": "false"
}
}
]
}
]
},
"onInput": {
"events": [
{
"eventName": "whatWasInput",
"condition": "true",
"actions": [
{
"setVariable": {
"variableName": "sensorId",
"value": "$input.temperatureInput.sensorId"
}
I
{
"setVariable": {
"variableName": "reportedTemperature",
"value": "$input.temperatureInput.sensorData.temperature"
}
}
]
I
{
"eventName": "changeDesired",
"condition": "$input.seedTemperatureInput.desiredTemperature !=

$variable.desiredTemperature",
"actions": [

{
"setVariable": {
"variableName": "desiredTemperature",
"value": "$input.seedTemperatureInput.desiredTemperature"
}
}

ARREANER
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},
{

"eventName": "calculateAverage",

"condition": "$input.temperaturelnput.sensorData.temperature <
$variable.anomalousHigh && $input.temperaturelInput.sensorData.temperature >
$variable.anomalousLow",

"actions": [

{
"setVariable": {
"variableName": "averageTemperature",
"value": "((($variable.averageTemperature * ($variable.sensorCount
- 1)) + $input.temperatureInput.sensorData.temperature) / $variable.sensorCount)"
}
}
]
I
{
"eventName": "areWeThereYet",
"condition": "(timeout(\"coolingTimer\"))",
"actions": [
{
"setVariable": {
"variableName": "goodToGo",
"value": "true"
}
}
]
}
1,
"transitionEvents": [
{
"eventName": "anomalousInputArrived",
"condition": "$input.temperaturelnput.sensorData.temperature >=
$variable.anomalousHigh || $input.temperaturelInput.sensorData.temperature <=

$variable.anomalousLow",
"actions": [

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/anomaly"
}
}
1,
"nextState": "cooling"
},
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"eventName": "highTemperatureSpike",

"condition": "$input.temperaturelnput.sensorData.temperature >
$variable.rangeHigh",

"actions": [

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/spike"
}
}
1,
"nextState": "cooling"
1,
{
"eventName": "lowTemperatureSpike",
"condition": "$input.temperaturelnput.sensorData.temperature <

$variable.rangelLow",
"actions": [

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/spike"
}
1,
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:cool0ff"
}
1,
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:heatOn"
}
1,
{
"iotTopicPublish": {
"mqttTopic": "hvac/Cooling/0Off"
}
1,
{

"iotTopicPublish": {
"mqttTopic": "hvac/Heating/On"

ARREANER
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},
{
"setVariable": {
"variableName": "enteringNewState",
"value": "true"
}
}
1,
"nextState": "heating"
I
{
"eventName": "desiredTemperature",
"condition": "(((($variable.averageTemperature * ($variable.sensorCount

- 1)) + $input.temperaturelnput.sensorData.temperature) / $variable.sensorCount) <=
($variable.desiredTemperature - $variable.allowedError)) && $variable.goodToGo ==
true",
"actions": [
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:cool0ff"
}
},
{
"iotTopicPublish": {
"mqttTopic": "hvac/Cooling/0Off"

}
]I

"nextState": "idle"

iy

"stateName": "heating",
"onEnter": {
"events": [
{
"eventName": "delay",
"condition": "!$variable.noDelay && $variable.enteringNewState",
"actions": [

ARREANER
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"setTimer": {
"timerName": "heatingTimer",
"seconds": 120
}
I
{
"setVariable": {
"variableName": "goodToGo",
"value": "false"

"eventName": "dontDelay",
"condition": "$variable.noDelay == true",
"actions": [
{
"setVariable": {
"variableName": "goodToGo",
"value": "true"

"eventName": "beenHere",
"condition": "true",
"actions": [
{
"setVariable": {
"variableName": "enteringNewState",
"value": "false"

"onInput": {
"events": [

{
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"eventName": "whatWasInput",
"condition": "true",
"actions": [
{
"setVariable": {
"variableName": "sensorId",
"value": "$input.temperatureInput.sensorId"
}
},
{
"setVariable": {
"variableName": "reportedTemperature",
"value": "$input.temperatureIlnput.sensorData.temperature"
}
}
]
},
{
"eventName": "changeDesired",
"condition": "$input.seedTemperatureInput.desiredTemperature !=

$variable.desiredTemperature",
"actions": [

{
"setVariable": {
"variableName": "desiredTemperature",
"value": "$input.seedTemperatureInput.desiredTemperature"
}
}
]
1,
{
"eventName": "calculateAverage",
"condition": "$input.temperaturelnput.sensorData.temperature <

$variable.anomalousHigh && $input.temperaturelInput.sensorData.temperature >
$variable.anomalousLow",
"actions": [

{
"setVariable": {
"variableName": "averageTemperature",
"value": "((($variable.averageTemperature * ($variable.sensorCount

- 1)) + $input.temperaturelnput.sensorData.temperature) / $variable.sensorCount)"

}

ARREANER
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},
{
"eventName": "areWeThereYet",
"condition": "(timeout(\"heatingTimer\"))",
"actions": [
{
"setVariable": {
"variableName": "goodToGo",
"value": "true"
}
}
]
}
1,
"transitionEvents": [
{
"eventName": "anomalousInputArrived",
"condition": "$input.temperaturelnput.sensorData.temperature >=
$variable.anomalousHigh || $input.temperaturelnput.sensorData.temperature <=

$variable.anomalousLow",
"actions": [

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/anomaly"
}
}
1,
"nextState": "heating"
},
{
"eventName": "highTemperatureSpike",
"condition": "$input.temperaturelnput.sensorData.temperature >

$variable.rangeHigh",
"actions": [

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/spike"
}
},
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:heatOff"
}

ARREANER
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},
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:coolOn"
}
I
{
"iotTopicPublish": {
"mqttTopic": "hvac/Heating/Off"
}
},
{
"iotTopicPublish": {
"mqttTopic": "hvac/Cooling/On"
}
I
{
"setVariable": {
"variableName": "enteringNewState",
"value": "true"
}
}
1,
"nextState": "cooling"
"eventName": "lowTemperatureSpike",
"condition": "$input.temperaturelnput.sensorData.temperature <

$variable.rangelLow",

"actions": [
{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/spike"

}
]I

"nextState": "heating"

"eventName": "desiredTemperature",
"condition": "(((($variable.averageTemperature * ($variable.sensorCount

- 1)) + $input.temperatureInput.sensorData.temperature) / $variable.sensorCount) >=

ARREANER
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($variable.desiredTemperature + $variable.allowedError)) && $variable.goodToGo ==
true",
"actions": [

{

"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:heatOff"
}
I
{
"iotTopicPublish": {
"mqttTopic": "hvac/Heating/Off"

}
1,

"nextState": "idle"

]I

"initialStateName": "start"
1,
"key": "areald",
"roleArn": "arn:aws:iam::123456789012:role/IoTEventsRole"

[E] FE -

"detectorModelConfiguration": {
"status": "ACTIVATING",
"lastUpdateTime": 1557523491.168,
"roleArn": "arn:aws:iam::123456789012:role/IoTEventsRole",
"creationTime": 1557523491.168,
"detectorModelArn": "arn:aws:iotevents:us-west-2:123456789012:detectorModel/
areaDetectorModel",
"key": "areald",
"detectorModelName": "areaDetectorModel",
"detectorModelVersion": "1"
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) HVAC RHH BatchPutMessage &4 AWS loT Events

FILEHIF | BatchPutMessage AR A EBIHEM RS HTEE K I ESVHRBRESH,
fEFM CLI 5 -

aws iotevents-data batch-put-message --cli-input-json file://seedExample.json --cli-
binary-format raw-in-base64-out

% . seedExample.json

"messages": [
{
"messageld": "0000l1",
"inputName": "seedTemperatureInput",
"payload": "{\"areaId\": \"Area51\", \"desiredTemperature\": 20.0, \"allowedError
\": 0.7, \"rangeHigh\": 30.0, \"rangeLow\": 15.0, \"anomalousHigh\": 60.0,
\"anomalousLow\": 0.0, \"sensorCount\": 10, \"noDelay\": false}"
}

"BatchPutMessageErrorEntries": []

L& HIH , BatchPutMessage ARG BEPE—RESHNBERESREE.
ERAM CLI &%

aws iotevents-data batch-put-message --cli-input-json file://temperatureExample.json --
cli-binary-format raw-in-base64-out

= : temperatureExample.json

"messages": [

{
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"messageld": "00005",
"inputName": "temperaturelnput",
"payload": "{\"sensorId\": \"@5\", \"areaId\": \"Area51\", \"sensorData\":
{\"temperature\": 23.12} }"
}

"BatchPutMessageErrorEntries": []

W& | BatchPutMessage AAREE EENFIEERE.
ERAM CLI &%

aws iotevents-data batch-put-message --cli-input-json file://seedSetDesiredTemp.json --
cli-binary-format raw-in-base64-out

= : seedSetDesiredTemp.json

{
"messages": [
{
"messageld": "0000l1",
"inputName": "seedTemperatureInput",
"payload": "{\"areaId\": \"Area51\", \"desiredTemperature\": 23.0}"
}
]
}
B FE -
{
"BatchPutMessageErrorEntries": []
}

Area51 ERIZEHITEEELEM Amazon SNS FAEE 4 -
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Heating system off command> {
"eventTime":1557520274729,
"payload":{

"actionExecutionId":"f3159081-bac3-38a4-96f7-74af0940d0a4",

"detector":{
"detectorModelName":"areaDetectorModel",
"keyValue":"Area51",
"detectorModelVersion":"1"

1,

"eventTriggerDetails":{
"inputName":"seedTemperaturelnput",
"messageld":"00001",
"triggerType'":"Message"

.

"state":{

"stateName":"start",

"variables":{
"sensorCount":10,
"rangeHigh":30.0,
"resetMe":false,
"enteringNewState":true,
"averageTemperature":20.0,
"rangelLow":15.0,
"noDelay":false,
"allowedError":0.7,
"desiredTemperature":20.0,
"anomalousHigh":60.0,
"reportedTemperature":0.1,
"anomalousLow":0.0,
"sensorId":0Q

1,

"timers":{}

}
.

"eventName":"resetHeatCool"

Cooling system off command> {
"eventTime" :1557520274729,
"payload":{

"actionExecutionId":"98f6alb5-8f40-3cdb-9256-93afd4d66192",

BatchPutMessage &5
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"detector":{
"detectorModelName":"areaDetectorModel",
"keyValue":"Area51",
"detectorModelVersion":"1"

},

"eventTriggerDetails":{
"inputName":"seedTemperaturelnput",
"messageld":"00001",
"triggerType'":"Message"

.

"state":{

"stateName":"start",

"variables":{
"sensorCount":10,
"rangeHigh":30.0,
"resetMe":false,
"enteringNewState":true,
"averageTemperature":20.0,
"rangelLow":15.0,
"noDelay":false,
"allowedError":0.7,
"desiredTemperature":20.0,
"anomalousHigh":60.0,
"reportedTemperature":0.1,
"anomalousLow":0.0,
"sensorId":0

},

"timers":{}

}
.

"eventName":"resetHeatCool"

L& BlH , HFIEA DescribeDetector API EXSEAIZRMITE R B kBRI EEEE

f,_{_!t

aws iotevents-data describe-detector --detector-model-name areaDetectorModel --key-
value Area5l

G fE :

"detector": {
"lastUpdateTime": 1557521572.216,
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"creationTime": 1557520274.405,

"state": {
"variables": [

{
"name": "resetMe",
"value": "false"

},

{
"name": "rangeLow",
"value": "15.0"

},

{
"name": "noDelay",
"value": "false"

},

{
"name": "desiredTemperature",
"value": "20.0"

},

{
"name": "anomalousLow",
"value": "0.0"

},

{
"name": "sensorId",
"value": "\"OQ1\""

},

{
"name": "sensorCount",
"value": "10"

},

{
"name": "rangeHigh",
"value": "30.0"

},

{
"name": "enteringNewState",
"value": "false"

},

{
"name": "averageTemperature",
"value": "19.572"

},

{
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"name": "allowedError",
"value": "0Q.7"
},
{
"name": "anomalousHigh",
"value": "60.0"
},
{
"name": "reportedTemperature",
"value": "15.72"
},
{
"name": "goodToGo",
"value": "false"
}
1,
"stateName": "idle",
"timers": [
{
"timestamp": 1557520454.0,
"name": "idleTimer"
}
]
.
"keyValue": "Areabl",
"detectorModelName": "areaDetectorModel",
"detectorModelVersion": "1"

FH HVAC R & H BatchUpdateDetector 345l AWS loT Events
U EH|F , BatchUpdateDetector AREEEEFSRSHTEENRESE,

S¥H HVAC R EBBEESEMXRNEMNZEEREE. RE/RE A HEREFHN AWS loT Eventsiit
IREEFEE, TR IREBERZEEFSE, EFRE , WELSTURABREEMBNEESE , &M
EEEAREEXRERKENEED,

EAM CLI 5 :

aws iotevents-data batch-update-detector --cli-input-json file://areaDM.BUD. json
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= : areaDM.BUD.json

"detectors": [
{
"messageId": "0001",
"detectorModelName": "areaDetectorModel",
"keyValue": "Areabl",
"state": {
"stateName": "start",
"variables": [
{
"name": "desiredTemperature",
"value": "22"

"name": "averageTemperature",
"value": "22"

"name": "allowedError",
"value": "1.0"

"name": "rangeHigh",
"value": "30.0"

"name": "rangelLow",
"value": "15.0"

"name": "anomalousHigh",
"value": "60.0"

"name": "anomalousLow",
"value": "0.0"

"name": "sensorCount",
"value": "12"

BatchUpdateDetector 4l
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"name": "noDelay",
"value": "true"
},
{
"name": "goodToGo",
"value": "true"
},
{
"name": "sensorId",
"value": "0Q"
},
{
"name": "reportedTemperature",
"value": "0Q.1"
},
{
"name": "resetMe",
"value": "true"
}
1,
"timers": [
]
}
}
]
}
[E] FE -
{

An error occurred (InvalidRequestException) when calling the BatchUpdateDetector
operation: Number of variables in the detector exceeds the limit 10

}

AWS |oT Core R RIS|ZHf AWS loT Events

THREIEA AWS loT Events MQTT AAEEH B MHAE FEHBERAR, RMBRFRABERNFZER T
HNEEEEES T HEBEMNSHANENLAN AWS loT Core #1145,

EWEHFH | REZERT BB Area51HeatingUnitH H¥#FArea51CoolingUnits

A/ CLI 5 :
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aws iot create-topic-rule --cli-input-json file://ADMShadowCoolOffRule.json

= : ADMShadowCoolOffRule. json

{
"ruleName": "ADMShadowCoolOff",
"topicRulePayload": {
"sql": "SELECT topic(3) as state.desired.command FROM 'hvac/Cooling/Off'",
"description": "areaDetectorModel mqgtt topic publish to cooling unit shadow
request",
"ruleDisabled": false,
"awsIotSqlVersion": "2016-03-23",
"actions": [
{
"republish": {
"topic": "$$aws/things/${payload.detector.keyValue}CoolingUnit/shadow/
update",
"roleArn": "arn:aws:iam::123456789012:role/service-role/ADMShadowRole"
}
}
]
}
}

EE: [z=A]

FEAK CLI & :
aws iot create-topic-rule --cli-input-json file://ADMShadowCoolOnRule. json

= : ADMShadowCoolOnRule.json

{
"ruleName": "ADMShadowCoolOn",
"topicRulePayload": {
"sql": "SELECT topic(3) as state.desired.command FROM 'hvac/Cooling/On'",
"description": "areaDetectorModel mqgtt topic publish to cooling unit shadow
request",

"ruleDisabled": false,
"awsIotSglVersion": "2016-03-23",
"actions": [

AWS loT Core R HI5|%
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{
"republish": {
"topic": "$$aws/things/${payload.detector.keyValue}CoolingUnit/shadow/
update",
"roleArn": "arn:aws:iam::123456789012:role/service-role/ADMShadowRole"
}
}

mfE: [Z=H]
FRAKN CLIHS :

aws iot create-topic-rule --cli-input-json file://ADMShadowHeatOffRule.json

= : ADMShadowHeatOffRule. json

{
"ruleName": "ADMShadowHeatOff",
"topicRulePayload": {
"sql": "SELECT topic(3) as state.desired.command FROM 'hvac/Heating/Off'",
"description": "areaDetectorModel mqgtt topic publish to heating unit shadow
request",
"ruleDisabled": false,
"awsIotSqlVersion": "2016-03-23",
"actions": [
{
"republish": {
"topic": "$$aws/things/${payload.detector.keyValue}HeatingUnit/shadow/
update",
"roleArn": "arn:aws:iam::123456789012:role/service-role/ADMShadowRole"
}
}
]
}
}

EfE: [Z=H]
AN CLIHS :

AWS loT Core R HI5|%
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aws iot create-topic-rule --cli-input-json file://ADMShadowHeatOnRule.json

= : ADMShadowHeatOnRule.json

{
"ruleName": "ADMShadowHeatOn",

"topicRulePayload": {

"sql": "SELECT topic(3) as state.desired.command FROM 'hvac/Heating/On'",

"description": "areaDetectorModel mqtt topic publish to heating unit shadow

request",

"ruleDisabled": false,

"awsIotSqlVersion": "2016-03-23",

"actions": [

{
"republish": {
"topic": "$$aws/things/${payload.detector.keyValue}HeatingUnit/shadow/

update",
"roleArn": "arn:aws:iam::123456789012:role/service-role/ADMShadowRole"

EfE : [ZH]

#5445 - £ ERIEH4RY Cane AWS loT Events

T Cane NEEFREEAMBIMNREEHEIEER  UBEXEENEXN., S8 Cane HE—ES
i, BESRHAS (@A)  EFIsBIABEENHEBER. EEFEEMERBRNEGHER
25

- ABREBEHERES

- JBIERBREHERZE

FERAREEENALE (BEEEA craneldfM WHEERmotorid) , EEFAILUEAEE K HEKH
TREBRNEHEREE, FAEHFRGE , BAESEEEEMN Amazon SNS £, RESTUE
EEBIEEER  LURS|IREENEA,

Lega R8T 5IZhEE
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- By, #EHL. E#. MER (CRUD) @A,
- By, B, EF. MR (CRUD) S4ERFERNTRRANSH4ERZR.
o A5 — 1B AR BB S EE4ERIER
He B A FRER ZE RIS R R,
i 8% R AN 4 A B H B YRR
REASE R DAGRERE , WRBHERRERE,
BEEER. RE, BRFIHF[ABDEATROBITREEHREEE,
ActionsExecutor £/ SNS BE&E F#THHE,

Biza S UEE PERZRHEAE AWS loT Events

tEEERAER AWS loT Events s B RFREBWA. BEVEARERENEIRRRERERNEH, &
Le g5 R E AN{AF A AWS loT Events SRES#E EiZ M crane & T ¥5%18,

#Create Pressure Input

aws iotevents create-input --cli-input-json file://pressurelnput.json
aws iotevents describe-input --input-name PressureInput
aws iotevents update-input --cli-input-json file://pressurelnput.json

aws iotevents list-inputs
aws iotevents delete-input --input-name Pressurelnput

#Create Temperature Input

aws iotevents create-input --cli-input-json file://temperatureInput.json
aws iotevents describe-input --input-name TemperatureInput
aws iotevents update-input --cli-input-json file://temperaturelInput.json

aws iotevents list-inputs
aws iotevents delete-input --input-name TemperatureInput

#Create Motor Event Detector using pressure and temperature input

aws iotevents create-detector-model --cli-input-json file://motorDetectorModel. json
aws iotevents describe-detector-model --detector-model-name motorDetectorModel
aws iotevents update-detector-model --cli-input-json file://

updateMotorDetectorModel. json

aws iotevents list-detector-models

aws iotevents list-detector-model-versions --detector-model-name motorDetectorModel
aws iotevents delete-detector-model --detector-model-name motorDetectorModel

#Create Crane Event Detector using temperature input
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aws iotevents create-detector-model --cli-input-json file://craneDetectorModel. json
aws iotevents describe-detector-model --detector-model-name craneDetectorModel
aws iotevents update-detector-model --cli-input-json file://

updateCraneDetectorModel. json

aws iotevents list-detector-models

aws iotevents list-detector-model-versions --detector-model-name craneDetectorModel
aws iotevents delete-detector-model --detector-model-name craneDetectorModel

#Replace cranelds
sed -1 '' "s/100008/100009/g" messages/*

#Replace motorIds
sed -i '' "s/200008/200009/9g" messages/*

#Send HighPressure message
aws iotevents-data batch-put-message --cli-input-json file://messages/
highPressureMessage.json --cli-binary-format raw-in-base64-out

#Send HighTemperature message
aws iotevents-data batch-put-message --cli-input-json file://messages/
highTemperatureMessage.json --cli-binary-format raw-in-base64-out

#Send LowPressure message
aws iotevents-data batch-put-message --cli-input-json file://messages/
lowPressureMessage.json --cli-binary-format raw-in-base64-out

#Send LowTemperature message

aws iotevents-data batch-put-message --cli-input-json file://messages/
lowTemperatureMessage.json --cli-binary-format raw-in-base64-out

FAMA Cane EE#2=HY AWS loT Events 15 RISFEH

ERCNRAEIRERBETARERRIEE T EREMESHRBERBEFE, S UEEEMRRE.,
RAIMB R JSON FERERR/ER, EELEZRRA , SIIEENEB L, EBXEREER , UK
BXRE, SLEfBRAEENSENCNRER  @BAME  XEBEBRERH Amazon SNS
BH, SUNEHMERREETS , MASPEEEE,

% : craneDetectorModel. json

"detectorModelName": "craneDetectorModel",
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"detectorModelDefinition": {
"states": [
{
"stateName": "Running",
"onEnter": {
"events": [

{
"eventName": "init",
"condition": "true",
"actions": [
{
"setVariable": {
"variableName": "craneThresholdBreached",
"value": "OQ"
}
}
]
}
]
I
"onInput": {
"events": [
{
"eventName": "Overheated",
"condition": "$input.TemperatureInput.temperature > 35",
"actions": [
{
"setVariable": {
"variableName": "craneThresholdBreached",
"value": "$variable.craneThresholdBreached + 1"
}
}
]
I
{
"eventName": "Crane Threshold Breached",
"condition": "$variable.craneThresholdBreached > 5",
"actions": [
{
"sns": {
"targetArn": "arn:aws:sns:us-
east-1:123456789012:CraneSNSTopic"
}
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.
{
}
]
}
}
1,
"initialStateName":
.
"key": "craneid",
"roleArn":

]
"eventName": "Underheated",
"condition": "$input.Temperaturelnput.temperature < 25",
"actions": [
{
"setVariable": {
"variableName": "craneThresholdBreached",
"value": "0Q"
}
}
]
"Running"

"arn:aws:iam: :123456789012:role/columboSNSRole"

FHBRENERRER, R updateCraneDetectorModel. json

"detectorModelName" :

"craneDetectorModel",

"detectorModelDefinition": {

"states": [

{

"stateName":

"onEnter":

"Running",

"events": [

{

"eventName": "init",
"condition": "true",
"actions": [

{

"setVariable": {
"variableName":
Il@ll

"craneThresholdBreached",
"value":

ERIRRER
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},
{
"setVariable": {
"variableName": "alarmRaised",
"value": "'false'"
}
}
]
}
]
},
"onInput": {
"events": [
{
"eventName": "Overheated",
"condition": "$input.TemperatureInput.temperature > 30",
"actions":
{
"setVariable": {
"variableName": "craneThresholdBreached",
"value": "$variable.craneThresholdBreached + 1"
}
}
]
},
{
"eventName": "Crane Threshold Breached",
"condition": "$variable.craneThresholdBreached > 5 &&
$variable.alarmRaised == 'false'",
"actions":
{
"sns": {
"targetArn": "arn:aws:sns:us-
east-1:123456789012:CraneSNSTopic"
}
I
{
"setVariable": {
"variableName": "alarmRaised",
"value": "'true'"
}
}

iy

ERIRRER
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{
"eventName": "Underheated",
"condition": "$input.TemperatureInput.temperature < 10",
"actions": [
{
"setVariable": {
"variableName": "craneThresholdBreached",
"value": "0Q"
}
}
]
}
]
}
}
1,
"initialStateName": "Running"

iy

"roleArn": "arn:aws:iam::123456789012:role/columboSNSRole"

= : motorDetectorModel. json

"detectorModelName": "motorDetectorModel",
"detectorModelDefinition": {
"states": [
{
"stateName": "Running",
"onEnter": {
"events": [

{
"eventName": "init",
"condition": "true",
"actions": [
{
"setVariable": {
"variableName":
"value": "OQ"
}
}
]
}

"motorThresholdBreached",

ERIRRER
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]
.
"onInput": {
"events": [
{
"eventName": "Overheated And Overpressurized",
"condition": "$input.Pressurelnput.pressure > 70 &&

$input.TemperatureInput.temperature > 30",
"actions": [

{
"setVariable": {
"variableName": "motorThresholdBreached",
"value": "$variable.motorThresholdBreached + 1"
}
}
]
},
{
"eventName": "Motor Threshold Breached",
"condition": "$variable.motorThresholdBreached > 5",
"actions": [
{
"sns": {
"targetArn": "arn:aws:sns:us-
east-1:123456789012:MotorSNSTopic"
}
}
]
}
]
}
}
1,
"initialStateName": "Running"

iy
"key": "motorId",
"roleArn": "arn:aws:iam::123456789012:role/columboSNSRole"

FHEAWERSEER, =R . updateMotorDetectorModel. json

"detectorModelName": "motorDetectorModel",
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"init",
"true",

"setVariable": {

"variableName":
"value":

"detectorModelDefinition": {
"states": [
{
"stateName": "Running",
"onEnter": {
"events": [
{
"eventName":
"condition":
"actions": [
{
}
}
]
}
]
I
"onInput": {
"events": [
{
"eventName":
"condition":

"motorThresholdBreached",
II@II

"Overheated And Overpressurized",
"$input.Pressurelnput.pressure > 70 &&

$input.TemperatureInput.temperature > 30",

L

"actions":

{

"setVariable":
"variableName":

"value": "$variable.motorThresholdBreached + 1"

"eventName":
"condition":
[

"actions":

{

"targetArn":

east-1:123456789012:MotorSNSTopic"

sns 2

{

"motorThresholdBreached",

"Motor Threshold Breached",
"$variable.motorThresholdBreached > 5",

{

"arn:aws:sns:us-

ERIRRER
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]I

"initialStateName": "Running"

I
"roleArn": "arn:aws:iam::123456789012:role/columboSNSRole"

AWS loT Events A Cane E5#&=/1Y E A

EEESEfF , RS REBMAIMER REEE Cane X R KR E A AWS loT Events, ©E2HEEVR H
BEBA , LRIBAMMAEMN TXREEREER A,

EZX . pressurelnput.json

{
"inputName": "PressurelInput",
"inputDescription": "this is a pressure input description",
"inputDefinition": {
"attributes": [
{"jsonPath": "pressure"}
]
}
}

=R . temperaturelnput.json

{
"inputName": "TemperatureInput",
"inputDescription": "this is temperature input description",
"inputDefinition": {
"attributes": [
{"jsonPath": "temperature"}
]
}
}
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A FEEERFEEHAE AWS loT Events

EMHAERETE Cane ERRAHPBREE, AEFREUMMERE AWS loT Events LAUREFE ERE
crane BERMNBEALER, BBEEHALRTEERUHGB AN, EHEMMAMREEL , LUERE
EWEE,

FMBABER

=X . highPressureMessage.json

"messages": [
{
"messageId": "1",
"inputName": "Pressurelnput",

"payload": "{\"craneid\": \"100009\", \"pressure\": 80, \"motorid\":
\||200009\|| } n

}

¥R : highTemperatureMessage.json

{
"messages": [
{
"messageId": "2",
"inputName": "Temperaturelnput",

"payload": "{\"craneid\": \"100009\", \"temperature\": 40, \"motorid\":
\nz@@@@g\n } n

}
]

#E= . lowPressureMessage.json

{
"messages": [
{
"messageId": "1",
"inputName": "Pressurelnput",

"payload": "{\"craneid\": \"100009\", \"pressure\": 20, \"motorid\":
\||2®®®®9\n } n
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}

X . lowTemperatureMessage.json

{
"messages": [
{
"messageId": "2",
"inputName": "TemperatureInput",
"payload": "{\"craneid\": \"100009\", \"temperature\": 20, \"motorid\":
\'"200009\"}"
}
]
}

g5l : FERABESNEHAER AWS loT Events ETSE4E 7

LEERIBRER R AWS loT Events TR A RHNEH —EHR, HHELRR , e HEE,

e &850 7R EE 4 I R FE 2R B RHER AWS loT EventsFERRR B4, CRRMMAEEREESHNER
SRIER | DELTUBREENEE. EUNRLSEREREA. EREMOBHERS , URRER
HE = [ e

{
"detectorModelName": "EventDetectionSensorsAndApplications",
"detectorModelDefinition": {
"states": [
{
"onInput": {

"transitionEvents": [],
"events": []

}I

"stateName": "Device_exception",
"onEnter": {
"events": [

{

"eventName": "Send_mqtt",
"actions": [

{
"iotTopicPublish": {
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"mgttTopic": "Device_stolen"
}
}
1,
"condition": "true"
}
]
I
"onExit": {
"events": []
}
I
{
"onInput": {
"transitionEvents": [
{
"eventName": "To_in_use",
"actions": [],
"condition": "$variable.position !=
$input.AWS_IoTEvents_Blueprints_Tracking_DeviceInput.gps_position",
"nextState": "Device_in_use"
}
1,
"events": []
},
"stateName": "Device_idle",
"onEnter": {
"events": [
{
"eventName": "Set_position",
"actions": [
{
"setVariable": {
"variableName": "position",
"value":
"$input.AWS_IoTEvents_Blueprints_Tracking_DeviceInput.gps_position"
}
}
1,
"condition": "true"
}
]
},
"onExit": {

g5 EARERETSHER
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"events": []

"onInput": {
"transitionEvents": [
{

"eventName": "To_exception",

"actions": [],

"condition":
"$input.AWS_IoTEvents_Blueprints_Tracking_UserInput.device_id !=
$input.AWS_IoTEvents_Blueprints_Tracking_DevicelInput.device_id",

"nextState": "Device_exception"
}
1,
"events": []
},
"stateName": "Device_in_use",

"onEnter": {
"events": []

},
"onExit": {
"events": []
}
}
1,
"initialStateName": "Device_idle"

#if5l : £ Device HeartBeat E515 45 E B2 HYELE AWS loT Events
BASBIEEA R AWS loT Events S ARMENEh—EEAS, BAHERE  TaOAESE,

RO Bk (DHB) $E6IERBA 40ME AWS loT Events EBERR@EZRRER o AR MMAEERIR
BE  BofroRER, BATRAURS  YFBRBEENLDE, THRUOMRERA, EXRE , BIRER
EBELVHEENRE  RTHEEBERREZEAERXHN AWS loT EventsZ 1%,

"detectorModelDefinition": {
"states": [

{
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"onInput": {
"transitionEvents": [
{
"eventName": "To_normal",
"actions": [],
"condition":
"currentInput(\"AWS_IoTEvents_Blueprints_Heartbeat_Input\")",
"nextState": "Normal"
}
1,

"events": []

iy

"stateName": "Offline",
"onEnter": {
"events": [

{
"eventName": "Send_notification",
"actions": [
{
"sns": {
"targetArn": "sns-topic-arn"
}
}
1,
"condition": "true"
}
]
I
"onExit": {
"events": []
}
I
{
"onInput": {
"transitionEvents": [
{
"eventName": "Go_offline",
"actions": [],
"condition": "timeout(\"awake\")",
"nextState": "Offline"
}
1,
"events": [
{
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"eventName": "Reset_timer",
"actions": [
{
"resetTimer": {
"timerName": "awake"
}
}
1,
"condition":
"currentInput(\"AWS_IoTEvents_Blueprints_Heartbeat_Input\")"
}
]
},
"stateName": "Normal",
"onEnter": {
"events": [
{
"eventName": "Create_timer",
"actions": [
{
"setTimer": {
"seconds": 300,
"timerName": "awake"
}
}
1,
"condition":
"$input.AWS_IoTEvents_Blueprints_Heartbeat_Input.value > Q"
}
]
},
"onExit": {
"events": []
}
}
1,
"initialStateName": "Normal"

H - Y ISA Z/R AWS loT Events

WERIZFER Z AWS loT Events T ARENEF (X, A5 ELER K ©3EEEE,

ISA B~
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"detectorModelName": "AWS_IoTEvents_Blueprints_ISA_Alarm",
"detectorModelDefinition": {
"states": [

{
"onInput": {
"transitionEvents": [
{
"eventName": "unshelve",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"unshelve\" &&
$variable.state == \"rtnunack\"",
"nextState": "RTN_Unacknowledged"

.

{
"eventName": "unshelve",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"unshelve\" &&
$variable.state == \"ack\"",
"nextState": "Acknowledged"

.

{
"eventName": "unshelve",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"unshelve\" &&
$variable.state == \"unack\"",
"nextState": "Unacknowledged"

.
{
"eventName": "unshelve",
"actions": [],
"condition":
"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"unshelve\" &&
$variable.state == \"normal\"",
"nextState": "Normal"
}
1,
"events": []
},
"stateName": "Shelved",

ISA B
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"onEnter": {
"events": []

},
"onExit": {
"events": []
}
},
{
"onInput": {
"transitionEvents": [
{
"eventName": "abnormal_condition",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.value > $variable.higher_threshold ||
$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.value < $variable.lower_threshold",
"nextState": "Unacknowledged"

I

{
"eventName": "acknowledge",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"acknowledge\"",

"nextState": "Normal"

},

{
"eventName": "shelve",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"shelve\"",
"nextState": "Shelved"

I

{
"eventName": "remove_from_service",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"remove\"",

"nextState": "Out_of_service"

},

{
"eventName": "suppression",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"suppressed\"",
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"nextState": "Suppressed_by_design"

1,

"events": []
},
"stateName": "RTN_Unacknowledged",
"onEnter": {

"events": [

{
"eventName": "State Save",
"actions": [
{
"setVariable": {
"variableName": "state",
"value": "\"rtnunack\""
}
}
1,
"condition": "true"
}
]
.
"onExit": {
"events": []
}
.
{
"onInput": {
"transitionEvents": [
{
"eventName": "abnormal_condition",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.value > $variable.higher_threshold ||
$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.value < $variable.lower_threshold",
"nextState": "Unacknowledged"

},

{
"eventName": "shelve",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"shelve\"",
"nextState": "Shelved"

iy
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{
"eventName": "remove_from_service",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"remove\"",

"nextState": "Out_of_service"

},

{
"eventName": "suppression",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"suppressed\"",
"nextState": "Suppressed_by_design"

}
1,
"events": [
{
"eventName": "Create Config variables",
"actions": [
{
"setVariable": {
"variableName": "lower_threshold",
"value":
"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.lower_threshold"
}
I
{
"setVariable": {
"variableName": "higher_threshold",
"value":
"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.higher_threshold"
}
}

15
"condition": "$variable.lower_threshold !=
$variable.lower_threshold"

}

},
"stateName": "Normal",
"onEnter": {
"events": [
{

"eventName": "State Save",

ISA &R 180



AWS loT Events HBEABER

"actions": [

{
"setVariable": {
"variableName": "state",
"value": "\"normal\""
}
}
1,
"condition": "true"
}
]
.
"onExit": {
"events": []
}
.
{
"onInput": {
"transitionEvents": [
{
"eventName": "acknowledge",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"acknowledge\"",
"nextState": "Acknowledged"
1,
{

"eventName": "return_to_normal",

"actions": [],

"condition":
"($input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.value <= $variable.higher_threshold
&& $input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.value >=
$variable.lower_threshold)",

"nextState": "RTN_Unacknowledged"

},

{
"eventName": "shelve",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"shelve\"",
"nextState": "Shelved"
.
{

"eventName": "remove_from_service",
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"actions":

"condition":
"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"remove\"",
"nextState":

}I
{

"eventName"

"actions":

"condition":
"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"suppressed\"",
"nextState": "Suppressed_by_design"

L1,

: "suppression",

L1,

}
1,
"events": []
},
"stateName": "Unacknowledged",

"onEnter": {
"events": [

{
"eventName": "State Save",
"actions": [
{
"setVariable": {
"variableName": "state",
"value": "\"unack\""
}
}
1,
"condition": "true"
}
]
I
"onExit": {
"events": []
}
I
{
"onInput": {
"transitionEvents": [
{
"eventName": "unsuppression",

"actions":

L1,

"Out_of_service"

ISA B~
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"condition":
"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"unsuppressed\" &&
$variable.state == \"normal\"",

"nextState": "Normal"

},
{

"eventName": "unsuppression",

"actions": [],

"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"unsuppressed\" &&
$variable.state == \"unack\"",
"nextState": "Unacknowledged"

1,
"eventName": "unsuppression",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"unsuppressed\" &&
$variable.state == \"ack\"",
"nextState": "Acknowledged"

1,
"eventName": "unsuppression",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"unsuppressed\" &&
$variable.state == \"rtnunack\"",
"nextState": "RTN_Unacknowledged"

}
1,
"events": []
I
"stateName": "Suppressed_by_design",

"onEnter": {
"events": []

.
"onExit": {
"events": []
}
.
{
"onInput": {
"transitionEvents": [
{
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"eventName": "return_to_service",

"actions": [],

"condition":
"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"add\" && $variable.state
== \"rtnunack\"",

"nextState": "RTN_Unacknowledged"

},
{

"eventName": "return_to_service",

"actions": [],

"condition":
"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"add\" && $variable.state
== \"unack\"",

"nextState": "Unacknowledged"

},
{

"eventName": "return_to_service",

"actions": [],

"condition":
"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"add\" && $variable.state
== \"ack\"",

"nextState": "Acknowledged"

},
{

"eventName": "return_to_service",

"actions": [],

"condition":
"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"add\" && $variable.state
== \"normal\"",

"nextState": "Normal"

}
1,
"events": []
I
"stateName": "Out_of_service",
"onEnter": {
"events": []
I
"onExit": {
"events": []
}
I
{

"onInput": {
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"transitionEvents": [

{
"eventName": "re-alarm",
"actions": [],
"condition": "timeout(\"snooze\")",
"nextState": "Unacknowledged"
},
{
"eventName": "return_to_normal",
"actions": [],
"condition":
"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"reset\"",
"nextState": "Normal"
I
{
"eventName": "shelve",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"shelve\"",
"nextState": "Shelved"

},

{
"eventName": "remove_from_service",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"remove\"",

"nextState": "Out_of_service"

I

{
"eventName": "suppression",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"suppressed\"",
"nextState": "Suppressed_by_design"

1,
"events": []
I
"stateName": "Acknowledged",
"onEnter": {
"events": [
{
"eventName": "Create Timer",
"actions": [
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{
"setTimer": {
"seconds": 60,
"timerName": "snooze"
}
}
1,
"condition": "true"
},
{
"eventName": "State Save",
"actions": [
{
"setVariable": {
"variableName": "state",
"value": "\"ack\""
}
}
1,
"condition": "true"
}
]
},
"onExit": {
"events": []
}
}
1,
"initialStateName": "Normal"
.
"detectorModelDescription": "This detector model is used to detect if a monitored

device is in an Alarming State in accordance to the ISA 18.2.",
"roleArn": "arn:aws:iam::123456789012:role/IoTEventsRole",
"key": "alarmId"

£l - FH BEBFEMNET AWS loT Events
HERIZZER 2 AWS loT Events TEAREMNES —(EEXR, AHERLE K ©E8EEE,

"detectorModelDefinition": {
"states": [
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{
"onInput": {
"transitionEvents": [

{
"eventName": "not_fixed",
"actions": [],
"condition": "timeout(\"snoozeTime\")",
"nextState": "Alarming"

},

{
"eventName": "reset",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_Simple_Alarm_Input.command == \"reset\"",

"nextState": "Normal"
}
1,
"events": [
{
"eventName": "DND",
"actions": [
{
"setVariable": {
"variableName": "dnd_active",
"value": "1"
}
}
1,
"condition":
"$input.AWS_IoTEvents_Blueprints_Simple_Alarm_Input.command == \"dnd\""
}
]
},
"stateName": "Snooze",
"onEnter": {
"events": [
{
"eventName": "Create Timer",
"actions": [
{

"setTimer": {
"seconds": 120,
"timerName": "snoozeTime"
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}
1,
"condition": "true"
}
]
I
"onExit": {
"events": []
}
I
{
"onInput": {
"transitionEvents": [
{
"eventName": "out_of_range",
"actions": [],
"condition":
"$input.AWS_IoTEvents_Blueprints_Simple_Alarm_Input.value > $variable
"nextState": "Alarming"
}
1,
"events": [
{
"eventName": "Create Config variables",
"actions":
{
"setVariable":
"variableName": "threshold",
"value":

"$input.AWS_IoTEvents_Blueprints_Simple_Alarm_Input.threshold"

.threshold",

}
}
1,
"condition": "$variable.threshold != $variable.threshold"
}
]
},
"stateName": "Normal",
"onEnter": {
"events": [
{
"eventName": "Init",
"actions":
{
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"setVariable": {

"variableName": "dnd_active",
"value": "OQ"
}
}
1,
"condition": "true"
}
]
I
"onExit": {
"events": []
}
I
{
"onInput": {
"transitionEvents": [
{
"eventName": "reset",
"actions": [],
"condition":
"$input.AWS_IoTEvents_Blueprints_Simple_Alarm_Input.command == \"reset\"",
"nextState": "Normal"
I
{
"eventName": "acknowledge",
"actions": [],
"condition":
"$input.AWS_IoTEvents_Blueprints_Simple_Alarm_Input.command == \"acknowledge\"",
"nextState": "Snooze"
}
1,
"events": [
{
"eventName": "Escalated Alarm Notification",
"actions": [
{
"sns": {
"targetArn": "arn:aws:sns:us-
west-2:123456789012:escalatedAlarmNotification”
}
}
1,
"condition": "timeout(\"unacknowledgeTIme\")"

EEER 189



AWS loT Events HBEABER

iy
"stateName": "Alarming",
"onEnter": {

"events": [

{
"eventName": "Alarm Notification",
"actions": [
{
"sns": {
"targetArn": "arn:aws:sns:us-
west-2:123456789012:alarmNotification"
}
},
{
"setTimer": {
"seconds": 300,
"timerName": "unacknowledgeTIme"
}
}
1,
"condition": "$variable.dnd_active != 1"
}
]
I
"onExit": {
"events": []
}
}
1,
"initialStateName": "Normal"
},
"detectorModelDescription": "This detector model is used to detect if a monitored

device is in an Alarming State.",
"roleArn": "arn:aws:iam::123456789012:role/IoTEventsRole",
"key": "alarmId"
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EESEBERKRY  BEBETER,
EERBHEEHL  BEEFERVEREL,

RERERFMERAERD , BT THIEME

a. mEAME—NERE.
b. (EH)@WAHR,
HEREEERT , $TTIIEME :

/A Important
WMRIEIEZEAWS loT SiteWise EEBEM , AIKAEHEETFEVEEZRE AWS loT
SiteWise,

a. I1Z#EAWS loT Events & A B4,
b. BEFE&HA,

c. EBERABMYESIE, W ABMAERTEZERESBHEEEIZ alarm. AWS loT Events
routes BIA K £8,

/A Important

MEMAFEARFTIIEHWABEESE  INEEBTESB/PIEENMEE JSON
B | BIFAEAS K BUEE AWS loT Events,

EREERERYT , BULESR AWS loT Events AREBERB RRENBARYE., RENMLEBRER
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d. (BA) HREEREBHE  BUUFMEERRESFRETHIN —5ZE AWS loT Events
B,
10. (R ) ZAUFEEERRERE TR, WEHMENR , FSHEELEMN AWS loT Events Eif.
1. BEERI,
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EEEERD , BEEBERER,
BEBRBERER,

HETRBERERY , EEERET.
BRI RBEPBRET I E D —EEE .
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£ HEEEREH AWS IoT Events

AWS loT Events B2 Lambda B4 |, R BT EHEETIRE. AEIRBUWMATE AWS loT Events {58185
BWHRFFA Lambda RE , BEMTERNEE, BEANBRBEED , UREFEEMNEHEE,

AWS IloT Events £/ Lambda BNBREE B REA, BRI UM ZHEA Lambda B8 , AWS loT
Events T2 3 #THY B &,

£}

« 7£ B Lambda EKE AWS loT Events

- £/ RHEM Lambda BEE AWS IoT Events

- £ PEEETRKMA AR IAM Identity Center ZEUE AWS loT Events

1£ HZE 3 Lambda B8 AWS loT Events
AWS loT Events 121 Lambda & , AIZEE REENZKRE FEHA4MEGHAEA,

=

Kb

ELAEREY Lambda BB , BEATIER :

« MREHNERBEXBABA , FEE Amazon SNS EREREEEA.
- WMEFMER , F2ETH X4
«  {Amazon Simple Notification Service FiE& A E5m) PHIEE Amazon SNS #] Amazon SNS
SMS AERFRE HMITEEA,
- AWS SMS ( fER#&EEmR) PHTER AWS SKREREEF SMS?,

- MRENEREXEFEHIBARELN , BX4HEEE R AWS Lambda A Amazon SES #
Amazon SNS #Y IAM B,

BHIBR -
JSON

"Version":"2012-10-17",
"Statement": [
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"Effect": "Allow",

"Action": [
"ses:GetIdentityVerificationAttrxibutes",
"ses:SendEmail",
"ses:VerifyEmailIdentity"

1,

"Resource": "*"

"Effect": "Allow",

"Action": [
"sns:Publish",
"sns:0ptInPhoneNumbex",
"sns:CheckIfPhoneNumberIsOptedOut",
"sms-voice:DescribeOptedOutNumbexs"

1,

"Resource": "*"

"Effect": "Deny",
"Action": "sns:Publish",
"Resource": "arn:aws:sns:*:*;*"

"Effect" : "Allow",

"Action" : [
"logs:CreatelLogGroup",
"logs:CreateLogStream",
"logs:PutLogEvents"

1,

"Resource" : "*"

o IRAZERE AWS loT Events 1 iZI1Z/HE/ AWS [E18] AWS Lambda, MNEXENEEBE |
FREIAWS loT Events iw ZMECZE | AR AWS Lambda i 2 F1fE #8Amazon Web Services —#t
Z,

Z

R
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M2 |Lambda EHELL AWS loT Events £ CloudFormation

A BREMEA CloudFormation #i4<KZE Lambda ¥, LEASHEEY IAM A€ |, A
Lambda BEX&({#/H Amazon SES 1 Amazon SNS,

LATREREAIN{a A AWS Command Line Interface (AWS CLI) 3R&Z 37 CloudFormation &,

1. HEEBWREED , #1T aws --version URERBERE AWS CLI, WEFHMEENR , F28
AWS Command Line Interface User Guide F#Y Installing or updating to the latest version of the
AWS CLlI,

2. #4117 aws configure list MAREEEE AWS CLI HFEGARKZEREFTE AWS ERM AWS
EBETPEE . NEFAEF , F2EAWS Command Line Interface A EIEE)Y FHFERAG
DEREMBREALERE

3. T & CloudFormation # 7 notificationLambda.template.yaml.zipo

(® Note
MREETHERSBEINNE & PEREACloudFormation 48,

4. MBFEARIL notificationLambda.template.yaml fE1FFEARK,

5. HEHEWEE LMK KE  WEBEZEMSR THnotificationLambda.template.yamlERME
.

6. EEHE CloudFormation & K FHITTHHS :

aws cloudformation create-stack --stack-name notificationLambda-stack --template-
body file://notificationLambda.template.yaml --capabilities CAPABILITY_IAM

& O LAE Ut CloudFormation 42k H5T Lambda BRBIR E1TA.

(® Note

AWS Lambda EEXEHEBEAK. NEEIRELHNERREEFEEANER , B4T
SR EAB N BRBR T EEEIER. CTNERY EREREEARLF (DLQ) ,
MERARDRENSEH., NERMET , F2H AWS Lambda BB A BISEFRMIER S
A.
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B A LATE CloudFormation £ A BV SREME, MFEFMEH , 52 B AWS CloudFormation

(ERERERE) PHEMAESR,
% #3185 Lambda & AWS loT Events
&R LAE Y Lambda BRI SRS S IRALAVEIEL AWS loT Events.
B2 HFT Lambda BHEE , BATIER,

« ¥718 ALFF Lambda BNEETIEEEEFFEN AWS BEIRIFT .
- WMREMHEH RMEHN Lambda BE AWS loT Events , F51§ 44122 Python 3.7 #1TE R,

Lambda ERE{ &5 :

import boto3
import json
import logging
import datetime
logger = logging.getlLogger()
logger.setlLevel(logging.INFO)
ses = boto3.client('ses"')
sns = boto3.client('sns')
def check_value(target):

if target:

return True
return False

# Check whether email is verified. Only verified emails are allowed to send emails to

or from.
def check_email(email):
if not check_value(email):
return False
result = ses.get_identity_verification_attributes(Identities=[email])
attr = result['VerificationAttributes']
if (email not in attr or attr[email]['VerificationStatus'] != 'Success'):

logging.info('Verification email for {} sent. You must have all the emails

verified before sending email.'.format(email))
ses.verify_email_identity(EmailAddress=email)
return False

return True
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# Check whether the phone holder has opted out of receiving SMS messages from your
account
def check_phone_number(phone_number):
try:
result = sns.check_if_phone_number_is_opted_out(phoneNumber=phone_number)
if (result['isOptedOut']):
logger.info( 'phoneNumber {} is not opt in of receiving SMS messages. Phone
number must be opt in first.'.format(phone_number))
return False
return True
except Exception as e:
logging.error('Your phone number {} must be in E.164 format in SSO. Exception
thrown: {}'.format(phone_number, e))
return False

def check_emails(emails):
result = True
for email in emails:
if not check_email(email):
result = False
return result

def lambda_handler(event, context):
logging.info('Received event: ' + json.dumps(event))
nep = json.loads(event.get('notificationEventPayload'))
alarm_state = nep['alarmState']
default_msg 'Alarm ' + alarm_state['stateName'] + '\n'
timestamp =
datetime.datetime.utcfromtimestamp(float(nep['stateUpdateTime'])/1000).strftime('%Y-
%m-%d %H:%M:%S')
alarm_msg = "{} {} {3} at {3} UTC ".format(nep['alarmModelName'], nep.get('keyValue',
'Singleton'), alarm_state['stateName'], timestamp)
default_msg += 'Sev: ' + str(nep['severity']) + '\n'
if (alarm_state['ruleEvaluation']):
property = alarm_state['ruleEvaluation']['simpleRule']['inputProperty']
default_msg += 'Current Value: ' + str(property) + '\n'
operator = alarm_state['ruleEvaluation']['simpleRule'][ 'operator']
threshold = alarm_state['ruleEvaluation']['simpleRule']['threshold"']
alarm_msg += '({} {3} {})'.format(str(property), operator, str(threshold))
default_msg += alarm_msg + '\n'

emails = event.get('emailConfigurations', [])
logger.info('Start Sending Emails')
for email in emails:
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from_adr = email.get('from')
to_adrs = email.get('to', [])
cc_adrs = email.get('cc', [1)
bcc_adrs = email.get('bcc', [1)
msg = default_msg + '\n' + email.get('additionalMessage', '')
subject = email.get('subject', alarm_msg)
fa_ver = check_email(from_adr)
tas_ver = check_emails(to_adrs)
ccas_ver = check_emails(cc_adrs)
bccas_ver = check_emails(bcc_adrs)
if (fa_ver and tas_ver and ccas_ver and bccas_ver):
ses.send_email(Source=from_adr,
Destination={'ToAddresses': to_adrs, 'CcAddresses': cc_adrs,
'BccAddresses': bcc_adrs},
Message={'Subject': {'Data': subject}, 'Body': {'Text': {'Data':
msg}}})

logger.info('Emails have been sent')

logger.info('Start Sending SNS message to SMS')
sns_configs = event.get('smsConfigurations', [])
for sns_config in sns_configs:
sns_msg = default_msg + '\n' + sns_config.get('additionalMessage', '')
phone_numbers = sns_config.get('phoneNumbers', [])
sender_id = sns_config.get('senderId')
for phone_number in phone_numbers:
if check_phone_number(phone_number):
if check_value(sender_id):
sns.publish(PhoneNumber=phone_number, Message=sns_msg,
MessageAttributes={'AWS.SNS.SMS.SenderID':{'DataType': 'String', 'StringValue':
sender_id}})
else:
sns.publish(PhoneNumber=phone_number, Message=sns_msg)
logger.info('SNS messages have been sent')

MFEFHMET , F2H AWS Lambda HEASEEFHAERE AWS Lambda ?,

CloudFormation &iZs
A T %l CloudFormation &2~ 37 Lambda B &,

AWSTemplateFormatVersion: '2010-09-09'
Description: 'Notification Lambda for Alarm Model'
Resources:

NotificationLambdaRole:
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Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Statement:
- Effect: Allow
Principal:
Service: lambda.amazonaws.com
Action: sts:AssumeRole
Path: "/"
ManagedPolicyArns:
- 'arn:aws:iam::aws:policy/AWSLambdaExecute’
Policies:
- PolicyName: "NotificationLambda"
PolicyDocument:
Version: "2012-10-17"
Statement:
- Effect: "Allow"
Action:
- "ses:GetIdentityVerificationAttributes
- "ses:SendEmail"
- "ses:VerifyEmailIdentity"

Resource: "*"
- Effect: "Allow"
Action:
- "sns:Publish"
- "sns:0ptInPhoneNumber"
- "sns:CheckIfPhoneNumberIsOptedOut"
- "sms-voice:DescribeOptedOutNumbers"
Resource: "*"
- Effect: "Deny"
Action:
- "sns:Publish"
Resource: "arn:aws:sns:*:*:*"
NotificationLambdaFunction:
Type: AWS::Lambda::Function
Properties:
Role: !GetAtt NotificationLambdaRole.Arn
Runtime: python3.7
Handler: index.lambda_handler
Timeout: 300
MemorySize: 3008
Code:
ZipFile: |
import boto3
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import json
import logging
import datetime
logger = logging.getlLogger()
logger.setlLevel(logging.INFO)
ses boto3.client('ses"')
sns boto3.client('sns"')
def check_value(target):

if target:

return True

return False

# Check whether email is verified. Only verified emails are allowed to send
emails to or from.
def check_email(email):
if not check_value(email):
return False
result = ses.get_identity_verification_attributes(Identities=[email])
attr = result['VerificationAttributes']
if (email not in attr or attr[email]['VerificationStatus'] != 'Success'):
logging.info('Verification email for {} sent. You must have all the
emails verified before sending email.'.format(email))
ses.verify_email_identity(EmailAddress=email)
return False
return True

# Check whether the phone holder has opted out of receiving SMS messages from
your account
def check_phone_number(phone_number):
try:
result = sns.check_if_phone_number_is_opted_out(phoneNumber=phone_number)
if (result['isOptedOut']):
logger.info( 'phoneNumber {} is not opt in of receiving SMS messages.
Phone number must be opt in first.'.format(phone_number))
return False
return True
except Exception as e:
logging.error('Your phone number {} must be in E.164 format in SSO.
Exception thrown: {}'.format(phone_number, e))
return False

def check_emails(emails):
result = True
for email in emails:
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if not check_email(email):
result = False
return result

def lambda_handler(event, context):

logging.info('Received event: ' + json.dumps(event))
nep = json.loads(event.get('notificationEventPayload'))
alarm_state = nep['alarmState']

default_msg = 'Alarm ' + alarm_state['stateName'] + '\n'
timestamp =

datetime.datetime.utcfromtimestamp(float(nep['stateUpdateTime'])/1000).strftime('%Y-
%m-%d %H:%M:%S"')

alarm_msg = "{} {3} {3} at {3} UTC ".format(nep['alarmModelName'],

nep.get('keyValue', 'Singleton'), alarm_state['stateName'], timestamp)

cc_adrs,

{'Data"':

default_msg += 'Sev: ' + str(nep['severity']) + '\n'

if (alarm_state['ruleEvaluation']):
property = alarm_state['ruleEvaluation']['simpleRule']['inputProperty']
default_msg += 'Current Value: ' + str(property) + '\n'
operator = alarm_state['ruleEvaluation']['simpleRule'][ 'operator']
threshold = alarm_state['ruleEvaluation']['simpleRule']['threshold"']

alarm_msg += '({} {3} {})'.format(str(property), operator, str(threshold))

default_msg += alarm_msg + '\n'

emails = event.get('emailConfigurations', [])
logger.info('Start Sending Emails')
for email in emails:

from_adr = email.get('from')

to_adrs = email.get('to', [])

cc_adrs = email.get('cc', [1)

bcc_adrs = email.get('bcc', [1)

msg = default_msg + '\n' + email.get('additionalMessage', '')

subject = email.get('subject', alarm_msg)

fa_ver = check_email(from_adr)

tas_ver = check_emails(to_adzrs)

ccas_ver = check_emails(cc_adrs)

bccas_ver = check_emails(bcc_adrs)

if (fa_ver and tas_ver and ccas_ver and bccas_ver):

ses.send_email(Source=from_adr,
Destination={'ToAddresses': to_adrs, 'CcAddresses':

'BccAddresses': bcc_adrs},
Message={'Subject': {'Data': subject}, 'Body': {'Text':
msg}}l})

logger.info('Emails have been sent')
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logger.info('Start Sending SNS message to SMS')
sns_configs = event.get('smsConfigurations', [])
for sns_config in sns_configs:
sns_msg = default_msg + '\n' + sns_config.get('additionalMessage', '')
phone_numbers = sns_config.get('phoneNumbers', [])
sender_id = sns_config.get('senderId')
for phone_number in phone_numbers:
if check_phone_number(phone_number):
if check_value(sender_id):
sns.publish(PhoneNumber=phone_number, Message=sns_msg,
MessageAttributes={'AWS.SNS.SMS.SenderID':{'DataType': 'String', 'StringValue':
sender_id}})
else:
sns.publish(PhoneNumber=phone_number, Message=sns_msg)
logger.info('SNS messages have been sent')

A B Lambda BAE AWS loT Events
FRERBAH , BALEH 2EH Lambda BIE AWS loT Events REEE REH,

EI&EH AWS loT Events 12# Lambda REREBE REHNE , BATIER :

« IRABERFIE Amazon Simple Email Service (Amazon SESHEIXE F B4 BN E FE bt
MEFMEF , 5528 (Amazon Simple Email Service 2 A B1EM) PHBRBEFE it 5

Zo

MREBWFRFER  FER-TERERBREENETBH LU, SETURENRBAENRRTS
B E T BN

- MREHEREEHABA , LA HEFERITEM E.164 BREFERBEN. EBXETS

+<country-calling-code><area-code><phone-number>,

EFERISES
Country A ERTRES E.164 B EHF
X£H 206-555-0100 +12065550100
E 020-1234-1234 +442012341234
AVA T 8+601+12345 +37060112345
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EESRER/MEFIUATE , FEIE https : //countrycode.orgo

REM Lambda BREIS AWS loT Events REREEMEH E.164 I8N EFEEB, T8 , eTF2R
HBEFERE, WREHEELEWMA T ERNERRE , ERKIIGAELN , B LIBIEESXEE, EF
¥ETEEREAS,

£ P EBEERIME AR IAM Identity Center ZEUE AWS loT Events

AWS loT Events £/ AWS IAM Identity Center REZEZ R AR SSO B, A& AWS loT Events
B AELE IAM Identity Center AT AUERLZ £ MNFEAEER. EERABRUERBAGKH

, A ERRA IAM Identity Center , 0 AS W4 A #T18 Z 28 IAM Identity Center &, WFFHE
, FBZRBAWS IAM Identity Center  fEF &SR FHFMEFERSE,

W >

/A Important

« BER AWS loT Events AWS Lambda#l IAM Identity Center iZ23Z2/HEH AWS [EiF,

« AWS Organizations —)X &3 & —1{& IAM Identity Center [E1F, MR ELELETE[EiHH IR
4 IAM Identity Center , #8478 %Mk B 8189 IAM Identity Center 4888, MEFFMEA , 5
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- BIRMNZ LM - AWS B ERETE AWS Cloud F#I1T AWS RIS ERRE, AWS tABREEHTZ
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RSB E T RN EER REA LB EEEE AWS loT Events, 5 ERE5R8H A% E AWS
loT Events AT EEHNLZLEERBE, SHTHRNAFERAEM AWS RIS |, BB EERNRE
AWS loT Events &R,

e

- WE D MEEREE AWS loT Events

« EEE AWS loT Events MR TS, AT A MERREE
- WEHRBRE AWS loT Events

o FRYEEM AWS IoT Events
o FWERRELZ S AWS loT Events

055 MFEEEE AWS loT Events

AWS Identity and Access Management (IAM) 2 —%& AWS fR# , AIHBIEE SR £ thiRFI¥E AWS &
FHER. IAM BEEESEHHETTETERE (BA) MRE (EEHFT ) KEH AWS loT Events
BR, 1AM —EHRHKE AWS , BAINREFER,

ES |

- BEHR

- ERESEBE

- ERABRKEZFIE

- BES S NEREENESZEMA
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« AWS loT Events f0{a]f£ A IAM

« AWS IoT Events & 5 B BUER g8 451

- NEREEEREATEL AWS IoT Events
« ¥ AWS loT Events &9 M FEGETHED

BEHR
F 5 AWS Identity and Access Management (IAM) 1 RIBENARTEMTE :

- REFEAE — BER/EFMELEE  FOEEERFEMETY (FSH 4 AWS loT Events &2
FEE TSR E

- FBEESE — SEEREFAEFIHLIRIMEEFFAIFER (FE2E AWS loT Events Z{AIEA IAM)

- IAM BEEE — BEBRUEEFEIURE (FF28 AWS loT Events & 7 B BUER 1)

FHEDBRE
EOBRBELAWS TR BRBEANAR, BHXALL AWS IEERFERE. IAM FHERIEE
IAM A6 5 9H#ITE D RE,

B LAMER &9 R EAER , 1 AWS IAM Identity Center (IAM Identity Center), E—& A&
7 BT Google/Facebook EAER , UBEEsWEXEA. NFEEBEANFHEENR , F2H
(AWS & A ERHEIER) RHIAEAEN AWS IRF,

HRERXERETFEL, AWS 124 SDK # CLI AR EimZHNEEFE R, MEHAER , F2H (AM
EAEEE) B API 58 RIVAWS F 4 REEREF.

AWS tRF BRER#E

BERI i AWS IRF |, 881t — @& R AWS tRF theroot ERENZEAF TR , RE 0 EEHM
B AWS % M ERNTEFIE, SARBRTEEAREAERATEEER. ABRZEERERE
BENER , F2R (AM £REER) PHEEREAEBRENER.

IAM f5£ F & F B+ 4E

IAM {8 F§ & https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html2 —E & 7 E{HE A
FEARARXNSEFT#, ERURREFNREGRIEREN IAM £AE, WEFEHEA , F2H8
(AM EREERE) PHERAECERAECABS SO RMUER AWS FAKGRKBETFT .
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IAM EHEEEE IAM ERERS  FEEABEAENTITREMNER, NFFHRER , F2H
C(IAM fEREER) FH 1AM £/ &/ A =5,

IAM B

IAM £ & https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.htmIfI B2 BG4S EHFTE , H
ATLAR B ERER R, BULUEBRERETRE IAM A6 (E8E ) M AWS CLI 5 AWS API
REREBEIAR, NEFHENR , F28 (AM £AEFER) PHEBEASNEE,

IAM BEEARBE S0 EAEFR. WK IAM EREFT. BERFFIEEBEREEN , URE
Amazon EC2 #ITHIEAEN, MEFMEN , F2H (AM EAEER) P IAM FHVRIRE EIR
FE

E AR EEFEUE

ERILUEIB R M BUR Y G HIE RS & 5 RNEIR AWS RIZEH AWS R EFER. BERERRES 2 HEIRME
BABVET . ERFEARBFERE AWS |, SFTMELEE, AZSHBEEL JSON X#4 AWS X
FRE 7. MEE—DTH JSON BRXH , F2H (AM EREERE) 8 JSON BEREH,

EEESEMEARK  BEBEEMETRIUEWLEAG THRLEERNTEE , UEETFINEERE,

HEREBERT , ERAENAERBHAT. IAMEEESEY IAM BXRIEHETEEAG , #HERERE
B, IAM BERERBMENFTT , ERRAMERXHIT.

BoBEER

BoBABRERMES D (EAE, FAEFANAR) K JSON FFABRNX A, ERBEREZEH &2 A
HIPLEERATHLESE , UARBEANGKRE. NFETHRUOMELSDHEBER , F2R8 (AM EREE
M) PREBEFEERREREHE] IAM 55,

BOBEBRADA/RNRBEEK (ERABRRE-—52) ESEHRE (ANMNESES 5N BIBEER), 0%
THRNAEZERRRARBRR 2BMERE  F2HE (AM FHEER) PREZEEREANRBE
ZEEE,

HttBREE
AWS TIRHMBRER  IREESERBREER TR :

« FFARR — RESDHEBKRARE AM BRNSZAF . NEFHEF , F28 (IAM EREE
) B IAM BEREFATRRE.
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o PRFEIZEFIBUER (SCP) — A& AWS Organizations VRSB BEBEMNIEER A, MEFMER ,
728 (AWS Organizations A& IER) AR ZEH BER,

- BREFIBE (RCP) — RELRFHPERATAFAIN LR, MEFHMER ,
Organizations fEAE1EFE) FMERZEFIBE (RCP).

- THERBEBX — EURXRFARAACIBE S EAEELERTERER , LSEEXEE
ER R, MEFMAEN , 2 (AM FAEER) PN ITIEREREGE.

FE2E (AWS

ZRBREE

E%E%ﬁﬁ!ﬂ’ﬂﬁ%ﬁﬁﬁﬁ& R, EENFFUSESEMELER, EET7THUMAWS REREREW
MZEBRERRAFHER , F2HR (AM £REER) PHBERF EEE.

BRI NMENEENESEN

WME N o NMEIERNEMER AWS loT Events , BEENE T ER :

« AWS loT Events t{aIEEFH IAM
« ¥ AWS IoT Events &0 MEEUETHED

AWS loT Events Z{aI{E A 1AM

ERER IAM EEY WFEZE AWS loT Events , RS T #2155 FWFLE IAM ThaE AWS loT
Events, ZEE £ 7 # AWS loT Events FEfth AWS BRI {aE2 IAM BB EH , F2E (AWS IAM
FEREER) PME IAM BEEAN R%.

F&E

« AWS loT Events &2 B BR

« AWS loT Events &R A BUR

« LL AWS loT Events & & E M Z#
« AWS loT Events IAM &2

AWS loT Events 9 B BEE

FH IAM B2 ERBER , BULUEEAHSIEENEENER , UREMNEGRG TS AHRIELS
fE. AWS loT Events X E4STEEHE, ERRHFEHREIE, EE T HEE JSON BHEHRFERANVFME T
%, #5280 (AM EHAEERE) B IAM JSON BETESE,
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B

IAM & 2R BER Action TREHABRM LFFRELBNBERE. BERBFER B 20
AWS AP IRFHBIN B . BUREEMABFERR THITHEBHRERNFTT,

PR EETE B E 2 51 AWS loT Events EA F3FH : iotevents:. Bl , EERFEARE

FA API AWS loT Events CreateInputR{EZE I AWS loT Events AR , BEEBEHEE
iotevents:CreateInputBiff, BEERTFEAMEA API AWS IoT Events BatchPutMessagei&{F
BEBMANGT , BEEBEHEE iotevents-data:BatchPutMessageBifE, BURBRARN4E
‘A& Actionm NotActionit®E, AWS loT Events EE&ZEHC KW —HEBE |, #iRE 0T LU L R7S
BITHER,

FEEE-RAXPEEZEIE , FRERDSR , T :

"Action": [
"iotevents:actionl",
"iotevents:action2"

s
@

FHAUERBRATT () REEZEEE, flU, EERERMER Describe XFHAEFEE ,
SUTEME :

"Action": "iotevents:Describe*"

EEEEF AWS loT Events BIMEBE |, 35208 (AM EHERE) 1 EHHE/E AWS loT Events,

Resources

Resource TEAIEEBEERNYH, BIRNXNHBEEE Resource = NotResource Jt&E, EALL
A ARN RIEEEER , IIREABAFET (") REERAEARNERAZIMEER,

AWS loT Events HAIFFEREREE T 5 ARN :
arn:${Partition}:iotevents:${Region}:${Account}:detectorModel/${detectorModelName}

EE ARNs BN ER , F2BE A Amazon Resource Name (ARNs) # 5l AWS &R,

Bilan , BEERRKXFIEEFoobar ERIZREE , FEA TS ARN :

"Resource": "arn:aws:iotevents:us-east-1:123456789012:detectorModel/Foobar"
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FEEEBREERFINAMBATER K FEABHFRT ()

"Resource": "arn:aws:iotevents:us-east-1:123456789012:detectorModel/*"

BL AWS loT Events B)MFEEHBEERIAT , SINARBYERNEBE. EELBRT , BLEAME
RBRZT ().

"Resource": "*"

BL AWS loT Events APl BiEFS R ZEER. Hl0 , SEEKRERRRN
FCreateDetectorModelZ2Zmm A A AtEAESNEEEFERWMANERSFZERNHFT, EELE
—RRRXPIEEZEER , FEHAERDR ARN,

"Resource": [
"resourcel",
"resource2"

EEEF AWS loT Events EREHE R E ARNsHIBE | 55208 (AM EAERE) v EENER
AWS IoT Events, BE 7 BET LAFERAMLEEBEEESHEERN ARN , 5528 AWS loT EventsEEE
A B E,

ESe A

Condition st (5f Condition E#) JBEIEEFRAR ERIHRMHE. Condition TEREAE
H. BUUBRBEFRAKTEE FRRERER PINERT/DR) , REBBEHOEREMNFERPHE,

HRERABXPIEESZME Condition stk , HREE — Condition TEFIEESERSIE , AWS
SEAELE AND BRAFFTME M. WREAE—RUERSIREESEE , SEMEEBORRE AWS F1E
Rt BAFEMABRKRGL , T ERERRANF,

AU EEERGKEARBMLESZH. fl , BANREERECREERAERBERE , K7W
ERNFFAIRTREAE. MFFMES , F2E "IAM EHEER.L P IAM BERTE  SEAE
%

AWS loT Events T REEMABRBFENRG SR  EXBEERA - E2HRGER. EEEEME
AWS 28R REIE , F2E (AM EREERE) FWAWS £8RGFRBTREIE, |

g4
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ZEEMIT AWS loT Events B0 BEBUERNEH] , 528 AWS loT Events 5 9 B R &G4,

AWS loT Events EREKE

AWS [oT Events A X BEUERAERNBR, | FERBEFEEREEBRXEENES

https://docs.aws.amazon.com/lambda/latest/dg/access-control-resource-based.html,

T
W
&4

LL AWS loT Events R AEBH T

A AR RREREE AWS loT Events BIR , REFRFHEREEZHF AWS IoT Events, MFER
BERIEHEZE , 55F A iotevents:ResourceTag/key-name, aws:RequestTag/key-name
= aws:TagKeys fR#4E%5|8# , ERRNEELES , REEREA . WFEFRE AWS loT Events &
RHVEEME R | F52E 1Z58E/M AWS loT Events iR,

EERBEPBFERES  LUIREBEXER LLNEERRBRHEFEINER , B2EIEEEERE AWS loT
Events 8 A,

AWS loT Events IAM & &
IAM B2 PEERFEHNT AWS IRF WEE,
B FRAEEEAER AWS IoT Events

BB ESERATRERE. BRI IAM A6 , IRBEBRFAG, B LUEBMFI AssumeRole
= GetFederationToken & AWS Security Token Service AWS STS API IR{EXRIV BRI ZEEAE
o

AWS loT Events T X EFERABRIEEAER,
R EZE/E

BHEEACARAWS BBFREMBREFNER , MARETK BF. REEXRALERRER
B IAM BRF AR, SCEHBZRBBAIES. IAM EEETURE |, BT ERERBERSERFT,

AWS loT Events T~ X EBEREEE A E,
R&EAE

LR ARREAREREREAC. LAGATRBREFNEMEREFNER , MAREZXKEBFE. K
BAGEHRELN AMIRFES , BEHARFAES. EXRT IAM EESTUEEKAGHNT, T
1B, ER TS BIR L ARG HI TR,
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AWS loT Events X R AR,

AWS IoT Events & 2 B Bk €1 451

BIBFER  FHENAEZEEIFHIEH AWS loT Events ERMEFA, Pt EFEH AWS 8
=& AWS CLIZK AWS APl #1TERE. IAM BEEENERY IAMBEK , BFEAENAGERREER
EHITRE API BRENFIEST, EEEEEV AR ELEBREEZTEEELHFNERENEFE,

BETROAERELEF JSON BERX MY IAM S5 RBR |, F2H (AM FAEERE) AT
JSON ZE&] BT BR,

&

- BRREE

- £/ AWS loT Events £# &

- AFEAEE PREBSHETE AWS loT Events
« ZH —1{E AWS loT Events & A

- BIBEBME AWS loT Events A

BREER

ERGTHBERMEEBRA, fSHEGIRFFHEBASRETAEM, FEEMER AWS loT
Events &R, ELBFIREREN AWS IRFELER, EREURRBS 7 EBKK , FERT
IR EBRER ¢

- FAMAMER AWS ZEBR - £ E AWS loT Events TRIEFRKER |, BFEH AWS ZEHRALENE
TRMEPMEMNGT T, SXBREELEWIREPRM , Wl AWSHEBENEH, NEFHEF , F2HE
(AM EAEER) PEAFTIRE AWS ZEBEE,
- BRFHIEER - ELBEVYBTBERN , BRBRFHTEEMEENGTT. UKD —HEFFTHSE , A
BREERTFEANGT T, EL—FHRERAERNGY , BRBESBEMREEALTE., WEFH
HEF , F2E (AM EAEER) PFHETHIEER.

- RBRERERA MFA-RTREZ:2M , BEXEAEEASERE (MFA) REINHBRERS API
BRI, MEFMER , F2H (AM ERAEERM) PHEAWSHEAZSEZZRFE (MFA).

- ERABREGUENEZS - EUETTHERES , FERES 2 BEBRAFEFNERNRE, F
W, BALRBRNS  BEBRRLARE —EN R IP utSE, SWURFHRGE , JEEEDN
ARSI EE AR RFFRER , IRERMEA SSL = MFA, MFEFMEEF , F2H (AM EAERE
M) B IAM JSON BUER TR : B,
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£/ AWS loT Events 14

£ EFHLAWS loT Events X184 |, BB E —HREHFT, ELHFULEATFEYHAEE F
AWS loT Events ERIEEMHET AWS IRE, NMRELBIYHBEARANEHFAEBREN S 2 BEBER | Al
HREEZHENER (FREIAR) NS , THEAREENTEREE,

ATHRARELERMATUER AWS loT Events £ 5 , Fi§ T3 AWS SEBREREZEER, NF
AHEEA , F2E (AM EREER) hFTETEERAE !

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"iotevents:BatchPutMessage",
"iotevents:BatchUpdateDetector",
"jiotevents:CreateDetectorModel"”,
"iotevents:Createlnput",
"jiotevents:DeleteDetectorModel"”,
"iotevents:DeletelInput",
"iotevents:DescribeDetector",
"iotevents:DescribeDetectorModel”,
"iotevents:DescribelInput",
"iotevents:DescribeloggingOptions",
"jotevents:ListDetectorModelVersions",
"iotevents:ListDetectorModels",
"jiotevents:ListDetectors",
"iotevents:ListInputs",
"iotevents:ListTagsForResouxce",
"iotevents:PutLoggingOptions",
"iotevents:TagResouxce",
"iotevents:UntagResource",
"iotevents:UpdateDetectorModel”,
"iotevents:UpdatelInput",
"iotevents:UpdateInputRouting"
]I
"Resource'": "arn:aws:iotevents:us-
east-1:123456789012:detectorModel/your-detector-model -name",
"Resource": "arn:aws:iotevents:us-east-1:123456789012:input/your-input-name"

o5
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HRMEFW AWS CLI X AWS API (IERE |, BTAFEAFREBEEEGHT. Rz , REAHFFIA
BERERAHITZ AP EENBER AT,

RFEREE BRIESHZT AWS loT Events

WEHSREBNMBRIBER , AFF FAERAEZEIMGMAEAEF > NARRIEER, AHFERE
RISECH IAM FAHREZLEZRBNBBRBEIIERER., WBRBSEXEAHFEA =X AWS CLI
AWS AP| AR ERET A XN TR LB ERVEF T

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUsexPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"jam:ListUserPolicies",
"iam:GetUser"
]I
"Resource": [
"arn:aws:iam::*:user/${aws:username}"
]
}I
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
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"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

1ZER— 1@ AWS loT Events i A

¥ AWS loT Events A BHFIEHERESEAEIZSERRETHEZ LM ZTHEE, AHR
BRAN{ATER L IAM BUEK |, 2 F45E AWS loT Events 8 AR ZEUE | BSR4 H i AN ZEUE,

FEHEHD , BRAILRTFERAE AWS IRF FEEAF —1@ AWS IoT Events #i A exampleInput. &
WA A RFFE A EHE. EHAMBRE A,

HBRE

iotevents:ListInputs, iotevents:DescribelInput, iotevents:CreatelInput. iotevents:D
M iotevents:UpdateInput FARFEAE. MEKFIRTFEAEAFEATEESETAHED

Amazon Simple Storage Service (Amazon S3) €5l Z L f#F:R , FSREATAEBEEHERTITE
kRN

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Sid":"ListInputsInConsole",
"Effect":"Allow",
"Action": [
"iotevents:ListInputs"
]I
"Resource":"arn:aws:iotevents:us-east-2:123456789012:input/*"
}I
{
"Sid":"ViewSpecificInputInfo",
"Effect":"Allow",
"Action": [
"iotevents:DescribeInput"”
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1,

"Resource":"arn:aws:iotevents:us-east-1:123456789012:input/inputName"

"Sid":"ManageInputs",

"Effect":"Allow",

"Action":[
"iotevents:CreatelInput",
"iotevents:DeleteInput”,
"iotevents:DescribeInput",
"iotevents:ListInputs"”,
"iotevents:UpdateInput"

1,

"Resource":"arn:aws:iotevents:us-east-1:123456789012:input/*"

BIBEB R AWS loT Events A

EH B &4 AWS loT Events iR, B ES DB ERGEYE , BIBERZEHIE AWS
loT Events EIRIFEE, LEFIRE MR AFRBA##HNBEEK, T8 , REE##EEOwnerWEA
ZEAENEREREE  TEBEFH, MBEXEERFETRATRILBENSERST,

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "ListInputsInConsole",
"Effect": "Allow",
"Action": "iotevents:ListInputs",
"Resource": "*"
}I
{
"Sid": "ViewInputsIfOwner",
"Effect": "Allow",
"Action": "iotevents:ListInputs",
"Resource": "arn:aws:iotevents:*:*:input/*",
"Condition": {
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"StringEquals": {"aws:ResourceTag/Owner": "${aws:username}"}

BO R BREZREIRETN FRE, IREA WEAEBrichard-roeEEBREK AWS loT
Events ## , Bl## 2B L% Owner=richard-roe= owner=richard-roe., &BMBEEKIE
BEE. FHEBE Owner &4 Owner M owner , ABRHREIBERBITED X/NE, MEFHMASE
# , F2H (AM E£RERERE) P/ IAM JSON BEETE - Rt

1B IR i5 2B CEE A TERS AWS loT Events

® Note

« AWS loT Events LR R A EEAARERYERNMERKRE B EE, EFBIRK
1IEBENRIE ABE AWS IoT Events,

- WEEAHAZE K RETHEEREABRENEFLTRX , LEBRFKH AWS loT Events 7t
ATESIR P BRSO SARS LE .

BEREABEBRZ2MRE , AP RAUTHFFTNERTURH ESESH TN ERINITXE
. & P AWS , ERBEFETREEERREREABRE,

HEEERS (PR PO 5 — EBIARTS (IFILARTS) B , TRES AR ERE . AT SURKF I ARF
REMEFTT , UETEREFIF AN A ABHEMEFNERENEF, [THILEEERR , AWSiE
HIE  HGHEREME RENER , B REEBERAFDEIRS FHER.

RPEZEERBEFMEA aws:SourceArnfl aws :SourceAccount £ EBIEHEABERS|# |, U
PR ##& 5 — 18 BR#E AWS loT Events I2EEE RN, MR aws:SourceArn EFEERE ID
(lEn Amazon S3 FZETEE ARN) , BABFEAEMESIHEEART SR RREIFFT. MREE
FREMELEFEGERNES L , B aws:SourceArn EAEIRE ID , BIEMHBEBERRX P EH
aws :SourceAccount B aws:SourceArn EFMWIRF R , X EFEFAHBEBIKRSE ID,

MREEAEEAF—EEREEREFEHEEEE | AIFEFER aws:SourceArn, MR EFEE R FXIR
FhEMEREEREEHAMEREE , 3588 aws:SourceAccount., B{Eaws:SourceArn#ER
Edsts:AssumeRolefER R E RSB R E RED,
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PELEEREBEABMERERNSGE , 2FA aws:SourceArn KGR ETE£HE , UK
BERWTE ARN, METHEERNWTE ARN , RENRBIEETSEER , BFEA
aws:SourceArn £ERHFAR LR , ARFEAEAF T (*) X ARN fRAEBD . Hlan
arn:aws:iotevents:*:123456789012: %,

TH&E I REWAE FEA aws: SourceArnF aws:SourceAccount £ FHEH R B RS AWS
loT Events , AP I REREABE,

T

- #ifl . REFELAWS loT Events {5RI2R &R

- Eiffl : Z2FHAWS loT Events BRER

- Eifl : FEUSEEHH AWS loT Events &R

- Bl : RE WECEKIEIE AWS loT Events

&5 . ££FH AWS loT Events {88|28518 &

SeEEHUREANER N IAM BUER |, LR 2t FEER T P ERBZEEE AWS loT Events, LK
REAFRERBERIABIEEN AWS tRF AWS loT Events MIRBAINEBEZAE , UHMBEANEZS
B, Htghlh , AEREFENEA WindTurbineol WTRIZRER,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": [
"iotevents.amazonaws.com"
]
}I

"Action": "sts:AssumeRole",
"Condition": {

"StringEquals": {

"aws :SourceAccount": "123456789012"

},
"ArnEquals": {
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"aws:SourceArn": "arn:aws:iotevents:us-
east-1:123456789012:detectorModel /WindTurbinedl1"
}
}

g6l . T2 FH AWS loT Events BRER

I EEBIRETINATZE ST IAM B , AWS loT Events A5 2t EBRER, BERFER GG RKRER
RAEIEEH AWS IEFE AWS loT Events MR AT UIBEZEE,

EREHIF | AEAUEFEEIEE AWS IREFWEMERER | M RER ARN ¥ *BRZF T
TRo aws:SourceAccount M aws:SourceArnffEHLEEE , LABFLIEEERE ARE,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": [
"iotevents.amazonaws.com"
]
},

"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws :SourceAccount": "123456789012"
}I
"ArnEquals": {
"aws:SourceArn'": "arn:aws:iotevents:us-
east-1:123456789012:alarmModel/*"
}
}
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g5 : FEUEEESE S AWS IoT Events &R

W EHIREBMAIERE IAM AEUFEUSE AWS EiFfH AWS loT Events &R, FEBE IAM BEH
FEAEFSEN ARNs , B UABRFIZET ¥ [R5 AWS loT Events WER. WHEZEBREZE
BT LEER, LEFHFHERR us-east-1,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": [
"iotevents.amazonaws.com"
]
},
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws :SourceAccount": "123456789012"
}I
"ArnEquals": {
"aws:SourceArn'": "arn:aws:iotevents:us-east-1:123456789012:*"
}
}
}
]
}

il - 3%E WIFCEKIEIE AWS loT Events

BENSEYENE, EEMBEZREHN AWS loT Events EARRZEWMEE, AFHEM daHAREKE
EHLE AWS loT Events.

Lt g8 B R EB AR TE S FF AWS loT Events i & Rl5# 2 CloudWatch Logs B IAM A&, &R
ARN RERERFE T (*) WEEE AWS loT Events B 5% # T2 E i #%.
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JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": [
"iotevents.amazonaws.com"
]
}I
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws :SourceAccount": "123456789012"
},
"ArnEquals": {
"aws:SourceArn": "arn:aws:iotevents:us-east-1:123456789012:*"
}
}
}
]
}

¥ AWS loT Events B2 MFEGETHED

FEHRUTEFRGBEZE RIS EREHE AWS loT Events H IAM B ] 8218 R ¥ B 2E,
TRE

- REEE DHITEIE AWS loT Events

o BAEBEBHIT iam:PassRole HIIZFE

« BEBEARF UANAWAEBR AWS 1RFE FEFRE AWS IoT Events ER

REREE PBITEIE AWS loT Events

MR AWS EEFRE FAEEENT BE , AXABBENEEES KRG, ENEEESRALRE
HEREZBNEBHAS,
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E IAM mateojackson EAEEREATEARBA#NFMENR , BR
Hiotevents:ListInputsFFu b , 4 T 5| EHIEEES,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
iotevents:ListInputs on resource: my-example-input

EWERT , Mateo EFFREBEFEMMAEE , RFFMER my-example-input BEFE
iotevents:ListInput BiR.

RARESESHIT iam: PassRole HIIFHE

MBEUNEIEEER | FHNEREZERHIT iam: PassRole B , BHNBREXEEN , AFEEAGER
¥ AWS loT Events,

BE AWS B# IREEREACEEGERE K MAREYFNEBXALIRBEELE, NFH
TR , L ARERACBEEZ BB,

Z A marymajor 9 IAM R EERFEAETIEEE AWS loT EventsFE{TEIERF | B4 T SIS H 85
R, B, HFEERBBEGFREAGR TN, Mary REHKAREERGRENF,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEEERT , Mary WBUERABEEH , AFFM#IT iam: PassRole Bk,
MREFEERE , BHEEZN AWS EEE, FNEEESRHENEZRE.
BEEERF WA AR AWS IRF 77EUEA AWS loT Events IR

ARy —EAe , BEMKRFPNEREREEBATHAESFIENE R, S UEEZ LT
LEEEVHIREZRAR. SHEXEERERNBERSFEUZHIEE (ACL) RYBRES |, &7 SUE R BRL R
RREBETFAEFEENE RN,

SR T I EE B HERE

- EETH ZA AWS loT Events XEELINEE |, 582 AWS loT Events ZMAIfE A 1AM,

- BETRNMRAEHER AWS 1kRF WERTFEHE , F2H (IAM E£AEER) PHESHES AWS
RE N %S —E P58 IAM EAERHFIE.

- BEETRINMKERNEIERMBE=S AWS IRF |, 528 (AM FAEER) TS FIER
HEE=H AWS IRF #H,

SREHER 225


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html

AWS loT Events HBEABER

- METHNMEBBKS 52 RUFIE , F268 (AM £RERER) PHBEFIRREAGENTE
THEIRENERE BMSE D).

- MFTHREASENEFREBRRETEIRFFRCEANZR , 528 (AM £REER) 8 IAM
R ESIR S EREFR

EE4 AWS loT Events UERTSEM, ATHAMEMRMEE

By B MEE A AWS SR A M FEM, T A AWS loT Events MIBENEE L9, EEZME AWS
RFRNWATEI D WEERER , UEERESH ARG ERRMEE, FABREEZH AWS loT
Events , BEZEV B TE  HPEETIBENER ;

- ERBERRMAE?

- BERBLEFR?

- ERELEERNVERAM?
- BERAMLEERTE?

- FERITERER?

- BREBBERERBEAH ?

T—ESRRARFEFHIER AWS loT Events BBV EEE | FERET RN BN E S LS
TREMEE. EREE AWS loT Eventstiy , FFF B LR ERER , Mtk 828 B AT MeEE BHK
&, #HEBEEREERANREEERRL. REBMERES .

Flan | WREFERAA R Amazon EC2 , BT LAESIR S TEEM CPU FHZE, W /0 MMAERERE,
ERETHESEMEBEYNELE  BUFZEEMREIEATERZEL , SABEK CPU £AXR, X&
HEHR 110, RBRMERRE,

&

- AEEEEMATA T E AWS loT Events

« AWS loT Events ffEF Amazon CloudWatch #1752

- {£F 5c8% AWS loT Events API 04 AWS CloudTrail

AEEEER R B T B AWS loT Events

AWS B Ea AREEMN T E AWS loT Events, BaJUREHP LT ERETER BHET
BEEFFHNA, BERERTREEBLEEER.
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BELERTE

B EATHESLERTE | EREERIFESE AWS loT Events FRe

« Amazon CloudWatch Logs — #& AWS CloudTrail SR E Mt 3#REE$E, FHRAMEFEEN BRFER, ME
FHEF , F2E (Amazon CloudWatch fEA&E1ER) FHEA Amazon CloudWatch &R R.

« AWS CloudTrail HEE#E - EIRF 2B A BFHER. EB# A FHEREEE CloudWatch Logs
RENEFESHRE CloudTrail BFFER. £ Java PEAAREREREARN , URBELZNAFER
£ CloudTrail &I AREE, MFEFMER , F2E AWS CloudTrail EREREEHNEA
CloudTrail HESH#EZR

FEERTE

EPNE—EEZEED AWS loT Events B FEIEE#R CloudWatch B RAREENIER. AWS loT
Events, CloudWatch MEf AWS 2 A EKRREHK AWS RIFREMat-a-glance., EREHBRE L
/9 B EEHE R AWS loT Events,

« AWS loT Events £ A SR :

- ERIBRER

- {ERIZE

- WA

- RE
« CloudWatch B ESHER :

- BAIEREMREE

- BRHEERNER

- IRIZEFEMREE

Besh , WA BAER CloudWatch #11T T 3B E

« B2 CloudWatch &R iR A BE 12 18 B /U\ Y BR 7%
- ARR#EIBEEURRZEBZNEFLEEER.
- BENRELNRE AWS ERIEE

- BVHRGEEEEARLERENER
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AWS loT Events £ Amazon CloudWatch 17 E54%

ERBIR S {EEE AWS loT Events {ERISFERE | MEEHNE AWS loT Events IEFEMATE , IR TI&
FIW{EfIEEER. Amazon CloudWatch AWS & Bl GBS 8K AWS BERFMEE LHITHEAEN, &
iB CloudWatch , B £ E T HRERFEH., AR KENEERRE, 7EFE AWS loT Events {8
B 2548 AU BE U Amazon CloudWatch 52 % 1R M1 A B CloudWatch 528k #9/HBIE A AWS loT
Events, EEE4XHELNTA RN AR , BXEKFHEREREAS "EiF, , YiRMU—IZEEHEE
B, BMERIREREBANEAN KeyValue,

THEHIFETR E4ER CloudWatch DEBUG B i1 H AWS loT Events,

"timestamp": "2019-03-15T15:56:29.412Z",
"level": "DEBUG",
"logMessage": "Summary of message evaluation",
"context": "MessageEvaluation",
"status": "Success",
"messageld": "SensorAggregate_2th846h",
"keyValue": "boiler_1",
"detectorModelName": "BoilerAlarmDetector",
"initialState": "high_temp_alarm",
"initialVariables": {
"high_temp_count": 1,
"high_pressure_count": 1
1,
"finalState": "no_alarm",
"finalVariables": {
"high_temp_count": 0,
"high_pressure_count": 0
.
"message": "{ \"temp\": 34.9, \"pressure\": 84.5}",
"messageType": "CUSTOMER_MESSAGE",
"conditionEvaluationResults": [

{
"result": "True",
"eventName": "alarm_cleared",
"state": "high_temp_alarm",
"lifeCycle": "OnInput",
"hasTransition": true

.

{

"result": "Skipped",
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"eventName": "alarm_escalated",
"state": "high_temp_alarm",
"lifeCycle": "OnInput",
"hasTransition": true,

"resultDetails": "Skipped due to transition from alarm_cleared event"
.
{

"result": "True",

"eventName": "should_recall_technician",

"state": "no_alarm",

"lifeCycle": "OnEnter",
"hasTransition": true

£ 524% AWS loT Events APl 0L AWS CloudTrail

AWS loT Events 2 E2 [RIEE S AWS CloudTrail , lLIRBIREERAE. A AWS RIETEH A EHE
ZEHERIEEE AWS loT Events., CloudTrail €4 B9FFE AP FEIUKEEEY AWS loT Events B4 , 21&
KB AWS loT Events =AML | IR EE AWS loT Events APIstyZ B,

MREBEIREER , BO LU CloudTrail E4FER T E Amazon S3 fF#EFETE |, 2 HEH AWS loT
Events. BMfEEREZEER | ATLUEIR CloudTrail THEAFNEHBR L CHBRESEHES, &7
LA CloudTrail FTUXEERY & AR B2 HAYFER AWS loT Events, 12HFERE IP bk, RHFES
MWAE, BHEBROERE , UREMFHBENR,

EEE—5 T # CloudTrail , 5Z2BAWS CloudTrail (FEHAEERE) .

AWS loT Events CloudTrail RRYE A

EREYI AWS RE I , 7E8MIRS LA CloudTrail, E5EB1E 4R AWS loT Events , &%5&
BECHKTE CloudTrail B4 H |, YESHELCHKFCHKEM AWS REEH. EWTUE AWS IRFEH
miR, BEENTHRIENEN. WEFHMEF  FSHELEA CloudTrail EAHFEE G,

HERGEREE AWS IRFHEVEH |, 318 B9SEH AWS loT Events , FFEIIERE, REREZR
CloudTrail # BFFERR I E Amazon S3 REFEITE. RIFFER , ELAEEERAPEURER , RES®
EAEMA AWS B, REFRLHEAWS 2EETRRERENESH , Wi AFEREXIRIEEN
Amazon S3 fEZET 8, tbHh , WAL EH A AWS IR , L — S DT FEIE CloudTrail BEE AR
WENEHER., MEFMER , F2H
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- B AWS ZHIREEBH

« CloudTrail X BENRENES

« X CloudTrail By Amazon SNS & Al

- BEWZEEEN CloudTrail AFERMZEWZEIRSE CloudTrail HFER

B-SEMHNAREXRNSLSELEFRENET. B3P EATHEEHE T5IEE !

- ZERBECLARK IAM EAEBRFRL,
- REBFERE , RECATREACIBMSE I ERENETRRZLEBR.

. BREDmEM AWS BHRE,

WMEFMEH , 5520 CloudTrail userldentity element. AWS loT Events actions 52 AWS loT
Events APl &Zf,

T & AWS loT Events BEE1E21EH

BHR AR, TRESEEHMA ARERIIELIEEN Amazon S3 FfFRTE. AWS
CloudTrail HEFEREE—HZEHREE . —EASHAEMRREHNE—FR , XISHFREE.
ARWBHNEE, FRBEEEHA. CloudTrail BFERI KT AP FILER S HEBHEF
Rt T & LB E BT H R

& AWS ZRIEF R EUA CloudTrail 58828 , ¥ AWS loT Events BIE# /TR A Z & API N} #E1E
CloudTrail BEEERFPEMH K MELAFERSEEM AWS REGEH —EE A, CloudTrail 2R #EHA
BEERKD , REMBEIHEHEAFTER,

BEBFEENSTEELEERCAENENA, BFRLEEINERAEETP»ER , THEBEYHETIE
3 .

. EERREEARN AV EREHERE L.
RUZERE  REEATHEACABASSEAENERRLER,
ARREHEM AWS RBR .

BA LR EEA B SR RFMIE Amazon S3 EETE S | BT LUESE Amazon S3 A dniBHIE I
REBHFAMERAFER. B BAFERTERMEH Amazon S3 RIREFIHINZR (SSE) 11%,

EEEAGFEEMNBRINEN , BALEEE CloudTrail £ B R A RE4# Amazon SNS &
M, MEHMER , F2B A CloudTrail 3%E Amazon SNS &4,
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B AT LUE ZE AWS B ZE AWS IRE# AWS loT Events B 518 REE E 8 — Amazon S3
FRTEE,

H RS RS EEEER CloudTrail HFEESR , AR ESERFEW CloudTrail B FER.

&7 : CloudTrail B9 DescribeDetector Bk

AT EHIZE R 2R R DescribeDetector EYERY CloudTrail B551EH

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/bertholt-brecht",
"accountId": "123456789012",
"accessKeyId": "access-key-id",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-08T18:53:58Z"
},
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QHS8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"

}
I
"eventTime": "2019-02-08T19:02:447",
"eventSource": "iotevents.amazonaws.com",
"eventName": "DescribeDetector",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-cli/1.15.65 Python/3.7.1 Darwin/16.7.0 botocore/1.10.65",
"requestParameters": {
"detectorModelName": "pressureThresholdEventDetector-brecht",
"keyValue": "1"
I
"responseElements": null,
"requestID": "00f41283-eal@f-4e85-959f-bee37454627a",
"eventID": "5eb0180d-052b-49d9-a289-0eb8d08d4c27",
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"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"

&4 : CloudTrail B CreateDetectorModel Ej{E

LT EHIZETRNERTR CreateDetectorModel B4R CloudTrail HE5EH .

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE:IotEvents-Lambda",

"arn": "arn:aws:sts::123456789012:assumed-role/IotEvents-RoleForIotEvents-
ABC123DEF456/IotEvents-Lambda",

"accountId": "123456789012",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z2"
1,
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
" "arn:aws:iam: :123456789012:role/IotEventsLambda-RoleForIotEvents-

arn":
ABC123DEF456",
"accountId": "123456789012",
"userName": "IotEventsLambda-RoleForIotEvents-ABC123DEF456"

}

}
},
"eventTime": "2019-02-07T23:54:437",
"eventSource": "iotevents.amazonaws.com",
"eventName": "CreateDetectorModel",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",

"requestParameters": {
"detectorModelName": "myDetectorModel",
"key": "HIDDEN_DUE_TO_SECURITY_REASONS",
"roleArn": "arn:aws:iam::123456789012:role/events_action_execution_role"

iy

"responseElements": null,
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"requestID": "cecfbfal-e452-4fa6-b86b-89a89f392b66",
"eventID": "8138d46b-50a3-4af@-9c5e-5af5ef75ea55",
"eventType": "AwsApiCall",

"recipientAccountId": "123456789012"

&if5] : CloudTrail B9 Createlnput EiE

LU 6B R 2B~ CreateInput E4ER CloudTrail BEEHE,

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QHS8DHBEXAMPLE:IotEvents-Lambda",

arn":
ABC123DEF456/IotEvents-Lambda",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z"
1,
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",

arn":
ABC123DEF456",
"accountId": "123456789012",
"userName": "IotEventsLambda-RoleForIotEvents-ABC123DEF456"

}

}
},
"eventTime": "2019-02-07T23:54:437",
"eventSource": "iotevents.amazonaws.com",
"eventName": "CreatelInput",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",
"requestParameters": {

"inputName": "batchputmessagedetectorupdated",

"inputDescription": "batchputmessagedetectorupdated"
},

"arn:aws:iam: :123456789012:role/IotEventsLambda-RoleForIotEvents-

"arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-
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"responseElements": null,

"requestID": "fb315af4-39e9-4114-94d1-89c9183394cl",
"eventID": "6d8cf67b-2a03-46e6-bbff-ell3a7bdedle",
"eventType": "AwsApiCall",

"recipientAccountId": "123456789012"

&7 : CloudTrail B9 DeleteDetectorModel Eh{E

AT EBIZE TR ERE R DeleteDetectorModel B4R CloudTrail BE5EH .

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalld": "AKIAI44QH8DHBEXAMPLE:IotEvents-EventsLambda",

"arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-

ABCD123DEF456/IotEvents-EventsLambda",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {

"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z2"
I
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:r0le/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456",
"accountId": "123456789012",
"userName": "IotEventsLambda-RoleForIotEvents-ABCD123DEF456"

}

}
I
"eventTime": "2019-02-07T23:54:117",
"eventSource": "iotevents.amazonaws.com",
"eventName": "DeleteDetectorModel",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",

"requestParameters": {
"detectorModelName": "myDetectorModel"

}I
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"responseElements": null,

"requestID": "149064cl-4e24-4160-a5b2-1065e63ee2e4",
"eventID": "7669db89-dcc@-4c42-904b-f24b764dd808",
"eventType": "AwsApiCall",

"recipientAccountId": "123456789012"

#if5] : CloudTrail #9 Deletelnput EiE

LT EHIERNRRER DeleteInput B4R CloudTrail BEEHEE

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalld": "AKIAI44QH8DHBEXAMPLE:IotEvents-EventsLambda",
"arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456/IotEvents-EventsLambda",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z2"
I
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:r0le/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456",
"accountId": "123456789012",
"userName": "IotEventsLambda-RoleForIotEvents-ABCD123DEF456"

}

}
I
"eventTime": "2019-02-07T23:54:38Z7",
"eventSource": "iotevents.amazonaws.com",
"eventName": "Deletelnput",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",
"errorCode": "ResourceNotFoundException",
"errorMessage": "Input of name: NoSuchInput not found",

"requestParameters": {
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"inputName": "NoSuchInput"
.
"responseElements": null,
"requestID": "ce6d28ac-5baf-423d-a5c3-afd0@9c967e3",
"eventID": "be@ef0@ld-1c28-48cd-895e-c3ff3172c08e",
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"

&35 : CloudTrail B9 DescribeDetectorModel B4k

LT EHERNERETR DescribeDetectorModel EifEM CloudTrail BEEER

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE:IotEvents-EventsLambda",
"arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456/IotEvents-EventsLambda",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z2"
I
"sessionIssuer": {
"type": "Role",
"principalId": "AAKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:r0le/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456",
"accountId": "123456789012",
"userName": "IotEventsLambda-RoleForIotEvents-ABCD123DEF456"

}

}
I
"eventTime": "2019-02-07T23:54:20Z2",
"eventSource": "iotevents.amazonaws.com",
"eventName": "DescribeDetectorModel",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",

"requestParameters": {
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"detectorModelName": "myDetectorModel"
I
"responseElements": null,
"requestID": "18a11622-8193-49a9-85cb-1fa6d3929394",
"eventID": "1ad80ff8-3e2b-4073-ac38-9cb3385beb04",
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"

&5l : CloudTrail #9 Describelnput Bk

LT EHIBERNRRER DescribeInput EYEM CloudTrail BB H,

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE:IotEvents-EventsLambda",

"arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-

ABCD123DEF456/IotEvents-EventsLambda",
"accountId": "123456789012",
"accessKeyId": "AAKIAI44QHS8DHBEXAMPLE",
"sessionContext": {

"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z2"
1,
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
" "arn:aws:iam: :123456789012:role/IotEventsLambda-RoleForIotEvents-

arn":
ABCD123DEF456",
"accountId": "123456789012",
"userName": "IotEventsLambda-RoleForIotEvents-ABCD123DEF456"

}

}
},
"eventTime": "2019-02-07T23:56:09Z2",
"eventSource": "iotevents.amazonaws.com",
"eventName": "DescribeInput",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",
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"requestParameters": {
"inputName": "input_createinput"
},
"responseElements": null,
"requestID": "3af64l1fa-d8af-41c9-ba77-ac9c6260f8b8",
"eventID": "bc4ebcc@-55f7-45c1-b597-ec99aalsc8la”,
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"

&4l : CloudTrail B9 DescribeLoggingOptions B

LT EHIBE RN ZE R DescribelLoggingOptions &R CloudTrail BFEHEE .

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE:IotEvents-EventsLambda",
"arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456/IotEvents-EventsLambda",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z2"
1,
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
" "arn:aws:iam: :123456789012:role/IotEventsLambda-RoleForIotEvents-

arn":
ABCD123DEF456",
"accountId": "123456789012",
"userName": "IotEventsLambda-RoleForIotEvents-ABCD123DEF456"

}

}
},
"eventTime": "2019-02-07T23:53:237",
"eventSource": "iotevents.amazonaws.com",
"eventName": "DescribeloggingOptions",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",
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"requestParameters": null,

"responseElements": null,

"requestID": "b624b6c5-aa33-41d8-867b-025ec747ee8f",
"eventID": "9c7ce626-25c8-413a-96e7-92b823d6c850",
"eventType": "AwsApiCall",

"recipientAccountId": "123456789012"

&5 : CloudTrail B9 ListDetectorModels EjfE

LT &P ERT ListDetectorModels EEH CloudTrail BEE1EH .

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE:IotEvents-EventsLambda",

"arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456/IotEvents-EventsLambda",

"accountId": "123456789012",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z2"
1,
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
" "arn:aws:iam: :123456789012:role/IotEventsLambda-RoleForIotEvents-

arn":
ABCD123DEF456",
"accountId": "123456789012",
"userName": "IotEventsLambda-RoleForIotEvents-ABCD123DEF456"

}

}
},
"eventTime": "2019-02-07T23:53:237",
"eventSource": "iotevents.amazonaws.com",
"eventName": "ListDetectorModels",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",

"requestParameters": {
"nextToken": "CkZEZXR1Y3RvcklvZGVsM19saXN@ZGVOZWNOb3Jtb2R1bHNOZXNOX2V10WIkZTk1YT",
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"maxResults": 3
.
"responseElements": null,
"requestID": "6d70f262-da95-4bb5-94b4-c08369df75bb",
"eventID": "2d@la25c-d5c7-4233-99fe-celb8ec@5516",
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"

&35 : CloudTrail B ListDetectorModelVersions B4k

UTEHBERNERETR ListDetectorModelVersions EifEM CloudTrail B56ER

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE:IotEvents-EventsLambda",
"arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456/IotEvents-EventsLambda",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z2"
I
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:r0le/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456",
"accountId": "123456789012",
"userName": "IotEventsLambda-RoleForIotEvents-ABCD123DEF456"

}

}
I
"eventTime": "2019-02-07T23:53:337",
"eventSource": "iotevents.amazonaws.com",
"eventName": "ListDetectorModelVersions",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",

"requestParameters": {
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"detectorModelName": "myDetectorModel",
"maxResults": 2
},
"responseElements": null,
"requestID": "ebecb277-6bd8-44ea-8abd-fbf40ac4sbee",
"eventID": "fc628la2-3fac-4ele-98e@-cab560b8b8be",
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"

&5 : CloudTrail B ListDetectors Ei{E

LT ERIETRNERTR ListDetectors BEM CloudTrail HE5EH .

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE:IotEvents-EventsLambda",
"arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456/IotEvents-EventsLambda",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z2"
1,
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
" "arn:aws:iam: :123456789012:role/IotEventsLambda-RoleForIotEvents-

arn":
ABCD123DEF456",
"accountId": "123456789012",
"userName": "IotEventsLambda-RoleForIotEvents-ABCD123DEF456"

}

}
},
"eventTime": "2019-02-07T23:53:547",
"eventSource": "iotevents.amazonaws.com",
"eventName": "ListDetectors",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",
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"requestParameters": {
"detectorModelName": "batchputmessagedetectorinstancecreated",
"stateName": "HIDDEN_DUE_TO_SECURITY_REASONS"

.

"responseElements": null,

"requestID": "4783666d-1e87-42a8-85f7-22d43068af94",

"eventID": "@d2b7e9b-afeb6-4aef-afd2-a@bble9614a9",

"eventType": "AwsApiCall",

"recipientAccountId": "123456789012"

#if5l : CloudTrail # Listinputs EifE

LTEHBERNERER ListInputs BIYEMY CloudTrail B3EH

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalld": "AKIAI44QH8DHBEXAMPLE:IotEvents-EventsLambda",

"arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-

ABCD123DEF456/IotEvents-EventsLambda",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {

"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z2"
I
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:r0le/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456",
"accountId": "123456789012",
"userName": "IotEventsLambda-RoleForIotEvents-ABCD123DEF456"

}
}
I
"eventTime": "2019-02-07T23:53:577",
"eventSource": "iotevents.amazonaws.com",
"eventName": "ListInputs",
"awsRegion": "us-east-1",

"sourceIPAddress": "192.168.0.1",
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"userAgent": "aws-internal/3",

"requestParameters": {
"nextToken": "CkhjYW5hcnlfdGVzdF9pbnB1ldF9saXN@ZGVOZWNOb3Jtb2R1bHNOZXN@ZDU30GZ",
"maxResults": 3

},

"responseElements": null,

"requestID": "dd6762al-1f24-4e63-a986-5ea3938a03da",

"eventID": "c500f6d8-e271-4366-8f20-da4413752469",

"eventType": "AwsApiCall",

"recipientAccountId": "123456789012"

&4 : CloudTrail B9 PutLoggingOptions EiE

LT EHIBE RN ZE R PutLoggingOptions E)fERY CloudTrail BFEIEH .

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE:IotEvents-EventsLambda",
"arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456/IotEvents-EventsLambda",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z2"
1,
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456",
"accountId": "123456789012",
"userName": "IotEventsLambda-RoleForIotEvents-ABCD123DEF456"

}
}
},
"eventTime": "2019-02-07T23:56:437",
"eventSource": "iotevents.amazonaws.com",
"eventName": "PutLoggingOptions",
"awsRegion": "us-east-1",
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"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",
"requestParameters": {
"loggingOptions": {
"roleArn": "arn:aws:iam::123456789012:r0le/logging__logging_role",
"level": "INFO",
"enabled": false
}
},
"responseElements": null,
"requestID": "df570e50-fbl19-4636-9ec@-e150a94bc52c",
"eventID": "3247f928-26aa-471le-b669-e4a9eb6fbc42c",
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"

&5 : CloudTrail 8 UpdateDetectorModel B4

LA g1 REY 2B R UpdateDetectorModel B)YEHI CloudTrail BE5EE

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE:IotEvents-EventsLambda",
"arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456/IotEvents-EventsLambda",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z2"
1,
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QHS8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456",
"accountId": "123456789012",
"userName": "IotEventsLambda-RoleForIotEvents-ABCD123DEF456"

}
}I
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"eventTime": "2019-02-07T23:55:517",

"eventSource": "iotevents.amazonaws.com",
"eventName": "UpdateDetectorModel",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",

"requestParameters": {
"detectorModelName": "myDetectorModel",
"roleArn": "arn:aws:iam::123456789012:role/Events_action_execution_role"
.
"responseElements": null,
"requestID": "add29860-cl1c5-4091-9917-d2efl3c356cf",
"eventID": "7baa9al4-6a52-47dc-aea®-3cace@5147c3",
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"

&5l : CloudTrail #9 Updatelnput Bk

LT EHIE RN ERER UpdateInput B4R CloudTrail BEEHEE

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalld": "AKIAI44QH8DHBEXAMPLE:IotEvents-EventsLambda",
"arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456/IotEvents-EventsLambda",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z2"
I
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:r0le/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456",
"accountId": "123456789012",
"userName": "IotEventsLambda-RoleForIotEvents-ABCD123DEF456"
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},

"eventTime": "2019-02-07T23:53:00Z",

"eventSource": "iotevents.amazonaws.com",

"eventName": "UpdateInput",

"awsRegion": "us-east-1",

"sourceIPAddress": "192.168.0.1",

"userAgent": "aws-internal/3",

"errorCode": "ResourceNotFoundException",
"errorMessage": "Input of name: NoSuchInput not found",

"requestParameters": {

"inputName": "NoSuchInput",

"inputDescription": "this is a description of an input"
1,
"responseElements": null,
"requestID": "58d5d2bb-4110-4c56-896a-ee9156009f41",
"eventID": "c2df24la-fd53-4fd0-936c-ba309e5dc62d",
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"

&l : CloudTrail B9 BatchPutMessage B

AWS loT Events A[ LA CloudTrail B&#TE R FH API o8&, LEHIEEE
BatchPutMessageBIEMT B ER B HHNFHEH.

{
"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE:PrincipallId",
"arn": "arn:aws:sts::123456789012:assumed-role/my-iam-role/my-iam-role-
entity",

"accountId": "123456789012",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/my-iam-role",
"accountId": "123456789012",
"userName": "sample_user_name"
.
"attributes": {
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"creationDate": "2024-11-22T18:32:417",
"mfaAuthenticated": "false"

}

}
},
"eventTime": "2024-11-22T18:57:35Z2",
"eventSource": "iotevents.amazonaws.com",
"eventName": "BatchPutMessage",
"awsRegion": "us-east-1",
"sourceIPAddress": "3.239.107.128",
"userAgent": "aws-internal/3",

"requestParameters": {
"messages": [

{
"messageld": "e306d827-b2e4-4439-9c86-411d4242a397",
"payload": "HIDDEN_DUE_TO_SECURITY_REASONS",
"inputName": "my_input_name"

}

I
"responseElements": {
"batchPutMessageErrorEntries": []
},
"requestID": "cefcb6b63-9ccf-4e31-9177-4aec8e701lbfe",
"eventID": "b994b52c-6011-4e3c-ad5f-e784e732fde0",
"readOnly": false,
"resources": [

{
"accountId": "123456789012",
"type": "AWS::IoTEvents::Input",
"ARN": "arn:aws:iotevents:us-east-1:123456789012:input/
my_input_name"
}

1,

"eventType": "AwsApiCall",

"managementEvent": false,

"recipientAccountId": "123456789012",

"eventCategory": "Data",

"tlsDetails": {
"tlsVersion": "TLSv1.3",
"cipherSuite": "TLS_AES_128_GCM_SHA256",
"clientProvidedHostHeader": "iotevents.us-east-1.amazonaws.com"
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}I

K& HREFHE AWS loT Events

EETH RS AWS RE TR ESRTENEER , F2HAWS R SRFEHEEARRBIFLR
EBNEHRETE, ME-—MREA , F2RAWS S5 &

BOLMER THE=ZARKZEBE AWS Artifact. INEFMEF , FSBE P THEES AWS Artifact,

BER BN SREE AWS R BURRERNBRM, BLANSREER , URBRAKNEZENER.
WMERER BREREENFMEN AWS R , F2H AWS £,

hRY5EM AWS loT Events

AWS £ EBEBRIERZU AWS BEATARSAER. AWS BERHSESHERBNERTAR
g, ERLVREE, SHXENEEREWEDEEEERE. BBTARE  AMRHERENERE
AMNERE  REACTARSCMEBHREBE  HTEREFH. TARANTAYL, FHENN
JAEEED  HBE-RSEER P ONERERREES.

WE AWS BN TR RENFAESR , F2RAWS £EEREE.

PR EBREZ M AWS loT Events

ERAZER , AWS loT Events 23| AWS £XBRLZENRE, MFE AWS T2 R I
AWS REERRENEN , B2EAWS Ents, EEFAERREZSNWREEERETEN
AWS IRIE | F2E L2 X AWS Well-Architected Framework By E #5517 &,

A LAE A AWS 2489 APl 2O . AWS IoT Events EBERFH . FHEHRSBEZETIER :

- Transport Layer Security (TLS), EMFE TLS 1.2 WEZEFEA TLS 1.3,

. Big=EEEIZ(PFS)WZIEELE , 10 DHE (Ephemeral Diffie-Hellman)s ECDHE (Elliptic
Curve Ephemeral Diffie-Hellman), RARH (M Java 7 MEFHIRA) AL EELER,
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AWS AWS loT Events &R RIS A58

AWS —i§2:Z 15E1R 4 AWS loT Events AWS IRF I TERRELEE. BRIEZERE , BRI EEREE
E5E AWS EBiE, MEFMET , F208 ( AWS —#&k2E I8/8) FHAWS loT Events i 25, #L
ZEAWS Service Quotas,

EEFRESHBBERE , FEXETOEIEAPREIERS, MEFMEEHR , F2EH "Service
Quotas EA &R FHERESEKE,

(® Note

- BRRERNBANABEBERFPLARE N,
- BEIEEANFEENGARYREEFCANEE.
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& =188 AWS loT Events &R

ATHYEEENEBENRERNBA , EUTNEZEUEREA BN FRERERIGBEER.
RETRARB I RE AR M T,

BERELXHR

BRAUREUTENITXNDE AWS loT Events Bk , SIAIKAR, HEETIRE, EEEHR/FTZM
REENERRIRER, S URKREERGERNERRER LS EER,

BEEREUSHEERN—@ "R5|E, EEREEN "EH, . flW, EULUABRAER AR ,
BERBRERELELRANKE. RMNEBCASEEREERUNALERN—EEBER, &
A—3NERERETECERREELN ER,

BALURIBEMERIEANEBRESHNEGRER, FHEBRIEMNEMRER , URFEHAZEERZEH
HERWEE , I CAWS loT A EERE) PHRFEAEZEELR IAM BEEP AR,

RTHEMER , FRBRRESR AWS BEEEES RHEP, H—ANAFARBUNEEER. 0FFHF
MER , F2H (B AWS BRVNERFESRCAERER) PHERFRERAM.

B AT LAE A AWS CLI #l AWS loT Events APl REZH., FATHHSHHN "Tags" MUBEILIER
B, SRS EREE RS E RN AR

* CreateDetectorModel

» Createlnput

BEULER TS GaTHE, EXBMRIERCHERNRFERER

« TagResource
» ListTagsForResource

« UntagResource

RO ARESERRCIBNE U UBERRERTBRER. SUUSEBRNERAZAFTSH , AR
ELRERBNERS Null, NIRSHTENEREREZERLBFERARNREIR , AINESERE
H, MREMBRER , LS EREZEFRERBOETRER.

WMEFHMENR , B2EER AWS ERNKEER
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FEERYPRHIEE LR

UTERRFEAR B

- B-ERFEZERY : 50

- £ KRE LR - UTF-8 127 {@ Unicode FJt
« BEAERE - 255 {8 UTF-8 Unicode T

- BEREBRETES XDE,

« FNERBEBIERER "aws:"FEH , RATEREM AWS R, EFAREIMERELFE
NEREBIE, ELFENER  TEEZERRFINERTBA,

« MREHNFLFEBHRREZERBENERCEAR K FLGHUEREIREERZERARE, B , 2
AMEANTRA A UTF-8 RAMNREXFR, ZHMBF , URATERZET (+-=._:1/@-

BE IAM BERERESR

&R LAEE AR AWS loT Events API E)ERY IAM BURHF |, ERUERASERNERBRGT . EAZH
LERRRFIERETEY, BT ERBLEER.

IETLAMER Condition T3 (%A Condition E#) , S IAM BERFH AT REABT SE
B, RIRBEREREHFEAEEFE F) :

- £ aws:ResourceTag/<tag-key>: <tag-value> AAHHIEBER I EEBEERNER
EE1E,

- M aws:RequestTag/<tag-key>: <tag-value> BATEIRH API 5ERE , EXREH (FAER)
BERR , UBYSBAAFEBNER.

- £ aws:TagKeys: [<tag-key>, ...] B ATEfRH APIBERE , EXER (HXF-EH) FEER
SHRE  HUBIUSBRATEBENER,

(® Note

IAM BERF AR SRINE  RSEAINERBITIELALES A AL AWS loT
Events B/E,

EEARFIE LR 251
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AWS Identity and Access Management { EAEIER) PHNEAEREHFR , EEAEENHMDE
Ho ZIEMH IAM JSON BURSZEHAFHMMNEEL. R, BB R, SH&EH , URE IAM Y
JSON BRI #EE,

UTHAIRREEAMBEUERAERNRS . LBRRHENERSE

« BEIRTEIR "env = prod" BE, (EEHIF , FSE LT "aws:RequestTag/env" : "prod"

- BEBUARERNITSHEER "env =prod" WER (E&HIF , FSBIT "aws:ResourceTag/

env" "prod"),

JSON

"Version":"2012-10-17",
"Statement": [

{

"Effect": "Deny",

"Action": [
"iotevents:CreateDetectorModel"”,
"iotevents:CreateAlarmModel",
"iotevents:CreateInput”,
"iotevents:TagResource"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"aws:RequestTag/env": "prod"
}
}
}I
{

"Effect": "Deny",

"Action": [
"iotevents:DescribeDetectorModel",
"iotevents:DescribeAlarmModel",
"iotevents:UpdateDetectorModel”,
"iotevents:UpdateAlarmModel",
"iotevents:DeleteDetectorModel”,
"iotevents:DeleteAlarmModel"”,
"iotevents:ListDetectorModelVersions",
"jiotevents:ListAlarmModelVersions",
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"iotevents:UpdateInput”,
"iotevents:DescribeInput"”,
"iotevents:DeleteInput”,
"iotevents:ListTagsForResouxce",
"iotevents:TagResouxce",
"iotevents:UntagResource",
"iotevents:UpdateInputRouting"

]I

"Resource": "*",

"Condition": {
"StringlLike": {

"aws :ResourceTag/env": "prod"
}
}
},
{
"Effect": "Allow",
"Action": [
"iotevents:*"
]I
"Resource": "*"
}

B LEBRREERRRCIBEFETFETREELEERE , MTAT.

"StringEquals" : {
"aws:ResourceTag/env" : ["dev", "test"]

(® Note
MREBAADEEERAERBERFNER , FRLZRAREEERAERELERIEEN
RERKEFBERNED, BR , £AETEREBEIERRBREEHRE , AMSERNE
B
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WEZ BT AWS loT Events

AHEZEIEEREESESR BB E RBEENERAF R AWS loT Events, BIE 3 78 LA B
*ﬂﬁ?ﬂkﬁlﬁJ?#\ FEER, F0. REES., £EHEEME, AiEMEME AWS loT Events £32
A. API, CLI, #Hf8, EENBESHNHEZHES K SEREHEALEE  UELATUEBRENFEATE
BONEHESHEERAER.

x5

+ AWS loT Events ¥ EEIRE AR R T R

o FEIBE DT OEERSSERETHERZ E AWS loT Events

AWS loT Events & R BB R G =

ASRAT 8, SFHERETHEDE , YSRAR BENTEEEIRG R AWS loT Events,

R S B vy g

5 2 M B R SR AR L B B B
- BEBRAR (LML)
. BEBR AR GENRERS)
. REFBTER

- BiRAS

+ InvalidRequestException &2

B

» Amazon CloudWatch Logs action.setTimer#s &2
+ Amazon CloudWatch &£ #6552

- THENERER

o FEEEEAEZE AWS loT Events

R R B 2 M 85 ER

ERERBYERARFERFHRER
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R &
BV ERERE  BXBAZE TR,

- Bflaction@ R AFF—EBE.

« condition WA EIEBtransitionEvents, OnEnter, OnInput# OnExitEHZEH
Mo

« R condition WUAZE , AlFRHREXNVTMEERZRR true,

c REREANFTEERBEATME. NRERTRHME , AIFR false B TEMHEH actionsm
B ASEHPnextStatelBEEMN -

WEFMER |, FSBIAWS loT Events 1558|2518 RUBRH,
R B EMBR{ERISFER N EH

BEDERERIMER T ERAFEE | BERMDEB MQTT FAEE SNS RERER AR EENEGREE
#o

R B

MREEFH, MEBRREFRILGERI[ER ( FSE UpdateDetectorModel) , RIS 1E M BRFIEEEIZ5HL
TERAEAMER AR, FUHEE , ERENFEENHTERTESBRERER A, &0
REERERILIENREEERWRERE, FEFEL 79  BEFMREEFRBREHER.

BEBRAR (HEREE)
EEERER | EUREEERBERTRAFRE.
P SES

BREIR[RERNREINTAGERENME. NRERTRAEME , AHEER false, MA T2
% actiondh HBiiAEMHFnextStatelEEN . MEFHMENR , F2REKHEARIEXE L,

BE/EAR (EDRER)
BRAIRERTHBREIEENEN  ENETEERDERIBHEAR,
BRI R

MREsetVariable®E# onInput, onEnterk onExit , BlI7E B I EEEHconditionHiBEFE
A B, TEEAFNE, MECARKE , EFNENBRTR AL, EUUERIRREEERS
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EX7E evaluationMethod 28 , LEBEI1TA, & evaluationMethod :REA BFSERIAL , B&
ﬁ’Ei‘ﬁ WEHESZNIEFTESHKME. E evaluationMethod 584 BATCH ( FE:RE ) B, R
BEFMAFIEEHREE , TEEMEBAIITES,

REEFAET IEHE
EREHEH EXALEMAR , HAHFFEAERMEBatchPutMessage,
PR R

MREAE A BatchPutMessage ##Z AR EEZEW A , BERBASTBANERIEF. HEEREBL]
B BE-XEEAE—@E , X% BatchPutMessage MR Mo

EARFE

EREFXAMUSA API BEWEI( 'Connection aborted.', error(54, 'Connection reset
by peer'))#Hig,

R R

2 OpenSSL £/ TLS 1.1 SREFHRAIRE ELR, EEZRERZE Linux Z1TRAD Windows 5
7 R EHIRA THTERRE. macOS FEHETEEEE AR OpenSSL,

InvalidRequestException Fl&

EREHML CreateDetectorModel M UpdateDetectorModel APIsE , &I Z|
InvalidRequestException,

BRRT B

BRETHIEE LGB EREE, WEFMEER
UpdateDetectorModel,

SE 2@ CreateDetectorModel

- BRELTERMFER secondsH durationExpressionfi® B8 SetTimerAction,

- FBHEE WFEHRERXRZEdurationExpressionXER, FEXREXATLUEEHF, ¥
($variable.<variable-name>) ¥ A{E ($input.<input-name>.<path-to-datum>),

Amazon CloudWatch Logs action.setTimex#55R

& A LAERE Amazon CloudWatch Logs 3RE5#E AWS loT Events {ERISSEE R B THEE. UTRERE
P B AWS loT Events , BEAMNE R#fRaction.setTimer,

RERBT LR 256


https://docs.aws.amazon.com/iotevents/latest/apireference/API_iotevents-data_BatchPutMessage.html
https://docs.aws.amazon.com/iotevents/latest/apireference/API_CreateDetectorModel.html
https://docs.aws.amazon.com/iotevents/latest/apireference/API_UpdateDetectorModel.html

AWS loT Events HBEABER

o 28 - MINE A NETEREEREERER<timer-name>E LT L AR E,

RRFR
EREELN FEKRERNdurationExpressionAI BB AT, TAFHAERIIER | FlIn4mHk
&,

. $BEE : BA NEITEEMNEERRERERTMGE R<timer-name> KA 31622440, B 7T RIRERE
% BEREELNEERERERNZSZENM 60-31622400 2 EHE.,

RRF R
SEEESTISEMNESERE/ NARER 31622400 ¥, FHERENFIGERSHNRAAIRELNE
2,

- HHER  BA FITRBRNFENEREXNTMEER <timer-name>R 60, &7 HRERME
BN EFEREREXNSENR 60-31622400 2 EHEH.

FATETE

R TT B

AAREERRFRNEERBARIER 60 ¥, FESENTAERENERAIREINER,

« $H3R | <timer-name>fEFMEE A ZATRRNFEKEAREN. REENNEBEHE,. GASE
MR , LRRESERANEEN@ A,

R R

RHRELNFTEREXNSZEENEENBA, FEREXTUITEHTF. Y
($variable.variable-name) ¥ A& ($input.input-name.path-to-datum).

- $HER  MERTER A WETRE<timer-name>, FRELNIFERBRERN , AREBEH -
R TT B

B2 @ SetTimerAction BIfELATERIZIEE 7T EFEN S8 , AR BIXEREFTEER.

INEHMER , F2EERE AWS loT Events {88125 E E IFEY A Amazon CloudWatch 52 8%,

Amazon CloudWatch =& &4

BT LAERE Amazon CloudWatch Logs 3E5#E AWS loT Events {ERISSE R HTEE, T RERR
EEERAEHEE AWS loT Events , EANE RIEERNES,
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- HR RMEETABENRES. BEENNEHEE, AASBNRESERANEEN@A
H. Mo, FBREEAEA /NN 1 KB, BIEAE RFFRI K/ LR,

VoS

FRELCHALRNSHEE, BASBNAREC. NROEREAR 1 KB, B TRKBILE
B,

- BROEEAT ARNARRER <action-type>. EAERNELRANTRER,

R B

RNBAREXTUEEFR ('string'). BE ($variable.variable-name), BWAE
($input.input-name.path-to-datum), FHRBE , LREBE HWFE${T

- $5ER  BABRRKRER {expression} BN, EHXMNEAHEE S JSON , HUBELEEE AWS loT
Events Mt A F B RER,

RRAR
MEEENESHFERE JSON , B AWS loT Events BEERERBEFTUFAFENRER, FHE
WRERTRERTMEREFT., RBEAK , B REEEE,
BE  BECHT , ERMELIKBERBENABTRENTLABERN JSON, EXNEARERA
JSON,

RRAR

MREKRABERERS , BHEE AWS loT Events AI U EIMEA BN AR RENTEAE R
JSONJSON. Bl AWS loT Events A AR REXTEAB M JSON, & AWS loT Events
BATENE

NEHMER , 52 AWS loT Events {E8IZ3E & BFE A Amazon CloudWatch 52 8%.
AN ERER

AR ETFHIRER<reference>FIRE WAMHBERER [<inferred-types>] :

<expression>

PSS
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- BENFEEREREXNPNEMEZE TFES.
s TXEEEEHHNSIBEE,

EEREXPEASER  FRETSIER :

- ERERZEMARER—SZEERETHNEERR K FRELSENMEERERBAR.

ﬁJZZEI EUTRERASD , BEOR =M REETHEE&E T, A THREE TH
A , $variable.testVariable + 1H$variable.testVariable % EBESEBRHH/NE,

WA BHIE+EEFHNEE T, EIt, $variable.testVariable HESERETH/DNE,

‘$variable.testVariable + 1 == 2 && $variable.testVariable’
- BERERAZERABEERRRENSI B , FREEREEXIELSZENERER,

Flan | THltimeout("time-name" )HNBEEERE5| RN FRIMASIE. MEREFER11144EN
2E  ANBESEERES|HHNEE,

timeout("timer-name")

(® Note

HH convert(type, expression)E®E , WREBFERA##ENSE | JISENTEERL
A7 String., Decimal= Boolean,

MEFHMEN , FSEAWS loT Events EEXFHANEENSE,

L EEFIEZE AWS loT Events

B . EEEIEFAEE lot Events

AR ERATIRRIES IR

- WMARERAFETEE Input attribute Keyo
« Input attribute Key EH#i AEZTFIEER JSON BERE,
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- B A EE AWS loT Events B A P EEEBIERTHA.

® Note
REAM RBEINERBE XK,

Example

Bl , £ # AWS loT Core , AWS loT RAIGAKI B R THIFAE Verify the Input
Attribute key.

EERRIEE  FRERARSALEEHIRES AWS loT Events BIAEZ , BInput
attribute KeyfuEMTF. MFFHMEN , F2B UE PETERPI A AWS loT Events 7 ## 2047
EE AWS loT Events 8l A,

EIBE AT o TEE RIS E R EITHERZ B AWS loT Events

AWS loT Events I D MERIBFERYEESNMER , MEFTEWAENMEEEERH[EE, AWS
loT Events #TAHFTRN —RIN D4 , IREEHNERISFER, HERUEDEHBRIRbERHE
EYEEN , SEREMERNVE  FETURESHRANE EEASERPNBEEE, NEEASH
ERZDEERBRENASWFHET  F2E NWEAISFER I T2 EEFH AWS loT Events,

BT LAE R AWS loT Events £# & . APl, AWS Command Line Interface (AWS CLI) 8 AWS SDK
RipRERRER D MO EHRAS,

® Note

- BWUBBEMBHER , TREEMENIEFER,

- BRAELEEREDPERGEISERZE , ARBESY RS ENEE, T8, ERHZEE
7 O] RE £ 5% 20 FE HARKE 46

- BRZALAIEESA 10 fERUNNINGEE R AREER 247,

EE TR ERISSER | 5526 24T AWS loT Events ( £#4 ) W{EBISSERH £ AWS loT
Events (AWS CLI) Fr 48825 F

ES- |
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- KWERISER S AP EEH AWS loT Events

« % AWS loT Events ( £#4 ) W{ERISSER

« 7£ AWS loT Events (AWS CLI) & 48 BI85 18 &

WERISSER S A2 ETEFA AWS loT Events
EHRSRER T ERETHZEER -

c B -9 MERNBREMLEBR. REBEREMER , TR A=E—RER
« B (INFO) - ERERELGFEERNH[ERINEER, EEEENERBETEE LK
78,
« BE (WARNING) - BERERSRIEETRENEIFEEBENRL. BREELEEREPE
REANSFER 8, EREESUHERSENEE, 8, GRS ER s &L A EMREE.

« #4782 (ERROR) - SHRGEREBENEEARER P RHBNEE. ELEABMERRREER , AWS
loT Events @ B BT EMR T . BHLRIEEFTAIRR , TRERMERSRER,

- NE-BETARSERIMERSE2EURERD BUNEF. CEBETSRERRE, BiRE
HEB, EHBBANKRERX (HWin state TemperatureCheck in onEnter in event
Init in action setVariable),

- BE - SHERNEE, sWEES A THEE

* supported-actions — AWS loT Events AIAEERIZIEEN S4B RSE4FUASE, &7
DESAESE , UERAHESIREEY , IERMEEZHM AWS k. EXAEEERM
BR# AWS B9 AWS [EiF PR HE M AWS BRI E1E,

« service-limits - REEZEHLBARES , 248 AWS (RENRBERIIREHE LER TR,
BRIEZERE K SUESAREHFREESIEEN. BBENEKER , S LIEHRERSER | LU
GBERFINBERIESHE, EUUERRESELRLE K mMEMEEELIRS, NEHMEEN , F
S8 BLEE,

« structure - ERIFEBEANEERMAAIELENTH |, Bl0AREE | A EE AWS loT Events XEN#E
¥, BAREREXEELE —ERENTEEAWAERNGESE , MENEREHS, ERHZIEH4E,
BRRERSEBAT —@EARE , XANWUA B, ELEHBABHRSH., BREA4LAETRT
—EARREF BEE A,

- expression-syntax — AWS loT Events EZZ U MEMERFERE , EUHSERBEENS
Eo BUNEREXNFEAEE. EEF. HE, SENBRELR, BZUFARENRIEEEE ,
WA A IS EHSEE Z 8 AWS loT Events fEfERIER . EWREASLAE/SENTE L, MEFMA
B, A2REE. ERIRESHERNKER,
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PRI E R RIZER AWS loT Events J LB EREERRER.
« data-type — AWS loT Events XEREH, N&. FREMNHMERER, R AWS loT Events A

DEREXNFEHEBEBR - BENERAENERNERAS —BENEE  MELENERERS
B9,

(@ Note
- BN/ NEHE H—ZENHEBZERFHE AWS loT Events,
« AWS loT Events A5 ETRIZE , B4 AWS loT Events A BB R AT S,

referenced-data - BN EERERR[/ERFSENER , TeERER, flln , MREEE
& BMEIXZE DynamoDB Bl X , BUBAAEESZEERXRBBNEE , TREERER () PEH
g2 $variable.TableName,

+ referenced-resource - HHIBERFANERSNETNH, BHELEERER ,

FTEEEATEM. fln , ERERVEAREARERRENEE, EXEAERWA
($input.TemperatureInput) , BEANBEERRAZMERNSFER , FTEEH

$input.TemperatureInput.sensorData.temperature 2Z&E,

SET —EARHRIER | YRENR[EEN SRS R TRERNERT R,

WEEZE PRy ERIBFE R FEER AWS loT Events

LPRERBEARERMAEURERNZEER  YHEETETRENNAL. CRAELASNERNERS
SRIREEH B R R R R BV EER,

AEMBERT =

Location

* supported-actions

service-limits

structure

* expression-syntax

data-type

» referenced-data

» referenced-resource
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Location
BE HBEEAN D ERLocationHEZ T HEERALR -
- AR -EEEBEIMERNEMENR., EUAREN. BERHEBRAL,

2
i
g
ol
=]
H
Xt
R

RRIFE  MBREBIEET AWS loT Events BBIFXENEE , B seEkE
NEMEERE | 520 £ PREKERNBRBEN S ESIE AWS loT Events,

supported-actions
BA HEEAN DA Rsupported-actionsHER T HIEERAL -
- AR BEERPIFEERNBERE © 1444,

MEMEEE  F2H £ P ERERTEEEFN XESE AWS loT Events.

« AR : DetectorModel E&EH aws-service®fE , B region-name FXEaws-servicelt Bk

%,

SRR  NRIBIEENEIESEIZE AWS IoT Events , BB s B EEFEAZE/E , AlTEES
WEILEERAL., ELRERBERNEELE BEHPEEFEH AWS WRHEE , JESBEEEER.
B NE R AWS loT Events 1 AWS B IEEFERAN R ZIZHEN EE,

service-limits
B HBEAN St Rservice-1imitsHER THI$ERAAS.

« AR ARPATFNRBRERBIB state-name F event-name FHY content-expression-
size L TTAEPR I,

E,__{I'III
¢l
i
i
&
F
0%

FRRTTR  MRBEARBNABRTRERNAR 1024 BTl , B R St #ER
RKEXAKNPRZAIE 1024 @ THE,

- AR BRARREEREPAFHNMREEEEIBstates-per-detector-model,
BRAR  MRENERFEREEB 20 ERE , B2 R B LERAL, BRSEEFEZTH
20 fEAREE,

o AR FrEESEas4 NS BREEE D Bminimum-timer-duration®¥ &,
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FRRTTR  MREHNFRRSEREIN 60 ¥ , LA ESRIBLEBRALR . BAIERFSRNEE
RFE T 60 F 31622400 Wz, MREIEEF RRFREKEANTES , FERBAREANTEE
RENEAAZREINER,

- AR BEBEHAFNBEHEBBERNSFERERZFactions-per-event Rl

ﬁ-’ib"&?‘n"? MREBHA 10 B LOEE , BURSKRILERAS . BNMEIREEPNEES
# , BRZTUE 10 BEEIE.

- AR BAREBAFFNEREHIEBERSEREEERPE@Etransition-events-per-
statestate BR#l,
FRRF R MRARREE 20 AU LWEBREH | B WEILERAS . ERARERPWEEMRE
RZALAA 20 EEBREL,

- B BEREATFNEHEEEBERRFERERZEFevents-per-stateBE
RRFR  MRARFEE 20 B LNEH , BOESREILERAS. BHFERPSERERS T
& 20 EE4,

- AR WEE-EAHBBRNERSERNE FRAAESERRE, WA input-name AR
detector-models-per-input {ERIZREREHR,

BRFR  MREEFRSBAKBAIER 10 BEAUFER  EURSRILEGAS. BRZSTU
B 10 {EERE —(HRIREEMEEBN T EMERRRE,

structure

B HBEAN S S Rstructure HER THISEEEA S -

- AR BEREER—BEE , BRI EBnumber-of-typestEIfE. FFH EIREBIEN1E,

BRFR: MREFEH AP BERBUIEFRERH[ER  HE—HUPEERERZEEE , A
ARES W B ML ERERAE ., BALIERActionVWH[ES|, BHELEESEEBEERAEBNYH,

« F 8 : TransitionEvent transition-event-name @Eif AR FENAREELL,
fRIRF R - R AWS loT Events A EREHSENT —EMRRE |, B s EILERAS,
BECERT—(EARE , BECHWAEENREZE,

« FAE : DetectorModelDefinition EE L AARRER T : & Bl#### , EEnumber-of-states.

s
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BRAER  MREEHE —EAHNZEREFEAERDNER , BRI ERAL . FHELAERIES
BRGNS EREREE —NWEHE, MERBSLAER 1-128 BF T, BRFERT : a-z. A-Z, 09, _
(E#F) M- (EFH),

« BB : EEW initialStateName initial-state-name REEEEZMARRE,

BBRFER  MRMBRERBTIER  EURSRIILERAS . AURREEREDNE (BF)
MREE , ERWMATERSL. WAZER  GURKESVEERAT —ERE. FREVNKRESRE
REERNENEE , M AL@AERNERE,

- AR BHBFEAERSAERGPERAES —ER A,
RRAR  MREREHREFTEERA , AITESWEILER, ELAEEL —BRGEPERAED—
B A, &Bl , AWS loT Events A& EEANER,

« AR : £ SetTimer H ReEEREM &M durationExpression WHE A Z —,
FORFAR - MREEREAFER secondsM durationExpressionfiBitises , Bralse 2B SRR

B, BEELMEM secondss durationExpressioni s HIZESetTimerAction, MEFF
BN , 5528 AWS loT Events APl 2Z /iy SetTimerAction,

- AR BRERENRERFNEE. REMBBFEARML.

BRF R MRERBFERDNBERLER , SHNRGSFTMEA false. RETE BFENSEMHHF
#, IR REFES true. EBHHRAFTIMEA true K, BB SUELR,

- AR EEFEESWABM  BE TR B MAEK.

FRRAR  BETIME—BRE , T EE@ A BEAE
- BIREIFH @\ AE.
- ERASRPHETRERBHE.

EERRARBERIWMANFERTSFABABY , BELN REba ey
triggerType(“Message” )EREH I , I RFFR :

AR RIBR R B R R A BV R IR IR 4F

if ($input.HeartBeat.status == “OFFLINE”)

EERELUATAR
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if ( triggexType("MESSAGE") && $input.HeartBeat.status == “OFFLINE”)

Ho¥ftriggerType(“Message” ) BN P SRR P RUNDBREBAZITEHER., EiBE
FLLEA , triggerType("Message" ) EHBUGFEME A true , IR EWFTE A BRI R, 0
FTtriggerTypeHBFERA S NMFMER , 7B AWS loT Events B ABEBHNREXE
ERtriggerTypediES

- AR BREREANFEEPIRE, RESEHERERERE R,

BRAR  MRERFERDPHREELER , ASEREANBREZGRENIRASFTMHES false,
REERRER P EABRIZELEFREN R REFTMEA true , UEZSIPTFAIRE,

- AR BEFRRTRSERAFRNARBESE,

BRAR . BEEHLEENRERETRB[BEMEARRASEZENERBMNRE , FERBEERAHRE
BEH T ERAYtriggerType("Message" ) EHIFEM | IR -

RIS R B ARG B R GBIk 1

if (timeout("awake"))

SEMRA W T FRAVRS

if (triggerType("MESSAGE") && timeout("awake"))

Hep¥triggerType(“Message” ) NS IS E RGPV BE A 28T HIR
LB E AR I EE RIS PR E GRS B , P ILEREIRINVASEE., MENAEEREEFERGE
SEEMEMEMET , 5528 ( AWS loT Events B AERE) PNEAREE/EER

expression-syntax
BE HBEAN S i Rexpression-syntax HER THISERAS

« AR BAFHRER {expression} BN, ERNARERS JSON , HILEXEIEE AWS loT
Events ffE AF RN RIEN,

FERAR  MRIEERAFHERR JSON , Bl AWS loT Events B EBERB RS A LUGEHRER
AHEAFH, FMENERTERAMERRT. MRRIFFKY , B S WELLEER,
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« FAE : SetVariableAction.value HERKER., EEZME 'variable-value'

BRRAFE B LAEA SetVariableAction RREZE A namef HWE B value, value AIUERF
B, BFERAME, B UIEE R ERXvalue, MEFHEL , 5528 AWS loT Events API
gE ) SetVariableAction.

« AR : BMEEZH DynamoDB BIEMBMRIER (attribute-name). EHERMNEE L@ AR
ER,

fORF R - B4 78% DynamoDBAction. EREBAPHNMESHEARER ., MFEFHEA ,
B3 AWS loT Events APl 2 f iy DynamoDBAction,

« AR : RIPIEEZHT DynamoDBv2 BjERY tableName RiER, FHERME EZMARIER,

3
¢

fERAE : tableName®HY DynamoDBv2Action A BRFHE, BHEAFH WRIE
I tableName, RENEZ X >, EEF. WY, S2EANENEEL, NEFFHMEF , F2H AWS
loT Events APl 2Z f#y DynamoDBv2Action,

- AR RMEEKENREXTER/BERH JSON, DynamoDBv2 EjEEZ & JSON HEFR,

RRFR . WASHEEDynamoDBV24ER JSON, FEMEE AWS loT Events A ARG &S
HRAREATEABUE JSON., MFFMEF , 552 E AWS loT Events API 2E 1
DynamoDBv2Action,

- AR BME LI action-type RBWARKER, FAERNE ZBARBTRIEN,

BRAR : AAREXNTUIEFE ('string'). B# (Svariable.variable-name), ¥ AE
($input.input-name.path-to-datum), FREE , UREE WFEE${I.

- AR BETAREMERIIEZEZAN,
RRAR . NREAHERIBRETASR , BKRE AWS loT Events TR EHhM ARSI RER , BITRE

BREILERAL, WREBEFEIAS  AXAEBIIRRATOAARKEN, MEFMER , F
28 AWS loT Events APl 2E &S,

o AR EEIINETEESS ‘timer-name ' ######## 'duration-expression's
BRAR  FTIRSFEREAREINNTMBERLEARNN 60-31622400 2ENE. FERBENTMGE
RRENBRAEAIRBENESR,

« AR : EEEIMN action-name BWIRIER 'expression'
RRFR  MREEHENRERNZEFER , BUESKEINHAR., FELEAEENEEBAR
EX, MRFMER  F2RE PHRRELERNERSFAFEE AWS loT Events,
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« BB : IotSitewiseActionfE XM &Y fieldName, BN BERFRERPFEHERNEE,

BRRF R - 1R AWS loT Events X I Y fieldName , & RES U F L §5
#MIotSitewiseAction, FETRE fieldName £ AWS loT Events ATAZIH AW FRER . WFEFH
MEER |, 552 AWS loT Events APl 2Z i |otSiteWiseAction,

data-type
B HBEAN DL Rdata-type HEZ THISERAL
o B : FTESES xRN IEBEERES duration-expression R , AAEREE,

fRIRFZE - IR AWS loT Events RISV FERBREANFTGAET , LS WEILEER
AR, FEESLH durationExpression JUEBAE T, TXEHMERER | SlumME,

- AR  EEX condition-expression TREMMNEHFEH,

RAE - DR AWS loT Events £ f¥ffcondition-expression BAME , B e R
HEEERAA S . MENLAR TRUES FALSE, FRELHNHFREREXNATUBRAGTME, IRERT
EHmME , BIEER FALSE, MB FEUABERERASMHPnextStatelEEN

« AR ETIREXNPRIFTHENERERE [inferred-types] BAMt## . expression
BRAR  BRAR . BASREHTPEHRGABESIEENAMEREXNRLXESEHMEANERER,

£/ T 5 & A RARIREE -
- ERERSEMRER—SZEERTHNERERE  FREESENMEEREEHBMAR,

Flan , AT RERD , BEOR =M RWEEFWEE T, ATHFREZE T
A , $variable.testVariable + 1H$variable.testVariable4BESEREEHH/NE,

WA BHIEHEEFHEE T, Eitk , $variable.testVariable KBS ERE N /DE,

‘$variable.testVariable + 1 == 2 && $variable.testVariable’
- BERERAZERABERRLRRENSI B , FREEREEXELSENERER,

Flan | FHltimeout("time-name" )HNBEEEFES|SENFEMASI B, MBREMER####E
HaE  ANESEEFES|IENEFS,

timeout("timer-name")
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® Note

#H convert(type, expression)EHE , MREER+#HENSZE | AIZENTEER
WJERR String, Decimalz Boolean,

MEHMET , FSEAWS loT Events BEE X R AN EEHN S E,
- AR BEaERANTHEERER [inferred-types] . E AL ERHTHBEHERS,

BRER  MRMERMABMEIBBNMEREXNSENEEREE , EEERIL
BEMRAABEIEBNREXNSEARRERPNEEREEE,

l]IIIIQ
r4]]}
i

- AR BREET [###] MANBEREE [##4#] BTHIREXTMEE : 'expression’
BRAR  MRENREAGFSHREEEEF THENEREE LW RIELERAR. S,

EATRERS  ERTREN. LEOATRENENAE  BTRA NSNS e

true + false

B ERERE BEETFEANERNERER,
« AR sz RIINERER [#444] THE , TeEERI TS,

ABR  MRMEEWABMENMERZEXNSZE MREONEnterLifecyclely = AR
REOnExitLifecycle® OnInputLifecyclef WRMEERER , SR EILERAS, B
EIEME OnEnterLifecycle ( 8% OnInputLifecycle® OnExitLifecycle) '#'E’Ji%l%'ﬁ 8
AR E RS EMENEREREE,
AL EEREX [#4#] BN, EESEHTHETGAFTEARES , RAERERER R JSON
i W
FERAR - MREIEENARER S JSON |, 1B AWS loT Events EEHERER T L AFSE , AT
BEFWEILER, RETENERETHE , MTR2AMERE T,

- AR BB ARER {interpolated-expression} A BEHTEBFLAABREIGMHE, &
Al B EBRIER {payload-expression} EHITERBSE LT EE YL JSON,

BRRTTE - IR AWS loT Events FE# AR EXNTERBBIMME , BRSNS EERA
B, FRECNEMAREXTUERAZAIMME  RATXEEMERERE |, HIM tring,
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« AR : IotSitewiseActionfURERDPW 11 BRI ERAE M ranny  WHEAER 1444, E
=ENEANHEHNER XA EHEE,

RRF R - MRMEBTE propertyValue PP KRIENIotSitewiseActionE B EH B E R BR R
BENES , BRSNS LLEEESF S AWS loT Events, it ERSEER D REXNAEH
TRRBEAMEENERER,

« B BRlsetTimerBENERER [inferred-types] FEInteger#t¥ THRERFEAH

s
fil

BRAR  MRFESHREXNEHFERNERIRRYG DY , BT RILERAL, FE

1Y durationExpression I E# AR Y, FTXEHMERNER | flUmKENFES,
- AR BEBEHETF [###] EEAEREANERER [#14#] ETHIREXPFTHES :

FERB R ERRERENGRGERNRER (#174) P EE T EEERERTHEE, EETH4ERE
RIRREEFAEHME D PHEFERREREER.

® Tip
BRI LAER convert REFEABFEHPREANERRE, NEFEFHER , BF2HEE
AWS loT Events FRiZ3\ A HNVERE,

referenced-data

BE HBREAN it Rreferenced-dataiEER T HIEERAE
ERIBIPETRYETRERS « STRSES o AR KRER |, BRARE.

&II

FRF R . MREBERARRENFTRR , TRESWIMERAS . EREXNPEMAFRER 2 , LL5
AFXREFRRR. WA, FRELHAERNTRERE,

- AR ERTEENEE B ARKER | BRKRFRE,
BORTR  MREEARRENEH , TRSRILERAS . ELALKRELY , TRREREAH
AT, ki, FRELRALENEEEE,

- AR BRFEENEE SRS LANKER  RARBRERE,
BRAR . S#ELEBLAREKG—BE , TREREXNTETHME. ERREMAZIRESEN
B, AEMIEE, i, FRECHALRNBHER,

PEER 270




AWS loT Events HBEABER

referenced-resource

BE HBAETAN o Rreferenced-resource iEZ T HISERTE -
- AR BHRERAERTESETEENEA,

BRAR  WREEAREARSESFENTBA , BARFNILERALS . FREEHREXS
ZEANBA , YWAERNAGARE., IRERIBT@A , LB —E@H A

- AR BRBEERERTESEMM InputName : input-name

BRAR  MRENHENFREEISERNBARRE , EURSWINLERALS . FRELEAL
BONBAEHE, BARBLER 1-128 @F . ARFT 1 a-z. AZ, 09, _ (E#K) M- (EF
%) o

24t AWS loT Events ( £#24 ) WERIZSER

AWS loT Events A BB BSAEHIFEH AWS loT Events AP 823 8)/E , IREEHE loT BRI HH
HMERE, THLSERFER AWS loT Events TR AR H{ERISSER,

(® Note
AWS loT Events Ao ITERIZERE  SERZ 24 NRNEBEROER,

FERIBRER S A BB S RECER, BAEE[E  YRRCMNNERBEE. U, EALELE
FERBFERS TSR MRERTREEREDEALEENEENEWmNE. HE  REHER
BREBZSRFRERERBREZSETR, EBRBIOMEHER LU NURERAEEE. BOEH
R, WiRSBEBEREEME,

a TR RE

1. A AWS loT Events £# &,

2. EEEBEKP , BEENFER,

3. HEEAIBERT | BEBRERRE,
4., HEEABEREEL  BERFES.

5. BEELA , BEFTIN.
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loT Events

Detector models

Inputs

Alarm models

Settings

loT Events

Detector models

Inputs

Alarm models

temperatureDetectorModel Edit

Run analysis

Create input Publish

X
+ Detector model palette
- To build a detector model, drag
= and drop to add states. Draw
connection arrows on the canvas
to add transitions between states.
©
(O state
ha] @ Start .,
/
| TemperatureCheck
|
2 events
~ = T EAN VAN
LAR 2 AWS loT Events 12 & I E5 5 #T# Ro
X temperatureDetectorModel Edit Rerun analysis ‘ | Create input ‘ Publish
+ Detector model palette
- To build a detector model, drag
_ and drop to add states. Draw
~ connection arrows on the canvas

Settings

H @ Start ‘ o

U

2 events

n

TemperatureCheck

Detector model analysis Learn more [2

(1) All & (0) Error /A (0) Warning

@ (1) Information

@ Info: data-type
Message: Inferred data types [Integer] for $variable.temperatureChecked

f£ AWS loT Events (AWS CLI) % #r{E 8l g5 & 8

SRR BE RS

BEBF A StartDetectorModelAnalysis API

to add transitions between states.

(O state

B9 AWS loT Events {HRIZRER | AIRRHUBEEGSE. TANMAENERTR.
Lt API BEEAF BB, BRETERERS , UARBEZEEFERNTAERENED,

{L@EERIE , WHELR

B loT BHREENFSEBNEBEER.

BRI EBR B RARE,

B EE BB ERE, RiE

DHTERIZREE (AWS CLI)
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FMBABER

THIZRER AWS CLI R M {ERIZRERE,
£/ 2RI E AWS CLI

1. BT T I T URBR D,

aws iotevents start-detector-model-analysis --cli-input-json file://file-name.json

@ Note
# file-name MR AT ESEHFEEEZNERER,

Examplef RIS ERER

"detectorModelDefinition": {
"states": [

{
"stateName": "TemperatureCheck",
"onInput": {
"events": [
{
"eventName": "Temperature Received",
"condition":

"isNull($input.Temperaturelnput.sensorData.temperature)==false",
"actions": [
{
"iotTopicPublish": {

"mqttTopic": "IoTEvents/Output"

1,
"transitionEvents": []
},
"onEnter": {
"events": [
{
"eventName": "Init",
"condition": "true",

AT {ERIBEE R (AWS CLI)
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LUES

"actions": [
{
"setVariable": {
"variableName": "temperatureChecked",
"value": "OQ"

]
},
"onExit": {
"events": []
}
}
1,

"initialStateName": "TemperatureCheck"

I&ER AWS CLI RO RENERFZER  FRETIES —BEREERERRERES :

« MBHRBE[MA AWS loT Events T2 E |, FHIT 5 EE :

1.
2. EERBRERT | BEEEERNRER,

3. BT EZELHERFIER  UATRERRER, ERREREFHEFE JSON H#,
4

5 BRAEE detectorModelDefinition ¥, BBRTF|EE :

6.

EEBEEET , BREEASFEE,

FRUERIZ R JSON B,

- EEERNE—BAER ()

« #detectorModelfT

+ detectorModelConfiguration #I#
- BEEIH&RE —EXRER (3)
REER,

- MREHREMA AWS CLI, FBHIT T HIEE :

1.

ERIREIATT IS T,

aws iotevents describe-detector-model --detector-model-name detector-model-name

AR E A (AWS CLI) 274
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2. # detector-model-name MR AERIZEENEZTE,
3. #fdetectorModelDefinition ¥ EHEI X FiREES.
4. £ 28 KIESE ({3)detectorModelDefinition,
5. £ JSON HfEFRER.

Example 2] F& £ 51

{
"analysisId": "c1133390-14e3-4204-9a66-31efd92as4fed"
}
2. WREHERDN D,
3. AT T S REEEL S AT RIARE

aws iotevents describe-detector-model-analysis --analysis-id "analysis-id"

® Note
#& analysis-id IR REERN S 1D,

Example Bl FE & 51

"status": "COMPLETE"

REER AR T HI Hih —{E{E :

* RUNNING — AWS loT Events IEE D HTERIZRER, KEFRZUREEE—STETETHK.
« COMPLETE — AWS loT Events B 5K 2 #r @RI & &,
« FAILED - AWS loT Events £ DT ERISFEE, FHEEHEHR.

4. BAITIHCREBERRERN —HSEDTER.
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FMBABER

® Note
# analysis-id X REERN 547 ID,

aws iotevents get-detector-model-analysis-results --analysis-id "analysis-id"

Example[E] F& & {51

"analysisResults": [
{
"type": "data-type",
"level": "INFO",
"message": "Inferred data types [Integer] for
$variable.temperatureChecked",
"locations": []

},
{
"type": "referenced-resource",
"level": "ERROR",
"message": "Detector Model Definition contains reference to Input

'TemperatureInput' that does not exist.",
"locations": [

{
"path": "states[@].onInput.events[0]"

@ Note
AWS loT Events R ST ERISRIER R | BAKRS 24 /NS EEEL D AT R0

AT {ERIBEE R (AWS CLI)
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AWS loT Events #p5
AERM hprE A A APl BRERNTEIER AWS loT Events, TIEMHEFMMEREE | AITEFHIFER. =

FE , AR XE Web RIS EAHEFSERENBERER, 7HEL AP BRETHEBNEE M AWS
loT Events & X loT EARER , ¥ BE{LE4E81F O E T/ERE,

AWS loT Events Bj/E

BT LAER AWS loT Events APl S S R#E3, BEL, FEHAMMBRE AMSASFER  URIHEEMR
K, MEEHME , 5528 AWS loT Events API 222 AWS loT Events F X ENE{EME L FEH,

AWS CLI ss & 2EHRMAWS loT Events REISEE A LIARSIEMIE/EN AWS CLI 555 AWS loT
Events.

AWS loT Events &%}

A LAE A AWS loT Events Data APl s S8 ABIAZERISE. FIHERISE , URBIEREHREA
BRHAREE, WEFMER , FSB AWS loT Events API 2E /1 AWS loT Events ER B ENEMNE

BEE,

AWS CLI fs 2 ZFHAWS loT Events BRI EERBEER AL AREIE AWS loT Events EXH AWS

CLI &8,
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AWS IoT Events

FMBABER

WX HEE 528 AWS loT Events

TR 2020 £ 9 A 17 H2#%& AWS loT Events B AEBEENEESE, MEARAULLXHERND

SMRET , EELUETRE RSS HE.

g
RIEXEBEA

[E R ED

[E R ED

EBBT MRS R R

TSRS B

[E R ED

REAAE

DU

HIEZEEA : 2026 £5 A
20 B, AWS #$fFIE¥ X E
AWS loT Events, 2026 ¥ 5
A 20 Bz# , B¥ELER
HY AWS loT Events £ A E
AWS loT Events &R,

AWS loT Events IR A AR X [E
B (28 ) BEMFEA.

AWS loT Events BHE A&
AWS GovCloud ( EBEIFE )
=131 A o

AWS loT Events IR U5
W ERISER  WELEDFTE
R, HEARZEHDEARERES
EH,

AWS loT Events ZEFE] ( b
R) HH,

wigsif , RENTRERE
o

ERTHBEERENRERSE
2E, ZALERNETR , T8
1B R ERHEEE A,

B

2025 5 H 20 H

2021 59 A 30 H

20219 H22H

20212 A 23 H

2020 59 A 30 H

2020 9 A 22 H

20206 A1 H
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