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Pattern 1 | [ Enrichment, @
4 =5 Filter 2
,Fe itering T

Amazon Kinesis Amazon Managed Service
Data Streams for Apache Flink
AWS loT Core loT Core A 58
. i Rule =
near real-ti
Publshing NQTT Pattern 2 ear real-time
Messages Am:_amn Data
Firehose

(Optional)

AWS Lambda

I Transformation

=3 1 : Amazon Kinesis Data Streams with Amazon Managed Service for Apache
Flink

EHERP |, BEEBME Amazon Kinesis Data Streams B&AHE X AWS loT Core , AEENERIK
£ BENIWAEEREER,

EEMD

1. HEEUER . AWS loT ERENREELE Amazon Kinesis Data Streams. Amazon Kinesis Data
Streams AIAEREE B EL AWS loT £EENSEHRESH , BRSSO MEEER,

HBR 1 ENEOIFENE LR 10
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2. REEF : #FH Amazon Managed Service for Apache Flink # Amazon Kinesis Data Streams &
B, BRNENEER. Flink AEMNSHEERME TEANINGE , flNEE, BENTRRE,

3. fEEFEHE : Flink 2EENERHEZE Amazon S3 UETREENE—S 2. K&, B UE
A Amazon Athena EFELE R , REEH M AWS D HTREES,

MRENERABEASRSRAREREN , ATREREE , JINEALHRAERE  RBERAKEKEXR

BEEN.
B 2 : 8 Amazon Data Firehose

EHERP  ERERMHZE AWS loT Core , HEE Amazon Data Firehose B4 , A R EEIEER1F
BAE Amazon S3 i, ENXN X EFEA HETEAREHR AWS Lambda,

EEMD

1. FEEVEE . AWS loT ERSEZERENEEEESHEEL AWS loT Core Z Amazon Data
Firehose,

2. TEFEHF : Amazon Data Firehose ¥ ERHTEAEBRIERE |, flgNEBRMERT, B0
% 7E Firehose BRI LA A AWS Lambda BRREIREBEANREER  ARBLERNER
Y b

3. FHER . REENERSLUEFERMN SR 3FZE Amazon S3. Amazon Data Firehose & B EiE
BLUBEGEBEAERNGEE  LEFITSEEERZENERLRM,

BHEXAREEEARAERNEENTHEESH., kI , Amazon Data Firehose EiB A Amazon
S3 N ERIEEEREEGNBES ZIThEE , HLERF.

HER 2 . EH SRl fEE &R
R R RRENE B BER AWS loT Analytics , BEERHEHZE Amazon S3, BEEFLILE

F, BRI LAfE A CloudFormation S8R BB BBEER EH TERE. B AFERESEETHS
(BEEEER ) ERME.

SR 2 EHETMENER 11
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ERAEER

loT Anlaytics Datastore

4 )

Dataset

Customer Account

l\ScrIpl generated dataset /1

i

Template

Input Parameters:
- Datastore Mame
- TimeRange

= Export 53 Bucket

| Content
Delivery rule Run Expoﬂ]

CloudFormation @

53 Buchket
{ Customer chosen)

CloudFormation #$ & #lE HZE Amazon S3 By &4

L+ EIFRBEEA CloudFormation EZARTEFREIE R AWS loT Analytics EHREFEIERENEF , LR
BREERETEE. EUECEAEEMENREEEANEISEER R, A  EEEVYRERNTR

8] , ASEREHZE Amazon S3 f#EZET

UTEFRASR,

-8

1. %% CloudFormation EIARIAE HFEE A YAML &%, Hl# migrate-datasource.yaml,

# Cloudformation Template to migrate an AWS IoT Analytics datastore to an external

dataset

AWSTemplateFormatVersion: 2010-09-09
Description: Migrate an AWS IoT Analytics datastore to an external dataset

Parameters:
DatastoreName:
Type: String

Description: The name of the datastore to migrate.
AllowedPattern: ~[a-zA-Z0-9_]+$%

TimeRange:
Type: String

HER 2 : B CRT A ER
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Description: |
This is an optional argument to split the source data into multiple files.
The value should follow the SQL syntax of WHERE clause.
E.g. WHERE DATE(Item_TimeStamp) BETWEEN '09/16/2010 05:00:00' and '©9/21/2010
09:00:00"'.
Default: ''
MigrationS3Bucket:
Type: String
Description: The S3 Bucket where the datastore will be migrated to.
AllowedPattern: (?!(~xn--]|.+-s3alias$))*[a-z0-9][a-z0-9-]1{1,61}[a-z0-9]1%
MigrationS3BucketPrefix:
Type: String
Description: The prefix of the S3 Bucket where the datastore will be migrated

to.
Default: ''
AllowedPattern: (~([a-zA-Z0-9.\-_1*\/)*$)|(*$)
Resources:
# IAM Role to be assumed by the AWS IoT Analytics service to access the external
dataset

DatastoreMigrationRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Version: 2012-10-17

Statement:
- Effect: Allow
Principal:

Service: iotanalytics.amazonaws.com
Action: sts:AssumeRole
Policies:
- PolicyName: AllowAccessToExternalDataset
PolicyDocument:
Version: 2012-10-17
Statement:
- Effect: Allow
Action:
- s3:GetBucketLocation
- s3:GetObject
- s3:ListBucket
- s3:ListBucketMultipartUploads
- s3:ListMultipartUploadParts
- s3:AbortMultipartUpload
- s3:PutObject
- s3:DeleteObject

HER 2 EHENEINER 13
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Resource:
- !Sub arn:aws:s3:::${MigrationS3Bucket}
- !Sub arn:aws:s3:::${MigrationS3Bucket}/
${MigrationS3BucketPrefix}*

# This dataset that will be created in the external S3 Export
MigratedDataset:
Type: AWS::IoTAnalytics::Dataset
Properties:
DatasetName: !Sub ${DatastoreName}_generated
Actions:
- ActionName: SqglAction
QueryAction:
SqlQuery: !Sub SELECT * FROM ${DatastoreName} ${TimeRange}
ContentDeliveryRules:
- Destination:
S3DestinationConfiguration:
Bucket: !Ref MigrationS3Bucket
Key: !Sub ${MigrationS3BucketPrefix}${DatastoreName}/!
{iotanalytics:scheduleTime}/!{iotanalytics:versionId}.csv
RoleArn: !GetAtt DatastoreMigrationRole.Arn
RetentionPeriod:
Unlimited: true
VersioningConfiguration:
Unlimited: true

2. REZEEEBHEBMNER AWS loT Analytics FHIE. $H¥AiEmE , R ERARA NEHER
FH[Eiot_analytics_datastore,

AWS laT Analy > Data stores

Data stores (1 cC Create data store

Name Status Last message arrival time Storage information File format Created Last updated Data partitions

© Active

Jun 12, 2024 9:53:08 AM -0400 Service managed JSON Jun 11, 2024 1:59:17 PM -0400 Jun 11, 2024 1:59:17 PM -0400 Not enabled

3. BUHHEBIEEHERA Amazon S3 7T, AR , RMBER MFiot-

analytics-exportirE&,

SR 2 EHETMENER 14
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ERAEER

azon 53 > Buckets

» Account snapshot - updated every 24 hours T

s pravides visiitty b age mge 106 activiy trmnds, Losm moss [

Genvtral putpose budkets Directory buckets

General purpose buckets (6] 1o

Name v

4. F3 CloudFormation #t &,

AWS Ragion

v 1AM Access Analyrar

US East [N, Virginia) us-east-1

« BEF https : //https://console.aws.amazon.com/cloudformation,

c B-TEUHE K ARARENERAHER (FE),

« Ff& migrate-datasource.yaml g%,

Create stack

T
Create stack

Prer isite - Prepare

Prepare template

© Choose an existing template

Use a sample template

Specify template

Template souce

Amazon 55 URL

Upload a tamplate file

[ Choose file

migrate-datascurceyaml

0 uplcad a template file
Ulaad yous temph

$3URL  hitps (/33 us-east-1 amazonews.comycf-templates-dagumrjd movk-us-east-1/2024-06-127134305. 780 Zrer-mgrate-datascurce yaml

5, MAMBEBIRHATIIZH

« DatastoreName : #EEE# AWS loT Analytics WEREFRESR B,
+ MigrationS3Bucket : BB ERIK Amazon S3 7T,

 MigrationS3BucketPrefix ( iZH )

+ TimeRange (iEH )
RER D BN ZEER,

: Amazon S3 FEITENFTH,

Copy ARN Empty

Crantion date

View Storage Lens dashbeard

Delete Create bucket

1 @

Jurv 12, 2024, 09:56:18 [UTC-04:00)

Build from Application Compaser

Sync from Git - new

View in Application Composer

: ARENZEHERASQL WHEREF A , AFFIRIRIE BN R EE AR

HER 2 : B CRT A ER
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ERAEER

CloudFormation » Stacks ) Create stack

szp Specify stack details

Create stack

ik Provide a stack name
Specify stack details
Step 5 Stack name
Configure stack options I iot-amalytics-data-export
Stack name must be 1 to 128 characters, start with a letter, and only contain alphanumeric characters. Character count: 25/128,
Step 4

Review and create

Parameters

Parameters are defned in your template and aliow you to input custom values when you create or update 3 stack.

DatastoreName

The name of the datastore to migrate

I iotanalytics_datastore I
MigrationS3Bucket

The 53 Bucket wherg the datastore will be migrated to
I iat-analytics-export I
MigrationS 3 BucketPrefix

The prefix of the 53 Bucket where the datastore will be migrated to

l Enter 5tring

TimeRange
f the source data imto

6/200 050000 and '08/21/2010 09:00:00

This is an optional argument to spl

DATE TNimeStamp) BETWEEN '05/1

maltiple Fles. The value should follow the SQL syviax of WHERE clause. Eg WHERE

| Enter String

6. ERTEHBERERLZR-TT—F,
7. BEUZEUSHUREREYL IAM ER , RRE—TREX.
Capabilities

The followi {3} require bilities: [# le]

Cancel Previous | -

This template contains Identity and Access Management (LAM) resources that might provide entities access to make changes to your AWS account. Check that you want to create each of these resources and that

they have the minimum required permissions. Learn more [

1 that AWS CloudF might create IAM resources.

Create change set

Cancel Previous Ii

8. REASHRSIBEBRLAHEERIRETN.

S 2 EHLHERNER
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iot-analytics-data-export ® X
Delete Update Stack actions ¥ Create stack ¥

Stack info Events Resources Outputs Parameters Template Change sets Git sync - new

Events (8) : C
Q Seorch events ®

Timestamp 4 Logical ID Status Detailed status Status reason

2024-06-12 09:59:54 UTC-0400 iot-analytics-data-export @) CREATE_COMPLETE - -

2024-06-12 09:59:54 UTC-0400 MigratedDataset © CREATE_COMPLETE - -

2024-06-12 09:59:54 UTC-0400 MigratedDataset (@© CREATE_IN_PROGRESS . Resource creation Initiated

2024-06-12 09:59:53 UTC-0400 MigratedDataset @® CREATE_IN_PROGRESS

2024-06-12 09:59:52 UTC-0400 DatastoreMigrationRole (© CREATE_COMPLETE - -

2024-06-12 09:59:35 UTC-0400 DatastoreMigrationRole ® CREATE_IN_PROGRESS - Resource creation Initiated

2024-06-12 09:59:34 UTC-0400 DatastoreMigrationRole (@ CREATE_IN_PROGRESS

2024-06-12 09:59:32 UTC-0400 iot-analytics-data-export © CREATE_IN_PROGRESS - User Initiated

9. MUTERMEBRE K HEZE AWS loT Analytics - ERELMIREBHNERE,

|.«ws loT Analytics > Datasets |

Datasets (2) c | Crustedatmet

1 @
[ Name Type Triggers Status Created Last updated
[ iotanalytics_dataset Query No trigger has been set yet. @ Active Jun 11, 2024 1:59:19 PM -0400 Jun 11, 2024 1:58:19 PM -0400
C intanalytics_datastore_migrated Query No trigger has been set yet. @ active Jun 12, 2024 9:59:55 AM 0400 Jun 12, 2024 9:55:53 AM -0400

10. EMELNENE  RRE-TANHTUELERE,

AWS 16T Analytics ) Datasets > iotanalytics_datastore_migroted

iotanalytics_datastore_migrated Delete

Overview

Dataset ARN info Created
arrcawsdotanalyticsus-east-1:276334286 71 3 dataset/lotanalytics_datastare_migrated Jun 12, 2024 9:59:53 AM -0400
Type Last updated

Query Jun 12, 2024 9:59:53 AM -0400
Status

© Active

Details Content Schedule Dataset content retention settings Dataset content delivery rules Tags

1. BULEERENABRRSIBER ERERR,

S 2 EHLHERNER 17
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ERAEER

iotanalytics_datastore_migrated runnew || oatere |
Overview
Dataset ARN Infe Create
armawsiolanalylicsus-east-1:2763342867 13 .dataset/iotanalytics_datastore_migrated Jun 12, 2024 10:21:26 AM -0400
Type Last updated
Query Seni3rRE WE1IE AN a0
(:\J AClive
Details Content Schedule Dataset content retention settings Dataset content delivery rules Tags
Dataset contents (1) C
1 @
Date Nam. Status Duration
Jun 12, 2024 12:00:22 PM -0400 tafde @ 2415 ms

12. &% , 7 Amazon S3 £ & FBIRX iot-analytics-export fEFZETERBEAEHNAR,

‘ Amazon 53 » Budets > iot-analytics-export » iotanalytics datastore/ > 1N 2652/
Objects Properties
Objects (1) s c Actions w Create fold
Obyrcts sre the fundaments! ertibes stored 1n Amaro v [4 10 get oy fy grant them peemesios e [4
Q
] Name - Type v Last modified ¥ | Size v Storage class
[N 1021507 433
e — w1 une & 12, 2024, 12:00:28 (UTC-04:00) 3.8 MB Standard
ol 565l <8

TR EREDN

Ath
=N

(P Copy 53 URI

# AWS loT Analytics T/EE HE#E E Amazon Kinesis Data Streams 3 Amazon Data Firehose

B , RIA AWS Glue 1 Amazon Athena ATt — St BRI 2 TIEF. AWS Glue T (L& KB ZE(fHH

Bt M Amazon Athena BI [ R IEE [ RS b EH

o

70BN

MBRTTER , RN D4 AWS loT BEH,

MER, EMARRHABA. TREAEHEES

BITMEEANERER
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¢ N

AWS Glue

AWS Glue AWS Glug
Crawler Catalog

Amazon 53 Amazon Athena

Summary

# AWS IoT Analytics TS H# B AWS loT Analytics £ Amazon Kinesis Data
Streams, Amazon S3 , YW igEEREE K RIEEH AWS loT ERWVEED. WEBRETER., WA
RERMEANITINEE , ATREERER oT ERESERAMNBER,

BERER BEUNEREARBRREER TREBNEINKA CloudFormation ZEBEEE,

WEERNEBBRSRHRA , 28 AWS loT Analytics EEEH. TH% , FEEMBRFTELNER
£ NBREMNTLENEM,

TEEHNEEY  EEEREUREAEENI2ZINBERATELSEERE , BT BUIEH AWS loT
Analytics £ & W E#EEE AR A,

EEERER , ZUNESEERERENNEEEE A BRSEETENERRE. FA AWS Glue
# Amazon Athena Al — S R{L ERERNER , BEITERN SN MEFTEREMTERRRE,

S TRAARIEE AWS loT Analytics T , BEERESERESTHEENER Wit
AWS loT B8 P HRER B A B AL

Summary 19


https://aws.amazon.com/iot-analytics/pricing/
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AWS loT Analytics ( & ) AM

ER L EBREREIEEE AWS loT Analytics WER (tBATH ) |, BURE 10T loT £EEE R
ERRBR,

® fe&

« MREETHHBREPBAKEFIT, AWS loT Analytics BB EMEES MR,

« AWS loT Analytics Z#2AEF— &KX AMTIEE , TAREVFAE, BE, ERTFRENE
B, BEULAEZEA AWS loT Analytics 12 A B ZEILIhEE,

s AYBREGELSIEEEIY AWS loT Analytics BRI B EER,

BB TIIIETREIL AWS loT Analytics 588, BE, ERERENERE. AHBREBLRPOMALE
Fi AWS loT Core & REXEE AL AWS loT Analytics.
FE

« & A AWS loT Analytics £2 &

- BIEE

- EVERENE

- BUEE

- EVERE

- FH EEASER AWS loT

- BZE AWS loT AEMNEE

- FREAER

- RELEHNER

- EFRAHERK

& A AWS loT Analytics A&

EERKBER , B4 AHEE AWSIRE, NRECH AWS IRFE |, 55 EE X https : //https:/
console.aws.amazon.com/iotanalytics/o

X AWS loT Analytics £ & 20
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MRERE AWS 1RF |, SBERB RIS REMIRS,

B3 AWS tRF

1. BARK https://portal.aws.amazon.com/billing/signup.

2. FREEMRLETRET.

HoEMEFREPORENGF , WEEFRBNARER.

E8EM B AWSIRE , AWSIRFRERESRN . REAEFTEFEEIRFEFHRAE AWS Bk
#MNER. FARSREEY  FREEFIEETRGERE  YHECRARERAERPTEE
BREREFIEES.

3. BAAWS EEIF#EA WEEBEF https : //https://console.aws.amazon.com/iotanalytics/o

B8
SEERBERME RS, REBAERLHB 0T REEH, BRETHISHR T EH0EE,
RUEE

1. £ https://console.aws.amazon.com/iotanalytics/ B TEF E{H&ER L AWS loT Analytics EEX
o EERREE,

AWS loT Analytics X

Prepare your data with AWS loT Analytics

Channels
» Pipelines
.\
Data stores ..
Datasets ) O :_:_'.
Notebooks

Settings

Documentation [ Channels Pipelines Data stores

Forums [2 Use your channel to collect raw and Convert raw data from your channel into useful Store your processed loT device data to use for
unprocessed loT device data from other AWS data with activities that transform, filter, and data analysis.

Contact us [ services. enrich your raw loT device data.

o New console experience View channels View pipelines View data stores

Tell us what you think

® Tip
BT R EEE R IRFEEE,



https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://console.aws.amazon.com/iotanalytics/
https://console.aws.amazon.com/iotanalytics/
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2. £ Channels ($818) EE L , 1### Create new queue (B FHHE),
3. hEEEHEFMEARTEL , MABENFHEEN.

a. BAM—BETUERERNVEERRE,

b. (EA) $#HHERK , ¥ —LZEETER (XR5|R/EY ) HEZLNEE, EREUHBBE
BB AHENHEIR AWS loT Analytics.
C. EE—F_io
4. AWS loT Analytics B¢ REEMN R loT REE R FMIE Amazon Simple Storage Service

(Amazon S3) fZErEE S, ERLLUEEHCH Amazon S3 IR | B UERMERE | tharlL
A% AWS loT Analytics B Amazon S3 A FETHE.

a. EAHBREP 6 HHREEDY K EERBIERE
b. #HHRERMEFRHEENMNBERE , BEEERH,
c. BET-F,
5. ERERFREMLE , WA WWEF AWS loT Analytics LUREFASER AWS loT Core,

a. HA AWS loT Core EEEFZMEH , HIH0 update/environment/dhtl, EAHEZRER
%, TR A E BRI EERMEIA R R A EE,

b. #IAMBEEEY  EFEUFAC, TEUFACKRET GASGNER , AREEFR
VAG, EEHBEVMMBEEBRRNAE,

C. EET_io
6. WEALHREE K6 AREBEEIHE,
7. HFRLNHEERREHERR L,

BEVERTFHRIE

BRERERERNTREHTSEN. BRERETRENE, MR , BHFRER Amazon S3
REFETTERETENNMAEE. LT YRATALERVENASEASAENERE. &
¥, SULRRENEERENERREERL LN,

AR T TRRELENTFRE,
BYERERE

1. 1E https://console.aws.amazon.com/iotanalytics/ #9 T £/ ZEHEER, AWS loT Analytics[EE&
B EERGERERE.

BUBERTFHRE 22
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2. EEREFEREEREL , BEEVEREHE.
3. EETEHFHEFMHEAEEL K BMAERERENELRER.
a. SHERTFHEID, MAK-—HNWEREKEID. B|/EIEEIREE D,
b. (EA) $#HHEEK , BEHMEER K IZEETER (R/EYH ) FEEEHNERTMK
2, ERAHBBEERNBEEINEIR AWS loT Analytics.
C. EE—F_io
4, EREFRFEIEEL , EEONARKEENER,
a. SEREEE  RERBEIERE
b. HHRELERBCREERNKERE , BIEERA,
C. ig]%-lt_*/':o
5. AWS loT Analytics ERFMEXE JSON H Parquet ERERX, SFHERNEREERER | &#E
JSON & Parquet, 313 AWS loT Analytics X EERERNFMERAERESX , B2H
EE-F_Z’FO
6. (ZFEMA ) AWS loT Analytics X EERTFHREFNBEIZEIE , Rt B UEHCRBRVER K
EMLE, MEXENBITPEENFMEN , F28 Bi]EE,
igE-F_io
7. BETNIRE K ARBEERIENENME.
8. HMRENHERFHREEREENTFTHREERL,
BIUEE

BLRRINEE , BREERZERNFRE. EXEERSEEREERNIEE , LHEBIASEEIH
ERENE. WEFEES  FSREEED,

EAHERET , CERVESFEERZERFRENEE., B , EUUHNMEEEESREELE

\|é.\
o

SRR T 5 SRR Y B,

BugE
1. 1E https://console.aws.amazon.com/iotanalytics/ # T £/ ZEHEER, AWS loT Analytics[EE&

o, RERREE,

2
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® Tip
BHEAUREEEEFEREEE,

3. BMABEENFMENA.
a. HEREEEIDMREFEF K WAEEEH,
b. BEEEMNRIR , EREERRPENASHN AWS loT Analytics Ei&,

c. HEEEMNAH 6 ERFHCEEASEHNENEFHRE.
d. (ZER) HRER K-S EETER (R5IRMEY ) HEZEE.

e. GEHHASBUHEERL WMABMABNEALNE RBFETREENERE K AREENEES
28

f. REBHEAEBRENBUHEELRIR K RBBET -5,

9. ZBHETEWEAMNEERD. £25. BRNGEFASERL , BET -5,
4. WBEGHRE K AREFERVEE.
5. HMREHNFEEENEEERR L.

® Note
BE B AWS loT Analytics BIR , SAE A4S 7T SA#44T T S Eh4E -

- ERBERERIR, REZH loT REASER.
- B loT REFSERREFEERERES,
- EREEEE., fE. BERVNEELNER.

BE | BHEE AWS loT Analytics SQL ERIE |, LURRER loT £EEMERF R,

BUEE 24
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BEVERE

(® Note
EREBEERENES , T ESURKERER. ARttt , 2FEBK SQL EHEAEEHR
EHRESDHERER AWS loT Analytics B BRI £,

CREE—BHEE  ARATSERRRIEE  HEREHETUENNEREAET., EEEHE
B EANRTENE, ERROLLARENEREAEN SOL MEXARER , UREGEEN
AMARMEEEH0ERKR, BTEMES Amazon CloudWatch Hi2 R A FiE X AR 73R
AR,

BUERE
1. 1 https://console.aws.amazon.com/iotanalytics/ WA R BEE K | BIZFERE,

2. EERVESSHEL , BEFEEY SQL,.
3. EREEENEFMEAREL  BEEENENFAET.

a. BABRENERE.

b. H¥WERFRENRER , BETURBETHEL 2 ERFRENKE— ID,

c. (ER) HRER 6 B-AZEEFTER (REIR/EYH ) MEZERE,
4. A SQL REAEHENERNALEZsHMERE, ERNEREFRELERSE,

a EEEESHELT BAEABATIRETRSEERN SOl BH,

SELECT * FROM my_data_store LIMIT 5

WME PXEZ SQL ThEEMFEMERA AWS loT Analytics , 28 F# SQL FiEX AWS loT
Analyticso
b. ZBALLEZAREHRBBCNAARSER  UETHAZENRETETER,

(® Note

- BRIEHERESD  CHNENFRETRREZN. EZAERFHREL#T SQL
EHTEEOER , ALETRAgEHE _ dt.



https://docs.aws.amazon.com/AmazonCloudWatch/latest/events/ScheduledEvents.html
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- BHBAENMOKE SQL ERRFESEN KD , FEFERFEHIT , A Athena 2
[REFTHFEFNBE LR, Hitt , BLE/NOHE SQL EHRFESEH KN,

BMERENEYEEEHPER LINITFA, AER® , B UBRILFA,

o

(B ) ERFEREEREEENERNEYERNERRE K FEERAREEERFAZEETE
B, EEAHEE S UEEUBRERE, WEFAEN |, F2EEE Amazon CloudWatch
Events BUSEE & BE

L, BT EREEREEHERN. EREENBREHRRGERL , BET -5,
6. (BEA) EUNSEHERERMNTUAERREERE, BUUBREY NREEHEIRE.

LR, AT RFREANTEN  RUEREEHHRER LRBT -5,

7. AWS loT Analytics REEN L ERERNRNIA | DERENBHATHREHINER. RARS
90 X , BETUERREHTRAKE, L AURNENENTNHEFRARE,
ETUEARRRNERENARRS , DREFARNEH, ERESFEREADL  BET—
%,

8. (EA) CANRERAEMERNXMRUIISEANE , HIM AWS loT Events.
EFREAHBRETHRBUETARR  RUEREANRARXARVERL  BET -
%,

0. RECWEE, RERBETERE,

10. BRENFAREATERREEA L,

A EEAEER AWS loT

MRECERERKBIEENEE , XEESRERNERETEANERERES , EFATLE loT 2
EERMEIEEIE A AWS loT Analytics, R RILAfEA T 51i#1E AWS loT Analytics A& RHEXE

- EH AWS loT AEHRNEE,
-« fEF AWS loT Analytics BatchPutMessage API #&4E,

ETHEE 5 AWS loT Core , B2 AT H AWS loT AEFNEHEFEELAEEER , ZE AWS
loT Analytics AT SABEEN L & R,
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® Note
ELRNEEVTEERE , HIETIEE
- FEEBTEDKNE, HRABHEXAMPLEF B A examplefl MR AEE,
- TEEBTENS FFAE,. AEMS WEESREZEE , REH F£A AWS loT,

- BOETERBPESEASSRBRES  RALERATRS HBRERMNZNBANBRS
S

« AWS loT Core #EE AWS tRFE; AWS Eig 2 B EEAL,

A EXAEER AWS loT

1. BAAWS loT 8,

EEBEEET , ZBEAR  KARRE MQTT AERFiR.

£ MQTT AIEAFRERL  BEERHGEEE,

HUTEER K WARSERVEERRBANIEGERTEATNEE, LEHER update/

environment/dhtl,

5. #HFASER , AT JSON WA,

A w0 D

"thingid": "dht1",

"temperature": 26,

"humidity": 29,

"datetime": "2018-01-26T07:06:01"

}
6. (EA) BETRACUNSHEASBABERE.
7. #EiF Publish (B).

ERRMRERERNAL, A%, CHEEREALERIEHENEHE.

¥BZ&E AWS loT AN EE

BA BT SRREAERE EEENEZNEE,

BE AWS loT AENERE 27
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BE AWS loT FENERE

1. & A https : //https://console.aws.amazon.com/iotanalytics/o
2. HEBEERT , REHE K ARBELENEYNBEER.

3. EHEMFAETREEL, OTHBEERER , ARFARBETRHNFEEE (1h 3h 12h 1d 3d
1w), EE 1w 2ENE , URR LLENER,

BRI ERRONDREREREERDHHITHENEEFMEART LAVER, EXAHBERED |, £
REEBEEAEEN —H2 , Rt FESIMEAHTREER.

EREEED

1. EEEERTD  EEEE  ARBELENBUNEEEHE.

2. HEEENFAEAEEL , O TRDEERER  ARZEEF—ERKEEEER (1h 3h 12h 1d
3d 1w) REAZE R ESEE,

FHEHAGR

BERERBTRUCSV B ESEHRERNER,

1. ¥£ https://console.aws.amazon.com/iotanalytics/ A RIEEE K S | BIBEFHE,

2. FENEEE L , RELANEINERERRE,

. EEREEAEENEG LA | BENLAHIT,

4. EERTENERECRHE  FEFERETRAFELCHYMBEREEHEALNALR. B
ERNBRCIEBITEEHR/R , XBERKS,

5 EERERIEMNGER , FEENERNRRIERL  ENEREH. EERAARETILSEN
R CSVRER , FREETH,

(® Note

AWS loT Analytics ATAEERERBTEHE LA Jupyter EFLAK HTML F 5, FEFHHA
B, ESRERTEABEEL AWS loT Analytics & ¥l

FHEARKR 28
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RERENER

BRZEME. 2MANRB(LERNEE,

Amazon Simple Storage Service

AT LS E R ERREEE Amazon S3 REEITE | LIEEBEEERM
BE  IItABEAEINNREBICITEFE, 528 CreateDataset ##
fEcontentDeliveryRules: :destination: :s3DestinationConfiguration™ &y 1L,

AWS loT Events

FBAIEEERERBMABE A AWS loT Events , LR AT REERLEERBEFRIEAKSE
B, WEBRELESHEREEMEE.

EEERM , B CreateDataset BER I ERIE |, W W PIEE

AWS loT Events #i AcontentDeliveryRules :: destination ::
iotEventsDestinationConfiguration :: inputName, Bt ABEIREABroleArnty |
AR F#11T B9 AWS IoT Analytics FFfliotevents:BatchPutMessage, BEERERRTE
B, AWS loT Analytics i8S EERERRE B MARASEIEZEEEN AWS loT Events
Ao fltn , MRENEREITETIAR.

"what", "who", "dt"

"overflow", "sensor@l", '"2019-09-16 09:04:00.000"
"overflow", "sensor2","2019-09-16 09:07:00.000"
"underflow", "sensor@l","2019-09-16 11:09:00.000"

A% AWS loT Analytics EEZE M THLHALS,

{ "what": "overflow", "who": "sensor@l", "dt": "2019-09-16 09:04:00.000" }

{ "what": "overflow", "who": "sensor@2", "dt": "2019-09-16 09:07:00.000" }

EEREE T W PSR EBA MR AWS loT Events A (what, . who, HI—=Z{Edt),
IS ERIZE AWS loT Events FRE | EEH4PEAELEHM ARMUREBEZRBDIFEIREANBEE.

REEHER 29
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Jupyter E5EAK

Jupyter Notebook B —BHMRRITHARL R , AIEAESHES RATHEBRIEER/IRENER
Do BWAIBURARRLERAFTEHN DN , M loT KREER LERAMKBEB L, SIWARE
A kK FHEERSEFTESEED,

AWS IoT Analytics EF Amazon SageMaker Al EFEEAHTREBFEEH Jupyter EFioAR, BIERE
AHITER BT, BAAEE AWS loT Analytics #1 Amazon SageMaker Al 2 B2 3 B84

1. B ZE SageMaker Al EE AW E T L AHITER !

i

a. EAFMET , R%IRIZE Createanewrole (BYHA®), BiL FEE ARN,
b. BMERERAHITEERE.
BI{E IAM 32 5 &K SageMaker Al B :

F=1]
i

FRAe, cERA —EXERX.

BIZFIEABRBUER | ABRE R TIZIE iotAnalytics, BIZBIZIEE , A&
£GetDatasetContentESHFHHI WA A REZBET., BERBBGR,

c. REABRMNERM BASHE 6 RRBREBRVIK.

o o

ERHEMBEVNASRPBEINERSENETA AWS loT Analytics.

1. IR https://console.aws.amazon.com/iotanalytics/ , REEEREEBIKH | BIEFEELA,
EEEAERL  BEEIERAR,

2. TEEMEAEML , BIE IoTAZHEZR,

3. ERTEELLIHEL, MAZEREANER, TENERERED , BE K AREBELEWNEY

MWERE, EEINELASTEES , RIBHEE SageMaker Al I W ELRAHITHEE,

BELZNEER  BEBRVERAE,

5. EEZAEAL , BNELAFITEBEAETE Amazon SageMaker Al 12 & M.

s

FRAER

AWS loT Analytics ERAEATE AWS RENMRBZEBNARBL , AHBERKER AWS loT
Analytics SERIZRHG], ERUAERELERAHAARE- S THRIAEEEAELER , UFESEMN loT
REGRWRMHAEE.

BT LATE AWS loT Analytics £ AP KB T HIECAE A -

EERYN RIS 30
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SMconsole_link;
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- FRBEREER - £/ Poisson EHMNER B VY (PEWMA) BE | BAIBRZEERBREREER,
- KBEERGHER - EAPR. FEMNREREFIRERENASEROE L,
- EHEIENAAMMHE - EASBEREHERE (LSTM) HIEER B E D B RFERES 51 FiH
f=o
EREFFER-EM kK PHENEB T4 DM (PCA) 74 , MERAESIRECHEERPHT
& F&EH,
- BERTHERR - £/ LSTM BRETaELBNERE,
- ERETERmERR - £/ LSTM FRBEH PO 758

EERYN RIS 31
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A9 AWS loT Analytics

AEFREARKE, TR, BEENEHEEERNELRDS AWS loT Analytics, LtEERE

& 515 AWS Command Line Interface (AWS CLI), %% KIFEMEA AWS CLI , 7526 AWS
Command Line Interface A& 5. M&F CLI tn S HFMER AWS loT , 752 & AWS Command
Line Interface &M iot,

/A Important

{#/ aws iotanalytics@$ 3 AWS loT Analytics £/ £ E& AWS CLI, £/ aws
iot@ SR B2 loT RfEH H b5 EE AWS CLl,

(® Note

IR, ERETYEH FE A AWS loT Analytics EEMNEZRE (HE. ERE, ERENRE
MEE) B, RASEDBEEANENASTFEEFAIE. ERNEBLANINEFTEH
¥, BEEE)BEFR. KRENEF,

B RE

BRESRELHFREENFAASEN  ARBERLENRHEEEE, EANFAESEEIEE , B
E—ESRRHEREIEE,

aws iotanalytics create-channel --channel-name mychannel

MR BB ERIE AWS loT FAE AWS loT Analytics , AT LLEY AWS loT R EISIZH A | SASEX
BMIEE, EWBRSRERE DEERBEINE AWS loT Analytics, I SERMBEAEEN S —BHEREH
AWS IoT Analytics @55 BatchPutMessage,

BRI HECEIREE !

aws iotanalytics list-channels

WS EENFRER,

BIRE 32
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aws iotanalytics describe-channel --channel-name mychannel

REBWHEASEFREDR EEMN Amazon S3 FEEZETHEF AWS loT Analytics , REREHEBE
BWREFITEP,. FH channelStorage Z2HRIEEEEFHREM—18 Amazon S3 FEFETEH,
FEREAREZE Amazon S3 REFE. WRSEEFESBEFALTHRELEEMN Amazon S3 &EE
FrlH |, AR ERTFRREE Amazon S3 REFETE LEITELEIER AWS loT Analytics FF 1 :
s3:GetBucketLocation ( REBEMFITBEME ) s3:PutObject (FHKIE ). s3:GetObject
(#BE ). s3:ListBucket (EFEE ).,

Example

JSON

"Version":"2012-10-17",
"Id": "MyPolicyID",
"Statement": [
{
"Sid": "MyStatementSid",
"Effect": "Allow",
"Principal": {
"Sexvice": "iotanalytics.amazonaws.com"
},
"Action": [
"s3:GetObject",
"s3:GetBucketLocation",
"s3:ListBucket",
"s3:PutObject"
1,
"Resource": [
"arn:aws:s3:*:*:*:your-iot-analytics-bucket",
"arn:aws:s3:*:*:your-iot-analytics-bucket/*"

NREBEREFIEREMFNERYFT , EURFEEFREBEESN , URALITENNENS
EEEREREY, FERENEERAEER,

=
iy
=

33
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B ERFRE

EREREESRBENEFRENAR. ETRENE , MEASNAREAVEARER. BAMEYS
BEHMFHRERFHRRETAEREIUENAL , RELN WTUERE - ERFRERERENRE
AWS loT FAE.

aws iotanalytics create-datastore --datastore-name mydatastore
NHEERYNERTFHRE,

aws iotanalytics list-datastores
NEEBERTFRERNFEESR,

aws iotanalytics describe-datastore --datastore-name mydatastore

AWS loT Analytics EJRE Amazon S3 BE

B ERENEREREAEERIER BEMN Amazon S3 F1ZETES , AWS loT Analytics IFHK
EEEBNREFTRD., ELAEVERFNER , B datastoreStorage API Z2REREEE
# Amazon S3 77T, FEREARKEZE Amazon S3 FHEETRE.

MBEEBEZZEREREASREEEEEN Amazon S3 RS | BX4ERT AWS loT
Analytics 8F 7] , F8E7E Amazon S3 2B 88 E HITIE LB 1E

* s3:GetBucketLocation
* s3:PutObject
* s3:DeleteObject

MREFERERFHEMS SQL EHREREMNRIR , FBFRE Amazon S3 RFETEBE , L AWS loT
Analytics & F & A1 2RI A 7 AT B8 A B H Amazon Athena &,

(@ Note
BECEREFEITEBBRaws:SourceArnHi8E , UGB LB EREBALZEBE, EFEB
EAFREEERFNFERRRH TN, NEFREEREABENFMEN , F2H the
section called “FEBs 5 RIS E BB AN,

BUENERE 34



AWS loT Analytics EREEmR

UTRRTFELLEF AN FRT IR,

JSON

"Version":"2012-10-17",
"Id": "MyPolicyID",
"Statement": [

{

"Sid": "MyStatementSid",

"Effect": "Allow",

"Principal": {

"Sexvice": "iotanalytics.amazonaws.com"

},

"Action": [

"s3:GetBucketLocation",
"s3:GetObject",

"s3:ListBucket",
"s3:ListBucketMultipartUploads",
"s3:ListMultipartUploadParts",
"s3:AboxrtMultipartUpload"”,
"s3:PutObject",
"s3:DeleteObject"

1,

"Resource": [
"arn:aws:s3:*:*:amzn-s3-demo-bucket",
"arn:aws:s3:*:*:amzn-s3-demo-bucket/*"

1,

"Condition": {

"ArnLike": {
"aws:SourceArn": [
"arn:aws:iotanalytics:us-
east-1:123456789012:dataset/your-dataset",
"arn:aws:iotanalytics:us-
east-1:123456789012:datastore/your-datastore"
]

Amazon S3 BUX 35
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MBFHMEN , 528 (Amazon Athena EAEIER) FHEIRFFEL

(® Note

MREEFEFZEENTHENERSGHT , LUREFEEFREREER , UBRREMTE
BN ERNBISEERNERETT. WEFHMEN , F2HRENEEREER,

EREBEX
AWS loT Analytics Bz [E B 51 % JSON H Parquet fEREN, FARERERXZ JSON,

« JSON (JavaScript W ZEfeE ) - TEBBEHNEEFTENIFER.
- Apache Parquet - AREREHRNEAXEE RN ERIFETE,

BHERTE AWS loT Analytics ERITFREMNERER , BAUZEYERTFHRIEREA
FileFormatConfiguration ¥4,

fileFormatConfiguration
TBEERBANHEREERA. AWS loT Analytics ERMFHEXE JSON # Parquet.
BARERBAR JSON, BREEE— BRI, BEYERNTFHRER K LEIEBEERKN.
jsonConfiguration

BE JSON XA EREEH.

parquetConfiguration

‘@& Parquet & XNWHEREBEA
schemaDefinition
EEREERAMENEA.
columns
BE—ExZEEHRERE.
BEEBHRIRRZALUE 100 5, SHHZILE 100 BERER,

name

WL BE R,
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EAEE

M

RERS : 1-255 @F T,
type

BERNEE., IEXENENEENFAER , F28 (AWS Glue RBAEER)
PHEREREE,

RERS : 1-131072 fE=* .

AWS loT Analytics % #& Amazon Athena P EREREH LY HWFEERER |
DECIMAL(precision, scale)-BRI\precision.

BYEBNEFRE (28

THIRFRAMAEIL Parquet BB FERNERFRE,

BYEBRFEHRE
1. & A https : //https://console.aws.amazon.com/iotanalytics/o
2. ESEERT , EREREHE.
3. EERFHEEEL , EREVERENE.
4. EETENFHEFAEIEEL WAERERENELEF.
a. HHEREFREID, BAE-—NEREFRE ID. BEEEEVREE N D,
b. (ER) #HHER K EEFEER , K- JZEETER (R3IREY ) HEEENER
ERE, BEBRUHBBERNABEEINEIR AWS loT Analytics.
c. EET-L,
5. ERERTFEIEEEL K EEUNARELENER,
a. HYREFERE K RERBIERE.
b. HERELBVERECREERNBERE | BEEREY,
c. EET—-F,
6. EREEMRIAEETL , ERERZHENEBNEN,

a.

o

SHH DM | BIE Parquet, BEZEEVENTFHECREBEREN,
stEESRARR | BEERTFHMIEN JSON F&,
¥ | LA JSON i A B EBHR | Flam TS0,

BREX
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{
"device_id": "0001",
"temperature": 26,
"humidity": 29,
"datetime": "2018-01-26T07:06:01"
}

d. BREHEREBEL.
e. TEFRIE Parquet BBIERT , BEBAFESEMN JSON &fl, MREXTHEEF , BFHEH

Parquet & #iK,
NMREFEFEBERBETRIEZSERE  FEREMEERR  BAESHEEE K RAREEE
REA,
(® Note

RIBTREE , BNEBIER T A 100 BERE. MFEFMHEA , F2E AWS loT
Analytics Bt%8,

RS ERRERMNENEE, NEXEENERENFHRER , F28 (AWS Glue
FREBASER) PHNEREREE,

(® Note
BUBRERECR  SEZSERTERMNERNEE,

EEBREATERN  FEREBRERE,
f. BET-H
7. (ﬁ%)AwswnmmmsiﬁﬁﬂﬁmﬁmmaJ“%E B it & B LA & 38 E M BR AV B R A K
ELE, MEXENEITPEENFHMENR , F2H8 BFI92E
BIET
8. HERBEMNEBIEEL , METHRE K RRZEEIENTFHE,

/A Important
REFEEVERFHECRSEFENGFRE ID. BREANER/BNEREE,

9. BMRLHFERFHERREENFHERR L.
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EHE]

AWS loT Analytics X ZEE R 7 & , At EATUEERFREFABES. EEGEAERND BIREBE
B, BALIEHEMRNES, EMRL SEERFRENENE K TRBEE,

U URFZEREE TR ENASERNBUIBERTEER,

EERAER  FEERFRETRRAEN S, BEE—SZEENSEEHE , Y2 ENERFR
[EE#E] AWS loT Analytics EiE. A% , BEFA WHEREF ARZKELKRENEM,

BUERERE (E28)
THREFRANMFERABIT P EIEELERFRE,

BUENEHE

1. & A AWS loT Analytics £## A&,

2. EEEERY  EEERENE.

3. EERGEREERL , BEEVERENE.

4. HEEEERFREFMEEAEEL  WAERERENELREA.

a. SEEREFEHEID, MmAM—MNWERERE ID, BELEERIZEEN ID,

b. (EA) $#HHEEK , BENEER K- NZEETER (R/EYH ) HEEZEREHE,
ERHBEERNAHEINEIR AWS loT Analytics.

C. EET_io
5. ERERTFEIEE L  EEUNARELENER,

a. STHRETERE K BEREIERE.
b. #HHBRELERBCEREERNKERE , EEFERH,
c. EET—-L,
6. ERTERIEEL , EEERLENFBEBNERK,
a. SHYEREHREZRENDE , BF JSON 5 Parquet, Z1FE AWS loT Analytics X B RE
BYFMER , F2E EE2EHL,

® Note
LEAEBRVENEHEZRBERRER,

EHPEE 39
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b. igj%-lt_io
7. RUBERTFHREEVYBEIZEIRE,

a. HRHFEERDEE , FEEA,
b. #HHEMDEENKE A BEESIHERFEHNESER,

BEFAIRR  ARBIRRERERFHRERSH AWS loT Analytics 588,

c. HYASHHIEN K BNEEARIIFEHNFTRENASBME. AR EBETHERIEBRH
BABESEREERSEREL D BEHEE,

® Note
R —EREEE S A EFTEEERNENE.

d. S#HHBEITENFRESIIEHE K ERXIIEHENELREF. fEL—ESRPEINVEE

NEEFEUERBERNADIENHE, FRAUTEERITSEEE

- DEEFE - EEHIIEHERBHERKBERK I IIEHE,

- BUEBBNMEEST - BRBERT , AWS loT Analytics #§FE AR EBMEDEE
HEIBNFTNFEEIBEEE, FEBUHSBUBIT2AEHENERE. BUUER
WHERE F R HI#E & BRZELEHREE,

- FADEEBHHEENEBFTES __partition_,
- BREFEBEIIEEE , gFEAEBME __year, __month, __day. AWS loT
Analytics 2 THIME#E__hour.

- BEF - EFHRSI D B EMEE |, IR EEMRVEE,

HRABEEEKN  FHERASERAENMNERASL  EEREBRsBENER, Bl
BIEH A —1E AWS loT Analytics 5 HHEVENRIE |, IEEFSERKRRNIRE, E—F TH
EEHHEEEXTIE,

EEMEFFAEBUENNHE K FEEMESEE,
e. EE—F_io
8. EREMNZBEVEEL A6 BRELSHNEE K AREEERVERNERE.

EHPEE 40
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/A Important
« BELZEBVERNFHECRESEEREFRE ID,
- FEREBREAENSEE , ELREUS —EENFRE  YEBEEEMEEER.

9. MRALHFERFHEEREENFHERR L.

EuEE

EESHARBBENAR X REERAEETREERNFREZNREENGEAS . EEREEE
BRIENTHE K FREUEE. REZNEERSEEEREERNEE. REANASEZEENEERE
BERE, NFEEEMEENEN  F2EEEED.

ik , RMERLELEMNSERAEERIENFRENEE, AR , E#HIREENRAERF
RE2® , SR UG ERMEEEDREELER.

HIT TSR TRELEE,
aws iotanalytics create-pipeline --cli-input-json file://mypipeline.json

mypipeline.json BREBETIHARE,

{
"pipelineName": "mypipeline",
"pipelineActivities": [
{
"channel": {
"name": "mychannelactivity",
"channelName": "mychannel",
"next": "mystoreactivity"
}
},
{
"datastore": {
"name": "mystoreactivity",
"datastoreName": "mydatastore"
}
}

BUEE Y
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}

BT T SRIIHBEANEE,

aws iotanalytics list-pipelines

AT T 5an & RAR AR B B EE R AR

aws iotanalytics describe-pipeline --pipeline-name mypipeline

A& & RHEELZE AWS loT Analytics

MRECERERRBIEENEE , BERERETEANERERED , ERATLUEAREREEE
Heh AWS loT Analyticso EL@ BPEREERBEANRES L AWS loT Analytics, &RIEAfEHA
ABhNEBHRER AWS loT Analytics BatchPutMessage API AWS loT AL,

&

. £ AWS loT AABHRNEE

- £/ BatchPutMessage API

£/ AWS loT AR N EE

EEFEH AWS loT ARHRNEE |, BRI UFEARRISIZET AWS loT RAl, RASKEERELTE
WAASEHEEIE P AWS IoT Analytics, Fi8 , EELBRBSEREGEY—EAE , REMENFTT.

B IAM AE

EEH AWS loT AEBEE AWS loT Analytics 3518 , BAIMERERR, BE% , BUEEY IAM A
& BFZBANETAAEEREILEE AWS loT Analytics SEEHIEF T,

BT ;TR AG,

aws iam create-role --role-name myAnalyticsRole --assume-role-policy-document file://
arpd.json

arpd.json EERNABRFTRREXWN TR

HS B EHEELE AWS loT Analytics 42
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JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": "iot.amazonaws.com"
},
"Action": "sts:AssumeRole"
}
]
}

RE  BBERXHEZIAG,

aws iam put-role-policy --role-name myAnalyticsRole --policy-name myAnalyticsPolicy --
policy-document file://pd.json

pd.json ERNABEEREZN TR,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "iotanalytics:BatchPutMessage",
"Resource": [
"arn:aws:iotanalytics:us-east-1:111122223333:channel/your-
channel"
]
}
]
}

A AWS loT BTN EE 43
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B AWS loT Al

B AWS loT RA , A SRR EAEE,

aws iot create-topic-rule --rule-name analyticsTestRule --topic-rule-payload file://
rule.json

rule.json BENABREFEREXM TR,

{
"sql": "SELECT * FROM 'iot/test'",
"ruleDisabled": false,
"awsIotSqlVersion": "2016-03-23",
"actions": [ {
"iotAnalytics": {
"channelName": "mychannel",
"roleArn": "arn:aws:iam::your-account-number:role/myAnalyticsRole"
}
} ]
}

#% iot/test MK AEKEH ZASH MQTT &, HEERBNAGIRAAREN —HRINEE
EBAAE,

X MQTT FAEE AWS loT Analytics

HRAMAEE, EEEENENFRENEEZR , FERRMNEMERBRERER AWS loT
Analytics IEERIFHE , EipEETEHN. EZAFLER |, BAIER AWS loT EEAREEAR.

(® Note
FEENASAR (ER ) WMLEB AWS loT Analytics.

- BERGERHFINER () ; TEEAEMBIE®RF T,

- HEXARFEBFRE—ERLR ()

- FRAIBEEFH (o

- ERAKERNMES : ""[A-Za-z_]([A-Za-z0-9]* | [A-Za-z0-9][A-Za-
z0-9_1*)%"

- THEAR 255 BFT
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« FED KRN, HEABHFOOFAES fool WRNLRAESE,

Flgn | EARAEAEF |, {"temp_01": 29} = {"_temp_01": 29} AENE , B
{"temp-01": 29}, {"01_temp": 29} = {"__temp_01": 29} BHAEME,

1. 357 AWS loT 2 & ERINSEERSD |, BIE Test (AIFE).

= Sample period Time range _Q_
&p aws ot Monitor
One day v Week v @
| Monitor
Successful connections
onb
rage
reeng
Ser
. 5 [ ]
fend
Act
Test
Feb 14 Feb 15 Feb 16 Feh 17 Feb 18 Feb 19 Feb 20

#- Successful connections

Messages

2. £ MQTT client (MQTT A Fi%) HE , R Publish (3#5) 28 Specify a topic (JEEXE) HE @
A iot/test, EFAREARERTF , RT3 JSON REHFE , RAIBWARR.

{

"message": "Hello from the IoT console"

}

3. i#4Z Publish to topic (M ZEXE),
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WJ%nMnJmWﬂJﬂ%wwuﬂWw

© 0 - This client will not acknowledge to the Device Gateway that _Q?
ﬂﬁa AWS loT messages are received @
1 - This client will acknowledge to the Device Gateway that

messages are received @

MQTT payload display
© Auto-format JISON payloads (improves readability)
Display payloads as strings (more accurate)

Display raw payloads (in hexadecimal)

Publish
Specify a topic and a message to publish with a QoS of 0.

ot/ | [ |

®o
S vs
& sec
£h A
)

Test

EREERME

=

B, URHAEXIEHEEYNERERE,

f‘ll'l

& BatchPutMessage API

IMEBAEERMNSE — @ ER AWS loT Analytics £/ BatchPutMessage APl 5 5. WHZEREE
ﬁ“\;ﬁi AWS loT £l , EAREETENALSKHIZNRE, B2 , cHEFEKERN/ASEEE
SEEREERAHITHER AWS SDK B E R |, eesEHA AWS CLI FEIY BatchPutMessage,

1. BifEZEmessages.json , HHAIEEEENAL (EHEHF , RgEE—BAR ).

{ "messageld": "message@l", "payload": "{ \"message\": \"Hello from the CLI
\Il }Il }
]

2. #{T batch-put-message 5o

f§ A BatchPutMessage API 46
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aws iotanalytics batch-put-message --channel-name mychannel --messages file://
messages.json --cli-binary-format raw-in-base64-out

WMRREBER , EFEIUTE L.

"batchPutMessageErrorEntries": []

EREEmnER
A LAEA AWS loT Analytics £ & , RELEENAERS EEHIE SN EE,

1. FAWS loT Analytics TR EMNERIEBEE KT , BEEE K AREBEFEE (WNEMKE) , REE
BRI BEINEEZE.,

B Channels -
Analytics @
I QCha""EIS Name Status Created Last updated
Pipelines
my_channel ACTIVE Sep 13,2019 10:47:17 AM_.. Sep 13, 2019 10:47:17 AM...  see

Data stores

Data sets

Notebooks

2. EEEEMEFEEL , @ T#E R Monitoring (E532) B, REERAREREHEE , 525&
EEH—ERRSEEERE (1h 3h 12h 1d 3d 1w), LEZSEIERR , BHEREEEBEE R
BHIEENAEEE,
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Channel size

9.5e-7 GB as of Feb 27, 2019 4:00:00 PM -0800.

@&®OP

Tags Edit
No tags

Monitoring

1h 3h 12h 1d 3d 1w \El

IncomingMessages

2.00

1.50

1.00 —_—
0.5

0
17:00 1715 17.30 17.45 18:00 1815 1830 18:45 19:00 19:15 19:30 19:45 20:00

FHEEUNEZRDRE  TAMREEEEDHT. EUUEEEFMEFARE LERETBHHTHER. W
REHAEEEPEETE , AIEXEET 0 EHITHR,

1. ZEAWS loT Analytics FEENERISEBERP , BEEE K AREEEE A ARBELENEILN
EEEHE,

Bl Pipelines -
Analytics @
[° Channels
== Name Created Last updated
I Pipelines
my_pipeline Sep 13, 2019 11:21:01 AM -0700 Sep 13, 2019 11:21:01 AM -0700

Data stores

Data sets

Notebooks

2. EEEHMEEAEEL , @ T#EEZ Monitoring (B512) BER., REERRBAREEER b HxhR
ZEEP—EREEEEE (1h 3h 12h 1d 3d 1w), LEZSEIBEFRY , EHEEKBNEEANEEE
BETHEBRNEE,

EREmHOER 48
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Monitoring

Q
ih 3h 12h 1d 3d 1w \El @
®

ActivityExecutionError-DatastoreActivity-my_datastore_33

1.00
0.8
0.6
04
0.2

0
17:45 18:00 1815 18:30 18:45 19:00 1915 19:30 1945 20:00 20115 20:30 20:45

PipelineConcurrentExecutionCount

1.00

0.2

0.6

0.4

02

0
17:45 18:00 1815 18:30 18:45 19:00 1915 19:30 1945 20:00 20115 20:30 2045

BEVERE

ERBUEBE Y SQL ENEHARENERERNFREREINER. AWS loT Analytics AT AEHEF
DEIESHEE, BERAERNERERRERE , BETUFEA SQL REXAREHBER , UELTFRE
ERETHER,

ES -]

- EHEHR

- EREHANER

BUENE 49
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BHER

FEEHER  SUNBVERE, ENEISLARERERFREN SQL , AREEFTER B H#
MEEHEEEHFVERFRE. B ERAREELL Amazon CloudWatch HFIE RIEXAIREXNREIEAHE
o

BT T BRELERE,

aws iotanalytics create-dataset --cli-input-json file://mydataset.json

Hemydataset.jsonEREETIRE.

{
"datasetName": "mydataset",
"actions": [
{
"actionName":"myaction",
"queryAction": {
"sqlQuery": "select * from mydatastore"
}
}
]
}

BITTHGT , ERHTEAREVENERS.

aws iotanalytics create-dataset-content --dataset-name mydataset
FETFEIEBREREVENERS.
FREANESR

EANBRRENENERR , LLCSV RARER BER., RIRTEB Amazon S3 REZER, T
HHERANIREEREDTEMRME , BETHIER,

#1TT %] get-dataset-content &%,
aws iotanalytics get-dataset-content --dataset-name mydataset

MRELHERETEEMER , AI’RE PWEiHget-dataset-content?E status "state":
"SUCCEEDED"MfIFEH , LT EBIFT R,

EHEHR 50
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{
"timestamp": 1508189965.746,
"entries": [
{
"entryName": "someEntry",
"dataURI": "https://aws-iot-analytics-datasets-f7253800-859a-472c-aa33-
€23998b31261.s3.amazonaws.com/results/f881f855-c873-49ce-abd9-b50e9611b71f.csv?X-Amz-"

}
1,
"status": {
"state": "SUCCEEDED",
"reason": "A useful comment."
}

dataURI RHIHFERNEES URL, ENERBERE (EE &), BRBENIERE , EERRE
B IR RSB E—EF I get-dataset-content , ARG SEELEHNESEE URL,

RZE AWS loT Analytics & ¥
IBEZERE. DMAMIEBI AWS loT Analytics ERIHYE1E,
AEFHE

» Simple Storage Service (Amazon Simple Storage Service (Amazon S3))
 AWS loT Events

- REEH
 Jupyter EEEA

Simple Storage Service (Amazon Simple Storage Service (Amazon S3))

B LA ERERBEEE Amazon Simple Storage Service (Amazon S3) fE1ZErE8 | LUE
HEARENERNES  SIRRNBEARAFNRB(C T EETEFR. 2/ CreateDataset

contentDeliveryRules: :destination: :s3DestinationConfiguration® & M.

AWS loT Events

B L EEERERABMAE A AWS loT Events , LR EEREREBEREFRIEAKRIEE I
ERENEEHEEEEMABE,

% AWS |oT Analytics & ¥} 51
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EEERM , BFEH CreateDataset BN ERIE | W WL FIEE AWS

loT Events #i AcontentDeliveryRules :: destination ::

iotEventsDestinationConfiguration :: inputName., ZENEBIREA®roleArny |, &
A & FHIT "iotevents : BatchPutMessage" B9 AWS loT Analytics 3 7l, BEERENRBEIL
B, AWS loT Analytics i@ EEEREARARER MAREEIEZEEEN AWS loT Events B A,
m, MRENERETE

"what", "who", "dt"

"overflow", "sensor@l","2019-09-16 09:04:00.000"
"overflow", "sensor@2",'"2019-09-16 09:07:00.000"
"underflow", "sensor@l","2019-09-16 11:09:00.000"

A% AWS loT Analytics EXALE , HF TSN TN -

{ "what": "overflow", "who": "sensor@l", "dt": "2019-09-16 09:04:00.000" }

{ "what": "overflow", "who": "sensor©2", "dt": "2019-09-16 09:07:00.000" }

MEZREREET AWS loT Events B A |, AR EREBIEA (what, . whofI—=Z{Edt) , I
B3I AWS loT Events HRISREE , EEHPEAELEW ARMUIRBEBIFESIRERDERH,

RIBE

AWS loT Analytics #2488 Quick Suite FE#EE S, Quick Suite B —BHRIEMNEE XD TR , TAR
BEERBLYMR., BMTHEERESNT , UARRERERPEEEZERBR. Quick Suite AT FEEBERE
B+EFRE , UFEABANIEERRASIE (SPICE) R EEKREE, ELLEFRME Quick Suite,

Jupyter LA

AWS loT Analytics Jupyter Notebook tB Al LABE {EE A ERIE | LIEITHE h""*ﬁ*ﬂﬁﬂﬁiﬁto Jupyter
STRAR—ERMRREHERA R, BULLEIE http://jupyter.org/install.html| , ZEI T HZXEL K,
iR t8E Amazon FEE E AR R SageMaker Al WEEAES

REZERTNERE

IETILATE I A CreateDataset 1 UpdateDataset APls BigEE Rl fEretentionPeriod and
versioningConfiguration{uMfE , UMEREREZSOMENERERS , URREBEZ A .

PIREH 52
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ERAEER

"retentionPeriod":
"unlimited":

"boolean",

"numberOfDays": "integer"

iy

"versioningConfiguration": {

"unlimited":

"boolean",

"maxVersions": "integer"

iy

EMESHNRES —LER , LTIHARHERETSORENERERNR , UREEZ Ko

versioningConfigur
ation :

[RIETE]

versioningConfigur
ation :

unlimited =
TRUE , maxV
ersions KR E

versioningConfigur
ation :

unlimited =
FALSE , max
Versions = Y

retentionPeriod

[RIEE]

RESHRA N LR
FTEY R SRR AS (BN RF
@) 4R & 90 X,

BE 90 REFTEMRA
WERE , BRES

Do

B 90 RiRBHEBY
BRASERE,

retentionPeriod :

unlimited =
TRUE , numb
erOfDays = RE&KE

RBE&HMARA 0L &
FEY RN RRAS (FRA
) EPRRE,

RENRARERB
PR,

BiE Y ERFEER
B, K ERcMERE
R

retentionPeriod :

unlimited =
FALSE , num
berOfDays = X

RESHRA N LR
FTEY R SRR A (JnRF
E) ;RE X X,

K% X RAATEMA
HWERE  EREZ

Do

B% X RFBIB Y {8
RS ERE,

REZERAFNERE

53
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£ =5 TN
FIH /%sg‘( ﬁ AR /.

FEEENASER (ER) WMEBT AWS loT Analytics :

REGERBFANER () ; TAFERHEMSKRF T
- HEAARFEFRIH—EKLR (o
« FAIBEEFHR (o
- ERAKRERXNMNED : ""[A-Za-z_]1([A-Za-z0-9]*|[A-Za-z0-9][A-Za-z0-9_]1*)$",
- 115818 255 fEF Tt
s FERAKRNE, HEAEAHPEA "foos M "FOO, WEMNEAER,

Flan | FERAEAESD | {("temp_01": 29} = {"_temp_01": 29} AEME , 18 {"temp-01":
29}, {"01_temp": 29} = {"__temp_01": 29} BEAENE,

£ AWS loT SiteWise & ¥

AWS loT SiteWise B —IEZERK , ATARARERE, BE, 2WNEAB TERFBENER. R
BRUEEGERERE  ARBEIXRKE. BEFRMREHRTE.

iEiB AWS loT SiteWise EEER  BULUEREMFANITERBER |, LR NS E B R IE i 48 5
HIEE, BHURTEEERBRINENEE AWS ElHHNER., MBFHMAEF , B2 AWS loT
SiteWise fEFA&E M.

AWS loT Analytics B2 Z& AWS loT SiteWise , E L&A LLE AWS loT SiteWise ERIE 1T EERE
SQL &/, HFERKEM AWS loT SiteWise Bl , FHRAWS IoT SiteWise ( EAEIERE) PRI
ERTFXEFNEFRELENERE, A%, EE £/H AWS loT SiteWise ERIEVERE (2

B ) B PSS BRER AWS loT SiteWise ERIEIERISE (AWS CL)REIZ AWS loT Analytics &}
£ WEIXEER LT SQL &,

&

- £/ AWS loT SiteWise BRI L AWS loT Analytics ERI&E

- FRERERE

- HEBRIE . EH FH AWS loT SiteWise B AWS loT Analytics

FEEETEE 54
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ERAEER

£/ AWS loT SiteWise ERIE I AWS loT Analytics BRI &

AWS loT Analytics ERIE B ANEHMERFREHTERLN SQL RAXMKER , URELIEEN

BHNKGEERERNRANRE, S UEREL Amazon CloudWatch HFEREX A RIEXRKEME

AavHERE.

(@ Note

EREEERENES T EEUREEAER. Hiitt, 2FEBHK SQL EMEAZER

FEHREHHERR AWS loT Analytics B BRI £,

BB TYLER , BB BEN AWS loT SiteWise ERE T EHRI£E,
FiE

« £/ AWS loT SiteWise ERIETERE (EESH)

- fEF AWS loT SiteWise ERHE I ERIE (AWS CLI)

5/ AWS loT SiteWise ERIEVERE ( A )

ERELLSRE AWS IoT Analytics £ & R/EM AWS loT SiteWise BERIEII BRI,
BUERE
1. £ https://console.aws.amazon.com/iotanalytics/ A B EBE L F | BEERE,

2. HEMESEEEL  #EERT SQL,
3. EREENEFMEAREL  EEENENFMAET.

a. WAERENER,

b. $HERERENRR , BETHB AWS loT SiteWise ER1ZHERMHE— ID,

c. (IBA) HREE K K IZEETER (FRSIREYH ) MEEERE,
4. fFH SQL REXEHEHNER I EZ 9 HTEE.

a. EFEEEMMUT  BACRBAFARETIRZHEIIERL SQL £,

SELECT * FROM my_jiotsitewise_datastore.asset_metadata LIMIT 5

55


https://docs.aws.amazon.com/AmazonCloudWatch/latest/events/ScheduledEvents.html
https://console.aws.amazon.com/iotanalytics/
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5.

9.

ME hFE 2 SQL THEEMFEMHE AWS loT Analytics , 5528 £/ SQL RiEXX AWS loT
Analytics, & , HBREE | TF P AWS loT SiteWise EX AWS IoT Analytics 20 % 7] L
REERARNKTERES , FSE

b. ZBALREFAREHIRRILNBARTER Y EEHZRNREPERER,

® Note

H7A Amazon Athena [R&EIFTHERMWEE LIF , HILIGEE SQL EFRHIAS
BHAR/N , FETFEREBHIT.

(B ) ERFEREEREEENERNEYERNERRE  FEERTREEEREAZEETE
B, EEAHEE , BulEENBRER, NEFHMAEA , F2B%E1B Amazon CloudWatch
Events BUSHEE & BE .,

HEREERREFHRRGEEN LREENRFHRRGR  EET -5,
(BR) EREEHHFEEEL , BUUSRELEAEHHATAETERERE, BAUERE
M HREEREIERE.

® Note

BRI AWS loT SiteWise E/</NEFHEELE] AWS loT Analytics » FRFIRZRIZEUSE /N
N EREENER,

BEERN N EE , AREET -5,

AWS [oT Analytics E 2 L ERERABTHRE , Y EEENHBRFREN S TR, RMES
90 X , BETIREREBIIREEEK, BUAURFERNERATNRBERETHE.
EREEHENFERAERN LRRENRIER  BET -5,

(BR ) BULUREENSEERNXARAZFEBRM , H120 AWS loT Events,

EREEHNEARRNRUEEH LENENEERE  BET -,
BEENERE K RREBFEVERE.

10. EREHHEREEREERNERR L,

BUENE 56
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£ AWS loT SiteWise ERZE I ERIE (AWS CLI)

1T T 5 AWS CLI a5 5 LABIAZE R AWS loT SiteWise BV E ¥l

I R EE R Y 51 AWS Command Line Interface (AWS CLI), 1% KIEEME A AWS CLI ,
AWS Command Line Interface £ & ERE. MEA CLI I SHFFMER AWS loT Analytics , 552
Bd { AWS Command Line Interface £%&) HH iotanalytics,

s
¢
B =

BIUBRE
1. #MiTT%lcreate-datasetmHSRENLERIE,

aws iotanalytics create-dataset --cli-input-json file://my_dataset.json

Hemy_dataset.jsonlERBETIAR.

{
"datasetName": "my_dataset",
"actions": [
{
"actionName":"my_action",
"queryAction": {
"sqlQuery": "SELECT * FROM my_iotsitewise_datastore.asset_metadata
LIMIT 5"
}
}
]
}

ME hXE 2 SQL THEERFEMAE T AWS loT Analytics , 5528 /) SQL £iEXX AWS loT
Analytics, % , HZBRE . &3 K AWS loT SiteWise E# AWS loT Analytics i ¥ 7 LA it
BERUA RN ERES  F2E .

2. #{TT%create-dataset-content®$ , BRHMTEHREIEHERNS,

aws iotanalytics create-dataset-content --dataset-name my_dataset



https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-welcome.html
https://docs.aws.amazon.com/cli/latest/reference/iotanalytics/index.html
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EFHERERSA

SQL EHWHERRENERERE , L CSV BARERAER., RKEER Amazon S3 RHZER.
THSRRAMAREERZEMEL TH ER,

*iE
« 7£ AWS loT Analytics ( £#2A ) P EREHERS
« 7£ AWS loT Analytics (AWS CLI) F EHIERERR

£ AWS IoT Analytics ( £#A& ) PEFRERERS
MELNERETSEMER |, BTLUE AWS loT Analytics EHHAFREMTH SQL EHER,
fZHL AWS loT Analytics ERI EZ R

1. EXEENERNSEEL  BERSEFINEREER.
2. HEREREREL K EEFEARRSIER.
3. HEERERRERNET  RELEREERRNEMEE , ATHERM csv R,

£ AWS IoT Analytics (AWS CLI) FEEERERS
MBEARHERELSEMER , RULEENTH SQL THER.

IR R EFIEHA AWS Command Line Interface (AWS CLI), T KIEF#E A AWS CLI , 5526
AWS Command Line Interface £ &8, W5FE CLI s SHIEEME AWS loT Analytics , 5828 (

AWS Command Line Interface 2&) H# iotanalytics.
FZHL AWS loT Analytics B HHEERE R (AWS CLI)

1. #iTTF¥lget-dataset-content@mBURREHMNER,

aws iotanalytics get-dataset-content --dataset-name my_iotsitewise_dataset

2. MRELHERETSEMER , AIZRE M#EHget-dataset-contentfE status "state":
"SUCCEEDED"MfLHEE , HIAE T HIEH .

{
"timestamp": 1508189965.746,
"entries": [

FRENEAR 58
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https://docs.aws.amazon.com/cli/latest/reference/iotanalytics/index.html
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{
"entryName": "my_entry_name",
"dataURI": "https://aws-iot-analytics-datasets-f7253800-859a-472c-aa33-
€23998b31261.s3.amazonaws.com/results/f881f855-c873-49ce-abd9-b50e9611b71f.csv?X-

Amz-"
}
1,
"status": {
"state": "SUCCEEDED",
"reason": "A useful comment."
}
}

3. M#tiget-dataset-content@& dataURI , ERAHERNEE URL, THERHBERE
(41{E/NBF), 551E5S dataURI URL LAFEUEH SQL E##ER,

® Note

REBENIERRE  EFRABRHZTREERE—EMFI get-dataset-content , B
ARFLEGEEEETNEEE URL,

HERIE . & A AWS loT SiteWise E#t AWS loT Analytics

AHBREBREWMMAIE REH AWS loT SiteWise EH AWS loT Analytics. AHZBREFH PREM
&# AWS IoT SiteWise , RFtEANBHERNBHERE.

/A Important
EREALRERYNEANERNVE,

£

- FTRGRA
BANRBER
ERRE
PATHET
BERENHEREER

HEASRTE . F# AWS loT SiteWise EXl 59
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TR
EUHHBHRED , BFEHTTIER :

. IBAAEE AWS IES S BERIAER AWS loT SiteWise 1 AWS IoT Analytics, MRIEEEIRS |,
KR FIEFE AWS IR,

« 1T Windows. macOS. Linux 5 Unix RIBHIZEER , AREFEER AWS EE XA, MEFMAEA ,
BB AWS EE XA AN,

« AWS loT SiteWise ¥l , & AWS loT SiteWise HEMEE K TR ARARRANBEFZEEEN
BH. EEEYLMNER , FHEEAWS loT SiteWise ( FERAEER) RHEIL AWS loT SiteWise
TEHNTER,

- BEENRAEREFRESH AWS loT SiteWise RERNBEHRHBEER . MFMAR AWS loT
SiteWise ERIE Y ERFHENFMER , F2HBAWS loT SiteWise ( EAERER) PHRERTF

E1—]
ax fE o

(® Note

EiI#% , AWS loT SiteWise R#EERHMR R E HIBE AWS loT SiteWise ERFEHRES ;
B, FRERSRSTRESEEAENEIEHER, BE , @RLEIZ AWS loT Analytics &
BE  WEPEBER LHITER,

T-5®
WA WS HEH
BMALREER

BHEAHBREPEANER 2 — B AWS loT SiteWise EX , AIEREADZRERMPHE D528
iﬁ%o

(® Note
EXHERED , CREERNFREFEH=AERK

- raw - BEBEEENRBEREEEZE,
+ asset_metadata - BEBEEEMN —KREA.
« asset_hierarchy_metadata - BEEE 2 EBEEANIHEEENA.

HEASRTE . F# AWS loT SiteWise EXl 60
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PATARHZBREPR SQL £

1. 818 A AWS loT SiteWise ERIEVERE (EES ) & TR AWS loT SiteWise B
Bl T E B (AWS CLI) , BEH AWS loT SiteWise ERIZE I AWS loT Analytics & 5H££,

2. BEEFXYBREFEMENEREEN , FHT N IBHE.

a. 7& AWS loT Analytics TEZANERERR L  BEELAEZ L FEEVNEREER,
b. EEREREEAEL , BERFBLURE SQL &,
c. BHELCTHRNERKRTERER A BEZIHES.

HE , BULUFER 1T T Hupdate-dataseti S HRIEHR SQL & AWS CLI,

aws iotanalytics update-dataset --cli-input-json file://update-query.json

update-query.json AR :

{
"datasetName": "my_dataset",
"actions": [
{
"actionName": "myDatasetUpdateAction",
"queryAction": {
"sqlQuery": "SELECT * FROM my_iotsitewise_datastore.asset_metadata
LIMIT 3"
}
}
]
}

3. 7£ AWS loT Analytics AR AWS CLI , HERBITTER , UERE
Hasset_metadataZ R REKIIEA,

SELECT COUNT(*) FROM my_iotsitewise_datastore.asset_metadata
E&H , B LR asset_hierarchy_metadatafl rawERRTFTREMN,

RESR
B RHR
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ERIRE

31 AWS loT SiteWise BRI HAEREFRER , BRI UE FE I AWS loT Analytics BRI E I #
17 SQL &# AWS loT Analytics , AIRREEMNER, T EARBNAERTRITEDZTHRERE

£/ SQL EHHRRENER
1. BASEERKRPHERMNERS , FINFERERKRPH

SELECT * FROM my_iotsitewise_datastore.raw LIMIT 5

2. {#M SELECT DISTINCT &#asset_metadataZ&ERIERIF|H AWS loT SiteWise EEHK ( M
- ) gﬁo

SELECT DISTINCT assetname FROM my_iotsitewise_datastore.asset_metadata ORDER BY
assetname

3. BEIH4EE AWS loT SiteWise EEBMAEEIER , 55 H WHEREF 4,

SELECT assetpropertyname,
assetpropertyunit,
assetpropertydatatype
FROM my_iotsitewise_datastore.asset_metadata
WHERE assetname = 'Demo Turbine Asset 2'

4. fER AWS loT Analytics , &R A RRERFREFNMER S EERRBIEER , Hla0THIEH,

SELECT * FROM my_iotsitewise_datastore.raw AS raw
JOIN my_iotsitewise_datastore.asset_metadata AS asset_metadata
ON raw.seriesId = asset_metadata.timeseriesId

EERBEECBANAMBRARK , FEATIHIERTH JOINIIEE,

SELECT DISTINCT parent.assetName as "Parent name",
child.assetName AS "Child name"
FROM (
SELECT sourceAssetId AS parent,
targetAssetId AS child
FROM my_iotsitewise_datastore.asset_hierarchy_metadata
WHERE associationType = 'CHILD'
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)

AS relations

JOIN my_iotsitewise_datastore.asset_metadata AS child
ON relations.child = child.assetId

JOIN my_iotsitewise_datastore.asset_metadata AS parent
ON relations.parent = parent.assetId

T-S®
HITHE B
HITHETEN

BRELZBCIRER AWS loT SiteWise B , LA ABITHEITER , AENITEXRBRUEBENEDR, T3
EHREN 2 — L&A UERNER,

¥f AWS IoT SiteWise ~ERE DB ERERHANTHREN
1. BMITTHSQLEGT , MR EEE ( RERMEE 4) NBESKAMEBEHNRNE,

SELECT assetName,
assetPropertyName,
assetPropertyUnit,
max_by(value, timeInSeconds) AS Latest
FROM (
SELECT *,
CASE assetPropertyDataType
WHEN 'DOUBLE' THEN
cast(doubleValue AS varchar)
WHEN 'INTEGER' THEN
cast(integerValue AS varchar)
WHEN 'STRING' THEN
stringValue
WHEN 'BOOLEAN' THEN
cast(booleanValue AS varchar)
ELSE NULL
END AS value
FROM my_iotsitewise_datastore.asset_metadata AS asset_metadata
JOIN my_iotsitewise_datastore.raw AS raw
ON raw.seriesId = asset_metadata.timeSeriesId
WHERE startYear=2021
AND startMonth=7
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AND startDay=8
AND assetName='Demo Turbine Asset 4'

)
GROUP BY assetName, assetPropertyName, assetPropertyUnit

2. MAPREHERRNEREREK  URBBBRTEXREEZN  MBEENRAREBME,

SELECT child_assets_data_set.parentAssetld,
child_assets_data_set.childAssetlId,
asset_metadata.assetPropertyld,
asset_metadata.assetPropertyName,
asset_metadata.timeSeriesId,
raw_data_set.max_speed

FROM (

SELECT sourceAssetId AS parentAssetlId,
targetAssetId AS childAssetId
FROM my_iotsitewise_datastore.asset_hierarchy_metadata
WHERE associationType = 'CHILD'

)

AS child_assets_data_set

JOIN mls_demo.asset_metadata AS asset_metadata

ON asset_metadata.assetld = child_assets_data_set.childAssetId

JOIN (

SELECT seriesId, MAX(doubleValue) AS max_speed
FROM my_iotsitewise_datastore.raw
GROUP BY seriesId

)

AS raw_data_set

ON raw_data_set.seriesId = asset_metadata.timeseriesid

WHERE assetPropertyName = 'Wind Speed'

ORDER BY max_speed DESC

3. FESKEE (THAREE?2) BEBM (AR ) HWEHEE , BFHIT T SQAL H. BH%
Amy_bucket_idLAREFETEERY ID BUAK

m

SELECT AVG(doubleValue) as "Average wind speed"
FROM my_iotsitewise_datastore.raw
WHERE seriesId =
(SELECT timeseriesId
FROM my_iotsitewise_datastore.asset_metadata as asset_metadata
WHERE asset_metadata.assetname = 'Demo Turbine Asset 2'
AND asset_metadata.assetpropertyname = 'Wind Speed')
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TR

BEREHNBBRIEER

RGN HBRIEER

THRHABRER  FERERABEELER.

B 2H AWS loT SiteWise RE&d

AWS IoT SiteWise mEEHE —BRBTRHER, MRECTEREATEER , MATUREMRTE, &
EFDMERTE , FEA TSR,

1. BEZE CloudFormation £ &,

2. loTSiteWiseDemoAssets # Stacks & & Hi&IE,

3. EE Rk, EXARRHEER K ARSEVHNMEERIEZIIMER,
4, TEFEEREIRE AR | B AMIBR.

B ARWEE 15 D ENEERMBR. MR RESEEMER , BFEIOEEL AW Delete (MIBR). 0
RREBEXEEMBR , B4R CloudFormation TIRATN ST BHRBEEMBRNER , RAREBH—

IA o

il Br &R 7 B

- ZEZEMRZTEEREME , 53H1T CLI 55 delete-datastore , HlIIN TSI & HIFH

aws iotanalytics delete-datastore --datastore-name my_JIotSiteWise_datastore

MR AWS loT Analytics EHIEE

- EEMBRERE , FHIT CLI %% delete-dataset , FIMTIEHIFH . EHITIHIREZ
Bl , BT ZERBRENENARR,

aws iotanalytics delete-dataset --dataset-name my_dataset

® Note
HomSTEELERH L.
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BIEEE

%%EE’J%E‘E%%‘E%%%EEE:E%@ME EE%EEFWI}EEJJE’J‘“‘ - —{@ channel SEEF—
& datastore ;E&), B UAFIEHMTEEE , ESERANARERE,

BRI LAE A RunPipelineActivity IRERIERERIBHNARRE LHTEETENER, ERAZNE
SHEEEEE , ETEEMEEEM. RunPipelineActivity E4I RE5a1mIE

SREEE

EETMNE—EEHVEARREERE 2 AERKRchannelKSEH,

{
"channel": {
"name": "MyChannelActivity",
"channelName": "mychannel",
"next": "MyLambdaActivity"
}
}

BRI RIEEE

datastore SEEEECEEERNNREEMNE K ERZE—REEH.

{
"datastore": {
"name": "MyDatastoreActivity",
"datastoreName": "mydatastore"
}
}

AWS Lambda SEEb

A LAE i lambda BBV S A S B ITIE MM R, Hla0 , B BERARB NI APl 2EE BN ERRTE
EFAL , WREHR B Amazon DynamoDB KBEEERAS . T8 , TEAEREREZH , BELE
ALEETERFBEHMAS K IBRBEENAL,

BEERE 66
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lambda SEE R EAH AWS Lambda B84 REZEWILEE JSON Y14-REES, mFEEH , FSE Tthe
section called “Lambda BIZ&H 17,

EERFUA Lambda BREH AWS loT Analytics 310 , BABHIGHEK, a0, ST T% CLI &
S, ¥4 exampleFunctionName B{X%B Lambda MBI B , #§ 123456789012 UK A AWS &
MRS ID , W EAFIWIEE Lambda B 82 EER Amazon Resource Name (ARN),

aws lambda add-permission --function-name exampleFunctionName --
action lambda:InvokeFunction --statement-id iotanalytics --principal
iotanalytics.amazonaws.com --source-account 123456789012 --source-arn
arn:aws:iotanalytics:us-east-1:123456789012:pipeline/examplePipeline

METEELTHEE

"Statement": "{\"Sid\":\"iotanalyticsa\",\"Effect\":\"Allow\",
\"Principal\":{\"Service\":\"iotanalytics.amazonaws.com\"},\"Action\":
\"lambda:InvokeFunction\",\"Resource\":\"arn:aws:lambda:aws-region:aws-
account:function:exampleFunctionName\",\"Condition\":{\"StringEquals\":
{\"AWS:SourceAccount\":\"123456789012\"},\"ArnLike\" : {\"AWS:SourceArn\":
\"arn:aws:iotanalytics:us-east-1:123456789012:pipeline/examplePipeline\"}}}"
}

F15F 2B AWS Lambda A A BB S AWS Lambdaft A ERE BUR,

Lambda B &5 1
EHEHT , Lambda HEERBEAT SN ERTRNET., ESRMARENTISEANTAS,

"thingid": "00001234abcd",
"temperature": 26,
"humidity": 29,
"location": {
"lat": 52.4332935,
"lon": 13.231694
b
"ip": "192.168.178.54",
"datetime": "2018-02-15T07:06:01"

REERTIIEEER.
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{
"pipeline": {
"activities": [
{
"channel": {
"channelName": "foobar_channel",
"name": "foobar_channel_activity",
"next": "lambda_foobar_activity"
}
1,
{
"lambda": {
"lambdaName": "MyAnalyticsLambdaFunction",
"batchSize": 5,
"name": "lambda_foobar_activity",
"next": "foobar_store_activity"
}
1,
{
"datastore": {
"datastoreName": "foobar_datastore",
"name": "foobar_store_activity"
}
}
1,
"name": "foobar_pipeline",
"arn": "arn:aws:iotanalytics:eu-west-1:123456789012:pipeline/foobar_pipeline"
}
}

T % Lambda Python B4 8 (MyAnalyticsLambdaFunction) &#% GMaps URL FMIAERK BENHER
EfHBERAE,

import logging
import sys

# Configure logging

logger = logging.getlLogger()

logger.setlLevel(logging.INFO)

streamHandler = logging.StreamHandler(stream=sys.stdout)

formatter = logging.Formatter('%(asctime)s - %(name)s - %(levelname)s - %(message)s')
streamHandler.setFormatter(formatter)

logger.addHandler(streamHandler)
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def c_to_f(c):
return 9.0/5.0 * c + 32

def lambda_handler(event, context):
logger.info("event before processing: {}".format(event))
maps_url = 'N/A'

for e in event:
#e['foo'] = 'addedByLambda'
if 'location' in e:
lat = e['location']['lat']
lon = e['location']['lon"']
maps_url = "http://maps.google.com/maps?q={}, {}".format(lat,lon)

if 'temperature' in e:
e[ 'temperature_f'] = c_to_f(e['temperature'])

logger.info("maps_url: {}".format(maps_url))
e[ 'maps_url'] = maps_url

logger.info("event after processing: {}".format(event))

return event

Lambda BRI &5 2

BRANEGREBENFICAS AR , S EERNFHRAA, FLE ZEHPIF , Lambda EE
BRERABERAREEME JSON RIGHE , RELL baseb4 wiE ( FHL ) BAFH, eEBEFRK
JSON,

import baseb4
import gzip
import json
import logging
import sys

# Configure logging

logger = logging.getlLogger()

logger.setlLevel(logging.INFO)

streamHandler = logging.StreamHandler(stream=sys.stdout)

formatter = logging.Formatter('%(asctime)s - %(name)s - %(levelname)s - %(message)s')
streamHandler.setFormatter(formatter)
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logger.addHandler(streamHandler)

def decode_to_bytes(e):
return base64.b64decode(e)

def decompress_to_string(binary_data):
return gzip.decompress(binary_data).decode('utf-8')

def lambda_handler(event, context):
logger.info("event before processing: {}".format(event))

decompressed_data = []

for e in event:
binary_data = decode_to_bytes(e)
decompressed_string = decompress_to_string(binary_data)
decompressed_data.append(json.loads(decompressed_string))

logger.info("event after processing: {}".format(decompressed_data))

return decompressed_data

AddAttributes & Bf

addAttributes EEBRBASFHRABURMEEE. EUREERTFASCHEEASNT
o Bl | EAILAER addAttributes , BECRBTEHRZREHDRBHER.

AERTIBARS.

{
"device": {
"id": "device-123",
"coord": [ 47.6152543, -122.3354883 ]
}
}

addAttributes JEEBWM T FIRo

"addAttributes": {
"name": "MyAddAttributesActivity",
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"attributes": {

"device.id": "id",
"device.coord[@]": "lat",
"device.coord[1]": "lon"

}I

"next": "MyRemoveAttributesActivity"

IEBESERE ID BERER , Y coordfESIHME , SEMREAREAS latN WEEE
tlon, HRULEE) , WARASSERS T HIEH,

{
"device": {
"id": "device-123",
"coord": [ 47.6, -122.3 ]
},
"id": "device-123",
"lat": 47.6,
"lon": -122.3
}

FREEBHNATEE. BURBEEHBER , ATLAEA removeAttributes SEE,

RemoveAttributes ;& El
removeAttributes SEEIRRFASBEREBM, Hlu , FBREL RaddAttributes’EEIME R,
"device": {

"id": "device-123",
"coord": [ 47.6, -122.3 ]

Iy

"id": "device-123",
"lat": 47.6,

"lon": -122.3

EFELASEEN  FERTESRBEROMEER | BFEHA T removeAttributesiEH,
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"removeAttributes": {

"name": "MyRemoveAttributesActivity",
"attributes": [

"device"
1,

"next": "MyDatastoreActivity"

[

{
"id": "device-123",
"lat": 47.6,
"lon": -122.3

}

SelectAttributes SEE)

selectAttributes EEMESFERRARAENEEBMRELFHALE K MEMSEBHEESERE,
A | selectAttributes REEAEMNREHTERIFTEMN. Hit , BREMAL :

{
"device": {
"id": "device-123",
"coord": [ 47.6152543, -122.3354883 ],
"temp": 50,
"hum": 40
},
"light": 90
}
ERLES -
{

"selectAttributes": {
"name": "MySelectAttributesActivity",
"attributes": [
"device.temp",
"device.hum",
"light"
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ERAEER

]I

"next": "MyDatastoreActivity"

RREUATAEREEE,

{
"temp": 50,
"hum": 40,
"light": 90
}

Bl |, selectAttributes REEE VBB Y,

EREEE

filter FBERBEBUEEAS . WEBPEANREXFTERE SQLWHERETF T , KX EEEH

ME
{
"filter": {
"name": "MyFilterActivity",
"filter": "temp > 4@ AND hum < 20",
"next": "MyDatastoreActivity"
}
}

DeviceRegistryEnrich & &)

deviceRegistryEnrich SEBI A BIEAS ERIE AWS loT HEREEFICEAE A, BAMS , &

AUTH AR -

{
"temp": 50,
"hum": 40,
"device" {
"thingName": "my-thing"
}
}

EREEE
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deviceRegistryEnrich SEBIIFFIR :

"deviceRegistryEnrich": {
"name": "MyDeviceRegistryEnrichActivity",
"attribute": "metadata",
"thingName": "device.thingName",
"roleArn": "arn:aws:iam::<your-account-number>:role:MyEnrichRole",
"next": "MyDatastoreActivity"

BHASRRERERGEMEEN.

{
"temp" : 50,
"hum" : 40,
"device" {
"thingName" : "my-thing"
I
"metadata" : {
"defaultClientId": "my-thing",
"thingTypeName": "my-thing",
"thingArn": "arn:aws:iot:us-east-1:<your-account-number>:thing/my-thing",
"version": 1,
"thingName": "my-thing",
"attributes": {3},
"thingId": "aaabbbccc-dddeeef-gghh-jjkk-11mmnnoopp"
}
}

BHAAEEHERN roleArn MUFEESE , BRACTEREEN T, AGLAEGUNTARHY
AT AT B,

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
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"iot:DescribeThing"

1,
"Resource": [
"arn:aws:iot:us-east-1:123456789012:thing/your-thingName"

ZABNEEERRANTAR

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "",
"Effect": "Allow",
"Principal": {
"Service": "iotanalytics.amazonaws.com"
}I
"Action": [
"sts:AssumeRole"
]
}
]
}

DeviceShadowEnrich 3 B

deviceShadowEnrich SEEI € AWS loT Device Shadow [REEFHNEFFIEZALE, Flan , BEH

BN .

{

"temp": 50,

"hum": 40,

"device": { "thingName": "my-thing" }
}
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LAK T 5% deviceShadowEnrich 558 :

"deviceShadowEnrich": {
"name": "MyDeviceShadowEnrichActivity",
"attribute": "shadow",
"thingName": "device.thingName",
"roleArn": "arn:aws:iam::<your-account-number>:role:MyEnrichRole",
"next": "MyDatastoreActivity"

BREBUTSISEHBFAS

"temp": 50,
"hum": 40,
"device": {
"thingName": "my-thing"
.
"shadow": {
"state": {
"desired": {
"attributeX": valueX,
},
"reported": {
"attributeX": valueX,

1,
"delta": {

"attributeX": valueX,

.
"metadata": {
"desired": {
"attributel": {
"timestamp": timestamp

},
.
"reported": ": {
"attributel": {
"timestamp": timestamp
.
}
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ERAEER

1,
"timestamp": timestamp,
"clientToken": "token",

"version": version

AR ERN roleArn RUFEEAE , BRACFEREEN T, AGLAERNTAREY

AT AR,
JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"iot:GetThingShadow"
1,
"Resource": [
"arn:aws:iot:us-east-1:123456789012:thing/your-thingName"
]
}
]
}

ZABNEERRAUM TR

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "",
"Effect": "Allow",
"Principal": {

"Sexvice": "iotanalytics.amazonaws.com"

},

DeviceShadowEnrich & &)
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ERAEER

"Action": [
"sts:AssumeRole"

1

HEEE

math FEEZBASNBHEREFHEREN, REXALAEONHT. BHMS , RERATEBAFA

B

"tempF": 50,

FEBLUT math FBREE :

{
"math": {
"name": "MyMathActivity",
"math": "(tempF - 32) / 2",
"attribute": "tempC",
"next": "MyDatastoreActivity"
}
}
ELENASFTRERNOT :
{
"tempF" : 50,
"tempC": 9
}

BEEHEE T NEY

&R LAE math BEFERAUTER T :

HEEY
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ERAEER

%

1

70N

A BAE math SER) P EAUTRE

abs(Decimal)

acos(Decimal)

asin(Decimal)

atan(Decimal)

atan2(Decimal, Decimal)

ceil(Decimal)
cos(Decimal)

cosh(Decimal)

exp(Decimal)

In(Decimal

log(Decimal

mod(Decimal, Decimal)

power(Decimal, Decimal)

round(Decimal)

sign(Decimal)

sin(Decimal)

sinh(Decimal)

sqrt(Decimal)

tan(Decimal

tanh(Decimal)
trunc(Decimal , B )

pilIps3
%
ek
BR3E
BE

HEEHEFTNEY
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ERAEER

abs(Decimal)
BEoEEHFVEBHEE.
&1 : abs(-5)/&ME 5,

5| BEmE
Int

Decimal
Boolean

String

Array

¢

Null

RER

acos(Decimal)

EEES

Int , 5IBHVEHE,
Decimal , 5IRKVEHE
Undefined .

Decimal, ERASIBNEYE, MEFREE
i BlERA Undefined o

Undefined .
Undefined .
Undefined .

Undefined .

BlEEO#FHRERXE, Decimal 5| R EERAHNBIENEIAZERE,

&l : acos(0) =1.5707963267948966

C1E - € kid

Int

Decimal

Boolean

EE S

Decimal (FAERE) , s8R OEAKE, &
B EEFERA Undefined o

Decimal (FAERE) , SI BN R EERZE, &
B EEFERA Undefined

Undefined .

YEEHEFTNEY
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5IBEAE R

String Decimal (EAERE ) s8N REZK, IR
FREEZERE  BFERA Undefined ., EE
HEEFERA Undefined .

Array Undefined .
/e Undefined .
Null Undefined .
RERE Undefined .

asin(Decimal)
POlEERYMFHREZE, Decimal 5| BEEAHNYRNSNRIAZTERE,

&5 - asin(0) =0.0

5lEER "R

Int Decimal (FAERE) , SI BN R @ IEZE. &
B EHRE RS Undefined .

Decimal Decimal (FAERE) , sIBNRBEZXE. &
B ESE RS Undefined o

Boolean Undefined .

String Decimal ((FAERE) , s8R MMIEXE, W

REfmiEsh AFERA Undefined . &
BN ERFERAE Undefined »

Array Undefined .
W Undefined .
Null Undefined .
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5IBEAE R

REE Undefined .

atan(Decimal)
LElEBR#MFHRIEYE, Decimal 5| BEEANBAENIEEAZERE.

g1 - atan(0) =0.0

SlEER mR

Int Decimal (EAEREE) , s8R O ELIE, &
B EEFERA Undefined o

Decimal Decimal ((FAERE) , s8R M EYIE. &
B EBRE R A Undefined

Boolean Undefined .

String Decimal (EAERE) , s8R EEYIE, W

REEmEEHR  AFERA Undefined . &
B EEFERA Undefined o

Array Undefined .
YIS Undefined .
Null Undefined .
RERE Undefined .

atan2(Decimal, Decimal)

BlEER x S ESMMMESI BAEEN (x,y) M2BNAE, ERHAENAREAERE ( L¥F
H,y>0), B BESIDecimal BN B EEERRNBZIENEIALERHE.

&5l : atan(1l, 0)=1.5707963267948966
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ERAEER

ClE - €hic

Int /Decimal

ClE - €hic

Int /Decimal

R

Decimal (FH#RE ) , x
BERIEE (x ,y) H2ENAE

Decimal , Pl z B I [a] 1IE
B, MRFHEEEER A
R A Undefined .

Int/Decimal /String Int/Decimal /String

HfE HfE Undefined .

ceil(Decimal)

#EIEER Decimal EFRAFEMERKITR Int,
i

ceil(1.2)=2

ceil(11.2) =-1

¢t ER
Int Int , 5I81E,
Decimal Int , FEEEA Decimal , TMEH

AZREIAN Int, NIRFHEELERA
Decimal , Bl %R A Undefined .

Hi(E Undefined .

cos(Decimal)

lEERHFHERKE, Decimal SIBEEANBIIENELIAZERE.

&l : cos(0) =1
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ERAEER

ClE - €hic

Int

Decimal

Boolean

String

Array

cYkes
Null

RER

cosh(Decimal)

R

Decimal (FAERE) , I 8HNHZE, BEEH
EZ#ERA Undefined .

Decimal (FAERBE) , S| BNAKE. BEMHN
EEERA Undefined o

Undefined .

Decimal (EAERE) , SIBWERZ{E, MRF
L EN A Decimal |, BlE R A Undefined
o %@E@Jﬁﬁﬁ%% Undefined o

Undefined .
Undefined .
Undefined .

Undefined .

Ll EER# AR E HERKE, Decimal S| EEARHNEHNEIAZTERE,

&l : cosh(2.3) =5.037220649268761

ClE € tic

Int

Decimal

Boolean

R

Decimal (FAERE) , I WL thERXE, &
G ESERA Undefined o

Decimal (FAERE) , s8N EHERXE, &
B EBAERAE Undefined o

Undefined .

YEEHEFTNEY

84



AWS loT Analytics EREEmR

5IBEAE R

String Decimal (EAEREE) , 5| BH & dhEr%(E,
MRFEELEEA Decimal |, BIERA
Undefined ., EENEHFERA Undefined

o

Array Undefined .
/e Undefined .
Null Undefined .
RERE Undefined .

exp(Decimal)

BoleBME+ M5B, Decimal SIHEEARBZASHEIAINEREE,

g6l : exp(l) =1

C{E ¢ kil HR

Int Decimal ( EF¥BE ). etargument,
Decimal Decimal ( FHA#KEE ). etargument
String Decimal ( EBAERBE ). efargument, 4

R String #ZHE A Decimal |, BIERA
Undefined o

HiuE Undefined .

In(Decimal)

EESI BN EAREE, Decimal SIBEEAREIENRIAZTERE,
g : In(e) =1
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ERAEER

5| REmE
Int

Decimal
Boolean

String

Array

cYkes
Null

RER

log(Decimal)

R

Decimal (ERERBE) , 5 BH B RHE,
Decimal (fEFERE ) , SIBHIBARB
Undefined .

Decimal (EFERE) , I8N B AL EL
MRFRELEEA Decimal |, BIERA
Undefined o

Undefined .
Undefined .
Undefined .

Undefined .

BE 58 10 ARMEH. Decimal 5| BEERAKNBAENELAZTERE,

&l : 1og(100) =2.0

SIEEE

Int

Decimal

Boolean

String

R

Decimal (EFERBE) , 5IHE 10 RIRWH
Ho

Decimal (EAERE) , 518 10 RIEWE
ﬂo

Undefined .

Decimal (FAERBE) , 5IHLL 10 BIEWE
B, R String |EEMA Decimal , HIE
B %A Undefined o

BEEHEE TR
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5| REmE RS

Array Undefined .
Y+ Undefined .
Null Undefined .
REE Undefined .

mod(Decimal, Decimal)
BERE_ESIHTE—ESI B ENRERD. BHUAUUFER SMAERESENEEEH F.

g1 : mod(8, 3)=2

EEET HEETT Loy

Int Int Int , E-{EA5I&HE—{E5I
BEE,

Int /Decimal Int /Decimal Decimal , E={ESI B E—
&5 BUE S,

String/ Int/Decimal String/ Int/Decimal MRFEFHREPERR

Decimals , BIZE —{E 5| &&
HEAE_ESIBENER. &
B|A Undefined

Hib{E Hib{E Undefined .

power(Decimal, Decimal)

BEE—ESIBIXSNE (@5 8E, Decimal S| R EERHNBAENEIAZTERE,

&5 : power(2, 5)=32.0
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5l EEE 1 5lEEA 2 B
Int/Decimal Int/Decimal Decimal (EHERE) , F£—

18 5| BUX 5 8 58 — 5 BE.

Int /Decimal /String Int /Decimal /String Decimal (FARERE) ,
E— @5 BXAHWE @5
BE, ERAFEHFSERS
Decimals, #IR{EM String
EEIRA Decimal |, BIFER
% Undefined o

Hib{E Hib{E Undefined .

round(Decimal)

I8 ER Decimal EFHEMNERIZIAA Int, WE Decimal EME Int & (Hla0 , 0.5) FiE , Al
Decimal & MRMEHEN

gl
Round(1.2) =1
Round(1.5) =2
Round(1.7) =2
Round(-1.1) =-1

Round(-1.5) =-2

slEER wR
Int 5l
Decimal Decimal RE @ M AR ZKIFIEHN Int,
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5IBEAE R

String Decimal REM TEARFEIAMN Int,
MRFERELERE Decimal , BIERA
Undefined .

HiE Undefined .

sign(Decimal)

BEFRBFNFR. ESIHNNTRAEER , a1, E5IBNNTRARER 1 -1, MRSIBA
0, &E 0.

g4l
sign(-7) =-1
sign(@) =0
sign(13) =1
C1E e kil RS
Int Int, Int B/,
Decimal Int , Decimal EN K.
String Int , Decimal BN AR, MR Hik
ADecimalff , Al EEIDecimal M RT3,
IR String MEE#A Decimal |, BIERA
Undefined o
Hfth{E Undefined .
sin(Decimal)

LEER#FMWIEZE, Decimal S| HEERRBSHBRAEAZTERE,
&5 - sin(0) =0.0
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5| REmE R

Int Decimal (EAERE) , 5IHHERKE,

Decimal Decimal (FAERBE) , 5IBHIEZKE.

Boolean Undefined .

String Decimal , 5|BMWIERK, MRFHRE|EERE
Decimal , Al# R % Undefined .

Array Undefined .

Object Undefined .

Null Undefined .

Undefined Undefined .

sinh(Decimal)

AMEEE#FHNEHIEZLE, Decimal EEEAKRENENREAZTERE., HRAERBEDN
Decimal B,

&5l . sinh(2.3) =4.936961805545957

C1p 26kt f R

Int Decimal (FAERE) , 5| BRI thiEKLE,

Decimal Decimal (EAERE) , 5| B E d EXE,

Boolean Undefined .

String Decimal , SIEME M IERK, MRFFHEEEFHR
# Decimal , BIf&R A Undefined o

Array Undefined .

Object Undefined .
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ERAEER

5l&E|AE BR

Null Undefined .

Undefined Undefined .
sqrt(Decimal)

BOFHFAER, Decimal 5IBEEARBINENEIAZTERE,

&) - sqrt(9)=3.0

C1E ¢ kit BmR

Int 5| BHFH R,

Decimal I B FEF IR,

Boolean Undefined .

String SIBNERB, MRFREZERE
Decimal , BIfER A Undefined .

Array Undefined .

Object Undefined .

Null Undefined .

Undefined Undefined .

tan(Decimal)

DOlEEm#FHIEYE. Decimal EEEARNBINENEIAZTERE,

il . tan(3) =-0.1425465430742778

YEEHEFTNEY
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ERAEER

5| REmHE
Int

Decimal
Boolean

String

Array
Object

Null

Undefined

tanh(Decimal)

R

Decimal (EFERE) , 5IBAVELE.
Decimal (EFEBE) , 5IBAVIELIE.
Undefined .

Decimal (FAERE) , SIBWIEYE, NRF
REEEN A Decimal |, BlE R A Undefined

o

Undefined .
Undefined .
Undefined .

Undefined .

DlEEOHFHEMIEYE, Decimal EEEAHNBIENEIAZERE,

i : tanh(2.3) =0.9800963962661914

5| REmE
Int

Decimal
Boolean

String

Array

R

Decimal (EF#RBE) , 5B i EYIE.
Decimal (EF#RBE) , 5IBAVEIELIE,
Undefined .

Decimal (ERERE) , SIHMNE thEYIE,
MRFRELEEA Decimal |, AIERA
Undefined »

Undefined .

BEEHEE TR
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C1E ¢ kit RS

Object Undefined .
Null Undefined .
Undefined Undefined .

trunc(Decimal , % )

SB_EEIBAR 34, RIEGRER 34, EMFSRERTDE
gl

trunc(2.3, 0) =2

trunc(2.3123, 2)=2.31

trunc(2.888, 2) =2.88

trunc(2.00, 5) =2

Sl BEA 1 SIBEEA 2 "R
Int Int HiRE.
Int /Decimal /String Int /Decimal E—{EsIBEBEAE—Esl

BFEENRE. £—{E5&
¥ Int , EEFGREE
RIBIAM Int, FREHIR
ADecimalfE, MRFHEH
KB, Bl R A Undefined

o

HttE REE,
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RunPipelineActivity

LT RMEEEA RunPipelineActivitym BHRAEEETDNE S, Eit&Esd  RASHBE
8.

1. Y maths.json X , HHELEAFEZEETHNER.

{
"math": {
"name": "MyMathActivity",
"math": "((temp - 32) * 5.0) / 9.0",
"attribute": "tempC"
}
}

2. B3 payloads.json iB8E , HP I AN AEEE TN HIAR.

"{\"humidity\": 52, \"temp\": 68 }",
"{\"humidity\": 52, \"temp\": 32 }"

3. k@S HIMA RunPipelineActivitiesi®,

aws iotanalytics run-pipeline-activity --pipeline-activity file://maths.json
payloads file://payloads.json --cli-binary-format raw-in-base64-out

EEEETIER.
{
"logResult": "",
"payloads": [

"eyJodWlpZGl@eSIGNTIsINR1bXAiOjY4LCIOZW1wQyI6MjBI",
"eyJodW1lpZGl@eSIENTIsINR1bXAiOjMyLCIOZW1wQyI6MHO="

fERP I LA FE R Baseb4-encodedF &, EELFRERE , BE/IUTHER.

o3/ ST E

{"humidity":52,"temp":68, "tempC":20}
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{"humidity":52,"temp":32, "tempC":0}
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ENEEREAR

AWS loT Analytics AL EMEEHEER, EETIERTRER .

- BREENBRRAGNVENER K MARRERSE.
- BHEEBETEN  YBRBEENENEREZNEE,
- BREQSHELBERFIEMTEE, BEMTHERFREZIENNER.

N

-

EREREEMERA EMNEEHENEE AWS loT Analytics , A EIBETYER :

|==1¢

StartPipelineReprocessing

FRIRZEREEENEEEEAR.

ChannelMessages
EELESENEEN —HNSHEBERAE.
MREFEA channelMessages ¥ , BIFBIEE startTimeM HW{EendTime,
s3Paths

EE—SZE<HE , UERBIFFHERSM Amazon Simple Storage Service (Amazon S3)
ik, EXAFEASR/HTERRLE,

BRE A :
00:00:00/1582940490000_1582940520000_123456789012_mychannel_0_2118.0. jsor

B|H . FHEET
FeE 51| 5% S BRI : 1-100 {EEHE .
RERE : 1-1024 fEF 7T,

endTime
ENMREZHEENNGERER (58).
MRBIEE endTime BEME , AIFEMFEA channelMessages ¥,
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/A : Timestamp

startTime
REMEENFRAALERFRER (28).
MRBIETE startTime BHHE , BIFEMEA channelMessages ¥,

A : Timestamp

pipelineName
ERRETRENEESR.
/R . FH

RERBMERHE : 1-128 fHF T,

BHEEEEAL (T8 )

AHERERPMMEFHRIEEFEME AWS loT Analytics £ A FEE Amazon S3 WHHHEEE
o

FRiaal , FRELCEEMREENREASRFEETFXEMN Amazon S3 AT,

1. & A AWS loT Analytics £ A&,

2. EEEERT  BEEE

3. EEBELMBEEEE,

4. RBEPEZEEFTREAS.

5. EEEEHMEREEE L K BEEWEEAEMN S3 U4,

AWS loT Analytics = & B2 T 55818

- FIEWAEE - ENMEERETHFIEERESR.

- BE 120 X - EFREIBE 120 RAIKENER.

- BEO0 X - EFREIBE 90 RNIKEZENEH,

- BX 30 X - EMREBXL 30 RNIKIENER,

- BiTEE - EMEBIREEERBEENER, SUEEEMREEER.
6. EHWAFHIEEREM Amazon S3 obejct £,

ENREREAL (X2A) 97


https://console.aws.amazon.com/iotanalytics/
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EESRER  FIITTIEE:

a. ®ifE Amazon S3 X4,

b. #iEHZ Amazon S3 #1{f,

c. EBMMNYHBEERD 6 ERER.
7. BREFRRENEREE,

ENEEEEFS (API)
&M MA StartPipelineReprocessing API B | BB E T HISEE :

« startTime # endTime 282 ERKRERFEINNEE  EELEHEBNAEMLE, BuANER
ARREEN 1 /N, startTime & , {H endTime2M—1,

- BT EUFRASHFAMBDENEE , Y UER,
- TREEFEREASSEREEFRINIEFREE, RGABMEE , BEFAZEE—HK,

o 845 24 MRS TLURE 1000 1B StartPipelineReprocessing API 583K , AEBEEEFHE
EAE R SRIERA R
- ENMEBEENRRERNSEEENAER.

MEFMEF , FSE API B2E /Y StartPipelineReprocessing APl,  AWS loT Analytics

HUH SR B EMRE LB

EERUHEBEFRIEEE , 55 A CancelPipelineReprocessing APl , B AWS loT Analytics E 3%
ENEBER LEEFEENEE. RECEEENERE K AITSENRERGBNER, BXERKBS
—BEFREREFER,

£/ DescribePipeline APl EEHEEHRE, FSHEEFM reprocessingSummaries #
i,
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https://console.aws.amazon.com/s3/
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_StartPipelineReprocessing.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_CancelPipelineReprocessing.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_DeletePipeline.html
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BELEN THERE

AWS loT Analytics 12 FHERE R 24T AWS loT, BT BEEWE loT EX. BEE. BEHE , MU
RERERSTAMEREEIESHTE. EUUBTRSRAELBCH BT I MERBS Jupyter £
X BEAFE=ZFEITERNERS  ERERTHAEFREYRAEN SN IE, S IEHUTIEE , #
BREHENMSHMALR  TEESESXEABLIERE

AN R T ERERS

U CreateDataset() RIEEMEFRYG , UHIEEBHRLERER
Btriggers:schedule:expression, ERFHERES NERMAREUEREAST. BT
£/ SQL &7 () BEEEEN M Lactions: queryAction:sqlQuery,

ERFIEEBNEGERE-ER , UBEAMENEATESSELRIENER. £A
actions:queryAction:filters:deltaTime# :offsetSeconds WURIEEE RFE™E
. RREEMWR  UEKBKEHREREIENEANS. F2 B the section called “£i4l 6 - i
AEERE (CLI) B SQL ERE,

ERRS —BEREREVERERS

ES—EERENARTEILTHE , BREIHTERERNStriggers:dataset:name,
BE#TEN D TEARER
ARLEECHBEITER P MEARER , X EBYS —HERNENARRBREAE#T. Wik

—R , BRUNAEAEEHFERICERNERTNERREBLEAER. ZAUREREXRNED
ok RIREEE, (actions:containerAction)

EERE—EEHERELIERNERS
ES—EERNENARTEILTHE , BREIHERERNStriggers:dataset:name,
BE#TEN D TEARER

BRICZECHBEITERIMEARN Y ERIYZ —EENENASTHEREREN#T., Wit
—R , BHRANERAEEHRRICERNERTNERREBEXEARR., EUUREAEXRNED
HOWMERKEEBE, (actions:containerAction)
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15 F = 4

BEMtEmmERE , LEE OpEx

BRE—EREERAERDY. RENMBENESH. RRSERNERLESHREREEEHSH , 4
WEERMMBIRAR, /A AWS loT Analytics , BRI B BL It EL EHRRREEIEEEE RN
o, YEVKIRERMBEN KPI #it. REESEHRAZE K CElEEXRERRE , YEBKX
LB HTEREEES L,

AR BHEN DT BB
&AL 15 D EEH 100 BREFMEENERBATON (CREE, ERREZD ML for KPI), @2
B MEEENFERE , LETRIWHT. REESH  ERAZEAEERRAKIIR

E¥, ZEiB AWS loT Analytics , &R BAHER 2 AT 2 U BIRFITH KPI MRS , RREFHRER L
R

BEZEEIBEL
AWS loT Analytics AR LS H X EERTRENFHER , 815 2EFBHT R, LBBLE
EEAIERE. CEUUEETEENBANEECAENEAFAENERKRE B,

R IXHERER
CEITEEER, FREEE WER AWS loT Analytics , ZETHANEFE , B LURED T
ITHEREREIRFER. ERAOERTMxNEEFERES , HFE -SRI EREREELN

WEERSEREIMENER, SRRV EZRRENFAERRNETEREY KPIsERAFIEEEN
AREE , AWS loT Analytics 1 B &R 1E D T THERTE.

£ Docker B8

AEHITEWMAEEZRBCH Docker B HEEN. NMBREBEEFERAE=ZSFEEN Docker &g , B
ZeRAR  EERBUUSAENEREFIRITESERNG, EFERATMNE=ZTRS2H , BEE
BETEREE,

UTREHHZRE-—XUTOMRIBENES , REEHENINATERDNS R
1. ¥ Docker £z , EP 2SN ENEARAUREMSENEXER EMAKYE.

lotAnalytics Jupyter IE TR IhaE iR A B API RIBEIBERLEEF. BHAUBTECHEILR
G, EHPEUSHESERAERTIES  UHTAENER S WZEE. AWS loT Analytics 7]
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N o o bk~ w N

BFEIBEEESE Docker Bes BB ER NI AERRIREFN B Wi, (HE] Docker A58 A /& H
SO SRR AT ASEREENFMENR. )

H A28 LB ZE Amazon ECR &4,

BUVERERENZERNEHRREEE () WAL (EHiotanalytics: CreateDatastore)
BN EEASMIEE (iotanalytics: CreateChannel),

BNEE , SREEREEREME (iotanalytics: CreatePipeline)s

By IAM B2 BRFEALEREIEZE AWS loT Analytics SEERIEFFT (iam: CreateRole.)

BYFEA SQL EHMBEEEREASERRIREN loT HA (iot: CreateTopicRule

{I topicRulePayload:actions:iotAnalytics), EEEFABEENEE Visa MQTT
BEEFEN , CERHIENEE, SE , BUUFER ReEHFER AWS SDK & 15

B , iotanalytics: BatchPutMessagef§Fl B EZEERISEE AWS CLI,

BYHEEEHERE (lotanalytics: CreateDataset, 1y ) BB EIH SQL ERl&Eactions:
queryAction:sqlQuery,

BT UIEEEEAIASERNTELGERES , UHEBIRHAS AL LXBTEERIKIEN
B, (M#fLactions:queryAction:filters:deltaTime:timeExpressioni2taRE
AEEEHKRIEN, Wlactions:queryAction:filters:deltaTime:offsetSecondsig
EFBEERF A BEEEE, )

RAGEEBRIEERAELNZERE., AN SQL EREHIEA B LXEY SQL B
SEURKEBIMASRKRETL, (F—REIL SQL ERESNM ? EXETEREN G RERBER
MR LEE, )

BY 5 —{EARBILE—E (CreateDataset #1 trigger:dataset) BN ERE, HRUHER
%, BULEERSBEE ( BIRX actions:containerAction) , EEZREE —ESBHEIL
#9 Docker 28 , WRMHITAIBENERA. BEALUIEE :

o FHRIEEIRFE F 2 Docker 22589 ARN (image.)
- BERFENMEERZHFTNAE® ARN , LUEHRITEEIE % (executionRoleArn),
o HITARBIENERHERE (resourceConfiguration.)

- MREEEFRARAITEREE (computeTypeEBETAEE ), AlB BHACU_1 [vCPU=4,
memory=16GiB] or ACU_2 [vCPU=8, memory=32GiB],

- ARBTASREE () WERATEERTANGA LR FERA/ (GBvolumeSizeInGB).
- EEARXMTATHERANERE (EXLREERRERAEANZE ) ()variables,

f# A Docker 528 101


https://docs.aws.amazon.com/iotanalytics/latest/userguide/automate.html#aws-iot-analytics-automate-custom-docker
https://docs.aws.amazon.com/iotanalytics/latest/userguide/automate.html#aws-iot-analytics-automate-custom-docker
https://docs.aws.amazon.com/AmazonECR/latest/userguide/docker-basics.html#use-ecr
https://docs.aws.amazon.com/iotanalytics/latest/userguide/api.html#cli-iotanalytics-createdatastore
https://docs.aws.amazon.com/iotanalytics/latest/userguide/api.html#cli-iotanalytics-createchannel
https://docs.aws.amazon.com/iotanalytics/latest/userguide/api.html#cli-iotanalytics-createpipeline
https://docs.aws.amazon.com/IAM/latest/APIReference/API_CreateRole.html
https://docs.aws.amazon.com/iot/latest/apireference/API_CreateTopicRule.html
https://docs.aws.amazon.com/iotanalytics/latest/userguide/api.html#cli-iotanalytics-batchputmessage
https://docs.aws.amazon.com/iotanalytics/latest/userguide/api.html#cli-iotanalytics-createdataset
https://docs.aws.amazon.com/iotanalytics/latest/userguide/api.html#cli-iotanalytics-createdataset
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ELSPEENTRRRETER, EUREHNTEATEAEY (28 ) WHRERSR , L2
EEERIENERDTRIEM, lotAnalytics Jupyter IEFIHEEREL T LEF , FXNEEBEBHHE
BIEEATHEY K IRELBHNERRCEFFER. SULLEFECRAINBHIMELS
CHEFTEH, EHIATERSRZH , RREEITRHRABRNERRE —EELRH.

- HA—E2HRERENER , HEFTRAgRAEAENBA (EREEL—EBSRBHE
MHERESZM ) (JdatasetContentVersionValue:datasetName,

FASQLEHNZEREELEERE , URFRAERAERXNAEE , AWS loT Analytics BRI HEE
EERE  USEZEREFEENERNBIRHT , EEFENR L NEXEEA.

BUNEFLEEERERARN  XEREEEMFRENT, ELRBLEEENERARENXRE AWS
loT Analytics , RIFTER , EE LA LRXBTRIEEEH RS MWAEER, SUTEBHIT R
REEHT  RELFERBLEEERNEEIRRRRENAR ). 3EF  EUNEERNNSEZEAERE
EXRPHFEZEER  MBBEEEERERARES,

BUSEEHEBEUS —EEREFBENERER  BEIETIRE
- SQL EREREREAR[ERE,
- SQL ERERZILEE 10 ERSRERE,
BIUHSQLEREBBNARERER  TESELD THIEEEE
MEREREREEERSERENIE,
TR — (AR ERE,
MRELEREZHMETEN SQL EREBBENRIERE  MERE MR
528 & K 5 <dataset-name> EEH BB SR EMEE
MREBEREZHE —EARRERNERENS —ERSNERE  MEBEIER,
F<N> EHRIE DK <dataset-name> ERIE, |

NMREERERS —EHCHER 10 ARRENEN SQL EREBENARERE , Mg

=o
E«I—_"\o

TR REM—(EERER

BHANERE  CERERHFERRNENERRBRNERE,

f# A Docker 528 102
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B3] Docker & 25% A /8 HE R
AEEREFEIBER BT Docker EEHMITHEN , IMIBEEM A SN LEHBHE,

EAER

WASEMNAE HEEEWE N EFEEE JSON ERF , WIERNMEHITEMN Docker &M HITHE
B L /opt/ml/input/data/iotanalytics/params. A TRZEZARTMEH,

{
"Context": {
"OutputUris": {
"html": "s3://aws-iot-analytics-dataset-xxxxxxx/notebook/results/
iotanalytics-xxxxxxx/output.html",
"ipynb": "s3://aws-iot-analytics-dataset-xxxxxxx/notebook/results/
iotanalytics-xxxxxxx/output.ipynb"
}
},
"Variables": {
"source_dataset_name": "mydataset",
"source_dataset_version_id": "xxxx",
"example_var": "hello world!",
"custom_output": "s3://aws-iot-analytics/dataset-xxxxxxx/notebook/results/
iotanalytics-xxxxxxx/output.txt"
}
}

BRTENERENEBIRAE ID 4L |, Variables BEREBEE 7 iotanalytics:CreateDataset
WARREENSE  FLgEfd 88 example_var B8 71 hello world!, custom_output
SYHPHEMBITEE URI, OutputUris MU ERHR TN LLEHBHNERNME , £EBEHA
B, HR ipynb F htm! & #H SR AFEREBH URI,

WARH

HEH Docker BB TUATEEIRE params ERNWEH, AT MM params R, I
BEER , LIRIIE example_var@E{EMNEHIER,

import json
with open("/opt/ml/input/data/iotanalytics/params") as param_file:

params = json.loads(param_file.read())
example_var = params["Variables"]["example_var"]
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print(example_var)

F&Em

Docker BRG R BN A9 FE = th 7T BEAS H iy 2 BUAE Amazon S3 &, & H %A A "bucket-owner-
full-control" FEUZHIEE R A, FEUEESR TH L& AWS loT Analytics BRI Hl, 1EiL
ol | RPEMRERN | & WABRLEZR params EXEHH example_var E&HM Amazon S3
custom_output L&,

import boto3
import json
from urllib.parse import urlparse

ACCESS_CONTROL_LIST = "bucket-owner-full-control"

with open("/opt/ml/input/data/iotanalytics/params") as param_file:
params = json.loads(param_file.read())
example_var = params["Variables"]["example_var"]

outputUri = params["Variables"]["custom_output"]
# break the S3 path into a bucket and key

bucket = urlparse(outputUri).netloc

key = urlparse(outputUri).path.lstrip("/")

s3_client = boto3.client("s3")
s3_client.put_object(Bucket=bucket, Key=key, Body=example_var, ACL=ACCESS_CONTROL_LIST)

S|

EHREEUME A, —EACERTME SageMaker Al BTERMNEFT , LRRILELRR., MH
TRBRES —EAR.

BULEBSFRHEIE—EAE. WREFEH AWS loT Analytics E1E A B I FH SageMaker
Al BTEE  BUIBRZEEHRIFTNAEC IR FHIT SageMaker Al HITEBHNAR[LE
RAFMENFIERR. SE , BUUFHFEACGLEEREIAG, BEEAKMY , FEICERE
AmazonSageMakerFullAccess BENA® , WHIE T HBUR,

JSON

# 104


https://docs.aws.amazon.com/AmazonS3/latest/userguide/acl-overview.html
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"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"ecx:BatchDeleteImage",
"ecr:BatchGetImage",
"ecxr:CompletelLayerUpload",
"ecxr:CreateRepository",
"ecx:DescribeRepositories"”,
"ecr:GetAuthorizationToken",
"ecr:InitiatelLayerUpload",
"ecr:PutImage",
"ecr:UploadLayexPart"

1,

"Resource": "*"

},

{
"Effect": "Allow",

"Action": [
"s3:GetObject"
]I
"Resource": "arn:aws:s3:*:*:iotanalytics-notebook-containers/*"

}

BUNBEFEEIE_FERAE , BRIHTEFNT, BFEEER AWS loT Analytics S BB EIE
—BAE  NXEHTIIRE, BYCEEZTIHENEERERENAR,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:GetBucketLocation"”,
"s3:PutObject"”,
"s3:GetObject",
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ERAEER

FEEBRE/MT,

"s3:PutObjectAcl"”
1,

"Resource": "arn:aws:s3:*:*:aws-*-dataset-*/*"

"Effect": "Allow",
"Action": [
"iotanalytics:*"

1,

"Resource": "*"

"Effect": "Allow",

"Action": [
"ecr:GetAuthorizationToken",
"ecr:GetDownloadUrlForLayer",
"ecr:BatchGetImage",
"ecr:BatchCheckLayerAvailability",
"logs:CreatelLogGroup",
"logs:CreateLogStream",
"logs:DescribelogStreams",
"logs:GetLogEvents",
"logs:PutLogEvents"

]I

"Resource": "*"

"Effect": "Allow",
"Action": [
"s3:GetBucketLocation"”,
"s3:ListBucket",
"s3:ListAl1MyBuckets"
1,

"Resource": "*"

FFE
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JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "",
"Effect": "Allow",
"Principal": {
"Sexvice": ["sagemaker.amazonaws.com", "iotanalytics.amazonaws.com"]
},
"Action": "sts:AssumeRole"
}
]
}

%18 Java 1 £ CreateDataset APl AWS CLI

BYERE, ERESZEM queryAction(SQL 5 ) = containerAction ( #1TA 8
{LEERAREN ) REMRENEHERIRNER. LRFEEIERENEE, STy
CreateDatasetContentERIBEEtriggeriSEMN BEHEAERE, MEFHMEN , F2HE
CreateDataset fl CreateDatasetContent,

&

« il 1-- B3 SQL ERIEE (java)

#Hl2-- BEVEFEZEREN SQL ERE (java)

#hl3-- EAECHIERBRRTEYRRERE (java)

- §ifl 4 - BV SQL EREMABREHHERERE (java)
&4l 5-- 217 SQL EHE (CLI)

#fl6-- FREZERE (CL) BV SQL ERE

#5l 1 -- 31 SQL EHE (java)

CreateDatasetRequest request = new CreateDatasetRequest();
request.setDatasetName(dataSetName);
DatasetAction action = new DatasetAction();
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//Create Action

action.setActionName("SQLActionl");

action.setQueryAction(new SqlQueryDatasetAction().withSqlQuery("select * from
DataStoreName"));

// Add Action to Actions List
List<DatasetAction> actions = new ArraylList<DatasetAction>();
actions.add(action);

//Create Trigger
DatasetTrigger trigger = new DatasetTrigger();
trigger.setSchedule(new Schedule().withExpression("cron(@ 12 * * ? *)"));

//Add Trigger to Triggers List
List<DatasetTrigger> triggers = new ArraylList<DatasetTrigger>();
triggers.add(trigger);

// Add Triggers and Actions to CreateDatasetRequest object
request.setActions(actions);
request.setTriggers(triggers);

// Add RetentionPeriod to CreateDatasetRequest object
request.setRetentionPeriod(new RetentionPeriod().withNumberOfDays(10));
final CreateDatasetResult result = iot.createDataset(request);

BIhEs

{DatasetName: <datatsetName>, DatasetArn: <datatsetARN>, RetentionPeriod: {unlimited:
true} or {numberOfDays: 10, unlimited: false}}

gHl2-- BYERZERER SQL ERIE (java)

CreateDatasetRequest request = new CreateDatasetRequest();
request.setDatasetName(dataSetName);
DatasetAction action = new DatasetAction();

//Create Filter for DeltaTime
QueryFilter deltaTimeFilter = new QueryFilter();
deltaTimeFilter.withDeltaTime(

new DeltaTime()

.withOffsetSeconds(-1 * EstimatedDataDelayInSeconds)

g5l 2-- BV EHEEEREN SQL ERE (java) 108
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.withTimeExpression("from_unixtime(timestamp)"));

//Create Action

action.setActionName("SQLActionWithDeltaTime");

action.setQueryAction(new SqlQueryDatasetAction()
.withSqlQuery("SELECT * from DataStoreName")
.withFilters(deltaTimeFilter));

// Add Action to Actions List
List<DatasetAction> actions = new ArraylList<DatasetAction>();
actions.add(action);

//Create Trigger
DatasetTrigger trigger = new DatasetTrigger();
trigger.setSchedule(new Schedule().withExpression("cron(@ 12 * * ? *)"));

//Add Trigger to Triggers List
List<DatasetTrigger> triggers = new ArraylList<DatasetTrigger>();
triggers.add(trigger);

// Add Triggers and Actions to CreateDatasetRequest object
request.setActions(actions);
request.setTriggers(triggers);

// Add RetentionPeriod to CreateDatasetRequest object
request.setRetentionPeriod(new RetentionPeriod().withNumberOfDays(10));
final CreateDatasetResult result = iot.createDataset(request);

BThEs

{DatasetName: <datatsetName>, DatasetArn: <datatsetARN>, RetentionPeriod: {unlimited:
true} or {numberOfDays: 10, unlimited: false}}

g6 3 -- R BN FEBRIRTELBTRENE (java)

CreateDatasetRequest request = new CreateDatasetRequest();
request.setDatasetName(dataSetName);
DatasetAction action = new DatasetAction();

//Create Action

action.setActionName("ContainerActionDataset");

action.setContainerAction(new ContainerDatasetAction()
.withImage(ImageURI)
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.withExecutionRoleArn(ExecutionRoleArn)
.withResourceConfiguration(
new ResourceConfiguration()
.withComputeType(new ComputeType().withAcu(l))
.withVolumeSizeInGB(1))
.withVariables(new Variable()
.withName("VariableName")
.withStringValue("VariableValue"));

// Add Action to Actions List
List<DatasetAction> actions = new ArraylList<DatasetAction>();
actions.add(action);

//Create Trigger
DatasetTrigger trigger = new DatasetTrigger();
trigger.setSchedule(new Schedule().withExpression("cron(@ 12 * * ? *)"));

//Add Trigger to Triggers List
List<DatasetTrigger> triggers = new ArraylList<DatasetTrigger>();
triggers.add(trigger);

// Add Triggers and Actions to CreateDatasetRequest object
request.setActions(actions);
request.setTriggers(triggers);

// Add RetentionPeriod to CreateDatasetRequest object
request.setRetentionPeriod(new RetentionPeriod().withNumberOfDays(10));
final CreateDatasetResult result = iot.createDataset(request);

FXZhEs i

{DatasetName: <datatsetName>, DatasetArn: <datatsetARN>, RetentionPeriod: {unlimited:
true} or {numberOfDays: 10, unlimited: false}}

g6l 4 -- B UL SQL EREMABRIRTFNBR[ERE (java)

CreateDatasetRequest request = new CreateDatasetRequest();
request.setDatasetName(dataSetName);
DatasetAction action = new DatasetAction();

//Create Action
action.setActionName("ContainerActionDataset");
action.setContainerAction(new ContainerDatasetAction()
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ERAEER

.withImage(ImageURI)
.withExecutionRoleArn(ExecutionRoleArn)
.withResourceConfiguration(
new ResourceConfiguration()
.withComputeType(new ComputeType().withAcu(l))
.withVolumeSizeInGB(1))
.withVariables(new Variable()
.withName("VariableName")
.withStringValue("VariableValue"));

// Add Action to Actions List
List<DatasetAction> actions = new ArraylList<DatasetAction>();
actions.add(action);

//Create Trigger
DatasetTrigger trigger = new DatasetTrigger()
.withDataset(new TriggeringDataset()
.withName(TriggeringSQLDataSetName));

//Add Trigger to Triggers List

List<DatasetTrigger> triggers = new ArraylList<DatasetTrigger>();
triggers.add(trigger);

// Add Triggers and Actions to CreateDatasetRequest object
request.setActions(actions);

request.setTriggers(triggers);
final CreateDatasetResult result = iot.createDataset(request);

M IhE -

{DatasetName: <datatsetName>, DatasetArn: <datatsetARN>}

&5l 5 -- 231 SQL EFHEE (CLI)

aws iotanalytics --endpoint <EndPoint> --region <Region> create-dataset --dataset-
name="<dataSetName>" --actions="[{\"actionName\":\"<ActionName>\", \"queryAction\":

{\"sqlQuery\":\"<SQLQuery>\"}}]1" --retentionPeriod numberOfDays=10

FXZhEs i

"datasetName": '"<datasetName>",

&5l 5-- £ SQL ERE (CLI)
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"datasetArn": '"<datatsetARN>",
"retentionPeriod": {unlimited: true} or {numberOfDays: 10, unlimited: false}

il 6-- FRAEZERE (CLI) B SQL ERE

Delta RERZ2—RIIEAEER. TERBBEKENKREBR. Delta Windows AJZEE A B LR 7 # A
RBEEERNEHENFTEREVERERDS , YHHETON., BALUEBEERE queryAction
(CreateDataset) By filters#rdeltaTimeHERE REVEZERE., BF , LEFEREHERBE
% () REBRIEREARRtriggers:schedule:expression, EX L | ENBEEEREIE
REBEAZENAR , HEEIREARPITENERTEFTEMIX.

EHESF  RPSEII—EAFNERE  S1597EBFHE LR ENERNBHETITNERER
B. BRMEE 3 28 (180 #) deltaTime R , AFFARLEE 3 #iE , X EEENERNERE, B
I, MRERERARRELF 10: 302, RIFANER (ZsEEREREY ) SEHEEEN
REF10: 123 EF10:27 28 (BILE4 10:30-15 9488 -3 H8EFI L 10:30-3 948 ) »

aws iotanalytics --endpoint <EndPoint> --region <Region> create-dataset --cli-input-
json file://delta-window.json

HehiERdelta-window. jsonBETHEE,

{
"datasetName": "delta_window_example",
"actions": [
{
"actionName": "delta_window_action",

"queryAction": {
"sqlQuery": "SELECT temperature, humidity, timestamp FROM my_datastore",
"filters": [
{
"deltaTime": {
"offsetSeconds": -180,
"timeExpression": "from_unixtime(timestamp)"

1,

"triggers": [

gl 6-- FAEZEMRE (CL) 21 SQL ERE 112
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{
"schedule": {
"expression": "cron(@/15 * * * ? *)"
}
}
]
}

R IhE i -

{

"datasetName": '"<datasetName>",
"datasetArn": "<datatsetARN>",

AeLtELR

REFYEWAFER Jupyter EEEARE Docker RERWMEEEF . MREEEREAF=TEENER
X, AR2ER  LENBRATUEREHNERET TRATESENR, A, EEREFEER HTML
AJLABERTE AWS loT Analytics 2 A& H , £8R HTML NER ERABENRBOE, EEREM
B=FERLAH , FRELEEERRE.

BITHERE DT TRER — BB ERMEH Jupyter FEEA, Jupyter BRRARMUAAKNERRETE |
AHTHBB BN —RIRET o, WEFMEENR , F2EELRLEER, FEE , RMETFXE
JupyterLab R AR, ) BRI Jupyter BERANBXEHEFAS  ZAREELEENEZER
E& AWS IoT Analytics RUREIFTHURNERRER#T. BUNHECEARIN I NERE , UREEE
BRI 2 B E R | ARTFHREKA & H SRR 247,

WMRIETE 2018 F£ 8 A 23 B2 %A AWS loT Analytics £ A SageMaker Al H{TEE , BIA

BERIENLZEEEBALER , BUUFEREIRFCREG, B, FEBEAEGFIIHNSER
£ SageMaker Al #11T{EE ERAAZER AR R, ETR , £ K SageMaker Al 1THE , LA
1B RESMG LB E Amazon EC2 , ¥R ERBRLIER AL,

B IEEIB AWS loT Analytics A B 2 ER A AT EEHN AR

BB EER AWS loT Analytics EIEAE I HEY SageMaker Al #ITERE A MTREF/E LD,
BT EBEBERH.

N R ARAE ANt R TR B e L B EFRE) SageMaker Al #1T{ERE | IFEEEHHE IAM A€
B, EXEENREBRINGE , IRKRSBAIT.
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1. BERFEIAHITERYE Amazon ECS WWFEUE , 387E SageMaker Al HH LiEEUEH
SageMaker Al #11T{EEE :

Amazon SaQEMaker X Amazon SageMaker Notebook instances
Dashboard
Notebook
v Notebook instances

Notebook instances Q, search notebook instances

Lifecycle configurations

- v : ” o
v Training Name Instance Creation time

Training jobs exampleNotebookinstance ml.t2.medium Jul 03, 2018 21:25 UTC

2. £ IAM A€ ARN T , i#1E SageMaker Al E11TAE,

Amazon SageMaker X Amazon SageMaker Notebook instances exampleNotebookinstance
Hiasiod exampleNotebooklnstance

v Notebook
Notebook instances Notebook instance settings

Lifecycle configurations

v Training Name Notebook instance type
L exampleNotebooklInstance ml.t2.medium
Training jobs
Hyperparameter tuning jobs ARN Storage
Inf arn:aws:sagemaker:us-east- 1| Sl n otebook- 5GB EBS
¥ Interence instance/examplenotebookinstance
Models Encryption key
Endpoint configurations Lifecycle configuration
Endpoints -
IAM role ARN
arn:aws:iam:: S :role/service-
Status role/AmazonSageMaker-ExecutionRole-20180620T141485 [4

(@ Pending

3. EIF Attach Policy (B#EER) , AR EZRWERE Permissions (FFA)PATEETRHEE. 0
$AmazonSageMakerFullAccessBUR E RiEH#E , HFEEET,

Permissions Trust relationships Access Advisor Revoke sessions

Attach policy Attached policies: 7

B ERE Amazon S3 THARSRERE , WHERREELAYTERL , F—PEFW
SageMaker Al #1TEIBE R in i,
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ERAEER

1. 1E Jupyter # |, iBIEFIE,
~ Jupyter

Files Running Clusters SageMaker Examples Conda

a
2. HEHRWINEERSD , BEKIRRE,

Other:
Text File
Folder

Terminal

3. ERIHHEA K BAUTHSRTHEERNG , KEBRBRELE
ZRTE Ik SageMaker Al #1T{EE L ITHEMER,

C Jupyter

sh-4.2$ |}

cd /tmp

il

p=T111]
N2,
¢
R4

it

Quit

~

Upload New~ &

i
I3
Bp
4
e

bR

aws s3 cp s3://iotanalytics-notebook-containers/iota_notebook_containers.zip /tmp

unzip iota_notebook_containers.zip

cd iota_notebook_containers

chmod u+x install.sh

R FAZEEIR AWS loT Analytics E2EE T 2 ERAHTERMNEIRNL
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./install.sh
EEF Mo ELLETREMLELEMR,

ERTIEHELL AR RLIRTIRE

MR EIE 2018 &£ 8 A 23 H2#%iEIB AWS loT Analytics T2 &2 SageMaker Al $1/TEEE |, Bl&
BELZHRBCIBRIAE, BT SageMaker Al T A EFRBHATERREFHER AL, WRE
FERREERE , ATUEFHTERARERB AWS loT Analytics TEABRIMNELAHTEES
L R IR S D REMEI S ThEE,

EUAARLBRE&

EAEHT  HATHRRC ELEARENTR, EBHE , FBELW Jupyter FELA |, ERARER
LRI FRR A,

1. EEH Jupyter EFSAH | F#IF New (F118) , ARRTHXNFERELBENKROER, (&
DEBEN TRE, FE  YWHUSRRKERENT AR OMERE. fli, nRERAEVERR
"conda_python3" Fy#E Python 3.0 IR3% , 551#1# "Containerized conda_python3"),

— Jupyter Qi
Files Running Clusters SageMaker Examples Conda
Rename  Move n Upload 5]
Notebook:
Q1|+ B/ — - e
Containerized conda_chainer_p27
O loTAnalytics Containerized conda_chainer_p36
0 lost+found Containerized conda_mxnet_p27

Containerized conda_mxnet_p36

=/ Untitled.ipynb Containerized conda_python2 (B
Containerized conda_python3
Containerized conda_pytorch_p27
Containerized conda_pytorch_p36
Containerized conda_tensorflow_p27
Containerized conda_tensorflow_p36
Sparkmagic (PySpark)
Sparkmagic (PySpark3)
Sparkmagic (Spark)
Sparkmagic (SparkR)
conda_chainer_p27
conda_chainer_p36
conda_mxnet_p27
conda_mxnet_p36
conda_python2
conda_python3

2. EERAXALEATFELBRERRLER  FRERHIL.

i

BN ER AR RFLER R 116



AWS loT Analytics EREEmR

File Edit View Insert Cell Kernel Widgets Help

+ <</ @ B 4 ¥ [MRun |l C MW RawNBConvertv &© Containerize

3. BMARBRIEZANER, S LLEZ@ AR,

m 2. Input Variables 3. Select AWS ECR Repository 4. Review 5. Monitor Progress

Container Name *

Beer-Tastiness-Calculator

Container Description

Mext

Exit

4. IBELMEZAEWAR Input Variables (AR E) (28). BUEEZEBBHRENELANER
INMALE  EBRHITEH, I NREEZHCHTHNERZAS , IRSEAT@ALE
), YASEHASEEZER, St g Al ASRALERER,
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1. Mame 2. Input Variables 3. Select AWS ECR Repository 4. Review 5. Monitor Progress

Name Type Description
ounces Double ¥ X
brand String ¥ X
Showing 1 to 2 of 2 variables Previous E Mext
Add Variable
Previous Mext

Exit
5. EEREREFIFEUNBREE LER Amazon ECR RFE,
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1. Name 2. Input Variables 3. Select AWS ECR Repository 4. Review 5. Monitor Progress

Please upload different notebooks to different repositories.

Repository Name Create Search: |Repository Name

Mame =

my-repo
my-repod

my-repod

Showing 1 to 3 of 3 repositories Previous m Mext

Previous MNext

6. EBERFLURKBERF.

LERIFBRARNTORE. Fis, EEFABEF2R  REZHUEE. BEFRRERE—

N

BAURBRLRE 119



AWS loT Analytics EREEmR

1. Name 2. Input Variables 3. Select AWS ECR Repository 4. Review 5. Monitor Progress

Container Name: Beer-Tastiness-Calculator
Container Description:
Upload To: my-repo

Variable Name Type Description
ounces Double
brand String
Showing 1 to 2 of 2 variables Previous E Mext

Exit

7. T—Eﬁﬂ'_\ﬁfgo

1. Name 2. Input Variables 3. Select AWS ECR Repository 4. Review 5. Monitor Progress

The containerization process typically completes within 30 minutes.

Creating Image...

Exit
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8. MREFPMOEERABIESR , ERLKE TR EHY AWS loT Analytics ERRAERERRR[ILEFHN
R,

9. BEFZHE& A RBJ[CMESFME Amazon ECR LEAEER,

Containerize Notebook

1. Name 2. Input Variables 3. Select AWS ECR Repository 4. Review 5. Monitor Progress

Creating Image... £J

Uploading Image... £4

You can now use this notebook for scheduled analysis of your Data Sets. Be /sl LR EE=T 0

Exit

EH B AR ETO

AEIEWMAFER Jupyter BEEAREE Docker R HBEN. REBEEFRE=FBENER
X, BLR2EAK GENARTUERENFEREF TRATEERRENSE, L, EFERRELEMN HTML
A LAFE/RTE AWS loT Analytics £ AF , FERHTML WEK LIEEBENHERE, EFEHEM
B=FERLZH , FRELAGEHREE,

BTN B EETRSS , WA AWS loT Analytics IRIEEHITE . BEEEEM , BAIURE
Docker BUEI G H B E Amazon ECR , ARBREEREUBTAREE, NEHRMFEA Octave
MiEFE B,

L HBRERERICHS -

s REEXREERH Octave
o EABER EFRER Docker #RF
« B Amazon ECR = AWS loT Analytics ZHUE AWS HIIRFE

ERBNAR o
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B 1 : 5R7E Docker &

EHHBREFEFTEZFETEER. HEBNAREL

» Dockerfile — Docker B8 {LIEFH¥BIRE,

FROM ubuntu:16.04

# Get required set of software

RUN apt-get update

RUN apt-get install -y software-properties-common
RUN apt-get install -y octave

RUN apt-get install -y python3-pip

# Get boto3 for S3 and other libraries
RUN pip3 install --upgrade pip

RUN pip3 install boto3

RUN pip3 install urllib3

# Move scripts over
ADD moment moment
ADD run-octave.py run-octave.py

# Start python script
ENTRYPOINT ["python3", "run-octave.py"]

« run-octave.py - & Z# JSON AWS IoT Analytics, #11T Octave IS , WisKm LELEE
Amazon S3,

import boto3

import json

import os

import sys

from urllib.parse import urlparse

# Parse the JSON from IoT Analytics
with open('/opt/ml/input/data/iotanalytics/params') as params_file:
params = json.load(params_file)

variables = params['Variables']

order = variables['order']
input_s3_bucket = variables['inputDataS3BucketName']
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input_s3_key = variables['inputDataS3Key']
output_s3_uri = variables['octaveResultS3URI']

local_input_filename = "input.txt"
local_output_filename = "output.mat"

# Pull input data from S3...
s3 = boto3.resource('s3"')
s3.Bucket(input_s3_bucket).download_file(input_s3_key, local_input_filename)

# Run Octave Script
os.system("octave moment {} {} {3}".format(local_input_filename,
local_output_filename, order))

# # Upload the artifacts to S3
output_s3_url = urlparse(output_s3_uri)
output_s3_bucket = output_s3_url.netloc
output_s3_key = output_s3_url.path[1l:]

s3.0bject(output_s3_bucket, output_s3_key).put(Body=open(local_output_filename,
'rb'), ACL='bucket-owner-full-control')

- moment — FEEHY Octave EETT , AIREWM ADBEERNIEENIEF RFTERZ

#!/usr/bin/octave -gf

arg_list = argv ();

input_filename = arg_list{1};
output_filename = arg_list{2};
order = str2num(arg_list{3});

[D,delimiterOut]=importdata(input_filename)
M = moment(D, order)

save(output_filename, 'M')

1. TREEERNAR, EUFNESR  YEMBEERAARSD , AR IBAKE &,
2. T TIISMT,

docker build -t octave-moment .

3. SBHERXETE Docker RFEHRBIHHNMEG, MITTIBRTRERIEE.
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docker image ls | grep octave-moment

BB 2 : # Docker B{& LB ZE Amazon ECR %17 E

1. £ Amazon ECR &N f#1FE.

aws ecr create-repository --repository-name octave-moment

2. Hi48 Docker IRIBHZ A,

aws ecr get-login

3. BER\|UHIHITE. GHBEEREZNT.

docker login -u AWS -p password -e none https://your-aws-account-
id.dkr.ecr..amazonaws.com

4. fEREMER Amazon ECR 1 EZEBRE L RS,

docker tag your-image-id your-aws-account-id.dkr.ecr.region.amazonaws.com/octave-
moment

5. iSE#EIXZ Amazon ECR,

docker push your-aws-account-id.dkr.ecr.region.amazonaws.com/octave-moment

SER 3 KEHIE R LEZE Amazon S3 #ZEETEE

1. TEUTRBLFRE input. txt,

0.857549 -0.987565 -0.467288 -0.252233 -2.298007
0.030077 -1.243324 -0.692745  ©0.563276 0.772901
-0.508862 -0.404303 -1.363477 -1.812281 -0.296744
-0.203897 ©0.746533 0.048276 0.075284  ©.125395
0.829358 1.246402 -1.310275 -2.737117 0.024629
1.206120 ©.895101 1.075549 1.897416 1.383577

2. B3 &5 1 Amazon S3 ffZErBoctave-sample-data-your-aws-account-id,
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3. MERLEEERMEIMN Amazon S3 input. txtEEFFTE, FREEXE—EEA NiERE
Broctave-sample-data-your-aws-account-idi& , EFEE input.txt BXR.

R4 BUBRFHITAE

1. BUTAREREEZE HWERrolel. json, # your-aws-account-id XA AWS EHIRFE
ID , ¥#§ aws-region B BE AWS EJR AWS WY [E1F,

(@ Note

WEFEELEEEABTESE  UHIEEEREAZEBE, MEFMENR , F20the
section called “FAPH B RIEEEREAN

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {

"Service": [
"sagemaker.amazonaws.com",
"iotanalytics.amazonaws.com"

]

}I
"Action": "sts:AssumeRole",
"Condition": {

"StringEquals": {
"aws:SourceAccount": "123456789012"

}I

"ArnLike": {

"aws:SourceArn": "arn:aws:iotanalytics:us-
east-1:123456789012:dataset/your-dataset"

}

}
}
]
}
G I=HES -
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2. FRABTENEREIAE® AWS loT Analytics , AR F ¥ SageMaker Al # rolel. jsonBIFEGF
A,

aws iam create-role --role-name container-execution-role --assume-role-policy-
document file://rolel.json

B.MUTABTRERA WER | policyl.jsondtblyour-account-idEHMRE ID BUE (
B THYZE =18 ARNStatement :Resource),

JSON

3
¢

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"s3:GetBucketLocation",
"s3:PutObject"”,
"s3:GetObject",
"s3:PutObjectAcl"”

1,

"Resource": [
"arn:aws:s3:*:*:dataset/*",
"arn:aws:s3:*:*:octave-sample-data-123456789012/*"

"Effect": "Allow",
"Action": [
"iotanalytics:*"

1,

"Resource": "*"

"Effect": "Allow",

"Action": [
"ecr:GetAuthorizationToken",
"ecr:GetDownloadUrlForLayer",
"ecr:BatchGetImage",
"ecr:BatchCheckLayerAvailability",
"logs:CreatelLogGroup",
"logs:CreateLogStream",
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"logs:DescribelogStreams",
"logs:GetLogEvents",
"logs:PutLogEvents"

1,

"Resource": "*"

"Effect": "Allow",
"Action": [
"s3:GetBucketLocation"”,
"s3:ListBucket",
"s3:ListAl1MyBuckets"
1,

"Resource": "*"

4. FERAEAIT&policy. jsonWEREIL IAM BUR,

aws iam create-policy --policy-name ContainerExecutionPolicy --policy-document
file://policyl.json

5. BBUREEZIAG,

aws iam attach-role-policy --role-name container-execution-role --policy-arn
arn:aws:iam: :your-account-id:policy/ContainerExecutionPolicy

STR5: ERABTHRBFELENE

1. BUATARABRTEHERA B fieregion , cli-input. json LB ENEENK your-account-
idM WFrEBITER.

{
"datasetName": "octave_dataset",
"actions": [
{
"actionName": "octave",
"containerAction": {
"image": "your-account-id.dkr.ecr.region.amazonaws.com/octave-
moment",
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"executionRoleArn": "arn:aws:iam::your-account-id:role/container-
execution-role",
"resourceConfiguration": {
"computeType": "ACU_1",
"volumeSizeInGB": 1

I
"variables": [
{
"name": "octaveResultS3URI",
"outputFileUriValue": {
"fileName": "output.mat"
}
},
{
"name": "inputDataS3BucketName",
"stringValue": "octave-sample-data-your-account-id"
},
{
"name": "inputDataS3Key",
"stringValue": "input.txt"
},
{
"name": "order",
"stringValue": "3"
}
]

2. EAcli-input. jsonZRBI THMBENEREIERE,

aws iotanalytics create-dataset —cli-input-json file://cli-input.json

SEB6: UABNEARESE

1. BT TSleS.

aws iotanalytics create-dataset-content --dataset-name octave-dataset
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FRT7 IFENERR

1. MITRY&dR.

aws iotanalytics get-dataset-content --dataset-name octave-dataset --version-id \
$LATEST

2. BUREEEZ 4948 B2 DatasetContentStates SUCCEEDED,

B8 8 : £ Octave L BIENE H

1. BT T 565 , £ Octave shell LRSS FIENE# .

bash> octave

octave> load output.mat

octave> disp(M)

-0.016393 -0.098061 0.380311 -0.564377 -1.318744
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HBI AWS loT Analytics E#l

EEHRBIL AWS loT Analytics ZHER , BAILAER AWS loT Analytics E# &5 Quick Suite,
X8

. FREEEHEE AWS loT Analytics &}

« A Quick Suite fR &1, AWS IoT Analytics ¥}

ERAEEABEEBI AWS loT Analytics E#

AWS |oT Analytics FJBAFEAWS loT Analytics FE AN BRRERNERTEE LBRARREREN
HTML @ (2% 82 output.html), HliN , MBEEZHIT Jupyter ERANTRERE | i
Jupyter ERAFEMNIRE , BHNERETREDN TR

JUD}’tEI’ spéctmgram Lasd Chackpoint an hour age (sulosaved H
1 ’
B + » a3 0B + + W B C v Coll Toolbar pee
In [1]): from icipy.lo import wawfile

rate, X = wavflle. read( test

In [2]:  import matplotlib.pyplot as plt
fig, (axl, ax2) = plt.subplots(l, 2, figsize=(12, 4))
axd.plotdx); axi.ser_uivle('R gnal’y
axl.specgras{x); ax2.set_title( Spect
plt . show()

AR, EEURRERERNRZE , BULEZEANERERNTREE LRRLBEBIEMR.
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Hame Versbon Datg Created

WMFEE BT Jupyter ERRA 2 RB[ERENHEET , F2REDILTERE.

£ Quick Suite &1t AWS IoT Analytics & #l

AWS loT Analytics 128 Quick Suite FE#EE S, Quick Suite 2 —BHRIENEEE DR , TAR
EERBUAMR., BTHRBRESN , URRERERPEEBEZERR . Quick Suite ATZEEBIERZ

BTEMFRE  XFEHABANICERRNSIZE (SPICE) REEEMAE, BT LAE Quick Suite TR A &
EX AWS [oT Analytics ERIEE , WRABEVBERRAEBLHR. ELEFHRME Quick Suite,

= ZMMRMEA Quick Suite REBILURE , MM AR Quick Suite IRF ., BRERFE , B4R

F Quick Suite AWS loT Analytics FERERWER, MREBCHE kF , FREEER. BF
QuickSight, Z£MMFF , #F Quick Suite 7B AWS loT Analytics BBV E ¥, 7 QuickSight FEX
AWS BRI T , BIFFIERBER , REBBEGEEMXEUSHAWS loT Analytics , REBBIZEEH,
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ERAEER

Account name:
Edition: Enterprise

Manage users

Your subscriptions

SPICE capacity

Account settings

Security & permissions

Manage VPC connections

Domains and Embedding

Security & permissions

QuickSight can control access to AWS resources for the entire account in addition to individual users and groups

. QuickSight access to AWS services

- Amazon Redshift . Amazon RDS 1? 1AM * Amazon S3 E AWS loT Analytics

By configuring access to AWS services, QuickSight can access the data in those services. Access by users and
groups can be controlled through the options below.

Add or remove

. Default resource access

(@ Users and groups have access to all connected resources.

QuickSight can allow or deny access to all users and groups by default, when an individual access control is not in
effect for a particular user or group

Change

. Resource access for individual users and groups

Resource access is controlled by assigning IAM policies.

| IAM policy assignments ‘

RELHRFE , REEE Quick Suite TIEABMBEF O ERE , REZE AWS loT
Analytics EARIR., MAZERRENER , BEZEANERSE  ARBEZITERRE,

RE 1Y (QuickSight)

132



AWS loT Analytics

ERAEER

New AWS IoT Analytics data source

Data source name

radiant_load_test_dataset

Select an AWS loT Analytics data set to import

2 radiantloadtestdataset

®' radiant_load_test_dataset

Cancel

BYERRR2® , B LI Quick Suite FEMRBILBR

Elﬂﬂ Fieldslst a4 @—m—m—memeee—m-om - e ———+ |
Vrualize B3 radiant_load test.. | ) Importing: "
V 9 o 0 rows were imported to SPICE
Filter $# fromiambda 0 rows were skipped
Options
Q H ey
Suggested
Story
Chooze 1 or more fields and let QuickSight choose the most appropriate chart
Visual types v
- 8 -
[£]= 4l = i
- li 77 ad HH
| B
!': .. .l. “' ":
oA 44 :
28 1L (QuickSight) 133
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#FE Quick Suite BRI ERIEMNAHEBENR , 552 B Quick Suite 3.

&IIII
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&MY AWS loT Analytics EIR

ABBEERENEE, ERE. EREREREE  SALLUEEMEEBCHPEER  IERNE
AEMIGELER, AERPER , URAWMEIER.

ES |

- BEREZHE

- B IAM BREAER

- BERRH

BREXBR

BB UREUTEN S AWS loT Analytics EIR , flanikAiR, BEERRE, ELBFZHEE
BHENERE K SXHeREM , RAGTURETIERNER  REJANBENER, SEERED
SHEERN—ME "R, REEEN TE, . AW, EUUALKNBEER AR , HELER
SESEHEFASRENEERE, RMARBRECABEEREERUNSETRNERSR. €A
NERSRETREEEREELN BR. EUURBEHFENERESNGRER,

BT UEARBERDENEREHEE, ELEEREAZRE, ERE. ERFREREER ,
SLUERDRE (CSV) BRMENX AWS EERADEHRE , AT E8EBRREBNAEMEE, &7
UERKKRERER Blumiado, EBRAEXABIEEE) WER , REESEARBHARAR, M
FEARBRETRADENFMEN , FSBAWS Biling ( £AERER) FHEAREDEER.

RARTHEGER , FEA AWS IREEKAEE TRAFNERFEES , BRHUHED. H—HNFAREY
NERER. WEFREF , F2H_ (A AWS EEFEE) FNEAERFEES

& AT LAER AWS CLI #1 AWS loT Analytics APl REZH, *‘*“Eﬂ“ﬁﬂj AETRHHSHE
FEEHENT , KEBRBERE EHE. EREREREE

* CreateChannel

* CreateDataset

* CreateDatastore

» CreatePipeline

BULAXERTCHRAERNE, SRAIMBRER. FATIGT
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« TagResource
« ListTagsForResource

» UntagResource

BUREFERESIBANE U UBREERTBRER. STUSEENERAZAFSH , BF
EEBEBNVERS Null, IREFTENEREFEZERLERERMARNRSIR  ANESERE
B, MREMEBRER , LS EREZEFRAERBAETHRER.

B IAM BURER SRR

BRI LAEA Condition T (A Condition E#R) , B IAM BRH MU TRGAB S R/ER
B, RBBEERERZFEREFN GFA) :

« iotanalytics:ResourceTag/<tag-key>: <tag-value> EEAREEBNERLMEMA yo
AR EAEBE,

- £/ aws:RequestTag/<tag-key>: <tag-value> BAfEiRH API 3ERE , ERFER (RAFEH)
BEES , UBISBRATEBENER.

- A aws:TagKeys: [<tag-key>, ...] HAERE APIFERE , ERFER (HTERH) BEERK
SWE  UBIUSBAAFEBNER.

(® Note
IAM BRI RGRBRSIR/EEEARERIANFTRLESHHI AL AWS loT Analytics

e, flun , RBFRGARBE|ET ALFF/AERLEA DescribeLoggingOptions , B ATELLFE
RPRSEFMAZERLRER B, ERE. ERFHEREE).

MEFHMEENR , 28 (AMFEREEE) PHEAESEEFEHER, XIERHN IAM JSON BES
ZEBREHR IAM 1 JSON Bz nkR, SENTMBENFMTE. HRMEEH,

THHFIRREEAUMESERNRE, WBERRHBINERE

1. EEEER "env=prod" RMUIEGER (FSEEHIF "aws:RequestTag/env" : "prod"Hy
7)o
2. BMABUREFEMEEREEZR "env=prod" WER ( ESEEH|

F"iotanalytics:ResourceTag/env" : "prod"#9 1T ).
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ERAEER

JSON

"prod"

"iotanalytics:ResourceTag/env" : "prod"

{
"Version":"2012-10-17",
"Statement" :
[
{
"Effect" : "Deny",
"Action" : "iotanalytics:*",
"Resource" : "*",
"Condition" : {
"StringEquals" : {
"aws:RequestTag/env" :
}
}
}I
{
"Effect" : "Deny",
"Action" : "iotanalytics:*",
"Resource" : "*",
"Condition" : {
"StringEquals" : {
}
}
}I
{
"Effect": "Allow",
"Action": [
"iotanalytics:*"
1,
"Resource™: "*"
}
]
}

BT EERBRREIBELEFET , AEERBRIBEESAERE , W T IR,

"StringEquals" : {
"iotanalytics:ResourceTag/env"

["deV",

lltestn]

B IAM BEREARR
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® Note

MREAFFHERBERAERBEBFNER , FELERAREBEAESELRRNEEM
FRERIMFBERNESD. B, EAETREBBHAERRBEFENRE , YAEERNF
HY,

BEHBRH

LUTERRFEAR FREK

- BEAERNERI LR : 50

- £WKRE LR : 127 {8 UTF-8 Unicode F T

- ERE LR : 255 {8 UTF-8 Unicode ¥ Jt

- EBRBEHEEES KN IE,

« BOEEBEBSEaws: prefixhER , EAHEREM AWS FH, BFAREERMRE LT
BENEBEBRE. EALFENEETET ASARFRIINES,

- MRENELEBEEREZERBNERER , FcSHEURB IS EF EARS. B8 ,
FEANFRR IR UTF-8 RTHNRENFE, ZRMNETF , MEUATHERFT ( +-=._ 1/ @-
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ERAEER

FHY SQL FRIZEZ AWS loT Analytics

ERERFHENEREFRERM SQL RiEXESE., AWS loT Analytics £ EE Amazon Athena 1

Er SQL £, HBMEE T,

AWS loT Analytics 3 & ANSI| 2% SQL =M 75,

SELECT [ ALL | DISTINCT ] select_expression [, ...]
[ FROM from_item [, ...] 1]

[[ INNER | OUTER ] LEFT | RIGHT | FULL | CROSS JOIN join_item [ ON join_condition ]]

[ WHERE condition ]

GROUP BY [ ALL | DISTINCT ] grouping_element [, ..
HAVING condition ]

UNION [ ALL | DISTINCT ] union_query ]

| e IO e O e I ey N |

LIMIT [ count | ALL ] ]

WMES MR , F2 B Amazon Athena XHHF NS E,
AWS loT Analytics 1 Amazon Athena FXE T 3ER :

« WITH ¥4,

« CREATE TABLE AS SELECT BURZ

« INSERT INTO BRiR=

- BEBHRRN , £8EFEA EXECUTE #ITUSING,
« CREATE TABLE LIKE

- DESCRIBE INPUT #1 DESCRIBE OUTPUT

« EXPLAIN B

- FHEEREE (UDF = UDAF)

- BIFRERF

- BiEEERSR

8
- FXER SQL IhEE AWS loT Analytics

.11

ORDER BY expression [ ASC | DESC ] [ NULLS FIRST | NULLS LAST] [, ...

- ¥ SQL EHRWE REEEITHEDZ B AWS loT Analytics
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ERAEER

R ER SQL IhEE AWS loT Analytics

EREREREERFREFNERN LEA SQL REARELE

Analytics LA Presto 0.217 AERE,

X ENERER

AWS |oT Analytics #1 Amazon Athena X8t & BIHEH,

 primitive_type

TINYINT

SMALLINT

INT

BIGINT

BOOLEAN

DOUBLE

FLOAT

STRING

TIMESTAMP

DECIMAL(precision, scale)
DATE

CHAR (IEERENEEREFTER)
VARCHAR (i EERENITEREFTER)

« array_type

ARRAY<data_type>

* map_type

MAP<primitive_type, data_type>

 struct_type

* STRUCT<col_name:data_type[COMMENT col_comment][,...]>

& REITHES AWS loT

XER SQL T
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® Note
AWS loT Analytics 1 Amazon Athena T X EF L& RIFH,

X ENEHE

Amazon Athena 1 AWS IoT Analytics SQL ZhEER A Presto 0.217 BEWH ., MEFBAMHEBEE. EX
FRREXNWER , FSE Presto XHHHEEAEZE FNT IS EE,
- BEEET

- B MER T

- RERER

- BERENEHE T

- UTTEE

* Decimal BHRENEH T

- FREEENEHE T

- THURE

- AEKRENENES T

- RAEEXHH

- JSON HEMEEHE T

- URL EH#

- HEEH

- BEEE

- EIHHNEHF

- HENENER T

 Lambda REXMEHH

- Teradata B

XEMEE T


https://prestodb.io/docs/current/release/release-0.217.html
https://prestodb.io/docs/current/functions.html
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® Note

AWS loT Analytics 1 Amazon Athena T X EFAEEZHEKE (UDFsZ UDAFs) AT
Fo

¥ P SQL £ E REEEITHE E AWS loT Analytics

FEATYERARBEIZHERE P SQL EHMEE AWS loT Analytics,

- FERHES|S , FETCWEMNLES —EEs|5R. FORLEES|REE.

Example &l

SELECT 'O''Reilly'

- BERHKRR , FEARREEUAREFENESFZREERE.

Example il

SELECT "_myMessageAttribute’ FROM myDataStore

- FELHTFRHERE  FEICSEIRTHFTNERFRERR,

Example &l

SELECT * FROM "myDataStorel23"

- FERHBAEERTY  FUESIRECREERRT. WEFMEN , 528 SQL SELECT BRXH
NEZEBRFTEE.
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Ry Z e AWS loT Analytics

MEREZE AWS RERESBEIEF. 5/ AWS BF , BuUZHERERNFONMBERESE  R2BES
mEREEHRABNERMEE.

ZEMR AWS BECEBNARRE, HESEEESUERARRZEMNERZEMN

- ERWEEM - AWS EERETE AWS Cloud F#11T AWS RISV EMR K. AWS ERHETUR
2HEANEE. BEZFRBRASEHRARRIRZENYEHERM AWS ERFHEN—Br. BE
THRERKEREHE AWS loT Analytics , F2BRAWS &5 ElSEEE R R,

- BT et - ENETEORNEER AWS HERE. SULEAHHMREEE  SHRERNNHR
E. SHEBHNFERNERRERRER,

R HAEHBE T RN EER BREALREEER AWS loT Analytics, T 5 EBERA MMERE
AWS loT Analytics A& ML EBEREE, BtigTHUAFEREM AWS RS |, HBIEEER
%5 AWS loT Analytics &R,

AWS Identity and Access Management £ F AWS IoT Analytics

AWS Identity and Access Management (IAM) 2 —%& AWS fR¥ , ATiRBIEE S LT iR HI% AWS
ERNER, IAM BEEEWEHFHEATETRE (BA) NRE (EBFT ) REH AWS loT
Analytics Eilf. |IAM 2—IERHE AWS |, B UK EEA.

BEHER

#£ A AWS Identity and Access Management (IAM) 2R IBENARMEFITE :

- RESEAE - MREEEEFIE , FORREEEFERFITE (FSB B AWS loT Analytics 5
MEEGEITHRER B

- REEES - YEFERAEFIHER , WIRRFFAIEER (F2E AWS loT Analytics ZM{AI £/ IAM)
- IAM EEE - BEBERUEEFEE (2B AWS loT Analytics & 7 B BUER i)

e M & 2 B

EORBFREAWS ARSI BEEA WA, BXALAWS IRFRERAE, IAM ERAEREE
IAM &6 5 51T 55 8R=E.
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B LAMER &9 R EAER , 10 AWS IAM Identity Center (IAM Identity Center), E—& A&
7B FH Google/Facebook EAER , LB sWEXEA. NEEBEANFHEENR , F2H
(AWS & A ERHEIER) BB AEN AWS IRF,

HWRENRFTFE , AWS 2/t SDK M CLI AR IGRmZF S NBEEFR. WFEFMAERA , F268H (AM
ERERERE) T API FEREIAWS 5 4 IREERERF

AWS tRF BRERE

EREY B AWSIRF , B#8#—E&% AWS IRF theroot ERENZEAT DFHR , ZF 2 EBHFA
B AWS BR#% M ERNTEEFIE, BAERBRETEUREAEREEAREER. ARFRERERAER
HWER  F2HE (AM EREER) PHEEREAEBENER.

IAM {5 FA & F &4

IAM EFRER-—ESD EMRBEASEARANBEFTH, RMEBCARKER K MAREARY
ERAEBREN IAM ERE, MEREFMER  F2H (AM EREER) PHERANECEHRAECRABS
BoREE , LAWS EARREEFR .

3

IAM BHEEEE IAM ERERS  FEEABEAENTITREMNER, NFFHRER , F2H
C(IAM fEREER) FH 1AM £/ &/ EA =5,

IAM B

IAM SENS 2 EB%EFTE , ETUREERERE, SUNEBREAEERE IAM A6 (2
A ) SR AWS CLI 5t AWS APl RERBEA®. MFFMAEF , F2E (AM E£HEER) F
HEEABN S *.

IAM B2EARBE S0 EAEFIR. WK IAM EREFT. BERFFIE. BREEFN , URE
Amazon EC2 LHTIEAEN, MEFMEN , F2H (AM EAEER) P IAM FHVRIREEIR
FE

ERABREEFHE

ZAILUEB R BUR Y A HIEE D & 5 RNER AWS RIZH AWS FRFR. BERERES 2 HERME
BABERGT A, ERFARHFERE AWS | SFHMEELBR. KRZSHBEREL JSON XH AWS X
FHIE . WFERE JSON BERXHNFMET , F28 (AM E£REER) 8 JSON BUEREi#,

ERABRE K EESSERMEETRAIUEBLERNTEHE , UAREBERGTATEE , BlERE
EA U ERLEARAR,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
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HERERT , ERENAEREHAT. AMEESSEY AMEEX  YREFEEAE , RREAE
RANBEZAC, IAM BREERXBENF AR  BRERMES EETRERR,

BoBEER

BOoEBRRUNERS S (EAE. BESAR) 1Y JSON FFaBRX M. ELBERAIEH S 5 ET
BRGTREMLEESRUTHLESE, WETHROARISSREE , 528 (AM E£AEER) $
MNZBEFEEREBREZBA IAM A,

B BEBRAURARBER (EERAE—57) AZERX (EESZEASINEILEEK), 0FT7HY
AEZEBREARBREMERE | F2E0 (AM EAEER) PHESEBRREANRBEE 2 HE
EO

HBUEREE
AWS XEHMBRER K IREESERBREER TR :

o FARR-R[REFTEBERIURT IAM BRNSAIE, NEFHMAEH  F28 (IAM EHAEE
) P IAM BT R IR,

« BRIEIEHBER (SCP) - #8E AWS Organizations P VAR B R BE N W R AT, WEFMEE
# , 582 [ (AWS Organizations A& ER) IV ERIGIE IR,

- BEREFIEK (RCP) - ERMEBMAIERUTANRATIE, MEFMEEFA , F2HE (AWS
Organizations £ F1EM) FERZEH EBE (RCP),

- THERBHX - ER—EBEAACEBMES I EAEENERITERERR , USBEXNEENER
BER, MEFMER , F2 (AM EHERRE) S0 TIERBRBEE,

ZRBRER

EZERENBRBEANBRE  EENIEEE@MMELER, B2 T7THIA AWS REREEYS
REZEBRREREATFR , F2H (AM EHEER) HHBEN{(LEE,

AWS loT Analytics Z0{a]E A 1AM

HEEER IAM BEY BFEUZ BT AWS loT Analytics , R FESZ 7 £ 0] £ A BRLE IAM ZhEE AWS loT
Analytics, ZE£MH 7 ## AWS loT Analytics F1E M AWS BRI n{IEE IAM BEERA |, 5F28E (AWS
IAM R EERE) TR IAM BEERAKN R

AEEHE:
« AWS loT Analytics & % BU B
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html

AWS IoT Analytics EREESE
« AWS loT Analytics & JRE BUR

« LLAWS IoT Analytics Z& A E RN RE

« AWS loT Analytics IAM &

AWS loT Analytics &2 BB

BB IAM B BEBER | B EEAIIEBNBENER , LR AFRIEBBENRE. AWS loT
Analytics X BIFEENE. BRMIFMRI18. FETHEE JSON BRHPERANAERE , F2H
(IAM £ EHEE) F# IAM JSON BERTEZE,

BF

IAM &2 BB BEN Action TREHABRE AFRELBNBERE. BRBEET EH LM EH
AWS AP| #EHBINERE. BFERRBERT , R FHITHEBIRENFTT,

R BURBIETE BN E 2 BT AWS loT Analytics fEFIMATFH : iotanalytics:filtn , EERFEAME
F APl #2YEE 3 AWS loT Analytics 818/ AWS loT Analytics CreateChannel® ™ , BEHEBEH
‘@& iotanalytics:BatchPuMessageBifE, BERARX LA T E Actionm® NotActiontk,
AWS loT Analytics 8 E& B W —HEEE , HIRE A SUEA L RERITHER,

BREE-RRAXNTIEESE BF , FRAERDSR , MTAR.

"Action": [
"iotanalytics:actionl",
"iotanalytics:action2"

]

BRI UEABRAFT (*) RISEZEEME, Flan , MFEEERER Describe X FHFEBE ,
ELLTEE -

s
@

"Action": "iotanalytics:Describe*"

EEZEFH AWS loT Analytics BIEFE , F2E (IAM EAEER) M EXRHEE AWS loT
Analyticso

Resources

Resource TEAISEBHEERNYH. BRIRKNSEEE Resource 5 NotResource T, &AL
A ARN RIEEEER , IIRFEABAFET () REEREARNEAZIMEER,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
https://docs.aws.amazon.com/iotanalytics/latest/userguide/list_awsiotanalytics.html#awsiotanalytics-actions-as-permissions
https://docs.aws.amazon.com/iotanalytics/latest/userguide/list_awsiotanalytics.html#awsiotanalytics-actions-as-permissions

AWS loT Analytics EREEmR

AWS IoT Analytics &5 8 E 248 T 5 ARN,

arn:${Partition}:iotanalytics:${Region}:${Account}:dataset/${DatasetName}

ME ARN BN ER , 552 B Amazon Resource Name (ARN) 1 AWS FR#§dn 4 2= &,

Bl |, EEEFRN P IEE Foobar ERE , BFFEALLT ARN,

"Resource": "arn:aws:iotanalytics:us-east-1:123456789012:dataset/Foobar"
NEEEBRIEERFINAMBATER  BEASAFRT (M),

"Resource": "arn:aws:iotanalytics:us-east-1:123456789012:dataset/*"

HL AWS IoT Analytics BIFEZHIGEERHT , SINARBELERNEFE, BELRERT , BL4E
ERERFT ().

"Resource": "*"

BL AWS loT Analytics APl BiES R ZEEIR. HlE , CreatePipeline8¥E HAEBENMERE ,
At ERAEXAEEERAEENERNENT. FERE-—RAXTEELZEER , BERERSBE
ARN,

"Resource": [
"resourcel",
"resource2"

]

EEEEF AWS loT Analytics EREE K HE ARNSHEE |, 20 (AM £HEERE) v £
&R AWS loT Analytics, BE T AR UAERAMLEBEREESEERN ARN , 5528 AWS loT
AnalyticsTE & K B 1E,

R %R

Condition jt# (8 Condition [E#R) AIEGRIEEERAN LR R, Condition TERERAE
B, BULUEEFAREEE FHBRGRER BINERFIR) , REHBEPNEENBZRPHE,

ERERRXHIEEZME Condition tE , REEE — Condition TEHIEEZEERSIE , AWS
SEAEE AND BT LM, ELAE—FRUERSIBEEZEE , AWS SFEMAEE OR BRIEFMAF
., DENFEERGE , TEREFRBRWVETF,
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https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awsiotanalytics.html#awsiotanalytics-resources-for-iam-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awsiotanalytics.html#awsiotanalytics-resources-for-iam-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awsiotanalytics.html#awsiotanalytics-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awsiotanalytics.html#awsiotanalytics-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html

AWS loT Analytics EREEmR

FOANERE R B EAEGUESY, SN, FULREEREERALERESBEDS | BER
GRENHTETREAE, NEHAET B NAV EAEEE, BH IAM BRETE | BEAE
.

AWS [oT Analytics TR HE(T Sevice HFEMRMH M , EXEEA - L2EEH SR, TEEEME
AWS £EfRHREIR , F2E (AM E£RERERE) FHAWS £EFRHERETRSIE,

g4

HEERE AWS loT Analytics & B BRI EHI , 552 E AWS loT Analytics &2 B BRI,

AWS loT Analytics &REBE

AWS loT Analytics * X BUERAEBRVBE., EERGHFHEREBRERMNED | §
AWS Lambda FIE A BEF) P& Y FREREBE AWS Lambda,

LA AWS loT Analytics BB AERRNIZE

B LR RIEREZE AWS IoT Analytics BIR , REBRPEEREEZH P AWS loT Analytics, &
ERIBERIEH FE , 5B5F A iotanalytics:ResourceTag/{key-name}, aws:RequestTag/
{key-name} = HHFESIE , EBENGRELEPRHEERENRA. aws:TagKeysWFEZEF AWS loT
Analytics EIRHVFFMEN , F2EELEIR AWS loT Analytics.

T
¥
&

EERGUS S AERNBCERES , UBRBERLVWEERFIBERNER , F2RARBEEERA
AWS loT Analytics 3838,

AWS loT Analytics IAM &
IAM £ 2% AWS 1RF PERRIEFTNER,
B EABREEAEZER AWS loT Analytics

BOERBSERAEREE. BT IAM AE , AIRREBIRFAR, FNBEREZEEAE
B F X2 FIBMW AWS Security Token Service (AWS STS) API ##4E (4]0 , AssumeRole 5
GetFederationToken),

AWS loT Analytics T EFEAREEAER,
REEGEAE

BHEEEACARAWS BBFIEM BHEPNER , MARETK BF. BEEFACTERER
B IAM BRF A, SCEHRBBAIES. IAM EEETURE , BT ERERBERESCRF .
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_variables.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_variables.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/lambda/latest/dg/access-control-resource-based.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/iotanalytics/latest/userguide/tagging.html#aws-iot-analytics-tagging
https://docs.aws.amazon.com/iotanalytics/latest/userguide/security.html#security-iam-id-based-policy-examples-view-input-tags
https://docs.aws.amazon.com/iotanalytics/latest/userguide/security.html#security-iam-id-based-policy-examples-view-input-tags
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRole.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetFederationToken.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role

AWS loT Analytics EREEmR

AWS loT Analytics T X EBIREEZ AR,
fREAE

LR RBRBEARERERBZAC, kACTURBREFHEMKREFNER , AAKRETHKEF. K
BAGEHRAELN IAMIRES , BEHZRFAES. EXRT IAM EESTUEEKAGHNT, T
1B, BT RE S B L BRI AV ThRE

AWS loT Analytics X EREAE,
B R EEREA

BAREADEBRZEMERE AP RENTHFEFTNERTLEAT ERESHTNERATED
. £ AWS , BREERTRGEHRERNEARE, EEERY (FIURE) w5 —ERSE (&
WAURRTE) B, WTREE A B RMAER, TLURMFUBRBREREFTT , METEEFEGTTHNA N
HHMEFNERKMEE, HTHLEERERL , AWSRMTIE  HEEREME RENER , =
PRI T REEE S FEUEIRF P E IR,

RMBBEERBEDFEH aws: SourceArn#l aws : SourceAccount &R R EL| B, E2R
#7485 — AR AWS loT Analytics IREHEERNFT,. WREBEASBRGANRESIE , BIEHERE
BURBR R FfEHaws : SourceAccount {EH aws:SourceArn EHRWIRFRF |, REFEFAHEBNIRSE
IDo

hEREREABEBENSEENRSEZRMEMA aws:SourceArn £HFGRAREIE , HHhEEERN

5t# Amazon Resource Name (ARN), MIRFTHEEFRWTE ARN , FENMREEETZEER ,
BfEA aws:SourceArn £EHRGRNALRSIR , ARFEAERAF T (*) RS ARN BWARAEBD . Hlan
arn:aws:iotanalytics::123456789012:%,

eyl
« Amazon S3 #FETEHTER

« f£ Amazon CloudWatch Logs #1T78F5
« EFZE AWS loT Analytics ERIVEBRIEATERS

Amazon S3 #FET R TERS

MREEFEZER Amazon S3 FEAR AWS loT Analytics EREHKIE , BIEKERHE Amazon S3
RETETEEEREEREABE,

f5lan | Nikki Wolf FF & F#AER Amazon S3 f1ZEr8E | 85 DOC-EXAMPLE-BUCKET, f#17Zir#Ee
BEWIE us-east-1 BIEAFEIZ AWS loT Analytics ERIEHRENER. tigE—EBRE , & AWS
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-role
https://docs.aws.amazon.com/%20IAM/latest/UserGuide/reference_policies_condition-keys.html%23condition-keys-sourcearn
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourceaccount
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loT Analytics RF& BB ${R R &R DOC-EXAMPLE-BUCKET, Nikki BI[EZE Li Juan R B KRS
B DOC-EXAMPLE-BUCKET , W ERBFEREVERIE, HIt , AWS IoT Analytics R E A& Li
&3 Nikki B Amazon S3 RZETEE |, ENME Li RIGHIRF#ITES,

A TEREREE N , Nikki ATLA#E DOC-EXAMPLE -BUCKET IR $ 38 E aws : SourceAccount &4
3 aws :SourceArnf&#t,

fEEaws : SourceAccountf®ff - THIREFETBBREGHIEERBRE Nikki IRF (123456789012)
AWS loT Analytics By &R A LA7FEX DOC-EXAMPLE-BUCKET,

JSON

"Version":"2012-10-17",
"Id": "MyPolicyID",
"Statement": [

{

"Sid": "ConfusedDeputyPreventionExamplePolicy",

"Effect": "Allow",

"Principal": {

"Sexvice": "iotanalytics.amazonaws.com"

},

"Action": [

"s3:GetBucketLocation",
"s3:GetObject",

"s3:ListBucket",
"s3:ListBucketMultipartUploads",
"s3:ListMultipartUploadParts"”,
"s3:AboxrtMultipartUpload"”,
"s3:PutObject",
"s3:DeleteObject"

1,

"Resource": [
"arn:aws:s3:*:*:amzn-s3-demo-bucket",
"arn:aws:s3:*:*:amzn-s3-demo-bucket/*"

1,

"Condition": {

"StringEquals": {
"aws :SourceAccount": "123456789012"
}
}
}
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f§Eaws : SourceArniFH - & , Nikki ATAfEE A aws : SourceArnf&é,

JSON

"Version":"2012-10-17",
"Id": "MyPolicyID",
"Statement": [
{
"Sid": "ConfusedDeputyPreventionExamplePolicy",
"Effect": "Allow",
"Principal": {
"Sexvice": "iotanalytics.amazonaws.com"
}I
"Action": [
"s3:GetBucketLocation"”,
"s3:GetObject",
"s3:ListBucket",
"s3:ListBucketMultipartUploads"”,
"s3:ListMultipartUploadParts",
"s3:AboxtMultipartUpload",
"s3:PutObject"”,
"s3:DeleteObject"
]I
"Resource": [
"arn:aws:s3:*:*:amzn-s3-demo-bucket",
"arn:aws:s3:*:*:amzn-s3-demo-bucket/*"
]I
"Condition": {
"ArnLike": {
"aws:SourceArn": [
"arn:aws:iotanalytics:us-
east-1:123456789012:dataset/your-dataset",
"arn:aws:iotanalytics:us-
east-1:123456789012:datastoxe/your-datastore"
]
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1

£ Amazon CloudWatch Logs i 17785

£/ Amazon CloudWatch Logs Es12E , WA/ AR B EREARBE, THERBRERNMATAREE
HRENRE AR

- 2IEHFEHFREESIE. aws:SourceArn
« aws:SourceAccount EEE AWS IRF ID 1y
« EEsts:AssumeRolesERABRABERI Z FE IR AWS loT Analytics

#§ 123456789012 BRI A AWS IR F ID , IH#§ us-east-1 BRAK AR AWS loT Analytics 1R F #Y
B , 20T HIEBIFT R,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": "iotanalytics.amazonaws.com"
}I
"Action": "logs:PutLogEvents",
"Resource": "*",
"Condition": {
"ArnLike": {
"aws:SourceArn'": "arn:aws:iotanalytics:us-
east-1:123456789012:*/*"
},
"StringEquals": {
"aws:SourceAccount": "123456789012"
}
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MFTERLAFMERE Amazon CloudWatch Logs WYFFHIEEA , 72 [ the section called “ B F&aC & A B

5'a”
L o

EFZE AWS loT Analytics EiRIEERIE AR

MREZFE AWS loT Analytics EREAITEER AWS loT Analytics 31 , ER e 2 H REBENRE
ARBE, EERBSRENEABE , S UER T EHERBERRRHE T AWS loT Analytics BIFF
A,

&

« BhIE AWS loT Analytics 5818 f & B EH[E

« AWS IloT Analytics ERIE AR TR AN B REEERIEAER

Bl AWS loT Analytics BB MEBZHE

BRI LA 1AM B RES] AWS loT Analytics IR REFE AWS WER. ATEEKENACGRE
ERBRBABES |, B LFE aws:SourceAccount TEHIEE AWS IRF |, W ELERESARY
BEBRMN aws:SourceArntEFIEE AWS loT Analytics EIRH ARN,

FETHIEBIG |, & 123456789012 BUR A AWS BIIWRF ID , I#§ arn#taws#
iotanalytics#aws-region#123456789012#channel/DOC-EXAMPLE-CHANNEL B\ A AWS
loT Analytics SEBHERHFEM[ER ARN,

JSON

"Version'":"2012-10-17",
"Statement": [
{
"Sid": "ConfusedDeputyPreventionExamplePolicy",
"Effect": "Allow",
"Principal": {
"Sexvice": "iotanalytics.amazonaws.com"
}I
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws :SourceAccount": "123456789012"
},
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"ArnLike": {

"aws:SourceArn'": "arn:aws:iotanalytics:us-
east-1:123456789012:channel/your-channel"

}

}

EEE-STHRBEENENEHNENEFZE S3 RFEE , 5528 AWS loT Analytics API 2
#CustomerManagedDatastoreS3Storage®#y CustomerManagedChannelS3Storage#l ,

AWS loT Analytics ERIE AR RN EREEERIEATER

AWS loT Analytics IBEEREEHFERRFE Amazon S3 = #Y IAM A AWS loT Events AIgEE
HEREEREARE, ABREEREARBRE , 557 aws:SourceAccount TEHIEE AWS IRF |
WHEEBBEEZABHEFEBRDN aws:SourceArntEHIEE AWS loT Analytics EIRE) ARN,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "ConfusedDeputyPreventionExampleTrustPolicyDocument",
"Effect": "Allow",
"Principal": {
"Sexvice": "iotanalytics.amazonaws.com"
},
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws :SourceAccount": "123456789012"
}I
"ArnLike": {
"aws:SourceArn'": "arn:aws:iotanalytics:us-
east-1:123456789012:dataset/your-dataset"
}
}
}
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}

NMEREERNEABRRARAUVFEMENR , 528 < AWS loT Analytics API 2
#ZcontentDeliveryRules) H1# ,

AWS loT Analytics & 7 B BUK 5451

BIBTER , FAENAGTEREIRIEH AWS loT Analytics ERAVER, tfitbEEFER AWS &
A AWS CLISE AWS APl #1TER. IAM BEEENXNERY IAMBX , BFERAENARERTE
BRLEHITISE AP BENFIENT, EEEEEV A EERREETEEELTNFERESRE

#o

EETHMMERELEHS JSON BEXHET IAM 52 BREE , F28 (AM EREER) FME
JSON 8 BT BEE

AEXHE:

- BREEER

 f£F AWS loT Analytics 2 &

- AFEAEREMLMAESHNTT

« 7ZE0—1E AWS loT Analytics & A

- BIBEBRHE AWS loT Analytics $8iE

HERREER

BOBEBREEBRA, MASHEEIRFINEBASREIUEY, FHHMER AWS loT Analytics
BR. ELBFETREREN AWS IRFELERE, ERERVURRES 2 HBXK , FER/THEAR
BEEE

- AR AWS SEBR - 22 AWS loT Analytics RIERBIAMER |, FBFER AWS SEBRERBIENE
TREMENGT Y, EEBREHELN IREIZM , W HENEHR AWS, WFEFHMEER ,
B IAM EREER) PNFEAFFIER AWS ZFEBER,

- RFZEHER - ELETBIIBERKE , ERFHTEBRENGT T, H—AKEFTHE K URFE
RFEMHFT, EL—FRERAAERNGT , BRABEHSUMREEATSE, MEFHMEN , B
28 (IAM EREER) FHRTHREER,

- ABRERERMAMFA- ATREZ2M , ERFEAEEAZSERE (MFA) RERBREIRD API
BE, MEFMER  F2E (AM FEAEEE) PWE AWSHERZEERRFE (MFA).

ﬁ
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https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_CreateDataset.html#iotanalytics-CreateDataset-request-contentDeliveryRules
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html

AWS loT Analytics

ERAEER

- ERABRFGRESRZEMY - T ERTUTHNEER , EBUE S AERNBER L FINERN RS,

fign

IAM JSON BURTTE : &,

M AWS loT Analytics £ A

EEZH AWS loT Analytics 2 4&

B R B R RIEEFRSARE N AR IP bt EEE,
MR SEE AR , HEREM SSL ; MFA, MFFMEEF ,

CB A BB IRERERFEER
wF2E (IAM EREER) P

, B RGEE - ERIENFTA, ELEFFTAAAFE HN BRI

B AWS loT Analytics EIREVFFHIEF AWS 1RF . MREZEIH 5 2B BUR L RAR L EFF A B
TERAUNEARBENER (£AENAG ) BELMAER.

R THRERELBERMATLUMER AWS loT Analytics £2E& , FH T AWS ZEBREZEER, W

FRMEA

JSON

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"iotanalytics
"iotanalytics
"iotanalytics
"iotanalytics
"iotanalytics
"iotanalytics
"iotanalytics
"iotanalytics
"iotanalytics
"iotanalytics
"iotanalytics
"iotanalytics

"iotanalytics
"iotanalytics
"iotanalytics
"iotanalytics
"iotanalytics

"iotanalytics:

A2 (AM EREER) PRFEFFIEIERASE,

:BatchPutMessage",
:CancelPipelineReprocessing"”,
:CreateChannel"”,
:CreateDataset",
:CreateDatasetContent”,
:CreateDatastore"”,
:CreatePipeline”,
:DeleteChannel",
:DeleteDataset"”,
:DeleteDatasetContent”,
:DeleteDatastore",
:DeletePipeline",
"iotanalytics:
:DescribeDataset",
:DescribeDatastore",
:DescribelLoggingOptions",
:DescribePipeline",
:GetDatasetContent”,

DescribeChannel",

ListChannels",
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"iotanalytics:ListDatasetContents",
"iotanalytics:ListDatasets",
"iotanalytics:ListDatastores",
"iotanalytics:ListPipelines",
"iotanalytics:ListTagsForResource",
"iotanalytics:PutLoggingOptions",
"iotanalytics:RunPipelineActivity",
"iotanalytics:SampleChannelData",
"iotanalytics:StartPipelineReprocessing"”,
"iotanalytics:TagResource",
"iotanalytics:UntagResource",
"iotanalytics:UpdateChannel”,
"iotanalytics:UpdateDataset",
"iotanalytics:UpdateDatastore",
"iotanalytics:UpdatePipeline"

]I

"Resource": "arn:aws:iotanalytics:us-
east-1:123456789012:channel/your-channel -name",

"Resource": "arn:aws:iotanalytics:us-
east-1:123456789012:dataset/your-datasetName",

"Resource": "arn:aws:iotanalytics:us-
east-1:123456789012:datastore/your-datastoreName",

"Resource": "arn:aws:iotanalytics:us-
east-1:123456789012:pipeline/your-pipelineName"

}

HRMEFW AWS CLI X AWS API (IERE |, BTAFEAFREEEGHT. Rz , REAHFFIA
BERERAHITZ AP BENBERATUT,

RFFERAERAMMAECHEFT

HEHSREBNMRIBER , AFF CAERAEZIMGMAERAESsNAREZIEER, HBEKREE
EEXEASFER s AWS CLI AP IR ERET A R TR L BIER AWS 55 1),

JSON

"Version":"2012-10-17",
"Statement": [
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{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUsexPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"jam:ListUserPolicies",
"iam:GetUser"
]I
"Resource": [
"arn:aws:iam:*:*:usexr/username"
]
}I
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsexrs"
1,
"Resource": "*"
}

fZE —1E AWS loT Analytics I A

ELEH | BEE AWS IRFE FZEUER FEE D —1{E AWS loT Analytics $838 F I
FexampleChannel, BB EAFMEMA i, EFHANMEREE,

BE&#$iotanalytics:ListChannels, iotanalytics:DescribeChannel,
iotanalytics:CreateChannel, iotanalytics:DeleteChannel, and
iotanalytics:UpdateChannel?FAJRFHEAE, MEFFARTFERAELERA TEEAUEHAFEH
%2 Amazon S3 R EHIZE LS MR , F2RELEZLT MR . EREAEBEREFHRFTENT
B
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ERAEER

JSON

"Version":"2012-10-17",
"Statement": [

{

"Sid":"ListChannelsInConsole",

"Effect":"Allow",

"Action":[
"iotanalytics:ListChannels"

1,

"Resource":"arn:aws:iotanalytics:*:*:*"

"Sid":"ViewSpecificChannellInfo",

"Effect":"Allow",

"Action":[
"iotanalytics:DescribeChannel"

1,

"Resource":"arn:aws:iotanalytics:*:*:exampleChannel"

"Sid":"ManageChannels",

"Effect":"Allow",

"Action":[
"iotanalytics:CreateChannel”,
"iotanalytics:DeleteChannel”,
"iotanalytics:DescribeChannel”,
"iotanalytics:ListChannels",
"iotanalytics:UpdateChannel"

]I

"Resource":"arn:aws:iotanalytics:*:*:exampleChannel/*"

RIBEB MR AWS loT Analytics 588

IBULATE B 2 BBR &G | BIBERIZEIYE AWS loT Analytics ERIVIFEEL, 1th E541E /R85 047
BAUBE , AHFHBE channel, 718 , REEchannelB&HOwnerEEXFEHEZBHNER , T2
T, WBEROUEEFETEASTREENKELT,

IAM BUER &l
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JSON

"Version":"2012-10-17",
"Statement": [

{
"Sid": "ListChannelsInConsole",
"Effect": "Allow",
"Action": "iotanalytics:ListChannels",
"Resource": "*"

}I

{
"Sid": "ViewChannelsIfOwner",
"Effect": "Allow",
"Action": "iotanalytics:ListChannels",
"Resource": "arn:aws:iotanalytics:*:*:channel/*",

"Condition": {
"StringEquals": {"iotanalytics:ResourceTag/Owner":
"${aws:username}"}
}
}

B S R E R EIRF RN EAE, MREA WEAZrichard-roeEFEMAE AWS loT
Analytics channel , channel B2 Z84Z52 Owner=richard-roe or owner=richard-roe., &
B fEEWIERTFE. REEFEEELE® Owner 4 Owner M owner , HAKRKEREBFED KD
B, NEFWEF , F28 (AM FAEERE) P8 IAM JSON BURTE © K.

¥t AWS loT Analytics & % MFEUE T ER K

FRAUTEARGERDEFIESESR B aEEZIMNE B BE AWS loT Analytics.
x5

- BREET PHITEE AWS loT Analytics

o BRAREBHIT iam:PassRole HVIZE

- RBEARHF AWS IRE UM AEFEFEKN AWS loT Analytics E R
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REEE FEITEIME AWS loT Analytics

MR AWS EEFEE HAEEENT B, CLABBENEEES KRG, ENEEERALRE
HEREZBNEBHAL,

EmateojacksonfEABEERFERATEARIEEE WEEMEN , channelBR
Hiotanalytics:ListChannelsFF B , &34 T HIEHIFER,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
iotanalytics: ‘ListChannels’™ " on resource: °~"my-example-channel’

FEHBERT , Mateo BEREEESFEMHBE , LAFMMERA iotanalytics:ListChannel B#EfF
Himy-example-channel &R,

RARESESHIT iam: PassRole HIIZHE

MBHERFISERS | SHEAREZEEHIT iam:PassRole Bl , BHBRERLEEH , A EEACEE
# AWS loT Analytics,

BE AWS B# IREEREACEEGEBRE K MAREBEUFNEBXACIRBEETAE, NFH
THER B AR ACEEEZRBIFT .

F A marymajor By IAM EREEREREEETE AWS loT AnalyticsHEITEIER: | AT SIS FISE
R BR , BFERBRBEEREBEBALR TN T. Mary RESAGEERERBHNT,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EERBEBERT , Mary WBUERAEEFH , RAFFHEEIT iam: PassRole Bk,
MREEERE) , BEELZHN AWS EEBE, FNEBEERHENEERE.
BEEAF AWS IRF DA ABFEEM AWS loT Analytics EJR

BRLEY—EAE  BEHMIRFHNEREIERBABHNASTFIRENER, EUIEEE R
EEEMHDEXAR, HRXBEEREBKRIFIRHEE (ACL) WRTE , B AERELBRR
BFAEBFDNENER.

NMEE-STH , F2RUATAS

-« BETHE ZE AWS loT Analytics ZEELETEE , 752 B AWS loT Analytics ZIRIEA 1AM,
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- BE TR AWS IRF 2485 EN ERcBRHEEFIE , 528 (AM £HEER) PHNESE
B AWSIRF 5% —1@ IAM £ &P REFEE.

- BETROMEERNEFIERMEBE=S AWS IRF |, F28 (AM £AERERE) T FIERE
HIGE =75 AWS IRF #H.

- WETHNMEBKE S D RUEIE , F28 IAM EAEERPNEFIEEH#GENATETS
SERMENERE BEFD).

- EETHREAAGNEREBRETEIRFFNCEANZR , 528 AM EAEEETHN AM A6
HEREHENESR,

£ FECEEFIEEE AWS loT Analytics

AWS T AREEIEM T E AWS loT Analytics, R ER P EL T EUABHTERTE, o
TERFEFBEE E%i@?%ﬂﬁﬁé@%%’%&i’%o

HEMLERTER
EANERATHABERTE  EREHERIEEE AWS loT AHE -

« Amazon CloudWatch Logs - # AWS CloudTrail S} EfbRREE, FRMEERENBEFER. W

LEHMEF , 52/ (Amazon CloudWatch fEAEIER) PR ER AWS CloudTrailB&12 H 5618

=

« AWS CloudTrail BFFE#E - HIRF 2B HABFER. BB BAFEREEE CloudTrail
CloudWatch Logs RENEFEE$2 CloudTrail BFFER. £ Java FEARFREERAREN , UKERE
21 BB 2R E CloudTrail XA EYAKREBE, WHEFMEF , 52/ AWS CloudTrail EHEEREF
B BEA CloudTrail AR,

FHERTE

ERNE—EEELD AWS loT BIEFHE CloudWatch B RABWEMWIEB. AWS
loT. CloudWatch Mt AWS BR#& E£12 & &R AT FERat-a-glanceBiR AWS RIEHAREE, RPIERE
FBmE LR AFER AWS loT Analytics.

« AWS loT Analytics TR AEHER :
- BB
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» Notebooks

B

* AXAE
- THR
« CloudWatch BEEEHT :
- BRI REAMREE
- BREERNER
- RIS EEIREE

eSS ATLAGER CloudWatch #4117 T 5 B4k -

- BV BEBERMREREITENRE

- ARGEHGEBEEARRREZNBRERER.
- BESNBBELHRE AWS BERER

- BUSRREEENBEBENET

£ Amazon CloudWatch Logs #1TE5#%

AWS loT Analytics X #E{#H Amazon CloudWatch it&. &R LAEH PutlLoggingOptions
AP| 2 ER A RMERE B9 Amazon CloudWatch AWS loT Analytics 588&. Z~&i35% 87 2n4al 5 F
PutLoggingOptions#&& AWS Identity and Access Management (IAM) 3RE&EFEXA Amazon
CloudWatch &28% AWS loT Analytics,

2% CloudWatch Logs HF¥#E A , 558E_(Amazon CloudWatch Logs fEAEIERE) . W% IAM
AWS WVEFHIERA , 528 AWS ldentity and Access Management £ i & 15/

(® Note

FLF AWS loT Analytics f8& 2 B , FEHEER T #% CloudWatch Logs FEFFA. EF
CloudWatch Logs FEUERNEAE K BEUEEEIEEN. NFFHER , 52/ Amazon
CloudWatch Logs HJ & 7 Bz M FEUE Hlo

B IAM BB LA RS 8%

B IAM AL A Amazon CloudWatch HYEC 8%
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1. fEA AWS IAM 3£ 5 T 5 AWS IAM CLI &% CreateRole , B EBEEBRER (EEHK
K) B IAM A, EEBXRERTFERRBIZACGHWET , Al Amazon CloudWatch,

aws iam create-role --role-name exampleRoleName --assume-role-policy-document
exampleTrustPolicy.json

exampleTrustPolicy.json BREETIRE,

(@ Note
HEHTELEEHFART LR , UHLERBEREAZLREE, #§ 123456789012 MK A&
IBH AWS BRF ID |, Y% aws-region BRMXRER AWS BIR AWS BiE, WFFEE
A , F2Mthe section called “TERF E RIS EERIE A,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": "iotanalytics.amazonaws.com"
}I
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws :SourceAccount": "123456789012"
},
"ArnLike": {
"aws:SourceArn'": "arn:aws:iotanalytics:us-
east-1:123456789012:*"

}
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HEREEEW 558, AWS loT Analytics PutLoggingOptionsi&@& A Lb & &EY ARN,
2. {#F AWS IAM PutRolePolicy #FF AT BUER (role policy) BEZELESB 1 FEINAE,

aws iam put-role-policy --role-name exampleRoleName --policy-name
examplePolicyName --policy-document exampleRolePolicy.json

exampleRolePolicy.json ER3E T ¥RE.

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"logs:CreatelLogGroup",
"logs:CreateLogStream"
]I
"Resource": [
"arn:aws:logs:*:*:*"
]
}
]
}

3. EERTFHIEZEHMA Amazon CloudWatch B AWS loT Analytics 7] , 86/ Amazon
CloudWatch @5 PutResourcePolicy,

(® Note
ATHBFIERBEREALZEEE  BEEEERBXKaws : SourceArnHEE . ES
KEDRRGEAEATRBIEERFNGE R, NEEFREEREABENFEMAEN , F2H

the section called “Fa S % RIEEFERE AN

aws logs put-resource-policy --policy-in-json
exampleResourcePolicy. json
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exampleResourcePolicy.json BEREE FTHERBUER,

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Principal": {
"Sexvice": "iotanalytics.amazonaws.com"

}I
"Action": "logs:PutLogEvents",
"Resource": "*",
"Condition": {
"ArnLike": {
"aws:SourceArn'": "arn:aws:iotanalytics:us-
east-1:123456789012:*/*"

3},
"StringEquals": {

"aws :SourceAccount": "123456789012"
}

AREM R AR &%

£ PutLoggingOptionsan & REXEMBA B9 Amazon CloudWatch F2#& AWS loT
Analytics, loggingOptions #{IFH roleArn , BEAEERN —HAMEILNAE ARN, Al LUE
F DecribeloggingOptions & RMEFCIKIBIERE,

PutLoggingOptions

REREH AWS loT Analytics ie#%iBEH, MREEHTMloggingOptionsiHE , &

EREZFTE—7ETEEN. kA, MREEBEEEFEE roleArn MUFPIEEZABHR
K (plm, EERUBEK ) , IRBERZAREEL I EISEN. UFHEENR , #2

BPutlLoggingOptions,
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ERAEER

DescribeLoggingOptions

REEL AWS loT Analytics B 5550812 1EK B &1

BDescribeloggingOptions

RRE. WMEFHMES

WREE., EENEE

3
*

AWS loT Analytics # T 5388 A Amazon CloudWatch 7 E :

5

wARZEM

AWS/loTAnalytics

B

ActionExecution
ActionExecutionThrottled
ActivityExecutionError

IncomingMessages

PipelineConcurrentExecutionCount

M=

ActionType
ChannelName
DatasetName
DatastoreName
PipelineActivityName

PipelineActivity Type

FHA
BITHEMFRE
EREHNEFRE.

BITEEERDRELENEREE,

?‘

o

ABENASHE.

fu‘m

AR

EI

NEBEBHE,

Al

A

EEEZNBFEE,
EEERNBEERRE.
EEEENERERRE,
EEEZNENTFRESRR.
FEEEENEERDERE.
EEEENEEREEE,

f# A CloudWatch Logs i 1T Esiz

167


https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_DescribeLoggingOptions.html

AWS loT Analytics EREEmR

HERE A

PipelineName FEERNEERR,

¥ Amazon CloudWatch Events E54%

AWS loT Analytics £ AWS Lambda JEE B R £ MTREERE , FEBSSHRMHEZE Amazon
CloudWatch Events, IWEABESFMNERALR , UREBKREEREEFEHN Amazon Simple
Storage Service (Amazon S3) Y1+ €&, B LR Amazon S3 £ R EHEE R EIE W B
B. MEFHMBENR , F2E EEEHEHAE. (API2%E) il StartPipelineReprocessing API ,
LA® {Amazon CloudWatch Events {5 f %?a@>> A Y 11 B 2 Amazon CloudWatch Events, AWS
loT Analytics

& th 7] LARR £ 3 Amazon CloudWatch Events Ei* @8 A= HEE — S EBEN B E, Hl0 ,
&) LA @ &NEE E Amazon Simple Queue Service (Amazon SQS) 1751 , AR AR
StartReprocessingMessage API REEE#F1E Amazon S3 Y HIEEFE . Amazon
CloudWatch Events X EHFZEENE R , Sl

* Amazon Kinesis Streams
« AWS Lambda B
« Amazon Simple Notification Service (Amazon SNS) F &

« Amazon Simple Queue Service (Amazon SQS) {75!

MEXENEEFE |, 5528 (Amazon EventBridge fE & 1E5) ## Amazon EventBridge B &,
EventBridge

&1 CloudWatch Events ERFMAEEHH B EABMNREEIL AWS loT Analytics BRI AWS [E1F]
., MEFMENR , F2HE (AWS — &S E) PR iR,

¥ AWS Lambda SEBI RIS 1TRFREIEEER , BiXE Amazon CloudWatch Events R @& T 51&
No

"version": "version-id",

"id": "event-id",

"detail-type": "IoT Analytics Pipeline Failure Notification",
"source": "aws.iotanalytics",

"account": "aws-account",
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ERAEER

"time": "timestamp",

"region": "aws-region",

"resources": [
"pipeline-arn"

1,
"detail": {
"event-detail-version": "1.0",
"pipeline-name": "pipeline-name",
"error-code": "LAMBDA_FAILURE",
"message": "error-message",
"channel-messages": {
"s3paths": [
"s3-keys"
]
},
"activity-name": "lambda-activity-name",
"lambda-function-arn": "lambda-function-arn"
}
}
BRIEA
{
"version": "Q@",

"id": "204e672e-ef12-09af-4cfd-de3b53673ec6",

"detail-type": "IoT Analytics Pipeline Failure Notification",

"source": "aws.iotanalytics",

"account": "123456789012",

"time": "2020-10-15T23:47:0272",

"region": "ap-southeast-2",

"resources": [

"arn:aws:iotanalytics:ap-southeast-2:123456789012:pipeline/

test_pipeline_failure"

1,

"detail": {
"event-detail-version": "1.0",
"pipeline-name": "test_pipeline_failure",
"error-code": "LAMBDA_FAILURE",
"message": "Temp unavaliable",
"channel-messages": {
"s3paths": [

"test_pipeline_failure/channel/cmr_channel/__dt=2020-10-15

00:00:00/1602805530000_1602805560000_123456789012_cmr_channel_0_257.0.json.

gz

%18 CloudWatch B4 fTES R
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]

.

"activity-name": "LambdaActivity_33",
"lambda-function-arn": "arn:aws:lambda:ap-
southeast-2:123456789012:function:lambda_activity"

}
}

%@ Amazon CloudWatch Events B 15 iE B & FliE Hl

ELFEARBEERESESENENEVENERER K RLERNTREBERFIXEETEE,
EEARFIE | S LEETEREQueryFilterFEM queryAction(SQL £ ) FigE
deltaTimefu®, AWS loT Analytics NE2REBAEEZEFEAKENER K MALNERNERES
BREEE, EMEERBEMINETE EERNNEZRRBRIEER , BB Amazon CloudWatch Events
AWS loT Analytics EiX & A,

IETILABER AWS loT Analytics £ &, APl, AWS Command Line Interface (AWS CLI) 8% AWS
SDK RIEEEE R ENLEEER KA,

f£ AWS loT Analytics APl #1 | LateDataRuleConfiguration ¥#RKRE R ENIEERE BHR AR
Eo ¥H R CreateDataset# UpdateDataset API iR ERIBIIDataset W —Z 5,

28
BIRER BN ERENIEEERE R AWS loT Analytics , BS4BRETHEN :
ruleConfiguration (LateDataRuleConfiguration)

BEEEERRAERERANER,

deltaTimeSessionWindowConfiguration
BEEERETERRSRZEBEANER,

DeltaTime IEERFREIRIE. S ALUFEH DeltaTime B EHERS , EPF S8 LEXAHTUR
CEEERERENER, ME WEIfDeltaTime , F2BEFEHE=EIRE (CLI) B SQL &

timeoutInMinutes

B, BAILAEA timeoutInMinutesi® AWS loT Analytics #XRE B EX#1THE
EENIEEERBEH ., AWS loT Analytics & —R{EiX—#)REHE CloudWatch Events,
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B|A OB

BEMEE : 1-60

ruleName
HEEERR BN ERE,

B . FE&

/A Important
EEIETE lateDataRules , ERIENAEFEADel taTimeEFiZE 4,

RELEEERSFA (2B
THEFRBUMMAIE AWS loT Analytics TIRA PR EERENEEERRA,
R EHEEE R Al

& A AWS loT Analytics £ A,
ESEERD , BEEERE,

EERET , EEERERE
ESEHRD , BEFREA,

£ Delta REEER Y , BIERE.
EREERZEENERGT , 81T T5IEME

o a0 k~ wDhd =

a. SIYWERLEERE , 1E#E Delta KE,
b. &¥NUB K WARER , REBEEN,
c. HYRBBLREN K BARER., ETURKEALRUNBBATITEREN SQL RiE

N , Bl from_unixtime(time)o

MENARFEBBICRENNFMENR , 5B Presto 0.172 XA AR B HIH B B EA

L il
d. SHEREREM  EEFEAR,
e. ¥ Delta ¥R , WARE., AREES 1-60,
. ORERE
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UPDATE DATA SET

Configure data selection filter

When creating a SQL data set, you can specify a deltaTime pre-filter to be applied to the message data to help limit the messages to those which
have arrived since the last time the SQL data set content was created. Learn more

Data selection window

Delta time -

Offset
Specifies possible latency in the arrival of a message

:

Timestamp expression

| from_unixtime(time) |

Late data notification
Enable late data notification to receive CloudWatch events if late data is detected.

-

Delta time
loT Analytics will emit a notification if late data is received within the value below

Minutes

REEEERBRA (CLI)

£ AWS loT Analytics APl 1 , LateDataRuleConfiguration ¥R KRE R EMILIEE BHRRIFR
Eo WHYIHRE CreateDatasetH HHEHB M Dataset W H M —EZB 2 UpdateDataset, EAILAER
APIAWS CLI, 3 AWS SDK RIEEERENILEE RSB, THAER AWS CLIAVEEH,

FECAEENEEERRABIERNE  FUTTIHT, wHRRdataset. jsonERMUR B
HY B 8%,
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® Note
I&TLAE A UpdateDataset APl REFHIRENERIE,

aws iotanalytics create-dataset --cli-input-json file://dataset.json

dataset.json EEREITETHIER :

# demo_dataset X B EZEERERR,
« # demo_datastore MR ABEZEEREREZRE.
« #& from _unixtime(time) R ARFBEHLBUNBBR UITERRBN SQL FRiER.,

WFENMARBRBBEREANFMENR , F2H Presto 0.172 XHHH B PN KERHBINES
To

BB AENA 1-60 < EHEE,
EMBEBEMR demo_rule,

"datasetName": "demo_dataset",
"actions": [

{
"actionName": "myDatasetAction",
"queryAction": {
"filters": [
{
"deltaTime": {
"offsetSeconds": -180,
"timeExpression": "from unixtime(time)"
}
}
1,
"sqlQuery": "SELECT * FROM demo_datastore"
}
}

1,

"retentionPeriod": {
"unlimited": false,
"numberOfDays": 90
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https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_UpdateDataset.html
https://prestodb.io/docs/0.172/functions/datetime.html
https://prestodb.io/docs/0.172/functions/datetime.html
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},
"lateDataRules": [
{
"ruleConfiguration": {
"deltaTimeSessionWindowConfiguration": {
"timeoutInMinutes": timeout
}
.
"ruleName": "demo_rule"
}
]
}
AT B AW R & RLE A

A LATE CloudWatch Events IR AI , SIER A EER XN EEER B AWS loT
Analytics, & CloudWatch Events W ZEEZf , eEUARIPERNIEE B E814E,

#1I CloudWatch Events #R BIl#Y 58 3R 154
A 1Y CloudWatch Events 3R Bl 2 87 AWS loT Analytics , #EFEZ#N 1T T HIEh4E -

& CloudWatch Events FHIEH, RAFEZE,

- BYMERE CloudWatch Events RAFEANEZ. RAATNUMUAFZEENEER , flm -
« Amazon Kinesis Streams
« AWS Lambda BKE{
« Amazon Simple Notification Service (Amazon SNS) F &

« Amazon Simple Queue Service (Amazon SQS) 175

&Y CloudWatch Events #3 BI I AEBIB R B A B REE L AWS IoT Analytics BRI AWS [E15
., MEFMET , F2H (AWS —ix2E) hil IRIE %2 ME EE,

WMEHMMER |, 5528 (Amazon CloudWatch Events £ &1Er/) FH{ELZ CloudWatch
Events ? #l Amazon CloudWatch Events Af8, Amazon CloudWatch

HEEE B ANE A
IEEERBEANSHERRTER,
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https://docs.aws.amazon.com/eventbridge/latest/userguide/eventbridge-targets.html
https://docs.aws.amazon.com/general/latest/gr/aws-service-information.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/events/WhatIsCloudWatchEvents.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/events/WhatIsCloudWatchEvents.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/events/CWE_GettingStarted.html

AWS loT Analytics EREEmR

"version": "Q",

"id": "7f51dfa7-ffef-97a5-c625-abddbac5eadd",

"detail-type": "IoT Analytics Dataset Lifecycle Notification",

"source": "aws.iotanalytics",

"account": "123456789012",

"time": "2020-05-14T02:38:467Z",

"region": "us-east-2",

"resources": ["arn:aws:iotanalytics:us-east-2:123456789012:dataset/demo_dataset"],
"detail": {

"event-detail-version": "1.0",
"dataset-name": "demo_dataset",
"late-data-rule-name": "demo_rule",

"version-ids": ["78244852-8737-4650-aa4d-3071a01338fa"],
"message": null

#1317 CloudWatch Events # Bl LA I AE B & 8 & A
THREFRAMAEIAE AWS loT Analytics 1EEE FHE & EiEE Amazon SQS TR A,
E#1 CloudWatch Events 1R 8l

& A Amazon CloudWatch F# &,

EESEEKW Events (BH) T , 11 Rules (3R A,
ERAEELE  REENBA,

EEHRRT , BESHEN,
EREELEHEHNEESHERD , T TIEE

o K~ w0 bhd =

a. STERIEATE | iBIZ loT Analytics

b. S$FEEMHEA | #IZ loT Analytics BERIEEMBEHEA,

c. EERRTEHNESRR (ZHA) ARBABEERENER.
6. EBET , EBEHEEE
7. 21 SQS 175, REHMIT T IIENE

- H¥HMTI  BEERMTI
8. BREREFMES.
9. EHR2: RERUFMEFAEREL , MABRBNER,
10. BERMRA,
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https://console.aws.amazon.com/cloudwatch/
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{FF 528& AWS loT Analytics APl FEAY AWS CloudTrail

AWS loT Analytics B 82 RFEE S AWS CloudTrail , LIRS TIRMEFERAE, AR AWS REEEF
EEU BERIRE 8% AWS loT Analytics. CloudTrail €48 #9 API FEAY 7S #EEL AWS loT Analytics B
# , BIERE AWS loT Analytics EIRAMFEI |, AR EH AWS loT Analytics APIsIFZ B,
MREBEIREK , B LA CloudTrail EH4FER I E Amazon S3 7T , DI HEH AWS loT
Analytics, BIfEEAREIRTEEBKE , MATLUEB CloudTrail TR ATNEHBIREERERZTHTEH., &
AT LA CloudTrail FRU SRR E AR YK IR HAYFER AWS loT Analytics, #RHEHFERK IP bk, =2H
EROAE, REBRVEE , UREMEFHEER.

EEH—5 T # CloudTrail , 528 "AWS CloudTrail fEH &M -

AWS IoT Analytics FEYE A AWS CloudTrail

IR AWS IREFE | SHEEHNIRE LEUA CloudTrail, E5EEIE F 34 AWS loT Analytics |, %
EHEREHRERREPNEMRSE AWS B4 — 2528 1E CloudTrail B4, KAILE AWS tRFEH
BR., BENTRERENEY. WEFMEA , FSEEA CloudTral BHE £ EEMESH.

EERELKRE AWS IREFRHNEH |, 33 HEH AWS loT Analytics , FEEIEH. RREE
CloudTrail # AFERRFE Amazon S3 #7FETR. RIEFERE , EAEERABRIAGER  BREE
REIFE B, MERLHHKAWS S EIEFEESNEH |, Wig A FEREEIEIBEN Amazon
S3 RFATHE. WA, BALIEREHRM AWS R , UE—F 5 A MEE CloudTrail AFFKRENEH
R, MEFHENR , F2HE

- BEVERNBIE

» CloudTrail X EHRBNES

 §XJE CloudTrail #5 Amazon SNS &4l

- BEWZEEEN CloudTrail AFERMZEWZEIRFR CloudTrail HFER

AWS loT Analytics X &i#& T 5B {E5C# & CloudTrail BFFERF NS4 -

» CancelPipelineReprocessing

* CreateChannel

* CreateDataset

» CreateDatasetContent

* CreateDatastore

» CreatePipeline
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-integrations
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/configure-sns-notifications-for-cloudtrail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_CancelPipelineReprocessing.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_CreateChannel.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_CreateDataset.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_CreateDatasetContent.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_CreateDatastore.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_CreatePipeline.html
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ERAEER

B-SEMAAREXRNSLSELFTRENEA. FOEATHEEHE TFIEE !

- REFEABEAER S AWS Identity and Access Management & & A ERHE HEES
- RUEZBRE , REEATHEEARIBEI»FERAENERLZLBE.
EREESHEM AWS RIEEL,

MEFHAEA

DeleteChannel

DeleteDataset

DeleteDatasetContent

DeleteDatastore

DeletePipeline

DescribeChannel

DescribeDataset

DescribeDatastore

DescribeLoggingOptions

DescribePipeline

GetDatasetContent

ListChannels
ListDatasets
ListDatastores

ListPipelines
PutLoggingOptions

RunPipelineActivity

SampleChannelData

StartPipelineReprocessing

UpdateChannel

UpdateDataset

UpdateDatastore

UpdatePipeline

$52:09 CloudTrail userldentity JT%.,

fEF CloudTrail 5C8& API FELY

177


https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_DeleteChannel.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_DeleteDataset.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_DeleteDatasetContent.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_DeleteDatastore.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_DeletePipeline.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_DescribeChannel.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_DescribeDataset.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_DescribeDatastore.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_DescribeLoggingOptions.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_DescribePipeline.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_GetDatasetContent.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_ListChannels.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_ListDatasets.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_ListDatastores.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_ListPipelines.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_PutLoggingOptions.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_RunPipelineActivity.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_SampleChannelData.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_StartPipelineReprocessing.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_UpdateChannel.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_UpdateDataset.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_UpdateDatastore.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_UpdatePipeline.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html

AWS loT Analytics EREEmR

T AWS loT Analytics BE61E=R1EH

ERR—EERE , EREMUERERNEARNELIEER S3 #7ir#. CloudTrail BFEERES
—HEZEAFER. EHARRRAEARENE-FR , YIEFFREE. BENBHMER, FX
SYEMHBAEN. CloudTrail BFERLEKAHE API HILEBHGE SN HEEF , RULFSMEAEE
JEFF R

AT &EHIBERHERB TR CreateChannel E4ER CloudTrail HE%EH,

{

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "ABCDE12345FGHIJ67890B:AnalyticsChannelTestFunction",
"arn": "arn:aws:sts::123456789012:assumed-role/AnalyticsRole/
AnalyticsChannelTestFunction",
"accountId": "123456789012",
"accessKeyId": "ABCDE12345FGHIJ67890B",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2018-02-14T23:43:12Z"
},
"sessionIssuer": {
"type": "Role",
"principalId": "ABCDE12345FGHIJ67890B",
"arn": "arn:aws:iam::123456789012:role/AnalyticsRole",
"accountId": "123456789012",

"userName": "AnalyticsRole"
}
}
.

"eventTime": "2018-02-14T23:55:147",
"eventSource": "iotanalytics.amazonaws.com",
"eventName": "CreateChannel",

"awsRegion": "us-east-1",

"sourceIPAddress": "198.162.1.0",
"userAgent": "aws-internal/3 exec-env/AWS_Lambda_java8",
"requestParameters": {

"channelName": "channel_channeltest"
},

"responseElements": {
"retentionPeriod": {
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"unlimited": true

.

"channelName": "channel_channeltest",

"channelArn": "arn:aws:iotanalytics:us-east-1:123456789012:channel/channel_channeltest"
},

"requestID": "7f871429-11e2-11e8-9eee-0781b5c@ac59",
"eventID": "17885899-6977-41be-a6a®-74bb95a78294",
"eventType": "AwsApiCall",

"recipientAccountId": "123456789012"

}

AT &EHIFETRHERE T CreateDataset EfER CloudTrail HE%EH,

{
"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "ABCDE12345FGHIJ67890B:AnalyticsDatasetTestFunction",
"arn": "arn:aws:sts::123456789012:assumed-role/AnalyticsRole/
AnalyticsDatasetTestFunction",
"accountId": "123456789012",
"accessKeyId": "ABCDE12345FGHIJ67890B",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2018-02-14T23:41:36Z"
},
"sessionIssuer": {
"type": "Role",
"principalId": "ABCDE12345FGHIJ67890B",
"arn": "arn:aws:iam::123456789012:role/AnalyticsRole",
"accountId": "123456789012",

"userName": "AnalyticsRole"
}
}
.
"eventTime": "2018-02-14T23:53:397",
"eventSource": "iotanalytics.amazonaws.com",
"eventName": "CreateDataset",
"awsRegion": "us-east-1",
"sourceIPAddress": "198.162.1.0",
"userAgent": "aws-internal/3 exec-env/AWS_Lambda_java8",

"requestParameters": {
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"datasetName": "dataset_datasettest"

.

"responseElements": {

"datasetArn": "arn:aws:iotanalytics:us-east-1:123456789012:dataset/
dataset_datasettest",

"datasetName": "dataset_datasettest"”

},
"requestID": "46ee8dd9-11e2-11e8-979a-6198b668c3f0",
"eventID": "5abe21f6-eela-48ef-afc5-c77211235303",
"eventType": "AwsApiCall",

"recipientAccountId": "123456789012"

}

& B AWS loT Analytics

EETH RS AWS ¥ TR ESRTBHEERN , F2RAWS B SR EHENRREFLRE
BHERE. WFE-REFA  FSHEAWS 5K E,

BRILAER TEE=AREI|ME AWS Artifact, WMFEFMER , FSB T HIMS in AWS Artifact

IBER BNSREME AWS R BURRERNHEEN, BLANEHRER , ARERAEREIER.
WMEER BERBEENFMENR AWS R , F2HE AWS T2 X1,

HEYSEME AWS loT Analytics

AWS £IREMEZERI AWS BEMNAAERAEREE. AWS BERHUZESRHERSHNERT
REE , YLMREE, SWEENSEREBENEEEER, BEBTAESE , BRI RAMREET
AESvEEBRERENEREANER, TAEBSNTAY, REEINRRED  ORE-IZ
BERPOLNERERRBES,

0% AWS ESATRESNMRT  HBHANS £ RER D,

R EREREZ S AWS loT Analytics

EAZERK , AWS loT Analytics 2F] AWS 23R ZLHNRE, WFE AWS TLREUAR M
AWS REEBZBHNET , B2HEAWS Eixt s, EEFAERRELZSNREEBRETEMN AWS
BB  F2E T2 X AWS Well-Architected Framework Y S 8RR 2,

ST LAMER AWS Z45H9 APl FEIY | AWS loT Analytics EBBRER . FAERSEXETIE

=
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https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/security/
https://aws.amazon.com/about-aws/global-infrastructure/
https://aws.amazon.com/security/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html
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« Transport Layer Security (TLS), EMFE TLS 1.2 LEZEEH TLS 1.3,

- BTEXEEFRPFS)NWEBEM , 0 DHE (Ephemeral Diffie-Hellman)= ECDHE (Elliptic
Curve Ephemeral Diffie-Hellman), BRARM (M Java 7 IEFBRER)ASEHZEELEN,
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AWS loT Analytics Bt g

AWS —fik 2% {EER A AWS IoT Analytics AWS IRFHITRERELEE. FRIEZSHRYA , TRISEREER
REE AWS B, MEFEFMEER , F2HE (AWS —R2E /) PHAWS IoT Analytics imF. A
BAWS HARIEEE.

EEFRESHBBERE , FEXETOEIEAPREIERS, MEFMEEHR , F2EH "Service
Quotas EA &R FHERESEKE,
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https://docs.aws.amazon.com/general/latest/gr/iot-analytics.html
https://docs.aws.amazon.com/general/latest/gr/iot-analytics.html
https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
https://console.aws.amazon.com/support/cases#/create?issueType=service-limit-increase&limitType=service-code-iot
https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
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AWS loT Analytics 8%

BIEAEELL T B APl #4E AWS loT Analytics , ‘2¥EX1E Web IRISEA G EMNEFIFER, EIEM
$8Ea,

AWS loT Analytics Eh{E

AT LAER AWS loT Analytics APl in B 2RUREE. B3R, FHA DT loT ERl. MEFMER ,
AWS loT Analytics APl £Z AWS loT Analytics X E1E,

8

ASH

AWS CLI s 8EHFHAWS loT Analytics FEBEE AT AREEMEERN AWS CLI 755 AWS loT
Analytics,

AWS loT Analytics & ¥l

BE]LAEA AWS loT Analytics Data APl @555 , %8 AWS loT Analytics channel, datastore,
pipelinef #ITHEPE EBIdataset, WMFEFMEA , S B AWS loT Analytics APl 2E 1 AWS
loT Analytics BRI X B ERIEE,

AWS loT Analytics Bk 183


https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_Operations.html
https://docs.aws.amazon.com/cli/latest/reference/iotanalytics/index.html
https://docs.aws.amazon.com/iotevents/latest/apireference/API_Types.html
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ERAEER

MFER2ET AWS loT Analytics

RSB T8, StYHERETHEDE , X SRR BERN IJEEMAIRTT R AWS IoT Analytics.

e

o W{ATHE R H#E A AWS loT Analytics ?

- AHEZRNEEELAL ? REWNMAEEERERE?

- RTBEENERFRERREER?

s RTBEENERERER _dt?

- MAAERETHESNEHFEEEIN?

o WMAERERESLRAHITERAER AWS IoT Analytics ?
- AtEBEEEEMITEEPETERLRE ?

« BfTERTE Quick Suite FEREIRNWERIE ?

- AHTBEREBREN Jupyter FRR A L ET IR LR ?
s RHTERNBRIUABEXLRELN?

- ATERNBSF[AHEIBEEER ?

s ATERERFLABETIRNES?

s RUSUEBLEETEERNER[MABAA ?

s MMAK AR HREARBEINNEA ?

- AHEENRRENESRN?

mAAERAEREEA AWS loT Analytics ?
BREZBRAGIZBREREAEENRRSE S ERRE,

aws iot get-topic-rule --rule-name your-rule-name

[E] FEFE 20 T FiT 7R o

"ruleArn": "arn:aws:iot:us-west-2:your-account-id:rule/your-rule-name",

MAEAERBAESREEA AWS loT Analytics ?
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"rule": {
"awsIotSglVersion": "2016-03-23",
"sql": "SELECT * FROM 'iot/your-rule-name'",
"ruleDisabled": false,
"actions": [

{
"iotAnalytics": {
"channelArn":
"arn:aws:iotanalytics:region:your_account_id:channel/your-channel-name"

}
}
1,

"ruleName": "your-rule-name"

BBARRANEBANBERBESLER, ATHRERENENIERRASIZERERIAT , EUREFE
EMBER , LERKIGEARSEMIE Amazon S3 REFEREF.

ATTEENEBEXLAS ? BRUOMMESEEER[E ?

« SEENRE AT JSON & A -

BR T Lambda &8I 25 , AREEBI BRI FZER UM JSON FEMABMA, MEFBHWREIR JSON
#Y, IFRERER  BERAEABNEFRE, FRESHEINEM JSON ASERK. a=_-#

1_L$“1’)\ , RRREEETFNE —EEBR Lambda JEE) , BRI - ENLERBRAE A JSON ,

AREBEERT —EEDRRFINENFRE, MFFMAEHR , F2H Lambda BBEH 2.

« Lambda SEB) I HHK Lambda REUR B 2 HHEFT :

HE Lambda SEE) P IS 1@ Lambda B EEBE# AWS loT Analytics IR ARIEFTT, &0 LA
T3 AWS CLI s B REFFF Al

aws lambda add-permission --function-name <name> --region <region> --statement-id
<id> --principal iotanalytics.amazonaws.com --action lambda:InvokeFunction

o EREFRHH removeAttribute SEEINEE R IEFE -

MRBEMEM filters removeAttribute’FEIRIERN  FREER, NREZGHEREFAELBRR
FENFEBY  ZALTESHEIEREHRE.
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https://docs.aws.amazon.com/iotanalytics/latest/userguide/pipeline-activities.html#aws-iot-analytics-pipeline-activities-lambda-ex2
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ATEZNEREHEFRRZEER?

- BERHERNER T HER 2 BFELEER

ERENERERTRFTELVENRE  ERTREENFRERKER. MERBT— , BURR
EEEBHENEERWEM B Lambda SEEBWER.

- ARELNEEPWENRE .

BRELABEBREETHALR. FS2RL—EARENDE, )

- BHEREEHTIER

BERERFAEELEENENEH ERER, tEIBREMTSENERRFS , RERENER
AL EEENERFRE,

ATERNENERETR __dt?

HRERE A BT , YIS ERNANENRE. CAARRELVENER, IRENERETS
SRR  F2EL—EBRENDE.

A AERESTRFTERBR SR EENN ?

o IBAEIRIE describe-dataset® R ERE , UREEER EREBENERERERTA

SUCCEEDED,

WA EFERR E ER A HITEBEB AR AWS loT Analytics ?

BEUTSR  BREARBYECAIHNITERN IAM BEEFMENH !

1.

2
3.
4

HI{E SageMaker Al £ AW BV FL A ITEE,
EAFMEN , REIBIE createanew role (BIAHAR), FBiL FAE ARN,
BN ETAETEE, Eth@E I SageMaker Al IUAFEAN AR,

BI{E IAM 8 AW IERHEILN SageMaker Al B, ERFBZAR K EZXSE—ESEHR
%o

BR—THEARRBUK , iBF loTAnalytics AR , AREFJIGTA T , 1B

GetDatasetContent,
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6. WMEBX., MEBERER , A¥create (BIU)BR., MEBEVYNACREEFENERENBRTA
AWS loT Analytics.

7. HIfE AWS IoT Analytics £33 & |, WEELRAHTERPEILERLS,

8. FEFELXAHMTEB/ER "In Services (FRIEH) AREE,

9. 1#1F create notebooks (B FiLA) , ARBELEUNELAHITER, EFET Jupyter 5L
X, HP S FRERENFTRER,

ATEBEEIEATERPEMELAR?

- FABAERAERN IAM BEREZIEZATERE. ERRL—EBETHSBRET, )

- MEERAHTEBER "In Services (fRIEF) R, ELBUHTEER , ©8U TFE, &
Fth, BEANEES 2ERE , T2EA TIn Services (BRIEH) ARRE, MBREITAHTEEE KX
HNEDEREAN "XBL RE  FEAREHT.

AT EEE Quick Suite PFEFRNERNERIE ?

Quick Suite AJEEF EZEE AWS IoT Analytics ERIERABTWEFF T, HERMITT , FEBTIF R,

1. & Quick Suite E LAMNIRFE B , ARBZFEEE QuickSight.

2. EEBEEKT , BEZSMF. £ QuickSight FEL AWS FRET , RERSER FFEIHE
AWS loT Analytics.
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