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6. (M) REFARR, ERERYRE  TARBKAE K MFARRBEENHE,

& B Permissions boundary (I R BR) EER , iEFE Use a permissions boundary to control the
maximum role permissions (AT I RRREH B RFATLR). IAM BEERFHH AWS BE
MEFZEBRBE, ENANTRRBRHEBER , & IEZF Create policy (B EEK) SABERBEH
BERER , URBEEIHNEE, WEFHEENR , 28 (AM E£AEERE) PRET IAM K
o BELREVERE , BAZERLIREEHNRBER , LUERART IR RABER,

7. igg-lt_io

8. FWAARERE , UMBERELACHAR, ACRBELEN AWS IRF ALEARE —E—
B, EMEEEBRNNBETESD. Sl , EHMERIE A PRODROLE A prodrole HAE, H
AEREERTREZZELAG  FUBRVAGZE  SRBEEREEERE.

9. (#H) 1 Description (FRB) # , WAFAGKHRH,

10. 7£ Step 1: Select trusted entities (88 1 : BIZFEENWER) & Step 2: Select permissions
(BB 2 BEGFW) EERHIRIE Edit (W) , IREACNERRAIMTT,

1. (BH) BHEEERFEAREY  STRERFREEAE. NFREBE IAM PEARRVFH
&, B2E (AM EAEER) PHERL IAM EiR.

12. MEAE  AREERVAG,

A SNS BAH ((ZA)

ETHEFF , LA Amazon SNS (SNS) BA , ERKEL HERNTERERFRER, &£
RYBREFD , LS RARERE HERETRANERBEREEA,

1. MREERRE , FRE AWS EETRE ERABKRMNFE SNS, &7
KR (IAM EAEER) PRBEEEEE IAM FREFENET |, #E
AWSloTDeviceDefenderPublishFindingsToSNSMitigationAction B3R LA 1T it B4,

2. BRAWS loT 25, EEEERD , BRRRZEM, Bk, RRBERE,

3. 71 Device Defender B EEHEIERD , IBIERA SNS R,

4. &2 Enable (BAA).

5 S¥IHE BEERIUNIE, BEEDWRA IoTDDNotifications , REBBEEN, $HHA
& | BIBSRE EIT AWS loT Device Defender ## IAM A (E2F) BAINAE,

6. EEFEH,

7. WMREBEFEIB Amazon SNS EWHEFL AP EFEH LA , FSEFEH Amazon Simple
Notification Service % & B,

BF SNS BA ((ZH) 11
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-start
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_tags.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups_manage_attach-policy.html
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https://docs.aws.amazon.com/sns/latest/dg/sns-user-notifications.html
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REFFBESRIEY (BH)

@ Note

HEELEZEEMA AWS loT Core WEFBESBR , T EE AR, WFE AWS loT Core
FREMNZWEHME , 5528 AWS loT Core RHIFRREE R HNZR,

MREEEEH AWS loT ROFBREMZBBAZF BE S| (CMK) , Bl AWS loT Device Defender Audit
FAN IAM AEEEENATTERREZER, MREIEELHT , FNEBRBREKE XK,

BRIBREEPREFER , AWSIoTDeviceDefenderAudit FEBERAEBERET kms:Decrypt ¥ d,
AEFEELRE K SXAFHRELFTTEEHEERZAE,

s KMS EFal 8 E &8 AWS loT Device Defender ¥#% IAM & &

1. BEAAWS BEE#A , WHE https://console.aws.amazon.com/iam/ B IAM 2 A&,

2. HEEBEKT , BREAG  RRESAETE E L AWS loT Device Defender 1% IAM A& (EH)
FEUNAE® K ILERERKREREENAE,

3. EEACKBLUMRHEMMEENERE.

4. EFUERF , BREFENY , ARBREEYRBRBEL

5. iE#E JSON R5|ZE% , W A THHE, # REGION, ACCOUNT_ID F KEY_ID MR AEH
AWS KMS &3 MEA -

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kms:Decrypt"
1,
"Resource": "arn:aws:kms:REGION:ACCOUNT_ID:key/KEY_ID"
}
]
}
6. &E—F_io

7. SHEIBURBW , mBAWKRMESETE |, Sl DeviceDefenderAuditkMSDecrypt.

REFEFEESROFTT (BA) 12


https://docs.aws.amazon.com/iot/latest/developerguide/encryption-at-rest.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSIoTDeviceDefenderAudit.html
https://console.aws.amazon.com/iam/

AWS loT Device Defender AWS IoT Device Defender B A E15F

8. EEREVHX,

RS s% (EH)

R IR AWS loT #SE A HEE CloudWatch Logs, EARERBRERER., BATET
EEEELER,

502 B 23

1. BABKAWS loT =2 A, TEEERBERTE,
2. 17EBHY , BETEAR,

3. SHENENMAG  RERIAG, BABWHRE A AWSIoTLoggingRole , WiRIBE, K EEHERE
BUR,

4. Y AER , BRERE (ZFMEBR).
5. BEEWN.

ML Detect 15/

® Note
ET5EE B a REH ML Detect :

- DEAHHE (FFARFGEE)

FEWAFERF , BRI ML Detect ZE&MRER , ESEMAMREER (ML), REBEKENESL
EREREVEMITANER, E ML Detect B3 ML #EEE , MA D ERHEE, £E2E ML E#E 2
® , BUUFERGANREER , YERHECHEIINBEE.

% ML Detect X & API f1 CLI ss VM ERA , 5828 ML Detect,
KEGETHEHD :

. HEFEH

o WfAEFEEAFRFEA ML Detect

o WN{AJ¥AE CLI £H ML Detect

R FGCEk (/) 13
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AY
AR

- AWSIRF, MIRZZHIIE ,

3
®
8
o
hil

MAEEZ A FEMA ML Detect

HERE

« BA ML Detect

o EEPRRH) ML R ELRAE

- BEIEH ML Detect BR
- WHAEN ML BT

- ERBETRHREME

- BREBRINEEBHE

EXF ML Detect
THRFFFR A E F 2 A B ERE ML Detect,

1. B% , BRENEEMEYT ML Detect HRIEFRPERNR/NLEERE , UIFEIRANEHME
HER, NFETENRE  FREENZLMRERCEEIERE , ZEETURYHRYHE
8o

2. fEAWS loT FERANEBEEKF , BB Defend (BFE), #K/F#E Detect ({538]). Security
profiles (E£& X EHE). Create security profile (B Z£ M5 EHE). Create ML anomaly Detect
profile (B3 ML E & EBIFRERE),

3. 1f Set basic configurations (R EEAERE) HE L , #1T T HIEE -

- 1 Target (B18) T , BIFEWN B REERHE,
« 1 Security profile name (Z£MHREEER) T , AR MREENEE,
« (iZH) £ Description () T , £ LUEE ML SRERNEEHEIR,

« 1£ Selected metric behaviors in Security Profile (2 £ MR EETRBIWERZITAH) T , BERL
EERNIEE,

DRRM 14
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AWS loT Device Defender Detect Security Profiles Create ML Security Profile

Step 1

Set basic configurations i«

Select target and metrics that you would like to configure for your ML Security Profile.

Set basic configurations
Step 2 - optional
Security Profile basic configuration

Step 3
Target

All registered things 3

Security Profile name

Srart_lights_ML_Detect_Security_Profile

Entar a unique name containing only: letters, numbers, hyphens,
C or underscores. A Secur Ly Profile name canneot contain any

Description - eptional

ML Detect security profile for monitoring smart lightq

Selected metric behaviors in Security Profile (&) nfo
You can assass how your fleet of devices is operating across the following metric behawiors.

Add cloud-side metric ¥ Add device-side metric ¥

Datapoints .
. Datapoints .

. ML Detect required to . MNotification

Metric Type i R required to
confidence trigger £
clear alarm
alarm

Authorizati

,D”z @ Cloud-side High 1 1 Suppressed
n failures
Connection

Cloud-side High 1 1 Suppressed
attempts
Disconnects Cloud-side High 1 1 Suppressed
Message
_ < Cleud-side High 1 1 Suppressed
size
Messages
Cloud-side High 1 1 Suppressed

received d i
Messages
cent 9 Cloud-side High 1 1 Suppressed

& , FEE Next (T —F),

4. 7£ Set SNS (optional) (527 SNS (ZH)) EH L , EEERBEEREBHRERTHNTAR , BRE
HIEY SNS X, EEFELERARZEMEFTIE SNS TEH 1AM ﬁ@o

MRERAKRE SNS A , FEATIHIRRELEFEEFINXEEETBRAAE,
- BEE |AM E2A, EEBEEKEYF , 22 Roles (A1) , REBIRIZ Create role (BRI H ),

w{AEER A P FEA ML Detect 15
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« 1£ Select type of trusted entity GEEVSEHEBER) T , #E AWS R, A% , & Choose a
use case (BEFEHRSG) T , B2 loT , A1E Select your use case (BEURMERARA) T |, &
£ 10T - Device Defender Mitigation Actions (loT - Device Defender #EfE811E), THREF , FBiE
£ Next: Permissions (T —2% : &™)

+ 7£ Attached permissions policies (E#EFFATEER) T , R SIEE
AWSloTDeviceDefenderPublishFindingsToSNSMitigationAction , #A1#%1## Next: Tags (T —
T ER),

1 o 3 4

+ Attached permissions policies

The type of role that you selected requires the following policy.

Filter policies Q search Showing 6 results
Policy name « Used as Description
» AWSIloTDeviceDefenderAddThingsToThingGrou..  Permissions policy (1) Provides write access to loT thing groups andr...
» AWSloTDeviceDefenderEnableloTLoggingMitig.. ~ Permissions policy (2) Provides access for enabling loT logging for ex...
» AWSloTDeviceDefenderPublishFindingsToSNS... Provides messages publish access to SNS topi...
» AWSloTDeviceDefenderReplaceDefaultPolicyMi... Provides write access to loT policies for execut...
» AWSloTDeviceDefenderUpdateCACertMitigatio... Provides write access to loT CA certificates for ...
» AWSloTDeviceDefenderUpdateDeviceCertMitig... Provides write access to loT certificates for exe...

» Set permissions boundary

* Required Cancel Previous Next: Tags

+ 1 Add tags (optional) (¥TI82ZH (ZH)) T , BN EEEREACE TEBRNTMER. <
% , 512 Next: Review (T —% : #B3),

« £ Review (#E) T , KELNAE—EEHE , YER
AWSIoTDeviceDefenderPublishFindingsToSNSMitigationAction £ %7~ Permissions (87 Al)

T , mMB (AWS fg# : iot.amazonaws.com) B%|’R1E Trust relationships (fSEBEH) T TAK
B , 122 Create role (BRI A),

w{AEER A P FEA ML Detect 16
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AWS loT Device Defender Bz A 2357

Identity and Access
Management (IAM)

Dashboard

Access management
Groups

Users

Roles

Policies

Identity providers

Account settings

w Access reports

Access analyzer

Archive rules
Analyzers

Settings

Credential report
Organization activity

Service control policies (SCPs)

Q, Search IAM

Identity and Access
Management (IAM)

Dashboard
= Access management
Groups
Users
Roles
Policies
Identity providers

Account settings

4

Access reports

Access analyzer
Archive rules
Analyzers

Settings

Credential report
Organization activity

Service control policies (SCPs)

Q, Search IAM

Roles > Sample-SNS-role

Summary

Role ARN

Role description
Instance Profile ARNs
Path

Creation time

Last activity

Maximum session duration

Permissi Trustr

Delete role

arn:aws:iam::049832161882:role/Sample-SNS-role @1

Provides AWS |oT Device Defender write access to publish SNS notifications | Edit

cl

/
2020-12-2117:13 PST

Not accessed in the tracking period

~ Permissions policies (1 policy applied)

Attach policies

Policy name «

» N AWSIoTDeviceDefenderPublish FindingsToSNSMitigationAction

1 hour Edit
Tags Access Advisor Revoke sessions
© Add inline policy
Policy type +
AWS managed policy X

» Permissions boundary (not set)

Roles > Sample-SNS-role

Summary

Role ARN

Role description
Instance Profile ARNs
Path

Creation time

Last activity

Maximum session duration

P issi Trust rel;

Delete role

arn:aws:iam::049832161882:role/Sample-SNS-role (7]

Provides AWS |oT Device Defender write access to publish SNS notifications | Edit
&

/

2020-12-21 17:13 PST

Not accessed in the tracking period

1 hour Edit

Tags Access Advisor Revoke sessions

You can view the trusted entities that can assume the role and the access conditions for the role. Show policy document

Edit trust relationship

Trusted entities

The following trusted entities can assume this role.

Trusted entities

Conditions

The following conditions define how and when trusted entities can
assume the role.

There are no conditions associated with this role.

The identity provider(s) iot.amazonaws.com

£ Edit Metric behavior (fREEIE1E1TA) EE L , B LB ML 1TARE.

WMAEEEEFER ML Detect
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AWS loT Device Defender

Step 1

Set basic configurations

Step 2 - optional

Edit metric behaviors

Step 3

Detect Security Profiles

Create ML Security Profile

Edit metric behaviors - optional

Update ML behaviors with behavior name, alarm criteria and notification settings.

Edit metric behaviors

Authorization failures

Behavior name

Authorization_failures_ML_behavior

Datapoints required to
trigger alarm

1

Datapoints required to
clear alarm

1

Metric

Authorization failures

Notifications

ML Detect confidence

Suppressed ¥ ‘

‘ High ¥

Bytes in

Behavior name
Bytes_in_ML_behavior

Datapoints required to

trigger alarm

1

Datapoints required to

clear alarm

1

Metric

Bytes in

Notifications

ML Detect confidence

Suppressed ¥ ‘

‘ High v

Connection attempts

Behavior name

Connection_attempts_ML_behavior

Datapoints required to

trigger alarm

6. THRE , FEIE Next (T—%),
7. 7& Review configuration (B %E) EE L A BB LB ERBBTEENITA

_ﬁ)o

Datapoints required to

clear alarm

Metric

Connection attempts

Notifications

ML Detect confidence

Suppressed ¥ |

| migh v

, RRIZFE Next (T

w{AEER A P FEA ML Detect
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AWS loT Device Defender Detect Security Profiles Edit ML Security Profile

Step 1

Review configuration

Set basic configurations

Edit
Step 2 - optional !

Edit metric behaviors

Step3 Security Profile basic configuration

Review configuration

Profile name Target Description
Smart_lights_ML_Detect_Security_ All registered things ML Detect security profile for
Profile monitoring smart lights

Selected metric behaviors in Security Profile

Datapoints

. ) Datapoints
Behavior . ML Detect required to ) No®
Metric Type . A required to
name confidence trigger
clear alarm
alarm
Authorizatio
n_failures_ Authorizatio . .
_ . Cloud-side High 1 1 Sup
ML_behavio n failures
r
Bytes_out_
ML_behavio Bytes out Device-side High 1 1 Suf
r
Connection_
Connection
attempts_M Cloud-side High 1 1 Suf
X attempts
L_behavior
Disconnects
_ML_behavi Disconnects Cloud-side High 1 1 Sugp
< >

8. HEBEUTZRLUZRELZR , RNEREENEMDE Security Profiles (REMREE) BE , H
PEHRTEYNZEMRER,

® Note

e ML BB RN ZEEFRE 14 R BET. RENEELRERNRERD , &7
RREETHRZREIET.

EEPRIBM ML R Bk AR

EEN ML REERINGRIIRABE , SRR TS REREZERLEE,

w{AEER A P FEA ML Detect 19
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1. TE AWS loT EEANEEEKT , BB Defend (FHE) , REIZIE Detect ({E381). Security
profiles (Z £ M #HIRTE).

2. 71ESecurity Profiles (Z& MR ER) EE L | BELERPEN T EMRERE, RE | BIE
Behaviors and ML training (1T A8 ML JI#).

3. £ Behaviors and ML training ({TA8 ML 3I#&) EE L , BE ML BEWIIREE,

EENERARRER Active (HEAF) 2 , CERBENERABRBRMEEIAR  XEXEH
RIERE,

Behaviors and ML training (7)

LowConfidence_MladBehavior_NUM_LISTENING_TCP_P LowConfidence_MladBehavior_ NUM_LISTENING_UDP_P LowConfidence_MladBehavior_NUM_ESTABLISHED_TCP
ORTS ORTS _CONNECTIONS

Model status Metric Model status Metric Model status Metric

® Active Listening TCP port count © Active Listening UDP port count ® Active Established TCP connections count
Last built Confidence Last built Confidence Last built Confidence

March 19, 2021, 09:31:02 Low March 19, 2021, 09:31:02 Low March 19, 2021, 09:31:02 Low

(UTC-0700) (UTC-0700) (UTC-0700)

Target Notification Target Notification Target Notification
RulesToMladProfileUpdatething-  Not suppressed RulesToMladProfileUpdatething-  Not suppressed RulesToMladProfileU i Not supp
group—13d34e0d2c8e139e group--13d34e0d2c8e13% group--13d34e0d2c8e139

Datapoints required to trigger alarmDatapoints required to clear alarm Datapoints required to trigger alarmDatapoints required to clear alarm Datapoints required to trigger alarmDatapoints required to clear alarm
%,of all training days required %.of all training days required % of all training days required

@ Note
MRENRBERNFAPER  FRECHEENS RE

ED
o‘}(_b

BEEH ML Detect R
HEEEAN ML BRI ERBIFETERERSZE  SUNEHRENATHEBBRINER,

1. £ AWS loT EEANEEEKRSD , B Defend (BHE) , R%IiRIZ Detect ({838). Alarms (B
o

w{AEER A P FEA ML Detect 20
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AWS loT Device Defender Detect Alarms

Alarms

All alarms (5) info

Q 1 @
First event Thing name Security Profile Behavior type Behavior name Last emitted Verification state Confidence
September 03, 2021, iotconsole-6f8379bc-c245-4ffe-8ef7- fden Rule-based Al‘)‘;n"”.““””ffa““’es Authorization failures: Unknown
15:50:00 (UTC-0700) b2b52e78975¢ : 0 0 failure(s)

September 03, 2021, iotconsole-539d0ef0-3504-4a9¢-a7al- fdes Rule-based Authorization failures: Unknown
15:50:00 (UTC-0700) be53ba72b850 0 failure(s)
September 03, 2021, iotconsole-81fc61d7-9362-4c87- fden Rule-baced Al‘)‘;ngjif;”””ﬁ““'es Authorization failures: -
15:50:00 (UTC-0700) ada6-333891f7349 Notifi 0 failure(s)
September 03, 2021, iotconsole-23eBecda-2162-456e- Authorization Fallures Authorization failures:

fdsa Rule-based _behavior Unknown
15:50:00 (UTC-0700) 38c2-302c38261618 MNoti . 0 failure(s)
September 03, 2021, iotconsole-85e0278e-29a3-4554- fdsa Rule-based Authorization failures: Unknown
15:50:00 (UTC-0700) b3b6-111b9063228F 0 failure(s)

2. WREBEE History (BEiCHK) BR , SRR AIBERE RREZKENFMER,

AWS loT Device Defender Detect Alarms

Alarms i

Show events for: | Last 14 days ¥ | | All Security Profiles ¥

180

o~ —
-— \_‘./ ——
0 | ) 1§ et
Aug 21 Aug 22 Aug 23 Aug 24 Aug 25 Aug 26 Aug 27 Aug 28 Aug 29 Aug 30 Aug 31 Sep1 Sep2 Sep 3

@ natarm ¢ Alarm cleared [l Alarm invalidated

EEZESFHMERN , 387 Manage (BXE) T&#F Things (W11F). BELEEEFHESFHFME
A, REBEBEZE Defender metrics (Defender 351E), &M LAfZEL Defender metrics graph
(Defender 15ZE) , X ERPRE Active (ER ) EBNVEMEEHTHAE, FUHEBER
T, HEFEBERABRKNPNIEE , SERMBER. EAUEIREBRNET,

w{AEER A P FEA ML Detect 21
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AWS loT Things smart_light_thing_1

smart_light_thing_1

NO TYPE

Actions ~

Details Metric Time range
Securi Message size - Maxi... ¥ Last 14 days v
Thin u : : : i i
Dimension (optional) Dimension operator
sh v
i
Message size - Maximum
Activit
1000
Reset zoom
. - d— A
Violations 750 i y
i 03/19/2021 12:55 UTC
Defender metrics # Message size - Maximum: 801
500
250
) - & A
0
12:45 12:50 12:55 12:00 13:05 12:10 1218 12:20

=k~ Message size — Maximum

WAL ML B R

EE;@E’J ML BB R ETER TG 2R , BUTUERLZEURERN ML TAREUNZEA
&, THEFERIAE AWS CLI HEHEREMRERN ML TARE.

1. £ AWS loT EEANBEEFESD , BF Defend (BHE) , REZIBIE Detect (1838]). Security
profiles (Z £ MR HE)o

2. fESecurity Profiles (Z£ M ERE) EH L , ERNAERBECZE MR ERES BRI AR, A
#% , 1B1E Actions (B)1E). Edit (#REE).

mEEERAERFER ML Detect 22
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TG

Types

Thing groups
Billing groups
Jobs

Tunnels

P Fleet Hub

b Greengrass

» Wireless connectivity

» Secure

AWS loT Device Defender Detect Security Profiles

Security Profiles (30+) m m
N

Delete

Threshold Metri
Security Profile reshor Behaviors etrics Target Creation date Notifications
type retained
) ) . : March 17, 2021, Suppressed
‘ ©  smart_lights_ ML Detect_Security_Profile ML 9 c All registered things oo =
March 16, 2021, Suppressed
MyEmptyGorupSP ML 6 - EmptyGroup 17:52:01 (UTC-0700) (6)

3. 1f Set basic configurations (R EEARERE) T , BRI FAERZLMREEBEYHEE K S8E
FEERNEE,

AWS 1aT Device Defender Detect Security Profiles Create ML Security Profile

Step 1

Set basic configurations Set basic configurations i«

Select target and metrics that you would like to configure for your ML Security Profile.
Step 2 - optional

Security Profile basic configuration

Step 3
Target

All registered things

Security Profile name

Srart_lights_ML_Detect_Security_Profile

Enter a unigue name containing only: letters, numbers, hyphens,
colan, or underscores. A Security Profile name cannat contaln any
spaces.

Description - eptianal

ML Detect security profile for monitoring smart lighty

Selected metric behaviors in Security Profile (6] s

¥ou can assass how your fleet of devices is operating across the following metric behawiors.

Add cloud-side metric ¥ | | Add device-side metric ¥
Datapoints .
; Datapoints e
R ML Detect required to . MNaotification
Metric Type ) | required to
confidence trigger 5
clear alarm
alarm
Authorizatio i
o failures Cloud-side High 1 1 Suppressed
Connection i
Cloud-side High 1 1 Suppressed
attempts
Disconnects Cloud-side High 1 1 Suppressed
M
essage Cloud-side High 1 1 Supprassed
size
Messages Cloud-side High 1 1 Suppressed
- I uppr
received d i
Messages i
Cleud-side High 1 1 Suppressed
sent

4. BELUEEZE Edit metric behaviors (fREEEZETA) REH FHE—IE,

w{AEER A P FEA ML Detect 23
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. EBERMEMN ML ERE BB
.« EREREMN ML HEERE

o M ML Detect A EE

« I8 ML Detect B4H (5 I0Not suppressed (K#P4l). Suppressed (2#14%!))

AWS loT Device Defender

Step 1

Set basic configurations

Step 2 - aptional

Edit metric behaviors

Step 3

BB TRV BRI E

Security Profiles Edit ML Security Profile

Edit metric behaviors - optional i+

Update ML behaviors with behavior name, alarm criteria and notification settings.

Edit metric behaviors

Authorization failures
Behavior name Metric

Authorization failures

Authorization_failures_ML_behavior

Datapoints required to Datapoints required to Notifications ML Detect confidence
trigger alarm clear alarm Suppressed ¥ | | High ¥
1 1
Bytes out
Behavior name Metric

Bytes_out_ML_behavior Bytes out

Datapoints required to Datapoints required to Notifications ML Detect confidence
trigger alarm clear alarm Suppressed ¥ ‘ ‘ High ¥
1 1

Connection attempts
Behavior name Metric

Connection attempts

Connection_attempts_ML_behavior

Datapoints required to Datapoints required to Notifications ML Detect confidence

trigger alarm clear alarm Suppressed ¥ | | High ¥

RERFREL RUAZBEBRENELR | UELLENE TR, ENHBEENERRENETEECENE

To

w{AEER A P FEA ML Detect
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1. £ AWS loT TR ANEEE KT , BB Defend (FFE) , REIZIZE Detect ({H8]). Alarms (B
R)o EEERUEHBRIFME,

AWS loT Device Defender Detect Alarms

Alarms e

All alarms (1/5) info Start mitigation actions

Q 1 ]
-] First event Thing name Security Profile Behavior type Behavior name Last emitted Verification state Confid¢
- Authorization_failures ) p

September 03, 2021, ¥ - c245-4ffe-Bef7- ; _f .

eptember iotconsole-6f8379bc-c245-4ffe-8ef7. e - _behavior Authurlzatlon failures: Unknown R
15:50:00 (UTC-0700) b2b52e78975¢ Wotificatio 0 failure(s)
September 03, 2021, iotconsole-539d0ef0-3504-4a8c-a7a1- s alehased Authorization fallures  authorization failures: |
15:50:00 (UTC-0700) be53b472b850 W 0 failure(s)
September 03, 2021, iotconsole-81fc61d7-9362-4c87- fdsa Rule-based Authorization failures: Unknown
15:50:00 (UTC-0700) ada6-333891ff7349 0 failure(s)
September 03, 2021, iotconsole-23eBecda-2162-456e- s Rule-based Authorization fallures  authorization failures:
15:50:00 (UTC-0700) aBc2-302c3826f618 ion: 0 failure(s)
September 03, 2021, iotconsole-85e0278e-2%9aa-4554- fd Rule-based Autharization failures: Unki
15:50:00 (UTC-0700) b3b6-111b9063228f = viehase 0 failure(s) nknown -

< >

2. 1EE Mark verification state (fREEBRFTEAMRRE), RBAREBEX B

3. EREENRINE. WAREBHEHE (BIE) , RRRE Mark (]R52). LBFERRERENHEHR
1 RAG FTE & R o

Mark verification state X

Select verification state
Providing AWS with information about your alarm verification state helps AWS improve the ML and
Rules Detect features. By marking verification state on an alarm, you agree and instruct that AWS may
use and store your device metric data that triggered the alarm and the related alarm information to
develop and improve Detect in the future.
Unknown A
True positive

False positive

Benign positive

Unknown
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BHECHEANEERE

1. (ER) eERERBEEREDEN  BRALKERRMETE  SERKEBEH P, ShAUERR
BEE

2. EEZF Manage (E¥). Thing groups (Y148 40) , AREBEZE Create Thing Group (ZM ¥1#4 &
), mREHNYHEE EAHEBRED , RMPLBYHEHASDE A Quarantine_group.,
Thing group (W4 8E40). Security (Z2M) T , A TEHERERIWHEA,

JSON
"Version":"2012-10-17",
"Statement": [
"Effect": "Deny",
"Action": "iot:*",
"Resouxrce": "*"
AWS loT X AWS loT Thing groups Create thing group
Monitor
Activity Create Group
» Onboard
¥ Manage
Things Create a Thing Group
Create a group of selected things. You can add and remove things from your group after Create Thing Grou
Types creation. 9 P
Thing groups
Billing groups

SR EF |, 1232 Create thing group G2 ¥14FEH4E).
3. BIACEUYHFHFE A BERMABRL—EEHEEE  BBERPHWEERZE Quarantine_group.

£ Defend (B5#). Mitigation actions (#Bf#E1{E) T , i#$#2 Create (B3I),
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AWS loT x AWS loT
Monitor
Mitigation actions (2)
Onboard Created date Actlon name
» Manage November 03, 2020, 23:21:17

Disable_Device amcaws:loteu- t-1:614743118091:mitigationaction/Disable_Devic
[UTC+0000) stloteu-wes 311809 1:mitigatio /Disable_Device

» Greengrass
June 08, 2020, 19:04:23 e SRy .
(TEs0100) fitigatePolicy am:aws:lot:eu-west-1:61474311809 1:mitigationaction/MitigatePolicy

¥ Audit

4. 7£ Create a new mitigation action (B FWVRBENE) EE L , MATHER,

- Action name (BMEE ) | BENEBEEED S , HlW Quarantine_action,

« Action type (BMEEH) : BRIZFEENER., EFIHEE Add things to thing group (Audit or
Detect mitigation) (A Y145 #7118 W4 AFE (BT ERIRRE)).

« Action execution role (E)MEHTAR) : EUACREERE/E WMRELXEEIAGH

fE)o
 Parameters (B8) : BIEYHEHE, RMITLUEH Quarantine_group , ERBEMEREIL
Mo

w{AEEER A P FEA ML Detect
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Create a new mitigation action

You can use AWS loT Device Defender to mitigate issues that were found during and audit or ongoing detect monitoring. There are predefined

actions for the different audit checks and detect alarms to help you resolve issues quickly.
Action name  Info

Quarantine_action

Action type Info

Add things to thing group (Audit or Detect mitigation) ~

Permissions

Please create or select a role with the following mitigation action type specific permission(s) and trust relationship.

Required permissions: Manage your service permissions £

v Permissions

v Trust relationships

You can also attach an action specific managed policy to an existing role, or create a new role with the required managed policy attached.

Action execution role  Info

(LU FCNUL LI Managed policy attached + Create Role

Parameters

Thing groups  Info

1 thing group(s) selected.

Thing groups Summary

Quarantine_group

ERE , BERT. CREEUSERTPREREREMAFANREDE , BIRATHE
RENRBEE,

Select

Close

2 By e

5. BEZE Defender, Detect (f5l). Alarms (B7R). BAILTE Active EAH) TEEWMLERERER

BT , o

WMAEEEEFER ML Detect
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AWS loT Device Defender Detect Alarms

Alarms

All alarms (5) info

Q 1 ]
First event Thing name Security Profile Behavior type Behavior name Last emitted Verification state Confidence
September 03, 2021, iotconsole-68379bc-c245- 4ffe-8ef7- Authorization failures 1, orization failures

fdsa Rule-based _behavior Unknown -
15:50:00 (UTC-0700) b2b52e78975¢ 0 failure(s)
September 03, 2021, iotconsole-539d0ef0-3504-4a9¢-a7al- Authorization failures Authorization failures:
fdsa Rule-based Unknown -
15:50:00 (UTC-0700) be53b472b850 0 failure(s)
September 03, 2021, iotconsole-81fc61d7-9362-4c87- fden Rule-baced Al‘)‘;ngjif;”””ﬁ““'es Authorization failures: -
15:50:00 (UTC-0700) ada6-33389147349 Nott 0 failure(s)
September 03, 2021, iotconsole-23e8ec9a-2162-456e- fdsa Rule-based Authorization failures: Unknown
15:50:00 (UTC-0700) 38c2-302c3826f618 0 failure(s)
September 03, 2021, iotconsole-85e0278e-29a3-4554- fdsa Rule-based Authorization failures: Unknown
15:50:00 (UTC-0700) b3b6-111b3063228F 0 failure(s)
« >

ENZERERRHAEMNERE | AEI1EIF Start Mitigation Actions (BLEN R R BN 1E)

6. £ Start mitigation actions (B E)#EfEE)/E). Start Actions (RRENENE) T , BEUETE R B EE
BitE, flan , FFIASiEIZE Quarantine_action , A%iEIZ Start (B(E)). BEENBIER Action Tasks
(BEER) EE.
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Start mitigation actions X

Select actions for mitigation.

Things effected by the selected alarm(s)
ddml7

Select Actions
The sequence of action excecutions follows the order of selected action(s)

| _ a

Quarantine_action

| understand that the selected mitigation action(s) may not be reversible.

7. IRTE , £ETE Quarantine_group HIEEE A MEBRAURESIZRETINWEERKTER, KA
R, BuBEER YA BEREREUE — S EE,

AWS 10T Device Defender Detect Action tasks

Action tasks (1)
1
Date Task ID Action name Action type Action parameter (1) Action parameter (2) Action Executions
Thing groupis):
December 02, 2020, 14:19:57 (UTCZ) 73fad2ea-9bd8-4800-af3a-3dbe120b91e7 Quarantine_action Add things to thing group Override dynamic groups: false (@ Successful

Quarantine_group

WA #& B CLI A ML Detect

Ty ERIMMAER CLI 5%E ML Detect,

HERE
» BUH ML Detect
o BEIRIREY ML AEBUHRRE

o BEEH ML Detect R

w{AEEL CLI £/ ML Detect
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- HEREN ML ETR
- BREETHNREME
- RECHBRNEERME

EXF ML Detect

Ty RFERNMIE AWS CLI BXA ML Detect,

1. BERENWEREREIL ML Detect ZRIEFRPERNHZPLEERT , UFEIRNEMRBER

B, MBETERRE  FREENHNYHURCERIZSMRERNYHEFAD.

f£H create-security-profile a8 ML Detect Z2 MR ERE. THEHEREIEAH
security-profile-for-smart-lights WREMRERE , REEZXNALREE. BEXK
RE, EREHRE , URPEEFIE, WEFEEH mlDetectionConfig , AEERES

£ ML Detect #£58!,

aws iot create-security-profile \

--security-profile-name security-profile-for-smart-lights \

--behaviors \

"I{
"name": "num-messages-sent-ml-behavior",
"metric": "aws:num-messages-sent",

"criteria": {
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,
"mlDetectionConfig": {

"confidencelLevel": "HIGH"

}
.
"suppressAlerts": true
.
{
"name": "num-authorization-failures-ml-behavior",
"metric": "aws:num-authorization-failures",
"criteria": {
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,
"mlDetectionConfig": {
"confidencelLevel": "HIGH"
}
.

w{AEEL CLI £/ ML Detect
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"suppressAlerts": true

I
{
"name": "num-connection-attempts-ml-behavior",
"metric": "aws:num-connection-attempts",
"criteria": {
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,
"mlDetectionConfig": {
"confidencelLevel": "HIGH"
}
I
"suppressAlerts": true
I
{
"name": "num-disconnects-ml-behavior",
"metric": "aws:num-disconnects",
"criteria": {
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,
"mlDetectionConfig": {
"confidencelLevel": "HIGH"
}
I
"suppressAlerts": true
I
B4
{
"securityProfileName": "security-profile-for-smart-lights",

"securityProfileArn": "arn:aws:iot:eu-
west-1:123456789012:securityprofile/security-profile-for-smart-1ights"
}

3. ETXR, BENZLMRERE— NS ENMHHEAE BB, £/ attach-
security-profile % , BYUHFHEEEEEZNLZEMEBERE, Ti&EESE4
ML_Detect_beta_static_group W¥YIHBHEE security-profile-for-smart-lights
T MERERE BB,

aws iot attach-security-profile \
--security-profile-name security-profile-for-smart-lights \

WAAHEES CLI 62/ ML Detect 32


https://docs.aws.amazon.com/cli/latest/reference/iot/attach-security-profile.html
https://docs.aws.amazon.com/cli/latest/reference/iot/attach-security-profile.html

AWS loT Device Defender AWS IoT Device Defender B A E15F

--security-profile-target-arn arn:aws:iot:eu-
west-1:123456789012:thinggroup/ML_Detect_beta_static_group

B

72N 0

4. HEEBUTEENREMRER2ZR ML EEREFRKRIIR, 0K ML ERIRNZEFTE 14
RTBETHK, 14 R , MRENRKELBEEMERETD , EUUAEREIETR.

EEIR B ML R ELjiRRE

T 32 PR R AR ET PRV AIRE R AR ML R 2L,

« f{ff get-behavior-model-training-summaries N HREHE ML BRWEE, TIE
BIEES security-profile-for-smart-lights REMREEN ML ER 3| REER
=, modelStatus BERTHEAERTEZHIIER , IRHRBETANERERE.

aws iot get-behavior-model-training-summaries \
--security-profile-name security-profile-for-smart-lights

B
{
"summaries": [

{
"securityProfileName": "security-profile-for-smart-lights",
"behaviorName": "Messages_sent_ML_behavior",
"trainingDataCollectionStartDate": "2020-11-30T14:00:00-08:00",
"modelStatus": "ACTIVE",
"datapointsCollectionPercentage": 29.408,
"lastModelRefreshDate": "2020-12-07T14:35:19.237000-08:00"

},

{
"securityProfileName": "security-profile-for-smart-lights",
"behaviorName": '"Messages_received_ML_behavior",
"modelStatus": "PENDING_BUILD",
"datapointsCollectionPercentage": 0.0

},

{

"securityProfileName": "security-profile-for-smart-lights",

W{AIFEEE CLI 658 ML Detect 33


https://docs.aws.amazon.com/cli/latest/reference/iot/get-behavior-model-training-summaries.html

AWS IoT Device Defender

AWS loT Device Defender B3¢ A 157

(@ Note

MRENBEEARMFARER |

"behaviorName": "Authorization_failures_ML_behavior",

"trainingDataCollectionStartDate": "2020-11-30T14:00:00-08:00",

"modelStatus": "ACTIVE",
"datapointsCollectionPercentage": 35.464,
"lastModelRefreshDate": "2020-12-07T14:29:44.396000-08:00"

"securityProfileName": "security-profile-for-smart-lights",
"behaviorName": "Message_size_ML_behavior",

"trainingDataCollectionStartDate": "2020-11-30T14:00:00-08:00",

"modelStatus": "ACTIVE",
"datapointsCollectionPercentage": 29.332,
"lastModelRefreshDate": "2020-12-07T14:30:44.113000-08:00"

"securityProfileName": "security-profile-for-smart-lights",
"behaviorName": "Connection_attempts_ML_behavior",

"trainingDataCollectionStartDate": "2020-11-30T14:00:00-08:00",

"modelStatus": "ACTIVE",
"datapointsCollectionPercentage": 32.891999999999996,
"lastModelRefreshDate": "2020-12-07T14:29:43.121000-08:00"

"securityProfileName": "security-profile-for-smart-lights",
"behaviorName": "Disconnects_ML_behavior",

"trainingDataCollectionStartDate": "2020-11-30T14:00:00-08:00",

"modelStatus": "ACTIVE",
"datapointsCollectionPercentage": 35.46,
"lastModelRefreshDate": "2020-12-07T14:29:55.556000-08:00"

i
i
il
[3&
=
P
[
2
o
|
R
El
o‘}ﬂ:
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B M ML Detect R

EEBARN ML ERYWEEFETERTG2E  BUUEHRRERNFHANTAER. FHRFE
RUNATE AWS CLI PR R E R,

- FEEBEMEERATYME R, BEH list-active-violations 8%

aws iot list-active-violations \
--max-results 2

B

"activeViolations": []

HE , LA UBIREEERRMEA list-violation-events S IRETNAEER. THIE
FI5) 4 2020 £ 9 A 22 H 5:42:13 GMT | 2020 &£ 10 A 26 H 2020 5:42:13 GMT HiER=E
#,

aws iot list-violation-events \
--start-time 1599500533 \
--end-time 1600796533 \
--max-results 2

B

"violationEvents": [
{
"violationId": "1448be98c@9c3d4ab7cb9b6f3ece65d6",
"thingName": "lightbulb-1",
"securityProfileName": "security-profile-for-smart-lights",
"behavior": {
"name": "LowConfidence_MladBehavior_MessagesSent",
"metric": "aws:num-messages-sent",
"criteria": {
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,
"mlDetectionConfig": {
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"confidenceLevel": "HIGH"

}I

"suppressAlerts": true
},
"violationEventType": "alarm-invalidated",
"violationEventTime": 1600780245.29

"violationId": "df4537569ef23efblc@29a433ae84b52",
"thingName": "lightbulb-2",
"securityProfileName": "security-profile-for-smart-lights",
"behavior": {
"name": "LowConfidence_MladBehavior_MessagesSent",
"metric": "aws:num-messages-sent",
"criteria": {
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,
"mlDetectionConfig": {
"confidencelLevel": "HIGH"

iy

"suppressAlerts": true
iy
"violationEventType": "alarm-invalidated",
"violationEventTime": 1600780245.281

1,
"nextToken":
"Amo6XIUrsOohsojuIG6TuwSR3X9iUvH20CksBZg6bed2j21VSnD1uPlpfl1xkKX1+a3cvBRSosIBOXxFv4@QkMERYBkNnZ

vxabMe/ZW31Ps/WiZH1r9Wg7R7eEG1i591]/U0iBQ1McP/ht@E2XA2TTIvYeMmKQQPsRj/
eoV9j7P/wveu7skNGepU/mvpV@02Ap7hnV5U+Prx/9+iJA/341va
+pQww7 jpUeHmINOHwW4MqWOyY swORy3w38h0QWEpz2 xwFWAXAARxeIxCxt5¢c37RK/1RZB1hYqoB
+w2PZ74730h8pICGY4gktIxkwHyyRabpSM/G/f5DFrD905v8idkTZzBxW2jrbzSUIdafPtsZHL/
yAMKr3HAKtaABz2nTsOBNre7X2d/jIjjarhon@Dh91+8I9Y5Ey
+DIFBcqFTvhibKAafQt3gs6CUigHdWiCenfJyb8whmDE2qxvdxGE1GmRb
+k6kuN5jrZxxw959zfYDgRHv11iEn8h1qZLD@czkIFBpMppHj9cetHPVM
+qffXGAzKi8tL6eQuCdMLXmVE3jbqcIcjk9ItnaYJIi5zKDz9FVbrz9qZZPtZJFHp"
}
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MAREN ML B R

—BRE TN ML BRI EFFETERTE , ERUTUEFTRSHERERN ML THRENEEH
&, THEFERIAE AWS CLI HEHEREMRERN ML TARE.

- FEBTFRLMEBEEN MLITRERE , BFH update-security-profile i, T5IEEHI
S@EH security-profile-for-smart-lights REMRERNITE , FEABE—&TA
# confidencelLevel , WEUHMGIFTETARBE A,

aws iot update-security-profile \

--security-profile-name security-profile-for-smart-lights \
--behaviors \

"I{
"name": "num-messages-sent-ml-behavior",
"metric": "aws:num-messages-sent",

"criteria": {
"mlDetectionConfig": {

"confidencelLevel" : "HIGH"
}
},
"suppressAlerts": false
},
{
"name": "num-authorization-failures-ml-behavior",
"metric": "aws:num-authorization-failures",
"criteria": {
"mlDetectionConfig": {
"confidencelLevel" : "HIGH"
}
},
"suppressAlerts": false
},
{
"name": "num-connection-attempts-ml-behavior",
"metric": "aws:num-connection-attempts",
"criteria": {
"mlDetectionConfig": {
"confidencelLevel" : "HIGH"
}
},
"suppressAlerts": false
},
{
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"name": "num-disconnects-ml-behavior",
"metric": "aws:num-disconnects",
"criteria": {

"mlDetectionConfig": {

"confidenceLevel"” : "LOW"
}
1,
"suppressAlerts": false
I
Wi
{
"securityProfileName": "security-profile-for-smart-lights",
"securityProfileArn": "arn:aws:iot:eu-

west-1:123456789012:securityprofile/security-profile-for-smart-lights",

"behaviors": [

{
"name": "num-messages-sent-ml-behavior",
"metric": "aws:num-messages-sent",
"criteria": {
"mlDetectionConfig": {
"confidencelLevel”: "HIGH"
}
}
b
{
"name": "num-authorization-failures-ml-behavior",
"metric": "aws:num-authorization-failures",
"criteria": {
"mlDetectionConfig": {
"confidencelLevel": "HIGH"
}
}
},
{
"name": "num-connection-attempts-ml-behavior",
"metric": "aws:num-connection-attempts",

"criteria": {
"mlDetectionConfig": {
"confidencelLevel”: "HIGH"

w{AEEL CLI £/ ML Detect
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}I

"suppressAlerts": false

"name": "num-disconnects-ml-behavior",

"metric": "aws:num-disconnects",
"criteria": {
"mlDetectionConfig": {
"confidencelLevel": "LOW"

}I

"suppressAlerts": true

15

"version": 2,

"creationDate": 1600799559.249,
"lastModifiedDate": 1600800516.856

BB TR BRI E

BUERRERERLCER , B BEREREZERE R
« DRERENZRENHRRLE TR, Sl , eESBERVBRER

A .
T .

ERRERRY , FEA TS

aws iot put-verification-state-on-violation --violation-id 12345 --verification-
state FALSE_POSITIVE --verification-state-description "This is dummy description"
--endpoint https://us-east-1.iot.amazonaws.com --region us-east-1

BRECENNEERE

1. M create-thing-group ¥ , SFEEBEBERIMHEE. ETHEH S  RMSEILS

% ThingGroupForDetectMitigationAction BY ¥4 B¥4H.

w{AI#EE CLI A ML Detect
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aws iot create-thing-group —thing-group-name ThingGroupForDetectMitigationAction

B
{
"thingGroupName": "ThingGroupForDetectMitigationAction",
"thingGroupArn": "arn:aws:iot:us-

east-1:123456789012:thinggroup/ThingGroupForDetectMitigationAction",
"thingGroupId": "4139cd61-10fa-4c40-b867-0fc6209dcasd"

}

2. ETX, M create-mitigation-action S REBVEEEE, ETHEHF , RMASEY
A detect_mitigation_action HiEMEEE , BEAREAZEEDEZ IAM A1 ARN, Efitg
ERBENERNZBENSHE. ERHERT , RANERSEUEBIRM LB LN IEE
#8 , A ThingGroupForDetectMitigationAction,

aws iot create-mitigation-action --action-name detect_mitigation_action \
--role-arn arn:aws:iam::123456789012:role/MitigationActionValidRole \
--action-params \

{
"addThingsToThingGroupParams": {
"thingGroupNames": ["ThingGroupForDetectMitigationAction"],
"overrideDynamicGroups": false
}
}l
B
{
"actionArn": "arn:aws:iot:us-

east-1:123456789012:mitigationaction/detect_mitigation_action",
"actionId": "5939e3a30-bf4c-44bb-a547-1ab59ffe67c3"

}

3. ffR start-detect-mitigation-actions-task SN REEEBEEEETR, task-
id, target M actions RHENSE,

aws iot start-detect-mitigation-actions-task \
--task-id taskIdForMitigationAction \
--target '{ "violationlIds" : [ "violationId-1", "violationId-2" 1 }' \
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--actions "detect_mitigation_action" \
--include-only-active-violations \
--include-suppressed-alerts

"taskId": "taskIdForMitigationAction"

4. (BH) ZERGEEDITEWERBIERNT , BEMA list-detect-mitigation-actions-

executions 5.

aws iot list-detect-mitigation-actions-executions \
--task-id taskIdForMitigationAction \
--max-items 5 \
--page-size 4

B

"actionsExecutions": [
{

"taskId": "e56ee95e - f4e7 - 459 c - b60a - 2701784290 af",
"violationId": "214 fe@d92d2lee8112a6c¢cf1724049d80",
"actionName": "underTest_MAThingGroup71232127",
"thingName": "cancelDetectMitigationActionsTaskd143821b",
"executionStartDate": "Thu Jan 07 18: 35: 21 UTC 2021",
"executionEndDate": "Thu Jan 07 18: 35: 21 UTC 2021",
"status": "SUCCESSFUL",

5. (#F) £ describe-detect-mitigation-actions-task @R RENEEEBSETKEHIEE
E#o

aws iot describe-detect-mitigation-actions-task \
--task-id taskIdForMitigationAction

B
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{
"taskSummary": {
"taskId": "taskIdForMitigationAction",
"taskStatus": "SUCCESSFUL",
"taskStartTime": 1609988361.224,
"taskEndTime": 1609988362.281,
"target": {
"securityProfileName": "security-profile-for-smart-lights",
"behaviorName": "num-messages-sent-ml-behavior"
1,
"violationEventOccurrenceRange": {
"startTime": 1609986633.0,
"endTime": 1609987833.0
1,
"onlyActiveViolationsIncluded": true,
"suppressedAlertsIncluded": true,
"actionsDefinition": [
{
"name": "detect_mitigation_action",
"id": "5939e3a@-bf4c-44bb-a547-1ab59ffe67c3",
"roleArn":
"arn:aws:iam::123456789012:role/MitigatioActionValidRole",
"actionParams": {
"addThingsToThingGroupParams": {
"thingGroupNames": [
"ThingGroupForDetectMitigationAction"
1,
"overrideDynamicGroups": false
}
}
}
1,
"taskStatistics": {
"actionsExecuted": 0,
"actionsSkipped": 0,
"actionsFailed": 0
}
}
}

6. (BF) ZENMSEMBETKNBE  BFH list-detect-mitigation-actions-tasks

ADLA
AP o

WAAHEES CLI 62/ ML Detect 42
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aws iot list-detect-mitigation-actions-tasks \
--start-time 1609985315 \
--end-time 1609988915 \
--max-items 5 \
--page-size 4

B

"tasks": [
{
"taskId": "taskIdForMitigationAction",
"taskStatus": "SUCCESSFUL",
"taskStartTime": 1609988361.224,
"taskEndTime": 1609988362.281,

"target": {
"securityProfileName": "security-profile-for-smart-lights",
"behaviorName": "num-messages-sent-ml-behavior"

3,

"violationEventOccurrenceRange": {
"startTime": 1609986633.0,
"endTime": 1609987833.0
b
"onlyActiveViolationsIncluded": true,
"suppressedAlertsIncluded": true,
"actionsDefinition": [
{
"name": "detect_mitigation_action",
"id": "5939e3a0@-bf4c-44bb-a547-1ab59ffe67c3",
"roleArn": "arn:aws:iam::123456789012:role/
MitigatioActionValidRole",
"actionParams": {
"addThingsToThingGroupParams": {
"thingGroupNames": [
"ThingGroupForDetectMitigationAction"
1,

"overrideDynamicGroups": false

15
"taskStatistics": {
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"actionsExecuted": 0,
"actionsSkipped": 0,
"actionsFailed": @

}

7. (ER) ZEEECHEME/EELR , 55F A cancel-detect-mitigation-actions-task &%,

aws iot cancel-detect-mitigation-actions-task \
--task-id taskIdForMitigationAction

L7 i

i3

NN O

BHET & ¥4 AWS loT Device Defender & R BEB M A R

AWS loT Device Defender #EZZRMUEEHZLWE |, LIESE AWS loT EEMNERHFE/RFEER.
HNRBAIRE K RBEERSI9EASKRETER  EFFEESEEIERABEE R, ATHAVEED
ABEMEENRE  BRBRERIDG NN ESEFEELETSREANRES,

LU NERTREN R EERIIRFHRNEZRE, CHFNERRERRS O EANHEN
BRER , BeRANTERNERN s H. EEMERNTEB/BRE R  SINFERNER, EFUREED
Mg BHBREHENERT TR IO T ERNBHTE,

BH IR H

THIEEFHR N fE AR IRAE RIDFIRAHEI EE A F CLI Y Device certificate
expiring &, MREEEFEF —ERE , BLBELEEIMEESEHANERE , LU Device
Defender 1838,

£ T 5B R R E M IER B

« £ (AWS loT CorefiZ A B5rm) PE MMM CA BFE
s FRASHEEREREREEIAFRERE ELB 3 H | 8K days BEEREAS 1.

MREBRER CLI BAURE , FWALUTHD,

BET&M# AWS loT Device Defender %4 R AV BRI 5 K 44
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openssl x509 -req \
-in device_cert_csr_filename \
-CA root_ca_pem_filename \
-CAkey root_ca_key_filename \
-CAcreateserial \
-out device_cert_pem_filename \
-days 1 -sha256

EXRETRIIENERERER

TIERSEEAEEMEBRRRERINIRS K ELERURBFIESRNERRE., BLERMIP , HF
PEFRES  EARMNAXASEENESHERBENNINE. RASABEAREELRKERE

RiPE , PHIEREERTBE2R TSR,
1. BMELAedTHEEK , MEFTBHKERERETER.

7 AWS loT FIEAMWEALEM T , 2812 Defend (BHE) , ARAFIRIZE Audit (F&8). Results (&
®)o TE Audit Results (T4 R) HEHE L , iBZ Create (#11), Create a new audit (B F &)

HERNERR, #1F Create (B1I),

v Defend
Intro
Audit Non-compliant checks (1 of1)
Results
Schedules Check name Severity Non-compliant resources % Resources Mitigation

Action executions

Device certificate expiring Medium 2 1.03% Device certificate expiring &

Finding suppressions @

nnnnnn

REFEZERT , RATUAEIMEZERN 'RERRDEIH, FaK.

2. IEE BEMRREEA "REBENRIHY, TERAREES  RARMANARASETRESEE

Eﬁ%ﬁIjJ BEo

& Defend (BrE) THYARIZMH , FIE Audit (FE#) , R#E1EFF Finding suppressions (BRER

il )o £ Audit f|nd|ng suppressions (&% EZRERIF) EE L , #iZF Create (BII).

LLLLLLLL

CAs AWS loT Device Defender Audit Audit Finding Suppressions
Role Aliases
Authorizers Audit finding suppressions (0) infe m
v Defend
Resource identifier Check name Expiration date Description
Intro
Audit Create an audit finding suppression
Schedules
Action executions
Finding suppressions
EERATEITENRRBRER 45
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3. £ Create an audit finding suppression 2 &R BARMG)) RE L  BAFTEEEUTR
B

« Audit check (’e## %) : ZFIIEE Device certificate expiring , AAERRMEEM

FNERRE,
- Resource identifier (ERFEBIF) : BM@AREP —EESNHIEERBRREEZRCBBENEER
# 1D,

* Suppression duration (¥ HIFHER ) : HPIEE 1 week , IRERKMEENSI Device
certificate expiring BEREMNBERE

- Description (optional) (iR (EF)) : HPIFEHE , ERATERMENFLEZRERER.
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Create an audit finding suppression X

Suppressing an audit finding on a specified resource means that the finding related
to the resource for the specified audit check will no longer be flagged as non-
compliant.

Audit check

Device certificate expiring v

Resource identifier

Device certificate id

b4490bd64c5cf85182f3182f1c03e70017e483f17bc6c88beB8a37d3c84923e74

Suppression duration

1 week v

Description (optional)

Developer updates

s

HIERTELEMM 2R , B Create (BM), BEMY TREEAFRIH 2R , RMSEIAX
HiElE.

4. BACHHEF-—FEERNBKBRER  RERMAFTENHFE _EARENREERER. &FAT
DERESR 3 pEMANE—MF 5%, BERMABERATRNIT EET R,
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# Defend (F5 &) THZERZEF |, 1BEF Audit (FE#%) , REZIEFE Results (FER). 7E Audit results
(BRER) EEHL  BEEETSRERNER. A% , £ Non-compliant checks (T & HRBE)
TERER. ERMORMD , RMEHR "LERIFESIH, .

5. 7t Device certificate expiring (B RFENAEIE) EE L ,  Non-compliant policy (& R BUR)
TEEZFENHZRRGERZENRIFRMA, EE  BEF Actions (B11F) THXEE , REREER
RENHRRERNGERE. ERMNRAF , BMEEFE 1 week, E‘JL@?MFU%EM@?&FE{WE’\J
—#. 7 Confirm suppression (FEFE#I &) $R & L , #$F Enable suppression (BRI ),

£ 0T 175 aevice Ceruricates non-compuant

Start mitigation actions
Mitigation Suppress Finding
Consult your security best practices for how to proceed. You may want to: 1 week
1. Provision a new certificate and attach it to the device.
2. Verify that the new certificate is valid and the device is able to connect.

3. Mark the old certificate as "INACTIVE" in the AWS loT system using UpdateCertificate. 2 months
4. Detach the old certificate from the device. (See DetachThingPrincipal).

1 month

6 months

Indefinitely

Non-compliant certificate (2)

1

Finding Reason Expiration date Device certificate
Certificate is past March 05, 2020,
o 28022a890964e991852¢79a28a83eb89 wertiticate Is p €7691e63930ec53d4cb9a9810db34d8d802db9686Fd21540422287429a29b61
its expiration. 10:11:57 (UTC-0600)
dc9b109c705ed7e68588bc54eef86F1c Certificate s past February 27, 2020, b4450bd64c5cf85182f3182f1c03e70017e483F17bc6c88be8a37d3c84923e74
its expiration. 22:03:46 (UTC-0600)

HEEN TREERBERNFZE , RASBIRDEE, RE  EMEEKERERSHINF 1
B, MEMANFAZASEEMRBREBESHERATR

T EREEAEEBHRERENIRS L ERIBETESRNERRE, EHERFIF ?Jzﬂ’ﬂ,m%r
BD  ARRMNRABASEEASSEREENTIIE. RMASABRELERERGERDH
PRIt EZERTRERFER.

EMEHALLT CLI 85,

» create-audit-suppression

» describe-audit-suppression

update-audit-suppression

delete-audit-suppression

list-audit-suppressions
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1. FBEATISTRBAEK,

aws iot update-account-audit-configuration \
--audit-check-configurations "{\"DEVICE_CERTIFICATE_EXPIRING_CHECK\":{\"enabled
\":true}}"

B

W\ 0

2. FEATHHSHRHMITHE DEVICE_CERTIFICATE_EXPIRING CHECK R ESRABENFEER
o

aws iot start-on-demand-audit-task \
--target-check-names DEVICE_CERTIFICATE_EXPIRING_CHECK

B

"taskId": "787ed873b69cb4d6cdbae6ddd0d6996c5"

3. f#H describe-account-audit-configuration R RFEZEE, BMEERFZESHEK
DEVICE_CERTIFICATE_EXPIRING_CHECK WiERZE,

aws iot describe-account-audit-configuration

Wil
{
"roleArn": "arn:aws:iam::<accountid>:role/service-role/project",
"auditNotificationTargetConfigurations": {
"SNS": {
"targetArn": "arn:aws:sns:us-east-1:<accountid>:project_sns",
"roleArn": "arn:aws:iam::<accountid>:role/service-role/project",

"enabled": true

iy

"auditCheckConfigurations": {
"AUTHENTICATED_COGNITO_ROLE_OVERLY_PERMISSIVE_CHECK": {
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"enabled": false

.

"CA_CERTIFICATE_EXPIRING_CHECK": {
"enabled": false

},

"CA_CERTIFICATE_KEY_QUALITY_CHECK": {
"enabled": false

.

"CONFLICTING_CLIENT_IDS_CHECK": {
"enabled": false

},

"DEVICE_CERTIFICATE_EXPIRING_CHECK": {
"enabled": true

.

"DEVICE_CERTIFICATE_KEY_QUALITY_CHECK": {
"enabled": false

},

"DEVICE_CERTIFICATE_SHARED_CHECK": {
"enabled": false

.

"IOT_POLICY_OVERLY_PERMISSIVE_CHECK": {
"enabled": true

},

"IOT_ROLE_ALIAS_ALLOWS_ACCESS_TO_UNUSED_SERVICES_CHECK": {
"enabled": false

.

"IOT_ROLE_ALIAS_OVERLY_PERMISSIVE_CHECK": {
"enabled": false

},

"LOGGING_DISABLED_CHECK": {
"enabled": false

.

"REVOKED_CA_CERTIFICATE_STILL_ACTIVE_CHECK": {
"enabled": false

},

"REVOKED_DEVICE_CERTIFICATE_STILL_ACTIVE_CHECK": {
"enabled": false

.

"UNAUTHENTICATED_COGNITO_ROLE_OVERLY_PERMISSIVE_CHECK": {
"enabled": false
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DEVICE_CERTIFICATE_EXPIRING_CHECK FEZ%EH true —{E,
4. A list-audit-task #RiEBI E 5T R FEZTTE

aws iot list-audit-tasks \
--task-status "COMPLETED" \
--start-time 2020-07-31 \
--end-time 2020-08-01

B
{
"tasks": [
{
"taskId": "787ed873b69cb4d6cdbaebdddd6996c5",
"taskStatus": "COMPLETED",
"taskType": "SCHEDULED_AUDIT_TASK"
}
]
}

WELSER 1 PHEITH taskId % , HEBEM taskStatus FEA COMPLETED,

5. f{#H describe-audit-task a5 , EiBR BT — BT BN taskId BH |, 2RENE B R FEXZ A EEAH
BF. oo HERNEFAENA,

aws iot describe-audit-task \
--task-id "787ed873b69cb4d6cdbae6ddd06996¢c5"

B

"taskStatus": "COMPLETED",
"taskType": "SCHEDULED_AUDIT_TASK",
"taskStartTime": 1596168096.157,
"taskStatistics": {
"totalChecks": 1,
"inProgressChecks": 0,
"waitingForDataCollectionChecks": 0,
"compliantChecks": 0,
"nonCompliantChecks": 1,
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"failedChecks": 0,
"canceledChecks": @

}I

"scheduledAuditName": "AWSIoTDeviceDefenderDailyAudit",
"auditDetails": {

"DEVICE_CERTIFICATE_EXPIRING_CHECK": {

"checkRunStatus": "COMPLETED_NON_COMPLIANT",
"checkCompliant": false,
"totalResourcesCount": 195,
"nonCompliantResourcesCount": 2

6. A list-audit-findings W HREBRFERNEE ID , UERMIUEFLERNELE R,

aws iot list-audit-findings \
--start-time 2020-07-31 \
--end-time 2020-08-01

"findings": [
{
"findingId": "296ccd39f806bf9d8f8de20doceb33al",
"taskId": "787ed873b69cb4d6cdbae6ddd06996c5",
"checkName": "DEVICE_CERTIFICATE_EXPIRING_CHECK",
"taskStartTime": 1596168096.157,
"findingTime": 1596168096.651,
"severity": "MEDIUM",
"nonCompliantResource": {
"resourceType": "DEVICE_CERTIFICATE",
"resourceldentifier": {
"deviceCertificateId": "b4490<shortened>"
},
"additionalInfo": {
"EXPIRATION_TIME": "1582862626000"
}
},

"reasonForNonCompliance": "Certificate is past its expiration.",

"reasonForNonComplianceCode": "CERTIFICATE_PAST_EXPIRATION",
"isSuppressed": false
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},
{
"findingId": "37ecb79b7afb53deb328ec78e647631c",
"taskId": "787ed873b69ch4dbcdbae6ddd06996c5",
"checkName": "DEVICE_CERTIFICATE_EXPIRING_CHECK",
"taskStartTime": 1596168096.157,
"findingTime": 1596168096.651,
"severity": "MEDIUM",
"nonCompliantResource": {
"resourceType": "DEVICE_CERTIFICATE",
"resourceldentifier": {
"deviceCertificateId": "c7691<shortened>"
},
"additionalInfo": {
"EXPIRATION_TIME": "1583424717000"
}
},
"reasonForNonCompliance": "Certificate is past its expiration.",
"reasonForNonComplianceCode": "CERTIFICATE_PAST_EXPIRATION",
"isSuppressed": false
}

7. £ create-audit-suppression 8 , RINFHIFEER/F (ID & c7691le<shortened>) Z
DEVICE_CERTIFICATE_EXPIRING_CHECK &M EH , BER 2020-08-20,

aws iot create-audit-suppression \
--check-name DEVICE_CERTIFICATE_EXPIRING_CHECK \
--resource-identifier deviceCertificateld="c7691le<shortened>" \
--no-suppress-indefinitely \
--expiration-date 2020-08-20

8. ¥ list-audit-suppression % , RIEFREXIDFIERE , YEESEBRIFINFAER.

aws iot list-audit-suppressions

B

"suppressions": [

{
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"checkName": "DEVICE_CERTIFICATE_EXPIRING_CHECK",
"resourceldentifier": {
"deviceCertificateId": "c7691e<shortened>"

I
"expirationDate": 1597881600.0,
"suppressIndefinitely": false

}

}

9. update-audit-suppression IS AT LAREFHEZBBRLE RN, THEHIEH expiration-
date A 08/21/20,

aws iot update-audit-suppression \
--check-name DEVICE_CERTIFICATE_EXPIRING_CHECK \
--resource-identifier deviceCertificateId=c7691e<shortened> \
--no-suppress-indefinitely \
--expiration-date 2020-08-21

10. delete-audit-suppression 5% A LA RBBRIEM B IR RN E,

aws iot delete-audit-suppression \
--check-name DEVICE_CERTIFICATE_EXPIRING_CHECK \
--resource-identifier deviceCertificateId="c7691e<shortened>"

EEMRMER , 5B5FE A list-audit-suppressions &5

aws iot list-audit-suppressions
B

{

"suppressions": []

}

EAHEBRED  RMCERINAIME £ AT CLI F8 Device certificate expiring B2,
MERKBRRZRNFNFRES , F28H BERERERDH
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e

AWS loT Device Defender ZEEFIRFREEHBANRERBR , MERZEMERECHM. B
BRI BB SEREMRARZEMEEERRNFIBERNT—HIER (W, SEEEFERERNE .
FEAF —BAREFNALEHNZAEGREENER ZBZFFTER), EUUARBEEANTER FEFER
) MEHFFEHAT (HIERK).

AWS loT Device Defender B EHIT—HBALEEZNRE , LERER loT Z2REBKUREER
He AAEENREEFINBRSEEZALEEREENREHFERNTT., 2EF7HEE (X.509
BR) , RGBSR EBEENERTHINER.

b ER

BEBREMHELESACEINTESRABTERMEEHNVEEER , URERNIEERE,

BE

BALBEMNTERARZRESIREERRIENEE, REAEBEUTREEALIERE
B, W EFARNEREHRER DT ERFNHRHENEE,

ot

ERLBENNTERERKRETELREREMRCRETRIHENHERRE, RREM
B—& A SREMAEEETRESALIFNEZHENEE. T8 A SEREMBAEEEEHIUR
M. EMTRFERKIE, ARABIBERE.

th
BALBEMNTEARKRESSRFTEIZNEE , FAFRERENEHEN -, F&RE
HBENREEXEHNRESE  fJINARZSMRG R EEKY I FE, J_‘tbF'EJmEHJ—I
BEEALTERELFHREFNENEE , B TRSEERBDEETR.

&

EALBEMNTERAREZREEERTZERABREINZRIEE, HACHUEIEHEC
ERAENEEHE 193_“5’&'5—}%‘5%*&35 ATRA, BRBREMBE-&  ERELEES
iR FRAKERENEHEN —
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RED R

BETHBUHTHRERERE  F26H BERE. IFEARERZRBEENEEER

Service Quotas,
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EERMARER  ERREEVEIFK, IRENIRFHPEAEERFTERE  BEELEKA
BER  ZREFRTREE —REBELEER.
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ERPRERTENTE CA BERRE

EA R E BB AT A EEERBTE CA RDEFEATHNHEBRERRE.

It EE LA INTERMEDIATE_CA_REVOKED_FOR_ACTIVE_DEVICE_CERTIFICATES_CHECK H3R7E
CLI 1 API 1,

BEY - B
AR
HUMERRTARE , KEERTIRRENRE

+ INTERMEDIATE_CA_REVOKED_BY_ISSUER

RTEEREE

FERHPRERRNPE CA BBERRESTIERENEBNEMEMRE , FERYE AWS loT Core B2
BRERPRERENTHEZE CA BE CAEPEDIHEA

EREN T CA TIEBAREE CA #EPNE[ CARKERRE., EHE CARE R , MEHFEN
KERNSHEAL CA BREENEE , THREERZERE,

WM& E &
AR CA BRBEANEEREIMEE. (KBEANZEHREERRBER L, BUREEAE .

1. AZRENEEMBEHTRE CA HENHERE.
2. BRI BEENELENFERELBRERETER.
3. £ UpdateCertificate , 7 AWS loT F A ERFEE R~ A REVOKED, &t o] AERREITE !
« £ UPDATE_DEVICE_CERTIFICATE BB ITHIRERERREENEE,
- £ ADD_THINGS_TO_THING_GROUP #%f#1T Eh 2R 7 18 #& B 2| 42 vl LABRER 1T Eh AV B 4EL
- MREEEEBFTEELLEFE Amazon SNS AL , A PUBLISH_FINDINGS_TO_SNS #Ef#E)
(=
- BETHE CA BREREENEEREBTMED , LEREBETATEELFEAEAXBRE
THEBERBHE., B LUEA ListRelatedResourcesForAuditFinding 3 i CA BN EEBE |
AR f# A UpdateCertificate IR BB E

- REEPBMEBFE. (F52E DetachThingPrincipals )
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MEEZFMEN , 7SR EREE,

E#MER CA BEMAEAF,
BRESEMERRCHE , B AWS loT H{BERER R REE,

LB EE& L REVOKED_CA_CERTIFICATE_STILL_ACTIVE_CHECK H3R7E CLI % API /,
BEX : ER

FHEA

BEREMEREERTHRERENBREMRBETRICACHER , 87 AWS loT R{HFREA
ACTIVE = PENDING_TRANSFER.

EHRERRTEANBERERERER  $2EQ TIIRERE

« CERTIFICATE_REVOKED_BY_ISSUER

RTEEREE

ERENEREREXERETEEARRERERE. TURREARMEEHE, MENKEANSHE
AEBRREMERRERENERTRIERRERE.

mAEEE

1. A UpdateCACertificate , £ AWS loT Hi§BEZEBBTEIZE RS INACTIVE, B LR
BT
« £/ UPDATE_CA_CERTIFICATE EBTERRZERREL ST,
« EH PUBLISH_FINDINGS_TO_SNS #EfZE)4E , E/EE T FELLE FE Amazon SNS

1]
i

MEEZHMENR , F2H BFEE.

2. RERRREHERRERRANEEREFMES , W& R E T 7] 587 bk b A 6 A i
BERTHEEERR., B LUMER ListCertificatesByCA JIHH CA ZEBNEBERE , URFER
UpdateCertificate i $5 5 ERE

EHEN CA BRNAER P, 58
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+ SEE S
HANEERRE

% {8 5 B 2% A Y E AR GE MR AV X.509 JBF R [E AWS loT BRaE,

L E &L DEVICE_CERTIFICATE_SHARED_CHECK H3R7E CLI #1 API /A,
BREM : A
&R

BT -HMoNBEERKRE  IREKEEERKEIREHITA 2 N ERBZH 31 RAKEFAN
EEBRENAFI ID. BAHRERER , REGEFR LAEKRBTH 2 NREHEZBTERERS
Bl 2 /NFRVER, MRRARENHBERIERUESLERR , FEEARLTERABERED

ﬁﬁ:ﬁ%o

ENBREREFARNEER , S2EETIERRE

+ CERTIFICATE_SHARED_BY_MULTIPLE_DEVICES

A EREEEINERTSHEREN ID. AFREASENER ID MER/ DB, RIENE
REuH .

AUTBEEREER

BEKXEREGH -KBEUL AWS loT #1TRE. EZEREFAHREBER K EWRRTIRECHE
AR, HED A eERERmE - S RERK.

W& E e

BRLESESEIAERR. ECERR , KBENRZEUHREERREBE L.

MRACESHLELERAANER  LAREE .

1. HEFHN. H—NER , WETMEEIISEEE.

2. BN BRAMBLKENFEHAELERRETER.

3. £/ UpdateCertificate , 7 AWS loT RS EBEIERA REVOKED, &t o] LAE A E BB R T
THIEE -

« £/ UPDATE_DEVICE_CERTIFICATE EB{TERRZERRELLEE,
« £/ ADD_THINGS_TO_THING_GROUP #Ef#%1T Bh 2R 3718 &t & B /& ] LUK EVIT B AV B$4H .

HANKERRE 59


https://docs.aws.amazon.com/iot/latest/apireference/API_UpdateCertificate.html

AWS loT Device Defender AWS IoT Device Defender B A E15F

- MREEEEBETOFELLERE Amazon SNS AL , = PUBLISH_FINDINGS_TO_SNS {Ef# S
=N

MEEZHMER  F2HE BRI E.
4. RBEREIHERE.

KE ’Ejﬁﬁiﬁnng

AWS loT EFEESMBEMEA X.509 BEMN TLS XE S EBFZIRE AWS loT AEREERNETR
EH, CEBREREBRIERENEBBESATE AWS oTIREFEREM , RESREFERATM,. EFMEL
BEE , AWS loT SHELERIZ A TERANGTHERE, ELBREITHE

- EXERERWERN,

- EAXERFANEISFREENEE,

- X ENATEEERPER (RS2 , efMREEH).

- ENMBRS/ARPMLBRFEMERNDNTR (EA RSA &8 , AR 2048 (L TTHRE K),

REERESRATIIENANE , RKARENNESRRE

-« CVE-2008-0166 - & R & 27 Debian X R# LEMA OpenSSL 0.9.8¢c-1 LA LEFEIB
0.9.89-9 A EL TR, ELRZAH OpenSSL EARBKAFELRS  EXARANETF , BERK
WEEERZFHMESRETR T AIRE,

« CVE-2017-15361 - @EREEMEA Infineon FERFAEA (TPM) HRFH Infineon RAS X E
1.02.013 E4 £ , £l 0000000000000422 - 4.34 2 BIKKRA, 000000000000062b - 6.43
BIEYRRZS , LA 0000000000008521 - 133.33 Z RIMIARAS, HIERXNETERE RSA £8EE |
FREEFRASEBEENEITH—LMBRBMES, TEENENEHIIERE TPM1.2 8
BitLocker, YubiKey 4 (4.3.5 2 &i) PGP £$8%&E 4 , AKX Chrome EE£ R KPR IREVE A EE R INZ
mﬁm

AWS |loT Device Defenderfl RBFHE L BBAIR , Bl S ELEBRBEATER.
HHZEE Ll DEVICE_CERTIFICATE_KEY_QUALITY_CHECK HIR7 CLI # API &,

BEM : @

REBFSHMME 60



AWS loT Device Defender AWS IoT Device Defender B A E15F
FHHERA

Lt EEAR ACTIVE 2 PENDING_TRANSFER W E B,

ERERRTARANBRE , BEELRTIRERLE

+ CERTIFICATE_KEY_VULNERABILITY_CVE-2017-15361
« CERTIFICATE_KEY_VULNERABILITY_CVE-2008-0166

BAEBECEREE
EHECEHASSHENERE K NEENLUESS /IS,
g IE®

EHENRERE , UK ER S HMBHNER
MREEAMEENEREZEEEL , BUREE

1. HEFN, H—HNER U TCHEEISEEE,

2. BRFBEENELENFEAELBRETER.

3. i£A UpdateCertificate , 7 AWS loT R ERFE IR ~4 REVOKED., ZW A LAEREMBETE :
- £ UPDATE_DEVICE_CERTIFICATE R TEIRRERRELENRETE,
- £ ADD_THINGS_TO_THING_GROUP #&f#1T Eh 2R #7 18 #& B 2| 42 vl SABRER 1T Eh AV B 4H.

- MREEEEBETEFELLE R Amazon SNS SAE , = PUBLISH_FINDINGS_TO_SNS iEf# 5
=N

MEEZFHMENR , F2E EREE,
4. RBEREDHERE.

BRERERERESRME

AWS loT ZEFBEESMEMEA X509 BEMN TLS XE S BFRE AWS loT AEREBEERNETR
FH, CEREREBREEENBRMSATE AWS loTRFHEM , RESFREFERATM, E3MEL
BREE , AWS loT SYHELEBRITERNGITHERE |, 8 :

- BREEAEHNEN,
- BEEHAERPEA @S2 , KiBH).
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- HMBSW/AKPMFEFRFEKRNPTR (BFAH RSA iR , BHER 2048 U THE K),

RERESRATIEARNE , RAREHNESRRE

- CVE-2008-0166 - BZ 2% B 7F Debian BEE R L # 8 OpenSSL 0.9.8¢c-1 L H{EFEE
0.9.89-9 MIRAELEI8, BELMAMN OpenSSL FRHBKEBFELS  EXETRINEE , Fi2K

REEERFEHMBESWETROFIRE,

« CVE-2017-15361 - @ER B EMEMA Infineon FRFAEME (TPM) HEHH Infineon RAS B E
1.02.013 E4<£48 , £l 0000000000000422 - 4.34 2 HIKKRA, 000000000000062b - 6.43
BIAYARAS , BAR% 0000000000008521 - 133.33 ZBIMI MR, ZEXNETERE RSA 28EL
FREEFRASEBEENEITH—LEMBRBMES, TRENENEHIIERE TPM12 8
BitLocker, YubiKey 4 (4.3.5 2 8i) PGP £$8%&E 4 , LAK Chrome EE R HIREVE A& E R IR

IjJ Beo

AWS loT Device Defenderfl RBF L BB A , Bl S ELBEREATER.
b EE L CA_CERTIFICATE_KEY_QUALITY_CHECK tHIRTE CLI #1 API &,
BREM : BR

AAEER

Lt & @AM ACTIVE = PENDING_TRANSFER KB & B EMEERH.
EUBRERRTEAANBER , KEEETIRERRT

« CERTIFICATE_KEY_VULNERABILITY_CVE-2017-15361
« CERTIFICATE_KEY_ VULNERABILITY_CVE-2008-0166
ATEECREE
FEALERERELEERRXENTEEETESERNLTERE.,
WM& E &

1. £/ UpdateCACertificate , £ AWS loT F i BR R E#BBI/ER S INACTIVE, &

BERTE -
« £/ UPDATE_CA_CERTIFICATE BB TEBIRKERRELNEE,

th B] BAfE A

BRRENERRSARE
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- MREEEEBETOFELLERE Amazon SNS AL , = PUBLISH_FINDINGS_TO_SNS {Ef# S
=N

MEESFHMEN , F2E Bk

2. RERRREHERRERRANEEREBEMES , W& R E A7 s 7L bk b A £ A
ZBRBBITHNEERE. (£ ListCertificatesByCA ¥ CA HEBMNEBR/E , URFEH
UpdateCertificate 5% B RHF. )

RERFEH Cognito ABIBEERR

T B AR REERFEHY Amazon Cognito S0 EEAGRBRERNEE , HATCEREHTUTEM
AWS loT B)MERIEET :

. EEREZE.

. ERMAEEER,

. EEEWATHEBNERRER.

B BATERTEZNER EHTUT AWS loT BN :

. A MQTT &, RARTHRENEE (SEYTREBATER).

. B AP A TEMRERY T REBATER,

TS , EAKIERE Amazon Cognito & 5 B A BB A0 5 B fEx 05 2 R A0S 7 JR 2 5 AT BY
BRI MQTT £ | REA AP &4 RERAS RS T REBRTERBEW RS,

B EELL UNAUTHENTICATED_COGNITO_ROLE_OVERLY_PERMISSIVE_CHECK HIR7E CLI f API
Ho

BREM : B
FHAIERA

¥ E , AWS loT Device Defender €F&# P8 Amazon Cognito & 7 EEBEREHITRIMN 31 X
AAREREE AWS loT ABRERER. BRI EPTE Amazon Cognito & 7 & 12 2 5 5 S AR KERFE W
Amazon Cognito & 72 & [EE#R .

ERBERRARSHRKREMEMN Amazon Cognito FPEEAGEK , KEEETIIRRN
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* ALLOWS_ACCESS_TO_IOT_ADMIN_ACTIONS
* ALLOWS_BROAD_ACCESS_TO_IOT_DATA_PLANE_ACTIONS

RTEEREERE

HARERFNERAERRCBS 5 HF , BIEB S5 BRER Amazon Cognito H 7 HLEHEREKXEG
%, IRRERBHSDEIIAR , AUUAERAEESFERRFRE. MRERIEFSFRBRAER.
RE , BERZHNEFNRERE , CANFRSEIBIRFRAMARENE FHNER. AU/
EHEAETRAREHRZEREES/E DDOS WEHNF L,

WEIEE

BT RERERN Amazon Cognito S EEAECHNBREEREEETKEERFIEN LT, &
BRYITER

1. BAFNERAE,

2. B3I Amazon Cognito 7 & E , WEEEZESHAE,

3. RN T 2 W AFEL AWS loT AEAFHHEE,

4. BBTEHRE , BEFAACEEZERATSHRMN Amazon Cognito 5 &E[E,

IS AERRERTE

« £/ PUBLISH_FINDINGS_TO_SNS #EfZ & , B 55T EIELLEE Amazon SNS AL,

MEEZFMENR , FBR EREE,
BESEIH

BUR AWS loT API EMER REEFE R4+, MITELBMERIFT I FERELZEB RIEERFH Amazon
Cognito 7 K EEZENEE :

* AddThingToThingGroup

* AttachThingPrincipal

* CreateThing

* DeleteThing

* DetachThingPrincipal
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* ListThings

* ListThingsInThingGroup

* RegisterThing

* RemoveThingFromThingGroup
* UpdateThing

* UpdateThingGroupsForThing

REFANEMNACHTELEF  BIERE-—BRBRAA/TER.
ARMHEREN

LAUR AWS loT API EMERAREEI SR HE R, FEBRERFTR Amazon Cognito & 2 &K [EEER
HE K TEREEPITELEENTTT,

* DescribeThing

* ListJobExecutionsForThing
* ListThingGroupsForThing

* ListThingPrincipals

Example

- FEHR
JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "AllowIoTThingOperations",
"Effect": "Allow",
"Action": [
"iot:DescribeThing",
"iot:ListJobExecutionsFoxThing",
"iot:ListThingGroupsFoxrThing",
"iot:ListThingPrincipals"
1,

"Resource": [
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"arn:aws:iot:us-east-1:123456789012:thing/name-of-thing"
]
}

e

ENREBEHTIEENEME , BIEERRE—@EWH.

ﬁu

EEIEYH

FEB AR EETE Amazon Cognito B9 EEEZNEE , TEFREF ITRATIFELELGH P
R {EME At AWS loT API BifE, i&?ﬁm%ﬂaﬂuu MAREANERSEE , MASZBRERE
Amazon Cognito 7 & EEENEAERXEEEZNIRS,

IB/EME MQTT &

23EB AWS loT ASREBRERNEE MQTT AL , YEESFEAZABRATHZEE , EEEFE
BRI RAITIREE, EEBEE, [MNETE MQTT ABHFTNEBE |, BB EERML
FE%'JJE‘EEWE!ZDTFJ?/T :
EAR
- FER

arn:aws:iot:region:account-id:client/*

BRAZFR - REMKEEEE AWS loT,

arn:aws:iot:region:account-id:client/${iot:ClientId}

BRIE iot:Connection.Thing.IsAttached FEHRHRSIEHERES true , ENE R 5T a1 &
FHERFT %

- 8 :
JSON

{
"Version":"2012-10-17",
"Statement": [

{
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"Effect": "Allow",
"Action": [
"iot:Connect"

]I
"Resource": [
"arn:aws:iot:us-east-1:123456789012:client/
${iot:Connection.Thing.ThingName}"

1

BRSO HERFMANKERBETNEY, REREXESRE MQTT A F KA ANEER
BREEIEAMABBHYHEN | E—SREFFA,

E:&il
- RER
arn:aws:iot:region:account-id:topic/$aws/things/*/shadow/update
EARREEMEMERE ("=FBEERE) NPT
arn:aws:iot:region:account-id:topic/$aws/things/*
EMRKERN. EFIMEBREMRE (*=FBERE) NE T
- B
JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"iot:Publish"
]I
"Resource": [
"arn:aws:iot:us-east-1:123456789012:topic/$aws/things/
${iot:Connection.Thing.ThingName}/shadow/*"
]
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BERAKESERF N , EANGREAL FHEETENH B BERNEE.

AJ B
. REH
arn:aws:iot:region:account-id:topicfilter/$aws/things/*
EAREEAFMARETRREL FRNEBEE,
arn:aws:iot:region:account-id:topicfilter/$aws/things/*
BLREEGIMERE , BEA # EBRAF T,
arn:aws:iot:region:account-id:topicfilter/$aws/things/+/shadow/update
EARKEFINEMEKE (+=ERE) NETER,
- B8
JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"iot:Subscribe"
]I
"Resource": [
"arn:aws:iot:us-east-1:123456789012:topicfilter/$aws/things/
${iot:Connection.Thing.ThingName}/shadow/*",
"arn:aws:iot:us-east-1:123456789012:topicfilter/$aws/things/
${iot:Connection.Thing.ThingName}/jobs/*"
]

1
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}

ERAKESERF R , ERAESHHYHEBRANERNEKE |, LEEAR FHREREREME
BHEEER,

#U

arn:aws:iot:region:account-id:topicfilter/$aws/things/*

ERAFN , RAKREBREMRCTR TN EEZEKAL,

BRUBRY T REHES

REREHIT API BMENFF T A IS REERL FREBATERNBER , EZRBENERRH
ELEFE, ATR APl BE :

* DeleteThingShadow

* GetThingShadow

* UpdateThingShadow

* DescribeJobExecution

* GetPendingJobExecutions

+ StartNextPendingJobExecution

* UpdateJobExecution

Example

- RER
arn:aws:iot:region:account-id:thing/*

EEEEETYH LATEENEE,
e :
JSON

I

{
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"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [

"iot:DeleteThingShadow",
"iot:GetThingShadow",
"iot:UpdateThingShadow",
"iotjobsdata:DescribeJobExecution",
"iotjobsdata:GetPendingJobExecutions",
"iotjobsdata:StartNextPendingJobExecution",
"iotjobsdata:UpdateJobExecution"

1,

"Resourxce": [
"arn:aws:iot:us-east-1:123456789012:thing/MyThingl",
"arn:aws:iot:us-east-1:123456789012:thing/MyThing2"

]

}
]
}

EREEEEMENHF LHTEENBFE,.

EEEN Cognito AEBERER

M INZRE 5 2 BB Amazon Cognito B2 EEAGRBRERNVEBER , RATREHITUT AWS
loT EJ'T’IEE'\Jn'th .

- EEFERIHF
- EEEYHTHENERRER,

RE , FACRETERZNEE LHITUT AWS loT BIERYRTH :

- BRRMHEEER.
- £ MQTT E£/BMAFTRAENEIE (SR FIERATER).
- £ APl S T EIRBE R FREBHITER.
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—fiRME , EAERRE Amazon Cognito D K EACERNKBERERZ R AIRBIEEDHE
BEEH , BANTESEN MQTT TEHER AP n T BRAE R F REBHITEREBNEEY
HEH,

LA EE LA AUTHENTICATED_COGNITO_ROLE_OVERLY_PERMISSIVE_CHECK H3R7E CLI # API
o

BREM: BE
AAAER

¥ B E , AWS loT Device Defender €F&# P8 Amazon Cognito & 7 EEBEEHITRIMN 31 X
AAREREE AWS loT ABRERER. BB EPTE Amazon Cognito & 7 &£ & 2 5 5 S AR KERFE W
Amazon Cognito & 72 & [EE#R .

EHRERN TSRS KT Amazon Cognito B EEA G | SEE T 5 REMRE

* ALLOWS_BROAD_ACCESS_TO_IOT_THING_ADMIN_READ_ACTIONS
* ALLOWS_ACCESS_TO_IOT_NON_THING_ADMIN_ACTIONS
+ ALLOWS_ACCESS_TO_IOT_THING_ADMIN_WRITE_ACTIONS

ABAEBEECEREE
MEERIFSHEIIAEG , NTUERACTESESRIESRE. MRERNESEFIBBELR.
& IE®

EEE 2 EFEH Amazon Cognito H 0 EEABHNBRERRERESTHAETHAENRLTT. ER
I EZ

1. BAFNERAE,

2. B3 Amazon Cognito 7 &E , WEEZEEHAE,

3. BB B 5 AT LUFEE AWS loT SUERAFNERE.

4. BEBETHE K BSACEEZEERATSHAM Amazon Cognito 5 EE,

IE BT SAMERRRTE -

« £ PUBLISH_FINDINGS_TO_SNS #EfZEiE , B ST EIELLE E Amazon SNS AL,

BEFEM Cognito ABIBEER 71



AWS loT Device Defender AWS IoT Device Defender B A E15F

MEFLHMET , B2 EREE,
EERIE R

T % AWS loT API Bi{ERREE Bk , R TEREEEEFEB2EFER Amazon Cognito &%
SEEELHTELFT .

E
¢

* AddThingToThingGroup

* AttachThingPrincipal

* CreateThing

* DeleteThing

* DetachThingPrincipal

* ListThings

* ListThingsInThingGroup

* RegisterThing

* RemoveThingFromThingGroup
* UpdateThing

* UpdateThingGroupsForThing

REFTNEIMACHTELEE  ERE-—BERFERATER,
BEEMH

#EIB 257 Amazon Cognito 7 K EEENEE | TEEREF I RETIEELEGT AT RIVEM
Hh AWS loT API BfE, ﬁTﬂ%ﬁ@E%%AmmmCmmw% T EEEZENEARERENIR
F LBEIEBNMAFEANERS KR,

AT ERER

T 5 AWS loT API Bl fEFZRBEEIHE R , Rt ERELEEEIR D HRE Amazon Cognito & 7 K EIE
BYEET-EERNYG EBTIELEHT

* DescribeThing

* ListJobExecutionsForThing
* ListThingGroupsForThing

* ListThingPrincipals
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- TEHR -

arn:aws:iot:region:account-id:thing/*

EREEEREEAYHEEHITEENEE,
- B/
JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"iot:DescribeThing",
"iot:ListJobExecutionsFoxThing",
"iot:ListThingGroupsFoxThing",
"iot:ListThingPrincipals"
1,
"Resource": [
"arn:aws:iot:us-east-1:123456789012:thing/MyThing"

EREEEEET —EYG ERTIEENBE
- B8 :
JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"iot:DescribeThing",
"iot:ListJobExecutionsFoxrThing",
"iot:ListThingGroupsForThing",
"iot:ListThingPrincipals"
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1,

"Resource": [
"arn:aws:iot:us-east-1:123456789012:thing/MyThing*"

EREHRN , ARNGEEREEEREFZSECANEABAFTR (), XARS T FREREENRS
BFERYAHER.

- FER
arn:aws:iot:region:account-id:thing/*

EMEEEEEMAYH LHITIEEWEE,
a1
JSON

I

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"iot:DescribeThing",
"iot:ListJobExecutionsFoxrThing",
"iot:ListThingGroupsForThing",
"iot:ListThingPrincipals"
]I

"Resource": [
"arn:aws:iot:us-east-1:123456789012:thing/MyThing"

AEEEEE —EYH LBITIEENEE,
R
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JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"iot:DescribeThing",
"iot:ListJobExecutionsFoxrThing",
"iot:ListThingGroupsForThing",
"iot:ListThingPrincipals"
]I
"Resource": [
"arn:aws:iot:us-east-1:123456789012:thing/MyThing*"
]
}
]
}

ERGHAN , RANKEEREEEREZRZAEABRAT (%), XARSH T FHEREENRSE
BFrEnYHER .

AIBY/BME MQTT &

BiEB AWS loT ASRERAEE MQTT AR , YRESEAXARRUMITASTEANEE , SEF
S W FIREMERHTIRE, REBERE, BAONFTEMQTT ASFFTNEEER , BRYREE
RINAPR HELBME M T AR

E R
- FER:

arn:aws:iot:region:account-id:client/*

BRAFR * REMEKEEEES AWS loT,

arn:aws:iot:region:account-id:client/${iot:ClientId}
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BR3JE iot:Connection.Thing.IsAttached fE&HRSIBPERES true , EHER LHIE 5
PNERFET

- &8 :
JSON

{
"Version":"2012-10-17",

"Statement": [

{
"Effect": "Allow",

"Action": [
"iot:Connect"

1,

"Resource": [
"arn:aws:iot:us-east-1:123456789012:client/
${iot:Connection.Thing.ThingName}"
]
}
]
}

ERAHESHAREZENKETBAAONEY , MFRGFRE - SRFFFINRE | B
MQTT AFmERANBRETEMMIERERRBHNYHANS.

arn:aws:iot:region:account-id:topic/$aws/things/*/shadow/update

EREEENEMERE ("= FRKE) N¥ T

arn:aws:iot:region:account-id:topic/$aws/things/*

EREBFNET/MBREMESE =FEEE) WE T,
=
JSON
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AWS loT Device Defender B3¢ A 157
"Version":"2012-10-17",

"Statement": [
{
"Effect": "Allow",
"Action": [
"iot:Publish"
1,

"Resource": [
"arn:aws:iot:us-east-1:123456789012:topic/$aws/things/

${iot:Connection.Thing.ThingName}/shadow/*"
]

ERAKESERAT T , ERANESEAL FHERIEY S BERNEE.
=

- FER:

arn:aws:iot:region:account-id:topicfilter/$aws/things/*

2

A

IREEAFMBRENRREL TREBEE,

arn:aws:iot:region:account-id:topicfilter/$aws/things/#

P g L

RIREEHIMERE , BEER # BRAF T,

arn:aws:iot:region:account-id:topicfilter/$aws/things/+/shadow/update

EREEERINTMNEE (+=FMEEE) WETEH,
- B8
JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
BEFEM Cognito ABIBEER
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"iot:Subscribe"

]I
"Resource": [
"arn:aws:iot:us-east-1:123456789012:topicfilter/$aws/things/
${iot:Connection.Thing.ThingName}/shadow/*",
"arn:aws:iot:us-east-1:123456789012:topicfilter/$aws/things/
${iot:Connection.Thing.ThingName}/jobs/*"
]
}

ERAKEEERFR , ERAEHHYHREBRANERNEKE , WIS FABERREME
HBEEEE,
230

FEMRERY T REHER

REREHIT API BENFAIUFISBRRER FREBHATENNEE , BERBENERRS
BLBE, LT E API B4

* DeleteThingShadow

* GetThingShadow

+ UpdateThingShadow

* DescribeJobExecution

* GetPendingJobExecutions

* StartNextPendingJobExecution

* UpdateJobExecution

g 45

- FER
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arn:aws:iot:region:account-id:thing/*

ENZEEEETAYH LATEENEE,
a1
JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"iot:DeleteThingShadow",
"iot:GetThingShadow",
"iot:UpdateThingShadow",
"iot:DescribeJobExecution",
"iotjobsdata:DescribeJobExecution",
"iotjobsdata:UpdateJobExecution"
]I
"Resource": [
"arn:aws:iot:us-east-1:123456789012:thing/MyThingl",
"arn:aws:iot:us-east-1:123456789012:thing/MyThing2"
]
}
]

L

E M EEBEEEMENH LHITIEENEIE.

AWS loT BIERIBE B

AWS loT BERIEHMNA T ARRRN A ZRE, CREF TR - ERZHREFEFER MQTT AR ,
FREF TR —ARZNREFNIERE FHNEBHTER.

—HRRER , REBRRERAEMBERERNFIET , Y EEHMEERTAFFNHEERD, EELEHN
RAT , ERAEBAFT Blg, ™) REEERNBERERA/ARRERIAIZRE,

HZEE Ll I0T_POLICY_OVERLY_PERMISSIVE_CHECK HIR{E CLI 1 API &,

AWS loT BUERBEER 79



AWS loT Device Defender AWS IoT Device Defender B A E15F

CERY
A&
HURERRATERMN AWS loT BKE , HEHETHRRERE

* ALLOWS_BROAD_ACCESS_TO_IOT_DATA_PLANE_ACTIONS

RTEEREE

B¥. Amazon Cognito 7Y 4 EEFEABEERNEE , IREARSXELNEM/IRS., HE
EUUFEACEEZERRBNRIERNENFIEEBNE . TRIEHHT. E , REETUEA
AR BEEZINEEHEBDEE DDOS HIEMN B ETHE,

M{AIE EE
EREA TSRS ETMMME S, MEBREREGCERTSRAMNBUER
1. £/ CreatePolicyVersion REV SR IBERAE ., #§ setAsDefault EERA true. (EELL

VR ABEARERAZRBRNIEER. )

2. £/ ListTargetsForPolicy BER{SBURFTMIMNEM BEBE (BE. WHEA) , URHEHEEED
EEREPSLEARIREE,

3. MBEPATEMHEMNEB TLLEEES| AWS loT, MREFEEBJMEERE  AERIERBERZAINRE |, &£
A SetPolicyVersion #FERBEERALEBRAE , BFTHE , REEH.

BT LAGE iR AR B 1E -
« E/ REPLACE_DEFAULT_POLICY_VERSION {EBTEIRIRRERREL LSBT,
- MRESEE/EBFTEELLEE Amazon SNS S5 , EA PUBLISH_FINDINGS_TO_SNS #EfZB)1E,

MEFESHMEN , B20 EMEHE,
5/ AWS loT Core IR EHLIBRESEZLBERHH AWS loT ER,

MQTT 7 d

5B AWS loT FLBRERIEE MQTT AL , YL BLEAZALRATHLHE , SEFRAE
YIRENERHITRE, REBEE, BAERTHMQTT ALHTHEE | EZREISEERMLL
RIS LB M AR -
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E R
- FER:

arn:aws:iot:region:account-id:client/*

ERFT * nETMEEEEE AWS loT,

arn:aws:iot:region:account-id:client/${iot:ClientId}

BRIE iot:Connection.Thing.IsAttached ERHGRSIEBPERES true , EHER L BIEHI

FHEBRAET %
=
JSON
{

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"iot:Connect"

]I
"Resource": [
"arn:aws:iot:us-east-1:123456789012:client/

${iot:Connection.Thing.ThingName}"

]

}
]

}

ERFASEOSREZMANKESBENTNER, RERRASHRE MQTT AFRFIANEER
BREEIESMABRBHYHRS  E—SRHFFT,

- TEHR -

arn:aws:iot:region:account-id:topic/$aws/things/*/shadow/update

EREEENEMERE (= EKE) N¥ T
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arn:aws:iot:region:account-id:topic/$aws/things/*

ERRKERN, ENRIMBREMERE (= FFEERE) KT

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"iot:Publish"
1,

"Resource": [

"arn:aws:iot:us-east-1:123456789012:topic/$aws/things/

${iot:Connection.Thing.ThingName}/shadow/*"
]

ERAKESERAT T , ERANESEAL FHERIEYH S BERNEE.

arn:aws:iot:region:account-id:topicfilter/$aws/things/*

S

A

IREEAFMBRENRREL FTREBKEE,

arn:aws:iot:region:account-id:topicfilter/$aws/things/*

BREEBIMNEE , EER # BRAF T,

arn:aws:iot:region:account-id:topicfilter/$aws/things/+/shadow/update

EUREERINEMERE (+=MAKE) W TEH

AWS loT BUERBEER
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- B8 :
JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"iot:Subscribe"

1,

"Resource": [

"arn:aws:iot:us-east-1:123456789012:topicfilter/$aws/things/
${iot:Connection.Thing.ThingName}/shadow/*",

"arn:aws:iot:us-east-1:123456789012:topicfilter/$aws/things/
${iot:Connection.Thing.ThingName}/jobs/*"

1
}

ERAKTEEAT L , EREHHYHEBANERNEKE |, LEEAR FHABIREETME
HHEEER,

B
- B8

arn:aws:iot:region:account-id:topic/$aws/things/*

EREGHN , AAKRBREMRCTR TN EEREKAL,

T NERBFTT

REKEHT API BMENFF AU FIRERRER FREBHITERNBER , BEREENERRS
BLEE, UTRE API B1E :

* DeleteThingShadow

* GetThingShadow

* UpdateThingShadow
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* DescribeJobExecution
* GetPendingJobExecutions
» StartNextPendingJobExecution

* UpdateJobExecution

g4

- FER

arn:aws:iot:region:account-id:thing/*

S

A EEEETMYH EEITIEENEIE,
G52
JSON

op

"Vexrsion":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"iot:DeleteThingShadow",
"iot:GetThingShadow",

"iot:UpdateThingShadow",

"iotjobsdata:DescribeJobExecution",

"iotjobsdata:GetPendingJobExecutions",

"iotjobsdata:StartNextPendingJobExecution",

"iotjobsdata:UpdateJobExecution™

]I

"Resource": [
"arn:aws:iot:us-east-1:123456789012:thing/MyThingl",
"arn:aws:iot:us-east-1:123456789012:thing/MyThing2"

E M REEEEEMENH L HITIEENEIE.
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AWS loT B3R A] BERR TE #H &R

BRI — IR ATREER E SHERAY AWS loT BUR, BRERRAVBUR (2RBRERNBGR) TREEHRZEMHE
| Flan R EFDERMNER.

AWS loT BURAIRER EHBRNMER —HE R , TRESHEAREEFNBRR 2R AAATREN
.

&SR L I0T_POLICY_POTENTIAL_MISCONFIGURATION_CHECK H3R7E CLI 1 API /i,
e

FHEA

BB E R TR REER AWS loT BURREE , AWS loT EEE T RERH

* POLICY_CONTAINS_MQTT_WILDCARDS_IN_DENY_STATEMENT
* TOPIC_FILTERS_INTENDED_TO_DENY_ALLOWED_USING_WILDCARDS

RTEEREE

REFRNBRARERSORERFBEHTRNFIMBIFRBER. BAEZREEEEBERX
FRFERFIERLELZERE,

ERERAXNESBRBRES MQTT BAF THEF

AWS loT BURHRERR EH RN RESHERIEEMALPEEE MQTT BAZF T (+ H #). AWS loT B
RFERERAFTLRARETS , B EFBEERER.

THEF EEFEBRBERFFER MQTT BAF T # RKIEBLETEE building/control_room MHEIHY
F&#E, A, MQTT EAFtE AWS loT BBRAFPXARERAEAFT T , BEELETE building/
control_room/datal,

AWS loT IR AIRERR ESE MR ESFERA R RNRE
POLICY_CONTAINS_MQTT_WILDCARDS_IN_DENY_STATEMENT JRiZECILBIR,

JSON

"Version":"2012-10-17",
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"Statement": [

{
"Effect": "Allow",
"Action": "iot:Subscribe",
"Resource": "arn:aws:iot:us-east-1:123456789012:topicfilter/building/
* 1
},
{

"Effect": "Deny",

"Action": "iot:Subscribe",

"Resource": "arn:aws:iot:us-east-1:123456789012:topicfilter/building/
control_room/#"

},
{

"Effect": "Allow",

"Action": "iot:Receive",

"Resource": "arn:aws:iot:us-east-1:123456789012:topic/building/*"
}

UTREMBRENBEREF, ZEFFAATE , BEFTE building/control_room/ ¥ F&E , thi&
EEWHE building/control_room/ FEEMAL,

JSON

"Version":"2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": "iot:Subscribe",

"Resource": "arn:aws:iot:us-east-1:123456789012:topicfilter/building/*"
}I
{

"Effect": "Deny",
"Action": "iot:Subscribe",
"Resource": "arn:aws:iot:us-east-1:123456789012:topicfilter/building/
control_room/*"
}I
{
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"Effect": "Allow",
"Action": "iot:Receive",
"Resource": "arn:aws:iot:us-east-1:123456789012:topic/building/*"

}I
{
"Effect": "Deny",
"Action": "iot:Receive",
"Resource": "arn:aws:iot:us-east-1:123456789012:topic/building/
control_xroom/*"
}
]
}

FTEGERGEEEBAFEABHF THHS

THIEHIBER S EFRHBIELER building/control_room/* XRIEABETRIER building/
control_room HEMNEE T8 , £E W LUEXETE building/# WWEER , WIBWAAERBHE
building #HEEEMAL , @3 building/control_room/datal.

AWS loT IR AIRERR EsE TS A R RNRE
TOPIC_FILTERS_INTENDED_TO_DENY_ALLOWED USING_WILDCARDS RAZEZLLBUER.,

THEFHBEEEZEWEBER building/control_room topics SAEMEFT :

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "iot:Subscribe",
"Resource": "arn:aws:iot:us-east-1:123456789012:topicfilter/building/
* 1
},
{

"Effect": "Deny",

"Action": "iot:Subscribe",

"Resource": "arn:aws:iot:us-east-1:123456789012:topicfilter/building/
control_room/*"

},

AWS loT BRI pEER E SR RR

87



AWS loT Device Defender AWS IoT Device Defender B A E15F

{

"Effect": "Allow",

"Action": "iot:Receive",

"Resource": "arn:aws:iot:us-east-1:123456789012:topic/building/*"
}

UTRERBRENBEREF, HEFFAUFE , BEETE building/control_room/ BFE&E , b
FEEWHE building/control_room/ FEEMAL,

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "iot:Subscribe",
"Resource": "arn:aws:iot:us-east-1:123456789012:topicfilter/building/
*n
},
{

"Effect": "Deny",

"Action": "iot:Subscribe",

"Resource": "arn:aws:iot:us-east-1:123456789012:topicfilter/building/
control_room/*"

}I
{
"Effect": "Allow",
"Action": "iot:Receive",
"Resource": "arn:aws:iot:us-east-1:123456789012:topic/building/*"
3},
{

"Effect": "Deny",

"Action": "iot:Receive",

"Resource": "arn:aws:iot:us-east-1:123456789012:topic/building/
control_room/*"

}

AWS loT BRI HEERE S5 52 88



AWS loT Device Defender AWS IoT Device Defender B A E15F

® Note
HREARESRERYUER. ERLTMEMAEHREENEER | U ERARKINFIRLERHER,

W& IE®

Jtl:’lﬁﬁﬁﬁnﬂ—I ERREHRVBUR , AT FERY, ERAERINEREEMRY , A2EMEEE
BEER,

B BUEE AT Z RS ER MM NE 4. WA FERHAERTSRNBUR

1. £/ CreatePolicyVersion REV EHRAIFBERE. #§ setAsDefault EERA true. (EFZELL
MR ABEARERAZRBRNAIEER, )

MESERERRGIEI AWS loT BERAVEES , 5528 (AWS loT Core R ASIER) SR/
A BRI,

2. RBATEMENEE T LUEEZE AWS loT, MRFEBELEE  AIBRIERBEZANERA , £
A SetPolicyVersion #4TERRBEKER A EBMRA , BFTHEK , AREH.,

BT LAE B R EE -
« £/ REPLACE_DEFAULT_POLICY_VERSION {EB{TEIRIRZERREL ST,

- MREEE/EBETOFELLEME Amazon SNS FAE , M PUBLISH_FINDINGS_TO_SNS #EfRE/E,
MEEZHMEN , F2H BFEE.

£/ (AWS IoT Core BE A BIER) T loT Core BEREHUBRESELZBRFH AWS loT ER.

ACRRBERR

AWS loT AR RH—EHE  BERREMEM X509 BENRYE AWS loT EITRE , ARMRE
AWS loT A& 5B IAM AEEEEH AWS BF. HERERIANSSE MR FEBRRE
EELBRNF, MRENBKEEFER  KURSHEACIIRREANKE., LEEKRETHE
R AWS loT e RANTRBIETTEBNRER.

MRFLBTHEP-—ERER , AEBERLRE
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https://docs.aws.amazon.com/iot/latest/apireference/API_CreatePolicyVersion.html
https://docs.aws.amazon.com/iot/latest/developerguide/pub-sub-policy.html
https://docs.aws.amazon.com/iot/latest/developerguide/pub-sub-policy.html
https://docs.aws.amazon.com/iot/latest/apireference/API_SetPolicyVersion.html
https://docs.aws.amazon.com/iot/latest/developerguide/iot-policy-variables.html

AWS loT Device Defender AWS loT Device Defender B8 A B8/
- BERESEENTREEBA®BIR (KW, "iot*", "dynamodb:*", "iam:*" £%) £EiBE—FEHFAEAN
AR

- BRAREEZEIHPBREREE, FHZRHIE AWS loT BifF , SUEZFEL AWS loT X
FHEEF.

- BERTWELENMLZSEZERL , HI0 "iam", "cloudtrail", "guardduty", "inspector" =%
"trustedadvisor",

I E &L I0T_ROLE_ALIAS_OVERLY_PERMISSIVE_CHECK HIRFE CLI F API 1,
BEM : EBA#

FAIERA

ERERRTERN loT XK , $EEETIRERRATR

+ ALLOWS_BROAD_ACCESS_TO_USED_SERVICES

* ALLOWS_ACCESS_TO_SECURITY_AUDITING_SERVICES

+ ALLOWS_BROAD_ACCESS_TO_IOT_THING_ADMIN_READ_ACTIONS
* ALLOWS_ACCESS_TO_IOT_NON_THING_ADMIN_ACTIONS

* ALLOWS_ACCESS_TO_IOT_THING_ADMIN_WRITE_ACTIONS

* ALLOWS_BROAD_ACCESS_TO_IOT_DATA_PLANE_ACTIONS

AtEECREE
BHRSTTRAALEBNTERELRENTT , AU R ELEEIASENIES AR,
WMEAMEIEE

BELT SRS EE M MELE, WAL EBT SRR

1. FEREAWS 0T Core BRI E (A BREETU AVS BHFHSHE , BERBNEEEREL
HABIE.

&R LAE R AR AR B

- MREEERBETE/ELALOFE Amazon SNS FAE , 55EH PUBLISH_FINDINGS_TO_SNS #Ef#1T
5,
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https://docs.aws.amazon.com/iot/latest/developerguide/authorizing-direct-aws.html
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NEESHMET,  BSH ERDE,
A5 & AT FEUK6E A B RS

AWS loT AR R —ElE  SEBEBMEM X509 BFERE AWS loT HITERE , AERNE
AWS loT &R ZHEBN IAM SEEESEH AWS BE ., VLELRRZEABTEEERAFZIBERRER
EELRENTT, MREWBERETER , SUXESEECZTIEBEREANKE, HERBETRE
R AWS loT AEFIAFMERNEREETEBRER.

NRACHNETEFNEFHEARAR AWS loT HEWRYE , AIgHZitesE, fln  BREREE
BEEN IAM ABEREEEZEBE—FEFHAAWS ocTHARRE , EMNEACHBRtERE
"iam:getRole" # "dynamodb:PutItem" B,

Lt EE L, TOT_ROLE_ALIAS_ALLOWS_ACCESS_TO_UNUSED_SERVICES_CHECK HR7E CLI 0
AP| A,

BEM : &
EFUE
ENREZHEFTESHELN AWS loT BURE , BSEE THRERRAE :

+ ALLOWS_ACCESS_TO_UNUSED_SERVICES

ARTEEREE

EHBTIRAIAEEMTEEFEMENRLERYE , SR EEEER ARKHIRS BB,
MAEEE

BREATIRUMEETAM MBS, YHRERECERTSRNBUK

1. BEBAWS IoT Core BRIBHE (£ BRHEETU AVS BHHNSH , BEBRWRFEREL
WABRIE,

IR LAE R AR AR B

- MBLEBEEBITEIELLEE Amazon SNS 5., 55EH PUBLISH_FINDINGS_TO_SNS #Ef#1T
5,
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MEELHMENR  F2H ERIE

BEREABRIIS I

BEREMERIKN 30 RAZHRETIH.

Lk EE L CA_CERTIFICATE_EXPIRING_CHECK H¥7E CLI #l API H,
BREM

BHE

Lt & @AM ACTIVE = PENDING_TRANSFER KB B EME RN,
EBREXRTEANTRBIERBERRRE , KEEQ THRENRS

+ CERTIFICATE_APPROACHING_EXPIRATION
+ CERTIFICATE_PAST_EXPIRATION

ATEEREE

BN EERELUBEERETEEANESZFINRERE.
WMAEEE

RSN EeMREBBU T BOIET, EAREE

1. [ AWS loT sEf#THY BRE REHRBEERE
2. BREUUERATBERERBBERBEFLERE,

3. £ UpdateCACertificate , 7£ AWS loT F#EREREMBERIFETS INACTIVE, &

BiEmEEREIT T 5 ENE -
« £/ UPDATE_CA_CERTIFICATE BT RRERREL LSBT,

A BAGE

- MREEEEBETOMELLE M Amazon SNS SAE , = PUBLISH_FINDINGS_TO_SNS iEf# 5

.
MEEZFHFMESR

nl‘ﬂ

25 BREE,

MQTT A Fim ID fHE R
% E SR HRNA S D B,

BREEREERESIIY
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https://docs.aws.amazon.com/iot/latest/apireference/API_UpdateCACertificate.html
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Lt EE Ll CONFLICTING_CLIENT_IDS_CHECK HIR4E CLI F1 API &,
BEM: 5§
HMER

ZEEZERERNA R ID #1TER , BN —ECERNEEED "HE, . MQTT BBERS
BRAFE IDAE—EEAPIRER , ALES —FAREEAEENA K ID ERE , nEde—ER
5 B B AR o

BT HoNEERRE  LRESEEERFiR ID ERZEKRZE 31 RANAIEHERE, BR
BREER , KRERSEFR LRERHMTHNER , URFRHTERRENKE. NRABRENHEB
ERMERUBDLERER , FEEMEER/ FEHURERSNAEBE,

ElRERRTARN , BEELETIRERLE

illl

« DUPLICATE_CLIENT_ID_ACROSS_CONNECTIONS

REEONNEREUISEARERZNAFiR ID. £5ETA ID MPERE, SOENERKESH.
RTEEREE
EAER ID WEESHEFBEMER , BURSEHEAASIRREELER,

ETEATEERLBHBRCEAR , MATHR DDoS HEN—B5, thTHREBNIESKE
RERSEERSRRTE , ¥ A5 EERNRHETHER.

WM& E e

£ AWS loT ¥ SERXEEMABRYG , YEANHRBRAZEEZENAF R ID. SEB MQTT
EERER , £/ UUID EMA R ID, SH A ERRETE

- MREEEEBETOFELLEE Amazon SNS SAE , M PUBLISH_FINDINGS_TO_SNS #EfRE{E,

NEELHMET  B2H ERDIE,
R ECNa I SR

KEBRRERENREPEABHRCEY. BRBIREREVUREARY 30 REIKS 3652
X (10 &) 2@ , BRES 30 X,

Lt E €L DEVICE_CERTIFICATE_EXPIRING_CHECK HIR7E CLI F1 API /1,
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BEN : &
AR

It EEAR ACTIVE 2 PENDING_TRANSFER W E B

ENBRERRTERNRERER , #EEDTIIRRNRE

+ CERTIFICATE_APPROACHING_EXPIRATION
+ CERTIFICATE_PAST_EXPIRATION

ATEERER
FTRERBHRNEBEE.

ERERIFBHRE
AT RS R AR ERBAAKBHNERELWEIRE, flm, MREVLEEREHRR 30 XA

HRKREEA , BUTURRTRTARERE !

{
"roleArn": "your-audit-role-arn",
"auditCheckConfigurations": {
"DEVICE_CERTIFICATE_EXPIRING_CHECK": {
"enabled": true,
"configuration": {
"CERT_EXPIRATION_THRESHOLD_IN_DAYS": "30Q"
}
}
}
}
mAEEE

BEHENEL M BEEET ROARIT, BALEE .

1. EFHN BB LA REEEBEE,
2. BRFBRAEXBEETHRER
3. A UpdateCertificate , 7 AWS loT FAERFEIZETA INACTIVE, B aJAFERZRRITE
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« EF UPDATE_DEVICE_CERTIFICATE EM{THIRZERRELLETE,
« £/ ADD_THINGS_TO_THING_GROUP #Ef## 1T Bh 2R 3718 & B B & ] LUK EVIT B AV B¥4H .

- MREEEEBETOFELLE R Amazon SNS FAE , = PUBLISH_FINDINGS_TO_SNS iEf#E)
=N

MEESFHMENR , F2E BFEIE
4. REEIHEBRE. (FF8H DetachThingPrincipal, )

REFRFRHARE

hREERESEREBRIFENMEAPRENRBARLERCEENREURFRESR. B riHERE
BT RBRAME , YERRBRNEE , BEREENENBEBARER , BHEEERRENERN
REZEM,

BEFENRERETURESRYD 30 XF/&Z 3652 X (10 F) 2@ , FHREA 365 Ko

L& &L DEVICE_CERTIFICATE_AGE_CHECK HIRFE CLI F1 API F1, Ltk ETEZRAEAMRE, B
B K

AAIERA

L EE AR ACTIVE 5 PENDING_TRANSFER W EBFE . ENRERRITEENEERFR
KeER TIRERRAE :

+ CERTIFICATE_PAST_AGE_THRESHOLD

REXEBRRFEHYRE

LA EARIBRBEN S EERESITERIRRIRZE , HEEMERE LEFRANTEMRE,
&I LAME A UpdateAccountAuditConfiguration API RERE L E, Hlin , MREEELERE
BEEAPIEIB 365 XEFWEIERE , ZAUKBTRARNBERS

"roleArn": "your-audit-role-arn",
"auditCheckConfigurations": {
"DEVICE_CERTIFICATE_AGE_CHECK": {
"enabled": true,
"configuration": {
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"CERT_AGE_THRESHOLD_IN_DAYS": "365"

ERSENEERIFNAERH,

ERENEERENAEES,

It E S LA REVOKED_DEVICE_CERTIFICATE_STILL_ACTIVE_CHECK H3R7E CLI F API /.,
BREM

AAEER

KEBECHE CAWSEHMEIBES |, BT AWS loT A RERA P,

Lt & @AM ACTIVE 5 PENDING_TRANSFER M # B&RH%.

ElBRERRTERAR  BEEETIRER

+ CERTIFICATE_REVOKED_BY_ISSUER

AHEEREE
LEFTFEERE K FNATEEAR. HRAHBRIEZR , £ AWS loT AATEEE RS CHE,
A& E T

BRRETBAERR. FLERR , KBENZEMSEEBRREEER. SUERAE

1. REEEMETNER,
2. R BRAENEEE T ARER,
3. £ UpdateCertificate , 7 AWS loT FASERFEE R A REVOKED, St o] AERARETE !
- £ UPDATE_DEVICE_CERTIFICATE BBRTBHRIEMERRELENEE,
- £/ ADD_THINGS_TO_THING_GROUP #Zf#1T B R %718 28 & 2| & ] AR ERAT BN AV B¥4E
- MREBEEEBFTEIELLEME Amazon SNS AL , EA PUBLISH_FINDINGS_TO_SNS #Ef# &
(=N
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MEESFHMEN , BF2E Bk
4. REEDHERE. (E% DetachThingPrincipalo )

EfF Mo

AWS loTAR7E Amazon CloudWatch B A Hik. EIRERTE V1 F V2 ie#.
L EE L LOGGING_DISABLED_CHECK H¥7E CLI Al API /1,

BEM K

FHEA

ELBRERRTEAK  SEERTIRRNHE

+ LOGGING_DISABLED

RITEEREE

CloudWatch 5 AWS loT B[t EE AWS loT ANITES , B0 BRF RN/ EZNPE
L—.I-ﬁbﬁEE/T %E‘:lE.A{xo

g IE®

EX A CloudWatch R HJ AWS loT B3%. 52 (AWS loT Core B A BIE™E) THICHEMNEE, &
WA LA REEITE :

« £ ENABLE_IOT_LOGGING BB ITEIRIRXERRELEWEF,
- MRESEE/EBFTEMELLEE Amazon SNS F5. , ZEA PUBLISH_FINDINGS_TO_SNS #EfZEB){E,

MEESFHMENR , B2 EREE,

L ATED
EEREMETE
{8 UpdateAccountAuditConfiguration BEMNIES R ERZRE. kHSTRALEEZAR

RENELRE., RERMBHUKKREF,

[SAEYERE- 97
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BMEIELEEE DescribeAccountAuditConfiguration,

£/ DeleteAccountAuditConfiguration MIBRFERERE, EREMEFTEEREE , Y ERHE
A& , AFEREERAEFA,

UpdateAccountAuditConfiguration

R IR S EREHERRE Device Defender KRR E. SREESFMAEERZEH , URBARER
LR ZRE,

BE

aws iot wupdate-account-audit-configuration \
[--role-arn <value>] \
[--audit-notification-target-configurations <value>] \
[--audit-check-configurations <value>] \
[--cli-input-json <value>] \
[--generate-cli-skeleton]

cli-input-json #3

{
"roleArn": "string",
"auditNotificationTargetConfigurations": {
"string": {
"targetArn": "string",
"roleArn": "string",
"enabled": "boolean"
}
},
"auditCheckConfigurations": {
"string": {
"enabled": "boolean"
}
}
}

cli-input-json #fz

=L Type R
roleArn string AER ARN &#F AWS loT &

|, AIESITRZEFEE
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=1

auditNotificationTargetConf
igurations

targetArn

roleArn

58

auditCheckConfigurations

58

Type
EE LR : 2048 : TBR : 20

R &

string

string
RE LR : 2048 ; TBR : 20
boolean

R &

boolean

DU
B, PR, BEMEAEED

MEE~A,

BFREERZBANEENE

A REB AL B2 ARN
(SNS X&),

REFFATHNAE ARN , BUEIX
BAEBRE.

HRIABHEBRZRAS True.

1B TE A IL iR B BUA A= A HRLE
EmmE, F£/H DescribeA
ccountAuditConfigu
ration EEFMTEREBE ,
HpaEBsie AN,

BEERIKRERREERAE
ERER ARG, EFERAR
B, BRlALESEHEN
EAUREE R = LA R

ERBEMEENERES ,
AIF g AmE, SH8AKR
BEENERMERRE , SHMER
BEMNEEARS,

£¥f UpdateAccountAudit
Configuration M —1@
o, EEALSE , B4A
EEES—ERANRE,

ERIIRFRALEZRE ,
Al True,

EERRRE
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7 Type
iHRE AR &¥

Lo

$5%

/|

InvalidRequestException

AR B HEN,
ThrottlingException

SRR RE

InternalFailureException

HBE AR AR IR

DescribeAccountAuditConfiguration

sH¥ R FEVS B 78 Device Defender R EMEF. HE
AmpLiEmE,

=

aws iot describe-account-audit-configuration \
[--cli-input-json <value>] \
[--generate-cli-skeleton]

cli-input-json #3

DU

(BR) BERZBRENE
ST#EAE | 570 CERT_AGE_
THRESHOLD_IN_DAYS

M CERT_EXPIRATION_TH
RESHOLD_IN_DAYS , &J&
BERMEEREBRFTEHM
BNA& B EAY 1R BE

HEFNMEERZEAN , UARBAZRE

EERRRE
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{

Type

{
}
B
{
"roleArn": "string",
"auditNotificationTargetConfigurations": {
"string": {
"targetArn": "string",
"roleArn": "string",
"enabled": "boolean"
}
1,
"auditCheckConfigurations":
"string": {
"enabled": "boolean"
}
}
}
CLI %ai M {u
=x
roleArn

auditNotificationTargetConf
igurations

targetArn

string

EE LR : 2048 ; TBR : 20

R &

string

DU

ABH ARN &F AWS loT &F
", ATESTRZEFEE
B, PR, BEMEAEED
MHEE~A,

f£¥f UpdateAccountAudit
e —1E

Configuration

o, FELBH

REH RS EERE BN
BENEH.

BEiEFEEA BE ARN
(SNS X ),

B

it}
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=1

roleArn

A

auditCheckConfigurations

A

#E R
ThrottlingException

EREREBRA,

InternalFailureException

H B AR AR IEER,

Type

string

RE LR : 2048 ; TBR : 20
boolean

R &

boolean

R

DeleteAccountAuditConfiguration

DU

REFIHNAE ARN , BUEIX
BHEBRR,

HRABHAZEBRRAR True.

ULk 5 BUA M E A B TE R
*ﬁﬁo

BRLERFRALERRE
E\U% True,

(ER) ARERERERMS
EARE , PIIREAFTHNESR
HERR , SRIERESIZEEAVIE N
Bl R B

$H¥ LIRS B Device Defender B RTERE. LW ANEMELERSHEMER , MATERERES

ERR/EM.
BE

aws iot delete-account-audit-configuration \
[--delete-scheduled-audits | --no-delete-scheduled-audits] \
[--cli-input-json <value>] \

[--generate-cli-skeleton]

EERRRE
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cli-input-json &=

"deleteScheduledAudits":

cli-input-json 1
=E

deleteScheduledAudits

Lo

7V

§RER

InvalidRequestException

AR AR BN

"boolean"

Type

boolean

ResourceNotFoundException

BEENERTFHE.
ThrottlingException

AR REIBRA

InternalFailureException

HE AR AR IER

ERKEE

£/ CreateScheduledAudit B —RZECHENERZ. iy
B UREFTELRZIWER,

DU

&5 true , RIMBRATAHEER
*g*y(o

S IEET

BHERBBERTH®R

%Ei1B ListScheduledAudits Hl DescribeScheduledAudit EBMEEENFER,

FFERKIBRE
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#EiB UpdateScheduledAudit 2FREMNEHENFERK , RiEB DeleteScheduledAudit #FH
I B

CreateScheduledAudit
B RIS ERE B RESITH E X,
BE

aws iot create-scheduled-audit \
--frequency <value> \
[--day-of-month <value>] \
[--day-of-week <value>] \
--target-check-names <value> \
[--tags <value>] \
--scheduled-audit-name <value> \
[--cli-input-json <value>] \
[--generate-cli-skeleton]

cli-input-json #3

{
"frequency": "string",
"dayOfMonth": "string",
"dayOfWeek": "string",
"targetCheckNames": [
"string"
1,
"tags": [
{
"Key": "string",
"Value": "string"
}
1,
"scheduledAuditName": "string"
}

cli-input-json 1

=L Type R
frequency (JE) string EHFENERIATHER, 7

R "8R,. "84, .
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=L Type R

BB, = "8A. WHES
Z—o BERKNERRRKE
BHURRA R o

IR .50 |58 | EWE | &
R

dayOfMonth string E AT EHERERN B,
. ALR1E31 R "HRE—
&L A([1-91I[12][0-9]13[01])8] X1 o R frequency 2

ST BEEs (SAL , BEY
BAE, MRIEEMHE 20-31
WEE  BEANIEESR
B RMEEZAN TRE—
X #H1T.

dayOfWeek string EEFTEHERZN B,
AL "EAL ., "HE-—.J.
TBE—,. "THA=,., "&
My . TEFR, ZH BRI B
Hrfz—, R frequency
BYRTER "B, H "W
By o, Bl R AE,

5% A | B | B | B=
|iEPE | BE | BA

targetCheckNames 5l EHE R BT L
\ BE, YEBENIRE KA

M & : AuditCheckName ##. (B DescribeA

ccountAuditConfigu

ration EFFERER
B SREEAN , SiEA

UpdateAccountAudit
Configuration ZEEUEAA
MLmE, )

FFERKIBRE 105
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=L Type R
2% 5l AREBIIERENDREE
. &,
K& : Tag

Java | : java.util List
o] string EENEHR,
Value string BEBHWE,
scheduledAuditName string BEEERECHENERZNA
B, (&% 128 A=Fx)
RELPR : 128 ; TR : 1

R : [a-zA-Z0-9_-]+

Lo

{
"scheduledAuditArn": "string"

}

CLI & M8
=L Type iR

scheduledAuditArn string EHRENERZE ARN,

AR
InvalidRequestException

ThrottlingException

SRR EBRE
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InternalFailureException

HBE AR AR IR

LimitExceededException

SRS,

ListScheduledAudits

5B E R,
B=E

aws iot
[--next-token <value>] \
[--max-results <value>]

list-scheduled-audits \

\

[--cli-input-json <value>] \

[--generate-cli-skeleton]

cli-input-json #3

{
"nextToken": "string",
"maxResults": "integer"

cli-input-json #fz

=L Type iR
nextToken string T—HEERNZR,
maxResults integer —RAEEZERHNEE LR,
FEERA 25,
#E PR : 250 ; TR : 1
B
{
HEREEE
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"scheduledAudits": [

{
"scheduledAuditName": "string",
"scheduledAuditArn": "string",
"frequency": "string",

"dayOfMonth": "string",
"dayOfWeek": "string"

}
iF
"nextToken": "string"
}
CLI & H
=L Type R
scheduledAudits 5l EHRENERINIEE,
M & : ScheduledAuditM
etadata
Java # 5l : java.util.List
scheduledAuditName string EHENERNEE,
RE LR :128; TR : 1
ER : [a-zA-Z0-9_-]+
scheduledAuditArn string EHFRENEZE ARN,
frequency ($E) string CHFERNERITRER,
P8 .80 | SE | SmE |8
B
dayOfMonth string ERBTEHEZEKNA

N H (R frequency = E

B A(-oN20-9180181 g |y, mmssmay = 20-31

"LASTS WEH B AAREEER
B RKREZAN TRE—
X1 Hi17.
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Z8 Type

dayOfWeek string

nextToken string
faER

InvalidRequestException

AR AR BN

ThrottlingException

E%Ek&ﬁ%ﬁiﬁﬂéﬂi%&)

InternalFailureException

HE AR AR IR,

DescribeScheduledAudit
BB EHEZNEEE-R.
BE

aws iot describe-scheduled-audit \
--scheduled-audit-name <value>
[--cli-input-json <value>] \
[--generate-cli-skeleton]

cli-input-json #3

DU

EEFTEHRZERNA
H (R frequency = &
ﬂaJ erﬁiﬁﬁEJ %

5% ;@A | B— &= |B=
|iEPE [ BE | BA

AARERT —BERNF
B, MR EHMERAA
null,

FFERKIBRE
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"scheduledAuditName":

cli-input-json #fz

=L
scheduledAuditName
L
{
"frequency": "string",

"dayOfMonth": "string"

"dayOfWeek": "string",
"targetCheckNames": [
"string"

1,
"scheduledAuditName":
"scheduledAuditArn":

CLI & HH A8 {2
=1

frequency ($8)

dayOfMonth

"string"

Type
string
EELMRE 128 TR : 1

X : [a-zA-Z0-9_-]+

4

"string",

"string"

Type

string

string

DU

REENSHEANCHER
B A,

iR

EHRENBRIAITHESR,
A, . "8B,. "8W
B, =% "8A) WHEAPZ—
AN E R R B EUR
RERH

IR .50 |58 | 8w
H

B | =

ERAYITEHIRERZMN B,
AUZ1E 3N "HEE—

FFERKIBRE
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=1

dayOfWeek

targetCheckNames

scheduledAuditName

scheduledAuditArn

(=]
N

i

g

InvalidRequestException

AR AR ER.

Type

R - A([1-9]1[12][0-9]13[01])$]
ALASTS

string

5

B & : AuditCheckName

string
RE LR : 128 ; TR : 1
ER : [a-zA-Z0-9_-]+

string

DU

Ko MREERNR 29-31 HY
AE  BEEARARBAEXRX
B, BEREEZAN "RE—
Xi BT,

ERHITEHEREFEZA B H,
r"8g,. "A—,. A
:J . A=, AW,

BE, =5 BRI WEAF 2

o

5I% : EA | B— B= | E=
|Em | EE | EA

EHF*EE’J”I@VH\H B #4T HB L
rmE, HEALHNIRERA
mE, ({EFH DescribeA
ccountAuditConfigu
ration EFFEREE

B SEEHMANRE , it
A UpdateAccountAudit
Configuration EEUA
L, )

EHFENERN B,

EFFEAVEZA ARN,

FFERKIBRE
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ResourceNotFoundException

BEENERTFHE.
ThrottlingException

SRR EBRE,

InternalFailureException

H B AR AR IR,

UpdateScheduledAudit
EHEHRENEK , ASHTHLERE | URBITRRNEAR,

=

aws iot update-scheduled-audit \
[--frequency <value>] \
[--day-of-month <value>] \
[--day-of-week <value>] \
[--target-check-names <value>] \
--scheduled-audit-name <value> \
[--cli-input-json <value>] \
[--generate-cli-skeleton]

cli-input-json &=

{
"frequency": "string",
"dayOfMonth": "string",
"dayOfWeek": "string",
"targetCheckNames": [
"string"
1,
"scheduledAuditName": "string"
}
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cli-input-json 1

=L Type R
frequency (JER) string EHENBRIAITHER, 7

U2 "8R,. "#BE8,).
TEWmE, =% "BAL WHEFP
Z—. BEERNERBRE
BEURR Rt

|2 . 20 |58 | WA | 8
A

dayOfMonth string EAFTEHRERZN B,
ALR1E31H "HE—
B A-912)[0-911301)8] x| ym frequency %
"LASTS BEEs TEA, , BB
RNE, MREFEMNZ 29-31
WA, BEAMREELX
R, EREEZXAN TRE—

3EJ g‘:{ffo

dayOfWeek string EEHTEHERZRNAH,
AL "EAL ., "HE—.J.
"a=,. "B=,. A&

m,., NHER, = AR W
Hrfz—, R frequency
BYRTER "B, "W
B, o, Bt R %E,

PR BER | BE- B |B=
| B | BE | B8R

targetCheckNames 5l EHE R A R 1T L
\ BE, YEREZNIRS KA

M8 : AuditCheckName #&, (B DescribeA

ccountAuditConfigu

ration BEEFERER
B K SECRANRE , SfE
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=L Type R

HA UpdateAccountAudit
Configuration EHEA

MEmsE, )
scheduledAuditName string EHENERNEE. (&%
128 8= 7t)
RE LR : 128 ; TR : 1
ER : [a-zA-Z0-9_-]+
B4
{
"scheduledAuditArn": "string"
}
CLI & H
=L Type R
scheduledAuditArn string EHERERE Y ARN,
#HER

InvalidRequestException

AR AR BN

ResourceNotFoundException

EENERTFHE.
ThrottlingException

SRR EBRE,

InternalFailureException

HE AR AR IR
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DeleteScheduledAudit
T BR E HpFE %o
BE

aws iot delete-scheduled-audit \
--scheduled-audit-name <value> \
[--cli-input-json <value>] \
[--generate-cli-skeleton]

cli-input-json &=

{

"scheduledAuditName": "string"

}

cli-input-json

=L Type R
scheduledAuditName string EMERE EHEREERN BT,

RELR :128:; TR : 1

ER : [a-zA-Z0-9_-]+

i
Ellél

N

InvalidRequestException
B RORBEN,

ResourceNotFoundException
EENERTEE,

ThrottlingException

SRR RE
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InternalFailureException

HBE AR AR IEER,

HITREER
£/ StartOnDemandAuditTask IEELEH TN HRZEI B 7 EIRBR TR,
StartOnDemandAuditTask

ERE)FEE Device Defender #&#.
BE

aws iot start-on-demand-audit-task \
--target-check-names <value> \
[--cli-input-json <value>] \
[--generate-cli-skeleton]

cli-input-json #3

{
"targetCheckNames": [
"string"
]
}

cli-input-json

=1 Type R
targetCheckNames 5 BB HLERE, 4
o ARAHIRS BUA BT
A& : AuditCheckName BB RBEBIN, EE
DescribeAccountAud

itConfiguration &&
FIEMERE , SR ERA
E , M UpdateAcc
ountAuditConfigura

tion EEBAWLRE,

HITREER® 116
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Lo

{
"taskId": "string"
}
CLI g M {
=] Type ik
taskld string ERRHAITZREERRZE D,
RKE LR :40; TR : 1
ER : [a-zA-Z0-9-]+
R

InvalidRequestException

ARH RN B HEN,
ThrottlingException

A REREBRE

InternalFailureException

HBE AR AR IR

LimitExceededException

2 R Hl,

BERRHITERE

£/ DescribeAuditTask UE BB ERZIATEENENA. RECEHT. T EMERELY
RBEBRENGER. REBEETRPLERE  UREBRESTEETS , BLEMEE,

£/ ListAuditTasks SA& I HEERY B E E R AT R,

£/ CancelAuditTask EIEETHHER,
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DescribeAuditTask

HY {8 Device Defender #&RIHREE A
=

aws iot describe-audit-task \
--task-id <value> \
[--cli-input-json <value>] \
[--generate-cli-skeleton]

cli-input-json &=

"taskId": "string"
}

cli-input-json ##{x

=L Type R
taskld string BEENSHEANERN
IDo

EELMRE 40 T : 1

B : [a-zA-Z0-9-]+

Lo

"taskStatus": "string",
"taskType": "string",
"taskStartTime": "timestamp",
"taskStatistics": {
"totalChecks": "integer",
"inProgressChecks": "integer",
"waitingForDataCollectionChecks": "integer",
"compliantChecks": "integer",
"nonCompliantChecks": "integer",
"failedChecks": "integer",
"canceledChecks": "integer"
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},
"scheduledAuditName": "string",
"auditDetails": {
"string": {
"checkRunStatus": "string",
"checkCompliant": "boolean",
"totalResourcesCount": "long",
"nonCompliantResourcesCount": "long",
"errorCode": "string",
"message": "string"
}
}
}
CLI & Hi 181
z28 Type
taskStatus string
taskType string
taskStartTime timestamp
taskStatistics TaskStatistics
totalChecks integer

DU

ERAARRE @ IN_
PROGRESS, COMPLETED
. FAILED = CANCELED #y
Hepz—o

5% : IN_.PROGRESS |
COMPLETED | FAILED |
CANCELED

FEZMER : ON_
DEMAND_ AUDIT _TASK =
SCHEDULED_ AUDIT_TA
SKo

5|28 : ON_DEMAND_AUDIT
_TASK | SCHEDULED
_AUDIT_TASK

R FRIR R B
BERERNRTER,
RPN REHE.

EERRIITER
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=L Type R
inProgressChecks integer EITHHREHE,
waitingForDataCollectionChe  integer FEEFENRENRER
cks =,
compliantChecks integer KIEERERNBERE,
nonCompliantChecks integer KEREHRZERNBER
=,
failedChecks integer BEHE,
canceledChecks integer HEXERUEELHTHRE
HE,
scheduledAuditName string EHRENERNERE (EERX
AEHRENEXE).

EELMRE 128 TR : 1

ER : [a-zA-Z0-9_-]+

auditDetails AR &F BT EERRIB AT EITH
SERENFFEEN.
checkRunStatus string L ER ERAREE |

IN_PROGRESS., WAITIN
G_FOR_DATA_COLLECT
ION, CANCELED, COMPL
ETED_COMPLIANT, COM
PLETED_NON_COMPLIANT
5 FAILED WWHA <z —,

B : IN_PROGRESS |
WAITING_FOR_DATA_C
OLLECTION | CANCELED |
COMPLETED_COMPLIANT
| COMPLETED_NON_COMP
LIANT | FAILED
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ey Type iR

checkCompliant boolean MEBEZTKBEREAEEHR
BiR , BIA True.

totalResourcesCount long HITRENEREE.

nonCompliantResourcesCount  long BERARSHANERYE,

errorCode string EEMERBBTIRE

B, BEREMEERAHK. INS
UFFICIENT_PERMISSIONS
=% AUDIT_CHECK_DISABL
ED WEAZ—,

message string EELERABTIERE
R, BRI EISEERAE B
B LR : 2048 -
Fif

InvalidRequestException

ARHI B ER

ResourceNotFoundException

BEENERTFHE.
ThrottlingException

SRR EBRE

InternalFailureException

HBE AR AR IR,

ListAuditTasks

Hl S E R B AITH Device Defender #&#.
BE
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aws iot list-audit-tasks \
--start-time <value> \
--end-time <value> \
[--task-type <value>] \
[--task-status <value>] \
[--next-token <value>] \
[--max-results <value>] \
[--cli-input-json <value>] \
[--generate-cli-skeleton]

cli-input-json &3

{
"startTime": "timestamp",
"endTime": "timestamp",
"taskType": "string",
"taskStatus": "string",
"nextToken": "string",
"maxResults": "integer"

}

cli-input-json #fz

=X Type PN
startTime timestamp R BR. BREAER

B—RAREH (180 X).
ERERKEE , ARIEE
InvalidRequestExce

ption REHER.

endTime timestamp RFEARY A 3R

taskType string PR il H E 15 E R FE I
BN EHERY - AR
ON_DEMAND_AUDIT_TASK
5, SCHEDULED__AUDIT T
ASK Ky E A —1@,
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Z8 Type
taskStatus string
nextToken string
maxResults integer

IE LPR : 250 ; R : 1

Bl
{
"tasks": [
{
"taskId": "string",
"taskStatus": "string",
"taskType": "string"
}
1,
"nextToken": "string"
}
CLI i i 181
78 Type

% 5

DU
528 : ON_DEMAND_AUDIT

_TASK | SCHEDULED
_AUDIT_TASK

LAY TE 52 R IR 7 2R R i 2y L
R AVERR R - ATLLR
IN_PROGRESS, COMPLE
TED. FAILED 5 CANCELED
Ay E e —1E,

B : IN_PROGRESS |
COMPLETED | FAILED |
CANCELED

T—HEBERNFR

—RAEERERNBE LR,
FEERA 25,

EPUN

EiEEHERATHEZ,

EERRIITER
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=L Type R
B & : AuditTaskMetadata

Java 7l : java.util.List

taskld string LB ID,
RELR :40; TR : 1
B3 : [a-zA-Z0-9-]+

taskStatus string ISR ATARRE © IN
_PROGRESS, COMPLETE
D. FAILED = CANCELED #Y
Hpz—,

5% : IN_.PROGRESS |
COMPLETED | FAILED |
CANCELED

taskType string LFERAVEER : ON
_DEMAND_AUDIT_TASK =
SCHEDULED_AUDIT_TASK
WHEPZ—,

5|28 : ON_DEMAND_AUDIT
_TASK | SCHEDULED
_AUDIT_TASK

nextToken string ARAREERT —#HERNEF
MR EHMERAA
null,

i}

g

N

InvalidRequestException

AR AR BN,
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ThrottlingException

SRR EBRE,

InternalFailureException

HB AR AR ERER.

CancelAuditTask

HUHIEEETHREZ. BRTUARENRET. IRBRFAEETH , et

InvalidRequestException,

B=

aws iot cancel-audit-task \
--task-id <value> \
[--cli-input-json <value>] \
[--generate-cli-skeleton]

cli-input-json #3

{
"taskId": "string"

}

cli-input-json 1z

=L Type R
taskld string BERUENREZMN ID, &R
BEEUH IN_PROGRESS Hy#&
RELER :40; TR : 1 .

R : [a-zA-Z0-9-]+
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ResourceNotFoundException

EENERTFHE,
InvalidRequestException

B RORBEEN,
ThrottlingException

FAREEREIBRA

InternalFailureException

H B AR AR IR,

WERZER

£/ ListAuditFindings AEERREER. LAUKERERE, JHEERNEKEEREHER
o ST LAE A b B S SR ER AR AT 4% B Y B =B

BUUERBRRTHNEENERERAIGER, NEFAENR , F2REREE
ListAuditFindings

#¥t Device Defender RIS EHEAMTHER , JHFAEER HER). (BHEEBEERE 180
9{)0

=

aws iot list-audit-findings \
[--task-id <value>] \
[--check-name <value>] \
[--resource-identifier <value>] \
[--max-results <value>] \
[--next-token <value>] \
[--start-time <value>] \
[--end-time <value>] \
[--cli-input-json <value>] \
[--generate-cli-skeleton]

cli-input-json #3
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"taskId": "string",
"checkName": "string",
"resourceldentifier": {
"deviceCertificateId": "string",
"caCertificateId": "string",
"cognitoIdentityPoolId": "string",
"clientId": "string",
"policyVersionIdentifier": {
"policyName": "string",
"policyVersionId": "string"

+

"roleAliasArn": "string",
"account": "string"
1,
"maxResults": "integer",
"nextToken": "string",
"startTime": "timestamp",
"endTime": "timestamp"

cli-input-json

=L Type R
taskld string AR EHEE ID HREE R

BB, BHNAEE taskld

EELPR :40; FBR : 1 o, startTime #1 endTime , 1B

B [a-zA-Z0-0]+ TREEREEME,
checkName string A PRAFIIE EMERMERN IR
fiE RAVERRRM .
resourceldentifier Resourceldentifier ARBTERERNER.
deviceCertificateld string BT ERNEFE D,

RELR:64; TR : 64

X (0x)?[a-fA-FO-9]+
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=1

caCertificateld

cognitoldentityPoolld

clientld
policyVersionldentifier

policyName

policyVersionld

roleAliasArn

R 5

maxResults

nextToken

Type

string

RELR :64; TR :64
3 : (0x)?[a-fA-F0-9]+

string

string
PolicyVersionldentifier
string

RELPR: 128 ; TR : 1
BX  [w=,. @+

string

B3 [0-9]+

string

string

RELR:12; TR : 12
E3 : [0-9]+

integer

EE PR : 250 ; TR : 1

string

DU

AREEBRECBERERE
BRERY IDo

Amazon Cognito &7 EEH
IDo

R Fi% IDo
5 1 I N A T Y USRS
BURH BT,

B2 /R A BA S Y BUR RS 1D

ERBREREFcABRR
# ARN,

EELPR : 2048 ; TBR : 1
HEFAEEBHIRS

— R EEFERNBE LR,
FEER A 25,

T—HEBERNFR

BERKER
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Z8 Type
startTime timestamp
endTime timestamp
Bl
{
"findings": [
{
"taskId": "string",
"checkName": "string",
"taskStartTime": "timestamp",
"findingTime": "timestamp",
"severity": "string",
"nonCompliantResource": {
"resourceType": "string",
"resourceldentifier": {
"deviceCertificateId": "string",
"caCertificateId": "string",
"cognitoIdentityPoolId": "string",
"clientId": "string",
"policyVersionIdentifier": {
"policyName": "string",
"policyVersionId": "string"
3,
"account": "string"
3,
"additionalInfo": {
"string": "string"
}

DU

—EEFEIhEE , HEERH
EENRFEBEMKING

o BAUAIRE startTime
endTime = taskld , {EFEERE
RIEEME

—{EEFEIhEE , HEERH
EENREZBMKRINGE

o BAAIRTE startTime
endTime = taskld , B REERE
RIEEME

BERKER
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},
"relatedResources": [
{
"resourceType": "string",
"resourceldentifier": {
"deviceCertificateId": "string",
"caCertificateId": "string",

"cognitoIdentityPoolId": "string",

"clientId": "string",
"iamRoleArn": "string",

"policyVersionIdentifier": {
"policyName": "string",
"policyVersionId": "string"

I

"account": "string"

1,
"roleAliasArn": "string",

"additionalInfo": {
"string": "string"

}
1,
"reasonForNonCompliance": "string",
"reasonForNonComplianceCode": "string"
}
1,

"nextToken": "string"

CLI %oy th 4

ey Type
BEBE il

& : AuditFinding

taskld string

iR

BREVER (ER).

EEIER (%R) B ID,

BERKER
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=1

checkName
taskStartTime
findingTime

severity

nonCompliantResource

resourceType

resourceldentifier

deviceCertificateld

caCertificateld

Type
EELPR :40; FBR : 1

B : [a-zA-Z0-9-]+
string

timestamp
timestamp

string

NonCompliantResource

string

Resourceldentifier

string

RELR :64; TR :64
#3 : (0x)?[a-fA-F0-9]+
string

RELR :64; TR :64

#3 : (0x)?[a-fA-F0-9]+

DU

ELEBERNERRE,
R FRIR R B
BRER (%) KR,
TR () NBREM.

H|£8 : CRITICAL | HIGH |
MEDIUM | LOW

BRI EREBRENEIR,
RERNEREE,

5|£8 : DEVICE_CERTIFIC
ATE | CA_CERTIFICATE |
IOT_POLICY | COGNITO_I
DENTITY_POOL | CLIENT_ID
| ACCOUNT_SETTINGS

AREBTERERNES,
EEIERNEE Do

ARREREC BERERE
BEMN 1D,

BERKER
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ey Type iR

cognitoldentityPoolld string Amazon Cognito & % &£ E/H
ID,

clientld string AP IDo

policyVersionldentifier PolicyVersionldentifier Ed IR AH BB AY BUR MRS,

policyName string BRI BB,

RELR :128; TR : 1
BX : [w=,.@]+

policyVersionld string B &R BB BUR AR A 1D,
E3 : [0-9]+
RS string EHEREREBHIRSE,

EELRE :12;: TR : 12

B [0-9]+
additionallnfo AR & EBRTEHRERNEMER,
relatedResources 5 H A EIRIBE,

M & : RelatedResource
resourceType string BRNER,

5|28 : DEVICE_CERTIFIC
ATE | CA_CERTIFICATE |
IOT_POLICY | COGNITO_
DENTITY_POOL | CLIENT_ID
| ACCOUNT_SETTINGS

resourceldentifier Resourceldentifier B &RV E~A
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=1

deviceCertificateld

caCertificateld

cognitoldentityPoolld

clientld
policyVersionldentifier

iamRoleArn

policyName

policyVersionld

roleAliasArn

Type

string

RELPR :64; TR : 64
= : (0x)?[a-fA-F0-9]+
string

RELR :64; TR :64
3 : (0x)?[a-fA-F0-9]+

string

string
PolicyVersionldentifier

string

RE LR : 2048 ; TBR : 20

string

RELMR :128; TR : 1
BN [wh=,.@-]+

string

B : [0-9]+

string

RE LR : 2048 ; TR : 1

DU

EEIERNERE D,

AREEBR < BREREHS
BRERY IDo

Amazon Cognito 7 £ ER
IDo

R Fi% IDo
2 I N A It Y BUR R A
ERBRERBFZ IAM A6

# ARN,

BRI B R,

B2 R ME BA S Y BUR AR S 1D

ERBRERBFZACHR
i ARN,

BERKER
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=L Type R
R = string EEREREBRIRS

EELPR:12;: TR : 12

E3 : [0-9]+

additionallnfo AL & BARERNEMER,

reasonForNonCompliance string ERAREHENER,

reasonForNonCompli string AEHERTERERRNR

anceCode .

nextToken string AARERT —EERNF
&, RMRRZEHMERASB
null,

R
InvalidRequestException

ThrottlingException

EREERARA,

InternalFailureException

HBE AR AR IR

RS R

ELHTREE  CeREMAETISREFNRAER. EXRTENEEBESLSLEEETBHE
BEECERNBRZR B2 EATERCER PIHNARNLERNRE)NWRRER, BEREEE
HETEBREIATHRETERCERNBRER , ETREETTENEAMEELNERE, B
RRERIHTRECEERNRRANF NG EZLBRER , EERTHEE e REAHARER
KEMBABNER , AIAERE,
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® Note
BRBEFTERARNFINERBRRER, UERBRBENFHEENR , 7528 BEIE,

!
:n
:Ill

MERRBRBAERDEERNFRES

BRERRERNEINEFETN

EXHHTEREREURKESERNFE , BEBFRBISERFTRNTR.

52 AWS loT Device Defender % 25 FFi 58

BHREEBREEEES —EFER , EFIHEREEEBNAMECHFBRRER, TEEERERESS
B, TEEEMHNBRER. ERHTYIRE (CLI) F6A describe-audit-task |, i@ EHE
Bz EEm 6 &R B

EABREA  FIRERERT SRR , TEEENFNZRER. £ AWS loT Device Defender
B #ZE Amazon CloudWatch #1 Amazon Simple Notification Service (Amazon SNS) I EERERE
BAHR IS WHNERTE.

MAEERS P EAERERERNG
MEIRERE T RAER

THREFEROAIE AWS loT TEAPETERBRE R

1. £ AWS loT EEANEEEET , BB Defend (FHE) , REIZE Audit (8#%). Results (ER)o
2. ENEZERBNEZERS.
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AWS loT Device Defender

AWS loT Device Defender Bz A 2357

3.

v

v

v

v

4

4

AWS loT

Monitor

Activity
Onboard
Manage
Greengrass
Secure

Defend
Intro
Audit
Results
Schedules
Action executions
Finding suppressions
Detect
Mitigation actions (D)

Settings

AWS loT Device Defender Audit

Audit results (10+)

a

Name

On-demand

On-demand
AWSloTDeviceDefenderDailyAudit
AWSloTDeviceDefenderDailyAudit
AWSloTDeviceDefenderDailyAudit
AWSloTDeviceDefenderDailyAudit
AWSloTDeviceDefenderDailyAudit
AWSloTDeviceDefenderDailyAudit
AWSloTDeviceDefenderDailyAudit

AwSloTDeviceDefenderDailyAudit

Audit Results

Date

July 28, 2020, 14:14:18 (UTC-0700)
July 28, 2020, 11:55:43 (UTC-0700)
July 28, 2020, 05:12:39 (UTC-0700)
July 27, 2020, 05:12:39 (UTC-0700)
July 26, 2020, 05:12:39 (UTC-0700)
July 25, 2020, 05:12:39 (UTC-0700)
July 24, 2020, 05:12:39 (UTC-0700)
July 23, 2020, 05:12:39 (UTC-0700)
July 22, 2020, 05:12:39 (UTC-0700)

July 21, 2020, 05:12:39 (UTC-0700)

Status

A\ Not compliant
® Compliant

A\ Not compliant
A\ Not compliant
A\ Not compliant
A\ Not compliant
A\ Not compliant
A\ Not compliant
A\ Not compliant

A\ Not compliant

Summary

1 of 14 non-compliant
14 of 14 completed

1 of 14 non-compliant
1 of 14 non-compliant
1 of 14 non-compliant
1 of 14 non-compliant
1 of 14 non-compliant
1 of 14 non-compliant
1 of 14 non-compliant

1 of 14 non-compliant

£ Non-compliant checks (T &8 E) EBE® , B Check name (BEEM) T , BELEEEBYN
ErmE,

MAEER AP EAEKBRERNG
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AW leT Device Defender Audit Audit Results Audit Report

Audit Report

On-demand - July 28, 2020, 14:14:18 (UTC-0700)

Audit findings

Audit rask D

40c1 20447 beBbb0d33682ef35¢ 144231

Started at

July 28, 2020, 141418 (UTC-07001

Non-compliant checks (1 of 14)
Chedck name Severity MNon-compliant resources

Logging disablac Lo

% Resources Mitigation

100%, Logging disabled (@)

Compliant checks (13 of 14)

Chedk name Severity

Authenticated Cognito role overly

T Cricical
PEMTTHSSIVE
CA certificate key quality Crirical
CA certifieate reveked but device w4l
Critical
certificates still active
Device certificate key quality Critical
Device certificate shared Crirical
loT policies overly permissive Critical
Role alias overly permissie Critical
Unauthenticated Cognibo role overly
Cricical
permissive
Conflictirsg MOQTT client [Ds High
Ch certificates expiring Medium
Device certificate expiring Megiim
Revoked device certificate still active Medium
Role alias allows access to unused s
Madium

services

Seanned (1)

4. EREREFMEAZEEDL  IREFLETEFINBRRER  FENRRERZENRRRE, &
T , 2 Actions (BF) , AR BELRERRBRERNGIGEFENKREE,

(® Note

EEEAET , BATLUERE 1 week (138). 1 month (1 f88). 3 months (3 @A), 6
months (6 {1 A) =X Indefinitely (EFRHA) , EARKBRERNFNBEA., MREREE

MAEER AP EAEKBRERNG
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ERENBH B , BREETE CLI X API FEATIERME.
0E, FiE BB AM,

AWS loT Device Defender Audit Audit Results Audit Report Audit Findings

Audit Findings

Logging disabled

1 account non-compliant

Mitigation
Enable CloudWatch Logs.

BB BBV RRER

Non-compliant account (1)

Actions &

Start mitigation actions

Suppress Finding

Finding Reason Account settings 1 week
1 month
[+ ] 417b2f816eac7a2e40fdb0bc709b01a2 Logging disabled on account. 765219403047
3 months S
6 months
Indefinitely

5. MEFRFIFFMEER , REZIZE Enable suppression (BB #IH).
Confirm suppression b4
Please verify the details of the audit finding suppression
Check name
Logging disabled
Account settings
765219403047
Expiration period
2 months
Expiration date
2020-10-28T21:25:41.100Z
Cancel Enable suppression
6. HEERVYTREEBERIF 2R SHRE—ERE A WBECEURKBRERIDH,

MAEER AP EAEKBRERNG
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@ Audit finding suppression created successfully X
The finding related to the resource is suppressed for audit check Logging disabled

AWS loT Device Defender Audit Audit Results Audit Report Audit Findings

Audit Findings

Logging disabled

1 account non-compliant

Mitigation
Enable CloudWatch Logs.

Non-compliant account (1)

Finding Reason Account settings

417b2f816eac7a2e40fdb0bc709b01a2 Logging disabled on account. 765219403047

ERZBRE RSN NFIRRER

1. FE AWS loT R AMNEEE KD , BB Defend (FHE) , REIZE Audit (E#%). Results (ER).
2. EBEHSERBENERZERS.

3. & Suppressed findings (1IN RER) BEEP , @A HEFMERZBE NG MLRZER
I%:E%O

MAEER AP EAEKBRERNG 139
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AWS loT x NNSIGT 3 Devicn Defender 3 Audit > AuditFesults 3 Audt Repart

Mt Audit Report

On-demand - July 28, 2020, 11:55:43 (UTC-0700)
| * Onboard
Audit findings
| ® Mznage
| b Greengras arsk (D
183942053 ald63 BROEL TGl ad
b Secune
¥ Defend July 28, 3020, 11:55:43 |UTC-0700]
tro
- it
Resulls Compliant checks (14 of 14)
s
v : Check name Severity Seanned ()
1 oL
Firdding supp sticated Cognito robe owerly Eritical
g

tgation actit a CA certificare key quality Critial

Satiing €A certificate revoked but device

Critical o

eertificabes still active

At e oy

Device certificate key quality Critial o

Device certificate shared Critical o

IoT proliches overly permissine Critikal &

FrwEne
Role alias ouerty permissive Critical
ngs
enticated Cognito role owerly e
il O
) n &
Conflicting MOTT client IDs High o
CA certificate expiring Medium O
|

Dervice certificate espiring Medium 0

Revoked de sl acilve Medium O

Role akiss allow ta uruded =
Mg o

e

Logging dsablad Low 1

Suppressed findings (1)

8] 1
Check name Finding Reason Resource identifer
Loggng deablad 15522791 Afb2a24a80304 PefILEL TG Logging deshled an & count FESITS40E04 T

P HHIC R R B RS R

« TEAWS loT EEANEBEEKD |, BR Defend (FFE) , AREIZIZE Audit (F8#). Finding
suppressions (%3 #5 R H),
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fm

1.

AWS loT x AWS 10T > Device Defender Audit

Resource identifier Check name Expiration date Description

765219403047 Logging disabled October 28, 2020, 14:26:53 (UTC-0700)

» Act

B FER B R R H

£ AWS loT EEANEEEKD | B Defend (BFE) , A%IEIZE Audit (]8#%). Finding
suppressions (23R #ERHH).

BENAERECERZREERDEZ2NRIERM, BETR, BIZ Actions (B11E). Edit (fR%8).

£ Edit audit finding suppression (fREEX R RERIH)) RE L , B LUEE Suppression
duration (#P#35#&rF M) = Description (optional) (iR (ZF)).

Monitor Audit finding suppressions (1) infa m

MAEER AP EAEKBRERNG
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Edit audit finding suppression X

Suppressing an audit finding on a specified resource means that the finding related to
the resource for the specified audit check will no longer be flagged as non-compliant.

Audit check

Resource identifier

Account 1D

Suppression duration

The expiration date is October 28, 2020, 14:26:53 (UTC-0700). Select a different duration to change
this
& months v

Description (optional)

Suppresses “Logging disabled” check because | don't want to enable logging for
NoW.

e

4. TREE®R , 55E1Z Save (f#1F). Finding suppressions (R4 R 14) 15 5 FEENBI R

I B 7E 1% 8% 3R 4 SR HD

1. EAWS loT TRANEEERS | EE Defend (B58) , REIRIE Audit (4). Finding
suppressions (B3R E R H).

2. ENEHRERBREZRERERNGIEZEHNRIEIRE , AERIEIFE Actions (B1E). Delete (IER).

3. 7t Delete audit finding suppression (RIBREXZRERISH)) BB , RXFHRPEA delete
LARESRIRHIMIBR | R IZ Delete (MIBR). Finding suppressions (B IR R#NH]) 17 & BEEN B K.
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Delete audit finding suppression b4

If you delete audit finding suppression, the finding on the resource 765215403047 for
audit check Logging disabled will no longer be suppressed.

To delete audit finding suppression, enter delete in the box.

delete

AN{AI7E CLI R ER KRB RE R

ERBMERANT CLI a mREY MEER K BRE RN,

» create-audit-suppression

» describe-audit-suppression

* update-audit-suppression

» delete-audit-suppression

* list-audit-suppressions

&8 A M resource-identifier BURREBEEIH HEBIBERM check-name, TREFHMFERY

LM EEEZMME resource-identifier ARE N MiFEHH,

® Note

Ml EETEREKR. BROEEEN AWS loT KE LT, IHEERANERER
%%O

check-name resource-identifier

AUTHENTICATE_COGNITO_ROLE_O cognitoldentityPoolId
VERLY_PERMISSIVE_CHECK

B

WfAFE CLI A E AR B IRE RIS
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https://docs.aws.amazon.com/cli/latest/reference/iot/create-audit-suppression.html
https://docs.aws.amazon.com/cli/latest/reference/iot/describe-audit-suppression.html
https://docs.aws.amazon.com/cli/latest/reference/iot/update-audit-suppression.html
https://docs.aws.amazon.com/cli/latest/reference/iot/delete-audit-suppression.html
https://docs.aws.amazon.com/cli/latest/reference/iot/list-audit-suppressions.html

AWS loT Device Defender AWS IoT Device Defender B A E15F

check-name resource-identifier
CA_CERT_APPROACHING_EXPIRAT caCertificateld
TON_CHECK

CA_CERTIFICATE_KEY_QUALITY_CHECK caCertificateld
CONFLICTING_CLIENT_IDS_CHECK clientId
DEVICE_CERT_APPROACHING_EXP deviceCertificateld

IRATION_CHECK

DEVICE_CERTIFICATE_KEY_QUAL deviceCertificateld
ITY_CHECK

DEVICE_CERTIFICATE_SHARED_CHECK deviceCertificateld
IOT_POLICY_OVERLY_PERMISSIV policyVersionIdentifier
E_CHECK

IOT_ROLE_ALTAS_ALLOWS_ACCES roleAliasArn

S_TO_UNUSED_SERVICES_CHECK

IOT_ROLE_ALTIAS_OVERLY_PERMI roleAliasAzrn
SSIVE_CHECK

LOGGING_DISABLED_CHECK account
REVOKED_CA_CERT_CHECK caCertificateld
REVOKED_DEVICE_CERT_CHECK deviceCertificateId
UNAUTHENTICATED_COGNITO_ROL cognitoldentityPoolId

E_OVERLY_PERMISSIVE_CHECK

BUSERERERGERIDH

THIRFEROAE AWS CLI FE T EZBRERDH,

WfAFE CLI A E AR B IRE RIS 144
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« f£M create-audit-suppression W HREVEKBERERNG, THEHLFSRIERE
Logging disabled (28 E2ZF) & AWS tRF 123456789012 B FEM B IR RIMNE,

aws iot create-audit-suppression \
--check-name LOGGING_DISABLED_CHECK \
--resource-identifier account=123456789012 \
--client-request-token 28ac32c3-384c-487a-a368-c7bbd4811554 \
--suppress-indefinitely \
--description "Suppresses logging disabled check because I don't want to enable
logging for now."

TR EEE.

B IRERAE API

LT CLI e A L AREY MEERZBRERDE,

» CreateAuditSuppression

* DescribeAuditSuppression

* UpdateAuditSuppression

» DeleteAuditSuppression

» ListAuditSuppressions

EEMBIENRERBERER , BULUER ListAuditFindings AP,

B AR RIH AP o


https://docs.aws.amazon.com/iot/latest/apireference/API_CreateAuditSuppression.html
https://docs.aws.amazon.com/iot/latest/apireference/API_DescribeAuditSuppression.html
https://docs.aws.amazon.com/iot/latest/apireference/API_UpdateAuditSuppression.html
https://docs.aws.amazon.com/iot/latest/apireference/API_DeleteAuditSuppression.html
https://docs.aws.amazon.com/iot/latest/apireference/API_ListAuditSuppressions.html
https://docs.aws.amazon.com/iot/latest/apireference/API_ListAuditFindings.html

AWS loT Device Defender AWS IoT Device Defender B A E15F

(=Bl

AWS loT Device Defender Detect A BIZB B A S EWNITA , HUstZEBEREENITARRREA
REE, SOHEAERMNIERE RE AWS loT) MIEBIREE CRELEREE L ZENRERER) , &7
BUEA -

- EREANEE,
« EAERENEIHBNRMEANEE,
c BEANBLHEERERANEE,

FBODEBIZEMERE  HPIEERRHEETA , YECAHAERE —HEEIEATREFH
FrB%E. AWS loT Device DefenderDetect Eff G LT &M AR EREREE , IFEIB Amazon
CloudWatch #4&# Amazon Simple Notification Service & HEEE R,

AWS loT Device Defender Detect Al {EAEREEFERMZT S HERE ;

- RERZEICHNERN IP it ARERENRR  HRTIBEERZa S NZHEE
- EERENEHARENEE  HRTEEMBELEEER DDoS K&,
- BERHREEREMNTERTFIERENKE,

- BEIBIRFHARERIEE (HI , REEZERENAETEREHRASELBEER).
i IEESY]
AERBRE

B LAE A AWS loT Device Defender Detect AI2ER#E BN RERME, Hlan , B LUEIRREERE
EBEANEE K HEEERWETEHNEZE (EEFEE 23/2323 LHITH telnet IRHE, 7EEREE 22 £
#1TH) SSH BR¥E, 7EiE#EIE 80/443/8080/8081 L#1THY HTTP/S BR#). RS L IRFEIZIE T
REFEAREENSLER , cMBEE LR FREREN —IB2 , MFHEBN R, £ AWS loT
Device Defender Detect B RIENEBEZ , BULUSHEBEMBR &K/ (HEBRAFEHNMERKRE) |, =
HITENNTERBR LS BlIa |, REFER, FERIAFHEM telnet),

BRAEBENEETANATRELEMBRARERER
A LAE A AWS loT Device Defender Detect B REAARTEHNEETAER FAREZEENEE.
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IBATLAIEI® AWS loT Device Defender =12 & 8 F PutVerificationStateOnViolation AP Ei{EXRIESE
?7.'_\0

X EHER

O LR E A T 5 EwISEE ML Detect :

o R LM (aws:num-authorization-failures)

« EHREFXE (aws:num-connection-attempts)

« FFENHELR (aws:num-disconnects)

« AB K/ (aws:message-byte-size)

- BEEEMAL (aws:num-messages-sent)

« BEWKEFAE (aws:num-messages-received)

BT AR B EA TR EiwERE ML Detect :

« {uilEH (aws:all-bytes-out)

« fUTiE A (aws:all-bytes-in)

o B TCPEREFHE (aws:num-listening-tcp-ports)

- EE UDP EEEFE (aws:num-listening-udp-ports)

« H8#EH (aws:all-packets-out)

« HB# A (aws:all-packets-in)

- BEIM TCPEMFFTE (aws:num-established-tcp-connections)

Service Quotas

ZE ML Detect FRIGE SRR &IRVFERIEER , 5528 AWS loT Device Defender i B FELKE

ML Detect CLI a5 %

BRI LAERA LT CLI s R 2RE I FMEE ML Detects

 create-security-profile

« attach-security-profile

XENER 160


https://docs.aws.amazon.com//iot/latest/developerguide/detect-HowToHowTo.html
https://docs.aws.amazon.com/iot/latest/apireference/API_PutVerificationStateOnViolation.html
https://docs.aws.amazon.com/general/latest/gr/iot_device_defender.html
https://docs.aws.amazon.com/cli/latest/reference/iot/create-security-profile.html
https://docs.aws.amazon.com/cli/latest/reference/iot/attach-security-profile.html

AWS loT Device Defender AWS IoT Device Defender B A E15F

* list-security-profiles

» describe-security-profile

* update-security-profile

» delete-security-profile

» get-behavior-model-training-summaries

 list-active-violations

 list-violation-events

ML Detect API

T%| API ATLAFAREZ S MEIE ML Detect Z2 MR ERE,

» CreateSecurityProfile

» AttachSecurityProfile

» ListSecurityProfiles

» DescribeSecurityProfile

» UpdateSecurityProfile

» DeleteSecurityProfile

» GetBehaviorModelTrainingSummaries

* ListActiveViolations

» ListViolationEvents

* PutVerificationStateOnViolation

H(EH MR ML Detect £ MR ELRE

BA LLE{E ML Detect T2 MERER |, LUEREIEEREETE , IMEREMN ML Detect T MRE
B, U LREEEREETA,

FEHAEEAEEE ML Detect T MR ERE

EFEFATEAEEE ML Detect T2 MRER , EXEEXEEEENYHEE, BEBRYTAYHE
B4, 526 (AWS loT Core A AEIER) PNBESYEHIE, MRECEIZENYHEE |
RIS e Y Y BX 4 SR E B ML Detect T2 MR EREM B E,
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https://docs.aws.amazon.com/iot/latest/apireference/API_ListActiveViolations.html
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® Note
BEEE O RABTEUREENEEREREFE , SRR LETRALTLMEE
B

EATIEAMBR ML Detect T2 MR ERE
EEMRELZEMRERE  BFERTISE

1. FEAWS IoT X &F , EEZQEMW , RRFEIE Defend (BHE),

2. 7 Defend (FhE) T , 1#1E Detect ({H8) , R&REIF Security Profiles (Z£MEER).
3. BELEMERA ML Detect B MERERE.

4. EIE Actions (B)E) , REMKIBIEHIERE Delete (BR).

(® Note
EMIBR ML Detect ZEMERER 2R , BRBEEZEFRAREMRER,

£ CLI E{= ML Detect £ MR ERE

EEMFEA CLI E12 ML Detect &M EMNE , A detach-security-security-profile

AA .
mT -

$aws iot detach-security-profile --security-profile-name SecurityProfileName --
security-profile-target-arn arn:aws:iot:us-east-1:123456789012:all/registered-things

(® Note
BLIBIEEREE AWS CLI HfEA. BLREREIERRE , BFEE 0 RAKZEMERTE
ENEREREREFE  FRUSREENMMATLURERE. EESRLMREREEEE
EEH , BB attach-security-profile %,

£/ CLI MR ML Detect ££ MR ELRE

BT LMER LT delete-security-profile &% , ML £ MHRER !
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https://docs.aws.amazon.com/cli/latest/reference/iot/attach-security-profile.html
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delete-security-profile --security-profile-name SecurityProfileName

® Note
FEMIBR ML Detect R MRER2E , SHBLEMBARSHERER,

=HIEE:

£/ AWS loT Device Defender BT 1R , A NERNERMBNEARPIBENER | HlmiEsE
FWi-Fi ENKEHE, BHEE K REBWEANBRERAE. BT EETAEREREMRERE
o, EEREESEERERAE (WHHE) IMERENERTR. EUNREBERRERTAR , A&
B LMERELE R , REANEEBEERETHEE.

FEGETHEHD

c MAEERETERBIER

- st CLI EABETER

- BEIEZ CLI %

- BRTIEE AP

MAEEREFERABRER

HERE

 AWS IloT Device Defender Agent SDK (Python)
- BRI EEYSEMEEZSMRER
oA =HE T G

- EXMBEFER

- MBRBTIER

AWS loT Device Defender Agent SDK (Python)

EERAMER , 5 T8 AWS loT Device Defender Agent SDK (Python) #i#I{AEER, IKREERES
WEEEL BMHRE, —BRMGTEBIRIEE , ZHTLURRBAIKENISE  YHEREERWERE.
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HREHBRERENAMNIERTE AWS loT Device Defender Agent SDK (Python) Readme EEUS, 1E
&R , 728 AWS loT Device Defender Agent SDK (Python).

BY BT ERYSHMEER 2 MRER
THRFEINMAEERETRI B ER,

1. FE AWS loT AN EEEFKF , BB Defend (FFE) , REIZIZE Detect ({238]). Metrics (318
B)o

2. & (BFJ#E®H) EEL , #E Custom metrics (B1L).

3. 1 Create custom metric (3 BFT#6E) E@E L , BT T3 EE,

1. £ Name (B8) T , RENEFIERBASE. EEV R EREZR , BEEERLBTE,

2. 1£ Display name (optional) (BB (&) T , EUUABIEEWAZRLEEE. TTL42
—H , MEEATUERELREITENR,

3. £ Type (BE) T , RELEZERNERERL, EEERTIE string-list. ip-address-
list, number-list #1 number, 3 & E £ EREE,

(® Note
ML Detect R 25F number (8{=) 33,

4. 7 Tags (RER) T , B SLURIEE FAR BBV RE

SR EEREIRIZE Confirm (FEER).

4. HEEEINTHITEERZ#% , Custom metrics (BFT1EE) EHAEHE Bl EEPEFTHEL
Y BETIEE,

5. % A LEERBTEENEEREMEER, £ AWS loT EEENEEE®KF , B Defend
(BFE) , R#&12F Detect (1538]). Security profiles (Z£ M #HIRE).

6. EELERAIEENEERETSMRER.
7. EIF Actions (E1E). Edit (fR¥8).

8. 1#1E Additional Metrics to retain (EREMWHEHMIER) , AR BELN BT ER. ETHEELEE
Next (T —2%) , EZIEZ)E Confirm (HEFR) B, ##E Save (f#7F) M Continue (%&48). ERIhET
BTENBITEEZR , 2R EEFHEEFEENSEER,
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® Note
ERMEREASHE , B UBRTERTERARER.

Wi BT EEFEER
THRFBERMAE RS PRIE ST RN FEERA,

1. £ AWS loT TR ANEBEEE S , BB Defend (BFE) , R%12$2 Detect (1538]). Metrics (38
).

2. ERZERBHFMET ZBFTHEEMN Metric name (EREEH).

BEHETER

Ty REFERNAEEEAPENBIIEE,

1. 1E AWS loT I AMEBEE KT , B Defend (BHE) , R1%i%Z Detect ({838)). Metrics (3§
B)o

2. BELEZEFMZBTEESEMNBIERE. A& ¥ Actions (B11F) , #1E Edit ().

3. 7& Update custom metric (E#BFT1E1E) EE L , B LUREBETRER , URBRIFIEES.

4. K% , FBEIE Update (E#T). Custom metrics (BET1EE) HH,

UIES=HE1:]
THRFERMAEEEATMBRETEE.

1. B% K RAZRANEMAZSMRERPBRENBETEE, SN EBEEFMEAEE LRR
BEBTEENZEMRER. £ AWS loT ERANEEEKF , B Defend (BHE) , REZIBE
Detect ({83l). Metrics (81E).

2. EELEBRNVBITEE, RBFTEEFMENARR LYIRE Security Profiles (Z£ 4R ERE) Y
FAZEMREREPBRETER.

3. EAWS loT EEANEEEKTD |, BB Defend (FFE) , AR%EIZIZE Detect (183). Metrics (3
=)o

4. BELERBRZBTEESENRERRR. AR, &¥ Actions (B11F) , iEIE Delete (MIBR).

MAEEZRAEPERBER 165


https://console.aws.amazon.com/iot
https://console.aws.amazon.com/iot
https://console.aws.amazon.com/iot
https://console.aws.amazon.com/iot

AWS loT Device Defender AWS IoT Device Defender B A E15F

5. £ Are you sure you want to delete custom metric? (G EEMRETIRER 2 ) AL L | B2
Delete custom metric filBR B FT54Z,

/A Warning
EMRT BFTERzZ , CEEXREXEEHBRHMNAMEER, EEBFEEEER.

mqAIfE CLI £ BT B 1R

HERRE

* AWS loT Device Defender Agent SDK (Python)
- BV R EEYSEMEEZSMRER

- BREBTEEFAER

- EXEFTER

- MERBFTEE

AWS loT Device Defender Agent SDK (Python)

EERAMER , 5 T8 AWS loT Device Defender Agent SDK (Python) #i#I{AEER, IKREERES
WKEEELRMHRE, ERHENEERIEEZR , BULUSAMKENEE , WHEREE RNAE
B, RELEEBREBEXNIERTTE AWS loT Device Defender Agent SDK (Python) Readme EHUS.
WMEHMMER |, 5528 AWS loT Device Defender Agent SDK (Python)e

BUBERLSEMEEREMRER
THRFBRNAH CLI R HITHER , WERNEERSHRER,

1. M create-custom-metric S REBIBFTHEE, THEHFASEBETIEEHL TS ENWEETE
2,

aws iot create-custom-metric \
--metric-name "batteryPercentage" \
--metric-type "number" \
--display-name "Remaining battery percentage." \
--region us-east-1
--client-request-token "02ccb92b-33e8-4dfa-a0cl-35b181ed26b0" \
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B

{

"metricName": "batteryPercentage",

"metricArn": "arn:aws:iot:us-
east-1:1234564789012:custommetric/batteryPercentage"
}

2. EEVNEBMBITEEZEZR , B LEH update-security-profile BT ISZEHIB
ZHEERERE , S create-security-profile BN LS MRERE , LUEHET
EEHEEHD, £EE , BASEUFTNREMEERE (BA batteryUsage) , ##
M) batteryPercentage BEIIEEMEBEHF ., ML EHE Rules Detect I8 , BA
cellularBandwidth,

aws iot create-security-profile \

--security-profile-name batteryUsage \

--security-profile-description "Shows how much battery is left in percentile."
\

--behaviors "[{\"name\":\"great-than-75\",\"metric\":\"batteryPercentage\",
\"criteria\":{\"comparisonOperator\":\"greater-than\",\"value\":{\"number
\":753},\"consecutiveDatapointsToAlarm\":5,\"consecutiveDatapointsToClear
\":13}3},{\"name\":\"cellularBandwidth\" ,\"metric\":\"aws:message-byte-size\",
\"criteria\":{\"comparisonOperator\":\"less-than\",\"value\":{\"count\":128},
\"consecutiveDatapointsToAlarm\":1,\"consecutiveDatapointsToClear\":1}}]" \

--region us-east-1

B

"securityProfileArn": "arn:aws:iot:us-east-1:1234564789012:securityprofile/
batteryUsage",
"securityProfileName": "batteryUsage"

(® Note
EEMESELAERE K B NBRFAENTERARER.

WAE CLI G BA IR =


https://docs.aws.amazon.com/cli/latest/reference/iot/update-security-profile.html
https://docs.aws.amazon.com/cli/latest/reference/iot/create-security-profile.html
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THRFRERMAE CLI B8 BT EEMNFMAER.

« f#M list-custom-metrics N RBIEENFTEHITEE,

aws iot list-custom-metrics \
--region us-east-1

SR HERN TR

"metricNames": [
"batteryPercentage"

EHBEFTEER

THRFEROMALE CLI EFR BT EE.

- f{Ef update-custom-metric W HREFHEHITIEE, THEHHEEH display-name,

aws iot update-custom-metric \
--metric-name batteryPercentage \

--display-name 'remaining battery percentage on device' \
--region us-east-1

T HERN TR

{
"metricName": "batteryPercentage",
"metricArn": "arn:aws:iot:us-
east-1:1234564789012:custommetric/batteryPercentage",
"metricType": "number",
"displayName": "remaining battery percentage on device",
"creationDate": "2020-11-17T23:01:35.110000-08:00",
"lastModifiedDate": "2020-11-17T723:02:12.879000-08:00"
}
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B B TR

THREFERINARE CLI MIBREETIEE,
1. EEMBRBITEE , BARBITEEEZEENIANRZEMRERPBREITIEE. FH list-
security-profiles S RBAEEBEBIEENTEMRERE.

2. ZERTEMBRTEEBREITIEE , 58FH update-security-profiles i, WABERE
WFTEENR , BHERRBETIEE !

aws iot update-security-profile \

--security-profile-name batteryUsage \

--behaviors "[{\"name\":\"cellularBandwidth\",\"metric\":\"aws:message-byte-size
\",\"criteria\":{\"comparisonOperator\":\"less-than\",\"value\":{\"count\":128},
\"consecutiveDatapointsToAlarm\":1,\"consecutiveDatapointsToClear\":1}}]"

S RN TR

"behaviors": [{\"name\":\"cellularBandwidth\",\"metric\":\"aws:message-byte-size
\",\"criteria\":{\"comparisonOperator\":\"less-than\",\"value\":{\"count\":128},
\"consecutiveDatapointsToAlarm\":1,\"consecutiveDatapointsToClear\":1}}],

"securityProfileName": "batteryUsage",

"lastModifiedDate": 2020-11-17T723:02:12.879000-09:00,

"securityProfileDescription": "Shows how much battery is left in percentile."

"version": 2,

"securityProfileArn": "arn:aws:iot:us-east-1:1234564789012:securityprofile/
batteryUsage",

"creationDate": 2020-11-17T23:02:12.879000-09:00

3. BBEITEESRz%E , A delete-custom-metric fa KM BEITIEE,

aws iot delete-custom-metric \
--metric-name batteryPercentage \
--region us-east-1

LS an Ry A R T ATR

HTTP 200
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= A

BETEZECLI &5

BRI LAERLT CLI i s RELMNEE BRI EE,

e create-custom-metric

» describe-custom-metric

 list-custom-metrics

» update-custom-metric

delete-custom-metric

list-security-profiles

BHFT$ER API
5 API TR SRR VM B2 A TR,

* CreateCustomMetric

» DescribeCustomMetric

» ListCustomMetrics

* UpdateCustomMetric

* DeleteCustomMetric

» ListSecurityProfiles

% B i fE 1R

BYREURERR , BN oT REELENEERETANRE , REE loT EENFEHTA.
TIHRERBRWIER K ELERRALERE LZENAEREK.

L ciHE i (aws:all-bytes-out)
EREHERAREEBHUTENEE.,
FHILEE  UETEERXEZNEERENRATR/NEE , HEEEHBAUN THEAELA

=,
#ZAR : Rules Detect | ML Detect

EE F : less-than | less-than-equals | greater-than | greater-than-equals
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8 : RIFREH

By : fuxi

FERR - JFREH. A%ES 300, 600, 900, 1800 = 3600 ¥,

Example
{
"name": "TCP outbound traffic",
"metric": "aws:all-bytes-out",
"criteria": {
"comparisonOperator": "less-than-equals",
"value": {

"count": 4096
.
"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1
.

"suppressAlerts": true

ExamplefF statisticalThreshold K9 &34l

"name": "TCP outbound traffic",
"metric": "aws:all-bytes-out",
"criteria": {
"comparisonOperator": "less-than-equals",
"statisticalThreshold": {
"statistic": "p50"
3,
"durationSeconds": 900,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1
3,

"suppressAlerts": true

ExampleffF ML Detect K &i4l

{2 T8 H (aws:all-bytes-out)

171
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"name": "Outbound traffic ML behavior",
"metric": "aws:all-bytes-out",
"criteria": {
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,
"mlDetectionConfig": {
"confidencelLevel": "HIGH"

}
}I

"suppressAlerts": true

L tiEE A (aws:all-bytes-in)
EREHEAEAZENUTHEHEE,
FALER  UEERERKBVNEARENRASRT/NEE , HEEEHBARUUTHEAEMLR

B,

#HZBMR : Rules Detect | ML Detect

BE ¥ : less-than | less-than-equals | greater-than | greater-than-equals
B RFEEH

By : fuxie

HERR  FREH. BEXEA 300, 600, 900, 1800 = 3600 ¥,

Example
{

"name": "TCP inbound traffic",

"metric": "aws:all-bytes-in",

"criteria": {
"comparisonOperator": "less-than-equals",
"value": {

"count": 4096

},

"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1

}I

fZT4AE A (aws:all-bytes-in) 172
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"suppressAlerts": true

Exampleff f statisticalThreshold #J &i4i

"name": "TCP inbound traffic",

"metric": "aws:all-bytes-in",

"criteria": {
"comparisonOperator": "less-than-equals",
"statisticalThreshold": {

"statistic": "p90"

},
"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1

+

"suppressAlerts": true

ExamplefF ML Detect #I &E41

"name": "Inbound traffic ML behavior",
"metric": "aws:all-bytes-in",
"criteria": {
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,
"mlDetectionConfig": {
"confidencelLevel": "HIGH"
}
b

"suppressAlerts": true

EZE TCP E#EESTE (aws :num-1listening-tcp-ports)

KEIEEEEN TCP EERE,
ERLER K UEESERERXEENZAHMEN TCP EREH,

#HZBR : Rules Detect | ML Detect

{8 TCP BB (aws:num-listening-tcp-ports)
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B Kk

BE T : less-than | less-than-equals | greater-than | greater-than-equals
B RFEEH

B KU

BN  FEEE., HMER 300, 600. 900, 1800 =k 3600 ¥.

Example

"name": "Max TCP Ports",
"metric": "aws:num-listening-tcp-ports",
"criteria": {
"comparisonOperator": "less-than-equals",
"value": {
"count": 5
}
"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1
}

"suppressAlerts": true

Exampleff statisticalThreshold K9 &3l

{
"name": "Max TCP Ports",
"metric": "aws:num-listening-tcp-ports",
"criteria": {
"comparisonOperator": "less-than-equals",
"statisticalThreshold": {
"statistic": "p50Q"
1,
"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1
1,
"suppressAlerts": true
}
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ExampleffF ML Detect K &i 4l

"name": "Max TCP Port ML behavior",
"metric": "aws:num-listening-tcp-ports",
"criteria": {
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,
"mlDetectionConfig": {
"confidencelLevel": "HIGH"
}
.

"suppressAlerts": true

EZHE UDP E#E5T 8 (aws:num-listening-udp-ports)

#BIFEEEN UDP EEERE,
FALEE  UEESEEERXELRNTAEEN UDP BEEERE,
HZAM : Rules Detect | ML Detect

B kK

BHE T : less-than | less-than-equals | greater-than | greater-than-equals

B : RIEERY,
BE{ : KB
HERD : FFEEE., B%EA 300, 600, 900, 1800 =% 3600 #,

Example
{
"name": "Max UDP Ports",
"metric": "aws:num-listening-udp-ports",
"criteria": {
"comparisonOperator": "less-than-equals",
"value": {
"count": 5
},

$EHE UDP E#EHE5 8 (aws :num-1listening-udp-ports)
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"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1

iy

"suppressAlerts": true

ExampleffF statisticalThreshold &9 &l

{
"name": '"Max UDP Ports",
"metric": "aws:num-listening-udp-ports",
"criteria": {
"comparisonOperator": "less-than-equals",
"statisticalThreshold": {
"statistic": "p50"
3,
"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1
3,
"suppressAlerts": true
}

Examplef# i ML Detect #9 &3l

"name": "Max UPD Port ML behavior",
"metric": "aws:num-listening-tcp-ports",
"criteria": {
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,
"mlDetectionConfig": {
"confidencelLevel”: "HIGH"

}

},

"suppressAlerts": true

a3 (aws:all-packets-out)

EREHEARKEEHHONHE.

HE® W (aws:all-packets-out)
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ERALLER , MEERERZEEENHNEENBEHRENZAIHNBE,

AR : Rules Detect | ML Detect

iBE ¥ : less-than | less-than-equals | greater-than | greater-than-equals
8 RFEEH

B Ha®

FERR . FREH. BXEA 300, 600, 900, 1800 = 3600 ¥

Example
{

"name": "TCP outbound traffic",

"metric": "aws:all-packets-out",

"criteria": {
"comparisonOperator": "less-than-equals",
"value": {

"count": 100

b

"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1

}I

"suppressAlerts": true

Exampleff f statisticalThreshold ) &i4l

"name": "TCP outbound traffic",
"metric": "aws:all-packets-out",
"criteria": {
"comparisonOperator": "less-than-equals",
"statisticalThreshold": {
"statistic": "p90"
},
"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1

}I

HaEE (aws:all-packets-out) 177



AWS loT Device Defender AWS IoT Device Defender B A E15F

"suppressAlerts": true

}

ExampleffF ML Detect HI&E41

"name": "Outbound sent ML behavior",
"metric": "aws:all-packets-out",
"criteria": {
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,
"mlDetectionConfig": {
"confidencelLevel”: "HIGH"

}
}I

"suppressAlerts": true

i@ A (aws:all-packets-in)
ERENBERBEARKENHIBE.

EALLER , MEERERZERENBAZKRNBEBARENZAI K/ NHE,
#HZBR : Rule Detect | ML Detect

iEE F : less-than | less-than-equals | greater-than | greater-than-equals

B RFEEH

By HE#

FERR . FREH. BXEA 300, 600, 900, 1800 = 3600 ¥,

Example
{
"name": "TCP inbound traffic",
"metric": "aws:all-packets-in",
"criteria": {
"comparisonOperator": "less-than-equals",
"value": {

HBEWA (aws:all-packets-in)

178



AWS IoT Device Defender

AWS loT Device Defender B3¢ A 157

"count": 100
1,

"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1

iy

"suppressAlerts": true

Example

5/ statisticalThreshold Y &4l

"name": "TCP inbound traffic",
"metric": "aws:all-packets-in",
"criteria": {

"comparisonOperator": "less-than-equals",

"statisticalThreshold": {
"statistic": "p9Q"

1,

"durationSeconds": 300,

"consecutiveDatapointsToAlarm": 1,

"consecutiveDatapointsToClear": 1

iy

"suppressAlerts": true

ExampleffF ML Detect K &i 45l

"name": "Inbound sent ML behavior",
"metric": "aws:all-packets-in",
"criteria": {
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,
"mlDetectionConfig": {
"confidencelLevel": "HIGH"
}
b

"suppressAlerts": true

HBEWA (aws:all-packets-in)
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B8k IP (aws:destination-ip-addresses)

—48 IP B Myit,
FERLLEEREE—EATF (ZABABRRE) IEL (2 BARRE) W Classless Inter-Domain

Routings (CIDR) , B2 E XA T 5:&E#EE| AWS loT,
#ZAR : Rules Detect

EHE ¥ : in-cidr-set | not-in-cidr-set

{# : CIDR BE

B : N/A

Example
{
"name": "Denied source IPs",
"metric": "aws:destination-ip-address",
"criteria": {
"comparisonOperator": "not-in-cidr-set",
"value": {
"cidrs": [ "12.8.0.0/16", "15.102.16.0/24" ]
}
3,
"suppressAlerts": true
}

{55 TCP jE#218 (aws:1listening-tcp-ports)

KEEEN TCP EiRE,
ERALERREE A (CIBRABRE) JUER (iBAREE) N TCP BiE  SERELA

HABIEEIEL TCP EFIE,
HZAR : Rules Detect
EE F : in-port-set | not-in-port-set

B —HEER
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Efr : N/A

Example
{
"name": "Listening TCP Ports",
"metric": "aws:listening-tcp-ports",
"criteria": {
"comparisonOperator": "in-port-set",
"value": {
"ports": [ 443, 80 ]
}
I

"suppressAlerts": true

{55 UDP jE#1E (aws:1listening-udp-ports)
FEBEEN UDP EEE,

FRLLEEREE AT (ZBABQRE) HIER (i BAREE) /) UDP EiZE  SEEXEY
AR EEEIEL UDP EEIE,

HZAR : Rules Detect
E&E F : in-port-set | not-in-port-set
B : —HEEE

B : N/A

Example
{
"name": "Listening UDP Ports",
"metric": "aws:listening-udp-ports",
"criteria": {
"comparisonOperator": "in-port-set",
"value": {

"ports": [ 1025, 2000 ]
}
}
}
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BEIUK TCP EL&ETE (aws :num-established-tcp-connections)

BRAREER TCP ERE,

ERALER K UEESRAXEEREENREAIR/NBENIER T TCP ERE (FTH TCP REE).
#HZBR : Rules Detect | ML Detect

iEE T : less-than | less-than-equals | greater-than | greater-than-equals

B RFEEH

BV ERH

Example

"name": "TCP Connection Count",
"metric": "aws:num-established-tcp-connections",
"criteria": {
"comparisonOperator": "less-than-equals",
"value": {
"count": 3
.
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1
1,

"suppressAlerts": true

Examplef f statisticalThreshold 9 &i4i

"name": "TCP Connection Count",
"metric": "aws:num-established-tcp-connections",
"criteria": {
"comparisonOperator": "less-than-equals",
"statisticalThreshold": {
"statistic": "p90"
I
"durationSeconds": 900,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1
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}I

"suppressAlerts": true

Examplef# f ML Detect #9 &34l

{
"name": "Connection count ML behavior",
"metric": "aws:num-established-tcp-connections",
"criteria": {
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,
"mlDetectionConfig": {
"confidencelLevel": "HIGH"
}
b
"suppressAlerts": true
}

REBBENHRE

BEAER
REH yTEZE BE E=Fii PR &t
EE hed = i [EFERR AR
EEETEN
&5,
BE met = Y4 &L
GERER
metrics F
custom_me
trics E#f
HEDHAP—
&
custom_me cmet = Y4 &L
trics RREHR
metrics H
EERBARE
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REH
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REW
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EEER
TCP E#R
R&HE

tcp_conne
ctions

establish
ed_connec
tions

AR

R

mEw

rid

kg

tfc

ec

Cs

fim

RE W

BE N

tcp_conne N
ctions

establish N
ed_connec
tions

Integer

String

<Rt

Y ¥

Y

List<Obje

ct>

BR 51

B 51

Major.Minor

PR 51

custom_me
trics [E#
REDHA—
&,

L3
EFEme
B, B=REHA
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REB TRy o
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st t

{HEE TCP jE#Zig
REW yCR=L
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EigE pts
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AR
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Ehi
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BR 5
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{HEE UDP EiZig

REB yCRR KR B =i B % fimst
listening up B N //kas
_udp_ports
EEE pts listening N List<Port> >0

_udp_ports
port pt EER N ¥ >0 BRI E

FHEXRO

interface mn EER N String NHEHER
st t listening N ¥ >=0

_udp_ports

Network statistics ({8 E R

kAW yCRE RTE BB =il BR il fisct

network_s  ns EE N Y/kas

tats

bytes_in bi network.s N 27 =85
tats ],>=0

bytes_out bo network.s N 2T EZ8iE
tats B ,>=0

packets_in  pi network.s N 2T =82
tats B ,>=0

packets 0 po network.s N 2T EZ82i

ut tats E,>=0
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Example
IR JSON HRFERARERE,
{
"header": {
"report_id": 1530304554,
"version": "1.0"
1,

"metrics": {
"listening_tcp_ports": {

"ports": [
{
"interface": "etho",
"port": 24800
},
{
"interface": "eth@",
"port": 22
},
{
"interface": "eth@",
"port": 53
}
1,
"total": 3
I
"listening_udp_ports": {
"ports": [
{
"interface": "etho",
"port": 5353
I
{
"interface": "etho",
"port": 67
}
1,
"total": 2
},

"network_stats": {
"bytes_in": 29358693495,
"bytes_out": 26485035,

"packets_in": 10013573555,

REEFEXHRE
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"packets_out": 11382615
.
"tcp_connections": {
"established_connections": {
"connections": [

{
"local_interface": "eth@",
"local_port": 80,
"remote_addr": "192.168.0.1:8000"
I
{
"local_interface": "eth@",
"local_port": 80,
"remote_addr": "192.168.0.1:8000"
}
1,
"total": 2
}
}
I

"custom_metrics": {
"MyMetricOfType_Number": [

{
"number": 1
}
1,
"MyMetricOfType_NumberList": [
{
"number_list": [
1,
2,
3
]
}
1,
"MyMetricOfType_StringlList": [
{

"string_list": [
"value_1",
"value_2"

]

}
1,

"MyMetricOfType_IpList": [
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{

"ip_list": [
"172.0.0.0",
"172.0.0.10"

]

}

ExamplefE f %8 & # &6 JSON #5145

"hed": {

"rid": 1530305228,

"v': "1.0"
1,
"met": {
"tp": {
"pts": [

Ilifll :

llptll .

Ilifll :

llptll .

Ilifll :

llptll .

}
1,
"t": 3
1,
"up”: {
"pts": [
{

nifn:
"pt":

}I
{

nifn:

"eth@",
24800

"eth@",
22

"eth@",
53

nethgn’
5353

nethgn’

REEFEXHRE
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"pt": 67
}
1,
"t 2
},
"ns": {
"bi": 29359307173,
"bo": 26490711,
"pi": 10014614051,
"po": 11387620
},
"tc": {
"ec": {
"cs": [
{
"1li": "etho",
"lp": 80,
"rad": "192.168.0.1:8000"
},
{
"1li": "etho",
"lp": 80,
"rad": "192.168.0.1:8000"
}

1,
Iltll: 2

}
},
"cmet": {
"MyMetricOfType_Number": [
{
"number": 1
}
1,
"MyMetricOfType_NumberList": [
{
"number_list": [
i,
2,
3

}
1,
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"MyMetricOfType_StringlList": [

{

"string_list": [
"value_1",
"value_2"

]

}
1,
"MyMetricOfType_IpList": [
{

"ip_list": [
"172.0.0.0",
"172.0.0.10"

]

}
]

REEFHEEE

AWS loT Device Defender Detect ATUIREE, AN EIE AWS oT EEEEMIEEZER , UEAIERE
BETANEE, NERPMMASEZREZEEE AWS IoT Device Defender,

3

IBRAATE AWS loT EFKEBEREKBRFE L RL#EBE AWS loT SDK 5 2 it , UIRERBiRER,
EIEESH SDK WEEEBE,

BAIERA AWS loT RERAFIREMERE , RATRMHE—REREX , E AWS loT Device Defender
FAWS loT ZEEBEHIRHENIIEE, ELIHETEEHK., Z2BE. AWS loT Device Defender 151E
BMES,

#H¥ AWS loT Device Defender 8 BinHEZ M E AWS loT FHY R B E BT UIREM T,
5 AWS loT 28 F 5 i SR i 12

EERE AWS loT £EBRAFH , BRI GitHub THE., EREREHEBERENNEELRET
AWS loT ZERAFmZ % , BX4ELHEREAKEBEIRIEEBEIEZE AWS loT Device Defender, B &
AWS loT £EBRAFIRAEERESR device-defender BERFIREN TS H -

"device-defender": {
"enabled": true,

REBHEEE 191
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"interval-in-seconds": 300

/A Warning
BRZEEEERRERED 300 ¥, NREKFEBRRER/ DR 300 WWE , RiTES
AN ERER,

EEH TEMERE R |, B0 LLE AWS loT Device Defender TR AP E VLR ERENITA , KE
BREBRMETZIHRMNIEE, EBaLE AWS loT Core TR AR SK O BMHMNIEE |, 5£ 5812 Defend
(BA &), Detect (f53l) , AAERIERE Metrics (IB1E).

==J'|J'I = oh
:i_—f'llﬁ'ﬁa*‘a <

BYREURERR , BNEHE oT REELENERRETANREE , RETE loT KENFEHTA.
THRERER , EELEFREE AWS loT,

AE K/ (aws:message-byte-size)

AEPNLTHEY, FRLER , UEEREEE@RE AWS loT WEAIFARNZEAIEZ N R (AL
TAAREN).

#HZBR : Rules Detect | ML Detect
iEHE F : less-than | less-than-equals | greater-than | greater-than-equals
B : RIFEEY,

By : fuxi

Example
{
"name": "Max Message Size",
"metric": "aws:message-byte-size",
"criteria": {
"comparisonOperator": "less-than-equals",
"value": {

"count": 1024
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1,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1

iy

"suppressAlerts": true

Exampleff i statisticalThreshold 9 &i4l

"name": "Large Message Size",
"metric": "aws:message-byte-size",
"criteria": {
"comparisonOperator": "less-than-equals",
"statisticalThreshold": {
"statistic": "p90"
.
"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1

}I

"suppressAlerts": true

Examplef# f ML Detect #9 &4l

"name": "Message size ML behavior",
"metric": "aws:message-byte-size",
"criteria": {
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,
"mlDetectionConfig": {
"confidencelLevel": "HIGH"

}

b

"suppressAlerts": true

MRE=ZEER S 7 ENHER , ERESHNAERB A/ NEBEH 90% N EttREME A
AERBAN , MEEMEKESALZEMRERTAETHRS  MALRER,

FAE K/ (aws:message-byte-size) 193
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EEENAE (aws:num-messages-sent)

KREERERREEINASHE.

ERALER , MEEERERRTESMEREN AWS loT 2EEENEAEZ/NALBE.
FZAM : Rules Detect | ML Detect

BE T : less-than | less-than-equals | greater-than | greater-than-equals

8 : BFEEHY,

B : AR

BB : FEEY, AMEA 300. 600, 900, 1800 = 3600 #,

Example
{
"name": "Out bound message count",
"metric": "aws:num-messages-sent",
"criteria": {
"comparisonOperator": "less-than-equals",
"value": {
"count": 50
iy

"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1

iy

"suppressAlerts": true

Exampleff i statisticalThreshold #9 &3l

"name": "Out bound message rate",
"metric": "aws:num-messages-sent",
"criteria": {
"comparisonOperator": "less-than-equals",
"statisticalThreshold": {

BEXF L (aws:num-messages-sent) 194
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"statistic": "p99"
I

"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1

iy

"suppressAlerts": true

}

Examplef# f ML Detect #9 &34l

"name": "Messages sent ML behavior",
"metric": "aws:num-messages-sent",
"criteria": {
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,
"mlDetectionConfig": {
"confidencelLevel": "HIGH"
}
b

"suppressAlerts": true

B2 EAE (aws:num-messages-received)
REERERBREBNASHE,

ERLER , LMEEERERRATESEKEN AWS loT cBEVHNSEAHFNALHE,
HZAM : Rules Detect | ML Detect

BE T : less-than | less-than-equals | greater-than | greater-than-equals

B RFEEBH

B : AR

HERE  EREY., BXER 300, 600, 900, 1800 = 3600 #,

Example

BEWHFAL (aws:num-messages-received) 195
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"name": "In bound message count",
"metric": "aws:num-messages-received",
"criteria": {
"comparisonOperator": "less-than-equals",
"value": {
"count": 50
},

"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1

}I

"suppressAlerts": true

ExampleffF statisticalThreshold &9 &3l

"name": "In bound message rate",
"metric": "aws:num-messages-received",
"criteria": {
"comparisonOperator": "less-than-equals",
"statisticalThreshold": {
"statistic": "p99"
},
"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1

}I

"suppressAlerts": true

ExampleffF ML Detect &4l

{

"name": "Messages received ML behavior",

"metric": "aws:num-messages-received",

"criteria": {
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,
"mlDetectionConfig": {

"confidencelLevel": "HIGH"

}

},
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"suppressAlerts": true

}

% # K B (aws:num-authorization-failures)

ERALER  UEEAHEEEHEAARES - RENKARERME. EERKEEES AWS loT B
ARIEREREAY , S0, IREREEHZMI —EATEREHFINEER,

HZAR : Rules Detect | ML Detect

BE{ : KEE

BE T : less-than | less-than-equals | greater-than | greater-than-equals
B BFBEY,

FERR . IEREY., AMEA 300, 600, 900. 1800 =k 3600 ¥,

Example
{
"name": "Authorization Failures",
"metric": "aws:num-authorization-failures",
"criteria": {
"comparisonOperator": "less-than",
"value": {
"count": 5
b

"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1

Iy

"suppressAlerts": true

ExampleffF statisticalThreshold &9 &l

"name": "Authorization Failures",
"metric": "aws:num-authorization-failures",
"criteria": {

"comparisonOperator": "less-than-equals",

KB (aws:num-authorization-failures) 197
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"statisticalThreshold": {
"statistic": "p50"

},

"durationSeconds": 300,

"consecutiveDatapointsToAlarm": 1,

"consecutiveDatapointsToClear": 1

}I

"suppressAlerts": true

Examplef# f ML Detect #9 &4l

{
"name": "Authorization failures ML behavior",
"metric": "aws:num-authorization-failures",
"criteria": {
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,
"mlDetectionConfig": {
"confidencelLevel": "HIGH"
}
3,
"suppressAlerts": true
}

IR IP (aws:source-ip-address)

FEEEE AWS loT WRIER IP #ik,

FRALEEREE—HEAF (ZaBABRRE) EL (2B A RBRE) W Classless Inter-Domain

Routings (CIDR) , S{E2E XA T 5:&EEE| AWS loT,
HZAMR : Rules Detect
iBE F : in-cidr-set | not-in-cidr-set

{§ : CIDR &

B . N/A
Example
{

IR IP (aws:source-ip-address)
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"name": "Denied source IPs",

"metric": "aws:source-ip-address",

"criteria": {
"comparisonOperator": "not-in-cidr-set",
"value": {

"cidrs": [ "12.8.0.0/16", "15.102.16.0/24" ]

}

.

"suppressAlerts": true

B E H X B (aws:num-connection-attempts)
HECHEEERRERAEBIMLERNRE
FERALEEREESEAXENEREA R LRI TR, RBMEABNELREBEIAGTHE,
AR : Rules Detect | ML Detect

BE ¥ : less-than | less-than-equals | greater-than | greater-than-equals

B RFEEH

By ERERARE

FERR - JEREH., A%ES 300, 600, 900, 1800 = 3600 ¥,

Example
{

"name": "Connection Attempts",

"metric": "aws:num-connection-attempts",

"criteria": {
"comparisonOperator": "less-than-equals",
"value": {

"count": 5

b

"durationSeconds": 600,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1

iy

"suppressAlerts": true

ERE SN (aws:num-connection-attempts) 199
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AWS IoT Device Defender

ExampleffF statisticalThreshold #9 &35l

"name": "Connection Attempts",
"metric": "aws:num-connection-attempts",
"criteria": {
"comparisonOperator": "less-than-equals",
"statisticalThreshold": {
"statistic": "p10Q"
1,
"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1

+

"suppressAlerts": true

Examplef# f ML Detect #9 &5l

{
"name": "Connection attempts ML behavior",
"metric": "aws:num-connection-attempts",
"criteria": {
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,
"mlDetectionConfig": {
"confidencelLevel": "HIGH"
}
1,
"suppressAlerts": false
}

FTELR (aws:num-disconnects)

HEEBERERR AWS loT FENERIXEG
FRIEERIEEREBEEF TR AWS loT FEEHFENXEB ERH TR,
#ZAR : Rules Detect | ML Detect

IBE ¥ : less-than | less-than-equals | greater-than | greater-than-equals

B : RIFREH

A EfHERR (aws:num-disconnects)
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BV : PENERE

BB  FEEY, AMEA 300. 600, 900, 1800 = 3600 #,

Example
{
"name": "Disconnections",
"metric": "aws:num-disconnects",
"criteria": {
"comparisonOperator": "less-than-equals",
"value": {
"count": 5
.

"durationSeconds": 600,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1

+

"suppressAlerts": true

Examplef# i statisticalThreshold ) &i4i

"name": "Disconnections",
"metric": "aws:num-disconnects",
"criteria": {
"comparisonOperator": "less-than-equals",
"statisticalThreshold": {
"statistic": "pl@"
I
"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1
I

"suppressAlerts": true

Examplef# i ML Detect #9 &5l

"name": "Disconnects ML behavior",

AR ETEAR (aws:num-disconnects) 201
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"metric": "aws:num-disconnects",
"criteria": {
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,
"mlDetectionConfig": {
"confidencelLevel": "HIGH"

}
iy

"suppressAlerts": true

Hh BT B AR IS ERF A (aws:disconnect-duration)
BB AWS loT RiGH ENERNIFER ™,
FEALEETIEEEERE AWS loT RIFHENERN S RISGERD,
AR : Rules Detect

EET PR PRER

B : FEEY (BEuniE)

Example
{
"name": "DisconnectDuration",
"metric": "aws:disconnect-duration",
"criteria": {
"comparisonOperator": "less-than-equals",
"value": {
"count": 5
}
.

"suppressAlerts": true

Detect 51 E H

BREEEY , B AWS loT Device Defender B Ein., REBIHFBETIEE iﬂ%ﬂﬁ*ﬁ?ﬂ 2N
BREN MQTT £/E, YEEXEKRERED Detect I5E , TEMUEAERRMETERREN DT,

FhETEAR S ERR (aws:disconnect-duration) 202



AWS loT Device Defender AWS IoT Device Defender B A E15F

EBREEIRA, BALLUERE MQTT EEMA AWS loT FAEXREINEE  SIBILTREECH
MQTT £RE., fEF AWS loT Device Defender £#&. API 5 CLI 3R EfSEEH, HIIEEBRARE
Al {#E A AWS IoT Device Defender B9 AWS [E15,

Tlﬁéa-\izuﬂ""* AWS loT Device Defender EH1E1R, £ —EEFRTEBMMAEE "EAREEE, &
REELEE. RE , BULSELNEERBEEZE AWS loT Rules XENEZEENb, E_@EE
FRIAEEE AWS loT Device Defender S ERI A E MQTT £, AR MQTT AFmEFTRA TSI

Eiéo #& 0] LATE Amazon Elastic Container Service, Lambda SiTRBIMEE MQTT E#EH Amazon EC2

HTER LW ASRFPEIT MQTT AFiR, BE AWS loT Device Defender M ERIEF , MQTT A FiR

BV I EEZER. WEESFHMEER , F28 MQTT £E,

Detect $51ZE H 203


https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/
https://docs.aws.amazon.com/iot/latest/developerguide/topics.html

AWS loT Device Defender AWS loT Device Defender B3 A E15r

B AWS Cloud
o AWS loT Device Defender Metric Export

Using Rules Engine
.]T[

AWS loT Device Defender
Security Profile

l

M

$aws/rules/<rule_name>

Basic Ingest Topic

LiLLl u
3%l E AWS I0T topic > 8 >
LI
loT Thing AWS loT loT Rules Engine loTRulesEngine
device gateway destination
(S3, SNS, Kinesis, efc.)
Bl AWS Cloud . .
AWS loT Device Defender Metric Export
Using MQTT Broker
.I
AWS loT Device Defender
SecuritI Profile
M
<MQTT Topic>
MQTT Topic
LLLLL l
31851 E ———AWS 10T topic > @ %
LRI
loT Thing AWS loT (Amazon ECS, Lambda,
device gateway EC2 eic)
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BREEEHNEERN

REZEMRERR , B LUREEEHMNERZ , YIEE MQTT £E, BHERE IAM AR |, UK
T AWS loT Device Defender Detect X ERIER , LUSARRAEEEREN MQTT £&E, BAILEE
AWS loT Rules EAHE MQTT & , WiSEHWISZEMEIEZE AWS loT Rules XEWE M, mME
REMEREERE AWS loT Rules BWHHERIE R , F2B (AWS loT FHEABEE) H#H Rules for AWS
loT,

AWS loT Device Defender Detect @ ABREZENEEI I HEEERE , Y EHKERFEEHREN
MQTT &, RTASNTAR DB THEKRPIZ , EREEESEBMNELNXFERENEEE
REHE, TEREBITNEBEREZ, SAASLTEXR) , EHERMAEEFERBENG/ )N, &K
MEMTEKRD, HAPEERSGERNE , EHERMEEREENPENERSGERE UV REN).
EEERSR—IERE—X , UERERERIPEERSEH., BREREEIERSH , BAT.
MEEREE. EEREENBTEENFHRER , 528 (AWS IoT Device Defender B3 A &35
M) P TIIERE :

- BFIEE

. EipieiE
. EEipicE

BRI LAEA AWS loT Rules X EEEEHETRMNE Wi, MEZENENHFE  F2H AWS
loT Rules Bi{E, ZEEMHXELAESFNENIEEEEIEENE W , 5% AWS loT Rules BiE
{# F BatchMode &8, MRERIFH AWS loT Rules BB 4 batchMode X8 | AT LUEH
Lambda =} Kinesis Data Streams EH /T 811E , E#XFA S P EEEBIEE,

ERELHERSER

MEHRERELESR , F2E T IERHER,

{

"version": "1.0",
"metrics": [

{

"name": "{metricNamel}",
"thing": "{thingName}",
"value": {

# a list of Classless Inter-Domain Routings (CIDR) specifying metric
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https://docs.aws.amazon.com/iot/latest/developerguide/iot-rules.html
https://docs.aws.amazon.com/iot/latest/developerguide/iot-rules.html
https://docs.aws.amazon.com/iot/latest/developerguide/dd-detect-custom-metrics.html
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https://docs.aws.amazon.com/iot/latest/developerguide/detect-device-side-metrics.html
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# source-ip-address and destination-ip-address

"cidrs": ["string"],

# a single metric value for cloud/device metrics

"count": number,

# a single metric value for custom metric

"number": number,

# a list of numbers for custom metrics

"numbers": [number],

# a list of ports for cloud/device metrics

"ports": [number],

# a list of strings for custom metrics

"strings": ["string"]

},

# In some rare cases we may send multiple values for the same thing, metric and
timestamp.

# When there are multiple values, please use the value with highest version number
# and discard other values.

"version": number,

# For cloud-side metrics, this is the time when AWS IoT Device Defender Detect
aggregates the

# metrics data received from AWS IoT.

# For device-side and custom metrics, this is the time at which the metrics data
# is reported by the devices.

"timestamp": number,

# The dimension parameters are optional. It's set only if

# the metrics are configured with a dimension in the security profile.
"dimension": {

"name": "{dimensionName}",
"operator": "{dimensionOperator}"
}

}

]
}

Detect 1I51EE HEE

EXRKER, RERNBIIEEZRMEEREN MQTT EEH ‘§1Etﬂﬁf¥ﬂ’9*ﬁﬁ7ﬁﬁéiﬁﬁﬁo
TiB , ERELSBED | EEFH Rules 5IZHFALEHEBMNIEES EEE’JE b BF | SRR
BHBESEEEER. AWS loT Device Defender @#§#LXISEUE —AEFEXNBAFE MQTT £
B, HPaISZERENEEER  BBRERIKRA, ﬂﬂ%ﬁ%ﬁ;’iﬁﬁ’\]ﬁﬁﬂiﬁﬁﬂ , FE2 B AWS EE:T
e
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S|

AEIEMMEZEEE AWS loT Device Defender Detect 5#ZE PR IAM BB FMBRMEBER.
MEFHMENR |, F28 (AM FEREIE) https://docs.aws.amazon.com/IAM/latest/UserGuide/,

#F AWS IoT Device Defender Detect #PR |, A2 3% 2 SNS £8&

MR CreateSecurityProfile FEUAIEEEL , B4 BRE—E IAM SCEMERE : FUBENE
FHE, FABEEET AWS loT Device Defender A A SIEENAEE MQTT TENER, ST
B F AWS loT Device Defender #B{EFTEAENEFT,

FF AR
JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"iot:Publish"
1,
"Resource": [
"arn:aws:iot:us-east-1:123456789012:topic/your-topic-name"
]
}
]
}
BEBER
JSON
{

"Version":"2012-10-17",
"Statement": [
{
"Sid": "",
"Effect": "Allow",

A 207
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https://docs.aws.amazon.com/iot/latest/apireference/API_CreateSecurityProfile.html
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"Principal": {
"Service": "iot.amazonaws.com"

},

"Action": "sts:AssumeRole"

}
1
}

BEABHER

BB FE—EEED IAM EREN IAMFFABEK , EAHEREEEAR. F2RARTEAERAE
BEE AWS BRIFRIFT Ao

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "",
"Effect": "Allow",
"Action": [
"iam:GetRole",
"iam:PassRole"
]I
"Resource": "arn:aws:iam::123456789012:x0le/Role_To_Pass"
}
]
}

£ AWS loT =& A5 EE 8 Detect F51EE H
EXRAEY. REAGESSIEEENNTRSHRER,
AE R

FERTE Detect IERE L 28] , FEELHER THILERNE
- IAM B, NIFHEHEEY IAM SeNFREF  F28 (AM £REER) PHEL IAM BE,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_passrole.html
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- A[EH AWS Identity and Access Management (IAM) & &0 B2 AN E G EEERHN AWS IR
F. Iz AWS loT Device Defender Detect BRI FFMER , 528 (AWS loT Core BB A&
) PWETA,

ERAEREDL (F28) BAHNELLRER

FEEHERTRAEN K FEREZLUREEUTSEEEY, THEFFARANMGTRESE
Detect IERE LN R AR L MEREE.

EREEELRIHNRZLRER

1. BARLAWS loT £ H, TEEY - K ElELX2H. Detect, Z2MRERE,

2. EBRUZSMREES  BERVRNBAERERRERE,

3. ZTEETLR2MUMREEBY  FOALHNTLURTEERE  IHHEE REEHHETNESE
BiH, (2R SEERFMEZEBLZER AWS BR, 212 Next (T—%),

4. SHEIEE  EERAREREETANER., EUNERTARE K UEERETHETATRBRRE
[1:38

5. REEBABTARENET A BERERET (ERERTAH), AREETABEBNGG., E
RERBETINER  FEETEEIER (REER, BET %,

6. FEREEREL A FREFREREL.

7. BMAMQTT EEEE , LUSIEEEREHZE AWS loT Core. EE IAM A&LUET AWS loT IR
FAWS loT: 3%, , LUSHAER N ERTENETE, BELEELNIEE K REBBET -,

(® Note
BMAMQTT TEEZEE K BEAERBRRERTEERNEN. Hla0 $AWS/rules/rule-
name/,

8. FPEALEBERJRTETABERERE AWS T4 |, FBERE Amazon SNS £EH IAM £
B, iBIE Next (F—%F).

9. MELHERRE A RREEFET—F,
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https://docs.aws.amazon.com/iot/latest/developerguide/device-defender-detect-permissions.html
https://console.aws.amazon.com/iot

AWS loT Device Defender AWS loT Device Defender B8 A B8/
BENRELSBRERFHENR (2R
BANFEERZSMREREFAER

1. BABLAWS loT 25, EEE L , EBZ 2. Detect, ZTEMBRER.

2. BELEVECSKEEEHNRZEMRER , REHHBERERE.

3. HEHET K ZENLERENEERERE  ARBET S,

4., EFERBESTAER K FEEERR (EREETAH), ARERFTSETARNRY. #E
Next (T —2%5).

EEEMBELRTE , BFREMEAELER. BIZ Next (T—%).

6. BERE Amazon SNS U EHEBERBRETARFEEIERE AWS loT £#A , FEEREL
Amazon SNS £ IAM A, ##Z Next (T—%)

7. RELHERRE K ARREBEET -5,

o

ByLZeMREEUBAEEREEY
£/ create-security-profile ERBRUENTLMRERE K IHAEREL,

ERAEEEHNRIZLRER

1. EEMAEEELXIEE Detect EEFTEELHHEMIERE , 557E Behavior M
AdditionalMetricsToRetainV2 H#%{E exportMetric FRES true.

2. 3FE MetricsExportConfig Ki{E. IEEEZEEHMEN MQTT TEMAE Amazon Resource
Name (ARN),

(® Note

‘B¥E mqttTopic LAE AWS loT Device Defender Detect AT R AL, kA ARN &
%A MQTT AEWEER , 2% AWS loT Device Defender Detect A[#E{EZ ALK X
BEMAR

aws iot create-security-profile \
--security-profile-name CreateSecurityProfileWithMetricsExport \
--security-profile-description "create security profile with metrics export
enabled" \

B R MREEUBRAKERESY 210


https://console.aws.amazon.com/iot

AWS loT Device Defender AWS IoT Device Defender B A E15F

--behaviors "[{\"name\":\"BehaviorNumAuthz\",\"metric\":\"aws:num-authorization-
failures\",\"criteria\":{\"comparisonOperator\":\"less-than\",\"value\":{\"count
\":5}, \'"consecutiveDatapointsToAlarm\":1,\"consecutiveDatapointsToClear\":1
\"durationSeconds\":300},\"exportMetric\":true}]" \

--metrics-export-config "{\"mqttTopic\":\"\$aws/rules/metricsExportRule\",\"roleArn
\":\"arn:aws:iam::123456789012:role/iot-test-role\"}" \

--region us-east-1

B

"securityProfileName": "CreateSecurityProfileWithMetricsExport",
"securityProfileArn": "arn:aws:iot:us-east-1:123456789012:securityprofile/
CreateSecurityProfileWithMetricsExport"

}

BT eMERERAMAEEZEEL (CLI)
£/ update-security-profile WS EHMBENZLMETER , UMAEREL,

BT MRERUBAEEEN

1. BEMAEREHAIEY Detect REFEEL Y ENIER , 557 Behavior M
AdditionalMetricsToRetainV2 Hji§{E exportMetric FXEA true.

2. ‘B¥E MetricsExportConfig Wi, EEEFRELAEZEN MQTT EEMAE Amazon Resource
Name (ARN),

(® Note

A% mqttTopic LAE AWS loT Device Defender Detect AT LA AL, ttA® ARN £
BHEM MQTT AEMER , 2% AWS loT Device Defender Detect AT iREZ A B AR

B MAS

aws iot update-security-profile \

--security-profile-name UpdateSecurityProfileWithMetricsExport \

--security-profile-description "update an existing security profile to enable
metrics export" \

--behaviors "[{\"name\":\"BehaviorNumAuthz\",\"metric\":\"aws:num-authorization-
failures\",\"criteria\":{\"comparisonOperator\":\"less-than\",\"value\":{\"count

EHZEMRERUMAEEREY (CL) 211
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\":5}, \'"consecutiveDatapointsToAlarm\":1,\"consecutiveDatapointsToClear\":1,
\"durationSeconds\":300},\"exportMetric\":true}]" \

--metrics-export-config "{\"mqttTopic\":\"\$aws/rules/metricsExportRule\",\"roleArn
\":\"arn:aws:iam::123456789012:role/iot-test-role\"}" \

--region us-east-1

B

"securityProfileName": "UpdateSecurityProfileWithMetricsExport",

"securityProfileArn": "arn:aws:iot:us-east-1:123456789012:securityprofile/
UpdateSecurityProfileWithMetricsExport",

"securityProfileDescription": "update an existing security profile to enable
metrics export",

"behaviors": [

{
"name": "BehaviorNumAuthz",
"metric": "aws:num-authorization-failures",
"criteria": {
"comparisonOperator": "less-than",
"value": {
"count": 5
b
"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1
b
"exportMetric": true
}

1,
"version": 2,
"creationDate": "2023-11-09T16:18:37.183000-08:00",
"lastModifiedDate": "2023-11-09T16:20:15.486000-08:00",
"metricsExportConfig": {

"mqttTopic": "$aws/rules/metricsExportRule",

"roleArn": "arn:aws:iam::123456789012:r0le/iot-test-role"

EHREMREREMEZREL (CLI)

f£H update-security-profile T EHMRENLZEMRER , YEAMEZEEL,
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EHMREMRERUBMAEREL

- FEFHMENLZEMRERYBRIEEELER  BFEAWS --delete-metrics-export-
config.

aws iot update-security-profile \

--security-profile-name UpdateSecurityProfileToDisableMetricsExport \

--security-profile-description "update an existing security profile to disable

metrics export" \

--behaviors "[{\"name\":\"BehaviorNumAuthz\",\"metric\":\"aws:num-authorization-
failures\",\"criteria\":{\"comparisonOperator\":\"less-than\",\"value\":{\"count
\":5}, \"consecutiveDatapointsToAlarm\":1,\"consecutiveDatapointsToClear\":1,
\"durationSeconds\":3003}}]1" \

--delete-metrics-export-config \

--region us-east-1

B

"securityProfileName": "UpdateSecurityProfileToDisableMetricsExport",
"securityProfileArn": "arn:aws:iot:us-east-1:123456789012:securityprofile/
UpdateSecurityProfileWithMetricsExport",
"securityProfileDescription": "update an existing security profile to disable
metrics export",
"behaviors": [
{
"name": "BehaviorNumAuthz",
"metric": "aws:num-authorization-failures",
"criteria": {
"comparisonOperator": "less-than",
"value": {
"count": 5
I
"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1

15

"version": 2,

"creationDate": "2023-11-09T16:18:37.183000-08:00",
"lastModifiedDate": "2023-11-09T16:31:16.265000-08:00"

EHREMREEUBMEZRES (CLI)
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}

MEFMER , 528 (AWS loT B AEIEE) FM Detect 55
FEEEH CLI %
O LAEALT CLI B REILMEE Detect I51ZEEH,

» CreateSecurityProfile

» UpdateSecurityProfile

» DescribeSecurityProfile

ISR L API 24E
BRI LAERA T 5 APl 2R ERZ I FEE Detect I5EZE H,

» CreateSecurityProfile

» UpdateSecurityProfile

» DescribeSecurityProfile

EHEEERE RN ETRERRIVEE

HEREGAUERNEY , MELTZLMERETRSERENERENITRAER., BUURMERE
BERGEANESIEXREREE, fl0 , EUlER—BXEGEEE K ZHEERKEEERERS
BEMEMN MQTT £ , 640 "data/bulb/+/activity", MNMEEZ W HELZE MR EEFERAZHEENEREE

2 , 552 [ CreateDimension.

WHEEXE MQTT EAFR. MQTT ERAF A G ERKITESETE. ARETRAEENERF
7T BER (+) MBS/ ((#), Bl , #E{E Data/bulb/+/activity SBMETR , LIRS HERE
FERE + HEBMR LM EETEMEM. EEBXE MQTT AFim ID BR28 ${iot:Clientld}.

TOPIC_FILTER BRMWHE R T HEIRIEZEHMBE -

- BREXBURE

« ABfTHEKRN
- BEUNFSBE
- BENFARBE

EEEY CLI s 214
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« IR IP it (EEAR Rules Detect)

MAEEREPEMEE
BUMEDERTREMMAMTA

1. FBAWS loTE#EE, EEBERD K BERZEM, B, REREZS2MHRE.

2. HEREMREEEHR , EREVREMRERE  EZEREVRNBERERAARERE, &, B8
RHEEEAZSEANRAELZLURER  BERRZENRERE K RREERE.

EEERSHEREBMERL  ARSHRAENERE,
EREEMAEREEANEENEERE,

B Next (F—%).

EXREEETAEELNERERRT , BERHP—BREREEKE.,
HHERTAEZEEXRERE (ERERTA) , UERHEHNEERTA.
BELERBRTRETARENRRE,

ZZE Next (F—2%).

10. METLMHREHERE  RAREEE,

© ® N o g bk~ w

EERFER

1. BRRAWS loTE#E A, #EBEERT , REAREM, Bl K RARBEETR,
2. HEYHEBEMET  REVHUERENE R RENHEEES.

AR E MR

1. BRRAWS loTE#E S, AEEERT , REAZTEM, Bl K RARBEHE,
2. EEEIZZERE.
3. WMEBHEIZZFEN.

i Bk e BE

1. BFRRAWS loTE#E G, #EBERT , RRAZEM, B K RARBEHE,

2. MRMEEZR , ELAXMRSEZMENIERITR, EERSMHREN , URRZEEIL R
RS MHAER BN, NREERZEMEAERSENERE  FRBEANZEHEHRER
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H , RARWEEBEZHEEEEABNZEHERE, AR, EUEERRTA. NREEMERAE it
E A FERAHFHNSR,

R EAE BE I0E E M ER
4. WAMERRETHRS  RRZEMER.

W{EIE AWS CLI L fER#EE

BUMEYEAZERZREMRIRETA
1. MBEABUHE K ARBELEEEEZEEZRSMERE. F£H CreateDimension i T EIMHE -

aws iot create-dimension \
--name TopicFilterForAuthMessages \
--type TOPIC_FILTER \
--string-values device/+/auth

THHNBHEROTAR

arn": "arn:aws:iot:us-west-2:123456789012:dimension/
TopicFilterForAuthMessages",
"name": "TopicFilterForAuthMessages"

}

2. f#H UpdateSecurityProfile ##EMBER BN R LMERERE , FEA CreateSecurityProfile
BEENEENNZSURERE. ETIEGANF  RMSFEUTINZSMERE K BEAR
TopicFilterForAuthMessages REA R 128 Bt , WRBEEEFBREBFZTENALEEY
Ho

aws iot create-security-profile \
--security-profile-name ProfileForConnectedDevice \
--security-profile-description "Check to see if messages to
TopicFilterForAuthMessages are under 128 bytes and retains the number of messages
sent to non-auth topics." \

--behaviors "[{\"name\":\"CellularBandwidth\",\"metric\":\"aws:message-byte-size
\",\"criteria\":{\"comparisonOperator\":\"less-than\",\"value\":{\"count\":128},
\"consecutiveDatapointsToAlarm\":1,\"consecutiveDatapointsToClear\":1}}, {\"name
\":\"Authorization\",\"metric\":\"aws:num-authorization-failures\",\"criteria\":
{\"comparisonOperator\":\"less-than\",\"value\":{\"count\":10},\"durationSeconds
\":300,\"consecutiveDatapointsToAlarm\":1,\"consecutiveDatapointsToClear\":1}3}]1" \
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--additional-metrics-to-retain-v2 "[{\"metric\": \"aws:num-authorization-failures
\",\"metricDimension\": {\"dimensionName\": \"TopicFilterForAuthMessages\",
\"operator\": \"NOT_IN\"}}I"

TR HERN TR

"securityProfileArn": "arn:aws:iot:us-west-2:1234564789012:securityprofile/
ProfileForConnectedDevice",

"securityProfileName": "ProfileForConnectedDevice"

EEHERE 6 BUuURERSEAZSH K MIARKERAATSYZEE, NEFMEER ,
BREREA AWS CLI 28, LU TERTIER JSON &3 behavior 2¥ :

3
¢

"criteria": {
"comparisonOperator": "less-than",
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,
"value": {
"count": 128
}
1,
"metric": "aws:message-byte-size",
"metricDimension": {
"dimensionName:": "TopicFilterForAuthMessages"
1,

"name": "CellularBandwidth"

= fEA CreateSecurityProfile £ ML R ERHMEE |, tNLAT €45

aws iot create-security-profile --security-profile-name ProfileForConnectedDeviceML
\
--security-profile-description “Check to see if messages to
TopicFilterForAuthMessages are abnormal” \
--behaviors “[{\“name\”:\“testl\”,\”“metric\”:\”aws:message-byte-size\”,
\“metricDimension\”:{\“dimensionName\”: \“TopicFilterForAuthMessages\”,\“operator
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\”: \“IN\”},\“criteria\”:{\”mlDetectionConfig\”:{\”“confidenceLevel\” :\“HIGH\"},
\“consecutiveDatapointsToAlarm\“:1,\”consecutiveDatapointsToClear\”“:1}}1” \
--region us-west-2

BRREEHEN TS MEIRE
- {£A ListSecurityProfiles i S RIBREF R EMHENZLMERTER !

aws iot list-security-profiles \
--dimension-name TopicFilterForAuthMessages

e A RN TR

"securityProfileIdentifiers": [

{

"name": "ProfileForConnectedDevice",
"arn": "arn:aws:iot:us-west-2:1234564789012:securityprofile/
ProfileForConnectedDevice"

}

ERTHEE
- fMA UpdateDimension i S EH#E :

aws iot update-dimension \
--name TopicFilterForAuthMessages \
--string-values device/${iot:ClientId}/auth

LR ERRY B SR T AR

"name": "TopicFilterForAuthMessages",

"lastModifiedDate": 1585866222.317,

"stringValues": [
"device/${iot:ClientId}/auth"

1,
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"creationDate": 1585854500.474,

"type": "TOPIC_FILTER",

"arn": "arn:aws:iot:us-west-2:1234564789012:dimension/
TopicFilterForAuthMessages"

}

i Bk e =
1. BEMREE A FLHERHENEAREMEIES D BEE, £ ListSecurityProfiles 8%
RpREEREHENTSMRER

2. BERTZ2MBRERBRMEE , FEA UpdateSecurityProfile 8. MAZRERBNTEEN ,
BHEBRMERE

aws iot update-security-profile \

--security-profile-name ProfileForConnectedDevice \

--security-profile-description "Check to see if authorization fails 10 times in 5

minutes or if cellular bandwidth exceeds 128" \

--behaviors "[{\"name\":\"metric\":\"aws:message-byte-size\",\"criteria
\":{\"comparisonOperator\":\"less-than\",\"value\":{\"count\":128},
\"consecutiveDatapointsToAlarm\":1,\"consecutiveDatapointsToClear\":1}}, {\"name
\":\"Authorization\",\"metric\":\"aws:num-authorization-failures\",\"criteria\":
{\comparisonOperator\":\"less-than\",\"value\"{\"count\":10},\"durationSeconds
\":300,\"consecutiveDatapointsToAlarm\":1,\"consecutiveDatapointsToClear\":1}}]"

e A RN TR

{
"behaviors": [
{
"metric": "aws:message-byte-size",
"name": "CellularBandwidth",
"criteria": {
"consecutiveDatapointsToClear": 1,
"comparisonOperator": "less-than",
"consecutiveDatapointsToAlarm": 1,
"value": {
"count": 128
}
}
I
{
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"metric": "aws:num-authorization-failures",
"name": "Authorization",
"criteria": {
"durationSeconds": 300,
"comparisonOperator": "less-than",
"consecutiveDatapointsToClear": 1,
"consecutiveDatapointsToAlarm": 1,
"value": {
"count": 10

}
]I

"securityProfileName": "ProfileForConnectedDevice",

"lastModifiedDate": 1585936349.12,

"securityProfileDescription": "Check to see if authorization fails 10 times in 5
minutes or if cellular bandwidth exceeds 128",

"version": 2,

"securityProfileArn": "arn:aws:iot:us-west-2:123456789012:securityprofile/Preo/
ProfileForConnectedDevice",

"creationDate": 1585846909.127

3. BiHEIRzE , BEMH DeleteDimension i S MIBRHERE -

aws iot delete-dimension \
--name TopicFilterForAuthMessages

S

AELESMAREEE AWS loT Device Defender Detect FFE IAM B M BUENIERIE . T
B, F28 AM FHEER,

#F AWS loT Device Defender Detect 57 1] |, S E RE#E) SNS =5

WRTE CreateSecurityProfile A alertTargets 28 , BH4BERE—@E IAM SEEBEBE |
ENEF A BURMEFEBER. BEREF AWS loT Device Defender 5FATRIERR |, LAES B A RNIERY SNS £
BB, EFEEEF AWS loT Device Defender IE{FFTEA BN T,
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AR

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"sns:Publish"
1,
"Resource": [
"arn:aws:sns:us-east-1:123456789012:your-topic-name"
]
}
]
}
BEBX
JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "",
"Effect": "Allow",
"Principal": {
"Sexrvice": "iot.amazonaws.com"
},
"Action": "sts:AssumeRole"
}
]
}
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BEABEK

BB FE—EEED IAM EREN IAMFFABEK , EAHEREEEAR. F2ARTEAERAE
BEE AWS BRIFRIFT Ao

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "",
"Effect": "Allow",
"Action": [
"iam:GetRole",
"iam:PassRole"
1,
"Resource": "arn:aws:iam::123456789012:role/Role_To_Pass"
}
]
}

Detect a5 5

BA LAMEAAE R Detect 553 , EZE ML Detect 2 Rules Detect £ MR ER |, MR BIFNEE 5 a]
BERREESENEETA,

DetectMitigation {TEI &
FED AN 1R (SR AT

CancelDetectMitigationActionsTask

DescribeDetectMitigationActionsTask

ListDetectMitigationActionsTasks

StartDetectMitigationActionsTask

ListDetectMitigationActionsExecutions
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b
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Dimension Bl{Ef &

R E BT

CreateDimension

DescribeDimension

ListDimensions

DeleteDimension

UpdateDimension

CustomMetric E{Ef S

BB FEIE CustomMetric 1T

CreateCustomMetric

UpdateCustomMetric

DescribeCustomMetric

ListCustomMetrics

DeleteCustomMetric

REMREEBFERT
BENERR 2 MRERHIT

CreateSecurityProfile

AttachSecurityProfile

DetachSecurityProfile

DeleteSecurityProfile

DescribeSecurityProfile
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BENERZ S MRERNT

ListTargetsForSecurityProfile

UpdateSecurityProfile

ValidateSecurityProfileBehaviors

ListSecurityProfilesForTarget

Alarm B){Ef &

EEERNER

ListActiveViolations

ListViolationEvents

PutVerificationStateOnViolation

ML Detect BifEf 5

FIH ML REIIREHR

GetBehaviorModelTrainingSummaries
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1. FBALMEZEBERIEZRAMEM AWS loT Device Defender Detect , (BN RITEFAEEHRET
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BREEEEER.
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3. ALNREMERERY —H1TR. SSEENTA  HALIRFHIN —HRESFMEREEEL
BTh. WEFHEANEGS BB EREE N EBREE, EEY—H1TAZE , BALUE
A ValidateSecurityProfileBehaviors JRE& T &1

4. fE£M CreateSecurityProfile BIfFE I BERITANRZREMRERE. BERBERTAR , BUNUE
Fl alertTargets S ESB REXZIBE (SNS £E), (MNMBEEH SNS EREBR , FEE  E
LEMEIT AR AWS 1RF tREH SNS BB . AEERBR RSB BEMN SNS EEEH,
B A LAEA CloudWatch IS1ZERREER . MFEFMENR , 528 (AWS loT Core IR A&
&) FHAEE A Amazon CloudWatch B3 AWS loT BRAMIERE,

5. fEH AttachSecurityProfile BIfEfS L& R EREZEFIZERE (WHEE), BIIRFPFAIESEM
WY | FRERGMEIYHE | SFFE%E,. AWS loT Device Defender Detect SRR ER E1T
5, EEARERTE , FEEXER, NREEPEAELZRFONYHEEETNITHEER
B, A2 MERERMERERFMOYG. ZUUEREARTREEFHENTERTS ,
LA IEHNER,

BERZEMERENINE —BKE , ELAEECSHRENYHFEN ARN, ¥HEE
ARN AT :

arn:aws:iot:region:account-id:thinggroup/thing-group-name

FERREMREREES AWS 1kRF RE EAMB Y4 (B REMBOYG) , BLEEER
THI#E ARN,

CY)

arn:aws:iot:region:account-id:all/registered-things

B R EAER MBI REMNIH  BLEEEE T ARN,

i)

arn:aws:iot:region:account-id:all/unregistered-things

BERREMERENMBIFFERE , ELAEEETHHEIH ARN,

arn:aws:iot:region:account-id:all/things

6. WM uILAEA ListActiveViolations BIEIEHHER  ENELEEER ELZ S HREERIEEEE
BRI BRI .

i
5

£/ ListViolationEvents BIfFEEEIEEHEAERZIHLER, Bl EBRLZMERE, £E
RETRFRERGBELER,
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ListSecurityProfiles, ListSecurityProfilesForTarget # ListTargetsForSecurityProfile B,
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IOT_POLICY_OVERLY_PERMISSIVE_CHECK

IOT_POLICY_POTENTIAL_MISCON
FIGURATION_CHECK

CA_CERTIFICATE_EXPIRING_CHECK

CONFLICTING_CLIENT_IDS_CHECK

DEVICE_CERTIFICATE_EXPIRING_CHECK

REVOKED_DEVICE_CERTIFICATE_
STILL_ACTIVE_CHECK

LOGGING_DISABLED_CHECK

DEVICE_CERTIFICATE_KEY_QUAL
ITY_CHECK

CA_CERTIFICATE_KEY_QUALITY_CHECK

IOT_ROLE_ALIAS_OVERLY_PERMI
SSIVE_CHECK

IOT_ROLE_ALIAS_ALLOWS_ACCES
S_TO_UNUSED_SERVICES_CHECK

X REREE

PUBLISH_FINDING_TO_SNS

REPLACE_DEFAULT_POLICY_VERSION
PUBLISH_FINDING_TO_SNS,

REPLACE_DEFAULT_POLICY_VERSION
PUBLISH_FINDING_TO_SNS,

UPDATE_CA_CERTIFICATE PUBLISH_F
INDING_TO_SNS,

PUBLISH_FINDING_TO_SNS

UPDATE_DEVICE_CERTIFICATE., A
DD_THINGS_TO_THING_GROUP PUBLISH_F
INDING_TO_SNS,

UPDATE_DEVICE_CERTIFICATE., A
DD_THINGS_TO_THING_GROUP PUBLISH_F
INDING_TO_SNS,

ENABLE_IOT_LOGGING PUBLISH_F
INDING_TO_SNS,

UPDATE_DEVICE_CERTIFICATE, A
DD_THINGS_TO_THING_GROUP PUBLISH_F
INDING_TO_SNS,

UPDATE_CA_CERTIFICATE PUBLISH_F
INDING_TO_SNS,

PUBLISH_FINDING_TO_SNS

PUBLISH_FINDING_TO_SNS

R iR R E1E

228



AWS loT Device Defender AWS IoT Device Defender B A E15F

FIENEERER X ERERRRERBERME Amazon SNS , SMELERENE T B)ER D EE A,
BEEEBEREMIIEELMEREF

REVOKED_CA_CERT_CHECK

- BERFEME , BUEHTE AWS loT #FERAEERH,
DEVICE_CERTIFICATE_SHARED_CHECK

- BERERIME , LEHTE AWS loT HETRAFEAF.

- BEAZBRENEENEIMHEE.
UNAUTHENTICATED_COGNITO_ROLE_OVERLY_PERMISSIVE_CHECK

- REHMXENEE,
AUTHENTICATED_COGNITO_ROLE_OVERLY_PERMISSIVE_CHECK

- REHMXENEE,
IOT_POLICY_OVERLY_PERMISSIVE_CHECK

« ¥TEZER AWS loT BERMRA SRR HIR R,
IOT_POLICY_POTENTIAL_MISCONFIGURATION_CHECK

« Bl AWS loT BRI A RERY SR ERAR E
CA_CERT_APPROACHING_EXPIRATION_CHECK

- BERFEME , BUEHEE AWS loT FERAFERF,
CONFLICTING_CLIENT_IDS_CHECK

- REHMXENEE,
DEVICE_CERT_APPROACHING_EXPIRATION_CHECK

- BEFREREME , LHSHE AWS loT RERAEEA T,

- BEMARBRNEENEINYHEE,
DEVICE_CERTIFICATE_KEY_QUALITY_CHECK

- BERERIME , LEHTE AWS loT HETRAFEAF.

- BEAZBRENEETBIWHEE.
CA_CERTIFICATE_KEY_QUALITY_CHECK

- BERFEME , BUEHETE AWS loT FERAFERF,
REVOKED_DEVICE_CERT_CHECK

- BEFREREME , LHEHE AWS loT RERAEEA T,

- BEMARBRNEENEINYHEE,

EREREE 229



AWS |oT Device Defender

AWS loT Device Defender B3¢ A 157

LOGGING_DISABLED_CHECK
- BRI

AWS loT Device Defender X BB IRERKIMU T ERNEEEE -

BERE

ADD_THINGS_TO_THING_GROUP

ENABLE_IOT_LOGGING

PUBLISH_FINDING_TO_SNS

REPLACE_DEFAULT_POLICY_VERSION

UPDATE_CA_CERTIFICATE

UPDATE_DEVICE_CERTIFICATE

L

EREEENEKENTE, EREERELY
HAIURBRAFEHE  CEUUEERRE
RE—RZSEDEHETHIREERK,

TEBZERIEEBFERN AR, BEE
¥ E BBk DISABLED,

e ERBERRE MmN EE,

BRIECHAGR, UERDIZEBEIRABE
WA, BBIRX#E BLANK_POLICY HIE.

THRIEERERERBEENHMRE, BaIRX
2 DEACTIVATE HIE.

TIEEEERBNFIME, BaIRZE
DEACTIVATE ®YE.

BBERZAERIBERREREDFE , EUIFEHHELHEETOR. CREELERNEHED
1, AR EREMAREE , WEEARBERHEE,

/A Important

ERSERRE. MENHIFFANERDE , RERTRFECEENERAEXNBR. 5
W, RENRETEE., FEEARBAFILZEARE. RRENEAREXTUEREE
2B, B RERERNEMEFERELERE, fl, CUREFERAETNRERRE. BRHEE
YER] SA R B B RO BRI R B | B AR LA ERENE [E By SRR E A

BLEE BINEFBAEERRE) REFEHT. AWS loT Device Defender ¥ FREEERNWEE

BEREBBEMRSE,

R iR R E1E

230



AWS loT Device Defender AWS IoT Device Defender B A E15F
B #R iR B 1E
{ IEL

AWS loT Device Defender X ¥ {80 B REKEUA T ER N EEEE -

BERE ([oF
ADD_THINGS_TO_THING_GROUP EREEEMERENTE. EXEERELY

HRAURBRAFHEHRE K LEUTNUEERSE
BE—HZEDEHETHREERK,

1A E = I B R AR AR B 4E
TR AWS loT ZH A AWS CLI RERHEBE AWS RS HERDE,
B IREEE

LEENESREERDE  BRBELEEENBEBENEIRFNEIESEBNES.
FAE AWS loT B A RELEMEBNE

1. £ AWS loT E#ABIRX Mitigation Actions (fBfAEIE) BEE
2. 7t Mitigation Actions (#Rfi# E14F) EHE LiEZ Create (B1L).

3. 7t Create a new Mitigation Action (B #T#&f#E1{E) EEM Action name (BIERTE) F , B AN
—NRBEEER R,

4. 7E Action type (BMEER) #F , EELREERNEIEREL,
£ Permissions (FF ) # , BEEEHFF T TEABEN IAM B,

6. BEBEREEBFER—MTEANSH. BAABENSH. S0, MREERE Add things to thing
group (FTBYIHEIMHEE) BEER | E1E B EFAXEZFDIERR Override dynamic groups (&
BERERIE).

7. 1#IF Create (B1) U EBREEREREN AWS IRF,

5/ AWS CLI RE (=R ENE

£/ CreateMitigationAction I S REM BN EMAEE, EEERABEIRKEER , EERALE
FEENK—ER. BEEEEENER.
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https://console.aws.amazon.com//iot/home#/dd/mitigationActionConfigsHub
https://docs.aws.amazon.com/iot/latest/apireference/API_CreateMitigationAction.html

AWS loT Device Defender AWS IoT Device Defender B A E15F

EFAE AWS loT 2 & LR S iR fR B 1F

1. £ AWS loT E# A BB Mitigation Actions (A EN4E) EM

Mitigation Actions (#Rf#B) ) EEAE T —EFE , JI L BB AWS IRF EEXNAERMBEE,
2. BELEBENRBHEBESRESL,
3. EiF Edit () HRBHEETEE, HRERDENESBEANSES , ALEBELERERE,
4. #iF Update (E7) U RBEENBERFIEH AWS 1RF,

£/ AWS CLI 3l B iE @8

£/ ListMitigationAction B % 5 i EMREENE, MREVEBEAMBREHEDE , FLTHEHSE
i

£ AWS CLI E#TEmENE
£ UpdateMitigationAction & SREE RV E R EN1E,

5/ AWS loT 2 & MIERE B EN1E

1. £ AWS loT E# A BB Mitigation Actions (A EN4E) HM

Mitigation Actions (2R E){F) EE R T HE AWS tRFERMN AT ERBEE,
2. BRELHEMBROBEMEIE , ARIBIZ Delete (MIBR).
3. 7£ Are you sure you want to delete (BT E ZMIBRIF ? ) R E FiE#E Delete (MER).

£/ AWS CLI MIBR#ZfE S 1E
£ UpdateMitigationAction & SRE E IRV E R ENE,

B AWS loT 1 AR EEREN RS

1. £ AWS loT E# A BB Mitigation Actions (A EN4E) HM

Mitigation Actions (2R E){F) EE R T B AWS tRFERMN AT ERBEEE,
2. EBELABANERBEDERBER,
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https://console.aws.amazon.com//iot/home#/dd/mitigationActionConfigsHub
https://docs.aws.amazon.com/iot/latest/apireference/API_ListMitigationAction.html
https://docs.aws.amazon.com/iot/latest/apireference/API_UpdateMitigationAction.html
https://console.aws.amazon.com//iot/home#/dd/mitigationActionConfigsHub
https://docs.aws.amazon.com/iot/latest/apireference/API_UpdateMitigationAction.html
https://console.aws.amazon.com//iot/home#/dd/mitigationActionConfigsHub
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P8 AWS CLI BUR R ER B R R R T

£/ DescribeMitigationAction a5 & R 17 R R R B EFE MR E R

EHREEE

EEER—ERBDHER  EULUEELDHFERIRKNEE L, EEERBFER , CERK TR
REBEER. EEERURFE-ERBIREIX  BHURRENBEANERNEF, Sl , MRE
F—EBRCBHNARKERRE FURFECE-LEHEAMEERE , IHELRERD IR
Bl HAbB)ME (BIANREA RS8N EE) B AT PRIESE AL

BRI LR BER T REMBUE M R TRNHIT. EEUHBMEMITHEHTEEREEZER. MRE
EEERZESES-EBEL K MEP—EHEXMT , IRESFSREZEE (ENEERE
HitBE L), BENEHRES FAILED (M), EEAERER , IR -NSEBFELRK , B
taskStatus RAKM. BEERIEENIEFEM.

BEBFATEEA—EBFIER. AEETUR—EBEBE , W UARERKHNAEEE,

TER\NAESEZEREE  FEBFSE—ERKEEHAREE , XA FEATELRE.
E-HT2EA—EHFEE—E[RE. BRERDFEERSREHTHE,
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https://docs.aws.amazon.com/iot/latest/apireference/API_DescribeMitigationAction.html
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AWS IoT Device Defender

T Mitigation
Actions

Audit Mitigation Action Task
Executions
R — - Mitigation 4‘\ Findi
T Action |——/ "8

One execution

Outputs

Execution Summary

I —EBEER

TERANAIEEELERER  ZEBSR-—VSERKIE D EBIEEEE
IELEEL, E-—HTEERA—EEFD—EBE. BRERDFEHERHIITRE.
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T Mitigation
Actions

Audit Mitigation Action Task

Executions
e | Mitigation 4‘\ Findi
T Action  —w—/ =

One execution

Outputs

Execution Summary

WA LAER AWS loT #8485 AWS CLI AEREREE,

R4\

BBREEERITUER AWS loT EEAEREHEEE
1. £ AWS loT E# A F B Audit results (A R) HE.

2. BELEZEERBENEZERE.
3. iEIF Start Mitigation Actions (BIRRFEEE), MRENFIEREREHR , AItiRAELFER,
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https://console.aws.amazon.com//iot/home#/dd/auditResultsHub
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4. 7 Start a new mitigation action (IR RMBENE) - , FRBBERAEZ ID , BEAUEE
AHMWEEEENEE,

5. HRERTESEREE —JZEFEANBREREMS , EUNEEEA-—ZEBE. AFlRE
BHANNBESTSETR.

® Note

MREBRBEREN AWS tkF REEE , BIBEBEERZN, B LUERE Create
mitigation action (B #E M E1E)EE AR L — R B IEEFMEE,

6. ELEEEEEANMERER  FEIZF Start task (FREH).

BB B R ZEFBEBITIAER AWS CLI RERZHEBIME

1. MRSEEERABEIBKNFMERRGER , FBFEA ListAuditTasks s S REHREH D,
MRESERTEBEERAZBINBRLER , HHEMA ListAuditFindings n SIS ERER 1D,
£ A ListMitigationActions iR SR T EREERANERBERR,

£/ StartAuditMitigationActionsTask 5 , BEEERZIB &, B NI ID. B UFERAZK
ID RBEEEHITAREE, MEFMEEN , NAGHEUE

> WD

£/ AWS loT £ & LR S BERIT
1. 1E AWS loT E# A BB Action tasks (BMEETS) BEE

BEERFEER S EEMBHN B TRE.

2. B Name (B1) ERURAEHFMES. FHEACEHEBERANMEDHE. AN E
g, UREBHRE,
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https://docs.aws.amazon.com/iot/latest/apireference/API_ListAuditTasks.html
https://docs.aws.amazon.com/iot/latest/apireference/API_ListAuditFindings.html
https://docs.aws.amazon.com/iot/latest/apireference/API_ListMitigationActions.html
https://docs.aws.amazon.com/iot/latest/apireference/API_StartAuditMitigationActionsTask.html
https://console.aws.amazon.com//iot/home#/dd/auditTasksHub
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Device Defender > Audit »> Action executions > ff82164a6439e6024e83b4fc104817d7

ff82164a6439e6024e83b4fc104817d7

Details
Status
COMPLETED

Started at
Jun 6, 2019 6:09:07 PM -0700

Completed at
Jun 6, 2019 6:09:09 PM -0700

Check summary

Check name Failed

loT policies overly
permissive

Successful

Skipped

Canceled

Total Executions

A LAE A Show executions for (BERENTT) BRERM , U ERBEBRR R EBEMRRE,
3. EEEFMFTKMFFMES , 757 Executions (H1T) &2 Show (BER).

Device Defender > Audit > Action executions > ff82164a6439e6024e83b4fc104817d7 2

ff82164a6439e6024e83b4fc104817d7

loT policies overly permissive

Action executions (4)

Show executions for

All actions

1-40f4

Started at v

Jun 6, 2019 6:09:08 PM -0700

Jun 6, 2019 6:09:08 PM -0700

Jun 6, 2019 6:09:08 PM -0700

- All status

Status

® Completed

® Completed

® Completed

Action

sns_publish

Finding

053cff17-1da4-4479-996b-8b...

053cff17-1da4-4479-996b-8b...

2b966f76-b499-4986-836¢-8...

EREEEE
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£/ AWS CLI 2R3 i & E B 1RV E TS

1. A ListAuditMitigationActionsTasks RRIZENEXRERBEETE. ST LURMHENZRERAE N
BR. MRECHRERVEBNFHMENA , B TEHK D,

2. f#A ListAuditMitigationActionsExecutions SARR R4S E R LR B EEE KN BITFHMER.

3. f#H DescribeAuditMitigationActionsTask SARIFEBHFHEER |, HINXTHKRBEIEENS
o

£/ AWS CLI REUE#1T VR B BEER

1. fEA ListAuditMitigationActionsTasks T = RS KR BB EBUEHTERWETR ID. B LR EHRG
HRE I ER

2. f#H ListDetectMitigationActionsExecutions a5 , B EEHR ID REVEZHNEREBRBIEEK, &
BEBUEE AN TR, EREBCHERE , RENBEETSER , EEEANERBERTEE
R

AT A
HNBREESERNERDE  CLEAREANRERZBENAE,

BB T

BiEER AR R
UPDATE_DEVICE_CERT JSON
IFICATE

{

"Version"
:"2012-10-17",

"Statement": [
{

"Effect":
"Allow",

"Action":[
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https://docs.aws.amazon.com/iot/latest/apireference/API_ListAuditMitigationActionsTasks.html
https://docs.aws.amazon.com/iot/latest/apireference/API_ListAuditMitigationActionsExecutions.html
https://docs.aws.amazon.com/iot/latest/apireference/API_DescribeAuditMitigationActionsTask.html
https://docs.aws.amazon.com/iot/latest/apireference/API_ListDetectMitigationActionsExecutions.html
https://docs.aws.amazon.com/iot/latest/apireference/API_CancelAuditMitigationActionsTask.html
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BFEEE

UPDATE_CA_CERTIFICATE

R

JSON

"iot:Upda
teCertificate"

1,

"Resource":[

mwgn

"Version"
:"2012-10-17",

"Statement": [

{

"Effect":
"Allow",

"Action":[

"iot:Upda

teCACertificate"

1,

"Resource": [

"wan

FFE
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BEER FFRTBR A
ADD_THINGS_TO_THIN JSON
G_GROUP
{
"Vexsion"

$"2012-10-17",

"Statement": [
{

"Effect":
"Allow",

"Action":[
"jot:List
Principal

Things",

"iot:AddT
hingToThi
ngGroup"

1,

"Resource":[

"N
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BEER FFRTBR A
REPLACE_DEFAULT_PO JSON
LICY_VERSION
{
"Vexsion"

$"2012-10-17",

"Statement": [

{

"Effect":
"Allow",

"Action":[

"iot:Crea
tePolicyVersion"

1,

"Resource":[

we
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BFEEE

ENABLE_IOT_LOGGING

AT AR AS

JSON

"Version"
:"2012-10-17",

"Statement": [
{
"Effect":
"Allow",
"Action": [
"iot:SetV
2LoggingOptions"
]I

"Resource":
mgn
},

{
"Effect":

"Allow",
"Action": [
"iam:Pass
Role"
]I

"Resource
": "arn:aws:
iam::1234
56789012:role/
IoTLoggingRole"

}

#
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BFEEE

PUBLISH_FINDING_TO_SNS

HRFEREBEEE

JSON

{

R

JSON

{

"Version"
:"2012-10-17",

"Statement": [

{

"Effect":
"Allow",

"Action":[

"sns:Publish"

1,

"Resource":[

"arn:aws:sns: us-
east-1 :12345678
9012: example-t
opic "

]

AERATIEEBRER

"Version":"2012-10-17",

"Statement":

{

"Sid":

FFE
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"Effect": "Allow",
"Principal": {

"Service": "iot.amazonaws.com"
}I
"Action": "sts:AssumeRole",
"Condition": {
"ArnLike": {
"aws:SourceArn'": "arn:aws:iot:*:123456789012::*"
},
"StringEquals": {
"aws :SourceAccount": "123456789012:"
}
}
}

BERTERT

BEUERERITBHRSREN AWS IRF ER—EEMF , cRUTUEAZ-ERNSERKERE
R, AzESTER :

- EEERARERNEETE.
- EEERARRBMNEESRLEBEERIRKRBRERNRE,
- EEERARNRBNEESBETHEAIENE RWEF,

BRTEDS

ERMEERTH BB E R IIT BN B 2R R AT

CreateMitigationAction CancelAuditMitigationAction CancelDetectMitigationActio
sTask nsTask

DeleteMitigationAction DescribeAuditMitigationActi DescribeDetectMitigationAct
onsTask ionsTask

DescribeMitigationAction ListAuditMitigationActionsT ListDetectMitigationActions
asks Tasks

RARITE

=)
b
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https://docs.aws.amazon.com/iot/latest/apireference/API_CreateMitigationAction.html
https://docs.aws.amazon.com/iot/latest/apireference/API_CancelAuditMitigationActionsTask.html
https://docs.aws.amazon.com/iot/latest/apireference/API_CancelAuditMitigationActionsTask.html
https://docs.aws.amazon.com/iot/latest/apireference/API_CancelDetectMitigationActionsTask4e.html
https://docs.aws.amazon.com/iot/latest/apireference/API_CancelDetectMitigationActionsTask4e.html
https://docs.aws.amazon.com/iot/latest/apireference/API_DeleteMitigationAction.html
https://docs.aws.amazon.com/iot/latest/apireference/API_DescribeAuditMitigationActionsTask.html
https://docs.aws.amazon.com/iot/latest/apireference/API_DescribeAuditMitigationActionsTask.html
https://docs.aws.amazon.com/iot/latest/apireference/API_DescribeDetectMitigationActionsTask.html
https://docs.aws.amazon.com/iot/latest/apireference/API_DescribeDetectMitigationActionsTask.html
https://docs.aws.amazon.com/iot/latest/apireference/API_DescribeMitigationAction.html
https://docs.aws.amazon.com/iot/latest/apireference/API_ListAuditMitigationActionsTasks.html
https://docs.aws.amazon.com/iot/latest/apireference/API_ListAuditMitigationActionsTasks.html
https://docs.aws.amazon.com/iot/latest/apireference/API_ListDetectMitigationActionsTasks.html
https://docs.aws.amazon.com/iot/latest/apireference/API_ListDetectMitigationActionsTasks.html
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ERENEETE

ListMitigationActions

UpdateMitigationAction

BN E BT

StartAuditMitigationActions
Task

ListAuditMitigationActionsE

BB E R ERIBAT

StartDetectMitigationAction

xecutions

sTask

ListDetectMitigationActions

Executions

RARITE

=)
4>
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https://docs.aws.amazon.com/iot/latest/apireference/API_ListMitigationActions.html
https://docs.aws.amazon.com/iot/latest/apireference/API_StartAuditMitigationActionsTask.html
https://docs.aws.amazon.com/iot/latest/apireference/API_StartAuditMitigationActionsTask.html
https://docs.aws.amazon.com/iot/latest/apireference/API_StartDetectMitigationActionsTask.html
https://docs.aws.amazon.com/iot/latest/apireference/API_StartDetectMitigationActionsTask.html
https://docs.aws.amazon.com/iot/latest/apireference/API_UpdateMitigationAction.html
https://docs.aws.amazon.com/iot/latest/apireference/API_ListAuditMitigationActionsExecutions.html
https://docs.aws.amazon.com/iot/latest/apireference/API_ListAuditMitigationActionsExecutions.html
https://docs.aws.amazon.com/iot/latest/apireference/API_ListDetectMitigationActionsExecutions.html
https://docs.aws.amazon.com/iot/latest/apireference/API_ListDetectMitigationActionsExecutions.html
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B fE A AWS loT Device Defender EEE h AWS AR5

£/ AWS loT Device Defender E2#11T AWS loT Greengrass Y2
Ry

AWS loT Greengrass 128 AWS loT Device Defender WIBE L BB RS RIGFEER LB T A,

« & Device Defender 2 AWS loT Greengrass V1

« & Device Defender 2 AWS loT Greengrass V2

£ AWS loT Device Defender B FreeRTOS F A # 5 B 2

£ E1E FreeRTOS & LF A AWS loT Device Defender , R EB X BE L E FreeRTOS
Embedded C SDK % AWS loT Device Defender 23 E, FreeRTOS Embedded C SDK @& AWS
loT Device Defender 2\ B, MEIMMES AWS loT Device Defender &2 FreeRTOS B HRIE
A, ESBEUTRE :

« AWS loT Device Defender B FreeRTOS XIS M BIT{SERE
o R MQTT KEERAZIEEIRIZE AWS loT Device Defender
o EH MQTT B OB EAEISZEIRRZZE AWS loT Device Defender

£ B84 FreeRTOS WIHREEE LA AWS loT Device Defender , 8RS E XA EfE AWS loT
Embedded C SDK = AWS loT Device Defender #23{/E, AWS loT Embedded C SDK @& AWS loT
Device Defender F2:\EE, ME AR AMAE AWS loT Device Defender EABREBRANEN , F2H
T %IR%E : AWS loT Device Defender for AWS loT Embedded SDK #Z#F] B ET1E4E R &6,

EE{EA AWS loT Device Defender B2 AWS loT Device
Management

A LAE A AWS loT Device Management #85 3% 5|2k%& 5|, ESMFEE AWS loT Device Defender
Detect 2R & ¥,

fEF AWS loT Device Defender E2%41T AWS loT Greengrass #94E & & B 246


https://docs.aws.amazon.com//greengrass/v1/developerguide/device-defender-connector.html
https://docs.aws.amazon.com//greengrass/v2/developerguide/device-defender-component.html
https://github.com/aws/amazon-freertos
https://github.com/aws/amazon-freertos
https://docs.aws.amazon.com//embedded-csdk/latest/lib-ref/libraries/aws/device-defender-for-aws-iot-embedded-sdk/docs/doxygen/output/html/index.html
https://freertos.org/iot-device-defender-demo.html
https://freertos.org/iot-device-defender/demo-with-mqtt-agent.html
https://docs.aws.amazon.com//freertos/latest/userguide/dd-demo.html
https://docs.aws.amazon.com//iot/latest/developerguide/iot-embedded-c-sdk.html
https://docs.aws.amazon.com//iot/latest/developerguide/iot-embedded-c-sdk.html
https://docs.aws.amazon.com//embedded-csdk/latest/lib-ref/libraries/aws/device-defender-for-aws-iot-embedded-sdk/docs/doxygen/output/html/index.html
https://github.com/aws/aws-iot-device-sdk-embedded-C/blob/main/docs/doxygen/demos/defender_demo.dox
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® Note

X#EA AWS loT Device Defender IR ERIE I R M B R 5|1 THREE R AWS loT Device
Management WFEERRZA , EABTJEEE.,

- EEHEBRRG
- BMREE

B2 AWS Security Hub CSPM & &

AWS Security Hub CSPM T[4 F i BIFE AWS FHZERE | WG IERERERRFTS
REEREENKEEK, Security Hub CSPM &2 AWS 1RFE, IR , URZEBENE=1FEEBH
EmRKEZEER, EALER Security Hub CSPM RO T2 282 | WSS ELENETEMH
=,

AWS loT Device Defender & Security Hub CSPM BV & T BB T ERE R L AWS loT Device
Defender &% %] Security Hub CSPM, Security Hub CSPM T #$iELAERERMA R T SMEN DT
#,

AEN
- BAHEREE
« AWS loT Device Defender H{al#§ & 45 R &)= F Security Hub CSPM
« AWS IoT Device Defender iy RIRE B EEH
- BAEESELE
- LR Security Hub CSPM KRR E,
« FE¥ Security Hub CSPM VIR ERAEE R
« B AWS loT Device Defender By —fi¥ B BB E
» {21k AWS loT Device Defender #458& & R {HiXE Security Hub CSPM

RAERERS

£ AWS loT Device Defender 4 ZE Security Hub CSPM 2 &1 , #8278 % B Security Hub
CSPM., WMFEEBAAIELA Security Hub CSPM W& , 582 (AWS Security Hub fEFAEgrm) #F
HIE%E Security Hub,

Security Hub CSPM &4 247


https://docs.aws.amazon.com//iot/latest/developerguide/managing-fleet-index.html
https://docs.aws.amazon.com//iot/latest/developerguide/query-syntax.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-settingup.html
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FEERA AWS loT Device Defender #1 Security Hub CSPM 2 # , 55B8EX Security Hub CSPM #2 A&
WESHE , AR, BARNMEZFEIZIHIAER, AWS loT Device Defender EFRBEAE
f& REE F Security Hub CSPM,

AWS loT Device Defender t{Al#4F8E#E R &% Z Security Hub CSPM

¥ Security Hub CSPM /1 |, L+ BEMARELRETER . FEBBEBTERAEM AWS RBH
B=HEREAMRS,

Security Hub CSPM Rt AREFMAELRREEFERRN TR, EUBRLEEREFES
x®, WRABEFTENFEEN. MFFMWER , 52K (AWS Security Hub fEAEIER) PHMRE
BEEE, S lEHEEFTENRERE., MEFMEF , 7528 (AWS Security Hub EHE 1

) PRVEHE R RS B BRENEN

FiE Security Hub CSPM R AEREREBEABA AWS Z2AELRER (ASFF) H1Z% JSON #
K. ASFF ZERERR, SHENERUARBEEEEBTMREBWFHEER. MEHFE ASFF WEEHEE
# , m2E (AWS Security Hub EAE#E®E) FH AWS 22 BEFERK (ASFF),

AWS loT Device Defender R B EA§HAER REEE Security Hub CSPM B9 AWS BRI 2 —o
AWS loT Device Defender EiAHI B RESEFA

A Security Hub CSPM B4 2% , AWS loT Device Defender S EELNAEER BER
BRME) FAZE Security Hub CSPM, REMERBERRMERLNEISERZIEEN —KRERA. UF
EERWEHRER  F2EEERE,

AWS IoT Device Defender 2 HSEEREETHNREBERZEERBAERR , KREEZERE
#7118 B BiX E Security Hub CSPM, MREKBRETRRNWIIEERBHASHRE , IBKTHESKE
B, Bl EA Security Hub CSPM FHI B ER EE A ARCHIVED (E##F) ic#ikiE, mMREE
ERCSERRBETBRBRATESR , EERIE—AERIBRERAEH , IRKEBHEEAER ,
7 Security Hub CSPM R FAERZ REH 4 ARCHIVED (EHF) L&A EE,

AWS loT Device Defender {5 RI#E R FAERE R{EEE Security Hub CSPM, ELEREEEEDIE
HEREE (ML), HETNBEITA,

AWS loT Device Defender 2 AWS Z 4 FAEHE R&3 (ASFF) #&FAERE REEE Security Hub
CSPM, 7E£ ASFF # |, Types BRI EFEEAE, KE AWS loT Device Defender HY BB EE 7]
EBET Types B,

AWS |oT Device Defender ffal#% 78 E 4 R &% E| Security Hub CSPM 248


https://console.aws.amazon.com//securityhub/home#/integrations
https://console.aws.amazon.com//securityhub/home#/integrations
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-findings-viewing.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-findings-viewing.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-findings-taking-action.html
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KEMER, MEFHMEF , 528 (AWS Security Hub A &) HH Security Hub CSPM B
B

- HEMESRTAERHERIRE , FIt AWS loT Device Defender €8 E BB EMREETHR A
ARCHIVED (Ei‘j"ﬁ-)o

B E AWS loT Device Defender B —fix I REE E

AWS loT Device Defender 2 AWS Z2FAEHE R1&3\ (ASFF) i&AER REEF Security Hub
CSPM,

T 5| & HIFER Security Hub CSPM iz 3 R Ay s
ReportType #AuditFinding.

A& LR, £ ProductFields 8

{

"SchemaVersion": "2018-10-08",

"Id": "336757784525/I0T_POLICY/policyexample/1/I0T_POLICY_OVERLY_PERMISSIVE_CHECK/
ALLOWS_BROAD_ACCESS_TO_IOT_DATA_PLANE_ACTIONS",

"ProductArn": "arn:aws:securityhub:us-west-2::product/aws/iot-device-defender-audit",
"ProductName": "IoT Device Defender - Audit",

"CompanyName": "AWS",

"Region": "us-west-2",

"GeneratorId": "1928b87ab338ee2f541f6fab8c4lc4fs",

"AwsAccountId": "123456789012",

"Types": [

"Software and Configuration Check/Vulnerabilities"

1,

"CreatedAt": "2022-11-06T22:11:40.9412Z2",

"UpdatedAt": "2022-11-06T22:11:40.941Z",

"Severity": {

"Label": "CRITICAL",
"Normalized": 90

},

"Title": "IOT_POLICY_OVERLY_PERMISSIVE_CHECK:
ALLOWS_BROAD_ACCESS_TO_IOT_DATA_PLANE_ACTIONS",

"Description'": "IOT_POLICY policyexample:1l is reported as non-compliant for
IOT_POLICY_OVERLY_PERMISSIVE_CHECK by Audit task 9f71b6e90cfb57d4ac671be3a4898e6a.
The non-compliant reason is Policy allows broad access to IoT data plane actions:
[iot:Connect].",

"SourceUrl": "https://us-west-2.console.aws.amazon.com/iot/home?region=us-west-2#/

policy/policyexample",
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"ProductFields": {

"CheckName": "IOT_POLICY_OVERLY_PERMISSIVE_CHECK",

"TaskId": "9f71b6e90@cfb57d4ac671be3a4898e6a",

"TaskType": "ON_DEMAND_AUDIT_TASK",

"PolicyName": "policyexample",

"IsSuppressed": "false",

"ReasonForNonComplianceCode": "ALLOWS_BROAD_ACCESS_TO_IOT_DATA_PLANE_ACTIONS",

"ResourceType": "IOT_POLICY",

"FindingId": "1928b87ab338ee2f541f6fab8c4lc4fs",

"PolicyVersionId": "1",

"ReportType": "AuditFinding",

"TaskStartTime": "1667772700554",

"aws/securityhub/FindingId": "arn:aws:securityhub:us-west-2::product/
aws/iot-device-defender-audit/336757784525/I0T_POLICY/policyexample/1/
IOT_POLICY_OVERLY_PERMISSIVE_CHECK/ALLOWS_BROAD_ACCESS_TO_IOT_DATA_PLANE_ACTIONS",

"aws/securityhub/ProductName": "IoT Device Defender - Audit",

"aws/securityhub/CompanyName": "AWS"

I
"Resources": [

{

"Type": "AwsIotPolicy",
"Id": "policyexample",

"Partition": "aws",
"Region": "us-west-2",
"Details": {

"Other": {

"PolicyVersionId": "1"

}
1,
"WorkflowState": "NEW",

"Workflow": {
"Status": "NEW"
},
"RecordState": "ACTIVE",
"FindingProviderFields": {
"Severity": {
"Label": "CRITICAL"
I
"Types": [
"Software and Configuration Check/Vulnerabilities"
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}

T35 F8 = Security Hub CSPM $H¥REZBERESHMN
ReportType mCheckSummary,

EIIEII

BHER, £ ProductFields 8

{
"SchemaVersion": "2018-10-08",

"Id": "615243839755/SCHEDULED_AUDIT_TASK/daily_audit_schedule_checks/
DEVICE_CERTIFICATE_KEY_QUALITY_CHECK",

"ProductArn": "arn:aws:securityhub:us-east-1::product/aws/iot-device-defender-audit",
"ProductName": "IoT Device Defender - Audit",

"CompanyName": "AWS",

"Region": "us-east-1",

"GeneratorId": "f3021945485adf92487c273558fcaa51",

"AwsAccountId": "123456789012",

"Types": [

"Software and Configuration Check/Vulnerabilities/CVE"

1,

"CreatedAt": "2022-10-18T14:20:13.933Z",

"UpdatedAt": "2022-10-18T14:20:13.933Z",

"Severity": {

"Label": "CRITICAL",
"Normalized": 90

.

"Title": "DEVICE_CERTIFICATE_KEY_QUALITY_CHECK Summary: Completed with 2 non-

compliant resources",

"Description": "Task f3021945485adf92487c273558fcaa51 of weekly scheduled Audit
daily_audit_schedule_checks completes. 2 non-cimpliant resources are found for
DEVICE_CERTIFICATE_KEY_QUALITY_CHECK out of 1000 resources in the account. The
percentage of non-compliant resources is 0.2%.",

"SourceUrl": "https://us-east-1.console.aws.amazon.com/iot/home?region=us-east-1#/dd/

audit/results/f3021945485adf92487c273558fcaa51/DEVICE_CERTIFICATE_KEY_QUALITY_CHECK",

"ProductFields": {

"TaskId": "f3021945485adf92487c273558fcaa51",
"TaskType": "SCHEDULED_AUDIT_TASK",
"ScheduledAuditName": "daily_audit_schedule_checks",
"CheckName": "DEVICE_CERTIFICATE_KEY_QUALITY_CHECK",
"ReportType": "CheckSummary",

"CheckRunStatus": "COMPLETED_NON_COMPLIANT",
"NonComopliantResourcesCount": "2",
"SuppressedNonCompliantResourcesCount": "1",
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"TotalResourcesCount": "1000",

"aws/securityhub/FindingId": "arn:aws:securityhub:us-east-1::product/aws/
iot-device-defender-audit/615243839755/SCHEDULED/daily_audit_schedule_checks/
DEVICE_CERTIFICATE_KEY_QUALITY_CHECK",

"aws/securityhub/ProductName": "IoT Device Defender - Audit",

"aws/securityhub/CompanyName": "AWS"

},
"Resources": [
{
"Type": "AwsIotAuditTask",
"Id": "f3021945485adf92487c273558fcaa51",
"Region": "us-east-1"
}
1,
"WorkflowState": "NEW",
"Workflow": {
"Status": "NEW"
I

"RecordState": "ACTIVE",
"FindingProviderFields": {
"Severity": {
"Label": "CRITICAL"
},
"Types": [
"Software and Configuration Check/Vulnerabilities/CVE"

T %I &5 B8~ Security Hub CSPM &% AWS IoT Device Defender 2B HWBARFEL R,

{
"SchemaVersion": "2018-10-08",
"Id": "e92a782593c6f5blfc7cbbass3dclal”,

"ProductArn": "arn:aws:securityhub:us-east-1::product/aws/iot-device-defender-
detect",

"ProductName": "IoT Device Defender - Detect",

"CompanyName": "AWS",

"Region": "us-east-1",

"GeneratorId": "arn:aws:iot:us-east-1:123456789012:securityprofile/
MySecurityProfile",
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"AwsAccountId": "123456789012",
"Types": [
"Unusual Behaviors"
1,
"CreatedAt": "2022-11-09T22:45:007",
"UpdatedAt": "2022-11-09T22:45:00Z2",
"Severity": {
"Label": "MEDIUM",
"Normalized": 40
I
"Title": "Registered thing MyThing is in alarm for STATIC behavior MyBehavior.",
"Description": "Registered thing MyThing violates STATIC behavior MyBehavior of
security profile MySecurityProfile. Violation was triggered because the device did not
conform to aws:num-disconnects less-than 1.",
"SourceUrl": "https://us-east-1.console.aws.amazon.com/iot/home?region=us-east-1#/dd/
securityProfile/MySecurityProfile?tab=violations",
"ProductFields": {
"ComparisonOperator": "less-than",
"BehaviorName": "MyBehavior",
"ViolationId": "e92a782593c6f5blfc7cb6ass3dclal”,
"ViolationStartTime": "1668033900000",
"SuppressAlerts": "false",

"ConsecutiveDatapointsToAlarm": "1",
"ConsecutiveDatapointsToClear": "1",
"DurationSeconds": "300",

"Count": "1",

"MetricName": "aws:num-disconnects",

"BehaviorCriteriaType": "STATIC",
"ThingName": "MyThing",

"SecurityProfileName": "MySecurityProfile",
"aws/securityhub/FindingId": "arn:aws:securityhub:us-east-1::product/aws/iot-
device-defender-detect/e92a782593c6f5blfc7cb6as43dclal2”,

"aws/securityhub/ProductName": "IoT Device Defender - Detect",
"aws/securityhub/CompanyName": "AWS"

},

"Resources": [
{

"Type": "AwsIotRegisteredThing",
"Id": "MyThing",

"Region": "us-east-1",
"Details": {
"Other": {
"SourceUrl": "https://us-east-1.console.aws.amazon.com/iot/home?region=us-

east-1#/thing/MyThing?tab=violations",
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"IsRegisteredThing": "true",
"ThingArn": "arn:aws:iot:us-east-1:123456789012:thing/MyThing"
}
}
}
1,
"WorkflowState": "NEW",
"Workflow": {
"Status": "NEW"
I

"RecordState": "ACTIVE",
"FindingProviderFields": {
"Severity": {
"Label": "MEDIUM"
},
"Types": [
"Unusual Behaviors"
]
}
}
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« ¥ M UpdateAccountAuditConfiguration API (RoleArn F notificationTarget RoleArn ) AR {ESER
BR , "EZER aws:SourceArn 5 arn:arnPartition:iot:region:accountId: i
NERBENEE,

- ¥ 7E CreateMitigationAction API (RoleArn B1) REEMNEIR , BEMEA aws:SourceArn fEA
arn:arnPartition:iot:region:accountId:mitigationaction/mitigationActionName
R NERBRNEE,

- ¥ATE CreateSecurityProfile API (alertTargets Bf) FESENER , BEMEH aws:SourceArn 4

arn:arnPartition:iot:region:accountId:securityprofile/securityprofileName

i N ERBRAEE,

el R EREBARBNRERSEZRMEM aws:SourceArn £ FHERREHE UK
BERNTE ARN, NETHEERNTE ARN , REMBLIEET ZEER , BFEH
aws:SourceArn £BRHEAR LI , AREABAFT (*) RS ARN WRAH 5. HilL0

arn:aws:servicename:*:123456789012:*,

T 5 & H R & a0{AE A AWS loT Device Defender FH) aws : SourceArn Hl aws : SourceAccount
SEHFEGEART L  REHBEREABE,

JSON

{

"Version":"2012-10-17",

"Statement": {
"Sid": "ConfusedDeputyPreventionExamplePolicy",
"Effect": "Allow",
"Principal": {

"Service": "iot.amazonaws.com"
}I
"Action": "sts:AssumeRole",
"Condition": {
"ArnLike": {
"aws:SourceArn": "arn:aws:iot:*:123456789012::*"
},
"StringEquals": {
"aws :SourceAccount": "123456789012:"
}
}
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{
"name": "Listening TCP Ports",
"metric": "aws:listening-tcp-ports",
"criteria": {
"comparisonOperator": "in-port-set",
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"value": {
"ports": [ 8888 ]
}
}
}
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B BARREEEENREBERCRMAERT ?

& : A3 AWS loT Device Defender ¥f12BE B 1% (SNS £ &) R iRENACEE 2 HIRH
« T # iot.amazonaws.com FEEAETERNETER.
o MIONEYERER |, RF AWS loT EIEER SNS FRE FEMMVEFal, 4l

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "sns:Publish",
"Resource": "arn:aws:sns:us-east-1:123456789012:example-topic"
}
]
}

- HERANBMERH SNS TERMEMHEEE , AIRT HME SNS TEMFFAIN , AWS loT HEH
REMEFFT. Hia .

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"sns:Publish",
"kms :Decrypt",
"kms : GenerateDataKey"
]I
"Resource'": "arn:aws:sns:us-east-1:123456789012:example-topic"
}
]
}
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B REAERTEEEE number EXWIBERS AR I M RIEERFAE Malformed metrics
report, EEEE?

% B number EXEEEZEEEEATA , B2 DeviceMetrics MEFIRRIEEZHER |, &4
BAUEEE-HENEITREE, FREREEEERUESFERIER,

SRRRAH

{"header":{"report_id":12334567,"version":"1.0"}, "metrics":{"network_stats":
{"bytes_in":30680, "bytes_out":10652, "packets_in":113, "packets_out":1183}}, "custom _metrics":
{"my_custom_metric":{"number":0}}}

=

%Ein/::= /%\ :

{"thingName":"myThing", "status":"REJECTED", "statusDetails":
{"ErrorCode":"InvalidPayload", "ErrorMessage":"Malformed metrics
report"}, "timestamp":1635802047699}

MRS -

{"header":{"report_id":12334567, "version":"1.0"}, "metrics":{"network_stats":
{"bytes_in":30680, "bytes_out":10652, "packets_in":113, "packets_out":1183}}, "custom_metrics":
{"my_custom_metric":[{"number":0}]1}}

G FE :

{"thingName":"myThing",b "12334567":1635800375, "status" : "ACCEPTED", "timestamp":1635801636023}
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"Version": "2012-10-17",
"Statement": [

{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [

"iam:GetUserPolicy",
"iam:ListGroupsForUser",
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"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
I
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}
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