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Amazon Inspector , acspector2-enablement-with-clio

1. FREHNEAEREA , REBBIR https : //https://console.aws.amazon.com/inspector/v2/
home B9 Amazon Inspector F#£ A&,

2. EERKBER.
3. BIEZERA Amazon Inspector,

BB ABIIRFE R Amazon Inspector B , RN ERAFEREEE, MEXKERFNE
2/ 7 ## Amazon Inspector FHEREESIRFEFNRERE

EILII;
3

AFIERERERE2 . BUA Amazon Inspector 5


https://docs.aws.amazon.com/inspector/latest/user/scanning-ec2.html#agent-based
https://docs.aws.amazon.com/systems-manager/latest/userguide/ssm-agent.html
https://aws.amazon.com/inspector/pricing/
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_introduction.html
https://github.com/aws-samples/inspector2-enablement-with-cli
https://console.aws.amazon.com/inspector/v2/home
https://console.aws.amazon.com/inspector/v2/home
https://docs.aws.amazon.com/inspector/latest/user/scanning-resources.html
https://docs.aws.amazon.com/inspector/latest/user/managing-multiple-accounts.html
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Multi-account (with AWS Organizations policy)

AWS Organizations BUERIBMHERNIRE | UEZEER P BA Amazon Inspector, E & AHEB
BURE , RS HBERENFIERFEEE Amazon Inspector By , MAKEIIRFELME
F Amazon Inspector AP £ HBUR S EFH#

FERMRAF

- IBREIRF XA R AWS Organizations #E&HY —E 2 o
- BAAWBE PEINEEREBBERWETA AWS Organizations,

 Amazon Inspector B EEFEABEHEFRRA AWS Organizations, MFERHA , FFSEAWS
Organizations { EAEEFE) PRIEA Amazon Inspector B ZEEFEL.

« Amazon Inspector RIS EFACEZFEREERFF., EEEVEM , FEEERFPRBA
Amazon Inspector , REEBIRFHT T IH T :

e aws iam create-service-linked-role --aws-service-name
inspector2.amazonaws.com

* aws iam create-service-linked-role --aws-service-name
agentless.inspector2.amazonaws.com

- FEFEE Amazon Inspector EREES,

(@ Note
MBEREEEIRENEZREE EMRIEERE Amazon Inspector A | ABBERASREI BT

Amazon Inspector B{ A , EREIRF T &8 Amazon Inspector ##REE T RAHE | LIEITEF
XEEFEMRFEE,

£/ AWS Organizations BUREXA Amazon Inspector

1. EBRMABBERZHIIEE Amazon Inspector WEREEE |, LIERAK SRS E Amazon
Inspector #HBEEAH , UBREFXFELRITR . BEA AWS Organizations EERF |
£ https : //https://console.aws.amazon.com/inspector/v2/home BARX Amazon Inspector F 2

A, RARERE PHTRSEN AWS HHBEEZREES,

AFIERERERE2 . BUA Amazon Inspector 6


https://docs.aws.amazon.com/organizations/latest/userguide/services-that-can-integrate-inspector2.html#integrate-enable-ta-inspector2
https://console.aws.amazon.com/inspector/v2/home
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® Note

RIFIRZUBFBHE BRI AWS Organizations Amazon Inspector ZiREEEMRS ID
Amazon Inspector IEEENZIREZE SRS ID REFMEE. R AWS Organizations &
REESRS ID B Amazon Inspector ZREE SRS ID & , Amazon Inspector
BB %ERE Inspector IEEMIRS ID. REE Amazon Inspector ZREES , BE
% E AWS Organizations ZREEE , BEEIIRF EH Amazon Inspector FRIEERE
A | Amazon Inspector & HE)#% AWS Organizations ZREE SRS ID I5RkA
Amazon Inspector ZREEE,

2. 7 Amazon Inspector 2 AH , REBIRFEBEE —MRERE, EEMBEEKRT |, BIEEER
R, EEFEBERRARXEFZARY , BB  EREBICRBEBRYE THER TN
A, RBBEEEERARN,

/A Important
EERFXAEETIEFT , T ERBRBERRER :

- B Amazon InspectorAmazoninspector2FullAccess &

* AWS Organizations organizations:PutResourcePolicy
AWSOrganizationsFullAccess ZEBEN 550

mRFRPorganizations: PutResourcePolicyFl , RER LRI BEREE
iR : Failed to attach statement to the delegation policy.

3. $##F 3 Amazon Inspector AWS Organizations B3R, REBEERT | RIZEE K REKE
EiERE,

4, BRERDERBR. RUEBRESBARENFHEER (EA).
5, EREMEREENFHEARRY , WABKRNEBNER, EIHEEEED , T TIHAF
—I8 :
- BEREIBAMEUEE (BE) . EEHBATE Inspector ThaE , DIE
EC2, ECR, Lambda 2%, Lambda 2= HH Code Security,
- BEEINMEEFE. ERERBNETAREHERINEE,
6. EIRFENERT , BINTFIHEP—EEIRE .

AFIERERERE2 . BUA Amazon Inspector 7


https://docs.aws.amazon.com/inspector/latest/user/security-iam-awsmanpol.html#security-iam-awsmanpol-AmazonInspector2FullAccessV2
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSOrganizationsFullAccess.html

Amazon Inspector EREER
- MREREREREAZMEEABENIIRSE , FEEMEABEMNKRS,

- MRERERACEAZTREEBECNRS  FEEREEBECNIRS, NREEEZFL
BE  FEARSIREREREREEEEABRNABENMNIRS,

« MREFRKARERETEMAEBECIRS |, FEFRARBEVIIRS.
7. EESERYT , ZEZRAMERERSE. FAMEESSEEEL.

- MREERERAMBREE , BT URERSBEBRAFTESE.
- MRGEEEFEAMAERE , EULURAERTBBEFERAFES,
- MRGEEEERSE , IV EREERANEFEHANE.

(1BA ) WHERERE , 528 PrYIES| AWS Organizations,

(ER ) $HHERER , SERNEAR/EY |, UiRBEERBRIERE,

8. EET—F 6 BRENEE K AREEEM. ENERKRFEREBBRRE. BRNERRE
EREMERREEER, SEDEBSRGRE , EEEREERERREMBERY. HREM
KA, BEREAMFENERUETESHAET. EREIRFERREABTMEE , AR
REREE LNEBRSIRR , S ERPRERS.

FEBABBUERRUA Amazon Inspector B, BUREERIRF &L3EIB Amazon Inspector API T 12
EEABKRZEREEL, NERREESNKERSEEBBERT T AR T o] A 1THLRAEN
SHHEF |, 5520 £H £ Amazon Inspector HEIE LIRS AWS Organizations.

Multi-account (without AWS Organizations policy)

@ Note

BV AEA AWS Organizations EERFRTEREF. 2B AWS Organizations EE iR
FALEEEREES., EEEREEEWREEN T, WFEHEEN K F2REEZERE
BEEMENETT,

B 185 — XA Amazon Inspector B , Amazon Inspector

@AWSServiceRoleForAmazonInspector AR FENREEFZE AR, WFE Amazon Inspector
R RIS EZ A RWER , FZE FH Amazon Inspector B IRIGELHE A B,

% Amazon Inspector IS EZREES

APIZ2ERE | BtA Amazon Inspector



Amazon Inspector EREER

1.

o ~ w0 D

Ath
IR

B S

& A AWS Organizations EEIRFE , RERBBALR https : //https://console.aws.amazon.com/
inspector/v2/home ¥ Amazon Inspector £ &,

EEFRBEA

EZREEET , WA AWS IRF ZEREEAZREEEZ W 12 LB ID,

BEZRK , ARBROEEEIR.

(1A ) MREEEAR AWS Organizations EEMRFSBUA Amazon Inspector , FETERBEEF
A N##ZRUA Amazon Inspector,

EEZEREEESR K BARSAKRFEAMEREHEL., IEHHEEREEERFNEN ,
f# Amazon Inspector PN EREE SR MK ERF,

3
*

APIZEEREE . BA Amazon Inspector 9


https://console.aws.amazon.com/inspector/v2/home
https://console.aws.amazon.com/inspector/v2/home
https://docs.aws.amazon.com/inspector/latest/user/scanning-resources.html
https://docs.aws.amazon.com/inspector/latest/user/managing-multiple-accounts.html

Amazon Inspector EREER

Amazon Inspector FH B B)RHEE

Amazon Inspector FFAEMEENRHSIE  TERENEREAETTHHBRENEANHER R
£, E Amazon Inspector BRIZIHBRIRNENNRRRER , cEEUBFASE, EZE—XBA

Amazon Inspector & , BHNIRFEEBBFMATEFHEEE | T3 Amazon EC2 ##. Amazon ECR
B Lambda ZERF .

(® Note
Lambda R FFHZRAM Lambda EFHE , BRI LARERRA.

£
+ Amazon Inspector 173 B R B8
- BRARHER

£ Amazon Inspector #&3# Amazon EC2 #1718 Amazon Inspector
£ Amazon Inspector ##3# Amazon Elastic Container Registry 73 25 B &
£ Amazon Inspector &3 AWS Lambda B &

#£ Amazon Inspector F{Z R ER

Amazon Inspector #F i E R B EH
Amazon Inspector TR FHER , FEEN AWS REFNIFIEEREE,
Amazon EC2 &

B8 A Amazon EC2 ### 8 | Amazon Inspector 121 EC2 Hi{TEREEEE R ANS
#Z (CVEs), AR RERE, MREREIEE, FERENEXZFESELHRE. Amazon
Inspector EBFEALEEHTEE LN SSM REREX , FEBHTERE Amazon EBS HRER
TR, MEFMEN , BFSBH Amazon Inspector ## 3 Amazon EC2 #{T{E# Amazon
Inspector, RIFFEEE , EERA Amazon EC2 Bk , ERBMARESREENX, WHEFHAE
A, EEEREESEE,

Amazon ECR ##if

B & A Amazon ECR ###8 , Amazon Inspector 8B Z BRI E R IEERELRZE
AEREEERARRARHATEE. CULMEASERREBELRE , MERBHEPRT

Amazon Inspector 37 # 5B R BLE 10


https://docs.aws.amazon.com/inspector/latest/user/findings-understanding.html
https://docs.aws.amazon.com/inspector/latest/user/scanning-resources.html#scan-types
https://docs.aws.amazon.com/inspector/latest/user/scanning-ec2.html#agentless
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HIZEWFEFE, Amazon Inspector R & ECR REAF I ECR A2 & (imageStatus
WA ACTIVE), Amazon Inspector #F#iB % 30 XAE ECR HHAHEIREERAH
(lastActivatedAt) HEBE 90 KRAREMFIE & M. Amazon Inspector FEEX B HEBEEL 1=
5§90 X, B LABERFEEINRTE,. MEFMENR , FSB & A Amazon Inspector F# Amazon
Elastic Container Registry 23R,

Lambda fEXE13 1

EEA Lambda 2B # 8 , Amazon Inspector SRZZIRE W FTE Lambda HE |, I
JEREEMREEERE. Amazon Inspector BEZBH A Lambda BB FERFEHHIETE

#, Amazon Inspector EE B R EMFTH CVEs BEFRETCM. MEFHMAET. BiE  F2H
£ Amazon Inspector &3 AWS Lambda B &,

Lambda B #1F3# + Lambda B BRI

EERA Lambda B IFE #EF , Amazon Inspector ERZEEIRF FH Lambda BEEHFE |, I
RHEeMAREEEANRFE. EREENFEHEETM Lambda HEF AR CVEs WERAEREHK
At EXRRALLFEERR , BT UMA Lambda ZEBHE., NEHFMBET  F2EEA
Amazon Inspector &3 AWS Lambda B

Amazon Inspector WEXBZ LM

WREERR A Amazon Q Developer B ZRFME—HERERNB. F=FEABEINMEKRMN
MERZEHARBINENG. WEFMEENR , 528 Amazon Inspector WEXBZ £,

RAmEER

B L R A REER, EXSRAREERRE | Amazon Inspector SR AREREERENEKE
Ho

Amazon EC2 &1

WIREEE 2 Amazon EC2 #TERMEEPEER A AEREEPEENERXZLERNENRAE
TH®R., ELBALFEHEERE | Amazon Inspector iR iHEIRE PFIERFEEKH Amazon EC2 #

1TER  UREEARENRREREIBE. MALEHERR  SUNEIRTERRSIERFBER
EERENHTEERE.

Amazon ECR #&#

LR HEERE SR Amazon ECR PR BRMENRRFMIEE, EERALRHERER  STNENLE
BTHEENFHECRERERGHEESEBEFEHE, BA Amazon ECR ##i#& , SR IERHZMRE
NRRREFERIEBTRARES DRENHFE.

BARRRE —


https://docs.aws.amazon.com/inspector/latest/user/code-security-assessments.html
https://docs.aws.amazon.com/inspector/latest/user/scanning-ec2.html
https://docs.aws.amazon.com/inspector/latest/user/scanning-ecr.html
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Lambda #ZE %47 + Lambda BN BRI

Lambda ZZ2EH 2 FEERM Lambda BEERE, EEA Lambda BER#ER , REEIBXE 90 XA
AREFEHERE , REREFME Lambda EKE, A Lambda EZEFEHRE , LA LATE Lambda BE
o ZEBPRFEERIEN Lambda REBEE.,

Lambda B IFFHERE Lambda HEHF W BFTERAERXERE. A Lambda B IFREHEE , R
EEBRE IO XAFAREFEXNBRE , MEREFTE Lambda BB, BA Lambda ZEFHE , &
A[LATE Lambda B RS EBFRREZ S Lambda B EEBRHEXERE,

(® Note
MRERERA Lambda BN EREE |, BB LA Lambda 22T,

Amazon Inspector Code Security

hREEREREE—FEARIERE. F=FEAREKRENERSRERARIERNE. B4
A Code Security B , Amazon Inspector 8RR EFHEER R EREABREFERSEEABIRME,
A Amazon Inspector Code Security 2#% , AU ERABREFERIEZHEIREEEFRHENER
BRTFEHE.

R i iE
T 52 ERBUATE Amazon Inspector A RIHER,

@ Note

MRER AWS BN ZEREES |, B LUEA shell ETHAZE R/ 2 ER S RA
Amazon Inspector IH#HEE ., WRFMER , F2H GitHub ER inspector2-enablement-
with-clic &8I , LA Amazon Inspector EREEE G0 EAR , XTI,

Console

SR ]

1. BRUYR https : //nttps://console.aws.amazon.com/inspector/v2/home B Amazon Inspector
FEA,
2. EAEEALAN AWS B EBHE , ERNEERANFEEEENES,

BAFH 12


https://docs.aws.amazon.com/inspector/latest/user/scanning-lambda.html#lambda-standard-scans
https://docs.aws.amazon.com/inspector/latest/user/scanning-lambda.html#lambda-code-scans
https://docs.aws.amazon.com/inspector/latest/user/code-security-assessments.html
https://github.com/aws-samples/inspector2-enablement-with-cli
https://github.com/aws-samples/inspector2-enablement-with-cli
https://console.aws.amazon.com/inspector/v2/home
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3. HEEEBEERKT , RERFEE,

4. HIRFEEREL  ZENERMRARHEEENKRS,

5. EERA A ARENECERANFEHEER,

6. (E®) AWS BE #EERAZRHEEENESE FESELESR.

API

BITEUA API B4E, EBERD , RUESEMARENIRS IDs, ERUEFR , UR—NZE
EC2. LAMBDA, ECRE LAMBDA_CODE , resourceTypes AR AZERNFEME,

£ Amazon Inspector ### Amazon EC2 #{T{E8 Amazon
Inspector

Amazon Inspector Amazon EC2 ##&#t EC2 MTEREINFEER K AEELPEEREEZSE
BUWEN R BHEITHSE, Amazon Inspector EREHITRBEAEEHRBANMBEEREHEE |,
ELRREFE, Amazon Inspector 8 12 /NFHIT — XM EREE DR , WRIKRE EC2 #ITEIEEME
BENRESL , RETEHEETEHRBREE.

E4RERETUEAUREEX AERRERERRXBE S 21T, EMEREA EZHERE
Amazon Inspector ZAFMAEFH EC2 MITHERBKERBEFUETEARIRERH, REEXEEHE
2fFfA SSM REERAKRERBETFT L MEREENBEREE Amazon EBS RRE LEH WEHEE
=

Amazon Inspector B A AIRFRANTEHRE A E. BE%E— XA Amazon Inspector & , BHIRF
SEEMREEE  CeEEAMmERELE, T8 , ZUUEREFIEIE. NFNAMARHER

MEF  F2RBAREEE., ]ERHARE Amazon EC2 HHHEF.

(® Note

Amazon EC2 BHTEREEEFEREMBNERRKBSE  IFCMARERREREMRE,
fflan | BE&/var/lib/docker/T &% , AATCEEARBHIHATHR,

REEAEGH

REENEFHEEEMERNCERNBTER LEA SSM REERXFEHT. ERREERXERE
# , Amazon Inspector EfF AERE LB LEN SSM BEMABEN , RENBITERBUKRER

Amazon EC2 #{T{EEFE 13


https://docs.aws.amazon.com/inspector/v2/APIReference/API_Enable.html
https://docs.aws.amazon.com/inspector/latest/user/findings-types.html
https://docs.aws.amazon.com/inspector/latest/user/scanning-ec2.html#agent-based
https://docs.aws.amazon.com/inspector/latest/user/scanning-ec2.html#agentless
https://docs.aws.amazon.com/inspector/latest/user/scanning-ec2.html#scan-mode
https://docs.aws.amazon.com/inspector/latest/user/activate-scans.html
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BETF. RTEHREREEERAEERZI , Amazon Inspector KEREXNEBHE LIS &5
Linux 2#TEBHPEAEXEXRFEZ S EHANEMHRBLnux E Amazon EC2 #4TEIEH Amazon
Inspector JRE#ZE Amazon EC2,

T3R5 Amazon Inspector ZfAIfE A SSM WK EFAHITREEXEFHE -

1. Amazon Inspector 8EZMNRSPEY SSM BB , UREENHTERBKEERT. HRELHITHE
A (Windows # Linux) , ELHBEE@EBETER L ZRABEXUREER.

2. Amazon Inspector £ SSM & TEEENEHERE.

3. Amazon Inspector LM ER , W HTMENINRBIELERERER.

® Note
HRREREXEEM , Amazon EC2 #TEIR L AMMEE SSM EE AWS t1RF,

HEERNHITEE
MRHTEBFS T HEHLE , Amazon Inspector #ERAREBERE FERIBHEHTELE

- BITEREEXZIENEERR. UEXENEXERREFE  F2E WREERX R FEH X EMthe
section called “X EMEE R : Amazon EC2 &,
« Amazon Inspector EC2 HERRER R B T2 HEREITERE,

- HITEEEH SSM B, MFERFNREARERANETR , F2H HE SSM REE,

REEXEBHTA
FERARERXREIFBES LR , Amazon Inspector 87 FHI1ER TRUE) EC2 TEBMNFIRIEFE
ISR B ETHY EC2 BT E RS,

BIERER EC2 #11T{H8 (Linux 1 Mac) E REEFEBEE,

- & Amazon Inspector $#FME BREMEE (CVE) HEFHBEHERE , EZ CVE EBEMW EC2 #1
17{EE8 (Linux %1 Mac) #HE38,

Wi M

i

REEXBEHE 14
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Amazon Inspector B IFRHTHREFEH EC2 HTHEEHN LXBEMM, EC2 2% , E Amazon
Inspector FF{ SSM EF ( FEFRE 30 7 ) NPT EBEHRERE K SEMLARERN , IA%
L TEBNF CVE EFEZE Amazon Inspector ERIE,

AN RIRFEERE ENHTERRSIFEBIHMEM ListCoverage® © , E LIRIFH EC2 #iTER
=BRRE.

AXE SSM RERERN

£ 7 % Amazon Inspector EARERER BT 5 EER Amazon EC2 TEBNEEIRE , #1TE
i@ 247A= Amazon EC2 Systems Manager (SSM) R ZE#IT{ERE. SSM ZEHITERE LEAH,
17 SSM Agent , B SSM EEEBHTERBMNT T, MREZERKER SSM REEHTER , AIRKER
RBERETETEH WS R,

BIBETEER , SSM Agent R E £ FE L Amazon Machine Image (AMIs EC2 #/T{E % £, MEFME
# , FSBAWS Systems Manager  FRAEERE) PHEMN SSM Agent, T8 , BIEE &L E |, &1
AREEEFEHMA SSM RERERX |, WFF SSM FAREFEEHNHTEE,

THRFRPMMAER IAM FITEEHEAREAS Amazon EC2 BT ERREASEFTEE, ZEFt
Bt AWS Systems Manager fEA B ISP E S ME AN ER,

AmazonSSMManagedinstanceCore REEZHTERBRERFEANEREE. WBEKRER
Amazon Inspector EC2 R FTEMNFI BT Yo

@ Note

WA LB B{LFTA EC2 #{TERRAY SSM EE , MEFRMER SSM AR HEBRBERRKER
IAM ST EIRBRRERE. MF/FMES  F2REEREHETER,

Z%E Amazon EC2 #{1T{ERER SSM

1. MREHELRFHMAEAEALE  BFLHE SSM Agent, WFEHMENA , FS2HFEH SSM Agent,

2. {£MH AWS CLI k5 SSM REERRXERREEHT. WEFMHEN , F2ERE SSM REER
MREMBEBREER,

3. T SSM EEHTERMT T, BALUEBET IAM ST ERBERENSHEBEZEZHITERK
BT, BRPEZBEFER AmazonSSMManagedinstanceCore iR , B A BER EH Amazon
Inspector IFHFFEM SSM Distributor, SSM Inventory 1 SSM State Manager B95F 0], MER
NEAEEUNHTERBEREN S EZREHTERBNIETR , FBRBRE Systems Manager
W EITERRET AT,

RERXBEHE 15


https://docs.aws.amazon.com//inspector/v2/APIReference/API_ListCoverage.html
https://docs.aws.amazon.com//systems-manager/latest/userguide/managed_instances.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/prereqs-ssm-agent.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AmazonSSMManagedInstanceCore.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/managed-instances-default-host-management.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/ssm-agent.html
https://docs.aws.amazon.com//systems-manager/latest/userguide/ssm-agent-status-and-restart.html
https://docs.aws.amazon.com//systems-manager/latest/userguide/ssm-agent-status-and-restart.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AmazonSSMManagedInstanceCore.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/setup-instance-permissions.html#instance-profile-add-permissions
https://docs.aws.amazon.com/systems-manager/latest/userguide/setup-instance-permissions.html#instance-profile-add-permissions

Amazon Inspector EREER
4. (#HF ) BUH SSMAgent WEHEINEH ., MEFMER , F2EEHEL SSM Agent BN E o

5. (&M ) # Systems Manager 5&7E &£/ Amazon Virtual Private Cloud (Amazon VPC) i &
WMFEFMER , FSBEL Amazon VPC Ui Fi.

/A Important

Amazon Inspector FEZ& RS F Y Systems Manager State Manager B3¢ , = U BB
FERAEXER, InspectorInventoryCollection-do-not-delete MR KREIFH

B , Amazon Inspector @ BBV & & KB,

Amazon Inspector B EEERERES , YW EERERBDLZTE
ffInspectorResourceDataSync-do-not-deletelEEEEVEA NERRBS., MEH
&R , FZEAWS Systems Manager ( £AERERM) PHREEFHNERERES ., 8@
REFEEEREATUE—HERENRSHE, WEFMEN , F2E SSM iHnHANEEFNE
FRERBLSEE LR (AWS 1RF SHEESE ) .

BYRRFEHEN SSM &R

Amazon Inspector FEE&EIRF PR Z @ SSM ERF 8EH1T Amazon EC2 #Bii. EZRE— XA
Amazon Inspector EC2 ## I , 1 THER :

(@ Note

MR E KR F BUA Amazon Inspector Amazon EC2 13 # B M BR{EfAIIELE SSM &
& , Amazon Inspector BERE T — A FEHBREMELELER.

InspectorInventoryCollection-do-not-delete

i€ Amazon Inspector A% Amazon EC2 #{T{EEBINEHEERAEXEEMN Systems
Manager State Manager (SSM) BB, MRENIRFEER WEEFH SSM B
BfInstanceIds* , Amazon Inspector A4 X EAEE , M _REM B S HVEIE,

InspectorResourceDataSync-do-not-delete

1E2 Amazon Inspector A3R#& Amazon EC2 #1171 88 W £ HY E 77 & BHFE E Amazon Inspector
BEEM Amazon S3 TR ERERRSL. Amazon Inspector MMFFFMEA , HSEAWS
Systems Manager  FAEEM) PHEEEFNERERED,
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https://docs.aws.amazon.com/systems-manager/latest/userguide/ssm-agent-automatic-updates.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/setup-create-vpc.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-inventory-datasync.html
https://docs.aws.amazon.com/general/latest/gr/ssm.html#limits_ssm
https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-inventory-datasync.html
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InspectorDistributor-do-not-delete

iE & Amazon Inspector AR # Windows #{T{E8H SSM EBH, LLEBEEEMN Windows
1T{ER8 £ Z & Amazon Inspector SSM A ER ., MERPOMBRABHERNER , LEBBET —
ERBERERZE T,

InvokeInspectorSsmPlugin-do-not-delete

i& & Amazon Inspector AR #H Windows #1T{EBEH SSM i, LLEJEE A= Amazon Inspector
FRANHEXMEBRER , SO ERATREE R ERAFEE Windows #1TER., MEFHAEE
Eﬂ , nﬁ £2 ﬁnXEWindOWS$ﬂ1T1EI§§.*ﬂ?¢EE,J ﬁ nT?JF%EEo

InspectorLinuxDistributor-do-not-delete

iE R Amazon Inspector Fi® Amazon EC2 Linux SRERZEMN SSM B, LLEBEEERMN Linux 3
1T1EIR8 =% % Amazon Inspector SSM ZHMER .

InvokeInspectorLinuxSsmPlugin-do-not-delete

i & Amazon Inspector Fi/A Amazon EC2 Linux SREMZER SSM EJHf, ILEIEE A1 :E Amazon
Inspector £/ S EXMEFHE.

(® Note

E&45FH Amazon Inspector Amazon EC2 i RERE
B¥ , InvokeInspectorLinuxSsmPlugin-do-not-delete 2B A SSM &R,

BERAEEXFHE

EERIRF RN BEESREEREIEE | Amazon Inspector BE SR HTER LERAEREEXNFR S £,
BEREEASEIAEEXAERNEREREXFH , XHEEBA Amazon EC2 #H# R BB A

HRENREREXFHE , Amazon Inspector £ EBS RRBMUEHHATRERERBESRF. BEREREX
RHERHENTERRERFRARNEREXEXRGESEHRE,

(® Note
B Lnux ST EREEAEARXEXRAESEMHRER  BEREEXFESHBEME
AANEERE , MUREBEEXAEENEHASREGIEENRS —BoNTEREEME K
fBLinux # Amazon EC2 #{TER&# Amazon Inspector JRE M ZE Amazon EC2, ETFREEE
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FHENATERETIEANEESRE  BFORRERRERAUREEXAERN T ANENAEREN
FRETRHE.

T 5258 Amazon Inspector #1{A#EF EBS HREBIREEFILHTEAREEER :

1. Amazon Inspector 82 EEZHTERZFIEHEREN EBS 1R, & Amazon Inspector fEAE
B, MBEERELEWIRES |, WL InspectorScantZRR AERR S| | WA —MIFE ID 5
BERE,

2. Amazon Inspector €4/ EBS E# APIs {tRIRENESR , XAEEMARERRE. RESHEE
AERAZNRREEREESTE,

3. Amazon Inspector EfBREIIRE P EIH EBS RIE,

HEERNHITER
WRBTEBTS T &Y , Amazon Inspector #&EFABRERR S ERFBHEETERE

- BITEREEZXENERRM. NFEFAEF 7280 B >REEXNEFHEZEMWthe section called
“SENEERS : Amazon EC2 B,

- BITERAMEES Unmanaged EC2 instance, Stale inventorysk No inventory.

- ¥{T{ERA Amazon EBS X & , YEBTIIEP —BEERRHEKN .
* ext3

* extsd
« xfs
- JEiB Amazon EC2 HFRERETHRIER , TESHRHMITHEE.
- BEFHTEENEUREZB /R 8, BEHKRNPRIZER 1200 GB.

EREEARHETA

ELHNRFRERRABEE , Amazon Inspector 8 24 /NEFHTFESERNHATEESATERERER
B, Amazon Inspector B/ REERMNBFHFTSENBTEE K EPIEFS SSM REEXNH
HITER A SRECEFEA NFALEFEHITEBESSM_UNMANAGED,

Amazon Inspector EEEREBEXN B HA NI TERFHEEINNIRER | 5% Amazon EC2 #11T{EE
B EXiFHE#{A. Amazon EC2
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"‘—IJ«XWIPEFMIEEEJ:E’JﬂﬁﬂEIE*%ﬁlﬁﬁjﬂiﬁﬁ ListCoveragefn & , E LIR#FH EC2 #ITERE
ﬁlﬁ;no

EEREES

1 EC2 BHE XN &IRE Amazon Inspector IR F P # 1T EC2 B K EAMLIRE S E, B
R—AXEFRETH EC2 REREEERRAKRFVFEHEN, BIKRF® Amazon Inspector ZIREES

ALEEREER ., EAREEERIRES Amazon Inspector ZEREEER | @A GEBTHHFTER
ERFREREER. Amazon Inspector EB T FRHEER :

REBEXBFBHE - FUHBHEERD |, Amazon Inspector AEERHEEHRIFEAREEILIBES
. WFEHEEXRASRELKRFPHN SSM ZEHTEE , EEARERSERIB A ELHN CVE 5
HTEBNEE, AEEXERREATSERWSEITHEEIREM Amazon Inspector JRERE, E2H
RUARF W FERFEEER,

BEREE - ELREERF | Amazon Inspector @A UREBEEXAERNEREREX S EWHAEEK
BHEEARE. HRELREWRE SSM REERXMWEHE EC2 Z1TER , Amazon Inspector &£ 5L
REEXAERN G E. HRKRZ SSM EEHNESHKHITER , Amazon Inspector S5 ERERER A

EARAKH EBS BinHTHEE,

BERHAREN

1. FERENEABEEA , REBRABIR https : //https://console.aws.amazon.com/inspector/v2/
home BJ Amazon Inspector £ A,

ERAEEA LA AWS B 2 | ZHEEEE EC2 RHEEANER,
ERAZEEERN —MRRET , EI EC2 HH#ERE

EREREXT , EEURE.

BERERN  RARENREFRE,

o kb w0 b

£ Amazon Inspector & #E HEBR B 1T {E 88

A LAE A InspectorEc2Exclusion& #MZEFLELWindows#1TE# , & Amazon Inspector 1F i
FRHERR Linuxfl #ITEE., EBRBFEIXNIE, SSEREREAN. NEMEERNFRENR , &
ZEEE AR Amazon EC2 iR,

B R ZEFEE R Amazon Inspector 1#IEHEBRIITEBEF , Amazon Inspector Ei$EITEBERASHE
B MAEAHEIMEEE, 7B , Amazon Inspector SSM AR ASHEEW A, BEHLIEWUA
HAEER , BXEAFEFERITERPEERTHER.
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® Note
BAEERIRNHITERNE,

o, BAIEBERARER ERNEZWEREN AWS KMS €8 , tBREEXBHEPHERINE
Y EBS Bi{BR[EInspectorEc2Exclusion. MEFHMEN , FSRELEH,

X EWERRMR

Amazon Inspector S # X B Mac, Windows # Linux BI{THERREEEEE£RAE4ATNRE. ¥
1 Linux #4T1EIR , Amazon Inspector AJLAEA EXEAERAEXRITESEHNBESFTELnux &
Amazon EC2 #1T{E#EH Amazon Inspector JRE#ZE Amazon EC2, ¥/ Mac Fl Windows #1718
B ASREEERRES.

MEERZENEERFENEN , SEMEEXLZRRUUETFER SSM REEXNWERTRE ,
B Amazon EC2 #1T{EEEMAEE,

T
s

Linux & Amazon EC2 #1T{EI#8 Y Amazon Inspector JRE#ZE Amazon
EC2

Amazon Inspector #EE Amazon EC2 B REEHE , LISRERE, BBRRERE , Amazon
Inspector 1838 Linux # Amazon EC2 #M'HIE-EFFEFEE‘WE‘QH;L{I'“. SEHMEHRE. Amazon
Inspector ERHFEANEBSEHAEXENTARER, T8 , BR T Amazon Inspector TEFZ R YR
29\, BB LG E BET B

(® Note

BRI ERARTHEBEBRREFARERE, T8 , B4 EEBIHEAN
ssm:PutInventory®l ssm:GetParameterff IR EMN A B,

% T ¥ Linux 2 Amazon EC2 #{TEBHTRERERHE , Amazon Inspector &F FAiEiB Amazon
Inspector SSM AR ERKENER, EEEE Amazon Inspector SSM BRI ¥ Linux ITRE
¥ZE , Amazon Inspector @ B8 InvokeInspectorLinuxSsmPlugin-do-not-deletefE&EIIR
FHE3 SSM BH#. Amazon Inspector & 6 /NMRFHEZRH Linux B Amazon EC2 #1T B8R U EHTHY
ERAEXER.
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® Note
Windows = Mac SI{TEREFXERERE,

A EIEREA M E I Amazon EC2 #{T{EBH Amazon Inspector SRERE | FIFMAERE Amazon
Inspector ERHH BETEE, Amazon EC2

&

- EREERARERE

» Amazon Inspector REBREN BFT KR

» Amazon Inspector JREREH B HEE
- XENEXRHES

FREHEFERRERE

(® Note

HHRE 2023 £ 4 A 17 B 2#%RBUA Amazon Inspector BIIRFE | SREBME S Amazon EC2
BHETESRA.

1. FEREHNEAEREA , REBEBULRA https : //https://console.aws.amazon.com/inspector/v2/
home #J Amazon Inspector 2 &

2. MEBHIRD  BIE-MRERE , REBIBE Amazon EC2 B E,
3. 7£ Amazon EC2 #{THEREMNZERET , BrlAEGHBECHIRFREBITBRE,

T LAME A GetEc2DeeplnspectionConfiguration APl , AR RRT A XBEE—RFNRARE, &
A LAfE A BatchGetMemberEc2DeeplnspectionStatus APl LA R iR 5 A R R E ZERF M A AR EE,

WMRIEIE 2023 F£ 4 B 17 B 2 BiEA Amazon Inspector , A LUEIB i A EiE =
UpdateEc2DeeplnspectionConfiguration AP BUFREMRZE, MEEE Amazon Inspector FEBHNZE
REEE |, B LAEA BatchUpdateMemberEc2DeeplnspectionStatus APl 2REX A& B 2 MK BIRFE
WRERE,

Linux SITEBARERE 21
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https://docs.aws.amazon.com/inspector/v2/APIReference/API_GetEc2DeepInspectionConfiguration.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_BatchUpdateMemberEc2DeepInspectionStatus.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_UpdateEc2DeepInspectionConfiguration.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_BatchUpdateMemberEc2DeepInspectionStatus.html

Amazon Inspector EREER
& T LAEIR UpdateEc2DeeplnspectionConfiguration APl B RRERE, EE

P BIRFELERARERSE, MRt , HERFAXEHRHEZEREEEEA
BatchUpdateMemberEc2DeeplnspectionStatus API 2R{&

Amazon Inspector JREBREH BT

&AL A Amazon Inspector R E BETBE1E , BATE Linux Amazon EC2 H{TREMN REREHEHEITE
#H, BERTEBRTERE , Amazon Inspector BB ZHPNEGCREPHMME FEHKTPNEL,

FIBIRFRZAES 5 BEFTKRE, BENEREESRUER 10 BEFTHRE,

BRT THIFEERER 25 , Amazon Inspector BE1EH#FTE BFT & , Amazon Inspector B #EFTE IR
E:

« /usr/1lib
 /usr/1ib64

« /usr/local/lib

» /usr/local/lib64

(® Note

BET RSN AR AR, Amazon Inspector T2 iFIHR STV AE R | HlMNERERRKH
| Amazon S3 ERRKH R,

KRBT
BRIBETEEEIR 256 BF . AT EBEFIHBERREERRMMAYEH] :
BRI

/home/usrl/projectol

(® Note

BRBTEEBNESFREH A S5, 0000 E4EFWERRE LIRS 15 58, Amazon Inspector 2
BRRERITRCUBRELRH,
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https://docs.aws.amazon.com/inspector/v2/APIReference/API_UpdateEc2DeepInspectionConfiguration.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_BatchUpdateMemberEc2DeepInspectionStatus.html

Amazon Inspector EREER

£ Amazon Inspector E£# & F{EH Amazon Inspector API %7 B FT B &%

Ka

T3 REFERBI{4E Amazon Inspector 12 A F Amazon Inspector APl R E&E Amazon Inspector &
ERENBEFTRE, REBFTREE , Amazon Inspector 8 FUREREF T ERE,

Console

1. LIEREEE AWS EEIEA o9& A |, ¥1E https : //https://console.aws.amazon.com/
inspector/v2/home BARX Amazon Inspector £ &

£/ AWS BiF BIZFHFBEFELEMA Lambda BERHENVES,
REEERP | BE-WERTE , AREBIE EC2 BHERE.
EEBCHIIRFHNBETBRRT , BIEFE.

EBRRXFHRF , BALHBEFTERR,

BEERTF

o o kM w DN

API

#11T UpdateEc2DeeplnspectionConfiguration @55 . ¥ , packagePathsiEEER HHI KR fE
5,

Amazon Inspector JREREMN BT HERZ

RIEFEER , Amazon Inspector 8% 6 /NEFHE Amazon EC2 HTERB W EEABRRNER. T8 , B0
#1T T Hlén 5 3K ) Amazon Inspector #ATULERRSEER,

ghlars 1 HHERGEB D M B 5 R BB

Ty RN fYEE IDInvokeInspectorLinuxSsmPlugin-do-not-delete,

aws ssm list-associations \

--association-filter-list "key=AssociationName,value=InvokeInspectorLinuxSsmPlugin-do-
not-delete" \

--region your-Region

ghles 2 ENEBAESHOER

THdSeFE AR (BB IDInvokeInspectorLinuxSsmPlugin-do-not-delete, &AL
iEEschedule-expressiont 6 NEFEREAFAER , Hla0 12 B,

Linux SITEBARERE 23
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https://docs.aws.amazon.com/inspector/v2/APIReference/API_UpdateEc2DeepInspectionConfiguration.html
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aws ssm update-association \

--association-id "your-association-ID" \

--association-name "InvokeInspectorLinuxSsmPlugin-do-not-delete" \
--schedule-expression "rate(6 hours)" \

--region your-Region

(® Note

RIREHEARG , WREH ML$schedule expressionft 6 /NEERE AR , Hlt0 30
788, IR AEIBEH ssm EFREH,. EREREREE , MBETsE2IBEIE 5 5 REERN
Amazon EC2 #{TE .

XENENRTES

B Linux #17{8%8 , Amazon Inspector RERETUESXEARRERRTEEEMHNEXERRE
HHEEFE,

# Mac # Windows #{T{E# , Amazon Inspector JREREREELEFEXRREHNBEEE,

MELEEARTEENHEER BRI ENENRFES  Amazon EC2 RERE,

£ Amazon Inspector ### Windows EC2 #11T{&E##

Amazon Inspector & B BIREFTA X ENWindowsHTEE K Y CHESSEEERED K MAEE
FEAEANEE, NEZEBLEHTERAOFMERN , 528 Amazon Inspector ZEHNIEERFENE
X EEETEES . Amazon Inspector 8 E Hi#1TWindows#®ii. WindowsH{TEBEESERERFE K A%
B6 /P RFEE—X. TR, ZBUUEE - REHEFARESRFEEER.

B Amazon EC2 ###8 , Amazon Inspector & A& WindowsERZE Y T %) SSM 8

B . InspectorDistributor-do-not-delete, InspectorInventoryCollection-do-
not-deletef InvokeInspectorSsmPlugin-do-not-delete, &ZEEEMWindowsH1TEEE
%% Amazon Inspector SSM #A\#MEX , InspectorDistributor-do-not-deleteSSM E3H#
g{EA AWS-ConfigureAWSPackage SSM X#H AmazonInspector2-InspectorSsmPlugin
SSM Distributor £, MFEFMENR , F2EEAR B Amazon Inspector SSM A2 X Windows,
A7 WEHTERERIELE Amazon Inspector FAERR | InvokeInspectorSsmPlugin -do-
not-deleteSSM BB S =B 6 /NEEHI1T Amazon Inspector SSM AHER ., FiB , BaLUEH
Cron % Rate RIEXN R BT IERE,

¥ Windows EC2 #11TE &8 24


https://docs.aws.amazon.com/inspector/latest/user/assessing-coverage.html#viewing-coverage-instances
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https://docs.aws.amazon.com/inspector/latest/user/windows-scanning.html#windows-scan-schedule
https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-ssm-docs.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/distributor.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/distributor.html
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https://docs.aws.amazon.com/systems-manager/latest/userguide/reference-cron-and-rate-expressions.html
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® Note

Amazon Inspector FEER B BURTAMEFEEES (OVAL) EXEREH A S3 MFTE
inspector2-oval-prod-your-AWS-Region., Amazon S3 fEZEri8 2 S ARIRHEN
OVAL E&., TEESIIEL OVAL B, BBl , Amazon Inspector & #H CVEsRTHRYH
TR,

Windows #{T{E#&# Amazon Inspector 173K
HEBHWindowsHT1ER , Amazon Inspector BEHT AR A FHIRA

- HITEER SSM ZEHTER. WFEREHTERETRENET , F2H8 2E SSM REEK,

- HITEBEXERREZIENWindowstEERRZ—. NEXIEBFERFENTEBFE , 52/ Amazon
EC2 #1TERMEEE.

- H1TER 2 %% Amazon Inspector SSM A ERN ., Amazon Inspector EER IR I EHTERES
ByZ 2 Amazon Inspector SSM AR . WEABHEIAWFAEN , FS2AT —EE=E,

® Note

MREH MR EREEHBBEMARZEE Amazon VPC H#{T , Windowsiz#HEEEN =
HEESFENEE, Amazon S3 ik B, BHE 7B UN{IEZE Amazon S3 Amazon VPC % , 552
B {Amazon Virtual Private Cloud & {EmM) PHEILFHERS. WRER Amazon VPC
im BhBUCR PR HI 4\ EE S3 ME TR FEL , B AR AFFEE A Amazon Inspector #EFERY
RFATEE AWS Bl |, R TFIRBERAREGEITERYN OVAL ER., REFFENZIL
& : inspector2-oval-prod-REGION,

SR Windows 11T {833 Ht0 B ST R

EATLAER SSM BInvokeInspectorSsmPlugin-do-not-deleteBdBiERE Cron REXH|
Rate F&RiZEX , REF] Windows Amazon EC2 #1{TEBFHE 2 BN REE., WHEFHMEER , FSEAWS
Systems Manager ( fEf&#m) HIZSZE . Systems Manager B Cron #l Rate RiEX , REAT
HIERo

RTHEXHBEGI PRI, FAERRKERXR Cron RIEX , BWindowsH 1T BB K 17 H EF 2R TEERM
6 NFRER 12 N,

$2# Windows EC2 #4117 1E8& 25
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T5IEHIFEEEE Associationld AR E & HWEIBiInvokeInspectorSsmPlugin-do-not-
delete, BWAILAEITT %I AWS CLI a5+ 2R#EEN Associationld :

$ aws ssm list-associations --association-filter-list
"key=AssociationName,value=InvokeInspectorSsmPlugin-do-not-delete" --region us-east-1

(® Note

Associationld 2EEH R , Rt BEELEINEE A — ID AWS EiF, A& , BRI BT
WEREFEAEWindowsHTEBREBITBEIENSEEEPWRHEEE,

Example rate expression

$ aws ssm update-association \

--association-id "YourAssociationId" \

--association-name "InvokeInspectorSsmPlugin-do-not-delete" \
--schedule-expression "rate(12 hours)"

Example cron expression

$ aws ssm update-association \

--association-id "YourAssociationId" \

--association-name "InvokeInspectorSsmPlugin-do-not-delete" \
--schedule-expression "cron(@ 0/12 * * 2?2 *)"

£ Amazon Inspector ### Amazon Elastic Container Registry &

am AR {5

Amazon Inspector €% 177 Amazon Elastic Container Registry FHI RGBS ERE |
DEXEHREEEEE, E2MA Amazon ECR ##8 , LA LA Amazon Inspector 2 EAFAE
BB RIF R ERE

(® Note

Amazon ECR A E & BERAHFIHEF AWS EFE A, WEEEFMIY Amazon
Inspector APISEETIREFTEMNET A, SREZHRBEKRNEBER , BFE8E

Amazon ECR REEMGizH 26


https://docs.aws.amazon.com/
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PutRegistryScanningConfiguration H#ii# ecr: * BIfES deny, EEMANEAR
Amazon ECR ##i i , @SB HEBMRBLEER,

BRERFHE  BUNUKRETEEREARBEREHIMTFBREHE, ESBEREGHE B ER&
ERMGEREXREVNEARFAFZSENRE. NFERFRAEAREFEZ B ZEENside-by-sidett

8 , 552/ Amazon Inspector & BRE&E £,

® Note

EAXBIHRIEIB Amazon ECR RIEFETE, WMEFMEH , 5528 Amazon Elastic Container
Registry B8, #HAHEIBHELIEIR Amazon Inspector IREWEHE, MEFHMER , F2H
Amazon Inspector EE,

MFMMEEA Amazon ECR BN ER , FSBEBAREEE, NFENARABREETENENR , &
B8 Amazon Inspector BEEE ., MERBUNAEBRGERRR Amazon ECR ABBEBENE
A , 528 (Amazon Elastic Container Registry £ &158) PG EHE, BULER AWS R
EEEEIANELRRHOBEEE |, i AWS Security Hub CSPM #1 Amazon EventBridge.

B LB B REEE E®EM APl , £ Amazon Inspector PR E S EREFEENFEERE, APIs T ,
E KR B A R MV AR AB 5% E R BE/E Amazon ECR H1{£2K, Amazon Inspector REIELREN TR
%, BEFRREEZENTE, NEFHEF , F2E (Amazon ECR A EERM) PTHREERGER
& Amazon ECR Y # B8R o

AEIRMEE Amazon ECR BHEMER , WERAMAEZE Amazon ECR @ ERIBHREIFH,
Amazon ECR RB#ENFH1TA

B 185 — XA Amazon ECR ###i8 , Amazon Inspector €888 % 14 XRAHIEHNBE, A

# , Amazon Inspector E#E & , WiSREERERRES ACTIVE, Amazon Inspector RE#&E# ECR
FEER P& (imageStatus W12 A ACTIVE). Amazon Inspector T &1 ECR FHFMENF
& (imageStatus W14 ARCHIVED),

MRBAFERE , Amazon Inspector BEE##E & , REEMBRE 14 RAHIE (T8 ) . last-in-usedy
BHIRE 14 XA (AR ) , IERENENRHEFESBAREZG. YR 2025 F 5 A 16 BZHl
EIIH Amazon Inspector IRF |, FERERER EHIBE , UMEEEIBE 90 RAHIARIZEIR R AFE 12

MR, MEFMEN , FSBEE Amazon ECR EFfEEIFERR,

Amazon ECR RH#HMNREETH 27
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https://docs.aws.amazon.com/AmazonECR/latest/userguide/image-scanning.html
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HRIFEEM , Amazon Inspector 1 T H1ER B RSB[R ENFIRBRE :

- BEHEHNRRREE,

- B Amazon Inspector #SFTWE RREFRE (CVE) HEFEEHERE , B CVE HEX AW
BAHER (EREFERE) .

- BERFRERHFEIRE ECR RHVEMA T,

MRBEHEFRHERS RERTE , ARSEHELERERZR,

B RIRFEEEE LN AREMGRSIZERSEA ListCoverage APl , BE L XRERJFMERS
AR, Amazon Inspector @ E # Amazon ECR MG LR iR , LLEETHEH

« & Amazon Inspector 5T A s R ¥ 1A 1R HE B

« & Amazon Inspector E¥fRHARNEGR K FASFERRETNGHNFERRBFNEE (CVE) EE
E#38E Amazon Inspector EHIE,

H1FH ECR BB

Amazon Inspector T EF#HFIEE ECR P A BRMK (imageStatus & ARCHIVED), & ECR /)
ER RS EIR A 17 | Amazon Inspector S B EIRARARIRESE , REBE 3 REMIKREEZE, m
REEFENASRMEE ECR AEBRAERA , Amazon Inspector B EEFTVIR

A B BRIR IR G EHIT R AR

Amazon Inspector &% A 2G5 E B Amazon Elastic Container Service (Amazon ECS) #
Amazon Elastic Kubernetes Service (Amazon EKS) SI1THHARS , RHLHENER/LTLEE, BL
SR E TR RS LGRERNE R,

® Note

AWSReadOnlyAccess EZ EBUERELIRM E HAVFT AT R4E Amazon ECR MUEEHITHA
B2 EHBRE, BFEE AWSReadOnlyAccessHl AWSInspector2ReadOnlyAccessZE K
RTaem R A RRGRH EA,

BRI L RIBE ERMEEEHIENELIER K YEREAI[LERRRDHELZSREEE, B
BEEGEATNARMRGEE  LURIBE 24 /EERE Amazon ECS 5 Amazon EKS #5£ FERM

BRBFRERFEHNITHNESR 28
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BEEMEHE, Bt UREIE T 24 Amazon ECS £ M Amazon EKS Pod., WWEATTERES
MR REE BN EAEZEM Amazon Inspector E3EAFHRE| , WA ecrImageInUseCountH
FilterCriteria ERlfEE MecrImageLastInUseAtEHEFH. AT ARSMERRIIRSE | &
ZARTE 6 NFTEEERER, 2%, WERS 24 MEEFH — R, NEFMER , F2ERE
Amazon Inspector & #E R MR Amazon Inspector S &R RV FFHE T

(® Note

E8 A Amazon ECR BB ERFELVETRHERER , LERSBEEIAE Amazon
ECR BEEE, %A% Amazon ECR RTFEBRRERERE. WEFHREF K F2H
{Amazon Elastic Container Registry fE & 1E5) HHIEEEIFHE,

et BURIRE Klast-in-use B , REEEFF B =BG

Fargate &8¢ Amazon ECS #1 Amazon EKS X #E It IhEE,

XENERRANEEEE

MEZENEERRBBEENR , F20 ZBENEZERK . £/ Amazon Inspector #4T Amazon ECR
.

Amazon ECR f#1ZE#/ Amazon Inspector #® i HE T3 X ERIFEER -
HBEFBE

« "application/vnd.oci.image.manifest.v1l+json"

« "application/vnd.docker.distribution.manifest.v2+json"

BR (B AH RE

» "application/vnd.docker.container.image.vl+json"

« "application/vnd.oci.image.config.vl+json"

BRI

* "application/vnd.docker.image.rootfs.diff.tar"

« "application/vnd.docker.image.rootfs.diff.tar.gzip"
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« "application/vnd.docker.image.rootfs.foreign.diff.tar.gzip"
« "application/vnd.oci.image.layer.vl.tar"

« "application/vnd.oci.image.layer.vl.tar+gzip"

« "application/vnd.oci.image.layer.vl.tar+zstd"

« "application/vnd.oci.image.layer.nondistributable.vl.tar"

« "application/vnd.oci.image.layer.nondistributable.vl.tar+gzip"

@ Note

Amazon Inspector X #E### Amazon ECR #FEH "application/
vnd.docker.distribution.manifest.list.v2+json"iREEEA,

X E Amazon ECR E #1785

Amazon ECR EF R #HIFER R ERIRE Amazon Inspector FBERFEERRBFRGNEER
E. BULUEEEMRKast-in-use A, ERIERBHMEEL BN ENRHSERB, REEEIRE
RESZRENENFESERE,

MREEFRERSG , FEERENRHEHFERE. SRERHEBEANE , FERRRNEHEER
. MMRFNEARFBHEBEREBAR 14 X, SBEFEZEBAVIRS

REMG X EEE LFERASE 14 XA#EIE ( F85R ) , Amazon Inspector S #EEEEMENF
HIRGR, MRREREWHIEMN XEABAAREES ERESITHHASR LEABRS , Amazon
Inspector BFILERT., MEFE , BUlEEEFESRTE , K LXRENMBAHERESG , mMIELREA
HHl, & Amazon Inspector {2 1L ES1RUGEF , S GIREREBIRERERAIIFEAY , URERBERE
AIBHI, A% , Amazon Inspector EHEZEIRAFT A BBV IIRTRAERE Ro

SR EE hnHEx B HARHERFE |, Amazon Inspector BB EEREREARBIFHENREERNE
IBRETE. T8, ELSEFNSEREARESS  SHMEATHRZARNERTIEERPIRE,

EEREREEERFREEFRIHIFESEE | Amazon Inspector 4 5REERAZHBIHIFMER
ERF, MEZRNEE SRS REHA Amazon ECR ## , BISEEM1E AP BIGMEE,

HRZSEBE | TZElast-in-usely BHEHE. ERASRBREGER K BERERBRERENSIHEIEEH
KERERE , MARlast-in-usefy B , IR EENERHFHITA.
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(@ Note
2025 F 5 A 16 B 2 A REMNA A EFRHSEBERESRSTE, SUMEEMALNR
E R FERREE

BRI ERTIF H B

BR{& B 747 H B B R TE Amazon Inspector EEZIMEH R RE, MEEHNFEREEREESWE
B EXERABRY (%) REXENBH., MREEEFEH Amazon ECS/Amazon EKS #5E5E

BN ERERRY  FEELERBEH (FAR) . MREBEMEM Amazon ECR B H Y EIRIZE
AMERFERERG , FRELENAY. THEETARERFRFERM

« 14X ()

« 30 X

« 60 X

« 90 X

« 180 X

FEHIE B BEEKE

B/f5ii% B SR EISRIRTE Amazon Inspector AR ERFRARRERRYGNBNEE, TR
TE T P A B AR A R

14 E (ER)

« 30 X

« 60 X

« 90 X

« 180 X

. AR

% E Amazon ECR EF R if B

1. FEREHNEABEREA , REBRBIR https : //https://console.aws.amazon.com/inspector/v2/
home B Amazon Inspector £# A,

FX7E Amazon ECR EFRHIEERHE 31


https://console.aws.amazon.com/inspector/v2/home
https://console.aws.amazon.com/inspector/v2/home

Amazon Inspector EREER

2. BEEUEERE Amazon ECR EFFHIFERER AWS B .

3. HEBEHKRD  BEMMERE , RARBEZFE ECR BHERE,

4. T ECREFRBREFERET  REXGEFNERER K AR EEHENSERE,
5. EXGHIZEAHT | BEEGHIEAH,

6. BERE

7 % ECR AR BiRRE

Inspector AE#F# ECR AERACTIVEM G PR, ARCHIVED iREER ECR BASEMET2R/H., &
E—STHIRETA , 528 Amazon ECR RiENHEHETA.

E ECR ¥ ECR RGN BAREEIRA BFACTIVE | Inspector @ lastActivatedAt #{u
RERENFIHISERFE,

{5/ Amazon Inspector #F# AWS Lambda B #{

Amazon Inspector X & AWS Lambda R E , RUFEEBH LN Z£REFE. Amazon
Inspector B MBEEAL Lambda EHEIRE :

Amazon Inspector Lambda Z#1Z 1

WREER EERN Lambda BiEEE, ©2BHE Lambda BHEF layer FHVERAERNBA4RMYE , UK
Hjﬁ#':lﬁlno

Amazon Inspector Lambda 23\ i i

WREERESREE Lambda REM layer P BEFTEAERRERE , URHESXERE. B AEH
Lambda R IEF 1 KA Lambda B #H = Lambda BEIZ I,

MRIGIMERA Lambda B IHHME , LML ALBA Lambda BERH ., WEFMEF  F2EEA
mHEEE,

&SRB Lambda IR , Amazon Inspector E1EEHIRE T

THIRAEE#ESEE : cloudtrail:CreateServicelLinkedChannel#
cloudtrail:DeleteServicelinkedChannel, Amazon Inspector EEFIRELIEE , W FEH
TIREEHRE CloudTrail EHLUETIRE, BELBEETZEERGIRS R CloudTrail B4 , MBRE
CloudTrail R ¥EEFER — . RFEZBEE CloudTrail FEVY BECHER , WEERFHINES, 0T
AEAMAMIRIELEENER , HS2BAWS CloudTrail ( EREEE) FHRIERESEREEE,
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® Note

Amazon Inspector A X BRECAEFZESBMNERN Lambda ¥, EEARM Lambda &
B Lambda B BHHE.

Lambda BNEIRERIFHIT R

BB , Amazon Inspector R HEIIREFIBE 00 RAWMAREFHFIWFTE Lambda RE, E 5B
M , Amazon Inspector X&) Lambda BB RAFE :

« —H Amazon Inspector ZIRIRAE Lambda EKE,
o BREHH Lambda B BFE Rl Lambda BRI HF .
- ELHBRAN Lambda MBS EBHWEAREXENBIMKILIBZIENE,

« 85 Amazon Inspector T —EE RREMRE (CVE) HEEEHERE , Mz CVE BEN KM
B3R o

Amazon Inspector fE H4& HiBHREZESE Lambda HE , EZIMBRIHEBRERE A AL,

A RIRFEEEE LK Lambda BMBZRSIBEES A ListCoverage APl #2% Lambda B & £IX#R
ERFENE™E, Amazon Inspector @ #T Lambda BB E)XIRIEWA , LUEETHEH -

« & Amazon Inspector 5% Lambda B &K # AR H B,
« B Lambda EE .

- & Amazon Inspector EF#E# Lambda BHEE , A EXHEWH CVE HE 2#8E Amazon
Inspector B E,

XENSITRENSHEHNEREE

Amazon Inspector X Lambda Z%i7# M Lambda B IBEHRENTEHITEHL., NESEREER
TENHITRESE , B2 S EMNIETERE : Amazon Inspector Lambda Z22F M L ERNSITE
& : Amazon Inspector Lambda 2R i # .

BRTEEXENFTHBEZS , Lambda RBIEZERE TIHRMY , T B EKEEST Amazon Inspector
B

- EBE 90 RAEWASHERMEE
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Amazon Inspector RREER
- HEEERS $LATEST,
- UEBTEREREREREZA.

(® Note

FiBE 90 RARWASEEHH Lambda BNE S B B LR P HERR. MRBXWA = Lambda
HEREXNBEFEE , Amazon Inspector E2REEIR 1 B B PRI R B,

Amazon Inspector Lambda %7

Amazon Inspector Lambda BREEF # A8 B £ #TE E Lambda HBEXNBNENERAEZXEHME
P ERIRE, flan , WREH Lambda BNEERAEG 2 HRANpython-jwtEHMA |, Bl
Lambda FERHEEAZEBELEBBBTE,

#ER Amazon Inspector & H Lambda B AR E4 B KR ERIZRE , Amazon Inspector
SELEFHNE4GRIREEREER.

NEBAREEENGS , F2HE BAREEL,

® Note

Lambda BERF R T EFE Lambda BTERFEIRIEPFER LM AWS SDK Mk, Amazon
Inspector AZFHFEHAREBIEXNT LERRK layer BEAR A A

(@ Note
£ Amazon Inspector Lambda %4 # t &% A Amazon Inspector Lambda X i F .

1 Lambda #R 243 1 HEFR BN B

BT LS ERFTIE E Lambda BKE , LAME# Amazon Inspector Lambda 2R P HERE M. RIFHE
FHERRE B AT AR IE R AT T IREE, EREREHRNEREN , EBX4BEEETYREY,

« %88 : InspectorExclusion

« {& : LambdaStandardScanning
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REBRPAUWAERRL HBUABRFEH, WEE Lambda FHBEROVFMER , FSB1E Lambda &
FLEARER.

RIFEPHEBREE

1. FERENZEAEREAN , ARETE https : //https://console.aws.amazon.com/lambda/. BARX Lambda
FEAE,

REBHKP , BEEE

BIEBERER Amazon Inspector Lambda 2R E P HEBRIN R BB R,

i#1E Configuration (#H58) , ARIRIE Tags (%),

BEEEEER K ARBEMNEER.

o K~ 0D

a. 1 Key (%5|#) ¥ , 8 A InspectorExclusion,
b. ¥ Value ({#) , @i A LambdaStandardScanning
6. IEE Save (EE).

Amazon Inspector Lambda F2 R i

/A Important

LtIhRE S HEEN Lambda BRI ERNTH B , AR BB RRERAZINIRE, BLERENBHERATE
FMEARBHEABERMEABRESR.

FEiB L IhEE , Amazon Inspector 1R AWS 2 REBEHKFE Lambda HEHHEARINERE ,
DMERIERER. EARE., ROMZEMNFXZEHMEF. Amazon Inspector FH BEL HEEMHEIFE
BRFEEH Lambda REBEARERNERNE., TEMSHE Amazon Q &R A REPE RIS R BB
FKIESRANRM[,

Amazon Inspector £ HAIE| Lambda HBEAERXEXBTHIHNRINEEERERED. LAEER
FRHIGEEABHE , EPETREE , URETUEERRXBIRIBENNE. ©HERNAIEER

B, BETEplug-and-playBXIFEHR , THARIRZSIRENERNBT. RTLUBEGERERN—

BREXBEERES 2N  ERUEEEXBEE,

EABEEEZZEHEDEERAXE. FEEXABERERTHRELINANBEE. EEHEXKANE
ABEEERAE, —EIREEAREERR  BRASLER. SURFEERETH , SBREALH
BABNERRBT, NFFAER  F2ERESEEN Al BEK,

Amazon Inspector Lambda 12 X 1§37 1 35


https://docs.aws.amazon.com/lambda/latest/dg/configuration-tags.html
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https://docs.aws.amazon.com/inspector/latest/user/findings-types.html#findings-types-code
https://aws.amazon.com/machine-learning/responsible-ai/policy/

Amazon Inspector EREER

WREIERHA Lambda BRIERH | ELA LB Lambda BERK. MENEET  BSWES
BEER, MEAWS B XENIIEL WABER B8N ERSEDENT AL,

EREAGREEEFERNBRRENS

Amazon Q FHREAIZEIEEA Lambda EXBRANEXNBRIBEEREMENRNRBHR. RIEE
% , Amazon Q EEHIARMBRNBH AWS HE 2R, T8 , EUUFEHECHNEFZESR , &
B Amazon Inspector API E1TINE ., WFRFMEF , F2REBESEPNEXNBETERMNE,

& Lambda 2GR EHERRERE

B LB HTIEE Lambda BB, LAMERE Amazon Inspector Lambda B R B R EHHBREM. 7®F
BEhEEREE I LR ITHIREE, EREREHRNEREN , EBXEEETIREY.

- #5|# - InspectorCodeExclusion
- {& - LambdaCodeScanning

AEERPUAELRREBABREXNGRIB, WEE Lambda PHFIEEERNFFHER |
Lambda EH&{ - FHER.,

3
¢
g
=

REXBHEEPERER

1. FERENEAEREA , RET https : //https://console.aws.amazon.com/lambda/. BiEX Lambda
FHEA

REBHEED , BEEEE.

BIBEER Amazon Inspector Lambda B IGRH P HERNEEERE,

i#E Configuration (#H58) , ARIRIE Tags (%),

EEEERR K AREBEMEER.

o & w0 DN

a. 7£ Key (R5|#) #fL , A InspectorCodeExclusion,
b. ¥R Value ({E) , #i A LambdaCodeScanning
6. igj% Save (ﬁﬁ)o

F£ Amazon Inspector F{EFE i FEE

ESEFRREELR  SELFIREEELEENTAEESTE, NMREEFTRAREE
# , Amazon Inspector B HEAMEESRNER , LELEFNBETE., MREEERE[BEFTENT
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8% , IBTTLUSRIREE BB B HH E Amazon Simple Storage Service (Amazon S3) 1z Er i@ M ARIEFE
&, MEFHMENR , FSEE L Amazon Inspector FAERERHE . EREARIEEEE , B0k
EERAREERN AWS IREPBRI THEE .

Amazon EC2 &1

&&= ARF K Amazon Inspector Amazon EC2 1&#i6E , SMIBRT %] SSM EaE#

* InspectorDistributor-do-not-delete

InspectorInventoryCollection-do-not-delete
* InspectorLinuxDistributor-do-not-delete
* InvokeInspectorLinuxSsmPlugin-do-not-delete

* InvokeInspectorSsmPlugin-do-not-delete.

3
¢
an
i
Bf

sk, Amazon Inspector SSM X EEFTEWindows E#H B ER, MFFMER |
Windows EC2 11T {EEE.

Amazon ECR &1

ERERA|RFEK Amazon ECR ###i 8 , Amazon ECR B#ERIRF 2% #E A Amazon Inspector K18
BB HEEAMEA Amazon ECR WEZARFH,

Lambda ZX4F 1

ERERAIREKN Lambda EXRHER , IRBHEBHEHA , ILEH Lambda BXIERE, BHH
LAMIBREL A Lambda 2% 8 Amazon Inspector 23 /Y CloudTrail BRI E & EE,

Amazon Inspector Code Security

EZERARFH Code Security i , ZERIREEMEBEBNAERS. BERNBHEER, WRENIRS
REABHNEREEE , £ SEMAKRSMN Code Security , T Ememeber IREERABIIRS .

FHmE

EFRRFNFEREERSEAZRE B H Amazon Inspector AWS [EiF,, HNFEFME

F Amazon Inspector,

3
¥
a1
|

S

EEZHRSIRFRENKER , 57 2L Amazon Inspector EREEE 0 B AKER TSR,
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Console
ERER

1. FRENZABEREA , REBBMIR hitps : //https://console.aws.amazon.com/inspector/v2/
home BY Amazon Inspector £ &,

2. HEAEEALAN AWS B #INGE , ENEEFRRFHENER,

3. HEEEBEERT , RERFEE,

4. BERFRSIEBRUBERRFHFERHRE,

5. ENEEFRRESERFZIG R,

6. BREFHF K ARREARRPENCEFANFRHEE,

7. (ER) AWS BE A EEFAZRHEENESE PESELESR.
API

#ITIEA API B4, EFRYD , RELEFAFHENIRS IDs , ¥ A resourceTypesiZf—5%
{8 EC2. LAMBDA. ECR={ LAMBDA_CODEXR{EA#FH#,

EREH 38
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Amazon EC2 #TTEERFERMHMBRME Z 20 (CIS)
i

Amazon Inspector CIS ### (CIS ### ) ¥EH Amazon EC2 HI{TEBEEXRFETERERR | LI
REBBRBRBEZEPOLEINREERRBHEITIRE, CIS Security Benchmarks 12t E EZ %4
REE  DURZREBRERCHREER. EATUERKRFEBA Amazon Inspector EC2 IHF#iz 1T
HERR CIS 1B, MEWMEAE Amazon EC2 BH#HMEN , BSERAREER,

(® Note
CIS REEMARN x86_64 FXRIR. FLMEAReEEFE , EE ARM RER EHEMIEE
B

Amazon Inspector ERFEHTRERBEBNEEENFHEERE , ¥ B E Amazon EC2 #1TEIBEI1T CIS
# . Amazon Inspector E¥EE B EHTEBBIT —RIBTERERE, SARERSTEENR
MEEREREHREN CIS EEER., SERERE—E CISHZE ID NEE , BENRKFEEW CIS
HAEEZ, ECISEHETHAE , ZURRER , LEEKRAER, BKBARNATEERS,

® Note

HEZYITHHE CIS 7l | BLAHEBERENPRAERER, T8 , MREREELETHTE
B8 LT CIS R4 , RIZZAFER VPC iRih.

FE

« Amazon Inspector CIS #F## Amazon EC2 # 1T ER Amazon Inspector
- $17 CIS B

- £/ B Amazon Inspector CIS ##H)Z 2 F5H AWS Organizations

« A Amazon Inspector CIS #&#i# Amazon Inspector #8E #) Amazon Amazon S3 %17 BT 8
- B3 CIS BiffHAE
- BIR CIS BIEHER
- fWEE CIS BifitHAE
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- T& CIS FiEHER

Amazon Inspector CIS #F## Amazon EC2 #1T{E#&ERK Amazon
Inspector

ZE 7 Amazon EC2 #1T{EE L#11T CIS B3 , Amazon EC2 #{TEBE N ERFS THFEML :

- MITEBEXRAR CIS BREIBENEERKZ —. NEFHMENR , 528 Amazon Inspector &
WEERBEANERREES.

- #1T{EE8 2 Amazon EC2 Systems Manager #{T{EEE, MEFMER , FSBAWS Systems
Manager  fEFA& ER) PHHEHA SSM RERER,

« Amazon Inspector SSM A HEXNZEEHTERE L. Amazon Inspector EEBEZEH/TEE L
ZEIEAHER,

- BITERBEEHTERERE , IR T SSM EEHITEREF Amazon Inspector ¥ 3% # 1T {&
BT CISHBENT T, EERTFIELHT , F# AmazonSSMManagedInstanceCore
Amazonlnspector2ManagedCisPolicy BUREEZ IAM B, REE IAM A5 TEERR
EEZFLNFTER, NFENEEFTERBERENRSA , F28 (Amazon EC2 FHEE
) PR IAM A,

(® Note

£ Amazon EC2 #1T{EIS8 L3117 CIS 28l , BFFERUA Amazon Inspector R
E#E, Amazon EC2 MREEA Amazon Inspector SRE#Z , Amazon Inspector
BEB%R%E SSM REERX , EF2BEWUA SSM REEXARETRERE, BR,
BiInspectorLinuxDistributor-do-not-delete A FERAEHIRSF,

EF.F Amazon EC2 #1T{EE L#1T CIS A Amazon Virtual Private
Cloud 24K Amazon EC2

B LAEIB Amazon #8E81E Amazon EC2 #1T{ERR L#1T CIS "H. T8 , IR EEEERE
Amazon EC2 #1788 L#11T CIS & , RIXEE L Amazon VPC in%., B A Systems Manager
B3 Amazon VPC in B , FE T 5imE .

« Ccom.amazonaws.region.ec2messages

Amazon Inspector CIS & #i# Amazon EC2 #11T{EE& £ R Amazon Inspector 40
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* com.amazonaws.region.inspector2
* Ccom.amazonaws.region.s3
* COm.amazonaws.region.ssm

* Ccom.amazonaws. region .Ssmmessages

MEFMEN  F2E (FAEERM) P85 Systems Manager 237 Amazon VPC ix %, AWS
Systems Manager

(® Note
Bal, B AWS Eif X &amazonaws.com.region.inspector2im®,

AT CIS " Hd
EAURBENT R CIS R , LANMAFRNWEERENT. EENTRE  BERYREE

&

BURBHERER K SUUEEEARAEHERTERNERREEH, MWREZBEMA Amazon Inspector
EREEE , B ERBHARTIEEZEIRSE , Amazon Inspector SESREIREFHFSHEEEERE
BWHTER, BULLEEREN CIS EEE N, stHSMEAE%E | CIS XEHE 1 IME 2 KEREE ,
EEATRARETEEENTEARZREEMRHELE,

« 1R -BRUVTEEARRLRENEFELRLZSRTE, BFELRERZETFIEPHRY, &
LEBNWERRRLORAINEARBE  EMFEERARZERAR,

c B2 -HHUSREMRBEBFERNRERE, BFELRERTERBNGH , TeERR
gNEREERK, ELEBENERRBPEERERER.

FE2MRBRESE 1R, EFRIBEREBR 2 B , Amazon Inspector EREHYEBHR 1 MER 2 BEWEHE

&

ERFHENSHE , EUEEREREFEAREREHNT  IFPHSELTHARRYIT , HEE
wiE, EERHATLUEX, B AEEEENEEANT.

® Tip
ERMEBEEREYNTRERIUESEREN BBHAEE,
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https://docs.aws.amazon.com/systems-manager/latest/userguide/setup-create-vpc.html#sysman-setting-up-vpc-create
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{FF & Amazon Inspector CIS #iEHNEZEEIE AWS
Organizations

EREEBPHIT CIS IBHEF , Amazon Inspector ZREEEN K ERF2HE CIS BBHEES , 3
DAREN AR REE R,

Amazon Inspector ZKEE SN CIS FHREAEBNBHERED

EEMEBEAFMERFISERERFERUFIHEER A8 SHaxER, HEEENIRHEERER
BIEEHRE ID BHEEEMN ARN :

arn:aws:inspector2:Region:111122223333:owner/0OrganizationId/cis-
configuration/scanId

ZREESTNEREBBENRHEAR  BES —ERFEL TELER,
ZREZSTURAREBPEMRFNRHEER,

NMRFREESEVFHBARYIETE SELFEABRIRF , AZREESSHARIEER , BEMMEH
i, TiB , BREESHEEER SELFEABRREBERBEEN B E,

(@ Note
ZREESELISEBRIMBEEBARTH CIS RBIEERE,

Amazon Inspector B Bk F t{aEE CIS #HiHHENFRER L
ERERFREI CIS BiHHER K Ce2HARMARL, T8 , ZREEETURGHERE, MEKERS
BEIAAE  ZTREEEKELIRFEALRE,

® Note
ZMEESRZAREXRBIRSEINREERE,

REWRFE., USELFABENZREES , URMMARINWMEBIIRSE, ELREHEERESERIR
F ID A%E&EHK ARN :

£ B2 Amazon Inspector CIS #{##) & &1 AWS Organizations 42
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ERAEER

arn:aws:inspector2:Region:111122223333:0ownexr/111122223333/cis-

configuration/scanId

BRERF TR EIRFFHNREHEER , 2F CIS FREREESHENFRHER,

A1 Amazon Inspector CIS #### Amazon Inspector #EHH
Amazon Amazon S3 f1zET e

Open Vulnerability and Assessment Language (OVAL) R —BE AR £ T1E , ATZ%E(L i FFE A &R
HEMARRBEIMRE, TRIIEESE OVAL EEMFTE Amazon Inspector #EEH Amazon S3 #7F

Brie , ELEERAM CIS HFH#. Amazon

Inspector EFEER CIS BHFATER OVAL ERER., AL

E , Amazon Inspector #EH Amazon S3 EFEFEEY| A VPCs B AFFEE,

® Note

T %418 Amazon Inspector #EEH
RUBEEEMUARMRITZEN AWS

FErE AN EM Amazon S3 #RE

CIS AT
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"Version'":"2012-10-17",
"Id": "key-policy",
"Statement": [
{
"Sid": "Allow Q to use Encrypt Decrypt GenerateDataKey and
GenerateDataKeyWithoutPlaintext",
"Effect": "Allow",
"Principal": {
"Service": "q.amazonaws.com"
}I
"Action": [
"kms :Encrypt",
"kms :Decrypt",
"kms : GenerateDataKey",
"kms : GenerateDataKeyWithoutPlaintext"
]I
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "111122223333"
},
"StringlLike": {
"kms :EncryptionContext:aws:qdeveloper:codesecurity-scope": "111122223333"

}I
"ArnLike": {
"aws:SourceArn": "arn:aws:inspector2:us-east-1:111122223333:codesecurity-
integration/*"
}
}
}I
{

"Sid": "Allow Q to use DescribeKey",
"Effect": "Allow",
"Principal": {

"Service": "q.amazonaws.com"
}I
"Action": "kms:DescribeKey",
"Resource™: "*"
},
{
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"Sid": "Allow Inspector to use Encrypt Decrypt GenerateDataKey and

GenerateDataKeyWithoutPlaintext using FAS",

"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/inspectorCodeSecurity"
}I
"Action": [

"kms :Encrypt",

"kms :Decrypt",

"kms : GenerateDataKey",

"kms :GenerateDataKeyWithoutPlaintext"
]I
"Resource": "*",
"Condition": {

"StringEquals": {

"kms:ViaService": "inspector2.us-east-1.amazonaws.com"

},
"StringlLike": {

"kms :EncryptionContext:aws:qdeveloper:codesecurity-scope": "111122223333"

}

"Sid": "Allow Inspector to use DescribeKey using FAS",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/inspectorCodeSecurity"
}I
"Action": [

"kms :DescribeKey"
1,
"Resource": "*",
"Condition": {

"StringEquals": {

"kms:ViaService": "inspector2.us-east-1.amazonaws.com"

B KMS £#8% , B LAEA T %) Amazon Inspector APIs,

BUEFZESMUFE AWS KMS
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WERERM

EHEARTRBEENARASSHRNNEREE, BRI ABETEREROIIBRAINNRF
f, FREFNARE. SIRTHRBEFTERAKRERD , FReEALRERDAITRE,

FEER

ERAREE RN AIRREA RN ERER.
ERERE

WEERAEALRINRNIRNERSREAEFERAE , MIEREE,
Scope (H)

EERRY AR I REAMTNRIRARYET AP ELS IR AR OEO DR, MR
ERRE  SHENAFNSYENERENRE. NRUEDET , ATLHMD ST REN TR
yEaTRZS BPERHER,

B
EENERREINAR  BERNENETEOYERE, ERBLE R EMELORIE
HAERANFEERNERE  RETBANTLRSRTEATURAR.

g1
MEMFARRA , EEWEYSHERRARN RO YERE, EREESUS YRR
RK, REEFEAR. SRERR ",  HPRITAFREESEREAET, B E, B
, MBENA , BABATRELSREARFARE , AETESAVRRSELRENER,

oAt
EENRERARANAN UEHEARTALNYERE. ERAXSTHETALN  HHEE
HEIE  MRBMA  REETUARSESEROTAYE , REHBHEEER,
REEE
AEFHERA Amazon 9 CVE AR , UARBERLANERRER LR (CISA) SEXBELR L1
HIAR

(® Note
FEH CISA 5% Amazon B Intel #E £ THE CVEs A,

REEE 71



Amazon Inspector EREER

B LAE A BatchGetFindingDetails APl R R RS ZFMERA. THFMEATE £
BHRER

ATT&CK

AEFERE CVE BB A MITRE KB, FEMMRZER (TTPs). MBI TTPsREENE R , MR AW E
LERER TTPs , BRI LLUBELER LU EE ZRFE, BEKRKBIFMEE MITRE #i5 _EFERERR
=

CISA

AEHERRAMEEN RS, RETDARNRER K BRLZENERRELZERB (CISA) HiREH
BEEHMARKEE SN B , Sk CISA FHRMEMHIMAE, LEFARA CISA,
EHESERE

A HAAR BTN ENAREHMIE,
RS B B RS

AHERLREN EXEAMRFEARBR,

T & Amazon Inspector AERE RN BREM SR

E Amazon Inspector ELXRIEFER K C2ABEFTEERBRENLTS. BREMTS TiHBIEFTG
BESENYHERLIEF, AEERNBEEMTIEERBEIBNER - EAM. K, P, SHE
#M., Amazon Inspector B BREEFEERTAEHEFTENBREMT Y. AEEFRA Amazon
Inspector MY SEARELEREENEELETS.

HEEFRERER

Amazon Inspector £ NVD/CVSS #Z #EABRBEHRBIBELTsWER, NVD/CVSS 7 8=
NVD it B CVSS EZMRABREM 2 H. NVD/CVSS P EBRELEMIEEMNMAR , flan R BEH
M., A\EEXBRAENFTENER. Amazon Inspector €4 1 T 10 WEEDE , KB A/
EM, Amazon Inspector Lt P BAEARSE , ATERBREINAIIFH R ENBREM
BELRBMEREREAMRSTE, 2Bt ERETEAFBRETHNESESFEBERFE. CVSSVv3E
& CVSS D BMAETIEEMTS

DB a2

0 Informational
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0.1-3.9 Low
4.0-6.9 Medium
7.0-8.9 High
9.0-10.0 Critical

EHRARERERNBEMOITURRDE, EXRTHREHARAENZINFIRERRDH. EFEEF
AT, BARRERABERE RURLs R 58 %00 I A6 FE 1t 0 FE

ENRRRERERTEUATIBNEBBN 2 BOE  FAREERFEEAN -2 -

« EPSS 7 ¥

« Inspector 2" &

« Amazon CVE Ky CVSS 3.1

- NVD #J CVSS 3.1

- RE NVD #J CVSS 2.0 ( miEA )

BEABRIBREMS

HREXBRABEFTE , Amazon Inspector EF AELREEERN Amazon Q BRI ESZNEEM
Lk, BEERSMESER CVSS V3 FFDRFEERBREME. ?

M EEARBE N BREM

Amazon Inspector ERIBABEMIRTE, EEEBEMBEABHE , URBEBBEWER | RY BB EREE
HRANEEYE, TRERTELBREEMER. FRECTIMPNERRREERFE, HE VPCs
M AWS Direct Connect BB RE. MERMABNERE. EEENEABEREEEARE.

PR % TCP i#E#iE UDP E#ZiE R PR A B B R BT B REE R EE o
ﬁJ\

DHCP 67, 68, 546, 547 67, 68, 546, 547 Medium Informational

Elasticsearch 9300, 9200 NA Medium Informational
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FTP

Global catalog
LDAP

Global catalog
LDAP over TLS

HTTP
HTTPS

Kerberos

LDAP
LDAP over TLS

MongoDB

MySQL
NetBIOS

NFS

Oracle
PostgreSQL
Print services
RDP

RPC

SMB

SSH

21

3268

3269

80
443

88, 464, 543,
544, 749, 751

389
636

27017, 27018,
27019, 28017

3306
137, 139

111, 2049, 4045,
1110

1521, 1630
5432
515
3389
111, 135, 530
445

22

21

NA

NA

80
443

88, 464, 749,
750, 751, 752

389
NA

NA

NA
137, 138

111, 2049, 4045,
1110

NA
NA

NA

3389

111, 135, 530
445

22

High

Medium

Medium

Low
Low

Medium

Medium
Medium

Medium

Medium
Medium

Medium

Medium
Medium
High

Medium
Medium
Medium

Medium

Medium

Informational

Informational

Informational

Informational

Informational

Informational

Informational

Informational

Informational

Informational

Informational

Informational

Informational

Medium

Low

Informational

Informational

Low
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SQL Server
Syslog
Telnet

WINS

1433
601
23

1512, 42

1434
514
23

1512, 42

Medium
Medium
High

Medium

Informational

Informational

Medium

Informational
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£ Amazon Inspector F EEEEFE

£ Amazon Inspector , LA LLATREN AR EBENREBEBE, B LURIBRIEBENAREREZ
MESE, SUREBEHERERIEESMBEEE, FUNBIEERE  REESEEREESE, &
] LA R RESE EE B = AWS Security Hub CSPM Amazon EventBridge 1 Amazon Simple Storage
Service (Amazon S3),

X8
- EFiE Amazon Inspector FERE R
« EB# Amazon Inspector FERE R

« [EH Amazon Inspector S & R
« f£ Amazon EventBridge 2 3 ¥ Amazon Inspector &% R B 5T B & EventBridge

EF12 Amazon Inspector AEFHR

& 0] LA F B 2 R 14 2R B2 Amazon Inspector B E, MRBEFTETFSEEEMS , Amazon
Inspector €A P HERREIREE, ZA<EIER BA 2040] 5 A BRI R 4 3R €512 Amazon Inspector BRE/EE,

£ Amazon Inspector 12 & 2 I 8554

EESEEEEERRT  SUNEAGENRERSKAARERENBERE, ERABETEANERR
WAREF | SRERENRMRM

BRI RHEERGREER AT ESRHRRAERYNERRTEY. THSEHRRTNS
ERRERPERERBFEDHR, fl , " EEFREESRFABBNAEBERE , B LEE
AWS RS ID B |, WAGHEE 12 U8 AWS 1R ID WERH.

BLGRFTEANAMABBEEE  HUHERRGAEEANBEEREREIBESTERE,
HERRTEREBETERS

1. FEREHNEAEREA , REBBILR https : //https://console.aws.amazon.com/inspector/v2/
home BY Amazon Inspector A&,

2. EEEERT , BEHEER. ARRAEETHEEMNMEARRENEEEE,

3. FEMFMSERERE A FEINEGEKRAFIUETZREMBEASRREFNEE, TR
BRI ETN R R P ER
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4. WEBHEELERHEEZNGRSE,

5. fRRHEMABERT  WAFENEERMERERZXES.

6. EEER A KBEAGERRGEAEZLENNGER. SUUBENEREA@MAY , SUEERIE At
ERIE R

7. (ER) EERGEERIFEMNBESE  FEGEIPREEAT  AREZERBEIEEE, =
FEeiER AU EHEERRTFERERD. BRNCHAANBERTE.

BE#% Amazon Inspector FAEZER

BA LB BRABRBREASHEENWREEZTE, flU, BAUBRINGEHRE  REFDEEENREN
o REREEBFE, MR Amazon Inspector EERFSEREILRAMWFAERR , Amazon Inspector &
ZIFAERERISEHEBRERIED . Amazon Inspector EEFEHEFNWEREE  ERREFEBLEL

Ik, BIERRNEEFER , Amazon Inspector EEEFARBEFE, BUMUE FRATPREEBRENBE

= =

IBE,

FZANEVRREAR  UHEREEREFENELIER. BRANTEHRESEELEMAZE
RACHRASRBRETEBHEETE, FELIEVEAMRNBSERBTENZLRE, BHBATUAWS
Security Hub CSPM f# fH Amazon EventBridge JREI7E FBEAEENEBEE ., NEHFRNEFRHA
WMAEY, BR., HENMRELERAL

® Note
REEBNEREESATUEVMEEZILFA,

By IERA

AL B ERER B REEERERNREEBE, B LMEH CreateFilter APl W AR ERET AR ET
&I A | W HE FEESUPPRESSA W{Eaction,

® Note

REBIHRFEF Amazon Inspector ZREEE TR BV MEEEILFA, HABPHIRET
SEEEERPERBRAAMNREE,

BVMHERA (EEE)
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1. FRENZABEREA , REBBMIR hitps : //https://console.aws.amazon.com/inspector/v2/
home BY Amazon Inspector £ &,

2. EEEHEKT , EERBEBAL., AR , 1EFE Create role (BRI AB),
3. S$HEEAEGYE , BT THEME

- BIENERGFMAS , AEFR SR ER IR AN ENRRAEE.
o« BENZELL R ARV ERR R
4. FTRFEFRGR  FRARUNEBARANEL.
5. BEM#EFMRR. Amazon Inspector EMEIERAMMWEILRRY , YRBEAFSHRENEBEEE,

iR R R A B BB EE

BIEFEER , Amazon Inspector & 7E Amazon Inspector T AP BEREBRNBEZTE, TiB , &L
BB ER BIBRN EEEE,

BERENEESE

1. FRENZABEREA , REBBMIR hitps : //https://console.aws.amazon.com/inspector/v2/
home BY Amazon Inspector £ &,

2. HEEBEERKT , EZIEESRA,
3. HZEUERABES , BERAMNERE.

AmEEZE 1R A
A R R E AR A
CredT L]

1. FRENZABEREA , REBBMIR hitps : //https://console.aws.amazon.com/inspector/v2/
home BY Amazon Inspector £ &,

2. REBE®KRT , RERESRA,
3. EERELESFENRZIRAEE 6 ARBERE.
4. ETHRENEE K ARREEFRF
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il BRZE 1 35 A

BT LAMIBREEIEIR B, R EMIBRERIRE , Amazon Inspector F LR TSR AKE BT S HAity
RAMNG B EEENRERBEFTEN LR,

MBRZIERA %  FEANRENFTEAEFENRERESELBNRERERD, EXRTEMAE
R HEE Amazon Inspector £ A £, L4 , Amazon Inspector @iFIELRAERZRBEME AWS
Security Hub CSPM #1 Amazon EventBridge i &%= 4.

i BR 2R 1E #% A

1. FEREBHEAEREAN , REBBIR https : //https://console.aws.amazon.com/inspector/v2/
home BY Amazon Inspector £ &,

2. HEEBEERKT , EZIEESRA,
3. EBEEEEMRZE IR AREZ ORI .
4. BEMER , REHEFERBRZFLUK A MBRBR A,

[ f Amazon Inspector AEF RBE

BIEEERER CSV I JSON EXR , IRMUEBBTENFHRRE, BAULUEHETERTELE
AWS Security Hub CSPM Amazon EventBridge 1 Amazon Simple Storage Service (Amazon S3),
EAREHEEERER  LUUEEETSEEPNEESE., REHER A AESERSEIEME
ERATPEEFENER. MREREBNEREES  CHNRAEERRESISEBPENERFH
¥, EEBBERERSE , FEUSEREERS.

FEHEEFERER , Amazon Inspector EEAZIEERN AWS KMS key RinZ EEEEE

#l. Amazon Inspector INZEEFEERE , ERBRBFEREFRELRIEEN Amazon S3 #7177
BTEEF ., 1M AWS KMS ©88 %8728 Amazon S3 #1778 AWS B HEM FEA. EH AWS
KMS 88 B 24 H LT Amazon Inspector fEAE , M B &K Amazon S3 @#FEFBBE L AR
Amazon Inspector A ¥4 FBEHP, EHEBEBTERS R , B LUK Amazon S3 FEFETE TH R
& SHEBREFMNE, St LR Amazon S3 HEFERAEMELBEIERENREEE,

L ==

EIFR A GIMEITE Amazon Inspector A EHBBEEERSES. THEEFELRIFT. RE
Amazon S3 f1ZETEE, RE AWS KMS key , AR R EME HEEFE RS,
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® Note
MR EAE A Amazon Inspector CreateFindingsReport API [E HHEIREFE R , B REERR
ERFHNEERE, REBAERRBENAANEESE , BIXAEE SUPPRESSEDEL

CLOSED#AERE RN —F 5,

5%

- SR 1 BRBEHFA

- SR 2. RE S3 REFIE

- S 3. BBE AWS KMS key

- $R4 . BRENELHBBEETERS
- HIEHBERETHEDE

SR BEENFT

® Note
F-RXELBEFTERSTER , IR 1-3 AEA. BRELTRERAREREEESAMER
B9 Amazon S3 f#1ZErEE | LU EHMEH AWS KMS key HWREIREFERE ., MREEELE
SERIR 1-3 2RUBRKBRTARELBEBFERS , 58 H Amazon Inspector API Y
CreateFindingsReport &£,

& Amazon Inspector EHEBEBEERE <5 , BEARECHEELRBEEERSMENTT , XREE
BUMBENRERS. EERIBEWETT , A AWS Identity and Access Management (IAM) 4§
EEE IAM 550 1AM BUR, ABKELBERPNEAE TS AAFEHTHIEETEETHR ,
LB H B EEERSE.

Amazon Inspector

¥ Amazon Inspector , BEERIE AT #41T T FIENE
* inspector2:ListFindings

* inspector2:CreateFindingsReport

ELHFETRECHIIRFHNREGRER  YEREFRKSPEHZKER.

i
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MREGFHEUBAFFIARNEL KBRS , CHAUBREBLARBIHITTIE
fE : inspector2:GetFindingsReportStatus, BMEREHMAMEE UK
inspector2:CancelFindingsReport , ABUHHEETHRIEH,

AWS KMS

BN AWS KMS |, HFRET#IT TSI EE .
* kms:GetKeyPolicy
* kms:PutKeyPolicy

18 LE Ep4E AT S AU BT AWS KMS key &% 2 Amazon Inspector FAZRIMZAIRE R SB|BER.

EEM M Amazon Inspector TR AEHIRE , hFERFTEALUHIT T 5 AWS KMS BhE :
* kms:DescribeKey

e kms:ListAliases

L BE T SR AWS KMS keys IR HBIEM, K%, STNRERF—ELR
SRR HI R o o
MREEFTEIZELFH KMS £|MRMFBRE , BHFEHIT kms : CreateKey B,

Amazon S3

HM Amazon S3 , TERRIEATHAT T 5IBNE
* s3:CreateBucket

* s3:DeleteObject

* s3:PutBucketAcl

* s3:PutBucketPolicy

* s3:PutBucketPublicAccessBlock
* s3:PutObject

* s3:PutObjectAcl

BLEBETBELEIMNZELSE Amazon Inspector EHIREM S3 REEFE, SRL A EERRE
17 R B8 18 MM BR W 4

MREITEMEA Amazon Inspector R A EHIRE , BRBBRBERETHT
s3:ListAl1lMyBuckets#l s3:GetBucketlLocationEfE, ELB){E T HEHEMEREIRS
S3 BEENMEEET. A% SULLREZEES—EARETERERERS.
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MBEFHAFHT - RS MAEDE | HE AWS RET —ESBZHHEEE B RHL,
SR 2 5E S3 MEITE
BRREANHFTER  CHRTUREECHHEEEREN S3 HEFE. CTURLACHIRFNRAR

FEr , E — @ B AWS tkF WIRERFERE K MELTIUER. IREVEEREFTREN
BT  FABRLREFIEEEE.

S REFELARCEENNASTHREN AWS Big YRHEEH F. filw , mREEXERE
(MEREILE ) EEFEM Amazon Inspector , AR EEHZESNASTHERER , IRFIFEE
HRMNRRERE (#STERILE ) EF.

A, BEIFEBHBERHSEAREF Amazon Inspector Y8 EREETE, AT ERPFMAENFHF
FEFEBUER , WIRHERNEZERMN MRS, NEFTENEFRFFTERBEENFHEN  F2HE
{Amazon Simple Storage Service A& ER) TWFEAREFTRECE,

MREBEBERBEFRES —ERFHEAN S3 REFrET  FRFRFTRNREESHE  LEFFRE
FPREMBCR. FREGRFITEN UR, BEHEBER , BFERBAL URL

ENRETRBX

1. FERENEAEREA , REBRBIR https : //https://console.aws.amazon.com/s3 B Amazon
S3 A,

EEEERT , EE IR,

BERELEFHREFTEREN S3 MFErE,

BEFIURS|ER.

EREFTFRBRERD , BERE,

1 TSI g FIFRR N R R EIBIREE -

o o K~ w0 D

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "allow-inspector"”,
"Effect": "Allow",
"Principal": {
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"Service": "inspectoxr2.amazonaws.com"
}I
"Action": [
"s3:PutObject"”,
"s3:PutObjectAcl”,
"s3:AboxtMultipartUpload"”
1,
"Resource": "arn:aws:s3:::amzn-s3-demo-bucket/*",

"Condition": {
"StringEquals": {
"aws:SourceAccount": "111122223333"

}I
"ArnLike": {
"aws:SourceArn": "arn:aws:inspector2:us-
east-1:111122223333:report/*"
}
}

}

7. * Amazon S3Amazon S3 EER AN FIBEKEERTD , A LARRNEIIBERT | BUSHEHN
BEBX,

B MR | BREFREZEY. METRBERMER JSON B, EXRTEFEEREN 2
RIS 2 BFITES , ERIAREEREXNFTREBERNNVE, WREBREXFTEARZE —ER
AN, FELRFRXWERRBECRITEER, MREKEFBRAE —EAREANERBERER
RN ZEFE  FEREXNEMARB CRIEER.

8. ERBRENEMEENRAEX  Hp :

e amzn-s3-demo-bucket BREFITENERE,
« 111122223333 2 WItRF ID AWS tRF,

o ##=E AWS B £ Amazon Inspector It % 2 2 5F Amazon Inspector &R &8 EREEFET
B, Bl us-east-1XEBIRZ (#HSEZILE ) EiF,

(® Note

MREEFERAR PEA Amazon Inspector AWS B35 , 5 EE N EEABHIESE
Service M H{E. LtM{IIEE Amazon Inspector FRIE I8,
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Flan | MREBEFRR ( BM) EEFEA Amazon Inspector , MZEFHEE EiHiE

me-south-1, 387 i inspector2.me-south-1.amazonaws.com® # B

f{inspector2.amazonaws.com o

3

AR SREANSEREAWE IAM 2R REI LR

« aws : SourceAccount — L&A L EF Amazon Inspector E AR ERE IS FETE,
© A Bl Amazon Inspector A EMIBEHMIRFNFEFTE, FEERWER | REEEHER
EaLEA fEFTEEEaws : SourceArnff i ENE R MENE,

EERHMRFHNRSFRERETRT  FHHSELMKRSHNIRS ID @S &RE. S

"aws:SourceAccount": ["111122223333","444455556666","123456789012" ]

« aws : SourceAmn - HFRHERBENEZRFFIROYERER  RIERFIFBNTFER. €
AWS BR#& aIBh It H A A4 FTIE ZERFETE. StW APk Amazon Inspector £ & E IR F #
THMEER , SYGHEERETEITE. FEE8BMER , RHE A Amazon Inspector REEY#4
EREERBRER T FEERErR  MERBEELRERARFANREFEENE
BAELE , A,

= E SL5F Amazon Inspector BITHMIRFNIEEBF , FESEEINKRF R Amazon
Resource Name (ARNs) #1318 E tb k. Hil40 :

"aws:SourceArn": [
"arn:aws:inspector2:Region:111122223333:report/*",
"arn:aws:inspector2:Region:444455556666:report/*",
"arn:aws:inspector2:Region:123456789012:report/*"

aws : SourceAccount fl aws:SourceArn{f4I8 EWIRF BT,

£ 82 Amazon S3 R Z IR , EMER4E A B B5 LE Amazon Inspector F{EEERE Ao
Amazon S3 HARRMTEBEEM , BETTURBEIBREDBRELREYE,

9. ERTHEMMEENEBIEREK A6 FEERFEE.
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HER 3 . FXE AWS KMS key

ERRIRMEF T ERE S3 fETFETEER |, HET AWS KMS key #£% € Amazon Inspector £ B E f 1757
ERNBEBEEERSE. SRUERETFZTENHBMNE KMS €88, A, 2WHSE AWS EiF BEE
REFHBEN S3 RIFITRBURERERM .

SRULURKRELZBECHIRFNERS KMS €18 , i3 —EIRFHENEE KMS £i8, MREHEERE
AHFPKMS €48 K BARUSHRBREE IRCEEFHS—ERFHEENRESE  FHELEYN
Amazon Resource Name (ARN), E &% Amazon Inspector EHHIRE R | A& EE#@ ALk ARN, 11
BREML MBI KMS £ ENENA , F2H ( AWS Key Management Service B A B18R)
NEELE,

EEREEMFAN KMS €882 % , 1% F Amazon Inspector fE £ HVEFA, T Al , Amazon
Inspector G EEMZFEHIFE, EERF Amazon Inspector FHESBNT , FEFTSRN SR
K, NELMBENEE KMS £MTFENFMER , F28 ( AWS Key Management Service 588
ABER) S FHSEBEE AWS KMS,

@ Note

THERFAREHFRESIEE , LA Amazon Inspector FAE., NREREREN LIS
289 ( AWS Key Management Service BiZ A E155) FHEI DR,

30

EHEWBUR

1. FERAEZHEAEREA , REBBIIR hitps : //https://console.aws.amazon.com/kms B9 AWS
KMS £# 4,

2. HEEEBEKT  BIZE Customer managed keys (BEF S EE8),

3. BRELERRMBHEN KMS £, SBUELHBMSE (SYMMETRIC_DEFAULT) £,

4. HETRBERERTD  EEFE. MREREFINEAGEERANSRBER , B4R LB
R

5. BTIEHFRRAERIITILTS

"Sid": "Allow Amazon Inspector to use the key",
"Effect": "Allow",
"Principal": {
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"Service": "inspector2.amazonaws.com"

1,

"Action": [
"kms:Decrypt",
"kms:GenerateDataKey*"

1,

"Resource": "*",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "111122223333"

1,
"ArnLike": {
"aws:SourceArn": "arn:aws:inspector2:Region:111122223333:report/*"

}

}
6. £ AWS KMS AN TWMBKRERT , K LARRX BRI SWBERD | UEEFRBEBE,

B A |, BREFEZEY. EWMBKMEM JSON KX, ERTEFTEEREN 28I
ZEMEER  ERIRNEERE X B ERRNMVE, WREEREXFE /KRR —ERR
X, FELRFRXWERRE CRITEER, MREEEMEAE —EAREANERBERBRR
A2BHE  FEREXNERARB CRIEER.

7. FERGREVEREERRAEX  HP .

« 111122223333 2 WIWRE ID AWS tRE,

o ##EERE RFF Amazon Inspector FH SMINF|MER AWS [EiF . Bl , us-east-1%H
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"aws:SourceAccount": ["111122223333","444455556666","123456789012"]
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Inspector ERZNIRFETHMBERER 8, RIFER , ©LFF Amazon Inspector RE
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"aws:SourceArn": [
"arn:aws:inspector2:us-east-1:111122223333:report/*",
"arn:aws:inspector2:us-east-1:444455556666:report/*",
"arn:aws:inspector2:us-east-1:123456789012:report/*"
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- FEBBEERELCNIRFEENRFEEEYT , FHEFBE S3., Amazon Inspector R REIR
FH S3 fFirlERk,. BEFIEREENERY , ARBEERIE,
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EEEEREN Amazon S3 BREFH , BRRHR () MIFEMINZE S3 URI TR Y
B, A% , Amazon Inspector BEMHENEEREETRETESFEH , ™ Amazon S3
BEATEHEENBR,

flgn | MREEEMFEH AWS RFE ID tiAFE , BEWIES ID A 111122223333 , 5

# Fffhn/111122223333F S3 URI S A HIE,

FEHEURN S3 B FIFETNE SRR, CURESEUNYG s BRIRTITES ,
BRERBELNER - EEREERRAENER KD —K, NEFAEA , 268
{Amazon Simple Storage Service A EIEE) PHFEHAERKE Amazon S3 EFE A&
H AR 1o

- PEEREEHRES —EIRFHEENREIEYS B ARETEN URI, 40 s3://DOC-
EXAMPLE_BUCKET , E# DOC-EXAMPLE_BUCKET RERFIEMNER. ETEEEETU
ERETEN BHERRIILER.

7. ¥ KMS €88 , 57 AWS KMS key ZERARMEBREN
- FEEABRRFINEER  FREETREESR, KEESFRTARFNEFZEHBME
KMS €8,

- FEFAS—ERFHENSE , B A £8MM Amazon Resource Name (ARN), £###EH
AUES|N BHEPRIILENR, MEFMEA , F28 ( AWS Key Management Service B
BABERE) PNSHREH ID MEH ARN,

8. EIE Export (EH).
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S3 RETR. RELEZECSEHEINRESERE , LEFTREEL BN/ NFNERE, E
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HEHIERETHED

MRGEXEHREZFEREHEAIER | Amazon Inspector S RRBEENALR, BAIUERK
FEFPHEAMBIERD , REDERNWTERRFBE RS R

flan | 752 S3 REFBAUREBEEHN B, AWS EE BREFEFRBAEE LFF Amazon Inspector #54]
B8 EEFETE., BB AWS KMS key B BRI EBEFBA , IR SIBER LFF Amazon
Inspector £ £,

fRREER %R  FFERBAREH®RSE.

RE R Z ARG HR
MRGEHRBI R , 1B Amazon Inspector EEL|E , B WBIESE  EHER : B2 @EE

THWERE, BAEWEIRERA Amazon Inspector — X REEBIIREEE — @S,
EEMAER  BUUERFHMBREERBBUERE , ARBEFERFOBRS.

A AE A GetFindingsReportStatus IRERBERENMRE , HIRESED B EEEENEAHRSE
Ry ID.

MREFE | B LAEH GetFindingsReportStatusiRERMEIIKRE ID , EB
CancelFindingsReport #/EBUH B BT EE TR E L,

£ Amazon EventBridge 23 ¥} Amazon Inspector S &R B
5T 5 f€ EventBridge

Amazon Inspector 7 Amazon EventBridge P A EENRBREERNELFEERELEH4. Amazon

Inspector 2 AR EFRMRENTMNEFTEVEN, ERTELENEFRBHE RIS FEERIMEER

BN EBEEER , Amazon Inspector B AREFREVUFNEH. B Amazon Inspector £ FE #HTHI R
FEFEREUHEMHE , AEFEGIIRETE,

(® Note

MREHIIRS 2 Amazon Inspector ZRIWEEE RS , EventBridge 218 H 2 M2 EHIRS
MELEHNREIRE,

B Amazon Inspector £/ EventBridge S48 , AL B BLER |, HBIEEEEEEER RN
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EventBridge #i Bl &% Amazon Inspector B B, EventBridge # 8l 2 5F EventBridge i Amazon
Inspector AEFERNEBEH , MBAREEBHNEELE,

Amazon Inspector €& B Bi £/ Amazon Inspector AWS B35 B9 & , IS E4EIEREH
EFE, ERRENEBEBBA Amazon Inspector & AWS EiF (REEHREI , % Amazon
Inspector % A1ZU EventBridge =, Amazon Inspector 5 & HEH.

ARG EEHEBERNES , BRAMARI EventBridge R 8.
ESHERHER

AT R EC2 AEHFEREMHM Amazon Inspector B4 EREHl, MEHMBEREEERRNEHEEN
ERHEIRE | | 552/ EventBridge & @R,

"version": "Q",

"id": "66a7a279-5f92-971c-6d3e-c92da0950992",
"detail-type": "Inspector2 Finding",
"source": "aws.inspector2",

"account": "111122223333",

"time": "2023-01-19T22:46:152",

"region": "us-east-1",

"resources": ["i-0c2a343f1948d5205"],
"detail": {

"awsAccountId": "111122223333",

"description": "\n It was discovered that the sound subsystem in the Linux
kernel contained a\n race condition in some situations. A local attacker could use
this to cause\n a denial of service (system crash).",

"exploitAvailable": "YES",

"exploitabilityDetails": {

"lastKnownExploitAt": "Oct 24, 2022, 11:08:59 PM"

},

"findingArn": "arn:aws:inspector2:us-east-1:111122223333:finding/FINDING_ID",

"firstObservedAt": "Jan 19, 2023, 10:46:15 PM",

"fixAvailable": "YES",

"lastObservedAt": "Jan 19, 2023, 10:46:15 PM",

"packageVulnerabilityDetails": {

"cvss": [{
"baseScore": 4.7,
"scoringVector": "CVSS:3.1/AV:L/AC:H/PR:L/UI:N/S:U/C:N/I:N/A:H",
"source": "NVD",
"version": "3.1"
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1,

"referenceUrls": ["https://lore.kernel.org/all/
CAFcO6XN7JIDM4xSXGhtusQfS2mSBcx50VIKwQpCq=WelLt57aaZA@mail .gmail.com/", "https://
ubuntu.com/security/notices/USN-5792-1", "https://ubuntu.com/security/notices/
USN-5791-2", "https://ubuntu.com/security/notices/USN-5791-1", "https://ubuntu.com/
security/notices/USN-5793-2", "https://git.kernel.org/pub/scm/linux/kernel/git/
torvalds/linux.git/commit/?id=8423f@b6d513b259fdab9c9bf4aaa6188d054c2d", "https://
ubuntu.com/security/notices/USN-5793-1", "https://ubuntu.com/security/notices/
USN-5792-2", "https://ubuntu.com/security/notices/USN-5791-3", "https://ubuntu.com/
security/notices/USN-5793-4", "https://ubuntu.com/security/notices/USN-5793-3",

"https://git.kernel.org/linus/8423f0b6d513b259fdab9c9bf4aaab6188d054c2d(6.0-xc5)",
"https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-3303"],

"relatedVulnerabilities": [],

"source": "UBUNTU_CVE",

"sourceUrl": "https://people.canonical.com/~ubuntu-security/cve/2022/
CVE-2022-3303.html",

"vendorCreatedAt": "Sep 27, 2022, 11:15:00 PM",

"vendorSeverity": "medium",

"vulnerabilityId": "CVE-2022-3303",

"vulnerablePackages": [{

"arch": "X86_64",

"epoch": 0,

"fixedInVersion": "0:5.15.0.1027.31~20.04.16",

"name": "linux-image-aws",

"packageManager": "0S",

"remediation": "apt update && apt install --only-upgrade linux-image-

aws",
"version": "5.15.0.1026.30~20.04.16"
1]
iy
"remediation": {
"recommendation": {

"text": "None Provided"
}
},
"resources": [{
"details": {
"awsEc2Instance": {
"iamInstanceProfileArn": "arn:aws:iam::111122223333:instance-

profile/AmazonSSMRoleForInstancesQuickSetup",
"imageId": "ami-@b7ff1a8d69f1lbb35",
"ipV4Addresses": ["172.31.85.212", "44.203.45.27"],
"ipV6Addresses": [],
"launchedAt": "Jan 19, 2023, 7:53:14 PM",
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"platform": "UBUNTU_20_04",
"subnetId": "subnet-8213f2a3",
"type": "t2.micro",
"vpcId": "vpc-ab6650d1"
}
.
"id": "i-0c2a343f1948d5205",
"partition": "aws",
"region": "us-east-1",
"type": "AWS_EC2_INSTANCE"
1,
"severity": "MEDIUM",
"status": "ACTIVE",
"title": "CVE-2022-3303 - linux-image-aws",
"type": "PACKAGE_VULNERABILITY",
"updatedAt": "Jan 19, 2023, 10:46:15 PM"
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5. EFTREERY , EEEITR,
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WY4EIE ID BEEIFAE 4538 1D ML,

e. HEFMAHF , MRBEREAC  FEEFAELREY IAM BE,
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HEEERPENTIE , ARENELTE,
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EEHEXERS , BEHFTEN (JSON fmEE:R ) -
AL JSON BEEimEERR P

{

}

"source": ["aws.inspector2"],
"detail-type": ["Inspector2 Finding"],
"detail": {
"severity": ["HIGH", "CRITICAL"],
"status": ["ACTIVE"]
}
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LR =¥ Amazon Inspector BRI BIFEAERAFCRITICALRHIGHEREMRAER R
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BIEHITER ID AEFZHE Amazon EC2 HTEBEMEEMERA.
BEERBAERAER RN Amazon Machine Image (AMI)

BB RAEEEFEN Amazon Machine Image (AMIs) ER 2B RREFEERBEREEBFEN
BIEME AMIs, BEEETR AMI BRI, AWS IRFEBIFF. REFHTHSHE EC2 BITHEER
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E. AMIBZY B, AMIWEERRFTE,. EXREBE , URFEEE. R i ERR
WEERBIML AMIs ATREREER,

EEZFENHTERE , UEERZIEFEN AMI B 2B TERNFFHEERA,
AWS Lambda EEREERBEBEN HH

AWS Lambda EAGREZBEFENRAEREENRETER AR EFTEN AME Lambda
BE. MEFER Lambda MBE®. AWS IRFRBIN., MITHRERE. BRFIRE. 2FF
HE A URFREE. il ik EM R EsEA & & B WL Lambda BNE(TRERE B8R,

BEREER , LEFZHFE AWS Lambda EREWEFHEE
Amazon Inspector X iz HEREARNBEBETE

;&IH

EAREREABRINEXRERSRENEAHRREERNIAAER. EUNERERTRA
BREBENFMAET. ELERERK , RRSKEEnRBEBTEMENRTE, BEFERSIE
BEeRE N AEBFENEBRARENTY. CEETARELREBTEN S TRE., TSR RE
BRENFZEBRERE.
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¥ £ Amazon Inspector & HE R E

BRI LA E Amazon Inspector R ERERBEFERRAMREE (CVE). Amazon Inspector AR
AEREPHEFARELE CVE ID MEBWFMEENR, BLUE CVE FHEFAEE LR ELFRE
o Amazon Inspector EiBHEY ZE 4L FFEREF BRI EBESE. Amazon Inspector EXE#HE
CVEs i EFAEENEAFTEEERPIHNWFEEN CVE, AERBMMAERA CVE ID #5 Amazon
Inspector vulernability & ¥}E,

(® Note
B &l , CVE # &5 X # Microsoft Windows,

BEERIERE

R EERBA AR E E#2 A F Amazon Inspector AP| i EFFERE,

(® Note
A TEB K PR Amazon Inspector , AWS EiE FREE S RBERE,

Console

1. FEAZHEAEREAN , REBBAIR https : //https://console.aws.amazon.com/inspector/v2/
home B9 Amazon Inspector &

2. REBEEET , RERRIENERS,
3. HEEE%Id , @ACVEID, REEEES,

API

#1197 Amazon Inspector SearchVulnerabilities API , 28— CVE ID , #&=X
FfilterCriteria : CVE-<year>-<ID>,

T #& CVE &R
AHRBMARE CVE FHERAEM.

BEREERE 102


https://docs.aws.amazon.com/inspector/latest/user/understanding-dashboard.html
https://console.aws.amazon.com/inspector/v2/home
https://console.aws.amazon.com/inspector/v2/home
https://docs.aws.amazon.com/inspector/v2/APIReference/API_SearchVulnerabilities.html

Amazon Inspector EREER
CVE FHEMA

CVE #MEFERIETIER :

 CVE #5&# ID
- CVE BREM
- BRSBTS RHE (CVSS) MisRFERIFED R (EPSS) 78

- BEREA
® Note
MR ABZE , Amazon Inspector A% # CVE ID B 1E 8,
- HRBEHIE (CWE)
- BEEIMEHN B
s =
REEEERRERERRES , fIWMAREEN LREANLAEARBH,

CHRHERBFERZSNERRELZLE (CISA) WER , HPIFEHEE,. & CVE FRECHR
AMESKH BE |, LUK CISA M F #8818 CVE 1Y B R,

B

SERREMR BRNER , BUEUS CVE BVFMAET.
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£ Amazon Inspector fEH SBOMs

BEYEIEE (SBOM) RRABEHRERKRAEBNE=SERB THNERERF. Amazon
Inspector BIR1E Y B ERIZE SBOMs, EAILAEEA Amazon Inspector £ A 5 Amazon
Inspector API B EREL SBOMs, EAJLAEH Amazon Inspector X EFMEE AT EERHN
SBOMs, [EHSBOMs 2EHAHEBMHENEEEN. BULUEBRTEREN KEHE RS EEFHR
RE AWS, AEFFREAMMEREMEH SBOMs,

BLERBTHANE4AEEESFARTEERBESE K MARMEKENEERSE, LEBSEI RF
SREVEEZE | HA Amazon Inspector B BIRED jar BR |, EELEEUEZTESERBMMALEST
E{EEl, Amazon Inspector RESEHEYAIEE (SBOM) EH P I EELRFBANME, HAR
ZREBLEEARETEARE , EHMEEVEELN THEERFEM,

(@ Note
B &1 , Amazon Inspector 7 3% & [& H i F % Windows Amazon EC2 #11T{E#SBOMs,

Amazon Inspector &=,

Amazon Inspector X LA CycloneDX 1.4 1 SPDX 2.3 #i & #& 3\ EH SBOMSBOMs . Amazon
Inspector €% SBOMs A& ZEH Amazon S3 fFEFETEISONHIER,

(@ Note

#t Amazon Inspector EEH#) SPDX # X EEH SPDX 2.3 WRHHER , BFEE Creative
Commons Zero (CCO) #fz., ERAATESHMUTEFEAEEN 2 B IFEM R,

3R B Amazon Inspector B CycloneDX 1.4 SBOM # =\ &4l

{
"bomFormat": "CycloneDX",
"specVersion": "1.4",

"version": 1,

"metadata": {
"timestamp": "2023-06-02T0Q1:17:46Z",
"component": null,
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"properties": [

{
"name": "imageId",
"value":

"sha256:c8ee97f7052776ef223080741f61fcdf6a3a9107810ea9649f904aa4269fdace"

I

{
"name": "architecture",
"value": "armé64"

I

{
"name": "accountId",
"value": "111122223333"

I

{
"name": "resourceType",
"value": "AWS_ECR_CONTAINER_IMAGE"

}

]
I
"components": [
{

"type": "library",
"name": "pip",
"purl": "pkg:pypi/pip@22.0.47?path=usr/local/lib/python3.8/site-packages/
pip-22.0.4.dist-info/METADATA",
"bom-ref": "98dc550d1e9a@b24161daaa®@d535c699"
I
{
"type": "application",
"name": "libss2",
"purl": "pkg:dpkg/libss2@l.44.5-1+deblQu3?
arch=ARM64&epoch=0&upstream=1ibss2-1.44.5-1+deb1l@u3.src.dpkg",
"bom-ref": "2f4d199d4ef9e2ae639b4f8d04a813a2"
},
{
"type": "application",
"name": "liblz4-1",
"purl": "pkg:dpkg/liblz4-1@1.8.3-1+debl@ul?
arch=ARM64&epoch=0&upstream=1iblz4-1-1.8.3-1+debl@ul.src.dpkg",
"bom-ref": "9a6be8907ead891b070e60f5a7b7aa%a"
I
{
"type": "application",
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"name": "mawk",
"purl": "pkg:dpkg/mawk@l.3.3-17+b3?
arch=ARM64&epoch=0&upstream=mawk-1.3.3-17+b3.src.dpkg",
"bom-ref": "c2015852a729f97fde924e62a16f78a5"
1,
{
"type": "application",
"name": "libgmplQ",
"purl": "pkg:dpkg/libgmpl0@6.1.2+dfsg-4+deblQul?
arch=ARM64&epoch=2&upstream=1ibgmpl0-6.1.2+dfsg-4+debl@ul.src.dpkg",
"bom-ref": "52907290f5beef00dff8da77901b1085"
I
{
"type": "application",
"name": "ncurses-bin",
"purl": "pkg:dpkg/ncurses-bin@6.1+20181013-2+debl@u3?
arch=ARM64&epoch=0&upstream=ncurses-bin-6.1+20181013-2+debl0@u3.src.dpkg",
"bom-ref": "cd2@0cfb9ebeeadba3809764376f43bce"

}
1,
"vulnerabilities": [
{
"id": "CVE-2022-40897",
"affects": [
{
"ref": "a74a4862cc654a2520ec56dadc81lcdb3”
},
{
"ref": "0119eb286405d780dc437e7dbf2f9d9d"
}
]
}

3% B Amazon Inspector #J SPDX 2.3 SBOM #& =\, &3 45l

{
"name": "409870544328/EC2/i-022fba820db137c64/ami-074ealstc@8effb2d8",

"spdxVersion": "SPDX-2.3",
"creationInfo": {
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"created": "2023-06-02T21:19:227",
"creators": [
"Organization: 409870544328",
"Tool: Amazon Inspector SBOM Generator"
]
.

"documentNamespace": "EC2://i-022fba820db137c64/AMAZON_LINUX_2/null/x86_64",
"comment": ""

"packages": [{
"name": "elfutils-1libelf",
"versionInfo": "0.176-2.amzn2",
"downloadLocation": "NOASSERTION",
"sourceInfo": "/var/lib/rpm/Packages",
"filesAnalyzed": false,
"externalRefs": [{
"referenceCategory": "PACKAGE-MANAGER",
"referenceType": "purl",
"referencelLocator": "pkg:rpm/elfutils-libelf@@.176-2.amzn2?
arch=X86_64&epoch=0&upstream=elfutils-1ibelf-0.176-2.amzn2.src.xrpm"
1,
"SPDXID": "SPDXRef-Package-rpm-elfutils-libelf-ddf56a513c@e76ab2ae3246d9a91c463"
.
{
"name": "libcurl",
"versionInfo": "7.79.1-1.amzn2.0.1",
"downloadLocation": "NOASSERTION",
"sourceInfo": "/var/lib/rpm/Packages",
"filesAnalyzed": false,
"externalRefs": [{
"referenceCategory": "PACKAGE-MANAGER",
"referenceType": "purl",
"referencelLocator": "pkg:rpm/libcurle@7.79.1-1.amzn2.0.17
arch=X86_64&epoch=0&upstream=1ibcurl-7.79.1-1.amzn2.0.1.sxc.rpm"

1,
{
"referenceCategory": "SECURITY",
"referenceType": "vulnerability",
"referencelLocator": "CVE-2022-32205"
}
1,

"SPDXID": "SPDXRef-Package-rpm-libcurl-710fb33829bc5106559bcd380cddb7d5"
1,
{

"name": "hunspell-en-US",
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"versionInfo": "0.20121024-6.amzn2.0.1",
"downloadLocation": "NOASSERTION",
"sourceInfo": "/var/lib/rpm/Packages",
"filesAnalyzed": false,
"externalRefs": [{
"referenceCategory": "PACKAGE-MANAGER",
"referenceType": "purl",
"referencelLocator": "pkg:rpm/hunspell-en-US@0.20121024-6.amzn2.0.17
arch=NOARCH&epoch=0&upstream=hunspell-en-US-0.20121024-6.amzn2.@.1.src.rpm"
1,
"SPDXID": "SPDXRef-Package-rpm-hunspell-en-US-del9ae@883973d6cea5e7e@79d544fe5"
I
{
"name": "grub2-tools-minimal",
"versionInfo": "2.06-2.amzn2.0.6",
"downloadLocation": "NOASSERTION",
"sourceInfo": "/var/lib/rpm/Packages",
"filesAnalyzed": false,
"externalRefs": [{
"referenceCategory": "PACKAGE-MANAGER",
"referenceType": "purl",
"referencelLocator": "pkg:rpm/grub2-tools-minimal@2.06-2.amzn2.0.67
arch=X86_64&epoch=1&upstream=grub2-tools-minimal-2.06-2.amzn2.0.6.src.rpm"

1,
{
"referenceCategory": "SECURITY",
"referenceType": "vulnerability",
"referencelLocator": "CVE-2021-3981"
}
1,

"SPDXID": "SPDXRef-Package-rpm-grub2-tools-minimal-c56b7ea76e5a28ab8f232ef6d7564636"
I
{

"name": "unixODBC-devel",

"versionInfo": "2.3.1-14.amzn2",

"downloadLocation": "NOASSERTION",

"sourceInfo": "/var/lib/rpm/Packages",

"filesAnalyzed": false,

"externalRefs": [{

"referenceCategory": "PACKAGE-MANAGER",

"referenceType": "purl",

"referencelLocator": "pkg:rpm/unixODBC-devel@2.3.1-14.amzn2?

arch=X86_64&epoch=0&upstream=unix0ODBC-devel-2.3.1-14.amzn2.sxc.rpm"

1,

Amazon Inspector &=, 108



Amazon Inspector EREER

"SPDXID": "SPDXRef-Package-rpm-unixODBC-devel-1bb35add92978df021al13fc9f81237d2"

}
1,
"relationships": [{
"spdxElementId": "SPDXRef-DOCUMENT",
"relatedSpdxElement": "SPDXRef-Package-rpm-elfutils-libelf-
ddf56a513c@e76ab2ae3246d9a91c463",
"relationshipType": "DESCRIBES"
},

{
"spdxElementId": "SPDXRef-DOCUMENT",

"relatedSpdxElement": "SPDXRef-Package-rpm-yajl-8476ce2db98b28cfab2b4484f841f1903",
"relationshipType": "DESCRIBES"

iy
{
"spdxElementId": "SPDXRef-DOCUMENT",

"relatedSpdxElement": "SPDXRef-Package-rpm-unixODBC-
devel-1bb35add92978df021a13fc9f81237d2",
"relationshipType": "DESCRIBES"
}

1,
"SPDXID": "SPDXRef-DOCUMENT"

}

SBOMsHY Ef iR {4+

[EH SBOMsE: , B NS EERRY , UBUBEERFENRS., NRERBEHEZKRG , ASE
HATEEATHNZEERSBOMs, NMRELEEREEES  EHEEMERENER. AN EEYSE
W

» AccountID — L EFZE R4 AT A E H B4 EWRF ID B3l 2 E A EIRSBOMS,

- EC2 HTEBEER — HEFRRGTARELEEREEEZ EC2 #1TEEA SBOMS.

- HEEB — WERRGTARELSE Lambda BEIBSBOMSs.

- MEER — KERRGTARELEEREER 2 BEMEH SBOMs,

 Lambda HEEE — ENREHTHARELEEHEZEEN Lambda BEK SBOMSs,

- ERER — WEEFRGETAREEERES | EC2/ECR/Lambda,

- BR ID— WLERZR R4 ARELBFEERN SBOM,

- BEEESE — HEREHTAREEBERFEFRBBRHESBOMSs,
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X EFEH SBOMs

= Z[EH SBOMs , BB FLERTE Amazon S3 A FETREF LT Amazon Inspector £ K AWS
KMS €88, B FRAEHEFRGELISEERFEN SBOMs, EEEH AWS A+ 2 ERFHY
SBOMs , F5fE LA Amazon Inspector ZEREEEE D EABERUT SR,

SRR

« Amazon Inspector T BN T EBE IR,

. EQEBZ%E’J Amazon S3 f#17ETEE | A5F Amazon Inspector JEY B EH AP, MEXRERFENE
Eﬂ ) B nx;E[?:tHﬁ—Io

« BEREBEN AWS KMS £48 | 25F Amazon Inspector £/ RINBZEMNRE ., WEREBERNE
A, ESRBREEELN AWS KMS 248,

(® Note

MREEFCAEESEEHERTE Amazon S3 FE1FEFE M AWS KMS €488 | BIFLAMERAMEE
HE#EFEITEAN£EEIT SBOM EH,

BESRITFNFEGEUEDL SBOM,
Console
1. FERENEABEREA , REBREIR https : //https://console.aws.amazon.com/inspector/v2/
home B Amazon Inspector £# A,
2. FAEEALAN AWS EiF EH=E , ENEFLEEL SBOM ERNESE,
3. HEEBHKTF , EEFEL SBOMs,

4. (#A) #EL SBOMsHER , FRAMEEHBGU4IERENEAREURENER FE,
WMERKRBEENHZRBEMLE , Amazon Inspector EEHFIEEARERNTSE. MEEBRERER
8, EesaABYrEERATNER,

5. HEEHRET , ZEEZEHN SBOM WK,
6. ¥ A Amazon S3 URI =122 2% Amazon S3 LUEHE K SBOM By Amazon S3 V&,
7. B AZA Amazon Inspector ZREMAWS KMS €88 , SLARMZREBHEHRE
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API

- BEUEAFRFHXEHEIRSBOMs , A Amazon Inspector APl By CreateSbomExport
B]1E.

HEBFERT , £ reportFormat 28 RIEE SBOM & H#& = |, 21 CYCLONEDX_1_4k
SPDX_2_3, 88 ALEs3DestinationZ2® , B4 A EFE A LFF Amazon Inspector B A
BURERER S3 f17ErEE, BiEMMEAresourceFilterCriteriaZ2 8RR EE R
L EE,

AWS CL

«  EE({FH AWS Command Line Interface 1T T~ 5lin S E L E/HESBOMS :

aws inspector2 create-sbom-export --report-format
FORMAT --s3-destination bucketName=amzn-s3-demo-
bucketl,keyPrefix=PREFIX,kmsKeyArn=arn:aws:kms:Region:111122223333:key/123

FEIEMFERD |, 1§ FORMAT BUR BZEZER K , CYCLONEDX_1_48k SPDX_2_3, A% s3
BW#huser input placeholderst IR AEEHM S3 fEFTBEE. AN S3 P&
WFE , ARARMEREN KMS £ ARN,
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Amazon Inspector E4#) Amazon EventBridge B4 &
iﬁ

Amazon EventBridge /4Bl ERMEEAREXNMEM £ AWS R EXZEEE , 0 AWS
Lambda BXE{. Amazon Simple Notification Service £88 , 2A% Amazon Kinesis Data Streams F &Y
BERER, ATXEEEMERAEN, BREMRHKWES , Amazon Inspector B HEIGEIBBE R
Z EventBridge A EH. BRI LA Amazon Inspector B #iEBFE, HWEHENRENEH., &
Ei1Rfit EventBridge B4R E1 0B R,

&

+ Amazon Inspector 9 Amazon EventBridge E /% #& iR
« Amazon Inspector BERE REHE B R E 5

« Amazon Inspector #1417 i e R E B R £ 5l

+ Amazon Inspector & 2 & B {4 i 18 15 iR &5 4

« Amazon Inspector B B) B & 48 18R €551

Amazon Inspector B9 Amazon EventBridge E A B A

AR & Amazon Inspector EventBridge SHHEREB BRG], BHFAEFSRBSEHEEME
ZENES

{
"version": "Q",
"id": "Event ID",
"detail-type": "Inspector2 *event type*",
"source": "aws.inspector2",
"account": "AWS ## ID (string)",
"time": "event timestamp (string)",
"region": "AWS ## (string)",
"resources": [
*IDs or ARNs of the resources involved in the event*
1,
"detail": {
*Details of an Amazon Inspector event type*
}
}
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Amazon Inspector FAERE REHE B R REH

T 58612 E& Amazon Inspector F&E# R M EventBridge B4R, B Amazon Inspector 5 3!
Hbh—FERINHRERINMAREER  ReEUEERESSH., NEEVEMNUEEESES4MNE
7 , 5528 £/ Amazon EventBridge 23 ¥ Amazon Inspector &4 R/ B 5] [E f& EventBridge.

THIR T BB BEFESH

« detail-type BRXEA Inspector2 Finding.
- detail RAAREFE,
- detail.resources.tags REHRESIB/BEERNNVE,

AL ERER , LEFTEERNEEFERENBBEBTESHEREIR.

Amazon EC2 package vulnerability finding

"version": "Q",
"id": "4d621919-f1f4-4201-a0e2-37e4e330ff51",
"detail-type": "Inspector2 Finding",
"source": "aws.inspector2",
"account": "123456789012",
"time": "2024-09-04T17:00:36Z",
"region": "eu-central-1",
"resources": [
"i-12345678901234567"

1,
"detail": {
"awsAccountId": "123456789012",
"description": "In snapd versions prior to 2.62, snapd failed to properly

check the destination of symbolic links when extracting a snap. The snap format
is a squashfs file-system image and so can contain symbolic links and other file
types. Various file entries within the snap squashfs image (such as icons and
desktop files etc) are directly read by snapd when it is extracted. An attacker who
could convince a user to install a malicious snap which contained symbolic links
at these paths could then cause snapd to write out the contents of the symbolic
link destination into a world-readable directory. This in-turn could allow an
unprivileged user to gain access to privileged information.",

"epss": {

"score": 0.00043

Amazon Inspector FEFE RSB HEBERE ) 113



Amazon Inspector EREER

3,
"exploitAvailable": "NO",
"findingArn": "arn:aws:inspector2:eu-

central-1:123456789012:finding/FINDING_ID",
"firstObservedAt": "Wed Sep 04 16:59:44.356 UTC 2024",
"fixAvailable": "YES",
"inspectorScore": 4.8,
"inspectorScoreDetails": {
"adjustedCvss": {
"adjustments": [],
"cvssSource": "UBUNTU_CVE",
"score": 4.8,
"scoreSource": "UBUNTU_CVE",
"scoringVector": "CVSS:3.1/AV:L/AC:L/PR:L/UI:R/S:U/C:L/I:L/A:L",
"version": "3.1"

},
"lastObservedAt": "Wed Sep 04 16:59:44.476 UTC 2024",
"packageVulnerabilityDetails": {
"cvss": [
{
"baseScore": 4.8,
"scoringVector": "CVSS:3.1/AV:L/AC:L/PR:L/UI:R/S:U/C:L/I:L/A:L",
"source": "UBUNTU_CVE",

"version": "3.1"
.
{
"baseScore": 7.3,
"scoringVector": "CVSS:3.1/AV:L/AC:L/PR:L/UI:R/S:U/C:H/I:H/A:H",
"source": "NVD",
"version": "3.1"
}

iF

"referenceUrls": [
"https://www.cve.org/CVERecord?id=CVE-2024-29069",
"https://ubuntu.com/security/notices/USN-6940-1"

1,

"relatedVulnerabilities": [
"USN-6940-1"

1,

"source": "UBUNTU_CVE",

"sourceUrl": "https://people.canonical.com/~ubuntu-security/cve/2024/
CVE-2024-29069.html",

"vendorCreatedAt": "Thu Jul 25 20:15:00.000 UTC 2024",

Amazon Inspector FAEHE REMHEBHEREH) 114



Amazon Inspector EREER

"vendorSeverity": "medium",
"vulnerabilityId": "CVE-2024-29069",
"vulnerablePackages": [
{
"arch": "ALL",
"epoch": 0,
"fixedInVersion": "0:2.63+22.04ubuntu®.1",
"name": "snapd",
"packageManager": "0S",
"remediation": "apt-get update && apt-get upgrade",
"version": "2.63"

iy

"remediation": {
"recommendation": {

"text": "None Provided"
}
},
"resources": [
{
"details": {

"awsEc2Instance": {
"iamInstanceProfileArn":
"arn:aws:iam::123456789012:instance-profile/AmazonSSMRoleForInstancesQuickSetup",
"imageId": "ami-02ff980600c693b38",
"ipV4Addresses": [
"1.23.456.789",
"123.45.67.890"
1,
"ipV6Addresses": [],
"launchedAt": "Wed Sep 04 16:57:40.000 UTC 2024",
"platform": "UBUNTU_22_04",
"subnetId": "subnet-12345678",
"type": "t2.small",
"vpcId": "vpc-12345678"

I

"id": "i-12345678901234567",
"partition": "aws",
"region": "eu-central-1",
"type": "AWS_EC2_INSTANCE"

1,
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"severity": "MEDIUM",

"status": "CLOSED",

"title": "CVE-2024-29069 - snapd",

"type": "PACKAGE_VULNERABILITY",

"updatedAt": "Wed Sep 04 17:00:36.951 UTC 2024"

Amazon EC2 network reachability finding

"version": "Q",

"id": "9ebl1l603b-4263-19ec-8be2-33184694cb92",
"detail-type": "Inspector2 Finding",
"source": "aws.inspector2",

"account": "123456789012",

"time": "2024-09-05T13:06:56Z",

"region": "eu-central-1",
"resources": ["i-12345678901234567"],
"detail": {

"awsAccountId": "123456789012",

"description": "On the instance 1-12345678901234567, the port range
22-22 is reachable from the InternetGateway igw-261lbab4d from an attached ENI

eni-094ad651219472857.",
"findingArn": "arn:aws:inspector2:eu-
central-1:123456789012:finding/FINDING_ID",
"firstObservedAt": "Thu Sep 05 13:06:56.334 UTC 2024",
"lastObservedAt": "Thu Sep 05 13:06:56.334 UTC 2024",
"networkReachabilityDetails": {
"networkPath": {
"steps": [{
"componentId": "igw-261bab4d",
"componentType": "AWS::EC2::InternetGateway"
3, {
"componentId": "acl-171b527d",
"componentType": "AWS::EC2::NetworkAcl"
b i
"componentId": "sg-0d34debf87410f2d9",
"componentType": "AWS::EC2::SecurityGroup"
3, {
"componentId": "eni-094ad651219472857",
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"componentType": "AWS::EC2::NetworkInterface"

o {
"componentId": "i-12345678901234567",
"componentType": "AWS::EC2::Instance"

1]

.

"openPortRange": {
"begin": 22,
"end": 22

.

"protocol": "TCP"
1,

"remediation": {
"recommendation": {

"text": "You can restrict access to your instance by modifying the
Security Groups or ACLs in the network path."
}
I
"resources": [{
"details": {
"awsEc2Instance": {
"iamInstanceProfileArn": "arn:aws:iam::123456789012:instance-

profile/AmazonSSMRoleForInstancesQuickSetup",
"imageId": "ami-02ff980600c693b38",
"ipV4Addresses": ["1.23.456.789", "123.45.67.890"],
"ipV6Addresses": [],
"launchedAt": "Wed Sep 04 17:41:24.000 UTC 2024",
"platform": "UBUNTU_22_04",
"subnetId": "subnet-12345678",
"type": "t2.small",
"vpcId": "vpc-12345678"

},
"id": "i-12345678901234567",
"partition": "aws",
"region": "eu-central-1",
"type": "AWS_EC2_INSTANCE"
1,
"severity": "MEDIUM",
"status": "ACTIVE",
"title": "Port 22 is reachable from an Internet Gateway - TCP",
"type": "NETWORK_REACHABILITY",
"updatedAt": "Thu Sep 05 13:06:56.334 UTC 2024"
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Amazon ECR package vulnerability finding

"version": "Q",

"id": "5325facf-alaa-7d97-6bce-25fde6f6d2fc",

"detail-type": "Inspector2 Finding",

"source": "aws.inspector2",

"account": "123456789012",

"time": "2024-09-04T16:55:382",

"region": "eu-central-1",

"resources": [

"arn:aws:ecr:eu-central-1:123456789012:repository/inspector2/

sha256:84f507df33c6864d49¢c296Tb734192696e4cb6f78166ac51ac8b9b118181085d"

1,
"detail.resources.tags.testkey": "allow",
"detail": {
"awsAccountId": "123456789012",
"description": "Possible denial of service in X.509 name checks",
"epss": {
"score": 0.00045
.
"exploitAvailable": "NO",
"findingArn": "arn:aws:inspector2:eu-

central-1:123456789012:finding/FINDING_ID",
"firstObservedAt": "Wed Sep 04 16:55:38.411 UTC 2024",
"fixAvailable": "YES",
"lastObservedAt": "Wed Sep 04 16:55:38.411 UTC 2024",
"packageVulnerabilityDetails": {
"cvss": [1,
"referenceUrls": [
"https://www.cve.org/CVERecord?id=CVE-2024-6119",
"https://ubuntu.com/security/notices/USN-6986-1"

1,

"relatedVulnerabilities": [
"USN-6986-1"

1,

"source": "UBUNTU_CVE",

"sourceUrl": "https://people.canonical.com/~ubuntu-security/cve/2024/

CVE-2024-6119.html",
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"vendorCreatedAt": "Tue Sep 03 00:00:00.000 UTC 2024",
"vendorSeverity": "medium",
"vulnerabilityId": "CVE-2024-6119",
"vulnerablePackages": [
{
"arch": "ARM64",
"epoch": 0,
"fixedInVersion": "0:3.0.13-Qubuntu3.4",
"name": "libssl3t64",
"packageManager": "0S",
"release": "Qubuntu3.2",
"remediation": "apt-get update && apt-get upgrade",
"sourcelayerHash":
"sha256:1567e7ea90b67fc95ccdeeec39bdc3045098dee7e@c604975b957a9f8c0e9616",
"version": "3.0.13"
I
{
"arch": "ARM64",
"epoch": 0,
"fixedInVersion": "0:3.0.13-Qubuntu3.4",
"name": "openssl",
"packageManager": "0S",
"release": "Qubuntu3.2",
"remediation": "apt-get update && apt-get upgrade",
"sourcelLayerHash":
"sha256:1567e7ea90b67fc95ccdeeec39bdc3045098dee7e@c604975b957a9f8c0e9616",
"version": "3.0.13"

1,
"remediation": {
"recommendation": {

"text": "None Provided"
}
},
"resources": [
{
"details": {
"awsEcrContainerImage": {
"architecture": "armés4",
"imageHash":

"sha256:84f507df33c6864d49c296fb734192696e4cb6f78166ac51ac8b9b118181085d",
"imageTags": [
"ubuntu_latest"

Amazon Inspector FEFE RSB HEBERE )

119



Amazon Inspector EREER

1,

"platform": "UBUNTU_24_04",

"pushedAt": "Wed Sep 04 16:55:28.000 UTC 2024",
"registry": "123456789012",

"repositoryName": "inspector2"

},

"id": "arn:aws:ecr:eu-central-1:123456789012:repository/inspector2/
sha256:84f507df33c6864d49c296fb734192696e4cb6f78166ac51ac8b9b118181085d",

"partition": "aws",

"region": "eu-central-1",

"type": "AWS_ECR_CONTAINER_IMAGE"

1,

"severity": "MEDIUM",

"status": "ACTIVE",

"title": "CVE-2024-6119 - 1libssl3t64, openssl",
"type": "PACKAGE_VULNERABILITY",

"updatedAt": "Wed Sep @4 16:55:38.411 UTC 2024"

Lambda package vulnerability finding

"version": "Q",
"id": "9eadd71la-e49c-9864-6ba9-2a5d3f83c88f",
"detail-type": "Inspector2 Finding",
"source": "aws.inspector2",
"account": "123456789012",
"time": "2024-09-04T16:50:37Z",
"region": "eu-central-1",
"resources": [
"arn:aws:lambda:eu-central-1:123456789012:function:VulnerableFunction:
$LATEST"
1,
"detail": {
"awsAccountId": "123456789012",
"description": "Flask is a lightweight WSGI web application framework. When
all of the following conditions are met, a response containing data intended for
one client may be cached and subsequently sent by the proxy to other clients. If
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the proxy also caches 'Set-Cookie’ headers, it may send one client's “session’
cookie to other clients. The severity depends on the application's use of the
session and the proxy's behavior regarding cookies. The risk depends on all these
conditions being met.\n\nl. The application must be hosted behind a caching proxy
that does not strip cookies or ignore responses with cookies. 2. The application
sets ‘session.permanent = True® 3. The application does not access or modify the
session at any point during a request. 4. "SESSION_REFRESH_EACH_REQUEST  enabled
(the default). 5. The application does not set a “Cache-Control® header to indicate
that a page is private or should not be cached.\n\nThis happens because vulnerable
versions of Flask only set the "Vary: Cookie® header when the session is ac",
"epss": {
"score": 0.00208
1,
"exploitAvailable": "YES",
"exploitabilityDetails": {
"lastKnownExploitAt": "Sat Aug 31 00:04:50.000 UTC 2024"
1,
"findingArn": "arn:aws:inspector2:eu-
central-1:123456789012:finding/FINDING_ID",
"firstObservedAt": "Wed Sep 04 16:50:37.627 UTC 2024",
"fixAvailable": "YES",
"inspectorScore": 7.5,
"inspectorScoreDetails": {
"adjustedCvss": {

"cvssSource": "NVD",

"score": 7.5,

"scoreSource": '"NVD",

"scoringVector": "CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N",
"version": "3.1"

},
"lastObservedAt": "Wed Sep 04 16:50:37.627 UTC 2024",
"packageVulnerabilityDetails": {
"cvss": [
{
"baseScore": 7.5,
"scoringVector": "CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N",
"source": "NVD",
"version": "3.1"

iF

"referenceUrls": [
"https://www.debian.org/security/2023/dsa-5442",
"https://lists.debian.org/debian-lts-announce/2023/08/msg@0024.html"
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iF
"relatedVulnerabilities": [],
"source": '"NVD",

"sourceUrl": "https://nvd.nist.gov/vuln/detail/CVE-2023-30861",
"vendorCreatedAt": "Tue May 02 18:15:52.000 UTC 2023",
"vendorSeverity": "HIGH",

"vendorUpdatedAt": "Sun Aug 20 21:15:09.000 UTC 2023",
"vulnerabilityId": "CVE-2023-30861",

"vulnerablePackages": [

{
"epoch": 0,
"filePath": "requirements.txt",
"fixedInVersion": "2.3.2",
"name": "flask",
"packageManager": "PIP",
"version": "2.0.0"

}

iy
"remediation": {
"recommendation": {

"text": "None Provided"
}
.
"resources": [
{
"details": {
"awsLambdaFunction":
"architectures": [
"X86_64"
1,

"codeSha256": "07jkFEmfPB+CK3Y6Pby5zW9gjG
+zusAagRRMGS8B27c=",

"executionRoleArn": "arn:aws:iam::123456789012:role/service-
role/VulnerableFunction-role-f9vs5mg8",
"functionName": "VulnerableFunction",

"lastModifiedAt": "Wed Sep 04 16:50:20.000 UTC 2024",
"packageType": "ZIP",

"runtime": "PYTHON_3_11",

"version": "$LATEST"

iy

"id": "arn:aws:lambda:eu-
central-1:123456789012: function:VulnerableFunction:$LATEST",
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"partition": "aws",
"region": "eu-central-1",
"type": "AWS_LAMBDA_FUNCTION"

1,

"severity": "HIGH",

"status": "ACTIVE",

"title": "CVE-2023-30861 - flask",

"type": "PACKAGE_VULNERABILITY",

"updatedAt": "Wed Sep 04 16:50:37.627 UTC 2024"

Lambda code vulnerability finding

"version": "Q",

"id": "e764f7be-f931-fflb-204b-8cab2d91724b",

"detail-type": "Inspector2 Finding",

"source": "aws.inspector2",

"account": "123456789012",

"time": "2024-09-04T16:51:01Z",

"region": "eu-central-1",

"resources": [
"arn:aws:lambda:eu-central-1:123456789012:function:VulnerableFunction:

$LATEST"

1)

"detail": {
"awsAccountId": "123456789012",
"codeVulnerabilityDetails": {

"cwes": [

"CWE-798"
1)
"detectorId": "python/hardcoded-credentialsevl.0Q",
"detectorName": "Hardcoded credentials",
"detectorTags": [

"secrets",

"security",
"owasp-toplQ",
"top25-cwes",
"cwe-798",
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"Python"
1,
"filePath": {
"endLine": 6,
"fileName": "lambda_function.py",
"filePath": "lambda_function.py",
"startLine": 6
I
"ruleId": "python-detect-hardcoded-aws-credentials"
I
"description": "Access credentials, such as passwords and access keys,

should not be hardcoded in source code. Hardcoding credentials may cause leaks even
after removing them. This is because version control systems might retain older
versions of the code. Credentials should be stored securely and obtained from the
runtime environment.",
"findingArn": "arn:aws:inspector2:eu-
central-1:123456789012:finding/FINDING_ID",
"firstObservedAt": "Wed Sep 04 16:51:01.869 UTC 2024",
"lastObservedAt": "Wed Sep 04 16:51:01.869 UTC 2024",
"remediation": {
"recommendation": {
"text": "Your code uses hardcoded AWS credentials which might
allow unauthorized users access to your AWS account. These attacks can occur
a long time after the credentials are removed from the code. We recommend that
you set AWS credentials with environment variables or an AWS profile instead.
You should consider deleting the affected account or rotating the secret key
and then monitoring Amazon CloudWatch for unexpected activity.\n[https://
boto3.amazonaws.com/vl/documentation/api/latest/quide/credentials.html] (https://
boto3.amazonaws.com/vl/documentation/api/latest/quide/credentials.html)"

}
},
"resources": [
{

"details": {
"awsLambdaFunction": {
"architectures": [
"X86_64"
1,
"codeSha256": "07jkFEmfPB+CK3Y6Pby5zW9gjG
+zusAaqRRMGS8B27c=",

"executionRoleArn": "arn:aws:iam::123456789012:role/service-
role/VulnerableFunction-role-f9vs5mg8",
"functionName": "VulnerableFunction",

"lastModifiedAt": "Wed Sep 04 16:50:20.000 UTC 2024",
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"packageType": "ZIP",
"runtime": "PYTHON_3_11",
"version": "$LATEST"
}
},
"id": "arn:aws:lambda:eu-
central-1:123456789012:function:VulnerableFunction:$LATEST",
"partition": "aws",
"region": "eu-central-1",
"type": "AWS_LAMBDA_FUNCTION"
}
1,
"severity": "CRITICAL",
"status": "ACTIVE",
"title": "CWE-798 - Hardcoded credentials",
"type": "CODE_VULNERABILITY",
"updatedAt": "Wed Sep 04 16:51:01.869 UTC 2024"

(@ Note

AHEFEERE—RERERW JSON FHEABRE A4, erEBEREREREREEHE
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« detail-type WU E R Inspector2 Scan,

- detail Y3 E finding-severity-counts ¥ , FHRAEABRELERNPHRELERE
2 , f5lt0 CRITICAL, HIGHH MEDIUM.
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Amazon EC2 instance initial scan

"version": "Q",
"id": "28a46762-6ac8-6cc4-4Ff55-bc9ab99af928",
"detail-type": "Inspector2 Scan",
"source": "aws.inspector2",
"account": "111122223333",
"time": "2023-01-20T22:52:357",
"region": "us-east-1",
"resources": [
"i-087d63509b8c97098"
1,
"detail": {
"scan-status": "INITIAL_SCAN_COMPLETE",
"finding-severity-counts": {
"CRITICAL": 0,
"HIGH": 0,
"MEDIUM": O,
"TOTAL": ©
},
"instance-id": "i-087d63509b8c97098",
"version": "1.0"

Amazon ECR image initial scan

"version": "Q",

"id": "fdaa751a-984c-a709-44f9-9a9da9cd3606",

"detail-type": "Inspector2 Scan",

"source": "aws.inspector2",

"account": "111122223333",

"time": "2023-01-20T23:15:182",

"region": "us-east-1",

"resources": [
"arn:aws:ecr:us-east-1:111122223333:repository/inspector2"

1,

"detail": {
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"scan-status": "INITIAL_SCAN_COMPLETE",

"repository-name": "arn:aws:ecr:us-east-1:111122223333:repository/

inspector2",
"finding-severity-counts": {
"CRITICAL": 0,

"HIGH": 0,
"MEDIUM": O,
"TOTAL": ©

}I

"image-digest":

"sha256:965fbcae990b0467ed5657caceaecl65018ef44a4d2d46c7cdea80a9dffodlea”

"image-tags": [
"ubuntu22"
1,

"version": "1.0"

Lambda function initial scan

"version": "Q",

"id": "4f290a7c-361b-c442-03c8-a629f6f20d6C",
"detail-type": "Inspector2 Scan",

"source": "aws.inspector2",

"account": "111122223333",

"time": "2023-02-23T18:06:03Z",

"region": "us-west-2",

"resources": [

"arn:aws:lambda:us-west-2:111122223333:function:lambda-example:$LATEST"

1,
"detail": {
"scan-status": "INITIAL_SCAN_COMPLETE",
"finding-severity-counts": {
"CRITICAL": 0,

"HIGH": 0,
"MEDIUM": @,
"TOTAL": 0

1,

"version": "1.0"
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}

Amazon Inspector &= & B =4S B R R E 5l

AT 2R EEER Amazon Inspector B4 HY EventBridge BH B IR H], EEIRM Amazon
Inspector B HEHEL TR , ISBELLES, THRUBNEEHEEEH -

« detail-type #FRES Inspector2 Coverageo
- detail MU B ERLERFH R HWMEBN scanStatus¥,

"version": "Q",
"id": "@00adda5-0fbf-913e-bcle-10f0376412aa",
"detail-type": "Inspector2 Coverage",
"source": "aws.inspector2",
"account": "111122223333",
"time": "2023-01-20T22:51:39Z",
"region": "us-east-1",
"resources": [
"i-087d63509b8c97098"
1,
"detail": {
"scanStatus": {
"reason": "UNMANAGED_EC2_INSTANCE",
"statusCodeValue": "INACTIVE"
.
"scanType": "PACKAGE",
"eventTimestamp": "2023-01-20T22:51:35.665501Z2",
"version": "1.0"
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Amazon Inspector B B X A #5818 R £ 4

E Amazon Inspector FZEXEHEBTNREBER , BEDBASHEEEEZRNEERES. THIHML
# A HEBRAEHS

« detail-type MUEXEA Inspector2 AutoEnable,
- detail YIHRABBMASHLRBNER,

"version": "Q",
"id": "85fc3613-e913-7fc4-a80c-a3753e4aa%9ae",
"detail-type": "Inspector2 AutoEnable",
"source": "aws.inspector2",
"account": "123456789012",
"time": "2024-08-21T02:36:48Z",
"region": "us-east-1",
"detail": {
“version”: “1.0.0”,
“AutoEnableStatus”: “Failed”,
“Reason”: "The number of member accounts enabled with AWS Inspector has reached
the maximum limit of 10,000"

}
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BEAR Linux® B Amazon Inspector SSM 2=
Windows

AFEBEFRA LinuxF Windows#1T{E8# Amazon Inspector SSM /A2,

#9 Amazon Inspector SSM ZMEFE R Linux

Amazon Inspector £ Amazon Inspector SSM ZAHIERE Linux BI{THEE EHITRERER
. Amazon Inspector SSM AR EX BB ZHEE /opt/aws/inspector/binB &H Y Linux #l
TER L, THTENEEA inspectorssmplugin,

Amazon Inspector £ Systems Manager Distributor 7E 8B 1T{E & L BENBEN . BEEHITR

B &R | Systems Manager Distributor #1 Amazon Inspector %483 &K Amazon EC2 #1T{&
BIUEX R, WMEHFFE Systems Manager Distributor X ERNEZRKNWEN , HS2EAWS Systems

Manager  fEAEIEmR) PHEZENEHTFENEE,

Amazon Inspector I ERH 8% , LLEE Amazon Inspector SSM ABERN A RAREBFIVEDN
BHl, ELERBHEIE /opt/aws/inspector/var/input# /opt/aws/inspector/var/
output,.

FH packages.txt RS /opt/aws/inspector/var/outputEERERERECEHNTE
K&, R Amazon Inspector FE#{T{EHE L Z ) XERZBRMNEH , packages. txtBREHIHIKF
EHNSAEME.

Amazon Inspector B4 /A 2K BEFFERIE /var/log/amazon/inspector B #H,
% % Amazon Inspector SSM MBE R,

MRFR/PMOMBRinspectorssmpluginiE®R , SSM BBInspectorLinuxDistributor-do-
not-deleteBE FRBHBEREHEHF ZE inspectorssmpluginfE X,

WREZH Amazon EC2 i , AR IEXAS BB RTA Linux TEBRZE,

B9 Amazon Inspector SSM #A#E X Windows

Amazon Inspector ZE Amazon Inspector SSM A\ HIE X F BER B EAIWindows #1178, Amazon
Inspector SSM AMERNE BB REE BHIWindowsH{T{EE EC:\Program Files\Amazon
\Inspector , AIH{THE B A InspectorSsmPlugin.exe,
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RESEILTHIERME , LAEH Amazon Inspector SSM RN INENER

* C:\ProgramData\Amazon\Inspector\Input
* C:\ProgramData\Amazon\Inspector\Output
* C:\ProgramData\Amazon\Inspector\Logs

(® Note
RIFFAER , Amazon Inspector SSM AR EXNZLURRA EE B EIEFHAIT.

(® Note

B LAEREETER T M E R HERENWindowsHTEE, T8 , BB =AU
ssm:PutInventory# ssm:GetParameterzfali EE’Jﬂ@,

% % Amazon Inspector SSM MEBER,

MRF/PNOMBERINnspectorSsmPlugin. exefR , InspectorDistributor-do-not-
deleteB@BHEE T —EWindowsFHBREM L InspectorSsmPlugin. exefEE,

REBEMBRLE Amazon Inspector SSM AHER |, LA LLEA AmazonInspector2-
ConfigureInspectorSsmPlugin X#H4HWERZEEE, T8 , MREEA Amazon Inspector
SSM AR ER & B B R FTEWindows MR %%, Amazon EC2

(® Note

MR EAEZH Amazon Inspector 2 BIfi#kR = % SSM RERE , Amazon Inspector SSM 7}
EXgREAEWindowsE# £ | BEFE1$ERMEEE Amazon Inspector SSM 4 2, MFE
MER , 552 =R Amazon Inspector,
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HEYEEE (SBOM) REEHBEMEN tH, BRAEMEHEWEXNEEFE, Amazon Inspector
SBOM E4% 25 (Sbomgen) 2 —fEE4E SBOM WIE | ARAH1E, A&, Bk, AEERHK , UK
mFEGOM —H# I, Rust @SbomgenEHITECLZEEHFHBEANER, E Sbomgenik ZIEEIE
R, CEHNES4BRE. RAMHEAPEER, Sbomgen REKEHHEERERAE CycloneDX
SBOM, f&HJLAfER Sbomgeni#% CycloneDX SBOM E4E ARSI STDOUT HEA |, I#& SBOMs
35 E Amazon Inspector ¥ 1TiREE R, EHBAILAERA Sbomgenfi s CI/ICD BEH—&8% , LLEE
RIEASERGMAIBEEBN —F2. hitps://docs.aws.amazon.com/inspector/latest/user/scanning-
cicd.html

xENEFEE

Sbomgen Ui T FIE 4 R BE7F

» Alpine APK

+ Debian/Ubuntu DPKG
* Red Hat RPM
- C#

+ Go

+ Java

* Node.js

« PHP

+ Python

* Ruby

* Rust

X ENRFREEAERE

Sbomgen Al BAiE# B L Dockerfile , Wt EMGHEEFE LK , AR LRBEE, NFEFHEE
A , 5528 Amazon Inspector Dockerfile # 2,
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Z % Sbomgen

Sbomgen EEAR Linux EER#K.

R B ESbomgen D Hr A IRENBR & | B4 BDockerz 8 , Docker T EESMEHARKRSE
FIEPFEE . tar ER BBV,

Amazon Inspector BZE&ESbomgenft ELV BB T HERBAKHRKEIT -
. 4 3% CPU

« 8 GB RAM

Z % Sbomgen

1. REBHIER URL TEEZITHY Sbomgen zip &2 :

Linux AMDG64 : https : //https://amazon-inspector-sbomgen.s3.amazonaws.com/latest/linux/

amd64/inspector-sbomgen.zip

Linux ARM64 : https : //https://amazon-inspector-sbomgen.s3.amazonaws.com/latest/linux/

arm64/inspector-sbomgen.zip

HNE , WAL TEHENR Amazon Inspector SBOM E4 25 zip .
2. EATYGSHEBETH :

unzip inspector-sbomgen.zip

3. REENBEHPREETIESR

« inspector-sbomgen - iEREMHITLLESE SBOMsHI T E,

« README. txt - EREA WX HSbomgen,

» LICENSE.txt - ltiEREE WEBRESbomgen,

« licenses - WERIKRIE FANE=SFE4NREEHASbomgen.
« checksums.txt - IEREMSbomgen TEMHZE,

« sbom. json - iE&SbomgenT E# CycloneDX SBOM,

« WhatsNew.txt - WERBERENEFTHFE , ALETLUIRERTESbomgenlk AR 2 B EE
B E M,

4. (FR) EAUATHTRELENEEENMTEM
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https://amazon-inspector-sbomgen.s3.amazonaws.com/latest/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/latest/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/latest/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/latest/linux/arm64/inspector-sbomgen.zip
https://docs.aws.amazon.com/inspector/latest/user/sbom-generator-versions.html
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sha256sum < inspector-sbomgen

B EREchecksums .. txtiEEN RS,
5. FATITSHETHTEFIRTIE

chmod +x inspector-sbomgen
6. FRAUTHTHESR Sbomgen ERIIRE :

./inspector-sbomgen --version
LREZEEINEUUTHEL

Version: 1.X.X

5/ Sbomgen

AERAMFEE AR S KX Sbomgen, BT LLUEBSbomgen N EEIHIE— 5 T HRIMAER . ZEERIA

IELLEH |, FEHIT list-examples®H T :

./inspector-sbomgen list-examples

EAEARMREA SBOM A iR

&I LAEF Sbomgen AR ESMSRESE SBOMs , WHERBMEEER, BULUEA container ¥
TRUALEIhEE,

LR

ETHRRNBH BT , BB image : tagBR BIRERY ID , i§ Bfoutput_path. jsonREE
TN HEE,

# generate SBOM for container image
./inspector-sbomgen container --image image:tag -o output_path.json

® Note

RHEEBMAEIURREEA) , URENHE, BPHILETERLHESbomgenKEE |, iE
AR BENRER, B NREEUSREMERE. THN LERRE.
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Sbomgen # & # A BScanSbom , Amazon Inspector Scan API A& EEEE#EIB 5, 000 BAEH
SBOMs, #EIZH|F , Amazon Inspector Scan AP| €@ HTTP 400 EIfE,

MRRETERERBERRB &K , FEBTHEA Sbomgen --skip-filessl &,

MR THIER  AEMRGFETEE RN

« InvalidImageFormat - fEAE XK TAR ZH, EAEERRIBEERBRENTERNES
ARG BB A,

- ImageValidationFailure - ERFERGETHNBRERENIABTREREAY , SINFTHEFNR
FERESHE, TERNEFABTERERLAMMN SHA256 MEBMERFTR , EFERE,

« ErrUnsupportedMediaType - ERETH T ETZENHEREARZRE, NEERXXENERE
HNEF , F2RIENEERRINERER,

Amazon Inspector &% &application/
vnd.docker.distribution.manifest.list.v2+jsoniE8&&EA, FiB , Amazon Inspector &
BREABEETE., RHERAENETEFTENREGR SO LHAREEERE --platform 5| RERAN
FhH. MRKIEESI--platform® , Amazon Inspector SBOM Generator R IBEHITAIENFEA
BEEMEFAEE,

B M FELE SBOM

B LAEA 1B #MEFSbomgenE4E SBOMs, BRI LAEMA directory® archive ¥ SR A
WIhge, ERBERERERKESE SBOM , HILITHL git EFEER , Amazon Inspector B & A
L IhEE,

gflams 1
THREXBHBRERREE SEREL SBOM B FHT.

# generate SBOM from directory
./inspector-sbomgen directory --path /path/to/dir -o /tmp/sbom.json

Bl 2

THRABHBREREHEEREL SBOMNFHT. B—XENHERXS .zip. .tar#

.tar.gz,.
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https://docs.aws.amazon.com/inspector/v2/APIReference/API_scan_ScanSbom.html
https://docs.aws.amazon.com/inspector/latest/user/scanning-ecr.html#ecr-supported-media
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# generate SBOM from archive file (tar, tar.gz, and zip formats only)
./inspector-sbomgen archive --path testData.zip -o /tmp/sbom.json

1€ GoxRustim=ZN —EMNEESE SBOM

& LA 4R R Rust Gofll —#{u i SbomgenE 4 SBOMs, EAILUEIR binary Fo v REA L
BEM

./inspector-sbomgen binary --path /path/to/your/binary

fEE SRR EEE SBOM

& B LAE A Amazon Inspector SBOM E 4SS ERIER[EE L SBOMs, EAILAEA volume Finw
BALLIIEE, ERMESMREEUBRER  BREEAILINE , Sl HEHERFKMN Amazon EBS #
KRE, HEHKFOSTE , HENUEERESEAEERREGCNEERRKER.

BRI LAisH# Amazon EBS B4R [E |, FiERKHIEEZE E %% Amazon Inspector SBOM E£ZEH
Amazon EC2 #1T{E# , WA HBHEEZHATER L. HREM Amazon EC2 #1T{ER B Bl EEEA
B9 Amazon EBS HiRE[E |, B LIB YRR E /Y Amazon EBS HRER | RERKIRBEIFM Amazon
EBS M EAMIFH 2 H. MFE Amazon EBS WFME , 728 (Amazon Elastic Block Store {8
BEERE) PHHER Amazon EBS ?,

gh
THRABH RERRBRUREESE SBOM W F@ T, --path SIHEEEHRUHRENRE &%,

# generate SBOM from mounted volume
./inspector-sbomgen volume --path /mount/point/of/volume/root

LR

THRABFH BB HEUKREEZSE SBOM B FaT , BKIEBRER --exclude-suffix5|E#Y
REERRBRE. EMEETEAREER (HINBFERAERBER ) B, --exclude-suffix5|#
#ElEH, BEUEERERHEENERNE S8R HFRERE I  ETUNRL RHEKBNCREEER

=
o

# generate SBOM from mounted volume with exclusions
./inspector-sbomgen volume --path /mount/point/of/volume/root \
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https://docs.aws.amazon.com/ebs/latest/userguide/what-is-ebs.html
https://docs.aws.amazon.com/ebs/latest/userguide/what-is-ebs.html
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--exclude-suffix .log \
--exclude-suffix cache

BEERETFNEERBEECHSRENCAHRKERE, flw , BiEHEE NWEKE/mnt/volume ,
HPGEiE WERE/mnt/volume/var/lib/rpm/rpmdb.sqlite , BREEEELEH SBOM /
var/lib/rpm/rpmdb.sqlitehZE#LE ,

#& SBOM &ix E Amazon Inspector LAi& B R A

BT E4 SBOM 24 , #E a LAE A3 B Amazon Inspector Scan APl HI & — i &% SBOM Ui
1T, Amazon Inspector & 5514 SBOM WAR =B EIRE , BEZEEEMERE Sbomgen, BiE
B A, BEBEVUERIBEAER.

(@ Note
BB A B BEEFY AWS 1RE BWYEA® InspectorScan-ScanSbom , 8 1L Th

ok
Beo

EERALLIIEE | 384§ - -scan-sbom5| BEIEA Sbomgen CLI, #tBAILA#% - -scan-sbom5| BEE
Z T 5EMSbomgenF @+ : archive, binary, container, directory. localhost,

(® Note

Amazon Inspector Scan AP| T2 EI2Ei8 5, 000 BEHSBOMs, ELLEHIF , Amazon
Inspector Scan API €{&[E HTTP 400 B,

BRI AERA T 5] AWS CLI 518, i#EiB AWS FREE D IAM A& [ Amazon Inspector 1T & 75 58 5F%

--aws-profile profile
--aws-region region
--aws-iam-role-arn role_arn

Bt LAm B THIRESE |, [ Amazon Inspector 1T 5 4 B % Sbomgen,
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AWS_ACCESS_KEY_ID=%$access_key \
AWS_SECRET_ACCESS_KEY=$secret_key \
AWS_DEFAULT_REGION=$region \
./inspector-sbomgen arguments

EEEERERE , BFEH --scan-sbom-output-format cyclonedx5I#= --scan-sbom-

output-format inspectors|®,

LR & BAlpineLinuxEFTARAEE I SBOM, ## SBOM , A REZRE A JSON &R,

./inspector-sbomgen container --image alpine:latest \
--scan-sbom \
--aws-profile your_profile \
--aws-region your_region \
--scan-sbom-output-format cyclonedx \
--outfile /tmp/inspector_scan.json

Lo TEFER AWS B2 AERMMAREEZE , [@ Amazon Inspector #1T & 7 5

AWS_ACCESS_KEY_ID=$your_access_key \
AWS_SECRET_ACCESS_KEY=$your_secret_key \
AWS_DEFAULT_REGION=$your_region \
./inspector-sbomgen container --image alpine:latest \
-o /tmp/sbom.json \
--scan-sbom \
--scan-sbom-output-format inspector

ghlaw 3

HHSEER IAM &8 ARN & Amazon Inspector 1T & 0 BT,

./inspector-sbomgen container --image alpine:latest \
--scan-sbom \
--aws-profile your_profile \
--aws-region your_region \
--outfile /tmp/inspector_scan.json

# SBOM &% = Amazon Inspector LA i B H
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--aws-iam-role-arn arn:aws:iam::123456789012:r0le/your_role

£ A H At FR HH 8 R 1B s =81 Th e

Amazon Inspector SBOM EASRERIFZEAN G TEARLERNFHEES.
FREHEREA

18 Amazon Inspector SBOM E4 SR FHn SR BBEA T HIFARFRHERFE

- R directory¥& %

« ¥ localhostF& < : os. programming-language-packages. extra-ecosystems & #2554l
A
T

« ¥ container¥®

—HEfR R A

: Z#{Z, programming-language-packages. Dockerfile #®ifigsE4H

. 0s, programming-language-packages. extra-ecosystems, Dockerfile,

ST R

EETESTERFESFALUNNIFEESS | 5FH --additional-scannersiBIE | #HEEEENIEN
REREE, LTRSS NITSTIHRIENES TS,

# Add WordPress installation scanner to directory scan
./inspector-sbomgen directory --path /path/to/directory/ --additional-scanners
wordpress-installation -o output.json

LT R e mAERER S REENESERHEERNESN RS,

./inspector-sbomgen container --image image:tag --additional-scanners scannerl, scanner2
-0 output.json

BEFBERENERD LRREE(CERFHE

BRI MANRERHFMREGE , RS Sbomgeni®mii 200 MB HEDMER, K 200 MB KIERRD
BEE4PEER, ERFEEIB Rust 200MB Ky Go —#uiF , AJREEBIIER. EERERNNR
%, A --max-file-size5|#, EFELEBHFRARER , EEISREERNRF , 1M
DR ERERER RS
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g4

THIEEFI REIAERA --max-file-size 5| BIREMER K,

# Increase the file size limit to scan files up to 300 MB
./inspector-sbomgen container --image alpine:latest \
--outfile /tmp/sbom.json \

--max-file-size 300000000

BEUREADALHURAE. CEEEARNERRHSENY.
FREERE RS
Sbomgen BT IEMIEEETEE , THEH CICD REFHHBTFTBS.

INFO[2024-02-01 14:58:46]coreV1.go:53: analyzing artifact

HN ~~— X\~ —

NFO[2024-02-01 14:58:46]coreV1.go:62: executing post-processors

IEAILAER --disable-progress-bars| BEHEERRE :

./inspector-sbomgen container --image alpine:latest \
--outfile /tmp/sbom.json \
--disable-progress-bar

fFH B EFEEHE Sbomgen

ERRELARERIHRBER  CUURLABEHPTENTREE SBOMs, LTLUEB TSI
FEREEEBAEN |

ERREBEAERETRE (ER)

HRAEZ  SEnAREEEETE2RE, Hlin , MRERA Docker , BRI LAMER Dockerit &
MAREHREETE PRI - docker login,

EREERE RS 140
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1. BRBEELHNBH[BERE, Hl0, MRFEA Docker , FBAILAEM Dockerlogin < B & EETE
DR

2. BRARBHEZR , FEERHFEPINARIWRGESbomgen LEA . BEEFATHIES |, FA
image:tagBRABEHFEHRGEER

./inspector-sbomgen container --image image:tag

FHEEXF EETEFE
HRALFZE  FRUCAEZRBMASE , Y EEERSbomgeniE RIEM AL EHNFE,

EEFEATHES , B image: tagBRALERBENREEE | XAE B your_username B A7
BMRGHERAESRR

./inspector-sbomgen container --image image:tag --username your_username

EREE BN S RETRE

HRILFZE , BRENERRBEEFHEFRE . txt BEREP,

® Note
AR fEAERZARRILER, ERUEXTEETERIFR.

EEFEATHES , 8 your_username B BENFERERT |, password. txt# XA BTEE
THBRER . txtER |, Wi§ image: tagRBERENEBREE

INSPECTOR_SBOMGEN_USERNAME=your_username \
INSPECTOR_SBOMGEN_PASSWORD="cat password.txt  \
./inspector-sbomgen container --image image:tag

RE RyEEHIE H Sbomgen

DTRER EFZAREH SBOM £flSbomgen.
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Regr{E SBOM

"bomFormat": "CycloneDX",
"specVersion": "1.5",
"serialNumber": "urn:uuid:828875ef-8c32-4777-b688-0af96f3cf619",
"version": 1,
"metadata": {
"timestamp": "2023-11-17T21:36:38Z",
"tools": [
{
"vendor": "Amazon Web Services, Inc. (AWS)",
"name": "Amazon Inspector SBOM Generator",
"version": "1.0.0",
"hashes": [
{
"alg": "SHA-256",
"content":
"10ab669cfc99774786301a745165b5957c92ed9562d19972fbf344d4393b5ebl™

}

}
1,
"component": {
"bom-ref": "comp-1",
"type": "container",
"name": "fedora:latest",
"properties": [
{
"name": "amazon:inspector:sbom_generator:image_id",
"value":
"sha256:c81c8ae4dda7dedc@711daefe4076d33a88a69a28c398688090c1141eff17e50"
1,
{
"name": "amazon:inspector:sbom_generator:layer_diff_id",
"value":
"sha256:eddd0d48c295dc168d0710f70364581bd84bldda6bb386c4asde@b61de2f2119"
}

}
+

"components": [

{

KRB KEHIEH Sbomgen
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"bom-ref": "comp-2",

"type": "library",

"name": "dnf",

"version": "4.18.0",

"purl": "pkg:pypi/dnfe4.18.0",
"properties": [

{
"name": "amazon:inspector:sbom_generator:source_file_scanner",
"value": "python-pkg"
1,
{
"name": "amazon:inspector:sbom_generator:source_package_collector",
"value": "python-pkg"
1,
{
"name": "amazon:inspector:sbom_generator:source_path",
"value": "/usr/lib/python3.12/site-packages/dnf-4.18.0.dist-info/METADATA"
1,
{
"name": "amazon:inspector:sbom_generator:is_duplicate_package",
"value": "true"
1,
{
"name": "amazon:inspector:sbom_generator:duplicate_purl",

"value": "pkg:rpm/fedora/python3-dnfe@4.18.0-2.fc39?
arch=noarch&distro=39&epoch=0"

}

]

},

{
"bom-ref": "comp-3",
"type": "library",
"name": "libcomps",
"version": "0.1.20",

"purl": "pkg:pypi/libcompse0.1.20",
"properties": [

{
"name": "amazon:inspector:sbom_generator:source_file_scanner",
"value": "python-pkg"

1,

{
"name": "amazon:inspector:sbom_generator:source_package_collector",
"value": "python-pkg"

},
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{

"name": "amazon:inspector:sbom_generator:source_path",
"value": "/usr/lib64/python3.12/site-packages/libcomps-0.1.20-py3.12.egg-

info/PKG-INFO"

},

{
"name": "amazon:inspector:sbom_generator:is_duplicate_package",
"value": "true"

},

{
"name": "amazon:inspector:sbom_generator:duplicate_purl",

"value": "pkg:rpm/fedora/python3-libcomps@@d.1.20-1.fc39?

arch=x86_64&distro=39&epoch=0"

}
]
}
]
}

Amazon Inspector SBOM 7 4 2389 S BI AR A

AREFEEE Amazon Inspector SBOM E4 SRR IRAMERMER . MFEZRZE Sbomgen HHHETE
#A , FSE L2 Sbomgen,

L
\/l:I

Linux AMD64

Linux ARM64

Linux AMDG64

Linux ARM64

SHA-256 # &

bef68671bc532e4fb5
29500b62d7af836012
3cd967308d41ad0ce8
f43f7762fb

4f11d7037efad43f44

2c4edf7ba28774c4fa
706fb7622e4fba645b
b3ad3958¢c9

809eb7cb80d24fbfof
fdd124438d53a90763
2c222e924913ebd610
44ca949490

[ HUES
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=

Linux AMD64

Linux ARM64

Linux AMD64

Linux ARM64

Linux AMD64

Linux ARM64

TS

SHA-256 &

057f9e4c9970aedadb
da0685e7e02436fd52
23fbe81cec65138551
c63ed77bal

5172a5556¢f46f9fbc
5cf1d35bd382919fb6
b41aca1ec938db3a75
530060b0cf

c9e2da7b076dc89dc3
9a962a7dd9c7d1fd29
230a4eec7eb95f951d
6a179093d0

9e33622a7874adfe71
9ab7db75a1e44f4b5f
ae3573374068b501c8
9f0accfcfe

78d5a7f800fc26ba86
adab5b634431a91c00
7075e06d6ce46e5068
7d5156184e

Ob7a553d7d2d17c40a
62f1a11013bc46fa2c
3814f407c11130e15a
f3fe313769

5ce9e315a4f8f90ff5
eed7ab058efc8dbffé
593d66d3fc455f1c37
€882ec6466

[ HUES
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Linux AMD64

Linux ARM64

Linux AMD64

Linux ARM64

Linux AMD64

Linux ARM64

—

(]

—

(]

—
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o

—

oo
w

—

oo
w

SHA-256 &

dOef4c14fec6cd2e70
ae55b3e44
d17d02713
2947596e8ef861c0ef
c3c0eb5a871

2d8145011c13f5611f
c30f4510785d53e98b
911717f6dbe69616af
4d4b0df61f

78b377b27
30eb15476
173e40885
4542e191€953663af3
€0928dddfb8608f465
5

985bdc06d25ecch87¢c
4a81995¢c8a2d3c78e1
c02beea309a620b2de
4954767591

54eed5a772f68320f3
906bec5920e3a19da9
04abdace10f985b878
59015eef89

febd74a397fb0cdd33
56072503f08465ab87
2d1620d59
a2ab7d83bdb076c929
d
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Linux AMD64

Linux ARM64

Linux AMD64

Linux ARM64

Linux AMD64

Linux ARM64

RN
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N
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RN

RN
oo
RN

RN
[00)
o

RN
[00)
o

SHA-256 &

2e4e3c754e23004634
9dd975feb48fa953ea
5a2de190cbbc17c¢1c8
5043936b5a

449a49e22
2a2bdffe0353435d7b
04b0556b35a391c7b9
714ce46d1a5382bc3e
2

9ff7958e298d2b228b
0c7617f0a9a8732545
87fc26aee9826¢c3727
3650b389e9

6737584fd2c7d24b56
777d02846
d1737f47d0121344ba
ea217a3e5368fd98fcc

ef32e7fb4eelaf1e47
d6b528b47293fc7127
c7a7539f7354e84452
626a4c204d

0b82ddc691a517bb8f
c6ccd67b80ca566b11

7a1bb410c05764c9b7
e3ba76¢510
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Linux AMD64

Linux ARM64

Linux AMD64

Linux ARM64

Linux AMD64

Linux ARM64

RN
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SHA-256 &

3fba95d44aaea55ad0
6d3c7635a671662c48
3474578376d3f11e84
474f8de25f

1f4b52e3d80de87b92

b563a78bac4a2d898e
7af82db5b6791d899d

516e97cfbb

c44ba9bficfeb3ea2d
6d0b15d25
816800a50
45a438474f2f77c390
bac41aedcb

d37c5b1605bf82260d
a0b0f36311c83b1646
a4327c3fd8169badb3
a978470c9c

bObeb602a
6ae439d4e
307bd99682bc8a419f
d7d5e78a278bfc718e
b18e00b05e

95ff2d9df2fcd1982d
d705df1e763f57a0b4
99b6fe06801e9a8086
9e2e464831
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https://amazon-inspector-sbomgen.s3.amazonaws.com/1.7.3/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.7.2/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.7.2/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.7.1/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.7.1/linux/arm64/inspector-sbomgen.zip
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https://amazon-inspector-sbomgen.s3.amazonaws.com/1.7.0/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.6.3/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.6.3/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.6.2/linux/amd64/inspector-sbomgen.zip
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https://amazon-inspector-sbomgen.s3.amazonaws.com/1.6.1/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.6.0/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.6.0/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.5.5/linux/amd64/inspector-sbomgen.zip
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https://amazon-inspector-sbomgen.s3.amazonaws.com/1.5.4/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.5.3/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.5.3/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.5.2/linux/amd64/inspector-sbomgen.zip
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https://amazon-inspector-sbomgen.s3.amazonaws.com/1.5.1/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.5.1/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.5.0/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.5.0/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.4.0/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.4.0/linux/arm64/inspector-sbomgen.zip
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https://amazon-inspector-sbomgen.s3.amazonaws.com/1.3.2/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.3.2/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.3.1/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.3.1/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.3.0/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.3.0/linux/arm64/inspector-sbomgen.zip
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138e0b66feac9bal3el
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2efd9e620bf2b9e3al
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https://amazon-inspector-sbomgen.s3.amazonaws.com/1.2.1/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.2.1/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.2.0/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.2.0/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.1.1/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.1.1/linux/arm64/inspector-sbomgen.zip
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https://amazon-inspector-sbomgen.s3.amazonaws.com/1.1.0/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.1.0/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.0.0/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.0.0/linux/arm64/inspector-sbomgen.zip
https://docs.aws.amazon.com/inspector/latest/user/supported.html
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Alpine Linux
Amazon Linux
CentOS
Chainguard
Debian
Distroless
Fedora
MinimOS
OpenSUSE
Oracle Linux
Photon OS
RHEL
Rocky Linux
SLES
Ubuntu

Windows

LLAPK REBNERXRREHES

FEEE APKEEERREAESIENTANEENR, NFRFMEF ,
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fim

fim

fim

N/A

i

N/A

N/A

N/A

N/A
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fim
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E# Alpine Package Keeper,
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N/A

52/ Alpine Linux 4815

BLAPK BEBNEXRRENES
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https://wiki.alpinelinux.org/wiki/Alpine_Package_Keeper
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+ Alpine Linux

® Note

A APKEL R , Amazon Inspector SBOM B4 S #® /1ib/apk/db/ BRINWEEH
&Hl,

FTEIEE

- ENEEES - HREECREENANER
« RAKS - EREBEEZREAIRA
- BREHER - B BREEREEHFNRREHF

gl
THRRES RE APK BRI ER RN,

:Q1J1boSJkxrN4gkDcokr4zenpcWEXQ=
:z1ib

:1.2.13-11

:x86_64

154253

1110592

:A compression/decompression Library
chttps://z1lib.net/

:Z1ib

:z1ib

orc 4 Hwun>r»r< VN

LL DPKG AERNIEXRREHES

AETE DPKCGEEXRREMESTENTFANEEINRE. WEFHEE
Debian &,

7, 5528 Debian ik L8y
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https://wiki.alpinelinux.org/wiki/Apk_spec
https://wiki.debian.org/dpkg
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* Debian
« Ubuntu

(® Note

HH DPKGE R , Amazon Inspector SBOM E4E &M /var/lib/dpkg/status BRI

SEHFREN,

ETERE
LT 2 DPKGEMERZREMHNEE R

- ENEBES - HREBEEREENANER
« RAKS - ERSEEZEEAIRA
- REEHEG - BESECREEFNREEH

ga 45

THRABHERE /var/lib/dpkg/ EREVE A,

Package: zliblg

Status: install ok installed
Priority: optional

Section: libs
Installed-Size: 168
Maintainer: Mark Brown <broonie@debian.org>
Architecture: amd64
Multi-Arch: same

Source: zlib

Version: 1:1.2.13.dfsg-1
Provides: libzl

Depends: 1libc6 (>= 2.14)

Breaks: libxml2 (<< 2.7.6.dfsg-2), texlive-binaries (<< 2009-12)

LA DPKG AEBNIEXRKEHES
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https://www.debian.org/doc/manuals/debian-reference/ch02.en.html
https://www.debian.org/doc/debian-policy/ch-source.html
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Conflicts: zlibl (<= 1:1.0.4-7)
Description: compression library - runtime

zlib is a library implementing the deflate compression method found
in gzip and PKZIP. This package includes the shared library.

Homepage: http://zlib.net/

L RPM AEBNEXRRMELES

FEHEE RPMEEERREAESIENTFAMEERE, NFEFMEA ,

RPM Package Manager,

xE¥a

XETIFE,

+ Alma Linux

* Amazon Linux

+ CentOS

» Fedora

* OpenSUSE

+ Oracle Linux

* PhotonOS

* RedHat Enterprise Linux

* Rocky Linux

« SUSE Linux Enterprise Server

(@ Note

FH2E RPM #83E R

¥ RPME R , Amazon Inspector SBOM E4£ZBEH/ /var/lib/rpm ERINEEHH#

FTEIEE

LT R RPMEEERREMHESHEEIIEE,

LARPM BEBWEERRERES
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https://rpm.org/
https://access.redhat.com/solutions/439953
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- REEHEG - BEBREEREEHFNRREHF
« BRXE-HEIEECREEHNRRTEER

gl
ST RRPME B B R A% fr B B840,

/usr/lib/sysimage/rpm/rpmdb.sqlite
/usr/lib/sysimage/rpm/Packages
/usr/lib/sysimage/rpm/Packages.db
/var/lib/rpm/rpmdb.sqlite
/var/lib/rpm/Packages
/var/lib/rpm/Packages.db

Windows {E¥RFIRAES

Ed Linux fEERBEATE , Windows T ESHHEXRKESERAEHEERMK. Amazon Inspector
SBOM E4A R RAEWE Windows EERBRAEF. HR Windows BAEXFHE , FAwindows-
appsi?H#i88, windows-apps RIHEZUWE Windows R LELEERAEXNERET. WEHAE

# , 582 E Microsoft applications £RERKES

ETEReE

. EERFMAES - £ Windows Z & RIEL Windows #EE£ R FERA, FEEMWIEEREREAR
Windows 1E# R BRI E R,

B MISE

T % Windows Z & #IEMERARKEEEZRRBBANMRAER.

o BRI

HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion

- BH8RE
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https://www.debian.org/doc/debian-policy/ch-source.html
https://www.redhat.com/en/blog/introduction-appstreams-and-modules-red-hat-enterprise-linux
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 ProductName - fEERHBBARA ( H120 "Windows Server 2025 Datacenter")
» CurrentMajorVersionNumber — fEE R &I E BERAK

« CurrentMinorVersionNumber — fEZ R F M X BIRA

* CurrentBuild - fEX RN EERE

« UBR - X RBNIEIT R

Chainguard REEHES

AEHBEChainguard B EHES X ENTFAMEET gL, MEFHMENR , 52/ Chainguard #35
A RR 1R,

xE¥a
XETHF¥E

« Wolfi Linux

® Note

¥ ChainguardBR & , Amazon Inspector SBOM Generator &1t /1ib/apk/db/installed
ERBEE4HPEER,

EEIRE
UTREEIE,

- ENEBES - HHSEEREEHNER
© RAKS - ERBEEZEEHIRA
- REEHER - BESECLZEEFNREEH

gi 51
THRERE A &2 Chainguard S {518 =AY & 41,

P:wolfi-keys
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https://edu.chainguard.dev/chainguard/chainguard-images/
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V:1-18

A:x86_64

L:MIT

T:Wolfi signing keyring
o:wolfi-keys

Distroless BMEEHEE

Distroless BER ARG , SHERR Linux 2 PN EHEEE, REMEMLARER. DistrolessB &7
EESHTRARANKENENZ L MIRNERE KM,

(® Note

H M DistrolessB & , Amazon Inspector SBOM Generator €1 /var/lib/dpkg/status.d
ERWEESFDEER, EXE Debianfl UbuntuB 5, iELAH/etc/os-releasefER
RIFEPNAMERY LS B , B~ "Debiany = " Ubuntuo

TEIEE

- EHEEES - HIEECREENANER
© RAKES - EREBEEZREAIRA

g5

LA 2Distroless & & R & 4,

Package: tzdata

Version: 202l1a-1+debl1lul®

Architecture: all

Maintainer: GNU Libc Maintainers <debian-glibce@lists.debian.org>
Installed-Size: 3413

Depends: debconf (>= ©0.5) | debconf-2.0

Provides: tzdata-bullseye

Section: localization

Priority: required

Multi-Arch: foreign

Homepage: https://www.iana.org/time-zones
Description: time zone and daylight-saving time data

Distroless BRMEEHEE 162


https://edu.chainguard.dev/chainguard/chainguard-images/about/getting-started-distroless/
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This package contains data required for the implementation of
standard local time for many representative locations around the
globe. It is updated periodically to reflect changes made by
political bodies to time zone boundaries, UTC offsets, and
daylight-saving rules.
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AHASMnmusEHBEHESZENTANTIENE. NEXMET, , HSH Minimus Bk,
ZETA

ZETHTA,

* MinimOS

(® Note

HRMinimusB & , Amazon Inspector SBOM Generator €% /1ib/apk/db/installed #&
RREEHTEER,

FEIRE
LTREEMR.
- ENHEBES - HHSEEREEHNER
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- REEHER - B SECREEFNREEH

LT RMinimus2 R ERNER T H B,

:ca-certificates-bundle
:20241121-11

:aarchb6s

:MPL-2.0 AND MIT

O A4 » < T

:ca-certificates
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https://www.minimus.io/
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Amazon Inspector SBOM B4R X ETRNWEBRRFTES NERE , B AKEFHENMEKREES, E
4 SBOM AI3BIE T BBV , AEBRIRALRFHFELZLEE, Amazon Inspector SBOM
EEBITETIEXZFFESNEREN,

Go 1Rk imHE
B EEE EHEE XEMNK 2 2IEfEX Sk  ERME 2 REEE B
B LE T B k3 et iE
Go Go go.mod N/A N/A N/A N/A =
go.sum N/A N/A N/A N/A =
Go = N/A N/A N/A =
Binaries
N/A N/A N/A N/A B
GOMODCACH
E

go.mod/go.sum

£/ go.mod M go.sum BRREHRNHEHECoERT MMM . Amazon Inspector SBOM ELRE
RIBGOTEEMAUTRANFRNERELER,

FE#E

o & WEMEKMY go.mod ( MRGoLEHEIRAE 1.17 REHMARA )
o« f REMEKM go.sum ( WIRGoTEHEMAL 1.17 HEK )
* go.mod AR BIFTE E & AR A M A R £ B B 4T

#i55) go.mod X

LAF 2 go.mod ERAEH,

module example.com/project
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go 1.17

require (

github.com/gin-gonic/gin v1.7.2

golang.org/x/crypto v0.0.0-20210616213533-5cf6c0f8el23
)

#ifl go.sum R

AR R go.sum BERAVEH,

github.com/gin-gonic/gin v1.7.2 h1:VZ7DdR10sghbA61VGSkX+UX02+J@aH7RbsNugG+FA8Q=
github.com/gin-gonic/gin v1.7.2/go.mod h1l:ILZ1Ngh2f1pL1ASUj7gGk81GFeNC8cRTaN2ZhsBNbXU=
golang.org/x/crypto v0.0.0-20210616213533-5cf6c@f8e123 hl:b6rCu+gHze
+BUsmC3CZzH8aNu8LzPZTVsNTo640ypSc=

golang.org/x/crypto v0.0.0-20210616213533-5cf6c@f8el23/go.mod hl:K5Dkpb@QiewzZW/
EzW1QphgJcUMBCzoWrLfDOVzpTGVQ=

@ Note

EEREEHEELELESELG URL WY, tt URL TR EELSSBEYHEEREETHEE
HHERIEF , W B ATLEE% ScanSbom API i, MEFHMAER , 5528 GitHub 8 £/

package-url,

Go =g

Amazon Inspector SBOM E 4SS EMEMNGoZEMIEFREEMEMMY , URHEAPEXNBHRE.

(® Note
Amazon Inspector SBOM E4 SR X ERFEAE HGofRZEsr EEMNGo—ENEHIMTFIE
IR, EFMEEF  FSE CoBU LN THRLRZE , IREFEARBEMBEEGoNIE
# , il Red Hat , AIHR 7 HAHPEERTAMNEBEEZR |, SO T TER,
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FEIEE

- EERGoTENMIEMEEMKIEER
- WERERE ZEM PR E
o (R HEEN A A iR 7E = E VB GoRY T 2B AN,

GOMODCACHE

Amazon Inspector SBOM E4 SRR EGoEMARE , MMESREHKMENEBRERA. IRNEER
TEMNEE  URKRTREZSEHEBEN R,

FEIEE
+ #FH# GOMODCACHE B & LA B R ER pY 18 42
- HEGHENPEER K SEEESE. RAFEER URLs

sEHIER

LA 2 GOMODCACHE&E I,

~/90/pkg/mod/
### github.com/gin-gonic/gin@vl1.7.2
### golang.org/x/crypto@v0.0.0-20210616213533-5cf6c0f8el23

(@ Note
LHEBEEETEEMH URLE L. It URL TAREELBBYR FERIEEHRBEY
WHEIEA , W B ATLLEEE ScanSbom APl #, MNEFFME , 5526 GitHub M35 EHY
package-urlo
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Java MK IRE
ENEET @ EHEE 0 XEBEMK I EHEY MEREK TEME AREEE EE
BEs TE A B {3 fic
Java Maven e N/A N/A = N/A =
Java®y _ _
@Fﬁ&ﬁ N/A N/A = N/A =
(jar/.wa
r/.ear)
pom.xml
(® Note

LM IR EFE AT 8E{E X & Maven Central /72 E. JBoss Enterprise Maven Repository B &

TREF=FFHEE, Hlu.

Amazon Inspector SBOM Generator %18 7 #r#w = Javat B AE XN Mpom. xm1iE R R #H1TJava

MR, FHREFNEARERE  BHEEBRSEL SHA1 MEET SRR,

#pom.propertiesiER , AR EHFEARpom. xmlER,

SHA-1 ¥EKES (ERAREEN jar, war, ear ER)

HWELN

Amazon Inspector SBOM B4 RS ERKNEZRFAE .ear. M .war EHRM SHA-1 #E. jar
DR R w2 Java il m B ST M AT I Mt

FEIEE

- AFTBEmFENJavalimEL SHA-1 %

FX fm #8451
BT 2 SHA-1 Sm iy Eifl,

{
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"bom-ref": "comp-52",
"type": "library",
"name": "jul-to-slf4j",

"version": "2.0.6",
"hashes": [
{
"alg": "SHA-1",
"content": ""
}
1,

"purl": "pkg:maven/jul-to-slf4j@2.0.6",
"properties": [

{
"name": "amazon:inspector:sbom_generator:source_path",
"value": "test-0.0.1-SNAPSHOT.jar/BOOT-INF/lib/jul-to-slf4j-2.0.6.jar"
}
]
}
(® Note

HEREELESEEH URLWEE, It URL T AR EEEBBYR EERIEEHREES
KAERIEF , W B AILAAE 7 ScanSbom API 1, MIEFHMER , F2H GitHub 85 EH

package-urlo

pom.properties

pom.properties EERAM Maven BEX | IEHRERHPEER , S BFEHFBBANEHFRA, Amazon
Inspector SBOM E4 SRS MU BERUABEERENA.

FENEE

- FEMAEREFRG. EFANEFRAS

g/ pom.properties X

LAR 2 pom.properties f&ERMEHI,
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#Generated by Maven
#Tue Mar 16 15:44:02 UTC 2021

version=1.6.0

groupId=net.datafaker
artifactId=datafaker

(@ Note

HEZREELES9EE4 URLNEBE., It URL TRAREELE B FERIEEHREBEY
WABEAEA , W B AT LA 7 ScanSbom API F, MEFMMET , FSH GitHub #3h E/Y

package-urlo

BEBR &5k pom . xm1 Zi 47

MREREERHEmEJavalV EAREXRBERRZIANT , A pom. xml --skip-nested-pomxml5|
2,

pom.xml

pom.xml #EREMavenERHW K IMERER, T EERNERMKUENHEBERH. Amazon
Inspector SBOM Generator & Zl#frpom. xmIERAMERAMY , ERENVEZAREREEDPNEL
B jarE=x,

FE&E

« {& pom.xml BREMNENESK R, EFFENEHRAR,

X EMaventI £ E FMIZEE
fk171E B WU EMavenEE T :

« compile
- REEE
TR

» test

* system
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Amazon Inspector

ERAEER

- [EA

HEMEE LT FMaventZE U E : <optional>true</optional>,

BE#HEME flpom. xmliER

AT 2 pom. xml B HEREEHI,

<dependency>
<groupId>jakarta.servlet</groupId>
<artifactId>jakarta.servlet-api</artifactId>
</version>6.0.0</version>
<scope>provided</scope>

</dependency>

<dependency>

<groupId>mysql</groupId>
<artifactId>mysql-connector-java</artifactId>
<version>8.0.28</version>
<scope>runtime</scope>

</dependency>

REFEENEHpom. xmliER

BAUR Rpom. xmlR B EERE =M,

<dependency>
<groupId>com.fasterxml.jackson.core</groupId>
<artifactId>jackson-databind</artifactId>
<version>2.17.1</version>

</dependency>

<dependency>
<groupId>org.jenkins-ci.plugins</groupId>
<artifactId>plain-credentials</artifactId>
<version>183.va_de8fldd5a_2b_</version>
</dependency>

<dependency>
<groupId>org.jenkins-ci.plugins</groupId>
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<artifactId>jackson2-api</artifactId>
<version>2.15.2-350.v0c2f3f8fc595</version>
</dependency>

(@ Note

EEREHEELELEELG URL WL, It URL TR EELSSBEYHEEREETHEE
HHERIEF , W B ALLEE ScanSbom API i, MEFMAER , 5528 GitHub 8 £/

package-url,
JavaScript fHAk iR E
BN EEE EHEE XZXEMNR IEHEX  REZRMEK  EREME O REEE B
S gL i B 3 ik 1 iE
Javascrip Node node_modu N/A N/A = = =
t Modules les/
* /pac N/A = N/A N/A =
N kage.json nya £ N/A N/A &
PNPM
N/A = N/A N/A =
YARN package-
1
ock.json
(vi,
v2, and
v3) /
npm-
shrin
kwrap.jso
n
pnpm-
lock
.yaml
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R EHEE XEfR  ITE#Ex  FEREK ZKEE RBREE B
= TE fm &= i3 (i i

yarn.lock

B
il

package.json

package.json R ZNode [sSEENZOTHE. CEEERETREHNPEER. Amazon
Inspector SBOM ELRZERHENER , URBNEHBBNELRT,

FERE

- El#T JSON EBRFEBUENEHEBIRE
- BRI EEABEENIEES

i) package.json &%

LR 2 package. json fERHVEH,

{

"name": "arrify",

"private": true,

"version": "2.0.1",

"description": "Convert a value to an array",
"license": "MIT",

"repository": "sindresorhus/arrify"

}

(® Note

HiEReE+E92E4 URLWEE, It URL TAREEERBYR EENIEEHREES
WABEAEA , W B AT LAE &7 ScanSbom API i, MNEFMMEN , FSH GitHub #8h E/Y

package-url.
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package-lock.json

package-lock.json #8RMH npm BBEL , NHEAERZENBIBKRERE. ©EBRTFRE
MR I ARA R B TR RERIRIE DI — B, WERATBUE D — iR 4R 15 F B B A8 4 1

FE#E
« #|# JSON BREBUENEHBBANEHRA
- XERBMBEEREER

&if5) package-lock.json &%

AR & package-lock. json #& R EH,

"verror": {
"version": "1.10.0",
"resolved": "https://registry.npmjs.org/verror/-/verror-1.10.0.tgz",
"integrity": "shal-OhBcoXBTrl1XW4nDB+CiGguGNpAA=",
"requires": {
"assert-plus": "21.0.0",
"core-util-is": "1.0.2",
"extsprintf": "21.2.0"
}
.
"wrappy": {
"version": "1.0.2",
"resolved": "https://registry.npmjs.org/wrappy/-/wrappy-1.0.2.tgz",
"integrity": "shal-tSQ9jz7BqjXxNkYFvAQQNuMKtp8=",
"dev": true
.
"yallist": {
"version": "3.0.2",
"resolved": "https://registry.npmjs.org/yallist/-/yallist-3.0.2.tgz",
"integrity": "shal-hFKQu36Dx8GI2AQcGoN8dzlti7k="
}
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® Note

HEZREELES9EE4 URLNEHE., It URL TRREELE B EERIEEHREBEY
WABBAEA , W B AT LA &7 ScanSbom API F1, MEFMMET , FSH GitHub #3h £/

package-urlo

npm-shrinkwrap.json

npm & BE)E 4 package-lock.jsonHl npm-shrinkwrap.json % , LEEAERLEMEMK
MR AE, EEBFHRATEHGEN FHEKMENBRIRARRABREFHN —BE. EXGED —KHE
{2 4 0 BF B AH 4k 1k

FEIEE

« HIATISONIEREBMEE package-lockl, 2 M 3 hix , UEMEHB B MRA

- XM ABMMKMER (package-lock.json HEVAEEMBABMBKRY , AFITEBAERMRER
RRERAMEEHS )

« npm-shrinkwrap.json ERENEEIEFSMRpackage-lock. jsontEE

g4

LLR 2 package-lock.json ERMEH,

"verror": {
"version": "1.10.0",
"resolved": "https://registry.npmjs.org/verror/-/verror-1.10.0.tgz",
"integrity": "shal-OhBcoXBTrlXW4nDB+CiGguGNpAA=",
"requires": {
"assert-plus": "71.0.0",
"core-util-is": "1.0.2",
"extsprintf": "71.2.0"
}
.
"wrappy": {
"version": "1.0.2",
"resolved": "https://registry.npmjs.org/wrappy/-/wrappy-1.0.2.tgz",
"integrity": "shal-tSQ93jz7BqjXxNkYFvA@QNuMKtp8=",
"dev": true
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1,

"yallist": {
"version": "3.0.2",
"resolved": "https://registry.npmjs.org/yallist/-/yallist-3.0.2.tgz",
"integrity": "shal-hFKQu36Dx8GI2AQcGoN8dz1lti7k="

pnpm-yaml.lock

tpnpm-lock.yamlfERH pnpm B4 , LB REMKMEREANE . © 28 5E M 684K
.

FEIRE

« FH YAML B REBUENE S BN RA
- XERBEMEEREER

g5

LA 2 pnpm-lock.yaml #&RHVEHI,

lockfileVersion: 5.3
importers:
my-project:
dependencies:

lodash: 4.17.21
devDependencies:

jest: 26.6.3
specifiers:

lodash: 74.17.21

jest: 726.6.3
packages:
/lodash/4.17.21:
resolution:

integrity: sha5l12-xyz
engines:

node: '>=6'
dev: false
/jest/26.6.3:
resolution:

integrity: sha5l12-xyz
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dev: true

® Note

HEZSEELAEEEH URL W, tht URL TAREEL BB SERIEEHEREYR
WHERIEF , W H AL EE % ScanSbom API i, MEFHMER , 5528 GitHub #83h ERY

package-url,

yarn.lock

Amazon Inspector SBOM E4 RS EHKEZRF .ear. .jarMl .war ERM SHA-1 HE | U
RimZEJavaml m i STE M R AE M,

FEIhaE
- BFfERENJaval mEL SHA-1 =

g1/ SHA-1 &

AT 2 SHA-1 B mm B &6l

"@ampproject/remapping@npm:~2.2.0":

version: 2.2.0

resolution: "eEampproject/remapping@npm:2.2.0"

dependencies:

"@jridgewell/gen-mapping": 70.1.0

"@jridgewell/trace-mapping": 70.3.9

checksum:
d74d170d06468913921d72430259424b7e4c826b5a7d39ff839a29d547efb97dc577caa8ba3fb5cf023624e9at9d0oC
languageName: node

linkType: hard

"@babel/code-frame@npm:~7.0.0, @babel/code-frameenpm:~7.12.13, @babel/code-
frameenpm:~7.18.6, @babel/code-frame@npm:~7.21.4":

version: 7.21.4

resolution: "@babel/code-framee@npm:7.21.4"

dependencies:

"@babel/highlight": ~7.18.6

JavaScript Bk MEIFHE 176


https://docs.aws.amazon.com/inspector/v2/APIReference/API_inspector-scan_ScanSbom.html
https://github.com/package-url/purl-spec

Amazon Inspector EREER

checksum:
e5390e6eclac58dcef@1d4af18eaflfd2f1325528661ff6d4a5de8979588b9f5a8e852a54a91b923846f7a5¢c681b217

languageName: node
linkType: hard

(® Note

HEREELESEEH URL WEE, It URL TAREEERBYR SERIEEHREES
MAERIEA , W B A LAAE 7 ScanSbom API 1, MIEFMMER , F2H GitHub 84 EH

package-url.

NET MukEimiE
BRE ENEE 2 XZEMK IEHEX FHEMEEK ERME AREEE B
Aa IR i ® i ik iE
NET NET *.deps.js N/A N/A N/A N/A =
Core on
N/A N/A N/A N/A =
Nuget Packages. _ _
config N/A N/A = N/A =
Nuget
N/A N/A N/A N/A =
packages.
NEU lock.json
.CSproj

Packages.config

Packages.config ER2ER ARNugetEEBERZHMMEN XML ER. EIHERSENMEE
# S ERA,

ERIRE

« FH XML &8 URELE S IDsHARAE
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g4

LA &2 Packages.config & RE&Hl,

<?xml version="1.0" encoding="utf-8"? >

<packages>

<package id="FluentAssertions" version="5.4.1" targetFramework="net461" />
<package id="Newtonsoft.Json" version="11.0.2" targetFramework="net461" />
<package id="SpecFlow" version="2.4.0" targetFramework="net461" />

<package id="SpecRun.Runner" version="1.8.0" targetFramework="net461" />
<package id="SpecRun.SpecFlow" version="1.8.0" targetFramework="net461" />
<package id="SpecRun.SpecFlow.2-4-0" version="1.8.0" targetFramework="net461" />
<package id="System.ValueTuple" version="4.5.0" targetFramework='"net461" />
</packages>

® Note

HEZREELES9EE4 URLNEBE., It URL TRREELE B FERIEEHREBEY
WABBAEA , W B AT LAE &7 ScanSbom API F1, MNEFMMET , FSH GitHub #35 E/H

package-urlo

*.deps.json

*.deps.json EREH.NET CoreBEREXL , YA SFMAMMKMENFREN , SERE. REMBIT
PRI, WERTREAATREEFHAERRABERENLEER,

FEIhRE

- H#r JSON FEMB UG TR AR M MEF M ER
« #HlibrariesiFEEHFNEHBBARAE,

&5l .deps.json EX

LR R .deps.json ERMEH,

{

"runtimeTarget": {

NET &SR E 178


https://docs.aws.amazon.com/inspector/v2/APIReference/API_inspector-scan_ScanSbom.html
https://github.com/package-url/purl-spec

Amazon Inspector EREER

"name": ".NETCoreApp,Version=v7.0",

"signature":

},
"libraries": {
"sample-Nuget/1.0.0": {
"type": "project",
"serviceable": false,
"sha512": ""

},
"Microsoft.EntityFrameworkCore/7.0.5": {

"type": "package",

"serviceable": true,

"sha512": "shabl2-
RXbRLHHWP2Z3pq8qcL5nQ6LPeo0yp8hasM5bd@Te8PiQi3RjWQR4tcbdY5XMqQ+oTO9wA8/RLhZRNn/

hnx1TDnQ=="",
"path": "microsoft.entityframeworkcore/7.0.5",
"hashPath": "microsoft.entityframeworkcore.7.0.5.nupkg.sha512"

iy

(® Note

HiEReELE98E4 URLWEE, It URL TAREELERBYR EERIEEHREESY
MAERIEA , W B AT LAAE 7 ScanSbom API 1, MIEFMER , F2H GitHub 84 EH

package-urlo

package.lock.json

BHETRAE €A packages.lock. json FERNuget? R$HE . NETERWELIAEMMERA , UBRE
T RIRE A — Bt 55 A M R A9 AR AR

FE&E
o FHT JSON #EHB A5 H SHE M M

- B XEEENERMERNE
- HREABBNCETRE

#if5) packages.lock.json &%
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LA R packages.lock.json fERMEHI,

{

"version": 1,

"dependencies": {

"net7.0": {
"Microsoft.EntityFrameworkCore": {

"type": "Direct",

"requested": "[7.0.5, )",

"resolved": "7.0.5",

"contentHash": "RXbRLHHWP2Z3pq8qcL5nQ6LPeo0yp8hasM5bd@Te8PiQi3RjWQR4tcbdY5XMgQ

+0T09wA8/RLhZRn/hnx1TDnQ=="",

"dependencies": {
"Microsoft.EntityFrameworkCore.Abstractions": "7.0.5",
"Microsoft.EntityFrameworkCore.Analyzers": "7.0.5",
"Microsoft.Extensions.Caching.Memory": "7.0.0",
"Microsoft.Extensions.DependencyInjection": "7.0.0",
"Microsoft.Extensions.Logging": "7.0.0"

}

},
"Newtonsoft.Json": {

"type": "Direct",

"requested": "[13.0.3, )",

"resolved": "13.0.3",

"contentHash": "HrC5BXdl@QIP9zeV+0Z848QWPAoCrO9P3bDEZguI+gkLcBKAOXxix/tLEAAHC

+UvDNPv4a2d1810ReHMOagPa+zQ=="
.
"Microsoft.Extensions.Primitives": {

"type": "Transitive",

"resolved": "7.0.0",

"contentHash": "umlKU5kxcRp3CNuI8o/GrZtD4AI0XDk

+RLsytjZ9QPok3ttLUelLKpilVPuaFT3TFjOhSibUAso@odb0aCDj3Q=="
}

[
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® Note

HEZREELES9EE4 URLNEHE., It URL TRREELE B EERIEEHREBEY
WABBAEA , W B AT LA &7 ScanSbom API F1, MEFMMET , FSH GitHub #3h £/

package-urlo

.CSproj

.csproj RN XML MIERH NETERERRE. ©ZENugetEN, EXBUENEEHRENS
Z,

FEIEE

+ BIAT XML HEERE A BB 05

i .csproj EE

AR .csproj ERMVEHI,

<Project Sdk="Microsoft.NET.Sdk">

<PropertyGroup>

<TargetFramework>net7.0</TargetFramework>
<RootNamespace>sample_Nuget</RootNamespace>
<ImplicitUsings>enable</ImplicitUsings>
<Nullable>enable</Nullable>
<RestorePackagesWithLockFile>true</RestorePackagesWithLockFile>
</PropertyGroup>

<ItemGroup>

</ItemGroup>

<ItemGroup>

<PackageReference Include="Newtonsoft.Json" Version="13.0.3" />
<PackageReference Include="Microsoft.EntityFrameworkCore" Version="7.0.5" />
</ItemGroup>

</Project>

5l .csproj BE

LLRR .csproj EERMNEHI,
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<PackageReference Include="ExamplePackage" Version="6.*" />
<PackageReferencePackageReference Include="ExamplePackage" Version="(4.1.3,)" />
<PackageReference Include="ExamplePackage" Version="(,5.0)" />

<PackageReference Include="ExamplePackage" Version="[1,3)" />

<PackageReference Include="ExamplePackage" Version="[1.3.2,1.5)" />

@ Note
EEERSEELTEEGH URLNEE, tt URL TRREEL R SERECHRE
HrIEEEE , W B ALLEETE ScanSbom API i, MNEFMAER , 5528 GitHub 83 £/

package-url,

PHP FRK 14575 4

BRE EHEE XZXEMNR IEHEX  REZRMEK MM 0 REEE B
S S T = k3 iR iE
PHP Composer composer. N/A N/A = N/A =

lock

N/A N/A = N/A =

/

vendor/

C

omposer/

i

nstalled.

json

composer.lock

#11T composer ZR# 5, composer EF i Tl , @ HEBESE composer.lock R, LERRBESE
BRE P L EERMRANEKYE, ETRH—BETRNBRERRF.
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Amazon Inspector

ERAEER

FERE

- TIMTEBILERA JSON X
o FEEVM AR B BRI AR A

#if5) composer.lock &%

LLR 2 composer.lock {ERMEHI,

RiEEREBEFNMEERE

{
"packages": [
{
"name": "nesbot/carbon",
"version": "2.53.1",
// TRUNCATED
},
{
"name": "symfony/deprecation-contracts",
"version": "v3.2.1",
// TRUNCATED
b
{
"name": "symfony/polyfill-mbstring",
"version": "v1.27.0",
// TRUNCATED
}
]
// TRUNCATED
}
(@ Note
EEELEEEMH URLWEH. It URL TRAREELEERYR
A, XHAIAGETE ScanSbom API 1, INFEFMER , FSE GitHub #8i5 £ package-
urlo

PHP ME# 7
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/vendor/composer/installed.json

/vendor/composer/installed. json R vendor/composer B &7 , WiRHUAMEETE
EHNEHRETNTERTE,

FEIhaE

o BWTFEBILERE JSON R

o FEEUAE fik 1t B A AR AR

#i$5] /vendox/composer/installed.json &%

LLF R /vendor/composer/installed. json &R EH,

{
"packages": [
{
"name": "nesbot/carbon",
"version": "2.53.1",
// TRUNCATED
1,
{
"name": "symfony/deprecation-contracts",
"version": "v3.2.1",
// TRUNCATED
},
{
"name": "symfony/polyfill-mbstring",
"version": "v1.27.0",
// TRUNCATED
}
]
// TRUNCATED
}
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® Note

HEZREELES9EE4 URLNEHE., It URL TRREELE B EERIEEHREBEY
WABBAEA , W B AT LA &7 ScanSbom API F1, MEFMMET , FSH GitHub #3h £/

package-url.

Python KM IEHE
B ERET EHEE X ER K TEHEY B 3% A 41K 514 AR FEEEZ i
= TE T} B {3 itk 3
Python pip requireme N/A N/A N/A N/A =
nts.txt
Poetry N/A N/A N/A N/A =
Poetry.lo
Pipenv ck N/A N/A N/A N/A =
=
Egg/ pipfile.1 NA N/A N/A N/A 2
Wheel K
o N/A N/A N/A N/A b
.egg-
info
/PKG-
INFO
.dist-
info/
METADAT
A

requirements.txt

requirements.txt BREPythonERFPEZFEANKER , AREEERENRE, LERFHNE—1T
HIEEEMARFINEM, Amazon Inspector SBOM FEAE S ZNATUL R | LAXERES B 4F B F 4K
.

Python fB{K 1R H# 185
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FEIEE

« XEWAER (== =)
- XEFTWmAMEMNERET

® Note
PXEMAERE <= M =>,

gl requirements.txt &£%x

LR & requirements. txt ERHEHI,

flask==1.1.2
requests==2.24.0
numpy==1.18.5

foo~=1.2.0

# Comment about a dependency
scipy. # invalid

(@ Note

HREZREELSEEH URL W, tt URL TAREEL BB SERIETHEEY
WHERIEF , W HALLEE % ScanSbom API ., MNEFMMER , 5528 GitHub 8 £/

package-url,

Pipfile.lock

Pipenv 2—REITE , AIAEHEEREEIRE (HE. EENBUEEE ) . Pipfile.lock$H
EMGMENTETRAE | SUEEREMEE, Amazon Inspector SBOM E 4SS EHULAESR | LA5IHHAE
et R EL AR ATRR AN,

EEIRE

o BATIEMRIEARATEY JSON 183X

Python fB{K 1R H# 186


https://docs.aws.amazon.com/inspector/v2/APIReference/API_inspector-scan_ScanSbom.html
https://github.com/package-url/purl-spec

Amazon Inspector EREER

« XEFERANFAERAMKME

&4 Pipfile.lock &3

LR 2 Pipfile.lock #ERMVEH,

{
"default": {
"requests": {
"version": "==2.24.0",
"hashes": [
"sha256:cc718bb187e53b8d"

}

},
"develop": {
"blinker": {
"hashes": [
"sha256:1779309f71bf239144b9399d06ae925637cf6634cf6bd131104184531bf67c01",
"sha256:8f77b09d3bf7c795e969e9486139c2c5e9¢c39d4ee@7424be2bc594ece9642d83"

1,

"markers": "python_version >= '3.8'",
"version": "==1.8.2"

(® Note

HiEReELE98E4 URLWEE, It URL TAREEERBYR EERIEEHREESY
MAERIEA , W B AT LAAE 7 ScanSbom API 1, MIEFMMER , F2H GitHub 84 EH

package-urlo

Poetry.lock

Poetry £ Python MABKMEBMHETE, Poetry.lock ERSHEMIARAMMYE | LUEHE

BHIRE, Amazon Inspector SBOM E 4 2R 2L S REEGHAAN B MREER.

Python MK £
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FEIEE

- FHMERILERE TOML 3K
o FEEUARRME B A AR A

&if] Poetry.lock #EZ

LAUR 2 Poetry.lock ERHEHI,

[[package]]
name = "flask"

version = "1.1.2"

description = "A simple framework for building complex web applications."”
category = "main"

optional = false

python-versions = ">=3.5"

[[packagell

name = "requests"

version = "2.24.0"

description = "Python HTTP for Humans."
category = "main"

optional = false

python-versions = ">=3.5"

(@ Note

HEREELES9EE4 URLNEBE., It URL TRREELEHEYEFERIEEHREBEY
WARBAEA , W B AT LA 7 ScanSbom API F, MEFMMET , FSH GitHub #8h E/

package-urlo

Egg/Wheel

HRASEZERN Python E# , Amazon Inspector SBOM E4A S BT .egg-info/PKG-INFOR
.dist-info/METADATA B#FHREMNPEERER, ELERRUEACLEEHANFHIEE
#o
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FEIEE

- EERE4BBANRAE
- BEEEZE egg M wheel 1R

£7{5] PKG-INFO/METADATA 13

LA 2 PKG-INFO/METADATA &SR EE 5,

Metadata-Version: 1.2

Name: Flask

Version: 1.1.2

Summary: A simple framework for building complex web applications.
Home-page: https://palletsprojects.com/p/flask/

(® Note

HiEREELE98EH URL W@ E, It URL T AR EELEREBYR EERIEEHREEST
KAERIE , W B AILAAE 7 ScanSbom API 1, MIEFMER , F2H GitHub #8i5 EH

package-url,
Ruby fBfxtEimH#E
EXERE EHEE XZEAOR TERME A 2% A 4k FEF A EEE E
= TE m XE & it pLC|
Ruby Bundler Gemfile.l N/A N/A = N/A =
ock
N/A N/A N/A N/A =
.gemspec
N/A N/A N/A N/A =
globall
installed
Gems

Ruby ARk M7 H# 189
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Gemfile.lock
Gemfile.lock EREHEFTEHKMEMNTEIMNRA , LERSERE D EEAERRA.
FEINEE

- #Gemfile.lockiERZHT A 5 2 FB AR 4K MR A
- HEFHENEGSBANESFRAE

&if) Gemfile.lock &%

LT R Gemfile.lock HERMEHI,

GEM

remote: https://rubygems.org/
specs:

ast (2.4.2)

awesome_print (1.9.2)

diff-lcs (1.5.0)

json (2.6.3)

parallel (1.22.1)

parser (3.2.2.0)

nokogiri (1.16.6-aarch64-1linux)

(® Note
HWERSEEETEEH URLWE L, It URL TR EELEBREYR EERIEEREBEY
WIEEEF , Y HTLLEEE ScanSbom APl #, MNESFMEN , F2H GitHub B LK
package-urlo

.gemspec

.gemspec EEEEE Gem HBEHPEERRUbyGemHIEZR., Amazon Inspector SBOM E 4 25 & 4T
HHER | BUKRE Gem HFFHER.

EEIRE

« FHTAEEE Gem EH BN Gem EHRAE
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® Note
TRESERRE,

&l .gemspec E=X

LR R .gemspec ERMEHI,

Gem: :Specification.new do |s]|
.name = "generategem"
.version = "2.0.0"
.date = "2020-06-12"
"generategem"
"A Gemspec Builder"
"edersondeveloper@gmail.com"
["lib/generategem.rb"]
"https://github.com/edersonferreira/generategem"
"MIT"
.executables = ["generategem"]
.add_dependency('colorize', '~> 0.8.1'")
end

.summary

.description

.files
.homepage
.license

s
s
s
s
s
s.email
s
s
s
s
s

# Not supported

Gem: :Specification.new do |s]|

S.name = &classl
s.version = &foo.bar.version
(® Note

HiERESELE92E4 URLWEE, It URL TAREEERBYR EERIEEHREES
MAERIEA , W B A LAAE 7 ScanSbom API 1, MIEFMMER , F2H GitHub 84 EH

package-urlo
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£ R % Gem Eff

Amazon Inspector SBOM B4 X ERFHLIHETEN Gem EH , EEERHNVURNEFEB&F |, i /
usr/local/lib/ruby/gems/<ruby_version>/gems/ Amazon EC2/Amazon ECR #1 Lambda
ruby/gems/<ruby_version>/gems/H ., & AR5 EAE LIH R ENHEKME,

FEIhRE

- BANFEHEER KPR ELEREN Gem
- HEBELERE Gem EMNFREBNMAER

g6 B 84518
LT R B S mr sl

### /usr/local/lib/ruby/3.5.0/gems/
### actrivesupport-6.1.4

### concurrent-ruby-1.1.9

### i18n-1.8.10

(@ Note
WiEEEELESEEH4 URLANEBE., It URL TRREELEHEYEEERIEEHREBEY
MABBAEA , W B AT LAE &7 ScanSbom API F, MNEFMMEF , FSH GitHub #8h E/

package-url.

Rust KM= H#
BARE E4EE 2 XEHK 2 ITEH#EX BBk ERMME AEEE B
RE = Tl fm = 3 R il
Rust Cargo.tom Cargo.tom N/A N/A N/A N/A =
1 1
N/A N/A = N/A =
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ERAEER

BTG EHEE BN 2 ITEHEX FEsEMx  EHiGME REEE B
e AL lE m B & it i
Cargo.loc =& N/A N/A N/A =
k
Rust
binary
(built
with
cargo-
aud
itable)
Cargo.toml
Cargo.toml #ERIERustERNENBTERR,
FEINEE
o ZMTAFEEN Cargo.toml R , UEBEREXHBBRRAE,
il Cargo.toml =X
LA & Cargo.toml #ERIEHI,
[package]
name = "wait-timeout"
version = "0.2.0"
description = "A crate to wait on a child process with a timeout specified across Unix
and\nWindows platforms.\n"
homepage = "https://github.com/alexcrichton/wait-timeout"
documentation = "https://docs.rs/wait-timeout"
readme = "README.md"
categories = ["os"]
license = "MIT/Apache-2.0"
repository = "https://github.com/alexcrichton/wait-timeout"
[target."cfg(unix)".dependencies.libc]
version = "0Q.2"
Rust #E Ak 171 193
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[badges.appveyor]
repository = "alexcrichton/wait-timeout"

(@ Note
HERSEEETEEH URLWE L. It URL TR EELEBEYR EERIEERBEY
WEEE , X BB &7 ScanSbom API #, MNEFMEF , 5FSE GitHub 8L LK
package-urlo

Cargo.lock
Cargo.lock BREGHEMMMERS , LERSEEREER , SEEAMBRIRA,
FEIRE

« F#r Cargo.lock fER LA B FrA MM M AR MERR A

#ifl Cargo.lock =X

LA R Cargo.lock E=mEHI,

# This file is automatically @generated by Cargo.

# It is not intended for manual editing.

[[packagell

name = "adler32"

version = "1.0.3"

source = "registry+https://github.com/rust-lang/crates.io-index"

[[packagel]

name = "aho-corasick"

version = "0.7.4"

source = "registry+https://github.com/rust-lang/crates.io-index"
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® Note

HEZREELES9EE4 URLNEHE., It URL TRREELE B EERIEEHREBEY
WABBAEA , W B AT LA &7 ScanSbom API F1, MEFMMET , FSH GitHub #3h £/

package-urlo

ERTHTEYREZE Rust —H#A4E

Amazon Inspector SBOM E4 SRR FEAERN cargo-auditable EE & Rust — (L 1E W SEHE 1k
., EMEBMAREEN —EMEEBMEMME | RIBMENANBKEER,

FERE
- EEfEARERNcargo-auditable EEEMRust = EV B HEEVE KL E A
- HR—ENEPIEZHKENPEERTREEA

® Note
BHEREELEEEMH URL HEH, It URL TRAREELRBYRBEREERBEN

KAREEA , W B ATLLEE 7 ScanSbom APl 1, MIEFFMER , 5528 GitHub 8t EH
package-url,

AZER K m
RERAFIZENER R
Java

Amazon Inspector SBOM E4 R E X ER B FiiiMaven@ FE 2 AN REER. JenkinsFTXE
FEH BEFTMavenfZE |, 140 Red Hat Maven#l » & 7 EREERIRE , FEAKEERMavenfEFE
REJavatB ki, MARETSRERBHMRBEFZENHEMKMYE,

JavaScript

esbuild E#
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#lesbuilldf{L I EH , Amazon Inspector SBOM E4A R A X EME A WERMBMK MR Hesbuild,
EERIFB S esbuild N B EEMSbomgenEEFMEMNEHPEER ( HEMEBBANRA ), W
EURER  BENEERFZIRHREBRERERpackage-lock. json , #l# node_modules/
directory#l ,

package.json

Amazon Inspector SBOM E4 BT X BB HERE M package.json BRUEBBHEKMEN. LER
REEEE4EBARAEE K BFEsE2MITNESRE. EENSERNBERER , SFH
package.jsonSEMEEER , Sl yarn.lockH pnpm.lock , EF I EHETAIMRA,

Dotnet

£ HERFBRASRAEERFPackageReference , ERBITEHHEMWBERT , HIBERPFEA
MBI EFRAEEERE MY, FERANRAIEETRFARASEE R TEINEFRE , MF
= B E R Ao

Go ZH{U1E

Amazon Inspector SBOM E4X BT ERHBREBRLREAVREE ID HGo—EMNE, ELEEHEE
A B IE Amazon Inspector SBOM E425# —ENERHEMRN EZEHRHRRIR. ARELHEREGHENR ,
HEAZERFRENGoTENIE, A TETERNMBKMEREE  SEECoENERURRRER
E , ZFEE D,

Rust ZiE 1

Amazon Inspector SBOM E4 SR8 E —H#URustEREFASENEZEXEEZENERL T FE
“ENER, RMEALEXENRUStZENERROSLENPRER | SIEREEEKME. Amazon
Inspector SBOM 4B S 1.7.3 Rust BIAMEEURZERusttY TEFERA , BEEARLNuEREFH
THENE, MELEBHE , LinuxG@EEATEZEYE Rust LEE Z#E,

® Note
BE T HEEARA BRI , BT X ERust T EER G IREERR.

Amazon Inspector SBOM EX L HNERRKES

Amazon Inspector SBOM E4 2R —BIE , JHREIHRBYEIEE (SBOM) , UREHHEERR
MEXRARBEPIENEHBTRERH. CXERERMEERRUINSELRERRE  BREE
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BT ETRRKBFMEN D, FEBELE SBOM , BAI T B MHEEBNAER., FMBIEER
M RRIRR , AR T #E=SHE,

X ENERRMR

HRRAARES S SBOM ELXEHEERBEXRREHEEELTENEH 2. EREBUBRAZ
HENERARRXESRTER , SIFEHZ %, Amazon Inspector SBOM EARS T ERB THIEER
o

HRERREK EAEK
7-Zip 7-Zip #1FEER (21.07 REEHFRA )
Apache Apache httpd

Apache tomcat
Atlassian Jira Core

Confluence

Jira Software

Jira Service Management

Curl Curl

Libcurl
Elasticsearch Elasticsearch
Google Chrome
Java JDK

JRE

Amazon Corretto
Jenkins Jenkins (2.400.* MR R E TR )

MariaDB # MySQL MariaDB Server (10.6+, 11.x, 12.X)
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ERAEER

ERERM

Microsoft applications

Nginx
Node
Node.JS
OpenSSH
OpenSSL

Oracle

EARER

Oracle MySQL Server Server (8.0, 8.4, 9.4+)

PowerShell

NuGet CLI

Visual Studio Code
Microsoft Edge
SharePoint Server
Microsoft Defender
Exchange Server
Visual Studio

.NET Runtime
ASP.NET Core Runtime
Microsoft Teams
Outlook for Windows
Microsoft Office
Microsoft 365

Nginx

Node

node

OpenSSH ( 28 9 MxFZE 10 R )
OpenSSL

Oracle Database Server

ZENERRR
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ERAEER

LR
PHP

WordPress

ERAER

PHP (8.1 iR EHTHRZA )
core

plugin

theme

7-Zip ERERFEES

xENEAER

- 7 Zip H#EFER (21.07 iRBERARA )

FE#E

« RE7-Zip= VBRI AERAE A

@ Note

SRmE  vER-EVEESERREE,

X EHFE - Windows

* C:/Program
* C:/Program

(@]

:/Program
* C:/Program
:/Program

C
C

* C:/Program
C:/Program
C

:/Program

Files/7-Zip/7z.exe
Files/7-Zip/7za.exe
Files/7-Zip/7zz.exe
Files/7-Zip/7zr.exe
Files (x86)/7-Zip/7z.exe
Files (x86)/7-Zip/7za.exe
Files (x86)/7-Zip/7zz.exe
Files (x86)/7-Zip/7zr.exe

7-Zip £RERFKES
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PURL &34l

LT R B HIEH URL7-Zip.

pkg:generic/7zip/7zipe25.01

Apache £ ERHRES
AR A Apache httpd 1 Apache tomcat FEREX N FFMEA.
Apache httpd

X ENEAEN

* Apache httpd

(® Note
R EEE AR Apache httpd 2.0 iR E HTARA .

FEIhEE

« Z# /include/ap_release.h BRUMNMELZEESR , HPIEXERFNFFH. REBINFF
BREHEXBBIFF S,

XEFE

Amazon Inspector SBOM EXHEBETAREERRERRPNRE .

Unix

* /usr/local/apache2/include/

Windows

* /Apache24/include/
* /Program Files/Apache24/include/

Apache £ RERFES 200
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ERAEER

 /Program Files (x86)/Apache24/include/

g4 ap_release.h ##%

LR R ap_release.h BRERANARKEH,

//truncated

#define AP_SERVER_BASEVENDOR "Apache Software Foundation"
#define AP_SERVER_BASEPROJECT "Apache HTTP Server"
#define AP_SERVER_BASEPRODUCT "Apache"

#tdefine AP_SERVER_MAJORVERSION_NUMBER 2

#tdefine AP_SERVER_MINORVERSION_NUMBER 4

#tdefine AP_SERVER_PATCHLEVEL_NUMBER 1

#define AP_SERVER_DEVBUILD_BOOLEAN 0

//truncated

PURL #i 4l

LA 2 Apache httpd ERERMNEH URL 4,

Sample PURL: pkg:generic/apache/httpde2.4.1

Apache tomcat

X ENEAEN

* Apache tomcat

(® Note
A EEBAR 9.0 lRFE FApache tomcathR 28,

Apache £ RERMES
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FEIEE

- fRBR#E catalina.jar FERLFEEY META-INF/MANIFEST.MF B RANZEHESE | HF I EREK
FE,

<E¥AB

Amazon Inspector SBOM E4 RSB T A RAERLEREPHNLE .

Linux

+ /opt/tomcat/lib/

 /usr/share/tomcat/1lib

« /var/lib/tomcat/1lib/

macOS

« /Library/Tomcat/lib/
« /usr/local/tomcat/1ib

Windows

* /Program Files/Apache Software Foundation

* /Program Files (x86)/Apache Software Foundation/

#ifl catalina.jar/META-INF/MANIFEST.MF &£X

AR & catalina.jar/META-INF/MANIFEST.MF &RAABSHIEH,

//truncated
Implementation-Title: Apache Tomcat
Implementation-Vendor: Apache Software Foundation

Implementation-Version: 10.1.31

//truncated
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PURL &34l

LAR 2 Apache tomcat EARIXHEH URL &Hl,

Sample PURL: pkg:generic/apache/tomcat@l®.1.31

Atlassian £ REERFKEES
AR MHEBAtassianfA R ERMEARERNWFEMENR.
Atlassian Server Products

XENEARER

» Jira Core

* Confluence

FEIRE

« Jira Core — & Z#T Maven POM Bttatlassian-jira-webapp AHEEVRAE A,
- Confluence — #& Z4t Maven POM B confluence-webapp A fEEURAE F-

XEFA
Amazon Inspector SBOM E4 S EREFERZHBERANZE

Linux

« /opt/atlassian/jira/atlassian-jira/META-INF/maven/com.atlassian.jira/
atlassian-jira-webapp/pom.properties

* /opt/atlassian/confluence/confluence/META-INF/maven/
com.atlassian.confluence/confluence-webapp/pom.properties

PURL &4l

LA 2Atlassianfrl R 25 = MV E 4 URLsEIf,

Atlassian £ EERFES 203
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// Jira Core
pkg:generic/atlassian/jira-core@l®.0.1?distro=1inux

// Confluence
pkg:generic/atlassian/confluence@9.2.7?distro=1inux

Atlassian Applications

xENEAER

» Jira Software

« Jira Service Management

FEN&E

- Jira Software — &8 jira-software-application JAR {5813 % Maven POM &4 #EER AR AN,

- Jira Service Management — i jira-servicedesk-application JAR {8383 Maven POM

B 1 FRENAR AN

XE¥AE
Amazon Inspector SBOM E4 SR EFERZHBERPNZE
Linux

« /opt/atlassian/jira/atlassian-jira/WEB-INF/application-installation/jira-
software-application/jira-software-application-*.jar

 /opt/atlassian/jira/atlassian-jira/WEB-INF/application-installation/jira-
servicedesk-application/jira-servicedesk-application-*.jar
PURL il

LU RAtlassianfE AN g 51 EH URLs,

// Jira Software
pkg:generic/atlassian/jira-software@l®.3.9?distro=1linux

// Jira Service Management

Atlassian £ EERFES 204
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ERAEER

pkg:generic/atlassian/jira-service-management@l®.3.9?distro=1inux

Curl £ BREES
AEFRMHEE Curlf Libcurl ERARXWFMEA,
Curl

X ENRAEN

» Curl

BT A

« Unix-Linux f macOS

 /usr/local/bin/curl

FEIhEE - Curl
o BEcurl ZHEME LR A BRRAE .

(® Note

BEEME K CREHEMAEITE. rodataEE (EAR Linux LA ELF Z#
B). .rdataBE (EAM Windows LB PE —#4E ) = _ cstring BB (EAR
macOS E£# MachO Z#f1E ) FESRAFE,

Curl version string
AT R ERFE Curl = A2 R AR AN 7 SR &80
curl/8.14.1

¥ 8. 14, IFEEMRA LA BICur LR,

&5 PURL (Curl)

Curl £ ERKES
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LT RCUrl iR ERNEFHEMH URL,

Sample PURL: pkg:generic/curl/curle8.14.1

Libcurl

X ENEAEN

e Libcurl

xE¥a

« Unix-Linux f macOS

» [usr/local/bin/curl/curlver.h

FEIHEE - Libeurl

« BEcurlver.nSAREEL B A #RRAE A Libcurlo

® Note

BEEWmMS , e2X%EXHM LIBCURL_VERSION_MAJOR, LIBCURL_VERSION_MINORHI
LIBCURL_VERSION_ PATCHEEH#EEURZS,

Libcurl version string
AR 2 curlver.h f#ERPRAB S EH

#define LIBCURL_VERSION_MAJOR 8
#define LIBCURL_VERSION_MINOR 14
#define LIBCURL_VERSION_PATCH 1

IELTTS. 14 1FEEUARA LA BILibcur LR AR,
#if5) PURL (Libcurl)

BTRRLibcurlliR A ER=NEHEH URL,
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Sample PURL: pkg:generic/curl/libcurle8.14.1

Elasticsearch £ RERKES

X ENEAEN

» Elasticsearch

(® Note
RO {EE AR 7.17.0 ElasticsearchhRo

FTEN&E

* Version — 2B i elasticsearch-<specific.version>.jar #XRLFEE META-INF/
MANIFEST.MF BEREANRTEES , HF B ZElasticsearchhiR A& F &,

*ETA

* Linux - /etc/elasticsearch/1lib, /opt/elasticsearch/lib/#l /usr/share/
elasticsearch/lib/

* macOS - /usr/local/var/lib/elasticsearch/1lib/

* Windows - /elasticsearch/, /Program Files (x86)/Elastic/elasticsearch/
lib/# /Program Files/Elastic/elasticsearch/lib/

#ifjl elasticsearch-<specific.version>.jar/META-INF/MANIFEST.MF %

AR R elasticsearch-<specific.version>.jar/META-INF/MANIFEST.MF &RV & A,

//truncated

Manifest-Version: 1.0

Module-Origin: gite@github.com:elastic/elasticsearch.git
X-Compile-Elasticsearch-Version: 8.19.0-SNAPSHOT
X-Compile-Lucene-Version: 9.12.1
X-Compile-Elasticsearch-Snapshot: true
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//truncated

PURL #i 4l

AR R elasticsearch-<specific.version>.jar/META-INF/MANIFEST.MF RN EHEH
URL.

pkg:generic/elastic/elasticsearch@8.19.0-SNAPSHOT

Google £RERMES
SENEARER

» Google Chrome

« Puppeteer ( X1 puppeteer X E ; ‘88 puppeteer-core)

® Note
Puppeteer X #& puppeteer X E, PuppeteerZOTEEERN,

B R AR

&II;

Amazon Inspector &1t T 5118 B K EEGoogle Chrome&

« chrome/VERSION %X (BENRR)
« chrome.exe #ZX (Windows Chrome &% )

« puppeteer X (&%)

HREBEXZENR®E , Sbomgen &3I4 MU EchrometE R puppeteer IR, ¥ puppeteer &
g  SEEBEChromiumR A IES B puppeteerfk 4, MEFFMEF , B E Puppeteer #815 I
EHRIE.

EPUPPETEER_SKIP_CHROMIUM_DOWNLOADIREESEERTES Btrue , ERIBETM |, I
#skip_chromium_download=truePRE:I# € ZPuppeteerE# URL,

gifilchrome/VERSIONR A< 18 3

LT & chrome/VERSIONAR ZS#E 2 A & 4,
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MAJOR=130
MINOR=0
BUILD=6723
PATCH=58

PURL &34l

AR Rchrome/VERSIONIRAE RNV EHEH URL,

Sample PURL: pkg:generic/google/chrome@l31.0.6778.87

#iflpuppeteexrR A HE R
LR 2 puppeteerhRA#E =RV &I,

{
"name": "puppeteer",
"version": "23.9.0",
"description": "A high-level API to control headless Chrome over the DevTools
Protocol",
"keywords": [
"puppeteer",
"chrome",
"headless",
"automation"

PURL &34l

LA Rpuppeteer R AE RNV EHIEH URL,

Sample PURL: pkg:generic/google/puppeteer@23.9.0

PURL 34l

TR EBpuppeteerlRAEREKIBREFNEMH URL £,

pkg:generic/google/puppeteer@22.15.0?distro=1inux&skip_chromium_download=true
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Java £RERFES

xENEAEN

e Oracle JDK
* Oracle JRE

 Amazon Corretto

ERIRE

- HEEY Java ZREHNFEH,
- BB EJavaBlITEIEM B SRR,
- &R A Oracle JDK, Oracle JREH Amazon Correttos

Amazon Inspector SBOM B4R/ H T HJavaR BB EMEAEPHRE .

macOS: /Library/Java/JavaVirtualMachines
Linux 32-bit: /usr/1ib/jvm
* Linux 64-bit: /usr/1ib64/jvm

Linux (generic): /usr/java and /opt/java

£ INEWET R N=
LA & Oracle Javahx iy &4,

// Amazon Corretto
IMPLEMENTOR="Amazon.com Inc."

IMPLEMENTOR_VERSION="Corretto-17.0.11.9.1"

JAVA_RUNTIME_VERSION="17.0.11+9-LTS"

JAVA_VERSION="17.0.11"

JAVA_VERSION_DATE="2024-04-16"

LIBC="default"

MODULES="java.base java.compiler java.datatransfer java.xml java.prefs java.desktop
java.instrument java.logging java.management java.security.sasl java.naming
java.rmi java.management.rmi java.net.http java.scripting java.security.jgss
java.transaction.xa java.sql java.sql.rowset java.xml.crypto java.se java.smartcardio
jdk.accessibility jdk.internal.jvmstat jdk.attach jdk.charsets jdk.compiler
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jdk.crypto.ec jdk.crypto.cryptoki jdk.dynalink jdk.internal.ed jdk.editpad
jdk.hotspot.agent jdk.httpserver jdk.incubator.foreign jdk.incubator.vector
jdk.internal.le jdk.internal.opt jdk.internal.vm.ci jdk.internal.vm.compiler
jdk.internal.vm.compiler.management jdk.jartool jdk.javadoc jdk.jcmd jdk.management
jdk.management.agent jdk.jconsole jdk.jdeps jdk.jdwp.agent jdk.jdi jdk.jfr jdk.jlink
jdk.jpackage jdk.jshell jdk.jsobject jdk.jstatd jdk.localedata jdk.management.jfr
jdk.naming.dns jdk.naming.rmi jdk.net jdk.nio.mapmode jdk.random jdk.sctp
jdk.security.auth jdk.security.jgss jdk.unsupported jdk.unsupported.desktop
jdk.xml.dom jdk.zipfs"

OS_ARCH="x86_64"

OS_NAME="Darwin"

SOURCE=".:git:7917f11551e8+"

// 3IDK

IMPLEMENTOR="0racle Corporation"

JAVA_VERSION="19"

JAVA_VERSION_DATE="2022-09-20"

LIBC="default"

MODULES="java.base java.compiler java.datatransfer java.xml java.prefs java.desktop
java.instrument java.logging java.management java.security.sasl java.naming

java.rmi java.management.rmi java.net.http java.scripting java.security.jgss
java.transaction.xa java.sql java.sql.rowset java.xml.crypto java.se java.smartcardio
jdk.accessibility jdk.internal.jvmstat jdk.attach jdk.charsets jdk.zipfs jdk.compiler
jdk.crypto.ec jdk.crypto.cryptoki jdk.dynalink jdk.internal.ed jdk.editpad
jdk.hotspot.agent jdk.httpserver jdk.incubator.concurrent jdk.incubator.vector
jdk.internal.le jdk.internal.opt jdk.internal.vm.ci jdk.internal.vm.compiler
jdk.internal.vm.compiler.management jdk.jartool jdk.javadoc jdk.jcmd jdk.management
jdk.management.agent jdk.jconsole jdk.jdeps jdk.jdwp.agent jdk.jdi jdk.jfr jdk.jlink
jdk.jpackage jdk.jshell jdk.jsobject jdk.jstatd jdk.localedata jdk.management.jfr
jdk.naming.dns jdk.naming.rmi jdk.net jdk.nio.mapmode jdk.random jdk.sctp
jdk.security.auth jdk.security.jgss jdk.unsupported jdk.unsupported.desktop
jdk.xml.dom"

0S_ARCH="x86_64"

OS_NAME="Darwin"

SOURCE=".:git:53b4al1304b0 open:git:967a28c3d85f"

PURL &34l
LR 2 Oracle JavahR AR EH URL £il,

Sample PURL:
# Amazon Corretto
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pkg:generic/amazon/amazon-corretto@21.0.3
# Oracle JDK
pkg:generic/oracle/jdkell.0.16

# Oracle JRE

pkg:generic/oracle/jre@20

Jenkins £EERFES

xENEAEN

« Jenkins &1

® Note
RO EE AR 2.400.* K& EFHJenkinshiR 2,

FEIRE

« jenkins.war EBENEERAFTENER , # META-INF/MANIFEST .M #& R #EJenkinsiR 4
&R,

Amazon Inspector SBOM E4 SR8 EEFANERLREEEHPEIK Jenkins L&

Linux

« /usr/share/jenkins/jenkins.war

* /usr/share/java/jenkins.war

macOS

« /opt/homebrew/opt/jenkins-1ts/libexec/jenkins.war

Windows

* /Program Files/Jenkins/Jenkins.war

 /Program Files (x86)/Jenkins/Jenkins.war
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BEHIER

LT RFREMRAjenkins .war/META-INF/MANIFEST . MFEY#E R&E1 1,

Manifest-Version: 1.0

Created-By: Maven WAR Plugin 3.4.0
Build-Jdk-Spec: 21
Implementation-Title: Jenkins war
Main-Class: executable.Main
Implementation-Version: 2.516.2
Jenkins-Version: 2.516.2

Manifest-Version: 1.0
Jenkins-Version: 2.414.1
Implementation-Title: Jenkins
Implementation-Version: 2.414.1
Built-By: kohsuke

Created-By: Apache Maven 3.8.6

PURLs# 4l

LLTF & Jenkins LTS x4 2.516.2 MxFflJenkins B Bi{L. AIIRESMR A 2.414 IRV EH URLs,

LTS: pkg:generic/jenkins/jenkins-core-1ts@2.516.2.1
Regular: pkg:generic/jenkins/jenkins-core@2.414

MariaDB #1 MySQL £ ERKES
MariaDB

XENERARER

* MariaDB Server (10.6+, 11.x, 12.x)

FE&E

- ERERNERFERS , tENEARSR - EVENEREERBEIREEN.
- HAlEEENEMRSRRZEN B HKKRE,
- EFRERNEHEERFARFUBEBHES MariaDBH MySQL R,

MariaDB #1 MySQL 4 RERFKES
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SBOM EAREHEFERE RMariaDBZEBRERSRELE !

Linux

 /usr/bin/mariadbd
 /usr/sbin/mariadbd
 /usr/local/bin/mariadbd

macOS
 C:/Program Files (x86)/MariaDB/include/mysql/mariadb_version.h (MariaDB)
 C:/Program Files/MariaDB/include/mysql/mariadb_version.h (MariaDB)

Windows

 C:/Program Files (x86)/MariaDB/include/mysql/mariadb_version.h (MariaDB)
* C:/Program Files/MariaDB/include/mysql/mariadb_version.h (MariaDB)

PURL 34l

BAF RMariaDBaE fR25 Y E B EH URL,

# MariaDB Server

pkg:generic/mysql/mariadb-server@l®.11.8

MySQL £RERFKEES
HIENERER

* Oracle MySQL Server Server (8.0, 8.4, 9.4+)

FEINRE

- FRERERSEER , #E R ER RS EENEEEREEMRAER.
- BRlTEERERRERTEN B HER,

- FRERAEDHREEREREIEBES MySQLF MariaDB &,
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SBOM E4ABEHEEFANERMYySQALZERERSHRELE !

Linux

* /usr/local/bin/mysqld
* /usr/bin/mysqld
* /usr/sbin/mysqld

macOS

* /usr/local/mysql/include/mysql_version.h (MySQL)

Windows

« C:/Program Files/MySQL/MySQL Server/include/mysql_version.h (MySQL)
 C:/Program Files (x86)/MySQL/MySQL Server/include/mysql_version.h (MySQL)

PURL &34

LT 2MySQL A AR 2R AV B EH URL.

# Oracle MySQL Server

pkg:generic/mysql/mysql-server@8.0.43

Microsoft applications £ EERMHES

T/ Microsoft EARER

+ PowerShell

* NuGet CL

+ Visual Studio Code
» Microsoft Edge

+ SharePoint Server
* Microsoft Defender

* Exchange Server
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Visual Studio

.NET Runtime
ASP.NET Core Runtime
Microsoft Teams
Outlook for Windows
Microsoft Office
Microsoft 365

FEIEE

PowerShell - 82 pwsh.exe ERUBEERABKRAER,

NuGet CLI - B & nuget.exe ERUMEARRAER,

Visual Studio Code — & Code.exe {&ERUEEABMRAEHR

Microsoft Edge - 8% msedge . exe #ERUBEI AR AE A

SharePoint Server — 8% Microsoft.SharePoint.d1l #EZRUMEEAERRAER.
Microsoft Defender — 8 & MsMpEng . exe {&RUBEEUA HMRAE Ao

Exhange Server - & Exsetup.exe & RUBEA#MAEH.

Visual Studio — |47 state.json BRI catalogInfo.productDisplayVersion A fREL
RAF &R,

NET Runtime - S Z# KEHMPMicrosoft .NETCore.App.deps. jsontER , ¥R T I ERK
REXHEBRAF S,

Microsoft.NETCore.App/<VERSION>/Microsoft.NETCore.App.deps.json

ASP.NET Runtime - # S Z# K€ P HIMicrosoft.AspNetCore.App.deps.jsoniER , IR T
IR RENEEIRAF S,

Microsoft.AspNetCore.App/<VERSION>/Microsoft.AspNetCore.App.deps.json

Outlook for Windows — Z#1 Windows & &g | T 51 2 4% 1E £ @ FEEUR A,

HKLM\SOFTWARE\Classes\Local Settings\Software\Microsoft
\Windows\CurrentVersion\AppModel\PackageRepository\Packages
\Microsoft.OutlookForWindows_<VERSION>_<ARCH>__8wekyb3d8bbwe
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 Microsoft Teams — ZI4T Windows & &&#& | W T 51 & 44 S B HEEUR S,

HKLM\SOFTWARE\Classes\Local Settings\Software\Microsoft\Windows\CurrentVersion
\AppModel\PackageRepository\Packages\MSTeams_<VERSION>_<ARCH>__8wekyb3d8bbwee

« Microsoft Office 365 / Microsoft 365 — ZI#T Windows & $&4g , W T 5 2 E IS A E REEUR A,
o BRI

KEY_LOCAL_MACHINES\SOFTWARE\Microsoft\Office\ClickToRun\Configuration

- B8E
« VersionToReport — Microsoft Office KxZ<

 ProductReleaselds — Ef IDs/BE ., ERANEL S ZER Office EfR. MEEMR IDsHEFME
A , 5528 product IDs Microsofti@us LH .

* Microsoft Office Suite — EiBRE T 5| A # TR R EE L RN FE Office BAR :
« EXCEL .EXE — Microsoft Excel
» WINWORD.EXE — Microsoft Word
* POWERPNT . EXE — Microsoft PowerPoint
* OUTLOOK . EXE — Microsoft Outlook

Windows & 18 B9 i ANifm 57 & F fF 28 B L & Office FE AR XV R BRA MR

il state.json EX

AR Rstate. jsonARWE 2 L& Visual Studiohx 4B 1E 2R €86,

{
"icon": {
"mimeType": "image/svg+xml",
"fileName": "product.svg"
+

"updateDate": "2025-11-06T05:05:35.6517471Z2",
"installDate": "2025-11-06T05:05:35.6527436Z",
"enginePath": "C:\\Program Files (x86)\\Microsoft Visual Studio\\Installer\
\resources\\app\\ServiceHub\\Services\\Microsoft.VisualStudio.Setup.Service",
"installationName": "VisualStudio/17.14.19+36623.8",
"catalogInfo": {
"id": "VisualStudio/17.14.19+36623.8",
"buildBranch": "d17.14",
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"buildVersion": "17.14.36623.8",

"localBuild": "build-1lab",

"manifestName": "VisualStudio",

"manifestType": "installer",

"productDisplayVersion": "17.14.19",
// truncated

PURL &4l

LT 2SR NEHEH URLMicrosoft Applications.

// PowerShell
Sample PURL: pkg:generic/microsoft/powershell@7.5.3

// NuGet CLI
Sample PURL: pkg:generic/microsoft/nuget@6.14.0

// Visual Studio Code
Sample PURL: pkg:generic/microsoft/visualstudiocode@l.104.2

// Microsoft Edge
Sample PURL: pkg:generic/microsoft/edge@l40.0.3485.94

// SharePoint Server
Sample PURL: pkg:generic/microsoft/sharepoint@23.38.219.1

// Microsoft Defender
Sample PURL: pkg:generic/microsoft/defender@4.18.23110.3

// Exchange Server
Sample PURL: pkg:generic/microsoft/exchangeserver@l5.2.2562.17

// Visual Studio
Sample PURL: pkg:generic/microsoft/visualstudio@l7.14.19

// .NET Runtime
Sample PURL: pkg:generic/microsoft/dotnet@8.0.18

// ASP.NET Core Runtime
Sample PURL: pkg:generic/microsoft/aspdotnet@8.0.18

// Microsoft Teams
Sample PURL: pkg:generic/microsoft/teams@25241.203.3947.4411
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// Outlook for Windows
Sample PURL: pkg:generic/microsoft/outlookforwindows@l.2025.916.400

// Microsoft 365 / Office 365
Sample PURL: pkg:generic/microsoft/office@l6.0.19127.202647?
product_ids=0365HomePremRetail

// Microsoft Word
Sample PURL: pkg:generic/microsoft/word@l6.0.19127.20264

// Microsoft Excel
Sample PURL: pkg:generic/microsoft/excel@l6.0.19127.20264

// Microsoft PowerPoint
Sample PURL: pkg:generic/microsoft/powerpoint@l6.0.19127.20264

// Microsoft Outlook
Sample PURL: pkg:generic/microsoft/outlook@l6.0.19127.20264

Nginx £ RERRES
XENEARER

* Nginx

XEFA
UTREZENTEE,
Linux

* /usr/sbin/nginx

/usr/local/nginx

lusr/local/etc/nginx

/usr/local/nginx/nginx

/usr/local/nginx/sbin/nginx

/etc/nginx/nginx
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Windows

« C : \nginx\nginx.exe

+ C : \nginx-x.y.z\nginx.exe (x.y.z SEZRA )

macOS

* /usr/local/etc/nginx/nginx

FEIEE

hESEREEMEUENRNBRRAEN. CBE_ENATHTE. rodataBE (BAR LW ELF
M RELinux), .rdataEBEk (BAR LH PE Z# M &EWindows) __ctringEE MachO (&
AR ZHAME ) PESHAEFH,

B R A7 &
LT RAERTE Nginx =V E P EI RS 7 SR €26,

nginx version: nginx/1.27.5
1.27.5 FRERHE RS BARE BINQinx MR AR o

PURL &34l

AT 2 Nginx FEAIEH URL,

Sample PURL: pkg:generic/nginx/nginx@l.27.5

Node.JS MITREEKS
X ENERER
+ B9 EIBEBAITRER AR Node.JS

X EFH
UTREBEHFA, ( REBRE )
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Linux

* /usr/local/bin/node

* /usr/bin/node

* /nodejs/bin/node

* ~/.nvm/versions/node/*/bin/node

+ ~/.local/share/fnm/node-versions/*/installation/bin/node
+ ~/.asdf/installs/nodejs/*/bin/node

+ ~/.local/share/mise/installs/node/*/bin/node

+ ~/.volta/tools/image/node/*/bin/node

Windows

* C : \Program Files\nodejs\node.exe
« C : \Program Files (x86)\nodejs\node.exe

+ ~\AppData\Roaming\fnm\node-versions\*\installation\node.exe

macOS

 /opt/homebrew/Cellar/node/*/bin/node

FEIRE

hEEERE - EVEUMEBABRREENR,. CEBEENATEHTE. rodataBR (EAMK LW ELF
M RELinux), .rdataBER (EAR LW PE Z# M &EWindows) __ctringEE MachO (&
AR ZHENE ) PESHRETFH,

EI IR AN &
AT R A ERFENode. JSFATT B =3 (7 12 Y AR A 7 SR &8 401

node.js/v24.11.1

24.11.1 BEBREEMRAS LAR8 B Node . JSEA 1T B FE AR A

PURL 34l
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TR NEAEH URLNode.JS,

Sample PURL: pkg:generic/nodejs/node@24.11.1

OpenSSH £ RERMKES

XENEAEN

« OpenSSH (% 9 hR)
« OpenSSH ( £ 10 iR )

X ENFE A Linux/macOS

« /usr/sbin/sshd
 /usr/local/sbin/sshd

X EHFE Windows

* C:/Windows/System32/0penSSH/sshd.exe

* C:/Program Files/OpenSSH/sshd.exe
 C:/Program Files (x86)/0penSSH/sshd.exe
* C:/0penSSH/sshd.exe

FEIRE

o WEsshd T IE LR A ERMRAE

« ETHMNTAIEITE . rodataER (EARK LM ELF Z# M #ELinux, _cstringEBER (#EH
B E# Mach-O —#{u#EMacOs) 5 .rdata@B& (EAR LK PE ZEME ) PEREREFEH
Windows.,

g R A= &

LA 2 AHTE OpenSSH — #E {7 #% AP 19 AR A< = SR & 45

OpenSSH_9.9p2
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9.9p2 FRBRMENR A< LAFE B OpenSSHAR S,

PURL &34l

BT 2 BEHIEH URLOpenSSH,

Sample PURL: pkg:generic/openssh/openssh@9.9p2

OpenSSL £ ERKEES
ENERAER

¥ OpenSSL EXEMRAREANZRERNEREAR 3.0.0 RESRAZET OpenSSL ZERE
B, HROLAEREFEERAZH. TXEBFTHD XE OpenSSL MK 3.0.0 KBRS

Amazon Inspector SBOM E4 2 HENE 2 K% OpenSSL HITEBMNER/EHENA.
FERE

« #% OpenSSL ZBEERMEEZAR SEMVER RAF &

« B2 E OpenSSL R B IR K

Amazon Inspector SBOM E4 BB EBE T AN E RL R PIFHE opensslv.h BER , UEEK
OpenSSL ##,

Linux/Unix Y £85 % 38 B 1%

BATF & Linux/Unix B &I 28K E,

/usr/local/include/openssl/opensslv.h
/usr/local/ssl/include/openssl/opensslv.h
/usr/local/openssl/include/openssl/opensslv.h
/usr/local/opt/openssl/include/openssl/opensslv.h
/usr/include/openssl/opensslv.h

Amazon Inspector SBOM E4 & #Topensslv . BRI SHIRAERE , SFEERRAEZE A

# define OPENSSL_VERSION_MAJOR 3
# define OPENSSL_VERSION_MINOR 4
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# define OPENSSL_VERSION_PATCH @

PURL 34l

LA 2 OpenSSL R4 €86 EH URL.

Sample PURL: pkg:generic/openssl/openssl@3.4.0

Oracle ERIERRERES
TENERER

* Oracle Database

TEMWFE Linux

« /opt/oracle
 /u@l/app/oracle

(® Note
JR AEE(LEE A Oracle Database Server £ 19 WX & E# AR 48,

FEN&E

« ®EOracle ZHE1E LRV #RIRAE F o

s ETEMNTHTE . rodataEBRPSHRAFTE (ERAR £H ELF Z# M ELinux).

- [REEFEFETE RDBMS RAEFHENIFEE R

E IR A F B
LA 2 AHRE Oracle Database =& H B hx 2 =7 SR &5 451

RDBMS_23.7.0.25.01DBRU_LINUX.X64_240304

23.7.0.25.01 fEERAA R A LAFE B Oracle Databasehx 2~

Oracle ERERRERES
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PURL &34l

LA 2 WEiH|EH URLOracle Database.

Sample PURL: pkg:generic/oracle/database@23.7.0.25.01

PHP £REERKES
FENERRER
-WP@JW&E%W$)

FE&E

« ERARBMRAFBERPHP ZE AT H TR A E R,
- WEIEBEPHPZHE K B &KE,
- BEMERIFREPHP ZH# VB MRAZEHIAYR S , fl20 php8.1, php8.27H php8. 3,

Amazon Inspector SBOM E4 BB EBE T AN ERPHPRERREPESHRLE !

Linux

* usr/bin/php8.1 through /usr/bin/php8.9

* /usr/sbin/php8.1 through /usr/sbin/php8.9

 /usr/local/bin/php, /usr/bin/php, /usr/sbin/php

« /usr/local/bin/php8.1 through /usr/local/bin/php8.9 ( MRAKI ZH#ENE )

macOS

« /opt/homebrew/bin/php
* /usr/bin/php
 /usr/local/bin/php

Windows

* C:/php/php.exe
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« C:/php8.1/php.exe through C:/php8.9/php.exe ( hRASH# )

£ fPHP AR A< EX

Amazon Inspector SBOM E4SREFEA TIERBESAMRAFE , PHP—HEEHEEUREER.

X-Powered-By: PHP/8.4.12

8.4.12 S bE R , LA BIPHPRR AR
PURL il

LT RPHPEXWEHIEH URL.

pkg:generic/php/phpe8.4.12

WordPress £ BERIKEES

X ENTH

« WordPress # 1>
« WordPress /A1
« WordPress i *&

FE&E

« WordPress %/ — Z#T /wp-includes/version.php #&RELUKE $wp_version BEFEEVRAE,

« WordPress \#23 — Z4# /wp-content/plugins/<WordPress Plugin>/readme.txtiE
% /wp-content/plugins/<WordPress Plugin>/readme.md , #StableZ &M BRAFE
=

« WordPress #fis =78 - 47 /wp-content/themes/<WordPress Theme>/style.css EXR ,
LA hi 2= v 4 6 o SR A AR A

&5l version.php =

LR RWordPress# trversion. phpiE R E 51,
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// truncated

/**
* The WordPress version string.

*

* Holds the current version number for WordPress core. Used to bust caches
*

*

* @global string $wp_version
*/

$wp_version = '6.5.5"';

// truncated

PURL &34

BLTF 2 WordPress# /UM g 51 EH URL,

Sample PURL: pkg:generic/wordpress/core/wordpress@6.5.5

£if5) readme.txt R

LT RWordPress/M M iE X readme . tx tiE RV HI,

=== Plugin Name ===

Contributors: (this should be a list of wordpress.org userid's)
Donate link: https://example.com/

Tags: tagl, tag2

Requires at least: 4.7

Tested up to: 5.4

Stable tag: 4.3

Requires PHP: 7.0

License: GPLv2 or later

License URI: https://www.gnu.org/licenses/gpl-2.0.html

// truncated

and to enable development mode for scripts when running from the /src directory.

WordPress £ RERFES
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PURL &34l

LA 2WordPress#\ B2 X BV EHI E 4 URL,

Sample PURL: pkg:generic/wordpress/plugin/exclusive-addons-for-elementor@l.0.0

il style.css =

LA WordPressfis EfEstyle. cssERAEHI,

/*

Author: the WordPress team

Author URI: https://wordpress.org

Description: Twenty Twenty-Four is designed to be flexible, versatile and applicable
to any website. Its collection of templates and patterns tailor to different needs,
such as presenting a business, blogging and writing or showcasing work. A multitude
of possibilities open up with just a few adjustments to color and typography. Twenty
Twenty-Four comes with style variations and full page designs to help speed up the
site building process, is fully compatible with the site editor, and takes advantage
of new design tools introduced in WordPress 6.4.

Requires at least: 6.4

Tested up to: 6.5

Requires PHP: 7.0

Version: 1.2

License: GNU General Public License v2 or later

License URI: http://www.gnu.org/licenses/gpl-2.0.html

Text Domain: twentytwentyfour

Tags: one-column, custom-colors, custom-menu, custom-logo, editor-style, featured-

images, full-site-editing, block-patterns, rtl-language-support, sticky-post,
threaded-comments, translation-ready, wide-blocks, block-styles, style-variations,
accessibility-ready, blog, portfolio, news

*/

PURL &4l

LA WordPress ERE R &1 E 4 URL,
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Sample PURL: pkg:generic/wordpress/theme/avada@l.?.0

Amazon Inspector SBOM FE4 85 SSL/TLS BHEHEH

ZEERBA A5 Amazon Inspector SBOM E4AESEE SSL/TLS BFE. EREREEEZNVNEES
BRUNFHAERMENEH , SbomgenRETE SSL/TLS B, It EEZEFAEBE SSL/TLS &
F, URESBHNER. CABRtEHREREERD,

{# FiSbomgen B iw

BRI LAEA --scanners certificatessI&EAA SSL/TLS BREFKWE. BRBHTUETMHE
IR ERESER., RIFENR , TSRABRERE,

SRBBENAM , SbomgenESFEMNENBFE. EFMEERT , SbomgenFHEEREEET5E
EENERPEEUER.

.pem
.crt
.der
.p7b
.p7m
.p7s
.pl2
.pfx

localhost BX mEH

MEECRAREREES , BRMERA localhost , Bl & LASbomgensEB S5 X1E /etc/*/ssl, /
usr/local/*/ssl. /Jopt/*/ssl/certsHl FEHKBHE /var/lib/*/certs , HH * TRZEH,
RS T MEEE , BEUEESNESFERAERENESZ., —MBMS , CARREBETENEE
BERRhH, ELERRBEBEMNNABA pki, ca-certsm MWERRHCA, Bt IREHREFERN
localhost F &R,

B $% & 88 B am
FHB SRR/ MEF , SbomgenEE SR m L EMVENER.

BREHDTEHM
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UTOERBFREGTES, BESELETELREBEHKPERHEN SBOM., 5—1E &4 SBOM , H
REEAE Hh R R M Debian, Alpinef RhelE#., 2 —@ €&4% SBOM , HHhEEERER
&P KN RE.

# generate SBOM only containing certificates in a local directory
./inspector-sbomgen directory --path ./project/ --scanners certificates

# generate SBOM only containing certificates and Alpine, Debian, and Rhel 0S packages
in a local directory

./inspector-sbomgen directory --path ./project/ --scanners certificates,dpkg,alpine-
apk, rhel-rpm

# generate SBOM only containing certificates, taken from common localhost certificate
locations

./inspector-sbomgen localhost --scanners certificates

RS
LTasmERRRERER G, ERFEME , SrblpARBE A HEABE,

"bom-ref": "comp-2",
"type": "file",
"name": "certificate:expired.pem",
"properties": [
{

"name": "amazon:inspector:sbom_generator:certificate_finding:IN-
CERTIFICATE-001",

"value": "expired:2015-06-06T11:59:59z2"

I
{
"name": "amazon:inspector:sbom_generator:source_path",
"value": "/etc/ssl/expired.pem"
}
]
I
{
"bom-ref": "comp-3",
"type": "file",
"name": "certificate:unexpired.pem",
"properties": [
{
"name": "amazon:inspector:sbom_generator:source_path",
fE FASbomgenBE 17
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"value": "/etc/ssl/unexpired.pem"

T [ T ¢ #E 451

£/ --scan-sbomEZE#H{T Amazon Inspector SBOM E4A RS HEE LR SBOM &EixE Amazon
Inspector AEITRARE. ATERRIEETHNERRBAELEREH.

{
"advisories": [
{
"url": "https://aws.amazon.com/inspector/"
},
{

"url": "https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/
sec_protect_data_transit_encrypt.html"

}
1,
"affects": [
{
"ref": "comp-2"
}
1,
"analysis": {
"state": "in_triage"
.
"bom-ref": "vuln-1",
"created": "2025-04-17T18:48:2072",
"cwes": [
324,
298
1,
"description": "Expired Certificate: The associated certificate(s) are no longer

valid. Replace certificate in order to reduce risk.",
"id": "IN-CERTIFICATE-001",
"properties": [

{
n LI n .9 . 0 4 3 n
name": "amazon:inspector:sbom_scanner:priority",
"value": "standard"
I
{
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"name": "amazon:inspector:sbom_scanner:priority_intelligence",

"value": "unverified"
}
1,
"published": "2025-04-17T18:48:20Z",
"ratings": [

{
"method": "other",
"severity": "medium",
"source": {
"name": "AMAZON_INSPECTOR",
"url": "https://aws.amazon.com/inspector/"
}
}

]I

"source": {
"name": "AMAZON_INSPECTOR",
"url": "https://aws.amazon.com/inspector/"

+
"updated": "2025-04-17T18:48:207"

Amazon Inspector SBOM E4LBRIZEES

Amazon Inspector SBOM E4 i BB M E Y REE (SBOM) AWREEA. CEBEXRKM

BARFES  XENEAKREREEF. EELHN SBOM FEARELREREN ,

BEEY,
BRREER
wHl B

%

THgEHI eI B RN EREET.

./inspector-sbomgen directory --path /path/to/your/directory/ --collect-licenses

SBOM T4+l

THEHI B RFIEL SBOM Ry THIEE

ALY

RESS
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"components": [

{
"bom-ref": "comp-2",
"type": "application",
"name": "sample-js-pkg",
"version": "1.2.3",
"licenses": [

{
"expression": "Apache-2.0 AND (MIT OR GPL-2.0-only)"

}

1,
"purl": "pkg:npm/sample-js-pkgel.2.3",

X ERNEN
BEESXETIRARABE MELRREM.

Target EHERBTIER REEARIR Type

Alma Linux RPM « Jusr/lib/sysimage/ EERK
rpm/rpmdb.sqlite

* /usr/lib/sysimage/
rom/Packages

* /usr/lib/sysimage/
rom/Packages.db

* /var/lib/rpm/rpmdb
.sqlite

+ /var/lib/rpm/Packa
ges

* /var/lib/rpm/Packa
ges.db

Amazon Linux RPM « Jusr/lib/sysimage/ EERK
rpm/rpmdb.sqlite

* /usr/lib/sysimage/
rpm/Packages

XENEH
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Target EHEETR REEFRIR Type

* Jusr/lib/sysimage/
rom/Packages.db

\

* /var/lib/rpm/rpmdb
.sqlite

« /var/lib/rpm/Packa
ges

« /var/lib/rpm/Packa
ges.db

CentOS RPM « /usr/lib/sysimage/ EERR
rpm/rpmdb.sqlite

* Jusr/lib/sysimage/
rom/Packages

* Jusr/lib/sysimage/
rom/Packages.db

* /var/lib/rpm/rpmdb
.sqlite

* /var/lib/rpm/Packa
ges

« /var/lib/rpm/Packa
ges.db
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Target

Fedora

OpenSUSE

EHEET

RPM

RPM

\

=

REEARR

* Jusr/lib/sysimage/
rom/rpmdb.sqlite

* Jusr/lib/sysimage/
rom/Packages

* /usr/lib/sysimage/
rom/Packages.db

* /var/lib/rpm/rpmdb
.sqlite

* /var/lib/rpom/Packa
ges

* /var/lib/rpom/Packa
ges.db

* Jusr/lib/sysimage/
rom/rpmdb.sqlite

* Jusr/lib/sysimage/
rom/Packages

* Jusr/lib/sysimage/
rom/Packages.db

* /var/lib/rpm/rpmdb
.sqlite

« /var/lib/rpm/Packa
ges

* /var/lib/rpm/Packa
ges.db

Type

EERR

EERR

XENEH
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Target

Oracle Linux

Photon OS

EHEET

RPM

RPM

\

=

REEARR

* Jusr/lib/sysimage/
rom/rpmdb.sqlite

* Jusr/lib/sysimage/
rom/Packages

* /usr/lib/sysimage/
rom/Packages.db

* /var/lib/rpm/rpmdb
.sqlite

* /var/lib/rpom/Packa
ges

* /var/lib/rpom/Packa
ges.db

* Jusr/lib/sysimage/
rom/rpmdb.sqlite

* Jusr/lib/sysimage/
rom/Packages

* Jusr/lib/sysimage/
rom/Packages.db

* /var/lib/rpm/rpmdb
.sqlite

« /var/lib/rpm/Packa
ges

* /var/lib/rpm/Packa
ges.db

Type

EERR

EERR

XENEH
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Target

RHEL

Rocky Linux

EHEET

RPM

RPM

\

=

REEARR

* Jusr/lib/sysimage/
rom/rpmdb.sqlite

* Jusr/lib/sysimage/
rom/Packages

* /usr/lib/sysimage/
rom/Packages.db

* /var/lib/rpm/rpmdb
.sqlite

* /var/lib/rpom/Packa
ges

* /var/lib/rpom/Packa
ges.db

* Jusr/lib/sysimage/
rom/rpmdb.sqlite

* Jusr/lib/sysimage/
rom/Packages

* Jusr/lib/sysimage/
rom/Packages.db

* /var/lib/rpm/rpmdb
.sqlite

« /var/lib/rpm/Packa
ges

* /var/lib/rpm/Packa
ges.db

Type

EERR

EERR

XENEH
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Target

SLES

Alpine Linux

Chainguard

Debian

Ubuntu

Node.js

PHP

Go

EHEET

\

=

RPM

APK

APK

DPKG

DPKG

Javascript

Composer 4

Go

* Jusr/lib/sysimage/
rom/rpmdb.sqlite

* Jusr/lib/sysimage/
rom/Packages

* /usr/lib/sysimage/
rom/Packages.db

* /var/lib/rpm/rpmdb

.sqlite
* /var/lib/rpom/Packa
ges

* /var/lib/rpom/Packa
ges.db

/lib/apk/db/
installed

/1lib/apk/db/
installed

/usr/share/doc/
*/copyright

/usr/share/doc/
*/copyright

node_modules/*/

package. json

* composer.lock

 /vendor/c
omposer/i
nstalled.
json

LICENSE

Type

EERR

EERR

(U ES

R

EERR

BARFES

BIERFTES

AR

H
i

XENEH
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Target EHEEIE REEHARIR Type
Python Python/Egg/Wheel « .dist-info/ EXFFTES
METADATA
* .egg-info
.egg-info/
PKG-INFO
Ruby RubyGem * gemspec BXERFTES
Rust crate Cargo.toml BARFES
RERENFEL

SPDX ZEXREXN AN RHARRBIBERE PRI NRBIRKBERR T, Amazon Inspector SBOM
EERSEBAHAENAR , SAERBEIFRENLS SPDX REXRER, ELRIRKEREE
A — BN R,

SPDX %5 1% =X 3% Bl £ BR &¢
FIERESBHSMEE SPDX EHENFEBIAFF, HlH0 : MIT License #8EA MIT,
ZEREHE

BRI ZEREE AND EE FE 6. ATRREMARK R THEL BT

MIT AND Apache-2.0

B REFE
BEIRENFER LicenseRef , #lfl LicenseRef-CompanyPrivate,
BRI BIARRF &

BRI BIAMRAFE S AdditionRef- , flfl AdditionRef-CustomException,
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fTEEEH URL?

E# URL 5 PURL R—RBERZE{ER , ARENETEEHAEERENREENH. ThNEXE, %
ATRCEERBEH, 7 TVNEERRERPHEKRYE  BIREELELBYLIEE (SBOMsHK,

PURL #&48

PURL #BE LR URL , HZETHERS :

- pkg- BEFH

- type- EHEHR
 namespace — 74

- name - EH#EHE

« version - ERA

« qualifiers - EAHWE/EY
« subpath - E4H# filepath

PURL &4

LR 2 PURL M SNVEREE B,

pkg:<type>/<namespace>/<name>@<version>?<qualifiers>#<subpath>

—fiX PURL

—i% PURL ARXRARHTECEVEHERRFENEREBELGHFTH , H/20 npm, pypisk maven, BT
BAEE T YR TREESEEHAEERRTANDPREESR., BF PURL BEARSEHRRER , #
REN ZENERFA |, Hla0 Apachef WordPress, ERAFFISEERZREFRRS , BEHFEN=
HENE, Web FANBITHES &,

SREARG
o TERIFEEN_ZHEME , BAR GoMl Rust

- X Web ¥4 , f5ltn ApacheFl WordPress , EFEH T REEEREHEE SR,
- BBAFEBRSZAHBNEBIARD EXEHNRE , XEBTEREE,
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ERAEER

gHIEN
LT R—#& PURL #&X #4651,

pkg:generic/<namespace>/<name>@<version>?<qualifiers>

—#% PURL #& =R H 4th £5 45

BT 2 —# PURL # =B E AL 851 .

= Gor) — 1y

THRERMEH inspector-sbomgen binary fwZEM Goo
pkg:generic/inspector-sbomgen?go_toolchain=1.22.5

fmERuUStiY —H#E{L

THRERER mEAmyrustapp =i ZRust,
pkg:generic/myrustapp?rust_toolchain=1.71.0

Apache %

T %I 2% Apache i B Z=E T http BER,
pkg:generic/apache/httpdel.0.0

WordPress g

TH 2R U\ WordPressEi g,

pkg:generic/wordpress/core/wordpress@6.0.0

WordPress fis &

T %R BT WordPressfi & £ /&,
pkg:generic/wordpress/theme/mytheme@l.0.0

WordPress A2

PURL #&1&
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T35 2 B8ETWordPress /A HIE R o

pkg:generic/wordpress/plugin/myplugin@l.o.0

£ Amazon Inspector SBOM E4 B EE R AN IFEERASE

Amazon Inspector SBOM E4 22 FE B B ERFERBEIMEKY , EREFSERNIITZENK
M. EAREMHEEER , TEFEMRLEHE. REBESEHEINEY , SIREEHREH. ERE
WEERKERmPERNEKY. EFZERT , EFEABTEPHNMEMKMYE , Hl0 pom. xml,
package.json@ requirements.txt , BEFEARBMRNEERRARIEE, AETETSELHEK
MR ANERE B,

#E

Amazon Inspector SBOM E4 RS RERIEMmPHEEAEKYE , EFERTIRZIRASEERBES
£, MEFERNRBRHFEMN SBOMs , ZMEBEEERMB MM FH EHBTHEEERAEBIF,

Java

¥R Java , MavenE R A LUME R IRASEE R ERE pom. xml ERP ML,

<dependency>
<groupId>org.inspector</groupld>
<artifactId>inspector-api</artifactId>
<version>(,1.0]</version>
</dependency>

HEEETTESETMARS 1.0 B35 1.0 WA, T8 , MRRETFTIEHEMIRAE , Amazon
Inspector SBOM E4ABZHR A EWEE , IATEEMH T HFEN R,

JavaScript

¥H JavaScript , package.json BRI BEELU TN MRAEE :

"dependencies": {
Ilkyll: Il/\l.2.®ll’
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"registry-auth-token": "A5.0.2",
"registry-url": "76.0.1",
"semver": "A7.6.0"

NEBEETEERMARSEREERANRAETES., T , IREENIRETZEBTHAR
7%, Amazon Inspector SBOM EABTEWET , RAEKM IS ERIEE R BEHRRR,

Python

#H Python , requirements.txt BRAULIBEEEAMRERANIEE,

requests>=1.0.0

>= BEEFREEEMAARSZER WRAEL.0. 02 AJ#ZN, AREBEREXREERTRE , Fit
Amazon Inspector SBOM 74 25 #8 £ A 58 it U SR AR AR SLE AT IROR 20 4 o

Amazon Inspector SBOM B4 SR EIFRESREM TR MR BIRF , Hl0 Beta, mFTHIRE,

pkg:maven/org.example.com/testmaven@l.@.2%20Beta-RC-1_Release

® Note

FEAEZEETR , 0 Beta-RC-1_Release , TRFSZEZFERAES , BEEFTE Amazon
Inspector 188 5| 2 #YiFE

B Amazon Inspector {# F CycloneDX#p & Z= &

Amazon Inspector A&t A8 SBOMs ¥ FE A K CycloneDXin A ZE BB B, IR IJEE
28 ZE CycloneDX SBOMs Rt FTE BT £i8/EBM. MEFMEN , F2HE GitHub s £
B9 CycloneDX B % 5,

amazon:inspector:sbom_scanner i B =5 HE

Amazon Inspector Scan API £/ amazon:inspector:sbom_scanner &ZEME , YEETIIE

%

Python 243
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B

amazon:inspector:sbom_scann
er:cisa_kev_date_added

amazon:inspector:sbom_scann
er:cisa_kev_date_due

amazon:inspector:sbom_scann
er:critical_vulnerabilities

amazon:inspector:sbom_scann
er:exploit_available

amazon:inspector:sbom_scann

er:exploit_last_seen_in_public

amazon:inspector:sbom_scann

er:fixed_version: component

_bom_ref

amazon:inspector:sbom_scann
er:high_vulnerabilities

amazon:inspector:sbom_scann
er:info

amazon:inspector:sbom_scann
er:is_malicious

amazon:inspector:sbom_scann
er:low_vulnerabilities

amazon:inspector:sbom_scann
er :medium_vulnerabilities

amazon:inspector:sbom_scann
er:path

Description

B A& REHIEE CISA EXRE B #.

B HARIR CISA EXIFR B /Y RRE ERRE,

¥ SBOM i #x B|py B8 B E iR @ BGET R

BEHIREAREATRAREENKE,

B EREARFEIRERFNARNERE,

RIEE R IRRR 18 E T8 B E R A

¥ SBOM F#x M & B E IR RA BT B

RUEEETHNBHEAR , flm: "ERHENT

fF BAEREL -

}EH OpenSSF REMRZ R EN THHEARHE

=z

G~ 0

£ SBOM A3k B K B E 1 iR 8 AT B

# SBOM F#x FIH P F B E Mm@ BET R

EXETBREHEAN BREE.

amazon:inspector:sbom_scanner & ZEE 5 E
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B

amazon:inspector:sbom_scann
er:priority

amazon:inspector:sbom_scann
er:priority_intelligence

amazon:inspector:sbom_scann
er:warning

Description

EEREERTNEZELXIEF. LUERIEFHES
WEAS "B, . "E2,. "MODERATE.
1 TSTANDARD. »

RARYEEERBECIEFNEEmE. EXE
‘2% "VERIFIED, 3 "UNVERIFIED, o

REHABRIEECHNERRS , flin: "S8
Bl KB purls 6

amazon:inspector:sbhbom_generator i & 5 E

Amazon Inspector SBOM E4 25 H amazon:inspector:sbom_generator W& ZH , WEBT

S

B
amazon:inspector:sbom_gener

ator:cpu_architecture

amazon:inspector:sbom_gener
ator:ec2:instance_id

amazon:inspector:sbom_gener
ator:ec2:instance_type

amazon:inspector:sbom_gener
ator:live_patching_enabled

amazon:inspector:sbom_gener
ator:live_patched_cves

amazon:inspector:sbom_gener
ator:dockerfile_fi
nding: inspector_finding_id

Description

EEFERKEN CPU 218 (x86_64).

Amazon EC2 #{1T{E & ID.

Amazon EC2 #1T{EEE

HME , IEHEESE Amazon EC2 Amazon L

B A BN B &M Linuxo

%18 Amazon EC2 Amazon Lt RYENREHEEST
&% 8 CVEs & ELinux.

RRTTHESH Amazon Inspector FAE 4L R E
Dockerfile® Z 108

amazon:inspector:sbom_generator & ZEE 9 E
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ERAEER

B

amazon:inspector:sbom_gener
ator:image_id

amazon:inspector:sbom_gener
ator:image_arch

amazon:inspector:sbom_gener
ator:image_author

amazon:inspector:sbom_gener
ator:image_docker_version

amazon:inspector:sbom_gener
ator:is_duplicate_package

amazon:inspector:sbom_gener
ator:duplicate_purl

amazon:inspector:sbom_gener
ator:kernel_name

amazon:inspector:sbom_gener
ator:kernel_version

amazon:inspector:sbom_gener
ator:kernel_component

amazon:inspector:sbom_gener
ator:running_kernel

amazon:inspector:sbom_gener
ator:layer_diff_id

amazon:inspector:sbom_gener
ator:replaced_by

amazon:inspector:sbom_gener
ator:os_hostname

Description

BRARREEEER (tLBAMREK ID) W5

-
~ 0

RERRRAV AR,

RERRAVESE

AREERIZTMBH docker lRA,

RTIHAZEERBHEBKIETEBES

EHZS —EREFEINEEEHNH PURL,

EREFEZRBNZOEBRE,

[EEBENRFEZ DR,

wME , EHEREHRERROTH

BAME , EHEREHRETRPTHHIZDO

ABEBFREBR R,

H{X B BIGot&E /B AV B

EERENRBERERE,

amazon:inspector:sbom_generator & ZEE 9 E
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ERAEER

B

amazon:inspector:sbom_gener
ator:source_file_scanner

amazon:inspector:sbom_gener
ator:source_package_collector

amazon:inspector:sbom_gener
ator:source_path

amazon:inspector:sbom_gener
ator:file_size_bytes

amazon:inspector:sbom_gener
ator:unresolved_version

amazon:inspector:sbom_gener
ator:experimental:transitiv
e_dependency

amazon:inspector:sbom_gener
ator:metadata:host:hostname

amazon:inspector:sbom_gener
ator:metadata:host:kernel_name

amazon:inspector:sbom_gener
ator:metadata:host:kernel_v
ersion

amazon:inspector:sbom_gener
ator:metadata:host:cpu_arch
itecture

amazon:inspector:sbom_gener
ator:metadata:host:bootdisk_id

Description

RIGSEHEAN BRFHSE , flw : /

var/lib/dpkg/status o

RS EERENMEN B BRI K ERR,

EREREAEARRERNEE,

EHEERBIVERAN,

EHEAEES R ABITHRAF S,

EHEAEESBEAKRLE.

RGN ERERE,

EERKEHZOEZE (HlW Linux, Dar
win, Windows_NT),

FERZENROREF S,

XK CPU 2248 ( 5120 x86_64, arm64),

BA EE BT B9 EE — R B AT o

amazon:inspector:sbom_generator & ZEE 9 E
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B

amazon:inspector:sbom_gener
ator:metadata:host:boot_id

amazon:inspector:sbom_gener
ator:metadata:host:boot_time

amazon:inspector:sbom_gener
ator:metadata:host:system_id

amazon:inspector:sbom_gener
ator:metadata:host:system_s
erial

amazon:inspector:sbom_gener
ator:metadata:host:network_
interfaces: name:hardware

amazon:inspector:sbom_gener
ator:metadata:host:network_
interfaces: name:ipvé

amazon:inspector:sbom_gener
ator:metadata:host:network_
interfaces: name:ipv6

amazon:inspector:sbom_gener
ator:metadata:host:sbomgen_
tag: key

amazon:inspector:sbom_gener
ator:metadata:imds:provider

amazon:inspector:sbom_gener
ator:metadata:imds:instance_id

Description

B B BA 4 T /F B FR AV ME — R BT o

1ISO 8601 #& =AY R FAHEFRE,

BAMRAE A (Linux £AY Machine-i

d. Windows tH#J MachineGuid),

REHRKHRVER TR

3% SLERY MAC sttt

MG AEN IPv4 ik (218 )

ERAGSRER IPve it (2@ ) .

EiB --tag CLI S| BEEN BT ERAEERE

®].

#EiB IMDS ERIZN ERREME (aws, azur
e)o

Amazon EC2 #1T{E#& ID = Azure VM &8,

amazon:inspector:sbom_generator & ZEE 9 E

248



Amazon Inspector

ERAEER

B

amazon:inspector:sbom_gener
ator:metadata:imds:instance

—_type

amazon:inspector:sbom_gener
ator:metadata:imds:instance
_location

amazon:inspector:sbom_gener
ator:metadata:imds:instance
_partition

amazon:inspector:sbom_gener
ator:metadata:imds:instance
_managed_id

amazon:inspector:sbom_gener

ator:metadata:imds:tenant_id

amazon:inspector:sbom_gener
ator:metadata:imds:vm_id

amazon:inspector:sbom_gener
ator:metadata:host:open_por
t: port:protocol

amazon:inspector:sbom_gener
ator:hardened_image:vendor

Description
HITEBEER (50 t3.micro, Standard_
D23_V3)o

HATERAY EEALE.

EiwoEIE (aws, aws-cn, aws-us-gov for
AWS=, AzurePublicCloud for Azure),

Amazon EC2 Systems Manager = &#1T{E 8
ID (AWS 1£8 ),

Azure A F ID ( PBR Azure),

Azure VM ME—BIRF (PR Azure),

RAITRBERNBFERERE (B EC2)

sR{L A BRRRAY RS

amazon:inspector:sbom_generator & ZEE 9 E
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#& Amazon Inspector F#HE S E|EH CI/ICD EE

Amazon Inspector CI/CD 4RI A Amazon Inspector SBOM E 4 25 #1 Amazon Inspector Scan API
RELER[RENREIRE . Amazon Inspector SBOM ELERE R 17, BesMG, Bk, ¥
RIFURIREZN D ENERVEE Y RIEE Go Rust (SBOM), Amazon Inspector Scan APl &1
SBOM MM #He , HPEEEBZEMNRBNEEAEN. ZBLUE Amazon Inspector BESIRGIFHE
HEZK CIICD EEBES , URHEBBRILELRIRE , ENELAENBE2AENBEERKE, &
ERE CI/ICD BE , BuLIERANASESR |, A Amazon Inspector SBOM Generator 1 Amazon
Inspector Scan API 31 HF] CI/CD ¥4,

e

HAEEXES

- HFIIES

« ERTE AWS R F LUEA Amazon Inspector CI/CD &
« Amazon Inspector Dockerfile B &

« B8 Amazon Inspector Scan BJEE] CI/CD BEE4
 {# M Amazon Inspector Jenkins /A HE

+ {8 Amazon Inspector TeamCity F/MBFE

« ¥ B GitHubEh4EEH Amazon Inspector

« ¥ GitLabst# A Amazon Inspector

+ ¥ & Amazon Inspector {f Fl CodeCatalystE{E

+ ¥ CodePipeline £/ Amazon Inspector Scan Bk

ABEXES

Amazon Inspector £ B/ CI/CD AR RIBHABER ., BULUREZEENTEREREELNEE
N, RERFEHTCPIRFHIE Amazon Inspector Scans HAEEBHFNEEL R, NHEXNEESREERL
ARG E$1T Amazon Inspector SBOM E 4 RS , AREEEMN SBOM L#11T Amazon Inspector
Scan AP,

LR 2 Amazon Inspector CI/CD & i{aiEiB /M2 N EER BT -

1. WAL B E A AWS 1RF A 5FFER Amazon Inspector Scan APl, MNERREA ,
& 5 LAE A Amazon Inspector Cl/CD &,

s
N
ah
i
Fil
>
=
w

AEERES 250



Amazon Inspector EREER
2. A LAfE Marketplace &8 Amazon Inspector M E .

3. WA LAL EFMERTE Amazon Inspector SBOM E4A S —# [, MERA |, F52BAmazon
Inspector SBOM E4 25,

4. SETLATE CI/CD EEH #7138 Amazon Inspector Scans fiBREEL R , W ERHE,

5. BERHTHER , N HEXSKASRBERAT A , RAEREMEBK LT Amazon Inspector SBOM
E4ESS , LLE4CycloneDXHHZAM SBOM,

6. MAE N EXEEELERN SBOM EFIXE Amazon Inspector Scan APl i3 | Zix M ST EEE
SBOM n#_REERE,

7. Amazon Inspector Scan AP| E|fE&&E#i 4 CSV, SBOM JSON Ml HTML X WiRBHRE. HES
‘& Amazon Inspector 2R E MR R FEMER.

B CI/CD RF F

Amazon Inspector BRI Z#&E %1 CI/CD R A R, MEFERANHERERE CI/ICD BEWTERA ,
#EY CI/CD R A RIABER :

3

« Jenkins # M ER
« TeamCity SMEBFE

» GitHub actions

EHE-$5

IR Amazon Inspector &2t CI/CD f#RF RV ABMER , B LUERA Amazon Inspector SBOM &
4 2881 Amazon Inspector Scan APl HAEARET HOMEE] CI/ICD BE, Bt ERBTES
&EiB Amazon Inspector SBOM 7 4 2512 1L Y12 18 2R 4 S iR 4 o

LA 2 B 5T Amazon Inspector CI/CD 4 tn{a;E{ERV B E -
1. WAL BE A AWS 1R ALFF1EEN Amazon Inspector Scan APl, M1EREA , B2 BEE AWS

iR 5 LAEF Amazon Inspector CI/CD 4,

2. WA LLREFMERE Amazon Inspector SBOM EAE S ZHEMNE, MFER |, 5528 Amazon
Inspector SBOM FE 485

3. A LAEA Amazon Inspector SBOM E 4 28 A A2z & E £ CycloneDXHH A H SBOM,
4. BT LAEEER SBOM LM Amazon Inspector Scan AP RE 4 FA#R S

TR CICD fBRAR 251


https://docs.aws.amazon.com/inspector/latest/user/cicd-inspector-github-actions.html
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MERTEHTRANRA , 5528 B8 Amazon Inspector Scan B E ] CI/CD BEE S,

¢

EXE AWS RS LA Amazon Inspector CI/CD 4

&= E A Amazon Inspector CI/CD & , BX4AFFM AWS tRF. AWS IRF %EHE IAM A& , &F
CI/CD pipleline ¥t Amazon Inspector Scan API I 7FEU#E. TR NHIEEHRETH , A AWS R
F. BYEBEESFEAE  UKRREAR CICD ZEH IAM B,

(® Note
MR EEM AWS 1RF |, AT BABERI 52E CI/CD B2/ IAM A,

&

- Eft AWS IRF

- BV A ERERENERE
+ BRJE CIICD E&H IAM £

M AWS IRF

MRERE AWS IRE |, BER TS BRESL—E,
S AWS tRF

1. BARK https://portal.aws.amazon.com/billing/signup,

2. FREfEMRLETRET.

o EMEFREPRENEN , AEESFR B ARER,

EEGEM B AWSIRF , AWSIRFREAESREY . REAEFRTFEKIRFFHIFRE AWS IR
¥NER. FRZERAER  FREEFIEERGERASE  YEECRAREAERUTER
REMEFIENEL,

AWS EEFTMEF TR R EEBERE FEMHHR R, BT LAFER 8 https://aws.amazon.com/ %
BRENIRE , LR EEFINIRFEBYEEIRS,

REFMM CIICD BEHIRF 252


https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://aws.amazon.com/
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BYEREEFHENERE

=t & AWS IRF | FHRE AWS IRFREAE. BUA AWS IAM Identity CenterMEZ M EXEERE |
D& RERERN A EEK,

REZH AWS IREARFERE

1. BERERELEA AWS IRF SN E 7t , LIRFHEEEAWS EBIEAFSEA . &
T—EH , W AZHNRR,

MEFHABEAERANRR , F2REAAWS BA FAEEEPNUEEAES D E A,
2. EELHLMBREABIRFLRAZSEERZRE (MFA),

WERSA  F2E (AM EHEER) PHSEHN AWS IRF BEAE (F2E8 ) BAESR
MFA £E&,

BYEBAEEFRENERE

1. A IAM Identity Center,

MEER , FZE (AWS IAM Identity Center EHEIERE) PRV AWS IAM Identity Center,
2. 1£ IAM Identity Center # , i EEFRERFEAE,

MFEMEA IAM Identity Center B # %5 5 2 KRN HZBRE , FSBAWS IAM Identity Center
(EREERY PNFEAERERESHEFIIAM Identity Center B #%.

LERERFRENERAESSEA

EEEAEK 1AM Identity Center (A& HE , FBHEMAEI IAM Identity Center £ & BEIXE
BT EM B URL,

MFEMEA 1AM Identity Center EREZEANRA , FBEAWS BN (EREER) PHEA
AWS FELA O#835,

EREFIEGHMERE
1. 7 IAM Identity Center 7 , B —EFF I EREBEAREERNREER.

MERT , F2E (AWS IAM Identity Center A& ERE) hWEFIE,

BYEAEEFRENERE 253



https://console.aws.amazon.com/
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com//singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com//singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com//singlesignon/latest/userguide/get-started-create-a-permission-set.html
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2.

BEAEEREFAE  ARYZIFHERERE - BAFRE,

MERTR , HZE (AWS IAM Identity Center R &EER) PRI FIEEE,

iXJE CI/CD Z&EH IAM A&

= E#% Amazon Inspector IBHE S E|EH CI/CD EE , BEEE I AFFFE Amazon Inspector Scan
API B9 1AM BUE |, URIEE B YRIEE (SBOMs), A% , &0 LS BURE RS HIRF 7 SURER
IAM B | BL#11T Amazon Inspector Scan APl,

1.
2.
3.

BEAAWS EEFHEA | WA https : //https://console.aws.amazon.com/iam/ BARK IAM £ &,
£ IAM EEZEENEBEERD , IR , AREEEVBER,
FEBURRESS S |, EH JSON 38 £ T 5IFRIR -

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "VisualEditox0",
"Effect": "Allow",
"Action": "inspector-scan:ScanShom",
"Resource": "*"
}
]
}
BET—F,

BBER®TA , HI InspectorCICDscan-policy , REFIHZANIE R , REBBEEIIR.
LB RS EER S EREIRPEINAR,

EIAMEZAaNEEERTD  ENAE  REENRBIFTAE,
SHEEENEREE  EFEFIEERRLEMB ETIIEE

JSON

{

FRE CI/ICD BE&H 1AM A6

ERAEER
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https://docs.aws.amazon.com//singlesignon/latest/userguide/addgroups.html
https://console.aws.amazon.com/iam/
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"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:root"
},
"Action": "sts:AssumeRole",
"Condition": {3}
}

}

8. iEE-F_io
o EHMTTEBLRELENRINEET  AERET—5,

10. AABHE , HlW InspectorCICDscan-role , REFIBAMN MR | ABIBIZ Create
ROleo

Amazon Inspector Dockerfile &

ZAEFERBA LI E A Amazon Inspector SBOM E 4 25 #iDockerfilesFlDockerBgs it & , UK HER L
+RENIERERE,

X

- £ Sbomgen Dockerfile ¥

- XM Dockerfile &

£ Sbomgen Dockerfile #2 &

E*.Dockerfile®IR LA Dockerfilest MHER , LAK IR Docker B&EF K € B B#IT
Dockerfile #22,

A LAERA --skip-scanners dockerfiles|#fE M Dockerfile 8#&, &AL Dockerfile 82 &
HEMTANTEHRESEES , SINEERRIE=FEML.

Docker 2y &34l

T 5 & Hld+ RE WA A Dockerfiles #l Docker BEsR{G | LR EXRKEME=FTEHKESE SBOMSs,

Amazon Inspector Dockerfile & 255
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# generate SBOM only containing Docker checks for Dockerfiles in a local directory
./inspector-sbomgen directory --path ./project/ --scanners dockerfile

# generate SBOM for container image will by default include Dockerfile checks
./inspector-sbomgen container --image image:tag

# generate SBOM only containing Docker checks for specific Dockerfiles and Alpine,
Debian, and Rhel 0S packages in a local directory

/inspector-sbomgen directory --path ./project/ --scanners dockerfile,dpkg,alpine-
apk, rhel-rpm

# generate SBOM only containing Docker checks for specific Dockerfiles in a local

directory
./inspector-sbomgen directory --path ./project/ --skip-scanners dockerfile

R E
BT 2SR TR Dockerfile A& RE Ao

{
"bom-ref": "comp-2",
"name": "dockerfile:data/docker/Dockerfile",
"properties": [
{
"name": "amazon:inspector:sbom_scanner:dockerfile_finding:IN-DOCKER-001",
"value": "affected_lines:27-27"
}
1,
"type": "file"
1,
TR (21 P ST A4 8 1
LA 2RI E FE T 489 Dockerfile A& #5 R & H1,
{
"advisories": [
{
"url": "https://docs.docker.com/develop/develop-images/instructions/"
}
1,
"affects": [
{

{f# A Sbomgen Dockerfile #& & 256
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"ref": "comp-2"
}
1,
"analysis": {
"state": "in_triage"
.
"bom-ref": "vuln-13",

"created": "2024-03-27T14:36:397",

"description": "apt-get layer caching: Using apt-get update alone in a RUN
statement causes caching issues and subsequent apt-get install instructions to fail.",

"id": "IN-DOCKER-0@0@1",

"ratings": [

{
"method": "other",
"severity": "info",
"source": {
"name": "AMAZON_INSPECTOR",
"url": "https://aws.amazon.com/inspector/"
}
}

]I

"source": {
"name": "AMAZON_INSPECTOR",

"url": "https://aws.amazon.com/inspector/"
},
"updated": "2024-03-27T14:36:39Z2"
},
(® Note
MmRESbomgenEA --scan-sbomEZEWMA |, BIREERIR R Dockerfile BEE.,

X EM Dockerfile # &

Sbomgen LA~ % & Dockerfile 8% :

Sudo Z#ENEH
Debian APT AR,

- BiRBEWE

21 Dockerfile # 2 257



Amazon Inspector EREER

- FITHB e TER
- HTREBLRRER

%18 Dockerfile I EEEH RN BREMTS , MTHEERRKA T

(® Note
THFEFRNEZREUAERREEBAER,

Sudo —HMEH

® Note
WRENBEMTT RHET,

RPEZBLETERESMEA Sudo ZENEY,  RACEEELTERN TTY MABREXTA. MEFH
MMEF , 5528 Docker Docs Bt WIEHAE, NRENFEHARFEEE Sudo —ENEHBLINI
B , BEMFA Gosu.

Debian APT AR

(@ Note
HRENBEMTT RS,

LR 2 A APT Debian 2 RN REER.
HE—RunFRRX it Sapt-getd B LB R IRV E

BMEZREIE Docker RBEAME— RUN RIRKX FiESapt-get®®. apt-get update BB FEH
SEFREBEEMREapt-get installiERKB. MEFME , 52 E Docker Docs #3u5H Y
apt-get,

(® Note
R Docker DockerBes BB B |, FIAMNRET AL AIEEE BN Bes A4,

% E# Dockerfile 22 258


https://docs.docker.com/build/building/best-practices/#user
https://github.com/tianon/gosu
https://docs.docker.com/build/building/best-practices/#apt-get
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BFEBXSAER APT 52 AERX

BMBRRUESHAXER APT iS5 LARR. APT R REXRFASKREAEIR  HTA
BERAREEE, WEFMENR , F26 Debian BUPHESHASMEEM APT TENEE,

B mS R

(@ Note
HRENBREMFTD RER,

Dockerfile PV Z EASERAENRBENNE, THEXHIFWEEIEIB Sbomgen Docker fER#
BRFA

- AWS 7ZH1£$8 IDs — AKIAIOSFODNN7EXAMPLE

- AWS FAZ £ %8 — wlalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

 DockerHub A FEVFERF — dckr_pat_thisisa27charexamplel234567

* GitHub f AZEUF% - ghp_examplev61lwY7PjlYnotrealUoY123456789

« GitLab AAFEFHF — glpat-12345examplel2345678

RA2R

® Note
LHRENBREMHERLZEN.

BAEBREERERERNIER THIT Docker BEr. HRERBBRERNEBERL TEEHTHRRNLT
FEH  BENEZBCERAERFENFRAREZERAREN, MEFMER , 55260 Docker Docs #34
RRERAE

PITHEFLRREH

(® Note
tRENBREMTTAS,

% E# Dockerfile 22 259


https://manpages.debian.org/stretch/apt/apt.8.en.html#SCRIPT_USAGE_AND_DIFFERENCES_FROM_OTHER_APT_TOOLS
https://docs.docker.com/build/building/best-practices/#user
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HERSILAARAREARMESUTREAIERBREHERE , RAFFBEBTRE2NEEHNT.

NODE_TLS_REJECT_UNAUTHORIZED=0

ENode.js#¥2 77 NODE_TLS_REJECT_UNAUTHORIZED :REA HWIER T HITHO , E&H TLS BF
BE., MEFHMENR , 52/ Node.js #35 EH NODE_TLS_REJECT_UNAUTHORIZED=0,

GIT_SSL_NO_VERIFY=*

E git TR SRR LAGIT_SSL_NO_VERIFYEESHITH , Git REFIBERF TLS BE. MEFMENR ,
28 Git L PHIREEE,

3

PIP_TRUSTED_HOST=*

E Python pip i S SIf2FLAPIP_TRUSTED_HOSTEES#ITH , Pip 2BEIFREEMI LM TLS &
&, MEFHMENA , 55208 Pip #34 E#Y --trusted-host,

NPM_CONFIG_STRICT_SSL=false

& Node.js npm @ 5IF2FE NPM_CONFIG_STRICT_SSL :REA false B R THITH | Node
Package Manager (npm) 2 AR S EHRE NPM B8  MAEE TLS BE. MEFMEENA ,
B npm Docs #uhHHY strict-sslo

AT L B IEAR

:I:II‘H

(® Note
RENBEMTT RS,

EFITRBBARESEEM , BEGSI L OAERARER R MRS HTHEIERRLZSENRE , E
RFBBITEZEMN A EHIT

npm --strict-ssl=false

M --strict-ssl=falsefEZEH{T Node.js npm S FIFEFH , Node Package Manager (npm)
NARXZERFE NPM E8&E | MAERE TLS BF. MEFMENA , 5528 npm Docs #ut Y

strict-sslo

apk --allow-untrusted

% E# Dockerfile 22 260


https://nodejs.org/api/cli.html#node_tls_reject_unauthorizedvalue
https://git-scm.com/book/en/v2/Git-Internals-Environment-Variables
https://pip.pypa.io/en/stable/cli/pip/#cmdoption-trusted-host
https://docs.npmjs.com/cli/v10/using-npm/config#strict-ssl
https://docs.npmjs.com/cli/v10/using-npm/config#strict-ssl
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R --allow-untrustediEZE# 1TAlpine Package Keeper’s AR , apkBLZEREIALZHFME
BENEN. MEFAEF , F26 Apline 835 LN TR FE.

apt-get --allow-unauthenticated

£/ --allow-unauthenticatedEZE#1T Debian apt-getEH L ARREF , apt-getFERE
Efrakit. MEFMER , FF2H Debian #8315 LAY APT-Get(8).

pip --trusted-host

f£H --trusted-hostiEE#H T Python pip 2K , EENEIHEBESEKE TLS BRBH. W

EFHMER , BF2H Pip 83 £K --trusted-host,
rpm --nodigest, --nosignature, --noverify, --nofiledigest

ELLRPM BERNEHEEEMA --nodigest, --noverify, --nosignature®l --
nofiledigestEZBrpm# T , RPM E4EEET S TR REARREIEMHER, HEJER., W
EFMER  FSH RPM B LMW T 5 RPM FEEME.

yum-config-manager --setopt=sslverify false

ELLRPM BEBNEHEE BT - -setopt=sslverifyEZREA false yum-config-
managerfER THTHR , YUM E4EEEFTERE TLS BF. WEFHHEF , F2E Man7 {8k
W% YUM FEEE,

yum --nogpgcheck

£ --nogpgcheckEZEyum#{T RPM HEAEEER , YUM EHEEEERBREEH LW
GPG %Eo ﬁﬂ%%*:%fﬂﬁ%ﬂ , %%ﬁ Man7 ﬁﬁﬁﬁiﬂ’ﬂ zum$8!o

curl --insecure, curl -k

5 --insecurem -kEZE#HIT curl B , 5 H TLS BFERFE. RIBTER , curlE#TEm 2
B, 2RE NEREZSERBELTEMN, BETE curl RERRISER W EFTRENERLTHE
B, MEFHMET , BF2B Curl @By LW TF Curl FEE@,

wget --no-check-certificate

fFH --no-check-certificateEE#HIT wget B , 2FH TLS BRI, MEFMENA ,
GNU #83E E T % Woet FEIE .

3
W%
an
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https://gitlab.alpinelinux.org/alpine/apk-tools/-/blob/f9eaeb6429325eeb5a17ed771fd477be9227fe15/doc/apk.8.scd#L114-115
https://manpages.debian.org/stretch/apt/apt-get.8.en.html
https://pip.pypa.io/en/stable/cli/pip/#cmdoption-trusted-host
https://rpm-software-management.github.io/rpm/man/
https://man7.org/linux/man-pages/man5/yum.conf.5.html
https://man7.org/linux/man-pages/man8/yum.8.html
https://curl.se/docs/manpage.html#-k
https://www.gnu.org/software/wget/manual/wget.html#index-SSL-certificate_002c-check
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BRESAFEERBREHAENENRE

@ Note
HRENBEMT D RER.

BREERMEGENESRERHEASNERRTRETNE L. ELENETRREESRUHRE
REFTE,

TIEHEREEXREXRAMEAENENBRRE
Alpine Package Keeper (APK)

HUBLRENHREER APK EHAEEENASEMG  VERREEEHETSBRR APK RFEER,
WEEHMEER , 552 Arch Linux #8145 B APK FM R =30,

Debian Package Manager (DPKG)

£/ DPKG EXEIEE/AES , #la0 Debian, Ubuntu =% Distroless ZUBR G , S BAEREREEEH
BT EBER DPKG ERE, MFEFMENR , 5528 Ubuntu Y5 EHY DPKG FHMRKERH.

RPM Package Manager (RPM)

£/ RPM Package Manager (yum/dnf) BY& 285 , #5141 Amazon Linux 2 Red Hat Enterprise Linux , &
FRAEAREEHHTISBHR RPM ERE, NFEFMEEA , F28 RPM 15 LK RPM FHRRARK
BRI,

i3 B Amazon Inspector Scan BT CI/CD EEE S

IR Amazon Inspector CI/CD M2 E AR ER CI/ICD R A R , BEEMEH Amazon Inspector
CI/CD #\#iExN, MREH CI/ICD #ER7F REEFEH Amazon Inspector CI/CD HMBRES |, BRI LAEH
Amazon Inspector SBOM Generator F Amazon Inspector Scan API F4E& 3# 3 BET CI/ICD B4,
T35 BRERBA an{a] 2 37 B2 Amazon Inspector Scan B B E] CI/CD EEE A&,

® Tip
MRGEEEE S PELEMBFR SBOM |, EA[LUEA Amazon Inspector SBOM 7 4 28
(Sbomgen) B&iB5ER 3 MSER 4,

B EHET ClICD B4 262


https://man.archlinux.org/man/apk.8.en#System_files
https://manpages.ubuntu.com/manpages/trusty/man1/dpkg.1.html#files
https://rpm-software-management.github.io/rpm/man/rpm-common.8#FILES
https://docs.aws.amazon.com/inspector/latest/user/sbom-generator.html
https://docs.aws.amazon.com/inspector/latest/user/cicd-custom.html#generate-scan-sbom.html
https://docs.aws.amazon.com/inspector/latest/user/sbom-generator.html#install-sbomgen
https://docs.aws.amazon.com/inspector/latest/user/sbom-generator.html#install-sbomgen
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FSER 1. 5%E AWS tRP

ERE AWS 1RF 12t Amazon Inspector Scan API 1ZEUVER) . NEFMET , F2ERE AWS IRF
LAfE A Amazon Inspector CI/CD B4,

SR 2. ¥ Sbomgen Z i

ZENRESbomgen—ENMIE, MEFHEN , F2EZZE Sbomgen,
HER 3, f£A Sbomgen

£/ Sbomgen AL ERHHNBF[MBGIEIL SBOM B,

BRI LAMERA T 5E . image:id MIEERBEHREZEBE . sbom_path. json # BRAELERF
7 SBOM i L&

g4

./inspector-sbomgen container --image image:id -o sbom_path.json

B% 4. ®A4 Amazon Inspector Scan API

04 inspector-scan APl RIFHEAER SBOM , HWiRMRERS.

BRI AERA T 5B, #& sbom_path. json X BE MM CycloneDX #H2E SBOM EREMWIE., #
ENDPOINT MR %45 B B EFEBRE AWS [B1H 2 B AP| im B, 4§ REGION BVR A FER [E1H,

g4

aws inspector-scan scan-sbom --sbom file://sbom_path.json --endpoint

ENDPOINT-URL --region REGION
WMEAWS B M imHHNTRFE , FREESNRR.

=
(EH) £R5, #E—a TP ELENFHE SBOM

@ Note
REEEHBIRINIRI K, TEALT R,

M --scan-bomiEE , FE—GSHEENBFEREN SBOM,

S 1.5E AWS tRF 263


https://docs.aws.amazon.com/inspector/latest/user/sbom-generator.html#install-sbomgen
https://docs.aws.amazon.com/inspector/latest/user/inspector_regions.html#inspector-scan-endpoints

Amazon Inspector EREER

B LAERATSE S, image:id i BRALERBEHNRGER, B4/BRRHENRER. &
REGION VX BY W EIH, 4 /tmp/scan. json B A tmp B #& scan.json ERWLE,

g4

./inspector-sbomgen container --image image:id --scan-sbom --aws-profile
profile --aws-region REGION -o /tmp/scan.json

ME AWS B Fl BB =85S  BSEENNE,
API| & H &=

Amazon Inspector Scan API T LA#i i CycloneDX 1.5 # XM RBHE 5 Amazon Inspector AEHR
JSON, AILAEA --output-formatEESEERE,

CycloneDX 1.5 #& =\ &y i 49 &5 51

{
"status": "SBOM parsed successfully, 1 vulnerabilities found",
"sbom": {
"bomFormat": "CycloneDX",
"specVersion": "1.5",

"serialNumber": "urn:uuid:0077b45b-ffle-4dbb-8950-ded11d8242b1",
"metadata": {
"properties": [

"name": "amazon:inspector:sbom_scanner:critical_vulnerabilities",
Ilvaluell: Illll
I,
"name": "amazon:inspector:sbom_scanner:high_vulnerabilities",
Ilvaluell: II@II
I,
"name": "amazon:inspector:sbom_scanner:medium_vulnerabilities",
Ilvaluell: II@II
I,
"name": "amazon:inspector:sbom_scanner:low_vulnerabilities",
Ilvaluell: II@II
15
"tools": [
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{
"name": "CycloneDX SBOM API",
"vendor": "Amazon Inspector",
"version": "empty:083c9b00:083c9b00:083c9b00"
}
1,
"timestamp": "2023-06-28T14:15:53.760Z"
I
"components": [
{
"bom-ref": "comp-1",
"type": "library",
"name": "log4j-core",
"purl": "pkg:maven/org.apache.logging.log4j/log4j-core@2.12.1",
"properties": [
{
"name": "amazon:inspector:sbom_scanner:path",
"value": "/home/dev/foo.jar"
}
]
}
1,
"vulnerabilities": [
{
"bom-ref": "vuln-1",

"id": "CVE-2021-44228",
"source": {
"name": "NVD",
"url": "https://nvd.nist.gov/vuln/detail/CVE-2021-44228"

I
"references": [
{
"id": "GHSA-jfh8-c2jp-5v3q",
"source": {
"name": "GITHUB",
"url": "https://github.com/advisories/GHSA-jfh8-c2jp-5v3q"
}
}
1,
"ratings": [
{

"source": {
"name": "NVD",
"url": "https://www.first.org/cvss/v3-1/"
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iy
"score": 10.0,
"severity": "critical",

"method": "CVSSv31l",
"vector": "AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:H"

I
{
"source": {
"name": "NVD",
"url": "https://www.first.org/cvss/v2/"
},
"score": 9.3,
"severity": "critical",
"method": "CVSSv2",
"vector": "AC:M/Au:N/C:C/I:C/A:C"
I
{
"source": {
"name": "EPSS",
"url": "https://www.first.org/epss/"
},
"score": 0.97565,
"severity": "none",
"method": "other",
"vector": "model:v2023.03.01,date:2023-06-27T00:00:00+0000"
I
{
"source": {
"name": "GITHUB",
"url": "https://github.com/advisories/GHSA-jfh8-c2jp-5v3q"
},
"score": 10.0,
"severity": "critical",
"method": "CVSSv3l",
"vector": "AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:H"
}
1,
"cwes": [
400,
20,
502
1,

"description": "Apache Log4j2 2.0-beta9 through 2.15.0 (excluding
releases 2.12.2, 2.12.3, and 2.3.1) INDI features used in configuration,

security

log messages,
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and parameters do not protect against attacker controlled LDAP and other JINDI related
endpoints. An attacker who can control log messages or log message parameters can
execute arbitrary code loaded from LDAP servers when message lookup substitution is
enabled. From log4j 2.15.0, this behavior has been disabled by default. From version
2.16.0 (along with 2.12.2, 2.12.3, and 2.3.1), this functionality has been completely
removed. Note that this vulnerability is specific to log4j-core and does not affect
log4net, log4cxx, or other Apache Logging Services projects.",
"advisories": [
{
"url": "https://www.intel.com/content/www/us/en/security-center/advisory/
intel-sa-00646.html"
I
{
"url": "https://support.apple.com/kb/HT213189"
1,

{
"url": "https://msrc-blog.microsoft.com/2021/12/11/microsofts-response-to-

cve-2021-44228-apache-log4j2/"
1,

{
"url": "https://logging.apache.org/log4j/2.x/security.html”

"url": "https://www.debian.org/security/2021/dsa-5020"

"url": "https://cert-portal.siemens.com/productcert/pdf/ssa-479842.pdf"

"url": "https://www.oracle.com/security-alerts/alert-cve-2021-44228.html"

"url": "https://www.oracle.com/security-alerts/cpujan2022.html"

"url": "https://cert-portal.siemens.com/productcert/pdf/ssa-714170.pdf"

"url": "https://lists.fedoraproject.org/archives/list/package-
announce@lists.fedoraproject.org/message/M5CSVUNV4HWZZXGOKNSK6L7RPM7BOKIB/"
},
{
"url": "https://cert-portal.siemens.com/productcert/pdf/ssa-397453.pdf"

iy
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{
"url": "https://cert-portal.siemens.com/productcert/pdf/ssa-661247.pdf"
},
{
"url": "https://lists.fedoraproject.org/archives/list/package-
announce@lists.fedoraproject.org/message/VU57UIDCFIASI035GC55IMKSRXIMCDFM/ ™"
},
{
"url": "https://www.oracle.com/security-alerts/cpuapr2022.html"
.
{
"url": "https://twitter.com/kurtseifried/status/1469345530182455296"
},
{
"url": "https://tools.cisco.com/security/center/content/
CiscoSecurityAdvisory/cisco-sa-apache-log4j-gRuKNEbd"
},
{
"url": "https://lists.debian.org/debian-1ts-announce/2021/12/msg@@0@7 .html"
.
{
"url": "https://www.kb.cert.org/vuls/id/930724"
}
1,
"created": "2021-12-10T10:15:00Z",
"updated": "2023-04-03T20:15:00Z",
"affects": [
{
"ref": "comp-1"
}
1,
"properties": [
{
"name": "amazon:inspector:sbom_scanner:exploit_available",
"value": "true"
.
{
"name": "amazon:inspector:sbom_scanner:exploit_last_seen_in_public",
"value": "2023-03-06T00:00:00Z"
.
{
"name": "amazon:inspector:sbom_scanner:cisa_kev_date_added",
"value": "2021-12-10T00:00:00Z"
.
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{
"name": "amazon:inspector:sbom_scanner:cisa_kev_date_due",
"value": "2021-12-24T00:00:00Z"

I

{
"name": "amazon:inspector:sbom_scanner:fixed_version:comp-1",
"value": "2.15.0"

}

]
}
]
}
}
Inspector #& =X & t #Y &5 45

{
"status": "SBOM parsed successfully, 1 vulnerability found",
"inspector": {
"messages": [
{
"name": "foo",
"purl": "pkg:maven/foo@l.0.0", // Will not exist in output if missing in sbom
"info": "Component skipped: no rules found."
}
1,
"vulnerability_count": {
"critical": 1,

"high": 0,
"medium": 0,
"low": O
1,
"vulnerabilities": [
{
"id": "CVE-2021-44228",
"severity": "critical",
"source": "https://nvd.nist.gov/vuln/detail/CVE-2021-44228",
"related": [

"GHSA-jfh8-c2jp-5v3q"
1,
"description": "Apache Log4j2 2.0-beta9 through 2.15.0 (excluding security
releases 2.12.2, 2.12.3, and 2.3.1) INDI features used in configuration, log messages,
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and parameters do not protect against attacker controlled LDAP and other JINDI related
endpoints. An attacker who can control log messages or log message parameters can
execute arbitrary code loaded from LDAP servers when message lookup substitution is
enabled. From log4j 2.15.0, this behavior has been disabled by default. From version
2.16.0 (along with 2.12.2, 2.12.3, and 2.3.1), this functionality has been completely
removed. Note that this vulnerability is specific to log4j-core and does not affect
log4net, log4cxx, or other Apache Logging Services projects.",
"references": [
"https://www.intel.com/content/www/us/en/security-center/advisory/intel-
sa-00646.html",
"https://support.apple.com/kb/HT213189",
"https://msrc-blog.microsoft.com/2021/12/11/microsofts-response-to-
cve-2021-44228-apache-log4j2/",
"https://logging.apache.org/log4j/2.x/security.html",
"https://www.debian.org/security/2021/dsa-5020",
"https://cert-portal.siemens.com/productcert/pdf/ssa-479842.pdf",
"https://www.oracle.com/security-alerts/alert-cve-2021-44228.html",
"https://www.oracle.com/security-alerts/cpujan2022.html",
"https://cert-portal.siemens.com/productcert/pdf/ssa-714170.pdf",
"https://lists.fedoraproject.org/archives/list/package-
announce@lists.fedoraproject.org/message/M5CSVUNV4HWZZXGOKNSK6L7RPM7BOKIB/",
"https://cert-portal.siemens.com/productcert/pdf/ssa-397453.pdf",
"https://cert-portal.siemens.com/productcert/pdf/ssa-661247.pdf",
"https://lists.fedoraproject.org/archives/list/package-
announce@lists.fedoraproject.org/message/VU57UIDCFIASI035GC55IMKSRXIMCDFM/",
"https://www.oracle.com/security-alerts/cpuapr2022.html",
"https://twitter.com/kurtseifried/status/1469345530182455296",
"https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-
sa-apache-log4j-qRukKNEbd",
"https://lists.debian.org/debian-1lts-announce/2021/12/msg@@@@7.html",
"https://www.kb.cert.org/vuls/id/930724"
1,
"created": "2021-12-10T10:15:00Z",
"updated": "2023-04-03T20:15:00Z",
"properties": {
"cisa_kev_date_added": "2021-12-10T00:00:00Z",
"cisa_kev_date_due": "2021-12-24T00:00:00Z",
"cwes": [
400,
20,
502
1,
"cvss": [

{
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"source": '"NVD",

"severity": "critical",

"cvss3_base_score": 10.0,

"cvss3_base_vector": "AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:H",
"cvss2_base_score": 9.3,

"cvss2_base_vector": "AC:M/Au:N/C:C/I:C/A:C"

},
{
"source": "GITHUB",
"severity": "critical",
"cvss3_base_score": 10.0,
"cvss3_base_vector": "AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:H"
}
1,

"epss": 0.97565,
"exploit_available": true,
"exploit_last_seen_in_public": "2023-03-06T00:00:00Z"

1,
"affects": [

{
"installed_version": "pkg:maven/org.apache.logging.log4j/log4j-
core@2.12.1",
"fixed_version": "2.15.0",
"path": "/home/dev/foo.jar"
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a.

b.

mE

(IBIE 1) BB B TEHKHMAK inspector-sbomgen, IIEIES B E){E58 B 5 1E 7 £ /Y
EE R CPU %48,

(1818 2) IR BB ELTE HAREN Amazon Inspector SBOM AR —HVE | FiEEF
By, MREBEFL L, FHRARMET TEHMN inspector-sbomgen WA HY TR FE K,

FHHER , 552 B1E Amazon Inspector SBOM E 488 &2 Amazon Inspector SBOM E4

2% (Sbomgen)s Amazon Inspector

3. FERUTERELITRERE Amazon Inspector Scan ZEB S BB :

a.

WAZHRE ID, BREAIIRAME, RinHEF. L EBEBEEREDockerin BB, MRS
WEHNEEG , FRMUTED tar ERNBEE, FBETIIEHZEK 1D BE .

i BRAXRMERERAS  NAME[:TAG|@DIGEST]

i. ¥ptar R . /path/to/image.tar

BIREAWS EBEEIAREFERN .

(EA) HHEHREAmER  BARERFHBEENAmB]EH. EFBNAKE—HBIH
EEEM,

(A ) RABBER  EELERXRBETHRN —SZEE&H. SREAXKITFAIEER
BB 8% , FEBIER,

(1BF ) B Docker B AER , BEUEMDockerfEAEE . REELNASSMEAATL
BRTFER , BT HERE,

(1EA ) SBAUURHTIIXEN AWS B5RERE

. (EA) A IAM Af | FBIRMAE ARN (arn : aws : iam : : AccountNumber :
role/RoleName).

i. (ER) HRAWS ZEAER , FEEERE IAM EHEETREN AWS EAEHR,
i. (ER) HRAWS REERR , FRUECAREERBETRENREERHE,
(ER ) ZERRARRREE, FRALLEER  SU0HEBNREHNFRERE L BEREX
M, MRFBEHERN 0, AERFHZOERR , BAEWESHI. BN EPSS &, EHA

LR 0% 1, MRFBHENFEERE , BEEXM , B EPSS 7 BENXENFHE CVEsEHE
REEZEH,
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FRESEIER Amazon Inspector Scan Jenkins #i E R EE

EAILAE R Jenkins E& B & BB F 4% Amazon Inspector Scan I8 E BN EE.,
BB T&E SBOMGen EEEE

«  EHE# Amazon Inspector Scan ¥TEEHE , FEA TIISEHIFEE. 1§ IMAGE_PATH IR R E
BREIERE (Bl alpine#latest), #§ IAM_ROLE R ABESE 1 hREN IAM BEH
ARN |, ¥4 1D MR BIEHIDockerBE AE ¥} ID, EBALLIREMMBRAREIRE  YASEREM
EEE,

pipeline {
agent any
stages {
stage('amazon-inspector-image-scanner') {
steps {

script {
step(L
$class:

'com.amazon.inspector. jenkins.amazoninspectorbuildstep.AmazonInspectorBuilder’,
archivePath: 'IMAGE_PATH', // Path to your container image or tar file
awsRegion: 'REGION', // AWS region for scan requests
iamRole: 'IAM ROLE', // IAM role ARN for authentication
credentialld: 'Id', // Docker credentials (empty if public repo)
awsCredentialId: 'AWS ID', // AWS credential ID for authentication
awsProfileName: 'Profile Name', // AWS profile name to use
sbomgenSkipFiles: '*.log,node_modules,/tmp/*', // Files/directories to

exclude from scanning

// Vulnerability threshold settings (updated parameter names)

isSeverityThresholdEnabled: false, // Enable/disable build failure on
vulnerability count

countCritical: @, // Max critical vulnerabilities before build fails

countHigh: @, // Max high vulnerabilities before build fails

countMedium: 5, // Max medium vulnerabilities before build fails

countLow: 10, // Max low vulnerabilities before build fails

// EPSS (Exploit Prediction Scoring System) settings

isEpssThresholdEnabled: false, // Enable/disable EPSS-based failure
threshold

epssThreshold: 0.7, // EPSS score threshold (0.0 to 1.0)
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// NEW FEATURE: CVE Suppression - ignore specific false positives
isSuppressedCveEnabled: false, // Enable CVE suppression feature

suppressedCvelist: '', // Comma-separated list of CVEs to ignore in
thresholds
// NEW FEATURE: Auto-Fail CVEs - always fail on critical security
issues
isAutoFailCveEnabled: false, // Enable auto-fail CVE feature
autoFailCvelist: '' // Comma-separated list of CVEs that always fail
build
D
}
}
}
}

FHTH SBOMGen E4EE

«  ZEEi& Amazon Inspector Scan B EHE | BFEA T HIEHIZE X, 1§ SBOMGEN_PATH B A
BESD R 3 PREMN Amazon Inspector SBOM E4A BRI, #% IMAGE_PATH B A I BRIKHY 3%
& (Pl alpine#latest), # IAM_ROLE R ARBESR 1 HEREZ IAM AE€H ARN , Ii&
ID R AEERILERIFEENDocker’EE ID, Ao BEMHMARIRE  XASEREMIE
EfE,

@ Note
#& SbomgeniiETE Jenkins B & , WRHEIHNBEXF Jenkins B W (Bl /fopt/

folder/arm64/inspector-sbomgen).

pipeline {
agent any
stages {
stage( 'amazon-inspector-image-scanner') {
steps {
script {
step([
$class:
'com.amazon.inspector. jenkins.amazoninspectorbuildstep.AmazonInspectorBuilder',

archivePath: 'IMAGE_PATH', // Path to your container image or tar file
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awsRegion: 'REGION', // AWS region for scan requests

iamRole: 'IAM ROLE', // IAM role ARN for authentication

credentialld: 'Id', // Docker credentials (empty if public repo)

awsCredentialId: 'AWS ID', // AWS credential ID for authentication

awsProfileName: 'Profile Name', // AWS profile name to use

sbomgenSkipFiles: '*.log,node_modules,/tmp/*', // Files/directories to
exclude from scanning

// Vulnerability threshold settings (updated parameter names)

isSeverityThresholdEnabled: false, // Enable/disable build failure on
vulnerability count

countCritical: @, // Max critical vulnerabilities before build fails

countHigh: @, // Max high vulnerabilities before build fails

countMedium: 5, // Max medium vulnerabilities before build fails

countLow: 10, // Max low vulnerabilities before build fails

// EPSS (Exploit Prediction Scoring System) settings
isEpssThresholdEnabled: false, // Enable/disable EPSS-based failure

threshold
epssThreshold: 0.7, // EPSS score threshold (0.0 to 1.0)
// NEW FEATURE: CVE Suppression - ignore specific false positives
isSuppressedCveEnabled: false, // Enable CVE suppression feature
suppressedCvelist: '', // Comma-separated list of CVEs to ignore in
thresholds
// NEW FEATURE: Auto-Fail CVEs - always fail on critical security
issues
isAutoFailCveEnabled: false, // Enable auto-fail CVE feature
autoFailCvelist: '' // Comma-separated list of CVEs that always fail
build
D
}
}
}
}

AR TREERS BN IR,
BB CVE BE

FHREFUJUENFREREENFRE. 8EMLEEERFFLENEE , BT EMNTEERENE
&,
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isSuppressedCveEnabled: true,
suppressedCvelist: 'CVE-2023-1234,CVE-2023-5678'

REBERBEAME  EEZMKEE CVEs. REEREZIFER , TRREREMEERILF
o WELWRHMEERAEBER , CVEs NELRELNLZEHRED , EFSEFREXN

BBXAM CVERE
HREXRZ2RE , BB KEEYRERUNBE,

isAutoFailCveEnabled: true,
autoFailCvelist: 'CVE-2024-9999'
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Inspector Vulnerability Report ( Do on ) ( s )

Updated at 11/8/2023, 3:52:55 PM

[ © SBOM parsed successfully, 7 vulnerabilities found. ]

Information

Image name Image SHA
file:///Users/naveshal/Downloads/alpine.tar b 70

Vulnerability by severity

Critical High Medium Low

1 4 2

All vulnerabilities (7)

Vulnerability Id Severity Component

CVE-2022-37434 Critical i 1.2.12-r1?arch=) 14.7
CVE-2022-4450 High pkg:apk/alpine/openssl@1.1.1g-r0?arch=x86_64&distro=3.14.7
CVE-2023-0215 High pkg:apk/alpine/openssl@1.1.1q-r0?arch=x86_64&distro=3.14.7
CVE-2023-0286 High penssl@1.1.1g-r0?arch=x86_644di 14.7
CVE-2023-0464 High penssl@1.1.1g-r0?arch=x86_64&distro=3.14.7
CVE-2022-4304 Medium pkg:apk/alpine/openssl@1.1.1g-r0?arch=x86_64&distro=3.14.7
CVE-2023-0465 Medium pkg:apk/alpine/openssl@1.1.1q-r0?arch=x86_64&distro=3.14.7
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® Note

FBAUEABRENESH , EANMENXEENSHER. T8, £AgEXEAPEIE
& BB ELSEETNABTNSE, fll , MRLEFEH isThresholdEnabled , &g
JEE'J;‘E% , HHEH S EFH A isSeverityThresholdEnabled,

5E S HF R

LTR2ERBARM B Amazon Inspector Scan /A ER B aEIB EIM & B 552 Jenkins.
HEEBABEAERE sts HISARTERR

R

InstanceProfileCredentialsProvider(): Failed to load credentials or sts
exception.

IR

Rl

aws_secret_access_key & AWS ZHIRFES aws_access_key_idM . £
aws_secret_access_keyHERE aws_access_key_id#l ~/.aws/credentials,

IR TE tarball, Z<#EERE b 2R A BR G
#HER .
2024/10/16 ©02:25:17 [ImageDownloadFailed]: failed to load image from

tarball, local, or remote sources.

® Note

R Jenkins AHE N EEREUARMER, Docker5|ZHREKAFRBME , MABERKRBTF[E &K
BHRERTIARRE MRS R e tiER.

BRI E -

BRETHIER ;
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+ Jenkins AR EXEAEEFEERH RENFEFT,

- BRERHENREEFERDockers| ZEH,

- BHIRIRMER URL IERE,

- REHSETERBEEENSIRE (NEA )

Inspector-sbomgen & &858
#HER

Exception:com.amazon.inspector. jenkins.amazoninspectorbuildstep.exception.Sbomge
There was an issue running inspector-sbomgen, is /opt/inspector/inspector-
sbomgen the correct path?

BRRTTIE
SR T B AR B R

1. HEIEMIEERFELERE Inspector-sbomgen M AJenkins B & IEFHMER , 552 B Amazon
Inspector SBOM Generator,

2. FEATHSSHKABTE TR T —EMNE : chmod +x inspector-sbomgen,

3. HFEHABERNFPRERMIEREINJenkinsESIZ |, #la0 /opt/folder/arm64/inspector-

sbomgen,

4. REFHELHITIenkinsEH,

{#F Amazon Inspector TeamCity #AEME

Amazon Inspector TeamCity/M# 2= R Amazon Inspector SBOM ZE 4 88 —# U #£F1 Amazon
Inspector Scan APl ZFR2EFERIELEFMARSE , BTN ERBZaAENEER R, FH
Amazon Inspector TeamCity /MR ER, , LA BAAE Amazon Inspector J&E IR E 18 ZETeamCity &

B, Amazon Inspector AR HETUREARBEAZNRAHENREMREER XK EEHIT.
&7 LATE https : //https://plugins.jetbrains.com/plugin/23236-amazon-inspector-scanner TeamCity
TEFRBHFIHMAH Amazon Inspector TeamCity /A 2, G1FEARIM{T#E Amazon Inspector
Scan BAZEH CI/ICD EEMEN , 552 14& Amazon Inspector R HEE S EEH CI/ICD EiE, WNE
Amazon Inspector X EWEXRKMNERRESFE , B2RXENEERAENENRETES. T
55 BB ERBA ANfAI R E Amazon Inspector TeamCity ZA 2,

1. BRE AWS RF,
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Amazon Inspector EREER

« AWS 1RFE i/ R FF1ZEL Amazon Inspector Scan API B IAM B&RRE . MERP , &2

BIERE AWS IR E LAE A Amazon Inspector CI/CD B4,

2. &% Amazon Inspector TeamCity A 2K,

a.
b.

C.

« 1£ Teamcity Al iR25 B &+ 2% Amazon Inspector SBOM EAE R Z#ME, MERHA ,
B %% Sbomgen,

REHNBERR , AIEEE > HAEHER

# 2 Amazon Inspector Scans,

=& HNEHRERN,
3. &% Amazon Inspector SBOM E4 25,

3
$

4. # Amazon Inspector Scan RES BH B ELNER,

a.

b.

FHEEEL K MTHEDERESR  BENEEESER , RE1EE Amazon Inspector

Scan,

5

BETHIFFMERR , LLERE Amazon Inspector Scan ZZESEE -

WELREWE,

RIZRTE Amazon Inspector SBOM EARZH 5% - BEHFH.

- RBENREN CPU 48 , BB TESZFTMRAH Amazon Inspector SBOM E 425,
« FHERSEMHLET TEHMN Amazon Inspector SBOM 74 2R IR A TR IR 1R,
MEFHMENR , 2B Amazon Inspector SBOM E £ 8 R % Amazon Inspector
SBOM E 4258 (Sbomgen), Amazon Inspector

ARG 1D, BHRETLRAYE, BERFBF. FEBBEEBDockeran B 186,
MRSHELHOEE  FREES tar ERWVBE, F2ETIEHPE ID BE

o WRABEIRIFASS : NAME[: TAG|@DIGEST]

- W tar =X . /path/to/image.tar

e IAM A BALESR 1 PAREABH ARN,

BIREAWS EBEEIAREFERN .

(1B ) B Docker B0 B |, 8 A EH Docker £ & Z A Docker ZiE, REER
NASBREURABERTFER , THITHEAE,

(iEMA) $EAWS B9RFB , BMALHN AWS FIEE ID M1 AWS ELE, REER
RERRE AWS BEAERETERER , TETHERE
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Amazon Inspector EREER

- (BH) EESEREMNFERE. IRERETBEREEENRR K RERERS
R, MFELEHRZ 0, ERKISVERRE  BEHERN.

c. EEFHF.
5. WMBIEH Amazon Inspector JRIAERE o

RERNHEE,

=
b. EHEBEHRE 6 BRERPERMEEN, BIRHTML & | S0 LLREZETHIHFEH JSON
SBOM B CSV MxA, AT 2 HTML $REHIEHI -

( Download SBOM ) ( Download CSV )

Inspector Vulnerability Report

Updated at 11/8/2023, 3:52:55 PM

[ © SBOM parsed successfully, 7 vulnerabilities found. J

Information
Image name Image SHA
file:///Users/naveshal/Downloads/alpine.tar ha256:5977be3 b7c5ef70

Vulnerability by severity
Critical High Medium Low

1 4 2 0

All vulnerabilities (7)

Vulnerability Id Severity Component

CVE-2022-37434 Critical ine/zlib@1.2.12-r1 _648di .14.7

CVE-2022-4450 High ine/op: 1.1.1g-10 _648distro=3.14.7
CVE-2023-0215 High ine/op 1.1.1q-107arch=x86_648distro=3.14.7
CVE-2023-0286 High ine/op 1.1.1q-107arch=x86_648distro=3.14.7
CVE-2023-0464 High ine/op 1.1.1g-10" _648distro=3.14.7
CVE-2022-4304 Medium ine/op 1.1.1q-107arch=x86_648distro=3.14.7
CVE-2023-0465 Medium P 1.1.1g-107arch=x86_648distro=3.14.7

B GitHubE)¥EE A Amazon Inspector

IETLAE A Amazon Inspector ¥ E GitHub actions , # Amazon Inspector & B 7 #3718 Z &K
GitHub TR . ERIA Amazon Inspector SBOM Generator 1 Amazon Inspector Scan AP| £ &
B REBELFMARE , DB UESBZRAENIEERR. Amazon Inspector JwE 7 # T LAk
EARBEIZNRIBEMNBEEEREBESI AR ITERRE. ERLE GitHub 15 IR SR
Amazon Inspector EifE, MFTEARIM{A#E Amazon Inspector Scan BAZEIEM CI/ICD BEEMWENR , 5
ZR# Amazon Inspector FIHE S EIEH CI/ICD EiE, W% Amazon Inspector X ENEXRKENE
NFRFEBSEE , BRI ENEERBENEXRES.
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https://github.com/features/actions
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Amazon Inspector EREER

& GitLabt &£ A Amazon Inspector

&AL R Amazon Inspector &8t GitLab CI/CD Jt4F , #& Amazon Inspector J&)E 17 #3718 E &M
GitLab=Z R, EFIA Amazon Inspector SBOM E 425 F Amazon Inspector Scan AP| 1£ 2 & & R EF
EEFASRE , AETUEEB 2 sl AENEERE. Amazon Inspector J&E#E# A LIERE A IRIR
BERAENFEHENBZRELREESL XK IT/ERE. LALE GitLab #815 ERERITMRAEE Amazon
Inspector Jtt. MEHBIMMAE Amazon Inspector Scan BEE|EM CI/CD BEEBMWER , FSEK
Amazon Inspector #EIHE S Z|ZH CI/CD BB, %FE Amazon Inspector X BWEE R K MER LG
EERE  BFZ2RAXENEERREIEXRAES.

& B Amazon Inspector fFCodeCatalystE) 1

I&TILAE A Amazon Inspector ¥ Amazon CodeCatalyst , # Amazon Inspector J& AR B ZE
CodeCatalyst T#E#RFE, EFFA Amazon Inspector SBOM Generator 1 Amazon Inspector Scan API
EREFRFELEFMAERE , A EATUEREZAFAENIEERE, Amazon Inspector J&E 7 # A
DEEARBEIZNFEIHENBZEEEREESI XK IERE. WEBFBUAAE Amazon Inspector
Scan Z&EEH CI/ICD EEMEA , F2E1% Amazon Inspector I E S EIEH CI/ICD EiE, ME
Amazon Inspector T EMWEXRKNERRESFE , BRI ENEERKENENFTES.

& HEl CodePipeline £/ Amazon Inspector Scan EjE

BRI USR8 E T4E7E , AWS CodePipeline LA28 {#H Amazon Inspector, IttZE A F|
F8 Amazon Inspector SBOM ZE 4 83 #1 Amazon Inspector Scan API , fE BBt RIS E £ FF MR
BATGEEESRB 2 AENEERM, InspectorScan EB#ER CodePipeline ¥ S EEEE)
£, TEEBEAFEERMRERBINRZERE. EUUEALBEREE=FFEFEFHNERER
JR36%5 , HI70 GitHub =k Bitbucket Cloud , iR AREABRINRG. MEFMER , FS2HEAWS
CodePipeline { fEfA&#ER) FH InspectorScan FAAEESE,
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https://docs.gitlab.com/ee/ci/components/
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https://docs.aws.amazon.com/inspector/latest/user/scanning-cicd.html
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Amazon Inspector EREER

IR AWS IRIBER Amazon Inspector & 2 &5 B

& A LA Amazon Inspector £1F A WIRF EEE M T A E AWS IRIER Amazon Inspector HE £l
, ILEBE SR Amazon Inspector IR EIR F MEFRAREHFMEANFKTER,

(@ Note
NMREREBNBREES , B RRABPAARENWFAEANRTTER,

T 532 5 3R BA an{a 37 Amazon Inspector IRIBH RS EHE,
&R AWS IREM Amazon Inspector & 2 £

1. FREHNEABEREA , REBRBIR https : //https://console.aws.amazon.com/inspector/v2/
home B Amazon Inspector £ &,

2. HREESEET , BEIRFEE,
3. FEMRKEHE A FRETIEHFP-—EARIER

- ERERFURBIRFEBHREEEE,
o IRIEHITEELARE Amazon Elastic Compute Cloud (Amazon EC2) #I{TEBH REEHE,

- BIZABMEE , LLRE Amazon Elastic Container Registry (Amazon ECR) 7 ER HE &
=,

o BEABMG L Amazon ECR BESMGHHESE,
« & Lambda BB MBI Lambda BRNBHRZEE .,

THEERAFEERREENE

;&III

&

- FHMERFERREEE

- 114 Amazon EC2 #4TE R A K E £ E
- §¥{& Amazon ECR @ EM REE E

- §¥{& Amazon ECR RGN R E £ E
- F¥{%& AWS Lambda BB R E S E
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Amazon Inspector EREER
AR F BN =& E

MBEHRF TR 2EZN —22 , RFRABHIZEIR Amazon Inspector BIEEIRFE | IRERS|EZRS
REESWIREHEBEN , URIRFHNERBHENRE, FUHRSIERL , BULIBAREREBREFAER
ERTERNERNEFEE, NEFHMER , 528 Amazon Inspector R B B)FHEER,

mREHIRE R ZE IR Amazon Inspector BEIEEIIRFE |, IRE RS ZBEALEBINIRFR
HEBRARE , XIHEABTHMERSE. HREERS , FESEHERTAIRFRA Amazon
Inspector , IR 2 , MISEHARFBMANERBHER, SAZREES , EUNFEALRRSIER
REFHEBHEBRARE. ZEUURASEAENKERFNBEERBHER, NEFHEBENA ,
E2 BB K EMRFER Amazon Inspector 1,

Al Amazon EC2 #{TEER KEEHE

HITEERSIEBEETE AWS BIEHRH Amazon EC2 #i1T{EEE, FEEE T XRSIER LEMK
B -

- 28 - BREREPHAEITER. MEME LBAITERB B BHERE.

- ¥ - B~ Amazon Inspector EZRHIREF ETHEENB RN AIEHTERE.
« TR - B’ Amazon Inspector RIEIRBEAFEZRARBENMESTERE., FRMEL Amazon

Inspector REEFZEMFHHTERNER,

EC2HTERBITUENRSERRLERE "FEH. R5ZE&HE L, Amazon Inspector £/ AWS
Systems Manager (SSM) 1 SSM Agent B EIEX 12 FiF#E EC2 MTREB RS ERE. MEBTEE
REHIT SSM REREX, BEXIE Systems Manager B AWS Identity and Access Management
(IAM) At  SARFTZENEZXZRFKDHEE , Amazon Inspector AGE LB IFIHHTEE, W
EHMER |, F2BAmazon EC2 #I1TEERH,

ESERSIFERL  RFHSEEHTHTHER AWS IRF & .

EC2 #I1TEERER - tMBE SR TERAERBMOER , TARNNEEHHTERRSCREREH
FRHEER,

EERRK - WBESEREERRER | 7L WINDOWS, MAC, LINUXEZE UNKNOWN,
/A B - B R Amazon Inspector REEERBTEE LERAREEXEREREEXNRTE L E.

FR$EH - & Amazon Inspector L AMEZERERERER , LT . Amazon Inspector #
TRENEAREURREARFEHEETERNEIES .
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ZEWME EC2 HTERNWEMFFMERN , 512 F EC2 HITEBMPIER. AR , Amazon
Inspector ERERHTREBNHMNTERENAETSERNFREN. EEREBEFTENFMHEN , BiE
EEZEEPES, WEELHMEANWFEMEEN , 5528 845 Amazon Inspector FAE#E RV FFHE
o

B3 Amazon EC2 1T AR REE

#7H Amazon Elastic Compute Cloud (Amazon EC2) #11T{E R , ATREMAREES :

« FEEE — Amazon Inspector SiHEE L MTFWHITEE,
- EBREAREEXBTERBRFRS - EEEEHTEBNMEUEES R/ DPAR 1200 GB , SH#
TEEEEERIB 8 A ER , Amazon Inspector € F ILLAREE,

- BBEAEEXMITERKRERFBRE - Amazon Inspector EEHEHTER LHITERERXRE
R

« EC2 #1{T{EBE 211t — Amazon Inspector EEEREHTEE L RASTEEERCEILARE,
FARENEBEEEHSFERET , EHTEBKLAL, MRHTEBEHRRE , Amazon
Inspector & B B){EEiRHEHITEE,

- AEBEEER — Amazon Inspector ER R W TEEFZEAIPEEER. Amazon Inspector & B B fif R i85
=, URRIRERE.

o $EETF — Amazon Inspector A EREHITREBNHABEAERXER. HITEEA Amazon
Inspector EBE# AT RE 2 MIBR , SHENIT KRB

EEEEIERE , A R AWS Systems Manager #fR InspectorInventoryCollection-
do-not-deleteRdHitf71E B HEABIARRER T, BEo , 5 AWS Systems Manager Fleet Manager
BEITERNEREARESIER.

« %128 - Amazon Inspector 2 ILIFEHTEE, EEEASTEE K SFEEREETH.
- ZEWIRBHE - Amazon Inspector EAGHI1TEBE HE AT FI AT W IR IR 8

- EREKRLE - FITEREK L, Amazon Inspector BRI EEBRATEENRERESENRES
E&EH,

- BEFHETE — Amazon Inspector FEEZIWNEBRE 7 RAAHTHERBENNENRBERAERER

EEEEIERE , E6EH R AWS Systems Manager #ERFTER Amazon Inspector BEE1E , B
EEAHITERAIT, LI, fEH AWS Systems Manager Fleet Manager B 35 31 17 1E 88 & X 58 FE /3
BXEF.

« RZE EC2 #117{E#8 — Amazon Inspector KRESIEHFRBTER. HTEBTEH BEE AWS
Systems Manager,

Amazon EC2 #{T{EBEREE 286
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EEEELERE | B LR AWS Systems Manager Automation AWSSupport-
TroubleshootManagedInstance runbooki2ft#) ., FXE AWS Systems Manager EE#TEE 2
# , Amazon Inspector & B BB A R EE RN B HBTEE.

- TXEMEERMK - Amazon Inspector RERHIFHEHITEE. F/TEBER Amazon Inspector &
S ENEXRASREE, MFE Amazon Inspector T EWIEXRFHBE | 5528 Amazon EC2 #{T
ERARAE(E,

- FERANOEREEER - WARERT EC2 BHRHEMERAFME , BFEHE HEBRERLnux 2
Amazon EC2 #1T{E#EY Amazon Inspector JREHZE Amazon EC2, WREMRERERRTIE

- BIBREREEHWERS - #1788 S8 Amazon Inspector JREBER 5000 BEEHRH,
EEHEENFTEENRERE , £UUERAREIRSMHEEBEN BFTERE,

- BBRERESH ssm EFRE - SSM RERXEEAE EFZEIEZE Amazon Inspector , BAE
EF NPT EESERAESERTEBREZEFTERN SSM BidE. MEFMEHR , 526 Amazon
EC2 Systems Manager i 2 FIE &8 o

- BiBREREWERFBRE — Amazon Inspector EEZHMEHNERER , ARAEHWERFBEIR 15
o HEN & KERE,
- REMERBEF — Amazon Inspector SSM A EX M KREANRLBITERKEESHET. &

BERSERENGER , B2 , NRILIRETE 6 NFRNMAEE , FFEA Amazon EC2 Systems
Manager SREERFTEMN Amazon Inspector BBBE1FETE , It B IEE AT EEHT,

WMFERRE EC2 HITRBFHZRENFMER , 5528 Amazon EC2 H1TEE IR,

514 Amazon ECR 7 EH K E #E

REELRS|IERESETE AWS RIEHRHN Amazon ECR RFE., BESE T RSIER LABKE
48 -
- 2 -BTREREVPNFERTFE. MERMELHEEEBINWREMRE,

- E2BXA - B8R Amazon Inspector SR EATERNIREPERNBHNFEMEE, NERELHFEEE
B eI R iR EE,

« RA - #R Amazon Inspector EERIREPAREREN BN MEREE. ERMEL Amazon
Inspector REEFREMIFHERBEENRE,

EBERIERL  RFHESEEHRSFHEE AWS IRF B,
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Amazon Inspector EREER

EEREARTENEGFRER  FEERFENEE, K& , Amazon Inspector EFRFHEFEFHY
RERGFE UK EBERGHFHEER,. FHEFSRBZEER,. XAHENFHERE. efitas
TMAEERMAES , AINLENERREERBE, FEO TIALREBEFTERTERNNZE
BF  BEEFEHNEEER.

® Note
REFERERN Amazon ECR MG I e EESHE /NI EF,

##8 Amazon ECR #1FEMRRE
#7 Amazon Elastic Container Registry (Amazon ECR) 17 , AJREMARREE S :

- ORA (8 ) - UAREEE , Amazon Inspector EiHEE R REEEFHBRG, FEIEFERNER
BIBHREREAIFERE . Amazon Inspector —FIRSEHIXFTRGEFE HETRE | LER
HERSZ MG AAEIRYET CVE B EFIBHM G, EEREM Amazon ECR EFFIHHIR , Amazon
Amazon Inspector #RE B B2 LR FE PRV RR,

- BRA (#EEF ) - Amazon Inspector B #IAF MG BB FHAETENNERNBTHEREG, St
HETERAEREEHE  IRESTEEERFE,

- FHUEIE - Amazon Inspector T AT FEIRFESFEFEERNT AR FMRE,

EEEIEIRERE | BERMEEEN AWS Identity and Access Management (IAM) BUR St 8F Amazon
Inspector FEUREFE.

- 28 (F8 ) - Amazon Inspector T EERRFHERBTERN ARG, #FEN Amazon
ECR RSB EREAELANFHIFE,
= Z /A Amazon Inspector HIERHERBREFEEFHNREG , FEREENRERAREEELREARIENE
ARZEBERCEREREREG , IREHETRGRFHRE,

- BRA (#EEF ) - Amazon Inspector B HEEHRGFEBHFHERTFENNERNBTRZRE. #F
BN E SRR R EREREHERRE,

- WEFEEER — Amazon Inspector ER BT ER £ AN IPEEER. Amazon Inspector & B B iR 5
E, URRIRERE.

BB E B RE N B EH Amazon ECR BB GEH.
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Amazon Inspector EREER
iF{t Amazon ECR ARGy K E £ E

MEZES|ERSERE AWS BIERH Amazon ECR BEEM&, FESE TR ER LEMRE
# -

- 28 - BRERRPNERRRE. REBREHZEB TN FEERE,

1R - B Amazon Inspector REARATELNRETERNBHENAMEASEMREG. KERELHTGE
B R AR A,

- T # - R Amazon Inspector EERREPRERNFHOAME R HG, FREMBIEL Amazon
Inspector REEFZEMiFHMRENRE,

AEMGIEERAZERAMERERRARSIER L, METESFHRERBA Amazon
Inspector FHMVFEFES |, & Amazon ECR EnZEHR AP ILBHZRATFE, 3%&F , 8 A ECR
ENMFEFERERENREA , MAREEARIEIMREG., WFEFHENR , F2B5EE Amazon ECR
ENREEEERD.

EEERSIEEL K REEERHSEEREASNNEGNREEERTE. IRFHMIEE AWS IRF HER
FER . & Amazon Inspector LAMEZERESERER , LARENENEEET . ETWESE
RE EREFEDRENNEN. ERNERABRIEFEEHN , AEEFMBHETHUREHRN CVE i
WRRE, WEFMEEN , F2BAmazon ECR BIENEHETE.

EERPEASSMGNEMEFMET , FBiRE ECR RGP HERE, A% , Amazon Inspector &
TEBGNEBENATKERNFHEER., FERABETENGFHEN A FEEFEERTNERS, UF
ELFFMERANFEER , 528 B4R Amazon Inspector FE#E RAVFFAE

B3¥ Amazon ECR A S8 rYARAE

#7H Amazon Elastic Container Registry a5 & , TREMARREES

- EEEEIE (¥ ) - Amazon Inspector FHEER |, W ERMEHWIEE CVE RREESTHRENHIF
H, SEHARNEIMMRGE K NSENEEMRMBH Amazon ECR EFRIEISFERRE. REMRGHNRHF
FECHMAERERBE A BfRFENERAERBEREREASERME,

- BRI (HEEE ) - SHERHBREE | Amazon Inspector € B BRI G, SHEEHRRENEE
ERAEREEE K BERTEENERERHEEREATEHERRH,

- AEBEEER — Amazon Inspector ERR ARG IF £ AZPEEER. Amazon Inspector & B B fif R §5
R, LRRRERE.

- ZEVRIBI — Amazon Inspector EAERIGHE AT FILLE THIA IR
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https://docs.aws.amazon.com/inspector/latest/user/scanning_resources_configure_duration_setting_ecr.html
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Amazon Inspector EREER

- BREWKCIBE (&8 ) - Amazon Inspector EEREFT B, ELAREETHNRGEBEFHRER
EENSEREA , B KREH. S IR IERRGUEBRH.

- BEEKCIBH ( #3ABF ) — Amazon Inspector EEREE B, EELARBEEFNRGEBENRE
HEEWHEREAR , MEERER. S UHEERGUBRERE,

- BIBEEFM (FF ) - Amazon Inspector T E#EH# Amazon ECR Besi&, EHME 2 FEE
EERY Amazon ECR BHEBREREAELRNFBRHE. ZEMBEA Amazon Inspector B E) 17 iR
B FEREFESCEFEANERERHE AR EEECERFERARSG , AIREHEAFTRGFTRHE
AR,

- TXEMEERHK - Amazon Inspector RERHIFHHR K, KL Amazon Inspector X ERE
¥XKAER A Amazon Inspector X ERIHEEA,

IFE Amazon Inspector X IRMERRMBE , FFSE EMNFEERH : A Amazon Inspector i
17 Amazon ECR ###fi, #FE Amazon Inspector X BN HRBEAEE K BF2EAXENEEET,

NEAEEENRGREREREHHMET | F80 Amazon ECR BEMERH.

¥t AWS Lambda BREIRY R Z & E

Lambda Z5|EHREHERE AWS BIEHRM Lambda HE, WEEEMEER K , — @R Lambda
BERENHNENSHEFMET , T —EHET Lambda BXBRENKEHNEHEFAEA, £
BB THRSIEBSHE DA :

o £ - BRBIREDMWFATE Lambda BNEl, MEMIEH Lambda BB B BIR R AREE,

« $#i# - AR Amazon Inspector SR E BT Lambda BB, iRAEMIE HEE Lambda EKE B BIHY IR
AR,

« TR - B8R Amazon Inspector KRERERIEH Lambda KB, FERE M H Amazon Inspector & B
BENRHEBNEREER,

Lambda BREARES HIBE TTHEH, REIEBRLE , FERARSZ, Lambda HE A EEBRA R FIEE
Amazon Inspector BWIRFE |, SEFER A SPHIEIRE RS, WFFMER , F2BLambda HEF

#

ESERSIERL  HBERBWTIETE Lambda REBHNEHE, IREFHEEE AWS IRFE HERE
. BITHBIEEHBNHTIHE, REHIELEME Lambda HEE BTN RERE. EREBSET
EEAZHREWESR. E Amazon Inspector EAREZEREAERBE , LABRENEREEE

§¥fE AWS Lambda B BHEE R E 590
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™o EVRECEE AREEFETRERNNEN. ERNEARAEFRERN , REEHNRHETHAE
FERTEY CVE BFIMRE, MFEFHMER , F2HLambda MERHENFEHEITR.

B AWS Lambda B BBV IREE(E

¥ Lambda BN , AIEERVARRE(E A -

o EB)EEHE — Amazon Inspector IFHEEZMIFHE Lambda BB, HBRHSESIREHAEZREE
RWARTFEE  URETHBEMSIBHAINERRAERE (CVEs) REBENRHEHE.

- HZHHERR - Amazon Inspector TEHRELEHE , RATCERERBEIR.

- BEEKSIBH - Amazon Inspector REIFIEKE , RATE LAXAFBAREFH AR EEIRB 90 KXo

- AEBEEER — Amazon Inspector BRI MR EIF £ ALPEEER. Amazon Inspector & B B R EHER |
WRIRIKERHE

- ZBEVHFEHE - Amazon Inspector EAGERBHEATFI LTI R,

« FX%#& - Lambda HBEAF BN HITRR,
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Amazon Inspector EREER

£/ £ Amazon Inspector R EE ZEIRE AWS
Organizations

&R LA A Amazon Inspector REE R P A Z{EIRF . Amazon Inspector X EMEZIRFEEH
p

» AWS Organizations RN ZREES - AZEREESRUAEPARE  WEEHEEGIKRS BB
A Amazon Inspector, BBBRERFHNTHEFHBRECHA  AELRIRRZERZREES
MK Bk F A

« 3E AWS Organizations RN ZEREERE - IEEBETEHBE Amazon Inspector M1 AR BB R
IRE, ZIREEETLLAKERFBA Amazon Inspector I 5% E R IFERE

BYFEAU—EFER. EEBBERIE , eMeEtEREEMA (BRANERHER ) K mE
REESHREHBHEEINTRERERRCERFARBRENES, THEHERPELEEFZE, WM
EEZREES , URNAEEREIRF,

X

T % Amazon Inspector FEREEESIRF MK ERF

« 5 Amazon Inspector IEEZRE E SRS

T & Amazon Inspector P EIREESRF MK ERF

ESRFIREREA Amazon Inspector i , ZERNWEEERFIUFERIEETREER ., PEERTIE
Amazon EC2, Amazon ECR # Lambda FViZ%#1F# , AR Lambda BRERFEE, ©EEEREIRF
NWELFAERRER, AT RHEEBEZREZERF ATUMTHLESRE , URKERS TLAHITHLLSR
ERER.

HB BRI ERE

£ AWS Organizations BUREXA Amazon Inspector B | €8 4IETHRERR | LUREARF LS
£ :

BERZEER

ZREESWEBIRFELEEBBRABRBANEANER. MARFRABRIERBEEEN
API FERBEERMN , WHRAKIER  FHEREHAEBBRERE,
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Non-policy-managed & &

HABBERPARIEENERBETHEREESMKER SR Amazon Inspector £ A API i
TER,

wHAEEE

ZREES —RULRERMRE , flW EC2 HEX, REREREN ECR EFRFRHISER
B EREFEEEAHEREE, BABRXASRHIRERARHE K mAREEERK,

WMER I MEE Amazon Inspector B BRI FFMER , 552 B Amazon Inspector B AWS
Organizations B XX #.

ZiRH EE S EE

—RmME , EEREEEKRTCEAZTHIRFE , SR CSEAZTABPINMEHMIES, ERER
E# IR MEEE 2R NEEEEERENEH. Amazon Inspector ZREEEIRFE W] AT
THIEE -

- 2B AWS Organizations EEBIRF AU ENBREREES.,

- BEEZREEER 6 SXAREEENRERFVAEBNAERT.

- RENEEREBIRS A Amazon Inspector AREE | BIERAFER Amazon Inspectors
- MAREREBTAERERFHFERHER,

- BEEEASNREFAEREREN  YEREBRMERERFNFHER.

- BYNERERIEBTFERFASHERNELRAL

- BHEBNFIBERERA Amazon ECR &R FE,

- BREEEASNERKEZSHE,

- EREBTAERERFHN ECR ARREEDEHRHFERE, ZREESNFHEFERBERE
EERMEIRFANRENEMARE. BTN EIRFHELAZREESR Amazon ECR BE)
EXNREFERE, SEEIAENRFRETRNENREFERE,

- 5 Amazon EC2 B9 Amazon Inspector REREEERBETRR , EEEREARBBINME
RS, Amazon EC2 ERZMEEEWUAHMERIKRERENLEBTRLUNAN, NERERE
BEBHITREHNFMES , 5526 Amazon Inspector ZEBRER BT B &,

- BRAMERARERFSK Amazon Inspector SRERE,
- BEHABPEMRERSH SBOMs,
- BEABPHFIEREIIRFRE Amazon EC2 BN, WEFHMEN , F2REEREER,
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- RIEBPHNAEIRFEMLMNERE CIS RHER , MEIRFE M NEMFHERRA,

® Note
MRKERFEELR K ZREEESRKELEFIXRFHENFHEER,

- RBRBBPFBIRFHN CIS HHEER.
- ERABBERR  FREFRZEEFRNFHEZRE  EREZETRARFRABRZIERBHEE,

FX B IR P BE

FX & 1R 5 A BA7E Amazon Inspector AR MEEREIIRFWHEBEN  MEKRFHNREIHEZEREES
B, BRI K ERS T LLfE Amazon Inspector R#L1T T B EDE

- BECHIRFRA Amazon Inspector,

- RREBSIRFNEREEEHE,

- REBCIRFNAEHERFMENA,

- RREBSIRFMN ECR AN EE B EHMFHIFERR—RE.

- 5 EC2 #9 Amazon Inspector REREEELEBTER , ELBEREAREBRKRS, BRTZEIK
EEEBAMEBEENTMEITIBREZIN  ESFEHELRE, NERERERERENFMENR , B
2@ Amazon Inspector JRERE N BET K E,

- WMIREREEE A Amazon Inspector REREREMN BTHRE,

- [E B H iR F B3t 2 I & JRSBOMSs.,

- BMRHIRFHEEES,

- BEYANEBEHIIRF/ CIS iR,

- BMRHERFPERNEME CIS BHEER , SREREESHENEIR,

- MAHESBREENFEHEL., HBIRFELIMASFARKSERHEER,

@ Note
BA#% , ReEZREE SRS EMA Amazon Inspector,
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Amazon Inspector EREEmR
£ Amazon Inspector IEEZREEEIRF

EMEEEREREBRBNIES. &EMRABAMIEE Amazon Inspector W ETREEE,
EZEEH

BEEZREES2H , IR TIEE

EREEERZALEE 10, 000 EKE.

WRIEHEIB 10, 000 ERKERFE , L EIEIB Amazon CloudWatch Personal Health Dashboard U
B, WEBEFHUHEE LT RNEEESIRS,

@ Note

FEiBiEi® 10 , 000 ERFE ( &% 50, 000 1@ ) EV#EM AWS Organizations BUER R
Amazon Inspector ki , R ERARFIERFE. 718 , RF 10, 000 {Etk~&E Amazon
Inspector EMBAHRIRE, tLRER , DIREE S RBE7E Amazon Inspector £ & RRE
10 , 000 {EIR F 1Y FAERE R IR 5 ARRE,

EREEEREHEES,
Amazon Inspector 2 B R¥E, BABEEFTEIER Amazon Inspector I E{E AWS [EiF F EETRE
FHHSER,

HBREE—EEREES,
MEK RFIEEAEST—E FHEREEE AWS B , AIXIREXERFEEM DHNEREE
g AWS EfH,

BFZREESTESFRAMEIRFHN Amazon Inspector.

MREBBREREES , RERFEXABUIRS K BRHARETERIRE,
£H AWS BB B AP E TR,

iER WFEERERE AWS Organizations, MRKEA , FH2 R EE PR FTE AL,
BB REBARERNEESRE,

MREEAEBER AWS Organizations BURREA Amazon Inspector , B ER E &R E ZRUA BB
LCRERE, RMERCEEVESBERCEEEREES , UBR—BWEE., UFEFHE
7, FSBRESBEREEEE,
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Amazon Inspector EREER
BEEEREEEMENGT

BB BB RA Amazon Inspector 1§ E Amazon Inspector ZREEEHFF . AT 5IBR N Fig
2 IAM BERNER , AR FELH T, MEFHMEEA , F2HEE 1AM BX,

{

"Sid": "PermissionsForInspectorAdmin",

"Effect": "Allow",

"Action": [
"inspector2:EnableDelegatedAdminAccount”,
"organizations:EnableAWSServiceAccess",
"organizations:RegisterDelegatedAdministrator",
"organizations:ListDelegatedAdministrators",
"organizations:ListAWSServiceAccessForOrganization",
"organizations:DescribeOrganizationalUnit",
"organizations:DescribeAccount",
"organizations:DescribeOrganization"

1,

"Resource": "*"

}

RN AWS BBEEEREES

THRFRBUAREHEBEEEREES, THREFZH , FRELEEFEZREESEENK
BSiRFMEERNERT.

(® Note
&Y AE A AWS Organizations EERFRERUEF. 2B AWS Organizations EE RS
AUEEEREES., EEEREEETHEENT. UEFHES K BF2REEEEREES
FIEMET A,

B85 — XA Amazon Inspector B , Amazon Inspector
@AWSServiceRoleForAmazonInspectorARFEVRKEEZEAE, WFE Amazon Inspector 204d
FRRKEGEACNEN , 5526 FH Amazon Inspector B RIGERE A,

EEEREESMENGH 296


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage.html

Amazon Inspector EREER

Console
A Amazon Inspector 5 EZREES

1. & A AWS Organizations EEIRF , REFBULR https : //https://console.aws.amazon.com/
inspector/v2/home 9 Amazon Inspector £ &,

2. fEM AWS B EHERREEEERERREESN AWS EHF ,

3. WREBERT , BEMERE

4. HEEREEET , WA AWSIKF SEEERAZREERZ M9 12 L& ID.

5. EEEIR , REBIEEZRIR,

ELEEZREERER  BREARFRAMEREEE, MRLEBMESR AWS Organizations EIE

"R S EA Amazon Inspector , FEER T HIREF,
# AWS Organizations &k F B A Amazon Inspector

1. BEAZRNEEEIRFE , REBBIR https : //https://console.aws.amazon.com/inspector/v2/
home BY Amazon Inspector £ &,

2. REBHKT , BEFERFEE,
3. #EWRFET ,&H! AWS Organizations BIEIRE , REZZERA.
4. BEUEEAR AWS Organizations BEERFBANBHER K RBBEBER,

API
£/ APl EEEZIREES

«  {£A Organizations EEIRFH B AEZRHK#IT EnableDelegatedAdminAccount APl AWS
WRE B, BBAILAHIT TS CLI 55 AWS Command Line Interface , £ RE#TIHLIR
{E : aws inspector2 enable-delegated-admin-account --delegated-admin-
account-id 11111111111

® Note
BRI ELZERS Amazon Inspector EREEE 2 IRFHIRE ID,
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Amazon Inspector EREER

B ERF B Amazon Inspector B3

IBAILEBRZB A EABBTH K ERSBA Amazon Inspector, EE BRI FZEURABHEEER
MBS,

AWS Organizations B3R ( BEEHRERE )

£/ AWS Organizations BUREBE PN 12H , ELNAEB+ BERA Amazon Inspector, Itk
FEURR-—BNEHEESEE  YEHEAZHIRS, NEFHMERA , F2EEIL Amazon
Inspector BIEK AWS Organizations B3,

EREES/MA

BAZREEBE , B LUER Amazon Inspector £ A APl , AR EXERFHFAERERSEF
B Amazon Inspector, LtJ5 4RI 7E 7 AR B R R TR AL nd 1k

KBk BRMA
EFZEBBERRSBIE , KBRS ATLAHE B SHRFBA Amazon Inspector, BUA#R |, tRFFHE
BEREESEMEH,

A ERF R

TE'J&}"'?QHH mAERAZEREEENHERE A EZRMARERFNEHE. WE Amazon Inspector F1#H
B|RMWER , 5528 Amazon Inspector iy B E) R ER,

HERAMAKEIRFRIRHE

1. FEAZERNEESRFEAEREBEA , REBBIR https : //https://console.aws.amazon.com/
inspector/v2/home ¥ Amazon Inspector £ &,

2. ERAEREEER  EFECE/MAKEIRFBAREN AWS B

3. REBEEKT , BERFEE, IRFRIFHESERE AWS Organizations & E ik 18 B BRI PR
BRERF.

4. HEABT  BEHUWRFRIBZENAR. RAREERA  UENZEAERERFNFEHEZRER, £
BT FHEER

« Amazon EC2 &
« Amazon ECR &1
« Lambda ZX1F1H
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« Lambda R IBHFHE

ERRINFEHBECR K FEERE

(@ Note
NELESEESEE , IXAESERELESHSR. CANEEERERREES
EEE LB ROIRFHBE,

5. FARBEBAFKERFEA Inspector 3R E , AR ENECEEAZEMEBEEAB R ERFNER
BIE, BULUERTHEHER .

« Amazon EC2 &
- Amazon ECR ###
- Lambda REER#
 Lambda BXiEiwH

EHRFNFEHERE R  FEERA.

(® Note
BE A ERS A Inspector FRES K EEBME P A RRKEMA Amazon

Inspector,
MREAERFHEHEREB 5, 000, WRESEEBEEM. WRKERFEIHD DR
5,000, Alg BB EMEARE.

6. (E&) ELER/NERFHARENEEAWS BE FEREELLER,

BAREREIRFHEE

1. FEAZERNEESRFEAEREA , REBBIR https : //https://console.aws.amazon.com/
inspector/v2/home B Amazon Inspector £ &,

2. FAEREERESR K EELELAFMEKERFBAREN AWS EiF ,

3. REBHEHKRD , BIEBRFEE, IRERS|IZEHSHERE AWS Organizations & XK 5 8 BBV Fr
BERERE,
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4. HHABT K ZHEERARENSEKERFRIBENGHR,. RREZERA K UENBEAERE
RFHRHEEE, SLLERTIFHRE -

« Amazon EC2 #&##
« Amazon ECR &
- Lambda BREER#
 Lambda BXiEiFHE

ERRINFEHBECR K FEERE

(@ Note
NELESEESEE , UIXAESERELESHSR. CANEEEARERREES
BEE LB ROIRE#E,

5. (BB ) HEERARENEMARHENEE AWS BiE hERELDSE,

LA B R F & 20 BUA R

1. FEREBHEAEREAN , REBEBIR https : //https://console.aws.amazon.com/inspector/v2/
home BY Amazon Inspector £ &,

2. HERAESERSR  RELESMAEMEIRFBAREN AWS B .

3. REBEEKT , BERFEE, IRFRSIFHESERE AWS Organizations & E ik 18 BAB#AY AT
BRERF.

4. HAET  BEHEIRFRBZSHIR. ARZERA , LENZERANFHEEE, ETLERTS
mEEE

« Amazon EC2 #&##
- Amazon ECR 1##
- Lambda BREER#
 Lambda BXiEiEH

ERRINFEHBECR K FEERE
5. (BR) TEEAREBIRFRARHENSERSEHERELISE,
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® Note

WMREH AWS Organizations EEMRS EH Amazon Inspector WEREZFEERF , &7
D#RFRAAKERE , AR IEFMER,

® Important (EE)

MBEEBBE EEEEIRF M Amazon Inspector Bl , ZEREEEMK SRS EEFEH
Amazon Inspector BUFA/{ZF APIs SR ZERBEEE, API BRESKY , WERHERS
BREBERMEES., ZNATUMABRRAEENHMFERERE,

£ Amazon Inspector R EUH BB R B IR B

BARAEREES , BUREEREKERFEIRFHNERE, ELBUEBBAEIRFE 'PE?%QESIFH
Amazon Inspector , MIREFEMABIURE ., B THEEEEIRS Amazon Inspector WEFH, T

1B, & ARERFAS 55 BT BUE BB 1Y BX B IR P BL /R RO R 5 22 32 B Ak Zkﬁﬁ?ﬁﬂﬁﬂﬂﬁﬂiiﬁﬁiﬁﬁﬁiﬂéf)ﬁ%
8 /Y B,

® Note

HRAUHBIRZ EIRFHEEE | Bk P M IEIHRHEEEH Amazon Inspector #H# K
Fo

Console
FRAFEABUEKERF /BB
1. FAZRNEEERFEAERZA , REBBALR hitps : //nttps://

console.aws.amazon.com/inspector/v2/home B Amazon Inspector £ &
A ESEERZEZLEFUEK BIRF BN AWS B ,

REBEED , BERFEE,

EAEBT , REUEERUERBN S ERF REZ N 5 5.

BEREIIRER , ABREFERUHIRF B,

o M w0
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API
£/ API BUH B & ik F B9 R B

#1T DisassociateMember AP| ##4E, EfERH |, RHEEZEUEBEBAIRS IDs.

£ Amazon Inspector P EBREREE S

BT REFE ERBR Amazon Inspector ZIREEEIRF ., &R LAE AWS Organizations BEIRFE 1T
£, BEBER Amazon Inspector BIREEEIRFBF , Amazon Inspector N ERFRHEFEREIIRS
FRA. EMNEERERFRAMEKEIRFERABIURE , YREHRKRBHERE.

® Note

MR AWS Organizations BURIEEEE Amazon Inspector B , BREREEEFSFER
KoaAFIBIT, IREFERBEAMBRBRERBMAMRE  TBEEEHFNEREESZH , K8
REFAEERETBR R EPREREESETRETP,

AERANABKREREESKRS,
# & Amazon Inspector ZREE S

T 52 FERBE MM EBER Amazon Inspector ZREEE |, UMK ERFHEREEESRFEIH
B,

WMEAHRINA$E K Amazon Inspector Zifk admninistrator W& , 552835 E Amazon Inspector #
EREEEIRE,

(® Note

$&i Amazon Inspector ZREE S 2 % , Amazon Inspector kR E 1B 8 4478 F BRI HiE X E iR
&

BREREES

1. AWS EE XA A AWS Organizations EEIRFZE A o

2. BRI https : //https://console.aws.amazon.com/inspector/v2/home B Amazon Inspector F 1%

Ao
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Amazon Inspector A% ER
3. HEAESEERBFELEBREREES AWS BH B .

4. REBHHEFH , BERRE,

5. BEREEERT , BEBR , ARERENEE.

% BX B BELRTHY B E I 8 2 T B

1. FRAZERNEESIRFEAEREA , REBEBMR https : //https://console.aws.amazon.com/
inspector/v2/home B Amazon Inspector £ &,

ERREREREZFCEBBAE AWS B B .
REBSHET , EFRFEE,

FABT , BERFSRIEE TR,

BEBE , AREFEFERE.

o ~ w0 b
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Z 52 Amazon Inspector &R

BERIEHEBE AWS ERNER. EBTHEBERBISERES E AWS ER, EBHRSIREHAE
. BRZESIERE-—RER, SRERERRSIENHER, €A Amazon Inspector , A LR B
IRAIFN CIS ##iE#HRE, =18 Amazon Inspector BR& % A58 50 EEXR,

SRCEAE=

—EERIS—HERSIE/EY, EBRRSIEBRE—KRER. EBRESEERSIBNER, AEERHBE
52 Amazon Inspector &R E ARSI, Z5C Amazon Inspector &R | FEZETHIEE :

- WA SRR RBREIAS AR CIS RIEHEEE,

- 18 Amazon Inspector EiR & % W[ #H 18 50 EEZH.

- EBRERSIELARE N,

- EBRRSIBIEE —EEHRE.

- ERREIBNERERSZTE 128 B UTF-8 £t. FLAURFR. BT, ZHEATIF
#_./=t-@

« BEIEEAEBEPER awsFH , IMERXEFRFZENER. FawsBH NEBREREM £H
AWS,

. $8IR# Amazon Inspector ERIVIZEE R EBHIRSE AWS FZEIEM AWS EBE B BEA.
- BEEMBRERE , tSMREEMBBNFIEER.

NMERBNFAES  F2HE (B AWS BERVERFRESREAERER) PHREETNER,

® Note
BRYIIFARFRABZNBBEN. 2EARBRRFHEREN. BRAREM AWS R
FH

#iE R®]

B USR8 E Amazon Inspector &R, ELERITFBEILF AT CIS FIHMAE, EBRTHEE
BRBRFERGRDE AWS ER, AEFERPNATAZZERETIEZE Amazon Inspector ER.
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Amazon Inspector EREER
AEIZEBEHEZE Amazon Inspector EJR

AR LR AR CIS IFEERE, TIRFRBUMAFEA Amazon Inspector API £ £ & #7118
B,

EXEEFHEER

BRI FEAPEERFIEZE Amazon Inspector EIR.

HEBERUZEILRA

BRI ERV B ERRUZERA, WEFRES , FSREVLEILRA

LT RERRA NS SRR, NFFEET  F2REEZLFA,

REBHIBE CIS HiEARE

BUNEZV RS ERAIEE CIS RiEEE, MEFHEER , F2REY CIS FiEERE,

BT LAREE CIS RHEMERUE SRR, WEFHMEN , F2REE CIS FHERE,

&l Amazon Inspector AP| $Ti81Z%
& B LA Amazon Inspector API A2 & #118 Z£ Amazon Inspector iR,
HEZBEH I8 E Amazon Inspector iR

£/ TagResource API & E Amazon Inspector iR, BHSEE T EEEREN ARN
MEEWREYH, THEHMAGSERANHERFGNZAER ARN, E5/#5 CostAllocation,
B4 dev, WFEHE Amazon Inspector EREHNEN , 528 (RERESZE) PH Amazon
Inspector2 MBI, BERFMIFRHEHZESI#,

aws inspector2 tag-resource \

--resource-arn "arn:${Partition}:inspector2:${Region}:${Account}:owner/${0OwnerId}/
filter/${FilterId}" \

--tags CostAllocation=dev \

--region us-west-2

H2 MBS R EERHER A

£/ CreateFilter API EE VRS ERTMEETZILFA,

aws inspector2 create-filter \
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Amazon Inspector EREER

--name "ExampleSuppressionRuleECR" \

--action SUPPRESS \

--filter-criteria 'resourceType=[{comparison="EQUALS", value="AWS_ECR_IMAGE"}]' \
--tags Owner=ApplicationSecurity \

--region us-west-2

REBHIBE CIS HiEARE

£ CreateCisScanConfiguration APl S$EBEHEZE CIS FiELE,

aws inspector2 create-cis-scan-configuration \

--scan-name "CreateConfigWithTagsSample" \

--security-level LEVEL_2 \

--targets accountIds=SELF,targetResourceTags={InspectorCisScan=Truel} \
--schedule 'daily={startTime={timeOfDay=11:10,timezone=UTC}}"' \

--tags Owner=SecurityEngineering \

--region us-west-2

BRER

E A LA Amazon Inspector ERBRER., ELERTIFZLRAMN CIS BHEHERE, EBIUHEIER
BRERERDE AWS ER, RNEFERAMAHRE Amazon Inspector ER P BERIEE,

# Amazon Inspector &R KREER

B AR EE LR BIR CIS B PRBRESR, THREFRBUME AR Amazon Inspector API
HRBERER.

EEZEPBBRER

IBAT LA = A K Amazon Inspector ERBERER.

HEZE LR A P R BRAR AR

BULEZLERUFREATBESER , URBZLRIPBRER. WFFAET  F2EEEELR

EJJO
1t CIS FHEEBIRER

BALE CIS FiEEREATEISER , UK CIS FEEETBRER, WFEFHMER , F2
BlimEE CIS mH#AERE,
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https://docs.aws.amazon.com/inspector/latest/user/findings-managing-supression-rules.html
https://docs.aws.amazon.com/inspector/latest/user/scanning-cis-create-cis-scan-configuration.html
https://docs.aws.amazon.com/inspector/latest/user/findings-managing-supression-rules.html#findings-managing-supression-rules-change
https://docs.aws.amazon.com/inspector/latest/user/findings-managing-supression-rules.html#findings-managing-supression-rules-change
https://docs.aws.amazon.com/inspector/latest/user/scanning-cis-view-edit-cis-scan-configuration.html
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{# F Amazon Inspector APl B ER

IETLAE A Amazon Inspector API # Amazon Inspector &R B BRIER,
# Amazon Inspector ERBREER

f#/ UntagResource API # Amazon Inspector &R h B KRER.

THRERXEHRBERNMAER % Amazon Inspector ERBEBRERNEHlUntagResource, &k

BE WHPIEERN ARN FIEZBN S\, THEHHIERNFEGFEREENZHER ARN, 285
CostAllocation., #MZEHERI Amazon Inspector ERBHWENR , F2H (REFZESE) W
Amazon Inspector2 HWE){E. ERMEHFREIH,

aws inspector2 untag-resource \

--resource-arn "arn:${Partition}:inspector2:${Region}:${Account}:owner/${OwnerId}/cis-
configuration/${CISScanConfigurationId}" \

--tag-keys CostAllocation \

--region us-west-2

& Amazon Inspector ERBERZEHK 307


https://docs.aws.amazon.com/inspector/v2/APIReference/API_UntagResource.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazoninspector2.html#amazoninspector2-resources-for-iam-policies
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EZ$2 Amazon Inspector # #Y i 2 F R A
&R LA A Amazon Inspector 12 & M APl BEHIRETE RS A Amazon Inspector B4, MRER

ZIRFIREMN Amazon Inspector BB E |, B LUMRIRENEK AN EREIRFHWRAEZ, &
RAMAFERAERTERFTERER A,

ERAHEEXER

BT LA E 132 A R Amazon Inspector B £ FFEET KA.

FHAERTER

1. FERAEBHEABREAN , REBABLR https : //https://console.aws.amazon.com/inspector/v2/
home B9 Amazon Inspector F# A&,

2. EAEEALANERAWS B & , ENEEEERANESR,
3. EEEEKT , BERE.

HERFRSIEED  SEBEIRBIRFAER T HM 30 REIBRRABEAE, EEFTHRAETHER
¥, BE—EE, LEFARFHNFHEERAENMA, EUHFAEAEET SO LEETHERHE
HAHZRFEREATHNRERA.

NMREREBNEREES , FSEABTESERFHREFER -5, MREBFEIIRSIUHEEE
FERASHHEEANRAIETRS -

EMERHEEREIERT , BALEIE 30 RAKFEHERS I NWERAERHMA, ERANTER
&P 3REIRBH AT AN ER,

NMREEEBHEREES |, B EEESTSEREFNAE,
EWRSEES  BuUUBRETIHIE—ARAERTERNER :
Amazon EC2 &1

Amazon Inspector AEFRAEER THIREEXERBENEREEXBHNIEE .

- HITER (F9) — Amazon Inspector FFAFHERFERFTE EC2 HITERBHENFEHERE
B, FHERERERFEER 720 /N (30 KAKWEE ) .

« HERZ : B Amazon EC2 4 , i€ 2 Amazon Inspector BikF F 18 EC2 HITEEER
ERHERENIBE 30 KAMWMBEE, YR EC2 HTHEE  HWERHEE® Amazon Inspector
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https://console.aws.amazon.com/inspector/v2/home
https://console.aws.amazon.com/inspector/v2/home
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BREHTERERKLEEL  RREBEETHERNEE., (ELEFNRBELNBTEER
BERHEBREEIF , Amazon Inspector BEERE , X TERBNEERESEERSE )

CIS #1TERFEH — srEIREFPHHITEEBIITH CIS FBHEEE.
Amazon ECR &1

EwE — B 30 RRIRFEHE —XBHETENEN,

EFREHE —BE 30 XARFHEGNEHREEE, EFNRFEHEIZIEY Amazon Inspector 5T HI#F
) ECR BUSETHEMRE, MRMECIRE ECR EEETIRHERIE , B Amazon Inspector
BHNERRAERKE (CVE) HEZEHER  SABEHMRNE,

Lambda &3

Amazon Inspector AE X A =B Lambda ZXRBHEF Lambda BRBRIEN T FIEE

« Lambda BHE{E (Avg) — Amazon Inspector {5 A EZE R ERETE Lambda EERHH FI9HE
B, FHOEREREREBRI 720 /N (30 KAKEE ) .

« HERR - B Lambda BHEIRHE , R Amazon Inspector BIRF & 1{# Lambda EBIRHE
AFRENBE 30 RWERE, B AWS Lambda BB, HEREE K Amazon Inspector
REEEBEFFABHE  BEERBEPRBRRBRAL, MREBXTESHROEKE , BIHEHE
ERFESHEERE,

T & Amazon Inspector 2{A5TE & R A

Amazon Inspector R KA RMEETE , MAREBRKA , FitJaEEE AWS Billing EE AP
KERE,

EEE LT ER Amazon Inspector At EAE B LA RA :

- AERAERRBAES. SEFHEENESRE AWS BEEME , EERESERSNEIER

78 2B Amazon Inspector EfE
- IERAERAHENEIAZREENETT,
- INTSEEETHAEAF,
BT ARKRBERFHERN 30 RASHRNERAR. MRRFHAEDR 30 X , Amazon
Inspector 7 30 RERERA , MFGEME RENEIRE 30 RWFARRFBRGRIETE,
- BEFHEEENKEIZBETIEBE
« EC2 ### : AR Amazon Inspector 7Ei8Z% 30 RNEEMN EC2 HTEBFIOHE,

T % Amazon Inspector 05T & A 2R A 309


https://aws.amazon.com//inspector/pricing/
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- ECR AHHFH : RARBIBE 30 RAVKBREGHER + RMEEFNBHENEEERN,
« Lambda B2 . RARBIBZE 30 XA Amazon Inspector HEHR Lambda BNEFHEE.,
« Lambda BRERHE | KARBIB X 30 XA Amazon Inspector JEEH) Lambda HEFHEEE,

B9 Amazon Inspector R E & H

¥ Amazon Inspector 1, B#EFHELH AR ERR. MARKEER  CEEDHEMAFREED
15 REEHA. REAARKE  IESEFEAFHER 8% 15 RABBIBH,

(® Note
RBERATEAR CIS F#.
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https://docs.aws.amazon.com/inspector/latest/user/scanning-resources.html#scan-types
https://docs.aws.amazon.com/inspector/latest/user/scanning-cis.html
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Amazon Inspector FHIZ &M

IBHR LM AWS RESERIEF. 5B AWS BF , ST NEHREH PO NMEES | ELRE
2T HERRLHBAANBRTRE,

ZE2MR AWS BB ARRE, AFSEEEAREERRBERNELEYE K NERPHLEM

- EIRNZ M - AWS EEREE PHIT AWS REHNERERE AWS Elf, AWS th ARIEHATR
2FERANERKE. FAWS € EP , F=ARRRABEEHARNBERMANZEENNE., BET
fRE A Amazon Inspector W EHRETE] , HSBEAWS SR8 REEHE,

- ERNZEN - BNETEURALER AWS IR, SRt/ BHHMREES  SEERNKR
M, BLFNERNBEAZENZER,

AT BY IR T BRI #E 6E FH Amazon Inspector BERAHEEFER, T EERPMAERE
Amazon Inspector AFE BN L EEREE, Bt T HUMEREM AWS BRI 5K i B & B2
{RE€ Amazon Inspector iR,

xR

« Amazon Inspector Y& KR E

« Amazon Inspector B Identity and Access Management

« E£3® Amazon Inspector

« Amazon Inspector B & R B FE

« Amazon Inspector 5 Y 5E 1%

+ Amazon Inspector PR ERFRBELZ S M

« Amazon Inspector 1KY Z5 44 =] FE

« AN Ei%2FE Amazon Inspector (AWS PrivateLink

Amazon Inspector FHY & B4R E

AWS HESEFERBEAR Amazon Inspector PRV ERMRE, MHLERFNR , AWS BEREHITAT
B NEEERNE AWS Eif, FEEHECHERRRIIETARNEGE, SERBESEMER
AWS BEi MR SHEEMERTK, IFERBIAENFAEN K F2RENBELEERBEE, NF
EREMNERRBNMEEEN , FSEAWS T2 M IPEE LHAWS HESEERF GDPR ZBERK X
=,

RRRE T


https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
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ERERREEN , RPEBERE AWS IRE BEAER , WA AWS IAM Identity Center 5, AWS
Identity and Access Management (IAM) X EEBBIEAE, Mt—K , SEACHEDBRISESRETK
HEBPAANTT. BAEEREFEATIAXREER

- BERFHECRAZEZEZRE (MFA),
- £ SSL/TLS B AWS EifEBH. RMEFEE TLS 1.2 WEZRFEA TLS 1.3,

- M RE API MEAEZEIFZ 8 AWS CloudTrail. 2EEEAEA CloudTrail BHHAREER AWS SEEIH
B , FF2BAWS CloudTrail  fEAEIER) FHIERA CloudTrail B,

- EF AWS MEMARAR , UREPWAERERZ S AWS R,
- FRERNZELZSRE (B0 Amazon Macie) , #BIEREMIRZEMFE Amazon S3 HEIRE R,

o MREE AWS FZBGTTHIRES AP FE BFEE FIPS 140-3 BREN R IGH=EHR |, 55EH FIPS
imEh. MEFR FIPS M FIPS in MM EXHEAE , FES R I EFEEZ%E (FIPS) 140-3,

LMz EUTEREFNETEH AUt SMBRBRBEN , REERREHBXN IR
th, FlinE B, EaEELMEA Amazon Inspector EA AWS BRI F#£4A. APIAWS CLISH
flt AWS SDKs B, SBEERFEABRAXNEZRUTAANTAERHTEARTERDH AT, MR
IR ES SR FARESH URL , RFAZIEZRZVERB CYZARBEE RN URL I EREET.

*iE

. B

- BEhmns

758 La|
Al

LEd

0C

3%,

fnZ

RIEFEER , Amazon Inspector € AWS MZRBERAREHFEEZE R, Amazon Inspector €M% E
&, TR :

¢

- £ WENEIRERF AWS Systems Manager.
« # Amazon Elastic Container Registry BR&ZIHTH &R ETF
- FAXRE B AWS HENZSBELERLFAER R AWS Key Management Service

BEEEE, £RASRE AWS HEENZR., T8 , EFrFERNDFEHRBERARRBENBZENNE
. MEFMEF , B2 AWS BEN TR,
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-trails.html
https://aws.amazon.com/compliance/fips/
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#kms_keys
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MREEA Amazon Inspector , EBKARMBREAE TR EBNAEER , SINMKENEFNLZS
HREFER,

HEEBFEPNEXNRETHEMNE

#H Amazon Inspector Lambda 2= i§#® 3 , Amazon Inspector 8 Amazon Q §EREENE
XBEREERE. EHERER , Amazon Q BRI RAINERNBHER , Y EREERXE , B
Amazon Inspector FER1FE AL, RIFFERR , Amazon Q A AWS SN SR MZHEEER
B, B , B L& Amazon Inspector SBREAFEABCHNEFEZE AWS KMS £#ETN%,

T 5 TEREREE Amazon Inspector 21 { F BELE K S8R RN ZFE S

1. & LAE A Amazon Inspector UpdateEncryptionKey API #§ AWS KMS £ 81245 Amazon
Inspector,

2. Amazon Inspector 1% AWS KMS £ MHEE A EIXE Amazon Q , Amazon Q BREFEA UM
H&EA,

3. Amazon Q EB &8 B R EE Amazon Inspector FERER KMS £48,

4. Amazon Q ERSBEIMZWER AWS KMS €48 | WigsHEKR. LERS®RAMINE Amazon
Q FHHERBER,

5. B Amazon Inspector TR FRIEHAERERE , Amazon Q FH KMS £ RBERER S8,
182 Lambda F2NIERHEEF | Amazon Q S MIBRIEEIBHNER &8,

EREFZESRETENBMBNET

HRME , BAERT KMS €88 | Hh3E AFF Amazon Inspector 1 Amazon Q 14T T 5 Eh4ERI PR
R A BK

* kms:Decrypt

* kms:DescribeKey

* kms:Encrypt

* kms:GenerateDataKey

* kms:GenerateDataKeyWithoutPlainText

BURE A
SET A KMS ERFEEA T 5 BURBR K.
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https://docs.aws.amazon.com/inspector/v2/APIReference/API_UpdateEncryptionKey.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-overview.html
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® Note

# BfRaccount-idBIEW 12 L AWS BRF ID. Region #% MR AERA Amazon
Inspector M Lambda 2 i#FH AWS [E1F B . role-ARN # B BEH IAM BEH
Amazon Resource Name,

"Effect": "Allow",
"Principal": {
"Service": "qg.amazonaws.com"
},
"Action": [
"kms:Encrypt",
"kms:Decrypt",
"kms:GenerateDataKeyWithoutPlaintext",
"kms:GenerateDataKey"
1,
"Resource": "*",
"Condition": {
"StringlLike": {
"kms:EncryptionContext:aws:qdeveloper:lambda-codescan-scope": "account-id"
1,
"StringEquals": {
"aws:SourceAccount": "account-id"
},
"ArnLike": {
"aws:SourceArn": "arn:aws:qdeveloper:Region:account-id:scans/*"

"Effect": "Allow",
"Principal": {
"Service": "qg.amazonaws.com"
1,
"Action": "kms:DescribeKey",
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "account-id"

RN 314
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ERAEER

},
"ArnLike": {

"aws:SourceArn": "arn:aws:qdeveloper:Region:account-id:scans/*"

"Effect": "Allow",

"Action": [
"kms:Encrypt",
"kms:Decrypt",

"kms:GenerateDataKeyWithoutPlaintext",
"kms:GenerateDataKey"

1,

"Principal": {
"AWS": "role-ARN"

},

"Resource": "*",

"Condition": {
"StringEquals": {

"kms:ViaService":

iy
"StringlLike": {

"kms:EncryptionContext:aws:gdeveloper:lambda-codescan-scope":

"Effect": "Allow",

"Action": [
"kms:DescribeKey"

1,

"Principal": {
"AWS": "role-ARN"

},

"Resource": "*",

"Condition": {
"StringEquals": {

"kms:ViaService":

"inspector2.Region.amazonaws.com"

"inspector2.Region.amazonaws.com"

"account-id"

BREN®

315



Amazon Inspector EREER

HERBRAXAENS JSON, 28 REX & , FREABRKUBFRFEEZAEYR. URFREAXRBERTH
RE—EREN , FRERAEN —EAREXIERRE R, MERREXRBERFPHE —ERAAR
MERERAN 2B , FEREXNBEEARE 2RI LER,

® Note

Amazon Inspector T B X ERERMBZREHHIRNERNBTHR. MREEAUARTAERD
BER , BMAATUEFRENBEEE, 718 L MREEHMNER KMS £851FH Lambda 2
AWBHEHE , CRBECRALHMRN KMS £RBUR.,

MRBHRE, EHFREZRRFN MBS , BB Amazon Inspector EEEBUER |, Hlal AWS F
EBEAmazonInspector2FullAccess,

EREFZECRIREME

EECARFIESRRERFOMNE  SXAREHE HEHARFFATH Amazon Inspector EEEEA
EEZESWETEAGMBENTT. A, BKEEHE AWS BEFEMAHEREREZHFH AWS KMS
TR, NZEAER. BUUERARFHFREAENYBER , EA AWS EEEEAFH AWS KMS
APls EYHBEFZESR, MEFMENR , F28 (AWSKMS E£AEERE) FNELHBMNE
AWS KMS &8,

® Note

F 202546 A 13 A , ERARABRMEZ/MEHE , % CloudTrail FEL#KE AWS KMS &
RAPH BRI EBEHEE Mcodeguru-reviewers BEA Tqu

{# 8 Amazon Inspector API 5% &t &%

LA Amazon Inspector EEE &2 B A , BREARIE Amazon Inspector APl UpdateEncryptionKey
IRIEN LR, £ APIFERS | £ kmsKeyId HMUREELEFE AN AWS KMS £48
ARN, scanType #i A CODE , resourceType#i A AWS_LAMBDA_FUNCTION,

&AI LAME A UpdateEncryptionKey API 32422 Amazon Inspector AR INZH AWS KMS £48,
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https://docs.aws.amazon.com/kms/latest/developerguide/grants.html
https://docs.aws.amazon.com/kms/latest/developerguide/multi-region-keys-overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html#create-symmetric-cmk
https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html#create-symmetric-cmk
https://docs.aws.amazon.com/inspector/v2/APIReference/API_UpdateEncryptionKey.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_GetEncryptionKey.html
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® Note

MR BENARREREFZEL8GetEncryptionkey B ERFER |, BESE
[ElResourceNotFoundException#fii , ERRIEEMLEA AWS HEWN SB\ET IR,

WM RIGM BRS8N B EIE L 1FH Amazon Inspector 5 Amazon Q HWBUR |, S EEZFEIERNEREM
BEEE | mMBZEIRF/ Lambda BRXBRIES S K

B LAME A ResetEncryptionKey REE A AWS BEE M 82K INZHEELA Amazon Inspector 53
ERER o HEXE.

(Loalyiiks

AWS 1N AWS R RMAEEM AWS REzEEHTHMEER. SREFHEEMN EC2 #H1TER
AWS Systems Manager W &i& 8 E ¥} , 33EiB AWS Transport Layer Security (TLS) R EH 588 &%
F #1175 L, BIXZE Security Hub CSPM B9 Amazon ECR #1 AWS Lambda BRERHEEBESF
B TLS REMWIEENR, MEFMEN , 526 Systems Manager FHIERHMRE | LLT ## SSM 047
& PR &R

Amazon Inspector B9 Identity and Access Management

AWS Identity and Access Management (IAM) 2 AWS k¥ , B EEE R LB FH ¥ AWS &
ROEE. IAM EEETRGEIRALETEBE (BA) MIRE (EFFT) , UEA Amazon
Inspector Eif. IAM BERIUREFEH AWS R 8 .

eS|

- BEYER

- EFRASDEBE

ERABREEFEIE

« Amazon Inspector F0{AEd IAM FEBL 5

« Amazon Inspector #9 & 7 F B R &5 45

AWS Amazon Inspector B ZE B X

« f£ Amazon Inspector RIS ERE A
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https://docs.aws.amazon.com/systems-manager/latest/userguide/data-protection.html
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« ¥} Amazon Inspector & % #l 77 ER#E 1T 8 FE 22 B

HEHXR
FH A AWS Identity and Access Management (IAM) R IBEN ABMEFTTE :

- REEHRE — FB/LTFMELGE  FRAEEERFEMETY (FFSE ¥ Amazon Inspector &%
MFEGEITHRFER BN

- BBEEE — SEREEAEFIELRIMEFTFAIFER (526 Amazon Inspector Z1{AEE IAM
BEER)
- IAM BEEE — #RBURUEEFEUEH (526 Amazon Inspector #Y 5 7 B BUR & H1)

M &0 8mE
EHRBRMAWS FAEHBBEA HHR. LA AWS RSRERE, IAM EHERRIE
IAM £ .5 5 11T 5 5 R,

BAILAER B9 RN EAER , 6§20 AWS IAM Identity Center (IAM Identity Center), E—& A&
2 EFTH Google/Facebook EAER , LUBEEsWEXNEA, NEEBEEANFHEENR , F2H
(AWS EA EREER) PHRNAEALHN AWS IEF,

HWRENRFTFE , AWS 124t SDK M CLI ARIGHmFH NBEEF R, WFFMAER , F268 (AM
EREERE) T API FEREIAWS 5 4 IREEREF

AWS tRF BRERE

EREY B AWSIRF , B#8#—E&% AWS IRF theroot ERENZEAT DFHR , ZF 2 EBHFA
B AWS R#% M ERNTEEFIE, BARBRTECAREAERIATEERES. FRFREREAE
BENER  F20 (AM EHEER) PHNEEREHEBENES.

Beeo
REBBRERABEREERABS S ORMHAE , JLAWS BE ERAKRBEFN

BEgsRELEBHK. Web S REENERE , RFEARBH 2 RKEH AWS R BREFE
Directory Service . BE B 7 EREAE , MEXACTRMUERERE.

EEETVERFEER , BEFEH AWS IAM Identity Center, IMEFMMET , 552 AWS IAM
Identity Center fE A& ER PRI ER IAM Identity Center ? .
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https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_sigv.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
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IAM {3 & F B4

IAM i F§ & https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html2 —E & 7 E{HE A=
EARARXNSEFT#, ERURREENRKEGRIEREN IAM £AE, WFEFEEA , F2E8
(AM EREERE) PHERAECRAEEABS SO RMUER AWS FAKGRBETH .

IAM BHESIEE IAM FHEES  FEEAEFAENHFIREMNRR, NEHASH , F28
CIAM EREERE) PH IAM FERENERZ6,

IAM A&

IAM £ & https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.htmIBI B D BG4S EFTE |, H
AR ERER R, BULUEBRERETRE IAM A6 (E8EA ) W AWS CLI 5 AWS API
RERBEIAR, NEFHENR , F28 (AM £RAEFER) PHEBEASNEE,

IAM B EBRRBE 5o ERAEFI. W IAM EAER T, BikRFFERREBRBFE , URE
Amazon EC2 TR AEN., MEFMENR , F2H (AM EAEER) P/ IAM FHVRIRFE EIR
B

EHBRREEFEUE

ZAILUEIB R Y BUR Y S HIEE R & 5 RNER AWS RIZ2H AWS R FER. BERERES 2 HERM
BABERRT A, ERFARHFERE AWS | SFHMEELBK. KRZSHBEKEL JSON XH AWS EX
FHRIE . FE—F TH JSON BERXH |, 268 (IAM EAEER) T/ JSON BEEHS.

EEESEMEANK  ERERWLEETRUTEWLRG THRLEERNTEE , UEETFINHEE,

HEREBERT , FRAENAERBHT. IAMEEESEY IAM BXRIEHETEEAG , #HEAERE
B, IAM BERERBMENFTT , ERRAMERXHIT.

BoBEER

BoRARRENMESD (ERE, FAEFANAR) K JSON FFABERNH. EEBEREH & DA
HPLERNITHLESE , UAREANGKRE. NFTHROMELSDHEBER , F28 (AM EREE
M) PREBEFEERRERHE] IAM 55,

BoBERRAD/ARBER (EEABRRE—52) BEXERXR (ANMNESES 50N BEMLBER), 0F
THNAEZERRRABRBRR BMEE  F2H (AM EAEER) PREZEBREXNRBE
ZEEE,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/gs-identities-iam-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
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ERBBUR

ERAEPBER MR ERA JSON BERN ., HHIEHE IAM B EEEBRE Amazon S3 FATREE
R, EXEEREBRNEET , REEESAUERACAREHEREERNFIER. BLEAEER
BREBRPEEER,

ERAEBRRNVAZBRBEFHRAREEK, SEEFEEREBRFERARE IAM B AWS ZEHE,
HtBREH

AWS TRHMBRER  IREESERBREER TR :

« FARR —RES/EBEURE IAMBEENZAFTT, MEFHEENA , F20 (AMEAEE
) B IAM BB R,

« PRIGIEFIBR (SCP) — B AWS Organizations VB S AEB BBV IS ERAFF W, MNFFHMER |
520 (AWS Organizations £ & ER) A HYPRIEIE &I BUER,

- EREHBKR (RCP) — RRELREHPERTAF TN LR, MFEFHMEN , 5F2H (AWS
Organizations A& B P EIRZEF EZE (RCP),

- THERBREX — EUBARFTAXAACERBE S FEREELGRRIERER , USBEXEE
PSR, MEFMET , 552 (AM EFRAEER) DM TERERBER,

SEBRER

ESEEENBRERANGBERE , EENUSEEMMELER, B2 7THNMTAWS £ RSEK
REHRERBAFR , F2H (AM £REER) FHBERLERE.,

Amazon Inspector ZN{A[E2 |IAM ¥ B¢ 55

EEFEH IAM B Amazon Inspector W ZEUEZ BT , /5% 7 #FEWFLE IAM ZhEE AT EE Amazon Inspector
BEEM.

&7 LAFE B Amazon Inspector A HY IAM Zhag

IAM ZhggE Amazon Inspector 3z &
SO BBGE =
ERBEGE &
BEREE =
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Amazon Inspector EREER

IAM Zhgg Amazon Inspector 3z &
BERERHRSIE RBIE) =

ACL &

ABAC(BUR F YR ) i)

R B =

e i) =

BEAE B

BREEEAE =

HEL2ME T # Amazon Inspector M H b f{ATEE K28 IAM Zhae AWS BR% BEER , F28R (AWS
BR# IAM SEAEIERE) TR B IAM BEFEA.

Amazon Inspector B9 & 7 B BUR
XEGSBEBK: 2

BoBBERR ALK ME S (Fla0 IAM ERE,. EREHERAR) K JSON FFAIBERXHF, ELEK
RAEH S EMERG TREBEERATHERDF, NFTHUMELSDEBER , F2H (IAM
EREER) FHEBEFEEBRERHE] IAM 517,

£/ IAM 2 BEBER | B LUEERFREBNBENER , UREMERGET AFFREEBE. W
E T HRIGTE JSON BERPERMBEE |, F2H (AM E/AEER) P/ IAM JSON BEETES
EO

Amazon Inspector #9 & 7 F B SR &5 45

= EMR Amazon Inspector &2 BBEREH] , 528 Amazon Inspector B & 7 BUBUR €41,

Amazon Inspector F ) &R A B

XEEREBX &
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Amazon Inspector EREER

BEREBERRH B EIRA JSON RN . EREBXNRE REHIR IAM ASEEEEN
Amazon S3 REFATRER, EXEEREBRNEETS  REEESTUEAEMARZEHHESEER
MFEER. BRMIIBERNER , BREEREEN TR TUHRRERATHEEARE[AERET
BITHEE, BLRAEEREBRIEEETE., ZXATUSERE, £HAE. A, WSS ERE
= AWS BR7.

MERRABIREFIE , UM EREMIRFRNEEMBIRFN IAM BEREABEREBRNER. WF
HAES  F2RE (AM EREER) T8 1AM FERIEEEREF .

Amazon Inspector KB R B4k
EBKREE: 2

EESWLER AWS JSON BURRIEEH T AFHAR, thpEaR , BHMEERE M ERE T o A
FEER#TURLBIE

JSON BURRE Action TEBERETARARAFHIEBBRFFRNEF. BREERADERETH
1TAEBABA BN ERVET W,

EEEF Amazon Inspector BIEREE | F2 M (REFESE) T8 Amazon Inspector TEZE B
#Eo

Amazon Inspector FHIBEREMEEBIMEZRIEA TIFE .

inspector2

BREE-RAXPEESEEE ,

I
H
[k
&
)
&

"Action": [
"inspector2:actionl",
"inspector2:action2"

]

= EMR Amazon Inspector &2 B BRI B , 528 Amazon Inspector B & 7 BUBUR €41,

Amazon Inspector B BUR & R
XEBRER : 2
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Amazon Inspector EREER

EESWLER AWS JSON BURRIEEH T AFHAR, thpER , BMEERE M ERE T oA
FEER#AT UL B

Resource JSON BERTEZUREEEZEEAENYH. REEBKEEHAE Amazon Resource Name
(ARN) REEEER. BRETXEERERFTT , FAEATFR () XR-ERERNBEBARFEER.

"Resource": "*"

EEEEF Amazon Inspector EREE K H ARNs /B8 | F2RRERESZHH Amazon
Inspector EENER. BETHRETUFEABLEHERESEERN ARN , 5528 Amazon
Inspector E &M EIE,

= EMA Amazon Inspector &2 BBEREHI , 528 Amazon Inspector B & 7 BUBUR €61,
Amazon Inspector BB R R4 5|8
TEREBERRGG 2B 2

ERE A LMER AWS JSON BURRIEEH AU ENMAR, WHEHR , BHMEERE A BERAAET ot
EEREIT LB F,

Condition TEERBEBRMNHRY , BEERBXN TR, EUURMERFEMES FNVFRHESR
A (BINSFRTIR) , REBERPHRGNFBRINE, EEEFTHME AWS 28R4 R, F2
B {IAM EAEIEE) FHAWS 2EHRGFRETREIE,

= EEFH Amazon Inspector IRFREIRNFE , F2H (RKERESZE) FH Amazon Inspector #Y
RUREE, BETHREVUEHFRESBNBEMEIR , 5528 Amazon Inspector EZ B 1E,

= EMR Amazon Inspector 2 BBEREH] , 5528 Amazon Inspector B & 7 BUBUR €41,

Amazon Inspector F i ACLs
XEACL: &

FHUZHIEE (ACL) ATEFIBLEE (RFKE, FRAENAG) HEFHEEZRNFFT, ACL EER
BEREBR , BEMAEA JSON BERXAHER,

ABAC ¥ B¢ Amazon Inspector

X & ABAC (BERFHVERER) : &2
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Amazon Inspector EREER

BRFEUES] (ABAC) R—EREXE , REBARRNBMERFTAIE, BTN ERERE IAM
B AWS MEIR , ARRET ABAC B , LMEEZREANRBNSER LVERE RFHRE,

MERBERIZHIEE |, 55FH aws:ResourceTag/key-name, aws:RequestTag/key-name B
aws:TagKeys R4 %58 , EEERNRGELED , RUHEBREA.

MRBHEXESEEREEN B =ERG SR  DEZBBEMS , EA Yes. IRBBEIERLE
REEN =@ k4R , BIEA Partial.

T ABAC WEFMEF , 526 (AM ERAEERE) PHEA ABAC REESRTA, IEEESH/R
TE ABAC ZERNHEZRE , F2H (AM E£REER) PREHABEEFEUES (ABAC).

B Amazon Inspector i F i R &
TEREEE 2
RS AEREM AWS ERNEHEIE K ELFABEURACE  E8FHEL. AWS BEERE

BREELBEEASE K MARERRBENEE, MEFHASH  F20 (AMEREER) $8
IAM FH RS Z 2 BB B IAM EEHEEMAWS RIS

Amazon Inspector HYE5 iR B8 FF Al
XEEHFFHITFREEER (FAS): B

EIEFIMITERE (FAS) fEAM WEFEAFF T AWS IR , & AWS IR FRM@ T ERBREEF
Ko, MEFRE FAS FRENBERFHMES , F2REREFITFRER.

Amazon Inspector HIRIE A& &
XEREAE &

R#EAERRBEEEN IAM SE , IREHTEE, IAM EEE T LE IAM REESL, 18 SUH M ER AR
Af, MEFHMEENR , #2080 (AM FAEERE) FWEIAGUERET T AWS R,

/A Warning

B F REACKNEFA I AE 2 B Amazon Inspector ZhaE, REFE Amazon Inspector 15|
i, THERERBEAE,
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Amazon Inspector EREER

Amazon Inspector B IRIEERE A E

XERKERA® B

BHEFACRERE N —ERBAE AWS . BB TUREARENTHENAR. REERS
AEgHREEN F AWSIRF |, YHERBHEE. IAM EES TR  EXRFERKERSEHN
AT A,

NMERVREERHEEACHFMER  F20E (T IAM BEEEFENAWS ) . FERKRPS
BERE  EHESRBEEACHTHN Yes, BIEFRER , SURAKRBHRBERSH XM

Amazon Inspector 8 & 4 B4 B 38 &5 451

BIBTER , FAENA®KERIRIEHR Amazon Inspector ERHIFFT, EERFHEAEHHEMES
BRHATEMEREFR |, IAM BEE R LIE T IAM BUEE,

WEE T AR fE AR IE L Ei ] JSON BURSUHE I IAM 55 BBER | 520 (AM FAEER) vHE
M IAM BUE (E#8).

% Amazon Inspector EENEMEMERFENFHMAENR , DESEEREEMN ARNs B |, 52
B (RIEFESE) hH Amazon Inspector FWENIE, ERFIFHREIE,

&

- BRBEEHR

« £ Amazon Inspector £ A

- AHEAEREMMBE ST

- RFFMEEEEFTE Amazon Inspector &R
- AHFTEEIFAE Amazon Inspector iR

BREER

BoBBERSYEEIRFAFNEBAERETLEN., FHEMBER Amazon Inspector EiR. ELLEE
AHEERLN AWSIRFELEA, EABIUSRES I RBRK , FERTIENRESRSEE

- BIAHEA AWS SERELEAREREST - EEHAKTTETENEAENIFAR , BER
BHTRTHSEEEARAN AWS SERE, CHAEAN FER AWS BF, BRRECES
BEREARL AWS NEFSERE , E—SHOHT. NEESER , B2H (AM EAEK
) P AWS SEERTHMANAWS BEHE,
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Amazon Inspector EREER

- ERAREHERT - RE IAM BERNFAR  FERTHTERMTNAT. KERLEN , B
LESERERG T AUHBEERRENEE  EUBAREBERITT. WEER IAM ERAFFA
MNEZHEES , F2H (AM ERAEREE) B IAM FHBEERAEFT .

« £ IAM BER PR FEGE— S REFEE - SO LUSHRAEFIEEBEER |, UREIEBEMNERNER.
flan | WAILURBBERRG , EEXEMEA SSL BEFERR, MREBRE SHERARKEE
AWS BRFS , &t a] LUGE A R4 3R % T H 7B CloudFormation, MEHMET , 528 (IAM £H
HIEE) FH IAM JSON BUERTE : 4,

- M IAM Access Analyzer B& 3 IAM BUE |, BERFT AT 24 B W IE #iE4E - IAM Access Analyzer i
BHBEMBEEER , BRELBERER IAM BURFES (JSON) Ml IAM FRIEEH, IAM Access
Analyzer 12fit 100 ZIEBERERVEATHWER , THBERETLEEANBR, NEFEE
#, F2E AM FEREER) FHEA IAM Access Analyzer BB BUE,

- FEZEFERRT (MFA) - NREHNRPIFTE IAM EHES FHRERAE AWS RS |, FBBR MFA
DIREREeM, MEEMRU AP BERER MFA |, 18 MFA (RGBS EHNBEE. MEFHME
#A, m2HE (AM EAFEERE) F1EEB MFA &Z £ APl 17EL

WE IAM FREBBNEEESR , 728 (AM EAEER) 91 1AM Z2HEEH,

£ Amazon Inspector £## &

= E77H Amazon Inspector 2 & , BXEHEE —HBEFT T, ELFATXLEALTFEY| L MR F
Amazon Inspector ERHIFHAET AWS IRF, MREEBVHSEAKEHFIEBR KNG O BBUER
AEREERBRENER (FREHAR) ME , TEAMELIMERERE,

HAERW AWS CLI 5 AWS API IWEAE | BAZEEAHFREEEREH, k2 , REAFFIA
SHMERBITZ AP BIENEERTILT,

AETHRERERENAGMATLUEER Amazon Inspector £ & |, 4% Amazon Inspector
ConsoleAccessD ReadOnly AWS SEHFREEZIER, WEFHAEF , 528 (AM EAEE
M) FHMEIRERE.

TERERGRLABE ST

WEHE RENMEIEEEK , AT IAM EREREKMBMBAEAESINAREZEBRR, HWBEE
SeEEEAHFEH H AWS CLI AWS AP LR AR TR BENF T,

i

7

{
"Version": "2012-10-17",
"Statement": [
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{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
.
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}

AR B EEFTE Amazon Inspector &R
I E B FE R fo BB ZENATE Amazon Inspector EiRHVBUER,

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"inspector2:Describe*",
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ERAEER

]|

7

"inspector2:Get*",
"inspector2:BatchGet*",
"inspector2:List*"

1,

"Resource": "*"

"Effect": "Allow",

"Action": [
"organizations:ListDelegatedAdministrators"”,
"organizations:ListAWSServiceAccessForOxganization",
"organizations:DescribeOrganizationalUnit",
"organizations:DescribeAccount",
"organizations:DescribeOxrganization"

1,

"Resource": "*"

T SEBEFEFTA Amazon Inspector iR

W EHI B R AL B e B ELFT A Amazon Inspector EREVBUR

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "inspector2:*",
"Resource": "*"
},
{
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "*",
"Condition": {
"StringlLike": {
"iam:AWSServiceName": "inspectox2.amazonaws.com"
}
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"Effect": "Allow",

"Action": [
"organizations:EnableAWSServiceAccess",
"organizations:RegisterDelegatedAdministratox",
"organizations:ListDelegatedAdministrators"”,
"organizations:ListAWSServiceAccessForOxganization",
"organizations:DescribeOrganizationalUnit",
"organizations:DescribeAccount",
"organizations:DescribeOxrganization"

1,

"Resource": "*"

AWS Amazon Inspector B ZEBUR

AWS SEBRZH AWS AWS ZERRBUNEENBIBRELEATSERARGIRMFT , UESR
A LARRRE T ARG A E, FHEANAE,

AaclE , AWS XREBRTRIAERTFRECARFNFERRETT , HAELFAIAHAE AWS &F
FEA. RMZREERFENEARINELEERER , WEE-DRDFTA,

BEEETE AWS SEREPESZNHT, IR AWS EF S AWS EREPERWNGTT , IEHaS
ERREZNTEEIAED (FAE. BENAR® ), AWS R E5HH BBRFH AP BETH
RIRBRBEE , AWS B UEEH AWS ZEBUR,

WEFMES , F2EH IAM EAERERP AWS ZEHKE,

AWS ZEBER : Amazonlnspector2FullAccess_v2

&I #% AmazonInspector2FullAccess_v2 BUEREREE IAM &5,
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WK R T Amazon Inspector (W EEZEUE |, LA H 4B E3 BRI 89 7 BV,

SRR
BREDEUTH,

« inspector2 - AFFEEFE Amazon Inspector APIs,

 codeguru-security - AFEESMERFNZLRAEERMNEERE.

 iam- f2FF Amazon Inspector 23 R EFE A BAWSServiceRoleForAmazonInspector2#l
AwWSServiceRoleForAmazonInspector2Agentless., Amazon Inspector
AwSServiceRoleForAmazonInspector2FBE FREHIITIRIE , fla0HEEN Amazon EC2 #41T1E

f8. Amazon ECR f##FEH Amazon ECR BREMEMNMERER . LFEMEEA AWS KMS &8
nEH Amazon EBS RR. WFEFMEN , FS B LA Amazon Inspector HREEZE A E,

- organizations - AllowServicePrincipalBasedAccessToOrganizationApis £/
TR ERRE Y MR EZ AR AWS IRF, #§ St AWS IRF AEBNEREES , UK
PIHABPHNEREEE, AllowOrganizationalBasedAccessToOrganizationApis
AFBERFEEMDEGRMEMREMNENR , BRI 2EREHR ARNs,
AllowAccountsBasedAccessToOrganizationApis AFBKRIGTEEHINER NWEF , 1312
BRE#/k ARNs AWS RS, AllowAccessToOrganizationApis AFFHBEREFE &R EABH
HEBER AWS RS BEWER. LWBEKAFFYH Inspector #ABBUER | 4K Inspector BUR BRI #E1T
B, RIREERFEVNEREREK , URBRREAZIRFE WA Inspector BXE,

® Note

Amazon Inspector FEEH CodeGuru #1T Lambda #&##i. AWS #§5 2025 F 11 A 20 A
{Z 1L ¥ CodeGuru &, MFEFMEN , 528 CodeGuru Security BI#&1EZ ., Amazon
Inspector A Amazon Q 1T Lambda B , TEEARHATRMET T,

EERBELBERNETT , F2E ( ZEBERSZEIEE) PH Amazoninspector2FullAccess_v2, AWS

AWS ZEBUER : AWSInspector20rganizationsAccess
B #% AWSInspector20rganizationsAccess BURERE IAM &5,

WBERBFEEHT , UBAMERE F8H Amazon Inspector AWS Organizations, BRI EFA]
REFEBEEIRFIEE Amazon Inspector WEREBEEIRE, St AHEREESIRFSEBIRS
BMAAKEIIRFE,
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L BURER M B9FF AT AWS Organizations, #EBEEIIRFNZREESIRS W FEEHBBBENRT
A, AT LAE AmazonInspector2FullAccess_v2Z EBERZE FELH T,

AR
RS U TR,

- organizations:ListAccounts - AFEREINBRER —H o RS FE,

+ organizations:DescribeOrganization - A FEHEEVEBNMHEEEN,

- organizations:ListRoots - AFFERY|HAMNIEE &,

- organizations:ListDelegatedAdministrators - AFFEIHABHEREES,

« organizations:ListAWSServiceAccessForOrganization - X8 HIH AWS RIS EE
EAM .

- organizations:ListOrganizationalUnitsForParent - £FFEHEIIHR OU M FEME N
(OU),

- organizations:ListAccountsForParent - AFFEBEIIHR OU HFIRF,

- organizations:ListParents - 5| H#AIEEF OUs HIRFBEZEXIENRFABEN (OU),
- organizations:DescribeAccount — AFFFEMEEVER RS HHEBER,

- organizations:DescribeOrganizationalUnit - RFFEEEEERS OU WEBEE~.

- organizations:ListPolicies - HEABHIEERRNFIBEBEREE,

- organizations:ListPoliciesForTarget - 3| HE#EEZIIEEHZRB &, HBEN (OU)
IR FE R BUER,

- organizations:ListTargetsForPolicy - I HIEEBREZNATERE &, EME (OUs)
MRS,

« organizations:DescribeResourcePolicy - HEVERBENHEBER.

- organizations:EnableAWSServiceAccess — A FFE BRI EE Organizations WE S,

« organizations:RegisterDelegatedAdministrator - A TRIEEZERNEEERS,

« organizations:DeregisterDelegatedAdministrator - AFFEBRERNEEEIRS,
-+ organizations:DescribePolicy - HEENBEHHEEIE N

« organizations:DescribeEffectivePolicy - BEIEEBRERMRFHNERBRAR.

- organizations:CreatePolicy - B &R LLEREEIR B &, HBEN (OU) REANIEEER
R AWS IRE,

- organizations:UpdatePolicy - FAHER. HEARIAREHREBE.
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- organizations:DeletePolicy — #E&HY A BMIBRIE M BUR,

- organizations:AttachPolicy - B EZZERIKRS, BMBEN (OU) H@EBIRS,
« organizations:DetachPolicy - # B#ZER B &, HEMEN (OVU) RF D BEBUER,

« organizations:EnablePolicyType — 1R B & RAA BUREH,

« organizations:DisablePolicyType — 7£4R B 8= AEAZBEREE,

- organizations:TagResource - #—BZEEZBFHEEEENER.

« organizations:UntagResource - tIEENERBREFIEESBNTMER.

« organizations:ListTagsForResource - 5| HiBEEZEZTIEEE RNER.,

HEREWEERNT , F2H (AWS RERRSEER) T/

AWSlInspector20rganizationsAccess.

AWS ZEBUER : Amazonlnspector2FullAccess
&A% AmazonInspector2FullAccess BUREREE| IAM B9

HWHERERE T AT EEFE Amazon Inspector B E [,

/A Important
A 7 158 Inspector 2 R BN LTS MHMBRFMTFT , RPBRBELEH

Amazonlnspector2FullAccess_v2,

HARBAR
RS U TR,

* inspector2 - AFFZEFE Amazon Inspector ZhEE,

 iam - fo5F Amazon Inspector B fR#EEH B EAWSServiceRoleForAmazonInspector2
AwWSServiceRoleForAmazonInspector2Agentless, Amazon Inspector
AWSServiceRoleForAmazonInspector2EE FREHITIR/E , HIANHEEN Amazon
EC2 #11T{EI#8. Amazon ECR RFEMARMGEHEEIE. Amazon Inspector
EESITEH VPC HBEE I H IR S B M EABIAYIR 5. Amazon Inspector
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Amazon Inspector EREER

AWSServiceRoleForAmazonInspector2AgentlessEE R#AITIRME , HAHEEL Amazon EC2
#1TERF Amazon EBS REBWMEEERA. LEEMEEA AWS KMS £ INER Amazon EBS
REB, WEFMEN , 52 BFEH Amazon Inspector B IRIEELE A,

« organizations - RFEEEH Amazon Inspector AR FHIAEM AWS Organizations, & &7
A Amazon Inspector B ZE1EZELEF AWS Organizations , ZREEERFHWRE U EER
EW R BEEABNVBELR. Amazon Inspector

« codeguru-security - AHFEEEMFE A Amazon Inspector IV EARKNBH K , W BE
CodeGuru Security FHREXNBHMBERE,. NEFAEN A FSREHEFTEPNEXBETHRE
.

EERELBERWETT , F28 (AWS ZEHXZE1EM) P Amazoninspector2FullAccess,

AWS ZEBER : Amazonlnspector2ReadOnlyAccess
&% AmazonInspector2ReadOnlyAccess BUREEE IAM B %,
WBERR T , AFTHEEFE Amazon Inspector,

AT A EFAEE A
BRI EU T,

 inspector2 - AFFHEFEFEL Amazon Inspector ZIEE,

« organizations - f2FF AWS Organizations #1432 H#H# Amazon Inspector HEHE W FEMHE
Ao LA, AFFEIB KR Inspector FABBIKRListPolicies , YK Inspector BUR A ST
EFiZ, BB MRERERBKDescribeResourcePolicy , ARER BRREAERFHNEN
Inspector BiskDescribeEffectivePolicy, EREFEAE T HEBEMBREIHERRA
JEA , mMEFEHEM.

« codeguru-security — o CodeGuru Security fIEVEERBH R, L AFRRFERL
CodeGuru Security FREX B MEBEE.

HERBELBERNET , F20 (AWS XEBRSEER) P

Amazoninspector2ReadOnlyAccess,
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AmazonInspector2FullAccess.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AmazonInspector2ReadOnlyAccess.html

Amazon Inspector EREER

AWS ZEBUER : Amazonlnspector2ManagedCisPolicy

&A# AmazonInspector2ManagedCisPolicy BURHMIINZE IAM B8, LWEBREEEERTF
Amazon EC2 #ITRIBHTHITEE CIS BHEFINAE, BUUFEH IAM BEREEHE EC2 1T
B LT EARANEREAER , URIEH AWS CLI 2 AWS API 553K, ERTE EC2 #1TESE
REFERNEROBEF AN, BEH AWS ABIERE EC2 MTERYSHREMEGHFIEEARER ,
BA BT EEERTEBNHTERBRRE, HTERREETEXAE , LETEEC2 HITHEER
FHTHEXIEEHESR. NEFHEEN , F28 AM EREERETNER IAM AERETFFIE
#& Amazon EC2 #TER L #ITHEAER.

TR RFAE R
WBEREELLTEF,
 inspector2 - AFFEAREIT CIS FHEHHNENE,

& EWMBLBERNETT |, F2H (AWS REBRSEER) T

Amazonlnspector2ManagedCisPolicy,

AWS ZEHBE : Amazoninspector2ServiceRolePolicy

I8 EHE AmazonInspector2ServiceRolePolicy BEMIINE IAM B8, HBERSEEZED REE
BEA® , LFF Amazon Inspector KRB TEIME, WMFFMER , FSBIEA Amazon Inspector B
REEZAE,

AWS ZEHE : Amazoninspector2AgentlessServiceRolePolicy

IR E#E AmazonInspector2AgentlessServiceRolePolicy BURKIINE IAM B8, BURE
BIEFIREEZEAE , LFF Amazon Inspector KRB TEIE, WFFMEN , FSBEEH Amazon
Inspector AR ERZ A,

AWS ZEBE : Amazoninspector2ManagedTelemetryPolicy

B A# AmazonInspector2ManagedTelemetryPolicy BURMIMNE IAM BB, HWEBXRIRF
Amazon Inspector & RIBREMNFTA , AFBRBUENEREFEFERETRBRFEH.

ATRAIREERA
LBEREBEUTH,
« inspector2-telemetry - AFEREHHEEREHNE %,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AmazonInspector2ManagedCisPolicy.html

Amazon Inspector

ERAEER

HERBRBERNFHREN , SHEEFIRAER JSON BERX K |, F20 (AWS ZEBXRSEER) #

# Amazonlnspector2ManagedTelemetryPolicy,

AWS ZEBEM Amazon Inspector E#

R B RIS HIBHE Amazon Inspector AWS S EBEREFHURMNFMEF . WELHEEEENES
BHiREE , 5557 B9 Amazon Inspector X4 E S L& HME LM RSS HE,

gE

AWSlInspector20rgan
izationsAccess — BB

Amazonlinspector2Ma
nagedTelemetryPolicy — $TIH

&

Amazonlnspector2Se
rviceRolePolicy - REBEH
B

Amazonlnspector2FullAccess_

v2 M AmazonInspector2Re
adOnlyAccess - REBENE
o

iR Date
Amazon Inspector & 18 %
WEEBX , BFEB AWS
Organizations BUREAAME
# Amazon Inspector FREERIFF
A,

2026 £ 3 A3 H

Amazon Inspector 138 T # 2026 £2 A 5H
NWEZEBER , &F Amazon
Inspector & RIRIENEEFT , f&
FREBENEREGERE
RUETRERHE,

Amazon Inspector EXT#E FF 2026 £2 A3 H
Amazon Inspector #&Bh A 1%

HR e &R A E TR E AR BE

SHTEEFA. kL , Amazon

Inspector B #7i8 H it & R &

, LLAAEF Amazon Inspector

By, EFMEEE SSM X

# #9 SSM B3 AWS -Confi

gureAwWSPackage o

Amazon Inspector E#i8 o5F 2025 F 11 A 14 B
BEEFE AR Inspector 218
BEMEB BN, EX

&8 AWS Organizations B
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https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AmazonInspector2ManagedTelemetryPolicy.html
https://docs.aws.amazon.com/inspector/latest/user/slr-permissions.html
https://docs.aws.amazon.com/inspector/latest/user/slr-permissions.html

Amazon Inspector

ERAEER

gE

Amazonlnspector2Se
rviceRolePolicy - REBEN
B

Amazonlnspector2FullAccess_

v2 - HBE

Amazonlnspector2Se
rviceRolePolicy - REBEN
ER)

Amazonlnspector2Se
rviceRolePolicy - BEBEN
B

Amazonlnspector2Se
rviceRolePolicy - REBRK
B

Amazonlnspector2FullAccess

- BRBRNER

iR
KT Inspector BUAMEH
EEMT R M,

Amazon Inspector & & #HH
7l |, oFF Amazon Inspector
AWS Organizations B 54 &l
#1197 Amazon Inspector B EX A
M=

Amazon Inspector & #1185
MEEBXR , =% Amazon
Inspector BV EEFZEE |, MUK
H th 38 B3 AR 7 1Y R EUAE

Amazon Inspector B #7180 5F
Amazon Inspector &R IP iz

1 AR B B BB R RTRT o

Amazon Inspector #1187 &
5l |, AFFMEEFEL Amazon
ECS M Amazon EKS 4k,

Amazon Inspector B8 o 5F
Amazon Inspector &2 K E1E
|HFEFT AWS Lambda,

Amazon Inspector B ¥ i83F
Al , 7o8F Amazon Inspector 2
MR EEABAWSServic
eRoleForAmazonInsp
ector2Agentless . i&
AIEMEAEERA Amazon
Inspector BT EEXEF
EMEREEAFHE.

Date

2025 11 A 10 H

2025 7 A3 H

2025 4 A 29 H

2025 3 A 25 H

2024 7 H 318

2024 4 H 24 H
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https://docs.aws.amazon.com/inspector/latest/user/slr-permissions.html
https://docs.aws.amazon.com/inspector/latest/user/slr-permissions.html
https://docs.aws.amazon.com/inspector/latest/user/security-iam-awsmanpol.html#security-iam-awsmanpol-AmazonInspector2ServiceRolePolicy
https://docs.aws.amazon.com/inspector/latest/user/security-iam-awsmanpol.html#security-iam-awsmanpol-AmazonInspector2ServiceRolePolicy
https://docs.aws.amazon.com/inspector/latest/user/security-iam-awsmanpol.html#security-iam-awsmanpol-AmazonInspector2ServiceRolePolicy
https://docs.aws.amazon.com/inspector/latest/user/security-iam-awsmanpol.html#security-iam-awsmanpol-AmazonInspector2ServiceRolePolicy
https://docs.aws.amazon.com/inspector/latest/user/security-iam-awsmanpol.html#security-iam-awsmanpol-AmazonInspector2ServiceRolePolicy
https://docs.aws.amazon.com/inspector/latest/user/security-iam-awsmanpol.html#security-iam-awsmanpol-AmazonInspector2ServiceRolePolicy
https://docs.aws.amazon.com/inspector/latest/user/security-iam-awsmanpol.html#security-iam-awsmanpol-AmazonInspector2FullAccess
https://docs.aws.amazon.com/inspector/latest/user/scanning-ec2.html#agent-based
https://docs.aws.amazon.com/inspector/latest/user/scanning-ec2.html#agent-based
https://docs.aws.amazon.com/inspector/latest/user/scanning-ec2.html#agentless

Amazon Inspector

ERAEER

gE

Amazonlinspector2Ma
nagedCisPolicy — #TER

Amazonlnspector2Se
rviceRolePolicy - REBEN
B

Amazonlnspector2Ag

entlessServiceRolePolicy — #7

BUR

Amazonlnspector2Re
adOnlyAccess - REBENE
#

Amazonlnspector2Se
rviceRolePolicy - REBEN
EE

Amazonlnspector2Re
adOnlyAccess - REBENE
#

Amazonlnspector2Re
adOnlyAccess - BB BRI E
#

DU

Amazon Inspector & #7185
NEEBE , Bu LS EHMA
FITEBEREN—32 , A
AFFEHITER LHET CIS &
#,

Amazon Inspector E#i8 /2
#F Amazon Inspector 1£ B 2%}
1T{E%8 LRxE) CIS RIWH T
m,

Amazon Inspector & 718 iR
BREAGREK , UAHERE
EN1FHE EC2 BITEEE,

Amazon Inspector 118 7 #HY
ol ARTEEGEREERE
HRERAER RN REERE
MEA,

Amazon Inspector ¥ 7
¥TRYETE , 25T Amazon
Inspector #F# B Elastic
Load Balancing B EZ2&#H#Y
Amazon EC2 #117 E B8 Y 48 2%
HERE,

Amazon Inspector ¥ 7
FEVRTW , AFFMEEAE
EHEERNEBRBYLIEE
(SBOM),

Amazon Inspector ¥T18 7 #H
A, AFTHEESEAEEERAE
RS Lambda B EFHE A
RBREMZREWFEMENA,

Date

2024 1 A 23 H

2024 1 A 23 H

202311 A 27 H

2023 9 A 22 H

2023 £ 8 A 31 H

20236 A 29 H

20236 A 13 H
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https://docs.aws.amazon.com/inspector/latest/user/security-iam-awsmanpol.html#security-iam-awsmanpol-AmazonInspector2ServiceRolePolicy
https://docs.aws.amazon.com/inspector/latest/user/security-iam-awsmanpol.html#security-iam-awsmanpol-AmazonInspector2ServiceRolePolicy
https://docs.aws.amazon.com/inspector/latest/user/security-iam-awsmanpol.html#security-iam-awsmanpol-AmazonInspector2ServiceRolePolicy
https://docs.aws.amazon.com/inspector/latest/user/security-iam-awsmanpol.html#security-iam-awsmanpol-AmazonInspector2ServiceRolePolicy

Amazon Inspector

ERAEER

gE

Amazonlnspector2FullAccess

- ARV ER

Amazonlnspector2Re
adOnlyAccess - RBE BRI E
#

Amazonlnspector2Se
rviceRolePolicy - IR A BUIRK
2R

Amazonlnspector2FullAccess

- ARV ER

Amazonlnspector2Se
rviceRolePolicy - BEBEN
R

DU

Amazon Inspector & #i##HH
FE, AERAERERFRE
E KMS €18 , £ Lambda 72
AN BRENBEEFTEDPMER
X,

Amazon Inspector #1187 £
PR, AFFHEEEAEERAE
PR Lambda f2 X IS i7 AR &8
MBELERNFHER.

Amazon Inspector 2 #T18
FTEVFT A , fLFF Amazon
Inspector &R A Lambda &
B EENIIRFHPEY AWS
CloudTrail fR#ER4RE, &
A3 Amazon Inspector B2 1R

MR FE H Y CloudTrail B4,

Amazon Inspector #1187 &
A, AFFEAEE Lambda
EXGREEEREXSREE
BEFENFHRER.

Amazon Inspector #1187 &
57l |, SoFF Amazon Inspector
= FE A Amazon EC2 RE®R
EESZN B BRENHEBENR

#3%ZE Amazon EC2 Systems
Manager. Amazon EC2

Date

2023 6 A 13 H

2023 5 A 2H

2023 4 A 30 H

2023 4 H 218

2023 4 A 17 B
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https://docs.aws.amazon.com/inspector/latest/user/security-iam-awsmanpol.html#security-iam-awsmanpol-AmazonInspector2ServiceRolePolicy
https://docs.aws.amazon.com/inspector/latest/user/security-iam-awsmanpol.html#security-iam-awsmanpol-AmazonInspector2ServiceRolePolicy
https://docs.aws.amazon.com/inspector/latest/user/security-iam-awsmanpol.html#security-iam-awsmanpol-AmazonInspector2ServiceRolePolicy
https://docs.aws.amazon.com/inspector/latest/user/security-iam-awsmanpol.html#security-iam-awsmanpol-AmazonInspector2ServiceRolePolicy

Amazon Inspector

ERAEER

gE

Amazonlnspector2Se
rviceRolePolicy - REBEN
EX)

Amazonlnspector2Se
rviceRolePolicy - BEBEN
B

Amazonlnspector2Se
rviceRolePolicy - R A BUIRK
R

DU

Amazon Inspector E#T18
FTEYEFHE , SLFF Amazon
Inspector & A Lambda &
i EENIIRFHPEY AWS
CloudTrail R EFEHE, &
A3 Amazon Inspector B2 18

MR EFH CloudTrail B4,

Amazon Inspector #1187 £
A, 705 Amazon Inspector
FESREH AWS Lambda BRE
PHBRA SRR , Xt
Amazon CodeGuru Security
BEWEHEER. i, Amazon
Inspector E#IEHE IAM X
KHFFT, Amazon Inspector
SEANERAKRFRE Lambda
HYEREREABRE,

Amazon Inspector B3 18 # &R
R= , 25 Amazon Inspector
#£ CloudWatch #2EY L)% 58 H
AWS Lambda B S(#Y & 1Y 48
& . Amazon Inspector &
FEALLER  BREEERE
BIREBEHRERE 90 KAERE
AARAREER Lambda EHE,

Date

2023 4 A 30 H

2023 2 A28 H

20232 A 20 H
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https://docs.aws.amazon.com/inspector/latest/user/security-iam-awsmanpol.html#security-iam-awsmanpol-AmazonInspector2ServiceRolePolicy
https://docs.aws.amazon.com/inspector/latest/user/security-iam-awsmanpol.html#security-iam-awsmanpol-AmazonInspector2ServiceRolePolicy
https://docs.aws.amazon.com/inspector/latest/user/security-iam-awsmanpol.html#security-iam-awsmanpol-AmazonInspector2ServiceRolePolicy
https://docs.aws.amazon.com/inspector/latest/user/security-iam-awsmanpol.html#security-iam-awsmanpol-AmazonInspector2ServiceRolePolicy
https://docs.aws.amazon.com/inspector/latest/user/security-iam-awsmanpol.html#security-iam-awsmanpol-AmazonInspector2ServiceRolePolicy
https://docs.aws.amazon.com/inspector/latest/user/security-iam-awsmanpol.html#security-iam-awsmanpol-AmazonInspector2ServiceRolePolicy

Amazon Inspector

ERAEER

gE

Amazonlnspector2Se
rviceRolePolicy - REBEN
EX)

Amazonlnspector2Se
rviceRolePolicy - REBEN
B

Amazonlnspector2Se
rviceRolePolicy R EBERMNWE
#

Amazonlnspector2Se
rviceRolePolicy - R A BRK
B

Amazonlnspector2Re
adOnlyAccess — ¥ BUR

Amazonlnspector2FullAccess

— WK

DU

Amazon Inspector E#T18
FEYERIRE |, S£FF Amazon
Inspector ##E AWS Lambda
HENEBEN , BIEHES
11 B B HE BBt AV = {8 layer hR
X, Amazon Inspector &1
WEARFEH Lambda HE =2
BERE®E,

Amazon Inspector EFTiBE)
£ , LA EF Amazon Inspector
iR SSM EEBEEL 1T, Lt

4\, Amazon Inspector E
FigHMEREE , AARFT
Amazon Inspector 3, &
. MIERF BB EEAmazonIns
pector2 #H SSM X4
SSM Ea s,

Amazon Inspector & E 3B
WEREE , LLARFF Amazon
Inspector WA H M AWS 5 Z|
EFHNEEET.

Amazon Inspector B E# o 5F
Amazon Inspector 237, il
MEFH SSM Btz BEM &
TREIE,

Amazon Inspector ¥ 7
B , AAFTHEETE

Amazon Inspector &g,

Amazon Inspector ¥118 7T
B , UAFFTEFE

Amazon Inspector Zh &g,

Date

2022 £11 A 28 H

2022 £ 8 A 31 H

2022 £ 8 A 12 H

20228 A10 H

2022 % 1 H21H

2021 11 A 29 H
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https://docs.aws.amazon.com/inspector/latest/user/security-iam-awsmanpol.html#security-iam-awsmanpol-AmazonInspector2ServiceRolePolicy
https://docs.aws.amazon.com/inspector/latest/user/security-iam-awsmanpol.html#security-iam-awsmanpol-AmazonInspector2ServiceRolePolicy
https://docs.aws.amazon.com/inspector/latest/user/security-iam-awsmanpol.html#security-iam-awsmanpol-AmazonInspector2ServiceRolePolicy
https://docs.aws.amazon.com/inspector/latest/user/security-iam-awsmanpol.html#security-iam-awsmanpol-AmazonInspector2ServiceRolePolicy
https://docs.aws.amazon.com/inspector/latest/user/security-iam-awsmanpol.html#security-iam-awsmanpol-AmazonInspector2ServiceRolePolicy
https://docs.aws.amazon.com/inspector/latest/user/security-iam-awsmanpol.html#security-iam-awsmanpol-AmazonInspector2ServiceRolePolicy
https://docs.aws.amazon.com/inspector/latest/user/security-iam-awsmanpol.html#security-iam-awsmanpol-AmazonInspector2ServiceRolePolicy
https://docs.aws.amazon.com/inspector/latest/user/security-iam-awsmanpol.html#security-iam-awsmanpol-AmazonInspector2ServiceRolePolicy

Amazon Inspector EREER

g8y iR Date
Amazonlnspector2Se Amazon Inspector #7387 2021 £11 A 29 H
rviceRolePolicy — 1Bl VB |, LAAEF Amazon

Inspector X FRIEFE Hf BRFE

HITEF.

Amazon Inspector BitRiEBHtE  Amazon Inspector BBHEE 2021 £11 A 29 A
= AWS ZEBENEE,

£/ Amazon Inspector RIS EEHE

Amazon Inspector fEF & A B AWS Identity and Access Management (IAM) AR #5:E 4 &
fBAwWSServiceRoleForAmazonInspector2, WRHEFEABREREERZE Amazon Inspector B
IAM &£, ©H Amazon Inspector EEEZ , B E Amazon Inspector AWS REE 18 3R &I E A
FrENAE .,

RIS E AL A RIS F R ERE Amazon Inspector , BB A F BB S EMNEFT, Amazon
Inspector BEERHREEFEL BN , BRIFESEER , TAIRE Amazon Inspector A BT
B, EXRNFUSEEEBEMNTUBER , BT UTBERE LM MEE A IAM B,

BABRRERFT , LA IAM B (SINEERAR ) B, REIMBRRHEEAE, NFEHME
A, FSHEIAM EAEEEFNREEEACTT. RAEEMBREMERERZE , B 6EM BRREE
EAB, ENRELZL Amazon Inspector ENR , AAZTFETNMOBRENERNT T,

NEERXERKEFACHEM RBENER , FBEAWS EH IAM BRE , Y ERKEREACH
FEXRERARNE®. EFERERNR  URERRBNREERSS XK.

Amazon Inspector B IRISELE B REF T

Amazon Inspector A& A WZEBEKAWSServiceRoleForAmazonInspector2, MWHRIGELA
&{S{Einspector2.amazonaws.comfREEEZAE,

225 NABKFITBERAnazonInspector2ServiceRolePolicy /i Amazon Inspector #1T{E
%, Bl

- £/ Amazon Elastic Compute Cloud (Amazon EC2) B R HEENE T E B M ER R ENHEBEEN

- fEF AWS Systems Manager EI#E#t Amazon EC2 #{TEBHEER , AR BITREHENME=H
EHWEREER.

EABBERAE e


https://docs.aws.amazon.com/inspector/latest/user/security-iam-awsmanpol.html#security-iam-awsmanpol-AmazonInspector2ServiceRolePolicy
https://docs.aws.amazon.com/inspector/latest/user/security-iam-awsmanpol.html#security-iam-awsmanpol-AmazonInspector2ServiceRolePolicy
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AmazonInspector2ServiceRolePolicy.html
https://docs.aws.amazon.com/inspector/latest/user/security-iam-awsmanpol.html#security-iam-awsmanpol-AmazonInspector2ServiceRolePolicy

Amazon Inspector (R
- fEF AWS Systems Manager SendCommandE)/E2R AU A B Z#1TEEEK CIS &,

« fF Amazon Elastic Container Registry Ej#E 3R #EE A 83BR& I FE B E

« f£/A AWS Lambda E)¥ER#EEX Lambda B &M BIE .

- {#/8 AWS Organizations Ej4E 3 H it #H EABERIIRF o

« {£/ CloudWatch E)E#EERERI LIRIA Lambda EEHIE A

- FEREEL IAM BIYEHEER IAM BURIVARBEE R , ELBORTREE K Lambda BABHFEL R 2RI,

« £/ Amazon Q EfE¥ Lambda BB PR TEHTHIE. Amazon Inspector LA T Amazon Q
Bk -

- codeguru-security : CreateScan — #FF2 3 Amazon Q ; &,
- codeguru-security : GetScan — EFF#EL Amazon Q #F P EE K
« codeguru-security : ListFindings — 5 #EL Amazon Q EL K REEFE,

« codeguru-security : DeleteScansByCategory — #FF Amazon Q Bk Amazon Inspector BXEH#Y
RS
- codeguru-security : BatchGetFindings — #FF#EEL Amazon Q B4 —#4SEREFE,

- fEFIEHE Elastic Load Balancing Bi1E , ¥fB/ Elastic Load Balancing B &4 EC2 #1T{EEH
THERR IR

« £/ Amazon ECS  Amazon EKS Bk /e 5F B F B MR R S MEE I R
- /A AWS Organizations Bi{E5I H B4 #BH Amazon Inspector ZIREE S,

- £/ Amazon Inspector E)YEXRBUA R 1= A EHABAY Amazon Inspector,

« £/ Amazon Inspector BMERIEEZ RN EEEIRS , WK EIRF EHBEIREHE,

(® Note

Amazon Inspector FHB £ H CodeGuru #1717 Lambda #i#. AWS #R 2025 £ 11 A 20 H
{Z1E¥ CodeGuru X, WMEFMESA , 582 B CodeGuru Security BY#& IEZ 8, Amazon
Inspector A Amazon Q 11T Lambda & , TEEXRTHFHRMEFT .

EEREWBERNT , F2H (AWS RERRSEER) T/

Amazoninspector2ServiceRolePolicy,

FEREXEZAR 342


https://docs.aws.amazon.com/codeguru/latest/security-ug/end-of-support.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AmazonInspector2ServiceRolePolicy.html

Amazon Inspector EREER

A Amazon Inspector B R EE A

BAEEFHEIRKEZEAR , EFBEAWS EEXEA. AWS CLIEK AWS API R EUAE Amazon
Inspector B , Amazon Inspector @ BB Y RIEELEHE,

#mE Amazon Inspector WIRIEEZE AR

Amazon Inspector T S FF & #mEBAWSServiceRoleForAmazonInspector2 [RIEHE AR, EIR
BEZABZE A LHRELEFACGNER A EAREERUKEE2EZAG., A, BA€A IAM X
mEAGHER, NEFMENR , F2E (AM EREER) PHNFEEREEEAE.

filBx Amazon Inspector B RIS ERE A &

MBELIBEEMSA Amazon Inspector , FHFIEZEM
BRAWSServiceRoleForAmazonlInspector2 [REFK AR, BXLELEMAACHNEE AWS B
=/ Amazon Inspector , FeEMIBRA®., B&EEH Amazon Inspector B , T2 AZMRAE,
It , MREE XA Amazon Inspector , BITTAEARBENA®, Wtk—R , BRI ABEZEERE
BERGHENRERER, A, EFHMBRBRBEELEZE , BLAXERER.

EEMRLEBEEEAR  2RTEFAREY , fULERFHEAEBEFEFELAR, EERA
Amazon Inspector B , Amazon Inspector @ AR EFEVREEREAE,

(® Note

MREEHAMBREIREF , Amazon Inspector [RIFEEFER A€ , MEBRATES AN, MRFE
EEER , BESL E  REBREHRKE,

AT LAMEA IAM £33 4 AWS CLI, 3 AWS API SR
BRAWSServiceRoleForAmazonInspector2 [RIGEE A E, WMEFME
M) PHRBREEEEAE.

illll

, B2 (IAM EAEE

Amazon Inspector R BN FHEWREEL AT

Amazon Inspector BEREBREXNRBEEAE S WREEEA
fBAWSServiceRoleForAmazonInspector2Agentless, It SLR 725 Amazon Inspector
FEERIWRS P E Y Amazon EBS BMIREIRR | ARRZMRBEFIER. LRBEELEE
ffagentless.inspector2.amazonaws.comfRIEEEZEAE,

ERARKEERAG 343


https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role

Amazon Inspector EREER

/A Important

It IR FE S A & R BRR R AT IE Amazon Inspector ¥ & H InspectorEc2ExclusiontZ
BRBHEPHRNEM EC2 HTEBATEABRENRE, A, EARMEN KMS 88
B InspectorEc2ExclusioniZE&HEF , BRI &B5 L Amazon Inspector &k B FEXINZE B
BHl, MEFMEF , FFSBH% Amazon Inspector B PR BT ERE,

25 NABKNHFIHEAnazonInspector2AgentlessServiceRolePolicy /i Amazon
Inspector #4T4ER , Bl :

- {#£/H Amazon Elastic Compute Cloud (Amazon EC2) Bi{EZ2R#EEN EC2 #1TEEE., MR ERRERAIAE
B&EHA.
« f£ Amazon EC2 ERRBERZERRR , MEFEAInspectorScanEHEWEITR I,

« f£/ Amazon EC2 HREREIMEE MR, M InspectorScanEHE 5| EELME | REMBRE
£ A InspectorScaniRERE 5| #IFCH Amazon EBS Bk EHRE,

« f£/ Amazon EBS B){EREREEZER InspectorScanZk 5| EHREBHEEVE o
« fEFZE AWS KMS BREERMBZAFER AWSKMS BEE S ELRINZNIRE, ERRMBIREHN

KMS &880 L2 , Amazon Inspector T Z R B InspectorEc2Exclusion,
BAEREA TSI BEREE.

JSON

{
"Version":"2012-10-17",

"Statement": [

{

"Sid": "Instanceldentification”,
"Effect": "Allow",

"Action": [

"ec2:DescribelInstances",
"ec2:DescribeVolumes",
"ec2:DescribeSnapshots"

1,

"Resource": "*"

3,

FEREXEZAR 344



Amazon Inspector

ERAEER

{
"Sid": "GetSnapshotData",
"Effect": "Allow",
"Action": [
"ebs:ListSnapshotBlocks",
"ebs:GetSnapshotBlock"
1,
"Resource": "arn:aws:ec2:*:*:snapshot/*",
"Condition": {
"StringlLike": {

"aws:ResourceTag/InspectoxrScan': "*"
}
}
}I
{
"Sid": "CreateSnapshotsAnyInstanceOxVolume",
"Effect": "Allow",
"Action": "ec2:CreateSnapshots",

"Resource": [
"arn:aws:ec2:*:*:instance/*",
"arn:aws:ec2:*:*:volume/*"

]
},
{
"Sid": "DenyCreateSnapshotsOnExcludedInstances",
"Effect": "Deny",
"Action": "ec2:CreateSnapshots”,
"Resource": "arn:aws:ec2:*:*:instance/*",

"Condition": {
"StringEquals": {
"ec2:ResourceTag/InspectorEc2Exclusion’: "true"
}
}
}I
{
"Sid": "CreateSnapshotsOnAnySnapshotOnlyWithTag",
"Effect": "Allow",
"Action": "ec2:CreateSnapshots",
"Resource": "arn:aws:ec2:*:*:snapshot/*",
"Condition": {
"Null": {
"aws:TagKeys": "false"
},
"ForAllValues:StringEquals": {

ERARKEERAG
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"aws:TagKeys": "InspectorScan"
}
}
}I
{
"Sid": "CreateOnlyInspectorScanTagOnlyUsingCreateSnapshots",
"Effect": "Allow",
"Action": "ec2:CreateTags",
"Resource": "arn:aws:ec2:*:*:snapshot/*",
"Condition": {
"StringLike": {
"ec2:CreateAction": "CreateSnapshots"
},
"Null": {
"aws:TagKeys": "false"
}I
"ForAllValues:StringEquals": {
"aws:TagKeys": "InspectorScan"
}
}
},
{
"Sid": "DeleteOnlySnapshotsTaggedFoxrScanning",
"Effect": "Allow",
"Action": "ec2:DeleteSnapshot",
"Resource": "arn:aws:ec2:*:*:snapshot/*",
"Condition": {
"StringlLike": {
"ec2:ResourceTag/InspectoxrScan': "*"
}
}
}I
{
"Sid": "DenyKmsDecryptForExcludedKeys",
"Effect": "Deny",
"Action": "kms:Decrypt",
"Resource": "arn:aws:kms:*:*:key/*",
"Condition": {
"StringEquals": {
"aws :ResourceTag/InspectorEc2Exclusion": "true"
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"Sid": "DecxryptSnapshotBlocksVolContext",
"Effect": "Allow",
"Action": "kms:Decrypt",
"Resource": "arn:aws:kms:*:*:key/*",
"Condition": {
"StringEquals": {
"aws :ResourceAccount": "${aws:PrincipalAccount}"
}I
"StringLike": {
"kms:ViaService": "ec2.*.amazonaws.com",
"kms:EncryptionContext:aws:ebs:id": "vol-*"
}
}
}I

{
"Sid": "DecxryptSnapshotBlocksSnapContext",

"Effect": "Allow",
"Action": "kms:Decrypt",
"Resource": "arn:aws:kms:*:*:key/*",
"Condition": {
"StringEquals": {
"aws :ResourceAccount": "${aws:PrincipalAccount}"
},
"StringlLike": {
"kms:ViaService": "ec2.*.amazonaws.com",
"kms:EncryptionContext:aws:ebs:id": "snap-*"
}
}
},
{

"Sid": "DescribeKeysForEbsOperations",
"Effect": "Allow",
"Action": "kms:DescribeKey",
"Resource": "arn:aws:kms:*:*:key/*",
"Condition": {
"StringEquals": {
"aws :ResourceAccount": "${aws:PrincipalAccount}"
}I
"StringLike": {
"kms:ViaService": "ec2.*.amazonaws.com"

ERARKEERAG
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"Sid": "ListKeyResourceTags",
"Effect": "Allow",

"Action": "kms:ListResourceTags",
"Resource": "arn:aws:kms:*:*:key/*"

AREARERARARIRBEERAE

BAEEFHEIRFEZEAE  EFBEAWS EEXEA. AWS CLIEK AWS API R EUHE Amazon
Inspector B , Amazon Inspector @ B2 Y RIEEEHE,

mEECEEARENRBEESA®

Amazon Inspector & #mEBAWSServiceRoleForAmazonInspector2AgentlessiRIGELR A
B, BEURBERACGZE K LEIBFAENER A RASEERIEESZAC, AWM, BZAFEH
IAM RiGEABHER, MBEFHEA , F2H (AM FAEER) PRGRERKEEZ/AE,

MEEAEEXRENREEEAE

EETBEATERKTERACHIERERE  RAZBEMRXAC, LXK, BRRBEREDHE
RREENRERAER,
/A Important

= EMIBRAWSServiceRoleForAmazonInspector2Agentless & | A ETE o] if F EA
BERXBENAMEEREH  BREHEEXREAUREERXAHER,

£/ IAM FERBREEESSE

R IAM 325 AWS CLI, =% AWS API & ffllBR AWSServiceRoleForAmazoninspector2Agentless
R EFEAR, MEFHENR K F2E (AM FAEER) PWRIREBEZEAE,

¥t Amazon Inspector & 7 MFEBUE TSR B

FEA LT EFARIBBIEZL B AE E#E A Amazon Inspector 1 IAM B AT AEIB S & B RGRE,
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Amazon Inspector (&SR
&

- REMEE Amazon Inspector R ITENE

« RAEBEHIT iam:PassRole HiZE

- BEREAFF UANAE AWS 1RF FEEM Amazon Inspector EJR

K EMEIE Amazon Inspector F#ITENE
MRBWEIER , FHEREREANTEE , CHNBERSLEERH , AFFEHTEE,

TH&EHIsEER G Emateojackson IAM EAEERAERAEZEARE —BERE my-example-widget
BRFFHENR , BAMEER inspector2:GetWidget FFAIRFE4E,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
inspector2:GetWidget on resource: my-example-widget

HEHRBERT , BAFEH mateojackson EAFENEHXK , £FFERM inspector2:GetWidget BIETE
B my-example-widget &R

MREBEEWHE , BREEN AWS EEE, FHNEEESREHEENEXERE.
AR EBFH 1T iam:PassRole RIS HE

MREWEITEER , EHEEEHIT iam: PassRole®E , BHNBEMLEERH , UAFESACEER
Amazon Inspector,

BE AWS B IRESREACEEGERE A MARBUFNEBEXACIRBEEAER, NFEH
THER B ARERACEEEZRBIFT .

EEA K IAMmarymajor EAEEHEEAEE ST Amazon Inspector FEITEIER: , R4+ THIE
filgEER. BER , BB RBEEHMBEEACE T T, Mary REKAGERGREHFTT.

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEERBRT , Mary WBURABEEH , AT iam: PassRole Bk,

MRIEERMB , BRIEEN AWS EER, BNEESRMENBEERRE.
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BEEAF MINW AR AWS tRF FEFER Amazon Inspector EilR

BAHEY —Efe  BHMIRFHINERAEINEEBABNABTRENER, BUUIEEE R
LEFYHDERAR, HHTEERERNBERIFIUZHIEE (ACL) MR , &R LUE R ARL
RRET AEFRENE RN,

WMFE-FTH K F2EUTRE

- HE T # Amazon Inspector BB X EELINEE , 55828 Amazon Inspector #1{AEE IAM LA,
- BE TR AWS IRF EEHEN ERCBRMEEIE , F28 (AM £AEER) THELSE
B AWSIRE % —1@ IAM £ & PR EFEE.

- BETROMEERNEFIERMEE=S AWSIRF | 28 (AM EAEER) TR FEER
HIsE =5 AWS IRF #H,

- METHNMEBKS S 2 RUFIE , F268 (AM £RERER) PHBEFIRREAGENTE
TEIRENERE BMSE D).

- METHERAAGNEREBRETEIRFFINCENEZR , F2H (AM £REER) P IAM
Y ES IR 5 IR L

EZ$ Amazon Inspector

ES 1R R4 Amazon Inspector FMEfth AWS R R AM, IEMEMNMENEEILS. AWS 21t
T BRES#E Amazon Inspector, $RE&EEZAMREE , WEHREEBERSEELREE

- Amazon EventBridge & — AWS k% , FASHSEAEA M EEE —E L FEERRMEE
AERNSHESHEEARER. EventBridge AJ#tEARER. Software-as-a-Service(SaaS) FEATE
X AWS FRFFEFRRIEMEFER BR , M B TUERE REPRENEH Y EEEHEEHE
3B,

« AWS CloudTrail 2—%& AWS fR#§ , TTHIEL API UL A B HRAREN ZHHOHEBEES AWS
#RS. CloudTrail 24 BRI EIEIEERN Amazon S3 FEZETEE | UL AT LER B M H
FEFRF AWS, EITFEILARIE IP b , SAR LAY ERRR,

5 [ 528% Amazon Inspector API A4 AWS CloudTrail

Amazon Inspector & &2 RIEE S AWS CloudTrail , tRIEIES IAM FEHEH L EE Amazon
Inspector AWS BRISH ERERAY Eh4E5C 4% , 5 » CloudTrail €#% Amazon Inspector BIFTAE API FEAL#EER
AEH, FEEMM/EFERE Amazon Inspector TR AWML | LUK ¥ Amazon Inspector API R 4E
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RN, wREEIHER , B LU CloudTrail E4FER 2 Amazon S3 #FAT# , B8 Amazon
Inspector BWEH., BMEZRREREER , KA TLUEB CloudTrail EEAEFHNEMHE L CHERB RIS
#. £ CloudTrail WWEREER , & LAHIE -

« [ Amazon Inspector 2 HHFER,
- RHFERW IP thit,

- RHEHERMWAER,

- RHBRNE™E,

ZEEHE L5 TH CloudTrail , 5528 TAWS CloudTrail fEA&EIERE

CloudTrail ##J Amazon Inspector EEA

EEEMNIRE AWS IRF B | 889 2R CloudTrailo & Amazon Inspector R34 5EBE | ZEF
SHEHRIEEPWEM AWS BRI E4 —RE5EHE CloudTrall EHH., BALE FRE. SR
THRIENEYS AWSIRF, NEFHENR , F52E8 "FH CloudTraill SHESEHBIEEH. -

MEFEE FHEH AWS tRF |, 2% Amazon Inspector W4 | BRIV BM ., FREESE
CloudTrail # AFFERR I E Amazon S3 RFETE. #kFEER , EREEEEAEPEEHRE  XEHRS
ERZEMEN AWS BiF, ZEMESFHRE AWS FEIEFFIEERBNEHR , IS AFERILFEE
IEEM Amazon S3 RAFETEE. AN, BABEREHAM AWS BRIE RE — DD FEE CloudTrail BEE
PIRENSHER., MEFMEEN , FS2ETHIEE

- BYVBRHEIE

« CloudTrail BN REMNES

 EXJE CloudTrail #§ Amazon SNS J&Al
- RZEIRFEUW CloudTrail HFEER
- RZEEFHEW CloudTrail AFER

CloudTrail €%2#kFfE Amazon Inspector E1fE, Amazon Inspector A LA 1T HI P A BN E & & 5 8%
£ Amazon Inspector APl 2ZE /1, il , ¥ CreateFindingsReport, ListCoverage A&
UpdateOrganizationConfiguration Ej{EZ HAYFFAYETE CloudTrail HEFERPELIER,

B-EEMIARERFE TS ELFRENENA. FoERATHEHE THIEE
- BEEMERARERAEDS IAM FAEREREZER.
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EAEAACRBME S FEAENERRETAERREER.
- ZEREEHSE —E AWS RERBEREL

WMESHMER , 5528 CloudTrail userldentity JTT#,

T & Amazon Inspector BE1EXRIEH

EMR—BHERE  EESHUAFERNEXRMNIEEIEEN Amazon S3 #EFETE. CloudTraill BF
EREE—ExZEBFEH. EHARKRREEMARENE—FR. EHITEFRNWEE. BENBH
MESE., BERSEBEMHEEEN. CloudTrail BFEEILIEMKLNE API LAY HEEBBEHEEF , HLLFEUE
ARENEFHR,

CloudTrail 8 Amazon Inspector FH# &

Amazon Inspector Scan E.E2 CloudTrail &, FiE Amazon Inspector Scan AP| IR{EE SR HKAE
HEMH, WE Amazon Inspector 528 F| CloudTrail B9 Amazon Inspector Scan API IREBE | 55
B (Amazon Inspector APl 2% ) Ky Amazon Inspector Scan,

LT EHBERNERT ScanSbom Ei4EM CloudTrail BE5IER

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROA123456789EXAMPLE:akua_mansa",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/akua_mansa",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROA123456789EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"
I
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-10-17T15:22:597",
"mfaAuthenticated": "false"
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}
I
"eventTime": "2023-10-17T16:02:34Z2",
"eventSource": "gamma-inspector-scan.amazonaws.com'",
"eventName": "ScanSbom",
"awsRegion": "us-east-1",

"sourceIPAddress": "203.0.113.0",

"userAgent": "aws-sdk-java/2.20.162 Mac_0S_X/13.5.2 Open]DK_64-
Bit_Server_VM/17.0.8+7-LTS Java/17.0.8 vendor/Amazon.com_Inc. io/sync http/
UrlConnection cfg/retry-mode/legacy",

"requestParameters": {

"sbom": {
"specVersion": "1.5",
"metadata": {
"component": {

"name": "debian",
"type": "operating-system",
"version": "9"
}
I
"components": [
{
"name": "packageOne",
"purl": "pkg:deb/debian/packageOne@l.0.0?arch=x86_64&distro=9",
"type": "application"
}
1,

"bomFormat": "CycloneDX"

iy

"responseElements": null,

"requestID": "f@4la27f-f33e-4f70-b@9b-5fbc5927282a",
"eventID": "abc8dle4-d214-4f0@7-bc56-8a31lbebe36fe",
"readOnly": true,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",
"eventCategory": "Management"
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Amazon Inspector B & 1R 5

EETHEAWS R REERESREEER , F2RAWS R S5 88E R AR RFLRER
MERTE, MFE-MRER , F2EAWS S5 E,

WA LAER THEHE= A BIME AWS Artifact. INEFMEA |

:I:I'H

SZETEHIRE in AWS Artifact

ZBER BRNEREMT AWS IR BURRERNEZEY, ZARNERER , URERNEENER.
ZZU EFH H%:' ;E ﬁﬁ:'EIJ n¥#‘ﬂ1§ﬁﬂ AWS Hﬁﬁ% nﬁ £ Eﬁ AWS ﬁéj'ﬁ:o

Amazon Inspector F Ry 5E M

AWS 2HREBFIEEL AWS B 7 TRESARRER. AWS B B2 HEREEEREY
TRES  ELENEEIEEE SHXENEERENER. SETARS , STNRHREBEN
EARKMNENE ETAESHADAEBENIRRETE. TRESN TR, BEEHR
REcH , HRE-RSEERH LN BRERRIEES.

Amazon Inspector PR EB R EL £

Amazon Inspector 2 2 ER®E , T AWS £IKBRZLNRE. WFE AWS ZL R LAK 0 AWS
ﬁ%gﬁé ﬁﬁﬁljﬁnﬂ nﬁ £ ﬁAWS ijﬁuﬁﬁéo Hgﬁﬁﬁgﬁ Hﬁ;{éﬂ’]ﬁi Eiﬁﬂinxﬂ'ﬁﬂﬁ AWS }_
1B | F2B% £ AWS Well-Architected Framework Ry E 7 55 He R &

IEETLABE R AWS B4R/ APl FELY | BB 8 B8 17HL Amazon Inspector, A ZIRSBETETHIER

- Transport Layer Security (TLS)s BMFEE TLS 1.2 WEZEFEA TLS 1.3

- BEfeREEEFAFRPFS)WEBEM , Hlal DHE (Ephemeral Diffie-Hellman)=t ECDHE (Elliptic
Curve Ephemeral Diffie-Hellman), IRARHFE (M0 Java 7 HIEFHIRAR) KL EZEELER,

Amazon Inspector RIS 4B fE

Z4E AWSREHRN—R, W1 "EBixt2t, THAWS XESEEREFR , AWS BEREE AWS
BT IRIEWERERE, AWS th 8 EFE Amazon Inspector FR#SH#H BBV (=4 B FE,

BRAWS BF  LEHABREEHERE AWS BN LeM, ERTETURFREZEFENLZSME ,
BEEFRNAE AWS TEMIEE, EURTELAERTERAFNESAERIE RS,
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FEREVAESE AWS 2T 2EARXEEENZLEE AU UENTEENREZ. ARE
HEER—EEMNEE K FRETIER, ME— T TREHEHENEE , URENBZNMEER
WATEE : AWS 2 EHEEIER. AWS ZL2HREEBNAWS EinEAEE . 228X,

{5 F 4\ 9% B 7 B Amazon Inspector (AWS PrivateLink

BRI LAER £ VPC 1 Amazon Inspector 2 B AWS PrivateLink M FAEER, S LU&E VPC F
— B 1FH Amazon Inspector , EEF AR EE, NAT 2£E&. VPN E#5 Direct Connect &
. VPC FHHITEBAREELNE IP i#tbit Bl A £EL Amazon Inspector.

BAI LA L B AWS PrivateLinkiZ2 i X BN N HRERBILAEER. RASELANTARBRAN
BREFRPELIGHERNEH, EELEFREEENHERNE , A BN A Amazon Inspector Z
TRENE AR,

WMEFMESR , F2H ( AWS PrivateLink 18F) FHAWS fR# #EiB FEL AWS PrivateLink o

Amazon Inspector FJZ EE1H

X E Amazon Inspector BT Him B2 81 , 758 BJ AWS PrivateLink IElHHNEESE,

Amazon Inspector X EiEiB 1 HimHFEWETE API B,

Amazon Inspector X VPC inBBER, RIFRFERR , AFFEB N Him 3 TEFE Amazon
Inspector, & , BULELZ LB HERBMEBNERIEH , LUBBN EiKEEFIRE Amazon
Inspector BYRE .

#37 Amazon Inspector Y\ H i 24

BT LAE R Amazon VPC £# A () & Amazon Inspector 23/ Hi%EAWS CLI, AWS Command
Line Interface INEFMENR , F5SH (AWS PrivateLink /) FH "B N EmE . -

B8 % Amazon Inspector BV M HixEE , BFEATIHHP—ERBEERE

com.amazonaws.region.inspector?2

com.amazonaws.region.inspector-scan

LUE A B9 AWS B35 2N BER £ AWS B,

AWS PrivateLink 355


https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/welcome.html
https://aws.amazon.com/architecture/security-identity-compliance/?cards-all.sort-by=item.additionalFields.sortDate&cards-all.sort-order=desc
https://d1.awsstatic.com/whitepapers/AWS_CAF_Security_Perspective.pdf
https://docs.aws.amazon.com/vpc/latest/privatelink/privatelink-access-aws-services.html
https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html#considerations-interface-endpoints
https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html#create-interface-endpoint-aws

Amazon Inspector
MREHBNEHHMATE DNS |, B AEAETERRMEE DNS H#E Amazon Inspector 12
HH API 5535k |, fl0 |, service-name.us-east-1.amazonaws.com Z{service-name.us-
east-1.api.aws.comEBRI (#HFEmIIE ),

ERAEER

356



Amazon Inspector EREER
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Amazon Inspector EEH ftt AWS FRIEE S, ELARME A LA Amazon Inspector FEERE R , L& AL
FEATENARNBREEZTE., BETIESERNE—F TH#H,

FEE £/ Amazon Inspector AWS Organizations

AWS Organizations AJ BB R EFERIRE AWS . EHLUERA AWS Organizations BUR 2K B B A
MEB BB+ ZERSE Amazon Inspector,

Amazon Inspector #B#8 B K o] B I&

- EEFEEBPERRA Amazon Inspector #F#HEFERE (EC2, ECR, Lambda, BXIB/HETE )
- BE#% Amazon Inspector BUAEREMABBHFIRSE

- BEBENVARFHT - BNEHERESEE

- B BERFERASENRHE

ABBREHEREEMA  MERNEESREHFEHERBRENES ., NEEBRAEABBRNM
HEREEENRERFHTUEBNER , F2E F£H £ Amazon Inspector P EE ZEIEFE AWS
Organizations, TR I Amazon Inspector BURHIFEMERER , 552 B Amazon Inspector BIER AWS
Organizations B XX #

#& Amazon Inspector &2 Amazon ECR &

Amazon Elastic Container Registry (Amazon ECR) R X B A EEEMN AWSZ E RSB & &
. Amazon ECR A B R HEUS TAMNTERNEEEER[MEB, BALEA Amazon
Inspector i Amazon ECR R FEFHARME , SRIZHNENEERREHNEXRFES

., WMEFEFMER , 52 Amazon Inspector B Amazon Elastic Container Registry (Amazon ECR)

A
Ho

Amazon Inspector B2 B & AWS Security Hub CSPM

AWS Security Hub CSPM 12t L2 RENTERIE , AWS X iFBERBLELEEREIR
# , BAK Security Hub CSPM &t AWS tRF. BRENZBEERRELRLERNREER, BALUE
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Inspector A A& R BE/FE X ZE Security Hub CSPM , T Security Hub CSPM AI LA #TiE LE R REE B8
ERZEAREN —Zp2
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BREBERENARE,

Security Hub CSPM & & ¥ AWS Security Finding Format (ASFF) FHIBBEEE, KRN EEFHEE
A, M —EBIRF, BEMER, THENER. BHEIES. TEREBRENARBZER.
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Amazon Inspector Code Security BN ZLFAERRETEARRES, T8 , BN E
Amazon Inspector £ & #iFEIB Amazon Inspector AP| FEUE 4G ER BB E,

&

« £ & Amazon Inspector FAEHE R AWS Security Hub CSPM
« BRI #ERE Amazon Inspector 2 Security Hub CSPM BV &

o ERHEBBER Security Hub CSPM BtF Amazon Inspector

- RESEARETENRE

« 7£ Security Hub CSPM #4242 Amazon Inspector {1 &£ 2%l

£ 843 Amazon Inspector FEHE R AWS Security Hub CSPM

&7 LATE Security Hub CSPM ##2 48 Amazon Inspector Classic #1 Amazon Inspector &R R,

@ Note

= EEEFE Amazon Inspector FAERE R , 384% "aws/inspector/ProductVersion":
"2 ETIE B ERRRMA S, ERBRIRHEER Security Hub CSPM &R ARBEBR Amazon Inspector
Classic AE# R,

B Amazon Inspector Y 585 & &1 4

"SchemaVersion": "2018-10-08",
"Id": "arn:aws:inspector2:us-east-1:123456789012:finding/FINDING_ID",

"ProductArn": "arn:aws:securityhub:us-east-1::product/aws/inspector",
"ProductName": "Inspector",
"CompanyName": "Amazon",
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"Region": "us-east-1",
"GeneratorId": "AWSInspector",
"AwsAccountId": "123456789012",
"Types": [

"Software and Configuration Checks/Vulnerabilities/CVE"
1,
"FirstObservedAt": "2023-01-31T20:25:38Z7",
"LastObservedAt": "2023-05-04T18:18:43Z",
"CreatedAt": "2023-01-31T20:25:38Z2",
"UpdatedAt": "2023-05-04T18:18:43Z",
"Severity": {

"Label": "HIGH",

"Normalized": 70

I
"Title": "CVE-2022-34918 - kernel",
"Description": "An issue was discovered in the Linux kernel through 5.18.9. A type

confusion bug in nft_set_elem_init (leading to a buffer overflow) could be used by a
local attacker to escalate privileges, a different vulnerability than CVE-2022-32250.
(The attacker can obtain root access, but must start with an unprivileged user
namespace to obtain CAP_NET_ADMIN access.) This can be fixed in nft_setelem_parse_data
in net/netfilter/nf_tables_api.c.",
"Remediation": {
"Recommendation": {

"Text": "Remediation is available. Please refer to the Fixed version in the
vulnerability details section above. For detailed remediation guidance for each of the
affected packages, refer to the vulnerabilities section of the detailed finding JSON."

}

iy
"ProductFields": {

"aws/inspector/FindingStatus": "ACTIVE",

"aws/inspector/inspectorScore": "7.8",

"aws/inspector/resources/1/resourceDetails/awsEc2InstanceDetails/platform":
"AMAZON_LINUX_2",

"aws/inspector/ProductVersion": "2",
"aws/inspector/instanceld": "i-0f1ed287081bdfofb",
"aws/securityhub/FindingId": "arn:aws:securityhub:us-east-1::product/aws/inspector/
arn:aws:inspector2:us-east-1:123456789012:finding/FINDING_ID",
"aws/securityhub/ProductName": "Inspector",
"aws/securityhub/CompanyName": "Amazon"
I
"Resources": [
{

"Type": "AwsEc2Instance",
"Id": "arn:aws:ec2:us-east-1:123456789012:i-0f1ed287081bdfofb",
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aws",
"us-east-1",

"Partition":
"Region":
"Tags": {
"Patch Group": "SSM",
"Name": "High-SEv-Test"
I
"Details": {
"AwsEc2Instance": {
"Type": "t2.micro",
"ImageId": "ami-@cff7528ff583bf9a",
"IpV4Addresses": [
""52.87.229.97",
"172.31.57.162"
1,
"KeyName": "ACloudGuru",
"IamInstanceProfileArn":
AmazonSSMRoleForInstancesQuickSetup",
"VpcId": "vpc-a@c2d7c7",
"SubnetId": "subnet-9c934cbl",
"LaunchedAt": "2022-07-26T21:49:46Z"

"arn:aws:iam

}
1,
"WorkflowState":
"Workflow": {
"Status": "NEW"
I
"RecordState": "ACTIVE",
"Vulnerabilities": [

{

IINEWII ,

"Id": "CVE-2022-34918",
"VulnerablePackages": [
{
"Name": "kernel",
"Version": "5.10.118",
"Epoch": "@",
"Release": "111.515.amzn2",
"Architecture": "X86_64",
"PackageManager": "0S",
"0:5.10.130-118.517
"Remediation": "yum update kernel"
}
1,

"FixedInVersion":

::123456789012:instance-profile/

.amzn2",
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"Cvss": [
{
"Version": "2.0",
"BaseScore": 7.2,
"BaseVector": "AV:L/AC:L/Au:N/C:C/I:C/A:C",
"Source": "NVD"

"Version": "3.1",

"BaseScore": 7.8,

"BaseVector": "CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H",
"Source": "NVD"

"Version": "3.1",
"BaseScore": 7.8,
"BaseVector": "CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H",
"Source": "NVD",
"Adjustments": []
}
1,
"Vendor": {
"Name": "NVD",
"Url": "https://nvd.nist.gov/vuln/detail/CVE-2022-34918",
"VendorSeverity": "HIGH",
"VendorCreatedAt": "2022-07-04T21:15:00Z",
"VendorUpdatedAt": "2022-10-26T17:05:00Z"
I
"ReferenceUrls": [
"https://git.kernel.org/pub/scm/linux/kernel/git/netdev/net.git/commit/?
id=7e6bclf6cabcd30aba®b11219d8e0@1b952eachb6",
"https://lore.kernel.org/netfilter-devel/cd9428b6-7ffb-dd22-d949-
d86f4869f452@randorisec. fxr/T/",
"https://www.debian.org/security/2022/dsa-5191"
1,
"FixAvailable": "YES"
}
1,
"FindingProviderFields": {
"Severity": {
"Label": "HIGH"
I
"Types": [
"Software and Configuration Checks/Vulnerabilities/CVE"
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]
1,
"ProcessedAt": "2023-05-05T20:28:38.8227"

}

R FE&E Amazon Inspector 2 Security Hub CSPM & &

& T LUEB A Security Hub CSPM AWS Security Hub CSPM REX A E2 B9 Amazon Inspector
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F8 Security Hub CSPM 2% , AWS Security Hub CSPM & B B/ B E2 &9 Amazon Inspector &
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® Note
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Windows Server 2025 1.0.0

S ERNEZ RS - Amazon Inspector Scan API
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Alpine Linux 3.21
Alpine Linux 3.22
Alpine Linux 3.23
Amazon Linux 2
Amazon Linux 2023
Bottlerocket -
BusyBox 1.36.0+
Chainguard -
Debian 11
Debian 12
Debian 13
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Alpine Linux (Alpine) 3.8 2020 F5 A1 H
Alpine Linux (Alpine) 3.9 202011 A 1 H
Alpine Linux (Alpine) 3.10 2021 £ 5H1H
Alpine Linux (Alpine) 3.1 2021 11 A1H
Alpine Linux (Alpine) 3.12 20225 H1H
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Alpine Linux (Alpine) 3.19 2025 F 11 A1 H
Amazon Linux (AL1) 2012 2021 £12 A 31 B
CentOS Linux (CentOS) 7 2024 % 6 B 30 A
CentOS Linux (CentOS) 8 2021 £12 A 31 B
Debian Server (Jessie) 8 2020 £ 6 A 30 H
Debian Server ( Btk ) 9 2022 6 A 30 H
Debian Server (Buster) 10 2024 £6 A 30 H
Fedora 33 2021 %11 A 30 H
Fedora 34 2022 6 A7H
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39
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15.2
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BFE
2022 £ 12 A 13 H
2023 5 A 16 A
2023 %€ 12 A 15 H
2024 £5 A 21 A
2024 %11 A 26 H
2025 F 5 A 13 A
2025 %€ 11 A 19 H
2021 €12 A1 H
2022 €12 A1 R
2023 12 A7 H
2024 £ 12 A 31 H
20213 A1H
2024 £ 12 A 31 H
2021 €12 A2 H
2024 F3 A 1R
2020 £ 6 A 30 A
2024 £ 6 A 30 A

2016 £ 6 A 30 H

2017 5 A 31 H
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2018 3 A 31 H

2019 %6 A 30 H

2020 £ 6 A 30 H

2024 £10 A 31 H

2019 % 12 A 31 H

20211 H31H

2021 £12 A 31 H

2022 £12 A 31 H

202312 A 31 H

2024 £12 A 31 H

2025 12 A 31 H

2017 54 A 28 H
2024 ¥4 A1H

20217 H22H
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Amazon EC2 #

BFE

2022 %1 A 20 A
2022 €7 A 31 H
2023 F 7 A 20 A
2024 €1 A 25 A
2024 €7 A 11 A
2025 7 A 10 A
2026 £1 A 15 A
2023 %10 A 10 H

2023 £ 10 A 10 H

EAEENRHE

£ &4 Amazon Inspector BRI E T SIREXRFTES. Amazon EC2 IFEFMEF , FSRERE

BEEH.

(® Note

Amazon Inspector T &1 Gofl FH T EHERERust. AREBEEAEANEXRIESHE

FeMmA g5 AL,

e C#t
« Go
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» JavaScript
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« PHP
+ Python
* Ruby
* Rust

TENERIRETES  Amazon EC2 RE®RZE

£ Amazon Inspector B Bl X B T HIREXFRFTEES. Amazon EC2 IIFEFMEN |
Amazon EC2 #{TE# K Amazon Inspector JRE B & Amazon EC2,

ﬁn'h

FE2E Linux #

- Java (.ear, .jar, .par #l .war HEHEX )
» JavaScript
+ Python

Amazon Inspector £ Systems Manager Distributor SpE /A HE , LURARE Amazon EC2 #1T
B,

® Note
Bottlerocket (E ¥ RAEA X ERERE,

EEHITRERERM , Systems Manager Distributor 1 Amazon Inspector %783 & Amazon
EC2 {TERIEEX KK, MEHRI Systems Manager Distributor F X BHNEELRHKNENR , T2
Systems Manager A EERPHNZENEHFENEE,

ENENRERETEES  Amazon ECR &1
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RAE 5| AELRIE. BRAEEMAChainguardf2= EPythonfI AT ER , Amazon Inspector &
PWEEHBEN TS MEE , WSHERERERZR 2.
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S EMNH TR : Amazon Inspector Lambda EXiz 3

Amazon Inspector Lambda R #H B sl X E T HIEHE Lambda KB REBEEE=ZFURBEHTHR
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* Node.js
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* Python
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¢ Custom runtimes

ruby2.7
ruby3.2
ruby3.3

« AL2

« AL2023

FENFITER : Amazon Inspector Lambda ZX%Z
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mREZEA |RFEH Amazon Inspector , BISEAXIKRFHAMEREZE, A, RESMBERIERSHFT
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®.

® Note
— B {ZH Amazon Inspector , A EBEXRBER. T8 , BULIREREHEA Amazon
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RIBRFEE  FERBTIEE:
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- MREVIRFRZIRFREPWHERS , RIES A Amazon Inspector, &2 7BBif#&AE % HY Z T
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- MREREBNEREESR  BXEAEBUEMERERFWEIR , 88/ A Amazon Inspector,

- MERIRFH Amazon Inspector B ZH AWS Organizations BUREE |, BIEEX1ER Amazon
Inspector XA API FRBERZEREEE, EZEFH Amazon Inspector FHER | BH4E
BB BR |, LAEIB AWS Organizations A% API BBEERAEM. & LUER Amazon
Inspector A API ERAFHABBREENBIHEE,
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4, BEEFARES.
5. HBRWRRTR , BEXFARTBAER , RREZEARES.
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API
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