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Post-incident analysis
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improve customer experience.
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B, EZEENRR. AENBRSHE AWS IREMNEE, T8 , OpsCenter T2 &0 ERBFET R
HIhEE,

EME AWS RENTEZEEAEEEMEE, Incident Manager EAEE, BFREHINSHLEEM
F%&t , ™ OpsCenter AMEMAE B EEZHNIRETHEFNITEER,

TR Incident Manager 1 OpsCenter 2 B EIhAE, FEHAILEEBHRE OpsCenter EBE RS
R EEEK,
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https://docs.aws.amazon.com/systems-manager/latest/userguide/OpsCenter.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/OpsCenter-setting-up-cross-account.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/OpsCenter-setting-up-cross-account.html
https://aws.amazon.com/systems-manager/pricing/
https://aws.amazon.com/systems-manager/pricing/

Incident Manager

ERAEER

BHEUhRE

FERR

i IEESY]

Chat-Ops &

Runbook HE1t

AWS Systems Manager
Incident Manager

AR, KEHRNSHEEM

EREARZEEMSH ; Z2F
B RIEHE ; EXRHEHE

=-REZEVNOEESH

= - REBFETHENRTR
= - BHELEHeE

7= - Slack, Microsoft
Teams. Amazon Chime

= - BBE R E B BT

AWS Systems Manager
OpsCenter

Day-to-day#®R{ET{ETH R BEE
ZLIRE ; WEERK ; RN
& ; EEARREEA ; ARAERE

& -BEE=HEL
(PagerDuty, Service
Now, Jira)

& - TR
% -BEFHEH

BR-FEFHES

= - FE#IIT Systems
Manager Automation Runbook

BikFEE = - BRFEHHA = - BEFAMESIRS Opsltem
=§:
EBRBIRIE

MREFHEM CloudWatch R EventBridge # BIEE Incident Manager & , RAIEEEHEL
7R# EventBridge # 8 , F#E82 OpsCenter B4, LA ERATHEF—ESLLBE :

=
4

£/ Runbook B E)iE#%

£/ Systems Manager Automation Runbook B E#§ CloudWatch & R# EventBridge # Al ¢
Incident Manager B# £ OpsCenter, A EZTIERD. ARENZETERENFMEIE, &
ANEZEEEBCERFHXE , IRBABUAREEBNRESR, NEZRLSRA , F2HE
the section called “fF A OpsCenter #J:E# Runbook”,
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https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation.html
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FHES

FEERXE CloudWatch B R H EventBridge R 8 , A& OpsCenter &, WEHERH , FSH
Systems Manager &P HIEEE CloudWatch B/RLAEE I Opsltems FME%E EventBridge BA
37 Opsltems,

HEER

+ AWS Systems Manager OpsCenter £ &5/
» the section called “[EH Incident Manager & #l”

» the section called “;&BR Incident Manager EJR"

£ OpsCenter BV % Runbook

AigraR Histep-by-stepiRfh , BEFEA EBLEBHITFM , & Amazon CloudWatch &R H
Amazon EventBridge R Bl AWS Systems Manager Incident Manager E# £ AWS Systems
Manager OpsCenter,

mE OpsCenter ThEERIBEER |, LUK 7 #% Incident Manager 1 OpsCenter 2B ZEE |, 2/ the
section called “B#E AWS Systems Manager OpsCenter”,

EBREE

EBEFFER Systems Manager Automation Runbook A4 3]EH# CloudWatch 2/~ EventBridge
# AIEE OpsCenter 6, WEFEZEUTTER -

. HPBEBIRME - ZPE CloudFormation HE& LLE 7B Runbook FIEMEIR.

« % CloudWatch ¥R H EventBridge # 8l - 11T B &)1t Runbook , #ZNEFRBRE
OpsCenter,

- ERER - BEMHMEREEEMEAM Incident Manager B,

® Note

Runbook X BE—tkFEFHHNERE., MREEEZEARFIARINER , ELAASEIRSE
EESEE D BHMITER.
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https://docs.aws.amazon.com/systems-manager/latest/userguide/OpsCenter-create-OpsItems-from-CloudWatch-Alarms.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/OpsCenter-automatically-create-OpsItems-2.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/OpsCenter-automatically-create-OpsItems-2.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/OpsCenter.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation.html
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SR 1 : & CloudFormation 14

#82 CloudFormation EEANLAE 7 Runbook FTER IAM A, Amazon S3 f#FETE R Amazon
SNS *8E,

PR IAM FFH]

& E 2 It CloudFormation #748 , FEE CloudFormation &R /E
(cloudformation:CreateStack, cloudformation:DescribeStacks), IAM AGERE
(iam:CreateRole, iam:AttachRolePolicy., ., iam:PassRole)iam:PutRolePolicy. Amazon
S3 EFErEET MR (s3:CreateBucket, s3:PutBucket*) 1 Amazon SNS EE#gE
(sns:CreateTopic, sns:Subscribe, ) #Y IAM & Asns:SetTopicAttributes.

W CloudFormation FF AT HY ST B FFMEFR , 52 CloudFormation  EHAEERE) #
B CloudFormation A%,

fEFH £ A28 CloudFormation 4%

1. TRAHEEEEAWS-IncidentManager-MigrationResources. yaml E4#) AWS-
IncidentManager-MigrationResources.zip &%=

£ https : //https://console.aws.amazon.com/cloudformation BiEX CloudFormation &,
BEEVHE,
£ Specify template (JEE &) R , i#EIE Upload a template file (LBEHAER),
BIEBEEER , REIBEAWS-IncidentManager-MigrationResources.yamlig%
BET—
EEEHEBHMEAERL  BATIRE .

- WBEE-WALE (HIW im-migration-infrastructure)

« ApprovalEmail - & A E FE A4 b ik UIEWROEEHA (27 RequireManualApproval Runbook £
BERES true B ) .

* IsPrimaryMigrationRegion - EiFiEtrueREREMBHBCIRFHINE—EESE , BTAIFEE
false

8. BET—F,

9. ¥ Configure stack options (X EHEEIE) HH , #IE Next (T —%),

10EMEEEL , BTSRRI CloudFormation AIEERFEA BT BBEIL IAM B,
MEBERX,

.\'.O’.U"PS*’!\’
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-iam-template.html
./samples/AWS-IncidentManager-MigrationResources.zip
./samples/AWS-IncidentManager-MigrationResources.zip
https://console.aws.amazon.com/cloudformation

Incident Manager EREEmR

CloudFormation @87~ CREATE_IN_PROGRESS ir&E, EMfEBFECREATE_COMPLETER: , MRES

ERo

® Note

MREEZEEEFE CloudWatch B/RE{ EventBridge R 8 , BELEHTEBNSEES

FE82 Itk CloudFormation # &,
HMAE AWS Organizations W Z IR FEHE , FFFEAM{E CloudFormation StackSets :

- X E StackSet - $F ¥ E @RS —@EEZA IsPrimaryMigrationRegion 5% 4 true
« JRE StackSet - & ¥ FTE H M [E 154 IsPrimaryMigrationRegion % E £ false

WERE |, 5828 CloudFormation ( fEA&EIER) F A CloudFormation StackSets,

£ 2 CloudFormation £i74< AWS CLI

HRERFHNE—EED , FEATIGS :

aws cloudformation create-stack \
--stack-name im-migration-infrastructure \
--template-body file://AWS-IncidentManager-MigrationResources.yaml \
--parameters ParameterKey=ApprovalEmail, ParameterValue=your-email@example.com \
ParameterKey=IsPrimaryMigrationRegion, ParameterValue=true \
--capabilities CAPABILITY_NAMED_IAM \
--region us-east-1

HAMBREPHEMES , # IsPrimaryMigrationRegioni&EA false :

aws cloudformation create-stack \
--stack-name im-migration-infrastructure \
--template-body file://AWS-IncidentManager-MigrationResources.yaml \
--parameters ParameterKey=ApprovalEmail, ParameterValue=your-email@example.com \
ParameterKey=IsPrimaryMigrationRegion,ParameterValue=false \
--capabilities CAPABILITY_NAMED_IAM \
--region us-west-2

ﬁ
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/what-is-cfnstacksets.html
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HERFHERNRE

aws cloudformation describe-stacks \
--stack-name im-migration-infrastructure \
--query 'Stacks[@].StackStatus' \
--output text

Z 365 {EME , CREATE_COMPLETEE#ET — AL B,
S ER 2 . & CloudWatch /R Hl EventBridge i 8l

£/ Systems Manager Automation Runbook #% CloudWatch /RH EventBridge #% 8l #£ Incident
Manager E# £ OpsCenter,

2% Runbook

« AWS-MigratelncidentManagerCloudWatchAlarms

» AWS-MigratelncidentManagerEventBridgeRules

WEEE L Runbook THEEMEFMIERA , BIEFMMNSERERE, MASEMNEA L |, 552 Runbook X
#,

Runbook K& #EH =X
REZE® Runbook #EEME B TI/EFRRE -

o BREFMAIXEIE - HREMEA Incident Manager B EETEIBERLERIFTE CloudWatch &R
EventBridge # Al , A% X 23 5 A] 38 E RV #EIX o

- FERE (EA) - ZEERERT , SERRRETEEEETER  XEF 24 DR
B¥, Amazon SNS BHIEEIXE CloudFormation SpE Hi B35 EM E FEB 4 ot Fﬁﬁ%ﬁﬂgﬁﬂéﬂ“
%% Amazon S3 , ¥ FHEBEBNEEEREEURFBHRE. ;"Ié_’r RequireManualApproval 3% & A
false , BN AT B&I1B Lt 25 BR

- fBRNER - MRFERAHERA true, BEFE , AREBSSEBERFEDE Amazon S3 L #1T
B, MRREA false , Bl EEEETHRONER,

BWASH
B Runbook BPEE T 5|S ¥ :
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https://console.aws.amazon.com/systems-manager/documents/AWS-MigrateIncidentManagerCloudWatchAlarms
https://console.aws.amazon.com/systems-manager/documents/AWS-MigrateIncidentManagerEventBridgeRules

Incident Manager EREEmR

AutomationAssumeRole ( HE )

CloudFormation ¥ &FFIM-Migration-Automation-Role & #J ARN,
ApproverArn ( %E)

A AR E M EBBH IAM A EAEN ARN,
S3BucketName ( HE )

CloudFormation #t B 7 ) Amazon S3 EZETEE .
SNSTopicArn ( %E)

CloudFormation # &3 Amazon SNS E£zEH ARN,
MaxNumberOfAlarmsToMigrate 2% MaxNumberOfRulesToMigrate ( #F )

EE-HTHFEEBNERHE LR, BRE :

1, 5, 10, 50, 100, 500, 5000, 10000, 25000, 50000, F&&% : 10000,
BatchSize (i&H )

BRALAHPERENEREE. ANE

25. 50, 100. 200, 250. 300. 350. 400. 450, 500, F83% : 100, Runbook BX#HITHRZ X
# 100 x BatchSize &R,

RequireManualApproval ( #H )
AME , ARERFIREFTECERZHTERE, BBA true (TEER ) B, BFUWE Amazon SNS
BREFH4 , HPISERBEEN Amazon S3NE , URERKAE, EEIEBUENEBLHTE
BEER, REA false i , BITFMEERENED 2R EBEE. BRE : true, false, FEER :

true.

EREREER

1. BARK https://console.aws.amazon.com/systems-manager Y Systems Manager £ &
2. EEBERKD , i#IF Automation (B B1L).

3. # £ Runbook & (AWS-MigrateIncidentManagerCloudWatchAlarms =% AWS-
MigrateIncidentManagerEventBridgeRules),

4. }#1Z Execute automation (#4T B &1t).
5. B A CloudFormation & H Y S B{E,

BB ZE AWS Systems Manager OpsCenter 17


https://console.aws.amazon.com/systems-manager

Incident Manager EREEmR
6. (1A ) false MREBRERBFHXKESR , 8% RequireManualApproval FZE S »
7. &2 Execute (H17)o

8. MR RequireManualApproval A true ( 8 % ) , FREEHTESTIRBEFRIEFHHE
H, EFBHIEEHBTEREERNREER, BB Amazon S3 REFIFEFHNEREE , A
BE24DMEAREFBHESSI IR ERZAE, EEIEVE. EBRRASEREREEET, R
RER false , EREERARBDEEET,

9. ERUITREBERRIN.

£/ E& AWS CLI

¥ 5 CloudWatch &7k :

aws ssm start-automation-execution \
--document-name "AWS-MigrateIncidentManagerCloudWatchAlarms" \
--parameters '{
"AutomationAssumeRole": ["arn:aws:iam::123456789012:r0le/IM-Migration-
Automation-Role"],
"ApproverArn": ["arn:aws:iam::123456789012:role/Admin"],
"S3BucketName": ["im-migration-logs-123456789012-us-east-1"],
"SNSTopicArn": ["arn:aws:sns:us-east-1:123456789012:Automation-IM-Migration-
Approvals"],
"RequireManualApproval": ["false"]
'\

--region us-east-1

# 77 EventBridge # 8l :

aws ssm start-automation-execution \
--document-name "AWS-MigrateIncidentManagerEventBridgeRules" \
--parameters '{
"AutomationAssumeRole": ["arn:aws:iam::123456789012:r0le/IM-Migration-
Automation-Role"],
"ApproverArn": ["arn:aws:iam::123456789012:role/Admin"],
"S3BucketName": ["im-migration-logs-123456789012-us-east-1"],
"SNSTopicArn": ["arn:aws:sns:us-east-1:123456789012:Automation-IM-Migration-
Approvals"],
"RequireManualApproval": ["false"]
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A

--region us-east-1

ZEMHRI Amazon S3 FEIRFEE -

# For CloudWatch alarms
aws s3 cp s3://im-migration-logs-123456789012-us-east-1/review/CloudWatch/
review_CW_alarms_to_migrate_123456789012_us-east-1.json ./

# For EventBridge rules
aws s3 cp s3://im-migration-logs-123456789012-us-east-1/review/EventBridge/
review_EB_rules_to_migrate_123456789012_us-east-1.json ./

R RequireManualApproval 524 true , BB ERFE , WIR—TETHHEANR BB LHITERE
AEEPHREERRZEER, MRREA false , ERSEROTEZBBEELET.

SR 3 BRENER
THEBR  FRNENERERERF

- EERARERIEN - RAEF—EEBEH CloudWatch B/R= EventBridge R 8 , AE4RFBE
Al
- HEFR Opsltem B - EBE R EH B , FEER Opsltem E7E OpsCenter P EEE L,

- BREBEMME - ME Opsltem P EBEBRBIRL Incident Manager #HEMNBEMBHR. (EHE
A CloudWatch 7R~ ) o

$ B 4 . BRR Incident Manager &R

FXZhE#% CloudWatch /R EventBridge Al Z#% , B LUREEBR Incident Manager EIR , A%
2 BB RTE .

MEMBRESE, CIEETE], BiEA. HITFMAMEM Incident Manager BERAVFFHAEREE |, 552 H th

i

\

)

section called “&BR Incident Manager EJR”,

fIBR CloudFormation 3t (2 )

&0 LAMIBR CloudFormation & | UIBRABBEILHN IAM A€, Amazon SNS M Amazon S3
RIEETE,
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ERAEER

/A Important

ERBRHEERZE X BESTAEMECEBERIEDHN Amazon S3 17T,
CloudFormation A MBR B W HH Amazon S3 REETE.

fIBR CloudFormation 3 &

aws cloudformation delete-stack --stack-name <your-stack-name>

EERM SR BB AR
CloudWatch Logs - E#BSE B &5 #E CloudWatch Logs :
+ CloudWatch 7R : /aws/ssm/incidentmanager/cwmigration

« EventBridge 18l : /aws/ssm/incidentmanager/ebmigration

Amazon S3 g0 #E# - FTEHEHESEER 2l fEfs £ Amazon S3 :

migration-logs-{AccountId}-{Region}/
### backups/

# ### CloudwWatch/

# # ### {AccountId}/

# # ### {Region}/

# # ### {AlarmName}_backup.json
#  ### EventBridge/

# ### {AccountId}/

# ### {Region}/

# ### {RuleName}_backup.json

### review/
### CloudWatch/
# ### review_CW_alarms_to_migrate_{AccountId}_{Region}.json
### EventBridge/
### review_EB_rules_to_migrate_{AccountId}_{Region}.json

HFREA .

BB ZE AWS Systems Manager OpsCenter
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« K&UKZE| Amazon SNS B4H ( & RequireManualApproval=true B ) - #Z Amazon SNS E£REFTH :

aws sns list-subscriptions-by-topic --topic-arn <sns-topic-arn>
- WOEB KXY - ME CloudWatch Logs UEEFMAVEERAL. , LUBERMIR KX NEH B B1L.

HEIREERF :
MREBEEEFRER .
« & Amazon S3 #EEUE® :

aws s3 sync s3://im-migration-logs-123456789012-us-east-1/backups/ ./backups/
- EFRER

# For CloudWatch alarms
aws cloudwatch put-metric-alarm --cli-input-json file://backups/
CloudWatch/123456789012/us-east-1/MyAlarm_backup.json

# For EventBridge rules
aws events put-targets --rule MyRule --targets file://backups/
EventBridge/123456789012/us-east-1/MyRule_backup. json

EREEE
B MREBCERERERE , SREMAERR ?

EMRRBRAE , BEMLEE 24 PRERE, SUUERAERNSEENRBEB BBIL.
B RALERHEBERE ?
% B SEEABLAEABRESENBBLATORER,
BEERSRIEE?

Eills
%  BBREERRERHE -
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Incident Manager (&SR
« ~100 A /RAl : 5-10 &
- ~1000 EE R~/ A : 30-60 7 &
« ~10000 fEZER/HRE : 2-4 /NEF

A : BB ZE OpsCenter R EREREM ?

ZER : 2, 7 CloudWatch B REBEHBE , @RKRE T Incident Manager Bl EFTEFEEBMPREN
BEMY K YEHYEZEEMN OpsCenter REMEBK. EFEAR EventBridge R 8l

R : #4T B Et Runbook BEZEEXNER?

.6, EBREHILATFMIASEEHTER. T8 , ERREMW OpsCenter AESELER, W
EFME |, 52 E Systems Manager Eﬁiﬁ%

HEER

« the section called “B#E AWS Systems Manager OpsCenter”
« AWS Systems Manager OpsCenter &5

- Systems Manager B &1t

- the section called “FE i Incident Manager &#}”

« the section called “/&BR Incident Manager EJ&"

B ZE Jira Service Management

Jira Service Management (JSM) 2 —& IT [RIEEE (ITSM) #RA R |, tiHBEKEBZEEE
B, B, EENHREINEFHFER , I/EFHBH, WX, RAPLMNIE, Jira Service
Management X Jira & AER , AEEEEBSHVER - #ERE T BRALER - ERER, BIE
BERNEY, BELE, EMEE,. REAH , ARBELIERRE. Jira Service Management @&
EHXEEhGE , SIMNBFETHRE., RE. TES4EE, 8EEENEA DevOps THERBRFTHE
EE% (PIR) At , FIABREK CI/ICD EEMBEBHLRBLFET/EE,

Jira Service Management B2 Amazon CloudWatch 1 Amazon EventBridge B4 , Al B &
CloudWatch B /R A ALARM ARAES, EventBridge RER BB MEHHNEMNEHE , BBREI Jira
Service Management AWS fg#§ B /R, 5%E CloudWatch Z/R# EventBridge B4 LB B I Jira
Service Management 87~ , JZRREZENIEERBE—FA AWS WERREE, Jira Service
Management ZE 2 ER , REEFZHAENERBEK , BEBZEEE (EFHBH. @A, EF. 17
EpERE ) BAEENAS,

BB ZE Jira Service Management 22


https://aws.amazon.com/systems-manager/pricing/
https://docs.aws.amazon.com/systems-manager/latest/userguide/OpsCenter.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation.html
https://www.atlassian.com/software/jira/service-management/features/itsm#incident-management

Incident Manager EREEmR

MREIFHH CloudWatch R F EventBridge R B 288 #-S AWS Systems Manager Incident
Manager , BEREEFELESLINA Jira Service Management, B Atlassian X2 ftH#§ Jira
Service Management 82 CloudWatch B4 , A& Jira Service Management B2 EventBridge B & #Y
AR

BRTY BEEBENIZEE S | Jira Service Management iZ 1Rt — R FIThEER BV EHEE |, HIAPEEH
B, AHRBERMNBBCRA, WEREELENFMERNR , TF LB T 5 Atlassian X4 :
- RERENBFEP

- BURKESWHE

- BUESWEGEK

- REEEMAE

- REBBEEE

- BREBHSAA

- REBAMNZZEL

- REEBLRE

- RENEESHAZERE

MEFEEMZE , FBEEN RN T FEER Atlassian SEERRUBISHEE

%II

o

B ZE ServiceNow

ServiceNow Incident Management & —&#&{r ITSM 1818 , EEEENPERERIEEMNRBEIEE ,
BIRSERTZERERIX, WME Incident Manager , ServiceNow Incident Management 12t & # L8
BEELRAERRE. BENHRITSEHS  YEFERLEXIEFNRAEZFREFEINEE.

ServiceNow Service Operations with Incident Management and Event Management #4882 Amazon
CloudWatch B4 , AJZE&7E CloudWatch BRI A ALARM AREERF B B2 T ServiceNow EH/E R
EH, §%E CloudWatch B/REAER Webhook B B2 ServiceNow EHZE AlOps E4EE |, AIZER
RIEDEFNIEEE—F A AWS WERRBIE,

MREFEFH CloudWatch BREEE BS AWS Systems Manager Incident Manager , R E#iE
S | LA A ServiceNow Incident Management #l AlOps EHEEF A, B ServiceNow 3412
& ServiceNow E& Amazon CloudWatch BS R MR,
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https://support.atlassian.com/jira-service-management-cloud/docs/integrate-with-amazon-cloudwatch/
https://support.atlassian.com/jira-service-management-cloud/docs/integrate-with-amazon-cloudwatch/
https://support.atlassian.com/jira-service-management-cloud/docs/integrate-with-amazon-eventbridge/
https://support.atlassian.com/jira-service-management-cloud/docs/discover-alerting-and-on-call/
https://support.atlassian.com/jira-service-management-cloud/docs/create-an-on-call-schedule/
https://support.atlassian.com/jira-service-management-cloud/docs/create-edit-delete-an-escalation-policy/
https://support.atlassian.com/platform-experiences/docs/start-an-atlassian-team/
https://support.atlassian.com/jira-service-management-cloud/docs/add-contact-methods/
https://support.atlassian.com/jira-service-management-cloud/docs/add-notification-rules/
https://support.atlassian.com/jira-service-management-cloud/docs/set-up-sms-and-voice-notifications/
https://www.atlassian.com/software/jira/service-management/product-guide/tips-and-tricks/automation#overview
https://support.atlassian.com/jira-service-management-cloud/docs/how-can-i-add-and-manage-internal-stakeholders/
https://www.atlassian.com/enterprise/contact
https://www.servicenow.com/docs/bundle/zurich-it-service-management/page/product/incident-management/concept/c_IncidentManagement.html
https://www.servicenow.com/products/incident-management.html
https://www.servicenow.com/products/event-management.html
https://www.servicenow.com/docs/bundle/zurich-integrate-applications/page/administer/integrationhub-store-spokes/concept/amazon-cloudwatch.html
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BT BEBEMEHSHZH , ServiceNow Incident Management B2t — RS NAERKESHEE |
FINEHBAEE, BiEHRE. 2ERBERE, NERTELINENFEMAENR , EFAUNUZEATY
ServiceNow 344 :

- SHEEXH

- BRBUEEEE

- EHBAEE MBI
- FwHEE

- HHRERF

WMFEEMZE , FBEENRNE FEEH ServiceNow SHERRUBIGFHFMER,

B ZE PagerDuty

PagerDuty R —BEAEEYE |, AinBABERN,. DEEER LSS, WE Incident

Manager , PagerDuty RItEH U E , BE EBKEEHE AWS ERMENEETIF , BLBEFNE
EiE

[= )

PagerDuty B2 Amazon CloudWatch 1 Amazon EventBridge #4& , A& CloudWatch BRI
ALARM ARBEEY EventBridge 3 M EHHIE AWS R BEEHEE , BEEI PagerDuty B4, &
IBE%E CloudWatch ¥R M EventBridge B4 B 821 PagerDuty B , B LA E —F S HRERDE
MEE AWS ERREE,

MREIREM CloudWatch B R EventBridge #R B2 EE #S AWS Systems Manager Incident
Manager , RFIEZBEEIHNELE S LLSA PagerDuty, B 5 PagerDuty IR PagerDuty B2
CloudWatch 24 , AR 4§ PagerDuty B EventBridge Z4& HIFFZR A,

BRTBEBEVYEHRZI , PagerDuty BRM T —RIIERAEEHEE , fINEFTHE. ABRBE
MiE#EB 700 fEout-of-boxFAREE, B EHFTEAAR, REWRERE , URFIA PagerDuty ¥ &
FEY Al F1 B B R IR E AR

- EEERAE

- BEuER

- BREBSSZE

- BREBHRA

o« RERER {0 i
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https://www.servicenow.com/docs/bundle/zurich-it-service-management/page/product/incident-management/concept/c_IncidentManagement.html
https://www.servicenow.com/docs/bundle/zurich-it-operations-management/page/product/service-reliability/reference/sr-landing-page.html
https://www.servicenow.com/docs/bundle/zurich-it-service-management/page/product/incident-alert-management/concept/c_IncidentAlertContact.html
https://www.servicenow.com/docs/bundle/zurich-it-service-management/page/administer/on-call-scheduling/concept/c_OnCallScheduling.html
https://www.servicenow.com/docs/bundle/zurich-it-service-management/page/administer/on-call-scheduling/concept/designing-escalation-process-oncall.html
https://www.servicenow.com/be/contact-us/sales.html
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- BV EWBER

« 5RE Slack B4

- BREBBLEME

MEHMETE  BHEENENTEFSZE®R AWS-IM-help@pagerduty.com SAEUSEFMHE A

[t Incident Manager & !

AREBRPBUMER Python EETTHR EHBEHRHENMEHER D AWS Systems Manager Incident
Manager, {ESHEEKERNEHEFEL JSONER , UHtE—S o TRERE A,

A LEHNRE

ETRELTIIER

- TENSEHEE, 2
- BB
- MHEIEE
- EgER
- BEMLEIT
- REMREHER
. Tags (%)
« Systems Manager B4 247 X4

FORIRH

Bz el , FRELD !

- BZR% Python 3.7 EFARA
« AWSCLI EABEENEAERRE
- BR%E T35 Python E4 :

pip install boto3 python-dateutil

FEH Incident Manager &%}
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FrEERY 1AM 58]

FEEMALEST  FRESETHHFT

Systems Manager Incidents & ]

"Version": "2012

"Statement": [
{

"Effect"

"Action"

"ssm

"'ssm

"ssm

"ssm

"ssm

"ssm

"ssm

"ssm

"ssm

1,

-10-17",

: "Allow",
: [

-incidents:ListIncidentRecords",
-incidents:GetIncidentRecord",
-incidents:ListTimelineEvents",
-incidents:GetTimelineEvent",
-incidents:ListRelatedItems",
-incidents:ListEngagements",
-incidents:GetEngagement",
-incidents:BatchGetIncidentFindings",
-incidents:ListTagsForResource"

"Resource": "*"

Systems Manager 1]

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ssm:ListDocuments",
"ssm:GetDocument",
"ssm:GetAutomationExecution"
1,
"Resource": "*"
}

FRE/Y 1AM EF 7]
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}

B i1
ESBEAEHNEREY T B HEH

incident_manager_export_YYYYMMDD_HHMMSS/
### incident_records/
# ### 20250309_102129_TAD_Service_A_Lambda_High_Latency.json
#  ### 20250314_114820_SecurityFinding_SecurityHubFindings.json
# ##t ...
### post_incident_analyses/
### 20250310_143022_Root_Cause_Analysis_Service_A.json
### 20250315_091545_Security_Incident_Review. json
#H#4 ...

HATEHIETTS
EARER
Incident Manager B EHIE SR here, FTRETE , XEATIERRHITESE,
EEEAARRENTERE
python3 export-incident-manager-data.py

A 28

B LAER TSI SERRAFTEDL

B EEPUN 654
--region AWS [E1F us-east-1
--profile AWS REREE B TRRER
--verbose , -v 56T i RS FALSE
--limit EEHNEHHELR RE R

S =7


samples/export-incident-manager-data.zip
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311

--timeline-events-
limit

--timeline-details-
limit

--related-items-1i
mit

--engagements-1limit
--analysis-docs-1i
mit
&5 4l
ERABEREERFERETEL :

DU

BRESHFHNEEHEF LR

BESHNEEHEAFEE
ALR

BESHMEEER LR

BRESHFHNSREE LR
B H Ay 70 A XA EBR

&

100

100

50

python3 export-incident-manager-data.py --region us-east-1 --profile my-aws-profile

58 FA 5 A AC 85 1 PR 75 B Hh BUEEAT R

python3 export-incident-manager-data.py --verbose --limit 5 --timeline-events-limit 10

ERARBEENENRTREIESL

python3 export-incident-manager-data.py --timeline-events-limit 50 --timeline-details-

limit 25

W ERERE

Eic# JSON 18
BESHCHEERBETSTIEE

"incident_record": {

BHEREE
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// Complete incident record from get-incident-record
.
"incident_summary": {
// Incident summary from list-incident-records
},
"incident_source_details": {
"from_incident_record": {},
"from_incident_summary": {3},
"enhanced_details": {

"source": "aws.ssm-incidents.custom",
"source_analysis": {
"source_type": "manual",
"creation_method": "human_via_console",
"automation_involved": false,
"human_created": true

},
"timeline_events": {
"detailed_events": [
{
"summary": {3}, // From list-timeline-events
"details": {3} // From get-timeline-event

1,

"summary_only_events": [],

"metadata": {
"total_events_found": 45,
"events_with_details": 25,
"limits_applied": {3}

},

"related_items": {
"items": [],
"metadata": {3}

},

"engagements": {
"engagements": [],
"metadata": {}

},

"automation_executions": [],

"findings": [],

"tags": [1,

WHERES
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"post_incident_analysis": {
"analysis_reference": {3},
"metadata": {3}
.
"export_metadata": {
"exported_at": "2025-09-18T..."
"region": "us-east-*",
"incident_arn": "arn:aws:ssm-incidents::...

B4R JSON 48

BEINXHERBLE

{
"document_metadata": {
// Document metadata from list-documents
},
"document_details": {
"Name": "©037fc5dd-cd86-49bb-9c3d-15720e78798e",
"Content": "...", // Full JSON content
"DocumentType": "ProblemAnalysis",
"CreatedDate": 1234567890,
"ReviewStatus": "APPROVED",
"AttachmentsContent": [],
// ... other fields from get-document
1,
"export_metadata": {
"exported_at": "2025-09-18T..."
"region": "us-east-*",
"document_name": "..."
}
}

SBER Incident Manager &R

MREBFBMEA AWS Systems Manager Incident Manager , B2 & %
B, ETLEBLRERYE 6 Y EEAFEER. UFFHER

EEEE,

TS5 BRI €AY Incident Manager
528 AWS Systems Manager

5&BR Incident Manager &R
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MERERE

BB ER Incident Manager WEE TH , BEEBIREZE AWS EEEEEHER . NRETBEEFE
Incident Manager , & EZMIBREBE,

EEMBRERE

1. BB AWS Systems Manager £# &

2. EBEHE KT , iEFE Incident Manager

3. "EEEL T, KILEMBRNEREE

4. B—TEREERUFAMFHEAERD

5. EEREFMEFREL , B—T "Mk, &=

6. EHEFHFLRF , MEAER , ARE-T "MBRESTE. SEERKR

® Note

MR E B E S K ABBREME Incident Manager F I FTESEHER ., EEEMBR AT,
ErABEEFREMNELEHEA,

3
7
i

fIBR Incident Manager B &R

BRTEBEZI , BAEEEH HEE Incident Manager AN E R |, HlINEIEETE, Bi& AR
Runbook, MRETFBEEELER , TLEEHKEMBR , LAEHR Incident Manager T2 B,

£ ZMIBR Incident Manager #HEEE R :

1. BB AWS Systems Manager £# &

2. EBEH KT , iEFE Incident Manager

3. BEFHEMER (/0 "Response Plans", "Contacts”, "Runbooks") , 3 & & ZEMIEREER
4, BMER , RRR—T "MBR, ZHHGHBR

mprEREE
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=JL =

ax & AWS Systems Manager Incident Manager

RAEZREEAREE RIEMNKRS FERE AWS Systems Manager Incident Manager., £ — X fEH
Incident Manager Z 81 , FE%X TR T HIER :

e

- Ef AWS IRFE

- BVEEEEFRENERE

- RERENXRFEUE

« Incident Manager BRENHEHE

S AWS IEF

MRIERE AWS IRE |, R TS BRESL—E,
S AWS tRF

1. BARK https://portal.aws.amazon.com/billing/signup,

2. FREfEMRLETRET.

Mo EMEFREPREREN , A EESFR B ARER,

EEGEM B AWSIRF , AWSIRFREAESREY . REAEFRTFIIRFFHIFRE AWS IR
¥NER. FRZERAER  FREEFIEERGERASE  YEECRAREAERUTER
REMEFIENEL,

AWS EEFTMEF TR R EEBERE FEMHH T, BT LAFER 8 https://aws.amazon.com/ %
BRENIRE , LR EEFINIRFEBYEEIRS,

BEYEREEFHENERE

=t & AWS IRF | FHRE AWS IRFREAE. BUA AWS IAM Identity Center M2 EEERAE |
DR RERERANAEEE,
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REEZH AWS IREFARFERE

1. BRERFEAZLEA AWS IRFE SN E FEMFibit , LIRFHBEEAWS EEFRAESBEA, &
-F_E':F ’ ﬁﬁl;{gﬁggﬁﬁo

WELEAREAZEZANRSA  F2RAWS BA ERAEEEPNIURERAES I E A,
2. BERLNBREREIRF LRAZEEZRRE (MFA)

, m2E (AM EAEER) PHALHN AWS 1RF REAE (FES ) MAES

S
MFA &£&,

BYEREEFIENERSE

1. BA IAM Identity Center,

MEET , FZE (AWS IAM Identity Center £ EIE®) PHIEA AWS IAM Identity Centero
2. 1£ IAM Identity Center # , i EEEFRERFEAE,

MEME A IAM Identity Center B ﬁ W59 KENHBRE , FSBAWS IAM Identity Center
(ERAEER) PHEAEREREMSHEFIIAM Identity Center H #%,

UERERFRENERAESSEA

EEFERAEH IAM Identity Center EAEEFE |, FEEMAEIL IAM Identity Center A EHREIAE
BEFE bt EE URL,

MFEAFEA IAM Identity Center EAEZ AWRE , F2HEAWS EA ( EAEERE) FHEA
AWS FERA O#8YE,

EREFIEREMERE
1. % IAM Identity Center  , B —EFF I £ RE/RERAKEERNREER,

MEETR , F2E (AWS IAM Identity Center A EIEE) dWELHFAE
2. BERAERRERE , AREZFEERE —EATRE,

WEER , FS0B (AWS IAM Identity Center fEFEER) FHFIEEE,
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EE‘Q*E*HX n-l_ﬁHY*E

MREAEVER AWS A EE , AIFEEEARTFRAWS EEEEA

NEURR EREFER £/ & B AWS,

FERTEMBRENARTFEUE ,

R {El 5 FH & T AR ERGT X
2

IAM

ANERE D

(IAM Identity Center FEEH
EHE)

IAM

RIEE TSI H A —{ERIE,

e

(%) EAXRARAEN
MAREBEAEY , UHEIEY
AWS CLI, AWS SDKsf2=: &

&R, AWS APIs

ERTREAENEIYH AWS
CLl. AWS SDKsf2=3&5t58
Ko AWS APIs

ERTREAENETYH AWS
CLl. AWS SDKsf2xF&5t58
Ko AWS APIs

o BRYFEXRGIEIENT

Ri%

ARG EEANN EATRE
e RER R,

- W% AWS CLI , FF2BAWS
Command Line Interface
(EFEER) RHBEAL
HE1T AWS ZRHERH 8%

« AWS SDKs , 552 AWS
SDKs FIT &S E i
B2 A BUEAT AWS AR5
.

REREEEANN EATRMR
EIJJ:EI /—F]: 1’Eo

« W% AWS CLI , B2 BAWS

Command Line Interface
(ERAEERE) #FHNEE

AWS CLI ZEfF£H AWS IAM
Identity Centerfld o

- AWS SDKs, T Ef AWS
APls , 52 AWS SDKs
MIESEHEEHRH AV
Identity Center & 9B F& .

WE (IAM EAEISE) B
A ERIE AWS R

B £ A VI o

REEARAHFEUE
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PRME e & FEERENRETER 3 R
2
IAM (FERER) AR EREANNERRE

ERARBEAERNREEY Y S R,

AWS CLI, AWS SDKsf2xX:% )
SisEe  AWS APls « tNZE AWS CLI , F2BAWS

Command Line Interface
CEREERE) PWEAR
IAM S ERBREETES DR

- AWS SDKsHfITZ , &2
B AWS SDKsfM T E&ZE1i5
MYNEAREBRRETS
AL

- B AWS APIs , 28
IAM ERZEEM) PHERE
IAM ERENFEREEB,

Incident Manager :REN L EAE

Bz El , BHIREXZEER IAM 85T iam:CreateServicelinkedRole, Incident Manager &1#
AR IR AWSServiceRoleforIncidentManagertiRFHEY . MEFHMER , FSHEA
Incident Manager B RIS ERE B,
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REZEL BRI Incident Manager 1R A F N EfF, FEEETEREPTRER , TEBEANREHE
B, BESZSS|BLREERE,. EL—EARBATN—B2BRTE , URENE—BREFTE. T
S B8 T # Incident Manager MEH A HiBHE -

- {+FER AWS Systems Manager Incident Manager ?
« Incident Manager # B9 44 @3B HA

FORIRHF

MRIERE—IREM Incident Manager , 5528 5%E AWS Systems Manager Incident Manager,
MEREEARER BEMNIRS PERE Incident Manager.

BEB KSR Systems Manager RIEFRE , BRI Incident Manager & E, #H Systems
Manager RIERE , LBBHWREEERTEE A AWS R MIHEE, Incident Manager £ Systems
Manager JAER E RS FBEBA S |, AWS IRFE M8 5%£5RE Systems Manager HIEZ,

MiSRARRE

% —X{E M Incident Manager B , ST L2 Incident Manager RS & HZH Get prepared BB, EE
EE-RERBRERATIERRE , FEESHFEER LB EER,

1. BARX Incident Manager £ 4.,
2. 1£ Incident Manager R B H L |, #EFE%(H,

— %

iE

Xa

1. E—MREET , BERE.

2. BERNEFME. BERE Incident Manager FRFRER G4 , FHEIWMBZEEFEILRFZ Incident
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3. EEFGEEYF , BEFN AWS Ef ERTAEREENE—EEE. EEKEZEREHNEEEER
& BRESFEPEEEM.

EMERELuchmEED, NMREEESTRELER  SAHHEBENEERNARTURHEES —@
I“E—“iijzo
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® Note

BUEEESELNIIREPEIAWSServiceRoleforIncidentManager [RIGERE A
B, EEE—STHIAR  FSE FH Incident Manager K RIEEEH R,

4. HEREERENNE BT TIIEF—EHEE

(® Note

Fi B Incident Manager ER#HEMNE, FEE—F 7THRNAMBENER , FS
Incident Manager Y& £HRE . FE Incident Manager BB EMFFHENR |, 52
% Incident Manager B85,

By
28 &

- BEMER AWS RN IR |, FHERER AWS AN TR,

- FEFRALBECH AWS KMS €% , SFRIZEEREN AWS KMS key, sHHERELER 3 HiE
B EEE , #F AWS KMS £18 , # A AWS KMS Amazon Resource Name (ARN),

® Tip
MR LR E T A AWS KMS key , FEIRIZE T AWS KMS key,

5. (EH) EEEEHY , ¥ NZEEBFEEEEE. ERITSRIBIBELENE.
EERTERGERNEAMDEER, EBAHEUTEANAN BIUA®E, BEEIIRE) &
BERDE, MEFMENR , 2B Incident Manager FHVEE R

6. (ER) ERBFNESYS K FERABEBENR  FEREEMIRFPABESTEZLREA
BREUT 5.

BEFEREEVEHAANEARBENEXRHENERREEENBENET. BEFETURE
AREHNEERR, EEEERRANEBRETN SN EESHANSEHFRETER, A T7TELRNEMN
SFNMEEET  OREFCTEFDESUENRA,

® Tip
FERGERUCACNEBEN , HEERAF UHMEEHN.
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BMEBRE2EFAETFERELMEEE,
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BIUEEETEI % |, BA L% Amazon CloudWatch /RE Amazon EventBridge B4 E2E FEETEIZE
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13 : 30 fH%,

5. SHHERIRERERE , U 24 PMEFEhh:mmiE N A LSRN BB RER |, Hln 23:59,

(® Note
WMRFABENERCANRBERESXEEDS 30 5,

6. (ER) EEXRRRERES 24 M, HEN 24 NHREEE , AR WG R R+
WALRRNEREE. BRERBEESABER.

Fltn  MBEFLEFGH 24 NERESHELE LT 11 BHEFTHIT | 58T 24 N EREEE b RE
A 11:00/EABRE™,

7. HRAERPXREY , BRULRRERATNERYE. NRENFHTEHREREEEHE ,
B B AAR A XB.

8. MESBIE AR IE EmiRt,

2
P
=
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£ Incident Manager /Y FE E HERE AP AS Bt A& A 3738 ZE R it

HRBEPHETNEERSR , EUUME NS EBREA , 8552 30 . EIUSRKE Incident
Manager #HREH 5% TE MY B A& A P HEITIEE,

EEKBB A EERNE  ZBRATRSRIELN , MARBETBEN —H5. BATEREER
ETEM, BHARFZTEFESE , MBI AFREAPEE,
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MEEEBJANBE/ABIZENEN , 5528 7 Incident Manager 2 31 F R EB#E Ao

FEIBRE TP HRAE A B G A T 18 i

1. EEREVBFETHERRL , EWRNBISARRSD | EBEMEHBERBHEA.
2. ENMHEIBREBABEIRT  ENZESEWMBRPHBIEARSE,

LRMBEANIEF REMERRHERPERIIHNIEF . BUUEREBEACRBEIRF
3. EEHR
4. BEREFEEBEANME  FEIREAENERRE  AREAR L

( a

MET
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i SR BB R Bt AR A NEFF o
5, REBEEHRLNERNRIBHNKRE,

£ Incident Manager i EWMIDEHMRE | YA ERFTIEEHR

WIHEHSEERVTHBBARBRNBERENER, BRRETUXE. BEINARIEE,
EERIDERNRE , YiEERMEERmER
1. EERVBFETHEEEL  ARBRNBEHRERRT , #1T F5IEME
- HRWILAGERE | FEBK . WeeklyM BIZ K EESEBEFEINRMERETRFEH RDaily,
EUA B AMonthly,
- HERIRE K WARESENKXE. BEIAE.
fign , MRLEZDaily WA 1, BEHEANBETRUESHE X, UREGE
EweeklyW# A 3 , BEBEANEFEFRMSHE=E,
2. (BA) =EBEISY , B EEBLRIREBNEHEREHIE,
BEBEREETGERNERAMPEER, BEBRAHEUTANSR (FIMARE. HEENIRER) &
ERDE. flwn, BRLUERWE  LEERGTHNBBAVLE, cERENREHEEEHE , 5

RUEIBENAKITE, MEZE Incident Manager ERIVFFEMER , 52 E Incident Manager
FHERER.

3. (BR) £ATEERE  #ASHHENEREHERASINNENE,
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4. BEEV.

BEREAUEREEHEMERERTETINEREE. WEHEBENR ,
£ Incident Manager F EE R BN FmHERE

ERAREFNAR , HBEEREECENNBERPHE.

3
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<
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- RSHHEEFEER

- WESHIE

- BREGHE

- BV EFEPHERENER
- MIBRFETE BERE

WA G HREFAE

LU ERRBEPHEFAEARE L FIEG P HENat-a-glanceE, IWHEHE RS B BB
PRHABNETREFTHAENHEBERN, LEASSTERRER , BRBLEBE A A ERE
IEfE&ERE .
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1. BARX Incident Manager £#2 &,
2. EAEfIEEAH  BEREEFERPHRE
3. EERGMEFEPHREIGD , BT TIHAP —EERE

- FERRMTEENRERR  FREBHRERNE,
8-

EEUERIDIARE R  RARBERK.
- EEFRBIENTERERE  FEERRITER

EOTEBERAT  BEFETRERBNBEAERRE  UESERBENFAETSIELER,
- FERMEEMTEETRERBRNET , FEERREBEI A,
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O My First Rotation
B john-doe martha-rivera zhang-wei nikki-wolf
@ ] My Second Rotation

mEFWHER

B EMER R HWRavAR , BT HIFMRERARRN

- BFRERIE
- WIRER
- WRFHAH

EEERARBITEEMARAEEELECHITERNEAR K SUNARAERTERE, NFHBAENR ,
Ao REERTHE.

%

mESFD R

1. BARX Incident Manager £ &,

2. EEREEYF  BEFEEFPHRE.

3. HTUTHEE—E|:
BN EREBABETHESPRRIERE  ARBERE
BEBFTHENEENS , LARBRRBETHEFMEFEE K AREERE,

4. HREFHERHBRETITALENER. SUNSERMERER , fIMRAANGERERE, Big
ANMER, SRR FERFENEABERWE, TEERESELETEERRRELEE,

MEFAEmERENFMERN , 5208 7£ Incident Manager 2 3 1S i HERE F B iR,
5. REFEW,
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/A Important

NMRERERBUSERNIRE  SETRENEER. ATRACNERRSONERRE , BN
BERCEENERFARRENGIIER,

BRFWHE
EEERAREEOHENEREATEERNESR  BUNRITERNEI AL RFEE .
BREGDHE

1. BERX Incident Manager £#2 A&,

2. EEREEYS  BEEFEPHR.

3. EESIHrEERSE , BERBEHE.
4

5

IEHE Copy (BH),
HITERRAEGRETEMNEFTENER. EULURTERE., MEHBERMILE,

(® Note
EREENHER , CXARSERRIEERVEE Y. SROFEFTIEBERLK A
SR B L

MEFAEmLEIBENGFMEN , 35208 7 Incident Manager 2 3 15 HERE A B
6. BRIEBIER,

BUBFETHERRNER

NREEEHRENRBRPERET AMEE  SALUEBUER. BRUTELKBHSAREN 2RI
SERAS —EBEA. CEITNERYEZERENER.

BREBBAERGEERIGHBRNER.

ETEBHEEY  BEENBUSLURNESET K MEMEESE, TEHBEREA Zhang Wei BVEEFEA
FEBEEDESFE, BEAE John Doe # Martha Rivera BIZF 2 8IE , £ 5 A 5 ARKREI 5 A 11 B4
R,
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On-call schedule details | Edit || Detete |
Schedule details Schedule calendar
May 2023 | C H Create override | | 4 H Today H 3 ‘

America/Los_Angeles (local timezone)

Sun Mon Tue Wed Thu Fri Sat
20 May 01 02 03 04 05 06
00:00 - 23:59 00:00 - 23:59 00:00 - 23:59 00:00 - 23:59 00:00 - 23:59
zhang-wei

07 08 09 10 1 12 13
00:00 - 23:59 00:00 - 23:59 00:00 - 23:59 00:00 - 23:59 00:00 - 23:59
zhang-wei zhang-wei zhang-wei zhang-wei martha-rivera
14 15 16 17 18 19 20
00:00 - 23:59 00:00 - 2359 00:00 - 23.59 00:00 - 23:59 00:00 - 23:59
martha-rivera || martha-rivera  zhang-wei zhang-wei zhang-wei
BAUSDHENES
1. BARX Incident Manager £ 54,
2. EERIEBEAR  BEEEFPHRE.
3. HEERGNBFESHEEIG BT TIEHP —HRME

. RENERE  ARREHRTEERIER,
. RERBITEE
4 PBANTEE—E:
. RERVER.
. EASEEETEERGANEE  AREEERHIN.
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5, EEVHIBERYEFEART , AT TIEBHE

® Note
BEREXVEZELHR I D, BREARKRABARBENBEEEEER.

a. SHEHERGEGRSR  ENEEHPEIYERN®WRERE,

b. S¥RKAN , EHHWMABRFHBH B,

c. HYFKEE , WABERRHKRAEEhh:mm , X5

d. #H¥ERAWY , BENIBABRERAH.

e. SHERERER , U hh:mm BXWABRE RO EERE,

f. SHENBEBRBHIA  ENERHEETEFNRRBIEASE,
6. EEEUER.

BYBRZ#®  LAUKESBETRREGNE. ELEEBERHUNBBASERE , EAFRSKER
ABRHI. BULLEEMRBERUSEBER  WERFHEREFIERK.

I BRFEE HETE
ELRTHEERENSFDHHRER , WBK Incident Manager #5 E Bk,

MREMEHKERNLRAEENERARTHERAEZREE , CRRERBRIECIEHEELFTE
R R,

il Br 1S an B2

1. BABX Incident Manager =2 &,

2. ELERIEEYS  BEBFEVHE.

3. EEGIPMEERS , BN EREBRE S HEE,

4. EIE MR,

5. EMBREFEFHRE?HFELARP , EXFHRconfirmPE A
6. IEIEMBR.
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£ Incident Manager P EEEBFHHNEHRTE

AWS Systems Manager Incident Manager EBEEZNWBZRARBEPHERESFRER , RBAS
HEE, FULUEARELESKEERNIEHF, NESREEPIEEWBIEALZEEE | Incident
Manager 22| T —HBiiE A, BHAULLREECHERRSHERE  FTEREFLEER, B
HBEFTEFBEOEE , UEARESHHBRREBHEG. SEAUUSE2RAENEEEAPNE
%,
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SHHEEARE  HrSERSEFETENHER, SANSHETHER

- HERE-FESTIRAT —ERRNKERE. —B2HRK , ERTENE-ERIEHRE,

- EREE-EREERE-BHBANBRETHE , HSEBSAERK , ELBEASKERNIRE
WREE. EHRTECAEERNSEFERLSISEEE, EAUURESELIREERF LK
ENEE K REZBREEAT —ERR, SERKRITUAZEZHREE,

MEREREBIBEANER , 528 £ Incident Manager REN FEZEBE A, MERIFEEIRE
REEMER , 352/ 7 Incident Manager FEASHHIEEE O EERIR,

BIUEHTE

1. BARK Incident Manager £ & , RABRR LA BEEPREAHRKFTE,
BIEETZHEE,

HEEW K WAZMITENM—FTE , HlI0 My Escalation Plan,
gt¥tRIE | A RIS By S BIFHEl |, 64 my-escalation-plan,

SR ERISERR | @ A Incident Manager SR A T —ER RN D ER,
HREHEE , EE-SZEBBARBHETHE | FHERETER,

(B ) FEEWEBACHERSHEAELERE  FRIERELITELE,
BEMS —(EREREE IR | BHEEHEARIRE,
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9. FERE—EMBEEERTE  FRETERER.

10. ERSRS5 3 9, BERETRMBLEHRTENEREENRERALE,

1. (BA) £F8BESY - EEBRRIBLBNEHEAZEHE,

BEREAERGERNERAMPREER. EBAFECUTEAN AR (FIAR, HEERIRE) &
BR2E, W, BAELE2HFE  UHNEFEANSHESL, HESsWEHEEEER K SH
XENEHTE. WEER Incident Manager EIRIIFFMEFA , 552 [ Incident Manager FHYE
iER.

12, RIBEBIZHITE,

£ Incident Manager R A& EIEE R MBS KIFE

Incident Manager 2 F# T E AWS Systems Manager , I ZEHEEEEES4HEERZZBIX
EBETERA, DXREEREENRERENPHE Amazon Q Developer FERENHIRE, A&, &
I SEEE R Incident Manager RHIE fEFTE,

5
#

')

EEHHE  OEESFEANXBEREEEEESH., Incident Manager b B ESEHNEMEFHTM
BAHEEWXREE, EEALZENXEHEFIEEN —3 %@ Amazon Simple Notification Service
(Amazon SNS) FEEIXELEA,

X PR P/ Amazon Q Developer H Incident Manager 18 T 5| FE AR P R 585E :

» Slack
* Microsoft Teams

* Amazon Chime

REMXREELANRESHMNEREZE =ETRE Amazon Web Services BRI ETE,

%

- K1 AENIRFEE IR EH Amazon SNS &

- £5 2 HFIXERAERFE Amazon Q Developer F1 2 3 Bl K $8&
« 117 3 : ASEXRIEEFHEZ Incident Manager &Y B FEETE]

- BB XEERE
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F7%5 1 . BEMNBIRSEERR T 5 FE #H Amazon SNS =&

Amazon SNS R—EZERYK , RHREBMHEIFTRE (LBALEENHES) WAREE, &
HhEBRBRELEEIASINEE (HABBFNRNEAEE) RITREETHERSHBEHR. Incident
Manager €A EI B BB —NZEEE , KEHNBABEEIGEHOEE,

EEEEIF | BA LS —HZ @ Amazon SNS TEMASHERN, BBREER K SEZEHES
BEEENSME DI SNS AWS Bl =8,

® Tip
MEEHRENRET/ERE , BRELRTE Amazon SNS EE LR Incident Manager £
M. BREZTRE , B UUELIHXIEE,

AIEWEIRISBEZE M S EH#H Amazon SNS &

1. FREME (Amazon Simple Notification Service BIZ A S35r) HEYE I Amazon SNS EEHH D
2.

@ Note
BUFEz® , BN EETREAENHFRBK,

2. BEHEEIHNEE, W ERAETREREBER Amazon Resource Name
(ARN)arn:aws:sns:us-east-2:111122223333:My_SNS_topic,.

3. RERE A ARERRFINHERER , UREFEREUNNEMEFIRET,
4. BT HIRRAHEEBERB R EF

"Sid": "IncidentManagerSNSPublishingPermissions",
"Effect": "Allow",
"Principal": {
"Service": "ssm-incidents.amazonaws.com"
1
"Action": "SNS:Publish",
"Resource": '"sns-topic-arn",
"Condition": {
"StringEqualsIfExists": {

7 1 . AEWIIRIBEE I EH Amazon SNS £ 66
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"AWS :SourceAccount": "account-id"

R #nnn#t , MITFIR
« sns-topic-arn R ANEIHE 2 BN Amazon Resource Name (ARN) , XA
arn:aws:sns:us-east-2:111122223333:My_SNS_topic,
« account-id REEEMER AWSHIRF 2 B ID, a0 111122223333,
5. EERTEE,
6. EEBETEENSERIPEELER.

£ 2 . EEIXRERARER P 7 Amazon Q Developer 2 3 B X $83&

& A LATE Slack, Microsoft Teams={, Amazon Chime RV I X4FE, SEEEFERFTE—EIHX
$EIE,

HREHNHXREE , RMESLERSEERIRE (FTEACRERUEEREEBAENESST
). BuREZENRERAENWRFEF EPRE Amazon Q FRABNREER. REFHRR
ERAE E Y O fEE M H R 2548 B8 & AT AR SR B R 5858

FEHXRERAZERF M Amazon Q Developer 2 31 #JSlacks8&8 HMicrosoft TeamssEE+ , EHEIEE T
PAE ¢ Slack=iMicrosoft TeamsE AR X 11T Z @ Incident Manager CLI a5 5. MHEFHMENR , &
SREEBNXBEES,

/A Important

BB EHRFENERE L AR SRV CEE T F HNEEBEA, ShTUSHEBER
EXMEEMRIAE , fIMRREEAENSHEEE,

WMEMREAENX A Amazon Q Developer B —REM , F2RBXEAEXF Amazon Q Developer
EESEMTPHEXERAEN R ERE Amazon Q Developer,

RTIIERAENPRE £ PEMEREE !
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Slack

HRFHANSRIEHEBOFAIRE , UAAMBEEEAERE Incident Manager £ A Bl X an
T FAXENIRSGT , ENSHEEREXTUEREIESackiI RBFEEFR W EEHEE ., WFEME
BEF  F2REBUXBEELT.

£ PENHXRIEE Slack

FERMREARXEESEREPH Amazon Q BEAETHHERE : FIER Slack |, I
HEENEEFEIZUATAR,

- EFR 107, HEABRHRE , BEHEAR,
- ELZER10d # , SFH RS | EEL Incident Manager 7 d
- EFR 111, SHHRERMBCE  SHBEER , EE

AWSIncidentManagerResolverAccess,
- HEZER 12 89 SNS TEERYF , BT T IENME :
- HHES1, BERERSEFITE AWS BEH B,
- HHIFE1 ENEEXEEPEYHN SNS £E , UAREEEHENEHRAEE,
- HHERETNESEENES , BENES —EES  REFEHMEZRN SNS &,

Microsoft Teams

HRFPNSRIBMEBNFURE  UAFEREMEMEEE Incident Manager R B X &5
T, FAXENIRGT , ENEHEEREN T LIEREEMicrosoft TeamsHI RIFEEFH L HEHE
B, MFEERER , F2REBYREELE,

£ P XSEE Microsoft Teams

FERUMXEAREAEEERETM Amazon Q BB ABETHHERELSE . BHHRER
Microsoft Teams , W EEMNEED TS THER

- ESB 109, SHEHABRKRE , REHEAR,
- EFR10d # , SHEBUEREAIER Incident Manager §F Al o
- ESB 1M B, SHEEERMBCR | SHHBEERE | BIE

AWSIncidentManagerResolverAccess,
- EXER 12 89 SNS EEERYF , 1T T 5IEE :
- $t¥EE 1 ERESEDNTS AWSESEH
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- SHHEFE 1 ERNEEZESPTELN SNS £E | LAREESHENENRIEE,
- SHEERETNESEENES  RETES —EAEE , ARFEHMEEEHM SNS &,

Amazon Chime
£ Amazon Chime 2 3 ) K588

EBRENXEAENSEERRETMN Amazon Q B A E PR ERTE : BBEH Amazon
Chime , ¥ EEEREFIETHIER

« EZER 11, S BEREZAER Incident Manager 7 1.
- EXB 128 SNS TEEERF , BEBEIXELZE Amazon Chime Webhook B9 SNS £
-
- SPHEE 1, EREEEFETE AWS EF B .
« STEFE1 BENEEZESPEIMN SNS TE |, LAREEEHENZTHREE,
- HHEEEETHNESEENED  BEHMES —EESE , ARG HMETM SNS £3E,

® Note
Amazon Chime F XX EB1E SlackH Bl K 4818 A {F F 1HF L 25 44 B FEFZ =X AY Microsoft TeamsHll
XovHo

7% 3 : S RIFEFEZE Incident Manager F#Y B FEETE
ERESEHEETER , AR HREE , FREESER ETBERANZKER.

BfE PHSREV DRSS | 8 BER ER ) EESHOEYREE , EREERARE LD -
BHBREHERE

BB KFEEE

¥ Slack# # K #EEMicrosoft Teams , Incident Manager AIZEEIEEEMA T Flssm-incidentsdn
T, EERXEEHESEHES !

» start-incident

* list-response-plan
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* get-response-plan

» create-timeline-event

* delete-timeline-event

» get-incident-record

» get-timeline-event

 list-incident-records

* list-timeline-events

 list-related-items

* update-related-items

» update-incident-record

* update-timeline-event

EEEERTEHNIIRBEFHTHS  FEATIER, # cli-options BFRAGTEZTEN
EALEE,

@aws ssm-incidents cli-options

Flan -

@aws ssm-incidents start-incident --response-plan-arn arn:aws:ssm-
incidents::111122223333:response-plan/test-response-plan-chat --region us-east-2

@aws ssm-incidents create-timeline-event --event-data "\"example timeline event"\" --
event-time 2023-03-31 T20:30:00.000 --event-type Custom Event --incident-record-arn

arn:aws:ssm-incidents::111122223333:incident-record/MyResponsePlanChat/98c397e6-7cl10-
2al0-9b86-f199aEXAMPLE

@aws ssm-incidents list-incident-records

£ Incident Manager & & Systems Manager Automation
Runbook LAETEHEE

BALAER B H T B AWS Systems Manager Automation Runbook AWS Systems Manager B 81t
AWS Ein RIFEPERNERAEXMERREER.

&4 Systems Manager Automation Runbook #{TE #1518 70
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18 Runbook #'&EZ Runbook LE#E , HH Systems Manager E 2N ZE &R H AL AWS BEIR
A FHITHEERR. SRR Runbook B EIMLER AWS HE, HMBEMNEHE,

£ Incident Manager # , Runbook EEREN =4 EEFEME , MEEIEE Runbook A EIEETEN —

o

EENEIETEID | SR+ EELEREN Runbook F , BE RN BELERETRIE |
A LA HET Runbook, EREEIEFTEEZFIETE Runbook B , R TTEESHHEBRIB SRS
Runbook,

/A Important
BEAREBERVNEATEWUARLEEPEEN Runbook,

W Systems Manager BE){L. #H1TFMAIEE Incident Manager £ R #1TFMAFMER
THIERE :

3
B
dn

« HE# Runbook B ZEEEFHEl , 5528 £ Incident Manager 231 MR E B FEETE],

« ZEi—% 7 # Runbook , 552 EAWS Systems Manager  #ER&ERE) HHAWS Systems
Manager E B){t#1 AWS Systems Manager Automation Runbook 2%,

« MFEMEA Runbook KR AEH , 552 Systems Manager EE.

« 1 Amazon CloudWatch 2 R85 Amazon EventBridge =42 7 E4 85 B 804 Runbook K&
A, FSRHEBRE . R Incident Manager £/ Systems Manager Automation Runbooko

E3

- BB A 1T Runbook TAEREFTER IAM FF A
« £ Runbook &

+ X2 Runbook

« Incident Manager Runbook #34x

BB M #N1T Runbook TAERIZFTELY IAM EF 1]

Incident Manager FEEFF Al , FEEESHEEP 1T Runbook, HERMIBLFFT , BAUFER AWS
Identity and Access Management (IAM) &€, Runbook fR# & & F] Automation AssumeRole,

B AT Runbook TAEFREFIER IAM 3577 71
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Runbook R A BELENRFA®. LAEA Incident Manager R FZEFEE) Runbook TEi
BRTENET T,

HE{tAssumeRoleiZ #1117 Runbook F g EM BRI S FTEMEF,

@ Note

MR ARIEE AssumeRole , Systems Manager Automation & E &% Runbook R A& AR
Rl 5. MREKRIEE AssumeRole , AIA B L EMNFT I #HIEE Runbook fRIEAE,
8225 , Bl Runbook EXHITIEL DD,

i, RBELZEREER , BEREHEAMEBA AssumeRole, EAEBIH AssumeRole , &
AILARH SN EFMBESEACHSLERFT,

WEBB WFEMEFAssumeRole , FHSBIAWS Systems Manager ( FAEER) HHEREER
ItHREAE (RBEAR) FH.

BHLE IAM EBAFETFHEIFT—EENAG, - BT LE Incident Manager EREILHE
VEEGTERALEIE—BENAR,

Runbook AR A & 5T A
Runbook fR#& AT 2 EBE LU T ABHWBERRMH,

2 —ERRIR = L EF Incident Manager F{E) Systems Manager StartAutomationExecutioni®f,
R#E | IRESEH=TE Amazon Resource Name (ARN) X KR RHNER E#1T,

% ZEFRR L FF Runbook FRIEAGBEZFEMNIRE P 1T Runbook & , I#EZ —ERE+FHA
&, MEFHMENR , FSBAWS Systems Manager  FAEERE) FHEZE AWS B ] tRF
AT BB,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "ssm:StartAutomationExecution",
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"Resource": [
"arn:aws:ssm:*:111122223333:document/{{DocumentName}}",
"arn:aws:ssm:*:111122223333:automation-execution/*"

]
},
{
"Effect": "Allow",
"Action": "sts:AssumeRole",
"Resource": "arn:aws:iam::*:role/AWS-SystemsManager-

AutomationExecutionRole",
"Condition": {
"StringEquals": {
"aws:CalledVialast": "ssm.amazonaws.com"

}

Automation AssumeRole 7]

BRI REFNEEFTEIR , SR REE AWS ZE B FIREERZ Incident Manager 2 3L
AssumeRole, ELEBRIBMEIFA |, LHITE Incident Manager Runbook AR EANFZE RiE

o BULLRE—HZEBELZEHER , iR HAssumeRole BURMIEF AT, TRIMBH AssumeRole
Incident Manager A BV B A BUBENBUR,

AWS ZEBXRE B BUR R

AmazonSSMAutomationRole HEF Systems Manager Automation FRIE#11T
Runbook REZRKEE ., #ILBUERIE MG EE
ENEENSEREAE.

AWSIncidentManagerResolverAccess BEFFERERE,. RENERSH, BHEAUE
AeMESHERRTEILE FIFESE4ME
EEE.

BAUERAELZERR , BTFHZEREHEERFNFT. T8 , CEENSEXBIMENFATA
BREEEMTRE. EELRRAT , BFEEAR RHEBEANBRIFJAssumeRole, WEFMEF , FSHE
AWS Systems Manager Automation Runbook 2%,
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£ Runbook 2 &

# Runbook A B FEFTEIEF , B LUEE Runbook EHTREEFANSE., OETEXEER ﬁiﬁ
ENBEENSEH, $NFEE , SUMEEREEFETHNSEERAAE., HRBEE , RREE
REHPNEESTREEERNSEE, Incident Manager ZEBIUTBHRESH

Incident ARN

E Incident Manager B S48 , RIS HEE ESHC M Amazon Resource Name (ARN) ,
I 7 Runbook &Lt SH 8 A ZE B,

(® Note

WERBEERG String BEANSE, IRERGEMAEMERNSE | S LHT
Runbook,

Involved resources

E Incident Manager B EHF , R SHENEHFFRERN ARN, A% , ELEIR ARN 15
4 Runbook FHI LB,

B3 A A BA B Y B IR

Incident Manager A B4 #% CloudWatch Z/~, EventBridge E4MFBRIMWEHFIEEN AWS BR
ARNSs E A Runbook 28 {H., AERAEEALSEE Incident Manager B LAFEEL ARNsHY T [E 5
&R,

CloudWatch 7R

# CloudWatch 2 RENMEE N EHE | Incident Manager € B B¢ BIBIR IS 2RI T P B R M E R,
A&, CEETISRNEREAFHENSH

AWS fr#& Resource Type (E/RER)
Amazon DynamoDB £EXERS]

=i

x®E
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AWS B Resource Type (ERER)
Amazon EC2 BR 5

BITIER
AWS Lambda BB BB

B B AR A

B

Amazon Relational Database Service (Amazon  #&

RDS)
EREHTER

Amazon Simple Storage Service (Amazon S3)  f#1ZETEE

EventBridge #3 Al

B R # ¢ EventBridge BHE M B4 |, Incident Manager 7 ZE 4L Resources B EAFNEN
2Y, MEFHMENR , F2/ (Amazon EventBridge # &) H# Amazon EventBridge B4,

FHEIHEH

B84 Startincident APl BIfE M E 48 |, Incident Manager €1 API FEIY R Y& FIE A FTIZH
28, BERWME , cEFERE SEHEEN BREEE INVOLVED_RESOURCEXRIE ArelatedItemsS
.

(® Note

Lt INVOLVED_RESOURCESTEREEIE MIGEE MBS B Stringlist. MRERGEMEMIER
M8, BIEEE#1T Runbooko

E#& Runbook

Y Runbook i , WA LUBRE I EIRMEMLSEE |, b LUEFE Systems Manager £ E BRI E
f Runbook —EiFfiR M EFiliEm. WMRBEBIUZRFE, Z[EHE Runbook , 552 B Systems
Manager &R HNESZE AWS B # IREFHTEB L.
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E 2 Runbook

1. 7£ https : //https://console.aws.amazon.com/systems-manager/ FRX Systems Manager £ & .
EEBEEHKF |, i#F Documents (L)

i#1ZF Create automation (3 HE)1t).

B AME— B A3 BI#Y Runbook &,

# A Runbook HY##iR.

AZRENEBLXHREY IAM A8, EAE Runbook BEIHTH . MEFHMENR , F2H
E BBt THERER RS EFE

7. (EA ) #8 Runbook MEME M ASE ., B LAERE Runbook i AEIRENRAES &,
RS EF A Runbook MEBIFTESEHFHNE, FESHEEALRENE,

8. (EA) FMEEFEIE,
9. (EH) FEEE
10. ERHMTFMEFERENS R, SELSREFE -

R

=

- BH
- FRABNER,
- SBHEEHTHEE, Runbook FERAEEHEERRERFEL R,
- (ER) TEt.
1. FIEAE L EMN Runbook FBR#% | IBIEEI BB,

EEFABIIRFIEE , B EEIRS FH Runbook BEHHIR A Runbook AT EEARIIRS &
Mo

# A Runbook

1. 7£ https : //https://console.aws.amazon.com/systems-manager/ FRX Systems Manager £ &,
2. HEEBEH®KP , 1EIE Documents (3H).

3. EXHBEY , BELBRHARANXXM , REBERRFMET. £ Permissions (FF ) R5IHFEHK
b BEEREXANEREE. RANHEEETUS EXH,

4. BERE.

5. RENRHAEGT , BE Public () , RRIERE Save (F). BEATHAGS , FRERNL
B, WA AWSIRF ID , BEMREFT , RREERT,
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Incident Manager Runbook &4«

Incident Manager 2t %] Runbook &7 , LA B IRHYBBKTE Systems Manager BBt PRGBS
Runbook., ZAILABERSEALEZR , B HETHRE , LI SEAEINERNBIEFHENR.

£ Incident Manager Runbook 4%

1. £ https : //https://console.aws.amazon.com/systems-manager/ Bt Systems Manager 2 &,
2. HEEBBH®KP , 1BIE Documents (3XH).
3. HEXHEEH , AWSIncidents-EESMA A LLEERFTE Incident Manager Runbooko

® Tip
A AWSIncidents-AEEXF K MAREANHERFEEREMHIRIE,

s A A

—

£ https : //https://console.aws.amazon.com/systems-manager/ B Systems Manager £# &,

EEEEKT |, 212 Documents (3XH).
XM BEEPREBELEEHNEL,
BEABRLIER , ARERXHNAS,
HEEEEKT |, 22 Documents (3XH4).
i#1Z Create automation (3 HE)1t).
I A ME— B AT BIH B M
BERERRSIER.
BERE,
. EXHimEESSEE R R AERNEFRER.
. i##Z Create automation (3 HE1t).

© © N o 0o bk~ w0 N

_
= O

AWSIncidents-CriticalIncidentRunbookTemplate

AWSIncidents-CriticalIncidentRunbookTemplate RIZEFENIZEH Incident Manager B4
SBAHNER, SETRNBEAMEUEAZEEARKTFER  EFEEERUZECEERBFEH
EHER,
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£ Incident Manager A% 3 #15% % [ fE5T &)

CEGTENZELAENMEESEFERENENH. BEFTETHAEAEE K EThaSERHEER, £
HrEHEEY. ERMEHN EE Runbook AR BEEMISZESHEAEA.

REEK

ELEXREAEHE , TUROIHERSHNZE, ELRGTOEFER  BREZERTIREER.

- LB - BRKESEHNER, WRESHNIBREEARER , AELSHEBNVER , T
BYEHHBNEENREDEERE,

- IEMNER-HRELEREFEFNSH K RMABRBLRESEITE  MTRBBARBEFEHRE,
SHTEEEEENBEASBETIRE (IS EHREBEA)  UEESHHES2HE, ARS
HAEPIEFNEEEERTEELES  RESEZIEOEAZSIREHOEEE  LUREEL
RO, FRBEOBEAR , IRFTENAEBRZALELFER , REHEEHMITEISNNEE | 8
Incident Manager & @8 XBii& A EBREH,

s HTFM -FERATFRREATESATESENSR UL EEEESHHEEIINED.

 H4E - ERBRBERBCEHHBNER. DREETHEBOEEZESEHEA. wMHEITE
BELEEREMEEELAENR,

B EEETE
FE A T 5URR SR T B AR 30 B B L A LA,
= Svdl) ]

1. BARK Incident Manager £ & , AR EEEE R P B ECERE

2. BIEEUMOESE,

3. HEERD , WAM—BARBNEESTEIERE , LIEREFHEIRN Amazon Resource Name (ARN)
HhERA,

4. (ERA) HRETER BAEAETENER , UGB EEEYSHEHEBIEEE,
BBEEEHREENTERE

EESMHFER

EAETHBEEERMEEREHN | B LIS ETERE, Incident Manager 5B EE F ZH R EETEIH
BB ESS.
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ERAEER

BE
1.
2.

5.

6.

BHER

EEZEED  MALEHNER | LUHBIEE Incident Manager BB L& FIE.

HHTE K BEEZEEN , UEHRLEEAEEICEHNEBEEE , SINERNK. 0F
Incident Manager F & EF 7 NWENR , F2H .

(1ER) #HEREE AARLOEASEYNSAREGERE.

(i#&F ) #H¥ Dedupe F& |, B A dedupe F&, Incident Manager fif f it = 88 2k B IE M R A 4R
RERER—ERF PEILZESH,

EEERMRFERRRARREEREMHNARISF. NRTIEEEEERMBRFES | Al
Incident Manager € 2 Y B8 |, 7£ dedupeString MU FTESEEHEFZENFERES. W
RERIZIEL |, Incident Manager ER BRIV EHMRERIRENE4H,

(® Note

RIZFERR |, Incident Manager & B Eifiti k48 & Amazon CloudWatch 7R3, Amazon
EventBridge B4 BN ZEEH. ETFEZRMABCHEEERMERFTS |, HUPHILEL
ERBERENESE,

(IBR ) EEHERT , FHEERRSIRNE , WERE IR 8EMHEHF,

AR S MR HKE RN TagResourcef Al , F BEE R EFRESHER.
RESEFIEXEEZEANIXEE , MERERSFETER,

(R ) EESHOENXEAE

EfEOENETESURBER K OEESERBERREHEN., WATUEANXST , EER
PRBEREHEE,

EIMXRERERX T A Amazon Q Developer , R LL% Slack, Microsoft Teamssl B 588 |, =
Amazon Chime ARZHEEETEl, MEEBENXEAREXFE Amazon Q Developer HE I B X
SHENEN , B2RUKXEAEXEEEIEEFH Amazon Q Developer,
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/A Important

Incident Manager #4478 B 5 % i Z B K #83& Amazon Simple Notification Service (Amazon
SNS) EEMEFTA, MREERMEZK SNS TEMNFFA , AL HIIBEEEGT
2/, Incident Manager 4RI B ME MM ZE SNS & , UUBEFT .

MEMRSBERFFHEE

%II

, i82 @ 1£ Incident Manager F A& 6] FE & 22 3 1S B K5EE,

EESHEEHXEE

1. EWXBES , ZBRHXEAEXPRBEFTH Amazon Q B AS , BEE T ESHHEE
1TE~A.

® Tip
EEEIXRERAERNPH Amazon Q Developer FEMFHHEIRIEE |, FHEEREH
PRGNSR

2. SYHIREE SNS T8 , BEEEEHHBRMIEM SNS T, E£ZE PHE SNS =&
AWS B SEINEE , Ul EEESHER AR,

3. HERELASHYBEZHENBEA, BREDPHENEHTE.

(BA) ENZZ2HEHOENER
BAASHBERBNRBEENDREE. REEBREBEITTIEF

1. BB ANBEZTHENREREHRTEFHNIREE.

(® Note
B B A &S5 — @RS A BHE AH 8 = E TSl

2. REEHFTEMAERITETHNSE,

MEBERGIMEBTBINFMAEN , 5528 £ Incident Manager 22 37 M 5% E Bik& A F 1E Incident
Manager P2V EIEEEBNE RS,
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ENESREHEENER

1. HREKHRE A FEECEHENEHETE. FoiENERNBZA.
2. HEEEEMHEEHTTFMMASHEABIEN—585,
(iZf ) $EE Runbook LAiBEEH

BRI LAE A AWS Systems Manager Automation F7#Y Runbook AWS Systems Manager , # AWS E
m REPERNEAEXNNERREEHE BB,

18 Runbook & EZ Runbook TEi#E. Runbook T/E#RIEEE Systems Manager 2 E & B
Hih AWS ERER FHTWEHE, £ Incident Manager & , T F MRS 4 EANER,

MFEE EETEIPEA Runbook MFFHIEF , F2BE Incident Manager HE& Systems Manager
Automation Runbook SA#1TEHE#E,

EEEEEHEMRH Runbook :
1. &% Runbook , T FHIH A —IF ;
o WREARFIRIZER Runbook , LAERIFEER Incident Manager Runbook, ¥ Runbook &% ,

& A ¥T Runbook B R &,
« JBEREIEED Runbook, EMEMFANEEE. HITFMARA,

® Tip
& ERTEMRE Runbook , FBRZFEREHH Runbooks
WEE T Runbook W& , 2B 1£ Incident Manager P& & Systems Manager
Automation Runbook SUEITEHIEE,

2. HZHEESYF , RHEPNE Runbook FFRMNEMSH,

S MR Runbook ISEHN BB, —f8 Runbook THEEHRR —EREANSE, HLBY
THELEN , HLARBAN.

EHFZERT , BULLREFBHRASEBNFLEE , 521 Amazon EC2 #{T{EE IDs;BE, &
A LAZE Incident Manager IRt EHBHEEL NS EE,

3. (EFEHA) BR AutomationAssumeRole , IEEEFEAH AWS Identity and Access Management
(IAM) A, kAN EEEHIT Runbook FIEEZ @A SFIENET,
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® Note

MR KIEEAssumeRolefE{d |, Bl Incident Manager € E & A Runbook RS A& & 3 H
7 Runbook g EMNERITH S

RIZETYIEE :

« B A ARN {E - A B FEH# A AssumeRole #J Amazon Resource Name
(ARN)arn:aws:iam: :account-id:role/assume-role-name, il
arn:aws:iam::123456789012:role/MyAssumeRole,

- FRARAENRESE - RBIERFFNREACEETEREEGMEFINAL,

- BYFMWREAE® - % AWS SEBERHBIBIZBLLEEE AssumeRole, ZHULIEEE | &
HAWS ZEBE , HFEPEE-RZEBEE,

BUNEZHTACHEREARERE  IBALEENRRE,

(® Note

1E{E#HY Runbook RS A @ E{RIREL A4S E Runbook 1HEAE . ©FREETEH
Runbook £ E A, ERRAABEMNERERT XEH M Runbook,

4. ¥H Runbook RIEA® , EEEMAMN IAM &6 , LUIREFEFENE Runbook 4 & T {EFRFEFR
EWEFT,

ARZELMARTIEE Runbook ssm: StartAutomationExecutionfVEiE, &

ZEZ Runbook Bk FEME , ABHELASHEE HIBEILAWS-SystemsManager -
AutomationExecutionRoleHI B R FF sts:AssumeRoleBETE Incident Manager FE IR
AWS IRF M BB EH.

RIZETHIEE

- BIFHMIRIE AR - Incident Manager € A& 23 Runbook fRIEAE , HH I ERE Runbook
THEREBAENRETT.

HAAGEE K BuiESEBNENREE IR AREENEE, EBLEHAESNER , =
#% Runbook B BAREBEBBH., ERREAFA AssumeRole E2ZEEHY 45 E Runbook 488
Bt L Hrge~28E H Mt Runbook FFrEEMFF A,
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- FRRENRBAE® - £ Incident Manager %XRIZILH IAM BEEEFRENZT,

st AesE  ENEERCERAGHNER.
5. RAHMEE K RBRFEETIHEP—IT , BUHEE Runbook THERIEEHIT AWS IRF KB

- DEFTEIMAERIRE - £ AWS IRF EM T/ B Runbook TEHTE,
- BRRENIRFE - EFRBHNREEHFAIIRS FAE Runbook TIERIE.

& #&73% Incident Manager AR BEIRFRH| , B Runbook EEEFEMZHERFFHNERRIEETE
e , BEEZZENIIRS,

6. HEERZFMAE PagerDuty IRIBES ZIEIEFEIP,

(18F ) #& PagerDuty FRIFE S E O FEETE
#& PagerDuty FRIEE & F B FEEHEIH

B4 Incident Manager B2 PagerDuty &8 , PagerDuty &7 Incident Manager ¥ 3 E4F 22

SNHENEH, PagerDuty PN EHEFERBEEFEZN D EITEREBMAMRBER , AR Incident

Manager IR, PagerDuty 4% Incident Manager BSR4 N BEH LV EE.

1. BREE=FEES , REBEEMA PagerDuty ZEEUT

2. SHEEERE , BREFEREAERNME AWS Secrets Manager , SUIFEUERY PagerDuty ik
Fo
WMEHE PagerDuty & A ERHF#TZE Secrets Manager B EH , 5520 £ AWS Secrets
Manager #2125 PagerDuty ZEURE .

3. ¥ PagerDuty fR¥% , SEREER T PagerDuty B4 # PagerDuty 1R S iZEURTE .

4. BENEERERYEIEESEL

HMERRY R O ETE
NI v O fE5
1. (BA) £88ESY - EEBRRIBLWEHERZCEEL
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BEEERLERGERNEZRAMPEER, ZUUEAEER , UFRNAR2EER , fland A&,
HEEDIRE, o, BUREEEELEOEFE  USIHEERNS4EE, HIasNEHREE
BH  RNEEBEBOYERTE, WEER Incident Manager ERIEFMENR , 552 M Incident
Manager FHYEFE &R

2. EBEBRVDEFE,

# Incident Manager 1§k B H RN FE 4 rVBEEREBRE A

=%

#E Incident Manager & , FIRE/S B RERE 284 BT B4 AWS CodeDeploy ZFEZ AWS
CloudFormation #BE#HHMNER , MASR THESHHEEN —RSEEE. SEASHREBT
UREASHNBERE, ELBERENEBET e ES4NSHHAETER., BBELHE
MBFWHERET  DEETEEFTDEBUET. ETROTEBEREMENEE , EMRORE
HE R FHER (MTTR).

Incident Manager B 81X E M E AWS BRFAWS CodeDeploy Y BBEFEAWS
CloudFormation,

MBS ER —EREMAA, BALE EET, BED. B RMA Incident Manager B2 %
WREEETRAT.

EIERAREBETNEERE | Incident Manager EAE BN RFEA®. LRFEAE®EEH CodeDeploy
# CloudFormation #EEX B EEFTERIGT Ao

FEEBRFROIPEABESE , FEEERFPRA TheE. 2% , AWS Resource Access
Manager (AWS RAM) fAH S EEARIIRFHXEEVHENREA R,

AS2RTHEE , SRS ERBEBEDR,

o

ES]
- BANEZVEEFENREAG
- REBIRFHAERRENFTA
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RANMEZELIBEFENREAG

B IR ARBEEEThAERF | Incident Manager IncidentManagerIncidentAccessServiceRole®
REREEIZE NBREAE, LREAEER Incident Manager EEMFFT , UNEBBEILE4H
B E A CodeDeploy &M CloudFormation B E I E .

(® Note

MREH Incident Manager BERIABHEE LR , AISEEERFHFEUREAR. BEF
REBHHMIREFNBERR  YAESEEARARFPFHFELREAR. IFEBEA
CloudFormation EiREEWERAERNRFHREIHACHNERN , BF28 FHNTR 4ZEBIRF
EHEE,

LR AR AWS ZEBRARB ., MFLBERTFFUNMERER ,

AWSIncidentManagerincidentAccessServiceRolePolicy,

3
¢

B AWS SEBX :

WMEFEFE Incident Manager MMARRFHIEMARBEETENER , 528 Incident Manager AF9,

NEABEXRNARFEARABMEEENEN  FoMH EEHEEEME.
REBIRFAEERENFT

EEREE DREABNRSFEAREBTEDRE AWS RAM , SEEARRXNIREHHLERE Incident
Manager B9ZF A , AR KEREIEERFNERELE,

IBLEFF A AT LLZEB AR E CloudFormation H IRMEHMEA , EFERARENIRFPERE AWS |, REAREE

A IncidentManagerIncidentAccessServiceRole,

NREEERARKNIRFR THMNFBLEARNEF , F2E LR 47 Incident Manager FEE
% AWS 1RF M BEEH
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£ Incident Manager FEEI S FHE I E4

Incident Manager 2 #H# T & AWS Systems Manager , A B REBMPRE EEH, BURE
Amazon CloudWatch 1 Amazon EventBridge , 8 CloudWatch & = H EventBridge B4 B 821
B, B ESEHEEERLFHEIEN , WEARE AWS CLI = AWS SDK # Startincident
API| Bi4E, Incident Manager €4 #£4H[E CloudWatch B RE{ EventBridge EHEM W EEEHMBR A
HENSEH4,

#H CloudWatch /Rs{ EventBridge B4 BEIE I WEH | Invent Manager S EREREHR AR
BRAWS B HEMN FRBIEH. MR Incident Manager #EEE FEHA AWS [E1F , CloudWatch
% EventBridge E R BIEEBEFTEENEP—BETARETEISH. WEFHENR , BF2EE
Incident Manager FEEE AWS tkF M EFHNEH.

ERBEILEMHE |, Incident Manager € BENWESBHFTS R AWS ERMAEBRER , WGtk AT
ZHEIEE REIER, MREEEETEZEFTIEE Runbook , ERMEILEHR | Incident Manager
LU EHFTS R AWS BRI EFAEEE Runbook, RiFEIERE 7 LAIERE) Runbook It B 518 R
HER, WEEERABE,

ERRELEMHE , BEE Systems Manager 9 7t OpsCenter FEE I RIEETEIEE (Opsltem) ,
WHEHEEZEHMBHEEER, B LER L Opsltem B HIAERE THERMKRNEH 2, M
OpsCenter 8 E4A KA, FE OpsCenter EEMFFMERN , FS B Systems Manager E{E.

/A Important
RAEUTEEFHMAENA,
- MRFEMEA Incident Manager, AEEEBETEEEELMERESE AWS B i, R

TEEAREBEYTHM PEVELH, NEREEBENFMEN , 52 [ Incident Manager
AR

- BEESREBEEVNEATSUAREFEPHEER Runbook,

£/ CloudWatch E REBHEVEH

CloudWatch £ & CloudWatch IEZERIEEESRETNEE  WEBHHTRHESHE
fE, CloudWatch €82 Systems Manager # Incident Manager B fH , KO EIEAREILEH,
EEE T RGH
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* Incident Manager EREXERUBEE., UTREEENIRFE PRI Incident Manager IRIEE#E
At , YREXENF,

- DEXEM Incident Manager EIfEFHEl, BHE T #FM{AIERE Incident Manager EIfEFTE , FBRAE
BI7E Incident Manager AR 32 3 #1538 & Bl FE 51 2 Y S 4 s — &1,
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StartIncident

T3 IAM BERR R F BB EHNLEFT, RETHREARVEANOEGE  URERIEH 2R

WA MRES

JSON

"Version":"2012-10-17",

"Statement":

{

[

"Effect": "Allow",
"Action": [

1,

"ssm-incidents
"ssm-incidents

"ssm-incidents:
:TagResource",
:GetIncidentRecorxd",

"ssm-incidents
"ssm-incidents

"ssm-incidents:
:UpdateIncidentRecoxd"

"ssm-incidents

"Resource": "*"

"Effect": "Allow",
"Action": [
"ssm-contacts:StartEngagement"

:StartIncident",
:GetResponsePlan",

ListResponsePlans"”,

ListIncidentRecords",

1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:CalledViaFirst": "ssm-incidents.amazonaws
}

"Effect": "Allow",
"Action": [

.com"

FERBEMHFEL IAM FF T
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"aws:CalledViaFirst": "ssm-incidents.amazonaws.com"

}
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Incident 1 ‘ c | nnnnnnnnnnnnnnnnnnnnnnnnn v H .............. ciden
Status Impact nel  Duration
Open m 2m
Tasks Runbook: Diagness ~~ Engagements we 0 miti m
N 1 waiting for input ess.
m (UTC-5:00)
\\\\\\\\\\\\\ ine @) Runbooks () Engagements ems. Properties ) ified and impact is being
Summary "
No summary
AEERASHFAEARTENTE , ARETUAREEATHEF,
ENTENE -
IEbp )
BESHFMHEAET LN ERERLIESTIER
« AREE - B4R B BIARRE AT LAR R R R .
- FE -BENHERENTE, TULUES. PNE. sE2FEANTE  FEEREBEBEM.

PIRIEE - FEIRIBENER , S UEREDBRESHEHRTEL,

BFERE - IEEMASHZIRBHNREE,

Runbook : B2t B4 HEERY Runbook ARAE, AMRAEFREEEZFHFM A, BINZAM. MR Runbook
MARBEIE EH43m A |, B LURIE Runbook MU R BN EFEMIE . EALUERABIRERE, X
B =R BUE R Runbooks

KR - EXHREBNSEXKBERNARE, ELEUSER K HIRBADSH, BFESH

% , MREEE Engaged F A Confirmd, Incident Manager T X EHRE=ZHSHE, EEXKHE
E{REFE Engaged REE,

FAMRESHEE, YENUREE  FEREERES LANFE.
SHERE

ERGHEREREHREER. FRGE , EUNELGEERESHNEREBENBA. EAURH
LERANERER. SEINBEREARER , B4V ERE, FEEXSCEASHEIERREMN
MREEEH , UREHHMABESHRENE ., MREEEAREELGHETERXER , FBEA Incident
Manager H 12 0y B K 451E
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R HCEENFBIETR. EERTFTER Runbook , ZIFLBIMENEITHIER , 52 Runbook
REIER.

BR %5



Incident Manager EREEmR
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ERER

Incident Manager £ Amazon CloudWatch AR5 ZEH LWIEENERER, BEE—S THE
HETNEENSESHEEREEY  F2RAEAEERELENSHRE —&.

HiEER
BELEREG LARIE,

HEZWREAW CloudWatch ERRFEIER , FHRIFRREH CloudWatch ERHR.

a. BREERR. EEFEBRMEERR—BINAMBERNET.
b. (ER) ShAREREINER , UIRERKEER.
1 CloudWatch ZEIL iy F ERRRRIMBE —ER. EEERERNR

a. J&EiB https://console.aws.amazon.com/cloudwatch/ BRI CloudWatch 2 5&,
b. ZEBEH®KRY , BEEE.

c. EFMRERRSIERL RESMUPBARSHAR  JINEREBIERERE , ARE
EﬁAO

fltn , MRELBCPUUtilizationtEiR , BEEIHE L ISFEABBN &S =B M
E.

d. #RESHPEEHP—EGERURRER,
e. EERRRSIFEBRILEREF,

ERESEXRAGZEBMABEETENRESHFAEN , IEFEEEFERRERAH CloudWatch
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EEBRIER K FEEBR , AR ERENEETHAXNEETEELEBRNIEE
#t AWS CodeDeploy H #13 EEEE CloudFormation

BABESEYREMALENFITR , A RERESHHENEREENSERIENH, QRS
AU ESEHFRET R LR ELHELRNEEE.
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BEF

Incident Manager B 2V 22N EEEE , HEEZKEERRE. SUEERERSIERESYT
RIELLENE , LA LARARAE L EE, BUUEREECRENSEER RRECRENSEER, BE
15 B 2 —%& Opsltem , E#EZE OpsCenter F 2 T FE 4,

BEFE

BRSO MZEl , EEAREEERREREEEEINNEE, EREETKREFTETNEER , B
EENERERBELELAZIGGE , RT-BECTER. NREHARTHREBTEER |, Al Incident
Manager 2 8 ~—RIFAR , BRI RELEZREAS T M AR .

AT AR

DMBAREH—EBE , RARIBHNREARR, S EAELEBENERRAEEAEAMEEM
EHEE,

AWS ZEE K

Incident Manager R #& AWS EHEIEMBEEI THREEKREMEENBEEELR , EEA
AWSIncidents-PostIncidentAnalysisTemplate,

B DA

RMEREFEATEIRAWSIncidents-PostIncidentAnalysisTemplate#iA | I #i8iE AR EH
FARGNEMRERER, BEARELEYINELR FALSBEAEEEIRFPEILSTER
MR, RE K B MEREREERA Incident Manager BV EEE .

B oA

1. B0 GetDocumentBifE , WEAHNameS B &, AWSIncidents-
PostIncidentAnalysisTemplate, M&EGetDocumentiEEZMEFFMER , S Systems
Manager AP| &%,

2. EEPFHABRITEARINH JSON ZEER, FAREREER  EoMPEAHMEE, B
ZJ|IBTE Incident questions BERHPHFIBREIEREER,

3. EEEVHMEAR  BEFEMA CreateDocumentiBEHRE L —ESBHEHMN JSON, BHEEE
THEH , He Analysis_Template_Name REANEZE |

* DocumentFormat: "JSON"
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* DocumentType: "ProblemAnalysisTemplate"

* Name: "Analysis_Template_Name"
= RV a i}

1. BEEVUDN , FRCHFASHENSHFHEFAEETRREEIDN,
2. BEEERPEVHSTNDTER  REWADTHERERE,
3. #IZ Create (B3I),

SIENRE ALY S0 4T

BAUELE B ATRBOMNEIDR , oM EBNLRIIN, SO ARFFEFR PDF, &7
UL—=RFIEN— @ #. BaFERRINEDZED .

FIENAE AL 2 47

BB Incident Manager £ A&,

BESNERSIER.

BELESIEN 2 TE—E,

EHHMFMEAEENE LS | BEDID,

EHENSBSHITHEFLRD |, BRETEVESEEINREFN ST ER, REFER , SEWAE
[ ER

B E 5 ED SAGE R e B pY AN #4851 EN 4R 6 1

7. EEENIHNENIERN, ERLLEEREIMEREDRE , WIS TS PDF, IRE
2 HHERIMBEETETAEE  RARZEIH,

o kb w0 bdp =

o

® Note

ZHBIENEFITHRIE Web BIBERNKERHNEAENHE,
SIENE it R B ENEERE , BAIEHFEH B A9,
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Incident Manager {2 R 12

IELE AWS Systems Manager Incident Manager 2R GBI EEREF R ANEHEERR, EL
HERERECEHHEBRENERED , AZESHEE,

3]
-
-

1]
i

. B¢ Incident Manager f£f Systems Manager Automation Runbook
. 7£ Incident Manager F EBZ =4

i |
E

ERTE . ¥B Incident Manager £/ Systems Manager
Automation Runbook

BT LAE A AWS Systems Manager Automation Runbook R {t, AWS FRIGH T RitE, BBEMEE
£, EXRHBRESD | 4827 BET Runbook , BATE Incident Manager F BHE)MLEH O fE, A=
RIENRFS R IERIE Amazon EC2 $E#ZH) Amazon CloudWatch B R, Amazon EC2 E#TEEE
A BB E RIAREER | Incident Manager & B B)#11T T SI1EH -

1. ¥ Incident Manager M E#,
2. @) Runbook , ERIEEME,
3. # Runbook &R Z Incident Manager PV EHEMEF EE,

AR B AR FEF th AT LAEE Amazon EventBridge B4 MEMERK AWS BEREREH. EBEE
L HERNE4NESHOE SRS SHEESREERNTELE,

A 2R 2R B AT R BB 45 4 Incident Manager [E FEZTEI#Y Amazon EC2 #11T{E#&#Y CloudWatch
ER, MBREBRERTEE R, HTEENCEFTE  BEEEERBcAREELE R, MEFMENR ,
AR T ERE :

{Amazon CloudWatch £ A &Er) FE{EH Amazon CloudWatch 27~

{Amazon EC2 fEF&¥5m) FH Amazon EC2 #1T{EEE Amazon EC2

{Amazon EC2 fEF&#5m™) FH Amazon EC2 #1T{EEE Amazon EC2
« 7£ Incident Manager # % 37 #15% iE [ FE 5T &I
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/A Important
EREBEY AWS ERMEM Runbook BEIMLTRRELERE ., MEFHMET , F2H
AWS EE.
FHE

« {£# 1 : 231 Runbook

- %2 EY IAM AE

« {£3 3 : #% Runbook B E R B FEFTEI

- {£3 4 : # CloudWatch B RIgRAS B Y B FEETE
- £ 5 BRBHER

£ 1 : 33 Runbook

£ A T 5IFZF1E Systems Manager 12 &HE . Runbook. f¢ Incident Manager SR |
Runbook & E# (&) Amazon EC2 #{T{EEE , XA Runbook HIITHHEBEAET =M. FHEZ
Bl , FEEFREEBE T Runbook MIEFR, MMEFHFMEN , 52 B (AWS Systems Manager £ &5
M) FHEREBE.

/A Important
BE TS ERAEMY AZHERE Runbook WEEFHMEN :

» Runbook {E AR CloudWatch B RIRREILHNEH, MEEB I Runbook AR HEhiFH
WEH  SIMFBHEIHNEH , BIZE—1E Runbook ZTBHHEBESMEBEGSEEZRE , BR
mEEERER

+ Runbook FEE CloudWatch B2 I8 A WiE InstanceId. Amazon EC2 #1718
REENEREGILMHE, WREMI Runbook BEMISE ( REMEHIUE , Hli0
EventBridge) 2B , BI% B2 T IsonDecode2 ZBUKF A RHI T TN EH

+ Runbook B EHZEBEHE Amazon EC2 HTEBERISEMBRE RNEE., HRE
ENSEH  SUETRENRBETEE. FRALZFERRENNSESHEBERER
Runbook,

WEE 7 Runbook KIEEMAERA |

:I:I'*

ZEAWS Systems Manager ( FA&EER) FHEA Runbook,
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#3 Runbook

1. 7£ https : //https://console.aws.amazon.com/systems-manager/ FEX AWS Systems Manager

vn L
T Ho

FEEEE®KP |, 1B Documents ().

EERBIL.

SHHER , WA Runbook My , Il IncidentResponseRunbook,
212 Editor (fRE8R) BH, , RREE Edit (REB).

BTHFABRMAREIES

2

description: This runbook attempts to restart an Amazon EC2 instance that caused an

incident.

schemaVersion: '0.3'

parameters:
IncidentRecordArn:

type: String
description: The incident
mainSteps:
- name: ListTimelineEvents
action: 'aws:executeAwsApi'
outputs:
- Selector: '$.eventSummaries[@].eventId'
Name: eventId
Type: String
inputs:
Service: ssm-incidents
Api: ListTimelineEvents
incidentRecordArn: '{{IncidentRecordArn}}"'
filters:
- key: eventType
condition:
equals:
stringValues:
- SSM Incident Trigger
description: This step retrieves the ID of the first timeline event with the
CloudWatch alarm details.
- name: GetTimelineEvent
action: 'aws:executeAwsApi'
inputs:
Service: ssm-incidents
Api: GetTimelineEvent
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incidentRecordArn: '{{IncidentRecordArn}}"’
eventId: '{{ListTimelineEvents.eventId}}'
outputs:
- Name: eventData
Selector: $.event.eventData
Type: String
description: This step retrieves the timeline event itself.
- name: JsonDecode
action: 'aws:executeScript'
inputs:
Runtime: python3.8
Handler: script_handler
Script: |-
import json

def script_handler(events, context):
data = json.loads(events["eventData"])
return data
InputPayload:
eventData: '{{GetTimelineEvent.eventData}}"'
outputs:
- Name: rawData
Selector: $.Payload.rawData
Type: String
description: This step parses the timeline event data.
- name: JsonDecode2
action: 'aws:executeScript'
inputs:
Runtime: python3.8
Handler: script_handler
Script: |-
import json

def script_handler(events, context):
data = json.loads(events["rawData"])
return data
InputPayload:
rawData: '{{JsonDecode.rawData}}'
outputs:
- Name: Instanceld
Selector:
'$.Payload.detail.configuration.metrics[@].metricStat.metric.dimensions.InstanceId'’
Type: String
description: This step parses the CloudwWatch event data.
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- name: RestartInstance

action: 'aws:executeAutomation'
inputs:

DocumentName: AWS-RestartEC2Instance

DocumentVersion: $DEFAULT

RuntimeParameters:

InstancelId: '{{JsonDecode2.InstanceId}}'

description: This step restarts the Amazon EC2 instance

7. iZIZ Create automation (3 HE)1t).

%22 IAMEE

FER T2 ZBREEIL AWS Identity and Access Management (IAM) & | 24 Incident Manager X
B O fEETE FEE Runbook WIEF AT, ANHZBFREFH Runbook B E#HELE Amazon EC2 #1T1EE.
B8 Runbook E#ZE| B EFHEIR , B ET —BEHFEEL IAM A€,

B RO ETEIRNE) Runbook Y IAM B &

1. TEUAT#HuBARK IAM 324 : hitps://console.aws.amazon.com/iam/,

FEEERT , BEAG  RAREERBVYASG,

EEANEEBERET , BEEERAWS R,

EFERARAT , mHM AWS RBHFERAZRFIF , @A Incident Manager,

i#4Z Incident Manager , RZBET—%,

ENEHFTEEL  BEEEVER., FURERSEETNABERREIRIERT R
EiRESRT |, E#EF JSON FR,

#& T HIRF AT R AR R AL E] JSON fREERR. LAEH AWS 1R ID BUX account_ID,

© N o 0o ~ w0 Db

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Resource": [
"arn:aws:ssm:*:111122223333:document/
IncidentResponseRunbook",
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ERAEER

"arn:aws:ssm:*: :document/AWS-RestartEC2Instance",
"arn:aws:ssm:*:111122223333:automation-execution/*"

1,
"Action": "ssm:StartAutomationExecution"
},
{
"Effect": "Allow",
"Resource'": "arn:aws:ssm:*:*:automation-execution/*",
"Action": "ssm:GetAutomationExecution"
}I
{
"Effect": "Allow",
"Resource": "arn:aws:ssm-incidents:*:*:*",
"Action": "ssm-incidents:*"
},
{

"Effect": "Allow",
"Resource": "arn:aws:iam::*:role/AWS-SystemsManager-
AutomationExecutionRole",

"Action": "sts:AssumeRole"
},
{

"Effect": "Allow",

"Resource": "*",

"Action": [
"ec2:StopInstances",
"ec2:DescribeInstanceStatus"”,
"ec2:StartInstances"

]

}

9. EET—F . B ER.

10. (A ) WEEE , FHEENEERNER.

11. BET—% : A,

12. EEBEAUD , WATHREBERBLACENSAREAHRERENER,
13. (A ) EERRCPEAER,

14. BEEVBUR,

15. BEERAERYACGNRERRERRSIER. BEBERMETITER.
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16. EFENEERE (URBMBEREMS )  REEGEERGARPBACEINFFTBERS
.

17. BELEMNFABR , RREET -5,

18. #EB. MENEBRVEE L  #HHACEBERAEE , HHEKLACRRARAREHERE,

19. (BA) EHRIRAC AL,

20. REAAGCHMET K AEENMEER K RERBERVUAG,

7% 3 : #% Runbook E 4R 2 &1 O] FEETE

FE1B# Runbook E#ZZF| Incident Manager EIfEETEl , BRI LIRR —3. TERKBRFNERRE
. Runbook 2 A] i & ST 2 = B T — @B 1ERVE B

7% Runbook 184G & 1Y B FEE T2

1. BARX Incident Manager £ 54,
2. EEEEFE,

3. HHEESE , RERANLEHE  ARRERE, WREIFRANEEE , HEEFELE
FERtEILIZ T FavEHEl,

SRR T YR -

a. 71 Runbook EEH , EFZEIRAEM Runbook.

b. HREEEE K HIACEMEEEN .

&% Runbook , ZIFEE PEIM RunbookEF 1 : 31 Runbooks
TR |, EHATRHEIEERR.

W ABERD | #¥ IncidentRecordArn 28 , ZEE4 ARN,

. EBTHUERG  BELSE BN IAM AETE 2 B IAM A6,
4. RBEENEE,

~ ® o o0

7% 4 : # CloudWatch B /R IEIRiG &/ B FEETE
FEA T YRR Amazon EC2 #1T{E#H CloudWatch BRI BN E ESTE,
#% CloudWatch B /R8RiG &/ B FESTE

1. 3B https://console.aws.amazon.com/cloudwatch/ BAEX CloudWatch 32 A&,
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2. EEEERTHNETT , BERMEET.

BIEAE PEVHEIESTETE 3 - # Runbook EREAH B EETE,
#1Z Update alarm (EH & R).

3. HYEEBFEZCEMETEMN Amazon EC2 H{T{EEE | BEET,

4. BEDE K RREEZREE, BREEEEREA WHEInstanceld,
5. BET—%.

6. STHERTEBERE , BIEHIE Systems Manager BfE,

7. EEEVEMH

8.

9.

55 BEER

EEEFE CloudWatch B RRBEUEN , AREE R EFTEDIEERN Runbook , IBAEBRE R,
B3 E R A Runbook SEREIER , B LAEA TSR RERFE Runbook HW#ER., NEEBEERER
HEF , B2 ( AWS CLI 5 22E) F set-alarm-state,

1. BARX Incident Manager £#£ &,

2. i##E CloudWatch B REMLHWEH,

3. IEiE Runbooks &5|EH,

4. 7£ Runbook #BR[EEX #2127 Amazon EC2 #{T{EEE L #ITHBIE,

TERENAE FZREFREEEFHBEREFEIUMN Runbook FTREIN S8R, BESBREES
H B E B RE MARRERA S
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Runbook steps

00:00:00 (UTC+11:00)

15:01:44 [#] ListTimelineEvents @ Success
15:01:44 [#] GetTimelineEvent ® Success
15:01:45 [#] JsonDecode ® Success
15:01:49 [¥] JsonDecode2 ® Success
15:01:53 [#] RestartInstance @ Success

23:59:59

ZEEMR CloudWatch B R FTEFFMER , BB JsonDecode2 £ , AR ER@ L,

/A Important

BULEBREAHEBFRETFEEALTERENTMEREE, ESTHEY Incident Manager
BRNEE  FINERTEIMEH. CloudWatch B2 RHNEE | URGERKBREFEIN
IAM B,

HERTE . 7 Incident Manager F EB L2 EH

&AL BEfEF AWS Security Hub CSPM Amazon EventBridge # Incident Manager 338 Bl #1 & 12
AWS FEEERARIANLZL2EH. AUBREGZE L 5| BEERE EventBridge Al , LARIE Security
Hub CSPM B B)EixHEEEEREIEH,

(® Note
A ERTZFE A EventBridge Security Hub CSPM, FRELRE S ELER,

TRMRAF

« EXJE Security Hub CSPM, MEFMER , FSBEE AWS Security Hub CSPM,
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* 1 Security Hub CSPM R 2V S E#EEEE. MEFMEA ,
Security Hub CSPM,

- ERECOMEETE | ;| Incident Manager TN BN LS EH RS HBESEAR, MEFMENA ,
BI7E Incident Manager 2@ E 4.

%

A2E PRNRERER AWS

2
\\\)ﬂ

EXRHBREP , RMEAFALERNENARE EventBridge R, EEFEAETEAEYRA ,

2/ AWS Security Hub CSPM ( EA&EER) PHEABIIEXNRKEY KA,

#3 EventBridge 3 Al

1. HI{E https://console.aws.amazon.com/events/ BB Amazon EventBridge £ 5&,
2. ESEE®RP  ZBESHA

3. EEEVRA,

4. wARAK Name (B 78) B Description (¥iR).

ER—EEFEME—EEHFEREL , RATEES —ERARE,
5. S EHERLEEER
6. ﬁfﬁ%ﬁﬂﬂiﬁﬂl&%iﬁ%#ﬁﬁﬂ’ﬂﬁﬂﬂo
7. EET-F,
8. HEEMHRFMAF , BIE AWS EH4 R EventBridge BEBHEH,
9. SHHEHEN K BESHEARE,
10. EEHRERMALF | #E AWS R
11. $FHAWS BR# , i#1E Security Hub CSPM,
12. S EHER | 182 Security Hub CSPM FAERER - E A,

B

13. RIFFEFR , EventBridge BREF S EAEFRFAENSHERN, SHESEBY , SFIUT 144

#EE, BMELEHRRY  BREREELSRENZLAETERRELEH,
14. #&—"TF Next (T —%),
15. £ BEEBEMISP |, BIE AWS R,
16. $H¥HIREVE 2 |, &2 Incident Manager B fEETE,
17. $t¥iEPERTEl , EEERAFMEYSHE LN CETE,
18. EventBridge AT #ITEMKRAUFAEN IAM B,

- FEHDEY IAM AE , FREABEEREUFNASG,
- EEFRARFPEEFEN IAM AG | BERECHEEAR,

EEREEMH
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19. (EA) AR Al A —RZEEHK.

20. EET—F,

21. MERAWFEMER K RRBEEIRA,

REZSEUY EventBridge R Al , FELMERBHENZTER/ERRME Incident Manager HE
VEH, BANRELEHPLE, BB, ERNBYS4RD
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Incident Manager HHY1ZE5E B IR

EBREANTHRERN  SUUEERED AWS BE EEMN HEEEIRE Incident Manager EiRR.
BRI ERIE TG OEE, SHRHENBBEA. SUTBERMEETBFPHEENBIR, BB
UREBRFTEEERELS. BRUTREUTANSA s ENRHHELERN . SEERES

SHEEEN —ERE—EZRE. BRERGT—EERSR , UFSEHSEE Incident Manager
EREENER, FA-E-INERER  TRECEERHEERELER , URERHELERN
FEL SRURBEBRRESNGRER, NFEARREFNBERNEFMNFRENR , F26H (AM
ERERER) PHEAERZEH AWS BRI FHL

BUNEZV ORI  EEMHRARERTEERR, EXRACEHERYEAR  ELEEREERA
EEHEE.

® Note
BEEIZEANERER. cHEeBRBEERFLFH,

B LAEA Incident Manager EE A FEBIABERER,. TIEFHENENEERTIRAEENERE
B, AP ISARTEERRSIBFNENHRLT , ARARFMENBRERN R,

v Tags - optional

Key Value - optional
Q. Environment X Q, Linux X ‘ Remove

BRURKARGT A XERER , FEA TS API Bi1F :

« TagResource

» UntagResource

 ListTagsForResource
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/A Important

EREMOEGE, S, BEA, SolENRRNER  UREEERERERERE
bR 5 B4R FE 2o
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R Z £ AWS Systems Manager Incident Manager

VERBZEM AWS RESEBEIEF. 55 AWS BF | BRI HZRERPONMERERE | LR
RATMERREHRBEBNFERMEE.

Z2MR AWS EEcBNARERE, AFSEEAFEERAERNEZEYE K NERPHNZTEM

- ERMETEM - AWS BEREE AWS R PTHWERRE AWS Elf. AWS h ARREMH TR
2FEANRKE. EAWS SR ED , E=SRRRAESEHARTRIRMAZENEN L. BET
218 A& R 58] AWS Systems Manager Incident Manager , 552 BAWS &R EIH RSEES
o

- ERNEEN - ENETEURALZER AWS WiRE, SZHXEHHMRREEE  SEERNBE

. BRI ERNEAEENER.

ARXH A BIE T BRI A Incident Manager BRERHBESEEER, T EERPMARE
Incident Manager A& BN L HEREE, St T HNMEREM AWS IR KiGBIERERH
R Incident Manager &R

£

+ Incident Manager /Y& EHRE

+ By Identity and Access Management AWS Systems Manager Incident Manager

« 1£ Incident Manager £ H AR S A R B FEFHE]

« WEHREFTE AWS Systems Manager Incident Manager

« FFEYSEM AWS Systems Manager Incident Manager

- RWERREZ S AWS Systems Manager Incident Manager

« 8 AWS Systems Manager Incident Manager ¥ 52 VPC ¥% 2 (AWS PrivateLink)
+ Incident Manager 5 B9 #H RE 1 R R 20 AT

- FRZ2HEEFK AWS Systems Manager Incident Manager

Incident Manager F )& R E

AWS HESEERBHAR PHERRE AWS Systems Manager Incident Manager, MILERFTR |
AWS B EREHTAAE NEEERRE AWS Eif, CESHETHERRE LEEASTHEHIE,
FBHEREEMER AWS R NELLERNEETE, NEERNRBAENFERERN K F2RERE

ERRE 17
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MEEREESR. NEABENERREZBNERED , F2RAWS K2 HEEK LHNAWS HESHE
BEE M GDPR #EENE,

ERERREZEN , RPEZEMRE AWS 1RF BEAER , XA AWS IAM Identity Center 5, AWS
Identity and Access Management (IAM) B EBBIERE, ftt—R , SECEAEHASESBRETHK
HEKMAENTT. RfCERERATIARNREER -

- BERFHOEEAZSEEZEZRE (MFA).

« £/ SSL/TLS 82 AWS EiRBA. BMFZETLS 1.2 WERMEA TLS 1.3,

- £/ RE API MEAEEEIZEH AWS CloudTrail, 2NEERBEA CloudTrail BHHEEEN AWS SEEIH
B, FE2BAWS CloudTrail € fEA&ER) THER CloudTrail 1B #,

- A AWS MEBMHRER , URHEPHMERERLLES AWS R,
- FERERNZELLRE (B0 Amazon Macie) , HBIREFREZEFEFE Amazon S3 BWEUEEH,

o WMREE AWS FBTTHRESR APl FE BFEE FIPS 140-3 BN ZIGmEEHE |, 5368 FIPS
s, MEEE FIPS M FIPS InHMNEZSHEBEN , m2BABBERARIEEZEZEE (FIPS) 140-3,

BMEZIESCERETEREFNEFE4 i EREIBRER , HEEESBHENNXFEIL
, flaE B, ESEELEMER Incident Manager A AWS BRIE E#A. APIAWS CLISHE
flz AWS SDKs K, SHEERIBHEBAXNFRAUPBANTANERBAEARTERZE AR, R
RN EREEN URL , RfEZIEZF I ERBLEHZARSEIFZ RN URL P EBEEA.

Incident Manager FEEX &£ SSL/TLS mZHE#@mFHER,
&xmE

Incident Manager £/ AWS Key Management Service (AWS KMS) &8 2R iZ & H Incident
Manager iR, WFE BWFEEMEF AWS KMS |, 828 AWS KMS B A EERM. AWSKMS &%
2, SUAMMNERNERE  UREHEHEREENSBEE R, Incident Manager F A EIEEN
SWMNELNER , WFEHA AWS HENER/MEPEER ., FEMFEA Incident Manager , BAUERE
BEE  HHBhIFEHREMR, Incident Manager EEE R MBS RERE A,

BT LAMER AWS BEEN SRR NBRERE WA ERAEE PEYNBEEEFSE S AWS KMS
RNBEBEPHIESE, Incident Manager EXEHBINE AWS KMS R RINELEHFEINE
¥l AWS KMS., Incident Manager 7B EHFEA AWS KMS £#8#%l, BiISR8EHE, HER
BRI HVAC) S HMERSRNSR, NREFAFTFZESR  BALIEH AWS KMS 3%
BHAWS KMS APIs EHEVEFZEEIR , WEHEF Incident Manager MAFERAETFZE RN
LRBE, EGRERAEFSELBER Incident Manager HITINZE | AWSKMS BFSELBMA
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BERUAEENES. EEE—F 7 BUMMAE Incident Manager PEREERINE , F26 BUSHEE

==
ﬁzzo

A AWSKMS BEFZESREXINENER. WFFMENR , F2H  AWS Key Management
Service B ABIEE) FHAWS KMS #=: - KMS £ FMAWS KMS EfE,

/A Important

MREER a AWS KMS key (KMS €88 ) tnZEEREEM Incident Manager E# , BEFRIRE
RpERE  FHELERBRERTE , BERAZSMER KMS £488.

EZAF Incident Manager FAZNEFSESBRMBER , EX A TIBERREAXFTEER
FRESBNESBER, EEE— S THRUNMARENEEIRF PN SMBER , F2E ( AWS Key
Management Service B8 A BIE8) PWE PEAH BB AWS KMS, BLBUREMTHIEFT :

« AFF Incident Manager #1THEBIRME | LIS HRERS H AWS KMS key AR Incident Manager
M o

« 5 Incident Manager £/ KMS €K EVEFNE AL  BERMRRRIEETEEEH
Incident Manager F =8k, MRBERFRAXPIEENRTEAREMER KMS £BHMAEA Incident
Manager BYEF T , MMl & kB , BIfEE R B Incident Manager AR#%

{
"Sid": "Allow CreateGrant through AWS Systems Manager Incident Manager",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:user/ssm-1lead"
},
"Action": [
"kms:CreateGrant",
"kms:DescribeKey"
1,
"Resource": "*",
"Condition": {
"StringLike": {
"kms:ViaService": [
"ssm-incidents.us-east-2.amazonaws.com",
"ssm-contacts.us-east-2.amazonaws.com"
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}
}

# Principal EEMRABIEEEMN IAM £5,

Incident Manager TEFTE Y WERFFERAMZARAS AWS KMS # TR IGmERE. S0 LU IR
AA KA Incident Manager £ A& KMS £##) CloudTrail BFE#. Incident Manager {5 F LA
ThERA :

* contactArn=ARN of the contact or escalation plan

B Identity and Access Management AWS Systems Manager
Incident Manager

AWS Identity and Access Management (IAM) 2 —%& AWS fR¥§ , AT GBI EE & R iz H¥E AWS
BERNTFR. IAM EEEFRGIREATNETESRE (BA) NRE (EEHFT ) RFEA Incident
Manager &R, IAM  AWS fR¥§ SR LR EFHAN -

&

- BEYHR

- EFASSRE

- ERABREEFIUE

« AWS Systems Manager Incident Manager Z0{AI £ |IAM

. W DR BEEH AWS Systems Manager Incident Manager

. WEREBUERE S AWS Systems Manager Incident Manager

« Incident Manager F 5 IR EERE AT

« {£ M Incident Manager W RIS ERE A&

« AWS #) ZEBER AWS Systems Manager Incident Manager

« ¥ AWS Systems Manager Incident Manager & % M1ZEGEITHED

BEREHER

FEH A AWS Identity and Access Management (IAM) R IBEN ABMEFITE :
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- REFERE — FREIFENMELINE , FRNEEERFMEA (F2E ¥ AWS Systems Manager
Incident Manager & % #1ZBUE 1T 8 FE 22 &)

- REEEE - EEXEFEHAEFTIELIRRMEEEFTUFER (B2 AWS Systems Manager Incident
Manager #01a{EF IAM)

- IAM B8 — BREBERUEEFIERS (F2E W5 5 2 BUEEEf| AWS Systems Manager
Incident Manager)

B D BRE
BErRFREEAWS FAE I BREANAR. BH4AL AWS IRFRFERE. IAM EAERIBE
IAM A5 2HITE 5 RE,

B LAER &5 R EAER , a0 AWS IAM Identity Center (IAM Identity Center), E—& A&
2T R Google/Facebook EAER , LB sWEXNEA. NEEBEEANFHEENR , F2H
(AWS EA EREER) PHNAEALN AWS IS,

HWRENRFTFE , AWS 124t SDK M CLI AR IGRmZF S NBEEFR. WFFMAERA , F268 (AM
EREERE) T API FEREIAWS 5 4 IREEREF

AWS IRF RERE

EEREN BFAWS IRE |, B2 —{EE A AWS tRF theroot FAENBRAG DR , B P T RER
BFrE AWS BRI Ml BER, RIIBETEFARFERAERPITEETK. EBEERFERERINE
%, B2 (AM FREER) PNEEREAERBNTS.

i)
HEBRERABEAEEABRE I REE  LAWS R CAKRREEEZN

BESE o REEEREK, Web S RHENERE | R AWS R £/ 5 2 RIRAV B Directory
Service FRMERE, MESIEREAE K MAALIRHUKRRER.

EEETRVERFEER |, BE & A AWS IAM Identity Center, IEFMMET , F20 AWS IAM
Identity Center £ E B PRI E=Z |IAM Identity Center ? .

IAM i F & M EF4E

IAM £ F & https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.htmlZ —E & 7 EfsE A
FEARXNSEFTE, ERURREENREGRIEREN IAM £AE, WFEFHEA , F2H8
(AM EREERE) PHERAECRAECABS SO RMUER AWS FAKGREBETI .

=

o

BABARE =
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IAM EHEEEE IAM ERERS  FEEABEAENTITREMNER, NFFHRER , F2H
C(IAM fEREER) FH 1AM £/ &/ A =5,

IAM A&

IAM £ & https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.htmIf B 2 EG4EHFTE  H
AR MBS, SALUEBRERAERT IAM A6 (24 ) SHFW AWS CLI 5 AWS AP
RERRBEIAR, MEFEENR , F2E (AM E£AEER) FHRREAGH S E,

IAM B2EARBE S0 EAEFIR. WK IAM EREFT. BRFFIEEEREEFN , URE
Amazon EC2 #1fTHERERN. MFFHMEF , F2H (AM £RERER) HH IAM FHRIEF &R
FH,

£ REEFEUE

BRILUEIB R M BUR Y AG HIE R & 5 RNEIR AWS RIZE AWS R EFER. BRERES 2 HEIRME
BABERET A, ERFEAREBERE AWS | SFHMEELBKR. KZSHBKREL JSON XH AWS XX
FRE F. MEE—DTH JSON BRXH , F2H (AM EREERE) 8 JSON BEREH,

EEREESEFEANK  ERERWLEERTEWLERG THREERNTEE , UEETFRHNHEER,

HEREBERT , EAENACRBFT. IAMEEESSEY IAM BXRIEEFTEEAG , #HEAERE
B, IAM BERERBMENFTT , ERRAMER AT,

BoBEER

BoRBRENMESD (EAE, FRAEFANAR) K JSON FFATBERNH, EEBEREZEH ST
HIMLEERANITHLESE , UAREANGKRE. NFTHRUOMELSDHEBER , F2H8 (AM EREE
M) PREBEFEERRERHE] IAM 55,

BoBERRADT/ARBER (EEABRRE-52) EZERXR (ANMNESES 50N BEMLBER), 0F
THNMAEZERRRABRBRR 2BMERE  F2HE (AM EAEER) PRHEZEBREXNRBE
ZERE,

EREBE

ERAEPBER M INEERA JSON BERN ., HHIEHE IAM A EEEBRE Amazon S3 FATREE
R, EXEEREBRNEET , REEESIUERACARZHEREERNFIER, BLEAEER
BREBRPEEER,

EREBRRURZBBEPHRRBEEK, SEEZEUNEFRA/ERNBERPERARE IAM B AWS ZE
HR,

3
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HtBREH
AWS T RHMBREE  IREESERBREER TR :

« FARR —RES/EBEURE IAMBEENZAT T, MEFHEEA , F280 (IAMEAEE
) B IAM ERE T R IR,

« PRIGIZFIBER (SCP) — B AWS Organizations VB SR AEB BE N IS ERAFF W, MFFHMEN |
=2 (AWS Organizations A& 1ER) HHY PR IEHIBEE,

o EREHBR (RCP) — RELIREHPERTAF TN LR, MEFHMEN , 5F2H (AWS
Organizations A& B/ P EIRZEF EZE (RCP),

. THEREBEBR — EUBRRRFTARAACIEBES I, FAERIBRF TERERE , USBEXNEE
PSR, MEFMET , 552 (AM EFRAEERER) DM TIEREKRBER,

ZEBRER

EZEEENBRERIBRE  EENUSERMMELER, B2 T7THNMTAWS £ RSEK
REHRAERBAFBR , F2H (AM E£REER) FHBELESE.,

AWS Systems Manager Incident Manager A/ £ /A 1AM

FEEER IAM B Incident Manager WFEEZ 8T , 555 T #EWFLL IAM ZhEE A &2 Incident Manager
BEFER,

& AT LAFE B EFI B9 1AM ZhEE AWS Systems Manager Incident Manager

IAM ZhEE Incident Manager X &
S REE =
ERABR =
BREE =
BREIR =

BERRHREI#

Y/

7|

ACL
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IAM ZhEE Incident Manager X &
ABAC(BUE F th ZH) &
RBAE =
REEEAE g

= ZE LM T # Incident Manager ME it AWS IRIEMAE XL IAM Thee BB ER , F2E (IAM
&) RHAWS B IAM ZEEFERE RS,

Incident Manager T X EIEEFIFER LA ERNBER AWS RAM,

:I:I'*
W

Incident Manager 9 & 7 B BUR
TESGSBEBEK: B

o BBRERLAMME S5 (Fla0 IAM £/ &, EREFANAR) B JSON FFABERN A, BELR
RAEH S EMERG TREBEERATHERF, NFTHRUOMELSIEBER , F2H (AM
EAEER) PHNEREFEEBRERHBE] IAM T,

FHIAM BDEBER | B UEEARRIEENBENER , UREMERGT AHFRIESSE, W
ETHEE JSON BERPFEANERER |, F28 (AM EFRAEERE) BH IAM JSON BIRTEZ
£,

Incident Manager B & 7 B B SR i 41

= EMAR Incident Manager 7 BBERNEH , FFSE 15 0 B BUEREH] AWS Systems Manager
Incident Manager,

Incident Manager # 9 & R R BUR
SEERBBEK : 2

BEREBRRH IR EIRA JSON BERM . EREBRNRE REHIR IAM AEEEEMN
Amazon S3 fEFITREBIR. EXEEREBRNEBEHTS  RBEEESTUEACAREFHBEER
MEFEER. BRMIBERNER , BREEREEN TR T UNRERATHNEEARE[MEERET
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BITHEME, BXRAEEREBRRTEEEZR. ZERXATNESRF, £RE, A6, MBSO ERE
= AWS BR7.

MERMABIRFFIE , U EREMIRFENIEEMBIRFSN IAM BEREABEREBRNER. WF
AHEEA , F2R (AM EREER) 8 IAM FERIES ER7 .

Incident Manager [RIEEXEMERENEREBER , BAFEH AWS RAM 2 A®H
PutResourcePolicy BI{E , B EMEREEZIEEFTEIRBE A, LBEEEMERTATUH EER
2], BiEA. EHRFTEFBHHTEE. Incident Manager FRAUERAERNVBERREBIIRERLBAE
o

Incident Manager T X BIEEFIFEA LA ERNBER AWS RAM,

EETHRNAIEEREBREZEORTERBIEA , F2[E £ Incident Manager R EEE AWS IR
E M EBHNEH.

Incident Manager A 9% R 2 B R €845

HEMA Incident Manager EREBERNEH |, FS R HWEREBESH AWS Systems Manager
Incident Manager,

Incident Manager B9 BUR B 4E
TEBEEE: 2

EEE A LMER AWS JSON BERRIEEH AIUERMAR, WHER , BHMEEBRE A BERAE T oSt
EEREATH LB F,

JSON BURRE Action TEHRETARARAFHIEBBRPFIRNEF, BREERADERRTH
1TAEBABR BN ERVET T,

EEEF Incident Manager BMEREE |, FF2H (REBRESE) PH EEMEIE AWS Systems

Manager Incident Manager,

Incident Manager PV BN R EMEEBIECRIERAU T FE -

ssm-incidents
ssm-contacts

NEEE-RRXPEESEEE , FRERD R

"Action": [
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"ssm-incidents:GetResponsePlan",
"ssm-contacts:GetContact"

]

BT ERBRET (%) REEEZEEE, fl0 , ZEEEMER Get XFWFIEEME , FEEUT
BE -

"Action": "ssm-incidents:Get*"

HEERE Incident Manager &7 B BUERNEH] , FSE W E 2 2 BEE | AWS Systems Manager
Incident Manager,

Incident Manager & 7£ M & 7 [ 9 i % 22 B R fE FA B 4 : ssm-incidents # ssm-contacts, % Incident
Manager B3 BURRE , FRELHEBEFHERNTAEZE, SSM-Incidents AR [ FEET BIFE 1 B3
Ei{F, SSM-Contacts AR EEE /& MEAE B BI MBIV Bh4F, Bl -

* ssm-contacts:GetContact

* ssm-incidents:GetResponsePlan

Incident Manager BB ER &R
XEBRER : &

EESWLER AWS JSON BURRIEEH T AFHAR, tWpEaR , EEREERE T oA
EERHAITHLEBIE,

Resource JSON BUR T WEEEERBENYH., REBHREAE Amazon Resource Name
(ARN) RIEEER. BRETXEERERFTT , FABAFR () XR-XREXNEBEARFEER.

"Resource": "*"

ZZEEF Incident Manager ERER K H ARNs , F2H (RERESE) iy EZMNER AWS
Systems Manager Incident Manager, HE TR E A BLEBEIEESEERN ARN , F2E
AWS Systems Manager Incident ManagerE & #) B 1E.

EEMAR Incident Manager 7 BBERNEH , FFSE 15 0 B BUEREH] AWS Systems Manager
Incident Manager,

AWS Systems Manager Incident Manager 2{A{£ /A 1AM 126


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awssystemsmanagerincidentmanager.html#awssystemsmanagerincidentmanager-resources-for-iam-policies
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awssystemsmanagerincidentmanager.html#awssystemsmanagerincidentmanager-resources-for-iam-policies
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awssystemsmanagerincidentmanager.html#awssystemsmanagerincidentmanager-actions-as-permissions

Incident Manager EREEmR

Incident Manager EIR AT ARZILEMH, EUXRBEPETHE., BAREH  UREEEEES, MR
FERAATUFEREETE , AU FIRRFRINESEH, NREAETUFIBIEASRSHRITE ,
AT A 2 T E P EBE AR,

Incident Manager BV BUR R #3518
SERBFERRGRTEESHR . &

EEEWLER AWS JSON BERRIFEEH T UAFRAR, 2R , BMEZBE M BRA T o H 4
EEREITH LB F,

Condition TEERBEBRMNKRY , BEERABXNATRE, EUNURIMERFMESE FNIFRHER
X (FINSFRTIR) , REBBRPORGENBRINE, EEEFHME AWS £8RkH4REI82 , F2
B KIAM EEREER) PHAWS SR ATZREIE,

Incident Manager Y ERIZ &/ E (ACLs)
YEACL: B

FHUZRHEE (ACL) AIZHL X (IRFXE, ERAENAR) BEFHEERNTA. ACL ZHUR
ERAPBK , BEMAER JSON BERMXHER.

£ H Incident Manager #9 B4 B ZE2#| (ABAC)
%18 ABAC (BUE 10 EH) - &

B RFEUES] (ABAC) ZR—EREXRE , MBBEARRNBMRERT T, LU REREEE IAM
B AWS MEIR , AREKRFT ABAC BE , MEEZXANEBNESER LNERBE LFHRE,

MERBZERIEFIER , B5FH aws:ResourceTag/key-name, aws:RequestTag/key-name
aws:TagKeys fR4ZR5|8 , TEHRNWEETEF , REEBREA.

MRBHEXESEEREEN LB =ERG SR  RBEZBHEMS , EA Yes, IRBHBEIRERLE
REEN A =@ k4 iR , RIESR Partial.

WMFT ABAC IEHHEH , F2H (AM EREER) PHER ABAC RIEESRTT. WEEESAR
TE ABAC ZERNHEZRE , F2H (AM £REER) PREHABEEFEES (ABAC).

B Incident Manager £ A fa B & A & H

XERERE : &
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B AGREM AWS ERNEHEIE K YELFTRABARURAGEKEAHEY., AWS BER
BREEEREBEEAER K MAREARBENRESE. MEFMAEA  F28 AMFEHERE) B8
IAM R L 2 BRE T E IAM EEIEENAWS RIE.

Incident Manager B9 #5 iR 75 £ B8 3F 7]
TREFFIIERER (FAS) : 2

BX I TERE (FAS) EAM MEFEAFFA AWS BR¥ |, HES FR AWS IR [ TR E S
AR, WMFERE FAS BFRENBERFHRER , F2RERFMTFER.

Incident Manager BRI & &
XERBAE =2

REAGRREETN AM A€  ATREMTEE, IAM EEE LR IAM RET, 18R F M BRIRKE
A, NEFHMEENR , #28 (AM FAEERE) FWEIAGUERETTHE AWS R,

/A Warning

B ERE A CHNEFA TJAES B Incident Manager ZhéE, RE7E Incident Manager $21t#5 5|
i, THEREREAE,

£ Incident Manager HiE#E IAM B €

E & 7E Incident Manager P2 EEFTEERE , BULEREAEG , LAFT Incident Manager X
FRIEHIT Systems Manager BEIML X, MRZBETERIBRKEACIREELAE |, Bl Incident
Manager @ A RHTEHZENARETE, BEXVEREAHEINASR | UHTEN BB XHHIT
E88, WMEFMER , BB Incident Manager FE S Systems Manager Automation Runbook LA
HEITEHEE, EAENRERARRXNXBEERELETSHHBEAR Amazon Q Developer B |
BN EBATZEERNRXEAGTTHREAR, BEEE— S THRNMTASHIHESERILHRE
B , 32/ 7£ Incident Manager F AEEEEUMESHXREE, EEE—F THRKEAREXF
Amazon Q Developer Ky IAM B3R |, 528 (MIXEAEXNEEESER) PN ENXEAEXFE
F8 Amazon Q Developer BB T SHIEF o

Incident Manager BRI B A G

XERBEFAS : 2
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BREEACRERE H—ERBAE AWS . BETUBERREATHENAS, HER
ABGHLRELN B AWS IEF | WABBHE, AV ERETLRE , BT LRBREEERA SN
A,

WERIHEE Incident Manager [RIFERZAGHENR , 2B £ Incident Manager B RIGERE A
1=

19 & o B BUR €5 45] AWS Systems Manager Incident Manager

BIBTER , FAENAGKEEIHIER Incident Manager ERMNFA, EERTHERAEHHERESR
RETEMEMNGT | IAM BEE LT IAM BUER,

WET MR IE L JSSON BURX M2 IAM S5 RBR |, 20 (AM EAEERE) PHE
M IAM BUR (E2B).

0% Incident Manager ER < BMFMEREBENFHE , 2BRSEEREEN ARNs X , F2
B ARERESE) P NBE. ERAEEZESI$E AWS Systems Manager Incident Manager.

&

- BREEER

 f£/ Incident Manager £# &
- AEAEREMMBE ST
- FHEEFE

HERREEK

B BEBRSHEEREFNEBAERESEEN, FEEMER Incident Manager BiR, EL B
AREEELN AWSIRFELXEA., ECBRUSRES P EBXE , BERTHEARERSE

- FBER AWS SERRABOKEERETT - EERERFTIRTEAENIFEER , FEMAST
AIRTHZSEREARGNVAWS XEBKR, EMAEEN REHR AWS tkF, RAZBEERKE
RERRF AWS NEFZEBR , E—FLRIHH. MFESZEHA , F2H (AM EAEER) +
B AWS ZEBRSAERBAEENAWS ZEBX,

- EAREERFT - 52E IAM BERNFAR  FERTHTERMENFT. KSERLEN , &7
UERERERG T AAUHBEERRINEEF , EUBARBERTT. WEER IAM ERFFA
MEZEEENR , F260 (AM EREER) T/ IAM PR BERMET,

o EA IAM BUER ARV IR — S IREIFEVE — B U R FTEEEE , URFIBENE R FE
Blan | U LRBBOREM | BEL AL SSL BEMBRER. MREBBE FIi0 £HREEIE
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AWS BRFE , &t o] LAGE R4 2R 32 F HL FZEU#E CloudFormation, MFEFMER , F2H8 (IAM £EH
EEFE) P IAM JSON BETE : &4,

« f£/ IAM Access Analyzer B IAM BUER |, fE{RFT A1 24 B /] IE%E1E - IAM Access Analyzer B
BHBEMBAER |, BRELBERER IAM BURFES (JSON) fl IAM FRIEEH ., IAM Access
Analyzer 12t 100 ZIEBERRERVEATTHNER , IHBERERLBERANBE. WEFEE
A, F2E (AM EAEERM) PREA IAM Access Analyzer B2 5 BUE

- EEZEEERE (MFA) - MRENRFEE IAM FHESR DR ERE AWS IRFE | 5B MFA
LIRS LeM, MEEFI AP R/ERER MFA | 5548 MFA RE4HEELNBEE, MEFHAE
A, F2E (AM FHERERE) BHIERE MFA E’J;zé AP| 77EY,

WE IAM A REBBNEEESR  F28 (AM EAEER) 91 IAM Z2HEEH,

£ Incident Manager £ A&

£ E17HL AWS Systems Manager Incident Manager £ & , B4 EHE —HREF T, ELHFA &4
BARFEY| E MR P HE Incident Manager EIRIFFAER AWS 1RF, MREBEIHLHEERMU

EFTEBRENESBEER , AIBREERBENER (FAEIAC) ME , TRAMELZNTERE
(=

HREFW AWS CLI X AWS API (9ERE |, BFFBEARFREEEAHT. Rz , REAHFFIA
Bt ERMITZ API BENBERAT,

ATHRREHAEMNAGIYLUER Incident Manager £33 A #REH | thEEHE Incident Manager
IncidentManagerResolverAccess AWS ZSEHREZEIIER, NEFHENR , F2H (AM &
REERE) PHFEFTRERE,

IncidentManagerResolverAccess

RFFERAERAMMAECHEFT

WEHE REBMMEIBER , AFF IAM EREREKMEMBAEAES 2N AREZEBRR, WBEE
SeEEEAHFEH H AWS CLI AWS AP LRI AR TR BENF T,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
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"Action": [
"iam:GetUserPolicy",

iam:ListGroupsForUser",

iam:ListAttachedUserPolicies",

jam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
},
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}
]
}
FENE fERT A

EHEHIH |, EBIEERTF Amazon Web Services 1RF R 1AM £ A EFEEHE A — 1@ Incident Manager
EfEFTEl exampleplan, BB E A FERENE, EHAMMEREESE,

BERE# ssm-incidents:ListResponsePlans, ssm-incidents:GetResponsePlanssm-
incidents:UpdateResponsePlan#l ssm-incident:ListResponsePlanfFAI R FHEAE,

JSON
{
"Version":"2012-10-17",
"Statement":[
{
"Sid":"ListResponsePlans",
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"Effect":"Allow",
"Action":[
"ssm-incidents:ListResponsePlans"

]I
"Resource":"arn:aws:ssm-incidents:::*"
}I
{
"Sid":"ViewSpecificResponsePlanInfo",
"Effect":"Allow",
"Action": [
"ssm-incidents:GetResponsePlan"
]I
"Resource":"arn:aws:ssm-incidents:*:111122223333:response-plan/
exampleplan"
},
{
"Sid":"ManageResponsePlan",
"Effect":"Allow",
"Action":[
"ssm-incidents:UpdateResponsePlan"
1,
"Resource":"arn:aws:ssm-incidents:*:111122223333:response-plan/
exampleplan/*"
}

1Y &R B B R 5] AWS Systems Manager Incident Manager

AWS Systems Manager Incident Manager Z1& Incident Manager Bl FE5T S| FBi4& A K& RE FF AT B
%o

Incident Manager A X EEEFIFEA X AERNEREBER AWS RAM,

BETHRNAEEEITERBIEA , H2E 1 Incident Manager F 2 FIFR EEIEFTEIF £
Incident Manager #1237 MEX E B & Ao
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kB 4% PR % Incident Manager [EFEETEI1ZEY

THIEHIERAS 1D ASF AR FHABTINERE . o-abcl23defss LIEIEFFOESTE BUNE
#myplan,

Condition EREM StringEquals®&#M aws:PrincipalOrgID fR#4ZE5|8# , ER AWS
Organizations HEN R REI#. WEEFBELHRURIBNFMEN , F20 "EBERPEER
Hae

JSON

{
"Version":"2012-10-17",
"Statement": [
{

"Sid": "OrganizationAccess",

"Effect": "Allow",

"Principal": "*",

"Condition": {

"StringEquals": {
"aws:PrincipalOxgID": "o-abcl23def45"
}

},

"Action": [
"ssm-incidents:GetResponsePlan”,
"ssm-incidents:StartIncident”,
"ssm-incidents:UpdateIncidentRecord",
"ssm-incidents:GetIncidentRecord",
"ssm-incidents:CreateTimelineEvent",
"ssm-incidents:UpdateTimelineEvent",
"ssm-incidents:GetTimelineEvent",
"ssm-incidents:ListTimelineEvents",
"ssm-incidents:UpdateRelatedItems"”,
"ssm-incidents:ListRelatedItems"

1,

"Resource": [
"arn:aws:ssm-incidents:*:111122223333:response-plan/myplan"”,
"arn:aws:ssm-incidents:*:111122223333:incident-record/myplan/*"

]

}
]
}
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1t Incident Manager B & A ZEVERZFTA

THIEHIER ARN 55l FEEEAarn: aws :iam: : 999988887777 : root , BT Hi& M2
Edmycontact,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "PrincipalAccess",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::999988887777:root"
},
"Action": [
"ssm-contacts:GetContact"”,
"ssm-contacts:StartEngagement",
"ssm-contacts:DescribeEngagement"”,
"ssm-contacts:ListPagesByContact"
1,
"Resource": [
"arn:aws:ssm-contacts:*:111122223333:contact/mycontact”,
"arn:aws:ssm-contacts:*:111122223333:engagement/mycontact/*"

Incident Manager F Y5 BRI BEREATER

BEEREABERERFITHFFINERFUEKENERRUTEHER , RENEAREHE,
ETREAFBRITEN TR S IERMPIREAITRFIET TN EIR,

R AWS , BRBERTREEIRENEARS, BRBERERE — @RS (ol RS w5 —
BT (WU BRES), BRETAEAUMERAFUERR , £REMEERBNFFAIREXEMREFNE

3
WMo
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AWS AREEHREHE RFPERNZEFTIE , UHBERBERNRZS, RMAEBRLEERK
KA aws:SourceArnHl aws:SourceAccount £ FEH AR LR, ELERERHAZER
AWS Systems Manager Incident Manager 12t E R, WREEBEAMELBGRGRETR
51 , AIEMHEBEBRRRFFEH aws : SourceAccount{EFM aws :SourceArnEFSEZMIIRF |
HAEFAERRRS D,

M {BEaws:SourceArnHEE S EEEMHLHEMN ARN, NELTFTHEEERENTE ARN , RNBHREE
EZEER , BHifaws:SourceArn2 BB KRHRSIBE*BERAFZTHAM ARN BWRAZ D, Hlin,

AT LA aws :SourceArn 5RES arn:aws:ssm-incidents: 111122223333 %,

ETHEEBREH S , RFER aws:SourceArnf& €48 | RIBFEHECHEM ARN REEREAE
WER, REROEFERINEHILEnyresponseplanF EFERALL AR,

JSON

{
"Version":"2012-10-17",

"Statement": {
"Effect": "Allow",

"Principal": { "Service": "ssm-incidents.amazonaws.com" },
"Action": "sts:AssumeRole",
"Condition": {

"ArnLike": {

"aws:SourceArn": "arn:aws:ssm-incidents:*:111122223333:incident-record/
myresponseplan/*"

}

}

}
}

£ Incident Manager RIS EiE A R

AWS Systems Manager Incident Manager use AWS Identity and Access Management (IAM) AR #%
BiEAR, REEEARREEERE Incident Manager I — IAM B E2ER, REELAEH
Incident Manager A E® , Y B SXBRBAREFIUEM AWS IREFAENFIERF .

RIS EAE A EISFEEMERE Incident Manager , A BB L FBHFBHLEMNFFA, Incident
Manager EXHBRBEFEACNH , BRIESZEERE , BRIRE Incident Manager AIABEHAE,
EENFIEEEEERMBFTBER , BRFTBRE LM MEH M IAM B,

ERARBERAE e


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourcearn
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BB LMBRREEEACHMEBER , TRESHEHMER, EREEN Incident Manager ER , B A
BRETNOBRERERNETT,

NEBRIXERKEZACHHEMBBENEN , FSEAUEE IAM EENAWS R , IZIK Service-
Linked Role (FRISEFEAE) META Yes (B) WK, BEEFERZNRE , URREBRENREES
AEXH,

Incident Manager BV IRIEEFE A BT

Incident Manager f# & & AWSServiceRoleforincidentManager R BEE AR, LWARTE
Incident Manager KRB EE Incident Manager B4 5C & FHEE R,

AWSServiceRoleforlncidentManager R ERE ABET T IREREZAL !

* ssm-incidents.amazonaws.com

A BEAWSIncidentManagerServiceRolePolicy /A &F Incident Manager ¥§#8 E# &R 5T
XTSI EE -

o BE : EEBEHBHAMEERssm-incidents:ListIncidentRecords k.,
o BiE  EEBEHBHATEERssm-incidents:CreateTimelineEvent L,
« B)E: ssm:CreateOpsItemfEEBEEMHBMNFIEER L,

« BfE : all resources related to the action. E#
ssm:AssociateOpsItemRelatedItem

« Bj4E : ssm-contacts:StartEngagementE EEEABRAMNATAER L,

« B)fE : cloudwatch:PutMetricDatafE AWS/IncidentManager#l AWS/Usage & Z= B AT
CloudWatch 5

BAERRERT , IAM B (NFERE, BESAR) T TR, REIMRRESEEAR., MEFH
&, F2E8 (AM EAEER) PWREEEAEH T,
% Incident Manager B RIS EE AR

BAZEEFHREIVRKEEAER , EFRE AWS EEXEA, AWSCLISI AWS APl HFEVEESE
B , Invent Manager 8 R8BI REEZ AL,

EEMBRERKEERAE , CRFEBREY , AL ERFHERAEREFENEILIAR, EFREY
BEEK , Incident Manager 8B A ALERILRKERZ AR,

ERARBERAE e


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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#®¥8 Incident Manager HIRIEEEAE

Incident Manager 7 /t #1848 AWSServiceRoleforincidentManager [RIGER AR, RATRERE
ERESZRKERAG  AUSELIEEVACGCABEHER, Am , ZAFEA IAM RFESE
iR, MEFHMEEF , F2H (AM EAEER) PHREERBEEAE,

fIBR Incident Manager B RIS ERZ B E

EETBEARERKESRACHIEIRYE  RAZBERBRZAE. -, ERREREDE
EHEENRERER. AW EFDRERBRBELEHCZH , ELAXBERER.

HEZMRBBEELAE , ELALTMRERE. MERETESMBERE Incident Manager I MF K
MFIEER , SEEIETE. BIRANZRE, CUREXENEYNAESMH, EacMREER
IR EME R EventBridge RATBREVBERIRALLBHNELH, EERBRERE | BLARKRE
SRHNEEEE.

® Note

IR Incident Manager R R EHAMBRERRFEHAAER , AIMBRTES R, FBERE
4 BEFSE ERYERERRE.

Bk AWSServiceRoleforincidentManager FifE A E B £ E1E

1. BB Incident Manager £ & , AERELAIEBEPBEFERTE,

EERETENES,
B MR,

HERBMRES , FRARBER  RARREMR.

ERNELSR  BEIERBERETHNAESSL. RMRSREESR  TRASBHNEMRES
ZEIANERE.

o A 0N

£/ IAM FERBRBREEEAE

5/ IAM Ei#EEH AWS CLI, = AWS API & fl|BgR AWSServiceRoleforIncidentManager BR#&iE# A
B, MEFHAEN , F28 (AM EAEER) PHRBRREEEAE,

EABBERAE =


https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
https://console.aws.amazon.com/systems-manager/incidents/home
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
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Incident Manager [RIGERZ A BZERN B
Incident Manager X BEFTERUHEBRENEZSTEARKEEEAE, NEFHHEN , F2H AWS EF

VR

AWS By ZEBER AWS Systems Manager Incident Manager

AWS SEHREH AWS AWS SERREYNEENBYBESEAT S EARGIRMST , WESL
AR R EIRIGERE, BEANAE,

FARCIE , AWS REBRABITERTFTRECARFINRFEERT , BRELFTAHAE AWS &
FfEM. RMI2BEERERENEARFINEFEEECR , UEE-SRDFFT.

FBEESE AWS SEHRRPERNTA, 1R AWS EH T AWS EBRPERNGTT , IIEHER
ERREENAMEIRG D (£RE, BENAE ). EFHN AWS R MBI API BRETAR
BRERBE , AWS RETREH AWS ZEH K.

MEFHMET , F2HE IAM EREERETHN AWS ZEBR.

AWS ZEBK : AWSIncidentManagerincidentAccessServiceRolePolicy

B A LA#% AWSIncidentManagerIncidentAccessServiceRolePolicy EiZE IAM B
B, Incident Manager b &#5 th BUERIE#EE Incident Manager B , LA FF Incident Manager X &R &
#ATEE

L BUR R FHERRT R , /L5F Incident Manager MEREM4FEEIR , AWS BR¥ LERIEELRBHE
BN EERE,

HARBER

HBREE L TH,

« cloudformation — A FFEBEIEIR CloudFormation # &, E¥ M Incident Manager 53 5 B2 4 48
B3#Y CloudFormation B4 MERRSLEN.
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- codedeploy - fFFEREFEEN AWS CodeDeploy &, E¥R Incident Manager & 5 EE =4+ EAHY
CodeDeploy 3B M B ER L ER,

 autoscaling- J’T‘;?‘FEE%EHJ%T Amazon Elastic Compute Cloud (EC2) #1{TEERE A Auto
Scaling B#HM —&B0, ERMXER , Ht Incident Manager RISA A B Auto Scaling E#H#H EC2
ﬁ?ﬂlﬁ*hﬁi;ﬂﬁ?%o

FERBAELBRNESFHEET (22 JSON BER XMV FIRA) , 526 AWS Managed

Policy Reference Guide A #J AWSIncidentManagerincidentAccessServiceRolePolicy,

AWS ZEHE . AWSIncidentManagerServiceRolePolicy

B 1B# AWwSIncidentManagerServiceRolePolicy E##F| IAM B, WBREEREEIREER
A , AAFF Incident Manager KRB ITEIME, MEFMENR , 2B EA Incident Manager B iR %
EEAE,

WBUERIR T Incident Manager 3771 , A HE4, BURFBEEEH, B Opsltems, #51HEFE B &
Opsltems BB, BHRSE , IR BEMEEHHEBIN CloudWatch &,

ATAIRFIEE A
H RS TH,

* ssm-incidents - AFERIIEEHIEYRFEHEN. ERLEN , HUEEOEETUESEHER
£ B4R 1 E S 1E.

« ssm- AFFEBE Opsltems LEABIERER ., ERESHHRKRKEILXR Opsltem WL EIHR,

ssm-contacts - ARFEXEFAKRSE, EYM Incident Manager E B4 R EBE A BB RS E
Mo

« cloudwatch - RFFEREM CloudWatch 5. EHR Incident Manager B EREHFMAEER
MHBENEBERXEN,

ﬂI‘H

EERGERLBENESFHMENR (28 JSON BEERXHMNZIIRE)
Policy Reference Guide A #J AWSIncidentManagerServiceRolePolicy.

28 AWS Managed
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https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSIncidentManagerIncidentAccessServiceRolePolicy.html
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AWS ZEHE . AWSIncidentManagerResolverAccess

B LAAWSIncidentManagerResolverAccessiE#EE| IAM B , LA CHKRE. REANENRE
., ERAURMHEEHERIRTPELEFHBSEFNEEEEER ., &t 0 A I BUEREE T B KX FE
AR REAEPH Amazon Q Developer , REEEZFEAREHBENEMAINXEEHBHNE
ESEAfG, EBE—5 THRIXERARER S Amazon Q Developer HH) IAM BUR |, 5520 (WIXFE
ARXEEEERE) PHENXRERAEZEXPFEH Amazon Q Developer BEEH T AT Ao

ATAI R E A
BRI EU T,

* ssm-incidents - AFEBRRBBEH. JIHEEEFE. JIHSEH, EFSH. JHSEHHEN. B
MEFIRBEMES. ENEITREEHES. RMERBTREB#MENF. JIHMEEER. ZUMEEERE , 2
REXHEER .

« ssm-contacts - AFEFRAESEHEHREMAREREARR,

BEMGEERLBRNESHMEN (28 JSON BER X4 HRHIIRAE) , 552 E AWS Managed
Policy Reference Guide H1#J AWSIncidentManagerResolverAccess.

AWS ZEHEM Incident Manager E#

BiE B RIEFI R IEMHE LB F LK | R Incident Manager AWS S EBREFMNFMET. WFEI
EEESFMNEEIREE , 55576 Incident Manager X B £ ;088 E W EH RSS B E,

g8y iR Date
AWSIncidentManager Incident Manager #7118 7T BX& 2025 % 11 A 20 H
ResolverAccess -BURE HEBIEABEBNFA,

#

AWSIncidentManager Incident Manager 738 T #1#9 2025 1 A 27 A
ServiceRolePolicy -8 &F® , fFF Incident Manager

REHM
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ERAEER

gE

AWSIncidentManager
IncidentAccessServiceRolePo

licy
— BUREH

AWSIncidentManager

IncidentAccessServ

— FBUR

iceRolePolicy

AWSIncidentManager

- B

ServiceRolePolicy

RER

AWSIncidentManager
— FTER

ResolverAccess

HiR
#AWS/Usage A Z=EARY
BERMEENIRS,

Incident Manager B &
EFRT T8 ZE AWSIncide
ntManagerIncidentA
ccessServiceRolePo
licy , AXERBBEEEDY

BE , IAFFERE EC2 #1T{E
8 255 Auto Scaling B #HHY

_%Bﬁo

Incident Manager #7318 7 ##Y
B , 8&F Incident Manager
EEESHRFFUEAM AWS
AR H9FF AT,

Incident Manager #7187 7o 5F
Incident Manager #$$5 12 %
BIERFE T

Incident Manager #7118 7 ##Y
BR , UEEREBEHS. I
EEFTE. SIHEH. BN

=4, JIHREEEY,. B
BERREESEY4, SN
EEhE4. MEREFTREHE
. FIHEEIIEE . B HEE
IHE , UREHMMEREER,

Date

2024 52 A 20 H

202311 A 17 H

2022 £12 A 16 H

2021 £4 A 26 H

AWS Incident Manager B S &%
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ERAEER

g% iR Date
AWSIncidentManager Incident Manager #7387 2021 4 A 26 H
ServiceRolePolicy —-¥1 HHBER , AR F Incident
B Manager 5| HE 4, B RE

BYEHF, B3 Opsltems, #

+HE978 B B Opsltems 21

B, ARFERESHEBRNE

1)) U]

Incident Manager BIZRIEMEIE  Incident Manager BEZRIEMEE 2021 4 A 26 B
= AWS SEBENEE,

¥ AWS Systems Manager Incident Manager & 2 M1 ZEGE T ERD

FERAUTEARBGEIEZEAIEEMER Incident Manager M IAM B[ REIBEIMN E REE,
XA

« RERELE Incident Manager F#1TEIE

o BAESHIT iam:PassRole HIIRHE

- BAEEAFF Amazon Web Services 1RF AN A BFEIEHR Incident Manager &R

REREE Incident Manager R#{TENE

MREWRER , FHERERENTEHE , EHBERLEAER , AFFERTBHNE.

TH&EHIsEER G Emateojackson IAM ERAEERAERAEEARE —BERE my-example-widget

BRFFMENR , BAMEER ssm-incidents:GetWidget FFAIRFE A,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform: ssm-

incidents:GetWidget on resource: my-example-widget

FERBERT , BAEH mateojackson EAFEFMWER , RFFERMA ssm-incidents:GetWidget B

YEZE my-example-widget &R,

MRIEERMB , BRIEEN AWS EER, BNEESRMENBEZERRE.

bad 3713
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K AEEHIT iam:PassRole HIFZ#E

MRBWFGERR | HAEEEHIT iam: PassRoleBE , ENHRLEAEH , UAHFEKACEER

Incident Manager,

BE AWS B AIREEREACEEGERE K MAREVFNBEACIRBEELE, NFH
TR , ELARERACBEEZ BB,

EEZA K IAMmarymajor FAEERFEAEEAE Incident Manager FEITENMER , R4 TIE
BltEER. B2 , BEBRBXEFREACGR TN, Mary REHKACERGRENTT.

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEEERT , Mary R AEERH , RAFFMHIT iam: PassRole Bk,

MREEERGE , BHEEN AWS BEEE, FNEESRHENEZERE.

HEBE A FF Amazon Web Services 1R F LU A BFEFEAY Incident Manager EJR
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WA EA 1AM,
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WMEER B REETNFMENR AWS IR , F2H AWS T2 X,

RSB AWS Systems Manager Incident Manager

AWS £IKERRERU AWS BEMATARSAEREZE, AWS EFRHEZEER D FEMREHN A
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Curve Ephemeral Diffie-Hellman), RARHK(MWM Java 7 MIEFHFMAR)KZEZEELER,

£ AWS Systems Manager Incident Manager f 52 VPC im 2
(AWS PrivateLink)

WA LAE VPC Ml < I FAEEL , AWS Systems Manager Incident Manager 32 2E I N HE
VPC i B, FEHB A AWS PrivateLinkikfii. #EiB AWS PrivateLink , # A LAFA T EY Incident
Manager API ##1E | MEMREBEFE. NAT £E, VPN E# Direct Connect E#R, VPC HEIH
TREEAZEELNSE IP it , BIAEE Incident Manager API #4EX@3. VPC # Incident Manager 2 &
HRESREE Amazon BEF,

BENHHREHEHETREIN —RNZEEEBEENER T
WMEFMENR , 5528 (Amazon VPC FREERE) PR RE VPC imE (AWS PrivateLink)o
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TED s 24 B 1 1 BR 5 MIAWS PrivateLink Bt 2Bo
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AT LAE A Amazon VPC E# &5 AWS Command Line Interface () & Incident Manager 237 VPC
IHEAWS CLI, MEHMET , 528 (Amazon VPC FHEERE) FHENNEIRH,.
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* com.amazonaws.region.ssm-incidents
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* aws.api.region.ssm-contacts

MEME BEENXERIEEE , F20 (AWS —f8EEm) PH AWS Systems Manager Incident
Manager i 2 B 5,

WMRERNEBEAFAE DNS |, ZAIAEAEE XN FEREE DNS £ M@ Incident Manager 12 H
AP| FER. THIEHIRBRARN RS DNS ZBHER.
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BAR =2 Incident Manager WY im B BUREI 6], HIZFREE  WBERER TMEER LB EEATYIL
B Incident Manager Ei Y ZEUE,

"Statement": [
{

"Principal":"*",

"Effect":"Allow",

"Action": [
"ssm-contacts:ListContacts",
"ssm-incidents:ListResponsePlans",
"ssm-incidents:StartIncident"

1,

"Resource":"*"
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FEREM IT Z#FIREF AWS BEcENHESE, NFFMEF  F2H AWS HENEFEEE,

HZ e RIEER AWS Systems Manager Incident Manager

AWS Systems Manager Incident Manager #f#tFFZ &2 eE , HEEHBNEFEACH L LBREE
B. UTHREBKA—MEA , UFTRRXTENZL2HBASR, EEREERTHTEARELRER
MREER  ALBERERABERESRMNY , mMAEEERET.

FE

« Incident Manager T Z £ REEK

« Incident Manager B Detective Z & RIT BT

Incident Manager WA Z £ RIEEHK

BFRIEERFE

A REERRIR 20 A 150


https://aws.amazon.com/compliance/shared-responsibility-model/

Incident Manager EREEmR
BRFHE | BULUREHEEEB ML Incident Manager ERHVEFT, BEEHYELERRA AR
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B ITEEREENRERENEEIR, HIEH Systems Manager R , LAFEEHZEMEE |
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Advisor,

£ Amazon CloudWatch E5#% Incident Manager Y 51E

Incident Manager 1242 71 LL#E Amazon CloudWatch A B4R SR EIEHE, 80 LU A s E i Bl
EHNMEEFEBRE,

BEERTHE

- EEEHEABRINEABE
o O FRMARRIE LB ]
- BHERNEHEE

BT LAEER Incident Manager 1818 , E—F TGN EEERENRE  UHENEEENWEIERED
EHEENFEHEE, Incident Manager EREARA Incident Manager &5, A Incident

£ Amazon CloudWatch Esiig4& 154


https://docs.aws.amazon.com/awssupport/latest/user/trusted-advisor.html
https://docs.aws.amazon.com/awssupport/latest/user/trusted-advisor.html

Incident Manager EREEmR

Manager B , B ISEZEHE T AR E Amazon CloudWatch F BB EBEEBEFIEENFMERESE ., &7
DESHERESENESPRACRMNIER. EEEETREEAEZR.
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TimeToResolvelIncident EM4EVREREARABECENEREZE,

ENMHEE ] (=#E ). [ResponsePlan ] .
[Impact] . [Sourcel . [] . [ResponseP
lan . Impact] . [ResponsePlan . Sourcel

By :®
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1. B https://console.aws.amazon.com/cloudwatch/ BEX CloudWatch £ &,
2. ESEERKRT , BEER.

3. i%# IncidentManager & ZEH,

4., EEEBRSIERL  BEEE K ARBREEE

T A CloudWatch 18R FFHHERA |, 3528 (Amazon CloudWatch &5/ FHTHIERE :

- BE

« {5 Amazon CloudWatch ¥§&

EENHEE
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HWE Description

By Response Plan kB FEST BlIR AR IR,

By Impact Level KBREMERBERBER,

By Source #¥18 B CloudWatch B R=X EventBridge B4 F 82
M2 BHHNER,

Across All Incidents BEBH AWS BEHAIESHHREEE,

Response Plan name and Source BASEREFENRRASHNEREEZ,

Response Plan Name and Impact RS EREEESNBRELBRNERIER.

Level

£/ 524 AWS Systems Manager Incident Manager APl FEAY AWS
CloudTraill

AWS Systems Manager Incident Manager 282 Z&AWS CloudTrail , kiR RMUERE, ARS P
FRENB)ERYEC 8% AWS ARFS. CloudTrail 4% Incident Manager B9 AP| FEIUBEENAE 4, REEUH
L Z3ER B Incident Manager £ AWML | BUKR ¥ Incident Manager API #ERNEXNBEWL, &
A BAEA CloudTrail FTERIEF , ¥IETM Incident Manager IRHHMEER, BEFERMN IP thut, 24
ERMEE , UREMEFHEER,

B-EEMHUARERHNESUSELEFRENERA. I EATHBEHE THIEE !

S?‘

BEREFEARCEAEERERAERFRE,

EREB N K IAM Identity Center &R H,

- BUEERE  REEFATREACEHEE P ERAENERZLRE,
AREAHS —TE AWS RERZERED,

a-m

Ry
il
X

EEEUKRSF AWS tRF KCloudTrail 7% FEREAHARRE , M BEE B EFE CloudTrail E4E
528k, CloudTrail E4E S L&A AWS EFFiBX 90 f%ﬂﬁﬂ’f“ﬁ%ﬁi , RETARE, RS,
A TNEETR NS, MEFMENA , 5528 "TAWS CloudTrail FAEERE . PHIEA CloudTrail
EHEL R, MIAEHRBRERRETEEL CloudTrail R,

/A 508% APl 204 AWS CloudTrail o
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WFE AWS 1RF B 90 RAFBERHNEHN , FFREIUMRERN CloudTrail Lake SHERFRIE,

CloudTrail &t

#RFABEE CloudTrail 4% BFERR I ZE Amazon S3 7T, A BEYMNFERE AWS EE X
7BE BRZEE, LRUER AWS CLIEZVE-RZEHEL, ERELEVSEHER K RHAE

HEAWS B lRF AT NER, REEVE-ESER , BREmRER AWS B FE ik
MNEH4, MFERNFMEN , 528 (AWS CloudTraill ERAEERE) FHAEH AWS IRFEIL
B MM SRR M Mt

A LUBBRENEH K REKFEEESHN —EEARR CloudTrail BEZE &M Amazon S3 %
FETRE |, EERMEESE Amazon S3 FEM. WE CloudTrail EEMFFHAEN , 5FS2E AWS
CloudTrail EE{&, % Amazon S3 EEMMHEAE , 552 E Amazon S3 EE,

CloudTrail Lake E4EREFEHE

CloudTrail Lake ZREEM B EHH1T SQL BEH ., CloudTrail Lake 4% 5|\ JSON #&#RXHNERH
EHEIRA Apache ORC 1, ORC R—EBEMXREERN , sHHIREHINERET T &E.
REERE4RAIS4HERENED , SHENEHERSHNTTEES  HIKBAZRERE
REREHEIEGEERNGEE. EARSE4ENENENZEREEHBLEEHFFETEL THE
&, WMFE CloudTrail Lake WEHHIER , FFSBAWS CloudTrail  fEAEER) FHEEHA AWS
CloudTrail Lake,

CloudTrail Lake EHEREFHENEHSELER, BEUEHEREHER K BZULLBEZEEARE
HERERENEERE, KEERESREHBNBESHNRE  URBEHEREHRENTEER
MERARBH, WE CloudTrail EEMFFMER , 2B AWS CloudTrail EfE,

CloudTrail ## Incident Manager EEBE 4

EEEHRHEHE ERLBITHEBRRENENR AWS IR, ELUBAEGFEHEE, RIETHE
% , CloudTrail ;&8 EEEH,

AWS Systems Manager Incident Manager @ #$Fi & Incident Manager 12 #| L EIRERLHAEES
#. ZE Incident Manager 528 % CloudTrail B9 AWS Systems Manager Incident Manager #&IF @
B1EBE | 552 B AWS Systems Manager Incident Manager APl 2%,
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Incident Manager 44 &2 i

—EEHRREMARFRENE-FR , LEEFR API RENHEEEFR. RENBHMNERD, FX
28%F. CloudTrail BFEFERTR LA AP RN ESFHERER , RUSEHT GBS EIRFE
Ro

LT #EHBERNERER StartIncident EEH CloudTrail BESER,

"eventVersion": "1.08",
"userIdentity": {
"type": "IAMUser",
"principalld": "1234567890abcdef",
"arn": "arn:aws:iam::246873129580111122223333:user/nikki_wolf",
"accountId": "abcdef@1234567890",
"accessKeyId": "©21345abcdef6789",

"userName": "nikki_wolf"
.
"eventTime": "2024-04-22T23:20:10Z2",
"eventSource": "ssm-incidents.amazonaws.com",
"eventName": "StartIncident",
"awsRegion": "us-east-2",

"sourceIPAddress": "192.0.2.0",
"userAgent": "aws-cli/2.0.58 Python/3.7.4 Darwin/19.6.0 exe/x86_64 command/
ssmincidents.start-incident",
"requestParameters": {
"responsePlanArn": "arn:aws:ssm-incidents::555555555555: response-plan/security-
test-response-plan-non-dedupe-vl",
"clientToken": "12345678-1111-2222-3333-abcdefghijkl"

iy
"responseElements": {
"incidentRecordArn": "arn:aws:ssm-incidents: :444455556666:incident-record/
security-test-response-plan-non-dedupe-vl/abcdefgh-abcd-1234-1234-1234567890"
iy

"requestID": "abcdefgh-1234-abcd-1234-1234567abcdef",
"eventID": "12345678-1234-1234-abcd-abcdefl1234567",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"eventCategory": "Management",

"recipientAccountId": "12345678901234567"
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ERAEER

LT EHERNERETR DeleteContactChannel EfEM CloudTrail BEEER

"eventVersion": "1.08",
"userIdentity": {
"type": "IAMUser",
"principalId": "1234567890abcdef@",
"arn": "arn:aws:iam::246873129580111122223333:user/nikki_wolf",
"accountId": "abcdef@1234567890",
"accessKeyId": "©21345abcdef6789",
"userName": "nikki_wolf"
3,
"eventTime": "2024-04-08T02:27:21Z",
"eventSource": "ssm-contacts.amazonaws.com",
"eventName": "DeleteContactChannel",
"awsRegion": "us-east-2",
"sourceIPAddress": "192.0.2.0",
"userAgent": "Apache-HttpClient/UNAVAILABLE (Java/1.8.0_282)",
"requestParameters": {
"contactChannelld": "arn:aws:ssm-contacts:us-west-2:555555555555
bnuomysohc/abcdefgh-abcd-1234-1234-1234567890"
3,
"responseElements": null,
"requestID": "abcdefgh-1234-abcd-1234-1234567abcdef",
"eventID": "12345678-1234-1234-abcd-abcdefl1234567",
"readOnly": true,
"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "12345678901234567"

:device/

WEABRE CloudTrail SRR BNEE , F28 (AWS CloudTrail FR&IER) BM CloudTrail record

contents,
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=00

+ @aws-cdk/aws-ssmincidents & H

« @aws-cdk/aws-ssmcontacts &4
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ERNEREPNRIESH AWS Eif,
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8 B4 AWS RIS 161


https://docs.aws.amazon.com/cdk/api/v1/docs/aws-ssmincidents-readme.html
https://docs.aws.amazon.com/cdk/api/v1/docs/aws-ssmcontacts-readme.html
https://docs.aws.amazon.com/chatbot/latest/adminguide/
https://docs.aws.amazon.com/sns/latest/dg/

Incident Manager EREEmR

By, 8t AT BURE BB R SRE AR R BIAY — 2 {8
R, EXL SNS TEANEEAESANEA
REBEHOEE,

MEFHMER , FFSBE Incident Manager
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CloudFormation CloudFormation 2 — AR , AT AREILE
X, HhIEEABRKPMENFEER , REA
BEREMMEER. CHEREMEHRKMYE , ®
HWEAUEEITRENERARER , MAREER
EEER.
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- B ABERERESZEERERESE

Amazon CloudWatch CloudWatch AWS 2 B1EFES R H AWS &
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CloudWatch IWEFERHERE , BLREA LA
ENERNEAREIENEE,

& A LAERE CloudWatch B /REAE Incident
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fem et El s AR Y B,

INT|EFMMERR |, 5528 A CloudWatch /R B
BEITEMS,
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EIRREN LT 2end-to-endBEBFHRFR, T
%l Systems Manager T E&E{#ZE Incident
Manager B4 :

- EE{t - Automation Runbook E Systems
Manager ¥ AWS ERETHEIE. £
Incident Manager # , Runbook E& T —%
SIBEMCRNFELSR , AT ARBRENEH,
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%

« OpsCenter — OpsCenter I2fth R E , FE
ETIREMIT EXASTUEERE AWS &
RAEBEANEETHIER , B4 Opsltems, &
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o

AWS Trusted Advisor Trusted Advisor @ —IETE , it E/ERK
RERAETEHE AWS WEFFERH, &
Trusted Advisor BEZRN AWS IR3E , RAERESR
HEEHERAR, XERRUTAERKEE , B
ERZERBFREERS,
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* aws_ssmecontacts_contact_channel

* aws_ssmcontacts_plan

* aws_ssmcontacts_rotation

SSM Incident Manager &R

« aws_ssmincidents_replication_set
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ERAEER

- TMAE  BEENBENER,

- EEY  MRER

TIMBUR

EROEAEERESMEAWS BE , FRELENZSEFHTR.

RECEHBNEREXBEESEBNEREBEkns :Decrypt FEHA kms:GenerateDataKeyH
MIFFAl, ssm-incidents.amazonaws.com RBER L EEFEBERE B KKkns :DecryptH
kms:GenerateDataKey#l BIEF I,

THBERREHELRF T, BB rrrssttBMEBECHNEN.

JSON

"Version":"2012-10-17",
"Id": "key-consolepolicy-3",
"Statement": [

{

"Sid": "Enable IAM user permissions",
"Effect": "Allow",
"Principal": {

"AWS": "arn:aws:iam::111122223333:xroo0t"

},

"Action": "kms:*",

"Resource": "*"

"Sid": "Allow creator of response plan to use the key",

"Effect": "Allow",
"Principal": {
"AWS": "TIAM_ARN_of_principal_creating_response_plan"
},
"Action": [
"kms :Decrypt",
"kms : GenerateDataKey*"

1,

"Resource": "*"

"Sid": "Allow Incident Manager to use the key",
"Effect": "Allow",
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"Principal": {
"Service": "ssm-incidents.amazonaws.com"

},
"Action": [

"kms :Decrypt",

"kms : GenerateDataKey*"
1,

"Resource": "*"

NEEREIFTNEFZESRNEN , 528 ( AWS Key Management Service & A §15
) PWEHBENE KMS £, IE AWS KMS £8HEFHAER , 520 AWS KVS 2,

NRBENEEZESRFTAMELTNER , FULGREEBRRITBELHT, NEEEEH
EFZESHPBEMNENR , 526 ( AWS Key Management Service B A BIER) FHEE
SRBR,

® Tip
BA U EEREESRRE—SRHFR. Fl, THIBRREAHEEZERS (A% ) B
1 (us-east-2) & Secrets Manager 77X :

{
"Sid": "Enable IM Permissions",
"Effect": "Allow",
"Principal": {
"Service": "ssm-incidents.amazonaws.com"
b
"Action": ["kms:Decrypt", "kms:GenerateDataKey*"],
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:ViaService": "secretsmanager.us-east-2.amazonaws.com"
}
}
}
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secretsmanager:GetSecretValue,
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2. HRSR 30, BREMEY , BHITTIEHE .

- EEHNFRIER

- BERNERATIRA TSI JSON &

{
"pagerDutyToken": "pagerduty-token",
"pagerDutyServiceRegion": "pagerduty-region",
"pagerDutyFromEmail": "pagerduty-email"

}

o TE&BL LR JSON IR | B ##### , MR

« pagerduty-token : {t4&#) PagerDuty tk F i — % #FEL REST APl £ FERAEFH
REST APl £,

WMENBEEN , 520 PagerDuty ABEFH AP FEER,
« pagerduty-region : §t& PagerDuty #8159 PagerDuty & ¥l #/O0 R TS R 15,

MEHNEES , F2 8 PagerDuty AFBEF KR EE.
« pagerduty-email : AR PagerDuty F#8E 2 FEHENENE FEHitbit,

MEHEET , 528 PagerDuty HIBEFWEEFERE,

THIEHBRTER JSON E , HP IS4 ER PagerDuty B AEH :

{
"pagerDutyToken": "y_NbAkKc66xyYEXAMPLE",
"pagerDutyServiceRegion": "US",
"pagerDutyFromEmail": "JohnDoe@example.com"
}
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Ko
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BREERT .
B REST .
RER T RO ARABTIA R/ TS JSON &4 :

{
"Effect": "Allow",
"Principal": {
"Service": "ssm-incidents.amazonaws.com"
iy
"Action": "secretsmanager:GetSecretValue",
"Resource": "*"
}
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{
"Effect": "Allow",
"Principal": {
"Service": ["ssm-incidents.amazonaws.com"]
.
"Action": "secretsmanager:GetSecretValue",
"Resource": "*"
}
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