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JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:GetObject",
"s3:PutObject"
]I
"Resource": [
"arn:aws:s3:::amzn-s3-demo-source-bucket/*",
"arn:aws:s3:::amzn-s3-demo-logging-bucket/*"
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},
{

"Effect": "Allow",

"Action": [
"ram:GetResourceShareInvitations",
"ram:AcceptResourceSharelInvitation",
"glue:CreateDatabase",
"glue:DeleteDatabase"

1,

"Resource": "*"

}

MFEAWSLakeFormationDataAdmin BRI FFMERR , 5528 Lake Formation BB ASEMEHFH
Lake Formation &% IAM FFAI &£, AWS

£ Lake Formation RS EA &R A RHE A Data Lake BEEE (IAM BIE

g5)

@ Note
MREERE |, AFERDIRSQL R5[NEH,

EE  IAMEEBEEXESLI—ESBHPEINEHAENACHIE A Lake Formation P ERHERE
g,

& IAM ERERACHEAERIEES

1. BARX AWS Lake Formation 124 : https : //https://console.aws.amazon.com/lakeformation/

(® Note

WRIERMRE — & Eh Lake Formation , € HIREUDE A Lake Formation ¥55 53 , ER
#RE S Lake Formation B S,

2. B EAERABIE RS AWS Lake Formation EXHEES,

#7118 Data Lake EEEFHESHE


https://docs.aws.amazon.com/
https://docs.aws.amazon.com/
https://console.aws.amazon.com/lakeformation/
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o EIF 1 MBLRRBIEODFEA Lake Formation ¥55 5 8,

1. BEFEHMAWS FRAERAER,
2. EBE@TEE (V).
3. BRELMEREMRE Lake Formation BEE BM HealthLake BEE,
4, BEFRHBER.
- BIE2: FABEEE (2).

1. RESEER ().

2. EFUT , EEEEAGNER.

3. EERMEEEERT , BEINEEEES,

4, HEEBERNEESHFELRY , BERTEHE ().

5. X  BEHHESEHBEERS Lake Formation EE EM HealthLake EEEFHERA
==

6. EERF.

3. FE M Lake Formation B TER L £ E, HealthLake EREHREEREEMR Lake
Formation M3k IAM B, ZEEH , 5528 AWS Lake Formation BIE¢ ABIEEH N E EFERT
AlERE,

E1 S3 RAFTE

ZEZ4 FHIR R4 EFIE A AWS HealthLake , EZEFEAM{E Amazon S3 #EFETEE. Amazon S3 & A
RETEeREEEAN FHIR 8 , H HealthLake 2RI FEFEFEEINER . Amazon S3 W HF#E
BrE8 S A £ HealthLake BA ( Bi ) NEBRERFEEIILFERTE,

® Note

B AWS Identity and Access Management (IAM) BUR |, &89 Amazon S3 EFEETEE RS A
RME—W, MEFHMEEHR , F2H8 (Amazon Simple Storage Service EAEER) THREE
ErR oS A Al

ARTAEENEN , RAISELDHRREEA

kg

TRIBFEE T 5 Amazon S3 & A fa i E AT EE

« MAREEETE : arn:aws:s3:::amzn-s3-demo-source-bucket
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- BMHFEREEE : arn:aws:s3:::amzn-s3-demo-1logging-bucket

MEFHMET , F2H (Amazon S3EAEKE) PHELREIE,
BIUERFEHE

HealthLake BRI ZHERVAE — AWS EEAK FHIR R4 ERNFEEE, AWSIRFAILEEZHZ
EERERE, HealthLake XEMBEEREREZERE,

® Important (EE)

#1] HealthLake ERFREZ B , FFREI AWS A& I aEPRHIZ L EE HealthLake &
REY AR A& 2 5 B3R (SCPs)e SCPsHIBARS IE AT S HealthLake ERIFHIE , ENEER IAM
FTAIERE IEFE,

BRI HealthLake ERFM[ER , datastoreIDEES . EAREHEBREEAGF
AdatastoreIDF , EAAFEA o

& EE 1 HealthLake ERIFEMIE , 5528 E 1L HealthLake ERFEMIE,
% E B AEEH ]

KEREAERFREZR , B4ART HealthLake 5 , F8EFHL Amazon S3 By A T ¥ HH =
7irf, BER T HealthLake FHUE , L AILLA HealthLake B IAM R A&, BEEBRMEE
ABLRT HealthLake BAESBFFT , WA IBREEZASG , URFEFHUEH Amazon S3 f#
fRTER,

ELREVEATEE , BLlA BELABKH Amazon Resource Name
(ARN)DataAccessRoleArn, W% IAM BEFEEBERNFHHEERN , F2HE 1AM B,

REFA2R , ERUTUAERAEAEBEEREAERNFTHE. WEFHREA ,
£H.

nl‘ﬂ

SR FHIR EA

AREBAFFA

1. WREABI@H BFERN B Amazon S3 # T8, Amazon S3 #1788 24 A B R 5
AR AWS Bl , BFfEERBSERBSEARTFR. EEE—-STH A F2HEA
Amazon S3 HHAFFE. Amazon HEEREFHEN KMS €|t XERARNE. EEH#—%
THRIMIER KMS €88 , 5528 Amazon Key Management Service,
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2. 7 HealthLake B2 EHFERE AR , T F HealthLake BRIEEA THETHEREZABH

#F T, HealthLake M IL{ERE A8 H Amazon S3 fE1ZErEE,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": [
"healthlake.amazonaws.com"
]
},
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws :SourceAccount": "accountID"
}I
"ArnEquals": {
"aws:SourceArn": "arn:aws:healthlake:us-
west-2:111122223333:datastore/fhix/datastoreID"
}
}
}
]
}

3. BHFUBERHMEZERFINAG , LAKFEEE Amazon S3 #EFEFE. amzn-s3-demo-

bucket AREITRBIBZEBEK .

JSON

"Version":"2012-10-17",
"Statement": [{
"Action": [
"s3:ListBucket",
"s3:GetBucketPublicAccessBlock",
"s3:GetEncryptionConfiguration"

REEATA
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1,

"Resource": [

"arn:aws:s3:::amzn-s3-demo-source-bucket"

]I
"Effect": "Allow"
}I
{
"Action": [
"s3:PutObject"
]I
"Resource": [
"arn:aws:s3:::amzn-s3-demo-1logging-bucket/*"
1,
"Effect": "Allow"
},
{
"Action": [
"kms :DescribeKey",
"kms : GenerateDataKey*"
]I
"Resource": [
"arn:aws:kms:us-east-1:012345678910:key/d330e7fc-b56¢c-4216-a250-
f4c43ef46e83"
]I
"Effect": "Allow"
11

AE B HAERAVET ]

REHEHNEELERE 28 , L4 ERF HealthLake £ Amazon S3 R EUS HEFEENHT, &
B F HealthLake ZEUE |, B A LA A HealthLake 23 IAM RIFA R, SEABRRFEEACUET
HealthLake EF A @ T , WHEHTBREREZAE® , UEBFHEFEEMN Amazon S3 #EFETE,

MRIBE A HealthLake B AR  BULEEFEAZAR  URFHEFEFIIHAEH Amazon S3
RETENHMIT, EEE—ST7TH IAMACHNEEEEK , 28 AM BEEAEF,

® Important (EE)

HealthLake BB EBE 4+ SDK EHEFERM FHIR R4 $export B, HERBEREFHN
FEH API , REEBIR IAM BifE, ETEED BIEREE allow denyEF ], NREEERRR

R EE HETH 14


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
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#l HealthLake SDK # FHIR REST API [ , B4 EGEEFF I EAEZ@BIR IAM B1fE, W
RIGRMERE HealthLake WEBFEE , AIFTEE IAM EREFFTRE,

£/ AWS CLI # AWS SDKs :

T %I R4 HealthLake E4Ea] BRAEA AWS CLI f1 AWS SDKs R E R EHEEHER :

* StartFHIRExportJob
* DescribeFHIRExportJob
* ListFHIRExportJobs

£/ FHIR APlIs :

5| IAM BT AR HealthLake ERIFHEEHER , LURERA FHIR $exportEERUY
( MIER ) EBEHER
POST:

* StartFHIRExportJobWithPost

GET:

» StartFHIRExportJobWithGet
* DescribeFHIRExportJobWithGet
* GetExportedFile

DELETE:

« CancelFHIRExportJobWithDelete

REFITNERAEIACHKLEEFTEVAR, BEYBRUREBRERZEAGHIT. T3 IAM B3R
ERTELFH,

JSON

"Version":"2012-10-17",
REEHFFA 15
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"Statement": [
{

"Action": [
"iam:CreateRole",
"iam:CreatePolicy",
"iam:AttachRolePolicy"

1,

"Effect": "Allow",

"Resource": "*"

"Action": "iam:PassRole",
"Effect": "Allow",
"Resource": "*",
"Condition": {
"StringEquals": {
"iam:PassedToSexvice": "healthlake.amazonaws.com"

}

T B i 5

K5
[

1. WREA , FALERENFHEELNEREIL BN Amazon S3 f#7Er#8. Amazon S3 f#
FRrE AR RENVNRERN AWS Bl , B REAABRBEHEARER. EEE—$7
fig | FESBEA Amazon S3 5/ FFEL, Amazon BEESREFEF#EARN KMS £ th 4 BRI
%, BEHE—FTHUNMAER KMS €48 , 5528 Amazon Key Management Serviceo

2. WMRIEEKREI HealthLake WERFERZEAE , KR T HealthLake FRIEFER T EEBERE
EXABIFT . HealthLake fER ILERE A Amazon S3 @7 T, MRECE PEM—
B EEAEKNF , AU EEFERAE , Y& T —EZBHZRF Amazon S3 EFITFENEF
al,

JSON

"Version":"2012-10-17",
"Statement": [
{
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https://docs.aws.amazon.com/kms/latest/developerguide/overview.html

AWS HealthLake

FMBABER

"Effect": "Allow",
"Principal": {
"Service": [
"healthlake.amazonaws.com"

3,

"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws :SourceAccount": "accountID"
},
"ArnEquals": {
"aws:SourceArn": "arn:aws:healthlake:us-
west-2:111122223333:datastore/fhir/data store ID"
}

3. BIFWHRHEZEENFIAG  UAHEEINENE L Amazon S3 # 7. amzn-s3-

demo-bucket UAREEFEFENZBEU

JSON

"Version'":"2012-10-17",
"Statement": [{
"Action": [
"s3:ListBucket",
"s3:GetBucketPublicAccessBlock",
"s3:GetEncryptionConfiguration"
1,
"Resource": [
"arn:aws:s3:::amzn-s3-demo-source-bucket"

]I
"Effect": "Allow"
}I
{
"Action": [
"s3:PutObject"
]I

"Resource": [

FRE T A
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"arn:aws:s3:::amzn-s3-demo-logging-bucket/*"

]I
"Effect": "Allow"
}I
{
"Action": [
"kms :DescribeKey",
"kms : GenerateDataKey*"
1,
"Resource": [
"arn:aws:kms:us-east-1:012345678910:key/d330e7fc-b56c-4216-a250-
f4c43ef4L6e83"
1,
"Effect": "Allow"
H
}
Z % AWS CLI

AWS CLI EZE# RS H HealthLake BEAMEHEKEM, BAILAERA HealthLake SDKsFEK I
&,

A= B E AWS CLI

-

TRFMEEE AWS CLI, t0FERER ,
e

ﬂlh

28 (AWS Command Line Interface fEAEIEE) FMT

HEREFZIRAH AWS CLI
- BA%EEA AWS CLI
2. T AWSCLI configlEEF , fTEEEENERRER. BEHIT AWS CLI s S RFERALLERE
B, EREERNZLRAT , RMERCEIEEMBTERSERRONMER IAM A€, NE

BEZNERNEMERR , F5SBAWS Command Line Interface  EAEIER) FHHEEMZEA
ERHE R E

[default]

aws_access_key_id = default access key ID
aws_secret_access_key = default secret access key
region = region

3. R ThelpmSBRIBHRE.

Z 4t AWS CLI 18


https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-getting-started.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-files.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-files.html
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aws healthlake help

R AWS CLI SR EIET , 2 EZ 89 AWS HealthLake BRI T A SHBE,

AWS HealthLake 2/ 2 H 12

BE

EXRHEBRED |, B EHRE HealthLake E1E#E FHIR R4 E R E A HealthLake ERFHE, 1
& , I8 EM FHIRRESTful APIs 32 ( B3, EEX. X, MBR ) FHIR BiF, EEFERHBR
2 | B8 E A R4 HealthLake EEEH FHIR BH,

SRR
N AR E R EEERAR SRR,
BB

& FHIR EAE
4§ FHIR EAEBEH
B3 FHIR EiR

EHL FHIR &R

E# FHIR EiR

MiBR FHIR &R

FEH FHIR &%

il BR & RHF =

© N o o bk~ Db =
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EFH SEEBEREFENE AWS HealthLake

£/ AWS HealthLake , ALV FEE FHIRRA B RN ERFHRE,. EHE HealthLake B¥
FHRERF , FiEIR RESTful AP i 2Rt FHIR ERFETFE, B, BLURER (FAEEA)
Synthea FIMRHETE FHIR R4 EEREERNEABERFTHE, WEFMAEN , F2EELEANER
|A,

® Important (EE)

HealthLake S EMEEE K FHIR EREHERERE : AWS Sigv4 = FHIR £
SMART, X AERIREBEF —ERERE , FTREE I HealthLake FHIR EREHIE, MMEFF
HMER , F2REERTFHRERERE,

HEZS AT HealthLake ERFHER FHIR #HBAZHEE (174 ) , FEIBHTEREN,

TEIJE;EE?E",EHZIHHEFE HealthLake ZiRREBIEREH. AWS SDKs F B3, #iR, FIH AWS
I, ZEEFMMBER FHIR EREHIE AWS BEEEXEA,

£

« 1] HealthLake ERHZHIE

« HY{8 HealthLake BRI ZFHIERB 4
5l HealthLake BRI ZHE

« 1ZEC HealthLake EXFHIE
Bk HealthLake EXHFHIE

1 HealthLake ERFEHE

£/ CreateFHIRDatastore ZY &F4 FHIR R4 ##& AWS HealthLake W ERHEMIE, HealthLake
BREREAREAN, B8, BSNES FHIR B, BIYK , B£oLUBER (FEX&B A ) Synthea
BRI FHIR R4 BEEREEREAERENRE, MEFMAEH K FSEAELSEANERER,

BUEREHE 20
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® Important (EE)
HealthLake S EMEEE K FHIR EREHERERE : AWS Sigv4 = FHIR £
SMART, £l HealthLake FHIR ERIFHIEZ Rl , B4 EREHD —(ERERR, WFEF
HER , F2RERNTFHRERERE,

B8 HealthLake ERIERER |, AiEB RESTfuI APl in BiR it FHIR ERHERE, B
HealthLake ERFREZ® , BAIUERAE YRR RSKFTEHEEN FHIR HEATHEE (TR ) .

g{__ll‘l
3

T5|ThaeRBA AWS CLI F1 AWS SDKsHVEEHI |, LA IR AWS BEEFEA, MEFMEE
28 AWS HealthLake APl 2ZH#y CreateFHIRDatastore,

1 HealthLake BB FEHE
RIBENFERFREIRZFREE AWS HealthLake,

AWS CLI # SDKs

CLI

AWS CLI
&5l 1 . B3I SigV4-enabled HealthLake &R 1FH[E

T%lcreate-fhir-datastore&i#|;RE 4] 7£ AWS HealthLake R FHWEREFERIE,

aws healthlake create-fhir-datastore \
--datastore-type-version R4 \
--datastore-name "FhirTestDatastore"

"DatastoreEndpoint": "https://healthlake.us-east-1.amazonaws.com/datastore/

(Data store ID)/r4/",

"DatastoreArn": "arn:aws:healthlake:us-east-1:(AWS Account ID):datastore/
(Data store ID)",

"DatastoreStatus": "CREATING",

"DatastoreId": "(Data store ID)"

BUENERE
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https://docs.aws.amazon.com/healthlake/latest/APIReference/API_CreateFHIRDatastore.html
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&34 2 : £ FHIR B HealthLake B ¥ FHIE L35I SMART

T%lcreate-fhir-datastore£fIREMMERMA FHIR WERFEHE LB #HH SMART
in AWS HealthLake,

aws healthlake create-fhir-datastore \

--datastore-name "your-data-store-name" \

--datastore-type-version R4 \

--preload-data-config PreloadDataType="SYNTHEA" \

--sse-configuration '{ "KmsEncryptionConfig": { '"CmkType":

"CUSTOMER_MANAGED_KMS_KEY'", "KmsKeyId": "arn:aws:kms:us-east-1:your-account-

id:key/your-key-id" } }' \

--identity-provider-configuration file://
identity_provider_configuration.json

identity_provider_configuration.json AR :

"AuthorizationStrategy": "SMART_ON_FHIR_V1",

"FineGrainedAuthorizationEnabled": true,

"IdpLambdaArn": "arn:aws:lambda:your-region:your-account-id:function:your-
lambda-name",

"Metadata": "{\"issuer\":\"https://ehr.example.com\", \"jwks_uri\":
\"https://ehr.example.com/.well-known/jwks.json\",\"authorization_endpoint
\":\"https://ehr.example.com/auth/authorize\",\"token_endpoint\":\"https://
ehr.token.com/auth/token\",\"token_endpoint_auth_methods_supported\":
[\"client_secret_basic\",\"foo\"],\"grant_types_supported\":[\"client_credential
\",\"foo\"],\"registration_endpoint\":\"https://ehr.example.com/auth/
register\",\"scopes_supported\":[\"openId\",\"profile\",\"launch\"],
\"response_types_supported\":[\"code\"],\"management_endpoint\":\"https://
ehr.example.com/user/manage\",\"introspection_endpoint\":\"https://
ehr.example.com/user/introspect\",\"revocation_endpoint\":\"https://
ehr.example.com/user/revoke\",\"code_challenge_methods_supported\":[\"S256\"],
\"capabilities\":[\"launch-ehr\",\"sso-openid-connect\",\"client-public\"]1}"

}

B

"DatastoreEndpoint": "https://healthlake.us-east-1.amazonaws.com/datastore/
(Data store ID)/r4/",

"DatastoreArn": "arn:aws:healthlake:us-east-1:(AWS Account ID):datastore/
(Data store ID)",
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"DatastoreStatus": "CREATING",
"DatastoreId": "(Data store ID)"

MEFHMEN , 5528 (AWS HealthLake B A BIEFE) FHEIHERE FHIR ERFHE,
« WE AP FHHAEF , F2EH (AWS CLI S5 8#) FM CreateFHIRDatastore,

Python

EAR Python #9 SDK (Boto3)

@classmethod
def from_client(cls) -> "HealthLakeWrapper":
Creates a HealthLakeWrapper instance with a default AWS HealthLake
client.

:return: An instance of HealthLakeWrapper initialized with the default
HealthLake client.

health_lake_client = boto3.client("healthlake")

return cls(health_lake_client)

def create_fhir_datastore(
self,
datastore_name: str,
sse_configuration: dict[str, any] = None,
identity_provider_configuration: dict[str, any] = None,
) -> dict[str, str]:
Creates a new HealthLake data store.
When creating a SMART on FHIR data store, the following parameters are
required:
- sse_configuration: The server-side encryption configuration for a SMART
on FHIR-enabled data store.
- identity_provider_configuration: The identity provider configuration
for a SMART on FHIR-enabled data store.

:param datastore_name: The name of the data store.
:param sse_configuration: The server-side encryption configuration for a
SMART on FHIR-enabled data store.
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:param identity_provider_configuration: The identity provider
configuration for a SMART on FHIR-enabled data store.
:return: A dictionary containing the data store information.
try:
parameters = {"DatastoreName": datastore_name,
"DatastoreTypeVersion": "R4"}
if (
sse_configuration is not None
and identity_provider_configuration is not None

)8
# Creating a SMART on FHIR-enabled data store
parameters["SseConfiguration"] = sse_configuration
parameters[
"IdentityProviderConfiguration"
] = identity_provider_configuration
response =

self.health_lake_client.create_fhir_datastore(**parameters)
return response
except ClientError as err:
logger.exception(
"Couldn't create data store %s. Here's why %s",
datastore_name,
err.response["Error"]["Message"],

)

raise

THRXBRERA FHIR B HealthLake R FHIE LK SMART S EE54,

sse_configuration = {

"KmsEncryptionConfig": {"CmkType": "AWS_OWNED_KMS_KEY"}

}
# TODO: Update the metadata to match your environment.

metadata = {
"issuer": "https://ehr.example.com",

"jwks_uri": "https://ehr.example.com/.well-known/jwks.json",

"authorization_endpoint": "https://ehr.example.com/auth/

authorize",
"token_endpoint": "https://ehr.token.com/auth/token",
"token_endpoint_auth_methods_supported": [

BUENERE
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"client_secret_basic",

"foo",
]I
"grant_types_supported": ["client_credential”, "foo"],
"registration_endpoint": "https://ehr.example.com/auth/register",

"scopes_supported": ["openId", "profile", "launch"],
"response_types_supported": ["code"],

"management_endpoint": "https://ehr.example.com/user/manage",

"introspection_endpoint": "https://ehr.example.com/user/
introspect",

"revocation_endpoint": "https://ehr.example.com/user/revoke",

"code_challenge_methods_supported": ["S256"],
"capabilities": [

"launch-ehr",

"sso-openid-connect",

"client-public",
1,

}
# TODO: Update the IdpLambdaArn.

identity_provider_configuration = {
"AuthorizationStrategy": "SMART_ON_FHIR_V1",
"FineGrainedAuthorizationEnabled": True,
"IdpLambdaArn": "arn:aws:lambda:your-region:your-account-
id:function:your-lambda-name",
"Metadata": json.dumps(metadata),
}
data_store = self.create_fhir_datastore(
datastore_name, sse_configuration,
identity_provider_configuration

)

- WZE API FHER , 528 (AWS SDK for Python (Boto3) APl &) iy
CreateFHIRDatastore,

(® Note

GitHub L RMEZEHH, SHTEEH , I 7 FENAE AWS EXFEFHFEPRE
M#1To
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SAP ABAP

EAR SAP ABAP NREEH

® Note
GitHub LRt EZ%i6l, SKTEEH , X THRINME AWS BXHEFIFEFEPRE
MEITo
TRY.

iv_datastore_name = 'MyHealthLakeDataStore'
oo_result = lo_hll->createfhirdatastore(
iv_datastorename = iv_datastore_name
iv_datastoretypeversion = 'R4'
).
MESSAGE 'Data store created successfully.' TYPE 'I'.
CATCH /awsl/cx_hllvalidationex INTO DATA(lo_validation_ex).
DATA(lv_error) = |Validation error: { lo_validation_ex->av_err_code }-
{ lo_validation_ex->av_err_msg }]|.
MESSAGE 1lv_error TYPE 'I'.
RAISE EXCEPTION lo_validation_ex.
CATCH /awsl/cx_hllinternalserverex INTO DATA(lo_internal_ex).
lv_error = |Internal server error: { lo_internal_ex->av_err_code }-
{ lo_internal_ex->av_err_msg }|.
MESSAGE lv_error TYPE 'I'.
RAISE EXCEPTION lo_internal_ex.
CATCH /awsl/cx_hllthrottlingex INTO DATA(lo_throttling_ex).
lv_error = |Throttling error: { lo_throttling_ex->av_err_code }-
{ lo_throttling_ex->av_err_msg }]|.
MESSAGE 1lv_error TYPE 'I'.
RAISE EXCEPTION lo_throttling_ex.
ENDTRY.

- WNEE API FEHIEA , 552 CERM AWS SAP ABAP #Y SDK APl &) H i
CreateFHIRDatastore,
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® HWAE#EH
BAZENARE ? FALEEARNRASREQSRERRFERENHIH,

AWS 25

@ EE
THRFEER AWS SigV4 REE T HealthLake ERFIRE. HealthLake TR AT X EE
FHIR B8l ZMI[E L2 7 SMART,

£/ AWS SigV4 RIEE I HealthLake ERHFHE

1. B A HealthLake £ & FNEVERFHEERR,

BEBIERTFHRE.

EEREHERERRT , #HHERFRESRBIEEER.

(BA) TERNEHEREERYT , SrETRXBAGHER | BEREARATELEA Synthea

B, Synthea EXI MR RIGEHIERIE, WEFMEN , 582 BHealthLake B Synthea 78

EBAERERE,

5. EERTFHEMZEES , BEMFH AWS #EENWS® (7R ) NBETEHN AWS KMS €8
( EPRE)

6. EEH-BRAERT K SUMAKEEHEEERENE, EEE—F THRINAELERNTHRE ,
209 E5C HealthLake ERHZHIE

7. BREBRIENERE.

w0 N

3

ERFHENRETEENFRERR LHIS,

EV 18 HealthLake BRI ZHEB 4

£/ DescribeFHIRDatastoreHl{8 AWS HealthLake BRI FHENBE, THTHRERIEM AWS &
EEEA M SDKs B AWS CLI 1 AWS B FEHIREF. MFEFMEN , F2E AWS HealthLake
AP| 2Zd#) DescribeFHIRDatastore,

HY 18 HealthLake BRI ZH[E Bt
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_sigv.html
https://console.aws.amazon.com/healthlake/home#/create-datastore
https://docs.aws.amazon.com/healthlake/latest/APIReference/API_DescribeFHIRDatastore.html

AWS HealthLake HBEABER

BARER FEUR 172 E B FEE AWS HealthLake,

AWS CLI # SDKs
CLI

AWS CLI
iR FHIR ERFEHE

T%ldescribe-fhir-datastore#iffl/RE U] S ERFMIE in AWS HealthLake BB
%,

aws healthlake describe-fhir-datastore \
--datastore-id "1f2f459836ac6c513ce899f9e4f66a59"

B

"DatastoreProperties": {
"PreloadDataConfig": {
"PreloadDataType": "SYNTHEA"
I
"SseConfiguration": {
"KmsEncryptionConfig": {
"CmkType": "CUSTOMER_MANAGED_KMS_KEY",
"KmsKeyId": "arn:aws:kms:us-east-1:123456789012:key/
alb2c3d4-5678-90ab-cdef-EXAMPLE11111"

}
},
"DatastoreName": "Demo",
"DatastoreArn": "arn:aws:healthlake:us-east-1:<AWS Account ID>:datastore/
<Data store ID>",
"DatastoreEndpoint": "https://healthlake.us-east-1.amazonaws.com/

datastore/<Data store ID>/r4/",

"DatastoreStatus": "ACTIVE",

"DatastoreTypeVersion": "R&4",

"CreatedAt": 1603761064.881,

"Datastoreld": "<Data store ID>",

"IdentityProviderConfiguration": {
"AuthorizationStrategy": "AWS_AUTH",
"FineGrainedAuthorizationEnabled": false
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WEFFMENR , 5820 (AWS HealthLake B AB1EmE) FHEIZMER FHIR ERFHE,
- WNZE API SHHBE , 5328 (AWS CLI 52 #) HH DescribeFHIRDatastore,

Python

EAR Python #9 SDK (Boto3)

@classmethod
def from_client(cls) -> "HealthLakeWrapper":
Creates a HealthLakeWrapper instance with a default AWS HealthLake
client.

:return: An instance of HealthLakeWrapper initialized with the default
HealthLake client.

health_lake_client = boto3.client("healthlake")

return cls(health_lake_client)

def describe_fhir_datastore(self, datastore_id: str) -> dict[str, any]:
Describes a HealthLake data store.
:param datastore_id: The data store ID.
:return: The data store description.
try:
response = self.health_lake_client.describe_fhir_datastore(
Datastoreld=datastore_id
)
return response["DatastoreProperties"]
except ClientError as err:
logger.exception(
"Couldn't describe data store with ID %s. Here's why %s",
datastore_id,
err.response["Error"]["Message"],

)

raise
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https://docs.aws.amazon.com/healthlake/latest/devguide/working-with-FHIR-healthlake.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/healthlake/describe-fhir-datastore.html
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- WNZE API FHER , 5528 (AWS SDK for Python (Boto3) APl &) iy
DescribeFHIRDatastore,

(® Note

GitHub LR EZ&i6|, SHTREH , X 7HEMMAE AWS BEXIEFIFHFEDRE
M#1To

SAP ABAP

AR SAP ABAP MR & EH

(® Note

GitHub bR EZ&H|, SHTEEHH , I 7HAAE AWS EXFEHI R FEFRE
METo

TRY.
" iv_datastore_id = 'alb2c3d4e5f6g7h8i9j0k112m3n405p6"
oo_result = lo_hll->describefhirdatastore(
iv_datastoreid = iv_datastore_id
).
DATA(lo_datastore_properties) = oo_result->get_datastoreproperties( ).
IF lo_datastore_properties IS BOUND.
DATA(1lv_datastore_name) = lo_datastore_properties-
>get_datastorename( ).
DATA(1lv_datastore_status) = lo_datastore_properties-
>get_datastorestatus( ).
MESSAGE 'Data store described successfully.' TYPE 'I'.

ENDIF.
CATCH /awsl/cx_hllresourcenotfoundex INTO DATA(lo_notfound_ex).
DATA(1lv_error) = |Resource not found: { lo_notfound_ex->av_err_code }-

{ lo_notfound_ex->av_err_msg }|.
MESSAGE lv_error TYPE 'I'.
RAISE EXCEPTION lo_notfound_ex.
CATCH /awsl/cx_hllvalidationex INTO DATA(lo_validation_ex).
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https://docs.aws.amazon.com/goto/boto3/healthlake-2017-07-01/DescribeFHIRDatastore
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/python/example_code/healthlake#code-examples
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lv_error = |Validation error: { lo_validation_ex->av_err_code }-
{ lo_validation_ex->av_err_msg }]|.
MESSAGE lv_error TYPE 'I'.
RAISE EXCEPTION lo_validation_ex.
ENDTRY.

- WNE API FHAER , 528 (EHM AWS SAP ABAP BY SDK API &) Ry
DescribeFHIRDatastore.

® HWAE#EH
BAEFRMENARE ? FALEEAANREHERDEERRFBRENREHM.

AWS E# &

1. & A HealthLake XA LN EREHREEM,
2. EEEREHE.

EREREFMEFAREFERRE , Bfif HealthLake ERFHEBEEHT A

5| HealthLake B RIZH[E

5/ ListFHIRDatastores ¥ HERAEIRFE A FTHE HealthLake ERERE , EREREHREMR
BEEAM, THIhRERIEM AWS CLI AWS SDKs AWS EE T4 1 M BERIBEHRF. NWEFASE
A, 55828 AWS HealthLake APl 2Z /B ListFHIRDatastores,

5| FrE HealthLake ERHZHIE
BEBENFERITRERFEREE AWS HealthLake,
AWS CLI 1 SDKs

CLI
AWS CLI

FH FHIR ERERE
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https://docs.aws.amazon.com/sdk-for-sap-abap/v1/api/latest/index.html
https://console.aws.amazon.com/healthlake/home#/list-datastores
https://docs.aws.amazon.com/healthlake/latest/APIReference/API_ListFHIRDatastores.html

AWS HealthLake HBEABER

T%llist-fhir-datastores&EHIEERIMAER b5 , AREHRBZBMMIEE AWS
HealthLake Y& BHEHR EAREERE R,

aws healthlake list-fhir-datastores \
--filter DatastoreStatus=ACTIVE

B

"DatastorePropertiesList”: [
{
"PreloadDataConfig": {
"PreloadDataType": "SYNTHEA"
b
"SseConfiguration": {
"KmsEncryptionConfig": {
"CmkType": "CUSTOMER_MANAGED_KMS_KEY",
"KmsKeyId": "arn:aws:kms:us-east-1:123456789012:key/
alb2c3d4-5678-90ab-cdef-EXAMPLE11111"

}
},
"DatastoreName": "Demo",
"DatastoreArn": "arn:aws:healthlake:us-east-1:<AWS Account ID>:datastore/

<Data store ID>",
"DatastoreEndpoint": "https://healthlake.us-east-1.amazonaws.com/
datastore/<Data store ID>/r4/",
"DatastoreStatus": "ACTIVE",
"DatastoreTypeVersion": "R4",
"CreatedAt": 1603761064.881,
"DatastoreId": "<Data store ID>",
"IdentityProviderConfiguration": {
"AuthorizationStrategy": "AWS_AUTH",
"FineGrainedAuthorizationEnabled": false

WEFMER |, 55208 (AWS HealthLake FiZ A E5/E) FMEITMERE FHIR EREFZHE,
. I AP EHEF , 528 (AWS CLI s 58#E) fil ListFHIRDatastores,
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Python

EAR Python B9 SDK (Boto3)

@classmethod
def from_client(cls) -> "HealthLakeWrapper":
Creates a HealthLakeWrapper instance with a default AWS HealthLake
client.

:return: An instance of HealthLakeWrapper initialized with the default
HealthLake client.

health_lake_client = boto3.client("healthlake")

return cls(health_lake_client)

def list_fhir_datastores(self) -> list[dict[str, any]]:
Lists all HealthLake data stores.
:return: A list of data store descriptions.
try:
next_token = None
datastores []1

# Loop through paginated results.
while True:
parameters = {3}
if next_token is not None:
parameters["NextToken"] = next_token
response =
self.health_lake_client.list_fhir_datastores(**parameters)
datastores.extend(response["DatastorePropertiesList"])
if "NextToken" in response:
next_token = response["NextToken"]
else:
break

return datastores
except ClientError as err:
logger.exception(
"Couldn't list data stores. Here's why %s", err.response["Error"]
["Message"]
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raise

- 1% AP| BB |, 5528 (AWS SDK for Python (Boto3) APl 2#) gy
ListFHIRDatastores,.

(® Note

GitHub L RRMHEZEHH, SHTEEH , I 7 FENAE AWS EXFEFFEFEPRE
M#ITo

SAP ABAP

AR SAP ABAP WY EH

® Note
GitHub ERMUEZ &S, SRR , ¥ THEIMAE AWS BXIRHHI R FERRE
MET,
TRY.

oo_result = lo_hll->listfhirdatastores( ).
DATA(1lt_datastores) = oo_result->get_datastorepropertieslist( ).
DATA(lv_datastore_count) = lines( lt_datastores ).
MESSAGE |Found { lv_datastore_count } data store(s).| TYPE 'I'.
CATCH /awsl/cx_hllvalidationex INTO DATA(lo_validation_ex).
DATA(lv_error) = |Validation error: { lo_validation_ex->av_err_code }-
{ lo_validation_ex->av_err_msg }]|.
MESSAGE 1lv_error TYPE 'I°'.
RAISE EXCEPTION lo_validation_ex.
CATCH /awsl/cx_hllthrottlingex INTO DATA(lo_throttling_ex).
lv_error = |Throttling error: { lo_throttling_ex->av_err_code }-
{ lo_throttling_ex->av_err_msqg }]|.
MESSAGE lv_error TYPE 'I'.
RAISE EXCEPTION lo_throttling_ex.
ENDTRY.

JHERFRE 34


https://docs.aws.amazon.com/goto/boto3/healthlake-2017-07-01/ListFHIRDatastores
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/python/example_code/healthlake#code-examples
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/sap-abap/services/hll#code-examples

AWS HealthLake HBEABER

- WNEE API FHAER , 528 GEHM AWS SAP ABAP BY SDK API 2&) Ry
ListFHIRDatastoreso

® HHAKE#EH
BAZENARE ? FALEEARNRASREESRERRFERENHIEH,

AWS =&
& A HealthLake & LW EREHEBEH,

FiE HealthLake EXF R EHS I EERFREER T,

Z S0 HealthLake ERFEHE

BRI LGP R E R UEBRE X IE R HealthLake BERIENE. SEERHARHEAEERNEB/NE
ERNERR, SRUHGEEEE, #5. 8. ESNGRENTFHRE.

® Important (EE)

ANERBT FREZREERENR (PH)., EASDREBIER (Pl) REMHRHHBER, &
BTEARLERBBRER,

THEERAMMAER AWS EEFEA. AWS CLIFI AWS SDKs HRfEA HealthLake #RictRE. W
FHMES  FSHE (AWS — kB E ?aﬁ>> HH R BN AWS R,

e

« 12 HealthLake EXEHE

« B HealthLake & EHZHENER
« BUBELE HealthLake ERZHE
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https://docs.aws.amazon.com/sdk-for-sap-abap/v1/api/latest/index.html
https://console.aws.amazon.com/healthlake/home#/list-datastores
https://docs.aws.amazon.com/tag-editor/latest/userguide/tagging.html

AWS HealthLake HBEABER

Z:C HealthLake ERZHE

£ f TagResourceffit HealthLake ERITFHIE. THIThae&RiEMA AWS CLI AWS SDKs H
AWS EEF#EA J B BSEOIREF. MEFMEER , 5528 AWS HealthLake AP BE
TagResource,

Z52 HealthLake ERFHIE
BARER 7 HUR 172 E B FRE AWS HealthLake,
AWS CLI 1 SDKs
CLI
AWS CLI
HERTEEERTFRE
LA tag-resource Sl REMNMASEBRIEBEEERERE,

aws healthlake tag-resource \

--resource-arn "arn:aws:healthlake:us-east-1:123456789012:datastore/
fhir/0725c83f4307f263e16fd56b6d8ebdbe" \

--tags '[{"Key": "keyl", "Value'": '"valuel'}]'

T rEELRE.

WMEFHMENR , 5520 (AWS HealthLake R ABEE) P ESETIEZEREFHE,
- WNFE API FHBEF , 5268 (AWS CLI i 58%E) H# TagResource,

Python

EHAR Python # SDK (Boto3)

@classmethod
def from_client(cls) -> "HealthLakeWrapper":
Creates a HealthLakeWrapper instance with a default AWS HealthLake
client.

:return: An instance of HealthLakeWrapper initialized with the default
HealthLake client.

BRANERE


https://docs.aws.amazon.com/healthlake/latest/APIReference/API_TagResource.html.html
https://docs.aws.amazon.com/healthlake/latest/devguide/add-a-tag.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/healthlake/tag-resource.html

AWS HealthLake HBEABER

health_lake_client = boto3.client("healthlake™")
return cls(health_lake_client)

def tag_resource(self, resource_arn: str, tags: list[dict[str, str]]) ->

None:
Tags a HealthlLake resource.
:param resource_arn: The resource ARN.
:param tags: The tags to add to the resource.
try:
self.health_lake_client.tag_resource(ResourceARN=resource_arn,
Tags=tags)

except ClientError as err:
logger.exception(
"Couldn't tag resource %s. Here's why %s",
resource_arn,
err.response["Error"]["Message"],

)

raise

- WEE AP| F¥HEF , 5528 (AWS SDK for Python (Boto3) APl 2% ) H#) TagResource,

(® Note
GitHub LR EZ&i6|, SHTEEH , X 7 HEMMEE AWS BERX B FIFHFEDRE
M#1To
SAP ABAP

AR SAP ABAP MR & EH

(® Note
GitHub FIRHEZ &6, SHTREH , I THMME AWS EXBEHIHFEPRE
M#AT,
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https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/python/example_code/healthlake#code-examples
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/sap-abap/services/hll#code-examples

AWS HealthLake HBEABER

TRY.
" jv_resource_arn = 'arn:aws:healthlake:us-east-1:123456789012:datastore/
fhir/alb2c3d4e5f6g7h8i9j0k112m3n405p6"’
lo_hll->tagresource(
iv_resourcearn = iv_resource_arn
it_tags = it_tags
).
MESSAGE 'Resource tagged successfully.' TYPE 'I'.
CATCH /awsl/cx_hllvalidationex INTO DATA(lo_validation_ex).
DATA(1lv_error) = |Validation error: { lo_validation_ex->av_err_code }-
{ lo_validation_ex->av_err_msg }]|.
MESSAGE lv_error TYPE 'I'.
RAISE EXCEPTION lo_validation_ex.
CATCH /awsl/cx_hllresourcenotfoundex INTO DATA(lo_notfound_ex).
lv_error = |Resource not found: { lo_notfound_ex->av_err_code }-
{ lo_notfound_ex->av_err_msg }|.
MESSAGE 1lv_error TYPE 'I'.
RAISE EXCEPTION lo_notfound_ex.
ENDTRY.

- W API FEHE , 5528 CERM AWS SAP ABAP #Y SDK APl &) H i

TagResource,

® HWAE#EH
BAEMENART ? FALEEAANREHERDEERRFBREXNRHEH,

AWS =&
1. & A HealthLake & LW EREFEHNEERH,
2. EEEHEHE,

EREFEFAERAEERERFHERG
3. EEEERT , BEEEERRK,

FERNBA R EEESEE.
4. £ Add new tag (FTIEER).
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https://docs.aws.amazon.com/sdk-for-sap-abap/v1/api/latest/index.html
https://console.aws.amazon.com/healthlake/home#/list-datastores

AWS HealthLake HEABEE
5. WASBNE (EH).
6. EERMT.

5| HealthLake ERHEFHENER

£ ListTagsForResource?%|i HealthLake ERFHEMNZESK., T HIThHaERIEM AWS CLI AWS
SDKs 9 AWS B XA M B BESIREF. MEHMEEN , 5528 AWS HealthLake APl
B9 ListTagsForResource,

5| HealthLake ERFHEREE
RIBFEN F IR H R EEFEE AWS HealthLake,
AWS CLI 7 SDKs
CLI
AWS CLI
Bl 4 RH7 kR Y AR
T3 list-tags-for-resource & I3 HRIEEER 17K EAEBEBINEEK

aws healthlake list-tags-for-resource \
--resource-arn "arn:aws:healthlake:us-east-1:123456789012:datastore/
fhir/0725c83f4307f263el16fd56b6d8ebdbe"

B
{
"tags": {
"key": "value",
"keyl": "valuel"
}
}

MTEFHHEN , 528 (AWS HealthLake B A S35/ P A EHealthLake FEFEE R,
AWS HealthLake

« WE API SHAET , 528 (AWSCLI s 52#) HH ListTagsForResource,
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https://docs.aws.amazon.com/healthlake/latest/APIReference/API_ListTagsForResource.html.html
https://docs.aws.amazon.com/healthlake/latest/devguide/tagging.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/healthlake/list-tags-for-resource.html

AWS HealthLake HBEABER

Python

EAR Python B9 SDK (Boto3)

@classmethod
def from_client(cls) -> "HealthLakeWrapper":
Creates a HealthLakeWrapper instance with a default AWS HealthLake
client.

:return: An instance of HealthLakeWrapper initialized with the default
HealthLake client.

health_lake_client = boto3.client("healthlake™")

return cls(health_lake_client)

def list_tags_for_resource(self, resource_arn: str) -> dict[str, str]:
Lists the tags for a HealthLake resource.
:param resource_arn: The resource ARN.
:return: The tags for the resource.
try:
response = self.health_lake_client.list_tags_for_resource(
ResourceARN=resource_arn
)
return response["Tags"]
except ClientError as err:
logger.exception(
"Couldn't list tags for resource %s. Here's why %s",
resource_arn,
err.response["Error"]["Message"],
)

raise

- W% AP| F¥HAEF |, 5528 (AWS SDK for Python (Boto3) APl 2#) iy
ListTagsForResource.
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AWS HealthLake HBEABER

® Note
GitHub LR E 2 &1 6|, SHTEEH , X 7 HEINME AWS BB HIFEFEEDRE
M#ITo

SAP ABAP
ERAM SAP ABAP BB EH

® Note
GitHub IR E 2 &1 6|, SHTEEH , X 7 HEINME AWS BB HIFEEEDRE
M#ITo
TRY.

" jv_resource_arn = 'arn:aws:healthlake:us-east-1:123456789012:datastore/

fhir/alb2c3d4e5f6g7h8i9j0k112m3n405p6"’
DATA(lo_result) = lo_hll->1listtagsforresource(
iv_resourcearn = iv_resource_arn
).
ot_tags = lo_result->get_tags( ).
DATA(lv_tag_count) = lines( ot_tags ).
MESSAGE |Found { 1lv_tag_count } tag(s).| TYPE 'I'.
CATCH /awsl/cx_hllvalidationex INTO DATA(lo_validation_ex).
DATA(lv_error) = |Validation error: { lo_validation_ex->av_err_code }-
{ lo_validation_ex->av_err_msg }]|.
MESSAGE 1lv_error TYPE 'I'.
RAISE EXCEPTION lo_validation_ex.
CATCH /awsl/cx_hllresourcenotfoundex INTO DATA(lo_notfound_ex).
lv_error = |Resource not found: { lo_notfound_ex->av_err_code }-
{ lo_notfound_ex->av_err_msg }|.
MESSAGE lv_error TYPE 'I'.
RAISE EXCEPTION lo_notfound_ex.
ENDTRY.

- WEFE AP FHEF , F2E GERARM AWS SAP ABAP 1) SDK API &) 1
ListTagsForResource.
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® HWAE#EH
BAZENARE ? FALEEARNRASREQSRERRFERENHIH,

AWS £ &

1. & A HealthLake 1A LW EREFEFHREERH,
2. EEEHEHE.

RRFHRHARAEERDNR. CRRBAT , RAHAERR TR ERE,

BUHESE HealthLake BRI ZHIE

£ F # HealthLake ER1FM[EUntagResourceBRZE. TFIIhaERIZMH AWS CLI AWS SDKs
AWS EE XA N BXBEHRF. MEFMEEN , 5528 AWS HealthLake API 2ZHH
UntagResource,

BUBZEE HealthLake BRI E
RIFIEHN FEUR TR ERFRE AWS HealthLake,
AWS CLI #1 SDKs
CLI
AWS CLI
T35 untag-resource EHIREMARE R FREBRER,

aws healthlake untag-resource \

--resource-arn "arn:aws:healthlake:us-east-1:123456789012:datastore/fhir/
b91723d65c6fdebld26543a49d2ed1fa" \

--tag-keys '["keyl"]'

T AEELERH T,

MBHMET, , HHW (AWS HealthLake BIRA BISR) it EBEHEBRER.
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https://docs.aws.amazon.com/healthlake/latest/APIReference/API_UntagResource.html.html
https://docs.aws.amazon.com/healthlake/latest/devguide/remove-tags.html
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- W12 API F¥AEF , 5528 (AWS CLI s 52#£) F# UntagResource,

Python

EAR Python B9 SDK (Boto3)

@classmethod
def from_client(cls) -> "HealthLakeWrapper":
Creates a HealthLakeWrapper instance with a default AWS HealthLake
client.

:return: An instance of HealthLakeWrapper initialized with the default
HealthLake client.

health_lake_client = boto3.client("healthlake™")

return cls(health_lake_client)

def untag_resource(self, resource_arn: str, tag_keys: list[str]) -> None:
Untags a HealthLake resource.
:param resource_arn: The resource ARN.
:param tag_keys: The tag keys to remove from the resource.
try:
self.health_lake_client.untag_resource(
ResourceARN=resource_arn, TagKeys=tag_keys
)
except ClientError as err:
logger.exception(
"Couldn't untag resource %s. Here's why %s",
resource_azrn,
err.response["Error"]["Message"],

)

raise

- W% API F¥IE R , 5528 (AWS SDK for Python (Boto3) APl %) Hfy
UntagResource,

RS ER R 43


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/healthlake/untag-resource.html
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AWS HealthLake HBEABER

(@ Note
GitHub LR EZ &, SHTEEHH| , I 7T HEMNAE AWS BXBEHFREFEPRE
M#ITo
SAP ABAP

EAR SAP ABAP NREEH

® Note
GitHub LRIt EZ%i6l, SKTEEH , X THRIME AWS BXNHEFIFEFEPRE
MEITo
TRY.

" jv_resource_arn = 'arn:aws:healthlake:us-east-1:123456789012:datastore/
fhir/alb2c3d4e5f6g7h8i9j0k112m3n405p6"’
lo_hll->untagresource(
iv_resourcearn = iv_resource_arn
it_tagkeys = it_tag_keys
).
MESSAGE 'Resource untagged successfully.' TYPE 'I'.
CATCH /awsl/cx_hllvalidationex INTO DATA(lo_validation_ex).
DATA(1lv_error) = |Validation error: { lo_validation_ex->av_err_code }-
{ lo_validation_ex->av_err_msg }]|.
MESSAGE lv_error TYPE 'I'.
RAISE EXCEPTION lo_validation_ex.
CATCH /awsl/cx_hllresourcenotfoundex INTO DATA(lo_notfound_ex).
lv_error = |Resource not found: { lo_notfound_ex->av_err_code }-
{ lo_notfound_ex->av_err_msg }|.
MESSAGE 1lv_error TYPE 'I'.
RAISE EXCEPTION lo_notfound_ex.
ENDTRY.

- W API FEHEA , 5528 CERM AWS SAP ABAP #J SDK APl 2#) H i

UntagResource,
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https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/python/example_code/healthlake#code-examples
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/sap-abap/services/hll#code-examples
https://docs.aws.amazon.com/sdk-for-sap-abap/v1/api/latest/index.html
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® HWAE#EH
BAZENARE ? FALEEARNRASREQSRERRFERENHIH,

AWS =&

1. & A HealthLake X# & LN EREHEEM.,
2. EEEHEHE.

ERFHEFAERARERERFHRG
3. HEEBERT , REEERE,

EERMEEREREME.,
4. BRELEBRZEBIHBR.
5. BERRF

fBR HealthLake ERZHE

£/ DeleteFHIRDatastorefiBr HealthLake ERHEMIE, TFIThaERIEME AWS CLI AWS SDKs
B AWS BB A M BXNBEHHIRERF. MEFMENR , 5528 AWS HealthLake APl 2Z
DeleteFHIRDatastore,

B} HealthLake ERHZHIE
BRIZENFIR TR EEZEE AWS HealthLake,
AWS CLI #1 SDKs
CLI
AWS CLI
MiBR FHIR ER1FHK[E

T%ldelete-fhir-datastore#i I /RE AT MR E R FENER EE AWS HealthLake FREYFRT
BAR,

aws healthlake delete-fhir-datastore \
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https://console.aws.amazon.com/healthlake/home#/list-datastores
https://docs.aws.amazon.com/healthlake/latest/APIReference/API_DeleteFHIRDatastores.html
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--datastore-id (Data store ID)

B

"DatastoreEndpoint": "https://healthlake.us-east-1.amazonaws.com/datastore/
(Data store ID)/r4/",

"DatastoreArn": "arn:aws:healthlake:us-east-1:(AWS Account ID):datastore/
(Data store ID)",

"DatastoreStatus": "DELETING",

"DatastorelId": "(Data store ID)"

MEFMEN , 552 (AWS HealthLake B A B15F) PRI MEE FHIR B8
EHIE <https://docs.aws.amazon.com/healthlake/latest/devguide/working-with-FHIR-
healthlake.html>,

- WNZE API SEHAERN , 528 (AWS CLI in 2% ) H ) DeleteFHIRDatastore,

Python

EAR Python B SDK (Boto3)

@classmethod
def from_client(cls) -> "HealthLakeWrapper":
Creates a HealthLakeWrapper instance with a default AWS HealthLake
client.

:return: An instance of HealthLakeWrapper initialized with the default
HealthLake client.

health_lake_client = boto3.client("healthlake")

return cls(health_lake_client)

def delete_fhir_datastore(self, datastore_id: str) -> None:

Deletes a HealthLake data store.
:param datastore_id: The data store ID.

try:
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self.health_lake_client.delete_fhir_datastore(DatastorelId=datastore_id)
except ClientError as err:

logger.exception(
"Couldn't delete data store with ID %s. Here's why %s",

datastore_id,
err.response["Error"]["Message"],

)

raise

- WNZE API B , 5528 (AWS SDK for Python (Boto3) API &) iy
DeleteFHIRDatastore.

(@ Note
GitHub FIRHEZ &, SKTEREH , I 7 HIMAE AWS 2 IFE P #FERRE
MEATT,

SAP ABAP
AR SAP ABAP MBI REH

@ Note
GitHub FIRHEZ &, SKTREH , I 7 HMAE AWS ZXIFE I FERRE
MET,
TRY.

" iv_datastore_id = 'alb2c3d4e5f6g7h8i9j0k112m3n4o5p6"
oo_result = lo_hll->deletefhirdatastore(
iv_datastoreid = iv_datastore_id
).
MESSAGE 'Data store deleted successfully.' TYPE 'I'.
CATCH /awsl/cx_hllaccessdeniedex INTO DATA(lo_access_ex).
DATA(1lv_error) = |Access denied: { lo_access_ex->av_err_code }-
{ lo_access_ex->av_err_msg }|.
MESSAGE lv_error TYPE 'I'.

MR E R FRE
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https://docs.aws.amazon.com/goto/boto3/healthlake-2017-07-01/DeleteFHIRDatastore
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/python/example_code/healthlake#code-examples
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/sap-abap/services/hll#code-examples
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FMBABER

RAISE EXCEPTION lo_access_ex.
CATCH /awsl/cx_hllconflictexception INTO DATA(lo_conflict_ex).
lv_error = |Conflict error: { lo_conflict_ex->av_err_code }-
{ lo_conflict_ex->av_err_msg }|.
MESSAGE lv_error TYPE 'I'.
RAISE EXCEPTION lo_conflict_ex.
CATCH /awsl/cx_hllresourcenotfoundex INTO DATA(lo_notfound_ex).
lv_error = |Resource not found: { lo_notfound_ex->av_err_code }-
{ lo_notfound_ex->av_err_msg }|.
MESSAGE 1lv_error TYPE 'I'.
RAISE EXCEPTION lo_notfound_ex.
ENDTRY.

- W% AP| SHHIEF , 528 (EAR AWS SAP ABAP #J SDK APl &) fif
DeleteFHIRDatastore,

® T RAEEES
BAEMENARE ? FRALEEARANRASREESREGRFREXNBHEH,

AWS A
1. & A HealthLake £# A& LW EREHREERH,
2. BEEHEHE.,
BRI FEmEFME A B BRI R,
3. EE MBR

I BR 3 017 ik [ B T s B B B
4. EERPMBRENEHRE , BEXFEABUFRAERNTFTHRESR B,
5. ZIEMIBR.

MR E R FRE
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£ PEHE FHIR §7B AWS HealthLake

AWS HealthLake X#& FHIR FTB] , IREEREBRRBENRLESTRZRWAIRBEH, LIEEHE
FHIR R5 Backport TREZTRIER , HBMAEM FHIR R4 FTEER | ATRHUEEAATEREENEMN,

BB FHIR ATE) , B EESHEDNEREREEARES , LM EREREHRY  A&RET

A. BEMLITERENEERBERHA,

I

« FHIR FTRAEEL K

- BEH

- BEBE

- £/ W FHIR FTBA 4 #niBH§ AWS HealthLake
- £/ B FHIR §TBJ AWS HealthLake

- £/ #E FHIR 5TB AWS HealthLake

- £/ EHEBEA AWS HealthLake

FHIR FTEIRVE/ER X
HealthLake Y FHIR FTBREFERER HEHE |, Hep .

1. BYFEUEREN  BUTRFEUEE A HRENNEN
2. BFTH  FRAREGERGEIELETEMNITR

3. HealthLake E#2 : R SHBEERFSEMRENEH

4. EIXEH : CWhen , HealthLake €& BE N EEFXEAH

EagE T
FHIR (TR E& T3 t#.
HEiES:

ARTERBHNRENER  YEE

FHIR TR EEST X
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- BREM BESFEHBBA (HW: BREL, EH. MER)
- ATRAMENERMG : FTEE A E AL EERE
- BARE  BHHIEWLEER

TRIILE RN EERE,

=i Description ERAZRM

EREL BIEREER ¥ BEE , FEER0R
EREH B EREER RREBE | ERIREH
&R M BR R Bk 5 TR B A 3% MRS RIB T

Subscriptions
ARRERVGTRIEMERBESHBANGER. SEFIRSHE
- FESE  BELEITRAMNITREE

o BB ERUBLE4EE BB RE
- SEEE  BEXABANNUENSN
- ABRFHRE BATERISHEEE

BAEE

HealthLake B FHIBHNEE :

SEIE A EdEEL]
EventBridge TEEES, |ARSEIER

. BAWS BR#5 i EEE

Subscriptions
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SRiE R EESY
REST Hook EEREEN. EZHRAR
A
8 A

RIBENFIREZEE AR .

AEFEE Description ZEEE
R ID EoSERERA BIiE PHI 88
TEER BEKRNLERA 256 KB BT ‘FE PHI ; BRRERE

BERANET. IRXDAR
256KB , Blg @ E|{ERR ID

= [+ =
REERK
WMEERIEL

- BAREEERNE | M EH RGN EEKERE A
- EEEENAREE STRERER ID WEASHUEEEFHINEE
- BEEANMENEEE  BREMNZEREREEZEFAS

ZEE

Him

. Z2URE : B REST Hook B EEEEN S 2 BF
« PHI R%E : FEEEEXRRERASE,  RAHEPEE PHI
- FEURE  ERREFHEERIITE

FHEE

- REBEENFREY  ERTRTHENERBH
- EERFTBIRAE | EMRETEAIRE
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- BEFREREE  REENERARAREEBHRMN KK

A M FHIR §TRI &£ dniBHI AWS HealthLake

AEE TSR T # FHIR FTR A wmiBH .

1. B3I SubscriptionTopic
« Y SubscriptionTopicik&EA # "unknown"
2. B3 Subscription
« BVSubscriptionif&A Ky "requested”
« HealthLake B8 SubscriptionfH#E
« Subscription XBESEZCEFEMNEE ( TEMLERR MR unknown, draft, )active.
3. A
« MREBEM , HealthLake 1§ HWARREEFHSubscriptions "active"
« BV BfSubscription , MREENEEER ARE"unknown" , HealthLake BEFT Bt ERE
A®"active"RERFREEHA
- RYEBVYTREBEEE 510 &
« MR Subscription RN , REKEE REEHIT DELETE EfFerrorWUE , REE
SENITH. BUUETEERSPRE "error" M , LEBITREEIRNBINER,
4. FTRA RAREE active
5. B Subscription® active
* HealthLake BB/ & EHREN B4
- BEMFEER  BASBELAERENRR
6. SHAREE
« HealthLake @ ERER 14 X , AR EFLEHAELEH
A
« Subscription AIEAERA

~
Tt

REMRBH (BBER)

{
"resourceType": "Subscription",
"meta": {
"profile": [
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"http://hl7.0xrg/fhir/uv/subscriptions-backport/StructureDefinition/backport-

subscription"
]
.
"status": "requested",
"end": "2026-07-31T05:38:17.2404292+00:00",
"reason": "Test subscription for walkthrough",

"criteria": "https://healthlake.<AWS_REGION>.amazonaws.com/datastore/
<datastoreld>/r4/SubscriptionTopic/<your topic id>",
"_criteria": {
"extension": [
{
"url": "http://hl7.o0rg/fhir/uv/subscriptions-backport/StructureDefinition/
backport-filter-criteria",

"valueString": "Encounter?subject=Patient/<patient id>"

]
.
"channel": {
"type": "event-bridge",

"endpoint": "<your event bus arn>",
"payload": "application/fhir+json",
"_payload": {
"extension": [
{

"url": "http://hl7.org/fhir/uv/subscriptions-backport/
StructureDefinition/backport-payload-content",
"valueCode": "id-only"

MIBRSubscription&iR

DELETE https://<baseHealthLakeURL>/Subscription/<your subscription resource id>

£ 23 FHIR §TB AWS HealthLake

T3iErEReE AR 23 FHIR 5T AWS HealthLake.

i
K+
‘LI|
&
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B3 FHIR FTRY

1. 3 SubscriptionTopice

HHFTRETEER

"resourceType": "SubscriptionTopic",

"url": "http://example.org/FHIR/SubscriptionTopic/encounter-create",
"version": "1.0.0-fhir.r4b",

"title": "encounter-create",

"status": "unknown",

"description": "Example topic for new encounters",
"resourceTrigger": [

{
"description": "Encounter Create",
"resource": "Encounter",

"supportedInteraction": ["create", "update"]

}

}
2. BB BHARR ( BFTHEE ), THISRERRRUESWIBNNLESR

£/ REST Hook K
- NRFEH CM_CMK EEBFHKIE , events.amazonaws . comsa{S{EEH KMS £ EK,

- MREH CM_CMK ERERE , B24BASEventBridgeApiDestinationsZEERFIEEEE 1
KMS €38 true

- HealthLake £/ OAuth RE& ¥ REST Hook %%, HEIt , B3 REST hook FTRIK , MAEE
channel._type.extension [*] A& A client-id, client-secret 1 oAuth-endpoint-url,

MEFEH CM_CMK ERFRIE , £4] KMS S8 BUK :

"Sid": "AllowEventBridgeToUseKMSKey",
"Effect": "Allow",
"Principal": {
"Service": ["events.amazonaws.com", "healthlake.amazonaws.com"]

iy
"Action": ["kms:GenerateDataKey*", "kms:Decrypt", "kms:DescribeKey"],
"Resource": "*"
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}

£ EventBridge &
- MREMEHA CM_CMK ERIEMIE , events.amazonaws . comiz{SEEH KMS £8BUR,
- BT IZH EventBridge ERBES1Ehealthlake.amazonaws.comBRIEEEE,

- £/ CM_CMK M EventBridge Rin®E , FFHREEEAEERFRE KMS £RARK KMS &
8k 2 EventBridge ERBE,

- FHEFRIEM EventBridge ERHEEDH 1 ER B S HealthLake EENEH,

EventBridge $8i& ERPEN ER B K EH

{
"Version": "2012-10-17",

"Statement": [
{
"Sid": "allowHealthlakeToPutEvents",
"Effect": "Allow",
"Principal": {
"Service": "healthlake.amazonaws.com"
.
"Action": "events:PutEvents",
"Resource": "arn:aws:healthlake:us-east-1:111122223333:event-bus/
FhirSubscriptions-bus"
}
]
}

# HealthLake $Z W=/ EventBridge R RBIEHE X5

{
"detail-type": ["FHIR Subscription Notification"],
"source": ["healthlake"]

}

® Note

HealthLake X 2 IR :
« “healthlake” : EEANETE,
— » “g3ws healthlake” - 32 Heglthl ake BRFE T4
B =
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Y FHIR STEIS 4 ERGORAR | HEA “healthlake” HAIIR.

3. B &K Subscription

FEATIEERIITEER :

- AREE : "requested"

« P& ID SubscriptionTopic H&#E

- EBRERMY. WEFMEN  FSEGEIESERENEA,
- SHEMHRE

g fIFT B AE
TR W IR AR TR,

EventBridge

BHevent-bridgefBEMid-only&REHERIETE,

{
"resourceType": "Subscription",
"meta": {
"profile": [
"http://hl7.0xrg/fhir/uv/subscriptions-backport/StructureDefinition/backport-
subscription"
]
.
"status": "requested",
"end": "2026-07-31T05:38:17.2404292+00:00",
"reason": "Test subscription for walkthrough",

"criteria": "https://healthlake.<AWS_REGION>.amazonaws.com/datastore/<datastoreld/r4/
SubscriptionTopic/<your topic id>",
"_criteria": {
"extension": [
{
"url": "http://hl7.o0rg/fhir/uv/subscriptions-backport/StructureDefinition/
backport-filter-criteria",
"valueString": "Encounter?subject=Patient/<patient id>"
}
]
I

"channel": {
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"type": "event-bridge",
"endpoint": "arn:aws:healthlake:eu-west-2:111122223333:event-bus/FhirSubscriptions-

bus",
"payload": "application/fhir+json",
"_payload": {
"extension": [
{

"url": "http://hl7.0rg/fhir/uv/subscriptions-backport/StructureDefinition/

backport-payload-content",
"valueCode": "id-only"

BHevent-bridgeln B M full-resourceREHBRMWETRE,

{
"resourceType": "Subscription",
"meta": {
"profile": [
"http://hl7.0rg/fhir/uv/subscriptions-backport/StructureDefinition/backport-
subscription"
]
.
"status": "requested",
"end": "2026-07-31T05:38:17.2404292+00:00",
"reason": "Test subscription for walkthrough",

"criteria": "https://healthlake.<AWS_REGION>.amazonaws.com/datastore/<datastoreld>/
r4/SubscriptionTopic/<your topic id>",
" _criteria": {
"extension": [

{
"url": "http://hl7.o0rg/fhir/uv/subscriptions-backport/StructureDefinition/
backport-filter-criteria",
"valueString": "Encounter?subject=Patient/<patient id>"

]
.
"channel": {
"type": "event-bridge",
"endpoint": "<your event bus arn>",
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"payload": "application/fhir+json",
"_payload": {
"extension": [
{
"url": "http://hl7.o0rg/fhir/uv/subscriptions-backport/StructureDefinition/
backport-payload-content",
"valueCode": "full-resource"

Rest A $
BArest-hookinEifid-onlyREHBHHETRI,

{
"resourceType": "Subscription",
"meta": {
"profile": [
"http://hl7.0rg/fhir/uv/subscriptions-backport/StructureDefinition/backport-
subscription"
]
I
"status": "requested",
"end": "2026-07-31T05:38:17.2404292+00:00",
"reason": "Test subscription for walkthrough",

"criteria": "https://healthlake.<AWS_REGION>.amazonaws.com/datastore/<datastoreld>/
r4/SubscriptionTopic/<your topic id>",
" criteria": {
"extension": [
{
"url": "http://hl7.o0rg/fhir/uv/subscriptions-backport/StructureDefinition/
backport-filter-criteria",

"valueString": "Encounter?subject=Patient/<your patient id>"

]
iy

"channel": {
"type": "rest-hook",

Il_typell : {
"extension": [
{
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"url": "http://healthlake.amazonaws.com/channel-type-clientId",
"valueString": "<CLIENT_ID>"

"url": "http://healthlake.amazonaws.com/channel-type-clientSecret",
"valueString": "<CLIENT_SECRET>"

"url": "http://healthlake.amazonaws.com/channel-type-oauth-endpoint",
"valueUri": "<OAUTH_ENDPOINT_URL>"

]

+
"endpoint": "<YOUR_REST_HOOK_ENDPOINT>",

"payload": "application/fhir+json",
"_payload": {
"extension": [

{
"url": "http://hl7.o0rg/fhir/uv/subscriptions-backport/StructureDefinition/

backport-payload-content",
"valueCode": "id-only"

BArest-hook$EEMfull-resourceAEHBRHPEITE,

{
"resourceType": "Subscription",
"meta": {
"profile": [
"http://hl7.0xrg/fhir/uv/subscriptions-backport/StructureDefinition/backport-
subscription”
]
},
"status": "requested",
"end": "2026-07-31T05:38:17.2404292+00:00",
"reason": "Test subscription for walkthrough",

"criteria": "https://healthlake.<AWS_REGION>.amazonaws.com/datastore/<datastoreld>/
r4/SubscriptionTopic/<your topic id>",
" _criteria": {
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"extension": [
{
"url": "http://hl7.o0rg/fhir/uv/subscriptions-backport/StructureDefinition/
backport-filter-criteria",
"valueString": "Encounter?subject=Patient/test-patient-id"

]
iy

"channel": {
"type": "rest-hook",

"_type": {
"extension": [
{

"url": "http://healthlake.amazonaws.com/channel-type-clientId",
"valueString": "<CLIENT_ID>"

"url": "http://healthlake.amazonaws.com/channel-type-clientSecret",
"valueString": "<CLIENT_SECRET>"

"url": "http://healthlake.amazonaws.com/channel-type-oauth-endpoint",
"valueUri": "<OAUTH_ENDPOINT_URL>"

]

iy
"endpoint": "<YOUR_REST_HOOK_ENDPOINT>",

"payload": "application/fhir+json",
"_payload": {
"extension": [
{
"url": "http://hl7.0rg/fhir/uv/subscriptions-backport/StructureDefinition/
backport-payload-content",
"valueCode": "full-resource"

EHIFTRAR
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88 R 7 5 5 45

BRI |, HealthLake EEEREBEHIERENEE , URETHEFRERSE Y. THEAHER
BEHREH,
{
"version": "Q",

"id": "<your-id>",

"detail-type": "FHIR Subscription Notification",
"source": "healthlake",

"account": "436845984719",

"time": "2025-09-04T23:43:507",

"region": "us-east-1",
"resources": [],
"detail": {

"subscriptionUrl": "https://healthlake.<AWS_REGION>.amazonaws.com/datastore/
<DS_ID>/r4/Subscription/<SUBSCRIPTION_ID>",
"notificationBundlePayload": {
"resourceType": "Bundle",
"id": "<BUNDLE_ID>",
"type": "history",
"timestamp": "2025-09-04T23:43:50.3417919342",
"status": "requested",
"entry": [
{
"fullUrl": "urn:uuid:<HANDSHAKE_RESOURCE_ID>",
"resource": {
"resourceType": "SubscriptionStatus",
"id": "<HANDSHAKE_RESOURCE_ID>",
"status": "requested",
"type": "handshake",
"eventsSinceSubscriptionStart": "@",
"subscription": {
"reference": "https://healthlake.<AWS_REGION>.amazonaws.com/datastore/
<DS_ID>/r4/Subscription/<SUBSCRIPTION_ID>"
.
"topic": "https://healthlake.<AWS_REGION>.amazonaws.com/datastore/<DS_ID>/
r4/SubscriptionTopic/<TOPIC_ID>"
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}

ER ID BRIEFEH,

"version": "Q",

"id": "<your-id>",

"detail-type": "FHIR Subscription Notification",
"source": "healthlake",

"account": "436845984719",

"time": "2025-09-05T00:18:43Z",

"region": "us-east-1",
"resources": [],
"detail": {

"subscriptionUrl": "https://healthlake.<AWS_REGION>.amazonaws.com/datastore/
<DS_ID>/r4/Subscription/<SUBSCRIPTION_ID>",
"notificationBundlePayload": {
"resourceType": "Bundle",
"id": "c74ea02a-9c69-4e34-85d6-e72720189574",
"type": "history",
"timestamp": "2025-09-05T00:18:43.3936888517",
"status": "requested",
"entry": [
{
"fullUrl": "urn:uuid:173135e3-3c80-4b90-al0a-e@lal4s20fdea”,
"resource": {
"resourceType": "SubscriptionStatus",
"id": "173135e3-3c80-4b90-al0a-e0lals20fdea,
"status": "active",
"type": "event-notification",
"eventsSinceSubscriptionStart": "-1",
"subscription": {
"reference": "https://healthlake.<AWS_REGION>.amazonaws.com/datastore/
<DS_ID>/r4/Subscription/<SUBSCRIPTION_ID>"
1,
"topic": "https://healthlake.<AWS_REGION>.amazonaws.com/datastore/<DS_ID>/
r4/SubscriptionTopic/<TOPIC_ID>",
"notificationEvent": [
{
"eventNumber": "Q",
"timestamp": "2025-09-05T00:18:43.39377523472",
"focus": "Encounter/c5ae898f-bd96-44dd-a509-87fdbcf23b19",
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"additionalContext": "Encounter/c5ae898f-bd96-44dd-a509-87fdbcf23b19/
_history/1",
"id": "8f4e9cla-2b3d-4e5f-6a7b-8c9d0elf2a3b"

TRERBHNEMHEH,

"version": "Q",
"id": "d142bed8-db3f-445f-c4db-a843ad84121a",
"detail-type": "FHIR Subscription Notification",
"source": "healthlake",
"account": "436845984719",
"time": "2025-09-05T00:18:43Z",
"region": "us-east-1",
"resources": [],
"detail": {
"subscriptionUrl": "https://healthlake.<AWS_REGION>.amazonaws.com/datastore/
<DS_ID>/r4/Subscription/<SUBSCRIPTION_ID>",
"notificationBundlePayload": {
"resourceType": "Bundle",
"id": "3d42c70f-4fa9-4b1a-98a7-43c0d0441115",
"type": "history",
"timestamp": "2025-09-05T00:18:43.845821667Z",
"status": "requested",
"entry": [
{
"fullUrl": "urn:uuid:1d005a09-al5c-4010-9675-1e8043ce@8a8",
"resource": {
"resourceType": "SubscriptionStatus",
"id": "1d005a09-al5c-4010-9675-1e8043ce@8a8",
"status": "active",
"type": "event-notification",
"eventsSinceSubscriptionStart": "-1",
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"subscription": {
"reference": "https://healthlake.<AWS_REGION>.amazonaws.com/datastore/
<DS_ID>/r4/Subscription/<SUBSCRIPTION_ID>"
.
"topic": "https://healthlake.<AWS_REGION>.amazonaws.com/datastore/<DS_ID>/
r4/SubscriptionTopic/<TOPIC_ID>",
"notificationEvent": [

{
"eventNumber": "0@",
"timestamp": "2025-09-05T00:18:43.8459707542",
"focus": "Encounter/82776529-59a0-4d63-bedb-82f6726d65b5",
"additionalContext": "Encounter/82776529-59a0-4d63-bedb-82f6726d65b5/
_history/1",
"id": "7a8b9c0@d-1le2f-3a4b-5c6d-7e8f9adblc2d"
}
]
}
.
{
"fullUrl": "Encounter/82776529-59a0-4d63-bedb-82f6726d65b5",
"resource": {
"resourceType": "Encounter",
"id": "82776529-59a0-4d63-bedb-82f6726d65b5",
"status": "finished",
"class": {
"system": "http://terminology.hl7.o0rg/CodeSystem/v3-ActCode",
"code": "AMB",
"display": "ambulatory"
},
"subject": {
"reference": "Patient/test-patient-id"
.
"meta": {
"lastUpdated": "2025-09-05T00:18:43.219652906Z",
"versionId": "1"
}
},
"request": {
"method": "CREATE",
"url": "Encounter/82776529-59a0-4d63-bedb-82f6726d65b5"
}
}
]
}
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}
}

EHRARE G
HealthLake T & FHIR B id &%,

FETHREEBANESATFRIINERRAE

- full-resource : HRZEEREHTERMEER , AtEHPentry[*]BHERN RAETEE
.

- ER ID: E4 T ST MERENR. HealthLake BEER
entry[0].notificationEvent[*].additionalContext M LLE ¥ B EEEHFHIMA,
W HIER B <ResourceType>/<Resourceld>/_history/<Version Id>., MEFME
A, FSREHER ID AFHAF K additionalContext H 1.

EHEEER

HealthLake B9 FHIR ;TRAZHBERBED — AR T, EXRTREFREEZRXKNEERNEYS, , BR2EHE
BMNEHS K HEFEBNEHD, BTHRBIEEEE |, HealthLake B AN BHAEH PN S ESHIRE
ME—® IDentry[@] .notificationEvent[*].ido

It ID BHFEMXNHNBESHREZHE—N, flin , MRERNE4EHHX , EMEE
FHMFSEEGE KSR EMEEEHESHSZENARNSEG. eMKEGHEEN
notificationEvent[*].focus , B4 EBMH — notificationEvent[*].id, BtHh , ELZE
HHOREEUTANESHEE , IEHRNBHNESPEIL,

FF # S FHIR 5TB AWS HealthLake

Subscription # SubscriptionTopic BIRtEA[LL#EE, HealthLake X#& Subscription
SubscriptionTopic ERHAIEERESSE,

s, RFEB T SBEH MBS AL

==
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BEEBH

contact
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payload

status
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url

filter-criteria

EHE b

Description

BE R4 BROBREHH

Subscription.contact 1z

BE R4 BROBRBHH

Subscription.criteria #{

BSR4 BROBEHH
Subscription.channel.payload

B

B S R4 BROBREPH
Subscription.status 1

EE R4 OB HH
Subscription.channel.type ##
iz

BE R4 ROBRBHE
Subscription.channel.endpoint

R

LA URL "http://hI7.org/fhir/uv/
subscriptions-backport/Structu
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criteria" {4 7 BB 18 SR 4R
WAL
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BEESH

payload-type
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R
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S5 BY AR

BESEEAFEKRIANESR
K RUGE ML (id-onlys}
full-resource )
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£, HfFHEEE

Description

# & SubscriptionTopic EiR S
9 B HAA 1L
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BrE2yEn FHIR ERga Modifiers (1& X&) XENFE
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A EA FHIR ¥ AWS HealthLake

#3] HealthLake ERIERIER , T—%H 2% Amazon Simple Storage Service (S3) 1z E AR
£, BULMER AWS EEEE A AWS CLI, 5 AWS SDKsEiE) FHIR B AE#. FEHAERYE AWS
HealthLake B)EREE), #IRF 5| H FHIR BEAER,

® Important (EE)

HealthLake X ERAREEFREE R THMN FHIR R4 81, MMEEE |, B A LLEE AWS
HealthLake &1EBHEHE , EEAZHSEFEREEHERA FHIR R4 X,

8 FHIR EAFIEF , LA LUEE Amazon S3 EFETEE AME, Amazon S3 FEErERHME
( AREEEEER ). #F HealthLake 7H Amazon S3 REEHEN IAM A& | LIREFHEES
AWS BEEH AWS Key Management Service £, MEFMENR , FSEREEAEBHFTT,

(@ Note

B LA EAEEBEATS, ERLSEAEKESL FIFO (GKELEH ) ARNEE, B LUEEH
REAEE—K  SEEEATI, MBRIEREET , ERSHEATH, BULEEAEEET
BFEY, BEL, FEHFMER FHIR BIR.

HealthLake €55 FHIR BAEKESmanifest. jsonfER, ERRP FHIR EAEBHI R
KB, HealthLake #§manifest. jsoniE R 2IEE FHIR EATKEIEERN Amazon S3 R FET
B, AFERSEBAMEER K , A SUCCESSH FAILURE, £/ manifest.json BRMANK
[EEATKRHIEBRNE - K RATRAESEERNVEFHEN.

"inputDataConfig": {
"s3Uri": "s3://amzn-s3-demo-source-bucket/healthlake-input/invalidInput/"

1,
"outputDataConfig": {
"s3Uri": "s3://amzn-s3-demo-logging-bucket/32839038a2f47f17c2fe@f53f0c3a0ba-
FHIR_IMPORT-19dd7bb7bcc8eel2a@9bf6d322744a3d/",
"encryptionKeyID": "arn:aws:kms:us-west-2:123456789012:key/fbbbfee3-20b3-42a5-
a99d-c48c655ed545"
1,
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"successOutput": {
"successOutputS3Uri": "s3://amzn-s3-demo-logging-
bucket/32839038a2f47f17c2fe@f53f0c3a@ba-FHIR_IMPORT-19dd7bb7bcc8eel2a@9bf6d322744a3d/
SUCCESS/"

1,
"failureOutput": {
"failureOutputS3Uri": "s3://amzn-s3-demo-logging-
bucket/32839038a2f47f17c2fe@f53f0@c3a@ba-FHIR_IMPORT-19dd7bb7bcc8eel2a@9bf6d322744a3d/
FAILURE/"

.

"numberOfScannedFiles": 1,
"numberOfFilesImported": 1,
"sizeOfScannedFilesInMB": 0.023627,
"sizeOfDataImportedSuccessfullyInMB": 0.011232,
"numberOfResourcesScanned": 9,
"numberOfResourcesImportedSuccessfully": 4,
"numberOfResourcesWithCustomerError": 5,
"numberOfResourcesWithServerError": 0

ARE FE AR BRFE B AR

BRE) FHIR BE AR , £ LUBIEBIEEValidationLevelEEAEHMEERN » AWS
HealthLake B 8iZ# T5IBRFEEK

o strict : ERERBEFRNVREETEHTERSE L WRLERERE , AlA R4 BHig, ER WHAER
EE ik AWS HealthLake,

« structure-only : ERERIE R4 BFE , ZREMASENRERE.

- minimal : ZRAPBBER , ZBEL R4 HRAl, ES/9MMENEBREABNERSENAEE
E&%mo

FEAminimal BEEREAR , TESERA NERKRPELEHMAFE
ZSUCCESS_WITH_SEARCH_VALIDATION_FAILURES., BN SMHEMIMELN , LLERKAFE
BRANERMEENEZLNERERE, EXRTR FHR ERNELE@ERE FHIR X , BSXTER
MR ATREE LIS, BEE RS extensionMfiin 2K iR KB

*E
. BAE FHIR EAEH
« H§ FHIR EA BB
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Pt FHIR EAER

E &) FHIR [EA{FT%

{# 8 1 HealthLake ERMFHIEHStartFHIRImportJobf & FHIR BA{E#. THITHAERIE
£t AWS CLI AWS SDKs #9 AWS BB x4 M B BHHIEF. MEFMEN , 5528 AWS
HealthLake APl 2ZH ) StartFHIRImportJob,

® Important (EE)

HealthLake X EARNBRRBER XM FHIR RL ik, MEFE , B LIE AWS
HealthLake S1EBHE1E , EEAZ B EEREERERA FHIR R4 1R,

A& FHIR BEAEH
RIFIEHN FEUR TR ERFRE AWS HealthLake,
AWS CLI #1 SDKs
CLI
AWS CLI
FRE) FHIR B A{EH

T5lstart-fhir-import-job#iflR& 1A A AWS HealthLake BiE) FHIR EAE#,

aws healthlake start-fhir-import-job \

--input-data-config S3Uri="s3://(Bucket Name)/(Prefix Name)/" \

--job-output-data-config '{"S3Configuration": {"S3Uri":"s3://(Bucket Name)/
(Prefix Name)/","KmsKeyId":"arn:aws:kms:us-east-1:012345678910:key/d330e7fc-
b56¢c-4216-a250-f4c43ef46e83"}}' \

--datastore-id (Data store ID) \

--data-access-role-arn "arn:aws:iam::(AWS Account ID):role/(Role Name)"

B

"DatastoreId": "(Data store ID)",

RRENE A METE

73


https://docs.aws.amazon.com/healthlake/latest/APIReference/API_StartFHIRImportJob.html
https://hl7.org/fhir/R4/index.html
https://aws.amazon.com/healthlake/partners/
https://aws.amazon.com/healthlake/partners/

AWS HealthLake HBEABER

"JobStatus": "SUBMITTED",
"JobId": "cl45fbb27b192af392f8ce6e7838e34 "

MEBFHMER , 520 (AWS HealthLake B ASER) FHBEREA FHIR EREMKE,
- W% API F#HIEF , 5528 (AWS CLI 3 22&) FH StartFHIRImportJob,

Python

EAR Python #9 SDK (Boto3)

@classmethod
def from_client(cls) -> "HealthLakeWrapper":
Creates a HealthLakeWrapper instance with a default AWS HealthLake
client.

:return: An instance of HealthLakeWrapper initialized with the default
HealthLake client.

health_lake_client = boto3.client("healthlake")

return cls(health_lake_client)

def start_fhir_import_job(
self,
job_name: str,
datastore_id: str,
input_s3_uri: str,
job_output_s3_uri: str,
kms_key_id: str,
data_access_role_arn: str,
) -> dict[str, str]:
Starts a HealthLake import job.
:param job_name: The import job name.
:param datastore_id: The data store ID.
:param input_s3_uri: The input S3 URI.
:param job_output_s3_uri: The job output S3 URI.
:param kms_key_id: The KMS key ID associated with the output S3 bucket.
:param data_access_role_arn: The data access role ARN.
:return: The import job.
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try:
response = self.health_lake_client.start_fhir_import_job(
JobName=job_name,
InputDataConfig={"S3Uri": input_s3_uri},
JobOutputDataConfig={
"S3Configuration": {
"S3Uri": job_output_s3_uri,
"KmsKeyId": kms_key_id,
}
},

DataAccessRoleArn=data_access_role_azrn,
Datastoreld=datastore_id,

)

return response

except ClientError as err:

logger.exception(
"Couldn't start import job. Here's why %s",
err.response["Error"]["Message"],

)

raise

« NE API BB , 5528 (AWS SDK for Python (Boto3) AP £ ) m#y
StartFHIRImportJob,

@ Note
GitHub LR EZ &, SHTEEH| , 3 7HINAE AWS BEXHEHHRBFEPRE
M#HIT-
SAP ABAP

HEAR SAP ABAP WEREH

(® Note
GitHub FIRHEZ &6, SHTREH , I THMME AWS EXBEHIHFEPRE
M#AT,

BB EAEH
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TRY.

" iv_job_name = 'MyImportJob'

" iv_input_s3_uri = 's3://my-bucket/import/data.ndjson'

" iv_job_output_s3_uri = 's3://my-bucket/import/output/’

" iv_kms_key_id = 'arn:aws:kms:us-
east-1:123456789012:key/12345678-1234-1234-1234-123456789012"

" iv_data_access_role_arn = 'arn:aws:iam::123456789012:role/
HealthLakeImportRole'

oo_result = lo_hll->startfhirimportjob(
iv_jobname = iv_job_name
io_inputdataconfig = NEW /awsl/cl_hllinputdataconfig( iv_s3uri =
iv_input_s3_uri )
io_joboutputdataconfig = NEW /awsl/cl_hlloutputdataconfig(
io_s3configuration = NEW /awsl/cl_hlls3configuration(

iv_s3uri = iv_job_output_s3_uri
iv_kmskeyid = iv_kms_key_id

)
iv_dataaccessrolearn = iv_data_access_role_arn
iv_datastoreid = iv_datastore_id
).
DATA(lv_job_id) = oo_result->get_jobid( ).
MESSAGE |Import job started with ID { 1lv_job_id }.| TYPE 'I'.
CATCH /awsl/cx_hllvalidationex INTO DATA(lo_validation_ex).
DATA(lv_error) = |[Validation error: { lo_validation_ex->av_err_code }-
{ lo_validation_ex->av_err_msg }]|.
MESSAGE 1lv_error TYPE 'I'.
RAISE EXCEPTION lo_validation_ex.
CATCH /awsl/cx_hllthrottlingex INTO DATA(lo_throttling_ex).
lv_error = |Throttling error: { lo_throttling_ex->av_err_code }-
{ lo_throttling_ex->av_err_msg }]|.
MESSAGE lv_error TYPE 'I'.
RAISE EXCEPTION lo_throttling_ex.
CATCH /awsl/cx_hllaccessdeniedex INTO DATA(lo_access_ex).
lv_error = |Access denied: { lo_access_ex->av_err_code }-{ lo_access_ex-
>av_err_msg }]|.
MESSAGE 1lv_error TYPE 'I'.
RAISE EXCEPTION lo_access_ex.
ENDTRY.

- W API FEHE A |, 5528 CERM AWS SAP ABAP #Y SDK APl 2#) H i
StartFHIRImportJob,
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® HWAE#EH
BAZENARE ? FALEEARNRASREQSRERRFERENHIH,

AWS E#25&

1. & A HealthLake ¥# A& LW EREHEERH,
2. EEEHEHE.
3. BEEA,

FE A B FE RN BA K.
4. HBWABRERT K WATIER:

- Amazon S3 FE A E R E
5. EEAREERERT , WATYEHR

« 1£ Amazon S3 RE AEEBERMNE

- EABEERNE

6. EFDFFUERT , BEEAREAN AM REAL , REXBBACIBWUERTENAG , R
BEEY IAM B8,

7. REEAEHR,

® Note

EEAHE  ZREEEERERE LENERET ID, B LAER JobIDRFERFER EAE
B AWS CLI, MEFMENR , F2EEUS FHIR [EAEKEB M4,

H#§ FHIR EAEHE %

£/ DescribeFHIRImportJobEl{§ FHIR EAEKEME. T5IThaEREM AWS CLI AWS SDKs
WAWS BEEXEA M BRIBEHERF. MFEFMHEN , 552 B AWS HealthLake API Z2EHH
DescribeFHIRImportJob,

S FHIR EAER B
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FMBABER

BARER FEUR 172 E B FEE AWS HealthLake,

AWS CLI # SDKs

CLI

AWS CLI

R FHIR B AT

T%ldescribe-fhir-import-job&iflEE RN{AEH AWS HealthLake 2% FHIR EAF#
Ay B,
aws healthlake describe-fhir-import-job \

B

--datastore-id (Data store ID) \
--job-id c145fbb27b192af392f8ce6e7838e34f

"ImportJobProperties": {
"InputDataConfig": {
"S3Uri": "s3://(Bucket Name)/(Prefix Name)/"
{ "arrayitem2": 2 }
1,
"DataAccessRoleArn": "arn:aws:iam::(AWS Account ID):role/(Role Name)",
"JobStatus": "COMPLETED",
"JobId": "cl45fbb27b192af392f8ce6e7838e34f",
"SubmitTime": 1606272542.161,
"EndTime": 1606272609.497,
"DatastoreId": "(Data store ID)"
}

WMEFHMER , HS0 (AWS HealthLake B ASER) FHBEREA FHIR ERENRE.
- 0% API F#HIERA , 5528 (AWS CLI i H82E) FH DescribeFHIRImportJob,

WMEEAEHEM
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Python

EAR Python B9 SDK (Boto3)

@classmethod
def from_client(cls) -> "HealthLakeWrapper":
Creates a HealthLakeWrapper instance with a default AWS HealthLake
client.

:return: An instance of HealthLakeWrapper initialized with the default
HealthLake client.

health_lake_client = boto3.client("healthlake™")

return cls(health_lake_client)

def describe_fhir_import_job(
self, datastore_id: str, job_id: str
) -> dict[str, any]:
Describes a HealthLake import job.
:param datastore_id: The data store ID.
:param job_id: The import job ID.
:return: The import job description.
try:
response = self.health_lake_client.describe_fhir_import_job(
Datastoreld=datastore_id, JobId=job_id
)
return response["ImportJobProperties"]
except ClientError as err:
logger.exception(
"Couldn't describe import job with ID %s. Here's why %s",
job_id,
err.response["Error"]["Message"],

)

raise

« W13 AP| BB |, 5528 (AWS SDK for Python (Boto3) APl 2#) gy
DescribeFHIRImportJob,
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(@ Note
GitHub LR EZ &, SHTEEHH| , I 7T HEMNAE AWS BXBEHFREFEPRE
M#ITo
SAP ABAP

EAR SAP ABAP NREEH

® Note
GitHub LRIt EZ%i6l, SKTEEH , X THRIME AWS BXNHEFIFEFEPRE
MEITo
TRY.

" iv_datastore_id = 'alb2c3d4e5f6g7h8i9j0k112m3n4o5p6"
" iv_job_id = 'alb2c3d4e5f6g7h8i19j0k112m3n4o5p6"
oo_result = lo_hll->describefhirimportjob(
iv_datastoreid = iv_datastore_id
iv_jobid = iv_job_id
).
DATA(lo_import_job_properties) = oo_result->get_importjobproperties( ).
IF lo_import_job_properties IS BOUND.
DATA(1lv_job_status) = lo_import_job_properties->get_jobstatus( ).
MESSAGE |Import job status: { lv_job_status }.| TYPE 'I'.

ENDIF.
CATCH /awsl/cx_hllresourcenotfoundex INTO DATA(lo_notfound_ex).
DATA(1lv_error) = |Resource not found: { lo_notfound_ex->av_err_code }-

{ lo_notfound_ex->av_err_msg }|.
MESSAGE lv_error TYPE 'I'.
RAISE EXCEPTION lo_notfound_ex.
CATCH /awsl/cx_hllvalidationex INTO DATA(lo_validation_ex).
lv_error = |Validation error: { lo_validation_ex->av_err_code }-
{ lo_validation_ex->av_err_msg }]|.
MESSAGE 1lv_error TYPE 'I'.
RAISE EXCEPTION lo_validation_ex.
ENDTRY.
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- WFE API FHHE , F2H (ERAMN AWS SAP ABAP #J SDK API &) 1
DescribeFHIRImportJob,

® HHAKE#EH
BAZENARE ? FALEEARNRASREESRERRFERENHIEH,

AWS 2 &H

@ Note

FHIR EAEKEATEAN HealthLake 32 &, k2 , HH AWS CLI ##
DescribeFHIRImportJob RFEREAFKEM , Hl0 JobStatus. MEFFMENR , F2
Bt Em AWS CLI BV &5,

5| FHIR FEAE

{8 ListFHIRImportJobs %|H#EAF HealthLake ERZHIER FHIR BE AT, THIThAERIE
fft AWS EFE XA M SDKs B AWS CLI M1 AWS BRIBEHIEF, MEFMET , 5520 AWS
HealthLake APl 2Z f#y ListFHIRImportJobs,

HlH FHIR E AR
BRIREN FEUR TR ERZFRE AWS HealthLake,
AWS CLI # SDKs
CLlI

AWS CLI

FIHFTE FHIR BEAFE
T%| list-fhir-import-jobs EHIREWNMEH S RRIFERSHEBNFTEEATE

== oo

m)ﬁ B,

aws healthlake list-fhir-impoxt-jobs \
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--datastore-id (Data store ID) \

--submitted-before (DATE like 2024-10-13T19:00:00Z) \
--submitted-aftexr (DATE like 2020-10-13T19:00:00Z ) \
--job-name ""FHIR-IMPORT" \

--job-status SUBMITTED \

-max-results (Integer between 1 and 500)

B

"ImportJobPropertiesList": [
{

"JobId": "c@fddbf76f238297632d4aebdbfc9oddf",
"JobStatus": "COMPLETED",
"SubmitTime": "2024-11-20T10:08:46.813000-05:00",
"EndTime": "2024-11-20T10:10:09.093000-05:00",
"DatastorelId": "(Data store ID)",
"InputDataConfig": {

"S3Uri": "s3://(Bucket Name)/(Prefix Name)/"
1,
"JobOutputDataConfig": {

"S3Configuration": {

"S3Uri": "s3://(Bucket Name)/
import/6407b9ae4c2def3cb6flas6a®@c599ec@-FHIR_IMPORT-
c0fddbf76f238297632d4aebdbfcoddf/",

"KmsKeyId": "arn:aws:kms:us-east-1:123456789012:key/b7f645ch-
e564-4981-8672-9e012d1ff1a0"

}

.
"JobProgressReport": {

"TotalNumberOfScannedFiles": 1,
"TotalSizeOfScannedFilesInMB": ©.001798,
"TotalNumberOfImportedFiles": 1,
"TotalNumberOfResourcesScanned": 1,
"TotalNumberOfResourcesImported": 1,
"TotalNumberOfResourcesWithCustomerError": 0,
"TotalNumberOfFilesReadWithCustomerError": 0,
"Throughput": 0.0

b

"DataAccessRoleArn": "arn:aws:iam::(AWS Account ID):role/(Role Name)"
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IMBRMBET, , HSE ( AWS HealthLake BISK A BISR) HIVSREEA FHIR HRE
&,

« W13 API BB |, 528 (AWS CLI ssS2#E) F# ListFHIRImportJobs,

Python

EAR Python B9 SDK (Boto3)

@classmethod
def from_client(cls) -> "HealthLakeWrapper":
Creates a HealthLakeWrapper instance with a default AWS HealthLake
client.

:return: An instance of HealthLakeWrapper initialized with the default
HealthLake client.

health_lake_client = boto3.client("healthlake™")

return cls(health_lake_client)

def list_fhir_import_jobs(
self,
datastore_id: str,
job_name: str = None,
job_status: str = None,
submitted_before: datetime = None,
submitted_after: datetime = None,
) -> list[dict[str, any]l]:
Lists HealthLake import jobs satisfying the conditions.
:param datastore_id: The data store ID.
:param job_name: The import job name.
:param job_status: The import job status.
:param submitted_before: The import job submitted before the specified
date.
:param submitted_after: The import job submitted after the specified
date.
:return: A list of import jobs.
try:
parameters = {"Datastoreld": datastore_id}
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FMBABER

if job_name is not None:
parameters["JobName"] = job_name
if job_status is not None:
parameters["JobStatus"] = job_status
if submitted_before is not None:
parameters["SubmittedBefore"] = submitted_before
if submitted_after is not None:
parameters["SubmittedAfter"] = submitted_after
next_token = None
jobs = []
# Loop through paginated results.
while True:
if next_token is not None:
parameters["NextToken"] = next_token
response =
self.health_lake_client.list_fhir_import_jobs(**parameters)
jobs.extend(response["ImportJobPropertieslList"])
if "NextToken" in response:
next_token = response["NextToken"]
else:
break
return jobs
except ClientError as err:
logger.exception(
"Couldn't list import jobs. Here's why %s",
err.response["Error"]["Message"],
)

raise

- WE API FHER , 528 (AWS SDK for Python (Boto3) APl &) iy

ListFHIRImportJobs,

(@ Note

GitHub L RRHEZEHH, SHTEEH) , I 7 ENAE AWS EX B FEFEPRE

MET,
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https://docs.aws.amazon.com/goto/boto3/healthlake-2017-07-01/ListFHIRImportJobs
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SAP ABAP

AR SAP ABAP MR & EH

® Note
GitHub LRt EZ%i6l, SKTEEH , X THRINME AWS BXHEFIFEFEPRE
MEITo
TRY.

" iv_datastore_id = 'alb2c3d4e5f6g7h8i9j0k112m3n4o5p6"
IF iv_submitted_after IS NOT INITIAL.
oo_result = lo_hll->listfhirimportjobs(
iv_datastoreid = iv_datastore_id
iv_submittedafter = iv_submitted_after
).
ELSE.
oo_result = lo_hll->1istfhirimportjobs(
iv_datastoreid = iv_datastore_id
).
ENDIF.
DATA(1t_import_jobs) = oo_result->get_importjobpropertieslist( ).
DATA(lv_job_count) = lines( lt_import_jobs ).
MESSAGE |Found { 1lv_job_count } import job(s).| TYPE 'I'.
CATCH /awsl/cx_hllvalidationex INTO DATA(lo_validation_ex).
DATA(lv_error) = |Validation error: { lo_validation_ex->av_err_code }-
{ lo_validation_ex->av_err_msg }]|.
MESSAGE 1lv_error TYPE 'I°'.
RAISE EXCEPTION lo_validation_ex.
CATCH /awsl/cx_hllresourcenotfoundex INTO DATA(lo_notfound_ex).
lv_error = |Resource not found: { lo_notfound_ex->av_err_code }-
{ lo_notfound_ex->av_err_msg }|.
MESSAGE lv_error TYPE 'I'.
RAISE EXCEPTION lo_notfound_ex.
ENDTRY.

« WIE AP| SEHEA , F52E (EAMN AWS SAP ABAP #J SDK APl &) iy
ListFHIRImportJobs,
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https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/sap-abap/services/hll#code-examples
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® HWAE#EH
BAZENARE ? FALEEARNRASREQSRERRFERENHIH,

AWS E# &

(® Note

FHIR EAEKEFATERAN HealthLake £# &, 2z , £ AWS CLI #&#
ListFHIRImportJobs ¥|HFTE FHIR EAERK., MFEFMENR , FS B EE AWS CLI
HY &l
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£ PEXE FHIR &JR AWS HealthLake

£/ FHIR R4 RESTful APl EE)JREE HealthLake ERIFHEHH FHIR Eif. T EEHRATAR
FHIR IR EE A HealthLake X &M FHIR R4 RESTful APl E &, 1% HealthLake ERF K E
HEER A EWLE FHIR REHM o WHEBER , F2R 1Y FHIR R4 ThEERA 0 AWS HealthLake.

(® Note

AESHY FHIR EEE4E1 HL7 FHIR R4 EEMNBERBRERNIEMEE. AREHE
HL7 FHIR BRI R T , T EEIB AWS CLI 1 AWS SDKsiZ{it, MNEHMEF , FSH
FHIR R4 RESTful APl X4 # RESTful APl, R4 RESTful

T%EH& X EW FHIR R4 EB) AWS HealthLake, #1ZE HealthLake X#E/ FHIR EREEHEE
_ , nﬁ /ﬁ ﬁlﬁiﬁﬁu

Y #EM FHIR R4 E&) AWS HealthLake

BE) Description
EERRED

capabilities WS RN TEERAR, FS M & FHIR R4 TEEFIAR AWS HealthLak

€o

batch HE-EBHFEH. BUSMBR—EER. FSH HE FHIR ER.
BREREE

create £ A A ARERIEKAY ID BU N ER. F2H8 EYL FHIR ER.

search BiE—LFRGGESERER, H2H 22 FHR S5,

history MR EEREENSER LK, F2H BN FHR ERE L,
BITEEERES

read EIVEIREaIARRE, 528 EEHFHIR BF,
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https://hl7.org/fhir/R4/http.html
https://hl7.org/fhir/R4/http.html#capabilities
https://hl7.org/fhir/R4/http.html#transaction
https://hl7.org/fhir/R4/http.html#create
https://hl7.org/fhir/R4/http.html#search
https://hl7.org/fhir/R4/http.html#history
https://hl7.org/fhir/R4/http.html#read
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BE Description
history BRREERNBERELLH, F2H FW FHIR EIRE £,
vread BERERSTERARE, F2H BEURAEBEN FHIR EIRE S L&,
update KERN ID EFHER (MREFHN , ABVER ) . F2EH E# FHIR
delete MEREIR, F2EMER FHIR BIF,
£}

« Y FHIRER

- EHFHIR &R

« X FHIR ERE S 5o 8%
E# FHIR EiR

- £/ PATCH REIEHER

« #8%E FHIR R

- MiBR FHIR R

- BENIAT

21 FHIR BJR

FHIR create EE)&7E HealthLake EREHESFEIHH FHIR R, MEFMENR |
R4 RESTful APl X4 create®Hy o

‘:iﬂh
¥

28 FHIR

B3 FHIR &R

1. UWNEE HealthLake region#l datastoreld B, MEFMEN , FSHEESERERERB .
2. JREResourceEEVH FHIR B, MEFHMEF K F2REREE,

3. ¥/ HealthLake regionfl HUNEEREEFE R URLdatastoreld. ARZEEEILH FHIR
ResourcefH, HEAETHIEF PR @ URL BB , FHRBEERIZA.

POST https://healthlake.region.amazonaws.com/datastore/datastorelId/r4/Resource
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https://hl7.org/fhir/R4/http.html#vread
https://hl7.org/fhir/R4/http.html#update
https://hl7.org/fhir/R4/http.html#delete
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4. BFEREE JSON AX , WIEEHFERN FHIR B8, EALEFNEN , RFMEH FHIR
Patient ER , HItFEFERMFA create-patient. json,

{
"resourceType": "Patient",
"identifier": [
{
"system": "urn:o0id:1.2.36.146.595.217.0.1",
"value": "12345"
}
1,
"name": [
{
"family": "Silva",
"given": [
"Ana",
"Carolina"
]
}
1,
"gender": "female",
"birthDate": "1992-02-10"
}

5. 8% %R, FHIR create EEIFEAEHAWS #E%E 4 iRk FHIR 2 L SMART BIPOSTFE
Ko THIEHIEEER curl 5 HealthLake £33 & 7E HealthLake 2 FHIR Patient Eif, £E
BB K FRDHEERRH,

Sigv4
Sigv4 &g

curl --request POST \
'https://healthlake.region.amazonaws.com/datastore/datastore-id/r4/Patient' \
--aws-sigv4 'aws:amz:region:healthlake' \
--user "$AWS_ACCESS_KEY_ID:$AWS_SECRET_ACCESS_KEY" \
--header "x-amz-security-token:$AWS_SESSION_TOKEN" \
--header 'Accept: application/json' \
--data @create-patient.json
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AWS HealthLake

FMBABER

SMART on FHIR

IdentityProviderConfiguration E##EEK FHIR L& SMART REZH|,

"AuthorizationStrategy": "SMART_ON_FHIR",

"FineGrainedAuthorizationEnabled": true,

"IdpLambdaArn": "arn:aws:lambda:your-region:your-account-id:function:your-
lambda-name",

"Metadata": "{\"issuer\":\"https://ehr.example.com\", \"jwks_uri\":
\"https://ehr.example.com/.well-known/jwks.json\",\"authorization_endpoint
\":\"https://ehr.example.com/auth/authorize\",\"token_endpoint\":\"https://
ehr.token.com/auth/token\",\"token_endpoint_auth_methods_supported\":
[\"client_secret_basic\",\"foo\"],\"grant_types_supported\":[\"client_credential
\",\"foo\"],\"registration_endpoint\":\"https://ehr.example.com/auth/
register\",\"scopes_supported\":[\"openId\",\"profile\",\"launch\"],
\"response_types_supported\":[\"code\"],\"management_endpoint\":\"https://
ehr.example.com/user/manage\",\"introspection_endpoint\":\"https://
ehr.example.com/user/introspect\",\"revocation_endpoint\":\"https://
ehr.example.com/user/revoke\",\"code_challenge_methods_supported\":[\"S256\"],
\"capabilities\":[\"launch-ehr\",\"sso-openid-connect\",\"client-public\",
\"permission-v2\"]}"

}

B A AERME lambda FIEIRETA ., MFEFMER , FSRBOAuth 2.0 EE,
AWS Console

1.

(® Note
HealthLake X2 &B1EX & AWS SigV4 &,

& A HealthLake £# & EWHTEHEH.

2. EEHRERRT , #1T N IEE,

BEREME ID — BIEZREFHE ID LEEXEHFSR,
EHEE — 8 Create,
ERERN BEEEVMN FHIR ERER,

BUER
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« FRAX - BBFERB JSON X , EEHMERN FHIR EXL,

3. 32 Run query (FI1T&E#).

REEFRRINBEER

B FHIR EER , BALUBEIEE x-amzn-healthlake-fhir-validation-level HTTP &5
REEEEFRNEFEEMR, AWS HealthLake BRI ETHIERF B :

« strict : ERERBERNREETEHETRE K REIEREE , BB R4 HIK, E2 WHEKRR
E B4k AWS HealthLake,

« structure-only : ERERIE R4 BT , ZREMSENRERE,

« minimal : RVBRBER , ZHEL R4 KA, BS/OTENEEREXMNEFEERSETE
BERES.

HARSREIMFENRILAY , EEARERERRBINERNACSHENEZEERETRE, TEER
AT, EREEHAITE Healthlake S EM LM , SIFEH% DR KB

"url": "http://healthlake.amazonaws.com/fhir/StructureDefinition/validation-issue",
"valueString": "{\"resourceType\":\"OperationOutcome\",\"issue\":[{\"severity\":
\"error\",\"code\":\"processing\",\"details\":{\"text\":\"FHIR resource in payload
failed FHIR validation rules.\"},\"diagnostics\":\"FHIR resource in payload failed
FHIR validation rules.\"}1}"
}

WA, LR HTTP BIEEEE S ST Mtrues WET :

x-amzn-healthlake-validation-issues : true

(® Note
MRFEELER , AITREZNFANRESRE R4 RREXT ERBENNER.

BETRR 57



AWS HealthLake HBEABER
—— — ~. 5|
FEE FHIR &R

FHIR read BB/ €3&H HealthLake ERMERIEF EIRIY B aIARRE, WMEFME
RESTful API X4 read¥$H ,

B

# , w26 FHIR R4

EH FHIR &R

1. UWKEE HealthLake region#l datastoreld B, MFEFMEN , F2HEESERERERB M,
2. REResourceBFEMMUEMBEBIIdEN FHIR B8, WEFHMAEN , BSREREE,

3. £ HealthLake regionfl HKEEREEFERH URLdatastoreld, EREE FHIR
Resource HE R HMEBBIN id, HEETHIEFPRREME URL BBE , FHBEERIRMA.

GET https://healthlake.region.amazonaws.com/datastore/datastoreld/r4/Resource/id

HiX 55k, FHIR readEEfEHEBAWS 2 E5E 4 k=l FHIR =2 £H SMART WIGETEHE R, T
Hlcurl € EH HealthLake # FHIR Patient BRMW B RiiRE, TEMARFEEHG , FHEE
ZERIRM,

s
/

SigVv4

SigV4 21

curl --request GET \
'"https://healthlake.region.amazonaws.com/datastore/datastoreld/r4/Patient/id'

\

--aws-sigv4 'aws:amz:region:healthlake' \

--user "$AWS_ACCESS_KEY_ID:$AWS_SECRET_ACCESS_KEY" \
--header "x-amz-security-token:$AWS_SESSION_TOKEN" \
--header 'Accept: application/json'

SMART on FHIR

IdentityProviderConfiguration ERHEEM FHIR LH SMART REH A,

"AuthorizationStrategy": "SMART_ON_FHIR",

"FineGrainedAuthorizationEnabled": true,

"IdpLambdaArn": "arn:aws:lambda:your-region:your-account-id:function:your-
lambda-name",
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"Metadata": "{\"issuer\":\"https://ehr.example.com\", \"jwks_uri\":
\"https://ehr.example.com/.well-known/jwks.json\",\"authorization_endpoint
\":\"https://ehr.example.com/auth/authorize\",\"token_endpoint\":\"https://
ehr.token.com/auth/token\",\"token_endpoint_auth_methods_supported\":
[\"client_secret_basic\",\"foo\"],\"grant_types_supported\":[\"client_credential
\",\"foo\"],\"registration_endpoint\":\"https://ehr.example.com/auth/
register\",\"scopes_supported\":[\"openId\",\"profile\",\"launch\"],
\"response_types_supported\":[\"code\"],\"management_endpoint\":\"https://
ehr.example.com/user/manage\",\"introspection_endpoint\":\"https://
ehr.example.com/user/introspect\",\"revocation_endpoint\":\"https://
ehr.example.com/user/revoke\",\'"code_challenge_methods_supported\":[\"S256\"],
\"capabilities\":[\"launch-ehr\",\"sso-openid-connect\",\"client-public\",
\"permission-v2\"]}"

}

B AR LAERRE lambda FIEIRET A, MEFHMENR , FSBOAuth 2.0 EE,
AWS Console

1. B A HealthLake F#& LW TEHEHH,

2. T EHREERT , EITTIEE,

EREME ID — BEERENE ID LEEEHTFSE,
EHER — 1B Read,

- ERERN BEEZFENN FHIR ERER,

ERID—® A FHIR &R ID,

3. 32 Run query (BI1T&#).

BH FHIR &R 5 &%

FHIR history EE)&#fH HealthLake ERIEFHREFRE FHIR ERNEL L%, E£HALES , &
ALHE FHR ERN AR MAFREREEE, ZHABKARR , SR EUNERNERREELRE
. FHIR BE&) create, updatefl deleteBELERIFHNEREERIRAE, NEFHEF , F2E
FHIR R4 RESTful API 3X#fhistory#H# .
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® Note

BALLEE R historyERASE FHIR EREE, EEEERE , FFEA BYRMAWS
Support Center Console, &ZBEIBHWRE , BEALHN AWS IRE | AR BEEIRH,

FEH FHIR &R sh 5c 8%

1. £ HealthLake region#l datastoreld {H. MHFFMEA , FSRANEERTFTHES %,
2. REResourceEBHMKNEMBABiIdEN FHIR 8&, NMEFMER , F2RERER

3. f#H HealthLake regionfl N EEREEFERM URLdatastoreld, a3 FHIR
ResourcefFf, HMEHBM id, UREANESSE, ZEZETHEHHPREEME URL BBE
ERBEERIRE,

GET https://healthlake.region.amazonaws.com/datastore/datastorelId/xr4/Resource/id/
_history{?[parameters]}

HealthLake X/ FHIR history BB 28

£ Description
_count : integer ERIESERNEE LR, ARSI ERE

RKNBE , IERNFRERRAFNESER
HELR , UAREERE,

_since : instant EOESERENRFEEDN REMNERMR
K,
_at : date(Time) EosHREETEERBAREREEN

BRI ERRA. MRFMAES , F2RE HLY
FHIR RESTful APl X#fdated# .

4. 8% FR. FHIR historyEEIfEFAEBAWS FHEE 4 i FHIR H# K SMART HIGETHE
Ko FHcurl&EHIERA_countiB S8 , ¥ HealthLake FH FHIR Patient EREEEE
100 ERLBESFER. BEEREREES , FHDHEERKRA,
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SigVv4

SigV4 & #

curl --request GET \
'https://healthlake.region.amazonaws.com/datastore/datastore-id/r4/Patient/id/
_history?_count=100"' \
--aws-sigv4 'aws:amz:region:healthlake' \
--user "$AWS_ACCESS_KEY_ID:$AWS_SECRET_ACCESS_KEY" \
--header "x-amz-security-token:$AWS_SESSION_TOKEN" \
--header 'Accept: application/json'

SMART on FHIR

IdentityProviderConfiguration ERHEEM FHIR LH SMART REH A,

"AuthorizationStrategy": "SMART_ON_FHIR",

"FineGrainedAuthorizationEnabled": true,

"IdpLambdaArn": "arn:aws:lambda:your-region:your-account-id:function:your-
lambda-name",

"Metadata": "{\"issuer\":\"https://ehr.example.com\", \"jwks_uri\":
\"https://ehr.example.com/.well-known/jwks.json\",\"authorization_endpoint
\":\"https://ehr.example.com/auth/authorize\",\"token_endpoint\":\"https://
ehr.token.com/auth/token\",\"token_endpoint_auth_methods_supported\":
[\"client_secret_basic\",\"foo\"],\"grant_types_supported\":[\"client_credential
\",\"foo\"],\"registration_endpoint\":\"https://ehr.example.com/auth/
register\",\"scopes_supported\":[\"openId\",\"profile\",\"launch\"],
\"response_types_supported\":[\"code\"],\"management_endpoint\":\"https://
ehr.example.com/user/manage\",\"introspection_endpoint\":\"https://
ehr.example.com/user/introspect\",\"revocation_endpoint\":\"https://
ehr.example.com/user/revoke\",\"code_challenge_methods_supported\":[\"S256\"],
\"capabilities\":[\"launch-ehr\",\"sso-openid-connect\",\"client-public\",
\"permission-v2\"]}"

}

iR AR LA RE lambda FIEIRET A, MFFMES , FSBOAuth 2.0 EE,
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https://docs.aws.amazon.com/healthlake/latest/APIReference/API_IdentityProviderConfiguration.html
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history EEBINEERBEEE FHIR IR FBundle , R ES history, EBEEBENR
KBRS  RBURENRAER YIS SEMEBRNER. MEFMER  F2B FHIRR4 X
#Resource BundleHdHy ,

BMRURAASER FHIR ERE S 25

FHIR vread B B/ &% HealthLake ERFEHREFNERATRASEEN. FHALES , E0JLUGB
ERERE—&EBRE FHR EENAR.

(@ Note

MREERER HNER TR FHIR historyE&jvread , HealthLake — & /&0 &R
E R R TR

HealthLake E& X #ECapabilityStatement.rest.resource.versioning#ti
SREXENERE RETHRAEE, FTE HealthLake ERIEHEEFEERLHBEE

Resource.meta.versionId(vid).

A FHIR history BB ( FEERAE 10/25/2024 2B BYMNEREHRE , B RBEENERER
[E) , BundleElfEEEE vid#ES locationtEWN —E0, ETHEHH , vidEBERAEF 1,
EERETEES , 5528 Bundle/bundle-response (JSON) &4,

"response" : {
"status" : "201 Created",
"location" : "Patient/12423/_history/1",
..}

FEURAASEM FHIR ERE L 8%

1. Ut£E HealthLake region# datastoreld B, MFEFHMEN , FSBRESERTHEBM,
2. SREEFEMUKEMEIE id M vidEM FHIR ResourceEA, MEHMER , F2HAERE

2,

3. fEASE HealthLake  FHIR WWEMNEREBERN URL, ZEELE T HEHIHRIZEME URL B
& BERHITERKRE,
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GET https://healthlake.region.amazonaws.com/datastore/datastorelId/xr4/Resource/id/
_history/vid

4. {3 R, FHIR historyEEEAEHAWS £5 5 4 B FHIR £ L) SMART HIGETES
Ko ThlvreadEEIEEE IEENERPEERRAK , HEEE FHIR Patient EREEABH
B—#TERvid, EEE NHEHPREEME URL BB , FRBEER IR,

Sigv4
Sigv4 &g

curl --request GET \
'https://healthlake.region.amazonaws.com/datastore/datastore-id/r4/Patient/id/
_history/vid' \
--aws-sigv4 'aws:amz:region:healthlake' \
--user "$AWS_ACCESS_KEY_ID:$AWS_SECRET_ACCESS_KEY" \
--header "x-amz-security-token:$AWS_SESSION_TOKEN" \
--header 'Accept: application/json'

SMART on FHIR

IdentityProviderConfiguration ERHEEM FHIR LH SMART REZ A,

"AuthorizationStrategy": "SMART_ON_FHIR",

"FineGrainedAuthorizationEnabled": true,

"IdpLambdaArn": "arn:aws:lambda:your-region:your-account-id:function:your-
lambda-name",

"Metadata": "{\"issuer\":\"https://ehr.example.com\", \"jwks_uri\":
\"https://ehr.example.com/.well-known/jwks.json\",\"authorization_endpoint
\":\"https://ehr.example.com/auth/authorize\",\"token_endpoint\":\"https://
ehr.token.com/auth/token\",\"token_endpoint_auth_methods_supported\":
[\"client_secret_basic\",\"foo\"],\"grant_types_supported\":[\"client_credential
\",\"foo\"],\"registration_endpoint\":\"https://ehr.example.com/auth/
register\",\"scopes_supported\":[\"openId\",\"profile\",\"launch\"],
\"response_types_supported\":[\"code\"],\"management_endpoint\":\"https://
ehr.example.com/user/manage\",\"introspection_endpoint\":\"https://
ehr.example.com/user/introspect\",\"revocation_endpoint\":\"https://
ehr.example.com/user/revoke\",\"code_challenge_methods_supported\":[\"S256\"],
\'"capabilities\":[\"launch-ehr\",\"sso-openid-connect\",\"client-public\",
\"permission-v2\"]}"
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}

B A W UE R B lambda IEIRET A, MFEFMER , FF2EOAuth 2.0 EE,

¥ FHIR &R

FHIR update EEI€@ AR EERELFWEGIRA , RIEEN HMAEEER , AISEILNBIR
Kid, MFFHMEN , 3528 FHIR R4 RESTful APl 3X#fupdated# ,

E# FHIR iR

1. Y& HealthLake region# datastoreld B, MFFHMEF , FSRIEERTHERM,
2. REResourceEEMUUWEMBBIIdERN FHIR B, WEFMEN  BFSREEREE,

3. f{#H HealthLake regionfl KW EEREEFE RN URLdatastoreld,. FEREE FHIR
ResourceBE R HAHBEMM id, EEE FHEHPRGEME URL BB , FREBEER IR,

PUT https://healthlake.region.amazonaws.com/datastore/datastoreld/r4/Resource/id

4. ARFREBISONRX , HFEEHETH FHIR ERERH, ERNULEFNEN A FHEERRES

update-patient.jsons.

{
"id": "2de@4858-bab5-44cl-8afl-f2fe69a977d9",
"resourceType": "Patient",
"active": true,
"name": [
{
"use": "official",
"family": "Doe",
"given": [
"Jane"
]
.
{
"use": "usual",
"given": [
"Jane"
]
}

EHER
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5.

1,
"gender": "female",
"birthDate": "1985-12-31"

f#% B3R, FHIR update EEMEMEBAWS S5 5 4 IR FHIR S L SMART BPUTER,
THcurl #EHIEEH HealthLake FHIPatientEiR. EEMBRES ) , FEBEER IR,

SigV4
SigV4 21

curl --request PUT \
'https://healthlake.region.amazonaws.com/datastore/datastoreId/r4/Patient/id'
\

--aws-sigv4 'aws:amz:region:healthlake' \

--user "$AWS_ACCESS_KEY_ID:$AWS_SECRET_ACCESS_KEY" \
--header "x-amz-security-token:$AWS_SESSION_TOKEN" \
--header 'Accept: application/json' \

--data @update-patient.json

MRARBERCERH , BHFERKED 200 HTTP MRER , MRBUFHEIR , AED 201
HTTP AREEHS,

SMART on FHIR

IdentityProviderConfiguration ERHEAEM FHIR £H SMART RIEEZHI,

"AuthorizationStrategy": "SMART_ON_FHIR",

"FineGrainedAuthorizationEnabled": true,

"IdpLambdaArn": "arn:aws:lambda:your-region:your-account-id:function:your-
lambda-name",

"Metadata": "{\"issuer\":\"https://ehr.example.com\", \"jwks_uri\":
\"https://ehr.example.com/.well-known/jwks.json\",\"authorization_endpoint
\":\"https://ehr.example.com/auth/authorize\",\"token_endpoint\":\"https://
ehr.token.com/auth/token\",\"token_endpoint_auth_methods_supported\":
[\"client_secret_basic\",\"foo\"],\"grant_types_supported\":[\"client_credential
\",\"foo\"],\"registration_endpoint\":\"https://ehr.example.com/auth/
register\",\"scopes_supported\":[\"openId\",\"profile\",\"launch\"],
\"response_types_supported\":[\"code\"],\"management_endpoint\":\"https://
ehr.example.com/user/manage\",\"introspection_endpoint\":\"https://
ehr.example.com/user/introspect\",\"revocation_endpoint\":\"https://
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ehr.example.com/user/revoke\",\'"code_challenge_methods_supported\":[\"S256\"],
\"capabilities\":[\"launch-ehr\",\"sso-openid-connect\",\"client-public\",
\"permission-v2\"]}"

}

B AR LAERME lambda FIEIRET A, MEFHMER , FSBOAuth 2.0 EE,
AWS Console

1. B A HealthLake & LW HITEHEM,

2. EEHBRERERT , BT THIEE,

- EREREID —BEEREHRE ID AELEHFH,

- BFHEA — FEF Update (PUT),

- EREE  EEEFEHHEVMN FHIR EREE,

- BRAX - EBEBFERN JSON AX , EEEEHERMN FHIR ERl,

3. 32 Run query (FI1T&#).

BBFRAFER FHIR &R

FREAEHTRERBRELZBFNESKRHEEFTREFTER , IFREBREE FHIR id, ERRFEEE
Wi, CEHE EREAEAERELSHRYTES  BERBRFBERIINE—EE,

A AR R RNV BMFEUR R B Z D EAFEE -

- REMBEE , FBRAXPRIdESR : ARB/EET FHIR &R,

« FAEEMABER. idEENANER  idAREESESRAEFTAELES,

- REMFFEE | idCRHBECERE : ARSFIEEEFMIFEAEIEFRL09 Conflict,

« One Match , RKidi2HER OR (AdIEENER , AEFEAKRINER ) : ARSI EHYEEFTNERS
TEH , LR, MREREESH , [ARET SHALL 2R 200 0K.

« One Match , idi2 M ER , ERFEHRINER ; ARSI EDL09 ConflictiEil , EHAFIR
ID #2152 WERE OperationOutcome

- Z{AHTEE ; FARESEMELL2 Precondition Failed$tss , IS AP BMIGHTHEREM K &
¥#{E F OperationOutcome
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THEHEEIMERA peter PatientWEIR , HERMA 20005 1 A1 B , EREREHLA
1234567890,

PUT https://healthlake.region.amazonaws.com/datastore/datastoreld/r4/Patient?
name=peter&birthdate=2000-01-01&phone=1234567890

R I R ST Y B FE AR

¥ FHIR BER , B LUBEREE x-amzn-healthlake-fhir-validation-level HTTP &%
RETEERNBHRZEL, AWS HealthLake BRI ETHIERZEBLR :

- strict : ERERBERNVBRERTRETRE , IRIERERE , A R4 RIE, ER2 WHERE
B/ AWS HealthLake,

« structure-only : ERERIE R4 BBFE , ZREASENRERE.

« minimal : ZRPBRBER , ZREL R4 RB. BE/o2HAMENEEBRERABNEREENASTE

BERES,

FRAREREFENEFTNERTVESHNEEREFEHE  IFEESKRIMENREBELAR. EEERER
T, BEEEHFASTE Healthlake 135 ERIEM |, MACHE LIRKB -

"url": "http://healthlake.amazonaws.com/fhir/StructureDefinition/validation-issue",
"valueString": "{\"resourceType\":\"OperationOutcome\",\"issue\":[{\"severity\":
\"error\",\"code\":\"processing\",\"details\":{\"text\":\"FHIR resource in payload
failed FHIR validation rules.\"},\"diagnostics\":\"FHIR resource in payload failed
FHIR validation rules.\"}]1}"
}

WA, LU HTTP BIERESZEE Mtrues NE :

x-amzn-healthlake-validation-issues : true

@ Note
AR, MRBRBLER , RiF R4 AREXT ERBANNER ML NERES.
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A PATCH BEEHER

AWS HealthLake X FHIR BiR#Y PATCH #4F , AIREERBHEEMNE, BAHMBRNBETER

ERER A6 MEFTENREER. EEFEANTTIEER , LLRERHER

- WARHEEFETEREEER

- BAOMBBREERE

- AR EERTEATRFIEXK

- BERALTEENRBEERE
« ERXARZ TEREPERER

X ENEHENER

AWS HealthLake X EMEZE % PATCH & :

JSON £##E=X (RFC 6902)

{8 JSON I51E5E % , HEBRBB TN UBRETETE.

Content-Type : application/json-patch+json

FHIRPath %= (FHIR R4 1% )

/A FHIRPath FEx , IKEABRHBERYETE , 24 FHIR FENBHA E.

Content-Type : application/fhir+json

Usage
S HHIRIE

B LAEA PATCH HTTP 5% |, B##7E FHIR R LU A PATCH 214E :

PATCH [base]/[resource-type]/[id]{?_format=[mime-type]}

EH4HH PATCH

PATCH IRETR LB EHEER batchsl B FHIR E#H{EAEB transaction , BEREMEE —FBR

P EMERREREEM FHIR B8 ( 8, FH. E5. MER) &5,

EHER
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- RZEH MEEBEHEURF IR EK
- MREH  BEEEHSBIEE

JSON ZERHENHEN

SZREN BRE

e Description

add EFEMEEER

remove RERBRE

replace B ERPHWRAEE

move R—ELEBKRE 6 UEETEES —ELE

copy BER—ECZEERD S —ELE

test AR EENENERESENEENE
R

JSON &#E XA JSON f51F5E % (RFC 6901) :

iR EE ]| Description
/name/Q/family BFHRIITER

/telecom/- MinZ=EESFEES
/active BREHRIERAPTER
/address/0/ E—UME 1T
line/1
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g5

BB ZEIRFENIERE JSON BRENFR

PATCH [base]/Patient/example
Content-Type: application/json-patch+json
If-Match: w/"1"

[
{
"op": "replace",
"path": "/name/@/family",
"value": "Smith"
.
{
"op": "add",
"path": "/telecom/-",
"value": {
"system": "phone",
"value": "555-555-5555",
"use": "home"
}
},
{
"op": "remove",
"path": "/address/0Q"
},
{
"op": "move",

"from": "/name/0/family",
"path": "/name/1/family"

Ilopll: Iltestll’
"path": "/gender",

"value": "male"
},
{
"op": "copy",
"from": "/name/0Q",
"path": "/name/1"
}
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]

£ E —1RENERE JSON EHRERES

PATCH [base]/Patient/example
Content-Type: application/json-patch+json

[
{
"op": "replace",
"path": "/active",
"value": false
}
]

E4HH JSON ERER

EFAEE baseb4 #wiE JSSON EHEXNREN = ENER :

"resourceType": "Bundle",
"type": "transaction",
"entry": [{
"resource": {
"resourceType": "Binary",

"contentType": "application/json-patch+json",

"data":

"W3sib3Ai0iJhZGQiLCJIwYXRoIjoilL2JpcnRoRGFOZSIsInZhbHV1IjoiMTk5MCOWMS@OwWMSIOXQ=="

.

"request": {
"method": "PATCH",
"url": "Patient/123"

]

JSON &=
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FHIRPath {&@#REN &=

SZXEWN BE

e Description

add BHTEFEBEER

insert EFEPWREMNERBA TR

delete RERBR TR

replace MRBRETENE

move EMEFBEERHN TR
BRAREEE

FHIRPath XA FHIRPath &REX , & :

- E5|HEFH : Patient.name[0]
- {#H &Fi#Zwhere() : Patient.name.where(use = 'official')

- WM{EEE . Patient.telecom.where(system = 'phone' and use = 'work')
o FEXEBRH : first(). last()

s FEMMRE : exists(). count()

- ZREEE . Observation.value

gl

Direct FHIRPath &2 55>

PATCH [base]/Patient/123
Content-Type: application/fhir+json
Authorization: ...

{
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"resourceType": "Parameters",
"parameter": [{
"name": "operation",
"part": [
{ "name": "type", "valueCode": "add" },
{ "name": "path", "valueString": "Patient" 3},
{ "name": "name", "valueString": "birthDate" },
{ "name": "value", "valueDate": "1990-01-01" }
]
1]

E4 91 FHIRPath 82

EiB FHSHERMAEEE Rmethod: PATCH :

{
"resourceType": "Bundle",
"type": "transaction",
"entry": [{
"resource": {
"resourceType": "Parameters",
"parameter": [{
"name": "operation",
"part": [
{ "name": "type", "valueCode": "add" },
{ "name": "path", "valueString": "Patient" },
{ "name": "name", "valueString": "birthDate" },
{ "name": "value", "valueDate": "1990-01-01" }
]
}]
.
"request": {
"method": "PATCH",
"url": "Patient/123"
}
}]
}

FHIRPath &R &R
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R IREH
g NE HiR
Content-T = application/json-patch+json &AM JSON &
ype #wfERXHapplication/fhir+json EAM FHIRPath
BHEX
If-Match &® £/ ETag KY43FE MR AR BB 4

=] & 5 1
BIFEEREEFIRFEANER LR -

HTTP/1.1 200 OK

Content-Type: application/fhir+json

ETag: w/"2"

Last-Modified: Mon, @05 May 2025 10:10:10 GMT

"resourceType": "Patient",
"id": "example",
"active": true,
"name": [
{
"family": "Smith",
"given": ["John"]
}
1,
"telecom": [
{
"system": "phone",
"value": "555-555-5555",

}

use": "home"

1,
"meta": {

"versionId": "2",

"lastUpdated": "2025-05-05T10:10:10Z"
}
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}

Behavior (1TA)

PATCH 124k :

. RIBEZ BB BERMERTE (RFC 6902 for JSON Patch. FHIR R4 for FHIRPath Patch)
- URFAXERRE - MERERDIHILITAK

- EFERRA ID SWETHNES RHER

- EEABEZY , REBLEHETHNRHRER

- ERBHENZRE FHIR BIRRE

- XEMA If-Match {Z5R#EE ETag ETIRHXEH

R

BRFSREIE T SIEHRRMRA

+ 400 SERRMIGER  EYMEAHEAFE L ( FTHENBERIBAERNEHEEN )
« BAE 404 : HAFER (EEMW ID FFE)

« 409 FR : RAFER (RHATEHDIEE FIRA ID)

c A2 BERENER BHEARFELIEAZEEENERLER

Thee M E
Thiee JSON &R FHIRPath &#RE=X
REER application/json-p application/fhir+j
atch+json son
BERER JSON #8%Z (RFC 6901) FHIRPath RiE=
Direct PATCH API X & XE
B4R XE (FEBTEN ) XE (BB2H)
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L JSON {725t FHIRPath B

EHRS ¥ (BBEM) %E (EBSR)

Rl S, BB DR, BB B 8. BA MR BR. B
N T B

PR 751

. FXEEREBHEIEMHIER PATCH B4

- E{FHHY JSON EHRRXVAEAEE basebd fRiEAEH “HAER
- E{HH FHIRPath SRR S AERSUER

Htv &R

WNZE PATCH BREEEEER |

3
¢
dn

« FHIR R4 88X 4
« FHIR R4 FHIRPath &2 X R 1%
- RFC 6902 - JSON &=t

« RFC 6901 - JSON 1%

#E FHIR BJR

FHIR Bundle® 1 FHIR ERESH A8: AWS HealthLake, AWS HealthLake X EMEEEFERE
BITANEHERE,

Batch EHEBVEERSEER. NREEERAY , RENERMATUKY . SEEERSER
RE , BEELERERN , b SRERE, BUREARR RIS RINKRERE , Sl LEZE
THEBARY R BT8R

Transaction EHEURFAAKMEEREEAE-Ef, MAERRESREX , FE AWS
HealthLake IEXXEfI#R1E, ELFEMRERNRESEZENN  FEAXZEN  SINEYESR
MEBENGRGNEE  HPMEENL4E—ER&K.
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HREAXZEHCENER

RBRIE

YT IEFF
2ETEM

RESAR

X

BERERESEIRIDTIEK,

BERBIRIERY , RENSEE.

TRBHITIERF
K5 BRAEEFIHIT.

AEZ D KB REERE,

R5

FRRFEHEUAE-RFEMHNER
R R B

MREME—RERR , ZEAZHE
L8

RFSHREENIEFEE,

S EFANARRSEEREFH
1To

MA—EE VN EHMAEEE IR,

BA LA EMRRERTEERMN FHIR ER , e85 FHIR REMNES |, Al

create. read, update, deletefl patch, MEFHMEN , FS2HE FHIRRY XHHFHERE

#o
AT REEEMERYEHERE.

#REH
- ERBEXNESHE  RTENRE LEZETHEENE L&,
« RELE-LEKTRAREBENEL YK,
- SASEER , fINEBNRRAE  HPEBIXBMTEREHMWER,
REEH
- EESHMATHERERLEFHBEENRENESE , EhMAERLE B,
- EMBEEYEE  URSARE-HOAEBRBRAER.
- BERER, BE, EFMIREEIANCESHEE/E-RTEN,

/A Important
BANMRZEHHEAERNBundleBRER, H—HNERR type MANE,
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TIEHBEREASBEREENRENIZEN

"resourceType": "Bundle",
"type": "transaction",
"entry": [
{
"fullUrl": "urn:uuid:4f6a30fb-cd3c-4ab6-8757-532101f72065",
"resource": {
"resourceType": "Patient",
"id": "new-patient",
"active": true,
"name": [
{
"family": "Johnson",
"given": [
"Sarah"

}
1,
"gender": "female",
"birthDate": "1985-08-12",
"telecom": [
{
"system": "phone",
"value": "555-123-4567",
"use": "home"

]
},
"request": {
"method": "POST",
"url": "Patient"
}
.
{
"fullUrl": "urn:uuid:7f83f473-d8cc-4a8d-86d3-9d9876a3248b",
"resource": {
"resourceType": "Observation",
"id": "blood-pressure",
"status": "final",
"code": {
"coding": [

{

WEER 112



AWS HealthLake

FMBABER

"system": "http://loinc.org",
"code": "85354-9",

"display": "Blood pressure panel"
}

1,

"text": "Blood pressure panel"
},
"subject": {

"reference": "urn:uuid:4f6a30fb-cd3c-4ab6-8757-532101f72065"
I

"effectiveDateTime": "2023-10-15T09:30:00Z",
"component": [

{
"code": {
"coding": [
{
"system": "http://loinc.org",
"code": "8480-6",
"display": "Systolic blood pressure"
}
]
I

"valueQuantity": {
"value": 120,
"unit": "mmHg",
"system": "http://unitsofmeasure.org",
"code": "mm[Hg]"
}
},
{
"code": {
"coding": [
{
"system": "http://loinc.oxg",
"code": "8462-4",
"display": "Diastolic blood pressure"

]
},
"valueQuantity": {
"value": 80,
"unit": "mmHg",
"system": "http://unitsofmeasure.org",
"code": "mm[Hg]"

HEER
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]
.
"request": {
"method": "POST",
"url": "Observation"
}
},
{

"resource": {
"resourceType": "Appointment",
"id": "appointment-123",
"status": "booked",

"description": "Annual physical examination",

"start": "2023-11-15T09:00:0072",
"end": "2023-11-15T09:30:00Z",
"participant": [

{

"actor": {

"reference": "urn:uuid:4f6a30fb-cd3c-4ab6-8757-532101f72065"

iy

"status": "accepted"

]
.
"request": {
"method": "PUT",
"url": "Appointment/appointment-123"
}
},
{
"request": {
"method": "DELETE",

"url": "MedicationRequest/med-request-456"

& FHIR ERAEABIEE
6 FHR RS TR B ER

HMABIBRNENS
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1. UWNEE HealthLake region#l datastoreld B, MFEFMEN , F2HEESERERERB .

2. f£A HealthLake regionfl WUEEREEFE RN URLdatastoreld. FZAHE URL HIEE
FHIR EREH, BEEAE T &M PRREME URL B , FRBEERIZH,

POST https://healthlake.region.amazonaws.com/datastore/datastoreld/x4/

3. AFEREME IJSON AX , BEE HTTP BIFIEEAmethod TRMW —5 . T FIEEHI6EFHE
Bundle ERMbatchER BB RE I HH Medication PatientMER., FFIEXEERHSH
FEibin L. EREEFNBR  FEERMEES batch-independent. json,

{
"resourceType": "Bundle",
"id": "bundle-batch",
"meta": {
"lastUpdated": "2014-08-18T0Q1:43:30Z"
1,
"type": "batch",
"entry": [
{
"resource": {
"resourceType": "Patient",
"meta": {
"lastUpdated": "2022-06-03T17:53:36.724Z"
1,
"text": {
"status": '"generated",
"div": "Some narrative"
1,
"active": true,
"name": [
{
"use": "official",
"family": "Jackson",
"given": [
"Mateo",
"James"
]
}
1,
"gender": "male",

"birthDate": "1974-12-25"
}
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"request": {
"method": "POST",
"url": "Patient"

"resource": {
"resourceType": "Medication",
"id": "med0310",
"contained": [

{
"resourceType": "Substance",
"id": "sub@3",
"code": {
"coding": [
{
"system": "http://snomed.info/sct",
"code": "55452001",
"display": "Oxycodone (substance)"
}
]
}
}
1,
"code": {
"coding": [
{
"system": "http://snomed.info/sct",
"code": "430127000",
"display": "Oral Form Oxycodone (product)"
}
]
},
"form": {
"coding": [
{
"system": "http://snomed.info/sct",
"code": "385055001",
"display": "Tablet dose form (qualifier value)"
}
]
I
"ingredient": [
{

HMABIBRNENS
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"itemReference": {

"reference": "#sub@3"
},
"strength": {
"numerator": {
"value": 5,
"system": "http://unitsofmeasure.org",
"code": "mg"
},
"denominator": {
"value": 1,
"system": "http://terminology.hl7.o0rg/CodeSystem/
v3-orderableDrugForm",
"code": "TAB"
}
}

I

"request": {
"method": "POST",
"url": "Medication"

4. 8k FRo. FHIR Bundlefft R BMEEHEBAWS FEE 4 sl FHIR RAE LK SMART
MPOSTEER, THEXBHFIERA curlmH5 TRETRE,

SigV4
SigVv4 Z1#

curl --request POST \
'https://healthlake.region.amazonaws.com/datastore/datastoreld/x4/"' \
--aws-sigv4 'aws:amz:region:healthlake' \
--user "$AWS_ACCESS_KEY_ID:$AWS_SECRET_ACCESS_KEY" \
--header "x-amz-security-token:$AWS_SESSION_TOKEN" \
--header 'Accept: application/json' \
--data @batch-type.json
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SMART on FHIR

IdentityProviderConfiguration E##EEK FHIR L& SMART REZH|,

"AuthorizationStrategy": "SMART_ON_FHIR",

"FineGrainedAuthorizationEnabled": true,

"IdpLambdaArn": "arn:aws:lambda:your-region:your-account-id:function:your-
lambda-name",

"Metadata": "{\"issuer\":\"https://ehr.example.com\", \"jwks_uri\":
\"https://ehr.example.com/.well-known/jwks.json\",\"authorization_endpoint
\":\"https://ehr.example.com/auth/authorize\",\"token_endpoint\":\"https://
ehr.token.com/auth/token\",\"token_endpoint_auth_methods_supported\":
[\"client_secret_basic\",\"foo\"],\"grant_types_supported\":[\"client_credential
\",\"foo\"],\"registration_endpoint\":\"https://ehr.example.com/auth/
register\",\"scopes_supported\":[\"openId\",\"profile\",\"launch\"],
\"response_types_supported\":[\"code\"],\"management_endpoint\":\"https://
ehr.example.com/user/manage\",\"introspection_endpoint\":\"https://
ehr.example.com/user/introspect\",\"revocation_endpoint\":\"https://
ehr.example.com/user/revoke\",\"code_challenge_methods_supported\":[\"S256\"],
\"capabilities\":[\"launch-ehr\",\"sso-openid-connect\",\"client-public\",
\"permission-v2\"]}"

}

B A A LAERE lambda FIEIRET A, MFEFMEES , FSEOAuth 2.0 EE,

RIREFEECCE , BEREBundleft X ERFERMEILM Medication Patient &R,

EFFHREF PUTs

AWS HealthLake X EFERA T EHSBEEHFRETRERXER :

- _id (&)
« _idHBETIHP—IF
 _tag

* createdAt
+ _lastUpdated
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ELEEHPERKRLGN PUTs i, SRIBEBEIR AWS HealthLake FHAEHSE , W RIZAFE

REMBNE,

HHREFTH
Y] HTTP #R%&E BRENH B 1F
KiZHE ID WER 201 BEII —FEUFNER.
SR IDWER (THEF) 201 BEIL ERIEEMN ID BIHMNER,
EEREIDMNER (E—HRFE 200 OK BEATERFNE IR,
B)
EERBIDWER (EIDE 409 3R BEHER, TSETEAEE,
R)
EEHE IDMEIR (ID THEFAF) 400 $HERAVAER BEHER, TEETEAEE,
ZEE RS R 412 JE R KB BEHE, TEETENEE,

EEERUHEREFNTIEHERD , AEEFEHMLER , EE FHIRID
_lastUpdated=1t2025-04-20 PatientMERT B476EH,

{
"resourceType": "Bundle",
"id": "bundle-batch",
"meta": {
"lastUpdated": "2014-08-18T0Q1:43:30Z"
},
"type": "batch",
"entry": [
{
"resource": {
"resourceType": "Patient",
"id": "476",
"meta": {
"lastUpdated": "2022-06-03T17:53:36.724Z"
.
"active": true,
"name": [
{

R4 PUTs
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"use": "official",
"family": "Jackson",
"given": [
"Mateo",
"James"
]
}
1,
"gender": "male",

"birthDate": "1974-12-25"
},
"request": {
"method": "PUT",
"url": "Patient?_id=476&_lastUpdated=1t2025-04-20"

"resource": {
"resourceType": "Medication",
"id": "med@310",
"contained": [

{
"resourceType": "Substance",
"id": "sub@3",
"code": {
"coding": [
{
"system": "http://snomed.info/sct",
"code": "55452001",
"display": "Oxycodone (substance)"
}
]
}
}
1,
"code": {
"coding": [
{
"system": "http://snomed.info/sct",
"code": "430127000",
"display": "Oral Form Oxycodone (product)"
}
]
I

R4 PUTs
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"form": {
"coding": [
{
"system": "http://snomed.info/sct",
"code": "385055001",
"display": "Tablet dose form (qualifier value)"
}
]
},
"ingredient": [
{

"itemReference": {
"reference": "#sub@3"
.
"strength": {
"numerator": {
"value": 5,

"system": "http://unitsofmeasure.org",
"code": "mg"
I
"denominator": {
"value": 1,
"system": "http://terminology.hl7.org/CodeSystem/v3-
orderableDrugForm",
"code": "TAB"
}
}
}
]
I
"request": {
"method": "POST",
"url": "Medication"

#¥FHRERHBEAE—ER
¥ FHR ERHAERE S8

1. U HealthLake region# datastoreld B, MEFHMEN , FSRESERFTHERBM,

HMAE-—BRNEN
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2. f{#£H HealthLake regionfl HINEEREEFERN URLdatastoreld, £ Bundle URL R EE
FHIR EREE, EEE THEEHPREEME URL B , BHBZERRE,

POST https://healthlake.region.amazonaws.com/datastore/datastoreld/r4/Bundle

3. ARFWERER IJSON A , EEEDEM FHIR ER, THIE &4 HealthLake RHIW
fEBPatientER 7. ERUEFNEN , FRERMES batch-single.json,

"resourceType": "Bundle",
"id": "bundle-minimal",
"language": "en-US",
"identifier": {
"system": "urn:o0id:1.2.3.4.5",
"value": "28b95815-76ce-457b-b7ae-a972e527db4af"
.
"type": "document",
"timestamp": "2020-12-11T14:30:00+01:00",
"entry": [
{
"fullUrl": "urn:uuid:f40b07e3-37e8-48c3-bflc-ae70fel2dabf",
"resource": {
"resourceType": "Composition",
"id": "f40b07e3-37e8-48c3-bflc-ae70fel2dabf",
"status": "final",
"type": {
"coding": [
{
"system": "http://loinc.org",
"code": "60591-5",
"display": "Patient summary Document"

iy
"date": "2020-12-11T14:30:00+01:00",

"author": [
{
"reference":
"urn:uuid:45271f7f-63ab-4946-970f-3daaaad663ff"
}

iF
"title": "Patient Summary as of December 7, 2020 14:30"
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},
{
"fullUrl": "urn:uuid:45271f7f-63ab-4946-970f-3daaaad663ff",
"resource": {
"resourceType": "Practitioner",
"id": "45271f7f-63ab-4946-970f-3daaaad663ff",
"active": true,
"name": [
{
"family": "Doe",
"given": [
"John"
]
}
]
}
}

4. f#i% R, FHIR Bundle X#EE A Signature AWS % 4 R B EABHENPOSTFAER. T3
BRABEHIEAcurlmn w5 T EETRE,

Sigv4
Sigv4 &g

curl --request POST \
'https://healthlake.region.amazonaws.com/datastore/datastoreId/r4/Bundle’ \
--aws-sigv4 'aws:amz:region:healthlake' \
--user "$AWS_ACCESS_KEY_ID:$AWS_SECRET_ACCESS_KEY" \
--header "x-amz-security-token:$AWS_SESSION_TOKEN" \
--header 'Accept: application/json' \
--data @document-type.json

SMART on FHIR

IdentityProviderConfiguration EREEM FHIR LH SMART RIEZ A,

"AuthorizationStrategy": "SMART_ON_FHIR",
"FineGrainedAuthorizationEnabled": true,
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"IdpLambdaArn": "arn:aws:lambda:your-region:your-account-id:function:your-
lambda-name",

"Metadata": "{\"issuer\":\"https://ehr.example.com\", \"jwks_uri\":
\"https://ehr.example.com/.well-known/jwks.json\",\"authorization_endpoint
\":\"https://ehr.example.com/auth/authorize\",\"token_endpoint\":\"https://
ehr.token.com/auth/token\",\"token_endpoint_auth_methods_supported\":
[\"client_secret_basic\",\"foo\"],\"grant_types_supported\":[\"client_credential
\",\"foo\"],\"registration_endpoint\":\"https://ehr.example.com/auth/
register\",\"scopes_supported\":[\"openId\",\"profile\",\"launch\"],
\"response_types_supported\":[\"code\"],\"management_endpoint\":\"https://
ehr.example.com/user/manage\",\"introspection_endpoint\":\"https://
ehr.example.com/user/introspect\",\"revocation_endpoint\":\"https://
ehr.example.com/user/revoke\",\'"code_challenge_methods_supported\":[\"S256\"],
\"capabilities\":[\"launch-ehr\",\"sso-openid-connect\",\"client-public\",
\"permission-v2\"]}"

}

iR AR LAERE lambda FIEIRET R, MFFMEF , FSBOAuth 2.0 EE,

ARFEELEE , BREBundle XA REFBRMEV R EPatient &R,

REEMHHVEREER

HE FHIR BRAF |, B LLURIEIETE x-amzn-healthlake-fhir-validation-level HTTP &8
RETERNBIBLR., HEBIBIEEY bundle AWFIERILMEHFEREE. AWS HealthLake
BRIZETHIRFBER

- strict : ERERBEFRNRERTRETHRE , NRRIERERE , BlA R HiK, ER WERR
B/ AWS HealthLake,
« structure-only : ERERIE R4 BT , ZREMSENRERE,

« minimal : RVBRBJER , ZHEL R4 KA, BS/OTENEERERMNEFEERSTE
BERES.

HERBREBEMENERTESHNEZEERNTHE , BIEESKRIMENRELANR. THER
T, ERBEFHATE Healthlake IFEWEM , UK LRLXK , MEGEEINIER KIS
OperationOutcome ER , MR :

{

REEMHHEREER 124



AWS HealthLake HBEABER

"resourceType": "Bundle",
"type": "batch-response",
"timestamp": "2025-08-25T22:58:48.8462873427",
"entry": [
{

"response": {
"status": "201",
"location": "Patient/195abc49-ba8e-4c8b-95c2-abc88fef7544/ history/1",
"etag": "W/\"I1\"",
"lastModified": "2025-08-25T722:58:48.8012454457",
"outcome": {

"resourceType": "OperationQutcome",
"issue": [
{
"severity": "error",
"code": "processing",
"details": {

"text": "FHIR resource in payload failed FHIR
validation rules."

1,
"diagnostics": "FHIR resource in payload failed FHIR
validation rules."

WA, AT HTTP EEEEESEE "truey MES :

x-amzn-healthlake-validation-issues : true

® Note
AAR  MRBRELHER , AL NARRSRIR R4 RBHEN T ERAERFER.
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HealthLake message Eif ASPEIREFIRM FHIR Bundle BREMN AR E, KX EBRARALEHS
EAEAERBRERECNER , fINRERERRMAMEEL ADT (Admission, Discharge, Transfer) £
%

/A Warning

L RE R EAHEN AWS IRF AFHEE , EAEEBIFNIT FHIRR4 AREERBETEM, £
RAEEMHZa , FFH4& AWS Support R EUABRIIRS

HEERERENTEEE

- AEEH FHR A )  F—EEHALARSEHMERMessageHeadery , ERRDE
Blrequest¥# , MessageHeader B4R E R EEE,

- HealthLake Processing : i%iff B 8% PUT R{EEREGEBEERER , SASE4EHRAMXEH,
ERgREIRE  TERFIPTASEERSETEM,

EERH

+ REHIHIT FHIR R4 LBKERERE
. BRZMEARSEEM

. RRBERMSE

. BEBEMIRS AHHE

AREHEBEH
{
"resourceType": "Bundle",
"type": "message",
"entry": [
{

"resource": {
"resourceType": '"MessageHeader",
"eventCoding": {

"system": "http://hl7.org/fhir/us/davinci-alerts/CodeSystem/
notification-event",
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"code": "notification-admit"
.
"focus": [{"reference": "Encounter/example-id"}]
}
},
{
"resource": {"resourceType": "Patient", "id": "example-id"}
.
{
"resource": {"resourceType": "Encounter", "id": "example-id"}
}

(® Note

BEERBEELFT , BREEBMER PUT REFEX—HK. IRFETEMN FHIR ASFERD
SETEURT K BERXZIALRENEE4AREFREAREBRRE.

FESEHRS

AWS HealthLake X #EIEFFBundleEH transaction , AIREIER RS 500 AERNRXH. EFR
RBRIFELSRFE , HealthLake EAEEBEATHIHETRIE , W7 AMEE#®H URL, o] LUERA I URL
R EARESHEECIE, E8E FHIR ERSEHER,

ARERERL RS

- BRERE-XZFPRXEIR 100 BER (ELZRH )
- BELBEEFESRIRETRFHEHERAREN,
- REEREERESREAENAREMEBEER,

/A Important

WMABEREERZ THE 90 R, EIt 90 XHE 2% , W3 URL TEBERER.
FHENES | EHARE RN EER.

L
X

EEET) =


https://hl7.org/fhir/async-bundle.html
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® Note

E&BundleF transactionBHHEXERZ 100 BAER , YEREARNEEREN, W
REERAE Prefer: respond-asyncREMIEN TR transactionEH#EIB 100 &
ERMBundlefE R | HealthLake & [E422 Unprocessable EntityiiiR. FERSE
EbatchTX&E BENEMH - ReL3ERAP R R BundleFHHE transaction ( &% 500 &R
).

RRFRLRS

EERXIRSRS , 55FE A Prefer: respond-asynciZBEEEPOSTEREZERERERE, E
HXEEBEE transaction, FRISERHEEbatchTZE BERNEH,

HealthLake EERRXEHEHFHITIHRERE . MRBERFERIN , HealthLake &EE HTTP 202 B#%
HhaEH3 URL Wcontent-locationE EZESE,

12X IERLBundleEHE transaction

1. #§POSTEHEREIAE HealthLake ERIFH[ELR 2.

POST https://healthlake.region.amazonaws.com/datastore/datastoreld/r4/

2. ERAEHEE BFHKER JSON AXtransaction,. ERUEFNEN , FRERFES

async-transaction. json.

s

{
"resourceType": "Bundle",
"type": "transaction",
"entry": [
{
"resource": {
"resourceType": "Patient",
"active": true,
"name": [
{
"use": "official",

"family": "Smith",
"given": ["Jane"]
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1,
"gender": "female",
"birthDate": "1990-01-15"

iy
"request": {
"method": "POST",

"url": "Patient"
}
},
{
"resource": {
"resourceType": "Observation",
"status": "final",
"code": {
"coding": [
{
"system": "http://loinc.org",
"code": "85354-9",
"display": "Blood pressure panel"
}
]
I
"subject": {
"reference": "urn:uuid:example-patient-id"
}
I
"request": {
"method": "POST",
"url": "Observation"
}
}

3. f#H Prefer: respond-asynciZIEEXFER, FHIRBundleXRZEEFEHAEBAWS HEXE 4
fRE FHIR &8 L/ SMART BIPOSTEE R, THRXBEAHIEAcurlew o5 TEETRE,

SigVv4

SigV4 & #

curl --request POST \
'https://healthlake.region.amazonaws.com/datastore/datastoreld/r4/"' \
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--aws-sigv4 'aws:amz:region:healthlake' \

--user "$AWS_ACCESS_KEY_ID:$AWS_SECRET_ACCESS_KEY" \
--header "x-amz-security-token:$AWS_SESSION_TOKEN" \
--header 'Accept: application/json' \

--header 'Prefer: respond-async' \

--data @async-transaction.json

SMART on FHIR

IdentityProviderConfiguration ERHEEM FHIR LA SMART REH A,

"AuthorizationStrategy": "SMART_ON_FHIR",

"FineGrainedAuthorizationEnabled": true,

"IdpLambdaArn": "arn:aws:lambda:your-region:your-account-id:function:your-
lambda-name",

"Metadata": "{\"issuer\":\"https://ehr.example.com\", \"jwks_uri\":
\"https://ehr.example.com/.well-known/jwks.json\",\"authorization_endpoint
\":\"https://ehr.example.com/auth/authorize\",\"token_endpoint\":\"https://
ehr.token.com/auth/token\",\"token_endpoint_auth_methods_supported\":
[\"client_secret_basic\",\"foo\"],\"grant_types_supported\":[\"client_credential
\",\"foo\"],\"registration_endpoint\":\"https://ehr.example.com/auth/
register\",\"scopes_supported\":[\"openId\",\"profile\",\"launch\"],
\"response_types_supported\":[\"code\"],\"management_endpoint\":\"https://
ehr.example.com/user/manage\",\"introspection_endpoint\":\"https://
ehr.example.com/user/introspect\",\"revocation_endpoint\":\"https://
ehr.example.com/user/revoke\",\"code_challenge_methods_supported\":[\"S256\"],
\"capabilities\":[\"launch-ehr\",\"sso-openid-connect\",\"client-public\",
\"permission-v2\"]}"

}

B AW UE R lambda EEIRET A, MFEFMER , F2EOAuth 2.0 EE,

4. FINREXRE , FARSEEE HTTP 202 2#%., content-location EEZEHEIEEWHE URL,
[ fE R X2 OperationOutcome &R,

HTTP/1.1 202 Accepted
content-location: https://healthlake.region.amazonaws.com/datastore/datastoreld/xt4/
Transaction/transactionId

"resourceType": "OperationQutcome",
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"issue": [
{
"severity": "information",
"code": "informational",
"diagnostics": "Submitted Asynchronous Bundle Transaction",

"location": [
"https://healthlake.region.amazonaws.com/datastore/datastoreld/r4/
Transaction/transactionId"

]
}
]
}

BRIIFELERFZ 2% , FEHAcontent-locationEEEEFWEHH URL RBERXZREE, BGETH
REEZ#WH URL,

(® Note

HREA FHIR B9 SMART EXfFHE , REFFLAEEETransaction&EREE M readsF
A, FHEWBR BREE, WFE FHIR EEK SMART & , 5528 HealthLake ZEH
FHIR OAuth 2.0 £ [E £/ SMART,

HGETRREEEEHH URL, THEHIFER curldsy I E,
SigV4

SigV4 21

curl --request GET \
'https://healthlake.region.amazonaws.com/datastore/datastoreld/xt4/
Transaction/transactionId' \
--aws-sigv4 'aws:amz:region:healthlake' \
--user "$AWS_ACCESS_KEY_ID:$AWS_SECRET_ACCESS_KEY" \
--header "x-amz-security-token:$AWS_SESSION_TOKEN" \
--header 'Accept: application/json'

EEET) =
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SMART on FHIR

FHIR R# L# SMART, REFZAFHEEZSTransactionERER N readsFdl,

curl --request GET \
'https://healthlake.region.amazonaws.com/datastore/datastoreld/x4/
Transaction/transactionId' \
--header 'Authorization: Bearer $SMART_ACCESS_TOKEN' \
--header 'Accept: application/json'

TRRPATENELE,
T 5 B FE X HS
HTTP k& EE S
202 B R5EHATS OperationOutcome EABZE "SUBMITTE
D"
202 BESZ FERERS OperationOutcome fEAFE "IN_PROGR
ESS"
200 OK REEHINTR Bundle £/ ¥ # transaction-respon
se
Axx/5%x R KH OperationOutcome S#EERFFMMES

THIgEFIE RS EEREE,

EFATINRE (202)

"resourceType": "OperationOutcome",
"id": "transactionId",
"issue": [
{
"severity": "information",
"code": "informational",
"diagnostics": "SUBMITTED"
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}

RSB ERE (202)

{
"resourceType": "OperationQutcome",
"id": "transactionId",
"issue": [
{
"severity": "information",
"code": "informational",
"diagnostics": "IN_PROGRESS"
}
]
}
RHEE/K (200)
{
"resourceType": "Bundle",
"type": "transaction-response",
"entry": [
{
"response": {
"status": "201",
"location": "Patient/example-id/_history/1",
"etag": "W/\"I1\"",
"lastModified": "2024-01-15T10:30:00.000Z"
}
1,
{
"response": {
"status": "201",
"location": "Observation/example-id/_history/1",
"etag": "W/\"I1\"",
"lastModified": "2024-01-15T10:30:00.000Z"
}
}
]

FRAFXH

133



AWS HealthLake HBEABER

}

R 5 K (4xx/5xx)

{
"resourceType": "OperationQutcome",
"issue": [

{
"severity": "error",
"code": "exception",
"diagnostics": "Transaction failed: conflict detected on resource Patient/
example-id"
}
]
}
BRI EF

BFRNWIER S EHtransactionBHATS , EFEUBRIEWIRRIEFEE, HealthLake SR IER A
RENRBEEERFRELEE,

/A Important

ENRBRERIEFEENR S, Fl, WREFELF 10 00 BXKF A, EELESF 10 : 01
RXXZ B, AIXE B ARREERS A ZHITTH. HENEBARENXRS !

« EIout-of-orderse Ho
- AWM URL BIEMBERS,
- MRBWEARVGIEFREE , FEFEERAESXBHRIER.

B RE M PRIR

THEBENERREBHARIFERL RS

FESRZE R
[0 Value CIE:E:
BEFRLZRZNHEIRER 500 -
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[i-E] Value Bk
BEAENEFEHENTEERS LR 500 =

- EESREZEHA TEZNHMEE API EZER $|Service Quotas,
- WX FAREERE FHIR BRAVER (GET) IRELAHERBIM API EER &,
- MREINFEXRZRE , RBRERXSEOER , EBEXRZFTERBLE,

SRR IR

HR "G BN, EHPEENRE FHR ERFEEEARTRE, REPHNAMBEERBLEAK
Y, RREAP T EREEMERE.

RO AMERER : HealthLake FHEEMIBREER | AN EELIE R @AY ER,

HealthLake ERXEBREBEENS , YEXZHATIIZ RS EEEHESE., BREFB[RTIEENK

M FHIR ERERFHER. TXENEFRER, HiB 500 ERERS , URBEMXEGHFER
Prefer: respond-asyncifZ#H., MRESEFNERFRENFEERZ RS , HealthLake EEE
ThrottlingException., BAERRERE , XKIKTFHEATI,

REHR

BEEREEXRBHEAGTIERELE  WEBHH URL ELE, EXERERZER , Hbh 3 —EREBK
TEBRRXZ—HoMNER , UREEENEZRLEMRSIFER, BEREERT , REPNERTHET
FMEREE, B URL A& EOperationOutcome EEEERFFMEAN

fiBR FHIR &R

FHIR delete EEIE# HealthLake ERIEHEBKREEN FHIR B, MEFMENA ,
R4 RESTful APl X#rdelete®H ,

FEZHE FHIR

fiBR FHIR &R

1. W% HealthLake region#l datastoreld B, MEFMEF , FSRNEEREHRES .

I B R 135


https://hl7.org/fhir/R4/http.html#delete

AWS HealthLake HBEABER

2. JREResourceZEfMBREY FHIR |HE K WWEMBBNiIdE, NEFHMEEN , FSEEREL,

3. £ HealthLake regionfl MWK EEREEFE RN URLdatastoreld, EREE FHIR
Resource B R HMEBEBIH id. BEAE THIEFPRREME URL B , BRI EERIRME.

DELETE https://healthlake.region.amazonaws.com/datastore/datastoreld/r4/Resource/id

4. 8% FR. FHIR delete HEIEAEHAWS S5 4 IRk FHIR BH L SMART MDELETER
Ko THlcurl#EHI R’ HealthLake ERIFHERBRIEEMN FHIR Patient EiR. EERGEME
g0, EERBEERKRE,

SigVv4

SigV4 Z#

curl --request DELETE \
'https://healthlake.region.amazonaws.com/datastore/datastorelId/r4/Patient/id’
\

--aws-sigv4 'aws:amz:region:healthlake' \

--user "$AWS_ACCESS_KEY_ID:$AWS_SECRET_ACCESS_KEY" \
--header "x-amz-security-token:$AWS_SESSION_TOKEN" \
--header 'Accept: application/json'

RIPRES =M 204 HTTP AREERE , FESR 2 # HealthLake BRI FHERRBBRER, MEMKRSE
REB , BN EIL00—FRF HTTP AREEHE | IS HHEREABMWER,

SMART on FHIR

IdentityProviderConfiguration E##EAK FHIR L& SMART RE&H|,

"AuthorizationStrategy": "SMART_ON_FHIR",

"FineGrainedAuthorizationEnabled": true,

"IdpLambdaArn": "arn:aws:lambda:your-region:your-account-id:function:your-
lambda-name",

"Metadata": "{\"issuer\":\"https://ehr.example.com\", \"jwks_uri\":
\"https://ehr.example.com/.well-known/jwks.json\",\"authorization_endpoint
\":\"https://ehr.example.com/auth/authorize\",\"token_endpoint\":\"https://
ehr.token.com/auth/token\",\"token_endpoint_auth_methods_supported\":
[\"client_secret_basic\",\"foo\"],\"grant_types_supported\":[\"client_credential
\",\"foo\"],\"registration_endpoint\":\"https://ehr.example.com/auth/
register\",\"scopes_supported\":[\"openId\",\"profile\",\"launch\"],
\"response_types_supported\":[\"code\"],\"management_endpoint\":\"https://
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ehr.example.com/user/manage\",\"introspection_endpoint\":\"https://
ehr.example.com/user/introspect\",\"revocation_endpoint\":\"https://
ehr.example.com/user/revoke\",\"code_challenge_methods_supported\":[\"S256\"],
\"capabilities\":[\"launch-ehr\",\"sso-openid-connect\",\"client-public\",
\"permission-v2\"]}"

}

B AR LAERME lambda FIEIRET A, MEFHMER , FSBOAuth 2.0 EE,
AWS Console

1. B A HealthLake F# & LW TEHEH,
2. T EHREERT , EITTIEE,

- EREFHEID— BEERENRE ID UEEEHTH,
- BHEHEE — #EF Delete,

- EREE — EEEMRRN FHIR EREZ,

- ER ID—#A FHIR R ID,

3. 32 Run query (FI1T&#).

RIBARAMER FHIR EJR
EETMERE FHR ¥R 1D , BEALEMRZERNEMBIEAS , FEXMBEER.

R MR AT R AR IBE SR MIERE FHIR ID MBRREER. ERRFEEMBRFBRE , ©86&
REREENRELSEHTES  UENFRNE—ES ID,

R XM EREERES R

A ARER NV BIMEBUR R R EI Z D MERFIRE

1. REMANER  ARSFER - RBBRALEEDE (404 KRBT FENEIR , 204 HAFEMEBREIR
HRR )

2. —EMERFIRE : ARBFE BRI ERAT —ARMER
3. ZEMRFIRE : BE 412 SRR RMEER |, HHRAFIRAIRGT5HREME

FHIR B9 {54 =X M BR 137
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5] FE R 51
AWS HealthLake {# A LA T B FEAE = B2 2 1R 44 =\ M BRI 1E

R RV R1E

- EENESEERIBIIE—EATPERE , RRSETKMBREER 204 BAS , FREGEZEMBR
BE—B

LA ID BE R R4 X M BR

BRI id MEMSBE (createdAt, tagsl _lastUpdated) 1T 44 = MEREF

- 204 BMARA  ERCMBR

o RFE 404 : BREFEFE

« 409 &R : ID HHAF , BEHMBHETHER

Non-ID-Based & = il Bx

id REM REMA createdAt., tagsl LA SEEF_lastUpdated :

« HAE| 404  HWAFARFEE

FHRIER

BERFIEEE 412 BRFRERKRELE

- ZREFRTEENESKE (RETHER)
« ¥EEC £F ETag HRERFAVMRAESR If-Match
- ERSNMREEHREERENR

B T 45 A =X T BR 9 8 451

THIE 5 S RIRIS E R ERE BER

DELETE https://healthlake.region.amazonaws.com/datastore/datastoreld/r4/Patient?
name=peter&birthdate=2000-01-01&phone=1234567890

FHIR B9 {54 =X M BR 138



AWS HealthLake HBEABER

HFEREMBFHEEER 4

- ZHWBA "peter,
- HEBHR 20001 A 1H
- EFEREA 1234567890

REEK

1. EARENESEERESZEAREE |, WL 412 §E3R.
2. FEREWTIBERE , FFEBEMRKZEEH ETag £,
3. HEMEEERCE
- HR 404 . BELHRSENE
- R 412 BIRHEERSERRAFR
4. EBFESAHTRRETNKEER , EPUREETRSNMRREFE BB RER,

REMAAT

AWS HealthLake %2 FHIR POSTER/ENZEML €8  REBANKE | UBERARERE BN ER
STEM, BBEFREETEE—FH UUID EAEEHLSR K BEEREREABRSXTURBEEFHIR E
FRREY—X , IEESRERIBERBEHERNBER T L2 Mit,

LR RERERBRARRBIEE  DAEENERCHETREEXBENRR, ERIERELHH
RAERSFEMEMHNFERE |, HealthLake EEEFRHER , MARBLERNER, fl , EsEE

EEREBNERE  AREA/REFREE, FAFELER TR HealthLake #FER —E , @

FAREBREEREENRAFREAENREHAEEER,

BiF

POST /<baseURL>/Patient
x-amz-fhir-idempotency-key: 123e4567-e89b-12d3-a456-426614174000
{

"resourceType": "Patient",

"name": [...]
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}

(=] FE 2= 51

E—EER ( BEII 201)

- ERIBIFER

- BIETEEIRID
EEER (400 BR)

- EREMRERNERLEEES

- EENRBER

. REBIFNWER
B|WEER (400 BEEMMFER )

- X EEERA UUID

o ROUERN

REE

- BEEFERELELEM -/ UUID

- BESERSIBUERES

- FRA-BNEEEN  BEER UUID v4
- EREBERENNAFPHRERERNFEE

(® Note
HRTFEBRENEREND L ESERCENERRBRARER , LURBIER.

AWS HealthLake F# ETag

AWS HealthLake £/ ETags % FHIR ERFERLH LTS , RETENEFIREER A TS XM
HEERN B, ETag RRAREFRBFERANHE—ZBF , 7ER HTTP BEHEMAREAEFIRK, B
MRIENERE , EAERRNTUFEA ETags R LENBENRAERNTEMY , AHREEFEEY
TEHNERT.
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FMBABER

BEEH

// Initial Read

GET /fhir/Patient/123
Response:

ETag: w/"1"

// Update with If-Match
PUT /fhir/Patient/123
If-Match: w/"1"
{resource content}

// Create with If-None-Match

PUT /fhir/Patient/123

If-None-Match: *

{resource content}

// Succeeds only if resource doesn't exist
// Fails with 412 if resource exists

Bl FE 2= 51

ERMER N (200 OK = 204 No Content)
- ETag fF& B HEIARA
- BESWEET

FRAETR (412 SRR KB )
 ETag 22 B BIMRATHERF
- EREFUUB L ERIEKX

RIEEK

- EFIEEHAMMERRIES TS ETags

- BEREMATHRNESBE

£/ If-None-Match : * &7~ create-if-not-exists 4
& —ERE ETag FTEE

LW TEHREAREEERRRENNTELEREER

MEERNRER,

, EHREERZEEAEIRKFIRME R

AWS HealthLake ##J ETag
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£ ## £ FHIR &R AWS HealthLake

£ FHIR searchE& , Rif— LEHRIEH1E HealthLake EREFEHEFES —#H FHIR EiR, &AM
£ GET=X POSTEERR#HITsearchEH, ¥TEA,*/F&1IA%ﬁ%kEJ§aH (PII) RZREEREF (PHI)
WiES K BEMFEAPOSTER , BA Pl # PHI S AR R — , S E g,

(® Note

AEFHRH FHIR searchEB 211 HL7 FHIR R4 BN EBERBERTHEMEE, ARE
£ HL7 FHIR RN R , BT E%EBE AWS CLI #1 AWS SDKsiEft, tNEFHMEN , FS
B FHIR R4 RESTful APl Xffsearch®® .

HealthLake X FHIR R4 S 28N TE£, NEFMEN , 52 B HealthLake By FHIR R4 £ 52
B,

IE
- £/ GET #& FHIR BiR
- A POST #£& FHIR BR
- FHR & —¥H4ER

A GET #£ FHIR BJR

O LAME R GET 55k KB & HealthLake ERHMEHIE. FH BGET , HealthLake X ERHIE S 21
AURLH—ED , EFRXEMARRAXN —E0, MEFMER , 552 B HealthLake BY FHIR R4
ES28,

® Important (2 E)

HRIREAGDEBER (PI) RZ {%E%#ﬁﬁéﬂ (PHI)EI’J?EE'? ZEREEKEMEH POST
5k, @A P A PH S8 ABRAIH — , WHEERHPNE, WEFHER , B2
BA{EA POST #5 FHIR &R

LUTRFEMmZEZMFER GETE S HealthLake ERZHIER EHI,
£ # 2 HealthLake EXFHIE GET
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nl‘-H-

1. Y& HealthLake region#l datastoreld B, MEFEFMEF , FSBRNESERTHEBM,
2. REEESHNFHRERER K WWEHBBNiIJE. WFEFAEF A FS2REREE,

3. f{#H HealthLake regionfl KN EEREEFE RN URLdatastoreld,. EREE FHIR
Resource HENZENES2H, BEEETIEHHPBREME URL BB , FRBHEERIZHE,

GET https://healthlake.region.amazonaws.com/datastore/datastorelId/r4/Resource{?
[parameters]{&_ format=[mime-type]}}

4. fEH AWS Signature % 4 iR= FHIR L& SMART REEIXGETFE R, T¥lcurl&Efl2EE
HealthLake ERFHEFHWPatientEREHY ., ZFEMARELS , BHEBHEERIRH.

Sigv4
Sigv4 &g

curl --request GET \
'https://healthlake.region.amazonaws.com/datastore/datastoreld/r4/Patient?
_total=accurate' \
--aws-sigv4 'aws:amz:region:healthlake' \
--user "$AWS_ACCESS_KEY_ID:$AWS_SECRET_ACCESS_KEY" \
--header "x-amz-security-token:$AWS_SESSION_TOKEN" \
--header 'Accept: application/json'

SMART on FHIR

IdentityProviderConfiguration ERHEEM FHIR LH SMART RIEZHI,

"AuthorizationStrategy": "SMART_ON_FHIR",

"FineGrainedAuthorizationEnabled": true,

"IdpLambdaArn": "arn:aws:lambda:your-region:your-account-id:function:your-
lambda-name",

"Metadata": "{\"issuer\":\"https://ehr.example.com\", \"jwks_uri\":
\"https://ehr.example.com/.well-known/jwks.json\",\"authorization_endpoint
\":\"https://ehr.example.com/auth/authorize\",\"token_endpoint\":\"https://
ehr.token.com/auth/token\",\"token_endpoint_auth_methods_supported\":
[\"client_secret_basic\",\"foo\"],\"grant_types_supported\":[\"client_credential
\",\"foo\"],\"registration_endpoint\":\"https://ehr.example.com/auth/
register\",\"scopes_supported\":[\"openId\",\"profile\",\"launch\"],
\"response_types_supported\":[\"code\"],\"management_endpoint\":\"https://
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ehr.example.com/user/manage\",\"introspection_endpoint\":\"https://
ehr.example.com/user/introspect\",\"revocation_endpoint\":\"https://
ehr.example.com/user/revoke\",\"code_challenge_methods_supported\":[\"S256\"],
\"capabilities\":[\"launch-ehr\",\"sso-openid-connect\",\"client-public\",
\"permission-v2\"]}"

}

B AN LAERE lambda FIERET A, MEFEFHMER , FSBOAuth 2.0 EE,
AWS Console

@ Note
HealthLake =2 A E X & Sigv4 R#E, EiB AWS CLI # AWS SDKs & FHIR L£#Y
SMART R,

1. & A HealthLake & LW ETEHEM,
2. TEHREERT , EITTIEE,

- BRTFHE ID— ZEEERERE ID UEEEAFH,

- EFHEE — 18I Search with GET,

- BREE — ZEEEESMN FHIR EREE,

- BE2Y — ERESZ2HIRESSHES  BENEREPERERHE L.

3. i#4Z Run query (B11T£#).

ghl : FEH GET #£&

THREIERRUER BSEFE FHR BREENEPIGET, ELHEHIRELMAEFF R URLsHIEER
=3 8

@ Note
HealthLake £ &{E X & Sigv4 R#, EIB AWS CLI #1 AWS SDKs & FHIR £& SMART
HealthLake & FHIR R4 S SN F&, NFEFHMEER , FSRESSE,

GET £ S/l 144
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Patient (age)

HAFHTZ FHIR PEXNEREE , BHENAPatientEREEDHN TR, E£RATIIEH
£/ birthDate TEMeqiE S LB RHPatient ERBEERRHGETU SEBRNESFR , LIES
1997 FHAENME A

GET https://healthlake.region.amazonaws.com/datastore/datastoreld/r4/Patient?
birthdate=eql1997

Condition

FEATSEHE ConditionERERIRHGETHE R, BE S HealthLake ERFREFSKRTE
SNOMED B &4 72892002 , HE®EE A Normal pregnancy,

GET https://healthlake.region.amazonaws.com/datastore/datastorelId/r4/Condition?
code=72892002

DocumentationReference

THEH REBIMMEH EEHEKERDEN Patient() M BRI amoxicillin AR |
fEDocumentReferenceEREE LB T GETHE K,

GET https://healthlake.region.amazonaws.com/datastore/datastoreld/x4/
DocumentReference?_lastUpdated=1e2021-12-19&infer-icdl@cm-entity-text-concept-
score;=streptococcal|0.6&infer-rxnorm-entity-text-concept-score=Amoxicillin|@.8

Location

FEATHEFE LocationERBEHEIBHGETHER, TH#ESZSEH I HealthLake EREHREFZE
WHEEE T EEA I —oNAE,

GET https://healthlake.region.amazonaws.com/datastore/datastorelId/r4/Location?
address=boston

Observation

FERATYEH |, ¥ Observation ERERIZHGETI AERNESEHER, ESFEHvalue-
conceptESLHRESKERNE 266919005 , HEHEFEA Never smoker,

GET https://healthlake.region.amazonaws.com/datastore/datastorelId/r4/0Observation?
value-concept=266919005
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£/ POST # £ FHIR EJR

O LA FHIR searchBE 882 POST 585K 2K & HealthLake EREKE, £
BE¥POST , HealthLake 28 URL i@ RANHHIESSY  BEREEIEE—BERPEARME,

® Important (EE)

BRI REAGDEINER (PI) E jzﬂﬁ%%aﬁﬁﬁﬂ (PH) WES K ZeHREEBSER POST
=R, @A P PH 58 AB RN — , WA FER N,

UTREFAEE#EH FHIR R4 B searchHEEPOSTHIE & HealthLake BRI ZH R A ETH], Z LE&THI
NEIIN{AIE JSON B RAXHIEEESSE,

£/ # 2 HealthLake EXREH[E POST

1. W% HealthLake regionfl datastoreld B, MEFMEF , FSEANEEREHEB 4,
2. REEESHNFHRERER K WWEHBBNiIJE. WEFHER A FSREREE,

3. f£A HealthLake regionfl WUEEREEFE RN URLdatastoreld, BRI E FHIR
ResourceHH M _searchEE., FEXE NHEHFREEME URL BT , FHBEERIZE.

POST https://healthlake.region.amazonaws.com/datastore/datastorelId/x4/Resource/
_search

4. AFEREE ISON AN , EEEHSH FHIRER., ERUEFNEN , £i5E
SZ0bservation&R , MEREABBENEE, EEEECERNABARE Never smoker
$57E JSON FERAXvalue-concept=266919005+H & E . fEFERS search-
observation.json,

value-concept=266919005

5. &% R, FHIR searchEEfEAGETFHERZEE AWS Signature £ 4 ik= FHIR £# SMART #%
.

(® Note

EPOSTRERAXHFEAESSHIRLAERE ,
x-www-form-urlencodedf s EEHN —IB2 .

#EfEA Content-Type: application/
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THlcurl&flSet¥ Observation EREREH POST HiBEFER, ERMEAHvalue-
conceptBEZHRK S, 26691900515 HE HNWEREXNBNever smoker, BEERRE(EE
Bl BEBEEREE,

SigV4

SigV4 #Z1

curl --request POST \

'https://healthlake.region.amazonaws.com/datastore/datastorelId/r4/0bservation/
_search' \

--aws-sigv4 'aws:amz:region:healthlake' \

--user "$AWS_ACCESS_KEY_ID:$AWS_SECRET_ACCESS_KEY" \

--header "x-amz-security-token:$AWS_SESSION_TOKEN" \

--header "Content-Type: application/x-www-form-urlencoded"

--header "Accept: application/json"

--data @search-observation.json

SMART on FHIR

IdentityProviderConfiguration ERHEEM FHIR LA SMART RIEZ A,

"AuthorizationStrategy": "SMART_ON_FHIR",

"FineGrainedAuthorizationEnabled": true,

"IdpLambdaArn": "arn:aws:lambda:your-region:your-account-id:function:your-
lambda-name",

"Metadata": "{\"issuer\":\"https://ehr.example.com\", \"jwks_uri\":
\"https://ehr.example.com/.well-known/jwks.json\",\"authorization_endpoint
\":\"https://ehr.example.com/auth/authorize\",\"token_endpoint\":\"https://
ehr.token.com/auth/token\",\"token_endpoint_auth_methods_supported\":
[\"client_secret_basic\",\"foo\"],\"grant_types_supported\":[\"client_credential
\",\"foo\"],\"registration_endpoint\":\"https://ehr.example.com/auth/
register\",\"scopes_supported\":[\"openId\",\"profile\",\"launch\"],
\"response_types_supported\":[\"code\"],\"management_endpoint\":\"https://
ehr.example.com/user/manage\",\"introspection_endpoint\":\"https://
ehr.example.com/user/introspect\",\"revocation_endpoint\":\"https://
ehr.example.com/user/revoke\",\"code_challenge_methods_supported\":[\"S256\"],
\'"capabilities\":[\"launch-ehr\",\"sso-openid-connect\",\"client-public\",
\"permission-v2\"]}"
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}

iR AL RE lambda FIEIRET A, MFFMEES , FSEOAuth 2.0 EE,

Pl : R POST #&

THRSIEZERREEFER EEBE FHIR EREENWEFIPOST, ELEHHIREWMNAE URLsHIEER

® Note

HealthLake & E %2 Sigv4 2#, AWS CLI #1 AWS SDKs %1 FHIR L# SMART 2
8

HealthLake X FHIR R4 S22 8N T&, MEFHMEN , F2

\)ﬂ

B2 S

J“lll

28 ¥

Patient (age)
HRAFHIR FHR PERNERER , B APatientBRERPWN tE, FATIEH ,

¥ Patient EREHEEHPOSTUH AERNESHER, THESHPIFEHeqESLHLEERES
1997 EHAERE A

POST https://healthlake.region.amazonaws.com/datastore/datastoreld/r4/Patient/
_search

EEERSPEEFHN 1997 , FETITEFTEEFRA,
birthdate=eql1997

Condition

FATHEEHEConditionE REEIBHPOSTER, HIEESE 21K HealthLake EREREHRSE
BEARIE WL E72892002,

IERAREERR URL MFBERA, LATREFR URL EH),

POST https://healthlake.region.amazonaws.com/datastore/datastoreId/r4/Condition/
_search
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FEEELERSNERAR T3 JSON TEIMBEFRA

code=72892002
DocumentReference

% E&EF HealthLake £DocumentReference&EREH FIRHPOSTEREBNESBEARESREE
(NLP) &R , FI T A A B HER,

POST https://healthlake.region.amazonaws.com/datastore/datastoreld/r4/
DocumentReference/_search

EEEEESEZMWDocumentReference B 28 Y , T80 BES2HEE, THEHFHEEAZE
ESSRESHNELES NLP &3R8 Amazon Comprehend Medical API #24E,

_lastUpdated=1e2021-12-19&infer-icdl@cm-entity-text-concept-score;=streptococcal]
0.6&infer-rxnorm-entity-text-concept-score=Amoxicillin|@.8

Location

FERATHEFE LocationERERIEHPOSTIER, EHSEH K, HealthLake EREHEHEZE
&% Boston Attt —Epr B,

BB REEFR URL MFBERA, ATRFER URL H9£EH,

POST https://healthlake.region.amazonaws.com/datastore/datastorelId/r4/Location/
_search

EFEx#ESBostonFEE , FHE T ARNHBEFRAX :
address=Boston

Observation

FEATYIEH] , ¥ Observation BREAEIZHPOSTI AEBRNESHER, #SEMEMvalue-
conceptE 2B HKS#,266919005% H HEEEXBENever smoker,

POST https://healthlake.region.amazonaws.com/datastore/datastorelId/r4/0bservation/
_search
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EEREEMRE | 551 JSON WX value-concept=266919005F 5% E Never smoker o

value-concept=266919005

FHIR £ & — 34 Bk

AWS HealthLake HI# & 35|72 SEARCH #R1EPOSTHI GETH S —HMER LB, ERASK—H
t, MREFBFENESREIERHN , BREERGHBRERN N1 RAE , BEERSIERTHR L.

AWS HealthLake HREQE BN —HMERHBERERNITRED, ARAETUEE "BR -
My, ERERITAR BB, . B—BUEATFEERERSRKRIEN2ERN N-1 REER
TEEBERERY, ETARNFERSXRSIENERTR , GBRPNEEMEERNEARS, EF A
LAMEHR x-amz-fhir-history-consistency-level FEREBEZHILITA,

—BMHER
BN — B

x-amz-fhir-history-consistency-level: strong REABEFMEMETNEE , BiF8
HEESXRIENNREHK. ELFTECENRINEESERE , FEALEE,

R — B

x-amz-fhir-history-consistency-level: eventual REAEBEEERIESESIEH
MEc#k. MREREE—BHERER , AL AFERTR.

{55 A€ 41
1. BEHERE:

POST <baseURL>/Patient
Content-Type: application/fhir+json
x-amz-fhir-history-consistency-level: strong

{
"resourceType": "Patient",
Ilidll: Il123ll’
"meta": {

"profile": ["http://hl7.0rg/fhir/us/core/StructureDefinition/us-core-patient"]
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},
"identifier": [
{
"system": "http://example.org/identifiers",
"value": "123"
}
1,
"active": true,
"name": [
{

"family": "Smith",
"given": ["John"]
}
1,

"gender": "male",
"birthDate": "1970-01-01"

3
2. %EES

GET <baseURL>/Patient?_id=123

REE®
- EEBEVHESREEFNDRE  BEABAN K

- SFHAISTRETEEN —REMER KK -3
- ZERVHT REMBERELE HVES

(® Note
—HMEBRREERECENERERSERTHENEE , EfeREERNERRT.
#&MAx-amz-fhir-history-consistency-level BHERES 'strong EFESEERNE
ABEFRA MG,

IR EBRARERARERERHNERTFRE (£2024 F£10 A 25 AZREVHNMEE
REFHREREAMA ) .
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FH EH FHIR ¥ AWS HealthLake

£ JR4E AWS HealthLake E)fEREE), #AMFIH FHIR BHER. ERSUEELERIEA TS,
FERIFZEHERSLFIFO (kL ) FRRE, LAUGRBEHRELER & , BEBHEAT.
MREEET , EREHEATI, GEREERERSETRRI, R/ EHHMER FHIR BIR.

® Note

BB AT LU FHIR R4 $exporti®EH# HealthLake ERIZHEE L FHIR EXl, MEFME
;A , ESREA FHIR [EH HealthLake EX $export,

ES -]

- & FHIR EHER

- B8 FHIR EHEHEM
« 5| FHIR [EHER

BB FHIR (& 2T

A % HealthLake BB ZHIEStartFHIRExportJobEkE FHIR BH{ER. THIThaERES AWS
EEFES T AWS SDKs B AWS CLI Ml BB HIRF. MEFMEF , 5528 AWS HealthLake
APl 2Z /) StartFHIRExportJob,

Q® EE
HealthLake X EEARBEEREER TN FHIR R4 H1&, EIt , FAEEEREE R HELL
FHIR R4 & [EH.
B E FHIR E HER

BARER 7 EUR 172 E B FREE AWS HealthLake,
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AWS CLI # SDKs

CLI
AWS CLI
(8 FHIR [EH/EHE
T5lstart-fhir-export-job#8HI/RE AR AWS HealthLake X&) FHIR E HE#,
aws healthlake start-fhir-export-job \
--output-data-config '{"S3Configuration": {"S3Uri'":"s3://(Bucket Name)/
(Prefix Name)/","KmsKeyId":"arn:aws:kms:us-east-1:012345678910:key/d330e7fc-
b56c-4216-a250-f4c43ef46e83"}}' \
--datastore-id (Data store ID) \
--data-access-role-arn arn:aws:iam: : (AWS Account ID):role/(Role Name)
L7 i
{
"Datastoreld": "(Data store ID)",
"JobStatus": "SUBMITTED",
"JobId": "9b9a51943afaedd@a8c@c26c49135a31"
}
MEHME, , 528 (AWS HealthLake BIZ A SIER) HH# FHIR SR FHERE HEE,
- W% API F¥IEF , 5528 (AWS CLI s 52#&) F# StartFHIRExportJob,
Python

EAR Python B SDK (Boto3)

@classmethod
def from_client(cls) -> "HealthLakeWrapper":
Creates a HealthLakeWrapper instance with a default AWS HealthLake
client.

:return: An instance of HealthLakeWrapper initialized with the default
HealthLake client.

health_lake_client = boto3.client("healthlake")
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return cls(health_lake_client)

def start_fhir_export_job(
self,
job_name: str,
datastore_id: str,
output_s3_uri: str,
kms_key_id: str,
data_access_role_arn: str,
) -> dict[str, str]:
Starts a HealthLake export job.
:param job_name: The export job name.
:param datastore_id: The data store ID.
:param output_s3_uri: The output S3 URI.
:param kms_key_id: The KMS key ID associated with the output S3 bucket.
:param data_access_role_arn: The data access role ARN.
:return: The export job.
try:
response = self.health_lake_client.start_fhir_export_job(
OutputDataConfig={
"S3Configuration": {"S3Uri": output_s3_uri, "KmsKeyId":

kms_key_id}
I
DataAccessRoleArn=data_access_role_arn,
DatastoreId=datastore_id,
JobName=job_name,
)

return response
except ClientError as err:
logger.exception(
"Couldn't start export job. Here's why %s",
err.response["Error"]["Message"],
)

raise

- W API FMEF , 528 (AWS SDK for Python (Boto3) API 2&) H#)
StartFHIRExportJob,
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(@ Note
GitHub LR EZ &, SHTEEHH| , I 7T HEMNAE AWS BXBEHFREFEPRE
M#ITo
SAP ABAP

EAR SAP ABAP NREEH

® Note
GitHub LR E X & 6], SHTEEH , I 7HRUME AWS BRI HIFEFEPRE
M#ITo
TRY.
" iv_job_name = 'MyExportJob'
" iv_output_s3_uri = 's3://my-bucket/export/output/’
" iv_kms_key_id = 'arn:aws:kms:us-
east-1:123456789012:key/12345678-1234-1234-1234-123456789012"'
" jv_data_access_role_arn = 'arn:aws:iam::123456789012:role/
HealthLakeExportRole'

oo_result = lo_hll->startfhirexportjob(
iv_jobname = iv_job_name
io_outputdataconfig = NEW /awsl/cl_hlloutputdataconfig(
io_s3configuration = NEW /awsl/cl_hlls3configuration(
iv_s3uri = iv_output_s3_uri
iv_kmskeyid = iv_kms_key_id
)
)
iv_dataaccessrolearn = iv_data_access_role_arn
iv_datastoreid = iv_datastore_id
).
DATA(1lv_job_id) = oo_result->get_jobid( ).
MESSAGE |Export job started with ID { 1lv_job_id }.| TYPE 'I'.
CATCH /awsl/cx_hllvalidationex INTO DATA(lo_validation_ex).
DATA(1lv_error) = |Validation error: { lo_validation_ex->av_err_code }-
{ lo_validation_ex->av_err_msg }]|.
MESSAGE lv_error TYPE 'I'.
RAISE EXCEPTION lo_validation_ex.
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CATCH /awsl/cx_hllthrottlingex INTO DATA(lo_throttling_ex).
lv_error = |Throttling error: { lo_throttling_ex->av_err_code }-
{ lo_throttling_ex->av_err_msg }]|.
MESSAGE 1lv_error TYPE 'I'.
RAISE EXCEPTION lo_throttling_ex.
CATCH /awsl/cx_hllaccessdeniedex INTO DATA(lo_access_ex).
lv_error = |Access denied: { lo_access_ex->av_err_code }-{ lo_access_ex-
>av_err_msg }]|.
MESSAGE lv_error TYPE 'I'.
RAISE EXCEPTION lo_access_ex.
ENDTRY.

- WIE API BT , 2 E CGERAM AWS SAP ABAP B SDK APl 2#) dify
StartFHIRExportJob,

© A
RABFENANEE 2 EALEELANEEEDEEEERERE B,

AWS =7

1. & A HealthLake £## & LW EREFEHREERH,
2. BEEBHEHE.,
3. E#IZE Export (BEH),

BEE tH T B BN B Ko
4. HBHERERT K WATIER:

« Amazon S3 F i HE R E
o BHEES

5, EFEFITERT  BRECRREAN IAMEBEBAE  REXALLEBIERPENAE , &
BEY IAM AR,

6. EEFEFMMKER,

FREDFE AT 156


https://docs.aws.amazon.com/sdk-for-sap-abap/v1/api/latest/index.html
https://console.aws.amazon.com/healthlake/home#/list-datastores

AWS HealthLake HBEABER

® Note

EELHEE  ZEFARRRERE ENERER ID. BTGER JobIDRFERER EHE
B AWS CLI, MFEFMEF , FF2EEUS FHIR EHEB B,

S FHIR EHEKE M

{5/ ¢ HealthLake BE¥1ZM[EDescribeFHIRExportJobBIBEHEK B M. THIhRERIEM
AWS B XA F AWS SDKs ) AWS CLI Fl BB FIEF. MEHMEEHR , F2H AWS
HealthLake APl 2Z®H ) DescribeFHIRExportJob,

Q® EE
HealthLake X EEARBEERBEER TN FHIR R4 1k, EIt , FAEEEREE R HELL
FHIR R4 8 [EH.

iR FHIR EHER
BAREH FEUR T EBFEE AWS HealthLake.
AWS CLI #1 SDKs
CLI
AWS CLI
iR FHIR B H1E5

T%ldescribe-fhir-export-job&ifIFERI{AE AWS HealthLake &k FHIR [EHEH
My,

aws healthlake describe-fhir-export-job \
--datastore-id (Data store ID) \
--job-id 9b9a51943afaedd0a8c0c26c49135a31

B
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"ExportJobProperties": {
"DataAccessRoleArn": "arn:aws:iam::(AWS Account ID):role/(Role Name)",
"JobStatus": "IN_PROGRESS",
"JobId": "9009813e9d69ba7cf79bch3468780f16",
"SubmitTime": "2024-11-20T11:31:46.672000-05:00",
"EndTime": "2024-11-20T11:34:01.636000-05:00",
"OutputDataConfig": {
"S3Configuration": {
"S3Uri": "s3://(Bucket Name)/(Prefix Name)/",
"KmsKeyId": "arn:aws:kms:us-east-1:012345678910:key/d330e7fc-
b56c-4216-a250-f4c43ef46e83"
}

.
"DatastoreId": "(Data store ID)"

MEFHMER , HS0 (AWS HealthLake B A S1ER) FH% FHIR BRI FHEEHER,
- 0% API FEHIERA , 5528 (AWS CLI i S82E) F# DescribeFHIRExportJobo

Python

EHAR Python B SDK (Boto3)

@classmethod
def from_client(cls) -> "HealthLakeWrapper":
Creates a HealthLakeWrapper instance with a default AWS HealthLake
client.

:return: An instance of HealthLakeWrapper initialized with the default
HealthLake client.

health_lake_client = boto3.client("healthlake")

return cls(health_lake_client)

def describe_fhir_export_job(
self, datastore_id: str, job_id: str
) -> dict[str, any]:
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Describes a HealthLake export job.
:param datastore_id: The data store ID.
:param job_id: The export job ID.
:return: The export job description.
try:
response = self.health_lake_client.describe_fhir_export_job(
DatastoreId=datastore_id, JobId=job_id
)
return response["ExportJobProperties"]
except ClientError as err:
logger.exception(
"Couldn't describe export job with ID %s. Here's why %s",
job_id,
err.response["Error"]["Message"],

)

raise

- N API F¥HIEF , 5528 (AWS SDK for Python (Boto3) APl &&) i
DescribeFHIRExportJob,

(® Note
GitHub LR EZ&i6|, SHTREH , X 7 HEMMAE AWS BEXIEFIFHFEDRE
M#1To

SAP ABAP

B SAP ABAP MR & EH

(® Note
GitHub L RRMEZEHH, SHTEEH , I 7 FENAE AWS EXHEHFFEPRE
MEATT-

TRY.

MEEREBEN 159


https://docs.aws.amazon.com/goto/boto3/healthlake-2017-07-01/DescribeFHIRExportJob
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/python/example_code/healthlake#code-examples
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/sap-abap/services/hll#code-examples

AWS HealthLake HBEABER

" iv_datastore_id = 'alb2c3d4e5f6g7h8i9j0k112m3n4o5p6"
" iv_job_id = 'alb2c3d4e5f6g7h819j0k112m3n40o5p6"
oo_result = lo_hll->describefhirexportjob(
iv_datastoreid = iv_datastore_id
iv_jobid = iv_job_id
).
DATA(lo_export_job_properties) = oo_result->get_exportjobproperties( ).
IF lo_export_job_properties IS BOUND.
DATA(1lv_job_status) = lo_export_job_properties->get_jobstatus( ).
MESSAGE |Export job status: { lv_job_status }.| TYPE 'I'.

ENDIF.
CATCH /awsl/cx_hllresourcenotfoundex INTO DATA(lo_notfound_ex).
DATA(1lv_error) = |Resource not found: { lo_notfound_ex->av_err_code }-

{ lo_notfound_ex->av_err_msg }|.
MESSAGE lv_error TYPE 'I'.
RAISE EXCEPTION lo_notfound_ex.
CATCH /awsl/cx_hllvalidationex INTO DATA(lo_validation_ex).
lv_error = |Validation error: { lo_validation_ex->av_err_code }-
{ lo_validation_ex->av_err_msg }]|.
MESSAGE 1lv_error TYPE 'I'.
RAISE EXCEPTION lo_validation_ex.
ENDTRY.

- WIE API FHHER , 528 (EAR AWS SAP ABAP #J SDK API &) Fiy
DescribeFHIRExportJob,

® HWAE#EH
BAEMENARE ? FALEEAANREHERDEERRFBRENRHEHL.

AWS 2 &H

(@ Note
FHIR EHEKEATERN HealthLake £ &, 2 , £ AWS CLI #&#t

DescribeFHIRExportJob RzERE HEMBEME , 0 JobStatus, MBEFHMER ,
Bt B AWS CLI K&,

E
$
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HiH FHIR (& HAER

£/ ListFHIRExportJobs % HealthLake ERFEHRIER FHIR EHER. THITheERREM AWS
EEFEAE T SDKs B AWS CLI 1 AWS BRIFEHIEF. MEFEFMEF , 552 E AWS HealthLake
APl 2Z5 ) ListFHIRExportJobs,

® EE
HealthLake X EEARBEERBEER TN FHIR R4 Rk, EIt , FAEEEREE R HELL
FHIR R4 8 EH.

5|4 FHIR BEHER
BIBEN IR TR EIRERE AWS HealthLake,

AWS CLI # SDKs

CLI
AWS CLI
FIHATA FHIR B HEH
T3 list-fhir-export-jobs EHI7RE W65 an 5 RARAR B2 iR 5 AH BAE A (B LHAE 3558
2.

aws healthlake list-fhir-export-jobs \
--datastore-id (Data store ID) \
--submitted-before (DATE like 2024-10-13T19:00:00Z)\
--submitted-after (DATE like 2020-10-13T19:00:00Z )\
--job-name "FHIR-EXPORT" \
--job-status SUBMITTED \
--max-results (Integer between 1 and 500)

B

"ExportJobPropertiesList": [
{
"ExportJobProperties": {
"OutputDataConfig": {
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"S3Uri": "s3://(Bucket Name)/(Prefix Name)/",
"S3Configuration": {
"S3Uri": "s3://(Bucket Name)/(Prefix Name)/",
"KmsKeyId": "(KmsKey Id)"

}
.
"DataAccessRoleArn": "arn:aws:iam::(AWS Account ID):role/(Role
Name)",
"JobStatus": "COMPLETED",
"JobId": "cl45fbb27b192af392f8ce6e7838e34f",
"JobName": "FHIR-EXPORT",
"SubmitTime": "2024-11-20T11:31:46.672000-05:00",
"EndTime": "2024-11-20T11:34:01.636000-05:00",
"DatastorelId": "(Data store ID)"
}
}
]
}

WMFEFMER , F2B ( AWS HealthLake B AEHER) PR FHIR ERFHEE HE

=,

- W1 API FHAEF , 5528 (AWS CLI s 2#E) FH ListFHIRExportJobs.

Python

EA R Python B9 SDK (Boto3)

@classmethod
def from_client(cls) -> "HealthLakeWrapper":
Creates a HealthLakeWrapper instance with a default AWS HealthLake
client.

:return: An instance of HealthLakeWrapper initialized with the default
HealthLake client.

health_lake_client = boto3.client("healthlake")

return cls(health_lake_client)

def list_fhir_export_jobs(
self,
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FMBABER

datastore_id: str,
job_name: str = None,
job_status: str = None,
submitted_before: datetime = None,
submitted_after: datetime = None,
) -> list[dict[str, any]l]:
Lists HealthLake export jobs satisfying the conditions.
:param datastore_id: The data store ID.
:param job_name: The export job name.
:param job_status: The export job status.

:param submitted_before: The export job submitted before the specified

date.

:param submitted_after: The export job submitted after the specified

date.
:return: A list of export jobs.
try:
parameters = {"Datastoreld": datastore_id}
if job_name is not None:
parameters["JobName"] = job_name
if job_status is not None:
parameters["JobStatus"] = job_status
if submitted_before is not None:
parameters["SubmittedBefore"] = submitted_before
if submitted_after is not None:
parameters["SubmittedAfter"] = submitted_after
next_token = None
jobs = []
# Loop through paginated results.
while True:
if next_token is not None:
parameters["NextToken"] = next_token
response =
self.health_lake_client.list_fhir_export_jobs(**parameters)
jobs.extend(response["ExportJobPropertiesList"])
if "NextToken" in response:
next_token = response["NextToken"]
else:
break
return jobs
except ClientError as err:
logger.exception(
"Couldn't list export jobs. Here's why %s",

Bt B S
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err.response["Error"]["Message"],

)

raise

- INZE API B , 5528 (AWS SDK for Python (Boto3) API &) iy
ListFHIRExportJobs,

(@ Note
GitHub EIRHEZ 6, SHTREH , I THMMAE AWS EX B IR FEPRE
MEATT,
SAP ABAP

HEAR SAP ABAP WEREH

@ Note
GitHub FIREEZ &, SKTREH , I 7HMAE AWS ZX IR #FEFRE
MEATT,
TRY.

" iv_datastore_id = 'alb2c3d4e5f6g7h8i9j0k112m3n4o5p6"
IF iv_submitted_after IS NOT INITIAL.
oo_result = lo_hll->listfhirexportjobs(
iv_datastoreid = iv_datastore_id
iv_submittedafter = iv_submitted_after
).
ELSE.
oo_result = lo_hll->1listfhirexportjobs(
iv_datastoreid = iv_datastore_id
).
ENDIF.
DATA(1lt_export_jobs) = oo_result->get_exportjobpropertieslist( ).
DATA(lv_job_count) = lines( lt_export_jobs ).
MESSAGE |Found { 1lv_job_count } export job(s).| TYPE 'I'.
CATCH /awsl/cx_hllvalidationex INTO DATA(lo_validation_ex).
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DATA(1lv_error) = |Validation error: { lo_validation_ex->av_err_code }-
{ lo_validation_ex->av_err_msg }]|.
MESSAGE lv_error TYPE 'I'.
RAISE EXCEPTION lo_validation_ex.
CATCH /awsl/cx_hllresourcenotfoundex INTO DATA(lo_notfound_ex).
lv_error = |Resource not found: { lo_notfound_ex->av_err_code }-
{ lo_notfound_ex->av_err_msg }|.
MESSAGE 1lv_error TYPE 'I'.
RAISE EXCEPTION lo_notfound_ex.
ENDTRY.

- WNFE API FEHER
ListFHIRExportJobso

ﬂI‘H

B GEAR AWS SAP ABAP 1y SDK APl 2&) iy

® T RAEEES
BAEMENARE ? FRALEEARANRASREESREGRFREXNBHEH,

AWS 25

® Note

FHIR EHEKEATEAR HealthLake T2 &, Rz , £H AWS CLI &
ListFHIRExportJobs 5| FE FHIR BEHEK, MFFMEENR , FS B EE AWS CLI
R,
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HealthLake AWS SDKsHYE =, i & {51

THREXTFEFIREB a01a 5 A HealthLake ¥ E AWS BB EH (SDK),

Actions RAHEEBANENBRKR , LAEATHHT. HADFESEHFENAFUER KRB , B
LA LEEEBERTEFTRARPHEF,

WE AWS SDK A EERMEN BN TRIEE | 552/ B AWS SDK #H HealthLake, It
FTEHIEEEAFPNEAMNMERN SDK BFFEMAER.

X HE A
+ HealthLake AWS SDKs#y & 2 &
+ HealthLake AWS SDKsH EjE

+ CreateFHIRDatastore ## AWS SDK 5 CLI £/
+ DeleteFHIRDatastore ##; AWS SDK 5 CLI £/
« DescribeFHIRDatastore ¥ & AWS SDK 5 CLI £/
 DescribeFHIRExportJob #& & AWS SDK = CLI £
« DescribeFHIRImportJob ## AWS SDK = CLI £
« ListFHIRDatastores & AWS SDK 3k CLI £
« ListFHIRExportJobs #&# AWS SDK =% CLI £/
« ListFHIRImportJobs #&#it AWS SDK 3 CLI £
« ListTagsForResource & AWS SDK = CLI £/
« StartFHIRExportJob ¥&# AWS SDK = CLI £/
+ StartFHIRImportJob ##it AWS SDK 3% CLI £/
» TagResource ¥t AWS SDK = CLI
+ UntagResource & it AWS SDK 3k CLI £/

HealthLake AWS SDKsHY & 7 & {5l

T5REXiEE IR & a04a AWS HealthLake ¥&H. AWS SDKs £ WEAR# =,

&5l
+ _Heoalthl ake AWS SDKsHIEI/E
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+ CreateFHIRDatastore ## AWS SDK 5 CLI £/
« DeleteFHIRDatastore &8 AWS SDK = CLI £/
+ DescribeFHIRDatastore ## AWS SDK & CLI £/
« DescribeFHIRExportJob #&#it AWS SDK =% CLI £/
» DescribeFHIRImportJob ¥ AWS SDK = CLI £
« ListFHIRDatastores #&#i AWS SDK 3k CLI f£H
« ListFHIRExportJobs ##i AWS SDK =% CLI £
« ListFHIRImportJobs & AWS SDK = CLI £/
« ListTagsForResource ¥#t AWS SDK 5, CLI f£H
« StartFHIRExportJob #&# AWS SDK = CLI £/
« StartFHIRImportJob ## AWS SDK = CLI £
+ TagResource ¥l AWS SDK = CLI £/
+ UntagResource #&fit AWS SDK =% CLI £/

HealthLake AWS SDKsH EhE

THEXTEE ) REE AR AWS SDKs #1T{E 5 HealthLake EfE, F{E&HI19EE GitHub BYE
& Bu D EEEPRIRENBTENBHERRE,

THEFETEHREEANEE, NEXREE , F2H (AWS HealthLake API &) |

i 451

« CreateFHIRDatastore ## AWS SDK = CLI £/
DeleteFHIRDatastore & AWS SDK 3k CLI £

« DescribeFHIRDatastore ¥ AWS SDK = CLI £/
« DescribeFHIRExportJob #& & AWS SDK 3 CLI £
« DescribeFHIRImportJob ## AWS SDK = CLI £
« ListFHIRDatastores #&#i AWS SDK =k CLI £

« ListFHIRExportJobs ##it AWS SDK 5 CLI £

« ListFHIRImportJobs & AWS SDK 5 CLI £/

- ListTagsForResource #¥&# AWS SDK = CLI f£H

« StartFHIRExportJob #&# AWS SDK 5 CLI £/
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« StartFHIRImportJob ## AWS SDK = CLI £/

« TagResource ¥ AWS SDK = CLI £

- UntagResource ¥H AWS SDK 5 CLI £

CreateFHIRDatastore A& AWS SDK 5% CLI £

Ty R BEEF REIMFER CreateFHIRDatastore,

CLI

AWS CLI

#if 1 : B3I SigV4-enabled HealthLake ER K E

T%lcreate-fhir-datastore#iffl/REIM{AIIE AWS HealthLake R FHEREHE,

aws healthlake create-fhir-datastore \
--datastore-type-version R4 \
--datastore-name "FhirTestDatastore"

B

{

"DatastoreEndpoint": "https://healthlake.us-east-1.amazonaws.com/datastore/
(Data store ID)/x4/",

"DatastoreArn": "arn:aws:healthlake:us-east-1:(AWS Account ID):datastore/
(Data store ID)",

"DatastoreStatus": "CREATING",
"DatastoreId": "(Data store ID)"

il 2 : £RUA FHIR B HealthLake BRHF M [E LB SMART

T%lcreate-fhir-datastore£ I REUMMERA FHIR B ERZMH[E in AWS HealthLake
EEIT K SMART,

aws healthlake create-fhir-datastore \
--datastore-name "your-data-store-name" \
--datastore-type-vexrsion R4 \

e
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--preload-data-config PreloadDataType="SYNTHEA" \
--sse-configuration '{ "KmsEncryptionConfig": { "CmkType":
"CUSTOMER_MANAGED_KMS_KEY", "KmsKeyId": "arn:aws:kms:us-east-1:your-account-
id:key/your-key-id" } }' \
--identity-provider-configuration file://
identity_provider_configuration. json

identity_provider_configuration.json AR :

"AuthorizationStrategy": "SMART_ON_FHIR_V1",

"FineGrainedAuthorizationEnabled": true,

"IdpLambdaArn": "arn:aws:lambda:your-region:your-account-id:function:your-
lambda-name",

"Metadata": "{\"issuer\":\"https://ehr.example.com\", \"jwks_uri\":
\"https://ehr.example.com/.well-known/jwks.json\",\"authorization_endpoint
\":\"https://ehr.example.com/auth/authorize\",\"token_endpoint\":\"https://
ehr.token.com/auth/token\",\"token_endpoint_auth_methods_supported\":
[\"client_secret_basic\",\"foo\"],\"grant_types_supported\":[\"client_credential
\",\"foo\"],\"registration_endpoint\":\"https://ehr.example.com/auth/
register\",\"scopes_supported\":[\"openId\",\"profile\",\"launch\"],
\"response_types_supported\":[\"code\"],\"management_endpoint\":\"https://
ehr.example.com/user/manage\",\"introspection_endpoint\":\"https://
ehr.example.com/user/introspect\",\"revocation_endpoint\":\"https://
ehr.example.com/user/revoke\",\"code_challenge_methods_supported\":[\"S256\"],
\"capabilities\":[\"launch-ehr\",\"sso-openid-connect\",\"client-public\"]}"

}

L7 i

"DatastoreEndpoint": "https://healthlake.us-east-1.amazonaws.com/datastore/
(Data store ID)/xr4/",

"DatastoreArn": "arn:aws:healthlake:us-east-1:(AWS Account ID):datastore/
(Data store ID)",

"DatastoreStatus": "CREATING",

"DatastoreId": "(Data store ID)"

INEHMEN |, 5528 (AWS HealthLake B ABEE) PHELNERE FHIR BRI EHE,
. WZE AP| HER , 528 (AWS CLI 75 2#£) i) CreateFHIRDatastore,
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Python

EAR Python B9 SDK (Boto3)

@classmethod
def from_client(cls) -> "HealthLakeWrapper":
Creates a HealthLakeWrapper instance with a default AWS HealthLake
client.

:return: An instance of HealthLakeWrapper initialized with the default
HealthLake client.

health_lake_client = boto3.client("healthlake")

return cls(health_lake_client)

def create_fhir_datastore(
self,
datastore_name: str,
sse_configuration: dict[str, any] = None,
identity_provider_configuration: dict[str, any] = None,
) -> dict[str, str]:
Creates a new HealthLake data store.
When creating a SMART on FHIR data store, the following parameters are
required:
- sse_configuration: The server-side encryption configuration for a SMART
on FHIR-enabled data store.
- identity_provider_configuration: The identity provider configuration
for a SMART on FHIR-enabled data store.

:param datastore_name: The name of the data store.
:param sse_configuration: The server-side encryption configuration for a
SMART on FHIR-enabled data store.
:param identity_provider_configuration: The identity provider
configuration for a SMART on FHIR-enabled data store.
:return: A dictionary containing the data store information.
try:
parameters = {"DatastoreName": datastore_name,
"DatastoreTypeVersion": "R4"}
if (
sse_configuration is not None

EhE 170



AWS HealthLake HBEABER

and identity_provider_configuration is not None

):
# Creating a SMART on FHIR-enabled data store
parameters["SseConfiguration"] = sse_configuration
parameters[
"IdentityProviderConfiguration"
] = identity_provider_configuration
response =

self.health_lake_client.create_fhir_datastore(**parameters)
return response
except ClientError as err:
logger.exception(
"Couldn't create data store %s. Here's why %s",
datastore_name,
err.response["Error"]["Message"],

)

raise

THRXBRERA FHIR B HealthLake EEFHIE LK SMART S E&i44,

sse_configuration = {
"KmsEncryptionConfig": {"CmkType": "AWS_OWNED_KMS_KEY"}
}
# TODO: Update the metadata to match your environment.
metadata = {
"issuer": "https://ehr.example.com",
"jwks_uri": "https://ehr.example.com/.well-known/jwks.json",
"authorization_endpoint": "https://ehr.example.com/auth/
authorize",
"token_endpoint": "https://ehr.token.com/auth/token",
"token_endpoint_auth_methods_supported": [
"client_secret_basic",

"foo",
1)
"grant_types_supported": ["client_credential", "foo"],
"registration_endpoint": "https://ehr.example.com/auth/register",

"scopes_supported": ["openId", "profile", "launch"],
"response_types_supported": ["code"],
"management_endpoint": "https://ehr.example.com/user/manage",
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"introspection_endpoint": "https://ehr.example.com/user/
introspect",
"revocation_endpoint": "https://ehr.example.com/user/revoke",
"code_challenge_methods_supported": ["S256"],
"capabilities": [
"launch-ehr",
"sso-openid-connect",
"client-public",
1,

}
# TODO: Update the IdpLambdaArn.

identity_provider_configuration = {
"AuthorizationStrategy": "SMART_ON_FHIR_V1",
"FineGrainedAuthorizationEnabled": True,
"IdpLambdaArn": "arn:aws:lambda:your-region:your-account-
id:function:your-lambda-name",
"Metadata": json.dumps(metadata),

}

data_store = self.create_fhir_datastore(
datastore_name, sse_configuration,
identity_provider_configuration

)

« NE API BB , 5528 (AWS SDK for Python (Boto3) AP £ ) m#y
CreateFHIRDatastore,

@ Note
GitHub LR EZ &, SHTEEH| , 3 7HINAE AWS BEXHEHHRBFEPRE
M#HIT-
SAP ABAP

HEAR SAP ABAP WEREH

(® Note
GitHub FIRHEZ &6, SHTREH , I THMME AWS EXBEHIHFEPRE
M#AT,

e
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TRY.
" iv_datastore_name = 'MyHealthLakeDataStore'
oo_result = lo_hll->createfhirdatastore(
iv_datastorename = iv_datastore_name
iv_datastoretypeversion = 'R4'
).
MESSAGE 'Data store created successfully.' TYPE 'I'.
CATCH /awsl/cx_hllvalidationex INTO DATA(lo_validation_ex).
DATA(lv_error) = |Validation error: { lo_validation_ex->av_err_code }-
{ lo_validation_ex->av_err_msg }]|.
MESSAGE 1lv_error TYPE 'I'.
RAISE EXCEPTION lo_validation_ex.
CATCH /awsl/cx_hllinternalserverex INTO DATA(lo_internal_ex).
lv_error = |Internal server error: { lo_internal_ex->av_err_code }-
{ lo_internal_ex->av_err_msg }|.
MESSAGE lv_error TYPE 'I'.
RAISE EXCEPTION lo_internal_ex.
CATCH /awsl/cx_hllthrottlingex INTO DATA(lo_throttling_ex).
lv_error = |Throttling error: { lo_throttling_ex->av_err_code }-
{ lo_throttling_ex->av_err_msg }]|.
MESSAGE 1lv_error TYPE 'I'.
RAISE EXCEPTION lo_throttling_ex.
ENDTRY.

- WNEE API FEHEA , 5528 CERM AWS SAP ABAP #Y SDK APl &) H i
CreateFHIRDatastore,

WE AWS SDK A EERMEXNBEH N TEEE | 5520 B AWS SDK #H HealthLake, It
FTELITEEEAFNERAMEN SDK BFEHAE~R.

DeleteFHIRDatastore #&& AWS SDK = CLI £

THEXEE 5| ~EN{E A DeleteFHIRDatastore,
CLlI

AWS CLI

Mk FHIR ERZERIE
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T%ldelete-fhir-datastore#i I /RE AT MR E R FERER EE AWS HealthLake FREIFRT
BAR,

aws healthlake delete-fhir-datastore \
--datastore-id (Data store ID)

B

"DatastoreEndpoint": "https://healthlake.us-east-1.amazonaws.com/datastore/
(Data store ID)/r4/",

"DatastoreArn": "arn:aws:healthlake:us-east-1:(AWS Account ID):datastore/
(Data store ID)",

"DatastoreStatus": "DELETING",

"Datastoreld": "(Data store ID)"

WEFMER , F2H (AWS HealthLake BB ABIER) PHEILMERE FHIR ER
FH[E <https://docs.aws.amazon.com/healthlake/latest/devguide/working-with-FHIR-
healthlake.html>,

« WE API SFHAEF , 528 (AWS CLI s 2#) Bl DeleteFHIRDatastore,

Python

EHAR Python B SDK (Boto3)

@classmethod
def from_client(cls) -> "HealthLakeWrapper":
Creates a HealthLakeWrapper instance with a default AWS HealthLake
client.

:return: An instance of HealthLakeWrapper initialized with the default
HealthLake client.

health_lake_client = boto3.client("healthlake")

return cls(health_lake_client)

def delete_fhir_datastore(self, datastore_id: str) -> None:
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Deletes a HealthLake data store.
:param datastore_id: The data store ID.

try:

self.health_lake_client.delete_fhir_datastore(DatastorelId=datastore_id)
except ClientError as err:

logger.exception(
"Couldn't delete data store with ID %s. Here's why %s",

datastore_id,
err.response["Error"]["Message"],

)

raise

- WNZE API B , 5528 (AWS SDK for Python (Boto3) API &) iy
DeleteFHIRDatastore.

(@ Note
GitHub FIRMHEZ &, SKTERES , I 7 HMAE AWS ZXIFE P #FEFRE
MEATT,

SAP ABAP
AR SAP ABAP MBI REH

@ Note
GitHub FIREEZ &, SKTREH , I 7HMMAE AWS 2 IFE I FEFRE
MET,
TRY.

" iv_datastore_id = 'alb2c3d4e5f6g7h8i9j0k112m3n4o5p6"
oo_result = lo_hll->deletefhirdatastore(
iv_datastoreid = iv_datastore_id

).
MESSAGE 'Data store deleted successfully.' TYPE 'I'.

e
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CATCH /awsl/cx_hllaccessdeniedex INTO DATA(lo_access_ex).
DATA(lv_error) = |Access denied: { lo_access_ex->av_err_code }-
{ lo_access_ex->av_err_msg }|.
MESSAGE 1lv_error TYPE 'I'.
RAISE EXCEPTION lo_access_ex.
CATCH /awsl/cx_hllconflictexception INTO DATA(lo_conflict_ex).
lv_error = |Conflict error: { lo_conflict_ex->av_err_code }-
{ lo_conflict_ex->av_err_msg }|.
MESSAGE lv_error TYPE 'I'.
RAISE EXCEPTION lo_conflict_ex.
CATCH /awsl/cx_hllresourcenotfoundex INTO DATA(lo_notfound_ex).
lv_error = |Resource not found: { lo_notfound_ex->av_err_code }-
{ lo_notfound_ex->av_err_msg }|.
MESSAGE 1lv_error TYPE 'I'.
RAISE EXCEPTION lo_notfound_ex.
ENDTRY.

« WZE API SHAEF , 5528 (GEARK AWS SAP ABAP By SDK API ££) dify
DeleteFHIRDatastore.

WNE AWS SDK B A EERMENBEHMIN TREE | 5520 B AWS SDK #H HealthLake, It
FEHITEEEAFNERAMEN SDK BFEHAE~R.

DescribeFHIRDatastore &K AWS SDK = CLI £

THRN S REWA A DescribeFHIRDatastore,
CLI
AWS CLI
iR FHIR ERFRE

T%ldescribe-fhir-datastore&fl/RE MM S K E R FHI[E in AWS HealthLake BB
o

aws healthlake describe-fhir-datastore \
--datastore-id "1f2f459836ac6c513ce899f9e4f66a59"

B
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"DatastoreProperties": {
"PreloadDataConfig": {
"PreloadDataType": "SYNTHEA"
3,
"SseConfiguration": {
"KmsEncryptionConfig": {
"CmkType": "CUSTOMER_MANAGED_KMS_KEY",
"KmsKeyId": "arn:aws:kms:us-east-1:123456789012:key/
alb2c3d4-5678-90ab-cdef-EXAMPLE11111"

}
},
"DatastoreName": "Demo",
"DatastoreArn": "arn:aws:healthlake:us-east-1:<AWS Account ID>:datastore/
<Data store ID>",
"DatastoreEndpoint": "https://healthlake.us-east-1.amazonaws.com/

datastore/<Data store ID>/r4/",

"DatastoreStatus": "ACTIVE",

"DatastoreTypeVersion": "R&4",

"CreatedAt": 1603761064.881,

"Datastoreld": "<Data store ID>",

"IdentityProviderConfiguration": {
"AuthorizationStrategy": "AWS_AUTH",
"FineGrainedAuthorizationEnabled": false

WEFFMER | 520 (AWS HealthLake FAZ A EEmE) FEIIMER FHIR ERFZEHE,
« WNE API HHHEA |, 52 (AWS CLI s $2#) FH DescribeFHIRDatastore,

Python

EAR Python # SDK (Boto3)

@classmethod
def from_client(cls) -> "HealthLakeWrapper":
Creates a HealthLakeWrapper instance with a default AWS HealthLake
client.
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:return: An instance of HealthLakeWrapper initialized with the default
HealthLake client.

health_lake_client = boto3.client("healthlake")

return cls(health_lake_client)

def describe_fhir_datastore(self, datastore_id: str) -> dict[str, any]:
Describes a HealthLake data store.
:param datastore_id: The data store ID.
:return: The data store description.
try:
response = self.health_lake_client.describe_fhir_datastore(
Datastoreld=datastore_id
)
return response["DatastoreProperties"]
except ClientError as err:
logger.exception(
"Couldn't describe data store with ID %s. Here's why %s",
datastore_id,
err.response["Error"]["Message"],

)

raise

- N API FHIEF , 528 (AWS SDK for Python (Boto3) APl &Z&) iy
DescribeFHIRDatastore,

(@ Note

GitHub L RRMEZEHH, SHTEEH , I 7 FENAE AWS EXFEFHEFEPRE
M#1To
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SAP ABAP

EAR SAP ABAP NREEH

(® Note

GitHub LR EZ&i6], SHTEEH , X 7 HEMMAE AWS BEXIEEHIFHFEDRE
M#1To

TRY.
" iv_datastore_id = 'alb2c3d4e5f6g7h8i9j0k112m3n405p6"
oo_result = lo_hll->describefhirdatastore(
iv_datastoreid = iv_datastore_id
).
DATA(lo_datastore_properties) = oo_result->get_datastoreproperties( ).
IF lo_datastore_properties IS BOUND.
DATA(1lv_datastore_name) = lo_datastore_properties-
>get_datastorename( ).
DATA(1lv_datastore_status) = lo_datastore_properties-
>get_datastorestatus( ).
MESSAGE 'Data store described successfully.' TYPE 'I'.

ENDIF.
CATCH /awsl/cx_hllresourcenotfoundex INTO DATA(lo_notfound_ex).
DATA(1lv_error) = |Resource not found: { lo_notfound_ex->av_err_code }-

{ lo_notfound_ex->av_err_msg }|.
MESSAGE lv_error TYPE 'I'.
RAISE EXCEPTION lo_notfound_ex.
CATCH /awsl/cx_hllvalidationex INTO DATA(lo_validation_ex).
lv_error = |Validation error: { lo_validation_ex->av_err_code }-
{ lo_validation_ex->av_err_msg }]|.
MESSAGE 1lv_error TYPE 'I°'.
RAISE EXCEPTION lo_validation_ex.
ENDTRY.

- W% AP| SEHIEF , 528 (EAR AWS SAP ABAP #J SDK APl &) fif
DescribeFHIRDatastore,

WNZE AWS SDK FAE A EEmMENIBEFINTEEE | 20 2l AWS SDK £/ HealthLake, It
FTEHIEEEAFPNWEAMNMERN SDK FFEHAER.
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DescribeFHIRExportJob #&& AWS SDK = CLI £/

Ty RS G RE 1A A DescribeFHIRExportJob,

CLI

AWS CLI

iR FHIR B HET

T%ldescribe-fhir-export-job&if|# RIN{AIE AWS HealthLake R &K FHIR [E HEK
B,

aws healthlake describe-fhir-export-job \
--datastore-id (Data store ID) \
--job-id 9b9a51943afaedd@a8c0c26c49135a31

B

"ExportJobProperties": {
"DataAccessRoleArn": "arn:aws:iam::(AWS Account ID):role/(Role Name)",
"JobStatus": "IN_PROGRESS",
"JobId": "9009813e9d69ba7cf79bch3468780f16",
"SubmitTime": "2024-11-20T11:31:46.672000-05:00",
"EndTime": "2024-11-20T11:34:01.636000-05:00",
"OutputDataConfig": {
"S3Configuration": {
"S3Uri": "s3://(Bucket Name)/(Prefix Name)/",

"KmsKeyId": "arn:aws:kms:us-east-1:012345678910:key/d330e7fc-
b56c-4216-a3250-f4c43ef46e83"

}

Iy
"DatastoreId": "(Data store ID)"

MEFHMEN , 528 (AWS HealthLake B ABIERM) FHH FHR ERFHEEHER,
- W% API FBIER , 5528 (AWS CLI i 58%E) F# DescribeFHIRExportJob,

e
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Python

EAR Python B9 SDK (Boto3)

@classmethod
def from_client(cls) -> "HealthLakeWrapper":
Creates a HealthLakeWrapper instance with a default AWS HealthLake
client.

:return: An instance of HealthLakeWrapper initialized with the default
HealthLake client.

health_lake_client = boto3.client("healthlake™")

return cls(health_lake_client)

def describe_fhir_export_job(
self, datastore_id: str, job_id: str
) -> dict[str, any]:
Describes a HealthLake export job.
:param datastore_id: The data store ID.
:param job_id: The export job ID.
:return: The export job description.
try:
response = self.health_lake_client.describe_fhir_export_job(
Datastoreld=datastore_id, JobId=job_id
)
return response["ExportJobProperties"]
except ClientError as err:
logger.exception(
"Couldn't describe export job with ID %s. Here's why %s",
job_id,
err.response["Error"]["Message"],

)

raise

« W13 AP| BB |, 5528 (AWS SDK for Python (Boto3) APl 2#) gy
DescribeFHIRExportJob,
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(@ Note
GitHub LR EZ &, SHTEEHH| , I 7T HEMNAE AWS BXBEHFREFEPRE
M#ITo
SAP ABAP

B SAP ABAP MR & EH

® Note
GitHub LRIt EZ%i6l, SKTEEH , X THRIME AWS BXNHEFIFEFEPRE
MEITo
TRY.

" iv_datastore_id = 'alb2c3d4e5f6g7h8i9j0k112m3n4o5p6"
" iv_job_id = 'alb2c3d4e5f6g7h8i19j0k112m3n4o5p6"
oo_result = lo_hll->describefhirexportjob(
iv_datastoreid = iv_datastore_id
iv_jobid = iv_job_id
).
DATA(lo_export_job_properties) = oo_result->get_exportjobproperties( ).
IF lo_export_job_properties IS BOUND.
DATA(lv_job_status) = lo_export_job_properties->get_jobstatus( ).
MESSAGE |Export job status: { lv_job_status }.| TYPE 'I'.

ENDIF.
CATCH /awsl/cx_hllresourcenotfoundex INTO DATA(lo_notfound_ex).
DATA(1lv_error) = |Resource not found: { lo_notfound_ex->av_err_code }-

{ lo_notfound_ex->av_err_msg }|.
MESSAGE lv_error TYPE 'I'.
RAISE EXCEPTION lo_notfound_ex.
CATCH /awsl/cx_hllvalidationex INTO DATA(lo_validation_ex).
lv_error = |Validation error: { lo_validation_ex->av_err_code }-
{ lo_validation_ex->av_err_msg }]|.
MESSAGE 1lv_error TYPE 'I'.
RAISE EXCEPTION lo_validation_ex.
ENDTRY.

e
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- WFE API FHHE , F2H (ERAMN AWS SAP ABAP #J SDK API &) 1
DescribeFHIRExportJob,

0% AWS SDK BIgt A RIS MAAIN S BE 20 & AWS SDK £/ HealthLake, I

FEHLIEEEAFINEANER SDK WFHER,
DescribeFHIRImportJob #& & AWS SDK = CLI £/
Ty RN EE G RE (A A DescribeFHIRImportJob,
CLI

AWS CLI

R FHIR [BEA{ET

T%ldescribe-fhir-import-job&iflEE RIN{AEA AWS HealthLake 2F FHIR [E A

Ry B

aws healthlake describe-fhir-import-job \
--datastore-id (Data store ID) \
--job-id c145fbb27b192af392f8ce6e7838e34f

L7 i

"ImportJobProperties": {

"InputDataConfig": {
"S3Uri": "s3://(Bucket Name)/(Prefix Name)/"
{ "arrayitem2": 2 }

b

"DataAccessRoleArn": "arn:aws:iam::(AWS Account ID):role/(Role Name)",

"JobStatus": "COMPLETED",

"JobId": "cl1l45fbb27b192af392f8ce6e7838e34f",
"SubmitTime": 1606272542.161,

"EndTime": 1606272609.497,

"Datastoreld": "(Data store ID)"

}

WMEFMESR , F2E (AWS HealthLake B ABER) PHHBEREA FHIR ERMFHE,

e
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- 1% API FHIERA , 552 (AWS CLI i 882E) FH DescribeFHIRImportJob,

Python

EAR Python B9 SDK (Boto3)

@classmethod
def from_client(cls) -> "HealthLakeWrapper":
Creates a HealthLakeWrapper instance with a default AWS HealthLake
client.

:return: An instance of HealthLakeWrapper initialized with the default
HealthLake client.

health_lake_client = boto3.client("healthlake™")

return cls(health_lake_client)

def describe_fhir_import_job(
self, datastore_id: str, job_id: str
) -> dict[str, any]:
Describes a HealthLake import job.
:param datastore_id: The data store ID.
:param job_id: The import job ID.
:return: The import job description.
try:
response = self.health_lake_client.describe_fhir_import_job(
DatastoreId=datastore_id, JobId=job_id
)
return response["ImportJobProperties"]
except ClientError as err:
logger.exception(
"Couldn't describe import job with ID %s. Here's why %s",
job_id,
err.response["Error"]J["Message"],

)

raise
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- INZE API F##IEF , 528 (AWS SDK for Python (Boto3) APl &Z&) Ay
DescribeFHIRImportJob,

(@ Note
GitHub LIRMEZ &, SHTREHH| , 3 7THRNAE AWS BEXHBEHHRBFEPRE
M#HIT-
SAP ABAP

EAMN SAP ABAP NERREH

(® Note

GitHub bR EZ & A, SHTEEHH , I 7HAAE AWS EXFHI R FEFRE
METo

TRY.
" iv_datastore_id = 'alb2c3d4e5f6g7h8i9j0k112m3n4o5p6"
" iv_job_id = 'alb2c3d4e5f6g7h819j0k112m3n405p6"'
oo_result = lo_hll->describefhirimportjob(
iv_datastoreid = iv_datastore_id
iv_jobid = iv_job_id
).
DATA(lo_import_job_properties) = oo_result->get_importjobproperties( ).
IF lo_import_job_properties IS BOUND.
DATA(1lv_job_status) = lo_import_job_properties->get_jobstatus( ).
MESSAGE |Import job status: { lv_job_status }.| TYPE 'I'.

ENDIF.
CATCH /awsl/cx_hllresourcenotfoundex INTO DATA(lo_notfound_ex).
DATA(1lv_error) = |Resource not found: { lo_notfound_ex->av_err_code }-

{ lo_notfound_ex->av_err_msg }|.

MESSAGE lv_error TYPE 'I'.

RAISE EXCEPTION lo_notfound_ex.

CATCH /awsl/cx_hllvalidationex INTO DATA(lo_validation_ex).

lv_error = |Validation error: { lo_validation_ex->av_err_code }-
{ lo_validation_ex->av_err_msg }]|.

MESSAGE 1lv_error TYPE 'I'.

RAISE EXCEPTION lo_validation_ex.
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ENDTRY.

- WIE API BT , F2E CGERAM AWS SAP ABAP #J SDK APl 2&#) dify
DescribeFHIRImportJob,

mnEE AWS SDK B A BERNEXBEIINZTERE |
FELIEEEAFNERAMER SDK HFEMEH,

nlh

2/ BB AWS SDK £/ HealthLake. 1k

ListFHIRDatastores ¥ H. AWS SDK & CLI fH

THREXNEE G REE MR ListFHIRDatastores,
CLI

AWS CLI
5lH FHIR ERERIE

T%llist-fhir-datastores&EHIERIMAER b5 , UARFEHRBZBMMIEE AWS
HealthLake F Y E R Z M EAREEEER.

aws healthlake list-fhir-datastores \
--filter DatastoreStatus=ACTIVE

i

"DatastorePropertiesList”: [
{
"PreloadDataConfig": {
"PreloadDataType": "SYNTHEA"
1,
"SseConfiguration": {
"KmsEncryptionConfig": {
"CmkType": "CUSTOMER_MANAGED_KMS_KEY",
"KmsKeyId": "arn:aws:kms:us-east-1:123456789012:key/
alb2c3d4-5678-90ab-cdef-EXAMPLE11111"
}
1,

"DatastoreName": "Demo",
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"DatastoreArn": "arn:aws:healthlake:us-east-1:<AWS Account ID>:datastore/
<Data store ID>",
"DatastoreEndpoint": "https://healthlake.us-east-1.amazonaws.com/
datastore/<Data store ID>/r4/",
"DatastoreStatus": "ACTIVE",
"DatastoreTypeVersion": "R&4",
"CreatedAt": 1603761064.881,
"Datastoreld": "<Data store ID>",
"IdentityProviderConfiguration": {
"AuthorizationStrategy": "AWS_AUTH",
"FineGrainedAuthorizationEnabled": false

WEFMER , 528 (AWS HealthLake B3 A B1ERE) PHEINER FHIR ERENE,
« W1 AP|I B , :E2E (AWS CLI $52#£) fl ListFHIRDatastores,

Python

EAR Python #9 SDK (Boto3)

@classmethod
def from_client(cls) -> "HealthLakeWrapper":

Creates a HealthLakeWrapper instance with a default AWS HealthLake
client.

:return: An instance of HealthLakeWrapper initialized with the default
HealthLake client.

health_lake_client = boto3.client("healthlake")

return cls(health_lake_client)

def list_fhir_datastores(self) -> list[dict[str, any]]:

Lists all HealthLake data stores.
:return: A list of data store descriptions.

try:
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next_token = None
datastores [1

# Loop through paginated results.
while True:
parameters = {3}
if next_token is not None:
parameters["NextToken"] = next_token
response =
self.health_lake_client.list_fhir_datastores(**parameters)
datastores.extend(response["DatastorePropertiesList"])
if "NextToken" in response:
next_token = response["NextToken"]
else:
break

return datastores
except ClientError as err:
logger.exception(
"Couldn't list data stores. Here's why %s", err.response["Error"]

["Message"]

raise

- WNZE API B , 5528 (AWS SDK for Python (Boto3) API &) iy
ListFHIRDatastores,

(@ Note
GitHub EIRHEZ &6, SHTEEH , I T HMME AWS EX R HFEPRE
MEAT,
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SAP ABAP

AR SAP ABAP MR & EH

® Note
GitHub LRt EZ%i6l, SKTEEH , X THRINME AWS BXHEFIFEFEPRE
MEITo
TRY.

oo_result = lo_hll->listfhirdatastores( ).
DATA(1lt_datastores) = oo_result->get_datastorepropertieslist( ).
DATA(lv_datastore_count) = lines( lt_datastores ).
MESSAGE |Found { lv_datastore_count } data store(s).| TYPE 'I'.
CATCH /awsl/cx_hllvalidationex INTO DATA(lo_validation_ex).
DATA(lv_error) = |Validation error: { lo_validation_ex->av_err_code }-
{ lo_validation_ex->av_err_msg }]|.
MESSAGE 1lv_error TYPE 'I'.
RAISE EXCEPTION lo_validation_ex.
CATCH /awsl/cx_hllthrottlingex INTO DATA(lo_throttling_ex).
lv_error = |Throttling error: { lo_throttling_ex->av_err_code }-
{ lo_throttling_ex->av_err_msg }]|.
MESSAGE lv_error TYPE 'I'.
RAISE EXCEPTION lo_throttling_ex.
ENDTRY.

- WIE API SHHAEF , F2E CGERAM AWS SAP ABAP B SDK APl 2&#) dify
ListFHIRDatastores,.

T AWS SDK B A EREREMENBE N TEEE | 5520 £ AWS SDK #/ HealthLake, It
FTEHITEEEAFPNWERAMEN SDK FFMAER.

ListFHIRExportJobs #H AWS SDK = CLI £

THRAFEEF REMAEA ListFHIRExportJobs,
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CLI

AWS CLI
5|HPFAE FHIR B HER

T3] list-fhir-export-jobs €&l &5404r 5 F an T A Am #R B2 0k = A6 BA B AY B 27575

oo
o

aws healthlake list-fhir-export-jobs \
--datastore-id (Data store ID) \
--submitted-before (DATE like 2024-10-13T19:00:00Z)\
--submitted-aftexr (DATE like 2020-10-13T19:00:00Z )\
--job-name ""FHIR-EXPORT" \
--job-status SUBMITTED \
--max-results (Integer between 1 and 500)

Bl
{
"ExportJobPropertiesList": [
{
"ExportJobProperties": {

"OutputDataConfig": {
"S3Uri": "s3://(Bucket Name)/(Prefix Name)/",
"S3Configuration": {

"S3Uri": "s3://(Bucket Name)/(Prefix Name)/",
"KmsKeyId": "(KmsKey Id)"

}

b

"DataAccessRoleArn": "arn:aws:iam::(AWS Account ID):role/(Role

Name)",

"JobStatus": "COMPLETED",

"JobId": "cl45fbb27b192af392f8ce6e7838e34f",

"JobName": "FHIR-EXPORT",

"SubmitTime": "2024-11-20T11:31:46.672000-05:00",

"EndTime": "2024-11-20T11:34:01.636000-05:00",

"Datastoreld": "(Data store ID)"

}
}
]
}

B 190



AWS HealthLake HBEABER

MFFHMER , F26 ( AWS HealthLake R AEHEFE) HHHE FHIR ERFHIEE H1E
z=

<o

- W13 API S¥MEF , 528 (AWS CLI s 52#E) F# ListFHIRExportJobs.

Python

EAR Python B9 SDK (Boto3)

@classmethod
def from_client(cls) -> "HealthLakeWrapper":
Creates a HealthLakeWrapper instance with a default AWS HealthLake
client.

:return: An instance of HealthLakeWrapper initialized with the default
HealthLake client.

health_lake_client = boto3.client("healthlake™")

return cls(health_lake_client)

def list_fhir_export_jobs(
self,
datastore_id: str,
job_name: str = None,
job_status: str = None,
submitted_before: datetime = None,
submitted_after: datetime = None,
) -> list[dict[str, any]l]:
Lists HealthLake export jobs satisfying the conditions.
:param datastore_id: The data store ID.
:param job_name: The export job name.
:param job_status: The export job status.
:param submitted_before: The export job submitted before the specified
date.
:param submitted_after: The export job submitted after the specified
date.
:return: A list of export jobs.
try:
parameters = {"Datastoreld": datastore_id}
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if job_name is not None:
parameters["JobName"] = job_name
if job_status is not None:
parameters["JobStatus"] = job_status
if submitted_before is not None:
parameters["SubmittedBefore"] = submitted_before
if submitted_after is not None:
parameters["SubmittedAfter"] = submitted_after
next_token = None
jobs = []
# Loop through paginated results.
while True:
if next_token is not None:
parameters["NextToken"] = next_token
response =
self.health_lake_client.list_fhir_export_jobs(**parameters)
jobs.extend(response["ExportJobPropertieslList"])
if "NextToken" in response:
next_token = response["NextToken"]
else:
break
return jobs
except ClientError as err:
logger.exception(
"Couldn't list export jobs. Here's why %s",
err.response["Error"]["Message"],
)

raise

- WNZE API B , 5528 (AWS SDK for Python (Boto3) API &) iy
ListFHIRExportJobs.,

(@ Note
GitHub EIRHEZ &6, SHTREH , I T HMME AWS EXHEHIHFEPRE
MEATT,
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SAP ABAP

AR SAP ABAP MR & EH

® Note
GitHub LRt EZ%i6l, SKTEEH , X THRINME AWS BXHEFIFEFEPRE
MEITo
TRY.

" iv_datastore_id = 'alb2c3d4e5f6g7h8i9j0k112m3n4o5p6"
IF iv_submitted_after IS NOT INITIAL.
oo_result = lo_hll->listfhirexportjobs(
iv_datastoreid = iv_datastore_id
iv_submittedafter = iv_submitted_after
).
ELSE.
oo_result = lo_hll->1istfhirexportjobs(
iv_datastoreid = iv_datastore_id
).
ENDIF.
DATA(1t_export_jobs) = oo_result->get_exportjobpropertieslist( ).
DATA(lv_job_count) = lines( lt_export_jobs ).
MESSAGE |Found { 1lv_job_count } export job(s).| TYPE 'I'.
CATCH /awsl/cx_hllvalidationex INTO DATA(lo_validation_ex).
DATA(lv_error) = |Validation error: { lo_validation_ex->av_err_code }-
{ lo_validation_ex->av_err_msg }]|.
MESSAGE 1lv_error TYPE 'I°'.
RAISE EXCEPTION lo_validation_ex.
CATCH /awsl/cx_hllresourcenotfoundex INTO DATA(lo_notfound_ex).
lv_error = |Resource not found: { lo_notfound_ex->av_err_code }-
{ lo_notfound_ex->av_err_msg }|.
MESSAGE lv_error TYPE 'I'.
RAISE EXCEPTION lo_notfound_ex.
ENDTRY.

« WIE AP| SEHEA , F52E (EAMN AWS SAP ABAP #J SDK APl &) iy
ListFHIRExportJobs.

B 193


https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/sap-abap/services/hll#code-examples
https://docs.aws.amazon.com/sdk-for-sap-abap/v1/api/latest/index.html

AWS HealthLake HBEABER

WFE AWS SDK A EEENEARHANTREE , F2H EE AWS SDK A HealthLake, It
THEUESHEEAFNEFAMNER SDK WEFHEER,

\

ListFHIRImportJobs ## AWS SDK = CLI £/

THRAFEEF REMMAEA ListFHIRImportJobs,
CLI

AWS CLI
PIHFTE FHIR EAER

T%] list-fhir-import-jobs &I REMAIFEA S RBFEIRFMHEBNMEEATE
HEE,

aws healthlake list-fhir-impoxt-jobs \
--datastore-id (Data store ID) \
--submitted-before (DATE like 2024-10-13T19:00:00Z) \
--submitted-after (DATE like 2020-10-13T19:00:00Z ) \
--job-name "FHIR-IMPORT" \
--job-status SUBMITTED \
-max-results (Integer between 1 and 500)

"ImportJobPropertiesList": [
{
"JobId": "c@fddbf76f238297632d4aebdbfc9oddf",
"JobStatus": "COMPLETED",
"SubmitTime": "2024-11-20T10:08:46.813000-05:00",
"EndTime": "2024-11-20T10:10:09.093000-05:00",
"DatastoreId": "(Data store ID)",
"InputDataConfig": {
"S3Uri": "s3://(Bucket Name)/(Prefix Name)/"
.
"JobOutputDataConfig": {
"S3Configuration": {
"S3Uri": "s3://(Bucket Name)/
import/6407b9ae4c2def3cb6flas6a@c599ec@-FHIR_IMPORT-
c0fddbf76f238297632d4aebdbfcoddf/",
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"KmsKeyId": "arn:aws:kms:us-east-1:123456789012:key/b7f645chb-
€564-4981-8672-9e012d1ff1a0"
}

.
"JobProgressReport": {

"TotalNumberOfScannedFiles": 1,
"TotalSizeOfScannedFilesInMB": 0.001798,
"TotalNumberOfImportedFiles": 1,
"TotalNumberOfResourcesScanned": 1,
"TotalNumberOfResourcesImported": 1,
"TotalNumberOfResourcesWithCustomerError": O,
"TotalNumberOfFilesReadWithCustomerError": 0,
"Throughput": 0.0

I

"DataAccessRoleArn": "arn:aws:iam::(AWS Account ID):role/(Role Name)"

MEFHMHEN , 528 ( AWS HealthLake BB A SR PWASEREA FHIR ER7F
HE.

- W1 API F¥AEF , 528 (AWS CLI ;v 52#E) F# ListFHIRImportJobs,

Python

EA R Python B9 SDK (Boto3)

@classmethod
def from_client(cls) -> "HealthLakeWrapper":
Creates a HealthLakeWrapper instance with a default AWS HealthLake
client.

:return: An instance of HealthLakeWrapper initialized with the default
HealthLake client.

health_lake_client = boto3.client("healthlake")

return cls(health_lake_client)

def list_fhir_import_jobs(
self,
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datastore_id: str,
job_name: str = None,
job_status: str = None,
submitted_before: datetime = None,
submitted_after: datetime = None,
) -> list[dict[str, any]l]:
Lists HealthLake import jobs satisfying the conditions.
:param datastore_id: The data store ID.
:param job_name: The import job name.
:param job_status: The import job status.

:param submitted_before: The import job submitted before the specified

date.

:param submitted_after: The import job submitted after the specified

date.
:return: A list of import jobs.
try:
parameters = {"Datastoreld": datastore_id}
if job_name is not None:
parameters["JobName"] = job_name
if job_status is not None:
parameters["JobStatus"] = job_status
if submitted_before is not None:
parameters["SubmittedBefore"] = submitted_before
if submitted_after is not None:
parameters["SubmittedAfter"] = submitted_after
next_token = None
jobs = []
# Loop through paginated results.
while True:
if next_token is not None:
parameters["NextToken"] = next_token
response =
self.health_lake_client.list_fhir_import_jobs(**parameters)
jobs.extend(response["ImportJobPropertiesList"])
if "NextToken" in response:
next_token = response["NextToken"]
else:
break
return jobs
except ClientError as err:
logger.exception(
"Couldn't list import jobs. Here's why %s",

e
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err.response["Error"]["Message"],

)

raise

- INZE API B , 5528 (AWS SDK for Python (Boto3) API &) iy
ListFHIRImportJobs,

(@ Note
GitHub EIRHEZ 6, SHTREH , I THMMAE AWS EX B IR FEPRE
MEATT,
SAP ABAP

HEAR SAP ABAP WEREH

@ Note
GitHub FIREEZ &, SKTREH , I 7HMAE AWS ZX IR #FEFRE
MEATT,
TRY.

" iv_datastore_id = 'alb2c3d4e5f6g7h8i9j0k112m3n4o5p6"
IF iv_submitted_after IS NOT INITIAL.
oo_result = lo_hll->listfhirimportjobs(
iv_datastoreid = iv_datastore_id
iv_submittedafter = iv_submitted_after
).
ELSE.
oo_result = lo_hll->1listfhirimportjobs(
iv_datastoreid = iv_datastore_id
).
ENDIF.
DATA(1t_import_jobs) = oo_result->get_importjobpropertieslist( ).
DATA(lv_job_count) = lines( lt_import_jobs ).
MESSAGE |Found { lv_job_count } import job(s).| TYPE 'I'.
CATCH /awsl/cx_hllvalidationex INTO DATA(lo_validation_ex).

e
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DATA(1lv_error) = |Validation error: { lo_validation_ex->av_err_code }-
{ lo_validation_ex->av_err_msg }]|.
MESSAGE lv_error TYPE 'I'.
RAISE EXCEPTION lo_validation_ex.
CATCH /awsl/cx_hllresourcenotfoundex INTO DATA(lo_notfound_ex).
lv_error = |Resource not found: { lo_notfound_ex->av_err_code }-
{ lo_notfound_ex->av_err_msg }|.
MESSAGE 1lv_error TYPE 'I'.
RAISE EXCEPTION lo_notfound_ex.
ENDTRY.

« WZE AP| SEHEA , F52E (GEHAMN AWS SAP ABAP #J SDK APl &&) iy
ListFHIRImportJobs,

%% AWS SDK B A ERREMENBE N TEEE | 5520 £ AWS SDK #H HealthLake, It
FELEEEEAFNEAMNER SDK WEEMAEA.

ListTagsForResource #&# AWS SDK = CLI £
THRXBEF REMAIEA ListTagsForResource,
CLI
AWS CLI
JHENEFRENER
T5l list-tags-for-resource 413 HEEIEEERFREMBABMNER

aws healthlake list-tags-for-resource \
--resource-arn "arn:aws:healthlake:us-east-1:123456789012:datastore/
fhir/0725c83f4307f263el16fd56b6d8ebdbe"

B

ntagsn: {
"key": "value",
"keyl": "valuel"
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}

WMEFEET , 528 (AWS HealthLake B A BIEE) T M EHealthLake FEIRE IR,
AWS HealthLake

« W13 AP| SEHEF |, 5528 (AWS CLI tsS2#) F# ListTagsForResource,

\

Python

EAR Python #9 SDK (Boto3)

@classmethod
def from_client(cls) -> "HealthLakeWrapper":
Creates a HealthLakeWrapper instance with a default AWS HealthLake
client.

:return: An instance of HealthLakeWrapper initialized with the default
HealthLake client.

health_lake_client = boto3.client("healthlake")

return cls(health_lake_client)

def list_tags_for_resource(self, resource_arn: str) -> dict[str, str]:
Lists the tags for a HealthLake resource.
:param resource_arn: The resource ARN.
:return: The tags for the resource.
try:
response = self.health_lake_client.list_tags_for_resource(
ResourceARN=resource_arn
)
return response["Tags"]
except ClientError as err:
logger.exception(
"Couldn't list tags for resource %s. Here's why %s",
resource_arn,
err.response["Error"]["Message"],
)

raise
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- WNZE API B , 5528 (AWS SDK for Python (Boto3) API &) iy
ListTagsForResource.

(@ Note
GitHub LR EZ &, SHTEEH| , 3 7HRINAE AWS EXHEHHIRBFEPRE
M#IT-
SAP ABAP

HEAR SAP ABAP WEREH

@ Note
GitHub FIRHEZ &, SKTREH , I 7 HMAE AWS ZX IR F#FERRE
MEATT,
TRY.

" jv_resource_arn = 'arn:aws:healthlake:us-east-1:123456789012:datastore/
fhir/alb2c3d4e5f6g7h819j0k112m3n405p6"
DATA(lo_result) = lo_hll->listtagsforresource(
iv_resourcearn = iv_resource_arn
).
ot_tags = lo_result->get_tags( ).
DATA(lv_tag_count) = lines( ot_tags ).
MESSAGE |Found { 1lv_tag_count } tag(s).| TYPE 'I'.
CATCH /awsl/cx_hllvalidationex INTO DATA(lo_validation_ex).
DATA(lv_error) = |Validation error: { lo_validation_ex->av_err_code }-
{ lo_validation_ex->av_err_msg }]|.
MESSAGE 1lv_error TYPE 'I°'.
RAISE EXCEPTION lo_validation_ex.
CATCH /awsl/cx_hllresourcenotfoundex INTO DATA(lo_notfound_ex).
lv_error = |Resource not found: { lo_notfound_ex->av_err_code }-
{ lo_notfound_ex->av_err_msg }|.
MESSAGE lv_error TYPE 'I'.
RAISE EXCEPTION lo_notfound_ex.
ENDTRY.
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- WFE API FHE , F2H (ERAMN AWS SAP ABAP #J SDK API &) 1
ListTagsForResource.

WE AWS SDK B A BRREHNEXRHESINTREE , F2/ B AWS SDK £ HealthLake, It
FTHEUISHEBEAFNEFAMNER SDK WEFHEER,

StartFHIRExportJob ##l AWS SDK = CLI £/

THRATEEF REa{aEA StartFHIRExportJob,
CLI

AWS CLI
BE FHIR B HERE

T5lstart-fhir-export-jobZaHIEERMAEA AWS HealthLake BXE) FHIR E HE#.

aws healthlake start-fhir-export-job \

--output-data-config '{""S3Configuration'": {"S3Uri'":"s3://(Bucket Name)/
(Prefix Name)/","KmsKeyId":"arn:aws:kms:us-east-1:012345678910:key/d330e7fc-
b56¢c-4216-a250-f4c43ef46e83"}}' \

--datastore-id (Data store ID) \

--data-access-role-arn arn:aws:iam: :(AWS Account ID):role/(Role Name)

B
{
"DatastoreId": "(Data store ID)",
"JobStatus": "SUBMITTED",
"JobId": "9b9a51943afaedd0a8c@c26c49135a31"
}
MEFMHEER , 528 (AWS HealthLake B ABIERE) FHK FHIR ERFHEE HER,

. W API MG |, B (AWS CLI §98%E) |y StartFHIRExportJob,
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Python

EAR Python B9 SDK (Boto3)

@classmethod
def from_client(cls) -> "HealthLakeWrapper":
Creates a HealthLakeWrapper instance with a default AWS HealthLake
client.

:return: An instance of HealthLakeWrapper initialized with the default
HealthLake client.

health_lake_client = boto3.client("healthlake")

return cls(health_lake_client)

def start_fhir_export_job(
self,
job_name: str,
datastore_id: str,
output_s3_uri: str,
kms_key_id: str,
data_access_role_arn: str,
) -> dict[str, str]:
Starts a HealthLake export job.
:param job_name: The export job name.
:param datastore_id: The data store ID.
:param output_s3_uri: The output S3 URI.
:param kms_key_id: The KMS key ID associated with the output S3 bucket.
:param data_access_role_arn: The data access role ARN.
:return: The export job.

try:
response = self.health_lake_client.start_fhir_export_job(
OutputDataConfig={
"S3Configuration": {"S3Uri": output_s3_uri, "KmsKeyId":
kms_key_id}

}I

DataAccessRoleArn=data_access_role_arn,
Datastoreld=datastore_id,
JobName=job_name,
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return response
except ClientError as err:
logger.exception(
"Couldn't start export job. Here's why %s",
err.response["Error"]["Message"],

)

raise

- WNZE API FHER , 5528 (AWS SDK for Python (Boto3) APl &) iy
StartFHIRExportJob.

(® Note

GitHub LR EZ&i6], SHTREEH , X 7 HEMMAIE AWS BEXIEFIFHFEDRE
M#1To

SAP ABAP

B SAP ABAP MR #EH

(® Note

GitHub bIRMEZ&H|, SHTEEHH , I 7HAAE AWS EXFEHI R FEFRE
METo

TRY.
" iv_job_name = 'MyExportJob'
" iv_output_s3_uri = 's3://my-bucket/export/output/’

" iv_kms_key_id = 'arn:aws:kms:us-
east-1:123456789012:key/12345678-1234-1234-1234-123456789012"

" iv_data_access_role_arn = 'arn:aws:iam::123456789012:role/
HealthLakeExportRole'

oo_result = lo_hll->startfhirexportjob(
iv_jobname = iv_job_name
io_outputdataconfig = NEW /awsl/cl_hlloutputdataconfig(
io_s3configuration = NEW /awsl/cl_hlls3configuration(

B 203


https://docs.aws.amazon.com/goto/boto3/healthlake-2017-07-01/StartFHIRExportJob
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/python/example_code/healthlake#code-examples
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/sap-abap/services/hll#code-examples

AWS HealthLake HBEABER

iv_s3uri = iv_output_s3_uri
iv_kmskeyid = iv_kms_key_id
)
)
iv_dataaccessrolearn = iv_data_access_role_arn
iv_datastoreid = iv_datastore_id
).
DATA(1lv_job_id) = oo_result->get_jobid( ).
MESSAGE |Export job started with ID { 1lv_job_id }.| TYPE 'I'.
CATCH /awsl/cx_hllvalidationex INTO DATA(lo_validation_ex).
DATA(1lv_error) = |Validation error: { lo_validation_ex->av_err_code }-
{ lo_validation_ex->av_err_msg }]|.
MESSAGE lv_error TYPE 'I'.
RAISE EXCEPTION lo_validation_ex.
CATCH /awsl/cx_hllthrottlingex INTO DATA(lo_throttling_ex).
lv_error = |Throttling error: { lo_throttling_ex->av_err_code }-
{ lo_throttling_ex->av_err_msg }]|.
MESSAGE 1lv_error TYPE 'I'.
RAISE EXCEPTION lo_throttling_ex.
CATCH /awsl/cx_hllaccessdeniedex INTO DATA(lo_access_ex).
lv_error = |Access denied: { lo_access_ex->av_err_code }-{ lo_access_ex-
>av_err_msg }]|.
MESSAGE lv_error TYPE 'I'.
RAISE EXCEPTION lo_access_ex.
ENDTRY.

- WIZE AP| B , 528 (EAMN AWS SAP ABAP #J SDK APl &) fhiy
StartFHIRExportJob,

W% AWS SDK A ERREMENBE N TEEE |, 5520 £ AWS SDK #H HealthLake, It
FEHLEEEEAFNEAMNER SDK WEEMAEA.

StartFHIRImportJob ## AWS SDK & CLI f£HA

THRAFEH RE MR StartFHIRImportJob,
CLI

AWS CLI

BE FHIR EAET
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T%lstart-fhir-import-job#iflR&E 1A A AWS HealthLake BiE) FHIR E AT,

aws healthlake start-fhir-import-job \

--input-data-config S3Uri="s3://(Bucket Name)/(Prefix Name)/" \

--job-output-data-config '{"S3Configuration": {"S3Uri":"s3://(Bucket Name)/
(Prefix Name)/","KmsKeyId":"arn:aws:kms:us-east-1:012345678910:key/d330e7fc-
b56¢c-4216-a250-f4c43ef46e83"}}' \

--datastore-id (Data store ID) \

--data-access-role-arn "arn:aws:iam::(AWS Account ID):role/(Role Name)"

B
{
"DatastoreId": "(Data store ID)",
"JobStatus": "SUBMITTED",
"JobId": "cl1l45fbb27b192af392f8ce6e7838e34f"
}

MEBFHMER , FS0 (AWS HealthLake B ASER) FHBEREA FHIR ERENE.
- W13 API S¥MEF , 528 (AWS CLI s S2#£) F# StartFHIRImportJob,

Python

EAR Python B SDK (Boto3)

@classmethod
def from_client(cls) -> "HealthLakeWrapper":
Creates a HealthLakeWrapper instance with a default AWS HealthLake
client.

:return: An instance of HealthLakeWrapper initialized with the default
HealthLake client.

health_lake_client = boto3.client("healthlake")

return cls(health_lake_client)

def start_fhir_import_job(
self,
job_name: str,
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datastore_id: str,
input_s3_uri: str,
job_output_s3_uri: str,
kms_key_id: str,
data_access_role_arn: str,
) -> dict[str, str]:
Starts a HealthLake import job.
:param job_name: The import job name.
:param datastore_id: The data store ID.
:param input_s3_uri: The input S3 URI.
:param job_output_s3_uri: The job output S3 URI.
:param kms_key_id: The KMS key ID associated with the output S3 bucket.
:param data_access_role_arn: The data access role ARN.
:return: The import job.
try:
response = self.health_lake_client.start_fhir_import_job(
JobName=job_name,
InputDataConfig={"S3Uri": input_s3_uri},
JobOutputDataConfig={
"S3Configuration": {
"S3Uri": job_output_s3_uri,
"KmsKeyId": kms_key_id,

1,
DataAccessRoleArn=data_access_role_arn,
DatastoreId=datastore_id,

)

return response

except ClientError as err:

logger.exception(
"Couldn't start import job. Here's why %s",
err.response["Error"]["Message"],

)

raise

- WNZE API B , 5528 (AWS SDK for Python (Boto3) API &) iy
StartFHIRImportJob,
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(@ Note
GitHub LR EZ &, SHTEEHH| , I 7T HEMNAE AWS BXBEHFREFEPRE
M#ITo
SAP ABAP

EAR SAP ABAP NREEH

® Note

GitHub L RRMEZEHH, SHTEEH , I 7HENAE AWS EXFEFHEFEPRE
M#1To

iv_job_name = 'MyImportJob'
" iv_input_s3_uri = 's3://my-bucket/import/data.ndjson'
iv_job_output_s3_uri = 's3://my-bucket/import/output/’
iv_kms_key_id = 'arn:aws:kms:us-
east-1:123456789012:key/12345678-1234-1234-1234-123456789012"
" iv_data_access_role_arn = 'arn:aws:iam::123456789012:role/
HealthLakeImportRole'
oo_result = lo_hll->startfhirimportjob(
iv_jobname = iv_job_name
io_inputdataconfig = NEW /awsl/cl_hllinputdataconfig( iv_s3uri =
iv_input_s3_uri )
io_joboutputdataconfig = NEW /awsl/cl_hlloutputdataconfig(
io_s3configuration = NEW /awsl/cl_hlls3configuration(
iv_s3uri = iv_job_output_s3_uri
iv_kmskeyid = iv_kms_key_id
)
)
iv_dataaccessrolearn = iv_data_access_role_arn
iv_datastoreid = iv_datastore_id
).
DATA(1lv_job_id) = oo_result->get_jobid( ).
MESSAGE |Import job started with ID { 1lv_job_id }.| TYPE 'I'.
CATCH /awsl/cx_hllvalidationex INTO DATA(lo_validation_ex).
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DATA(1lv_error) = |Validation error: { lo_validation_ex->av_err_code }-
{ lo_validation_ex->av_err_msg }]|.
MESSAGE lv_error TYPE 'I'.
RAISE EXCEPTION lo_validation_ex.
CATCH /awsl/cx_hllthrottlingex INTO DATA(lo_throttling_ex).
lv_error = |Throttling error: { lo_throttling_ex->av_err_code }-
{ lo_throttling_ex->av_err_msg }]|.
MESSAGE 1lv_error TYPE 'I'.
RAISE EXCEPTION lo_throttling_ex.
CATCH /awsl/cx_hllaccessdeniedex INTO DATA(lo_access_ex).
lv_error = |Access denied: { lo_access_ex->av_err_code }-{ lo_access_ex-
>av_err_msg }]|.
MESSAGE lv_error TYPE 'I'.
RAISE EXCEPTION lo_access_ex.
ENDTRY.

- W API FHHER , 528 (EAR AWS SAP ABAP #J SDK API &) iy
StartFHIRImportJob,

WFE AWS SDK F#EAEEENEARHAINTREE , F2H EE AWS SDK A HealthLake, 1Lt
FTHEUISHEBEAFNEFANER SDK WEFHEER,

TagResource & AWS SDK = CLI £/
THRXTEE G REa{aEA TagResource,
CLI
AWS CLI
BEBMEEERERE
LAF tag-resource SRS EBRTEEZERTHRE,

aws healthlake tag-resource \

--resource-arn "arn:aws:healthlake:us-east-1:123456789012:datastore/
fhir/0725c83f43071f263e16fd56b6d8ebdbe" \

--tags '[{"Key": "keyl", "Value'": "valuel"}]'

T AEELR T,
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WMEHMES , 528 (AWS HealthLake B ASIERE) PN EEBRFTEZTEREZHE,
- W API FHHEF , F2H (AWS CLI 5 H8#E) F# TagResource,

Python

EAR Python B9 SDK (Boto3)

@classmethod
def from_client(cls) -> "HealthLakeWrapper":
Creates a HealthLakeWrapper instance with a default AWS HealthLake
client.

:return: An instance of HealthLakeWrapper initialized with the default
HealthLake client.

health_lake_client = boto3.client("healthlake™")

return cls(health_lake_client)

def tag_resource(self, resource_arn: str, tags: list[dict[str, str]]) ->
None:
Tags a HealthlLake resource.
:param resource_arn: The resource ARN.
:param tags: The tags to add to the resource.
try:
self.health_lake_client.tag_resource(ResourceARN=resource_azrn,
Tags=tags)
except ClientError as err:
logger.exception(
"Couldn't tag resource %s. Here's why %s",
resource_arn,
err.response["Error"]["Message"],

)

raise

- W API FFHEF , 528 (AWS SDK for Python (Boto3) APl 8% ) H1#) TagResource,
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(@ Note
GitHub LR EZ &, SHTEEHH| , I 7T HEMNAE AWS BXBEHFREFEPRE
M#ITo
SAP ABAP

EAR SAP ABAP NREEH

® Note
GitHub LRIt EZ%i6l, SKTEEH , X THRIME AWS BXNHEFIFEFEPRE
MEITo
TRY.

" jv_resource_arn = 'arn:aws:healthlake:us-east-1:123456789012:datastore/
fhir/alb2c3d4e5f6g7h8i9j0k112m3n405p6"’
lo_hll->tagresource(
iv_resourcearn = iv_resource_arn
it_tags = it_tags
).
MESSAGE 'Resource tagged successfully.' TYPE 'I'.
CATCH /awsl/cx_hllvalidationex INTO DATA(lo_validation_ex).
DATA(1lv_error) = |Validation error: { lo_validation_ex->av_err_code }-
{ lo_validation_ex->av_err_msg }]|.
MESSAGE lv_error TYPE 'I'.
RAISE EXCEPTION lo_validation_ex.
CATCH /awsl/cx_hllresourcenotfoundex INTO DATA(lo_notfound_ex).
lv_error = |Resource not found: { lo_notfound_ex->av_err_code }-
{ lo_notfound_ex->av_err_msg }|.
MESSAGE 1lv_error TYPE 'I'.
RAISE EXCEPTION lo_notfound_ex.
ENDTRY.

- W API FEHEA , 5528 CERM AWS SAP ABAP #J SDK APl 2#) H i

TagResource,
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WME AWS SDK REBABEEMNEXNRHFNTREE , F2H Bl AWS SDK A HealthLake, It
TEHISEEAFNEAMERR SDK WEEEF.

UntagResource #&#it AWS SDK & CLI /4

TR B FREMAEMA UntagResource,

CLI
AWS CLI
T %] untag-resource EHIREB AR E BHZ M EBRES,
aws healthlake untag-resource \
--resource-arn "arn:aws:healthlake:us-east-1:123456789012:datastore/fhir/
b91723d65c6fdebld26543a49d2ed1fa" \
--tag-keys '["keyl"]"'
Lot TEELRE,
MEFHMENR , 5528 (AWS HealthLake B A B188) PR ERFHERRES,
« NE API SHAEF , 528 (AWS CLI s 92#) $H UntagResource,
Python

EAR Python #9 SDK (Boto3)

@classmethod
def from_client(cls) -> "HealthLakeWrapper":

Creates a HealthLakeWrapper instance with a default AWS HealthLake
client.

:return: An instance of HealthLakeWrapper initialized with the default
HealthLake client.

health_lake_client = boto3.client("healthlake")
return cls(health_lake_client)
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def untag_resource(self, resource_arn: str, tag_keys: list[str]) -> None:
Untags a HealthlLake resource.
:param resource_arn: The resource ARN.
:param tag_keys: The tag keys to remove from the resource.
try:
self.health_lake_client.untag_resource(
ResourceARN=resource_arn, TagKeys=tag_keys
)
except ClientError as err:
logger.exception(
"Couldn't untag resource %s. Here's why %s",
resource_azrn,
err.response["Error"]["Message"],

)

raise

- WNZE API FHER , 5528 (AWS SDK for Python (Boto3) APl &) iy
UntagResource,

(® Note

GitHub LR EZ&i6|, SHTREH , X 7 HEMMAE AWS BEXIEFIFHFEDRE
M#1To

SAP ABAP

B SAP ABAP MR & EH

(® Note

GitHub bR EZ &6, SHTEEHH , I 7HAAE AWS EXFEHI R FEFRE
METo

TRY.
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" jv_resource_arn = 'arn:aws:healthlake:us-east-1:123456789012:datastore/
fhir/alb2c3d4e5f6g7h819j0k112m3n405p6"
lo_hll->untagresource(
iv_resourcearn = iv_resource_arn
it_tagkeys = it_tag_keys
).
MESSAGE 'Resource untagged successfully.' TYPE 'I'.
CATCH /awsl/cx_hllvalidationex INTO DATA(lo_validation_ex).
DATA(1lv_error) = |Validation error: { lo_validation_ex->av_err_code }-
{ lo_validation_ex->av_err_msg }]|.
MESSAGE lv_error TYPE 'I'.
RAISE EXCEPTION lo_validation_ex.
CATCH /awsl/cx_hllresourcenotfoundex INTO DATA(lo_notfound_ex).
lv_error = |Resource not found: { lo_notfound_ex->av_err_code }-
{ lo_notfound_ex->av_err_msg }|.
MESSAGE 1lv_error TYPE 'I'.
RAISE EXCEPTION lo_notfound_ex.
ENDTRY.

- WIE AP| FHHEF , F2E (EAMN AWS SAP ABAP #J SDK APl &&) iy
UntagResource,

WE AWS SDK A EHERMEN BN TRIEE | FF2E B AWS SDK #H HealthLake, It
FTEHIEEEAMPNEAMNMERN SDK BFFEHAER.
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B4 AWS HealthLake

T% AWS RIS EEZE &S AWS HealthLake , U ABRESHNBEARAESEE. SQL EHNELHAE

« Amazon Comprehend Medical 2 —ERF4& HIPAA ERHW B AZESEERI (NLP) , ﬁﬁﬁ%%ﬁﬁﬁ’
BN ER HealthLake P IEF B EEXFHREERNEEREER ., NEFHEA , F2E
Amazon Comprehend Medical Bi3 A B35,

- Amazon Athena 2 —BEBXEHRY , AIHREFEAEE SQL E#ETE Amazon Simple Storage
Service (Amazon S3) A FETHE 9 #T HealthLake E¥l, MFEFMER , 5528 Amazon Athena
BABIEE.

F&E
» HealthLake WE S EAEEEE (NLP)
 {#£/ Amazon Athena & HealthLake & ¥}

HealthLake WE S BAE S EE (NLP)

AWS HealthLake 2B AN BERES EE (NLP) BXE , ARSI, SRBIMMEFHRE FHIR
DocumentReference ERBE AR IEZEBILER,

® Important (2 E)

EAR HealthLake WE S NLP X AEIM. EESHBRR , FEA RIXEBERHFIAWS
Support Center Console, EEEVZNRS , FEALZN AWS IRF |, AR BEZFEIRH,

HealthLake 24 NLP #iE/EHR X2 Amazon Comprehend Medical DetectEntities-V2,
InferICD10-CMA InferRxNorm API BifE., EMEEERMINADocumentReference&ERAVEE
., & Amazon Comprehend Medical AP| E1{E{5 I SIGN, SYMPTOMFI/= EY4SFEDIAGNOSISHE |
THEEE FHIR Linkage EiR. ## Condition#l Observation ERZHELL SIGN,
SYMPTOMER 4$ MBI E R , DIAGNOSISI F A Linkage BEIRIER B 2R X #.

BAREEE 214


https://docs.aws.amazon.com/comprehend-medical/latest/dev/comprehendmedical-welcome.html
https://docs.aws.amazon.com/athena/latest/ug/what-is.html
https://docs.aws.amazon.com/athena/latest/ug/what-is.html
https://hl7.org/fhir/R4/documentreference.html
https://console.aws.amazon.com/support/home#/
https://console.aws.amazon.com/support/home#/
https://hl7.org/fhir/R4/linkage.html

AWS HealthLake HBEABER

® Note
SR HealthLake B4 NLP E4RK FHIR ERXEGETFHER |, 1B FHIR API searchIhgERIF
YE, EEE—F 7T HBNMAER HealthLake B2 Athena FWESRIES NLP ZEH1EE , F2H
SQL E5|FM&EH,
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- 5 FHIR REST APl B
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- HealthLake E& NLP #I5ER
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HealthLake €/ Amazon Comprehend Medical F2 =\ E# BiDocumentReferenceEREE K F|
&R, Amazon Comprehend Medical API #4E DetectEntities-V2, InferICD10-CMF &#
BEREBERInferRxNormBEAI B, SEREDBRAETENEER.

A BEXE
Amazon Comprehend Medical AP| 2 ERSEAIR X FHEEEE,

+ DetectEntities-V2 : REZEEEREENERKRXYE , YEEESEER , fINEEER, MEMTE
E 758,

* InferlICD10-CM : iR BTN EFRIENAEE K TiSELERERZE CDC ERBERKETH
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« InferRxNorm : &Y ERNABELHPIHNER  WEHEEEZEEREZEZE RxNorm ERE
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iR T ARV IE

« DocumentReference : Amazon Comprehend Medical API R {EMEREHIEB A
DocumentReference EREH hHK FlextensionWEENXHH . EHEHETNER, ARER
o, BRLUREBEMY , ERERPEEEMURL,
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- EL R H HealthLake B S #THEE WEREE,
 http://healthlake.amazonaws.com/aws-cm/
* % Amazon Comprehend Medical API #/ERY R 158 L #7318 £ HealthLake ERFRENLE,

* Linkage : WERBEEEHNRESH NLP MHAEHET, BE LHGETHERELinkagefBEELR
ERNFE, EE# A HealthLake Linkage 2B EHIE |, BSHHEMW "tag": [{"display":
"SYSTEM_GENERATED"}]#8/{E¥, B EH— 7 ## Linkage B FHIR ##& , 5528 FHIR R4 XX
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« Observation : @& Amazon Comprehend Medical AP| EIfERV#E R |, DetectEntities-V2LL
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« Condition : @& Amazon Comprehend Medical AP EIfERI#ER |, DetectEntities-V2E R
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- MedicationStatement : @& H Amazon Comprehend Medical API EifE f#E
RInferRxNorm,

£ FHIR REST API B &)

RIETERR , Amazon Comprehend Medical API R EERHGETERFFEERERNZNESH, BEE
EESNLP BENER , B4 EATS FHR ERERIEECHIDW .
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HealthLake &3 NLP HiE S 2%

T &% HealthLake S NLP W AJ#E S B4,
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FMBABER

BEESH

infer-rxnorm-entity-concept-code

infer-rxnorm-entity-concept-description

infer-rxnorm-entity-concept-score

Sk WHERFIER

InferRxNorm FIE{#EARH BB SEXBNLN CM
AWS ZE{#1E4E

CM HE{R1E4H InferRxNorm FIEfRF ) AWS SRS
iR

CM ZE{##E 4 InferRxNorm AWS FIEH P EEMES
P

HealthLake 124358 S | LAAFS EntityTextM EntityCategory BRIEREEMELE. TRR

Bl HealthLake XENIFH®RIESSE,
EEZ2H

BEEBH

detectEntities-entity-text-category

detectEntities-entity-type-score

detectEntities-entity-text-score

detectEntities-entity-text-type

detectEntities-entity-category-score

infer-icd10cm-entity-text-concept-code

BEEMERFIER

WMRE DetectEntities FEBFELE—EHFE
entityText 1 entityCategory FIE &,

WMRE DetectEntities FEBFELE—EHFE
entityType # entityScore HEEE,

R E DetectEntities FEMPEDLE—ERE
entityText # entityScore K E .

IR DetectEntities FIEBEHELEH—RBFE
entityText 1 entityType FIE B,

MRELE—AEREFFE entityCategory
entityScore,

WK InferiCD10CM FEMHPEDLE —ERE
entityText WER , BEXEREDEF —ARSHENS
# conceptCodes
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BEESH BEEMERFIER

infer-icd10cm-entity-text-concept-score IR InferICD10CM FEMBHRELF—BRE
entityText WEHR K BEXEREVE—EBRFEIEN
conceptScore,

infer-icd10cm-entity-concept-description- ~ #12R InferICD10CM FIEBRFHNEEBHELH —EH
concept-score SRFEBLEEIRF conceptScore,

infer-rxnorm-entity-text-concept-code MR InferRxNorm FIEBHEDH —ERFS entityTex
tHNER , BXERELVF —EAFESRRENEBN
conceptCode,

infer-rxnorm-entity-text-concept-score MR InferRxNorm FIEBHEDH —ERFS entityTex
tHNER L BXEBELE—HER/FS2EM conceptSc
oreo

&l

infer-rxnorm-entity-concept-description- IR InferRxNorm FIEMBHRHNEBHEDE —ES
concept-score HFE B 2R F conceptScore,

HealthLake 4 NLP & #I5E3K

&5 1 : #EELZE HealthLake ERIZFHERPatientic %k
UTERUEEEREE ABMPatienttBBAEBWERKIETE S,

® AHEHX
THEHPHNNFZRERRNE , TR RENRREF (PHI),

1991-08-31

# Chief Complaint

- Headache

- Sinus Pain

- Nasal Congestion

- Sore Throat

- Pain with Bright Lights
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- Nasal Discharge
- Cough

# History of Present Illness
Jerénimo599 is a 4 month-old non-hispanic white male.

# Social History
Patient has never smoked.

Patient comes from a middle socioeconomic background.
Patient currently has Aetna.

# Allergies
No Known Allergies.

# Medications
No Active Medications.

# Assessment and Plan

Patient is presenting with bee venom (substance), mold (organism), house dust

mite (organism), animal dander (substance), grass pollen (substance), tree pollen
(substance), lisinopril, sulfamethoxazole / trimethoprim, fish (substance).

## Plan

The patient was prescribed the following medications:
- astemizole 10 mg oral tablet

- nda020800 ©.3 ml epinephrine 1 mg/ml auto-injector
The patient was placed on a careplan:

- self-care interventions (procedure)

REEMR | ILEATE DocumentReference ERH LA baseb4 KX imiG. EAXRHFHEEE
HealthLake B Amazon Comprehend Medical API i EZ R , BEEERR , Bl
ftDocumentReferenceEREEWGETE KRR,

GET https://https://healthlake.region.amazonaws.com/datastore/datastoreld/
r4/eeb8005725ae22b35b4edbdc68cf2dfd/r4/DocumentReference

& Amazon Comprehend Medical API BR{ERZIEF , FEEextensionERETYEEHN ASRELE
E¥ "url": "http://healthlake.amazonaws.com/aws-cm/"
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"url": "http://healthlake.amazonaws.com/aws-cm/status/",
"valueString": "SUCCESS"
},
{
"url": "http://healthlake.amazonaws.com/aws-cm/message/",
"valueString": "The AWS HealthLake integrated medical NLP operation was successful."

}

THRSIBERBETRNABIBERER | 8K HealthLake B R1ZHIE 3R & REEAY BB B0 8%,
DocumentReference

EEBEFE —DocumentReferenceERBHWER |, FHIRH GETHEK , HPEHEESE
BEid®y .

GET https://https://healthlake.region.amazonaws.com/datastore/datastoreld/
r4/eeb8005725ae22b35b4edbdc68cf2dfd/r4/DocumentReference/0e938f03-da7f-4178-acd8-
eea9586c¢c46ed

RIhEF , B E 200 HTTP EIERBM T5 JSONEE (ATERER , B8E ).

AT 2 http://healthlake.amazonaws.com/system-generated-resources/# %, &
A LLE FLinkage/e366d29f-2c22-4c19-866e-09603937935a B HIBHM . LA LLEE
HealthLake E#&H# B EEFENIB T4 E Condition ObservationMERERWMNLE.,

EREEELERBENEUNK  FREMERSIER.

"extension": [
{
"url": "http://healthlake.amazonaws.com/linkage",
"valueReference": {
"reference": "Linkage/e366d29f-2c22-4c19-866e-09603937935a"
}
},
{
"url": "http://healthlake.amazonaws.com/nlp-entity",
"valueReference": {
"reference": "Observation/c6e@a3ff-7al7-4d8b-bfd0-d02d7da®@9@c5"
}
},
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{
"url": "http://healthlake.amazonaws.com/nlp-entity",
"valueReference": {
"reference": "Condition/0854elf3-894d-448e-a8d9-3af5b9902baf"
}
}
1,
"url": "http://healthlake.amazonaws.com/system-generated-resources/"

}

Linkage
EFEEFE —LinkageEREENFER |, B2 GETaEKR , HARMHEBIEERIDA .

GET https://https://healthlake.region.amazonaws.com/datastore/datastoreld/
r4/eeb8005725ae22b35b4edbdc68cf2dfd/r4/Linkage/e366d29f-2c22-4c19-866e-09603937935a

BB | BEWE 200 HTTP EIEAH , SAR T5IZETHRY JSON EFE,

EETE itemtE, H , R5|H#/{EE "type": "source"BigHAREHK B4
EDocumentReferencelE B , ConditionifObservations3IfER5|"type":
"alternate"#/ME¥ T,

BHEET metatBMYEHEREY "tag”: [{"display": "SYSTEM_GENERATED"}] , &
NELEE R A HealthLake #17,

"resourceType": "Linkage",
"id": "e366d29f-2c22-4c19-866e-09603937935a",
"active": true,
"item":
[
{
"type": "alternate",
"resource": {
"reference": "Observation/c6e@a3ff-7al7-4d8b-bfd0-d02d7da®@90c5",
"type": "Observation"
}
.
{
"type": "alternate",
"resource": {
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"reference": "Condition/9d5clef6-f822-4faf-b55f-7c70f2a4aa8d",
"type": "Condition"
}
1,
{
"type": "source",
"resource": {
"reference": "DocumentReference/0e938f03-da7f-4178-acd8-eea9586c46ed",
"type": "DocumentReference"
}
}
1,
"meta": {
"lastUpdated": "2022-10-21T19:38:31.327Z",
"tag": [{
"display": "SYSTEM_GENERATED"
1]
}
}

Resource type: Observation
EELEFE —ObservationERERMNER , F1RE GETHER , HHPRMSEEIRIDY .

GET https://https://healthlake.region.amazonaws.com/
datastore/datastoreld/r4/eeb8005725ae22b35b4edbdc68cf2dfd/r4/
Observation/e366d29f-2c22-4c19-866e-09603937935a

Amazon Comprehend Medical APl #EMNEREEHATIITE : code, metaFl
modifierExtension,

code

F|A M ;wFCodeableConcept,. EEH—FL TH , 52 FHIR R4 X CodeableConcept
M o

HealthLake S0 T 5 = E&EH.

- "system": "http://healthlake.amazonaws.com/aws-cm/infer-icd10/" : H&
URL 2145 E# Amazon Comprehend Medical API ##4E, FEERT , InferlCD10CM,

« "code": "A52.06" : Hh A52.062 ICD-10-CM 2R , AR EMREIE &It/ F B A E &
BB,
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« "display": "Other syphilitic heart involvement" : HEH "Other syphilitic
heart involvement"@ E£ETXH ICD-10-CM BEXBEHRER,

T &EEHY JSON EEETE codet®&,

"code": {
"coding":
[
{

"system": "http://healthlake.amazonaws.com/aws-cm/infer-icdl10/",
"code": "A52.06",
"display": "Other syphilitic heart involvement"
}
1,

"text": "Other syphilitic heart involvement"

}

EETHRENHIERN ICD-10-CM BRXBREEEMNAEE , 558 A modifierExtensiont
%,

meta

meta TEBEPEEHR , EHicodetRZREBIE Amazon Comprehend Medical API & 1EFTETI8
M EEMEE .

T 5| &8 HH JSON EEEZE metatE,

"meta": {
"lastUpdated": "2022-10-21T19:38:30.879Z",
"tag": [{
"display": "SYSTEM_GENERATED"
}]
}

modifierExtension

modifierExtension TEEEEBcodetZHIEERB 2 IEEBRNESHMEENA, TERE
BRsI®/EY  REAREEFERMIEE Linkage EREE K R DocumentReference BE#E

HASEHF BB codingtEk , BEEE entity-scorefl entity-Concept-Score $i#E
modifierExtension, BRE/EHFTHNEEE , ZFEEII2H. BR entity-score , kD E=Z
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Amazon Comprehend Medical {8 RIZERMNAIEE, ¥R entity-Concept-Score , k7 ¥

2 Amazon Comprehend Medical ¥ B 8 2/ E# F| ICD-10-CM B2 AIEE,

T 5| & #H JSON EIfEEEE modifierExtensiont®E,

"modifierExtension": [{

"url": "http://healthlake.amazonaws.com/aws-cm/infer-icd10/aws-cm-icd1l@-entity-
score",
"valueDecimal": 0.45005733
},
{

"url": "http://healthlake.amazonaws.com/aws-cm/infer-icd10/aws-cm-icdl@-entity-
Concept-Score",
"valueDecimal": ©.1111792
.
{
"url": "http://healthlake.amazonaws.com/system-generated-linkage",
"valueReference": {
"reference": "Linkage/e366d29f-2c22-4c19-866e-09603937935a"
}
.
{

"url": "http://healthlake.amazonaws.com/source-document-reference",
"valueReference": {
"reference": "DocumentReference/0e938f03-da7f-4178-acd8-eea9586c46ed"
}
}
]

5c# JSON [EfE

{
"subject": {
"reference": "Patient/0679b7b7-937d-488a-b48d-6315b8e7003b"
},
"resourceType": "Observation",
"status": "unknown",
"code": {
"coding": [{

"system": "http://healthlake.amazonaws.com/aws-cm/infer-icd10/",
"code": "A52.06",
"display": "Other syphilitic heart involvement"

11,
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"text": "Other syphilitic heart involvement"
1y
"meta": {
"lastUpdated": "2022-10-21T19:38:30.8792",
"tag": [{
"display": "SYSTEM_GENERATED"
}]
1y

"modifierExtension": [{
"url": "http://healthlake.amazonaws.com/aws-cm/infer-icd10@/aws-cm-icdl@-entity-
score",
"valueDecimal": 0.45005733
},
{

"url": "http://healthlake.amazonaws.com/aws-cm/infer-icd10/aws-cm-icdl@-entity-
Concept-Score",
"valueDecimal": ©0.1111792

.
{
"url": "http://healthlake.amazonaws.com/system-generated-linkage",
"valueReference": {
"reference": "Linkage/e366d29f-2c22-4c19-866e-09603937935a"
}
.
{
"url": "http://healthlake.amazonaws.com/source-document-reference",
"valueReference": {
"reference": "DocumentReference/0e938f03-da7f-4178-acd8-eea9586c46ed"
}
}
1,
"id": "7e88c7c5-21a5-4dd7-8fc2-a02474fba583"
}
Condition

EEBFFE—ConditionEREHMNER , BRE GETEKR , EAEHIBEEZERIDN .

GET https://https://healthlake.region.amazonaws.com/datastore/datastoreld/
r4/eeb8005725ae22b35b4edbdc68cf2dfd/r4/Condition/b06d343d-
ddb8-4f36-82cb-853fcd434dfd
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Amazon Comprehend Medical APl 2EMHE RSB XA TIITE : code, metaH
modifierExtension,

code

¥ 1) tECodeableConcept. HEHE—S TH , 52 M FHIR R4 X#CodeableConceptH
0 o

HealthLake €k 0T 5 = @R EE

- "system": "http://healthlake.amazonaws.com/aws-cm/infer-icd10/" : H
URL 23643 EH Amazon Comprehend Medical API g4, #ELL1ERT |, InferiCD10CM,

« "code": "I70.0" : Hh A52.062 ICD-10-CM 2R , AR EFIESIP ORI MR ED K
B HBE=,

« "display": "Atherosclerosis of aorta" : H "Other syphilitic heart
involvement" 27§ ICD-10-CM BX B RER,

TH&EER JSON BIEE TR codent®E,

"code": {
"coding":
[
{

"system": "http://healthlake.amazonaws.com/aws-cm/infer-icd10/",
"code": "I70.0",

"display": "Atherosclerosis of aorta"
}

1,

"text": "Atherosclerosis of aorta"

}

EETHENHEKRMY ICD-10-CM BRIBEEEERNVEE , 8#H modifierExtensionit
%,

meta

meta TEITEHPHEER , BHcodetERABEE Amazon Comprehend Medical AP| 2 {EFTHTiE
R EFE

T 5| &8 HH JSON EEEIZE metatE,
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"meta": {
"lastUpdated": "2022-10-21T19:38:30.8772",
"tag": [{
"display": "SYSTEM_GENERATED"
1]
}
modifierExtension

modifierExtension TR EEEBcodetRHPEERB 2 IGEBRNESHFHEENA, TIRE
BXRS|B/EY  BEARELERMIER Linkage ERER K F A DocumentReference HIERE,

HRSEHENcodingtE , BEEF entity-scoreM entity-Concept-Score ¥igE
modifierExtension, HRE/EEHTHNEEE , ZFEFII2E. HR entity-score , kD EZ
Amazon Comprehend Medical {5 RIZERMNAIEE, ¥R entity-Concept-Score , k5 ¥
2 Amazon Comprehend Medical ¥ B 8 2/ E# F| ICD-10-CM B2 AIEE,

T 5|8 EH JSON EIfEEEE modifierExtensiont®E,

"modifierExtension": [{
"url": "http://healthlake.amazonaws.com/aws-cm/infer-icd10/aws-cm-icdl@-entity-
score",
"valueDecimal": 0.94417894
.
{
"url": "http://healthlake.amazonaws.com/aws-cm/infer-icd1@/aws-cm-icdl@-entity-
Concept-Score",
"valueDecimal": ©.8458298
},
{
"url": "http://healthlake.amazonaws.com/system-generated-linkage",
"valueReference": {
"reference": "Linkage/e366d29f-2c22-4c19-866e-09603937935a"
}
},
{
"url": "http://healthlake.amazonaws.com/source-document-reference",
"valueReference": {
"reference": "DocumentReference/0e938f03-da7f-4178-acd8-eea9586c46ed"
}
}
]
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5cE JSON [EfE

{
"subject": {
"reference": "Patient/0679b7b7-937d-488a-b48d-6315b8e7003b"
},
"resourceType": "Condition",
"code": {
"coding": [{
"system": "http://healthlake.amazonaws.com/aws-cm/infer-icdl10/",
"code": "I70.0",
"display": "Atherosclerosis of aorta"
1,
"text": "Atherosclerosis of aorta"
.
"meta": {
"lastUpdated": "2022-10-21T19:38:30.877Z",
"tag": [{
"display": "SYSTEM_GENERATED"
]
.

"modifierExtension": [{
"url": "http://healthlake.amazonaws.com/aws-cm/infer-icd10/aws-cm-icdl@-entity-
score",
"valueDecimal": 0.94417894
},
{
"url": "http://healthlake.amazonaws.com/aws-cm/infer-icd10/aws-cm-icdl@-entity-
Concept-Score",
"valueDecimal": 0.8458298
.
{
"url": "http://healthlake.amazonaws.com/system-generated-linkage",
"valueReference": {
"reference": "Linkage/e366d29f-2c22-4c19-866e-09603937935a"
}
.
{
"url": "http://healthlake.amazonaws.com/source-document-reference",
"valueReference": {
"reference": "DocumentReference/0e938f03-da7f-4178-acd8-eea9586c46ed"
}
}
1,
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"id": "b@6d343d-ddb8-4f36-82cb-853fcd434dfd"
}

&35l 2 : DocumentReference’@EMedicationStatement&EREREK

LT REHREAEBRERASZBNEKIFEEED.

A ERER
HEFHFHXFRERAR , TESZRENREEF (PHI),

Tom is not prescribed Advil

THXRSIBERETRNABIBERER  F4M HealthLake BB FEHKIE {5 HEEA) B0,
DocumentReference

EEEEE —DocumentReferenceERERMER , FIRE GETER , HPRHBZIEE
JRIDH o

GET https://https://healthlake.region.amazonaws.com/datastore/datastoreld/
r4/eeb8005725ae22b35b4edbdc68cf2dfd/r4/DocumentReference/c549125d-a218-421f-
b8bf-23614c5e796¢

BIhEE | BT 200 HTTP @AM T 5I#E# JSON [,

8/E¥ "url": "http://healthlake.amazonaws.com/system-generated-
resources/"RREANEFREHextensionB H Amazon Comprehend Medical API #4E#
B, BALEFEFHLinkageEREEMZEMedicationStatement&EIRo

"extension": [{
"extension": [{
"url": "http://healthlake.amazonaws.com/linkage",
"valueReference": {
"reference": "Linkage/394bb244-177b-4409-8657-26b20ed56dd7"
}
},

{
"url": "http://healthlake.amazonaws.com/nlp-entity",
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"valueReference": {
"reference": "MedicationStatement/cbf6afl0-b0b9-451c-bdde-99611e3498a8"
}
.
{
"url": "http://healthlake.amazonaws.com/nlp-entity",
"valueReference": {
"reference": "MedicationStatement/9a89b0d3-6681-45ca-9926-27951edce5c7"
}
.
{
"url": "http://healthlake.amazonaws.com/nlp-entity",
"valueReference": {
"reference": "MedicationStatement/4a01f6c8-5f3a-4122-80ab-405312f96aa2"
}
.
{
"url": "http://healthlake.amazonaws.com/nlp-entity",
"valueReference": {
"reference": "MedicationStatement/fbfb77d8-70cf-4579-b4c@-d6fe3c01656b"
}
.
{
"url": "http://healthlake.amazonaws.com/nlp-entity",
"valueReference": {
"reference": "MedicationStatement/1340c9ce-9c48-4bf9-9b2f-d0ab027f5e0b"
}
}
1,

"url": "http://healthlake.amazonaws.com/system-generated-resources/"

}
Linkage
BEEFE-LinkageEREENER , FiRH GETHER , HFREHBEEIRIDN

GET https://https://healthlake.region.amazonaws.com/datastore/datastoreld/
r4/eeb8005725ae22b35b4edbdc68cf2dfd/r4/Linkage/394bb244-177b-4409-8657-26b20ed56dd7

IR, BEWE 200 HTTP EIEATEM T3 JSON EIFE,

EETE itemtE, HA , #/EE "type": "source"®IEHARE
tiMedicationStatement &R E I M 4EEDocumentReferenceld@ B,
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"resourceType": "Linkage",
"id": "394bb244-177b-4409-8657-26b20ed56dd7",
"active": true,
"item": [{
"type": "alternate",
"resource": {

"reference": "MedicationStatement/cbf6afl@-b@b9-451c-bdde-99611e3498a8",

"type": "MedicationStatement"
}
},
{
"type": "alternate",
"resource": {

"reference": "MedicationStatement/9a89b0@d3-6681-45ca-9926-27951edce5c7",

"type": "MedicationStatement"
}
.
{
"type": "alternate",
"resource": {

"reference": "MedicationStatement/4a@1f6c8-5f3a-4122-80ab-405312f96aa2",

"type": "MedicationStatement"
}
},
{
"type": "alternate",
"resource": {

"reference": "MedicationStatement/fbfb77d8-70cf-4579-b4c0-d6fe3c@1656b",

"type": "MedicationStatement"
}
.
{
"type": "alternate",
"resource": {

"reference": "MedicationStatement/1340c9ce-9c48-4bf9-9b2f-d0ab027f5e0b",

"type": "MedicationStatement"
}
3,
{

A EE metatEMBEMWE/EY "tag": [{"display": "SYSTEM_GENERATED"}],
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"type": "source",
"resource": {
"reference": "DocumentReference/c549125d-a218-421f-b8bf-23614c5e796c",
"type": "DocumentReference"
}
}
1,
"meta": {
"lastUpdated": "2022-10-24T20:05:03.5012",
"tag": [{
"display": "SYSTEM_GENERATED"
1]
}
}

MedicationStatement

EEBFE —MedicationStatementBERBEHMNER  BIRE GETER , HhiRHIEIEE
JRIDMY

GET https://https://healthlake.region.amazonaws.com/
datastore/datastoreld/r4/eeb8005725ae22b35b4edbdc68cf2dfd/r4/
MedicationStatement/9a89b0d3-6681-45ca-9926-27951edce5c7

MedicationStatement ERFHE E K E Amazon Comprehend Medical InferRxNorm API
BEZRNNE, FREBUATHTE  medicationCodeableConcept, meta#
modifierExtension,

medicationCodeableConcept

¥A W ;xHECodeableConcept, EEE—FH TH# , 2 H FHIR R4 X#CodeableConceptH
0 o

HealthLake & 0T 5 = EREY .

- "system": ""http://healthlake.amazonaws.com/aws-cm/infer-rxnorm/ : H
URL 2384 EM Amazon Comprehend Medical APl &4, FELERT |, InferRxNorm,

« "code": "731533" : HA 731533 & RxNorm #{= ID , th# A RxCUI,

« "display": "ibuprofen 200 MG Oral Capsule [Advil]" : HEr ibuprofen 200
MG Oral Capsule [Advil]& RxNorm BLZHI#EIR,
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THIEE#R JSON EIfEESEE MedicationStatement T,

"medicationCodeableConcept": {
"coding": [
{
"system": "http://healthlake.amazonaws.com/aws-cm/infer-rxnorm/",
"code": "731533",
"display": "ibuprofen 200 MG Oral Capsule [Advil]"
}
]
}

meta

meta TEEEHHEER |, iEHcodeTEREBEE Amazon Comprehend Medical AP| 2 {EFTETIB
MIEEAEE A

THIEER JSON EIEETE metatE,

"meta": {
"lastUpdated": "2022-10-24T20:05:02.800Z2",
"tag": [
{
"display": "SYSTEM_GENERATED"
}
]
}
modifierExtension

modifierExtension TEITSH/MEY , BHARDocumentReferenceEE AR MAEE
Linkage ERERN R ERE.

"modifierExtension": [
{
"url": "http://healthlake.amazonaws.com/system-generated-linkage",
"valueReference": {
"reference": "Linkage/394bb244-177b-4409-8657-26b20ed56dd7"
}
.
{
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"url": "http://healthlake.amazonaws.com/source-document-reference",
"valueReference": {
"reference": "DocumentReference/c549125d-a218-421f-b8bf-23614c5e796c"

}
}
]

£ Amazon Athena £ HealthLake & ¥

£ HealthLake [EAE#HAE , £k FHIR JSON ER &R ETL 2% , ¥ LA Apache Iceberg BIE
RREXNFER , EFESE FHIR ERERARTRA Athena PHERIERI K, EFEFEAEMEMA SQL
E#H FHRER , EFLEEHER. EREEE , RACTRGARBLENBDBERES FHIR &R, %
ER B PIR AR R HEE M PIRITZS, WNFE Apache Iceberg ERIR A1 Athena RIEERIFFMET |
=28 (Athena fFAEIER) T HIEFM Apache Iceberg E Rl iR,

® Note

HealthLake 3z Athena F HealthLake E#I# FHIR R4 read B &), MEFFMHER |
RIZEE FHIR R,

s
¢

AEPHEERBUMMAA HealthLake BERFHEERE Athena, WA SQL &£ , R AT #
REZH A AWS BRIGEBRUEITE S D7,

FHE

« Amazon Athena AF§

« f£A SQL &7 HealthLake B

- EEEMEENP SQL B

Amazon Athena AP

Z E4% HealthLake B2 Amazon Athena B4 |, BABREF A, BEEEKM , BASEI Athena £
., BEFAG , BT HealthLake EREHREH FHIR ERHNZEE,

- BYERAE, BESRAGY HealthLake ERF K EH 77 ENE (AWS Lake Formation E# & )
+ ERZE Athena IRF
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https://iceberg.apache.org/
https://iceberg.apache.org/
https://docs.aws.amazon.com/athena/latest/ug/querying-iceberg.html
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RIERE. BANABYE HealthLake EREKIEH FHUE (AWS Lake Formation

7a

® A : HealthLake EE &

HealthLake BEE S A/ E AWS Lake Formation PRI ERLHEE S, {9 F Lake
Formation § HealthLake EX R EHN ZEE,

HREEEINERFMRE , AWS Lake Formation AT EERMEEE, —EEERERE

. ERERAEB —FEUNBET, SHEREENSETHESFAAERNEBNHEE. HRME
HealthLake EREHE , £ A E RS E 2 HealthLake FRIEIRS . B —{EEE £ HealthLake RIEIR
F Y HealthLake ERFHE. LEFINTBREEAEREENERTRE,

EEE-STHRERER , 520 Lake Formation BIZ A Ei8M P M ERE W{T7E Lake Formation
FiEdE, AWS

EERMEAE. HENACRNEN Athena THER , BLARTERERENHERFFT, AR, &
AR ERR LR TREMNER,

HEB 1 : & T HealthLake BRI FREERERZE R ERN DESCRIBE 51

1. BB AWS Lake Formation E#£#A : https : //https://console.aws.amazon.com/lakeformation/

ERTFERFAIERANEZTAT , BE IAM ERAERAG,

EIAMEREHACT , £RAETHER (v) , ESLEBREE Athena FEHMN IAM E£RE, B
A

8. HELFEBIEHKERFT K BEEFERNEKEREE,
9. EERET , FAMTEHE (v) EELEHLAEFEEMHEMN HealthLake ERFHEE R E,
10. EERERZT T FANERERZTTT , EEFER,

2. EXEGEENH  EEERE,

3. HEXNEHREL A6 EEFRENFHESBINZEERHE,
4. BEEBE (7).

5. B Grant (&F)

6.

7.

ERTHRINE , RTAFTKDEEREELE, ®ERRERHRTHFT  FREERNTT. £ERX
hEREAE. FEANAG. EFUHAT  LEFIHREBE,
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https://docs.aws.amazon.com/lake-formation/latest/dg/resource-links-about.html
https://docs.aws.amazon.com/lake-formation/latest/dg/resource-links-about.html
https://console.aws.amazon.com//lakeformation
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BiE , SLACRERE LR TFRE TFTENETHAEENRNERNER,

HER 2 . BT HealthLake ERFREEREFE TR ER RN FEUE

1. BARX AWS Lake Formation 2 A& : https : //https://console.aws.amazon.com/lakeformation/
EXEEENF , REEHE,

EEREREL , EENBEREHERBZNERRE.

BEBE ().

BEHERERT.

ERTERFAIEENEZTIAT , BE IAM EHEHBE,

EIAMFERESAET , FHABTEHE (v) JESEBETL Athena PEH IAM FERE, #F#E
AR,

ELF EBIEHERFAT , BEEELENAHEREE,

9. EERET , £AMTEH (v) BELERTFFEIEMN HealthLake ERFHEERE,
10. EERKRT , BEEMBERKRIE HealthLake A E L AMBERK,

1. EERRFITFHNERRFAT , BEERTZER,

12. EFE Grant (BF).

N o o M Db

©

BERTR  SHARTFAUMNER. EERNEMERETLE Athena Y HealthLake ERF
EL#ETEM.

Athena AP

® HealthLake £/ &

HealthLake A &G E A Athena £ & AWS CLI , 5% AWS SDKsXZ& 3 HealthLake BEE S
B H H A #Y HealthLake BEEFHE.

HEMEH Athena EfERITFRE , ELEATTI=H#F.

« %@ Lake Formation #£F IAM FHEH B/ EY HealthLake BRI FHRENFEIE, MEHMAEA ,
RSB RTFHEAE. #EARY HealthLake EXRFHEMNFEUE (AWS Lake Formation 3%

B).
« BIEH HealthLake ERMFHIERE L TEEE.
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https://console.aws.amazon.com//lakeformation
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+ }EXE Amazon S3 REFITRRIFHREHIER.

= ERBER Athena , 5548 AmazonAthenaFullAccess 1 AmazonS3FullAccess AWS 3 & BUR#18
RENERAE, BESACE, £/ AWS SEBRRERRERAMRENTFFE. HFiclt , AWS ZER
RURETERTREFEARANKERERTT , RATCHIHAE AWS BEFFEH. BBE IAM BURH
O, AERTHITEBMENGT . BEE—DTH IAMXEAREER , F2E (AMFHE
Bl PYNEASEERE I,

/A Important
& E & Athena A HealthLake ERFHIE |, B4 A A Athena 5125 3 fR,

T
r

THEFER BR , RItETER IAM BEBRRZEFIESE TFERENTFR, e2E—FTH
By Athena fEFEIEm) TR TERHEREG EHFEIAMKA,

EEHR S THRIREILEEA , 528 (Athena FEH & IERhttps://docs.aws.amazon.com/athena/
latest/ug/workgroups-procedure.html) ## ,

(® Note
Amazon S3 FEFETRAEMNED , B Athena FE A& XL EHA.

IBMBAEE Amazon S3 RV EMERFAFIFBMAE  RESRYUTEN , ALK ACRAEEERT
frie , BEHERUESAFRREN TFHE. SERTHEANSEDRFREER,

W Athena R ATIEEEHRRUBHFEMET , F2H (Amazon Athena EAEIERE) T
{5/ Athena TR A EEEHRERMUE.,

& EEFWITE Athena F & HealthLake ERFHEMNE S| , 2B £ SQL £ HealthLake &

£ SQL &3 HealthLake &¥

E&# FHIR BRE A HealthLake BRFRER , AR JSON FHIR EXEREH#EIT ETL 2F , 3N
Apache Iceberg B E R RE R FEIEE Amazon S3 1, HealthLake BRI ZHEH N EE FHIR ER
FRMGEREER K , UHEMA Amazon Athena REH, ERXATLEREHRER SQL HEH M
REH. HRERTFHENGRE  CHNEREUSETRNERBEEA Athena, EEE—S THN

i
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https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-use-aws-defined-policies
https://docs.aws.amazon.com/athena/latest/ug/manage-queries-control-costs-with-workgroups.html
https://docs.aws.amazon.com/athena/latest/ug/workgroups-procedure.html
https://docs.aws.amazon.com/athena/latest/ug/workgroups-procedure.html
https://docs.aws.amazon.com/athena/latest/ug/querying.html#query-results-specify-location-console
https://docs.aws.amazon.com/athena/latest/ug/querying.html#query-results-specify-location-console
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RN A FEELEREER SQL £ , 28 (Amazon Athena EFEEmM) FNEHNEEEME
BNEREBES,

® Note

AEBEFNFEEHFIEMEAER Synthea B HWEBER., FEE— S THRNAEIBELEA
Synthea ERINERFHE , 52 E E I HealthLake ERFHE,

HREREETWEELE  FHRAKEEREY., tENERSERRARATERS RN TRM
LR, B SQL £k , BLASLEMAZE, flU , ERMEFEREE  FEFHN-EREH,

« TE  EWFHR REERERRER 0..%

TEREHEIRAMES,
[{
id = null,

extension = null,
use = official,
_use = null,
text = null,
_text = null,
family = Wolf938,
_family = null,
given = [Noel608],
_given = null,

= null,
_prefix = null,
suffix = null,
_suffix = null,
period = null

3]

prefix

£ Athena # , ZEEFNMHENERER K FEEARIREATESE, EEFBULRESIFH T
£, BUUERARRRE, UTR2EFEN givenH EREESH| family,

SELECT
name[1].given as FirstName,
name[1].family as LastName
FROM Patient
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https://docs.aws.amazon.com/athena/latest/ug/rows-and-structs.html
https://docs.aws.amazon.com/athena/latest/ug/rows-and-structs.html
https://hl7.org/fhir/R4/patient.html
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« JTE : MaritalStatus FHIR RIS EHRES 0. . 1,

bt T EE A JSON,

{
id = null,
extension = null,
coding = [
{
id = null,
extension = null,
system = http: //terminology.hl7.org/CodeSystem/v3-MaritalStatus,
_system = null,
version = null,
_version = null,
code = S,
_code = null,
display = Never Married,
_display = null,
userSelected = null,
_userSelected = null

}
iF
text = Never Married,
_text = null

£ Athena 1 , EESFNAHINERER A FEERXRIMETESE, FEFHJSON #H
#2/EY , BAUUERMRTE, HRETEES, .EBT%E@@J%?M UTREN ENEEE
@Jtexto

SELECT

maritalstatus.text as MaritalStatus
FROM Patient

EEE—STHMMEFEMES JSON , 526 Athena EAEREHHEN JSON,

Athena Data Manipulation Language (DML) EFBRARX 2L Trino BEME, Athena T & Trino BYFT
BEYee K MEERANZE, EEE—STH , 52K (Amazon Athena EAEIERE) #FH DML &
i#H, HENEETF,
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https://docs.aws.amazon.com//athena/latest/ug/querying-JSON.html
https://docs.aws.amazon.com/athena/latest/ug/functions-operators-reference-section.html
https://docs.aws.amazon.com/athena/latest/ug/functions-operators-reference-section.html
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WA |, Athena ZEBRERE I HealthLake BRI EHEEHB BN EERER, EEE—F7T
fi# Athena RV ERIER | 528 (Amazon Athena fEFEIER) FHI Amazon Athena FHIERIEE

#, Amazon Athena

— & 7 #% SQL EFHWAIE Athena HIiB/E , 528 (Amazon Athena A EEFE) FHY
Amazon Athena #J SQL £#, Amazon Athena

BERSIERERIAIEA Athena BEIEEERERNARAB TRHNEH,
Element: Extension

THEextension ARNEERFRIEFE BT WL,

L EHIFRBA MM FE Patient BREE P K EIN extensionTtEIIEE,

E8W HealthLake ERFHIEE A Athena i , ERBERNTEEUASRN AT NN . BN B9E
Belement2A2H , A EEZEEBHERPTREE. BRTREZZEN  HIANTRENUF
BEABEE,

£ HERXRERFPatient , BALIEFlextensionf#ir s Wt FEarray<string> , EXRTE
AUEARSIEREREINTE, T8 , FEFNFENTE , BH4EFEA json_extract,

LTREEEERNRPEIM extensiontEME—IER,

[{
"valueString": "Kerryl75 Cummeratal6l",
"url": "http://hl7.org/fhir/StructureDefinition/patient-mothersMaidenName"
1,
{
"valueAddress": {
"country": "DE",
"city": "Hamburg",
"state": "Hamburg"
1,
"url": "http://hl7.org/fhir/StructureDefinition/patient-birthPlace"
1,
{
"valueDecimal": 0.0,
"url": "http://synthetichealth.github.io/synthea/disability-adjusted-life-years"
1,
{
"valueDecimal": 5.0,
"url": "http://synthetichealth.github.io/synthea/quality-adjusted-life-years"



https://docs.aws.amazon.com/athena/latest/ug/data-types.html
https://docs.aws.amazon.com/athena/latest/ug/data-types.html
https://docs.aws.amazon.com/athena/latest/ug/ddl-sql-reference.html
https://docs.aws.amazon.com/athena/latest/ug/ddl-sql-reference.html
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}
]

ENfEIERAE MM JSON |, Athena NESEBBFE,

It SQL EHEHIREMAR I EE patient-mothersMaidenName#l patient-
birthPlacetEMNER K, BEEFNELRE , CEEFATEMNMES|ZES|M json_extract.

SELECT
extension[1],
json_extract(extension[1], '$.valueString') AS MothersMaidenName,
extension[2],
json_extract(extension[2], '$.valueAddress.city') AS birthPlace
FROM patient

EEE-STHIR JSON WEH , 528E (Amazon Athena EAEIERE) K JSON FEELE
Element: birthDate (Age)

FH 2 FHIR PREEREEN TR, ATEREBEFHEENESNMEEESL,

HAFEHTARE t& , HtEMEA birthDate AN SQL £, EEEER tEMTIEA FHIR , 5
EERRNBRTESERREE, B FICRERFTH,

gHl 1 ArEEEENE

LSS SQL i H |, RAERARNEN SQL TEM current_dateyear REELUE L TH. A
%, BMgefMix , MEEE2ENERFHEABA NEREage.

SELECT
(year(current_date) - year(date(birthdate))) as age
FROM patient

gl 2 BRhEZAIH4EBH2019-01-01% BEEmale,

SQL EHFRAMMAFER CASTEREAbirthDate T RERA A DATE , U R WN{AR IR WHEREF
AP RERGETER R, AR TRERSHNARRETSE | HERMSAECASTHHER AR
DATE., A% , B LER < BEEFHEHETREMN A E1THHE2019-01-01, FBFEMA AND , &8
A] LA 58 — (B R4 #T18 £ WHEREF A,

SELECT birthdate
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https://docs.aws.amazon.com/athena/latest/ug/extracting-data-from-JSON.html
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FROM patient
-- we convert birthdate (varchar) to date > cast that as date too
WHERE CAST(birthdate AS DATE) < CAST('2019-01-01' AS DATE) AND gender = 'male’

Resource type: Location

WEIHERESETEEA Attleboro WU BEREHANE,

SELECT *

FROM Location

WHERE address.city='ATTLEBORO'
LIMIT 10;

Element: Age

SELECT birthdate

FROM patient

-- we convert birthdate (varchar) to date > cast that as date too

WHERE CAST(birthdate AS DATE) < CAST('2019-01-01' AS DATE) AND gender = 'male'

Resource type: Condition

EREARGSFHEREMABNZEER K EEMEC L AZBEEBMR. HealthLake HESE
BEEAEERE (NLP) 2483% DocumentReference Condition ERER PR FINFMERE
EHER, BEEHMERE  HealthLake iR B INSYSTEM_GENERATEDZE metast$ ., Lt SQL
EHEG RENTESEEERNRABEER , SYSTEM_GENERATEDHEAHHEREBIR.

EEH — 5 T # HealthLake WEABHAESEE (NLP) , 3520 HealthLake WEAXARESE
2 (NLP),

SELECT *
FROM condition
WHERE meta.tag[1l] is NULL

BHULERRENFZETERNES  E—PEHEEH, modifierextension TEEE
ERAWLDocumentReference ERARELE —HFHMEEMER. BN , EXLEFEH
json_extract REFERAFEH A Athena FIER JSON T,

W EH SQL B REIMIEESRIBISE ConditionEEMFTE DocumentReference, A #§
JSON JTERCASTREAFH , MELRTLER LIKE #THE,

fEF SQL &3 243
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SELECT
meta.tag[1l].display as SystemGenerated,
json_extract(modifierextension[4], '$.valueReference.reference') as
DocumentReference
FROM condition
WHERE meta.tag[l].display = 'SYSTEM_GENERATED'

AND CAST(json_extract(modifierextension[4], '$.valueReference.reference') as
VARCHAR) LIKE '%DocumentReference/67aa0278-8111-40d0-8adc-43055eb9d18d%"

Resource type: Observation

EREA Observation BEFHEHRE, KESHMEBAAHAAEMNEERZH, HealthLake
MWESBARESEE (NLP) 2iRIBEObservationERFREINFMENE

4 FDocumentReference& R, L& Hl SQL EHZSWHERE meta.tag[1] is NULLEfE
ERTREEESYSTEM_GENERATEDRE R,

SELECT valueCodeableConcept.coding[1l].code

FROM Observation

WHERE valueCodeableConcept.coding[1l].code = '266919005"
-- WHERE meta.tag[1] is NULL

WHEEAS struct, Bt , B LAERRFREREIN TE,

Resource type: MedicationStatement

MedicationStatement 2—%& FHIR EREE , TAREREBEZECHER,. EEFEASIREREEAZ
BYINFEMER. HealthLake WEESEEEAESEE (NLP) 1R, DocumentReference &R
R KB K S EEFT B MedicationStatementy BiR, EEFHERE | HealthLake A5 ZH MK
BINSYSTEM_GENERATEDZE metajtik. &Sl SQL EH REBMMEVERH , FAHBBIFRIRE
— R EHTE® , 5K HealthLake S NLP EFEBHER.

SELECT *

FROM medicationstatement

WHERE meta.tag[l].display = 'SYSTEM_GENERATED' AND subject.reference =
'Patient/0679b7b7-937d-488a-b48d-6315b8e7003b " ;

EEH— 5 T # HealthLake FES BAESEE (NLP) , 552/ HealthLake WE S BAZEEER
E (NLP)
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https://iceberg.apache.org/spec/#schemas-and-data-types

AWS HealthLake AR
BEEMEENSS SQL &4

T3 &EF REMMEREEERENEN Amazon Athena SQL &£ , & HealthLake BRI FHRESH
FHIR &%,

ExampleiR & A O 5T E BHE I ERE R4

BINREEMER B CENFEEADRITESHIETEE, HEFHEHRRENMLER Trino BiRREM
json_extract R EFiZ HealthLake ERHZEHREHHIE R,

SELECT
id
, CONCAT(name[1l].family, ' ', name[1].given[1]) as name
, (year(current_date) - year(date(birthdate))) as age
, gender as gender
, json_extract(extension[1], '$.valueString') as MothersMaidenName
, json_extract(extension[2], '$.valueAddress.city') as birthPlace
, maritalstatus.coding[l].display as maritalstatus
, address[1].line[1] as addressline
, address[1].city as city
, address[1].district as district
, address[1].state as state
, address[1].postalcode as postalcode
, address[1].country as country
, json_extract(address[1].extension[1], '$.extension[@].valueDecimal') as latitude
, json_extract(address[1].extension[1], '$.extension[1].valueDecimal') as longitude
, telecom[1].value as telNumber
, deceasedboolean as deceasedIndicator
, deceaseddatetime

FROM database.patient;

&R LAER Athena 2B —SHFM T EHER,
Example &% 5% 5 5 EL A8 BB ok ¢ 22 3L & @ ik ¢F
THEHERRENAS KM HealthLake BRFHRIE K E 2w BV PR B HEI R4+

SELECT
patient.id as patientId
, condition.id as conditionId
, CONCAT(name[l].family, ' ', name[l].given[1]) as name
, condition.meta.tag[1l].display
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’

’

json_extract(condition.modifierextension[1], '$.valueDecimal') AS confidenc
category[1l].coding[1l].code as categoryCode
category[1l].coding[1].display as categoryDescription
code.coding[1l].code as diagnosisCode
code.coding[1].display as diagnosisDescription
onsetdatetime

severity.coding[1l].code as severityCode
severity.coding[1l].display as severityDescription
verificationstatus.coding[1].display as verificationStatus
clinicalstatus.coding[1].display as clinicalStatus
encounter.reference as encounterId

encounter.type as encountertype

FROM database.patient, condition
WHERE CONCAT('Patient/', patient.id) = condition.subject.reference
ORDER BY name;

IERLAER Athena R EE—FHFER A THERNETE- S D,
Example/ 8.5 & A8 BB E 2 M EnZ k¢
THEHEHRRENATZSHMNEEF HealthLake EREFBEF R B 2R ENFTEHEIBEE,

SELECT

patient.id as patientId

’

’

’

’

’

observation.id as observationId
CONCAT(name[1].family, ' ', name[l].given[1]) as name
meta.tag[l].display
json_extract(modifierextension[1], '$.valueDecimal') AS confidenceScore
status

category[1l].coding[1].code as categoryCode
category[1l].coding[1l].display as categoryDescription
code.coding[1].code as observationCode
code.coding[1l].display as observationDescription
effectivedatetime

CASE

WHEN valuequantity.value IS NOT NULL THEN CONCAT(CAST(valuequantity.value AS
VARCHAR), ' ',valuequantity.unit)

WHEN valueCodeableConcept.coding [ 1 J.code IS NOT NULL THEN

CAST(valueCodeableConcept.coding [ 1 ].code AS VARCHAR)

WHEN valuestring IS NOT NULL THEN CAST(valuestring AS VARCHAR)

WHEN valueboolean IS NOT NULL THEN CAST(valueboolean AS VARCHAR)

WHEN valueinteger IS NOT NULL THEN CAST(valueinteger AS VARCHAR)

WHEN valueratio IS NOT NULL THEN CONCAT(CAST(valueratio.numerator.value AS

VARCHAR), '/',CAST(valueratio.denominator.value AS VARCHAR))

eScore

B
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WHEN valuerange IS NOT NULL THEN CONCAT(CAST(valuerange.low.value AS

VARCHAR), '-',CAST(valuerange.high.value AS VARCHAR))
WHEN valueSampledData IS NOT NULL THEN CAST(valueSampledData.data AS VARCHAR)

WHEN valueTime IS NOT NULL THEN CAST(valueTime AS VARCHAR)

WHEN valueDateTime IS NOT NULL THEN CAST(valueDateTime AS VARCHAR)

WHEN valuePeriod IS NOT NULL THEN valuePeriod.start

WHEN component[1] IS NOT NULL THEN CONCAT(CAST(component[2].valuequantity.value
AS VARCHAR),' ',CAST(component[2].valuequantity.unit AS VARCHAR),
'/', CAST(component[1l].valuequantity.value AS VARCHAR),'

' ,CAST(component[1].valuequantity.unit AS VARCHAR))

END AS observationvalue

, encounter.reference as encounterId

, encounter.type as encountertype

FROM database.patient, observation

WHERE CONCAT('Patient/', patient.id) = observation.subject.reference

ORDER BY name;

Example &% 7% 5 & EL A8 B2 /7 2 ML &R @ iR ¢F

BEFEEIIFERERRERVEEZREH, 7% SQL #HEHRELAFEA FHIR Procedure
PatientMEFREERTHRULIEE, T3 SQL EFAEERL HealthLake BRI FHEF KEINFAEEE
EEMBRER.

SELECT
patient.id as patientId

’

4

’

4

’

PROCEDURE.id as procedureld
CONCAT(name[1].family, ' ', name[l].given[1l]) as name
status

category.coding[l].code as categoryCode
category.coding[1l].display as categoryDescription
code.coding[1l].code as procedureCode
code.coding[1].display as procedureDescription
performeddatetime

performer[1]

encounter.reference as encounterId

encounter.type as encountertype

FROM database.patient, procedure
WHERE CONCAT('Patient/', patient.id) = procedure.subject.reference
ORDER BY name;

IERLAER Athena E2E THERUETE -S04 , IWHETHF , LE-F THESR,

B
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Example 455 5 & EL A8 B8 B 75 2 M Em@ {5k ¢+

EEREANMEEERACEYNBEBEFRFEE. £ Athena , LR LURE SQL £ , £H

HealthLake ERZHMEF K EH MedicationRequest PatientMEFRER,

T 5% SQL =SB E A Athena B Patient# MedicationRequest&ERIER, CHEFEAERT

%, BEREBEIEERIEE

SELECT
patient.id as patientId
, medicationrequest.id as medicationrequestid
, CONCAT(name[1l].family, ' ', name[1].given[1]) as name
, Status
, statusreason.coding[1l].code as categoryCode
, statusreason.coding[l].display as categoryDescription
, category[1].coding[1l].code as categoryCode
, category[l].coding[1].display as categoryDescription
, priority
, donotperform
, encounter.reference as encounterId
, encounter.type as encountertype
, medicationcodeableconcept.coding[1].code as medicationCode
, medicationcodeableconcept.coding[l].display as medicationDescription
, dosageinstruction[1l].text as dosage
FROM database.patient, medicationrequest
WHERE CONCAT('Patient/', patient.id ) = medicationrequest.subject.reference
ORDER BY name

BT LAER Athena EEARIFHER | AT HERUETE T 54,

ExampleZ &MedicationStatement & R EH P KR BN E R

THEHERRBMAER SQL BBEA Athena I EA JSON, EFEA FHIR metatEREEH

HealthLake & BAESEIE (NLP) fTiBEMHKE. THEMEM json_extract REE JSON F
FEIARNER. MEFHER A F2EEAESEE.
SELECT
medicationcodeableconcept.coding[1l].code as medicationCode
, medicationcodeableconcept.coding[1].display as medicationDescription
, meta.tag[l].display
, json_extract(modifierextension[1], '$.valueDecimal') AS confidenceScore
FROM medicationstatement;
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&I LAE A Athena =2 & THEBFFELE R

Examplest ¥ 45 & 75 2 B 1 17 £ 12

eI REIMMILE —#8 18 2 75 MACHHE HBERFENEE,

SELECT patient.id as patientlId,
condition.id as conditionId,

CONCAT(name [ 1 ].family, ' ', name [ 1 J.given [ 1 ]) as name,
(year(current_date) - year(date(birthdate))) AS age,
CASE

WHEN condition.encounter.reference IS NOT NULL THEN condition.encounter.reference
WHEN observation.encounter.reference IS NOT NULL THEN observation.encounter.reference
END as encounterId,
CASE
WHEN condition.encounter.type IS NOT NULL THEN observation.encounter.type
WHEN observation.encounter.type IS NOT NULL THEN observation.encounter.type
END AS encountertype,
condition.code.coding [ 1 ].code as diagnosisCode,
condition.code.coding [ 1 ].display as diagnosisDescription,
observation.category [ 1 J.coding [ 1 ].code as categoryCode,
observation.category [ 1 ]J.coding [ 1 ].display as categoryDescription,
observation.code.coding [ 1 ].code as observationCode,
observation.code.coding [ 1 ]J.display as observationDescription,
effectivedatetime AS observationDateTime,
CASE

WHEN valuequantity.value IS NOT NULL THEN CONCAT(CAST(valuequantity.value AS
VARCHAR), ' ',valuequantity.unit)

WHEN valueCodeableConcept.coding [ 1 ].code IS NOT NULL THEN
CAST(valueCodeableConcept.coding [ 1 ].code AS VARCHAR)

WHEN valuestring IS NOT NULL THEN CAST(valuestring AS VARCHAR)

WHEN valueboolean IS NOT NULL THEN CAST(valueboolean AS VARCHAR)

WHEN valueinteger IS NOT NULL THEN CAST(valueinteger AS VARCHAR)

WHEN valueratio IS NOT NULL THEN CONCAT(CAST(valueratio.numerator.value AS
VARCHAR), '/',CAST(valueratio.denominator.value AS VARCHAR))

WHEN valuerange IS NOT NULL THEN CONCAT(CAST(valuerange.low.value AS
VARCHAR), '-',CAST(valuerange.high.value AS VARCHAR))

WHEN valueSampledData IS NOT NULL THEN CAST(valueSampledData.data AS VARCHAR)

WHEN valueTime IS NOT NULL THEN CAST(valueTime AS VARCHAR)

WHEN valueDateTime IS NOT NULL THEN CAST(valueDateTime AS VARCHAR)

WHEN valuePeriod IS NOT NULL THEN valuePeriod.start

WHEN component[1] IS NOT NULL THEN CONCAT(CAST(component[2].valuequantity.value
AS VARCHAR),' ',CAST(component[2].valuequantity.unit AS VARCHAR),
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'/', CAST(component[1l].valuequantity.value AS VARCHAR),'
' ,CAST(component[1].valuequantity.unit AS VARCHAR))
END AS observationvalue,
CASE
WHEN condition.meta.tag [ 1 ].display = 'SYSTEM GENERATED' THEN 'YES'
WHEN condition.meta.tag [ 1 ].display IS NULL THEN 'NO'
WHEN observation.meta.tag [ 1 ]J.display = 'SYSTEM GENERATED' THEN 'YES'
WHEN observation.meta.tag [ 1 J.display IS NULL THEN 'NO'
END AS IsSystemGenerated,
CAST(
json_extract(
condition.modifierextension [ 1 1,
'$.valueDecimal'
) AS int
) AS confidenceScore
FROM database.patient,
database.condition,
database.observation
WHERE CONCAT('Patient/', patient.id) = condition.subject.reference
AND CONCAT('Patient/', patient.id) = observation.subject.reference
AND (year(current_date) - year(date(birthdate))) >= 18
AND (year(current_date) - year(date(birthdate))) <= 75
AND condition.code.coding [ 1 ].display like ('%diabetes%');

BEGTLEN Athena EERARFFER , A THERNETE—L D

B

250



AWS HealthLake HBEABER

BEr AWS HealthLake

BRI E e M, TSN, TAMNMEBENEEI S AWS HealthLake, AWS 214 T 5 iR
FEREEE HealthLake, TEEAESEIREOER , WiBRREE BB E,

« AWS CloudTrail €#EEUE AWS IPEF:E{JCE%"‘E’JIIJEF?éHjE’J API I'_FH%MHE%%#F WA BFERR
S EZIEEM Amazon S3 REFETEE., BT LGRBIFIAFEAE MRS AWS, E/THLARIER IP it
o, AR IR EFRE, WFEFMER , F28 "AWS CloudTrail fFAEER . -

« Amazon CloudWatch AWS £ EIRFESR B H AWS ERMEE LHTHEARER . S URERNE
Mg, BYBIERKR , URBREET , TREEEEIZEENRER BN S EIREE, Fl
m, BALARE CloudWatch &t CPU E A2 Htl Amazon EC2 #{TEIRER Y EFERAE
BB ITER. MEFHMER , 5528 Amazon CloudWatch £ &EIEFE,

- Amazon EventBridge A& RSB M4ERIERYE , I REREREEARINEREEERENERE
ME#R. EventBridge I BCHEAEN. AR (SaaS) EARERNM AWS RIGIZMHENRFE
RER , ARKZXENKEHAE Lambda ESEHE, ERELEREREPRENSSH  YEESHE
MMZEEE, MEFMER , 528 Amazon EventBridge £ &85,

&

- ] 8% HealthLake APl FEA4 AWS CloudTrail

- {8 Amazon CloudWatch E£#% HealthLake 354
« f£ Amazon EventBridge E£3% HealthLake 4

£ 3 524% HealthLake API FE04 AWS CloudTrail

AWS HealthLake B2 JRIEE S AWS CloudTrail , R IREEAE. ABDH HealthLake F AWS
RIS P EREN B YERY 52 4%, CloudTrail €& HealthLake KIFTAE AP| FEIUBEEN A E 4, HEEUHY FEILEIE 3R
B HealthLake =2 AL | LA ¥ HealthLake API BRERIRRRNISFIL, MREENEE E'J_IJ«X
# CloudTrail S4ERX 4 ZE Amazon S3 EZETE , 3% HealthLake WEH, BIFEKRFZEER
KA AT LUEIR CloudTrail ERAHFNEHE L RHEREFZHEM4. EALUEEAR CloudTrail Fﬁu&%ﬂﬁﬁ
F , ¥EE HealthLake IRHMEER, RHFBERN IP ik, RHFRHOALE, BRHBRNEB , UK
HFFHEEA

EEE—F T # CloudTrail , HZBAWS CloudTrail {EHAEIER) -
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AWS HealthLake CloudTrail ARy E A

BB AWS IRFIF | EEMIIRE EBUA CloudTrail, £ HealthLake R 4ESFEIR | X EHS
HEHBEPIREHNWEMRTE AWS EH —RECHBIE CloudTrall B4+, BulRE, BENTHR
AWS IRFHRIEH. MEFHMENR , FSBEA CloudTrail B4 ¥ 50 sk R =14+,

EEFEREE AWS IREFMEH , B3 HealthLake WS4 |, FBEVIEBH., #RZFEAEZE CloudTrail #
HEEE RIS ZE Amazon S3 FZATRE. RIBFERR  ELEIRASEVEMKSE , EREEZSERT
FiE AWS [Eif, REREH AWS FEEFFMERENES , Ui AFERINLFELIEEN Amazon
S3 RAEFETE. A, BAINEREHEM AWS RS , E—F 5 FEE CloudTrail HEEHFTNENE
HER, MEFMENR , F2ETIAS :

- B BMHEIE
 CloudTrail X EMRENES

« X% CloudTrail B9 Amazon SNS &4
- RRZ{EEEEW CloudTrail BFEFER , LRKEZEIRFEEW CloudTrail BFEFER

CloudTrail €528 T HealthLake BE , W2 H M HealthLake API 2 Z AR AERRED , UTH#
£/ FHIR REST API B {TEVE){E, #Hilan , BT HIEER FIUETE CloudTrail BFFERPELIER

* DescribeFHIRImportJob
* DescribeFHIRExportJob
* StartFHIRImportJob

* ListFHIRImportJobs

* StartFHIRExportJob

* ListFHIRExportJobs
 CreateFHIRDatastore

* ListFHIRDatastores

* DeleteFHIRDatastore

* DescribeFHIRDatastore
* UpdateResource

* CreateResource

* DeleteResource

* ReadResource
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* GetCapabilities
 SearchWithGet
e SearchWithPost

B-EEMHUARERNESUSELEFRENET. B EATHBEHE T3IEH !

- REMEAEH AWS Identity and Access Management (IAM) EH & ZE AERHEHFE R,
B RE  REEATHEACGYEHMES I EAENERLZERE,
EREAHEM AWS RERE,

hﬁ*

/|

MEFHHEN , 5528 CloudTrail userldentity T3,
T % AWS HealthLake HEE#EREH

BHtR-EEE , ERBHUERERNEARNREIEER Amazon S3 #F&E. CloudTrail BF
BRUS-—VSEEFER, —ESHAEARFRHNE-FR, jt@’%%%ﬂ?ibﬂi ARV B HA M B
B, FRBEFEA. CIoudTra|I BESENIEMLE API IR EREREEF Rt RS EMEEIR
FHE,.

LT EHBRUERET CreateFHIRDatastore EfEM CloudTrail B55ER

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROA2B3ZHOADD20J4AHJX:git
full_access_iam_ro0le580074395690222150",
"arn": "arn:aws:sts::691207106566:assumed-role/
colossusfrontend_full_access_iam_role/_iam_role580074395690222150",
"accountId": "AccountID",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROA2B3ZHOADD20J4AHJX",

"arn": "arn:aws:iam::691207106566:role/full_access_iam_role",
"accountId": "AccountID",
"userName": "full_access_iam_role"

iy
"webIdFederationData": {
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1,
"attributes": {

"mfaAuthenticated": "false",
"creationDate": "2020-11-20T00:08:15Z7"

}
}
.
"eventTime": "2020-11-20T00:08:16Z7",
"eventSource": "healthlake.amazonaws.com",
"eventName": "CreateFHIRDatastore",
"awsRegion": "us-east-1",

"sourceIPAddress": "3.213.247.1",
"userAgent": "Coral/Nettys4",
"requestParameters": {

"datastoreName":
"testCreateFHIRDatastore_GBYAZFCLLBLSUTOYYFQZRLBLQINFOYQVRPZBOJAITUAHICAEAGIWLNVQEYAMSXVWMBLXC
"datastoreTypeVersion": "R4",

"clientToken": "d737ffe@-14dd-44cc-9f0a-fdf59b26c66b"
.
"responseElements": {
"datastoreId": "datastoreID",
"datastoreArn": "arn:aws:healthlake:us-
east-1:691207106566:datastore/55576c487ff4975262b10d1d65eb4509",
"datastoreStatus": "CREATING",
"datastoreEndpoint": "datastore_endpoint/"
},
"requestID": "68e62bdd-d2d4-44cl-af69-e6f055a69f99",
"eventID": "7ef483dc-5dca-469e-823a-7d9%9e3a7fe924",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "691207106566"

£ Amazon CloudWatch B3 HealthLake 15&

& A LAE A Amazon CloudWatch E5# HealthLake , S WERKRER LS HEE B W E BT FAE
WiEE, EEFKIAERERE 15EA  REEGAUERZBLER , Y FEE Web EREXSBHE
M EE, BHALUREEERERENER , EREELEREREXBANNKINEE, MEFMEEN ,
5528 Amazon CloudWatch &5/,
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® Note
ZRIFEEWME B R AL HealthLake BIERI IR,

T£R%HE CloudWatch #R&E K HealthLake SEREMME, S HEUAERAEECTENBEVERH
N,

T %| HealthLake 82 &# &4 CloudWatch,

B CloudWatch k& #Y HealthLake 512

EE Description
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BE{¥ : Count
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EE Description

BRHERETEA | B, Fi5
HE B, BERERE D, EFRESE

ARV A ERENFEREE, KHERTCISHEERENM
ARBFERERET R F o

EE{¥ : Count

BB ER BN, ¥

MR BE. EBFHRE ID. ERFREEFR
HEE BREFREFBRAMENER , UEDHEN

By E®

BHTER : TR, LR, FHE

#WE  R¥E. EBEFHE ID. EFRERE

T % HealthLake #E g E# CloudWatch,

[ CloudWatch R HealthLake #E

HE Description

3 ERFEAN AP B4
DataStorelD FARPEANERFME ID
DataStoreType AERPEANEREREZRSR

B LAER AWS BE A AWS CLI, = CloudWatch API Bl 18 HealthLake RIS, &RATLA
ZEIBH A — {8 Amazon AWS BRI =4 (SDKs) ¢ CloudWatch APl T &3 A CloudWatch
APIl, HealthLake £ & 2RBR B CloudWatch APl B RIBERFEREF
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BABEEAEEER CloudWatch 377 , 82 CloudWatch E5#% HealthLake, MEFFMENA |
2R {Amazon CloudWatch fEFA&IER)Y F# Amazon CloudWatch B & £ FFEEE, Amazon
CloudWatch

¥R HealthLake 154&

EEMIRISIEZ (CloudWatch £ H)

BAAWS EEFES W CloudWatch Fi2 5,

BEER  BEMBER , ARZEE AWS/HealthLake,
BIEME, BIEFERAW , 521 Add to graph FTEEE).
EEFEHHHENE, mERNEENERTHEERERL S,

0N~

£/ CloudWatch 2y R

CloudWatch B E2EEEEHBEAANE —BE , XHT—RNZEENE . FEBEHE Amazon Simple
Notification Service (SNS) &5} Auto Scaling ik . BIERIRIBEEELEENBEHNBEAHEERIE
ERENE. EBRETRER , CloudWatch th AT LUEX SNS A BB IE,

® Note
CloudWatch B RARHERERE A SR ENHBRFEFER , T GUABF.

EEMIRISEZ (CloudWatch £ H)

& A CloudWatch £ &,

E#IF Alarms (B7T) , ARIEZF Create Alarm (BB R).

#1E AWS/HealthLake , REBEIFE,

H Time Range (RKE#HE) , BEEEELENKESEE , AREZE Next (T—2).
# A Name (% #8) # Description (#if),

SHEIRERY | B >= , RARBARKE,

MREFEL CloudWatch EEFERREFBEEFHN  FEDEERT , SHHSERETR B
BRES ALARM, $HHEXEANZE K ZEEFEE  NBENMEFEYRYRNEBTEE,

8. 1f Alarm Preview (B RTEE) ERTHEEE R, NRBRFESEMER | iBZ Create Alarm (B3I
BR).
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£ Amazon EventBridge E5#% HealthLake B4

Amazon EventBridge = —E&EfIREERYE , ZRBEEASHEEAER THERT—E K BLER
RiEENERNEHESEERARER. EventBridge WEBRREVHKEHERHEEEMNHEL., AWS
HealthLake 12 fit¥f EventBridge i AMEBEB ERS, MFEFMEN , 526 (Amazon EventBridge
FEHEERE) P ER Amazon EventBridge ?

@ Note

EE T I HealthLake EHEIXZE Amazon EventBridge , 5528 AWS for Industries B
EEHH B9 Amazon EventBridge & AWS HealthLake,

&
 {&IXZE EventBridge #J HealthLake ZE4
« HealthLake E4#E1E

#3X E EventBridge #9 HealthLake £

T &5 HEIEZE EventBridge LAETTIRIEMFIE HealthLake E4,

HealthLake S8R State
ERERESH
BuENEHE CREATING
EREREERS ACTIVE
il R & RHF R = DELETING
EMRENFHE DELETED
BERERERMRHR CREATE_FAILED

MEFMEEN , 528 AWS HealthLake APl 2Z ) datastoreStatus o

EAEREH
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HealthLake 483 State
EAEBERX SUBMITTED
PEAEITHRIER IN_PROGRESS
EAEHETK , BHEERER COMPLETED_WITH_ERRORS
EAEBETK COMPLETED
FEAER KB FAILED

WEFHME , 52 B AWS HealthLake APl 2EH# jobStatus o

B RS
[EHEBERR SUBMITTED
FEE HH 1T R VTS IN_PROGRESS
[EHEBETK , BREER COMPLETED_WITH_ERRORS
FE A B TR COMPLETED
FE HHEFS KB FAILED

MEFHMER , 52/ AWS HealthLake API & H#) jobStatus o

HealthLake 44518

HealthLake E# 2 E%F JSON HEENYH , tIEPRERFHEF . BUUEAPEERMMAR
A, UENBYSHY THFMNEF. FrEHEBEBNPEERMRVEEIETREXNRHFA THERR
., MEFHMENR , F2HE (Amazon EventBridge EAEIER) FMAWS RIEE4HFHEE R,

(@ Note

& E 7 A HealthLake ZE4{&iX = Amazon EventBridge , 5528 AWS for Industries %f
EEHH B9 Amazon EventBridge & AWS HealthLake,
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ERERESHF

Data Store Creating

AREE - CREATING

"version": "Q",

"id": "514ad836-bb8a-4523-al@b-fa2756c3bdb0",

"detail-type": "Data Store Creating",

"source": "aws.healthlake",

"account": "123456789012",

"time": "2023-12-08T08:58:127",

"region": "us-east-1",

"resources":

[

"arn:aws:healthlake:us-east-1:123456789012:datastore/fhir/

eeb8005725ae22b35b4edbdc68cf2dfd"

1,

"detail":

{
"datastoreId": "eeb8005725ae22b35b4edbdc68cf2dfd",
"datastoreName": "your-data-store-name",
"datastoreTypeVersion": "R4",

"datastoreEndpoint": "https://healthlake.us-east-1.amazonaws.com/datastore/
eeb8005725ae22b35b4edbdc68cf2dfd/r4/"

}

Data Store Active

AREE - ACTIVE

"version": "Q",

"id": "d57105bc-0d2d-4009-b34d-453e2567c599",
"detail-type": "Data Store Active",

"source": "aws.healthlake",

"account": "123456789012",

"time": "2023-12-08T09:16:517",

"region": "us-east-1",

"resources":

L
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"arn:aws:healthlake:us-east-1:123456789012:datastore/fhir/
eeb8005725ae22b35b4edbdc68cf2dfd"

1,

"detail":

{
"datastoreId": "eeb8005725ae22b35b4edbdc68cf2dfd",
"datastoreName": "your-data-store-name",
"datastoreTypeVersion": "R4",

"datastoreEndpoint": "https://healthlake.us-east-1.amazonaws.com/datastore/
eeb8005725ae22b35b4edbdc68cf2dfd/r4/"

}

Data Store Deleting

AREE - DELETING

"version": "Q",

"id": "d135eelf-el4a-4730-8766-7b98f822c94a",

"detail-type": "Data Store Deleting",

"source": "aws.healthlake",

"account": "123456789012",

"time": "2023-12-08T12:44:47Z",

"region": "us-east-1",

"resources":

[

"arn:aws:healthlake:us-east-1:123456789012:datastore/fhir/

eeb8005725ae22b35b4edbdc68cf2dfd"

1,
"detail":
{
"datastoreId": "eeb8005725ae22b35b4edbdc68cf2dfd",
"datastoreName": "your-data-store-name",
"datastoreTypeVersion": "R4",
"datastoreEndpoint": "https://healthlake.us-east-1.amazonaws.com/datastore/
eeb8005725ae22b35b4edbdc68cf2dfd/x4/"
}

Data Store Deleted

HREE - DELETED
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"version": "Q",

"id": "6d880b86-e115-4947-81a9-494db704571a",
"detail-type": "Data Store Deleted",

"source": "aws.healthlake",
"account": "123456789012",

"time": "2023-05-12T12:58:037",

"region": "us-east-1",
"resources":

L

"arn:aws:healthlake:us-east-1:123456789012:datastore/fhir/

eeb8005725ae22b35b4edbdc68cf2dfd"

1,
"detail":
{
"datastoreId": "eeb8005725ae22b35b4edbdc68cf2dfd",
"datastoreName": "your-data-store-name",
"datastoreTypeVersion": "R4",
"datastoreEndpoint": "https://healthlake.us-east-1.amazonaws.com/datastore/

eeb8005725ae22b35b4edbdc68cf2dfd/x4/"

}

ERERESH - PRERERER

=1

version

id

detail-type
source

account

time

string

string

string
string

string

string

Description

EventBridge 45 B HIR MR
,

REBEEHEENS 4R
UUID,

EEEENEHEE,
i Bl E £ B4 IRTE

ERTHRERBEN 12 (L3
AWS 1R 1D,

EHBRENKE,
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Z8 il Description

region string BB EREMER AWS [E
o

resources fE5| (FE) TEERFHE ARN #5 JSON
FE %1,

detail object TEEHHEBENL JSON ¥
.

detail.datastoreld string ERREREEHHEBNER
FHIE 1D,

detail.datastoreName string ERERERR,

detail.datastoreTy string EREFERE FHIR ARZA,

peVersion

detail.datastoreEn string ERERERE,

dpoint

EAEBEH

Import Job Submitted

AREE - SUBMITTED

"version": "Q",

"id": "25e606f7-800c-da4l-45df-0e68587250c9",

"detail-type": "Import Job Submitted",

"source": "aws.healthlake",

"account": "123456789012",

"time": "2023-12-08T01:50:517",

"region": "us-east-1",

"resources":

[

"arn:aws:healthlake:us-east-1:123456789012:datastore/fhir/

eeb8005725ae22b35b4edbdc68cf2dfd"

]I
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"detail":

{
"jobId": "08c60716d6321710893ff88410e902c2",
"submitTime": "2023-12-08T01:50:50.986Z",
"datastoreId": "eeb8005725ae22b35b4edbdc68cf2dfd",
"inputDataConfig":
{

"s3Uri": "s3://amzn-s3-demo-source-bucket/input/"

}

}

Import Job In Progress

AREE - IN_PROGRESS

"version": "Q",

"id": "cc886b49-2737-19c4-7cL4e-84ac9429ab73",
"detail-type": "Import Job In Progress",
"source": "aws.healthlake",

"account": "123456789012",

"time": "2023-12-08T01:51:237",

"region": "us-east-1",

"resources":

[
"arn:aws:healthlake:us-east-1:123456789012:datastore/fhir/

eeb8005725ae22b35b4edbdc68cf2dfd"

1,

"detail":

{
"jobId": "08c60716d6321710893ff88410e902c2",
"submitTime": "2023-12-08T01:50:50.9867",
"datastoreId": "eeb8005725ae22b35b4edbdc68cf2dfd",
"inputDataConfig":
{

"s3Uri": "s3://amzn-s3-demo-source-bucket/input/"

}

}

Import Job Completed

AREE - COMPLETED
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"version": "Q",

"id": "36c865ef-dasl-76ef-c882-3ba8dad8656b",
"detail-type": "Import Job Completed",
"source": "aws.healthlake",

"account": "123456789012",

"time": "2023-12-08T02:14:427",

"region": "us-east-1",

"resources":

[
"arn:aws:healthlake:us-east-1:123456789012:datastore/fhir/

eeb8005725ae22b35b4edbdc68cf2dfd"

1,

"detail":

{
"jobId": "08c60716d6321710893ff88410e902c2",
"submitTime": "2023-12-08T01:50:50.9862",
"datastoreId": "eeb8005725ae22b35b4edbdc68cf2dfd",
"inputDataConfig":
{

"s3Uri": "s3://amzn-s3-demo-source-bucket/input/"

}

}

Import Job Completed With Errors

AREE - COMPLETED_WITH_ERRORS

"version": "Q",

"id": "b61387d7-bffe-4f01-8291-65dc4be52ccl”,
"detail-type": "Import Job Completed With Errors",
"source": "aws.healthlake",

"account": "123456789012",

"time": "2023-12-08T02:14:427",

"region": "us-east-1",

"resources":

[
"arn:aws:healthlake:us-east-1:123456789012:datastore/fhir/

eeb8005725ae22b35b4edbdc68cf2dfd"

1,
"detail":

HealthLake B4

265



AWS HealthLake HBEABER

{
"jobId": "08c60716d6321710893ff88410e902c2",
"submitTime": "2023-12-08T01:50:50.9867",
"datastoreId": "eeb8@05725ae22b35b4edbdc68cf2dfd",
"inputDataConfig":
{

"s3Uri": "s3://amzn-s3-demo-source-bucket/input/"

}

}

Import Job Failed

ARAE - FAILED

"version": "Q",

"id": "c4d65575-d1a7-4040-9c6c-c225bf6723c5",
"detail-type": "Import Job Failed",

"source": "aws.healthlake",

"account": "123456789012",

"time": "2023-12-08T02:14:427",

"region": "us-east-1",

"resources":

[
"arn:aws:healthlake:us-east-1:123456789012:datastore/fhir/

eeb8005725ae22b35b4edbdc68cf2dfd"

1,

"detail":

{
"jobId": "08c60716d6321710893ff88410e902c2",
"submitTime": "2023-12-08T01:50:50.986Z",
"datastoreId": "eeb8005725ae22b35b4edbdc68cf2dfd",
"inputDataConfig":
{

"s3Uri": "s3://amzn-s3-demo-source-bucket/input/"

}

}
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EAEBEH - hEERED

Z8 Ebid Description

version string EventBridge 4B IR MR
Ko

id string ASEEHEENSE 4 IR
UuID,

detail-type string FEEENSHER,

source string B EESH IR

account string ERTHEREEN 12 LY
AWS iR ID,

time string EHEANERE,

region string Bl ERHF R ERN AWS &
1o

resources %] (F&) TEERFHE ARN #5 JSON
R 51|,

detail object TDEEHHEBEFAR JSON ¥
£,

detail.jobId string EdRAE S E S MBI E A EE A
£% D,

detail.submitTime string BEAERE IR,

detail.datastoreld string EEMREEBEEHNEREN

detail.inputDataCo string Amazon S3 fEFET R A

nfig FEHRERE, HhIEEEAN
FHIR %,
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PEHERSEH

Export Job Submitted

AREE - SUBMITTED

"version": "Q",

"id": "f8af7d04-2221-4f02-a0la-6fc3ae4@3bab",
"detail-type": "Export Job Submitted",
"source": "aws.healthlake",

"account": "123456789012",

"time": "2023-12-08T01:50:517",

"region": "us-east-1",

"resources":

L

"arn:aws:healthlake:us-east-1:123456789012:datastore/fhir/

eeb8005725ae22b35b4edbdc68cf2dfd"

1,

"detail":

{
"jobId": "45e899e545bf774710388260fc60b143",
"submitTime": "2023-12-08T01:50:50.9867",
"datastoreId": "eeb8@05725ae22b35b4edbdc68cf2dfd",
"outputDataConfig":
{

"s3Uri": "s3://amzn-s3-demo-source-bucket/output/"

}

}

Export Job In Progress

AREE - IN_PROGRESS

"version": "Q",

"id": "7bb7e39c-707d-4a83-8532-cee®15299100",
"detail-type": "Export Job In Progress",
"source": "aws.healthlake",

"account": "123456789012",

"time": "2023-12-08T01:51:237",

"region": "us-east-1",
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"resources":

[
"arn:aws:healthlake:us-east-1:123456789012:datastore/fhir/

eeb8005725ae22b35b4edbdc68cf2dfd"

1,

"detail":

{
"jobId": "45e899e545bf774710388260fc60b143",
"submitTime": "2023-12-08T01:50:50.9867",
"datastoreId": "eeb8005725ae22b35b4edbdc68cf2dfd",
"outputDataConfig":
{

"s3Uri": "s3://amzn-s3-demo-source-bucket/output/"

}

}

Export Job Completed

AREE - COMPLETED

"version": "Q",

"id": "d7629aa7-e63a-4b84-858c-96a62b57ebc8",
"detail-type": "Export Job Completed",
"source": "aws.healthlake",

"account": "123456789012",

"time": "2023-12-08T02:14:427",

"region": "us-east-1",

"resources":

[
"arn:aws:healthlake:us-east-1:123456789012:datastore/fhir/

eeb8005725ae22b35b4edbdc68cf2dfd"

1,

"detail":

{
"jobId": "45e899e545bf774710388260fc60b143",
"submitTime": "2023-12-08T01:50:50.9867",
"datastoreId": "eeb8@05725ae22b35b4edbdc68cf2dfd",
"outputDataConfig":
{

"s3Uri": "s3://amzn-s3-demo-source-bucket/output/"

}

}
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}

Export Job Completed With Errors

AR&E - COMPLETED_WITH_ERRORS

"version": "Q",

"id": "5fa50bc5-50e3-4bc4-b66a-1bld2f7b07a7",
"detail-type": "Export Job Completed With Errors",
"source": "aws.healthlake",

"account": "123456789012",

"time": "2023-12-08T02:14:427",

"region": "us-east-1",

"resources":

[
"arn:aws:healthlake:us-east-1:123456789012:datastore/fhir/

eeb8005725ae22b35b4edbdc68cf2dfd"

1,

"detail":

{
"jobId": "45e899e545bf774710388260fc60b143",
"submitTime": "2023-12-08T01:50:50.986Z",
"datastoreId": "eeb8005725ae22b35b4edbdc68cf2dfd",
"outputDataConfig":
{

"s3Uri": "s3://amzn-s3-demo-source-bucket/output/"

}

}

Export Job Failed

AREE - FAILED

"version": "Q",

"id": "49fce45e-7e02-4846-8582-e7f19ca®39ch",
"detail-type": "Export Job Failed",

"source": "aws.healthlake",

"account": "123456789012",

"time": "2023-12-08T02:14:427",

"region": "us-east-1",
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"resources":
[
"arn:aws:healthlake:us-east-1:123456789012:datastore/fhir/
eeb8005725ae22b35b4edbdc68cf2dfd"

1,

"detail":

{
"jobId": "45e899e545bf774710388260fc60b143",
"submitTime": "2023-12-08T01:50:50.9867",
"datastoreId": "eeb8005725ae22b35b4edbdc68cf2dfd",
"outputDataConfig":
{

"s3Uri": "s3://amzn-s3-demo-source-bucket/output/"

}

}

L ERBEM - hRERER

zZ8 R Description

version string EventBridge S4E B H IR AR
K,

id string ABRSHEENE 4R
UuUID,

detail-type string EEEENSHER,

source string B EEBEH R

account string BERFEREREEN 12 L&
AWS IEF ID,

time string EHRENERE,

region string w | BRI ER AWS B
o

resources 5| (F&H) TEEREFME ARN #9 JSON
FE %1,

HealthLake B4 271



AWS HealthLake

FMBABER

=1

detail

detail.jobId

detail.submitTime

detail.datastoreld

detail.outputDataC
onfig

object

string

string

string

string

Description

TBEEMHHEEERAR JSON Y
o

BB S = M ER Y BB L
£% 1D,

FE i ERE R SRRV B
EERELESHNEREFR

=
oo o

Amazon S3 fZETEMNE b
FHERE HHPIsZEELHN
FHIR &%,
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Z 4 in AWS HealthLake

MERZEM AWS RESEBEIEF. 558 AWS BF | BRI UZHRNER P ONMEHERE | SLRE
EARmERZEHRABHEFIRMEES.

ZE2MR AWS BEEcBNAREE, AFSEEAFHERAERNEZSYE  NBRPHLT SN

- ElwMIE 2% AWS EEREE AWS Cloud F#1T AWS IRISHIERE ., AWS tHiRHERTU%
2EANERE. ERAWS SRFEN—HD , FZFRRAESEEHAEANBRIRMAZLNEN
., BEETHBERAM HealthLake WERFTE , F2REHRFTEH AWS REEE.

- BlRMREN - ENEEEURREER AWS HERE, SH4sBAHHEMREEE S FRERIRE
. BRBANERNEAEENER.

A HAHBIE T B 7E £ A HealthLake RERAHAREMEER ., THEERAMAZRE HealthLake
DREENZLEERBE, fHug 7T HRINAERAHEMM AWS BRI R B R ERRMIRE HealthLake &
Ro

&

- BRMRE in AWS HealthLake

+ 7£ REST for AWS HealthLake fN%

« for AWS HealthLake & i %

- EAR AWS HealthLake # & 5 FMZREE

« AWS HealthLake HJ & R E

« AWS HealthLake RV ER TS

« f£/ 231 AWS HealthLake &JR AWS CloudFormation

+ AWS HealthLake M5 E VPC #wm & (AWS PrivateLink)

« AWS HealthLake PR HEBEK

- &M in AWS HealthLake

ERHEE in AWS HealthLake

AWS H[EEFEEEARN AWS HealthLake R ERHRE, MERFHR | AWS B EREHITAT
B HNEEHERSREAWS Eif, FESHETHERZELIIEABTNEGIE, SHERESHER
AWS IRIE WL SERNEETE, NEESREAENFMEN K F2RERELEERBZSE, NE
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq/
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BAEBNENREBNHEBRER , F2HRAWS R EESE EWAWS HESEHEZH GDPR #EHE X
5,

ERERREBEN , RPEZREMRE AWS IRFE EAER , WA AWS IAM Identity Center 5, AWS
Identity and Access Management (IAM) X EEBIEAE. M—K , SEACHEBISEESRETH
HEKFABENRT. RPtEBRERATIANREES

- BERFHEEASEEZRRRE (MFA),

- £/ SSL/TLS 8 AWS EiRBHA. HMFETLS 1.2 WERMEA TLS 1.3,

- £ RE API MEAEEEIZCH AWS CloudTrail, 2NEERBEA CloudTrail BHHEEEN AWS SEEIH
B, 2 BAWS CloudTrail € fEA&ER) HHER CloudTrail 1B,

- A AWS MEBHBRAR , UARHPHMBEREERLLES AWS R,
- FERAERNZERZLRKE (B0 Amazon Macie) , HBIREFREFEFE Amazon S3 BB ER,

o MREE AWS BB RMEIN APl FEH BEE FIPS 140-3 BN R IGmEZEHR , 55EH FIPS
imeh. WFEAE FIPS M FIPS mHNELHEENR , F2RBBEFEEZFE (FIPS) 140-3.

B ZERCRHTEREFNEFE A SRERBRBEN , HEEEREAKNNXFR
o, flINE B, ESEE LA HealthLake SiEREEA. APIAWS CLI, AWS SDKskY HAth
AWS fR#% B, SHEEBRSEHEIANEZRUTRAANEMAERSBTEARTERDE A, WRER
HAIBERESH URL , RPAZIEZRF I ER B LHXAREFE RN URL FBEBREA,

£ REST for AWS HealthLake %

HealthLake TEERIZ N |, EFBRIEHER Y AWS Key Management Service (AWS KMS) & & 2R R &
BEHREFER, EFEENKMS £BEZRXE K MARERGFHEEANELERTEE., &
BRSPS THREFESE KMS €8 , 5528 Amazon Key Management Service, B ERFHER ,
BEFALUERE AWS #EIEH KMS £R[EFEEN KMS £, BEUERENEZR , MEZEE M
RiARE, MREREREFER AWS #EER KMS £8 , AIgiE R <"E AWS_OWNED_KMS_KEY ,
mMBETEEINANBENENFEER,

AWS B/ KMS €18

HealthLake B S AEL B EHMBBENHRBRENR , fINEAE SRR BELEREERA
(PHI) ¥, AWS HEEH KMS €8T SEFEHRELNIRE S, SR AWS SEENEEANZE AWS
REH KMS £|MEESHN—75. AWS IRIEATLUFER AWS #EN KMS £ RREBENER., BEZE
B, B8, £H AWS HEW KMS eRIBREFAAIR. T8 , EFEEETEANIEREER
AN, PURENZERNSE,
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https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-trails.html
https://aws.amazon.com/compliance/fips/
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
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MBEER AWS SEEH KMS €88 | BFEEXNSRERASMERE  MAELEERTSHALIRS
B AWS KMS Bt 88, MNEFMENR , F2E AWS HEEN 2,

EFZE KMS iR

HealthLake XEFEAERY, BENEENHBEFZE KMS i) , BUEBIRE AWS RV INEN
BE_EMR, EuATERFLEMNS , HLEHITUTES

- BUNHERSR|BBOR. 1AM BERNRE
- BRTRBHBRERZER

- BANFERAESRBER

- ¥ R

- BYEBAIA

« REESWAMER

Bt A LAEE A CloudTrail ZRIEME HealthLake AWS KMS X RIGEIXIE EER. AWS KMS EX {448
NER, MEFHMEN A F2REFHEENEE,

BAEFHESR

BaLAER AWS BIE XA AWS KMS APIs REZVHBEEFSE LS,

218 1& AWS Key Management Service R ABEREFEIYHBEFSESBNTER,

SHERERHEFZESBNEFEIER., SEAEFSESHBLERE—ESWBER , HHIERE
HUUFEASBEREFRAARNNRERR, EEUEFZESRET , TUEESRBE., WEFHEENR ,
=2 (AWS Key Management Service BB AS1EM) PN EEHEFZESHRNEFRL

EFEBEFZESBE HealthLake EREEFER , X EESBBE D R FF kms:CreateGrant ##1E,
EEEETHHEEFZESE | UIRFIHIETE KMS £ 1FHE |, EMEH & FH HealthLake FTERY
kms:grant 16, WHFHMEN , F2EREAE T,

EFEBEFZE KMS £#88 HealthLake EREEMER , X ETESRBEKRP AT T API 24E -

 kms:CreateGrant BB FHEEREETFZE KMS 88 , UAHFFIRTEE.

- kms:DescribeKey RItRBFCRAMENEFZESRFAMEA. ERMHE BENLEERER,
 kms:GenerateDataKey {2t 77EUE , UINBFEE ARENBREER,

 kms:Decrypt Al BEFRMZE RN BN ESRE,
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https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#aws-owned-cmk
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#customer-cmk
https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html#create-symmetric-cmk
https://docs.aws.amazon.com/kms/latest/developerguide/control-access-overview.html#managing-access
https://docs.aws.amazon.com/kms/latest/APIReference/API_CreateGrant.html
https://docs.aws.amazon.com/kms/latest/developerguide/grants.html#terms-grant-operations
https://docs.aws.amazon.com/kms/latest/developerguide/grants.html
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UTRBRRAXESF , RFFEAERYLERFHE in AWS HealthLake SWEEEEE) , ZERIFHE
HZEWRME

"Statement": [
{
"Sid": "Allow access to create data stores and do CRUD/search in AWS
HealthLake",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:HealthLakeFullAccessRole"

by

"Action": [
"kms:DescribeKey",
"kms:CreateGrant",
"kms:GenerateDataKey",
"kms:Decrypt"

1)

"Resource": "*",

"Condition": {
"StringEquals": {
"kms:ViaService": "healthlake.amazonaws.com",
"kms:CallerAccount": "111122223333"

ERAEFZE KMS SIRFTERN IAM 551

EAZEFEZE KMS REMBA AWS KMS IEZENERFRER , B HealthLake BRI FHEM £
REFASFTESRBEMN IAM BERHIFF A,

A LAE kms:ViaService &8 | #% KMS 881 FE R F|IAE R EH HealthLake B95E3K,

MESRBENFMET , 528 (AWS Key Management Service Bz AEm) FHEA IAM B
X

BIUREEN IAM FERE, 1AM AE5 AWS IREXEEHR
kms:CreateGrant, kms:GenerateDataKey F1 kms:DescribeKey #F 7] , AR A EH HealthLake §F Ao
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https://docs.aws.amazon.com/kms/latest/developerguide/key-policies.html#key-policy-default-allow-root-enable-iam
https://docs.aws.amazon.com/kms/latest/developerguide/key-policies.html#key-policy-default-allow-root-enable-iam
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HealthLake {4 AWS KMS H{ERA KR T

HealthLake EER FIEMEATFZE KMS 28, EFBRUMEAEFZE KMS £ INZEMNE TR
[EBF , HealthLake &FEB &)X CreateGrant F3ER# AWS KMS KRR REEIIFHE, AWS KMS F R
F AR ZF HealthLake ZEUEFIRE & KMS £#81 R,

HealthLake fXZREE LR T N ERBEATAA, WMREHIABIAARF HealthLake FFAJLAE R &
MR HH AWS KMS £#RHRF , HealthLake A FEULE R, MBHEIERFRENH FHIR &
R, RERNEHZELER. EEMIEZEA HealthLake IR T , BFESVAIR4E, EEHMSB
FEUE  BEZMBENEFRE  MARMERT. RMBREMFHRER , HealthLake EREAAR
Fo

Bt HealthLake 9N &8

B LAE A CloudTrail RiEHE HealthLake EFEAEF ZE KMS KA REEIXIE AWS KMS H5E
3Ro CloudTrail B H#Y B 538 B &7F userAgent #{ F #7R~ healthlake.amazonaws.com , JUEE[E
4 HealthLake £ HHIFER,

T 5 &if5l 2 CreateGrant, GenerateDataKey, Decrypt #1 DescribeKey B CloudTrail B4 , A E %
HealthLake FEOL AWS KMS BY#R1E , IEREFZESRMNBNER,

LATREREBIN{AIE A CreateGrant R 2 5F HealthLake FEVE FIREH KMS €88 |, 2= HealthLake BESfE
A& KMS €@ R INFZrFmEREEFER,

FREFEERITBHCWIRF, HealthLake E1FBEX CreateGrant 58K E AWS KMS R KRBT
B, PHEF AWS KMS FRE T HealthLake FEIEFRF - AWS KMS £ 81 #R,

{

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLEROLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Sampleuser0l,
"accountId": "111122223333",
"accessKeyId": "EXAMPLEKEYID",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "EXAMPLEROLE",
"arn": "arn:aws:iam::111122223333:r0le/Sampleuser@l",
"accountId": "111122223333",
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"userName": "Sampleuser@l"

I

"webIdFederationData": {3},

"attributes": {
"creationDate": "2021-06-30T19:33:37Z",
"mfaAuthenticated": "false"

}

I

"invokedBy": "healthlake.amazonaws.com"
I
"eventTime": "2021-06-30T20:31:157",
"eventSource": "kms.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-east-1",
"sourceIPAddress": "healthlake.amazonaws.com",
"userAgent": "healthlake.amazonaws.com",

"requestParameters": {
"operations": [
"CreateGrant",
"Decrypt",
"DescribeKey",
"Encrypt",
"GenerateDataKey",
"GenerateDataKeyWithoutPlaintext",
"ReEncryptFrom",
"ReEncryptTo",

"RetireGrant"
1,
"granteePrincipal": "healthlake.us-east-1.amazonaws.com",
"keyId": "arn:aws:kms:us-east-1:111122223333:key/EXAMPLE_KEY_ARN",
"retiringPrincipal": "healthlake.us-east-1.amazonaws.com"

I

"responseElements": {
"grantId": "EXAMPLE_ID_@1"

},

"requestID": "EXAMPLE_ID_02",

"eventID": "EXAMPLE_ID_03",

"readOnly": false,

"resources": [

{

"accountId": "111122223333",

"type": "AWS::KMS::Key",

"ARN": "arn:aws:kms:us-east-1:111122223333:key/EXAMPLE_KEY_ARN"
}
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1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": '"Management"

THIEHIREUAIER GenerateDataKey , ABREAEERFER I BHBNBERHNLERT,

{
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLEUSER",
"arn": "arn:aws:sts::111122223333:assumed-role/Sampleuser@l",
"accountId": "111122223333",
"accessKeyId": "EXAMPLEKEYID",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "EXAMPLEROLE",
"arn": "arn:aws:iam::111122223333:r0le/Sampleuser@l",
"accountId": "111122223333",
"userName": "Sampleuser@l"
1,
"webIdFederationData": {},
"attributes": {
"creationDate": "2021-06-30T21:17:06Z",
"mfaAuthenticated": "false"

}

b

"invokedBy": "healthlake.amazonaws.com"
b
"eventTime": "2021-06-30T21:17:37Z",
"eventSource": "kms.amazonaws.com",
"eventName": "GenerateDataKey",
"awsRegion": "us-east-1",
"sourceIPAddress": "healthlake.amazonaws.com",
"userAgent": "healthlake.amazonaws.com",

"requestParameters": {
"keySpec": "AES_256",
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"keyId": "arn:aws:kms:us-east-1:111122223333:key/EXAMPLE_KEY_ARN"
.
"responseElements": null,
"requestID": "EXAMPLE_ID_01",
"eventID": "EXAMPLE_ID_02",
"readOnly": true,
"resources": [

{

"accountId": "111122223333",

"type": "AWS::KMS::Key",

"ARN": "arn:aws:kms:us-east-1:111122223333:key/EXAMPLE_KEY_ARN"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": '"Management"

T3 HIHR HealthLake 2{AIFFAY Decrypt #R4F , AERARFHMBRER SR/REFINBENER.

{
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLEUSER",
"arn": "arn:aws:sts::111122223333:assumed-role/Sampleuser@l",
"accountId": "111122223333",
"accessKeyId": "EXAMPLEKEYID",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "EXAMPLEROLE",
"arn": "arn:aws:iam::111122223333:r0le/Sampleuser@l”,
"accountId": "111122223333",
"userName": "Sampleuser@l"
1,
"webIdFederationData": {},
"attributes": {
"creationDate": "2021-06-30T21:17:06Z",
"mfaAuthenticated": "false"
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}

.

"invokedBy": "healthlake.amazonaws.com"
.
"eventTime": "2021-06-30T21:21:597",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",
"awsRegion": "us-east-1",
"sourceIPAddress": "healthlake.amazonaws.com",
"userAgent": "healthlake.amazonaws.com",

"requestParameters": {
"encryptionAlgorithm": "SYMMETRIC_DEFAULT",
"keyId": "arn:aws:kms:us-east-1:111122223333:key/EXAMPLE_KEY_ARN"
.
"responseElements": null,
"requestID": "EXAMPLE_ID_01",
"eventID": "EXAMPLE_ID_02",
"readOnly": true,
"resources": [

{

"accountId": "111122223333",

"type": "AWS::KMS::Key",

"ARN": "arn:aws:kms:us-east-1:111122223333:key/EXAMPLE_KEY_ARN"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

T 5| & HIBE R HealthLake 20 f DescribeKey RIERERTE AWS KMS EFHEEH AWS KMS &8
ERERATAME , Y EFRAEELEEFETHREDSE.

{
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLEUSER",
"arn": "arn:aws:sts::111122223333:assumed-role/Sampleuser@l",
"accountId": "111122223333",
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"accessKeyId": "EXAMPLEKEYID",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "EXAMPLEROLE",

"arn": "arn:aws:iam::111122223333:r0le/Sampleuser@l",

"accountId": "111122223333",
"userName": "Sampleuser@l"

},

"webIdFederationData": {3},

"attributes": {
"creationDate": "2021-07-01T18:36:1472",
"mfaAuthenticated": "false"

}

},

"invokedBy": "healthlake.amazonaws.com"
},
"eventTime": "2021-07-01T18:36:36Z",
"eventSource": "kms.amazonaws.com",
"eventName": "DescribeKey",
"awsRegion": "us-east-1",
"sourceIPAddress": "healthlake.amazonaws.com",
"userAgent": "healthlake.amazonaws.com",

"requestParameters": {

"keyId": "arn:aws:kms:us-east-1:111122223333:key/EXAMPLE_KEY_ARN"

I

"responseElements": null,
"requestID": "EXAMPLE_ID_01",
"eventID": "EXAMPLE_ID_02",
"readOnly": true,
"resources": [

{

"accountId": "111122223333",

"type": "AWS::KMS::Key",

"ARN": "arn:aws:kms:us-east-1:111122223333:key/EXAMPLE_KEY_ARN"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"
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BoRRREYEEIRFANEBAERESTUEY, FIMEMER HealthLake EiR, ELEERRES
REWAWS IRFELER. ERRUNGEES P EBERK  FEETIEAREREE !

. BIAMER AWS SEREL BB REREYT - EERREH TETOANERENTEAR  BEA
BETETFHSEREARAN AWS SERE, CHTELN HEA AWS 15, RMRNEES
HERERRES AWS HEFSERE , Lt — SHIHT, NBEETSEA , BSH (AV EREH
) P AWS ZEBEREBRAMAWS FERE,

. ERBERRIT - BE AM BEGHTE | SESTHTERABNET. ARRLEN 67
NEBEREHRA T TARTERRDN DA , SBARERRHNT, NBEM AV EAHT
MESHBEET , HSH (AM EAEIEE) B AV HOBERNHT,

+ FEF 1AM T TR HO BRI — S TR IR — BT USRI T IR | SR SIBE R SRR 7R
Bif0 , ST SRBEGE A, IEAEEA SSL MEFARR. NRBEBE HIM EARBBE
AWS B | %t T BUE A MM SR8 T 2L 7 BURE CloudFormation. MBSHERH , BSH (AM (£
EIEFI) B9 1AM JSON B - itk

« f£/ IAM Access Analyzer B IAM BUER |, f{RFT I 24 B 7 IEEEE - IAM Access Analyzer B
BHBEMBEER |, BRELBERER IAM BURFES (JSON) Ml IAM FRIEEH ., 1AM Access
Analyzer {2t 100 ZIEBERRERVEATTHNER , IHBERERLBERANBE. WEFEE
A, F2RB (AM EAEERM) PREA IAM Access Analyzer Br 5 BUE.

- FESEEERT (MFA) - MRZHRPIFE IAM FEHES FHRERAE AWS 1R |, FBBR MFA
DESZ4M, WEEFWY AP BERER MFA | Bi& MFA REHEBEENBER, NEHAE
#A, m2HE (AM E£AEERE) #1ERB MFA &Z £ APl 77EL

WE IAM A REBBNEBESR  F28 (AM EAEER) 91 IAM 22 HEEEH,

£ AWS HealthLake ¥ &

B ZFH AWS HealthLake 12 & |, BAAHR —EKIEKFF T, ELF LA AT HMNRE +
HealthLake BRI FFMAER AWS tRF. MREEVUKEALBFAERENS 2 BBER | BER
BEARBENER (ERERAE) ME , TEAREZWNFAEE,
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AWS HealthLake HBEABER

HRMEFW AWS CLI X AWS API (9ERE |, BTAFERFREBEEEGHT. Rz , REAHFIA
B ERBMITZ API BIENBER AT,

EEXEEFE HealthLake , 5§ FTHIBEREEZE IAM FRERAG .
AmazonHealthLakeFullAccess#l AWSLakeFormationDataAdmin, &t Ei#E# HealthLake
RBRBER |, REAE. BREACERBEREN AM A6 , TREHTEE. IAM EEE T IAM
WEY, BUHNRRBRESE, NEFAEF K F28 (AMEAEER) PNEIABGUERETA
fa AWS fRi%. MERVAMERESCHARBERNHEBERNR , F260 E AWS HealthLake, &iE
B AWS Lake Formation £ A5 CLI # HealthLake B E35k%A AWS Lake Formation Data
Lake EXE &, MHEFHEF , FSBERE AWS HealthLake,

1£ #12EL an AWS HealthLake ERZ M [E Amazon Athena

MREBELEAFEHAENMAGERME F HealthLake ERFHIEH ZEUE Amazon Athena , A5 T 51 IAM
BEREZZAGHMEAE . AmazonAthenaFullAccess#l AmazonS3FullAccess, Select#
Describe FFAItHFEEH AWS Lake Formation 32 & F ) AWS Lake Formation EIE S iEIB CLI
AWS Lake Formation ##¥F AWS Lake Formation, MZEFMER , FFSBILE AWS HealthLake

TEAEREB SRR

WEHEREMNMBEILIBER , AFF IAM EFRERGEZIBACEAES2NARRZEBR, BER
SEEEFEAFHMEA FHAWS CLI AWS APl URBRREH AR EREBENSFT .

]|

7

"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
.
{

"Sid": "NavigateInConsole",
"Effect": "Allow",
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AWS HealthLake HBEABER

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

AWS AWS HealthLake By SE&BE

AWS SEHEEH AWS AWS SEREEYHEENBIBNESEALSEARGIEMTT |, LUER
AR R EIRIGERE, FEANAE,

FARCE , AWS RERRARTERTRECARIINRKEERT , RRAELFITAHAE AWS &
FEM., RMI2BEERRERNEARFINEFEERCE , UEE-SRDFFT.

RIEEEE AWS SEBREPESNHT, 1R AWS E3f AWS SEHREFEPESHNST , IFFE
SRREZNTEZIAED (EAE. BENAR ), AWS BRI EHHN RESFTH AP B2/ETTH
BE REERAE , AWS RETBEERH AWS ZEHER,

WMEFEFHMER , F2EH AM EHERETH AWS ZEHE.

AWS ZE B : AmazonHealthLakeFullAccess

ltAmazonHealthLakeFullAccessBURIE# HealthLake TR FEE, SILBEREREIIEFERE
RA/BER , FAETUFER HealthLake RFE. &, EAFEL HealthLake FHER, EERE
HealthLake FETRIZEREF , ELERHMBRNEEFAESAR, NEFHER , F2E F
E AWS HealthLake #1 HealthLake & ¥EFEF A,
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A #% AmazonHealthLakeFullAccess BUERE#ESR IAM 54,

HRERTEBENSEENT , AFEAENABMER HealthLake £, BE, EAMES , 17
& HealthLake KR EFELFAINEAENSCIATIE.

ATARFEEA

HBEREE TR,

JSON

{
"Version":"2012-10-17",
"Statement": [

{

"Action": [
"healthlake:*",
"s3:ListAllMyBuckets",
"s3:ListBucket",
"s3:GetBucketLocation"”,

"iam:ListRoles"
]I
"Resource": "*",
"Effect": "Allow"
},
{
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "*",
"Condition": {
"StringEquals": {
"iam:PassedToSexvice": "healthlake.amazonaws.com"
}
}
}
]
}
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AWS ZEBUER : AmazonHealthLakeReadOnlyAccess

AmazonHealthLakeReadOnlyAccess BURE &R FIMET & F HealthLake FE M AWS IR
HERER. FLEBEERIECEER FEHNELIE HealthLake EREHEIIEENFERE |, BT 8
BURBEFARE,

& T4 AmazonHealthLakeReadOnlyAccess BUREEE] IAM B2

WHERF#4#5F 0 , RFFEAENABEN HealthLake,

HTRBER
HHEDE T ARER.
JSON

{

"Version":"2012-10-17",
"Statement": [
{

"Action": [
"healthlake:ListFHIRDatastores",
"healthlake:DescribeFHIRDatastore",
"healthlake:DescribeFHIRImpoxtJob",
"healthlake:DescribeFHIRExpoxtJob",
"healthlake:GetCapabilities",
"healthlake:ReadResource",
"healthlake:SearchWithGet",
"healthlake:SearchWithPost",
"healthlake:SeaxchEverything"

]I

"Effect": "Allow",

"Resource": "*"
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FMBABER

HealthLake & /EFNEF A

T &% H HealthLake Fay BRI

HealthLake 1&4E

£ HealthLake FE I ERFZEHE

£ HealthLake A flBRE E1F M E

£ HealthLake #H3IH, ESHEHERERE
F EHEREME Amazon Athena

& HealthLake [E A& X

& HealthLake [EHER

HealthLake & AWS & BURR B

 ARBITE

LR EFRNET,

AT

AmazonHealthLakeFu

11Access AmazonLakeFormatio
nDataAdmin . . ABRBURFIH EEW
AWS Lake Formation B &5 7] AWS Lake
Formation

AmazonHealthLakeFu
11Access . . AmazonLakeFormatio
nDataAdmin RWH#IBEEFIH EEMN AWS
Lake Formation B &5 7] AWS Lake

Formation
AmazonHealthLakeReadOnlyAccess

AmazonAthenaFullAccess = BB &
KM AmazonS3FullAccess . AWS Lake
Formation Select# DescribefF A AWS
Lake Formation

2R REEAEBIETT,

2R REEHEBNET,

1R B L AR F iR IE S Lo B B LR HealthLake AWS SEBREMNFHHEEN. NHELEEEEN
BE)1REE |, /5B HealthLake X B L L EE LA RSSHE,
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FMBABER

2% iR Date
AmazonHealthLakeFullAccess AmazonHealthLakeFu 2022 £11 A 14 H
11Access RHFTEFEH
HealthLake FREERBR.
AmazonHealthLakeRe AmazonHealthLakeRe 2022 £11 A 14 H
adOnlyAccess adOnlyAccess HealthLak
e HEBEIFIENBER,
HealthLake FAtRIEHEE E HealthLake FAtRIEHEE AWS 2022 £ 11 A 14 B
SEHRNEE,

S HEAE AWS HealthLake & 9 f12H

£ LA TN B ARG B B2 B M8 IE £ A HealthLake A IAM B A 8RB I F R EIRE,

IE

- REETE AWS HealthLake FHITEIE

« EAREBHIT iam:PassRole HZHE

- BBEZAFT AWS IRFAWAEFE my AWS HealthLake &R

KERE AWS HealthLake F#TEIE

WRAWS EEIF#EE HRECEREYT BF , AIXEBREENEESES R, ENEESRA/ER

HERERBNEBHAE,

AT 5I$EERE7E mateojackson IAM EAEEHFERA T REMIRERE mny-example-widget EiR

WEEMERN , BAIRAEMR healthlake: GetWidget FFAIBEE 4,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
healthlake:GetWidget on resource: my-example-widget

EWBERT , Mateo EEREBEEEMMABER |, RFFMER my-example-widget BMEFER

healthlake:GetWidget &R,
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K AEEHIT iam:PassRole HIFZ#E

MRBRTISEEE |, SHEBEEHIT iam: PassRoleBiE , BMBIERXNEEH , UAHFEKACEERR
HealthLake,

BE AWS B AIREEREACEEGERE K MAREVFNBEACIRBEELE, NFH
TR , ELARERACBEEZ BB,

EEA K IAMmarymajor FAEERFEAETIEAE HealthLake PHITENER , B4 T FIEHIEH
B, BR , BERRBEEFEREACGR TN, Mary REKACEERGRENT.

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEEERT , Mary R AEERH , RAFFMHIT iam: PassRole Bk,
MBAREERE | BHEEN AWS BEE, ANEESRMANESER,
EEE R AWS IRF A A E7FE my AWS HealthLake &R

BRLEY—EAE  BEMIRFHNEREIEEBABHNASTFIRENER, EUIEEE R
EEENHENEXAR, HHXEERERNBIRNFEUEHIEE (ACL) BVARES , BT LUERA ALK
KRBT AETFRENE RN,

MEE-STH , F2RUATAS

« ZEE T HealthLake BB X EELIIEE , BB WAFEH IAM #£H AWS HealthLake,

- BETHRNMAWS 1RFE EEBEN ERBREFIE  F260 (AM EAEER) PHEEE
B AWS IRF 895 — 1@ IAM & PR HFEE,

- BETRINMIBERNEFIERMEKE=H AWS IRE |, 528 (AM EAEIERE) RS FEUER
HEEE=H AWS IRF #H,

. METRNAEBMA S RAFIE  F28 (AM EAEEE) PR EIRERENSDE
FEIBRBHERE BASD).

NETHRERAGNERARELTRESERMNER  B2H (AM EREEE) T AV
RS R,
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AWS HealthLake HBEABER

AWS HealthLake Y& 1R ER %

EZESHRTEDP , E=HERABEFTME AWS HealthLake IR MM AWS &, HR
HealthLake , iE34E HIPAA,

EETH RS AWS RE TR ESHRFTEEER , F2RAWS B SR EHEANRREFLRE
BHERTE, WF-—REA , FBHEAWS 558,

ERILAER TEE =& I|RE AWS Artifact, MIFRFMER , FSBRE F THIHRSE AWS Artifact,

BER BRNESREME AWS R BURRERNEEN, BLANEREE , UAREAEENER.
WMEER BREREENFMEN AWS R , F2H AWS £ X,

AWS HealthLake FRVER R EZ £

EBZERI , AWS HealthLake %] Amazon Web Services : £ 2 F## A K EFRPTRRM AWS
SERPEREZLEFNRE

BRI LAER AWS 2 EMHY API FEIY | FEiB#EE% 7Y HealthLake, A FimZEZ & Transport Layer
Security (TLS) 1.0 REFIRA, BFEFEA TLS 1.2 EHMAE. AF RS AT EEMEREEALR
(PFS) MEZIREH , HlERERF Diffie-Hellman (DHE) = #5 Bl # #R % BF Diffie-Hellman (ECDHE), TR
% (f0 Java 7 MIEHRAE) KEZEXEELER,

WA, BROACAFEREH ID FE IAM TREEBNLAEENESR/REE, NF , BALLEB
AWS Security Token Service (AWS STS) RELXERZEBEREEHB R,

£ ZE3 AWS HealthLake &J& AWS CloudFormation

AWS HealthLake B 82 #& AWS CloudFormation , B8 R#E Al BRI MR E AWS BERMER |
LURA BN EBREREMERRGHER, SuUEYEXR | HREEENFE AWS &R , AR
CloudFormation fi 2 MR EIELE R,

5 BF CloudFormation , A LIEEFRAE AR —H B EE IR E HealthLake BiR., HREHNEIR
—R , REBEEZE AWS IRF # BEHZE—MHEERNER.

HealthLake #1 CloudFormation &7

EEMENERTE HealthLake MIEBERBMNEIR , B4 AT 8 CloudFormation &4, &ZAZLL JSON
= YAML BRALH SCARE R, ELEHARABEXE CloudFormation HEBFHENER, HNREFHE
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JSON = YAML , 2 A LA{E A CloudFormation %5t T E R B & B A EH CloudFormation &45, 0
EFHMER |, 7528 (AWS CloudFormation fEF &) HHI{TER CloudFormation 525125 7 o

® Note

AWS HealthLake XA B ERZMI[E CloudFormation, MEFMENR , SIEANGE
HealthLake EXFH[ER JSON F YAML £ &6 , 552 BAWS CloudFormation { A&
88 T K AWS HealthLake BEREH £,

— %5 7 ## CloudFormation

EE#— 5 T # CloudFormation , S5Z2RB T 3&ER :

« AWS CloudFormation

- AWS CloudFormation f£fi & Er

« CloudFormation AP| &%

« AWS CloudFormation s B 5| REFE A EIER

AWS HealthLake F15HE VPC %2 (AWS PrivateLink)

ST LA M AT E VPC %%, £ VPC B AWS HealthLake 2 M A EERR, NE VPC xR

A AWS PrivateLink B il , 871 LA IS IE £ 97 3R %A T 77HX HealthLake ; APIsEE AR R

. NAT £&. VPN #E#Z5 Direct Connect E#f, VPC FHHTHEEBAEELE IP it , BI7EE
HealthLake ; APIsi&&. VPC EE HealthLake 2 M FHE ; =22 Amazon B,

BENERHE R HE TR PN NS EEEERTER R

MBFHMEA , F28 (Amazon VPC EAEERM) PR ME VPC imEh (AWS PrivateLink),

HealthLake VPC ix B ZE2E1E

£/ HealthLake BRESTHE VPC imBh 28l , FHXmE (Amazon VPC £AEERE) PR THRME
ST

HealthLake X&) VPC I ERTA API B1E,
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5 HealthLake 23X /" H VPC %% ;

BRI LA A Amazon VPC E# &% AWS Command Line Interface () & HealthLake ; BRIEZE I VPC
InBAWS CLI, MEFMEEF , 528 (Amazon VPC FAEER) PWELTEHIKE.

A T 5IRR# &% HealthLake 23 VPC iH % :
* com.amazonaws.region.healthlake

MREFRRIRREIFAE DNS |, EF LUE M BEIRYFEER DNS & %[0 HealthLake 25 APl 553K, #la0

healthlake.us-east-1.amazonaws.com,

MEFHMER , F26 (Amazon VPC EAERERE) HHEB N Him i FEIRE,

5 HealthLake 23 VPC im BB R
T LA i B B B R T 2 4 HealthLake ZEREY VPC 158, HBERIEE THED -

- AHTBENER,
- AFITHEME.
« AHBTBENER.

MBPFHMET, , HSH Amazon VPC (A EIRH A VPC 5 B2 B IR FH,

gi/] : HealthLake B/YEHY VPC imBhBUER

LA 2 HealthLake iR BiBURRE G, EEZFHEE  HBERERFMEER LME T RYE HealthLake
CreateFHIRDatastoreE{ER IZEAE,

{
"Statement": [

{
"Principal":"*",
"Effect":"Allow",
"Action":[

"healthlake:create-fhir-datastore"

1,
"Resource":"*"

}

]
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}

AWS HealthLake P L2 HEET

AWS HealthLake IR#55ZZ 28 , HEERZNEFECHNZLZBEREBNUEZEE, UTREEKA
—RER|  WRARREBHNLZEHBRAIR, EEREERTRETEARELIRELNRESZR , AHE
KERABRHEERY K MAEEERER.

- BESEERTE.

- S AEEFE A Customer-Managed-Keys (CMKs) RINZ LN ER, EEHE—F T#H CMKs , 7528
Amazon Key Management Service.

- BEREREREFHN PH =PI, FEAESBE POST, M¥kELEA GET £S5,

- BREHBBNEEZRRZEHEBHNFZE.

- BBEMIAZEAN APISELERE , F2EEA A RMALNEE FHIR ID (LID) A PHI
Pll, @ ERERENTEBHER,

- EIEEY, BEH. B, BMBRRESERE , F2FER HTTP EEAHH PHI,

« B AWS CloudTrail LA/ audit AWS HealthLake , S #E{RR B IEEHHER.

- REAZLER Amazon S3 FEEIFRNREER, EEH P T#H , 528 (Amazon S3 FHEIE
B FHLZLBEEK,

g8 in AWS HealthLake

AWS £IREREBRIU AWS BFEMAABEAEREE. AWS EFRHUZEEE S BANREEHA T
RES , ELXTHAEMRKLE, SHEENSHEBERE. SBTRAESR , S URTERENE
REANENE  EIARSCHEBREBEMASRETE., TARBNITANL, REERINER
BEH , IBE-FHZEERTONERERREES.

MBBEEEFANMIBFEHAERENRERARESN , BEH AWS Kt [EiE, AWS KfE 28—
ERhl, EEBXEEN AWS Eif, MEFAE AWS B , AWS A#EiHEE M AWS EFT4E
BEEEO

M AWS BEATARENHARR , HSH ANS £ REBBIE,
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AWS HealthLake £ #&

THZESEZERERAR FHIR, FHIR 1 £ SMART AWS HealthLake,

(® Note

ES]

FTE R4 HealthLake BIfEME R ERSEEBNSEZPRRIR, MEFMER , BF2E AWS
HealthLake APl &#,

« Wy FHIR E#Y SMART X #& AWS HealthLake

« BV FHIR R4 X #& AWS HealthLake

. HEHESE AWS HealthLake

. WX EZE AWS HealthLake

B FHIR £B SMART X #& AWS HealthLake

A FHIR B HealthLake ERIFHE LW TEREREARX NI EEFEAFEN (SMART) AFFER
4 FHIR WEATER L7EL SMART, HealthLake BRI 2EBFERE = HREMRSRBIFNIRERS
REH, @t , BEF2ER EEMEHEEZEAEERE AWS Identity and Access Management , T2 A #F
& FHIR SRR M AREE LK SMART,

® Note

A LAEFH AWS CLI AWS SDKs A FHIR W& FHE L E# Y SMART, MNEFME ,

i

\

HealthLake £ FHIR fxZ4x 1.0 #1 2.0 - X SMART, EEBH# - 7THELERE | §
R4 X H SMART FEARXEE,
HealthLake ERZEHEXE T % FHIR 53R LH SMART B0 BRFEMNIZHELEE

T

28 FHIR

« OpeniD (AuthN) : BEBEAESAFREREXRMMERIEH (ITE) .
« OAuth 2.0 (AuthZ) : AR HealthLake ERIZEHEFTHHL FHIR R , EBREMNES
ALENSEA, ERHREMRSFPRENEEMES.,

T
s

B2 37 HealthLake BRI ZHE,

FHIR £#) SMART 303
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AWS HealthLake HEABEE
e

« FHIR £# SMART AF9

+ FHIR £ SMART B HealthLake &7 BB EK

» HealthLake Z#E# FHIR OAuth 2.0 £5E E#Y SMART

- A BEFH AWS Lambda

« TERA FHIR By HealthLake E¥HF i [E L SMART EABHHERE
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T 55 BRE & HealthLake M{AIEIE FHIR 53R £#Y SMART , AR EIFIENEIR, TITEEIE
TS —iEEME , BAfE FHIR 23 SMART 53K :

s RIRFEHAE B , REQBKREBLEE FHIR EEAE =5 SMART XR1ZH HealthLake ERFEH[E
FEE R,

« FHIR £E#9 SMART EAEX (BAAFIREARER ) | MEEFH HealthLake ERIFHEFKFIZ
BERNERRER,

o REMIRES : K4 OpenlD Connect 22/ A AR2T , AESMEREE & I 2% HZEUER

« HealthLake BRI ZHKE : A FHIR B9 SMART HealthLakeZ K [E , /8 Lambda &2 [0 FEIR &
HFHTHM FHIR REST %K.

FEREERE-BERF , ELEEYTIER.
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® Note

BARBLERERERRES. ERMENEE , BT AWS Lambda HEREEEBBR
WmEZ% , EEA FHIR Y HealthLake B EHE L E &K SMART,

1. BRERE M PRET IR T

HEE FHIR 2B LEM SMART , £FEREF =N REMRR , SBRIHEREFREREN FHIR
REST 5K, WEFHMENR , F2BFHIR £ SMART B HealthLake &2 BFEZE R,

2. AR EMMRSF LERHE , LURH HealthLake ERIFREFEUE R

FHIR £# SMART ZR#EFH OAuth EIEZRY B EERRBFERTERN FHR R , UREREE, €&
SEERHHREERETRIN—ESN. WEFMENR , 82 HealthLake X EH FHIR OAuth 2.0
giE L #Y SMART,

3. FREREHHITHEM BERMEN AWS Lambda ERE

AFEmERARERERA FHIR B SMART ERFEME LEIEM FHIR REST #R&%& JSON Web
Token (JWT), WFEFMEF , FSBEHEE IWT,

4. 7EBRA FHIR B HealthLake BERFHKI[E L SMART

& ZE1E FHIR HealthLake BE¥H 7 [E LE Y SMART , EFERMH
IdentityProviderConfiguration. MHEFMEF , FBEE I HealthLake ERTFHIE,

FHIR BB AR SMART WA FIFEAERX T/ERRE

T —EifFRBEWMAE FHIR £EA SMART ARH B E A FisEAER , £ HealthLake EREKE L2
HEIIE FHIR REST 53K,

1. AR FIwERERE Well-Known Uniform Resource Identifier 12 HGETEES
E/MA SMART WA Fin AR SN ERHGETFHER , L& K HealthLake ERIEREN REIRE, B

23%i® Well-Known Uniform Resource Identifier (URI) SRR TERE, ME/FHMEHR , FSBEFHR
BREX M L HEEL SMART,

2. EREFEMNEE
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AEREREAFEARERRSNFRERE FEAZEUUEA, EFSREBEEHE, SEANES
A Fi%EHARER I HealthLake ERMEHESTFEMN FHIR EiR, MFEFHMEN , F52BHealthLake
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RAFmERAEARETUERREARRFREHNEFIEN , #& FHIR REST API FREEE
HealthLake BRI F R ERR, MEFMER , F2EECEUH SMART EER) HealthLake EXFHE
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AR ImE | FEiBWell -Knownfi—&IRFABIFE FHIR HREXH L E A HealthLake SMART,
EEHE—STHURER , F28E FHIR IREXHF L HEEL SMART,

#£ FHIR HealthLake ERZHE L3 SMART B | & 44BECreateFHIRDatastoref®E KM
metadatatEF EEREMARINHHEMNZT R, SE2E—F THRINMAESR metadatat®E , 2
B 23 HealthLake BRI FHIE.

ERRERRSRRY  AFRRARKSEAREREREERE, —ERENRE  REBRBEIE
% JSON Web Token (JWT) , G EGAFimEARER. RIS AL IREMAENERN FHIR
EREE  EMRHACEHETERNER. 3F , IREATREEE , ADESISELHRER.
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FERARERRSERTH JWT , AFREAERXEYHEA FHIR 19 HealthLake B RHF M [E LK SMART
#1T FHIR REST API Ny, EEERBFMAERE JWT , BEEREY Lambda EE, HealthLake &7 K Z|
FHIR REST API SRR KREWALL Lambda B, EEEE AM Lambda HEEHI , FSE £/H
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EBA FHIR B9 HealthLake ERHMFEMIE L SMART FrENIZERRSETE

fECreateFHIRDatastoreiZE Rk A BREEEMHBERANZHHE  HA
IdentityProviderConfiguration ¥4 metadatat &N —Z7 . RERE N FFim A2 X
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i, BRl HH/RELERNRIER "nbf EEHFIHATERBH/EFRE. RMARMHH Lambda BE
ghliatgRARRODEERS nbf,

- exp: (BHKE) B — "BH., (BHERE) EEEHEE IWT EXBZETEEIEENB
HARFRE .

* isAuthorized : HMEREAS True. EHFREEREARSF LEGRE,

«aud: (BR ) EF —"aud" (HR ) EETREB JWT HKRHAEAN, ELERRA FHIR B
HealthLake BRI FHERE LK SMART,

« scope : EBXEZEALR—EFHIR ERHEHE, LEETENREMRSLER. EEE— T TH
HealthLake #3# FHIR BEIRMEEEE , 552 HealthLake #Y FHIR EJREE L # SMART,

HealthLake X #&#Y FHIR OAuth 2.0 £i[E £/ SMART

HealthLake Ef OAuth 2.0 iAREEAGE. EREAMRS LLEAKEABETREERAFIKER
BEATERN FHIR EIRES HealthLake EREMERFT ( B3, B, FFH. MERMNES ),

FHIR L8 SMART RBER —HE T REMRF[FRNEE. Sl , ERFTA/ARFEEREHLER
ERRIRBEEBEFAEANAFREARER | BEEREF RreadsE,

® Note
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FHIR AuthorizationStrateqyiREBTH={EEZ— :
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« AWS_AUTH - Fa5%H AWS HealthLake R ; B FHIR L/ SMART B4,
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EBURBREAF , AFREARASFRFIRENERESR , EARFREBARXTAEEHEM
mE. At , AFRRARXNRERRENRFREDLFIEE. FrBRIHIE , REARKSFSH
HERFH , EFESFROBEFEEEE, ARENEEARSEREARSZNOEFEENFZN—E
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XENMBENSEE
Scope (£5E) Description
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HealthLake B9 FHIR EJR & E L #) SMART
HealthLake £ FHIR ER&E & ={EE KA SMART,
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- user SEERFEAEVFINSEERNFIE,
« system SIEE&EF HealthLake ERMFHERFIE FHIR BRI FEUE,

TH&EEFHFEA FHIR V1 £/ SMART 5 FHIR V2 £/ SMART 248 FHIR BRI EMFE %,
(® Note
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HealthLake APl 22ZAuthorizationStrategyd#

OAuth 2.0 & E 308


https://docs.aws.amazon.com/healthlake/latest/APIReference/API_IdentityProviderConfiguration.html#HealthLake-Type-IdentityProviderConfiguration-AuthorizationStrategy

AWS HealthLake HBEABER

HealthLake X &M FHIR V1 £ E £/ SMART

£ FHIR V1 L SMART B , IR E# HealthLake B FHIR EREEN —RFEZNT. HEEE T
O RREME URL BT , FRBEERLM,

('patient' | 'user' | 'system') '/' (fhir-resource | '*') '.' ('read' | 'write' | '*')

FHIR v1 XENRELEE L/ SMART

#HEFE L i {5 &5 [ ER
patient/(fhir-resource | '*'). patient/A RERAFIRERARER
('read' | 'write' | '*') llergylInt B EMERHNESD
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user/(fhir-resource | '*').('re user/Obse FRERFIRERE
ad' | 'write' | '*'") rvation.read NEBFAERCHREE
W 1T 1E B B A FE B
BEATHUE,
system/('read' | 'write' | *) system/* . * REAFIREAREN
BEBPE FHIR BER
ERWER/EARFR
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HealthLake £/ FHIR V2 €1E L # SMART

£ FHIR V2 L/ SMART B , R E# HealthLake # FHIR EREEN —KRFZNT. FEET
gEHFERE URL BT  ERBEEREM.
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(® Note

EZE FHIR V2 LA SMART , BB EBE Apermission-v2HEE
$lcapabilities®& , ER IdentityProviderConfiguration ERHERMNKE,
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HealthLake ¥ EMMEEE,. MBHMEHR , HSH FHIR US Core BIEET X BN BEE
B,

FHIR V2 X ENIREEE LA SMART
HEFEE &5 V1 EE "R

patient/Observation.rs user/Obse BRMESHARESE
rvation.read Observation &R

HYEF o

system/*.cruds system/* . * ReAFPREARER
BEEFE FHIR ERE
R 5T E create/read/
update/filBR/#E & 7 HL
¥,

A EFEFZHF AWS Lambda

ISR FHIR WEREME LRI HealthLake SMART B | &% B7ECreateFHIRDatastoress
SRRt AWS Lambda EREHY ARN, Lambda BN ARN 2 IdpLambdaArn 28E
IdentityProviderConfiguration ¥4 E,

KBS E Lambda BB , FREE VA FHIR 89 SMART BRZHIE., B EREKE
% , MEZEE T Lambda ARN, EEEEFLREERYERFHERIEEN Lambda ARN |, 5EEH
DescribeFHIRDatastore APl Bk,

ZEFE FHIR REST #RERA FHIR WERFME L1E SMART L1 , B Lambda BB A BEIT
T 5 EE -

- £ 1 DRI EEEE HealthLake B RHFHE iR 2,

- RIBAERERARENEEZ REST API BERNBEEFEFRHUNEFRFER.

- IBRERZHAFF I AT FHIR REST API B5RH IAM R A&,

- BEETHEESFESTK FHIRREST APl R, MEFHMENR , F2H LEEL,
* nbf

« exp
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 isAuthorized
* aud

* scope

5/ Lambda B , BR T Lambda BREZ/ , BEZFEZITHTACHNEREBEKR, Lambda REHH
TABE IAM A& | E%E?ﬁlﬁﬁﬁﬂﬁ%?%ﬁ% AWS BRBBMERNFT, CEMNEREBEMA
ALEF HealthLake &R & W RS ERE,

AEEBEFWEEHRPREAFIREAENNABLIENEFIFER, EII AWS Lambda BKEFTEN S
B AR W{AE I HealthLake AT EE A EREBUER,

« £ 135 : B3 Lambda EE

- £ 2 &% : B3 AWS Lambda EEF A HealthLake [RIEAE
- £3%2 : EF Lambda KEBHNBTAE

« £4 8D  BERBKR#FIEE Lambda EHE

- 57 . BEK Lambda EEMHEIN 1T

\

\

3 AWS Lambda EHE

WEEHEITH Lambda KBS 7E HealthLake WEI¥EUA FHIR B9 SMART BRI FERIERNERIEE
B, REAFREREXNGEREE REST APl Bl | LRSS FNFHNEEESE,

GET https://healthlake.region.amazonaws.com/datastore/datastoreld/x4/
Authorization: Bearer i8hweunweunweofiwweoijewiwe

AEEHHEH) Lambda BHE 2 H AWS Secrets Manager KRB EZ A RESEBNEAER ., &K
Rz BB T BEEEE Lambda HEFRESEAREZAFMEA.

Example Bt R DS REAHFHH FHIR REST X

Lambda BX 8 &6l /R &5 i B B A BB FHIR 2 SMART ERZHEM FHIR REST 8k, BEE
E T E L Lambda B Eistep-by-stepsiR Bl , 528 A £ Lambda BRE{ AWS EE A,

2R FHIR REST API R B2 AN ERFRERS. FHFMM REST ##1F , Lambda K E
KB, EEE-STHRLENREARSETE  F2H LEES,

import baseb4
import boto3
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import logging

import json

import os

from urllib import request, parse

logger = logging.getlLogger()
logger.setlLevel(logging.INFO)

## Uses Secrets manager to gain access to the access key ID and secret access key for
the authorization server

client = boto3.client('secretsmanager', region_name="region-of-datastore")

response = client.get_secret_value(SecretId='name-specified-by-customer-in-
secretsmanager')

secret = json.loads(response['SecretString'])

client_id = secret['client_id']

client_secret = secret['client_secret']

unencoded_auth = f'{client_id}:{client_secret}'

headers = {
'Authorization': f'Basic {baseb64.b64encode(unencoded_auth.encode()).decode()}',
'Content-Type': 'application/x-www-form-urlencoded'

auth_endpoint = os.environ['auth-server-base-url'] # Base URL of the Authorization
server

user_role_arn = os.environ['iam-role-arn'] # The IAM role client application will use
to complete the HTTP request on the datastore

def lambda_handler(event, context):
if 'datastoreEndpoint' not in event or 'operationName' not in event or
'bearerToken' not in event:
return {}

datastore_endpoint = event['datastoreEndpoint']

operation_name = event['operationName']

bearer_token = event['bearerToken']

logger.info('Datastore Endpoint [{}], Operation Name:
[{}]'.format(datastore_endpoint, operation_name))

## To validate the token

auth_response = auth_with_provider(bearer_token)
logger.info('Auth response: [{}]'.format(auth_response))
auth_payload = json.loads(auth_response)
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## Required parameters needed to be sent to the datastore endpoint for the HTTP
request to go through

auth_payload["isAuthorized"] = bool(auth_payload["active"])

auth_payload["nbf"] = auth_payload["iat"]

return {"authPayload": auth_payload, "iamRoleARN": user_role_arn}

## access the server
def auth_with_provider(token):
data = {'token': token, 'token_type_hint': 'access_token'}
req = request.Request(url=auth_endpoint + '/vl/introspect',
data=parse.urlencode(data).encode(), headers=headers)
with request.urlopen(req) as resp:
return resp.read().decode()

5 23 Lambda KB AWS BB I A

THRFREREEERMA FHIR B SMART ERZHIE LIEE FHIR REST API 58Kk , B FE
HealthLake M RE AR, MREBERBLREHE , BMHARTLUEINL Lambda BB, BXLELH
BREAEK ARN , Lambda RBF EEEE, EEE—F THRINARILREARILE Lambda EREH
EEZAR , B2 Eﬁ E 3 HealthLake IR A E AR AR JWT B9 AWS Lambda B

B3 Lambda B (AWS EEXER)

BB Lambda &% M REEH,
EEETHRE,
ENRERBRREE.

HEAEAT  GANBEE, ERTHET , BIEFEL Python KREBAIITHFE,
PITAG FEE B EHBER Lambda FFAINHAL .

o b w0 Dd =

Lambda SRV EBNHTAE , KABGER FEEE A LEZE Amazon CloudWatch BEF
A, Lambda HESHELUAKHEBREHTAR  XYEFERAFTARRKETL AWS SDK IEAE
o

6. BERXBRSIER , REHIEEH| Lambda BHEL,
MREERAE Lambda HEEZ I EFANREAER  BIXALBIUZAR , &l Lambda ERES

OB, BEH—F THRNAA Lambda REBENREA® , 5528 EI HealthLake [RIGAE
LU A B R JWT B AWS Lambda BE,

import base64
import boto3
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import logging

import json

import os

from urllib import request, parse

logger = logging.getlLogger()
logger.setlLevel(logging.INFO)

## Uses Secrets manager to gain access to the access key ID and secret access key
for the authorization server

client = boto3.client('secretsmanager', region_name="region-of-datastore")
response = client.get_secret_value(SecretId='name-specified-by-customer-in-
secretsmanager')

secret = json.loads(response['SecretString'])

client_id = secret['client_id']

client_secret = secret['client_secret']

unencoded_auth = f'{client_id}:{client_secret}'

headers = {
'Authorization': f'Basic {baseb64.b64encode(unencoded_auth.encode()).decode()}"',
'Content-Type': 'application/x-www-form-urlencoded'

auth_endpoint = os.environ['auth-server-base-url'] # Base URL of the Authorization
server

user_role_arn = os.environ['iam-role-arn'] # The IAM role client application will
use to complete the HTTP request on the datastore

def lambda_handler(event, context):
if 'datastoreEndpoint' not in event or 'operationName' not in event or
'bearerToken' not in event:
return {}

datastore_endpoint = event['datastoreEndpoint']

operation_name = event['operationName']

bearer_token = event['bearerToken']

logger.info('Datastore Endpoint [{}], Operation Name:
[{}]'.format(datastore_endpoint, operation_name))

## To validate the token

auth_response = auth_with_provider(bearer_token)
logger.info('Auth response: [{}]'.format(auth_response))
auth_payload = json.loads(auth_response)
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## Required parameters needed to be sent to the datastore endpoint for the HTTP
request to go through

auth_payload["isAuthorized"] = bool(auth_payload["active"])

auth_payload["nbf"] = auth_payload["iat"]

return {"authPayload": auth_payload, "iamRoleARN": user_role_arn}

## Access the server
def auth_with_provider(token):
data = {'token': token, 'token_type_hint': 'access_token'}
req = request.Request(url=auth_endpoint + '/vl/introspect',
data=parse.urlencode(data).encode(), headers=headers)
with request.urlopen(req) as resp:
return resp.read().decode()

£ Lambda B EITAE

B3I Lambda B2 % , BREEFHMHATAG , LB EMMU Secrets Manager B4 EFFA], 1£ Secrets
Manager # , B2 IS EWEHE ARN, EEEAZEER , ITACGEREEFE Lambda EEH,
TAENER,

BATLAE IAM 2 A5 2 Lambda B , 37 Lambda =& PBIZ4EARE | L8 Lambda B
HiTAB, EEE—F THRUMEE Lambda MEBHITA® , 528 Lambda H1T7EE,

Examplei® F FEUER Lambda ERE#1T A GetSecretValue

7% 1AM B)EFTIE EGetSecretValueHTAELER FEHl Lambda BREUE/EFTEMEF T,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "secretsmanager:GetSecretValue",
"Resource'": "arn:aws:secretsmanager:us-
east-1:123456789012:secret:secret-name-DKodTA"
}
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WE | BB Lambda B , TAREFEES FHIR REST RN —BoRENEINFEE , ZEReE
X ZIERA FHIR 89 SMART BERERE,

##37 HealthLake BR#& A & LA A A REERS JWT B9 AWS Lambda BERE

© AY:IAM EEE
ATFTIE S BER IAM BUR | YRV IAM B5HERE,

B#% At

BB ACRRBEEN IAM BE , AIREHTEME. IAM EESTLH IAM REI, BHX
MMBRBRERE, WEFMEER , F28 (AM EAERRE) PHEYHEUERFFIE
AWS BR#5.

JSON Web Token (JWT) 5% , Lambda EERXE , TEEERE IAM A ARN, tAGBXEEFHIT
REST API S8RV A EFHT , SHERAF TR EMEY,

£/ IAM BREBRTBEREK , REFRTAENRE T, #2E-FTH  F2H0 (AM EREER)
P ERREERET .

#1] HealthLake [RIE B B LAERE Lambda REHIEE EEWMELZ R,

B, BEEREYT IAMEE, UBEXAEEAEEERREDEMS HEN FHIR EREFIE,

« HR  HBEERY BKAC, ELEVACE  SULUIEEEEREEG , WEEEESHE 1 DEIN
BUR, EEBRE HealthLake IEEARBEFTA. EUTBP , BEEIETE HealthLake EFF
H[E ARN f1 AWS 1R F ID,

B IAM BUR

BERERRSIPEESNEHE SR ECREFHEE HealthLake ERMFHES 0JFEH FHIR EiRo

BAIUEFITEEENN IAMBE , UWBELESNEE,

BA LA IAM BERBRIR AT ActionTEHRER T HIEE, HRERRActiondhIEE , B LE
& Resource types, £ HealthLake # , ERFHERME —XENEREE , /1% IAM FATBERR
R Resource TEHER,

B85 FHIR ERTRETUERS IAM FFABERT TENEIR,
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SearchWit A POST FitiE=
hPost &R
StartFHIR  #E#FFEA GET Bk FHIR
ExportJob B HEFH
WithPost
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EREE (XE)

BERIEMIE ARN : arn : aws :
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BRZMIE ARN : arn : aws :

region :111122223333
fhir’'your-datastore-id

BRZMIE ARN : arn : aws :
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BREMIE ARN : arn : aws :
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BREMIE ARN : arn : aws :
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BEREMIE ARN : arn : aws :
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: datastore/
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& LAE AmazonHealthLakeFullAccess, tBERERFERERE
HFrE FHIR ERWER,. BA, BEAEL. FERTFTERTFRENKEENT , FEA
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FRIBE

317



AWS HealthLake HBEABER

EEE—F THUNMER AWS EE XA AWS CLIZ IAM SDKsEV BFTBE , 528 (IAM £
EiEF) PRVEN IAM BUR.

1] HealthLake WIRIEAE (IAM £ 58 )
FAKEFRREIREAR, BURER K SHFEEEE IAM BX,
I HealthLake WIRIEAE (IAM £ 5 )

1. BEAAWS BEEFiEA WFBULRA https : //https://console.aws.amazon.com/iam/ B IAM FE
AN
Ho

£ IAM EZEANEBEERTD , BEAEG,
AR |, iBIE Create role (BRI AR),
EENEEEREEL , BEATEEEE.

BEE  EEIEEBET , ENEHIBER , TR, your-account-id #% BXX B ERIR S 55
B, YHEEEEARELHTEDERANERTHREN ARN,

o > 0N

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "sts:AssumeRole",
"Principal": {
"Service": "healthlake.amazonaws.com"
}I
"Condition": {
"StringEquals": {
"aws :SourceAccount": "123456789012"
}I
"ArnEquals": {
"aws:SourceArn": "arn:aws:healthlake:us-
east-1:123456789012:datastoxe/fhir/your-datastore-id"
}
}
}
]
}
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://console.aws.amazon.com/iam/

AWS HealthLake HBEABER
6. ARREBEET—X,

7. EFEHAUEEL , BELEFEL HealthLake RERENBR, EESRENBER , FEF TR
RTETES.

8. AR%& , BEEEIK,
9. AREALEVBTHNERE. BRENBIEEH LBWAZE.
10. (B ) BEEHERT , AENASHEGEHEIL.

11. MR FRALCEBIACEBER , UHHERLAGHAE., ACEBELEN AWS
IRFRALARE B -, EMBEZEBXNNTETED. HlW, EEEZEM S5 PRODROLE
#l prodrole WAE®, AAFEEERAURESRAC K FULEZIEEYACGCRFEEARS
i S

12. MEAGHEENR K RRBERIAC,

EETHRUNAIEE S Lambda REHIEELE® ARN |, 5528 E3 AWS Lambda EHE,

Lambda #{TAE®

Lambda RN HTHAEER FTHREFE AWS REMERNFIHN IAM A€, XEREEEMME
M. BEMERE Lambda HEHITAECNEH,

BIFFER , EEMER B Lambda BNEAF , Lambda EEZV EERIFANHITAES AWS EE
A, FEEEATACHRTINAT , F2H Lambda RBASEREHPNE IAM TEAFETH
TA8.

AREEFRME Lambda EEE I A Secrets Manager KRB 1% # A RE 80 B

MEEERMNEM IAM A | FRLERFKEERKEER, EREFFUE  ARETRERTE
HAEBENF, EEERETRMAEHEBZE  REEBEERRBRRUETESLENTT, W0F
HEEA , F2E (AM EREER) PNEARIEER.

fUFF HealthLake f& 2% #&#Y Lambda BNEl

& Itk HealthLake ATMARREWA Lambda BE |, B4 B#IT T HIEME

- BEEWR BREARIdpLambdaArnERE %L HealthLake £CreateFHIRDatastore@EmRHPFAZ
Lambda BI2#Y ARN,

- WMEELERAEBRNBER , A5 HealthLake RFRZI A Lambda B E,
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https://docs.aws.amazon.com/lambda/latest/dg/lambda-intro-execution-role.html#permissions-executionrole-console
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
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E HealthLake ERA FHIR 9 SMART EXHFMIE LW FE FHIR REST API 3BRK , EZFEFHFURMK
REFAAERNEFERERIFIEEN Lambda BB, EER T HealthLake FHUE , B FERAUERAE
BOBK, EEE—F T7THNMAE Lambda HEEIEREBUER |, 28 ( AWS Lambda B A&
M) PR AFF AWS BRI Lambda B #.

AZH Lambda M EI 1T

/A Important

HealthLake FEE Lambda EEH H{AHTERED R —# (1000 E® )
WRE Lambda BREBBHTERERE , BLEUWE TimeOut FIAAR R

ATBREBERGNARR , BEEHREMELIT. EAIERNFEWYNEREMRELIT , REEAERER
HHERREENNBILATERREY. sEE—FT7TRNMREMELIT , F2H Lambda FE
ABREETWEREMEIL T

EEEE Lambda B FI9#TRRE , Balsaf£ A Lambda £ & £ Lambda R EREH, 8
B8R , Lambda SR ASRMUSEREER K BEIRNSEABEEEHNTYE, RENEREE. &
B -5 THE Lambda BB , 5528 Lambda FZ A SR TH Lambda F12 A P RYESIREE,

MBAD A Lambda HEMHELIT , BRBERT | HSH (Lambda BRABIE) hWERL

ERA FHIR B9 HealthLake BRI FMIE LB SMART £ A B AR E

EHETEALRMUBREGETENENEFEFIRIBLEERNSXEERM, £HA FHIR K
HealthLake ERFHIE LR F SMART FEUER , FABHREVTERESERNEEYE. TEFA
iR | FfECreateFHIRDatastoref®&RM IdentityProviderConfiguration £&True
# SXEHBFineGrainedAuthorizationEnabled& R .

MRERABHRE , ENRERARISER R fhirUser&Eid_token AR FEEMR, EARFF
AFREARXENEREAENESA. AFREARRNERhirUserEERARKBEARAEN
FHIR &R URI, IWLETLAE Patient, Practitioner = RelatedPerson, Z#E{AIREFHIEFEH
DEERFEAETFEIMEE R user/MEE, ESFEAEH FHR EREFECHENREETENE
=

user/(fhir-resource | '*').('read' | 'write' | '*')
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https://docs.aws.amazon.com/lambda/latest/dg/access-control-resource-based.html#permissions-resource-serviceinvoke
https://docs.aws.amazon.com/ambda/latest/dg/provisioned-concurrency.html
https://docs.aws.amazon.com/lambda/latest/dg/monitoring-functions-access-metrics.html#monitoring-console-graph-types
https://docs.aws.amazon.com/lambda/latest/dg/monitoring-concurrency.html
https://docs.aws.amazon.com/lambda/latest/dg/monitoring-concurrency.html
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LT RUAIE R Bl REE - S EEERFEERE FHIR BREEA S,

« B fhirUser® BfPractitioner , BHIRESAEEAEITFINEEELS, fhirUser ERFF
WESE fhirUser A —MRIEFEASHIBLHEBERN .

Patient.generalPractitioner : [{Reference(Practitioner)}]

« B fhirUser® Patient={ RelatedPersonBFERF 2 ENEEHE FERKthirUser , BT #E
SREFREBEY fhirUserWEFE, EFRPatientWERPIEEERE | AHFE.

Patient.link.other : {Reference(Patient|RelatedPerson)}

# FHIR #RER X L#EHL SMART

SMART EEHRENH , AIBAF % 7 ## HealthLake BRI FHE X ENRE RS URLsH 8L, LLE
A B A FiniG R R REM E#ENKE | WEE HealthLake ERFRE I BN REF R,

EEZAFHERARERRKINE HealthLake 2 FHIR REST 55k , 4B W E HealthLake BRI FHE
EENREER, FTEERFH (RE) |, LHBERFEERT,

#5°R HealthLake ERFEHEIRE S

1. WK% HealthLake region#l datastoreld B, MEFMEN , FSENESEREFHEB M,

2. {£H HealthLake regionfl HUNEEREEFFRA URLdatastoreld. Ffiin/.well-known/
smart-configuration® URL Wix%, BEE THEHPREE URL BR , FRBHER
iz,

https://healthlake.region.amazonaws.com/datastore/datastorelId/r4/.well-known/smart-
configuration

3

3. fEM GET 8 AWS Signature £ 4 [REBBABERBIEFR. FERREEDS , FRBESE
;ﬂﬁ%ﬂo

curl

curl --request GET \
'https://healthlake.region.amazonaws.com/datastore/datastorelId/r4/.well-known/
smart-configuration \
--aws-sigv4 'aws:amz:region:healthlake' \
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--user "$AWS_ACCESS_KEY_ID:$AWS_SECRET_ACCESS_KEY" \
--header "x-amz-security-token:$AWS_SESSION_TOKEN" \
--header 'Accept: application/json'

HealthLake ERFHRENREXHEEE A JSON blob , EAIAEHFHKE
authorization_endpoint# token_endpoint , AR &R ZHIEM FEFESE AL,

{
"authorization_endpoint": "https://oidc.example.com/authorize",
"token_endpoint": "https://oidc.example.com/oauth/token",
"capabilities": [
"launch-ehr",
"client-public"
]
}

token_endpoint BE authorization_endpoint# FeER B A FinEARER.

- BREnM — REAFREARANEAEMEN URL,
- BRImE — FFiuw I AR R R ER 2 B EA R R A A AR 2R i R

3

£ E A SMART ZhgERY HealthLake ERHFMK[E LR H FHIR REST API
sk

& LATE R FHIR B9 HealthLake ERIZHIE LB SMART E#2H FHIR REST API R, T I

BERREAFHKEABRANGER , AP I EREZEEHH JWT , LUK Lambda EIMEIEEIE, FAF
mﬂémft ERECBRENRER , VARREARSKEESFR. E/BA FHIR 9 HealthLake &
FliEME EEi%X SMART £# FHIR REST API iEREs | BEAREEEHNREHER,

GET https://healthlake.region.amazonaws.com/datastore/datastorelId/r4/Patient/[ID]
Authorization: Bearer auth-server-provided-bearer-token

RAEEEEERPFRIFARZSE , BAREAZE IAM AWS 5% , ATEL HealthLake €04 A £ 2 I Bk A
SMART on FHIR #J HealthLake EXRHZEMERFIEEMN Lambda BB, EEH Lambda EHBKTHEIEF
FFEE , AT &5 Bl FE & {F31X £ HealthLake,

{
"authPayload": {
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iss": "https://authorization-server-endpoint/oauth2/token", # The issuer

identifier of the authorization server
"aud": "https://healthlake.region.amazonaws.com/datastore/datastoreld/x4/", #
Required, data store endpoint
"iat": 1677115637, # Identifies the time at which the token was issued
"nbf": 1677115637, # Required, the earliest time the IWT would be valid
"exp": 1997877061, # Required, the time at which the IWT is no longer valid
"isAuthorized": "true", # Required, boolean indicating the request has been
authorized
"uid": "100101", # Unique identifier returned by the auth server
"scope": "system/*.*" # Required, the scope of the request

iy

"iamRoleARN": "iam-role-arn" #Required, IAM role to complete the request

By FHIR R4 X #& AWS HealthLake

AWS HealthLake % FHIR R4 BB ETEEMREBERRRI, THZEIRM HealthLake 20{AI{E A
FHIR R4 # #5180 48 A FHIR R4 RESTful APls B2/ 2 HealthLake EEHFHRE K FHIR &
R ZEEA

&

« B FHIR R4 ZhgERRIRT AWS HealthLake

HealthLake #) FHIR % EE R

HealthLake Y FHIR R4 X B E REH

HealthLake #) FHIR R4 B 228

- $operations & A HealthLake Y FHIR R4

Y FHIR R4 IhgERRR I, AWS HealthLake

EESHIEAD HealthLake ERFHER FHIR HEATIRE (174 ) , BXEMEBEIIGERRR . Ihee
BRIAX AEER AR BRR , FTEDRAMERRSFEENRIRN, FHIR capabilitiesHE
EHEE HealthLake BERIFHEINEER H X B/ FHIR RE I 2 MBI & . HealthLake BRI FHIR
R4 BRERF FHIR StructureDefinition EREH,

Hn 18 HealthLake & X1ZH[E /) ThRERRIA K

1. UWN£ HealthLake region®l datastoreld B, MEFHME

%II

ASHDEENEREBE,
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https://hl7.org/fhir/R4/http.html#capabilities
https://hl7.org/fhir/R4/structuredefinition.html
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2. f£H HealthLake regionfl WK EEREEFERHN URLdatastoreld, ERE URL #E&
FHIR metadatast®., BEE FIEHIFRFEME URL BB , FRBDEERIZH,

https://healthlake.region.amazonaws.com/datastore/datastoreld/r4/metadata

3. &% K. FHIR capabilitiesHE)FEAEH AWS Signature 5 4 BB BAHENGETEH
Ko FHlcurl#HIEE FIIEE HealthLake ERFREM LA datastoreld, &EEMRE
Egf , FEBHERRIZM,

curl

curl --request GET \
'https://healthlake.region.amazonaws.com/datastore/datastoreId/r4/metadata \
--aws-sigv4 'aws:amz:region:healthlake' \
--user "$AWS_ACCESS_KEY_ID:$AWS_SECRET_ACCESS_KEY" \
--header "x-amz-security-token:$AWS_SESSION_TOKEN" \
--header 'Accept: application/json'

3
¢
&

A8 E R E| HealthLake ERHZHER 200 HTTP EIFEREMIIsEF RN, MEHMMET ,
FHIR R4 X#CapabilityStatement®# ,

HealthLake B9 FHIR 5% & & B 3%

AWS HealthLake X EA FHIR R4 #1§., B FHIRR4 RiEH I E FHIR BRERE. REEH
R FHIR EFEE  UFERAEAERERNRIKRGEN/REFRERFLEBNEREEER.
fflan , FHIR B EB A ABBI L ERML , fIMEMIEE MELE, ERUUAZESERERE. T8
HealthLake ER 7 E#H X EEA FHIR Profiles.

(® Note
B ERHIEE HealthLake ERIFHER , TEEHE FHIR RER.,. UREHEIENERE
KRIEE FHIR 1R , AlERRSRIFEER FHIR R4 BB ERETRE.
FHIR R EM FHIR R EEEE A HealthLake 2RI 22 HEERF. HIt , FHIR RERE
SHEEARB A HealthLake B85

FHIR SR EREEEBEIEEPIEE. FHIR B4EERN (IG) R—ERHE , RENTE FHIR EXRFRIEBEH
i, HealthLake EBFE T EBEREHEZN FHIR RERE.
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XM FHIR 5% E# AWS HealthLake

ey R EBEfEER Ihee £ X X I T o OB O
K X K & M M
R R A # # X (B (&
B WEHEE HE R
(R (¥ (B (& & %) B)
Z & 8 B B
&%) E M)
]
it
D)
EE & 3.1 http://hl7.org/fhir/us/ &% X X X X X X X X
core/STU3.1.1/
EEIR /O 4.C https://hl7.org/fhir/us/ XE X X X X X X X X
core/STU4/index.html
EER/ 5.C https://hl7.org/fhir/ XE X X X X X X X X
us/core/STU5.0.1/i
ndex.html
EEZO 6.1 https://hl7.org/fhir/ XE X X X X X X X X
us/core/STU6.1/ind
ex.html
EE 7.C https://hl7.org/fhir/us/ & X X X X X X X X
core/STU7/
T B % /0y 2.C https://simplifier.net/ XE X X X X X X

guide/uk-core-imple

mentation-guide-st

u2/Home/Profiles

andExtensions/Pro

filesIndex?version
=2.0.1
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Z8 R BEfEmE Ihae £ X X m om;on OB R
piN A KX & M M
R R BB # # K (B (@
WM HEEMHE R
(R (¥ (B (& B %) &)
zZ & % 8 B
) E ™)
G+l
it
&B)
CARIN EE€ 1.1 http://nl7.org/fhir/us/ % X X X X X X X X
&t carin-bb/STU1.1/
CARIN EE€  1.C https://hl7.org/fhir/us/ XE X X X X X X X X
&t .0, carin-bb/history.html
Da Vinci 14  1.C https://hl7.org/fhir/us/ 54 X X X X X X X X
MABERR davinci-pdex/
#
Da Vinci 14  2.C https://hl7.org/fthir/ x& X X X X X X X X
MAERR .0 us/davinci-pdex/his
# tory.html
DaVinci ®E  0.Z https://hl7.org/fhir/us/ % X X X X X X X X
YEAR RERC 8% davinci-hrex/2020Sep/
R (HRex)
DaVinci 1.1 https://hl7.org/fhir/us/ 544 X X X X X X X X
PDEX §t& davinci-pdex-plan-net/
B STU1.1/
DaVinci 1.C https://hl7.org/fhir/us/ & X X X X X X X X
PDEX &t & davinci-pdex-plan-net/
R STU1/
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DaVinci 1.1 https://hl7.org/fhir/us/ 54 X X X X X X X X
Payer Data davinci-drug-formulary/
Exchange STU1.1/
(PDex) %
B R
DaVinci 1.C https://hl7.org/fhir/us/ XE X X X X X X X X
Payer Data .1, davinci-drug-formulary/
Exchange history.html
(PDex) %[
B s
Da Vinci 8 2.1 https://build.fhir.org/ 54 X X X X X X X X
PRE B3R # ig/HL7/davinci-ecdx/
(CDex) index.html
Da Vinci 8 2.1 https://hl7.org/fhir/us/ B4 X X X X X X X X
EREXE davinci-pas/
(PAS) FHIR
IG
NCQA 0.2 https://www.ncqa.org/ % X X X X X X
HEDIS® & resources/hedis-ig-re
{EiEm source-page/
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Ayushman
Bharat
Digital
Mission
(ABDM)
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-core
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ERRA - -CA-R1/~introduction
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REERTIEEN FHIR RERE

HERE FHIRRER , FERABFEETEENRER URL , #ENEEE5EERM profilert
E

B HERTEBEEREHER K SBB FHREERE., FEFNEER , B UEH
StartFHIRImportJob API 4E, IRHFHIEERMPOSTEER , HE PUT EFBREER.

Example- EEEZERHFZSEWL FHIR FRERE

FRERE URL 28 E"meta" : "profile"$#/BE¥HM profilenk, AT ERER , C&BEL
ER.

{
"resourceType": "Patient",
"id": "abcdl234efgh5678hijk9012",
"meta": {
"lastUpdated": "2023-05-30T00:48:07.8443764-07:00",
"profile": [
"http://hl7.0rg/fhir/us/core/StructureDefinition/us-core-patient"
]
}
}

Example- #A[2 & IEFERZEH FHIR FERE

EERRTI I ENIETAERERER (HlI CarinBB 1.0.0) - £ meta.profileTEFHIBEFRA (U
' 2fR ) MEARFRERE URL WERERE URL, ATERER , cBEILEHER,

{
"resourceType": "ExplanationOfBenefit",
"id": "sample-EOB",
"meta": {
"lastUpdated": "2024-02-02T05:56:09.4+00:00",
"profile": [

"http://hl7.0xg/fhir/us/carin-bb/StructureDefinition/C4BB-
ExplanationOfBenefit-Pharmacy|1.0.0",
"http://hl7.0rg/fhir/us/carin-bb/StructureDefinition/C4BB-ExplanationOfBenefit-
Pharmacy”
]
}
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HealthLake #J FHIR R4 X & RER

TR Y X#EH FHIR R4 BREH AWS HealthLake, MEFEMEA |

BZE5l.

HealthLake X&) FHIR R4 EiRER

R 5
ActivityDefinition
AdverseEvent
AllergyIntolerance
HE

AppointmentRespons
e

AuditEvent - ;52 E&
B

ZEf
BodyStructure

= - F2REE

CapabilityStatement

CarePlan

CareTeam
Chargeltem
ChargeltemDefinition

W&

DetectedlIssue

HE
DeviceDefinition
DeviceMetric
DeviceUseStatement

DeviceRequest

DiagnosticReport

DocumentManifest
DocumentReference

EffectEvidenceSynt
hesis

BE

Endpoint

EpisodeOfCare
EnrollmentRequest
EnrollmentResponse

ExplanationOfBenefit

St
y i

B E

4
i

i
0
1]

Location

8

B

MeasureReport

e
&

MedicationAdminist
ration

MedicationDispense

MedicationKnowledge

MedicationRequest
MedicationStatement
MessageHeader

MolecularSequence

FE2H FHIRR4 XM E

RRXAR
PractitionerRole
35

A

B5

QuestionnaireRespo
nse

RelatedPerson

RequestGroup
ResearchStudy

ResearchSubject

RiskAssessment

RiskEvidenceSynthe
sis

Schedule
ServiceRequest
g

B

BRER
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ClaimResponse
Communication

CommunicationReque
st

Bk
ConceptMap

Rt

&l
el

PAN
=

&

MESE

CoveragekEligibilit
yRequest

CoveragekEligibilit
yResponse

FamilyMemberHistory
TEAR
BE

Group
GuidanceResponse
HealthcareService
ImagingStudy

&Pk

ImmunizationEvalua
tion

ImmunizationRecomm
endation

InsurancePlan

A FHIR ##&H HealthLake

NutritionOrder
b2 R

OperationOutcome -
ESRMmE

EIER
OrganizationAffiliation
2Y - F2REE
mE

PaymentNotice

PaymentReconciliat
ion

BA

PlanDefinition

StructureDefinition
StructureMap

b=

SupplyDelivery
SupplyRequest
£

ValueSet
VisionPrescription

VerificationResult -

S RfmE

« BT EEMFEH FHIR OperationOutcomeParametersfMERERIEH GETE POSTEE R,

 AuditEvent — AT LAZE 3 X B HY AuditEvent BiF |, {8 3% 5 35 3 M kR

- BEff —HealthLake EREAF RN AAFZE, NBFMER , FSRHAE FHIR TR,
- VerificationResult — 245 2023 £ 12 A 9 HZRBUMERFHES XBILERER,

=3

AR

BRER
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HealthLake §Y FHIR R4 ¥ £2%

£/ FHIR searchE B , 1RiIF— LB ZRFMHTE HealthLake ERFHREDIE 2 —4E FHIR EiR, &AM
A GETE POSTHERK#H 1TsearchEE, RS REAED %%EIJEEH (PII) NEZREEEEA (PH)

WES  BEMEHAPOSTHER , BA Pl Ml PHI S8 AR KRR X — , M0 7E {8 P,
(® Note

AEMIRH FHIR searchEEZ1B#E HL7 FHIRR4 ZENBERBRERIBEMEE, AR T
2 HL7 FHIR RFEHI R~ , T E1EB AWS CLI 1 AWS SDKsiRfit, MEFHMEN , F2
B FHIR R4 RESTful APl X#search® i o

BRI LAEH Amazon Athena £FE%E SQL B HealthLake ERIEHIE. MEFMAENR
SRES,

HealthLake 3z 7% FHIR R4 #8328 7%, MEFMEN , 552 B HealthLake B FHIRR4 52
B,

XENESSHEE

T &R T HealthLake X BENESSEFHAL,

XENESSHER
BES2¥ Description
id &R ID ( 3E5E URL)
_lastUpdated FREFEH. ARBJUTEBTREERBEE,
_tag HEREBES,
_profile ESERREENMEER.,
_Tet REEASHERNZ2ER,
_source BEERNHR,
_text BE2ERVIR,
createdAt B ERAFTERYEE createdAt,

K
il
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FMBABER

® Note

THESSHEZE 2023 F 12 A9 AR EINERERE :

_text, createdAt.

_security , _source ,

THREMMARBEEEREEANEEEREEERERAFTENGES . RTFERER , SEHIMPREHK

FrlERimE. BEXNETERS ,

iA=L it
2L Eohic

Number

H #i/DateTime

String

AEEEHFHCIERER.

AN E

EESEEERTHHE, BF
IEENEF. ARBFHH
ERRESREE PRBE
By, BIEERRI, RFFLERF
Ho

ESSTERHNREE, &
R yyyy-mm-d
dThh:mm:ss[Z]|(+]-)

hh:mm] , EREEREMTE
EZ Ty ERER .

date, dateTime. Period.

instantf Timing, WME
EREFFEHRELERBEREN
FFMER , 528 FHIR R4
RESTful API SC4FR K A 8.

REFERFE,

DEARNMNENAERES—
=T,

BB # HumanName #
AddressFEH, MEFHMEE

gl
[parameter]=100
[parameter]=1e2
[parameter]=1t100
[parameter]=eq2013
-01-14

[parameter]=gt2013
-01-14T10:00

[parameter]=ne2013
-01-14

[base]/Patient?giv
en=eve

[base]/Patient?giv
en:contains=eve

Wi
Jhu
N
s

334


https://www.hl7.org/fhir/search.html#date

AWS HealthLake HEASER

ESsgEn FEHmE R #3451
A, 526 FHIR R4 X
B HumanName &R E 718 H
FMAddressERIERIFE,

2 : text &8z T B FE 2

Fo

R BEEF TFHclose-to-exact  [parameter]=[syste
MHEFER , BRE-HERENK m]|[code] :iE
WSEML, #[system] BERFHERR

. L I [code] BEZFERMA K
ERAXNREERIBYIES mumtEm.

REANEINBRR. GTE

AEBNERENBLEE [parameter]=[code]
DRNBHEANEE. RTE HEEE , ENAABHTEER
BER, | MRER. EEE

[parameter]=|[code]
T, ZHRWABFEER
%, BXRBERIBERI

Bga /A EEHFASA ,BE  EE /Patient?language=
—ERERPEEZESBH, FR,NL&language=EN

ARFEBRFE,. Observation?compon
ent-code-value-qua
ntity=http://loinc
.0rg|8480-6%1t60

[base]/Group?chara
cteristic-value=ge
nder$mixed

335
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https://www.hl7.org/fhir/datatypes.html#HumanName
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FMBABER

BEESHEE sy mesy

5 BEHT. REVNEXBHA
B, RBRLEEE , BRE
NEABREMEE, BREH
BEREE, WEFEER

28 FHIR R4 XM E

o

B

| 18

FERAUTRERFEE [paramete
r]=[prefix][number
1| [system] | [code]

BEEN BEHMERNBE,

URI ESPHEESISEERNFT

F

4% 51 RIRE S ER NLP ZLEHEE
EITERS,

HealthLake X ENEEE S 2 H

HealthLake X & N3 FEE S 28,

i 5

[base]/Observation
?value-quantity=5.
4|http://unitsofme
asure.org|mg

[base]/Observation
?value-quantity=5.
4|http://unitsofme
asure.org|mg

[base]/Observation
?value-quantity=5.
4|http://unitsofme
asure.org|mg

[base]/Observation
?value-quantity=le
5.4|http://unitsof
measure.org|mg

[base]/Observation?

subject=Patient/23
test

[base]/ValueSet?ur
l=http://acme.oxrg/
fhir/ValueSet/123

Wi
Jhu
N
s
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=1

_includ:

_revinc.

de

_summar

_elemen

_total

_sort

DU

RARGBERERSFRFERH
&R, ©e2EEHERER
BITEESENER.

RRFERERSFRFERH
&R, ceEE2ETESR
REATEREE IR,

BETARBRERN K.

%?Elﬁl—%ﬁﬁfiﬂﬁiﬁ ﬂﬂl
RESERPERN—

BONeESSENERY
E o

= == 2o

FRERSREE , EHED
BEERNEFIEF. - FB
ATARER D REEFNEM
B Al ) URRERIERF

i 51 Thee

Encounter
?_include
=Encounte
r:subject

Patient?_
id= patient-
identifier
& revincl
ude=Encou
nter:patient

Patient?_ XETIRES
summary=text & . _summary=
true ., _summary=
false . _summary=
text . _summary=data o
Patient?_
elements=
identifie
r,active,
link
Patient?_ ¥# total=ac
total=acc curate . _total=none ,
urate
Observati XEREERA BEE
on?_sort= FFNumber, String,

status, -date Quantity, Token, URI,
Reference . RE 2023 &
12 B9 HZRBBUMERTFN
EDated XMk HEF. ZEX

& 5 BB A,

Wi
Jhu
N
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7 iR #3451 Ihee
_count EHESEASEERZADVE Patient?_ BEX/NDLERA 100,
o count=100

chainin #EE8Z&FMN TR, Bi¥#E  Diagnosti
wEES BaESEERAN cReport?s
TE, ubject:Pa
tient.nam

e=peter

reverse RIESEZEERMNERTERE Patient?_

chaininc S&iF, has:Obser
(_has) vation:pa
tient:cod
e=1234-5
_include
EESEH_includeh A L AFEEREMIEEN FHIR ER, £/ _include REEMEANERH

R,
Example- £/ _include REXFEZEHHEOENEEREEFHAE

LERSEEZEHBAR LY ConditionWERER | AEMEA _include EEHLEBEZD
Bisubject#y . £ Condition BEREEF |, subjectRIEFBERERRIHAEREE,

RTBRBER A SHTNRAFIHRER. BEREARY , FREESHFREERFER.

GET https://healthlake.region.amazonaws.com/datastore/datastoreld/x4/
Condition?code=49727002&_include=Condition:subject

_include:iterate 1&kz5

_include:iterate iz RFERMERREELTIESENER. HlM

GET /ServiceRequest?
identifier=025C0931195&_include=ServiceRequest:requester&_ include:iterate=PractitionerRole:prac

s
Jhu
N
i
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H4EE ServiceRequest, EABIEEAY PractitionerRole ( BBFERESZE ) , RBEEHBEX
PractitionerRole 2Z& 8 Practitioner, It{£&h57E A X HealthLake FVFTEEIRE|EL,

_include=* {&{&5

_include=* #fifAR—EERF T A SHPISRERREESENMEER. HlM

GET /ServiceRequest?specimen.accession=12345&_ include=*

AEEEAERTR ServiceRequest RESEZMMBEER (HIIER. ®REAR, BAF) K MAFTEEL
EESEZERE, WEHFAEAR HealthLake PRI R ERER

_revinclude

EEBSEH _revincludedhFH L R EREMIEEN FHIR ER., A _revinclude REEM#E
EENER,

Example- £/ _revinclude B2 EEERERENHEBRS4HNERERER

EEHETHES  SUEEE_IJESSHPIEEHANFPatient RERMBA. A%, B LUEH
#E#Encounter:patientM IEEHM FHIR EJRObservation:patient,

RTBERR , SflPNERFZ I RER. EEREARY  FREEHN TS CERER.

GET https://healthlake.region.amazonaws.com/datastore/datastoreld/x4/
Patient?_id=patient-
identifier&_revinclude=Encounter:patient&_revinclude=0Observation:patient

_summary

EESEH_summaryHFH THEEAERER FHR ERNFE, e EETHEF—EE : true,
text, data, false., FAHMEANSHERAEY, EENWEREHE metatag ' SUBSETTED ' HiE
R, RRERTTE,

- true : BEER (EXER ) PETA HE, WAEXERE
- text : EEE 'text, 'id'. 'meta’ TE , UREFRTEEEF M TE,
- data: BERT "XF, TEUNNFEES

- false : BEEFRWFESRD (2@ )

EE—EBSHERP, _summary=textfEZEE _include® _revinclude BESSEES.
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Example- RSERFREHFEBERN "XF1 T%K,

GET https://healthlake.region.amazonaws.com/datastore/datastoreld/r4/Patient?
_summary=text

_elements

EESEH_eclementsH A AHBERBIEN FHIR BRTE, BEHNERSE meta.tag
'SUBSETTED'HERA , RREBRTTE,

_elements 2HESLERIBHNEATEEBEE  SINEERNBEREENTE. RBHEHH
REIEEE, DR _elementsB2HELSHANTE , ARFELZHKCMNALEDRFIETENER
PV

_elements THEHARBENER (BESEXA WERERinclude),
EE—ESERF , _elementsEEE_summaryES28E S,
Example— EXf§ HealthLake ERFHEFHFEERN "JHBIRF. . "EAPL . "EHE &K

GET https://healthlake.region.amazonaws.com/datastore/datastoreld/r4/Patient?
_elements=identifier,active,link

_total

HESEH_total P EFA SELONEBERESSHNERYE. HealthLake B
FBundle.total BN FEOANERNERY (ELONESEXA HWERmatch).

_total %# accurate. none ZH{E, _total=estimate F*XE ., FNHMEHSHIEAE
M, _total THARSIENER (HEEMN BR , HESEKXA include),

Example- ISERFHRERHFEERNEE

GET https://healthlake.region.amazonaws.com/datastore/datastoreld/r4/Patient?
_total=accurate

_sort

HESEH_sortPEM ERBEIEFHIGER. ERERBHEFRAUNERIBEE , KELIEF
B, EFRARZRAENNESSH, ANHAEHNSWRESEN.

Bag

@

L 340



AWS HealthLake HBEABER

HE-RESFXRP , BKRZSTUCER 5 BHFFRESH. EUTNEREER-FERKRTERIEF. AR
SRR EHCERIEFHEF.

SENFESSEEA A - Number, String, Date, Quantity, Token, URI,
Reference., MREESSHRIBEMTE , AITIENESSELETHR. flw , ESEREEN
'name' f{ £ & B HumanName EREAK Patient.name TESHHR B E R, Ht , THEK
&%, FmEER.

Example- EEREFREFHSHEER , WK< B HHEEHRF

GET https://healthlake.region.amazonaws.com/datastore/datastoreld/r4/Patient?
_sort=birthdate

_count
Z2Y_countEXARABRREAREE-—AETEEDZ L ERNVIE TR,
HEEANERS 100, KR 100 WEAER2ER. _count=0FX%E
Example- BB EER , LK ESEEMANRES 25 :

GET https://healthlake.region.amazonaws.com/datastore/datastoreld/r4/Patient?_count=25

Chaining and Reverse Chaining(_has)

 FHIR PN OEETRUEEAREZEERHNAARNEEENER , BB S EEBIEHN
FEXR, URARASNEAEE L EHENER,

WMREARHEEEEREIB 100 E#ER , HealthLake #$EE 4xx , AREBEEREFHEZNBERIL S
BzEDE.

Example— $2#%& - BV FTA DiagnosticReport , E R ISR EZ A Peter 19 B E,

GET https://healthlake.region.amazonaws.com/datastore/datastorelId/r4/DiagnosticReport?
subject:Patient.name=peter

Example- k[ 8% - RSHBER , HPREERAEL —BERSE  HPBEENEXRR
1234, MBRRERBESSBTINREER.

GET https://healthlake.region.amazonaws.com/datastore/datastoreld/r4/Patient?
_has:0bservation:patient:code=1234
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X ENESEMHEH

RESHASRFRERMUBEMEA. HealthLake FHFIERSEMAMBEA T M BE. S,

AL :containsiEE
XENESBHHE

B EEHH

. missing

: exact

as

: not

. text

;AR

SN

XENESLEER

BRLMERESLERREFESTHEFEENEE, 4

EEBANFHEMUEEES —E)FEH , MELETSERSHERP,

Type

BRT ZA\WPRES ¥ Composite
String

String

R

R

URI

8%. FF&RYH HealthLake X EWESHEBEFEREESE,

X ENE S LEER
BELHEENX

€q

ne

Description

R 2BNESREHNE,
BERF SENETSFREHRBNE,
BERP Z2ENEARRENE
R S2ENEDRREHBE,
R 2ENEARIZFREENE.

SR ERSHT. BHRNBERURFERA LR

Wi
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N
s
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BELHEENX Description

le ERP 2ENEPMIEFRERNE,
sa R SBNESERHANEZREE.
eb R 2BNESERHANEZIER.

HealthLake % & FHIR #E52%

HealthLake X#EFE FHIR #E28 , BRSNS HEERI}. WF FHIR BSSHNTEEE
28 FHIR #8233 &HE,

e

TXENESBH
Bundle-composition Location-near
EHXARIAF Consent-source-reference
Bundle-message EHNEE
Bundle-type BRAR
Bundle-timestamp BREH

$operations B HealthLake #Y FHIR R4

FHIR$ 1 (BA "ExRE. ) RBHRNARSBZHEE , BH FHIR Read &K ZEE CRUD
(Create, Update. . Delete) ##fF, ELREEL TS, FEEA , UMAEHERE, EREHEN
REBIRE | SEREEMFHAZELE REST AP| HURFBUSRERE, $ RETUERRBR. ERE
HERRBIEERATEEBLUA , 2HEFHR ERESHMNEHES N, AWS HealthLake X B Z @
FHIR$operations, MFEHMFMENR , FSEUTESEENER,

I

» HealthLake #J FHIR R4 $attribution-statusig {F

- £/ MBERERER $bulk-delete

« $bulk-member-match HealthLake #Y 1&4E

« HealthLake Y FHIR R4 $confirm-attribution-listig £

SR fE 343
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+ HealthLake By FHIR R4 $davinci-data-exportig /£
- A EERKRXXH $document

- A KABBREIR $erase

- £/ RS EFEER Patient/$everything

« {8 #EEY ValueSet 28 $expand

« £/ FHIR [EH HealthLake E$ $export
 HealthLake B FHIR $inquireig 4

- EA FEEEESFFMEF Slookup

« $member-add HealthLake 9 R 1E

+ $member-match HealthLake £ 124E

+ $member-remove HealthLake K &1E

- A BBRBEEER $purge

+ HealthLake By FHIR $questionnaire-packagei® {E
+ HealthLake B FHIR $submitig{E

- £H B& FHIR &R $validate

HealthLake BY FHIR R4 $attribution-statusi®{E

HERBERENBMRE  EoEsREHRAMABMERNES. WIRER FHR REBEMX (ATR)
BE I1G2.1.0 BN —

Endpoint

POST [base]/Group/[id]/$attribution-status

3
%
%

-
RIEEZTIERSH

28 il A

memberld 5% Bl =

ﬂlh

AREBMAREZHNER Memberld
patientReference BEER TEERRIPREBEERNSE
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® Note
patientReference AJLAR{ memberIdsg

a5 R #2451
{
"resourceType": "Parameters",
"parameter": [
{
"name": "memberId",

"valueIdentifier": {
"system": "http://example.org",
"value": "MBR123456789"
}
},
{
"name": "patientReference",
"valueReference": {
"reference": "Patient/patient-123",
"display": "John Doe"
}
}
]
}

=1 FE
BoesEREHEBEERNEN

&R ¥
mE 1..1
HEEE 0..1
Organization/Pract 0.1

itioner/Practition
erRole

, BWERHARBREEN.

Location
Group.member.entity
Group.member.extension

Group.member.extension

: coverageReference

: attributedProvider

SHER1E
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BR Y Location
EEIR 0..1 Group.member.extension
(5] PE £ 451
{
"resourceType": "Bundle",
"id": "bundle-response",
"meta": {
"lastUpdated": "2014-08-18T0Q1:43:33Z2"
},
"type": "collection",
"entry": [
{
"fullUrl": "http://example.org/fhir/Patient/12423",
"resource": {
"resourceType": "Patient",
"id": "12423",
"meta": {
"versionId": "1",
"lastUpdated": "2014-08-18TQ1:43:31Z"
I
"active": true,
"name": [
{
"use": "official",
"family": "Chalmers",
"given": ["Peter", "James"]
}
1,
"gender": "male",
"birthDate": "1974-12-25"
}
I
{

"fullUrl": "http://example.org/fhir/Coverage/123456",
"resource": {

"resourceType": "Coverage",
Ilidll: Illll
// ... additional Coverage resource details

: associatedData

SR fE
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}I

{
"fullUrl": "http://example.org/fhir/Organization/666666",

"resource": {

"resourceType": "Organization",
"id". 2"
// ... additional Organization resource details
}
}
]
}
SHERIE T

BRFSREIE T ISR

$HER HTTP AR&E Description
EMAVIRERSS 400 THENFRBEIESE
BT B EEEIR 404 EENEE ID FFE
BRI mEER 404 EENREZETEFE
REMZ2 M
SMART #E &R

AFmR4BAEREENER , FeEIFAERNEERRER
B2 FHIR REMGIBRA R AERE

£ MEREFREE $bulk-delete
AWS HealthLake Z1& $bulk-deleteiRfE , MR EREFHEFRRERENFEER. EREE .

« HITEEERENBER
- REEEEEREWBH
- BREEERER

- ERERFREBR
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Usage

&R LAER POST A A $bulk-deleteRfF

POST [base]/[ResourceType]/$bulk-delete?isHardDelete=false&deleteAuditEvent=true

Parameters
B2y Type NE FERY Description
isHardDel #M{E & false ERtrue B, SRRBERBKABRER
ete
deleteAud 7MH#E & true A true B, SMREBEBHOERSES
itEvent
_since string B ERERE ®WAK  SBREERNastModifiedtE
T R EHHRBLREARSKER, BELHE
FAS A REEFEH
start string &® ERERE ®WAK K SREERNastModifiedtE
3 3 B BB LLREERSKER, THEend #
EfEA
end string & EBRXE ALK, SREBERWNastModified &
& BEERBLBEUSKER
#i {51
i IFES

POST [base]/Observation/$bulk-delete?isHardDelete=false

(=] FE €551

"jobId": "jobId",
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"jobStatus": "SUBMITTED"
}

EBAMRE
B EREREMBRERIRE

GET [base]/$bulk-delete/[jobId]

RIFEELEBREEH

{
"datastoreId": "datastoreld",
"jobId": "jobId",
"status": "COMPLETED",
"submittedTime": "2025-10-09T15:09:51.336Z"
}
Behavior (1T4)

$bulk-delete #£4E :

1. BERZ A AREREBER

2. #E ACID RZENERTEM

3. R ERERMBRT B ERIREE R
4. XEHXNEXMRER

5. BEMBRIERIAY STRE K&

6. RFFEFE MM RE LRAMBREH
B

$bulk-delete BEE 24 S StartFHIRBulkDeleteJob F1 DescribeFHIRBulkDeleteJob , EH&£5
MR IREE A

BR 1

« B isHardDelete §% % true B , BRI ERTFSHREHBSHERI_historyEHH,
- FEBIREMBRNERERENB T T RELFH
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- ERBEFRAFAEMESTE - deleteVersionHistory=false T EFEEHERERE

$bulk-membexr-match HealthLake B9 &4

AWS HealthLake XEIFEP EE ZEEELLEFERSbulk-member-matchiVR¥E, SLIRETEERE
RBEBEE - AEFRPEAAORTNEEHEET , EFANEERBRRARPERZR L HEHE T
BERERME—RBIF, thIAEY R KR Epayer-to-payer&RI3#e, HEERN CMS AREREZEHE
=, IEFE FHIR 81,

® Note

$bulk-member-match BERUEBERE A TESEMEBENER FHIR B AER, B
ERRIEE It APINTANAACSREZENH, BEMZABEE AWS HealthLake M4
REEAMEEMN FHIR RIGEH , UEREETREFEHESNIEMEE,

ERFEWITTIIEER , LRFERREA

- ERMEMBEARERERS LY

« BENRAZENKREXEER

« XEASRE CMS EREBMER

- BREBEHEBRREERNKERFE

- AP HFIEEREK K WIREKELLBRAMIRFENRE

Usage

$bulk-member-match R FER POST FaEHBEE R LFAANIERSRE
POST [base]/Group/$bulk-member-match

=

RELHFRE , ZUNEATHAABHEBERE

Xt
fin

GET [base]/$bulk-member-match-status/{jobId}

XENSH

HealthLake X # T %| FHIR $bulk-member-match 2% :
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B

MemberPat
ient

CoverageT
oMatch

CoverageT
oLink

Consent

Type

mE

MEEE

HEEE

&l
el

fim

7|

i

RRXAERELEERR POST R

Description

BEELHHEAOMFEANBEER,

AR R BRRHNEEE R,

hHEFHEREEGNEEZER,

BERAENEZERUE/ME. EEAZTERE
K {EBI$member-match BEFE,

THEHBRRERRENE LLEEHEHN POST FR. BEKEHFTLEEMemberBundleZ ¥
FMemberPatient , EFEE X EM CoverageToMatch, H Consent ER , ARKERAW
CoverageTolLink,

POST [basel]/Group/$bulk-member-match
Content-Type: application/fhir+json

{
"resourceType":
"parameter": [
{
"name": "MemberBundle",
"part": [
{
"name":
"resource": {
"resourceType":
"identifier":
{
"value":
}
1,
"name": [
{
SR

"Parameters",

"MemberPatient",

"Patient",

"system": "http://example.org/patient-id",

"patient-0"
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"family": "Smith",
"given": ["James"]

}
1,
"gender": "male",
"birthDate": "1950-01-01"
}
I
{
"name": "CoverageToMatch",
"resource": {
"resourceType": "Coverage",
"status": "active",
"identifier": [
{
"system": "http://example.org/coverage-id",
"value": "cov-0"
}
1,
"subscriberId": "sub-0",
"beneficiary": {
"reference": "Patient/patient123"
},
"relationship": {
"coding": [
{

"system": "http://terminology.hl7.org/CodeSystem/subscriber-
relationship",

"code": "self"
}
]
I
"payor": [
{
"reference": "Organization/orgl23"
}
]
}
},
{
"name": "Consent",
"resource": {
"resourceType": "Consent",
"status": "active",
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"scope": {
"coding": [
{
"system": "http://terminology.hl7.o0rg/CodeSystem/consentscope",
"code": "patient-privacy"
}
]
I
"category": [
{
"coding": [
{
"system": "http://terminology.hl7.org/CodeSystem/v3-ActCode",
"code": "IDSCL"
}
]
}
1,
"patient": {
"reference": "Patient/patient123"
},
"performer": [
{
"reference": "Patient/patient123"
}
1,
"sourceReference": {
"reference": "http://example.org/DocumentReference/consent-source"
},
"policy": [
{

uri": "http://hl7.o0rg/fhir/us/davinci-hrex/StructureDefinition-hrex-
consent.html#regular"
}
1,
"provision": {
"type": "permit",
"period": {
"start": "2024-01-01",
"end": "2025-12-31"
},
"actor": [

{

"role": {
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"coding": [
{
"system": "http://terminology.hl7.org/CodeSystem/provenance-
participant-type",
"code": "performer"

]
.
"reference": {
"identifier": {
"system": "http://hl7.o0rg/fhir/sid/us-npi",
"value": "9876543210"

},
"display": "0ld Health Plan"
}
I
{
"role": {
"coding": [
{

"system": "http://terminology.hl7.org/CodeSystem/v3-
ParticipationType",
"code": "IRCP"

]
.
"reference": {
"identifier": {
"system": "http://hl7.o0rg/fhir/sid/us-npi",
"value": "0123456789"

},
"display": "New Health Plan"
}
}
1,
"action": [
{
"coding": [
{
"system": "http://terminology.hl7.o0rg/CodeSystem/consentaction",
"code": "disclose"
}
]
}
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]
}
}
1,
{
"name": "CoverageTolLink",
"resource": {
"resourceType": "Coverage",
"status": "active",
"identifier": [
{
"system": "http://example.org/coverage-link-id",
"value": "cov-link-0"
}
1,
"subscriberId": "new-sub-0",
"beneficiary": {
"reference": "Patient/patient123"
1,
"relationship": {
"coding": [
{
"system": "http://terminology.hl7.org/CodeSystem/subscriber-
relationship",
"code": "self"
}
]
1,
"payor": [
{
"identifier": {
"system": "http://hl7.0rg/fhir/sid/us-npi",
"value": "0123456789"
1,
"display": "New Health Plan"
}
]
}
}
]
}
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58 P ) 1 52 AR AE 7 [ B

EEBEAK , OEETSEBTFEERN FHIR 28ER , AP 320 BHNERN =EHEER.

"datastoreId": "datastoreld",
"jobId": "jobId",
"status": "COMPLETED",
"submittedTime": "2026-03-20T18:45:26.321Z",
"numberOfMembers": 3,
"numberOfMembersProcessedSuccessfully": 3,
"numberOfMembersWithCustomerError": 0,
"numberOfMembersWithServerError": 0,
"output": {
"resourceType": "Parameters",
"meta": {
"profile": [
"http://hl7.0xrg/fhir/us/davinci-pdex/StructureDefinition/pdex-parameters-multi-
member-match-bundle-out"

]
I
"parameter": [
{
"name": "MatchedMembers",
"resource": {
"resourceType": "Group",
"id": "groupl",
"text": {
"status": '"generated",
"div": "<div xmlns=\"http://www.w3.0rg/1999/xhtml\">Matched members group</
div>"
},
"contained": [
{
"resourceType": "Patient",
"id": "1",
"identifier": [
{
"system": "http://example.org/patient-id",
"value": "patient-0"
}
1,
"name": [
{
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"family": "Smith",
"given": ["James"]
}
1,
"gender": "male",
"birthDate": "1950-01-01"
}
1,
"type": "person",
"actual": true,
"code": {
"coding": [
{
"system": "http://hl7.o0rg/fhir/us/davinci-pdex/CodeSystem/
PdexMultiMemberMatchResultCS",
"code": "match",
"display": "Matched"

]
I
"quantity": 1,
"member": [

{
"entity": {
"extension": [
{

"url": "http://hl7.o0rg/fhir/us/davinci-pdex/StructureDefinition/
base-ext-match-parameters",
"valueReference": {

"reference": "#1"
}
}
1,
"reference": "Patient/patientl123"
}
}
]
}
},
{
"name": "NonMatchedMembers",
"resource": {
"resourceType": "Group",

"id": "Group2",
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"text": {
"status": '"generated",
"div": "<div xmlns=\"http://www.w3.0rg/1999/xhtml\">Non-matched members
group</div>"
},
"contained": [
{
"resourceType": "Patient",
"id": "1",
"identifier": [
{
"system": "http://example.org/patient-id",
"value": "patient-501"
}
1,
"name": [
{
"family": "Carter",
"given": ["Emily"]
}
1,
"gender": "female",
"birthDate": "1985-06-15"
}
1,
"type": "person",
"actual": true,
"code": {
"coding": [

{

"system": "http://hl7.o0rg/fhir/us/davinci-pdex/CodeSystem/

PdexMultiMemberMatchResultCS",

]
+

"code": "nomatch",
"display": "Not Matched"

"quantity": 1,
"member": [

{

"entity": {
"extension": [
{
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"url": "http://hl7.o0rg/fhir/us/davinci-pdex/StructureDefinition/
base-ext-match-parameters",
"valueReference": {
"reference": "#1"

}
]I

"reference": "Patient/patient123"

"name": "ConsentConstrainedMembers",
"resource": {
"resourceType": "Group",
"id": "group3",
"text": {
"status": '"generated",
"div": "<div xmlns=\"http://www.w3.0rg/1999/xhtml\">Consent constrained
members group</div>"

},
"contained": [
{
"resourceType": "Patient",
"id": "1",
"identifier": [
{
"system": "http://example.org/patient-id",
"value": "patient-502"
}
1,
"name": [
{
"family": "Nguyen",
"given": ["David"]
}
1,
"gender": "male",
"birthDate": "1972-11-22"
}
1,
"type": "person",
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"actual": true,

"code": {
"coding": [
{

"system": "http://hl7.0rg/fhir/us/davinci-pdex/CodeSystem/
PdexMultiMemberMatchResultCS",

"code": "consentconstraint",

"display": "Consent Constraint"

]
},
"quantity": 1,
"member": [

{
"entity": {
"extension": [
{

"url": "http://hl7.0rg/fhir/us/davinci-pdex/StructureDefinition/
base-ext-match-parameters",
"valueReference": {
"reference": "#1"

}
1,

"reference": "Patient/123"

mHEEER
CERNEEEERSs =RAREERNSHER
MatchedMembers 48

BEMAKYEERENBESE | ERXDERBRERFIRME,

Group.quantity MU S EEZBFHETPHNREEE,
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NonMatchedMembers E¥#H

BEHERTIMEFEEHCBAZEMEFERE 2RENBE,

ConsentConstrainedMembers Et4H

BEMARYEHRENEESE  HARESRMSHLERAR, ETMEFRGSBEER , B
TEFRERAAER

« BUR URI ERB#sensitiveR - ERZBEW. REZENAR. BRXNARARERT : "HREW
BERRBR — FEEREE,

"policy": [{ "uri": "...hrex-consent.html#sensitive" }]

- REBHEEEAS deny — RECEZEBERLA,

"provision": { "type": "deny" }

2 $davinci-data-export &

E[E# MatchedMembers B &R $bulk-member-match WA E#EE $davinci-data-exportig
EREFER , UMERAKEREEHR

POST [base]/Group/{matched-group-id}/$davinci-data-export
GET [base]/Group/{matched-group-id}

HESTREEVRIAEZFNEFRENSHIERE  AREAEENRHEERELATENEER
RERC#%o

MBS
$bulk-member-match BEZFEAKEREBMRGT , YLERLZ HF BT :

- X7 : BEERERERS 5 EXITRE,
- AIREM  SERR&EZSWERE 500 EKE (5 MB AFRH ) .
o PATRME  BYTEAN, EHIIAEMBRRERS.

Authorization

AP| £ FHIR BB E LA SMART & TH L EEHH
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« system/Patient.read — S ML¥ BEERIFLIE,

- system/Coverage.read — RBFHEHEEAREE,

« system/Group.write —EBIERBHERRFEE,

« system/Organization.read — BifH , MIRBEHESEHBA AL E,

« system/Practitioner.read — Bk , IR KEHLESEREXABRRMLE,

« system/PractitionerRole.read — Bf# , IR BEHESEREASAGAAMNE,

« system/Consent.write — Bf#H , MIRRHFAEERAIBLE,

iR E T EEXERETFEEY AWS IAM Signature 58 4 kiR (SigVv4) R,
SHEREIE
BRESEE T IERGRY

* 400 SERRAVEER | EYMFERKN, ROVENS B ATEIRA/NRE (500 ELED 5 MB),
- A2 BERENER  EEBMTHRRERER,

- ERIKEHE  EREXNERLIEER  BEFSEBEREFEAHKE , ¥7E NonMatchedMembers &
P IESERFMEER  YEABEENERENREE, #I0 , MemberBundlef®4 birthDate 28 A
BEEEE W SER THIERE

"errors": [

{
"memberIndex": 1,
"jsonBlob": {
"resourceType": "OperationOutcome",
"issue": [
{
"severity": "error",
"code": "invalid",
"diagnostics": "MemberPatient.birthDate is required"
}
P
"statusCode": 400
}
}
]

HBRFMEAERRERBRIHEG , S5 -
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* numberOfMembersWithCustomerError : B4 BB R AELNKESTE.
« numberOfMembersWithServerError : 24 ERESHEIBIE LMK E TR

FEER BR1E

« the section called “$member-match” — {@ Bl 5% & Lt ¥ 184,
« the section called “$davinci-data-export” — EAEBEERAKEEHER,
+ the section called “$1R1E" — X EBIRENTEBE,

HealthLake B FHIR R4 $confirm-attribution-1listi®E

MEEERELHEETESEHBMEERTEE, LRFSBEBRBEEFBRIIFEATHRE. Bk
REBEA "RK.L |, UREFRRE  REXNBREE, HEER FHIR HEBM (ATR) ListIG2.1.0 E
1,EE,\J_3I;IZB%\O

Endpoint

POST [base]/Group/[id]/$confirm-attribution-list

N
TEEZH

POST [base]/Group/[id]/$confirm-attribution-1list

o] fE
& HTTP 201 EEREZRAL,

(=] FE &6 451

HTTP Status Code: 201

{
"resourceType": "Parameters",
"parameter": [

{
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"name": "message",
"valueString": "Accepted."
}
]
}

MR R BT EIRE

REEARIIE | FEERNBHEBERBERS "RE,

{
"resourceType": "Group",
"id": "fullexample",
"extension": [
{
"url": "http://hl7.o0rg/fhir/us/davinci-atr/StructureDefinition/ext-
attributionListStatus",

"valueCode": "final"
}
]
// ... other Group properties
}
SHEREE

BAEE RS T ISR A -

$HER HTTP iR&E Description
BV IRMESS 400 TRENBERBYIEE
BB BEER 404 EENEE ID TEFE
RENZEM
SMART #EFES

AFmRSBEEREENER , FeENFAERNMEERRER

B $confirm-attribution-list , AF Rt A EEEE AR T MBS IBEER

SHER1E
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B2 FHIR REMFEARAEIRE

HealthLake #J FHIR R4 $davinci-data-exportif{E

$davinci-data-export BER—EIEFS FHIR B4 , TRARLEHEHERR@EH AWS
HealthLake, WREXZEZEEHER K SIEREBEM (ATR). PDex & FH. Payer-to-Payer#l
REFE APls, © 2% FHIR $exportiBENSHKIRA , EEMHE DaVinci BERREHNER,

TEINEE

- FELSERE  BEZEEFHR FFAFSBFRER

- BEABHREYL  EHBEHEERTHENER

- ZEEHER - XEATR (REBM ). PDex 2#t&EZH. Payer-to-Payerfl E1FE APIs
- 2EMNREEIE | BFEXEK L. CARIN EBIZEHMF PDex RER

- EMENE  XEMFEE ERERNSHEELTEZ

- NDJSON it : #1795 f® JSON X iRAtE R

BAeim B

GET [base]/Group/[id]/$davinci-data-export
POST [base]/Group/[id]/$davinci-data-export

ARBH
2 B2 Description
patient 0.* EEHAENNBERE. ERE , FELEE

R E B

_type 0..1 ZEHNLLESR 2 R FHIR EREEBE,
_since 0..1 ETSELAMARBCRERTNER.
_until 0..1 EUskLAPNEEZ I ERNER,
exportType 0..1 EHTHELERE, BRE : hl7.fhir.

us.davinci-atr . hl7.fhir.

SR {E 365



AWS HealthLake HBEABER

25 Y Description

us.davinci-pdex ., hl7.fhir.
us.davinci-pdex.p2p . hl7.fhir.
us.davinci-pdex.member . &

5% :hl7.fhir.us.davinci-atr o

_includeE 0..1 EERAREEBRUMBERKEE CARIN
OB2xWoFin BB 2.x ExplanationOfBenefit &R, &
ancial &% : falseo

XENERER

XENEREEBANECEENELEE, HRATREH , XBETIERER .

* Group

+ Patient
 Coverage

* RelatedPerson

* Practitioner

* PractitionerRole
* Organization

* Location

#H PDex [EH (Provider Access, Payer-to-Payer 1 Member Access) , BR 7 EIRER 24 | &
XEMEHGRNESEREE, NEXRERBEANTREE A F2REEROEEER (STU
6.1). CARIN EEIZIIE/EIER , LIR Da Vinci B AR E X EEERRN,

EHEaR
$davinci-data-export BEZETIELERE, EALERA exportType 28IEEELEFR,

FE g A A& BEREE A RS PR /51
hl7.fhir.us.davinc REBMHFE B4R E R i
i-atr
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BE i 3E R R EREE P 8 PR 5
hl7.fhir.us.davinc R{tEFEAPI BHEENRKRMNES? 5
i-pdex &

hl7.fhir.us.davinc  Payer-to-Payer3X i REERNELHKEER 5F
i-pdex.p2p

hl7.fhir.us.davinc  FEFE API KERCHEEREER 5F

i-pdex.member

(@ Note
A PDex B , 5 FRERFHTEANR ATR ERER

(Group. Patient, Coverage. RelatedPerson., Practitioner. PractitionerRoleOrgani

ERFEHAMN , —RHEITSELER.

ATR (hl7.fhir.us : //.davinci-atr)

R ATR BEHER K SuUELREBMEESR., FHNEHBERRENFEANKENBHEHERE
Ro MEFHFMEE , 5528 Da Vinci ATR [EHIEE,

XENERER

Group, Patient, Coverage, RelatedPerson, Practitioner, PractitionerRole,
Organization, Location

By ) i
TEEANEGR, BERBHAMN  HEELMAEMEFHNER.

PDex [E H g8l

FiE PDex EHER A FAHERBMN X EREEMEEZBE, MEFMEN , 5528 Da Vinci PDex 12 &
FHAPl, XETIIRERE :

« ZE&ZL 3.1.1, 6.1.0F 7.0.0
« PDex ZERiRE (TXEFREFR)
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« CARIN BB 2.x EE#HiAE : FFREHE, FIRZHE. EZENonClinician, OFE, 2

BMHEEE (h17.fhir.us.davinci-pdex)

EMEANRMEHNEREENEEER,
Payer-to-Payer(hl7.fhir.us.davinci-pdex.p2p)

EEESERBE  MANRAZENERRHE,
B EH (h17.fhir.us.davinci-pdex.member)

AEREFNECHEFRREER. KEHKRRETRISESERTHMBEER.

REREXENTEESE

¥ PDex EH , $davinci-data-exportBREEEA meta.profile tZHFHREERE ERIRE
EHhZOSMEER,

ExplanationOfBenefit & R & I

ExplanationOfBenefit (EOB) ERERiEHEmeta.profileESE# PDex EH R I E R :

- EHEHERRE S CARIN BB 1.x 52 EE K ExplanationOfBenefit &R,

. [EHEHERRARRE ExplanationOfBenefit &R, meta.profile

- —#3ZEE%E CARIN BB 2.x Basis #i 88 ExplanationOfBenefit &R

- RIBTER  SHIREEE S M ERE CARIN BB 2.x SR EMH ExplanationOfBenefit &R, RE
_includeEOB2xWoFinancial=true & , EfiEBSEMKER 2 EIF K W EREHRASLEN
ERERER.,

« — T2 5% PDex EARERERER ExplanationOfBenefit &R

B EREIR

EIRRE B includeEOB2xWoFinancial=true , LRESBREMBEL , #& CARIN BB 2.x
ExplanationOfBenefit & R&E i & H ¥ R Basis 32 EME. a0 , C4BB ExplanationOfBenefit
Oral&RE®E A C4BB ExplanationOfBenefit Oral Basis , E®iRIE FHIR R REE D
T E R

THMBERTEZRSEERABBEE

- total TELWMEY S
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- BEFamounttypefiEMATBadjudicationt®
- BEeHEEANFIEitem.adjudicationt&

IR EEERBENREEPRER

- meta.profile EE %14 Basis EREEX URL
- \RABEH A CARIN BB 2.x Basis li7A

- FTEBREREFEREFHREER

- EHNERTSRELDERFHRIE

RERRRA
BRAEEA T 3R RIRERMEB R R EE

o MRAERI 2 meta.profilelEx URLs B ERE
- MREMEENREREFSELEYE , IEETEER
- REERESEEHEEHBET

PDex [E H iy T £F B R B2

HRFA PDex EHERE | HealthLake ERFER LXEMNBEER 5 FHNREERES;. TRHEH
ERFERAN T ROBHEEREEVNNAEER  ERERAMRAM , —ZSEHELER

+ Patient
 Coverage

* Organization

* Practitioner

* PractitionerRole
* RelatedPerson

* Location

* Group

ELEEENAORTEREHREN , EACMAREELERNELRARR, ATR E LT ZEMEE R
HYBR .
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AR g

T35 R ST B [E) B Hi A A B HAE

ATR [EH

GET https://healthlake.{region}.amazonaws.com/datastore/
{datastoreld}/r4/Group/example-group/$davinci-data-export?

_type=Group,Patient, Coverage,Practitioner,Organization&exportType=hl7.fhir.us.davinci-
atr

POST https://healthlake.{region}.amazonaws.com/datastore/
{datastoreId}/r4/Group/example-group/$davinci-data-export?

_type=Group,Patient,Coverage,Practitioner,Organization&exportType=hl7.fhir.us.davinci-
atr

Content-Type: application/json

{
"DataAccessRoleArn": "arn:aws:iam::444455556666:r0le/your-healthlake-service-role",
"JobName": "attribution-export-job",
"QutputDataConfig": {
"S3Configuration": {
"S3Uri": "s3://your-export-bucket/EXPORT-JOB",
"KmsKeyId":
"arn:aws:kms:region: 444455556666 :key/1234abcd-12ab-34cd-56ef-1234567890ab"
}
}
}

{ F ExplanationOfBenefit B 754 5 kR 5k [ H i FE P 17 EX

GET https://healthlake.{region}.amazonaws.com/datastore/
{datastoreld}/r4/Group/example-group/$davinci-data-export?
_type=Patient,Observation,Condition,MedicationRequest,Explanation0fBenefit&exportType=hl7.fhir.
pdex&_includeEOB2xWoFinancial=true

Payer-to-Payer & H

GET https://healthlake.{region}.amazonaws.com/datastore/
{datastoreld}/r4/Group/example-group/$davinci-data-export?

_type=Patient,Coverage, ExplanationOfBenefit,Condition,Procedure&exportType=hl7.fhir.us.davinci-
pdex.p2p&_includeEOB2xWoFinancial=true
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BERBNKEFIEDL

GET https://healthlake.{region}.amazonaws.com/datastore/
{datastoreld}/r4/Group/example-group/$davinci-data-export?

_type=Patient,Observation,Condition, ExplanationOfBenefit,MedicationRequest&exportType=hl7.fhir.
pdex.member&patient=Patient/example-patient-id

(=] FE £ 51

"datastoreId": "eaee622d8406b41eb86c0f4741201Ff9",
"jobStatus": "SUBMITTED",
"jobId": "48d7b91dae4ab4d00d54b70862f33f61"

ERE%R
RFERBEEXNEBMHFETNWERELER

Group (Attribution List)

### Patient (Members)

### Coverage # RelatedPerson (Subscribers)
### Practitioner (Attributed Providers)
### PractitionerRole # Location

### Organization (Attributed Providers)

BIRAR
&R RIRLE Description
Patient Group.member.entity BEREBHEERENEE
Coverage Group.member.exten BYREREERNKESHE
sion:coverageReference
Organizat Group.member.exten BEMBHERS
ion sion:attributedProvider
Practitio Group.member.exten BEFBNERREAS
ner sion:attributedProvider
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iR PRI E
Practitio Group.member.exten
nerRole sion:attributedProvider
RelatedPe Coverage.subscriber
rson
Location PractitionerRole.location
Group LN

EBEE

BEEBMRE

GET [base]/export/[job-id]
BUEET

DELETE [base]/export/[job-id]

ER 4B

« SUBMITTED - EWEIMERLHE AT

« IN_PROGRESS - E#IEE B RE

« COMPLETED - EBR WA , ERAMTH
» FAILED - #2458

BN

. R - NDJSON ( #2474 F8 JSON)
- BRERE  SEEFREENERESR

- B2 : .ndjson

- UE : IEEM S3 FIRITEBMBER

Description

BEMBHNERARA®

MEHENTEE

HIEXASACHEEMNNE
BHBELRS
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FMBABER

SRRARE
SHYETHIER , RESED HTTP 400 $§38555R &€ OperationOutcome :

RERR

£ FIEEM IAM AfDataAccessRoleArnR B B HAMEF A RHTE HigfE, MEFTE S3 M

KMS AN ZBFE , F2RREE HEBHFTA,
SEERFIER
« patient Z2BMHE AR R Patient/id, Patient/id, ...
- —HEEARESEERITIBRIEENEE
« exportType BHEFTSXENEHER
_type 2B EEHEREAIXENERER

_type B8R4 hl7.fhir.us.davinci-atrEHERAENERER
(Group. Patient, Coverage)

« _includeEOB2xWoFinancial Z&{ET 28 M MHE
ERBRF IR

- EENBHEERTEFERERENRES

- EENBEERRZENE

- —HZEAFEXESEERNENETTIFENEEER

ZEMMNIRE
- BAE%E FHIR MG

- EREMACLERSR S3 M KMS BEMEMN IAM FFrl, MEMEFANTREE ,

HAEFAYET Ao

BIEER

- ERERRE . €3 RMENERER | LWEEE KRN NEEBRERERK
- LIBEAEBNENE : £ _since SBETHEREH

- REGE . ERREERTERENERR  BBMEMA patient ¥

o {EFEECE . EHIMRE KAE HIESRAE

3
¢
g
B
Fl
Tl
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- SRR S AMMNEBEEEENEREE

- EREEREBA BN PDex B , FHEEMEREERERE 5 FEHRFERMFEM

- MBERBKR  ELFEREUVBEANESTER _includeEOB2xWoFinancial=truel A

- REEEE  BREREFEENRERES. AN HERRERETRRE , YERARERE
AR A 42 5 SR A2 I P L 1T &

BR 1

- BEHRZIEE 500 BHE patient

- EHERNEEBRIREE

- EXESEEREHBEANALAERERELE

o B —7#%A NDJSON #%=

- PDex EHERR 5 FHNHBRRNESER

- BREREREBRR CARIN BB 2.x ExplanationOfBenefit 5% E #&

Ht &R

« DaVinci KEBMEE IG

* Da Vinci fRAZEBIZH IG

« CARIN HEEZEB@NRAZERRE IG
- ZERLEEIER

- FHIR XE& R 1FEURE

ffEH EXBAKRXY $document

AWS HealthLake REXEEHERK $documentiRiE , RS EREHMESENERBERE
—MESEMHD  UEETENBRR 4. LREHREE

- BVRENERRIH

« Exchange TE £ & &%

- FHRTEENBRR S

- EXSRFEHBERANRE
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AWS HealthLake HBEABER

Usage
BRI AR GET M POST AZEASRERLEWA $document iRk :
ZXEN BE

GET/POST [base]/Composition/[id]/$document

XENSH

HealthLake X #E T % FHIR $document 2¥ :

B Type MNE B4 Description
persist mME B false AME , EHAREEEEEREERN
XHEH
#i {51
GET #X

GET [base]/Composition/180f219f-97a8-486d-99d9-ed631fe4fc57/$document?persist=true

BEES Y/ POST R

POST [base]/Composition/1801219f-97a8-486d-99d9-ed631fe4fc57/$document
Content-Type: application/fhir+json

{
"resourceType": "Parameters",
"parameter": [
{
"name": "persist",
"valueBoolean": true
}
]
}
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(=] FE £ 51

BRFEED "4 BENEAER  HPE26RAME2ENER

"resourceType": "Bundle",
"id": "180f219f-97a8-486d-99d9-ed631fedfc57",
"type": "document",
"identifier": {
"system": "urn:ietf:rfc:3986",
"value": "urn:uuid:0c3151bd-1cbf-4d64-b04d-cd9187a4c6e"

I,
"timestamp": "2024-06-21T15:30:00Z",
"entry": [

{

"fullUrl": "http://example.org/fhir/Composition/180f219f-97a8-486d-99d9-
ed631fed4fcs57",
"resource": {

"resourceType": "Composition",
"id": "180f219f-97a8-486d-99d9-ed631fedfc57",
"status": "final",
"type": {
"coding": [
{

"system": "http://loinc.org",
"code": "34133-9",
"display": "Summary of Episode Note"

]
},
"subject": {
"reference": "Patient/example"
.
"section": [
{
"title": "Allergies",
"entry": [
{

"reference": "AllergyIntolerance/123"
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},
{
"fullUrl": "http://example.org/fhir/Patient/example",
"resource": {
"resourceType": "Patient",
"id": "example",
"name": [
{
"family": "Smith",
"given": ["John"]
}
]
}
I
{
"fullUrl": "http://example.org/fhir/AllergyIntolerance/123",
"resource": {
"resourceType": "AllergyIntolerance",
"id": "123",
"patient": {
"reference": "Patient/example"
I
"code": {
"coding": [
{
"system": "http://snomed.info/sct",
"code": "418689008",
"display": "Allergy to penicillin"
}
]
}
}
}
]
}
Behavior (1T4)

$document 1E :

1. BIEEN S REFRMA R ER
2. BAIMBENAE R EESENFEER
3. BEMMNAAESENERHNEIEES "X, WEHF
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4. ERAMBEREAR true i, BEEN XA EHREFEERFHES
5 FBIMMEHN EHEESENER , NELLENXXH

$document RFBBIXEUTIENERNERSE

1. GET https://healthlake.region.amazonaws.com/datastore/datastoreld/r4/Resource/id

2. BiR/id

BREFRTTIXENERSERRELNTHEEL.
SRR
BRFSRIE T FISERRIRM

+ 400 SHRAVFER MW $documentiRIE ( FAFEMFER )  AEMRELENNHERFAMRES
true KFRENZENSEMARY FHIR BE

« BRFZF 404 : HAFNERER
WZE $documentIBERIRHEFMEN |, 526 FHIR R4 & $document 34,
A KABKRER $erase

AWS HealthLake X#& $eraseiRfF , AIKAMBRBIEEFRREBRERE, ELFENT FIIBIER
LRERRIR A

« KABRERIEIR
o MIBR4S E MR AN R 52 Fe 8%
- BEEEREREWBEH

Usage
BESerase ] AEMEBR WA -

ERATEERER
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POST [base]/[ResourceTypel]/[ID]/$erase?deleteAuditEvent=true

MR A4 E B AR

POST [base]/[ResourceType]/[ID]/_history/[VersionID]/$erase

Parameters

2¥ Type NE B4 Description

deleteAud #HHME B false A true B, SMBREBEBAEZREH
itEvent
&35
155K

POST [base]/Patient/example-patient/$erase

(o] FE & 451

"jobId": "5df47e2f51ff3c731847678cb8cad48e",
"jobStatus": "SUBMITTED"

}

ERIRE
& EREFBREBMRE !

GET [base]/$erase/[jobId]

RIFSELEBREES

"datastoreId": "36622996blfcech7el2ee2ee®085308d3",
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"jobId": "5df47e2f51ff3c731847678cb8cad48e",

"status": "COMPLETED",

"submittedTime": "2025-10-30T16:39:24.160Z"
}

Behavior (1T4)
$erase B :

FESREUARRER TR
H#EACID X3
RERIREE M
KABRIEENE R R HEMRA
B FEM BROE Bh Y ST EERERLARC 8%
XEEEUMBRERSS

o a0k~ 0w bh =

ik
$erase BEFLL DeleteResource iB#&FE A& |ID. BB ERFMHEA.
BR

- $erased ERTEHBRERSHERY_historyEHH,
- FEBFRNEREEENETAEERELZER
- BEERKABRE , RERTESLAHARE

£ B EEER Patient/$everything

Patient/$everything 2 #EMAMREM FHIR Patient BIR , AN EZ HEANEMHME
JRPatient., WWRETMARBHREFHNHEM/ZS K RFEHEYTHEHFEEABNKEERT
&, HealthLake Patient/$everything XEHERE id,

Patient/$everything 2 —% FHIR REST API &4 , aTLAM A | LA T &EAHIFT R

GET request

GET https://healthlake.region.amazonaws.com/datastore/datastoreld/r4/Patient/id/
$everything
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(@ Note
EEFHEREMREREEMNER kFid,
Ol fE—E=IE A Bundle.total,

Patient/$everything Z¥

HealthLake X E T 5 EHSH

28 AR

NG MSEERK B2 BIFIEPatient&EH,
end EEENERBBZaEEBPatient TEER.
since EEEBHBEMPatientFIEER,

_type MEBEEREEWPatientEH,

_count HfSPatientERIAIEEETE AN,

Example- BUSIEEERB A ENMEEEER
Patient/$everything TAEAstart R FHEETHRER PR 2EBRNER,

GET https://healthlake.region.amazonaws.com/datastore/datastoreld/r4/Patient/id/
$everything?start=2024-03-15T00:00:00.000Z

Example- £ 3§ E R #E 3R B #i 2 51 N8 PatientPi B & #
BESFTEREAMUUEAendEFE GRS , AEBEARZAERER,

GET https://healthlake.region.amazonaws.com/datastore/datastoreld/r4/Patient/id/
$everything?end=2024-03-15T00:00:00.000Z

Example- 7£3§E H Hi 2 B E #PatientFr & & &}
Patient/$everything AIBAEAsincefm&EFY , EEHBEAPREHNER,
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GET https://healthlake.region.amazonaws.com/datastore/datastoreld/r4/Patient/id/
$everything?since=2024-03-15T00:00:00.000Z

Example- BU8435 € &R E R M Patient& #}

A SFTAERB MALERA _typeFZ R RIEEELSELRINREERER, SUEERS R
REREESEREREE,

GET https://healthlake.region.amazonaws.com/datastore/datastoreld/r4/Patient/id/
$everything?_type=0bservation,Condition

Example- ER{8Patient® ¥l ¥ 15 € B @ K/
AR STBEEB A LEA _count REREEE KD,

GET https://healthlake.region.amazonaws.com/datastore/datastoreld/r4/Patient/id/
$everything?_count=15

Patient/$everything start fl end Bt

HealthLake X #& Patient/ $everythingstartfl endEHSENW T I ERE M.

BiR BRTE
RE Account.servicePeriod.start

AdverseEv  AdverseEvent.date

ent

Allergyln Allergylntolerance.recordedDate
tolerance

HE Appointment.start

Appointme  AppointmentResponse.start
ntRespons
e

AuditEvent  AuditEvent.period.start
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&R
BN

BodyStruc
ture

CarePlan
CareTeam

Chargelte
m

W&

ClaimResp
onse

Clinicall
mpression

Communica
tion

Communica
tionReque
st

B
Rt

=z
=

ol

B E S E
CoverageE
ligibilit
yRequest

BRTHE
Basic.created

NO_DATE

CarePlan.period.start
CareTeam.period.start

Chargeltem.occurrenceDateTime, Chargeltem.occurrencePeriod.start, Chargelte
m.occurrenceTiming.event

Claim.billablePeriod.start

ClaimResponse.created

Clinicallmpression.date

Communication.sent

CommunicationRequest.occurrenceDateTime,CommCommunicationReques
t.occurrencePeriod.start

Composition.date
Condition.recordedDate
consent.dateTime
Coverage.period.start

CoveragekEligibilityRequest.created

SHR1E
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iR
CoverageE
ligibilit
yResponse

Detected|
ssue

DeviceReq
uest

DeviceUse
Statement

Diagnosti
cReport

DocumentM
anifest

DocumentR
eference

BE

Enrollmen
tRequest

EpisodeOf
Care

Explanati
onOfBenef
it

FamilyMem
berHistory

ERtE

CoveragekEligibilityResponse.created

Detectedlssue.identified

DeviceRequest.authoredOn

DeviceUseStatement.recordedOn

DiagnosticReport.effective

DocumentManifest.created

DocumentReference.context.period.start

Encounter.period.start

EnrollmentRequest.created

EpisodeOfCare.period.start

ExplanationOfBenéefit.billablePeriod.start

NO_DATE

Flag.period.start
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&R
BE
Group

ImagingSt
udy

5107

Immunizat
ionEvalua
tion

Immunizat
ionRecomm
endation

£

1

=
/B

MeasureRe
port

e

Medicatio
nAdminist
ration

Medicatio
nDispense

Medicatio
nRequest

Medicatio
nStatement

BRTHE
Goal.statusDate
NO DATE

ImagingStudy.started

Immunization.recorded

ImmunizationEvaluation.date

ImmunizationRecommendation.date

Invoice.date
List.date

MeasureReport.period.start

He, |17

MedicationAdministration.effective

MedicationDispense.whenPrepared

MedicationRequest.authoredOn

MedicationStatement.dateAsserted
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&R

Molecular
Sequence

Nutrition
Order

BEx

Questionn
aireRespo
nse

RelatedPe
rson

RequestGr
oup

ResearchS
ubject

RiskAsses
sment

Schedule

ServiceRe
quest

B

ERtE

NO_DATE

NutritionOrder.dateTime

Observation.effective

NO_DATE

NO_DATE

Procedure.performed
Provenance.occurredPeriod.start,Provenance.occurredDateTime

QuestionnaireResponse.authored

NO_DATE

RequestGroup.authoredOn

ResearchSubject.period

RiskAssessment.occurrenceDateTime,RiskAssessment.occurrencePeriod.start

Schedule.planningHorizon

ServiceRequest.authoredOn

BlE R .receivedTime
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&R ERtE

SupplyDel SupplyDelivery.occurrenceDateTime, SupplyDelivery.occurrencePeriod.start,

ivery SupplyDelivery.occurrenceTiming.event

SupplyReq  SupplyRequest.authoredOn
uest

VisionPre VisionPrescription.dateWritten
scription

£/ #EHY ValueSet 215 $expand

AWS HealthLake BE X BB LUEF 5 2 #EELHY ValueSets (ValueSet) $expandi®fE , o]

BHEIEL ValueSet ERFHNRIBTERFE, ELFE !

- BEEUTE TREMVRE IS LUE TR R
- EEAENEPERAANER
c EREMNBARTITEENENRES

Usage
& LAMER GET # POST A3%%E ValueSet &R LA $expandi®E :
TXE BRE

GET/POST [base]/ValueSet/[id]/$expand

GET [base]/ValueSet/$expand?url=http://example.com
POST [base]/ValueSet/$expand

XENSH

HealthLake & FHIR R4 $expand S8 £ :

B Type HE Description
url uri & ERHZ ValueSet WIER, URL

EHEE
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BY Type WE Description

id id B ERBMH ValueSet EJF ID ( BAM GET =%
POST ##E )

filter string B EEEABERER

count integer B EEENREBHE

offset integer B EEHERBNMETRBHE. EEhERE
A, BEERAABETNRAEE , TERARERR
ValueSet FIEE, RKEBFBAR

& 451

fix ID By GET 553k

GET [base]/ValueSet/example-valueset/$expand

R EZ A4 URL 2 GET &R

GET [base]/ValueSet/$expand?url=http://example.com/ValueSet/my-
valueset&filter=male&count=5

ES 8K POST R (4 ID)

POST [base]/ValueSet/example-valueset/$expand
Content-Type: application/fhir+json

{

"resourceType": "Parameters",
"parameter": [
{
"name": "count",
"valueInteger": 10
},
{

"name": "filter",
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"valueString": "admin"

S8 8M POST R ( #k URL)

POST [base]/ValueSet/$expand
Content-Type: application/fhir+json

{
"resourceType": "Parameters",
"parameter": [
{
"name": "url",
"valueUri": "http://hl7.o0rg/fhir/ValueSet/administrative-gender"
.
{
"name": "count",
"valueInteger": 10
}
]
}
(5] P& &5 451

BAESHELEEER expansiontEM ValueSet ER , EFEEREFANERS :

"resourceType": "ValueSet",

"id": "administrative-gender",

"status": "active",

"expansion": {
"identifier": "urn:uuid:12345678-1234-1234-1234-123456789abc",
"timestamp": "2024-01-15T10:30:00Z",

"total": 4,
"parameter": [
{
"name": "count",
"valueInteger": 10
}
1,
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"contains": [

{
"system": "http://hl7.org/fhir/administrative-gender",
"code": "male",
"display": "Male"

.

{
"system": "http://hl7.org/fhir/administrative-gender",
"code": "female",
"display": "Female"

},

{
"system": "http://hl7.org/fhir/administrative-gender",
"code": "other",
"display": "Other"

.

{
"system": "http://hl7.org/fhir/administrative-gender",
"code": "unknown",
"display": "Unknown"

}

]
}
}
[ PEBIE -

- expansion.total : BB ValueSet F X BEH
- expansion.contains : RENEXBEIIRERK, BXBNERE
« expansion.parameter : IEEFERPFEANSH

MEFE $expandBERIKHNFMER , 5528 FHIR R4 ValueSet $expand X,

£ FHIR [EH HealthLake &%} $export

IEALAE A FHIR $export #R1E , £ HealthLake BRI EHEAKEEHER, HealthLake X
E$exportfEfA POSTH GETEHERK FHIR, ZEEFEA htHEtH BRPOST , B AMBEEELEFA
B IAM EAE, BESAR. BE SexportAFE RN — , WEBRANFHIEMENSE,
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® Note

£ FHIR 12 H#YFTE HealthLake [EHFER$export &L ndjson BXEE , WEHE
Amazon S3 #1778 | Hh S Amazon S3 VI ESESE — FHIR ERER,
BT AR AWS 1R F RIS B 545 BB HEERBEAITH, MEFHMENR , FS B Service

Quotas,.

HealthLake XE T 5 = EEE M KB E i HFE R,

HealthLake KE$exportfHH!

FELH#E  Description B
i)

R & HealthLake FHIR falfR23[E POST https://healthlake
HATEE R, . region.amazonaws.com/dat
astore/ datastoreld /r4/$export

FiEfm ELUmERBEEMEBENMEE  POST https://healthlake

2 B SREEFEEEREREME . region.amazonaws.com/dat
B EIRE|E, astore/ datastoreld /r4/Patient/$expor
t

GET https://healthlake. region.amazonaw
s.com/datastore/ datastoreld /r4/Patie
nt/$export

mEH EHNEFEDEEN—HAE POST https://healthlake

# EMHBHWmMEER. . region.amazonaws.com/dat
astore/ datastorelId /r4/Group/ id/
$export

GET https://healthlake. region.amazonaw
s.com/datastore/ datastorelId /r4/Group
/ id/$export
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A48 Bl

HFATHESR , LUEA FHIR REST API for HealthLake 2 HHEH R,

- BABERTEEERHELBRMVEHFUNGEHE, HESAG, NEFHMEHR , 52
$eXpOItnﬁ:}:o

« BUHACEBIRKEAR® , BF HealthLake TR ERERNEHZEH P Amazon S3 FEFEFEE
PR, R AEtLNUEIEE HealthLake ARBETA. WEREFINFMEENR , F2H REEL
ERREFT,

\)s’t

S8

Z#E $exportiER
ZEMFA FHIR REST API 2 H B THAVEE HEESK , A IAM = OAuth2.0. IREXEHE REAE,
A IAM BHEES

EfRESexport@mERE , FHE, BERH/CLATEHRRPEE IAM B, MFEFMAER ,
BY % E I HE B RYRT Al

3
¥

£ FHIR LA SMART 25k (OAuth 2.0)

EBERMA FHIR B HealthLake BRFHE L SMART #2Hi$export@EREF | L4 EETE B 1Y
B, MEFMENR , F2EHealthLake B FHIR EREE L SMART,

(® Note

$export EBGETHERM FHIR FEEMREN S BB H EZHARHFH (£ FHIR LEA
SMART H1ERT ) REREHFMEEER, FH FHIR $export &l EHMWERGETAIHET
& 48 /)EF,

EH$exportiER
AERAMSEA FHIR REST API 12 HH [E HEFE RIS A BREV L BB,

ATESE AWS EHIRFENELER , BMEBEETRMSexportBEMNER TIRHFE KRR
BHIPOSTEE R,

BREHFER , BLEARTTIIEE
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1. EXEImBHPOSTHER URL $exportHIEE .
2. EEMLENEESH,
3 EEEBMESENBERA.

TR EXEmRFHHPOSTFER URL $exportHIEE

HealthLake XE=EHENAEBEHRMFR. FERHABEHBER , SLAE=ZAXEN R
— ERHPOSTL REREVFER., TH A REEEFE R URL $export PIEEMLE.

* POST https://healthlake.region.amazonaws.com/datastore/datastoreld/t4/
$export

 POST https://healthlake.region.amazonaws.com/datastore/datastoreld/xt4/
Patient/$export

- POST https://healthlake.region.amazonaws.com/datastore/datastoreld/r4/
Group/id/$export

B LA EPOSTRERFEFEATIZENES B,

XENESSH

HealthLake £ K £ [EHFER P X E T 5B S84,

THEHFBERKRF T , TRXBRZAMLEERS.

=L

|

BULE? Description g5l

fim

7|

EEENBRAEE
PERER, &2
W{EA applicati
on/fhir+n
djson ., applicati
on/ndjson

. ndjson,

_outputFormat

o
)
e
Cin

EREGEEEY &_type=Me
ERPEER DB dicationS
FHIR ERE R

_type
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728 ERAME? Description g5l

F&E, ZFfESEE tatement,
2 ,_typeEREH  Observation
FIEERE , ERRE

SESHA,

ol

EHHEBEREEX & _since=2
RZRIEANERE 024-05-09

B, mREREHR TO0%3A00%3A00Z
BLEREHWEFRE ,

AlegHEasEmE

.,

_since

ol

EHHREEBES & _until=2
X2 BERNE 024-12-31
IR, HEEAE T23%3A59%3A59Z
A _since , LLEHIE

HSERBEE,

MRERFRRE L

REFHEE, ©

IS4 S8 19 [ FE AR HE

_until

FR2 BEELENERZH

EEfEM FHIRREST APl R EHFER , BLAEETIEERERSH.
« Content-Type : application/fhir+json

- fR¥F : respond-async

#EE BLAEFRRAXNPREELEN TR,

FRI:EBE ERLESENFRAN.

EHFARBEEE JISON KRANAN. ANTNEE TS H.
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FMBABER

TR

DataAccessRoleArn

JobName

S3Uri

KmsKeyld

EERVE?
=]

=

&

=]

=

=

=

Description

HealthLake AR#%
@i ARN, R
R AENERE
HealthLake A IR#%
£5E Ao

[EHFARNERE.

OutputDataConfig &
W —o. ETH
[E & Rz B W ith
T7ETEEH S3 URIL,

OutputDataConfig &
wN—327. ARR
& Amazon S3 f#17ET

Value

arn:aws:i

am:: 444455556
666 :role/your-
healthlake-se
rvice-role

your-export-
job-name

s3://amzn
-s3-demo-
bucket/ EXPORT-
JoB /

arn:aws:k
ms: region-of-
bucket:123456789

82 AWSKMS €88 012 :key/1234abcd-
# ARN, 12ab-34cd
-56ef-123
4567890ab
ExamplefEf FHIR REST API 12 HEY [ 38R 2
EEFMH FHIR REST API IRHEWHFER , BLAEEARAX , W TFFIT.
{
"DataAccessRoleArn": "arn:aws:iam: :444455556666:r0le/your-healthlake-service-role",
"JobName": "your-expoxrt-job",

"OutputDataConfig": {
"S3Configuration": {
"S3Uri": "s3://amzn-s3-demo-bucket/EXPORT-JOB",
"KmsKeyId": "arn:aws:kms:region-of-
bucket: 444455556666 :key/1234abcd-12ab-34cd-56ef-1234567890ab"
}
}
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}

EENFERRE , EEFRIITHEHE,

[l FE AR R

content-location: https://healthlake.region.amazonaws.com/datastore/datastoreld/x4/
export/your-export-request-job-id

(=] F& A 32

"datastoreId": "your-data-store-id",
"jobStatus": "SUBMITTED",
"jobId": "your-export-request-job-id"

EEEWELSES

IR HEHER®E , BALMER BEERexport , SIEHRB BT EHZEROMEE | LUKk $exportE
SH B BIfY B HEEK,

E8fEM REST API BUBEHFBERE , ERAEXNEEECRXEUEBER 2 EHNES 2 ERNER.
3 £ RERR B (AT B ASiR RE S ENUE B BT Y FE HiFE K,

HYH B 5K

HRHUHEHFGER , FFIRHDELETER R HEF R URL RREHEETR ID.

DELETE https://healthlake.region.amazonaws.com/datastore/datastoreld/r4/export/your-
export-request-job-id

X

ERNFEREYE , SR TAR.

-~

"exportJobProperties": {
"jobId": "your-original-export-request-job-id",
"jobStatus": "CANCEL_SUBMITTED",
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"datastoreId": "your-data-store-id"
}
}
EENFERTRNE , BEWRIIUATAR,

{
"resourceType": "OperationOutcome",
"issue": [
{
"severity": "error",
"code": "not-supported",
"diagnostics": "Interaction not supported."
}
]
}
R [ HFE KR

EEMBELERNME  BEA exportf R HGETFERexport-request-job-id,

GET https://healthlake.region.amazonaws.com/datastore/datastoreld/r4/export/your-

export-request-id

JSON [ElfE#SEE ExportJobProperties ¥4, CHREEE TR : EY.

Z8 ERANLE? Description Value
DataAccessRoleArn &5 HealthLake BRI A arn:aws:i
B ARN, ERW am: : 444455556
REAGBUEEE 666 :role/your-
HealthLake & 8k#  healthlake-se
it A rvice-role
SubmitTime B PE AR /Y B 5 Apr 21, 2023
s 5:58:02
EndTime v P& HH 1E 75 55 X /Y B R Apr 21, 2023
° 6:00:08 PM
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Ey rAANKE?
JobName &=
JobStatus ra
S3Uri =
KmsKeyld =

Description

[EHFERNE R,

OutputDataConfig ¥
B —8Bn. ETH

PE & Rz B i ithff

FETEE M Amazon S3
URI,

OutputDataConfig ¥
HH—Ho. ARR
& Amazon S3 #1778
2 AWS KMS &8
B ARN,

Example : R %A FHIR REST API 2 2 EHFBERHVAX

FIhE | g T3 JSON EfE,

{
"exportJobProperties": {
"jobId": "your-export-request-id",
"JobName": "your-expoxrt-job",
"jobStatus": "SUBMITTED",

"submitTime": "Apr 21, 2023 5:58:02 PM",

"endTime": "Apr 21, 2023 6:00:08 PM",

Value

your-export-
job-name

BRHENT :

SUBMITTED |
IN_PROGRESS
| COMPLETED
_WITH_ERRORS |
COMPLETED |
FAILED

s3://amzn
-s3-demo-
bucket/ EXPORT-
JoB /

arn:aws:k

ms: region-of-
bucket:123456789
012 :key/1234abcd-
12ab-34cd
-56ef-123
4567890ab

SHER1E

398
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"datastoreId": "your-data-store-id",
"outputDataConfig": {
"s3Configuration": {
"S3Uri": "s3://amzn-s3-demo-bucket/EXPORT-JOB",
"KmsKeyId": "arn:aws:kms:region-of-
bucket : 444455556666 :key/1234abcd-12ab-34cd-56ef-1234567890ab""
}
.
"DataAccessRoleArn": "arn:aws:iam: :444455556666:r0le/your-healthlake-service-role",
}
}

HealthLake Y FHIR $inquireig

$inquire BRETELRELNERINWELRERROMRE, IRESELE Da Vinci BARELE
(PAS) EEfEr |, IRMEER{LH FHIR T/ERTERA B sl BERE,

BTN

- BRREH  £KEEFHR EHR , Hh s LERENESTXIEER
- ¥ 2 : HealthLake BEENERFHETE S L ER ClaimResponse
- WEY : MENEETHY IR AR AR

- EIfE . BEWEEREREBNILEEE ({77, &, ERE)

(® Note
$inquire EHMBAAREBRENHERRE, SIS UIEFERFREFVENER,

AP| i 2

POST /datastore/{datastoreId}/r4/Claim/$inquire
Content-Type: application/fhir+json

AR
EHER
EHFERLARLATIERN FHIR EHER -

SR fE 399
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 Bundle.type : #4E%& "collection"
« Bundle.entry : XHABE—HEETIEENEETER
* use = "preauthorization"

e status = "active"

- BEER . EA2ENMAERLACSSEEHT

(@ Query-by-Example
WAEHFHNERMAESEH AL, HealthLake EFEFARMNEARS KL EN

ClaimResponse,.

PENER
EIR HE HER Description
BEf 1 PAS E&5 &M BEEEANELERE
mE 1 PAS ZXARE WEAOMRTERA
Organization 1 PAS R4 RIAE S NG
(REZEE )
Organization 1 PAS &R RXFERNERREMLERS
(REE)

EERES RN

HealthLake £/ T~ %18 H # & ClaimResponse :

- REEFNEESE

- REEENREBXESE

- REEANRHEESE

- RETBRUNBH (BAKRBEERMT)
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©® ERBERBENERM
FEEHBLABEERERE. T

TREBERBINERREN.

gHIFER

POST /datastore/example-datastore/r4/Claim/$inquire
Content-Type: application/fhir+json
Authorization: Bearer <your-token>

{
"resourceType": "Bundle",
"id": "PASClaimInquiryBundleExample",
"meta": {

"profile": ["http://hl7.0rg/fhir/us/davinci-pas/StructureDefinition/profile-pas-
inquiry-request-bundle"]
I
"identifier": {
"system": "http://example.org/SUBMITTER_TRANSACTION_IDENTIFIER",
"value": "5269368"

I
"type": "collection",
"timestamp": "2005-05-02T14:30:00+05:00",
"entry": [
{

"fullUrl": "http://example.org/fhir/Claim/MedicalServicesAuthorizationExample",
"resource": {

"resourceType": "Claim",
"id": "MedicalServicesAuthorizationExample",
"meta": {

"profile": ["http://hl7.0rg/fhir/us/davinci-pas/StructureDefinition/profile-

claim-inquiry"]

I
"status": "active",
"type": {
"coding": [{
"system": "http://terminology.hl7.o0rg/CodeSystem/claim-type",
"code": "professional"
1]
},
"use": "preauthorization",
"patient": {
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"reference": "Patient/SubscriberExample"

.
"created": "2005-05-02T11:01:00+05:00",

"insurer": {

"reference": "Organization/InsurerExample"
I
"provider": {
"reference": "Organization/UMOExample"
}
}
},

{
"fullUrl": "http://example.org/fhir/Patient/SubscriberExample",
"resource": {

"resourceType": "Patient",
"id": "SubscriberExample",
"meta": {

"profile": ["http://hl7.0rg/fhir/us/davinci-pas/StructureDefinition/profile-
beneficiary"]

.

"name": [{
"family": "SMITH",
"given": ["JOE"]

11,

"gender": "male"

}
},

{
"fullUrl": "http://example.org/fhir/Organization/UMOExample",
"resource": {

"resourceType": "Organization",
"id": "UMOExample",
"meta": {

"profile": ["http://hl7.0rg/fhir/us/davinci-pas/StructureDefinition/profile-
requestor"]
I
"name": "Provider Organization"
}
},
{
"fullUrl": "http://example.org/fhir/Organization/InsurerExample",
"resource": {
"resourceType": "Organization",
"id": "InsurerExample",
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"meta": {
"profile": ["http://hl7.0rg/fhir/us/davinci-pas/StructureDefinition/profile-
insurer"]
I
"name": "Insurance Company"
}
}
]
}
[ FEA% =
B 3h [El & (200 OK)

g RE PAS EHEEEN, K HPES !

- EERAIREAMREEN ClaimResponse ; MRFESESHEH , BIAZ{E ClaimResponse
- BRAVFIERBKER (EE/F)
- fHAEFER B

A[BERY ClaimResponse #& %R

BR Description
queued BREBRNEFGEX
complete EMHEBRERE (MEdisposition RECKMEEE )
error R TR HA R B A4 SRR
partial ERTFHoER
{
"resourceType": "Bundle",

"identifier": {
"system": "http://example.org/SUBMITTER_TRANSACTION_IDENTIFIER",
"value": "5269367"

iy

"type": "collection",
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"timestamp": "2005-05-02T14:30:15+05:00",
"entry": [
{
"fullUrl": "http://example.org/fhir/ClaimResponse/InquiryResponseExample",
"resource": {

"resourceType": "ClaimResponse",
"id": "InquiryResponseExample",
"meta": {

"profile": ["http://hl7.0rg/fhir/us/davinci-pas/StructureDefinition/profile-
claimresponse-inquiry"]

},
"status": "active",
"type": {
"coding": [{
"system": "http://terminology.hl7.org/CodeSystem/claim-type",
"code": "professional"
1]
I
"use": "preauthorization",
"patient": {
"reference": "Patient/SubscriberExample"
I

"created": "2005-05-02T11:05:00+05:00",
"insurer": {

"reference": "Organization/InsurerExample"
I
"request": {
"reference": "Claim/MedicalServicesAuthorizationExample"
},
"outcome": "complete",
"disposition": "Approved",
"preAuthRef": "AUTH12345"
}
I

{
"fullUrl": "http://example.org/fhir/Claim/MedicalServicesAuthorizationExample",
"resource": {

"resourceType": "Claim",
"id": "MedicalServicesAuthorizationExample",
"meta": {

"profile": ["http://hl7.0rg/fhir/us/davinci-pas/StructureDefinition/profile-
claim-inquiry"]
iy

"status": "active",
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"type": {
"coding": [{
"system": "http://terminology.hl7.org/CodeSystem/claim-type",
"code": "professional"
1]
},

use": "preauthorization",
"patient": {
"reference": "Patient/SubscriberExample"
.
"created": "2005-05-02T11:01:00+05:00",

"insurer": {

"reference": "Organization/InsurerExample"
I
"provider": {
"reference": "Organization/UMOExample"
}
}
},
{

"fullUrl": "http://example.org/fhir/Patient/SubscriberExample",
"resource": {

"resourceType": "Patient",
"id": "SubscriberExample",
"meta": {

"profile": ["http://hl7.0rg/fhir/us/davinci-pas/StructureDefinition/profile-
beneficiary"]

I
"name": [{
"family": "SMITH",
"given": ["JOE"]
1,
"gender": "male"
}
},
{

"fullUrl": "http://example.org/fhir/Organization/UMOExample",
"resource": {

"resourceType": "Organization",
"id": "UMOExample",
"meta": {

"profile": ["http://hl7.0rg/fhir/us/davinci-pas/StructureDefinition/profile-
requestor"]

iy
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B ABIERE
"name": "Provider Organization"
}
1,
{
"fullUrl": "http://example.org/fhir/Organization/InsurerExample",
"resource": {
"resourceType": "Organization",
"id": "InsurerExample",
"meta": {
"profile": ["http://hl7.0rg/fhir/us/davinci-pas/StructureDefinition/profile-
insurer"]
I
"name": "Insurance Company"
}
}
]
}
fERREFE
400 SEERIVFES

ERRBAERSERERNEEE,

{
"resourceType": "OperationQOutcome",
"issue": [
{
"severity": "error",
"code": "required",
"diagnostics": "Reference 'Patient/SubscriberExample' at path 'patient' for
"CLAIM' resource not found(at Bundle.entry[@].resource)"
}
]
}

401 (RICHEHE)

EFoRREBEEANENRED.

-~

"resourceType": "OperationOutcome",

SR fE

406



AWS HealthLake HBEABER

"issue": [
{
"severity": "error",
"code": "forbidden",
"diagnostics": "Invalid authorization header"
}
]
}
403 ZE1t

ECRENERAERS FIAMBERERNFFTRED,

{
"resourceType": "OperationQOutcome",
"issue": [
{
"severity": "error",
"code": "exception",
"diagnostics": "Insufficient SMART scope permissions."
}
]
}

400 ERTH 6

EHH X T EERFH ClaimResponse BFE .,

"resourceType": "OperationOutcome",
"issue": [{
"severity": "error",
"code": "not-found",
"diagnostics": "Resource not found. No ClaimResponse found from the input Claim
that matches the specified Claim properties patient, insurer, provider, and created(at
Bundle.entry[@].resource)"

3]

415 A ENERHRR

E Content-Type IR 2 application/fhir+json FHEE],
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{
"resourceType": "OperationOutcome",
"issue": [{
"severity": "error",
"code": "value",
"diagnostics": "Incorrect MIME-type. Update request Content-Type header."
1]
}

429 KZ5FER

B IR R R BIRFEE,

{
"resourceType": "OperationQutcome",
"issue": [{
"severity": "error",
"code": "throttled",
"diagnostics": "Rate limit exceeded. Please retry after some time."
1]
}
B Rl

HealthLake ¥ N EHHTLEAERE
EHEFE

- ARG PAS ERFREHERE
« Bundle.type %% "collection"
- WEETE—EEEER

- EfP X ETEMESENER

Sh=) oE

(il

WERE PAS EEEHARER
Claim.use #7H "preauthorization"

Claim.status &7 "active"

HEWHL : patient, insurer, provider, created
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B

- FEERSAFSHE BN PAS EFHRER
- VEWXEERLARE (FE. RRAFER. RHEER)
- REBEREHPLEARBRETHENN

SHBEIANE

8 L

HRE BRS) SEES 500 EER
B K /NRS) 8% 5MB
FELOE

EEMFEA $inquire®RE , FRELN IAM BEEF .

« healthlake:InquirePreAuthClaim - FEAY #R4E

FHIR & L/ SMART
PRBEE TR :

« SMART v1 : user/ClaimResponse.read
« SMART v2 : user/ClaimResponse.s

EEE R

T}

BIRRXEHK |, HealthLake A T 515X # & ClaimResponse :

- REWMAEGTNERESE
- REBWA Claim HREEESE
- REWMASHTHWRERMESS

SR {E
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. WBAEERYAH (HBREEERESE )

ZEMRFIER  WRZ1E ClaimResponses A& B IESHH , Bl HealthLake EEEFIAEHAFE R,
IR E AR HTHIClaimResponse . created s & 58 35 Bl & ik &8,

EEHMES

MEFRERIERFELERENZEELRT (HW Claimvia, v1.2, v1.3), $inquirelRFERFEM
W18 SR AR R TR AR ClaimResponse.

MEE R 1E
$inquire #1E :

- EREURENREAMRE

- EEL&HH ClaimResponse
s MEAFEFEATEIR

- FEBIFHER

- TERBMNEREE

THERIZEH
HANFELEREEHR THERE

1. Provider submits PA request
POST /Claim/$submit
# Returns ClaimResponse with outcome="queued"

2. Payer reviews request (asynchronous)
# Updates ClaimResponse status internally

3. Provider checks status
POST /Claim/$inquire
# Returns ClaimResponse with outcome="queued" (still pending)

4. Provider checks status again later
POST /Claim/$inquire
# Returns ClaimResponse with outcome="complete", disposition="Approved"
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HEERRY R 1F

« Claim/$submit - ERFHFEERERRIEHN B ENWFELRERS
- Patient/$everything - #F A AREATHNTENEEER

A FEEE=FFHEE $1ookup

AWS HealthLake 3£ X # CodeSystem EiRH $1lookupiRfE , MEABBREABEXNBESHEBIENR |
HREXABRREPHESSNFEEN. EAEE

- EREEBRABNFEER

- BEEAREENEM

- FEBIRERMEIR

- ERERNNTEENERKRE

Usage
&I LAE GET M POST 55347 CodeSystem &R LA $1ookupifE :
TXEN BRE

GET [base]/CodeSystem/$lookup?system=http://snomed.info/

sct&code=73211009&version=20230901
POST [base]/CodeSystem/$lookup

XENSH

HealthLake %X FHIR R4 $lookup S8 F£ :

B Type PBE Description

code code = LEEHNB ST (20 SNOMED CT /Y
"71620000")

system uri = EXBRAEMIEN URL ( Flm "hitp://s

nomed.info/sct")

7|

BEREINEABRE

version string

$ERIE 411
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FMBABER

g4

GET 53k

GET [base]/CodeSystem/$lookup?system=http://snomed.info/

sct&code=716200008version=2023-09

POST &R

POST [base]/CodeSystem/$lookup
Content-Type: application/fhir+json

{
"resourceType": "Parameters",
"parameter": [
{
"name": "system",
"valueUri": "http://snomed.info/sct"
I
{
"name": "code",
"valueCode": "71620000"
I
{
"name": "version",
"valueString": "2023-09"
}
]
}
(2] FE &6 451

REFSECSHER , HhEsBaFEER

{
"resourceType": "Parameters",
"parameter": [{
"name": "name",
"valueString": "SNOMED CT Fractures"
},
{
"name": "version",
SIR1E
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"valueString": "2023-09"

1,
{
"name": "display",
"valueString": "Fracture of femur"
1,
{
"name": "property",
"part": [{
"name": "code",
"valueCode": "child"
1,
{
"name": "value",
"valueCode": "263225007"
1,
{
"name": "description",
"valueString": "Fracture of neck of femur"
}
]
1,
{
"name": "property",
"part": [{
"name": "code",
"valueCode": "child"
1,
{
"name": "value",
"valueCode": "263227004"
1,
{
"name": "description",
"valueString": "Fracture of shaft of femur"
}
]
}
]
}
@ fE 2 8

CEEEATAKIS TS
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BIB A BINT
25 =i Description
name string EXRRENERE
version string EXRREN MR
display string BB SNER
designation BackboneE SN H MR T E,
lement
property BackboneE BenHEMEYE (&, BREF)
lement
Behavior (1T4)
$1lookup IR :

1. REATEMNSE (code M system)
2. EE R EERTFHRENEERABRETESHR

3. HEEFHENEISEN L SIEETER. BEEBENBM,
4. Bt version BEEBXERTBENEH

5. {ETE B F ML HealthLake ERFHENEXBRK LIRE

SRR
BRFSREIE T ISR

* 400 SHRRAVEER : MW $1lookupRE ( FRHEMNBERIRILENSH )
« BAE 404 : RFFEABRE , IEEENBABRBPRFIERS

I

&5
HUMmAH  FXETHIEE :

* $lookup ZEiBF AU ERATE I ARBRIEST BRAE

« $1ookup CodeSystems L#J #24EMH HealthLake BIE , (B RkBABEREERERES
SBRfE
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MNE $lookupREREMEEMER , 552/ FHIR R4 CodeSystem $1lookup X#.

$membex-add HealthLake By 1€

FHIR $member-addRFERKE (FE ) MEEHEER , BIRKEBMBE, LEAER
DaVinci KEBHEFERHN—8H7 , YXEEEXEBENAREF.

1R AFm

POST [base]/datastore/{datastoreld}/r4/Group/{groupId}/$member-add
Content-Type: application/json

Parameters
REEZESTHSBASH FHIR 2HER !
BRIRE
BULERATIIEP—E2RES -
BIR 1 : BB ID + tFER NPI
memberId + providerNpi

memberId + providerNpi + attributionPeriod

BE2: WESE + REEESE
patientReference + providerReference

patientReference + providerReference + attributionPeriod

ZYFHEEF

memberld (&H )
EMEERE 2 RENHE BT
A : |dentifier

Rt RBEBI TR

$IR1E 415
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FMBABER

{
"name": "memberId",
"valueIdentifier": {
"system": "http://example.org/patient-id",
"value": "patient-new"
}
}

providerNpi (#&H )
BHRMAENBERREEEZB/F (NPI),
/A . |dentifier

R - https : //http://terminology.hl7.org/CodeSystem/NPI

{
"name": "providerNpi",
"valueIdentifier": {
"system": "http://terminology.hl7.org/CodeSystem/NPI",
"value": "1234567890"
}
}

patientReference (iEH )
ENMECREERNERESE,

BHR . &

"name": "patientReference",
"valueReference": {
"reference": "Patient/patient-123"

}

providerReference (i&H )
BESERMEER,

HR . a2

SR fE
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{
"name": "providerReference",
"valueReference": {
"reference": "Practitioner/provider-456"
}
}

attributionPeriod ( i#F )
HERRAREENE™E,
]A . HAMS

"name": "attributionPeriod",
"valuePeriod": {
"start": "2024-07-15",
"end": "2025-07-14"

sESREHI
FRAMKE ID MEHEE NPI

{
"resourceType": "Parameters",
"parameter": [
{
"name": "memberId",

"valueldentifier": {
"system": "http://example.org/patient-id",
"value": "patient-new"
}
I
{
"name": "providerNpi",
"valueIdentifier": {
"system": "http://terminology.hl7.o0rg/CodeSystem/NPI",
"value": "1234567890"

}I
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{
"name": "attributionPeriod",
"valuePeriod": {
"start": "2024-07-15",
"end": "2025-07-14"
}
}

ERARENRERESE

"resourceType": "Parameters",
"parameter": [
{
"name": "patientReference",
"valueReference": {
"reference": "Patient/patient-123"
}
b
{
"name": "providerReference",
"valueReference": {
"reference": "Practitioner/provider-456"
}
b
{
"name": "attributionPeriod",
"valuePeriod": {
"start": "2024-07-15",
"end": "2025-07-14"

Bl 4% =X
X Zh R 5T 18 (2] e

HTTP Status: 200 0K
Content-Type: application/fhir+json
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{
"resourceType": "OperationOutcome",
"issue": [
{
"severity": "success",
"code": "informational",
"details": {
"text": "Member Patient/patient-new successfully added to the Member
Attribution List."
}
}
]
}
SHERMEIFE

EYHVFEREE

HTTP #REE : 400 $E:58M9EER

{
"resourceType": "OperationQutcome",
"issue": [
{
"severity": "error",
"code": "invalid",
"details": {
"text": "Invalid parameter combination provided"
}
}
]
}
KAEEIR

HTTP #R&E : 3 F 404

{
"resourceType": "OperationQutcome",
"issue": [
{
"severity": "error",

SR fE
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FMBABER

"code": "not-found",
"details": {
"text": "Resource not found."
}
}
]
}
IPEN IS

HTTP AREE : 409 2

{
"resourceType": "OperationOutcome",
"issue": [
{
"severity": "error",
"code": "conflict",
"details": {
"text": "Resource version conflict detected"
}
}
]
}

Y B AR E

HTTP HREE : 422 EERIBNER

{
"resourceType": "OperationOutcome",
"issue": [
{
"severity": "error",
"code": "business-rule",
"details": {
"text": "Cannot add member to Attribution List with status

must be 'draft' or 'open'."

}

'final'.

Status

SR fE
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£33

B R RE R

REERENBMARES
 draft

« open

ERES K, TAFFREFEFInal,
PriEEERE

RZEERBUTHEWE—ES , BHILLFTBERIKE :
- REBBIRF
« IRABBIRF
- HEHERBT
WEMERE

Rt attributionPeriod B , X EZFEEREREHBNARR. XK :
- BERENKESEEER

- MRFEZE , FEASZEEZEE (&S versionld)

- RERBFERPEREBRREZHE

Eact &
ERRAMEENER (HENRMLE ) RHEIDANSER  RRSRICMARSHEZHENE
Ro

ERRAEBNER (HEREMHE ) EHE ID M reference.identifier WAL , SBIE 51,

SO ERRERE
WIREZEEH THIEE T FHIR L SMART 24 :

- BEGTT - RERE, RHEENEEER
- BEHT - KENFTESRER
- EHETH - EAFHEER
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FMBABER

BRETH

EREH
- EMEBEEERMRZAE D
- ERECHEYESRBERRENELCHEE
- EFA FEREEAZE Group.member FE3 :
- entity.reference FHHESE
- HiEM B
- EEEUPNREHENRAEENA
BMFELR
- BRI - BREXNSEES
- BREE-BEFENEE, RUENFEER
- BHARRE - EEREAMREBATIBH
- EERE-BHLHERERE
- REGERE - ERENHBTREHER

PR &1

- FEZ2ENERBLAFENERNERFRES
- REEEARKEREFERFAER

- BHEHRBRAAEREHER

- BEBAER THBK RENEE

$member-match HealthLake By 1

AWS HealthLake IREXE FEERSmember-matchiVigiE , ERERBREBEHAERA A DKM
BMEEHEEN K EFOEBERRBRAETSHERENKE —FBIF, LBREHNEE CMS SRAMNEERZS

payer-to-payer& £t , ARHERERAUEREE,

I3

BEE .

- BAEBcENZsBRREERIR
c B TERRENBEFERE
- XECMS EHRER

SR {E
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- (REFEBERRRENERKSHE5

Usage

WO LAER POST 5% , W EERLEWA $member-matchi®{E :

POST [base]/Patient/$member-match

XENBH

HealthLake X #E T %l FHIR $member-match 2% :

2% Type NE TEEx Description
MemberPat R = — BEEHRHIREAORETE
ient ANEBEER
CoverageT HEEE = — AR E R B ENEEER
oMatch R
CoverageT = E B — Lt EFHEEEENEEE
oLink R
Eib=s Eib=s B — RERAENEEER

i1

BEESHM POST &R

POST [base]/Patient/$member-match
Content-Type: application/fhir+json

{
"resourceType": "Parameters",
"parameter": [
{
"name": "MemberPatient",
"resource": {
"resourceType": "Patient",
"name": [
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{
"family": "Jones",
"given": ["Sarah"]
}
1,
"gender": "female",
"birthDate": "1985-05-15"
}
},
{
"name": "CoverageToMatch",
"resource": {
"resourceType": "Coverage",
"status": "active",
"beneficiary": {
"reference": "Patient/1"
},
"relationship": {
"coding": [
{

"system": "http://terminology.hl7.org/CodeSystem/subscriber-
relationship",

"code": "self",
"display": "Self"
}
]
},
"payor": [
{
"reference": "Organization/payer456"
}
]
}
I
{
"name": "Consent",
"resource": {
"resourceType": "Consent",
"status": "active",
"scope": {
"coding": [
{

"system": "http://terminology.hl7.o0rg/CodeSystem/consentscope",
"code": "patient-privacy"
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}
]
},
"category": [
{
"coding": [
{
"system": "http://terminology.hl7.o0rg/CodeSystem/v3-ActCode",
"code": "IDSCL"
}
]
}
1,
"patient": {
"reference": "Patient/1"
.
"performer": [
{
"reference": "Patient/patientl123"
}
1,
"sourceReference": {
"reference": "Document/someconsent"
.
"policy": [
{

uri": "http://hl7.o0rg/fhir/us/davinci-hrex/StructureDefinition-hrex-
consent.html#regular"

(=] FE €551
RFESECSHER  HHESHEFNER

{
"resourceType": "Parameters",
"parameter": [
{
"name": "MemberIdentifier",
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FMBABER

"valueIdentifier": {
"system": "http://hospital.org/medical-record-number",

"value":

"MRN-123456"

"name": "MemberId",

"valueReference":
"reference": "Patient/patientl123"

}

{

"name": "matchAlgorithm",

"valueString": "DEMOGRAPHIC_MATCH"

"name": "matchDetails",
"valueString": "Demographic match: DOB + Name"

"name": "matchedFields",
"valueString": "given,birthdate,gender,family"

Bl eS8

RIEMNEER , OEEE2TI2H

B8

Memberldentifier
Memberld

matchAlgorithm

matchDetails

i
BRI
BEEH

String

String

A
FERF A & Y ME — 58 B 7
BEERNZZE

FRANLEERELER (EXACT_MA
TCH. STRONG_MATCH 3 DEMOGRAPH
IC_MATCH)

e EFRNFHAER

SHER1E
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B EEitl A
matchedFields String ERERFN S ERLEE
MRREE

$member-match APl SR ZELEE HE | UERERNKERA
EXACT_MATCH
{F F B2 Coverage Subscriberld #&& #Y 22 & 58 Bl &

ABEBHHREHRESHNTEERER
STRONG_MATCH

EREARERNEREEF Y EERBRT

TREELEMFRGR , RUSTEE
DEMOGRAPHIC_MATCH

HBEEAAOMRAER
EEAETHRB TR LY RER

Behavior (1T4A)
$member-match 1 :

- BXBEAOREYE, REEEFAEFANZANREEARMSEAA
- BEARARZEEBRIME—XEBBIRT

- BEEZELY (Y, MR, AOMRE)  ARRETEBRRERKPERBBKE

s REEARMAVBEEAUHRARRZEZR
. XEZEpayer-to-payerERI R | EIFHEEERBIE
- FEEEERNREHMN CMS ER

Authorization

AP| £ FHIR BB B E LA SMART & TH L EHH

SR {E
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* system/Patient.read

+ system/Coverage.read

- system/Organization.read ( B#&#H)

- system/Practitioner.read ( Bi#f#)

- system/PractitionerRole.read ( B#E#H )
« system/Consent.write ( H&H)

sEme
BAEE R T ISR A -

« 400 Bad Request : EXMHI$member-matchiEf ( FTHFANBRIROSLENSZE )
« 422 Unprocessable Entity : RFEIMEFEE RZEHEAER

$membex -remove HealthLake By &4

$member-remove REREEK FHIR NEBMEE (BHHEER ) PBBRAE AWS HealthLake,
IIRVER DaVinci KEBMEFEEN -2 XX EEEREBENARER.

SRR

« AWS HealthLake FHIR Bz [E
« HealthLake R/EWEE IAM 357
- ERSHBGRENREBMEE (BHEER)

BRFEFHERR

Endpoint

POST /Group/{id}/$member-remove
ARFR

application/fhir+json

Parameters

RFEZERTIZASEN FHIR 2HER
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28 2H
memberld 0..1
providerNpi 0..1
patientReference 0..1
providerR 0..1
eference
coverageR 0.1
eference
XENSBES
XETIZ2HESE

Type
w8 Bl 1
a8 Bl 1

- memberId EIR - BRRIEEENEMNFTE B
- memberId+ providerNpi - BRIFEX BRI EHSHEM

 patientReference ER - BRRiIEEHRENMEEM

BT
EBRz BB 1Y EH 3B ~F
BHERAERN NPI

EE2E REER
BEESEZRMHEER (Practiti

oner, PractitionerRole = Organizat
ion)

MEHEERNSE

- patientReference + providerReference - BB ERERMHEHEHNEBM

- patientReference + providerReference + coverageReference - \RiIFHE, EBEHE T

EHEBRBERR

AR EE A

"resourceType": "Parameters",
"parameter": [
{
"name": "patientReference",
"valueReference": {
"reference": "Patient/12345"

SHER1E
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"name": "providerReference",
"valueReference": {
"reference": "Practitioner/67890"

}
}
]
}
=1 e
FX Zh [E] FE
{
"resourceType": "Parameters",
"parameter": [
{
"name": "result",
"valueBoolean": true
b
{
"name": "effectiveDate",
"valueDate": "2024-06-30"
b
{
"name": "status",
"valueCode": "inactive"
b
{
"name": "message",
"valueString": "Member successfully removed from attribution list"
}
]
}
Behavior (1T 4)
REFER

BEEEANRNRES draftsh WEBMHFE open

final JREER AVBEMRIERE 422 SR RE

SR fE 430
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B BB BRIE

FMBABER

ERAREEE . KEZRAIERT (inactive: true), BHchangeTypeEHIBEEEH B

FRURERE . BUERMRENITS

EFE | RIEEE

BRFESE UK ECFIFER HealthLake ERFHRESF
NRERSERNEREERRBRIFTNSZ  CHALEHEREMEENER
BREXENEARESHES

SHERERIE
FRIEFREE
KAEIEIR (404)
{
"resourceType": "OperationQutcome",
"issue": [
{
"severity": "error",
"code": "not-found",
"details": {

"text": "Patient with identifier 'http://example.org/fhir/identifiers|99999'
not found in system"

iy

"diagnostics": "Cannot remove member from attribution list. Verify patient
identifier and try again.",

"expression": ["memberId"]

}

[u}

BB ERIKIREE (422)

)

"resourceType": "OperationOutcome"

’
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"issue": [
{
"severity": "error",
"code": "business-rule",
"details": {
"coding": [
{
"system": "http://hl7.org/fhir/us/davinci-atr/CodeSystem/atr-error-
codes",
"code": "list-final",
"display": "Attribution list is final and cannot be modified"
}
]
I
"diagnostics": "Cannot modify attribution list with status 'final'. List

modifications are not permitted after finalization.",
"expression": ["Group.status"]

MR E (400)
ES2HESERIEAT ERKED,

I ZERREE (412)
ERHNSBHBUEETNZEARERED,

"resourceType": "OperationQutcome",

"issue": [
"severity": "error",

"code": "processing",

"diagnostics": "Multiple members found matching the criteria"

[u-}

REEH

- FRABESR  STREARKENSBES , LEEZNBE

\
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- REFREMNRE . ERBRE , FLREBEEERE

- ERREHER S ATRNERFGEFEENERERE

- BRESE WEMASENERBEE  RRBREBS

FH BRFEZEER $purge

AWS HealthLake X#& $purgeiRiE , IR AMBRBEEREANFIEER. BELFEHNT FIEIMER
LRERRIEA

BEREARBMBBHN AR ER
BiER B ERBRER
EERBENEWIAY

YT E AR B SB R

Usage

BU A EREERLEWA $purgelRiE -

POST [base]/Patient/[ID]/$purge?deleteAuditEvent=true

Parameters
25 Type NE AR Description
deleteAud 7HHK{E B false A true B, SMIBRMEEBEEAEREH
itEvent
_since string = ERERE @WAK, 2REHlastModifiedhy i
33T B RS BB EBILREUSRER, LR
RS RO
start string & ERERE AR, SREERNastModifiedtE
BB BEIELRFERSRER. T end #
B fsE A
end string & EBRXE WAK , SREHlastModifiedh iR

L HERE LR EUSRER
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g4
BHIFER

POST [base]/Patient/example-patient/$purge?deleteAuditEvent=true

(=] FE €551

"resourceType": "OperationOutcome",
"id": "purge-job",
"issue": [
{
"severity": "information",
"code": "informational",

"diagnostics": "Purge job started successfully. Job ID:
12345678-1234-1234-1234-123456789012"

}

EBAMRE
EEREFREBHMRE !

GET [base]/$purge/[jobId]

RIFEELEBREES

{
"datastorelId": "36622996blfcecb7el2ee2ee085308d3",
"jobId": "3ddlc7a5b6c@ef8cl110f566eb87e2ef9",
"status": "COMPLETED",
"submittedTime": "2025-10-31T18:43:21.822Z"
}
Behavior (1T4A)

$purge BIE :

1. BEES A RREZ FEIR

$IR1E 434



AWS HealthLake AR
2. #E ACID RZEWE R TEM

3. R EFERMBRFT MM EHREE R

4. KABKRBEERETWIBER

5. SIEMIBRIEBIAY ST R BT 8%

6. XEEFMMBRELSEH

B

$purge RIEF A StartFHIRBulkDeleteJob #1 DescribeFHIRBulkDeleteJob , R a &M R
E&E~A.

BR 1

- FERNERTEHREESOEF
- [EEBRMNEIREREEH B e EREEFE
- FERETNIAERBEKABIRK

HealthLake Y FHIR $questionnaire-packagei®{E

$questionnaire-package BREEHMTENEY K HPIE FHR BEREEENEEBSEIE
AT EMEMAM. IRESEE Da Vinci UHE AR Al (DTR) BEEER |, $rHBRITERERNXH
ERBABREREEE,

BER R

- R ZEXBIFMERAENSY (UREKEEENIEFRE )

- ¥EEY : HealthLake SWERBMATEMEMKYE (ValueSets, CAQL BREZ )
- B BERBURELCEIABEE—E

- B BB EREENERRENTEES

(i IEESY
- ARAREXM  WEFAAREF KRB ERKRES

- HEHEER  WERRNRAREZHE T RAAENHF
- WARERE  GRWAREMUEENRA
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https://hl7.org/fhir/us/davinci-dtr/OperationDefinition-questionnaire-package.html

AWS HealthLake HBEABER

- BERE  fRAAAEANSEEMNRENEEEE[S

AP| % 2

POST /datastore/{datastoreld}/r4/Questionnaire/$questionnaire-package
Content-Type: application/fhir+json

3
%
%

L

&£

N

ASE

ARANLESESERATIZ2HN FHIR 2BER :

25 Type HE Description

coverage HEFE 1.5 (BE) AREBINHHRENHEHEEN (&
EE5E ) ER

questionn IE5X 0.* EEEZHFEBEBHIETR URL (s)

aire ( ATBEEEMRA )

order &R 0.* ST EIR (DeviceRequest, Ser

viceRequest. MedicationReque
st. Encounter, Appointment) JAE 3L

AES
changedSi dateTime 0..1 MREEFEE , IRSERERERER
nce ZEREBENER

SYRIHRA
EORARMTIHF—H (BRTHEMN 29 coverage) :

« —HZflquestionnairelE s URLs
« —HZForder&R

BMWFERES -
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« coverage + questionnaire

* coverage + order

* coverage + questionnaire + order

BHIFER

POST /datastore/example-datastore/r4/Questionnaire/$questionnaire-package

Content-Type: application/fhir+json
Authorization: Bearer <your-token>

{
"resourceType": "Parameters",
"parameter": [
{
"name": "coverage",
"resource": {
"resourceType": "Coverage",
"id": "example-coverage",
"status": "active",
"beneficiary": {
"reference": "Patient/example-patient"
},
"payor": [{
"reference": "Organization/example-payer"
1,
"class": [{
"type": {
"coding": [{
"system": "http://terminology.hl7.o0rg/CodeSystem/coverage-class",
"code": "group"
1]
},
"value": "12345"
1]
}
},
{
"name": "questionnaire",
"valueCanonical": "http://example.org/fhir/Questionnaire/home-oxygen-therapy|2.0"
.
{

SR fE
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"name": "order",
"resource": {

"resourceType": "ServiceRequest",
"id": "example-service-request",

"status": "active",
"intent": "order",
"code": {

"coding": [{

"system": "http://www.ama-assn.org/go/cpt",

"code": "94660",

"display": "Continuous positive airway pressure ventilation (CPAP)"
1]
},
"subject": {
"reference": "Patient/example-patient"
}
}
I
{
"name": "changedSince",
"valueDateTime": "2024-01-01T00:00:00Z"
}
]
}
B FEAR =
B Zh [E1 FE (200 OK)

RESERTE-JSBELGELHN FHIR BEER. SEE4EHHIE .

HEHH B
B % 1

QuestionnaireRespo 0..1
nse

Library (f2 = ) 0.*

ValueSet 0.*

Description
EEENES
FAREASBY TRAVEIE (EA )

BERAEANGHIEEN CQL BXE

EREM ValueSets ( BAR <40 BERMNER
B )

SHER1E
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Example [E] f& & 451

{
"resourceType": "Parameters",
"parameter": [
{
"name": "PackageBundle",
"resource": {
"resourceType": "Bundle",
"id": "questionnaire-package-example",
"meta": {

"profile": ["http://hl7.0rg/fhir/us/davinci-dtr/StructureDefinition/DTR-
QPackageBundle"]

},
"type": "collection",
"timestamp": "2024-03-15T10:30:00Z",
"entry": [
{
"fullUrl": "http://example.org/fhir/Questionnaire/home-oxygen-therapy",
"resource": {
"resourceType": "Questionnaire",
"id": "home-oxygen-therapy",
"url": "http://example.org/fhir/Questionnaire/home-oxygen-therapy",
"version": "2.0",
"status": "active",
"title": "Home Oxygen Therapy Documentation",
"item": [
{
"linkId": "1",
"text": "Patient diagnosis",
"type": "choice",
"answerValueSet": "http://example.org/fhir/ValueSet/oxygen-diagnoses"
}
]
}
I
{

"fullUrl": "http://example.org/fhir/Library/oxygen-prepopulation",
"resource": {
"resourceType": "Library",
"id": "oxygen-prepopulation",
"url": "http://example.org/fhir/Library/oxygen-prepopulation",
"version": "1.0",
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"type": {
"coding": [{
"system": "http://terminology.hl7.org/CodeSystem/library-type",
"code": "logic-library"
1]
1,

"content": [{
"contentType": "text/cql",
"data": "bGlicmFyeSBPeH1nZW5QcmVwb3B1bGF@awou. . ."

1]
}
I
{
"fullUrl": "http://example.org/fhir/ValueSet/oxygen-diagnoses",
"resource": {
"resourceType": "ValueSet",
"id": "oxygen-diagnoses",
"url": "http://example.org/fhir/ValueSet/oxygen-diagnoses",
"status": "active",
"expansion": {
"timestamp": "2024-03-15T10:30:00Z",
"contains": [
{
"system": "http://hl7.o0rg/fhir/sid/icd-10",
"code": "J44.0",
"display": "COPD with acute lower respiratory infection"
},
{
"system": "http://hl7.o0rg/fhir/sid/icd-10",
"code": "J96.01",
"display": "Acute respiratory failure with hypoxia"
}
]
}
}
I
{

"fullUrl": "http://example.org/fhir/QuestionnaireResponse/example-
prepopulated",
"resource": {

"resourceType": "QuestionnaireResponse",
"id": "example-prepopulated",
"questionnaire": "http://example.org/fhir/Questionnaire/home-oxygen-

therapy|2.0",
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"status": "in-progress",
"subject": {
"reference": "Patient/example-patient"
I
"basedOn": [{
"reference": "ServiceRequest/example-service-request"
1,
"item": [
{

"linkId": "1",
"text": "Patient diagnosis",
"answer": [{
"valueCoding": {
"system": "http://hl7.o0rg/fhir/sid/icd-10",
"code": "J44.0",

"display": "COPD with acute lower respiratory infection"
}
1]
}
]
}
}
]
}
},
{
"name": "Outcome",
"resource": {
"resourceType": "OperationOutcome",
"issue": [{
"severity": "information",
"code": "informational",
"details": {
"text": "Successfully retrieved questionnaire package"
}
1]
}
}
]
}
BREIERRE

HealthLake f0{A[RIBIEHIEER
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BB BF$questionnaire-package , HealthLake #1T R 55 :

1. BRI EERMARA : REH coverage SEFEE H FRIRER
2. SRIERNES -

« ¥H questionnaire 28 : FHKRMHEMIEN URL

- ffM order 28 : LY ETERE (CPT/HCPCS/LOINC) IR A , LERBENRES
3. WEMEKY : BRHINEZREMEN—

- COL BXE - AEAEANGRGXEERNBE

« ValueSets - ZRiBE ( MR <40 E:&E , HEHERH)

« QuestionnaireResponse - AR B ETH S 2 TR E FE
4. BAIERE—REHE

- HEMBER (BEEREZE—X)

- MREMH | AlfkchangedSince B EFR

« Outcome MREBXREMER , KEESHIEE

BR ERETEENTE, BYENK.
RO R

400 $EEEMYEES

R E R MEFEE,
{
"resourceType": "OperationQutcome",
"issue": [{
"severity": "error",
"code": "required",
"details": {
"text": "At least one of 'questionnaire' or 'order' must be provided along with
'coverage'"
}
1]
}
424 KRR

ERZHEIERERRER,
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{
"resourceType": "OperationOutcome",
"issue": [{
"severity": "warning",
"code": "not-found",
"details": {

"text": "Referenced Library 'http://example.org/fhir/Library/missing-library’

could not be retrieved"
}
1]
}

401 (RICHEHE)
ESORBEBREAINENRED,
403 £ 1+
ECRBENEAERDFIIERERET A RER,
406 EEES
EELRMHBEROATERRED,
409 3R
RERARLTEHRIGEE,

410 Gone
EFERNWERKAMBREFEE,
429 K %583

B 18 3 = PR I R [,

500 A &B{a] AR 2% $5 58

B4 TR AR (A AR AR SR AR AREE,
501 REE

RO R E R,

SR fE
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BERA

AR

« coverage BHALE (1." E¥ )

o BEdorderXBRMEP —@ questionnaires
- FFEREHEERBLARBYN FHIR EiR

- FIEFTEERSARERN FHIR &R

« IEX URLs AZBEBERL

« changedSince #ERBEMH I1ISO 8601 dateTime

QuestionnaireResponseB &

« status 4ZBEE (in-progress. completed. amended)
- BBLXAFESENBS

* basedOn BXASEBFRNITEEIR

« subject XEBEERNHEER

ERERERMER

- BEERASEEHPHE R
« BIARR : ATRER B B MR BRI T RRA
- BEBHEIERN URL FRAHREBIE IR

S BEIANE

R L

ERE RS SEE 500 EER
T NLY 8% 5MB
FELOE

EEFH $questionnaire-packagelRiE , BREELN IAM AREE
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« healthlake:QuestionnairePackage - FERY 4
« healthlake:ReadResource - #EEVEE M4k E R
« healthlake:SearchWithPost - # £ QuestionnaireResponse MI1HE &R

FHIR & B £/ SMART
FREEHE TR :

« SMART v1 : user/Questionnaire.read user/Library.read user/ValueSet.read
user/QuestionnaireResponse.read

« SMART v2 : user/Questionnaire.rs user/Library.rs user/ValueSet.rs user/
QuestionnaireResponse.rs

EEE R
&R R ER BE
B 58 5B L IET

« IExXX URL ( 1R #questionnaire2¥ ) - REEXIEF
o RTESMN (MRIEM order BE )
. HYIETEERES (CPT. HCPCS. LOINC) A EA BEE
- ERABEEHENRABRIRARSENES
- ZREMABHNERRE

AR AR AT

caL B E :

- BBEBERLEMNcqf-libraryEF R IhREREE

« JEB Library.relatedArtifactFEE LUEE ;5 X fEEEKFZE R E depends-on

- EffFaSmERERKN

ValueSets :
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- MRTENBSLR 40 |, AIEBER

- DEB KM ValueSets , EEER

- REBBNEXEERFT S EValueSets

QuestionnaireResponse & %18 A
THHERT , REATESEREETRELEAZERD QuestionnaireResponse :

- RERENETHRETKHEE
- BEENEFAY CQL M AT LAESR B s E &
- DESESZIMEEIEFNREREE

QuestionnaireResponsefViE S 4 -

BEES2¥ FHIR B Description
based-on QuestionnaireRespo ServiceRequest % CarePlan KY:E#E

nse.basedOn

patient QuestionnaireRespo MAETRNEE
nse.subject

questionnaire QuestionnaireRespo EIRN:ESE:
nse.questionnaire

BFEEREE

1t changedSince 285 :

- EEEEERBEEREUANER

- MRRESFETMER , 200 OK EUENEHREE

o B8 2 FEH A AREUE RS
- FEBKEEEAE REmeta. lastUpdated#i{u
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ZEREHEH

THERT , RETRSEELSEEGES
- BBEX URLsFERZEBSE

- ZEFTEFETRNES

- HEBBHNTEMRAEA
BEEHEHSBERELENRKEE,
LVEES ]

ERRM 1 FEREXH

x=f  RHEFBEREREHRIARTE L REH X

{
"resourceType": "Parameters",
"parameter": [
{
"name": "coverage",
"resource": { /* Patient's insurance coverage */ }
.
{
"name": "order",
"resource": {
"resourceType": "ServiceRequest",
"code": {
"coding": [{
"system": "http://www.ama-assn.org/go/cpt",
"code": "94660"
1]
}
}
}
]
}

BR BEONIEERERBENEN  FHAEARE EHR WEELGEMNDEE.
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ERRA 2 . BB EBBRA
A AEEEERERANEETRER

"resourceType": "Parameters",
"parameter": [

"name": "coverage",
n n, * *
resource": { /* Coverage resource */ }

"name": "questionnaire",
"valueCanonical": "http://example.org/fhir/Questionnaire/dme-request|3.1.0"

fBR B ESFAMRKMEAHELIMRZ 3.1.0 B DME FRES,
ERARE3: BEEH
=6 HEFAERER LAERUARREEAREARSEREEH.

"resourceType": "Parameters",
"parameter": [

{

"name": "coverage",
"resource": { /* Coverage resource */ }

"name": "questionnaire",
"valueCanonical": "http://example.org/fhir/Questionnaire/medication-request"”

"name": "changedSince",
"valueDateTime": "2024-03-01T00:00:00Z"

fBREBEE2024 F3 A1 BREANER , IRRELE  EEZBEH,
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ERRG 4 . ZEFTE

b AEBRERXZEVEEETRBSHREFR.

{
"resourceType": "Parameters",
"parameter": [
{
"name": "coverage",
"resource": { /* Coverage resource */ }
},
{
"name": "order",
"resource": { /* ServiceRequest for imaging */ }
},
{
"name": "order",
"resource": { /* ServiceRequest for DME */ }
}
]
}

"R BEOZEEHES  SEEANEEE—E,
E2H A Da Vinci IGSE &

WMEHEFRKR (CRD)

THERERES .

HAEEREH EHR PETIEBR%E

CRD %% A HEREHEFER

RARAEE , EHEEXH

RN $questionnaire-package MR X HRE
- HEMTHES

« XHREIR PAS % CDex 123X

FEEREZE (PAS)
THERREES :
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« £ $questionnaire-package BRI XXHER

- ERAENERER K QuestionnaireResponse

« £/ Claim/$submit#EE 25K QuestionnaireResponseiR 3 78 St Z
- 5 WMEMRE Claim/$inquire

B R B3 (CDex)
THERRES :

. HBABER AR

+ $#ELEEA $questionnaire-package MEAEH{LE B E

- {HFEFEE R QuestionnaireResponse

« XHEIEB CDex EETERBRIBNRA

WEZHER
B . RELEREE
AEENRER :

« EX URL AFSEREFREPHNEA[S
« AIEABAREEENRABRBERFNEMBRSE
- HEHENRAREHEEBNBS

RRAR
- B ERX URL FRRERISEE
- MBEETENRE (CPT/HCPCS) RALERIEE

- BRENRABBERE[S

BE  EHFPRDME KT
ARER R A
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. ZENERER ValueSet FHEEREREHES
- BEXESEZCHEHRTER
 ValueSet R X

RRAR -
« BME Outcome ZERABEERELANMEBES
- REBERFHEFFEEMESENER

« ¥R ValueSet URLsIEHE H A iR

& : & changedSince WZ=EH

AIEENRRA :
EREHNTA - BEREENRBE G URKEIEFMER

BRRTTE

- FEAEHNRERE
« BKchangedSinceZ28UENTEEHS

8 : RFESLEA QuestionnaireResponse
AJRENRE :

- KT EIRAEM QuestionnaireResponse

- CQL Library BEEEZHENAMENER
RRFE

- ETRERTENM - WM EREEHRARALEANEE
- REERERETREFEREEN
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- #B3 CQL Library 3B# L. 7 25 KHHEEVER

=8

i

1. BECRAE A ER URLs
EREBEEEE  BEMLEERARE

{
"name": "questionnaire",
"valueCanonical": "http://example.org/fhir/Questionnaire/dme|2.1.0"

}

FR : #R—3t , I EEFTESENENEE,
2. M A changedSince for Performance

HRAKEGZIRES , B A changedSince & RHEHEZEHIK :

{

"name": "changedSince",
"valueDateTime": "2024-03-10T15:30:00Z"

RE : EHEEREHFNER , URLEENEREFEHE,
3. 2B EEHEEH
RELHENREREFAES , SIRARERNYBEEE

{
"name": "coverage",
"resource": {
"resourceType": "Coverage",
"beneficiary": { "reference": "Patient/123" },
"payor": [{ "reference": "Organization/payer-abc" }],
"class": [{ /* Group/plan information */ }]
}
}

JRE : % Bh HealthLake BT RRASEN BB ER,
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HEERRY R 1F

« Claim/$submit - BREEEERXHNTE L RERES
- Claim/$inquire - RER RV TFRLREMRE
« ValueSet/$expand - BBEIFARERREIEN ValueSets

HealthLake B9 FHIR $submitig/E

$submit WIREAREUEF S ARIEALREFRIGHRALEITRA, WIREEF Da Vinci AL

RIEXE (PAS) HiFlErm , AEARERIREHRFENLN FHIR THERE.
BRI

- BR  BEEFHR B4, HP 388N ELREB RN ENRKER
- B#® : HealthLake 1R PAS EXRBFRR

- FAM  IEERBEME HealthLake ERFHEH

- EFE : BUBIWE Tl AREBHEFE

- BF HARAFRSREFERE

AP % 2L

POST /datastore/{datastoreId}/r4/Claim/$submit
Content-Type: application/fhir+json

A
EHER
EHRFERVARLETHIEEN FHR EHER -

 Bundle.type : #4474 "collection"
- Bundle.entry : XBEE—EEE WELEEIR use = "preauthorization"
- BEER . EESENEERLETEEEHT
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g HI5R>

POST /datastore/example-datastore/r4/Claim/$submit
Content-Type: application/fhir+json
Authorization: Bearer <your-token>

{
"resourceType" : "Bundle",
"id" : "MedicalServicesAuthorizationBundleExample",
"meta" : {

"profile" : ["http://hl7.0rg/fhir/us/davinci-pas/StructureDefinition/profile-pas-
request-bundle"]

.
"identifier" : {
"system" : "http://example.org/SUBMITTER_TRANSACTION_IDENTIFIER",
"value" : "5269367"
.
"type" : "collection",
"timestamp" : "2005-05-02T11:01:00+05:00",
"entry" : [{
"fullUrl" : "http://example.org/fhir/Claim/MedicalServicesAuthorizationExample",
"resource" : {
"resourceType" : "Claim",
"id" : "MedicalServicesAuthorizationExample",
"meta" : {
"profile" : ["http://hl7.0rg/fhir/us/davinci-pas/StructureDefinition/profile-
claim"]
},
"identifier" : [{
"system" : "http://example.org/PATIENT_EVENT_TRACE_NUMBER",
"value" : "111099"
1,
"status" : "active",
"type" @ {
"coding" : [{
"system" : "http://terminology.hl7.org/CodeSystem/claim-type",
"code" : "professional"
1]
.
"use" : "preauthorization",
"patient" : {
"reference" : "Patient/SubscriberExample"
.
"created" : "2005-05-02T11:01:00+05:00",
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"insurer" : {
"reference" : "Organization/InsurerExample"
},
"provider" : {
"reference" : "Organization/UMOExample"
I
"priority" : {
"coding" : [{
"system" : "http://terminology.hl7.org/CodeSystem/processpriority",
"code" : "normal"
1]
I
"insurance" : [{
"sequence" : 1,
"focal™ : true,
"coverage" : {
"reference" : "Coverage/InsuranceExample"
}
1,
"item" : [{
"extension" : [{
"url" : "http://hl7.o0rg/fhir/us/davinci-pas/StructureDefinition/extension-
serviceltemRequestType",
"valueCodeableConcept" : {

"coding" : [{
"system" : "https://codesystem.x12.0rg/005010/1525",
"code" : "IN",
"display" : "Initial Medical Services Reservation"
]
}
},
{
"url" : "http://hl7.org/fhir/us/davinci-pas/StructureDefinition/extension-

certificationType",
"valueCodeableConcept" : {

"coding" : [{
"system" : "https://codesystem.x12.0rg/005010/1322",
"code" : "I",
"display" : "Initial"
1]
}
I
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"url" : "http://hl7.org/fhir/us/davinci-pas/StructureDefinition/extension-
authorizationNumber",

"valueString" : "1122344"
I
{
"url" : "http://hl7.o0rg/fhir/us/davinci-pas/StructureDefinition/extension-
administrationReferenceNumber",
"valueString" : "33441122"
1,
"sequence" : 1,
"category" : {
"coding" : [{
"system" : "https://codesystem.x12.0rg/005010/1365",
"code" : "1",
"display" : "Medical Care"
1]
},
"productOrService" : {
"coding" : [{
"system" : "http://www.cms.gov/Medicare/Coding/HCPCSReleaseCodeSets",
"code" : "99212",
"display" : "Established Office Visit"
]
I
"servicedDate" : "2005-05-10",
"locationCodeableConcept" : {
"coding" : [{
"system" : "https://www.cms.gov/Medicare/Coding/place-of-service-codes/
Place_of_Service_Code_Set",
"code" : "11"

]

"fullUrl" : "http://example.org/fhir/Organization/UMOExample",
"resource" : {
"resourceType" : "Organization",
"id" : "UMOExample",
"meta" : {
"profile" : ["http://hl7.0rg/fhir/us/davinci-pas/StructureDefinition/profile-
requestor"]

iy
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"identifier" : [{
"system" : "http://hl7.o0rg/fhir/sid/us-npi",
"value" : "8189991234"
1,
"active" : true,
"type" : [{
"coding" : [{
"system" : "https://codesystem.x12.0rg/005010/98",
"code" : "X3"
1]
1,
"name" : "DR. JOE SMITH CORPORATION",

"address" : [{
"line" : ["111 1ST STREET"],
"city" : "SAN DIEGO",
"state" : "CA",
"postalCode" : "92101",
"country" : "US"
]
}
},
{
"fullUrl" : "http://example.org/fhir/Organization/InsurerExample",
"resource" : {
"resourceType" : "Organization",
"id" : "InsurerExample",
"meta" : {
"profile" : ["http://hl7.0rg/fhir/us/davinci-pas/StructureDefinition/profile-
insurer"]

I
"identifier" : [{
"system" : "http://hl7.o0rg/fhir/sid/us-npi",
"value" : "1234567893"
1,
"active" : true,
"type" : [{
"coding" : [{
"system" : "https://codesystem.x12.0rg/005010/98",
"code" : "PR"
1]
1,
"name" : "MARYLAND CAPITAL INSURANCE COMPANY"
}

iy

SR fE 458



AWS HealthLake HBEABER

{
"fullUrl" : "http://example.org/fhir/Coverage/InsuranceExample",
"resource" : {
"resourceType" : "Coverage",
"id" : "InsuranceExample",
"meta" : {
"profile" : ["http://hl7.0rg/fhir/us/davinci-pas/StructureDefinition/profile-
coverage"]

},
"status" : "active",
"subscriberId" : "1122334455",
"beneficiary" : {
"reference" : "Patient/SubscriberExample"
.
"relationship" : {
"coding" : [{
"system" : "http://terminology.hl7.org/CodeSystem/subscriber-relationship",
"code" : "self"
},
{
"system" : "https://codesystem.x12.0rg/005010/1069",
"code" : "18"
1]
.
"payor" : [{
"reference" : "Organization/InsurerExample"
1]
}
},
{
"fullUrl" : "http://example.org/fhir/Patient/SubscriberExample",
"resource" : {
"resourceType" : "Patient",
"id" : "SubscriberExample",
"meta" : {

"profile" : ["http://hl7.0rg/fhir/us/davinci-pas/StructureDefinition/profile-
subscriber"]
I
"extension" : [{
"url" : "http://hl7.o0rg/fhir/us/davinci-pas/StructureDefinition/extension-
militaryStatus",
"valueCodeableConcept" : {
"coding" : [{
"system" : "https://codesystem.x12.0rg/005010/584",
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"code" : "RU"
1]
}
1,
"identifier" : [{
"type" @ {
"coding" : [{
"system" : "http://terminology.hl7.o0rg/CodeSystem/v2-0203",
"code" : "MB"
1]
},
"system" : "http://example.org/MIN",
"value" : "12345678901"
1,
"name" : [{
"family" : "SMITH",
"given" : ["JOE"]
1,
"gender" : "male"
}
]
}
I
FX 2h /= & (200 OK)

B ERE PAS OEEMSH , HhEE

- £/ outcome: "queued"# B ClaimResponse status: "active"
- BRPHVIAERBEIR
- HERREWNFEEER

"resourceType" : "Bundle",

"identifier": {
"system": "http://example.org/SUBMITTER_TRANSACTION_IDENTIFIER",
"value": "5269367"

iy

"type" : "collection",

"timestamp" : "2005-05-02T11:02:00+05:00",
"entry" : [{
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"fullUrl" : "http://example.org/fhir/ClaimResponse/
PractitionerRequestorPendingResponseExample",
"resource" : {
"resourceType" : "ClaimResponse",
"id" : "PractitionerRequestorPendingResponseExample",
"meta" : {
"profile" : ["http://hl7.0rg/fhir/us/davinci-pas/StructureDefinition/profile-
claimresponse"]

},
"identifier" : [{
"system" : "http://example.org/PATIENT_EVENT_TRACE_NUMBER",
"value" : "111099"
1,
"status" : "active",
"type" : {
"coding" : [{
"system" : "http://terminology.hl7.org/CodeSystem/claim-type",
"code" : "professional"
]
I
"use" "preauthorization",

"patient" : {

"reference" : "Patient/SubscriberExample"
I
"created" : "2005-05-02T11:02:00+05:00",
"insurer" : {
"reference" : "Organization/InsurerExample"
I
"requestor" : {
"reference" : "PractitionerRole/ReferralPractitionerRoleExample"
},
"request" : {
"reference" : "Claim/MedicalServicesAuthorizationExample"
I
"outcome" : "queued"
}
},
{
"fullUrl" : "http://example.org/fhir/Claim/MedicalServicesAuthorizationExample",
"resource" : {
"resourceType" : "Claim",
"id" : "MedicalServicesAuthorizationExample",
"meta" : {
"profile": [
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2.1.0"

"http://hl7.0rg/fhir/us/davinci-pas/StructureDefinition/profile-claim",
"http://hl7.0rg/fhir/us/davinci-pas/StructureDefinition/profile-claim]|

]
},
"identifier" : [{
"system" : "http://example.org/PATIENT_EVENT_TRACE_NUMBER",
"value" : "111099"
}
1,
"status" : "active",
"type" : {
"coding" : [{
"system" : "http://terminology.hl7.o0rg/CodeSystem/claim-type",
"code" : "professional"
1]
},
"use" : "preauthorization",
"patient" : {
"reference" : "Patient/SubscriberExample"
},
"created" : "2005-05-02T11:01:00+05:00",
"insurer" : {
"reference" : "Organization/InsurerExample"
},
"provider" : {
"reference" : "Organization/UMOExample"
I
"priority" : {
"coding" : [{
"system" : "http://terminology.hl7.org/CodeSystem/processpriority",
"code" : "normal"
1]
I
"insurance" : [{
"sequence" : 1,
"focal™ : true,
"coverage" : {
"reference" : "Coverage/InsuranceExample"
}
1,
"item" : [{
"extension" : [{
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"url" : "http://hl7.org/fhir/us/davinci-pas/StructureDefinition/extension-
serviceltemRequestType",

"valueCodeableConcept" : {

"coding" : [{
"system" : "https://codesystem.x12.0rg/005010/1525",
"code" : "IN",
"display" : "Initial Medical Services Reservation"
1]
}
1,
{
"url" : "http://hl7.o0rg/fhir/us/davinci-pas/StructureDefinition/extension-

certificationType",
"valueCodeableConcept" : {

"coding" : [{
"system" : "https://codesystem.x12.0rg/005010/1322",
"code" : "I,
"display" : "Initial"
1]
}
},
{
"url" : "http://hl7.org/fhir/us/davinci-pas/StructureDefinition/extension-
authorizationNumber",
"valueString" : "1122344"
I
{

"url" : "http://hl7.o0rg/fhir/us/davinci-pas/StructureDefinition/extension-
administrationReferenceNumber",

"valueString" : "33441122"

1,
"sequence" : 1,
"category" : {
"coding" : [{
"system" : "https://codesystem.x12.0rg/005010/1365",
"code" : "1",
"display" : "Medical Care"
1]
},
"productOrService" : {
"coding" : [{
"system" : "http://www.cms.gov/Medicare/Coding/HCPCSReleaseCodeSets",
"code" : "99212",
"display" : "Established Office Visit"
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]

I
"servicedDate" : "2005-05-10",
"locationCodeableConcept" : {
"coding" : [{
"system" : "https://www.cms.gov/Medicare/Coding/place-of-service-codes/
Place_of_Service_Code_Set",
"code" : "11"

]

"fullUrl" : "http://example.org/fhir/Organization/UMOExample",
"resource" : {
"resourceType" : "Organization",
"id" : "UMOExample",
"meta" : {
"profile": [
"http://hl7.0rg/fhir/us/davinci-pas/StructureDefinition/profile-requestor",

"http://hl7.0xrg/fhir/us/davinci-pas/StructureDefinition/profile-requestor|
2.1.0"
]
.
"identifier" : [{
"system" : "http://hl7.o0rg/fhir/sid/us-npi",
"value" : "8189991234"
1,
"active" : true,
"type" : [{
"coding" : [{
"system" : "https://codesystem.x12.0rg/005010/98",
"code" : "X3"
1]
1,
"name" : "DR. JOE SMITH CORPORATION",
"address" : [{
"line" : ["111 1ST STREET"],

"city" : "SAN DIEGO",
"state" : "CA",
"postalCode" : "92101",
"country" : "US"
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1]
}
},
{
"fullUrl" : "http://example.org/fhir/Organization/InsurerExample",
"resource" : {
"resourceType" : "Organization",
"id" : "InsurerExample",
"meta" : {
"profile": [
"http://hl7.0xrg/fhir/us/davinci-pas/StructureDefinition/profile-
insurer",

"http://hl7.0xrg/fhir/us/davinci-pas/StructureDefinition/profile-
insurer|2.1.0"
]
I
"identifier" : [{
"system" : "http://hl7.o0rg/fhir/sid/us-npi",
"value" : "1234567893"
1,
"active" : true,
"type" : [{
"coding" : [{
"system" : "https://codesystem.x12.0rg/005010/98",
"code" : "PR"
1]
1,
"name" : "MARYLAND CAPITAL INSURANCE COMPANY"
}
I
{
"fullUrl" : "http://example.org/fhir/Coverage/InsuranceExample",
"resource" : {
"resourceType" : "Coverage",
"id" : "InsuranceExample",
"meta": {
"profile": [
"http://hl7.0rg/fhir/us/davinci-pas/StructureDefinition/profile-
coverage",
"http://hl7.0rg/fhir/us/davinci-pas/StructureDefinition/profile-
coverage|2.1.0"
]
},

"status" : "active",
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"subscriberId" : "1122334455",
"beneficiary" : {
"reference" : "Patient/SubscriberExample"
.
"relationship" : {
"coding" : [{
"system" : "http://terminology.hl7.org/CodeSystem/subscriber-relationship",
"code" : "self"
},
{
"system" : "https://codesystem.x12.0rg/005010/1069",
"code" : "18"
1]
.
"payor" : [{
"reference" : "Organization/InsurerExample"
1]
}
},
{
"fullUrl" : "http://example.org/fhir/Patient/SubscriberExample",
"resource" : {
"resourceType" : "Patient",
"id" : "SubscriberExample",
"meta": {
"profile": [

"http://hl7.0xrg/fhir/us/davinci-pas/StructureDefinition/profile-
subscriber"”,

"http://hl7.0xrg/fhir/us/davinci-pas/StructureDefinition/profile-
beneficiary",

"http://hl7.0xrg/fhir/us/davinci-pas/StructureDefinition/profile-
beneficiary|2.1.0"

]
I
"extension" : [{
"url" : "http://hl7.o0rg/fhir/us/davinci-pas/StructureDefinition/extension-

militaryStatus",
"valueCodeableConcept" : {

"coding" : [{
"system" : "https://codesystem.x12.0rg/005010/584",
"code" : "RU"
1]
}
1,
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"identifier" : [{

"type" @ {

"coding" : [{
"system" : "http://terminology.hl7.o0rg/CodeSystem/v2-0203",
"code" : "MB"
1]

},

"system" : "http://example.org/MIN",

"value" : "12345678901"
1,
"name" : [{

"family" : "SMITH",

"given" : ["JOE"]
1,
"gender" : "male"

}
1]
}
$H 5 0] FE

400 $EERAVFER

EFRBAERIEXF EREED,

{
"resourceType": "OperationQutcome",
"issue": [{
"severity": "error",
"code": "invalid",
"diagnostics": "The provided payload was invalid and could not be parsed
correctly."
1]
}
412 Fe R R

EREXMARNELREFRHEED (HRINEERX ),

"resourceType": "OperationQutcome",
"issue": [{
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"severity": "error",
"code": "processing",
"diagnostics": "PreAuth Claim already exists"
1]
}
@ BEH

$submit REREREN . SREXMEANBERIERLEENALRERER. Rz , E2KI
412 $538 , B REEA $inquire RBRERIKRIRRXMAREE,

422 EERENER

FHIR Bg7& X BB E
{
"resourceType": "OperationOutcome",
"issue": [{
"severity": "error",
"code": "required",
"diagnostics": "Bundle contains more than one preauthorization claim"
1]
}
EEAA

HealthLake ¥ R WIE X HITEHEH MR
E4ERE

- RARE PAS BREMHERE

« Bundle.type #7H "collection"

- INEBEZHEEEER

- TR, YELGE—EEERAREEANESER
- WERERLAREHPHNE—EER

- EHPXATEMESENER
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EERE
- LEARE PAS EEFHIRE
« Claim.use #7H "preauthorization"

o DAEM{L : patient, insurer, provider, created, priority

- EBRBAFLEAFEEEN

EREE

- MRERLANEHZ AN PAS REE

- VEWXERERLARFE (KA REHE. 88)
- REBEREHPLEARBRA TR

B

& L

B K NRS) 8% 5MB

R BURS) SEE 500 EER
FELOE

EEMA $submiti®E , EAEATLE FHIR LA AWS Sigv4 5 SMART :

. HBREN IAM BBEE : healthlake:SubmitPreAuthClaim- FEOY 384E

FHIR #iE £/ SMART

FREEETIR :

« SMART v1 : user/Claim.write & <all_resourceTypes_in_Bundle>.write

« SMART v2 : user/Claim.c & <all_resourceTypes_in_Bundle>.c or system/*.*

SR {E
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EEE iR

ERFAMK

- FEEHREHERERENEFREPNMEL FHIR BR
- BEFRHIDs SERHRFRE

- WRRAELEHAHERZA

- ERERATHILEERER

BRETA

- BEEMNERRXAIALESE—E ClaimResponse "queued"#E R
- BYURRFEME 400 =% 422 AREETE , Hh T SFHMMNERER
- RIRERSEEEER 5xx ARREHE

- MIERIEREESERE 200 MREELEFER ClaimResponse

EHER

« Bundle.entry.fullUrl E#ZER REST URLs= "urn:uuid: [quid]"#&=
« FIE GUIDSIRRX ZEHX4EARKE—H ( MEERMITERRA )
- BENERVATERESH DR ATFENT

MER B1E

- Claim/$inquire - ERRE RN FALRERE RIARE
« Patient/$everything - St FEARBEARHENTENEEER

FF B FHIR EJE $validate

AWS HealthLake BEX#E FHIR EfR$validateMViRiE , AIZELEE FHIR BIR[BER , ToE
EEHMERENREEREAERERE , MEEHTEMNRERE. ERE

« B8 FHIRCMS 8 ER

s EEEREPFEAERANETRE

- HEERAEREERERBRUENSRESEOE
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« BOERNERREIUEIMMERN APIs

Usage
BT LAMER POST 347 FHIR &R LA $validatelfE
TXEMN BRE

POST [base]l/[typel/[id]/$validate
POST [base]/[typel/$validate

R HAEE
BHER

HealthLake X#E T % FHIR $validate 2% :

2 Type WHE Description

resource &R = ERENER

profile EX B ERF2HEEEMNEN URL
mode code & BEER : creates update

EREHSHNERER

B Type MHE Description

profile EX B ERFCHREEMEN URL

mode code B EREX : creates update
& 45

55 ID MBREEH 2 ERHN POST FR
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POST [base]/Patient/example-patient/$validate
Content-Type: application/fhir+json

{
"resourceType": "Parameters",
"parameter": [
{
"name": "resource",
"resource": {
"resourceType": "Patient",
"id": "example-patient",
"name": [
{

"family": "Smith",
"given": ["John"]

}
1,
"gender": "male",
"birthDate": "1990-01-01"
}
.
{

"name": "profile",

"valueCanonical": "http://hl7.o0rg/fhir/us/core/StructureDefinition/us-core-
patient"

},
{
"name": "mode",
"valueString": "create"
}

ERBEHENSBUEEM POST X

POST [base]/Patient/$validate
Content-Type: application/fhir+json

"resourceType": "Parameters",
"parameter": [
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{
"name": "resource",
"resource": {
"resourceType": "Patient",
"name": [
{
"family": "Doe",
"given": ["Jane"]
}
1,
"gender": "female",
"birthDate": "1985-05-15"
}
I
{
"name": "profile",
"valueCanonical": "http://hl7.0rg/fhir/us/core/StructureDefinition/us-core-
patient"
},
{
"name": "mode",
"valueString": "update"
}

EH ID MEEEREAHNEIR POST X

POST [base]/Patient/example-patient/$validate?profile=http://hl7.0rg/fthir/us/core/
StructureDefinition/us-core-patient&mode=create
Content-Type: application/fhir+json

{
"resourceType": "Patient",
"id": "example-patient",
"name": [
{

"family": "Smith",
"given": ["John"]
}

1,

"gender": "male",
"birthDate": "1990-01-01"
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}

ERBENEEERARHN POST X

POST [base]/Patient/$validate?profile=http://hl17.0rqg/fhir/us/core/StructureDefinition/
us-core-patient&mode=create
Content-Type: application/fhir+json

{
"resourceType": "Patient",
"id": "example-patient",
"name": [
{
"family": "Smith",
"given": ["John"]
}
1,
"gender": "male",
"birthDate": "1990-01-01"
}
[ PE £ 451

RESEDEEREZRMN OperationOutcome EIR :

{
"resourceType": "OperationQutcome",
"issue": [
{
"severity": "information",
"code": "informational",
"diagnostics": "Validation successful"
}
]
}
B 7% 85 R AV [0 FE ST Bl
{
"resourceType": "OperationQutcome",
"issue": [
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FMBABER

{
"severity": "error",
"code": "required",
"details": {
"text": "Missing required element"
1,
"diagnostics": "Patient.identifier is required by the US Core Patient profile",
"location": [
"Patient.identifier"
]
1,
{
"severity": "warning",
"code": "code-invalid",
"details": {
"text": "Invalid code value"
1,
"diagnostics": "The provided gender code is not from the required value set",
"location": [
"Patient.gender"
]
}
]
}
Behavior (17 4)

$validate £ :

1. RIFFHIR A NELERERRIFER

2. #fit profile 28K K BRERENSIEENRER

3. RIFEEMNE X EITHE (create = update)

4. BEFMENBRELER  EER. BENEAMLAR

5. FHATEMRETFRE - ERF

6. AT B TR RER HTTP 200 OK , RSB RRRFHE

BREENX

- create : ERBEBEALEERN (FER)
- B BEFRRIBALEEN (REER)

SR fE
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SRR
REFEED

« 200 OK : ERIHITERE (ERREBHERA/M)
* 400 SEEREVEER | BB REXHB R
« BAE 404 : BB EREHEYRERE

M $validateRERIEMHFHMENR , FSH FHIR R4 HERfvalidateX#.

W& HRE AWS HealthLake

AWS HealthLake 12t E E B REBMFIIRE APl FHEMINEE , LARFS CMS (Centers for Medicare &
Medicaid Services) EBEMHER, ELIIEETBEM CMS IEENERIR S API X5 , 3 B EHEEA
EEEUHERBREZA,

A THEENSESEE
/8 AWS HealthLake 2 CMS B EMIRE AR ELUIER CMS 618, B85 :

- BBENEBEERRMAEREE , & AP TERRBEEREZEEN CMS E5IiH2
- BEERE CMS EXNEE &5 RBEMNZEZS

- BREW FHIR ERMERTMRFTESEAN CMS ZRNEEER

« ERTEFEEIE CloudWatch 1548 , U ELNERBESES

- THEWL CMS RAEAREHAERS , WEEEEN AT RRERS

AWS HealthLake RHERREMTEUSIELNESRIE  BERLERBENESELREREE ME
RELIhEE, REZEBELHRENA API B  SNEREAMRTEEERFS CMS ER,

ES- |
- CMS & he

CMS &R Ih8E

AWS HealthLake 12 Zh&E | HBIIERFS CMS (Centers for Medicare & Medicaid Services) BB #
EHRER, ELINEEATESRMK CMS HEEH API AE , AERERERBNBRERAERER.

i) 476


https://www.hl7.org/fhir/R4/operation-resource-validate.html

AWS HealthLake HBEABER

&
« CMS Bi@E M2,
« CMS &£ 11858 % CloudWatch Ig§1Z

CMS BE@EMimE,
B

HealthLake R AtU{E% R CMS fE7E API EH5IH CMS EEttin®. HealthLake ERIFHIEA E#E

URL TE8E, SLinMERMESH CMS ®E BN BEMBK AP LK 5%,

3

ELEEMRENEIEANERT RN

« {k CMS ERIRZEH API X5
- BEIFRE CMS EEMNARIEE
- URILWEFEHEBEREN FHIR T/ERRE

ERECEAEEHRENERE FHIR IwE , FfE API ALK ThEEERFEE - ME— MY [E Bl 2 4RI 1E
CIoudWatch BEPRSERS.

XEN CMS BEBEMtinE

CMS 5| BB i {5 F &5 451
mEFE /patientaccess/v2/r4 baseURL/patientaccess/v2/r4
/Patient/123

REEFR /provideraccess/v2/ baseURL/provideraccess/v2/
T4 r4/0bservation?patient=123

BN ERE /payertopayerdx/v2/ baseURL/payertopayerdx/v2/r
T4 4/Practitioner/456

SR RTIRE /priorauthservice/ baseURL/priorauthservice/v2
v2/14 /r4/ExplanationOfBenefit?

patient=789

CMS
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EREMmENEERN

E X HealthLake API FE0Y :

baseURL/resourceType/[id]
baseURL/resourceType?[parameters]

/A CMS B@EMiRE :

baseURL/interoperability-endpoint/resourceType/[id]
baseURL/interoperability-endpoint/resourceType?[parameters]

EBEMnMBREAEAACHNESR URLNEREEZE, EEMRMEECRNMEARNSTHELE B
B9 API FEILSE £ A E

gk
g4l 1 : JREFEAPI

B BIEY AP Y (IARBR ) -

curl -X GET \
https://healthlake.us-east-1.amazonaws.com/datastore/abcl23/r4/Patient/123 \
-H "Authorization: Bearer <token>" \
-H "Content-Type: application/fhir+json"

ERRETHEET R (AR CMS EHRt ) :

curl -X GET \
https://healthlake.us-east-1.amazonaws.com/datastore/abcl23/patientaccess/v2/x4/
Patient/123 \
-H "Authorization: Bearer <token>" \
-H "Content-Type: application/fhir+json"

B

« REBEARURL : https://healthlake.us-east-1.amazonaws.com/datastore/abc123
- BHAWEEM RS : /patientaccess/v2/r4
- ERRETE . /Patient/123
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FMBABER

- MEFLREEEAERNEE

« CloudWatch URIType=patient-access/ iy & B BB it B & 14 i B4 FEOY
« POST. PUT. PATCH., DELETE #®{EREE S NMEE.

. BRAXRETR,

ImREESE

BEEMmE

baseURL/patientaccess/
v2/r4/Patient

baseURL/providera
ccess/v2/r4/0bserv
ation

baseURL/payertopayerdx/
v2/r4/Practitioner/456

baseURL/priorauths
ervice/v2/r4/Expla
nationOfBenefit?pa
tient=789

EERH

baseURL/r4/Patient

baseURL/r4/0Observation

baseURL/r4/Practit
ioner/456

baseURL/r4/Explana
tionOfBenefit?pati
ent=789

CMS %5l
REER

REEFE

FRAHARAERK
%

HAERE

- REYERER EEMEMNEE FHR mHESECEENDE |, XX ERRIRE

EZAR URL REE : 81 HealthLake ERIFHRERHERFFE

- BZES  EENER URL MEREE BB AEE KRBT

B EpEHE : CloudWatch 1EREREA N EE MR B B0 Fray
EMEE  RAEEBMRMNRSE API FISREERER

CMS
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CMS £ 118 A CloudWatch I81Z

B

ERFEH CMS B EMIREE | HealthLake 8 B 813 H E B E/HERIEEAE CloudWatch 818
Y8 CMS SREER, ELEEERFUES S, ERAEXHM CMS HEMN URI FHEEH API FHE , ﬁ'ﬁ
FEEEMEMBERE,

BER RN

EREREE NIRRT API FEIYE

# This call...

curl https://healthlake.us-east-1.amazonaws.com/datastore/abcl23/patientaccess/v2/r4/
Patient/123

# Automatically generates metrics with:

# - URIType: "patient-access"

# - Sub: extracted from your bearer token (SMART on FHIR datastores only)

# - ClientId: extracted from your bearer token (SMART on FHIR datastores only)
# - Plus all standard dimensions (Datastoreld, Operation, etc.)

FREFNNEAGRELE, AFEEREEMRS , AW A DEEUEREER,

® Note

B FHIR EREME LK IE SMART , S HEEURIType#E | BMEAT LMK CMS FEIE M
APl 2, REEZFHR B9 BB L{EHA SMART BRI A ELSENAEZHE , TrEMFEH
Subf ClientId#E,

M EREE

BRT I EMHEE (Datastoreld, DatastoreType, Operation) 24\ , FRAEEMIRHEBFHLEE
BFTIE T HIMHE

HE Description EHIEE IR
URIType CMS &R %5 patient-access |, ftEEMIRRREEH B
provider-access , E
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FMBABER

HWE Description EHIBE

payer-to-payer ,
prior-authorizatio

n
F REES D ERE BRI
Clientld e A 72 =X 38 I 75F portal_app ,

ehr_system

AANER

FRIEHRAMN HealthLake IERREH TS EA BB IRBFAVENEE

« CallCount - AP| FE0Y {2

- MEE - API EIERSR , WER BEN

« UserErrors - 4xx i FimER iR st &

- SystemErrors - 5xx fil IR EF &8 FR AV FH &

- BRI - BRARFBRAFE

« SuccessfulRequests - R Ih APl FEIUAYETEL

1£ CloudWatch R&EHIEE

CloudWatch Insights 2 58 &E 451

KEREXEHFEREFE APl L

SELECT SUM(CallCount)

FROM "AWS/HealthLake"

WHERE Datastoreld = '75clcf9b0d71cd38fec8f7fb317c4cla’
AND URIType = 'patient-access'

GROUP BY ClientId

B EZE AWS HealthLake

THZESEZER A F/H AWS HealthLake,

HR

AR FAFsubE HHEE

RAFHFZRFclient_id
B & HE

HealthLake
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® Note

FTE R4 HealthLake BMEMEREESEEBNSZFEHR, MEFMENR , FF2E AWS
HealthLake APl &,

IE

« AWS HealthLake % 2 # B 28

« HealthLake B9 Synthea T8t 8 A & L EH
« AWS HealthLake Sif|E %=

- WEEZE AWS HealthLake

- ¥B AWS SDK f HealthLake

AWS HealthLake i 2 F Bt 48

T5|EREEE AWS HealthLake AR 75w B B ZENAERIE .
5

o BRFSum 2

» Service Quotas

PR %5 i 26

PR % i BE R 3 B EMANE IR M A Web BRISE A BBV URL, =18 Web lREFERHBEEE —Ein
B, RZHAWS AR EEGIRMRE , UEBRERMERED, TRIE HRFHE AWS
HealthLake,

EiFERE EE Uity b BAABE
EEFREP us-east-2  healthlake.us-east-2.amazonaws.com HTTPS
(%)

healthlake-fips.us-east-2.amazonaws.com HTTPS
EBEE us-east-1 healthlake.us-east-1.amazonaws.com HTTPS
(S e
1L 5B) healthlake-fips.us-east-1.amazonaws.com HTTPS
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AWS HealthLake

FMBABER

Ep =Ry
XEIFER
(]
DARESE
(2E)

TAME
(BR)

&K
(R ER)

BN (2
F)

BN (e
)

[E2 15§

us-west-2

ap-south-
1

ap-
southe
ast-2

ca-centra
[-1

Service Quotas

i
healthlake.us-west-2.amazonaws.com
healthlake-fips.us-west-2.amazonaws.com

healthlake.ap-south-1.amazonaws.com

healthlake.ap-southeast-2.amazonaws.com

healthlake.ca-central-1.amazonaws.com

healthlake.eu-west-1.amazonaws.com

healthlake.eu-west-2.amazonaws.com

RFEEERSE AWS IRFHEIR, BENEBHNZKE,

® Note

YA TERALE , B UMEA Service Quotas = AFEREGMEZE, MFEFMEN ,

Service Quotas EA &R PHFERESHEEHE,
B EA AP ERGREE A A/NMELLAIEM , 8N 1KB §EEBENNEE (HW, 4KB
AHEFER 4 BZNEARE ), BBAx-amz-fhir-history-consistency-levelZH
REA BEBEERNEAREEEstrongnfs,
EHANERSERU 1 KB ABANAERNBEETFIVE ARG, EHREIZFEANEA

=M= |

"aExE

T&RYH WFEEREZE AWS HealthLake,

B E
HTTPS
HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

3
¥

B

BREMRNME  EXRTMAEHSYITURERERRZEHNER.

Ui B4 M B 2R
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FMBABER

=1

BERFNERPIIRBE

BEERFRENFASTITIHRERRE

BERFHER P SubscriptionTopic £

==1

BRERNERENERAS Subscript
ionTopic EREE

I 1T StartFHIRExportJob {EI§HI B &

I 17 StartFHIRImportJob {EiH B &2

BERFHNENTHRERE

StartFHIRImportJob FHEREE

BEEHNERHE

=N

BEZ<ENE
= : 100

BEZZENE
15 : 50

BEZXENE
15 : 100

BEZTZENE
15 : 50

BEXENE
15 : 10,000

BEZTZENE
i 1

BEZTZENE
i ;1

BEZTZENE
15 : 10

BEZ<ENE
15 : 1,000,000

BEZ<ENE
= : 500

o

i

| o

| Him

| i

| i

|

7|

| o

| A

ol

Description

BEKRFNERPIIRE
R E LR,

BEERFREANFERF
AIEERBE LR,

FERSHERS
SubscriptionTopic &R E
B EBR,

BEERTFHRENERF
SubscriptionTopic &R &
= LR,

DocumentReference &R
| (POST/PUT 5% )
FERERFEZETRNFT
B LR,

I 7 StartFHIRExportJob
£7 LR,

B K 1T StartFHIR
ImportJob E7%,

BERFHRARIEAFTE
HMEREHE LR,

StartFHIRImportJob A #J
EREE LR,

EHFERPAFTHERR
B LB,

Ui B4 M B 2R
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https://console.aws.amazon.com/servicequotas/home/services/healthlake/quotas/L-D24A74BA
https://console.aws.amazon.com/servicequotas/home/services/healthlake/quotas/L-BD4B2AD7
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https://console.aws.amazon.com/servicequotas/home/services/healthlake/quotas/L-529B6D50
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FMBABER

=1

S{EMWRF{EH DELETE 9 CancelFHI
RExportJob 553K %&

S @M% FE B CreateFHIRDatastore 553K
=

S @R F /Y DeleteFHIRDatastore 553K
=

-

SEMRF /Y DescribeFHIRBulkDe
leteJob FER=E

SAERFMER DescribeFHIRBulkDe
leteJob FER=E

SEMRF R/ DescribeFHIRDatastore &
R=E

AR F# DescribeFHIRExportJob 55
R*E

=n

BEZZENE
51

BEZZENE
51

BEZZENE
51

BEZTZENE
i : 10

BEZTZENE
15 : 10

BEZTZENE
15 : 10

BEZTZENE
15 : 10

IIE'

i

i

i

7|

| i

|

7|

Description

BEKRFERAE

Fi DELETE 2/
CancelFHIRExportJob &
REB LR,

B ASERFS

2 iER HAY CreateFHI
RDatastore 55K B £
R

Bl ASERFES

2 iER H A DeleteFHI
RDatastore 55K 8B £
R

BERFSV ILURET
#Y DescribeFHIRBulkDe
leteJob FEREH LR,

BEEREFRESY

AT L AR HH#Y DescribeF
HIRBulkDeleteJob 553K #
B EBR,

BU L AESERFEVER
H#9 DescribeFHIRDatast
ore FEREB LR,

EA L ASEIRFEYVIR
H#9 DescribeFHIRExport
Job FEREAB LR,

Ui B4 M B 2R
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AWS HealthLake

FMBABER

=1

SERFEEH GET B DescribeF
HIRExportJob 7&K %

S E R F# DescribeFHIRImportJob &

B EMR S IRRFAERE

BEKRFH GET FR%

BEERFHREN GET FREXR

FERF# GetCapabilities 555K %

BREEREMEN GetExportedFile 553K
ER

F{EREM ListFHIRDatastores &R =

=n

BEZZENE
15 : 10

BEZZENE
15 : 10

BEZZENE
15 : 10

BEXENES

6, 000

BEXXENE
15 : 3,000

BEZTZENE
15 : 10

BEZTZENE
15 : 10

BEZTZENE
15 : 10

IIE'

i

i

i

7|

| o

| Him

|

Description

BEREFEYIER

GET 12 H# DescribeF
HIRExportJob s8R &8 L
PR

BERFEY AR EHN
DescribeFHIRImportJob
EREA LR,

BEKRFEIETREN
HRRFRBE LR,

B AR BERFEZY
RHM GET HERHB £
PR

BUUARBEENFRE
BWIRHAY GET FRE
B LR, 7 8/21/2023 2
B E Y W ERFRERS
AB® 100 EFER.

B A EIRESYIR
HHY GetCapabilities 553K
B LR,

BRI ABRERTFN
EFHIEHA GetExport
edFile B3R & B LR,

BU L AESEIRFEVR
H Y ListFHIRDatastores
EREEB LR,

Ui B4 M B 2R
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https://console.aws.amazon.com/servicequotas/home/services/healthlake/quotas/L-F39A95A1
https://console.aws.amazon.com/servicequotas/home/services/healthlake/quotas/L-863A7B88

AWS HealthLake

FMBABER

=1

S1{EIR 51 ListFHIRExportJobs 553R3&
2

SEWRF K ListFHIRImportJobs 53R =%

SER S ListTagsforResource 583K iE
R

F{ER F# SearchEverything 55RiEZE

FSEERFMER SearchEverything &

@R F /Y StartFHIRBulkDeleteJob &
R=E

SEEREMRER StartFHIRBulkDelet
edob FER=

S{EMRF Y StartFHIRExportJob 53R =

=n

BEZZENE
15 : 10

BEZZENE
15 : 10

BEZZENE
15 : 10

BEZTZENE
1 : 10

BEZTZENE
15 : 10

BEZTZENE
15 : 10

BEZTZENE
15 : 10

BEZTZENE
51

IIE'

i

i

i

7|

| o

| Him

| Hi

| A

Description

FEA L ASEIRFSDIE
H#Y ListFHIRExportJobs
EREE LR,

FEa L ASEIRFSWIE
HEY ListFHIRImportJobs
EREE LR,

BULRBEIRF SR
H# ListTagsforResource
EREAB LR,

BALRBERFEUER
H# SearchEverything &8
REB LR,

BU L AEBREERERE
FHIRHH SearchEve
rything FEREB LR,

BU L AESERFEVER
H Y StartFHIRBulkDelet
edob FERE B LR,

B LA B EERER
ESMIEHE StartFHIR
BulkDeleteJob &R & H
EPBR,

EA L ASEIRFESYDIR
H#Y StartFHIRExportJob
= REE LR,

Ui B4 M B 2R
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https://console.aws.amazon.com/servicequotas/home/services/healthlake/quotas/L-8679094C
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https://console.aws.amazon.com/servicequotas/home/services/healthlake/quotas/L-2CB9F0B5

AWS HealthLake

FMBABER

=1

EERE#FEH GET 89 StartFHIR
ExportJob FE3REZR

SERF A POST #9 StartFHIR
ExportJob FE3REZR

FHERFE# StartFHIRImportJob &R %

S{ERF# TagResource 55RIEZR

3

@R F /Y UntagResource 555RiEZE

SERFE M ValidateResource 55RIER

=N
AX

BEZZENE
51

BEZZENE
51

BEZZENE
15 : 25

BEZTZENE
1 : 10

BEZTZENE
15 : 10

BEXENE
15 : 2,000

IIE'

i

i

i

7|

7|

7|

| Hi

Description

BERFSW A EA
GET 28 StartFHIR
ExportJob R & 8 Lt
BR o

BERFSW AR
POST 2 H#Y StartFHIR
ExportJob #ER& 8 Lt
BR o

BULRBEIRF SR
H# StartFHIRImportJob
EREAB LR,

EAUABEIRFEYR
H#9 TagResource SR
B LR,

EBUABEIRFEVR
H# UntagResource 53R
2B LR,

B ABERFE
iR H M ValidateR
esource 5 RE B LR,
1 8/21/2023 2 BIEILKY
ERTFHRERGAEY
300 fEAFERK.

Ui B4 M B 2R
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https://console.aws.amazon.com/servicequotas/home/services/healthlake/quotas/L-198C5778
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FMBABER

=1

BEEREMER ValidateResource 58

SEESH WRITE HRE

SEEHEHREN WRITE AR E

SERFEA GET WESFRER
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Description

B ABEERER
ESMREEMN ValidateR
esource FEREH LR,
1£ 8/21/2023 2 BI I K
ERTFHERGAEY
300 fEFER.

B ASERFEVIR
Hi i) CREATE|UPDATE|
DELETE 3R &E LR,

B ABRERTFERE
B¥IRHEH CREATE|UP
DATE|DELETE &R# 8
ERR, 7 8/21/2023 Z &1
BAUNERFRERSA
B# 300 EFEXK-

BERFESMAIER GET
BRHWESEREE £
PR,

BEENFRESY AL
F GET RHMESFEXR
#A LR,

BERF SV A £
POST RHHESHERE
B LB,

BEENFRESY AL
F POST E1THESFHER
#AE LR,
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https://console.aws.amazon.com/servicequotas/home/services/healthlake/quotas/L-A7AC6F3E
https://console.aws.amazon.com/servicequotas/home/services/healthlake/quotas/L-B94D535B
https://console.aws.amazon.com/servicequotas/home/services/healthlake/quotas/L-9EB60712
https://console.aws.amazon.com/servicequotas/home/services/healthlake/quotas/L-98AD4FBA
https://console.aws.amazon.com/servicequotas/home/services/healthlake/quotas/L-611058A1
https://console.aws.amazon.com/servicequotas/home/services/healthlake/quotas/L-6FDC6068
https://console.aws.amazon.com/servicequotas/home/services/healthlake/quotas/L-7366BBDE
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Z8 B4 Cl) Description
B
1 5l EE ARE 2K K/ BEXENES: & StartFHIRImportJob F&

50 GB EZERERNKRDER
(A GB REN),

BEEREFRENTIIERSEHRS BEXXENE 2 AAEEREESEAERT
By 1% : 500 RENTIIERSEHR
Z¥E LR,
BREENFHRENTIIAEELERE BEZXENE z [AAEESEESEERT
- i : 25 =AY 7 5 K B P AR5
#A LR,
BEENFHENTIHIAEEANMERE BEXXENE z [AREESEEEERT
& i : 25 R E A7 5 KB P A RS
#A LR,
FE A EF R/NMERT BEXENEES: ZE EAERPISHERE
5, 000 GB EHKNER (LA GB A
Bfv).

HealthLake BY Synthea FASEH A BRI HH

HealthLake EXX # SYNTHEA tEATR A B AN ERFEE, Synthea R—BEHNBEELS , TE
MPatientBERFEHEMNER, CREERNERE Gt FEED , ZFEEENFF HealthLake B4
FHIR R4-compliant& R , BundleZEFERAE AU ETEABEREFERNER TAFHEE,

THERERATEFRLEHEAN HealthLake ERMEREFFEH. MFEMEA Synthea ERFELHA
HealthLake ERFEHRENFFMER , FS B EI HealthLake ERFHE,

(® Note
ZEMT HealthLake X EBH FHIR R4 ERMTREE | 5528 HealthLake #Y FHIR R4 % &
HERER,
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https://console.aws.amazon.com/servicequotas/home/services/healthlake/quotas/L-442A6C60
https://console.aws.amazon.com/servicequotas/home/services/healthlake/quotas/L-DDD1A3D1
https://console.aws.amazon.com/servicequotas/home/services/healthlake/quotas/L-5E2BA274
https://console.aws.amazon.com/servicequotas/home/services/healthlake/quotas/L-DEBEEE9B
https://synthetichealth.github.io/synthea/

AWS HealthLake

FMBABER

HealthLake 3 ## Synthea FHIR &iREH

Allergylntolerance

Location

CarePlan MedicationAdministration
CareTeam MedicationRequest

g Bz

R4 B

KE mE

DiagnosticReport [ PN |

B3 PractitionerRole
ExplanationofBenefit BF

ImagingStudy =B

FEBn

AWS HealthLake Eif5|E %

EEE—TW , BB EEM AWS IR E A HealthLake , 30T 51 EEE X EE HIFT o
HealthLake B& R 2047

BEMBEEATER AWS HealthLake — 58 1 #4 : 8 Amazon Quick #1725 HT F B4,
» FHEH AWS HealthLake fZ#{t EXH Amazon SageMaker Al BB &AM HRiRER,
o B AWS Al BR#GEE R HE S MBIEAREB BB R

HealthLake B4 B2

» Amazon EventBridge E& #& AWS HealthLake.
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https://aws.amazon.com/blogs/machine-learning/population-health-applications-with-amazon-healthlake-part-1-analytics-and-monitoring-using-amazon-quicksight/
https://aws.amazon.com/blogs/machine-learning/building-predictive-disease-models-using-amazon-sagemaker-with-amazon-healthlake-normalized-data/
https://aws.amazon.com/blogs/machine-learning/build-a-cognitive-search-and-a-health-knowledge-graph-using-amazon-healthlake-amazon-kendra-and-amazon-neptune/
https://aws.amazon.com/blogs/industries/amazon-eventbridge-integration-for-aws-healthlake/
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WEEZ B AWS HealthLake

THEBBEMER . AWS CLI AWS SDKs 5 HealthLake 12 & B aJ A28 B A0 85 22 M R RE AV SR S BE A
BE. NRERBAHRIIEOEE  FEALEALAANRUERE@ERBETRS,

FE

- EREHRESEE

- EABNME

* FHIR APIs

- NLP &

- SQL B4

EREFERESE
BRE : ERERE T HealthLake EREHER , SWBITHIEEES -

AccessDeniedException: Insufficient Lake Formation permission(s): Required Database on
Catalog

2022 £ 11 A 14 B , HealthLake EH TRV EREFEHREFTEN IAM 557, MEFMER ,
BEE IAM FREDAEUFEA HealthLake (IAM EEE )

3
»

& : £ AWS SDKs 21 HealthLake ERIFRER , ERFREEMRESEE G AT A A
R,

WREH DescribeFHIRDatastoresk ListFHIRDatastores API FEALE [ 45 Sk AR ST 28 R EN Y &
BIFHREAERE |, 55148 SDK B AWS A FR IR,

FE A B)E
BRE: MEBNERTE FHIRR4 B , RREMATLUER HealthLake ?

H&E FHIR R4 XM E R ATLAE A HealthLake ERIZEHE,. MEAIHBEBREEFEREEREIRE
FHIR R4 XMW EERHIEE , 5528 AWS HealthLake &1EE .

REfE : AERMN FHIR EAEE KB ?
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https://docs.aws.amazon.com/healthlake/partners/
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RINNWEAEKEEEEERS . ndjsonEXER (WL BFE ) NERK , 7B , @Erlfcs S LE
Ao BEEEBRE K SELFE _(EFAILUREERIXR  HFITSELEANGHKEE, NEFHEE
F, F2BEEA BEA FHIR % AWS HealthLake,

EESNMEAEKXBWER , 556 H DescribeFHIRImportJob API R4 #T JobProperties, &
FEATSER :

- MRREAR FAILEDEARTFE , AIAMETKSEER , flnm AER XN AERNEEE L
HealthLake Ei%E.

- WNREAEAREES COMPLETED_WITH_ERRORS , et &E&:
ML RARRINEANEA,
- MNREAFEKARES FAILEDEARRERE , Bo K HVEUEINEABTEER

manifest.json,

§_H

JBERR manifest. json , AEE

HABEMAER , #EARBEER , HhE XA ZIEACERNBARERERE, AETE
HENE AERMIBRITIH (lineld), FHIR EIE¥# (UpdateResourceResponse) F1[El FE #Y AR REHS
(statusCode),

EHWMEERTRELATIAR

{"lineId":3, UpdateResourceResponse:{"jsonBlob":

{"resourceType":"OperationOutcome", "issue":

[{"severity":" :"processing", "d1agnostics":"1 validation error detected:
Value 'Patient123' at 'resourceType failed to satisfy constraint: Member must satisfy
reqgular expression pattern: [A-Za-z]{1,256}"}]1}, "statusCode":400}

{"lineld":5, UpdateResourceResponse'{"jsonBlob":

error code

{"resourceType":"OperationOQutcome", "issue":

[{"severity":"error", "code":"processing", "dlagnostics":"This property must be an

simple value, not a com.google.gson.JsonArray", "location":["/EffectEvidenceSynthesis/
name"]}, {"severity":"error", "code":"processing", "diagnostics":"Unrecognised
property '@telecom'","location":["/EffectEvidenceSynthesis"]},

{"severity":"error","code":"processing", "diagnostics":"Unrecognised

property '@gender'","location":["/EffectEvidenceSynthesis"]},

{"severity":"error","code":"processing", "diagnostics":"Unrecognised

property '@birthDate'","location":["/EffectEvidenceSynthesis"]},

{"severity":"error","code":"processing", "diagnostics":"Unrecognised

property '@address'","location":["/EffectEvidenceSynthesis"]},

{"severity":
property '@maritalStatus'","location":["/EffectEvidenceSynthesis"]},

error","code":"processing", "diagnostics":"Unrecognised

{"severity":
property '@multipleBirthBoolean'","location":["/EffectEvidenceSynthesis"]},

error","code":"processing", "diagnostics":"Unrecognised
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{"severity": code
property @communlcatlon'" "location":["/EffectEvidenceSynthesis"]},
{"severity":"warning", "code":
identifier for the module by machine processing applications such as code generation
[name.matches('[A-Z]([A-Za-2z0-9_]){0@,254}')]","location":["EffectEvidenceSynthesis"]},
{"severity":"error","code":"processing", "diagnostics":"Profile http://hl7.o0xrg/fhir/
StructureDefinition/EffectEvidenceSynthesis, Element 'EffectEvidenceSynthesis.status':
minimum required = 1, but only found @","location":["EffectEvidenceSynthesis"]},
{"severity":"error","code":"processing", "diagnostics":"Profile
http.//hl7.org/fhlr/StructureDeflnltlon/EffectEvidenceSynthesis,

Element 'EffectEvidenceSynthesis.population': minimum required

= 1, but only found 0","location":["EffectEvidenceSynthesis"]},
{"severity":"error","code":"processing", "diagnostics":"Profile
http.//hl7.org/fhlr/StructureDeflnltlon/EffectEvidenceSynthesis,

Element 'EffectEvidenceSynthesis.exposure': minimum required =

1, but only found @","location":["EffectEvidenceSynthesis"]},
{"severity":"error","code":"processing", "diagnostics":"Profile http://
hl7.org/fhlr/StructureDeflnltlon/EffectEvidenceSynthesis, Element
'EffectEvidenceSynthesis.exposureAlternative': minimum required

= 1, but only found 0","location":["EffectEvidenceSynthesis"]},
{"severity":" :"processing", "diagnostics":"Profile http://hl7.o0xrg/fhir/
StructureDeflnltlon/EffectEv1denceSynthesis, Element 'EffectEvidenceSynthesis.outcome':
minimum required = 1, but only found 0","location":["EffectEvidenceSynthesis"]},
{"severity":"information", "code":"processing", "diagnostics":"Unknown

extension http://synthetichealth.github.io/synthea/disability-adjusted-
life-years","location":["EffectEvidenceSynthesis.extension[3]"]},
{"severity":"
http.//synthetlchealth.glthub.1o/synthea/qua11ty—adjusted—life—years","location":
["EffectEvidenceSynthesis.extension[4]"]}1}, "statusCode":400}
{"lineld":7, UpdateResourceResponse'{"jsonBlob":
{"resourceType":"OperationOutcome","
[{"severity":"error", "code":"processing", "d1agnostics":"2 validation errors detected:
Value at 'resourceld' failed to satisfy constraint: Member must satisfy regular
expression pattern: [A-Za-z0-9-.]1{1,64}; Value at 'resourceld' failed to satisfy
constraint: Member must have length greater than or equal to 1"}]}, "statusCode":400}
{"1lineld":9, UpdateResourceResponse'{"jsonBlob":
{"resourceType":"OperationOutcome","
[{"severity":" :"processing", "dlagnostics":"Missing required id field in
resource json"}]}, "statusCode".A@@}
{"lineId":15, UpdateResourceResponse'{"jsonBlob":
{"resourceType":"OperationOutcome","
[{"severity":"error", "code":"processing", "dlagnostics":"Invalid JSON found in input
file"}]}, "statusCode":400}

error :"processing", "diagnostics":"Unrecognised

processing","diagnostics":"Name should be usable as an

error code

information code":"processing", "diagnostics":"Unknown extension

issue":

issue":

error", "code

issue":
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LREHB R AERPE R AITHE 3, 4, 7. 9, 157K HREIT , RAWMT :

« FEE 31T, OIERPBWMAERE 3 {TresourceTypeFTiREH SEMH.
- 51T, BIERBPWM AERNE 5 THFE FHIR BRFH#HR,

- EFE 717, BFERPAresourceldiE Mt MAMARRERIRAE,

- EE 91T, BERPWMARRLETEERNER ID.

EE 1517, GAERNEERERT2ERH JSON &KX,

FHIR APIs
EIRE . fAE/E FHIR RESTful APISEY 1R H#E ?

REERFRESERBEEERAD .

EEFEH B Sigv4 B AR Python (Boto3) B9 AWS SDK , S8BT IS HIN s S 1S,

import boto3

import requests

import json

from requests_auth_aws_sigv4 import AWSSigV4

# Set the input arguments

data_store_endpoint = 'https://healthlake.us-east-1.amazonaws.com/datastore/<datastore
id>/r4//"'
resource_path = "Patient"
requestBody = {"resourceType": "Patient", "active": True, "name": [{"use":
"official", "family": "Dow", "given": ["Jen"]},{"use": "usual", "given":
["Jen"]}],"gendexr": "female","birthDate": "1966-09-01"}
region = 'us-east-1'

#Frame the resource endpoint

resource_endpoint = data_store_endpoint+resource_path
session = boto3.session.Session(region_name=region)
client = session.client("healthlake")

# Frame authorization
auth = AWSSigV4("healthlake", session=session)

# Call data store FHIR endpoint using SigV4 auth

r = requests.post(resource_endpoint, json=requestBody, auth=auth, )
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print(zr.json())

B A EHEERAEFRFZE KMS £RINFNEREMREMSER FHIR RESTful APIs KR

FlAccessDeniedtEia ?

FRESACEERFZESERM IAM RN , TeeFENEREFEHRE, FRELABEERE
TECWATEN IAM FU, NMREEAEREERAEART HealthLake FREFZE KMS £#88FF
A] , HealthLake #${&E[[ElAccessDenied$gis,

HealthLake X B EBENMEFFERMNHFT, MREAERNEKRENH FHIR BR , UREFBREBEHBER
FHIR R, WMEFMEN , SR HE2E AWS KMS 571,

FIRE : A 10MB X## FHIR POST API #4E[ HealthLake [E1413 Request Entity Too
Large$azi,

AWS HealthLake £48 5MB HRIFEIFMEFH API BRE] , LUB R INEENRE, B AERXEE
A APl , £/ Binary EREREMESRZ 164MB #y KB XX+,

NLP #4&
RRE : W{ABEREk HealthLake BEN B RESEETIAE ?
BE 2022 £ 11 A 14 B , HealthLake BB ZHENTERITACEE,

BEIMNERFERE : FTA B B8 HealthLake BRI ZHEERHE /= LL £  baseb4 iR
EDocumentReferenceER LW BARES BRE (NLP), EXRTETEER NLP 247
#DocumentReference®E R , B FERBERBEE PP X FELEFHDocumentReferenceEiR, #
RIEAEDocumentReference&R , EiB NLP EEMERNERNERE , BEFREE 2023 F2 A 20
HZ&EH.

HERMENIE : 2023 F£2 A 20 HZ2 BB I K HealthLake ERIEHEZ TS Y base64 iR
BDocumentReferenceVERHMITEAESEE (NLP),

= Z BB HealthLake NLP & |, FFEA B X ERHIAWS Support Center Console, & ER IV ZH
=B, BEAGH AWS IRF , AR BZEVRH, EEE— S THNABRIRFINEF/EE | FS
RXE (FAEER) PTNEILZERMIFRAEE,

B > SHRESN NLP EEEEDocumentReferenceV &R ?

WS8R DocumentReference&EREM , HealthLake 2R MR REBHELENIEMR K MARERSE
FEERE NLP I iRft, EESHE NLP EEPEEHRFEEEDocumentReferenceV &
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https://docs.aws.amazon.com/kms/latest/developerguide/policy-evaluation.html
https://console.aws.amazon.com/support/home#/
https://docs.aws.amazon.com/awssupport/latest/user/case-management.html

AWS HealthLake HBEABER

R, AT LA HealthLake B9 FHIR searchBE & ¥ El % £ 3R 5|88 cm-decoration-status fE &£{E
VALIDATION_ERROR, W# S5 HEHBRFHEIRNWAMAEDocumentReference&ER , A KER
SERMENEERAL, ELDocumentReferenceERT EE BB EERMIE MBS BASBOLT SIE
B,

"extension": [

{
"extension": [
{
"url": "http://healthlake.amazonaws.com/aws-cm/status/",
"valueString": "VALIDATION_ERROR"
I
{
"url": "http://healthlake.amazonaws.com/aws-cm/message/",
"valueString": "Resource led to too many nested objects after NLP
operation processed the document. 10937 nested objects exceeds the limit of 10000."
}
1,
"url": "http://healthlake.amazonaws.com/aws-cm/"
}
]
(® Note

MR NLP £ 87722 7818 10 , 000 EEARYI4 , VALIDATION_ERRORtE AIRERE 4 . B AEERE
B, XL BEREZ B 92 R 3

SQL &4

BIRE : g BRI EE Spermissions error: lakeformation:PutDatalakeSettingsH¥ ,
AT BEEES Lake Formation ?

MRS IAM FEFHERBESE AWSLakeFormationDataAdmin AWS S EEE |, BIE LB ER
HEEE, FERIETETIHABTHEEES

User arn:aws:sts::111122223333:assumed-role/lakeformation-admin-user is not authorized
to perform: lakeformation:PutDatalakeSettings on resource: arn:aws:lakeformation:us-

east-2:111122223333:catalog:111122223333 with an explicit deny in an identity-based
policy
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AdministratorAccess FE AWS Z2EHR , T8 IAM ERAERNACHIESR AWS Lake
Formation EXUHEEE, MREH IAM EHESARELITE AWSLakeFormationDataAdmin E)fE
HekhB, AWSLakeFormationDataAdmin AWS ZEBIREE AWS Lake Formation API 1€ B9
BifEIEBPutDatalakeSetting, BMFREHE AWS fFH AdministratorAccessEERE 2 TE
FHENERES o LlZ FAWSLakeFormationDataAdmin BRI PR Hl,

R : EBIE AN HealthLake ERZEHE LA Amazon Athena SQL & ?

1£ 2022 £ 11 B 14 B2 8iE I HealthLake ERFZHETIEFEE , BEEEMEA SQL £ Athena &
B, EEZMFEH Athena ERFELEENERERE , SXHEXSEBBEETNERERE,

# HealthLake EREBEFHNERFZHE

1. BAFHNERENE.
2. REAFENEHELZE Amazon S3 FEFTE.
3. 1 Amazon S3 RFITREEEREAFTNERFTHRE,

(® Note
AEREHE Amazon S3 EEIFEEELBNER . BEABAIRNEEHNER KD,

B . 5B SQL BESE VK HealthLake ERIFHER , ERERERETER BFE Creating.

MRIGEHRBIUIFM HealthLake EREHE , EEREHREREL KRBT HEFT  AEEFH
Athena F BEf£ AWS Glue Data Catalog, fIFEFFMEN , 5528 (Amazon Athena AWS A ETE
) HHstep-by-stepF#E Glue Data Catalogo Amazon Athena

BRI FHR % AWS Glue Data Catalog , 2RI LLZ 3 HealthLake BRI EHE.

= EZRREM HealthLake ERFHIE , FFEH B ZERAIAWS Support Center Console, & E#E
MIRNRS] , BEALKN AWS IRE , ARBEERUR), BEEE— S TH L F2EIE (FRHEE
M) PHEVIERANEIEE,

RIRE : Athena TR AEASERE AT HealthLake EREHRERE L EE

H5E R E AT HealthLake ERMFRER , BRI AR ENEFER, ERA T EERNEHEENRE
Apache Iceberg ERl&k., BHEEZER.
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https://docs.aws.amazon.com/athena/latest/ug/glue-upgrade.html
https://docs.aws.amazon.com/athena/latest/ug/glue-upgrade.html
https://console.aws.amazon.com/support/home#/
https://docs.aws.amazon.com/awssupport/latest/user/case-management.html
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BIRE : f{A#& Athena PEVIBSHEREZSIHAib AWS BRFS 2

B 155 Athena HESHEREREM AWS RELAR , EEER json_extract[1]#A SQL ES
N —Eok , EEEREME, EESEHREE , BXEEHA CATVAR,

ERRURERE. BRE (BE) IBE (D) B ST EIHREE,
FE B AWS SDK fEH HealthLake

AWS E B EM (SDKs) BRARFFZRAFINENXRTES. 5@ SDK #RM API, BIHEHI MR
X, BRBRASRATERBUARENESEERARES,

SDK X ¥

BEAR C++ B AWS SDK

AWS CLI

EAR Go B9 AWS SDK

EAR Java B AWS SDK

B K JavaScript B AWS SDK

EAR Kotlin ) AWS SDK

EAR NET B AWS SDK

EAR PHP B AWS SDK

AWS Tools for PowerShell

B AR Python (Boto3) B AWS SDK

& F 7 Ruby #9 AWS SDK

B AR Rust B AWS SDK

B SAP ABAP #J AWS SDK

EAR Swift B AWS SDK

REHEHI
BEAR C++ 1 AWS SDK E X514l

AWS CLI 2551

HEAR Go B AWS SDK R i5&ifI

EAR Java B AWS SDK 2= i i 4l

BRAK JavaScript B AWS SDK 2 =, 5 £ 45

AR Kotlin B9 AWS SDK 2= 5 &i 4l

EAR .NET B AWS SDK IEX 524l

EAR PHP B AWS SDK X5 Zi 4l

AWS Tools for PowerShell 2 =X i &5 /5l

EAR Python (Boto3) By AWS SDK 23 ii5 £

Bl

& Ruby # AWS SDK 2= i & 5

EHAR Rust B AWS SDK X #5545l

B AR SAP ABAP 1y AWS SDK X\ 58/l

EAR Swift B9 AWS SDK 2 G &4l

f£/ AWS SDKs
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https://docs.aws.amazon.com/sdk-for-cpp
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/cpp
https://docs.aws.amazon.com/cli
https://docs.aws.amazon.com/code-library/latest/ug/cli_2_code_examples.html
https://docs.aws.amazon.com/sdk-for-go
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/gov2
https://docs.aws.amazon.com/sdk-for-java
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/javav2
https://docs.aws.amazon.com/sdk-for-javascript
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/javascriptv3
https://docs.aws.amazon.com/sdk-for-kotlin
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/kotlin
https://docs.aws.amazon.com/sdk-for-net
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/dotnetv3
https://docs.aws.amazon.com/sdk-for-php
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/php
https://docs.aws.amazon.com/powershell
https://docs.aws.amazon.com/code-library/latest/ug/powershell_5_code_examples.html
https://docs.aws.amazon.com/pythonsdk
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/python
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/python
https://docs.aws.amazon.com/sdk-for-ruby
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/ruby
https://docs.aws.amazon.com/sdk-for-rust
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/rustv1
https://docs.aws.amazon.com/sdk-for-sapabap
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/sap-abap
https://docs.aws.amazon.com/sdk-for-swift
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/swift
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FMBABER

AWS HealthLake hxZx

TREREMINEENE A AWS HealthLake, MIFERRAKIGFEAAEN | &

$bulk-member-match &4

FESEHRS

DU

AWS HealthLake B1E X E LU
FRFHFREE SRS LLE
5K $bulk-member-match

IRIE, LWIRETEERR
RIEBEE —KEFRPEA
AOFETFRELHEEN |, £
TENERREBREPERR
Hh b ¥4 U 18 B B Y i — 350
o

- BEBRKZAERE 500 {8
RE , BEERTFHERS
AI[E BEEAAT 5 ER1E

« %A MatchedMe
mbers, NonMatchedMe
mbers H ConsentCo
nstrainedMembers Ef4H R #E
e

« ®4 B $davinci-data-
export MHEfTIR¥IRAE
BRI EFHTE end-to-end

MEHMET | FSBMthe
section called “$bulk-member-
match’,

&IIII

AWS HealthLake BEXZEIE
BZBundleEH transacti
on , AIEAREREKZ 500 @
BRI H . HealthLake 21§

i

i
\

Z %ﬁ%i%o

B #

2026 £4 A1 H

2026 £3 A 24 B
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REBFEATIETRE ,
BNEE & URL LG EikEEN
HEGER. WEFRER , F

BRIRTEHRZ.
$davinci-data-export #J $davinci-data-expo 2026 £ 3 A 20 H
DaVinci PDex [EH g# rt BEREIEREHRERT
davinci-data-export Hl. Payer-to-Payerflf &7

APIls PDex [EH R,
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