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Open and recent issues (16)

Open and recent issues (16)
View events that might affect your AWS

infrastructure. 35 issues were resolved in the
past 24 hours.

Q

‘ Service: Elastic Compute Cloud X

Clear filter

Event summary

Scheduled changes (0)

Operational issue - EC2 (Ohio)

Last update: February 20, 2022 at 11:16:34 PM
UTC-8

us-east-2

Operational issue - EC2 (Ohio)

Last update: February 17, 2022 at 11:56:09 PM
UTC-8
us-east-2

Operational issue - EC2 (N. Virginia)
Last update: February 16, 2022 at 1:36:29 AM UTC-8
us-east-1

Your account health

Stay informed of important events affecting your AWS resources.

Notifications (3) Event log

Operational issue - EC2 (Ohio)

Details Affected resources

Event data
Service
EC2

Status

Open

Region / Availability Zone

us-east-1

Account specific

No

Description

Configure EventBridge

Get notifications for events that might affect
your services and resources.

Go to EventBridge [4

Back to list view &

Start time
February 20, 2022 at 11:16:24 PM UTC-8

End time

Category

Issue

Affected resources
1

[04:35 AM PST] We are investigating increased EC2 launch failures and networking connectivity
issues for some instances in a single Availability Zone (USE1-AZ4) in the US-EAST-1 Region. Other
Availability Zones within the US-EAST-1 Region are not affected by this issue.

HRESE

ERAHESE RS FERERE AT
REOFTEIEWBHEN. BTHEERIELED , RARMTERRR 2
D ELHIENBEMRANIBATER, ERGAIHER. NFHEEREREHNFAES , F2

LR FEEBESTRE

2248 47

FECIRFNOLHEN. ELESHTRSERBNFEERTZED ,

B MYSTEIE B E 4 AWS Health,

H i@ Al

ERENRSIRBRRREBECRDAREXLELIRFHNFAEEMBANSTESH. EVREEEN

PlanBR@E, REBHAMNZEIRE.

R
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AWS Health EREER

SR

ERAEMH BFRIEBRREAME AWS Health £+, AFERRESBANERE , BEATIURAR
RE T 58 1 R P o 1T 2R

ECESHARENRTERSHE  FIET ERSETESHNHEREANZIZENEREBE. 0%
HEA , FEREEAFEET.

T LA 1B B R B A R R

- ARES

.« FEREFE

- B

« S ARN

- EHER

« EIREREE
- B

- &R ID/ARN
- R

- R

- RE

Example : B4 B

TEEREERT (M#HSFEZIE ) MEBRT (BEXH ) BENEHSH.
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AWS Health EREER
Q IAM-user ¥ Global Support ¥
-~
Last refreshed less than 1 minago| C
Event log
Q 1
Region: US East N. Virginia (us-east-1), US East Ohio (us-east-2) X | | Clear filter
Event Region / R Last update Affected
Event Status Start time v R
category ¥ Zone Info time v resources
Lambda operational QOctober 9, 2020 at October 9, 2020 at
) Closed Issue us-east-1 -
issue 2:03:48 AM UTC-7 3:11:09 AM UTC-7
EC2 operational October 9, 2020 at October 9, 2020 at
. Closed Issue us-east-1 11:54:16 AM -
issue 1:48:51 AM UTC-7
uTC-7
SNS operational September 30, September 30,
issue peratior Closed Issue us-east-1 2020 at 8:28:18 2020 at 11:42:54 -
AM UTC-7 AM UTC-7
. September 16, September 16,
EC2 t 1
iss eopera fona Closed Issue us-east-1 2020 at 7:30:41 2020 at 7:45:03 -
==t AM UTC-7 AM UTC-7
Storagegatewa September 13, September 13,
I v
J, 9 ) v Closed Issue us-east-1 2020 at 12:46:47 2020 at 6:32:24 -
operational issue
PM UTC-7 PM UTC-7
Deepracer August 31, 2020 at August 31, 2020 at
. . Closed Issue us-gast-1 -
operational issue 6:32:39 PM UTC-7 9:10:12 PM UTC-7

SHFHMER

ELRESMHR  SHERERRSHNER. FHEEHARSIERSERTIEN

AR %

R &

- BE/ATRESE

- BHRBAKRFRE
. BAA R R A ]

+ Category

- SRENERYE

- AESEHNERNMERFER

ERENERRCIEBREERZIZHRE 2EM AWS ERN THAERER :

EHFEER



AWS Health EREER

« R ID (f5lan , Amazon EBS BER[E ID , fl0 vol-alb2c34f) = Amazon Resource Name
(ARN) , nSR 7] SR,

- HRFFEMEMBHENS  HITFENERFELISERNENMRE (FE. RAHREHER). 1FE
ERES 24 MNEEMEE X, EHZUREE 72 NETERRE ATV AREE,

BANERERPHENER., SALMMEIR ID 3 ARN i/ MEREE,

Example : AWS Health event for AWS Lambda

TH&ERENEEMBER Lambda RYEBIE4,

Event log Lambda operational issue Back to list view E]

Q

Details Affected resources

Region: US East N. Virginia (us-east-1), US East X
Ohio (us-east-2)

Clear filter Event data

Event Start time
Lambda operational issue October 9, 2020 at 2:03:48 AM UTC-7
Event summary
Status End time
Lambda operational issue Closed October 9, 2020 at 3:11:08 AM UTC-7
Last update: October 9, 2020 at 3:11:09 AM UTC-7
us-east-1
- - Region / Availability Zone Affected resources
EC2 operational issue
Last update: October 9, 2020 at 11:54:16 AM UTC-7 us-east-1 -
us-east-1
SNS operational issue Category
Last update: September 30, 2020 at 11:42:54 AM UTC-7
us-east-1 Issue
EC2 operational issue Description
Last update: September 16, 2020 at 7:45:03 AM UTC-7
us-east-1

. . [RESOLVED] Increased Invoke Error Rate
Storagegateway operational issue

Last update: September 13, 2020 at 6:32:24 PM UTC-7
us-east-1 [02:03 AM PDT] We have identified an increase in invoke error rates in the US-

Deepracer operational issue EAST-1 Region and are working towards resolution.

Last update: August 31, 2020 at 9:10:12 PM UTC-7

us-east-1 [03:11 AM PDT] Between October 8 10:35 PM and October 9 2:25 AM PDT we
Sagemaker operational issue experienced increased Lambda invoke error rates in the US-EAST-1 Region. The
Last upd‘late: August 31, 2020 at 9:04:39 PM UTC-7 issue has been resolved and the service is operating normally.

us-east-

Batch nooratinngl lcciig

gL il
AWS Health E4EmMEHRD .

s NEEHRFFER RFNRBEMH, Fl, R FHY Amazon EC2 A E AWS B , AWS
Health 2REEHNHEBER , BIEEEXED P REARBRER.

=HER 15



AWS Health EREER

- IRFRHESHEBRENIRFHEBTRS. flm , NRE AWS EE E/H F8 Amazon EC2
ITERZELERE , AWS Health SRUEEHNZHE Amazon EC2 HTIERRBERNMEEIEA,

BRMERATIRERBRISHRLBEHERKRFHEESH
* £ AWS Health &+  ERSHZRHENERRSIER. ERERNSEHREBRENIRS, T
BEFRNSEHA/LEN , XIEEBRENIRSE, MHRFMER , FSBAWS Health BRRAF,

- £ AWS Health API [E] eventScopeCode 28, E# A& PUBLIC., ACCOUNT_SPECIFIC
= NONE {B., WEFMET , 552/ AWS Health APl 2Z iy DescribeEventDetails #4E,

TEEWE

TEBERAAIEHREERIEBETER , U AWS Health EHFREEBATER. REATERLE
EBERZ SEANMAR-—FNHERE,

AWS Health B4 &4 B iR, BRI EHUEREE AWS Health B4 E —SHMEANALEME

o EHMFENSHEURCE T, EXANEHEUREETR. WRABTEWELLNEHF, A
REeBERRENREEANHE, EIAHUEARERPER AWS Health BHFE, ErRIEMAEZ
EARFENES , LETEAHNERER. AE2EREAEES  TEEEREHMER,

Scheduled changes Table

View upcoming events and ongoing events from the past seven days that might affect your AWS infrastructure, such as scheduled

maintenance activities.

Q. Add filter Any event v
L4 February 2024 2
Sunday Monday Tuesday Wednesday Thursday Friday
28 29 1 kS
2 Upcoming 2 Upcoming

1 Completed

30 January 2024 @ X

Scheduled events starting on 30 January 2024 (Showing 3 of 3) View all on the table view
EKS planned lifecycle event (us-west-2)
Ewent status: Upcoming

EKS planned lifecycle event (us-east-1)
Event status: Upcoming

EKS planned lifecycle event (eu-west-1)
Event status: Completed

TEBERKR 16


https://docs.aws.amazon.com//health/latest/APIReference/API_DescribeEventDetails.html

AWS Health ERERER
ZRENEREBER

AWS Health EH TSI EZFENBRER. B LUE AWS Health EHNZEEERR5EERT
BRESHENER, BEMEME , FEE AWS Health B, MESETEAEERPZZENER
RE|EBP, HREFTENENBHEL , AWS Health EHSRUZZEERRENE A EH,

MRS AWS Health SHEEZHENERRSIRB LA ETIIZEERINENRE. SHENER
FERHENRESEREENRY. RENEnBRSHREAERRERUNSHRERES ., BE
E—FTHRIANENBHEN , F2E WL mBEHEN AWS Health,

ERFEVEBMARE | AWS Health S ERTAAEZEIRFAEZIFEERNRERE, HEIL
ZRHENRF  URRRFNEFEEREE &, EIURRHFEEFRNBE , MERRFREBE,
IREFREREEASEY K EENSIFERFHNEREE, SRENERREHESETED TEIR
IRV

ZALUEZEENERRSIFEBEPTH CSY = JSON RXNZREBEREE, EEBREAD  TEW
BRAUSIIHIRFHNAAER, SEZEBRRTWIRFER , LETENERTELSKRIRFH
BER, TENERTESESFENERB IS AWSIRF ID. eventARN, B EME. entityARN, ik
&, URERN EREHKE. NRBAGERE  TENERRSESHERER.

B-—RRAETH-EAER, SRS THIZESRNARTHEN RS , TEARE WERERS
BAWS B, EHEE. SHERARNTHAY,

Open and recent issues (0) Scheduled changes (1) Other notifications (0) Event log

Scheduled changes (1) m Calendar |

View upcoming events and ongoing events from the past seven days that might affect your AWS infrastructure, such as scheduled maintenance activities. View scheduled changes that occurred
more than 7 days ago.

Q. Add filter ] -
Event v Status Region / Zone info Start time hd End time ¥ Affected resources v
Lambda planned lifecycle event S & X
B 4 Pending 100%
4 May e action

Wou 0%

0%

Affected resources (4) Download ¥

Q, Add filter 1
Resource 1D / ARN A Resource status Last update time
arn:aws:lambdacus-east-1:959586608611:function:SpringClean-XUG3HHSR-AutoUpdateLambda-atNXDvDLUUGP [ (@ Pending 3 menths ago

da:us-gast-1 11:function:SpringClean-¥UG3HHSR-FeatureCheckerFunction-cwZkePWUEAGY [A @ Pending 3 months ago

ZHENERRR 17



AWS Health EREER

+= = S
B (B35 TE

BRI EARKBFES, UTC B9 AWS Health ERRPRIZEMH, WREBEFE AWS Health ERR A
E , GRRFNFIEREBRENAEE4HESETAEEENEE,

EHIENRERE

1. ¥ https : //https://health.aws.amazon.com/health/home BIRUIEEY AWS Health &R 4R
FEEHEES , ##ZF Cookie [RHFEE .

BEVLETIBE Cookie, ARBIBZFRIFMEFRTE

£ AWS Health B RRNVEBE KRS | BERFERE,

IEHL AWS Health ERIR TERERIVEFE, $Z£EIEIF Save changes (RFEF),

o bk~ w0 DN

SRR BB AR RE

AWS Health £ #4& AWS Organizations , Rt BT ARIZEBFFIERFNEHN, ETEERETR
REREABTINELG., BUMFEAEBLESHRERER, RENERAEINESE,

WMEFMENR  B2EABIIEFEHE AWS Health E44,

Enable organizational view
Key benefits
= 0 - % - .E
Organization-wide visibility APl access Chat integration
Aggregate your Health events from all member AWS accounts in your AWS If you have a Business or Enterprise Support plan, you can integrate with the  Using the AWS Health API, you can ingest events into your Amazon Chime or
organization. This provides a centralized view for all events, such as AWS Health API to programmatically use organizational view and look up Slack channel to get notified when an event occurs. Filter events to get the
operational issues, scheduled maintenance, and account notifications. details for events that occur in your organization. Learn more ones that matter most to your organization. Learn more
Get started
1. Set up AWS Organizations 2. Enable organizational view for AWS Health
‘You must have an AWS organization with all features enabled. After you set up AWS Organizations and sign in to the management account, you can enable AWS Health to
aggregate all events. These events appear in the Personal Health Dashboard.
(':I)Success 997eg PR
Eni nizational vi View di tati
| Manage AWS Organizations [4 | | View documentation EHE D bl 1ew documentation

AWS Health E4HV1REE

IEH AWS Health BRIREEZEEBEIFF—EEFLETR , HPaSRENRER. KHEeERE
B P EREBRIR EWRIT AWS Health 4B E, WEEE RSB RERE AWS =24 , 4

i R R 18


https://health.aws.amazon.com/health/

AWS Health EREER

 Amazon EC2, Amazon Relational Database Service (Amazon RDS), AWS Identity and Access

Management (IAM) 1 B9 32 & AWS Trusted Advisoro

BEHEER EFRONEHREEREENIRS. AR, BULLEREEESE AWS Health B3Rk

WEH , LEBEZEA.
Example : BIRAEH

TERER 1kFEFERNENEF,

Open issues

Scheduled changes

Other notifications

servic

Event log

#%E Amazon EventBridge
£/ EventBridge 188] AWS Health E#WEFEXL MK E, SOIUERIREPRENISTE AWS
Health E4 , REERE A , UMEEESHEFER AWS Health BN R = B RENEN1E,
¥&B £ H EventBridge AWS Health
1. ¥E https : //https://health.aws.amazon.com/health/home BERUERY AWS Health &R 4R,
2. EEEEZE EventBridge B ALUEBVFE , BT TIHEA —FIRE
« REBERNEFEREBEST , #1F Amazon EventBridge,
«  TEERTE EventBridge T , i##E® E EventBridge.

3. KBUHEFEVRIWEREHR, FS2BAWS Health £ Amazon EventBridge 5% FHIE4,

§%E Amazon EventBridge


https://health.aws.amazon.com/health/

AWS Health EREER

1£ FEIE AWS Health BZ1 AWS EREBEH

AWS ) ZEBEHN AWS EAEBEAN TRERBNERRE AWS IkRF M RBNEHEA. EEHE
REER AWS ZEBHK AWS EREBEA , SRS EEZK AWS Health WEHER. REETE
RV EEeR  URIES6HEAN , MESBEBELNEFEHF,

A DURE T 5 H A EE R IKER AWS Health B4 AWS EAEBA :

* Email
- BIX
- HEIXEHZE AWS Console Mobile Application

HARB LB ANTIMERE AWS Health TEFM , EEMRETHERN S EREANFZHEERDENE
¥,

(® Note

EELME T AWS Health EHHMAET , BRESIFENER IDs. BEikE ( FAREEER )
MERRE K REEER2EATHEH—E AWS Health TE :

« AWS Health API
« Amazon EventBridge H#Y aws.health 3R
B Health &#RE

ELETERUAETRESE T FEENGRESHNEENRFEEEEA.

RESHEY AWS XEBEAFTE AWS Health

BERERX AWS EBHETE , BT THIZER

£ EAEEN PR AWS EEFEE
HEEEERP , BEAWS ZEBAGH.

IET MR R E IR EH AWS Health EHEH, MFFMEEF , F2RE PHENBERAWS 2
BB AR F B A AWS EHEBH,

—

w »

£ PEEBEHN AWS FAEEA 20


https://console.aws.amazon.com/notifications
https://docs.aws.amazon.com/notifications/latest/userguide/manage-mns.html#Add-remove-account-contacts
https://docs.aws.amazon.com/notifications/latest/userguide/manage-mns.html#Add-remove-account-contacts

AWS Health EREER

® Note

AWS Health EMEFBHRNERBE P AWS ZEBHM AWS FHERBH, B 2025 F 12
A15 BE , BgWRIIRE AWS REBANEFEM4. WFFMER , F2H O PHNEBE
AWS SEBANEE ?AWS AWS REZEBAE RBEETNZEEA.

AWS AWS FHEBANE RREEPNZEBA
BBEAWS SEENBEEABE

RIBTER , FHESEBANETBHSEENECRENIREBEA (B, BE. RENZLE
FEMHE ) , B AWS ZEBHRENE FEHHRE healtheaws. comifidE no-reply-
aws@amazon.com , BEEFHBHFNERASEE, WREETERE AWS Health BHIKE FEH4HHR

Bl , flinfkEH4E 1D SEEFHASINMNEFBH4RE , IXEEHHREUFTS N E FEBEFE
Xo MREFEFBHXBAETERL , BREFTEFER Amazon EventBridge 3% AWS Health #
EH, UMAZEBANERFR,

REMMEAREFBH , AR NARA L T8 ?

AWS S EBNSKEZEHERMBABAZEIIRE AWS Health BIE 48 # AWS Organizations A8 —&#&
B, ZUUEEERERFNBEAPORAREES. SERANSKREEBNERE FBHEXGEER
EFHEEA. BTRLVEENSETEHH , AWS SEBHNSEEEMNREIRS 2 EHEARFBEARFE
ﬁ_ﬂﬂﬁﬂo

ZEERAEMA | 82478 AWS Organizations R EX R FEEIIRFE AWS FAEBEH RSz BN EE
FEUE,

WEFMENR , BF2E AWS PSS EBEANEE AWS FHEBEA,

L =B ABERA B AWS Organizations ZEFFE AWS FRHEBEH |, FEER AWS ZEBEHNENE
EFEMH?

2, AWS FEHEBA KB HZEFEFE AWS Organizations 24 EM,
AWS Organizations £/ AWS Health #l BAAZEEFEIERTRE AWS EREFBEH ?

ARETNEEBHNEREESERHKRKER , XMABELEMT AN EES ., WIEETFH
AWS Health R A BB HRE Health &R, AWS Health APIs, i%iB Amazon EventBridge &%

AWS ZEBHNERBEE 21


https://docs.aws.amazon.com/notifications/latest/userguide/managed-notification-aggregation.html

AWS Health EREER

AWS Health WE# , LUk PRBHERE FRERA. WIEEFHNEE AWS SEBHH AWS A
EEA RARRBEH, ARNEEFHAIEAA , ALFEEASERE D HFEREZREES.

REBFEAURBNEECARIIREMXFTEFHH?

B, BBREHKE , BRI X F AWS Health EFBHEERH, MREEREFEHHRAKREESTEH
TERE , RPBRZREFT(EEIB Amazon EventBridge 1% AWS Health WEHEABR AR,

AWS ZEBAERIE AWS Health #1818+ ¥ 4+ BE 2

BERERE, ZT2MAREBANHERS BIEERE. REMMREAGBH AWS Health tRFEHM
HREE2E, EAZEACER AWS Health NEHA BB RS MMIRERREE, IRFRERESE
BENBEEREFERESH AWS 1RF.

NERBSHEELSEE AWS SEBHRME,

AWS SEBAE RBEE 22



AWS Health EREER

AWS Health & &R

&AL R AWS Health Dashboard — FRIEE/EARRERRIZFIE AEMEREE AWS RiE, LWEE
BTG RBEHYREEH AWS BlEF, BFFEEAZES AWS RS BIA[77E AWS Health
Dashboard — RIS E/EAMREETH,

® Tip

ZMILERERIE BENLAEEH AWS IRE, MMRECKE RFE , RPEZBEEALIRER
AWS Health &R , WHERZIEMRESELNIRFNRENEH., MEFAEA K B2
BIAWS Health &&AR A,

4R AWS Health & &RIR — IRISEEAMRRE

1.

BE F https://health.aws.amazon.com/health/status B,

(® Note

MREBERKREALEH BEE AWS tRE |, RSB EFE G ZE AWS Health Dashboard —
B P EERERE,

ERKEFERET  BERBANSENEE , URESKIERENSEH, ZAURKEHH TIEE

& -

- EHEBANZTENES, i, #EME - Amazon Elastic Compute Cloud ( #&E R34t
&)

- RIEER

- BHNBREMY , fINZEERNER

- BHRIEEFNR—EE

- WZUEHTE AWS RF K BE

(® Note
AR HEESR UTC RRNENH. NFEFHETR  F2REERE,

BERBEE L GCHEURARBELRERE. LERKRETRBE 12 BANAE AWS BRFK FE.

23


https://health.aws.amazon.com/health/status
https://docs.aws.amazon.com/health/latest/ug/getting-started-health-dashboard.html#update-time-zone

AWS Health EREER

® Tip
O LAKBRFSAWS B35, 1B HIEITERR,

4. HEETHHRBESHS  BEREET
(®
RSt EFEET.

5. (R ) EESUREAELENHEE  FEESHBFERE, EESHMRTNEASH , BT
REZEPREAXBESHNFEEN.

Service history

The following table is a running log of AWS service interruptions for the past 12 months. Choose a status icon to see
status updates for that service. All dates and times are reported in Pacific Standard Time (PST). To update your time
zone, see Time zone settings.

Q Add filter

(® Note

EHL 2023 F 9 A BENEFALEENH , GEBER[PEAXLE AWS Health E4H-HYE
. BRULERZ S UFRAREANEREEETEHRGEE,

6. (EA) BULURBAREBER UTC PHEH. WERFHREN , F2HREERE.

7. (EBR) MREHERF K FREFABENRFEFEREREAN. BAR , EREKRFBEN
B, MFEFMER , F2EAWS Health BRRAF

(® Note

AR RSS BEAANEERESH , ERATeSHAMEE. Eit , #EH RSS HEA&E
TEREMEHEER. FEURARAANEIEERESHER , EHEHE Amazon
EventBridge &, MEFMER , FSBAWS Health 8 Amazon EventBridge Eii2
PR EH.

24



AWS Health EREER

METE|4 B A=Y AWS Health

T % BETEIE iBRIEH AWS Health,

ES- |

- HERRINEmBREMS?

- BERBWERBREABHE  ERPERLEGERR ?
- BUNARSERE

- FEUREINERIBREYS

TERAINERBHSH?

AWS Health 2B ETRRFERAEXTHMENERSE, £ AWS HESFMEKREH , AWS SERIE
B, BEXE ERNERBRNERRGERESENELRS, T8  EELEFTETFEFIIHN , LUE
FEENERARER, SEEEREE 25 AWS Health BAIE , Fl40

- FMRARBHREELLERE - L AWS IR SITHRRRRIBRANEE, NRFARRRBBEERY
BEMANZE , SELEFERDNEBERARLERZERAREEF AWS BHAE,
« Amazon RDS for MySQL 5| ZiRA#& 1E X 2
« Amazon EKS Kubernetes MR A #& 1E 3 8
- HETREELBEAWSZHEERNESE,
« Amazon RDS Certificate Authority B iBH .

(@ Note
SR AEEARIER HE AWS Health A58 £ BHEH

- BRERMBRNNEHEER | REWBBEHE AWS Health EHFNEDIBH |, B FENERI L
BEERTEERREN S HEERNE AWS Health BHHERE., SHENERSTERARL ARN X
EE, IREZFENERTERTFEE, BIg "EFE, MEBIHELER, MREZIHENER
ERTLEBERERSMER , BIAREEE#HA "RESOLVED, ,

(@ Note
- BRREEFRS L FRASNERHFRNAT , ERVBER T RS WLE 72 /N,

TERRENEmBERSEMS? 25


https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/MySQL.Concepts.VersionMgmt.html
https://docs.aws.amazon.com/eks/latest/userguide/kubernetes-versions.html#kubernetes-release-calendar
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/UsingWithRDS.SSL-certificate-rotation.html

AWS Health EREER
- ERREBEEFOEFABERS , MARER "HE. & "EFR RENER , T2
ERAE AR EIR .
« AWS GovCloud (US) M+ Bl [EH T X ZREFRAREER.

KRN EmBHSHEHNE  BREMSREFTEERL?

REEmBEHEMH AWS Health R ATIHEIZW B TR RENEGBEREE  WEREES
o

HRER . HIEE8E

EHEBMRHE : AWS_{SERVICE}_PLANNED_LIFECYCLE_EVENT

EHFRER  SH4RRKARERZIEEZENTRAE,

EHEREE SHERSERSEEME AWS BRHATHAR B H.
B, FHLEREFERAZERY,

EERRE

%
N
¢t
—T\{
frit
e
mE
frit

® Note

AT AW SEFEENEREHNE -S4 ARN , EEA B BRSEHRIZENER
EFSH. B2 NREBEXREZIZEN AWS 1RF 5 IR , I Tse2 W EI 2@ ARNs,

"ol TR ENES BRSNS  FFEANESBRSHRGTAETRNERT , EBRF/EBENREN
BEFEA 180 X , REMA/BENRERIBERFER 90 X

PBREERMRANNENTEER  RERIBEAE AWS Health BHHN LB , BREENEREHE
AEAREERRENZZEERE AWS Health E4-HEE, SRENEFRSEEARL ARN X

BE, MRELSEENERTEZFEME , AU TEFE) MEIHELEER, RESFENERS
HITHLEFHERERSCMBR , AREEEFH A "RESOLVED, ,

® Note

« AWS Health BHIER T aEEZE R RUMREES , 8 AWS GovCloud (US) F1 B [E 15 Br
o

- ERREEHRSUERSINEH L RNT , EBPBIER T RS LR 72 N,

KEREWEGRRSHEAR  EFRPSREMATEER? 26


https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeAffectedEntities.html

AWS Health EREER

Open and recent issues Scheduled changes Other notifications Event log

Scheduled changes m Calendar

View upcoming events and ongoing events from the past seven days that might affect your AWS infrastructure, such as scheduled maintenance activities.

Q Add filter 1
Event v Status Region / Zone Info Start time v End time V Affected resources v

o EKS planned lifecycle event Upcoming us-west-2 January 30, 2024 at 6:00:00 PM UTC-8 9 pending

@] DMS planned lifecycle event Upcoming us-east-1 January 29, 2024 at 6:00:00 PM UTC-8 1 pending

@] DMS planned lifecycle event Upcoming eu-west-1 January 29, 2024 at 6:00:00 PM UTC-8 10 pending

@] EKS planned lifecycle event Completed eu-west-1 January 30, 2024 at 6:00:00 PM UTC-8
EKS planned lifecycle event & X
Resource data is typically refreshed every I O Resolved 0%
24 hours No actions required

Affected resources in account 745485236264 (5)

Q. Add filter 1
Resource ID / ARN v Resource status Last update time
arn:aws:eks:us-west-2:745485236264:cluster/prod-ops-cluster @ Pending 15 days ago
arn:aws:eks:us-west-2:745485236264:cluster/nonprod-dev5 @ Pending 15 days ago
arn:aws:eks:us-west-2:745485236264:cluster/n-preprd-eks @ Pending 15 days ago
arn:aws:eks:us-west-2:745485236264:cluster/argoworkflows-refactor51 @ Pending 15 days ago
arn:aws:eks:us-west-1:745485236264:cluster/prod-refactor @ Pending 15 days ago

EEFENE4 B HIRRE

1. MBEA , RETESEEHRBAPZRNTAEEHENEREEMBRNESE,
2. MRBESZEERAB A BRFIEER , AIEH AWS Health EHSEF ARRE Closed,

. MREEEFEAHMBRMNMERBRNEIR , Bl AWS Health EUESEEHFHBTERABE4F (N
RBRELE ) MERIEFERRE. EUHBIB<c® , SMBR AWS Health E4+,

EUENHAREERE

i‘zéﬁﬁiAﬁ% AWS BEFENHAREE, RIFNENRYE  LHAAERGIRNBREEFNEER
B, ERRAA g AWS #F., EENEHRIMEXRENERCEIRBRFAEREERZ SN
E’\JJE#FO BRT REMNZEEFHER ABEEZH)  BERFERRHEFERR ( BREMNZ2EMHE
X ) NEHAHBEERARXRBNEEINEE AWS, NFFHMEA  F2REARETER,

EMNAREERE 27


https://docs.aws.amazon.com/whitepapers/latest/aws-risk-and-compliance/shared-responsibility-model.html

AWS Health EREER

CONTINUOUS TESTING OF CRITICAL INFRASTRUCTURE

CUSTOMER
WORKLOAD ARCHITECTURE
RESPONSIBILITY FOR
RESILIENCE “IN’' THE CHANGE MANAGEMENT AND OBSERVABILITY AND FAILURE
CLOUD OPERATIONAL RESILIENCE MANAGEMENT

NETWORKING, QUOTAS, AND CONSTRAINTS

HARDWARE AND SERVICES
AWS
RESPONSIBILITY FOR

RESILIENCE ‘OF’ THE
CLouD

FEMR BN £ B S
5T S P AR A A B F B R B0 B A

« fH Amazon EventBridge
« fEF AWS Health &R
- TEERR
- BRENERBER
« £/ AWS Health API
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https://docs.aws.amazon.com/health/latest/ug/cloudwatch-events-health.html
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https://docs.aws.amazon.com/health/latest/ug/aws-health-account-views.html#calendar-view
https://docs.aws.amazon.com/health/latest/ug/aws-health-account-views.html#affected-resouces-view
https://docs.aws.amazon.com/health/latest/ug/health-api.html

AWS Health EREER

£ AWS Health APl AWS Health EEE#t KK S

AWS Health  —#& RESTful Web IR , 8 HTTPS # A& , W FEH JSON MARALEFILE
K. BHEARIXERNEEEMHERERG AWS Health API B HFER, EXREZSER REST API B | &%
ARBLENEABRESNBBEMNFER. MFE AWS Health RIEMS BN ML , F28H AWS
Health API 2%,

(® Note

BB E 9 AWS Business Support+, AWS Enterprise Support 5, AWS Unified
Operations 5T8IAWS %18 | FAEM# A AWS Health APl, MREFER AWS EBE KigHtHE
R—{E AWS X & 58, REEHAREREH D —@EFTE , B AEA AWS Health API #&
Business, Enterprise On-Ramp = Enterprise Support 58], IMREHKE AWS IRFE KFMHE
Lo H b —{EFTEIAY oY AWS Health API , BI€ W F|SubscriptionRequiredExceptionif

=0
ﬁzl—_io

BRI LA AWS SDKsIREE AWS Health REST API PRl | SERT LB AR, &R
EEEHN AWS EAEHR  EERAEERLRES TRENBERESE,

AWS Health 875 124t AWS Health & &Rk AWS EE I A K TELARBRENES2E4NSE
ENEE, F2/8 AWS Health E&RE A,

IE

« 2% AWS Health API 553k

« &2 AWS Health API 553K #93% B

- & UERARIHFRMEEB AL X AWS Health HEHER
- BBRE Bl Java EHIFEA AWS Health API

22 AWS Health API 553K

B84 AWS SDKs, AWS Command Line Interface (AWS CLI) [6] 12 H5EREE AWS | EXTES
BEFALESEIENEENTRESBREZHER. flw, MRELEIE BARN Java B9 AWS SDK A
REFHSTAMREERE  AITEEFTEERR.

Java B S EE I
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https://docs.aws.amazon.com/health/latest/APIReference/
https://docs.aws.amazon.com/health/latest/APIReference/
https://aws.amazon.com/premiumsupport/
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WFE M EE £H AWS Health APl FIEE Z &6l AR Java B9 AWS SDK , FE2 Rt HIFE S,

ERRUBRE |, MAEBETER AWS BIRFEAER AR EFE AWS Health, &7 LA
IAM ERENZEAER., MEFMER , F2E8 (AM E£HEER) PHEE AWS EHNRFREAE
FHRER,

MREFER AWS SDKs=, AWS CLI , BIXEBITHEEFER. RMBREFEA AWS Signature £ 4
W, WMFEFHMER , FSE O EPE’J%% AWS AP| F55RAWS —fig&Z&,

# 2 AWS Health API 553K i i

AWS Health AP| BEZ EFHEAEREE K YEZH-HBHEEFEMERS RS, 57T XEXTH-
) DNS REEBHE | AWS Health 2B -2 iEinE, SR ESTIRE E#31T DNS &8 , LU
ERIRE B ENERE AWS EfF, ETHBETHREAERNBETEANKEY , WMERIRERHE
A AWS Health,

B8O RnHRNFERE , ELAREEY A EESREN AWS FEUBRE , YTABHREEE, &
A, N ETRETRERN. MFEFHEEF , F2REZE AWS Health API FER,

HRIPv6-onlyRIFER , MAIEBEELEH IR LT DNS &5 , IHIBEERSR , AWS B A&
FPOYEZ R IERY IPv6 B EHBIRE,

TRAKRFERMBRE,

Description #HERI Endpoint BIAWHE
fER = us-east-1 health.us-east-1.a HTTPS
mazonaws.com ( &
PR IPv4)

health.us-east-1.a
pi.aws ( X IPv4 fl
IPv6)

wE us-east-2 health.us-east-2.a HTTPS
mazonaws.com ( &
PR IPv4)
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https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#lock-away-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#lock-away-credentials
https://docs.aws.amazon.com/general/latest/gr/signing_aws_api_requests.html

AWS Health EREER

Description wEREE Endpoint BIAWE
health.us-east-2.a
pi.aws ( X#& IPv4 H
IPv6)
215 us-east-1 global.health.amaz HTTPS
onaws.com
® Note
iE= B aiER
Him RN EHEE
& 15

ARV ENRMRERERATIRE  FELHIKE CNAME £#11T DNS &3 , AR IEHBTHN S BRI
AWS [EiF,

Example : £15in% £# DNS &£

T 3& &£ global.health.amazonaws.com W2 E5EKX DNS £f, o EEE/ERE us-east-1 [EiF
Uh B, bl S ER A e A MR E % 2 AWS Health,

dig global.health.amazonaws.com | grep CNAME
global.health.amazonaws.com. 10 IN CNAME health.us-east-1.amazonaws.com

® Tip
FEHRNBE IR EZER AWS Health ERl, T8 , &ZFH AWS Health EX REERIER P im
BB, REFDHEENERNEREEITHEYE . RMAEBEEEATRHEEERENRK
B TERE.

RE : B A RMEEUBE LR AWS Health fB4- 2

ETHREXBEGI P , st 2iFind AWS Health £/ DNS ZHRHEER TN EFHIRHNEZE
o, AWS Health €A LEFRBIBE L RNEHAERKRSE, NREFATRMHEE K EXBEEN
BB TERE,
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ERAEER

*iE
- & : FH Java BEUBE+E X AWS Health FIE4ER
- & : £ Python HEUB X+ X AWS Health WEHER

& : £/ Java BEUB XX AWS Health WEHER
SERIELE

ESARE Gradle,

2  Java #EH

1. % GitHub TE|RAWS Health & 7 A £ 2 R,

2. BEZFREHEZXRhigh-availability-endpoint/javaB &o.
3. EMBIEEDR , mMATI®HS,

gradle build

4. BWATHHSRIEEEN AWS EAE K,

export AWS_ACCESS_KEY_ID="AKIAIOSFODNN7EXAMPLE"

export AWS_SECRET_ACCESS_KEY="wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY"

export AWS_SESSION_TOKEN="your-aws-token"

5. BATH@®SRAITRE,

gradle run

Example : AWS Health =4 H

BABHISEDE AWS IRFHBEELRXARKIEH AWS Health EfF. ETHEF+H , WHE=

AWS Config BR#& AWS Health B9E#,

> Task :run

[main] INFO aws.health.high.availability.endpoint.demo.HighAvailabilityV2Workflow

- EventDetails(Event=Event(Arn=arn:aws:health:global::event/CONFIG/

AWS_CONFIG_OPERATIONAL_NOTIFICATION/AWS_CONFIG_OPERATIONAL_NOTIFICATION_88a43e8a-

e419-4ca7-9baa-56bcdesdba3,

RE : # M Java FEEUB A E X AWS Health B9EHE R
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https://docs.gradle.org/current/userguide/installation.html
https://github.com/aws/aws-health-tools/tree/master/high-availability-endpoint
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Service=CONFIG, EventTypeCode=AWS_CONFIG_OPERATIONAL_NOTIFICATION,
EventTypeCategory=accountNotification, Region=global,
StartTime=2020-09-11T02:55:49.899Z, LastUpdatedTime=2020-09-11T03:46:31.764Z,

StatusCode=open, EventScopeCode=ACCOUNT_SPECIFIC),
EventDescription=EventDescription(LatestDescription=As part of our ongoing efforts
to optimize costs associated with recording changes related to certain ephemeral
workloads,

AWS Config is scheduled to release an update to relationships modeled within
ConfigurationItems (CI) for 7 EC2 resource types on August 1, 2021.

Examples of ephemeral workloads include changes to Amazon Elastic Compute Cloud
(Amazon EC2) Spot Instances, Amazon Elastic MapReduce jobs, and Amazon EC2
Autoscaling.

This update will optimize CI models for EC2 Instance, SecurityGroup, Network
Interface, Subnet, VPC, VPN Gateway, and Customer Gateway resource types to record
direct relationships and deprecate indirect relationships.

A direct relationship is defined as a one-way relationship (A->B) between a
resource (A) and another resource (B), and is typically derived from the Describe
API response of resource (A).

An indirect relationship, on the other hand, is a relationship that AWS Config
infers (B->A), in order to create a bidirectional relationship.

For example, EC2 instance -> Security Group is a direct relationship, since
security groups are returned as part of the describe API response for an EC2
instance.

But Security Group -> EC2 instance is an indirect relationship, since EC2 instances
are not returned when describing an EC2 Security group.

Until now, AWS Config has recorded both direct and indirect relationships. With
the launch of Advanced queries in March 2019, indirect relationships can easily be
answered by running Structured Query Language (SQL) queries such as:

SELECT
resourceld,
resourceType
WHERE
resourceType ='AWS::EC2::Instance'
AND
relationships.resourceld = 'sg-234213'

By deprecating indirect relationships, we can optimize the information contained
within a

Configuration Item while reducing AWS Config costs related to relationship
changes.
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This is especially useful in case of ephemeral workloads where there is a high
volume of configuration changes for EC2 resource types.

Which resource relationships are being removed?

Resource Type: Related Resource Type

1 AWS::EC2::CustomerGateway: AWS::VPN::Connection

2 AWS::EC2::Instance: AWS::EC2::EIP, AWS::EC2::RouteTable

3 AWS::EC2::NetworkInterface: AWS::EC2::EIP, AWS::EC2::RouteTable

4 AWS::EC2::SecurityGroup: AWS::EC2::Instance, AWS::EC2::NetworkInterface
5 AWS::EC2::Subnet: AWS::EC2::Instance, AWS::EC2::NetworkACL,
AWS::EC2::NetworkInterface, AWS::EC2::RouteTable

6 AWS::EC2::VPC: AWS::EC2::Instance, AWS::EC2::InternetGateway,
AWS::EC2::NetworkACL, AWS::EC2::NetworkInterface, AWS::EC2::RouteTable,
AWS::EC2::Subnet, AWS::EC2::VPNGateway, AWS::EC2::SecurityGroup

7 AWS::EC2::VPNGateway: AWS::EC2::RouteTable, AWS::EC2::VPNConnection

Alternate mechanism to retrieve this relationship information:

The SelectResourceConfig API accepts a SQL SELECT command, performs the
corresponding search, and returns resource configurations matching the properties.
You can use this API to retrieve the same relationship information.

For example, to retrieve the list of all EC2 Instances related to a particular VPC
vpc-1234abc, you can use the following query:

SELECT
resourceld,
resourceType
WHERE
resourceType ="'AWS::EC2::Instance’
AND
relationships.resourceld = 'vpc-1234abc'

If you have any questions regarding this deprecation plan, please contact AWS ##
[1]. Additional sample queries to retrieve the relationship information for the
resources listed above is provided in [2].

[1] https://aws.amazon.com/support

[2] https://docs.aws.amazon.com/config/latest/developerguide/
examplerelationshipqueries.html),

EventMetadata={})
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ERAEER

Java BR

. WMNEHMEL , F2B BEAMN Java B AWS SDK APl 2Z iy /1 HealthClient 1 REBRER T,
- MFLREPARN DNS EHNEXNEFMEN , F2E GitHub FH dnsjava,

&0 . £ Python #EUB A+t X AWS Health BVE#E ¥

FRMRAF

AR E Python 3,

£/ Python il

1.
2.
3.

# GitHub TEAWS Health & 0] F 14w B R &,
HEZ REIERhigh-availability-endpoint/pythonE &,
EmRIRED , MATIGES,

pip3 install virtualenv
virtualenv -p python3 v-aws-health-env

@ Note

HH Python 3.3 MIEHRA , BRI AFERAARvenviEAREBY EEIRE , MT2

virtualenv, MEFHMER , 5528 Python MU LK veny - EEIRBENE,

python3 -m venv v-aws-health-env

WA TSRS URAERTRS.

source v-aws-health-env/bin/activate

WA TS5 REEMAMKMLE,

pip install -r requirements.txt

WA THGSRIETEE AWS AL R,

export AWS_ACCESS_KEY_ID="AKIAIOSFODNN7EXAMPLE"

ZHE

E

f# /A Python #EUB X+ X AWS Health BEH4E ¥
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https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/services/health/HealthClient.html
https://repo1.maven.org/maven2/software/amazon/awssdk/health/2.14.2/
https://github.com/dnsjava/dnsjava
https://www.python.org/downloads/
https://github.com/aws/aws-health-tools/tree/master/high-availability-endpoint
https://docs.python.org/3/library/venv.html
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export AWS_SECRET_ACCESS_KEY="wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY"
export AWS_SESSION_TOKEN="your-aws-token"

7. BATH®TRYTRE,

python3 main.py

Example : AWS Health =4 H

EABESSELDE AWS IREFiBEERXRAKIAA AWS Health B4, TyEHEER AWS &
€840 AWS Health =4,

INFO:botocore.credentials:Found credentials in environment variables.
INFO:root:Details: {'arn': 'arn:aws:health:global::event/SECURITY/
AWS_SECURITY_NOTIFICATION/AWS_SECURITY_NOTIFICATION_Q@e35e47e-2247-47ch-
a9a5-876544042721",

'service': 'SECURITY', 'eventTypeCode': 'AWS_SECURITY_NOTIFICATION',
'eventTypeCategory': 'accountNotification', 'region': 'global', 'startTime':
datetime.datetime(2020, 8, 19, 23, 30, 42, 476000,

tzinfo=tzlocal()), 'lastUpdatedTime': datetime.datetime(2020, 8, 20, 20, 44, 9,
547000, tzinfo=tzlocal()), 'statusCode': 'open',6 'eventScopeCode': 'PUBLIC'},
description:

{'latestDescription': 'This is the second notice regarding TLS requirements on FIPS
endpoints.\n\nWe

are in the process of updating all AWS Federal Information Processing Standard
(FIPS) endpoints across all AWS regions

to Transport Layer Security (TLS) version 1.2 by March 31, 2021 . In order to avoid
an interruption in service, we encourage you to act now, by ensuring that you
connect to AWS FIPS endpoints at a TLS version of 1.2.

If your client applications fail to support TLS 1.2 it will result in connection
failures when TLS versions below 1.2 are no longer supported.\n\nBetween now and
March 31, 2021 AWS will remove TLS 1.0 and TLS 1.1 support from each FIPS endpoint
where no connections below TLS 1.2 are detected over a 30-day period.

After March 31, 2021 we may deploy this change to all AWS FIPS endpoints, even if
there continue

to be customer connections detected at TLS versions below 1.2. \n\nWe will provide
additional updates and reminders on the AWS Security Blog, with a ‘TLS’ tag [1].
If you need further guidance or assistance, please contact AWS ## [2] or your
Technical Account Manager (TAM).

Additional information is below.\n\nHow can I identify clients that are connecting
with TLS

1.0/1.1?\nFor customers using S3 [3], Cloudfront [4] or Application Load Balancer
[5] you can use
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your access logs to view the TLS connection information for these services, and
identify client
connections that are not at TLS 1.2. If you are using the AWS Developer Tools on
your clients,
you can find information on how to properly configure your client’s TLS versions
by visiting Tools to Build on AWS [7] or our associated AWS Security Blog has a
link for each unique code language [7].\n\nWhat is Transport Layer Security (TLS)?
\nTransport Layer Security (TLS Protocols) are cryptographic protocols designed to
provide secure communication across a computer network
[6].\n\nWhat are AWS FIPS endpoints? \nAll AWS services offer Transport Layer
Security (TLS) 1.2 encrypted endpoints that can be used for all API calls. Some
AWS services also offer FIPS 140-2 endpoints [9] for customers that require use
of FIPS validated cryptographic libraries. \n\n[1l] https://aws.amazon.com/blogs/
security/tag/tls/\n[2] https://aws.amazon.com/support\n[3]
https://docs.aws.amazon.com/AmazonS3/latest/dev/LogFormat.html\n[4] https://
docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/AccessLogs.html\n[5]
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/load-balancer-
access-logs.html\n[6] https://aws.amazon.com/tools\n[7] https://aws.amazon.com/
blogs/security/tls-1-2-to-become-the-minimum-for-all-aws-fips-endpoints\n[8]
https://en.wikipedia.org/wiki/Transport_Layer_Security\n[9] https://aws.amazon.com/
compliance/fips'}

8. FTH#& , BRATIGTRIEMERMES.

deactivate

Python &R

- WFE WEFMERHealth. Client , FZ2EAWS EAR Python (Boto3) By SDK APl 2%&,

. ME L REH AR DNS EHNBRREFMET, , F28 GitHub £ dnspython TEMEFFEAER
.

EBRTE . BB Java EHIER AWS Health API
T%| Java B EEHI/REB AL AWS Health A Fiw , AR EH4NERNVHEREENR.
S IR BEAERR

TEEMNEAER T EEE AWS Health API B3R, &I LAEAEL AWS 1R F B3 < 1 IAM £
ENEBY,
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https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/health.html#Health.Client
https://dnspython.readthedocs.io/en/stable/
https://github.com/rthalley/dnspython/
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ERAEER

B MPIEa{t AWSCredentials $1TEEE :

AWSCredentials credentials = null;
try {

credentials = new ProfileCredentialsProvider("default").getCredentials();

} catch (Exception e) {
throw new AmazonClientException(
"Cannot load the credentials from the credential profiles file. "
+ "Please make sure that your credentials file is at the correct "
+ "location (/home/username/.aws/credentials), and is in valid format.", e);

FHER 2 : #1841t AWS Health API B Fig
FEAZTRINBICNEAER Y HEREIT AWS Health AF iR :

import com.amazonaws.services.health.AWSHealthClient;

AWSHealth awsHealthClient = new AWSHealthClient(credentials);

5883 : £/ AWS Health AP BRI S HE T

DescribeEvents

import com.amazonaws.services.health.model.DescribeEventsRequest;
import com.amazonaws.services.health.model.DescribeEventsResult;
import com.amazonaws.services.health.model.Event;

import com.amazonaws.services.health.model.EventFilter;

DescribeEventsRequest request = new DescribeEventsRequest();

EventFilter filter = new EventFilter();

// Filter on any field from the supported AWS Health EventFilter model.
// Here is an example for Region us-east-1 events from the EC2 service.
filter.setServices(singletonList("EC2"));
filter.setRegions(singletonList("us-east-1"));
request.setFilter(filter);

DescribeEventsResult response = awsHealthClient.describeEvents(request);
List<Event> resultEvents = response.getEvents();

Event currentEvent = null;

SEB 2 FHa1L AWS Health API A Fi
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for (Event event : resultEvents) {
// Display result event data; here is a subset.
System.out.println(event.getArn());
System.out.println(event.getService());
System.out.println(event.getRegion());
System.out.println(event.getAvailabilityZone());
System.out.println(event.getStartTime());
System.out.println(event.getEndTime());

DescribeEventAggregates

import com.amazonaws.services.health.model.DescribeEventAggregatesRequest;
import com.amazonaws.services.health.model.DescribeEventAggregatesResult;
import com.amazonaws.services.health.model.EventAggregate;

import com.amazonaws.services.health.model.EventFilter;

DescribeEventAggregatesRequest request = new DescribeEventAggregatesRequest();
// set the aggregation field
request.setAggregateField("eventTypeCategory");

// filter more on result if needed
EventFilter filter = new EventFilter();
filter.setRegions(singleton("us-east-1"));
request.setFilter(filter);

DescribeEventAggregatesResult response =
awsHealthClient.describeEventAggregates(request);

// print event count for each eventTypeCategory

for (EventAggregate aggregate: response.getEventAggregates()) {
System.out.println("Event Category:" + aggregate.getAggregateValue());
System.out.println("Event Count:" + aggregate.getCount());

DescribeEventDetails

import com.amazonaws.services.health.model.DescribeEventDetailsRequest;
import com.amazonaws.services.health.model.DescribeEventDetailsResult;
import com.amazonaws.services.health.model.Event;

import com.amazonaws.services.health.model.EventDetails;
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DescribeEventDetailsRequest describeEventDetailsRequest = new
DescribeEventDetailsRequest();
// set event ARN and local value

describeEventDetailsRequest.setEventArns(singletonList("arn:aws:health:us-

east-1::event/service/eventTypeCode/eventId"));

describeEventDetailsRequest.setlLocale("en-US");

filter.setEventArns

DescribeEventDetailsResult describeEventDetailsResult =
awsHealthClient.describeEventDetails(request);

EventDetails eventDetail = describeEventDetailsResult.getSuccessfulSet().get(0);

// check event-related fields

Event event = eventDetail.getEvent();
System.out.println(event.getService());
System.out.println(event.getRegion());
System.out.println(event.getAvailabilityZone());
System.out.println(event.getStartTime());
System.out.println(event.getEndTime());

// print out event description
System.out.println(eventDetail.getEventDescription().getlLatestDescription());

DescribeAffectedEntities

import com.amazonaws.services.health.model.AffectedEntity;

import com.amazonaws.services.health.model.DateTimeRange;

import com.amazonaws.services.health.model.DescribeAffectedEntitiesRequest;

import
com.amdescribeEventDetailsRequestazonaws.services.health.model.DescribeAffectedEntitiesResult;

DescribeAffectedEntitiesRequest request = new DescribeAffectedEntitiesRequest();
EntityFilter filter = new EntityFilter();

filter.setEventArns(singletonList("arn:aws:health:us-
east-1::event/service/eventTypeCode/eventId"));

DescribeAffectedEntitiesResult response =
awsHealthClient.describeAffectedEntities(request);

for (AffectedEntity affectedEntity: response.getEntities()) {
System.out.println(affectedEntity.getEntityValue());
System.out.println(affectedEntity.getAwsAccountId());

$E% 3 /A AWS Health API 2EREVEEHEHA 40



AWS Health EREER

System.out.println(affectedEntity.getEntityArn());

DescribeEntityAggregates

import com.amazonaws.services.health.model.DescribeEntityAggregatesRequest;
import com.amazonaws.services.health.model.DescribeEntityAggregatesResult;
import com.amazonaws.services.health.model.EntityAggregate;

DescribeEntityAggregatesRequest request = new DescribeEntityAggregatesRequest();

request.setEventArns(singletonList("arn:aws:health:us-
east-1::event/service/eventTypeCode/eventId"));

DescribeEntityAggregatesResult response =
awsHealthClient.describeEntityAggregates(request);

for (EntityAggregate entityAggregate : response.getEntityAggregates()) {
System.out.println(entityAggregate.getEventArn());
System.out.println(entityAggregate.getCount());
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PR E M AWS Health

MERZEM AWS RESEBEIEF. 558 AWS BF | BRI UZHRNER P ONERRE | L8
EAmERZEHRABHEFIRMEES.

ZE2MR AWS EECEBNARERE, AFSEEAKEERAERNEZSYE  NBRPNZTSM

- BEIRMNEZEH - AWS B EREE Cloud AWS F#1T AWS BRIV EBZE. AWS L ABERMHAR
SFERANERE, FAWS ERFTEDR  FZFRRASSEHIENRIBIRMZLENENH. BET
RBERNEEETE AWS Health , 582 BAWS S 5TEIH RGEE,

- BN Ret - ENEEECAREER AWS NIRRT, G4 ASEHEMEE  SHERIREM,
NRMER , URERARNERNER.

ARG BYAR T A E SR REA LR EEEE AWS Health, T3 =R FMAERE AWS
Health AR &ML ERER AR, BOE T HMAERHM AWS BRI B EEEZ A RE AWS
Health &R,

FE

. FHERRE AWS Health

- WEDFFIREE AWS Health

. £ PRISEAEE AWS Health

- HEHRERTE AWS Health

« FHYFEME AWS Health

- PHERREKEZS AWS Health

o FEVAERERN IR 2 #T AWS Health

- NEZEHEEHK AWS Health

P ERRE AWS Health

AWS AESEEEBRARN FHERMERE, NEEAR , AWS EEREBEHTHE NEHEREK
AWS Ein, SFERHBTHERRE L EEATWEHE, SHEKEIRER AWS R NE£iE
ENEEEE. UFERRLENFAET K F2REABLEEABES. NFERREBMNERREN
HREA , F2EAWS R HEEE LHAWS HEEEEZEF GDPR MHERXE,
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ERERREEN , RPEBERE AWS IRE BEAER , WA AWS IAM Identity Center 5, AWS
Identity and Access Management (IAM) X EEBBIEAE, Mt—K , SEACHEDBRISESRETK
HEBPAANTT. BAEEREFEATIAXREER

- BERFHECRAZEZEZRE (MFA),
« £/ SSL/TLS & AWS BERBH. RMFEE TLS 1.2 WEHEMEA TLS 1.3,

. {$F SRE API MR EEEISE8E AWS CloudTrail, TNEAERI{EA CloudTrail B MHEEL AWS SEEIH
B, B2 BAWS CloudTrail  ER&ER) RHER CloudTrail B,

- EF AWS MEMARAR , UREPHWAERERZ S AWS R,
- FRERNZELZSRE (B0 Amazon Macie) , #BIEREMIRZEMFE Amazon S3 HWEIRE R,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
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AWS Health EREER

lEAWSHealthFullAccessBUIRER TER Y T 5EB B EFEE

RRFASE A AWS Health B8P EIRE AWS MEBIRIRTHAE
AWS Health £ & F# AWS Health &R

AWS Health API 2 /EFE A

BRBRE AWS 8 — 5 iR S HEBIER

BAAEERF WEBEN (OU)

Example: AWSHealthFullAccess

JSON
{
"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"organizations:EnableAWSServiceAccess",
"organizations:DisableAWSSerxviceAccess"

]I

"Resource": "*",

"Condition": {

"StringEquals": {
"organizations:ServicePrincipal": "health.amazonaws.com"
}
}
},
{
"Effect": "Allow",
"Action": [
"health:*",
"organizations:DescribeAccount",
"organizations:ListAccounts",
"organizations:ListDelegatedAdministratoxrs"”,
"organizations:ListParents"
]I
"Resource": "*"
}I
{
5 5 BER g 53




AWS Health EREER

"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "*",
"Condition": {
"StringEquals": {
"iam:AWSServiceName": "health.amazonaws.com"

}

(@ Note

Bt AT LAE A Health_OrganizationsServiceRolePolicy AWS ZEHE , & AWS
Health AT AR AERI P HAIR SV EMH ., WEFHER  F2EEHA WREEEAE AWS
Health,

HAERW AWS CLI 5 AWS API IWEAE | BAZEEAHFREEEEHT, k2 , REAFFIA
SIRERHIT 2 API EENEER T T .

MEFHMET , F2HE (AM ERERERE) PRFMEFAIIERE,
AFFEREREMMAE ST

WEHE RENMEIEEEK , A5 IAM FREREKRMBMBAEAES N AREZERR, WBEE
AEETEATHMEA S AWS CLI AWS APl LB R A X TR BENEFT,

"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",

iam:ListGroupsForUser",

jam:ListAttachedUserPolicies",

iam:ListUserPolicies",

iam:GetUser"

=
]

AN
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
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]I

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

FH AWS Health &R ARF AWS Health API

AWS Health &XRRBEARFTE AWS IRE., AWS Health API EiE B A EHF AWS Business Support
+, AWS Enterprise Support 3 AWS Unified Operations FtEIHIRS . MEFHMEFA , FSEZE.

BELER IAM ZUER (FRE. #E8AR )  RARRFELEREFE AWS Health Dashboard
M AWS Health APl 895,

BIRTES |, IAM A EE X7 E AWS Health Dashboard 3 AWS Health APl, &AL IAM BURE
EEE-FHE. FAEHESAR K EFAEFEIRF AWS Health (W&, WMFEFHEER , T2
MED (EAE. BENAE®) W IAM BEHE,

FEEREN IAMEREZR , BUUACBEERAEREENNZG, AR, tMATUEALWIRSE | I
FRARPBENEAREEKEAR AWS Health Efl, MEFMEF , BB EAE N AEANZWIIES,

(® Note

B H# AWS Health Dashboard FFAJ#Y IAM A EHIRE LA AWS IRISHEEAREEA
EEHELFZEIE , 9IFETFRERA AWS & IDs , 5l Amazon EC2 #11T{E & IDs. EC2 #11T
EIEE 1P it F — kL & BA,

5 7 B BRE 55
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AWS Health EREER

Flan | N8R 1AM BUER{ER T AWS Health Dashboard 1 API B9 AWS Health fZEUHE | BIBGER
EANFERAESACYUEERER AWS lRENEBERZANATEER , BIEREM IAM BUR
FRAFZFEE,

A LAE A M{E APIs ##4H AWS Health,

- {EBIMRE — B A LAEA DescribeEvents 1 DescribeEventDetails S /EREBEIKRE AWS Health
EHEREER.

- {EBIRE - B O LUER DescribeEventsForOrganization 1 DescribeEventDetailsForOrganization
FRE , LEBBREEB RS AWS Health WS H4HERIEA,

MBTA AP| BIEMRAEET | B AWS Health AP| 8,

18 51 Ep 4

A LG IAM BURHY ActiontEERES health:Describe*, EAFFEEN AWS Health &R ARA
AWS Health, AWS Health X#ER#% eventTypeCodeH FRIEHEEH K ZEUEH,

PN EAEY

W BUERBRIR R F¥ AWS Health Dashboard F14F{@ Describe* AWS Health API #{ERY7ZER
B, flmn  EFHBERY IAM EHETLAER B89 AWS Health X4k , AWS BEEXEA SR
DescribeEvents APl AWS Health #/E.

Example : R FEUE

JSON

{
"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [

"health:Describe*"

1,
"Resource": "*"

H

}
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https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeEvents.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeEventDetails.html
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AWS Health EREER

EBFE

LEBURBRIR I 3E 48 2 HL AWS Health Dashboard 1 AWS Health APl, EE BRI IAM EH & &%
AR B AWS Health &R AWS BB R A |, thEEMIU{E AWS Health API 4,

Example : E4BFH

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Deny",
"Action": [
"health:*"
]I
"Resource": "*"
H
}
R R
MREELEMA WAEBRIE AWS Health , B24HALFFFEL AWS Health 1 AWS Organizations &
(=

IAM BURH) ActiontESLBEEE T -

 iam:CreateServicelinkedRole

* organizations:EnableAWSServiceAccess

* organizations:DescribeAccount

* organizations:DisableAWSServiceAccess

* organizations:ListAccounts

* organizations:ListDelegatedAdministrators

* organizations:ListParents

BE [ REE APIs FRERLIFEA , F28 (AM EREER) F8 AWS Health APIsHIE ZE &Y
BE.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awshealthapisandnotifications.html#awshealthapisandnotifications-actions-as-permissions
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® Note

BRAERARBEBERFNZAESR , B8 8EFE AWS Health APIs AWS Organizations.
MEFHMER , FSEABIRFEEZ AWS Health S,

A EF1ZEL AWS Health #Bi&# 18
WHERRN SR FEABRRIEEFTEMNFTE AWS Health #1 AWS Organizations Ej#ERY ZEUE,

Example : f25F AWS Health B8R 7E

JSON
{
"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"organizations:EnableAWSServiceAccess",
"organizations:DisableAWSServiceAccess"

]I

"Resource": "*",

"Condition": {

"StringEquals": {
"organizations:ServicePrincipal”: "health.amazonaws.com"
}
}
},
{
"Effect": "Allow",
"Action": [
"health:*",
"organizations:DescribeAccount”,
"organizations:ListAccounts",
"organizations:ListDelegatedAdministratoxrs"”,
"organizations:ListParents"
]I
"Resource": "*"
}I
{
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"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "arn:aws:iam::*:role/aws-service-role/

health.amazonaws.com/AWSSexviceRoleForHealth*"

}
]
}

BB 1FHL AWS Health {818
R BRIR K IE A FHL AWS Organizations EiE , B AFFEEEBIRS AWS Health BV EE,

Example : $E4& AWS Health B 1R 17E

JSON
{
"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"health:*"

1,

"Resource": "*"

},
{

"Effect": "Deny",

"Action": [
"organizations:EnableAWSServiceAccess",
"organizations:DisableAWSSexviceAccess"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"organizations:ServicePrincipal”: "health.amazonaws.com"
}
}
}I
{

"Effect": "Deny",

"Action": [
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"organizations:DescribeAccount",
"organizations:ListAccounts",
"organizations:ListDelegatedAdministrators",
"organizations:ListParents"

1,
"Resource": "*"
},
{
"Effect": "Deny",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "arn:aws:iam::*:role/aws-service-role/
health.amazonaws.com/AWSSexviceRoleForHealth*"
}
]
}
(@ Note
MEERERFHANEAESIFEACDE IAM BEE |, BB AWS Health 45 E BUR BRR =X
BEZBE,

RIZERABRBENFAY IR

AWS Health %18 DescribeAffectedEntities 1 DescribeEventDetails AP| #2/ERY IAM 1§44, Ea] LUfE
AERMNBIERGHERPREE AWS Health APl i FEHE. BHEIACHNEH,

EEEERM , FEWN IAM BURM Condition BHRHERE Resourcet®z, LA LMEAFREGT , R
B4%F AWS Health =4 {LBR S 12 HL,

EREBERPIEE AWS Health S48 | ATUAERA T I

+ eventTypeCode

* service

® f&&

« DescribeAffectedEntities F DescribeEventDetails AP| X B E REMKIFA, Hla0 , &
LA M BUR R AL RF R IEAB 45 TE AWS Health =4,
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AWS Health EREER

« DescribeAffectedEntitiesForOrganization 1 DescribeEventDetailsForOrganization API 4

T EERERET.
- MEFMEA , 7208 (RBRESE) T8 AWS Health APIs MIBHIEVE)E, ERM M
#5l8,

Example : SAEI4E & E #0954

L BURBRIA T 32 F ¥ AWS Health Dashboard 1 Describe* API #24E/H AWS Health ZEUE |, {BIE4E
FEEE Amazon EC2 HHEFHVET AWS Health =4,

JSON

{
"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": "health:Describe*",

"Resource": "*"

}I
{

"Effect": "Deny",

"Action": [
"health:DescribeAffectedEntities",
"health:DescribeEventDetails"

]I

"Resource": "*",

"Condition": {

"StringEquals": {
"health:sexvice": "EC2"
}
}
}
]
}

Example : LERAERBHH 4
DUTHEEHERNMR , ERKA Resource Tk,
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AWS Health

ERAEER

JSON

"Version'":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"health:Describe*"

1,

"Resource™: "*"

},
{

"Effect": "Deny",

"Action": [
"health:DescribeEventDetails",
"health:DescribeAffectedEntities"

1,

"Resource": "arn:aws:health:*::event/EC2/*/*"

3]

Example : eventTypeCode &4

L BUEERIA R 218 F ¥ AWS Health Dashboard 1 Describe* API 24 AWS Health FEUE |, {B3E

BEFEEMEE eventTypeCodef8&F AWS Health I ZEHAWS_EC2_*,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "health:Describe*",
"Resource": "*"
}I
{
"Effect": "Deny",
"Action": [
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"health:DescribeAffectedEntities",
"health:DescribeEventDetails"

1,
"Resource": "*",
"Condition": {
"StringlLike": {
"health:eventTypeCode": "AWS_EC2_*"
}

/A Important

R IBIFEN DescribeAffectedEntities 1 DescribeEventDetails &4 , M AR EFE AWS
Health E4HETH |, BIE@ETR AccessDenledExceptlon fHER. WMEFHMEA , F2EY
AWS Health & % fZEUEITHER K.

¥ AWS Health B 2 MEFEEETHER
FERATHEFARZEFESERER F 1AM AWS Health B A g8 2N E RS,
£

o BABREE PHITEIME AWS Health

FARERESHIT iam:PassRole

BREERARNERSE

BEEEE , REAFHEHMAFE AWS Health

BAEE AT AWS IREIWAEFEEL AWS Health R

BABRERE PHITEF AWS Health

MR AWS EEFE A EREEEHNT BE , AL FARBRENEESES R . ENEEERALIE
HERERBNEBHAL,

EfEA &R B R AWS Health Dashboard 2 AWS Health API 2R AT B , &5
T~AccessDeniedException#&iis
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https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeAffectedEntities.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeEventDetails.html

AWS Health EREER

EEERT , FRENEEELARBREN/ T ERE TR,

AWS Health APl EE3& EH # AWS Business Support+, AWS Enterprise Support 5 AWS
Unified Operations T &IAWS &, MREHRIZH AWS Business Support+, AWS Enterprise
Support 2 AWS Unified Operations &+ &I#y &= /04 AWS Health API , BI€EE T 5I$ER

B% : SubscriptionRequiredExceptions,

EAREFZEH 1T iam:PassRole

MBHRKREIEE | SHEKREIZEEIT iam: PassRole B , BHBENLEEH , i
% AWS Health,

TR AREE

BE AWS B# AIREEREACEEGERE K MAREVFNEBEXACIRBEELE, NFH
TR , L ARERACBEEZ BB,

F A marymajor B IAM EAEERERA TR EE AWS HealthP SUITEIMERF |, 24 T SIS IR,
BR , BFERBHEEBRBACR TN, Mary REKACERGRBEAIFT.

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEEBRT , Mary BERAAEH , AFFHEIIT iam: PassRole Bk,
MREEEGE , BHEEN AWS EEE, FHNEESRHENEARTE,
BEERBENENESE®

HEEML IAM ERAEFEMERE , EUUBRKREENFNZR ID. B2 , BEEBABRENLE
FHER, FRERTRRER  SL4ABRUFTNFHERY.

EHEBIEMEZS : FEHEE® ID (5l AKIAIOSFODNN7EXAMPLE) MAAZRZELE @ (40
wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY), MEFEAEBZBNERE A S4B —EBERHE
£ ID MAZREHSWMEBRBLNFER. RONBZNERAEEBNZE—&K , T2 EERENER

/A Important

AARENENERERIGE=7  EERMBBSRENEEEAE D, EBERM , BTN
BEAKATFEEN AWS 1RF,

SEBHEAR 64


https://aws.amazon.com/premiumsupport/
https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-identifiers.html#FindCanonicalId
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RUFRSHRYE  CRNIERT , EREKFNLN D ALEFNSRRTERLLE, LEF
WMERARELRT CHRERT K, EAEXTAEFRES , CAESHHERLBITLTIL
1 1AM R &, £8STUREMAFNER, ELDAMAFNES , CAEEMRILN—ELH
o, FHBUFOSRY, BERRRY  BSM (AM EREEE) PHEBENSM.

EKEREEES  REAFHMAFEE AWS Health

BEEAFHMAFER AWS Health , BXERHFIRTFEEFRNASHEAREN, MREEA AWS
IAM Identity Center B A BMERARERN , BT T EERGEAEREE , UESHEFEER.
AUSESRBEY IAM BEK , YEERGEZASHEARMEBN IAM A&, WEFMRER ,
S HEAWS IAM Identity Center { SEFEER) FHFRFAIE,

MREFRZHEMA IAM Identity Center , BIXERAZTEFINASHEAERREY IAMER (EAER
AR ), CEZLEKBEREEIER £ AWS Healthd B T ERHNFT, BTHA% , BB
AERRHEEEAEIEAEIHBAS. MEERAELEAERREFRAWS, EEE—F THIN
Y IAM ERE, BE. BERMFY , F28 JAM £AEER) F6 IAM 529 MEBCEMFT T,

RIBERFT AWS IRF I AEFEIFED AWS Health EIR

BAHEY —EAe  BHMARFHINERAEINEEBATHNAETIRENER, BUNUIEEERFH
LEFYHDEXAR, HHTEERERNBERIFIUZFIEE (ACL) MR , &R LUE R ARL
RRET AEFRUENE RN,

MEE—FTH K F2EUATRE .

- BETH B AWS Health ZEELINEE , F52E AWS Health Z{AEH 1AM,

- BETHENMRESHES AWS tRF WEREDE , F260H (AM EAEER) FWESHES AWS
RE K% —E P8 IAM EAERHEFIE.

- BETRINMIEERNEFIMERMEHBE=H AWSIRE | 528 (AM EAEIER) NS FEER
HIEE=H AWS IRF A,

- METHNMEBBKS S 2 RUFIE , F268 (AM £RERER) PHBEFIRREEGENTE
THEIRENERE BMSE D).

- MFTHREAAEGNEREBRRETERFFRNCEANZR , 528 (AM £REER) 8 IAM
R ES IR S EREFR
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html#Using_CreateAccessKey
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
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A WIRIEERE A E AWS Health

AWS Health use AWS Identity and Access Management (IAM) fRi&E#E A€, REEEACRERE
BE WKE— IAM ABEE AWS Health, REEZABH REER , AWS Health X I 2R AWS
fRi% A& EM FrENERF .

BRI LAE A RIS ERE A BHEITERE AWS Health |, A BRFEFHIESLENFA, AWS Health @ EHH
REEEAGNSTT , BRIEZHEE , TR RAE AWS Health BIEHAR®, EENTFTELEESEBEN
FFAIEGR |, W ERRFF AT BUR TR E B E M E i IAM B,

B AR5 E 45 A B EF A AWS Health
AWS Health EmEREELZAE

« AWSServiceRoleForHealth_Organizations — Itk & {51F AWS Health
(health.amazonaws.com) BEAER AWS ki AEFEH . EZFNHACRE
Health_OrganizationsServiceRolePolicy AWS ZEEBR,

« AWSServiceRoleForHealth_EventProcessor — It B ®{EF AWS Health REZFEA
(event-processor.health.amazonaws.com) A&EEZAR, EEIHACRR
AWSHealth_EventProcessorServiceRolePolicy AWS SEHX., RETHEER ARNKE
AWS E4ERIFE FER Amazon EventBridge R E#H Al, WRAIZE AREVIIRSE AWS IEF RNHE
TREREEFAMENEREME AWS Health,

WFE AWS REBRNFHE , FSEH AWS B ZEBE AWS Health.

A BIURKELAE AWS Health

B EEE T AWSServiceRoleForHealth_Organizations [RIEE#E AR, EEFLY

EnableHealthServiceAccessForOrganization #4ERF , EEIIRF R A& AWS Health 237 bk R BERE
At

B ABEER P P FEE IAWSServiceRoleForHealth_EventProcessorfRiEiE B, MEFMET |
B2 (AM EFHEER) AW TETREEEAE,

fR¥E M BRI ERE A AWS Health

AWS Health T AFRRERBEE AR, RATRESEEESS2ERKERZAR K FIUBRELER
VA REBFEHERE, A, BUEH IAM RFEACER, NEFHHEENR , #2680 AM EAE
B PHEERKEEAR,

ERRBERAR =


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://console.aws.amazon.com/iam/home?#/roles/AWSServiceRoleForHealth_Organizations
https://console.aws.amazon.com/iam/home?#/roles/AWSServiceRoleForHealth_EventProcessor
https://docs.aws.amazon.com//health/latest/APIReference/API_EnableHealthServiceAccessForOrganization.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#create-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role

AWS Health EREER

fBR MY RIS ESS A © AWS Health

= EMIBRAWSServiceRoleForHealth_Organizations & & |, #& 2478 5t LY
DisableHealthServiceAccessForOrganization #4E. A% , B LUEIR IAM £#2 &, IAM API 5
AWS Command Line Interface () filBk & &AWS CLI,

Z EMIBRAWSServiceRoleForHealth_EventProcessor& & , 584 AWS X1 WERMfI%E AWS =
HEANEEFBHENTEER., WEFTRE , B LUEB IAM £i#E. IAM AP = BIKRE—£A
& AWS CLlI,

FEEEER

MEFHAES , F2E (AMEAEER) PHEARKEERSE,

AWS 1y ZE B AWS Health

AWS BEEFRE AWS AWS SERFR Y AERNBHIRE SEATSHARARMTT , UESL
TUBBEH TG EAE, HENAE,

AARCE , AWS RERRARTERTFTRECARFINSEERTT , RAELFTAHAE AWS &
FfEM. RM2BEERRENEARFINEFEERE  UEE -SRI,

FEEBE AWS SEBRPERNTT, R AWS EH T AWS EBRPERNTT , IEHER
EHREENMBERRIAGD (ERE, BEANAG ) . BN AWS BRI REISHAT API R4AETTH#
RERBEAR , AWS HBTEEH AWS ZEBUXK,

WEFMEF , F2EH IAM EAEEREPR AWS ZEHE,

AWS Health EET % SEBR.,

RE

« AWS ZE B : AWSHealth_EventProcessorServiceRolePolicy

« AWS ZE K : Health_OrganizationsServiceRolePolicy
« AWS ZE B : AWSHealthFullAccess
+ AWS Health AWS ZEBERNEH
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AWS ZEBER : AWSHealth_EventProcessorServiceRolePolicy

AWS Health 8 AWSHealth_EventProcessorServiceRolePolicy AWS ZEHE., IWFERFREE
Z AWSServiceRoleForHealth_EventProcessor RIS EE AR, WBRAHRKEEAERR
BEREE, BEEBILBERERE IAM BB, NEFAER , B2EEH WREEEAE AWS

Health,

SEBREETHEFT , AWS Health AFF FH AWS E4E R F1E FER Amazon EventBridge #i
|

7N\

—

o

FTAIRFIRE A
BRI ENUTHT,

« events — #HIRFAMBR EventBridge # 8l , WiHIRMEFNIELLF R B &,

JSON

"Version":"2012-10-17",
"Statement": [
{

"Condition": {
"StringEquals": {"events:ManagedBy": "event-

processor.health.amazonaws.com"}

},

"Action": [
"events:DeleteRule",
"events:RemoveTargets",
"events:PutTargets",
"events:PutRule"

1,

"Resource": "*",

"Effect": "Allow"

"Action": [
"events:ListTargetsByRule",
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"events:DescribeRule"

1,

"Resource": "*",
"Effect": "Allow"

MEBKRESERNBE |, 528 AWS Health AWS FEBENEH.

AWS ZEBUER : Health_OrganizationsServiceRolePolicy

AWS Health f# f Health_OrganizationsServiceRolePolicy AWS S & B X, WEEBRFEES
AWSServiceRoleForHealth Organlzatlons REEEAR, LBRAFREEGEACABTER
Bi{E, SEERMBERERE IAM BB, NEFAER  F2REH WREEEAE AWS Health,

LEBERFEFA , AWS Health f5F FEUE/ERRBAEBR R A X E AWS Organizations &
TR R E A

HBEREE LT,

- organizations - FREA FHIES AWS BR# , AWS Organizations S\ & AT 82 Organizations &
AN .

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"organizations:ListAccounts",
"organizations:ListAWSSexrviceAccessForOrganization",
"organizations:ListDelegatedAdministrators",
"organizations:DescribeOrganization",
"organizations:DescribeAccount"
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1,

"Resource": "*"

MERRBENEE |, FBH AWS Health AWS ZEBEE EHo

AWS S EBHE : AWSHealthFullAccess

AWS Health 8 AWSHealthFullAccess AWS SEBR, BERERTER (AMFRHESAG ) &
AWS Health 5K FEE, WFFMAER , F2EFEH AWS Health 2 &,

SRR
BREDEUTH,

« organizations - BUAZEA AWS Health @B AEIIRSE AWS SRR TIEE , WRREEEIR
FrEBEN (OV)

 health - ZEL AWS Health API 2 /EF1E 41

« iam- BILEFEREH AWS Health IAM A

JSON

"Version'":"2012-10-17",
"Statement": [
{

"Sid": "OrganizationWriteAccess",

"Effect": "Allow",

"Action": [
"organizations:EnableAWSServiceAccess",
"organizations:DisableAWSSexviceAccess"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"organizations:ServicePrincipal”: "health.amazonaws.com"
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"Sid": "HealthFullAccess",

"Effect": "Allow",

"Action": [
"health:*",
"organizations:DescribeAccount",
"organizations:ListAccounts",
"organizations:ListDelegatedAdministrators",
"organizations:ListParents"

1,

"Resource": "*"

"Sid": "ServicelinkAccess",
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "*",
"Condition": {
"StringEquals": {
"iam:AWSSexrviceName": "health.amazonaws.com"

}

MEBRBEMNFE , FSH AWS Health AWS ZE BRI E

AWS Health AWS S EBRNEHN

AR B RFEFARIEMNHELLE E AWS Health AR | AWS SEHEREFNNFMAENRA,. NEERLLER
SENBEHHIREE , FBFTE W XHES L AWS Health EER RSS fE,

TRREAH 2022 F£1 A 13 B2 AWS Health SEHRFENEEFT #H,
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AWS Health

g% iR A Hf

AWS ZE B : AWSHealth AWS Health E#% AWSHealth 2023 £ 10 A 16 H

FullAccess - ETIRABBER

AWS ZEBE : Health_Or
ganizationsServiceRolePolicy

- EMRABER

SERMH AR

FullAccess BURIER £ AWS
GovCloud (US) Regions &
[EiF,

AWS Health #7118 AWS
Organizations B , LA AFF
BR A IE 4 A B 1R 7T B R L 5
AWRE AWS FARFE AWS

Organizations,

£%F AWS Health SEBER

SE

£ HEcaMEEHE AWS Health

[=1=5"7 j:"'a

BT H |

« Amazon CloudWatch AWS S EIRFEZ R AWS ERFEE LHTHERAER, &
UREREER ,

HHER, BIU BRI ERE ,

MEE AWS Health F1Eftt AWS R ARV AT FEME, THEMMENEELT S
ZLEEE AWS Health, EIREERR |, WiBRFERENENE

2023 7 H19H

20231 A 13 H

o AWS RRHT 5

A LA SR B

45 TE HE 1RE B S TE 1Y RR (B B AR S ERELEN 4B 41

m , & A LAGE CloudWatch Bt CPU A &= H Mt Amazon Elastic Compute Cloud (Amazon EC2)

HTERESR  YEFTEREBRBDFONITER. WEFHEA  F

EREEE) -

« Amazon EventBridge 12 ftnear-real-timef) R EH B R
EEB I EHEEREE, ZAUEERA

B EELEE, WFEFMAEF , F2BAWS Health £4 Amazon EventBridge

289 (Amazon CloudWatch

, iR AWS BRI EE, EventBridge X
, EHM AWS REAEESRESH W EELSHRE

Ei2 hEH,

« AWS CloudTrail E# BN IRFE R HRAL T AWS BHNIRE R H API FEIFFEEES |, XA

HREERMNEEIEEN Amazon Simple Storage Service (Amazon S3) 1ZETEE,
ITREALEY SRR IP shait |, AR IR R, MEFMER

MEREFIRE AWS, #
CloudTrail fEFA&EIER . o

MEFMET, , S

SR E 3 AWS Health,

4 7] LA ol W Ly
nﬁ/ Eﬁ rAWS

1£ PEDEEMESIE AWS Health
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& RERSE AWS Health

BETH RS AWS B R ESRTENEER , F2RAWS R SR SEHERNRRBIFLER
EBHERETE, MF-—MRER , F2EAWS &5 E

A LAER TEE=FEZIME AWS Artifact, NEFHMER , F2E THEES in AWS Artifact

BER BRNESREE AWS R BURRERNEEN, BLANEREE , UARERAERENER.
WMEER BREREENFMEN AWS R , F2H AWS £ X,

h Y EE M AWS Health

AWS £IKERRERUL AWS BEMATARSAERZE, AWS EESRHEZEER 2 REMEEHN T
RES , ELXTHEHREKLEE, SHEENSHERREERE. SBTRAESE , SN RIRFENE
REANERE , ETRAES BEBREBENASRETE., TRESNTAL, FEEINERERE
RN, IRE-HSEERPONERERREES.

AWS Health E4SEZETHAESERFNES., A ETERET LI Health EHREX = AWS
Health APl EFETE M. & AWS Health SRS A/ AR EMAREEMN 90 X,

mFEAWS BFM A RAWFMER , FSE AWS £IREWFE,

PR EBREZ S AWS Health

ERSERE , AWS Health %] Amazon Web Services : 222 FHE QR EPAMRN AWS £k
MRELEFHNRE,

BT LAMER AWS Z4H9 APl FEIY | AWS Health SEBMAREE . A FiwH4ZAXE Transport Layer
Security (TLS) 1.0 REFH A, ZEFEA TLS 1.2 REFHRA, AFREMEZBERBTEEEIE
(PFS) MEZTEEM , HlEREE Diffie-Hellman (DHE) 4% B h #RE& B Diffie-Hellman (ECDHE), BHAXR
R (W0 Java 7 MIEFTRAR) AZEXEELER,

WA, ERAEAFEAFIREE ID ME IAM TREBRBAALRENEBRES, XE , BULLEB
AWS Security Token Service (AWS STS) REL ELZ 2 BERESBHEK,

th Y 4B RE RO 20 41 AWS Health

EREM IT Z#FIREF AWS B ENHERE. MEFMREFA ,

T
s
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HNEZ 2 BEEHK AWS Health
F2ETHER WREEH AWS Health,

£FF AWS Health FHEHETREFT

A FRAENFEANSREFIRRFFIS , EBRRERERNERER, i, B AFF AWS Identity
and Access Management (IAM) £ & ZE Health &#fR®, B2 , BUERAFR —ERAEBRAR
£ F 1ZEL AWS Organizations.

MEHMMEER |, FHSRBAWS Health B9 B B EE14,

¥218 Health B4R ER

Health &tk REREEH , SUHEMTEZEENIRFREARINSEG, flU , BUEgKRE EIR
WEMHBA , FIINFEEFHE Amazon Elastic Compute Cloud (Amazon EC2) #11T{E .

MEHMMEER |, FHSBRBAWS Health EFRRAF,

AWS Health B2 Amazon Chime = Slack &

#RAT L AWS Health EE"‘EI’JH? RXKIEBEEES, HEASUWELMENEBEIFWEl AWS Health SHHE
H, MEFHMET , 5528 GitHub 8 AWS Health TE,

Bt AWS Health B4

AT Ll AWS Health B2 Amazon CloudWatch Events & , A EH IS EESHEMNELH ., &
CloudWatch Events SR ZIRFFE BR AN EHEF , BEWREBBA , RETUUKEEE, CloudWatch
Events EHEREFHIFEN , HtEXBEEABENNERREFTEN EEHPEEE LR,

EREERT , EEHE AWS Health BHMEH. WRBEESEER , EHERSHREXERE
(HEFREILE ) BiE, BALELEHFEEE CloudWatch Events , B RGERIELEH,

MEEFHMEN , FSBAWS Health £ Amazon EventBridge E532 FEE 4
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FEIR F &4 AWS Health 44

BIFTEER |, B LUEH AWS Health R E — AWS 1RFE AWS Health BEH#, REFEH AWS
Organizations , th AT LLEE i tR BB EBAY AWS Health B4, WWIhRE T B EFHEEE — iR SR EM
EIME. &7 LAE A ER R R RBIREE AWS B, IRFMBREHNE4,

B UEESEH | UBHIESTSRESHEZENIRS , IWEIZSRENEHN, A%, BUERA
BEARTBEEMEHCEEBEBNERMEESH. FALIIERER TR UEETEETIEXNBESE
AWS B IRFEENHE AN B E,

BEEERERAZREEEYEE | i AWS Health B RENEEEEREKEIRE, EEEEER
FRERFEASZS T AWS Health WEH., ZEREEEDATELRHEHETEIRS  BFABBRKEHYEE
HELEVTE) AWS Health FTER AT B4,

/A Important

* AWS Health REEBPNIRFEENEMH , RAESHTH , EESEARRES  &RY
E 90 X, BMfEE Ap — S Rk S BB IRV AR

- HEBEHEMERAIATMER 90 X L EREEE M,

FORIRAF
EEFIEMRRZE LA
. BBBRAAE YA AR — B,

« L AWS Identity and Access Management (IAM) A& &2 &2 ABEIRE |, RIEE 1AM A&,

BHA U LEBNEERETNBREREFDPBEAN (TEE ). WEHMEENR , #2080 (AMEA
EEmE) PHEE AWS ZNIEFIRFERAEFIEE,

- MRELLIAM ERAEFDEA , BBEEART AWS Health 1 Organizations EIEZEUER IAM X
& , Blan AWSHealthFullAccessER, WFFMEN , S EAWS Health 5 75 B BUIRE I,

ES- |
- BUABERERE
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https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#lock-away-credentials
https://console.aws.amazon.com//iam/home?#/policies/arn:aws:iam::aws:policy/AWSHealthFullAccess

AWS Health EREEE
- BEAESRE

- FREBRE

- EEEENEREESRE

R A E R

A LA AWS Health 124 KEE AWS BB T EEREESHNEFRNEIE.

FiE AWS X 1E FHEIF A LIE AWS Health A REREBRE  BEFENEA,

(@ Note

MRELEEAFEAEFR EEIRFPALLIhEE , ML BHREE AWSHealthFullAccess R
£, MEFHMAET , FSBAWS Health 59 B BEE &4,

Enabling organizational view (Console)

BT LA AWS Health £ & BABEBBER. BXEEA AWS BB EEIRS,
AR ABEER AWS Health &R 4R

1. 7E https : //https://health.aws.amazon.com/health/home BIRUIEHY AWS Health &R 4R,
2. ESEERT , ENAREERET | BEERE,

3. ERAEEMEEEL  EERAAEME.

4. (ER) mREBEESFE AWS B8 , SIMEBMEN (OUs) , FHEEEE AWS

Organizations,

WMEFHMEN , 5528 " AWS OrganizationsfEA &L FH AWS Organizations AF9,

ﬁil

® fm

- EERA AWS Health i8R AE  MKIRFEARFEETRIT , TREELSEN
R REST . RATLARBRA AWS Health T2 & |, HEBIRAE , E%‘“Tﬁag%ﬁﬁf#%
. BLEFERESH (EERMALNERZNEYNEN ) RESTREE 24 MRS E
HEBREENEBRRET.
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- WREH AWS Business Support+, AWS Enterprise Support 2% AWS Unified
Operations 58| , A LAFEAY DescribeHealthServiceStatusForOrganization AP ##4E3&
BERFAREE,

. EEBALLThRERF | BB Health_OrganizationsServiceRolePolicy AWS Z&
B AWSServiceRoleForHealth_OrganizationsW R EEACSERZTAB+H
WEEIRS, NEFHER , F2REH NERBEZ A B AWS Health,

Enabling organizational view (CLI)

& T LAME A EnableHealthServiceAccessForOrganization AP| 32 4E 3L A A& AR

IETLAE A AWS Command Line Interface (AWS CLI) S4& B C W2 X 15 3R R ALY L 3R 4E

® Note

« IRWABBEH Business, Enterprise On-Ramp =% Enterprise Support 52| 8EFEAY AWS
Health API,

- BYAFERARBIRE (HSEDIE ) BEwI.

Example

T3 AWS CLI s S EREMNIRF A LTI AWS . BAIUREBIRFHRAREEELENTLZ
ABNIRFERLR S,

aws health enable-health-service-access-for-organization --region us-east-1

THREXEEH ML EnableHealthServiceAccessForOrganization APl 4k,

Python

import boto3
client = boto3.client('health', region_name='us-east-1')

response = client.enable_health_service_access_for_organization()
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ERAEER

print(response)

Java

ERT S TR A SEAIERE AN Java 2.0 iR AWS R EH

import software.amazon.awssdk.services.health

import software.amazon.awssdk.services.health.

import software.amazon.awssdk.services.health.

import

software.

import

software.

import

software.

import

software.

amazon.awssdk.services.health.

amazon.awssdk.services.health.

amazon.awssdk.services.health.

amazon.awssdk.services.health.

model.

model

model.

model

.HealthClient;
HealthClientBuilder;

model.ConcurrentModificationException;

EnableHealthServiceAccessForOrganizationReques

.EnableHealthServiceAccessForOrganizationRespon

DescribeHealthServiceStatusForOrganizationRequ

.DescribeHealthServiceStatusForOrganizationResg

import software.amazon.awssdk.auth.credentials.DefaultCredentialsProvider;

import software.amazon.awssdk.regions.Region;

public class EnableHealthServiceAccessDemo {
public static void main(String[] args) {
HealthClient client = HealthClient.buildex()

.region(Region.US_EAST_1)
.credentialsProvider(

DefaultCredentialsProvider.builder().build()

)
.build();

try {
DescribeHealthServiceStatusForOrganizationResponse statusResponse =
client.describeHealthServiceStatusForOrganization(
DescribeHealthServiceStatusForOrganizationRequest.builder().build()

);

String status =

statusResponse.healthServiceAccessStatusForOrganization();
if ("ENABLED".equals(status)) {
System.out.println("EnableHealthServiceAccessForOrganization already

enabled!");

retuzrn;

R B AR
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}

client.enableHealthServiceAccessForOrganization(
EnableHealthServiceAccessForOrganizationRequest.builder().build()

);

System.out.println("EnableHealthServiceAccessForOrganization is in
progress");
} catch (ConcurrentModificationException cme) {
System.out.println("EnableHealthServiceAccessForOrganization is already
in progress. Wait for the action to complete before trying again.");
} catch (Exception e) {
System.out.println("EnableHealthServiceAccessForOrganization FAILED: " +

e);

WMEFHMER , F20 EARN Java BWAWS BRBREN 2.0 FEASREE,

EIGRUA L ThRERS | B Health_OrganizationsServiceRolePolicy AWS ZEH
KAWSServiceRoleForHealth_OrganizationsH R EEACEERZTHBTHNEERIIRE,

® Note

BALINERFRLERF , AFE—LRFETRESTTN, & Ay
DescribeHealthServiceStatusForOrganization R/ER B EE F I AREE,

AR AE SRR

&R LAER AWS Health =2 ARG AWS B EEREE4HNEFXRE,

B AWS X SHEIE8 A LAE AWS Health TR &R FEAEBSSIE K ETHENEH,

(® Note

MREREAFEHAEFENR BEERFARALLINEE | X BHEE AWSHealthFullAccessBUR
A, MEFHMEN , FSBAWS Health & 9 B BRI HI,
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Viewing organizational view events (Console)
ROAEMMRIR® , AWS Health SR REBTFIEIRFNEERES 4.

ERFIMAZERE , AWS Health @ B BIiSIRFH I EBBRE, ERFHRENERE X
RFENHEHTEBFRHKIABRET. ER  BANEANATE , ENATUUEHELEHK
% 90 X,

AWS RREESIRFEMNERAHNE , SREKRFHBERER 90 X, £ 90 REIEERE , 2
AWS K A M BRIR F B9 FT B R EH

- EERE[EFERB 90 X , BAIUHEFEEK, SWA LU EHFTEEE EventBridge R RIHEE
£/ , BEEBFEFRE S3 METEH.

- REAWS REBKESN , ELEMRRCRAMAMNIRFR , S8ARFEMH AWS BiRSREE
B8 , YERZRFHRBEEREFR,

- MEFEFHMEF , F2EEERHAKRS

/A Important
#HH AWS GovCloud (US) BiiHFHIEF :

- EERRRFE , FAROIRFER  RERMER. EEEMAKFR SR FNELNE
PR

@ Note
ECR AL TIRER , AWS Health 2 & A AREAWS Health ERR - IRIEIE (FikEERIB
E7T RNLBEN. EELREAUFEBREEBPHIRS. AWS Health ERRHH
B - RBEERERMEE AWS IR EF A AENLBEER,

BEBAE LT EE P RB AR SN
B RUH B AT Y 8 2

SR LAE AR BIE Y BB R 5 B AR R W Re 8 AWS BB EM |, Bl AWS R
MEE  URZEEEBH ER.
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mREBWREN

1. ¥ https : //https://health.aws.amazon.com/health/home BIRUIEEY AWS Health &R 4R
2. CEEERNESEERET  EEFBNSENEE , URERIEHRENEHS.
3. REEMH, AHHEARSIEEL , fULRRE4NTIMHEEBER -

- EHEH

- RE

- EEY/TTAES
- BRENIRFE
- PRI

.« EREE

- 5l

. R

HENSE
ERAFESERSIERRRAAELEABNINESH, ELEZHILAE RENFEEEEE,

HEA

ERABRARERERRBEBE L RPARKEABNAMAEOBEANNGESH, EARIESH
PlanBR@ie, REBHAMNZEIRE.

EHRF

B AE RSN BFRIFRERBRE AWS Health R RSB, ERREENTAEUNRE
RANRIENBERSIER , EE4AFRIERTSENNERRMNERFREER , SINEHE
Bl REMFEHRERE,

EEHARREIEBRPRREBRREES

1. 7E https : //https://health.aws.amazon.com/health/home BIRUERY AWS Health &R 4R,
2. ESEERT  EENESEFERET | BESHEF
3. HEEHART , BEEEHEE., EULRBETIEESHNER

- EHEE
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 HR

Viewing affected accounts and resources (Console)

HABEFERET |, BB ERST T E4NE[HEBERLENRS. S, R Amazon

Elastic Compute Cloud (Amazon EC2) #{TERRMZBE SR LESH |, HEPEE Amazon EC2 #

ITEBNIRF RS HREFMAEARSIERY, EAULBIREER , RARBIEIRFEEE,

miR

o A 0N

EXENRFNER

£ https : //https://health.aws.amazon.com/health/home BIRUEEY AWS Health &R 4R
ESEERNABEERET  BEEP—EARSIER.
BEEAZTEIRFENSH

BESZHENIRFRSIER,

BEETIRFFHFREAUBRIRFH TSIER

« B&RF ID

- IRFEH

- FEETFEH

- HBELL (OU)

RRARFUREAZZENER.

MRE 10 EARENER , FEEREFFEERUETRE.

BEMILBESHNIRS ID ETEE , BT TIEME

a. EXTEMNRFRSIERL , BIENEEGHERNSE  BEIRF ID, REEAIKRF ID, &—
R R ges A — @RS ID.

b. EEFER, SKWANKRFEETREBER,

WA BARIR

82


https://health.aws.amazon.com/health/

AWS Health EREER

Viewing organizational view events (CLI)

AR LLIhRER , & AWS Health BAARESHFEBBPIRFNSEH. ERFINALERE , AWS
Health & B BY#$ 0k 5 #7180 ZEBMWR

@ Note
AWS Health FEERUABEBRIRH , TRRFMEBPBENEL,

EIRFRRGHERR  ZMRFNHSEHTEFRHIEBRET, BR , RENSEHNAEE ,
BMHATUEHELEHRS 90 Ko

AWS R EESIRFEMNEMABNRE , SRERFHBERER 90 X, £ 90 RABEERE , &
AWS K X M BRiR 5 B9 TR BUR B #

- FEREBMEFERER 90 X , B NUHEFHE, £WALUE BT B1FE EventBridge R Al E
£/ , BEEBEFRE S3 RETET,

« REAWS REBEERER , ELEMRMCEMNIRFE , S8XIRFEH AWS ERAKREE
B8, Y EFRZRFHRBEERER

- MFFHMEF , F2EEERHAKRE

/A Important
#HH AWS GovCloud (US) BiiHFHIEF :

- EERARARFE , BAROIRFER  RRMER. EEEMAKFR SR FNELNE
PR

A LA AWS Health AP| 2 {ER BB ERE S 4,

Example : #RABRESH

T %) AWS CLI i P EEE BB+ AWS 1R FEHEEMREBEH,

aws health describe-events-for-organization --region us-east-1
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https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/close-account.html
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= R EmRR

MREFEFBEBNEG , BUUREERFEEFILIIGE , A LER
DisableHealthServiceAccessForOrganization AP| #2435 F AR,

Disabling organizational view events (Console)

AWS Health It REEBFIEEMIRFNEN. SUNEERAESTLINES  EXM
BR&LE,

FREBmER

1. 7E https : //https://health.aws.amazon.com/health/home BIRUEHY AWS Health &E&R 4R,
2. EEBEERNABERERET | RIEFHE,
3. ERAEASMAERL  EEERESEE,

EARALLINEE®R , AWS Health TEBREEBTNSEMH4. T8 , B EFACESREEEER
Ew | BFZEIB AWS Identity and Access Management (IAM) E£#2& . 1AM API 2 AWS
Command Line Interface () A$ £ MIBRAIEAWS CLI, MEFMEF , FF2HE (AM FHHEEE) F
MR EE AR,

Disabling organizational view events (CLI)

Example
T % AWS CLI Sn s 2B RS =B IkIhAE,

aws health disable-health-service-access-for-organization --region us-east-1

(® Note

& AT LAE A Organizations DisableAWSServiceAccess AP| Ve AR ThAE, FEAY
LR EZ# , & AWS Health F L EBREBHFIEHMIRFNES, WREFIEBRET
B9 AWS Health API ##4F , & AWS Health EEI§E3R. AWS Health S#ETESR AWS Bk
FHIEEREBEH,

= B BARIR 84
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EHLLIIEER , AWS Health TEBEREEBTHNEG. T8 , KK EFACERBEEEEIRF
o ERZIEIB AWS Identity and Access Management (IAM) E32 4. IAM AP = S E MR A LE
AWS CLI, MEFHMEER , 28 (AM FAEER) THRBRESELEAE,

BEABNEREESWE

B AWS Health , BRI AR A WEIREESIhEE AWS Organizations , RFFEERFE UANNIIRSE
FEAWS Health &R EHiEIB AWS Health AP AR ERET A N R T AWS Health B4, BIRE
EEREETEEEERRNEEREABNEEREBES. STREKETERIGEERIIRFEUAN
AWS Z2BEEK,

RE
- RENEBRREREREES
- REBRRTBREREES

AENEBRAEMEREERS

REBMABASRAR  SESTUSESTNIERERFEMAZREES, BEEKM , FW

i} RegisterDelegatedAdministrator APl ##4E, EMKERF® , fISHEREERSE , L H AR
AWS Health &&XMRFE AWS Health B8R4, WRKRSEEZE. Enterprise On-Ramp St E X

&, AIEREEE T LER AWS Health API F2EL AWS Health &% 15,

FEEVZREES , BARABPNEEIRS T following AWS Command Line Interface (AWS
CL) i, B UREEIIRFRR AT REEFZLE AWS Identity and Access Management 5 1] 2 A&
BHRIREFERALGS. ETHEFGSH , & ACCOUNT_ID B BB EE R AWS Health ZFEA
"health.amazonaws.com" —E2 MK EIRE ID,

aws organizations register-delegated-administrator --account-id ACCOUNT_ID --service-
principal health.amazonaws.com

AMEREESR  ERUEELEREEBIIRFNAA AWS Health 4. BT U@KRBE 90 XK
BEBmRIIEREARAURNELSN , LBHEA%E, FiE  BAZREEENRRFREIE
F ., &ZEE-DETRETHK.

SR ETBREREES

EEBREREEENEEE | 5™ DeregisterDelegatedAdministrator API 4k,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://aws.amazon.com/premiumsupport/technology/aws-health-dashboard
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RIEBHEEIRSES , I TH AWSCLI &% , $HERFEBRAZREES, ETI&EHFGSH ,
# ACCOUNT_ID MR BREBR KRR ERF 1D,

aws organizations deregister-delegated-administrator --account-id ACCOUNT_ID --service-
principal health.amazonaws.com
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AWS Health EREER

AWS Health £ Amazon EventBridge E512 IS4

A LAE A Amazon EventBridge 2R15 81 M (2 fE AWS Health B4, A% , EE4FEEERAFE
EM{ER , EventBridge EIRBLZEVNARUA—HZEE FE&E. RIBFSHEE  SUUERSEH
B, MBHEMAS4. ExEH. KBS EBERBTHMBEE, S0, WREN B85 AWS 1RF HE
EEH AWS BWEIR , Hl Amazon Elastic Compute Cloud (Amazon EC2) #{T{E8& , EaLAER K
AWS Health $Z W E FEH 4B A,

@ fB

* AWS Health 8 At RAHEH , LEHXEDKEEH RN E EventBridge —Xo

.« IR¥ I HVE{T EventBridge R Al R e B AWS IRF, EEEWE AEHMIIRFHE
B=H AWS Organizations , F2REEAESBENEREESFIEEE AWS Health
.

- B EventBridge R A% , XA ERREEHBZARFTE— NS SRBEE,

A LATE AWS Health T/ERTEH A& EventBridge BIEZEEEEE |, IF .

« AWS Lambda K&

* Amazon Kinesis Data Streams

« Amazon Simple Queue Service (Amazon SQS) 175
- REEE (fltn CloudWatch B RENIME )

« Amazon Simple Notification Service (Amazon SNS) F &

BN | AL Lambda BNE , £ AWS Health 42 ARG B HEES Slack 288, H¥E , &7
LAEA Lambda # EventBridge , £ AWS Health B4 %4 K5i%EiB Amazon SNS Eix BT X FHEHA
BAL

WMERTTLLAE E AWS Health EHMEL A BB F BETIREEE S , 552 GitHub FEIAWS
Health T &,

&
- BIKE AWS [Ei #FER/ EventBridge R Al
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https://github.com/aws/aws-health-tools
https://github.com/aws/aws-health-tools

AWS Health EREEmR
- B WIEERBEMABEEHN AWS Health

- #1% EventBridge ¥ AWS Health 42 E/FE

- ERBARREANEREESFRHERRE AWS Health 54

+ # AWS Health EHEEEFBAEL JIRA F ServiceNow &

- FXJE EventBridge # AILAMEE REHIEE AWS Health

- EHRERERPERE Amazon Q Developer LAE% FEHAYIEH AWS Health

- £ EC2 Hi{T{EEE £ R B HITIRYE , LAEE PHEH AWS Health

« 8% . AWS Health &4 Amazon EventBridge f&# iR

B HE AWS B EE R EventBridge 3 8l

BAI LA BEEIN AWS Health EH S @EEZEIL EventBridge # A, i | ZEEREBMN (2B
7)) BEEREHE , SO0 ESRETEAL

= EI8% AWS Health BHINATSMH , BN EERAECESFERERA, E£EE AWS 2EEF ,

ZEAED (REHE ) EEMAFEEMESNEAEE , MEBRI (#HSEEILE ) EFHAEA
XEAES (R ) EENES. SEEREE4RLEE  cMEaHEEETERREEENTE
BEE. flm, MEEEEREMN (ZFERE) BEPNES , T MEERESHHSEELZEBMN
(ZHE=RE) BEEMEEAED (RH$H) B, IEFEERFEIME , LRENERALEEREK
EEMREEA, EEBUfEDRA , HEE WREFEE EventBridge R AIAMEX PEHREL AWS
Health,

MREFBERREDIIEE , IXERGFRFREMEEROERIRA, Flw , B EEEGERE
ffdetail.backupEvent = False., EAP5ILERE M EEZERIBEHBH-

= A AMRE (EH )
MRLBERT BAB UMM EventBridge B4 , BRESCCEMBAROESTEMERA R

A EEEEERMERdetail.communicationId, EARESIEWRFIESEYE , AKERERE, NFE
SHMER , BF2EB2E . AWS Health 4 Amazon EventBridge #&#&#iR,

B{LBE

MREBERZE MBS AWS BE , BEREFIAREE-RA , AFLESREERNER, FE)
B2 AWS S BB FTE EHER AWS Health £ , B EXERAS (R¥E ) BRPRESP
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RFA, WE-RASEHRERAEEREFERESHZMERESIEEBNEN. T8 , B1E
BAEHAEERE,

S EH
BL AWS Health SH4 W FRIFIFE. EBERBNEFBRALSESH. ELTEEE AWS Identity
and Access Management (IAM) EIANSE4., BEZRSESEH , EXEAZERE (#FEEIL

) EEEMRA

B NIRFRHEMLNBEH AWS Health

BRI EventBridge R AIRESIE B4 AWS Health , RAISERKREEIRFHENSHNLEEH
- IRFEESHEXEENIRFNER , fl0 E4 , H5FE Amazon EC2 HITERBRHMHELES
TR EER.

« NEEHEHBREAWS Health BRR - RBEFERE, NABEEHAIFEZBR AWS 1RF |, SWiRHEHA
BREEZHATAENLABEN.

/A Important

EEBWEMESHER  BNRBSEFER "source": [ "aws.health"]E. BAF
7t , 30 "source": [ "aws.health*"] A" FEEERFMEHNER,

& T LAME A eventScopeCode 2 & , 1£ EventBridge FBIEH AL ERIRFEBE, EHLUE
PUBLICE{ ACCOUNT_SPECIFIC, &t AE IS E LE&FER A,

&4 : Amazon Elastic Compute Cloud /A EE 4

THSEHBREBERE (SR 1tEB ) BEF Amazon EC2 RYRIERE.

"version": "Q",

"id": "fd9d4512-1eb0-50f6-0491-d016ae56aef0",
"detail-type": "AWS Health Event",

"source": "aws.health",

"account": "123456789012",
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https://status.aws.amazon.com/
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"time": "2023-02-15T10:07:10Z",

"region": "us-east-1",

"resources": [],

"detail": {
"eventArn": "arn:aws:health:us-east-1::event/EC2/AWS_EC2_OPERATIONAL_ISSUE",
"service": "EC2",
"eventTypeCode": "AWS_EC2_OPERATIONAL_ISSUE",
"eventTypeCategory": "issue",
"eventScopeCode": "PUBLIC",
"communicationId": "©01b0993207d81a09dcd552ebdle633e36cf1f09a-1",
"startTime": "Wed, 15 Feb 2023 22:07:07 GMT",
"lastUpdatedTime": "Wed, 15 Feb 2023 22:07:07 GMT",

"statusCode": "open",
"eventRegion": "us-east-1",
"eventDescription": [{
"latestDescription": "We are investigating increased API Error rates and

Latencies for Amazon Elastic Compute Cloud in the US-EAST-1 Region.",
"language": "en_US"
1,
"page": "1",
"totalPages": "1",
"affectedAccount": "123456789012"

AWS Health E48{E D R Al

MRERNE ERNESEMHAWS B , BERLERVRORAE, EXXENESTREASRNRAE
M ABEH AWS Health ERIKHEEXEZ BN EHNFED EE,

AWS Health w2 EREFRENEARAM , HERIRFRESHEZEZIFENERNFHD
[E.

RMEBEFEH eventARNF MIBREE AWS Health =4 , communicationIdRA A&ELEYHREZE
ZEMEE AWS Health WA E |, €REF—3.

#18 EventBridge L#Y AWS Health S 9 BEFE

AWS Health & AWS Health resourcessk HjEEaffectedEntitiesEFHAE K/PEIB
EventBridge #9 256KB SAE K/ NRHIRF , XEBEHS B,
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AWS Health EREER

AWS Health @ EAEFMFFHE resourcesf detail.affectedEntities ML, MRIE

B W resourcesH detail.affectedEntitiesEIB 256KB , Bl SiSE/EARREEH AWS
Health D EIR 2B EH , ¥ 7E EventBridge P ELEHZRMARBEAS. SEEHERBZHERE
eventARNH] communicationIdfE , GBI EWEIFTEEHdetail.affectedEntitiesZ REH
#84 resourcesH HIEE,

ELEENNASTRESERTLENALR , HIMNE EventBridge R A& @ E A E W EEA FER , Hl0
EFBHIHIR, EAEAETEBANETF LA detail. page MIUHIEENE RS , MEREE —
B, #fERRREREELNFILERAR.

EERERG | BMFERE 1 H , 8 communicationld t2&8& communicationld 2 £ EFIEE
i, 1 detail.pagef detail.totalPages FREA AWS Health EHH BT EBNETE, S
PEAEHITENEFEMERE , 1B detail.affectedEntities= KIEEKR I resources, EWZ
FIEEE#%  BERELFE, SREERNERW EMEEFER,

£ SRR MNMERELE S FHIERR AWS Health 4+

AWS Health X1 Amazon EventBridge L3 AWS Health 2 E4WEABRENZEREESFMW
., £ PRERERRRE AWS Health , EBIRFRZREESRSFGWEIRE FHEBAFBIRFD
B — AWS Health E4#Z AWS Organizations.

LEIhRE E R ER SR |, UHBEBRRMEEMN AWS Health B4, EEEIRF PEREABBERN
EventBridge # Bl F & AR H Mtk S /Y EventBridge 8l

NMFE LRAEBRRNZREESFIENFMEN AWS Health , FF2B &R AWS Health S

# AWS Health EH4ESEFBHEE JIRA 1 ServiceNow BE

BT LAHE AWS Health 482 JIRA # ServiceNow B4& |, LUIBEBUIRENIRFEA. XRIEENEE
LARf#H Service Management Connector (SMC) EIE:EEMREEH, B BEH SMC AWS Health 1]
LAfE %18 EventBridge X HEMEMRESH , BHEL. BRFFEFH JIRA EEH ServiceNow =
.

B ERAABRENEREESFEE , £ JIRA M ServiceNow AEREHE EEEBHEHEIRES
f, W EAEEES AWS Health ZIBBH THEREF,

WEMEMA SMC #1T ServiceNow BEHFFMERR , 2B ServiceNow AWS Health FHIE S,

MFEFEH SMC # 1T JIRA Management Cloud B &M FEMER , 5528 AWS Health JIRA 7 .
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https://docs.aws.amazon.com/health/latest/ug/aggregate-events.html
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AWS Health EREER

a%E EventBridge # B LAMEix HEHHEH AWS Health

& A LA 3L Amazon EventBridge R8I , AR ERFT A 4§ AWS Health E4EEAM R, BARE
XMIEERES, EventBridge RAtMEBHREIZEAREMN APl , UBREEALWIRFRABE IR
AWS Health EHFEEZMNFRE, EETHNAE EventBridge AR ERE 1R B LLBEEY AWS Health 4 |
#8281 (Amazon EventBridge & 188) FHITE Amazon EventBridge %37 1R BI M1 7E Amazon
EventBridge PV HEHMEHRERNHRA, EventBridge

RIBEWES |, EventBridge A ZES S BB ZE EventBridge R B , LEGRLEHFRAEMNRES
AWS Health =4, BREHEEFERARS , BUREEREIRissueBSHERNE LERRE,
HRAMENESBHEHSESTEEFEARS , SUAEEEREEBVIBSEYHRIELEE AWS
Health B9 4ACTION_REQUIRED L, A THZ2FEARMES , LA B EFASECURITYA BRI
EXAFTE AWS Health BERASEHF AWS Health B4,

B ERAEFEARFIRBRIRENAANERNEETENSG, SHEARGTRE PEESE . AWS
Health =4 Amazon EventBridge f&1B# iR, & A LA EventBridge AN AASH4EN - EAME
REY A E B B4 RMEMNER T HREIEM

£ API = AWS Command Line Interface

HREAWHIRENAA |, FBEA PutRule APl BYEZ aws events put-rule@mm HREFEHEN,
HERREH AWS CLI &% , F2H (AWS CLI s 52 E) H#Y put-rule,

Example&if : B Amazon EC2 RISH RIERER A

THEHRXGEIRRIREE Amazon EC2 RN EES 4

{
"detail": {
"eventTypeCategory": [
"issue"
1,
"service": [
"EC2"
]
I
"detail-type": [
"AWS Health Event"
1,
"source": [
"aws.health"

5% EventBridge R AIAMEE B EEHHEA 92


https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-create-rule-visual.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-create-rule-wizard.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-create-rule-wizard.html
https://docs.aws.amazon.com/eventbridge/latest/APIReference/API_PutRule.html
https://docs.aws.amazon.com//cli/latest/reference/events/put-rule.html

AWS Health EREER

]
}

Example8 6l : R EFTE EB1EFTE AWS Health SHMRR , SIER BN EWBEREH
THEAEXSEURARERTE BENME AWS Health B4, SIEFTEIN £ iBHEH,

"detail": {
"eventTypeCategory": [
"accountNotification",
"scheduledChange"
1,
"actionability": [
"ACTION_REQUIRED"
]
b,
"detail-type": [
"AWS Health Event"
1,
"source": [
"aws.health"

Example#ifi| : BZ @R AWS Health EHBEBERINFTESHRER

THEHEXNSELRAREE=F AWS fR#Z issue. accountNotificationFl
scheduledChangeSE#ERERIMEH : Amazon EC2 Auto Scaling., Amazon VPC 1 Amazon
EC2,

{
"detail": {
"eventTypeCategory": [
"issue",
"accountNotification",
"scheduledChange"
1,

"service": [
"AUTOSCALING",
"VPC",

"EC2"
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]

I

"detail-type": [
"AWS Health Event"

1,

"source": [
"aws.health"

]

}

IR EAER P ERE Amazon Q Developer LAEE FEHREA
AWS Health
A N EIEEN XA Fim W AWS Health 4 |, #l20 Slack 1 Amazon Chime, & LA

FRALEHREB TTEFERAEN AWS MERRENRIH AWS RIEEE, A%, &0
LB ANIEBY AWS Health Dashboard A E—24 T #EEH, Hla0 , MNRBIEFEEE AWS IRF

FRAWS_EC2_INSTANCE_STOP_SCHEDULEDKYEH3EHR | Al AWS Health B4 0] LA E 18 R 2 &8
Slack $83&,
ORI

FRIRER R , BLAERTIIEE :

- FEIXREAEXFFERH Amazon Q Developer FREMNII KA Pk, BT LAFRE Amazon Chime
F Slack. MEFHMENR , F2R (MAXEAEXEEESRERE) PHNENXEAREXFTHERAER
Amazon Q BIE A&,

o WEINHMFTRIA Amazon SNS =B, MREEHE SNS £ , BULUSEARENEE, MEFHHEE
A, 528 (Amazon Simple Notification Service BiZ A E3Er) FH Amazon SNS A P9,

FEHXERAEZERXFERA Amazon Q Developer U AWS Health B4
1. KEBPWREFELE EventBridge 1R BILUEE PEHRIBEH AWS HealthB1TH B 13,

a. ELTASER13PHNEAEIARER  FEEXNZE—THIEER  WMEUTTURY
B AWS Health B4 BBRIAXENIIRAL, 520 #48 EventBridge E#Y AWS Health
EHPEEE,

"detail.page": ["1"]

EWRERRRPRE Amazon Q Developer LA 45E & 94


https://health.aws.amazon.com/health/home
https://docs.aws.amazon.com//chatbot/latest/adminguide/getting-started.html
https://docs.aws.amazon.com/sns/latest/dg/sns-getting-started.html

AWS Health EREER

b. EfELER 16 :ZZEZM , FHiBIZESNS TH, S ENXREARNEEAEM Amazon Q
Developer R{EAHEIR SNS &,

c. TEHREBREFRUERMRI,

EHXREAEXEZERSFEEZE Amazon Q Developer.
BIELWIIRAF R , HII0EN Slack HER R , AL BIERE.
FEA-ZRERYD , U TERELES R 1 RIEENMEE SNS £E.
BERT.

o & 0N

& AWS Health # =4 EXZFEERBIM EventBridge B , AWS Health B4 S HREENIIX
BAEiH,

6. EIEZEHEM , BIAE AWS Health BRIRFEETELEA.
Example : AWS Health B4 E&IXZE Slack

LTRERRI (#FEEIE0 ) EZH Amazon EC2 H Amazon Simple Storage Service (Amazon
S3) £ Slack $HEH HIR KR E AWS Health 45451,
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https://console.aws.amazon.com/chatbot

AWS Health EREER

AWS APP 11:46 aM
ﬁ’ AWS Health Event | us-east-1 | Account: 123456782012 | open
Event type code: AWS_ECZ_PERSISTENT_INSTANCE_RETIREMENT_SCHEDULED

ECZ has detected degradation of the underlying hardware hosting your Amazon EC2
instance associated with this event in the us-east-1 region. Due to this degradation
your instance could already be unreachable. We will stop your instance after
2021-03-19 18:36:40 PST. Please take appropriate action before this time.\\n\\nYou
can find more information about retirement events scheduled for your EC2 instances in
the AWS Management Console https:/console.aws.amazon.com/ec2/v2
/home?region=us-east-1#Events\\n\\n" What will happen to my instance?\\\nYour
instance will be stopped after the specified retirement date. You can start it agai...
Show more

Start time: Sat, 20 Mar 2021 01:35:40 GMT

End time: Sat, 20 Mar 2021 01:34:40 GMT

AWS APP 17:08 PM
! AWS Health Event | us-east-1 | Account: 123456789012 | open
Event type code: AWS_53_OPEN_ACCESS_BUCKET_NOTIFICATION

We are writing to notify you that you may have exposed your 53 bucket/s to a larger
audience than you intended. AWS recommends that you review your bucket
permissions and ACLs to determine whether the access is appropriate. 53 bucket
permissions should never contain \\\"Principal\\\":\\\"*\\\" unless you intend to grant
public access to your data. Additionally, 53 bucket ACLs should be appropriately
scoped to prevent unintended access to \\\"Authenticated Users\\\" or
WA"Everyone\\\" unless your use case requires it.\\n\\nThe list of buckets with this
configuration is associated with this event.\\n\\nThe following links provide an overv...
Show more

Start time: Sat, 20 Mar 2021 01:35:40 GMT

End time: Sat, 20 Mar 2021 01:34:40 GMT

£ EC2 MTHEE LBEHITRE , LAEE FHEH AWS Health

Z L BB {LE FE Amazon EC2 #iTRIBHIESHME{E. E AWS Health S 4EixE AWS &1
RSB | &HY EventBridge R RIEZZE o LA A AWS Systems Manager BEE{LXHEEE |, AR RKRE
BEETEA.

Flan | EHERE Amazon EC2#{T{EBERY Amazon EC2 #1TEEEEASHE , AWS Health &
#SAWS_EC2_PERSISTENT_INSTANCE_RETIREMENT_SCHEDULEDS# 3R EIXZEHEK AWS Health

£ EC2 #{T{ERE L A BTIREN B EEHF 96
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Dashboard, E&RAEREWEAFRE , BUEBELENRBHATER. W—XK , ERTL
FBHITELEF,

® Note
= E BBt Amazon EC2 #1TEBMENE , 11TER X AR Systems Manager B,

MEFHMERR , F2E (Amazon EC2 A EERM) THEA EventBridge B &1t Amazon EC2,
Amazon EC2

FORIRHF

BB AWS Identity and Access Management (IAM) BUR, 23 IAM & | IREFHBNEME
B, FeeEBIRAL

B IAM BUR

AERLER  AENAGEYEFEEIR. LBEREHAGAREITEENT. LEFE
IAM £ AR ER JSON BEKimESR.

B IAM BER

1. BAAWS EEFEAE WHEBMRA https : //https://console.aws.amazon.com/iam/ # IAM FE 3

Ao

EEEERP , BEEX,

i#1Z Create policy (I HX),

FHIEFE JSON EH,

BHRT 5 JSON , REREMmEER T ETEFR JSON,

o > oD

JSON

{
"Version":"2012-10-17",

"Statement": [
{
"Effect": "Allow",
"Action": [
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"ec2:StartInstances",
"ec2:StopInstances",
"ec2:DescribeInstanceStatus"

1,

"Resource": [

g

]
}I
{
"Effect": "Allow",
"Action": [
"ssm:*"
1,
"Resource": [
wxn
]
},
{
"Effect": "Allow",
"Action": [
"sns:Publish"
]I
"Resource": [
"arn:aws:sns:*:*:Automation*"
]
}I
{
"Effect": "Allow",
"Action": [
"iam:PassRole"
1,
"Resource": "arn:aws:iam::123456789012:x0le/AutomationEVRole"
}

a. 1 Resource 28 | ¥ Amazon Resource Name (ARN) & A AWS ZHRF 1D,
b. ZBHUALERRKAGEBAFEATERE. WEHIFER AutomationEVRole,

6. EET—F ER.

7. (ER) BAFEAEREASREY , SPEERTEEECR,

8. EET-—F: mH.
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9. EREBEEEL K @WARE , W AutomationEVRolePolicy FiE AR,
10. REREEEUAEEREATNGT. IRECHBERIRE  FRERVBX,

LBRERAGAURINEE. EFFHEER  F2R (AM EREER) PRI IAM BUR (£
@o

By IAM BB

BYBE2® , XERTIAM AR |, WBEEEIZAR,
A AWS REZI/E

1. BEAAWS BEEF#E WAL https : //https://console.aws.amazon.com/iam/ # IAM F 3

Ao

2. EEEERT , EEFAG K ARBEEVAG,

3. ¥R Select type of trusted entity (ZEUSEHERRER) , #1F AWS service ( R¥).

4. REEBAF BRELAGHRKEE EC2,

5. BET-F: #,

6. BWALEBMHWBERE , HlW AutomationEVRolePolicy , SREIZENBR 5 M B EUT B,

7. BET-F &8,

8. (ER) ZUEAEREATSREY K BPERENNEEASG,

9. EET-F: mK,

10. SFHABER , WA AutomationEVRole, LhEBEBMABEBET 2 IAM BUERH ARN FHIRI A

AR,
11. ((&H) 7£ Role description (A& REA) - , WMAAEKNRHA,
12. REAE K AREBEEIAG,

MEFMES , F2HE (AM EREERE) PHE AWS BBEEIHE,

EREEERE

K%, BUNEMMEYAGHEERRK, BLEATHILERF , 8% EventBridge T AP RIEFLA
&
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EMAGNEERX

1.

o M 0D

6.

BEAAWS EEEEA WHBMR https : //https://console.aws.amazon.com/iam/ BY IAM E 12

L
Ho

EEBEERT  EEAEG,

£ AWS IRF R ARBES | BELEIYNAGER , HIW0 AutomationEVRole,

i#1Z Trust Relationships (SEBR) EE , AEZIEE Edit Trust Relationship (fREEERRKR).
STHTBUR N, BT 5] JSON, BERRTERRBUR , WAEERK JSON MEIHNVE,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {

"Sexvice": [
"'ssm.amazonaws.com",
"events.amazonaws.com"

]

}I

"Action": "sts:AssumeRole"

}

i#1Z Update Trust Policy (EFEEEE).

MEFHMES , F2HE (AM EREER) PHNERABEEERE (F£E ).

##3 EventBridge HY#R Al

AR ILAZFF 7 EventBridge EEAFRMARA | UEET LB BF L MBI HFEAAR EC2 #1T{E

8

BIEA R Systems Manager B B1{LB)/E#Y EventBridge #i 8l

1.

1&&h https://console.aws.amazon.com/events/ BRI Amazon EventBridge &,
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AWS Health EREER
2. HEEEBRK Events (BH) T , #IZF Rules (3R H),
3. EEREVARNEAEL 6 WARANZBINER,

4. 7£ Define pattern (E&#EX) T , i#F Event pattern (B4#ER) , A%IZIZE Pre-defined pattern
by service (K [RETALEERER),

SHY R AR | 1B AWS,

HYRBER  BEEERE,

SHHSEM4RE | ERERTEERESH,

BERE (KFE) R, REBEE EC2,

BERBECEHEIER (s), ARREE scheduledChange,

10. ERRESHEAERE (BX1H) A AREESHRARRRE.

© © N o o

Bltn |, ¥R Amazon EC2 EBS X ENHT(EEE | B2
AWS_EC2_PERSISTENT_INSTANCE_RETIREMENT_SCHEDULED., &F¥f Amazon EC2 #{T{EEE
B IT(EEE | 122 AWS_EC2_INSTANCE_RETIREMENT_SCHEDULED.,

11. & Any resource (fEEIR).

BB EXNTRREGET SIH L,

Example
{
"source": [
"aws.health"
]

"detail-type": [
"AWS Health Event"
1,
"detail": {
"service": [
"EC2"
1,
"eventTypeCategory": [
"scheduledChange"
1,
"eventTypeCode": [
"AWS_EC2_PERSISTENT_INSTANCE_RETIREMENT_SCHEDULED"
]
}
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}

12. #71i¥ Systems Manager Automation X E &, EEBREBET , &% B &E#EEF SSM BH1L.
13. ¥H Document (3 f#) , 551EHE AWS-RestartEC2Instance,

14. ERREBBLBHE (RE) , AREEWABRER,

15. EBARKRULD , @A {"Instances":"$.resources"},

16. $TYE—@E®M , @A {"Instanceld": <Instances>}.

17. BEFERREGAC K REBREFLEIWN IAM AL | 0 AutomationEVRole,

B RRRREZ N T EHIFR,
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Select target(s) to invoke when an event matches your event pattern or when schedule is triggered (limit of 5 targets per

rule).

55M Automation L
Document
AWS-RestartECZInstance v

» Configure document version

¥ Configure automation parameter(s)

Constant

© Input Transformer

{"Instances""%.resources"}

{"Instanceld”: <Instances=>}

EventBridge needs permission to call S5M Start Automation Execution with your supplied Automation document and
parameters. By continuing, you are allowing us to do so.
Create a new role for this specific resource

O Use existing role

AutomationEVRole v

(@ Note

MREREEFVLE EC2 H Systems Manager FFAIFIEEBERNIEE IAM A& | BN A
EETEHBRERFER, MEFMER , FSELRES

18. BEEE I,

WMRENRFPREFESERAUNEHY | EventBridge BN BHEXZLIEEN B R,
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24 . AWS Health 4 Amazon EventBridge & & # A

LT 2 AWS Health SR ERER, EF—FERERT  FHEASBIRABTUT., @HARIERS
BHERERRCRER.

AWS Health B4 B ER

AWS Health E4EEHER

ey Description BE

version EventBridge =
A, BETA
IIOIIo

id EventBridge =
ErRIME—E
B

detail-type FHEFARN =
A, HR
AWS Health
B, XE
M{EA &AWS
Health
Event#l
AWS Health
Abuse
Event

source EHERSE =
RiR. BHR
AWS Health
=M, %
BNER
aws.healt
h

$# . AWS Health E4 Amazon EventBridge #&#& & 104



AWS Health EREER

Y Description HE

account #iX AWS =
Health =4
# B ERF
IDo

(® Note
LN
18
T
7,
LUES
EE
Eik
FE,
Zi

EBE
&S
ik
7,
2l
ER
B3

E/
e
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Y Description HE
time BHEELZE =
EventBridge
HEEE. %
N yyyy-
mm-d
dThh:mm:s
sZ o
region BAEIEE =

AWS [E1F
fY o

(® Note

[lid

(VAN

g8

x)id
AWS
Health

E

=2

2

Y &

o

B

E H

H
#detail
entRegit

o

AWS Health BB H#IR
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28 Description PVE
resources HREFREZ B

HENWERE
B NREN
A
MRRESZE
NER |, Lt
NAZEA,
FHMEA & AWS =

Health SE45%
MEAN =
B, mk=EH
FHEHNER K
TR,

'details' Z2EWEBELRNE

TR AWS Health E4EBERPHMBEASENASR,

AWS Health EH-EBHER : FHEABBRE
'detail BBRAR Description PHE
eventArn % EEE AWS Health B4/ =

H—ZBAF , SREEENEY
ID,
(@ Note
E/4 ARN $HiEE
AWS RF = EiFRER
Z:ITEEHE_HI‘JO
PR %% = AWS Health &4 AWS BR B

&M , I , Amazo

AWS Health BB H#IR
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ERAEER

'detail' 2ERAZR

eventTypeCode

eventTypeCategory

eventScopeCode

Description

n EC2, Amazon Simple
Storage Service, Amazon
Redshift 2% Amazon Relational
Database Service,

EERAY I —

W, Hlan : AWS_EC2_I
NSTANCE_NETWORK_MA
INTENANCE_SCHEDULED

F1 AWS_EC2_INSTANCE_R
EBOOT_MAINTENANCE_
SCHEDULED ., @&
E4BEEEZMAINTENAN
CE_SCHEDULED 7EBHtABSMR
BIAURIEHE

(@ Note
FrE SRt
HRE4HERS
H3ER AWS_{SERV
ICE}_PLAN
NED_LIFEC
YCLE_EVENT

EHNERRENE. XEW
£33 issue, investiga
tion . accountNo
tification
scheduledChange .

5 AWS Health E4 21
FREERNE. XEWE
£ ACCOUNT_SPECIFIC =
PUBLIC,

fim

fim

fim

AWS Health BB H#IR
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ERAEER

'detail' 28R A

communicationld

startTime

endTime

lastUpdatedTime

Description

Itk AWS Health =438
_ég%BIJﬁo

Y I

%II

EEMEEA ID WAL TRER
{3 FA 5.2 EBE — AWS Health
EHNEHE., MBI ER
FID #EMER , iHBIMBRE
BHALE,

£/ AWS Health B9 EX
B, BA ID eSS EHEE
%, BEF ID EREEHFRE
Me— , a0 12345678910-1,
MEFHMBENR , F2RRE
EventBridge £#J AWS Health
EHpEBE,

AWS Health S4B E
B , #%8=\A Dow, DD, MMM,
YYYY, HH:MM:SS TZ,

BFRESE MR FRAEB T ER
HAYEFE

AWS Health =419 45 R AF
B, %A : Dow, DD MMM
YYYY HH:MM:SS TZ.

BERPFRERRKENSEH
REERER.

AWS Health =4/ L)X EH
BFRS , #3X% Dow, DD MMM
YYYY HH:MM:SS TZ,

7|

fim

AWS Health BB H#IR

109



AWS Health EREER

'detail BBRE Description HE

statusCode AWS Health E4EVARRE, =
X ENEDHE open.,
closed® upcoming,

eventRegion It AWS Health E4ERZE =
N EE,

eventDescription R AWS Health B4 E =
B, ECEARERSEHNEE
= M FHL

* language — AWS Health
EHHrAZESNER
%, EBRFERBMEMHHN
[BiFRE. FlM0 , 7 us-
east-1 EBHEP , EEER
en_US.

« latestDescription — &R £
AWS Health API & AWS
Health WEH , BEHERE
AWS Health &%k L.

(@ Note

HRLBEH  E
BEBRMNER , T
BEEMHNTERES
AC#%o

sa

/
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ERAEER

'detail' 28R A

eventMetadata

affectedEntities

Description

A BEHEME AWS Health #Y
HttEHHPREER

- <FEERTR 1>- Pl
BERSW|EHTFH : "keyst

ring1" : "keyvalue1"

EHPESRNE/EHEUR
RAEX AWS Health E4H
R

iR AWS Health B4 ZE
SERNERBEMAMRENES

o

+ entityValue - ER/E8 D,

« lastUpdatedtime — It & R/E
B LR EMAV R | &
A DowW, DD MMM YYYY
HH:MM:SS TZ,

- REE-ZHEEF/ER
WAREE, XENEIE
IMPAIRED, UNIMPAIRE
D . RESOLVED,
PENDINGHI! UNKNOWN,

7|
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ERAEER

'detail' 2ERAZR

EH

totalPages

backupEvent

affectedAccount

Description

HWABRKNEE, WFEFA
& , F2ERE EventBrid
ge EBY AWS Health E4 2 H

:E::
BB,

@® Note
THAGRLEEER
Lo MRAAHEME
i@ 256KB A /MR
#, AIEAERH

HWEEREESHNEEEH,
MEFHBES , F2RRE
EventBridge L #J AWS Health

SHPEBE.

R LAE AL E R ERE
WERFZEEANAEER
TS

WMREFEFAENARE , E
Bget@EissEPEERSG
EESPHROSEF. WERS

£ true = falseo
SEERFHIRE ID,

MR NEERESHELTE
A KRS , AWS Organizat
ions W EBIRFRERE
BEIIRFAKE , BIF8E
account WM ETRE,

fim

fim

fim
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'detail BBRE Description HE
AREY PEERTRAMEEHE B

BERYRESCRRETHIET ,
BRE, AN (E—) BT
LA ACTION_REQUIRED .
ACTION_MAY_BE_REQU
IRED = INFORMATIONAL .

At hEEREESRASSES
3% H 2R E F X AE A A VIR
NERFHHIE. WaE (=2@)
H{E %A OPERATIONAL .
SECURITYH BILLING,

7|

NEIEBEAREEH - Amazon EC2 B2 1ERIRE

"version": "Q",

"id": "7bf73129-1428-4cd3-a780-95db273d1602",
"detail-type": "AWS Health Event",

"source": "aws.health",

"account": "123456789012",

"time": "2023-01-27T09:01:227",

"region": "af-south-1",
"resources": [],
"detail": {

"eventArn": "arn:aws:health:af-south-1::event/EC2/AWS_EC2_OPERATIONAL_ISSUE/
AWS_EC2_OPERATIONAL_ISSUE_7f35c8ae-aflf-54e6-a526-d0179ed6d68f",

"service": "EC2",
"eventTypeCode": "AWS_EC2_OPERATIONAL_ISSUE",
"eventTypeCategory": "issue",

"eventScopeCode": "PUBLIC",

"communicationId": "@1b0993207d81a®@9dcd552ebdle633e36cf1f@9a-1",
"startTime": "Fri, 27 Jan 2023 06:02:51 GMT",

"endTime": "Fri, 27 Jan 2023 09:01:22 GMT",

"lastUpdatedTime": "Fri, 27 Jan 2023 09:01:22 GMT",
"statusCode": "open",

"eventRegion": "af-south-1",

"eventDescription": [{
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"language": "en_US",
"latestDescription": "Current severity level: Operating normally\n
\N[RESOLVED] \n\n [03:15 PM PST] We continue see recovery \n\nThe following AWS
services were previously impacted but are now operating normally: APPSYNC, BACKUP,
EVENTS."

11,
"affectedEntities": [],
Ilpagell: Illll’

"totalPages": "1",

"backupEvent": "false",
"affectedAccount": "123456789012",
"personas": ["OPERATIONS"]

bR P 4$E AWS Health 4 - Elastic Load Balancing AP| & &

"version": "Q",

"id": "121345678-1234-1234-1234-123456789012",
"detail-type": "AWS Health Event",

"source": "aws.health",

"account": "123456789012",

"time": "2022-06-10T06:27:5772",

"region": "ap-southeast-2",
"resources": [],
"detail": {
"eventArn": "arn:aws:health:ap-southeast-2::event/

AWS_ELASTICLOADBALANCING_API_ISSUE_90353408594353980",
"service": "ELASTICLOADBALANCING",
"eventTypeCode": "AWS_ELASTICLOADBALANCING_API_ISSUE",
"eventTypeCategory": "issue",
"eventScopeCode": "ACCOUNT_SPECIFIC",
"communicationId": "©01b0993207d81a09dcd552ebdle633e36cf1f09a-1",
"startTime": "Fri, 1@ Jun 2022 05:01:10 GMT",
"endTime": "Fri, 10 Jun 2022 05:30:57 GMT",
"statusCode": "open",
"eventRegion": "ap-southeast-2",
"eventDescription": [{
"language": "en_US",
"latestDescription": "A description of the event will be provided here"

11,
Ilpagell: II1II’
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"totalPages": "1",

"backupEvent": "false",
"affectedAccount": "123456789012",
"personas": ["OPERATIONS"]

1R F 435 E AWS Health B4 - Amazon EC2 #1T{E B 17 5k [E R B M S BE PR R

K S4

{
"version": "Q",
"id": "121345678-1234-1234-1234-123456789012",
"detail-type": "AWS Health Event",
"source": "aws.health",
"account": "123456789012",
"time": "2022-06-03T06:27:577",
"region": "us-west-2",
"resources": [
"i-abcdl111"
1,
"detail": {
"eventArn": "arn:aws:health:us-east-1::event/
AWS_EC2_INSTANCE_STORE_DRIVE_PERFORMANCE_DEGRADED_90353408594353980",
"service": "EC2",
"eventTypeCode": "AWS_EC2_INSTANCE_STORE_DRIVE_PERFORMANCE_DEGRADED",
"eventTypeCategory": "issue",

"eventScopeCode": "ACCOUNT_SPECIFIC",
"communicationId": "01b0993207d81a0@9dcd552ebdle633e36cf1f@9a-1",
"startTime": "Fri, 3 Jun 2022 05:01:10 GMT",
"endTime": "Fri, 3 Jun 2022 05:30:57 GMT",
"statusCode": "open",
"eventRegion": "us-east-1",
"eventDescription": [{
"language": "en_US",
"latestDescription": "A description of the event will be provided here"
1,
"affectedEntities": [{
"entityValue": "i-abcdl111"
1,
"page": "1",
"totalPages": "1",

WRF4HEE AWS Health 4 - Amazon EC2 #11T BB 7R BRI REEREN RO S 4
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"backupEvent": "true",
"affectedAccount": "123456789012",
"personas": ["OPERATIONS"]

R4 E AWS Health B4 - Amazon EC2 #1T{EEE X

{
"version": "Q",
"id": "7bf73129-1428-4cd3-a780-95db273d1602",
"detail-type": "AWS Health Event",
"source": "aws.health",
"account": "123456789012",
"time": "2026-01-27T01:43:217Z",
"region": "us-east-1",
"detail": {
"eventArn": "arn:aws:health:us-east-1::event/
AWS_EC2_INSTANCE_RETIREMENT_SCHEDULED_90353408594353983",
"service": "EC2",

"eventTypeCode": "AWS_EC2_INSTANCE_RETIREMENT_SCHEDULED",
"eventTypeCategory": "scheduledChange",

"eventScopeCode": "ACCOUNT_SPECIFIC",

"communicationId": "1234abc01232a4012345678-1",
"startTime": "Thu, 27 Aug 2026 13:19:03 GMT",
"lastUpdatedTime": "Thu, 27 Jan 2026 13:44:13 GMT",

"statusCode": "open",

"eventRegion": "us-east-1",

"eventDescription": [{
"language": "en_US",
"latestDescription": "A description of the event will be provided here"

1,

"eventMetadata": {
"keystringl": "valuestringl",
"keystring2": "valuestring2",
"keystring3": "valuestring3",
"keystring4": "valuestring4",
"truncated": "true"

},

"affectedEntities": [{
"entityValue": "arn:aws:ec2:us-east-1:123456789012:instance/
i-1234567890abcdef0",
"lastUpdatedTime": "Thu, 26 Jan 2026 19:01:55 GMT",
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"status": "PENDING"

11,
"affectedAccount": "123456789012",
Ilpagell: Illll’

"totalPages": "1",

"backupEvent": "false",
"personas": ["OPERATIONS"],
"actionability": "ACTION_REQUIRED"

MR 4FE AWS Health E4 - Lambda 5tE|£EmiBEIS 4

"version": "Q",

"id": "7bf73129-1428-4cd3-a780-95db273d1602",

"detail-type": "AWS Health Event",

"source": "aws.health",

"account": "123456789012",

"time": "2023-01-27T01:43:217",

"region": "us-west-2",

"resources": ["arn:lambda-1-101002929", "arn:lambda-1-101002930",

"arn:lambda-1-101002931", "arn:lambda-1-101002932"],

"detail": {

"eventArn": "arn:aws:health:us-west-2::event/
AWS_LAMBDA_PLANNED_LIFECYCLE_EVENT_90353408594353980",
"service": "LAMBDA",
"eventTypeCode": "AWS_LAMBDA_PLANNED_LIFECYCLE_EVENT",
"eventTypeCategory": "scheduledChange",
"eventScopeCode": "ACCOUNT_SPECIFIC",
"communicationId": "1234abc01232a4012345678-1",
"startTime": "Thu, 27 Aug 2026 13:19:03 GMT",
"lastUpdatedTime": "Thu, 27 Jan 2026 13:44:13 GMT",
"statusCode": "open",
"eventRegion": "us-west-2",
"eventDescription": [{
"language": "en_US",

"latestDescription": "A description of the event will be provided here"
1,
"eventMetadata": {

"keystringl": "valuestringl",

"keystring2": "valuestring2",

"keystring3": "valuestring3",
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ERAEER

"keystring4": "valuestring4",
"truncated": "true"

},

"affectedEntities": [{
"entityValue": "arn:lambda-1-101002929",

"lastUpdatedTime": "Thu, 26 Jan 2026 19:01:55 GMT",

"status": "PENDING"

Yo i
"entityValue": "arn:lambda-1-101002930",

"lastUpdatedTime": "Thu, 26 Jan 2026 19:05:12 GMT",

"status": "PENDING"

Yo i
"entityValue": "arn:lambda-1-101002931",

"lastUpdatedTime": "Thu, 26 Jan 2026 19:07:13 GMT",

"status": "PENDING"

Yo i
"entityValue": "arn:lambda-1-101002932",

"lastUpdatedTime": "Thu, 26 Jan 2026 19:10:59 GMT",

"status": "RESOLVED"

11,
"affectedAccount": "123456789012",
Ilpagell: Illll’

"totalPages": "10",

"backupEvent": "false",
"personas": ["OPERATIONS"],
"actionability": "ACTION_REQUIRED"

1R 45 E AWS Health B - Lambda &4 B HS 4
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ESfE AWS Health

Bii 24 AWS Health R E AL AWS SRS R TSN, THAENMRENEEDR S, AWS BZETSI
By TE | EEEE AWS Health, EIFREEES |, W BEREELENENE -

« Amazon CloudWatch AWS € BB B R ) AWS BRME7E LHITHEARR. SaUKRENE
MIsEE, BIYBFTEREK , URREER , B EEEEISEENRERENENRINEE, NE
SHMER , 5528 Amazon CloudWatch {FFH&IER,

BRI LAE A Amazon EventBridge , SAMEWEIFTREREREFE IR AWS Health WSEHEH, Hian
R AWS Health ##5E Amazon EC2 #{TEBMWEMNH , B FERELBHNENEE , WRE
EFEHRIARER, MEFMER , FSEAWS Health £ Amazon EventBridge E53% =4+,

« AWS CloudTrail 2#ELREN RS AWS HAREHWIRFE ZHM AP RILFEREEH |, WS B FHE
ERXMNFEEIEEN Amazon S3 FEFETHE, B LAEBIFE LA EREFIRE AWS, 1T R # 3R
IP it | AR LAY SR, WEFFMERN , 3828 "AWS CloudTrail (FFEIER, -

&
o {#F 528% AWS Health APl 04 AWS CloudTrail

£ 524% AWS Health API 04 AWS CloudTrail

AWS Health B8 [R#&EE S AWS CloudTrail , ttiRIEAIREFERAE. A AWS REEHPHREZ
B{ERN 2% AWS Health, CloudTrail €#5EY AWS Health 89 API LI E/EE 4, BRI AaERBH
AWS Health iAKW | URZE AWS Health API I24ERRREREL, MREETKEER | BAILUE
CloudTrail EH#FERXHZ Amazon S3 EEETE | 2% WEH AWS Health, BIfEERAREREEHE | 4K
AR LUER CloudTrail ER AN EHEEEHBAZHEM4. EALUEA CloudTrail FRRENER
FRYIETIR HAFER AWS Health, 12HFERMY IP ik, IBEFEROAS, BEBRNEHE , AR HM
FHER.

EEH— 7 # CloudTrail , SIEWAREREA , F28 (AWS CloudTrail fEH &) o

AWS Health CloudTrail A&

BEHEY AWS IRFIF | 2EEMIRSE EBUA CloudTrail, £ P4 X ENSHEERF AWS Health |
ZEBHEREHBELIRHFPNEM AWS IRIEEH — LK CloudTrail B4, ERILE AWS 1R

£ F 528% AWS Health API FEAY AWS CloudTrail 9
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Frhmil, BEENTHRKIOINEN. UFEFHMEF , F2H (EM CloudTrall B4 E EiLHRASE

# https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.htmls

EERERREE AWS IREFNEH , 235 HEMH AWS Health , FFETEME, FZRAEZE CloudTrail
# BREERRXMNE Amazon S3 fEFITHE, RIBTFER K ELEEIRAPEIKRKE K BREXISEARE
B AWS EiF, ZEMELHRE AWS 2EIEFFMEEESNES , Wi AFERIFERIEEN
Amazon S3 fE1ZETEE, LA\ , BAILIEREH M AWS RIS , LUE—FS 2 FMEE CloudTrail BT
WENEHER, MEFHMEER K FSETIAS :

- BB ELER

« CloudTrail X BEHRENES

« %7 CloudTrail B Amazon SNS &1

R’ ZEEEEW CloudTrail BFEFER , AREZEIRFEW CloudTrail BFEFER

CloudTrail €528k FTH AWS Health API 4 , Y528 AWS Health API 2Zd, i | ¥
DescribeEvents. DescribeEventDetails l DescribeAffectedEntities R/ER I} E &
£ CloudTrail B ERFELEE,

AWS Health X #1& T 5 8{EfC8k A CloudTrail B ERPHEH -

EREFERABEEAERER IAM EAEREH
- BHEFERE  REEATHEACEBA 2 FRENERELZSRE
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