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aAntennaDownlinkDemodDecodeConfig

UplinkEchoConfig

Legend
contactPostPassDurationSeconds
Data source config
contactPrePassDurationSeconds
Data destination config
Data source minimumViableContactDurationSeconds
and/or destination
config
streamskKmsKey
streamsKmsRole
name
tags
trackingConfig
dataflowEdges
sourceConfighrnl | destinatienConfigArn
SﬂurcEC:;rHﬁgA.mN destinatinr'-lEIurrﬁgAmN
AntennaDownlinkConfig

DatafloewEndpointConfig

TrackingCenfig

SZRecordingConfig

AntennalplinkConfig

EHRER
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TIXHIES BN TREE,

« AWS::GroundStation::MissionProfile CloudFormation & REI

£ AWS Ground Station #H&E

#HRER BIR , AWS Ground Station AR EZHIEASEBRENZE., BEEENEREMEEEHER
B, ARHTERE  EFRZEKRER, Sl EEZETRERNER, B oA=EE
Al

- JBHtIARE
« Dataflow #H&E
- EAIARE

TrackingConfig =1 —HEHIEAREEE, TAREHREHBERERRNEBHERSTE , EEEEREED
=NEW,

AEEERERERNRERFEANBETRAERNREDNE K SEHRRXRTEERFWERH AWS
Ground Station REER, FEBEAEETET D —HELHALE , —BARRENRE , Z—RBARKREN
i, BLBABRHENTRAT.

fARER TR ERRERIER/ B #
AntennaDownlinkConfig IR
AntennaDownlinkDemodDecodeConfig RIR
UplinkEchoConfig IR
S3RecordingConfig BE
AntennaUplinkConfig B
DataflowEndpointConfig D EEIVEASE: OF

TelemetrySinkConfig 2 M —rERIARER, CARREENEREIBBHBARANNVE , EEKHR
EEGDREAN, 2EE , SELWBHEABITHRE | &AL FENEEME B AWS Ground Station &7
ZIRMIRE,
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WFE A A CloudFormation, = AWS Ground Station AP| £ 4848 F #1TIREMNSEMAE A AWS
Command Line Interface , 582 B T3 X4, $HEMAEBEEN X EZBRHENT,

« AWS::GroundStation::Config CloudFormation & R¥a 3!
« Config AWS CLI &#
« Config APl 2%

B MR RE

UL EEHREEDERAEBRER LY HESEEZEVWIENBRBaSEM, HEREE—2
2 : autotrack. autotrack Z2HAETFIE :

« REQUIRED - #EREZFEHM,
- PREFERRED - #ZW{RF BEEH , B)REEEEMR D THITER,
- REMOVED - f&/E10] B BhiE it FE A R 210K

AWS Ground Station #&F|ARXEEETEN , EXREA B HEHE , ZERSRBENTRERLRE
b, GFEMMFERE ephemeris HIEEMHEA T # AWS Ground Station Z1{AIf# f ephemeride , 528 .

Autotrack B fERAENEKR K BRI FEHWAK AL, —BREEEER , cAEBRBARNGEE
HEITIEHE,

WEMMER CloudFormation, X AWS Ground Station API JB#t 4R RER TR EREEMAE S AWS
Command Line Interface , 5828 T 5324,

« AWS::GroundStation::Config TrackingConfig CloudFormation &%
- #HEE AWS CLI 2% (#@2HBtrackingConfig -> (structure)—§fi)
- TrackingConfig AP| &%

RIRT1THERE

B LAMERRETTHERE , EBEHBERE TTHXRR. THBABERARER , EERXE T TBEH
BERAMNER, EEMEL,

HABARENRETNRRER, CREREREARENHML, I ROELRIGERAR
ERIP BN, MBNAEALARERERNRENFHEN , F2H EHERRE

MRENTITEAROFTERFNER , F2E R T THRHRIGERE,
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-groundstation-config.html
https://docs.aws.amazon.com/cli/latest/reference/groundstation/create-config.html
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ME MM CloudFormation AWS Command Line Interface. = AWS Ground Station API £ X4&
T1THERE ESTIREMNEFMER , BFE2R T 53X,

« AWS::GroundStation::Config AntennaDownlinkConfig CloudFormation B 1%
« 48EE AWS CLI 2# (52 MantennaDownlinkConfig -> (structure)—£i)
« AntennaDownlinkConfig APl &%

KR TTHERRRARE

RETIIrRERBHER —BEERM AT ETWARER | TARYTEGHRAN/LBEN TTBIE
Ao MREBEEBHITELHBEMELE , 55FIB B AWS HE ZEAWS Support Center Console,
BMEHEZAFERARIER ERNBERINTERERE,

IHERAREREPHRRE R, CEAERERSERERNAUML , LATEEWERFAMER, EL
EMBERNERGERARA/MRBENERIP KX, NFNAEALECEBERRENFHREN B2
Bl EAERRE

WMEIAER AWS Command Line Interface, B AWS Ground Station API £ R4E T 1T RS R4 AE
F#ITIRENTEHE A CloudFormation |, 5828 T 534,

- AWS::GroundStation::Config AntennaDownlinkDemodDecodeConfig CloudFormation B %

- {HEE AWS CLI 22 ( §82MantennaDownlinkDemodDecodeConfig -> (structure)—
g )

« AntennaDownlinkDemodDecodeConfig AP| &%

RigEITHERE

BRMERAXRR ETHERE  EBBHBERE LTHXR. EMBHERER, BIENBEEERFOEH
R (EIRP) RIAFEEREME R, MEFMMARE LTEEBHEANFAER  F28 KR LTEEERE,

BABARENRETNEN®ER. CEREENBNEREFRRENFRER/BLIAR , WEH
HHUAAFEEEN, SRIGHARNERNFBFESTRERP KX, NWFNAERLAREZBERR
ENEFMER AR EHERRE

WE WA A CloudFormation AWS Command Line Interface. 3 AWS Ground Station API £ X 4R
FITHRE ESITIRENGFAER , B2 T334,

« AWS::GroundStation::Config AntennaUplinkConfig CloudFormation B
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-groundstation-config-antennadownlinkconfig.html
https://docs.aws.amazon.com/cli/latest/reference/groundstation/create-config.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_AntennaDownlinkConfig.html
https://console.aws.amazon.com/support
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-groundstation-config-antennadownlinkdemoddecodeconfig.html
https://docs.aws.amazon.com/cli/latest/reference/groundstation/create-config.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_AntennaDownlinkDemodDecodeConfig.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-groundstation-config-antennauplinkconfig.html
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- #HEE AWS CLI 2% ( 552BantennaUplinkConfig -> (structure)—£i)
« AntennaUplinkConfig APl &%

Rix LITEFE/ERE

FTEEAEEBARFENAHT LITEIE, LTERETARRBELZINEAZEMOGS , EBTHAM
HPEER, EnEBREEHE AWS Ground Station XAREWIVERRASE (Bl LTER ) RER, EE
EEXREEEERRERENASR K BEFSERNAR. LTEEERES LITHEN ARN, X
MEBTLITEER , FHAKE ARN 5@ 2 LITHENSEL

AR RERRES E’Jﬁiﬁﬁ"%’io LB R R RNV EREFESARERP B, WF MR LA
EERBERRENFMENR , F20 LAERRE

W {afE B AWS Command Line Interface, 3% AWS Ground Station AP| £ £ T EIFE4HRE F #11T1%
YERYEE4ME S CloudFormation , 552 T 53X,

« AWS::GroundStation::Config UplinkEchoConfig CloudFormation B
- #H7E AWS CLI 2% ( #2BuplinkEchoConfig -> (structure)—f7)
- UplinkEchoConfig API &%

® Note
Dataflow i Bh4HREfE A A S B B 32 E Amazon EC2 , A€ AR E R Z{FE Amazon
S3.

B ERERRERREAEREEENREREFETNHEERRERY , AREFEEREBE
HEEHERSEERIBERE. ERREREEENRESHSEEENRERENEBNES. #
HEE AR, AWS Ground Station 87 REENERZERE , YEASKEEH AWS B2 EHFR
EREPEEENRE RS HEFIEEFMEENRERENERRBRIEE, NRKISENERR
PRI EAHE | B IRES SRR , BRIEE K FAILED_TO_SCHEDULE, fEBE A TJAEARREREE
B , 5528 AWS Ground Station B#& iR RE,

ﬁﬂuluﬁjﬁ‘ﬁgﬁ%ﬂﬁbm dataflowEndpothame Eﬁé?giﬁﬂmﬁijﬁgﬁﬁﬁq:E’Jﬂgﬂﬁbﬁﬂulﬁijﬁ
o, EBHSHIBERERE IR B TMEERRERR.
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https://docs.aws.amazon.com/cli/latest/reference/groundstation/create-config.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_AntennaUplinkConfig.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-groundstation-config-uplinkechoconfig.html
https://docs.aws.amazon.com/cli/latest/reference/groundstation/create-config.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_UplinkEchoConfig.html
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dataflowEndpointRegion BHM EIEEERRBERMEMENEL ., MRENERREREERESD

IEE TESE , 8 AWS Ground Station 2] EEEBEHFHERRERE R, MRKREEESE , AWS
Ground Station AR ABIS AN E TAEK R, WRENERRERIH @5 EBS AN EITE
WEFHAE , AIBEASEGEABERSENRTEIEA. IFEERSENRENFHEACLAERR
2,28,

MEERRETEAGR A ENMEENEREGFZHZMNFER AWS Ground Station Dataflow i B B 48 #%
B LA

MEMAEALARRBENRENFRER , F2R £AERRE

MEIAEHA AWS Command Line Interface, 3 AWS Ground Station API £ 3 #1712 i BiAE A& - 3
TIREMFEME A CloudFormation , 552 B T 5304,

« AWS::GroundStation::Config DataflowEndpointConfig CloudFormation &%

- #HRE AWS CLI 2% ( 552 B dataflowEndpointConfig -> (structure)—£i)

« DataflowEndpointConfig AP| £#

Amazon S3 #&HHAE

(® Note
Amazon S3 B EEEE AR ER R{TE Amazon S3 , T2 AR ER RZ{FZE Amazon
EC2,

HABARESRETHENLER. LEMHEEREERRERRAHNEABENBER pcap &
B MFUWAEALEEEBERRENFRENR , F20 EAERRE

BT LAE R S3 S RABREMRIETE Amazon S3 TR , BEER TTENREAN S RIESN —EXN
IRFEETR, UTHEEAEELSBNRHMFMER

« Amazon S3 REFIRB BB ALL aws-groundstation B,

- IAM BBXBEEEEBER , fAffgroundstation.amazonaws. comfRE BB EZ AR, MFE
#fl , FSRETIEFEEER -, EABRYHE , HEBER ID AEFE , GEBREYXEFERAE
8% (*) BUX your-config-id , B W LAEFEAMERER ID B2 REH.



https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-groundstation-config-dataflowendpointconfig.html
https://docs.aws.amazon.com/cli/latest/reference/groundstation/create-config.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_DataflowEndpointConfig.html
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sEHEERE

NMEFENAEFACEEBRNFRENR , F20 (AM E£AEER) FHEE IAM A6,

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": "groundstation.amazonaws.com"
},
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
""aws :SourceAccount'": '"999999999999"
}I
"ArnLike": {
"aws:SourceArn'": "arn:aws:groundstation:us-
east-1:999999999999: config/s3-recoxrding/your-config-id"
}
}
}
]
}

- IAM BEXEER IAMBER , AT ACYHREETEEIT s3:GetBucketLocation B1E , W ¥ /REF
B HHIT s3:PutObjectBfE, MR Amazon S3 IR EAM#ERBEXK , AlIfFiIrE
BEEMUEAT IAM BEETELEE, MEEHN , FS2EUTHENSEHTE—.

#BHABBR

MFIAERNEZAGBRNFMES , F2R (AM ERAEER) PHEE IAM BUE.

JSON



https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage.html
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{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:GetBucketLocation"
]I
"Resource": [
"arn:aws:s3:::your-bucket-name"
]
}I

{
"Effect": "Allow",

"Action": [
"s3:PutObject"

1,

"Resource": [
"arn:aws:s3:::your-bucket-name/*"

]

}
]
}

- MR SIERYHRSER FH., BULUEEEASMKREN , EEEKINRARE RBIEFHME
ANE B, Bl , {satellite_id}/{year}/{month}/{day}#EX BWF& , WEHEL
M HELE fake_satellite _id/2021/01/10

BERMNEARSIE . {satellite_id} | {config-name} | {config-id} | {year} {month} ||
{day} |

WEMME A CloudFormation AWS Command Line Interface. 3 AWS Ground Station API 7 S3 &
HiARE FHITIRENEMAER | B2E T X,

« AWS::GroundStation::Config S3RecordingConfig CloudFormation &%

- #HRE AWS CLI 2% ( 552BIs3RecordingConfig -> (structure)—£i)

« S3RecordingConfig API &



https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-groundstation-config-s3recordingconfig.html
https://docs.aws.amazon.com/cli/latest/reference/groundstation/create-config.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_S3RecordingConfig.html
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& R I AR AR R

B AERERRBSRAEREECFEENEREHEEMBHBIMANMLE, EREWF[ALRE
B, BEMEEENEBRRER , UEERAENEIVEEA. LXT?EEEEQJE%’/@?&E?FE%U%H#
HMERR -

- IAM BEBXLEEREEBEK , fAffgroundstation.amazonaws. comfREEEIEEZ AR, ME
&4l , FSE T IEHIEEBEE—&,

EHIFEERER

NMFENMAEFACEEBERNFRENR , F20 (AM £AEER) FHEE IAM 6,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "groundstation.amazonaws.com"
1,

"Action": "sts:AssumeRole"

- IAM BBXEEEAHFABKESRR LEHIT kinesis:DescribeStreamkinesis:PutRecord#
kinesis:PutRecordsE{EH IAM BUR, WMELH , FSE U TE A G BE —8,

BHABBR

MFENMAEFNEZACBRNFMER , F2H (AM EHEER) PHEE IAM BEK.

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kinesis:DescribeStream",



https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage.html
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"kinesis:PutRecord",
"kinesis:PutRecords"

]I

"Resource": "arn:aws:kinesis:us-east-2:999999999999:stream/your-stream-name"

}
]
}

ESEEBRERTESEREWI[ALER , AWS Ground Station ﬁEHﬁﬁ%ﬁEﬂ BAENEREREL
HiRF . MEEREE, ERRANRELE AWS ERNVFMER , F2ER EHER,

WE M {E A CloudFormation AWS Command Line Interface. 3 AWS Ground Station API 7£3& 8l
BEINEEARE FHITIRENFEMER | B2RTYIXH.

« AWS::GroundStation::Config TelemetrySinkConfig CloudFormation B

- #HEE AWS CLI 2% (2B telemetrySinkConfig -> (structure)—£i)

« TelemetrySinkConfig AP| &%

£ AWS Ground Station Dataflow i B & 42

Dataflow jﬁ"ﬁgﬁ Ea%@%tﬁﬁﬂﬁﬁ%ﬁﬁﬁ BRSEREMVNVE, ERRERE—FEBUAENRERE
BEAN—Ho. BEKZSEENRERMTEE—EEETD iﬁ*i—IEE—EﬂﬂﬂF—ﬁ_ﬁﬁéiﬁﬂ’Hﬁ
TE s B o ﬁ]ﬁu QU%EL&;E;HQM' FRIEER =ZEERAREREY BV AENEEEREEERRE
IR FERENE - ERRBERMEAP A = Eiw R,

Dataflow U 268 48 hix 4~

AWS Ground Station X EMEMRAN ERREZREAFAE
- DataflowEndpointGroup - RIFEE , XEFEAERAE RN LITNTIT , AREAWS Ground
Station X EE = in B 1T

. DataflowEndpothroupVZ EHRA , TR AWS Ground Station FRAEIREHN LITMT
TERRE , YREBEWEMINEE
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-groundstation-config-telemetrysinkconfig.html
https://docs.aws.amazon.com/cli/latest/reference/groundstation/create-config.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_TelemetrySinkConfig.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_DataflowEndpoint.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_AwsGroundStationAgentEndpoint.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_AwsGroundStationAgentEndpoint.html
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Dataflow i 2 B840 LEBR

Ihee DataflowEndpointGroup DataflowEndpointGroupV2
S ENmSAR DataflowEndpoint , A DownlinkAwsGroundS
wsGroundStationAge tationAgentEndpoint, UplinkA
ntEndpoint wsGroundStationAge
ntEndpoint
XELITHwWE DataflowEndpoint UplinkAwsGroundSta
tionAgentEndpoint
SETITHIRE DataflowEndpoint , A DownlinkAwsGroundS
wsGroundStationAge tationAgentEndpoint
ntEndpoint

DataflowEndpointGroupV2 EEXELITERNRE , XEERRE
ImRBEEAENESERMW., SHMEFRNERARS , RMERER
UplinkAwsGroundStationAgentEndpoint F1 DownlinkAwsGroundStationAgentEndpoint
% Bh#& B DataflowEndpointGroupV2, DataflowEndpointGroup A= EHAHEBM |, 8
DataflowEndpointGroupV2 21t 3838 Th 58§ 58 75 My #Y AH A& 18,

® Tip
HITHEAR  ERRERESUAEENERET, EEEBERPHAIZTERE—HSB
W, EATEAERNEESREERBEANTIREEMRKENZEBEZA. WMEREEEEHEE
BEBENEEERE  E2REMH. EUUERENREREHENEE  UGSEHEEERM
FTHEIREIZEE LR,

EENNERMHETN NS RERESEREREAR Eﬁﬁ%ﬁﬁ?&ﬂ&ﬁﬁ?sﬂ%&ﬁ%ﬂ&ﬁ%o %
AR RFEIT S EBIEA |, BEELBHEALRET BN ERRERIEFE LT,
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https://docs.aws.amazon.com/ground-station/latest/APIReference/API_UplinkAwsGroundStationAgentEndpoint.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_DownlinkAwsGroundStationAgentEndpoint.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_CreateDataflowEndpointGroupV2.html
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/A Important

Dataflow % 2 B¥fH A E R HEALTHY AREE | FREFEA CRHREBE A, UEMATHERER
HEALTHY MREEMNERRBIRBFHAETHEZENER , B2 8 REN HEALTHY ARAE
# DataflowEndpointGroups #1732 B .

WE MM ER CloudFormation AWS Command Line Interface. = AWS Ground Station APl £ & ¥}
IR BEE T HITRENGFMAER , BF2E T 53X,

» AWS::GroundStation::DataflowEndpointGroup CloudFormation &R 8 !
« Dataflow i BE 4 AWS CLI &
« Dataflow i BE4E APl 2&

ERRIE UG 3
ERREREHANRERENRERY. XENRBERTURREERNERREREFERAE,
DataflowEndpointGroup %

DataflowEndpointGroup X B F & Bl 12 i 26 B9 £ 1T Tﬁ LA K fEAWS Ground Station XIEFE
N TT. HREMBEENGRE  SEEEVENRERMFECEYXENER (6l P i
i) . WFEMEA ML ERIRIR I B R R DA R I ER Ei%@*ﬁﬁ)ﬂﬁﬂum&ﬂ’]ﬁ% , B2

THZERAME RN IR EE,

A Important

—ERRBERMEFENNEERREBERSLERAEREE, £EEBAWS Ground Station
%H&Aéﬁ%ﬂﬁéﬂ*ﬁﬂﬁ%ﬂqﬂm Dataflow iR FiB&. MRENEARFIFTEEMERENIRS |
BHAARBEBRERYERNERRERIEE.

H A DataflowEndpointGroupV2 , Al LA EHEEEF RS
UplinkAwsGroundStationAgentEndpoint #1 DownlinkAwsGroundStationAgentEndpoint,

AWS Ground Station X2 i 2

Agent AWS Ground Station Endpoint &%/ AWS Ground Station Agent i 5288 T4
RIZIEELR, EEEE AWS Ground Station KERERIxE , BRAEFE A EndpointDetails

Dataflow % Bh Bt 4H 22


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-groundstation-dataflowendpointgroup.html
https://docs.aws.amazon.com/cli/latest/reference/groundstation/create-dataflow-endpoint-group.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_CreateDataflowEndpointGroup.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_DataflowEndpoint.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_AwsGroundStationAgentEndpoint.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_AwsGroundStationAgentEndpoint.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_AwsGroundStationAgentEndpoint.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_AwsGroundStationAgentEndpoint.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_DataflowEndpoint.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_UplinkAwsGroundStationAgentEndpoint.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_DownlinkAwsGroundStationAgentEndpoint.html
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AwsGroundStationAgentEndpoint#I#fI, % AWS Ground Station KERXWFMER , &
BRTEMN AWS Ground Station KB FEHEIERE,

AwsGroundStationAgentEndpoint@& T 5IEE :

« Name - ERIREREERE, BEERSACALERNRERYE  HEBXAFESERRBRIAR
RERANE R,

- EgressAddress - AA%R# RERXE L ERE 1P FEZEMU,

« IngressAddress - ARGERMEA REEXH IP MiELR UL,

Dataflow % 25

Dataflow i ® R ABBEEARNMARB THRELER, EEEE FTEUAKRER. TITIR
50MHz WU AR ER , R TTHRFA/MBARERR , FEAERRERYE. EEEHE Dataflow i
2 | #1818 A EndpointDetails 8 Endpoint# Security Details 1,

Endpoint@& T 5IEE :

- Name - ERIREREARE. BEZHRACALERNRERS , LEBYLEFSENRERIERE
REEANE R,

« Address - EAK IP FiEZE#bHE,

SecurityDetails@& T %|EH :

« roleArn - AWS Ground Station #§#&F# VPC R &M EM MBI FE (ENIs) 2 &K Amazon
Resource Name (ARN), EL ENI Al RS HERRZERNEANE LI,

« securityGrouplds - EEEFEMERRENRLEHE,

« subnetIds - FHKBE , Hd AWS Ground Station AJREEMEBEEMMAKRE , SUERREE
ZENBTEE, NMREEZEFRE , cPXBUUBELEH, IRFEBNVNATEN T HESE
(AZs) , EucEELEETAESERERER,

BAWIAM ABroleArnX EEFEFEFEHE , Affgroundstation.amazonaws . comfR#% 881
FZAG, WEHY , FSETIEMNEEEE—H, EHHEBIHE  "mEER ID FFE , HikE
EHRRSHAFERESE (*) BRyour-endpoint-id, EALERNAREHAFEHIRIEER ID , LUEH
EEBRREERENZBIEERRZRBEE,

Dataflow i 2 &40 23


https://docs.aws.amazon.com/ground-station/latest/gs-agent-ug/
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IAM At BB R RLEF AWS Ground Station 5%E ENIsHY IAM B3R, WMEEHH) , FSELLTHEHIA
@:I‘E&gﬁ_g‘-o

BHIEEBR

NEFENAEHACEEHRRNFRES , F2H (AM EREER) FHEE IAM A6,

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": "groundstation.amazonaws.com"
}I
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws :SourceAccount": "999999999999"
},
"ArnLike": {
"aws:SourceArn": "arn:aws:groundstation:us-
east-1:999999999999:dataflow-endpoint-group/your-endpoint-id"
}
}
}
]
}
&6 A B R

MEFENAEFNEZABPRNFMER , F2H0H (AM EAEER) PHEE IAM BUR,.

JSON

{
"Version":"2012-10-17",
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage.html
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"Statement": [
{

"Effect": "Allow",

"Action": [
"ec2:CreateNetworkInterface",
"ec2:DeleteNetworkInterface",
"ec2:CreateNetworkIntexrfacePermission",
"ec2:DeleteNetworkInterfacePermission",
"ec2:DescribeSubnets",
"ec2:DescribeVpcs",
"ec2:DescribeSecurityGroups"

1,

"Resource": "*"

DataflowEndpointGroupV2 % 2

DataflowEndpointGroupV2 # 45 pk Y im BT | AT R AL BB MRV AE AB M 1B 5R Th A8

« UplinkAwsGroundStationAgentEndpoint - #+¥f 1T & R REBHKIEN

« DownlinkAwsGroundStationAgentEndpoint - #H¥ FITERREKEL

iE L 43 R L iR Bh & AS — A% AwsGroundStationAgentEndpoint BUR B A E45 ERVAERE | BIE T ER MR
E* EIEE*)I'I)H;*EEO

47 AWS Ground Station X2 X ik 2

UplinkAwsGroundStationAgentEndpoint E& ETERIREMERET , LRAEEMNERRE, ELFE
E%ERHREA AWS Ground Station L EITEFHER , BEALIREER,

UplinkAwsGroundStationAgentEndpoint@& T3IER :

» Name - ER R HREEE, SEFHEACGALERNRERE  LEBXEATSERRERIER
RERANER.

« IngressAddressAndPort - E— P MiE#ER#hit , ARENRERENEAER

- AgentIpAndPortAddress - RERENEANEZIEEHE

Dataflow i 2 &40 25


https://docs.aws.amazon.com/ground-station/latest/APIReference/API_UplinkAwsGroundStationAgentEndpoint.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_DownlinkAwsGroundStationAgentEndpoint.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_AwsGroundStationAgentEndpoint.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_UplinkAwsGroundStationAgentEndpoint.html
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T4T AWS Ground Station X212 = ii% 24

DownlinkAwsGroundStationAgentEndpoint E&t¥ TITERREETRE , BIEE/TIT. BHER
IR, LR ETEERS,

DownlinkAwsGroundStationAgentEndpoint@& T5IEE :

* Name - ﬁ*“‘l‘l)lb Ejﬁ”ﬁﬂﬁ%ﬁo EE%W%KEFﬁﬁtﬁﬂum E%% ﬁtgﬁﬁgﬁﬁ'ﬁﬁﬂum E%%%ﬂ%
RERANERE,

« EgressAddressAndPort - REEXER @ LN E— 1P FEEE
« AgentIpAndPortAddress - RERERNBEANEZIREHE

B ERRER A
BALERATHIE— AR ERRERIEAE -
CreateDataflowEndpointGroup

f£H CreateDataflowEndpointGroup EEREIMEAYE , RELFTEFEA MK
AwsGroundStationAgentEndpoint 2 DataflowEndpoint 388! &,

CreateDataflowEndpointGroupV2

S EFTEEM#E A CreateDataflowEndpointGroupV2 , AAIAX B LT TITER
RN HRIFEER, It AP X UplinkAwsGroundStationAgentEndpoint
DownlinkAwsGroundStationAgentEndpoint,

BREEEH

MR EEBIEFE A DataflowEndpointGroup , BITTABEFE AR GMWHERE K B8FEF, AWS
Ground Station E# 5T B EHME A M.

MREELEBRLUERAFH DataflowEndpointGroupV2 , B B #IIEfE# & Dataflow Endpoint
Application f£ A DataflowEndpoint R#ZWENER , AIEEEBBUHA AWS Ground Station 3BT
X, MREEKFEA AWS Ground Station KERNET T , LAAUEAHRNREREXHTERE
TET - TEEFNNRERHTER,

EE#ZE DataflowEndpointGroupV?2 :

1. AR ¢ DataflowEndpoint B , 581 AWS Ground Station Zik ABAWS Ground Station £ &
EMREERAE

Dataflow % Bh Bt 4H 26


https://docs.aws.amazon.com/ground-station/latest/APIReference/API_DownlinkAwsGroundStationAgentEndpoint.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_CreateDataflowEndpointGroup.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_AwsGroundStationAgentEndpoint.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_DataflowEndpoint.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_CreateDataflowEndpointGroupV2.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_UplinkAwsGroundStationAgentEndpoint.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_DownlinkAwsGroundStationAgentEndpoint.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_DataflowEndpoint.html
https://docs.aws.amazon.com/ground-station/latest/gs-agent-ug/
https://docs.aws.amazon.com/ground-station/latest/gs-agent-ug/
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BN ERREAOYEILBENREERE (UplinkAwsGroundStationAgentEndpoint
DownlinkAwsGroundStationAgentEndpoint)

N

3. B SEIELIHEK DataflowEndpointGroupV2

4. B KB BSEF DataflowEndpointGroupV2 B #1 & #Hi i i 2 48 58
5. EUFMERRER  #ERRERYERESEAERREEE
6
7

. ERFTNER R ERREEBIEA
 EHBINEERE RGN ERE

METERIERENGEMEENR , F28 7# AWS Ground Station B0 o ZE L AHEE,

£ AWS Ground Station XIEER

AWS Ground Station Z kA & 7] BETE AWS Ground Station B#&HIEEW ( T1T ) BALSEEBNF
AR (DiglF) EXRRE,

EERRN
BRI AREMEERRAEE

1. BRXMAEEC2 HTER - ERXNELEHEMN EC2 HTER. KRILLEE AWS Ground
Station RERER., NREFEEFHRNERNRE , KBHTRKESE, NF EC2 ERXMTH
HEEH  F2REAERRE -,

2. BRRMNE S3 REFHE - EHNFELN AWS S3 f#REIFETEH BIE AWS Ground Station.
WE S3 ERRMFWMEEEN , F2E HKrFERER.

EMEERRMNERNTMEELRET —H AWS BR, EIEZREMER CloudFormation 2RE I AWS &
B, LR EM, ERUNXERD, SEBIEARESERNRNZE EC2 5 S3 , BFEERERMNE
&,

TERETEARBEEWERE (SDR) HELUXFER , f& AWS Ground Station XAR[EI1HE| EC2 #
1TEBE K DiglF EHRHRAE,
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https://docs.aws.amazon.com/ground-station/latest/APIReference/API_UplinkAwsGroundStationAgentEndpoint.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_DownlinkAwsGroundStationAgentEndpoint.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_CreateDataflowEndpointGroupV2.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_CreateConfig.html

AWS Ground Station

ERAEER

Customer Destination Region
E Customer Receiver
ElP E

Public

@ AWS KM5S Key Encrypted P Dedicated Agent CPU Space Egress Address
Forward-Error-Carractad B ' UDP Socket
| L (FEC) H AWS G5 Agent H oi IF\ SSE
1 . — 1 Dataflow E . . D‘Ela ... AwsGroundStationAgentEndpaint
i EI ransmit (Tx . - UDP : > | Listener (e.g. SDR) Dataflow
i DiglF Dataflow |- 1% Ingress "
{ . Port !
P i Range ! :
\ o 2 i e“;"--—-. Jopt/aws/groundstationsete/
H : H aws-gs-agent-config. json

WMEFHMES , BSHETEMAWS Ground Station BRRA EEAE M.

\

EZ4
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https://docs.aws.amazon.com/ground-station/latest/gs-agent-ug

AWS Ground Station EREER

B 2R (€

Ha2Hl , BEZABHBEPNEARB S AWS Ground Station, MEFME |
Station BEH R .

FEZ2REAWS Ground

LLUR 2 AWS Identity and Access Management (IAM) W REBBUREBEENFGT, REEENAE
2%, BRI LBRREBREHENIS R,

S AWS IRF
MRIZRZE AWS IRE | SBEK T HIZZERRET —1E,
M AWS IRFE

1. BB https://portal.aws.amazon.com/billing/signup.
2. FEERLETRET

Mo EMEFREPRERER , LEEFR B ARER,

B B AWSIRF , AWSIRFREAESEY . REAEFRFEIRFFHIFRE AWS IR
#NER. FRZERARR  FREEFIEETGERSE  YEECRAREAERUTER
REMEFIENES,

AWS EEIMEF TR B EEBERE FEMFH B, BT LAFER & https://aws.amazon.com/ 3%
BRORS , RSB INIREEEIEEIRS,

BEVEREEFIUERNEAE

& AWS IRF |, 5AR%E AWS IRFRBREAE. BUA AWS IAM Identity CenterMZ I EEFERE |
UREBRERERARBEEK.

REBEIER AWS tRFRERH

1. BERFERELITA AWS IRFE SN E A | IRFHEEEZEAWS EEFEAFGDEA, &
T—EF , wmABNHS,

FEARERAEEANGRR , F20 AWS B A EREEMTINURERAES I EA,
2. agﬁfsmﬁﬁﬁﬁﬁﬁtﬁkﬁ%iiiﬁ% (MFA),

S AWS IRE 29


https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://aws.amazon.com/
https://console.aws.amazon.com/
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial

AWS Ground Station EREER

WERA , FSE (AM EREER) PHEEHN AWS IEE BERAE (X248 ) BAER
MFA iél_o

BEVEEEEREGFRHENERSE
1. BA IAM Identity Center,

WEER , HSE (AWS IAM Identity Center A& ER) FHEA AWS IAM Identity Center,
2. 7£ IAM Identity Center 1 , i EBRFEER FHERAE.

mEMEA IAM Identity Center B # 4 5 2 RKIENWHZERE , FSBAWS IAM Identity Center
CEAEER) PFERATERERESEAEFE IAM Identity Center B §,

UERERFRENERESTEA

EEFEAEH IAM Identity Center EFAE2E |, FEEAEIL IAM Identity Center EA EHREIAE
BE B EEE URL,

WEEA IAM Identity Center £ EZANRE , F2HEAWS BA (FAEEE) FHEA
AWS FERA Ok,

EREFIEREHMERE
1. % IAM Identity Center  , B —EFF I £ RE/BERAKEERNREER,

WEETR , FSE (AWS IAM Identity Center EAEER) PHEILFAIE,
2. BERERERERME K REHRBHERE-ZAFIE,

MEER , FZE (AWS IAM Identity Center £ &I5/) I FTIEEE,

#& AWS Ground Station FF AT #TIEE AWS &RIIRF

EEEFAEREEMEHE AWS Ground Station WIER TER , BEERT BRI S HEES
AWS ZHIRF,

1. BAAWS EEEEA WM IAM T25,
2. BVHBR. ERATIIR

#& AWS Ground Station FFAJ #7118 E AWS &R 30


https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com//singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com//singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com//singlesignon/latest/userguide/get-started-create-a-permission-set.html
https://docs.aws.amazon.com//singlesignon/latest/userguide/addgroups.html
https://console.aws.amazon.com/iam

AWS Ground Station EREER
a. HEEEBKRD , BIZF Policies (BUR) , /AR IERE Create Policy (B BUER).
b. £ JSON 28+ , FHT5{E<z—#wE JSON, FRAKHESENERERHN JSON,

« ¥ Ground Station EE PR , B E1EFRE A Groundstation : * , N :
JSON

{
"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"groundstation:*"
1,

"Resource": [

myn

- HAMEEMERR |, 554% Action (B)4E) 384 groundstation:get*. groundstation:list*
groundstation:describe* , M R AR :

JSON

{
"Version":"2012-10-17",

"Statement": [
{
"Effect": "Allow",
"Action": [
"groundstation:Get*",
"groundstation:List*",
"groundstation:Describe*"

1,

"Resource": [

myn

#& AWS Ground Station FFAJ #7118 E AWS &R 31
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- MEBBZERJBRWINEZ LM |, #& Action (BNE) 52E A groundstation:* F1#& Condition/
Bool (f&#/f#) FE B aws:MultiFactorAuthPresent:true , I FFF7R :

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "groundstation:*",
"Resource": "*",
"Condition": {
"Bool": {
"aws:MultiFactorAuthPresent": true
}
}
}
]
}

3. EIAM EEZAEF , KEBRVHBRERIMENERE.

WFE IAM EREMEEBERNVFRER |, F20 AM EHEERE.

IMAEHE

EEEMA AWS Ground Station R —EZ S RERF , S REBUNE, RITERE, HEERE , URES
HMRAH. LEEREWZ (NDAs),

EFMARERFSR

FHEMAR—EFEBHRERF , a7 AWS Ground Station FIRABEENFENEREEDKRT., UTRH
BERER.

1.  #2BS AWS Ground Station [V EEE , ¥IBEHNEERERTSHEBENEEEHERISM,

MAEE 32


https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction.html
https://console.aws.amazon.com/groundstation/home#resources
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2. EERBBEEIA AWS Ground Station , 1 AWS Ground Station A BEEMNFEFMER
B LRXFEMABE, FEEEENFEERNEERE , S BENEBERE,. TENEER,
HENBBEE, FENDERRE  URERAFTEIFER #£H AWS Ground Station #7725 Ih
BEo

3. ERIZHELENTFERE , AWS Ground Station EREEHEIFEANBSENEREEIETE, LB
NiEBEREESRBNENTEMBRAEERMEMTRE.

4. HBHZEER K CHEHEERSERMEFEH. AWS Ground Station &% K I E H M E MG L.

(BH) wEEE

A% GRS EEBHRLTHERSE  SUETEEHMBT. AWS Ground Station 15 FBHHEA
HEE , TRAENEREAEESNEESEUR Norad ID. BREEEBIREEHENERE
EMERNEE., 2EERE , TIEREE,

B LAEA AWS CLI siE A —1E AWS B EH |, FiB tag-resource API R#ZE52 AWS Ground
Station SDKs, https://docs.aws.amazon.com/cli/latest/reference/groundstation/tag-resource.htm|zx
BB B EA AWS Ground Station CLI 7 H 1252/ B EHEE E Aqua (Norad ID 27424)us -
west-2,

AWS Ground Station CLI

AWS CLI AT 2k Ed B &) AWS Ground Station. £ AWS CLI B2 ZNEE <28 , LB mE T
AWS CLI 5R1G4 -

- HBE AWS CLI BE%% , NMEFELTENEFN AWS CLI , FBRIZE AWS CLI 2 2 hi,

- FEE AWS CLI B E. MERENIEBEEN AWS CLI , FFZBEEE AWS CLI £ 2 iR,

- BERAWEEREMEAERFHEE AWS CLI#ENERT, £EEELRENEALRREZMN
EHE AWS Ground Station B##& A AWS CLI, MERFEEBNEAERBRENFRENR , F2EE
ENEAERERRE,

AWS CLI 52 EF W B FEA%E , 35%8E AWS Ground Station CLI s 52 ZHME , UBRATANGD
T FALRE , B8 AWS CLI i o#EE , ¥EA ABSMEFEgroundstation , BUEE
AWS Ground Station & EEFE AR, ME AWS CLI B SEBNEMAEN  F2EA AWSCLI B
EHHGSHEE. ATRMUEGSEEBEL,

aws groundstation <command> <subcommand> [options and parameters]

(B ) HREE 33


https://console.aws.amazon.com/groundstation/home#resources
https://console.aws.amazon.com/groundstation/home#resources
https://docs.aws.amazon.com/whitepapers/latest/tagging-best-practices/what-are-tags.html
https://docs.aws.amazon.com/cli/latest/reference/groundstation/tag-resource.html
https://docs.aws.amazon.com/cli/latest/userguide/install-cliv2.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-configure.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-files.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-files.html
https://docs.aws.amazon.com/cli/latest/reference/groundstation/index.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-usage-commandstructure.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-usage-commandstructure.html
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WREE

B AEENEEETZEEMN ARN (ASN), ETLLEB AWS CLI FH list-satellites APl 5 :

aws groundstation list-satellites --region us-west-2

1T LR CLI sn B ELEUL THE Y

"satellites": [
{

"groundStations": [
"Ohio 1",
"Oregon 1"

1,

"noradSatellitelID": 27424,

"satelliteArn":
"arn:aws:groundstation::111111111111:satellite/11111111-2222-3333-4444-555555555555",

"satelliteId": "11111111-2222-3333-4444-555555555555"

}

ERLERTCNEE , XL T satelliteArn, BN —BEEITESERER , Tagresource APl H
[EiE ARN , T list-satellites EEA ARN 2280, ¥R T—EL R , BEZE ARN EXAKEE
EEBNEE (TREREGHENEE ), EH&EFP , BMFEA us-west-2, EBIETE , ARN Hv:
xRE :

arn:aws:groundstation::111111111111:satellite/11111111-2222-3333-4444-555555555555

=z

arn:aws:groundstation:us-
west-2:111111111111:satellite/11111111-2222-3333-4444-555555555555

FEEIRAPETEEER  GEMXEERS “Name"BRBREAEHR. A, RREMEANR
AWS CLI , 5S4 ARMREH, EREERSEM
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https://docs.aws.amazon.com/cli/latest/reference/groundstation/list-satellites.html
https://docs.aws.amazon.com/cli/latest/reference/groundstation/tag-resource.html
https://docs.aws.amazon.com/cli/latest/reference/groundstation/list-satellites.html
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{\"Name\" :\"AQUA\"}
BE , £48%0 tag-resource AP| XRIFFCEHE. E R LA AWS CLI EHEL R :

aws groundstation tag-resource --region us-west-2 --resource-arn
arn:aws:groundstation:us-

west-2:111111111111:satellite/11111111-2222-3333-4444-555555555555 --tags
"{"Name" :"AQUA"}'

HATHLIRER | BASREHE T A AWS Ground Station EEEAFHESRENERE,
BEHEENER

MRECHRESLEHENER , B LERAMERERN“Name” | BXEAEE ARN I tag-resource ,
EBEEBTEETENE, EKEFEENER K YEXTEATERTAE, HItWEFIrE T

R

aws groundstation tag-resource --region us-west-2 --resource-arn
arn:aws:groundstation:us-

west-2:111111111111:satellite/11111111-2222-3333-4444-555555555555 ~-tags
"{"Name" : "NewName"}"

BREENER

AT LAEA untag-resource AP BRRFBENBBE. It AP EEEFERFEESNEE ARN , URE
BRo|IBEE, YHREHE , EBESIEA “Name”, £ AWS CLI FEI It API B9S2 R AR -

aws groundstation untag-resource --region us-west-2 --resource-arn
arn:aws:groundstation:us-
west-2:111111111111:satellite/11111111-2222-3333-4444-555555555555 --tag-keys Name

NEREBEE

BRYMAZECHWEEZHN , BETUBRNMAZELAEBEE | WIEHTLRERN TTERAR
B, ENELEMFER HELEE AWS Ground Station TITEH,

(® Note
B EAD DEREELEHE, BRAREATLAREFIN TTEARE,
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https://docs.aws.amazon.com/cli/latest/reference/groundstation/tag-resource.html
https://docs.aws.amazon.com/cli/latest/reference/groundstation/tag-resource.html
https://docs.aws.amazon.com/cli/latest/reference/groundstation/untag-resource.html
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AWS Ground Station ZEMA THEEUTTEEZERBESR :

* Aqua
+ SNPP
+ JPSS-1/NOAA-20

 Terra

A% , BN FEUELEHEUMIENFER, AWS Ground Station &t 2T EREN
CloudFormation &7 , A FERREHRERRKE. WF AWS Ground Station 2RI 2 #Y E il €551
EHKEREEERE , F28 .

MEEBELEHE K UNRELHEERMNERERFMERNR , 528 Aqua, JPSS-1/NOAA-20 and
SNPP # Terrao

BREENERREEARE

BULLERFHE L BABAREHNREINIERSEF. REBENFENEARS  EUTRFEE—EIM
BRE, ASBEARTAFE TR LTHEE  UAREEANBRTTRE. FETBEARTCEXER
BNRETTRNE.

FESERRMG

FEIBERRZNZE Amazon S3 , EBNEZRERGUERFZ AR RFEERS PH Amazon S3 EEFET

. EHBHEAEREUHIEE (pcap) BRHUEARM , UAFEBEAERNEBRZRRERNE
#RE (SDR) , 1t pcap ERHEEVEARERIETRE, EXRGERKIBEZERE | pcap BRE 30
MERMFHEN Amazon S3 7T  MEEZZEREBEHBERBREER, IR K SUUER
BCHEREEHERMA Amazon SageMaker Al 5 Amazon Rekognition ZH bt AWS FR#5 5K R 2

B, ERRE Amazon S3 EBARRENEETTER ; EEZ%® Amazon S3 BER LITEEN
FHE,

BB ERREEARE 36


https://aqua.nasa.gov/
https://www.nesdis.noaa.gov/our-satellites/currently-flying/joint-polar-satellite-system
https://www.nesdis.noaa.gov/our-satellites/currently-flying/joint-polar-satellite-system
https://terra.nasa.gov/
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AWS Cloud

5

Satellite AWS Ground Station 53 Bucket

i

EEMALRR , BEEA EI1 Amazon S3 f#FETEE AWS Ground Station , USERRFEHEA,
ET—ELfBh  SUFEEET—ELSBPET S3 HRERE, MEFREFETFAMazon S3 EREREES
BHRE , URMIEERERFIEANGRED , 520 .

RLZERRN

BERRAAZE Amazon EC2 B |, BIVERIZREREEHRE Amazon EC2 #{THEB P ER, B LAE
Amazon EC2 #1TEE LENRFRBEER K RNEXERUETRERE,

EZEFARSHER , BEEFH REKE Amazon EC2 #{T{EEE |, 3 T —=H %@ Dataflow iz BHEE
#H, BEEE Amazon EC2 #1788 , 55280 5% Amazon EC2, &EEE I Dataflow w2 H , 75
209 /8 AWS Ground Station Dataflow 5% 25E¥ 48 .

MREEANRERRERIMARE  NSBEREARE,

AWS Ground Station
Antenna Region

Satellite AWS Ground Station | Elastic Network Interface

(8] Customer VPC

Customer Receiver

Dataflow
endpoint
application

*End to end data connection is established and maintained only during the scheduled
contact duration.

WMREFEH AWS Ground Station RIEBENMERE | AlEBERBAKE,

BZER M 37



AWS Ground Station EREER

i Station Customer Destination Region
Antenn jion
I .RF - “ustomer Receiver
= Signal E
=l
[f’ AWS KM5 Key Encrypted P Dedicated Agent CPU Space Egress Address
Forward-Error-Correctad -

UDP Socket
(FEC) ! AWS GS Agent isiE r30CE
Transmit (Tx) | Dataflow i B Dlgla AwsGroundStationAgentEndpaint
El ransmit {ix} =@, 3% UuDp : » | Listener (e.g. SDR) Dataflow
DiglF Dataflow = 1 Ingress reat
i Port
Range € .
A g I T— Jopt/aws/groundstation/ete/
B aws-gs-agent-config. json

RENERER

AWS Ground Station &8l 2 —HZ A Thet , nfEFHEBEHEAEIEER AWS Ground Station K#R B
RE AWS BIRE, ERZERIA FENEhERBIRANEE  WEEEFTELBRAR
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ERESEBERGRFRER  YERENGTBEE. EAERRKXIRERIKE | 008 FEIRE
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MBERHSE , F52B AWS:GroundStation::MissionProfile CloudFormation &R EH

1. RENERHEHREDE. ETRERETBEERKPNERER. S, WREF@ERsatellite-

wideband-narrowband-nominal-operationsi® {E #satellite-narrowband-emergency-operations,
2. BRELMIEHERE,
3. BRELMRETHERERE, EUELHREBEENHEA  UFSENEKER,

4. REAREEHIABMNZBRERH streamsKmsKey Hl streamsKmsRole. & B RFTAE AWS Ground
Station &R A EERBHRE.

5. RELNERRE. FRALEL—ESBIEINERE  BEYENERNREUTESEEEEAE.

6. [EA] RELHWEBEEINNEERBESEEREYE. EARNERE 2N zE Y B2 5 @5
WEM, MEFEER , FSEBAWS Ground Station EH EHHE,

7. D[EA] FRELHtelemetrySinkConfigArn AEE R IR A E R, ENEEAEZEERS PIZEW
IEFENRSEIER |, BUEITEER Mo, MEFMER , BF2BEAE,

8. [EA] £ EREITHERERIEE, EXTARMEBUERRGTHTRED BN EHE
R,

LA BE GflEBRERERE , REF-LEBEENER,

TREET R

RELEANANEENERNEBRERE , LEEFBHFIEEBZ AL EEEEBHA AWS Ground

Station,

B LGER TR H P —EA XFEBEA

« AWS Ground Station 24,

« CLI reserve-contact AWS 55

- AWS BB EH., ReserveContact API,

MEAR W4 AWS Ground Station Bt E 2B AR MAIEAZERANENR , F2E TH AWS
Ground Station 20{AIEEA ephemeride.
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ERRE. THEIWEEXEAHET B — L HVEE :

» 5 AWS Ground Station Amazon S3 ERRTH B B{v b BREE ( R HMEBEEA GitHub fEFE
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- A ERLEEMEER AWS
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AWS Ground Station #u5iE =

B8 AWS Ground Station XF (L E#HAHBBAVFENESR, SLEESHEARESORMELEZVE
MRRERSIER  BERIBFR, ESTREER .

- RiFEEHEMENIEE -, ETERRLUBNEEYESHEB/REER (RF) AKIMLE
LafiokyL 8

- EFEEERTE (RF) - ESFEER (FETITAHRE AWS Ground Station KEFHI /A EE RFI 3k
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- EEEE - SEESETIEE AWS Ground Station FI MM IRE T RETIESERE |, HlmA A EE
WRIEEAE,

EE@EETHAREREMEE. S0, FORENTUERSUBRITERS  RF SR TERE
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EFBENEE
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ERAEER

MEMEST , EREERAENBEFERBELER LT, MELTREEANI AERRD , O

EE AN TEENBIEEEER,

AWS Ground Station 45 2iIhEE

A TE{LEREE , AWS Ground Station JRE—#HFE BMN XKFEAINEE K ARKZEXREDE R

HEE, MAZRN—E2 IREAREHFEEBEVENRREREE. FEBIEAR | BB
HERFERANREEE., ETHAGERELENMNERBERBRIGTE  BEREABLERE. AR

FEREBE  fINBESHNRR , BEANBEREERRTE,
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TRENEBRERENE—BERIERERS , TRERXXWHNEN . KELLRE K KERRSE
KEXER , EEHEQIRTAZMAPTHZTEE/ER,

Ephemeris APl L5545 BETE R E{t &%) AWS Ground Station , SMERFEREFEH, ELTH
MY EEBE S KA Space-Track WHERETRFUNE (F2H ARIRMLEER), BAIXZEL Orbit
Ephemeris Message (OEM), #{Tit3& (TLE) MANMEA KR BERIEHEER,

AWS Ground Station £ ephemeris E#l , 183 AWS Ground Station #33& 12 A9 ephemeris F1E
B RERYEHEAMBEAT A, BIBEN , MRENFEEEERAN NORAD ID , BIFREEHEUE
{AE)¥ER AWS Ground Station 12 ephemeride,

HEBFTERLINREEREE. RERBE A Space-Track L R E#HR % AWS Ground
Station , AR ZERE,

%% , AWS Ground Station XEFURABN A IRCEREERREO LG , MEFRERHEENE
&, EBEAREAFEERNEATKRIANMEZR/ERREQRRER.
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- BERERUEER

- REBTERMEER

- £/ B3] ephemeris 78 B B##& A
- TREFRHL ephemeris

- MSEEN B ERHE

- ERETEFX ephemeris & #}

AR REER

BIRFEEE , AWS Ground Station AR B Space-Track WABATAER , MEFEEHRKIEME
fERRIR 4t AWS Ground Station IELFERRMNEEHER., ELERMTREEEE NORAD ID #HEEH!
ME1TITESE (TLES). FIETER ephemeride WEBEIEFA 0. H Lt , EiB ephemeris APl LEHE
fAIRIBEIEHE] ephemeride —EEFUBE , HEXIEFXEA 1TES,

2B NORAD ID H#E B4 7E#% BET ephemeris £ LEZEH AR AWS Ground Station. #1420 , BIRE
WA EMK Space-Track B FEBENFHEFTEE NORAD ID, MEFELBERITNEEM, WERMHE
STERMERNFHET  F2R  REBFTEHEER.
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/A Important
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EEEEREMEY Ephemeris API (I, WIREGEELEHTERMEERMNIIGE  FEB B
AWS & ZFEAWS Support Center Console, R EBKGEREEE , AENBEESREA L INEE

BLE

Ephemeris API 2 5Fi% BT E 511 L& 2] AWS Ground Station , AEEEFEXEEH, ELTE
MYEEBE R KA Space-Track WHERETRHUNE (F2H ARIRMLER), BAIXZEL Orbit
Ephemeris Message (OEM), #{T7t3 (TLE) MANMEAERBRIEFEEER,

AWS Ground Station #& ephemerides R AB AL FHEE R, MBEERALRATIEE , AWS B EH
ephemeris BRI RIZHHEZE X &,

FEBTERMEERTUNESERMRE. BERE A Space-Track EEMERIHIRIE AWS Ground
Station , AR ZERE,

EEHEANERMESHETHREDE  F20 . NE2EERNETMENS
24 - £ FREFRMHN ephemeride AWS Ground Station

MEERE FAFFRENTREERMEFEMIE T AWS Ground Station , ESRELR FRAEFEMEN
FEFEE R AWS Ground Station , AR HAHRIBERY GitHub 72 E aws-samples/aws-groundstation-

%0
21t TLE ephemeris & ¥l

/A Important
ephemeris API B BIERABMREE

EEFERFRMYE Ephemeris API (97FHL, REFELEHTERMEERNINGE , &8 B
AWS F# ZFEAWS Support Center Console, R BERKGEEEE | AENEEEREA L INEE,
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T E (TLE) ERERFEEHENZELER . Ephemeris APl 254§ TLE M E R LEZE AWS
Ground Station , AFREFEREER. SELTRMYMESERKE Space-Track WHEEREHFENE
(5820 : ¥Ea %?EH HER,

AWS Ground Station #& ephemerides R ABACAEE R, MEEEHLZATIEE , AWS #EH
ephemeris ER R BEDETZE,

HEBET TLE gt BB R E. BEEE WA Space-Track ERLH B HI#R¥%E AWS Ground
Station , AN EERE,

(® Note

EAFEREREEBHEE R 85T ephemeris B |, BRI L& 00000 AR TLE WEEB
SRERISMNL , LIK 000 TLE EIFREEM A BB SRS D ( Hla0 , 24000A AR 2024 F/
BB ) .

WME TLEs AMFHMENR , F2HETLRE,

#3 TLE ephemeris

B LAE A API 1 #9 CreateEphemeris B4E3RE I TLE ephemeris. AWS Ground Station Lt E{E#
FRBERAXPNERSRIEEN S3 FEEFrE LLETREER,

EEVEE | L& ephemeris 8 ephemeris :%E% , VALIDATINGI: BREIER L THERE , LURE
*ﬂéiﬁiﬁ ephemeris BB ERIE A. REE ephemeris BBtk T/E7RIER , ENABLEDF S EHAR
Bi4& Ao ZHE M DescribeEphemeris BV EBFMEARRE , A CloudWatch 44 3RIE it B s AR A8
g8E,

EEHBYNTRESHETHEDE  B20 . AESHEXNEEEEH
&6l FEiB API BV #1TuE (TLE) KT

AWS SDKs # CLI AT Fi %k AWS Ground Station 3%i8 CreateEphemeris Pl |, #$#17t%& (TLE) &4
FEMER LEE , EREEREARBREENERTREEN (FSE ERTREER). It
S REIAERAAWS EAR Python B SDK (Boto3) #1TILLIRE,

TLE ££=2 JSON &MY | A& — %@ TLEs BEE—i2 , LEBEEEH I, TLEs £ TLE
MHATREBES , ROTURAREBENG (B TLE £4 7 TLEsZ BB EME ) . 4] TLE £
TR :
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ERAEER

"tleLinel": "1 25994U 99068A  20318.54719794
9997",

"tleLine2": "2 25994 98.2007 30.6589 0001234
14.57114995111906",

"validTimeRange": {

"startTime": 12345,
"endTime": 12346
}
.
{
"tleLinel": "1 25994U 99068A  20318.54719794
9997",
"tleLine2": "2 25994 98.2007 30.6589 0001234

14.57114995111906",
"validTimeRange": {
"startTime": 12346,
"endTime": 12347

(® Note

.00000075 00000-0 26688-4 0

89.2782 18.9934

.00000075 00000-0 26688-4 0

89.2782 18.9934

TLEs £6 % TLE WEEEBE S A A | TER AT R EEH B,

& T LEIR boto3 AWS Ground Station FiFim L& TLE & , A FAFR :

import boto3
from datetime import datetime, timedelta, timezone

# Create AWS Ground Station client
ground_station_client boto3.client("groundstation")

# Create TLE ephemeris

tle_ephemeris
name="Example Ephemeris",
satelliteId="2e925701-9485-4644-b031-EXAMPLEQL",
enabled=True,

ground_station_client.create_ephemeris(

expirationTime=datetime.now(timezone.utc) + timedelta(days=3),

124 TLE ephemeris &%}
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priority=2,
ephemeris={
"tle": {
"tleData": [
{
"tleLinel": "1 25994U 99068A  20318.54719794 .00000075 00000-0
26688-4 @ 9997",
"tleLine2": "2 25994 98.2007 30.6589 0001234 89.2782 18.9934
14.57114995111906",
"validTimeRange": {
"startTime": datetime.now(timezone.utc),
"endTime": datetime.now(timezone.utc) + timedelta(days=7),

}I

}I

print(f"Created TLE ephemeris with ID: {tle_ephemeris['ephemerisId']}")

A& E] ephemerisld , A] A RATE R XK Z:#E ephemeris, Hila0 |, AT a] LAGE A LR AL R 2
ephemerisld >R¥ 5 ephemeris AREE :

import boto3
from datetime import datetime, timedelta, timezone
import time

# Create AWS Ground Station client
ground_station_client = boto3.client("groundstation")

# First, create a TLE ephemeris
print("Creating TLE ephemeris...")

tle_ephemeris = ground_station_client.create_ephemeris(

name="Example TLE Ephemeris for Description",
satelliteIld="2e925701-9485-4644-b031-EXAMPLEQ1",
enabled=True,
expirationTime=datetime.now(timezone.utc) + timedelta(days=3),
priority=2,
ephemeris={

"tle": {

"tleData": [

44 TLE ephemeris &%} 52
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"tleLinel": "1 25994U 99068A  20318.54719794 .00000075 00000-0
26688-4 @ 9997",
"tleLine2": "2 25994 98.2007 30.6589 0001234 89.2782 18.9934
14.57114995111906",
"validTimeRange": {
"startTime": datetime.now(timezone.utc),
"endTime": datetime.now(timezone.utc) + timedelta(days=7),

}I

iy
ephemeris_id = tle_ephemeris["ephemerisId"]
print(f"Created TLE ephemeris with ID: {ephemeris_id}")

# Describe the ephemeris immediately to check initial status
print("Describing ephemeris...")

response = ground_station_client.describe_ephemeris(ephemerisId=ephemeris_id)
print(f"Ephemeris ID: {responsel['ephemerisId']}")

print(f"Name: {response['name']}")
print(f"Status: {response['status']}")

LU T2 DescribeEphemeris B)YE#) &35 B FE

"creationTime": 1620254718.765,

"enabled": true,

"name": "Example Ephemeris",

"ephemerisId": "fde4l1049-14f7-413e-bd7b-EXAMPLEQ1",

"priority": 2,

"status": "VALIDATING",

"suppliedData": {

"tle": {
"ephemerisData": "[{\"tleLinel\": \"1 25994U 99068A 20318.54719794 .00000075
00000-0 26688-4 @ 9997\",\"tleLine2\": \"2 25994 98.2007 30.6589 0001234 89.2782

18.9934 14.57114995111906\",\"validTimeRange\": {\"startTime\": 1620254712000,

\"endTime\": 16208595120003}3}]1"

}
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}
}

B3B8 DescribeEphemeris BB/ CloudWatch S4REH FENERMHSHNRE  RATE
MHEFEBIERLSRETERE , THERES , ENABLEDI i AR BERRMEAITBIAE Ao

SOEE , 1£ ER25904 8Bl | TLE #7745 TLEsH# NORAD ID ABH&EMIEETE Space-
Track EREFEIKK NORAD ID,

&5 : % S3 fE1ZRr B8 & TLE ephemeris & ¥}

FBHUEBERREFIFRBNYH S8 |, EER S3 REFITHE L& TLE ephemeris %R, AWS
Ground Station R REHEEY 4., B PHREERMEZENFMEHA AWS Ground Station , 2
B WBREER % AWS Ground Station,

LA 2 S3 #1FET# L& TLE ephemeris £ RMVE 51

import boto3
from datetime import datetime, timedelta, timezone
import json

# Create AWS clients
s3_client = boto3.client("s3")
ground_station_client = boto3.client("groundstation")

# Define S3 bucket and key
bucket_name = "ephemeris-bucket"
object_key = "test_data.tle"

# Create sample TLE set data
# Note: For actual satellites, use real TLE data from sources like Space-Track
tle_set_data = [
{
"tleLinel": "1 25994U 99068A  20318.54719794 .00000075 00000-0 26688-4 0
9997",
"tleLine2": "2 25994 98.2007 30.6589 0001234 89.2782 18.9934
14.57114995111906",
"validTimeRange": {
"startTime": datetime.now(timezone.utc),
"endTime": datetime.now(timezone.utc) + timedelta(days=3),
},
I
{
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"tleLinel": "1 25994U 99068A  20321.54719794 .00000075 00000-0 26688-4 0
9998",
"tleLine2": "2 25994 98.2007 33.6589 0001234 89.2782 18.9934
14.57114995112342",
"validTimeRange": {
"startTime": datetime.now(timezone.utc) + timedelta(days=3),
"endTime": datetime.now(timezone.utc) + timedelta(days=7),
.
},

# Convert to JSON string for upload
tle_json = json.dumps(tle_set_data, indent=2)

# Upload sample TLE data to S3
print(f"Uploading TLE set data to s3://{bucket_name}/{object_key}")

s3_client.put_object(
Bucket=bucket_name, Key=object_key, Body=tle_json, ContentType="application/json"
)
print("TLE set data uploaded successfully to S3")
print(f"Uploaded {len(tle_set_data)} TLE entries covering 7 days")

# Create TLE ephemeris from S3
print("Creating TLE ephemeris from S3...")

s3_tle_ephemeris = ground_station_client.create_ephemeris(
name="2022-11-05 S3 TLE Upload",
satelliteId="fde41049-14f7-413e-bd7b-EXAMPLEQ1",
enabled=True,
expirationTime=datetime.now(timezone.utc) + timedelta(days=5),
priority=2,
ephemeris={"tle": {"s30bject": {"bucket": bucket_name, "key": object_key}}},

print(f"Created TLE ephemeris with ID: {s3_tle_ephemeris['ephemerisId']}")
21t OEM ephemeris & ¥}

/A Important
ephemeris API B 81 & 78 EARAE
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EEEEREMY Ephemeris APl WEHl, IREGEE TEHTEREERNINEE  BFE8 B
AWS 3z ZFEAWS Support Center Console, B EBKGEREEE , AENBEEREA L ThEE,

B

Orbit Ephemeris Message (OEM) & —BEENEN , ARKTRAZMENIFER ., Ephemeris API 7]
& OEM & B L &2 AWS Ground Station , A FEREFEREMER, ELTRMEYESERIRE
Space-Track WTERERIMUEYE ( FSH : s %.?EH HER.

AWS Ground Station #& ephemerides RRABALFAEER, MREFEHIEFAINEE , AWS A
ephemeris ER RIZHHBEDE X E,

EEEET OEM BB TR EEH RE, BRERAETA Space-Track HELH RHIRE AWS
Ground Station , AR5+ E&/E,

® Note

EAFEERREE B HRIE 22 85T ephemeris B |, BATLUE satelliteId AR OEM
OBJECT_IDHIER A -
% OEMs &M E , 552 OEM ephemeris 13,

OEM ephemeris &=

AWS Ground Station 181 CCSDS Z# &R OEM B F£4t#Y Ephemerides , B8 — /MR

#l, OEM EREA KVN 18X, THRHIX OEM FHFEHMAL , LAK B2 CCSDS Z# AWS Ground
Station WZEZE,
@B} WAL E£E CCSDS AWS Ground it
Station X E
258 CCSDS_OEM = = VEE:20
_VERS
COMMENT & ra
SR & &
CREATION _ b =
DATE
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&= B WL FE CCSDS AWS Ground fmaE
Station ¥ E
RiA [ RS = =
MESSAGE_ID ) =)
PSR META_START = =

COMMENT =) =)

OBJECT _NAME = =

OBJECT _ID s =

CENTER_NAME = P ME(E : #hBK

REF_FRAME 7 = BEZWE
EME2000,
ITRF2000

REF_FRAME o T E TFE K

_EPOCH AEZH
REF_FRAMEs
BEHRE epoch

TIME_SYSTEM s = ME{E : UTC

START_TIME = =

USEABLE_S ) =)

TART_TIME

USEABLE_S o vy

TOP_TIME

STOP_TIME = =
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&= B WL FE CCSDS AWS Ground fmaE
Station 4 E

EPOCH e e
DISC_REF_ e =
FRAME

Ao AT _1F1E - f\

* NERIZ L OEM & AWS Ground Station 88 X EWNEMERS , OEM HEERTE KB,
B3 #) CCSDS {ZX(MEZERE= AWS Ground Station % :

« CCSDS_OEM_VERS %ZAR 2.0,

« REF_FRAME #47H:2 EME2000% ITRF2000,

« REF_FRAME_EPOCH =~ AWS Ground Station,

« CENTER_NAME #4782 Earth,

« TIME_SYSTEM %&£ UTC,

« INTERPOLATION #1 INTERPOLATION_DEGREE #:2& AWS Ground Station & F2#t#Y ephemeris

HHXEIEH,

KVN #& 3BV €5 5] OEM ephemeris

TR JPSS-1 AEEBEFEMN KVN 183X OEM ephemeris BT 451,
CCSDS_OEM_VERS = 2.0

COMMENT Orbit data are consistent with planetary ephemeris DE-430

CREATION_DATE

2024-07-22T05:20:59

ORIGINATOR = Raytheon-JPSS/CGS
META_START

OBJECT_NAME = J1
OBJECT_ID = 2017-073A
CENTER_NAME = Earth
REF_FRAME = EME2000
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TIME_SYSTEM = UTC

START_TIME = 2024-07-22T00:00:00.000000
STOP_TIME = 2024-07-22T00:06:00.000000
INTERPOLATION = Lagrange
INTERPOLATION_DEGREE = 5

META_STOP

2024-07-22T00:00:00.000000 5.905147360000000e+02 -1.860082793999999%¢e+03
-6.944807075000000e+03 -5.784245796000000e+00  4.347501391999999e+00
-1.657256863000000e+00
2024-07-22T00:01:00.000000  2.425572045154201e+02 -1.595860765983339e+03
-7.030938457373539e+03 -5.810660250794190e+00  4.457103652219009e+00
-1.212889340333023e+00
2024-07-22T00:02:00.000000 -1.063224256538050e+02 -1.325569732497146e+03
-7.090262617183503e+03 -5.814973972202444e+00  4.549739160042560e+00
-7.639633689161465e-01
2024-07-22T00:03:00.000000 -4.547973959231161e+02 -1.050238305712201e+03
-7.122556683227951e+03 -5.797176562437553e+00  4.625064829516728e+00
-3.121687831090774e-01
2024-07-22T00:04:00.000000 -8.015427368657785e+02 -7.709137891269565e+02
-7.127699477194810e+03 -5.757338007808417e+00  4.682800822515077e+00
1.407953645161997e-01
2024-07-22T00:05:00.000000 -1.145240083085062e+03 -4.886583601179489e+02
-7.105671911254255e+03 -5.695608435738609e+00  4.722731329786999e+00
5.932259682105052e-01
2024-07-22T00:06:00.000000 -1.484582479061495e+03 -2.045451985605701e+02
-7.056557069672793e+03 -5.612218005854990e+00  4.744705579872771e+00
1.043421397392599e+00

#3I OEM ephemeris

OEM ephemeris AJ LAfEF API H1#9 AWS Ground Station CreateEphemeris BIfE2 3, W EESER
BRAXFHERRRIEEN S3 FEEFE LLETREER,

R AEER , L& ephemeris 1 ephemeris i%E4 , VALIDATINGY: R BIIEEX TERRE , SR
FHELERE ephemeris FBERIEA. RBTE ephemeris BiB Lt TERER | ENABLED?QH%EFH
REHE AN, BREZET DescribeEphemeris BB REARAE |, S A CloudWatch 54836 HE B BF AR
EBET,

EEHEVNTRESHETHREDE

3

2R BEDHENNETESEH
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#5 . # S3 AT # L& OEM ephemeris & #l

B LLEBIEREETEBANYH S8 | BEER S3 f#1FTE L& OEM ephemeris &%, AWS
Ground Station AR TREHEEY 4., EE PREERMEZENFMEH AWS Ground Station , 2
B : MWFFEEE R INZ AWS Ground Station,

LA 21 S3 #1788 L8 OEM ephemeris 1& &4l

import boto3
from datetime import datetime, timedelta, timezone

# Create AWS clients
s3_client = boto3.client("s3")
ground_station_client = boto3.client("groundstation")

# Define S3 bucket and key
bucket_name = "ephemeris-bucket"
object_key = "test_data.oem"

# Create sample OEM data in KVN format
oem_data = """CCSDS_OEM_VERS = 2.0

COMMENT Orbit data are consistent with planetary ephemeris DE-430

CREATION_DATE

2024-07-22T705:20:59

ORIGINATOR = Raytheon-JPSS/CGS

META_START

OBJECT_NAME = J1

OBJECT_ID = 2017-073A

CENTER_NAME = Earth

REF_FRAME = EME2000

TIME_SYSTEM = UTC

START_TIME = 2024-07-22T00:00:00.000000
STOP_TIME = 2024-07-22T00:06:00.000000
INTERPOLATION = Lagrange
INTERPOLATION_DEGREE = 5

META_STOP

2024-07-22T00:00:00.000000 5.905147360000000e+02 -1.860082793999999%e+03
-6.944807075000000e+03 -5.784245796000000e+00  4.347501391999999e+00
-1.657256863000000e+00
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2024-07-22T00:01:00.000000  2.425572045154201e+02 -1.595860765983339e+03
-7.030938457373539e+03 -5.810660250794190e+00  4.457103652219009e+00
-1.212889340333023e+00
2024-07-22T00:02:00.000000 -1.063224256538050e+02 -1.325569732497146e+03
-7.090262617183503e+03 -5.814973972202444e+00  4.549739160042560e+00
-7.639633689161465e-01
2024-07-22T00:03:00.000000 -4.547973959231161e+02 -1.050238305712201e+03
-7.122556683227951e+03 -5.797176562437553e+00  4.625064829516728e+00
-3.121687831090774e-01
2024-07-22T00:04:00.000000 -8.015427368657785e+02 -7.709137891269565e+02
-7.127699477194810e+03 -5.757338007808417e+00  4.682800822515077e+00
1.407953645161997e-01
2024-07-22T00:05:00.000000 -1.145240083085062e+03 -4.886583601179489e+02
-7.105671911254255e+03 -5.695608435738609e+00  4.722731329786999e+00
5.932259682105052e-01
2024-07-22T00:06:00.000000 -1.484582479061495e+03 -2.045451985605701e+02
-7.056557069672793e+03 -5.612218005854990e+00  4.744705579872771e+00
1.043421397392599e+00

# Upload sample OEM data to S3
print(f"Uploading OEM data to s3://{bucket_name}/{object_keyl}")

s3_client.put_object(
Bucket=bucket_name, Key=object_key, Body=oem_data, ContentType="text/plain"

print("OEM data uploaded successfully to S3")

# Create OEM ephemeris from S3
print("Creating OEM ephemeris from S3...")

s3_oem_ephemeris = ground_station_client.create_ephemeris(
name="2024-07-22 S3 OEM Upload",
satelliteId="fde41049-14f7-413e-bd7b-EXAMPLEQ1",
enabled=True,
expirationTime=datetime.now(timezone.utc) + timedelta(days=5),
priority=2,
ephemeris={"oem": {"s30bject": {"bucket": bucket_name, "key": object_key}}},

print(f"Created OEM ephemeris with ID: {s3_oem_ephemeris['ephemerisId']}")
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LUR ¢ DescribeEphemeris BIEEEMNERIEF , ZBESEE L —EHEHIRXNBER D LEN
OEM ephemeris FERY,

{
"creationTime": 1620254718.765,

"enabled": true,

"name": "Example Ephemeris",

"ephemerisId": "fde41049-14f7-413e-bd7b-EXAMPLEQ2",
"priority": 2,

"status": "VALIDATING",

"suppliedData": {

"oem": {
"sourceS30bject": {
"bucket": "ephemeris-bucket-for-testing",
"key": "test_data.oem"
}
}

RESNVEAEREESR

/A Important

FHURBATHESHBENENREERE  SEHEMA,

HABREENTELEE, SMNEARS , SNRAZRMEIIES I BREHNFEIES, FE
EERFRMUNERMEINGEERE. UEEREFRARANEERREREFNFHEEN , FE
iB B AWS X8 EFAWS Support Center Console, &/ BB AS 5|8 18 52 5 43 7 5 F =41
R AERF,.

BLER

FluARSTRHERf—FEREERRERNAANGE  MEFTREFENEEA. ETH LEER
FEHENERMEN K MERHUEEKENALANSEARAE A SHRAREBEBEPHBRIMLE.

AWS Ground Station #4 ephemerides {1 & B AL AEE R, MREFANZEAINGE , AWS A
ephemeris BRI R HEHED B X &,

BTEETIRMPHBRIER
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. EHBAEXIE  ERBAUSMRERES (LEOP) Bl , EEARARRNBEDY  RRESHRE
BE,
- BITIEEER | BRI P RS SRR,

® Note

ERAFVRATRMER , TRESEBEARBFRTERETE ARN, NIRREHKEE ARN ,
eNELsEBBEND  EFUARSERMTREARKRERD , MARATERELIESF
M. Al ABRSERBELEIGMEED , YERZMNENRERED GG,

F KN ERER

BBk EREERBRBRLETANEREAR  AEKER, SEERBILSHERERBHEN
—RIFNANSES,

FEKETFEERNERETHES

« Ground Station : 3Lt F A BRE R RS ERE T/EE,
- AEEN : AEMREEN (DEGREE_ANGLE = RADIAN).

- B —EZARBERANFVATNSERAESRS.

- BESEAE EAMHBEBREBENENSLNSEE.

BEERREBTEE

« 8% epoch ([ EERMEREMH )
- BMNEEE ([ ERNFERINERER )
- B4 5 EREER A/ LAE

FARFABR &R

- H{E :-180° & 360°
- WEMNFH : -mEF 2m
- FHE# :-90° F 90°
- MEMNLEH :-m/2 B w2
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« R EX AR EER A ORISR IEF 55
- ERTBERELES

WMEFME , 5528 CreateEphemeris AP X TimeAzE| ERFH,
BB NEAZRM

FHAZKENZFERAMERER CreateEphemeris API BiEZ . , 1B ephemeris azE1 %, B TLE M
OEM ERMEZERNFTEEERSL .

. BB EgroundStationZ

- HARBRPER satelliteld BH

- BREEFRETER (BELSNABREFEHEBNA M E )

- BEERSAZTLEE S EAM/ LAY UXESE 4 BHIEFNIEERRS
- CreateEphemeris API X #4088 T H AR HIFZER

RIS LEER | L& ephemeris 1% ephemeris %4 , VALIDATINGM: BN IER L TIERE , LABRE
MELREB ephemeris FEBEBIEA. REEBREABBY IEREAEREEA &, TESEAER
M Bt4& AENABLED, f&MEZEF# DescribeEphemeris LAEVS E M ARRE | S A CloudWatch B4
B E R MREEE,

\

i

EEHEUNERESHETHREDE  F20 . HESEHERNEEEES
4 : 3FEIB API B 5 AERERM
T %I #5451 7~ &5 40 4a] 6 A 38 A A Python B9 AWS SDK (Boto3) B3 H {7 BB RBRE

import boto3

# Create AWS Ground Station client
ground_station_client = boto3.client("groundstation")

# Create azimuth elevation ephemeris

azimuth_elevation_ephemeris = ground_station_client.create_ephemeris(
name="Azimuth Elevation for Ohio Ground Station",
ephemeris={

"azgl": {
"groundStation": "Ohio 1",
"data": {
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"azElData": {

"angleUnit": "DEGREE_ANGLE",

"azElSegmentList":
{

L

"referenceEpoch": "2024-03-15T10:00:00Z",
"validTimeRange": {

"startTime":
"endTime":

},

"azElList": [
{"dt": 0.0, "
{"dt": 180.0,
{"dt": 360.0,
{"dt": 540.0,
{"dt": 720.0,
{"dt": 900.0,

1,

]I

}I

print(f"Created ephemeris with ID: {azimuth_elevation_ephemeris['ephemerisId']}")

TR EE I

o FAOBKERIE TH3ZM 1, b AE R
- AENUERENERE

- LEEEE 15 2 ENERH

- EEJtERHESZZE epoch R FHUB

- BHANEF/ LAY (KRIMEADS)

ol 1S3 LERNREAES

az

"az

az

"az":

"az":

: 45.0,

: 50.0,
: 55.0,

az .

60.0,
65.0,
70.0,

HRBAWERE , BF L SSREFREEFVEAER

import boto3
import json

"2024-03-15T10:00:00Z",
"2024-03-15T10:15:002",

"el": 10.0}%,
"el": 15.0},
"el": 20.0}%,
"el": 25.0},
"el": 30.0}%,
"el": 35.0},
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# Create AWS clients
s3_client = boto3.client("s3")
ground_station_client = boto3.client("groundstation")

# Define S3 bucket and key
bucket_name = "azimuth-elevation-bucket"
object_key = "singapore-azimuth-elevation.json"

# Create sample azimuth elevation data

azimuth_elevation_data = {
"angleUnit": "DEGREE_ANGLE",
"azElSegmentList": [

{
"referenceEpoch": "2024-03-15T10:00:00Z",
"validTimeRange": {
"startTime": "2024-03-15T10:00:00Z",
"endTime": "2024-03-15T10:15:00Z",
},
"azElList": [
{"dt": 0.0, "az": 45.0, "el": 10.0},
{"dt": 180.0, "az": 50.0, "el": 15.0},
{"dt": 360.0, "az": 55.0, "el": 20.0},
{"dt": 540.0, "az": 60.0, "el": 25.0},
{"dt": 720.0, "az": 65.0, "el": 30.0},
{"dt": 900.0, "az": 70.0, "el": 35.0},
1,
I
{
"referenceEpoch": "2024-03-15T10:15:00Z",
"validTimeRange": {
"startTime": "2024-03-15T10:15:00Z",
"endTime": "2024-03-15T10:30:00Z",
I
"azElList": [
{"dt": 0.0, "az": 70.0, "el": 35.0},
{"dt": 180.0, "az": 75.0, "el": 40.0},
{"dt": 360.0, "az": 80.0, "el": 45.0},
{"dt": 540.0, "az": 85.0, "el": 50.0},
{"dt": 720.0, "az": 90.0, "el": 55.0},
{"dt": 900.0, "az": 95.0, "el": 50.0},
1,
},

1,
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}

# Upload sample data to S3
print(f"Uploading azimuth elevation data to s3://{bucket_name}/{object_key}")

s3_client.put_object(
Bucket=bucket_name,
Key=object_key,
Body=json.dumps(azimuth_elevation_data, indent=2),
ContentType="application/json",

)
print("Sample data uploaded successfully to S3")

# Create azimuth elevation ephemeris from S3
print("Creating azimuth elevation ephemeris from S3...")

s3_azimuth_elevation_ephemeris = ground_station_client.create_ephemeris(
name="Large Azimuth Elevation Dataset",
ephemeris={
"azl": {
"groundStation": "Singapore 1",

"data": {"s30bject": {"bucket": bucket_name, "key": object_key}},

iy

print(f"Created ephemeris with ID: {s3_azimuth_elevation_ephemeris['ephemerisId']}")

S3I Y FEZ DS JSON £ , HhagHEE LE&EFhmREREXN A NABKRER.
REBEFH BRI A
FERAFNABRSERREHMEAR , BFEHE TLE M1 OEM ephemeris T :

1. fH CreateEphemeris B SV BBKEE
2. %1% ephemeris EZZIENABLEDR&E
3. £ ReserveContact ¥ HELIE & = 2K 78 B Bi#& A

R RS BREREEBNED

import boto3
from datetime import datetime
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import time

# Create AWS Ground Station client
ground_station_client = boto3.client("groundstation")

# First, create an azimuth elevation ephemeris
print("Creating azimuth elevation ephemeris...")

create_ephemeris_response = ground_station_client.create_ephemeris(
name="Azimuth Elevation for Contact Reservation",
ephemeris={

"azel": {
"groundStation": "Ohio 1",
"data": {

"azElData": {
"angleUnit": "DEGREE_ANGLE",
"azElSegmentList": [

{
"referenceEpoch": "2024-03-15T10:00:00Z",
"validTimeRange": {
"startTime": "2024-03-15T10:00:00Z",
"endTime": "2024-03-15T10:15:00Z",
},
"azElList": [
{"dt": 0.0, "az": 45.0, "el": 10.0},
{"dt": 180.0, "az": 50.0, "el": 15.0},
{"dt": 360.0, "az": 55.0, "el": 20.0},
{"dt": 540.0, "az": 60.0, "el": 25.0},
{"dt": 720.0, "az": 65.0, "el": 30.0},
{"dt": 900.0, "az": 70.0, "el": 35.0},
1,
}

]I

},
ephemeris_id = create_ephemeris_response["ephemerisId"]
print(f"Created ephemeris with ID: {ephemeris_id}")

# Wait for ephemeris to become ENABLED
print("Waiting for ephemeris to become ENABLED...")
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while True:
status = ground_station_client.describe_ephemeris(ephemerisId=ephemeris_id)[

"status"

]

if status == "ENABLED":
print("Ephemeris is ENABLED")
break

elif status in ["INVALID", "ERROR"]:
raise RuntimeError(f"Ephemeris failed: {status}")
time.sleep(5)

# Reserve contact with azimuth elevation ephemeris
print("Reserving contact...")

contact = ground_station_client.reserve_contact(
# Note: satelliteArn is omitted when using azimuth elevation ephemeris
missionProfileArn="arn:aws:groundstation:us-east-2:111122223333:mission-profile/
example-mission-profile",
groundStation="0hio 1",
startTime=datetime(2024, 3, 15, 10, 0, 0),
endTime=datetime(2024, 3, 15, 10, 15, 0),
trackingOverrides={"programTrackSettings": {"azEl": {"ephemerisId":
ephemeris_id}}},
)

print(f"Reserved contact with ID: {contact['contactId']}")

® Note

REEFVABRDRENBIEAR  JEEEHK satelliteArn 28, RiREEBENHE
BEEENFVANSESE.

5| =] A By B AR A
FERAAVEAERME | ListContacts APl EERESH -

- FERTEEEHEME satelliteArn 2
- BUBARBEFSNABIK ephemeris ID Y ephemeris S8 , LUIEEEFE M ephemeris
- TANBEFRSERERNAVANSESE MRS RPATER M E LA 5 2ES
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import boto3
from datetime import datetime, timezone
import time

# Create AWS Ground Station client
ground_station_client = boto3.client("groundstation")

# Step 1: Create azimuth elevation ephemeris
print("Creating azimuth elevation ephemeris...")
ephemeris_response = ground_station_client.create_ephemeris(
name="Stockholm AzEl Ephemeris",
ephemeris={

"azgl": {
"groundStation": "Stockholm 1",
"data": {

"azElData": {
"angleUnit": "DEGREE_ANGLE",
"azElSegmentList": [

{
"referenceEpoch": "2024-04-01T12:00:00Z",
"validTimeRange": {
"startTime": "2024-04-01T12:00:00Z",
"endTime": "2024-04-01T12:30:00Z",
.
"azElList": [
{"dt": 0.0, "az": 30.0, "el": 15.03,
{"dt": 360.0, "az": 45.0, "el": 30.0},
{"dt": 720.0, "az": 60.0, "el": 45.03},
{"dt": 1080.0, "az": 75.0, "el": 35.0},
{"dt": 1440.0, "az": 90.0, "el": 20.0},
{"dt": 1800.0, "az": 105.0, "el": 10.0},
1,
}

1,

iy

iy
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ephemeris_id = ephemeris_response["ephemerisId"]
print(f"Created ephemeris: {ephemeris_id}")

# Step 2: Wait for ephemeris to become ENABLED
print("Waiting for ephemeris to become ENABLED...")
while True:
describe_response = ground_station_client.describe_ephemeris(
ephemerisId=ephemeris_id
)

status = describe_response["status"]

if status == "ENABLED":
print("Ephemeris is ENABLED")
break
elif status in ["INVALID", "ERROR"]:
# Check for validation errors
if "invalidReason" in describe_response:
print(f"Ephemeris validation failed: {describe_response['invalidReason']}")
raise RuntimeError(f"Ephemeris failed with status: {status}")

print(f"Current status: {status}, waiting...")
time.sleep(5)

# Step 3: List available contacts using the azimuth elevation ephemeris
print("Listing available contacts with azimuth elevation ephemeris...")

# Convert epoch timestamps to datetime objects
start_time = datetime.fromtimestamp(1760710513, tz=timezone.utc)
end_time = datetime.fromtimestamp(1760883313, tz=timezone.utc)

contacts_response = ground_station_client.list_contacts(
startTime=start_time,
endTime=end_time,
groundStation="Stockholm 1",
statusList=["AVAILABLE"],
ephemeris={"azEl": {"id": ephemeris_id}},
# satelliteArn is optional
satelliteArn="arn:aws:groundstation::111122223333:satellite/a88611b0-f755-404e-
b60d-57d8aEXAMPLE",
missionProfileArn="arn:aws:groundstation:eu-north-1:111122223333:mission-
profile/966b72f6-6d82-4e7e-b072-f8240EXAMPLE",

)
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# Process the results

if contacts_response['"contactlList"]:
print(f"Found {len(contacts_response['contactlList'])} available contacts:")
for contact in contacts_response['"contactlList"]:

print(f" - Contact from {contact['startTime']} to {contact['endTime']}")
print(
f" Max elevation: {contact.get('maximumElevation', {}).get('value', 'N/
At)Ror
)
else:

print("No available contacts found for the specified azimuth elevation ephemeris")

(® Note

PIHBHE AR , KRREEBLMUREA ID Y ephemeris S8 , LIS EREMEAWMES R&ZFH
ER MR BRI, WRsatelliteArnE8E |, MISHEBBAEREVREAB , B5MBK
TR ARRRIER , MARHTEREE TIEF T,
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£/ BT ephemeris (TLE, OEM A uRA ) B, &AL A ReserveContact APl R BB A, &<
HREARMEREBHEANERIERRE , URBERRIIZHBEANEEEZEESEHE,

AWS Ground Station XiEEZEEZEFEFNHEAER, ERXRTEEEEABRELEIHEWEARLHER  H
EFNUREEELR I REZER, Bt , FHESEREHBIE AERE%IZES] SCHEDULED ARAE |
I B SR BB F BB ERN B R,

/A Important
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import boto3
from datetime import datetime, timezone
import time

# Create AWS Ground Station client
ground_station_client = boto3.client("groundstation")

# Create azimuth elevation ephemeris
print("Creating azimuth elevation ephemeris...")
ephemeris_response = ground_station_client.create_ephemeris(
name="AzEl Ephemeris for Contact",
ephemeris={

"azl": {
"groundStation": "Ohio 1",
"data": {

"azElData": {
"angleUnit": "DEGREE_ANGLE",
"azElSegmentList": [

{

"referenceEpoch": "2024-03-15T10:00:00Z",

"validTimeRange": {

"startTime": "2024-03-15T10:00:00Z",
"endTime": "2024-03-15T10:15:00Z",

I,
"azElList": [

{"dt": 0.0, "az": 45.0, "el": 10.0},
{"dt": 180.0, "az": 50.0, "el": 15.0},
{"dt": 360.0, "az": 55.0, "el": 20.0},
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{"dt": 540.0, "az": 60.0, "el": 25.0},

{"dt": 720.0, "az": 65.0, "el": 30.0},

{"dt": 900.0, "az": 70.0, "el": 35.0},
1,

1,
},
},
ephemeris_id = ephemeris_response["ephemerisId"]
print(f"Created ephemeris: {ephemeris_id}")
# Wait for ephemeris to become ENABLED

while True:
status = ground_station_client.describe_ephemeris(ephemerisId=ephemeris_id)[

"status"

]

if status == "ENABLED":
print("Ephemeris is ENABLED")
break

elif status in ["INVALID", "ERROR"]:
raise RuntimeError(f"Ephemeris failed: {status}")
time.sleep(5)

# List available contacts

print("Listing available contacts...")

contacts = ground_station_client.list_contacts(
# Note: satelliteArn is omitted for azimuth elevation ephemeris
groundStation="0hio 1",
missionProfileArn="arn:aws:groundstation:us-east-2:111122223333:mission-profile/

example-profile",
startTime=datetime(2024, 3, 15, 10, @, @, tzinfo=timezone.utc),
endTime=datetime(2024, 3, 15, 10, 15, @, tzinfo=timezone.utc),
statusList=["AVAILABLE"],
ephemeris={"azEl": {"id": ephemeris_id}},

if contacts["contactList"]:
# Reserve the first available contact
contact = contacts["contactList"][0]
print(f"Reserving contact from {contact['startTime']} to {contact['endTime']}...")
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reservation = ground_station_client.reserve_contact(
# Note: satelliteArn is omitted when using azimuth elevation ephemeris
missionProfileArn="arn:aws:groundstation:us-east-2:111122223333:mission-
profile/example-profile",
groundStation="0hio 1",
startTime=contact["startTime"],
endTime=contact["endTime"],
trackingOverrides={
"programTrackSettings": {"azEl": {"ephemerisId": ephemeris_id}}

}I

print(f"Reserved contact: {reservation['contactId']}")
else:
print("No available contacts found")

& : fEF TLE ephemeris %l B F1{R &

import boto3
from datetime import datetime, timedelta, timezone
import time

# Create AWS Ground Station client
ground_station_client = boto3.client("groundstation")

satellite_id = "12345678-1234-1234-1234-123456789012"
satellite_arn = f"arn:aws:groundstation::111122223333:satellite/{satellite_id}"

# Create TLE ephemeris
print("Creating TLE ephemeris...")
ephemeris_response = ground_station_client.create_ephemeris(
name="TLE Ephemeris for Contact",
satelliteId=satellite_id,
enabled=True,
expirationTime=datetime.now(timezone.utc) + timedelta(days=7),
priority=1, # Higher priority than default ephemeris
ephemeris={
"tle": {
"tleData": [
{
"tleLinel": "1 25994U 99068A  24075.54719794 .00000075 00000-0
26688-4 @ 9997",
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"tleLine2": "2 25994 98.2007 30.6589 0001234 89.2782 18.9934
14.57114995111906",
"validTimeRange": {
"startTime": datetime.now(timezone.utc),
"endTime": datetime.now(timezone.utc) + timedelta(days=7),

iy

iy

ephemeris_id = ephemeris_response["ephemerisId"]
print(f"Created ephemeris: {ephemeris_id}")

# Wait for ephemeris to become ENABLED
while True:
status = ground_station_client.describe_ephemeris(ephemerisId=ephemeris_id)[

"status"

]

if status == "ENABLED":
print("Ephemeris is ENABLED")
break

elif status in ["INVALID", "ERROR"]:
raise RuntimeError(f"Ephemeris failed: {status}")
time.sleep(5)

# List available contacts

print("Listing available contacts...")

start_time = datetime.now(timezone.utc) + timedelta(hours=1)
end_time = start_time + timedelta(days=1)

contacts = ground_station_client.list_contacts(
satelliteArn=satellite_arn, # Required for TLE/OEM ephemeris
groundStation="Hawaii 1",
missionProfileArn="arn:aws:groundstation:us-west-2:111122223333:mission-profile/
example-profile",
startTime=start_time,
endTime=end_time,
statusList=["AVAILABLE"],

if contacts["contactList"]:
# Reserve the first available contact
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contact = contacts["contactList"][0]
print(f"Reserving contact from {contact['startTime']} to {contact['endTime']}...")

reservation = ground_station_client.reserve_contact(

satelliteArn=satellite_arn, # Required for TLE/OEM ephemeris

missionProfileArn="arn:aws:groundstation:us-west-2:111122223333:mission-
profile/example-profile",

groundStation="Hawaii 1",

startTime=contact["startTime"],

endTime=contact["endTime"],

# Note: trackingOverrides is optional for TLE/OEM

# The system will use the highest priority ephemeris automatically

print(f"Reserved contact: {reservation['contactId']}")
else:
print("No available contacts found")

THERE 2 . ERBRIGTESR

ETHERESEERBBEA K MAFEIETANER, EACRAEMFNBEKERETERFE
BLHEER , WIEREM.

ghl ERSNMABKMOERRE

import boto3
from datetime import datetime, timezone
import time

# Create AWS Ground Station client
ground_station_client = boto3.client("groundstation")

# Define contact window
contact_start = datetime(2024, 3, 20, 14, @, 0, tzinfo=timezone.utc)
contact_end = datetime(2024, 3, 20, 14, 15, @, tzinfo=timezone.utc)

# Create azimuth elevation ephemeris for the specific contact time
print("Creating azimuth elevation ephemeris...")
ephemeris_response = ground_station_client.create_ephemeris(
name="Direct Contact AzEl Ephemeris",
ephemeris={
"azl": {
"groundStation": "Ohio 1",
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"data": {
"azElData": {
"angleUnit": "DEGREE_ANGLE",
"azElSegmentList": [

"referenceEpoch": contact_start.isoformat(),

"startTime": contact_start.isoformat(),

"endTime": contact_end.isoformat(),

{
"validTimeRange": {
.
"azElList": [
{"dt": 0.0, "az":
{"dt": 180.0, "az":
{"dt": 360.0, "az":
{"dt": 540.0, "az":
{"dt": 720.0, "az":
{"dt": 900.0, "az":
1,
}

1,
.
.
ephemeris_id = ephemeris_response["ephemerisId"]
print(f"Created ephemeris: {ephemeris_id}")

# Wait for ephemeris to become ENABLED
while True:

status = ground_station_client.describe_ephemeris(ephemerisId=ephemeris_id)[

"status"

]

if status == "ENABLED":
print("Ephemeris is ENABLED")
break

elif status in ["INVALID", "ERROR"]:

45.0, "el": 10.0},

50.0, "el":
55.0, "el":
60.0, "el":
65.0, "el":
70.0, "el":

raise RuntimeError(f"Ephemeris failed: {status}")

time.sleep(5)

# Directly reserve the contact

15.0}%,
20.03,
25.0%,
30.03%,
35.0%,

print(f"Reserving contact from {contact_start} to {contact_end}...")

THERE 2 EEBIEHRZ

79



AWS Ground Station EREER

reservation = ground_station_client.reserve_contact(

# Note: satelliteArn is omitted for azimuth elevation

missionProfileArn="arn:aws:groundstation:us-east-2:111122223333:mission-profile/
example-profile",

groundStation="0hio 1",

startTime=contact_start,

endTime=contact_end,

trackingOverrides={"programTrackSettings": {"azEl": {"ephemerisId":
ephemeris_id}}},
)

print(f"Reserved contact: {reservation['contactId']}")

&l : fEF TLE ephemeris E#Z{R &

import boto3
from datetime import datetime, timedelta, timezone
import time

# Create AWS Ground Station client
ground_station_client = boto3.client("groundstation")

satellite_id = "12345678-1234-1234-1234-123456789012"
satellite_arn = f"arn:aws:groundstation::111122223333:satellite/{satellite_id}"

# Define contact window (based on predicted pass)
contact_start = datetime(2024, 3, 21, 10, 30, @, tzinfo=timezone.utc)
contact_end = datetime(2024, 3, 21, 10, 42, @, tzinfo=timezone.utc)

# Create TLE ephemeris
print("Creating TLE ephemeris...")
ephemeris_response = ground_station_client.create_ephemeris(
name="Direct Contact TLE Ephemeris",
satelliteId=satellite_id,
enabled=True,
expirationTime=contact_end + timedelta(days=1),
priority=1,
ephemeris={
"tle": {
"tleData": [
{
"tleLinel": "1 25994U 99068A  24080.50000000 .00000075 00000-0
26688-4 @ 9999",
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"tleLine2": "2 25994 98.2007 35.6589 0001234 89.2782 18.9934
14.57114995112000",
"validTimeRange": {
"startTime": (contact_start - timedelta(hours=1)).isoformat(),
"endTime": (contact_end + timedelta(hours=1)).isoformat(),

iy

iy

ephemeris_id = ephemeris_response["ephemerisId"]
print(f"Created ephemeris: {ephemeris_id}")

# Wait for ephemeris to become ENABLED
while True:
status = ground_station_client.describe_ephemeris(ephemerisId=ephemeris_id)[

"status"

]

if status == "ENABLED":
print("Ephemeris is ENABLED")
break

elif status in ["INVALID", "ERROR"]:
raise RuntimeError(f"Ephemeris failed: {status}")
time.sleep(5)

# Directly reserve the contact
print(f"Reserving contact from {contact_start} to {contact_end}...")

reservation = ground_station_client.reserve_contact(

satelliteArn=satellite_arn, # Required for TLE ephemeris

missionProfileArn="arn:aws:groundstation:us-west-2:111122223333:mission-profile/
example-profile",

groundStation="Hawaii 1",

startTime=contact_start,

endTime=contact_end,

# Note: trackingOverrides is optional for TLE

# The system will use the highest priority ephemeris automatically

print(f"Reserved contact: {reservation['contactId']}")
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}
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® Note

AWS Ground Station ¥ S B 2ENABLEDE FEMN ET M B E EGRKE

( 558 : Service Quotas), FEFETLHEER LETRMEER , FMBR (FH
DeleteEphemeris) & A ( fEf UpdateEphemeris) RIEEBLIEF/REEINEFIRHER
HER,

MRAEVERUEER , KIFNRZETRMEEREHFENABLEDMREE , BITR A , AWS Ground
Station FEREHEMNTAREIRMER ( RE Space-Track), ttFEER ephemeris B EIEF %A 0,

BNBKFET

FUAASRENYHEHESNE OEM M TLE IREAYTRER. BEAFMLAFBKRES HESE
ELEER  YEREREIERF. ERREEANVAASERENZEBRN K LSHAREEESER
trackingOverrides S8 ERANSG A H SR,

FUABRAEBNETEEZR

- BMELIEFRE - BRERIESEBRSANTRME
o $STEMEL - 518 B T EPER 43 TE b [ v AR EAE
- MEBEA - MREENEEHETTH , BEAKERHN

(® Note

FUABRFEFAIEE OEM M TLE ¥ & FHF. EMNEEREBIE ARAMER , WHE
HIEEERBRREM,

MERMEEEHCHREREANTE

£/ DescribeContact API ZEiBEEEAF YT RIERE |, R E T Y LSRRI AN E,

$ OEM M TLE ERFMHER , LEFEREERNZIHENBERIBREFZVRENBEER |
MARFEREEREATERMEER, NRAEMHONVERBEATHERMEEZERK , IBHRAZH
EERERERESECNRE , ETASERREARNEFEEBIFEMRE. At , RMHAEELELE
E2 % B ephemeris BR K= R/ # ephemeris 2% , BUE M EHPERE R R BIE Ao
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https://www.space-track.org/
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£/ DescribeContact API , Al ALL BB BERR B A& AendTime FEEM visibilityStartTime
startTime# | LX#U%TI%E@/EH&%MEJEE?H YE /Y A ZE i T A 8 A B R R B AR AL BB

DvisibilityEndTime, MRERFECEMEFPEARRNVBIEER , ASSEEETSELA
RMREEERER 30 ¥, BUEABLBRIEHER , BUERIETREELERA., NFEBUEBEANGEH
B , 52/ : Ground Station FAQs,

HRENABKFEST  FEBEAREAREBEAREZERNBERS T, NREFEEFHEBRE
ABNBZNURAER , EUUBCENEFHFEE SN TR IERVBE A

SEENEHITRMEEL

LAY GetSatellite 5§ ListSatellites )4E , BIAI#EEY B B F AWS Ground Station RS EFENET
%, EMES EEEERE B riFEH S ephemeris WHEER, HEEMPEERNENEEZ NEITE
B P #EE B AWS Ground Station MFERE M EERTE,

(® Note
FASEKENASEEEHBE | Hit GetSatellite % ListSatellites T &EE, & ERHES
N EBREAFHNHEBEN , A DescribeEphemeris AP 2B EXEF ID , HEA
ListEphemerides EEBIRENFIETHES T

R EF RGBS sourcef epoch 1L, epoch 2% Space-Track IREVIE 1T T EEM epoch ,
BRI EEARNEEFENET,

E15] ephemeris sourcef9{8%A , CUSTOMER_PROVIDEDIf £ ephemerisId {2 & Mt — 5l
TFo LERE—FRBIRF AT ARIEIR DescribeEphemeris EifEE# ephemeris, TR TE AWS Ground Station
iEiB CreateEphemeris B E{EZE HIB A ephemeris IEkEH , AISEEZAname@ (L,

wEBLEE , GRMERREH BREERH , AWS Ground Station H LEEIFY &K R B A API BFIETE
E A E R BRIV IR R

{# I 785% ephemeris & £ GetSatellite {E[2] £

"satelliteId": "elcfe@c7-67f9-4d98-bad2-EXAMPLE",

"satelliteArn": "arn:aws:groundstation::111122223333:satellite/elcfe@c7-67f9-4d98-
bad2-EXAMPLE",

"noradSatelliteID": 25994,

"groundStations": [

WESEEr B AT TRt 86
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https://docs.aws.amazon.com/ground-station/latest/APIReference/API_GetSatellite.html
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https://www.space-track.org/
https://en.wikipedia.org/wiki/Two-line_element_set
https://en.wikipedia.org/wiki/Epoch_(astronomy)
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_DescribeEphemeris.html
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"Ohio 1",
"Oregon 1"

iF

"currentEphemeris": {
"source": "SPACE_TRACK",
"epoch": 1528245583.619

#F BT ephemeris Y& £ GetSatellite £l

"satelliteId": "elcfe@c7-67f9-4d98-bad2-EXAMPLE",
"satelliteArn": "arn:aws:groundstation::111122223333:satellite/
elcfe@c7-67f9-4d98-bad2-EXAMPLE",
"noradSatelliteID": 25994,
"groundStations": [
"Ohio 1",
"Oregon 1"

1,

"currentEphemeris": {
"source": "CUSTOMER_PROVIDED",
"ephemerisId": "elcfe@c7-67f9-4d98-bad2-EXAMPLE",
"name": "My Ephemeris"

H 5 A RELYD

ARANUABR¥EESTHEERE  LEEFATREMN APIs RIFZNENEBETMNER !

1. A ListEphemerides 5| H& IRFFHMEREY , SEANVABIIRY . SR MREMEREE
BEITEIE,

2. £ DescribeEphemeris Bt 4% E ephemeris ID REVS 5 #BK ephemeris BIEEME Ao

3. [ DescribeContact B 45 E B A& A 1D , LLEUS A A BAE A S EFHE .

ListEphemerides EIFEEIHI , TIFH M A BK TR -

"ephemerides": [

A BRT ephemeris HIE £ GetSatellite Z14l 87
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https://docs.aws.amazon.com/ground-station/latest/APIReference/API_DescribeContact.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_ListEphemerides.html

AWS Ground Station EREER

{

"ephemerisId": "abcl2345-6789-def@-1234-5678EXAMPLE",
"ephemerisType": "AZ_EL",

"name": "Azimuth Elevation for Ohio Ground Station",
"status": "ENABLED",

"creationTime": 1620254718.765

"ephemerisId": "def45678-9012-abc3-4567-8901EXAMPLE",
"ephemerisType": "TLE",

"name": "TLE for Satellite 12345",

"status": "ENABLED",

"creationTime": 1620254700.123

® Note

£ ListEphemerides EIfEH , F B ¥ & FAFEHE groundStation WL , MF =2
satelliteld ¥y , EHZREE

B[R Z 8% ephemeris E$}

B LEBFT ephemeris BRI , EEBRXIFERE AWS Ground Station i IR
ephemeride, AWS Ground Station T & B R £ A TEEX ephemeride , BEEIB8IRBERA. RiBH
W EF TR ephemeride ATEEAALE, AWS Ground Station th R &% KB B a1 F FrriRft
ephemeris IBHIBF BV BiA& A |, ENERZIBHIREE & B FEE% ephemeris A Ao

(® Note

FuABRESFRERRE K CTEBEFE¥SF. £ trackingOverrides Z2#{R
BEEAR  RESHBREELER, NREFTEEFALVEKD , AEREBWBAmFR
ETEREE A RAESIHEATHEEZTKE,

EJR TLE A1 OEM ERF1L

i

EZRREFHEMTER Space-Track L , BFEEHT T HIHEP —I7IRE

B R E785% ephemeris B 88


https://docs.aws.amazon.com/ground-station/latest/APIReference/API_ListEphemerides.html
https://www.space-track.org/
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- MIBR ( A DeleteEphemeris) B2 ( A UpdateEphemeris) FIEERMAZE FIRIHN T RFMHE
®lo EOLAMER ListEphemerides SIHEFRENEHEE T4,

- EEMEREEFRANTREERB,

A LAREDY GetSatellite YB35 1% 2 B B ephemeris source® & , MR EEFEATER
ephemerisSPACE_TRACK, MEFERERMECHFHEARRIREER , B88

BELSNVAASRENY

MRS EBEARARENSABYREY  YEARFEREBED K HILRE "ER, ARRENH
o Rz BALNEESNVNABKRENY , TR :

- FEFELFEALSVRATRYE AEREFTHVBIBA , MFIEE trackingOverrides
satelliteArnBHig A RABEENFEESLAERAFH ephemeris,

- ZEBRAERANSNAEBIKESF | £ DeleteEphemeris BT BEEN HUEEBREEEF.
AR, BELAMBRIEERBISA BB EEFEAK ephemeris.

EENHERFHANABERNALBK¥EE T , FBEA ListEphemerides, HFBK¥E F A LUEIR
ephemerisType #{U&Al , R EBgroundStationElEsatelliteIdH MK 1EIERE B o
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ERHERRE

AWS Ground Station fE A EEZRARREBERRE , URAERNSEREE, SEHHEBHE
RERHEENEERT, BERPLEES  FERH HERRRantenna-downlinkEiXE s3-
recording, antenna-downlink EifARBFEARLERNSH , BIRBEZNVE LI ELE
B, s3-recording KRB EWEAERNERDR , WiHFRE S3 RETFEP, EENERR
BEEBREENERE BBt RF EREFIRNE S3 RETENER.

EEBERES  BUUBUFZERRERREENER, THESHRANMREEE EEEAN
Hft AWS EJR , AWS Ground Station iR EZBERRENER., NESEHRITANWFEMRER ,
SREEEHEARREREWHEE |, 55268 #£H8 AWS Ground Station fA5E,

i
« AWS Ground Station &¥FHEHRE
- FRABEESERZ

Z%E Amazon S3

% E Amazon VPC

% E Amazon EC2

AWS Ground Station X FHEHEE

Fﬁi&ﬁﬂumhéiﬂ’]ﬁﬂ#*ﬁﬂlﬂ&ﬁ*\ﬁﬂmhﬂﬁ5E/J?o EBERANFAEASEHEEMATBRARS
o UTHERASEENREREMERNER.
+ antenna-downlink
- ( $EHless-than-or-equal-to 40MHz) ER& L VITA-49 FASFERIP X HIEIX,
« (KM 40MHz B94EE ) EHRELL AWS Ground Station Class 2 H#EHFER .
+ antenna-downlink-demod-decode
- BEREUHRAMBERP BXHINERR .
+ antenna-uplink
- BRMAL VITA-49 FsmER/IP X HSEIX,
« antenna-uplink-echo

- BEREL VITA-49 FRERIP A HBHEARN,
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AWS Ground Station ERERER
FRBEEHER Y

AWS Ground Station #5 @15 & 8 X 1 ThaE o] AR B E HAS E RIR REFEEZEEM AWS Ground
Station X AWS H [EiF, LEE/T\"‘—JJ«/UEE AWS BB #EEERERE , WEAWS Ground
Station V. E &N AREA EBERRBILE A

£ Amazon S3 EZirE P EWENEEZERE , AWS Ground Station €A EEFAERNEHE.,

ﬁgﬁﬁﬁﬂs B E RS ZE Amazon EC2 #1T{E#E ( £ AWS Ground Station X EREXRERRRE
mes ) , XEEEB RN AWS BEAFEIERRERE , Hdataflow-endpoint-config B8 E HHEIHY
Eﬂiﬁﬁo AWS Ground Station R AEBEEBERFRFTER.

% Amazon S3

B LAE A Amazon S3 RFEFERIZWEA B T1TA AWS Ground Station, & EE I HAYith s3-
recording-config , RAERESIEE Amazon S3 EZETE M IAM A€ | IR AWS Ground Station #%
EREARTFITR,

Amazon S3 $## 5 4HAE INFE Amazon S3 FEFEFE. IAM AEREEEY MRS , 5528 AWS Ground
Station .

% E Amazon VPC

BREVPC WEEEmBHEASENEEB, MERATH 528 Amazon VPC FRHEEM,

EAREH |, ERAEM Amazon EC2 FE BRI IR B IME VPC WTETE. AWS Ground Station &

TESEENRENZEXRNY - BHSEERRESSKRIEAE— EC2 EWEE. ARKMEHRE—
EC2 #8 , BT RZAAESHEE. WESEREN VPC WERES , F2E SHEHHR
EAEAERE,
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https://docs.aws.amazon.com/vpc/latest/userguide/what-is-amazon-vpc.html

AWS Ground Station EREER

£/ AWS Ground Station {XIEFERH VPC #HEE

Region AWS Ground Station !

Elastic Metwork Interface

H’ Security |

Elastic IP group

Private subnet
m EC2 instance

AWS Ground Station
Agent

IEHEEERSIRBATFIIREN AWS Ground Station KEBREXNHITEE, AWS Ground Station
REEBRNE2ZER , REEHEIRMEN AWS KMS £#@nZER ., SEEMEHSHR AWS BKRE

B RIR KRB EET B Amazon EC2 51 IP (EIP), BERIEEBIEREMN Amazon EC2 B R
M (ENI) EIZEW EC2 #1TEIE. Amazon EC2 &M EC2 #1TEE L , EL%EM AWS Ground

£ AWS Ground Station fRIZFZ2X# VPC 4 92
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AWS Ground Station EREER

Station R EEREMZRENER I HTEIXERMEE (FEC) LERTEMRENER  REBHERXSE
BHEREDIEERN IP FEEE,

LUTEESREETE VPC #4T AWS Ground Station ZRRA BT |, ISHE—NREEZE,

RE B - BREBEREER AWS Ground Station REMN Z2FH. LLXLFEEAT UDPBARE
LA IEIE Dataflow i B E T IEEMNMHENERIEEE., AWS Ground Station B#E AWS ZEFH
BE | BB R &I A ER AWS Ground Station IP #thiit, #NZE MAER BB EHAY PrefixListld B
HMENR  FE2EAWS ZEFEEE,

MRS SAE (ENI) - BFBER LRLSFEE ENI BV BB | YRHEREELE FEEG.

(® Note

@ ENI BENLZ B EREERIELA S5, ER2R%Z 16 EAURAEMNRES , 2B Amazon
VPC Quotas,

T % CloudFormation &2 7~ & #0{a] 2 3 AN i pT iR 9 B R 5 o

ReceiveInstanceEIP:
Type: AWS::EC2::EIP
Properties:

Domain: 'vpc
InstanceSecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupDescription: AWS Ground Station receiver instance security group.
VpclId:YourVpcId
SecurityGroupIngress:
# Add additional items here.
- IpProtocol: udp
FromPort: your-port-start-range
ToPort: your-port-end-range
PrefixListIds:
- PrefixListId: com.amazonaws.global.groundstation
Description: "Allow AWS Ground Station Downlink ingress.'

InstanceNetworkInterface:
Type: AWS::EC2::NetworkInterface
Properties:

f# A AWS Ground Station XK VPC #HAE 93
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Description: ENI for AWS Ground Station to connect to.
GroupSet:

- IRef InstanceSecurityGroup
SubnetId: A Public Subnet

ReceiveInstanceEIPAllocation:
Type: AWS::EC2::EIPAssociation
Properties:

AllocationId:

Fn::GetAtt: [ ReceivelInstanceEIP, AllocationId ]
NetworkInterfaceId:

Ref: InstanceNetworkInterface

BEERRERER VPC ARE

AWS Ground Station

[ [
Private subnet Private subnet
E EC2 - Receiver E EC2 - Transmitter

Dataflow endpoint Dataflow endpoint
application application

Elastic Network Interface 1 Cross-Account
Elastic Network Interface 2

Security Group 1 Security Group 2

ENEEENSRMUGEERBENENRERYEEARETEE. A& K ERFFEBEIRS Amazon
EC2 BB S E (ENI) 1 38588 VPC {sﬁ_é AWS Ground Station, A% , BB BEZE
Amazon EC2 #1TE# A ENI ZiZ EC2 #11T{E8. Amazon EC2 A% , ZEMNERN R RHERRE
NEBHEXIEEREFEEN IP MEFEER, LTEFSBRLRRENRE,
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-eni.html
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UTFBERERE VPC #ITERRERMX M , SRHE—NREER,

(® Note

@ ENI BEENLZ B ERERRIELA S5, E2RZ 16 EARAENERS , 526 Amazon
VPC Quotas.,

IAM B - IAM &2 Dataflow % ZhH) — , FEETREERY, AREINEIRE ENI A& HE#E
Z AWS Ground Station Amazon EC2 $}Hﬂ aE’J IAM A,

LTEFE 1 - RS2 BHESERET ENI, 3% ENI #SEZR S H Amazon EC2 #1TEEIEEIH . ©F
E £ dataflow-endpoint-group B A F1EEHEREIRE F AFFRBEZ L8 4H 2 1) UDP RE.

SEMMERSE (ENN 1 - BFEERRZEEE 1 HIL ENI ZU BB WEREE FEEG.

TH - BEEHRMRIIRE P Amazon EC2 HIITERENBEERREELE —RBITAMN IP thit, WFE
MR K/NEMER | B2 78K CIDR EH

RE B 2 - 1£ Dataflow in B S E LT £ 8, kTS BEMERES ENI, 3% ENI AWS Ground
Station ARG ERBALZHIKRSE,

Ef - MFEEERERIERHNFRENR  F2REABEESER T,

T %!l CloudFormation #3727 &5 404r] 2 3 A< B ATk B9 B REER e o

DataflowEndpointSecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupDescription: Security Group for AWS Ground Station registration of Dataflow
Endpoint Groups
VpcId: YourVpcId

AWSGroundStationSecurityGroupEgress:
Type: AWS::EC2::SecurityGroupEgress
Properties:
GroupId: !Ref: DataflowEndpointSecurityGroup
IpProtocol: udp
FromPort: 55555
ToPort: 55555
CidrIp: 10.0.0.0/8
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Description: "Allow AWS Ground Station to send UDP traffic on port 55555 to the
10/8 range."

InstanceSecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupDescription: AWS Ground Station receiver instance security group.
VpcId: YourVpcId
SecurityGroupIngress:
- IpProtocol: udp
FromPort: 55555
ToPort: 55555
SourceSecurityGroupId: !Ref DataflowEndpointSecurityGroup
Description: "Allow AWS Ground Station Ingress from
DataflowEndpointSecurityGroup"

ReceiverSubnet:
Type: AWS::EC2::Subnet
Properties:
# Ensure your CidrBlock will always have at least one available IP address per

dataflow endpoint.
# See https://docs.aws.amazon.com/vpc/latest/userguide/subnet-sizing.html for

subent sizing guidelines.
CidrBlock: "10.0.0.0/24"
Tags:
- Key: "Name"
Value: "AWS Ground Station - Dataflow endpoint Example Subnet"
- Key: "Description"
Value: "Subnet for EC2 instance receiving AWS Ground Station data"
VpcId: !Ref ReceiverVPC

% E Amazon EC2

B X 1% VITA-49 Signal/IP EHI5R VITA-49 Extension data/IP EE IF#EERE Amazon EC2 #11T1#

§8 , FBEEIR AWS Ground Station KEEXAFERREBHRERN. BRBENIFESER , BUNEREE
E—E#T{EE L#THI (FE) EERNBBERERE (SDR) , AELUREEFHEM EC2 #
TEE., BENMLZEEW FE X SODRBEAFEAEEENEE, NEREERRINFRER 2
B AWS Ground Station E¥FE £ E,

MFERBIRFRVAERER , FFSE AWS RIEHEK,

% Amazon EC2 96
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RENE REE

AWS Ground Station 2% R E |, LAt Amazon EC2 #1TEIEAERE,

AWS Ground Station IR

AWS Ground Station AR KB HEEE DigIF) FTTER , TWHAEZNERUBRATS
HH :

« & 40 MHz % 400 MHz $8E /) DiglF T1T7Zh86. MHz MHz

- BEEE, KRB DigIF ERRFE AWS MK ENE[ALE IP (AWS i IP),

- FREXERRIE (FEC) RHITENER,

- FRAEFESE AWS KMS £8#TE , UREER R,

WMEFMER |, 2 BAWS Ground Station ZIRAEFEHAEEE,

Dataflow i 25 FE ARZ

FH AWS Ground Station £ AWS Ground Station X#R{ & E Amazon EC2 #1T{EEE = R Eix F$E
WERNBBEERAER. eTARERN LT T,

BEREENESRE (SDR)
HEERNERE (SDR) , AIARBE/BUEREH AR EFHEBARIA
AWS Ground Station Amazon Machine Image AMIs)

ATBLOELERENBBENBERERR , AWS Ground Station iR EFEALREMN AMIs, MMATRE |
EHRFEIAFEAEEERREREHBEEAREIN AMIs MIERBERNEIRE (SDR), ZBANUE
Amazon EC2 i & F# 2F,F Amazon Machine Image (AMIs) REE Y , UK e, BEF
AWS Ground Station {S¥EAMIs 2 AFH , ATLLEIBE A Amazon Machine Image (AMI) i S i
HEYs , 7€ Amazon EC2 = AHKE, AMis
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f5E A iE A

AWS Ground Station i& Bl £ & EBi#& HARE 7€ AWS Ground Station KGR AL FENRFMISE, &A1
FRENERREEBEMEE, EHERER , YHHEEBAMMEPEENRE,

ERIREETR N

EEFEAER , B BERE TelemetrySinkConfig , $8E AWS Ground Station FETE A iE {5 & B &
¥l R% , BEALUEA telemetrySinkConfigArn WAL AR AT 18 T LN ERIERE, EFEHAK
RERThREE KRR EBN S ARRE , 248 8E 8 AWS Ground Station BREEWIRSE,

EARNEFNEETRNOT

1. AT LAE AWS BRE R Y Kinesis Data Streams &3 , SIZWGERIE R, RS BEEHRERBILE
AHMEEREMEGFHET,

B LEY IAM A BRTFEERBEARRK AWS Ground Station FF 7,

WA LB B EZR TN IAM B TelemetrySinkConfigo

& T LA TelemetrySinkConfig #3718 = {E #5104

& 7] DA A RUAR 2 A1 Th BB MY ST AE IS BR TE S 2R 51 i AR BB AR Ao

EEAEBERENBHEEARE , SLULFENRR 5 488 E 8 AWS Ground Station &7 E| &

B Kinesis Data Streams &k

7. WA LMER AWS RBHEACHEARER , ERNANEEENER,

.@.0‘:5.‘*’!\’

AHRERSRE

AWS Ground Station TEB##& 2 R IR 4 T 758 B E R

(@ Note
AWS Ground Station EEER X ENENEREE

18 &R

RUGEEBHBAREEQFANHEABRER. LENSFE -RSEBHENEEEL X ISEBR MG
THVANGEAE, MFEFMER  F2EEMEN.
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BHEHE R

RERFERRENERERNVEARER, TERBEPRAESDERE  SEXLERNEE, W
FAMET  FSRERER,

£ 330, A %

AWS Ground Station iEE BIFFE AWS EEE A FEHER, ERETHE | EAEHR AWS Ground
Station XIFEXELHEBENESE | BEHEBEEEYE,

fN%E AWS Ground Station [B35i 1 ity E1 15 B BHTRIFE |, 5528 AWS Ground Station L&,

ES]
- REER

. THENEH
A EE A
T B SBBEM AWS Ground Station BEEAREEN, RRURES , ENEHSEES

BRI R Th B AV 11 78 5% E A Y B AR HA RS 32 11 B 42 Y Kinesis Data Streams &3, 1 Kinesis Data
Streams BEA T f# , 552 B Kinesis Data Streams #H &5,

LR 1 BMRIRMGE AWS BIR

T 525 CloudFormation Jv EX 7~ &5 a04a] 22 37 3% 8133 Y R 1R AWS BiR, WERBHFBRSEN
Kinesis Data Streams &£ IAM &€ | #F&ZRERE A BFR AWS Ground Station 1],

TelemetryStream:
Type: AWS::Kinesis::Stream
Properties:
Name: GroundStationTelemetryStream
StreamModeDetails:
StreamMode: ON_DEMAND
RetentionPeriodHours: 24

TelemetryRole:
Type: AWS::IAM::Role
Properties:
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RoleName: GroundStationTelemetryRole
AssumeRolePolicyDocument:
Version: '2012-10-17'

Statement:
- Effect: Allow
Principal:

Service: groundstation.amazonaws.com
Action: sts:AssumeRole
Policies:
- PolicyName: KinesisWritePolicy
PolicyDocument:
Version: '2012-10-17'
Statement:
- Effect: Allow
Action:
- kinesis:DescribeStream
- kinesis:PutRecord
- kinesis:PutRecords
Resource: !GetAtt TelemetryStream.Azn

THBEESEREENRSE |, 5HHE—MEREZE AWS Ground Station,

Kinesis Data Streams &3 - FREABEIEEN , TREBHWIEAEEDER. HRAZSHBEARSN ,
BECALLEE, RRBEAREER 24 MK, RIBTER , FREEA AWS ZENE, BEEE £
RAEFZE®E AWS Key Management Service , @ #18 StreamEncryption B EH IAM A&
BE LG E kms:GenerateDataKey A, MFEFFMEA , 552 Amazon Kinesis Data Streams
PR ERMRE,

IAM B - IAM B fRfFgroundstation.amazonaws.comfRE X EIEE AR | WA ERER

B AL Kinesis Data Streams &R, ABBRER FHEML kinesis:DescribeStream,
kinesis:PutRecord#l kinesis:PutRecordsEIEMEF T, &R WNESHAE MEREESEBEM
ABBERNIES , F2R .

H#HRE - AFiam: PassRolefF Al T8 E &AM AWS Ground Station API FEALEY IAM EF &= A
B, EEEEREIL TelemetrySinkConfig AWS Ground Station Fi&ERIBBEEE

PassRole Bk &3

MENAEHREZACBENFMET , F28 (AM FHREERE) PHEE IAM BE, mE
iam:PassRolefFAIVEFIER , FERRTHEAERKACEEE AWS RENFTH
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"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"iam:GetRole",
"iam:PassRole"

1,

"Resource'": "arn:aws:iam::999999999999:ro0le/your-telemetry-delivery-role-name"

HER 2 . 3] TelemetrySinkConfig

E3 TelemetrySinkConfig , £%& AWS Ground Station 21il#%3& 813 ¥ X 4+ = Kinesis Data Streams
B, RSB 1 & CloudFormation & H #9557 ARN F& & ARN,

(® Note

E18# Y TelemetrySinkConfig B , AWS Ground Station #$Z B2t 0 EERGIEE NWEH
BIERECER | RERF Y Kinesis Data Streams B FifIFEHtest,

WMFEE Y TelemetrySinkConfig BIEFHIEF , /528 &R EKERERE,

SR 3 ERFEEENERRERE

BIUEBHERE, NFEVERERENFRENA , F28 £H AWS Ground Station E#EERE.
s telemetrySmkConflgArnﬁiEEﬁ‘\E’J{f?]%Eﬁi*; , L EBHE BB AE Y. ERESR 2
Y TelemetrySinkConfig B9 ARN,

HER 4 BREBHEA

FRARMAEANREEN ISR ERERFEERE A, EHISEE , AWS Ground Station &#53& 8 E & &K

R H Kinesis Data Streams &3

B EENERENER
- BRI - ERSEBIS ARG SR.
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o JEFENBFRY AT - 3RS LU FENBFRY 75 3% Z Kinesis Data Streams & it

- BRHERE - EREEERGRRPSEFE.

- BEELE - BRI SEBHSE RIFE LSRR,

BRI
EALAER TR R EERRA -

2
W

B

« Kinesis Data Streams 8512 - 82 CloudWatch PHIE A%, WFHFMAEA |
Amazon Kinesis Data Streams,

- EARXAF - RBERBRNACEARXTHNEREE,
« Kinesis Data Viewer - {# /i Kinesis Data Streams S X1 & #1182k B =7 S HI58 8%

H

SERERER , &R B -

- THEAEMRANTANERNERE, F2H THENER.

- BEREARBEIAREE R B Kinesis Data Streams SiRHERE R, MEFMES
Amazon Kinesis Data Streams 2B H& &,

« {# CloudWatch f1E i AWS BRI 2 3 & RIRFIZEE,
- MREBFNEE , BREARHEEMRISS, B2 HBAETHEDH.

y
T
W
&4
ES

THERNER

BRI ERE LA Base64-encodedfy JSON FE &k 2 RAF &MY Kinesis Data Streams &8, =B FE 8%
MESEEFEHREPBKRENEN , SREERBENERGENNENFREENR,

BRE e
SEENTHEBIETHITH
ER R AR

AR ERENENER R EERHERRA, ENREEERIINTEMNENER, NFEEBHER
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gE ID

A R [ AT MEE— R B A . 8 T RAEH
REER

ERAEER

%38 R B R B4 E B Al A2 ML BRI
ANEERETERA,

BEMEREEAVEBERAE,

2 EEREI#

EBRESEEUTHERAEA D BERS|I#EIXF Kinesis Data Streams &

bt Bl E 3R 5| @ AR E — gV AT B s
R#Es |, %

EERME R F 3T ZE Kinesis Data Streams &35 PRI 4H
AR ENENEREHEENIER,
j:E rI:TJ : l/\IJ

= .
SCOPE#scopeId#TELEMETRY_ID#telemetryId#TELEMETRY_VERSION#telemetryVersion

EoERAEEEBHBERREQ ST DNERES. LENEE -FEEBRHBEE.
R

sampleTimestamp

B0 E RV RERT | BRA 1SO-8601 # M UTC , BHEERER,
FA

RRNEBREUE , UERE,
37

RKENERSERE , LWEAEN,
commandedAzimuth

LEABNNGTANAE, ER

RRERZEIWETELUA,
EEER
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commandedElevation

HEREMNNGTEEAE. ERAREREINERSEAE.

(® Note
R ER RSB BEOEMEE  BERRRUETERGTLERE,

R B R

groundStation

WEERAAE (S, TEXE 1. ).

satelliteld

HEERENE RIS AWS Ground Station,

contactld

Btig ARV BT

&5 JSON

"telemetryTypeAndVersion": "POINTING#1.0.0",
"telemetryType": "POINTING",
"telemetryVersion": "1.0.0",
"scopeld": "12345678-1234-1234-1234-123456789012",
"metadata": {
"groundStation": "Ohio 1",
"satelliteId": "87654321-4321-4321-4321-210987654321",
"contactId": "12345678-1234-1234-1234-123456789012"

.

"data": {
"sampleTimestamp": "2025-12-08T12:00:00.12372",
"azimuth": 180.5,
"elevation": 45.2,
"commandedAzimuth": 180.0,
"commandedElevation": 45.0

}
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}

It E R

IEHEGERR ARG RRENIE S RAVARBIE A, IERRESEERIEREPRA BBERIR KR
EEER B EBEREEE,

® Note

me TrackingConfig ) autotrack 2 EERES REMOVED , BIFSEZEMEER, MEE
HHEREMEEMER |, FS B BRERE,

BERMR M
sampleTimestamp

EESE R SRR | B A 1S0-8601 XM UTC , BREEAZER,

trackingStatus

KISH EH ABMEARRE, ATRERY{EEFE TRACKING, ACQUIRING Ed MASKED,

trackingErrorAzimuth

FvE PR EHIEEER |, UEREN,

trackingErrorElevation

SEHTNERER  UEREN

(® Note

EMREEARREEEHERNFNTAE K ESE 8 BB ERE AWS Ground Station &
A, URKRILAFREE,

FP A R L
EBXENSSEEMENHEBNPEE M - satelliteId, groundStation# contactId,

& 45) JSON
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"telemetryTypeAndVersion": "TRACKING#1.0.0",
"telemetryType": "TRACKING",
"telemetryVersion": "1.0.0",
"scopeld": "12345678-1234-1234-1234-123456789012",
"metadata": {
"groundStation": "Ohio 1",
"satelliteId": "87654321-4321-4321-4321-210987654321",
"contactId": "12345678-1234-1234-1234-123456789012"
1,
"data": {
"sampleTimestamp": "2025-12-08T12:00:00.123Z2",
"trackingStatus": "TRACKING",
"trackingErrorAzimuth": 0.2,
"trackingErrorElevation": 0.1

# Kinesis Data Streams &£ Fi BEEE #l

iE 88 B2 EIXE Kinesis Data Streams &7 , WA AL ERAEERREAERXNREA, ®RBHE
BERE  EERTYEE,

Base64 15

Kinesis Data Streams &P E K 2 Baseb4-encoded, B U BLMBER , FeESHZIWNA
JSON, WEFHMEN , 52 FEH Amazon Kinesis Data Streams.,

{5 Kinesis Data Viewer

A7 PERFEGERIER |, Kinesis Data Streams B2 A 1R Data Viewer Iheg. FERHLLINEER

° EE%UEET#EU ﬁ%fE{EA» umquﬂﬁfffTEEf#o
- FERRBRRUEESRES PO RATICHEKER.
- BURFEABEINNES  UEA "IHERRC. FHRLERBIBREIE .

M Kinesis AAFImER E

HEX

Kinesis Client Library (KCL) A &E®E £ Kinesis Data Streams &R A ERNFZHBREMMY , BE®

FEE, REXNEHTE., RMEZE KCL AREEENHEEEBAREN,

£ Kinesis Data Streams S5/ & #

106


https://docs.aws.amazon.com/streams/latest/dev/working-with-streams.html

AWS Ground Station EREER

WMEFHMER , BFSBEA Kinesis Client Library B HE &,

FRAREEK

- BIDERERIK - FAEEERINEEHR Kinesis Data Streams B EN , EEEAHZEE , 8RN
W, IEEER, MEFHEES  FSRERERIAEREESE,

- ERABEMR - FAZEA Kinesis Data Streams &7 AWS Ground Station &R &, EHEMERRE
NHEAER AT EBUE Ak 2 88 FE R 314 K B

- BEERE - EREEMEER T ZBE Kinesis Data Streams B3 , AiRBHEEBBHIERERER

o ESiRENAE - A CloudWatch IE1ZEER R RMIRR. MEFFMER , FS2REIE Amazon Kinesis
Data Streams,

2P RN 2 RS -

EBREBERCETHRAES , UXEBESBNHERMEE, SERLHEPtelemetryVersionfyi
I ER s HEBER R,

REFEHEHREE

« RIRWEEE5ERMAERNFE,
- RANERNERRTREVRIEFERBENHMRA.
- BHERAEXETRTARANENREMRA,

o Z# telemetryTypeAndVersion, telemetryType#fl telemetryVersion #f , LUREM
ARESE %,

BMEREETEERESEREBHRRENRABIEE T , RENERARXEH LR RE
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{5 F Bt s A

BRI LA A AWS Ground Station ER A HEEEFEMNFES AWS SDK , mAFEER., BMBIXRNVE
AWS CLI, BAMBEMEGEENRERE, BUNEBRERBZIRS 15 2 ERE. BUEMEHHE
EBERE . A MREFEANEEE I EEEEN , BRI AWS Ground Station FEE 7 &
EEFTEINEFMEENR,

AWS Ground Station X BRERBHER R, ERRBRMEAESCENEBREEN -2 , ERE
BEREXIHERE. IFEAEERERRANFMRET  F2HE £ERAEESERRZT,

EEHREER , YERELNER. IREHAREER , 28 HKREA. ¥l ReserveContact
i , & AWS Ground Station fEEEKEREENIRE , YR EERATRERESEMBRPER. £
A UpdateMissionProfile 1 UpdateConfig APIsSHiELE RN EEFERMEEN 2B FABWBIEZA
P, IREFELEREFEAZTCHENBIEA , BMXELEMEM CancelContact BUEBHEA |, R
£ ReserveContact EFHEREBIAE A -

*BUEKIBEBEREN  BUCENBE T EL B, WEBEBSANMER , 3828 : Ground
Station FAQs.

ES]
- TERBHEAE B H
.« THRBEIREE

T FRB AR A tn B

TRBEE B IHRE S EMSER e B SR BHEAR S ERE AWS Ground Station, T
El# 7~ AWS Ground Station Bif& £ MBI AR AR HE R ENEH BRSNS, FELE
= , COMPLETED. FAILED, FAILED TO_SCHEDULE, CANCELLED. AWS_CANCELLED
M AWS_FAILED 2#imikE, BHgATSEHKmRE, NFESEAREBETRNAR , URER
CancelContact AJ % IL S ATEEAWS Ground Station B AR EREME |, B2
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ERAEER
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B ABRIEESTH , BEELE
B2 EH.
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e

Biig AT TR , RBEHER.
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ARAE Description H& i 1 AT EUH GRS
FRFMEB R REREEERE RN
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CANCELLED (B EH& A B HEBUY. £ & &
BUH)
@ Note

MECEBCER O F LB ARVRESLEER |, F2H 7 BBISIRE.

Biig AERHMRE

AWS Ground Station £ 2 ! ReserveContact i 8RR BEIEAR , SRTEBESAER1F, 18§
HEz%  SmERBEAER,

NRLEEREWEENBE—F  ERLERBEMB 2 NELER., 0B 0TI E B A
ERNHEET  BSY .

« AWS Ground Station AP| &%

« AWS Ground Station CLI i 5 2%

T RS IREE

£/ B AWS Ground Station , R FEZ T 7 & A XERBE 1T AWS Ground Station .meters B#&
AE. $¥NESEBE  RESHEXMARIE RFENBESERE NIRRT AIRBENSE, T
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ARESR

AWS Ground Station RIFENEFERSBEA T BAREERE !

o EEFE -BREEEDHIEFR 40 MHz BEATEEFEA
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I cContact ! Contact I Contact
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Scheduled Period . Metered Period
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o BIREHEG 1 150 DiE ( TERKRIFERRE )

BEXNEE 150 27ENER  RALZSELEE  EXFEETMEENBSIREERENEERE (15
00-16 : 30), ELEREHEBEENBERTELEEE  SNEESRERVHFENFEREB,
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& A LATE Ground Station Anytown 1 E & HE 150 7 sERVBEAS , 1€ 14 : 00 BAtG , 116 : 30 BR. &
15 : 00 , & LAFEAY CancelContact AP| R {5 1L R #9858 — (BB 48 Ao AU CancelContact # , &7 LA
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£ 13 : 00 , #&ZATBAFE Ground Station Anytown 1 EHEREMEBIEA. F—ER 150 D EMNBIE , ®

14 : 00 BH%A , 2/ 16 : 30 &R, FE =M@= 90 D EMEAS , £ 15: 00 BH%A , 1 16 : 30 £ R, £ 15 :
00 , & A LAY CancelContact AP| 2R{Z IL &Y 58 —{EB#& A . Ground Station Anytown 1 2 — 8%

RERmEL | AFFMEBE AR AT,

1
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V/ 7
13:00: I 15:00: I 16:30
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=618 : EREEBIEANSZRIRHE A

#& T LAFE Ground Station Anytown 1 EHEE 150 o 8RVEE4E | 72 14 : 00 BR#E , 2 16 : 30 FER, 7
15 : 00 , AT LAFENY CancelContact API 3R {5 1L &8 19 55 — {EBt#& A . FEAU CancelContact #& , &BH LA
£ Ground Station Anytown 1 E%&HE 30 2 BRVBEAE , £ 15 10 B%R , Bl 15: 40 B3R, & , &g
£ Ground Station Anytown 1 EZHEF 5\ 90 o &RV BAE , #& 15 : 30 BI%R , E 17 : 00 # 3R, Ground

Station Anytown 1  — IS XiRE L , AFMEEENBIEARRRTEERERE,
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/]
15:05: 1 1 15:10: I 15:40
Contact 1 1 Contact I Contact
Scheduled Started Ended
15:20: 1 1 15:30: I 17:30
Contact 1 I Contact I Contact
Scheduled Started Ended
Scheduled Period Metered Period Duplicate Period

WREEEAAE

o EBIRERKE 0 70 DEE (BT 60 HEE + FTIXBHERAET 10 D EAVEHEE )
- BIXBHE 30 piE ( TEBFERR )

o BIXRBHE 90 piE ( TEBFERR )

RpI 8 EFEEERBEANSZRIFRHE, 119



AWS Ground Station EREER

F_ENE=EBRERFBEHAEEER K RALEFLE—BABERABIEE T ELBHERM, £

158 — (@ EkA (15 : 00) MBI SR —EBEAE (15 : 10) ZEHY 10 S EBRA R H RBBHE R EREN
FHETRE

Rl 8 . EFEEMB AN R E I 120



AWS Ground Station EREER

£ AWS Ground Station {0 & Ih &g

W B 7 B ThEE AWS Ground Station AZRMAIRE , B UEHPAHENESHFEAEEEN G
BHEE, s STETELAEERE. BREAEBNEENHEREE A MEEFEREERRRE, A
SEBV D B IEER AWS Ground Station B T Z L RRENEBHEBEHEEREEEEL, TE
A EZUBIE AWS Ground Station APIsTI & B FEHEERERFTEREIRE.

EERBER  FERE MAGE , B RMABNS HIheE, —BEENEEMABNS ST , BRT
LASHE 8 2 B 3t T b B HERE B AR . SBATLLEIB AWS SDK ListGroundStations [E FEREEV & A # 17 EHY
W E TSR, Bus SHmELE 5 At E LA BIARAWS Ground Station fuE , F&
A TBNS S, WihHELEE, ESRERRIENFREER , SFEETRARILESFER GPS &
B, Bl , Bu2 FUEETZE PR ER R EHERRE,

A%, By BThae 2% K4 ERE R Amazon EventBridge B4 API [T FE | 20 ARFR
RAWS Ground Station £/ S4B Eb., EEEHAREMTAALENERREIREEE,
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T fREF BE AWS Ground Station

EEjR 2 #EEE AWS Ground StationA] g, ATAMMNENEEZIRE, AWS EETHERTERESR
AWS Ground Station, EI#REEER , WiE KB BEIE,

« Amazon EventBridge Events $2fitif FEIRFHY RIKBHBR , #iR AWS ERHNWEE, EventBridge
Events IR BB EHEEER K FAGTURERIRERIFESH , Y EREELENE
152 AWS HBRE+F A B BB %, IFE EventBridge Events WEHAEF , 552/ (Amazon
EventBridge Events R &IERE)

« AWS CloudTrail BN IR HFHA R AWS LIRS HE AP FEIFFEESEH |, X8R
FERERXINAELEIEEN Amazon S3 HEEE, SR LUEBIFIUANEREFMIIRE AWS, ETFEIA
FR IP k|, AR MEUAREE, NFE WEFEMEH AWS CloudTrail , 552 BAWS CloudTrail £
EHIERE) o

« Amazon CloudWatch Metrics 7 £ A R REEHERE B & ARIEE AWS Ground
Station, CloudWatch 152 A BRRIBSEE., WILHEE ID ROWER , LRBIBEAE A PR
EMER. MEFMENR , F2EEH Amazon CloudWatch 515,

- AWS FAEBEAN T ARBERTEE , LUEE AWS Ground Station E4HEH ., EEH/FEEIE
EWRAE  F2WREL, ZNEBSEAEEEREHNEAN , I/EFEHH, XEARESFH
#J Amazon Q Developer Bl K& &1 AWS Console Mobile Application#i% B4, #&t 7] LAE AWS
FRAEBHPLEFRHM, FAEREYN XEEE BTN ECERESHHEARINBENEE,

ERAT 5 EEREE AWS Ground Station.
e
« AWS Ground Station £/ 481t

- £ 504% AWS Ground Station APl 04 AWS CloudTrail
« {#/A Amazon CloudWatch {3 i54&

AWS Ground Station £ =4 B &1L

(® Note

AN ER "E#H . —F, CloudWatch Events #1 EventBridge =2+ [E #Y E 7% BR 7S A
APl, B ERE - REEENSEASHLSEREHE B EETRENRAL
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EHTREEEL AWS B , YEBEERKES  FINEARXTREBERERZE. XE
AWS BRBHNEHELUEFRIRNAARMN. SARBEEHENRR , REFEESNESH , UARESH
HERASFEEBDYUTHEE. TEDBERN - LBFESETIIEE :

« WA AWS Lambda B

- $8M Amazon EC2 #1Ttv

- BEHEEZE Amazon Kinesis Data Streams
- BXA AWS Step Functions #RREH#E 25

- JBH Amazon SNS /=, Amazon SQS 175l

BB FRSHM — L& H AWS Ground Station 23E :

o WA Lambda BRE , BIBFEZHREBBREFE L Amazon EC2 H1TE R,

- BEBIRABEMRER , BMHE Amazon SNS TE, ELTEARERAEHBHBEREREFHE
FEHHEBEA,

MEFMER , F2B (Amazon EventBridge Events A &1ER)

AWS Ground Station SB4ER

® Note
AWS Ground Station E 4 FTE E4#8E "aws.groundstation" #4 "source" V&,

AWS Ground Station &8 H SRESEMEANEH , AXEEBFTEELHEED, Bl , AWS
Ground Station X EBHERESFEMH, ENRBRMEHESESHNETFUEREBEEH, TS
RESERENFEESA,

BH&SHRER

AWS Ground Station BV Hiis AR ERER , FRHENH, NFELREBEURRELSTZEN
B , F2E THEBIRESEY . BEAPEANEAERRERBFARERINSHE , B
2%, sHRNKEBHEER , RALELACHNERNRBERMFERLEN. EAREEBHEENE
BRBRMEFER , SUUREGENNESERSHVBHER,

TEE RS BB AR EAEMERRERMEE R LARENEH.
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‘\1;, ‘\1;, ‘\1;, ‘\1; ‘\1;,
Hhr h* Th™ h The
Contact Status SCHEDULING SCHEDULED PREPASS PASS POSTPASS COMPLETED
\];, \l:f, \1:!, \1",
=z -2 -2 =)=
R i he Th™ e
Dataflow Endpoint Group Status PREPASS PASS POSTPASS COMPLETED

time

¥

Legend

%
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‘s

AWS EventBridge
Event Emitted

Ground Station Bf4&iRESE

MREEBEEANR B RNBEESERERBTRERDE , ZUURERRBEBHTHEE, NREE
BWBEREEENHERBAN  EEAXMNIEETEN., IRECEEERIIELEHFEE |, B

1 ST L E #E B contactPrePassDurationSeconds # contactPostPassDurationSeconds, EH&E
EERBRREERNES,

BHIEHREDT,

"version": "Q",
"id": "@1234567-0123-0123",
"account": "123456789012",
"time": "2019-05-30T17:40:30Z",
"region": "us-west-2",
"source": "aws.groundstation",
"resources": [
"arn:aws:groundstation:us-
west-2:123456789012:contact/11111111-1111-1111-1111-111111112111"
1,
"detailType": "Ground Station Contact State Change",
"detail": {
"contactId": "11111111-1111-1111-1111-111111111211",
"groundstationId": "Ground Station 1",
"missionProfileArn": "arn:aws:groundstation:us-west-2:123456789012:mission-
profile/11111111-1111-1111-1111-111211112111221",
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"satelliteArn":
"arn:aws:groundstation::123456789012:satellite/11111111-1111-1111-112121-1211112121111211211",
"contactStatus": "PASS"

B A RE{E contactStatusfE FESthe section called “AWS Ground Station B4SAREE",

Ground Station ERIRERHMFHEREESE

NMREEEFEAERRBRMFERBEBERBHITENDE , BULRE KRULBEBHITHEE.
L*%,U\EJL‘IL,{EIEIEEﬁﬂmL Zin MAAAREEERHTIRNEE, IREVECTWRIELSHEE

, A EBETE contactPrePassDurationSeconds # contactPostPassDurationSeconds H & ¥}
iz ”*”‘Eﬁﬁ%ﬁo HEHFEXZEENRERBFEANEE,

AT R &8 61,

"version": "Q",
"id": "01234567-0123-0123",
"account": "123456789012",
"time": "2019-05-30T17:40:30Z",
"region": "us-west-2",
"source": "aws.groundstation",
"resources": [
"arn:aws:groundstation:us-west-2:123456789012:dataflow-endpoint-group/
bad957a8-1d60-4c45-a92a-39febd98921d",
"arn:aws:groundstation:us-west-2:123456789012:contact/98ddd10f-f2bc-479c-
bf7d-55644737fb0@9",
"arn:aws:groundstation:us-west-2:123456789012:mission-profile/c513c84c-
eb40-4473-88a2-d482648c9234"

1,

"detailType": "Ground Station Dataflow Endpoint Group State Change",

"detail": {
"dataflowEndpointGroupId": "bad957a8-1d60-4c45-a92a-39febd98921d",
"groundstationId": "Ground Station 1",
"contactId": "98ddd1@f-f2bc-479c-bf7d-55644737fb@9",
"dataflowEndpointGroupArn": "arn:aws:groundstation:us-

west-2:680367718957:dataflow-endpoint-group/bad957a8-1d60-4c45-a92a-39febd98921d",

"missionProfileArn": "arn:aws:groundstation:us-west-2:123456789012:mission-

profile/c513c84c-eb40-4473-88a2-d482648c9234",
"dataflowEndpointGroupState": "PREPASS"
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}

dataflowEndpointGroupState FJEERVARRE R HE PREPASS, PASS. POSTPASS Hl COMPLETED,

Ephemeris B4
Ground Station Ephemeris AREEEE

MRS EETRMEEEREEHTEE , BUURERIREBLLLEE, EVELHATTIENE
£, LAEIFEE R M EUARRE, Bl | BT LUE ephemeris B ERE BB E A BT EEENABLED,
WEHHNBAERE ephemeris LERERXE EH,

AT R &8 6

"id": "7bf73129-1428-4cd3-a780-95db273d1602",
"detail-type": "Ground Station Ephemeris State Change",
"source": "aws.groundstation",
"account": "123456789012",
"time": "2019-12-03T21:29:54Z",
"region": "us-west-2",
"resources": [
"arn:aws:groundstation::123456789012:satellite/10313191-c9d9-4ecb-a5f2-
bc55cab@50ec",
"arn:aws:groundstation::123456789012:ephemeris/111111-cccc-bbbb-a555-
bccccad05000"

1,
"detail": {
"ephemerisStatus": "ENABLED",
"ephemerisId": "111111-cccc-bbbb-a555-bcccca®05000",
"satelliteId": "10313191-c9d9-4ecb-a5f2-bc55cab050ec"
}

HY I REsiRRBephemerisStatus@¥E ENABLED, VALIDATING, INVALID, ERROR, DISABLED,
EXPIRED
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£ 524% AWS Ground Station APl 04 AWS CloudTrail

AWS Ground Station B 82 fRIEE S AWS CloudTrail , LIRS AR ERE, AGH AWS REEH
FEREL 2 B VERY E2 8% AWS Ground Station, CloudTrail 4% AWS Ground Station BFfE AP| FEAYH#E
BASH., HENMWEIERE AWS Ground Station iAKW | LAKR¥ AWS Ground Station
APl I2EMENBIEW, MBEEITIER , B LUE CloudTrail B4 FERZ Amazon S3 &1F
BrE8  S¥F MEH AWS Ground Station, BMEEARIREEBRE | kAT LUER CloudTrail £ &
NWEGR S LEBIBEFTEN, EBALUEERA CloudTrail FTUEER & AR ETIR HAYEER AWS Ground
Station, IBHFER IP ik, REFROAS, BEBERNVER , URHEMEFFHEER,

EEE—5 T # CloudTrail , 2B AWS CloudTrail (FEHAEERE) .

AWS Ground Station CloudTrail FHVE A

EIEREYN AWS IRFE , €EEMIRE LA CloudTrail. EJEEIE 284 F AWS Ground Station |,
ZEHEHEHR P REEP N EMIRIE AWS E4 — 2T CloudTrail E4A, BAILITE AWS IR
FrhgiR, BENTHERIONEN, NEHMER , F28 (FEH CloudTral EHRB S LHEREE

) https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html,

EERERKE AWS IREFHNEH | 315 HEH AWS Ground Station , FEEIIBHE, RREEEH
CloudTrail # A FE R ZE Amazon S3 fEFETHE. RIFFER , EAEIEAEIEMEKE |, Bt
ESERIIFTE AWS Bif, RRERHEAWS PEEFMERENENH , WA HRERINLERE
EM Amazon S3 fFZETEE. AL, BAILIEREH M AWS BRI , At —F 5 M FEE CloudTrail B
FIRENEHER, MEFHMEEN , F2RTIRE :

- By BMAEIE
 CloudTrail XEWRENES

« ER7E CloudTrail B Amazon SNS &l
. EZ{EEEEIW CloudTrail BFEFER , ARKEZEIRF#EW CloudTrail BFFER

CloudTrail €52 8FFH AWS Ground Station B)¥E , WFE#TE AWS Ground Station APl Z2Z 1, 4l
in |, ¥ ReserveContact, CancelContact # ListConfigs EjfEZ KM ETE CloudTrail i@
BERPELEER,

B-EEMIARERFE TS ELFRENENA. FoERATHEHE THIEE

- EHRMFERABHK AWS Identity and Access Management (IAM) £ & & A ERHBEHER,
- REZERK , RECEATHEACEBME I EFRAENERELRE.
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- BEREABHHEM AWS RBERE.

WMESHMER , 5528 CloudTrail userldentity JTT#,

T 2 AWS Ground Station AEERIER

B —EEHRE  EBEEHUBARERNERARSEEIEERN Amazon S3 f#FET#8, CloudTrail A&
Fﬁ?’?@ —FZEEFER, —AEHAEMARFRRENE—FR , XIEFREE. FROBHPME

5, FERBEEEH, CloudTrail BFEIIEMRAE API R HEEEMEF , Rt ASLUEAEEIE
f%'d:lfﬁo

LT EHE RN ERETR ReserveContact EfEM CloudTrail BEEER

&3] : ReserveContact

"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAL_ID",
"arn": "arn:aws:sts::123456789012:user/Alice",
"accountId": "123456789012",
"accessKeyId": "EXAMPLE_KEY_ID",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-05-15T21:11:59z"
.
"sessionIssuer": {
"type": "Role",
"principalId": "EX_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:ro0le/Alice",
"accountId": "123456789012",

"userName": "Alice"
}
}
},
"eventTime": "2019-05-15T21:14:37Z",
"eventSource": "groundstation.amazonaws.com",
"eventName": "ReserveContact",
"awsRegion": "us-east-2",
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"sourceIPAddress": "127.0.0.1",
"userAgent": "Mozilla/5.0 Gecko/20100101 Firefox/123.0",
"requestParameters": {
"satelliteArn":
"arn:aws:groundstation::123456789012:satellite/11111111-2222-3333-4444-555555555555",
"groundStation": "Ohio 1",
"startTime": 1558356107,
"missionProfileArn": "arn:aws:groundstation:us-east-2:123456789012:mission-
profile/11111111-2222-3333-4444-555555555555",
"endTime": 1558356886
},
"responseElements": {
"contactId": "11111111-2222-3333-4444-555555555555"
.
"requestID": "11111111-2222-3333-4444-555555555555",
"eventID": "11111111-2222-3333-4444-555555555555",
"readOnly": false,
"eventType": "AwsApiCall",
"recipientAccountId": "11111111-2222-3333-4444-555555555555"

f£ A Amazon CloudWatch #tR {5

EBi4& IR , AWS Ground Station & B E) fEEVE #130 4% HEX E CloudWatch #1720 47, B LAE
Amazon CloudWatch 12 & PR SN ER. WFEFE M CloudWatch IEENFMEN , FSEEA
Amazon CloudWatch 18,

AWS Ground Station &38| Zh 8& th 7] LA A 2R 12 B 4% HA R 432 WUR P BN BF BV #8482,  CloudWatch $8423iE F B
BEb R AT, B ATAE R B, CloudWatch t S EE - HIRBNIEE  EMREKERBHEE, &
BIThRER ALERIIERR , XU FENRFM AN EERTE AWS ZBHRF. MEFMEEN  F2HREHE

Ao

/A Important

AWS Ground Station &#§ CloudWatch 15128 ix | SR B 4% A BV ith [ T4EvE (v EAEBABERY AWS
B , MTREEHEA AWS WEE, EEREBIEANEE , SXAEHEIEEES
#ZEX CloudWatch, N&EEEE{E i E L BN RIHE 2 AWS BIEINEN , F2E8 SHbEIEE
LB AWS WEH, BEESHEBEANESPEBGERER , B BER AWS Ground
Station & RIThEE, MBFHMEN , FSREEHEN,
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EE EREE Description

CarrierFrequencyRe #Hl, Config, Satelliteld BREMEEN
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£ FAMRLE 4B AWS Ground Station ?

B A LAE A T BI#EE 852 AWS Ground Station &¥l.

HWE Description

Category R

Channel BEBENEEEZE—. =, | (BH) M Q(EX).
Config R T T REBATERE an,

Polarization SEBEELEE LHCP (£ HIE&{t) & RHCP
(GRIE®L).

SatelliteId #HE D ZEBBREEN ARN,

w8 EE

BEBFLERE  FELIEEEARESRENMTERENEE, ERIERCE , BighNEE
BEHSFEELE 3 PMRYBRERAEYER., CloudWatch Metrics &M EREE ALKIRB 3 /)
RENSSEER, NIREZZERFRESVENEENEE  EREBERIERE 3 NNsARIREH
BH, A HRBE CloudWatch 1EEZ 7. 0% CloudWatch REHFFMEA , 582 Amazon
CloudWatch #& - I8ERE,

sk, BT 60 WAFMEBNEAERBTELSRUELAERIEENER  MATERFIEETR. A7
REEEZNER , BREE 60 VIBRERRER.

Pass Metrics 2020-03-16 (20:23:00) - 2020-03-16 (20:3411) = | Line ~ | Actions ~ - e
dBm Bit/Block Error Rate
274 1
132 05
o B
—_— - — ——
\ — — —
I
-1.03 0
2023 20024 20:24 20:25 2025 20:26 20:26 2027 2027 2028 20:28 2029 2029 2030 20:30 20:31 2031 2032 20:32 20:33 2033 2034 20:34
@ | RHCP Es/ND I LHCP Es/ND QRHCP Es/NO @ Q LHCP Es/NO @ One RHCP BitErrorRate @ One RHCP BlockErrorRate @ One LHCP BitErrorRate @ One LHCP BlockErrorRate Two RHCP BitErrorRate

Two RHCP BlockErrorRate Two LHCP BitErrorRate Two LHCP BlockErorRate

All metrics Graphed metrics (12) Graph options Source
All > Groundstation > Channel, Polarization, Satelliteld | Q, Search for any metric, dimension or resource id Graph search

WZETE CloudWatch F#&%& AWS Ground Station 8B N FMEF , B2REREERK.
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R TEERRER

1. YErEEHE T/EV BB AWS [E18, AWS Ground Station & 7£ EEB4E A b E TN E
THEAEEAY [B i R 2 ) CloudWatch 1818, MEMH LBV ER HHE AWS BEHNEE , F2H8
SERMEILENE AWS B EE,

2. BB CloudWatch =4,
3. EEEBE®KT , BEIEF Metrics ().
4. 3ZE GroundStation fr & Z=R,

All metrics Graphed metrics Graph options Source

Q Search for any metric, dimension or resource id

157 Metrics
EBS EC2 Events GroundStation
18 Metrics 89 Metrics 5 Metrics 14 Metrics
NATGateway S3 Usage
26 Metrics 2 Metrics 3 Metrics

5. EEMENEEHE (flwm, 558, M1k, Satelliteld),

All metrics Graphed metrics Graph options Source

All > GroundStation = Q Search for any metric, dimension or resource id

28 Metrics
Channel, Polarization, Satelliteld Polarization, Satelliteld
24 Metrics 4 Metrics

6. All metrics (FTAER) RoIEREBM RGP ZHPRMENFEER. BUUITTIBHE

a. HERERKRIF A FEAEWSE.

b. FERREFEF K FEIEESMEBEBNZNAR. EERBMAER , FENENRERE
5 BV B

c. EERERENE , FHEEELR ID, REKEE Add to search (FIBEE S,
d. ZEERIEEENE  BHEBEREZER , REEE Add to search (FTIBEES),
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https://console.aws.amazon.com/cloudwatch
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A WREE AWS CLI

AWS Ground Station £ E2Bii#% A B9 it TAEuh {7 EMEBABRY [RiH 8 H CloudWatch 154F. WFEHME
Bt AWS BEMhEEVESE  F2RSREEHEVE AWS WEE. # ground-station-
region-code MR BENEEVE AWS WEFAE (S0, us-west-2EARREEMN 1, B
BRM 1 PR ETmM 1), WREFPHFTERE AWS CLI v SEXEFEAMERBN EE.,

1. TEAWSCLI BERE . MERKMWEF AWS CLI , 2B %% AWS CLI 2 2 i,
2. R EEbTE VRV EAHEAERRY AWS B,

3. f#H CloudWatch CLI # get-metric-data FEREEABUNER , MEELREBNERZR , R
#AREHAELIEE,

EEIERM , BFHAT T EE : aws cloudwatch get-metric-data --region ground-
station-region-code --generate-cli-skeleton, EMSELEZELUUTHE@EDL

"MetricDataQueries": [
{
"Id". ",
"MetricStat": {
"Metric": {
"Namespace": "",
"MetricName": ""
"Dimensions": [
{

"Name": "",
"Value": ""

]

},

"Period": 0,

"Stat": "",

"Unit": "Seconds"
},
"Expression": "",
"Label": "",
"ReturnData": true,
"Period": 0,
"AccountId": ""

11
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https://docs.aws.amazon.com/cli/latest/userguide/install-cliv2.html
https://docs.aws.amazon.com/cli/latest/reference/cloudwatch/get-metric-data.html
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"StartTime": "1970-01-01T00:00:00",
"EndTime": "1970-01-01T00:00:00",
"NextToken": "",

"ScanBy": "TimestampDescending",
"MaxDatapoints": @,

"LabelOptions": {

"Timezone":

4. FEB#T FIH A AM CloudWatch aws cloudwatch list-metrics --region ground-
station-region-code ¥81&,

RS EIFFEAB AWS Ground Station , S EEERSE T EENE@ L :

"Namespace": "AWS/GroundStation",
"MetricName": "ReceivedPower",
"Dimensions": [
{
"Name": "Polarization",
"Value": "LHCP"
.
{

"Name": "SatelliteId",
"Value": "arn:aws:groundstation::111111111111:satellite/aaaaaaaa-
bbbb-cccc-dddd-eeeeeceeeeecee"

}

}I

(® Note
WRER FRERCEIB 2 8 AWS Ground Station , BIAEEFEfE A HIEEN
BRE  UERIEEMBEBTHN AWS/GroundStationtiEELZBNMHE, ME
CloudWatch FRHIFEMER , F2E @A ANIEE
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/viewing_metrics_with_cloudwatch.html
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5 EREESE 2 FEYK JSON BER , LUFESE I WHLEE , film
SatelliteIdfPolarizationfEMIEE, Lo\ , BHELEH StartTime, H EndTimef® ,
LARFE IR ERIR A, Blan -

{
"MetricDataQueries": [
{
"Id": "receivedPowerExample",
"MetricStat": {
"Metric": {
"Namespace": "AWS/GroundStation",
"MetricName": "ReceivedPower",
"Dimensions": [
{
"Name": "SatelliteId",
"Value":
"arn:aws:groundstation::111111111111:satellite/aaaaaaaa-bbbb-cccc-dddd-
eeeceeeeeeceee"
.
{
"Name": "Polarization",
"Value": "RHCP"
}
]
.
"Period": 300,
"Stat": "Maximum",
"Unit": "None"
.
"Label": "ReceivedPowerExample",
"ReturnData": true
}
1,
"StartTime": "2024-02-08T00:00:00",
"EndTime": "2024-04-09T00:00:00"
}
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® Note
AWS Ground Station 1R1B51E , 5 1 3l 60 WM — X518, MRPeriodBHENR
BENERMPE , ITEEEEE,

6. aws cloudwatch get-metric-data ERENSRPEIMNERERINIT . U TRMEHH,

aws cloudwatch get-metric-data --region ground-station-region-code --cli-input-json
file://<nameOfConfigurationFileCreatedInStep2>.json

EESEABEPAKBEE —ERMA. UTR AWS Ground Station 1R i Hi €551,

"MetricDataResults": [
{

"Id": "receivedPowerExample",

"Label": "ReceivedPowerExample",

"Timestamps": [
"2024-04-08T18:35:00+00:00",
"2024-04-08T18:30:00+00:00",
"2024-04-08T18:25:00+00:00"

1,

"Values": [
-33.30191555023193,
-31.46100273132324,
-32.13915576934814

1,
"StatusCode": "Complete"

1,

"Messages": []

B EE 138
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h Y Z 4% AWS Ground Station

MERZ2M AWS BREEEBEIEF. 55 AWS BF , BRZENENF ONMMEREE  XRBER
MERTEHBABHIER, AWS RtZ2RBENTENIEE , HERERRLBE, EELTEML
fEOERRTet, AREE, FIEHNERNZSM,

5 B AWS Ground Station , ZfIZZ R ER/RERREEL L EEend-to-endi ., AWS 2
APl , AIZEZEESMEMERRE., WFE AWS ZEMWEFHHEN , BF2H AWS Z2B{NAEKRE.

R EA TR T BMAREERN B,

FE

 H9 Identity and Access Management AWS Ground Station
AWS #y ZEBZE AWS Ground Station

£ A Ground Station HIRIGERE AR

I EFREE R INE AWS Ground Station

S B E R % AWS Ground Station

B Identity and Access Management AWS Ground Station

AWS Identity and Access Management (IAM) 2 —& AWS fR¥E , AT HBIEE B R e T H¥ AWS
BERNER. IAM EEETRGIETTETRE (BA) MRE (EFHFT ) XRKEA AWS Ground
Station Eif. IAM 2ETLUREMER AWS RS 89 .

£}

- BEHR

ERS D HE

EABREEFIE

AWS Ground Station A £ 1AM

Y 5 5 BUBUEE &5l AWS Ground Station

¥} AWS Ground Station & % #117EUE 1T E 2 B
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https://d1.awsstatic.com/whitepapers/Security/Intro_to_AWS_Security.pdf
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BEREHER

FA A AWS Identity and Access Management (IAM) R IBEN AEBMEFRTE :

- BRBERE — BREAFNHELNE , FOEEERFMRT (F2H H AWS Ground Station &
2 MEEETHREER )

- REEEE — EEXEFEHAEFIELIERMEEEFTUFRER (FF2/ AWS Ground Station #0{ {5
IAM)

- IAM BEEE — REBEXUESEFEES (F2E 15 2B BUEEE B AWS Ground Station)

(i

549 ﬁ%E“AWSﬁﬁEﬁﬁﬁﬁlmHﬁoﬂMﬁMAWSEFEEﬁ%‘MME%%Q%E
IAM B 5 91HTE 98RE,

BT LAER B2 R EAER , Hla0 AWS IAM Identity Center (IAM Identity Center), E—& A&
7B FH Google/Facebook EAER , LB sWEXEA. NEEBEANFHEENR , F2H
(AWS EA EREER) FHNAEAEHN AWS IEF,

HWRENRFTFE , AWS 12t SDK M CLI AR IGHmFL NBEEF R, WFFMAER , F268 (AM
EREERE) T API FEREIAWS 5 4 IREBEEREF

AWS tRF RERE

BERI i AWS IRF |, g1t — @& A AWS 1RF theroot ERENZEAFTBS , RE D TXER
HS&FJ?‘ﬁ_ AWS f#5 Ml BiR, BARBIEEAREAERATHEESE. ARFEREAERENE
%, #F2H (AM EREER) PHWEEREAEBENER.

CEg)

&=

REBBRERABCEREERABS S O RMHAE , JLAWS BE ERAKRBEEFN

BEgGsR2REEBHNELEBEK. Web B EBENERE , REARB F 9 REN AWS R BEF
EY Directory Service » BiG B0 ERIAC A MXACSRAREREE.

EHERCEEFEUER , 2= A AWS IAM Identity Center, MEFHMER |
Identity Center A &5 RVt =2 IAM Identity Center ? .

AZ2E AWS IAM
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https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_sigv.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
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IAM {3 & F B4

IAM i F§ & https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html2 —E & 7 E{HE A=
EARARXNSEFT#, ERURREENRKEGRIEREN IAM £AE, WFEFEEA , F2E8
(AM EREERE) PHERAECRAEEABS SO RMUER AWS FAKGRBETH .

IAM BHESIEE IAM FHEES  FEEAEFAENHFIREMNRR, NEHASH , F28
CIAM EREERE) PH IAM FERENERZ6,

IAM A&

IAM £ & https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.htmIBI B D BG4S EFTE |, H
AR ERER R, BULUEBRERETRE IAM A6 (E8EA ) W AWS CLI 5 AWS API
RERBEIAR, NEFHENR , F28 (AM £RAEFER) PHEBEASNEE,

IAM B EBRRBE 5o ERAEFI. W IAM EAER T, BikRFFERREBRBFE , URE
Amazon EC2 TR AEN., MEFMENR , F2H (AM EAEER) P/ IAM FHVRIRFE EIR
B

EHBRREEFEUE

ZAILUEIB R Y BUR Y S HIEE R & 5 RNER AWS RIZ2H AWS R FER. BERERES 2 HERM
BABERRT A, ERFARHFERE AWS | SFHMEELBK. KRZSHBEKEL JSON XH AWS EX
FHRIE . FE—F TH JSON BERXH |, 268 (IAM EAEER) T/ JSON BEEHS.

EEESEMEANK  ERERWLEETRUTEWLRG THRLEERNTEE , UEETFINHEE,

HEREBERT , FRAENAERBHT. IAMEEESEY IAM BXRIEHETEEAG , #HEAERE
B, IAM BERERBMENFTT , ERRAMERXHIT.

BoBEER

BoRARRENMESD (ERE, FAEFANAR) K JSON FFABERNH. EEBEREH & DA
HPLERNITHLESE , UAREANGKRE. NFTHROMELSDHEBER , F28 (AM EREE
M) PREBEFEERRERHE] IAM 55,

BoBERRAD/ARBER (EEABRRE—52) BEXERXR (ANMNESES 50N BEMLBER), 0F
THNAEZERRRABRBRR BMEE  F2H (AM EAEER) PREZEBREXNRBE
ZEEE,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/gs-identities-iam-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
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BERBEHR

BEREBRRMH IR EIRA JSON BRI fF. #6|aHE IAM AEEEBRE Amazon S3 fFRTEE
R, EXEEREBRNERET , REEESAUERACARZHHREE RN FIER. EXAEE
BREBRPEEEE.

EREBRRURAZBHEPNARBE, SEEEEREBEPERARE IAM B AWS REBK,
HtBeREE

AWS X EHMBRER  IREESERBREER TR :

« FARR —REFPHEBETRE IAM BEBHNRATT, MEHMEN , F28 (I AMEREE
) BH IAM BRI R,

« BRIGIEHIBK (SCP) — & AWS Organizations PR E B SR ABBENIEER A, MEFMENR |
5528 (AWS Organizations {EF&1ER) Y RIEIEHIBEE,

- ERZEHBEK (RCP) — RELIREHERTAF TN LR, MEFHASE
Organizations £ &) PR EREH BE (RCP),

. THEREBBR — EUERRFTARAACIEBES G/ FAERIRF TERERE , USBENEE
MR R, MEFMER b F2 (AM EHERRE) S0 TIERBRBE,

illll

, 2B (AWS

ZRBRER

E%Eiﬁﬁuﬂﬁﬁ%iﬁﬁﬁﬁv REF, EEMNFFUSESMMELRER, B2 7THNMAWS E45 K& ZER
REHFRERBAFNBER , F2H0H (AM £REER) PHBERLEE.

AWS Ground Station Z{al{# A 1AM

EEER IAM BB Y N1EELZ BT AWS Ground Station , 555¢ 7 f## 7] {8 FABFLE 1AM ZhEE AWS Ground
Station,

B A LAFE B (E AR IAM Zh8E AWS Ground Station

IAM ZhEE AWS Ground Station %18
R E =
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
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IAM Ih &g AWS Ground Station X &
BRBEBE e
BREE =
BREIR =
BERERHREIE RBRE) =
ACL &
ABAC (LR HER) =
e Hi] =
REHE &
REEZEAE =

EE4SME 7T AWS Ground Station FE M AWS RS INAEE K Z 8 IAM ThEEHEEFER |
(AWS IAM ER & IER) FHYE IAM EBEFRE R,

3
¢
dn

0 &9 B BE AWS Ground Station
TESHEBEK 2

B BBERR ALK NI S 2 (Bl IAM ERE. EREFHERAE) K JSON FFAIBERXHF, ELEHK
REEF &0 EMERG TRREBLEFRATHLEDE, MFTHROAMELSSEBK , F26H (IAM
ERERERE) FHEBEFERBRESRBR] IAM A,

A IAM B2 EEE | BULUSEASRESWBENDE , UREAERE T AFRIEBBE, 0
T T MAEE JSON BT ERNFETE , 88 (AM EAEIEE) 8 IAMJSON BETES
=,

1 & 9 BBKEH AWS Ground Station

& ERR AWS Ground Station B9 B BURIWE I , 28 BB 9 B BEEE | AWS Ground Station,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
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AR ERBBE AWS Ground Station

XEERERXK &

ERE PR EM IR EIRA JSON RN, BEREBRNZE REHR IAM ABEEBERMN
Amazon S3 RFATEER, EXEEREBRNEES  BREEESTUEAEMARZHEEEER
HEDRER, BRIFNBRNER  BREEREENEB AIUAZERAITHBEAREMERGT
HITHEME, EXAEEREBRRITEELZR. ZEXATNEHEKRSE,. £RE, At M5OI ERE
= AWS BR7.

MERRABIRFFIRE , U EREMIRFNIEEMBIRFN IAM BEREABEREBRNER. WF
HAES , F2E (AM EREER) P8 1AM PR RIEEEIREF .

BB B 4E AWS Ground Station
TEBKREE:: 2

EESWLER AWS JSON BURRIEEH T AFHAR, tWpER , MEERE M ERE T o AE A
EERHAITHLEBIF,

JSON BURRE Action TEHRE TR AFHIEBBRPFRNEF, BREERADERRTH
1TAABABR BN ERVRT 6

&EEF AWS Ground Station BIMEFE |, B2 E (RBERESE) v EZHE1E AWS Ground

Station,

Y BUR BhETE B 4E 2 B AWS Ground Station fEALUTFH :

groundstation
BEEE-RAAPEEZERE  FRERS R,
"Action": [

"groundstation:actionl",
"groundstation:action2"

]

& ERR AWS Ground Station B9 B BURWE I , B2 BB 9 B BERE | AWS Ground Station,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsgroundstation.html#awsgroundstation-actions-as-permissions
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsgroundstation.html#awsgroundstation-actions-as-permissions

AWS Ground Station EREER

N IEEE IR AWS Ground Station

XERRER: =

EESWLER AWS JSON BURRIEEH T AFHAR, thpEaR , BMEERE M ERE T oA
FEER#ATIRLE B

Resource JSON R tEZ IS EEEAENYH. REEKRFEHAE Amazon Resource Name
(ARN) RIEEER. BBEFTXEERERFT , FABAF R () X ZREXNBEBARFEER.

"Resource'": "*"

ZEEZE AWS Ground Station ERER K H ARNs , F2H (RETESE) dW EEMNER AWS
Ground Station, BE T R LA AL EIEIEEZEERN ARN |, 28 AWS Ground StationE
= EE,

= EZMAR AWS Ground Station 9 B BRI EF] |, FES8 V5 5 B BUERE Il AWS Ground Station,
K BUR 4 & 5|88 AWS Ground Station
TERBEERRHFEGESER . 2

EESWLER AWS JSON BURRIEEH T AFHAR, twpi2R , MEEREERE T oA
EERHAITHLEBIE,

Condition TEERBEBRMNHRYE , BEERBANITRE, BUURIERFMES FNVFRHER
X (PIHERTPR) , REHBRPORGENFRDNVE, EBEFME AWS 2ERFRCIR , F2
B IAM EREIERE) FHAWS £EFRGFASTREIE,

&=EEF AWS Ground Station R4 RS5|RIVEE , F2HE (RERESE) B IFEM4ESIE AWS
Ground Station, HBE T RE A ERAFRHREIEBNEENER , F2E EEMEH1E AWS Ground

Station,.

£ E 13 AWS Ground Station B0 BBUERNE S| , B2 15 9 B BEEE 5 AWS Ground Station,

A #Y ACLs AWS Ground Station
TEACL: B

FHUEFIEE (ACL) FTEFIBLERE RFKE, FRAERNAG) HEFHERRNFFT. ACL EER
EREBR , BEMAER JSON BERXAEN,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsgroundstation.html#awsgroundstation-resources-for-iam-policies
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsgroundstation.html#awsgroundstation-resources-for-iam-policies
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsgroundstation.html#awsgroundstation-actions-as-permissions
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsgroundstation.html#awsgroundstation-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsgroundstation.html#awsgroundstation-policy-keys
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsgroundstation.html#awsgroundstation-policy-keys
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsgroundstation.html#awsgroundstation-actions-as-permissions
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsgroundstation.html#awsgroundstation-actions-as-permissions

AWS Ground Station EREER

ABAC # B AWS Ground Station

X ABAC (ERHFHER) : 2

B R FEUES] (ABAC) R—EREXRE , KBBEARRNBHRERT T, LU UEREREEE IAM
B AWS MER , REKET ABAC BUR , MEEZREANRERNTSER LOVERE RFHRF,

MERBERILEZE , 556 aws:ResourceTag/key-name, aws:RequestTag/key-name B
aws:TagKeys R# &5 , EECRNIEGTESD , BHEREA.

MRBHEXESEEREEN B =ERG SR  ABEZBBEMS , EA Yes, IRBBEIERLE
REEN 2R =@ k4R , RIEA Partial.

WMFT ABAC WIEHHEH , F2E (AM EREER) PHER ABAC RIEESRTT. NEEESAR
TE ABAC ZERMHEZRE , F2H (AM £REERE) PREHABEEFEES (ABAC).

R HE A EREEE AE R AWS Ground Station
TEREBERE 2

RS EAERREM AWS BRNVEMFEIE K ESERABSRVRACK K SEBREI. AWS EEL
BEELAHREAEN  MAREARMENE®R. UFEFMAES  F2H (AM EREER) P8
IAM A | R s 2 & B RE BE 1] £ |AM FE BB ERIAWS AR#S o

K BRI B EF A AWS Ground Station
Y EESEIMITERE (FAS) : £

EXEM IR (FAS) AN METAFT AWS B, 4 AWS BRI BRE ToRBIKRHE
Ro MBRH FAS BREMBHFHMET  B2REREFNTERE,

B AR #E A AWS Ground Station
YEREAE . B

REACRRBEETN AM S€  AIREMTEE, IAM EEE LR IAM RE, 18K FNM BRIRKE
Af, MEFMEER , F2H (AM FHERERE) PNEIAELUEIRFITHE AWS Ri%,

/A Warning

ESFRE AN st E AWS Ground Station ThaE. R B AWS Ground Station 12
HIESIR , TREmREBREA G,
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B R FBE & A AWS Ground Station

XERBEGAS 2

BHERACRERE N—ERBAE AWS B, BETURERREATHENAE, REEE
ACEHRELN | AWS IEF | WARBAEAE. AV EERETURE BT EREREEEAEBN
S,

NEEZRYREERBESACHFMENR , FSHEAEL IAM BEHNAWS B, FERKRPSKRR
%, EhEeRBEGACHTN Yes, BIEFERER , SURAKRBHNRILES A BXH.

0 55 BB K &35 AWS Ground Station

BIBEFER , FAENAETEHBREILTIE R AWS Ground Station ERNER., EER FEHAEYHHEHM
EEEREHTHENST , IAM EESTUET IAM BEE,

NFE T RMAERISLES JSON R XMFET IAM EABEEE , F28 (AM EAERERE) FHE
3 IAM BUR (£ B).

B

\

NE EENEBENERERNFMAET AWS Ground Station , BIEEEERERM ARNs R |, 52
B (RERESE) B WEME, ERFMFEHFESIE AWS Ground Station,

&

- BREEER

- fEF AWS Ground Station 124
- AEAEREMMHECHET

BRBEER

SoABEEYEEREFINEBASERETLIEN., FEEMPER AWS Ground Station &R, ELLE
ETREE RN AWS IRFELER, EREUSHEES P HBRER  BERETIERRERSE

- FIEER AWS SEBRRYEBRKEERTT - EERBRFTRTENCERAENTEER , B
BT R TS EREARAN AWS REBKR., ©ATELN REMH AWS IRF, RAIEZRLESR
BREREARI AWS WEFZERXR , ME-FRLHT. WFEZEA , F2H (AM E£REE
) T AWS ZEBURREBBEENAWS ZEBK.

- EAREERFT - 52E IAM BERNFAR  FERTHTERMENFT. KERLEN , &7
UERERERG T AUHBEERRINEEF , EUBARBERTT. WEER IAM ERFFA
MEZEEENR , F260 (AM EREER) T/ IAM PR BERMET,
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- £ 1AM BUR R BV R — SR B FEUE - BRI LSRG FIBZEER |, RHIEEMERNEFEE.
flan | WA AR B BEERRG , EEXAMEM SSL BEFAERER, MREBRFE SHERARKEE
AWS FR#& , &t ] LUGE B R4 R 1R F HZEUE CloudFormation., MEFFMER , 528 (AM £
Hi5E) PH IAM JSON BUEETE : 1§45,

£/ IAM Access Analyzer B& 3% IAM BUR |, BRFT A 24 B 7 IE BE&4E - IAM Access Analyzer B
BHFBENREBER , BRELBFEMR IAM BERFES (JSON) #1 IAM EEH. 1AM Access
Analyzer 12fit 100 ZEBERERVEATHESR , THHEREXLBEEANBE, NEFHEE
A, F2E AM FHERER) PHEEA IAM Access Analyzer B FE BUR

- FEZEEERE (MFA) - IREHRPIFE IAM E£REDR FHRERE AWS IRF |, BRI MFA
DIREREH. MEEFU AP BERER MFA , 1§ MFA REFEZEHEKR. MEFEE
7, F2H (AM EREERE) FHEIR MFA Z% APl FHL.

WE IAM RREEENHEBRENR , F20 (AM FHEER) B IAM Z£HEEK,

58 AWS Ground Station £ &

ZEZEFH AWS Ground Station 124 |, BXNEHEE —HRKFT, ELHFALARFEY HMEER
B AWS Ground Station BRI EMEA AWS IRF, RGBT LEEARMLEFTEREN S 2K
R, IEREERBRNER (FAEIAR) MS , TRAMRELMAEERE,

HAERW AWS CLI 5| AWS API WERE | BREEAHTREEREHT. Rz, REAHERF
SMMERBNTZ AP BIENEERTLT,

ATHRRERAEMNAGMATLUEER AWS Ground Station £#4& , 4% AWS Ground Station
ConsoleAccessT ReadOnly AWS SEHFREZIER, WEFAEF , 528 (AM EAEE
M) FRFETRAFERAE,

TERERBEMFIBECHET

WEHEREMMRILIBER , AFF IAM ERERGH MEBAERE S 2N ARRZEBR, BER
SEEEEAFHMEA HAWS CLI AWS APl URBREREH A X ER B ENSFT .

]|

7

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
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ERAEER

iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",

iam:GetUser"

1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
I
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}

¥ AWS Ground Station & 2 MFZEUEITHEZ B

ERAUTERARGBEZE IS EMFER AWS Ground Station 1 IAM B A 8E1&

&
- RERE PHITHHE AWS Ground Station
« RAEBHIT iam:PassRole HIiZE
« BEEA UAWAE AWS 1RF FEXFEM AWS Ground Station &R

RERET d#TE¥E AWS Ground Station

IANE REE,

yu%a_,\l‘lﬂ Uidtn/\ y El%u/u\*yégE*}l?TEﬂE j@ﬂ’]l&%%ﬁ%%ﬁ , anq:/u\$}1?i-§bﬂzo
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TlgEfIgEsREgEmateojackson IAM EAEERER TR ERE —BERE ny-example-widget
BRNFFMEN , BAMEER groundstation:GetWidget FFAIRFE 4,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
groundstation:GetWidget on resource: my-example-widget

EHBERT , HBEH mateojackson FRHEBEBHBER , i
YEEE my-example-widget BiRo

Z{F A groundstation:GetWidget Bl

MREBEEWHE) , BREEN AWS EEE, FHNEEESREENEERE.
K AREBFH 1T iam:PassRole RyIZHE

MBRSRUNTEER  SHEKREEESIT iam: PassRole BifE , BHNBESLEEYN , ALK ACEERE
# AWS Ground Station,

BE AWS B AIREEREACEEGERE K MAREVFNBEACIRBEELE, NFH
TR , ELARERACBEEZ BB,

£ A marymajor B9 IAM EAEERFERAEEEE AWS Ground StationFETENMERF , 4 T 55
53R, B2 , BFERBEEFEREAGR TN T. Mary REKAGEERGRENT.

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEBBERT , Mary WKL BES , AFFMEI1T iam: PassRole Bk,
MREEEGE , BBEEN AWS EEE, fHNEEESRMENEERE.
BREARF UWABHAE AWS IRF FEFEA AWS Ground Station &R

LAY —EAe , BEMKRFPNEREREEBATHASFIENER, EUEEZE LT
LEEAVHIREZAR. SHEXEERERNBERSFEUEHIEE (ACL) RIBRES |, &7 LUE R BRL R
KRBT AEFRENE RN,

MEE—FTH , F2EAUATRE .

- BEETH A AWS Ground Station ZEELINEE , F5ZRE AWS Ground Station Z{AE A 1AM,

- BETHRNMAWS 1RFE EEBEN ERCBREFIE  F260 (AM EAEER) FHEEHE
B AWS 1RF 895 — 1@ IAM /& PR FEE,
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- FEETHRINMUEERNFERERMEEE=5 AWSRF , F28 (AM FERAEER) PR FEER
HIEE=5 AWS tRF #H.

. ZIEI THEMAEBRBS &2 RUFEE  F20 (AM EAEER) PHEFEERHEEENSE
TEIRENERE BMSE D).

- MFTHREALSENEREBRRETEIRFFRNCEANZR , F28 (AM £RAEER) 8 IAM
PR EBRE ERFE.

AWS B S EBE AWS Ground Station

AWS ZSEBREH AWS AWS RERFRBUMEENBUBREERTSERARGIRMHAT , UEL
AR ARG ERE, BEANAE,

FARCE , AWS RERRARFTERTFTRECARFINSKEERTT , RAELFITAHAE AWS &
FEM. RMI2BREERRENEARFINEFEEZRE  UEE -SRI,

FEEBE AWS SEBRPERNTT, R AWS EH T AWS EBRPERNTT , IEHER
EHREENMBERRIAGD (ERE, BHEANAG ) . EFMHN AWS BRI REISHAT API R4AETTH
BARBEAR , AWS RETREMH AWS ZEHX,

WEFMENR , 20 IAM EREBERFHN AWS SEBE,

AWS ZE XK : AWSGroundStationAgentinstancePolicy

B #% AWSGroundStationAgentInstancePolicy BKEREE IAM &%

LBERE S AWS Ground Station KIBREXFF A% F Amazon EC2 #{TEE , AFHITEEE Ground
Station Bi#& BB EAMBRER . LLEEHPNFIEFIE KB Ground Station BR#E

ATAIRFAEE A
BRI EUTHT,

 groundstation - AFFERREIREFAITEEM U Ground Station Agent APls,
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HEMRRETRAK JSON BERX 4 |, F2H (AWS ZEBRRSERRE) 1
AWSGroundStationAgentinstancePolicy.

AWS ZEBR :
AWSServiceRoleForGroundStationDataflowEndpointGroupPolicy

IR £ % AWSServiceRoleForGroundStationDataflowEndpointGroupPolicy EiZZE IAM B8, HBUER
SEEIREEL AR , AWS Ground Station FF KREBTEVE, MBJFHFMEN , FS2REEAR
BEFZAE,

WBEEET ALY &2 AWS Ground Station & IPv4 #iitfy EC2 557,
I EEAE R

LB RIEUTHA,

« ec2:DescribeAddresses - 25 XK E AWS Ground Station | 5 E2 EIPsAERIERRI AT A IPs,

« ec2:DescribeNetworkInterfaces — fofF X F®E AWS Ground Station EXNSEE EC2 #1T{EE
ERBER BN T E A

HEMRRETRAK JSON BERX 4 |, F2H (AWS ZEBRSERRE) 1
AWSServiceRoleForGroundStationDataflowEndpointGroupPolicy .

AWS Ground Station AWS & BRI EH

iR B RIS IB HHE L E AWS Ground Station LA |, AWS SEHFREHMNHEMAEF. EH
EEEEN B EIEE |, 55T AWS Ground Station XFBF L EE LM RSS HE,

2% HR Date
AWSGroundStationAg AWS Ground Station #7318 7 2025 £ 11 A 13 H
entlnstancePolicy - B E & AFREERXEREKEE

BHE
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gF iR Date
URLsHAE 1T858 E Ground
Station B/ERIEF T

AWSGroundStationAg AWS Ground Station #7138 7 2023 4 A 12 H
entinstancePolicy — HTBE FECE , R ERRERE

#ITEREEA AWS Ground

Station Agent BIFF T,

AWSServiceRoleForG AWS Ground Station ¥7i§ T 2022 F11 A2 H
roundStationDataflowEndpoin ~ FTEVBUR |, |&F EC2 557 , KA
tGroupPolicy — # B A 2K 8 EIPs tAEFRHRY 2

AWS Ground Station & IPv4
Mk, ANEE EC2 B TEEE
BB AN T,

AWS Ground Station BA#5E#t AWS Ground Station 2BBE 20213 A1 H
g% Mt AWS ZEHERNEE,

£/ Ground Station R ELEAE

AWS Ground Station use AWS Identity and Access Management (IAM) fRi$E&E A, REEEAE
ZEEERZE Ground Station FYME— IAM A% E, Ground Station B A EERKEL AR , 3
EZRBRREFUEM AWS RIEFFENFIERFT.

RBEEAEEREEZMIETE Ground Station , RABRT A FEHFHIEHLEMNFT., Ground Station
EEHRBELE/EWEHET , BRIESEEREZ , BRIRE Ground Station JUAREEHAR®, EEWFET
SREEEBKRNFTBER , B UBGREENMEREM IAM B8,

NEREXERBEFACGNEM RBENEF  FSHEAWS €4 IAM KRS , W RBERS A CH
FEREARNEK. BEEEAERNE , IRAZBRBENREESSEX .

Ground Station RIS ERE A BFA

Ground Station {# & & AWSServiceRoleForGroundStationDataflowEndpointGroup K RIS E#E A &
— AWS GroundStation A Lt fRISEE A BRI EC2 REIXANE IPv4 it

AWSServiceRoleForGroundStationDataflowEndpointGroup R EE AR EE T RBEREIZAE

ERARBERAE =
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* groundstation.amazonaws.com

& A& AWSServiceRoleForGroundStationDataflowEndpointGroupPolicy B £ €& 5 7] B3R 7] # Ground
Station $HIEEMNERTH T 5IEE :

« B1YE: all AWS resources (*) £ ec2:DescribeAddresses

B)1E T Ground Station %/ 2 EIPsAHEIEEYFT A IPs,
o BE: all AWS resources (*) EM ec2:DescribeNetworkInterfaces

E){E T 3 Ground Station EXSEE EC2 #{TIER MM < MR N ENVHEEF

BYERENT , IAM BER (NERAE. HENAG) TURY, FEIMBREKERAE, MFFM
&, B2E AV EHEEETNRBESE AR,

5 Ground Station EY RIS EFE AR

BREEFHEIYRKESEAE , EBTE AWS CLI 5 AWS API 1] DataflowEndpointGroup
BF , Ground Station 8 AR B RKEEZAE,

EEMBREBREEEAR  CREEFREL , ZUUERFHEAHEEFEFRIAR, EFRENT
DataflowEndpointGroup B , Ground Station @B X AL REEE A,

WA LER IAM 24 |, BBERRZE Amazon EC2 ERARGIRELRKEL AR, £ AWS
CLI 5\ AWS API /1 | RSB BE T groundstation.amazonaws.comfREEE B R, WMEFHA
&7, F2E (AM EREER) 7K "EIRBEEAE) . NREHMRILBRHEELEAER , B
FAKERNEFUABREIZAR,

#m¥8 Ground Station RIS EE AR

Ground Station 7 ftEF#&#wE AWSServiceRoleForGroundStationDataflowEndpointGroup AR¥E#E &
B, RAEREERTHSSERKELAR , FIUSELIEEIACGCRABFAGER. AWM , &1
F/ IAM RiFEAGHR, MEHEET , F28 AV FAEER) THRERBEEAE,

fIB& Ground Station IR EEZAE

EETBEARERBESGACHIIEDRYE  RAZBRERGRZAC. - , ERREREDE
EREENARERAER.
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8 WA Z8 5 1 R IR 75 E 4 /& 2 MIBR DataflowEndpointGroups , FREMIBRIRISERE AR, EFABREETR/N
{888 DataflowEndpointGroups T A, R ARIEE R A @8 % E DataflowEndpointGroups #& B &
B, 88 S MR R RIS ERE A B FTAE DataflowEndpointGroups , = REAS EL M Bk

(® Note

R Ground Station FRIEELRERMBREREFEAAE |, BIMBRIESLAK, BFHIBERZLE
EESEIERYBRERRE,

B AWSServiceRoleForGroundStationDataflowEndpointGroup Fif Fi#9 Ground Station &R

- 1&EiB AWS CLI =k AWS API fiiB& DataflowEndpointGroups.

£/ IAM FERBRBRBEEEAE

£/ IAM E#4& AWS CLI, = AWS API 3l Bk
AWSServiceRoleForGroundStationDataflowEndpointGroup FRISER A, MEFMENR |
(AM EREIER) FHRBRESEZAE,

Ground Station R EE A ERN [E 1T
Ground Station X EEFMERERENVES T FERAREEEZAR, MEFMAENR  B2HESR,
S HERR

NOT_AUTHORIZED_TO_CREATE_SLR - ER &R F AR CreateDataflowEndpointGroup API
HNAEKEE iam:CreateServicelLinkedRole®F [, B iam:CreateServicelLinkedRolesFA]
NEBEXNEFBHALNIRFEY RISELZAE,

3
¢
a1

i
%

\

WiFEEE R IN% AWS Ground Station
AWS Ground Station FAEXIZENER , LMEA AWS SEENINZ R REBELNTFERBER,

- AWS BEER £ - 85X AWS Ground Station fFAEL SR BB MB TEZRFIEAS 2 HWERH
IFMER, BELRE. EENFEHAEE AWSH SR  SIRRAEFEASRK | T8 , BLFER
BREAEBERBEEXNREREBMZERNN SR, WHEFHEF , 528 ( AWS Key Management
Service BB ABIEFE) P AWSHENER.
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RIBEFER , MPBEENAPRBEEREBHRBRERFTSRNRERBNER L, FE , EAUEYFS
E"&%bﬂ@é%ﬁ%&&%ﬁ%?ﬁ’]ﬁé@)ﬁfﬁo

AWS Ground Station i FTE IR BEE R MEIITNE , T8 , HREL AWS Ground Station &
B, GlnERMER  AULLREFAEFSESRRELTERRIN AWS ZSE SR,

. BEEZESH# - AWS Ground Station XEFALRY, HEANEENHBESSELRADRRE
1 AWS A ME, BANELEEHLENS , RLERTHUTES -
. BUAEES M
. RIAEE AV BREAE TR
- BRI S MEE
. BRSRBEEBEN
. $iH
 RUSRAE
. RS WM

MEFMER , F2B ( AWS Key Management Service B A Ei5m) FNEFZE S,

TREEZR AWS Ground Station TEFHAEZFSESBNER

arEa AWS BB &R = EFHES®RME (ER)

Ephemeris ERIARGTEHE SBA 2R A
(9 B 5

ARG T RENTUBKRER ERA ERA
1 Hh 4R

@ Note

AWS Ground Station 8f£F HEBIMATEMNER AWS HEN TR |, UEBREEB/AS DE5
B, 7B, FARFSELMEEE AWSKMS B, MEEENFHMENR , F280 AWS
Key Management Service E1&,

WMESFHMER AWS KMS |, 5288 AWS Key Management Service % A E15/,
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NESEEREENBEENA , B3 :

5
W

« TLE #1 OEM ephemeris & ¥l REMNZ
- BRSEERMENTFENS

BUEFBETR

A LAER AWS BE I AH AWS KMS APIs REVHBEFZE SIS,
BUHBEFZETR

EfE € AWS Key Management Service B ASEFE) PEVHBEFZIETRNIR,
TRBUERBLE

SHEREREHEFZESBNEFEIER. SEAEFSESHBLERE—ESWBER , HHIERE
HULUEASBEREFEASINRRN., ERIEFZESRI , TAEESRBER., NEFHMEBEA ,
528 ( AWS Key Management Service FiZ A B1ER) PR EEHEFSZE BN T,

EEBEFZESHME AWS Ground Station EREE R , BABERESWMBEURF AWS Ground
Station R BEENF T, BEFITMNBERARERR B EENZNERER

-« 0% TLE # OEM ephemeris ¥} - IFERFESWBERFERMEBHITLE 1 OEM ephemeris E RHH i
ENE , F2H .

- MEANREAGHEER - IFRESRERFERVNGEF LTS ETRHENFENE , F2H

(® Note

SIMBEEAREE ephemeris BE ZBBEFTFTRE, TLE 1 OEM ephemeris EXHEAR F 2877
B, MANERFA ephemeris FABZSBBENT T, BHREEBRBENZENHEERERRE
ESWBUR,

MEAEBRFPEETINMEHER SR NWFHRER , 5528 AWS Key Management Service B2
ABEM.

BEE WEEZE 4S8 AWS Ground Station
O UEEEFZESBRMNZTHEIR
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 Ephemeris (TLE, OEM MBE{IEH )

BYERE , B LUIRME kmsKeyArn RIEEER T8

« kmsKeyArn - AWS KMS EF ZE iR SR8 5IAF

AWS Ground Station IIZRAR
ZRBE—R—HEANSER/EY  HETh3sERERNEMABTEN. AWS KMS £ A NZBRAEM

ABFANCRIER  UXECRENNE. ELENEENNERTFIENERNRK , SBNER
B AWS KMS BREEMFENER. EEHRZER , BELAEFRPTEHENMERE.

AWS Ground Station RIFMNZENERERATENMERS , TABERYNSRBEBIEERERNE
AEN

NMEFEERBENNEANRFMENR , F2

81

« TLE 1 OEM ephemeris & ¥l BV FRRE MR
- B ETRMENFENE

TLE #1 OEM ephemeris & #}#9 58 88 N &7
TLE #1 OEM ephemeris HJBE&BUIR E K

£ EE ephemeris ERMEAEZFZE SR  SNSRBERMSAE THEAIHEF AWS Ground Station
BR# :

« kms:CreateGrant - EREFZESR I BIUGFHRE, RFEEFZESR LHITR FIREN
AWS Ground Station ZEUE , ABEAREEINZNE R

« kms:DescribeKey - REEFZEL|FMEF , AWS Ground Station AFF HERFERRHENE
WZARELER,

MEFRARENGFMER , 3528 AWS Key Management Service Bi% A B35,
FREFSELBET ephemeris B IAM FEHEFFT

E AWS Ground Station EZIGHRERIETPFERAEFZESRE , TERREI ephemeris ERIVfE
A&,
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EEFARFSESREN ephemeris ER , FRENAEREEFSESB LTI T HIREMNET
A

« kms:CreateGrant - RFFRERREFZESM/E LR T AWS Ground Station,
« kms:DescribeKey - AFEAERREFZESHFMEN , UBRH 28,

WA LAE S MBERHTE IAM BERHFIEEEL MV EMNTT (MRESBEK A, EEFVARARFERE
AT LA HE K KA1 AWS Ground Station FREFZESRIETMRRE,

w{al £ A AWS Ground Station AWS KMS 2 (TEHRMER
AWS Ground Station EESRIZESEEFEALNEFRFZE DR,

ERLEFEREFZESRMMERN ephemeris i , EiEIBEIA CreateGrant FHRE REKE AWS
Ground Station B £ % AWS KMS, iR T AWS KMS AR#EF AWS Ground Station &1k
B AWS KMS €81 7 EUE,

iE 7] ZE AWS Ground Station #11T7 T FIE4E :

« MY GenerateDataKey AEEMZNERSBIKETHR , RATEULAEHERS|ETNE,
- WY Decrypt AMERREFHMBEER S BRFIMBHER,

« Y Encrypt AERAEREBRMBEEHR,

. BREAAZFEA , LAKFRBERA RetireGrant,

ST LABERS SR IR T EEE., MREEEM , AWS Ground Station BIE X EHEFZE LB INZH
FAER  EEHERBRERNIRE, Fl0 , MRER BB ARBHER ephemeris BBREBET |
AWS Ground Station B A& A E B & HARE F A IR ephemeris ERIRIBEE X, ESEHEHIHZA
LA FAILED AREE#E R,

Ephemeris IIZ#RAE
1Nz ephemeris ERN BB TFTEBEEZHENEE ARN,

"encryptionContext": {
"aws:groundstation:arn":
"arn:aws:groundstation::111122223333:satellite/00a770b0-082d-45a4-80ed-SAMPLE",
"aws:s3:arn":
"arn:aws:s3:::customerephemerisbucket/0034abcd-12ab-34cd-56ef-123456SAMPLE"

}
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® Note
THREESHHEENSREEHEERERA,

ERINE R A EITER

ERFEAERBEFSESRANFERMEERE , St EAEKEENBRFFNMERABTRELZF
FZERNERAAN. MBARLEHBIE AWS CloudTrail 5 Amazon CloudWatch Logs 7= 4 Y

ERNEZERBTEFEEFZESRIVF

BT UESRBEEN IAM BEH , £AMZEARRTHES conditions REFFHREBEFZESRN
FHL, B ER TR EMINERB KT,

AWS Ground Station ER FHEAMBEARRS , SEFHHERFIESTEFZESRNFI. &
FROESERBETFAFNREEAEENNERNR,

UTRETFTRENFZARCEFZESRFIENSRBCKRANEH . HBERFAXFHRGESER
EREENEANRNNZRBHRE,

THEHERBEZEHEZ ephemeris BRI SMRBUR :

JSON

"Version":"2012-10-17",
"Statement": [

{
"Sid": "Allow AWS Ground Station to Describe key",
"Effect": "Allow",
"Principal": {
"Sexrvice": "groundstation.us-east-1.amazonaws.com"
},
"Action": "kms:DescribeKey",
"Resource": "*"
}I
{

"Sid": "Allow AWS Ground Station to Create Grant on key",
"Effect": "Allow",
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"Principal": {
"Sexrvice": "groundstation.us-east-1.amazonaws.com"

},

"Action": "kms:CreateGrant",
"Resource": "*",
"Condition": {
"StringEquals": {
"kms :EncryptionContext:aws:groundstation:arn":
"arn:aws:groundstation::123456789012:satellite/satellite-id"

}
}

Bt i ephemeris N £ 48

EIR¥EE ephemeris EREMA AWS Key Management Service & F S E 88 , LA LR AWS
CloudTrails{, Amazon CloudWatch logs3&iE#t AWS Ground Station EiXHIFER AWS KMS, T %#3
5l 2 CreateGrant, GenerateDataKey, Decrypt Hl DescribeKey # CloudTrail =4 , AR ES#E AWS
KMS RN B934 AWS Ground Station , UEMBEESE L@ INEZNER,

CreateGrant

EIRER AWS KMS EF Z & €883 ephemeris ERE , 2R K%&E AWS Ground Station &%
CreateGrant 383K , LAfEEUE AWS IRF /) AWS KMS €88, 23/ AWS Ground Station #F
HEERHEETF AWS KMS ZESRHEABMNEIR. s , AWS Ground Station &M BREIRE
2/ RetireGrant 2ERBRFF,

T I 55| =4 & 52 8% ephemeris B CreateGrant 2 4F :

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "ASIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/SampleUser@1",
"accountId": "111122223333",
"accessKeyId": "ASIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
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"principalId": "ASIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"

},

"webIdFederationData": {3},

"attributes": {
"creationDate": "2022-02-22T22:22:227",
"mfaAuthenticated": "false"

}

},

"invokedBy": "AWS Internal"
},
"eventTime": "2022-02-22T22:22:22Z",
"eventSource": "kms.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-west-2",

"sourceIPAddress": "AWS Internal",
"userAgent": "ExampleDesktop/1.0 (V1; 0S)",
"requestParameters": {

"operations": [
"GenerateDataKeyWithoutPlaintext",
"Decrypt",

"Encrypt"

1,

"constraints": {
"encryptionContextSubset": {

"aws:groundstation:arn":

"arn:aws:groundstation::111122223333:satellite/00a770b0-082d-45a4-80ed-SAMPLE"

}
1,
"granteePrincipal": "groundstation.us-west-2.amazonaws.com",
"retiringPrincipal": "groundstation.us-west-2.amazonaws.com",
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
1,
"responseElements": {
"grantId":

"Qab0ac0dOb000f00eaddcc0adeddfcOdbce@ddc000f0000000cObcPa®d@daaafSAMPLE"

.

"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ea®00fb0fba@SAMPLE",
"readOnly": false,

"resources": [
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{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,
"eventType": "AwsApiCall",

"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

DescribeKey

ERMER AWS KMS EFE 2 E €88 1N1% ephemeris ERE |, 2/8KME AWS Ground Station &%
DescribeKey 883K , UBRFE B RN ESB/ESFERENWIRS P,

THIEHIEHFFC#H DescribeKey #1E -

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "ASIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:sts::111122223333:assumed-role/User/Role",
"accountId": "111122223333",
"accessKeyId": "ASIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "ASIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/Role",
"accountId": "111122223333",
"userName": "User"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2022-02-22T22:22:227",
"mfaAuthenticated": "false"

3,
"invokedBy": "AWS Internal"

}I
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"eventTime": "2022-02-22T22:22:227",
"eventSource": "kms.amazonaws.com",
"eventName": "DescribeKey",
"awsRegion": "us-west-2",
"sourceIPAddress": "AWS Internal",
"userAgent": "AWS Internal",
"requestParameters": {
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
I
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ea000fb0fba@SAMPLE",
"eventID": "ffO00af-00eb-00ce-0e00-ea®00fb0fba®@SAMPLE",
"readOnly": true,
"resources": [
{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

GenerateDataKey

EIREH AWS KMS BEFEZE £ 8K % ephemeris EIREF , &% GenerateDataKey

Ground Station EiEE |, LEXARMNEZERNER 8,

T 5B 5 =4 & 52 8% ephemeris B GenerateDataKey #R1E :

"eventVersion": "1.08",
"userIdentity": {
"type": "AWSService",
"invokedBy": "AWS Internal"

.

"eventTime": "2022-02-22T22:22:227",
"eventSource": "kms.amazonaws.com",
"eventName": "GenerateDataKey",

a5k AWS
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"awsRegion": "us-west-2",
"sourceIPAddress": "AWS Internal",
"userAgent": "AWS Internal",
"requestParameters": {
"keySpec": "AES_256",
"encryptionContext": {
"aws:groundstation:arn":

"arn:aws:groundstation::111122223333:satellite/00a770b0-082d-45a4-80ed-SAMPLE",

"aws:s3:arn":

"arn:aws:s3:::customerephemerisbucket/0034abcd-12ab-34cd-56ef-123456SAMPLE"

iy
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"

iy

"responseElements": null,

"requestID": "ff000af-00eb-00ce-0e00-ea000fb0fba@SAMPLE",
"eventID": "ffO00af-00eb-00ce-0e00-ca®00fb0fba®@SAMPLE",
"readOnly": true,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"sharedEventID": "ff000af-00eb-00ce-0e00-ea®00fb0fba@SAMPLE",
"eventCategory": "Management"

Decrypt

EI8ER AWS KMS BEFE S E SR INE ephemeris EREE , MREFEHAEERNEFZES
#&i% , 8l AWS Ground Station &4 Decrypt IBIEREZIZHEM ephemeris, HlN , IR

ephemeris IEFE#¢ S REFTB LE , WFAEEN SR EXRFIFRP N,

T g HIEH G ephemeris B Decrypt R 1E

"eventVersion": "1.08",
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"userIdentity": {
"type": "AWSService",
"invokedBy": "AWS Internal"

I

"eventTime": "2022-02-22T22:22:227",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",

"awsRegion": "us-west-2",

"sourceIPAddress": "AWS Internal",
"userAgent": "AWS Internal",
"requestParameters": {
"encryptionContext": {
"aws:groundstation:arn":
"arn:aws:groundstation::111122223333:satellite/00a770b0-082d-45a4-80ed-SAMPLE",
"aws:s3:arn":
"arn:aws:s3:::customerephemerisbucket/0034abcd-12ab-34cd-56ef-123456SAMPLE"
},
"encryptionAlgorithm": "SYMMETRIC_DEFAULT"
},
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ea000fbdfba@SAMPLE",
"readOnly": true,
"resources": [
{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"sharedEventID": "ff000af-00eb-00ce-0e00-ea@00fb0fba@SAMPLE"
"eventCategory": "Management"
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EBReETRMENFRENE
FURAETRENBRBERESR

EEREFSESRESURATRMENBESER , ZNERBEL A TIFTRT AWS
Ground Station k7§, EEEARFH TLE A OEM ephemeris E¥A[E , azimuth elevation ephemeris
SEEAEESBERFAURETNERE, EREE FAUNEAEN S| EBES Z.

« kms:GenerateDataKey - EXARMEFNRAZTRHMHERNER LR,
« kms:Decrypt - FRRAVRATRHMEERBBEZNBENER SR,

BT EFZEE® AWS Ground Station FFEUVER & #& B €851

(® Note
ERAVRAGRMER K SXAERESRBERPREELH T, BAHE
B LB BUERBHAR 12 F @i AWS Ground Station FRIEERE ( Fl4n
groundstation.region.amazonaws.com) E&FFA, MR LFEELHEZSHRBENKR
A= , AWS Ground Station i EFERRFEEN BT A IR A E M4,

JSON

"Version":"2012-10-17",
"Statement": [

{
"Sid": "Allow AWS Ground Station to Describe key",
"Effect": "Allow",
"Principal": {
"Sexrvice": "groundstation.us-east-1.amazonaws.com"
},
"Action": "kms:DescribeKey",
"Resource": "*"
}I
{

"Sid": "Allow AWS Ground Station to Encrypt and Decrypt with key",
"Effect": "Allow",
"Principal": {

"Sexvice": "groundstation.us-east-1.amazonaws.com"
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},

"Action": [
"kms : GenerateDataKey",
"kms :Decrypt"

1,

"Resource": "*"

FHREFZESBEV A NVREATRMEN IAM FEHETT

E AWS Ground Station EZIRHmERIEFFEAZFZESRET , c8RREERY A NVRATREE
BROERE,

EEFRAEFSESREVSURATRMEER , CAEXEEEEEFRZESHR LW TIIRENET
1

« kms:GenerateDataKey - A FEAEEEARMEZESNEATREERNER S,

« kms:Decrypt - AFERAEEFMANRATREERKFRBERER,

« kms:DescribeKey - A FEAERATFZESHRFHFMENR , URESR,

BRI ESRBERDE IAM BRPEEELLENFTA (MREWMBER LT, ELFAARRERE
A LA R K& AWS Ground Station ERAEFZESRETMERE.

e AWS Ground Station A& A8 R AN F IR A S

ERERAEFSELRIREHAVIEAERMERE | AWS Ground Station € A £ 8 BERREFZHUE
NNZEE, Fa2EB AWS Ground Station £BBEFARNEEEFH , MAR2EGEH TLE
OEM ephemeris Efl — K EBRFRFERF.

MBEBHRYEFEZE LB AWS Ground StationfZEUi , AWS Ground Station B2 FEZ &8
MBHEMER , ESHEMEXERNRME, fln , MBEEBRETARBENALAASEEMEN
SIMBUEKRFFA , AWS Ground Station B EEZEMEHEAEARMN S UAASERNRG SRR, ES
ERELE ALL FAILED AREERE R,

FAREKEMBERR

E AWS Ground Station fE K AWS KMS £#RMEFMIRATRFMHERR , RESEEMNEZR
B, MERABRRENNRIER (AAD), AWSKMS ARBERERTEMN, AMBREEEMZEARAR
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H% , WRBLARBRRREEERARNNBERAR, BR , BESXM. MBABTHERA CloudTrail
B, LGB T BEREE AWS KMS &8 ERE. &1 CloudTrail B AIEEEEFF 1R AWS
KMS R ERAVIER  ESEBFHEEPNMNBARTHBEHEZSECRNRR,

AWS Ground Station I8 EA TNZEAR , EEFAEFZESREHAVEADRE LHTRBRER
1ERF -

{
"encryptionContext": {
"aws:groundstation:ground-station-id": "Ohio 1",
"aws:groundstation:arn": "arn:aws:groundstation:us-

east-2:111122223333:ephemeris/00a770b0-082d-45a4-80ed-SAMPLE",
"aws:s3:arn": "arn:aws:s3:::customerephemerisbucket/00a770b0-082d-45a4-80ed-
SAMPLE/raw"

}
}

mERTEE :
aws:groundstation:ground-station-id

E275 { A Bk M AR BA B AV I U5 & A

aws : groundstation : arn

ephemeris &R ARN,

aws : s3 : arn

FHAE Amazon S3 # ephemeris #J ARN,

ERAMBEAREHEEFZESRNFR

BRI SAER IAM R4 BRIA R H ¥ B 2 E I AWS Ground Station 8L, #
kms : GenerateDataKey# kms:Decrypt B LTI R4 RIR N EPRH AWS KMS 7 S5 F #Y ith [
Yo

UTREBBIRBRIRXE S , ATA§ AWS Ground Station FEER FREMHEMBIERTIPHNESFZ
EER. KBRS REERBEEFSERBRPHREZNBATN WM ATE MBNER
ﬁﬂl*go
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BT FEUSEMEE Z AWS Ground Station & F ZE RN M BUREHI

JSON

"Version":"2012-10-17",
"Statement": [

{
"Sid": "Allow AWS Ground Station to Describe key",
"Effect": "Allow",
"Principal": {
"Sexvice": "groundstation.us-east-1.amazonaws.com"
}I
"Action": "kms:DescribeKey",
"Resource": "*"
},
{

"Sid": "Allow AWS Ground Station to Encrypt and Decrypt with key",
"Effect": "Allow",
"Principal": {

"Sexvice": "groundstation.us-east-1.amazonaws.com"
},
"Action": [

"kms : GenerateDataKey",

"kms :Decrypt"
1,
"Resource": "*",
"Condition": {

"StringEquals": {

"kms :EncryptionContext:aws:groundstation:ground-station-id":
"specific-ground-station-name"

}

BRBEERENBENS _



AWS Ground Station EREER

#F AWS Ground Station FRZEHLM cFEFZESRN SIMBEREH)

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "Allow AWS Ground Station to Describe key",
"Effect": "Allow",
"Principal": {
"Sexvice": "groundstation.us-east-1.amazonaws.com"
}I
"Action": "kms:DescribeKey",
"Resource": "*"

"Sid": "Allow AWS Ground Station to Encrypt and Decrypt with key",
"Effect": "Allow",
"Principal": {

"Sexvice": "groundstation.us-east-1.amazonaws.com"
},
"Action": [

"kms : GenerateDataKey",

"kms :Decrypt"
1,
"Resource": "*",
"Condition": {

"StringlLike": {

"kms :EncryptionContext:aws:groundstation:ground-station-id":

"specific-ground-station-name-1",
"specific-ground-station-name-2"
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ERSNNFReRESR A REATRM

BEIEE AWS KMS BEF S EL8E VIR H ephemeris BRIZEFEAE , BAILUER CloudTrail 5
CloudWatch H#RiE#H AWS Ground Station EiARIFERK AWS KMS, T 5I£i#| 2 GenerateDataKey
# Decrypt #9 CloudTrail E4F , FAARESE AWS KMS FEI A2 4E AWS Ground Station , AFEEF
ZESWMEBENER.,

GenerateDataKey

EEMERA AWSKMS BEESESRRMBZESMIRATRMERE , 4% GenerateDataKey 78R
AWS Ground Station % ZE , AWS KMS UELXARMBZRERNER L&,

THEflEHEREAUAHSERMMN GenerateDataKey 84 :

"eventVersion": "1.11",
"userIdentity": {
"type": "AssumedRole",
"principalId": "ASIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/SampleUser@1",
"accountId": "111122223333",
"accessKeyId": "ASIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "ASIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"
I
"attributes": {
"creationDate": "2025-08-25T14:45:487",
"mfaAuthenticated": "false"

}

},

"invokedBy": "AWS Internal"
},
"eventTime": "2025-08-25T14:52:027",
"eventSource": "kms.amazonaws.com",
"eventName": "GenerateDataKey",
"awsRegion": "us-west-2",

"sourceIPAddress": "AWS Internal",
"userAgent": "AWS Internal",
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"requestParameters": {
"keySpec": "AES_256",
"encryptionContext": {
"aws:groundstation:arn": "arn:aws:groundstation:us-
west-2:111122223333:ephemeris/bb650670-7a4b-4152-bd60-SAMPLE",
"aws:groundstation:ground-station-id": "Ohio 1",
"aws:s3:arn": "arn:aws:s3:::customerephemerisbucket/bb650670-7a4b-4152-
bd60-SAMPLE/raw"

iy
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"

iy

"responseElements": null,

"requestID": "ef6f9a8f-8ef6-46al-bdcb-123456SAMPLE",
"eventID": "952842d4-1389-3232-b885-123456SAMPLE",
"readOnly": true,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"sharedEventID": "8424f6b6-2280-4d1d-b9fd-0348b1546cha",
"eventCategory": "Management"

Decrypt

EREMN AWSKMS EFXEERRMBLSNEATRHERE  NREHN S VEATHEER
EFAMEENEFZEESBMNE , Bl AWS Ground Station & A Z 1R ERBR MM ATIREN S
A TR EER,

THgEfEteRHF A VAASTRENFEEERE
"eventVersion": "1.11",

"userIdentity": {
"type": "AssumedRole",
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"principalId": "ASIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/SampleUser@1",
"accountId": "111122223333",
"accessKeyId": "ASIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {

"type": "Role",

"principalId": "ASIAIOSFODNN7EXAMPLE",

"arn": "arn:aws:iam::111122223333:role/Admin",

"accountId": "111122223333",

"userName": "Admin"

iy
"attributes": {

"creationDate": "2025-08-25T14:45:487",
"mfaAuthenticated": "false"

iy
"invokedBy": "AWS Internal",

"eventTime": "2025-08-25T14:54:017",

"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",
"awsRegion": "us-west-2",

"sourceIPAddress": "AWS Internal",
"userAgent": "AWS Internal",
"requestParameters": {
"encryptionContext": {
"aws:groundstation:arn": "arn:aws:groundstation:us-
west-2:111122223333:ephemeris/bb650670-7a4b-4152-bd60-SAMPLE",
"aws:groundstation:ground-station-id": "Ohio 1",

"aws:s3:arn": "arn:aws:s3:::customerephemerisbucket/bb650670-7a4b-4152-

bd60-SAMPLE/Taw"
},
"encryptionAlgorithm": "SYMMETRIC_DEFAULT"
},
"responseElements": null,
"requestID": "a2f46066-49fb-461a-93cb-123456SAMPLE",
"eventID": "e997b426-e3ad-31c7-a308-123456SAMPLE",
"readOnly": true,
"resources": [
{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
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"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"sharedEventID": "477b568e-7f56-4f04-905c-623ffl46f30d",
"eventCategory": "Management"

EHH BN ERINZ AWS Ground Station

AWS Ground Station fkFEFRIRHINZ , L EEHPEREZBENBRER ., REKREEBEEME , 7
LUEIB M B £ AWS Ground Station KR EF Amazon EC2 H1TEE < BB RER

« AWS Ground Station X ZEE=R

« Dataflow 525

BESREMN T EZHREUTEANFXEEERTNERNE, THEHERHIE-—EL %,

AWS Ground Station XEERERFE K

AWS Ground Station RERERESFAEZFZE AWS KMS €8 RiINZHER, £EM Amazon EC2
HITIEBE L #1THY AWS Ground Station KEEEXNSEEMEHRER , LIRHEZNEER,

£ streamsKmsKey 28MissionProfileP &I kK , RIEEARMEBHRH AWS KMS £18,
& F 28 AWS Ground Station FEXER I BT = EiREEE| B AWS KMS B EBERRE

HstreamsKmsKey.,

Dataflow i 25 & 57

BERREREEMREGMEA Datagram Transport Layer Security (DTLS) 1T, ERFERBREER
BERW , TEEEINNER,
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SIHMER R E R RE

RENHS RENANELAREREE  YEUXEZFEENEBRERE, EENSEATHENEETL
BEREEBE , YHBEMHAREENREK,

FE

« JPSS-1- N EEBEE (PBS) - 51h

- £/ Amazon S3 ERIXNH A EEBEE

- FRERARERENAEEEEE (FHEF)

- FRAEBRARERENAEEREE (MRENREE)

« M AWS Ground Station REEAN LA EEEREFHE (EH)

JPSS-1- N EEEHFE (PBS) - 514

WEHHERFTE EEMAREFEE., TRMEE NWEEMBIMSMH , AWS Ground Station 3 A3 TR
B 435 1E #8451 5% TE P ER

mAEEREERHR , EUUIATARNEN S EFERFENBARE, EXEHF , BN
&7E AWS Ground Station fii5& iR JPSS-1, EBSZ |, BMANABESEERK 1 (JPSS-1)
Spacecraft High Rate Data (HRD) | Direct Broadcast Stations (DBS) Radio Frequency (RF)
Interface Control Document (ICD) R5Ep &6, tboh , EREEMNZ , JPSS-1 B2 NORAD ID 43013
FE RIS

JPSS-1 HREH AL AN EEETHBRABERE , 20 1CD WE 1-1 iR, HEMEEALREH , R
BE-BEREH (HRD) FPEAKRCTHASER. Rl CREINRCLEEELBNER
SREABAE . MBS TR ;

+ 2067.27 MHz ROMERH G ( L£17) , ERERA 2-128 kbps. LLRE TR AT 2B FEL

o FULERE 2247.5 MHz BRERIBER ( T1T ) , ERIEEE 1-524 kbps. LERFAALHFE.

« SMD B ( T17) , RUSEEA 26.7034 GHz , ERHEE A 150-300 Mbps. ttEERTLBT
'8

o FOMERA 7812 MHz B HRD BB ( 71T ) W RF , ERER A 15 Mbps,. ©EE 30 MHz 48
B , ¥ B Rright-hand-circular-polarized, E#&EMA A JPSS-1 K AWS Ground Station , iE 24
AUFRNBEAERE. LEARCEERAIREZER, WATEER. WAENERMENEAZME
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EBRMLEBBENERRRE  BMAEYGS (L£17). &8 ( T1T) MHRD ( FT) BEHFE
HSER, EEMNZEEI1TEHIIEE AWS Ground Station, SMD BEFRHE , AR MERBHR
BENENEE, mEZEDEENGFHENR , 528 AWS Ground Station U5 25 IhEE

® Note
B SMD BE#RE T+ A AWS Ground Station , Bt EHIfEREH T E 2 R ER,

® Note

B ICD fFREEDT (L1T) MER ( F4T) BE , WEBEELRER , RibERARRHEN
ERHEE,

£/ Amazon S3 ERIRTH A EERHREE

LeEHIEN 1 EAEERR JPSS-1 - RLEEEEE (PBS) - SHEEERP TR D,

HEREHF  BEERR—FERM -- BEEN HRD BARCHEIMBEBMNHEER  WiECEHR
HARIREE, EVHERRELFEER (RF) HERFPER (1/Q) BAEBMLzE. ERBA
Amazon S3 EFEE®Z , BUUEAEMELENRRERABNRBER. NEFHHREEHD  F2
B MathWorks 2 RiE. FALEHIE , BRI LLEEHIE Amazon EC2 Spot EE TR EEE K I
B B BB SR T B AR

B

REREFAIENERREBAREAM,

THFmESEARRNIE N RHBERE AN EREE CloudFormation

Resources:
# Resources that you would like to create should be placed within the Resources
section.
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® Note
W CloudFormation ARBNFMEN , FSREAELEEH.

BEREMGE - BARERNTE Amazon S3 WIER , BHELKREEE —FRLIIMNEE. Big R
FERRINER , BHBAER Amazon S3 EfFETER,

# The S3 bucket where AWS Ground Station will deliver the downlinked data.
GroundStationS3DataDeliveryBucket:
Type: AWS::S3::Bucket
DeletionPolicy: Retain
UpdateReplacePolicy: Retain
Properties:
# Results in a bucket name formatted like: aws-groundstation-data-{account id}-
{region}-{random 8 character string}
BucketName: !Join ["-", ["aws-groundstation-data", !Ref AWS::AccountId, !Ref
AWS::Region, !Select [0, !Split ["-", !Select [2, !Split ["/", !'Ref AWS::StackId]]]1]11]]

o, ERFERIMEENABNBOR , LT ERARMFRT AWS Ground Station .

# The IAM role that AWS Ground Station will assume to have permission find and write
# data to your S3 bucket.
GroundStationS3DataDeliveryRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Statement:
- Action:
- 'sts:AssumeRole'
Effect: Allow
Principal:
Service:
- groundstation.amazonaws.com
Condition:
StringEquals:
"aws:SourceAccount": !Ref AWS::AccountId
ArnLike:
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"aws:SourceArn": !Sub "arn:aws:groundstation:${AWS::Region}:
${AWS: :AccountId}:config/s3-recording/*"

# The S3 bucket policy that defines what actions AWS Ground Station can perform on
your S3 bucket.
GroundStationS3DataDeliveryBucketPolicy:
Type: AWS::IAM::Policy
Properties:
PolicyDocument:
Statement:
- Action:
- 's3:GetBucketlLocation'
Effect: Allow
Resource:
- !GetAtt GroundStationS3DataDeliveryBucket.Azrn
- Action:
- 's3:PutObject’
Effect: Allow
Resource:
- 1Join [ "/", [ !'GetAtt GroundStationS3DataDeliveryBucket.Arn, "*" ] ]
PolicyName: GroundStationS3DataDeliveryPolicy
Roles:
- IRef GroundStationS3DataDeliveryRole

AWS Ground Station #H&E
AERREIEEAM,

BEECRERER  FEE LEAEBEREERIEE. BN PREFERRED A B BhEH T Ak
EFRME , BHM JPSS-1 ephemeris MEBEEH , AU A EEFESARRA

TrackingConfig:
Type: AWS::GroundStation::Config
Properties:
Name: "JIPSS Tracking Config"
ConfigData:
TrackingConfig:

Autotrack: "PREFERRED"
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BRBEARE , EFBERRE T THERAREES D , SR s3 SBHRBEEMEIA Amazon
S3 FATER

# The AWS Ground Station Antenna Downlink Config that defines the frequency spectrum
used to

# downlink data from your satellite.
JpssDownlinkDigIfAntennaConfig:
Type: AWS::GroundStation::Config
Properties:
Name: "JPSS Downlink DigIF Antenna Config"
ConfigData:
AntennaDownlinkConfig:
SpectrumConfig:
Bandwidth:
Units: "MHz"
Value: 30
CenterFrequency:
Units: "MHz"
Value: 7812
Polarization: "RIGHT_HAND"

# The AWS Ground Station S3 Recording Config that defines the S3 bucket and IAM role
to use

# when AWS Ground Station delivers the downlink data.
S3RecordingConfig:
Type: AWS::GroundStation::Config
DependsOn: GroundStationS3DataDeliveryBucketPolicy
Properties:
Name: "JPSS S3 Recording Config"
ConfigData:
S3RecordingConfig:
BucketArn: !GetAtt GroundStationS3DataDeliveryBucket.Azrn
RoleArn: !GetAtt GroundStationS3DataDeliveryRole.Arn

P

AWS Ground Station {E#& 1R §E
AERRE T ERHERE A,

RECDEMBBOEL  STAEACHRESRITE. CHEALBSHNARE.
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# The AWS Ground Station Mission Profile that groups the above configurations to
define how to downlink data.
JpssAsynchMissionProfile:
Type: AWS::GroundStation::MissionProfile
Properties:
Name: "43013 JPSS Asynchronous Data"
MinimumViableContactDurationSeconds: 180
TrackingConfigArn: !Ref TrackingConfig
DataflowEdges:
- Source: !Ref JpssDownlinkDigIfAntennaConfig
Destination: !Ref S3RecordingConfig

A% ERAE — i

EALERER , BWIRIEALABERR JPSS-1 Big A , MEREMEMAN ETIERD ST ER T AWS
Ground Station AWS Ground Station &,

LT 252K CloudFormation 45 , ER @S AEHMANAAER , SHATUERAR WE—$X

CloudFormation,

£ 5 B CloudFormation &i2SAquaSnppJpss-1TerraDigIfS3DataDelivery.yml @& Amazon
S3 FFETEE | IR HERRBHAR A FNHZUR VITA-49 Signal/lP EZEBERFTER AWS Ground Station &

3
Do

MR Aqua., SNPP, JPSS-1/NOAA-20 # Terra RMAZBKIIRE |, B2 MAFHE,

(® Note

BHLAERBMN AWS BE2AERRFEEFMA Amazon S3 7T , LUFEE

R, UTEFEFEAE Amazon S3 HEETE. Fus-west-2EHE , AREEET
CloudFormation &Ky ¥ FE R 15,

s, FHERER YAML, B2 |, EiRRKRA YAML #1 JSON &=, EEMEMH JSON ,
ETHEAR . jsonfF g . ymlBIEZIRA .

3

EEMH THEAK AWSCLI, FFEATISGS :

aws s3 cp s3://groundstation-cloudformation-templates-us-west-2/
AquaSnpplpss-1TerraDigIfS3DataDelivery.yml .
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A ERERPRAEELT URL , LEERAPBREN THELX

https://s3.console.aws.amazon.com/s3/object/groundstation-cloudformation-templates-us-
west-2/AquaSnpplpss-1TerraDigIfS3DataDelivery.yml

B A LA CloudFormation A T @ EEZRE PIEEE A :

https://groundstation-cloudformation-templates-us-west-2.s3.us-west-2.amazonaws.com/
AquaSnpplpss-1TerraDigIfS3DataDelivery.yml

EHENRERMNABRERBEE (FHEF)
B AR Y (AR JPSS-1 - AEBHEEE (PBS) - IMER B EAN ST,

EETHRILES | BEERR—AEARM -- FEE HRD BAR KT HEEA B D #IEZR (DiglF) , X F
Fi SDR £ Amazon EC2 #1TER LW ER KRB IRHEARERN KBS MLLEE,

B

REREFRE N ERREBEAREAP] . EREPIF , EHEE CloudFormation $82 i 37 W 18 2
R 2BNERER.

® Note
1EE CloudFormation SRR BRI EEME

EE A EH,

%II
':iﬂin

SHYUSHER , SHEFHE T IS8, BB CloudFormation TIRAEBIIHER | FEEEIELE,

Parameters:
EC2Key:
Description: The SSH key used to access the EC2 receiver instance. Choose any
SSH key if you are not creating an EC2 receiver instance. For instructions on how to
create an SSH key see https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/create-
key-pairs.html
Type: AWS::EC2::KeyPair::KeyName
ConstraintDescription: must be the name of an existing EC2 KeyPair.

ReceiverAMI:
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Description: The Ground Station DDX AMI ID you want to use. Please note
that AMIs are region specific. For instructions on how to retrieve an AMI
see https://docs.aws.amazon.com/ground-station/latest/ug/dataflows.ec2-

configuration.html#dataflows.ec2-configuration.amis

Type: AWS::EC2::Image::Id

(@ Note
BEERUSBY | AIRH Amazon EC2 EC2Key SEMEHE., FHS B AEH Amazon EC2
HITEREVERY.
s\ , B3I CloudFormation #&E: | BEERMIEEN EFHISE AMI ID, EFSE AWS
Ground Station Amazon Machine Image AMIs),

RN EAREXNB H RBAEHANEREER CloudFormation o

Resources:
# Resources that you would like to create should be placed within the resource

section.

%ﬁﬁ‘ﬁﬂ"ﬂﬂ%“—iﬁ%ﬂﬂ%@?&ﬁi EC2 HITEEBNER , EHARE-RIRXMRE. RE FIERK

TEER , EXAERAERRRRAEARNRE Amazon EC2 #1TEIEE , Y BV —HZEERRER
BhEHE,

# The EC2 instance that will send/receive data to/from your satellite using AWS
Ground Station.
ReceiverlInstance:

Type: AWS::EC2::Instance

Properties:
DisableApiTermination: false
IamInstanceProfile: !Ref GenerallnstanceProfile
ImageId: !Ref ReceiverAMI
InstanceType: m5.4xlarge
KeyName: !Ref EC2Key
Monitoring: true
PlacementGroupName: !Ref ClusterPlacementGroup
SecurityGroupIds:

- Ref: InstanceSecurityGroup

SubnetId: !'Ref ReceiverSubnet
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BlockDeviceMappings:
- DeviceName: /dev/xvda
Ebs:
VolumeType: gp2
VolumeSize: 40
Tags:
- Key: Name

Value: !Join [ "-" , [ "Receiver" , !Ref "AWS::StackName" ] ]

UserData:
Fn::Baseb4:

I
#!/bin/bash

exec > >(tee /var/log/user-data.log|logger -t user-data -s 2>/dev/console)

2>8&1

echo “date +'%F %R:%S'" "INFO: Logging Setup" >&2

GROUND_STATION_DIR="/opt/aws/groundstation"

GROUND_STATION_BIN_DIR="${GROUND_STATION_DIR}/bin"
STREAM_CONFIG_PATH="${GROUND_STATION_DIR}/customer_stream_config.json"

echo "Creating ${STREAM_CONFIG_PATH}"

cat << STREAM_CONFIG > "${STREAM_CONFIG_PATH}"

{

"ddx_streams": [
{

"streamName": "Downlink",
"maximumWanRate": 4000000000,
"lanConfigDevice": "lo",
"lanConfigPort": 50000,
"wanConfigDevice": "ethl",
"wanConfigPort": 55888,
"isUplink": false

3
STREAM_CONFIG

echo "Waiting for dataflow endpoint application to start"
while netstat -1nt | awk '$4 ~ /:80%/ {exit 1}'; do sleep

echo "Configuring dataflow endpoint application streams"
python "${GROUND_STATION_BIN_DIR}/configure_streams.py" --configFileName

"${STREAM_CONFIG_PATH}"
sleep 2
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python "${GROUND_STATION_BIN_DIR}/save_default_config.py"

exit 0

# The AWS Ground Station Dataflow Endpoint Group that defines the endpoints that AWS

Ground
# Station will use to send/receive data to/from your satellite.
DataflowEndpointGroup:
Type: AWS::GroundStation::DataflowEndpointGroup
Properties:
ContactPostPassDurationSeconds: 180
ContactPrePassDurationSeconds: 120
EndpointDetails:
- Endpoint:
Name: !Join [ "-" , [ !'Ref "AWS::StackName" , "Downlink" ] ] # needs to
match DataflowEndpointConfig name
Address:
Name: !GetAtt ReceiverInstanceNetworkInterface.PrimaryPrivateIpAddress
Port: 55888
SecurityDetails:
SecurityGroupIds:
- Ref: "DataflowEndpointSecurityGroup"
SubnetIds:
- IRef ReceiverSubnet
RoleArn: !GetAtt DataDeliveryServiceRole.Arn

# The security group for your EC2 instance.
InstanceSecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupDescription: AWS Ground Station receiver instance security group.
VpcId: !Ref ReceiverVPC
SecurityGroupIngress:
# To allow SSH access to the instance, add another rule allowing tcp port 22
from your CidrIp
- IpProtocol: udp
FromPort: 55888

ToPort: 55888
SourceSecurityGroupId: !Ref DataflowEndpointSecurityGroup

Description: "AWS Ground Station Downlink Stream"

# The security group that the ENI created by AWS Ground Station belongs to.

DataflowEndpointSecurityGroup:
Type: AWS::EC2::SecurityGroup
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Properties:
GroupDescription: Security Group for AWS Ground Station registration of Dataflow
Endpoint Groups
VpcId: !Ref ReceiverVPC
SecurityGroupEgress:
- IpProtocol: udp
FromPort: 55888
ToPort: 55888
CidrIp: 10.0.0.0/8
Description: "AWS Ground Station Downlink Stream To 10/8"
- IpProtocol: udp
FromPort: 55888
ToPort: 55888
CidrIp: 172.16.0.0/12
Description: "AWS Ground Station Downlink Stream To 172.16/12"
- IpProtocol: udp
FromPort: 55888
ToPort: 55888
CidrIp: 192.168.0.0/16
Description: "AWS Ground Station Downlink Stream To 192.168/16"

# The placement group in which your EC2 instance is placed.
ClusterPlacementGroup:
Type: AWS::EC2::PlacementGroup
Properties:
Strategy: cluster

ReceiverVPC:
Type: AWS::EC2::VPC
Properties:
CidrBlock: "10.0.0.0/16"
Tags:
- Key: "Name"

Value: "AWS Ground Station - PBS to dataflow endpoint Example VPC"
- Key: "Description"
Value: "VPC for EC2 instance receiving AWS Ground Station data"

ReceiverSubnet:
Type: AWS::EC2::Subnet
Properties:
# Ensure your CidrBlock will always have at least one available IP address per
dataflow endpoint.
# See https://docs.aws.amazon.com/vpc/latest/userguide/subnet-sizing.html for
subent sizing guidelines.
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CidrBlock: "10.0.0.0/24"
Tags:
- Key: "Name"
Value: "AWS Ground Station - PBS to dataflow endpoint Example Subnet"
- Key: "Description"
Value: "Subnet for EC2 instance receiving AWS Ground Station data"
VpcId: !Ref ReceiverVPC

# An ENI providing a fixed IP address for AWS Ground Station to connect to.
ReceiverInstanceNetworkInterface:
Type: AWS::EC2::NetworkInterface
Properties:
Description: Floating network interface providing a fixed IP address for AWS
Ground Station to connect to.
GroupSet:
- IRef InstanceSecurityGroup
SubnetId: !Ref ReceiverSubnet

# Attach the ENI to the EC2 instance.
ReceiverInstancelInterfaceAttachment:
Type: AWS::EC2::NetworkInterfaceAttachment
Properties:
DeleteOnTermination: false
DeviceIndex: "1"
Instanceld: !Ref ReceiverlInstance
NetworkInterfaceld: !Ref ReceiverInstanceNetworkInterface

WA, BEFERIEENBRMAR® , LA ERFF AWS Ground Station 2 37 5E 14 #8357 H
(ENI)s

# AWS Ground Station assumes this role to create/delete ENIs in your account in order
to stream data.
DataDeliveryServiceRole:
Type: AWS::IAM::Role
Properties:
Policies:
- PolicyDocument:
Statement:
- Action:
- ec2:CreateNetworkInterface
- ec2:DeleteNetworkInterface
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- ec2:CreateNetworkInterfacePermission
- ec2:DeleteNetworkInterfacePermission
- ec2:DescribeSubnets
- ec2:DescribeVpcs
- ec2:DescribeSecurityGroups
Effect: Allow
Resource: '*'
Version: '2012-10-17'
PolicyName: DataDeliveryServicePolicy
AssumeRolePolicyDocument:
Version: 2012-10-17
Statement:
- Effect: Allow
Principal:
Service:
- groundstation.amazonaws.com
Action:
- sts:AssumeRole

# The EC2 instance assumes this role.
InstanceRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Version: "2012-10-17"
Statement:
- Effect: "Allow"
Principal:
Service:
- "ec2.amazonaws.com"
Action:
- "sts:AssumeRole"
Path: "/"
ManagedPolicyArns:
- arn:aws:iam::aws:policy/AmazonS3ReadOnlyAccess

:policy/service-role/AmazonEC2ContainerServiceforEC2Role

- arn:aws:iam: :aws
- arn:aws:iam::aws:policy/CloudWatchAgentServerPolicy
- arn:aws:iam::aws:policy/service-role/AmazonEC2RoleforSSM

# The instance profile for your EC2 instance.
GenerallInstanceProfile:
Type: AWS::IAM::InstanceProfile
Properties:

Roles:

BARE
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- IRef InstanceRole

AWS Ground Station #A&E
RERKRELEEAM,

REEEMAEBRARE , T%E LEREBDERRRERFRE, ## PREFERRED 1R B BhEHE AT L
REAEMRE , ERRZHH JPSS1 ERtRE  AKFEEREARME.

TrackingConfig:
Type: AWS::GroundStation::Config
Properties:
Name: "JPSS Tracking Config"
ConfigData:
TrackingConfig:

Autotrack: "PREFERRED"

RBEBARE  LFEEBRRTTHERARGEES D , ARERGRIHFMAET 2 ERRE R EE
RV E BRI R AR,

# The AWS Ground Station Antenna Downlink Config that defines the frequency spectrum
used to

# downlink data from your satellite.
SnppJpssDownlinkDigIfAntennaConfig:
Type: AWS::GroundStation::Config
Properties:
Name: "SNPP JPSS Downlink DigIF Antenna Config"
ConfigData:
AntennaDownlinkConfig:
SpectrumConfig:
Bandwidth:
Units: "MHz"
Value: 30
CenterFrequency:
Units: "MHz"
Value: 7812
Polarization: "RIGHT_HAND"

AWS Ground Station #H#& 189



AWS Ground Station EREER

# The AWS Ground Station Dataflow Endpoint Config that defines the endpoint used to
downlink data
# from your satellite.
DownlinkDigIfEndpointConfig:
Type: AWS::GroundStation::Config

Properties:
Name: "Aqua SNPP JPSS Downlink DigIF Endpoint Config"
ConfigData:
DataflowEndpointConfig:
DataflowEndpointName: !Join [ "-" , [ !'Ref "AWS::StackName" , "Downlink" ] ]

DataflowEndpointRegion: !Ref AWS::Region

AWS Ground Station {F#& 3R 1

RERRE L EHEILE AP,

RELCHEABBNER , SUEAEMRERERNRE. SREREHRSENERE.

# The AWS Ground Station Mission Profile that groups the above configurations to
define how to
# uplink and downlink data to your satellite.
SnppJpssMissionProfile:
Type: AWS::GroundStation::MissionProfile
Properties:
Name: "37849 SNPP And 43013 JPSS"
ContactPrePassDurationSeconds: 120
ContactPostPassDurationSeconds: 60
MinimumViableContactDurationSeconds: 180
TrackingConfigArn: !Ref TrackingConfig
DataflowEdges:
- Source: !Ref SnppJpssDownlinkDigIfAntennaConfig
Destination: !Ref DownlinkDigIfEndpointConfig

A% E BE — i

A ERER , BIWETLAHERE JPSS-1 Bit&EA |, UMEREMEMAN BT ER R T AWS Ground
Station AWS Ground Station {Zi&.,
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AT 25528 CloudFormation 848 | EFR @ EARHFIANMEER , A TUEEFEANE —&R

CloudFormation,

£ 5 1 CloudFormation EiZSAquaSnpplpssTerraDigIF.yml EEZREPUREE , UABHBRER
Aqua, SNPP, JPSS-1/NOAA-20 f Terra #F 2 E L P HEIE= (DigIF) E¥l. EEE Amazon EC2
1TE B MW RS DiglF EEEBERPTER CloudFormation &R,

?ﬂh

IR Aqua. SNPP, JPSS-1/NOAA-20 fl Terra RINAEHIRFE , F2E MAFE,

(® Note

BELAERBEMN AWS BEAEREFEEFMA Amazon S3 R FTHERFEEAR, ML
TEGEMAEE Amazon S3 #7FITEE. EFus-west-2EBBURKREEETHPET

CloudFormation 3 B iy ¥ FE [= 15,

s, FHERER YAML, B2 |, EiRRKRA YAML 1 JSON =X, EEMEA JSON ,

ETHREAR. jsonkFig. ymlBIEZERE -

3

EEMH THEH LR AWSCLI , FEATHHS :

aws s3 cp s3://groundstation-cloudformation-templates-us-west-2/
AquaSnppJpssTerraDigIF.yml .

FAIERERPRAEELUT URL , LEERAPBREN THELX

https://s3.console.aws.amazon.com/s3/object/groundstation-cloudformation-templates-us-
west-2/AquaSnpplpssTerraDigIF.yml

&R LA A LA T B 45 B2 7E CloudFormation 15 E &N :

https://groundstation-cloudformation-templates-us-west-2.s3.us-west-2.amazonaws.com/
AquaSnppJlpssTerraDigIF.yml

HAERTMEHMER ?
AquaSnppJpssTerraDigIF EAEE THEMER :

- (1#HA ) CloudWatch Event Triggers - AWS Lambda £ [ Bi##& AWS Ground Station BI#& H EiEH
CloudWatch Events f8Z3 KB &, AWS Lambda HEVERE) IR ZB M b Z 1 BB E HITEE

BERE—R o7
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- (IEA) BHEM EC2 BB - £/ Lambda AEH SNS BHMEIZELE Amazon EC2 #1T{EE R
RIRKVIEIR (SNS), BRLIE  EUHRESELER , EEUAREZETNAE,

« Ground Station Amazon Machine Image Retrieval Lambda - 21 #1788 i % 2E 1Y 81 B8 LA I SRR T
B9 AMI #9338 18, EXE8IRIETIE DDX 2.6.2 OnlyHM DDX 2.6.2 with gRadio 3.6.0, FEEH
R ER M TIEEER M  ELBESEERER.

- HMEREIRE - Htt N EEBEE (Aqua. SNPP H Terra) RS HRHE,

- HMRBETITHRE - HONEEBEEHE (Aqua. SNPP # Terra) R T {THRE

EEARS  FHENENZHEREL, EXSHFLE SR AWS Ground Station I BIEELEFHE
BEER, SAEEXRTECHNE , BIaEFERHLEZAR AWS Ground Station BfER . B2 , &AL
BEELE  FEHAEAREWERRG,

HAT AT B 5 IRV E L ?

ERRBRBBEEANRE , REAUSERN — BBV ERSB[HTERERRAE., BREHTERE
RAENRRRMERARES , Eﬁﬂumfm‘“%miﬁﬁﬁﬁﬁ AWS Ground Station HiZWRE HE R S
T BKRZTILAE , ERFATLUEIR UDP E#248 50000 £ EWEEATEBNEENEF LER, NER
EERRBRAFEANFHEEN , 528 AWS:GroundStation::DataflowEndpointGroup.

EHENRERMNARREEREE (HEANER)

tEfgZEfEMAEIERE JPSS-1 - NEEEEE (PBS) - HEEBRPTHN Do

EETHLES  ZRERR AR - CRECAERREBERS , UHEFANRENEEREERN
F X HEE HRD B\BEAE &, ﬁﬂ%@n‘l‘éﬂﬁﬁﬁ NASA Direct Readout Labs 8 (RT-STPS # IPOPP) &
BER , AltEsl R —EREFNER,

WA E

FERERREEHERREEAREAPT . EREHIF , &R CloudFormation $82% i 37 W 8 2
R 2BNERER.

® Note
W CloudFormation IR ABMFMER , FSHELEH.
HHBBER , LHHE TS 8. EiB CloudFormation ER AR MR , BiIEEELE,
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Parameters:
EC2Key:
Description: The SSH key used to access the EC2 receiver instance. Choose any
SSH key if you are not creating an EC2 receiver instance. For instructions on how to
create an SSH key see https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/create-
key-pairs.html
Type: AWS::EC2::KeyPair::KeyName
ConstraintDescription: must be the name of an existing EC2 KeyPair.

ReceiverAMI:

Description: The Ground Station DDX AMI ID you want to use. Please note
that AMIs are region specific. For instructions on how to retrieve an AMI
see https://docs.aws.amazon.com/ground-station/latest/ug/dataflows.ec2-

configuration.html#dataflows.ec2-configuration.amis

Type: AWS::EC2::Image::Id

(@ Note
REEREITSBY | Wik Amazon EC2 EC2Key ZBH BT, FH2BW AL Amazon EC2
BITEBEISBY,

s, B3I CloudFormation # & | @R ERMERNEFISE AMI ID. FZE AWS
Ground Station Amazon Machine Image AMIs),

Fer EBAENTH BRBREARNERER CloudFormation .

Resources:
# Resources that you would like to create should be placed within the resource
section.

ﬁ%)&éﬁﬂ"ﬂﬂ%“-ﬁ%ﬂﬂ%@?&ﬁfz EC2 #ITERMNER , ERERE-—RLSXNBEE. RE RBIERT
TEER , SXAEAERRRIRHMEARNRE Amazon EC2 #1TEiR , Y BV —HZEERRER
RhEEAE.

# The EC2 instance that will send/receive data to/from your satellite using AWS
Ground Station.
ReceiverInstance:
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Type: AWS::EC2::Instance
Properties:

DisableApiTermination: false
IamInstanceProfile: !Ref GenerallnstanceProfile
ImageId: !Ref ReceiverAMI
InstanceType: m5.4xlarge
KeyName: !Ref EC2Key
Monitoring: true
PlacementGroupName: !Ref ClusterPlacementGroup
SecurityGroupIds:

- Ref: InstanceSecurityGroup
SubnetId: !Ref ReceiverSubnet

BlockDeviceMappings:
- DeviceName: /dev/xvda
Ebs:

VolumeType: gp2
VolumeSize: 40
Tags:
- Key: Name

Value: !Join [ "-" , [ "Receiver" , !Ref "AWS::StackName" ] ]

UserData:
Fn::Baseb4:

I
#!/bin/bash

exec > >(tee /var/log/user-data.log|logger -t user-data -s 2>/dev/console)

2>8&1
echo “date +'%F %R:%S'" "INFO: Logging Setup" >&2
GROUND_STATION_DIR="/opt/aws/groundstation"
GROUND_STATION_BIN_DIR="${GROUND_STATION_DIR}/bin"
STREAM_CONFIG_PATH="${GROUND_STATION_DIR}/customer_stream_config.json"
echo "Creating ${STREAM_CONFIG_PATH}"
cat << STREAM_CONFIG > "${STREAM_CONFIG_PATH}"
{
"ddx_streams": [
{
"streamName": "Downlink",
"maximumWanRate": 4000000000,
"lanConfigDevice": "lo",
"lanConfigPort": 50000,
"wanConfigDevice": "ethl",
"wanConfigPort": 55888,
"isUplink": false
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3
STREAM_CONFIG

echo "Waiting for dataflow endpoint application to start"
while netstat -1nt | awk '$4 ~ /:80%/ {exit 1}'; do sleep 10; done

echo "Configuring dataflow endpoint application streams"

python "${GROUND_STATION_BIN_DIR}/configure_streams.py" --configFileName
"${STREAM_CONFIG_PATH}"

sleep 2

python "${GROUND_STATION_BIN_DIR}/save_default_config.py"

exit 0

# The AWS Ground Station Dataflow Endpoint Group that defines the endpoints that AWS

Ground
# Station will use to send/receive data to/from your satellite.
DataflowEndpointGroup:
Type: AWS::GroundStation::DataflowEndpointGroup
Properties:
ContactPostPassDurationSeconds: 180
ContactPrePassDurationSeconds: 120
EndpointDetails:
- Endpoint:
Name: !Join [ "-" , [ !'Ref "AWS::StackName" , "Downlink" ] ] # needs to
match DataflowEndpointConfig name
Address:
Name: !GetAtt ReceiverInstanceNetworkInterface.PrimaryPrivateIpAddress
Port: 55888
SecurityDetails:
SecurityGroupIds:
- Ref: "DataflowEndpointSecurityGroup"
SubnetIds:
- IRef ReceiverSubnet
RoleArn: !GetAtt DataDeliveryServiceRole.Arn

# The security group that the ENI created by AWS Ground Station belongs to.
DataflowEndpointSecurityGroup:

Type: AWS::EC2::SecurityGroup

Properties:

BARE
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GroupDescription: Security Group for AWS Ground Station registration of Dataflow
Endpoint Groups
VpcId: !Ref ReceiverVPC
SecurityGroupEgress:
- IpProtocol: udp
FromPort: 55888
ToPort: 55888
CidrIp: 10.0.0.0/8
Description: "AWS Ground Station Downlink Stream To 10/8"
- IpProtocol: udp
FromPort: 55888
ToPort: 55888
CidrIp: 172.16.0.0/12
Description: "AWS Ground Station Downlink Stream To 172.16/12"
- IpProtocol: udp
FromPort: 55888
ToPort: 55888
CidrIp: 192.168.0.0/16
Description: "AWS Ground Station Downlink Stream To 192.168/16"

# The placement group in which your EC2 instance is placed.
ClusterPlacementGroup:
Type: AWS::EC2::PlacementGroup
Properties:
Strategy: cluster

# The security group for your EC2 instance.
InstanceSecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupDescription: AWS Ground Station receiver instance security group.
VpcId: !Ref ReceiverVPC
SecurityGroupIngress:
# To allow SSH access to the instance, add another rule allowing tcp port 22
from your CidrIp
- IpProtocol: udp
FromPort: 55888
ToPort: 55888
SourceSecurityGroupId: !Ref DataflowEndpointSecurityGroup
Description: "AWS Ground Station Downlink Stream"

ReceiverVPC:
Type: AWS::EC2::VPC
Properties:
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CidrBlock: "10.0.0.0/16"

Tags:
- Key: "Name"
Value: "AWS Ground Station - PBS to dataflow endpoint Demod Decode Example
VPC"
- Key: "Description"
Value: "VPC for EC2 instance receiving AWS Ground Station data"
ReceiverSubnet:
Type: AWS::EC2::Subnet
Properties:
CidrBlock: "10.0.0.0/24"
Tags:
- Key: "Name"
Value: "AWS Ground Station - PBS to dataflow endpoint Demod Decode Example
Subnet"

- Key: "Description"
Value: "Subnet for EC2 instance receiving AWS Ground Station data"
VpcId: !Ref ReceiverVPC

# An ENI providing a fixed IP address for AWS Ground Station to connect to.
ReceiverInstanceNetworkInterface:
Type: AWS::EC2::NetworkInterface
Properties:
Description: Floating network interface providing a fixed IP address for AWS
Ground Station to connect to.
GroupSet:
- IRef InstanceSecurityGroup
SubnetId: !Ref ReceiverSubnet

# Attach the ENI to the EC2 instance.
ReceiverInstancelInterfaceAttachment:
Type: AWS::EC2::NetworkInterfaceAttachment
Properties:
DeleteOnTermination: false
DeviceIndex: "1"
Instanceld: !Ref ReceiverInstance
NetworkInterfaceld: !Ref ReceiverInstanceNetworkInterface

# The instance profile for your EC2 instance.
GenerallInstanceProfile:
Type: AWS::IAM::InstanceProfile
Properties:
Roles:

BARE
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- IRef InstanceRole

LHEEEENBE. AEFRER , AWS Ground Station TR EIRF PRV EMMEK AT
(ENI),

# AWS Ground Station assumes this role to create/delete ENIs in your account in order
to stream data.
DataDeliveryServiceRole:
Type: AWS::IAM::Role
Properties:
Policies:
- PolicyDocument:
Statement:
- Action:
- ec2:CreateNetworkInterface
- ec2:DeleteNetworkInterface
- ec2:CreateNetworkInterfacePermission
- ec2:DeleteNetworkInterfacePermission
- ec2:DescribeSubnets
- ec2:DescribeVpcs
- ec2:DescribeSecurityGroups
Effect: Allow
Resource: '*'
Version: '2012-10-17'
PolicyName: DataDeliveryServicePolicy
AssumeRolePolicyDocument:
Version: 2012-10-17
Statement:
- Effect: Allow
Principal:
Service:
- groundstation.amazonaws.com
Action:
- sts:AssumeRole

# The EC2 instance assumes this role.
InstanceRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Version: "2012-10-17"
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Statement:
- Effect: "Allow"
Principal:
Service:
- "ec2.amazonaws.com"
Action:
"sts:AssumeRole"
Path: "/"
ManagedPolicyArns:
- arn:aws:iam::aws:policy/AmazonS3ReadOnlyAccess
- arn:aws:iam::aws:policy/service-role/AmazonEC2ContainerServiceforEC2Role
- arn:aws:iam::aws:policy/CloudWatchAgentServerPolicy
- arn:aws:iam::aws:policy/service-role/AmazonEC2RoleforSSM

AWS Ground Station #H&E

RERR ERAERERMELEREN

LEEFERERER , TExE LEABDEMRRERIFRE. ERN PREFERRED 5 B EBR AT Ak
EFRME , BHRM JPSS-1 ephemeris MEBEEH , AU A EEFESARRA

TrackingConfig:
Type: AWS::GroundStation::Config
Properties:
Name: "JIPSS Tracking Config"
ConfigData:
TrackingConfig:

Autotrack: "PREFERRED"

RFEARR , BEEEZantenna- downllnk demod-decode fARERNKKREE , AR ERRER
;EE%EMK&%E§ %’i#%ﬁiﬁﬁﬂﬂ’]ﬁ 2 l)lb Eﬁﬁﬁﬁo

(® Note

MFWMAIERE DemodulationConfig, M EMFFMHEMDecodeConfig , FFSE KR T1T
R AR ISARRE
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# The AWS Ground Station Antenna Downlink Config that defines the frequency spectrum

used to

# downlink data from your satellite.

JpssDownlinkDemodDecodeAntennaConfig:
Type: AWS::GroundStation::Config
Properties:

Name: "JPSS Downlink Demod Decode Antenna Config"

ConfigData:
AntennaDownlinkDemodDecodeConfig:
SpectrumConfig:
CenterFrequency:
Value: 7812
Units: "MHz"
Polarization: "RIGHT_HAND"
Bandwidth:
Value: 30
Units: "MHz"
DemodulationConfig:
UnvalidatedJSON: '{
"type":"QPSK",
"qpsk": {
"carrierFrequencyRecovery":{
"centerFrequency":{
"value":7812,
"units":"MHz"

.

"range":{
"value":250,
"units":"kHz"

}

1,
"symbolTimingRecovery":{
"symbolRate": {
"value":15,
"units":"Msps"

.

"range":{
"value":0.75,
"units":"ksps"

.

"matchedFilter":{
"type" :"ROOT_RAISED_COSINE",

AWS Ground Station #H A&
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"rolloffFactor":0.5

}
}
}
3
DecodeConfig:
UnvalidatedJSON: '{
"edges": [
{
"from":"I-Ingress",
"to":"IQ-Recombiner"
I
{
"from":"Q-Ingress",
"to":"IQ-Recombiner"
I
{
"from":"IQ-Recombiner",
"to":"CcsdsViterbiDecoder"
I
{
"from":"CcsdsViterbiDecoder",
"to":"NrzmDecoder"
I
{
"from":"NrzmDecoder",
"to":"UncodedFramesEgress"
}
1,

"nodeConfigs":{

"I-Ingress":{
"type":"CODED_SYMBOLS_INGRESS",
"codedSymbolsIngress":{

"source":"I"
}

1,

"Q-Ingress":{
"type":"CODED_SYMBOLS_INGRESS",
"codedSymbolsIngress":{

"source":"Q"
}

1,

"IQ-Recombiner":{
"type":"IQ_RECOMBINER"

AWS Ground Station #H A&
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},

"CcsdsViterbiDecoder": {
"type":"CCSDS_171_133_VITERBI_DECODER",
"ccsdsl171133ViterbiDecoder": {

"codeRate" :"ONE_HALF"
}

},

"NrzmDecoder": {
"type":"NRZ_M_DECODER"

.

"UncodedFramesEgress": {
"type":"UNCODED_FRAMES_EGRESS"

# The AWS Ground Station Dataflow Endpoint Config that defines the endpoint used to
downlink data

# from your satellite.
DownlinkDemodDecodeEndpointConfig:
Type: AWS::GroundStation::Config

Properties:
Name: "Aqua SNPP JPSS Downlink Demod Decode Endpoint Config"
ConfigData:
DataflowEndpointConfig:
DataflowEndpointName: !Join [ "-" , [ !'Ref "AWS::StackName" , "Downlink" ] ]

DataflowEndpointRegion: !Ref AWS::Region

AWS Ground Station {F#& 3R

RERK EHERERME L EBELE,

RESCHAMEEBNER  SUAERAEMRERERRE. EHERAERSBNERE.

# The AWS Ground Station Mission Profile that groups the above configurations to
define how to

# uplink and downlink data to your satellite.

SnppJpssMissionProfile:
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Type: AWS::GroundStation::MissionProfile

Properties:
Name: "37849 SNPP And 43013 JPSS"
ContactPrePassDurationSeconds: 120
ContactPostPassDurationSeconds: 60
MinimumViableContactDurationSeconds: 180
TrackingConfigArn: !Ref TrackingConfig
DataflowEdges:

- Source: !Join [ "/", [ !'Ref JpssDownlinkDemodDecodeAntennaConfig,
"UncodedFramesEgress" ] ]
Destination: !Ref DownlinkDemodDecodeEndpointConfig

A% ERAE — i

FRAERER , BIBETLHER JPSS-1 Bii& A |, LEREMEMAN [ E R 3T AWS Ground
Station AWS Ground Station {Zi&.,

LT R5EZEM CloudFormation €48 , EREEAEHAANFEER , AT UNEEFERNE -S4

CloudFormation,

£ % 1 CloudFormation E82SAquaSnpplpss.yml EEZEHIREZE , LABHIZEW Aqua, SNPP
JPSS-1/NOAA-20 HEME R, ©EE Amazon EC2 H{TEREFMAZEM AWS Ground Station IR |
DB Rt AR A M AN AR EEEEER,

MR Aqua, SNPP, JPSS-1/NOAA-20 1 Terra RIMAEBHIRE | 55

W%

B MAFEE,

® Note

B AER B M AWS B AERREFEREF A Amazon S3 fEFETEE , LAFEE

K, UTEFEFEAREE Amazon S3 @#7FEFE. BFus-west-2EBEE , KREEE
CloudFormation & #9 ¥} FE[E 13,

A THETRER YAML, BR |, SiARERA YAML R JSON %X, HEEMEMA JSON ,
ETHREAR. jsonk g . ymlBIEEERAE .

3

EEMFH THEAR AWSCLI , FEATIGS :

aws s3 cp s3://groundstation-cloudformation-templates-us-west-2/AquaSnpplpss.yml .

BRI REREPREELUT URL , LEERAPREM THELX
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https://s3.console.aws.amazon.com/s3/object/groundstation-cloudformation-templates-us-
west-2/AquaSnpplpss.yml

A LA CloudFormation LA T iEREEIERE FIETE A :

https://groundstation-cloudformation-templates-us-west-2.s3.us-west-2.amazonaws.com/
AquaSnppJpss.yml

FAER T WMLEHAER ?
AquaSnppJlpss EARBETHEHMER :

« (3&M ) CloudWatch Event Triggers - AWS Lambda £ A B4 AWS Ground Station BI#& H X8
CloudWatch Events 3V BKHE, AWS Lambda BEEUE R E) IR 1E M= 1L B AVBINE ST {E R,

- (EHA ) BEH EC2 B - £ Lambda £ EH SNS BHMBIFZEXE Amazon EC2 #1T{ERR R F
RIEWIRIE (SNSBH ) . BRXEE  EUHESRBEEINEAEZEELER,

« Ground Station Amazon Machine Image Retrieval Lambda - iZ{Z#1T{E 88 i 2 SE 1Y 81 B8 LA B S8R 12
B AMI BY2E 18, BXE8IEIETE DDX 2.6.2 Only#M DDX 2.6.2 with gRadio 3.6.0, MIR&E
M EF B 48 DiglF R4 AWS Ground Station REBRER |, 5528 5 AWS Ground Station
REEXNLAEERBEHE (54). BEHGORBEFRNERM , ELERSEERER.

o BEMEBIERE - Hib N EEEEHE (Aqua, SNPP # Terra) BWERK#HIRKE,
- BMRETITHE - HE LN BEEBEE (Aqua, SNPP # Terra) B X T 1THERE,

EHhEARF  HFENENSHOREL, EXESHAELIAEELEE AWS Ground Station Bt £
. BFEEXRTCHCHWE , BN EFEH L&A AWS Ground Station BFEH . B2 , A LLEFTE
Ll  BEHAERAREHNERRS,

RATLATEAT 3 75 B RV B L 2

ERREREFENSKE  REANSERN - BN EREATERMRAE. BEREHTEES

AENREBRMERESR 1@§ﬂ/)lbﬁjﬁu“ﬁgﬁm§ﬂﬁ AWS Ground Station JEZIBEZERER B R, HRKR

J«)dﬁ ERR A LUEIR UDP E1#%1E 50000 EERBFHTEBHNEENEFLER. IEREERRE
IRENEYE R EEME R , 552 B AWS::GroundStation::DataflowEndpointGroup.

A AWS Ground Station REERXNLEEEBEHE (E5H)

LeEBHIEN 1 ERAEERR JPSS-1 - RLEEEEE (PBS) - SHEERP TR D,
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EETRILES  BEERER—ERH - EREE HRD BARCHEINATEBI{LHEER (DiglF) ,
I 1E Amazon EC2 #11T{E & £ 8 AWS Ground Station REBE R FH SDR UM EE,

(® Note

B JPSS HRD BHAKREHRMNIEES 30 MHz , BB RERIB TTHHEE | HIEAKESE
5 100 MHz BEASE , LUIEE A LR AR AWS Ground Station {RIEFE R £ I &5 4) PIZUN K EFER
=,

B

FERERAEEHERREEAR LA, ELEHIF , BFEE CloudFormation #8248 fsf R H b £
PIRR 5 [ B h E A B B SN B R

(® Note
NZE CloudFormation EERNA R ER , BSREARE,

B % , 7£ CloudFormation £ F A4k [E 5% HHY AWS Ground Station FEEEREMEG ER, BT
#Z Amazon EC2 ${TERLZ L HERRSETHEE, WEFEAFTEBENFREN , #2080 £4
AWS Ground Station XIEFEZR A VPC #7E,

Mappings:
PrefixListId:

us-east-2:

groundstation: pl-087f83ba4f34e3bea
us-west-2:

groundstation: pl-0@cc36273da754ebdc
us-east-1:

groundstation: pl-0e5696d987d033653
eu-central-1:

groundstation: pl-03743f81267c0a85e
sa-east-1:

groundstation: pl-098248765e9effc20
ap-northeast-2:

groundstation: pl-059b3e@b02af70e4d
ap-southeast-1:
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groundstation: pl-0d9b804fe@l14a6a99
ap-southeast-2:

groundstation: pl-08d24302b8c4d2b73
me-south-1:

groundstation: pl-02781422c4c792145
eu-west-1:

groundstation: pl-03fa6b266557b@d4f
eu-north-1:

groundstation: pl-033e44023025215c0
af-south-1:

groundstation: pl-0382d923a9d555425

HYSHER , ZEHE T IS H. EB CloudFormation TR AR R | BlEEELE,

Parameters:
EC2Key:
Description: The SSH key used to access the EC2 receiver instance. Choose any
SSH key if you are not creating an EC2 receiver instance. For instructions on how to
create an SSH key see https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/create-
key-pairs.html
Type: AWS::EC2::KeyPair::KeyName
ConstraintDescription: must be the name of an existing EC2 KeyPair.

AZ:

Description: "The AvailabilityZone that the resources of this stack will be created
in. (e.g. us-east-2a)"

Type: AWS::EC2::AvailabilityZone: :Name

ReceiverAMI:

Description: The Ground Station Agent AMI ID you want to use. Please note
that AMIs are region specific. For instructions on how to retrieve an AMI
see https://docs.aws.amazon.com/ground-station/latest/ug/dataflows.ec2-

configuration.html#dataflows.ec2-configuration.amis

Type: AWS::EC2::Image::Id

(® Note

BEERES®Y | WIRMH Amazon EC2 EC2Key 2B E R, ESE AL Amazon EC2
HITERE T S8Y,

-
]illll
58
R
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b5, B3I CloudFormation &K , BFEERMERNEFSE AMI ID, F2H AWS
Ground Station Amazon Machine Image AMIs),

RN EAREXNBTH REBAEHANEREER CloudFormation o

Resources:
# Resources that you would like to create should be placed within the Resources
section.

BERBEMEE—BARLRNE Amazon EC2 BTEBH RS , ZHELKEEE —RPTRIFHEE,
BiE BSERZIEER , BAAER AWS Ground Station Agent 58 E Amazon EC2 #1{T{E8E , W2
M-S ZEERREREEME, 5%, £48%A AWS Ground Station fRIEBFERXERE Amazon VPC,

ReceiverVPC:
Type: AWS::EC2::VPC
Properties:
EnableDnsSupport: 'true'
EnableDnsHostnames: 'true'
CidrBlock: 10.0.0.0/16
Tags:
- Key: "Name"
Value: "AWS Ground Station Example - PBS to AWS Ground Station Agent VPC"
- Key: "Description"
Value: "VPC for EC2 instance receiving AWS Ground Station data"

PublicSubnet:
Type: AWS::EC2::Subnet
Properties:
VpcId: !Ref ReceiverVPC
MapPublicIpOnLaunch: 'true'
AvailabilityZone: !Ref AZ
CidrBlock: 10.0.0.0/20
Tags:
- Key: "Name"
Value: "AWS Ground Station Example - PBS to AWS Ground Station Agent Public
Subnet"
- Key: "Description"
Value: "Subnet for EC2 instance receiving AWS Ground Station data"
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RouteTable:
Type: AWS::EC2::RouteTable
Properties:
VpcId: !Ref ReceiverVPC
Tags:
- Key: Name

Value: AWS Ground Station Example - RouteTable

RouteTableAssociation:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
RouteTableId: !Ref RouteTable
SubnetId: !'Ref PublicSubnet

Route:
Type: AWS::EC2::Route
DependsOn: InternetGateway
Properties:
RouteTableId: !Ref RouteTable
DestinationCidrBlock: '0.0.0.0/0'
GatewayId: !Ref InternetGateway

InternetGateway:
Type: AWS::EC2::InternetGateway
Properties:
Tags:
- Key: Name
Value: AWS Ground Station Example - Internet Gateway

GatewayAttachment:
Type: AWS::EC2::VPCGatewayAttachment
Properties:
VpcId: !Ref ReceiverVPC
InternetGatewayId: !Ref InternetGateway

® Note
ZE AWS Ground Station R X E < VPC {HEMNEMET , 528 AWS Ground
Station REEXER - VPC B %%,

BE  SEREERE Amazon EC2 #1T{EER.
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# The placement group in which your EC2 instance is placed.
ClusterPlacementGroup:
Type: AWS::EC2::PlacementGroup
Properties:
Strategy: cluster

# This is required for the EIP if the receiver EC2 instance is in a private subnet.
# This ENI must exist in a public subnet, be attached to the receiver and be
associated with the EIP.
ReceiverInstanceNetworkInterface:
Type: AWS::EC2::NetworkInterface
Properties:
Description: Floating network interface
GroupSet:
- IRef InstanceSecurityGroup
SubnetId: !Ref PublicSubnet

# An EIP providing a fixed IP address for AWS Ground Station to connect to. Attach it
to the receiver instance created in the stack.
ReceiverInstanceElasticIp:
Type: AWS::EC2::EIP

Properties:
Tags:
- Key: Name
Value: !Join [ "-" , [ "EIP"™ , !'Ref "AWS::StackName" ] ]

# Attach the ENI to the EC2 instance if using a separate public subnet.
# Requires the receiver instance to be in a public subnet (SubnetId should be the id
of a public subnet)
ReceiverNetworkInterfaceAttachment:

Type: AWS::EC2::NetworkInterfaceAttachment

Properties:
DeleteOnTermination: false
DeviceIndex: 1
Instanceld: !Ref ReceiverlInstance
NetworkInterfaceId: !Ref ReceiverInstanceNetworkInterface

# Associate EIP with the ENI if using a separate public subnet for the ENI.
ReceiverNetworkInterfaceElasticIpAssociation:
Type: AWS::EC2::EIPAssociation
Properties:
AllocationId: !GetAtt [ReceiverInstanceElasticIp, AllocationId]
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NetworkInterfaceId: !Ref ReceiverInstanceNetworkInterface

# The EC2 instance that will send/receive data to/from your satellite using AWS
Ground Station.
ReceiverInstance:
Type: AWS::EC2::Instance
DependsOn: PublicSubnet
Properties:
DisableApiTermination: false
IamInstanceProfile: !Ref GenerallnstanceProfile
ImageId: !Ref ReceiverAMI
AvailabilityZone: !Ref AZ
InstanceType: c5.24xlarge
KeyName: !Ref EC2Key
Monitoring: true
PlacementGroupName: !Ref ClusterPlacementGroup
SecurityGroupIds:
- Ref: InstanceSecurityGroup
SubnetId: !Ref PublicSubnet
Tags:
- Key: Name
Value: !Join [ "-" , [ "Receiver" , !Ref "AWS::StackName" ] ]
# agentCpuCores list in the AGENT_CONFIG below defines the cores that the AWS
Ground Station Agent is allowed to run on. This list can be changed to suit your use-
case, however if the agent isn't supplied with enough cores data loss may occur.
UserData:
Fn::Baseb4:
Fn::Sub:
- |
#1/bin/bash
yum -y update

AGENT_CONFIG_PATH="/opt/aws/groundstation/etc/aws-gs-agent-config.json"
cat << AGENT_CONFIG > "$AGENT_CONFIG_PATH"
{
"capabilities": [
"arn:aws:groundstation:${AWS: :Region}:${AWS: :AccountId}:dataflow-
endpoint-group/${DataflowEndpointGroupId}"
1,
"device": {
"privateIps": [
"127.0.0.1"

1,
"publicIps": [
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"${EIP}"
1,

"agentCpuCores": [

24,25,26,27,28,29,30,31,32,33,34,35,36,37,38,39,40,41,42,43,44,72,73,74,75,76,77,78,79,80,81, €
]

3
AGENT_CONFIG

systemctl start aws-groundstation-agent
systemctl enable aws-groundstation-agent

# <Tuning Section Start>
# Visit the AWS Ground Station Agent Documentation in the User Guide for
more details and guidance updates

# Set IRQ affinity with list of CPU cores and Receive Side Scaling mask

# Core list should be the first two cores (and hyperthreads) on each
socket

# Mask set to everything currently

# https://github.com/torvalds/linux/blob/v4.11/Documentation/networking/
scaling.txt#L80-L96

echo "@reboot sudo /opt/aws/groundstation/bin/set_irq_affinity.sh '@ 1 48
49" 'ffffffff, fEFFffff, FFFFffff' >>/var/log/user-data.log 2>&1" >>/var/spool/cron/root

# Reserving the port range defined in the GS agent ingress address in
the Dataflow Endpoint Group so the kernel doesn't steal any of them from the GS agent.
These ports are the ports that the GS agent will ingress data

# across, so if the kernel steals one it could cause problems ingressing
data onto the instance.

echo net.ipvé4.ip_local_reserved_ports="42000-50000" >> /etc/sysctl.conf

# </Tuning Section End>

# We have to reboot for linux kernel settings to apply
shutdown -r now

- DataflowEndpointGroupId: !Ref DataflowEndpointGroup
EIP: !Ref ReceiverInstanceElasticIp
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# The AWS Ground Station Dataflow Endpoint Group that defines the endpoints that AWS
Ground
# Station will use to send/receive data to/from your satellite.
DataflowEndpointGroup:
Type: AWS::GroundStation::DataflowEndpointGroup
Properties:
ContactPostPassDurationSeconds: 180
ContactPrePassDurationSeconds: 120
EndpointDetails:
- AwsGroundStationAgentEndpoint:
Name: !Join [ "-" , [ !'Ref "AWS::StackName" , "Downlink" ] ] # needs to
match DataflowEndpointConfig name
EgressAddress:
SocketAddress:
Name: 127.0.0.1
Port: 55000
IngressAddress:
SocketAddress:
Name: !Ref ReceiverInstanceElasticIp
PortRange:
Minimum: 42000
Maximum: 55000

FHEEBEENBR, AEFMEREE , AWS Ground Station FREAFF ERFHE U EMERA®E
(ENI)s

# The security group for your EC2 instance.
InstanceSecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupDescription: AWS Ground Station receiver instance security group.
VpcId: !Ref ReceiverVPC
SecurityGroupEgress:
- CidrIp: 0.0.0.0/0
Description: Allow all outbound traffic by default
IpProtocol: "-1"
SecurityGroupIngress:
# To allow SSH access to the instance, add another rule allowing tcp port 22
from your CidrIp
- IpProtocol: udp
Description: Allow AWS Ground Station Incoming Dataflows
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ToPort: 50000
FromPort: 42000

SourcePrefixListId:
Fn::FindInMap:
- PrefixListId
- Ref: AWS::Region
- groundstation

# The EC2 instance assumes this role.
InstanceRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Version: "2012-10-17"
Statement:
- Effect: "Allow"
Principal:
Service:
- "ec2.amazonaws.com"
Action:
- "sts:AssumeRole"
Path: "/"
ManagedPolicyArns:
- arn:aws:iam::aws:policy/AmazonS3ReadOnlyAccess
- arn:aws:iam::aws:policy/service-role/AmazonEC2ContainerServiceforEC2Role
- arn:aws:iam::aws:policy/CloudWatchAgentServerPolicy
- arn:aws:iam::aws:policy/service-role/AmazonEC2RoleforSSM
- arn:aws:iam::aws:policy/AWSGroundStationAgentInstancePolicy
Policies:
- PolicyDocument:
Statement:
- Action:
- sts:AssumeRole
Effect: Allow
Resource: !GetAtt GroundStationKmsKeyRole.Azrn
Version: "2012-10-17"
PolicyName: InstanceGroundStationApiAccessPolicy

# The instance profile for your EC2 instance.
GeneralInstanceProfile:
Type: AWS::IAM::InstanceProfile
Properties:
Roles:
- IRef InstanceRole
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ERAEER

# The IAM role that AWS Ground Station will assume to access and use the KMS Key for

data delivery
GroundStationKmsKeyRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Statement:
- Action: sts:AssumeRole
Effect: Allow
Principal:
Service:
- groundstation.amazonaws.com
Condition:
StringEquals:
"aws:SourceAccount": !Ref AWS::AccountId
ArnLike:
"aws:SourceArn": !Sub "arn:${AWS::Partition}:groundstation:
${AWS: :Region}:${AWS: :AccountId}:mission-profile/*"
- Action: sts:AssumeRole
Effect: Allow
Principal:
AWS: !Sub "arn:${AWS::Partition}:iam::${AWS::AccountId}:root"

GroundStationKmsKeyAccessPolicy:
Type: AWS::IAM::Policy
Properties:
PolicyDocument:
Statement:
- Action:
- kms:Decrypt
Effect: Allow
Resource: !GetAtt GroundStationDataDeliveryKmsKey.Azrn
PolicyName: GroundStationKmsKeyAccessPolicy
Roles:
- Ref: GroundStationKmsKeyRole

GroundStationDataDeliveryKmsKey:
Type: AWS::KMS: :Key
Properties:

KeyPolicy:
Statement:
- Action:
- kms:CreateAlias

BARE

214



AWS Ground Station

ERAEER

- kms:Describe*

- kms:Enable*

- kms:List*

- kms:Put*

- kms:Update*

- kms:Revoke*

- kms:Disable*

- kms:Get*

- kms:Delete*

- kms:ScheduleKeyDeletion

- kms:CancelKeyDeletion

- kms:GenerateDataKey

- kms:TagResource

- kms:UntagResource
Effect: Allow
Principal:

AWS: !Sub "arn:${AWS::Partition}:iam::${AWS::AccountId}:root"

Resource: "*"
Action:

- kms:Decrypt

- kms:GenerateDataKeyWithoutPlaintext
Effect: Allow
Principal:

AWS: !GetAtt GroundStationKmsKeyRole.Arn
Resource: "*"

Condition:
StringEquals:
"kms:EncryptionContext:sourceAccount": !Ref AWS::AccountId
ArnLike:
"kms:EncryptionContext:sourceArn": !Sub "arn:

${AWS: :Partition}:groundstation:${AWS: :Region}:${AWS: :AccountId}:mission-profile/*"

Action:

- kms:CreateGrant
Effect: Allow
Principal:

AWS: !Sub "arn:${AWS::Partition}:iam::${AWS: :AccountId}:root"

Resource: "*"
Condition:
ForAllValues:StringEquals:
"kms:GrantOperations":
- Decrypt
- GenerateDataKeyWithoutPlaintext
"kms:EncryptionContextKeys":
- sourceArn

BARE
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EAEER
- sourceAccount
ArnLike:
"kms:EncryptionContext:sourceArn": !Sub "arn:
${AWS: :Partition}:groundstation:${AWS: :Region}:${AWS: :AccountId}:mission-profile/*"
StringEquals:
"kms:EncryptionContext:sourceAccount": !Ref AWS::AccountId

Version: "2012-10-17"
EnableKeyRotation: true

AWS Ground Station #H&E

AERRETEEAM,
CEEMFAERERE  FetE LEABHEMREMRFIRE. EE PREFERRED 4 B BB Mt v LAk
ETEME , BAHRA JPSS-1 ephemeris MEEH , AT EEFAARMRE,

TrackingConfig:
Type: AWS::GroundStation::Config
Properties:
Name: "JPSS Tracking Config"
ConfigData:
TrackingConfig:
Autotrack: "PREFERRED"

BRBEARE , CFBEERRR TTHERAREERN D , UARERFRIFAEANERRR RHFE
K ERIR IR R HE &,

# The AWS Ground Station Antenna Downlink Config that defines the frequency spectrum
used to

# downlink data from your satellite.
SnppJpssDownlinkDigIfAntennaConfig:
Type: AWS::GroundStation::Config
Properties:
Name: "SNPP JPSS Downlink WBDigIF Antenna Config"
ConfigData:
AntennaDownlinkConfig:
SpectrumConfig:
Bandwidth:
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Units: "MHz"
Value: 100
CenterFrequency:
Units: "MHz"
Value: 7812

Polarization: "RIGHT_HAND"

# The AWS Ground Station Dataflow Endpoint Config that defines the endpoint used to
downlink data
# from your satellite.
DownlinkDigIfEndpointConfig:
Type: AWS::GroundStation::Config

Properties:
Name: "Aqua SNPP JPSS Terra Downlink DigIF Endpoint Config"
ConfigData:
DataflowEndpointConfig:
DataflowEndpointName: !Join [ "-" , [ !'Ref "AWS::StackName" , "Downlink" ] ]

DataflowEndpointRegion: !Ref AWS::Region

AWS Ground Station {E#& 1R §E

RERFRE L AEBEILE AP,

RECCHAEEBRNAR  GUAEREMARERERRE. CHEAERSBIVERE,

# The AWS Ground Station Mission Profile that groups the above configurations to
define how to
# uplink and downlink data to your satellite.
SnppJpssMissionProfile:
Type: AWS::GroundStation::MissionProfile
Properties:
Name: !Sub 'JPSS WBDigIF gs-agent EC2 Delivery'
ContactPrePassDurationSeconds: 120
ContactPostPassDurationSeconds: 120
MinimumViableContactDurationSeconds: 180
TrackingConfigArn: !Ref TrackingConfig
DataflowEdges:
- Source: !Ref SnppJpssDownlinkDigIfAntennaConfig
Destination: !Ref DownlinkDigIfEndpointConfig
StreamsKmsKey:
KmsKeyArn: !GetAtt GroundStationDataDeliveryKmsKey.Azrn

AWS Ground Station F## iR 1E 217



AWS Ground Station EREER

StreamsKmsRole: !GetAtt GroundStationKmsKeyRole.Arn

A% ERAE — i

ZEiRERER , BIBETLUHERE JPSS-1 BiE A |, LERETASMAN EFER R AWS Ground
Station AWS Ground Station {Zi&.,

AT 255 ZM CloudFormation 848 | ER @ EARHFIRANMMEER , A TUEEFEANE —SK

CloudFormation,

%2% 9 CloudFormation #iZxDirectBroadcastSatelliteWbDigIfEc2DataDelivery.yml E¥E

FRPORTEE , LABATAIEW Aqua. SNPP, JPSS-1/NOAA-20 Fl Terra FER B L HRESEZR (DiglF)
E¥l, ©8%E Amazon EC2 #1T{EEE , AR AR AWS Ground Station Agent #Z W R DigIF BE#EE
EERIFTEM CloudFormation &R,

R Aqua, SNPP, JPSS-1/NOAA-20 H Terra RIMAZHIIRE , F2E MAFE,

(® Note

BELAMERBEMN AWS BEAERRFEEFMA Amazon S3 7T , LUFEE

K, UTEZFEAEE Amazon S3 @#7FEFEB. BFus-west-2EEIE , KREEE
CloudFormation 3 & #Y ¥1 FE[E 15,

A, THERER YAML, BR |, SRR KREMH YAML R JSON #&=X., HEEfA JSON , &
ETHER. jsonFi . ymlBEBZRNRE .

EEMFH THEAR AWSCLI , FEATHGS :

aws s3 cp s3://groundstation-cloudformation-templates-us-west-2/agent/ec2_delivery/
DirectBroadcastSatelliteWbDigIfEc2DataDelivery.yml .

FAIERERPRAEELT URL , LEEZRAPBREN THELX

https://s3.console.aws.amazon.com/s3/object/groundstation-cloudformation-templates-us-
west-2/agent/ec2_delivery/DirectBroadcastSatelliteWbDigIfEc2DataDelivery.yml

& A LA A CloudFormation LA N EEEIZE FIETEH A :
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https://groundstation-cloudformation-templates-us-west-2.s3.us-west-2.amazonaws.com/
agent/ec2_delivery/DirectBroadcastSatelliteWbDigIfEc2DataDelivery.yml

HAERT HLEHMER ?
DirectBroadcastSatelliteWbDigIfEc2DataDelivery SiIREE T HMER :

- BREHTEEEMMEAT - (X ) NRBEEMLBEAE , AI®7E PublicSubnetld EEM
FRBPEVEEERAE, IREZREHTEBUALE FEED , IKAXEERE, BEHERR
EASEE EIP 2 BN , WiEETERERTHEE.

- BEWEHITEEEM IP - AWS Ground Station A5 EFRIVEM IP, EREEZZWEHTEEDEY
R R,

o FHIHFP—{EzEM P A5
o B EHITEREEEMY P BB - IR KIEE PublicSubnetld , BIZEM IP B E HITHEEAE

B, JEEE Subnetld 2Z,. 8 7K.
- BWEHTEREMER R ENEEMY IP BB - IRIEE PublicSubnetld , BISEMY IP BEERES
17181 B8 53 14 4 B ST A9 R S
(2 ) CloudWatch Event Triggers - AWS Lambda f# A B##& AWS Ground Station Bi#& B EiAH
CloudWatch Events #SZ¥HEE, AWS Lambda B B RUE) 112 12 14 315 1 SRRV 2 UL E ST (E RE

- (#HA ) Amazon EC2 B#&E8%¥ - £/ Lambda A E7H SNS BHHE#EERE Amazon EC2 #11T1E
BEERANIREE (SNS BA ) . B4R, EVAERBEETNEREEEER.

- HMERERE - Htt N EEBEE (Aqua. SNPP H Terra) RS HERHE,

- HiRFTITHRE - Hb N EEBEEHE (Aqua. SNPP # Terra) B KRR T 1THEE,

EEARF  HENENZSHEREL, EXSH I FLE SR AWS Ground Station BIEELEFHE
BEFER, BTFPFEEREBCHWE , BNuEMFERAILE AR AWS Ground Station BfER ., B2 , Al LA
HiELE A6 HEAXBERARENERRN,

A SUE AT i 5 AV E R 2

ERRBREFENSE , REAUERN -2 BN EREHTERMBERA®E, &

W EHITEER AWS Ground Station ﬁiifz‘t EERRR R ERVEREE AWS

Ground Station FEWRE NWERER. IERTERARERMFENFRENR , F28
AWS::GroundStation::DataflowEndpointGroup, IE REBERAFEMEF AWS Ground Station , 55
ZB B2 AWS Ground Station {fAIEFES ?

el
a
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¢ B AR

T3 XI5 Bh s S HE AR E R BF AT RE R A Y R RE AWS Ground Station,

FE

« BEERRIIE Amazon EC2 MBS A ETIHED

- W K BV B AR R A

- WFEHE FAILED TO_SCHEDULE B##& A

« $HHARER HEALTHY #REERY DataflowEndpointGroups i# 17 # k& 22 B
- HEPHENNETHES

- HRKZERNWBISAETHRED

- HERNETHERD

S E R RZNE Amazon EC2 HIBti& A EITHER B
R EEER IR AWS Ground Station Bi#& , BIFEE#EE Amazon EC2 #TER 2B EEHT.

BEENRERMEARINEEINT  YRBENRBRIEAEXNRRC ERRE,

(® Note
DataDefender (DDX) 2 B 8l XENE R RIZin B EAEE S AWS Ground Station

DEARMF

THREFEER Amazon EC2 #I1THEEERE. & EE FERE Amazon EC2 #17{E# AWS Ground
Station , FEZE AF9,

HER 1 FERDARRY EC2 ST{EER EEMIT
TR R MAAE T2 & o BIRIEH Amazon EC2 HTEEE | 7 RETH BB HIT (ERE.
1. REIMREEREUR L BHE AL Amazon EC2 S1/TER. EATHSHE .

a. 7TECloudFormationf&&xAx+F , iIBEEE Amazon EC2 H1THEEBRHE,

b. BIEYRKESER , W EBE ID MP2REHN Amazon EC2 #/THEE, BBHTEREE
Status (REE) WHEIL,

BB R E Amazon EC2 RIBAZ AEITHRFED BT 220
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c. TEER ID#F , iEZE Amazon EC2 I{THEBMNER., EFEEE Amazon EC2 BEEF 2

L
Ho

2. 7 Amazon EC2 BB XA | HIFEM Amazon EC2 #/T{EBEAREE EE 1T,

3. WMREMNPITEBEENT , FRET —ELSR. WRENVITERBRIIT , FREBUAT SRR
BTERE

« IZH Amazon EC2 #1{TER & , B EFBF > HITEEME > B,

SR2 ¥ ERANESRERAENER

WMREFEHA AWS Ground Station RERENETERRM , BEFHEMZE AWS Ground Station & g A
BRI —H, ®A , MREERANZ DataDefender (DDX) FERATES , F5# /8 the section called
“CEB 3 MRERNREEAERX EESIT .

PRI BmRENREEARX EEHT

B 3% DataDefender MREEEELRELEE] Amazon EC2 HHH{TEE, NMEEZTHITEENFME
A, BSEEEZE Linux #ﬂlfﬂlﬁ*

THREFRME SSH AR R ERABTHREZES R,

1. BIRURIBHMHHSIRTR , LA SSHIELEE Amazon EC2 #4T{EEE, EHix **“I%E’Ja_if%iﬁ
80 , LA#@4R DataDefender Web Ul, FHIen S REBMMAEER SSH BB A EEZEEXNESER
Z Amazon EC2 $1/T{EEE,

@ Note

BHALGETE SSH 288, B2 X #EZHM Amazon EC2 #1T{E 8 = #Z #EWL <SSH
KEY>, <BASTION HOST> #1 <HOST>,

B M Windows

ssh -L 8080:1localhost:80 -o ProxyCommand="C:\Windows\System32\0OpenSSH\ssh.exe -o
\"ForwardAgent yes\" -W %h:%p -i \"<SSH KEY>\" ec2-user@<BASTION HOST>" -i "<SSH
KEY>" ec2-user@<HOST>
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ssh -L 8080:1localhost:80 -o ProxyCommand="ssh -A -o 'ForwardAgent yes' -W %h:%p -i
<SSH KEY> ec2-user@<BASTION HOST>" -i <SSH KEY> ec2-user@<HOST>

2. B DataDefender ( th#8% DDX) EEHIT , FERE BB EF R A ddx WHITREFET
grepping (& ), U TRMHE—(EMTHEBRERFF —ERIIEHIEH L H Grepping BE®H T,

[ec2-user@Receiver-Instance ~]$ ps -ef | grep ddx

Rtlogic 4977 1 10 Octle ? 2-00:22:14 Jopt/rtlogic/ddx/
bin/ddx -m/opt/rtlogic/ddx/modules -p/opt/rtlogic/ddx/plugins -c/opt/rtlogic/
ddx/bin/ddx.xml -umask=077 -daemon -f installed=true -f security=true -f enable

HttpsForwarding=true
Ec2-user 18787 18657 © 16:51 pts/0 00:00:00 grep -color=auto ddx

R DataDefender IEFE#1T , 5B ZE the section called “5E8 4 : BN ERRRERER S
RERE B, BEET —ELXR.

3. {FERALL TS EE DataDefender,

sudo service rtlogic-ddx start

IR DataDefender £ MO RIEEHIT , FBHZ the section called “F B 4 : BN ERR
BREAEXEARCHRE B8 , BEET —ESE,

4. FRAUTHSBETIER , LEBFZENRE DataDefender B2 BB EMEEES,

cat /var/log/user-data.log
cat /opt/aws/groundstation/.startup.out

(® Note
BRESEERERENE RREERE Amazon EC2 #1TEEE H P #ITH Amazon VPC &
E17EL Amazon S3 THRZLZHER, NMREERAFTRBNERE , F8E EC2 HITEEN
Amazon VPC MZ£FHERE , LERECMHTASEHEE Amazon S3 HI7FEL.

IR DataDefender EHEHEA Amazon VPC RERIEEHIT , 5HME the section called “FH BB
4 BRENERREERAERLREERE ., MRAEBISFERE | FHIE AWS Support I &% B
SEREBERER,
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SR 4 LN ERREREARKXSERERE

1. 1E Web BB | BB 5 E A T 5 #h it R7ZE DataDefender Web A& N
| : localhost : 8080, A% Enter &,

2. 71t DataDefender &R+ , i#1E Go to Details (B EFHMEN).
3. RERBFEPEIER , ARIERE Edit Stream (fREEHETR).
4. 7£ Stream Wizard (BRBEE) B AP , T THIEE -

a. 1E WAN E@EH+ , #ECEINERG B WAN = LAN,

b. & Port (E#R) FlH A BELCABERERMFEEREN WAN EEERFE, ERE
FARR A 55888, REREET—H,

Stream Wizard

-y = [

WAN Transport Local Endpoint Finish

Configure DataDefender to communicate across the WAN

Stream Name [ R E ©
Stream Direction IS EREENY ~

WAN Transport 1

Enable Multicast g

(2]

> o (G

c. 1E Local Endpoint (A#ix2) Bi&H , BERENAERIETFTERN Port (EEIE) Bk, LhiEE
BFER A 50000, iE & DataDefender #& AWS Ground Station FRI§#EKERE K LEREHT
BRERNERE, RBREET %,
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d.

Stream Wizard

s +>= [
WAN Transport Local Endpoint Finish

Configure DataDefender to communicate with a local endpoint

Local Endpoint 1

Protocol uoP M o

Enable Multicast g

o
Local Consumer 127.0.01 °
U 50000 °

¢ oo > oo (G

MBZREEETME , BEBHEARNEERREIE Finish (BK). BEIEATLAKE Stream Wizard
(BRBE) WEERBUH,

BN E SR Amazon EC2 #11T7{E &M DataDefender & 2 IE R 1T I 5% & AW EE AWS Ground
Station, R&#EHE1Tthe section called “F B 5 : lEELWIZWEEHTEE (Z2H) FRAKDPEZHNT
A IP ik,

SRS MELSHNZERRFHTEE (26 ) FREFEEANTH IP it

THREFRANAIE L AR Amazon EC2 EIKRESEFHTEEFSHATAMN IP it BE,

1.

SHY RS E R EH R 2 BHR R ARS8 Amazon EC2 #ZSE#TEE, ERATIISR !

a.

b.

T£CloudFormationf& R4k & , iIBEEE Amazon EC2 H1TEEAHE,

BEERES|IER , WEEE ID MPSREMN Amazon EC2 #1T{ER. BEHTEREE
Status (R 5&) WAL,

EEB D ¥ | 182 Amazon EC2 #1TEERER ., EAAFTERIE Amazon EC2 EE X

Ao

£ Amazon EC2 EE X AH , BRI KE—T Amazon EC2 N EHTEBRNHTHERBEF
By FHEER ID i, ERFEMEHEN Amazon VPC EE XA,

SRS MELCHRKFITER (6 ) FREDPERZANTA P it 224
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3. £ Amazon VPC B XA FZEEFTN FEK , WE FREKNEFEEAUEES RN IPv4
st MBUHBFAREAFEH L Amazon EC2 EIWEBHTEENERREREY , BT THH
=

a. E ¥ CloudFormation #174<¥ FERY FHEEE CidrBlock A IEERETRE K/, WMEFREEAK/PHIGEA
B, FE2 BT CIDR [E#,

b. FHAEHEM CloudFormation EI R EFH L EHE,

MREHFEEIREE , FHisE AWS Support,

RS 2 i 2K B Y B % 3= 451

E AWS Ground Station R ZI & RIEEMER |, Big ARNK RS AMRERES FAILED, U TRHAT
AEE B FAILED BHE AN E RERRS| , LUK B R B R B

(® Note

AIEFEFI AR FAILED B#&AREE - TE AR H bk BUIRAE | g0
AWS_FAILED. AWS_CANCELLED = FAILED TO SCHEDULE, tNEB#&ARRENGEMAE
A , 5528 the section called “AWS Ground Station B4& Ak &E”

Dataflow %% 28 FAILED i F =41
UTRARERENAERERERREN FAILED BSRENEREAEMIFE
. BRGRRIKETEEL - AWS Ground Station RAET —HLZEER TN REHEE R RER

BEHE < B IELR

« Dataflow i B & EEER - EHAFREBEcREN —LZEERREN AWS Ground Station X#R
£2 Dataflow i Bh 840 < BIAVELR

« Dataflow im0 FHRMZE AR IP it - AR BEWESEITERN FREPIETMTHAN IP i
ik, Bk AWS Ground StationfV BRI RS #EA S RELTE LN EMEEE P EIL ENI,

« Dataflow i E M FHIKEN - AR EEFE Dataflow i BB AP IEEMN FHEE , AWS Ground
StationfV BB X R A RELHENE R P ET ENI,

HREAERREREAMES , EBEFTHIER .

IR DB K BB B A% SR 451 225


https://docs.aws.amazon.com/vpc/latest/userguide/subnet-sizing.html
https://aws.amazon.com/support/createCase

AWS Ground Station (EE
- EIEERBERE A  BEIEWE Amazon EC2 #1TIEER E I RE,

- BRERRERMEECEBRSHEREALHAT.

- BASEZERITER FEBENEEAERRBERMEDT —ETAN IP it

- BBE PRENERRE , BRE Dataflow im B HEMARBEE AN FHAKERE Amazon VPCRIFER+
B At A AWS Ground Station.

IBE WSS EA R E Amazon EC2 MBHEA R THIEDBNMEDE SR  HSH L0 —,

AWS Ground Station fCIEIZ = 2k By 5 B R 41

3

LTRUTREHERASHENREBEREXRUNEREARIFE !

« AWS Ground Station EIRAERABENRE - EEHAERNFAEREHE I —IZAERNREZE
BN ERAERKKIIEREAREE AWS Ground Station. LEHREETE 1 EE A& FE RSRIM LR EE
AT,

« AWS Ground Station Z g A BIEERI A - B E157 Dataflow i HEH L —HZEERREERRS
HNERAE 6 EBEHERBFBRIEERSA,

HRMEMT AWS Ground Station HEIRASERRELAMRS , 2BRER THIEE

- EIEERBERE A  BEIEWE Amazon EC2 #1TIEER E I RLES,
- BRERAESRAEX S EBERBRNBEMEB LT,

- BRAERAEEARERXT Amazon EC2 HTEE REBEERE 15 VAR, EVEERAES
2 SR B RS [m ¥R & AR A8 AWS Ground Station,

IBE WSS EA R E Amazon EC2 MBHE A THIEDBNMEDE SR  HSH L0 —,

3

WPEZ B FAILED TO SCHEDULE B##& A

g ERERBES AL RGN EIER AWS Ground Station |, BiEAMSE R A
FAILED_TO_SCHEDULE #t&€, #E A FAILED TO SCHEDULE AREER B LS A S BIZM iR (i
errorMessage AARHAMAR . WEHERBIZEANEN , 5528 DescribeContact AP,

TR ATsEE S FAILED_TO_SCHEDULE B##& ARVE REMA RS , LUK Bh2E HHE R S ER
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https://docs.aws.amazon.com/ground-station/latest/APIReference/API_DescribeContact.html
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@® Note
AIEFMEM AR FAILED_TO_SCHEDULE Ef#&ikaE , FiE AR EHt L BUREE | Hltn
AWS_FAILED, AWS_CANCELLED = FAILED, MEB#EMEBHFMEN , F3H the
section called “AWS Ground Station B & iR &E”

TXEERRTTHBEAETIEENRE

B R HEFR M B AR A VTS0 1A E B EMM antenna-downlink-demod-decode #H7E,

SHIIRAM AntennaDownlinkDemodDecode #8 &€

- WREM antenna-downlink-demod-decode fARERIA OB E - EEHIB 2R ERE L INEENIR
K,

- MRERBFEEBNZEZEE LM ARDHFENRBERE - FRET —ESR , THROTINAR

7 AntennaDownlinkDemodDecode #H&E,

¥ # AntennaDownlinkDemodDecode #H &€

AWS Ground Station E#ZHi#& SAMA B ERE, £H AWS Support 23 RflcontactId , BFEL
FAILED _TO _SCHEDULE iREEFEREH

— IR BT B
o0 R bR B R RIS AR R ¢

- ERAMENERREEENERAIEBRBATIIES —EBEA. UFENAREBEANESR

B ReserveContact,

. MREHENSILIEIFRERER FAILED_TO_SCHEDULE #R&E |, 55H##4& AWS Support

s
W%

¥ R ER HEALTHY #REERY DataflowEndpointGroups H{THE
il

THRER RN BFEETRERER HEALTHY RENRR , UREKIHVEE S ERHE,

TXEERBRTTHRBHEETIEENRE 227
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« NO_REGISTERED_AGENT - EkE EC2 #{T{EfE , ERHMRERER, FiE , EXEHEERNEZE
FISSAHRERE SR | PN BERTh, MFEREXERNWFFMEAEH AWS Ground Station KEER |
S

« INVALID_IP_OWNERSHIP - £ DeleteDataflowEndpointGroup API Bk Dataflow i BhE¥4H , A
# £/ CreateDataflowEndpointGroup API , EFEE EC2 /TR AHEITAY IP thu FEFIBEHE
3 Dataflow i BhEf4H,

« UNVERIFIED_IP_OWNERSHIP - IP bt & REazE., BRBESEHHET , RILEZ B THN.

« NOT_AUTHORIZED_TO_CREATE_SLR-REAREREEIVENRKELEAC., BRE PHSEHEER
B F A Ground Station WIRIGEZE A

HEISHBERNET LS

EEGERFMER LEZE B AWS Ground Station , EEREBIFESRIFIERE. NWRBIJBLK , T
BrEARREEE E A INVALID, DescribeEphemeris EIFEFRRYSEEREA RIZMEEMERR | 15 B & B FN 47
;;,&F':ﬁ%o

TREREREER

R B KB | DescribeEphemeris APl EIfES TS ME®A , UIHBIZHBIRIE

errorCode

AR ERFIEROMETRENENR. EUAREARGHEREE,

errorMessage

REHERNABEUTRER  HhESHRNBEFRER , URIMEERRNIES

NI MM DescribeEphemeris B FEE I

"ephemerisId": "abcl2345-6789-def@-1234-567890abcdef",
"name": "My Invalid Ephemeris",

"status": "INVALID",

"creationTime": 1620254718.765,

"invalidReason": "METADATA_INVALID",

"errorCode": "OBJECT_NAME_MISSING",

"errorMessage": "Metadata field missing: OBJECT_NAME",
"suppliedData": {
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"tle": {
"ephemerisData": "[...]"

}

TLE ephemerides BV & RER & EHER
LTREEETLE ERMERFEINE RERFHER
THENEE B &mR
$558 : Tephemeris FFENFEE B SRS HEEHNE E B KRBT
R ER  HEFE TLE 79 H NORAD ID/FE B #imERS SEENEE B iR, 00000 ARE
BB FIRBNEE
FEWH F I EE
$HER . TP ephemeris W BIEER R FTHI S E ephemeris ZE KK

FRRFR AN TLE ERER  XRREMNEE, Ground Station & 1E 5 78 HA & £
Space-Track ¥ REHAESE,

OEM ephemerides BV & R B8 8551
UTRLEEOEM ERMERFEIINE RRFTER .

BEYHNSERER

$58R ¢ TFX#& REF_FRAME

BRF R . BN OEM BRUEAEF —EXENZEELR | EME2000 5 ITRF2000,
(FSOPE -2 v

$558 | "Metadata #{1E% : INTERPOLATION"

ERFZE : #& INTERPOLATION #1 INTERPOLATION DEGREE #{Z#i8Z OEM F & L =
B, BER EXEBXEREOAEMNALE AWS Ground Station IEE

X ENRFERE
$8ER . TA X% & TIME_SYSTEM,
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ERAEER

BORAR - TBRIEH OEM BEMER UTC MABB R,
X EH OEM A

$85R © TF X & CCSDS_OEM_VERS

FRARF R - HREHN OEM HEREH CCSDS OEM 2.0 k.

FuAASRELYNE RRFIER
UTREESUABREEGYRBIINE RBREHE .
BRAN/ EAER

$835 . TEA—1@ TimeAzEl AzEISegment 81 4

BRER  MERSURABRTHEERRBESEL —ARBRESL/REAY,
BRNHUAEE (K)

§55% : TAzElaz BARKRHER -180 B/PRIFR 360 E .

fRG R WA AE [-180, 3601 EA.
BEVNEEAESHE (E)

$55R . TAzElel XBARRAHER -900 B/MAHER 90 E

BRER WEASEAEE [-90, 90] ER.
BUN A AEE (ME)

855 . TAzElaz XZBARRBER -pi B PRBER 2pi E

RRAR  wREAuANR [-w, 2] MEA,
BEYNESEAEHE (IE )

B35 . TAzEl el RARKRBER -pil2 B/MRATER pi/2 slE |

BRAR  WIESEAERE [nw2, m2] MEA.
FERREE

$858 : TAzEISegment H#Y TimeAzE| AzEISegment 18 B 2478 & Bk B FF HEFI

BRRT B - HAREE R B P R B B E &A1 10,

FUAASREBIYNE RRBHR
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B R R IEFHES

§585 : TAzEISegments 2478 B KB HES |

BRAR : BRERKEBIEFIES.
ERER

iR 2O (ARRNKEREREGERSEEEED,

AFR  BRAEEAEHFEH—WIIEEEFHEE, —EERendTimed TEBBT —EE
BstartTime®y .

SEEEHERR D BR
MBI TR AN , BB T HISWARE -

&R ephemeris ID FEAY DescribeEphemeris SAMEEY errorCodefl errorMessages
WEIERAL , UESRERERMNBEEFMENA.

B IE ephemeris EXH 2B EE,

£ CreateEphemeris L{EEHFE EERBHF ephemeris.

ERFN TR EARE , EFIHIEZENABLEDIRER L,

MRABEE |, 5F5FEH DeleteEphemeris MR ER E R E R,

I o

TRIEERGSE

T 5% &R ephemeris BRFE KM E R AT BerrorCodeBEMNEEBMET |, fke
BinvalidReasonfEBIfE &,

WA ERE . METADATA_INVALID

EFENPRERRUER, BXTEBRRE ephemeris ERPIETIENER  HEaREELH

\NO

P

HRENXR SHERFAE
MISMATCHED_SATCAT_ID TLE ephemeris R IFE M ETE B X 5RIRELEARAV 1 £ B 8%
SRR TR
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ERAEER

SRERIEIR

OEM_VERSION_UNSUPPORTED

ORIGINATOR_MISSING
CREATION_DATE_MISSING
OBJECT_NAME_MISSING
OBJECT_ID_MISSING

REF_FRAME_UNSUPPORTED

REF_FRAME_EPOCH_UN

SUPPORTED

TIME_SYSTEM_UNSUPPORTED

CENTER_BODY_UNSUPPORTED

INTERPOLATION_MISSING

INTERPOLATION_DEGREE_INVALI

D
AZ_EL_SEGMENT_LIST_MISSING

INSUFFICIENT_TIME_AZ_EL

SRERANE

7% OEM ephemeris CCSDS_OEM_VERS HH , X
WiE: [2.0]

OEM ephemeris iR ORIGINATOR #ZTEM

OEM ephemeris #R2>CREATION_DATE #ZEM#{
OEM ephemeris it 2 0BJECT_NAME & BHE
OEM ephemeris ER4*0BJECT_ID H#EE RN

7% OEM ephemeris REF_FRAME HH , XEWE :
[EME2000. ITRF2000]

% # OEM ephemeris I HYREF_FRAME_EPOCH H#¥&
RHENL, B ephemeris B BRI

% # OEM ephemeris TIME_SYSTEM ®# , XEH
& : [uTCl

R Z# OEM ephemeris CENTER_BODY H# ., XEM
& : [Earthl]

OEM ephemeris it 2> INTERPOLATION F#gE R84

OEM ephemeris PR IGEHEE X H KRB B ERN 0

azElSegmentlList MW{iE%

Z2L—@E PR ETimeAzE1{L azE1SegmentlList

WA ERE . TIME_RANGE_INVALID

ETRMEMAeSENNEEEE  2ERAERERE, BREF. ERERIBEF—HHEE

B, R REEEER.
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ERAEER

SRERIEAIR
START_TIME_IN_FUTURE
END_TIME_IN_PAST
EXPIRATION_TIME_TOO_EARLY

START_TIME_METADAT
A_TOO_EARLY

STOP_TIME_METADATA
_TOO_LATE

AZ_EL_SEGMENT_END_
TIME_BEFORE_START_TIME

AZ_EL_SEGMENT_TIME
S_OVERLAP

AZ_EL_SEGMENTS_OUT
_OF_ORDER

TIME_AZ_EL_ITEMS_OUT_OF_ORD
ER

AZ_EL_SEGMENT_REFE
RENCE_EPOCH_INVALID

AZ_EL_SEGMENT_START_TIME_IN
VALID

AZ_EL_SEGMENT_END_
TIME_INVALID

AZ_EL_SEGMENT_VALID_TIME_RA
NGE_INVALID

AZ_EL_SEGMENT_END_
TIME_TOO_LATE

SEERAAS

Ephemeris Bi#EFFE = AR EFE , ELERBENKRE
Ephemeris &R RIB LR , BLAERRK
REAIBHIRE R R ephemeris % 3R

START_TIME H#ERHEFER OEM ephemeris EFl A&
BRI

STOP_TIME H#EERHEKN OEM ephemeris EXlAE
EHRFERE

EL—EAEREERendTimet FREERM startTime
EL—AERNEESERAMERRHGEEEE

ERTESTRIEF

NHTimeAzE1EHAZzE1Segment B EBKIEFHES

BRI SZE epoch EBYHE X EHE

EREREGHEETNHRERETISEE —BER2ER
%

ERAREEBEETHEREEISERR —EER®
f& R

[E2 ER Y 78 3 B i) 6 B R

[E ER R A& SR A B 2% epoch SRRV RHERE LR

TRERBSE
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ERRIETS HRAR
AZ_EL_TOTAL_DURATI FRERNAFERBBEBAFNERAESERRE LR

ON_EXCEEDED

EWHERE : TRAJECTORY_INVALID

ETRMERNSEENNEER K SRNESY. AEHEREVHNEER K HSREEBLHEE,
SERERE SRR
MEAN_MOTION_INVALID FriR 1t TLE ephemeris B F I BEEE R F N SE

ephemeris ZE XK, ¥ Z : Ground Station 1£ 5 & Hi [
£/ Space-Track M ERMEARSE

TIME_AZ_EL_AZ_RADIAN_RANGE_  AzEl az H#AARRER -m B NRBEH 2 E
INVALID

TIME_AZ EL_EL_RADIAN_RANGE_  AzEl el #ZBARFER -1/2 B/ PRRER n/2 E
INVALID

TIME_AZ_EL_AZ_DEGR AZE| az RAARRER -180 BNRARER 360 E
EE_RANGE_INVALID

TIME_AZ_EL_EL_DEGR AZEl el BERRHER -90 E , BPRFFER 90 E
EE_RANGE_INVALID

TIME_AZ EL_ANGLE_UNITS_INVA MW AzEI BEE (]
LID
EWHIEE : KMS_KEY_INVALID

E AR MNZEEEE R AWS Key Management Service (KMS) €834 RIRER K MEREiSLLE

N0

g
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SRRRIEIR SRERAE

INSUFFICIENT_KMS_PERMISSION  Ground Station 3875 & $#1#9 5 A 58 2Bt ephemeris
S KMS €&

WA EE : VALIDATION_ERROR

E ephemeris BRI —iRBEBETBR A ERERE K REREELER,

SEREAE SRR

INTERNAL_ERROR ephemeris B2 3% HA R 3% 4 R 52

FILE_FORMAT _INVALID ephemeris BEREXEMNRIER, BREERFTS
ephemeris EE Y FERIE R

¥R BB R RV BiS E1T RS

B AT RE S ER |, BNRBEEMER, EWERTERIZ AN PCAP 2R , IENREME
P S3 BRI , AIE£RE PCAP %, EWRAHNZREE. UTHm—ERRE , AR N#ERE
ERR,

TITHRETEH

REEFRERNSEBMEASSEREBN KETTHEES XETTHEAMBIBHEE, NMRIETEHWHERE
REEFRMNTAHRT —2, AWS Ground Station A X W EEMM AL, mﬂ%%“&*ﬂ&ﬂ&ﬁﬁﬂ
AWS Ground Station,

EEBELEE  FRRCEANGCRASEZERNTASR. fN  BRCSREERNFOEE, H
E. Bt , YREERBNRESE,
HEBF

BER  BEVESHTEE  EREHEMSIEARFE. BRECUEAEEEHFEEREPNN
B, AWS Ground Station AL IZWRBRERAK CEHENWAN , RENEREANETEFEHFARER
AWS Ground Station XiRIERIFFZEFHENRKEFRNVE,

AR EE R BHIE A ETHEDE 235
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MREEFE NOAA EEN LN EEREHEEHS , B LE NOAA FEIREF S A L 32 H#i 5 &
FRENAR. ARTRIEAHENEHTRENRDE S TRRBEREASP,

MRGFHEEECHNEEEA , CEESETHRENEERE , URETMREESEHE EH AWS
Ground Station, MREHITWEESFEGHEDNN , EVERBREEAENNEITREER, NER
HETERMERNEFEMER , 55208 7# AWS Ground Station 21 F§ ephemerides

AWS Ground Station 5 &

R AWS Ground Station B BB KB EUE , AWS Ground Station A5 BEARERRE R
AWS_FAILED 3% AWS_CANCELLED, MEBEEMBHWFMEENR , 528 7THBBEMEY, &£
REERT , AWS Ground Station AIREE A , ERERBERINELNIRSE , EFFERBBAE
A AWS_FAILED = AWS_CANCELLED #t&8, R4 EEERE , AWS Ground Station FEZIGIRF 45
EEHRMHAELN AWS EERBERR. NFEERBERRVFEMEA AWS |, FSBAWS EE
ARREEE A EIER.

HHERE TR
5 TSI TR M S R0 % R,
¥ RNRERBE

IAM FF A 5 3R

E G
M0Y CreateConfig B3I TelemetrySinkConfig B , 82U FI§E31 -

Unable to write to Kinesis Data Streams stream. Ensure that Ground Station has
kinesis:PutRecord permissions for the given stream

R

« TelemetrySinkConfig Fig§ER IAM B3R BB A Kinesis Data Streams & RATIHENEF A,
- |IAM A& LNEEBERT 5T AWS Ground Station #EEZBE,
« TelemetrySinkConfig 1 # Kinesis Data Streams &% ARN 7 [EfE &R 171

fRRT B
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1. HERIAM AEFEHEEERMNTT. REDSE 2 . B TelemetrySinkConfigit R EBFIE S
8

2. % AWS Ground Station & af UIBEEMN IAM B

aws iam get-role --role-name GroundStationTelemetryRole

HEREFEBEEE groundstation. amazonaws . conf{ BEFHRFEZEFEA.
3. e IAM A EBLEMN Kinesis 7 :

aws iam list-attached-role-policies --role-name GroundStationTelemetryRole

BRBEEAEERM kinesis:DescribeStreamkinesis:PutRecord.,
kinesis:PutRecordsifd,

4. FEER Kinesis Data Streams &7 B ARN IEFE :

aws kinesis describe-stream \
--stream-name your-stream-name \
--region us-east-2

5. MRFEAEFZEMNE , FHEE IAM AEEHF AWS KMS £#fkms : GenerateDataKey#f
A,

PassRole FFA[#5 52

EEN

O BfCreateConfig , BRI BRRZ B AEE IAM A BRIER,
RRAR

BRIEN IAM EAERACEEER IAM AGHiam: PassRoledFd, B THBEHFIEZTENERE
HAG :

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
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ERAEER

"iam:GetRole",
"iam:PassRole"

]I

"Resource": "arn:aws:iam::99999999999:r0le/your-stream-name"

Kinesis Data Streams & fi 40 R& 5 &
E O

&R ATAY K B R BR o

R&A

+ Kinesis Data Streams B RN AET EURMEENEIZE,
- HufEAREXNEEFERAER , EREARR.

R B
1- m§$l)lbﬂk¢» .

aws kinesis describe-stream \
--stream-name your-stream-name \
--region us-east-2

2. fEHA CloudWatch 15EE#ZRE AR -

aws cloudwatch get-metric-statistics \
--namespace AWS/Kinesis \
--metric-name WriteProvisionedThroughputExceeded \
--dimensions Name=StreamName,Value=your-stream-name \
--start-time 2025-12-08T00:00:00Z \
--end-time 2025-12-08T23:59:59Z \
--period 60 \
--statistics Sum \
--region us-east-2

3. MERERABRRK , BFEE :
- YIRFBEREENNETEBDER.
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- EAEMASERHEIT AWS Ground Station &8,
- MRFEAMRER K FBENBSEE.

ORI R AT B

REBTENER
Btk
5 F BRI ThAE R RS SR ERE HEE BIAE % |, Kinesis Data Streams SRR A 2ERENER,
A RERY IR R M ARR 5 R
EFHR A R R E R
HBEEARBEANEKHRESE telemetrySinkConfigArn :

aws groundstation get-mission-profile \
--mission-profile-id 12345678-1234-1234-1234-123456789012 \
--region us-east-2

BE telemetrySinkConfigArn ML, MRFEFRE , AERREBRBAER,
IAM B &5 T EE

B Y IAM EF ] SR S HERR D BRIAM FF T EEE5,
Kinesis Data Streams SR T EERL R EERM [E15

HEERREFERERNESF

aws kinesis describe-stream \
--stream-name your-stream-name \
--region us-east-2

Btkg A 1 R BA A
ERR N REBEFRRRERG. REBIEARE , #EEBEACRS

aws groundstation describe-contact \
--contact-id 12345678-1234-1234-1234-123456789012 \
--region us-east-2
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B8R 15 E R B
UK

ERERRMNNAXNEZRFERLES —Ho
A RERY R A

+ Kinesis Data Streams ERAEREH R R. 582 E Kinesis Data Streams iR HRER &,
« AWS Ground Station B Kinesis Data Streams &7 2 B K ELRREE,

R B

« 7E CloudWatch FE£#2 Kinesis Data Streams SBiRIEER BB R A HEERS,
- BRENBEFEAREREEANEEHANMERE,
. FHAEASREIT AWS Ground Station &8 , MU GREHMERARXTA,

BRI EE

JSON &l#riash

AR

ER AR MENTHS JSON B E s,
S

- BB Baseb64 15 - Kinesis Data Streams F iKY & £, Base64-encoded. B4 EMBIFTER , B
BEZM A JSON, WMFEFMER , F2BIKE Kinesis Data Streams & EEE #lo

- WMEZE A - B TelemetrySinkConfig B AWS Ground Station AJfEIX % A B CE. BWER

BAEEEEEZARENT ERNTE.

BERABAZIN - B %24 telemetryTypeAndVersion, telemetryType#l

telemetryVersion #fy , LAHETEERCE#RMVE EEBIER.

R & R 28 2L = hig A
iR
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R R

ERFAHNTA , RAFNENEENGEBERRATEEREEREERMSIA. ENEAENE
o ROERANBMEAMAAEITEER,

- RMERECHBEE MR,

- HHRAGEEBEREFEEREE,

NEERERRARHNFRES  F2R EEELRAZEEHEE,

S R

MREEERRBFBS R RIFBEIEE , FBHE AWS Support,

BERHENEA
Bia<ER , FRETIER !

- BEFERBLEA IDs

- EANEBHRER D

» TelemetrySinkConfig ARN

- Kinesis Data Streams &fi ARN

- IAM B ARN FLEHEMNBUER

« CloudWatch Logs &Y FEA RN EEERAL
- BRAERBERNEERER

- EEREINVIRERZETL R

W —fi% AWS Ground Station 2 , 2 BAWS Ground Station ( fEFA&IERE) -

AR YT
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AWS Ground Station £ &5 X4 FE S 50 8%

T&REE AWS Ground Station FREIRBEEERENEEZEEE,

g5 iRk H HA
XA EF 8 HMINEEZ CancelCon 2025 £ 12 A 10 B

tact AP| , B & EiRThEERMET
EE‘@E’JﬁBﬁﬁnﬂo WEFEM
B, ESE T BEEETE,

XA E &8 CloudWatch 1528 2025% 12 A 2 H
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