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2 Amazon Data Firehose ?

Amazon Data Firehose @ —HE£ZER® , IRHKERERRNEEMNM , Fl20 Amazon Simple
Storage Service (Amazon S3). Amazon Redshift, Amazon OpenSearch Service, Amazon
OpenSearch Serverless, Splunk, Apache Iceberg Tables , AR ENE =S RBEELEEHEEN
EMBET HTTP ik HTTP %% , 2% Datadog. Dynatrace, LogicMonitor, MongoDB, New
Relic, Coralogix # Elastico £/ Amazon Data Firehose , T B EERSEAERARNERER.
WA LGB R E B R EAKERHEIEE Amazon Data Firehose , I BEIHSE R R ERISEN B 1Y
#h, #ZtBALAERE Amazon Data Firehose fE R fH & ¥z Ellg?ﬁ'ﬁﬂ

MF AWS K BIRSRS RORAET , BSH AMIRAWS, NF AWS BRERFASRNHME
R, BSE{HEREHER 2

TERRESR

&SRB EA Amazon Data Firehose B | I8a[ U TR T HIBI S P ER,
Firehose &

Amazon Data Firehose WEBRER., B LUBIBEY Firehose B , ABBERMEABEAG | K
£/ Amazon Data Firehose, MEFHMEN , F2RUERE  EESEY Firehose BRME
&R EEE Firehose Fiio

AOE%

BN EREEEBILE Firehose FRNWBEBHER, RHEHA/NALIEE 1, 000 KB,
BEREES
HEEABRLKEIEE Firehose B, Bl |, 7% B HERMEIXZE Firehose BiRE Web @R =2E

BEESH, B LERE Firehose R BEBRIRAM Kinesis EREBRBINER , WEHEAEHN
i, MF/FFMEN , BFSREEREEE Firehose £ifio

wEEADNEEEDR

Amazon Data Firehose 8 8 EARREREFH R ERNR—RED K BSEXNEE N,
Buffer Size LA MBs BE 1 , LA Buffer Interval BE {1,

T RS 7


https://aws.amazon.com/streaming-data/
https://aws.amazon.com/big-data/
https://aws.amazon.com/streaming-data/
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T 2 Amazon Data Firehose PRI & ¥ RE

LA Amazon S3 BVt S , RRERBMRNELN S3 RAFIE. NREHAERNER  SWILRE
MR E BB 2 5 — 18 Amazon S3 RETFRTEE.

Firehose
delivery stream

datasource >, transformed | destination 53 bucket

records
source records -

| ‘ — >
| transformation failure
g _ transformation failure. —— E

LA Amazon Redshift BRI E , BREREERNSEEN S3 RFEFE. A% , Amazon Data
Firehose &% H Amazon Redshift COPY@i+ , S ER# S3 HEFETEE A Amazon Redshift # 5,
MEERAERER | SLLREMKFRRERES R %S — 18 Amazon S3 RFEFE.

Firehose oo ————— i ;
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data source delivery stream 1 "3 H 53 bucket [ooo======—————s Redshift cluster
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L e e e e e e - »
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e
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Optional component
or data flow

% B M9t B OpenSearch Service , BRE RS EEZ LK OpenSearch Service 5K , REATLURE
B EHZE S3 FHIFITE,

T ## Amazon Data Firehose 1 H) & ¥/ 2



Amazon Data Firehose HBEABER

Firehose Elasticsearch
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LA Splunk BRI S , BRERERE Splunk , REFLUZIZEMRERHEHD D S3 REFE,

Firehose
data source delivery stream I 1
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& AWS SDK £/ Firehose

AWS HEEF B E 4 SDKs) BARFFZRMIMNENRFTES. B1E SDK #iRf4t API, BEXBHHIMR
X BRBASRAFERMWURINESRERARES

SDK X # RIS

B C++ i) AWS SDK BAR C++ # AWS SDK 2R I #i 5
AWS CLI AWS CLI = 5% 5l

iR Go #) AWS SDK EAR Go ¥ AWS SDK =R i #i
E AR Java B9 AWS SDK EAR Java ) AWS SDK 12 = 55 £ i

£/ AWS SDKs 3


https://docs.aws.amazon.com/sdk-for-cpp
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/cpp
https://docs.aws.amazon.com/cli
https://docs.aws.amazon.com/code-library/latest/ug/cli_2_code_examples.html
https://docs.aws.amazon.com/sdk-for-go
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/gov2
https://docs.aws.amazon.com/sdk-for-java
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/javav2
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SDK X

B A JavaScript B9 AWS SDK

1B A Kotlin B9 AWS SDK

BEAR .NET By AWS SDK

EAR PHP #y AWS SDK

AWS Tools for PowerShell

i# 7 Python (Boto3) B9 AWS SDK

EAR Ruby B9 AWS SDK

E AR Rust B9 AWS SDK

E AR SAP ABAP 1§ AWS SDK

B AR Swift B AWS SDK

® "AtEES

RESEHI

BRAR JavaScript B AWS SDK 2 = i £ 45l

AR Kotlin B9 AWS SDK 2= 15 &i 4l

BEAR .NET B AWS SDK X5 Zi Al

EAR PHP 9 AWS SDK X 55/l

AWS Tools for PowerShell 2 =X, 15 i {5l

B Python (Boto3) B9 AWS SDK #2 =\ i &
B

B AR Ruby 8 AWS SDK 2=\ 15 & i

B AR Rust B9 AWS SDK 2= 15 &3 /51

EAR SAP ABAP By AWS SDK 2R 5/l

B AR Swift B9 AWS SDK 2= 15 &i 41
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https://docs.aws.amazon.com/sdk-for-javascript
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/javascriptv3
https://docs.aws.amazon.com/sdk-for-kotlin
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/kotlin
https://docs.aws.amazon.com/sdk-for-net
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/dotnetv3
https://docs.aws.amazon.com/sdk-for-php
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/php
https://docs.aws.amazon.com/powershell
https://docs.aws.amazon.com/code-library/latest/ug/powershell_5_code_examples.html
https://docs.aws.amazon.com/pythonsdk
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/python
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/python
https://docs.aws.amazon.com/sdk-for-ruby
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/ruby
https://docs.aws.amazon.com/sdk-for-rust
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/rustv1
https://docs.aws.amazon.com/sdk-for-sapabap
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/sap-abap
https://docs.aws.amazon.com/sdk-for-swift
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/swift
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SERERE Amazon Data Firehose BY 55 3R IG4

— )R {EH Amazon Data Firehose 281 , FEL K T SIER,
F7
o = AWS
- (FEH) THEXENIE

EM AWS

& &5 M Amazon Web Services (AWS) B, AWS EWIRE € B85 PHME R AWS |, 81
Amazon Data Firehose., EREXNERFERARKENER.

WRECLKE AWS IRF |, BB T —EEK. BEEMKRES AWS IRF |, BEEATHRFRIES,
A AWS tRF

1. BARK https://portal.aws.amazon.com/billing/signup.

2. EEEERELIETRET.

BoEMEFFEVRENGHF , T EEFRBRARER.

EIEEM B AWSIRE , AWSIRFRERESRN . REAEFTEFEEIRFEFHRE AWS Bk
#MNER. FARSREEY K FREEFIEETGERE  YTHECRARERAERPTEE
BREREFRENES.

(1A ) THEEXEMIE

THREXEMTEAHEEURERERGT AR am SR Amazon Data Firehose :

« Firehose API Operations & Amazon Data Firehose X B EARRELE,

» Gohttps://docs.aws.amazon.com/sdk-for-go/api/service/firehose/, Java, .NET, Node.js, Python
# Ruby AWS SDKs @& Amazon Data Firehose X E M &,

MRS A BAR Java B9 AWS SDK A& Amazon Data Firehose BS54 |, R a LA
GitHub & & H AWS SDK,

= AWS 5


https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/firehose/latest/APIReference/API_Operations.html
https://docs.aws.amazon.com/sdk-for-go/api/service/firehose/
https://aws.amazon.com/sdk-for-java/
https://aws.amazon.com/sdk-for-net/
https://aws.amazon.com/sdk-for-javascript/
https://aws.amazon.com/developers/getting-started/python/
https://aws.amazon.com/developers/getting-started/ruby/
https://github.com/aws/aws-sdk-java/tree/master/src/samples
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« AWS Command Line Interface % # Amazon Data Firehose, AWS CLI| A[ZZ &S o421
AWS R , WiEBIESHBEE BB,

(EA) THEKXEMNTIA 6


https://docs.aws.amazon.com/cli/latest/userguide/

Amazon Data Firehose HEABEE
WEBRE  EEBE I Firehose R

B LAER AWS B2 A 5 AWS SDK BRI 1L Firehose BB B ZUEER B AV,

B Firehose Bt 2% , A LABER A Amazon Data Firehose & 3 UpdateDestination E#T

Firehose BB FiHVAHAE, EEHIBETH I | Firchose BRE®RIF Active MREE |, M BB LI E X
R, ENNEEBEESEEEARAEN., EMHERELR |, Firehose BRAVRAMRRSIEM MVE, I

HIRERTH Amazon S3 YIHEBF. WHRFMENR , FSHEE Amazon S3 Y4B BHE N,

T EEPHLRREY Firehose & ifito
&
- 1EIZ Firehose BRI RIEH B #Y ity
- BRERRHRE
(A ) FERFERARXER
- BREBNMEE
- BREMBOFRE
- MEHEMERE

i2£1Z Firehose &RHY K IRF B /Y i

1. BRI https://console.aws.amazon.com/firehose/ B Firehose £ A,
2. 1BFEME Firehose B,
3. #EEI Firehose BREEL , I HAH —EEEHIEIE Firehose FRHRIR,

s BEEPUT-ZENBEETEVAEEERAEAERZEE AN Firehose £, LA T 2L Amazon
Data Firehose F#J Direct PUT & AWS [REMNABREXMBAMRBIRREEE, EFEN
TEHE | eER HMIRS W AR E & E BHEIX = Firehose,

- AWS BHBEH

AWS Lambda

AWS CloudWatch Logs
AWS CloudWatch S
- AWS EiRiEERHER
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Amazon Data Firehose HBEABER

« AWS loT

» AWS Eventbridge

* Amazon Simple Email Service

* Amazon SNS

« AWS WAF Web ACL B3

« Amazon API Gateway - ZEVH &

* Amazon Pinpoint

- Amazon MSK RERERX A&

« Amazon Route 53 Resolver &3 H &
« AWS % Er KR E R B 5

« AWS @B BL KR RAZ B 5

» Amazon Elasticache Redis SLOWLOG
* Kinesis XX (linux)

* Kinesis Tap (windows)

* Fluentbit

* Fluentd

» Apache Nifi

+ Snowflake

« Amazon Kinesis Data Streams — 1Z#Z th#IE A% E £ A Kinesis BRI R R AE R RIREHN
Firehose &, A% , B LUFER Firehose BEMRIREMW Kinesis ER B REIER , WAAH
HABWH, WEFEA Kinesis Data Streams AE R RRNVFMENR , F2BEA Kinesis
Data Streams #$ & BHMFEZE Firehose Fifio

« Amazon MSK — Z#Z thZ 1B a] 3% E £ Amazon MSK A& R HIEK Firehose &7, A%
A LA Firehose BRI AEM Amazon MSK EEFIER , WEHBAEEN S3 f# R
B, MEFMEN , F2BFEH Amazon MSK & B{Ei% E Firehose £

4. RTHEA—1E Firehose XEMNBMMF | BIEH Firehose EBREZEH ik,

* Amazon OpenSearch Service

* Amazon OpenSearch Serverless
* Amazon Redshift

« Amazon S3

i#1Z Firehose HRRARIEH B #9 it 8
« Apache Iceberg E¥l &




Amazon Data Firehose HBEABER

» Coralogix
« Datadog
* Dynatrace
« HTTP Um 3
* Honeycomb
» Logic Monitor
* Logz.io
* MongoDB Cloud
* New Relic
* Splunk
» Splunk Observability Cloud
» Sumo Logic
« Snowflake
5. ¥ Firehose BB , BALUFERAEIEAALELENEE | RFWLIRIEMN Firehose HBifio

—

=N = x & SN
axmil&naxm
B LRBEEEBR I A EFEIEE Firehose BRI RBERIZERBRRTE, BAILAERTE Amazon
MSK #1 Amazon Kinesis Data Streams B RREXEM AR, 28 A AR Direct PUT A R KR

1 —

axX AE o
R E Amazon MSK B KRR E

E 1852 1E Amazon MSK #$EABIXE Firehose B |, BT LUIEE MSK 2 F MSK-Serverless #
&, RE , B LUE A Firehose BRER4EE Amazon MSK B2ENTEENMER , WEEBAEEN
S3 By,

EEAMNRRRERERS , BHTIIMWMEHE,
Amazon MSK # & EFIhAE

RIZREHNEEMERE | &

BAA5|ERERN BBER) AR/ ERERERX

VAY, = iE

#1H, 5|8

2R /\ B

RERENH

HU_AA

o
- [] 2

F3 S
©




Amazon Data Firehose HBEABER

AESIERERXUEARKE AFEAWS, MFEHBEE Amazon MSK WEFMERR , 726 Amazon
Managed Streaming for Apache Kafka,

FEZEBAESI SR EEXNEREMENEMIRE Amazon MSK B&E | EEXAFEUTHEE
Ko

- BELARERT,

- BEULAER IAMEREFEERHE I EZ—

« |AM FEURH B EZLARAZ VPC ARERIEE.

- BUARKEREBRNEELES , SURT Firehose lRBZEFEAFTA Amazon MSK
CreateVpcConnection API B/ERIEF T,

EEEBAEEEREBRNEREMEN Amazon MSK #E&E | BEXLERFESUTAHEER,
- BEXERERT,
- BEXAFA IAM EREFERGISEEZ —,
- BREMEAEATLRER.
MSK #E&£iRF

&R LUESE Amazon MSK BEFIERIRFE . EATUAR THIHF -,

- BAMRF - ATEALB A AWS IRF /) MSK B EEER, Hit , BH4EIEE Amazon MSK
EE5M ARN |, Firehose iRt P BEENE ¥,

. BIRE - AIEARE —E AWS tRE R MSK #EREEER ., MEFHMEN , F2H
Amazon MSK ¥R F 331+,

£

\
|78

%

S E L% Firehose B R FFEEVERIH Apache Kafka £ 88, Firehose BFREBI TR % , BEE
FHTLERE,

® Note
Firehose & B BV B#& Apache Kafka FA2..

=% E Amazon Kinesis Data Streams BV FRBRERE

#XXE Amazon Kinesis Data Streams FIBRERE , S EFAFEE Firehose &R , M TR

5% 7E Amazon Kinesis Data Streams I XRERE 10


https://docs.aws.amazon.com/msk/latest/developerguide/what-is-msk.html
https://docs.aws.amazon.com/msk/latest/developerguide/what-is-msk.html

Amazon Data Firehose HBEABER

/A Important

MRIEE A Kinesis Producer Library (KPL) 2RE A& #1 2| Kinesis BRI &7 , AIAIEASEER
EHEBEAERK Kinesis ER B RN HK. WREEZEAZERFHRMA Firehose BRAIR
& , Amazon Data Firehose BEiE# XN E B Wit 2 B HBUER®E ., WREHE Firehose
MEXERBHER , Amazon Data Firehose BELH R E 281 , ¥ CHBUEREME AWS
Lambda, MEFMER , 552 BEH Kinesis Producer Library B % Amazon Kinesis Data
Streams £ EEREE,

ERRRET , B Kinesis ERERBEFNREER , U BXBABERER

ARNarn:aws:kinesis:[Region]:[AccountId]:stream/[StreamName],

MBEEZERENER SR , HBIEEM |, £ Amazon Kinesis TR ABIUHTNERE R, BOgeEE
=| ﬁ Kinesis %I)Ib :ﬁ—.[EI’J IAM ﬁ@ pu;:#%ﬂiﬁnﬂ nﬁ 2 35777 E.L%ﬁﬂ’] %/}IL , nﬁﬁgiﬁg
EERUAEH Kinesis BRFE, MREBBERERR , £ Filter by name (Mk B TBERE) RENBFE,

(® Note

E I8 Kinesis BRI B ARERES Firehose 7 IIRRF , Amazon Data Firehose
PutRecord#l PutRecordBatchiZEEEMH. ZEEFLER FiSERFIEZE Firehose &
7, {F A Kinesis Data Streams PutRecord# PutRecordsi®{E.

Amazon Data Firehose €A% Kinesis £ HLATESTH{ BB E L., MNMEFE ZEMN Kinesis Data
Streams L B FFHEEA , 52 B GetShardlterator,

Amazon Data Firehose & "I {E# K Y Kinesis Data Streams GetRecords #8#4E , 8% —X. *
ERMATEEDE | Firehose IS E# A B Kinesis Data Streams GetRecordsigiE , %
W}i , —EAREEXRFEN , Z—EARARTEREL.

AT {EM R Kinesis BRFEENZ @ Firehose Bifi. H Kinesis FEARE (BVA &) th Al LAEEVEE &
o RBMET Firehose ERFHMEEEERABRINERTURBESFTT AR NWERBRERRES ., B7TE
RZIRBRESH , FNHOREENERARER. WEHBR Kinesis Data Streams [RFEIMFHER , F2
B Amazon Kinesis Data Streams PRl

RET—ELR  URECHBENBXELR,

5% 7E Amazon Kinesis Data Streams I XRERE 11


https://docs.aws.amazon.com/streams/latest/dev/developing-producers-with-kpl.html
https://docs.aws.amazon.com/streams/latest/dev/developing-producers-with-kpl.html
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https://docs.aws.amazon.com/kinesis/latest/APIReference/API_GetShardIterator.html
https://docs.aws.amazon.com/kinesis/latest/APIReference/API_GetRecords.html
https://docs.aws.amazon.com/streams/latest/dev/service-sizes-and-limits.html

Amazon Data Firehose AR
(EA ) RECHEBRNEER

% Amazon Data Firehose RE R HEIREMN CHE R,

IR IEEFE Amazon MSK EA Firehose i HI KR,

FEEA AWS Lambda B RRC&EERF , A TIIWMLNE,

BEEV T EEREANER Firehose B , F7 A RRMAERERZI TG .

& EIEE Lambda BENE(FE Firehose WA FH REREANER , FRERBAE R ERX
A, ERLERAES —{E Lambda EEE , BFHREW Lambda HE , EMREHH
Lambda B &, & Lambda BB EE Firehose FTEMMREER, MEFMENR , F2
B ¥ Amazon Data Firehose A1 #Y 3R E ¥,

2. 1£ Convert record format (B0 E ) BEF |, BEUATHNCHNE :

ACSRIE
FEEV T EEREANEREEEIMN Firehose & , FRIECEF,

EEEREAZENES | 5212 Enabled (BEA) , REBEHEER, BEEETE AWS
Glue ERlX , EhEELRHE Firchose ARERIEHFENNEBE R, WEFHMAER , B2
EEifm A ERHER.

MEBMAIFER RELHENE R E S CloudFormation , FEZ B AWS :
KinesisFirehose : : DeliveryStream,

TN R 81232 Amazon Kinesis Data Streams =% Direct PUT 4E% Firehose & i7HI HIR

HERIFREBERS , RET B,
1. HEEREHET  EETIHEHF—IE

a. MWREHEMHZE Amazon S3 = Splunk , FF1E R BHEXRKIRFC#% Amazon CloudWatch Logs
EEF , BERBRBRE.

b. A AWS Lambda B RKERT |, RHE T HMLNE :

(A ) REHKERNEER 12



https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-kinesisfirehose-deliverystream.html#aws-resource-kinesisfirehose-deliverystream--examples
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-kinesisfirehose-deliverystream.html#aws-resource-kinesisfirehose-deliverystream--examples

Amazon Data Firehose HEABEE
EEBUTEEREAERN Firehose Bt , B AERAE R EHRZEUS R,

% E A Amazon Data Firehose 18X Lambda BRE{RIU A F F REREANER | B
B AERBERZE G R, SR AFERAE S —E Lambda EEE , SEZFR AR Lambda &
B, EMEREHH Lambda BB, £ Lambda BB ZEEE Amazon Data Firehose Fff
FHREEER, MEFHMENR , FSEEH Amazon Data Firehose # B 2R & o

2. £ Convert record format (B 52 #%18 ) BERS , AU THUNE -

ROSR IS iR
FEEV T EEREANERRHEIMN Firehose & , FRIEFECEFR,

EEEREARRHENES | 522 Enabled (BERA) , AREBERHERN, BEERE AWS
Glue BB & , EhAEE %L Amazon Data Firehose FARE#RICEBR N NE B R, WEH
MER  FoREERG AERER,

MEBWAEA BRERHER N BN EH CloudFormation , FHZE AWS :
KinesisFirehose : : DeliveryStream,

S— S—

SXE B MMERTE

AERFLB N BIRIBEFTNEZEB WA Firehose BARBENHRE,
3]

o E%7F Amazon S3 WWEHWHERE

+ XX Apache lceberg BRI &R B B b5 E

o E%F Amazon Redshift B9 B i 5% E

+ EXJE OpenSearch Service B B HI#b 5% E

+ EXJE OpenSearch Serverless # B B 5} E
o BRE HTTP imB6HY B Mt ERE

+ 5% Datadog Y B #9 3t 5% %€

+ EXJE Honeycomb W B By ER E

« ER%E Coralogix HJ B By E%E

+ EXJE Dynatrace BY B HI 5% E

FRIE B M ERE 13
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-kinesisfirehose-deliverystream.html#aws-resource-kinesisfirehose-deliverystream--examples

Amazon Data Firehose HBEABER

5% LogicMonitor #9 B #91th 5% E

« R Logz.io B B By ERE

« 5% MongoDB Atlas B B Kb 5% E

- BREMEANENHRE

+ ERZE Snowflake # B H b ERTE

« FRJE Splunk B B Byt ERE

* FRJE Splunk ATERAIM EiRMY B Wb R E
« &7 Sumo Logic B B M ERE

- BREEMNENHERTE

% Amazon S3 HIE W ERE

BUAARRELTERE , T8 H Amazon S3 E4 Firehose &5 B Wit

- FBBRATIHWELNE,
S3 bucket (S3 E1ZETEE)

BEEXNBRERNEHERN S3 MFirEE. BUNRMTNIREZFRAN S3 MFArE.
AT R

IBAT AR E Firehose &3 , TEX{TZE Amazon S3 WP MR BEH BT oBEE. B
EEM  FEECKA. BETERNZE Amazon S3 WGP E#E 2 BEHIETOR&THE |
BREEH, MREETEIER Athena EREEEHACEM S3 Y |, BREUH LR,

BEE O RA R A Y ERERED

ZERHIUHRR
IERH Firehose BRAPHMNESF , LRIFAMH JSON HEENHM T RARR T BE
(B

MREZEEYH. BFSHGCHEFEETE — PutRecord  PutRecordBatch API FEQY A | &4
RULANRESEDTE, FAREERE , EEQMAEES EIRF , Amazon Data Firehose
SEECsk , WESE API lh 2R ZSEERH JSON Y1, E Firehose BRERE A
Kinesis Data Stream A& 3REF |, &1 A] LLFE Kinesis Producer Library (KPL) FRfEFA A EE

5% E Amazon S3 M B W #1ERE 14



Amazon Data Firehose HEABEE
B, BERlp BT ERBUEREBER T, BHik , S API Fh SRR SR E AT AR AT
B Amazon S3 F&E., ZBEAILRIA Lambda REES , TER D ETheE 2 I T EME A
BUR S S H e,

/A Important
MRENEHCRE  ARBENTENEEREZRIEEABES S, Ht , MR
CHERENMADESE , AIXREZFCRANMAZREIERE,

Firehose BRI T Y IEFHITTFIRELER . KPL (protobuf) BUES, JSON =2 fREFE
BUESRM, Lambda B, ERlPE. ERMEXEERI Amazon S3 X1,

2 FH SIS REED

MRIERA T ZELHBUERB | AILEIETE Firehose BERBUERBN G E. EA TR
REZRIZIE JSON o FRAFik.
AR & 47

EREP—BXENEG , TBESENBES Amazon S3 WER., BEEEARRIITREEE
DEER  BLEEEERFEIEARSIBNENCHSE  YABEEEN BRI BREH-—
B{E, 2#EF SRR RALEREREREIT.

/A Important
WMREE LIRS EBHIEE AWS Lambda EREUREHR RS , B LAER LS ERE
PEIBEZSSWER , MANATUFERAARIITBRL2EISE, BBBHESE , &
AT LA A EREI AT AWS Lambda BREUREN €8, & , BULRRER AR
Z 4 F AWS Lambda BREIRE T 9 EIE58 .

B EIREI#

ERLMERARSIBNERVREEZRFEBDES ARSI BNENICHBE , URRARELDE
DEIZRS|RER jg T, Firehose X% jq 1.6, BALIEERS 50 EEBEHEIRSIE, &
HEBMABEDEREIBENEN jq RIEX , FREMIERTE Firehose RRWBIRED E,

5R7E Amazon S3 K EKHERE 15



Amazon Data Firehose HBEABER

S3 RN FE

ERRMANREEEE S B | KAIETE Amazon Data Firehose 32142 E1& B S3 fE1FErEE
FHE.

ARTEEREBESE , S3FEFTFEFENBELAREEN S BIR5IEHE HE.

RO LAE A AERFIT SR IE EMY AWS Lambda BEIR 5 EIRIFE R, MREIEE AWS
Lambda B{BREBYRFERN T EIRLIE , AIXEEATIRXFB@A S3 RETRFE
{& : "partitionKeyFromLambda:keylD", R FEAABIINRIEERREER N D EIRE|4

BB SAERA TR F B A S3 fEFETBEEE | "partitionKeyFromQuery:keylD" , =,
EEULREZEERDRI IR Rk , SRR, ERIB/ELHREBEE S3 RAFTHE
FH. FAASRIINE AWS Lambda £ EIE R , BHAIE S3 EEFBFEREAT
HIRIZEXRE . | {namespace : value} , HFan B ZE AT LARZ partitionKeyFromQuery
partitionKeyFromLambda,

S3 RN S3 HERAHFERE

£ Amazon S3 ¥ BT FEH | BELZZAN A HNEBEENEE, BIBETERR , Firehose &
LUTC 8 REFEE., MREEEFHIAENEE , JUEE S3 FEHEANEE,

RERR

Firehose E EREEANER  BREXNEEEN B M. 2ENEBLETEXDRRS
REEME.

S3 BEffE

i#1E GZIP, Snappy. Zip = Hadoopp t#HEH Snappy EXIBHME , RTBEE
£, Snappy. zip ## Hadoop HHAH Snappy B#ETiE KL Amazon Redshift {4 B f9ith
¥ Firehose &

S3 EIEARN (EA)

ARE Amazon S3 BV bEFAFEBN YA EERIER KN, MRERRALINGE  BENE
EHeERERMSNERE S3 Bl aIZﬁle]E’Ji‘EE BEIfE®& , B0 parquet B .gz, EEHEE
ERBAERy S3 BEEALYRER K FRERSCRELENRESR, BEALANTR
()R, B AFNFET : 0-9a-z ! -_*(). EH’.?.?% REHIB 128 BF T.

S3 m#E

Firehose XA AWS Key Management Service (SSE-KMS) 11%% Amazon S3 1 X 1& ¥l
B9 Amazon S3 fAIfRESIHINE, B SUREFEHA BN S3 FEFEPIEENERMBER |

5R7E Amazon S3 K EKHERE 16




Amazon Data Firehose HBEABER

HEACHEENEMBEFHN AWS KMS SEETMER. WREFEH AWS KMS £RMEE
B, B LAEATER AWS RE TR (aws/s3) AEFZETR, MFEFMER , F2HEALAM
AR 25 N B R B AWS KMS ZE S IRREE R (SSE-KMS),

% TE Apache Iceberg EXIFRH B Wb ERE

Firehose & Apache Iceberg Tables fEABRFPEIEE. EEAXREHE ( A4t ) AWS GovCloud (US)
Regions, TmEAEE ( FBRAEE )., TAESE (HEHE) NEAEST (FI) AWS EBEFHUARE B
(Y th

N Apache Iceberg BRI KA B W FFMER , 28 £H Amazon Data Firehose #4& 8 21
Z Apache Iceberg BRI K,

% Amazon Redshift B9 B Ryt 5% E
AEiEREA A Amazon Redshift A& Firehose &5 B BV BV ERE o

RIBE R A Amazon Redshift fiZHHEE | 22 Amazon Redshift Serverless T4EEHH |, BET I
Hh—@ERERF,

« Amazon Redshift #hi2&& &
« %7 Amazon Redshift Serverless T/EE AR B W3R E

® Note
Firehose 2B A A ERE VPC BRAEM Amazon Redshift #E£.

Amazon Redshift fi2#% &
AEIFREAE A Amazon Redshift fiZ2E £ M A Firehose B B BBV ERE

« ATIRMEAE:
BE

EHRAERMP S3 FE1ZETEM Amazon Redshift #5 ., #% Amazon Redshift #ERES T2
B 17 EN AL % BR £ 88 Amazon Data Firehose IP #hiit, WFEFMMETF , 552 BT Firehose ¥
Amazon Redshift B ##h #9177 EUEE,

5% TE Apache lceberg Bl M B 1% E 17


https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingKMSEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingKMSEncryption.html
https://docs.aws.amazon.com/glossary/latest/reference/glos-chap.html?icmpid=docs_homepage_addtlrcs#region

Amazon Data Firehose HBEABER

BH LR EEW AR ERB/ZE , Rt BEE AWS Secrets Manager SAfZE Amazon
Redshift # 5.

- EREER

{8 E BB 1FHL Amazon Redshift £ 5FATHY Amazon Redshift &, ZEAESEEH
Amazon Redshift INSERT 7] , X 8E591¢ S3 EEFB PN ERER S| Amazon Redshift
BE,

- B

AREAFHEBEFTNEAEEERR,

* Secret

# ZEEE AWS Secrets Manager Amazon Redshift #5E& A ERNWER, MBEETH
NEEPEFRRWE , 557 B AWS Secrets Manager & Amazon Redshift & A &R E I —
B, WFEHMENR , 5528 Amazon Data Firehose AWS Secrets Manager £ B
2

Az o

aERE

ERAERERH Amazon Redshift E¥IE,
ERAERERH Amazon Redshift E¥l&R,
(B2 ERAERHERNRBEBEEER . WREMN Amazon S3 WHHEENERHEED
7 Amazon Redshift R X PR BV HE | FBEFALEE,
i S3 Bt
Firehose S ERRAE S3 REFEITE , AR H Amazon Redshift COPY@iTHEERIE A

Amazon Redshift 5. EEEXNEREREFREAN S3 REFTE. BEYFMN S3 fFET
€ IREELENHENREIE.

Firehose FEAS E#BIE A Amazon Redshift 2% , T8 S3 FEFITRMEBRER ., &7
DUERAEGmBYEEEE S3REEFEBINER., MEFHMAENR , F2/8 (Amazon Simple
Storage Service FAEERE) FHYHLEMmBHEE,

5% 7E Amazon Redshift # B Kb 5% E 18



https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lifecycle-mgmt.html

Amazon Data Firehose HBEABER

hig S3FHE

(EM) E6H Amazon S3 WIHNTERRFE , FRLLREBERE T H, Firehose EBEBARTH
Amazon S3 ¥4 ER "YYYY/MM/dd/HH" UTC BREE XN FE. S8Rt FEm 5,
WEFMER |, F2EHE Amazon S3 YHBEER R,

COPY options (COPY &IH)

L ERIERY 2 A BATE Amazon Redshift COPY i T HIEEN S 8., RIBENHEEME , ELBH
AREAME, fl , MR EMA Amazon S3 EXRIEME , AIFE "GZIP", MMREH S3 FEFET
#8 T~ 1£ B2 Amazon Redshift B EM B AWS EiFiF , BIFEE "REGION", WEFMEN , &

28 (Amazon Redshift E8ERZEASERE) F# COPY,

COPY command (COPY &%)

Amazon Redshift COPY %, MEFMEN , 2E (Amazon Redshift EREMZE A SR
) FH COPY,

Retry duration (ERSEEFR)
IR COPY Amazon Redshift BEMN BRI KM , Firehose R FERE (0-7200

#® ). Firehose 8 5 7 EEH—X , EXEFRFERBE RS L, MREKERABFERERE
20 (¥) ¥, Firehose TEECOPY@ T RMEER.

RERT
Firehose E EEEEANER , BRAXNEEEN BN, EEBMNEHEFEN/DRRS
REEME,

S3 B

2 GZIP, Snappy. Zip =i Hadoopp #&H Snappy EREBME , RTBHEE
#l. Snappy. zip #&# Hadoop &K Snappy B#EiE AR LL Amazon Redshift 25 B # it
#9 Firehose &ifio

S3 EIERRN (EA)

SIEIEEEN (1R ) - ARXZE Amazon S3 B ihREFIFRANYEEERIEERN. W
REMALINE  EENEIESASERERRNERY S3 Bl mn EREES |, 6
W .parquet & .gz, ELBEERRAEMS S3 BEFEALLIHEER K FRERSCHRELER
MEESR, BIEESANAN ()RE , B8 AFNFER 1 0-9a-z ! -_*(). BEEETaE
18 128 8= 7T,

5% 7E Amazon Redshift # B Kb 5% E 19


https://docs.aws.amazon.com/redshift/latest/dg/r_COPY.html
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Amazon Data Firehose HBEABER

S3 &

Firehose XA AWS Key Management Service (SSE-KMS) 1% Amazon S3 1 X 1& ¥l
9 Amazon S3 fRIARBFIHINE . SR LLUEEFERA BN S3 RETRBTIEENRZMEER |
REACEENE|BEEDN AWS KMS £RETNE, MREFEHR AWS KMS £inZEE
B, BULERTER AWS ZE LW (aws/s3) ABEFZE SR, NEFHMEEHN , F2EEHA
ARES iR IR AWS KMS ZESRRZER (SSE-KMS),

Z% T Amazon Redshift Serverless T/EEH#HI B 3R E

AEFERBAE A Amazon Redshift Serverless TEE 4R A Firehose 37 B B HIERE o

«  ARTIWMNBMAE :
Workgroup name (L{EE#4H & 18)

B S3 IR EHERDH Amazon Redshift Serverless T/EE 48, #& Amazon Redshift
Serverless TERHARREA T LNFEFE , AWHAIREH Firehose IP bk, MEFMER , F2
BEHRZE Amazon Redshift Serverless A ME#RZE AT 2 FHEEH Amazon Redshift Serverless
E1TEEE, —HLU K ZF Firehose ¥ Amazon Redshift B it # 1ZEUE

BoRE

BAEEEERAERERB/BE , 1t MEME AWS Secrets Manager A 7FEL Amazon
Redshift Serverless T &l

- FRELHE
¥ & E B 1EH Amazon Redshift Serverless T/EE 4 EFATHY Amazon Redshift A&, &

{# & %8 B Amazon Redshift INSERT 5F 7] , F ALl S3 RFIFR DN ERERE
Amazon Redshift Serverless T/E& 4.,

. B

B BB 1FE Amazon Redshift Serverless TYEEMAF AT A EIEERIE,

* Secret

& EEVEE AWS Secrets Manager Amazon Redshift Serverless T #EE4H & A & KI#Y
WR, MRBETHXNEFEPEFEWE , BE P AWS Secrets Manager & Amazon

5% 7E Amazon Redshift # B Kb 5% E 20
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https://docs.aws.amazon.com/redshift/latest/mgmt/serverless-connecting.html

Amazon Data Firehose HBEABER

Redshift 2 AERE I —BWE, WEFMENR , 52 E7E Amazon Data Firehose AWS
Secrets Manager R B,

ERAERERH Amazon Redshift EXIE,
ERAERERH Amazon Redshift ERI&K.,
(2 ERAERERNREBEEERE, REMN Amazon S3 YHHEENERFEED

F Amazon Redshift Rl R AWM EE , FBEMAIEE,
i S3 BVt

Amazon Data Firehose 8 &S ER RN E S3 f1ZETHE , REEH Amazon Redshift COPY @
THEERE A Amazon Redshift Serverless TEE R, BEERFTBHRERIEFIHEER S3 &
FiTH, BUFM S3 REEFEITHE R BRELBEENRERE,

Firehose TE#S & B # A = Amazon Redshift Serverless TEEf#H#% , T2 S3 1T MR
BER, BuERETBYEEERE S3 METFEBINER., MEFMEEHN , F28 (Amazon
Simple Storage Service fEAEER) PP HLEmEHEE,

Fi S3FHE

(EM) M Amazon S3 WIHNTERRFE , FALLREBERE T H, Firehose &AM
Amazon S3 ¥ ER "YYYY/MM/dd/HH" UTC BB AN FZE, S8 FEH S,
WMEFHMED , FSRETE Amazon S3 Y EBBHER.

COPY options (COPY &IH)

Lt ERIE BV 2 AT BAFE Amazon Redshift COPY i S HIEEN S E . RIZEWHEEME , ELSE
ATREAME, flw , tREKA Amazon S3 EREME , AIFEE "GZIP'., MREM S3 7T
£ B Amazon Redshift Serverless T/EEHEMEREN AWS [EiFgH , BIFEE "REGION", W%
FHHE , F2E (Amazon Redshift BRI ERE A BIERE) /I COPY,

COPY command (COPY @5 %3)

Amazon Redshift COPY ¥, MEFMEN , 2E (Amazon Redshift EREMZE A SR
) FH COPY,

5% 7E Amazon Redshift # B Kb 5% E 21


https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lifecycle-mgmt.html
https://docs.aws.amazon.com/redshift/latest/dg/r_COPY.html
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Retry duration (B FER)

SR COPY Amazon Redshift Serverless TEE AR E B KB , Firehose B 2RV ISE R
(0-7200 # ) . Firehose B 5 P #EEH—X , EXERRFERERZRA L, NMREEEHAGE
BERERER 0 (F) ¥, Firehose TEHECOPYSM S AMBEN.

BRERT
Firehose E EREEANER  BREXNEEEN B M. 2ENEBLETEXDRRS
REEME.

S3 B

i#1#2 GZIP, Snappy. Zip = Hadoopp #8&H Snappy EXIRME , - BHEE
¥l Snappy. zip ## Hadoop HHZ&H Snappy B#E 8 AR L Amazon Redshift #£5 B #3t
#) Firehose &3,

S3 EIEARN (EA)

SIEIEEEN (1B ) - AR E Amazon S3 B ihREFEFEANYEEERIEERN. W
RIEBALLIIEE  EENREESERENBANERY S3 BRMEIIEM NN EREER , #
W .parquet B .gz, EFEEEREAERE S3 BMEFEMALLIHER K FRERS CRELER
MEES, BIEESANAG ()RE , B8 AFNFER 1 0-9a-z! -_*(). BEESETaE
1B 128 8= 7T,

S3 m#E

Firehose XA AWS Key Management Service (SSE-KMS) 11%% Amazon S3 1 X f1& ¥l
#) Amazon S3 fAIfREFIR N, SR LURIEFEHA B Vi S3 EEFERPIEEN AR MBER |
REACEENE|BEEDN AWS KMS £|ETNE, MREFEHR AWS KMS £inZEE
B, BULERTER AWS ZE LW (aws/s3) ABEFZE SR, NEFHMEEHN , F2BEHA
ARES iR IR AWS KMS ZELRREZER (SSE-KMS).

5% OpenSearch Service K B Ry 58 E

Firehose % #E Elasticsearch lix4x - 1.5, 2.3, 5.1, 5.3, 55, 5.6, ARFE 6.*, 7.* M 8.* IR
7K, Firehose Z# Amazon OpenSearch Service 2.x # 3.x.

REFEHHR A OpenSearch Service 14 B #y i #YiE1E,

AT AE :

5% 7E OpenSearch Service K B #Iith 3R E 22



https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingKMSEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingKMSEncryption.html
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OpenSearch Service 13

EXFE R OpenSearch Service 13,
]

HER E 5| EEH OpenSearch Service &K , AR OpenSearch Service &5| &1,
Index rotation (3& 5| &)

i#1E OpenSearch Service Rl EMARER, EMARSI W , Amazon Data
Firehose EESH ENFEBEMMEIEENRSIERE , WETwWER, MEFHEER ,
BIE%E OpenSearch Service B & 5| i,

EE

3
¢

KER RS ZEH OpenSearch Service &K , FTEAR OpenSearch Service HE & &,
% 2 Elasticsearch 7.x #1 OpenSearch 1.x , SERE{EfEFER —EEE, MREZEHACE
BHMERNRERIIEEHEE |, Bl Firehose EEMTREERER,

$t¥f Elasticsearch 7.x , BSHBIREZEH,
Retry duration (B FER)

IMER¥ OpenSearch K BIFER KM , Firehose ERMIFERRE, HRERSERRD , &Ll
BRIEN 0-7200 Bz BWEME. BRNESFEREA 300 ¥, Firehose & EMZ X
2RE K BIEASEREBEHAL,

EREERBIHRE | Firehose BEERRNZEREN S3 #HRRAFITRENT TS
(DLQ). RN ZE DLQWER , BULAEKERIEREN S3 SHRAEFIriR ENES
OpenSearch HH#yith,

WERRKE A OpenSearch BEWEHEFREI S HEEMEEEH Firehose BRABERRNFZE DLQ,
BRI LR ERBFEREREABENE , UV AEN, BRI LEE AWS & | #&BiB 7200
PHERSEREEENE

DocumentID ¥

RNREXH ID WA ZE. XEMAZES Firehose EEM X # ID 1 OpenSearch Service
EENH ID, REREXH ID EEF , Firehose AR ID 27E5%#E., OpenSearch
Service EXRNXH ID REZREE , AAHSIEAREEARE  SEAFIWNTHAYE , &£
OpenSearch Service HEAEK A CPU BEIR , E It 7 iE WAL

5% 7E OpenSearch Service K B #Iith 3R E 23


https://aws.amazon.com/contact-us/
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BH#ith VPC EIREED

WM REH OpenSearch Service FURAFAE VPC #F |, RIFEFEALERRIEEZ VPC, B,
#51#8E Amazon Data Firehose #§& ¥HEiX E 48 OpenSearch Service #BEK , EFERANF
HBER A FB¥4H, BT LUER OpenSearch Service BiFffE ANHE R £ 8, MREIBETRE
WL EEE | ARERELEMBETLEE HTTPS FR&2 OpenSearch Service Hily &£ 848,
L4\, F5MERE OpenSearch Service I Z £ BH#E A 57 R B 1L E Firehose B R FFTIEE
REFEN HTTPS RE., WMREEHY Firehose 87 H OpenSearch Service #8135 F #H E#Y
ZeBE  FREZSBEENBABRAK HTTPS RE, MELXBERINFMENR , B
28 Amazon VPC X ## OpenSearch &= & 4HKR A,

/A Important

ELRIEEFRABLUSERRNEIE VPC HHE M | BREEEEENFRETE
BHATA IP i, MRIBEN FREPRERAMNTA IP it | Firehose £ A
FE VPC A ER RS HHIE ENIs , AR TS RRE KB,

EERT
Amazon Data Firehose T EAERHESETIEE AN EEEGTER . BENENHEF
EX/DRBHBREREEMRE,
E% & OpenSearch Serverless B B B #h5%E

AEE IR A OpenSearch Serviceless 1E5 B I ith #9818,

AT AE :

OpenSearch Serverless £4&

BERERFEM OpenSearch Serverless &R 5| B #H 1 im 2o
%5

B ER 5| ZEH OpenSearch Serviceless £&5 8 , FifEAR OpenSearch Serviceless F&5|
ZH.

5% E OpenSearch Serverless # B B35 & 24


https://docs.aws.amazon.com/vpc/latest/userguide/VPC_SecurityGroups.html#SecurityGroupRules
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BH#ith VPC EIREED

MR ER OpenSearch Serviceless £ERHIE VPC |, FERALLERKIEEX VPC. [
B , 518 E Amazon Data Firehose #% & BHMEX E &M OpenSearch Serverless £6 81 , Eff

FHYF # s M 7 B+

/A Important
ESEEFRBLEERRNZENE VPC A BN | BRELRIEZEN FRETE
BHATA IP i, MRIBEN FREPRERAMNTA IP kit | Firehose %A
B VPC A ERRTEIIHHE ENIs , BRI E R KK,

Retry duration (B FERE)

R ¥ OpenSearch Serverless B # 5|FER KB , Firehose ERMNFENE. HREXABFER
B, BAIBERENR 0-7200 B 2 EMEAE, FRNERSERBA 300 ¥, Firehose ##E
AEZRAUEHRE , EXEHAFERBBHRAL,

EARRERBIH®R , Firehose ERERRNECREN S3 HRAFITBENF TS
(DLQ). HMRNZE DLQ WESR , BLEFEREREN S3 HRA TR ENER D
OpenSearch Serverless B #yith,

MR A% OpenSearch Serverless & &R EHEFE S HEE M EHH Firehose BERBFERR
RNZDLQ , BUUKERAGERBRERABESNE , UV AREN., BATLEIE AWS & |, &
ik 7200 WM EAFERBEEME

RERR

Amazon Data Firehose TR EAEREEZEEE N2 SAEEGHFER ., EENENHES
EXPDEREREEME,

0% HTTP SEH0 B AR5

REEHRER HTTP w1 A B iy EE,

FRE HTTP in2hH B (U ihERE 25
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/A Important
WMREEEZE HTTP inBEA B Mt |, RIFEREINER 7# HTTP WmH XA FERFEERE P
OB =Fae

« RTHRMERE:
HTTP In &7 - #A

BEE HTTP in MM EAE RS EM, I My HTTP Endpoint Destination,
HTTP im & URL
EEATHERRIEE HTTP Iw K URL : https://xyz.httpendpoint.com. & URL 44
A5 HTTPS URL,
BoEmE
BULLEREEERAFISEE | R MEE AWS Secrets Manager SAfZEX HTTP % 3.
- (EA) LB

MBLEEMEBIFIMEE | LUER Firehose IBERRXNEZTHIREY , BHEHRUEEE,
» Secret
£ JZEL AWS Secrets Manager @& HTTP i BTSN E, MREBETHNXNFEGREF

FEME , BT B AWS Secrets Manager AT SR B — BT, MEFHMBEN , F2
B87E£ Amazon Data Firehose AWS Secrets Manager H{#F %

R B i 5

Amazon Data Firehose A ARMISRBHEFRNAX , ARBSEEZEBN, BE
GZIP S EFEALUMAMERERNARRIS.

Retry duration (B FER)
$§7E Amazon Data Firehose ERASEREEAZFNE HTTP wEHNEERE.,

HEixER# , Amazon Data Firehose B ZF#FRE HTTP in BEAVFERE, MR AR | H=2
EREFHARE A AU RN FEEZFAS |, Bl Amazon Data Firehose BT EERSERE., £ER
BENESERCH , ZREEHEES. Ftz% , Amazon Data Firehose B ER A ERHE
SELRM , REBERERE) Amazon S3 FFITE.

FRE HTTP in2hH B (U ihERE 26
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)X Amazon Data Firehose & RMEAZE HTTP inl (VIR ERRER ) & , BLEFRD
EFIRRFETEES , WEFRE HTTP i BV FRESE,

ENEERFERFREIBE , Amazon Data Firehose {h&%#F , BB B e SR iE B Fe SRR B
HEAL, MRESRE , Amazon Data Firehose EEEU%TEE.:‘I‘%(%EEF AREREE, WRE
BEE  SERERYEEHTES  BEIRIHEIIHHCEERABFE AL,

WMRIERZFE Amazon Data Firehose ERXEXE R | B LERES 0,

S8 - EHA
Amazon Data Firehose 8 &E HTTP IR IS ELSWEY ., ELS R T 5B R B
EEA K,

BERER

Amazon Data Firehose EAEAEMEEZIEEE NI EAEEEN., EENENHES
EX/DRRBHKEHEEME,

/A Important

HAHTTP i Z B §it , IR EFE CloudWatch Logs & 2| B B9 3tk BhEY 413 {E[E fE
U , FEFRE Firehose B EWVRE R TR/ , REBHE X

&% IE Datadog HY B KV 5% 7E

AEIERBAE A Datadog 6B BRI HAYRE, NEAEI Datadog KIEHHAET , 552 https:/

docs.datadoghqg.com/integrations/amazon_web_services/,

RETIIRMAE,
HTTP im® URL

ETHXDRERPEELERTIED —EZREEZERNNVE,
- Datadog A& - US1
- Datadog H&6 - US3
« Datadog A& - US5
- Datadog H&& - AP1

% 7E Datadog H B K138 & 27


https://docs.datadoghq.com/integrations/amazon_web_services/
https://docs.datadoghq.com/integrations/amazon_web_services/
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« Datadog A& - EU
Datadog A& - GOV
Datadog #E%% - US
Datadog #5£% - US5
Datadog 548 - AP1

Datadog 4% - EU

Datadog #H&& - US1

Datadog #H%E - US3

Datadog #H&E - US5

Datadog #&& - AP1
Datadog #H&E - BiM
- Datadog #A%E - US GOV

BA OB EEER A AP £18 | ¢ HEBE AWS Secrets Manager JAfZEX Datadog.
- APl &8

EH 4% Datadog ERBIREEM API £88 , LUER Firehose BERIRFZE It imE,

* Secret

£ 3#E AWS Secrets Manager ‘@& Datadog APl £ %, MREBETHRNBFEFET
B | FBE PRI —{ARE AWS Secrets Manager, MEFFMER , FFS BT Amazon
Data Firehose AWS Secrets Manager F{#F .

AES L

Amazon Data Firehose 8l ARmISRBEFERNANX , ARBSEEZZEBNH, BE
GZIP S EFALUBMAERBERNAR RIS,

Retry duration (B IFERE)
87 Amazon Data Firehose EXEAEREEZEFNE HTTP WHEHNWRHEARE,

HiXE R % , Amazon Data Firehose SHREFRE HTTP IRV, MRBARER  I2

EREBHBARKEIEIEAL , Bl Amazon Data Firehose AT EERISERE, £EH

BFENEERZE 75&?’]’%6?1330 b 2% , Amazon Data Firehose &#$H 1R A& FE
RUE Datadogg B IR % 46 4 BHE 19 B Amazon S3 175 EE, 28
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)X Amazon Data Firehose & RMEAZE HTTP inl (VIR ERRER ) & , BLEFRD
EFIRRFETEES , WEFRE HTTP i BV FRESE,

ENEEF IS ERFREIBE , Amazon Data Firehose &% &M , ERWRERRZEDNEDREF
B A& t, MREFRAEE , Amazon Data Firehose ¥ ERFTREBE T EEFARFE, MRE
BEE  BBRERYTEEIHTEE  EFWRIBEIRIYE CEELFH AL,
WRIEBARZFE Amazon Data Firehose ERXEXE R |, SBFAFLERES 0,

2 -EH
Amazon Data Firehose 81 &E HTTP Rl IS ELSWEY ., ELS BT 5B &R B
EEA K,

EERT

Amazon Data Firehose T BAEBREEZEEE N2 SAEEGHFER ., EERNENHES
EX/DRABHREEEMRE,

X TE Honeycomb B B B #b 5% E

REFEREAE A Honeycomb EA B WAV IE, WMFEHF R Honeycomb WEFMERR | &

docs.honeycomb.io/getting-data-in/metrics/aws-cloudwatch-metrics/,

3
¢

2/ https://

A TR MEE
Honeycomb Kinesis % %

EEATHERIEE HTTP iw25H URL : https://api.honeycomb.io/1/kinesis_events/
{{dataset}}

B9 RFE
B LUEREFEEER A AP €38 , Zift SEMZE AWS Secrets Manager BA7FE Honeycomb,
- APl &8

BB Honeycomb LRV IREER APl €48 |, LMER Firehose & B R T E tbiw B,

* Secret

=R

% 7E Honeycomb #9 B #Y 11 5% E 29


https://docs.honeycomb.io/getting-data-in/metrics/aws-cloudwatch-metrics/
https://docs.honeycomb.io/getting-data-in/metrics/aws-cloudwatch-metrics/
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# #E AWS Secrets Manager ‘@& Honeycomb AP| £, MREBETHNXBE
FERERE , FE PEI—EWE AWS Secrets Manager. MEFHMENA , FSBE
Amazon Data Firehose AWS Secrets Manager F{#F B &,

AES L

Amazon Data Firehose 8l ARmISRBEFRNANX , ARBSEEXZEB N, BE
GZIP AR ERMNARIwmEE. E= Honeycomb B By ih iy EEE,

Retry duration (B FERE)
87 Amazon Data Firehose EXAAEREEZEFNE HTTP WHEHNWRHEARE,

BEixE R % , Amazon Data Firehose B ZFFRE HTTP in BhAVFERE, MRBEAEHE | g2
EREBHBARKEIFEIEAL |, Bl Amazon Data Firehose AT EERISERE, £EH
BFENEERzH , ZREEHFEER. it 2#® , Amazon Data Firehose B H R A& BHE
SEXRB , REBERMEDE Amazon S3 FFETE.

)X Amazon Data Firehose & RMEAZE HTTP inl (VR ERRER ) B , HLEFRD
EFIRRFETEES , WEFRE HTTP i BRI,

ENEERISFEFEIBHE , Amazon Data Firehose &% FMHEE | ERIW R SIZED IR
HEALL, MREFRE , Amazon Data Firehose é#]lﬁ?iiﬁn‘f%{%ﬁqﬂ% SRIEREFE . WRIR
BEE , SEXRERYEEHTEE  BEIWIHERIHE CEELRREA L,

WRIBARZFE Amazon Data Firehose ERXEXE R |, B LERES 0,
2 -EH

Amazon Data Firehose 1 &@ HTTP MU IS ELSWEY ., ELS BT 5B B
EEA K,

RERR

Amazon Data Firehose EAEAEMEEZIEEE NI EAEEEN ., EENENHES
EX/DRRBHKEHEEME,

% E Coralogix BY B By b5 E

AETEHR A Coralogix ¥EA BRI HYEIE, W% Coralogix BEEMER , 5828 Coralogix A,

FX7E Coralogix KJ B K58 E 30


https://coralogix.com/docs/guide-first-steps-coralogix/
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ATHIRMREMEE

HTTP im® URL

TR X ThBERAY T FEHFEE HTTP 3w & URL
» Coralogix - US

» Coralogix - SINGAPORE

» Coralogix - IRELAND

» Coralogix - INDIA

» Coralogix - STOCKHOLM

BRI LLEEEERALE SR | % FEEME AWS Secrets Manager BL77EX Coralogix.
- ELH

EBi4% Coralogix IS REENAE 8 , LMEL Firehose S ERR T E BLim S,

* Secret

£ iZHL AWS Secrets Manager @& Coralogix A E €8N WE, MBREETHRBE
HETEE , FBE PRI —EWZE AWS Secrets Manager. WMEFHMEN , FSBEE
Amazon Data Firehose AWS Secrets Manager F{#F B &,

AES L

Amazon Data Firehose B I ARmISRBMEFERNANX , ARBSEEXZEB N, BE
GZIP A\ AERP A BT, 'E=Z Coralogix BB b EZRIEIE,

Retry duration (B FERE)
87 Amazon Data Firehose EXEAEREEAZEFNE HTTP WHEHNWRHEARE,

EixE R % , Amazon Data Firehose B ZFFRE HTTP in BhAVFERE, MRBEAEHE | g2
EREBFHBARKEIFEIEAL , Bl Amazon Data Firehose AT EERISERE, £EH
BFENEERzH , ZREEHFEES. Tt 2% , Amazon Data Firehose B H R A& BHE
SEXRB , REBEREDE Amazon S3 FFETE,

)X Amazon Data Firehose & RMEEAZE HTTP inlh (VR ERRER ) B , BLEFRD
EFIRRFETEES , WEFRE HTTP in BRI,

FX7E Coralogix KJ B K58 E 31
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BN ER S ERFRIBH , Amazon Data Firehose &5 |, BRI BIMERSIZEZI IR
BB AL, MEEEREF | Amazon Data Firehose ¥ ER TP 2 RRERE, MRE
BERE , KBREALEEHTEE , EFWIRIIHECRELARB AL,
MRIEARZLE Amazon Data Firehose EFEXER |, FHFMERS 0,

28 - EH
Amazon Data Firehose 1 &E HTTP Rl IS ELSMEY . ELSE T B EE B
EIBH M,
- applicationName : #11T Data Firehose HYIRIE
- subsystemName : E#} Firehose BEH &
« computerName : fERHH Firehose BRERB

BRERR

Amazon Data Firehose T BABREEZTEEE N2 SAEGHFER ., EERNENHES
EXNERBREHEEIMAEMTE,

X E Dynatrace #9 B B ERE

AEEHIRFEA Dynatrace fEA B Wb EYIEIE, MEFHME , B2 https://www.dynatrace.com/
support/help/technology-support/cloud-platforms/amazon-web-services/integrations/cloudwatch-
metric-streams/,

- EBEZEELEA Dynatrace A Firehose &5AY B #Yis,
MHEER

EERABER Dynatrace PRI EES A (7% ) , WETE— T NEE,
HTTP %% URL

T H X BEHEZE HTTP i3 URL (Dynatrace US, Dynatrace EU = Dynatrace Global).

B LUEEEER A AP R/, it SEMZE AWS Secrets Manager BA77EX Dynatrace.
« API 23R

& Dynatrace § B Y3138 E 32


https://www.dynatrace.com/support/help/technology-support/cloud-platforms/amazon-web-services/integrations/cloudwatch-metric-streams/
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ELEEEW Dynatrace APl Z5F , LUER Firehose BRI N E It inE. MEFMENR ,
5528 Dynatrace AP| - R & 2B .

* Secret

£ #EL AWS Secrets Manager @& Dynatrace APl ZRFIMER, MREE TR EE
PERBIRE |, BE PEIL—ERE AWS Secrets Manager, IEFMER , FSBHE
Amazon Data Firehose AWS Secrets Manager F{#F B &,

APl URL

R ZM Dynatrace I]REM APl URL,
A B w1

EERRERMARNRIRERBMEHERNWAIL. Amazon Data Firehose A RAA#RIERBHEES
NAX K REBEEELAZENM., AR K L GZIP BXBHENAS.

Retry duration (B FERE)
1EE Firehose ER S ERMEEEFNE HTTP MENKRERE.,

BEERE | Firehose BEFHMRA HTTP inRAV RS, MRBAHER  ARERKFHBA KR
W 2|HBFE , Al Firehose SERBFTEERIFERE, TERSFERBERZH , ZBBESH
BER. Hltz® , Firechose ERERAEREERY , AR ERHEHDE Amazon S3 &7
lﬂ\?%o

)R Firehose X EAMBEHER RS EREEE HTTP ¥y , BEEN B HEITRE
FTEER , WERHHRBE HTTP WmRATERT,

ENEERAISERFREIBE |, Firehose MESFHHER | BERWEIERSNEDRIDREHE AL, m
REFREF | Firehose ¥ B EXATESETESFRERE, NREEFRHE , KBEXERYLESE
PTEE  BEIRIEZRSIHECEERREEA L,
MRIBFHLE Firehose ERFIEZE R , FEIERKRS 0.

28 -EH

Amazon Data Firehose 8 &E HTTP IR ZSELSWEY ., ELSE T 15 BB
EEA K,

% E Dynatrace #9 B Y i# 5% E 33


https://docs.dynatrace.com/docs/dynatrace-api/basics/dynatrace-api-authentication

FMBABER

Amazon Data Firehose

RERR

Amazon Data Firehose T BAEBREEZEEE N2 SAEGFER ., BEEHERERTNESER
NEFEXDNER,. ZEENENEEFEXN N SRBREEEEMERMAE.

S

% 7E LogicMonitor B B B9 3#t15% E

REFEHREERA LogicMonitor 1E4 B Wb AYIEIR, MBFHMEN , 552 B https : //https://

www.logicmonitor.com,

ATHIRMREEE
HTTP im® URL

LTHIEKIEE HTTP iR HY URL.

https://ACCOUNT.logicmonitor.com

B LGRZBEZRA AP £88 | 1t FEERE AWS Secrets Manager ELFEX LogicMonitor,
- APl £i8

FEBE4E LogicMonitor , BAERBH#E Firehose RAAERI RS E IR FTER API £88,

* Secret

£ 3ZE AWS Secrets Manager @& LogicMonitor AP| €88 H, MREHETHEE
PERBWE , BE PEIL—ERE AWS Secrets Manager, IEFMER , FSBHE
Amazon Data Firehose AWS Secrets Manager i B &

AES L

Amazon Data Firehose R AR RGREBAHEFZ RNAX , AZBREREEEXZTENMH, BE
GZIP 2 ALBAMERABZE RN AR RS,

Retry duration (B ERE)

}§E Amazon Data Firehose EFRAAERHEXAEFNE HTTP iInBHN BB RE,

% 7E LogicMonitor BY B B 5% E

34


https://www.logicmonitor.com
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EixE R % , Amazon Data Firehose B ZFFRE HTTP in BhAVFERE, MRBEAEHE | g2
EREBFHBARKEIEIEAL | Bl Amazon Data Firehose AT EERISERE, £EH
BFENEERzH , ZREEHFEES. Tt 2% , Amazon Data Firehose B H R A& BHE
SEXRB , REBELRMEDE Amazon S3 FFETE,

)X Amazon Data Firehose & RMEEAZE HTTP inl (VR ERRER ) & , HLEFRD
FIRRFETEES , WEFRE HTTP in BRI,

ENEEFIFERFEIBE , Amazon Data Firehose &% &M , ERWRERERZEDNEDREF
B A& t, HREFRAEE , Amazon Data Firehose ¥ ERFTREBE T EEFARFE, MRE
BEE  BBRERYEEIHTEE  EFRIBEIRIYE CEELFH AL,
WMRIEBARZFE Amazon Data Firehose ERXEXEE R | SBFAFLERES 0,

2 -EH
Amazon Data Firehose 8 &E HTTP Rl IS ELSWEY ., ELS BT 5B &R B
EEAHH,

EERT

Amazon Data Firehose T EAERHESETIEEEN i EEEGTER . BENENHLEF
EXPHEREREEME,

AR 7E Logz.io BY B WY H#bERE

AEIERBAMA Logz.io EAEKMANRE, MEFMEN , 552 https : //https://logz.iolo

® Note
EBUMN OKHE) B | Logz.io I IFZEH Amazon Data Firehose B Hyith,

AT IR RHEE
HTTP im® URL

LTHRRIEE HTTP %28 URL, URL 4ZEE HTTPS URL.

FR7E Logz.io KY B B ER E 35


https://logz.io/
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https://listener-aws-metrics-stream-<region>.logz.io/

B0
https://listener-aws-metrics-stream-us.logz.io/

BomE

B LGREBEER EEFR |, S BEE AWS Secrets Manager MAfZEY Logz.i0.
SEHAE Logz.io : /o

+ Secret
& :EHL AWS Secrets Manager &% Logz.io BEXFRANME, MREETHNBERESR

BIF | FBIE B — B AWS Secrets Manager, MEFMEN , FF2BE Amazon
Data Firehose AWS Secrets Manager F# f B,

Retry duration (ERFFEEE)

& Amazon Data Firehose EFASEREIEZE Logz.io HERERE,

FHiXE R % , Amazon Data Firehose 8 8 EFRE HTTP inBMVHERD, MBRAEHES =2
FEREFHA B AR U BIRERERAS |, Bl Amazon Data Firehose AT EERSERE, £EH
HESBERCE  ZRBERFEER, Et 2% , Amazon Data Firehose i HR A E RE
IERB , REAEEEEHD E Amazon S3 FE1FETEE,

)% Amazon Data Firehose & RHERXE HTTP %% (VR ERRER ) B , #SEFRH
PORBFETRIEE , X HFRE HTTP i BV HERR.

ENEERISERFEIER , Amazon Data Firehose T2 FME |, B DKW HEERIZEDNEIRE
BRI ALk, MRFESIREF | Amazon Data Firehose 2B ERTHE P 2 ERIAERD, WHRIE
BEE  SEXRERYEEHTES  BEIRIHERIHE CEERABFE AL,

W RIEBARZFE Amazon Data Firehose EREXEE R |, B ERS 0,

S8 - EHA
Amazon Data Firehose S & HTTP R F I EELSREY ., ELSE A HBEEBIM
I E /M,

%7E Logz.io Y B M #hERE 36
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RERR

Amazon Data Firehose T BAEBREEZEEE N2 SAEEGHFER ., EERNENHES
EX/DRBHBREREEMRE,

&% XE MongoDB Atlas Y B B9 #h 5% E

RENER A B A £ MongoDB Atlas BY®#18, MEFME , 528 Amazon Web Services £
# MongoDB Atlas.

« RTHMRERE:

APl Gateway URL

LTHIEKIEE HTTP iR HY URL.

https://xxxxx.execute-api.region.amazonaws.com/stage

URL #ZE=& HTTPS URL,

BomE
BRI LUREEER A AP £18 , ¢ HEE AWS Secrets Manager JA7FEL MongoDB
Atlas,
- APl £18

8 Amazon Web Services £ MongoDB Atlas FHIE R , ERSAPIKeyValueft
Firechose A BRI RS E M imBATRN -

* Secret

#t BELM 2 AWS Secrets Manager , EH‘@&H Lambda 8 MongoDB Atlas B EiFf 3
BM API Gateway APl £, NRFBETHXNBFEPFERIIRNE , BE PEI —BRE
AWS Secrets Manager, MFEFMERF , 2B 1E Amazon Data Firehose AWS Secrets
Manager FfEH BFE.

R B i 5

Amazon Data Firehose R ARRBREBAHEFZ RNAX , AEBEREEEXZTEHM, BE
GZIP XEEFAUBA/ERBERNARHES.

F%E MongoDB Atlas #9 B Y ith 3% E 37
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Retry duration (B FER)

$&§7E Amazon Data Firehose ERAAERMEEAEFMEE = HFHEFNIFERE.

EixE R % , Amazon Data Firehose B ZFFRE HTTP in BhAVFERE, MRBEAEHE | g2
EREBHBARKEIFEIEAL |, Bl Amazon Data Firehose AT EERISERE, £EH
BFENEERzE , ZREEHFEES. Tt 2% , Amazon Data Firehose B H R A& BHE
SEXRB , REBELRMEDE Amazon S3 FFETE.

)% Amazon Data Firehose & RHEXE HTTP %% (VR ERRER ) B , #SEFRH
BRBFFTEES , XEFRE HTTP HEHER,

ENEEFIFERFREIBE , Amazon Data Firehose &% &M , ERWRERRZEDNEDREF
BB AL, MRESRE , Amazon Data Firehose BT ERHTHE T REERIEAFE., WRE
BEE , BBRERYEEIHTEE BRI BRI CEELFH AL,

RSB FRZEE Amazon Data Firehose EEEE R |, B ERES 0.
BERR

Amazon Data Firehose E B EAEREEZIEEEN 2@ LEGFER ., BENENHES
EXPHEBREREEME,

28 - 24

Amazon Data Firehose € &{E HTTP Rl S ELEMEY ., ELSETiHBIEREBIF
BRI EH R,

AREFEAR B R ERE

AETFHERFER New Relic A B RYEIE, MEFMEER , 528 https : //https://newrelic.com,

ATIIRMARHEE
HTTP im® URL

RTHRXFENTHRIBFIREZE HTTP WwE URL,
« New Relic B - US
« New Relic #§£& - US

« New Relic 8& - EU
BT EANENREE 38
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B LEREEER A AP £38 , itk FEERE AWS Secrets Manager BA77EX New Relic

. APl &8
# New Relic One IRF X EMAEHWRESE , ER 40 BF AN TRENFHE, EFER
AP| £88  FRETE Firehose IS BRI E IR,

* Secret

& iZHL AWS Secrets Manager @2 ##E7 APl MM E, MREETHNRNEFEHRETR
B | FBE PRI —{AE AWS Secrets Manager, MEFFMER , FFSBE Amazon
Data Firehose AWS Secrets Manager £ B & .

AES L

Amazon Data Firehose R AR RIS REBAHEFE RNAX , AZBRBEEELZTE N, B
GZIP HEFALUMAERBERNAR RIS,

Retry duration (B FERE)
87 Amazon Data Firehose EXAEREEEZHEAR HTTP In M BERE,

EixEHR#% , Amazon Data Firehose B ZFFRE HTTP inBhAVFERE, MRBEAHE | g2
EREBFHBARKEIFEIEAL | Bl Amazon Data Firehose AT EERISERE, £EH
BFENEERzE , ZREEHFEER. Tt 2% , Amazon Data Firehose B H R A& BHE
SEXRB , REBELRMEDE Amazon S3 FFETE.

)X Amazon Data Firehose & RMEEAZE HTTP inl (VR ERRER ) & , BLEFRD
EFIRRFETEES , WEFRE HTTP in BRI,

ENEERISFEFEIBE , Amazon Data Firehose &% FMEE | ERIW R SIZED IR
HE AL, MREFRE , Amazon Data Firehose é#]lﬁ?iiﬁn‘f%{%ﬁqﬂ% SRIEREFE . WRIR
BEE , SEXRERYEEHTEE  BEIWIHERIHEH CEELRREA L,

WMRIEERZFE Amazon Data Firehose ERXEXE R |, B LERES 0,
2 -EH

Amazon Data Firehose 8 &@ HTTP Rl IS ELSWEY ., ELS BT 5B &R B
EEAHH,

REMEAR B A ERE 39
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RERR

Amazon Data Firehose T BAEBREEZEEE N2 SAEEGHFER ., EERNENHES
EX/DRBHBREREEMRE,

£ E Snowflake B9 B B9 b 35 E

AEIERBAAE Snowflake AR B M b HYIEIE,

(@ Note
Firehose B Snowflake WEESEEXERE (MHEFEdt3 ). ZEES ( RHM ). BUM
(SHM ). BRI (BXB). EXEH (RRE)., BN (ZHE=E ). EXEE (#
g ), EREE (BE) MuKES (SR ), ZXEH (B ). BN (&K). &
EN (BERE). 'R (FE)., BN (BR), TKESE (KR). BN (HHESTHE
E ). BARESE (HME) AWS EiFiRH,

ERRELE
AT HEAIRMEE
Snowflake &k F URL

$&E Snowflake BR S URL, 5l : xy12345.us-
east-1.aws.snowflakecomputing.com. 2B Snowflake X , T #a{a¥ Ei RHI bR
F URL, R , BB EERERE , MBHAWE (nttps : /) EAM,

BRI LURIZEF ¥ A userlogin, FABE€MAMFHEE , it HEME AWS Secrets Manager

LAfZHY Snowflake,

- FREZA
EBEEERARBEAERHD Snowflake fEAE, BMAFLAEEEFEE , AISEREA
Snowflake ERIFERH,

- ESB

5%7E Snowflake HJ B K #3& E 40


https://docs.snowflake.com/en/user-guide/admin-account-identifier#format-2-legacy-account-locator-in-a-region
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FEEELL PKCS8 &\ Snowflake EETH D BRFBENWILE S/, LI , B4 PEM ZEM
BERGEEAESBb, RSB RBZIT , FRKRBRITARE, UTELESBYEAFTRR
Ky &5,

BR PAYZER , KEY_CONTENTI A ER ML Firehose, T EEZH/HEREHBITFETT,
« Passphrase (ZGEE)

EERRRBZENENLEZ SR, MRLBSRARNE , EALUEHBVREZE. NF
HE  F2REASRY S S RENSRBHR.

* Secret

% 5ZEL AWS Secrets Manager 2 & Snowflake EAERNHER, NREBETHNEE
REREWE |, BE PEI— BB AWS Secrets Manager, MEFHMEF , FSBEE
Amazon Data Firehose AWS Secrets Manager F £ f Ba &%,

AGia

fE AR Snowflake A - TN RIBEVLLIZIE | Firehose AT A B EEIEZ Snowflake,
HEESRIERACUBALR, FRBEERACEGKEREA Snowflake ERIRNFFT,

£/ BT Snowflake A - B ASERE A Snowflake BRI RIFH Firehose 1BEHIIETERR
Snowflake A€,

Snowflake E{REE D

BEAMERILE,
#.%8 VPCE ID (GZH)

VPCE ID A[Z Firehose i&B%,%E 5 B2 Snowflake E#F. ID =X A com.amazonaws.vpce.
[region].vpce-svc-[id]. MFBFMEN , 5B AWS PrivateLink & Snowflake.

® Note

MREK Snowflake BEC AT ER , FFEA AwsVpceIdsE MR BUER R FT
Amazon Data Firehose E#l, Firehose 7& E&1E Snowflake IR F R E&E IP B
B, A IP AR BRI e e T8 Firehose iR, MR LETE IP BBEMNEH

5% 7E Snowflake HJ B B #13& E 41



https://docs.snowflake.com/en/user-guide/data-load-snowpipe-streaming-configuration#using-key-pair-authentication-key-rotation
https://docs.snowflake.com/en/user-guide/admin-security-privatelink
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26| | FRRXZEZZRELE Firehose BBk, MELRAILIEHAM VPCE IDs jBE |, 5

2/ 7£ VPC H17H Snowflake,

BRI EHRE
« BUBAEEUTEHRE , FeEMFEA Snowflake 4% Firehose &7 B B th,

+ Snowflake BRI E - Snowflake FIFIEE R REBEERER,
« Snowflake FEHEHIA - BEENER —NZEFEBHERBER  EERENEMHNEBESAE |, §
mE R R ANEE

* Snowflake E¥IF - Snowflake FHFIRER BB FEEREERRYD , EEEBLARMNIE
&,

Snowflake EXIFRNWERIEF A IEE

- £ JSON £ MAERHEE
« {5/ VARIANT & X8
- ARWEBW -ETERRPECHEE  HPSLERARBER,

- PRENENEERE (FA) - EERRTEEERHNERE  HPLRHAPRENEH. EX
RAFA AR, ERIBERIREE | £ Snowflake ERRP BT I ERM.

R AR ERE PUT

{

"firehoseDeliveryStreamName" : "streamname",
"IngestionTime" : "timestamp"

}

¥ Kinesis Data Stream fEA ¥R

"kinesisStreamName" : "streamname",
"kinesisShardIid" : "Id",
"kinesisPartitionKey" : "key",
"kinesisSequenceNumber" : "1234",
"subsequenceNumber" : "2334",
"IngestionTime" : "timestamp"

5%7E Snowflake HJ B K #3& E 42
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}

Retry duration (B SEEFR)

MR K Snowflake BR# R 2 M BHEUSEE S X 4 = Snowflake kB , Firehose B AYIFERR (0-7200
¥ ). Firehose EMIEBERRER A EFEXAFERBERAL, NREKEHSERBRELO
(£ ) ®, Firehose 7&7E Snowflake X MBEFER, , WA5E BB E Amazon S3 $FEFEFATRE.

BERT

Amazon Data Firehose T EAEREEZTEEEN 2 S AEHTER, ERNENEHE K/
AEREREREEME, NEFHEN K F2RNEEFTRET,

E%E Splunk BY B Byt 5% E

AEFRAAE A Splunk A B Kb AYIZIE,

® Note
Firehose &4 & ¥ 324 = A Classic Load Balancer = Application Load Balancer :%E#
Splunk #£,
ATHHELRERME

Splunk cluster endpoint (Splunk # 5 i )

EEYERE | 55208 Splunk X4EFRIERE Amazon Data Firehose #§ & $1Ei%X = Splunk F

B

Splunk endpoint type (Splunk i 2 ¥5 )

EARZEIERT , Bi#iBRaw endpoint, ##EEvent endpointZBR2EMHA FEAREBER
AWS Lambda , MKEHEREEREEETRAMNERS|, WFEHEXERAERENEEE
A, 552E Splunk XHFHIERE Amazon Data Firehose LUEAE ¥ ZE Splunk F A,

o

BUEEEERAS Y BREFTR , I MEMZE AWS Secrets Manager BAL7FEX Splunk,
« Authentication token (& % 583 Z %)

R 7E Splunk B B Ky #th 3R E 43
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http://docs.splunk.com/Documentation/AddOns/latest/Firehose/ConfigureFirehose
http://docs.splunk.com/Documentation/AddOns/released/Firehose/ConfigureFirehose
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= E 5 E A Amazon Data Firehose U4t & Y Splunk %2 , 72 B Splunk XHHE
AR Amazon Data Firehose # Splunk Bt ZEMMBEREEH ., FEEEEREL
Firehose BRAYIH BB Splunk RS FRF , WHEHEFTIBE SR,

* Secret

& JZEL AWS Secrets Manager @& Splunk 2 BREBEFHFHRE, MREETHNEE
PERBRE |, BE PEIL—EWE AWS Secrets Manager, IEFMER , FSBHE
Amazon Data Firehose AWS Secrets Manager F{#F B &,

HEC acknowledgement timeout (HEC FEE2FA B3R EF)

$EE Amazon Data Firehose % #F Splunk R ZESINEERE. R Splunk RIEEZREZ
BIEIAFERY , Amazon Data Firehose 884 2R AERRF K. #FE Amazon Data Firehose
SERNEELRED T Amazon S3 EEFITE , KBERENERSEREEME,

Retry duration (B FERE)
8% Amazon Data Firehose EFEEER ZE Splunk WIFERE,

BEixE R % , Amazon Data Firehose £ ZFF R B Splunk HHERR. MRBEHER , A2ER
B AR A R SIFEREFA S |, Bl Amazon Data Firehose BB EEREERE. EEHEE
BREERCE , ZRESIFEER, It 2% , Amazon Data Firehose €45 H1R A& BHEE %
B, REBEREHD T Amazon S3 fFEFETE.

)X Amazon Data Firehose G ERHEIXE Splunk ( HRERRNER ) B, HLEFS®E
PORBFETEIES , W F Splunk WHESR.

ENEEFIFERFREIBE , Amazon Data Firehose &% &M , ERWRERENZEDNEDREF
BB AL, MRESRE , Amazon Data Firehose BT ERTHE T REERIEAFE, WRE
BEE  BBRERYEESIHTEE  EFRIBEIRIYE CEELFH AL,
WMRIEBARZFE Amazon Data Firehose ERXEXE R |, SBFAFLERES 0,

EERT

Amazon Data Firehose T BEAEREEZTEEE N2 SAEGFER ., EERNENHES
EXNERBREHEEIMAEMTE,

FR7E Splunk B9 B Y ERE 44
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RYE Splunk RTEAIM B B K1 ERE

REEEIREA Splunk Observability Cloud 164 B FithAY#1E, MEFMEN , F2SH htips://
docs.splunk.com/observability/en/gdi/get-data-in/connect/aws/aws-apiconfig.html#connect-to-aws-
using-the-splunk-observability-cloud-apio

ATHIRMREE
Ein EERR URL

&R LATE Splunk ATERRIME 12 A MVEER > il > B ERHEEUR 2 P X 2 Splunk ATERIE
E i iy BN BF ERHEE URL.

BALLEREEERATRER , % FEEME AWS Secrets Manager SA#ZE Splunk B #78l
M E,

- FENGEER
£ Splunk Observability A H , #EE THFEERER TS INGEST REHEZTAN
Splunk Observability ZEUER .

» Secret
£ JZEL AWS Secrets Manager ‘@& Splunk AIBUAIMEREFRFHHRE, MREETH

RBEFETRIWE | BT BB —EWE AWS Secrets Manager, WEFMEN , ES
BJ1E Amazon Data Firehose AWS Secrets Manager H{# F B &

AES L

Amazon Data Firehose R AR RIS REBAHEFZ RNAX , AZBRBEELZTENH, B
GZIP S EFALUMAERBERNAR RIS,

Retry duration (B FER)
87 Amazon Data Firehose EXAEREEAZEFNE HTTP IWHNWRHEARE,

EiX &R , Amazon Data Firehose 8 £ Z#FRE HTTP in BRVFERR. WMRBAEHER , =2
EREBFHBARKEIEIEAL | Bl Amazon Data Firehose AT EERISERE, £EH
BFENEERzE , ZREEFEES. Tt 2% , Amazon Data Firehose B ER AERHE
SEXRB , REBERMEDE Amazon S3 FFETE.

FRE Splunk ATEURIMEE iR B HY 3 5RE 45
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)X Amazon Data Firehose & RMEAZE HTTP inl (VIR ERRER ) & , BLEFRD
EFIRRFETEES , WEFRE HTTP i BV FRESE,

ENEEF IS ERFREIBE , Amazon Data Firehose &% &M , ERWRERRZEDNEDREF
M ALE, MNRBESREF , Amazon Data Firehose é*ﬂﬁ?iﬁiﬁn‘f%{%ﬁqﬂ BRIREFE, MRE
BEE  BBRERYTEEIHTEE  EFWRIBEIRIYE CEELFH AL,
WRIEBARZFE Amazon Data Firehose ERXEXE R |, SBFAFLERES 0,

2 -EH
Amazon Data Firehose 81 &E HTTP Rl IS ELSWEY ., ELS BT 5B &R B
EEAHH,

EERT

Amazon Data Firehose EAEAEMEEZIEEE NI EAEEHEEN ., EENENHES
EXPDHEREREEME,

X E Sumo Logic #Y B Bt ERE

AEFEHRER Sumo Logic fEA BRVHHAYIETR, WMFBFMEF , F2 B https : //https://

www.sumologic.como

ATHIRMREEE

HTTP im® URL

EEATHERXIEE HTTP iR 2K URL : https://deployment name.sumologic.net/
receiver/vl/kinesis/dataType/access token. & URL #7E% HTTPS URL,

AES L

Amazon Data Firehose AR RGREBAHEFZ RNAX , AZBEREEEXZTEMH, 1BE
GZIP 2 ALBAMERABZE RN AR wmE.

Retry duration (E & FE R )

87 Amazon Data Firehose E&FEEE R Z| Sumo Logic B RE,

X7 Sumo Logic #Y B B ERE 46
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EixE R % , Amazon Data Firehose B ZFFRE HTTP in BhAVFERE, MRBEAEHE | g2
EREBFHBARKEIEIEAL | Bl Amazon Data Firehose AT EERISERE, £EH
BFENEERzH , ZREEHFEES. Tt 2% , Amazon Data Firehose B H R A& BHE
SEXRB , REBELRMEDE Amazon S3 FFETE,

)X Amazon Data Firehose & RMEEAZE HTTP inl (VR ERRER ) & , HLEFRD
FIRRFETEES , WEFRE HTTP in BRI,

ENEEFIFERFEIBE , Amazon Data Firehose &% &M , ERWRERERZEDNEDREF
B A& t, HREFRAEE , Amazon Data Firehose ¥ ERFTREBE T EEFARFE, MRE
BEE  BBRERYEEIHTEE  EFRIBEIRIYE CEELFH AL,

WMRIEBARZFE Amazon Data Firehose ERXEXEE R | SBFAFLERES 0,
2 -EH

Amazon Data Firehose 8 &E HTTP Rl IS ELSWEY ., ELS BT 5B &R B
EEAHH,

BERR
Amazon Data Firehose TS EAEREEZTIEEE N 2 A LBEHER ., BEM Elastic B
iR E E X DERERMEEME,
AR TEREMR B RHERE

AEEHRE A Elastic fEA B bRy EIE,

ATHIRMREMEE

Elastic %28 URL

EEATHERRIEE HTTP iwEH URL : https://<cluster-
id>.es.<region>.aws.elastic-cloud.com, ¥ URL #Z&%A HTTPS URL,

BRI LB IEEER A AP £18 , I BEBE AWS Secrets Manager LA7FEY Elastic.
- APl £88

REEMR B R ERE 47
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B R4S Elastic BB EEEM API £88 |, LUER Firehose ERRFTEHRIE

* Secret

£ iZHL AWS Secrets Manager 2% Elastic APl £, MREETHRNBFEFET
B | FBE PRI —{ARE AWS Secrets Manager, MEFMER , FFS BT Amazon
Data Firehose AWS Secrets Manager F{#F B & .

AES L

Amazon Data Firehose R AR RIS REBAEFE RNAX , AZBBEELZTE N, B
GZIP (FEfRiEE) e FRUBA/FERBE RN AR HEE.

Retry duration (B FERE)
}§E Amazon Data Firehose EFREXE R F| Elastic WEFERE.

EixE R % , Amazon Data Firehose B ZFFRE HTTP in BhAVFERE, MRBEAEHE | g2
EREBHBARKEIFEIEAL , Bl Amazon Data Firehose AT EERISERE, £EH
BFENEERzE , ZREEHFEER. Tt 2% , Amazon Data Firehose B H R A& BHE
SEXRB , REBEREDE Amazon S3 FFETE,

)X Amazon Data Firehose & RMEEAZE HTTP inlh (VR ERRER ) B , BLEFRD
EFIRRFETEES , WEFRE HTTP in BRI,

ENEEFIFERFEIBE , Amazon Data Firehose &% &M , ERWRERERZEDNEIDREF
B A Lt, HREFREE , Amazon Data Firehose ¥ ERFTREBE T EEFARFE, WRE
BEE  BBRERYEESIHTEE  EFRIBEIRIYE CEELFH AL,
WRIEARZFE Amazon Data Firehose ERXEXE R | SBFAFLERES 0,

2 -EH
Amazon Data Firehose 8 &E HTTP Rl ZSELSWEY ., ELSE T 5B &R B
EEAHH,

EERT

Amazon Data Firehose T BAEBREEZTEEE N 2o SAEGFER, EMHENHNES
EEEXNE 1 MB,

REEMR B R ERE 48
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A A
=% TE B 195X E

Amazon Data Firehose £ Amazon S3 R HERXRFTEMEZR N FMERE LB ER,

/A Important

« R H7E Firehose B MRS Direct PUT =% Kinesis Data Streams B , F X E{EHRE.
- EEEYEEAAEAEX B , TEAM Amazon S3 & B #is,

MRIEME T H E e —ERE |, BT LUETE Firehose BRHY S3 R ERTE.

« HREHE Amazon S3 SRE A Firehose SR B Wy |, WBIBIETE AWS Lambda BEIRE R E R
8%  BIBEM Firehose RN E R L HEK K,

- WRE# Amazon Redshift ZXE & Firehose SH B Wit , WRIFIETE AWS Lambda B B2k E 2
EREC i,

o MREHETIETIRFEELE S Firehose B H B #93 - Amazon OpenSearch
Service, Datadog. Dynatrace, HTTP Endpoint, LogicMonitor, MongoDB Cloud, New
Relic, Splunk 2 Sumo Logic, Snowflake, Apache Iceberg Tables,

LA & Firehose BB ERE.

« Amazon S3 FHIFRCEEE D - W R S3 =K Amazon Redshift 24ZEA B M |, kR EEEHE
REMARRERRER , ERREEARE, NRSTMEMZ BRI (S3 5 Amazon Redshift
BRI\ B ABEEMWE N , AR ESREREREROERFEER , EREROARNER,

 S3 B fFEFETE - iE R Amazon Data Firehose B3 &R S3 7T EE,

- S3 B FEEFEITEFE - ER Amazon Data Firehose R E RN FHE,

- S fEMMREFITREREETE - TEXMNERTEROTL S3 REFTFBERBEFTED,

. BERT. BHEMMBRLUHEITHS - Amazon Data Firehose £/ Amazon S3 R HEHIZHE
FriZ B MM ERABER . Amazon Data Firehose LEFEANER , BSEXNS (&)
Z Amazon S3, A LUEE 1-128 MiBs WRE[E X/ 60-900 WV EE ERERE. WmENRE=EE
ERERRZNE Amazon S3, MREMAEREE , BMERBMRE R Amazon Data Firehose W
BRERNEEBERAZERRTE Amazon S3, MRERFEE W ERERRE A Firehose &Y
& ¥ , Amazon Data Firehose @B RERSEFE/NUELEE, LWEIEEBRBRIEERER
~HEIB i,

BERDRE 49
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- S3 B - i#$E GZIP. Snappy. Zip 2 Hadoop ¥%& Snappy EXIRME , SR EEHE
#. Snappy. Zip # Hadoop #H%& Snappy BR#ETE A Amazon Redshift {4 B H#tb#Y Firehose
==

- S3EIEE®EN (BA) - BXHNE Amazon S3 Bt EEEEBNYHEEREEER. MRE
BUALLIhEE , BENRIEREBEETEREAEIRS S3 BAETHEEM MW FEREIER , A0 .parquet
=® .9zo BEMKILERERKAERY S BEREFEHAN  FRERACHRELENEIESR. 8
EE24ALA ()HE , B8 AHNET : 0-9a-z! - *(). BEIEZTAEER 128 EAFT,

« Firehose X#EfEH AWS Key Management Service (SSE-KMS) #9 Amazon S3 Al iR25iwiN%5 , LA
iz Amazon S3 IR ER, BAEZEFABENH S3 FEFFBPIEENTERMBESR | WE
REBENS\BBEDN AWS KMS £RHETINE, MREFEH AWS KMS £ imBER , &L
EATERR AWS ZE LB (aws/s3) RBEFZE LR, NWEFMEN , FSEEARARSERMNEZERZER
AWS KMS ZE2RIREZEE R (SSE-KMS),

RERFRT

Amazon Data Firehose i BRBAPHNEARRERBEFTERERD (BEKRD) I—BREBZERE
(BEER) K BRXAEEENEN, EREELRNNRENERINIE Amazon S3 , W RERE
HREAEXNESEFHMEE , HFE Firehose RNERXEUFESENHEER | £EFERHEFRER.

SER AR M FTAY Firehose BRI RERT AN NEREER , WEHERA Firehose BR LWEB A/
NzEEkE. REXDUMBSREN , BEERBUDAEN. T8 , IREEEMEF—EE , &t

HARMEMAE, E—ERENERERGZIEE Firehose RTEHR, MRERREREE , AEE
MfaR{E.

BAILLER AWS BEE XA AWS Command Line Interface, = AWS SDKs %% Firehose #&R &
BR,. $RABENER , BuLUEREEAPHNFEZRBERMFER UpdateDestination APl , AB & &
WEARGIWEENRERTRT. HAWRR , BUUERAEEEHER CreateDeliveryStream
APl BBERTEREAFNBERBLN —Bor. EERBEEFH A/, 557 CreateDeliveryStream =,
UpdateDestination API By B fy#h4FEDestinationConfiguration2&IntervalInSeconds &%
E SizeInMBsH .

@ Note

- RERT2ERAEBRARPIERER , MBEIEEFRTUSEAZRRAETEER.

- FEREBRENIREARGEE  SuLEASEFERBRER. EXSEEFHRERELS
¥, Firehose TE2REER , Y ELVARNTER . SETRIEFAREBNEZH ,
6 R RE Firehose BT H B Wit B BEFHIR T,

A
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. BEEDEEEARERERA G, FEAR Amazon S3 19 B K,
- ERENRETEARBREDE

- ERRERFTRBBRORN 60 WLUIRHMBIKAVERR |, Firehose §¥f S3 B Ay 75 B
L&, BHR S3 BNt B EE  REREETKBBRNRN 60 ¥, B S3 PUT API &
RERHE I,

NFEENHBENETRNEEMNARE  F2HETXR

BE mREAR/D , BAMB REN ( FEHRPAITERE ) BRERER , UPA
By (FRPHVE
R{E )

Amazon S3 1-128 (5) 0-900 (300)

Apache Iceberg & 1-128 (5) 0-900 (300)

BR

Amazon Redshift 1-128 (5) 0-900 (300)

OpenSearch 1-100 (5) 0-900 (300)

Serverless

OpenSearch 1-100 (5) 0-900 (300)

Splunk 1-5 (5) 0-60 (60)

Datadog 1-4 (4) 0-900 (60)

Coralogix 1-64 (6) 0-900 (60)

Dynatrace 1-64 (5) 0-900 (60)

oE 4 1 0-900 (60)

Honeycomb 1-64 (15) 0-900 (60)

HTTP w24 1-64 (5) 0-900 (60)
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B BEAR/D , BAMB BB ( FEHRPHVTERE ) REER , LA
By (FHRPNE
%{E )

LogicMonitor 1-64 (5) 0-900 (60)

Logzio 1-64 (5) 0-900 (60)

mongoDB 1-16 (5) 0-900 (60)

newRelic 1-64 (5) 0-900 (60)

sumoLogic 1-64 (1) 0-900 (60)

Splunk Observabi 1-64 (1) 0-900 (60)

lity Cloud

Snowflake 1-128 (1) 0 - 900 (0)

Bt EEPE R E

T —812 & Firehose B RIERRENFMEN.

- fAAREFwHNZE - Amazon Data Firehose X #EfEH AWS Key Management Service (AWS KMS) Y
Amazon S3 R fREFIKINEE , AN Amazon S3 FIRFER, WHEFMEN , F2EEAARES
B ANF AR AWS KMS S B2 REHE R (SSE-KMS).

« $HER5CH% - Amazon Data Firehose Bt Sk EREE MRS MHBEMNTERR. A, BAERNERE |
A LAGE 8% Lambda A |, W& E BHEIXEEEREE ZE CloudWatch Logs. MEFHHEN |, B2 Eﬂﬁﬁﬁ

CloudWatch Logs E=#2 Amazon Data Firehose,

/A Important

BAK | SMZUEBTE Firehose BRE M HIBEA Amazon Data Firehose $#83350 8%, LbAEE
AR RIECHRB B R AN |, B LAEEERFAER,

« 1] - Amazon Data Firehose 4% IAM B & FA M Firehose B RFTENFIERT A, BRI LLRERER
HERSEFTNERTRIFNA® , 3i#1E A Amazon Data Firehose BIHNEREAR, LA
B AR T Firehose HE BRIV ZEVE , 215 S3 HZErE. AWSKMS £ ( mERBAER
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&) Mlambda HE (WMRMAERER )., IRETRSERVEFRENENAC, NFEFHE
A, RBHEMTER IAM?,

® Note

IAM B (BRFEZNE ) RIRIBEHERI Firehose B REIBIENMEEFIEN, MREY
Firehose &RKKIRE B Wit ETEMEE , BN BEFHEH IAM BE,

- B\ - B LSRR RAS AWS EIR, ERRARMZEFE.

MRETE CreateDeliveryStreamBEFHIEEZEE , Amazon Data Firehose &
¥ifirehose:TagDeliveryStreamEBERITEANEE , UREBECEAEREEGEY
ERWET, WREREBHELTT , £/H IAM BREREMH Firehose SBRMERE %
B , AccessDeniedException#ll FFfRo

AccessDeniedException

User: arn:aws:sts::x:assumed-role/x/x is not authorized to perform:
firehose:TagDeliveryStream on resource: arn:aws:firehose:us-east-1l:x:deliverystream/
x with an explicit deny in an identity-based policy.

THIEBIREBHAIBRATRER EE I Firehose FRAERERR.

BERHOMERRER , FREENIEE  REBBEE Firehose B,

B Firehose BBRETT A2 , EEL D EENEIRE, &M Firehose BREREAFRARER , &
RALRBREEEEELERNTZKER,
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£ 51 E RAIEL Firehose &k

O LAER AWS BEE IS REFEERKRERFEER, FTRASERAERFHTEST , SEHHIRK
88 Firehose &3, EAIZ &5 Firehose BHRMMHEE K MAMKELBCOHAIREER,

UTARBEREERES

{"TICKER_SYMBOL":"QXZ", "SECTOR":"HEALTHCARE" , "CHANGE" :-0.05, "PRICE":84.51}

AR, BEW Firehose B EWE R | SUWEUER Amazon Data Firehose Ef , BEELER
RAEWE, EECLEAELER S UBRREEAELEESETR.

FORIRAF

Bt <Al , s Firehose B, MEFMER , FSRHEFRE . EEAE Firehose Bifito

£ Amazon S3 #1785,

FEHATHREF , LA Amazon Simple Storage Service (Amazon S3) #A B b 3BIE, Firehose &3,
£/ Amazon S3 A& Firehose &

1. BARUMLR https://console.aws.amazon.com/firehose/ BY Firehose £ &,

2. BEERATH Firehose B, Firehose RN ERAERTAREE | FTEERBEERESR.,

3. & Test with demo data (MAREEE RHAIE) KT |, i#1# Start sending demo data (BRI REE
B LEERRTEER S,

4. BRRESLNET  WRENEXNE S REFETE, Fis  BREERFIENETERE ,
VB TRFEEE T ETEHRENENR TR,

5. AIERSERE , i#E Stop sending demo data (FLLEEREER) MEILLEEFERE,

£ Amazon Redshift ¥ 173815

FEATHRERF , LL Amazon Redshift #fiA B B9 #3585 Firehose &3
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£ Amazon Redshift 8|5 Firehose &

1. 18 Firehose B RFAHERRE HIBE Amazon Redshift &/, FEiB SQL M HIEHFEZE
Amazon Redshift , W#1T T HIBRIARR |, B EREFERNEREK,

create table firehose_test_table

(
TICKER_SYMBOL varchar(4),

SECTOR varchar(16),

CHANGE float,

PRICE float

)5
BRALIA https://console.aws.amazon.com/firehose/ B Firehose £ &,
BIEFEER P H Firehose &3, Firehose BRAERMIEARME | FeEHBREEER,
#mEE Firehose FRRAYH B EFMER , UEQHFBIUMfirehose_test_table&E Rk,

£ Test with demo data (MAREERAIE) KT , 1##F Start sending demo data (B EE REE

B LEERRTEER &M,

6. HREBLMWET K BIRERRFIRKP. FIEE , REEERE , FNIITEFTEL ETS
HIRR B REF,

7. AIEZEKE |, B2 Stop sending demo data (fFILEE REER) UMELELEFRE,

8. #m¥E Firehose &AY B MWMEFMENR , LIRS —EER K,

9. (#HA) MBER firehose_test_table&#,

o & 0D

{#F OpenSearch Service 1T

FERAT5F , £ Amazon OpenSearch Service A B By i#th 2815} Firehose &3,
{# A OpenSearch Service i Firehose &%

1. BRUIR hitps://console.aws.amazon.com/firehose/ Y Firehose £ &,
2. EEZEERTH Firehose Bifi, Firehose BRAHERNIERAPAREE | FEEFAREEER,

3. & Test with demo data (MAREERHRIE) KT , 1212 Start sending demo data (B EE REE
B LEERETEER A,

4. HRBEEFWIETR , BERERRFEEMN OpenSearch Service 15, MEFMEN , TS H
{Amazon OpenSearch Service B3 A B1EF) FHIE OpenSearch Service I F#E & X,

{# A OpenSearch Service 17385 55
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5. AIEZTKE , B2 Stop sending demo data ((FLLEE REER) UMELELEFRE,

{# M Splunk ¥ 177815

FRTYTEF , 4 Splunk A B Kt 3 A5 Firehose &
£/ Splunk Bl Firehose &R

1. BRI https://console.aws.amazon.com/firehose/ Y Firehose £ &,

2. EEERAYPH Firehose B, Firehose BRAERRIEATMRE , FEEFABEIEER,

3. 7& Test with demo data (MAREERHRIE) KT , i#1# Start sending demo data (B EE REE
&) UEERFRTIREREH,

4. WERERRNBEM Splunk FE5|, Splunk I ESEHA

sourcetype="aws:firehose:json"#l index="name-of-your-splunk-index". W%

H#—5 T IAI7E Splunk REESEH |, 528 Splunk XHHH Search Manual,

MEAHER R HRRNER Splunk 5| , BIFFREER Amazon S3 RFFEREERREH
SFEZSEERAREEZE Splunk,

5. BAIFEFERE , 182 Stop sending demo data ((FLLEE REER) UELELEFRE,

£ Apache Iceberg BRI K E TR

FERTHIRF , LA Apache Iceberg Tables A B B9 it 3& 815 Firehose &3
£ A Apache Iceberg Bl #&BEIE Firehose &

1. BABUMYR https://console.aws.amazon.com/firehose/ Y Firehose £ &,
2. EBE/EATM Firehose B, Firehose BRSERAIERAFTME , FTEMABEEER,

3. 1£ Test with demo data (MAREERAIE) KT , i##F Start sending demo data (BB EE REE
B UEERZETEEREH,

4, BREEHLVET  BWEEREEXNSESMN Apache Iceberg Bk, FEE , RBFTUHNE
FHEE , TGRS ELE B SHREENRAFITED,

5 MRAFAERRHREEN Apache Iceberg ERlFTRH |, FREEMN Amazon S3 EFrFRESHE
KBNS H,

6. JHIEMERE , 122 Stop sending demo data (FLLEX REER) LELELEFERE,
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& RHEIX Z Firehose £

A7 ER B A0l f5E FH N R Y B B SRR AS E RMEIX E Firehose £, WMRER¥ X HEH Amazon Data
Firehose , ig{t —LLEFREEE R BN MMEEHE R Amazon Data Firehose ? .

(® Note
B AWS R ReeEIAFARME4 LR EREEK Firehose &, E# %4 Amazon
CloudWatch Logs, CloudWatch Events %7€ B 28 , t1REH Firehose ERAERAIEIE
AWS loT , SR Firehose HREHMBHVRAHERNEL, MFESEEDRBRIMNE

2 , 5528 Amazon Data Firehose i 25,

A AR T 51 & B SRR S & BHEIX E Firehose &iio
*RE

« R Kinesis REREN UEZEE R

- £ AWS SDK Eix&H

« # CloudWatch Logs f&i%X Z Firehose

« #% CloudWatch E#4EIXZE Firehose
« 5RE AWS loT A& RHMEIXZE Firehose

X E Kinesis KEREAUEXER

Amazon Kinesis REERXE—EBE LM Java MBEARER , IMASEEE , TEHUNAKEERL
#&EHEIXE Firehose, RERNSRHEER—HER , YWiGHEREILE Firehose Bift. KEBEEXE
BErRNAREERRBR, BERNAMENESR. CETNANRE. REAFENSTARSER,
TIRERNME N CloudWatch 181 , LEHFHERNE#EREREF. FEE— T TR, F2HE
awslabs/amazon-kinesis-agent,

BIFFAK , CHEREZEERBRERITHR ('\n') ZRETHN. T8 , REEX L ALEREAIT
STk (A2 REEEREELBRRE).

SERBAEL Linux AERHNARB[RRZENAERR |, fl0 Web ARR. BERARSR , REBEMR
. ZRREEAR K BBREEEERNERNEBM Firehose HRMREREREN, REREREX
2B, CERAMEERREER X AR EEEE Firehose &t

ERTE Kinesis RERER LUEXE ¥ 57
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FORIRAF

BRI EA Kinesis Agent 2 &1 , FEREEBAFE T 5l ORIk 4o

- BNEERFEAAR Amazon Linux , 5 Red Hat Enterprise Linux MRZA& 7 s E HARA

« 2.0.0 RBEFRAREEAMITRHEAN R JRE 1.8 IRBEFRA. 1.1.x IRRNEEXNAITREA
B2 JRE 1.7 HEFThRA,

« WMREMEM Amazon EC2 HITENAERERN , AIFFREIER EC2 BTHERE.

- BETEN IAM A% AWS BAERLEEBG#IT Amazon Data Firehose PutRecordBatch #1E
WEFE , REER ST EREEE Firehose Bifi. BEMA CloudWatch EEERERER |, IS
%= B{®#1T CloudWatch PutMetricData #R{EMVETF AT, WMEFMER , F2E £H Amazon Data
Firehose 2 #|77 . EEZ Kinesis K ERZE/EARRE M Amazon CloudWatch & % Bk 58 ER 7 BUiZ
il o

EIE AWS R AER
ERTHEN—EL EREEEN AWS BAEE -
- BYATBAERIEME, MESMER , 558 Wthe section called “E 17 EETE A EEHEHE,

- EEEE EC2 #1TERE |, I5E IAM A&,

- REREBEEAKIEE AWS BEAER (F2HE THEERKawsSecretAccessKeyH Y
awsAccessKeyId# I Bthe section called ‘1§ E(LIEFE R HAEERE")o

- #mE /etc/sysconfig/aws-kinesis-agent LAISERH AWS EiFF AWS FZHL S8,

- MREH EC2 BTEBMRATREMN AWS IRFEF , BRI IAM A& LR H# Amazon Data
Firehose IR ZEE., U EREREEXNRIEEXAE (2B assumeRoleARN Fl
assumeRoleExternalld), A LRER—BHERIEEHMIRFPERETLARH TZERAEN
AWS EAEH,

BUYHITEAEREMRSE

BRI RETHAEREFELETRRREMRE , WKHEHNZBA jar BEIEE

#A Kinesis REFER : userDefinedCredentialsProvider.classname ¥l
userDefinedCredentialsProvider.location. MHEEMEHEEENRA , FSHthe
section called “{E ER B HRERE

o

TORIRE 58
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EZERVHIIBRREME  FESE/E AWS CredentialsProvider STEMWERI , N T 5 HIRT
Ro

import com.amazonaws.auth.AWSCredentials;
import com.amazonaws.auth.AWSCredentialsProvider;
import com.amazonaws.auth.BasicAWSCredentials;

public class YourClassName implements AWSCredentialsProvider {
public YourClassName() {

}

public AWSCredentials getCredentials() {
return new BasicAWSCredentials("keyl", "key2");
}

public void refresh() {
}

BHER SRR —ER T BNERERE,

AWS EEHIAENEERZE , LIBEMNEAER, MREFERRRHECHEALEGBHA
RUTENER , AFELFZP S ENBRERIENERNR, E , MREFERERHAERHABTE
(TEE) BFE , AU ZRERE,

THRIEZE REBREN
B, BERELNHTHER. WFEFEER  F2H (Amazon EC2 R EER) PHEREENH
TIERE, MREEERFEDMERE , 528 (Amazon EC2 EAEER) FMNEREHTERMNHIE

ARE , FRUATHEZ —TEREREN,
« & Amazon Linux fFsSSZH#REBRER

A ERBEAR Amazon Linux $i1TEE. FATHHS :

sudo yum install -y aws-kinesis-agent
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2.0.0 R EFRARERRNLEEESB Amazon Linux 2 (AL2) EXRHEMNEM £, HAEREXRAE
FE Java 1.8 HEMRAE. MRAFN Java REEHFAFE , IREEXAREERFSREZRA. W

% Amazon Linux 2 FIEMIE A , 52/ https://aws.amazon.com/amazon-linux-2/,

£ Amazon S3 RERTZERERER

5 3%E AR Red Hat Enterprise Linux BAK Amazon Linux 2 #{T{E#E K KAHSH® A BENFEESS
ZHERAEBEER, FATIHHIRTHELZEZFHRWREBEREINRA 2.x.x :

sudo yum install -y https://s3.amazonaws.com/streaming-data-agent/aws-kinesis-agent-
latest.amzn2.noarch.rpm

BEZEBERFANAEENX , FEDTHEERERER. Hlo, FTIncearEREESX v
2.0.1,

sudo yum install -y https://streaming-data-agent.s3.amazonaws.com/aws-kinesis-
agent-2.0.1-1.amznl.noarch.rpm

WMRIBHE Java 1.7 BEFREEEAEK , BIf FHE Java 1.7 HBEH 1.xx BRAERER, fln , EETF
1.1.6 RRERR , BOLUEAUTHS

sudo yum install -y https://s3.amazonaws.com/streaming-data-agent/aws-kinesis-
agent-1.1.6-1.amznl.noarch.rpm

B LER TS S THREFTHRERER

sudo yum install -y https://s3.amazonaws.com/streaming-data-agent/aws-kinesis-agent-
latest.amzn2.noarch.xrpm

& GitHub @EfFeR R EAEREN

1. B% K FRELEZEMEN Java A , EREURRREBRER R,
2. f% awslabs/amazon-kinesis-agent GitHub f#f£s8 T SLERER,
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3. BIEITHEHKIHTTIGTUALRAERRN :

sudo ./setup --install

« 2B Docker BRegH R ERERER

Kinesis (AR B ] LLEIB amazonlinux ResERERSPHIT. FEALLT Dockerfile , AREHIIT
docker build,

FROM amazonlinux

RUN yum install -y aws-kinesis-agent which findutils
COPY agent.json /etc/aws-kinesis/agent.json

CMD ["start-aws-kinesis-agent"]

AEMEE RERERN
RENMBERERR
1. BREREAGEE NREARRMRTRGT , WUBREAESDUT)  /etc/aws-

kinesis/agent. json

FEHABERS  EEREBEENKREENNER "filePattern" (), ARKREREXEXE RN
Firehose A M "deliveryStream" (). BREBEF—EEX , TEREEXHBERR
B, ZURBERIBIFNER , SVTEB—R. REEXSFABRELREER , &Y
BT EE M LRI R ZE Firehose Bifle MRBIUFMERSIWMBERNERTEBEL —X , #
BHREERNEZIIRES EEER,

{
"flows": [
{
"filePattern": "/tmp/app.log*",
"deliveryStream": "yourdeliverystream"
}
]
}
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5% AWS B A& us-east-1, MREFEATREWES , Fi§ firehose.endpoint FRE#E
FHEER  BEUEELEENRE., NEHAET K F2BEEREEXHEERE,

2. FHRBAEREN .

sudo service aws-kinesis-agent start

3. (EA) REREEXNERFKRERRBHT

sudo chkconfig aws-kinesis-agent on

REEARECHARRBRBEESERHT. ceFEEREENER , YEERNEEXEEEN
Firehose 8. RIBREXMEBFCHEN /var/log/aws-kinesis-agent/aws-kinesis-
agent.log.

EERNEENERRE

REEBAXEMESLEMNHERERE filePattern M deliveryStream , AR AREMINERERE
REERTE, BULUTE /etc/aws-kinesis/agent. json IBEMSERZAMWARERE,

EXBEARERE  KXAFRA TS TELRREBRERS

sudo service aws-kinesis-agent stop
sudo service aws-kinesis-agent start

HE  EAULUERATIGS

sudo service aws-kinesis-agent restart

HEREERE Description

assumeRoleARN FAEREBIAEK Amazon Resource Name (ARN), MEFMEA |
F2E (AM FEAEER) PHER IAM AEE AWS IRFZERFEH
.
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FBABE

M

HEREERTE

K

assumeRol
eExternalld

awsAccessKeyId

awsSecret
AccessKey

cloudwatc
h.emitMetrics

cloudwatc
h.endpoint

firehose.
endpoint

sts.endpoint

userDefin
edCredent
ialsProvi
der.classname

userDefin
edCredent
ialsProvi
der.location

T RREAERE.

Description

ERENPRERTUARELAG, NFEFEES  F2H (AM £
Ei5E) PWAERIE D,

AWS EZERERBEAERNFINEER ID. KREBEIRFEEMEAER
RHEEE,

AWS BRAREABHNALR SR, UREEERMEHMGEABTRMM
FERg .

WMEZES (true) , BRBARERER B HIEZEZE CloudWatch,
&% : true

EAR CloudWatch Y [E 13 1% 2

FEE% : monitoring.us-east-1.amazonaws.com

Amazon Data Firehose B9 [& 15 i% 2.

JE5% : firehose.us-east-1.amazonaws.com

Security AWS Token Service B &1 4% B,

TR ¢

https://sts.amazonaws.com

MREEBEZBIIBAERREME  BEALRERHEETEENEE. T
EEFREBHYREESE .class,

MRLBERETTEAEREMRE  FEALREREESSEITEAER
REEZ jar WEHRE, REEXBEETIMLESK jar 8X : /ust/

share/aws-kinesis-agent/lib/ o

EERBRAERERE

63


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user_externalid.html

Amazon Data Firehose HEASER

HHRERRTE Description
aggregate HEEVRERARERCE , RARIEERKA Firehose &3 , FFREELRE
dRecordSi - BHBREALHFLERBEFEREREXSHEMA Firehose BRZ AT HEE
zeBytes Y K7D,
FEER{E : 0 (JEEME)
dataProce EEEZE Firehose 2l , ERZBEZMCHENEERIEFE, HE
ssingOptions BEEHEtEENERRHNIT. WEFMER  F2EEA KAEEXHEL
BREER.
deliveryStream [%ZE] Firehose &R B,
filePattern HE] FEREEXERNERTY . FELEXNEAEREHAE

EXRBHERER., HRFESHEXNMERER , BB IRE
aws-kinesis-agent-user ., HRASESERWEHK , FHERIHT
AR EE aws-kinesis-agent-user o

/A Important

REEASRRFSUEANFETAER. EEZERARNEEXTE
HESINNECE , FBDEZRER,

initialPosition  HEREIBETIMWHBEME. BRES START_OF_FILE
END_OF_FILE .

JE5% : END_OF_FILE

maxBuffer REEXNEKEREIAS Firehose BRZAIEHERNERIEE , UER
AgeMillis REN,

2B : 1,000-900,000 (1 #E| 15 4 4%)

&% : 60,000 (1 %)

maxBuffer REEXEHERHEIAS Firehose BRZAIBEEHERNANLER , MLz
SizeBytes HAREN,
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FMBABER

HHRERRE Description
BEEE : 14,194,304 (4 MB)
FEE% : 4,194,304 (4 MB)
maxBuffer REBEAESEREIEER Firehose BRI EFHERMCHEEE LR,
SizeRecords
ZEEE : 1-500
¥E5% : 500
minTimeBe REEXNHHANITERAKEFERNEEBER AZRAEN),
tweenFile _ .
PollsMillis BEWE 130 E
HE% 100
multilLine RAREBRISEBERENEN, RERHFTEEXN —JRFTFEENE
StartPattern M 5|FrEK. EREAFEREER, RIEBFER , SEAFBEFEPNF
WA —F5 %,
skipHeaderLines REEXNZTERERFAER 2 REIBR SR,
EEEE : 0 HLL
8% 0(®)
truncated B 508% X/ Amazon Data Firehose i28& A/ BRI | RERXA K
RecordTer BET S ZITRc sk F &, (1,000 KB)
minator
2% '\n' (BRITRER)
REZEERBEHEMER

BB R E 2 EREERER

EERE , BULUBREREEAREZSEERB K  AREEREZIZESRR.

ETyEREESh K REEAZELEMEERE % , X9 ERMEIEE Kinesis EREHR A Firehose
B, &ALl A Kinesis Data Streams 1 Amazon Data Firehose 18 EFREINIHE , LELENERER
# Firehose B RAFEMNRMERHN R,

{

REZEEREB HMSER
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"cloudwatch.emitMetrics": true,
"kinesis.endpoint": "https://your/kinesis/endpoint",
"firehose.endpoint": "https://your/firehose/endpoint",

"flows": [

{
"filePattern": "/tmp/appl.log*",
"kinesisStream": "yourkinesisstream"

3

{
"filePattern": "/tmp/app2.log*",
"deliveryStream": "yourfirehosedeliverystream"

}

MEHKRIEENE Amazon Kinesis Data Streams B ELfEANEFHER , FSEEA Kinesis KERER
B A Amazon Kinesis Data Streams.,

A REEXRLREER

REBATHUELERER T ERERINTNEE , REEKEEEE Firehose . B L&
dataProcessingOptions #HAEER EME R ENERREUMA LI, THE —ANZEREE
H, ELRERKRBRIEENIEF#T.

REEXZEUTEREERE, ARAREEXRHMERE  RItBE—SHENERERERE, &
A LAE Kinesis RERN TEHARERER.

RIEEE
SINGLELINE

BRIBRITFT, AIAZREERER B S S REERAETIRHE,

{
"optionName": "SINGLELINE"
}
CSVTOJSON

AL D PR AT o EFR S A JSON 18 =Ko

R REEARAREEN 66


https://docs.aws.amazon.com/kinesis/latest/dev/writing-with-agents.html
https://docs.aws.amazon.com/kinesis/latest/dev/writing-with-agents.html
https://github.com/awslabs/amazon-kinesis-agent
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"optionName": "CSVTOJSON",

"customFieldNames": [ "fieldl", "field2", ... 1,
"delimiter": "yourdelimiter"
}
customFieldNames

[(HE] WA BESE JSON REHHHAR, Hlu , MREEE (1", "f2"], L&
Tv1, v2, A§&E;A {"f1":"v1i", "f2":"v2"},

delimiter

HRCEMADBARN TR, FERBER ().
LOGTOJSON

ECERIE B SN A JSON B, &M B A Apache Common Log, Apache
Combined Log, Apache Error Log, 2AX RFC3164 Syslog.

{
"optionName": "LOGTOJSON",
"logFormat": "logformat",
"matchPattern": "yourregexpattern",
"customFieldNames": [ "fieldl", "field2", .. ]
}
logFormat

[XE]) BFEEERN, UTE2EENE :

« COMMONAPACHELOG - Apache Common Log ¥, BiEfE:R K SEBEFEEEEUT
BR . "%{host} %{ident} %{authuser} [%{datetime}] \"%{request}\"
%{response} %{bytes}. .

« COMBINEDAPACHELOG — Apache Combined Log #&3\., HRiEFE% , SEBAFEB EHEU
T#=R : "%{host} %{ident} %{authuser} [%{datetimel}] \"%{request}\"
%{response} %{bytes} %{referrer} %{agent}. .

« APACHEERRORLOG - Apache Error Log 3. RIEFE , SEAFEBEEEUTE :

M[%{timestamp}] [%{module}:%{severity}] [pid %{processid}:tid

%{threadid}] [client: %{client}] %{messagel}. .

* SYSLOG - RFC3164 Syslog #&, #Bi5/ER , SERAFEEEEUTESR ;

Fs{timestamp} %{hostname} %{program}[%{processid}]: %{messagel}. .
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matchPattern

BEEIETAFKAWERER, MRAFEECEASRIRRN , IFEALERER BFEE BEEE,
EIRIEE matchPattern , BB HEIETE customFieldNames,

customFieldNames

BRIMA B BESE JSON BEHTMAR, BAILERALREREER matchPattern HHE
MENRVERE IBRALERNAFEANERBRLEE.

Example : LOGTOJSON #H&E

IS8Rt — 18 Apache Common Log H B #1#i 4 JSON #&X# LOGTOISON fEREEEHI -

{
"optionName": "LOGTOJSON",
"logFormat": "COMMONAPACHELOG"
}
BERAT
64.242.88.10 - - [07/Mar/2004:16:10:02 -0800] "GET /mailman/listinfo/hsdivision

HTTP/1.1" 200 6291

\|R%

{"host":"64.242.88.10","ident" :null, "authuser" :null, "datetime":"07/
Mar/2004:16:10:02 -0800", "request":"GET /mailman/listinfo/hsdivision
HTTP/1.1","response":"200", "bytes":"6291"}

Example : £/ BFTHNALA LOGTOJSON #H&E

AR5 —18 LOGTOJISON #HREZE Al :

{

"optionName": "LOGTOJSON",

"logFormat": "COMMONAPACHELOG",

IlcustomFieldNameSIl: [II.FlII’ II.F2II’ II.FBII’ II.F4II’ II.FSII’ II.F6II’ Il.F7II]
}
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FERALLAAREERE |, 51— EZEHIAY4HE Apache Common Log 1B B E#t 5 JSON XM T :

{"f1":"64.242.88.10","f2":null,"f3":null, "f4":"07/Mar/2004:16:10:02 -0800","f5":"GET /
mailman/listinfo/hsdivision HTTP/1.1","f6":"200","f7":"6291"}

Example : E1t Apache Common Log 18 H

T3 FEEREAR Apache Common Log 18 B E#i A JSON XM EHIFE 8% -

{
"flows": [
{
"filePattexrn": "/tmp/app.log*",
"deliveryStream": "my-delivery-stream",
"dataProcessingOptions": [
{
"optionName": "LOGTOJSON",
"logFormat": "COMMONAPACHELOG"
}
]
}
]
}

Example : B2 % 51|50 8%

AR REMAREZIATE —1T# "[SEQUENCE= BRI ZFIiCtEk. BERKTSEERAEY|RH, A
%, BEBEEVE,RBARRILEPHEIVE, RN ESHERIEEN customFieldNames B
JSON #& 3\ #Y B B 52 8% o

"flows": [
{

"filePattern": "/tmp/app.log*",
"deliveryStream": "my-delivery-stream",
"multiLineStartPattern": "\\[SEQUENCE=",
"dataProcessingOptions": [

{

"optionName": "SINGLELINE"
},

{
"optionName": "CSVTOJSON",

R REEARAREEN
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"customFieldNames": [ "fieldl", "field2", "field3" 1],
"delimiter": "\\t"

Example : £E/AEEERH LOGTOJSON FHEE

LA 2 Apache Common Log 18 B E#i A JSON # Y LOGTOISON fAREZE 4] , BEEHEMML (LT
) -

"optionName": "LOGTOJSON",
"logFormat": "COMMONAPACHELOG",

"matchPattern™: "A([\\d.]+) (\\S+) (\\S+) \\LC[\\w:/T-\\s[+\\-1\\d{43})\\1 \"(.
+2)\" (\\d{3})",

"customFieldNames": ["host", "ident", "authuser", "datetime", "request",
"response"]

}
g

123.45.67.89 - - [27/0ct/2000:09:27:09 -0400] "GET /java/javaResources.html HTTP/1.0"
200

%

{"host":"123.45.67.89","ident" :null, "authuser":null, "datetime":"27/0ct/2000:09:27:09
-0400","request":"GET /java/javaResources.html HTTP/1.0","response":"200"}

EHE B Agent CLI &7

TRER-IEEARFINBENGT , ARER AWS Kinesis {CERER.

i IEESY] (R0

ERRRE R BB
BREREX

sudo chkconfig aws-kinesis-agent on

FRERM Agent CLI @5 70
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FMBABER

15 F 3= 45
BREFTRABKMREE
FIERERER

fEt v iE EECIERE
A ERER

R EREREN

# Kinesis Agent &%

DA
op T
sudo service aws-kinesis-agent status

sudo service aws-kinesis-agent stop

/var/log/aws-kinesis-agent/aws-kinesis-agent.log

sudo yum remove aws-kinesis-agent

SR B 2

LR A& EHEE A Amazon Kinesis Agent BREBZIMWE RRERE | RERHEBREFANBRAR,

Bl BRFR
A Kinesis REBRENE LT i AR Windows B Kinesis {EEERRAEFREREAR

Windows Li&4E ?

B FE Kinesis REBRERE

Linux £ &M Kinesis X IEENAEEE,

RIEM/E  EEFEE2HERKE Kinesis R, #Z Kinesis Data

RecordSendErrors g0 ? Streams #J WriteProvisionedThroughputE

m{AfERjava.lang.Ou
oryError BIZARMR ?

xceeded ¥5#ZH Firehose &K Throttled

Records 1Eff. ELERERKE 0 BRENEMEE |, 9%
TEERARRRE, MEFMENR , 5528 Kinesis Data
Stream PR &I Firehose &ijio

BERRFRM 2% , FFEE Kinesis REEARBREABHK
BPHEER, Kinesis CEEXNEHRFTERKSHLE ,

ll:|: Kinesis 1&@&“@’5 EHtDBBEANER, ERKBRE
REHFEBARIERF,

t0fMem E Kinesis Agent R B EANGEERREEHBINIES
B, REREEEE . EFEM /usr/bin/start-

# Kinesis Agent S I HY BB SRR B
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https://docs.aws.amazon.com/kinesis-agent-windows/latest/userguide/what-is-kinesis-agent-windows.html
https://docs.aws.amazon.com/streams/latest/dev/service-sizes-and-limits.html
https://docs.aws.amazon.com/streams/latest/dev/service-sizes-and-limits.html
https://docs.aws.amazon.com/firehose/latest/dev/limits.html

Amazon Data Firehose HBEABER

=ik BRRT R

aws-kinesis-agent F#J JAVA_START_HEAP #l
JAVA_MAX_HEAP YW EHEBREER.

mff#RI11egalStateExcept Kinesis REREN R ERHANERATUREHBINIES

ion : connection pool B, ERMEMNMN /etc/aws-kinesis/agent.json
shut downfl AR 2 1 — AR ERENARBEREHREM maxConnections

maxSendingThreads . EELWMMUAFERER TAMITH
RIBEEM 12 15, MEERKRERNBERENFMENA

5528 AgentConfiguration.javas

WMAIEA Kinesis RERXE S —@ WL /etc/aws-kinesis/log4j.xml  HEKHA
BREEITEEE ? DEBUG E#% B 3.

B IEZ IN{TE Kinesis Agent #1T8%  maxBufferSizeBytes #/) , Kinesis REBRERFEXE
E ? RNERFEE, EVERY , RAEESRH D CHR
FEER , {EtI8INT Kinesis WEMHEXR.

AT Kinesis REBRENEXEEN BESEENEHREREMBREIERR, FRASE

HEE ? fileFlow’s filePattern f(EHE—{ERRMERF. R
IE7E copytruncate BEXH A logrotate BXT ,
WAREREEEREN. ERSERNEBEATEREN , &
VERUABRESR, NEEHREEERCHNFHENR ,
ESREEEELE,

5 AWS SDK Eix&E %

&R LA A Amazon Data Firehose API , fEFIAWS @AM Java. .NET. Node.js. Python 3% Ruby
#9 SDK #&EREIXE Firehose Bifit. WMREZYXMEM Amazon Data Firehose , FE76 — LB BT
R BB ST M EE (T B2 Amazon Data Firehose ? » MNEFFMER , 52 B Amazon Web Services
FHEThEE A,

ELHBHFRRAUNEENEAR  BERELUAMBETRNGIIMRR , B FTRAEMEEREIN
REEHRRE.

£ AWS SDK Eix &% 72


https://github.com/awslabs/amazon-kinesis-agent/blob/master/src/com/amazon/kinesis/streaming/agent/config/AgentConfiguration.java
https://docs.aws.amazon.com/streams/latest/dev/kinesis-record-processor-duplicates.html
https://docs.aws.amazon.com/firehose/latest/APIReference/
https://aws.amazon.com/sdk-for-java/
https://aws.amazon.com/sdk-for-net/
https://aws.amazon.com/sdk-for-javascript/
https://aws.amazon.com/sdk-for-python/
https://aws.amazon.com/sdk-for-ruby/
https://aws.amazon.com/developers/getting-started/
https://aws.amazon.com/developers/getting-started/
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Amazon Data Firehose API 12t M {Ei% & EHEEX Z Firehose BiRAVIE/E : PutRecord F
PutRecordBatch, & —XMEAYFPutRecord( )X —EERIECEH , MEPutRecordBatch() A LA
£ — R 0 A 804 2 B B 52 %

{5 PutRecord WE —E AigE

HMEERRAFE Firehose HRE BN THEZREE (<=1000 KB), HM Amazon Data Firehose é7(1_:
EIEREA Amazon S3 ZRIMXRE ZEiCsk , Nt BB EMELE B REAR. FESER—
— B8k Firehose &3 , SEEA T -

PutRecordRequest putRecordRequest = new PutRecordRequest();
putRecordRequest.setDeliveryStreamName(deliveryStreamName);

String data = line + "\n";

Record record = new Record().withData(ByteBuffer.wrap(data.getBytes()));
putRecordRequest.setRecord(record);

// Put record into the DeliveryStream
firehoseClient.putRecord(putRecordRequest);

NMEEZEABAR , F20 AWS SDK I EMEHIENE. NEFBEBERNEEZEZNER ,
288 Firehose AP| Operations YR EE,

£/ PutRecordBatch Byt X B ARE

e

BMEER RFEE Firehose BRBBMECEHKBFE, HN Amazon Data Firehose EEASERE A
Amazon S3 2RIt R BRI ZECEE , Rt G ae B BB E T RTR. B2 ERGERA
Firehose 83 , A T AR :

PutRecordBatchRequest putRecordBatchRequest = new PutRecordBatchRequest();
putRecordBatchRequest.setDeliveryStreamName(deliveryStreamName);
putRecordBatchRequest.setRecords(recordList);

// Put Record Batch records. Max No.Of Records we can put in a
// single put record batch request is 500
firehoseClient.putRecordBatch(putRecordBatchRequest);

recordList.clear();

f§ A PutRecord HIEE — B AI2/E 73


https://docs.aws.amazon.com/firehose/latest/APIReference/API_PutRecord.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_PutRecordBatch.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_Operations.html
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NMEFZRABASR , B2 AWS SDK A I EMNEHIRNIE. MEFRNEEEZLZNHEBER ,
2/ Firehose AP| Operations A FHEEERE,

#& CloudWatch Logs {i%XZE Firehose

CloudWatch Logs 4 TJLAE A CloudWatch TR &7 iR R4 X ZE Firehose, MEFMEN ,
B Amazon Data Firehose 5] B ERiZ& 4,

2
r:

CloudWatch Logs BH & LUBRMER gzip BN EEE Firehose, MREBEEMBBHEN BFBEHRILE
Firehose B #yith , BRI LAEF Firehose YR B #E Th 8k B BV R B #E CloudWatch Logs.

/A Important

B ®l , Firechose A% #&#% CloudWatch Logs 3Xf4Z Amazon OpenSearch Service B Kt |
& %& Amazon CloudWatch #4218 B 554 & f & —{@ Firehose 72# , Amazon OpenSearch
Service BAEEZ —ERBTNZBEFSH. EFABRAR , BAUEREIE CloudWatch
Logs £ A Amazon OpenSearch Service #J5T B EFIZ &4

fR B #E CloudWatch Logs

MREE A Firehose 34 CloudWatch Logs I8 Ei§ BB &R X4 ZE Firehose SR E MM |, 55
£ Firehose Data Format Conversion (Parquet. ORC) SERE7E, &4EH Firehose H A ##
B,

Bl LAE R AWS EE A AWS Command Line Interface 3 AWS SDKsELF 2B #E .

(® Note

MRESEBRLBABRBREINGE , FBEMXBRAR CloudWatch Logs TR EREMRYE , A

EAREEBARK B, WREEARERREE CloudWatch Logs H Vended Logs B &35 LR
FRARBR#EIIAE |, Bl Vended Logs #EEE Firehose kB, WAEBRMEIHEEEEAR CloudWatch
Logs.

f# B 48 CloudWatch Logs & HEEAE

ECRABBER QWU LRERAASEEN, EAFSREE , Firehose 1A RARH
CloudWatch Logs e EnBIEMEPRER , flnEEE. BFEE. BRSERNEEPREER

# CloudWatch Logs 3% ZE Firehose 74


https://docs.aws.amazon.com/firehose/latest/APIReference/API_Operations.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/SubscriptionFilters.html#FirehoseExample
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/CWL_OpenSearch_Stream.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/CWL_OpenSearch_Stream.html
https://docs.aws.amazon.com/firehose/latest/dev/data-transformation.html
https://docs.aws.amazon.com/firehose/latest/dev/dynamic-partitioning.html
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WEGEASMUPHIAR, MREBRENIMNE Splunk BRI | BAEFRRFERE , Splunk =
REFIMTER, ATREANTERAFASHENERERVES@E L,

1: BRERAKENASNES @S

"owner": "111111111111",

"logGroup": "CloudTrail/logs",

"logStream": "111111111111_CloudTrail/logs_us-east-1",
"subscriptionFilters": [

"Destination”

1,

"messageType": "DATA_MESSAGE",

"logEvents": [

{

"id": "31953106606966983378809025079804211143289615424298221568",
"timestamp": 1432826855000,

"message": "{\"eventVersion\":\"1.03\",\"userIdentity\":{\"type\":\"Root1\"}"
1,

{
"id": "31953106606966983378809025079804211143289615424298221569",

"timestamp": 1432826855000,
"message": "{\"eventVersion\":\"1.03\",\"userIdentity\":{\"type\":\"Root2\"}"
1,

{
"id": "31953106606966983378809025079804211143289615424298221570",

"timestamp": 1432826855000,

"message": "{\"eventVersion\":\"1.03\",\"userIdentity\":{\"type\":\"Root3\"}"
}

]
}

2 ERASHIERERNEN @

{"eventVersion":"1.03","userIdentity":{"type":"Rootl"}
{"eventVersion":"1.03","userIdentity":{"type":"Root2"}
{"eventVersion":"1.03","userIdentity":{"type":"Root3"}

R #E CloudWatch Logs & #EELF & 75
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REZEEEFH Firehose &R B RBRAE

fEF 1E#H Firehose &7 AR B AWS BEF %

1. BAAWS EEFES WHBAMRM https : //https://console.aws.amazon.com/kinesis Y Kinesis £

vn L
T Ho

2. TEEEBEZFKHEIZE Amazon Data Firehose,
3. BIEZE I Firehose &Eifio
4. MEEREBREMEMNMT

HIR

Firehose BRI RIR, BEFETHHP —ERIR :

s BEEPUT-ZRENBEBETEVAEEEREAEEE AN Firehose £, WMEEE Firehose
Y Direct PUT &K BREMKEBERIMBERRBIHREEE AWS | FSRAH,

 Kinesis &% ; BIENBEAEREMEA Kinesis ER B R MM AERIIEN Firehose £, A
% , BALUMEA Firehose BRRBAM Kinesis BRI EREBINER , WHSEHFHA B, &0
EHMET |, B2 B Kinesis Data Streams & A Firehose

=]:p:

Firehose BRH B, EBETHHAP—1F
* Amazon S3
* Splunk

5. 1E Firehose B REBT , MARRNER,

6. (ER) EEMEET .

 7E£#& Amazon CloudWatch Logs B #ERIRC#RER T |, EBIERAERE.
- MREHREEEBRFEEERAFASHER , F2ZERBENEEE.

EIE AW Firehose & LB A B8

ARETRMEIRE Firehose BERLBARBRENIE TR, ©RHEMERS . 25 Lambda BEMNER ,
UK R A Lambda BEHETR. U T KEBRSERHIHstep-by-stepiz/F , 2IE Lambda EHEK
M EHIER. EH Firehose :RE , LAKREE#E CloudWatch $81E , LIFERAA I EBERZEM Firehose R
IjJ AEo

RERAHTM Firchose BARARBR 76



https://console.aws.amazon.com/kinesis
https://docs.aws.amazon.com/firehose/latest/dev/writing-with-kinesis-streams.html
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{2 Lambda K KL B iR

EEZEEH Lambda RERIERE Firehose & LA BA , B4 ALMA Lambda BB, LFRHE
lﬁﬁﬁﬁt‘iﬁﬁm %l)lbo TEIJLF%%EET\ZZDHTEEE&% Lambda Eﬁﬂ’ﬁﬁﬁ%uwtmﬁﬁﬁg@ﬁo

1. Y Lambda BX. SAUEVEENERCHE , LA LERALEEE A Lambda B E
2. EFZ B BIM Firehose BREARA Lambda B3 , W FEALZELAREEN Lambda B,
3. EAMM Lambda BB E B RE , FHIRE Firehose T2 & W R A R B,

4. FREBESE 1 FRRAN Lambda BB, BREATURMBREES R 1 PEIVEE.

B A Lambda R B A #2 B e

MREBEHEESE Lambda BERY Firehose &3t , EEHTHREBME , BYLUEHEA Firehose &R
MaThee, EREE 2T , FREEM Lambda HERERE , UEZRHEHTHRBERFASER. Lambda
BRIy B FRREXELRE 1 SUE 2 AR ES|, mREmEFEREL , BRI SEA TSR
X Lambda B &,

1. EALREENAEBR Lambda ¥ HMEE Lambda HEEEBHHEAEANEREZREE
ERBME. REEBRBHAAENE , T SRNITHEE,

2. {ERARNERM Firehose 1% I8 B B2 B 45 LA fE BR 45

3. MREEKMA , FHEM Firehose BFRBA CloudWatch B2, Eizig
ZCloudWatchProcessorLambda_IncomingCompressedDatadfEF|hISERFLEE, B
B EEE Lambda HBMMERMAERECHEBE , METHEEE Lambda BE ¥,

4. PR Lambda EREH: K RHALTHEECRHERESR.

£ Firehose &7t L 1% F f# BR ¥

EH EERBRLLEABRE AWS EEEEA

1. BAAWS BEXEA WM https : //https://console.aws.amazon.com/kinesis Y Kinesis £

7Aa,

EEEE K HiEE Amazon Data Firehose,
BELEFEN Firehose B,

£ Firehose BB RFMEREE L , BEBHEBRSIER.
EEHRAEREEERYD , BRERE,

o M @b

£ Firehose & 1= AR B 77


https://github.com/aws-samples/aws-kinesis-firehose-resources/tree/main/blueprints/kinesis-firehose-cloudwatch-logs-processor
https://github.com/aws-samples/aws-kinesis-firehose-resources/tree/main/blueprints/kinesis-firehose-cloudwatch-logs-processor
https://console.aws.amazon.com/kinesis
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FMBABER

6.

#£#% Amazon CloudWatch Logs B #E3HRECET |

FREAMBERME K AREEREFEE,

$r¥} Firehose HHY R BR A8 HE 1T U PE B2 KT

T&RHR Firehose T ERBBRHENEEHBMAEEER |

HERVNBHER, TERAHBRERENERREREEQNIERAR

Bl

MREEBREHBRERR , RRE
HEeREqEBERR?

o0 2 R A 4 TR B 8
B AR R R TR 2

MR B A FHRRBHI AN
W& ?

sEmm

EputBEFTRXRE CloudWatch
Logs BF& 24 T BEIE T ?

Firehose &1 ¥ % BRHAThAE 2% H R LL 45

g2

SIEERHERX I EEHR S3 MEITE.

BRRTR

IR Amazon Data Firehose A fRBRFEEC% | FOFS K
R ( BRI ) R, LAMETE Firehose &2 M B
EHIMISEN S3 MFITER AR, RTRHEZNA , X
Rt B SHRBNERALS , MEEEYHER
HEIE A W S3 F#FEiri8FBdecompression-fail
ed . Firehose &7E5C 8 MR ME X MR BB R E HAFE &%,

MREMBENBESINERNRNERERELR

# , Amazon Data Firehose B4 8552 |, SCSBE S UUBEIEN
R AT EIRTE Firehose SBRE I R HABIE €AV EEER S3 ff
FErRE., RTEHZA A4t IS HBRBER

AL,

MREERBREAEZERERIGIMR , RERK

ZE CloudWatch Logs , Firehose &#% 853851 S50 8% %!
CloudWatch Logs. Lt5h | Flrehose SRERBEAESAT
BAEE#2H CloudWatch 354, &t A LARIR Firehose &
IS ERE T E R,

E&FputsT23KH CloudWatch Logs B ,
E I

Put to Firehose failed for AccountId:
D>, FirehoseName: <firehosename> because the
request is not originating from allowed source
types.

<accountI

Firehose &2 tH B EFC N R BIEER. LREBEN
B (1 288 ) . M|ETER (8 ), BANHEE , LE

ol
cu

28O T5I5E

#H¥f Firehose AV R BRHEE 1T R RO A
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B8 RRFR
BDecompressedRecords %k, EJUJJ:QDecompres

sedBytes KMIHIINEBE., MFFHEF ,
BiCloudWatch Logs B AEIEE,

# CloudWatch E4{EiXZE Firehose

BA LS B B #18 E Amazon CloudWatch CloudWatch #$E#483% £E Firehose £,
EEHEIXEIRA Firehose &7 CloudWatch Events 3R Bz B &

1. BAAWS EEEHA |, W https : //https://console.aws.amazon.com/cloudwatch/ FaRX
CloudWatch £ &,

2. BEEBIHA,
. BB EBURERL , S BEREMEEE , ARRIERE Firehose &
4. BEHRAW Firehose B,

MR CloudWatch Events R BIRF#EMIERA , 7586 Amazon CloudWatch Events AF9.

iR E AWS loT A& RMZIEE Firehose
B L RIS B1E AWS loT |, % SREAKEFEIXZE Firehose i

BIUSEHEEERSA Firechose B HRHENE

£ AWS loT EZEFEYRAN  BEEVRMEANRE—SZEBET , EEMEHE,
BIZBAE A S EIEZE Amazon Kinesis Firehose &iiio

i#IZ Configure action (FRE &),

SHHERER , BERAW Firehose &ii.

£ Separator (2 FRAF5R) BP0 , BB ARLKBN 2 REFRF T,

HRIAM AEETE | BERE IAM AGRBRERIFAE,

BEAEEE,

N o o bk~ w0 Dd =

WEEI AWS loT FHEBINEFMAET |

ﬁn'h

28 AWS loT RBIHERE,

# CloudWatch ZE4E3%E Firehose
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https://docs.aws.amazon.com/iot/latest/developerguide/iot-rules-tutorial.html
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B Amazon Data Firehose F 89 R E £l

Amazon Data Firehose RILAFA Lambda BREZREREANRREER , YASERNEREEZEBE N
Mo, EALATEER I Firehose BB Amazon Data Firehose & ¥,

T RERERERE

B2 A Firehose BERIE#iEF | Firehose EREEANER. BEAXPMMETEENR 0.2

MB % 3MB Z /@, BR7T Splunk 1 Snowflake 24\ , FiE B Byt A FEER Lambda B & K/ R

TEA 1 MB, ¥1 Splunk H Snowflake , TEFREE R~ A 256 KB, Lambda B & EREET
EENM 0 F 900 ¥z, BRT Snowflake 24 , FiE B Hi MY FEER Lambda EEERR T

#Z 60 ¥, M Snowflake , EHREEFR TERA 30 ¥, EERAERGAN/) , FEABA
BufferSizeInMBs# B ProcessorParameter , §%%E CreateDeliveryStream = UpdateDestination
API B9 ProcessingConfiguration Z2#IntervalInSeconds, ### Firehose 8 ARSHAAERER |
HEgEEFHRESFAAIEEN Lambda AWS Lambda B El, BRENER S Lambda EIXE
Firehose. ## , Firehose B EFEENBENEFEA/ N SEEFHREEEEXZ BN ,
L ERE,

/A Important

HEFFERMEESHE , Lambda B FBEXREBH AN ERE 6 MB, Eitt , AREEFREH
XANBFEXNNBAPRIER 6 MB , EEXFTERMN EEHEFEHIB 6 MB,

Lambda &R E

Amazon Data Firehose XEHK 5 7 #ER/ Lambda SRR, MREMN Lambda HEEERIB 5 2
EZ"“""" , BB T 58358 : Firehose FEFEAY AWS Lambda B EREFEEEE. TEMNRERE L
RAE 5%

WNE R A It 3E 8552 8F Amazon Data Firehose M{AIRIBRIE A , 552 B the section called “[EIE & ¥}
iy KB,

ERERMENSH

% Lambda B FrE RS EELE T H2E , FH| Amazon Data Firehose S1EBiEL S & | W&
HEAERER K,
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For Kinesis Data Streams and Direct PUT

& Lambda EHiH FI B LS EEE T IS E,
« recordId- AL |, i88% ID 2% Amazon Data Firehose &iEZE Lambda, E#is0E4AE
TEMEINE S ID, RIBFEEEH ID EEEMREHEMN ID EEEMATAE , ReRAERNEBRLHN,

« result - ECHFMEREIRE, TTEENETIE : Ok (REHFEH K IN), Dropped (BEE
BZIZREHK) , LUK ProcessingFailed (FES& L), WMRREHNMRES Ok
Dropped , Amazon Data Firehose #HRBERINEE, FH , Amazon Data Firehose €#%
HIRBRBINEE,

- data - HIRRWERESE , 7 base6s MmiF 2 &,

LT R —1ERH] Lambda & R&@H -

{
"recordId": '"<recordId from the Lambda input>",
"result": "Ok",
"data": "<Base64 encoded Transformed data>"
}

For Amazon MSK
£ Lambda W Fr B LR EE T IS8,
« recordId - EFAAHIR |, 528 ID €12 Firehose B5EZE Lambda, Bfiii SN EDSHEMNE

#% D, JRIARCERAY ID BEHEMECHEMN ID EHEEAFE , BB AERBIRAN,

- result - RSN ERIERRAE, TTRENESIE Ok (RESZEMRAKIN), Dropped (REE
B EBECHK) , LUK ProcessingFailed (SR EHE M), MBITHEMNMES kR
Dropped , Firehose 8 HERACHRINEE., &8 , Firehose B HERARKINEE,

« KafkaRecordValue — B E R AE , £ basebs G2 %o

LT E—1E7R% Lambda & R&@H -

{
"recordId": "<recordId from the Lambda input>",
"result": "Ok",
"kafkaRecordValue": '"<Base64 encoded Transformed data>"
}
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XM Lambda EE

ELEERE MR FEH AWS Lambda BB RE#: Amazon Data Firehose BRI EHRHHE R,

173 f“ il

& AWS Lambda £+ A ANEE

-_—

BEAAWS EEEEA |, WIE https : //https://console.aws.amazon.com/lambda/ BIEK AWS
Lambda ¥#&4&

#1Z Create function (B EH) , EZEERE Use a blueprint ((EAEE).
EEBHNY , #SEEFfirehose A& Amazon Data Firehose Lambda E [,

w N

it
W
Tl

/

ﬂ

32 Z Amazon Data Firehose &REIFZFF5C# (Node.js. Python)
EE

I EE B8 R ANl E F AWS Lambda B2 Firehose BRI B R H &R EARE F,

R EMBHE : 2016 F 11 A,

BITHRA &,
- IRIEBEIEZE Firehose B CloudWatch Logs

WEECER, F2ERLER. EfBMEN CloudWatch Logs EXHEiB 6MB (Lambda PRl )
i, TRSEESERH. NEEEEEEEZ Firehose ) CloudWatch Logs W& , FSEER
CloudWatch Logs B A Firehose,

« 7 syslog #& 39 Amazon Data Firehose & fiic#%&E#: 4 JSON (Node.js)

B BB R AT #% RFC3164 Syslog ¥\ A A FC8&8 2 5 JSON,
RFBRMEH : 2016 £ 11 A,
BITRA &,

EEEF A HMER AWS Serverless Application Repository

1.  BI#E AWS Serverless Application Repository,
2. EERBEmMEEARE,
3. 7%t Applications (BEARER) W+ , BEEEF firehose,
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B UERERAEBRNE R TEYM Lambda B8, 52/ AWS Lambda AF9,

REENERPHARK

WMREH Lambda EKMEF AR ARREREREAZEZEER Lambda FABREIM X , Amazon Data
Firehose R EEXRFAA =R, MEFHATAKID , Amazon Data Firehose BB I 8%, BB
WEHSHRBREERIN, B CreateDeliveryStream 5 UpdateDestination API 3RIEE
REBEEFEE, FREEEAN , B LSFAMAEFREE#ZE Amazon CloudWatch Logs. 15 54
B , F2BFEH CloudWatch Logs E5# Amazon Data Firehoses

MREBHENERERARRES ProcessingFailed , Amazon Data Firehose & #§5C 818 5 K K Th iR
B, BRENEAK , BALEIB Lambda BB 53R B 55 81% 2 Amazon CloudWatch Logs. 1%
FHERR , F2E (AWS Lambda HEABEM) FHFEAWS Lambdaky Amazon CloudWatch

Logs.

MREREFIRLY , RRWEENFEHESEALET processing-failed ERKXFH S3 F1FETE,
BHERNT

o
cu

{
"attemptsMade": "count",
"arrivalTimestamp": "timestamp",
"errorCode": '"code",
"errorMessage": "message",
"attemptEndingTimestamp": "timestamp",
"rawData": "data",
"lambdaArn": "arn"

}

attemptsMade

ES AR RN E.

arrivalTimestamp

Amazon Data Firehose W ZI5C8&HI RS,

errorCode

Lambda & [E HTTP &R,

errorMessage

Lambda &R #HERAR
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attemptEndingTimestamp

Amazon Data Firehose &1t E & Lambda AR FE.

rawData

Base64 #wmiGsCEERE R,
lambdaArn

Lambda BN E{#Y Amazon Resource Name (ARN),

{12 2RRFC £

Amazon Data Firehose FJ AR #§FT A RN LB E S3 TR | B ERNGCHRNE
BRI, SR LAER M S EH Firehose BRRFRAA R &R0, BMARRLEBEHR , ETRERF
Ho

12 RIRAC &% 84
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Amazon Data Firehose R 9 Zl| [E B 7 E R

BRESPEITREERAERFNESI® (FlW, customer_id= transaction_id) ##& % Zl Firehose
P ERER  AEKELSBIENERRZEHERN Amazon Simple Storage Service (Amazon
S3) FH, ETEEMEHEZERI (Amazon Athena, Amazon EMR, Amazon Redshift Spectrum
Amazon QuickSight) ¥f Amazon S3 IR RER AT REEEERN A=W D WA , EEERHE
NEBENFEARGIR , AWS Glue AIAEBRED BB RERRFE Amazon S3 ZEETEEMNIE
., BmMBA (ETL) £

PEERTRAREHRDBHRNERE, HKEMEE , WK Amazon S3 LW MEHRE. ©
EA BN ERNBEMFE. Firehose EREMR LANRENERLAEZH A Amazon S3, EEHE|
Amazon S3 DT B FRERE , BEEML Amazon S3 RFEHECBHATOEERARER , REFEH
BERRMGES T, EVESEEENIRE,

EBERESE , Firehose ERECEADEIFREERNENTREERPERIE  WKERKER
RAFTZE@EEI Amazon S3 FH. EFRJUMBELE Y ERBVNFHREERE, ©EAIUBEAARLELLE
#.

£

- £ Amazon Data Firehose R Eh5E 45 El

- THROENER

- £/ Amazon S3 REFIFBFERFER

- BBESAERAZREER

- REHRBES TR

- BRSINEFEER

£ Amazon Data Firehose F A EIRED Z|

& A LUEIB Amazon Data Firehose B 12 A&, CLI 5 APIls , A&/ Firehose SR EBRES E|,

/A Important

BHBEE R M Firehose BB ABESE|, BEEZAENABRABESEINEE
Firehose BRI A BREDZ,
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T MR I Firehose S EEIR Firehose BB I AMANSBEBHE,INFASE 3
2B 37 Amazon Firehose &, E&RAIEEE Firechose 7 B Wb EEES | BB XERE REH
Wit EEBEPNLSE  RAEBH , RE#EH Amazon S3 #A B MR Firehose i X EBEIRESD

o

RFAYER R Firehose 2R ELNBESEIR , KU NEBHEIBBRAEMREN D EEWMN S3 FE
RIEAREFMERE, EFR , Firehose BRBERAIFN SI|MAIH S3 FERER,

/A Important
£ Firehose B ERAABIRE D 1R , ML Firehose B EEH.

T E &R

BERBESE  BUUREBELERCIBOEER , RFR SIERNEYERERNE., 2E/R5|18
ARERBBEEHESRER. HlU , MREFEREBEF D NERMMEEZEER |, 7TU#
customer_id MERMUEER — B EIRSIE , MK country NERMUIEERS — B2 8RS
#, AR, BULEEEER (FAXENKER) REXZEZBEDFEHLEN S3RFIRBFE,

B ER T AR 5B ER,

« RERBINT - W5 EMER Firehose REXEMH] jq ZIHT2R , %8 JSON AN ERIFCHENM D B &
iR, Bal, RFIEXE jq 1.6M2

« AWS Lambda & - b A EFERIEEN AWS Lambda B SR EELFEE 2 I B8 & RBHE AL,

/A Important

BRABEDEE  SLAZORETI-ELZE, U2 ENER., BUNREREF—ERZE
REEEEN T EIRS#  HEFEEMED B8,

ERRBREIMEMY DS R

BERABRIANMBRERBRERNDELEHE  ELEREERESIIRIBNENLZHSE , AR
BEEEN D BRI BREHE—EE,
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THEHERCFBERNAERARNRIANTBEERD EREIER. FEE , ERELL Base64 KRR,
Bt B E CLI #hl,

{
"type": {
"device": "mobile",
"event": "user_clicked_submit_button"
.

"customer_id": "1234567890",
"event_timestamp": 1565382027, #epoch timestamp
"region": "sample_region"

Bl | BT LURIERIE customer_id 8= event_timestamp Z2BHERETHE, ERXRRER
BEREER(SECHEMN S3 FER , FASERKHEFN customer_id 8= event_timestamp £
EE., ZHEAULLEEE RS Y , BEFEAEEN . type.device B device — ., ZBHNERESZEE
AILMKER ZESE,

BHOEIRSIBNERBH R , EUTUKSESEREETEN jo BEEX. TRETTSHI jqE
FEARME

28 jo EEX

customer_id .customer_id

device type.device

year .event_timestamp]| strftime("%Y")
month .event_timestamp| strftime("%m")
day .event_timestamp]| strftime("%d")
hour .event_timestamp| strftime("%H")

HE#ITHE |, Firehose R LENEMR , RESERKTHERMRIESE

ERRBRITEIL D BER 87
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£ AWS Lambda REE T p | £8

HRBRESMBNER G , 3 IJSON BANEMERBRANER BT UEAEER AWS Lambda
HEHEELACHEFEXBRERE, @BENERGHE , UERNER 2 EIMmENERMM, ERE
Bl Firehose IRHKIRAE M Lambda BNEER. S UER, JMNERERMRL , AREAAR
#Y Lambda B BRETENRE D &

AR 2 Python 1 #9 Firehose BRI Lambda EE & , ZXRBEEESEENCKEAAZTEER
o, W HHEE D ZISR|,

from _ future__ import print_function
import base64

import json

import datetime

# Signature for all Lambda functions that user must implement
def lambda_handler(firehose_records_input, context):
print("Received records for processing from DeliveryStream: " +
firehose_records_input['deliveryStreamArn']
+ ", Region: " + firehose_records_input['region']
+ ", and InvocationId: " + firehose_records_input['invocationId'])

# Create return value.
firehose_records_output = {'records': []}

# Create result object.
# Go through records and process them

for firehose_record_input in firehose_records_input['records']:
# Get user payload
payload = base64.b64decode(firehose_record_input['data'])
json_value = json.loads(payload)

print("Record that was received")
print(json_value)
print("\n")
# Create output Firehose record and add modified payload and record ID to it.
firehose_record_output = {}
event_timestamp = datetime.datetime.fromtimestamp(json_value['eventTimestamp'])
partition_keys = {"customerId": json_value['customerId'],
"year": event_timestamp.strftime('%Y'),
"month": event_timestamp.strftime('%m'),

/A AWS Lambda BB RE Y 2B & 58 88



Amazon Data Firehose HBEABER

"day": event_timestamp.strftime('S%d"'),
"hour": event_timestamp.strftime('%H'),
"minute": event_timestamp.strftime('sM')

}

# Create output Firehose record and add modified payload and record ID to it.
firehose_record_output = {'recordId': firehose_record_input['recordId'],
'data': firehose_record_input['data'],
'result': 'Ok',
'metadata’: { 'partitionKeys': partition_keys }}

# Must set proper record ID
# Add the record to the list of output records.

firehose_records_output['records'].append(firehose_record_output)

# At the end return processed records
return firehose_records_output

LT R Go A Firehose BB EZEE Lambda RREIMVE S , AR SESEENGCHKTWAETEREZR D |
W FCHEBEE D D28,

package main

import (
"fmt"
"encoding/json"
"time"
"strconv"

"github.com/aws/aws-lambda-go/events"
"github.com/aws/aws-lambda-go/lambda"

type DataFirehoseEventRecordData struct {
CustomerId string “json:"customerId"®

}

func handleRequest(evnt events.DataFirehoseEvent) (events.DataFirehoseResponse, error)

{

fmt.Printf("InvocationID: %s\n", evnt.InvocationID)
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}

fmt.Printf("DeliveryStreamArn: %s\n", evnt.DeliveryStreamArn)
fmt.Printf("Region: %s\n", evnt.Region)

var response events.DataFirehoseResponse

for _, record := range evnt.Records {
fmt.Printf("RecordID: %s\n", record.RecordID)
fmt.Printf("ApproximateArrivalTimestamp: %s\n", record.ApproximateArrivalTimestamp)

var transformedRecord events.DataFirehoseResponseRecord
transformedRecord.RecordID = record.RecordID
transformedRecord.Result = events.DataFirehoseTransformedStateOk
transformedRecord.Data = record.Data

var metaData events.DataFirehoseResponseRecordMetadata
var recordData DataFirehoseEventRecordData
partitionKeys := make(map[string]string)

currentTime := time.Now()

json.Unmarshal(record.Data, &recordData)
partitionKeys["customerId"] = recordData.CustomerId
partitionKeys["year"] = strconv.Itoa(currentTime.Year())
partitionKeys["month"] = strconv.Itoa(int(currentTime.Month()))
partitionKeys["date"] = strconv.Itoa(currentTime.Day())
partitionKeys["hour"] = strconv.Itoa(currentTime.Hour())
partitionKeys["minute"] = strconv.Itoa(currentTime.Minute())
metaData.PartitionKeys = partitionKeys
transformedRecord.Metadata = metaData

response.Records = append(response.Records, transformedRecord)

}

return response, nil

func main() {

}

lambda.Start(handleRequest)
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f£/H Amazon S3 REFIFBFERNESR

ERENFEH Amazon S3 A B MR Firehose 7k | 4B E Amazon S3 EFE
B  Firehose SEHEFPRNEHNER ., Amazon S3 EEFEFTHRANEEFERE Amazon S3 fEFET
BARNER, Amazon S3 REEFEIFEFEELUNEBS  TELERETFEPHEUYHEITOE,

EBBESE , ENDEERNSRNAEIEEN Amazon S3 FH., MIRERMABESE , BA
Firehose &fi{EE S3 ETEFERERAN. T8 , IRECEERABESE , AXEERE
Firehose XY 7 EIE XM S3 MIFAFEFE

HEERAERED BRI =8 Firehose & , S3 RFERFEEIT S UK Firehose HRMVIEED IR
SIEAERNERN, BXEM LRERCHESS , BAINEN TS S3 FEE , AMEANLERNS
FIRE|RAERAVET AN :

"ExtendedS3DestinationConfiguration": {

"BucketARN": "arn:aws:s3:::my-logs-prod",

"Prefix": "customer_id=!{partitionKeyFromQuery:customer_id}/
device=!{partitionKeyFromQuery:device}/
year=!{partitionKeyFromQuery:year}/
month=!{partitionKeyFromQuery:month}/
day=!{partitionKeyFromQuery:day}/
hour=!{partitionKeyFromQuexry:hour}/"

Firehose TR BEFNME LRKREX., CERFEMHEN AR S3 FEEEANGKH T EIE—EHR
&, Firehose EEEKBEEMERNETMHN S3 FH. ERERMNE S3 WERTURM Firehose
ERETERE. Fitt , AHEHFWEHESERINETS S3 YHER

s3://my-logs-prod/customer_id=1234567890/device=mobile/year=2019/month=08/day=09/
hour=20/my-delivery-stream-2019-08-09-23-55-09-a9fa9%6af-e4e4-409f-bac3-1f804714faaa

HRBESE , BNEE S3HEITEFEPFEATIEERNENL : | {(namespace:value},
HepiBZ B2 partitionKeyFromQuery /= partitionKeyFromLambda, #MH
EERARRIIMKRELRFERN S EIRSIE , AIXEEEHA TR EBEEZEEXMHERN
S3 FEFITEFEE : "partitionKeyFromQuery:keyID", MR EER AWS Lambda EE

£/ Amazon S3 REIFEFZEXNER 91
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ARREREIDEZRSE , AIVAEEHUATERAEEZEEXFTEKN S3 #FTFEFE
{H : "partitionKeyFromLambda:keyID",

(® Note
BT LA hive BB AIEE S3 BEITEFEE , 40 customer_id=!

{partitionKeyFromQuery:customer_id}.

WMEFMEN , 55SBE Amazon S3 Firehose &K TAZK B #iE#ZE Amazon S35 #
Amazon S3 YIHH BT FEo

HBERRZZE Amazon S3 BT 0 R &5

ZAI LR AFIT O RS , R E Amazon S3 YRR 2 BF BT BRI, EHRE
Amazon S3 HFEIHTMHREEE.. EERBEIIEAEZRBERNBHIZIFER , IAZFELHKIUH
R (LEALEAEZRBER  THRBEDE ) SEIANEFPREEBIRIT,

HEETAERAEREER

BRLKBESEEAEZREER (HlM , BZESEH. BFHEEKE— PutRecord M
PutRecordBatch API FFIUEYECER) , (BL AL MERBUERE, &R S ERHREUERERE
HEBE R - ZAT Firehose &RARRHILFH D BNERF.

LERHIVHEE TR JSON R |, ERTRHN I RELEEN JSON I AR, BUHREED
AR BHDelimited , ERTEHN I RERBEEN B 2 RARHNIT. BT 2RRARLE
% base-64 fRBEFH, il , MREREFATIFRMA BT BRI #4444 , BAAL base-64
RBERAIBEE , BHEES IyMjIw==, & JSON S0 RARETILEECHER LIRAESEIH
500,

(® Note

BUHSEM JSON FeskhF , FRELNBM ANIUZEN JSON BXNER. JSON MHSLENMNRT
T RAREIIT O RBAFHR (JSONL) WE —1T L. JSON ¥HRIRESI TR BRI A

LT EMEWAREES : {"a":1}{"a":2} and {"a":1}\n{"a":2}
ERT W ANEES . [{"a":1}, {"a":2}]
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ﬁﬁﬁi%@ﬁ*ﬁlﬂ% , BEIEABRES &R |, Firehose E3I#T5csk , WRIRIEEN S ELKBUERBE
, =@ API R SHAMEY JSON M H 2 FBEC K.

/A Important
MRENENCRE , IRFEENERF —RECHREE , TRERADES A,

/A Important

E &1 Firehose REAERIEMRINER , BUERBSEENEIRZEM. EA Firehose HY
BRI TIEFERE | BURRA - &8 Lambda WEREH - 2EER5#,

e B RE ) B EaER

B Amazon Data Firehose # L Z47 Firehose &R E R GEHE , EEEIUEEN D EI288 |, =
A S FEHERIENRER | BLERTHFELFIBEE Firehose FREFRA ERE D Z
REUEIEEN S3 HBRRTFIRTE, S HRMFIEFTE TS Firehose AR EIEE S3 Bt
WATER ., ELFRIFHERERETHAS. RTRHZHN  BENYHESTEEBNWERER , U
1% Bh 7 R AR IRER RS

MREBBEAM Firehose BERMABREDZ |, BALBEIETE Firehose BRHY S3 R EEFETFEFEH, W
RIEF4 A Firehose BRMABESZE , BIISE SIHENRMEETFEFERZAN,

BETINEEEER

Amazon Data Firehose 8 EARBRERBEFHEHERD , WE—BREFEASERNEEENEDN
., BAILAER I Firehose BRFRERTE X DNETERER , LEHIKRE Firehose BHR LM
BEEXNNNEFTEER. EFEANAMB BREENY | EEHEERUYABEE N,

® Note
FTREHETEARBREDE.

R By

SE | Firehose BRBRENRERT (AMKE ) |, ERBEGBNEES BEHR
% , EfSE LR

LRI EIZHY Amazon S3 fETZETEE, A TRESZAKNMHYH |, Firehose BERIBAE
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Amazon Data Firehose HBEABER

AZEERET. it , —#EEERNIRIIREETRIRERFTRREBN 1.5 5. EEXE Firehose
ERNERIEE.

ERPDEEHBREXNEEEANERTIEREH., fim , MRBESINEHMEVER 3 B2 3
E A MELHEFRREREEESE 60 VBN, AIFEME , EREH 180 BERAHPLEIE, MR
Firehose EK D EEFMWERINEENE , KO BESEXNEFTEPHA/EAT , ERITEURX
BRI

RIBICHFERRMUMN S3 FHEFERH S3 FENEAMER , SEUNNSE. EASEEATHD
FRVHNETE, EFHERM S3 FENEBERELCHKIEXNVIXETRE,

—BEREENSREEAPRHILEFTERBER , Firechose EERABEEFEEREI M4 , YHHER
NEEEN Amazon S3 FH., XAMHER , ZPEENEREFENSIERASSEIIMER , WREMF
o BB B BER,

— B2 FEEEIIENEEFEX/NSBEIE , Firehose B ESEEFEERMAE—YHEE, —
BERADB 2 EIENEEZER|SE Firehose &R 500 BRIBRSI |, Firehose RPN HEAEHEBRERFE
FEER S3 SRR EF TR T Y (activePartitionExceeded), &R LAE A Amazon Data Firehose R &3
B, BREMLELE , SEIEE Firehose £M& % 5000 BEAFHEIE, MREFEESHIIE ,
/R

&R LARM E % Firehose 8Bt , WHERF D EIE D HEIHF,

BESEFNETEER 94


https://support.console.aws.amazon.com/support/home#/case/create?issueType=service-limit-increase&limitType=kinesis-firehose-limits
https://support.console.aws.amazon.com/support/home#/case/create?issueType=service-limit-increase&limitType=kinesis-firehose-limits
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£ Amazon Data Firehose R #iig A ERHER

Amazon Data Firehose B L& A E R A& 18 JSON B A Apache Parquet 5 Apache ORC
REBAAERFHEE Amazon S3 1, Parquet #1 ORC R2EBNERE |, HE N JSON EE X5
BoES 6 THEATEAYRAETRNEN, MREEEERE JSON SANE AR | SliEsRsfEE
(CSV) SEBILF , B LMER #HE AWS Lambda Eit B JSON, WMEFMER , FSEEBRR
RE R

ENE IR TE AS 52 8% 3% ] Amazon Data Firehose 2 IS 508% , W AT LAERERHNKR.

Amazon Data Firehose BELU T =Bt ERERECHERE -

Deserializer

Amazon Data Firehose EEERF LN RBEHE A ERH JSON, EuLURETIMEERF
tERERz—,

128 JSON X H-&DFRIE — L& | FHRERENWMANUZEN JSON BXE R, JSON X HHE
IFRRBHIE@A

flan , EREMRME@MA : {"a": 1}{"b": 1} , MERTERMEWA : [{"a":1}, {"a":2}],

» Apache Hive JSON SerDe
* OpenX JSON SerDe

##E JSON ERFHLER

EHEWE A JSON AR THIHRXHEREBE , 551&1F OpenX JSON SerDe :

* yyyy-MM-dd'T'HH:mm:ss[.S]Z' , EF/ N EEHRZTHE 9 & - 4l
W 2017-02-07T15:13:01.392567Z,

* yyyy-[M]M-[d]d HH:mm:ss[.S] , HF/NEERZAHE 9 UE - Hli0 : 2017-02-07
15:13:01.14,

« Epoch # — 40 : 1518033528,
« Epoch Z# - |0 : 1518033528123,
« 5F% epoch # — i@ : 1518033528.123,
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https://parquet.apache.org/
https://orc.apache.org/
https://cwiki.apache.org/confluence/display/Hive/LanguageManual+DDL#LanguageManualDDL-JSON
https://github.com/rcongiu/Hive-JSON-Serde
https://github.com/rcongiu/Hive-JSON-Serde
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OpenX JSON SerDe Al #/NE R () BAKR (), T4 JSON £REIRAPE , BMELER
75, mFEiEIB Amazon Data Firehose Bt IR RF SV EXBERFEAZBENFHER , 528
OpenXJsonSerDe,

EETREEREMNERERFICER , A OpenX JSON SerDe , lRIFEHFPEFFZENREE
ACo

AN E RN LR | 55#A Apache Hive JSON SerDe, BB ERFHLERE , &
AEEMFERANEEEIER , FE2EE Joda-Time DateTimeFormat BRFENERE X, WF
SHMEE |, 552 M Class DateTimeFormat,

BRI E RS PRE millis REMEFREBEL (epoch ER). MRBKRIBEMKR , Amazon Data
Firehose java.sql.Timestamp: :valueOf FAREFEH ,

Hive JSON SerDe T~ EF F3IE1E :

- MILEBANDE ().
« FHEA uniontype IR,

- BEEREAAEBERIEER JSON RFEWEA , Sl , ZEBHERAES (int) B JSON &
{"a":"123"} , Bl Hive SerDe & H I EER,

Hive SerDe A& &4k JSON it A&, flm , ZHAPH {("a":{"inner":1}}, Al
{"inner":1} F*ERABFH,

RPN

Amazon Data Firehose & Z/&E B R RYIET 0 MIEZFZER . A AWS Glue £ FEIEBHEIR
AWS Glue Data Catalog. ## , Amazon Data Firehose €2 Z & EHid , Y FEHACREZLENE
AER, &0 LU AR R B A5 A8 H IR 3 ERE Amazon Data Firehose fM 2 #8888, MEFHMET , F2
B { AWS Glue B A &) FRIEA AWS Glue Data Catalogo

(® Note
£ AWS Glue Data Catalog FEV M EBHIA R A EREBMEST. 58 , EBRERET

SEEEBRADPRIEENEBME, NREFEHAEMR JSON , BIFEESS JSON EREEBNEE
#R PR STRUCT BE, ARM{EA STRUCT EREEE AR JSON |, FS Bt E 4,
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https://docs.aws.amazon.com/firehose/latest/APIReference/API_OpenXJsonSerDe.html
https://cwiki.apache.org/confluence/display/Hive/LanguageManual+DDL#LanguageManualDDL-JSON
https://www.joda.org/joda-time/apidocs/org/joda/time/format/DateTimeFormat.html
https://docs.aws.amazon.com/glue/latest/dg/what-is-glue.html
https://docs.aws.amazon.com/glue/latest/dg/populate-data-catalog.html
https://docs.aws.amazon.com/athena/latest/ug/openx-json-serde.html#nested-json-serde-example
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/A Important

HRREEXRPRENERER BE—-ERIPEERNERRRS A 32 MBs,
WMRIEIETE CHARS HIREVARCHAR |, Firehose EEERM A SR RBEIEERENFESE, W
RERENFREEER , IREFTE,

Serializer

Firehose EERFJLERSER EHR A B EZERMAMEERLX (Parquet 2 ORC) - B A LLUBRIET JIMmE
BRANFILERZ —

* ORC SerDe

» Parquet SerDe

EEFILREN

BEENFICERBRRENEESZR, RE—FTHRFILEXNRMEEREE , 5528 ORC SerDe
# Parquet SerDe,

X S sk AR TN E R

MREER ARG E R | AL Amazon Data Firehose B B9#t15%E & Amazon OpenSearch
Service. Amazon Redshift 2 Splunk. BXA&NE#LE , Amazon S3 RERAM Firehose &AM
—BHt, T—ERBAMMEEIRAM Firehose API RERUARESE R ER, MENMAFER REH
B EBRAE | CloudFormation , 5528 AWS : : DataFirehose : : DeliveryStream.

X o AR s\ Bk

B ATE M R EFH Firehose BFHEF , FERALBAEREER, BALEREER

# , Amazon S3 B&E A LA A Firehose SBRERENM— B Mth, AL, BUARNEELAEEFERA Amazon
S3 Bffi, A , BREFFEEBHHHE Snappy B, Amazon Data Firehose fE Lt RHIHh FEHAH
Snappy FAMEHE X EE Hadoop B . ERTREAFEA Snappy BEMNER , £ Athena PEHELE
#. T Hadoop FAJEAKY Snappy E&#E = , 2B BlockCompressorStream.java.
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https://cwiki.apache.org/confluence/display/Hive/LanguageManual+ORC
https://cwiki.apache.org/confluence/display/Hive/Parquet
https://cwiki.apache.org/confluence/display/Hive/LanguageManual+ORC
https://cwiki.apache.org/confluence/display/Hive/Parquet
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-kinesisfirehose-deliverystream.html#aws-resource-kinesisfirehose-deliverystream--examples
https://github.com/apache/hadoop/blob/f67237cbe7bc48a1b9088e990800b37529f1db2a/hadoop-common-project/hadoop-common/src/main/java/org/apache/hadoop/io/compress/BlockCompressorStream.java
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R E# Firehose SBiRAVE RIS B

1. BAAWS EEBIXEA , REZBRBIRA https : //https://console.aws.amazon.com/firehose/ B
Amazon Data Firehose 12 &,

2. EEEFHM Firehose & , KB AT BRELIH Firehose BRHAEHRIE - EEAET

Firehose &3

3. 7£ Convert record format (E#i528%4#&53%) KT , #% Record format conversion (e &&=\ B #2) &%
E %A Enabled (ERUA).

4. EBELRENGHEN. IEMEBRENFHEENR , 52/ Apache Parquet # Apache ORC,
5. BIZ AWS Glue ERIRRIEERRICHENFERBER, REEE., ERE, REEKRERE,

& Firehose AP| BB 18 EiR

MR EFHE Amazon Data Firehose A4 A BRI KX 1E JSON Eit A Parquet 5 ORC

#87E ExtendedS3DestinationConfiguration 2 ExtendedS3DestinationUpdate H 18 E &

A ® DataFormatConversionConfiguration Jt%, ExtendedS3DestinationConfiguration
ExtendedS3DestinationUpdate 1R &8 E DataFormatConversionConfiguration , BI3& A T %1 PR #l,

- £ BufferingHints # , ZERBUARRSENER | SizeInMBs NEMELREA/DR 64, BAEHR
RO , XETERA 5, BUARAIERK 128,

- I&ZBTE ExtendedS3DestinationConfiguration Z 7 ExtendedS3DestinationUpdate H
# CompressionFormat %% UNCOMPRESSED, CompressionFormat MIFEERE A
UNCOMPRESSED, EIlt , ExtendedS3DestinationConfiguration 8 A R EX B, FILEFNE
BHELER , FEFRFEA Snappy Bffi. Amazon Data Firehose 1Lt RHI EH K Snappy FAE
# 3\ E2 Hadoop B, EXRTET A Snappy BEMER , WTE Athena FEHIELER, WNE
Hadoop BI R #Y Snappy ##&1& 3 , 5828 BlockCompressorStream.java, :REFFLERE |
BAEEHMBREERE,

REERBNERAVER

E Amazon Data Firehose SEEZIMRERFILCEKE (Hlun , EERNTHESEBELRE ) , ©E
KBEBAEEHNRFEMN Amazon S3, MR LELE A KB , Amazon Data Firehose 8K A EH, , HiHiE
— . HAEEKKMNEEHE , Amazon Data Firehose € A TSI EHARE A JSON X :

{
"attemptsMade": long,

£ Firehose API BB X EiR 98


https://console.aws.amazon.com/firehose/
https://parquet.apache.org/
https://orc.apache.org/
https://docs.aws.amazon.com/firehose/latest/APIReference/API_DataFormatConversionConfiguration.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_ExtendedS3DestinationConfiguration.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_ExtendedS3DestinationUpdate.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_DataFormatConversionConfiguration.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_BufferingHints.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_ExtendedS3DestinationConfiguration.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_ExtendedS3DestinationUpdate.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_ExtendedS3DestinationConfiguration.html
https://github.com/apache/hadoop/blob/f67237cbe7bc48a1b9088e990800b37529f1db2a/hadoop-common-project/hadoop-common/src/main/java/org/apache/hadoop/io/compress/BlockCompressorStream.java

Amazon Data Firehose

FMBABER

"arrivalTimestamp": long,
"ErrorCode": string,
"ErrorMessage": string,
"attemptEndingTimestamp": long,
"rawData": string,
"sequenceNumber": string,
"subSequenceNumber": long,
"dataCatalogTable": {
"catalogId": string,
"databaseName": string,
"tableName": string,
"region": string,
"versionId": string,
"catalogArn": string

REEMEBIRER
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T f# Amazon Data Firehose Y& ¥ 334+

BB EREIEE Firehose &l , ERERBBEEIELEENBENL. TRRVEHRRGTEREE
HY 3 K9 75 o

B A&
Amazon S3 BT EERRZ{ZE Amazon S3 , Firehose 1R1% Firehose &I B

EHEEBRPESEEARLE, EF  ZIRESHELRHES Amazon
S3 Y1t , R E Amazon S3., RIRFEER , Firehose EHEE R}
MEBEEADEEE. WRECEEETRHZBEFNITOBER , &
AILABIBAE Firehose R AMEER AP 2 E A hee R8T o
F@#F5%. Firehose #l Amazon S3 B itz B ERRSEMEH TLS
(HTTPS) 0%,

Amazon Redshift £ EHE B RZE Amazon Redshift , Firehose & & LA BTIR & S HEE
ABRRNE S3 H1FETE, #E Firehose % H Amazon Redshift
COPY@wiT , #5E Rt S3 RAEFETBEE A Amazon Redshift i £
Amazon Redshift Serverless T#&#H., R Amazon Data Firehose
#ZEE AR EBEE Amazon S3 Y11 , Amazon S3 ¥ AT A8
HE|ZRH Amazon Redshift i & &3 Amazon Redshift Serverless
TEBH, MEFHMER , 5528 Amazon Redshift COPY @ w &
BB,

OpenSearch Service Fl MR {FZE OpenSearch Service 1 OpenSearch Serverless #Y

OpenSearch Serverless &*#l , Amazon Data Firehose E1R1#% Firehose Y& &4H
REREEEANRE. AR , ©EE4L OpenSearch Service 5
OpenSearch Serverless KE7EXR , & OpenSearch Service & &
=% OpenSearch Serverless £8 AZ B HKEIL RS, #E1T JSON
Y14 3% B Amazon Data Firehose 2 81 , B EERMN R EST
UTF-8 RIS /R F1t. Lbo |, BIBAAZE RS OpenSearch Service # 5
# rest.action.multi.allow_explicit_index EBIEER
EH true (FAERE) , TeeARBEELCKBRENPHRES|EZKRER
X, MEEZEH , 528 (Amazon OpenSearch Service Az AE
&™) FH Amazon OpenSearch Service 1 F&iE1E,
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https://docs.aws.amazon.com/firehose/latest/dev/create-destination.html#create-destination-s3
https://docs.aws.amazon.com/firehose/latest/APIReference/API_Processor.html
https://docs.aws.amazon.com/redshift/latest/dg/copy-parameters-data-format.html
https://docs.aws.amazon.com/redshift/latest/dg/copy-parameters-data-format.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/es-createupdatedomains.html#es-createdomain-configure-advanced-options
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BE FFHEA
Splunk R EIXER Splunk BIE X! , Amazon Data Firehose & 5B EIXN

Ui, WRENERFTEERMFHR (FIMRITF ) , BLABEITHE

Ao FEHERSAE Splunk FRERBINTEBEERRFIR. HEEMRXNTE S3 i
RfEFRTEE (S3 fatd ) MEREMEEE Splunk , FFETE Splunk 3
AR ER,

HTTP i% 2 EERERNRNESXENE = RSEHEFEGHN HTTP % ,
BT LAME AR A Amazon Lambda FRIGREBI HE , ASEALEE
BRAFERERHEEZSEHNEN (KX )., FHEEEENK
BIEHTTP IR BN E=FIRIEMHER |, SUE— 7TREZEIWRHE
o

Snowflake BT BERRZZE Snowflake , Amazon Data Firehose &7 N 3B4E &
Erl—®iE , WEA Snowflake &R APl RIEKEBHEA Snowflake
. IRIBFER , BRANEHREESVWIEAERE Snowflake E R,
FEHRETIRARWLE | Firehose % i CloudWatch 51 , RIE&ER
JEZR FE Snowflake FrEEMYEF™, Firehose B RIfE X8 — JSON 1HE
W ARCEAE , BFXE JSON M3, FREEENE ARSI ERN
JSON #1#+ , MERX R , REEAMBEANES|H,. 5lHRIEEF

JTo

1@ Firehose Bt FEECHWERRFHER, MEFMAE

il
B

A, mSRHRERFRT.

BRE&

Amazon Data Firehose f fat-least-once VBB ETER R, EELBERT , HlNER R
B, MERBERRFERFZILERB , Amazon Data Firehose WX EH TTAEE I AEEIER, B
AR Amazon Data Firehose X EHFTE B W 3EH |, {8 Amazon S3 BRI, Apache Iceberg Tables
H Snowflake B B9#tBRN,

&

- THRE AWS IRF @ RS

o THEHTTP In B RIFE RN EERE
- REERRFEM

« X Amazon S3 Y B BIEN
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https://www.splunk.com/en_us/blog/tips-and-tricks/aws-technical-add-on-simplifying-error-data-re-ingestion.html
https://www.splunk.com/en_us/blog/tips-and-tricks/aws-technical-add-on-simplifying-error-data-re-ingestion.html
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EXTE OpenSearch Service B3R 5| &Rt
- FENEBERRN

TR AWS R MBI R

Amazon Data Firehose X% AWS IRFAERRAE HTTP inB Bk, BBEHMABNH
Firehose &M HTTP iR B af ABRATREH AWS 1RE,

Amazon Data Firehose i X & AWS EFHFERRXAZE HTTP imF B Wi, BRI G ERE—@E
AWS [EEH Y Firehose BREER| S —EEFAH HTTP iin2h AWS . B alLiag HTTP ik 2 URL
REAFMENE WM , A& B Firehose R E AWS EIFIW HTTP in B B Witk , flnEE2
WA ERREE. EELERT , BANERERERASMEINENRFRAEAP, WEFHEENR , #
S "HEEE) EELNERER &,

TR HTTP in B R A5 R M B R

= E & Amazon Data Firehose RIS ERI RS ZEBFT HTTP in® , BEmHE M AESHER , XFEA
4$ 7 Amazon Data Firehose s8R MBI FEHR N EIZEIFE, AEIFRBA Amazon Data Firehose fRIGEIEE
BT HTTP im B HTTP SBRE R4 , LLK% Amazon Data Firehose IRFSTEHIRY HTTP B EHE KR
¥o HTTP i%EHE 3 £ M IFRIE Amazon Data Firehose SR EF%5ER 2 Bi B f€FER . Amazon Data
Firehose T RSB ERINEERAR T LK,

ERER
S URL B

ELRHEIESE— URL LM —2B0 E#EEITRE. Amazon Data Firehose B EFIE T
9 , EBEE K, £ https B Eﬁi&&i‘iﬁo RIRSERTBRBEHEER URL R,

(® Note
Bal, HTTP ImRER R ERERRE 443,

HTTP 2% - X-Amz-Firehose-Protocol-Version

L RBEARERAR/E RN RAR, BEfEXE 1.0 R4

TR AWS R F M [EEH R AT 102


https://aws.amazon.com/ec2/pricing/on-demand/#Data_Transfer
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HTTP #8 — X-Amz-Firehose-Request-Id

WEENERTERN GUID , TAREENEEERMRE N, MR8 , mEERXEC &I
BRENE , URERIMFENNGER, EHERERNZXERAZE , FXK ID RETE,
HTTP #£8 - Content-Type

Content-Type BEIE{EKIER application/json.
HTTP #Z88 — Content-Encoding

Firehose B R AR EATEBABREER GZIP Bt X, MALBHEE  BIBEES
#% , Content-Encoding {ZBEHNEEREA gzip. WERKRBAEME , Bl Content-Encoding EEZT £
FEE,

HTTP #88 - Content-Length

DEEFBHETER,
HTTP %8 - X-Amz-Firehose-Source-Arn :

LA ASCIl F e &k R Firehose i ARN, ARN 2/RIEEE. AWS RS ID MEREE. 4
il arn:aws:firehose:us-east-1:123456789:deliverystream/testStream,

HTTP #&88 — X-Amz-Firehose-Access-Key

LEEEE AP €8S HMERE., EUNERUSERRTERERILNEN AP £ (LB A
EREECH). Amazon Data Firehose 47 #H K/ NRHI A 4096 BT, Amazon Data

Firehose FTEERUFMAXNFAZL B, RENSREZFTRAINERANES, FB , R
&5 Secrets Manager 2R ES® |, IRBRLNABFEISEN JSON WHER : {"api_key":

"o "3

RETUREER , LH g K JWT i2iisk ACCESS_KEY., MRIFZHFZLHMARE (flw0 ,
FEHERBMNZRE) , AIMEMUNEREUREERZHNEZR (JSON = CSV) EFEE— IR
P, MRFEBRABTE N , Al AR base-64 #wiE. Amazon Data Firehose T &£ F/
RIS ENE , YREEKFEARS,

HTTP &% - X-Amz-Firehose-Common-Attributes

ZEROSRREFRN/ABRFNAELCEEENHEBYE (PRER). ELRAGERI
Firehose BRI EERTE. RMEBUBUENERBAER THEBHERR JSON 4

"$schema": http://json-schema.org/draft-07/schemai#
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Amazon Data Firehose

properties:
commonAttributes:
type: object
minProperties: 0
maxProperties: 50
patternProperties:
"A{1,256}%$":
type: string
minLength: @
maxLength: 1024

EHMT

"commonAttributes": {
"deployment -context": "pre-prod-gamma",

"device-types":

F8 - KPER

BiEH , TRADERBLRE , RATIE 64 MiB,
R - BREr

TEASEATY JSON EEHR (L YAML BA) B9E — JSON 304 :

"$schema": http://json-schema.org/draft-07/schemai#

title: FirehoseCustomHttpsEndpointRequest
description: >
The request body that the Firehose service sends to
custom HTTPS endpoints.
type: object
properties:
requestId:
description: >
Same as the value in the X-Amz-Firehose-Request-Id header,
duplicated here for convenience.
type: string
timestamp:
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description: >
The timestamp (milliseconds since epoch) at which the Firehose
server generated this request.
type: integer
records:
description: >
The actual records of the Firehose stream, carrying
the customer data.
type: array
minItems: 1
maxItems: 10000
items:
type: object
properties:
data:
description: >
The data of this record, in Base64. Note that empty
records are permitted in Firehose. The maximum allowed
size of the data, before Base64 encoding, is 1024000
bytes; the maximum length of this field is therefore
1365336 chars.
type: string
minLength: @
maxLength: 1365336

required:
- requestId
- records

EHWT

"requestId": "ed4acda5-034f-9f42-bbal-f29aeabd7d8f",
"timestamp": 1578090901599
"records": [

{
"data": "aGVsbG8="
},
{
"data": "aGVsbG8gd29ybGQ="
}
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]
}

Bl EA& =
IR R TR A

MREEARFETFIER , Firehose ARFREFERR/ESR 500 REFEREAX.
R REHH

HTTP AREEESAATE 2XX, 4XX F, 5XX HEEA.

Amazon Data Firehose fAlfReEs T EBEFHE @ (XX AREERF ) . RAZEFERS 200 R A 5K A% 50 &%
R E HTTP/EP, A5EIERE 413 (K/MEBH) BAKAKRY , MRERE , BT EREHEHHLIR
BAERRFRBTIR. EXMEHEMAOEREATERANER , UZRAEEEBNBHERER
Eo

BE - AREE
E—AEINRTERREAREN/son.

HTTP 288 - Content-Encoding

T BEE A Content-Encoding. #478¥ I B8t 1THE B,
HTTP #Z88 - Content-Length

MREIES T | Al Content-Length BENLBEFE,
T - KDER

ElEEEH X NDBABPRIER 1 MiB,

"$schema": http://json-schema.org/draft-07/schema#
title: FirehoseCustomHttpsEndpointResponse
description: >

The response body that the Firehose service sends to
custom HTTPS endpoints.
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FMBABER

type: object
properties:
requestId:
description: >
Must match the requestId in the request.
type: string

timestamp:
description: >
The timestamp (milliseconds since epoch) at which the
server processed this request.
type: integer

errorMessage:
description: >
For failed requests, a message explaining the failure.
If a request fails after exhausting all retries, the last
Instance of the error message is copied to error output
S3 bucket if configured.
type: string
minLength: @
maxLength: 8192
required:
- requestId
- timestamp

gEHMT -

Failure Case (HTTP Response Code 4xx or 5xx)

{
"requestId": "ed4acda5-034f-9f42-bbal-f29aeabd7d8f",
"timestamp": "1578090903599",
"errorMessage": "Unable to deliver records due to unknown error."
}
Success case (HTTP Response Code 200)
{
"requestId": "ed4acda5-034f-9f42-bbal-f29aeabd7d8f",
"timestamp": 1578090903599
}

m fEE =
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EROERE

EEERERT , Amazon Data Firehose ARz 2 FEAEHRBEE LEMEARFHEE R
ik, ERESFEAVKREBEERE (1) MBEBERH (15%) ETRE , YESXREEATSERAN
ERBH A (initial-backoff-time * (multiplier(2) A retry_count)) 3B, REEEZRA 2 28N
BRELR, Sl £5n RERE , BEBEEA = MAX(120 , 2*n) * random(0.85 , 1.15),

ELE—EFEATIMIEENSEURESRLEETFT, NERINPRERSE, FARBEERE, £8
MEHRBEEETFEANRBE oL , 5528 AWS Firehose X4,

BREEERERE , IR ENEIESB /N E Mt TEESRIF Firehose B RH EFHAHRE T E

¥, Amazon Data Firehose RIEEEHAE LB EXFHAMEEMN request-ide TASERE —EIHEE
AR HTTP InEARBMNEEERMEREN, MRBREAFNHRREB ( BIR Firehose BT

B ) ZBMARRM , #REHETLIRE S RARBEM BRI EERFEFITR,

a5
CWLog SRIREEREY 8.

{
"requestId": "ed4acda5-034f-9f42-bbal-f29aea6d7d8f",

"timestamp": 1578090901599,

"records": [

{

"data": {
"messageType": "DATA_MESSAGE",
"owner": "123456789012",
"logGroup": "log_group_name",
"logStream": "log_stream_name",
"subscriptionFilters": [
"subscription_filter_name"

1,
"logEvents": [

{
"id": "©123456789012345678901234567890123456789012345",

"timestamp": 1510109208016,
"message": "log message 1"

"id": "0123456789012345678901234567890123456789012345",
"timestamp": 1510109208017,
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"message": "log message 2"

BRIEBERRF KM
18 Amazon Data Firehose B {1t #E B C W ER TR BEE,

B IR5RTE Firehose B7ils , A Z B Mt , 5120 OpenSearch, Splunk M HTTP i % , &t LAER
E S3 TR, Hh i EERINER. WE Firehose £ 4 KM A fE 7 &R FHE
7, FERELEENEBENER., IFNARFELIRFERZ S RETREFEENFHEER ,
FS2 B R T Firehose F7HL Amazon S3 E #ih, & Firehose (a) BZEMERRFEBRENH , UK
(b) BEMEREARHD S3 BFITRUMBAMNR AR , CEERWEERRRNT , EFER TN
R ZEENHRBAHERD S3UE AL,

£

Amazon S3

BRRMNE S3 REFETRE , TagRXERBESRLN, fin , RETRIUETEFE , Amazon
Data Firehose #&1EH) IAM A€ A REME TR IR, FRAMIELUSH, EELER

T , Amazon Data Firehose B EH RS 24 /N , BEEIRFH I AL, Amazon Data Firehose #J
ERFEERBLREA 24 D, MRBIB 24 NEMEERT , EREEEK,

BERRXRNZESIBETRBIESRASERR ML , Hiin
- BEFBTBEE
« Amazon Data Firehose #&{EH) IAM & & EEZFEEFETE,

- MEEE,
- S3 AR, fla HTTP 500s S E M API KB,

FEELER T , Amazon Data Firehose B :

 DirectPut iR : ERSEFERIE 24 D,

« Kinesis Data Streams 5 Amazon MSK KR : EXSERPEE A EIEFRLESENREBERA
1k,
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https://docs.aws.amazon.com/firehose/latest/dev/controlling-access.html#using-iam-s3
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RAEE Lambda BRE = parquet B2 K BB | Amazon Data Firehose T 1§ K M EIXE S3 §5
RETITE. HOXAMRFKER SIFEEHES , BEXEZREH AL, B Firehose B Ih#§ac#%
RIFESIE , CEEN S3YHER , WESS P RHELAKE , BEBERARN , WEAKNEENR &K
FHMHERM S3 MHER.

Amazon Redshift
$ A Amazon Redshift B8 , BB LAER I Firehose KR EERIFER (0-7200 % ) .

BER R EIEE Amazon Redshift #fiZ2H # &= Amazon Redshift Serverless TEE A2 R %
BREMmMAR, Hl , & Firehose BRMNBHEMERTETER, EERNTEFELEETHE X
R MME, FEELEMNT , Amazon Data Firehose EEIEENHFERBRES , WHKIBZISEL XK
Amazon S3 ¥, BN ERASEILE S3FEFETH , A errors/ERRPWERBTERER ,
DMFEEEFER, MEE—F THRIMAEAEABTERRRKFE COPY B , F2REEHEFEE
REEEERER,

Amazon OpenSearch Service #ll OpenSearch Serverless

¥ OpenSearch Service #1 OpenSearch Serverless B 8t , BT LLTE Firehose S F 2 HIEEE
ERFERE (0-7200 % )

KT E IR OpenSearch Service #5 5 OpenSearch Serverless EAME R TAES K B &E R E Mk
B, flan | BATREE T IERERY OpenSearch Service #E& = Firehose &7k OpenSearch Serverless
£ 54858, OpenSearch Service BEE R HEZEF I OpenSearch Serverless £4 . MRHESENUE
. FEIELHERT , Amazon Data Firehose BEIEENRBAES , AEKBXBFIERSIFER. BB
WX HEEEE S3 #FZTEA AmazonOpenSearchService_failed/&EHRI% | UL F B EIERE
Ao

¥4 OpenSearch Server , 8 X EHE T %) JSON &= :

{
"attemptsMade": "(number of index requests attempted)",
"arrivalTimestamp": "(the time when the document was received by Firehose)",
"errorCode": "(http error code returned by OpenSearch Service)",
"errorMessage": "(error message returned by OpenSearch Service)",
"attemptEndingTimestamp": "(the time when Firehose stopped attempting index
request)",
"esDocumentId": "(intended OpenSearch Service document ID)",
"esIndexName": "(intended OpenSearch Service index name)",
"esTypeName": "(intended OpenSearch Service type name)",
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https://docs.aws.amazon.com/redshift/latest/dg/loading-data-files-using-manifest.html
https://docs.aws.amazon.com/redshift/latest/dg/loading-data-files-using-manifest.html

Amazon Data Firehose HBEABER

"rawData": "(base64-encoded document data)"

¥ OpenSearch Serverless , # X#4 28 T % JSON &= :

{
"attemptsMade": "(number of index requests attempted)",
"arrivalTimestamp": "(the time when the document was received by Firehose)",
"errorCode": "(http error code returned by OpenSearch Serverless)",
"errorMessage": "(error message returned by OpenSearch Serverless)",
"attemptEndingTimestamp": "(the time when Firehose stopped attempting index

request)",
"osDocumentId": "(intended OpenSearch Serverless document ID)",
"osIndexName": "(intended OpenSearch Serverless index name)",
"rawData": "(base64-encoded document data)"

}

Splunk

Amazon Data Firehose #$#& BHMEIAE Splunk K , % 4F Splunk HHERS, MRBAEFHER , RER
ERFIREHIEAIEIE , Amazon Data Firehose BB ERIFBFEFEEE. c2FEES  BEIE
AFEREBH AL, Zfﬁ , Amazon Data Firehose 8 HRAER RN XRE , WAFEBHHE 7D BB
Amazon S3 TR,

)X Amazon Data Firehose & RMEAZE Splunk i , EBREVXERERER , FTEMRBRER
;llﬂ-rn‘f%l%ﬁo W 1F Splunk EEIFEFRAL ., BIFEERSEREIBE , Amazon Data Firehose &%

FHFE  BERWBIERSERRREAL, MRMEFIRE , Amazon Data Firehose R EUREEHGT
ﬂ%ﬁqﬂ%éiﬁﬁﬂﬁaﬁo MREBERE , KBREALEEHTEE  EFWIRIIHE CRELARFEH
ALk,

A EHEEALS , LM -NERIVHBREE., IFEGENRXTEREENERET , F2H
Splunk BRI ZF#HFE. MRENEHABEAR 0, IEMENRXFERFSBREHERE.

SRARACSR BRI T o

{
"attemptsMade": 0,
"arrivalTimestamp": 1506035354675,
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"errorCode": "Splunk.AckTimeout",
"errorMessage": "Did not receive an acknowledgement from HEC before the HEC
acknowledgement timeout expired. Despite the acknowledgement timeout, it's possible
the data was indexed successfully in Splunk. Amazon Data Firehose backs up in Amazon
S3 data for which the acknowledgement timeout expired.",
"attemptEndingTimestamp": 13626284715507,
"rawData":
"MiAyNTE2MjAyNzIyMDkgZW5pLTA1ZjMyMmQ1IDIx0C45Mi4x0DguMjE@IDE3Mi4xNisxLjE2NyAyNTIzMyAXNDMzIDYgN
"EventId": "49577193928114147339600778471082492393164139877200035842.0"

HTTP ¥m 2 B /Y ith

’E.S‘ Amazon Data Firehose #ERMEEE HTTP ImH BNl , EEEFRBLENHNEIE, MR

$HER |, AEEREEEREFHIB A EE , Amazon Data Firehose EE&EEH%E%FQE‘I‘E&%O TE
%ﬁgzﬁﬁ BEIERSESEBEHAL, 2% , Amazon Data Firehose S8 HBR AERTH KR , i
H & B D B 88 Amazon S3 fE1ZETEE,

)X Amazon Data Firehose H%ﬁﬂﬁl{%i_f; HTTP in BB  EREVAERNEREH , #ig
BB OERETES. AR, c2ESEREHTTP REHENHNEERE, FEERSER
BB HA , Amazon Data Firehose 1}39% FEfE , ERIWEIEESERRERKAL, MREIER

BF , Amazon Data Firehose EREUREEHIEEFTREERERE. NREERE , KEBRXERL
EEYTES  BERWIOESHE CEERAFEAL,

=

ABEIEFE , WIEME—NENRMEREE., NEHMENXVEREENEBER , 528 HTTP

Ui 2t BB A ERER

RSN T,

"attemptsMade":5

"arrivalTimestamp":1594265943615,
"errorCode":"HttpEndpoint.DestinationException",

"errorMessage":"Received the following response from the endpoint destination.
{"requestId": "109777ac-8f9b-4082-8e8d-b4f12b5fcl17b", "timestamp": 1594266081268,
"errorMessage": "Unauthorized"}",

"attemptEndingTimestamp" :1594266081318,

"rawData":"c2FtcGx1IHJhdyBkYXRh",

"subsequenceNumber":0,
"datald":"49607357361271740811418664280693044274821622880012337186.0"
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Snowflake

HA Snowflake B HItth | BRI Firehose &7 , B LUEERANERISERRE (0-7200% )
BERFERNENTERESR 60 ¥,

BRI E Snowflake BRI R ATEEE LR , RESFE Snowflake B HI i iHEETIERE, Snowflake F

B, MERHES, ERBRERTEARTAIERNER, Hlm , 1R Snowflake EEERY JSON HEH ,
RAAEERKRPRDEANERE , Firehose TEHEXERART. Hikih , EEARE S3 HEMRE TSR
) JSON AEEEMEBNAMERAXBELiENT.

B , MIRRXNFEFEENAR, ERRIEREMAMK , Firehose TEEAALZERBE ALK S3
iR, EXSEMNEEERANHERM Snowflake FRIEEIE, ERMBERBESERN AR, EEL
BT , Firehose 8 EEENHERAER , ARBBEHERINE S3. XMHEEHE L snowflake-failed/
ERRRMS , BALLARFEHEIE,

LT RIERF#E S3 W= EFC#rI 5 JSON,

"attemptsMade": 3,
"arrivalTimestamp": 1594265943615,
"errorCode": "Snowflake.InvalidColumns",

"errorMessage": "Snowpipe Streaming does not support columns of type AUTOINCREMENT,
IDENTITY, GEO, or columns with a default value or collation",

"attemptEndingTimestamp": 1712937865543,

"rawData": "c2FtcGx1IHJhdyBkYXRh"

E%E Amazon S3 Y14 Z B

E Firehose & IR+ E Amazon S3 i , S3 ¥4+ £iR BB EIEE <evaluated prefix><suffix> 1
N, HPEBHERNA <Firehose stream name>-<Firehose stream version>-<year>-<month>-<day>-
<hour>-<minute>-<second>-<uuid><file extension> <Firehose stream version> , B &)X Firehose
BRNERESEREDTIEM 1, BUUEE Firchose BRAE (M, S3HEIFENEE. BEFIER
T~ BENME ) ., BRI LAEA Firehose £ A UpdateDestination API & ER AT LR,

R <FEFE> , Firehose FEHRNA HEZRBBFEYYYY/MM/dd/HH, EFEEERFETES
BUBERE  HPSELRR () SERBLELER. SULEEETZEREWLER  HE4ha
EEFTHBFFGHRES, NWEFENMAEEBITFENEN , 28 Amazon Simple Storage Service
MR BETFE
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FMBABER

RIBFER , ARREFZENEBNREAS UTC , BETTUEHSFEAEGRENKRE, flmn , sEEH

BAREREMIE UTC , BAILIE AWS BEE XA 5 API 2EETE

EADTMETE, THEESE Firchose ¥ S3 FEHEESENRE,
XEMNEE
LU 2 Firehose #t¥ S3 FHARESZ ENRESE,

Africa

Africa/Abidjan
Africa/Accra
Africa/Addis_Ababa
Africa/Algiers
Africa/Asmera
Africa/Bangui
Africa/Banjul
Africa/Bissau
Africa/Blantyre
Africa/Bujumbura
Africa/Cairo
Africa/Casablanca
Africa/Conakzry
Africa/Dakar
Africa/Dar_es_Salaam
Africa/Djibouti
Africa/Douala
Africa/Freetown
Africa/Gaborone
Africa/Harare
Africa/Johannesburg
Africa/Kampala
Africa/Khartoum
Africa/Kigali
Africa/Kinshasa
Africa/Lagos
Africa/Libreville
Africa/Lome
Africa/Luanda
Africa/Lubumbashi
Africa/Lusaka
Africa/Malabo
Africa/Maputo

(CustomTimeZone) H A% BF [EE%

EXTE Amazon S3 ¥HBBHKR
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Africa/Maseru
Africa/Mbabane
Africa/Mogadishu
Africa/Monrovia
Africa/Nairobi
Africa/Ndjamena
Africa/Niamey
Africa/Nouakchott
Africa/Ouagadougou
Africa/Porto-Novo
Africa/Sao_Tome
Africa/Timbuktu
Africa/Tripoli
Africa/Tunis
Africa/Windhoek

America

America/Adak
America/Anchorage
America/Anguilla
America/Antigua
America/Aruba
America/Asuncion
America/Barbados
America/Belize
America/Bogota
America/Buenos_Aires
America/Caracas
America/Cayenne
America/Cayman
America/Chicago
America/Costa_Rica
America/Cuiaba
America/Curacao
America/Dawson_Creek
America/Denver
America/Dominica
America/Edmonton
America/El_Salvador
America/Fortaleza
America/Godthab
America/Grand_Turk
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America/Grenada
America/Guadeloupe
America/Guatemala
America/Guayaquil
America/Guyana
America/Halifax
America/Havana
America/Indianapolis
America/Jamaica
America/La_Paz
America/Lima
America/Los_Angeles
America/Managua
America/Manaus
America/Martinique
America/Mazatlan
America/Mexico_City
America/Miquelon
America/Montevideo
America/Montreal
America/Montserrat
America/Nassau
America/New_York
America/Noronha
America/Panama
America/Paramaribo
America/Phoenix
America/Port_of_Spain
America/Port-au-Prince
America/Porto_Acre
America/Puerto_Rico
America/Regina
America/Rio_Branco
America/Santiago
America/Santo_Domingo
America/Sao_Paulo
America/Scoresbysund
America/St_Johns
America/St_Kitts
America/St_Lucia
America/St_Thomas
America/St_Vincent
America/Tegucigalpa
America/Thule
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America/Tijuana
America/Tortola

America/Vancouver
America/Winnipeg

Antarctica

Antarctica/Casey
Antarctica/DumontDUrville
Antarctica/Mawson
Antarctica/McMurdo
Antarctica/Palmer

Asia/Aden
Asia/Almaty
Asia/Amman
Asia/Anadyr
Asia/Aqgtau
Asia/Aqtobe
Asia/Ashgabat
Asia/Ashkhabad
Asia/Baghdad
Asia/Bahrain
Asia/Baku
Asia/Bangkok
Asia/Beirut
Asia/Bishkek
Asia/Brunei
Asia/Calcutta
Asia/Colombo
Asia/Dacca
Asia/Damascus
Asia/Dhaka
Asia/Dubai
Asia/Dushanbe
Asia/Hong_Kong
Asia/Irkutsk
Asia/Jakarta
Asia/Jayapura
Asia/Jerusalem
Asia/Kabul

Amazon S3 ¥ #HBZBER
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FMBABER

Asia/Kamchatka
Asia/Karachi
Asia/Katmandu
Asia/Krasnoyarsk
Asia/Kuala_Lumpur
Asia/Kuwait
Asia/Macao
Asia/Magadan
Asia/Manila
Asia/Muscat
Asia/Nicosia
Asia/Novosibirsk
Asia/Phnom_Penh
Asia/Pyongyang
Asia/Qatar
Asia/Rangoon
Asia/Riyadh
Asia/Saigon
Asia/Seoul
Asia/Shanghai
Asia/Singapore
Asia/Taipei
Asia/Tashkent
Asia/Tbilisi
Asia/Tehran
Asia/Thimbu
Asia/Thimphu
Asia/Tokyo
Asia/Ujung_Pandang
Asia/Ulaanbaatar
Asia/Ulan_Bator
Asia/Vientiane
Asia/Vladivostok
Asia/Yakutsk
Asia/Yekaterinburg
Asia/Yerevan

Atlantic

Atlantic/Azores
Atlantic/Bermuda
Atlantic/Canary

Atlantic/Cape_Verde

=nes

aXE

Amazon S3 ¥ #HBZBER
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Atlantic/Faeroe
Atlantic/Jan_Mayen
Atlantic/Reykjavik
Atlantic/South_Georgia
Atlantic/St_Helena
Atlantic/Stanley

Australia

Australia/Adelaide
Australia/Brisbane
Australia/Broken_Hill
Australia/Darwin
Australia/Hobart
Australia/Lord_Howe
Australia/Perth
Australia/Sydney

Europe

Europe/Amsterdam
Europe/Andorra
Europe/Athens
Europe/Belgrade
Europe/Berlin
Europe/Brussels
Europe/Bucharest
Europe/Budapest
Europe/Chisinau
Europe/Copenhagen
Europe/Dublin
Europe/Gibraltar
Europe/Helsinki
Europe/Istanbul
Europe/Kaliningrad
Europe/Kiev
Europe/Lisbon
Europe/London
Europe/Luxembourg
Europe/Madrid
Europe/Malta
Europe/Minsk
Europe/Monaco
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Europe/Moscow
Europe/0Oslo
Europe/Paris
Europe/Prague
Europe/Riga
Europe/Rome
Europe/Samara
Europe/Simferopol
Europe/Sofia
Europe/Stockholm
Europe/Tallinn
Europe/Tirane
Europe/Vaduz
Europe/Vienna
Europe/Vilnius
Europe/Warsaw
Europe/Zurich

Indian

Indian/Antananarivo

Indian/Chagos
Indian/Christmas
Indian/Cocos
Indian/Comoro
Indian/Kerguelen
Indian/Mahe
Indian/Maldives
Indian/Mauritius
Indian/Mayotte
Indian/Reunion

Pacific

Pacific/Apia
Pacific/Auckland
Pacific/Chatham
Pacific/Easter
Pacific/Efate
Pacific/Enderbury
Pacific/Fakaofo
Pacific/Fiji
Pacific/Funafuti

=nes

aXE

Amazon S3 ¥ #HBZBER
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Pacific/Galapagos
Pacific/Gambier
Pacific/Guadalcanal
Pacific/Guam
Pacific/Honolulu
Pacific/Kiritimati
Pacific/Kosrae
Pacific/Majuro
Pacific/Marquesas
Pacific/Nauru
Pacific/Niue
Pacific/Norfolk
Pacific/Noumea
Pacific/Pago_Pago
Pacific/Palau
Pacific/Pitcairn
Pacific/Ponape
Pacific/Port_Moresby
Pacific/Rarotonga
Pacific/Saipan
Pacific/Tahiti
Pacific/Tarawa
Pacific/Tongatapu
Pacific/Truk
Pacific/Wake
Pacific/Wallis

BR T <file extension> 24\ , BB EEFRBHNL. ELRAERNRAEBRIBHER , Firehose BiRIE
FEREFTINEIRE R . TXRERBA Firehose MMM TEEREIE S -

Configuration EIER

ERIENE S . Parquet .parquet

ERBNEH . ORC .orc
B - Gzip .9z
B8 : Zip .Zip
B % : Snappy .snappy
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Configuration EIER

B #& : Hadoop-Snappy .hsnappy

A LUE Firehose T A AP HISEGRFNERE, DHELENGR ()BHE, BTAEA
ST : 0-9az | - (). BIEETHEE 128 AF.

(® Note
EREERIESRR , ©88R Firehose ERUH AR N IR U RS AT BV AR EIE R o

T Amazon S3 MM BETFE

Z{+ZE Amazon S3 Y EB & <evaluated prefix><suffix> W EZBIER, BAILIEEBITFHE , H
DEEHTHEFMANRER, REENEFTFESERE NHERFHEyyyy/MM/dd/HH,

BEIFEOUFEATYEXNEES : | {(namespace:value} , ¥ namespace AIBLTHEE 2 —
R 5IEB 5 Pk

 firehose

* timestamp

 partitionKeyFromQuery

* partitionKeyFromLambda

MRFEERAFE  BERSEE Amazon S3 EEFEANERK, MEFHMAEN , B2
B {Amazon Data FirehoseDeveloper #§8) ## Amazon S3 ¥4 & N, FirehoseDeveloper

timestamp W& =[]

oA EENERES Java DateTimeFormatter W BN F SR, a0 , 7£ 2018 F , KiE !
{timestamp:yyyy} HFIEERA 2018,

LB RIBECAE | Firehose € AFTE A Amazon S3 Y a2 HEREN AT EREBRC.

RIBTERR , KEBRKA UTC, BER , ZUUEELRIFVEE. fli , R EELEFEH B AEEFH
M3E UTC , LA LATE B} APl 283X E (CustomTimeZone) AWS BE F#E A TS EREATMN/E
R, BETEXENKEEE , 528 Amazon S3 YHEBHE
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FMBABER

ERER—FERERXNANZRMER timestamp B R =M , SEHTEE

firehose B =M

W BB A EAMEE : error-output-type # random-string. FT&RFRBA WA HERE

=8

firehose i B ZE=EE

Conversion (&

)

error-out
put-type

random-st
ring

Description

1R¥¥ Firehose

TREY AR RE LA
REABIRERA ,
AT A E G
— {5 : {pro
cessing-failed ,
AmazonOpe
nSearchService-
failed , splunk-
failed , format-
conversion-
failed , http-
endpoint-fail
ed}.

EERER—RE
XAZREAL
&, SExTE
B AR
MR ERT
o

FERRB 1

fE=F THPEM =
B, BELRER—
FIEXRZRE
AitE , S8

CRLIDN

myPrefix/
result=!{
firehose:
error-out
put-type}
/! {timest
amp:yyyy/
MM/dd}

myPrefix/
I {firehos
e:random-
string}/

0 5%y

myPrefix/
result=pr
ocessing-
failed/20
18/08/03

myPrefix/
046b6c7f -
0b/

fmst

error-output-
type {EERE

A ErrorOutp
utPrefix L,

TRAREMEF
BEE,

TR ERAEE
XFHWFRE ,

ST b RS 2 MR R B

T % Amazon S3 ¥ BETFHE
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Conversion (¥ Description LTSN £ {51 5y 1 figat
%)
TEBNTMGE LAH 8 Amazon
REHFRERT S3 JE B = ik
Fo EEREENKE
BFE,

partitionKeyFromLambda # partitionKeyFromQuery @& Z= &

HRBEDE | BHNBEE SIHETEFEPFEATIEERNEN : | {(namespace:value} , H
P A ZEME A LR partitionKeyFromQuery = partitionKeyFromLambda , BRI AR

., MREFEARBRIMRBIRFERN D ERS|E , AIXEEEAATEINIEEZEENHR
KK S3 FEITEEEE  "partitionKeyFromQuery:keyID", MREAFEH AWS Lambda
HEARRERBLDEZRS|R  IXAEEAUATEAEECEEXFIERN S3 REFITFRFE

B : "partitionKeyFromLambda:keyID", MFEFHMEN , S BRI Amazon Firehose B H
B T REK B K ithiEE Amazon S31 . 77?7

ERAA
THFEABAM Prefix & ErrorOutputPrefix RiER,
« B timestamp MBZEEME , TEESIEANTAF TEHEMAT MG, BEZ , BEWMUPEMANUE

SEREHN FRBRKRFASBREE.

- MRBEENFETIILERHEBLETEZBRER |, Firehose B4 &RIEZHN!
{timestamp:yyyy/MM/dd/HH/} &) Prefix #HHE,

o FH 1 { EHBERM | {namespace:value} KiER,

o # Prefix FEXRIERXE , ErrorOutputPrefix F A ASE, HFUERT |, Prefix a5
<specified-prefix>yyyy/MM/DDD/HH/ , M ErrorOutputPrefix A <specified-
prefix><error-output-type>yyyy/MM/DDD/HH/, DDD REEFEX A,

« BHEIEE ErrorOutputPrefix MREX , BUMAZELD —{E | {firehose:error-output-
type} #i1TIER.

« Prefix XM A | {firehose:error-output-typel,
« Prefix = ErrorOutputPrefix fHLEBREHTAEHEIB 512 B=F T,
- HEHHH#A Amazon Redshift , Prefix XEREEEHEER , ErrorOutputPrefix X EASE,

T f# Amazon S3 I BT FE 124
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E BB #tb A Amazon OpenSearch Service % Splunk B R{EEErrorOutputPrefixE{d

B | Firehose & Prefix M BR508& & B,

= Bt & Amazon S3 B , Amazon S3 B Wyt #HREHHY Prefix M ErrorOutputPrefix &%
B AR R IIH FE &M A B RC 8%, MREMER AWS CLI = API, BIFTBUEBHBEH Prefix M

ErrorOutputPrefix £/ ExtendedS3DestinationConfiguration RIEE Amazon S3 &

4 RE,

ERER AWS BEE RS Wig B iR E A Amazon S3 B |, Firehose &7t B W ith#E
BEErrorOutputPrefix® 4 BIEA Prefixfl R NEHM ARG HK. WREBFEARENIEET

ﬁ , BIXBISESE NiERFE | {firehose:error-output-typel,

E#ExtendedS3DestinationConfigurationi& @it AWS CLI. API =% £/ CloudFormation

B, RIS E S3BackupConfiguration , Firehose &R ETEEZM ErrorOutputPrefix,

E 3 ErrorOutputPrefix BEX K , B#EEMFEA partitionKeyFromLambda

partitionKeyFromQuery &8 Z= [,

#HFEH
Prefix & ExrrorOutputPrefix i
Input AEFES (A 2018 £8 A 27 HLESF 10:30
UTC)
Prefix : RIEE Prefix: 2018/08/27/10
ErrorOutputPrefix :myFirehos ErrorOutputPrefix :myFirehos
eFailures/!{firehose:error- eFailures/processing-failed/

output-typel}/

Prefix: !{timestamp:yyyy/MM/dd} EmWE A Prefix EEREXE , ErrorOutp

utPrefix FHAT
ErrorOutputPrefix : K¥EE

Prefix: myFirehose/DeliveredYear=! Prefix: myFirehose/Deliver

{timestamp:yyyy}/anyMonth/ra edYear=2018/anyMonth/rand=5

nd=!{firehose:random-string} abf82daaa5s

ErrorOutputPrefix :myFirehos ErrorOutputPrefix :myFirehos

eFailures/!{firehose:error- eFailures/processing-failed
/2018/anyMonth/10
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FMBABER

Input

output-typel}/!{timestamp:yyyyl}/
anyMonth/!{timestamp:dd}

Prefix: myPrefix/year=!{ti
mestamp:yyyy}/month=!{times
tamp:MM}/day=!{timestamp:dd}/
hour=!{timestamp:HH}/

ErrorOutputPrefix :myErrorPrefix/
year=!{timestamp:yyyy}/month=!
{timestamp:MM}/day=!{timesta
mp:dd}/hour=!{timestamp:HH}/!
{firehose:error-output-type}

Prefix: myFirehosePrefix/

ErrorOutputPrefix : RIEE

FHERFE (R 2018 £ 8 A 27 B L4 10:30
uTC)

Prefix: myPrefix/year=2018/
month=07/day=06/hour=23/

ErrorOutputPrefix :myErrorPrefix/
year=2018/month=07/day=06/hour=
23/processing-failed

Prefix: myFirehosePrefix/2
018/08/27/

ErrorOutputPrefix :myFirehos
ePrefix/processing-failed/2
018/08/27/

i% T OpenSearch Service #J % 5| i

1R BE#9 8T ¥ OpenSearch Service B VitiEE — BB AERN RS HIUEE K HPIETIRER
£ : NoRotation, OneHour, OneDay, OneWeek = OneMonth,

RIBEREBNERIIEIE | Amazon Data Firehose 4% UTC FERERRLHN —X oM MELIBEN R
5|&#, WKW RZEBERL, THEHR OpenSearch Service HW B ERSIHPBEELENES|AB
B/, HPIEEMNESIZHEA myindex , IKIZEREBECHIZ 2016-02-25T13:00:00Z,

RotationPeriod IndexName
NoRotation myindex
OneHourx

myindex-2016-02-25-13

EXTE OpenSearch Service K% 5| &pif
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RotationPeriod IndexName

OneDay myindex-2016-02-25
OneWeek myindex-2016-w0@8
OneMonth myindex-2016-02

® Note

#E1B OneWeek £ , Data Firehose € <YEAR>-w<WEEK NUMBER> ¥\ B8/ &Z I &
5| (%l |, 2020-w33) , EHBAHRER UTC BREFTE | YWRBTIEZEEHFIRETE -

- —IENBRBAEAER
- —FRNE-BREEFESEANE B

TENEEERRM

AT Firehose Btk , BRMRETATANENSHEXNEEN, NRLERER B 11t B IFEE
SERRER (BN, EREMNMEZBREDRE) UL EEFEERRM , A BN ER T AEEE
1T o

/A Important
ERFEATRAEREFNEEFRRE  TRERRZE , CEFIRIEHERNE
Amazon S3 HREERFAFIE K MESKHRRSREINSI BN, ERFENEHMRSE , E
ERAEZREABERARB R , PERRHLEMNEERSE B M,

¥ {Z Firehose &%

£ EEZ Firehose FM BRI , BB Firehose BA KK 2 S3 BB, Hlin , a0
R EFEH OpenSearch B i E{= Firehose B3 , BRI LUE B EHEF I RBITULIRME, MFEFFH
B , 58 BKR T Firehose FEI/AE OpenSearch Service B Kyith,

BBRE)E s3:PutObject My "Effect": "Allow" 7l , WEAREFIEBERAR , RN SEHE AR
B0 KB HY S3 AT EBAENE s3: PutObject EF Effect": "Deny" 31, #E& , B E
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https://docs.aws.amazon.com/firehose/latest/dev/controlling-access.html#using-iam-es
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B ®H (Hlan |, E3RA B BV OpenSearch #3813 ) , HBER Firehose EABMWEF, BEFHHE
b B MR EF AT | S57EEH Amazon Data Firehose 2 #I7FENhEE WK EK. STREMBEIE
# , Firehose BELERAER , MBE A LA Firehose By CloudWatch 1512 3R ES 12 Ltk BHE,

/A Important

E &R 7E Firehose FEEERITR , EEERRBRMORIF ( HlW0 Kinesis Data Streams =,
Managed Service for Kafka) EXERARBER , EEERIVMRELERRFEENA
1k, MR RIRZ DirectPUT , Firehose R EER 24 /NG, MREBREELR , LEEBHR
BHRIBAZARGFER , AIEgREERIEX,

#448 Firehose &k

EEREXRT , FAMBRE N , WHER Firehose EER BRI T EBEWIETFT |, AFLAIFTHE
FERERRENM, TR, ERANERAE SSREFTEBNTUTEE , UM RBHOXT. BH

25 , EAEE s3:PutObject By "Effect": "Allow" 3l , W ARIEHD KB S3 fiE
BTRBAYE)/E s3:PutObject #BR "Effect": "Deny" A, &% , £/ Firehose # CloudWatch
EEETER  LUEFEERERXNEANh, ZEEMAMEB MR | BFA Firehose B Amazon
CloudWatch Logs E5#%,
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https://docs.aws.amazon.com/firehose/latest/dev/controlling-access.html
https://docs.aws.amazon.com/firehose/latest/dev/cloudwatch-metrics.html
https://docs.aws.amazon.com/firehose/latest/dev/cloudwatch-metrics.html
https://docs.aws.amazon.com/firehose/latest/dev/cloudwatch-metrics.html
https://docs.aws.amazon.com/firehose/latest/dev/monitoring-with-cloudwatch-logs.html
https://docs.aws.amazon.com/firehose/latest/dev/monitoring-with-cloudwatch-logs.html
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1 Amazon Data Firehose #$& £l {4Z Apache Iceberg

Apache Iceberg 2 — B NENERRERBERREN , ARBITKEIE D . Apache Iceberg #%
SQL ER KXW AT FEMRMEEME A Amazon S3 ERLH , X FE Spark, Flink, Trino, Hive Hl Impala
ZHBRRED TSI ZEARKREAMBNER ., MEFMEN , 5528 Apache Iceberg M ZEFRE
il o

& T LAME A Firehose &R E R X+ ZE Amazon S3 H#J Apache Iceberg EXIER., ©&H Apache
Iceberg BRI FZRAILAE Amazon S3 HEEERE |, 57 Amazon S3 ERRHPFEE. TEREEN
Iceberg ERIRAF , BAILEEMBERRZEN , HIUNEBEFNRERIBHE, Amazon S3 Tables 12+
HARES M ITEESESEICNRFETR  AYETHEXEEHRELREREXERNRBERS. O
& Amazon S3 BRI &RMNFMER , 5F52 B Amazon S3 BRIk,

I IThRE M B IE G SO SR I EE — B R A B R #Y Apache Iceberg BRI KR, BUILANEIE A, 557 FMIBR
BREBDERAZTELENRTNRHK. ©EXEY Amazon S3 FH Apache Iceberg &£ Rt 1THE#H
A ERFEUEF AWS Lake Formation, B[ EAE HERIEEFEIEH AWS Lake Formation , ¥4
Firehose 1Rt ERMH E R RERMNERHHBREFT T,

ZE MR

(® Note

Firehose X #& Apache Iceberg Tables fF AR EIEE,. 2 AKEHE ( A4t ) AWS GovCloud
(US) Regions, TEA[E ( FREE ). EARESE (HAREE) MEET (P ) AWS E
HUAFRE B E Wi,

Firehose X8 Apache Iceberg ERIXRAE T 5IZEFMPRH,

- HAE - MREMEA Direct PUT #EASE R R FE Apache Iceberg ERIREVRIR , BIESERR
WRABXEEXEERI (HSFEEII ). EHAD (RHM ) NEBON (BEW ) BEHAS
MiB/® , FTEEMEH A 1 MiB/MW AWS EiF, MMREESEEEREEHTNMBRNER TEEREA
Iceberg Btk , WARERSERMVEBIXE |, BIFTLAEA Firehose [RFEIREFRRESHIEER
#lo
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https://iceberg.apache.org
https://docs.aws.amazon.com/AmazonS3/latest/userguide/s3-tables.html
https://docs.aws.amazon.com/glossary/latest/reference/glos-chap.html?icmpid=docs_homepage_addtlrcs#region
https://docs.aws.amazon.com/glossary/latest/reference/glos-chap.html?icmpid=docs_homepage_addtlrcs#region
https://support.console.aws.amazon.com/support/home#/case/create%3FissueType=service-limit-increase%26limitType=kinesis-firehose-limits
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True MRERABER/AERMABITEFNMMBR , LA AppendOnlyEERES . EIB
# AppendOnlyfEiZEEEE A True , Firehose E HBIIERURFSENEIEE, Bal , BREFEH
CreateDeliveryStream AP RERERE I EE,

MR EE PUT BRE AR SN ERHREERREBIB Firehose RRMEEAEREMERIRR , A
Firehose @ H BB M&ERNVEEERS , EXETSRRALE. RFEMABIEERMBRR , Firehose
TRFEERNEE , FRERRNEEEEMIFTENER. Fit , FREEE KNV ERHREGE
%, MREAPERHREERANKREREN , INMRENFERTESNEARBIEERF N

EE, FAREMEIEERS,

- S3ERWXZE (TPS)- EEH{E{t S3 %hEe , MREME A Kinesis Data Streams 5 Amazon MSK
HAERE  EREEABENSIERSIBRDIIRRCH. Mt—R , BBBAZEHE Iceberg BRI T
NERGEHESURREZE—RZSEREIIE , BAERH., MR , FEEBRTEBE Iceberg ERlFR
MERFEES BB TEN D BIE/MRES |, MEERTLAERRREE/ B HRNFIE 2 =/ T AT
BERAWIZE,

- BRI -BHRERNBEBAE | Firehose AEEZZEEM JSON HE—RBRERNE R, £l
1 |, Firehose €2 E —EBRTPTHNE R A SHEUERNL. REERNREBNERER N
/AH Firehose BEEERKNERBERTLMBR , TEMIIRT, FEUERT |, Firehose TREARE
Iceberg ERRPERZBRMH ERERERE , UFESNEMNOL, Firehose X & 16 BEMER.
LR 2R JSON K& fl,

"version":"2016-04-01",
"deviceld":"<solution_unique_device_id>",
"sensorId":'"<device_sensor_id>",
"timestamp":"2024-01-11T20:42:45.000Z",
"value":"<actual_value>",
"position":{

"x":143.595901,

"y":476.399628,

"z":0.24234876

MEERFEERBRERERTHEY , Bl Firehose SBEEEES | WA ERMEIXET S3 sEE/R1EE
f8, R Apache Iceberg ERIRHPHAMEERBEBNERNREMEA , ERFEHFPFEHMR
i , Firehose SH&BH L,
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https://docs.aws.amazon.com/firehose/latest/APIReference/API_CreateDeliveryStream.html
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- FEEH—E JSON ¥4 — — 1B Firehose e #& P RBEEIE — 1B JSON ¥4, R BTN FIXFC 8%
W ZE JSON ¥1# , Firehose EIEIHER , WA E R E S3 #HRREFrE. WREFEA KPL
=50 , WA Amazon Kinesis Data Streams #$# BH#EUZE Firehose AR , Bl Firehose &
B B EUH A S @& A — B JSON ¥,

- BEMFEERENL - BXEH Firehose B A Iceberg Tables B |, HIEEXRMELERR, ERERM
MBRER, HEFZERERSENTESRENER  LEEFRNNE, ATESERERNEHN
B, BRAER—EMRAR  ZMRFRSTHHIVNAEERER  UKHEEARINWARESR
ER, LEF#EA compaction, AWS Glue Data Catalog X & B B) B #& Apache Iceberg Tables,
MEFHMEA , F2E (AWS Glue FAEERM) PNEBEETE, NEFAENR , F2REHEBHE
Apache Iceberg EXlEK, H#E , B LLHIT Athena Optimize B RFBHITEBHE. FE Optimize
W EFEMER , 2 [E Athena Optimize,

BT BBEERER N, SE T LUERY Apache Iceberg ERRHATERRMEERN VACUUM BR
RARJRENREFREAE , fIORBEHNNLERBR, & , BETLUEA AWS Glue Data
Catalog 3RZ # Apache Iceberg ERI RN ZEERRKENL , FESEHBREMER. MILE
R,UFETFBFENRBIBE, WEFMEN , F2E BB Apache Iceberg Tables @7 &E{CLHYEB
ERNE,

« T X Apache Iceberg Tables #9 Amazon MSK Serverless 3R A B #1911,

- BWRERRE , Firehose EREMBRER , REEEHARE. HEMBRERSELE Amazon S3 &
Mo

- Firehose TE & A %@ Firehose R ERE AMREHR Apache Iceberg EflR. EREA
Apache Iceberg k3B BRI 1725 (OCC). MR Z1E Firehose BREHERE AE — Iceberg E#}
®, AIRE—EERRNEEEREEREN, HttERELERER , YERERRE , BERFRE
WERFERBBER AL, FRELAFERHEEZ , ERAMRERSI (Amazon S3 K& ) 2EX
ZEREM Amazon S3 55 FH,

« Firehose X B & Iceberg Library R4~ 2 1.5.2 Ko

- ZEERNBRERRZSZE Amazon S3 Tables , B IE Amazon S3 Tables HEXE AWS Key
Management Service 28 , MR~ 2 7 Firehose fAREARRESE ., WMRIEE Firehose AEEE AWS
Key Management Service S8 L& IR E B 32 {FZE Amazon S3 Tables , Bl Firehose &L {E FIE
LR2YETINE, WHEFHEEN , BFSEEE AWS KMS £ A ARSSIHNE,

« Firehose BREZER T EIER Iceberg B9 GlueCatalog API B EREMNER K, TXEXRM
ZFiEB Glue SDK B HEREMER K, FBEE , EFHE (-) TREREMN lceberg BRXEFHE
REREBIENFIT, MEFMEN , 520 lceberg B EXER Glue Database Regex F Glue
Table Regexo
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https://docs.aws.amazon.com/streams/latest/dev/kpl-with-firehose.html
https://docs.aws.amazon.com/glue/latest/dg/compaction-management.html
https://aws.amazon.com/blogs/aws/aws-glue-data-catalog-now-supports-automatic-compaction-of-apache-iceberg-tables/
https://aws.amazon.com/blogs/aws/aws-glue-data-catalog-now-supports-automatic-compaction-of-apache-iceberg-tables/
https://docs.aws.amazon.com/athena/latest/ug/optimize-statement.html
https://docs.aws.amazon.com/athena/latest/ug/vacuum-statement.html
https://aws.amazon.com/blogs/big-data/the-aws-glue-data-catalog-now-supports-storage-optimization-of-apache-iceberg-tables/
https://iceberg.apache.org/docs/1.6.0/reliability/#concurrent-write-operations
https://docs.aws.amazon.com/AmazonS3/latest/userguide/s3-tables-kms-encryption.html
https://github.com/apache/iceberg/blob/main/aws/src/main/java/org/apache/iceberg/aws/glue/IcebergToGlueConverter.java#L62
https://github.com/apache/iceberg/blob/main/aws/src/main/java/org/apache/iceberg/aws/glue/IcebergToGlueConverter.java#L63]
https://github.com/apache/iceberg/blob/main/aws/src/main/java/org/apache/iceberg/aws/glue/IcebergToGlueConverter.java#L63]
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* Firehose BANAARERBREALKTFENTIERTE. EHERAREMBENER, TX&
SEMER , FlIMBA D EIER KRS EIMBRER,

£ Apache Iceberg BRI FRM A B R b RY o RGR4
MTFBIFHIRE | USERLER ERGH

FiE

« £ Amazon S3 XS E Iceberg BB &R 5 IRIGH

« Z{+ZE Amazon S3 &R R FIRIGH

£ Amazon S3 AT E Iceberg BRI TR 5 RIGH
B Zal , LS T 5 & RIGME

« E3 Amazon S3 T - BN BEE I Amazon S3 EEE  UEBRIVERXPEFEHESH
BRER, mMEFHEA , F2EEL S3 TR,

- BVEBXEFTHN IAM B - Firehose EEEBREF TN IAM A€ | F8E7FE AWS Glue
BERRAEEREA Amazon S3, HEABARK TE Amazon S3 AT AWS Glue 7H
., EEE Iceberg ERIRM Firehose B , FEEW IAM A2, NEFHHENR , FSEET
Firehose ¥ Amazon S3 &R &R ZEE,

« $3I Apache Iceberg Bk — tNRBEFE Firehose Fiji P E%E M — & 88 DUEST T A
BR , Firehose BEREERRINE— SRR EFEMARRELN —582, EHRFF , BHUEKE
MERR , FHEE I Firehose S, BAILUER AWS Glue 23I Apache Iceberg BXl&K, mMEH
#EER , FESBEIL Apache Iceberg EflR, MRERTE Firechose BFRHPREMK—€88  AIFEE
E# I Firehose &2 BIZ I Iceberg EF 5k,

@ Note
Firehose X1 Apache Iceberg ERIFTRH T 5 ERRRAFE X

« BERRWARAE - Firehose EXE V2 ERREX. FOU VI BRXEUEREK , FAIK
EREER  MERSAREIEE S3 HRMEEFIE.

- BERMFETFHER - Firehose B Parquet # X\ #$ & B & A Apache Iceberg B#l K,

- BRIIBMIREE - Firehose ZEEERE A Apache Iceberg Tables Merge-on-Read
(MOR) #& =,
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/creating-bucket.html
https://docs.aws.amazon.com/glue/latest/dg/populate-otf.html#creating-iceberg-tables
https://iceberg.apache.org/spec/#version-2

Amazon Data Firehose AR
R+ E Amazon S3 B R R FORIGH
EERERRNE Amazon S3 BERIRFAEFATR | BT T 5L RGE

- B3 S3 Table EFirHR, mEZRH. ERRFBEIFBPNER K , AKX Amazon S3 Tables AFiH
BAWHMES SR, ERMEBXANE , A S3 Tables B SESFTMEMAIPRS] , 20 S3 Tables
H#ZESRFIPTIEE,

- BEYEBLEFAN IAM BE - Firehose FEEBRE TR IAM S |, THEFE AWS AWS
Glue ﬁﬂ%ﬁﬂ—rﬁﬂﬁl Amazon S3 ERXFEETRPNERRK, HEEE A Amazon S3 ER XK HA
FErRPHNERK , FEXEREMS IAM ACHENET Y. Amazon S3 Tables B ST FERIFT AT EUR

RIEERR T?HSI?"“%'J*ET
« IAM B2 - Firehose RFAEBFEEETE Amazon S3 Tables EiR LY IAM ¥,

« Lake Formation ZEU#% &l — Firehose Xt A BEZE AWS AWS Lake Formation 55 7] F REE IR ¥
ERREFRNER. AWS Lake Formation A HSHWFFAERE | & Data Catalog EIRBUAKE
H1FEEGES,

BT LATER I Firehose BREFEREL IAM A, MEFHMEN , HSE X T Firehose ¥ Amazon
S3 Tables Ky 1ZEUHE,

mZEstep-by-stepES , FS F;E PEREEERDRLAEA Amazon S3 Tables #1 Amazon Data Firehose
BnER. WHEFMAER SR BE B Amazon S3 Tables B AWS 2 #7 R %5

S 7€ Firehose &3t

& Z LA Apache Iceberg Tables 14 B Kyt 3L Firehose ik , BAEFRE T HIEH,

(® Note
ARXAE S3 ERKRFGFHEIEPERRMN Firehose B EE Amazon S3 F# Apache
lceberg BRI TR,
R E R B /Y

EERERRE Apache Iceberg Tables , FEIEE SR KIR,
BERERRNRIR , F2RAZERFRHE,.

ZA$ZE Amazon S3 B RIFRM SRR 133


https://docs.aws.amazon.com/AmazonS3/latest/userguide/s3-tables-getting-started.html
https://docs.aws.amazon.com/lake-formation/latest/dg/notes-s3-catalog.html
https://docs.aws.amazon.com/lake-formation/latest/dg/notes-s3-catalog.html
https://docs.aws.amazon.com/firehose/latest/dev/controlling-access.html#using-s3-tables
https://docs.aws.amazon.com/firehose/latest/dev/controlling-access.html#using-s3-tables
https://aws.amazon.com/blogs/storage/build-a-data-lake-for-streaming-data-with-amazon-s3-tables-and-amazon-data-firehose/
https://aws.amazon.com/blogs/storage/build-a-data-lake-for-streaming-data-with-amazon-s3-tables-and-amazon-data-firehose/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/s3-tables-integrating-aws.html
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& | j#12 Apache Iceberg Tables & B #ith , 1Rt Firehose &R B,
R EE RER
EEHERTETER | flNFEREREABRANEE , B Lambda REFIEE

Firehose 8. WMETE Firehose BFF A Lambda ETEREIRNEMEN , 552 B Amazon
Data Firehose AR R E El,

# Apache Iceberg ERIER | BABEIREMASEALERAITENENEERRK  UREEHT
HIRYE, [@ Firehose IREAFMERAEAMNEFR—ESERFER Lambda BEE,

WMEFMES , BRI HEITER lceberg B,

BEEERE &%

Apache Iceberg EEE ¥} B & 8EE A Apache Iceberg Tables, Firehose B2 AWS Glue Data
Catalog for Apache Iceberg Tables 4,

& 1] LLTE B2 Firehose &3 AWS Glue Data Catalog #HEIHRFE# |, RIEERF FEE Firehose 74
BINEEFEHHP (8 ) , AETFRNESFFERA .

MREER XfHE Amazon S3 ERKR , MALREEFEATEARERE

Firehose & , B REVE FEE Amazon S3 ERIK B KM E &. MREEH

CLI 2REXE Firehose & , 581 CatalogConfiguration® AR EH #%

I CatalogARN : arn:aws:glue:<region>:<account-id>:catalog/s3tablescatalog/
<s3 table bucket name>, MFEFMER , FSRRE Firehose B E Amazon S3 Bk,

(® Note

Firehose 18 Iceberg ERIRM ={EIR/E : A, EHAMBR, MBREIREMNIER

{E , Firehose FEEREEA. KEESEALRKEIEATERY , URREELEE, EERAE
WHREMRHE , FIEE "EiN. BE , XREFEAERIBRSBLNEBERGHNERS,

il -

R (EA)  ZEMENEFLESELERNERS,
- BEENER  IEFHUSEHRELHK.
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/s3-tables-integrating-firehose.html#firehose-stream-tables

Amazon Data Firehose HBEABER
RE JQ FIEK

114 Apache Iceberg EHIE | BAAIREMASEAREEMITENEWHERE | UREHITH
B PIIEA. ENAMER, SALUEBERE Firchose B JQ FEX FEA L EE L EERARAT
HIRME, MERMET  HBE222,

AREM— TR

EEZEENRNEF MM - H—RSIBIRREFEFH —RZEWALL , °THE—FE 5] Apache
Iceberg ERIZRFHERT], MRERBAEELEERRNRG , AITEFEREH -8, WRE
HEURTEERRITEINMNMER  AIMXEEBEELEESHRBIEH -8, FIE  IREHRS
WERIEXL K EFSEBHRAERNY, IREREE-FHXK , ATWUREE—S8. HREHE
Y , Firehose B A EMBRER , BREREA

ZA B EER RN — RSB TEA Firechose BREIN—H , LA UEEIERERRIEHE
RIRIBRERR |, 7 Iceberg R4 & Eidentifier-field-ids, EEMBHRBEAESEER KRB EMR—K5|
BEEAN, IRECEBUERBBRASEERNREEMK -5/ , Firehose B &Eidentifier-
field-idsFTEMEREK , WEHBAEKE—RSIE., MRERREME , AEEEFHAMBRRENER
RIFEKH,

EEREARD  FRUACEEFIMREMNENXRNENERTE, ERREBANE-—R5|8, ARF
BEERKRAGRBER. EFFEREMNNRORERT, MRERRTNEREERM , BT
BERHERFEFIETE TSR,

[
{
"DestinationDatabaseName": "MySampleDatabase",
"DestinationTableName": "MySampleTable",
"UniqueKeys": [
"COLUMN_PLACEHOLDER"
1,
"S3ErrorOutputPrefix": "OPTIONAL_PREFIX_PLACEHOLDER"
}
]

MRBRHAMEBEEBERRD R/ |, Firehose XEM—R5IBMWERE, 7B , EFX
BERTREMREBHAK —RSI@#, fl, nRENHEB_IdEHRERLE  IZA NS
Rtop. _idTEHRAK R, MR EREERNRTP_IIEE— , AIEERT , BRETEERR
BRPNNVERMN, ERKLIEERMIERER M. ETHEA T, idRERELTNENHE -2
iR, ARERMEBEA BT R M-8,

RE JQ RER 135


https://iceberg.apache.org/docs/1.5.1/spark-ddl/#create-table
https://iceberg.apache.org/docs/1.5.1/spark-ddl/#alter-table-set-identifier-fields
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[
"schema": {
"type": "struct",
"fields": [
{
"name": "top",
"type": {
"type": "struct",
"fields": [
{ "name": "_id", "type": "string" },
{ "name": "name", "type": "string" }

}
+

{ "name": "user", "type": "string" }

ET5gESS , idTRERELRNENHE—REIR , EACERBENMMERGEBFER.

[
"schema": {
"type": "struct",

"fields": [
{
"name": "top",
"type": {
"type": "struct",
"fields": [

{ nnamen: "_id", "type": nstringn }’
{ "name": "name", "type": "string" }

}
}I

{ "name": "_id", "type": "string" }
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EEEREERE

& T LAGE A It AR RE SR $E TE Firehose £ B A Amazon S3 H1#y Apache Iceberg Tables i , EERERH
BERRB , MW AEN. BAUEE 0 3 7200 WHWEAEREITER. RIEFEER , Firehose BE
300 ¥,

REXMHRXFHEE

18 RRRE Firehose LR E S3 R FIE , UM HEERSENEIBREERIRMNER
KB Al , Fit TRATNRORERE S3 HRHORFIEMN S3 HORETRERGETE,

R

Firehose #$Fr A X {38535 /8% B CloudWatch Logs 1 Amazon S3 $5:8 78T 88,

SHEEE
AR Description
Iceberg.NoSuchTable Firchose EEBARNFENER K , NERK
R V2 %X, Firehose TXE V1 AW E R
o
Iceberg.InvalidTableName BIE null RZAERRER , HEBRKRTR V2
#3o Firehosedoes T & V1 &N E KK,
S3.AccessDenied BMETEREGETRHRELN IAM AEEFX
ENFFUMEEER,
Glue.AccessDenied BMETLEREETRHRELN IAM AEEFX
ENFFUMEEER,
RERERR

Firechose B ERTNEASRERBREFERERND (BREXD) N—BRBERE (BEHE) , B
R {+ZE Apache Iceberg Tables, ZTILLEIE 1-128 MiBs#EFHE A/ , AR 0-900 MV EFE MR,
BENERERTEEREEN S3EAXRE., ERANENERMBERBERE , MRERNEIHNT
A, BEERS. RENEFERAMESURBWIEERMHER.

EEERSERE 137



Amazon Data Firehose HBEABER
i = EPE R E

BT LARRTE Apache Iceberg Tables BV A RES IR INZR, $RERECER. FFAIFIEEH., WMEFHMERN , B2
B B EERE. BUAFIEE REIM IAM BE?222, Firehose #BEFE AWS Glue ERRNE
A Amazon S3 RETFBHNAG,

Firehose BB RV Nt EB X BN T EET R, MINEI Firehose BRE , B LA KRASE R
EZH e | 3 BHATLAFE Apache Iceberg ERIERFBIEER,

AR RC 8BS A FIEE — Iceberg BRI

MREFHE Firehose B ERIAEAE — Iceberg ERlR , AFERRERPREE—ERENER K ,
M5 &EH JSON FiR,. HRE—ER K , BFFTE JQ REXH Lambda EE , BN S BAEFR
{45 Firehose, MR EHGIELEEVE JQ FH Lambda — #2124t , Al Firehose ## JQ = Lambda B8
B Ao

[
{
"DestinationDatabaseName": "UserEvents",
"DestinationTableName": "customer_id",
"UniqueKeys": [
"COLUMN_PLACEHOLDER"
1,
"S3ErrorOutputPrefix": "OPTIONAL_PREFIX_PLACEHOLDER"
}
]

ELEHIS | Firehose BSFrAW AR AE|UserEventsEREHRH customer_id ER KR, R
BRERE SRR EHTETRMBRIEE , BISEBEFFEH JSONQuery F3ER Lambda 53% |, S S1E
B ARV IRERHAS Firehose,

A EARYRC &S A 2 T EH lceberg BRI &

Amazon Data Firehose AILARIZEEHN AR , BRIV EARKEHEITREH Iceberg ERl T, #
Amazon Data Firehose XSl , BT EMFRE. FE BT EHl8 A &%

{

"devicelId": "Devicel234",
"timestamp": "2024-11-28T11:30:00Z",
"data": {
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"temperature": 21.5,

"location": {
"latitude": 37.3324,
"longitude": -122.0311

}
.
"powerlevel": 84,
"status": "online"
}
{
"devicelId": "Device4567",
"timestamp": "2023-11-28T10:40:00Z",
"data": {
"pressure": 1012.4,
"location": {
"zipcode": 24567
}
},
"powerlevel": 82,
"status": "online"
}

EHEHF | deviceld WU EMEEERE — Devicel234H] Devices567, BEAR
#kdeviceIdMV R A KiDevicel234 , BPIFLERLHEE AL R 1V Iceberg EFlFTkDevicel23s ,
EEACi#EdeviceId LA BEDevices567 , BFIFLEASILHEBE AR A WERRDevices567,

EEE , BB Devicel234M Mic#kDevices567 AR A — T RMNBAL , ¥ FEREIFE Iceberg B
RERAFVTEERR, BANCETESEENR JSON #4#8 , Hib deviceIdTLAE JSON &P &
Mit. EETRNESHH , RMOSTHROITEBRLEENEBEAMR Firehose , #5588 HEFE
ERR,

£/ JSONQuery FIZEX A4S B EFIRELS Firehose

RMUFCHEHERIG Firehose REAEBRKERNEAREN SN , 2R JSONQuery RiEX,
RAltFEE , BUUA=ESEIRA JSONQuery FRIER : Database Name, Table Namefl (i
M ) Operation. Firehose B ASRENFRER , REA SRS HEEUE AR B,

Database Name Z#IEEENEREN R, Table Name Z2EIEETENHERRKRNERE,
Operation 2EASE , BHEAESEBEANERIFEAFEEKAABWHERRK | ISR MBR
Bt ERRPNWIRER %K. BREFUSLEEETIHD—{EE : insert. updatedk delete,

fEF JSONQuery FiIZEZ A% B & FAIRH4E Firehose 139
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HRE=ZESHINEESH , EUARHBFEBERDERER , HPESREALEERNR. f

m, MREEESFFBEBASRREERXNERRS NE—EREIoTevents , ERNERBNBFREER
“IoTevents”, MRBMNMERRBBLAREACHZPHRMUIE , IENREBRE—EPERE
N, TEEBARZTEELPHEINE Vi ERRA BB

ET5gESS  RAERAENEEBNFEE, ERREBNERE , URRFNFEE. FEE ., B
EREREZRN, MRKREEFEMRIE , Firehose MREMEANLHEAA BN HEREK , MAFC
.

Database Name : "IoTevents"
Table Name : .deviceld
Operation : "insert"

RdeviceId#{uE JSON R EMY , RAIEREMMUEFANERRBBEER

.event.devicelId,

(® Note

- EGRERES updates Bdelete , BABIEERTE Firehose B E B # & ¥
RAVME—RE| , AL lceberg PHITE VBRI RRNERERRRFR |, 1 Iceberg H5R
Eidentifier-field-ids, MREMEIETE , A Firehose EMEIFHR , WK ER RN E S3 53R
REEE,

« Database Name ] Table Name{EABEHENHEREMERKREBTEMEET, METHE
7% . Bl Firehose £#8EI$E:8 WA ER RN E S3 tEAFFETHE,

£/ AWS Lambda B EIR MR HER

ERLEERT , BB EMNARRRENTEEANEEREE BN ER R, fl, MREL
TEEA. BIF, AEAeE—EAERMAA , ZERKHREES WENERK , TableXHEHRT
BEAREEB IS H B M RIFIBEEAN SR K. Hl0, WREHIEWMMNdevice_idA 1, EAEE
HMEHIB S — B {Idevice_typefB "modem. , WiSHMBUBEABNLERKRE. TEEHE
T, B LAEMA Firehose Y AWS Lambda BNEE IR ER |, WIRHEAEZAES Lambda E
BEE@EEN—Hr. BEETHBUMIE Firehose FEM AWS Lambda BREERRFER , FSEE
Amazon Data Firehose R FEE L,
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BB A B IS
E&#E Lambda 1£ Firehose R RFEEHRE  WHMBEES recordId, result# datash

KafkaRecordValue 28, 28recordIld3 M ARRiCHk, resul tisHEBRIAFRKIN , LA
Rdata®@& Lambda EEEH) Base64-encoded s, MBFHMENA , FSE22%

{
"recordId": "49655962066601463032522589543535113056108699331451682818000000",
"result": "Ok",
"data": "1IiwiI6ICImYWxsIiwgImdgU21IiwiI6ICImYWxsIiwg==tcHVOZXIgU2NpZW5jZSIsICIzZW1"
}

EEIREKBRICEEBI BN ERRMA Lambda BB —Z 2 M B HE A Firehose , Lambda
HEWEEXETE WENERNetadata, THEFIREMMAPEE R ERFHIBEFEA Kinesis
Data Streams B &R KRH Firehose B F#I Lambda &t , LA R Firehose HAZBAGCEEBFTRC
$RIEAEBE Devicel234 HWERIKRIoTevents,

{

"recordId": "49655962066601463032522589543535113056108699331451682818000000",
"result": "Ok",

"data":
"1TiwiI6ICImYWxsIiwgImdgU21IiwiI6ICImYWxsIiwg==tcHV@ZXIgU2NpZW5jZSIsICIzZW1",

"metadata":{
"otfMetadata": {
"destinationTableName" :"Devicel234",
"destinationDatabaseName":"IoTevents",
"operation":"insert"

B , T 5 €56 RE an{a A% P e E R E R #T 18 E £ A Amazon Managed Streaming for Apache
Kafka fEAEFRIRE Firehose By Lambda &y , LB R Firehose A ZBMSEESRIEA TR HZAAERE
FE A Devicel234ME B RIoTevents,

{

"recordId": "49655962066601463032522589543535113056108699331451682818000000",
"result": "Ok",

"kafkaRecordValue":
"1TiwiI6ICImYWxsIiwgImdgU21IiwiI6ICImYWxsIiwg==tcHV@ZXIgU2NpZW5jZSIsICIzZW1",

"metadata":{
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FMBABER

"otfMetadata":{

"destinationTableName":"Devicel234",
"destinationDatabaseName" :"IoTevents",
"operation":"insert"

LR

« destinationDatabaseName RIEEEERENERE , Y HELEHN,
« destinationTableName R EEERRNEHE , Y HRHEHN,

« operation RERMWM , ATREMVEAR insert. updatef delete, MREKRIEEMEME , BIFE
RIRER insert,

@ Note

B ISR IERSES updates Bdelete , BAABIEERE Firehose BiREIEE B Wit &
REVME— 35|88 , RIE Iceberg PHITEVERRRE T ERIRBER |, 7 Iceberg FEX
Eidentifier-field-ids, MREEEIETE , Al Firehose 2#IEIEER | WHEE R RS E S3 532
T ETE,

« Database Name #l Table NamelEXAZBEEM i EREMERRZBTESMEET, METHMH

7% , Bl Firehose £#[E$E:8  WAEER RN E S3 tEEFFITHE,

- B8 Firehose £REIRFEAR Lambda EiE M JSONQuery RIZEX K , Firehose Bt

& Lambda & H PP EERHRAN , SHET IS RSRBEEEN BN ER R , Ak
&% JSONQuery FTREX & 2B HERNVENAL

R Lambda = JSONQuery FREXTRMEXENKAER , Al Firehose BRFZERE—
ERKRRY , UEK —SBERBRPSRE-EHREA,

MEFHMET , F2EEEACERATE — Iceberg EXIER., MR Firehose 3% ¥ B
REA  YHEHKEEHEEENENBERRK , ISKERRTERIEERN S3 A/ E
.
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Lambda B 2845

It Lambda BRE{R 5] Python B , WHIMEANSRICH LI ELEML , WEEERENMTR
ABEERR, SUUERALGSERAEXNBRTERBEANTRERER.

import json
import baseb4

def lambda_handler(firehose_records_input, context):
print("Received records for processing from DeliveryStream: " +
firehose_records_input['deliveryStreamArn'])

firehose_records_output = {3}
firehose_records_output['records'] = []

for firehose_record_input in firehose_records_input['records']:

# Get payload from Lambda input, it could be different with different sources
if 'kafkaRecordValue' in firehose_record_input:
payload_bytes =
baseb4.bb4decode(firehose_record_input['kafkaRecordValue']).decode('utf-8")
else
payload_bytes =
base64.b64decode(firehose_record_input['data']).decode('utf-8"')

# perform data processing on customer payload bytes here

# Create output with proper record ID, output data (may be different with
different sources), result, and metadata
firehose_record_output = {}

if 'kafkaRecordValue' in firehose_record_input:
firehose_record_output['kafkaRecordValue'] =
base64.b64encode(payload_bytes.encode('utf-8'))
else
firehose_record_output['data'] =
baseb4.bb4encode(payload_bytes.encode('utf-8'))

firehose_record_output['recordId'] firehose_record_input['recordId']
firehose_record_output['result'] = 'Ok'
firehose_record_output['metadata'] {
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FMBABER

'otfMetadata': {

'destinationDatabaseName"':
'destinationTableName':

'operation':
}
}

'your_destination_database"',
'your_destination_table',

'insert’

firehose_records_output['records'].append(firehose_record_output)

return firehose_records_output

BEERER

AT 8RR FZE Apache Iceberg Tables , Firehose &7 &7 B#& % tH T 5 CloudWatch #1E,

BE

DeliveryTolceberg.Bytes

DeliveryTolIceberg.
IncomingRowCount

DeliveryTolIceberg.
SuccessfulRowCount

DeliveryTolIceberg.
FailedRowCount

DeliveryTolceberg.
DataFreshness

DeliveryTolceberg.Success

JQProcessing.Duration

Description
EIEEHBARZE Apache Iceberg BRI RV TTAHE
By : {uscil

Firehose E & 314 ZE Apache Iceberg Tables HI5C &2
B,

E1{I : Count

{#3iA E Apache Iceberg BRI RN ERFIE,
E{v : Count

BIXE S3 Rt R T RN AKER IR

E{v : Count

Firehose F & RSk FEH ( R*E A Firehose %I
RE ). FAEREREEFHHNEHIE (T E Apache
Iceberg Tables,

BN ®
M INEIE Apache Iceberg ERIR AR,

1T JQ RIEXAFTFENEHE,

ERER
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EE Description

B ER

TEXENEREE

Firehose X#& Apache Iceberg XEMNMEBERNMEMERER, NFFHEF , F2REEHREN
ERER, AFREE-ENERE  BXEFEA Firehose X EMRISEE - Basic Base64. MIME
Base64, URL M= &1 safe Base64 Fl Hex. ¥R BB ERER | BHE—BUMMEER,

ERE R
T — S TR R R R Y E 1,

MapType

"destination_column_0":
{"WP500J0kuIQcDPcsvpllygFl1xza0Sq@wUlgTwuIeCEzgVneGxA":"PO3ReF3auyDgbfonx9Cd8NTmcQngnw7JuZ0Chw]
"destination_column_1": "{\"{\\\"destination_nested_column_0O\\\": \
\\"18:56:14.974\\\", \\\'"destination_nested_column_1\\\": 241.862463}\":
\"MO7kAvYdHVBh61F7RzfxtEd39YQI33LNM2NbGS67DOFFsRUyUUujKT5VNK7Wtfz1lmHNeIix6FAY9cYpwTdedgrOXnFwGe
\",\"{\\\"destination_nested_column_0\\\": \\\"18:56:14.974\
\\", \\\"destination_nested_column_1\\\": 562.56384}\":
\"9G1xhDCt95LxBo51HybBZihq0qf6EU8jrDu7NMpxtGB2dY6q6kXpvXxIrFuMdqHCIKIZIcDikwgglniUm8kgE4d
\", \"{\\\"destination_nested_column_0\\\": \\\"18:56:14.974\
\\", \\\'"destination_nested_column_1\\\": 496.03268}\":
\"keTJZYLNvLRB5@DMKZzEI6MOAM4mueyNnAIm2YVnYdDwyxUpPqkb72Q6LiX0B9s8gCjZ6trW6C1IPFKkOKNBIpxYsj5Tc5Xs
\",\"{\\\"destination_nested_column_0\\\": \\\"18:56:14.974\\\", \\
\"destination_nested_column_1\\\": 559.0878}\":
\"mGOZET84BUF28E312UCIWgmypyQFSUODHONAMANF3LJEutbooZWcBt97PP5AHaopNvC8pQZ4mGXB9hmVmjUNmuj5Qanyx
\", \"{\\\"destination_nested_column_0\\\": \\\"18:56:14.974\
\\", \\\'"destination_nested_column_1\\\": 106.845245}\":
\"aidoVYrzu8gcLRkVVUyTKCN9gqTUFYi8uJQsrXEFEY11f90017JhAtg9QKG5BBU67Ngb95ENSNKQYyCHNImSu5x4hMnmHL
\"}
}

DecimalType

"destination_column_@": 9455262425851.1342772,

THRIENERER 145


https://iceberg.apache.org/spec/#schemas-and-data-types
https://iceberg.apache.org/spec/#schemas-and-data-types

Amazon Data Firehose HBEABER

"destination_column_1": "9455262425851.1342772",
"destination_column_2": 9455262425852

BinaryType (base64-default, base64-mime, base64-url-safe, hex)

"destination_column_0": "AsYhnHD\/Ra54hIT11daNV9gl0jtWPEfopH
+PjgUKHYB6K7UcYi4K19b80wD4I\/93x5tyh+0Qy
+k5cM1jVRImfIkIuLx19ERBiPPLhf4+y0J2k70VavPnYWmNLs1hLDH1feEMIfVhrq0GzIMoA
+CBAWXTIuiG420ISQP5iAX5xFG\/
mOfkM5zYothje80GX1tdthcCL6WYBiP@S1wXcEQuMeRfwclAc9fTOBz6RzdI1HhUDjoAXg
+4cv1y27F82XpuGMNwpUj98A0rgbh2MoU9yvsM9Zr jDAeGVg0ZP8Ky7Za40E\/0K8]
+qABF6XV712iA6pVtTNIFVX6Ey3ssNYvno+LYF5ZsySs2rB5AbVM73RTOPqdS\/c\/
r3MEqoEqt+nPx6eGam4WSA+@swztt7aLdr1X6yK7xJeIJ@rT1IDBo@ZUaw@1llykyY
\/8Bvy+4byoP1lmr4Z5yhN1z372TOkx7eDR6xMv+vDVsDBtItVazDwHgDy41lr
\/hQNeNedPKrozc8TY9k7wZre\/6V21Ca3BmT8Uu9b9ydjR9z+fCSdG
+VRv35nz5kdqdKy8YIrynYs4e0cjh8 jH3UwVYrYQcnWkBAfF7Xk9CoPVNL3ciHZtyiZ0aTGIj9r00xX\/
W5dGe9\/4YChs6LbD584kxLTxvHgS14vadaTGNKci3SvNmZNsz8ducxtNXF\/Tv2DUub465hzgpal Pur3+MB
+kfdN2YXUFqgb
+xJAgxThWfUel51nrHOEPow91gS1p21rUBGznJAVPRI1EXGIAuc7JIYAoUrJUkx5HFf16PekPDhqt7+yJwCB8gxhTTryxo
+bjtai4ndRCGcuCaxT8Kk0cXsS37urd3YGSDMinZdMNVc646s25415qK6nBR1qqAY8+EYmcUIVBIXcNdke4zoUfhVQoruwi
\/kFafoulo5DEoMOyaH1IN2HCSxG5tZXNQocSZPaY8efZYMCpmDXsPAzkmgSkYRDSu\/r3wUqR0a2tGK5\/
pQY24v+IqOU\/jQ99GSh1U283nZ850t20chtMAgD\/WsrSEh61Nt9RaIZHTA7\/HcH\/
fgr9jsTtxDgZhabTBwwDwX0z jWGx1bCuTLKBN7byxg9ZvAVgqwPS4HERLer5T5UkKF74zn9Eq3HYH1Q5IpyDUX
+im7mtelsprfl+A24kksVU\/MD9aPON8\/QDsQ13gkhOn5KwFMz3BC2Vw5gL
+gGNHFKDRL6WGI fhuYcx9LucolZ1yNy9Gbb3iowSSufyFpyXqtndDLPI5QS1SIpIm2KDyqcH1SmRLINd9MNRUC73EAEM
+NO5wxPzBRSjhCHZpf8SrYITWI17K3XzGOfPFh2NgES3jMP9cvSX06yyICcep2HBYGbFf1ni89+Rw=="",

"destination_column_1": "AsYhnHD\/Ra54hIT11daNV9gl0jtWPEfopH
+PjgUKHYB6K7UcYi4K19b80@wD4I\/93x5tyh+0Qy+k5c\r
\NM1jVRImfIkIuLx19ERBiPPLhf4+y0J2k70VavPnYWmNLs1hLDH1feEMIfVhrq0GzIMoA+CBAWXTI\r
\NnuiG4203SQP5iAx5xFG\/mOfkM5zYothje80GX1tdthcCLE6WYBiPOS1wXcEQuMeRfwclAc9fTOBz6R\
\nzdJ1HhUDjoAXg+4cv1ly27F82XpuGMNwpUj98A0rgbh2MoU9yvsM9ZrjD0eGVg0ZP8Ky7Za4oE\ /oK\r
\Nn83j+qABF6XV712iA6pVtTNIFVX6EY3sSNYvno+LYF5ZsySs2rB5AbVM73RFOPqdS\/c\/r3MEqoEqt+
\r\nnPx6eGam4WSA+@swztt7aLdrlX6yK7xJeIJ@rT1IDBo@ZUaw@11lykY\/8Bvy+4byoP1mr4Z5yhN1z
\r\n3ZT0Okx7eDR6xMv+vDVsDBtItVazDwHgDy41r\/hQNeNedPKrozc8TY9k7wZre\/6V21Ca3BmT8Uu9b
\r\n9ydjR9z+fCSdG+VRv35nz5kdqdKy8YIrynYs4e0cjh8jH3UwVYrYQcnWkBAFF7Xk9COPVNL3ciHZ
\r\ntyiZ0aTGIjor00xX\/W5dGe9\/4YChs6LbD584kxLTxvHgS14vadaTGNKci3SvNmZNsz8ducxtNXF
\/\r\nTv2DUub465hzgpalPur3+MB+kfdN2YXUfqb+xJAgxThWfUel51nrHOEPow91gS1p21rUBGznJAVP
\r\nNR11ExGIAuc7JYAoUrJUkx5Hf16PekPDhqt7+yJwCB8qxhTTryxo+bjtai4ndRCGcuCaxT8KkOcXs\r
\NS37urd3YGSDMinZdMNVc646s25415gK6NBR1qgAY8+EYmcUIVB9XcNdke4zoUfhVQoruwidzDU\/k\x
\nFafoulo5DEoMOyaH1IN2HCSxG5tZXNQocSZPaY8efZYMCpmDXsPAzkmgSkYRDSu\/r3wUqR0a2tGK5\r
\n\/pQY24v+IqOU\/jQ99GSh1U283nZ850t20chtMAgD\/WsrSEh61Nt9RaI3ZHTA7\/HcH\/fgr9jsTtxDg
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\r\nZhabTBwwDwX0@z jWGx1bCuTLKBN7byxg9ZvAVgqwPS4HERLexr5T5UkKf74zn9Eq3HYH1Q5]pyDUx+\1
\nim7mtelsprfl+A24kksVU\/MD9aPON8\/QDsQ13gkhOn5KwFMz3BC2Vw5gL+gGNHFKDRLEWGIThuYc
\r\nx9LucolZ1yNy9Gbb3ioWSSufyFpyXqtndDLPI5QS1SIpIm2KDyqcH1SmRLIhdOMNRUC73EAEmM+NO\T
\n5wxPzBRSjhCHZpf8SrYITWI17K3XzGOfPFh2NgES3jMP9cvSX06yyICcep2HBYGbFf1ni89+Rw==",
"destination_column_2": "AsYhnHD_Ra54hIT11daNV9gl0jtWPEfopH-
PjgUKHYB6K7UcYi4K19b80wD4J_93x5tyh-0y-k5cM1jVRImfIkIuLx19ERBiPPLhf4-
y0J2k70VavPnYWmNLs1hLDH1feEMIfVhrq0GzIMoA-
CBAWXfIuiG4203SQP5iAXx5xFG_mOfkM5zYothje80GX1tdthcCLEWYBiP@S1wXcEQuMeRfwclAc9fTOBz6RzdI1HhUD]j0AX
gABF6XV712iA6pVtTNIFVX6EYy3ssNYvno-LYF5ZsySs2rB5AbVM73RfOPqdS_c_r3MEqoEqt-
nPx6eGam4WSA-Qswztt7aldrlX6yK7xJeIJ@rT1IDBo@ZUaw@1l1lykY_8Bvy-4byoPlmr4Z5yhN1z372TOkx7eDR6xMv-
vDVsDBtItVazDwHgDy41lr_hQNeNedPKrozc8TY9k7wZre_6V21Ca3BmT8Uu9b9ydjR9z-fCSdG-
VRv35nz5kdqdKy8YIrynYs4e0cjh8jH3UwVYrYQcnWkBATF7Xk9CoPVNL3ciHZtyiZ0aTGIj9r00xX_W5dGe9_4YChs6LbL
MB-kfdN2YXUfgb-
xJAgxThWfUel51nrHOEPow91gS1p21rUBGznJAVPRI1EXGIAuc7IYAoUrJUkx5Hf16PekPDhqt7-
yJwCB8qxhTTryxo-bjtai4ndRCGcuCaxT8Kk0cXsS37urd3YGSDMinZdMNVc646s25415qK6nBR1qqAY8-
EYmcUIVB9XcNdke4zoUfhVQoruwidzDU_kFafoulo5DEoMOyaH1IN2HCSxG5tZXNQocSZPaY8efZYMCpmDXsPAzkmgSkYRDS
Jg0U_jQ99GSh1U283nZ850t20chtMAgD_WsrSEh61Nt9RaI3HTA7_HcH_fgr9jsTtxDgZhabTBwwDwX@zjWGx1bCuTLKBN7
im7mtelsprfl-A24kksVU_MD9aP9N8_QDsQ13gkhOn5KwFMz3BC2Vw5gL -
gGNHFKDRL6WGIfhuYcx9LucolZlyNy9Gbb3ioWSSufyFpyXqtndDLPI5QS1SIpIm2KDyqcH1SmRLIhdOMNRUC73EAEmM-
NO5wxPzBRSjhCHZpf8SrYITWI17K3XzGOfPFh2NgES3jMPOcvSX06yyICcep2HBYGbFf1ni89-Rw=="",
"destination_column_3":
"02c6219c70ff452e788484e5d5d68d57d8253a3b563c47e8a47f8f8e050a1d807a2bb51c622e@ad7d6fcd30018271
}

TimeType (Epoch , A R/EL , LocalTime Java ¥4 )

"destination_column_@": 68175096000,
"destination_column_1": "18:56:15.096"

TimestampType.withZone (Epoch , A # AE I, OffsetDateTime Java ¥J#. LocalDateTime Java
U4 )

{
"destination_column_@": 1725476175099000,
"destination_column_1": "2024-09-04T18:56:15.0997",
"destination_column_2": "2024-09-04T18:56:15.099"
}
DoubleType
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"destination_column_@": 9.18477568715142,
"destination_column_1": "9.18477568715142"

BooleanType

{
"destination_column_@": true,
"destination_column_1": "false",
"destination_column_2": 1,
"destination_column_3": 0
}
FloatType
{
"destination_column_0": 0.6242226,
"destination_column_1": "0.6242226"
}
IntegerType
{
"destination_column_0": 7,
"destination_column_1": "7"
}

TimestampType.withoutZone (Epoch , SAf# &/EfI. LocalDateTime Java ¥J#. OffsetDateTime
Java ¥k, ZonedDateTime Java ¥4 )

{
"destination_column_@": 1725476175114000),
"destination_column_1": "2024-09-04T18:56:15.114",
"destination_column_2": "2024-09-04T18:56:15.114Z2",
"destination_column_3": "2024-09-04T18:56:15.114-07:00"

}

DateType
{

B A i 5 148
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"destination_column_@": 19970,
"destination_column_1": "2024-09-04"

}
LongType
{
"destination_column_0": 8,
"destination_column_1": "8"
}

UUIDType (UUID Java ¥4 )

{
"destination_column_@": "21c5521c-a6d4-48d4-b2c8-7f6d842f72c3"
}
ListType
{

"destination_column_0":
["s1FSrgb@1GDxfn2iYTOEt1P47aHS jwmLZgrdr1JIqRs@dmbeCcQoal r4Xhi2KIVvmus9ppFdpWIcOHNI@omhAPhXHOynNs

"destination_column_1": "[{\"destination_nested_column_0\":\"bb00f8e6-
db82-4241-a5c5-0d9c@d2f71a4\",\"destination_nested_column_1\":907.35345},
{\"destination_nested_column_0O\":\"2c77b702-d405-4fel-beee-fb541d7ab833\",
\"destination_nested_column_1\":544.00263},{\"destination_nested_column_0O\":
\"68389200-d6b1-413d-bcd9-fdb931708395\",\"destination_nested_column_1\":153.683},
{\"destination_nested_column_@\":\"bc31lcbaa-39cd-4e2f-b357-9ea9ce75532b\",
\"destination_nested_column_1\":977.5165}, {\"destination_nested_column_0\":
\"b7d627f9-0d5b-41b7-903a-525488259fba\",\"destination_nested_column_1\":434.17215},
{\"destination_nested_column_0O\":\"06b6ecle-1952-4582-b285-46aatf40064b8\",
\"destination_nested_column_1\":580.33124}, {\"destination_nested_column_0\":
\"f@4b3bbf-61lad-4c5c-8740-6T666F57c431\",\"destination_nested_column_1\":550.75793}]"
}

Resources

ERTIERE—S TH#

« £ Amazon Data Firehose #§BEN & #1827 B Amazon S3 1 #Y Apache Iceberg & ¥t&k
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https://aws.amazon.com/blogs/big-data/stream-real-time-data-into-apache-iceberg-tables-in-amazon-s3-using-amazon-data-firehose/
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« {8 Apache Iceberg 1 Amazon Data Firehose &1t AWS WAF B2 #7
« {#/H Amazon S3 Tables fl Amazon Data Firehose Z& AR B R E RN ERH
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https://aws.amazon.com/blogs/big-data/streamline-aws-waf-log-analysis-with-apache-iceberg-and-amazon-data-firehose/
https://aws.amazon.com/blogs/storage/build-a-data-lake-for-streaming-data-with-amazon-s3-tables-and-amazon-data-firehose/
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Z3C Firehose &

LA LS B O P ERN LERE R IERIGEE Amazon Data Firehose 23 /Y Firehose £, &
BREAERMEENRSIEBEHR, FAEBR—EGSEEBANSGERERE AWS ERMMABZEER ,
SEREEH,

BT LAIE A CreateDeliveryStream B #TH) Firehose BRI EER. WARAEMW Firehose &
R, BUUEATI=ERERTE. JHNBRER !

» TagDeliveryStream

» ListTagsForDeliveryStream

» UntagDeliveryStream

THRERELSHR

& A LAfE | Amazon Data Firehose AP| 2ER TR T HIET :

- BERHIEZE Firehose &£,
« 5|H Firehose HMNER.,
« 1% Firehose BB RESR,

BRI A EREE R D $E Firehose &3, #li , BAILMKAIR, A ERIRER D Firehose &, H
RIEEETSEEBNENE K SULUET—HBTHER , UFEENEESER, flln , B lES
—BEE , HEEKEEENERBRNERRERER Firehose B,

THRBERERA S :

* Project: Project name

* Owner: Name

* Purpose: Load testing

* Application: Application name

* Environment: Production

MREECreateDeliveryStreamBEHIEEZRE , Amazon Data Firehose &
¥ifirehose:TagDeliveryStreamBEHITEHANEE , URECAERTEFE

THRERERES 151


https://docs.aws.amazon.com/firehose/latest/APIReference/API_CreateDeliveryStream.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_TagDeliveryStream.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_ListTagsForDeliveryStream.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_UntagDeliveryStream.html
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EBNHT, NRERBHUEHET , £H IAM BREHE I Firehose BRMBERE %
By , AccessDeniedExceptionfl TR

AccessDeniedException

User: arn:aws:sts::x:assumed-role/x/x is not authorized to perform:
firehose:TagDeliveryStream on resource: arn:aws:firehose:us-east-1l:x:deliverystream/x
with an explicit deny in an identity-based policy.

T g6 REAFFFEAFEEI Firehose BRALEAZFERNBUK,

£ AR CIEHEAR AR

BT LAE AR R D BAERIEH AWS BAE, ELKEREMEER AWS K , B4 Firehose &
i, AWS HEASERESESRERRENABNRE. EARKERENNERR (HIMBEH L,
FEREXAEIMERE) , IURESEARBIKE, WEFMER 526 (AWS Biling A&
M) PR ASEERARBIIRERS.

T ERRRRE

T %I PR#l# A 7 Amazon Data Firehose FHEE .,

EARRH|

- HIEER (BR) WEEE LRA 50,
- ERBHEEEIKNIE.
- BEEBEDRECMRBRVESR,

BRERS

- BESERENLEARE -, NMRECHEEFECRARCIBNER  IFNERSERREFREY.

- BRSWRHABRTES aws: , RALFEREM AWSHEA., AWS EAREEVRHBRALFENE
&, BEEE N RESMER,

- EBENVREXANR 1 % 128 @l Unicode Ft 2 B,
- EEEXLEAITETHIET : Unicode &, BF, ERURTIEHKRET :_ . / = + - @

fEAERBRRAR 152


https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/cost-alloc-tags.html
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BRRERS

- EBENRENXENR 0 B 255 {# Unicode Ft 2@,
- ERETUTEH, B, EMAXEEETHFR : Unicode &, BF., Z=HRURTIMEM4EH®RT
JC ./ =+ - @
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Amazon Data Firehose B &£

MEHEE AWS ERSBEIEF. 55 AWS BF  LHBHREND OAGHER  BEBSERH
RER:HBEBHER,

ZEMR AWS BECENAERE, HESEEE SUEHERAZERNZENERANZE

- EiwmELM - AWS BEREE AWS Cloud F#1T AWS BRI ERERE. AWS b ARRHTE
2FERANERK. E=ARRAEEHRIRBIFZLENRERHLEEM AWS EHEN—Br. BE
T #RE AR Data Firehose W& #ETEl , F2BAWS 2T EIEE RN R,

- EmNETLN - FRNEFICRREHER AWS PR, St/ BHERBRE. A8ER , UKEA
EENMEZRSHMEREESE,

AR BIE T SR AN{AITE £ A Data Firehose REALREEER, THEERPUMERE Data
Firehose A\ SN L2 RERB KR, Bt THRNAEAEME AWS IR | 5B EEEN{RE Data
Firehose B,

&

 Amazon Data Firehose & FHR E

- {8 Amazon Data Firehose £ #17E

« 7£ Amazon Data Firehose AWS Secrets Manager # i fi B2 =%

- 3&EiB Amazon Data Firehose T8 EE IAM A€

- 7 # Amazon Data Firehose I &R %

 Amazon Data Firehose F Y581

- 7% Amazon Data Firehose RV ERRELZ &M

« ‘B4E Amazon Data Firehose W& £ BEEBK

Amazon Data Firehose PRI & KR E

Amazon Data Firehose Bf£/A TLS BABEMEZBRPHMEER, A, SR EREHBERER
KA E PR ER , Amazon Data Firehose A M &EBAWS Key Management Service , I A
ERNBRIRBBER TEM,

MRIEGEFHBESR |, B LLIEFE A Amazon Data Firehose B A AR HER IR, EHHEECRRA
BRI RIR,

RRRE =


https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
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® Note

WMRBE AWS BB HIREIN APl FEH BEE FIPS 140-2 BN R BR=EHE  BEA
FIPS i 25, WEHRE FIPS M FIPS ImHNWEZMBEN , SRR T EFEEEZE (FIPS)
140-2 $E 8,

£ A Kinesis Data Streams i 17 {7l IR 88 i h1 2%

ELRSERRENEEEEATIEHBREF , Kinesis Data Streams € H AWS Key Management
Service (AWS KMS) £ inZZMNER , ARBTFHFEER. EZH Firehose BRMER B RE
V&R | Kinesis Data Streams 8 £ E &R , REGHEIAZE Amazon Data Firehose, Amazon
Data Firehose ERIBFEERIEENRBERT , BEFLERIHNER. BEXIECHEN , MAEERM
EHNERRBTATEER,

WMFENFA Kinesis BRI B FREBA ARRIRMZNHEEES |
FEABIER) PRYEM AR RN,

£ A Direct PUT =t H {th & ¥l 3RR Y {a] R 25 Ui h0 27

mREFEA PutRecord 3 PutRecordBatch A EXHEIXZE Firehose &t , HfEH AWS loT Amazon
CloudWatch Logs = CloudWatch Events {&ix& 8 , BRI LAfEA StartDeliveryStreamEncryption 4
B RX fr] R 25 v DN 25

K=FFREFWMNE , 55 StopDeliveryStreamEncryption #4E,

:I:Ih+

2/ (Amazon Kinesis Data Streams

B o LAFE R I Firehose S REFRA SSE. Ak , 58EF A CreateDeliveryStream B8 E
DeliveryStreamEncryptionConfigurationinput.

EERIEA CUSTOMER_MANAGED_CMK , FEIUE AT IAM BURH KMS €8 BURHHA AR

#F kms :GenerateDataKey#] kms: Decrypti £, EI&EACUSTOMER_MANAGED_CMK N

Z A PutRecord 5 PutRecordBatch B |, Firehose SEFIELEF A, A |, F
FACUSTOMER_MANAGED_CMK 1N Z FERY CreateDeliveryStream = StartDeliveryStreamEncryption B3
Ekms:CreateGrantiFd,

E CMK FHA A BFCUSTOMER_MANAGED_CMK , 315 Amazon Data Firehose BR# & A
KMSNotFoundException, KMSInvalidStateException, KMSDlsabledExceptionj?,ﬁ'ﬁ
/fﬁiﬁnEﬁKMSAccessDenledExceptlon REEEFRD 24 MEF (REHE ) REHRE
EEO MEFEGEERRENE , RESHKEBNLECBRENBERBLERENGLE K ARERE
¥}, Amazon Data Flrehose R TS ME CloudWatch $54F , AT ARRIEREMTE AWS KMS BIFAARIR

£ Kinesis Data Streams 17 a8 BR 25 3% 10 2% 155


https://aws.amazon.com/compliance/fips/
https://aws.amazon.com/compliance/fips/
https://docs.aws.amazon.com/streams/latest/dev/server-side-encryption.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_PutRecord.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_PutRecordBatch.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_StartDeliveryStreamEncryption.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_StopDeliveryStreamEncryption.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_CreateDeliveryStream.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_DeliveryStreamEncryptionConfigurationInput.html

Amazon Data Firehose HBEABER

* KMSKeyAccessDenied
+ KMSKeyDisabled
+ KMSKeyInvalidState
+ KMSKeyNotFound

MEESMEBENFMEL , 5520 the section called “/F CloudWatch IEEEIRFERHE",

/A Important

£ E % Firehose &% , B A¥# CMKs, Amazon Data Firehose A X #EI¥#E CMKs.
MEHBAMIELTE CMKs HAEEIEFA , 552 AWS Key Management Service BiZ A B35/
FHEREBMIEEE CMKs,

(® Note

BIREREFEZE £ (CUSTOMER_MANAGED_CMK) & H Firehose 2 7 R F ] AR 85 Uik
in#; (SSE) B , Firehose RESEFAEN MR EMBZRNET. BRILME Wé‘ﬁi@ﬁﬁﬁ &
AWS WREFFEEN £ Rt SicekA AWS IRFE AWS CloudTrail E4 B 5K —2B0 . Ltbhn

AARH Firehose REEEN R, BHNEAEXNTES Firehose HE%FEE&EE’\JM%‘W@
E’J’I‘%‘t:ﬁﬁqﬁﬁlﬂj&ﬂﬁx

£ F§ Amazon Data Firehose 4l 1ZHL

T 5% 853 BA N4 4% 4% Amazon Data Firehose BRI FEL, MfIRENEAZHE

AR FEARNFEE , SEEERMEEE Firehose £, EfERANART

Amazon Data Firehose 77H{ Amazon Simple Storage Service (Amazon S3) & 1FET

B . Amazon Redshift # £ 3{ Amazon OpenSearch Service #EERER | LA MR EEH
Datadog. Dynatrace, LogicMonitor, MongoDB, New Relic, Splunk 2 Sumo Logic % B #9it
RATENERGTA. &% , BUNEAREEEEPRIWMEEE Amazon Data Firehose , LAMEGE
RARXNEBRAE AWS tRFH B Hith, EEAEELFEEXNEMZ AWS Identity and Access
Management (IAM), 1% IAM WAHBEER , FSBTER IAM?,

B &%
« #F Firehose &R FEE
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https://docs.aws.amazon.com/kms/latest/developerguide/symm-asymm-concepts.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#customer-cmk
https://docs.aws.amazon.com/IAM/latest/UserGuide/IAM_Introduction.html
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FMBABER

& F Firehose FEUEHIFAE Amazon MSK & &

AL5F Firehose #&{E IAM A&

& ¥ Firehose ¥ FIZEUE AWS Glue A TEREREIR

& F Firehose ¥ Amazon S3 H #9ith #9 77 BN

& ¥ Firehose ¥ Amazon S3 & ¥l &M 17 EE

¥ Firehose 17HY Apache Iceberg ¥ ¥ 5k B 19 it B9 #E R

¥ Firehose ¥ Amazon Redshift B i ith # 2 EUE

¥ Firehose ¥\ OpenSearch Service B § i 17 EUE
¥ Firehose ¥ VPC & OpenSearch Service B i ith iy {7 HUE
¥ Firehose ¥/38 OpenSearch Serverless B i ith iy {7 EUE
¥ Firehose ¥ VPC & OpenSearch Serverless B #3917 EURE
& ¥ Firehose 1ZH Splunk B K9t 9 #EFR

£ VPC ##ZH Splunk

£ Amazon Data Firehose #f VPC %2 H 5 #ELE Splunk
FZE Snowflake =% HTTP i 2

& F Firehose 77EX Snowflake H KBy R

#£ VPC H17HX Snowflake

& F Firehose ¥ HTTP ix 2 B 49 b Y F EUE

# Amazon MSK BIRE ¢

ERF R+ ZE Amazon S3 B #iits

B 5 3242 OpenSearch Service B Yz

EREREHFR

¥ F Firehose BRI FEUE

EEELNWERENEE Firehose &3 |

B EINEB API 24 , B E "firehose: *" |, S EEER FHRAAERE.

JSON

{

REABECULEAIRIBR, B MEHR Action &5

EIIEII

& F Firehose &R K12 EUE

157
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"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"firehose:DeleteDeliveryStream",
"firehose:PutRecoxd",
"firehose:PutRecoxrdBatch",
"firehose:UpdateDestination"

1,

"Resource": [
"arn:aws:firehose:us-east-1:123456789012:deliverystream/delivery-
stream-name"

1
}

1% Firehose 7B #IFAH Amazon MSK £

WRIER Firehose EHRKREFAE Amazon MSK £ | BEABE LI EHINBER.

BYABEBRTEERENERREBE , BT Firehose BRI EBFTHA Amazon MSK
CreateVpcConnection API B/EHIEFT,

A FF Firehose B1E IAM &2

AEFRBARF Amazon Data Firehose H#El, BEMAERRRERSE B 9t BZF I MBUR,

® Note

MREFER FIEARET Flrehose BR, WBREFEBEUFACKHIEE , SKENEEER
AWS EEZZ AR, MREHE Amazon Data Firehose fEHIREN IAM A€ | SEECE
MAE , B TIEERRERERZEAER , LME Amazon Data Firehose JAREZX AR, fF
BIBER , #& account-id XA AWS BHRF ID. MEFRUMBNACZEERENE
A, FBREAAE,

Amazon Data Firehose €#% IAM A& B R Firechose B REEBMRXNERMENESTT. FEET
JIEEBECEZEEZAR® , LIE Amazon Data Firehose AT LA AR,

% F Firehose FEUEKFAE Amazon MSK #&E 158


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage_modify.html

Amazon Data Firehose HBEABER

IR IEEZE Amazon MSK #%A Firehose BRHIRIR , BABRES — @ IAM &€ , LU F Amazon
Data Firehose #£#8E Amazon MSK EEREREERNETT, BREE FIEEBREEZEEZA
& , LAM& Amazon Data Firehose AILABEZ AR,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Principal": {
"Sexvice": [
"firehose.amazonaws.com"
]
},
"Effect": "Allow",
"Action": "sts:AssumeRole"

SEHEEL AR F Amazon Data Firehose #£18E Amazon MSK EEHEUREERMEFA , ¥WIRFT
BIFFT :

2 F Firehose ¥ Ky 7B AWS Glue BUEITE BB E

WMRIEK Firehose BARATERIERNEM | Amazon Data Firehose E2ZFZHR THERRES
AWS Glue, HEA Amazon Data Firehose IRt X EMFEE AWS Glue , i T IR FHIBER
HEE, mEMMSKERR ARN WEH , H2EIEE AWS Glue EJE ARNs,

"Sid": "",

"Effect": "Allow",

"Action": [
"glue:GetTable",
"glue:GetTableVersion",
"glue:GetTableVersions"

]I

2 F Firehose ¥ BYZEUE AWS Glue M TERIE K EiR 159


https://docs.aws.amazon.com/glue/latest/dg/glue-specifying-resource-arns.html
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"Resource": [
"arn:aws:glue:us-east-1:123456789012:catalog",
"arn:aws:glue:us-east-1:123456789012:database/b",
"arn:aws:glue:us-east-1:123456789012:table/b/easd"

]
.
{
actions: ['glue:GetSchemaVersion'],
grantee: options.role,
resourceArns: ['*'],
}

REBERSZENSERERANESZIBRIBERRS, WEFMEF , F268 (AWS Glue 3
ABERE) FHERFILERR IAM EH),

2% Firehose ¥ Amazon S3 B # ith Y 7 HUE

EI&E A Amazon S3 B #9#:BF | Amazon Data Firehose 25 E R R FERH S3 fEfZETEE | I 7T
BIEFRESHEAERN AWS KMS £#ETER NS, WRBAHIEECE , Amazon Data Firehose th&
HBERRFEERREIEZE CloudWatch BAEEEFEMER. B Firehose Bk , BULEBESR IAM A
. Amazon Data Firehose 5% IAM BE&F JUAFEIEENRFITE. €8 CloudWatch HFE
ﬁ\ﬁ*ﬂ%l)lbo

EF LA T EEUBGR |, ZE Amazon Data Firehose ZHUER S3 #ZETE M AWS KMS €18, MR KHE
A S3 f#17HTEE | FBHT® s3:PutObjectAcl & Amazon S3 BIEBRE., ENRHFEETRBEEERE
17HX Amazon Data Firehose X {48944,

JSON

"Version":"2012-10-17",
"Statement":

[

"Effect": "Allow",

"Action": [
"s3:AboxtMultipartUpload",
"s3:GetBucketLocation"”,
"s3:GetObject",

"s3:ListBucket",
"s3:ListBucketMultipartUploads"”,

2 Firehose ¥ Amazon S3 B Yt 19 {7 B 160


https://docs.aws.amazon.com/glue/latest/dg/schema-registry-gs.html#schema-registry-gs1b
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name"

"s3:PutObject"

]I

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

"Effect": "Allow",

"Action": [
"kinesis:DescribeStream",
"kinesis:GetShardIteratox",
"kinesis:GetRecoxds",
"kinesis:ListShards"

1,

"Resource": "arn:aws:kinesis:us-east-1:123456789012:stxeam/stream-

"Effect": "Allow",
"Action": [
"kms :Decrypt",
"kms : GenerateDataKey"
]I
"Resource": [
"arn:aws:kms:us-east-1:123456789012:key/key-id"
1,
"Condition": {
"StringEquals": {

demo-bucket/prefix*"

"kms:ViaService": "s3.us-east-1.amazonaws.com"
},
"StringlLike": {
"kms:EncryptionContext:aws:s3:axrn": "arn:aws:s3:::amzn-s3-
}
}
"Effect": "Allow",
"Action": [
"logs:PutLogEvents"
1,

"Resource": [

2 Firehose ¥ Amazon S3 B Yt 19 {7 B
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"arn:aws:logs:us-east-1:123456789012:1og-group:log-group-name:log-
stxeam:log-stream-name"
]
}I
{
"Effect": "Allow",
"Action": [
"lambda:InvokeFunction",
"lambda:GetFunctionConfiguration"
]I
"Resource": [
"arn:aws:lambda:us-east-1:123456789012: function: function-
name: function-version"

1

FRBUEEIRAE AL EFEEL Amazon Kinesis Data Streams BIBRIA . HREFREH Amazon Kinesis Data
Streams fEAERIKIR , AT BREZMRIAN, MREFEH Amazon MSK #MARKIR , AITTERATHIARAR
BB BRIR Y -

"Sid".mt,
"Effect":"Allow",
"Action":[
"kafka:GetBootstrapBrokers",
"kafka:DescribeCluster",
"kafka:DescribeClusterV2",
"kafka-cluster:Connect"
1,
"Resource":"arn:aws:kafka:{{mskClusterRegion}}: {{mskClusterAccount}}:cluster/
{{mskClusterName}}/{{clusterUUID}}"

1,

{
"Sid":"",
"Effect":"Allow",
"Action":[

"kafka-cluster:DescribeTopic",
"kafka-cluster:DescribeTopicDynamicConfiguration",
"kafka-cluster:ReadData"

1,
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"Resource":"arn:aws:kafka:{{mskClusterRegion}}:{{mskClusterAccount}}:topic/
{{mskClusterName}}/{{clusterUUID}}/{{mskTopicName}}"

},

{
"Sid".mt,
"Effect":"Allow",
"Action": [

"kafka-cluster:DescribeGroup"

]I

"Resource":"arn:aws:kafka:{{mskClusterRegion}}: {{mskClusterAccount}}:group/
{{mskClusterName}}/{{clusterUUID}}/*"
}

WFERFFEM AWS RBEFE BR AWS WEFMEF , F2H (AM EREER) PHNEYABUEIR
AT Al#E AWS BRS.

&E 7 {a4R F Amazon Data Firehose ¥ 3 —{EIRF 1 Amazon S3 B itV ZEUE | 528 the
section called “Btk F R {4 ZE Amazon S3 B #h”,

£ F Firehose ¥f Amazon S3 ER R FEE

Firchose EEEEHEEHF TN IAM A€ , FEEFHE AWS AWS Glue ERIR I E R E A Amazon S3
ERRFEEIEINERR, EEE A Amazon S3 ERRFBETEIHNERER , BEMXKERME IAM
ABFEMNT ., Amazon S3 Tables H #FTEMNFF JBURAEE AN FEZEHIE -

« IAM FZEUZEH| — Firehose X{T BB EEERETE Amazon S3 Tables EIR L IAM §F 1],
+ Lake Formation ZHUZ &l — Firehose R{TAEBEZE AWS AWS Lake Formation FF ] FeEE B ¥ &

BRERNFE. AWS Lake Formation Eff B WFFAI#EE | A& Data Catalog BRI BT
Bz,

B LAER I Firehose BRREREL IAM AR, REESHEFEIEFHEXNHENEZR.

IAM T2 B2 &l

MREFER IAM FEIRFIER (78 AWS Lake Formation) , Firehose X4 & & EZEE##7E Amazon
S3 Tables &R AWS Glue Data Catalog ¥ EE8 IAM 51,

EAAWS BEEEA WHRBIR https : //https://console.aws.amazon.com/iam/ B 1AM E£i2 A,

BYME 6 AREBERRESRPEREE JSON, HEUTRFLEFTHRREE.
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"Version": "2012-10-17",
"Statement": [

{

iy

"Sid": "S3TablesAccessPermission",

"Effect": "Allow",

"Action": [
"s3tables:GetTable",
"s3tables:GetTableData",
"s3tables:GetTableMetadatalLocation",
"s3tables:UpdateTableMetadatalocation"

1,

"Resource": [
"arn:aws:s3tables:region:account-id:bucket/*",
"arn:aws:s3tables:region:account-id:bucket/*/table/*"

"Sid": "S3TableBucketAccessPermission",
"Effect": "Allow",
"Action": [

"s3tables:GetTableBucket"

15
"Resource": "arn:aws:s3tables:region:account-id:bucket/*"
"Sid": "GlueCatalogAccessPermission",

"Effect": "Allow",
"Action": [
"glue:GetDatabase",
"glue:GetDatabases",
"glue:GetTable",
"glue:GetTables",
"glue:UpdateTable"
1,
"Resource": [
"arn:aws:glue:region:account-id:catalog",

"arn:aws:glue:region:account-id:database/*",
"arn:aws:glue:region:account-id:table/*/*"

arn:aws:glue:region:account-id:catalog/s3tablescatalog",
"arn:aws:glue:region:account-id:catalog/s3tablescatalog/*",
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{

"Sid": "S3DeliveryErrorBucketPermission",

"Effect": "Allow",

"Action": [

"s3:AbortMultipartUpload",
"s3:GetBucketLocation",
"s3:GetObject",

"s3:ListBucket",
"s3:ListBucketMultipartUploads",
"s3:PutObject"

1,

"Resource": [
"arn:aws:s3:::error-delivery-bucket",
"arn:aws:s3:::error-delivery-bucket/*"

]

I
{

"Sid": "RequiredWhenUsingKinesisDataStreamsAsSource",

"Effect": "Allow",

"Action": [

"kinesis:DescribeStream",
"kinesis:GetShardIterator",
"kinesis:GetRecords",
"kinesis:ListShards"
1,
"Resource": "arn:aws:kinesis:region:account-id:stream/stream-name"
},
{

"Sid": "KMSPermissionForS3TablesEncryption",
"Effect": "Allow",
"Action": [
"kms:Decrypt",
"kms:GenerateDataKey"
1,
"Resource": [
"arn:aws:kms:region:account-id:key/key-id"
1,
"Condition": {
"StringEquals": {
"kms:ViaService": "s3.amazonaws.com"
},
"StringLike": {
"kms:EncryptionContext:aws:s3:arn":
"arn:aws:s3tables:region:account-id:bucket/*/table/*"
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}
}
1,
{
"Sid": "RequiredWhenUsinglLambdaForDataTransformation",
"Effect": "Allow",
"Action": [
"lambda:InvokeFunction",
"lambda:GetFunctionConfiguration"
1,
"Resource": "arn:aws:lambda:region:account-id:function:function-
name: function-version"
1,
{
"Sid": "CloudWatchLogsPermission",
"Effect": "Allow",
"Action": [
"logs:PutLogEvents"
1,
"Resource": "arn:aws:logs:region:account-id:log-group:log-group-name:log-
stream:log-stream-name"
}

]

WWER B A A FFEE Amazon Kinesis Data Streams, WA Lambda B FE AWS KMS &89
BRIRX, MREFFEATMELER , B UBKRERNBIRN, MRRAES \nﬂﬁi Amazon Data
Firehose th @i E& B R FEHEREEE CloudWatch AFEEMBE R, BXEAREAFTHENMBFESRR
B2, TeEEALEE, MEAFFHENBFERER , F2 M8 £/ CloudWatch Logs B2 Amazon

Data Firehose,

EABRBERT , #ARVEENRALZNEREREE,. AWS IRF HFMNER,

BYBK®E , BN https: //console aws.amazon.com/iam/ : // B9 IAM £328 & , X FEH E IAM
ABAWS REMASENERER,

ST RIS EARH |, 1BIE Kinesis, sHEERAERM |, 1#IE Kinesis Firehose,

ET—EY  ZEEEZEZINAGNLE—ESBHPEINBER., EREERL K 2RI SEEIINA
BHWEFEHBE , RF Firehose REBEUA RN, EFREIAGE , Amazon Data Firehose CIP>A
’BEEE AWS Glue fl Amazon S3 Tables LT HEMIRME, 7% Firehose REFBIIEEMEILA
BNEEHE. MEFHENR , FSEAF Firehose B IAM B,
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Lake Formation 1FEUZ &l

MRIEFERE 2 AWS Lake Formation FEURHE , BRT IAM BUX 25 | Firehose RNV ARETE
BEIREH AWS Lake Formation FF

A AWS BEEEA WHRBIR https : //https://console.aws.amazon.com/iam/ B 1AM E£i2 A&,

BYBER , RREBCRIRESR T2 JSON, B TIRHBME , BUR T Amazon S3 5 , HIEIREY
BAFA, EMERBZPERRNH , AREMEFT,

JSON

"Version":"2012-10-17",
"Statement": [
{

"Sid": "S3TableAccessViaGlueFederation",

"Effect": "Allow",

"Action": [

"glue:GetTable",
"glue:GetDatabase",
"glue:UpdateTable"

1,

"Resource": [
"arn:aws:glue:us-east-1:123456789012:catalog/s3tablescatalog/*",
"arn:aws:glue:us-east-1:123456789012:catalog/s3tablescatalog"”,
"arn:aws:glue:us-east-1:123456789012:catalog",
"arn:aws:glue:us-east-1:123456789012:database/*",
"arn:aws:glue:us-east-1:123456789012:table/*/*"

]

},
{

"Sid": "S3DeliveryExrrorBucketPermission",
"Effect": "Allow",
"Action": [
"s3:AboxrtMultipartUpload"”,
"s3:GetBucketLocation",
"s3:GetObject",
"s3:ListBucket",
"s3:ListBucketMultipartUploads",
"s3:PutObject"
]I

"Resource": [
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"arn:aws:s3:::<error delivery bucket>",
"arn:aws:s3:::<errox delivexry bucket>/*"
]
}I
{

"Sid": "RequiredWhenUsingKinesisDataStreamsAsSource",
"Effect": "Allow",
"Action": [
"kinesis:DescribeStream",
"kinesis:GetShardIteratox",
"kinesis:GetRecoxds",
"kinesis:ListShards"

]I

"Resource": "arn:aws:kinesis:us-east-1:123456789012:stxeam/<stream-name>"
}I
{

"sid":

"RequiredWhenDoingMetadataReadsANDDataAndMetadataWriteVialakefoxrmation",
"Effect": "Allow",
"Action": [
"lakeformation:GetDataAccess"
]I
"Resource": "*"
}I

{
"Sid": "RequiredWhenUsingKMSEncryptionFoxrS3ErroxBucketDelivery",
"Effect": "Allow",
"Action": [
"kms :Decrypt",
"kms : GenerateDataKey"
1,
"Resourxce": [
"arn:aws:kms:us-east-1:123456789012:key/<KMS-key-id>"
]I
"Condition": {
"StringEquals": {

"kms:ViaService": "s3.us-east-1.amazonaws.com"
}I
"StringLike": {
"kms :EncryptionContext:aws:s3:axrn": "arn:aws:s3:::<error delivery
bucket>/prefix*"
}

}
Y,
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{
"Sid": "LoggingInCloudWatch",

"Effect": "Allow",

"Action": [
"logs:PutLogEvents"

]I

"Resource": [
"arn:aws:logs:us-east-1:123456789012:1o0g-group:log-group-name>:log-

stream:<log-stream-name>"
]
},

{
"Sid": "RequiredWhenAttachinglLambdaToFirehose",

"Effect": "Allow",

"Action": [
"lambda:InvokeFunction",
"lambda:GetFunctionConfiguration"

]I

"Resource": [
"arn:aws:lambda:us-east-1:123456789012:function:<function-

name>:<function-version>"

]

}
]
}

I BUER B LB 12 Amazon Kinesis Data Streams, W Lambda EREFIZHL AWS KMS £ 819
RN, MREFEREMELER , BUUBKRERNWRARN. WRBATERCH , Amazon Data
Firehose th & &R XS5 52@IE E CloudWatch BEEBHHEMBER, BAEREAFHEMNBFEER
28, TeeEAEE, MFEAFEENBFEREE , F28 £/ CloudWatch Logs E5#2 Amazon

Data Firehose,

ERBBERF |, # <error delivery bucket>EU{XBEM Amazon S3 EFEETEER | aws-
account-id¥i§ BEHEBAAERNENR AWS tkFE BFMER,

BRT IAM BUR 25 |, B ER T Firehose RIS ABFTENEFA AWS Lake Formation, INEFFAE
A, EZREARFERRNEET,

BINBURE , BRBULA https://console.aws.amazon.com/iam/ : // B IAM £32& |, XER EII IAM
ABAWS REMAEENERER,

SRR EARH | iBIE Kinesis, SH¥EHARA |, :#IZF Kinesis Firehose,
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ET—E9H , EEEEEINACH LI —EASBHPEINBE. ERBEERL K f2RISEZT LA
BHEEBEK , 8T Firehose RIFIBEFELAECNETT, ERELAEBK , Amazon Data Firehose AJ 2A
BEZAE , LT AWS Glue M S3 REFTE L HTXEMNRIE, 4% Firehose IR =BT EMEL
AENEEER, MEFMEN , FS B AT Firehose EE IAM B,

% ¥ Firehose 7ZEY Apache Iceberg & ¥l B B9 #t Y #E R

BLELEER IAM A6 |, FeEER B Firehose & A Apache Iceberg Bk AWS Glue, £AT
FISBRENBERM IAM £, Firehose IE{EIL IAM B &I ITHENE/E,

1. BAAWS EEFIES WAL https : //https://console.aws.amazon.com/iam/ B IAM FE 3

L
Ho

2. BMBUR , RABREBURRERPIEEZE JSON,
3. WETHAMBUEK , AR TF Amazon S3 BEUBAFFAI, EHER B HPERKRNFTIFT T,

L BUR B BRIAR X 2 $F 7B Amazon Kinesis Data Streams, WA Lambda & , AR FE KMS €
i, MREFFERAEMELER , B ABERERIHRAR,

MR AEEERRCER |, Firehose th & — 1ﬁﬂﬁﬁﬂ3¢ﬁf&ﬁ1§1_i CloudWatch B 558 #HEEE R,
At , BUERTEAFFHENAFERER. WS AFHENBRERER , F20 £4

CloudWatch Logs E5#2 Amazon Data Firehose,

4. FERBBED , # amzn-s3-demo-bucket B BIEH Amazon S3 FHFEFE L. aws-
account-id M@ , R AERNER AWS tkRF BEMESE,

(® Note
LACERTENBZPHEENENERKRNTT. NEFEE , BUUARTHEEEREHR
RMERENTT,

5. BMBERz#® , B IAM X125 , XFEAH EiI IAM AEAWS REMAFTENERER,
6. SHYRBHFEAERD , iBIZE Kinesis. sHEFERAZRH] , 12 Kinesis Firehose,

7. ETFT—EBEH  EEEEEILAENLI—ESBHEINER. TREERL K Z8RICEE
FABHEREBERK , BF Firehose RERFMACHTT, ELREIHEE | Amazon Data
Firehose AILABEZ AR |, LAE M S3 fE1FETH L 1T AWS Glue X ERIRE,
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£ F Firehose ¥f Amazon Redshift B B9 #th #Y FZE#E

:I:II‘H
W%

£/ Amazon Redshift B it iF | E&$EF Amazon Data Firehose HWZEUER: | F2B TIAA

TRE
- IAM BN FEBER
« Amazon Redshift #fiZ2# £ Amazon Redshift Serverless T/EE HEY VPC 12 EUE

IAM B & FMFEHEE

& & B Amazon Redshift B B8 | Amazon Data Firehose &R RN ZE S3 RFITEME b
B, THLUREMHHEREZHEEN AWS KMS 8 #TERME., A% , Amazon Data Firehose
2 E R S3 BETFEIEALMN Amazon Redshift fiZE# &£ = Amazon Redshift Serverless TE&#
8. WRBERAEEEEEEH , Amazon Data Firehose B & A4 E R R {J#5 521X E CloudWatch HEERFAEF
837, Amazon Data Firehose £ ER Amazon Redshift fE & Z BN BB RENEMENEES
Amazon Redshift Serverless TYEEH#R , WA IAM AR RFEIEENFHZITE,. £48. CloudWatch
BESEEMEBR, B Firehose Bk |, BAEHES IAM B,

FEALTFEUE , # Amazon Data Firehose FEUERY S3 FZETEEM AWS KMS £, HRETR
BEHE S3 R1FATHE |, 3545 s3:PutObjectAcl B ZE Amazon S3 BIMEEE , EER TRFITREE
B &Y Amazon Data Firehose XA ¥4 T B FEUE, LBUERIAE RFFFE Amazon Kinesis Data
Streams WRIRX ., WRETEA Amazon Kinesis Data Streams EBERIHR , AIBKRZBERN,

JSON

{
"Version":"2012-10-17",
"Statement":
[

{

"Effect": "Allow",

"Action": [
"s3:AboxtMultipartUpload”,
"s3:GetBucketLocation",
"s3:GetObject",

"s3:ListBucket",
"s3:ListBucketMultipartUploads"”,
"s3:PutObject"

1,
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"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

"Effect": "Allow",
"Action": [
"kms :Decrypt",
"kms : GenerateDataKey"
1,
"Resource": [
"arn:aws:kms:us-east-1:123456789012:key/key-id"
]I
"Condition": {
"StringEquals": {
"kms:ViaService": "s3.us-east-1.amazonaws.com"
}I
"StringLike": {
"kms:EncryptionContext:aws:s3:axrn": "arn:aws:s3:::amzn-s3-
demo-bucket/prefix*"

}

"Effect": "Allow",
"Action": [
"kinesis:DescribeStream",
"kinesis:GetShardIterator",
"kinesis:GetRecords",
"kinesis:ListShards"
]I
"Resource": "arn:aws:kinesis:us-east-1:123456789012:stxeam/stream-
name"'

"Effect": "Allow",
"Action": [
"logs:PutLogEvents"
]I
"Resource": [
"arn:aws:logs:us-east-1:123456789012:1og-group:log-group-name:log-
stream:log-stream-name"

1
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"Effect": "Allow",

"Action": [
"lambda:InvokeFunction",
"lambda:GetFunctionConfiguration"

1,

"Resource": [
"arn:aws:lambda:us-east-1:123456789012:function: function-

name: function-version"
]
}

WFEARFFEM AWS RBEFE BR AWS WEFMEF , F2H (AM EREER) PHNEYABUEIR
FFAl4E AWS AR

Amazon Redshift fiz2# &5 Amazon Redshift Serverless TEEHI VPC FHUE

MR EH Amazon Redshift fiZ2 K #E & Amazon Redshift Serverless TEFHA VA EBRILEE R
(VPC) , RIEXAEBLNE IP it , ATt NFEER. 4\, EBFREH Amazon Data Firehose IP i
it , &5 Amazon Data Firehose FE Amazon Redshift fiZ2# £ Amazon Redshift Serverless T
EBE A AV PR, Amazon Data Firehose B gié+¥ @7 F =135 — 18 CIDR E#,

&1 CIDR E##
XBIREP (HxH) 13.58.135.96/27

XEFRE (MEEEIbE) 52.70.63.192/27

ZEEIP (hnFEEEREIL 13.57.135.192/27
EB)

XEPEES (EEIR) 52.89.255.224/27

AWS GovCloud ( B3R 18.253.138.96/27
&8 )
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=

AWS GovCloud ( £EI#
=B )

&KX ()

e AFEHE (& HF)
TAME (B
TAWE (EH)
TAME (FEAE)
TAME (EH)
TAES, (304
TAE (BR)
TAME (B 0iE)
TAE ()
TAME (KIR)
TARESE (£E)
TARESE (A1)

i (JL3)

E (2H)

BOM (Rt

BN (M)
BN ()

BN ()

CIDR [E#2

52.61.204.160/27

35.183.92.128/27
40.176.98.192/27
18.162.221.32/27
13.232.67.32/27
18.60.192.128/27
13.209.1.64/27
13.228.64.192/27
13.210.67.224/27
108.136.221.64/27
13.113.196.224/27
13.208.177.192/27
43.208.112.96/27
43.212.53.160/27
52.81.151.32/27
161.189.23.64/27
16.62.183.32/27
35.158.127.160/27
52.19.239.192/27

18.130.1.96/27
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=2 CIDR E#

BN (E2R) 35.180.1.96/27
BN (Hr &S B EE) 13.53.63.224/27
BN (FBLST) 18.100.71.96/27
Middle East (Bahrain) 15.185.91.0/27
ST (FH) 78.12.207.32/27
mEM (ERE) 18.228.1.128/27
BUM (OKEA) 15.161.135.128/27
IEM (FRER) 13.244.121.224/27

FER (FMhAEBSAKLEB) 3.28.159.32/27

&5l ShHEX) 51.16.102.0/27
DAHE (EEA) 16.50.161.128/27
DAREE (FRADR) 43.216.58.0/27

WMFE AR P b BIFFMERR , 5528 (Amazon Redshift APIERE) PR FEEFNIER.

& F Firehose ¥{/28 OpenSearch Service B 89 it Y 1ZEL#E

& & fE A OpenSearch Service B #9185 , Amazon Data Firehose 245 & R 32 {JZI#EH OpenSearch
Service £ , WREIRKAS XM FTE X HREAEENW S3 FFITR. WERAHERRE , Amazon Data
Firehose th @& R X85 358% = CloudWatch B 3684 &7, Amazon Data Firehose £/ IAM
AERFEIEEN OpenSearch Service 813, S3 @#FETE. AWS KMS &8 CloudWatch B
MBI, B Firehose BBk , BXAMHE IAM A€,

EAUTFEUBEE , | Amazon Data Firehose BV S3 #17ET#. OpenSearch Service #3815
AWS KMS i, MREFHE S3 @EIFATH , 54§ FEE Amazon S3 BfEs3:PutObjectAcliE
B EEETREITEESEY Amazon Data Firehose XYM TR EFZEE, IWBEREAKFEFER
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Amazon Kinesis Data Streams BYBRIR =, MREAREEH Amazon Kinesis Data Streams fEAE B3R
R, AIBBREERRR

WFEARFFEM AWS RBEFE BR AWS WEFMEF , F2H (AM EREER) PHNEYAGBUER
AT Al#E AWS BR.

EE 7B WA T Amazon Data Firehose ¥f 5 —{EI#& = F OpenSearch Service #E £ FEUE |
B the section called “B51& 5 3313 ZE OpenSearch Service B ##bh”,

3
¢

£ F Firehose ¥f VPC & OpenSearch Service B #9 i iY {ZEUE

MRIER OpenSearch Service MR VPC F , F# 44 A Amazon Data Firehose & £ — EiFri
MEFA. b4k, BEE AR Amazon Data Firehose IR THIFFA |, FEHBEHTFEL OpenSearch Service
HE/R VPC,

* ec2:DescribeVpcs

* ec2:DescribeVpcAttribute

* ec2:DescribeSubnets

* ec2:DescribeSecurityGroups

* ec2:DescribeNetworkInterfaces

* ec2:CreateNetworkInterface

* ec2:CreateNetworkInterfacePermission

e ec2:DeleteNetworkInterface

/A Important

S5 Y Firehose SBHRERIAELT, RSB ELYT , SEREEREHRNEN
ENIs B , 889 Firehose & RAGERRTE LS ERRFEIEE OpenSearch PRIEHE

/A Important
ELEEFRBUERRNZIE VPC AW BN LR  BRELZREN FRETEZHAN
ATA IP #idit, MBIREN FREETRZETNHNTA IP #it | Firehose EEAFH VPC /Y
BRI AEIHHE ENIs , BT SBRETH KK,
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EIRB M REH Firehose B | BAILLA Firehose 8 EESEREIXZE OpenSearch Service #8
BRFEFERAN LT SEE, ffﬁﬁﬁﬁﬂ’]ﬁéﬁ%ﬁ—ﬁﬁi OpenSearch Service BT EANMEEH TR, MR
BIRETENRTSEE  BFEZEAFH L HTTPS # &% OpenSearch Service Bl L2 B4, It
4\, BBMEE OpenSearch Service fBIBIH Z 2 84 AL FF R B IRERRTE Firehose B RIS EZ £ &
E’J HTTPS &, tREEY Firehose &7 H OpenSearch Service #BiEFE RN Z B8 | B

REBFEEARBAF HTTPS RE. WERLFHEARANFHENR , 552E Amazon VPC X #HH
OpenSearch NELEHEFA,

& F Firehose ¥§2348 OpenSearch Serverless B it By IZ HUE

E & A OpenSearch Serverless B #itifF , Amazon Data Firehose 44 &E R RS EIEH
OpenSearch Serverless 584 , Y [ERAS XM E X4 B S3 RFIFE. WREAERR
# , Amazon Data Firehose &ﬁﬂfﬁﬂxﬁi’* 28X E CloudWatch BN SR, Amazon Data
Firehose £/ IAM A& RFHUEER OpenSearch Serverless 4. S3 f#FETE. AWS KMS £48
# CloudWatch BB SR, B Firehose Bk , BAEAME IAM AG,

FEALLTEEBEK , # Amazon Data Firehose ZEUERY S3 #1778, OpenSearch

Serverless #FHH AWS KMS €&, MRETHE S3 7T | 4% FEZE Amazon S3 B
{Es3:PutObjectAcl/FE , EE€R FMHFET RIS & ¥ Amazon Data Firehose R I ¥4 &7
B, LEBERINE RFFFEL Amazon Kinesis Data Streams HIBRIR R . IR EFR A Amazon Kinesis
Data Streams #fRERIRIR , I BERERIR,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:AboxrtMultipartUpload"”,
"s3:GetBucketLocation",
"s3:GetObject",
"s3:ListBucket",
"s3:ListBucketMultipartUploads",
"s3:PutObject"
]I
"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"
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"Effect": "Allow",
"Action": [
"kms :Decrypt",
"kms : GenerateDataKey"
]I
"Resource": [
"arn:aws:kms:us-east-1:123456789012:key/key-id"
1,
"Condition": {
"StringEquals": {
"kms:ViaService": "s3.us-east-1.amazonaws.com"
},
"StringlLike": {
"kms:EncryptionContext:aws:s3:axrn": "arn:aws:s3:::amzn-s3-
demo-bucket/prefix*"

}

3},
{
"Effect": "Allow",

"Action": [
"kinesis:DescribeStream",
"kinesis:GetShardIteratox",
"kinesis:GetRecoxds",
"kinesis:ListShards"

1,

"Resource": "arn:aws:kinesis:us-east-1:123456789012:stream/stream-name"
},
{

"Effect": "Allow",

"Action": [

"logs:PutLogEvents"
]I

"Resource": [
"arn:aws:logs:us-east-1:123456789012:1og-group:log-group-name:log-
stream:log-stream-name"
]
},

{
"Effect": "Allow",

"Action": [
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"lambda:InvokeFunction",
"lambda:GetFunctionConfiguration"

1,

"Resource": [
"arn:aws:lambda:us-east-1:123456789012: function: function-

name: function-version"
]
}I

{
"Effect": "Allow",

"Action": "aoss:APIAccessAll",
"Resource": "arn:aws:aoss:us-east-1:123456789012:collection/collection-
idll

BT ERBER 2 |, BB SAER Amazon Data Firehose R EAEERFEBE TR T ISEIFT :

"Rules":[
{

"ResourceType":"index",
"Resource":[
"index/target-collection/target-index"
1,
"Permission":[
"aoss:WriteDocument",
"aoss:UpdateIndex",
"aoss:CreateIndex"

1,
"Principal":[
"arn:aws:sts::123456789012:assumed-role/firehose-delivery-role-name/*"
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WFERFFEM AWS RBEFE BR AWS WEFMES , m2H (AM EREER) PHNEVAGUEIR
AT AT4E AWS BR7.

&R F Firehose ¥t VPC A OpenSearch Serverless B #Y it 9 17 EUE

IR IEE OpenSearch Serverless £ VPC |, 8% 4 A& Amazon Data Firehose 121t = —&f
FIREIEFA], WAL |, BEE A Amazon Data Firehose 2T FIFF A |, {FHAESH1ZEL OpenSearch
Serverless £ 1 VPC,

* ec2:DescribeVpcs

* ec2:DescribeVpcAttribute

* ec2:DescribeSubnets

* ec2:DescribeSecurityGroups

* ec2:DescribeNetworkInterfaces

» ec2:CreateNetworkInterface

* ec2:CreateNetworkInterfacePermission

e ec2:DeleteNetworkInterface

/A Important
SEIERIL Firehose B A ELH T, NREHBELHT  SERKELAETHARET
ENIs BF , #8#9 Firehose BiRiGERRRF ILAEE B RS EERH OpenSearch IRIEHI

/A Important
ELEETFRBUAKERRSENLS VPC BN , FRELZEZEN TREDE R
AR IP Hisit, MRIEEN FRBEFPLEANAA IP it , Firehose = /FAE VPC 1Y
ERRMNEILLHIE ENIs , BRI B SBRRS KK,

BRI R EH Firehose B , A LA Firehose 5 EX 2B , WEEKEREEE
OpenSearch Serverless £& B H. BEAN LT L EETTE OpenSearch Serviceless £ &P fiE
AWHERTE., MREBIEETENLEEHE , FEFEH AW L HTTPS fREZ OpenSearch
Serviceless £ L84, koL , 3B E OpenSearch Serverless EAN L BB AT KRB EE
X IE Firehose BREFFTIEEZ BN HTTPS RE, WMREEE Firehose & OpenSearch
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Serverless £S5 AMHENEZ A K FREZSHEBSARAUATF HTTPS KE. MELZLEFHHERL
HEFMERA , 5528 Amazon VPC X+ OpenSearch Z =& 4 5 Al,

& ¥ Firehose &FH Splunk B Byt B9 #ERR

E1&E M Splunk B RIS | Amazon Data Firehose 8% & ¥ X 4= Splunk HTTP 4 Ut 25 (HEC)
wE, THEEZERBHREIEEN Amazon S3 EEFETE L MBSBTLLEEFEREESN AWS
KMS £ #8117 Amazon S3 HEE’(%% N2, MREAAEEEEECHE | Firehose 25 E R FEHEREEE
CloudWatch BEESEHR. S ALAER AWS Lambda #1TERHEIR,

MBEBER AWS B8 F#ES , 55MET R Classic Load Balancer 5 Application Load Balancer, It
4\, &¥ Classic Load Balancer BAF1EH Cookie B HiRFERF AR FM TERER , WiSBHRREA
Application Load Balancer W& X (7 X ) » MFENMAAITIHIRENFMERN , 552 [ Classic Load
Balancer 2 Application Load Balancer K938 iF R 2 T R ERBh 1t

1] Firehose Bk | BUEHEE IAM B, Firehose B:% IAM B2 FEISENFFITE. €48
# CloudWatch H aﬁﬁ%ﬁ*ﬂ%umo

EALTFEBE ,  Amazon Data Firehose FEUAH) S3 RFiTHE. MRETHE S3 REFLTE
% FIEE Amazon S3 BifEs3:PutObjectAclFE |, EE€R FRFATEEER & ¥ Amazon Data
Firehose XA B EFEE, HBRtBEZXF Amazon Data Firehose ¥f CloudWatch B9 12 EUEE |
LAAR R 8 AWS Lambda BE#lE#, BRI E LFFFE Amazon Kinesis Data Streams B BR
RR, WREFRERH Amazon Kinesis Data Streams EAE R KR |, AIBREBRA . Amazon Data
Firehose A&/ IAM 7ZE Splunk. fZEX Splunk B , ©& A& HEC &Fic.

JSON

"Version":"2012-10-17",
"Statement":
[

{

"Effect": "Allow",

"Action": [
"s3:AboxtMultipartUpload",
"s3:GetBucketLocation"”,
"s3:GetObject",
"s3:ListBucket",
"s3:ListBucketMultipartUploads"”,
"s3:PutObject"

1,
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"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

"Effect": "Allow",
"Action": [
"kms :Decrypt",
"kms : GenerateDataKey"
1,
"Resource": [
"arn:aws:kms:us-east-1:123456789012:key/key-id"
]I
"Condition": {
"StringEquals": {
"kms:ViaService": "s3.us-east-1.amazonaws.com"
}I
"StringLike": {
"kms:EncryptionContext:aws:s3:axrn": "arn:aws:s3:::amzn-s3-
demo-bucket/prefix*"

}

"Effect": "Allow",
"Action": [
"kinesis:DescribeStream",
"kinesis:GetShardIterator",
"kinesis:GetRecords",
"kinesis:ListShards"
]I
"Resource": "arn:aws:kinesis:us-east-1:123456789012:stxeam/stream-
name"'

"Effect": "Allow",
"Action": [
"logs:PutLogEvents"
]I
"Resource": [
"arn:aws:logs:us-east-1:123456789012:1og-group:log-group-name:log-
stream:*"
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"Effect": "Allow",

"Action": [
"lambda:InvokeFunction",
"lambda:GetFunctionConfiguration"

1,

"Resource": [
"arn:aws:lambda:us-east-1:123456789012:function: function-

name: function-version"
]
}

WFEARFFEM AWS RBEFE BR AWS WEFMEF , F2H (AM EREER) PHNEYABUEIR
FFAT#E AWS AR

£ VPC #H17H Splunk

MREH Splunk EAENMNTE VPC , AIHXEFRE IP it , Al NBEFE. A\, FEiBAERRE
Amazon Data Firehose IP ##it , ¥ Amazon Data Firehose ZEU&EHY Splunk £ & . Amazon Data
Firehose BRIEA LT CIDR E#,

E15 CIDR E#f
EEFRE (FZEB) 18.216.68.160/27, 18.216.170.64/27, 18.216.17
0.96/27 \

EEEL (M5 EEILE)  34.238.188.128/26, 34.238.188.192/26, 34.238.19
5.0/26

EEEEP (hnFIEEEERIL 13.57.180.0/26
=11))

XEFEEP (RERM) 34.216.24.32/27, 34.216.24.192/27, 34.216.24
.224/27

AWS GovCloud ( =EI® 18.253.138.192/26
&8 )
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FMBABER

=

AWS GovCloud ( £EI#

&8 )

DAH[E (FE)
Asia Pacific (Mumbai)
DKRESE (BW)
AR (Rhng)
DAHE (FH)
TAES (REH)
TR E (R
EX (FEF)
InEXAEER (-~ 0F)
B CEHRAE)

BN ()

B (fRER)

Europe (Paris)

B (FEBEST)

BN (Hr RS E)
Middle East (Bahrain)

S (FEB)

CIDR [E#2

52.61.204.192/26

18.

13.

13.

13.

13.

43.

13.

35.

40.

18

162

211

230

.194

.0/27

232.

209.

229.

208.

183.

176.

.221.64/26

67.64/26
71.0/26

187.128/26

.12.0/26

112.128/26

.21.0/27, 13.230.21.32/27

92.64/26

98.128/26

.95.192/27, 18.194.95.224/27, 18.195.48

34.241.197.32/27, 34.241.197.64/27, 34.241.19

7.96/27

18

35.

18.

13.

15.

78.

.130.

180.

100.

185.

91.0/26
112.0/26

194.0/26

53.191.0/26

91.64/26

12.207.64/26
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=2 CIDR E#

rEEM (BRE) 18.228.1.192/26
BN (KEE) 15.161.135.192/26
IEM (FER) 13.244.165.128/26
DARHE (KER) 13.208.217.0/26
FE (dtR) 52.81.151.64/26
HE (EE) 161.189.23.128/26
DAM[E (KEME) 108.136.221.128/26

PR (A ABSKXNEB) 3.28.159.64/26

Led (RhHEX) 51.16.102.64/26
BN (BRERL) 16.62.183.64/26
TAHE (BENE) 18.60.192.192/26
D[R (SEA) 16.50.161.192/26
ZAREE (FBRADR) 43.216.44.192/26

£ Amazon Data Firehose # VPC #ii2 H 5 #ELE Splunk

EEH—F THNAEN VPC RIERFFTRE. M ZE Firehose , AR VPC RIEEAFEEAEIEN
B R , 552B A Amazon Data Firehose #% VPC 2 B & #ELZE Splunke

ZH Snowflake = HTTP %24

EEMHAE HTTP in 23X Snowflake N B # &R | Amazon Data Firehose 2 B4 ER AWS IP thik &5
[E S

ZE i Firehose $TEE/\H Snowflake BEBEH/NE HTTP = HTTPS in B A FFEE | BB BRI
9 AWS IP b it &5 E 3718 Z S aE AR 8,
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® Note

BANE-—2EREEEEBHEEMAMEBEDSF AWS 9 IP thit, BAXBETEMEEEHN
AWS IP bt E5E,

£ F Firehose 12EY Snowflake B By ithHIFERR

E&E A Snowflake #4 B Wb EF | Firehose B A Snowflake #kF URL #&E R4 E Snowflake
RE. ©thEigiEiRErfEeEEEERN Amazon Simple Storage Service T | MAETLLEE
EREHAER AWS Key Management Service £ #8147 Amazon S3 flfR2Fim %, WMRBAERE
# , Firehose B &R R {FHEEREIXZE CloudWatch Logs &,

BABLYER IAM A6 |, 8821 Firehose i, Firehose fR5% IAM A& FEUEEMN R FET

§8. £#&F CloudWatch Logs BHAFER. FEAHUTFEBEE , & Firehose FEUEH S3 REEFET
BB, MREEHE S3 f1FITHE | 4§ s3:PutObjectAcl 8 ZE Amazon Simple Storage Service
BERE SR TREREESE Firehose RTYHNZEEFEE., HBEBLEHR T Firehose ¥
CloudWatch WY ZERHE , AC#REEER. WEURIRA A FFEER Amazon Kinesis Data Streams BYFRIR= .
MREFFERA Amazon Kinesis Data Streams fEAERIRIRE , AIBKREBAR . Firehose FEMA IAM
f7HX Snowflake, %7 7ZEX Snowflake , ERERENERT , ©EEALERY Snowflake tRF Url Hl
PrivateLink Vpce ID,

JSON

{
"Version":"2012-10-17",
"Statement":
[
{
"Effect": "Allow",

"Action": [
"s3:AboxrtMultipartUpload"”,
"s3:GetBucketLocation",
"s3:GetObject",
"s3:ListBucket",
"s3:ListBucketMultipartUploads",
"s3:PutObject"

]I

"Resource": [
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"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

},
{
"Effect": "Allow",

"Action": [
"kms :Decrypt",
"kms : GenerateDataKey"

]I

"Resource": [
"arn:aws:kms:us-east-1:123456789012:key/key-id"

1,

"Condition": {

"StringEquals": {

"kms:ViaService": "s3.us-east-1.amazonaws.com"
},
"StringlLike": {
"kms:EncryptionContext:aws:s3:axn": "arn:aws:s3:::amzn-s3-demo-bucket/prefix*"
}
}
}I
{

"Effect": "Allow",
"Action": [
"kinesis:DescribeStream",
"kinesis:GetShardIterator",
"kinesis:GetRecords",
"kinesis:ListShards"
]I
"Resource": "arn:aws:kinesis:us-east-1:123456789012:stxream/stream-
name"
},

{
"Effect": "Allow",
"Action": [
"logs:PutLogEvents"
]I
"Resource": [
"arn:aws:logs:us-east-1:123456789012:1o0g-group:log-group-name:log-
stream:*"
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}

MF LT EAME AWS BRIEFEL AWS BERNFMEE , F28 (AM £REER) PHEL A BUEIR
AT ATEE AWS BR7.

£ VPC H7ZEL Snowflake

MR IEK Snowflake HBEC AT EIER | Firehose BSERY B EERFFERALUTHP —@E VPC %
B BERRNEENILEEE  MEZTEBLEREBEMER, Al , BB Snowflake M A , 1A
AFFAwsVpcelds AWS EiE #2EFEN THEA, MEFMER , 5526 Snowflake FHEIEEH
RO ZE 3L {ARE 3R Bl

RIBBREFFENES , EFEMAH VPC IR ID

AWS [EiF VPCE IDs
EERIP (B%E) vpce-0d96cafcd96a50aeb

vpce-0cec34343d48f537b
BRI (#E B L) vpce-0b4d7e8478e141ba8
vpce-0b75cd681fb507352
vpce-01c03e63820ec00d8
vpce-0c2cfc51dc2882422
vpce-06ca862f019e4e056
vpce-020cdalcfa63f8d1c
vpce-0b80504a1a783cd70
vpce-0289b9ff0b5259a96
vpce-0d7add8628bd69a12
vpce-02bfb5966cc59b2af

vpce-09e707674af878bf2
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FMBABER

AWS [EiF

VPCE IDs
vpce-049b52e96¢cc1a2165

vpce-0bb6¢c7b7a8a86¢cdbb
vpce-03b22d599f51e80f3
vpce-01d60dc60fc106fe1
vpce-0186d20a4b24ecbef
vpce-0533906401a36e416
vpce-05111fb13d396710e
vpce-0694613f4fbd6f514
vpce-09b21cb25fe4ccaf4
vpce-06029¢3550e4d2399
vpce-00961862a21b033da
vpce-01620b9ae33273587
vpce-078cf4ec226880ac9
vpce-0d711bf076ce56381
vpce-066b7e13cbfcabfe
vpce-0674541252d9ccc26
vpce-03540b88dedb4b000
vpce-0b1828e79ad394b95
vpce-0dc0e6f001fb1a60d
vpce-0d8f82e71a244098a

vpce-00e374d9e3f1af5ce
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FMBABER

AWS [EiF

KEFEED (BRER)

BN (EM5E)

BN (ZFE)

TR E ()

DIARH[E (H7H03K)

DAME (HH)

VPCE IDs
vpce-0c1e3d6631ddb442f

vpce-0f60f72dadcd1ede?
vpce-0c60d21eb8b1669fd
vpce-01c4e3e29afdafbef
vpce-0cc6bf2a88da139de
vpce-0797e08e169e50662
vpce-033cbe480381b5c0e
vpce-00debbdd8f9eb10a5
vpce-08ec2f386c809e889
vpce-0856d14310857b545
vpce-068dbb7d71c9460fb
vpce-0a7a7f095942d4ec9
vpce-06857e59c005a6276
vpce-04390f4f8778b75f2
vpce-011fd2b1f0a172fd
vpce-06369e5258144e68a
vpce-0f2363cdb8926fbe8
vpce-049cd46cce7a12d52
vpce-0e8965a1a4bdb8941
vpce-0aa444d9001e1faal

vpce-04a49d4dcfd02b884
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FMBABER

AWS [EiF

TAME (ER)

DARME (HE)

BN (3

RN (ERE)

EX (FEB)

Europe (Paris)

DmAHE (KER)

BUM (ErfEST R E)

DARME (FENE)

VPCE IDs
vpce-048a60a182¢c52be63
vpce-03c19949787fd1859
vpce-0d68cb822f6f0db68
vpce-0517d32692ffcbde?2
vpce-0fd1874a0ba3b9374
vpce-08091b1a85e206029
vpce-065169b8144e4f12e
vpce-0493699f0e5762d63
vpce-07e6ed81689d5271f
vpce-0f53239730541394c
vpce-09419680077e6488a
vpce-0ea81ba2c08140c14
vpce-0a9f003e6a7e38c05
vpce-02886510b897b1c5a
vpce-0d96410833219025a
vpce-060a32f9a75ba969f
vpce-00add4b9a25e5c649

vpce-004ae2de34338a856
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% F Firehose ¥ HTTP B B #9 itb A9 12 LA

&R LAE A Amazon Data Firehose & RS Z4E{A HTTP im B B #tth, Amazon Data Firehose
e ZER R BEIEEN Amazon S3 fFETE | LW LLURIEER AWS KMS BB S RE
1T Amazon S3 fAllREFIRINZE . WMREKAEEERECE , Amazon Data Firehose B ERIRJHBREHEE
CloudWatch A& . B LAEA AWS Lambda #1T & R #,

1] Firehose Bk | BHUEHAE IAM B, Amazon Data Firehose &5% IAM & A LLFEEIEE
HNEEZETEE. 28 CloudWatch BEEE AR =7,

AT FEBER , # Amazon Data Firehose FEUZR A ERHE R IEER S3 A7, WRETR

WA S3 F1FETEE | F54% FEZE Amazon S3 B)fEs3:PutObjectAcliBE , EERFRFITEE

B & ¥ Amazon Data Firehose RN ZEFZEE., LEFRBERF Amazon Data Firehose ¥}
CloudWatch RY1ZEURE , LA ASEESEC 8% AWS Lambda ERE#, WBERIRE o517 EL Amazon
Kinesis Data Streams HIBRR R, MR EFREH Amazon Kinesis Data Streams fEAERIHKIE , AR
ZBRR=

/A Important
Amazon Data Firehose & A IAM FEZ X ENE=FRERHEEFTHEEN HTTP iwEB
Bt , ©¥E Datadog, Dynatrace, LogicMonitor, MongoDB, New Relic, Splunk = Sumo
Logiceo EEFMZXENE=LREREEHEENWEE HTTP Wm BV , FEEZRKRE
& LAES API £ #& Amazon Data Firehose BUAE B RS EZZREFMENFZIEE,

WFERFFEM AWS RBEFE BR AWS WEFMES , m2H (AM EREER) PHNEYAGUEIR
AT AT#E AWS BR7.

/A Important
B8 , Amazon Data Firehose "X BB ERRAZE VPC EY HTTP iH 3,

# Amazon MSK ¥R F 33 ¢

B 1&1¢ Firehose 1RFE ( 208k F B) 231 Firehose B , ARFER S — 1l AWS IRF ( 1RF A) HHY
MSK # & | BXAERFETIHERE,

RE A :
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Amazon Data Firehose LESC T
1. % Amazon MSK X#Z &+ , EEHENEE A ARZEEMY,

2. EMERET , EEREEBEILFMZ VPC EiR,

3. EZ2MRET , BEERERE,

a. MBEENKRBREEE , FAESE Firehose FRIEE B FMEA Firehose BIEF S3 17,
AWS EEIEA SEHELEEGEEFTHEER,

b. MRBECHREIR , FRTIFFAMEER[ECR :

"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::us-east-1:role/mskaasTestDeliveryRole"
.
"Action": [
"kafka:GetBootstrapBrokers",
"kafka:DescribeCluster",
"kafka:DescribeClusterV2",
"kafka-cluster:Connect"
1,
"Resource": "arn:aws:kafka:us-east-1:123456789012:clustexr/DO-NOT-TOUCH-
mskaas-provisioned-privatelLink/xxxxxxxxx-2f3a-462a-ba®9-xxxxxxxxxx-20" // ARN
of the cluster

.
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws::iam::us-east-1:role/mskaasTestDeliveryRole"
1,
"Action": [
"kafka-cluster:DescribeTopic",
"kafka-cluster:DescribeTopicDynamicConfiguration",
"kafka-cluster:ReadData"
1,
"Resource": "arn:aws:kafka:us-east-1:arn:topic/DO-NOT-TOUCH-mskaas-
provisioned-privatelLink/xxxxxxxxx-2f3a-462a-ba@9-xxxxxxxxxx-20/*"//topic of the
cluster
.
{

"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::us-east-1:role/mskaasTestDeliveryRole"

+
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"Action": "kafka-cluster:DescribeGroup",

"Resource": "arn:aws:kafka:us-east-1:arn:group/DO-NOT-TOUCH-mskaas-
provisioned-privatelLink/xxxxxxxxx-2f3a-462a-ba09-xxxxxxxxxx-20/*" //topic of
the cluster

}I
}

4. EAWS EBT , WARF BHNEE ID,

5. EXET , EEZFE Firehose HRMEPHEEERH Apache Kafka £, B Firehose Fii
%, BREEENILEE,

6. iZI#F Save changes (2 E)

RE B :

1. £ Firehose 12 &% , BEFEAIRF B #1I Firehose & i,
2. TEFRIET , #IZFE Amazon Managed Streaming for Apache Kafka.

3. ERRIRET , ¥ Amazon Managed Streaming for Apache Kafka #£ , 7EIRFE A Fig A
Amazon MSK # £ ARN,

4. TEEXHET , EELHE Firehose HRMPIEEERH Apache Kafka £, B Firehose Hi
%, BRELENEE,

5. EXMNHEREWH , 5 Firehose FRHBH.

EWRF B H , EREI Firehose B , BAEES IAM AE (FH BEREN AWS EEEE
A), &F Firehose it "EBE, HEREEEBIIRS Amazon MSK £ FEE,

UTRHEAWS EEXRARENASR !

"Sid": "",
"Effect": "Allow",
"Action": [
"kafka:GetBootstrapBrokers",
"kafka:DescribeCluster",
"kafka:DescribeClusterVv2",
"kafka-cluster:Connect"
1,
"Resource": "arn:aws:kafka:us-east-1:arn:aws::cluster/DO-NOT-TOUCH-mskaas-
provisioned-privatelLink/xxxxxxxxx-2f3a-462a-ba@9-xxxxxxxxxx-20/*" //topic of the
cluster
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1,

{

"Sid": "",

"Effect": "Allow",

"Action": [
"kafka-cluster:DescribeTopic",
"kafka-cluster:DescribeTopicDynamicConfiguration",
"kafka-cluster:ReadData"

1,

"Resource": "arn:aws:kafka:us-east-1:arn:aws::topic/DO-NOT-TOUCH-mskaas-

provisioned-privatelLink/xxxxxxxxx-2f3a-462a-ba@9-xxxxxxxxxx-20/mskaas_test_topic" //

topic of the cluster
},
{
"Sidv: ",
"Effect": "Allow",
"Action": [

"kafka-cluster:DescribeGroup"

1,

"Resource": "arn:aws:kafka:us-east-1:arn:aws::group/DO-NOT-TOUCH-mskaas-
provisioned-privatelLink/xxxxxxxxx-2f3a-462a-ba09-xxxxxxxxxx-20/*" //topic of the
cluster

},
}

ETR, SUNERRECHFERNCHEBANBRNERS R, NEFHES , F2E (A ) &

AOER BRI N,

ERFERZ{E Amazon S3 BVt

LA LA AWS CLI 2 Amazon Data Firehose APIs , EFEIRFE P EH Amazon S3 Bt IRE
i AWS 1] Firehose &t THIREFERRERE A BB Firehose B , SERKTERFE B

BEAH Amazon S3 RE1FETEERVEEHI,

1. fEAEF Firehose 17EL Amazon S3 B F TR LR , ERFE A TE IAM &6,

(@ Note
FEBURFIEERN Amazon S3 RFETRELESIF R BIRFE. FHELHE

s3:PutObjectAclFT8EFEBE M Amazon S3 BIMEEE , IRFIRE B

=R 5 224 E Amazon S3 B H i
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Amazon Data Firehose X2 YW B EFZEE, BREXNEE]EF T, Amazon
Data Firehose #5535k LH "x-amz-acl" {23838 E A& "bucket-owner-full-control",

2. BERFEREMN IAM ABEFN , FEBIRFTEY S3 REEFFERR. UTEABAREN
RBBERNES, MEFMEN  F2HELAREEFTEBERMEHEBR,

JSON

{
"Version":"2012-10-17",
"Id": "PolicyID",
"Statement": [
{

"Sid": "StmtID",

"Effect": "Allow",

"Principal": {

"AWS": "arn:aws:iam::123456789012:xo0le/iam-role-name"

}I

"Action": [

"s3:AboxrtMultipartUpload"”,
"s3:GetBucketLocation",
"s3:GetObject",

"s3:ListBucket",
"s3:ListBucketMultipartUploads",
"s3:PutObject",
"s3:PutObjectAcl"”

1,

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

]

}
]
}

3. FEHZESE1HEINIAM AR  EIRF A T Firehose 8o
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EEIR F X+ E OpenSearch Service B #its

&AL E A AWS CLI 5 Amazon Data Firehose APls , TE R ERF #1248 OpenSearch Service B Y
HHIRE P AWS B Firehose &ift. FIIREFBERIAZEIIRSE A TR Firehose & , WA HERE
BEERRZAFEIRFE B #AH1 OpenSearch Service B I ith #9 €345,

1. f#H the section called “#%F Firehose ¥1/3F OpenSearch Service B &Yith 1) FEUE" HFTiREY S

B, EARFTEILIAM AR,

2. BEAFEXANSRAELN IAM AGBTFE,

T JSON & #ifl,

JSON

"Version":"2012-10-17",

"Statement": [
{

"Effect": "Allow",

"Principal": {

7572 B RS TN E1I OpenSearch Service BiR, B

"AWS": "arn:aws:iam::123456789012:role/firehose_delivery_role "

},

"Action": "es:ESHttpGet",

"Resource": [

"arn:aws:es:us-east-1:123456789012:

_settings",

"arn:aws:es:

_clustex/stats",

"arn:aws:es:

us-east-1

us-east-1

roletest*/_mapping/roletest"”,

"arn:aws:es:

_nodes",
"arn:aws:es
_nodes/stats",
"arn:aws:es
_nodes/*/stats",
"arn:aws:es
_stats",
"arn:aws:es
roletest*/_stats",
"arn:aws:es

us-east-1

tus-east-1

tus-east-1

tus-east-1

tus-east-1

tus-east-1

:123456789012:

:123456789012:

:123456789012:

:123456789012:

:123456789012:

:123456789012:

:123456789012:

:123456789012:

domain/cross-account-cluster/_all/

domain/cross-account-clustex/

domain/cross-account-clustex/

domain/cross-account-clustex/

domain/cross-account-clustex/

domain/cross-account-clustex/

domain/cross-account-clustex/

domain/cross-account-clustex/

domain/cross-account-clustexr/"

=R 5 22 {4 E OpenSearch Service B #its
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}
1
}

3. FAEBESR1HPEINIAM AR , EIRF A T Firehose . B#&#E I Firehose &
B , 38 AWS CLI = Amazon Data Firehose APIs , #§% ClusterEndpoint #{z , MF
2= DomainARN OpenSearch Service #9 #1{i,

(@ Note

EEBHEATRE AWS 1R FE B A OpenSearch Service B H IR E H 2 I Firehose 837 , 4%
ZAfEH AWS CLI 5 Amazon Data Firehose APls, &EEFEH AWS BB XA mE_LJEE
BRFERE,

fi£ AR R H 7 EY

SEFLAE IAM BUR R fERE M Conditiont® ( HConditionEHR) , RIBEBRRSIRNEHBES
Amazon Data Firehose &{ERZEL. T %I FEIERBA L& ¥R EH Amazon Data Firehose ##{E#1T
R E, MFEMEA Condition TEMFMER , X THEXAEZPARNANERE T , F2E |IAM JSON
BUR JtE& : Condition,

CreateDeliveryStream

2 CreateDeliveryStreami&fE , 55 aws:RequestTag &H4&i&, £ TN HEHIF , MyKey
553 MyValue ZBIRTEBNSW|NHEE, WEFHENR , F2RETHESZEFTHRE

JSON

"Version":"2012-10-17",
"Statement": [{

"Effect": "Allow",

"Action": [
"firehose:CreateDeliveryStream",
"firehose:TagDeliveryStream"

1,

"Resource": "*",

"Condition": {
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"StringEquals": {
"aws :RequestTag/MyKey": "MyValue"
}

3]

TagDeliveryStream

% & TagDeliveryStream € , M aws:TagKeys FHE£#8, ETHEHFIF , MyKey BEH

TRmEsl,
JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "firehose:TagDeliveryStream",
"Resource": "*",
"Condition": {
"ForAnyValue:StringEquals": {
"aws:TagKeys": "MyKey"
}
}
}
]
}

UntagDeliveryStream

%= UntagDeliveryStream E , 55 A aws:TagKeys &H£i#8, T T HEHIH , MyKey BE

BEewaEs,

JSON

"Version":"2012-10-17",

fEARERESRFER
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"Statement": [

{
"Effect": "Allow",
"Action": "firehose:UntagDeliveryStream",
"Resource": "*",

"Condition": {
"ForAnyValue:StringEquals": {
"aws:TagKeys": "MyKey"

}
}
}

ListDeliveryStreams
ListDeliveryStreams EERBEFEAUERAERNFEUES,
H R4

¥ CreateDeliveryStream, UntagDeliveryStream, TagDeliveryStream#l LASAEY
FiB Firehose #{EListDeliveryStreams , 55/ aws:RequestTagliRf 28, £ T HEHI
B, MyKey B2 MyValue 7 BIRRER S| AL EE.

ListDeliveryStreams , £/ firehose:ResourceTagif¥ &R IF Firehose R LHER
HRiZENFHL

ETHEHIF , MyKey B MyValue ZRIRTSEBNSH/NEEE, EBXEERAREEEA
MyKey B{E% K Data Firehose &iiMyValue, MHERBERERRFFINFMENR , F28
(IAM EREER) PHEASEERZES AWS ERNFEL,

£ Amazon Data Firehose AWS Secrets Manager £ f B3

Amazon Data Firehose £2 #4& AWS Secrets Manager , URER BN Z 2 EH , Y HBHRBEEAE
B, WWEETE Firehose EH{TEEE# Secrets Manager HEIMZ |, LUERELXRRINEREN
#h, WRABHWER SRR, Hik , £ AWS EEXEA =5 API SEHNEREILTEREHE , B0
MEBEFEUMNFTET,. CREULZLNEERREELANRE  YELARERNSASHEETS , 4
WMERE BE] Lambda EEUREE R IFRIA,

MEFHMEF , 5B "AWS Secrets Manager FHEIEE . -
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Amazon Data Firehose BB A BiER
FHE

o TIRMER

- BEUME

- ERAME

- WHRME

ig: 0

WE T LR NZ R FEHIE Secrets Manager FEY— B, —HEF , flNERAEZIBNER
5. OAuth FRFRHMMBRER.

HRSEENM BN ELEEN JSON BRNIEERZSBEY , WTEHR. MREHRFRIER
S BRI A ERE JSON &3 , Amazon Data Firehose #§E £E 4R T 4/ B /Y1,

MySQL #1 PostgreSQL &R EHNMZEER

"username": '"<username>",
"password": '"<password>"

Amazon Redshift 222 £ 1 Amazon Redshift Serverless TYEEf MR IR,

{
"username": "<username>",
"password": '"<password>"

}

Splunk By RE &

{
"hec_token": '"<hec token>"

}

Snowflake IS ZRIE

TR 201
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"user": "<snowflake-username>",
"private_key": ‘'<snowflake-private-key>", // without the beginning and ending
private key, remove all spaces and newlines
"key_passphrase": '"<snowflake-private-key-passphrase>" // optional
}
HTTP %

%, Coralogix, Datadog. Dynatrace, Elastic, Honeycomb, LogicMonitor, Logz.io, MongoDB
Cloud #1 New Relic I E =

{
"api_key": ‘"<apikey>"
X
BN WE

EEEIME , FFEEAWS Secrets Manager { £AEER) FIEIL AWS Secrets Manager #
ZHRHT R,

R

A BB A AWS Secrets Manager REREAER S8 , SUERZRRE N |, Hlun
Amazon Redshift, HTTP %25, Snowflake, Splunk, Coralogix, Datadog. Dynatrace, Elastic,
Honeycomb, LogicMonitor, Logz.io : /., MongoDB Cloud #1 New Relic,

B LAER I Firehose K , AWS EiB EETRARTEEL B MNHH Secrets Manager &
DERE. WEFEHENR K BF2REREENMERE. HF , BHALIEA CreateDeliveryStream
UpdateDestination APl #{E3RE%XE Secrets Manager 1V & 7 5& & -

Firehose SEH NBRRERE  YESAEFEZENHEBFERAELERTS, 88 10 pEEHMEER
=X , LUEREAZRHTHEAER,

WA LURIBE SRR E DB RFEREIRA € Secrets Manager FEEXMZ R ThAE, MRETFAEFE A Secrets
Manager V% , B KA E R & B TB/ZIEE APl 218,

(® Note

B SR Firehose FILIREBMFBREINER , BERFE X T Secrets Manager I FEUF#EE .
WMEHMER , 5528 AWS Secrets Manager EEE Mo
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% F Firehose REVES 22 1Y 17 EUE

% ZE & Firehose fe P REEVE AWS Secrets Manager , #2%Z8[E Firehose R FIM BT RN
A, LR BB SR,

£/ AWS Secrets Manager FHRAMBERMEHR , RBMENFRULENNE SN , F-ETRMNERE
BI1E,

- MRBEELZW AM BEEFREMEEN AWS IRFEH | WEMAFER AWS 2E
&8 (aws/secretsmanager) % , Firehose #&FH IAM B REEUR
Hsecretsmanager:GetSecretValue&Fdl,

// secret role policy

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "secretsmanager:GetSecretValue",
"Resource": "Secret ARN"
}
]
}

WME IAM BERMGFAER , 55280 15T 1l BERE | AWS Secrets Manager.

- MRBBHEACFREHERNIIKRES  EFRAEFZESR (CMK) NE , AAGEE
secretsmanager:GetSecretValue®l kms:DecryptifF @, CMK BHEHBEE A IAM AH
1T kms :Decrypt,

- MERBREREELEN AETEN AWS IRES | W HERATER AWS SESRMNE | AIEEHETIAE
B RASHEER AWS SELM|MMER | Secrets Manager 7 7t S EER 5 7L,
s MEMBREREFABNREHIEFEH CMK I1F | IAM BEREZE CMK #ZHMkms :DecryptiFF A

fsecretsmanager:GetSecretValueifd, MENERBEMNS —EIIRFPH CMK BiRtFE
ZAKIAM ACGEEXENGTT., MEFMBEF K F2EERFFE.
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g b obs

B EHEHRREE | WA . BALIERE AWS Secrets Manager , RIBEIEENHERE B SR BMH
=, mik—R , EUUERABERRAEHRE, EEPRBREARNREK, NEFMENR , B2
BIAWS Secrets Manager ( fEFAEIER) I AWS Secrets Manager #%,

i#1B Amazon Data Firehose FIZEEE IAM 6

Amazon Data Firehose 2 —XE£ 2 E R , AR RERRNEE N, BAILAFRE Firehose
EXTEBNERERNNER, ZEFHELEDR , BX4ALRME IAM 86 |, UEEET S iRE
Firehose i 1% F Firehose §F 7], Firehose €%tk IAM B Firehose B RAMENFIEF T,

Blan | REXIEEI Firehose BRASE R RZ{TZE Amazon S3 HIEH , Mk Firehose iR EERA
AWS Lambda hEEMVERRIREC %, EBERT , B4 ERE IAM &6 |, LU F Firehose FH S3 f#
FEFBE AN A Lambda RBIAVEFT , WM T FI7Ro

JSON

"Version":"2012-10-17",
"Statement": [{

"Sid": "lambdaProcessing",

"Effect": "Allow",

"Action": ["lambda:InvokeFunction", "lambda:GetFunctionConfiguration"],

"Resource": "arn:aws:lambda:us-east-1:123456789012:function:<lambda
function name>:<lambda function version>"

3, {

"Sid": "s3Permissions",

"Effect": "Allow",

"Action": ["s3:AbortMultipartUpload", "s3:GetBucketLocation",
"s3:GetObject", "s3:ListBucket", "s3:ListBucketMultipartUploads",
"s3:PutObject"],

"Resource": ["arn:aws:s3:::<bucket name>", "arn:aws:s3:::<bucket name>/

*]
H
}

Firehose A AZLZIZRHAEEAGN AR, BRI LLUBRETHIH P —@iRIE,
- BEEREN IAM AE
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- REZEBVH IAM BE

EEREW IAM &

BALAREAEN IAM AGHRETRIE, FAIEE  FREEEZEN IAM S E5REMENtFTE
HEESEBRMET, MEFMER , 582 B FH Amazon Data Firehose #2177 E,

REFEELTH IAM A6
§E , B A LAER Firehose TIEARREBEITNAR,

E Firehose RREET IAM B | ZACEBEH I ERIE Firehose BRERRFAIEHFUNE
R MEEBUER,

filn , MREKRRALEE DRENBIRRIRTLHE AWS Lambda , BIFZEEE SFUBRPELE T IR
o

{
"Sid": "lambdaProcessing",
"Effect": "Allow",
"Action": [

"lambda:InvokeFunction",
"lambda:GetFunctionConfiguration"

]I

"Resource": "arn:aws:lambda:us-east-1123456789012:function:
%FIREHOSE_POLICY_TEMPLATE_PLACEHOLDERS%"
}

(® Note

A 2B E MBERRARR, , SFIREHOSE_POLICY_TEMPLATE_PLACEHOLDER%E AT 1
TERFEMERNET,

FEAEEVYNRE Firehose BRTERBHEEEMEMEBCR , WHEES IAM At SEBKRAFF
Firehose #&1E IAM B, UTREEBENEH,

JSON

{
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"Version":"2012-10-17",
"Statement": [{
"Sid": "firehoseAssume",
"Effect": "Allow",
"Principal": {
"Sexvice": "firehose.amazonaws.com"

},

"Action": "sts:AssumeRole"

3

/A Important

- BEZBRYZE Firehose BRFEAMERNEZRAZE IAM A, 58 | IAM BAETES
BRABEREE IR,

- FERTIEAEEN IAM SEFEAFTERRFHNFAERERRAN , @IURIESH IAM
At , TKBRRANERIEZIFACHTITERR, EESACEREE Firehose B,
EERKEFRPZEIEEZEREN IAM AREIE,

- IRAEEEEZHE ARN HEEZERBEACHEM IAM A€, EEZIZEREN IAM B2
HAE | BESERERE ARN R EREACFEN IAM At EXERATEHHEHETEMN
B8E,

REBEEEIN IAM BENS B

BRI https://console.aws.amazon.com/firehose/ B Firehose £ &,

BIZR Y Firehose B,

BERRMB O, MFEFMER , F2RUERE  ®FEEEEY Firehose & fito
BEANMERE, NEFMESR , F2RREENERTE,

HEHEMERET , stHRBEFIN , BEEEYREH IAM AR,

o K~ w0 Dd =

@ Note
ERAREE. FREARAAC  FEIERRSE IAM ABEIE, Firehose TLATE
HIEBCHWABETENRE.

6. BIEFE Firehose &,
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REEEZERE IAM A6

E 18R Firehose BifiBF | Firehose M E EHMEEANFFUBER | U ERNFEE,

flan | BIE4REE Firehose SR £ A &I ARAH Lambda B &M A BUAEBRRIRL#H% AWS
LambdalhgERFexampleLambdaFunction , & E B BERPEE T HBERBRRR .

{

"Sid": "lambdaProcessing",

"Effect": "Allow",

"Action": [
"lambda:InvokeFunction",
"lambda:GetFunctionConfiguration"

1,

"Resource": "arn:aws:lambda:us-east-1:123456789012:function:examplelLambdaFunction:

$LATEST"
}
/A Important

IERAEEN IAM AEEHEBEHIT. RATRBREETRE ZIMERFFIBRIEERE,

REEEFEE IAM BENS B

1. BARUYR https://console.aws.amazon.com/firehose/ BY Firehose £ &,
#1E Firehose Bifii , RRBELEEHM Firehose BRAE M,
HEHEERS|BRBOARSREFNERTD , BERE.

B IAM B8R,

w0 D

(@ Note

RIFFE , TRE—F2HEH ARN AEREXRBEACER IAM A6, ELEZERAN
IAM B 2IRIEE , FHELEN ARN FRARBAGTEN IAM A€ BEXRATEHHE
ETEMEE,

5. BERTFEE,
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T 2 Amazon Data Firehose &3R4

EZEEEHED , F= R ABEEEE(E Amazon Data Firehose HEZ £ B AWS £, ELiHEIS
£ SOC, PCIl, FedRAMP, HIPAA &%,

MERESHRFTEHLERN AWS WRIBE  F2RAWS SRTEHEANNRE. ME—KREHA ,
25 AWS ERETEl.

3

O LR THEE=Z AR EmE AWS Artifact, MNEFMEF , F2EL AWS Bm FEHHS,

& Data Firehose AR ETEUVARNERNEZ M, BLANEHREE  URBANEENZE
., WREMEA Data Firehose &4 HIPAA, PCl 5 FedRAMP Z4E#  AWS =12 &R ED -

« ZEHESGHRREAFER - EENBEAARREEE , YRAEEFREUALZLESRAELN
BEERITN SR AWS,

« HPAA Z2HEREBARE - WAKERPLRAMMAER AWS REMFE HIPAA REHERAE
o

- AWS £ ER - WITEFMAERmESTREARENEENVE.

« AWS Config - AWS lEIRBESFHERERBRESATER., EXENFERNEE.

« AWS Security Hub CSPM — AWS IR Rt AL 2MREHEHF @R AWS |, TG ERERR
TERLEXRENREER.

Amazon Data Firehose FRYZE M

AWS £IKERRERUL AWS BEMATAREAERZEN, AWS ESRHSEERRERHMN RN
THES , EEEHMRIEE, SWEENSERENMRKERE, BRTRAES , SRR ENE
RAEXNERE  RENETARECEEBRERE K MASREPEH. TABRSNTAME. RiE6e
HH|RRES , HBRE-RSEERNPONERERREES,

mEAWS EFMAAERHANFMER , FSE AWS EIREWFE,

BRT AWS £ IREMEZME 2SN , Data Firehose BRI BEINGE , Ui B BENERBEENRL T
Ko

Amazon Data Firehose LAERREFER BT , WEBHTEEERERETMERE., THEETHAMM
Hib E B reiErafE, B4 EBE R , Amazon Data Firehose €% 1R Firehose BB KT E1E
KEMEHR,
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https://docs.aws.amazon.com/pdfs/whitepapers/latest/architecting-hipaa-security-and-compliance-on-aws/architecting-hipaa-security-and-compliance-on-aws.pdf
https://aws.amazon.com/compliance/resources/
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://aws.amazon.com/about-aws/global-infrastructure/

Amazon Data Firehose HBEABER

T 2 Amazon Data Firehose P EBE R LM

Amazon Data Firehose R Z BRI , T2 AWS £IKBKRLZLNRE, WE AWS T2 R UKL 01
AWS REEBRBNEN , B2EAWS BElxi s, EEFAERNREL S BEBEERERETEN AWS
RiE  F2B% e X AWS Well-Architected Framework Ry E i 25 He R &,

&R LAE R AWS B 4RY API LY | EBHEERFEX Firehose, EAERAAZE TIIESR !

- Transport Layer Security (TLS), HMFE TLS 1.2 WEZEFEH TLS 1.3,

- BfeEXEIAFAZR(PFS)WETEEM , Hlan DHE (Ephemeral Diffie-Hellman)s} ECDHE (Elliptic
Curve Ephemeral Diffie-Hellman), IJRARF (M0 Java 7 IEFIRA) KL EZEELER,

(® Note

$HEH HTTPS 53R , Amazon Data Firehose A HTTP 2N E , BEHEHH Wik X B
MRS TLS EF B ERE,

B AWS PrivateLink £/ Amazon Data Firehose

BT LAMERNE VPC %% (AWS PrivateLink) #& VPC ZHl Amazon Data Firehose , A& E 48B4
B NAT BB, NE VPC mETEERMRAKEE. NAT &E, VPN E#R Direct Connect
B, /THE VPC inBEA AWS PrivateLink 47 , i5I8 AWS # i Al & E Amazon VPC FEHE
BT \PsEMMERNE , £ AWS REZBETHREBERA. MBFMEF , F528 Amazon Virtual

Private Cloud,

£/ Firehose B/ VPC %% 2 (AWS PrivateLink)

EERAMER , BFEMNTE VPC in% , X E Amazon VPC &R Amazon Data Firehose R EF A
TRAEE VPC imd, BV ImEE , B LUSRBBUREZ S , SUIEH % Amazon Data Firehose #J
FH., WMEMSR BERZEFIE VPC % E %] Amazon Data Firehose W ZEVIEFAHE A |, B2 EH VPC
Uit b 1% 15 ¥ RIS BV 77 EN

TR EHIRE LA E VPC HERE AWS Lambda BRI E 7 VPC w2, LLAFFEREEE Amazon Data
Firehose fRI&Z £ B, TELEFIH | BEANBER A FF Lambda BRE Y H B 8T [E1F A Firehose
B , BT #EIRET Firehose &
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https://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/VPC_Introduction.html
https://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/VPC_Introduction.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-endpoints-access.html
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3 VPC im &

1. BAAWS EEF#EA BB https : //https://console.aws.amazon.com/vpc/ B9 Amazon
VPC E£# A&,

2. 7 VPC &3R4+ Endpoints (imE).
3. EEEVRH.
4, TERBEWEED | B2 com.amazonaws. your_region.kinesis-firehose,
5. EEEZHPEVIREMN VPC M—RZEFHE%,
6. EEERIGHBEHN —NZELLEFE.
7. R Policy (BR) , &% Custom (B3]) ¥R ELATEER :
{
"Statement": [
{
"Sid": "Allow-only-specific-PrivateAPIs",
"Principal": "*",
"Action": [
"firehose:ListDeliveryStreams"
1,
"Effect": "Allow",
"Resource": [
]
},
{
"Sid": "Allow-only-specific-PrivateAPIs",
"Principal": "*",
"Action": [
"firehose:DescribeDeliveryStream"
1,
"Effect": "Deny",
"Resource": [
]
}
]
}

8. EEEMinA,
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BV EH Lambda RBEEREAN IAM A

1. BIfE https://console.aws.amazon.com/iam/ BIRK IAM 2 &,
2. EEAEEERT , BEEAG  RAREERVYAG,

3. HEENNEERMNERT  REEFEE AWS R,
4

£ Choose the service that will use this role (ZEFE#SFEA L ACKNRKE) T , iEF Lambda
(Lambda).

i#1Z Next: Permissions (F—2% : ™).

6. HEHEBES 6 ESMFEAEA AWS LambdaVPCAccessExecutionRole #
AmazonDataFirehoseReadOnlyAccess KR EBUR,

o

/A Important
LT &6, SRR EHEERERAEBRBNEE,

7. BET-F . G8, EXRED , BETFFENEER, BET-F : #E.
8. MAABER K AREFRVASG,

£ VPC HZ3 Lambda &

-_—

£ https : //https://console.aws.amazon.com/lambda/ BARL AWS Lambda 2 &,

121 Create function (B HE),

BELHEAKRR.

WARBNERE K AREHTRKRERES Python 3.9 HES,

£ Permissions (3¥1) T , EB8 Choose or create an execution role (IBIESHEIHITAR),
£ Execution role (B{TA ) FBEH , i#IE Use an existing role (FABREAE),

£ Existingrole GREAR) FEF , BEELGULBINAR,

BEEVEH,

£ Function code (BHERERXIT) PR LU TERE,

© © N o a0 &~ W bd

import json

import boto3

import os

from botocore.exceptions import ClientError
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Amazon Data Firehose HBEABER

def lambda_handler(event, context):
REGION = os.environ['AWS_REGION']
client = boto3.client(
'firehose',
REGION

)
print("Calling list_delivery_streams with ListDeliveryStreams allowed
policy.")
delivery_stream_request = client.list_delivery_streams()
print("Successfully returned list_delivery_streams request %s." % (
delivery_stream_request
))
describe_access_denied = False
try:
print("Calling describe_delivery_stream with DescribeDeliveryStream
denied policy.")
delivery_stream_info =
client.describe_delivery_stream(DeliveryStreamName="'test-describe-denied')
except ClientError as e:
error_code = e.response['Error']['Code']
print ("Caught %s." % (error_code))
if error_code == 'AccessDeniedException':
describe_access_denied = True

if not describe_access_denied:
raise
else:
print("Access denied test succeeded.")

10. 7 Basic settings (BEAGRE) T , B BRHRER 1 7,

11. 7 Network (#838) T , BEL LR REIUFERN VPC , AREF FRERELEEI RS A EREE
EAEE =RV ) e S e 1S

12. BHEEEERHNDZEERE.

13. BERE.

14. MASHERE K RREBEFEI.

15. BIREE Test (AIFR), EREBEAHNT. EHTHERURR , BHA Details (FHIEF) XA
i HERBEABMLEE. KDERGEREET Firehose FRMBFE , URTH@E :

Calling describe_delivery_stream.
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AccessDeniedException

Access denied test succeeded.

XEH AWS BiF
THEEE X ENE VPC 1o

o EEIREP (H%H)
- EXEIRZ (HFEmILEP)
- EEFEIB (HNFIFEEEILEB)
- XEFEEE (REHM)
- BDXEHE (RE)
- DAXESE (EH)
« DK@ (FHNEK)
- mAHE (FF)
- TAEE (ER)
- DmAHE (RR)
- DXME (BB
- INEX (FE)
o MNEKRESER (<INF)
- HE (4tR)
- HE (EE)
- BUN CEH =)
- BUM (ZWH)
B (fRF)
» Europe (Paris)
- ST (FH)
- EENM ERE)
« AWS GovCloud ( EEBIXRE )
« AWS GovCloud ( <EIFER )
BM (FHEST)
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Amazon Data Firehose BB A BiER
« R (MAABEKXLE)

« DIARHBIE (FEHNE)

- BXME (KER)

« el (hiER)

- BAXME (FRAE)

E1E Amazon Data Firehose W&Z £ REEK

Amazon Data Firehose 1IRI#{FF 2 Z £ IhEE , HIEEHBNEEFECHNZE2HREEZR, UTHREEK
B—RER Y FARERZTENZEHRAR, EEBEEXVAETEASEEZRELNREER , Bt
ESHRAERAERHY L MAEEERETR.

B RHEREFE

B | BRI LUREEEHELE Amazon Data Firehose ERHIFFAl, BEFEHHELERRA R
SFEITHEE , it , ZREREFTEEMENGTT. BREHEB[IEZZBFIENLTERABRNE
2ms , BEEREERTFREMEEEN —IR,

FH IAM A&

YEENAPREARIXSEAEEERNEAER ST 8EFE Firehose 8B , MAH Firehose B4 E
BEEEMMNBEAERFEEINBE NI, BES AWS BABRERERIEAFHEEARZERZ® Amazon
S fEEFETEY, ELERTEEDHMMNRIEE K NREBEINXAR , e HEKERBRENTE,

Rz , BEZER IAM AEREBRREREAEN K BLENEEENAFPIREREZENXFE Firehose &
e FAAGE  SIAXERARPEAER BINERAERBNZEREFILE) REMEMBER,

WMEFHMER , F2H0H (AM ERAEER) PHUATERE

- IAM B8
- ERNACER  EHE. EAERKXNER

AR E IR o B A ] AR 25 v b0 2

FREE R A& T Y E R 1] LAE Amazon Data Firehose R iN%R, MEFHMAER |, 5528 Amazon Data
Firehose R & BlRE,
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£/ CloudTrail E512 API FEOY

Amazon Data Firehose © 82 RIEE 4 AWS CloudTrail , R IE{ Amazon Data Firehose AWS H
FRE. AeRIRMEFTEREREVERY EE 8%,

& A LAE A CloudTrail FRUREERIE A , HET[E Amazon Data Firehose 12 HRIFER. IBHFERM IP
., REFERHWAS, BREBERNWEE  UREMEFAENA,

WEFFMEEA , 582 Bthe section called “Log Firehose AP| FEAY”,

£ CloudTrail Esi% API REOY 215
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BE3% Amazon Data Firehose

BRI LAME A T 5IThBEEE 32 Amazon Data Firehose

FE

« £/ CloudWatch B REBEREER

 fH CloudWatch $5#Z2E5#2 Amazon Data Firehose

+ 12H{ Amazon Data Firehose #J CloudWatch 154

» £/ CloudWatch Logs B3 Amazon Data Firehose

+ 1£H Amazon Data Firehose # CloudWatch H##

« B2 Kinesis K ERENE/EARAE

« £ 8 Amazon Data Firehose APl 04 AWS CloudTrail

R

£/ CloudWatch B REEREER
ETIEERBEERS (&5 1528 ) B, ¥ & CloudWatch BR.

* DeliveryToS3.DataFreshness

* DeliveryTolceberg.DataFreshness

* DeliveryToSplunk.DataFreshness

* DeliveryToAmazonOpenSearchService.DataFreshness

* DeliveryToAmazonOpenSearchServerless.DataFreshness

* DeliveryToHttpEndpoint.DataFreshness

A, RIBUTEEREREXRIE R,

« IncomingBytes (Sum per 5 Minutes) / 300 ##if BytesPerSecondLimit BB % Lt

teo

« IncomingPutRequests (Sum per 5 Minutes) / 300 #if
PutRequestsPerSecondLimit B % Lk,

EMAEZAEBRVERNS —{EEER ThrottledRecords,

AN

« IncomingRecords (Sum per 5 Minutes) / 300 ##if RecordsPerSecondLimit B %

f# A CloudWatch B RnEBEREEHR
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WMEBAEREA ALARM AREERFHY M PEHEBRFEAIE RN , BRI HMED EiEEa,

\}t

£ CloudWatch 18#ZE£3#2 Amazon Data Firehose

/A Important
ARSI RRE B N AIFRE CloudWatch IR ELRUAE R | LUER BB R,

Amazon Data Firehose B2 Amazon CloudWatch 1§12E 4 , HIt&ELAUKE, B F 247 Firehose &
TREY CloudWatch 1542, i , AT LAEE$E IncomingBytesHl IncomingRecordsigiZ , LUBHEMRE
BER 4 EEREEZE Amazon Data Firehose FI& $l,

Amazon Data Firehose 87 $ENE M 24 CloudWatch IEE, BER , BB AERNRBEBR L LY
i R EE—oEREET TS HlESERELER, ERRA CloudWatch I5EEE L — 2 ENE

FE#% Amazon Data Firehose E#,

$t¥ Firehose BHRWENIEERREN ., WFE Kinesis KERNIEENFAET , F528 B2 Kinesis
RIBENEEAMEE,

FE

- BRESEIM CloudWatch 1B

- ERRH CloudWatch 1B

- BEREEUEE

« API Bk CloudWatch 354

« BEREIR CloudWatch 152

+ CloudWatch Logs f& B #EIEE

& E CloudWatch 1E1&

» A fR2FI% N (SSE) CloudWatch $51&
+ Amazon Data Firehose H#E

« Amazon Data Firehose A2 E1&E

BRE 9 HHY CloudWatch 1BE

MEBEMAEESZ , AWS/Firehose B ZEREEEE THIEE,

f A CloudWatch B EZES R EAE 217
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FMBABER

BE

ActivePartitionsLimit

PartitionCount

PartitionCountExceeded

JQProcessing.Duration

PerPartitionThroughput

DeliveryToS3.0bjectCount

Description

Firehose & RAEMERHEX EHRFE TR ZAERENE
AfoElEHE LR,

HETEFR - Minimum, Maximum, Average, Sum, Sam
ples

B { : Count

EFERENDEERE , HAHER RPN D EIREE
. EfBFTHE 1 Mo EEHE LRH 500 (FARE) <
21,

#ETEA - Minimum, Maximum, Average. Sum. Sam
ples

B {7 : Count

ESERTERTERESEIBE LR, ERBERETERR
HEH 1 50,

&= JQ Lambda BB H#T JQ EF X ATEEREFE

B,
By 2%

EHESEsIEEERENEEE, IERTURERER
BESEENEEE,

B (¥ : StandardUnit.BytesSecond
RTRERVE S3 RETRHNMEEHE.

HETEA - Minimum, Maximum, Average, Sum, Sam
ples

BE{¥ : Count

EjEE S ZIAY CloudWatch 512
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FMBABER

BRI FH CloudWatch 181E

AWS/Firehose B ZEEBIE Ty REBHRIEE, MREREEER

BackupToS3.Success., DeliveryToS3.Success, DeliveryToSplunk.Success, DeliveryToAma

% DeliveryToRedshift.Success W¥EIHE/PMETRE , ¥ FRRERIE KR, Amazon Data
Firehose B ERRX TR , HREBR IR NFEREN B Vb iEH S3 REFRBZH , TEEE.

N

x*

il

4% OpenSearch Service

Xt

{3 % OpenSearch Serverless
{4Z Amazon Redshift

{+Z Amazon S3

142 Snowflake

4= Splunk

o RAFE HTTP imEh

Xt

ot

b

Xt

ot

321+ ZE OpenSearch Service

BR

DeliveryToAmazonOp
enSearchService.Bytes

DeliveryToAmazonOp
enSearchService.Da
taFreshness

Description

EREEHERA , HIERKRS|ZE OpenSearch Service B JT
HEEB,

HETEFA - Minimum, Maximum, Average, Sum, Sam
ples

Efv : fuytid

Amazon Data Firehose F R ERCHMNFEH ( EA
Amazon Data Firehose ZIR7E ) . EMLLFEHEEX
K52 8% E8 2 X+ = OpenSearch Services

##ETEF - Minimum, Maximum, Average, Sum, Sam
ples

By :®

BRI X {JH CloudWatch 512
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FMBABER

BE

DeliveryToAmazonOp
enSearchService.Records

DeliveryToAmazonOp
enSearchService.Success

DeliveryToS3.Bytes

DeliveryToS3.DataF
reshness

DeliveryToS3.Records

Description

EEEHBEA , HEFES|E OpenSearch Service K50 #%
HH.

HETEFR - Minimum, Maximum, Average, Sum, Sam
ples

B {7 : Count

PR D iR 52 5| B AT SR AR o

EEEHEAN , RNE Amazon S3 WU TEEE, RE
BB AEMRAE BB E®DE , Amazon Data Firehose &
BH I IEE,

HETEA - Minimum, Maximum, Average, Sum, Sam
ples

BE{¥ : Count

Amazon Data Firehose F R ELHKNFHEE ( REA
Amazon Data Firehose F|IR7E ) . EALELLFEHEEX
MEFHERNE S3 fiFir8. AEELAMEXHRK
F{#&#% 8 , Amazon Data Firehose = &8 H th 542,

By :®

EEEHEA , 3{FZE Amazon S3 WEE#HEEHE., REE
BRMAEXHRAES R , Amazon Data Firehose = & 2
H I IEE,

HEETEA - Minimum, Maximum, Average, Sum, Sam
ples

BE{¥ : Count

BRI X {JH CloudWatch 512
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FMBABER

BE

DeliveryToS3.Success

DeliveryToAmazonOp
enSearchService.Au
thFailure

DeliveryToAmazonOp
enSearchService.De
liveryRejected

—e

R {+ZE OpenSearch Serverless

B

DeliveryToAmazonOp
enSearchServerless.Bytes

DeliveryToAmazonOp
enSearchServerless
.DataFreshness

DeliveryToAmazonOp
enSearchServerless
.Records

Description

B Ih#Y Amazon S3 put in SR, FR{E & ¥ K BEY U
HATE SXERUA ) , Amazon Data Firehose — 2 # & 3%
H b igE,

BomRANREER. BE OS/ES BEEHENAGEFT,
0 RRRABE, 1 RFBERK,

RAHERB IR, BT OS/ES BEBEMARBI T,
0 RTNRBEE, 1 RAIXFKHK

Description

EREHER , IRKRSIZE OpenSearch Serviceless B
TTHEEE,

HETEA - Minimum, Maximum, Average, Sum, Sam
ples

By : v

Amazon Data Firehose F R EGLHNFEH ( EEA
Amazon Data Firehose F|3RE ) . FALELFEHREEX
K ECEEE E R ZE OpenSearch Serviceless,

B ®

EREEHER , MAEEKSIZE OpenSearch Serviceless BT
®EE,

HETEA - Minimum, Maximum, Average, Sum, Sam
ples

BRI X {JH CloudWatch 512
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FMBABER

BE

DeliveryToAmazonOp
enSearchServerless
.Success

DeliveryToS3.Bytes

DeliveryToS3.DataF
reshness

DeliveryToS3.Records

DeliveryToS3.Success

DeliveryToAmazonOp
enSearchServerless
.AuthFailure

Description

B {7 : Count

PR D iR 52 5| B AT SR AR o

EIEEHEA , 3{FZE Amazon S3 WU TEEE., RE
EEBMEXSBAE# R , Amazon Data Firehose &
b IEAE,

HETEF - Minimum, Maximum, Average, Sum, Sam
ples

B {7 : Count

Amazon Data Firehose F R ERCSHNFEHE ( {EHEA
Amazon Data Firehose F|IR7E ) . FALELLFEHEEX
MEEHEERNE S3 fFirE. REELAMB X
A& , Amazon Data Firehose = &% H It 54,

B

EEEHEAN , XNZE Amazon S3 WIZ#EHE., REE
BEMAB X AEHE , Amazon Data Firehose &%
HIbiEE,

B {7 : Count

R Ih#Y Amazon S3 put in A, FER{E & ¥ KB U
AT E SRR , Amazon Data Firehose — 2 & & 2
H I IEE,

SO BREBENREER. BT OSES BEEBRNMARB .
O E/j__\)‘lx:ﬁﬁﬂi%go 1 %ﬁﬁi%ﬁ%%ﬁ&o

BRI X {JH CloudWatch 512
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FMBABER

BE

DeliveryToAmazonOp
enSearchServerless
.DeliveryRejected

—

X1+ ZE Amazon Redshift

B

DeliveryToRedshift.Bytes

DeliveryToRedshift
.Records

DeliveryToRedshift
.Success

DeliveryToS3.Bytes

DeliveryToS3.DataF
reshness

Description
RFIEBIER. BFE OS/ES BEBERNMA R,
0 RTKIEBE. 1 RRXNKH

Description
EEEHERN , BRE Amazon Redshift Wz TTAHEE .

HETEA - Minimum, Maximum, Average, Sum, Sam
ples

B8 {¥ : Count
EEEHERN , BRE Amazon Redshift WECE#EEE .

HETE : Minimum, Maximum, Average, Sum, Sam
ples

B {¥ : Count

B IhHY Amazon Redshift COPY &S #&F,

EIEEHEA , 321+ ZE Amazon S3 WL TEEE .

HETEFR - Minimum, Maximum, Average, Sum, Sam
ples

By : fuxi

Amazon Data Firehose FREGHKNFTEH ( REA
Amazon Data Firehose FIIR7E ) . FTHEBLFZHAAE
RS EIXE S3 REITE,

Bfy:®

BRI X {JH CloudWatch 512
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EE Description
DeliveryToS3.Records EIEEHEA , R1FE Amazon S3 WEEH&E B,

#ETEFH - Minimum, Maximum, Average., Sum. Sam
ples

B { : Count

DeliveryToS3.Success I Amazon S3 put SR,
DeliveryToRedshift Amazon Data Firehose PR B HNEFEH ( EEA
.DataFreshness Amazon Data Firehose Z3RE ) . FEiBItFE AR

& H & EiX B Amazon Redshift £,

BackupToS3.Bytes EIEEHEA , RFE Amazon S3 #iE R M THEE
- BF{EHZE Amazon S3 B , Amazon Data Firehose &
b IEAE,

fHRETEF : Minimum, Maximum, Average, Sum, Sam
ples

B {7 : Count

BackupToS3.DataFreshness Amazon Data Firehose F R EGHNFEH ( EEA
Amazon Data Firehose F|IR7E ) . FALELLFEHREEX
I E S RXNZE Amazon S3 fEfFErEEHEM. RAHE
3 Z Amazon S3 B , Amazon Data Firehose &% H th 35
=,

HETEF - Minimum, Maximum, Average, Samples

Bfy:®

BRI X {JH CloudWatch 512 224
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EE Description

BackupToS3.Records EBEHEA , R1FZE Amazon S3 1B HICEEE
BUA %12 = Amazon S3 B | Amazon Data Firehose &%
R,

HETEFR - Minimum, Maximum, Average, Sum, Sam
ples

B {7 : Count

BackupToS3.Success A BRI Amazon S3 put e S M. RARBE
Amazon S3 B , Amazon Data Firehose % H It 1518,

T{F+E Amazon S3

E Amazon S3 = Firehose SBRMWEEE Wibhs | TRPWISZEERZFHHE,

EE Description
DeliveryToS3.Bytes EIREMEA , RZE Amazon S3 WL THEEE., A

ERERE  HERERRESNRALEENVITHER

o

fRETEF : Minimum, Maximum, Average, Sum, Sam
ples

By : fuxi

DeliveryToS3.DataF Amazon Data Firehose FE&x BN FEH ( fEEA
reshness Amazon Data Firehose E|3RE ) . EMLELEEFEZEHEEAR
HE A B R ZE S3 REFETRE.

fRETE - Minimum, Maximum, Average, Samples
B #®

DeliveryToS3.Records EIEEHEA , NZE Amazon S3 WEZHE B

BRI X {JH CloudWatch 512 225
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FMBABER

BE

DeliveryToS3.Success

BackupToS3.Bytes

BackupToS3.DataFreshness

BackupToS3.Records

BackupToS3.Success

Description

HETEF - Minimum, Maximum, Average, Sum, Sam
ples

B {y : Count

M IhH Amazon S3 put &S,

EEEHEAN , XNZE Amazon S3 BRI A
B, BUAE®DE , Amazon Data Firehose €3 H It I51E
RETEHBAEREBRE ),

RETEF - Minimum, Maximum, Average, Sum, Sam
ples

BE{¥ : Count

Amazon Data Firehose H R ERCHNFEE ( {EEA
Amazon Data Firehose FIIR7E ) . FALLLLFEHEEX
I E S RN ZE Amazon S3 fEfFErEHEM. BAE
{385 , Amazon Data Firehose 2% HILiEE ( RE%EH
B &R ) .

fRETEA - Minimum, Maximum, Average, Samples
B #®

EEEHEAN , XNZE Amazon S3 B HIGCHEEE.
B {## B , Amazon Data Firehose €3 HIItiEE (R
BEEHUBAERERE),

HETEF - Minimum, Maximum, Average, Sum, Sam
ples

B {7 : Count

AR EM R I Amazon S3 put as S @M., RAAE S
¥ , Amazon Data Firehose EE#HILIEER ( REEHE
RAERERE ),

BRI X {JH CloudWatch 512
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FMBABER

Z{+Z Snowflake

B

DeliveryToSnowflake.Bytes

DeliveryToSnowflak
e.DataFreshness

DeliveryToSnowflak

e.DataCommitLatency

DeliveryToSnowflak
e.Records

DeliveryToSnowflak
e.Success

Description
EEEHBARIZE Snowflake FI T E

HETEA - Minimum, Maximum, Average, Sum, Sam
ples

By : {uxi

Firehose P& ERL &M FE ( £EA Firehose £
7). HRBLFENCHED R TE Snowflake,
#=EE , 7 Firehose I AL TIR , ATREZELED
BRI ERERZE Snowflake, MESERERE
Snowflake FRFEHYEFRE , 552 DeliveryToSnowflak
e.DataCommitLatency  B#&,

fRETE - Minimum, Maximum, Average, Samples
B #®

Firehose B Ihi@ AGC&k%E , ERBER E Snowflake FTERY
BFE

fHETEFR - Minimum, Maximum, Average, Samples
B ®
EEEHBAR AT ZE Snowflake HIFESEEE .

HETEF - Minimum, Maximum, Average, Sum, Sam
ples

B {7 : Count

¥f Snowflake X Zhil A FFIUEYHEH

BRI X {JH CloudWatch 512
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FMBABER

BE

DeliveryToS3.Bytes

DeliveryToS3.Records

DeliveryToS3.Success

BackupToS3.DataFreshness

BackupToS3.Records

Description

EIETEHBEAN , 3XNE Amazon S3W{LTHEHEE., RAE
E3Z{FZE Snowflake .81 , B Firehose E R &k By & R
0 E S3 B , FTREMFE AL IBAE,

#ETEFH - Minimum, Maximum, Average., Sum. Sam
ples

By : fuxi

EEEHEAN , XNZE Amazon S3 WIZ#EHE., REHE
K {+E Snowflake kB , B Firehose E &A% < B & B
7 F S3 B, FTREMFE AL IBE,

#ETEF - Minimum, Maximum, Average., Sum. Sam
ples

B (¥ : Count

FIhHY Amazon S3 put in M. REERFE
Snowflake %8 , H Firehose ERig kBN ERER =
S3 B, FREFEAILIEAE,

Firehose F R BRI EE (% BIRE ) . FMAEE
HIF B8 =181 2 Amazon S3 REFEFE, ¥
Firehose B EAHBHOFIEERE | BN A ILIEE,

HETEFA - Minimum, Maximum, Average, Samples
B #®

EEEHBEA , XAZE Amazon S3 HIEHHIEEHKEE .
E Firehose SRR ERROPABERE , BRI EMALLE
o

HETEA - Minimum, Maximum, Average, Sum, Sam
ples

By : 58

BRI X {JH CloudWatch 512
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Amazon Data Firehose

FMBABER

BE

BackupToS3.Bytes

BackupToS3.Success

R+ E Splunk

BE

DeliveryToSplunk.Bytes

DeliveryToSplunk.D
ataAckLatency

DeliveryToSplunk.D
ataFreshness

Description

EEEHBA , XfFZE Amazon S3 HEH N THEEE
o E Firehose BMRERRGAARERE , BRI EALLE
o

HETEFR - Minimum, Maximum, Average, Sum, Sam
ples

By : 5T

ARAED R 2 Amazon S3 put a8 54, Firehose &
REABHFIEERE | Firehose €3 HILI5E,

Description
EEEHBER , fFE Splunk WZTTHEEE.

fRETEF : Minimum, Maximum, Average, Sum, Sam
ples

By : fuxil

Amazon Data Firehose A E R #%& , # Splunk KRR

FIENANSERE, EEEEN LABRNTREBSEL

BENBREEER. LABPAEERT Splunk E5|FHER
SIMEFRERIE,

fRETEA - Minimum, Maximum, Average, Samples
B #®

Amazon Data Firehose PR EGCLHKNWFEHE ( EA
Amazon Data Firehose F|3RE ) . FALLEFZHEEXR
I FC#kER 2 R {42 Splunks

fRETEF - Minimum, Maximum, Average, Samples

BRI X {JH CloudWatch 512
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Amazon Data Firehose

FMBABER

BE

DeliveryToSplunk.Records

DeliveryToSplunk.Success

DeliveryToS3.Success

BackupToS3.Bytes

BackupToS3.DataFreshness

Description
By . ®
EEEHBR , XFZE Splunk WEZHHE.

#ETEA - Minimum, Maximum, Average. Sum. Sam
ples

B {V : Count
[o@sik TEEAE L OERE - b IR

B Ih#Y Amazon S3 put as M., BXA{EE Amazon
S3 B , BRI ILIEE,

EEEHEA , XNZE Amazon S3 i TTHEEE
o & Firehose B E Afmts T A X B , Amazon Data
Firehose &3 H b 151,

HETEF - Minimum, Maximum, Average, Sum, Sam
ples

B {7 : Count

Amazon Data Firehose F R ERCHNFEE ( {EHEA
Amazon Data Firehose F|3R7E ) . E{ALELLFEHIRE
EAMHEE R FE Amazon S3 RIZETEHER.

E Firehose FBRERE A fE 1 FiE X4 , Amazon Data
Firehose & i It 58,

#ETEFA - Minimum, Maximum, Average, Samples

BRI X {JH CloudWatch 512
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Amazon Data Firehose

FMBABER

BE

BackupToS3.Records

BackupToS3.Success

TATE HTTP i &

BE

DeliveryToHttpEndp
oint.Bytes

DeliveryToHttpEndp
oint.Records

DeliveryToHttpEndp
oint.DataFreshness

Description

EEEHEA , 3{FZE Amazon S3 HEMHEHEEE .
E Firehose B E Afm s T A X4 B , Amazon Data
Firehose & H b 154,

HETEFR - Minimum, Maximum, Average, Sum, Sam
ples

B {7 : Count

AR H I Amazon S3 put as S, & Firehose
BRI EBEDATESXHE , Amazon Data Firehose &%
b iEE,

Description
B E HTTP indA L TEB B

fRETEF : Minimum, Maximum, Average, Sum, Sam
ples

By : fuxil

BURAAE HTTP in M HCER B E . WEERSHE KL
RNERBE  YAERXNEARREFISHRL,

fRETE - Minimum, Maximum, Average, Sum, Sam
ples

B 5TE
Amazon Data Firehose F & E &N FEH,
fRETEF - Minimum, Maximum, Average, Samples

Bfy:®

BRI X {JH CloudWatch 512
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Amazon Data Firehose HBEABER

EE Description
DeliveryToHttpEndp BARFERRIIRNAE HTTP InHHEHEE, B T
oint.Success EDeliveryToHttpEndpoint.Records , ILiEE

EESARNERREL, RIK , BERINERTH
LR BE. EXNERTHAMALHEAME  ER 0, £
A /MR ERRERER TR

fRETEF : Minimum, Maximum, Average, Sum, Sam
ples

B {¥ : Count

DeliveryToHttpEndp ERRENMVTHERE K SFEH.
oint.ProcessedBytes

DeliveryToHttpEndp BIEEAEANEARLHZRE,

oint.ProcessedRecords

BERREREE
=B
« %8 Kinesis Data Streams #EEUE ¥

« 3%iB Direct PUT #EEVE £
MSK #EEE ¥

o 1

%18 Kinesis Data Streams #EUE ¥

EE Description

DataReadFromKinesi EERRIRA Kinesis ERERE |, WIEFREHRZER

sStream.Bytes BEREBENNAUTHEHHBE, LYETEHRBEBENEN
EEL,

fRETE - Minimum, Maximum, Average, Sum, Sam
ples

ERFEEUEE 232



Amazon Data Firehose

FMBABER

BE

DataReadFromKinesi
sStream.Records

ThrottledDescribeStream

ThrottledGetRecords

ThrottledGetShardIterator

Description
B : fzxia

EERREA Kinesis ERIBRF , WWiIEHEE HEXER
FRBENNLHEBE, LBEIESARNFHEBENENH
B,

#ETEF - Minimum, Maximum, Average. Sum. Sam
ples

B {7 : Count

EERRIRA Kinesis BRI BRI |, #A8 DescribeS
tream RVERVEEIRE,

HETEA - Minimum, Maximum, Average, Sum, Sam
ples

BE{¥ : Count

EERRIFEA Kinesis ER B , 598 GetRecords
BRENBEXE,

#ETEF - Minimum, Maximum, Average., Sum. Sam
ples

B {7 : Count

EERRIES Kinesis EXR B , 58 GetShardI
terator IR/EMIEIXEL

HETEA - Minimum, Maximum, Average, Sum, Sam
ples

BE{y : Count

ERERER
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Amazon Data Firehose

FMBABER

BE

KinesisMillisBehindLatest

3%E1B Direct PUT REERE ¥

BE

BackupToS3.Bytes

BackupToS3.DataFreshness

BackupToS3.Records

Description

EERRRA Kinesis ERBRF , ERERERT LIRE
HUECS& % & Kinesis ER B RAPRAMCHENEY R

#ETEF - Minimum, Maximum, Average, Samples

B BER

Description

EIETHBA , ZE Amazon S3 HEH M TEBE
» & Amazon S3 = Amazon Redshift B #9th B B & ¥l &
#aBF | Amazon Data Firehose &3¢ H b5,

fRETEF - Minimum, Maximum, Average, Sum, Sam
ples

By : uxi

Amazon Data Firehose PR ERCHNFEHE ( {EHEA
Amazon Data Firehose F|3RTE ) . FALLLFEBEE
AMHEE R ZE Amazon S3 REEETRERFR. &
Amazon S3 8 Amazon Redshift B i ith B & ¥l i
B , Amazon Data Firehose &2 H L 1§#E,

fRETE - Minimum, Maximum, Average, Samples
BB

EIETHBEA , ZE Amazon S3 B HEEE,
& Amazon S3 3 Amazon Redshift B #9 ith B & Bl i
B | Amazon Data Firehose &3 H thI54&,

fRETEF : Minimum, Maximum, Average, Sum, Sam
ples

ERERER
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Amazon Data Firehose

FMBABER

BE

BackupToS3.Success

BytesPerSecondLimit

DeliveryToAmazonOp
enSearchService.Bytes

DeliveryToAmazonOp
enSearchService.Da
taFreshness

DeliveryToAmazonOp
enSearchService.Records

DeliveryToAmazonOp
enSearchService.Success

Description

B {7 : Count

ARAEPH 2 Amazon S3 put 84, & Amazon
S3 =% Amazon Redshift B 8y B A & Rl E#i8E | Amazon
Data Firehose &3 H b 54E,

Firehose BB RERAE < 51 °] ARERAY B I EMv TR
LR, BEFREMULRE , FRE AWS EHOIE
BERURS A ARBERBEBEREH.

EEEHEA , HHEES|ZE OpenSearch Service I TT
HEE,

HETEA - Minimum, Maximum, Average, Sum, Sam
ples

E{v : fuytid

Amazon Data Firehose F R ER#HMFEH ( REA
Amazon Data Firehose F|IR7E ) . EALLLLFEHEEX
K52 8% E8 2 X+ = OpenSearch Services

HETEA - Minimum, Maximum, Average, Samples
B .8

EEEHERA , I KRS E OpenSearch Service #YEC 8%
BH,

HETEA - Minimum, Maximum, Average, Sum, Sam
ples

BE{¥ : Count

I im SR E|ACERAAA

ERERER
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Amazon Data Firehose

FMBABER

BE

DeliveryToRedshift.Bytes

DeliveryToRedshift
.Records

DeliveryToRedshift
.Success

DeliveryToS3.Bytes

DeliveryToS3.DataF
reshness

DeliveryToS3.Records

Description
EIEEHEA , 8 ZE Amazon Redshift B TTHEE .

#ETEFH - Minimum, Maximum, Average., Sum. Sam
ples

By : Ui
EEEHEA , BRZE Amazon Redshift WECE#EH ,

#ETEF - Minimum, Maximum, Average., Sum. Sam
ples

B (¥ : Count

B IhE Amazon Redshift COPY #3451,

EIETHBA , 33E Amazon S3 WL THEE

HETEA - Minimum, Maximum, Average, Sum, Sam
ples

By : {uxil

Amazon Data Firehose F R EGLHNFTEH ( EEA
Amazon Data Firehose F|3RE ) . FALELFEHEEX
MRS E R E S3 fEFETHE.

HETEA - Minimum, Maximum, Average, Samples
By . ®
EEEHEA , R1FE Amazon S3 W HEH B .

HETEA - Minimum, Maximum, Average, Sum, Sam
ples

B {¥ : Count

ERERER
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Amazon Data Firehose HEASER

EE Description
DeliveryToS3.Success I Amazon S3 put SR,
DeliveryToSplunk.Bytes EIREHEA , RIZE Splunk WALTHEEE .

fRETEF : Minimum, Maximum, Average, Sum, Sam
ples

By : fuxi

DeliveryToSplunk.D Amazon Data Firehose i & #11% , {& Splunk #Z U HER
ataAckLatency FIEMANFERRE. EEEEN LABZS TREBZL

BENVEERR, EABPTRERT Splunk R5IZFHIR
5| MTEEREERIE.

fRETE - Minimum, Maximum, Average, Samples

B ®

DeliveryToSplunk.D Amazon Data Firehose PR EGLHNFEE ( EEA
ataFreshness Amazon Data Firehose B3R 7E ) . FALLtEFEHEEXR

R FC#kER 2 R 42 Splunk,
fRETER - Minimum, Maximum, Average, Samples
BB

DeliveryToSplunk.Records EIEEHEA , RITZE Splunk WEEEEE

fHETEF - Minimum, Maximum, Average, Sum, Sam
ples

B {7 : Count

DeliveryToSplunk.Success BRIk e A OERE 3 Y IS

ERERER 237



Amazon Data Firehose

FMBABER

BE

IncomingBytes

IncomingPutRequests

IncomingRecords

RecordsPerSecondLimit

Description

HEIEEHB AR IIHEEE Firehose BN THE, BF
FHEEGE B E A —1{@ Firehose BiiRHIEF , ERFHEN AL
SZIFE. REVERETEETEE IncomingBytes
W

HEETEA - Minimum, Maximum, Average, Sum, Sam
ples

By : uxi

IEERRBEBRANKIIHN PutRecord 1 PutRecordBatch 553K
2H,

RETE : Minimum, Maximum, Average, Sum, Sam
ples

B {¥ : Count

EETEHBARINMEEZE Firehose BRIV HEE., E
B RBEEGEIBE AR —1{E Firehose BREHIR , EREEE
AT EREH., RRHER/ETEFTERE IncomingR
ecords W,

HETEFR - Minimum, Maximum, Average, Sum, Sam
ples

B {7 : Count

Firehose &£ #8125 A LARRERAY B s SRS B L
PR o

#ETEF - Minimum, Maximum, Average. Sum. Sam
ples

B {7 : Count

ERERER
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Amazon Data Firehose HEASER

EE Description
ThrottledRecords A ERHEEGE B E A+ — {8 Firehose BiRBRHIM AR
#SEA,

#ETEFH - Minimum, Maximum, Average., Sum. Sam
ples

B { : Count

&£ MSK fREVE #

EE Description

DataReadFromSource #HRR Kafka BBV GEHHE .

.Records o
fRETEF - Minimum, Maximum, Average, Sum, Sam
ples
B {y : Count

DataReadFromSource.Bytes eI Kafka EEFIRVZLTHESE -
fRETEF - Minimum, Maximum, Average, Sum, Sam
ples
B{ : {utiA

SourceThrottled.Delay R Kafka #E R Katka = EE G50 EH B,
fRETE - Minimum, Maximum, Average, Samples
B ER

BytesPerSecondLimit Firehose #$#t KR Kafka BN EE 2 EI EFENLY B 5l

KBRS,

HETEFR - Minimum, Maximum, Average, Sum, Sam
ples

ERERER 239



Amazon Data Firehose HEASER

EE Description

By : fri/m

KafkaOffsetLag Firehose f£RJR Kafka FEPTBENGE &M R KRB EEHER
R Kafka TETHARHENSEAREECHNER,

#ETEF - Minimum, Maximum, Average., Sum. Sam
ples

B {Y : Count
FailedValidation.Records FOERERTE KMV SR BB .

HETEFA - Minimum, Maximum, Average, Sum, Sam
ples

B8 {7 : Count
FailedValidation.Bytes FOERERAE KAV TAEEE .

#HETEA - Minimum, Maximum, Average, Sum, Sam
ples

Efv : fustid

DataReadFromSource RRHRBBSEDEER BytesPerSecondLimit 2 IE &
.Backpressured RITREEEHREF L |, Firehose BRIEER KR D EE
EENGT 8%

BBV : Ak

API B #% CloudWatch 1§4&

AWS/Firehose R ZE3E T 5 API BikIisE,

BE Description
DescribeDeliverySt 18 DescribeDeliveryStream IR{EFFEMIEFR |
ream.Latency ERYEENTBETIE,

API E#k CloudWatch ¥54& 240



Amazon Data Firehose HEASER

EE Description
HETEF - Minimum, Maximum, Average, Samples
B ED

DescribeDeliverySt DescribeDeliveryStream FERIVEE,

ream.Requests o
fRETE : Minimum, Maximum, Average, Sum, Sam

ples

BE{V : Count

ListDeliveryStream {8 ListDeliveryStream RIEFMEMNRE A ER2Y
s.Latency EENHBEETIE,

HETEA - Minimum, Maximum, Average, Samples
B ER

ListDeliveryStream ListFirehose FERIVAEE,

s.Requests L
#ETEF - Minimum, Maximum, Average., Sum. Sam
ples

B {7 : Count

PutRecord.Bytes EIEEHEAA MA Firehose & PutRecord K
i kS

RETEF - Minimum, Maximum, Average, Sum, Sam
ples

By : {uxi

PutRecord.Latency 18 PutRecord BREFMENEE , ERYIEENHIRE

TRIE,
HETEA - Minimum, Maximum, Average, Samples

¥

<
it

API E#k CloudWatch ¥54& 241



Amazon Data Firehose HEASER

EE Description
PutRecord.Requests PutRecord FERMEH , ©EMNRKRE PutRecord #
ERRB S,

HETEA - Minimum, Maximum, Average, Sum, Sam
ples

B {¥ : Count

PutRecordBatch.Bytes EIBEHEAFERA A Firehose &jfiPutRecord
Batch HIfLT#EE,

HETEFR - Minimum, Maximum, Average, Sum, Sam
ples

Efy : Ui

PutRecordBatch.Latency 18 PutRecordBatch BREMENEME , ERHIEEN
HIREITRIE,

HETEF : Minimum, Maximum, Average, Samples
B ZER
PutRecordBatch.Records B PutRecordBatch IBREMECHFEE,

HETEA - Minimum, Maximum, Average, Sum, Sam
ples

B (¥ : Count
PutRecordBatch.Requests PutRecordBatch FERHVEEZ,

HETEFR - Minimum, Maximum, Average, Sum, Sam
ples

B {7 : Count

API E#k CloudWatch ¥54& 242



Amazon Data Firehose

FMBABER

BE

PutRequestsPerSecondLimit

ThrottledDescribeStream

ThrottledGetRecords

ThrottledGetShardIterator

UpdateDeliveryStre
am.Latency

Description

Firehose B REAS 2 SV I RENHNERREE L
R, LtBZFEE PutRecord # PutRecordBatch 553K,

#ETEFH - Minimum, Maximum, Average., Sum. Sam
ples

B { : Count

EERRES Kinesis EX B 7 , 5880 DescribeS
tream BERBIXEL

##HETEF - Minimum, Maximum, Average, Sum, Sam
ples

B {y : Count

EERRIEA Kinesis EX B , 3881 GetRecords
BENBXE,

HETER - Minimum, Maximum, Average, Sum, Sam
ples

B {7 : Count

EERRES Kinesis EXR B , 58 GetShardI
terator IRIEMIEIXEL,

HETEA - Minimum, Maximum, Average, Sum, Sam
ples

BE{¥ : Count

18 UpdateDeliveryStream R{EFTEMERE ,E
EHEENHBETIE,

fRETEF - Minimum, Maximum, Average, Samples

API E#k CloudWatch ¥54&
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Amazon Data Firehose HEASER

EE Description
UpdateDeliveryStre UpdateDeliveryStream B RIVEE,

am.Requests o
HETEA - Minimum, Maximum, Average, Sum, Sam

ples

B {¥ : Count

&R E# CloudWatch IEE

R Lambda WERIEH  AWS/Firehose B RS E THIEE,

BE Description

ExecutePr Firehose #11THY & {E Lambda REFAAFMMER R,
ocessing. .

Duration By : BY

ExecutePr X1 Lambda BNE(FE ARV M EE Lambda BREFRBAEB 2 .
ocessing.

Success

SucceedPr EIREWHBERN , KIWEBEWEHHE,
ocessing.

Records B {V : Count

SucceedPr EREENWHERN , KWEBENMTHERKEESE

ocessing.Bytes o
By : funi

CloudWatch Logs fi#BR#EH51Z

R CloudWatch Logs RIS ERAABEME , AWS/Firehose®mBZEEEEE THEE,

BERlE# CloudWatch 151 244



Amazon Data Firehose

FMBABER

BE

OutputDecompressed
Bytes.Success

OutputDecompressed
Bytes.Failed

OutputDecompressed
Records.Success

OutputDecompressed
Records.Failed

B EH#: CloudWatch E1E

WMREABIRNEER | AWS/Firehose B ZEREEBE T HIEE,

B

SucceedCo
nversion.
Records

Description

Description
RINEBGENER , U THREN

fRETEF - Minimum, Maximum, Average, Sum,
ples

By : fuxi
B Tl RE R BRTEE R K

HETEF - Minimum, Maximum, Average, Sum,
ples

By : fuxi
IR R RC SR B &

#ETEF - Minimum, Maximum, Average. Sum,
ples

B {¥ : Count
B RA B E

HETEFA - Minimum, Maximum, Average, Sum,
ples

B {7 : Count

ERIEREFCEEE

B{y : Count

Sam

Sam

Sam

Sam

¥R CloudWatch $51E
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Amazon Data Firehose

FMBABER

BE

SucceedCo
nversion.Bytes

FailedCon
version.R
ecords

FailedCon
version.Bytes

Description

E R ZHEIRIFCE KD,
By : fuxi
BEEIRNHEEE,
B {7 : Count

973 LE0ERY - P N

By : fuxi

@ AR23¥% N2 (SSE) CloudWatch #5412

AWS/Firehose tn B Z=EEE T 58 SSE HEAMWISE,

BE

KMSKeyAccessDenied

KMSKeyDisabled

KMSKeyInvalidState

Description

BR# 8% Firehose & #iKMSAccessDeniedExc
eption HIXRE

HETEFR - Minimum, Maximum, Average, Sum, Sam
ples

B {7 : Count

BR7%8 %] Firehose &ifikMSDisabledException KX
.

RETEFR - Minimum, Maximum, Average, Sum, Sam
ples

B {¥ : Count

BR#B% Firehose &#iKMSInvalidStateExc
eption BYREL

A BR234% I %} (SSE) CloudWatch $51E
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Amazon Data Firehose HEASER

EE Description

HETEF - Minimum, Maximum, Average, Sum, Sam
ples

B {7 : Count

KMSKeyNotFound BR#%EZ Firehose & iitKMSNotFoundException &YX
o
fRETE : Minimum, Maximum, Average, Sum, Sam
ples
B {y : Count

Amazon Data Firehose BI#E
= EK Firehose HRERNEEE , 55 DeliveryStreamName#f .,
Amazon Data Firehose FAEIE{E

B LAEA CloudWatch AEREEZEREHREIREFNERAETREE, FHELIERE , L CloudWatch
RANERREBLE T RBEERMR T

BBEERAEERUN AWS/AEBGHEZEY , B=0BKRE X,

B#l , CloudWatch &Eltin & ZEE P EMNME—IEHREEBEA ResourceCount, LIEFEEEHE
Service, Class. Type #l Resource —i#2 &,

BE iR
ResourceCount BHRFHFEESTHREEESRYME, ERMEEZHEE
BHEEESR,

EERSE AR ERR MAXIMUM , Rk 3 DR
ANERHE LR,

T 5#E AR Amazon Data Firehose ity A 2I5&,

Amazon Data Firehose HI#E 247



Amazon Data Firehose

FMBABER

HEE

Service

Class

Type

Resource

Description

TEER AWS HWIRE BT, ¥ M Amazon Data Firehose
HAERE , WHENWEAS Firehose,

EEEMMNERER., Amazon Data Firehose APl &1
EfALEE , HA None,

EFHEEMNERER, Bel , EREHEES Firehose
B, BERAM —BWES Resource,

AWS ERNEHE, Bal , EREHES Firehose K,
BRI —BMEA DeliveryStreams .

ZHY Amazon Data Firehose B9 CloudWatch E4&

BRI LAME A CloudWatch E# 4. 555 CloudWatch API E53 Amazon Data Firehose BJ3IE&&., LA
TREFERBNMAEREEREN A EREFIIEE,

£/ CloudWatch =& ®BIBE

1.

o 0 A w b

£/ FHUEER AWS CLI

£ A list-metrics M get-metric-statistics
g

iEiB https://console.aws.amazon.com/cloudwatch/ BAEX CloudWatch 12 A&,

FEEY -, BE-EARE,
ESEERD , BE BE

i#12 Firehose (Firehose) B8 & ZE .

2#F Firehose Biit#§#R 5L Firehose 1B
BEAMEEERNER.

AN
ar)

o

aws cloudwatch list-metrics --namespace "AWS/Firehose"

aws cloudwatch get-metric-statistics --namespace "AWS/Firehose" \

--metric-name DescribeDeliveryStream.Latency --statistics Average --period 3600 \

1Z2EY Amazon Data Firehose #J CloudWatch $5#&
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https://console.aws.amazon.com/cloudwatch/
https://docs.aws.amazon.com/cli/latest/reference/cloudwatch/list-metrics.html
https://docs.aws.amazon.com/cli/latest/reference/cloudwatch/get-metric-statistics.html

Amazon Data Firehose HBEABER

--start-time 2017-06-01T00:00:00Z --end-time 2017-06-30T00:00:00Z

£ CloudWatch Logs E5#2 Amazon Data Firehose

Amazon Data Firehose B2 Amazon CloudWatch Logs B4 , LAME7E Lambda A& HERFER R
NABEBRIRISEEERAR, BIULERY Firehose BB EA Amazon Data Firehose $5325C 8.

W RIETE Amazon Data Firehose 1 & H A Amazon Data Firehose ##325C# , AlE

RI|IZA Firehose BB AFFHENLEN AFFER, BFHESBNEXA /aws/
kinesisfirehose/delivery-stream-name , ,\':F' delivery-stream-name2¥}fE Firehose
BRI ET, DestinationDeliveryREBIUMAFER , ANKHKERNEEZEB WibEREL
FiER. REEABNEA S3 EMk , TEEMS —EH A BackupDelivery BV HEEH

Mo BackupDelivery AFE&ER I AREHKERNZE S3 o HEEMIEEE,

flan |, wREAE A Amazon Redshift 237 Firehose &7 "MyStream"” 5 B 893 , A Amazon
Data Firehose $85R7ic# , IERRERBIUTHEE . €8 W B Haws/kinesisfirehose/
MyStream , A% &% DestinationDelivery# BackupDelivery IR {E HE5 B F. 1E Lt &

|, DestinationDelivery #$ AR #EERFZE] Amazon Redshift B fitt AR F#& S3 B Ky ith4HE3
HEfTEEER. MREA S3 {10 , BackupDelivery #$ AR ECHFEER IR S3 B FEFZETEMEBENT
AR,

B E]LAI%EIR AWS CLI,  API CloudFormation B fH CloudWatchLoggingOptions#H A& A
Amazon Data Firehose #53R508%k. &G  FEAR I AFGFHENBAFERR. BMAEERE
# Amazon Data Firehose fEFREEHREX AFHEAMNMBFAE LR, R , FHEFEMHER IAM BERE R
"logs:putLogEvents" 3 fl, MEFMEF , F2BEA Amazon Data Firehose 2 &7 H.

#2XE , Amazon Data Firehose TREFTE X {J8552 H i E & EIX E CloudWatch Logs. R {1k M
RBFHERT , Amazon Data Firehose B7EAS X {48852 A 5 EiX E CloudWatch Logs 2 Bl B3 {4
ﬁﬂ-w\ H Ao

BHiX A B ZE CloudWatch Logs R —EEZ B EH. MFEFMENR , 5528 Amazon
CloudWatch E1&,

B &

f# A CloudWatch Logs E5# 249


https://aws.amazon.com/cloudwatch/pricing/
https://aws.amazon.com/cloudwatch/pricing/

Amazon Data Firehose

FMBABER

ERRMER

LA 2%1E Amazon Data Firehose B Bty &R R ERRAEBMAESE
5 8 FE R EN Y 1B & B 1E

$aER

« Amazon S3 ERIX{FEER

Apache Iceberg ERIRER X EEER
+ Amazon Redshift &8 R 38558

+ Snowflake BRI R FEEEE

+ Splunk Data X 1§35

+ ElasticSearch ¥R {I8552

« HTTPS In MBI R R

« Amazon OpenSearch Service Data X {532
 Lambda F A5

* Kinesis W AR

+ Kinesis DirectPut 53 852

+ AWS Glue M #5E5

« DataFormatConversion 53 A $E£55

Amazon S3 BRI X {JE555

o BEEE

Amazon Data Firehose AJ L% T %l S3-related$i 52 8i%: E CloudWatch Logs.

Ao~

ANETEZRIEE

ERENE SRR EE

S3.KMS.No TSR AWS KMS €88, MRS FERANEERERERIREA
tFoundExc BHENR AWS KMS €8 , 5FE AWS KMS £ EEN t(REREE™M
eption Bo

S3.KMS.Re TEESMNE S3 MHHE , KMS SR EREBBRESH. FiEMESWFERES
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B, FRBEEFEN. CloudTrail BFFELIFKAE API IR EERERIEEF | Rt T T EIE
FHE,.
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UTEHETRNRRT
CreateDeliveryStream, DescribeDeliveryStream, ListDeliveryStreams. UpdateDestinat
¥ DeleteDeliveryStream EfE# CloudTrail BFEHEE .

"Records": [
{

"eventVersion":"1.02",

"userIdentity":{
"type":"IAMUser",
"principalId":"AKIAIOSFODNN7EXAMPLE",
"arn":"arn:aws:iam::111122223333:user/CloudTrail_Test_User",
"accountId":"111122223333",
"accessKeyId":"AKIAI44QH8DHBEXAMPLE",
"userName":"CloudTrail_Test_User"

},

"eventTime":"2016-02-24T18:08:22Z2",

"eventSource":"firehose.amazonaws.com",

"eventName":"CreateDeliveryStream",

"awsRegion":"us-east-1",

"sourceIPAddress":"127.0.0.1",

"userAgent":"aws-internal/3",

"requestParameters":{
"deliveryStreamName":"TestRedshiftStream",
"redshiftDestinationConfiguration":{
"s3Configuration":{

"compressionFormat":"GZIP",
"prefix":"prefix",
"bucketARN":"arn:aws:s3:::amzn-s3-demo-bucket",
"roleARN":"arn:aws:iam::111122223333:role/Firehose",
"bufferingHints":{
"sizeInMBs":3,
"intervalInSeconds":900
},
"encryptionConfiguration":{
"kMSEncryptionConfig":{
"aWSKMSKeyARN" : "arn:aws:kms:us-east-1:key"

},

"clusterJDBCURL":"jdbc:redshift://example.abcl23.us-
west-2.redshift.amazonaws.com:5439/dev",

"copyCommand": {
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"copyOptions":"copyOptions",
"dataTableName":"dataTable"

iy
"password":"",
"username":"",

"roleARN":"arn:aws:iam::111122223333:role/Firehose"

I
"responseElements": {
"deliveryStreamARN":"arn:aws:firehose:us-

east-1:111122223333:deliverystream/TestRedshiftStream"

I

"requestID":"958abf6a-db21-11e5-bb88-91ae9617edf5",

"eventID":"875d2d68-476c-4ad5-bbc6-d02872cfc884",

"eventType":"AwsApiCall",

"recipientAccountId":"111122223333"

"eventVersion":"1.02",

"userIdentity":{
"type":"IAMUser",
"principalId":"AKIAIOSFODNN7EXAMPLE",
"arn":"arn:aws:iam::111122223333:user/CloudTrail_Test_User",
"accountId":"111122223333",
"accessKeyId":"AKIAI44QH8DHBEXAMPLE",
"userName":"CloudTrail_Test_User"

},

"eventTime":"2016-02-24T18:08:547",

"eventSource":"firehose.amazonaws.com",

"eventName":"DescribeDeliveryStream",

"awsRegion":"us-east-1",

"sourceIPAddress":"127.0.0.1",

"userAgent":"aws-internal/3",

"requestParameters":{
"deliveryStreamName":"TestRedshiftStream"

I

"responseElements":null,

"requestID":"aabea5ed-db21-11e5-bb88-91ae9617edf5",

"eventID":"d9b285d8-d690-4d5c-b9fe-dlad5ab03f14",

"eventType":"AwsApiCall",

"recipientAccountId":"111122223333"

"eventVersion":"1.02",
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"userIdentity":{
"type":"IAMUser",
"principallId":"AKIAIOSFODNN7EXAMPLE",

"arn":"arn:aws:iam::111122223333:user/CloudTrail_Test_User",

"accountId":"111122223333",
"accessKeyId":"AKIAI44QH8DHBEXAMPLE",
"userName" :"CloudTrail_Test_User"
I
"eventTime":"2016-02-24T18:10:00Z2",
"eventSource":"firehose.amazonaws.com",
"eventName":"ListDeliveryStreams",
"awsRegion":"us-east-1",
"sourceIPAddress":"127.0.0.1",
"userAgent":"aws-internal/3",
"requestParameters":{
"limit":10
},
"responseElements":null,
"requestID":"d1lbf7f86-db21-11e5-bb88-91ae9617edf5",
"eventID":"67f63c74-4335-48c0-9004-4ba35ce00128",
"eventType":"AwsApiCall",
"recipientAccountId":"111122223333"

"eventVersion":"1.02",

"userIdentity":{
"type":"IAMUser",
"principalId":"AKIAIOSFODNN7EXAMPLE",

"arn":"arn:aws:iam::111122223333:user/CloudTrail_Test_User",

"accountId":"111122223333",
"accessKeyId":"AKIAI44QH8DHBEXAMPLE",
"userName":"CloudTrail_Test_User"
},
"eventTime":"2016-02-24T18:10:092",
"eventSource":"firehose.amazonaws.com",
"eventName":"UpdateDestination",
"awsRegion":"us-east-1",
"sourceIPAddress":"127.0.0.1",
"userAgent":"aws-internal/3",
"requestParameters":{
"destinationId":"destinationId-000000000001",
"deliveryStreamName":"TestRedshiftStream",
"currentDeliveryStreamVersionId":"1",
"redshiftDestinationUpdate": {
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"roleARN":"arn:aws:iam::111122223333:role/Firehose",
"clusterJDBCURL":"jdbc:redshift://example.abcl23.us-

west-2.redshift.amazonaws.com:5439/dev",

"password":"",

"username":"",

"copyCommand": {
"copyOptions":"copyOptions",

"dataTableName":"dataTable"

},

"s3Update": {
"bucketARN":"arn:aws:s3:::amzn-s3-demo-bucket-update",
"roleARN":"arn:aws:iam::111122223333:role/Firehose",
"compressionFormat":"GZIP",

"bufferingHints":{
"sizeInMBs":3,
"intervalInSeconds":900
},
"encryptionConfiguration":{
"kMSEncryptionConfig":{
"aWSKMSKeyARN" :"arn:aws:kms:us-east-1:key"
}
I
"prefix":"arn:aws:s3:::amzn-s3-demo-bucket"
}

I

"responseElements":null,
"requestID":"d549428d-db21-11e5-bb88-91ae9617edf5",
"eventID":"1cbhb21le@b-416a-415d-bbf9-769b152a6585",
"eventType":"AwsApiCall",
"recipientAccountId":"111122223333"

"eventVersion":"1.02",

"userIdentity":{
"type":"IAMUser",
"principallId":"AKIAIOSFODNN7EXAMPLE",
"arn":"arn:aws:iam::111122223333:user/CloudTrail_Test_User",
"accountId":"111122223333",
"accessKeyId":"AKIAI44QH8DHBEXAMPLE",
"userName" :"CloudTrail_Test_User"

I

"eventTime":"2016-02-24T18:10:127",

"eventSource":"firehose.amazonaws.com",
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"eventName":"DeleteDeliveryStream",
"awsRegion":"us-east-1",
"sourceIPAddress":"127.0.0.1",
"userAgent":"aws-internal/3",
"requestParameters":{
"deliveryStreamName":"TestRedshiftStream"
},
"responseElements":null,
"requestID":"d85968c1-db21-11e5-bb88-91ae9617edf5",
"eventID":"dd46bb98-b4e9-42ff-a6af-32d57e636adl",
"eventType":"AwsApiCall",
"recipientAccountId":"111122223333"
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Firehose AWS SDKsH 12 =\ 15 & /51

THEXTFEFIREB A EA Firehose ¥&HL AWS EEEFH R EH (SDK).

Actions RAEEBANEXNBRE  LEAEATHHT, HABFESEHFENAFLERRBEHS , B
LA NEEABIERFEFTRARPHEF,

R 2 10 S8 R R A R U AR A P Y S BB B B LAk AWS IRISHE & REE R EEBH R IHEH.

WME AWS SDK RBABEENEXN RGN TREE , F2H £l AWS SDK {£A Firehose, IltE
Bt ISARAPINEAMENR SDK BEFHAEM.

RIS A
« Firehose AWS SDKsH) E A &i {5l
- Firehose £ AWS SDKsHY EiE
« PutRecord ##it AWS SDK =k CLI £
« PutRecordBatch # % AWS SDK = CLI £/
» Firehose AWS SDKsHJ 24l
- {8 Amazon Data Firehose K23 {8 Bl F#t X 5c 8

Firehose AWS SDKsHY & 2 & {5
THREASE G REINMEE AWS SDK £ Amazon Data Firehose FYE AR Ih8E,

g4
- Firehose £/ AWS SDKsH BiE
 PutRecord %t AWS SDK 5 CLI £
+ PutRecordBatch ¥t AWS SDK & CLI £/

Firehose £ AWS SDKsHY EI{E

THREASE G REIMAEHR AWS SDKs #1T1E Bl Firehose B, BEZIHIHZE GitHub HIES |
A A EEE PR BRENHITEGHIERERA,

LRSI Firehose APl , RUAFERABRPHIT 2 ARBEANBENHREEK, LT LUE Firehose
AWS SDKsH) | FEFRB RN EIE,
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THEHETEHREFEANEE, MEZTRBE | 528 (Amazon Data Firehose APl Z#&) ,

&1
« PutRecord # & AWS SDK =% CLI £
+ PutRecordBatch ¥ B AWS SDK = CLI £

PutRecord # & AWS SDK = CLI 4
TR EEH REMAEH PutRecord,

EEEHFIREAEERNNENGHEE , XEERBTFHT. BAUETIHEXNGHFNATFER L
1E -

o #EECEIA Firehose

CLI

AWS CLI
EEE > SN

T3 put-record #HIERERB AR, EHLL Base64 MR-

aws firehose put-record \
--delivery-stream-name my-stream \
--record '{"Data":"SGVsbG8gd29ybGQ="1}"

"RecordId": "RjB5K/nnoGFHqwTsZ1Nd/
TTqvjE8V5dsyXZTQn2IXrdpMTOwssyEb6nfC8fwflwhhwnItt4mvrn+gsqeK5jB7QjuLg283+Ps4Sz/
j1Xujv31iDhnPdalw4BOyM9Amv7PcCuB2079RuMONhoakbyUymlwY8yt20G8X2420wuljlFathci4erAt7QhDEvpw

"Encrypted": false
}

WMEFHMMER , 5528 (Amazon Kinesis Data Firehose B3 A S8/ ) FHEEERZ
Amazon Kinesis Data Firehose 3 {4 & i
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- WIE AP FHHEF , 528 (AWS CLI ® 5 8#£) F# PutRecord,

Java

SDK for Java 2.x

@® Note
GitHub ERMEZ &SI, BRTREH , ¥ THIAE AWS BXREHFIREFETRE
M#ATTo
/**

* Puts a record to the specified Amazon Kinesis Data Firehose delivery
stream.
*
* @param record The record to be put to the delivery stream. The record must
be a {e@link Map} of String keys and Object values.
* @param deliveryStreamName The name of the Amazon Kinesis Data Firehose
delivery stream to which the record should be put.
* @throws IllegalArgumentException if the input record or delivery stream
name is null or empty.
* @throws RuntimeException if there is an error putting the record to the
delivery stream.
*/
public static void putRecord(Map<String, Object> record, String
deliveryStreamName) {
if (record == null || deliveryStreamName == null ||
deliveryStreamName.isEmpty()) {
throw new IllegalArgumentException("Invalid input: record or delivery
stream name cannot be null/empty");
}

try {
String jsonRecord = new ObjectMapper().writeValueAsString(record);

Record firehoseRecord = Record.builder()

.data(SdkBytes.fromByteArray(jsonRecord.getBytes(StandardCharsets.UTF_8)))
.build();

PutRecordRequest putRecordRequest = PutRecordRequest.builder()
.deliveryStreamName(deliveryStreamName)
.record(firehoseRecord)
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.build();

getFirehoseClient().putRecord(putRecordRequest);

System.out.println("Record sent: " + jsonRecord);
} catch (Exception e) {
throw new RuntimeException("Failed to put record: " + e.getMessage(),
e);
}
}

« M API SFHHAEE , 5528 (AWS SDK for Java 2.x APl %) dfy PutRecord,

Python

B AR Python #9 SDK (Boto3)

(@ Note
GitHub EIRHEZ &6, SHTREH , I T HMME AWS EXREHIHFEPRE
MEATT,

class FirehoseClient:

AWS Firehose client to send records and monitor metrics.

Attributes:
config (object): Configuration object with delivery stream name and
region.
delivery_stream_name (str): Name of the Firehose delivery stream.
region (str): AWS region for Firehose and CloudWatch clients.
firehose (boto3.client): Boto3 Firehose client.
cloudwatch (boto3.client): Boto3 CloudWatch client.

def __init__ (self, config):

Initialize the FirehoseClient.

Args:
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config (object): Configuration object with delivery stream name and
region.
self.config = config
self.delivery_stream_name = config.delivery_stream_name
self.region = config.region
self.firehose = boto3.client("firehose", region_name=self.region)
self.cloudwatch = boto3.client("cloudwatch", region_name=self.region)

@backoff.on_exception(
backoff.expo, Exception, max_tries=5, jitter=backoff.full_jitter

)

def put_record(self, record: dict):

Put individual records to Firehose with backoff and retry.

Args:
record (dict): The data record to be sent to Firehose.

This method attempts to send an individual record to the Firehose
delivery stream.
It retries with exponential backoff in case of exceptions.
try:
entry = self._create_record_entry(record)
response = self.firehose.put_record(
DeliveryStreamName=self.delivery_stream_name, Record=entry
)
self._log_response(response, entry)
except Exception:
logger.info(f"Fail record: {record}.")
raise

- WNZE API FHER , 5528 (AWS SDK for Python (Boto3) APl &£ ) mfJ PutRecord,

e
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SAP ABAP

AR SAP ABAP MR & EH

@ Note

GitHub L RMEZEHH, SHTEEH , X 7HENAE AWS EXFHFIREFERRE

M&T,

TRY.
DATA(lo_record)

DATA(lo_result)

NEW /awsl/cl_frhrecord( iv_data = iv_data ).

lo_frh->putrecord(

iv_deliverystreamname = iv_deliv_stream_name

jio_record

lo_record ).

MESSAGE 'Record sent to Firehose delivery stream.' TYPE 'I'.

CATCH /awsl/cx_frhresourcenotfoundex.

MESSAGE 'Delivery stream not found.' TYPE 'E'.

CATCH /awsl/cx_frhinvalidargumentex.

MESSAGE 'Invalid argument provided.' TYPE 'E'.

CATCH /awsl/cx_frhserviceunavailex.

MESSAGE 'Service temporarily unavailable.' TYPE 'E'.

ENDTRY.

- WNFE API FEAEA ,

s
$

%% AWS SDK A BREMANENRHIINTREE

BHHUISEBAMNEAMER SDK WEFMER.
PutRecordBatch # & AWS SDK = CLI £
THREASEHF REUWMFEA PutRecordBatch,

EEEGI R AEERANERNBHE  KEEREDHIT,
E -

« #&EC8X A Firehose

2R GEAR SAP ABAP BIAWS SDK APl %) 1y PutRecord,

F58569 & AWS SDK /8 Firehose. It

BALETHEABENNARDEELS

e
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CLI

AWS CLI
KEZERHEBEARR
T% put-record-batch &I =L HBEAER. EFXLL Basebd B imE

aws firehose put-record-batch \
--delivery-stxeam-name my-stream \
--records file://records.json

myfile.json AR :

[
{"Data": "Rmlyc3QgdGhpbmc="},
{"Data": "U2Vjb25kIHRoaW5n"},
{"Data": "VGhpcmQgdGhpbmc="}
]
B
{

"FailedPutCount": 0,

"Encrypted": false,

"RequestResponses": [
{

"RecordId": "9D20J6t2EqCTZTXwGzeSv/EVHXxRORCw89xd+03+sXg8DhY0aWKPSmzZy/
CG1RVEyslulxbeKh6VofEYKkoeiDrcjrxhQp9iF7sUW7pujiMEQ5Lz1rzCkGosxQn
+3boDnURDEaD42V7GiixpOyLJkYZcaeli7Hz1CEoy9LJhMI8EjDSi40m/9Vc2uhwwuAtGE@XKpxJ2WD7ZRWtANY1K

},

{
"RecordId": "jFirejqxCL1K5xjH/UNmIMVcjktEN7617916X9PaZ

+PVa0SXDfULIWGOqEZhxq2js7xcZ552e0eDxsuTULMSqInZTbVfb6cQTIXnm/
GsuF37Uhg67GKmR5z9016XKJ+/
+pDloFv7Hh9a30US6wYm3DcNRLTHHAimANp1PhkQvWpvLRfzbuCUkBphR2QVzhP90iHLbzGwy8/
DfH8sqWEUYASNIKS8GXP5s"

}

{

"RecordId":
"oy@amQ4005Y2YV4vxzufdcMOOW6N3EPr3tpPJGoYVNKHAAPPVgNcbUgefolstEFRg4hTLrf2k6eliHu/9+YJ5R?

DTBt3qB1lmTj7Xq8SKVb01S7YvMTpWkMKA86F8]fmT8BMKoMb4XZS/s0kQLe+gh@sYKXW1"

}

e
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]

WMEHMESR |, 5528 (Amazon Kinesis Data Firehose B ASIER) FHEEERZ
Amazon Kinesis Data Firehose 32 {3 &

. WIE AP| SHHEF , 528 (AWS CLI s H8E) B PutRecordBatch,

Java

SDK for Java 2.x

(@ Note
GitHub LRIt EZ &6, SKTEEHS , X THUME AWS BXNBFEHFIFEFERRE
MEITo
/**
* Puts a batch of records to an Amazon Kinesis Data Firehose delivery
stream.
*
* @param records a list of maps representing the records to be
sent
* @param batchSize the maximum number of records to include in each
batch
* @param deliveryStreamName the name of the Kinesis Data Firehose delivery
stream
* @throws IllegalArgumentException if the input parameters are invalid (null
or empty)
* @throws RuntimeException if there is an error putting the record
batch
*/

public static void putRecordBatch(List<Map<String, Object>> records, int

batchSize, String deliveryStreamName) {

if (records == null || records.isEmpty() || deliveryStreamName == null ||
deliveryStreamName.isEmpty()) {

throw new IllegalArgumentException("Invalid input: records or

delivery stream name cannot be null/empty");

}

ObjectMapper objectMapper = new ObjectMapper();
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try {
for (int i = @0; i < records.size(); i += batchSize) {

List<Map<String, Object>> batch = records.sublList(i, Math.min(i +

batchSize, records.size()));

List<Record> batchRecords

try {
String jsonRecord
objectMapper.writeValueAsString(record);
return Record.builder()

batch.stream().map(record -> {

.data(SdkBytes.fromByteArray(jsonRecord.getBytes(StandardCharsets.UTF_8)))
.build();
} catch (Exception e) {
throw new RuntimeException("Error creating Firehose
record", e);

}
}).collect(Collectors.tolList());

PutRecordBatchRequest request = PutRecordBatchRequest.builder()
.deliveryStreamName(deliveryStreamName)
.records(batchRecords)

.build();

PutRecordBatchResponse response =
getFirehoseClient().putRecordBatch(request);

if (response.failedPutCount() > @) {
response.requestResponses().stream()

.filter(r -> r.errorCode() != null)
.forEach(r -> System.err.println("Failed record: " +
r.errorMessage()));
}
System.out.println("Batch sent with size: " +
batchRecords.size());
}
} catch (Exception e) {
throw new RuntimeException("Failed to put record batch: " +
e.getMessage(), e);

}

« tNZE AP| B |, 5528 (AWS SDK for Java 2.x APl &) dfy PutRecordBatch,
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Python

EAR Python B9 SDK (Boto3)

® Note
GitHub LRt EZ%i6l, SKTEEH , X THRINME AWS BXHEFIFEFEPRE
MEITo

class FirehoseClient:

AWS Firehose client to send records and monitor metrics.

Attributes:
config (object): Configuration object with delivery stream name and
region.
delivery_stream_name (str): Name of the Firehose delivery stream.
region (str): AWS region for Firehose and CloudWatch clients.
firehose (boto3.client): Boto3 Firehose client.
cloudwatch (boto3.client): Boto3 CloudWatch client.

def __init_ (self, config):

Initialize the FirehoseClient.

Args:
config (object): Configuration object with delivery stream name and

region.

self.config = config

self.delivery_stream_name = config.delivery_stream_name

self.region = config.region

self.firehose = boto3.client("firehose", region_name=self.region)

self.cloudwatch = boto3.client("cloudwatch", region_name=self.region)

@backoff.on_exception(
backoff.expo, Exception, max_tries=5, jitter=backoff.full_jitter

)
def put_record_batch(self, data: list, batch_size: int = 500):
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Put records in batches to Firehose with backoff and retry.

Args:
data (list): List of data records to be sent to Firehose.
batch_size (int): Number of records to send in each batch. Default is
500.

This method attempts to send records in batches to the Firehose delivery
stream.
It retries with exponential backoff in case of exceptions.
for i in range(®, len(data), batch_size):
batch = data[i : i + batch_size]
record_dicts = [{"Data": json.dumps(record)} for record in batch]
try:
response = self.firehose.put_record_batch(
DeliveryStreamName=self.delivery_stream_name,
Records=record_dicts
)
self._log_batch_response(response, len(batch))
except Exception as e:
logger.info(f"Failed to send batch of {len(batch)} records.
Error: {el}")

- WNZE API &R , 528 (AWS SDK for Python (Boto3) API &) iy
PutRecordBatch,

Rust

i AR Rust B9 SDK

(@ Note
GitHub LR EZ&i6], SHTEEH , X 7T HRMMEE AWS BERXIEFIFHFEDRE
M#1To

async fn put_record_batch(
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client: &Client,
stream: &str,
data: Vec<Record>,
) -> Result<PutRecordBatchOutput, SdkError<PutRecordBatchError>> {
client
.put_record_batch()
.delivery_stream_name(stream)
.set_records(Some(data))
.send()
.await

o N API SFHEF , 5528 (AWS SDK for Rust APl %) d gy PutRecordBatch,

SAP ABAP

AR SAP ABAP B EH

(® Note
GitHub FIRMEZ &6, SRR , I T HNAE AWS EXFE I FHIFEPRE
METT,
TRY.

DATA(lo_result) = lo_frh->putrecordbatch(
iv_deliverystreamname = iv_deliv_stream_name

it_records it_records ).

DATA(1lv_failed_count) = lo_result->get_failedputcount( ).

IF 1lv_failed_count > Q.
MESSAGE |{ lv_failed_count } records failed to send.| TYPE 'I'.
ELSE.
MESSAGE 'All records sent successfully to Firehose delivery stream.'
TYPE 'I'.
ENDIF.
CATCH /awsl/cx_frhresourcenotfoundex.
MESSAGE 'Delivery stream not found.' TYPE 'E'.
CATCH /awsl/cx_frhinvalidargumentex.
MESSAGE 'Invalid argument provided.' TYPE 'E'.
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CATCH /awsl/cx_frhserviceunavailex.
MESSAGE 'Service temporarily unavailable.' TYPE 'E'.
ENDTRY.

- I AP SHHIEF , 528 (EAR AWS SAP ABAP #J SDK APl &) fif
PutRecordBatch,

WEE AWS SDK FE A EEmMNENBEHFINZREE | 5528 Bl AWS SDK #H Firehose, b+
BHISEBAFNERAMER SDK WEEFMENA.

Firehose AWS SDKsHY Z£ 45l

TR IEE I RE A Firehose AWS SDKsHEEE BRRH, ELRFIREG MM Firehose H
HZERE  REHEM AWS REES , BUSTHBERK. SARIEHIETERRIBOELS , &1
EEAEDH I NAREMNHTEABHIEERE .

RO BEBERESHIKINER , HEETBARTPHREEE.

&35
« £ Amazon Data Firehose I @ 3 Ftt % 50 8%

£ Amazon Data Firehose B {@ Bl F0#t X 50 8%
THEXIBEEFREB MM EH Firehose BEIEE B F#t X 52 4%
Java

AR Java 2.x B9 SDK

® Note
GitHub tRRMEZ & H|, SKTEEH , X THRUMAE AWS BXNiREFIREFEPRE
MEITo

1t &5 451 S A% 8 Bl 52 S M #E X 2 8& B Firehose,

/**

ES]| 304


https://docs.aws.amazon.com/sdk-for-sap-abap/v1/api/latest/index.html
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/javav2/example_code/firehose#code-examples

Amazon Data Firehose HBEABER

* Amazon Firehose Scenario example using Java V2 SDK.
*

* Demonstrates individual and batch record processing,
* and monitoring Firehose delivery stream metrics.

*/

public class FirehoseScenario {

private static FirehoseClient firehoseClient;
private static CloudWatchClient cloudWatchClient;

public static void main(String[] args) {
final String usage = """
Usage:
<deliveryStreamName>
Where:
deliveryStreamName - The Firehose delivery stream name.

min o,
’

if (args.length != 1) {
System.out.println(usage);
retuzrn;

String deliveryStreamName = args[0];

try {
// Read and parse sample data.
String jsonContent = readJsonFile("sample_records.json");
ObjectMapper objectMapper = new ObjectMapper();
List<Map<String, Object>> sampleData =
objectMapper.readValue(jsonContent, new TypeReference<>() {});

// Process individual records.

System.out.println("Processing individual records...");
sampleData.subList(@, 100).forEach(record -> {
try {

putRecord(record, deliveryStreamName);
} catch (Exception e) {
System.err.println("Error processing record: " +
e.getMessage());
}
1)

// Monitor metrics.
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monitorMetrics(deliveryStreamName);

// Process batch records.

System.out.println("Processing batch records...");

putRecordBatch(sampleData.subList (100, sampleData.size()), 500,
deliveryStreamName);

monitorMetrics(deliveryStreamName);

} catch (Exception e) {

System.err.println("Scenario failed: " + e.getMessage());
} finally {

closeClients();

private static FirehoseClient getFirehoseClient() {
if (firehoseClient == null) {
firehoseClient = FirehoseClient.buildex()
.region(Region.US_EAST_1)
.build();
}

return firehoseClient;

private static CloudWatchClient getCloudWatchClient() {
if (cloudWatchClient == null) {
cloudwWatchClient = CloudWatchClient.buildexr()
.region(Region.US_EAST_1)

.build();
}
return cloudwWatchClient;
}
/**
* Puts a record to the specified Amazon Kinesis Data Firehose delivery
stream.

*

* @param record The record to be put to the delivery stream. The record must
be a {@link Map} of String keys and Object values.

* @param deliveryStreamName The name of the Amazon Kinesis Data Firehose
delivery stream to which the record should be put.

* @throws IllegalArgumentException if the input record or delivery stream
name is null or empty.
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* @throws RuntimeException if there is an error putting the record to the
delivery stream.
*/
public static void putRecord(Map<String, Object> record, String
deliveryStreamName) {
if (record == null || deliveryStreamName == null ||
deliveryStreamName.isEmpty()) {
throw new IllegalArgumentException("Invalid input: record or delivery
stream name cannot be null/empty");
}
try {
String jsonRecord = new ObjectMapper().writeValueAsString(record);
Record firehoseRecord = Record.builder()

.data(SdkBytes.fromByteArray(jsonRecord.getBytes(StandardCharsets.UTF_8)))
Lbuild();

PutRecordRequest putRecordRequest = PutRecordRequest.builder()
.deliveryStreamName(deliveryStreamName)
.record(firehoseRecord)

.build();

getFirehoseClient().putRecord(putRecordRequest);

System.out.println("Record sent: " + jsonRecord);
} catch (Exception e) {
throw new RuntimeException("Failed to put record: " + e.getMessage(),
e);
}
}
/**
* Puts a batch of records to an Amazon Kinesis Data Firehose delivery
stream.
*
* @param records a list of maps representing the records to be
sent
* @param batchSize the maximum number of records to include in each
batch
* @param deliveryStreamName the name of the Kinesis Data Firehose delivery
stream
* @throws IllegalArgumentException if the input parameters are invalid (null
or empty)
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* @throws RuntimeException if there is an error putting the record
batch

*/

public static void putRecordBatch(List<Map<String, Object>> records, int
batchSize, String deliveryStreamName) {
if (records == null || records.isEmpty() || deliveryStreamName == null ||
deliveryStreamName.isEmpty()) {
throw new IllegalArgumentException("Invalid input: records or

delivery stream name cannot be null/empty");

}
ObjectMapper objectMapper = new ObjectMapper();

try {
for (int i = @; i < records.size(); i += batchSize) {
List<Map<String, Object>> batch = records.sublList(i, Math.min(i +
batchSize, records.size()));

List<Record> batchRecords

try {
String jsonRecord
objectMapper.writeValueAsString(record);
return Record.builder()

batch.stream().map(record -> {

.data(SdkBytes.fromByteArray(jsonRecord.getBytes(StandardCharsets.UTF_8)))
.build();
} catch (Exception e) {
throw new RuntimeException("Error creating Firehose
record", e);

}
}).collect(Collectors.tolList());

PutRecordBatchRequest request = PutRecordBatchRequest.builder()
.deliveryStreamName(deliveryStreamName)
.records(batchRecords)

.build();

PutRecordBatchResponse response =
getFirehoseClient().putRecordBatch(request);

if (response.failedPutCount() > @) {
response.requestResponses().stream()
.filter(r -> r.errorCode() != null)
.forEach(r -> System.err.println("Failed record: " +
r.errorMessage()));
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}

System.out.println("Batch sent with size: " +

batchRecords.size());
}
} catch (Exception e) {
throw new RuntimeException("Failed to put record batch: " +
e.getMessage(), e);
}

public static void monitorMetrics(String deliveryStreamName) {
Instant endTime = Instant.now();
Instant startTime = endTime.minusSeconds(600);

List<String> metrics = List.of("IncomingBytes", "IncomingRecords",
"FailedPutCount");

metrics.forEach(metric -> monitorMetric(metric, startTime, endTime,
deliveryStreamName));

}

private static void monitorMetric(String metricName, Instant startTime,
Instant endTime, String deliveryStreamName) {
try {
GetMetricStatisticsRequest request =
GetMetricStatisticsRequest.builder()
.namespace("AWS/Firehose")
.metricName(metricName)

.dimensions(Dimension.builder().name("DeliveryStreamName").value(deliveryStreamName).bui
.startTime(startTime)
.endTime(endTime)
.period(60)
.statistics(Statistic.SUM)
.build();

GetMetricStatisticsResponse response =
getCloudWatchClient().getMetricStatistics(request);
double totalSum =
response.datapoints().stream().mapToDouble(Datapoint: :sum).sum();
System.out.println(metricName + ": " + totalSum);
} catch (Exception e) {
System.err.println("Failed to monitor metric " + metricName + ": " +
e.getMessage());
}
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}

public static String readJsonFile(String fileName) throws IOException {
try (InputStream inputStream =
FirehoseScenario.class.getResourceAsStream("/" + fileName);
Scanner scanner = new Scanner(inputStream, StandardCharsets.UTF_8))

{
return scanner.useDelimiter("\\\\A").next();
} catch (Exception e) {
throw new RuntimeException("Error reading file: " + fileName, e);
}
}
private static void closeClients() {
try {
if (firehoseClient != null) firehoseClient.close();
if (cloudWatchClient != null) cloudWatchClient.close();
} catch (Exception e) {
System.err.println("Error closing clients: " + e.getMessage());
}
}
}

o N AP| B |, 5528 (AWS SDK for Java 2.x APl &) T 5|E8E,
» PutRecord
» PutRecordBatch

Python

B AR Python #9 SDK (Boto3)

(® Note
GitHub L RRMEZEHH, SHTEEH , I 7 FENAE AWS BEXHEFFHFEPRE
METT,

LbE T IR E A8 B M #LIRFCEK A Firehose,

import json
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import logging
import random
from datetime import datetime, timedelta

import backoff
import boto3

from config import get_config

def load_sample_data(path: str) -> dict:

Load sample data from a JSON file.

Args:
path (str): The file path to the JSON file containing sample data.

Returns:

dict: The loaded sample data as a dictionary.
with open(path, "r") as f:

return json.load(f)

# Configure logging
logging.basicConfig(level=1logging.INFO)
logger = logging.getlLogger(__name__)

class FirehoseClient:

AWS Firehose client to send records and monitor metrics.

Attributes:
config (object): Configuration object with delivery stream name and
region.
delivery_stream_name (str): Name of the Firehose delivery stream.
region (str): AWS region for Firehose and CloudWatch clients.
firehose (boto3.client): Boto3 Firehose client.
cloudwatch (boto3.client): Boto3 CloudWatch client.

def __init_ (self, config):

HGECEE A Firehose 311



Amazon Data Firehose HBEABER

Initialize the FirehoseClient.

Args:
config (object): Configuration object with delivery stream name and

region.

self.config = config

self.delivery_stream_name = config.delivery_stream_name

self.region = config.region

self.firehose = boto3.client("firehose", region_name=self.region)

self.cloudwatch = boto3.client("cloudwatch", region_name=self.region)

@backoff.on_exception(
backoff.expo, Exception, max_tries=5, jitter=backoff.full_jitter

)

def put_record(self, record: dict):

Put individual records to Firehose with backoff and retry.

Args:
record (dict): The data record to be sent to Firehose.

This method attempts to send an individual record to the Firehose
delivery stream.
It retries with exponential backoff in case of exceptions.
try:
entry = self._create_record_entry(record)
response = self.firehose.put_record(
DeliveryStreamName=self.delivery_stream_name, Record=entry
)
self._log_response(response, entry)
except Exception:
logger.info(f"Fail record: {record}.")
raise

@backoff.on_exception(
backoff.expo, Exception, max_tries=5, jitter=backoff.full_jitter

)
def put_record_batch(self, data: list, batch_size: int = 500):

Put records in batches to Firehose with backoff and retry.
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500.

stream.

Args:
data (list): List of data records to be sent to Firehose.
batch_size (int): Number of records to send in each batch. Default is

This method attempts to send records in batches to the Firehose delivery

It retries with exponential backoff in case of exceptions.
for i in range(®, len(data), batch_size):
batch = data[i : i + batch_size]
record_dicts = [{"Data": json.dumps(record)} for record in batch]
try:
response = self.firehose.put_record_batch(
DeliveryStreamName=self.delivery_stream_name,

Records=record_dicts

Error:

def

) ->

points.

['Sum']

)
self._log_batch_response(response, len(batch))
except Exception as e:
logger.info(f"Failed to send batch of {len(batch)} records.
{e}™)

get_metric_statistics(
self,

metric_name: str,
start_time: datetime,
end_time: datetime,

period: int,

statistics: list = ["Sum"],
list:

Retrieve metric statistics from CloudWatch.

Args:
metric_name (str): The name of the metric.
start_time (datetime): The start time for the metric statistics.
end_time (datetime): The end time for the metric statistics.
period (int): The granularity, in seconds, of the returned data

statistics (list): A list of statistics to retrieve. Default is
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Returns:

list: List of datapoints containing the metric statistics.

response = self.cloudwatch.get_metric_statistics(
Namespace="AWS/Firehose",
MetricName=metric_name,
Dimensions=[
{"Name": "DeliveryStreamName", "Value":
self.delivery_stream_name},
1,
StartTime=start_time,
EndTime=end_time,
Period=period,
Statistics=statistics,
)

return response["Datapoints"]

def monitor_metrics(self):

Monitor Firehose metrics for the last 5 minutes.

This method retrieves and logs the 'IncomingBytes',
and 'FailedPutCount' metrics

from CloudWatch for the last 5 minutes.

end_time = datetime.utcnow()

start_time = end_time - timedelta(minutes=10)

period = int((end_time - start_time).total_seconds())

metrics = {
"IncomingBytes": self.get_metric_statistics(

"IncomingBytes", start_time, end_time, period

)I

"IncomingRecords": self.get_metric_statistics(

"IncomingRecords", start_time, end_time, period

),

"FailedPutCount": self.get_metric_statistics(

"FailedPutCount", start_time, end_time, period

)I

for metric, datapoints in metrics.items():
if datapoints:

'IncomingRecords’,

total_sum = sum(datapoint["Sum"] for datapoint in datapoints)
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if metric == "IncomingBytes":
logger.info(
f'"{metric}: {round(total_sum)} ({total_sum / (1024 *
1024):.2f} MB)"
)
else:
logger.info(f"{metric}: {round(total_sum)}")
else:
logger.info(f"No data found for {metric} over the last 5
minutes")

def _create_record_entry(self, record: dict) -> dict:

Create a record entry for Firehose.

Args:
record (dict): The data record to be sent.

Returns:
dict: The record entry formatted for Firehose.

Raises:

Exception: If a simulated network error occurs.
if random.random() < 0.2:

raise Exception("Simulated network error")
elif random.random() < 0.1:

return {"Data": '{"malformed": "data"'}
else:

return {"Data": json.dumps(record)}

def _log_response(self, response: dict, entry: dict):

Log the response from Firehose.

Args:
response (dict): The response from the Firehose put_record API call.
entry (dict): The record entry that was sent.

if response["ResponseMetadata"]["HTTPStatusCode"] == 200:
logger.info(f"Sent record: {entryl}")

else:
logger.info(f"Fail record: {entryl}")
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def _log_batch_response(self, response: dict, batch_size: int):

Log the batch response from Firehose.

Args:
response (dict): The response from the Firehose put_record_batch API
call.
batch_size (int): The number of records in the batch.
if response.get("FailedPutCount", @) > 0:
logger.info(
f'Failed to send {response["FailedPutCount"]} records in batch of
{batch_size}'
)
else:
logger.info(f"Successfully sent batch of {batch_size} records")

if __name__ == "__main__":
config = get_config()
data = load_sample_data(config.sample_data_file)
client = FirehoseClient(config)

# Process the first 100 sample network records
for record in data[:100]:
try:
client.put_record(record)
except Exception as e:
logger.info(f"Put record failed after retries and backoff: {e}")
client.monitor_metrics()

# Process remaining records using the batch method
try:
client.put_record_batch(data[100:])
except Exception as e:
logger.info(f"Put record batch failed after retries and backoff: {el}")
client.monitor_metrics()

ERIE ERETHNER,

class Config:
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def __init___(self):
self.delivery_stream_name = "ENTER YOUR DELIVERY STREAM NAME HERE"
self.region = "us-east-1"
self.sample_data_file = (
“../../../../../scenarios/features/firehose/resources/
sample_records. json"

)

def get_config():
return Config()

- INFE API FHER ,
=
« PutRecord
» PutRecordBatch

3
$
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1. BAAWS EEFIEH |, W hitps : //https://console.aws.amazon.com/glue/ BIRX AWS Glue E
7E,

2. TEARIEHEE Data catalog (B B &%) =& T , 212 Tables (EHER),

RERRBES , RELRESUA—JZEEREENERREE, CREBERERRNFEE
FEMH,

w

4. BREFHETEEDA LANRESEERRE,

5. 7t Datatype (ERIEE) 4 , BEFE @ set EREE,

6. 7E Column type (REE) THXBFEF , FEERK set BES array,

7. 7 ArraySchema fR{uH , RIBERFINEEEREE , WA array<string>, array<int>
array<binary>,

8. BEEFEH.
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9. EXELRSER  SHM set FHEIRA array A,
10. BERFE,

Lambda $# 4] 8k D 1 {2

E&MEA Lambda ERE#E JSON EREE A Parquet Y , FEBU TS EERRZEX, W
REMN ISON MG EBREFR , BES KR NEREA false , EFEREREREHRE JSON £i8
A, B 3 REFBHPELED Parquet Y EXRE R,

EEBIELERE , BEEEHRHERDH deserializationOption: case.insensitiveiRE
B , truel & JSON £ EEREBEL,

HPER BT Amazon S3
EE R RKXFEEH Amazon Simple Storage Service (Amazon S3) 7T | BER T HEE,

« M2 Firehose IncomingBytes#l IncomingRecords 181E , LAFE{RE R AL I EX B #&HY Firehose
Bf. MEFMEN , F2EFE A CloudWatch ¥E#ZEE#E Amazon Data Firehose,

- MRERA Lambda HWERIEH | EME Firehose ExecuteProcessingSuccess 8E |, #R
Firehose 2 €& # A Lambda ¥, MFEFMEF , F2 B LA CloudWatch 35 EEIE Amazon
Data Firehose,.

* BE Firehose DeliveryToS3.Success 1% , #52 Firehose EE M E R A Amazon S3 f#17
BTEE, MEFMES , FFSEEA CloudWatch $E1EEE$E Amazon Data Firehose,

- BiERRAERGEHE  FRABERIREFAXRVIERICH, WEFHER ,

CloudWatch Logs E5#2 Amazon Data Firehose,

- MRFBEAFFHEINERAL , EEH "Firehose £ Amazon S3 FRIEFEZ!
InternalServerError, LHIREASER ; WRERMATE , FBHIS S3 ETHR, ", ETERAR
SAHE—SEEMNBRERERSMB. BAURMEN S3 FERITEXURREE, NEFH
&, Eﬁﬁﬂ?ﬂiﬁﬁmﬂi‘t &{E{t Amazon S3 MAE, MREE LM AME , BHAE AWS
Support LBV E —F 1Bl

- F5FETE Firehose B IEEMN Amazon S3 EZETEMAREFEE,
- MRERA Lambda WERIEH  BFHEE Firehose BRI EM Lambda HE{HARTEE,

- FBWETE Firehose B IEEMN IAM B TAIFZEUEN S3 FEETE N Lambda R (MRERMAER
i), AL, BEHEE IAM S 01EE CloudWatch BHESEHEM AR ER , LUREERBF, NE
SHMMEF , 52T T Firehose ¥ Amazon S3 B By i By ZEUE,

Ba 23

E
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- FIREFEAERERIIEE  FHES Lambda REHEEHRREEX/NDEIR 6 MB BIRE, WEFFH
& , 5528 Amazon Data FirehoseData &,

SFH#BEAR Amazon Redshift

MR EFR AR RSEEB Amazon Redshift fiZ#EE R Amazon Redshift Serverless T/EEHA |
T3&E,

s

mE

BEREEXNELN S3 fEETE , BEA Amazon Redshift, IRERREEZEM S3 HETE
RS EWMEZ B Amazon S3,

« ¥& Firehose DeliveryToRedshift.Success 68 , 3% Firehose EEHKE R S3 fEFET
BB R 2| Amazon Redshift #ii2 & £ Amazon Redshift Serverless TYE&4H, MEFMEF , &
2 BE A CloudWatch 5B EE#%E Amazon Data Firehoses

- BERBAAEERGCH  FRAEE L REEERAMNVIERGL K. WEFAEN A F2BEEH
CloudWatch Logs B:32 Amazon Data Firehose,
« ¥ZE Amazon Redshift STL_CONNECTION_LOGE®lZ& , &F Firehose B & AJ AN EITERR, &

REAEHZKERESBRERNRE, WEFMENR , 5828 (Amazon Redshift ¥ ER & A
E1Em) A STL_CONNECTION_LOG,

- R FRAMEBREHSCET , AIFFEE Amazon Redshift STL_LOAD_ERRORS & ¥}k LBk
H COPY AHMREHA, MEFHMET , F528 (Amazon Redshift ERIERZEAERE) 1
STL_LOAD_ERRORS.,

« SEHETE Firehose 7 H Amazon Redshift #REX%EHE B B 3%,

- FEMERE Firehose BRFIEER IAM A& A LLFFEL Amazon Redshift B ERH S3 7R ,
UK AREREHA Lambda B8 ( MRERAERER ) . I, FEE IAM BB FFE
CloudWatch AFEHEF BFESER , URERR AR, NEFMAEHN , BFSBET Firehose ¥
Amazon Redshift B #9ith 49 17 EUE .

« HREM Amazon Redshift #izE# &£ 5 Amazon Redshift Serverless THEEENVRERILEE
% (VPC) |, SBFEE B E 51X Firehose IP it 7EY, MEFMEN , FSEIZX T Firehose ¥
Amazon Redshift B #9917 EUEE,

« SEfEZE Amazon Redshift #ZE Y 2 £ 5 Amazon Redshift Serverless T/EE¥4E AT A\ B A

- EREMFEAERERINGE |, BHE Lambda BREHI B ER R EEK/DEIB 6 MB KIRE ., MEFA
B , 552/ Amazon Data FirehoseData B,
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Amazon OpenSearch Service 5% #HEf#

wn

R

Il_'\

<]

REBRXFELEH OpenSearch Service 1, , FEEFRIUT SEE,
AT LA E R E e 0 2l Amazon S3 RFETHE. MRERKREEELMN S3 FFITHE , F28 HE

Amazon S3,

R

& Firehose IncomingBytes#l IncomingRecords $81E , IR E R K I EIXEIEM Firehose
BiR. MEFHMEN , B2 CloudWatch 3512 B2 Amazon Data Firehose,
MR EA Lambda W& RIEH# | 5EME Firehose ExecuteProcessingSuccess 51Z |, HERR

Firehose B E& WA Lambda S, MEFMENR , FSBFEH CloudWatch IE1ZE5#E Amazon
Data Firehose,

B E Firehose DeliveryToAmazonOpenSearchService.Success ¥81& , #58 Firechose B &
& E B E5|E OpenSearch Service #5., MEFMENR , FSBE A CloudWatch IE=ZE %

Amazon Data Firehose,

& R ERRRRC % |, FRIAE R B EX KM ERC &, MEFMER

CloudWatch Logs E=#& Amazon Data Firehose,
S5 E Firehose B HY OpenSearch Service {HREXERE BB W,

MEEEA Lambda W& RIEH BT Firechose R T IEEMN Lambda BHE{IATFEE. LA,
FRHEE IAM A2 A[1FH CloudWatch BERHEAMBGSER , UeE#HEAFE. NWEFEER , F2
B FirehoseAccess & T/28 OpenSearch Service B Ay ith,

FBFEIE Firehose BRAIEEMN IAM A& T LAFEUER OpenSearch Service 5, S3 g =T
BBA Lambda EHE ( MRBAEREER ) . A, FEE IAM AEFFE CloudWatch B FEEHE
HEEER , UREHBR AR, WEFHEENR , §28 &% T Firehose /348 OpenSearch Service H
iy b Y 77 BV

EREFERERBIAIIG BT Lambda MBI EIERAKREEX/NEIR 6 MB WS, MNFHEFH
B3 , 5528 Amazon Data FirehoseData #Eif,

Amazon Data Firehose B 817 X ##% CloudWatch Logs R {4 ZE Amazon OpenSearch Service

B , B4 Amazon CloudWatch €4 %8 B S 45 05 — 1@ Firehose i2# , B Amazon
OpenSearch Service EEEZE —RETNZEAFSH. FABRER , BAUNEZERE
CloudWatch Logs # i Amazon OpenSearch Service BT B B4 o

%II
"
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B2 A8

SEEPERE Splunk
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RERREEZER Splunk RinEIR |, FHEEUTIR.
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- MRIEH Splunk FANMMA VPC & |, FEHEE Firehose AT A EEH T, MEFMENR , 5528 7E VPC
F #7EX Splunks

- MREFEH AWS EHFHES , FRET R Classic Load Balancer = Application Load Balancer,
b4k | 8% Classic Load Balancer B £ Cookie IBERV BRI RIF M TERER | WS BHAR
E 4 Application Load Balancer FI& K (7 X ) « MTFENAIZITHIRENFEEER , 5528 Classic
Load Balancer 5% Application Load Balancer K338 R & T EREERBE M o

« ¥ F Splunk SFAMER, Splunk KN for Firehose EE Splunk F & 6.6.X iR EFRA, 0
EHMEF , 28 Amazon Kinesis Firehose # Splunk Hf il 7t 4o

« WMRIBIE Firehose M HTTP E4UERS (HEC) Hi®i 2 BB K E (Elastic Load Balancing st Efh ) |
SERUAF M TERSER A 8 HEC 587 (ACKs),

- BFELEEANIERN HEC &,
- FEFE HEC RFREERA.
- MEEEED Splunk WERZBERENL. MEFHMENR , FSH HTTP SHRESELE 4.
- W HEC MR ASZSHEREBEMEREl,
- MR EEE Splunk KREER HEC EififAIR:RER , FREAHEL. WREHAXY , ERE
5102l Amazon S3, MELNER RSB HIRE Amazon S3 , ERAIRTER XK.
- WFREEHE HEC i LEUA indexer FERRINBE,
« £ Firehose &3i#Y Splunk B K i##AREHECAcknowledgmentTimeoutInSeconds i€ K{E,
« 7E Firehose &37i#Y Splunk B K #fARERetTyOptionsH @M DurationInSeconds THI{E,
- REMZRK HEC BEMRE, BAEMERERERSERERE Splunk B9 S REH.
- FRECRAERERINGE , 5 Lambda BB EIFELEREEA/NEIB 6 MB HTRE ., WFHFH
B3 , 5528 Amazon Data Firehose & ¥ #E#,
- FBERE A ackIdleCleanup B9 Splunk ZEEREA true, TR A false. MU SERES
true , BHATT5IEE -
« LUZE Splunk EIRIEMS , BRERXMA Splunk TEA ORI, Lt 53R Splunk %
BB HTTP B4 USRS, #5 inputs.conf WK ackIdleCleanup FREA true , WEIHE
o8 B T 17 35 DA A L B n T4

« LA 8= Splunk Enterprise SfEME , 551 inputs.conf &EEH#§ ackIdleCleanup 2835k
EA true, B *nix FHE |, EEERMNMN $SPLUNK_HOME /etc/apps/splunk_httpinput/
local/ K. &= Windows & , WERMMN SSPLUNK_HOME%\etc\apps
\splunk_httpinput\local\ KT,

« LAEE—#17{@ % Splunk Enterprise E8ZE M S , FB1E inputs.conf EBERF# ackIdleCleanup
BYEER true, ER *nix FAE , EEAEHRMLR $SPLUNK_HOME/etc/apps/
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https://docs.aws.amazon.com/elasticloadbalancing/latest/application/sticky-sessions.html
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http://docs.splunk.com/Documentation/Splunk/7.0.3/Data/FormateventsforHTTPEventCollector
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splunk_httpinput/local/ KT, && Windows A% , IRV SSPLUNK_HOMES
\etc\apps\splunk_httpinput\local\ KT,
- FEWERE Firehose BRHFIEEN IAM A& A LIFE S3 (RO RFITEMN Lambda BELLETE R EH
(MREMAERER ), A, FBEE IAM SE&A7FE CloudWatch Logs BfEF BEESE R , Ak
B A, NMEFMERN , 82848 FirehoseAccess & F Splunk B Kb,
- BERRINE S3 HRAFIE (S3E0 ) WEREMEESE Splunk , FFEfE Splunk XA H AR
HNEER,
- 5528 Amazon Kinesis Firehose B Splunk Bt il o4 FER2 i

Snowflake HE &
A EIEREAMEH Snowflake A B MM E R SR T BB
Firehose &7 7 KB

WMRAEERRTZERA PrivateLink B9 Snowflake £ ERE T kB , BIFR R Firehose HE1FH
VPCE-ID, EWRER THHEF —ERERFERK :

VPCE-ID R IEfE, HRREHEMEEE,
Firehose TETE B T X B [E1H Snowflake URLs, £ Snowflake 1R FE EM 1R URL, WMFEFF
B , 5526 Snowflake X4,

Y Firehose & 278 Snowflake AWS EEHHENEEFE,
MRBEBEMAEE , FBEAE AWS &,

RFEXK

MBEERAZNEER Snowflake ERIR , FMETHITEE ., Snowflake 34T KB E RS ESE K
BRNEEEAENERIAE —BRINE S ERREETE, UTRLEERNERRG, MEHEBNRE
NEEFE 20 Snowflake BRI T 555,

- $HERMES : Snowflake.DefaultRoleMissing : &RRFEE I Firehose FBREFAREEE snowflake B, 0
R KREE Snowflake A® |, ERELKERABREAIBEN Snowflake A&

« $435%% : Snowflake.ExtraColumns : R Rl A Snowflake R AR FHEA S RBEMERIEE,
TEEEEHRPIEENERE, X2, Snowflake ERRBRBED K/NE. MRANEERHE L
REERKT , INNEAY , FREWARSETNEMEEB AN EFCERARERTESHNERE
ZH,
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- $RERHS : Snowflake.MissingColumns : k7RI A Snowflake R A A PR EREMEEIIELRL,
BEAFMEBTIAZNERMEEE.

. §5E8%5 : Snowflake.Invalidinput : & Firehose FEEAGIR A AR I BB A JSON #EX
B, TRESREEREEN. BHEE json RERXRY , RERINNES|HK, 55%. BHFLE., B
Bl , Firehose E &8 — JSON 1H B i A &&ASH , TX1& JSON &3,

- FEERMCHS : Snowflake.InvalidValue : R RHRBWARSHFHNERER T ERMERRT KK,
EWMARRTIEEN JSON EHFE Snowflake BRI RESZSHEEMERIER,

 $HERMHES : Snowflake.InvalidTableType : F&RRFXEE Firehose BRHPERENE R REE,
TXEERR, ERRANEREER snowpipe BiPRE).
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® Note

HEAEMERER , 1REH Snowflake BBt FEE I Firehose B REABEFERNRERTR AR
A] , Firehose AR BBV EMNRFREREAELEE, NMRERLBBIR(FEER , FEAMK
€ EFHE I Firehose &,

gr¥t Firehose U BEAREE D EITHERD

R Firehose API BEREF |, 558117 T 55 BRI i BhEARAE D
- BEAPIEZRESKH VPC FHE#, KE VPC WAFEZEHEERTE Firehose VPC %%,
EFHMET , F2RAEEFEA Firehose B AWS PrivateLinko

- MBEFRERBOEHE FHBEPRTE Firehose VPC i B /A BB VPC , FREIEHIT T o6
SRBERKELR, Firehose imEAI#E Firehose Ui 2 AN AL ZE A K Z,

£/ traceroutem™® F T Etcping RBEMRRK R ESTER. NRAY , FRELNER

E :

Xa

fian

traceroute firehose.us-east-2.amazonaws.com

/)

tcping firehose.us-east-2.amazonaws.com 443
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- MRPBHRFBEMREBRATIRTRE , HFME Amazon CA ( BEEEEN ) RENVAEEHE
Sl

Hlan -

curl firehose.us-east-2.amazonaws.com

MR LRSI,

nlh

REH APl |, LIEE API REEOEE,

REEEHEARE HTTP w3k

REIFREAEEE Amazon Data Firehose BERRNFZE—M HTTP wEHEN NS EBHENBFERN
SR HEAR S BR | 248 Datadog. Dynatrace, LogicMonitor, MongoDB, New Relic, Splunk 2 Sumo
Logico MAEIME , FIEEANE NS AE HTTP ixE, BME Firehose BRFIEEMN IAM A

B LEE S3 AR FITEM Lambda BNEAETEREER (WREAEREL ), i, FE
E IAM A& A 77H CloudWatch BEFEHEM BFRR , UREHRAF. UFEFEEA  F2EET
Firehose B HTTP 1w 3 B f9ith,

(® Note
AHFHEFATEAR TS BB : Splunk, OpenSearch Service, S3 # Redshift,

CloudWatch Logs

MIUEZRME A A CloudWatch Logging, RBEEREI B b4 SEEREE | T 2RM A

B By 3t B SRR

ErrorCode: HitpEndpoint.DestinationException

{

"deliveryStreamARN": "arn:aws:firehose:us-east-1:123456789012:deliverystream/
ronald-test",

"destination": "custom.firehose.endpoint.com...",

"deliveryStreamVersionId": 1,
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https://docs.aws.amazon.com/firehose/latest/dev/controlling-access.html#using-iam-http
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"message": "The following response was received from the endpoint destination.
413: {\"requestId\": \"43b8e724-dbac-4510-adb7-ef211c6044b9\", \"timestamp\":
1598556019164, \"errorMessage\": \"Payload too large\"}",

"errorCode": "HttpEndpoint.DestinationException",

"processor": "arn:aws:lambda:us-east-1:379522611494:function:httpLambdaProcessing"

B EFIAMRT R Firehose BEAEL R R Im B BRI B H HTTP 53R |, BRKEI 200 BRI ER. I
JE 200 B9 2xx {EE E b & E D B Mt HISAR . Amazon Data Firehose &% 1258 € i B UL BN HY (O FEFRR
NS & B B FE A FC 8% ) CloudWatch Logs. EHA Amazon Data Firehose & &0 8% [0 FE 2 =\ 15 F &
BT ETIS NS AE , RUBURRIGE , LURHIERE Amazon Data Firehose HTTP RRAJ5E R #EL]
RE., AT 2 HELEPHARNNTRE REH#EHREE

* 400 : REEA Amazon Data Firehose #BRESRRR B EHRFE R, AN EHEMEN url, — KB
., ABRE. FIEHR , URENEFRT. B2EERAMEHEEN B NS E X4,

* 401 : RRIER Firehose BRFHEN FEE M EFRSIE K.

403 : REH Firehose BRBENEFREREIERERNRNTECEKERENFT T,

* 413 : &7~ Amazon Data Firehose i Zim BB REBAK , mEELZRE, EXABEFRETRE
KE B EBZEAR D,

* 429 : 7R Amazon Data Firehose Eix7ERMERSKR B Nt AT URERIRR, FiB 8 NEERE
/B IMEE KD (BHEENBRER) REFEEFR T

« 5xx : RNB R ERIE, Amazon Data Firehose RIE AR IE Fi&EE,

/A Important

EESRH  HACLREARNSHIMER  BRERMITRETENREEHRDENAE , I
HRGEERMISERSR,

EHHEE

ErrorCode : HttpEndpoint.InvalidResponseFromDestination

{
"deliveryStreamARN": "arn:aws:firehose:us-east-1:123456789012:deliverystream/

ronald-test",
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"destination": "custom.firehose.endpoint.com...",

"deliveryStreamVersionId": 1,

"message": "The response received from the specified endpoint is invalid.
Contact the owner of the endpoint to resolve the issue. Response for request
2de9e8e9-7296-47b0-beab-9f17b133d847 is not recognized as valid JSON or has unexpected
fields. Raw response received: 200 {\"requestId\": null}",

"errorCode": "HttpEndpoint.InvalidResponseFromDestination",

"processor": "arn:aws:lambda:us-east-1:379522611494:function:httpLambdaProcessing"

4% 34 5] FE 5 AR S R R Amazon Data Firehose Y23 B i B B B9 1t B S 3% 5 FE IEIEJZ\’E’F}AEIF&E%E
ﬁ , &8l Amazon Data Firehose XN ERBRARY , LEEMINMEENER , EFEBREN
EXIFERB AL, Amazon Data Firehose 2 A F S EIEBR KN T ER B KM , Eﬂﬁ@@ﬂ’\]ﬂk%%
200, MRRIEFEBIZEL Amazon Data Firehose AR IR E: , B EREE R ELUERE R RIS,

UTR-UEERNENEIERE  UREESLERENSE

35 JSON HIFFAHM  RAOEEELERERFSLA JSON , REFIEFHANVRAL.
e ml EAREIT A BRI,

- K Requestld : REIFERTE requestld,

« Requestld B F~FF : REEFE requestld EBEH K requestld FFF,

- RAKERERL RFOETISRHBERRL. SHBLRULEARYHT K MARFEH,

- RAAREEEE . RROETTE "RAER . EAENXjson) BH, REEZINEMREE

#,

3
7

/A Important

EE : Amazon Data Firehose REERGE R34 £ 81E Firehose &R M E RN ImE,
MRLERENMRERAR=ZFRE  FEEEEAN R ERDN Amazon Data Firehose 18
RimE , EWseR A EHEURETE, i , Datadog B Amazon Data Firehose Ui B =
https://aws-kinesis-http-intake.logs.datadoghq.com/, MEXAERHEH R
https://api.datadoghg.com/,

HihsE B insa

THIEHMERABNES.
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. §5ERMCHS  HttpEndpoint.RequestTimeout - R RNIHETCEEIB 3 2 ENKFREREE, REZREN

WSS  AIFEHREENRENCERRE, NREFTRENNEEE K SHEEEELHBI
BAURBEEERBERERE (RO RERT , WL BEBEREENEHR),
#5ER1CES © HttpEndpoint.ResponseToolarge - &RREIEA K, EIELE/NR 1 MB (BIFEFRE),

§5ERXHES : HttpEndpoint.ConnectionFailed - &R /REEE A SR E WV in 2 I EAR, E W RERHANATERE
urI':F'E’Jﬁ‘*BJ—?— Amazon Data Firehose S EfFEURSF , Sim R B EERFRNBE AR,

$HE2VES ; HitpEndpoint.ConnectionReset - R RE B ERR , BEHHH BB R M.
$5E34R5 ; HittpEndpoint.SSLHandshakeFailure - &R~ A AR ERBERINTHR SSL #F,

SFHEAR MSK As A Source

AEFEHRE A MSK As Source B E R SR L 5B

(® Note
MERHMERE, B S3 XYEE ,

3
W
b
=
B
&
i
c

Hose 37 KB
WMRIEN MSK MARRNERERI LAY , FRETYIEE

- RERFMSKBERBTEN "FAH.L K&
MREEANRLEER , FREESE LNILEER S K.

MREEANRLBER , FREEE LN LB FHERK.

MRS EEFERAIEELS , QIBEREHIEAE Firchose EVAEEENEREBE, B5FES
B : MSK BSIRE ],

BERREETNAGERRESE T EHINERET T,
BAREN VPC ZeFENESESIE AR EARNELRE FNEBARE,

Hose E{&

WMRIEM hose BRBHNRRE  FRELLTAZ

)

- BERFEMSK BERBTRER RS RE

f%’&
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- RERFIEREFHE. NRMBRASHELIE , BHLEMBRELEZEFRE Firehose Hifi,

Hose AR

BB HEEDEER BytesPerSecondLimit 3 IE B R ERHF L
BF , DataReadFromSource.BackPressured BV {ES A 1,

- WMREIZEZ BytesPerSecondLimit , BIfE#ZE DataReadFromSource.Bytes 18423 5ERIZF R #lo
« BE CloudWatch B, BRMIER, ERERESENEIERIER , BRI,

BRI HEERER
ERFRE LT AR

* Firehose ERFFEALFNKEEB LRI EERNNEE, ATHRELEEECHREE
Kafka B9 BE PG EMERC SR LRI BEC |, 7518 Katka TERBB L ENERRER
message.timestamp.type=LogAppendTime,

MSK & SE 4R &

THIEFEREA (IR MSK B EMER, WFERE Amazon MSK A FIRIEEERR , 52
B8 {Amazon Managed Streaming for Apache Kafka % A E15r) FHIBAKRMER Amazon MSK,

BRs¥ MSK &RV ER

1. BM U Unix BEBR ( &I AL2) Amazon EC2 #{TER. MREMNHFE L RMA VPC &E
#% , FEHEE EC2 BITEBREMEN VPC R#I{T, —BHTMEBTH , SSH EEAZITERE,
MEFMES , F2E (Amazon EC2 EHEER) PHIAHERE.

2. BATHGS , FH Yum EHEBE LS Java, NEFMEN , 5528 (Amazon Corretto 8 {F
AEERE) PHLERH,

sudo yum install java-1.8.0
3. BMATTI@TRLZEAWS AF i,

curl "https://awscli.amazonaws.com/awscli-exe-1inux-x86_64.zip" -o "awscliv2.zip"
unzip awscliv2.zip
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sudo ./aws/install

4. FITTH&S , TH Apache Kafka B Fif 2.6* MR4S,

wget https://archive.apache.org/dist/kafka/2.6.2/kafka_2.12-2.6.2.tgz
tar -xzf kafka_2.12-2.6.2.tgz

5. Bi{¥ kafka_2.12-2.6.2/1ibs B&& , AEHT T S LATH Amazon MSK IAM JAR #&
=

<o

wget https://github.com/aws/aws-msk-iam-auth/releases/download/v1.1.3/aws-msk-iam-
auth-1.1.3-all.jar

6. 7£ Kafka bin Bl EIclient.propertiesiE@®,

7. awsRoleArn #§ BMX B 1E Firehose REAMNAE ARN , SourceConfigurationdi & BE
B, foFF AWS AFIRERAERTAR awsRoleArn. AWS client FRESERIBITEERER
ENAE,

[ec2-user@ip-xx-xx-xx-xx bin]$ cat client.properties

security.protocol=SASL_SSL

sasl.mechanism=AWS_MSK_IAM

sasl.jaas.config=software.amazon.msk.auth.iam.IAMLoginModule required

awsRoleArn="<role arn>" awsStsRegion='"<region name>";
sasl.client.callback.handler.class=software.amazon.msk.auth.iam.IAMClientCallbackHandler
awsDebugCreds=true

ssl.truststore.location=/usr/1lib/jvm/java-1.8.0-
openjdk-1.8.0.342.b07-1.amzn2.0.1.x86_64/jre/lib/security/cacerts
ssl.truststore.password=changeit

8. HMITT % Katka S HRINEEE, MEEHERR LB ER , BFEALEHIRE Bootstrap fRIfR2S.
MREEERZFEN , FFEAILBHE Bootstrap A ARES.

bin/kafka-topics.sh --1list --bootstrap-server <bootstrap servers> --command-config
bin/client.properties

WMRFBRAR , CEZEFINEUT IS NE L.

[ec2-user@ip-xx-xx-xx-xx kafka_2.12-2.6.21$% bin/kafka-topics.sh --list --bootstrap-
server <bootstrap servers> --command-config bin/client.properties
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[xxxx-xx-xx ©05:49:50,877] WARN The configuration 'awsDebugCreds' was supplied but
isn't a known config. (org.apache.kafka.clients.admin.AdminClientConfig)

[xxxx-xx-xx ©05:49:50,878] WARN The configuration 'ssl.truststore.location' was
supplied but isn't a known config.
(org.apache.kafka.clients.admin.AdminClientConfig)

[xxxx-xx-xx 05:49:50,878] WARN The configuration 'sasl.jaas.config' was supplied
but isn't a known config. (org.apache.kafka.clients.admin.AdminClientConfig)

[xxxx-xx-xx 05:49:50,878] WARN The configuration
'sasl.client.callback.handler.class' was supplied but isn't a known config.
(org.apache.kafka.clients.admin.AdminClientConfig)

[xxxx-xx-xx ©05:49:50,878] WARN The configuration 'ssl.truststore.password' was
supplied but isn't a known config.
(org.apache.kafka.clients.admin.AdminClientConfig)

[xxxx-xx-xx @05:50:21,629] WARN [AdminClient clientId=adminclient-1] Connection to
node. ..

__amazon_msk_canary

__consumer_offsets

9. MRLEHTL—EESRIEEINETMEE , FEEERENSIEMRB[ I EEENELRE LE
o BEERM , BALUTHALMEA telnet RBELLARERN , MTHGEFIR.

sudo yum install telnet
telnet <bootstrap servers><port>

WMRBERRL , EEWBITI@WE. ERTETUELRE VPC FERE MSK B5E , BE5IERAMR
SRR ENERE L EFERERIT,

Connected to ..

10. WMRFBREY , FRE VPC Z2FELWEARR, flm , BAILEBEARA LEATIIEM,

Type: All traffic
Port: Port used by the bootstrap server (e.g. 14001)
Source: 0.0.0.0/0

B telnet E4R , W L — AL BAIR. WMRIEMARELELF R Firehose EIRIARKEK
AWS i,

AR B A
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Amazon Data Firehose Bt %8

A EiEREA Amazon Data Firehose A B BIELRE , AT ARS, FEERERIESERHA , SHHREE
BEHRE,

Service Quotas TRAR—BEFRMNE , BUUEEFBREFNEE AWS RIEHERE , WHERIEINEEE
ANFZERNERE, FARMRHMNEZESAREELRN AWS BERERE, STEELZTENERE , £
TRERESHE,

MEFMER |, 528 () BH Amazon Data Firehose Ui 25 #1 %l 48 Amazon Web Services —fig 2
=,

T —&i%E 7~ Amazon Data Firehose EB T 5|fi £,

« £/ Amazon MSK ¥4 Firehose & RHIRKIR , B1& Firehose BRI TERELRE AT E D ZI[E 10 MB/
PHEINEEEN 10MB S AKX,

£/ Amazon MSK 4 Firehose SBRRYRIREF , BIREA AWS Lambda , 28 K/NERA
6 MB , t1R =M Lambda , BlIF2#& K/M EFRA 10 MB, AWS Lambda #$EE A EEF A 6
MB , Amazon Data Firehose 4% 6Mb LA L RYEC 88X E 8535 S3 FETH, MR Lambda B1F
F , Firehose B EHE A #RHIA 10 MB, #1ER Amazon Data Firehose #£ Amazon MSK W EI X
10 MB KYF28% K/)> , Amazon Data Firehose 2§ Itid 8 X {42 S3 #HER AT , A% Cloudwatch
BEBHELMIRS, W% AWS Lambda BREIFEMER , 52 B Lambda B 5,

* RXH Firehose &R LRYEIRE S BB , AT LAA 3% Firehose S 500 & 1F A A 0 Bl 2 #Y T8 5 AL
B, FRATFDEBHBERNREEANFEATIIERR. S0, IRBDEHEEHSVEE 3
BoEE , mMESHNEFERAMEESE 60 VBHXM , AITFHAMS , EMEHE 180 BERA+T S A
B, EREEFRNERE OB ERTBEMEAPRE, NREFEESHEE , BAIEY

¥ % Firehose &% , W ER P D EIE D HEIEF,
 BUA Firehose BB ELMBED B , SEERATIEEXESY 1 GB NWBEAEIEE,

- BERFSEEEM Firehose BRHMEBEFEWT :

- XEIRE (HFEmALE ) . EXBEERSP (BB ). EES (RPHE ). BUN ( ZHE ) .
DIAES (R®E) :5, 000 1@ Firehose &3

- BN (ZEERT). BON (M%), BAREE (FnE )., ZEXAEE ()., EXKEE (&
). ZKEE (ZE). AWS GovCloud ( EXE#EZL )., MEKX (FIB)., WHEKX (F
8 ) : 2, 000 Firehose &
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 BUM (BR)., BN (KE). BN (HETHE )., ZTXEE (F8). EXEH (K
BR). M (ERE). ¥B (EE ). #E (=), #E (BEH ). AWS GovCloud
( EERZP ). IEM (BFER) : 500 Firehose &R

- BUM (BREE ). BUM (BT ). BAEE (BENE). ZXEE (#NE). EXEHE
(WA ), PR (MAEEBERLE ). UES (BFhEX ). mEKRKAI (FmF )., me
R (HE), EXEE (FRAE ), mAEE (FEH ). EFEFF (FZ) : 100 Firehose &

1L

- MREEBIHE B , B CreateDeliveryStream &2 LimitExceededException %t
M. EEEMNLEEE , B LER Service Quotas (MREH EBIFIREMEE). MEEEFER
Service Quotas WFFMIEN , FSRBEREERH.

« E Direct PUT 3 EA BB KRR , 18 Firehose BR&E S PutRecord M PutRecordBatch E3K12
BT EGBEEE -

- BWREBERE (HEEIER). KBS (RERE) MEUN (ZMM) : 500,000 i/, 2,000
BFER/AH 5 MiB/#¥

- Hfth AWS [E1F : 100 , 000 EZE &/, 1, 000 FFR/P , UK 1 MiB/#¥,

R Direct PUT R A AR SN ERHEEREEREEIR Firehose R EIXER = MiBEIR

7% , Amazon Data Firehose € B B8 INERVEEERS , BRI ERMAL. BREBEEMNEIXSE
MBRFE , Firehose AIREREEERMNERE , T BERVBIZEEMBIAENER. Rt , FEREE
FAMNER MG H, NREEHENUREERANKFEETEN , RENRENFEREES
RIERWEERFNEIEE  BAEREMEEZERS,

BCEER = EERELLAl. Hla , MREKRBRI (WS EEILE). XEES (REM) NEN (BHE
W) PRBEEEEFRAZE 10MB/Y , RISAMEERESREAZE 4,000 EFR/A , LK 1,000,000
FREH/V,

(® Note
« FEZ0E R B IR B AR PR A B #R 2R 42 %I AR B Y A &

« & Kinesis Data Streams ;8 EAZ B RRE |, LLELZERER , Amazon Data Firehose &
£ PR 1 1t 462 [0 4% /R AN A 0RL o

- MRRESHEEESRUTHHRE , ASEREXEE AR EER) , BBRZX
RATEEENHREELEESRAN, REEER  FHELFESEATHHRE , MR
REEMN , BE-SRESEHE.

- BUMNNEREHTAEEENESNKA, Firchose HIINEERRIBEEEZRENERE
HREE 6 RUSERHEHAR/NEEEAZIRIZELN 5KB (5120 2t ) . Hit , HAMEE
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HEAER (LT B, IREEZSNEARLSE  IEENRASES, i, MEEA
BEREMITAS5MB, BIEEMER 1,000 FEXRSEEXHEHENERMAL | EiXEB 5,000
ERHN SMB ERERREES, MEFHMEN , 528 AWS FHEEHH Amazon Data

Firehose,

o MRRSE W ibEEFER BRIRA DirectPut , =18 Firehose B & % W 1711 24 /NFHY E B FE 8%
IR MR 2 Kinesis Data Streams (KDS) B R E A FEF |, AIZIRIFEM KDS AEREE R,

« 1£ baseb4 {wIEZ 81 , % ZE Amazon Data Firehose BI52#& X/N EBR%A 1, 000 KiB,

« PutRecordBatch ##{ES XA RIEN LRA 500 £5285 4 MiB , B/ NE A%, HEEELS
g,

- TIBERFESYESAREREUR , EREMERS

* CreateDeliveryStream

* DeleteDeliveryStream

* DescribeDeliveryStream

 ListDeliveryStreams

» UpdateDestination

 TagDeliveryStream

* UntagDeliveryStream

 ListTagsForDeliveryStream

 StartDeliveryStreamEncryption

* StopDeliveryStreamEncryption
- BERTERNH 60 HE 900 ¥

« ¥ A% Amazon Data Firehose 3 f4%] Amazon Redshift , {& X E A2\ FEH Amazon Redshift #
&%,

« Amazon Redshift 1 OpenSearch Service T EFHIFEEFE A 0 B2 7,200 B2 A,

- EHMMA Amazon S3, Amazon Redshift 2 OpenSearch Service & , Amazon Data Firehose
RZAFEAEER 5 EARZTHH Lambda FAA. M Splunk , BEEASERER 10 BRTHH
Lambda F M,

« BALAMER CMK BRI CUSTOMER_MANAGED_CMKZNZ & % 500 {@ Firehose &,
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FMBABER

M A 52 AT 8%

T3R8 Amazon Data Firehose X FHNEEEE,

g2E

R (~HEE)

FiEY Glue Z B &
BB R <&

HT I8 E R E AR
R (~rHEE)

¥T1® Apache
Iceberg BRI KXW A
B # it 0 — i AT A
M (GA) WA

MENER S
Bl

=R E

¥T38 Apache
Iceberg & RHFER M
ABEW (BT

®)

Snowflake BY#EE
R

DU

BEREEARER (NRRAE ) RECBE.

iE A1k Firehose B2 Amazon S3 Tables WEE& , M
THEERENB SN AN EREFES3TablesC
atalog . BZMBERIE Firehose &7 %] Amazon S3

ER R,

BREVUEENESZEEEE Amazon S3 HHY
Apache Iceberg E¥IK,

& T LAME A Apache Iceberg Tables #% B #9ith 382 31
Firehose Hit. w28 HERRXIZE Apache Iceberg
ER &,

¥718 Apache Iceberg Tables X EHNERI AR L], 75
2 THRXENERER,

Amazon Data Firehose IR EEE K[EHF ( FRAIE )
j24t, 5528 Amazon Data Firehose Fi 48,

I&TLAE A Apache Iceberg Tables % B #Y 3 38 & 51
Firehose . 2B §& R {FZE Apache Iceberg

Snowflake MEZ EBEEFHIR R, B E the section
called “3%7E Snowflake BY B B3R E "o

SEAMH

2025 9 A 24 H

20255 H 14 B

2024 £ 11 A 15
H

2024 £9 A 30 H

2024 8 A 22 H

2024 8 A 22 H

2024 7 H25H

2024 7 H25H
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FMBABER

gE

Snowflake ¥E &%
[Eig A EY B 89 i

EEERERERME
0]

Amazon Data
Firehose Ed
& AWS Secrets
Manager

Fr i I HEEY
Dynatrace H&HY
XE

Snowflake A& B
Y 1th B — A% AT A
(GA) KR

Amazon Kinesis
Data Firehose B1E
#A Amazon Data
Firehose

718 Snowflake 4
AEBH (LB
g)

¥718 CloudWatch

Logs ¥ B B2 B 8

#7118 Splunk
Observability Cloud
R B

DU

Snowflake BET AL AKEE ( #FNE ). BKE
B (BEE) NoKEE (3 ) WENL, F2HE
the section called “5%E Snowflake By B BVt 5RE ",

FREERTESNELEE, F20 BEREER
Firehose 83 f #FE ET RS,

IBBIE T LUEA Secrets Manager FEURHI MR |, I
e BELEAERB®R, 52/ the section called

“fF F BR¥ AWS Secrets Manager’,

B[ LAAS B RE M S 4-E1% &= Dynatrace 1T —
5. 82 B the section called “5%E Dynatrace B
HHHERE"S

Snowflake HEERHEHMA B K. F2E the
section called “%7E Snowflake B B B ERE "

Amazon Kinesis Data Firehose CE#H & 5
Amazon Data Firehose., 52 {12 Amazon Data
Firehose

O] LAEA Snowflake A B By 3R# 3 Firehose &
Fo 552 the section called “5%7E Snowflake B9 B #Y
HERTE o

BRI EFNSBAENRR LEMARRE | SRRE
#y CloudWatch Logs E#HEixE Firehose B i, &
2/ the section called “# CloudWatch Logs &iXZE
Firehose”,

B LAE A Splunk ATEAIM EiR/EA B By it R 2
i Firehose &, B2 the section called “ZE
Splunk ATEAIM EimHY B FI#ERE”

SEAMH

2024 7 H25H

20247 H5H

2024 6 A6 H

2024 4 A 18 B

2024 4 A 17 B

2024 2 A9 H

2024 1 A 198

2023 £ 12 A 15
H

2023 £ 10 A3 H

338



Amazon Data Firehose

FMBABER

gE

2 #7318 Amazon
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ERRIR

g TY
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Documenld E&E

x &
ENMEXEDRED

Zl

MBI FENE
BAEE,

¥718 Amazon Data
Firehose #2872

Fi8 9 {EFT Y
Amazon Data
Firehose 15

3T 388 P 1 T Y
Amazon Data
Firehose [E1F

T8 Kinesis
Streams A XR
IhgE

iR
RIRIE A LAERE Amazon MSK & FEi%X E Firehose

B, 55208 the section called “5%E Amazon MSK
K RIRERE

8 OpenSearch Service = Firehose &7k B &Y

# , DocumentID BREREHBEXH ID W EZE, X
BW 755 4A Firehose B4R ID M OpenSearch
Service EAM X ID, 558 M the section called “5%
E B W HERE",

8% Amazon Data Firehose AR R ERHFEEESD
WX E, B2 pIEERER.

HigtEEAEE , HPEH AR ZE Amazon S3 HWE
REREEFTFER , eATANEER., F2[E the
section called “7 f## Amazon S3 Y1 BEITZE .

HigH B RIE | REMEB Amazon Data Firehose
# Amazon VPC i1 B # &5 £ Splunk, EZH &
A Amazon Data Firehose #§ VPC 72 B 5EHEELE

Splunko

MEER, RE, ERENRIEE. WEFHEEHA ,
2B Amazon Data Firehose EiZE,

HIEERARISERE, EFMENR , B2
BJAmazon Data Firehose Bt %8,

¥718 Kinesis Streams #£5 Firehose &L BE
KR, MEFHMERR , BFSBEIE Firehose FHRAIIR
RAIE Kb,

SEAMH

20239 A 26 H

20235 A 10 H

2021 £8 A 31 H

2018 £ 12 A 20
H

2018 &£ 10 A 30

H

2018 £ 6 A 27 H

2018 £ 6 A 13 H

2017 8 A 18 H
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DU

Firehose BBV BECEH ., MEFMEN , B2
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& B LAERE Amazon Data Firehose E &R R {F 2 8
EmER, MEHMEN , FSEEH Amazon Data
Firehose Y IR E %o

& A LAERE Amazon Data Firehose £ COPY @5

K BB , ¥ Amazon Redshift # 5 E 5 COPY &

T, MEHMEEN  B2EHEHRE  KEBAEN
Firehose §3#. 7 f## Amazon Data Firehose 71 # & ¥}

{4 & Amazon Data Firehose Bt %8,

BT LLEA Amazon OpenSearch Service & B #
#h3RE I Firehose &, MFEFMEN , F2EH
BRI . REL AR Firehose BB, 7 ## Amazon
Data Firehose FHIER RS R IZ T Firehose BHRE
OpenSearch Service B K HY 17 EURE,

EH E532 Amazon Data Firehose 1 ¥f Amazon Data
Firehose F SRR EITHEZ

B EHERE Kinesis KEBRER LUEIEER,

8T ERIE Kinesis REBERALUEEE R,

Amazon Data Firehose B A ESMM IR RA,

SFEARY

20177 H19 8

2016 £ 12 A 19
H

2016 £ 5 A 18 H
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2016 £4 A 19 B

2016 £4 A 11 B
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