adws

EAEIEE
Amazon Elastic File System

Copyright © 2026 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.



Amazon Elastic File System EREEmR

Amazon Elastic File System: £ i &5/

Copyright © 2026 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.

Amazon WA EMEENB B RAMEMIE Amazon WERBRYE , BT ITREERFF IR
&, FRMAEESE Amazon BEBZEMN A RNERA Amazon WEEMBEENE., FrEHEMIE Amazon
BENBESAHREREENGE , EEHEE UREMBR Amazon , HEE Amazon BEEREK ,
e 2Z E Amazon EBf,




Amazon Elastic File System EREEmR

Table of Contents

Amazon Elastic File SYStemM RATEE 2 ..ottt te e e ene s 1
SREE—IRBEFD AMAzZoNn EFS BE 2 .ottt ettt 2
=R (= - VRO 2

WA EFA Amazon EFS FEEL AMAZON EC2 ...oovceeeeceeeeeeeeeee et 4
Amazon EFS 4 E& AWS Direct Connect 1 AWS Managed VPN #EEEMA ......coovvevvevvenee. 6
Amazon EFS TMA{EF AWS BACKUD ......cceiveeeiveieeeeeeeeee et steeeee e seseaessstesteeeeeeeseseeeeennenens 7
85 1) =TRSO 8
B B R B TR A A .ottt n e 8
TE Amazon EFS A Rl — B ..o 8
1L = PR 9
BB B e et e e e e e e e e e e 14

o= O 15
70 3 SRR 15
B R RN BT EC2 BT BB . oo 15
e B o == PR 16

70 & « <N 16
T BREEIR ©oeveeeeeeee ettt a et h ettt s s b sttt a ettt 17

T B B S B o UM oo e e 18
B S L R B BRI oo e e et e et e raes 18
B2 k- SRR 19
e =l LS = k- RO 20

£ Amazon EC2 Linux #{T{E 2% Amazon EFS BB ..o 21
FEHAM Linux B1TARERZE Amazon EFS AR ..oooeieeeeeeeeeee e, 22
£ EC2 Mac AT EREE EFS B UM oo, 22
B EITREE EFS P ool oottt 22
Amazon EFS B IR E BB B I EA e 23
Systems Manager BT EZE BRI ..o 23
FEE AWS Systems Manager AR EFS IR ..ooovieeeieee e 24
B B A TH AR DO OCOTE oottt et ettt e e e e 26
FHAR STUNNEL .ot e e 26
e (0o VY= I ] =1 - OO 28
B FIP S B a oottt 29

B T A B T R oottt ettt n s 31

B T T oottt ettt 32




Amazon Elastic File System EREEmR

BB 1D ettt ettt ettt 33
B D R A B ettt 33
B T R B R ATT oottt 34
B TR RAFTTERY LAM B A oottt et 34

B B BRI UAE AR BRI et 34
BB A R TR ATE .ottt 47
B N R B R T T IR oottt ettt 48
B T TE B B oottt ettt et ee e 50
BB T T B .ottt ettt ettt e e et et e e e e e ee e e e n et 52
B R R ettt ettt ettt et e e, 53
B B L A . oottt ettt 53

B B BB A ..ottt ettt 53

B TR It B A ..ottt 54

B R R B B R oottt 54
R B A B AR EE A E T B e 55
B B A B BRI oottt 57
LiNUX I B 2 B e 57
B EFS B B B AR TR oottt 59
EFS B B B B B B B R T oot 60
BB I B B A oo ettt ettt 61

G R R ettt et 62
EC2 LiNUX B oottt 63

ol 0y Y Yol k- - USRS 65

B TR B I B ..ottt 66

B B BB I A B TR oottt 67
B AM BB B ettt 70
A EFS TR B T et 71

B B I EC2 B T B B .o 71
REAAIIR ST VP C B T B Lo, 72
BB NS et ettt ettt ettt ettt ettt 75
G R R ettt et 76
N S ST oottt ettt ettt ettt ettt 76
B NFS T oottt ettt ettt ettt ettt et 77
BB NF S B B R E oottt ettt ettt ettt e, 78
FEF DNS E EC2 L B oottt 80
BU NP HEBEBRER ...ttt e e e ettt e e et e e e aaeas 82




Amazon Elastic File System EREEmR

B B B R TR R oottt n e 84
Y EC2 LinUX B T BB oottt ettt ettt 84
AR EC2 LinUX BT BB e, 86
fEF NFS BY Linux Fl1 Mac ST B 8 ..ottt e e e 89

B R B RATE oottt ettt ettt 91

HWERE R BIAFNBEIETR R AWS CLI oot 92
G R R ettt et 93
BRTE AWS G ettt e et e et e e et e e e et e e et e e e 93
DB 1 BT EC2 R oo 94
B 2 1 BT EF S BB R oo 99
BB 3 B I B R R R oo 102
D B A . B oo e 106

R AR B A I T R oo, 107
G R R ettt 109
BB 1 BB EFS IR oottt e, 110
B 2 1 R NF S o U oot e et e e e 111
TB3: EEHNASSEA LR LB EFS B R R e, 112
LB A4 BRERIRE AWS BHIIRE oo, 114
B 1 I B BB T T R ettt 114

BRI AR VP C B B R BRI oo 117
G R R ettt 118
HEE 1 B E B AT AREIBAT ID oo 119
HER 2 FUIETHME B AE 1P MBI oo 119
BB 3 I R BRI IE E e, 120
B4 FA EFS HER B R R R e 121
HER 5 BEERIRBEIEN AWS BRI oot 122

B B R R B T . ettt 123
£ Windows # 1T /BB L R B R R B oo 123
A R BT E B TE T ..o 123
B B R R B B AT B R B T IE oo, 124
£ /etc/fstab FHEZE Amazon EFS BRIEBERE cooovveeeeeeeee s 124
HIR TEERR fs BE SRR R R DR oo, 125
HIE TR R SRR TR 126
B TR I B B R B oo, 126
R R R B A AR R R B R B oo 126
RS L O | AR R R IR TR B e, 127




Amazon Elastic File System EREEmR

fE DNS BREHEIT NFS BB R R EB oo 127
HIE Tnfs REIME, HBRERBEERB ..o 128
B B AR R O oottt 128

e = B b Bk - OO 128

BN EITRIEIE ..ottt 129

B B Y B U B AR .ottt 129
RSN E R R RREER TR REE L 858 e, 130

L R = PP 130
BB Bl e a e a bttt sttt ettt 131
FEFH AWS DAEASYNC ...ttt ettt et e e ae et e et e e s et et e e eaeate et eneene e 131
FEF AWS Transfer FAMIIY .........c.coooeoieeieceeeeeeee ettt te e e ereeeeeee e seeseeeeennene e 131
AWS Transfer Family &8 Amazon EFS 8/ B ERRE o 132
FRIE MY EFS BERRM AWS Transfer Family .......ccoveeeeeeeeeeeeeeeeeee e 133
g8 RO 138
R R BRI REE .ottt 138
=g = RPN 139
s = 2 TR 139
BV 53 = RO 142

B BRI Y B A .ttt 147

B B B E A VP C ..o, 148
BB B E R BB e, 149
BIEBE IR .ottt 150
g e g RO 152
R B B A R R RIE e 152
v T B 1 <P 153
B e e e e e e e e e e e e et aa e 156
B T B e e 157
B Bl L ettt 157
= = PR 157

R -3 5 SRR 158
L=/ R 158
ERB=- = E2% 5AN NP 159

T R B I B et 160
BRARTETEIEBU DN ottt 161
D CloUAWatCN B B A . oo e 163
(03100 e ATV (el (Y= O 163

Vi



Amazon Elastic File System EREEmR

TFHT CloUAWAICN FB A ..ottt e e e e e e e e e e e e e e, 168
FEFD CloUdWALCh FEEE .. .o, 170
FEBEL CloudWatch 1B B B R B et 171
N B B R A T T IR Bl et 176

B A R oot ettt e e et e e e e e e e e aar—aaas 178
fEFD CloudTrail BREE APL TR ettt e et e e et e e e e e e e e e e e 179
CloudTrail FEY AMAzon EFS BERA ....ooooiieeeeeeee ettt 180
THE Amazon EFS B ERIEE ... oo, 180
FRINZEZRFA Amazon EFS BFFERIER ..o, 187

B I R B N P B R .o ettt ettt n e 188
B RS D B R ...ttt 188
B R B S D B ..ot 189

R BT R BT .o ettt ettt et e e e e e — e e e e e e et e e e e —ee e e e e e e 189
B B R D oo e et e e e r e e 190
TR B B P B R .o oo ettt 191
B B R A BT R oo 195
B A ettt e e e e e e e e 196
B B TR et et e e e e e e e e e e e e e aaas 196
TR Bl ettt 198
B B T ettt ettt e, 198
g - VOO U TR 199
B B I B AR T e 199

G R Ty — PRSP ROTR PSR 199

B B I BB oottt 200
R A B A T B R B PR A . o 202

B B B B ettt ettt ettt 202
T 11O RN e e e 202
BUITHEEBRFEBRSHIIEET IOPS .. 202
Rl B B B .ot et e e et e e e e e e e e et e e e e e e e e e ai—aaaas 203

B R AR B e e 203
NS P o i B R T o oot ettt et et e et e et e e et e e e et e e et e e e 203
BN B R B BB ..ottt 204
B R R BB B .ottt 204
B NFS read_ahead_KD K/ ..., 205

B R B R R T B B B T .o, 206
B I AT EF S BB B BRI oot 206

Vii



Amazon Elastic File System EREEmR

B BIE NFS B R R LT E R IR B e 207
TFHL AMAzon EFS R A B B A BB R oot 207
Amazon EC2 F AT B BB R LB . oo et 207
RN EREBERERIIELIEEIE e, 208
BB S U2 1 o8 G N5 SO 208
5T NFS BRIEBE BB AR ..ottt n et n e eneeeaenns 209
£/ Oracle Recovery Manager ZIMfEMTEEEBMIE ..o, 209
AMI B R O R BB Bl B B e e 210
B S T T CROWN ettt et ettt ettt 210
R A e i R R R R E R BRI IR e, 210
B T B o 0 ettt e e e e e e e e e e e ae—a et 211
ERE B P R E B BRI o 211
T A B R oottt ettt 212
B R B R IE et 212
AWS Backup IMAIEF AMAZON EFS .......oiiiieeee et 213

P R T A B T oot e e et e e et 215
B B ..o et e e e e e e e e e 215
== 0 LK TR 215

BT B R B R oottt 217
B e et e e e e e e et e e e e e e e e e e e e e e aar—aa e 218

BT B B ettt 218

P R T A B T oo e ettt et 218

R B B B T R B BRI o oo 219
R B B B A R B BRI oo oo e 223
BB AWV S R BT oo e et 228
B R I R oo 233
B R B A R .o ettt ettt n e 237

B P B AN oo e e e 239
R B Y B B oo e 240
B R R ettt ettt e, 240
B Bl e e et e e s 241

B B A B BB A ettt et 250
B R EE B IR ettt 251
B B R ..o et e e e et e e e e e et 252
G =0 s AR 252

B P B R B I T R oo ettt 253

viii



Amazon Elastic File System EREEmR

Amazon Elastic File System ZAMRIEE IAM BRI T ....ooviiii e, 254
BDBIBUREIB ..ot 259
BIRBVBURBIM ...ttt et 263
AV S B B R oottt e e 265

B B BB ..ottt 270

B P B T T A B B oottt 273
I B ettt 277
R R B BRI B B T E .ot 278
BB R B BRI BIER oottt e, 279
B R Y B S B o oo e e 279
B R EF S R 8 et 279
REBRFRIBBIERBID ... ettt 280

B B B B B R oottt 280
B B 0 .ot e e e e e e e e e e et e s 280
B A BB T E ..ottt 281
B VP C B B A oo 281

B ] NV P C T B oot e 283
NFS BRI E B . B R R T oot 285
BB B T B B R T oottt 286
BB EFS B R R D R A B A oottt 286
ERREPERMBEFOFERA BB ID FFA oo 287
R T R R R R ..ottt 289
FEPRARER ..ottt et ettt ettt e e 291
B R R R B TR e 291

B S TR E B oot e e e e e e e e e n e aeaas 291

B P TE T B oo e e e e e e e e e e e e 291
CC R R R 292

B B T I I 2 B 0 oottt 292

B B T AR E B ettt 293

T IAM BUR A TR B oot 295

B B R B R AT A B TTEN oo, 296
R HEHABIEE AWS Transfer FAMIlY .......ooooeoe oo 296

L T 1 BB ER oo e e e e e 297

R B B B ... ettt e e et e e e e e e e e e e e e e e e e e 300
L B ..ot e ettt e et e e e —ee e e —ee e e —e e e e —eeeee— et ear——eaae— e e aa———aa— 301
SETTLUIREHY AMAzon EFS BL&E ..ottt 301




Amazon Elastic File System EREEmR

BB R B B B ..ottt ettt 303
FEEB T AMazon EFS B R BT EH . ..o 304
N S b ot RSO 305
FN Y I = R = i R 306
RTEEYNFSVA.0 F 4.1 THBE oot 306
= 1= R 307
S ¥ B e A B Y A R RS R T BB RO 308

R B R R R AR B EEIE oo 308

IR T R R BB BRI S R o 309

IR T1/O SBER 1 BT B REE oo 309

I T REAB AR BRI SRR e 309

AR, I TR B R 8RR e, 310

HIR MBS ) SEERMI I TR oo 310

HIR TR RBAR L BRI B R e 310

AMAZON EFS AP ettt ettt et e e e e e e e e e e e e —abrrrerreaaeaaaaaaaeeeaaanns 311
A 1O 311

PV T B ettt ettt e et e et et e et e eaeete et e eteete et e ereeneeanens 312

EEHER (IPVA Bl PV T B oottt ens 312

B B I B oottt bt a ettt bbbttt s e st se e 312
A o I NS 313
BB e RE ettt et e ettt et e eteete e e ateeteeaneateas 313
£ Amazon EFS BIER APl GBRER e, 313

B R .ottt aeh bttt s s b ettt 313

B R TR BEIE oottt ens 314

BT B R R R ..ottt 314
) =R 314

CreateACCESSPOINT ...t e e e e e e e e e e e e e e e eeeeeeaeens 316

CreateFilESYSIEIM ... e e e e e e e e e e ————— 325

CreateMOUNTTArGEL .......ooieeeeeee e e e e e e e e e e e e e e e e e e eeeeeeeeereannaaes 341

CreateReplicationConfiguration ...............uuiiiiiiiiiiiee e 358

(07 =Y 11N = o [ SRR PRPPPP 366

DeleteACCESSPOINT ... .ottt e e e e e e e 370

DEleteFIlESYSIEM ...t aaaaa e 373

DeleteFileSyStEMPOIICY ........coooiieieeeeee e e e e e e e e e e e aeaes 377

DeleteMoUNTTArgel ... ..o et e e e e e e e e 381

DeleteReplicationConfiguration ..., 385




Amazon Elastic File System EREEmR

1S =] () =T 1 TSP 389
DeSCriDEACCESSPOINES ... .o e e 393
DescribeACCOUNIPIEfErENCES ... e e e 398
DescCribeBackUPPOIICY ......ouueiiiiiicece e e et e e 401
DescribeFileSYStEMPOIICY .......uuveiiiiiee e e e e e e e e e e e eaaaaaes 405
DeSCHDEFIIESYSIEMS ... e e e e e e e e e e 410
DescribeLifecycleConfiguration ... 416
DeSCriDEMOUNTTAIGELS ... e e e e e e e e e e e e s s 420
DescribeMountTargetSecUrityGrOUPS ........vuuuuiiiiieie e e a e e e 426
DescribeReplicationConfigurations ............cooooiiiiiiiiiiiieeeee e, 431
DL oE Yo ] o T = To 1< RSP RSPPNY 436
LiStTAQSFOrRESOUICE ...t e e e e et e e e e e e et s 441
ModifyMountTargetSecurityGrOUPS ........uuueeiieiee e e e e e e 445
PULACCOUNTPIEIEIENCES ......eiiiiiiiiiiiieee e e e e e e e e e e e e e e e nneneees 450
U= 7= Ve 1U] o] o] T3 PSP 454
PULFIIESYSIEMPOIICY ... e e e e e e e aaaaaees 458
PutLifecycleConfiguration .............oooiriiiiee e 464
B IE= e | ST 10 o = PSR 473
o= To | =TT o 1U ] o SR 478
UPAatEFIESYSIEM ..o e 482
UpdateFileSystemProteCtion ...........cccooiiiiii i 491
=i << i R 496
ACCESSPOINIDESCIIPLION ... e e e e e e et e e e e e e e ena s 498
= Tod (U o] o] [T Y PO RRPRPP 501
(@7 (== o] | | ) o TP 502
)15 1] =1 (o o P PPPRPPIN 504
DestinatioNTOCIEALE .......ooiiiiiiie e e e e e e e e e e s s e e e e eeaaeens 507
FileSystemDESCIIPON ... ..o e e e e e e e e e e 510
FileSystemProtectionDesCription ..........ooooiiiiiiiiiecee e 515
FIlESYSIEMSIZE ..ottt e e e e e aaaaaaas 516
LIfECYCIEPONICY ... .ottt ettt e e e e e e e e e e e e e e e e e e eeeeeeeasnnarannaa 518
MountTargetDeSCrIPLION .......veei e e e e e e e e e e a e 520
0TS D PP 523
ReplicationConfigurationDeSCrPtioN ..........ccoooiiiiiiiiii e 525
RESOUICEIAPTEIEIENCE ....coiiiiiieeee e e e e e e e e e e e e e e aeeas 527
e T0 11 = To (o ] Y PP 528

Xi



Amazon Elastic File System EREEmR

L I= L PP 530
STHERBEEATER ..ottt ettt bt bttt b ettt ettt ne st ne e neens 531
dl

Xii



Amazon Elastic File System EREEmR

Amazon Elastic File System {1 B% ?

Amazon Elastic File System (Amazon EFS) 124 @ReS. TLEMNIERMEEINE K BLEEME
REBRERENNEE , U2 ERERER, Amazon EFS TEEEREZE PB#k , MAEHHERE
X, LAREEEHBENBRERMBEBERRER. EB Amazon EFS HRAKEN Web BRIETE ,
B URERBZMEIFRERERRK. LEESACEEMEERREEERNE , ERTETURR
BE. BHNEEEMERRRERNEMM,

Amazon EFS X EMEEERRKE 4 lx (NFSv4.1 F1 NFSv4.0) € , Rt EB B aifE AN ERERM
T E#8A] LABE Amazon EFS E#Fl & H. Amazon EFS A £ K Z B A Amazon Web Services
EEHTEEPFE , @ Amazon EC2, Amazon ECS, Amazon EKS AWS Lambdafl AWS
Fargate,

RBHRFTRAERSUERME. STAKNSMAE. Amazon EFS RETIERRKRE , LURE
&R AT AN A MEER -

- BE (BR) -EBEERERR (EF) eEARESRNRESABESERENME S R R
FHER AWS B, BEZETHESFRENTRAENNSETHAYE , BIME FB—RNSETH
EiF AWS 215 L FEA,

. BEEH - EENEERASSERERESE-TABRA. BEREHEE - TAESTREEH
WBETAN, T8 EESMERT , 2HR0H THESEAREE  FHESLEERAHY
BN TR EEA,

MERUERZGEENFAES  F2H EFS EXRHREE,

Amazon EFS 2B EITEEBFMEMNEIAE, |IOPS URKIEE, EFS EXRKEAIERZE PB . &
SEIAEKE, AHREEHTERAELTFENEN., ¥RAZHIELSE  RMOEBEHERE
N, BI—ARNeEEF B EIAEER,

- —RAR - —MARKERIFFESLEEHBNEARER , fl0 Web RBIRK, ABREERM.
¥ B M — B RR

- B - EBEMREAEEASEEDRRIERBEENE , URE THEREFEBNFER.

% EFS MALFER: BEX0HMET , BB Amazon EFS AR,




Amazon Elastic File System EREEmR

Amazon EFS Rt ERRMENEERE , fliA AN ER —BMNEREE., NEFHMEEHR , F28E
Amazon EFS Y E R — 3%, Amazon EFS tha[EEFER "R IEXRKNEL (POSIX) BIEFHA
REBERFERZENER. MEFHMEEN , 5287 Amazon EFS F{RERIE R,

Amazon EFS X E G2 5FE. REMMEIIGE , LARREMERER, Amazon EFS ZEMER
RREMBER . BRPMENTENE, SUUEEL EFS EXRRRRMATENS. WREE
B, FIEERNTEERTEME, ECHBERIKR , TURAEEPME, NFS AFREH
Amazon EFS H97ZEU2 H AWS Identity and Access Management (IAM) BUR MM Z £ BUR RS |, 6l
MEZ2FE. MEFEFMEF , F2BAmazon EFS WERINZ, Amazon EFS B 59 MEREEKZ
#l NFS A Fim¥ EFS R XA EE.

(® Note
A EMEH Amazon EFS ##it LA Microsoft Windows B E##) Amazon EC2 #1T{E &,

RE— )/ {FH Amazon EFS 1§ ?
# 28 — K ER Amazon EFS | BB E AU TEL -

1. 21 Amazon EFS EmMEEBBE , 552 E Amazon EFS,
2. NZE Amazon EFS WE ML ER , 582 Amazon EFS BE/EA R
3. ERFBERKTRE.

MBRSBEER—5 T Amazon EFS , U T EEEFltbSI5R LR :

- B NEHE EFS &R
- B EFS ERXREK
« Amazon EFS API

Amazon EFS BUiE/EA =

Amazon Elastic File System (EFS) 12{tf#i% . EMIAREE. set-and-forgettVEMER R, BRI
FA Amazon EFS B RR#K , £EM Amazon EC2 H{TREE L HBERRSK  EE2EURERR
HEEALE A Amazon EC2 ${TEBEMNE R, LALUBBMIEERM 4.0 ARA 4.1 KX (NFSv4) B
HE , EEBRALEER (VPC) P E EFS BRRMK. RMBREHEARH — KM Linux NFSv4.1 FF

85 — R fE A Amazon EFS 15 ? 2


https://aws.amazon.com/efs/

Amazon Elastic File System EREEmR

% , HlENE# Amazon Linux, Amazon Linux 2, Red Hat, Ubuntu 1 macOS Big Sur AMIs % E|#
A , W E EFS #&iHEER. WERHB , HSEEE Amazon EFS A Fif.

MEXE BRI ERN Amazon EC2 Linux 1 macOS Amazon Machine Image (AMI) ;52 |, 5526
NFS X, st¥Eo AMI , KA KRE NFS Al Pk 8672 Amazon EC2 #1TER L HEERRK.
MBERA , FB2ELE NFS A Fim.

&R LA 28 EFS A FiRER7E EFS BRAMK , At EREBE —ERNERAEXATUFRERR
. EHE ANZETAREFEITH Amazon EC2 FHEfh AWS EE#{TER AWS [E15 AT LAFFE
BRRZE , WEFSEAETUERANLRE RNERER,

MFE AWS [BiF AT EFS BRRMHIBE |, 528 Amazon Web Services — 2%,

EEFEVPC FH) EFS BERMK , B VPC HEL —RZEHF B, #HEH B FERM NFSv4 in B
W IP btk |, WA A EH P HE EFS ERRH. LA FEAHE Domain Name Service (DNS) & B & &
MERRE  ZEBEHRMAE EC2 BTERAEMETAEEFH EFS HEHEZ P #hit, &AE
AWS BFHEETAESFEI —BHBEE, MRELR VPC FARAESAEZEFHEK , BET

EEP—EFERPEY-EAHSEEF. AEXTAESNAE EC2 #TERSITULAE-—#HER
=

@ Note
EFS BRAM—XAsE—{E VPC FEHE K.

HEEEAGNRGEFTEAE TR, EAERISTHEARREREI At AESNEAREXRE
AIREBETRAREREPHHEBE IP iyt DNS SEFEN , MRS EERNEOHRETF. W
FHHEENFEET A F2H EEHIER,

EAERRA DNS EBBBERRAKzE  BANUERAT , RETMHEERRKE—K. WFEEH
NFS Bik s AIMMHEAE BN ER , F2H MRERRMK (NFS) BRHEAE, FHENFT,

{8 AWS Direct Connect = &% Amazon VPC B | A L ERIPHBE R PO RIRSE LHE EFS
EE R Site-to-Site VPN, BRI LAEAZBIBRARET LB EFS BRRKE , KEREERE EFS.
BAZEIRBERS , FiGAEREE EHMHH E Amazon EFS,

BRI LAE T EHE Amazon EFS fN{aJ B8 H b BR S BL f5F A AV 3 3R .
3]
« tN{AfEFH Amazon EFS # &t Amazon EC2

BEARX 3


https://docs.aws.amazon.com/general/latest/gr/rande.html#elasticfilesystem_region

Amazon Elastic File System

ERAEER

» Amazon EFS #{aE& AWS Direct Connect #1 AWS Managed VPN f&EL &£ F
« Amazon EFS #0fAIf£F AWS Backup

Wl FH Amazon EFS ## Amazon EC2

KREEREREA Amazon EFS [E#EfE
@15 EFS R Rk

Amazon EFS R X%
HITIERE,

B [E IR R G EZ Amazon VPC Y EC2 #{T{EEE L.

EHE AWS BN ZETAEES , TERET T FHRERRHKNZE EC2

Availability Zone 1

Availability Zone 2

Availability Zone 3

Amazon Virtual Private Cloud
(Amazon VPC)

subnet

10.0.1.0/24

Amazon EC2

| 10.0.1.30 10.0.1.31

.....................

...................................

10.0.2.0/24

subnet

....................

subnet
; 10.0.4.0/24

subnet

Amazon EC2

10.0.4.14

10.0.3.0/24

Mount target

2
10.0.1.32 10.0.2.45 10.0.3.15

....................

Amazon Elastic File System
(Amazon EFS)

EUEHS , ERLEER (VPC) E=BATAESE, RRERRAR "EEM. &7, AbESETH
EFSEEY —EHHER, HRABENREEZE  RMEZIERE-THESANHEE FEPFR

WAl £ Amazon EFS #& Amazon EC2



Amazon Elastic File System EREEmR

BRERK. Eh—ETHERSEWETFEE. T8 , REEF—EFEBTRIHBE R, UFEFAE
A, FFSREM EFS #ElinE N EFS BRRHK,

E & EFS ERRMK

TEERFRERSERRR (VRE— AWS EENFRATAREES) A% 8 EC2 H1TERE.

& AWS Cloud

Availability Zone 1 Availability Zone 2
Private subnet : Private subnet

10.0.1.0/24 ' [ 10.0.2.0/24

Amazon EC2

10.0.2.31

______________________________________________________________________________________

@SS , VPC EMETAHES , SEESHE —E Ak BRERRREEREES , AR
F—EHHER. HRESHENRAEE  RAEZBLBBRHEERRKY EC2 HITEELNE
B AT A [ S Ay 8 B R EE R R R

wn{aAIfE A Amazon EFS #E Amazon EC2 5



Amazon Elastic File System EREEmR

HELEHP  HFEFETHAEBETFEEEER , AR us-west-2c TR EEHH EC2 #ITER
HRIXA EC2 EREFMER, MERFMENR  F2REFEEIAEZRK,

Amazon EFS {a 82 AWS Direct Connect 1 AWS Managed VPN & & f& F

BB ABEREALB[RETAN Amazon EFS ERRK , B LRI BB E RHEB F Amazon
EFS BXR#KH AWS Ein FEEN . BHUAIUFARE, 152 , B ERKRASSHERRSER
A Amazon EFS , 3% Amazon VPC ##J Amazon EC2 #{T{EREME L K 2ZER. RE , &E
ALUBERKARBEFEECNERRE , EZERBEENRISZIBERRES.

5/ Amazon EFS #EE AZE B A RTEER |, FEERCUTEHEE -

- BHNRSEERRBLERMN Linux HAEBMNEERM. RFIERE Linux BOIRZ 4.0 HEHRE.

- AR RPAREEHHBEZ IP it (M2 DNS &) REAZBERARET L HEH
Amazon EFS R XK,

AEPEBEIM T EE Amazon EFS BRXRRMELETENRAR, BEE{F Amazon VPC Direct Connect
BEENER, MEFMER , B2 [ Direct Connect E1E,

TERSENAREASETE (EHHERNRFEAIBEERMRT) FH Amazon EFS ERRFRIE A,

Amazon EFS #1{i8& AWS Direct Connect #1 AWS Managed VPN B &£ 6


https://aws.amazon.com/directconnect/pricing/
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s Amazon Web Services Cloud Customer network

Availability Zone 1

VPC subnet 1

P = K
[ 100130 ______;

______________________________ (B N
o T @ — ||
Availability Zone 2 N
' Virtual Customer
! VPC subnet 2 : irtua Amazon Direct Connect  router/firewall
! ! Private

Gateway

Amazon Elastic File System

MR LAE A REBEBERAREZ M VPC ZR# Direct Connect AR R EER R B RH 718 , BIAT
£ VPC REREMHEB R, BERAEEMRIRFI Amazon EFS , BRI EZHE B EN
ZEEFE , UAFFRAIEFE MRS NFS EIZR (2049) NEARE. NESEFEEFNFEE
A, BSE SRR

Amazon EFS {a /A AWS Backup

MERRRENE A NUEDEE , B LUER Amazon EFS #E AWS Backup. AWS Backup £

2 ZERMERYE K TELRREPNEB L IRMAITIBEHE AWS RENERMED . ST
AWS BackupSEH R EfR D EE , WEE AWS ERNEMEE . Amazon EFS RKBAEBERRR
BEMTRENRE. EEE—D THRNMAFER MM EFS BRRMH AWS Backup , 552 H fEfs EFS
BERRX#K.

Amazon EFS mfafE A AWS Backup 7
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Amazon EFS 89 Ih&E

LA 2 Amazon EFS B ThEE,

&

- B RFBEFEUET

« 1£ Amazon EFS F &R — 3t

- EFS SRR RH A HE AT A M
+ B

5 5 By vE 7 B

BNBEREERNEANER , F8eEH Amazon EFS BB XA MiEH Amazon EFS API 553k |, 10
BURBERERK. A, SEXEESEYSHFHEM EFS AWS ME RN,

#&7E AWS Identity and Access Management (IAM) FEVHERAENAEXERBEIRIFIERD
., MEFUNFMEENR , 528 "Amazon EFS WE D MEWMERE,

NFS A F iRk IAM R#:2 Amazon EFS WEA LS MHEE , HEA IAM KREBLERERRK
(NFS) AP EEEEE, BB NFS AF RN IAM B | BuLlEBAE LERN AR , FH
IAM EIEY EFS BREZMAMNEE. NFS AFEN IAM BEHLEL T ERERE, MEY NFS AFiRME
A IAM RERNFFRER , F28 A IAM BHEZERENFE.

£ Amazon EFS HHER — 3t

Amazon EFS 12t FEREX 1 NFS AR B BN — BT,

£ Amazon EFS A , HERMETHERE , TEEME, ERAENBEAREEXKARBFEREETA
EiE A -

- ERERXHTELSEAERE B, 8 open Linux 85 EE O_DIRECT ME4E= fsync Linux

%),

- RRAEASBMAESR,

RIBAENEFIER , Amazon EFS TREERHFESLBEMRAKRERBAN —BHRE, BREIT
RZERFRMATHEMMBANEBAEN , BEREIHERFINSARER -3,

Tre 8



Amazon Elastic File System EREEmR

EREE

NFS A Fix AR AT LAE Amazon EFS FER LA NFS % 4 IRERHETE (SR THEEETE) &
TEERANEARE,

FHEEET5IEIN Amazon EFS MM ERE RN EIE ;
« Amazon EFS EX EXHEEMBEIVE ARE , EHTELREZITIEREGFRETE, fln , &
ERGREFREEBVERESEE , FNERBEXSLEEE NFS ZE (HIE3RAE B —BE),

- BRFMAEEERITEREEREIERE A EREERTRERRREE RS 512 EH
Eo

EFS &= R H0 AT A 1M At

AB RS Amazon Elastic File System (Amazon EFS) #RAMH M RAMKAMEERRE,
EFS ERRMEE

Amazon EFS 2B A% EEERRAE.

- BE - BEEERRR (2R ) EHARESRNRESXESALEVES R T A BEFRER
AWS B, BEZETABRRFRENTREENNFETAY  BE PN -—HZBETAEE AWS
B EEEM,

- ERE -ERSERRRERENFREE-—TAREA, EE—TRAERIETFRERNTRHAER
MFET AN, T8 , EELEBERT , 2B THESERANER , FHEELERRKPH
ERTREEEX,

EBOBH AWS ATRAERHEAREENERT  EESREFENPHNERN TREESR. Flm, KX
MAKEEHATREGEHERER, RTELEENSEHZH  BANEESRFENERAEREEM
RESEHEUNITRERG , UMRBYHEZB UMK, THRNBERRKELE , M ASLKRTEREE
RHERRMEIE 99.999999999% HITH A .

ATHEMERRE , Amazon EFS € BB A BHERERERRHK AWS Backup, BALUEERR
MIEMERE ANEMRETHED AWS Bl , bt TLUEHBRETEHN AWS EiF, #/H B
MEEW EFS BRRMlEMD AWS Backup EEBZ=FETHESE , EAMHAMEMRT. NEFHAE
#A, F2E PHEME AWS Backup,

AR 9
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ERAEER

® Note

ERGERRFEEANBETAERS. NFEILETUERERSERIKNTHA RN

Ao EESERRRIENTHES.

THERKREER T ZEERRRE

ERXKE XEtHE A GRETE

A, f9)

@1t ERSM AR 99.999999
‘Jmﬁﬂﬁﬁﬂo 999% (11 9s)

BE TEERSMAM 99.999999
MuAMNER, 999% (11 9s)

B, o THE,. MAENEMRR.

ERGERRBEXENTRES
EREAERZAREEARNBETRAES, TRIMEITUERTERAERSERZRNSETA RS

B AWS [E1F M AZ IDs, BEEEE AZ IDs EiRF 7 A EFH RS
Manager EF & IEREF I AWS EJRH 7 A [E1F IDs.

T EEBERGERRAN T HES
AWS [EiF &8
XERIB (B2ER)

KEIRER (S B 2L #D)

KEIFER (07 e EE1LER)
XEIFEER (R EM)

AWS B 2B

us-east-2

us-east-1

us-west-1

us-west-2

AR

99.99%

99.99%

A A B HihZE2

>=3 M

1 HH A EE
MIEREE
M

25248 AWS Resource Access

XEWNAZID

use2-az1, use2-az2. usez2-

az3

usel-az1. usel-az2, useil-
az4., usel-azb., usel-az6

uswl-az1, usw1-az3

usw2-az1. usw2-az2, usw2-

az3. usw2-az4

AR


https://docs.aws.amazon.com/ram/latest/userguide/working-with-az-ids.html
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ERAEER

AWS [EiF &8

Africa (Cape Town)

DIRHE (FE)

DXREH (RE)

DARME (KER)

DAREE (BH)

DAEE (Fh03%K)

TAME (ER)

TABHE (R
&k (Fhh)
R E (63)

thE (£H)

BN (EM5E)

BN (RN

B (R
B (KE)

AWS [EfE BB
af-south-1

ap-east-1

ap-south-1

ap-northeast-3

ap-northeast-2

ap-southeast-1

ap-southeast-2

ap-northeast-1
ca-central-1
cn-north-1

cn-northwest-1

eu-central-1

eu-west-1

eu-west-2

eu-south-1

XEN AZID
afs1-az1, afs1-az2, afs1-az3

apel-az1, apel-az2, apei-
az3

apsi1-az1, apsi1-az2, apsi-
az3

apne3-az1, apne3-az
2, apne3-az3

apne2-az1, apne2-az
2, apne2-az3

apsel-az1, apsel-az2

apse2-az1, apse2-az
2, apsez2-az3

apnel-az1, apneil-az4
cacl1-az1, cac1-az2
cnn1-az1, cnn1-az2

cnnw1-az1, cnnw1-az
2, cnnw1-az3

eucl1-az1. eucl-az2, euc1-
az3

euwl-az1, euwl-az2, euwl-
az3

euw2-az1, euw2-az2

eusi1-az1. eusi1-az2. eusi-
az3

AR
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ERAEER

AWS [EiF £18
Europe (Paris)

Europe (Stockholm)

Middle East (Bahrain)

rAEN (ERE)

AWS GovCloud ( &EIXRE )

AWS GovCloud ( &EIFa3R )

EFS f# 755!

AWS [EfE BB
eu-west-3

eu-north-1

me-south-1

sa-east-1

us-gov-east-1

us-gov-west-1

XEN AZID
euw3-az1, euw3-az3

eunl-az1, eun1-az2. euni-
az3

mes1-az1. mes1-az2, mes1i-
az3

sael-az1, sael1-az2. sael-
az3

usgel-az1, usgel-az
2, usge1-az3

usgw1-az1, usgw1l-az
2, usgw1-az3

Amazon EFS R A EREFEE , ERHERNREMKRGT , EREURRERAREM,

- EFS 2% : EFS RERFRE /A BREER (SSD) A7 , AREFINERREHKELEESFR,
MONERRRENS AR A EFS RERTFER  ARERAEHAPEERSEE EFS TEFMM

EFS Archive 1255,

« EFS TEFH (IA) - BRI KA RELREEFERL , 8SFEREFEAX

- EFS #ff : —ERABILHNERREFERL , SFFEERIRED,

BEEMEIXEN EFS BRRMZE EFS Archive REER. —ENFREFENPEERRFNE

B, EREIRERRARNBEEENARENCHERILE,

hxRFEERAR

TREBREFRAR. NFERSERTENNENFEESA

% B Amazon EFS BRI,

AR
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fiEER  BHAR F—@EfL  WeK AN TRAEE SEK=
TAEAME  (EBH  SLA B SRR
IESE S BEEH2

EFS % ZFERREERE DEY 99.99% TERA
U S BEMY1E ( B ) =>3 (&
AdE s =)
99.9%
EFS SEEEREE =DH 99999999 (&E 1 (—f8  128KiB
Infrequent  ERZEX B IEE R S ) 35 )
Access I:Fﬁ*sl'o (11 9 EI\J )
EFS #fF B#FFREIE ZEVH 99.9% =>3 ([E 128KiB
EOWIEERAH (B3 ) 8 )

'HRERHERRARBEREREE— AWS TREST , A mR s K¥RLtaFETHES
RNATBEERNBEIANER  ATABESER , AIFREELREEERRRTHNEN TREEKX.

2Equ5$ﬁ%-|a§ 2023 F 11 A 26 BFF 12 B8z BN EmBHBREE/ R 128 KB HEERY
BA AR, W1FE Amazon EFS IMAIFTEMETERBIERMPEESRANEFHAER , 2B Amazon
EFS MR EERREMM 4 KD,

T R

B KESEREFENTHERNEOEKRE. BN A RHFRFTNVER , AICALSBHRERE
REER <BERNENE , hERABCRNENEFNER. AWS IREES7ERSERFERNNE
B, URBRBERREFEEFENNTEFN. WEE—-FTH , 52/ Amazon EFS EE,

A, FEEW (A) IBFRESENSEERNKEIREEZEMS 128 KiB. R 128 KB HERXEE
EARAKEFRRE 2023 F 11 A26 BTFF 12 : 00 2 BREHMNEmIBEBK, WFE Amazon EFS
MAETENFTBERNERNPBENNFEES , 526 Amazon EFS MR EERERBENYHX

Do

SAEiEEAME , BERHMREEZE.

AR 13
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- HRAEAEMRZENERRR , ZEEXIERRARSAEGNTEERNEREE TZIREE
Fﬁ?/ao

- ARNEARERZIENERIEN  CEARMILAHREREIEXINNER , BREBEERFEBG
NEREFTE,

- ARERABRERZENERRAR , AFNBXEESRIR EFS BERFEAITNERFRES
",

WMFE EFS MXBEANFRET , F2H BEEE,

® Note

A HEOBAEmEREERN EFS BRAME AWS Backup , TEELERNFNER, BE
i — 5 7 % AWS Backup Amazon EFS , 5828 {#12 EFS R E M.

LamEMEE

FETHENERRR , AEEREALKBHPUARBEEREN AN ETHERRMR  FEALENBHE
B, £BHEEERBAERRARERNEGENRE  EREFENCHEBERER. £oBH
HER—EEWBHEEK  ARERKERRRENERIHRFEINKR. NFFRER K F2
REERELENBY,

BqE

RO LERES |, £ AWS B RIFH FE Amazon EFS BERRAFENER, EESEEHEH

# EFS BRAFLEMWERMNPESRETE AWS Bl FZEN PEVHNHE N EFS BRXR

. EFSEEBRERFENENHERRENEL. ERSHEET , SERHESENEIERS
BE (RPO) MERFEREBZF (RTO), ELBFHAAMBEENERUENERFELBF. UFFEE
A, FBREE EFS BERERK.
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Amazon EFS AF§

MR IR R % — XA Amazon Elastic File System (Amazon EFS) , 555K T 55 B LB tAE A IG5
—1{@ EFS #RR#.

1. B APIRY Rk

2. B EFS BRRFEILKE EC2 #ITEEE

3. £ BERERIERHN EFS BERHK AWS DataSync
4. BERERILRE AWS BHIIRF

FORIRHF

HETERAFMLSRZE , FRELBETIER

« ZE6EH Amazon EC2 #1TERE , WABME) EC2 HiiTEE. BFEAWS RF, EAEERFIE
MERE. SMBMNT2EHE, ZIEI FHEFA , F2E (Amazon EC2 EA&1EF) HH Amazon
EC2 AP,

« $&# Amazon Virtual Private Cloud (Amazon VPC), EC2 # EFS ER&MUMREEM F , AWS E
B mMA%#E BEPEARER VPC, MRLRAFER VPC , REMREBBEFAFNIRENES
BHEMRHH VPC HIEERRE , 528 £/A VPC 228,

« BAGEEARZEHENTEREAFIR A

& AT LAE A AWS Command Line Interface (AWS CLI) S8 S EITELINAPIERT , LAST EFS AP
FEAY, MEFHMEN , FSEHERE . £/ B EFS BXERKISHBED EC2 HITEE AWS
CLlo

B EFS ERAFZIEE EC2 #1T{HE

BELEMILAPTRE N RGER | BAILUELY EFS BRRKAME EC2 BITER. THEKER
—1f8 EFS BERREMALESRNBERIEREITEBRBHEER EC2 BB E.

(® Note
R ESERS Amazon EFS B2 Microsoft Windows B! EC2 #/T{E &= A,

TORIRE 15
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£/ EC2 MBS EE Y EFS ERRMILAE) EC2 HITEE

WEFEET EC2 HTEEBE SR NBE EFS BRRANIER , 52/ (Amazon EC2 FRHEIE
) FHEZEEFEH Amazon EFS B Amazon EC2, Amazon EC2

UTRESEHTERRBHBEY EFS ERRFBUITHIR.

1. FEASEENSRYNMRRE , BYHE Linux EXRKLBITH EC2 #ITERE.
2. BUEREBREAAPHET EC2 HITMERAHA EFS ERRH,
3. BB EC2 #{TMERE , B EFS BERREBK THARNEREH.

HE , BHTALAE Amazon EFS £ &7 | FHEZRNRERBIRERIERRK., BtrLliEH
AWS CLI f1 API REIIERRK. NEBUERRZKNAMERBENFHFMENR K F28 EI1EFSER

FH S EEERTIEN EFS XXM AWS DataSync

B EFS EXERFKZR , AUUFER REEBNWERZRRKERER., AWS DataSync DataSync & —&
ERERRLE , UEC. BBLAMEEBMABRRAEDS TABBEREFZREN AWS RERBEZER
ML EZE ! Direct Connect, DataSync AJLAEWmENERER , A ERERRRPEER |, 4
mEEERE. BEARENERET,

% DataSync KVFFMHE , 552 B AWS DataSync,
JoIR R
BIERERE EFS ERRKz , FRELETIEAR .

o AIAREFERERNRIERENFS ERRFK. BH4EFEB NFS 5 3 MR, 5 4 IREE 4.1 IRFEULR
BR#. SPEERRERURRATFBERF L, BEREEERERRHEN EFS BEXERFEFHE
RRH

- BEREAFM DataSync, BEEE—L T , B2 EAWS DataSync ( EAEIERM) T/ AM
AWS DataSync,

F /A SERERDEN EFS EERRH AWS DataSync

MFEFEA DataSync #ERBEWE EFS BRRAMKLMNIETR , FBHEAWS DataSync ( £AEEE) +
B E A {F#E R AWS DataSynco

HERERIENERRR 16
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https://aws.amazon.com/datasync
https://docs.aws.amazon.com/datasync/latest/userguide/setting-up.html
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BT 2/ DataSync #ERE8W E EFS BXRRAME , BRIATHIR,

1. BRZEEC2 #iTER. WMEFMENR , 5528 Amazon EC2 User Guide H#Y Connect to your
EC2 instance,

EENREPTEH, BBNHA KEREX,
BYMBERRERWHVE,
BUIWEREEK.
BITEBURERRERFERE BN,

o ~ w0 b

EBRERILIRE AWS EHRF

TRWAFRER , FHITTISRIRFEEFILREFED AWS 1R,
BRERMRERS

1. EBEFE EC2 HITHEE, MEFMEN , 528 Amazon EC2 User Guide 1 #J Connect to your
EC2 instance,

2. FRATHHTEHER EFS BRRA

$ sudo umount efs

3. HI{E https://console.aws.amazon.com/efs/ B Amazon Elastic File System £ &,

4. MBRIEEAPTRBNE —EZRHPEIM EFS BRRMK,

a. EE!@E%E%?\I\;E)\%&WJ%E@ EFS E%%\IVLO
b. &% Actions (B)1E) , &1 Delete file system (MBRIER R ),
c. TEXAMPBRERRFEHFTARS , WAZMER EFS BRRARHVERRMAR ID , AR BIZEMERE

7|</ \l\)l.:o

5. RIEBAMAFREREN EC2 #11T{EE, MERE , FSHBAWS IAM Identity Center { £
FI58) PHEIE Amazon EC2 #{TEEE,

6. MREBEALAPREEURSHEE , FEHEHMR, MFERH , FSEAWS IAM Identity Center
(ERAEERE) PHRRZSEHE,

/A Warning
HEMBR VPC MTAREZ 2 BE.
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/connect.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/connect.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/connect.html
https://console.aws.amazon.com/efs/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/terminating-instances.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/deleting-security-group.html
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Z 8t Amazon EFS F F ik

HMEZELE Amazon EFS B Fif (amazon-efs-utils) , =2 Amazon EFS WEBEHRERKREBIE
£4, Amazon EFS AFImEBe#ainbEN K ER—EHBELEE EFS BERRAKNER, A
Fimt Al LAE A Amazon CloudWatch 3RES#2 EFS ERRFNHEMRE , YT ETELERRMA
Amazon EFS BRRAFEHTEHPERMBHNITE,

B LA EHITZE D #H Amazon EC2 (EC2) #1T{E#E L F &R % Amazon EFS Al Fim. EC2 HIRE
L ENEZERSE , BB LERE AWS Systems Manager BEIZHEREHEH . MEE EEFEH
W 7 #7558 AWS Systems Manager , 552 B Systems Manager ZERNEE R K.

/A Important

RMBEBE—EREARHTRAN amazon-efs-utils , UEREFERETEINGE, Fl0, 2.3
MRBEFRAZEFEA IPv6 bt iHE |, BB XE,

B3

- EFS T EM kM

- XEMNBITR

- FEZR%E Amazon EFS A F iR

- [ BEBLREREH Amazon EFS B Eis AWS Systems Manager
« REFFA botocore

« FHk stunnel

- BUA FIPS X

EFS T EfyfAHac

ERLH amazon-efs-utils E4E , REEEHHLEHE amazon-efs-utils FWKIFIER,

- NFS A Fi%
« nfs-utils BAM RHEL, CentOS, Amazon Linux 1 Fedora #{ThX
« nfs-common &M Debian M Ubuntu 2 1THR

- HERREEIX (stunnel EH. IRA 4.56 SHEFRA)

EFS T E/EMkM 18
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« Python (WRZ< 3.4 REFTHRA)
« OpenSSL 1.0.2 HEHRA

(® Note
RIZTERR , £/ EFS #HE B BIFERXFEE Transport Layer Security (TLS) B |, &S BBEXS
SRHHITRREIMEBRE, EFS #RBHBHEXNER stunnelEXARE TLS ThaE, FELHR
AH Linux BERSE , BRTAES stunnel X8 TLS WAERIMRAS, A EAF —1@ Linux kR
AREF, £ TLS #8 EFS BREK XK.

Zgamazon-efs-utilsEH 2% , i@FH#K stunnel, EZE A stunnel,

A LAE A AWS Systems Manager REE Amazon EFS AP , W BE{L1E EC2 #1THEE L=
= E#T amazon-efs-utils EHFTRNER. WHEFMER  F2REA BB LT LI EFH Amazon EFS

A Fix AWS Systems Manager,

HRMBORE , HSH EDEME.
XAV EEITHR

Amazon EFS AFIwERE T T % Linux M Mac Z1ThR :

B EHER init &%

Amazon Linux 2023 (AL2023) rom systemd

Amazon Linux 2 (AL2) rpm systemd

CentOS 8 rem systemd

Amazon Linux 1 (AL1) 2017.09 rom upstart
® Note

AL1 AMI EF 2023 £ 12 A 31
Hend-of-life A~ & 2024 £ 4
A EH AT amazon-ef

X EHBATHR
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ERAEER

g
s-utils E# (2.0 REREFHIR

K)o
Debian 11
Fedora 29 - 32
macOS Big Sur
macOS Monterey
macOS Ventura
macOS Sonoma
OpenSUSE Leap, Tumbleweed

Oracle8

Red Hat Enterprise Linux (RHEL) 8, 9

SUSE Linux Enterprise Server (SLES)
12,15

Ubuntu 16.04 LTS, 18.04 LTS, 20.04

LTS, 22.04 LTS

NEEHCRECXESTHNTREE ,

EHEE

deb

rm

RPM
rpm
rpm

RPM

deb

FEIL 8 Amazon EFS A F iR

&\ LAFE Amazon EC2 (EC2) Linux #4T{E 88 ¥ 1T macOS Big Sur., macOS Monterey 1 macOS

init %l L

systemd
systemd
launchd
launchd
launchd
launchd
systemd
systemd
systemd

systemd

systemd

#E 2R Github amazon-efs-utilsREADME L .

Ventura B9 EC2 Mac $11T{E8 + F 8% % macOS EFS i F ik, MEXE Amazon EFS A FE &M 5 #

BE , F2R XENBRTR

XENEXRRBRLZEREFRAR T FIEE,

ES |

FEBRE EFS AF R

20
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« 1£ Amazon EC2 Linux #1788 £ %2 Amazon EFS A PR
o TEHA Linux 21Tk E &% Amazon EFS A Fim

« #1T macOS Big Sur., macOS Monterey 3% macOS Ventura B , #% Amazon EFS %7 EC2 Mac
HITER L,

1£ Amazon EC2 Linux #1788 £ %% Amazon EFS A Fik

#® T HIZETE Amazon EC2 Linux #{T{E# L% % amazon-efs-utilsEH :
« Amazon Linux B9 Amazon Machine Image (AMI) E#@FE. THEREARKE AMI amazon-
efs-utilsEXRTFERREN,

« AWS efs-utils GitHub f12E., MER GitHub % amazon-efs-utilsEHWFHET , F2HE
EHAM Linux #1ThR &% Amazon EFS B Fif.

W%

(@ Note

o MRIEFEHAB R Direct Connect , A LATE PRI LG RIRIEH.

+ Amazon Linux 1 (AL1) AMI B 2023 % 12 A 31 Hend-of-life , BXRX&#E 2024 £4 AR
EHRA (2.0 REEFRA ) #iTHWamazon-efs-utilsEH, RPIEZESERESXA
#&ZE Amazon Linux 2023 (AL2023) , EF33E 2028 F e eI REXE,

£ EC2 Linux #1TER LK AMI EHREFEREamazon-efs-utilsEH
1. BWRELSET AL2023 5 Amazon Linux 2 (AL2) EC2 #{T{EE, MFE M@ ITIHIRENER |
F2RSE 1 BRBHITEE,

2. FBBRLHE (SSH) FHFTEBNKR K  IFAEENFEREEBEA, WEFHREA ,
2R Amazon EC2 User Guide F#J Connect to your EC2 instance.

3. BELRHEY amazon-efs-utils EH , FHT TGS :

3

sudo yum install -y amazon-efs-utils

1£ Amazon EC2 Linux #11T{E#8 L %% Amazon EFS Al Fi% 21


https://github.com/aws/efs-utils
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EC2_GetStarted.html#ec2-launch-instance
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/connect.html
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FEHAM Linux 31Thk L% % Amazon EFS A Fix

R B FAEHE Amazon Linux AMI amazon-efs-utilsENFEENSEY , LA LE GitHub £
A,

BREAR  BIR Linux BITRAIBENEGEE , BUUEARAUT -ER EZEZEMEZE amazon-

efs-utils:

« RPM - AL2023. Amazon Linux 2. Red Hat Linux, CentOS MELURA X B EH4ER,
- DEB - WEHERAF Ubuntu, Debian MELIBITIRAN X E,

MEAEHAM Linux BITHRAZE amazon-efs-utilsEHHRA , 5528 Github £ amazon-efs-
utils README H Y E At Linux B1THRAR,

#1T macOS Big Sur, macOS Monterey 5 macOS Ventura & , #%
Amazon EFS Z 21 EC2 Mac #{T1E R L,

#11T macOS Big Sur, macOS Monterey 5 macOS Ventura B , A% amazon-efs-utils E#Z
#E1F EC2 Mac #11T1EEE L,

WMFEE Mac 11TER L% amazon-efs-utilsEHMERA , 52 [ Github £ amazon-efs-
utils README A#y MacOS Big Sur, macOS Monterey, macOS Sonoma Hl macOS Ventura %'
.

£ EC2 #1T{EE LR % amazon-efs-utils 2 & , FREHTHIEERRENRESR

« 28 botocore , UELER A LUEA Amazon CloudWatch EE12iE R R R EAREE,
o FRZE stunnel S&FTIRASLARK A S8 A E R N INEE,
- £/ EFS 8 HBIREXBEIERRERLT,

FH BBLZEHEH Amazon EFS A Fis AWS Systems Manager

IEALAE A AWS Systems Manager 1t Amazon EFS i Bl (amazon-efs-utils) WEE, AWS
Systems Manager @ — &R AWS , Al AR@EMNZ S EFERE AWS, EiB AWS Systems

EHAM Linux B1ThR £ &% Amazon EFS f Fis 22


https://github.com/aws/efs-utils?tab=readme-ov-file#on-other-linux-distributions
https://github.com/aws/efs-utils?tab=readme-ov-file#on-macos-big-sur-macos-monterey-macos-sonoma-and-macos-ventura-distribution
https://github.com/aws/efs-utils?tab=readme-ov-file#on-macos-big-sur-macos-monterey-macos-sonoma-and-macos-ventura-distribution
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Manager , & LA HE){t7E Amazon EC2 (EC2) #i1T{EEE L 2 EHamazon-efs-utilsEHFR
FEWEHK. Systems Manager Thag (H140 Distributor 1 Systems Manager) Al ZE B BET T HEF -

. #tF Amazon EFS B Fim iR A3 41,
« £FREM Amazon EFS A PR , ¥ B R KA HE 5B E Amazon EC2 H1T{EE .,
- BEMLAS EC2 BIITRBREEEEERENER.

MEFMEF , 552E "AWS Systems Manager R EERM . o
Amazon EFS B FInfE R EBEFWIEA

& T LAME A Amazon EFS A Fif B )25 Amazon CloudWatch Logs , A T SBERRGHERE | L8
stunnel FREIFTE Linux BITIREIRFTMRA, £/ Systems Manager £ Amazon EC2 #1718 Lt
Z % Amazon EFS A F iRk , 11T T HIENME

o E ZEANFAH botocore FATIRWAERIZ B L E botocore EH. Amazon EFS A Fim A
botocore RESIE EFS #ERRFKHEFAREE,

« BBEH efs-utils.conf , BNATESIZ CloudWatch B K EFS R R GHEFARGE, WMEFF
B, a2 REREIEEE NI KB,

o ¥M#IT RHEL7 = Cent0S7 B9 EC2 #11T{E# , Amazon EFS A FIR&#R R A4k stunnel AR
BEFAMK stunnel, BEFHMK stunnel FHEMEA TLS RIhHE EFS BRR# , mMAREKM RHEL7
M Cent0S7 B stunnel MRATFZE Amazon EFS i Fif (amazon-efs-utils).

Systems Manager X B IEE R

BH EC2 MITHEBELEMITIIHD —EEXRK , F e BE A AWS Systems Manager , 2AB
BEHHZE Amazon EFS A Fif.

4 F B RA Architecture

Amazon Linux 2023 (AL2023)  AL2023 x86_64 , arm64 (Graviton2 I,
EHRAEERR )

Amazon Linux 2 (AL2) 20 x86_64, arm64 (Amazon Linux

2. A BTERER)

Amazon Linux 1 (AL1) 2017.09, 2018.03 x86_64

Amazon EFS B FisfEREBREPWEA 23


https://docs.aws.amazon.com/systems-manager/latest/userguide/what-is-systems-manager.html
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ERAEER

7L
=

(® Note

Amazon Linux 1 (AL1)
AMI ER 2023 F 12
A 31 Bend-of-life ,
BAR%E 2024 F 4
AREFRA (2.0 iR
REFMRA ) #1T
Hamazon-efs-
utilsEH, &RME
REBERARA AR
£ Amazon Linux 2023
(AL2023) , HrhaiE

2028 F 2 B RHEIX
=,
CentOS

Red Hat Enterprise Linux
(RHEL)

SUSE Linux Enterprise Server
(SLES)

Ubuntu Server

5% E AWS Systems Manager 2\ % & EFS A B i

F AR

12, 15

16.04, 18.04, 20.04

Architecture

x86_64

x86_64 , arm64

x86_64

x86_64, arm64 (Ubuntu Server
16 MERA, A1 BITER
B

EXE Systems Manager LB B ZH S EHamazon-efs-utilsEHFEEME — X MEERE,

1. REEBMLEFTH AWS Identity and Access Management (IAM) #4117 {E B8 ##iR 45,

RE
RE

2. RE NEEEERANZENEMNMOES ( 2FEHE ) .

R E AWS Systems Manager A= % EFS f Fif

24
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T FRAMEFTRE IAM ST EERERE,

RIZTEER , AWS Systems Manager ;R B E 2 Amazon EFS A Bz M Z & 5 E#H amazon-efs-utils &
HRIEFRT, BB AWS Identity and Access Management (IAM) #1717 {E B8 X E#E R T4 Systems
Manager BV 7ZEUVERR . #1178 R IEHRE R EMBEFE IAM AEEFAEEZE Amazon EC2 (EC2) #1718
AR,

£ AmazonElasticFileSystemsUtils AWS SEFTBIRGBEMNFTIEREA R, B
AHTEEREREERITARIM AmazonElasticFileSystemsUtils FAIBRFIEEBEEH
B, K&, BLAEFERLHITEREREREE EC2 H11TEE., MEFMENR , BFSBRE Systems
Manager PR B 1TERET T,

H BB 2 : 5%7E State Manager & F i B8 B

amazon-efs-utils E#FEMR Distributor b , WEFHFBEBBEZE EC2 HTHEE, ZEER
RO HLZENRHRAE amazon-efs-utils , BALAER AWS Systems Manager £ A H &R
Y AWS s 55 TR, FEFE Distributor , 8B https://console.aws.amazon.com/systems-
manager/ , Y 1E 2 I B B & 4% 2 #F Distributor, £ Amazon FiE B #% £l AmazonEFSUtils, #iF
AmazonEFSUtils , EEEM4FMEN. WEFHER , FSRABREEN.

£ H State Manager , A LA BISIRFHEIER E EC2 HTEE L REHEH amazon-efs-utils
Ef, A, BRLIER amazon-efs-utils BEBZHEMH EC2 HiTEB L. NEREEH
Distributor Al State Manager ZEREMNEHNFMER , FS B EA Distributor,

EEF A Systems Manager T2 AT TER L BB L RERNERH amazon-efs-utils Eff , FSEHE
ENZELER (FHAB), RRGRREBEIER State Manager , XM ERLEERZ AT
BB ARRE, BB K BEATH@A -

- HHBY | BEDHE> RENREEE > FhERR.

- HRER K EBRRERBEMEHTER , LEMEFNANREN EC2 HTEREIMABBRES
B # AmazonEFSUtils, ¥ , B A IEEHTERER. FEEEITER , SNBEFEREE ,
DE#ZAREAZEHTERFES. IREGEEMNTERER , AL ACLRSERNRE EC2 #1THE
#8 , LLAFT AWS Systems Manager B B) 2% E# Amazon EFS A F i,

- HRIETEHRE , &4 AmazonEFSUtils 52 EAE 30 X—X, EHEH|IERAREEEZE Cron X
LHER,

EEM A AWS Systems Manager #% EFS R REHBEZ M@ EC2 #ITHER , FSH 45 EFS #HEH I
%8 EC2 #1T1EEE,

EXE AWS Systems Manager A& EFS F Fif 25


https://docs.aws.amazon.com/systems-manager/latest/userguide/setup-instance-permissions.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/setup-instance-permissions.html
https://console.aws.amazon.com/systems-manager/
https://console.aws.amazon.com/systems-manager/
https://docs.aws.amazon.com/systems-manager/latest/userguide/distributor-view-packages.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/distributor-working-with.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/distributor-working-with-packages-deploy.html#distributor-deploy-sm-pkg-console
https://docs.aws.amazon.com/systems-manager/latest/userguide/distributor-working-with-packages-deploy.html#distributor-deploy-sm-pkg-console
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Z R A4 botocore

Amazon EFS A FixfE A botocore EEH it AWS R A &), MMREEETE CloudWatch Logs HEE
R EFS BRRFHHBREHNIIAN , ERVEN, NEFHMER  F2RERHIERBIIANE
8

MERENMAHK WIETRbotocore |, 5527 Github £A amazon-efs-utils README A% 8
botocore »

Hik stunnel

£/ EFS $# 8RB EXNNBER PN ERFEE 10penSSL.0.2 RBEFIRA , URZER L RFMEE
BIAWE (OCSP) MIEFEMBEBMEstunnel® AR, EFS HEBBEREH stunnelBXAR
H TLS ThEE, FEFELRAM Linux BERR , B TFEE stunnel X1&E TLS HEERIARA. A
Heh—{@ Linux B1THRAEE , fEF TLS 18 EFS BERRM KB,

L% EFS #BinBENE , B LERA THE RHBRER stunnel RAR,
f£ Amazon Linux, Amazon Linux 2 F1EMZEH Linux TR (BRT SLES 12) E##& stunnel

1. EWREBZESREYP , 511 stunnel THEME https:/stunnel.org/downloads.html,
2. SHU tar.gz HARMEW stunnel HFRE, BRTERER , LEFTELRESBETRAT.
3. BRI Linux AR MK InE  KETIEFFTIIGS.

a. ¥ RPM:

sudo yum install -y gcc openssl-devel tcp_wrappers-devel

¥ DEB :

sudo apt-get install build-essential libwrap@-dev libssl-dev

b. #§ latest-stunnel-version MRAZERELR 2 P THEREE,

sudo curl -o latest-stunnel-version.tar.gz https://www.stunnel.org/
downloads/latest-stunnel-version.tar.gz

sudo tar xvfz latest-stunnel-version.tar.gz

RHEFFAK botocore 26


https://github.com/aws/efs-utils/blob/master/README.md#install-botocore
https://github.com/aws/efs-utils/blob/master/README.md#install-botocore
https://www.stunnel.org/downloads.html
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d.

cd latest-stunnel-version/

sudo ./configure

sudo make

b

g. BHEIM stunnel EHEZREE bin/stunnel #, Eit , BRI AL EFRA | FBFERA TG
SRR E 8%,

4a

sudo rm /bin/stunnel
h. BELRRERIRE :
sudo make install

i. BIZ symlink :

sudo 1n -s /usr/local/bin/stunnel /bin/stunnel

ZE macOS £ FH&K stunnel

* 1E£ EC2 Mac #{TE#E LFRBIK IR , REIT T IR S UAREZIARER stunnels

brew upgrade stunnel

1£ SLES 12 EH#& stunnel

«  HTTIES , MWKIR zypper EHEE SR , HHT SLES12 MEFEHITER L AR

stunnel,

sudo zypper addrepo https://download.opensuse.org/repositories/security:Stunnel/
SLE_12_SP5/security:Stunnel.repo

sudo zypper refresh

sudo zypper install -y stunnel

SEAMEN I L ENE MR stunnel & , WA LAERA TLS HEERRHEL Amazon EFS BERIER
Eo
F#k stunnel >
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fRRZ 8 stunnel B ERE

MBLMERE stunnel, FEHEABRIMEBRE, I SERARLEBREERGE
(OCSP) , BRRHBABANR L1,

ES |
- FRABEIHEBRE
- AR EBEREEALE

FRABEIHEERE

WREEEREFRENAMKY , BRI LAE Amazon EFS #&E BN AP REM I ERABRIEIHE
BRE, BNTRREELEEREDEFRALIIR, fEFABEIHEERE , BRI TIEME

1. 3&EIB Secure Shell (SSH) ZHE EC2 #{TEBMNK R  YEABENERAEEBEA. NEFHEE
A, 552F Amazon EC2 User Guide H /Y Connect to your EC2 instance,
2. EABIBREN N FHRESS , BARX /etc/amazon/efs/efs-utils.conf &%,

3. #% stunnel_check_cert_hostname {E%% false,

4. B EREFIERS K EEHM,

MEERERFERNEZENFAES  FEH B8 EFS EXRH.
R LB EREEA B E

ATEELR VPC EFHICAR  BEERRXATAMRXY , ERRENZERFHERNR K RLR
FREEBAIE (OCSP) AR LA, Amazon EFS €4 Amazon BF E#(CA) REITNHE
HTLS BF% , M CA HI2ERAFIRMER OCSP ECKIEMNEFE. OCSP mE L AT LUE B
3% , 9B Virtual Private Cloud 7HY , AEMERFNMRE, ERHEF , Amazon EFS SiFEERR
FikRE , WERTHEFROAENENTMEHEERE.

BTERIERSEBRNELS , BAUEA OCSP |, E&M Linux BRI AMECHIEEE., OCSP
AREFTSZEEMFAACHBERENRE , #REEBRELN VPC HBAE R, MRBEE EFSTLS
BFE , Amazon T NE , WEBTIESREREN EFS B #Ei%BIE XN F R,

FEIERY Linux A Fim LS AT A RHREE EFS /Y TLS E#R XA OCSP
1. HEEH Linux A Pk EBRE i,

fRRZ 8 stunnel WA 28


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/connect.html
https://www.amazontrust.com
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2. FRGEENFiRES , B /etc/amazon/efs/efs-utils.conf &%,
3. # stunnel_check_cert_validity fEi%5 true

4. HEEREFIERIAAHEN.

£ mount S H A OCSP

- HEHEERRRE AN THERS TR OCSP,

$ sudo mount -t efs -o tls,ocsp fs-12345678:/ /mnt/efs

RA FIPS &3

MBREHNELZRFEHIAERZAFEAB A EARIBZE (FIPS) inE; , BIXEE Amazon EFS AF
wH A FIPS X, BA FIPS BXEB B REXERK LW efs-utils. conf BXR,

(® Note

FIPS X EEFH FIPS fimZECLEM OpenSSL A, MTFIMMAEEH FIPS 52E OpenSSL
HEEME R , 55289 OpenSSL FIPS README,

£ Amazon EFS A F iR A FIPS &

1. 3&iB Secure Shell (SSH) 7El Amazon EC2 #{TERMNK K  XFEHAEENFERERBEA,
MEFMEF , 5528 (Amazon Elastic Compute Cloud fEA &R HHEEFEE EC2 F1T1E
.

2. [FERGEENXFimERS B /etc/amazon/efs/efs-utils.conf &%,
3. ERETETIXFEHIT:

"fips_mode_enabled = false"

4. BXFRE/TIRR :

"fips_mode_enabled = true"

A FIPS #E3 29


https://github.com/openssl/openssl/blob/master/README-FIPS.md
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/connect.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/connect.html
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5. REENEE,

A FIPS #x 30
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BYUNEE EFS &R

Amazon EFS RHEMNHAERFBEE. FRIUNERRAIERE ZE Amazon EC2 H1T{EE A I
TERNBEALZR., BEXZREHLALE AWS BE BIEREN dOMRE T A RBREFE.

R LAIR$E Amazon VPC , AR ERRFERAE 4.0 M 4.1 BAWBE (NFSv4) , EEBRALEER
(VPC) #y EC2 #1718 L & Amazon EFS BRX#. MFFMENR , F2BAmazon EFS HIELE
F .

Bl | BERER —HZEE VPC FREIRY EC2 HTERE, R  LCBETSLEHTEE LB NE
RERRK. UTALFEERE VPC F{£H Amazon EFS ERRMFHITH —MRDER

« BY Amazon EFS ERR# : EUERRKK A BRREASHEER. 2BERESETREZES
B REERAZARNERRS, KO UBERRRTEEATEER.

- BARERRENHHER | HEE VPC FFEERRE , AHERREHEHE Amazon EC2 #1T
B8 , L4A%E VPC FRBEVHER B Z,

. BURLEME : Amazon EC2 HTEBRARDENEEMBNZ B, MARRN A ENEL
R BEGRHRPNRE, STUERARNRESANBY RS RERRHEERENEARE,
EEERM , BEHARAFAEHNEERLHE , UANREE EC2 MTEBER, A% , £
TSR R LA EC2 TR,

ES |

- BERE

+ ERID

- FIETHERANEEN
- BY EFS BRRHK
- MIER EFS ERRH
- BUBERREBCR
- B TFHER

- MIBRIFELE:

- 1Z& EFS &R
- HERE BUURANSEERE T B &

31
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BFRE

¥ Amazon EFS # , ERAME—RFEER, BEERKEMBEEIE , HlW ID, BYFH. BUK
B, MUTHEABUNERRREAD, AERRREUNHBEEHE  URERRBREMBHREE,

Amazon EFS EXEHMERRKRETEER, HTSEHHEEMFEE

- HEEEZ . ZEFRERRRK , ZH4BE VPCHEVHHEE., SEHIBEZHETIEY  #H
BEID, EHEFEVHEEENFRK ID., AHBRYVHBEENERRZK ID. THEERRZHEN
IP 31k, VPC T EEUKRBER EEARRE, EAILE mount oS HREMA L IP skt DNS &,

BEERKKHBHLLTREN DNS B8,

file-system-id.efs.aws-region.amazonaws.com

5 mount &% , BATLUEE L DNS Z#EREE Amazon EFS R R K. BEREE EC2 H1T{E
BErFTXESUNSBRSIPEMREE LB efs-mount-point FE#. BE , B ERHERS
FHIMERRE, B0 , £ Amazon Linux AMI £ | BRI BAERALLT mount 8%

$ sudo mount -t nfs -o
nfsvers=4.1,rsize=1048576,wsize=1048576,hard, timeo=600, retrans=2,noresvport file-
system-DNS-name:/ ~/efs-mount-point

WEFAES , F2REEHTEE.

- FEH  FHMSEREDRN  BRERRERE. FEVIERREREEAZERRHNEMESR
Rif. FRHENFERREAENFESER NFS AFRRHENEMNE D EA. BERAKBREEL
FRicAFRESENMHMNRE SR, ETHRASERAEXNEFNARAEREENER , —EFMIER
MERERBRE D MERN B &, FRAFTNNNEAEAAREEEBESRR TESPENER. WF
HEEA , F2REAFEE.

HEEENEBREERARMEERN FER. CRETRAERRABENARETEL.

Amazon EFS 12 API I#{EEE TR UNEEELEER. BRT ASEEFREILNMERIE/E , Amazon
EFS th X E|IFRIRIE | WLIRENBEEEHENMEREH. BETHIEE  TARBEINEEELE
R

« f5lt0 , 5/ Amazon EFS #4& |, 28 BBEH.

BERE 32
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 f£/ Amazon EFS s = 5IJT T (CLI) : #ilg0 , 55260 HERE . £/ B EFS BERAKRIASHEE
B EC2 #171EEE AWS CLI,
s BUALEBERRTAAREEELER , MR :
« fEH AWS SDKs — AWS SDKs #EiBaEE® Amazon EFS APl REF{L BB EEHER. SDK
AEmtEASRHNERNESBRBEFE R, MEFMENR A F2RELAENGEENE,
. RIGWEARREETI Amazon EFS AP| : 1R SRARLLERRE , MEEFERH SDK , B LE
ERERERNEIT Amazon EFS API B4, T , mMREFEHLRE , ZEERELENERE
RERFTE R, WEBHN Amazon EFS API WIEEHIEER , 528 Amazon EFS API,

EIRID

Amazon EFS € E M A EFS ERIFIEIRME —KEIRBBIFF (IDs). FiE EFS &R IDsHE &R
AR, UARBF 0-9 MNEFE af HWESE.

£ 2021 £10 AZHl , ERGEFERIZERRANHBEEERN D 2EAEFHRE 8 BF T (Bl
fs-12345678) WM. #2021 F£5 A1 2021 £10 A , RS ELEREHN ID BFAEF
BE% 17 T (flin fs-1234567890abcdef0), RIFEEIIIRFNEEE  BUGEUTERE
D 2EREENER , #RATMELEANHERSSESERN ID: ER ID XEFEEE,

RIETHNERM

EEMUERAPIBERATR X, EEAZEMER , IRFERBERBRIEX , EREBERTEE
Hih &, EFBRELESRE Amazon EFS AP BB EENER.

Amazon EFS API| X ZEERRAFimBEREHNEENL, BEFRARFTREERHENERFEREE
EHME—F &,

RAFmFERFAAUREERS 64 8 ASCIl FANEMFHR. WREERDFRN - ERNEEER
RFIRARFR , AP| SEE RIEFERNERFBERA,

MREBFEANETEE  CEELEFR, NREE IRATFERBITEYTRE , BEELENEILZR
BAWT :

"CreationToken": "console-d215fa78-1f83-4651-b026-facafd8a7da7"

WMREFE A Quick Create B EEREEZBRENERRR  AIBRLFZFHORIANT -

&R ID 33


https://aws.amazon.com/code
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"CreationToken": "quickCreated-d7f56c5f-e433-41ca-8307-9d9c0f8a77a2"

B EFSEEXERGE

B ERIYFHWN EC2 BHTERKEIERRR , WAFEIPAR, TiB , BH A ER
Amazon EFS £##&. AWS Command Line Interface (AWS CLI) 2 Amazon EFS API REZIERR

o

£/ Amazon EFS ARV ERRKEN , RBLFEERRRELAEBRNRE , EBEBFTR
E , BETRENEE,

« BEBMERREREN | BB T EBNRERREMERRMR.
- BEATAM

- BERRRE 30 REEMA EFS TEFE (IA) RF8. £ 90 REBHEM|A EFS Archive #TF
B MARERS EFS REREFRN L BHEE

- RAmREERNE
- EMEEERN
- —HRABRMEERN
- EAWS Bl EREAREVMENSETARR Y  HBEEEFHEB LEATA IPv4 RENE
*%
- BELMERBET , WEEENRERMERRMR.

NEFIHERRARENRBENERR  BoH BERANEEEE,
BIARERRBAAFN IAM FF A

EFEEYEFSER , HINERZRANENE , BSEEEHE AP REMERHN AWS Identity and
Access Management (IAM) ],

B IAM EAE , SWERMEREBERRTM Amazon EFS BIFHNFFA. B AUEAACRERETE
¥R FFF A, Amazon Elastic File System £/ IAM R EREAE , HPITE AWS RE KKkE/FY
Htt FRENFTT. WFEEE AP BEFITNFMEEN , F2E Amazon EFS M E 2 MEFREE,

BERRABENEEER

EFS ERAMELU T RFINERE

I—|I
:I:IIII
o

BAUERRR 34
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ERAEER

- MREEAREZURBUERRE , ISFEH

RIEM R E R TR

- MREAEFTREYEFTERRR , BB ERENRRE,

EFS X XRKRTE
—

ﬁxE

ERRREH

B EE

Description
B2E o EE

ERRREHEERE EFS BRRRE P HFHE
Bey AT A A AWS B,

- BEERRKEUMEESNE ANRAE T
EEFRERMTPEER AWS B, £7E
AWS [& 5589 &8 7] i R 1 P 2 L — (@ S B
B, BERHESSERNAAENT A%,

- ERFERARUMEES X SERNFRER
FREE-THESRN, EESERRERE
BRE-HHER, LHHBERLAVREILE
RRGNMEETAREF.

(@ Note
ERAERAREEAREETRE
o

3
¢
g

WEBUERREEENFAESA
EFS R RBAY o AN A1,

HE £ 30 REERA A RFR , EHE O X
RERAVERTE. FOERARERME.

AaBERECALMEREER , BRIBEFIER
BBRHERBANBEHATRENTEFZE (1A)
REER, E4ERA BYERRKRK AWS EF
IRE  BRRENEmBEBBEREUTSIER

1)1 N —
AX ERXE

ERARMOARREE

35
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E Description

- BBE AREAB LRFEE 30 X
- BSHE REARBLRERE 90 X

K

E&EHA AWS CLI, Amazon EFS API 5 AWS
SDKs BB RAFKE , KELFRRELEDE
HIER., L ESTRRRREY , ARER
PutLifecycleConfiguration API R 4ERE # 4 &y
BEEBUR,

WMELGBHPEENFHESR , F20H "EER
ﬁﬂzﬁiﬂgﬂJ o

BREMR BE  ERA

Amazon EFS FEFREE A B AWS Key
Management Service (AWS KMS) EFS fR#& <
#& (aws/elasticfilesystem ) RiNZRFFEE
Exl, BBMNE , EEHLNFEERNPE
ERHMENR, B EFSERRKEcER , BE
EEFHMZRTE, BESRNBENERRRE
BANE  BUXABRUMNERRR,

W% Amazon EFS RINZHWFEMER , T2 E

Amazon EFS BI&E# %3,

ERARMOARREE 36
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BRE Description

BALGEZE T A BER

- B - RETENE B BIRE MARRA AR
B2 TEE EMAV AR R,

- R - EESRENBZEER  EERIKN
KRNERD

- REHE  RETHERERERTENERE
GOLpES 8

® Note
B2 M M R E X 2 AR AV EESL
BRH, MEFMEER , 28 Amazon
EFS E&,

NEHEBEANHAET, | FSM BrEE
2.

ERARMOARREE 37
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P iyt FA LB S F B IP 5
B, A, IP it EASBEE THEK
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RN EE R RN EEZEK IPv4
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(BA) MALHERRRERE,
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MERREBMERRBRENFHES , F2H THERZHIRE,

EREERAEHTEL

AERAMSEA Amazon EFS FEABVEBBIIREN EFS ERXRRK , MIFEFARBEBRENE
F. MEFHBRENRTCEYERZANGFMEN , F2E FHTEARERE,

ERAFREABRYEBEHIREN EFS ERRAKRMELR

- TR RE-—MERRARE , 2RAFEMEABEN,

- T2  REBRRAMKRE , O RERALEER (VPC) IHEHBEE, srHSEABEHBEE , RE
ATAEE., FHEK. IP ML B8,

- SER3: (BA) BEUERREFRALIZE NFS A F ¥R REER
- TR4 . BEAERRRRE  ETEARE  RREVYERRRK,

B REERRREHRE

1. BAAWS EEX#EH |, 7 https://console.aws.amazon.com/efs/ : // BAEX Amazon EFS £

Ao

2. BEERIVERIZKURBEILERZRYHEL R,

3. BREBFUBIAITERRAR K MIAREAZZENRERLERRR. ERAMKRE AHEFERIF
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4. SHE—MRERTE , BT T IR
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b, WHREERFEY RERLENES. NRLEERTEERE  UBESISEERGEN
ARRENEREE-TAESA  FREEEY. NRMEE —EES,  HRELER
HARYRRAGHTAES , RREER

c. H¥AWmBHERE K REBLFLHBEHEK

c BA A RBELXEREREPFIERZEANERE , BEUVGERE®RA Infrequent
Access (IA) R EFEBINRE,

- BREHE RBIAEREGERTFRERCRNKRE  EHSERERABNERAER
pall: S

- BROEE  ENRAERERRRBRARESER.

MFEGBHNBRNFEESD , F2H EEREFLEDBRY,

d. Amazon EFS FaR&& A &K AWS Key Management Service (AWS KMS) EFS FRI& £ &
(aws/elasticfilesystem) RINFBFHEER, EEEZEFZANMENEM KMS &8 , F
EFEBIMERE , ARMBEETEESR, HE , BALEFAN KMS 28K KMS £i8
ID 2% Amazon Resource Name (ARN),

MREEFZZVHNEE  FHEZFET AWS KMS key AR E AWS KMS & I E T #H i
&R

&R LB BREER 75 SR 2R A PR R RE B KL AV 1N R

CREERIMERGEZ RFMBRE, NEFMEET
=,

5. SHEMEERE , BT THIRME -

nl‘.H.

2B Amazon EFS BY& R N

a. HREAEEN 6 FREENEEEN,

- FEGRMENGEAE  BEZECHE  RBREMERBIAE (MB/s) 7, HAERERRZR
ERMENBEE, "RAFENBEAE NETERSWABEIEN =

- FEGRREREE  FEERE.

EERZEREAR  FETNERRENSARALE., EUNEERRAETHARBERZER
o

nl‘.H.

NMERAVEFTREZEERGEABRANESENR , F20H BIEEES,

b. #HEMEENX K BRA—BAR, EEEFUEES K FEAHMEE , RAREEHZK /0,
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REFEERRRUTAREERRERN. WEFHEF , FSRMEEL,

Hll-

/A Important

HR&AX /0 HEERFLIERS , RUIEBFAEERRAER AR, MR
o

6. (BF) #ERBEAFTEEERRER.
7. EE TT-F UREERZFENBEFEG

HER 2 | FREM

SR 2 5, BALREERZIFVMIRERE , 2 VPC MHHBE &R,

1. BERLEHFLEC2HTEREREERIFNERLBER (VPC), MFFMEN , F2REEH
FEE,

2. HREHER , EUUAERRFKEL-—NZEAHIER. AEEHHEERETIIELE
- ARAES - RIBER , #HEERE PHSETHEREDRE AWS BE, MRETRERTE

TAESFREVHEERZR , FREBRIUMBZEINHEE T, EETEFRERRRNEE
AERSFERNHHER , TEEREEMEN.

« FHEEE ID : e A RSP ATA FEREPEE, TR CETER,

o P #iht3ER — EEZ IPv4 EXXE IPv4 ik, 2RI IPv6 EXE IPv6 it | SHBIEEHETE
IPv4 #1 IPv6 #dik,

« IPv4 5% IPv6 Hbiit — IIREHEEREH S B ZM IP it | FBERFS IP it FEA IP st 75
WA, MESEKRIEEME , Amazon EFS ERIEEN FREK P ZECREAMN IP #t,

- T2 - BIRTER , Amazon EFS 2812 VPC WERZ2HHE. EEEE L2281 , FMER
BIREVEE  ARCRERLHABTETERERE. SUUAHFEEEE—HZHLE2EHE,
WEFMES , FSRLEH VPC 2 EH,

3. EFNEHIER  ARXRFUARBERVHEHERER. URASETRAEREREHEBEET  RIEERE
FLEEIE,

4. EBEET-—SUREERRBEBK,
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FER 3 BAERREBR (EA)

HE , BALALHERRREUERRAMBEK. EFS EXRBEBERLARES NFS A FinFIE
REBW IAM BRBR. WEFHEEF , FSRLEA IAM ZHERZFEN FE.

1. HBGREERWD  SUNREEMRLRENERRKRFRAUES

- FERIERTRLLRFE : BEE ClientRootAccess R —# A FH EFS BHEFBER,

- FERIEATRFIHMTHREFI : IEES ClientWriteAccess € —AFFH EFS BEH R
BRo

« PHIEEEFE : HIEEE ClientMount #AFFHY EFS BMEEH R,
- WAMERAFIRBHHMTEEPMNE | BERSEEFICRNEN A F i,

ERRERALKRENRAR  RA JSON HSRRERAUGERERT.

2. HEARTHMET 6 BERRFEFFIRTHME IAM X8 , 8F5 @8 AWS IRF. REH
B ARBAEREER<ERN TR ARN, EEESER TN, HUF TSR REBRRE
%EI:FO

3. BULEARARERRBITALRENRRY  FIBULCACHERRKRA. EEERRESR

i, FARENFRRZBEZELIER, EEERENERRERULFKREIHEFER , FEEE
BRo

4. BET-SUBREIEIERRMR.

SR 4 WMENMEY

1. RESEERKRETEE. EUNRERE , WSHSEREETRE,
2. EEREBVERZFUBIERRR  WEEERRKEEHE,

LHFWEREREERUFNERRE,. EERRRTAR , SETSRETFIHERRRFMAE
FEHEAER.

A E3I AWS CLI

ERMEM B AWSCLI , B MRFRIELER, 8L , KEEUERRR, AR LUUEHAHE
B AWS CLI & % , ARERRREVHEH B ENTAHEAERERR,
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THIEFIEA adminuserffiBA--profile2 8B, FEEFABENFEAERRE  URHENE
&, MEFMEL , FSBAWS Command Line Interface { ERAEIERE) RHER B &REH AWS
CLl,

- FEBRVERABBEONMEERRMR , 55FEMA Amazon EFS create-file-system CLI isf
( BHEMIRES CreateFileSystem) , I R R,

aws efs create-file-system \

--creation-token creation-token \

--encrypted \

--backup \

--performance-mode generalPurpose \
--throughput-mode elastic \

--region aws-region \

--tags Key=key,Value=value Key=keyl,Value=valuel \
--profile adminuser

g , T5lcreate-file-systemm TEER FHEHEXERVER R Kus-west-2 AWS &
H, L TEE MyFirstFS MARIFRF. WHEETUE AWS EBiE HAE I Amazon EFS B
RIEW FE |, 552 B P8 Amazon EFS ix # F Bl ¥EAmazon Web Services —fi§ 8%,

aws efs create-file-system \

--creation-token MyFirstFS \

--backup \

--encrypted \

--performance-mode generalPurpose \

--throughput-mode elastic \

--region us-west-2 \

--tags Key=Name,Value="Test File System" Key=developer,Value=rhoward \
--profile adminuser

JEFRIZEZERRHKE , Amazon EFS L JSON WX EEERRFEHR , WTEEHIFTR.

"OwnerId": "123456789abcd",
"CreationToken": "MyFirstFS",
"Encrypted": true,
"FileSystemId": "fs-c7a@456e",
"CreationTime": 1422823614.0,
"LifeCycleState": "creating",
"Name": "Test File System",
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"NumberOfMountTargets": 0,
"SizeInBytes": {
"Value": 6144,
"ValueInIA": 0,
"ValueInStandard": 6144
"ValueInArchive": @
},
"PerformanceMode": "generalPurpose",
"ThroughputMode": "elastic",
"Tags": [
{
"Key": "Name",
"Value": "Test File System"

- THEHEFEA availability-zone-name B , fFus-west-2a TAESHFELFEREER
EENERRR.

aws efs create-file-system \

--creation-token MyFirstFS \

--availability-zone-name us-west-2a \

--backup \

--encrypted \

--performance-mode generalPurpose \

--throughput-mode bursting \

--region us-west-2 \

--tags Key=Name,Value="Test File System" Key=developer,Value=rhoward \
--profile adminuser

JEFIZR I FERZR R , Amazon EFS €10 JSON WERBEERRZRGHER , W TEHIFTR.

"AvailabilityZoneId": "usw-azl",
"AvailabilityZoneName": "us-west-2a",
"OwnerId": "123456789abcd",
"CreationToken": "MyFirstFS",
"Encrypted": true,

"FileSystemId": "fs-c7a0456e",
"CreationTime": 1422823614.0,
"LifeCycleState": "creating",

"Name": "Test File System",
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"NumberOfMountTargets": 0,
"SizeInBytes": {
"Value": 6144,
"ValueInIA": 0,
"ValueInStandard": 6144
"ValueInArchive": @
},
"PerformanceMode": "generalPurpose",
"ThroughputMode": "bursting",
"Tags": [
{
"Key": "Name",
"Value": "Test File System"

Amazon EFS 32 describe-file-systems CLI in s (HER API 2/E5B
DescribeFileSystems) , WA/ AEAZ GBS REEHNIRF PHEBERRKNEBE , ITHAT :

aws efs describe-file-systems \
--region aws-region \
--profile adminuser

Amazon EFS &R &I EEEH AWS tkRF BIYNERRREE,

Mikx EFS IER R4

ERABOMBREELERNBREDF, EREXRFREETHERIBKNFEER, BRERR
MR EMERBERLEENE, EEAEMRERREPNERE  RENNSREEEE
M. EFS 8 ERZREFHBERER,

(® Note

LEIMRBAEREE - Mo NERRK. ELALRRETERE, WEFEEA
B ERE B AERE,
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/A Important
EMBRIERRMR , B—EEEHEE.

ERAEEE
il R A 3R R

1. BIfE https://console.aws.amazon.com/efs/ BB Amazon Elastic File System 24,

2. ERAEERERRAEAMBRNERRK,

3. EIE MRk,

4. EMBRERRFHFFRD , WABTNERRE D, AR ZEMREIDAFETMER,
FRAETALHIERREMER. ELECERREBNEBREER , ARTRHRERRER.

£/ AWS CLI
BN BELEMBRARRREERIWAIEREBENEZIME , TaEA AWS CLI HERmBERRM.

WEES AWS CLI v, FFSBR T8R4 - BE,

BUERREBER

A LAME Amazon EFS TR AWM AWS CLIRE I ERRMREE, £t i EEER AWS
SDKs5; Amazon EFS APl , M2 RSB H RB I MERMEE. EFS RERRBET RS
20,000 iR, MEER EFS RERGEANGHNHMET, , F2H £/ AV BHERAKNE
.

® Note
Amazon EFS ERRABREEWRAEEL ) ENFEAIZEN.

ERERE

1. BIfE https://console.aws.amazon.com/efs/ B Amazon Elastic File System & &,
2. iZIZ File Systems (FBRXH).
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3. 7T File systems (IBRA#) EE L , ERELEFEEIHHHEUERREBRRNERRR,

4. EBEERRREE , AREEFRE

5. EBXEEY , BUNEEEMNELRENERRKRVES

o FEZRIBERNTBFLEARTZEEN ; MIBIES ClientRootAccess E—# L5FHY EFS EiER B ER.

« FEHRBERNTREIBITHFEFZE : HBEE ClientWriteAccess R—# W EFS BEF R
BRo

« BFLEEZFE ; iBEE ClientMount RAFFH EFS BMEEHRBK,
- WFrE AP mEFHTEEm DN ; WRIESIESEFECRNZN A Eim,

ERRERALKRENRAR  RE JSON SRR ERAGERERF.

6. FEARTHMEFT 6 BERKEFFIRTHEM IAM X8, 2F5 — @8 AWS IRF., REH
1B, AR AEREER cERNTE ARN, EEESERTHFT. HUF TSR REBRRE
27 o

7. BALERRARERREBTALRENRRY IRV EZACHERRKRRA. EEERRESR
i, FARENFRABEEELER, sE5RENERRRRULFKREYHEFER , FEEE
BRo

EHERFIESER FEARENERSERIEATAA,
8. ERIEEMKE  BRIZFT
£/ AWS CLI

T 5|5 |, CLI put-file-system-policy S S ERBUBRREHRE , R
EFS ERX#. FWAPI i85 A PutFileSystemPolicy,

TIEER AWS IRF HEEFE

aws efs put-file-system-policy --file-system-id fs-01234567 --policy '{
"Id". "1",
"Statement": [
{
"Effect": "Allow",
"Action": [
"elasticfilesystem:ClientMount"
1,
"Principal": {
"AWS": "arn:aws:iam::111122223333:root"
}
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}

= RVRER:E

BRI AR AWS BEEE# A, AWS Command Line Interface (AWS CLI) 1 Amazon EFS API
SDKs 3R 37 fflER Amazon EFS FEU &, FEEEILR , ERBEEEUAZEFRE. RIEEFRE
m, RAERRKZZALE 10, 000 EFEE.

(@ Note

NMREE—EAERRELRBERBEESERIFIMNFR , BERKBEILFERRS
BUREBIELFERNWRREE, ERATHRAERRKTSEREEN FEHER,

M EFS FMBMNWHMER , FSHEAFRE,
ERAEERES

1. BIfE https://console.aws.amazon.com/efs/ B Amazon Elastic File System & &,
2. BEFTIHURBMEFRARE,
3. EEERVFRAUEREVFRAEER.

BTN RZEERRARRABRIFIMER, BEERRARBBIERRK D, ARZEFI
HNMBYEFNH , ARERRBRELFIH.

a. HFMEAENRL K WMALTER:

- BRI BAERRREEAB/IA D, ARZBEMETHERRRE. ShalibEEE AWM
R RBEPBREERRR,

- (BF) B8 BATEDHNERE,
- (BF) RESKEE . EUMEEFRENRE & ; AREFREBRA, HEE@ARE KK
8, &R 18X /foo/bar., MEFMEHT , FSER LA FEREHIRARE %o
b. (EA) & POSIX EAEMERT , B LHEETER POSIX &7, LAES ¥ F XTI
NFS AFImHATAMAERERER MRt TEAENFAET. NFEFEES , F2REA
FEREHBHSITERAES D,

B FHUE 50


https://console.aws.amazon.com/efs/

Amazon Elastic File System EREIEE
- ERE ID: MAEAENEF POSIX £A%E ID,
- B8 ID : MAERENEF POSIX #48 ID,
- REFE D MARMERS RAVRKEEE IDBE.
c. (ER) HMBREHREUNT , LT LUIEE Amazon EFS BV R B SR EREFANT (MR
EEEBREBETFE). WEFHEF  FSRLHA IR AT RARE %o

® Note

MREREEEMEE ZEEEMNER , BRB K KFE , EFS ETFEEYRE
%, EREAFRAHEERRERERR.

- BEEMEAE D BWAREARBEZEEENHT POSIX /A% ID,
- BEEERE D B ARFRE BHEFEFHENHT POSIX #4E 1D,

« FFE A B8R Unix X, FRVERR 755, MECAFNRERERENITLT ,
LAfEfbPIRESa &L

4. EEEMNTFHREREREFIE,

58 AWS CLI

FETHIEFIF , CLl create-access-point WS BEI EFS ERRAAKNFEE., EMAPITHA
CreateAccessPoint,

aws efs create-access-point --file-system-id fs-abcdef0123456789a --client-token
010102020-3 \

--root-directory “Path=/efs/mobileapp/

east,CreationInfo={0OwnerUid=0,0wnerGid=11, Permissions=775}" \

--posix-user “Uid=22,Gid=4" \

--tags Key=Name,Value=east-users

WMRFBRAY , CLI SUFIEERDFE,

"ClientToken": "010102020-3",
"Name": "east-users",
"AccessPointId": "fsap-abcdl1234ef5678901",
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ERAEER

"AccessPointArn": "arn:aws:elasticfilesystem:us-east-2:111122223333:access-point/

fsap-abcdl1234ef5678901",

"FileSystemId": "fs-01234567",
"LifeCycleState": "creating",
"OwnerId": "111122223333",
"PosixUser": {
"Gid": 4,
"uid": 22
},
"RootDirectory": {
"CreationInfo": {
"OwnerGid": 0,
"Owneruid": 11,

"Permissions": "775"
},
"Path": "/efs/mobileapp/east",
},
"Tags": []
Note

NMREE—EERRAELRBERBEESERIFIMNFR , BERKBEILFERRS |

B REBIELFERNWRREE, ERATRAERRAKTSEBREEN FIHER,

il BR 77 B 26

MBRFEREEBF | (R fE AR PR A P in B A P ERE FREXE 2 Amazon EFS R R #f.

ERAEES

o & 0N

BI{E https://console.aws.amazon.com/efs/ BiRX Amazon Elastic File System £ &,

EEREEERS , REFIRMARBMEFIHMER.

EEUE M ERAY FEL R
EIE MR,
B EHE S LA SR B R 0 M BR1FEL R

MIBR LR
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58 AWS CLI

ET5IEH|F |, delete-access-point CLI R EMBRIEENFZEE . EXAPI 5
DeleteAccessPoint, MR HKI , RESEREEZEH HTTP AXH HTTP 204 @@o

aws efs delete-access-point --access-point-id fsap-092e9f80b3fb5e6f3 --client-token
010102020-3

RiC EFS &R

BT HHEEE EFS BN , ATLUEE SN RN UEEL IS TGS EDR. ERRE , £T4
ATANFRSEAWS B8 , SRR, BEERRE. EOEHSHRER0ERE , Y8R
AR, ATMREE TR RS R ERRERAIREER, STERAREYL RENTRT M,

BBREAXRER

BEREERE AWS BRNVER. SEERETISHEERN —ERE—EZRE.

BERUREUTENATRADEAWS R |, flIERZE, BEEIRE. HlU , EUNSEIRFH
Amazon EFS ERAMER —HER , HYHLERSEERRENERE.

EMEBCABEEREERUNALAERNERSR, FA-FNERERETREEEREELN
iR, BARBEHNENERESNEHEER.

BY Amazon EFS RRFAEREMEZEELNEER  YEBEBHEZFAT LT H. I, EBRTEEBE

A BN EIR, S ARESERSR/NE , YATUBKEERBRER, SULSEBRNERA/ZA
F& , BEEEEBRNERS Null, LSRR EERERARZNERTEIZRER , AHNESE
REE, MREMBRER , tEMREMXERAERANERR,

BEEIRH

LUTERRFEAR FEK

- B-ERSRZFEEB-50

- HRE—EER  SEERERLARE -1 , ASESERERARE —EE,

- RE|ERE LR - 128 1@ UTF-8 Unicode FJtT
- EMRE LR - 256 {8 UTF-8 Unicode 7t
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* R Amazon EFS RFFEBRANEMNF T , EEMBRBAIREERGME. REBEAFNFTEE
A UTF-8 RANENFH, BMFMZER , EBUTFRT (+-=._:1/@-

- BRBEEETES AR,

« Faws: BERBAMAWS £H, MAEREALFENERSR , SR EIFREIMBRERNESR
HfE, & aws: FENER , TEEZERRBEHNERTBA.

BIELERBERNEBRENIMEBRER ; BLBEREEREBAE., flin , EERBREELEEES
8 (BB DeleteMe) WEERRM , BMEN DeleteFileSystem EMFEARE R R E R DI (651
i fs-1234567890abcdef0) &M,

ECRRLRIHRAZERK , EERNEREBRARNEN AWS IRF. Hit # AWS tkF EEFREL
BER. $RARERNERILFEERS , 8 AWS IRF XABKECH —EEBREHHERN T
HY,

B LUAEEE Amazon EFS R RZRFEMEFIEER.

ERAEERERFNER
S5 AGE PR AR SR 2 408 Amazon EFS MRMFER , AR E B R FIIZ4| (ABAC),

(@ Note
BEFIXESEBRARNBMEFRES (ABAC).

EREm iR
B U BIEREPIRAM Amazon EFS EXERZRFENFTNMEERFTIEER,
FEREEA

O LAEF Amazon EFS 1A , FAERHMEFNED LWEBRSIER , SEBERAER
BER. £ Amazon EFS XA F , U EEVERBIEECERNESR, Hla , Bu AR
Name A8 LR RIS EMNERITIEER.

EARZENRGGH  ERASVAEERIEREZERAER MIEEERRIUBER), TEATRES
B Name EBEREER | BIHERY Amazon EFS RERRFEEEAEE LHNES,
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£/ AWS CLI

mMREEAE R Amazon EFS API AWS CLI, 2% AWS SDK , &2 LA TagResource EFS
APl BMEREBEAZREER. i, FLERBRIYBEIRLER I ERKRIEEERNER,

TRINHAREEZEN AWS CLI 5 , AR EZM Amazon EFS API B){E,

CLI i Description E% API #24E
tag-resource MEERIEMRENER TagResource
list-tags-for-resource HERENER ListTagsForResource
untag-resource BRI ENER UntagResource

HERE  EXARANEEEHEFB &

EY EFS EBRRAMIAEHEE Amazon EC2 (EC2) HTHEIRAEE K ©ELNRE Astri#B HENZE
Bk, WERRFREZN —EEREARIIRALGEECZHTERLRVNSEERAEERY "I8
Al TEK , USZTESEBHIEAENEEK, AR FHEEEZESPELNAAEERNTE
BHEHEEFSERRKLEM,

® Note
LA LLBERREEARE |, £ EC2 HITEER LB VMM E EFS ERRMK.

ETINLEBY  LeBIFRE ABERAEEIFER BEAERNBTEENEEE K RES
Amazon EFS FH#B#EHEFEAENE B &,

1. EBIMUFEAE mike :

BAEC2HTER. ERABRER (HERBERT , £/ sudods® ) , BAUEAELIERE
.

fFlan | FHHESEELEAE mike,

$ sudo useradd -c "Mike Smith" mike
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$ sudo passwd mike

twEAFEREELIETH . HlI0 /home/mike,
2. TE EFSroot TAMEREREII 7B &,

Bl , THISRSEE EFSroot mike FE M F B %,

$ sudo mkdir /EFSroot/mike

BEELGBHNAKE B8 BB EFSroot,

3. WREMAENRHERTFEKNHERE (LTUEALs -1 THETRE ). FEERTEEKLER
RERENTENT  FEESRNREERTERE.

Bl
$ sudo chown mike:mike /EFSroot/mike

4. fEA mount® T T EEHEIEAENEE &,
Bl

$ sudo mount -t nfs -o
nfsvers=4.1,rsize=1048576,wsize=1048576,hard, timeo=600, retrans=2,noresvport mount-
target-DNS:/mike /home/mike

mount-target-DNS thit A& Bl Rim EFS B R AR B 8%,

MREHHLHHEER , AERAFERELERENHINBERTENME S , EFERFT.
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#E EFS BERAMK

HEHE EFS ERRMK , EREGMER EFS #EGEREN. EFS #HHHEX GBS EERTIES

iy EC2 Linux A Mac #1T{EE LH & EFS BRRK. HEGHEARHARRBIEEEN -3

7, BETESEMLRLRE Amazon EFS AAF I () & #amazon-efs-utils, % Amazon EFS A
FimfMZES MHEMER , 5528 2% Amazon EFS A P,

HE , BULERAZE Linux EFS AF R FE#H EFS BRRK. EETE Amazon EC2 #HITEE L
BHEERRAKR , Amazon EFS X ERBIERRKRZA 4.0 B4 4.1 (NFSv4) BEAHE .

Besh | EATLAGEF EFS ##E BB NFS RERE EC2 #/TERE , LEHTERBE N E SR
EFS #RR .

£

o Linux WHIEHZEE

- £/ EFS & EXHE EFS BRRHK

- FRARBERRARE EFS BERXRSK

- BEHE EFS BREK

- HBEERRSK

- BEFRE  FH BV EFS BRIKAASEBEE EC2 F1T{EE AWS CLI
- HBRE . HARIEE Linux A FiRETHE

- BERE  RTEH VPC HIBERRMK

- BB

Linux BV EZ £
EMEZRIRE T Linux HEHZEE

- rsize=1048576 : NFS A FimA S @M READ ERZWE R , REERMI T LR, FEUR
B EFS BRAKLERNERE , $SEAEEE. BRMEREEAZAKHV KRN (% 1048576)
LAt 5 S BE PR 1K o

+ wsize=1048576 : NFS AAF ik A& @M WRITE B REXERE  REEMITHELR, &R
BEAZEFSERRFELNERE , SSEAEEE. BRMEREEAZAN KD (% 1048576)
LAkt 52 38 B PR AR o
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* hard : 3E NFS A FIR#E NFS ERBEMERTA , HIt NFS BREEFXEDARBLES
Ik, BRMEBEEAERFRE (hard) , IEERERNTREYE ., WREFEH soft BT , BB
timeo 2HBREAED 150 +H2—¥ (15 ¥), EAPRBRERHBE BTN ERIBERAR.

* timeo=600 : #& NFS A FIREFFER NFS FFREERRFHERA 600 T2 —# (60 ), MR
BYXABERKESEY (timeo) , RFIEBREERAEL A 150 E , HER 15 8. EFBIRNE G NEE
PR 1K

« retrans=2: #§ NFS AFRERRERDE - S ERDFENNEFRBERS 2

* noresvport : X NFS AFIREMNERENZIUE , AN ERZEFERAGE (TCP) KiFE
BB, EWELRATHERERENR  EFS BXRRREETHENTAM.

_netdev : £ /etc/fstab FHERK , It AFREFRHBET EFS BRRK , ERMREETARAL
Ao

—RME , BRRETMEERETENHERE | SREBNEREMEEE, WRETERL
RTERE , FEETHER -

- BEENSEANEGA/) | 5= HBMHEREVE 7] REE R R REFRIK.

« Amazon EFS € Z IR EREE, MRMEEE Amazon EFS RFEEE  F2EEAFE,

« Amazon EFS 7 X B Kerberos &8, #lin , THHBEp D KB,

$ mount -t nfs4 -o krb5p <DNS_NAME>:/ /efs/

- RMEBEFEAERRAN DNS EBRUEZXERRMK. Amazon EFS 5t B BRENT A
Amazon EC2 #{T{ER U AER A EE S EFS #HEH B EM IP it , MEEFUAIER, MR
BEBEESECCHTEBTANTARETEAHRERE K CEEABETAERFHBELINER IFELE
EC2 ER. BMNERRRRIEL TR IEE,

- MEESHIBEMBERENFERA , FSE Linux XX

® Note

MRTHBIN EFS BERFEENMEMEE |, EC2 T HEBHEZERT , 518 nofail BE
HBE /etc/fstab BERAPHERRZHKIEE,
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£/ EFS R HEIERNHER EFS BXERK

L% Amazon EFS Al Fik (amazon-efs-utils) z# , B LA EFS #EHBERX , EHTZE
2 59 EC2 Linux 1 Mac #1{T{E#8 L& EFS R R, Amazon EFS T #E# EC2 Windows #i
TR R,

/A Important

REEEL—BEASTRAN amazon-efs-utils , URRKIHE, Flw , 2.3
amazon-efs-utilsZBIHY MRASF X E#HME IPv6 ik,

HEERRARE  HHBBEXSEREA NHEBERREEEefs , BHE Linux PHE
EmountW T 2R, HEBPYENBEREM EC2 Linux FITER L/etc/fstabiRRERFH
THE , EHTERREERD BB EFS BRERK,

/A Warning
£/ _netdev iBE , WBIEAREEBHHEAERIREBRIBBRERRERK. & _netdev B

BX ,EC2HTEBITREFLEE. LERERAMBERZREEEHN/TEERMBAR
FRAL. WEFAET  FSREDHIRABEHTEEREEE,

IERBEE T 5 — BB R EE R R

- BRRKDNS £ MREEAERRMLDNS 218 , HHEHHEXBELENZER  SIWE
BETRERN VPC FHEERRKER , XBBROLEAEHBEERE P wit. WEFHER , F2
Bt S —fE AWS RF 3 VPC ## EFS EER#K

- EBERR D MREFERERRE D, AHSHBBEXASEEHTSHE B FELBPIENE (ENI)
HYZSEE 1P it | A RIS E IR,

- BEHERE P it BUSEA—EERREHEBE RN IP it

&R LATE Amazon EFS IR AP KRIFMAELBMENE, SN EERELFTHRIERRM DNS &
.

EERPHNERMEES A EFS BERERANBRZERR , #EHHEXNSUHRILAFikstunneliEF
MBEA WEERFamazon-efs-mount-watchdog. It amazon-efs-mount-watchdog BF&E
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£ TLS HEHEEME , WEE—XBEB TLS BB EFS BERARBFEBRT, WREHWAFIKEE
Linux E#117 , BIIkFRF 2RI Linux 24 upstart = systemd REE, HREXE macOS £
BITHRAFR , B launchd B,

Stunnel 2 —ERMRBIHEZ MR EL, AP stunnel BF2EAREEZER HIZEBAR
E , URBHEHBEXEE NFS AFIRREENS O b ABHERE,

BEBERENFER TLS AR 1.2 REERRFEN. FHATLS EERE K MEAEEEERHETN
Amazon BEREEMNMES. MENZEEFNWEFEMER , 528 Amazon EFS FWER I,

ES]

- EFS #8582 AR B HERTE

- B EH

« £/ EFS # &1 Bh 2 N BY SR IR1F

- £/ EFS #&iBIEE EC2 Linux #1TEE LHR
- £/ EFS #EiHBIENE EC2 Mac 1T {ERE LHH
- RTEH HE EFS ERRM AWS B

- HREEFGERRSK

- £/ 1AM REHR

« £/ EFS FEEETHER

- #% EFS #8238 EC2 #1T{ERE

« % —18 AWS 1R = VPC # & EFS ERE XM

EFS ##E BB EXFEANBEHRRTE
Amazon EFS # &% 872X A FiwEA T % Amazon EFS BV EEE -
« nfsvers=4.1: £ EC2 ${T{EEE L HiH{E A

nfsvers=4.0 : E£# 1T macOS Big Sur, Monterey 1 Ventura 8938 EC2 Mac #11T{EEE HiB&HF
Ho

« r5ize=1048576 : RXE NFS A Fin A S EME READ BEREWNE R THE LRA 1048576 (&
RATFBE) , LU % MEERK,

« wsize=1048576 : FXE NFS AFim A& @M WRITE FREZEZNERTH LIRS 1048576
(BRARTAE) , LUB % RAEERK.,

EFS #h #1582 Xt A R B EER E 60



Amazon Elastic File System EREEmR
* hard : 38E NFS A FinfE NFS BRBENERTA , Bt NFS BREEFEZRREBEES
Ik, UHERERTE,
* timeo=600 : #% NFS A FinEFERH NFS FREERREHERRA 600 T22—% (60 ®) , LR
T M EEFE IR,
- retrans=2: #§ NFS AFmERRERE—SERBFEINEARERA 2.
« noresvport : &FH NFS AFIRERBEMREMELR , FATNERZESBEAHE (TCP) RIFE

$Z8, 8 noresvport iBIE , UEREHN EFS BERRAEEMEG BB EREHRERITE
ﬂ%o

- mountport=2049 : EE#11T macOS Big Sur, Monterey F Ventura #J EC2 Mac #11T{E 8 L# &
e o

MFE B

EFS #&iHBENEHE EFS ERXRRFENREL K. B AL AWS Support HAEL B , UH#EIT
WIEDE, B LER EFS #BGBRERNKEIFRTE /var/log/amazon/efs AF i LH B
EL AFFERAR EFS #EBBIRER | stunnel iBF (FARREA) MEEE stunnel BFH amazon-efs-
mount-watchdog R,

(@ Note

B Famazon-efs-mount-watchdog AT REBEHEMN stunnel BF EE#IT , L EHH
EFS BRRMIFFLL stunnel BF, RAAELEFRAMERHK stunnel EBFENK L , BERE
REFSREEHBE.

BAILATE /etc/amazon/efs/efs-utils.conf P& E AFMNERE, EEFEMAFEELEN , &
TEMFA EFS HEHBERIENEFHIERRRSK. HEHGHEXRESEXBAFNEFZTBSERT
A 20 MiB, stunnel 27 HESKFERR R ERAM,

/A Important
B LARKA stunnel 727 BEEHVECE%. A , BUA stunnel BRI EE B EZNERR KRG AR
KHZE/E,
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£ EFS # &1t BIRE sV R STRIR

BAT LAE A Amazon EFS # &% B1#E =, , /£ Amazon EC2 #i1T{EE L& EFS X &Z#K. Amazon
EC2 ZEEMFAHHIGHERX , BEETIENR :

- HEMNERRR ID . EFS #RIGEERXBERRR ID B AHEH B FEEBENE (ENI) RAHE
IP it , AR E IR,

- EFSHEBER - BUNEERLEER (VPC) FERVHEABEF., WRECEARBERREEETRE
RREVERRZR  MEE AWS B ERAFKAENESETAERSETRHEE R, UFRAREN
HEBERNRY , F2E EEHTEE

(® Note

BEBRLEFEUNSHHEENEGBRREITACREFF0H , RREEIB DNS #HEESR
R, WWHESTE DNS BT AWS BiE ERREMEN P TLEE,

NMREHEREEC2HTEBTRANTHEISTEAHRER  CEELABETHERIAEENERM
BEEC2 ER, ENERRRBRFELTEZIEE,

- REMTARSBRERGERRE

- BRARTAREERE  REEEHE EFS EEHERRR , ERERRARMUNE EC2 H1TE
BrE AR,

- HEBEDNS B : E , EUUEEHHBEMN DNS 2BRERTAEHEE,

« BITHP —EZE Linux 3 macOS #ITHRARY EC2 #1TIERE - £ AR BB EXHBERREN
XEBITRANT :

» Amazon Linux 2

* Amazon Linux 2023

+ Amazon Linux 2017.09 FE AR A
+ macOS Big Sur

« Red Hat Enterprise Linux (1410 CentOS Z ¥RV EE) IRAK 7 FEHRA
« Ubuntu 16.04 LTS FEHARA

® Note
#11T macOS Big Sur By EC2 Mac #{TEE X & NFS 4.0,
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- EFS #EHBERZEE EC2 HTREE L - #EHHEXR L AERanazon-efs-utilsEHAF

NIE, MERHE WFEHAEHamazon-efs-utils , FF2E L% Amazon EFS A Fif,

- £ VPC #H#y EC2 $1HT1IE§ IETEEER EC2 H1TEE | HENMMLL Amazon VPC R AERH

EBRILEER (VPC) H, TEMSEREAMEA 124 DNS [AREE AWS, W1FEHEREI Amazon DNS
AIRBNEA , F2E <<Amazon VPC &) B Amazon VPC ) DHCP jB1EE&

« VPC B F DNS #2271 : EiEH EC2 H1TERMN VPC L ECEA DNS F#EMHE, mEFHHEE

# , F2E (Amazon VPC A EER) FHY VPC B DNS Bit,

- WRAE SR EC2 FITEEMERRM AWS B - REEHH EC2 HITERMERRFEA

RABME AWS Bl , B EEmiBefs-utils. confEEPH region Bit. MEFHMENA
nﬁ 2 EET@THE’J E}‘ﬁ EFS #E%% AWS I"__"ij,o

£/ EFS ##&#iBBIERE EC2 Linux #ITEEE L HH

LEFEFEETHIEE :

« BB Amazon EC2 #i1T{EEE L L% amazon-efs-utilsEH. MEFAET , F2REFELHE

Amazon EFS A F ik,

- BFERARRRRELTHEBER., WEFRET  F2REZHIEE.

£ EC2 Linux #{T{ERE LA R iHEIE X E EFS BRRMK

1.

3#Ei@ Secure Shell (SSH) TH EC2 #TEIBMNKR K  UFEAEENERAERRBEA, NEFH
& , 552 Amazon EC2 User Guide A# Connect to your EC2 instance,

EATIESTEIZRAFERRBEHARNE K efs

sudo mkdir efs

T I —Ep T REHERRR,

(® Note

MR EC2 HITERMEEHBENERRRAVATEN AWS EBFESE , F2E8 £TEHN
B & EFS BERFR# AWS [EiF LARE efs-utils.conf #ERPH region Bk,

- ERAERRM D #HH
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sudo mount -t efs file-system-id efs-mount-point/

A1t file-system-id Ml efs REABEEHIENERRRK ID REUMX efs-mount-
point,

sudo mount -t efs fs-abcd123456789ef0@ efs/

gE , MREVEEAERTERNME | FJUERT I o5 REBERRMR.

sudo mount -t efs -o tls fs-abcdl123456789ef0:/ efs/

- EAERR DNS BBHEH !

sudo mount -t efs -o tls file-system-dns-name efs-mount-point/

sudo mount -t efs -0 tls fs-abcdl123456789ef0.efs.us-east-2.amazonaws.com efs/

- FRATIHEHEEZ P it 5 -

sudo mount -t efs -o tls,mounttargetip=mount-target-ip file-system-id efs-mount-
point/

sudo mount -t efs -o tls,mounttargetip=192.0.2.0 fs-abcd123456789ef0@ efs/

BRI EEEREE S RPRANEREHBERRRNEES,

a. 7t Amazon EFS i &7 , FRELEHENERRE , ErEEMETER.
b. EEERANLERZFENEHEIES K BFEELHLAN TEEE,

BEEXSSETARSHERRENRIES , WTHEE

« (i DNS #8) £ R#EH EFS #EiHEERXT NFS A FIRNVERRH DNS &,
- (BB IP #EH) ENFS AFREE "ARAE, B, £RAHEHER IP ik A,

EC2 Linux E#&
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£/ EFS ##H# B 1 EC2 Mac #1TIERR L#HEH

hEFEETEE

« BB Amazon EC2 Mac #{T{EEE 2% amazon-efs-utilsEH., MEHMER , FS2BRHT
macOS Big Sur, macOS Monterey 5 macOS Ventura & , # Amazon EFS R EC2 Mac #1T
EEL, .

- FERARBRRRELTHEEE., SUUERYERRARKEVHEEE , UKAREERAER
R, MFEFMEET , F2EEEHIEER.

« IRIETE#1T macOS Big Sur, Monterey 5 Ventura #9 EC2 Mac #1178 F HEERRK. (FXE
H b macOS IrA).

® Note

£ X #E#H1T macOS Big Sur, Monterey # Ventura #9 EC2 Mac #1T{EE . H macOS MrA&
X EHEB Amazon EFS £/,

£ #1T EFSmacOS Big Sur, Montery = Ventura # EC2 Mac #11T{E# £ /A EFS #H &G EIER &
B EFS EBRREK

1. %8 Secure Shell (SSH) 1T EC2 #/TERBMNKIHHE  YEAEENFEAEERBEA. WHEFHH
B , 5528 Amazon EC2 User Guide H#J Connect to your EC2 instances

2. EATIESELIZAFERRFHAME K

sudo mkdir efs

3. BATTFISTREEERRMR.

® Note

KFER  ERECEEEAHBHSTH tls 1B1E | EFS #HEHBIERE EC2 Mac #1171
B EEEEeER SR I,

sudo mount -t efs file-system-id efs-mount-point/
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sudo mount -t efs fs-abcd123456789ef@ efs/

WA ERERER tls BE,

sudo mount -t efs -o tls fs-abcdl123456789ef0:/ efs

EEETEAERPNBZNER TR EC2 Mac #{TER LHBEERM , BMEAH notls #IE ,
MTHESFIR.

sudo mount -t efs -o notls file-system-id efs-mount-point/

LR EEETRANERERARTREANEREHEERRKNBRUES , WTAR,

a. 7t Amazon EFS Xi#&7H  FRELEHENERRSE , ErEFMEAEER.,
b. EEERAANLUERZFENEHEES  BSEELLAN "E#E,

BEABSETHARNBHERZENEIES , MTHEE

+ (BB DNS ##) £ A H EFS #E MBI NFS A FiniVER R4 DNS 2,
- (BB IP #E) ENFS AFIREE "ATRAE, B, £RAHBHER IP ik REBEH.

RAEH HE EFS ERRMK AWS EiF

EEREERRK AWS BE TREM EC2 #HITRBHER EFS BRRK , BHUATE efs-utils.conf
BERPIRE region BHE,

£ F#%%E region B1* efs-utils.conf

1. 1%EiB Secure Shell (SSH) 7B EC2 #{TEBMNKIRE  YFAEENFEAEEBEA, NEFH
B , 582/ Amazon EC2 User Guide FHJ Connect to your EC2 instance,
2. FRBREFNNFmEBR /etc/amazon/efs/efs-utils.conf X,

3. RHTEHMN—1T:

#region = us-east-1

a. HUHREEERXIT.

RAE =R 66
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b. MBEERMRELFTE us-east-1EFHF |, FEiF us-east- 1R AEBRRFEFMEEZH ID,
C. ﬁﬁﬁ%o

4. HEEESHEFTEEE, NENMAHTHEEXNEN , BFSE T8 3 FMEHHEEENEEE
H.

5. fEf EFS ##EiHEIER A Linux 3 Mac BT EBBEERIHK.

HEERIERRE

EFS ERFERAMEXRE-—HIAER  AERVREERAREEN TRER, SEEAMNEHM
HEER, FERERTHRERFERIARFEEENEE,

BRI LMEARERRGHEAEFRURER TR RN Amazon EC2 EHEHTERFE EFS ERRH
g AESRURERERER  WESEFRIME.

FEBIETIERF :

- WERE EC2 HITMEB LRHET amazon-efs-utils package, MFEFHMEN ,
Amazon EFS B Fim,

- FERARERRRELTHEHBEE. UFRFRET  F2REZHEEE.

3
¢
a1
Wt
i

EHMTAEEN EC2 LHBEREERRR

MREBERNVATEATAHREERN Amazon EC2 #1TERE I HRERFERRE , AIXAEHHBEIRE
AHHERTHEEERRRN T AR BHERRRHE B HFH DNS B,

ERATIHETEIZERAFERRBHAMNE & ofs :

sudo mkdir efs

FEATHRSRER EFS HEBBREXBHERRR. L THEEERRRNTHESER,

sudo mount -t efs -0 az=availability-zone-name,tls file-system-id mount-point/

EREETIRHENS

sudo mount -t efs -o az=us-east-1la,tls fs-abcd1234567890ef efs/

TIHESEHIERRR , AEEERRKHF B R DNS BH.
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sudo mount -t efs -o tls mount-target-dns-name mount-point/

EREEHEBE DNS ERB&EFNTT.

sudo mount -t efs -0 tls us-east-la.fs-abcd1234567890ef9.efs.us-east-1.amazonaws.com
efs/

£/ EFS #i8iHBEX , ETENTAEST B BHAEEERRRK

MREBEENATE ARSI/ EC2 FITEE LER /etc/fstab REF EFSEREERRE , A
WA /etc/fstab REFEERRRETAERSBBHERRKHE B TN DNS £,

availability-zone-name.file-system-id.efs.aws-region.amazonaws.com:/ efs-mount-point
efs defaults,_netdev,noresvport,tls @ 0

us-east-la.fs-abcl23def456a7890.efs.us-east-1.amazonaws.com:/ efs-one-zone efs
defaults,_netdev,noresvport,tls @ @

£/ NFS BB EEREERRR

WMREFER /etc/fstab EURTE AR RSN EC2 H1TERE LEHERFEMFREE EFS BRR
W, AIAATE /etc/fstabBE FEMAERRK DNS B BREEERRBKN THEEREHE,

availability-zone-name.file-system-id.efs.aws-region.amazonaws.com:/ efs-mount-point
nfs4
nfsvers=4.1,rsize=1048576,wsize=1048576,hard, timeo=600, retrans=2,noresvport,_netdev 0
0

us-east-la.fs-abcl23def456a7890.efs.us-east-1.amazonaws.com:/ efs-one-zone nfs4
nfsvers=4.1,rsize=1048576,wsize=1048576,hard, timeo=600,retrans=2,noresvport,_netdev 0
0

MBEBA TGRS /etc/Fstab MEMARLSSHEFMET , B2 BDHH EFS BERK.
EHM AWS EEFHTER LFERAEESEZRRARBHERRSK

& 12#Fl Amazon Elastic Container Service, Amazon Elastic Kubernetes Service = { £ BiE1EER
R AWS Lambda , BEEKREXREAER EFS BXERKAAENHEBETRES , IR, 0
LA & 8RR,
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E)  Amazon Web Services Cloud

Availability Zone 1a

ivPC
subnet 1

Amazon Elastic File System

B b B

| AWSLambda Amazon Flastic Kubernetes Amazon Elastic Container |
' Service Service |

#& Amazon Elastic Container Service #&E 1

B LA EL Amazon ECS £ EFS ERRFE , TR TERBBE BAHLABERRKER , EBLN
EBUUFEERNBFAERER  EREEENHTER AT, FERE Amazon ECS £ EFS
One Zone IBRR# , CEZETRBERK  ABZFHAERRRVURHEE A A RSN FHERK. WFEF
& , 5526 (Amazon Elastic Container Service B# A B15r/) FH Amazon EFS HifEE,

#& Amazon Elastic Kubernetes Service #iE %

£ Amazon EKS B ERIFERRFER , B LIEAXE EFS FEEM Amazon EFS A&7

JIHE (CSI) BRE 2= , £ Amazon EKS S B HEE Kubernetes HEF W ZE Pod 2BHABERR
#£. Amazon EFS CS| SREFZ X L4 7 Fargate #EBH, FEE EFS One Zone ERRHKFEH Amazon
EFS CSI RN , WA LUERKE) Pod B fEM nodeSelectori®iE , MR ECHEEEERAKHEREM
A EE AR

#®*t E4E AWS Lambda

BRI AR ) Amazon EFS AWS Lambda , BEREMUARAER,. BRAESEERER , UK
BEEREEAFTAMNLEAEME, Lambda R EEHTEE LS MEESMVAEREARHNF
MR EFS #HEE. EFH Lambda HEEGERARERMEAST , FEREREAERBHAR
FHERRRMAMERE AR FBEH,
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FH IAM ZEHR

EEMEA (IAM) BREE Linux BITER LHE EFS BRRMK , A EFS #EHENX. AWS
Identity and Access Management 15 NFS Al Fiw IAM IREMNFHENR , F2REA IAM ZFIESR
RFHNFE,

REEETIEHPEYB &, LAEERRRHRE, EUUEANTRTEVHERB & ofs :

sudo mkdir efs

K&, BALUMER efs BR efs-mount-point WIEIITIEEE,
£/ EC2 #1TEREEIEEE IAM HEITHE

MREFER IAM BEBRINEFEHTEERERERN Amazon EC2 #i{TEEE L | B tls M iam #
BUEE |, WRATR.

$ sudo mount -t efs -o tls,iam file-system-id efs-mount-point/

ZEMA IAM REEHHR[INEEHTEBEREN EC2 #iT(E® , FAUTTH®E EC2 #17E
BER /etc/fstab X,

file-system-id:/ efs-mount-point efs _netdev,tls,iam 0 0

£ B HHREER IAM HEITHE

BRI UERABEAERER 98 IAM AWS CLI B2 AER~/.aws/credential sSAEER | FEB
AWS CLI IAM ZEETHE~/.aws/config. MBKRIEE "awsprofile" , BI&FER TfER. RE
.

EEFABEREEREEH IAM REE Linux #1TEE , &M tls, awsprofile M iam HEHEE ,
WP

$ sudo mount -t efs -o tls,iam,awsprofile=namedprofile file-system-id efs-mount-point/

ZEFABREERU IAM BEEEHBHHERE Linux BTEE , FEUTTHEE EC2 #/TEE LY /
etc/fstab %,

file-system-id:/ efs-mount-point efs _netdev,tls,iam,awsprofile=namedprofile @ 0

A IAM REHE 70



Amazon Elastic File System EREEmR

fiEM EFS FEVRETHE
SERIER EFS #RIBER R RER TSN EFS MR,

(® Note
£/ EFS FRRHERERRRE , SLARAERRRRE-—RSEHEAEE.

EEAERERSRERRRR  RT —REHBBEIUN , BT SEFE DS access-point-id
tls BEIEE, SEHETOT,

$ sudo mount -t efs -o tls,accesspoint=access-point-id file-system-id efs-mount-point

FEEAFRMEDHAERRM  FRETIITHED EC2 HITMEE LAY /etc/fstab EBEF,

file-system-id efs-mount-point efs _netdev,tls,accesspoint=access-point-id 0 @

W% EFS FREMNHMAET  BLHERFNY.
7 EFS #8212 E EC2 #1T{EE

WA LLRIRZ £ 1 EFS ERRFHIMEIZ @ Amazon EC2 H1TEEE , MB|EMEA AWS Systems
Manager Run Command & A#{T{E#, 1% AWS Systems Manager Run Command BIEF#IE A |
A2 BAWS Systems Manager { A #&1EM) K AWS Systems Manager Run Command. £
L EBE EFS BRRKzE , DAL T 5 EREH

1. EC2 #{TEB S A EE AmazonElasticFileSystemsUtils FFAI BRI BT EER ERELT
BB, MEFHMBES , FSRLSE 1 CHMEFAIERE IAM #BTEEEER. .

2. Amazon EFS A FImhRZA 1.28.1 RS EHARAS (amazon-efs-utils t E4F) B &L ZE1E EC2 #1TER
Lo EAILAER AWS Systems Manager Z#{TER E BEBREEH, MEFMER , F2RELTR
2 : i%JE State Manager {5 Fi Y BB EH .

ERAEERERZME EFS ERAKHHIZE EC2 HTHEEL

1. 7E https : //https://console.aws.amazon.com/systems-manager/ BAEX AWS Systems Manager

7Ba,.

2. HEEBEEHT , BE HTHD
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3. i##E Run acommand (#{THES).

4. EHTESW{IFE A AWS-RunShellScript.

5. 1ZEEL AWS-RunShellScripto

6. EMPSEYF  ALEHSENESEEFS BERAFEWAEZEANBEGS. Hlm

sudo mount -t efs -o tls fs-12345678:/ /mnt/efs
sudo mount -t efs -o tls,accesspoint=fsap-12345678 fs-01233210 /mnt/efs

WMZERIREEA Amazon EFS B Finih s EFS HI B SWEMEN | 5528 £/ EFS #HEHE
£ EC2 Linux 1 /T{ERE EHE = £H EFS # &% BIFER1E EC2 Mac #1T1ERE EHE,

7. BEEFHLEDDHITH EE AWS Systems Manager & EC2 #1T{EE,
8. HETEMERENHMRE, RBBEHTUBTHS , YHBESSHIEEN EFS BRRK,

BTweeR  BUNESTERTEREMRE,

®3E—1E AWS IRF =5 VPC #E EFS X R#K

ERILAER EFS A FImEY IAM REBHREE EFS ERRM , LR EFS HRiHBEEREH EFS 7
iR, RIRFAER , EFS #HHBEXEEAME R BT (DNS) REEH EFS HHE B R IP ik, M
REERTERFHNERLBEE R (VPC) HEERRMK  RIFEF BN EFS HHEBE &K,

ERIE TP HRIYERIER EFS B E B R IP bt A NFS AP infEANSRA, Sl UK EIERZ
IP it 3 E A Fim AN S EFS SRRV ERHA,
ES |

—fE& #18 EFS ERERH AWS IRF
— i VPC ## EFS EXRR#K

= &
¥o (4o

€5 — & #E EFS BXRRM AWS IRF

EAA VPCs , AT LA AWS 1RF Amazon EC2 #{TERHHE M S — @S TEREER EFS 12
REMAWS tRF. MFEREHA VPC WFMEF , F2H (Amazon VPC HEFEER) HAVEE
ik = H A EH VPC,

HIBERTE VPC 2% , EC2 $ITEEEH W AL A& R4 (DNS) B BEET = EFS B iH B2
A, HE EFS ERRM. RMEBEMER EFS HRABHENHE EFS ERRH,
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®%5—1{E VPC #&] EFS EXX#%K

/A VPC HE R ES FHFERERE VPC &, BIff VPC BRFRERSE , Amazon EC2 #1T{E8 Al
£ % —1{8 VPC ZH EFS R X #

8L AG DNS BBENTANES — 8 VPC Y EFS #Hi8H, HEHEHEMN EFS BRRK , FEY
FERY T A [ 33 Fh (6 FR MRS 1P st

HE , WA LAERA Amazon Route 53 A DNS R, 7£ Route 53 F , B LLEBE VA EEEESE
MERCEE |, ®5 — 18 VPC 47 EFS HEHEE IP bt , MENMAITIIRENEHEENR , FS2H
{Amazon Route 53 Bi& A E5m) R FEAFLETLEEE,

SRR
ERATIREFZE , FAATUATESR

- EEHE EFS BRERFKNEEHITEE EL % Amazon EFS AiF iR , ER.\AREX amazon-efs-
utils EMN—ED . EAUERASEED amazon-efs-utils B EFS #HH IR RBHERERR
. MFRZE amazon-efs-utils WIET , FZE L ZE Amazon EFS A F i,

o SPEEMMEFITERN IAM B , AFF IAM BERHH ec2:DescribeAvailabilityZones B
B, BEIEH AWS SEBREES AmazonElasticFileSystemsUtils IAM B8 | LURHERE
TR,

o 3 —1E BHEEFAWSIRFE , BEFRERRKEREEK , LAFHEHMER ARN
elasticfilesystem:DescribeMountTargetfE#E AWS IRE., N :

{
"Id": "access-point-example@3",
"Statement": [
{
"Sid": "access-point-statement-example@3",

"Effect": "Allow",
"Principal": {"AWS": "arn:aws:iam::555555555555: ro0ot"},
"Action": "elasticfilesystem:DescribeMountTargets",
"Resource": "arn:aws:elasticfilesystem:us-east-2:111122223333:file-
system/fs-12345678"
}
]

MBBR EFS ERGEFBENFEET , HSH Amazon EFS i ERLEE,
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« R botocore, EMERRFHBIE —E VPC L MIERR K DNS BBEELMENE , EFS A
2 botocore REARBHF B Z IP i, MEFFMER , 5L B amazon-efs-utils README
R L% botocore,

. B%E VPC HEHER VPC HHMEE,

B AE R VPC HEE#ES VPC BB REREAF iR VPC fl EFS BRRZHKEM VPC, A
VPC 5 B & = i B8 3ERE VPC i |, BIfE VPC BRATERSE , Amazon EC2 #iiT{EEE{h A £
% —1{@ VPC 7H EFS X &%,

ERFESARERTE , EUARERERE VPC MRSEZME. MEEA VPC ERHFER
AHER , F2E (Amazon VPC B@REERER) PHREKEASERRIE.

VPC I EEEREME VPC 2NN ER, EEEREAETELEALERERBERBIARE

5 4 hR (IPv4) BB ETIRES 6 AX (IPve) bt , EMEBBRARE, EALER VPC ¥

EHEREEMEBR AWS BiF R MK VPCs AWS EiF, 1% VPC BEENFMER , F2H
{Amazon VPC BEE{Em) I EE=E VPC BiE ?,

ARRERRKE RS TAY , ERE—EEHENFS AFnmMER—TAREN EFS #EEZE IP
Hrat, MRBHES —ERFFHY EFS ERRM , FER NFS AFIRA EFS #8B R RMAR T
AESE ID. KERBEANRRR A AZ ZBERERFEITEEETE.

£/ IAM I HERS —E VPC i EFS BRRR

1. ERZEEC2 #1TEE. MEFMEN , 552 Amazon EC2 User Guide H# Connect to your
EC2 instance,

2. BELEATY RS REHEERKREN B &

$ sudo mkdir /mnt/efs

3. HEER IAM REHEERRR  FEATIHS :

$ sudo mount -t efs -o tls,iam file-system-dns-name /mnt/efs/

MFERLEEN IAM REE EFS WEFEEF , F2REM IAM BHERZFEHNFH,

HRZEIB EFS FHRHEERRE  FEATIHS
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https://github.com/aws/efs-utils#Install-botocore
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$ sudo mount -t efs -o tls,accesspoint=access-point-id file-system-dns-name /mnt/
efs/

W EFS FEVHMVEFHER , A2 RER T,

RTERY BE EFS ERRM AWS B

MREEREERRSK AWS EE TR S —1@ VPC #BEH EFS #RERFK , AIEEHEefs-
utils.confiEZ, £ /dist/efs-utils.conf FHEHETHEIT :

#region = us-east-1
BUHRRRT , YERIERRRAAEREEN ID B (WRERRMKTE us-east-1 #).

EAMBERRTEE EFS ERRM

ETR, THRUNMZEMKERRS (NFS) AP , AR IMIE Amazon EC2 #{TEE H#H
Amazon EFS BR R . EWwAI LK E mount S HWERE |, LIRTE mount S HPIEELERRKN
WBEFEBRA (DNS) BRI EAREE, A, BUUKRINMAER fstab BER , BERERRETMAR
MEFREBZBBEHEHE.

(® Note

EULEER | A LA T MR E IR A Amazon EFS R R4 , M BT A amazon-efs-utils &
#, EEELCNERRRERAEGTHNERMNE , BXUEMEM Transport Layer Security (TLS)
BHELHERRSE. EZERM , BEEA amazon-efs-utils EfF. MEHMER , FESHEZ
& Amazon EFS B Fim,

FE

- SRIEH

- NFS %

- Z¥ NFS AFE i

- BEMN NFS HERE

- LA DNS HEHE R Amazon EC2
« BLIP bR
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FORIRAF

EHBEERRKZ  FRELFETIER !

« B, RENBBENIEEE AWS BR, MERA , F2EAmazon EFS Af9,

« BIEH Amazon EC2 #I{TEREEY VPC T4 &  WHEAXENEANEHEFEHEBEEZ, NF
HMMEN  BE2EEA VPC Z2F i,

NFS % #

E&7E Amazon EC2 #1TER L HEBERRHK , Amazon EFS X EMKER R 4.0 8 4.1
(NFSv4) BIAME. BELE NFSV4.0 , BEBEMEA NFSv4.1, 1 Amazon EC2 $117/EEE L 8
289 Amazon EFS ERRKBEFZE NFS AP , LA FIRMA A EEFNEEN NFSv4 HE. BT
macOS Big Sur #9 Amazon EC2 MacOS #{T{E & E X NFS v4.0,

Amazon EFS A% # nconnect #&HE1E,

(® Note

B Linux B/O0MZA 5.4.* | Linux NFS AAFIn 2 128 KB BYf85% read_ahead_kb B,
MEZRKLEEMNE 15 MB, MNFEFMEF , 528 E1L NFS read_ahead_kb K/,

AEIBRECHELBREEES AN NFS AFiRIER , EREEARHN Linux &0, MREERN
R Linux BITHRA , RMERTISEE .

* Amazon Linux 2

« Amazon Linux 2017.09 R E AR A

Red Hat Enterprise Linux ( JAK CentOS &fT4Em ) F 8 IRREHF A

Ubuntu 16.04 LTS FE#HARAS

SLES 12 Sp2 W E#TAR A

MREFEANRES —ERITIRALBETRD , BEEARORAE 4.3 REFIRE, ZEHHEMER EC2
EITERE MY Amazon EFS BFE4ETE AMI SO MM R HERE | FF20E AMI B0 BB H#
f#o
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® Note
R EMERAHIT Microsoft Windows B Amazon EC2 #{T{EEEH & EFS R R &K,

&% NFS Al Fim

&E Amazon EC2 #I1T{EEE L& EFS ERR#K , BXLBAKXLZE NFS AFiwm, &EEZEIEN

EC2 #i{TEEBI L% NFS AU , BEE EC2 HITHEEMN/NE DNS BRBULARBEANERER
o BHTHEHBNERAEZBBEER ec2-user,

B EC2 #I1TERBI T2 NFS AP

1. EREZE EC2 $11T{EE, MEFEFHFMENR , 552 Amazon EC2 User Guide ##J Connect to your
EC2 instance,

SMERELNFIEM SSH 81, BRI LA chmod 400 filename.pem 5 REREISE LEFT
o, MEFMET , FSEBEHN Amazon EC2 HTHEERE Y £8Y,

2. (BRH) MEBEFRALEHAE,

$ sudo yum -y update
$ sudo reboot

3. ENME K BENMEEEEN EC2 MITEE.
4. =% NFS B Fif,

REFEARE Amazon Linux AMI 2% Red Hat Linux AMI , S5 ALLTHSRELEE NFS AE

$ sudo yum -y install nfs-utils

R AFE A2 Ubuntu Amazon EC2 AMI |, SBEA T A& SR % NFS AF %,

$ sudo apt-get -y install nfs-common

5. FRATITSEE NFS iR :

$ sudo service nfs-server start
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6. HEES NFS RIFCRE , TR,

$ sudo service nfs-server status
Redirecting to /bin/systemctl status nfs.service
# nfs-server.service - NFS server and services
Loaded: loaded (/usr/lib/systemd/system/nfs-server.service; disabled; vendor
preset: disabled)
Active: active (exited) since Wed 2019-10-30 16:13:44 UTC; 5s ago
Process: 29446 ExecStart=/usr/sbin/rpc.nfsd $RPCNFSDARGS (code=exited, status=0/
SUCCESS)
Process: 29441 ExecStartPre=/bin/sh -c /bin/kill -HUP ‘“cat /run/gssproxy.pid’
(code=exited, status=0/SUCCESS)
Process: 29439 ExecStartPre=/usr/sbin/exportfs -r (code=exited, status=0/SUCCESS)
Main PID: 29446 (code=exited, status=0/SUCCESS)
CGroup: /system.slice/nfs-server.service

MBELERA BT (RENMBEEEBEITN AMI) |, BHREZEDEE NFSv4.1 AR OER | UK
IE#ERY NFS4 userspace # & BIFE .

(@ Note

W RIEIE BB Amazon EC2 #1T{EEEF | i## Amazon Linux AMI 2016.03.0 =%
Amazon Linux AMI 2016.09.0 , BIEEZRH nfs-utils , RAECHEFREEEE AMI B,

T—%  HEERRRK
£ T3z — AN ER R

« LA DNS ZE# N Amazon EC2
o Ll IP byt E;
- HEHE EFS BRREK

EEEM NFS #EERE
RPEZBRET S Linux BEHEEE -

* noresvport : HXINFS AFIREMRERENZIUE , AN ERZESERAME (TCP) KiFE
BB, BAR Linux &4 (v6.4 RUTRRA) 221 NFS AFRERIS —EITA , T EnERKS
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518 NFS A FImERAEMRMN TCP RREHE L EFMER, WITATHS TCPRFC EX , MA®
FRIEELEMA FimRIEERNE UL EFS ERRMAER

£/ noresvport BIBERBEIATER NFS AFmLER L N ENMERE EFS BRRM , Y ERRE
REHBREREMERBRIFSEETH.

/A Important
RFIEZEREMEM noresvport HEIER , SIRAEH EFS BRRAMEEMERNMAEE
EREABRERSETAR.

ZREM EFS #Elin B EXHEBERRRK. EFS HEBBEXEAERR Amazon EFS 8
RRMHBE NFS #HEER,

- rsize=1048576 : NFS AIFix A& READ B REZWERIE  REERMUTHA LR, EEX
HEFS BREXFKLERNERE  SSEREREE. RMEELEARZRAKHN K/ (% 1048576)
LU G S REBR R o

« wsize=1048576 : NFS A F i ASE#EKR WRITE FREZERE , (BRI THELR, &L
BEAZEFSEXRRFALNERE  SSERAEEE. RPAEZREEARAN KD (&% 1048576)
LLi 6 3 REBR 1Ko

« hard : 8% NFS FIFim7E NFS BRRIFNERTA , ALt NFS ERSERETARIFZEES
b, RPEBEMEAFHERE (hard) , UAERERNTEMY, MREFER soft #E , B8
timeo BEHREBEL 150 + o 2—® (15 ¥), EEPRREHHBEENERBERR.,

« timeo=600 : # NFS AFwEFEH NFS B REIERREFERRA 600 T 92— (60 ), IR
BLERERIFSE (timeo) , RMEZBEHEAEL A 150 WE , HER 15 ¥, EFBIAE 2N
R

« retrans=2: # NFS AFREBRERE—LEFRBDETNERAEERA 2,

- _netdev : ¥ /etc/fstab FHIRE , BFIEAFIRERBET EFS ERRK , EEIMERE TR
Ao

- nofail : MRFTHHEEN EFS BREFLEMNMTEAMRRE | EC2 HITREBEAEEZME , 384% nofail
BIEHIEE /etc/fstab BEPWERRFKER.

MREFER ERNTERE  FEETIER :

- —EME , BERARETMEFERETCNEHERIRE  ENREEBREREMEMERE, fln , SFE
IRRBANEFEK/ |, 5= B REVE 0] gE& R M RERR K.
« Amazon EFS SZBERIFIERZIE, MREEE Amazon EFS RFEEE T2 ARE,
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« Amazon EFS 7% nconnect #&iEE,
« Amazon EFS A X417 Kerberos Z2 £, #ltn , THHE S LK,

$ mount -t nfs4 -o krb5p <DNS_NAME>:/ /efs/

- RMEZBEFEAERRAN DNS BRRHUEAZERRK. REFEESE Amazon EC2 H1T{EEHM
BN AT AEEF , SLBABENTA Amazon EFS #E BEM IP thit, MREEEE Amazon EC2
BTEBTRANTARETEARREE  SCEEABTARHEEANERXAEEEC2ERH, &
NWERRRBEEHLTREZRLEE,

- MFEESHIBENERENFMERA , B2 Linux X

LA DNS #@B# & Amazon EC2

(® Note

EHEERRFCH , BEESRUAFNEEHHEEZ LA , LLAKNR EC2 ZeF A EE
1B 2049 HEITEA NFS FHl, MEFHMEEN , HSBEER VPC 284l

- EERRMDNS £ : EAERRMN DNS B BRREENHEER, ERRKH DNS EBEED
FRAT AIE#E Amazon EC2 HTEIER 2 AT A BEHHE B R/ P ik, SRS ER A EISLL DNS
B, AEMREAERERMK D, BIEAUTIESIREHRE DNS £,

file-system-id.efs.aws-region.amazonaws.com

® Note

FRATAE SR R4 DNS B8 DNS B , FE Amazon EFS ERRMEAFinTERNAER
AAESFERHEE R

- FRAERRZRMKEDNS B8 , BUFERAUTHSEERRZKBEET Amazon EC2 Linux H1T{EEE,

sudo mount -t nfs -o
nfsvers=4.1,rsize=1048576,wsize=1048576,hard, timeo=600,retrans=2,noresvport file-
system-id.efs.aws-region.amazonaws.com:/ /efs-mount-point
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- FRAKBERRKDNS EBE  BUUEM TGS , XEHITZZE macOS IRA (Big
Sur, Monterey, Ventura) B Amazon EC2 Mac #11T{E# F #HEERRK

sudo mount -t nfs -o
nfsvers=4.0,rsize=65536,wsize=65536,hard, timeo=600, retrans=2,noresvport, mountport=2049 fil
system-id.efs.aws-region.amazonaws.com:/ /efs

/A Important

FEHITZ X macOS A EC2 Mac #1TEE LHEHE | BHAEH
mountport=2049 FeER IELRE| EFS BR R

- HEBE DNS B8 : £ 2016 £ 12 B , RMIGIEERRH DNS £, RAIFELASEATRELH
MERREMDNS 28 , UREEWHESE, #HEHEE DNS BB —KRERXMOT,

availability-zone.file-system-id.efs.aws-region.amazonaws.com

® Note
XEBETHESHEEE SR DNS BB#RT =

ERELERBRT  BUREMGEHEER  AREHENTHAREPEHNERER. FRBERAT
A AR B R DNS 2 BEEHH B 56 DNS 2BMEE,

BRI AEMINERE S RPRENEREHFERRRNEIES.

BREEERENHEES

1. 7£ Amazon EFS A+  FRELEREFNERRSE B rEFEAEAEH.
2. EEETARNLKERRANHEIES  BHRELGLAMN TEE, .

ERERSETNARBRERRENREIES.

£/ EFS ##E i BIEE s NFS A FuniE &k , &1 DNS #HBERFEABSEAERREN
DNS EBARBREHERRMN G T
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mEXZE AWS [Ei5 Amazon EFS By JEE |, 528 () F# Amazon Elastic File System AWS —#i%
8ZE,

HEE mount SR DNS B8 , REFESTIIHRMG

« SEEM EC2 BTERES AN VPC &, BAEREAMEA Amazon 1224 DNS @RS, NEEH
Amazon DNS AR EEA , F52 8 (Amazon VPC EHEEFE) B Amazon VPC 1 # DHCP
RIFE,

- 1EiE# EC2 #11T{EEH VPC L , DNS Resolution (DNS ##4#7) #1 DNS Hostnames (DNS F# % #8)
WAL, MEFMER , 528 (Amazon VPC EHEIER) FH VPC ) DNS Bit,

- EEM EC2 HTERMAK EFS ERAMLEMBER VPC ., MERREFIEHEREHMNE
HAE VPC 2 ERZMNFRER , F2RLREHENAZRE | RTER VPC BHEE XK.

(® Note

ESCEEVHEERCREFFT IOV  ARBHBLWERRM. LFFEH DNS RHERE
RRE AWS B FrIEN hEEEHE,

LU IP it 31k 5 358

7 LA DNS & ## & Amazon EFS 8RR #25 , Amazon EC2 #{T{ERAIFEAHBR B ZEN IP it
RBERRRK. NPt HEEEFRNBAR DNS BERHMIRE (Flan2/5/H DNS THEZEH
VPC),

BT UEABEER IP iR EHHERRE , MACHERMERE DNS EBHHERRK 2B
BANEAEE, EEEIHEEE P it | EC2 TR EEARERMNTERMEE A EE
RN B 1P b TR

BRI EM RS P RENEREHFERRENBEIES.

(® Note

EHEERRFAE  CEELHESERLTSFHETNIERA | LAKN EC2 T B A EREE
2049 EITEA NFS FH, WMEFMENR , B2 EH VPC 2 8HH,

LU IP sty #hER 82
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HREAHEEEN IP it KRR Y EREE EFS ERAMNBEYISD T

1. BIfE https://console.aws.amazon.com/efs/ BB Amazon Elastic File System 2 &,
£ Amazon EFS 2 &+ , FEELEHENERRE  BErHFRERER.

2
3. FEETARULERRENEHEES  FEELLAN TEE,
4. EBERERSETRANHEERIENRIES,

£ NFS AFimRYEZA A EEH |, REES P #H , AR EREAHEBFR IP it REBHE

DA
%/\I LEIg A0 Mo

o M mount ML HMEHEBEZE IP b | B LIEBI T 3I&H S Amazon EC2 Linux #1T{E#E £
BEERRLRK.

sudo mount -t nfs -o
nfsvers=4.1,rsize=1048576,wsize=1048576,hard, timeo=600,retrans=2,noresvport mount-
target-IP:/  /efs

o M mount T HMEFHBZ IP it bF | B LIEBI T 3I&H S Amazon EC2 Mac #11T{E 88 L #
HERRMA. #1T macOS Big Sur.

sudo mount -t nfs -o
nfsvers=4.0,rsize=65536,wsize=65536, hard, timeo=600, retrans=2,noresvport, mountport=2049 mount
target-IP:/ /efs

/A Important

f£#11T macOS Big Surfy EC2 Mac #11T{E#E L # & , LA AMEMA mountport=2049 =
BER IIEAR R EFS BRERMK

£ PEA IP ik T & AWS CloudFormation

B A LAEA CloudFormation S IP #hil RVBBERR LK. MFEFMER , 52 B storage-efs-
mountfilesystem-ip-addr.config , BAIF GitHub F AR FRtL B R # 2 3 EE RM awsdocs/elastic-
beanstalk-samples f1FE.
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https://github.com/awsdocs/elastic-beanstalk-samples/blob/master/configuration-files/community-provided/instance-configuration/storage-efs-mountfilesystem-ip-addr.config

Amazon Elastic File System EREEmR

HEHEE EFS EREREH

&R LAGER EFS #E i BIE N3 NFS 2RERE Amazon EC2 #{TEER , A EHTERABKEBHE
EFS R R

- £/ EFS #EHHEIE -
. BREAEC2 MBHTEEBER I EC2 Linux B{T(HBER | EiE EFS X2 R#%K. EC2
- £ EFS ERXMAMIBEREF EC2 /etc/fstab B,

- 1£)278 EFS #EHBREXMIE R TEH NFS REH EC2 /etc/fstab = , BAM EC2 Linux M
Mac #1T{E 8,

(® Note
EFS #& %2 X X BAFIT macOS Big Sur 5 Monterey B9 EC2 Mac #17{E & £ B B
., Rz , BALEMA NFS £ EC2 Mac #1T{ERE L TE /etc/fstab IER , A B BH & EFS 18
EF N5

=&

« EFH EC2 Linux ${TEE EEAE B8 &

- EIHEAW EC2 Linux FITEE LEUE B BHE

« A NFS 7£ EC2 Linux = Mac #1T1E 8 LB BB

EFTH EC2 Linux BT8R LA BB E

E &M Amazon EC2 MBI#ITERBER AT EC2 Linux BTERE , B UEHEREABBH
& Amazon EFS #E% R, Amazon EC2 Milt—R , EHTEELIRME MEF BN , EC2 BT
ERNEEBHIAERRE,

WHEFER EFS #EIGBERNRMBEREEZRGE | T FH EC2 HTEE LM /etc/fstab 1B, HERFHEY
BRXE amazon-efs-utils TEHN—ZF 2.

BERHEERRR 84
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® Note

EFS BRRA KA EEHIT(EREE K |7 #4147 macOS Big Sur 5 Monterey # EC2 Mac
#HITERL,

® Note

REESEAS Amazon EFS B2 Microsoft Windows B EC2 #/T{EEEE R H.

BB EIT WY | TREREWIERZE EC2 T EE. MEFMENR |, 582H (Amazon EC2
EIErm) P H Amazon EC2 £ F] Amazon EC2 #4T{EEE , UEMN £i#8Y% ., Amazon EC2

ARE EC2 TR R E K B B & EFS ERRMK

1.
2.
3.

© © N ©

BI1E https://console.aws.amazon.com/ec2/ BIEX Amazon EC2 A,

EERMBAITER,

£ Step 1: Choose an Amazon Machine Image (AMI) (288 1 : i#1E Amazon Machine Image
(AMI)) BB E & £ H S Amazon Linux AMI , A& 1##F Select (EH)

HESR 2 BEITERBEES EET %  REJTEERFEES.
HELSER 3 BREFITERBFHEEA &, BETIER

- SHYRERREFEEAHEMN EFS BRRMMARM VPC EA,
« ¥ Subnet (TR B O BE PR ER B

- SFHERRREZRECEHNEN EFS BRRMK. BRRMK D SETHNRER EC2 HTERKE
RREER , ERUMUEE,

- EEMFRERND  CAEERSABELE K METSTUSHKEMIEE EFS ERRRHHERE

RRABERHBED S,
IEF Next: Add Storage (T —% : #EREFR).
ZEIF Next: Add Tags (F—% : #iEER).
AREBTERWE , WEET -5 . RERLHFHE.

KSR 6 RERLHET , BERZREFA)REAZNRALTLHE. BERRZeHE AU
AT A FEERN EFS BRARM.
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BEGEFE R R 2B 03%EIB Secure Shell (SSH) FEUEMY EC2 #1T1EEE. & Ei%HB SSH 77H
B LREBTERLZ MW HIGRA | LLAFF SSH A SSH MR BH, B LERAUTR

=

&

« Type (3EZH) : SSH
« Protocol (B&AHE) : TCP
« Port Range (E#ZIE&E) : 22
« Source (3&R) : Anywhere (fEfal{Zi&) 0.0.0.0/0
10. iE1Z Review and Launch (*BI FEE).
11. EEKE.
12. ERZEINSWBERETHR , REI1ERE Launch Instances (BN 1T ),

51 EC2 $TERBRECREAERD BN EF B RER EFS HRRH.
#£IRAE/ EC2 Linux BTIEER LRAA BB

/etc/fstab BRISERRENER , MENTERRBYBBTH mount -a tiH AISHEHAT
BIE /etc/fstab BRFHERRE. EUEFF , BB FEER Amazon EC2 Linux H1T{EE/
etc/fstab bRy , MEHTEREHNTREBENMEE , £/ EFS HEHENX BBEHRHE EFS
BRRM.

(® Note

EFS BRRZAKTZEEHIT macOS Big Sur = Monterey B9 EC2 Mac #1T{E8 LFEH /etc/
fstab¥® @i EFS & HBIEX BE8HE. K2z , EC2 Mac #{TEBEHIT macOS Big Sur
= Monterey B |, BALIERES /etc/fstab B NFS RAEERRFKEBHHEE L HITEE
Iz

EESEEE LN EFS B HEBBENRBHERRR, #HEHBEERXR amazon-efs-utils TR

H’}]_%Bﬁj\o

amazon-efs-utils TEA AL E Amazon Linux 1 Amazon Linux 2 Amazon Machine Image
(AMI) £, 0% amazon-efs-utils WMBIEF , FSE L% Amazon EFS AiFin. MREERA
# 2 Red Hat Enterprise Linux (RHEL) Xt Linux 2Z/ThRA , AIEFHEE I L% amazon-efs-
utils., MEFHMENR , FSEAEEM Linux B1TH E R % Amazon EFS A Fif,
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ERAEER

FORIFAF

BBRFRETIER , TRIBENEFLERF

- BEEVEEBDENHEN EFS BRRK. NFEFMEA , F2RELAZTEAGREE,
- FEREIUERTEABDEFNHE EFS ERRMAY EC2 Linux HITER.

- EFS #1E BB CREE EC2 Linux #i1T{EE L., MEFMEF ,

Ll
U o

FEZB L% Amazon EFS AAF

E I /etc/fstab B

1T T 5 BLLE ST EC2 Linux $/T1EEE LM /etc/fstab , EMTEEBEH T EEEHMREE |, 5
EFS # &R BB EEHHE EFS BRRM

B ¥ EC2 #{T{EEE LMY /etc/fstab =R

1.

ERZE EC2 #1T{E.. MFEFME , 5528 Amazon EC2 User Guide 1K) Connect to your

EC2 instance,
2. HEHREBESPHIR /etc/fstab BXR,
3. A IAM BR#ESR EFS ZEE E BB

- FEER AV BEEBHEIEAYTEREREN EC2 TER  FREUTITHEE /

etc/fstab %,

file-system-id:/ efs-mount-point efs _netdev,noresvport,tls,iam 0 0

- EEFAREERU IAM BEBEBHERZ Linux HITEEE , FETTHIEE /etc/fstab &

=

file-system-id:/ efs-mount-point efs
_netdev, noresvport,tls,iam,awsprofile=namedprofile @ @

- FEFEMA EFS FRMEBHBERRM  FRETITHEE /etc/fstab EF.

file-system-id:/ efs-mount-point efs _netdev,noresvport,tls,accesspoint=access-
point-id @ O

HAM EC2 Linux #{T{EE
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/A Warning
£/ _netdev 2#I1H , ILBRBARE B BHBERRREHLFEBERRM. & _netdev
BiEX , EC2HTERARESFLOE, LERRRARBERRAREEENTERRR
BReEFEEDNR. IEFAER  F2REDHBLBEHTEERLIEDRE,

MEFHMET , F2EEA IAM REBSEREH EFS FEEETEE,
4. REHERFMOEE,

(® Note
EREERT | EACHEN EFS BERKWRERM , £ EC2 ST BB TETERK
B, BEEERRE , i nofail BERIEE /etc/fstab BRAWERRHKIER,

EHIEE /etc/fstab BRMBAFTITEINT THEME,

- b Description

file-system-id :/  EFS BRIRMHKMN ID, BAILAREREARUBRRT A% CLI = AWS
SDK El#& 1t 1D,

efs-mount-point EFS BRRME EC2 HIT{ER LB,
efs BERRAREE, SEAHSHBHEXR , WEE 25 efs.
mount options ERAFOVHEEE, EREHRIBHTIIRIEEFE

« _netdev : KEHEEAEERAERRRUAEZERREFINEE
Lo WBEBEARUEHTERBHRBRIERRR , ESAFinARRE.

* noresvport : &HH NFS AFImEMEBEMREMELR , RN
EREERGE (TCP) RIFEREE, ENREERREMBRERSH
%  EFS BRRZAKESTHER T A,

« tls : BRABRTPHNERINE,
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- fba Description

o iam- EALLIRIE | EiB IAM REK BEEZEEHTEREREN
EC2 #i1T{EEE. M iam HEBEGTEFH t1s BB, MEFHHA
B, F2REH IAM BEERERRAENER.

« awsprofile= namedprofile : ASLtiBIEEL iam M tls BIFHE
BAEA , UEABRERY Linux SITEREET IAM BENBE., W
% EFS #HUMMEFHERNR , F2REA IAM ZBHERRENFE.

+ accesspoint= access-point-id : #% tls ®IHEL EFS i®E
BEAER , A EFS FEEETHE ., MF EFS FREMNFME
7, F2REATFIE.

0 FBERTERRREXA dump EITRD. BN EFS , EEEEA
Q.
0 fsck ERBBEREERRMNIEF. BN EFS EXRRMRK , ERERA

0, AR fsck TRERBFHIT,

A NFS 7£ EC2 Linux 2 Mac #{T{E®E B B 8 E

88 EFS B8 B BB R TERA NFS REF EC2 Linux 1 Mac #1T{E#H Amazon EC2 /
etc/fstab %,

E¥ EC2 #{T{EE LM /etc/fstab EF

1. ERE EC2 HITHER. WFEFHMEEN , 52 E Amazon EC2 User Guide FH#J Connect to your
EC2 instance,

2. HEHREEESPBIR /etc/fstab EBX,

3. ZEEMANRE EFS #HEHEIERNN EFS B EHHEERZRL , B8 TITHEE /etc/
fstab &%,

3

s LBEEBENERRZHK IDEM file_system_id,
« # aws-region BUX AWS EiF AERRZHKAAEN , Bl us-east-1,
o UERRFEHHIBE mount_point,

£ NFS # Linux # Mac #1417 {Eg& 89
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EAEE

M

file_system_id.efs.aws-region.amazonaws.com:/ mount_point nfsé4
nfsvers=4.1,rsize=1048576,wsize=1048576,hard, timeo=600, retrans=2,noresvport,_netdev

00

BHIBE Jetc/fstab BENERBITEHT T 5IE4E,

R

file-system-id :/

efs-mount-point
nfs4

mount options

Description

EFS ERRMH ID, B AfeERAEHUENRFT AR CLI & AWS
SDK Efg 1t 1D,

EFS #ERHE EC2 ST EM EHRE.
R R,
SUES 5 PR R R G IR

* nfsvers=4.1 : ¥EEMEM NFSv4.1,

* r5ize=1048576 : AWEMEE , R EFS ERXRRAKLWERPER
BRI | 55E NFS A FiRw 2%’@1!%«”.1% READ FERZEWHHAKER
fITTHAB , 1048576 ATRERHZ A E,

* wsize=1048576 : AEMEE , M EFS BERAK LWERPERN
BREF , 5B E NFS AFmASERE WRITE BREZHHEAER
T4 , 1048576 AIRERHAH.,

+ hard : 5%%E NFS B FiR1E NFS SBRBRENERTA , Bt NFS &
ReEHERFARB[EEAL. RMEBEFERERERRE (hard)
DERERNEEM, MREFER soft B/ , FAF timeo BEER
EBED 150 +92—® (15 ¥). EFUARERBREGHER
BEEE,

+ timeo=600 : #% NFS AFmEFES NFS EREENRIFERA
600 + 9 2—%# (60 ®), MREBHNBEESFTRESZEH (timeo) , RFIE
BEFERZELH 150 HE , HER 15 ¥, EFBIRE R REERE.

- retrans=2 : # NFS AFmERRERAE S ERBEINNER
IREERA 2,

£ NFS # Linux # Mac #1417 {Eg&
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- fba Description

« noresvport : HZINFS AFmEMBEMRENELR , £AHMN
HimRHEABE (TCP) RRERE, ERELRREBKRERSH
%  EFS ERRKEETPFENITRAM,

« _netdev: FEAFREABHIERRE , EFWER TR,
0 EE dump & ; 0 HH dump NABRRFLEDERRLR

0 HAH fsck 2RABEXNTEEREBFHT,

HEERRR

EMBRERRAZH , BARBRLSERSEEZZEN Amazon EC2 #THEB LR, BAILE
Amazon EC2 #1785 L#11T umount R REBRFTER LW ERRK. BELIERB AWS CLI,
AWS EE T2 A NET AWS SDKs HE EFS ERR M. EEHHEREHNIT Linux Z EC2 #TE
BBH EFS BRRM , BFEH umount®™w , AR :

umount /mnt/efs

BMREBETEREEMEM umount EIH, FBEREEMEMERRETEHN umount FEIR,

BT df S REE EFS BEXRRMEBCHE, s ST B EERN Linux 2 Amazon
EC2 #fTHER LNERRRURAERRTER, WREEEZHEHN EFS BRRARRIEdf @
B, ERTERREESHE,

Example- # 5l EFS &R XK HEAREIL F1

$ df -T

Filesystem Type 1K-blocks Used Available Use% Mounted on

/dev/sdal ext4 8123812 1138920 6884644 15% /

availability-zone.file-system-id.efs.aws-region.amazonaws.com :/ nfs4 9007199254740992
@ 9007199254740992 0% /mnt/efs

$ umount /mnt/efs

$ df -T

HEERRGR
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Filesystem Type 1K-blocks Used Available Use% Mounted on
/dev/sdal ext4 8123812 1138920 6884644 15% /

HERE | £H B EFS BRRAMILAHEBIE EC2 HTERE
AWS CLI

BYNEN EFS BRRK , SEBEE VPC Y EC2 BITER L | IR RIFERE AWS CLI.

(® Note

ERREAZBEBRER , BULIER R ERET Amazon EC2 Ml EFS BiR. TEAZERE
o, e AWS CLI BiTHEERE , EE 2R3 Amazon EFS AP,

EAHBEREF , EEERFPEILTI AWS ER :

« Amazon EC2 BR :

- MEZEEA (ERAREKH EC2 HTHEEMN EFS BRRFE) -
FHZERAMERUARTEEEA/EHEFEE, EXRMATZEEN EC2instancefE AR
NFSv4.1 TCP E#E , ZBHEH B REREERREK.

- VPC H#y EC2 #{T{E.

« Amazon EFS &R :
- —ERRRK.
- BRAZERZAENHEBE.

HEEEC2HTER LHHEERRE , BFEHE VPC PEVHE R K, &7% VPC FNEER
REESEN —EHHE R, MEFHEER , F2BAmazon EFS BEES K,

K&, B8 EECCHTERLARERRE. HERERENBRSBRERBRELERNENRA,

FHABREEXEAT (RPM) BE () BAAEELERus-west-2, EmE AWS B £/
B FBY—BukERE. ZNMEER—VPC, EC2 BEIfH EFS ER—HXEMRMERM F AWS
[,

ES-

HBRE £ BUNBEERRM AWS CLI 92
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o FRIRH
X E AWS CLI
- SBR1 . BY EC2ER
- SBR2:. BY EFS &R
- $B3: EEC2HTER LHBERIAELETAR
- SR4:. 88

FORIRAF

- BAILAER WIRZEA AWS IRF ERREA X2A , YEAAMNKRE. , AWS Identity and
Access Management (IAM) BERETEMFEA WIREAER AWS tRF, }iZ EIIJEF R — 1@
EEEHEAEYEAELRIEREERFTINER. WEFMEN , F2E ( AWS IAM Identity
Center FFER)Y BH A IAM Identity Center fEF &SR AWS IRFE FEUE,

- BAILERATER VPC HERFFEVYMEET VPC, XM VPC REBARLEZELS#R. 1B , W
RIEFEANR BT VPC , FRETIIRIE

- DNS 2 BERMA. MEFMEN , 52 H Amazon VPC ERERERFH VPC £ DNS B
S

- RWBREREECEZEEZN VPC, MEFMEF , F2B "Amazon VPC EREERE. FHE
I 08 B % RSB I s A PR A B

Z VPC 7R ERES VPC TRBBEBMNETEERELE IP i, MEFHMEN
{Amazon VPCs FREIER) P8 VPC FFHEEHN IP Eit,

« % VPC IR B S EEPMIA MBS E R RE DR ERERFERN SRR,
- BEERTE AWS CLI X EEEESFAERERE.

E
W

B

E%7E AWS CLI
AT HIE RRBE AWS CLI F EHERER,
EEERTE AWS CLI

1. TFEMEE AWS CLI, WMERHA , FSBAWS Command Line Interface  EA&EIER) FH A
9 AWS CLlI,
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B LA S E R E B AERIFHIE AWS CLI configiE R, AHEREFNES CLImPEIEE
adminuser (2E#, 7£ config BEFE I adminuser FZRERE, B AILIE config BRPEE
BEFEAEFERERATER , W TR

[profile adminuser]

aws_access_key_id = admin user access key ID
aws_secret_access_key = admin user secret access key
region = us-west-2

[default]

aws_access_key_id = admin user access key ID
aws_secret_access_key = admin user secret access key
region = us-west-2

EFIRERE L SR ETERE AWS Eif, NIREKRE CLI v HIEERESE , BIEFHER us-west-2 [E
=,
3. Eﬁ%?&/ﬁ?iqﬂﬁ)\—ltﬁﬂﬁ% , BB E, EEGTYUTSHBEREAEZR , NteFEHE
RERENEAER,

- B help 5,

BB A LUEIR I8 - -profile 2B ABEEFERAEBHRE.

aws help

aws help \
--profile adminuser

FE8R1 . B EC2ER

ARAL BT TRE

- BUREZREEE,
- BREFEFNERAUNRTHAFIE,
- BB EC2 1T, EUUET—ELSRHELIATEE LZINBR EFS BRRM.
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FR11 BYRMEREEHE

EXED  LEEVPCHAEC2HITHEEBMNEFS HIBERBEVLRLHE, THERREHR , a8
BB ERRG EC2 MT(EEMN EFS 8 EE, NELEHEMEN , F2H Linux HTERD
Amazon EC2 £4£ &4H,

BUZ2FA
1. ffM create-security-group CLI BV MEZ £ E1A

a. ALK EC2 HITERENLZ2EE (efs-walkthroughl-ec2-sg) , W REEH VPC ID,

$ aws ec2 create-security-group \

--region us-west-2 \

--group-name efs-walkthroughl-ec2-sg \

--description "Amazon EFS walkthrough 1, SG for EC2 instance" \
--vpc-id vpc-id-in-us-west-2 \

--profile adminuser

STHRLRE D, W EEEHH,

"GroupId": "sg-aexample"

B ER T A B REE VPC ID,

$ aws ec2 describe-vpcs

b. ALK EFS HEMBEZEEILLZTLEM (efs-walkthroughl-mt-sg), BFRMHEH VPC
IDo

$ aws ec2 create-security-group \

--region us-west-2 \

--group-name efs-walkthroughl-mt-sg \

--description "Amazon EFS walkthrough 1, SG for mount target" \
--vpc-id vpc-id-in-us-west-2 \

--profile adminuser

RTFZRLRE D, HFEEERHA,
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{
"GroupId": "sg-aexample"

}

2. MWERRLEEHE.

aws ec2 describe-security-groups \

--group-ids list of security group IDs separated by space \
--profile adminuser \

--region us-west-2

HRZAF—ERMAERERFANELRAL

ET—EERF , ZHRERATYEEWEMFIE

. BREEZTEWN EC2 H1TERE

- A EC2 H{TEREEFS HHARCHNRE (LEELHBHARKELZLFERIERA
Bt ) o

SBRA2  HREHAFERAURTFENBHEIE

ERSRD S BEReBHEMERAUNARTFEN/ELFIE,
e byl

1. AEBH EC2 #11T{EE (efs-walkthroughl-ec2-sq) BFHZ B M A Secure Shell (SSH)
EENER , Mt EEARE I EHFER SSH E#EIZM EC2 #ITER.

$ aws ec2 authorize-security-group-ingress \

--group-id id of the security group created for EC2 instance \
--protocol tcp \

--port 22 \

--cidr 0.0.0.0/0 \

--profile adminuser \

--region us-west-2

RRZTLHHECHAMENEANEHRAL

aws ec2 describe-security-groups \
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--region us-west-2 \
--profile adminuser \
--group-id security-group-id

2. BEEFSHEER () R2FHENBEAFIMEefs-walkthroughl-mt-sg.

EwmTRRFRLP , €£A adminuser FREEHIT 5 AWS CLI authorize-security-group-
ingress R RATIEFEAREA,

$ aws ec2 authorize-security-group-ingress \

--group-id ID of the security group created for Amazon EFS mount target \
--protocol tcp \

--port 2049 \

--source-group ID of the security group created for EC2 instance \
--profile adminuser \

--region us-west-2

3. BEREMERLHEERBEAFIE,

aws ec2 describe-security-groups \

--group-names efs-walkthroughl-ec2-sg efs-walkthroughl-mt-sg \
--profile adminuser \

--region us-west-2

HER 1.3 : BB EC2 #1TERE

FELZ RSP |, BiERE — 8 EC2 AT,

R &) EC2 #11T{E B8

1. WELTHREEN , IERME EC2 #TERRER !

- SRYEEE NEBRUSBYENETR , 528 (Amazon EC2 FHEIERE) HHAER Amazon
EC2 #{T{EBEE I £8%, Amazon EC2

- SRERE 2 Amazon Machine Image (AMI) #9 ID,

& PREE) EC2 B1TEREM AWS CLI i R EELREILE A S E M Amazon Machine Image
(AMI) ID, Z#EB A Amazon Linux HVM AMI,
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@® Note
EBALMERARARREZ. U Linux BEBH AMI, REFEHREM Linux AMI, FFHER
BEFHIBNELHEES  EHTEBLRE NFS AFE, A, BOUEERER
HIBEHEE,

¥ Amazon Linux HYM AMI , &8 LA#E Amazon Linux AMI IR B HHH ID. &5 Amazon
Linux AMI ID REZZZEIDE , TR :

- 1EIE US West Oregon (XEIFEIBREE) EiF, LESHERBFZEBEEEEHAZ (RERE) (us-
west-2) FE I FIEEIR.

. 1% EBS-backed HVM 64-bit (EBS i HVM 64 {i7t) R (A CLI 5% , BISIEE
FAXEHTEEEFEHREN t2.micro SITHEEER),

« BEC2HITHERBELNEZEFEID,
« AWS EBiF, thZELHERER T us-west-2 EiF,

o IRMEENENFITEREM VPC FHBEE ID, BAILAE describe-subnets tp S HUE FHEKE
&,

$ aws ec2 describe-subnets \

--region us-west-2 \

--filters "Name=vpc-id,Values=vpc-id" \
--profile adminuser

EHRBIZEFPEK ID % , € describe-subnets ERFETUTE :

- TR ID: EEVHHERR K LEFEERE. EARET , CEEMS EC2 HITEREHN
ME R EY —EHEE R,

- FHEENTRAES  CRELEREBHEBERDNS 28 , X2 BANE EC2 HTERE L
HEERRR,

2. #ITTH AWS CLI run-instances®i o R E EC2 #1T{EEE.,

$ aws ec2 run-instances \
--image-id AMI ID \

--count 1 \

--instance-type t2.micro \
--associate-public-ip-address \
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--key-name key-pair-name \

--security-group-ids ID of the security group created for EC2 instance \
--subnet-id VPC subnet ID \

--region us-west-2 \

--profile adminuser

3. ETH run-instances s S EEMNHITELE D,

4. SBEMH EC2 HITEELAHF LA DNS 28 , ZBBWRANERYHEERRKKE EC2 #11T
fE#€. °BE DNS BEBATIIER :

€C2-XX-XX-XX-XXX.compute-1.amazonaws.com
#ITELT CLI v R X2 T2%F DNS &£,

aws ec2 describe-instances \
--instance-ids EC2 instance ID \
--region us-west-2 \

--profile adminuser

MRIELEH/NE DNS B8 |, FELEE EC2 HTEEMN VPC FZE VPC #HAE, MEFME
A, ESE RGN,

5. (BF) #EBERGERIN EC2 HTEE, sEERM , MEEFSREBNER , Y A&
RAECBEETEHITERN B, LTUHITTS AWS CLI create-tags@ T REITILER
=

$ aws ec2 create-tags \

--resources EC2-instance-ID \

--tags Key=Name,Value=Provide-instance-name \
--region us-west-2 \

--profile adminuser

SER 2 B EFS &R
ERARS BT U TR -

° Eﬁﬂﬂ‘?}ﬁ’g EFS E%%\Nbo
- MAERBHRERE,
- ERE EFS BTHEEN AR FEYHER K,
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$ER21: B EFS BER#E

FL RSP |, EFEY EFS BRRM. B T FileSystemld , MET-—TRUERRKELHEE
B

BIUYERRE
«  RBETERY Name BR , BEYERRR

a. EWPRRFRH, $1T % CLIAWS create-file-system@ o,

$ aws efs create-file-system \

--encrypted \

--creation-token FileSystemForWalkthroughl \
--tags Key=Name,Value=SomeExampleNameValue \
--region us-west-2 \

--profile adminuser

EERIIUTEE,

"OwnerId": "111122223333",
"CreationToken": "FileSystemForWalkthroughl",
"FileSystemId": "fs-c657c8bf",
"CreationTime": 1548950706.0,
"LifeCycleState": "creating",
"NumberOfMountTargets": 0,
"SizeInBytes": {

"Value": 0O,

"ValueInIA": O,

"ValueInStandard": 0
1,
"PerformanceMode": "generalPurpose",
"Encrypted": true,
"KmsKeyId": "arn:aws:kms:us-west-2:111122223333:35c11222-7a99-43c8-9dcc-

abcdef123456",

"ThroughputMode": "bursting",

"Tags": [
{
"Key": "Name",
"Value": "SomeExampleNameValue"
}
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]

}

b. 82T FileSystemId B, EF B 2.3 EVHEEEF , EREIMERIRNHERBE
i, BREEELE.

SEB22: AL hBHER

ERSRT  LEEERRRLBAEGEHERE  LUERER EFS FEER (IA) REER, WETH
HBEN , F2E EERELENBEY M EFS REEA.

AL EHEE

« EBTERRFERTH , MITTH AWS CLI put-lifecycle-configuration®®,

$ aws efs put-lifecycle-configuration \
--file-system-id fs-c657c8bf \

--lifecycle-policies TransitionToIA=AFTER_30_DAYS \
--region us-west-2 \

--profile adminuser

LERIINTEE,

{
"LifecyclePolicies": [
{
"TransitionToIA": "AFTER_30_DAYS"
}
]
}

SR23: EUHHERE

ERSRT S ERE EC2 HITEEBN THEES , AENERRKELHHE R,

1. FBHEUEZTHIER :
- BHEVHIEEENERRMRK ID (FlW , fs-example)
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. #E FREE) EC2 HiTIEEEM VPC F4ERE DS 1: BY EC2 .

EAHEFRED  BSEME EC2 HITEENHE FHERITEYHBEE , ALEFTEFHERK
ID ( #1320 subnet-example),

- BEZHSHEPABEEEMELNZEEE D,
2. EHTRRERTH , BT TF% AWS CLI create-mount-target® <,

$ aws efs create-mount-target \

--file-system-id file-system-id \

--subnet-id subnet-id \

--security-group ID-of-the security-group-created-for-mount-target \
--region us-west-2 \

--profile adminuser

LERIINTERE,

"MountTargetId": "fsmt-example",
"NetworkInterfaceId": "eni-example",
"FileSystemId": "fs-example",
"PerformanceMode" : "generalPurpose",
"LifeCycleState": "available",
"SubnetId": "fs-subnet-example",
"OwnerId": "account-id",

"IpAddress": "XXX.XX.XX.XXX"

3. WAL describe-mount-targets iSRS EAERERIK BB B EZERH,

$ aws efs describe-mount-targets \
--file-system-id file-system-id \
--region us-west-2 \

--profile adminuser

HER 3. £ EC2 #i1TEE L HBEERIKRAET AR
ERALZRIATUTRE
° u&%%gﬁgﬂo
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- E8M EC2 #1TER LR % NFS A Fim,
- BERIXKBIRRBEHN EC2 HITEMI A,

FE

- SEB31: WEENA
- S 3.2 EEM EC2 $iTEE LRE NFS AAFH

- HER 3.3 EEM EC2 HITER L HEERRKAET

S 31 IWEEFA
ELEREAKERTNSERE K FHRELETHIEN
- IWEC2 #1T{EfEH /N5 DNS BBERUT :

€@C2-XX-XXX-XXX-XX.awsS-region.compute.amazonaws.com

- IBIERRHH DNS B, B MERANT —RRERZBIL DNS £78 :

file-system-id.efs.aws-region.amazonaws.com

fER A B R R HERREN EC2 HTER , WA ERRMHN DNS 2BEHFHBEN IP
bk,

® Note

Amazon EFS A EE &M EC2 HTHEEEELNE IP #bits/\F DNS &, LaisHMER
EBERARLZESHERED , LABRERER VPC HIBER SSH EIZSIHTEE,

HER 3.2 EAK EC2 TR LRE NFS AF %
O] LA #1T Windows, Linux, macOS X SiEME Al Unix BEEMAN EEEREE EC2 #M1TEE.
=4 NFS A F ik

1. EHRE EC2 HTER., MEFMENR , 582 E Amazon EC2 User Guide FR#Y Connect to your
EC2 instance,
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2. {£/H SSH TEMRE EC2 MTHEEB LHITUTHS :

a. (EA) SEFRLEHMBE.

$ sudo yum -y update
$ sudo reboot

EXNFAMRK  FEMERELN EC2 HTHEE
b. %% NFS AFim,

$ sudo yum -y install nfs-utils

® Note

R IEERE) EC22 31T {E B8 #1232 Amazon Linux AMI 2016.03.0 Amazon Linux
AMI , AIREERE  nfs-utilsEAEEREITESE AMI &,

HER 3.3 R EC2 HTEEE L HFERARIET R

R , S8 EEN EC2 HTER LEBERRK,

1. B3I B & ( "efs-mount-pointy ).

$ mkdir ~/efs-mount-point

2. HE EFS XX,

$ sudo mount -t nfs -o
nfsvers=4.1,rsize=1048576,wsize=1048576,hard, timeo=600, retrans=2,noresvport mount-
target-DNS:/  ~/efs-mount-point

Z EC2 HTER UMM EMEZE DNS BHE IP thit, BANREMNERIEEHBEE IP it
o

$ sudo mount -t nfs -o
nfsvers=4.1,rsize=1048576,wsize=1048576,hard, timeo=600, retrans=2,noresvport mount-
target-ip:/ ~/efs-mount-point
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3. BELEHEECZHUTHEEBLLZEEFS BERRMK , BUUEBYER,

a. BFZHE%.

$ cd ~/efs-mount-point

b. FIHZEHAR,

$ 1s -al

HEZRBAZ,
drwxr-xr-x 2 root root 4096 Dec 29 22:33 .
drwx------ 4 ec2-user ec2-user 4096 Dec 29 22:54 ..

c. BRAFBEFEEURNEBEBNBREAE  AREAEHESAER , RItEFESERERL
IEER,

$ sudo chmod go+rw .
RE, MROER 1s -al B, SREIRRCERE,

drwxrwxrwx 2 root root 4096 Dec 29 22:33 .
drwx------ 4 ec2-user ec2-user 4096 Dec 29 22:54 ..

$ touch test-file.txt

e. EUHjEﬁW:@o

$ 1s -1

BBRECHE VPC W EC2 #1TEEE LRIV E M W HE EFS BRRM.

CHENERRREENRBDPBRETIERE. "EZEDEHNHPHB &K , LTLUER fstab BR. W
RIGIEFEMER Auto Scaling AF#EREE) EC2 #1TERE , B A ERBERPREE TR,
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SR 4. B

NRETBEELEUNER , LEXTUBER. SANA CLI BRI,

+ BIREC2 BiR (EC2 iiTEBNMER£3ME). EEMIRHMARE , Amazon EFS EMIERER T
Ho

- BIREFS BR (RBRXRK. #EAEF).

BRI ZE S BER P E M AWS HWE R
1. RULEZALHEBRERMYMN EC2 #HITERE

$ aws ec2 terminate-instances \
--instance-ids instance-id \
--profile adminuser

FoA A ERAEZERER EC2 R, MERNA , BSELLHITEE
2. MIBRZHE B Fo

EMBRERRAR , BLARBRARERRAEBRINBREE, EALUFEA describe-mount-
targets CLI s T EVSHE B EEE,

$ aws efs describe-mount-targets \
--file-system-id file-system-ID \
--profile adminuser \

--region aws-region

REMFEH delete-mount-target CLI d5 2R MIBREE B 2,

$ aws efs delete-mount-target \
--mount-target-id ID-of-mount-target-to-delete \
--profile adminuser \

--region aws-region

3. (EA) MREBUNMERLEFE, EIFEINELREFHENER.

EAASRBRBHEEENRSEE , THEMER EC2 HITRERNZ 2 E. HREENLTLHFER
AIR2ER EC2 T2/, FHit , BEELMBR EC2 BITHERNEZEEE.
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WERR , F2H (Amazon EC2 EAERER) HHMERZ2EH.

4. f£H delete-file-system CLI s SMIBRERRK. B LUEA describe-file-systems
CLI ﬁ%HR'T%ﬁ%/%I L;EEEEO jﬁﬁ.l-l‘j\é@@ﬂyll[%ﬁﬁﬁl L IDo

aws efs describe-file-systems \
--profile adminuser \
--region aws-region

REERRM ID UIMBRERRR,

$ aws efs delete-file-system \
--file-system-id ID-of-file-system-to-delete \
--region aws-region \

--profile adminuser

HERE | EHREREEE Linux A FimETHE

85/ Direct Connect 3 VPN E#&ZE Amazon VPC B |, B A2 ER RO F[RIRE LHE EFS
BEZRE, TEERRATDBEHE EFS BRZHLE AWS B rENERR=E.,
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ERAEER

E Amazon Web Services Cloud

Availability Zone 1

VPC subnet 1
| '

Availability Zone 2 :

®

&>
I

A

—

i w
; : Virtual Customer

! VPC subnet 2 : irtua Amazon Direct Connect  router/firewall
! ! Private

P Il Gateway

Customer network

g

—

Mount target

Amazon Elastic File System

(® Note
A% EEH Amazon EFS ## LL Microsoft Windows B E#E# FH F i,

£

.« FRIRH

- SR 1 BUEN EFS BIR

« HEBR2: RE NFS AF R

- SRR 3 HENREIERH s E#E EFS ERAH
- R4 BFRERIRE AWS ERIIRSE

< ER  mERERTPHER
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FORIRAF

FETEE R E A Direct Connect 5, VPN E#f, 1% Direct ConnectfIFEMIE A , 5528 (Direct
Connect fEA& ) https://docs.aws.amazon.com/directconnect/latest/UserGuide/Welcome.html,
WMERRE VPN ERNFEMER , 528 (Amazon VPC FAEIER) FWER & VPC EFEEEinE
#& AWS Virtual Private Network,

17 Direct Connect 2 VPN E#3#% , 557 Amazon VPC F 2 EFS BRZFKMNHEBEE, 2% , &
AL T H I L% amazon-efs-utils TR, A% , SRBGHEAFFHPIRERZRRK. BER A BESHE
RERENFESBEALRUBRELERNEN.

AESHBEGEXET (RPM) B (us-west-2) PEVUMBELEIR, ERE AWS EiF AT
B BEs—ButERAT. SNMEER—EN VPC, HE B SN EFS ERRFE—HLXAVRHERN
B AWS B , 21T B

Customer network

Availability Zone 1

| vpc subnet 1 ;

=) i
| . 100130
______________________________ (5 )
T oo I @] — ||
i Availability Zone 2 : N
Virtual Customer
! VPC subnet 2 : rtua Amazon Direct Connect  router/firewall
! ! Private
""""""""""""" i Gateway
Mount target .
' = e
10.0:2.30 ;

_________________________

LIl
Il
11
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® Note

EREFERAT , AMEARXTREEANEX EFS EXRRAMETRMUER. EELERT , W
RE-—EHRHTRHEEER , WENEAEXEXESAE O FRNVEERT P iy, FEM/R
plrp , RPEBEEMERSHEAFHREZIEFCFATAES AZ) WERRKUETESH
CIP:ER

BULAER BIRBEA AWS IRF ERREA 2848 , YERLAEST. FiB , AWS Identity and
Access Management (IAM) REBEREREFESCA HWRBFAER AWSIRF, Rz , EIRFHE
V—EEEEFAEYFERAELRRREERFANER. WHEFHEN , FSEAWS IAM Identity
Center ( FAEIER) PHWE—BZAFEAWS IS,

BRI LAEATERR VPC RERFHF RV BET VPC, M VPC REEBEARLKESHER. T8 , R
BEANRERT VPC , FRETIIRIE !

- R EECEZEEZN VPC, MEFMEN , F26_(Amazon VPC EAETER) THIEH
W RR AR BB RR A VPC B MR BR AR 17 HYo

« ZVPC BARESEEMARKRERAERREIRBRERRABENRR,

SER1 . BAEH EFS BER

ELSEBh  SBEEY EFS BERAMNBH B E,
B EFS BERE

1. BARX Amazon Elastic File System 2 & , #81t & https://console.aws.amazon.com/efs/o
2. iZIZ Create File System (B EERHK).

3. £ VPC (VPC) BErRiRIERER VPC,
4

EBHFATAERNZNAR, BREMASEEFRRFHERK., B8 IP iUt NERZ2HE, B
RENHIER, NFHFAET  F2REEHIEE,

iZ1Z Next Step (BB ER),

6. BEMERZRFKEGS , % general purpose (— i FHIR) RIZBABITERRAEE | REIFIE Next
Step (-F_i)o

7. i#IZ Create File System (B EERHK).

o
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8. RBEMBIZLMNERZIM , W5 T Security group (X2 E##E) H. BET—RBLBLIEEFEHAE
HEIE,

TRIZVNERZRCHAHEER, SAHSEEHE —ERHNLZLHE. MAEREBNBHNREH
HERHEERE, MREERVHHEEFEREHRLZLEE , Amazon EFS 1§ VPC MRRZ A
BRH RN, MRALETEERBERSR  RBEHBEREANRERZTEHE,

BEE  CRRANEESHEERENZEEHE , UAFHEBRERRMR (NFS) EEE (2049) WEAR
B, BuLER AWS EEEE A BARFMEEHEAE R VPC PHREEA,

SAFFH NFS EEENEBARE

1. BEAAWS BEEF#EA |, W https://console.aws.amazon.com/ec?/ : /| BAEL Amazon EC2 i3

L
Ho

HEREBEREMNT  BREREHE,

BEFESERRRERNZ 2B, SE LR 1 BYEN EFS ER KRB TLHE.
RZEBHABETHRETHNERERT , BIEFEA REIER,

BEERE,

EE Add Rule (TR Al) , ARBEUATHP-EERHNRA

© g &~ w b

. % _ NFS (NFS)
« ¥R - Anywhere (FEER)

BMEBERERA Anywhere (FERE) RIFETRR. BAINBURAERSMBAF iR P it
BBERTRE , ARAFRASEAETIES , RBEE My IP (RH IP).

(® Note

EARENAMERL  RABROWE R TR SR, NRELE AR
AN, AR BRI LUE NFS S5 2040 LBIRK TCP BAR , EREBR S BER
BIBE #its,

HER 2 BE NFS HFin

ISR | B8R E NFS A F iR,
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& NFS Al Fin & £ E SRR ISTE A KRR

® Note

MBLREENNREHPNER |, FFH Amazon EFS &1 B8132X amazon-efs-utils , M
TEFHA NFS ARk, MELHE amazon-efs-utils EFMAET , F2E 20  HEwmPER
HETINR—E,

IR SEERFinky & imi,
%% NFS,

MREFE AR Red Hat Linux , EEEA T oo SR %8 NFS,

$ sudo yum -y install nfs-utils

MBEEANR Ubuntu , SBEATIIHSREZE NFS,

$ sudo apt-get -y install nfs-common

SR 3 BEHASNHERFim LHE EFS ERRMK
B A &

1.

AT TR HEHIE B &%,
Example

mkdir ~/efs

BEHESTHEERAER IP ik, BRLUEBRISIE Linux AFRAIEBEE, HEERK
iy, FHEFETHEEN EC2 #ITER < IP it EA UK IR ASERNTE (Hl20 ping) , A
SHhEZELER P ik,

BITHES T, UEAHREEN P i ETERRRHE,
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$ sudo mount -t nfs -o
nfsvers=4.1,rsize=1048576,wsize=1048576,hard, timeo=600, retrans=2,noresvport mount-
target-IP:/ ~/efs

BELRCHE EFS BRREK , BRI LFERTIIRFETAE.

RAIE EFS ERRAMER
1. EATIGTS  $EHBEAKETEE &%,

$ cd ~/efs

2. BYFH&%, Y FESNEEESEA EC2HTERERE, #F AT TEEEMHE
%,

$ sudo mkdir getting-started
$ sudo chown ec2-user getting-started
$ cd getting-started

3. BBETIGTEILNFE,
$ touch test-file.txt

4. EBUTHTIHBEHAR.

$ 1s -al

Rt , FBUNTESR.

-rw-rw-r-- 1 username username @ Nov 15 15:32 test-file.txt

/A Warning
£/ _netdev 21 , ILEFEARE B HHBERIEGBIBEERRK, F _netdev B
BX , EC2HTERBAREFLEE. MERRRABBERIRTEEHTERRARBEER
FERMNR. MEFAEF  F2REDHBAMBHTERRIBELE,
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SR 4 BRERLRE AWS ERIRS

EEREZESHBRR  HE  WRETRRRESHER , CREREB/ELSIRIVERERILRE AWS
MR

BRERLFEELH AWS IRE
1. AT GTHE EFS BRRRA.

$ sudo umount ~/efs

£ Amazon EFS F# AR Amazon EFS £ 5,

BELEZRERRBFEMRN EFS EXRHK,

&+¥f Actions (E11E) , i#1E Delete file system (MERIERRH).

EXAMBERRAEEETRD , BAEMER EFS BRIAKHBERRM ID, AR BEMBRERK

5

BI1E https://console.aws.amazon.com/ec?/ BIEX Amazon EC2 A,
7. EEEBERTP , BERLEE,

8. ENZLLEUEZESHBHIERAFTEEAPINLLEEERE,

o & w0 b

o

/A Warning
#EMIBR VPC NIRRT £ EE.

9. 7£ Actions (BiE) & , i&1Z Edit inbound rules (fREE AR A),
10. ERELTE2EARNERN X LEE Save (RF)o

EZH : nEZERRNER

EENHEwmPNELR , 5 Amazon EFS #E B2 amazon-efs-utils , MAZEHA NFS A F
o

amazon-efs-utils E4 2 Amazon EFS TEHMRARMRRIEES ., amazon-efs-utils £4 FEM & 15 BH T2
AMITE  TELFRERMWY Amazon EFS WEE DN ERETING ., MELEGHNEFMENR K F2
B %% Amazon EFS FiF i, WERIBHABTE , SA UK GitHub IS EBEREFNFEEE.
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# GitHub # % amazon-efs-utils

1. FHERGIHEAF R KR,
2. BERKRE#  FATHHSR GitHub #& amazon-efs-utils T EERFEZIZEN B %,

git clone https://github.com/aws/efs-utils

RESDAEN  NURTRE. RBRSHEAFHY Lnux BITRE , LEEWERSXGEFT
F. XBEUATEITRA :

* Amazon Linux 2

* Amazon Linux

Red Hat Enterprise Linux ( JA% CentOS EHT4AEM ) £ 8 iRREF A

Ubuntu 16.04 LTS FEHTHRA

BEMZHE amazon-efs-utils A RPM E4

1. ERAFRABKRIRETEES 2 #® GitHub BH& amazon-efs-utils EX4-/ B 8%,
2. HFAUTHEEEN.

make rpm

@® Note
MREEAREEM , BIFEFERTIESEE rpm-builder E4,

sudo yum -y install rpm-build
3. HATIGTRE £,

sudo yum -y install build/amazon-efs-utils*rpm

BEMZHE amazon-efs-utils 4 deb E¢

1. EHAFHEBBRBEHMITEEZE 2% GitHub % amazon-efs-utils E4H B 8%,
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2.

3.

BREREHR F

EANTHTREE.

./build-deb.sh

EATIBTRE B

sudo apt-get install build/amazon-efs-utils*deb

s
B

TE amazon-efs-utils LAE AWS [E13 £ Direct Connect 5 VPN 5,

% 7E amazon-efs-utils LLAREE AWS B

—

&1 Secure Shell (SSH) ZE EC2 #/TEREMNKRIGEH K UFEABENFEAERBEA, NFEFH
B , 552/ Amazon EC2 User Guide H#J Connect to your EC2 instances

FEREZEN X FREEE , B /etc/amazon/efs/efs-utils.conf &%,
E#1T “dns_name_format = {fs_id}.efs.{region}.amazonaws.com”s

£/ AWS Eig# ID (H170 us-west-2) BF {region},

HEM EFS ERABHBAEANDBEAF KL , FARBREARLEE Linux AF K ENKRE, 58
HERE  CFEEERRK D, HP—EHHAEFROHEER IP it | URERRKFEN AWS B,
MRERBVZEERRBNVHHER , AT LEEEMEH—1@E,

ERBAZENR  BUNERA=ZESRRBHERRRE

BUBEE &

—

SERL T o TR HE R B &%,

Example

mkdir ~/efs

EFTABRHTFHERFENER IP ik, BALUEBREHE Linux AFmAIBIEE, &ZEXK
i, FHERETHEEHN EC2 #TEEZ IP thutFAUKRHEHAERNITE (a0 ping) , A
SHERRILER IP ik,
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B3 /etc/hosts

- FEAUATHRIEZBERZRLS ID NHEHBF IP it , MEEHEIEHE /etc/hosts BX.

mount-target-IP-Address file-system-ID.efs.region.amazonaws.com

Example

192.0.2.0 fs-12345678.efs.us-west-2.amazonaws.com

B 8%
1. ERAUNTHTEYHEINE &%,

Example

mkdir ~/efs
2. BITHEGTSREBEBRRRK.

Example

sudo mount -t efs fs-12345678 ~/efs
MREEEBFERAERFNERNS  BEGSEERO TR
Example

sudo mount -t efs -o tls fs-12345678 ~/efs

HERE | ®TER VPC BRERRE

EARHBRRED LR TE EC2 HTEERHBBNRTIEERILEELR (VPC) H1Y EFS BERXR#K.
O LAEF EFS #H8HBIRER REITILIRIE, BEHBIFERX R amazon-efs-utils TEHK —ZP
Do WIE amazon-efs-utils WAHEER , 2B %% Amazon EFS A Fim,

HBRE  TEN VPC HEERRR 117
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EEAER VPC YWEERES VPC EEEEREREAF %N VPC fl EFS R XKW VPC, EREH
VPC ¥4 B &= &5 B8 KiERE VPCs i, —{@ VPC /) EC2 #{T{EE AT LAZEL S —{@ VPC F 1Y
EFS &£ %4 , BIfE VPCsBRTREMNIRE,

® Note
A EFH Amazon EFS ## LA Microsoft Windows & E &K F F i,

TH

© TRERAE

- SR YERBREETEESMN ID

- SH|2: WEHREE P shut

- SB3 AR SN EMER

- $B| 4 (£ EFS MR XM RERRMK

- FBR5  FEERIREBLN AWS IRF

FORIRAF

BETHAHBRE , BLHAERBTIIEE :

- FRANEFE2H , EC2 #11THE 2% 8 amazon-efs-utils TE#H, WELHE amazon-efs-
utils IR , FZB %% Amazon EFS A Fif.

s Ny HEHAP—IF :

- EFS BRRMKATEMN VPC B EC2 #ITHEIBEPTEMN VPC 2K VPC HEEE, VPC HHEEER
EM{E VPC 2 AN ER., EEESREHNELFERAILEBRMERBANESE 4 i (IPv4) B4
BRABEGIBAEESE 6 R (IPv6) thit , EMERARE, BALUER VPC BE B EREREMER
AWS B =2 B VPCs AWS [E1F, IFEFHHEF , 528 (Amazon VPC HEHEIERM) &
R E I MESZ Amazon VPC HEHIEELR,

- EFS #RRMKATEMN VPC B EC2 $11TEBFATE 2 VPC 2B EiaREERE, EHFEEIME
B iE , BUUAREMEERE VPC MIRGERE. MEFMEA , F28 (Amazon VPC
Transit Gateways 1§ A Amazon VPC Transit Gateways B AP

TORIRE 118
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SR HEHHRERETRAEEN ID

RTREERZENSTHYE , RMEZJE—EFEMHE NFS AP RV AHAERE A EER EC2 #E H
2P utt, MRBHFS —EIRSFHY EFS BRRHE , Btk NFS A FIRM EFS #18 B R RHE
B ATAESE ID, WERBRANRERZ , TAERSRBESERFETEERTE,

RE EC2 HTEEHNATAES.

1. BHRZEEC2 #i1TERR. WFEFMENR , 5528 Amazon EC2 User Guide F#Y Connect to your
EC2 instance,

2. BALAER describe-availability-zones CLI a5 3R ¥ E EC2 #4117 {EB&Fr4E /Y o] F [E 35
ID , 81 R,

[ec2-user@ip-10.0.0.1] $ aws ec2 describe-availability-zones --zone-name

{
"AvailabilityZones": [
{
"State": "available",
"ZoneName": "us-east-2b",
"Messages": [],
"ZoneId": "use2-az2",
"RegionName": "us-east-2"
}
]
}

A AEE ID €7 Zoneld B use2-az2 HE[ME,

SR 2 HEHRE R P it

EEAREEHIE EC2 B TERRAY T A EHID , B Al AR AU R AEE AT A B EID RS B 4R IP it
ko

YIERE —E R A ESEID RSB R IP it

B LAE describe-mount-targets CLI as S 2RMEE use2-az2 AZ ID FHERRFEHEHE
B P ik , DRI R

$ aws efs describe-mount-targets --file-system-id file_system id

{

SR YEHESEETAESN ID 119
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"MountTargets": [

"OwnerId": "111122223333",
"MountTargetId": "fsmt-11223344",

=====> "AvailabilityZoneId": "use2-az2",
"NetworkInterfaceIld": "eni-048c09a306023eecec",
"AvailabilityZoneName": "us-east-2b",
"FileSystemId": "fs-01234567",
"LifeCycleState": "available",
"SubnetId": "subnet-06eb0@da37ee82a64f",
"OwnerId": "958322738406",

=====> "IpAddress": "10.0.2.153"

"OwnerId": "111122223333",

"MountTargetId": "fsmt-667788aa",
"AvailabilityZoneId": "use2-az3",
"NetworkInterfaceId": "eni-0Qedb579d21ed39261",
"AvailabilityZoneName": "us-east-2c",
"FileSystemId": "fs-01234567",
"LifeCycleState": "available",

"SubnetId": "subnet-0@ee85556822c441af",
"OwnerId": "958322738406",

"IpAddress": "10.0.3.107"

use2-az2 A AESEID FHHEBEE IP it A 10.0.2.153,

SR3 MEASEENEHIEAR

ECIMIETLAE EC2 #1T{EBEM /etc/hosts BRAEN —EIER , MESBHEHBEZE IP it HES
EFS BRRAAMETHEEHE,

MIEHEH BRIV EHIRE
1. B EC2 #I1TMEEER /etc/hosts BRPHME —ITHHERE IP ibit, HEBFEANBRS

mount-target-IP-Address file-system-ID.efs.region.amazonaws.com. &8 LAF|
AT AR RGXITHEERE,

SRR 3 EHEHE RN ERIER 120
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echo "10.0.2.153 fs-01234567.efs.us-east-2.amazonaws.com" | sudo tee -a /etc/hosts

2. FEHETE EC2 HITHEEBMHHEEN VPC ZeFHEEAAMRAFTEFHEFS BEXRAKNAR, W
FAMEF , FSREM VPC T2 EH,

SR 4 £H EFS #EHBEAHEERRRR

EEHB EFS ERRR A ECHX AR EC2 #TER LEIHE A %K. A% , £ EFS #HiHBE
X, B LAEEA AWS Identity and Access Management (IAM) Z#Es; EFS FHU BB EHERRHK, W
FHAES  F2EEH AM BHERZEN TR EAEFRE,

B HE A &
«  KBULEATIeSRELHBERREN E &%

$ sudo mkdir /mnt/efs/

EH IAM REHFHERRE
«  BULEATIRSRER IAM REHEERRK,

$ sudo mount -t efs -o tls,iam file-system-id /mnt/efs/

A EFS #RHHIAERRZRK
. BAULEATHGSRER EFS FREHERERRRA,

$ sudo mount -t efs -o tls,accesspoint=access-point-id file-system-id /mnt/efs/

RELCHE EFS BRRK , ZAMUEATIRFETIHE.
A EFS ERRAMER
1. EATIGS  $EHBEAKETMRE &%,

$ cd ~/mnt/efs

HER 4 : £/ EFS HEHBREABEERIR 121



Amazon Elastic File System EREEmR

2. BYTHS% , U FESNEAEEESES EC2HTERERE, #&F K £ATIHaSEEENE
#%.

$ sudo mkdir getting-started
$ sudo chown ec2-user getting-started
$ cd getting-started

3. BBTIGHEIXFE,
$ touch test-file.txt

4. EBUTHTIHBHAR.

$ 1s -al

Rt , FEUNUTESR.

-rw-rw-r-- 1 username username @ Nov 15 15:32 test-file.txt

"
w

BT LUEBATHB I E /etc/fstab BERABBHHEAERRM. WFFMER , BREREH

EC2 Linux $1171E 8 L BUR B B &8

/A Warning
£/ _netdev 2#1H , ILBRBARE B BHBERRREHDFEBERRM. & _netdev B

B, EC2HTEBTREFLAR, ERERARKERRKEEEATERMHLBERR
FENRIL. WFEFHER  F2REPHIXREHNTEEIEOE,

SBR5 . FEERLRELN AWS IRF

ERAKERRE BRI TISRIERAN SR RBIALH AWS RS,
ERERLIRESN AWS 15

1. EATIHSSHH EFS RERK,

$ sudo umount ~/efs

S5 BEERALREBLEN AWS IRF 122
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2. BI{E https://console.aws.amazon.com/efs/ B Amazon Elastic File System £# &,

3. EELERERRMBEMEBRE EFS BRRHK,

4. &4} Actions (B1E) , i##2 Delete file system (M BR#E R RK).

5. EXRAMBRERREHFTARY , WAZRER EFS BERRFKNERRFK ID , AR BEMBRERR

o

B {E https://console.aws.amazon.com/ec2/ BB Amazon EC2 £ &,
7. BEEBEHEKT , BEERTLEE,

8. ENSEUHHERETHERINZLEFHEER,

o

/A Warning
HEMBR VPC MTAREZ 2 EHE.

9. £ Actions (BifE) A , i®4Z Edit inbound rules (fREE AR H).
10. BEELHEZEARNEREN X 1#EE Save (RF).

B S R A R B R R

A ETHEHRE EFS BRAGH R EELR HBEVEBEA.

£ Windows #{T{E#E LB EHERRFE RN

£ Microsoft Windows L/ Amazon EC2 #4TEBHBEERRK LK.

REUENE

TEFATZEN Windows EC2 #11T{EE# Amazon EFS,

fal fk2s BB
MERMSHREY , BWRTHAL

/efs mount.nfs4: access denied by server while mounting 127.0.0.1:/

R NFS AFmRARERFENHERTT , iR EEBAR—RE.
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PREUEN

MREGEFLR AM HBERRR  FRELCEHEGTHER -0 iamz -o tls BH, ERES
EFS #i8H BN , K ENEBREES EFS HHEER. NRENATEBEFIE K FREERRKK
EMBOBUER , UHERAEANERN DENY 78 , mMEEDE —EEARMERR ALLOW 4,
WMEFMES , FSEALH IAM EHERZFENFERENERRREBR.

BBHHEAMAATREERBLEE

NREBERRAECEDHERATER LBERBES _netdev #I1T |, AR A IREE, & _netdev
BifX , EC2HTERBTREFLEE. tERRRABBRERRREEENTERRALBRAREER
|1,

FRENEN1E
MR SEE | FBi4E AWS Support,

£ /etc/fstab & Z 1@ Amazon EFS #EERERFE LM

HRAKE /etc/fstab HEMEHI £ Amazon EFS 18R , /A systemd init RAAWETEEMS |
AREELERISHAELFIRNEBNIEE, FEERBRT , dnesqg MHEE R —RZEELUUT
1T,

NFS: nfs4_discover_server_trunking unhandled error -512. Exiting with error EIO

REUENE

EEEBERT , RMEBLEKE /etc/systemd/system/mount-nfs-sequentially.service &
MHH systemd RBER, EERPEEAARS  ABANBTHRTEREBFHHIAERZRER
£ Amazon EFS ##&HBIRER

- MRELEFHHEAERRM , Bl ExecStart IETHEEARRERRMS (NFS4), EERPEAT
HICHS

[Unit]
Description=Workaround for mounting NFS file systems sequentially at boot time
After=remote-fs.target

[Service]
Type=oneshot
ExecStart=/bin/mount -avt nfs4
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RemainAfterExit=yes

[Install]
WantedBy=multi-user.target

- MREFEHIZE Amazon EFS #HEBEIFER , Al ExecStart i 47EiEME EFS M3IE NFS4 , T8
{#F Transport Layer Security (TLS), EERFHEATHIRE :

[Unit]
Description=Workaround for mounting NFS file systems sequentially at boot time
After=remote-fs.target

[Service]
Type=oneshot
ExecStart=/bin/mount -avt efs

RemainAfterExit=yes

[Install]
WantedBy=multi-user.target

BYERE , FHOUATHEGS

1. sudo systemctl daemon-reload

2. sudo systemctl enable mount-nfs-sequentially.service

R B MBEM Amazon EC2 HUTEH. MRRMAMBHR  BETE—DRER,
HE TEER fs FE, HRABNBHB TR
B THEASNBRS S KK,

mount: wrong fs type, bad option, bad superblock on 10.1.25.30:/,

missing codepage or helper program, or other error (for several filesystems
(e.g. nfs, cifs) you might need a /sbin/mount.<type> helper program)

In some cases useful info is found in syslog - try dmesg | tail or so.

REUEN

3
¥
=
|4t

MREWBIBAL | FFRE nfs-utils (F Ubuntu B9 nfs-common) B, MEFMET ,
;Z‘:g NFS Fﬁﬁuﬁ'ﬁo

HER TR fs BE, HBRARNBATHAHK 125
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HIR TR EEE ) #HRARNHIETTERK
HELTERABNBED S L.

mount.nfs: an incorrect mount option was specified

RENEIME

L SEEREA S R ATRE R RIEM Linux BITARAFZE 4.0 M 4.1 IRAHBERIERRS (NFSv4), EHLAH,
ITUT e B AR R B ALER.

$ grep CONFIG_NFS_V4_1 /boot/config*

MR LR HEE # CONFIG_NFS_V4_1 is not set , BIEH Linux BITIRAT X T NFSv4.1,
WEEE AR Amazon Elastic Compute Cloud (Amazon EC2) B # NFSv4.1 #9 Amazon Machine
Image (AMI) 5B EEA , HZ B NFS X &,

fEAFERBE AR
ERAERMETHRE  BRGPEAN  WET THIHER

mount.nfs4: mounting access_point failed, reason given by server: No such file or
directory

REUEN

ISERRASIEHIEEM EFS BRET 7. FRELCREFIMAB B EKNEERINER. EFS ~EA
EHEASTREMRE &%, WEFMER , F2REHFIE.

MREREEEMBEEZEEENER , BRBKEARFE  EFSETEEYRBH, MEHRIUE
B, REESERETHMHBEAERRBESE R,

ERERRARELRUABEERREHRERK
B @EEBIRY (ONS) REMNEHREES  BSTHEE 00 DI HE AWS BRERTRLEHE,
RERE

WMRELURXFFHAREUNBHEERRLL , SIW6EA CloudFormation #748 , R EREEHEZHH
o

M THEREEEE, SRFARNEAT TN 126
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ERAFHFFLOE , RAREREFEERM KK
ERRAEHEWSEFLEE-—EMoiE  ARERFHERMAR,. THRBETRT 6,

$ sudo mount -t nfs -o
nfsvers=4.1,rsize=1048576,wsize=1048576,hard, timeo=600,retrans=2, noresvport mount-
target-ip:/ mnt

[2+ minute wait here]
mount.nfs: Connection timed out

$A

REEN

E Amazon EC2 #ITERE S # & B BL £ FERERRTER E'J—I ERELLEERR, FREHHBEER
SHEEFEARA , AFFHE EC2 REFHAYIERIR 2049 1T NFS f7Hl, WMFHFMER , F2HE
H VPC Z&EHE.

RICEENHEEEZE IP it AER, NREEETHRMN IP it , BER IP it REHMRAT
IEEBE  BEESBEEEMRE,

£/ DNS B H#E 1T NFS HIEERRHK RN

ERMEA NFS B Fim (REM amazon-efs-utils A Fig) HEERRK K MHHEEBBERRRK
) DNS BRRER , WRAM , WTIIEHIFIR :

$ sudo mount -t nfs -o
nfsvers=4.1,rsize=1048576,wsize=1048576,hard, timeo=600,retrans=2,noresvport file-
system-id.efs.aws-region.amazonaws.com:/ mnt
mount.nfs: Failed to resolve server file-system-id.efs.aws-region.amazonaws.com:
Name or service not known.

REEN

BE VPC R, MREEANRAR VPC , FR DNS RECKA. MEFHMEEF , F2H
Amazon VPC ﬁﬁﬁ%?aﬁqﬂﬂ’] VPC 8 DNS B, Mo , BRREMEE B R DNS B BEEEER
R VPC SNERE TR AT,

£ mount @ S HERAERRMA DNS BERBAERRK < , BLAHTTIIEE

ERRBHEAFLOE K RARRBVEHERMAR 127
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- FEREEAERTHEETEMA Amazon EC2 ${T{ERER Amazon EFS ## B &,

- FBHRFEHEE BN Amazon EC2 #{TEBFIENRE — VPC, BEHI , B LAE DNS & BEAMNT
FARES—E VPC P EFS S B &, MFEFHMEF , F2B1ES —@ AWS 1RF = VPC #E
EFS R & #.

« 7£ Amazon VPC FE#REH Amazon EC2 #1TERE , A EXAFE A Amazon 2t DNS fAARES. W
FHMHER , 528 (Amazon VPC A &) FH Amazon VPC H#) DHCP JEIEE,

« FERRELR Amazon EC2 #1TEEEH Amazon VPC A C AR DNS T # &, WEHMENR |
268 Amazon VPC £ &R VPC #) DNS Eit,

3

HH "nfs REE, NERRFHIFKRN

H# "nfs: server_name still not responding" F&ZFIERAIGE (TCP) EFEHRE
# , Amazon EFS 8RR A KM,

REVENPF

£ noresvport HEIEIE , E NFS AF RS EMMERENENKEATL (TCP) RIFEE
B, ENELRAMRERSHRNTHE AN,

B B EAmEHRECER
ZHE B E 4 B H AR RS R A 2 3T SR M BRAR BE,
REEN

Bl CreateMountTarget 2 DeleteMountTarget FEAY,
HEEFEmBHREERER

HE B REmBHRERE TR,

BRENE

MEERILEELR (VPC) WAERETAEER , Amazon EFS EZAFERRAHBEEEYLEN
HBIBE WA (DNS) ic#k. Amazon EFS B EEFHENAERBRBRI Mk, MREFTEEE
BEBEHR efs.<region>.amazonaws.com DNS SiEWEEE , FEERHN VPC REUFERE
W, WEBARE VPCHER DNS HFFMER , F2H VPC F# DNS Bk,

EEMRIRERE | B¢ VPC MIBREERH efs.<region>.amazonaws.com 58 , REBXEM#H
HEE, IFEEIHBEENFHEN  FoE EEHEEE,

HE nfs REE, WERKFHERLK 128
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B Kk B fE
Amazon EFS &S EEIE, flin , 1s iR ELLEFE,
RENE)E

NMRE—EERARXEERARBENIIERRM AR EIER, BREARFEHRTRITVIESR
ETEMAREERIE, —RME , HEERSANERERTMNERN s TR AREA R AIEEMFLE
EIfE, Hla, B 1s T BIRBANERE , TRESFLER, EREA L Linux BITRARET
1s i mRlA , BBRTIHBHARN , e EHBERBM,

EEMFEEMEE , FRRES —EEAERXEEBEARRE Amazon EFS ## , YER
Uninterruptible sleep (D) #k&E , LA REHIFTR

$ ps aux | grep large_io.py
root 33253 0.5 0.0 126652 5020 pts/3 D+ 18:22 0:00 python large_io.py /efs/large_file

HECHARERRB AR  LUUSFHFHMERARETK , RERFRG EZREELEE. % 1s
gl BULERER /bin/ls 8% , MARERARB, MtARGSRENT  MASRE
ERANERMELEE. —&kMS  NREAEXNERBE ARG ERFFER (FHFHEH
fsync(2)) , Mt —RAGHHMEARAAELENERRKDEED, T1B , EENESHEETES
BUERARABTAERFRNEE,

MR Fun P ENER

EFim#HEE Amazon EFS ERZ#E , AHESRASEREPENER, BEDER , & NFS A iR
RETREDER , SERLDEEPHHEREANENTAMNTE, EAZBIERT , AFREER
A E A 1 ERTEAR

AT, BAR Linux &4 (v5.4 RULTRA) HEEH NFS AFnBBEFE—ETA , Bl EnEREas|
% NFS AFmEREMRMN TCP RRELE L EFER, ITAFKNS TCPRFC X , MASEMELE
ELRFIREAREENEME EFS AMRkas (ELLBER T/ EFS BRRK) NELR,

EEMRIERE  RZUBREFER Amazon EFS #E B BREX B E EFS XX #H. EFS #HiHEE
NEAEAR Amazon EFS BERZFWREREHRE. WEBER EFS ZERRMEBEEHGEIEXNVFME
A, F2E £ Amazon EFS A F iR,

MREEEMER EFS HEBRER |, MARBEMEM noresvport NFS #HHERIT | IHEFESHETR
NFS R FiRfEF#HAY TCP WREREENRIMER , LBRELEANEE, NFFEEF  F2
BIERM NFS #H#ERE.

BIAEE T
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MHEBNERRRRMEED "ERNERERE ) #HR

FHBERZARMITHRAEERD T bad file handle $EFR.

R Amazon EC2 #1TEB EZB4FE IP #uhERES —EERRBEN —EHBER , MEAERRRE
HEEFECHMER , AR ER. IREEAEEHEER IP it BT 7T HNERRIFEHT
B RLUEE S Amazon EC2 #11TMEEE , RIFTAE 4 thRIRE,

REVE)E

BRLUEB HEERRMRERILER  AREFTHEAXERRHKE Amazon EC2 #{TERE. MFH
#; Amazon EFS ERRENFHMET , F2H HIAEZRE,

HEHERRRRR
MBEHERRAEEIES | AELEELHR.
RERE

A AEIA T 5177 X AARR A

- FRAEEHE , umount IEHITRHEERRREBRRERE > B AR EERRKTEICEREIL
EERRFIEHIERRRENSE,

- EFMAERMEARETR , RAEBXER umount B85,

« 5 umount -f IE =R EE,

/A Warning
M HREPEHE N EXERRRPETNEAEFTNNBARE, ERALERER
BY umount n T FME , BEGGFMAEHANEEG &

E
s

MEHENERRRREED TERNERKE, #R 130
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EAFEEH Amazon EFS HE&E #

&ALAE A AWS DataSync #1 AWS Transfer Family #%$ & $ME A FEH Amazon EFS R R #K
AWS DataSync & —ER L ERMEWmARE , TEMBRERRE (NFS), RR:[ALER (SMB) {E2A
fR2s. BEREEVNHRET  URBEZE AWS BRER., MFEHLB Amazon EFS £/ DataSync B9
SHHME |, 528 £ /8 AWS DataSync E#iE £,

AWS Transfer Family 2 —IH£ % & AWS R , AIZEEB LT ERERBAGE (SFTP), EXR
BEH@EA I E (FTP) MiEIB Secure Sockets Layer (FTPS) BAWEN FTP , SSEREANEH
Amazon EFS R X #. A Transfer Family f§ , B ARERKSER HEFIFHEFE Amazon EFS
BERIARTIHOER  UXESEFHRA , flnER S %, HEE, AREEMN Web lREEAER,
WMZERIATE Amazon EFS AR Transfer Family BEFME A , 3528 FH AWS Transfer Family &
BER,

FE
- fF AWS DataSync & & %
« fF AWS Transfer Family {8 & ¥}

£ AWS DataSync =& ¥l

AWS DataSync 2 —&E# t ERME® R , I, BEMLAMEEABDBERERRBURREE
BRI 2 B AWS BEVRIEEE R, DataSync J AERRERRK (NFS). RRRASEDR (SMB) 18
RMARE. BREEYHFHETT AWS Snowball Edge. Amazon S3 f7ETH8. EFS BRRMAM FSx for
Windows File Server £ RRZ Kz BERER,

& T LAfE A DataSync EM{E EFS ERRAMKzEERESR , 2ETE AWS BEIPHERRE , MU
RARE AWS IR FHENRERRM. £ DataSync £ EFS BRRAZEEEERE , B U#IT—
RENERER  BARSBXATHEAENBHMEREN , URESENRENERNEBLER.

MEFMER , F52B Amazon EFS AP & (AWS DataSync fEFAE1ER) https://
docs.aws.amazon.com/datasync/latest/userguide/what-is-datasync.html,

£ AWS Transfer Family &%

AWS Transfer Family @ —1H£ & AWS R , AIRESEB TIEAHE , SEREANELY
Amazon EFS R R :

&/ AWS DataSync 131
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« Secure Shell (SSH) #ERE&EA W E (SFTP) (AWS Transfer for SFTP)
- BRE@HBEABEL S (FTPS) (AWS Transfer for FTPS)
- EREHERAWE (FTP) (AWS Transfer for FTP)

£/ Transfer Family , AR FE=H BlUEE. SEBHIEF) EBXENBABEES
KEEAXREFTRENER  MEFTEETMAERER, i\, ZBEETLUER SFTP, FTPS #
FTP A Fi% , #¢ Windows, macOS # Linux IR HEHRFE EFS ERRMK. EFBRIE NFS BF
WAMFREUANERERMERIZEREFNFERASE,

£/ Transfer Family £ Amazon EFS R RKEHPEWER , HAEARNEHMAFimER B XHEE.
MEFHMBES , F2BHIEEE X RAmazon EFS L&,

EEHE—L T AWS Transfer Family , 55288 AWS Transfer Family £ &5,

(® Note

HRABEAF 20EFS1 £ 1 A 6 HZelEIABEEZ Amazon EFS XX HKM AWS R
B , 8582 A Transfer Family with Amazon EFS, ZZ{fH Transfer Family FEUEHIE R
Rk, BHE XE,

&
« AWS Transfer Family ¥ & Amazon EFS #/ 50 RIG4
- EXTE B EFS 2R R M AWS Transfer Family

AWS Transfer Family &8 Amazon EFS £/ §9 %R G4

ZE# A Transfer Family 387ZE Amazon EFS ERRFKMNER , BHERBXLETES THERY

« Transfer Family {a fRE§ M &K Amazon EFS R RAFAMAR — 1B AWS EiFH,

« Transfer Family fEAH IAM A &% EE# Amazon EFS BF 7] ( fimn
elasticfilesystem:ClientMount#l elasticfilesystem:ClientWrite), T FFAI MK
ROFFMET , FFSBAWS Transfer Family A ZEEE) RWWEL IAM AEBFIBEE,

- (ZH) WR Transfer Family A REEBREMIRSE | FBRABEIRF FEUE,

- ERELNERZRBETATLBER. NEFHEEN  FSEEEHY EFS BERRAKENLHE
B,
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- ERERRARBERURABIRS EZEE, NMEFHES Transfer Family B EEMR 1%
.,

%II
3
¢
&n
s
Fil

iRIE B EFS &R X H AWS Transfer Family

5% E Amazon EFS R R E Transfer Family £ EEHE , EEHTTISE :

« $B 1. BB Transfer Family FI{EH &# POSIX ID JEE,

- S 2. FERSEAS Transfer Family fEFA &/ POSIX ID , #E4R Transfer Family £ & A A EUE Y
CEESHEE -8

- S8R 3. IAM BURERE A A FFEE Transfer Family fEFAEY IAM A€,

% E Transfer Family fEF & WWERM B #5517

FRFEE Transfer Family FFAE AT FEE EFS BRAKRLAMTEWERNB #., FH PB4 Transfer
Family fEF&# POSIX ID JEE |, #FEET U i5Ris B 8k, TELLEHIF , FHEERE Amazon EFS #
HE¥transferFam T EI B A WEH &, RIBENERARER , TEABRVB &%, NEFE , B lE
EFS B#RRAK LIBRBHEHZBINVE,

HEHE R A B $&FF A $5I4S Transfer Family B9 POSIX A #&
1. EEFEH Amazon EC2 #11TEE. RBEETU Linux AEBH EC2 TEE , FeEHEH
Amazon EFS X # % #.

2. WMREFS BRARMEAHEE EC2 TR L , FHH EFS BERRK, MEFMER , F2
B E EFS BREHK

3. THEHBFIEEEFS BRRAK LB B & , WASHEHEEES Transfer Family fEAEH POSIX &
# 1D, FELbEEFIF ID & 1101,

a. FERATIHS , BY efs/transferFam Bk, BRL S UFERACEERRELNERE
M E,

[ec2-user@ip-192-0-2-0 ~]1$% 1s

efs efs-mount-point efs-mount-point2
[ec2-user@ip-192-0-2-0 ~1$% 1s efs
[ec2-user@ip-192-0-2-0 ~]1$ sudo mkdir efs/transfexFam
[ec2-user@ip-192-0-2-0 ~1$ 1s -1 efs

total 0

FRIE B EFS EERRM AWS Transfer Family 133



Amazon Elastic File System EREEmR

drwxr-xr-x 2 root root 6 Jan 6 15:58 transferFam

b. FATH®S , # efs/transferFam HEHAE E ABI5IRIE Transfer Family FAER
POSIX GID,

[ec2-user@ip-192-0-2-0 ~]1$ sudo chown :1101 efs/transferxrFam/

C. E%QEO

[ec2-user@ip-192-0-2-0 ~1$ 1ls -1 efs
total @
drwxr-xr-x 2 root 1101 6 Jan 6 15:58 transferFam

AFFEE Transfer Family EA K IAM B

£ Transfer Family F , BB LLERBERMN IAM BERH IAM B8 |, LERFEAEY EFS R
RIRWIZEE, WFEHMENA , F28 (AWS Transfer Family R EERE) FHET IAM BEFH

Ko BHXAER IAM &5 BRI ERRMBERE F% Transfer Family IAM A &% EFS BRRKENF
ENHE,

THERRAEBEELS , BIRTF ClientMount (FBER) M ClientWrite ¥ IAM B EFS-role-
for-transfer HWIZEVE,

JSON

"Version":"2012-10-17",
"Id": "efs-policy-wizard-8698b356-4212-4d30-901e-ad2030b57762",
"Statement": [
{

"Sid": "Grant-transfer-role-access",

"Effect": "Allow",

"Principal": {

"AWS": "arn:aws:iam::111122223333:x0le/EFS-role-for-transfex"

}I

"Action": [
"elasticfilesystem:ClientWrite",
"elasticfilesystem:ClientMount"

]I
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"Resource": "arn:aws:elasticfilesystem:us-east-1:111122223333:file-
system/*"
}
]

MBRTRRREREOHMET , FSH RUMERGEE, NBEANSHBERN IAM BHER
&EY EFS WRFERNFMAR , H28 Anazon EFS 55T,

E%TE Transfer Family 9 &5tk 7 12U

MEARFEERRKN Transfer Family FAREFBA TR FIREE AWS tRF , BUERFAKRFE
BIEMERRZFENER, A, ZHERRZRBRLARELFBMRE, NEHEHEERRKENLFEER
WEEMED , B2 SN EFS BX2XBEN L RER.

BALUEERRREBRI R THERRKNTRE AWS 1kF FEHE, £ Amazon EFS £# &% |, f&
AERABEBREERNR TFTEMFTER , FELERTHERRKEFN AWS 1kF Bik. TR
U RREERIABRNFEES , F2R ELERERRBEE,

BRI LAE AR FE ID SRFE Amazon Resource Name (ARN) RIEEIRE . MEFMMA ARN WEFHENR |
w20 (IAM EREERE) P8 1AM ARN,

THEFRIFLARRRAEBER , ZBERBRTRERRRERSFEE, XBEETIMERRR :
1. E—EFHARRX A NFS-client-read-write-via-fsmt , EIEAREERFGEHEBEEKER,. BEA

MRERR T HFEUERRHE NFS A iR,

2. F_{AEMIAT EGrant-cross-account-accessEFEIM S AR AWS tRF
111122223333 , E=#HE Transfer Family RIAR2FHIRF , ZFAR[FZFEEIRFS PRI EFS 18
E3 5

{
"Statement": [
{
"Sid": "NFS-client-read-write-via-fsmt",
"Effect": "Allow",
"Action": [

"elasticfilesystem:ClientRootAccess",
"elasticfilesystem:ClientWrite",
"elasticfilesystem:ClientMount"
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ERAEER

THRRRZFABEREHIE —HORIAR , ARIRF Transfer Family FIERAH IAM A& FZEHE,

1,
"Condition": {
"Bool": {
"elasticfilesystem:AccessedViaMountTarget":
}
}
"Sid": "Grant-cross-account-access",

"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:root"

},

"Action": [
"elasticfilesystem:ClientWrite",
"elasticfilesystem:ClientMount"

]

"Statement": [

{

"Sid": "NFS-client-read-write-via-fsmt",
"Effect": "Allow",
"Action": [

"elasticfilesystem:ClientRootAccess",
"elasticfilesystem:ClientWrite",
"elasticfilesystem:ClientMount"

1,
"Condition": {
"Bool": {
"elasticfilesystem:AccessedViaMountTarget":
}
}
"Sid": "Grant-cross-account-access",

"Effect": "Allow",
"Principal": {

"true"

"true"

FRTE B EFS R FRM AWS Transfer Family
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"AWS": "arn:aws:iam::111122223333:root"
I
"Action": [
"elasticfilesystem:ClientWrite",
"elasticfilesystem:ClientMount"

]
},
{

"Sid": "Grant-transfer-role-access",

"Effect": "Allow",

"Principal": {

"AWS": "arn:aws:iam::111122223333:role/EFS-role-for-transfer"

},

"Action": [
"elasticfilesystem:ClientWrite",
"elasticfilesystem:ClientMount"

]

}
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B EFS BERARHK

ERAREECHRCECAHBEREEERRENAEB TR, SFHRXEEA, ENMELHE
HIBCR , R EEEME,

B LR T ELERRIREETK AWS EEFHE , SFEH AWS Command Line Interface
(AWS CLI) = APl AR X ERFT A AT , ZZDTEIJ%E"FELO

e

- THRERRHBMRE

- EEHBEE

- EEERRRREE

- EERELEWIEY

T BERRFINE

A LA Amazon EFS £ A5, AWS CLIZR#218 Amazon EFS &R X &HARRE, Amazon EFS X
RFAUEETHERKRFIRNE S —EAREE,

ERRIRAEE Description

AVAILABLE ERRBRERY , ERHNER,

CREATING Amazon EFS EEE U FERRM.

DELETING Amazon EFS IEEMIBRERRMUCIEEAERBOMBRBE R, WFFHEE
A, FSEMBR EFS EXXHK.

DELETED Amazon EFS EMIBRERRMUACIEEAERBOMERFBER, WEFMER ,
=SB EFS BER#K.

UPDATING ERRAREEEN , LOEEAERBHNEFTER.

ERROR BARBEESRERRAR , SEERARTNERRR,
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EERFAME Description

ERZAFEHEEEZER. FEFIERRREN  FRULERRENRES
EREFERRFEP. WEFMER , FBHRE Amazon EFS FRHBNIETE
ﬁ

EEHHER

BRLMEREABRRAMBELN —NSEHEHB T , &£ Amazon EC2 ERML BRI (VPC) HHYHAE
AWS EFEHTER LHEERRK. ETUERIERRERIEYERRKACREIHHB R,

RERRBREVHHERR  GUNRIEGHHER, MREHER  UAREBIHHABEENRLE
i, MREVEEXHHBEN VPC , AIFELMBRBEANHEE R,

(® Note

BN EREHBEEN IP thit, ZEEFE IP it , FEEMRBBEE |, X ERFHU
BYHNEHEEE,

ES]

- HEEENTRAES

- BEVHEERE

- MBRHEEZE

- SEHEERE VPC

- BEHBERRSRE

HEEENTHEE
HRERABRERFERN EFS BRRK , EUNE FHNSETHESPELHE BT AWS EH.
BRE— Zone BRAM , CRARERERRAFHEANTAREPEVE-HEBRR. AR, BTN

EEEHTHEE L HERERRE , A3 Amazon EC2, Amazon ECS MEHFAE Ei% AWS Lambda
(VPC)o
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TEERE VPC FAETRAESEFPEVHHBEENESERRK. TEERERFIH EFS ERAKN
TR VPC FHEFH BN =18 EC2 H{TEE. ZECSEFESEATABRIEYHN —EHERE R (BRE
18 7] A [ 45 R R S 1 1 AR )

BETHERSRGEY —FEHHEER. IR —ETHAESEZE AR , MBS —EEHAT , £
EEHP—EFERPEVHISER. AELETAHESHRE—EHSER , £ HE—FRETRIH
EC2 #iTERE W A AR HE B &,

Amazon Web Services Cloud

Availability Zone 1 i Availability Zone 2 Availability Zone 3

‘Amazon Virtual Private Cloud
' (Amazon VPC)

— f N o s . subnet
su ne 5” ne | (2 10.0.4.0/24

10.0.1.0/24 10.0.2.0/24

Amazon EC2

Amazon EC2

Mount target J Mount target Mount target
) ; JIC2)
10.0.1.32 ; 10.0.2.45 10.03.15

_____________________________________________________________

Amazon Elastic File System
(Amazon EFS)

TEETREEERRREENTAREIEINE - HEEENEEFERRMRK, FH us-west2c T
AESFH EC2HTHEBTFIERRAASELERNFNER , RAZITEBVNAESRER B ZETRN
ATAEE,
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&) AWS Cloud

Availability Zone 1 E Availability Zone 2

. Private subnet E . Private subnet

10.0.1.0/24 ! 10.0.2.0/24
Amazon EC2 : E Amazon EC2
10.0.1.31 ; 5 10.0.2.31

....................

Amazon Elastic File System

______________________________________________________________________________________

HEEELXLHEMN GRS RFRENERH &, flUn , HEREFR—EAFHIUFIMERR
o AWHRATIEE .

® ﬁﬁﬁﬁﬁéﬁ%ﬂ L/{&yuﬂﬁﬁﬁﬁuwéo

- BERRBRHBINENAFK L,

« NFS BikFFAEZE,

B, EE Amazon EC2 HTEB LMW REREHEEERRR LNBEEANTH T, LWEBETHRY
= NFS BT , WIRMEF  REMMERRAPHRFTT. NEFEFHENR K F2RERE
KR (NFS) BB ERE, BAMET,

EREBATRAES T
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EVHEBT

HEFWM VPC Y EFS BRAM  LFEERERZRELHITER,

HRNEFS BRRMK , TIRE .

o BEHL—RE—E VPC P RAERZFEVHEEF, NREHRERS —@ VPC FRERRR ,
FEWRERN VPC RIBRHEBR , ARES —@ VPC hREIMFTHWHE B R, MFFMEER ﬁﬁ
REEHFEBE VPC,

- MR VPC ETRAEBHESETFHENE A SEVTEEF—EFRABRTRI—EHHEER ETRER
KPR EC2 SITER A A UL RE—HFE K,

- BEVREEFIRERRFENSETHAERITEYHEB R,

® Note

EBES—ETHAESEVNEHEEER K E—ETHESPH EC2 HITER LHHERRZR ,
BRALNEE, WEFMEESR , FSH8 Amazon EFS BB, WA , REREHTERNTAE
BAERBEER , 8L -ERE, IRHFEENESRAENE K SERLZZBHEER
FHENERRR.

BRI LAER AWS EEEE S , AWS CLIFHEAERNRET AN EMA AWS SDKs RE U ERARFHNHEREB
R, & £#2A "‘—IU«EE_L*;E%%ﬁ,ﬁ#jﬁﬁi*;E%%ﬁZéE_L}ﬂﬁEﬁo MERIERRRK
H%Eﬁﬁfﬁﬁﬁﬂ’]?ﬂﬂﬂ nﬁxﬂa FEREEEBIE,

ERERE
AT EFSHHEENEZREN EFS BRRM.
£ EFS BERERMLBEUHHER

1. BIE https://console.aws.amazon.com/efs/ BiEX Amazon Elastic File System £# &,
2. EERAEEERT  BEERRK , ARENEESE VPC HERRK.

3. EEMER K AREEEEINETERRAENHIEBRE.

4. ZBREEHERIERRK D, BEEENEHHBENERRK,
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® Note
HREEFERRR  EREEVEERAKUREETHESFNE-HEHBE,

5. #HREM EFS ERRFENNERRR  ALERERRRELNSEHEE FEZMMEHEE
=

6. ERHHBRRE :

a. RIEFHHBEFRNTHEENFHEE D,

b. ¥ IP iR  BE IPv4 EXE IPv4 bl | 181 IPv6 EXIE IPv6 #hik | SiRIEEEH
EBRXE IPv4 M IPv6 i,

@ Note

IP st FRNBERFS FHEMAE IP EE, A, IP it RSB E FHEKN IP it
t, i, MR IP it ER BIPvd-only , BEM FHEKTEA IPve EutBYE , BIF
MERPEVNBERNTESRFEBNEEEW IPv4 hit, MEFAENR , F2H1E
RN AT IP EUBM,

c. MREAEEHREHEHEEN IP it , BESS IP HutFRE IP st S5 i A,
MRIEARIEEME , Amazon EFS SR IEEN FHK HIBEARFEAN IP #bit,

(® Note

LELEHEEFREUREEH Py, BE8F Py  EFEMBRHBER
b {58 7 5 b 1k 32 37 R AV ENER B AR

7. BREEL-FAERHFERERVBEBNZSHE. BUNBRESILZEEFE,
8. EERTT

/8 AWS CLI

AETRMEM create-mount-target®HE AWS CLI FEVHEEENE S, ERAPI T A
CreateMountTarget,

- MRERIETHEHBEEN IP thutFFE | BlIPv4-only,
- MREBKRIEEHEREBZMN IP st , Bl Amazon EFS EIEEN T L8R ARt
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- Pt EREBER FHERG IP ELBME, S, MR P hutERBIPv4-only , BEH FRKSK
R IPve EutEH , B FHEBRTEINERNTEER T REBNEEZEY \Pv4 i, MFEFEER
REREUTHEBRNLSE P EEH.,

® Note
HREEFERRR  EREEVEERAKUREETHESFNE-HEHBE,

i : EFERLEME A IPv4 et BT HE B E
THRSHEEHBEENERRE., FRBENL2EE, BESEEEFRBLENTA IPv4 itz

—t
Mo

$ aws efs create-mount-target \

--file-system-id file-system-id \

--subnet-id subnet-id \

--security-group ID-of-the-security-group-created-for-mount-target \
--region aws-region \

THEFBEREREHERN 5.

$ aws efs create-mount-target \
--file-system-id fs-0123456789abcdefl \
--subnet-id subnet-b3983dc4 \
--security-group sg-01234567 \

--region us-east-2 \

JEFIZE  #5 B #R% , Amazon EFS L0 JSON WX EEHE B E#Hik , T EEHIF R,

"OwnerID": "111122223333"
"MountTargetId": "fsmt-f9al4450",
"FileSystemId": "fs-0123456789abcdefl",
"SubnetId": "subnet-b3983dc4",
"LifeCycleState": "available",
"IpAddress": "10.0.1.24",
"NetworkInterfaceIld": "eni-385lec4e",
"AvailabilityZoneId": "use2-azl",
"AvailabilityZoneName": "us-east-2a",
"VpcId": "vpc-3c39ef57"
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ERAEER

}

| . EHRE IPv4 bt B EE E

THaTEEERAREREENERRR. TRK. K£3EN IPv4 i, BESEEEFREK LY

ETE IPv4 HuHt 2T,

$ aws efs create-mount-target \
--file-system-id file-system-id \
--subnet-id subnet-id \

--security-group ID-of-the-security-group-created-for-mount-target \

--ip-address IPv4-address
--region aws-region \

THgEFBEREREHERMN 55,

$ aws efs create-mount-target \
--file-system-id fs-0123456789abcdefl \
--subnet-id subnet-b3983dc4 \
--security-group sg-01234567 \
--ip-address 10.0.1.24 \

--region us-east-2 \

JEFIZE  #5 B #2% , Amazon EFS 40 JSON WX EEHE B E#Hik , T EEHIFR.

"OwnerID": "111122223333"
"MountTargetId": "fsmt-f9als450",

"FileSystemId": "fs-0123456789abcdefl",

"SubnetId": "subnet-b3983dc4",
"LifeCycleState": "available",
"IpAddress": "10.0.1.24",

"NetworkInterfaceId": "eni-385lec4e",

"AvailabilityZoneId": "use2-azl",

"AvailabilityZoneName": "us-east-2a",

"VpcId": "vpc-3c39ef57"

| - FEHE IPv6 bt BB E B F

THHTEEEEARHBEERNERRRK, 7K, Z2FEM IPv6 i,

WIEE IPv6 bt 25T,

EREEEETFHERL

BUHEHBERZ
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ERAEER

$ aws efs create-mount-target \
--file-system-id file-system-id \
--subnet-id subnet-id \

--security-group ID-of-the-security-group-created-for-mount-target \

--ip-address-type IP-address-type \
--ipv6-address IPv6-address \
--region aws-region \

THEFBREREHERN 5.

$ aws efs create-mount-target \
--file-system-id fs-0123456789abcdefl \
--subnet-id subnet-b3983dc4 \
--security-group sg-01234567 \
--ip-address-type IPV6_ONLY \

--ipv6-address 2001:0db8:85a33:0000:0000:8a2e:0370:7334 \

--region us-east-2 \

JEFIZE S #5 B 21 , Amazon EFS 40 JSON WX EO#H & B E#Hik , T AR,

"OwnerID": "111122223333"
"MountTargetId": "fsmt-f9al4450",
"FileSystemId": "fs-0123456789abcdefl",
"SubnetId": "subnet-b3983dc4",
"LifeCycleState": "available",

"IpvbAddress": "2001:0db8:85a33:0000:0000:8a2e:0370:7334",

"NetworkInterfaceId": "eni-385lec4e",
"AvailabilityZoneId": "use2-azl",
"AvailabilityZoneName": "us-east-2a",
"VpcId": "vpc-3c39ef57"

g EEMETHER ENTA IPv4 it BT HEBE

WTEEEHHEERNERRRK. FRK, T2HE. EHE P iy HEM IPv6 it

Y IPv4 syt FNEE B T 58 LIEER IPV6 HutiB 7,

$ aws efs create-mount-target \
--file-system-id file-system-id \
--subnet-id subnet-id \

--security-group ID-of-the-security-group-created-for-mount-target \

BERER

BUHEHBERZ

146



Amazon Elastic File System EREEmR

--ip-address-type IP-address-type
--ipv6-address IPv6-address \
--region aws-region \

THEFIBREREHERN 5.

$ aws efs create-mount-target \

--file-system-id fs-0123456789abcdefl \

--subnet-id subnet-b3983dc4 \

--security-group sg-01234567 \

--ip-address-type DUAL_STACK \

--ipv6-address 2001:0db8:85a3:0000:0000:8a2e:0370:7334 \
--region us-east-2 \

JIE R S # & B 2% , Amazon EFS 2L JSON M E@#HER B FiR |, t T EHIFTR.

"OwnerID": "111122223333"
"MountTargetId": "fsmt-f9als450",
"FileSystemId": "fs-0123456789abcdefl",
"SubnetId": "subnet-b3983dc4",
"LifeCycleState": "available",
"IpAddress": "10.0.1.24",
"Ipv6Address": "2001:0db8:85a3:0000:0000:8a32e:0370:7334",
"NetworkInterfaceId": "eni-385lec4e",
"AvailabilityZoneId": "use2-azl",
"AvailabilityZoneName": "us-east-2a",
"VpcId": "vpc-3c39ef57"

i EREN S E R

EERBRHER R, RBEFRFDEHERRENEAHE  EWaehEEAELHRNINTMER
FEAER, ATEREAENPE A FEMRBBEENFLEARX Y HHEERRR. UFFAE
# , FSREHIAERRL.

BRI AMER MEBRERIRWBRE R AWS EEER S AWS CLI, HEMA AWS SDKs UEXERET
X MERo

ERAEEA
EATSEFMERESE EFS ERRFNHE B F,

MmBRHERE R a7
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7 EFS ERAMLMBRHBHBZ

1. HEERRHK. 0FERY , F2RIFERZZR,

2. ®IfE https://console.aws.amazon.com/efs/ BRX Amazon Elastic File System £ &,
3. EEAEEERY , BEEERRSE  AREZEZCLERBRHEEENERRR.

4. BEER K AREEEEIETERRENHBRBE.

5. SHHEERBRNBEHIFEE , EEBR.

6. EERE.

£ AWS CLI

EEMRBENHIHEE , 55FH delete-mount-target AWS CLI &% ( HENIRES
DeleteMountTarget) , 20~ A 7Ro

(® Note
fpRE 8L B R AT, SR HEERRR.

$ aws efs delete-mount-target \
--mount-target-id mount-target-ID-to-delete \
--region aws-region-where-mount-target-exists

UTREREHNERES,

$ aws efs delete-mount-target \
--mount-target-id fsmt-5751852e \
--region us-east-2 \

SEHIER VPC

&R LAR IR Amazon VPC BR# , —IR¥E—18 VPC HfEM EFS BERR#K. BRER , B NE VPC
PEVBRANECERZENHEAER , UEAESLEHH B RRAFIERREER.

B LARIELE B ZHME EFS BR R -
- }E VPC $#§ Amazon EC2 #{T{EE&

BEEWE R VPC —


https://console.aws.amazon.com/efs/

Amazon Elastic File System FEHEER
- BB VPC H% 2 VPC EiE K EC2 #1TE

- A AP M APRES AWS Direct Connect

- £/ Amazon VPC &8 AWS ERFAEME (VPN) TR EBERE /] AR R

VPC BEEFERZEMME VPC 2 EMBAELR , EBIEE SN EMEEEHRE, ERTUER
AERERAEEAHES 4 X (IPv4) HEE 6 kR (IPv6). INEEMN Amazon EFS M{AI#EE VPC ¥ —
RERANGFEET B8 ®E —E AWS 1EF = VPC #& EFS EREZ#F.

B FEERRMEMN VPC
LT REKHATHISER , IEE EFS ERRFEHEERERN VPC,

1. MREREERZENSEHIER. NFERH , F2RMERESHES,

2. MRS EHEESENHEHEERER , FERFHN VPC , UKHERIKBILFTNHHER, 0F
R, FE2EELHEER,

SPEHHBARERESHAE

ZEHHEEEEANELERN, EASFEASESHBBNZ AR K TRAERTFSLENE
AFEHEFEER, EFRMAEEN EC2 HTHEEERRRFREH. WERLHANFHENR A B2
BfER VPC R4 841,

BT LAER AWS EEEER A, AWS CLIUERRFT A LA AWS SDKs R 8 A FRIE R R g #
HEENZ2EHE,

ERAEEA
RS E RN T2 HE
ERATIREFRMERBREE EFS BERRKNHBHBELLHE.

BI{E https://console.aws.amazon.com/efs/ BiEX Amazon Elastic File System &,
EEREEERY  EEERRM , ARENLEEEHBRBEENERRR.
BIERER  ABRBETHEUBENERRANBHREE,

EERKHFEAEBRLLHTE  FEERSHE D ZEN X,
EERT2HEMEEHEEER  FREZ2FEFEDEERSHE.

BERF.
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£/ AWS CLI

ETEBSWHBEEERNRLEE , BEH modify-mount-target-security-group AWS CLI
e ( WEMNIRES ModifyMountTargetSecurityGroups) MV BN L 284 | TR

$ aws efs modify-mount-target-security-groups \

--mount-target-id mount-target-ID-whose-configuration-to-update \
--security-groups security-group-ids-separated-by-space \
--region aws-region-where-mount-target-exists \

--profile adminuser

UTREREHERES,

$ aws efs modify-mount-target-security-groups \
--mount-target-id fsmt-5751852e \
--security-groups sg-1004395a sg-1114433a \
--region us-east-2

BEERRTREE

EEIAER Amazon EFS I ANFERBMEERN , BEBASBEARIICER. EAEEREIE E
B, MEEEnRESME D URE TEREFEBNER, B2, MREHNETFER (SEBIXE,
EMHEER) NEEFIER , MTLERSEHIAEBEN,

(® Note

HABMEIAE EERBENHEASEMER  ERMBEFREZEBRMEA CloudWatch
(MeteredIOBytes) R ENAEREARREREERN — o REFEENIZE. ETH
MEHEREEREAR  YRFEABNBESER, NEFHBER , F2BFEH Amazon
CloudWatch EE#2 1548,

BALGEEN A B E T

- HEHEAE  BUNUEEERARITUESNEEEER MAZERRBNANNIREEERER
&

= o

- BERXE  BXEERERRRPHRTREETER  YXEREZTESER , MASXFER
FEﬂEE 12 /J\H%:'o
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WNZE Amazon EFS BAEE N ER , B2 BixEES,

@ Note
BULEERRRETACR  SEHREEANMERIEEE, BFHXERATSEHE
REAFH. B A SELRERRRBEAGEGABSUENMEREIERER K LKASE
ED 240, FREBRABEREAEBRAYR I MERE.

WA LAE A Amazon EFS £##&. AWS Command Line Interface (AWS CLI) 1 Amazon EFS AP 3K
EEERRAREEIEE,

ERAEEA
EEERAREEE

BRX Amazon Elastic File System £ & , #81tA https://console.aws.amazon.com/efs/,
EEASEEERT  BEERRBEUERIKRF PN EFS ERXRKREE.
EELZEFHRAEEANERRR.

ERERRARFAEFIAEREAN —RERYD , BERE. FEKERERERE.

B oEIx 2R NERE,

o K~ w0 bhd =

- FECRAENRAENMEREZE  FREEE  RARBEEEIME.

MRIGEEMHE |, AIFEMRRAEIEE (MiB/s) F iﬁl%ﬁﬂ%ﬁﬁﬁ%\ﬁﬁ%'}?ﬂﬁﬁihio &KX
AWEE WERERCRABZEIEN =14, EFS ERRAMBNBRERZHMBFERERHY
=R —. WARZEER K RESETERRREARAWNMEETE,

® Note

BULERERRRTHZE  SEHrERANMRAEIEHE, T8 K SELGKER
R rEREAMEIENGEBEER K LEDLEAERF 24 M, TREREE
BEERAROMENHE.

- FEERRERIX

HIHIm
”:.ﬂ!h
B
Wl
S
2

MEAMEEREECHEALAEEANESEN , BF2H GIEEER,
6. FRREERTFEFEEEE,
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58 AWS CLI

£ A update-file-system CLI @32 UpdateFileSystem AP| Bi{EREEERRKNWBAEEEN,

EEMEEMEHE

BUNERENERRR  FHERALEDBHTEARBESNRFE. CALHANERE  RigE
REAMNENBHERE  ERFENCEEHERER, S ENEEISL/ERRARREN=EL
IEMEER,

S wmiEHBEREE REmERERMREERBANBE EFS TEFE (IA) # EFS Archive @7
Al. BRFEERAR LA EREREFEREIPFRERNER, SEHE XA ERERFRPHNFE
R, AT RESRSER DR FIRERNERE (MTRBEET LB POSIX ERRKEBMERE
H), BERFE Standard FHERE , £ BHEEREREER.

BB ER N EME EFS BERRMR.
EFS A aBHBR A

- BRE IA-EREDBRERMARSERBATEER (A RERL  ERHHESFEFIERN
BERETRAREL. RERR , REFERTFERY 30 RATDWERSERS 1A

- BRANHTF -BEREGANEEMREERRER A BEENBANEREFER , ESHHESHF
EFREARNELHNERETHAREL, RIFER  AEREMEELNPHFH 00 RPERSER
AHEFHFER.

- BREFE-_BETREDBHEERE A RHERERNITFIRERK , REBERR A AIBEFRET
HrHERORERFRFEN. RBER  ERTEBEEEMFER Y EFNEREE A SHEFR
ERI,

HREFERRIEENRE (FINEEAENEERNERER) WUEBREERARS  FRELESR
BEREREREFHNEAERF.

EEMRRERERGESBERENHEET
S BRERNERRRRE

Bl EFS BRRMITEEHREML  EBHEENERIRRENELERBE. BERBAIB L
A NBEREFRARNERD , BBRRERAPMNERRRTEER, fln , ERyeEE N EERT
REELERMEERRENINBAERERNERE.

T
W

B EREA mBHIBCR,
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SREREE. HAEETNERRARESERSERPEER , —EERERERT , UBFATHEE
BREE— B

A RBERFEFPERZBNPRERE  FINFHERNAT  TEHAERREFE. SERARE
BEAR "HE FEEHNEENE  EXRAEFEREMEERNY  MIRBRFERINE,

ERERREN AR "H#HfF, REENG  EXNTAESARFHSARAREREER , RETE 24
PREEBEEANRTER,

ARTE A aniE B BR

ERFEHA B EERBHREN EFS BRRAK AWS BEIRA  BRRAASEDHREATIERE
B MRS

- BBE IAREAB LRERE 30 X

- BEREHERERB LRFEUE 90 X

- ERERERELE.

AR B AABTRENRERE , AWS BETBA REM RIBRRER  CTULER
REMBHEE AWS CLI, S , SANERTERRRERERE , T HRFAL,

EREERA
A LAMER AWS EE A RERERARERENEmBHBER.

1. BEAAWS BEEXEA |, WX https : // BB Amazon EFS £ &, https:/
console.aws.amazon.com/efs/

BEERAKUBERIRFANERRRBEE,
BELEERENEHRRNERRR.

EERRAMFMAEARAN —RERT , EERE. RESENRERH,
st mBRERE | REEWEREEK

o M @b

- BEBE AREAET—ETAHNEE, EEFILBERBA A RE  FREE

« # Transition to Archive R EAHEAP—ERANEIE, EESFLEERBA "HE, @FF , &8
EE,

- BEREZERTAEREFE , UELETHEHIEERNERS , B AREINERBEEERMRE
A,
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EEAEF-AEIRELEERYE A RHEBEEERGT , FEIE,
6. EREREEE 6 URELMHNESE,

£/ AWS CLI
&R LAER AWS CLI RERE SIS i iE RRFM £ BHIBER.

e #fT put-lifecycle-configuration AWS CLI &% 8 PutLifecycleConfiguration APl 8543 ,
EEAEEEAHBNEECERRRNERRMSR D,

$ aws efs put-lifecycle-configuration \

--file-system-id File-System-ID \

--lifecycle-policies "[{\"TransitionToIA\":\"AFTER_60_DAYS\"},
{\"TransitionToPrimaryStorageClass\":\"AFTER_1_ACCESS\"}, {\"TransitionToAxchive\":
\"AFTER_90_DAYS\"}1" \

--region us-west-2 \

--profile adminuser

e RB| AT O,

{
"LifecyclePolicies": [
{
"TransitionToIA": "AFTER_60@_DAYS"
1,
{
"TransitionToPrimaryStorageClass": "AFTER_1_ACCESS"
3y
{
"TransitionToArchive": "AFTER_90_DAYS"
}
]
}

FLREERARHEMEPERE (CLI)

«  #T put-lifecycle-configuration i , MEELEF L AEmEREEZ BRRAN RS
ID, &% --1lifecycle-policies BMZEH,

&

o

e
il
5

BRRE 154


https://docs.aws.amazon.com/cli/latest/reference/efs/put-lifecycle-configuration.html

Amazon Elastic File System

ERAEER

$ aws efs put-lifecycle-configuration \
--file-system-id File-System-ID \
--lifecycle-policies \

--region us-west-2 \

--profile adminuser

LEREILTEE,

"LifecyclePolicies": []

anh
e

&

o
f5i

BHBR

it}
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B3 Amazon EFS

B R #EEE Amazon EFS fl AWS SR A R SEM, ATAMANMENEERS S, RPEZERL AWS
BRFRERNFESN D NEEZRER | LUEFEERLESHNEREFERMESE, T8 , £E8FHKRER
Amazon EFS 28 , BBV EEHE K ATIHREBREAEMRE

- BB EERME?

. EERPRLEIR ?

- EERELERNERAEM?

- EFFRRLEETE ?

. HRITEREK?

. BAERBEREZENGE?

T—SPREZERBENTENSHHFRE TRENEE , SEERREPHI Amazon EFS IEH AR
B¥, BELEE Amazon EFS f , FEREFRELEEEN., SARTHNERNSRMUEAE  FHETHR
BRRREEER LR , MR HERWRERXNMEEERR , BRE S EAREER-E,

fHlgn | EA Amazon EFS |, & IES1R R EIAE, BE. BARFPEERHEZEN /0. AFImER |
URERACNZERAERE, EXETTALEMEINEE BB TRERRN A NEERE
AEHNEE  UEHE I EESERIKREL.

AN

HEEVEE  SBEOLAERTIIER

- BERAFNERERE,
- BRRAENAHFRERHE.
- BEERAREFENVTER , SFEREI. EREARPREERRE,

- Amazon EFS AR EERREN Y4 K

- BRRFERAN

« {8 Amazon CloudWatch E53254E

- {# /] T8 Amazon EFS API FEAY AWS CloudTrail
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ERITE

AWS EEZEITE | e LA REE Amazon EFS, AU EREP— LT ERETEE  BHLET
BEEFFHNA, BERER|TREEELERTS.

HELEEIETE
A UERA T EELER T EREEE Amazon EFS |, W R4 $ERRFHTEISR

« Amazon CloudWatch 7 : EFEERBRANE—EEF , WIRBRESERKERAGEZREHRHD
BEERAT RS EEE, LLEELEIXE Amazon Simple Notification Service (Amazon SNS)
F &= Amazon EC2 Auto Scaling IR HEHl, CloudWatch B2 RAERRERISEARERTHE
B, REBXECEBES M —RIEENIFE, MEFMENR , F2BEA Amazon CloudWatch B

« Amazon CloudWatch Logs : E#2, B & FERE AWS CloudTrail SR E AR BFER. 0%

& , 552/ (Amazon CloudWatch £ &EEr) R ER Amazon CloudWatch Logs ? .
Amazon CloudWatch

« Amazon CloudWatch Events : EEEH I CPFREE —RZEEEZHRARERUETEE, FHE
MREBEF , UARFBUSEBIE, WMEFHMEHR , 528 (Amazon CloudWatch EAEIER) HH

BEZ Amazon CloudWatch Events ? o

- AWS CloudTrail HEE#E - EIRF 2B A BFER. EB# AFEREEE CloudWatch Logs
RENEFEESRE CloudTrail HFEER, £ Java PEAAFZEEEAER , URBBLNAFER
£ CloudTrail RFEIEKRBE, MFEFHMEN , 5528 AWS CloudTrail EHEEBHNER
CloudTrail BEER,

FHERTE

Bt Amazon EFS 3 —EEE X9 2 FEEEZE Amazon CloudWatch B RABMEMIER, Amazon
EFS. CloudWatch F1E M AWS EE & ERIR A FERat-a-glanceB i AWS IRIFEHMEE, EKME
BRUREERZANVAFER.

- f Amazon EFS A% , B UKIERIKHV THIER -
- BRINGTEXR/N
- HEEENHE

« CloudWatch B EER :
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- BAIEREMREE
- BEREERNER
- RIS EEIRRE

LS\, BT LLEEA CloudWatch #1475 Eh4E

- BEVHTBRRRERLERANRE,

- ARGEHIMEBURRREZNETLIEEEHR.
- BEMRABLENAME AWS ERER.

- BYHREEBNREBENET,

Amazon EFS WA EERIZBEMYIHF K/
THKREEREE Amazon EFS M{ASHERERRFERD. BEZRFEANYERD  URERRFRIEE,
iTE EFS BERXREMH

B LAE EFS BREARPRENNHIRE—RER. B, FFRESNSHER FIFOsFBERAIR ) o
ELEYHHHNE—EEBETE S 2 kibibyte (KiB) WHEE R (HEBCM inode) M1—= %@ 4 KiB &
RWEE, UTEERPBEARTRAEEERIRYGNTEER KD

- —RER —RERVFTEERAPEERNEEAN)D , BEAATT—E4KBIEHE , IZT R
SERABHESR

RORERE—EEEIHBEXRIZH , TEEERNBEAERMENENER. HNBHRER , £X
EIERTEREANBEELOREURAART —E 4 KB EEHBE /N, T:T:J_‘Lls 5% T , Amazon
EFS @ & EREANBFERABTENER KN,

- Btk BEMNHEERANNRANEBREEHEENZERKEEENEBNERREETE  EREAEAZ
T—1{E 4 KiB B, StEERK N T EERRENMEANERFEER,

. FIERERETISHER - EEYHNFTEEZER KN —EA 4KiB,

E Amazon EFS SRE&EWMH G AN =B JéJ_ NFSv4.1 space_used B , e SEXWHE N
FFEERK) , EFEEEPEERN KD, BUUEARMEL AR RTERRNBUREHRE | B
du Ml stat 2 AR, UT2MAEZE E‘Etﬁﬁﬂ du AR ES , HP I E U KB AEMEEHR
- kHYIEIE,

$ du -k file
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4 file
THEFRBNMAEZHERLFEA stat AR RERERNETEAE.

$ /usxr/bin/stat --format="%b*%B" file | bc
4096

BETEBEHAIAD , FBEM stat 2AEN, & Blocks H , RREZERUER KD, THEHE
BIRZMMEZAE & LEMER stat AAER :

$ /usxr/bin/stat --format="%b*%B" . | bc
4096

EFS ERAMHFTER/D

EFS ERAMWFTERANEESFHA EFS RFERITAHE B a4 X NMEN, SEVHHKNRRE
STEHE CUNFAREN , Sl ESF 8:00 ZLF 9:00) , REZMHE R PHRRMEHEMETE.

ZHERGATHERRRITEANPH 6KB (2KB FHER + 4 KB &), ERRREEILKHHE
RE-NZAREHK , FHILH 6 KB BIFTEKRD.

REERRRNERND , ERTRIRPNEFSERFRERRRATENERE.

(® Note
EZ/DEANEASERBS  SFIENFENNETRRERZR - RE, kit , X
RESPRANTREER  FERERRENIH KD ; ATEARTEEBIA DR,
EBEXNMEENE , SURERPRHNERIFETEXRND, Qit, EERIARLIBETRAR
BRIZEXNDNFERNDGRBRRBEODHETERND -,

B LUEIB T3S NER EFS BRRMMFTER/D ¢

- f# describe-file-systems AWS CLI #5% # DescribeFileSystem API &4 , CIFEEE T 5I1ER :

"SizeInBytes":{
"Timestamp": 1403301078,
"Value": 29313744866,
"ValueInIA": 675432,
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"ValueInStandard": 29312741784
"ValueInArchive": 327650

Hif |, WEFE AR/ ValueInStandardtb AAHEIFERIREHEENERRHKEN /0 BIXEEXER
BEX,

- 1R StorageBytes CloudWatch 1§15 , HERT~ESERFENTERNETEXR ), UFEBAR
StorageBytes EZEMFMEGR , 52 B Amazon EFS B CloudWatch 515,

7 Linux #F , £ EC2 #{TEBK KRR LT df &5,

AAEERRARNREZLER dum T ETRIFE  BRALETERMANTEERRKN TR
BERE,

(® Note
ValueInStandard WEtE X/t ARMETER /O MEEEXNIRER, MFHMEEN
BEZ2REERIAE,

S8 X B Ty

EFS TEFH (IA) NHERFELL 4 KB EHTE , SEERNKETEERS 128 KiB, 1A MH
FRERDPEER (BEER 2KB) —FUREREFERFHMNFTE, N 128 KB WERZEEEH
RAFFRE 2023 £ 11 A 26 BTH 12 : 00 R BREMMEMBHBER. A NHEREFENER
FFEUA 128 KiB SEHE T £,

BRI LAE A StorageBytes CloudWatch IEERBRBEREFENTERNTEXR )N, EELEET
A MBFHEFERPNMERUB T AFTEANMTHEAE., WFERE CloudWatch FEZEEBEER ,
B2 FHL Amazon EFS By CloudWatch 1§15, MFERM StorageBytes ERNFMEN , F2
BAmazon EFS # CloudWatch 154,

ATEWIAE

Amazon EFS BHEBEGERBXENFERRRHMERRRK /IO BEN=92—. flll A MREEE
B 30 MiB (MiB/s) WBEME AG@IXE , BIFENB2E5TA 10 MiB/s WERBIZE K EANSE
§t5H 30 MiB/s WEMEIAE , RtFEES8IAES 40 MiB/s. RIFHEXRENGAHEIESRME
MeteredIOBytes CloudWatch 5,
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FTEEMEEE

AERREMABEEREERAK  LRFAREZRRFNIETANPRERNERNENE, ERAE
HEAEEAGERN STEPRERN EFS ERRARFENARIRE , FRENBARABTARE,
RERHRIFER 4 KB 2R 1 KB EHEFTE, ERIREER 32 KB <& 1 KB EEFTE.

(® Note

HABEMHEEEERBENKIEAEEHER  ERMEBEEBMEA CloudWatch
(MeteredlOBytes) 1R EENAEREARREREERN — o REFEENIZE. ETH
BiE#BREERERAR  YRFERENRESE RN, NEFHMEER , FSBEEH Amazon
CloudWatch EE#2 1548,

SHEMRRLE

HRERHRREERANERRR  ERATIARABEAENERE. Amazon EFS S RIEBE/ MR
RA—MEREERANERRR. $RHREEXEEARESTE —/NFRHNETE , Amazon EFS
EEREYRREFEREFIE,

AR e 17 28 Bl /)

EAILAE Amazon EFS £# & AWS CLI. = EFS API , @R ERRAENSEREEN T FRNE
BE,

EREEA

BEERAFHEFAEELVFAERN DRI ERS M THEN —EMEE (KIB. MiB, GiB # TiB) @R

BERFEEINFTEKRD, LEES 157888 —R , YELRGERIREBREBANGTEKR

No FFERNERERTIEBERRRRBEFEANINER -

- RRPEBEERRRBEPHERKR D U-H#NTHEBEN) , SERERETER.

- BEKX/IR EFS BERFEITPREFNER KD RZENMUTHBEN),

* 1A K/hR2 EFS Infrequent Access R ERIFRTFHER KD LZEMNNUTHEBEN). IR
128KiB REREMIZ A AZE 128KiB,

- HEXRDREFS HEFERFEINPRERENER KD A THAEN), DA 128KB HIERE
mizH AZE 128KiB,

BEREEBIA o
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£ Amazon EFS X AMNERRAFMHEFAEE L , BETURAEERRS|IZEE LK Storage
bytes B, MFEFHMENR , FSBFE Amazon EFS B CloudWatch 1E1Z,

£/ AWS CLI

&R LAER AWS CLI 5 EFS APl , R RERARNSERTFRORPEFANERE. BB/
describe-file-systems CLI @5 (¥IFERY API #2464 DescribeFileSystems) 2R #2487 & K% 77 5 4l
&+,

$ aws efs describe-file-systems \
--region us-west-2 \
--profile adminuser

EEED | ValueInIA BERERZHMN Infrequent Access FEEE B &KIA—KXETE K/ (BA

I TR EN), ValueInStandard B REEREFEAPRIE—RFTERD MfuTHAE

fI), ValueInArchive 7R "%, REENPHRIE—IXGFTEKXRD CMUTEAEN). =EENET
ZREAERIEN KD , BRE BValue,

"FileSystems":[
{
"OwnerId":"251839141158",
"CreationToken":"MyFileSysteml",
"FileSystemId":"fs-47a2c22e",
"PerformanceMode" : "generalPurpose",
"CreationTime": 1403301078,
"LifeCycleState":"created",
"NumberOfMountTargets":1,
"SizeInBytes":{
"Value'": 29313746702,
"ValueInIA": 675432,
"ValueInStandard": 29312741784,
"ValueInArchive":329486
},
"ThroughputMode": "elastic"
}

MEHATRAN BRRERRBNEEANSR | B E EFS RERAWA.
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f£F Amazon CloudWatch Es#2ig4E

B LAEA Amazon CloudWatch RESIZEHNERRSAS , ZRBESWELEREE R EH Amazon EFS B R
BER  EMGEEEHERAFENENELTERNIEE, ELFEHERSEHE 15 AANER |, )
FEIEEFRZ Web FEREN S RIGH B 1THEE

{kF85% , Amazon EFS 18125 R =R 1 2 ES 8 B{EIX CloudWatch , BRIEFLERIIEESER
B, Amazon EFS £# & &4R1% Amazon CloudWatch WRBERBETR—RIEFE. RIBEKR | &7
BEfRF & CloudWatch IS RERZFKER , MEREZEANBEFIBER,

#1ZE Amazon CloudWatch HIEEME A , 5528 (Amazon CloudWatch fEFEEFE) FHER
Amazon CloudWatch ? »  Amazon CloudWatch

Amazon EFS CloudWatch 8RB M THEERBRE ., MTEAFRSEAREMHN HEMSH ZENRE
2,

&

« Amazon EFS #J CloudWatch 5%

- 1B Amazon EFS #Y CloudWatch $51&

- /A Amazon EFS # CloudWatch 154

- #E CloudWatch IEEFEREEHE

- EPRHSERMDMLK

B3I CloudWatch B/RREE Amazon EFS

Amazon EFS 9 CloudWatch &

Amazon EFS #E1Z6/H EFS n B =M. AWS/EFS B EREE THEE. BT UANMERE
ZETimeSincelastSyncEBARE —#E FileSystemId., £ Amazon EFS X AEKIERRE
B ID, E¥XA fs-abcdef0123456789a,

TimeSincelLastSync

BERBLRABRYESEEBHEPENERRRZEMECBNREAE, TimeSincelLastSync
BEREZH , BREERRARLVENMENTAEERCKEADIER. RRTEELIERRELE
SEBEHAE TimeSincelastSync 2 ENEREE,

LEIE R AE AR EMEE

f# A CloudWatch E5i#isiE 163
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« FileSystemld #E - EBHEPRFEERIHKN D,
« DestinationFileSystemlId #E - B HREH B WHERRFEHN ID,

B ®
BMFEETENA - Minimum, Maximum, Average
PercentIOLimit
BERERRRESZE—RARMEEETIH 1/0 RHl,
By 5otk
BMHEETEN - Minimum, Maximum, Average
BurstCreditBalance
ERRXARHENEREE., BEREETEERRAREREIENERAZSBBEEKE—RKH,

Minimum ETEAR —BRABAEMN -2 EN K/ D EREERTE, Maximum HEFTEFAR —BRHE
REM—DENFARRFEERTE, Average M EFAR —REBANTORREERE,
By :{uxi

BMHEETENA - Minimum, Maximum, Average
PermittedThroughput

BRARUVUEBSNHZA@ILE,
- BRERAEMEEEBNERRR  LERRERRENEAR ABEE.

- BRERMBBZIENERRR , MRTFRE EFS BERFEITNERNE A ENERRMREE
BEREHENGIEE  AESERRESHEEE K MTIRARNEE.

- BRBERZEFVERRR , LERERRZHKE A/ M W EHBurstCreditBalance,

Minimum T EAR —RYBAEM — 2 E RN NEIZE, Maximum HEHERAR - BRHEA
FEA—SEAFNRSWIEE, Average AT EAR—RMBRAAFNFIBILE,

(® Note
AIRFENFTEEREHEMBEERRN=22—®

By : fuia/®

CloudWatch $84& 164
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BMFEETENA - Minimum, Maximum, Average
MeteredIOBytes

BEERABRENGTEALTERY  SFERNEN. ERSANPRERRE  BINREERES
EEBREIETHTH,

IBA LA CloudWatch IERBZ2EE X , AXRLLE MeteredIOBytes M
PermittedThroughput, MIRELEHE , KT EETEERERERRENEGARZERE,
EHERLT , EUREEEZREEERAENAXERN  UNBEZBEE,

Sum R EFREFMEERRRBEEBNITEMTHEEE, Minimum HFTEAR —BHBARK
PMREFI RN Maximum RETEAR —BRHIBEARKIREN KD, Average HFtEAR — R
ARERFE K/, SampleCount HETERIRMEFIEIRIENGTEL

By :
« Minimum, Maximum, Average X Sum it E AN THE,
« SampleCount BIET &,

BMHETER : Minimum, Maximum, Average. Sum. SampleCount
TotallOBytes

Amazon EFS RENEERERAMBENERUTER , RETMEIFH. LEFT
HHEEAEXBERNERESETRE , RACEER/ME. EBFHARESR PETRHE
FPermittedThroughput,

BRRELL32KiB 5T 2 , HMIRFRILL 4 KB FTE. ER/NMEZR , FIERFEEE KB 5 &.

Sum KT EAREFMAERZFBREMBOMTHEAR, Minimum HETEFAR —BRHIBRAR/DE
ERIY RN Maximum MRETEAR —BRHBRAZAKIREN KD, Average HFtEAR —BRBBEAER
ERYEIG KR/, SampleCount it EARMEAIERIENGTE.

® Note

R E-BHBENESYTHRE , 758§ SampleCount MATEARUZBENVE. &
EFE BB THREE (BWNUTER) , F Sum MEFEFRUZBH DR

By :
« Minimum, Maximum, Average X Sum 5t &AM TR,
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« SampleCount HIETE{,

BMPHRFTER : Minimum, Maximum, Average. Sum. SampleCount
DataReadIOBytes

BEERRRFIURENER L TER.

Sum FETEFREFIUREHBOMALTAHEBEE, Minimum HEHEFAR —RYPBEA S/ EEUR/ER
KMo Maximum MRETEAR —BRHBRZABIREN KN, Average MtEA R —BRHBRE
EURVER F KN, SampleCount #EHE AR FEURIENFTEL

By :

e Minimum, Maximum, Average & Sum FY{I T E,

« SampleCount HIETE{,

BMPAFTER : Minimum, Maximum, Average. Sum. SampleCount
DataWriteIOBytes

BEERARBARENERCTER.

Sum HEHEFREBE A REHBOMLTHEEE, Minimum HHEFAR—RUBEAZNEARERN
KMo Maximum RETEAR —BHBRZAEAREN KN, Average MitEAR—BRHBERE
ANREMFY KRN, SampleCount METEAREE AIRENFTE,

By :

« fI7THAR Minimum, Maximum, Average X Sum #HEitEAEN,

« SampleCount HIETEL,

BMPAFTER : Minimum, Maximum, Average. Sum. SampleCount
MetadataIOBytes

BETRERENER A TER,

Sum T EAREPEERREMBN L THEALE, Minimum KT EAR —BRBBRZNPEE
RHEEN KD, Maximum BREFTEAR—BHBRARAFEERREN K/, Average HFtEAR
— BB A F R EERHRERN K. SampleCount T EAIRME A EBHRIEMETEL

By :

« fU7TAR Minimum, Maximum, Average X Sum it EAEN,

« SampleCount HIETE{,
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BHHHEFTEMR - Minimum, Maximum, Average., Sum. SampleCount
MetadataReadIOBytes

BETEERFIURENER M TER.

Sum T ER R EPEENFIURFEEBEA AV TAR R, Minimum HFFERRELBABRNF
RERFHREN KD Maximum T ERRELBRAPEERFIREN KD, Average
MATERREL R PRENFIUREN IR, SampleCount et ERHRH PR ERFEUR
EVET B

By :
o (TR Minimum, Maximum, Average X Sum #EHE AR ENL
« SampleCount BYETEL,

BMPHRFTER : Minimum, Maximum, Average. Sum, SampleCount
MetadataWriteIOBytes

BETEERBZARENERCTHER.

Sum T ERREFBEER S NIREMEBBA M TAHEBEE, Minimum T ERRELBER/DF
BERSANREN KD, Maximum HITERRERBEZAPEEREAREN KD, Average
FETERRENRBTEERNEARENFEE KD, SampleCount HFTERRHFABRER B AR
ERETEL

By :

« fI7THAR Minimum, Maximum, Average X Sum it EANEN,

« SampleCount HYETE,

BRHHEEFTERA - Minimum, Maximum, Average, Sum, SampleCount
ClientConnections

BRARNAPRERHE. CRARERFRE , SECSHER Amazon EC2 HITEEE R —EE
#Ro

® Note
BEFE— 2@ LM TS ClientConnections , M Sum Mt ERBRAZ LB/
7 ER
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By : AFmERTE

BRMMETER : Sum

StorageBytes
BRRAFRHKRD UL TEREN) , SREREFEEFS REENDHERE, LEES 15 7EER
% F CloudWatch,

StorageBytes EEEF TIHE :

- Total EMEREERNPEREERRRRPERMVTERD (MITHABEN ). R EFSF
¥717EX (IA) 1 EFS Archive 72585 , /MR 128KiB G REMB A AE 128KiB,

 Standard BF M7 EFS Standard R EFERIHHERGFEKR N (BMUTHEAERN ),
« IA RFMIE EFS Infrequent Access EFERIFTHERNER K/ (ML THEBEN)

« IASizeOverhead BEM/NEERMBAEAZR 128KiB 2% , EFS TEEFIREER ( FEIAH
EHRRT) PERERNNERBFEINGIEN N ZEANEZER (MU TEBEN ),

« Archive R1FH1E EFS Archive REEBIFHNERNER K/ (MU THEBEN ),

« ArchiveSizeOverhead REM/NEERMZEAZE 128KiB 2#& , EFS Archive #1735l
(#ArchiveEHRRT ) PHEBRERKXNEREFEEINGER NI ZENZE (UUTHAE

).
By :{vxid

BYFEFTER - Minimum, Maximum, Average

® Note

FEBFEA 1024 AEEM —#HBE (L (KiB, MiB, GiB M TiB) , StorageBytes BTR®
Amazon EFS ¥R ARBRRAKIBEEA L,

1ZH Amazon EFS B CloudWatch 1§4&

A LUEB LT Z2EH X REA R CloudWatch #) Amazon EFS 184E :

« £ Amazon EFS x#4&
« £ CloudWatch x4
« {#/ CloudWatch CLI
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« f£ CloudWatch API

18 CloudWatch $E#EFM &R (Amazon EFS £#£#& )

1.

EAAWS BE XA | WA https://console.aws.amazon.com/efs/ : // BIEX Amazon EFS £

Ao

BEERRMK.

EIEEMAR CloudWatch IEEMER KRR,
EEERIBERERRARERER,

EBERRFEZEASERERZRRAN —E CloudWatch IEEFERERE. EEREMIE CloudWatch
ErthEEELIEE—RBER. HRAMER "&RX /01 HEEXNERRE  EERREEANERS
R TE2H10) RN TRIEHEE ) 68, SUUAFEREEREHEANESERRE , 5
Z R B RBERERFE.

® Note

EIXEMFEAER (%) IEET R CloudWatch 1 , mMREA CloudWatch ISZEBE2HTE H R
Ko

RO ERERZGESRER LAVEGE  REESENEINETRAN , TR,

- EREFIISEECEIRERER,

- BTREEBEERRRKRENEM CloudWatch B,

- #1271 CloudWatch EEEZ R A R CloudWatch H Y8R,
. BIEFEEERMEBR CloudWatch &R FH G RIBE,

- BETHNESKBRER 1 ERES 1B,

3 CloudWatch $5#ZFE R (CloudWatch X1 #& )

1.

2
3
4.
5

&EiB https://console.aws.amazon.com/cloudwatch/ BiEX CloudWatch £## A&,
EEEERP , BEEE

EHY EFS @& =/,

(BR) ERAER A FEESHUPEAHERE,

(BA) BEEMEEEE , EH FileSystemld (FileSystemld),
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& FHUEE AWS CLI

FEHAESR --namespace "AWS/EFS" i BAZMM list-metrics T, MEFHMEN , FSH
{AWS CLI t5 582 ) https://docs.aws.amazon.com/cli/latest/reference/s

f£ A CloudWatch API ZEUEZ

0 GetMetricStatistics, MWFFMEF , 2B Amazon CloudWatch APl 2%,

£/ Amazon EFS By CloudWatch 154&

Amazon EFS EEMNERAREEF , LEBARLNMAD . FTHEERR—LEERNERH
B, ELERMBERKNES K MARTERE.

BESLR ? MHEER
MAHERNEEE ? BALEEE Sum IEEMEH TotalIOBytes #METER , EFENEHN

=
Ho

MAUEERGERE  ETLERE Sun (98 AHE EMetered 0Bytes |, UEFFRIE
7 RH,

MMEKHEEZEEREERR BRI LIESE Sum 88/ ClientConnections #HKEHER., EEFE —
% H Amazon EC2 #, B FHIRIRI Y ClientConnections |, A EMEBRUZEIREN 2
THEREE? =,

MAEERNEREE SrLlEEERRMEN BurstCreditBalance EEREFHEE, W
153 TRENEREENFMEN K B2HE BERIEE,

EEmirENee

FAREIAEEEM CloudWatch $54Z -TotalIOBytes, WriteIOBytes. ReadIOBytes#l
MetadataIOBytes- RERBLERERRKLERNEREGIXE, LIEE MeteredIOBytes 518
THREERESNERTEEEE, FUUFEA Amazon EFS FRAERERPHRIZEFHE
(%) BIRREEHZEFEAE, MREFEHBET CloudWatch ERIRFHMERTE | B UE
I MeteredIOBytesEd tbERY CloudWatch EE & B RiZEX PermittedThroughput,

PermittedThroughput HEERRKAFNEEE, LEERUTI-EHE .
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- HREMREXEFHNERRR , HERRERRFENEAEARBEE,

- HRAEAGERZENERRR , WRENE EFS BERTFEAIPHNEREATENERRRESD
SREHENKIAE , RESFERREBESNEZE K MTRAENEE.,

- BREABREREIENERRR  LERERRZAAN M WEKBBurstCreditBalance, B3
BurstCreditBalance UERENERZFK B ERRMIEERNEREE, WRRE—HAEH
BIEE K BEEYSRIEMRZEIMERIZE  LENSENNEIEE,

& MeteredIOBytes M PermittedThroughput B  CWERRKEEAME THNE R
B, HIRNFEAMBRREENERRR , EUUMERRANTEIXE,

FEBL CloudWatch 15EEFE A iSEE =

FERIEEHE | B LLE#HZE Amazon CloudWatch 168 , W EABERENRIBELIEEEITIM
BFREFS, BAILAE CloudWatch B ARBILELENRKEFY , WiSHMEEERIR, Fl0 , &AL
£/ Amazon EFS $E4& , #§ DataRead BREMWEUVRFTRIBRIL 60, BRERETE 1 2 EHBEERRK
WEVENTEERY. IFEEEZBNFMEENR , 528 (Amazon CloudWatch fEAEIERE) THHE
i CloudWatch IEEFEAEERIEN, Amazon CloudWatch

LT A—&E AN Amazon EFS EEHZEHER,

F&E

- IEEHE : MiBps WRIIXE

- BEEE ®BXEEstk

- EEYE  AFBREFEANBEDHEE

- IBEHE  BWXE IOPS

- BEHE  IOPSHWES L

- BEHE  LLKB AENHFH /0 K/

- %8B Amazon EFS CloudFormation S84 f {5 E 8122

IEESEE : MiBps WEHAE

EEHE-BREFENFE®IEE (MiBps) , B REEMNFKTER
(DataReadIOBytes, MetadatalOBytes, DataWriteIOBytes= TotalIOBytes), R#EHE
EEA MB , BRRUARBBANH &,
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BREREVEHBELT : (TotalIOBytes RV + 1048576 (AEitA MiB)) + IR AR &

HREE , B89 CloudWatch IEEEAM T,

ID A A EE RET8F Period

m1 » DataReadlI sum 1 88
OBytes

« DataWrite
IOBytes

» Metadatal
OBytes

« TotalIOBytes

FHIERYE D IREXWOT,

ID FIEX
el (m1/1048576)/PERIOD(m1)

EERZ BXEFs L

IEESBEELSHTEARTE /IO BEENERWIZER S M, flin , AENGERESHN AR
EEA L. BEFHE—BRIAMB—TE /0 A (DataReadIOBytes, DataWriteIOBytes =
MetadataIOBytes) FAMEXET 7t , FAKERNENRETBUIRTRIL 100, AERMKZERRUE
—HARM TotalIOBytes MK BIR.

BRERBNEHIEELT : (DataReadIOBytes KR x 100 (A EA B 7 Lk)) + TotalIOBytes W
ECR

B REE |, 2K CloudWatch I58EE M T,

ID o] FIEE R ZEIEE HETEF Period
m1 « TotalIOBytes sum 15088
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ID A g 2 EIEE HETE=F Period
m2 « DataReadlI sum 1 88
OBytes

LHEEHE D IRERWMT,

ID RIEN

el (m2*100)/ml

ERYE  AMREERANE DR

EEHE-—RPEAATNEEZEMF AR MeteredIOBytes) WE DLt , FB5LAS MiBps HHVEIEE
LA 100, REGERBRUEHBHBAPermittedThroughput @it s MiB K 9K ER

BRER A EHBER : (MiBps x 100 ( BiftABE L ) BMIAEMNIEEHBRERN ) +(+1, 048, 576
PermittedThroughput B ( Bt A MiB))

FREE | {28 CloudWatch IE2EFAM T,

ID AREENZEER mEtEF Period

m1 MeteredIOBytes sum 1588

m2 Permitted average 1088
Throughput

FHIERHYE D MREXDOT,

ID RIEN

e (m1/1048576)/PERIOD(m1)
e2 m2/1048576

ed ((el)*100)/(e2)
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EESE  @iXxE IOPS

EETE-—BREBENEY F9RE (IOPS) , BREEGTERT IR
(DataReadIOBytes. DataWriteIOBytes. MetadataIOBytes =% TotalIOBytes) BRUABHAME
MR E,

BREGBHEHIBE T : DataWriteIOBytes FIEURETE + IR

HRE , 1 CloudWatch IEBEAN T,

ID RAER mETRBF Period

m1 » DataReadI EUERET 1588
OBytes

* DataWrite
IOBytes

* Metadatal
OBytes

* TotalIOBytes

FHERHE D AIREXWT,

ID FIEN
el m1/PERIOD(m1)

EESZ  IOPSHAS L

EEHE -BRBENTE 1/0 FH (DataReadIOBytes, DataWriteIOBytes =
MetadatalOBytes) 8% IOPS Bo Lt , B A E BRI BUEGT BURGT IR L 100, REMXERRIE
—HAEM TotalIOBytes BV ETEURET B,

BRERBNEHIEENT : (MetadatalOBytes WEURETE x 100 (AEMA B 2 Lh)) + TotalIOBytes
RYEERET &L

HRREE | 21 CloudWatch I8EE AN T,
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ID ARERER mEtEF Period
m1 « TotalIOBytes EUEGGT R 1 988

m2 « DataReadI B ET & 1 88
OBytes

« DataWrite
IOBytes

» Metadatal
OBytes

FHIEREE D MREXWOT,

ID FRIEX
e1 (m2*100)/m1

EERRE L KB BEMUFH /O X/

FEE—BHERBMNES /0 X/ (LA KB BE{I) , 575#% DataReadIOBytes, DataWriteIOBytes
= MetadataIOBytes 3SHEMY{E BIAE TR T EUIRBR A XIE 2 A AH R BB R T U 5T B

RERIEHEEFBE LT : (DataReadIOBytes KY#A + 1024 (E#: A KiB))+~ DataReadIOBytes KY
EUERET &

FBRE | {&H CloudWatch ISBEAM T,

ID A A EE HET8F Period

m1 « DataReadI sum 15088
OBytes
* DataWrite
IOBytes

» Metadatal
OBytes
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ID A AEE HEt8F Period

m2 « DataReadI BV ET & 1 88
OBytes

 DataWrite
IOBytes

* Metadatal
OBytes

FEERE D AIREXWT,

ID RIEN

el (m1/1024)/m2

iEIB Amazon EFS CloudFormation &4 Fl 5 {E 822

& 0] LAEIB CloudFormation EIARE VIEZSZ2B RIER . GitHub £BY Amazon EFS #ERERHEH
h—EgEAR S THEMNETER. MEMFEA CloudFormation S84 E , F2R ( FHEE
) HWEA CloudFormation &4, AWS CloudFormation

ERBSEREKIIMAK

A LAEF Amazon CloudWatch Logs 2RESIR M3k es EFS ERRAHHEHRERINER LK , MESE
EARAFEWm, FRATHER , & EC2 #1T{ERREAMEM CloudWatch Logs , EERHEERR KR
ﬁ%%\i%ﬁi%ﬁz?&ﬂ&o

£ CloudWatch B 7 B A #H& E & B Th 28 2k OB &N

1. £ EC2 #{T{E# &% amazon-efs-utils REBBERRK. WFEFHMEEN , F2E £H B
By = E#H Amazon EFS A Fii AWS Systems Manager 5 F 8% % Amazon EFS A -

2. T EC2#{T{ER LZ% botocore ARMBERRK., MEFHENR , F2RLEANAR

botocore,

3. 1£ amazon-efs-utils FRA CloudWatch HEEIhEE, E&EEA AWS Systems Manager R
FMERE Bramazon-efs-utils , CloudWatch SE# BB A B TR, FEILE amazon-efs-
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utils EHE , BHAEEUES cloudwatch-log BEREE # enabled = true 175 , A&
FEIEH /etc/amazon/efs/efs-utils.conf {HEERER, BFEAUT —EH SRFHMA
CloudWatch B3,

¥R Linux #1TEE -

sudo sed -i -e '/\[cloudwatch-log\]/{N;s/# enabled = true/enabled
amazon/efs/efs-utils.conf

true/}' /etc/

HM MacOS #1TERE :

EFS_UTILS_VERSION= efs-utils-version

sudo sed -i -e '/\[cloudwatch-log\]/{N;s/# enabled = true/enabled true/;}"' /usr/
local/Cellar/amazon-efs-utils/${EFS_UTILS_VERSION}/libexec/etc/amazon/efs/efs-
utils.conf

¥R Mac2 #1TERE :

EFS_UTILS_VERSION= efs-utils-version

sudo sed -i -e '/\[cloudwatch-1log\]/{N;s/# enabled = true/enabled = true/;}' /opt/
homebrew/Cellar/amazon-efs-utils/${EFS_UTILS_VERSION}/libexec/etc/amazon/efs/efs-
utils.conf

4. BAUILLUREFMHEEE CloudWatch BEEHHEEBM , E efs-utils.conf BRHPREHFREX
B, MREEEX CloudWatch HEEMSERRAEN BFTFEDE |, B8 /{fs_id} FHEE
efs-utils.conf #%EAF log_group_name B K% , MTFIR :

[cloudwatch-1log]
log_group_name = /aws/efs/utils/{fs_id}

5. # AmazonElasticFileSystemsUtils AWS SEBREZEELRDEREE EC2 HT{ERE
IAM B REZZHTERBLEREN AWS BEAER, BOUER "TREEEE ) RIUTHD
£, MEFMEN , BF2R TR FAMEFIRE IAM #TERRER. -

LT RHFEFAREBFHEBRNES

Successfully mounted fs-12345678.efs.us-east-1.amazonaws.com at /home/ec2-user/efs
Mount failed, Failed to resolve "fs-01234567.efs.us-east-1.amazonaws.com"
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£ CloudWatch B EH @R &R RE

1. 3&EB https://console.aws.amazon.com/cloudwatch/ BEX CloudWatch £ &,

2. REREEZFEEBFEA,

3. EIF Jaws/efs/utils AR, ZH8E FE{E Amazon EC2 #1T{ERF EFS ERAMKESH B
B Mo

4. EBERFERUBEBERERRSEN , SRERHEAR DR K BRE,

#3] CloudWatch B/R3REZ#E Amazon EFS

AT LA . CloudWatch B3 , T B REEAREREIX Amazon SNS AR, BTREELEENHEE
BEE—EE. EFrgRBEERHNBANEEEREMEBNERE , RYT—ELZEEBE. LBERE
3% %) Amazon SNS EREDR Auto Scaling BUERAE A,

ERESHBEREREE2ERBEBHF, CloudWatch B RAERREERGEREMRAFEE |, RELE
E2EY R —RIEENFE,

Amazon EFS #J CloudWatch B/~ , EfFEE AERZAITHBENZNEERE, BT £ Amazon
EFS BRZAFEEUBRATRENR, ZEE®HEHIT Amazon EFS ERZREMNFTEERNBEEK |, &9
LLE A Amazon CloudWatch 1 AWS CloudTrail ERIERRFEMNEN , IEFFREMZEEA,

@ Note
BAl, SEEasBTEE MR,

Ty REFBLRIN{AE L Amazon EFS &R,
FEREEA
£/ CloudWatch £ AR EE R

1. BAAWS BEXEA |, ¥1E hitps : //https://console.aws.amazon.com/cloudwatch/ FARX
CloudWatch £ &,

2. BEEVETR, EZRKEF Create Alarm Wizard (BB REE),

3. EIEEFS EEAUBBMIA Amazon EFS 1 , URILEXRTERNIER. BERLHFEA RSP
£ Amazon EFS 51 , FELANERRFEESERRAK ID. ENZEVETHNER , AR
BET—%,

it
<
4
S
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4. IEAISIEHN Name (&%), Description (8288). Whenever (B E) B,

5 WREFE CloudWatch FEIZEF B RREREXEFBHEE  FESENLET B BIFERRE
AER, EEXEAE . BT, BEREHN SNS TE, NRGENEIYEE , NAHFETE
HETEEERERBNEFB 4, HFEEFFLYRERERUPHARETRER,

(® Note

MREFEREILEEREILFHMN Amazon SNS £ |, EFHH It X ELRKBRIF TS
BWEH, EFBUHEREEEREABTRERTISEE, IRLMERREERISFEH
it BRI EBE  MAFWEEA,

6. LK , Alarm Preview (BT AE) EHERHUEHEFBEESRKEVUNER. EEEVET

5/ AWS CLI
£/ REE R AWS CLI

Y put-metric-alarm. WHEFHMENR , F2E8 (AWS CLI i H8ZE) htips:/
docs.aws.amazon.com/cli/latest/reference/,

f£ A CloudWatch API

3
|

E

/N

kg

f£ A CloudWatch API

FEAY PutMetricAlarm. MEFMENA , F2E Amazon CloudWatch APl 2%,

£ 524% Amazon EFS API B4 AWS CloudTrail

Amazon EFS B8 R E S AWS CloudTrail , lARFFIR LA Amazon EFS AWS RHIERE. A
R REATEREZBEREEE. CloudTrail i Amazon EFS BFRE API REILEEER ASE4 , R H
Amazon EFS F# & BRI LA K 3K B ¥ Amazon EFS AP| 23 H R B,

MBEEIIBR | BATLUE CloudTrail E4F (&23% Amazon EFS WS4 83X f4%] Amazon S3 f# 17
BTEE, EESARTEER , MATLLEB CloudTrall TEATNEHBEHREREZIHSL4., BN
FIF CloudTrail FTUREERY &5 31 BT[] Amazon EFS R HMEER , URBRHERW IP ik, AS.
RrEMEMEEMER,

MEFHMEF , FSBEAWS CloudTrail  £EREERM) FHTERE AWS CloudTrail ? .
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CloudTrail Y Amazon EFS &3

EERENIRE AWS tRF B | 889 E S A CloudTrail, & EE)1E Amazon EFS 24 S
BHREH4RESIEHPHEHM AWS REEH —EEEEKE CloudTrall E4H, EBAUE AR, BEMNT
HRIENELG AWS IRE, MEFMENR , F2BE A CloudTrail S4B $ 508,

EEFERE PNEH AWS IRF |, 238 Amazon EFS WEH#H | BBV BH, #RFEAEE CloudTrail
1 BFRHERR T E Amazon S3 REFEETHR., BRIFFER , EREIRETELRER  BRSEAER
A AWS B, MESLE AWS 2EIE AWS B P8 NE4 , Y EFEEEXIEEEN
Amazon S3 T, AL, BB EHEM AWS IR , LE—F 5 MEE CloudTrail BEEH AT
WENEHER, MEFHMEN , 5528 (AWS CloudTrail FAEIERE) PHUTEE :

- B AWS ZHIREEBH

- AWS FR#EE CloudTrail HEFHES

« ERTE CloudTrail 9 Amazon SNS &4/

- BWZEEEN CloudTrail AFERERZEWZEIRFR CloudTrail BFER

CloudTrail Amazon EFS APIg 2 #FTE Amazon EFS, fin , ¥
CreateFileSystem, CreateMountTarget M CreateTags EX£AFIUEERTE CloudTrail B EFFHE
RHPEEEE,

B-SEMUAREXRNSTSELFTRENETA. B EATHEEHE T5IEE !

- BFREFEHREAEIER AWS Identity and Access Management (IAM) & & AEEHEH,
- REZBERE , RERFEATHEACEMES I EAENERRLEH,
- EREAHHEM AWS RIEREH.

MEFMER , F2E (AWS CloudTrail fEHEIER) B H CloudTrail userldentity ST,

T # Amazon EFS B&iEE1ER

BHR —EERE  ERBH U ARERNEARAREIEEN Amazon S3 f#FRT#, CloudTrail B
BRUS-VZEEAFER, —EEHAEARFRENE-FR , AIEFRBDE. FREBHAE
B, FRZBHFEF. CloudTrail BFFEIIFELE API IR EREREEF Rt TS UEMEEIR
FHE,.

T5I€EHIERE CloudTrail HFFEE , REREREEBIZERRAEEEMN CreateTags B1E,
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{
"eventVersion": "1.06",
"userIdentity": {
"type": "Root",
"principalId": "111122223333",
"arn": "arn:aws:iam::111122223333:root",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2017-03-01T18:02:37Z"

}
}
.
"eventTime": "2017-03-01T19:25:477",
"eventSource": "elasticfilesystem.amazonaws.com",
"eventName": "CreateTags",
"awsRegion": "us-west-2",
"sourceIPAddress": "192.0.2.0",
"userAgent": "console.amazonaws.com",

"requestParameters": {
"fileSystemId": "fs-00112233",

"tags": [{
"key": "TagName",
"value": "AnotherNewTag"
}
]
3,

"responseElements": null,

"requestID": "dEXAMPLE-feb4-11e6-85f0-736EXAMPLE75",
"eventID": "eEXAMPLE-2d32-4619-bd00-657EXAMPLEe4",
"eventType": "AwsApiCall",

"apiVersion": "2015-02-01",

"recipientAccountId": "111122223333"

T 5 FIEERA CloudTrail HFFIER , REREEAMBRZERRAZEIFMN DeleteTags EfE,

{
"eventVersion": "1.06",
"userIdentity": {
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"type": "Root",
"principallId": "111122223333",
"arn": "arn:aws:iam::111122223333:root",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2017-03-01T18:02:37Z"

}
}
.
"eventTime": "2017-03-01T19:25:477",
"eventSource": "elasticfilesystem.amazonaws.com",
"eventName": "DeleteTags",
"awsRegion": "us-west-2",
"sourceIPAddress": "192.0.2.0",
"userAgent": "console.amazonaws.com",

"requestParameters": {
"fileSystemId": "fs-00112233",
"tagKeys": []
.
"responseElements": null,
"requestID": "dEXAMPLE-feb4-11e6-85f0-736EXAMPLE75",
"eventID": "eEXAMPLE-2d32-4619-bd00-657EXAMPLEe4",
"eventType": "AwsApiCall",
"apiVersion": "2015-02-01",
"recipientAccountId": "111122223333"

EFS REELEACRWBEIER

Amazon EFS [RI§ER A EEE AWS BERHEST APl i, ¥R E EFS RIGEZABHETHRI | &
BB E username: AWSServiceRoleForAmazonElasticFileSystem B CloudTrail HE61E
H. W% EFS fIRBEZFABHNFMENR , 5528 £/8 Amazon EFS WIRBERAE,

T 5|€E5IFRH CloudTrail BF$EE , 7% Amazon EFS #1I
AWSServiceRoleForAmazonElasticFileSystem IR EE A BRI CreateServiceLinkedRole B
(=

"eventVersion": "1.05",
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"userIdentity": {

"type": "IAMUser",

"principalld": "111122223333",

"arn": "arn:aws:iam::111122223333:user/userl”,

"accountId": "111122223333",

"accessKeyId": "A111122223333",

"userName": "userl",

"sessionContext": {

"attributes": {

"mfaAuthenticated": "false",
"creationDate": "2019-10-23T22:45:41Z"

}

},

"invokedBy": "elasticfilesystem.amazonaws.com”
},
"eventTime": "2019-10-23T22:45:417",
"eventSource": "iam.amazonaws.com",
"eventName": "CreateServicelLinkedRole",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.0.2.0",
"userAgent": "user_agent",
"requestParameters": {

"aWSServiceName": "elasticfilesystem.amazonaws.com”
I
"responseElements": {

"role": {

"assumeRolePolicyDocument":
"111122223333-10-111122223333Statement111122223333Action111122223333AssumeRolel111122223333Effe
%22%3A%20%22A110w%22%2C%20%22Principal%22%3A%20%7B%22Service%22%3A%20%5B%22
elasticfilesystem.amazonaws.com%22%5D%7D%7D%5D%7D",

" "arn:aws:iam::111122223333:role/aws-service-role/
elasticfilesystem.amazonaws.com/AWSServiceRoleForAmazonElasticFileSystem",

"roleId": "111122223333",

"createDate": "Oct 23, 2019 10:45:41 PM",

"roleName": "AWSServiceRoleForAmazonElasticFileSystem",

"path": "/aws-service-role/elasticfilesystem.amazonaws.com/“

arn :

I

"requestID": "11111111-2222-3333-4444-abcdef123456",
"eventID": "11111111-2222-3333-4444-abcdefl123456",
"eventType": "AwsApiCall",

"recipientAccountId": "111122223333"
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THIEHIFE R CloudTrail BB E , /~&I AWSServiceRoleForAmazonElasticFileSystemBR#&
EEACMERCreateNetworkInterface®WE{E , 10 FpTiRsessionContexto

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::0123456789ab:assumed-role/
AWSServiceRoleForAmazonElasticFileSystem/0123456789ab",
"accountId": "@123456789ab",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::0123456789ab:role/aws-service-role/
elasticfilesystem.amazonaws.com/AWSServiceRoleForAmazonElasticFileSystem",
"accountId": "@123456789ab",
"userName": "AWSServiceRoleForAmazonElasticFileSystem"
b
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-10-23T22:50:05Z2"

}

b

"invokedBy": "AWS Internal"
b
"eventTime": "20You 19-10-23T22:50:05Z7",
"eventSource": "ec2.amazonaws.com",
"eventName": "CreateNetworkInterface",
"awsRegion": "us-east-1",
"sourceIPAddress": "elasticfilesystem.amazonaws.com”,
"userAgent": "elasticfilesystem.amazonaws.com",

"requestParameters": {
"subnetId": "subnet-71e2f83a",
"description": "EFS mount target for fs-1234567 (fsmt-1234567)",
"groupSet": {3},
"privateIpAddressesSet": {3}

.

"responseElements": {
"requestId": "0708e4ad-03f6-4802-b4ce-4ba987d94b8d",
"networkInterface": {
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"networkInterfaceId": "eni-0123456789abcdef0",
"subnetId": "subnet-12345678",
"vpcId": "vpc-01234567",
"availabilityZone": "us-east-1b",
"description": "EFS mount target for fs-1234567 (fsmt-1234567)",
"ownerId": "666051418590",
"requesterId": "0123456789ab",
"requesterManaged": true,
"status": "pending",
"macAddress": "0@0@:bb:ee:ff:aa:cc",
"privateIpAddress": "192.0.2.0",
"privateDnsName": "ip-192-0-2-0.ec2.internal",
"sourceDestCheck": true,
"groupSet": {
"items": [
{
"groupId": "sg-cl6d65b6",
"groupName": "default"

1,
"privateIpAddressesSet": {
"item": [
{
"privateIpAddress": "192.0.2.0",
"primary": true

},
"tagSet": {3}

iy
"requestID": "11112222-3333-4444-5555-666666777777",

"eventID": "aaaabbbb-1111-2222-3333-444444555555",
"eventType": "AwsApiCall",
"recipientAccountId": "111122223333"

EFS B9 RENAFFER

NFS A F i Amazon EFS Z#E &% H NewClientConnection # UpdateClientConnection
CloudTrail B4, EYRERZBNENER B NREESERE , Bigid
NewClientConnection B, RRENTREHZEBCERAFNBMER |, AF8E
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ERAEER

UpdateClientConnection. AFFHEMEFEEFREE ClientMount i , B EBHEEH., WF

EFS REMNFMET , F2H £/ IAM ZHERZHKNFE.

AT &Pl RE R NewClientConnection =4 CloudTrail B36EH

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::0123456789ab:assumed-role/abcdef0123456789",
"accountId": "@123456789ab",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE ",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::0123456789ab:role/us-east-2",
"accountId": "@123456789ab",
"userName": "username"
},
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-12-23T17:50:16Z"

b
"ec2RoleDelivery": "1.0"
}
},
"eventTime": "2019-12-23T18:02:127Z",
"eventSource": "elasticfilesystem.amazonaws.com",
"eventName": "NewClientConnection",

"awsRegion": "us-east-2",
"sourceIPAddress": "AWS Internal",
"userAgent": "elasticfilesystem",
"requestParameters": null,
"responseElements": null,
"eventID": "27859ac9-053c-4112-aee3-f3429719d460",
"readOnly": true,
"resources": [
{
"accountId": "@123456789ab",
"type": "AWS::EFS::FileSystem",
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ERAEER

"ARN": "arn:aws:elasticfilesystem:us-east-2:0123456789ab:file-system/
fs-01234567"

},

{
"accountId": "@123456789ab",
"type": "AWS::EFS::AccessPoint",

"ARN": "arn:aws:elasticfilesystem:us-east-2:0123456789ab:access-point/
fsap-0123456789abcdef@"

}
1,
"eventType": "AwsServiceEvent",
"recipientAccountId": "©123456789ab",
"serviceEventDetails": {
"permissions": {
"ClientRootAccess": true,
"ClientMount": true,
"ClientWrite": true
.
"sourcelpAddress": "10.7.3.72"

==

FREMBZEZZREMN Amazon EFS AEEERIER

Amazon EFS R TR RRMAAEE : FAFENDS, WP nZHgmE, MEFMER
B Amazon EFS W& RN,

illI
s
¢

Amazon EFS €7£12 i AWS KMS API B RUEL B RSB M Amazon EFS & H &
ENEAR. BERERRID ERENBEZHERZRRENMERE, £ CloudTrail HFEEBMN
requestParameters #fud , MBRBELUTIIASA :

"EncryptionContextEquals": {}
"aws:elasticfilesystem:filesystem:id" : "fs-4EXAMPLE"
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£/ AWS IREN A EHS

5/ Amazon EFS B , BREAFMERANERNE K MAREREERANRTEER, EEAM AWS iR
B—5  HATERRARE K EENHAERR/IRELASE K MEESREKR—EANTEERE,

AWS % Amazon EFS 2t T HI3R4 -

- IREIRE - LHWE , UHBREEMER AWS HWRBIEEFIEEZBHNSREMA , B Amazon
EFS. AWS always &0 EFS B8R RKEM#HE HUWE Amazon EFS B, MERERENFME
A, 5528 "TAWS Billing Amazon EFS Bk o

- AERE -BERBHVIEDHHE , k0K, AZARE, EUNEZEETENHERBRERE, &
A EEERNERE SN, MEFAEA , FS2BAWS Amazon EFS 1 A2 &,

THIERERM Amazon EFS iREN A EHREMHEBEEN.

FE

- FARAESE EFS BRIFKEER

« AWS Billing Amazon EFS WV ¥R

- AWS Amazon EFS ) FIE#HE

« 7% Amazon EFS WIREF A ERE

EAMA B EFS ERXRRKER

HRERERERVERFENRERAREMRES , BEARKRD BERBRFRIC EFS BRRAMK. &K
FOEERRRERARELBBNRER, MARAIERER2R , AWS EHRAERRBEXE S
BLERE LN EIRAA

BASERESRERENMESRFERAESILERSEN AWS AE. ENHRES DS HEFMIRERS
MEMEAMIEE (F28 " 7# Amazon EFS WIREMAERE ) ) UREBRSBAVEIMA.

AWS RUMBERRHNE A D EERER | AWSELENEREBENEAEERNER. £ Amazon EFS
CreateFileSystem E# 2% , 8 AWS A E&H. BYNER AWSELEMaws: createdByE&BE
W, BULER, EUFAEERNER , UEEHEAEERRR.

B ASE "IRENRAEE, AT I IBMAEWEEENER , eMT B ERERSH, W
FAWSELRBNFHMET , F2EAWS Biling ( ERAEERE) PIER KA 2 B S8 AA S NG #
AWS B,
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- MEREFSEREUGRAEECREBNFMEN , F2H ERLEFS ER.

- #N% % Billing and Cost Management £ A& H AR EEREBRNFMER , FSRAWS Billing
(EAEER) PHBAEAEESNEE D EER,

- #0%%F 7 Billing and Cost Management 12 & A AWSEENEBRNVFMER , FBHEAWS
Biling ( fEAEIERE) RHBH AWSEEMN A BiEH.

FRAEERNRASTHER
EREEENAEASREBEEEG TSI TH
- ERSHR, ERSREEREE, B, 1£ project/Trinity ZE,A |, project &8, EREBEED

KNEFE | AJE8E 1% 128 { Unicode F T,

- EBE, ERERVEFTSH, HlI , 7 project/Trinity &S |, Trinity 2EH, EBRERES K NEF
8, A'2E 0 2 256 @ Unicode F T,

MEERAEEERBNFRES  F2HAWS Biling ( E£RERER) PHEAEAEESHNEADE
R,

AWS Billing Amazon EFS B3Rk

B E ARERE 24 AWS RIEMEER AWS ERENHAEEARNKER. BEEET AN AWS RE R
& BEARE. KAPERESMFMANVIRERES ., WEFHMEENR , FS2BAWS Billing ( FAEER)
R T RIRHIIRES

WEE Amazon EFS RFHEAEMNEEMIRE , FBFEHA AWS EREWE 237 AWS Cost and Usage Report
(AWS CUR) WEEH ., /A AWS CUR 2.0, &A% AWS IRE & M EEHER Amazon Simple
Storage Service (Amazon S3) #1778, Amazon EFS AEHRESHRAEEA M 5 HiR#E AWS E
B, WHEFMEEN , F2EAWS EREY (E£AFER) PHAEMNAERS (CUR) 2.0

EFS R RHRRIET SR AR R
- f#%7 (8 6B [GB] )- SAHMIE EFS MERGTHRME , HELRREES (EFS B
¥, EFS "EFR (IA) MEFS #HEF ) MK,

- EBE (S¥E GBI MB [MiBps] ) -E@NERE (BMEVEARF) EBHEHENH
B, BHORRERRENEAGRE,
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KEFENSEIERZAEANFEORER. NEFMHENR K F2BED EFS ERER

- 88 (8| GB)- KEMBE M EFS ERAMNERAMENER., BANIEERDHER , UREMZ
BEMNERIDNEMERAEM.

WE Amazon EFS EAMWEFMER , 2B Amazon EFS E1{E,

WMF T #E Amazon EFS IRENAEHRETAEANKBNERHNENR , 526 7 # Amazon EFS B
REMAERS.

AWS Amazon EFS §Y FAE#H &

ELTERAEHRER  TUEEK/NKE, BXAREEAEER. Amazon EFS AERESRAESE
2 M 5 LHRE AWS B, W5 Amazon EFS RETFRAENFMAERE A B THBBELN AWS AE

. BULLEEECENAERE., BERKR, £ ﬂz—IJ«XiEEﬁﬂ%ﬁ%E‘ﬁo METHEAEREN
FHHERA , 528 AWS Data Exports fEAE ISR T AWS AEHRS

Amazon EFS AEBREZETHER :

- BR# - Amazon EFS
« UsageType - FH|EHF—{EE :
- HAlREFREENNKE
- BRIERERNRE
- BRI ERERBERNRE
- BplEEEREANERE
- HBliBHAENEXTE

WEFE Amazon EFS AEBENFMRA , F2H T # Amazon EFS WIRENAE WS,
- BR - Er5 A EMBEBNERER.
. StartTime - ERAEE HHNRKBERE (BEPRZEERRE (UTC)).
- EndTime - EAAEE BNERERE (BIREERRE (UTC)).

« UsageValue - THHEHF—EAHHEE, ERNARAEENS GB, TiB , RREMBEME , ARE
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- EERERMENGFERHE
- EREnE
EEDNHAMENENE

W T B Amazon EFS IREMABREPAAEANRKBNBERENER , 5528 7 # Amazon EFS #Y
REMAERE

T #% Amazon EFS MIRE M A EH{E

Amazon EFS iRENAEHREEANBNES. YR TRTFVHERE , FULBEPHMRE
BregionBfX :

- APE1: BAES (F8)

« APN1 : ZEXK[E (RE)

- APN2 : TR K[E1T (EF)

« APN3 : mmK[EH (KFR)

- APS1: AR (FiinE)

- APS2 : T KEH (EF)

- APS3 : T KB (ZE)

- APS4 : T KR (HEME)

- APS5: AR (BEHE)
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- EUS1 : BUM CKE)

- EUW2 : BUM (&%)

« EUW3 : BUM (EB2E)

« ILC1 : LA ($HHIHEKR)

« MEC1 : FER (M HBE KRANE)
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- SAE1 : EEMN (BRE)

« UGW1 : AWS GovCloud ( EEI#Z )

« UGE1: AWS GovCloud ( EBXRZp )

- USE1 (REFH) : BRI (HSEEILEP)
- USE2 : ZERIP (BX1R)

- USW1 : XEIFEEB (H0F 46 /B 2L EB)

- USW2 : XEIFEZB (R#HE)
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TRANE—WIHIREEAEREFFFENAERER, ERNHERAEBENA GB, T , WA
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ArchiveD
ataAccess-
Bytes
region- N/A GB-Mo N/A £ 90 R RAFERER 28 , #t EFS Archive &
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AEER CloudWe E{I fE#lif2  Description
h 1815 E
region- N/A GB-Mo N/A £ 90 RERKAGERE R ZAI , #& EFS Archive fi
ArchiveE FhMRz NEER (/DR 128 KB) BVIRLEEAI
arlyDelet PEBEFRE.
e-SmallFi
les
region- StorageE GB-Mo #/IE  EFS Archive EFEHERERN GB A&,
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imedStora ve
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IADataAc RE,
cess-Bytes

region- Storagef GB-Mo #/Ni¢ EFS IA fEFEPERERN GB A%,
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IATimedS tes.IA #EHH GB AEL.

torage-ET-

ByteHrs
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AEER CloudWe E{I fE#lif2  Description

h $EE B
region- Storagef GB-Mo #&/Mi§ HREABEMWEEMNESR  PEER (MR
IATimedS tes.IASiz 128 KB) 1M 1E EFS IA B8 GB A&,
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torage-Z-
ByteHrs
region- StorageE GB-Mo #&/)E /PEER (/IR 128 KB) FREEEFHERR
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AEER CloudWe E{I fE#lif2  Description
h B E
region- Storagef GB-Mo #/N\K REFEEERFHERRHEN EFS BERFPINE
TimedSto tes.Stanc BREREE,
rage-Z-By ard
teHrs
|t
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EFS Standard & EHN 2 BE X
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LEEFEER  ESLUEENMKEER BRINE 128 KiB WREFEEH.
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MY A T AR ERFR N @A 8 A EUFTE Amazon EFS IREMNEMFMER , F2H .
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/A Important
RX /0 MERXNBRERFELEFESRN T —RAE, RERXNIEREE, RESER
Mee , AMEREBRER "—RAR) MEER. WFEFAET  FSE REERX,

- BAEREN B, HRIURE

TRERER —RARMEEANERRENERE , URERRREENGEERAN TETREE
A

Ho
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ERAEER

A — AR MR AR R R RERRSE

FMEIXEHERE

mEs  EX

B  Elastic

[& 35 1 Provision
ed

Bt  Bursting

BE Elastic,
Provision
ed,
Bursting

1. B RWEEREARRERG T WRERIMEE,
IENE

SRR R

HAEE BAR

& &

~1E¥® ~27

(ms) milliseco
nds
(ms)

~1Z® ~27ms

~1Z® ~27ms

~1EY ~16%F%
#

&K IOPS

HAEE BAR
& &

900,000- 500,000°
2
1500,000°

55,000 25,000

35,000 7,000

35,000 7,000

RABIEE

=EE
ﬁgl/:\ldb

SEY 2

By
20-

60 GB
(GiBps)

3-10
GiB/s

3-5
GiB/s

3
Gins5

SEE
ﬁgl/:\ldb
BA 2

BY 1-
5 GiBps

1-3.33
GiB/s

1-3
GiB/s

1
Gins5

SEE
R

B

ESYY

1, 500
MB
(MiBps)*

500
MiBps

500
MiBps

500
MiBps

ERERTHESRMER. ITHEEHENREREZME

2. RRBRMBABEEBEURRN AWS EiEl, BB KRABWEXE AWS EENEEEFTEEMEEER

%, Amazon EFS R ERERIFERBEREEETMENBEEMNFR, KHETHE

SHEH, fEE-— S THBRESEENEE

%2 Amazon EFS fit &8,

RAIB T E

3. BIBTER , $HUTEFINER  FAEMRXENEERKERZZ SIS 90, 000 {EEH IOPS,
SR EZEAE R BIEEE) 250 , 000 {EZEH IOPS , L& 50, 000 fAE A IOPS, MMELRNIEE
HEEFZ IOPS, BIEALIERENRES 10 SHNELEFE, NFEHMET , F2HETLUESN
Amazon EFS fit48, Ev@ZZEANEHE A IOPS, MEFHMAET , 52 /the section called “/&

CITEAEFTERSHNEIZEN IOPS”,

4. BRAEREMEEENERRR

BAREHERMBEARBZES 1, 500 MiBps , A Amazon

EFS A Fif (amazon-efs-utils fxZ< ) = Amazon EFS CSI EEEF25 (aws-efs-csi-driver) 8 2.0 ki

WA=
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REMBRERETHER. BAPMEHMERRR , BiXEMRFIA 500 MiBps, 1% Amazon EFS AiF
ImM B , 552 E T & Amazon EFS Al Fim,

5. FABEERMZXENEREERREITLURS EERREREEN EIHERRKMERE R per-file-system
BERMEARXEE (BEHLRAS5GBps,, EALRA 3 GiBps).

& 728 5!
Amazon EFS B BASARERNRENRE , SHECRRERRM.

- EFS BERTFREREMABERE (SSD) REAKEFINERREHREEESR. LFEFERRE
HE—UTHEE , BERRERTE1ZEY , BARKTE 27 W,

« EFS "E17H (IA) M EFS Archive RFEREFHFRARBENEN  MAFTELEFINERMN
FHVEEMAE, ELERFEAREMALTEVNE — B THEIEE,

WE EFS MEEBINFFEERR |, 582 Bthe section called “EFS @ FE A",

MEEE T
Amazon EFS A TREREEES | —AEMHAK /0,

- —RAREXEARENERIRFEILE , REERRBENEAZNEER, EESERRK—FERA—K
RN, REEERNE , RAEBCHRKRER "—RAR,) MR,

- BERIIOBARE—RMEEE ZASEVFTILNITEERHMIGH, TARL T—HAR, #XE
BHIEE, ERFERARIEAELBEIENERRRTIZIERA /0 E#X,

/A Important
HRRX /0 NEERELEERS , RMIBBIAERRRER "—RAR, HEEER,

EEHBRRENITEESERSEFEHA —MRABRMEERNNERZKTAN IOPS REIR |, Bl LA
PercentIOLimit CloudWatch #5818, WMEFMER , 582 EAmazon EFS B CloudWatch 151E,

FEREX A EMIRE IOPS | EFRMERXEENERR, IOPS FTEEFNEKE ; HERFTARE
REABNBEERF . SEPERERRR (NFS) FRBSR 4KB BXEFE , RABRFRIE
e ANEIAEETE,

ERERV 198
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3Y B g g
Bk EE T

ERRAFNBZIEENEAETRRIRTAHNEIEE, Amazon EFS RHUT=E@iAEE &
., HENERE, BEEEEFTN , TEEEE ﬁﬁkﬁLiEmmﬁmﬁLioﬁﬁﬁLEETT
AR KEEEERRAME AWS BFES., NEERTEAESFERRFEIAE LIRWFHENR , &
28 Amazon EFS Bt 58,

EHERRRAIUERFRNRABERRSER 100%. Hl , MRENERRKEALRNBEER
HHY 33% , BRREUUARFEIEBABMEERHEN 67%. EERANERRFFMAEARR L ,
RO NEHBEBEAR (BEXRTERERRAENGEIEEAE, NFFRER  F2REZGEE

X& BEo

EEERNERRREEERN
BRTHEARNNEER  ARSRMREERNBXEE,

- EMEXE (BR) - ELFEUEINREREEZFANTEEHARET K , KIENEAER
LA 5% =¥ {Kaverage-to-peak L REEEN A B | FEFATERMNEMRIZE, WEFMENR | B2
BIEMRIEE,

- HEHXE - MRESAMETEEHENRETR , IEAERI 5% = E Saverage-to-peak b R B Ep
WXE K BEAMERXE, MEFMES  FSEGERILE,

- BEWZXE - ERFERLAERERRRTNRFEMERK K BEAREWXE,

MREFERAREREAER K BRECNEABRAZIWEERS (HlW , SERBER 80% Ky SLFF&E
B K YEEHEAMAREEE )  AEXERAELCIMENGEE, NIFFHEER A F2HEEEHE

o

IHHIm

1NEE Amazon EFS ERIEEMNEEMEEN , 552 E Amazon EFS 9 CloudWatch 181&,
MRS

HRACAEHEZENERRMA , Amazon EFS R BERSMREEENE , WRARIHEEEEH
MER, BHREIXERMEET R TR RIESRELTE EJIVEEﬁE’JEﬂﬂ‘h_a#ET ® U T
BERIXE 5% HEK (average-to-peaktt® ) EH#EXENEARER.

HREFEMBEEBNERRARNBEENETEDRE  AETRERESMBAIERERAEZ
BHEAREAER, SAEXNENIEANTRENNENE MEEERAELHEERTERER
HEREBHE.
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® Note
HABEMRAEEERBENRAEEMER , ERMEREEBMEA CloudWatch
(MeteredlOBytes) B2 EENAEREEAREREERN — o REEEENIZE., ETH
BEHEREERERR , YRFERAINEFESHER, NFEFHEBEA , F2BEEH Amazon
CloudWatch E52R154E,

NESERDBIEEEBRANER , HLH LTLUEEH Amazon EFS R,
GIEES pe

FHAMEBRIAE K BUMEERERRRUTERSNREEENR  TIRERRAENVANIRGEEERES
€, mMREMEIEESENMEFTR , RENEARER Mlaverage-to-peak b R HY 5% o F % B By ix
B, FEAfAEREE,

HRERHRREENERRR  CREXNAERREMANGEIEER. RARENREERER
BRELXHERSERFERRAEIENEIEAERE L BE AWS BEFEES LRARTREERREIE
B,

NMRERRAENEERZEEEMENGIELE  AISEDERAERRRANRERIEE (RIEH
FEARNREREEGIAEBRE AWS EH).

NESEESAGREEERHENET  FBH LTLUEBEH Amazon EFS B,

HRZERERRRTREEMRENAEIENTHEEE K EREAREREE. BBRERZE
A EREERTFENTHERRMAPKEL , 8 GB RFHNERE 50 KiBps. GiB ERRH
HEBREEABEEREK K SRREEHE  ITHEHEEEBERERIHR,

EERERETAN K BERRXAVEEZEERMEFR (5 GB MiBps) HEEESE TiB &3iZ 100 MiBps £
xR  && AWS [EiF R#%IA 100 MiBps, KiBps MMRETABEEE A EXRKED LEAEE
TiB 1748 & 50 MiB/s , TFEA 1 MiB/s,

NMESEESREFEZENHEBEEIN , 5528 General resource quotas that cannot be changed,

T % Amazon EFS 1BEXE

FERRERNZE K SEERIXABGUEERXES—REEANSEEE K MEEFRRIRARERE
EFS REREEINHPHERRBEANN. 8 TB REFENEEBHREL 50 MiB/s (¥E8E GB #EFR
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ERAEER

2 50 KiB/s), Amazon EFS HIBEUREFTEREREAREERRN=92—,

RIFERRMGEER

RIZEEE GiB BEUIAE 150 KiBp/s , T GiB EA#IXE 50 KiB/s,

BRAFUTUASFEUEEEEERREDHIEIE. SERERRTIEIEDHIERNEEETE
BRRE  RERTREEE, RENBREFEIERRAREASHLAERSIBERAEEEGERR,

flan | EERBFENTPES 100 GBFFEERMNERRSE , HEERIXEA 5 MiBps. 7 24 DMK
MBI , RAKAES 432,000 MiB KIZEE (5 MiB x 86,400 # = 432,000 MiB) , ATFA3LL 100

MiB/s HVIRE RE 72 288 (432,000 MiB + 100 MiB/s = 72 77 §&).

AR 1TiB WERRE , MRERT 50% WKEBHERFAERE , MERKERS 50% NWEEPRE

.

TREHFEBENEH,

BRRHERN

R 100
GIB HyETRER

BEFGFEHR 1TB
WETEE R

BEREHR 10
TiB f95H &R

BE , BRAKNX
R

BREWIAE

- EXH/ L AL 300 (MiB/s) REEH
B 72 08, B

- EXRHB L AL 100 MiB/s EREA
EmBHEF 72 piE

« BRRZTLUREE 300 MiB/s R
REBRERE 12 /DB, R

« BRRZSTLUREE 100 MiB/s R
BERERER 12 /MK

- BREZALIREE 3GiB/s R&E
SRR 12 B

- BREZULUEEE 1GB/s RE
B R 12 N

- BRESTLEEES TB #ES
£ 300 MiB/s R BEwRHERF 12 /»
B, =

- BRESTLEEES TB #ES
£ 100 MiB/s REMBRHR 12 /)

S

- FEED
- FEED

EEmxE

iE 15 MiB/s R EEH =
iZ 5 MiB/s REEm=E

=
=]

=
=]

- ¥HEERE) 150 MiB/s REE#H=R
- ZH{EEEE 50 MiB/s REE@ER

- BEED 1.5GiB/s AFEHE
- BEES 500 MiB/s AL =

- BEREE TiB fE1FZSE 150 MiB/

sREEE R

- BERES TiB 1732 50 MiB/s

RREHx

A apes

201



Amazon Elastic File System EREEmR

® Note

Amazon EFS BFiEERRFKIRM 1 MiB/s WETE#HZE | BMFEEEERREKth 2 a0tk
EEEEERRANREFMIBEGMEANERRR AR/ , 2F B DescribeFileSystems ##4E
FrERBH ValueInStandard stEX/NER,

ERARUEBEE , M1 TBWERRK , HEEHRELRA21TB, KR 1TBHER
R, LIRAIAS TB RFEARE 2.1 TB, ERATEERERERARIUUREEHNEE , RE
BREEINRIE 12 M,

RmEENSEMRHENRSE

BULYMBARERENREERN K IELFHEBEE, T8 , $WXERARANEREZER
PEMERZEER  THEESIE 24 MHBBRAIRS

- RITBHZERRNVBRETEMNHFEERIEEERL,

- BAOMERIZEE,

Amazon EFS ZREEFKER

#5F8 Amazon EFS B | S5324E T HISAERIGR -

15 110 K

Amazon EFS WO BAAE BERTSEMNTAMY, SAMETEREYE.,. EEIHRAEBEEAER
EREELLEFNTEEE, ARAESEEENEEIE  NEEEHGEXEEFTSEEFY /10 K/NHig
nmiEs , AL EEREHARENER 9 #,

BLIEESFEHRSHEIEZERN IOPS

HREESWEEN IOPSHIHEAR , FEAU-—RABRYERERAMNELBEERENEBHAERR
o

(® Note
EEEIREFREMNER IOPS LR , ERAKMLACAEERHIXE,
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EREBREMEE  BLAKBTIAARERAEARTEEERE S A FTEE,

1. BT EIMAAFRMESE HEKBEELHECHERANAFREBMEE,
2. BEEATHRIRAENEINHHE , FRAREBRDFA.
3. BTHEEHDHE 10 B LAY NFS PR , EE—#HEBET , SEARFRELES 64 BT

o
ELS3EERE
B LV ERZH T8 Amazon EC2 MEEHE # 1TE 8 £ EEFHE Amazon EFS R XK. AWS @
BAUEESHTEERETHTEARR , ARt g T ERESERR LN EE,
BRI

MRIERAERSBABRRENINEE , AFATHNRAEESEIRLS B A Amazon EFS 28T , 5
&R Amazon EC2 H{TERE LNEEE. FRSBAERNEEEBEREK, JITHERIBAR , &
EEARANRERETREG

EBRXFRUNEBATELZEANGE , RISEHAKIBIRINAYEE (Fl0 0_DIRECT) REBER , AIZE
REHEM Amazon EFS #HEE P ER. SHEEEESEAFI®mE Amazon EFS Z R EFIRETT,

@ Note

EFMBENAERER | KAE B (NREMZE Amazon EC2 #11TERE) FEE < EEE
TR, FRARSEANRAEERET —EFRZITUBERARRRS , BIRERSER -
. BBERESENEAREREAFBSEATURSHIESE,

NFS A Fin# & E

ELEEERAZBVEEREE (0 #H EFS XA M Linux HEHEHEE PrR).

E&7E Amazon EC2 #1TER L HBERRHKK , Amazon EFS X EMKER R 4.0 8 4.1
(NFSv4) BIAWE. 5 NFSv4.0 (BB DR 1,000 EHEE) L , NFSv4.1 (BB 10,000 B R)
AIAHTPEERBIUREREBFHFHOMEE, #11T macOS Big Sur B9 Amazon EC2 MacOS #4117 {# &
£ NFSv4.0,

EER T ERE
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« noac, actimeo=0. acregmax=0, acdirmax=0 : ELRESEHBIERE , EEHRELERE
EANEE,

« lookupcache=pos. lookupcache=none : EXEZESEAERABERIRE , SSHWEEER
FEARNTE,

« fsc: WERBRAMASHEERRE , BEFER2E NFS RE—3E , AR ILE,

@ Note
EHBERRZRR , £TUERE® NFS AFRBERMNBAREGE/NMEME 1 MB,

BN EIERMEE
ZANBTRAOBEENER, ANTTRE  URBRENESERE , URE M DERORE
© R B RRBENERRE,

MRERETEREFFEZER | L ETEMESR, TR HRT I BRI IREF R A it 5
R, ERAK. BEANTREREBRREIUERSAAIEBERET.

ARHBAPNENGE , FANMRERIFEFEER,

BRER (XM, XHE) FEEFENHEASEERNEEMER, EARNGEREMET
ERAE , - R ARE XS AEREHETFHBRISTRRE.

- ERAFTEERAREDTRFENZE.

- BBEERFEE—ME .zip BRP, RERARASEARENEZENYS  BEEXHAITAR
Ao BMELEMHHAEL .zip BRF , LELET LU —RITHEAR S EESR.

.zip B AFFREHH B ERESR.

BLHiR e

EESHRHAREEBE & BB 10 BEER) LEBHITEE (Is) B , Linux NFS AFIGTREEE®  m
TE2ELEEE, SEZ D 5.11 RIEEEE | Z% 0 EBHEZ Amazon Linux 2 %0 4.14, 5.4 F
5.10,

WMRTEE  BREKERRE LN B &B B RIFE 10,000 LT, BAIREARE T H &,

B/ B R WAL 204
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PIH B IRFTRFEXHBHRESERN , RRELNHBUEARRTFRER KT,

&1t NFS read_ahead_kb X/

NFS read_ahead_kb BMEZ T Linux AZEEEFIUREHRBTALENIFEIRN T THEES

¥R 5.4.% Z8IH Linux &/ ORRAS |, read_ahead_kb BEHIERE S XA NFS_MAX_READAHEAD 3 LA
rsize (EHE&&IEEP SENA PR ERENEGTER/ D) WE, FHAESHIIEER  OXNE
read_ahead_kb 5XEA 15 MB,

(@ Note

& Linux /O WA 5.4.* BIAEF | Linux NFS AP in 2 A& {Eread_ahead_kb 128 KB,
RMEZASLEEME 15 MB,

1£ amazon-efs-utils MR 1.33.2 IRRESRAFH ] K Amazon EFS # &8 HBIEXNSEHEER
R#kE , B read_ahead_kb EEHABER 15* rsize = 15 MB,

R Linux 0 5.4 RESHRA , IRETFFERHEHBERNRBIERRSE  BZEFTBHR
iE read_ahead_kb & 15 MB LIthEMEE, HEERRFAECE , BULERAT IS RER
read_ahead_kb B, AL SZ8 , BEATIE :

- BATEMK/DE read-ahead-value-kb (JA KB BEAIL),
AERRENBREEN efs-mount-point,

device_number=$(stat -c '%d' efs-mount-point)

((major = ($device_number & OxFFFQQ) >> 8))

((minor = ($device_number & OxFF) | (($device_number >> 12) & OxFFF00)))

sudo bash -c "echo read-ahead-value-kb > /sys/class/bdi/$major:$minor/read_ahead_kb"

T5|&HA#E read_ahead_kb K/NEEEA 15 MB,

device_number=$(stat -c '%d' efs)

((major = ($device_number & OxFFFQQ) >> 8))

((minor = ($device_number & OxFF) | (($device_number >> 12) & OxFFF@0)))
sudo bash -c "echo 15000 > /sys/class/bdi/$major:$minor/read_ahead_kb"
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ERAEER

¥t Amazon EFS M BEfBEEITHE

- BB 4.3 REHRAHK Amazon Linux 2
+ Amazon Linux 2015.09 s E#H R4

« RHEL 7.3 REFTARA

« Ubuntu 16.04 B P& kR

+ Ubuntu 14.04 &% 3.13.0-83 REFTIRA
+ SLES 12 Sp2 SE R4

]

—RME , MREERER Amazon EFS FIEERB RN 2 |
BEANREE Linux BITHRA , BAERETYIEE

s

i

IR
)

RERNREHM Linux &4, MR

MREFEANRS —ERITRARBTZRL , BRERKOMRAK 4.3 EFMRA.

(® Note

HRELHBASEERMERBETE  MISENTHEREMS , RHEL 6.9 ATaERIREE

%

FE

- EEEN EFS BREERMK

- EBENFS EXRBLEFMAFNESR

« 17HY Amazon EFS iR & A RN

« Amazon EC2 #{T{EBF .- EIfE

- EREXREAEERERNELEE

- EASHBASERMERRETE

« HE] NFS BREERE ALLE

+ {# M Oracle Recovery Manager 23 {55 L B2

LR EFS EXERK

B EFS BRAMNBRAMABUTAR :

MR R EE TR
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User: arn:aws:iam::111122223333:user/username is not authorized to
perform: elasticfilesystem:CreateFileSystem on the specified resource.

REVENPF

BEIEM AWS Identity and Access Management (IAM) B3R | IR EEEZEEY EEEEERKHYT
M EFS ERRHK. MEFMENR , F2/BAmazon EFS W E 7 MEINEE,

BT NFS BRRFELFHAFNESR

EfRRiGERENFIEE ID (GID) B8 16 R , £AEEHEE NFS BRERK LATRE , Wae
FANERRSE LA NHRITEN. EEBAERENRRERE NFS BABEHBUERAERSXE
16 18 GID , 3 BEMEHE GID &1 NFS AFinFRu&E , B R RFC 5531 FHVER.

REVENMF
A LAEHRE NFS R EMEENE | MERERSMEMENFEIEE (GID) BFEIB 16 fE.

TZH Amazon EFS 12 & BFi 4 85358

AERRBEAEEFE Amazon EFS EE T AR sEES

[—N

HEEER,
B % ec2:DescribeVPCs BHEAS R A $155

FHL Amazon EFS =& , RSB T T IIEEAR .

AuthFailure: An error occurred authenticating your credentials for ec2:DescribeVPCs.

LRI R RN B AR R AR K IiEB Amazon EC2 RIGER R, EHREIZEN VPC R EFS BERREK
B , Amazon EFS AR KREF I Amazon EC2 AR,

BREENE
BRIEEERFPiw{ZE Amazon EFS £ A51RR.
Amazon EC2 #1T{EE (= 1L o] fE

HREMRERRFHAE T RETHERERRE , Amazon EC2 HITEER SR ILFLD
FE.
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PREUEN

MRS B Zel , BAHRERRK. WEHH Amazon EFS ERRKVFMER , B2E HBER
B

EREXZRAEEREMNFLERE

BREAREEHE Amazon EFS WEARENF L O EIERXAITERERKED.

REUEN

NMREAEXZSERRNKETEEMEEREAZE Amazon EFS | Linux ATREEE
VB LK HAXEFCELOE, HiTAZERH kernel.hung_task_panic £
kernel.hung_task_timeout_secs EMEX UV HESHAE,

HUTHFH , ps P EEHTEBRENRBDISEFLOEEFREDRA D, AREEFEES
#F1/0,

$ ps aux | grep large_io.py
root 33253 0.5 0.0 126652 5020 pts/3 D+ 18:22 0:00 python large_io.py
/efs/large_file

ABRRENHE  FRESEANFLEEREHEFNREREREAZOER. ATHSTERSHY
Linux R4t L5 A F LB AV ER R OEHRR,

$ sudo sysctl -w kernel.hung_task_panic=0

BB AR ZIERMIENREERE
EERARZEERNERESNELNTERMRIES 1/0 FITHEE,
REEN

EEREESRETEMERERRRE 4 iR (NFSV4) HE , AR NFSv4.1 W RHEL6 AAFwm L , A&
EL NFS AFim~F%I{t NFS OPEN 1 CLOSE #/E. £/ NFS BIAWHESE 4.1 iR , AREBEFER.
SRR AN —RE Linux B1ThRA,

MREEEFERA NFSv4.1 |, 55EE Linux NFSv4.0 AF iRk A E 1D ME4H 1D EFFRARBAIRIRAE
R, EMEZEREFRZERNTHEBFELFER , FILKRARET, EFFE ID BEFE , AR —XR
2EX —ERRR SRR ES NFS AR, BEMRSLREE | B LHT T HEMENE

ERAERXEEAEENERNEFLEE 208
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« SETBMER —18 Amazon EC2 #1T{ERE LA RINERE ID MITEBIEFF.

- BAILKFERBBERPHEAE D RETE Y RABR—EFE D,

- EWAILAEEBH Amazon EC2 #ITEBHITEBEREF.

B NFS BREEXE ALE

BHEE BETH NFS FAFIRERE , M Amazon EC2 #{THEEEZEE=-METLEFMS — @ Amazon
EC2 #1THBHERIRBEHITHEALRE,

REE)ME

MREEBWEE , EAUERATHHP—EREER

R Amazon EC2 #11T{E#E L EINERIA NFS AFREMABMHRE , FHAENERRRK. R
EiB noac BEMEEMBE , UFRABMREL NFSv4.1 WEBMERETERSRA.

(® Note
= F A FimtREX A sE & P B AR A2 =X 3B

- BHALIERAEESN NFS BFNRERRTESUBESRBERE., EEHTIIRE  EUUESE
BUEE SR 2 B M ENE% ACCESS BF @R,

Blan , £/ Python BXERFTFES , BRI IEBTIIRFW,

# Does an NFS ACCESS procedure request to clear the attribute cache, given a path to
the file

import os

os.access(path, os.W_OK)

{# A Oracle Recovery Manager 211 {7 LLEE

# R Oracle Recovery Manager ERBEMER 2 EET 120 # , BIEA Oracle Recovery
Manager 2 3 {517 Al BE B 18

REUENE

MREEBIEE | 552 H) Oracle FRBAH 4 (Oracle Help Center) FEYEUA F1ZH NFS #9 Direct NFS
A Fimi2 %l 2k{E R Oracle Direct NFS,

B3] NFS BB R B AILE 209
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® Note
Amazon EFS % # Oracle Direct NFS,

AMI E&#%/0n B 78 5 2 HE #F

B A Amazon EC2 #I1TEEEH Amazon EFS B , & AEIB T 5 EARBEAE LSS E Amazon Machine
Image (AMI) 8% /U kR 25 A8 B Y R B

e

- $EEHETT chown

- HRAFWERENERRZAREERENITRE

- JEENAF IR

- EABEEHPIHERZERENERE

#EEHETT chown

LR Linux chown s T ERER/B SN HEE#,
BB I RR B U AR A

2.6.32

PREUEN

SR AT A T B R LA R SR RS -

s MREHLERUEN —XMRESERIIT chown LUEE EFS EBHNERE | Ba URBITEIHZ
W ITEE T chown fi s, 0, FEHASZIRA Amazon Linuxo.

« R chown REMNEETHEREN -T2 , BLAEMBOMRAUER chown,

HRAAFPImERERERRAREERETHNITIRE
HARAFIRERERNERRRERNATEERE,
REEN

AMI EZ#Z/0 ) 7B 5 B HE AR 210
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16 7 5 i 81 B ST B A AR AR
SELSH R F 5 i

B RICHN A Fiw.

SR MERN RO

« f£ Linux 3.10.0-229.20.1.el7.x86_64 #%/\BY CentOS-7
£/ Linux 4.2.0-18-generic & /U ARZAH Ubuntu 15.10

PREUEN
PITUTER—H :

o FRBIEBFTRIONRA, #¥ CentOS-7 , Linux 3.10.0-327 K EFMBEAN K LB E TIEIE,
o BB REAVZ O,

EREBEHPIHERFTERRNEGE

WMREMN NFS AFRAEZ-—EFBEHUTHNEERFR , BREEER , RIAEREEREIFR, Fit
EXEHE , TR NFS AFREE ISR BEHNARTEE NFS AFRHEREBARBZE—ESE, K
b, BREBFRENAEBEZ s WS URETERRNVKET BTN,

SR ERNBROIRA

KR 2.6.32-696.el6 By CentOS K& RHEL #%/rhR s
PREUEN

HEMPEERBE , BRI BT B
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£ Amazon EFS e MEBEHR

RTRELENWER , Amazon EFS € BBE3 8N EFS BRERK. WFEE—THEENERRE &
ABME PER EFS ERRK AWS Bl ROMNER EFS ERRJITRARETIUE EFS ERZRE
BRESHRREASENEEIRE. S0, EEREBEZIERBERNERLT.

ES |
- B0 EFS BRRHK
- ER EFS BRERHE

@ty EFS ERR#

Amazon EFS [REH B & AWS Backup , ER—E2¥E., UBXRAERNERYE , TARELNEE
B BER , LMRE Amazon EFS AV E R, #R3% AWS Backup T85% , &f# A Amazon EFS £ A2
UHERRFESEHRED. EEMEM CLI S API BUERRZAR , AERIASHBERBERRKEM
AEBEE.

{# /8 AWS Backup for Amazon EFS , #8117 T B Eh4E
- ERREMOSFERECEADHOURNRE, BAIEEHMOER, HHBHE., REHBONER
LR B0 £ m B BUR,

+ 1EJR Amazon EFS ERH ), BALUEERREEREREHMNNRENERRM. SHBTLLE
BYTBRERIIERBRER,

WEMEA BFEME AWS Backup , 5528 < AWS Backup FiEE ABER) HH AFI AWS
Backup,

£}

- AWS Backup A/ Amazon EFS

- FREM IAM FFA]

i B

- BB EFS BRRFENBBEN
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AWS Backup f{a £ Amazon EFS

1R AWS Backup TER% , &£ Amazon EFS XEABINERZAEEBHHEH. EEMEM CLI
M API BUERRAR  AERRSHHEESERRRRABBHED. B UEMSH AWS CLI =%
AP| 21 EFS BRZXMKEAFREBRED. AR EFS HHEHE4EH AWS Backup BEH BB BHER
E, BREH , REHA 35 K. FHTERK EFS RO ERINENEFHRIETER EFS HHXHE
1, Amazon EFS h &R KREEIZ XM E, EEMBRBERFEAFTENBORTE,

EFS BRAKHIWFIEERHE RN , ERE/MINBERTERN. ERPCHRALETEHEERE
Infrequent Access (IA) &% "#F.) REEHPEERN EFS ERRKK , BFEXIFERFTREA.
EERERYEE K FEERHEERRIEENRFTER,

B EHH

AWS Backup #11T EFS ERRMKWEERD . ENRFHEOHE A sREZREERIBEVES. mE
ZERAENRERGYE K ReRRCBE. THRIABKRVERNE K. E8EEROK , AWS
Backup ERELENSEER , UAHZRER, EESEZERAERMBER , KB THRIED
FRENERE , XEHER TR,

fmin — B4

Amazon EFS BEFIERFTRIEHS W AM, BRI UERDETREFRANEH EFS ERRMHE AWS
Backup, 718 , MREHERODETHFHBERRFETIER , TRERET—FNEE (FINER. BR
ERIBRNER), BRITRABERA, EFfwS. BHIMKREE. HEEFHO -3 RAIEE
LHERECETHFEFEEIERRFNERAEADRERF, F , B#iEOHEETSEIERREN
B ERETT o

i 17 55 A B ER

BULLEREERONTEREFR, EAKRERBEHETKNHE. IREETKFER  FRLERE
SRV RE AR B R R AN K. EBAM AT 1H B FEAR BV i 42 AT BATE B ER R SE R o

AEEERRATENES K SREA/ARTEAMRE. BT —REENRGEE , SEFLE AWS
Backup #&#&. #&RILAFE AWS Backup EE X2 A LERBFMARDNMRE,

B ERERNRERR

R EFS BRAMKEMDTUKERE , FERTIREER , URATRNRMRE
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- EREOFERE - IREIRIROFEERRNERE (HIM 20 RIAL ) , FEBAETREERME
"R 3 Ko WHERFF AWS Backup T EBENIMOEE  MAREAEE - ERFRTHE
Bfmtd,

- ZRERRFERE - EFROEEERIAERERENABEERRR AR NBENTHRFR, 3
REREBEOREREGRERDTR , XRFEERRBIRE.

- REWEBERE - FRARENTHRERR , AWS Backup BBt TXH RO ABBEFN L EE
. EEEER ZENARERRRLEREE—REABPTAAREEER R,

- AREHNBORE - TEEREPREROER Y  FEACNBERRRBAPNESEETR
AR, BAHIERE A SR AR S 1 ST R BT ER

® Note

BEN TR TR AWS Backup R B AEERRBENEDZIRG. Rz , efEMHT
EAAEAEERNROERS , BRI ERRENDFRBERRST.

bE F R 12

£/ AWS Backup , SALRERNE—BRRFAROREE. RIRFHFRANR £ FBERY
BHFENTRBERES, CORTUORESBRRENHED  EFADREREBIAREE
WERTAEHMBRE,

A, REHHRIERGER P TEFENER , AWS Backup HBIERBIRR BT, S, BB
BRIAVERMLIBORSE 100 @EER  MESERMFEORNE-RMBERMERZR (100 BEER - 2 @
BR=F-RBEER)., ELSENERASFEER , AAMECHBKRNERERE nHEEF , MHF
EREY 08 EIERE LR FTE.

I 1Tt

AWS Backup #{E 0 REABEER —EXTRE. Dt , MREGEESEETE , REAEE
EHRESREERED. WFE AWS Backup FREIFGFHERN , 268 < AWS Backup B AS1EM) H
KAWS Backup Bt ¥,

117 M BR

FERRHY EFS fRt? R FEFHBURREREEMBRERN. HEMER EFS ERAKNVRERNO , BL4EH
PFRFEFHBER. IREAETEARFEFIMBERNER TMER EFS BRE , BRI T5IHE
RAE
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"Access Denied: Insufficient privileges to perform this action. Please consult with the
account administrator for necessary permissions."

HERMEARVEORFEFIBCR , EL4ARGREBCRVER. WFFEEF , F28 (AM &
REER) PHAFEA IAM Bk (EEEFE).

PR 1AM FF A

AWS Backup EEEMIRFPRREBURBEL AR, ERACEFFHETATRHIT Amazon
EFS &7,

AT LAER elasticfilesystem:backup # elasticfilesystem:restore BIfEREZERIE
BIAMER (NERAE, BESAR), TURUNER EFS BERARED. BUUEERRIABERS
EREDH IAM IR ERAELEE, FEFMEF , F28Amazon EFS WE S NENEEREAR
IAM 2 HERREHKHFE.

TR0 3 gE

—mE , BAERA FAET5IES MERER AWS Backup, FETHEEBAERTRERIE , Filan
BEARBEERIEHENTEER,

« ¥ 2,000 EARERHED 400 MB (MBps) Mg ER | LIRIEEH%E,
« &% 1,500 EEHEK 200 MBps WIEFERE | LRIEHEH%E,

PR RO BRIERRISTERBE AWS Backup A& 30 X,

5/ AWS Backup TEXFAEENREEE , T SH A RASRNEEXNERRERS, MEFMA
B, 552 B Amazon EFS £ =R KB FE,

B EFS ERRAKN B BHEND

5/ Amazon EFS ARV ERRZKE  KENRSHREBHED. BAESER AWS CLI 5 API
BIUERRAKEZHEBREBHES.

T AWS Backup TR ARBRRHHHARE. NEHMER  HSH (AWS Backup HIE
ABIEF) FHEREOTE, CANSEREEDHES , LEAAWS Backup 12 ARBHER EFS
LTHE Er N

B B 8{EP K , Amazon EFS €#4{8 4 enabled B9 aws:elasticfilesystem:default-
backup RIEEBRSIREAZE EFS EXRK.
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BURBRRKZ® , B UEAEEE AWS CLI, = EFS API B KEIRA B B {17 .
EREERAE

1. HI{E https://console.aws.amazon.com/efs/ BIRX Amazon Elastic File System £ &,
2. ERERZFREEY  ZELERREBRAADFEONERRR , TERERRARFHEAER.
3. E—MREEERPEERE,
4. - FEFRRBBES , FEBABBES
- FEBRBBES , FERBRABBES
5. BEREEE,

/8 AWS CLI

£ put-backup-policy CLI &% (B FER API #24E% PutBackupPolicy) FIRAREARAREER
R BB ED

- ERLUTHTHREBEBFEST,

$ aws efs put-backup-policy --file-system-id fs-01234567 \
--backup-policy Status="ENABLED"

Amazon EFS & [ FEFT B 10 BUR

"BackupPolicy": {
"Status": "ENABLING"
}
}

- ERLT 8w B B BED

$ aws efs put-backup-policy --file-system-id fs-01234567 \
--backup-policy Status="DISABLED"

Amazon EFS & [o] FE 7 Y i 17 BUR o

"BackupPolicy": {
"Status": "DISABLING"
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}
}

EE EFS ERXREK

MEBREBENERRE , ETNE PEE EFS BXRRK AWS BiEl, EX7E EFS BEXRRKE LA
BRI , Amazon EFS EEBEH SR RERRFE LN ERNPRENERI BN HEERRK. W
REBELEXHFIPTEBRBRER , EUTUREBEEELAERRN. FERERE , EUNRHEBERD
FERERB.

RTEBRRVENHERRRAFLRREERRBKRGELSNERF , Amazon EFS ERAERHERE.

BUERHARL R , Amazon EFS € HBIREGRRN B NitERRENEL, WHRFERRFEAIME
2FFgLpoint-in-time— BN A XNEBREBNHLERRMK. HRE , EHAERBEFN LRESHF
BETER, DARESHESEHRREENE 2B ERARNEINTEXER. & LXESEERE
HRFERZAAAMUNEESERI ENHERRRT , ME LREDKE &Y RIFERREATRE
SFURIEERIBENMERREG. WEFHET  F2RAREERFHEEA.

BB A Amazon EFS WA AWS B REMH. BEERREANESFEE EFS XX
e, BLALEEZNAZES. NEFMAER , F2H (AWS —R2SEER) PHEE AWS B &
HYIRF AT A AL, MREHREZREEMERESE , Amazon EFS 8 EEFZEESNMEEREE,
HEZMERBNERED , 5 AWS BE BIEZENA .

(® Note
BETIXESERANBHEEFIRES (ABAC).

ES-

© BA

- ERMEE

- FRER IAM FFA]

- REBBEHM EFS BRRHK

- REEBEHRBH EFS BERRHK
- 5 AWS IRFEE EFS BERRMK
- BRERFMAEHRA
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- MIBREFHRE
- A BX

DN

ATHEEER , Amazon EFS S BENERRAM LELEBEN EHMNPEER, ELEMHEERAL 12
MB (MiB) WEtEEH , £FER/UNE, NFEARTEERRKNFEEN , 526 Amazon EFS 211
HERERRENIHEXRD

BRWEE
EAESHREARTRYNERRYRRAEB L@ | Amazon EFS BHTHNHRAL , HHafE

—RI-REREBEAREER. ERNENARTENREITHER  TREBNBERIEDEF
W, TRANBEEIAENFERENARRZAR , SINRRERZENANARETHERHE,

RERTHRE , Amazon EFS SR A S BIERRRHR: 15 PENERMBRE (RPO), ER , R
REERREWERSERE K MAEREER 1 SENERANEIR 100GB , AIEFKETREER
15 P8, MFEBRER LAMDTRETNRERNEEENR , F2H *ﬁ*ﬁ@%nﬁﬁiﬁﬁﬂo

B L ERAEEA. AWS Command Line Interface (AWS CLI), API #1 Amazon CloudWatch E53%
EXRBIELSHER, 7 CloudWatch # |, £/ TimeSincelLastSync EFS 1§4&, MEFMENR , F2
RRRERFMEA.

FrEERY 1AM 58]

Amazon EFS fEF& A B EFS IRIERE A BAWSServiceRoleForAmazonElasticFileSystems}
BEEN IAM A | REASRKENENHERRAZBANEE, EERMHIAM AR K BEUERHEN
IAM R ERABHUEER iam:PassRole 7, MEFMER , FSBAWS Identity and Access
Management  EAEERE) PHETFEAEFACEEE AWS IREHFTT,

o WNE WEEMAEFiam: CreateServiceLinkedRole , F2 R R EHIEH Amazon EFS R RFE
BEAE,

- MFBF IAM ABNFRER , F2R £ABIEEEEEY IAM A6,
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® Note

MRETFEHTERFEES , MMV BEEVESHREREMR IAM A&, TAHEARKEREA
B, MEHFMET , F2EE AWS IEFEE EFS BERK,

LHEEBVEREERREANEBESEACN IAM BELEERTIERF,

 elasticfilesystem:DescribeFileSystems

* elasticfilesystem:CreateFileSystem

* elasticfilesystem:CreateReplicationConfiguration
* elasticfilesystem:DeleteReplicationConfiguration

* elasticfilesystem:DescribeReplicationConfigurations

& LAME A AmazonElasticFileSystemFullAccessZEHX B BEESFAEXLEN EFS FFal, M
EHME , EFSEAWS ZEHEE . AmazonElasticFileSystemFullAccess.

REEFEN EFS BRRE

Amazon EFS 8B BEUHWERRE , U RKEERRKLNERNPEERERE AWS EiF &
BEN PHAEEENERRR. ELEEIFHNERRRR  SUNEEARNENERRRSE
B F AWS Key Management Service (AWS KMS) €88, Itk , Amazon EFS 213 B Wit iER KRR
RASEINIMHBEE. ENEEHECR  SXEET —SZEREEE , FEHSENHERR

@ Note
BRARAREREEN —H7, SEEES —EEFARPERBNWBERRRERRRE
RR Mo

- BRRAEE  BRIEFEERET Amazon EFS BRRAFHIE AWS [EiF 7 E B9 7] B Mm
Ao

- REESMUBRVERRZR  BERUBESASERNPREERFHRR AWS B P HFA A EE
o

- EREERHRN —EERRZE  MEELSAKEMNPREN RN —BEBNTAEZA,
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MERVERRREENFAES , 5528 EFS ExRMEE,

- % FIEENHERRAHNSERABRENZNERTEL., BULIEERRMNE B WHERRRK
B AWS KMS €8, IFIEE KMS €88 , BI€ A Amazon EFS WERIEEIE KMS €48,

/A Important
BYBNERRE 2R , BEEEBE KMS £,

RESRBENRKFERRR , FARRREEYENHERRRK, HAREITEEUREE,

- BEfEG  HREREESREFNENGBERRR  ARSBAEEREN. BYEBRRZKZR , &7
LEFEABRORE. MBEFMES  F2REE EFS EXA RN ED RN

- MEelE - BNERRENNERXFSREERRENMERSN , BRI BERRRERE
EEfET. FEBELT , e —HRAEKEN, BEBFNEERX,

- BEEEX - BENEERRFNGEIBEANTSRRERRRNBEEER, BUERRRK 2R
ERLBE B,

MRERFERRFANVBEIEECHE , IENERIANARALEZEEFTSREERIANM
BHXE  RIERFERNHEHEEBENBERRREHNRES, MRREERRENHEEE
BENEERIAKNEERS , IENHBERRENHAERLAEAESRHE. WFEHEENR , F2
BRI LR S /Y Amazon EFS Bt ¥8,

- EBHEE AEBNBERRRLRALESBHEE., EVENBERRKZR , BT EERK
M. MEFHMBER , F2REZREFLEDESR.

SR BEUERHERE

ERIFERRAENFE - IREUEFARL. REENHREAIERER , TRFIESI BENEERRR
MER. YMRESFHEREIRRARREERRBNNNRETNERRESHE, NFERREENFAE
&, 2R EEUEE

EREERA

1. BAAWS BEEXRA |, X https : // BIEL Amazon EFS 12 &,  https:/
console.aws.amazon.com/efs/
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2.

R THEEERNERRR

a. EEASEERPREERIZR,

b. EERRRFES K RELEERNERRR. LEENERRRETHERRAERERHHR
IR B B R R

BEERRIER,
EERERT , BEEEVER.
EERREERT , ERERNRE :

a. HHERERE K RERTEREEFTHIBEENERRR.
b. ¥ B AWS B , BEEE AWS B BERRE .
HEENBERRAERERRT , EREWHEERRERE,

a. HHERRFEEE  BEERRFNFEFTRE

- FEEVERRZR  WMEEAARENETRE AZERENES RN ATRARESE AWS E
B, FREEEME,

- BEEVURESAREREFHE PE-—THEIRNERRK AWS B, FRE—E
B, RERIATHRESE,

MFFHMER , FBREFS EERBEE,

® Note
1£ Amazon EFS AT AWS EiF B FAE R AEEA , EEFHAATA,

b. HRAME K BENERRRSEBRAFEERNE, BIEFER , Amazon EFS €A your
AWS Key Management Service (AWS KMS) fR# £ (aws/elasticfilesystem), BE
FEATEN KMS £ , 52 E KMS £ A £/ 1 Amazon Resource Name (ARN).

/A Important
BUYBMMERRE R  BEEEE KMS &8,
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B EEE (AWS CLI)

AERMAER create-replication-configuration®$S7E AWS CLI FREEE B HREREHI,
£ M API @55 A CreateReplicationConfigurations

Example : BV [BiF BNt iERRKNESHRE

LT EHRAERRM fs-012345678%abcdef1 B MEBHRE, LLEHIFEH Region BEE HE
M B ERRKeu-west-2 AWS [E1F, KmsKeyld Z2BIEEMZENERARBEFHLN KMS
2| ID:

aws efs create-replication-configuration \

--source-file-system-id fs-0123456789abcdef1 \

--destinations "[{\"Region\":\"eu-west-2\", \"KmsKeyId\":\"arn:aws:kms:us-
east-2:111122223333:key\/abcd1234-ef56-ab78-cd90-1111abcd2222\"}]1"

AWS CLI BIfEINT :

{

"SourceFileSystemArn": "arn:aws:elasticfilesystem:us-east-1:111122223333:file-
system/fs-0123456789abcdefl",

"SourceFileSystemRegion": "us-east-1",
"Destinations": [
{

"Status": "ENABLING",
"FileSystemId": "fs-0123456789abcde22",
"Region": "eu-west-2"

1,

"SourceFileSystemId": "fs-0123456789abcdefl",

"CreationTime": 1641491892.0,

"OriginalSourceFileSystemArn": "arn:aws:elasticfilesystem:us-
east-1:111122223333:file-system/fs-0123456789abcdefl"
}

Example : BV EEEBWitERRANESHRE

LTEHIRBERRM fs-0123456789abcdefl BB B, MWEHIFER
AvailabilityZoneName S8 ffus-west-2aFESFEVERIFE WitERRFKE. HR
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KIETE KMS €88 Rt SFEAIKRSEMNTERR AWS KMS RIEEE () MZE W ERRFKaws/

elasticfilesystem,

aws efs create-replication-configuration \
--source-file-system-id fs-0123456789abcdefl \
--destinations AvailabilityZoneName=us-west-2a

SBR 2 HEENERRK

Amazon EFS £2V BV ERIAMET SRV A MHEE R, "EHHENBERRR  BLAR
V-RZSEHHER. WEFHEETF , FSRESE EFS BERRHK.

REEFERAM EFS BRRK

Amazon EFS 8 RRERAK LN ERNTEERER I BB ERRMK AWS B , HERE,
HEERYE , Amazon EFS 8RB BIERRACEANERZE | UEZEEAZTENBERRK.

FEEREREBNERRE , BATT IR,
£

- TR FRERRENESERRE

- FR2 BUEFHERE

(@ Note

ERAKARERACN T2, BREZES —EESFAEHER BN EERRZRE/RRE
REH

TR FRERRFNERERFRE

B2 Amazon EFS ERZHE , AREMAHERERFAE. LHERERRBUM LERRRA
FESEETNENL. ELALFHARE  THREAERRAEMAEREETHEN. WREMBR
ERERE , PTEERAENESERREBSENZD , HERRZREATR A,

Amazon EFS ERAMNERERREBREALUER TIERKRATRY —BEMREE,
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EER Description

ENABLED BRAFETEHEERACTEEENEERRK. BRAKTEA, EREE
{RE XA ENABLED,

DISABLED ERRFREEREARTER B NBERRR,

BE RERAREEESHEETRAEENBRERRR. ERXKEAIE, RF

Amazon EFS E#& B8 F 8E1& K,

EE L

FRESBEEREEES elasticfilesystem:UpdateFileSystemProtection EfERIRERR ., &N
EFMER , BFSBAWS ZE B . AmazonElasticFileSystemFullAccess,

EREEZEA

1. BAAWS EEX#EH |, A https://console.aws.amazon.com/efs/ : // BAEX Amazon EFS £%
AN
Ho

2. EEASEERPREERRZR,
3. EERRMBEY  ERLEEERARPTAFERNERRHEN Amazon EFS ERRMK.
4. HEERZHREBERT A6 BHAERERRE.

FHEEEERE (AWS CLI)

ET5IEH|F , CLlupdate-file-system-protection P EEAEEERRANEETEER
#, [@% APl &85 2 UpdateFileSystemProtections

aws efs update-file-system-protection
--file-system-id fs-0a8b2be428114d97c
--replication-overwrite-protection DISABLED

AWS CLI BIfEZ 0T,

"ReplicationOverwriteProtection": "DISABLED"
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HER2 BENEFHERE

EENHERRRLFRAERERAREZR  LUNRIERAR. ERERANERKRKN , Bt
ERZRETUMRERFRERZFEERNIREHTRNIRS

A Amazon EFS BUEBHECH , mREATIHIEEERMNEZESE

s NERRERRZECNE , HENBERRELLAENSG, A, DRFRERANZHEENBES
RN , AESTRERE R  SBELEREERFEENL, MEMRWEFMENR K F2H
Amazon EFS H &R %,

s BBV EEEEEEREERER , Amazon EFS 8 SR EABNHERRAIRLPIRBERIRS
BR UHEREERRZAATHNER, NREFTEESFHNHERRATHNER , HIEXNAEEEIH
NERRK, MEFMENR K BE2EREESETN EFS BERRK,

- QEEVRELSERE , TEEFERESEENHERIANER, BSFEREERARRERRZR
NRNRERPERBESRE, MEESWENFMENR |, B2 EFWEE,

TRMRAF

BRECEFEANENMERRE ID (ARMEEIIKRFESR ) UENBERRE ARN ( AREBIRFE
) WEIE,

MEBWHERIRERFERRZSK AWS IEE TE , B2 IAM A€ , L5F Amazon EFS #1178 E
WEERHRERGERRSA. NEFMAEN , BF2EE AWS IRFEE EFS EXR#K,

EREEA

1. BAAWS EEX#A |, A https://console.aws.amazon.com/efs/ : // BAEX Amazon EFS £

=

2. FARTIEEERSHERRR

a. EEASEERPREERRZR,

b. ERRRREESD , BELEEEN Amazon EFS ERRK. CRENERRZRTERRE
ERARPH IR B Kb ERRR,

BEERRIER,

EERERT , BEEEVER.
SHHERAR  ERARNERRZR.
BEEEH R BERRR,

o o koW
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- FEEREEAWS 1RF RFEERRZENMAHEE HERRER

1. BEUEZMIRFHPNERRE , ARSYE A AWS B , BINE AWS BEH E8ERR
e o

2. ZBEREEFS , ARREERRM. BENHERRENREHREBRMITRT,

- FERBEHFRERRSK AWS IRF TR BRRMK :
1. BEEES —EIRFPHNERRR.
2. STYTE MR R ARN |, B A B iV iE R R4EAY Amazon Resource Name (ARN),

® Note

NMREBRRBRLBMAERERFRE B ES, REFARE , ENRSIERDH
BERRE  TEMEERERRE. FRARER  BRRNEYERRSIGR A ARER-
TERBERBLUERIAE

7. ¥ IAM BE , @A LT Amazon EFS BE £ B Wit iERRMH IAM B ARN, EHRHARK
FERRZEAN  BEYNEBRFESRLEN, NHRFMENR , F2RE AWS IRFER EFS &8

REHKo

8. ERRUEN  ERRALMASATHARR  AREBRUER. EEERRBTENFAR
e

BB EEE (AWS CLI)

AEREMFEH create-replication-configuration@$7E AWS CLI RN EEHREREH,
£ M API i85 A CreateReplicationConfigurations

Example : BU B EHER S —EEFHFHIAEENBERRIR

THESHlERIERERE K HERRERRFK ID fs-0123456789abcdefl EEEBE PHRERZME ID
fs-0a8b2be428114d97ceu-west-2 AWS [EiF,

aws efs create-replication-configuration \
--source-file-system-id fs-0123456789abcdef1 \
--destinations "[{\"Region\":\"eu-west-2\",\"FileSystemId\":\"fs-0a8b2be428114d97c\"}]1"

AWS CLI EIFEZIT :
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"SourceFileSystemId": "fs-0123456789abcdefl",

"SourceFileSystemRegion": "us-east-1",

"SourceFileSystemArn": "arn:aws:elasticfilesystem:us-east-1:111122223333:file-
system/fs-0123456789abcdefl",

"OriginalSourceFileSystemArn": "arn:aws:elasticfilesystem:us-
east-1:111122223333:file-system/fs-0123456789abcdefl",

"CreationTime": "2024-10-20T20:40:13+00:00",

"Destinations": [

{
"Status": "ENABLING",
"FileSystemId": "fs-0a8b2be428114d97c",
"Region": "eu-west-2",
"OwnerId": "123456789012,
}

1,
"SourceFileSystemOwnerId": "123456789012"

Example : B BIRFEBHLE

THEHSENEETHE  HPRFEMENWERRIREVRTEN AWS IRE, 1R

555666777888 fs-0123456789abcdef1HMRFERRME ID EREEIRF 123456789012
fs-0a8b2be428114d97cRWIERRMR ID. WEHIIETE BH i ER R KA Amazon Resource Name
(ARN) , SAK SRIRIR P A oFF Amazon EFS RETEER IAM B ARN. HARIEE KMS £4§ |
it eEFEAKRFRHNTER AWS KMS fRE£8 () B NibiERRMKaws/elasticfilesystem,

aws efs

--region $REGION

--endpoint $ENDPOINT create-replication-configuration

--source-file-system-id fs-0123456789abcdef1

--destinations Region=eu-west-2,FileSystemId=arn:aws:elasticfilesystem:eu-
west-2:123456789012:file-system/

fs-0a8b2be428114d97c ,RoleArn=arn:aws:iam: :555666777888:role/cross-account-replication

AWS CLI EIFEZIT :

"SourceFileSystemId": "fs-0123456789abcdefl",

"SourceFileSystemRegion": "us-east-1",

"SourceFileSystemArn": "arn:aws:elasticfilesystem:us-east-1:555666777888:file-
system/fs-0123456789abcdefl",

BREEBZERERERRK 227



Amazon Elastic File System EREEmR

"OriginalSourceFileSystemArn": "arn:aws:elasticfilesystem:us-
east-1:555666777888:file-system/fs-0123456789abcdefl",

"CreationTime": "2024-10-20T20:40:13+00:00",

"Destinations": [

{

"Status": "ENABLING",

"FileSystemId": "fs-0a8b2be428114d97c",

"Region": "eu-west-2",

"OwnerId": "123456789012,

"RoleArn": "arn:aws:iam::555666777888:r0le/cross-account-replication”
}

1,
"SourceFileSystemOwnerId": "555666777888"

B AWS IRF# % EFS ERR%

BT LA B8 EFS ERRM AWS tkF. BIRFERTHEBXHER DR) RENBEEENTSE
t, WAHHEREEESRER,

plan , SRBERAREEEREETEANRFARTRNETRER (HIWNEE, FiRMLBEER DR)). =
E,BURERABETE WER AWS tkF RHEBRANRE, ERM R TMFREGR , UKk
FEEMERER, IREERFEIAR (HURLFE, REGEBRIAATHAE ) , Z DR [kK:F
URTEMRFF , I ERBEFNEM. BEZESHNBREFE , IRAERENEERARREE
KiK.

B HE AWS IkRF FERNAN T2 MNBERRE, BLHENL IAM AR, BF Amazon EFS B
HIRFHRHMTEBNT , MAREARBEESCRATEIRFER, CHUEEEEBIRFLAANE
REAMELBIYBR, BY IAM AGNERZRRBER 2R , EUURIERERE,

ES- ]

- EABEERRENL IAM A

- ERENEAMERIELETBR
- BUEHHERE

FEHRBIEEBKREIL IAM A6

EEZE Amazon EFS KEZRFIRFHTEIRFEER , LEERFRIRFLEY IAM A6, ZABHKEE
Helasticfilesystem.amazonaws.comfSEBER , LA FF Amazon EFS XA GIL BIRE
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IR, AEXACSHITERENAE IAM A (F2EMEM IAM FFA)) , ER-FEARFFAIE
Ef:ﬁﬂgiﬁmﬁﬁqqﬂgﬁ?ﬁ%\: Lo

FERMRAF

BHAXEERABPEURFERRAMMNENERRE , FRARFIRFEIL IAM A8, Amazon
EFS #EEERHBACEY BNERRR. I, ELEMEL RHEESEERRZHKN Amazon

Resource Name (ARN).

BAUBKRFESH IAM AR

LT REAETEEBERL IAM AN —RSEB , AEM Amazon EFS #1TEBEIRFER. WERI
IAM £ & #step-by-stepiRBA , FESBIAWS Identity and Access Management  fEF&IER) PHE
HEFGEEBRREIAR,

1. TEXRREMRS B AWS Identity and Access Management £ &7 | B FA THEEHREN IAM
Af, MEETR, F2E ( AWS Identity and Access Management £ &) PHFERABEETE
EBEELAE,

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": "elasticfilesystem.amazonaws.com"
},
"Action": "sts:AssumeRole"
}
]
}

2. BNARAGBZE K #AABEIRTIEFFA, arn:aws:elasticfilesystem:us-
east-1:111122223333:file-system/fs-0123456789abcdefl #§ BVX A B WERR
B ARN |, ¥ A& EifRarn:aws:elasticfilesystem:us-east-1:444455556666:file-
system/fs-5678910112hijkqriBAREERERKN ARN, WEHFTEREACNWIETR , &
SEFEA JSON fREEERE T BUR,
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JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action":[
"elasticfilesystem:DescribeFileSystems",
"elasticfilesystem:CreateReplicationConfiguration"”,
"elasticfilesystem:DescribeReplicationConfigurations"”,
"elasticfilesystem:DeleteReplicationConfiguration"”,
"elasticfilesystem:ReplicationWrite"
1,
"Resource": "arn:aws:elasticfilesystem:us-
east-1:111122223333:file-system/fs-0123456789abcdefl"
}I
{
"Effect": "Allow",
"Action": [
"elasticfilesystem:ReplicationRead",
"elasticfilesystem:DescribeFileSystems"
]I
"Resource": "arn:aws:elasticfilesystem:us-
east-1:444455556666:file-system/fs-5678910112hijkqxr1"
}
]
}

3. BHRHGET IAM AGBH ARN, BEVEBHER  SFEEREM ARN,

FERRHME Wi ERRE LB BUER

& E27 Amazon EFS HEEIRF H AERRMR , ELFARBEERIE BN MRRERRRK, ELBER
ERBIRFNFRERTIRIZEEANERRR. AEEAREERRFNTANIRFHESE |, T8
#& BUR BTG 2R P B R KRR,

BRYBRTFHIRFIBRFHEFRZN , BREFERTFTAFKEARERRKAFENEMITR , il
elasticfilesystem:ClientMount., &8I, AR AIREEEZFERERRRK.
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/A Important

BESEIEIR TLS ERRHE ERNER, MREERAEARFPIE
"aws:SecureTransport": "false"{&# , NFS A FImERIEE KK,

B By A R RIRAYBUR

BEAFRFRFHAITERZENHERRE , URENIRFRHBRERERL , XEAEBNHE
RAMLEBITHIBUR, arn:aws:iam: :444455556666:root # R BHEE RFEERRMK

B BEF ID, arn:aws:elasticfilesystem:us-east-1:111122223333:file-system/
fs-0123456789abcdefl #§ BMLA B Ry ER R A ARN

JSON

"Version":"2012-10-17",
"Statement": [

{
"Sid": "AllowSourceAccountReplicationActions",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::444455556666:ro0t"
}I

"Action": [

"elasticfilesystem:DescribeFileSystems",
"elasticfilesystem:CreateReplicationConfiguration"”,
"elasticfilesystem:DescribeReplicationConfigurations",
"elasticfilesystem:DeleteReplicationConfiguration"”,
"elasticfilesystem:ReplicationWxite"
1,

"Resource": "arn:aws:elasticfilesystem:us-east-1:111122223333:file-system/

fs-0123456789abcdefl"
}I

{
"Sid": "AllowReadOnlyClientAccess",

"Effect": "Allow",
"Principal": {

"AWS": "arn:aws:iam::111122223333:role/EfsReadOnly"
},

"Action": [
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"elasticfilesystem:ClientMount"

1,

"Resource": "arn:aws:elasticfilesystem:us-east-1:111122223333:file-
system/fs-0123456789abcdef1"
}

RIRERRFEVBER

EEAFFENMIRERRFIRS MBREBHEEBNETR | BXAM T I BEREERIGRREER
Ao arn:aws:iam::111122223333:root #§ B BHEE B i ERRENIRE ID,
# arn:aws:elasticfilesystem:us-east-1:444455556666:file-system/
fs-5678910112hijkqr1BMXARFEERRAELN ARN,

JSON

"Version":"2012-10-17",
"Id": "efs-policy-wizard-15ad9567-2546-4bbb-8168-5541b6fc0e55",
"Statement": [
{
"Sid": "AllowDestinationAccountToDeleteReplication"”,
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:root"
}I
"Action": "elasticfilesystem:DeleteReplicationConfiguration",
"Resource": "arn:aws:elasticfilesystem:us-east-1:444455556666:file-
system/fs-5678910112hijkqrl"

}I
{
"Sid": "AllowClientAccess",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/EfsReadOnly"
}I

"Action": [
"elasticfilesystem:ClientMount",
"elasticfilesystem:ClientWrite",
"elasticfilesystem:ClientRootAccess"
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1,
"Resource": "arn:aws:elasticfilesystem:us-east-1:444455556666:file-
system/fs-5678910112hijkqrl",
"Condition": {
"Bool": {
"elasticfilesystem:AccessedViaMountTarget": "true"

}

BMERRAMREE
A E—EFRBER |, BFY B R MRRERRENIT ISR,

1. AWS EE XA FREEERRENIREEAN |, AR Amazon EFS £# AR Amazon EFS

F2E,

2. FRERRE:

a. EEAISEERTERERRZR.
b. EERRHBED , BEERRM.
. ERERARBRRGIERL , BERE.
4. HEBURHREDR (Json} R EBUR , RBREERE

BYEHHERE

HEEEY IAM BETERRMBRFTEERRENENBERRKEZE , FER FNETREERE
HAR EFS EXREREVEBRARE.

BREEFHFHAEA

FUUEEESABTER DARNESRETAN R, Fibza  SREERRKE LN ERR
BHNEMSERCKRRNEEZNENERRREP, EtzR  RETEELIZ2EETRENTME
B, BEEER PRERMAKINER , BRI LAEA Amazon EFS E#& AWS CLI. API 2% Amazon
CloudWatch,

« HEFS X287 - ERAKFMEA > ERERTH LXEASBUHSERRIREEE /Y2 B LXK
E % TR B B
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« £ AWS CLI 5 API 1 — Destination ¥J##H# LastReplicatedTimestamp B EE R LR
RINREL RN EE, EEFRUEMY , BFH describe-replication-configurations
CLI ¥4 . DescribeReplicationConfigurations B2 AP| #EZ M,

« £ CloudWatch & : B Amazon EFS #J TimeSincelLastSync CloudWatch 5228~ 8 L)X
BIES TR EEBREE, MEFMES , 52 BAmazon EFS # CloudWatch $51%,

ERERAREER TRPMENMREE.

BEMRE Description

ENABLED ERAREEHAMHER,

ENABLING Amazon EFS EHEB U ERHERE,

DELETING Amazon EFS IE7£ il R 48 B 4H 58 LA [0 & 55 AR & R ED BV M BRAE K o
PAUSING Amazon EFS EEZEEFEE.

PAUSED HAEREERLERE K #ReTF. RUAHBEAENELER.

EYEREFN - LEAESRE

o PERESESS. FFrARSREEPE L Amazon EFS ${TE R, EAKRENETHAE
B IAM BEEEHTESNTT, A SREERERABKRIERERS,

- AWSIRFEZXFER, BREERFREMENIRFSZEMABEEN AWS E
5 , BXEREFE. UEFHER , F2E (AWS —RBEERE) PHEE
AWS [EiF REYR 5 0] LAfE F ERLE

« EXFENRRSBNERRZRAEN KMS €58, BREERESERERRE
B KMS €877, MEHMER , HSBFEH Amazon EFS 9 AWS

KMS £48,
ERROR EEHEERABRERELER, B4 EAMBESHERE  TETHWERE,

RUEFHABENHMET. YRERFIBEFES  HRTEERAERE
REO#%—E AWS t&kF =X R AWS Ef.
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EREEA

1. BIE https://console.aws.amazon.com/efs/ BiEX Amazon Elastic File System £# &,
2. EEASEERPEERERRZRK.

3. WEEHEEERRK.

4, EEERXRSIER K BErERER.

EERERT , BUNLEINERERNTIEN

- ERRETRERA. BXA. MR, TF. 2 EERIFR. Amazon EFS BT EERR
RRERRENFEET

- ERFOEREREEERNAE. FIHNE—AERIERERNRER , HENSEREIFIH
B_EERRES , HENHEERRR.

« PREZERERRDESEBENBERIFE LNER, Fibze , BRRERKFE LNERR
MEMEEREXNERIENERRED, Flt2R  RRUREEITEERRENTMAER
%,

- ERERRBRMEERRK ID. HEERARTNAG (RKFESERM ). ERERN REFF
], JIEERER AWS B FHEBEERRK. REERREEFTEANRT , MEAYH

ERZAMER/RE.

/8 AWS CLI

EERGEZHERE , EFA describe-replication-configurations®, EAILE AWS
RE PREREERRAANERARE , IRE WAMEEEHERE AWS Bifl. S API BT A

DescribeReplicationConfigurations.

MREETIHERMAES PAUSEDE, ERROR , BIETE StatusMessage 2 FEOEHEERE AR M
S IERBENER.

Example : R ERERRBHERARE

THEHIFRPERRSE WEBSHRETs-0123456789abcdef1,

aws efs describe-replication-configurations --file-system-id fs-0123456789abcdef1

AWS CLI BIFERF I T,

{
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ERAEER

"Replications": [
{
"SourceFileSystemArn": "arn:aws:elasticfilesystem:eu-
west-1:111122223333:file-system/fs-abcdef@123456789a",
"CreationTime": 1641491892.0,

"SourceFileSystemRegion": "eu-west-1",
"OriginalSourceFileSystemArn": "arn:aws:elasticfilesystem:
west-1:111122223333:file-system/fs-abcdef0123456789a",
"SourceFileSystemId": "fs-abcdef0123456789a",
"Destinations": [
{
"Status": "ENABLED",
"FileSystemId": "fs-0123456789abcdefl",
"Region": "us-east-1"
}
]
}
]
}
Example : 18 IRF AT EERHEENERERE
THIEHHIFRA AWS B ERRKT IRFAMEESHEENERHERE,
aws efs describe-replication-configurations
AWS CLI EIFES R T,
{
"Replications": [
{
"SourceFileSystemArn": "arn:aws:elasticfilesystem:eu-
west-1:555555555555:file-system/fs-0123456789abcdefl",
"CreationTime": 1641491892.0,
"SourceFileSystemRegion": "eu-west-1",
"OriginalSourceFileSystemArn": "arn:aws:elasticfilesystem:

west-1:555555555555:file-system/fs-0123456789abcdefl",
"SourceFileSystemId": "fs-0123456789abcdefl",
"Destinations": [

eu-

eu-

BEEREFHMES

236



Amazon Elastic File System EREEmR

{
"Status": "ENABLED",
"FileSystemId": "fs-abcdef0123456789a",
"Region": "us-east-1",
"LastReplicatedTimestamp": 1641491802.375
}
]
I
{
"SourceFileSystemArn": "arn:aws:elasticfilesystem:eu-

west-1:555555555555:file-system/fs-021345abcdef6789a",
"CreationTime": 1641491822.0,
"SourceFileSystemRegion": "eu-west-1",
"OriginalSourceFileSystemArn": "arn:aws:elasticfilesystem:eu-
west-1:555555555555:file-system/fs-021345abcdef6789a",
"SourceFileSystemId": "fs-021345abcdef6789a",
"Destinations": [

{
"Status": "ENABLED",
"FileSystemId": "fs-012abc3456789defl",
"Region": "us-east-1",
"LastReplicatedTimestamp": 1641491823.575
}

il BR#E R AE 8

NMREFBZREBEZANHERRE , FRHEZIERRKTBNERERE, MRESHERER BNt
BRARGEHITRA , BEHERERREGENNA. NFFHEER , F2REH EF

MERESHRES BN ERIRREFATBEA , RS EL S ENREFTRETK. MEREARE
# , Amazon EFS AIReSFERA T HmB 18N A S—LERBEABNHERRIHKB B EHTH lost
+found B & :

efs-replication-lost+found-source-file-system-id-TIMESTAMP
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® Note
FEAMGRBABRBEE-—FINERRK. EXEALMBRETERLE , TEMBRERRRK,

EAI LAE A Amazon EFS £# & AWS CLI, = APl , #tRIRsk B (it iERARGEMEBRIR BN EBHRE,

HREIRFREEFHER , Amazon EFS S{ERN B Witk SR EEMBRERHAR, WRBAERE
HEF AR , B3 Amazon EFS AWM AIMBRERAR  BREREA#E ( TRERAIRFHE

) MBRERE, MERAREESERMIRFEHESPHERELER,
EREEA

1. BIE https://console.aws.amazon.com/efs/ BiEX Amazon Elastic File System £# &,
2. EEAEEERTFEEERRK,

3. EEEFHEEPEMRARIRN B M ERRR.

4. BEEFXRSIER K ETERER.

5. EEMBRESTUMBRERER, HRETRE  BEIEWEE,

MREEMBREIRFERERE  MEAREBE , SREEERRHN B 191 in M ERERE | BIET
LUREEMIBR L 12 R R RS

® Note

KRBT Amazon EFS AR BRFFEM B AV bR FRES PN ERERER , TEMBRERR
ARG, MIBRAMIBES EHEMIRS N EEFHERELEER,

£/ AWS CLI

EEMPREZHERE , F5FE A delete-replication-configuration CLI, &% API 655
DeleteReplicationConfiguration,

THEHSMBRFRERRBKNERFHERE fs-0123456789abcdef1,

aws efs --region us-west-2 delete-replication-configuration \
--source-file-system-id fs-0123456789abcdef1
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MR AR T AT EEFE L Amazon EFS REmIIMRE AL  BRERARHIE ( HITMBRAIIR

FHESR ) MERER. MRARIEESEEMIRFSESTNEREEIER. BF API B8A
DeletionMode , {E% LOCAL_CONFIGURATION_ONLY,

THIEH LERAEIEMRIFEERREE Fs-0123456789abcdef] HEBHHEE,

aws efs --region us-west-2 delete-replication-configuration \
--source-file-system-id fs-0123456789abcdef1
--deletion-mode LOCAL_CONFIGURATION_ONLY

ER /A

MRBAEKMFATERARER , BUNEEMREEREAERREBEEERERRRK. MRER
HECR  BEXAEERUTRA , AETUERABRX THERETHAEAZER, B XERE D
ARBERE , CULERECAEEAMAITEERRR WA TRERERRERREEERRRK
HYBRAE.

EREMERFHE SN ZERRHELAERREMHNEE BB EEREFERRMRK
REELEE,

- FEGRGERENREREELAENEE  FEFEERRARLENEYRAERERE , HdE
TERRARESNWEE., EEEHM , Amazon EFS B BBEHMEAERRFENREALSERR
e, AERE EERRMR.

- FECAERENREREELAMANEE  FHEEAERRARLEVERERE , EhFERRRR
ERNWER. ERHMA , Amazon EFS 8RR EAERRAMNER , YRHBRALEIERRR, &
BREmE K SAUEFEYRRESHEEHEYFTHEREBESIERRRMR,

Amazon EFS TR ERBEFAENRESEMTE , Y ARERIEHAN NI RETHVERBESFER
MmE. MEFHMES , F2REFTUEE,
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£ Amazon EFS FRELHNER

MERZEME AWS RESEEIEF. 5/ AWS BF , BRI UZHSRNERPOMBIRER , ZRBE
RPMERZEHBEBNFERMEE.

Z2MR AWS EECENARERE, AFSEEAKEERAERNEZSYE  NBRPN TS

- ERNETEM - AWS ESREE FHIT AWS RIEHERRE AWS Eig, AWS Lt BERIEHTATR
2EANREREE. HFAWS SEHED  FZHRBAESEEHIRNBRERMZLNER . BET
fi#38 A 7 Amazon Elastic File System & #5128 , B2 BEAWS 2N RIS E,

- EHRNLZEY - ENEEECRAEER AWS R, St/ EHEMREZES  SFEERNKE
M, BATNERFBREEMNER,

AR5 B T SR INAIEfE A Amazon EFS MEAHRREEMEER, THEERBPMMERE Amazon
EFS MREENRLEEHREE. B THROMEREAM AWS IR R B EEZEFRE Amazon
EFS &R

&

« Amazon EFS FHVERMRE

« Amazon EFS W B 5 HFIEE

- A 1AM ZBHIERRENFEH

« Amazon EFS W& R B

« Amazon EFS &M

- EHI NFS AF IR EFS BRAFNMEFI

- FRERRE (NFS) BRRNERAE, FHEMNFA

- EAFEE

- HEHY EFS BRRENLFHFE

-« Amazon EFS K #2% b Bt

Amazon EFS F I ERBRE

AWS HEEEEEEAR Amazon EFS FHERRE. MILEEFR , AWS EEFREHTHAE B
SIREMERIE AWS Bin, SFEEHBHENER R LREANRNERGHE, SERBEEMER AWS
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% NELERNERER. NFERRBLENFEES K F2REMELEERHES. NFERHE
BUNERRZBHABER , F2HEAWS R EER ENWAWS HESEHEEH GDPR #EEXE,

ERERREEN , RARZBERE AWS IRF 2 AER , A AWS IAM Identity Center 5 AWS
Identity and Access Management (IAM) X EBIFERAE, Wtt—R , SEAEHEHRISEESRETK
HEKMAANGT T, EMHtEEBEEEATIHARNRBESR -

- BERFIHEFAZSEERRE (MFA),

- £/ SSL/TLS 8 AWS EiREBH. HMEFZE TLS 1.2 XEREREA TLS 1.3,

o £/ BE API FfEHEEEIZE 8 AWS CloudTrail, tNEEEEA CloudTrail BHHEEEN AWS SEEIH
B, i 52BAWS CloudTrail € ER&¥ER) FHER CloudTrail B,

- EF AWS MEMAAR , UREPHWAERERZEEH AWS R,
- FRERNZELZSRE (B0 Amazon Macie) , 1#BIEREMIREMTFE Amazon S3 HEIRE R,

o MREE AWS FEBGHHIREDR API FH FEE FIPS 140-3 BN R IBMEEA , BEA FIPS
imeh. MEHRE FIPS M FIPS mBAMEZMHEBERN , F2RHTEFEEZE (FIPS) 140-3.

Rz BB CREHTESEFNETEH iUt ERARHHBRBEN , HEEBI RN IEZRN
Fo, Bl BWAL. EEREELMER Amazon EFS S XA, APl AWS CLIZ AWS SDKsHI HAth
AWS R B, BEERIBABANERUTIRAANEMERSFTEEARTERZH AF. REIR
B ERFIRESAY URL , RFEZIEZZ VN EHRI CYUZMAMRBFERN URL PEERBEA.

FE

« Amazon EFS & ¥ inz?

. AR ERAE

Amazon EFS B & ¥ Nz

Amazon EFS 2t 5 LBV NFZIhEE , AIREFEMNERPHNER,

- BENE - MBRFREERRKLHER.
- B@hn® - MEAFREERRBEEHERNER.

MRENEBZRAFZEMNZERNPRENN L FATCERBR  BREBRIBENFENERRE , X
£ B85 T N E R IR R FE R R
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Amazon Elastic File System EREER
FE
- MEBEER
- MEERTHNER
- {#f Amazon EFS #J AWS KMS &8
- MEDENE

i

mZRBEER

BEMNZSMHFHE EFS BERRELNER. ETHBENSESRER , URFBHRAERRNRE
RENFEH. ZNEBTEFSENENSREI BNERERAEN, THRAHIREABBNAEE

® Note

AWS £BEBEEMREEABMBETREELE (FIPS) 140-3 RENZBRZEE:, HEBH
RSB REER MFZAT (NIST) 800-57 BIE =

EZfFEH Amazon EFS IR AEBURERRAR , BENZERAKA. A . AWSCLIAPI 5
SDKSEVERRFKE |, EAERERA IR,

BY EFS BRRMcR , BEEZEBFHMBERE, ERTEEEZBUWRMEBNERRE , £EMER,
Rz K FEBERRZR  SBERERNENERRRERIFTNNZERRE. WFEFHER , F2
B AN FA AR A EFS ERRMMFREME ?

BREMZEESN

EMZNRERRAES , ERNPEERERSESARTFECINES , YEFNEEHHER, ELXER
H Amazon EFS EHRE , At BFEEEHERREN,

Amazon EFS £/ AWS KMS T8 EE , TR :

- BRENNE - ERVAZTEMEABIEEN KMS £8HETIME, EFLUR
- AWS #EER £ BAM Amazon EFS # (aws/elasticfilesystem) - TEERIEE , FUEEES
EH.
- FEUVNEENEFZESR - RUBANEGEIFNERINEE.
- PFEERNE - EREHB. BREBNERKABTSHEMA Amazon EFS ASIEEN SIREITINE,

ERmE 242


https://repost.aws/knowledge-center/efs-turn-on-encryption-at-rest

Amazon Elastic File System EREEmR

mEEF

ERRRREBEYNENERIERKRS PHERREE , Amazon EFS 8ABIATFIT/EREE
(FAS) , EF e AR REBEEIT KMS MY, £ CloudTrail B39 , kms:CreateGrant@FE{ELF
EHEIERRAIEENHEEAES I ET. BUNEBSKEA B invokedBy 8L , £
CloudTrail # & 5] Amazon EFS fR#MAelasticfilesystem.amazonaws.com. KMS &8 F#
BRBEANBE T FAS CreateGrant I EIEREITIEIL,

/A Important

B VEER TR | ] LIRS EER T, MR T AIBhIE Amazon EFS f7HL KMS
EWMUABARRREER . WFFHMEF , F2E (FEASRER) PHEANBERTAWS

Key Management Service o

FRAEFSE KMS €88 | BRBUR WX AR Amazon EFS R 8 | WSS R4IFEUSERKE
% 2hkms : ViaService &4, o :

"kms:ViaService":
"elasticfilesystem.us-east-2.amazonaws.com"

Amazon EFS fE ¥ F1EHEM AES-256 INFEE EZRINBZFEER NP EER,

F Amazon EFS Hy KMS RBURFMEF , 552 H £/ Amazon EFS K AWS KMS £,

HBITHERRRNFENZR

BRI LAE elasticfilesystem: Encrypted AWS Identity and Access Management (IAM) & 7 &
BERFER IAM RUES8 , WEEAERY EFS BRARFABITHREE L, WEFHERARER
SIRNFFHER  F2R &6 BREVNBEERRE.

BT LA P EE RIS FIBE (SCPs) AWS Organizations , LA HIE T T FTE AWS 1R
F ® Amazon EFS %, W% REZESBRNFMER AWS Organizations , FHZBAWS
Organizations { EAFIEF) M REZEFIBE,

NZEHPNER

Amazon EFS X ## A Transport Layer Security (TLS) IZE@H P ER, EEATHNERNZRE S
# EFS BRRKHNBEBRIER , Amazon EFS EEHEERRMRKESLN EFS BRRRELLZEN
TLS E#R. FTE NFS REESBE B INZEHIEH,
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B mENEFELTRX

BMBEREMEMA EFS #iHBHEXRBBEERE , BAEFEH NFS mount #H&EML , EXA
LB &R, EFS #EiHBRENEER efs-proxy (BAR efs-utils 2.0.0 iR EFHIRA ) =
stunnel (EAR efs-utils B ) REERRF , LBV HEEFS BRRAKN L L TLS ER,

MREFRERBHIBEEN , ENATURAHEGTNERMNE, UTEATHEFENSR.
EEMAERTERNNE K mMAERBHBEESX

1. TEARE stunnel , WIEISEHERAEXFEENERE, NFEFMAER , F2EAR

stunnel,
2. ¥17 stunnel LA TLS EiEEEHIE 2049 £ EFS ERER#
3. A NFS AFi% , ### localhost:port , e port REHEFE —ELBATC THIEREE,

HREERFNERNZRBIBESEERRE , SEXRCHNBRESESTEE EHTHEMN
stunnel B, RIBFEE , HERBEIERFEAN stunnel BFETE 20049 F 20449 » B IZEA B 1
1B | WiEZETEREE 2049 £/ Amazon EFS,

(® Note

BIRTERR , /8 EFS HEHBRERNEE TLS i , e8mslEAE L BERREEAHE
(OCSP) M BHRETHMEERE, EFS #HEBEIEX S stunnel BXARHE TLS 88, B
A Linux T2 EFERZEIEL TLS Thae® stunnel x2S, EHAE S —1@ Linux IRAE , FH
TLS #& EFS BRRFKE KK,

Z 8% amazon-efs-utils E4% , MEARRHKEH stunnel liA |, 2B A4k stunnel,
HRAMBNEE , B2 HEZEmE,

FERERFNERINRE  SZHNNFS AFRREEREE, RELANIHHIARRRRR K £2F
B —{EHE=E 127.0.0.1 = localhost WIERRKE , WT5& 6,

$ mount | column -t
127.0.0.1:/ on /home/ec2-user/efs type nfs4
(rw,relatime,vers=4.1,rsize=1048576,wsize=1048576,namlen=255, hard, proto=tcp, port=20127, timeo=¢€
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£/ TLS 1 EFS #HE BN ETHRE , BEEHMRE NFS AFRUBEHEAEEREIE, EFS #
HinWEXZHBRAPIR stunnel BF , HEEARMIEREE FH#TEE | stunnel M TLS B
¥ EFS ERIZRKNNBELR, EFS HEHBEXE SR EMMER L MR ERMEBIAVERE,

= E¥Bf Amazon EFS R RH ID AT ENRMEASBERE , BUUERAUTHS. Fisig
efs-mount-point X BB EERRFH AR,

grep -E "Successfully mounted.*efs-mount-point" /var/log/amazon/efs/mount.log | tail -1

EXRER EFS #1EGBEARNZEHHINERE K CHEEIL A WiEFamazon-efs-mount-
watchdog. LLFEFAIHESEBEN stunnel BF EEHT , WEHH EFS BREKKELL
stunnel, MERAFELEFERMER stunnel EFENK L  ERESEFEEEEHEI.

£/ Amazon EFS 9 AWS KMS £i8

Amazon EFS B AWS Key Management Service (AWS KMS) B& L TE 8 EE, Amazon EFS fi£
AEFSBRMZERRE , FRUOT :

- INFBREFEER : Amazon EFS € AWS ZE €88 A Amazon EFS, aws/
elasticfilesystem NEMPBHZERRFTEER BMEREH,. BBV EHAS).
- MEBEBERER  CEEARNNEZENRZERERNEFZIESR(LRERERNAR). BHUK

A, FRAHBELEFEESRNET. LEFSEESRTURTIMEER 2 — !

« AWS ZE & for Amazon EFS - ERFEREFZE £ aws/elasticfilesystem, &BF
TESREBEVNRTHISELER  EFEASELER, WFE-—STH , FSH AWS Key
Management Service E{B.

- EESZESR  SRFAERKETEN KMS £ , RALUURECHSBBERNRFZEFEH
ERRE. NFERUETFZESRNFMEN , F20 (ARABER) PHNEIL SR, AWS

Key Management Service

NMREHABERERNZNRZEATFIESR  AUNZRASRBR, ECRASRWIRE
B85 AWSKMS BBWRENSR/—IX. ) EATFZESRE  SURERERERA.
ENRA. MRIHEHEFZESRNTNR. MFFMES , F2REA Amazon EFS #5 AWS
KMS &8,
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/A Important

Amazon EFS EEZHBNEFZE SR, BEEE Amazon EFS R EAFHBNEFZE
{8

FREEENBNMBRPELUERARNEE, T8 , Amazon EFS #3EM AWS tRF IDs& H IR
AWS KMS Ei¥EEEIHY AWS CloudTrail B3, MEFMET , F2RBENZEZZFKEN Amazon
EFS BiEERER,

#J Amazon EFS £$8 B3 AWS KMS

ECRBREREEHEUEFSESREINNEIELN, NEEANRSBBERWFMENR , F28 (AWS Key
Management Service BIZ A E#/) FHE AWS KMSHERASBBE, UTEEHRTAEE
AWS KMSAERIRYEF AT |, ELE# R Amazon EFS ABREMNBZEERRFERJIEMNGT

« kms:Encrypt : (ZH) BHENXFEFMEZEANBZXF, LFTSMATERNS|BERF,

« kms:Decrypt : (HE) HEZEIETHRE, MBEXFAZENBNMNTF, FTEMATERN SR
BEHF,

« kms:ReEncrypt : () ERRF[HRMZEREFTNEFZESR L MARETAPRNEXFE
B, ERSEME K AREFME., LT TMAERNSWBEEH,

« kms:GenerateDataKeyWithoutPlaintext : (X E) BEEEFZETHR T NBENERMZ S, AT
A& A kms:GenerateDataKey* AR £ BUKR H,

« kms:CreateGrant : (XE) ¥R TFHEESH , WEEHITUFHSBNEARYE. RTE2SBH
RNBRAFTHE, MERTHFHEES , F28 (ABASER) P8 FHETF AWS KMS,
AWS Key Management Service MET Al € A FARR BV SERBUER S,

« kms:DescribeKey : (X E) RIIEECEFZESRNFHEN. HFUTSMATERNSBEEKS,

- kms:ListAliases : (M) JIHRFPAEL®RAE. ERAFEATRAREBIMZNERRFER |, T
AEEAEZE KMS £RFE., RMEREFERALT , URHSEERERR. HFTSMATER
M EWBERT,

AWS ZE &8 B A Amazon EFS KMS BUE

for Amazon EFS 9 KMS AWS Z & &£#8 BUK JSON aws/elasticfilesystem 1 RFIR :

{
"Version": "2012-10-17",
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ERAEER

"Id": "auto-elasticfilesystem-1",
"Statement": [
{
"Sid": "Allow access to EFS for all principals in the account that are
authorized to use EFS",
"Effect": "Allow",
"Principal": {
"AWS" . "EM
},
"Action": [
"kms:Encrypt",
"kms:Decrypt",
"kms:ReEncrypt*",
"kms:GenerateDataKey*",
"kms:CreateGrant",
"kms:DescribeKey"
1,
"Resource": "*",

"Condition": {
"StringEquals": {

"Sid": "Allow direct access to key metadata to the account",

"Effect"

"kms:ViaService": "elasticfilesystem.us-east-2.amazonaws.
"kms:CallerAccount": "111122223333"

: "Allow",

"Principal": {
"AWS": "arn:aws:iam::111122223333:root"

}I

"Action":

"kms
"kms
"kms
"kms

]I

[
:Describe*",
:Get*",
cList*",
:RevokeGrant"

"Resource": "*"
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EIMIRER MR

KMS £ RES BRI EUEMBERRRNFE
ERA

EERE - ERRAENZTEERNE AFEUE
Disabled

BRAREESERNEEEEIFE. JUERMA.

MR
ERARBEEEFN. EFFHBTUBUERER,
EMlER

BRIABKAEEZEFN. LBFEEIRE,

/A Warning

MREERARMBRAREBERREN KMS &8 , HBEH S| Amazon EFS FEUE , BHE
REAMEEEFE. MRERBHE  EVRSEFEREX, ERENFER/ 2 , FHEL
BARECHEZBEENROER.

MR H &

BRI LAE T ER B AT HER# Amazon EFS tN& BB EBEER.
- SUERPHERMMBETREHEKK

- UEHTHNERNBEETHHEC DE

- BEBVBENERERRE

- BEERNZNERRE

LE@m T ER BT HE KR

BT , BEFEHA Amazon EFS # & BB X E Transport Layer Security (TLS) B , © &34
HTEIREERE, BERAETZELIIEE | HIEREAFEA Red Hat Enterprise Linux 2 CentOS B,
EELERT , £/ TLS R#HH EFS BERAFAL LY.
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PREUEN

RMERELNAFRAR stunnel RAEUZETREBRE, NMRFMER  F2EANR

stunnel,
DS i) E R N 1T R B8 2

&HY Amazon EFS ERZMENBERTRRERNAAFREHAMFLEERPE  ERBAREEN
$ ) 1&1%$TIEJO

PREUEN
MREHAE@E PN ERINZER Amazon EFS ERRMERKPE , FHITUTIR .

b

1. F5HERR stunnel BRI IEE A Fiw E# 1T,

2. FEMERREREXERAER amazon-efs-mount-watchdog EfEAF ik E#{T. WEABEXEEH
7, BANKEREFEATIGS

b

ps aux | grep [almazon-efs-mount-watchdog

3. RELMXEAR. WRFHMES A FSHIEZERF.

4. HFE , B LABAEH stunnel B MEILEH ., B LAE /etc/amazon/efs/efs-
utils.conf REELRK BEHRELUEA stunnel Bi6. At —R | SRS EEABRFGEE
NHEBZERRS , ARBEFHEUSIZXEFLEN

/A Important
AR stunnel B A REEHEENBRRAFEABANZE,

R EARAE | R4S AWS Support,

BELREVBENEERRR

FLEABEYMNBEMBERRM. T1B , EFRIERFAL | I5H AWS KMS EEFER.
REVENF

EBLEBERT , TeeSEEN b AWS KMS EiEEF A LSS AWS B, MEREEEBR
EEF AWSKMS MEXETAM  AZRBE—XUBIERRR,

ERmE 249



Amazon Elastic File System EREEmR

EEAEAMBNERRR

MBERRFISEED NFS FIRESER. B EFSAWSKMS ATHHF—ERREER HNELB
R, TRESHAIELHEER .

- ZEREEFA,

- ZEHMEMER,

 Amazon EFS £ A &K FF 0] 2 IR,

- AWS KMS ER L[,

REEN

B% , B AWSKMS £ EMA. BUlEXRATRASBRERCEHMA. NFEFHEER , FE
{AWS Key Management Service BiZ A Bi5/) FHRIESE,

MEZSWAMA , FEEHBA. WEFHHEER , 52 8E (AWS Key Management Service Fig& A
Bi5m) PHRBANEA2E,

MBZL/EELEMER , BtRESERALE, BUUBCEMBRYE SHEAAZLE, MEHMEENR ,
E28 (AWS Key Management Service BIZ A B188) TN HEREFEUE S8 MIER.

MRSH/EMA , MEALNRBIHEE , IFWREBEINEFTHASBOREE , BB AWS
Support,

TR R
A EFERY Amazon EFS AR B ARI BV A f Bav i
RZMAFEHFinEEAREN ZEHNRE,

LB ERE cHAMEERER AWS :

« AWS Site-to-Site VPN #E#R., MEFMENA , F2B 1 EE AWS Site-to-Site VPN ?
« Direct Connect E#R, MEFMER , 2B ER Direct Connect ?

EiBMAZH Amazon EFS 2i&iB AWS ##APIs, A Fix&4BX$E Transport Layer 1.2 E AR
K, BMEZRMEH TLS 1.3 REHFHIRAE, AFHEXEXEERMTLE[ME (PFS) ENERE
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¥, a0 R BF Diffie-Hellman (DHE) =45 [l h #2 & B Diffie-Hellman (ECDHE), B R (20 Java 7 F
BHRA) AZEXEELERX, kA, BLAFHERESE D, URE IAM ZFEAMEBEBHNIRE
IEMREFBIHER , RELILUEER AWS Security Token Service (AWS STS) RELRRLZEBER
EEBR,

VPC 1 Amazon EFS API 2 B R E

EEEVERIEZR (VPC) M Amazon EFS APl 2 WA ER , B UEYNE VPC RS, &
AT LASE A BB AR £ VPC M IU Amazon EFS APl , MEEZBEREREERE, W TIRM Amazon
EFS APl L2 ER A MAETERBRAEREE,. NAT ST EENERLEHEE (VPN) B, MEFA
B , 55281 Amazon EFS R{EANE VPC i 2,

MEEEF AWS BER ZEHNRE

Amazon EFS #9 Amazon Virtual Private Cloud (Amazon VPC) ixZ 2 VPC AKBEEE  EARE
#£ZE Amazon EFS, Amazon VPC 2455 K¥HEE Amazon EFS |, YW EI FEREHE VPC, MEFME
# , Bm2[HE (Amazon VPC EAEERE) PM VPC ind,

Amazon EFS BV & 2 MFZHE

AWS Identity and Access Management (IAM) 2 AWS fR¥% , Al HBIEEE T £ thinH ¥ AWS BR
MFEE. IAM EESAREIBLEASTETE DRI (BA) XREGERRE (BEEFFH) SUEA Amazon
EFS &R, IAM REAAREEH AWS BRI 8 .

£

- BEER

- RS DRI

- EABEKEEFIUE

« Amazon Elastic File System #N{a&& IAM 1% [E T &

+ Amazon Elastic File System B & % B Bk £l

« Amazon EFS W& JRE BUR €451

« AWS Amazon EFS 8 SEBXR

- 1£ Amazon EFS #{# A28

« £/ Amazon EFS WIRKERAE
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« Amazon Elastic File System & %58 Bl #l 17 B 5% B HF #7

HEHXR
FH A AWS Identity and Access Management (IAM) R IBEN ABMEFTTE :
- RBFEAE — EREENELE  BOEEERBEMEY (7528 Amazon Elastic File System

5 70 58 Bl A 17 EUER S HF A7)

- REEEE — AEREXAEFRELRIMEEITFIFER (2B Amazon Elastic File System 2l
AT ER IAM 155 [E) T 4E)

- IAM BEE — BREBRFUEEEZEUEE (5528 Amazon Elastic File System i & 4 # B 5 & 45

M &0 8mE
EHRBRMAWS FAEHBBEA HHR. LA AWS RSRERE, IAM EHERRIE
IAM £ .5 5 11T 5 5 R,

BAILAER B9 RN EAER , 6§20 AWS IAM Identity Center (IAM Identity Center), E—& A&
2 EFTH Google/Facebook EAER , LUBEEsWEXNEA, NEEBEEANFHEENR , F2H
(AWS EA EREER) PHRNAEALHN AWS IEF,

HWRENRFTFE , AWS 124t SDK M CLI ARIGHmFH NBEEF R, WFFMAER , F268 (AM
EREERE) T API FEREIAWS 5 4 IREEREF

AWS tRF BRERE

EREY B AWSIRF , B#8#—E&% AWS IRF theroot ERENZEAT DFHR , ZF 2 EBHFA
B AWS R#% M ERNTEEFIE, BARBRTECAREAERIATEERES. FRFREREAE
BENER  F20 (AM EHEER) PHNEEREHEBENES.

Beeo
REBBRERABEREERABS S ORMHAE , JLAWS BE ERAKRBEFN

BEgsRELEBHK. Web S REENERE , RFEARBH 2 RKEH AWS R BREFE
Directory Service . BE B 7 EREAE , MEXACTRMUERERE.

EEETNVERFEER |, BEFEH AWS IAM Identity Center, IEFMMET , F2B AWS IAM
Identity Center fE A& ER PRI ER IAM Identity Center ? .
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IAM {3 & F B4

IAM i F§ & https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html2 —E & 7 E{HE A=
EARARXNSEFT#, ERURREENRKEGRIEREN IAM £AE, WFEFEEA , F2E8
(AM EREERE) PHERAECRAEEABS SO RMUER AWS FAKGRBETH .

IAM BHESIEE IAM FHEES  FEEAEFAENHFIREMNRR, NEHASH , F28
CIAM EREERE) PH IAM FERENERZ6,

IAM A&

IAM £ & https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.htmIBI B D BG4S EFTE |, H
AR ERER R, BULUEBRERETRE IAM A6 (E8EA ) W AWS CLI 5 AWS API
RERBEIAR, NEFHENR , F28 (AM £RAEFER) PHEBEASNEE,

IAM B EBRRBE 5o ERAEFI. W IAM EAER T, BikRFFERREBRBFE , URE
Amazon EC2 TR AEN., MEFMENR , F2H (AM EAEER) P/ IAM FHVRIRFE EIR
B

EHBRREEFEUE

A LUEBE M BUR W HIE T 5 9 HER AWS Hi24] AWS i EEl., BERESHS 9 R EHEME
BT, EXEAREERE AWS | SFHELEBER, KZEBERELL JSON X4 AWS K
NFRE b, MFE—D 7 #H JSON BERXH |, 520 (IAM F£HAEIERE) P JSON BEEEE.,

EEESEMEANK  ERERWLEETRUTEWLRG THRLEERNTEE , UEETFINHEE,

HEREBERT , FRAENAERBHT. IAMEEESEY IAM BXRIEHETEEAG , #HEAERE
B, IAM BERERBMENFTT , ERRAMERXHIT.

BoBEER

BoRARRENMESD (ERE, FAEFANAR) K JSON FFABERNH. EEBEREH & DA
HPLERNITHLESE , UAREANGKRE. NFTHROMELSDHEBER , F28 (AM EREE
M) PREBEFEERRERHE] IAM 55,

BoBERRAD/ARBER (EEABRRE—52) BEXERXR (ANMNESES 50N BEMLBER), 0F
THNAEZERRRABRBRR BMEE  F2H (AM EAEER) PREZEBREXNRBE
ZEEE,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
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BERBEHR

BEREBRRMH IR EIRA JSON BRI fF. #6|aHE IAM AEEEBRE Amazon S3 fFRTEE
R, EXEEREBRNERET , REEESAUERACARZHHREE RN FIER. EXAEE
BREBRPEEEE.

EREBRRURAZBHEPNARBE, SEEEEREBEPERARE IAM B AWS REBK,
HtBeREE

AWS X EHMBRER  IREESERBREER TR :

« FFARR —RESHTEBERTRE IAM BERNKEAFT. MFEFEEF  F2H (IAM EAEE
) I IAM BRI AR,

« BRIGIEHIBK (SCP) — & AWS Organizations PR E B SR ABBENIEER A, MEFMENR |
5528 (AWS Organizations {EF&1ER) Y RIEIEHIBEE,

- ERZEHBEK (RCP) — RELIREHERTAF TN LR, MEFHASE
Organizations £ &) PR EREH BE (RCP),

. THEREBBR — EUERRFTARAACIEBES G/ FAERIRF TERERE , USBENEE
MR R, MEFMER b F2 (AM EHERRE) S0 TIERBRBE,

illll

, 2B (AWS

ZRBRER

E%Eiﬁﬁuﬂﬁﬁ%iﬁﬁﬁﬁv R, EEMNFFUSESMMELRER, B2 T7THNMAWS £S5 R SEBH
REHFRERBAFNBER , F2H0H (AM £REER) PHBERLEE.

Amazon Elastic File System f1{AE2 IAM 1% [E T4

EZEER IAM EE¥ Amazon EFS WEEUE 2 51 |, iaEERAEHILE |IAM ZhEE T LAEE Amazon EFS & BEL{#E
A,

& T LAFA B Amazon Elastic File System £ # IAM Zh&E

IAM ZhEE Amazon EFS % &
R E =
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IAM Zh&E Amazon EFS X &
ERAEBER =

BREE =
BERFETRE|R BRBEE) =

ACL &

ABAC(BUR IR &) B

MR BB =

ERBEFA =

REAE =

RIS EREHE =

ZE2MH 7 # Amazon EFS FlHE it AWS IR M X ZE IAM TheEREEA , F28 (AM FRE
EE)Y FRIAWS B IAM #EEERR RS

Amazon EFS 0 B BUR
TESHEBEK 2

B BBERR ALK NI S 2 (Bl IAM ERE. EREFHERAE) K JSON FFAIBERXHF, ELEHK
REEF &0 EMERG TRREBLEFRATHLEDE, MFTHROAMELSSEBK , F26H (IAM
ERERERE) FHEBEFERBRESRBR] IAM A,

A IAM B2 EEE | BULUSEASRESWBENDE , UREAERE T AFRIEBBE, 0
T T MAEE JSON BT ERNFETE , 88 (AM EAEIEE) 8 IAMJSON BETES
=,

Amazon EFS t & 7 B Bt SR &5 451

= ERE Amazon EFS B0 BIBRK & , 5528 Amazon Elastic File System B & % BB & 41,
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Amazon EFS F Y &R BXR
TEEREBEK : 2

BEREBREH IR EIRA JSON BERX . EREBRNRE REHIR IAM ASEEEEN
Amazon S3 fFITEBK. EXEEREBRXNEBEHS , RBEEESTUEACMAREFHBEER
MFEER. BRMIIBERNER , BREEREEN TR TUNRERATHNEEARE[MERSET
BITHEMF, BLXREEREBRTEELZRE. ZERATNESRFE, £RE, A6, B ERE
2 AWS BR7.

MEBRABIREFIE , EUUEREMIRFREEMBIRFN IAM BERFAEREBRNER. WF
AEEA , F2E (AM EREER) B8 IAM R RIES ERF .

FETHNAERAERIRREFERZREN R , F2H £/ IAM 2HERZENEFR. BE7T
B EREBREZIERRM  F2HR BAEEREEE,

Amazon EFS A iy &R 2 BUR €5 4

= ER1A Amazon EFS EREBKES] , 5B Amazon EFS WEREBREHI,
Amazon EFS B BR EE

XEBEREE: B

EESWLER AWS JSON BURRIEEH T AFHAR, twpi2aR , BHMEERE M BERE T o A8
EERAITHLEBIF,

JSON BURRE Action TEBERETARARAFHIEBBRFFRNEF. BREERADERRETH
1TAEBABA BN ERVRT W,

EEEE Amazon EFS BIMEMEE |, 528 (RERESE) B HY Amazon Elastic File System EE&
M BIE,

Amazon EFS B R EBFEEBEZRIEATIIFE :
elasticfilesystem
EERE—RRXPEEZEEE , FRERD R

"Action": [
"elasticfilesystem:actionl",
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"elasticfilesystem:action2"

]

ZER Amazon EFS B2 B BURKEH| , 5528 Amazon Elastic File System B & 7 B BUER & 4,

Amazon EFS W BUIRE R
TERXRER : 2

EESWLER AWS JSON BURRIEEH T AFHAR, thpEaR , BMEERE M ERE T oA
FEER#T UL BIE

Resource JSON R EZUEEEEABENYH., REEKEEAHE Amazon Resource Name
(ARN) RIEEEER. EHETZEERBRHT , FRAEBAFR () R ZBRRXNEBARMEER.

"Resource": "*"

EEEE Amazon EFS BEREE K H ARN HEFHEN , 28 (RBERESZE) F1 Amazon
Elastic File System EENER, BEETHRETUFEABLEEIEEESEERN ARN , F2H
Amazon Elastic File System E &/ B,

EER Amazon EFS B2 BIBRKE | , 5528 Amazon Elastic File System B & % B BSR4,
Amazon EFS By BUR R4 3R 5| 8
TEREEERR GG 2

EEE A LMER AWS JSON BURRIEEHAIUERAR, 2R , BHMEERE T BERAAE T oSt
EEREIT LB F,

Condition TEERBERNIKRY , EERBXNBITRHE, BINBLFERRTESETNREFER
X (PIHERTPIR) , REHBRPHRGNFRDNVE. EBZEFME AWS 2ERFRSIR  F2
B IAM EAEIERE) FHAWS £EFRGFABTREIE,

EEEF Amazon EFS R4 £81NEE |, F2E (RERESE) FH Amazon Elastic File System
NG SR, BEETRETVUREBLEBSENERERREEE , 528 Amazon Elastic File System
EEWEE

ZZER Amazon EFS B 5 B BUREE | , 5828 Amazon Elastic File System B 5 %5 B B & 41,
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Amazon EFS 89 ACL

YEACL: &

TFEUZHIEE (ACL) AHEFIBL TR (RFKE, FRERNAC) HAFIEERNFFT, ACL EHR
ERAEPR , BEMATEM JSON BERMXHFER.

£ Amazon EFS A ABAC
Y ABAC (BERHAWER) : o

B FEES (ABAC) R—EREXE , REEAEBRNBHEER IR, SUUKEREEE IAM
B AWS &R , ARRET ABAC B , LEEZRXANBRBNSER LVERE RFHRE,

MERBEZERILEFIER , 5FH aws:ResourceTag/key-name, aws:RequestTag/key-name B
aws:TagKeys fRZRE|8 , THRNWEGETEF , REEBEA.

MRBHEXESEEREEN L =ERG SR  RBEZBBEMS , ER Yes, RBBEIERLE
REEN A =@ k4 iR , RIEAR Partial.

WMFT ABAC EHHAEH , F2H (AM ERERERE) PHEA ABAC BRIEERF . NEEESHAR
E ABAC ZERRNHERE , 28 (AM ERAEERM) PHEHABEEFEUES (ABAC).

HE BB Amazon EFS BB EH
TERREE 2

R B AERMRMYE AWS ERNEHFR , YEAFEABRESRVBRACKAETEY., AWS BEEER
BEELAHREAEN K MAREARMENER. UFFMAEFA  F2H (AM EREER) FH
IAM 7 B B s &2 2 B RE BE ) £ |AM FE B EERIAWS AR#S o

Amazon EFS MBS IRAS = &5 ]
TEHEFEFEINI/ERE (FAS) : 2

R T AEREE (FAS) (EFIREM EFEATT AWS I | 4 AWS BT R0 TR RIS
R MFRE FAS BREGEAFMER  ASMBSERTERE,

Amazon EFS MR A&
TEREAE 2

REAGRREETN AM 56  IREHTEE, IAM EEE LR IAM AE, 18 FNMMBRIREE
At, MEFMEENR A F2lR (AMERERERE) PHEITAGLUE IR T AWS RIS
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/A Warning

SERE AW ATae2 P BT Amazon EFS ThaE, R B7E Amazon EFS 12t155|8F , &E
mEREAG,

Amazon EFS IR EE AR
YERKEEAR . B

BHEFACGREGE N —EREAE AWS . BB TURERARENTHENAR. REHERS
AEghREEN 7 AWSIRF |, YHERBHEE. IAM EEE TR  EFRRERBERSEHN
AT A,

WMERAREUNEE Amazon EFS R EZACNFMENR , F2H /8 Amazon EFS # RERE
At

Amazon Elastic File System B & 4 2 B 3k €5 451

&ER , FAENACTEREIRISEH Amazon EFS ERMNFT, EERFEAEHHEMELERY
TEERMRTT |, IAM EE ST SR T IAM B3R,

WE T MR fE AL JSON BURX M2 IAM B RBR |, 28 (AM EAEER) PHE
M 1AM BUR (E#8).

% Amazon EFS FTEE 2 BMEMERBEENFMER , S BSEEREEN ARN KX , F2H
(BRIEZESE) FH Amazon Elastic File System KB, ERMEHFREI#,

FiE

- BRBEEHR

- £ Amazon EFS £ 4&

- 56l . AFERAEREMMHBECHET
- Eifl : SABIEIMBEERRRK

- il . MEBRIKMBERRK

HRREER

BrBEBREHEECRFINEBASREIUEY, FIHMER Amazon EFS R, EL B AL
ERENAWS IRFELER, ERBNNRES D BHBKRE , FERTHEARERSHE !
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- FRIEER AWS SEBRRYERREERITT - eERBHEATRTENCERAENTELSE  FEA
B RTHAZSERERARGIN AWS REBEK., ©MTELEN RER AWS IRF, RMIEBRLEES
BERERARN AWS NEFZERR , WE—FROFHA. NFEZEA , F2EH (AM EAEE
) FH AWS XEBRSAEBHENAWS XEBXK.

- ERAREHERT - RE IAM BERNFATR  FERTHTERMTNTT. KERLEN , B
LESRERBEFRG T TUEREERKINEE  SELBARKRRITT. WEEA IAM ERFFT
MNEZHEES , F2H (AM EAEREE) B IAM FHBEEAFT .

- £ 1AM BUR R BV R — SR B FEUE - B LSRG FIBZEBER | RHIEEMERNEFE.
flan | WAIARBBEERRG , EEXAMER SSL BEFAERR, MREBRIFE Hlun FHRKEENE
AWS R , &t 7] LA R R4 2R R F 2 FZEUE CloudFormation, MEFFMAER , F2E (IAM FH
Hi5E) PH IAM JSON BUEETE : 1§,

« f£/ IAM Access Analyzer B IAM BUER |, fB{RFT I 24 B /] IEEEE - IAM Access Analyzer B
BHBEMBAEER |, BRELBERER IAM BURFES (JSON) fl IAM FRIEEH ., 1AM Access
Analyzer 12t 100 ZIEBERRERVETTHNER , IHBERERLBERANBE., WEFEE
#A, F2E (AM EAEERM) PREA IAM Access Analyzer BrF BUE.

- FEZEEZRE (MFA) - MIRENRHFE IAM E£RESH FHRERE AWS IRF |, FFFR MFA
DREZ2M., WEEFWY AP BERTER MFA |, 5588 MFA (REFTEEENBER, NFEFHE
A, m2E (AM EREER) FHERB MFA E’J;zé AP| FH,

WmE IAM R REEBNHERES  F28 (AM EAEER) 980 1AM 22 5E8H,

£ Amazon EFS i &

# E17H Amazon Elastic File System 12 & , BX4BHREREARN —HHFT, BLEHFUXLEARFEY
H AR B Amazon EFS ERFMER AWS IRF, MRERIVHMREARAMNEFIEREN T HE
BER , AR EERBENER (FAENAG) S , TEARELZMFERERE,

HAEMW AWS CLI 5f AWS API I E |, BFEEARFRETEZEAHT. k2 , REAHEFISAF
SMMERHNTZ AP BIENEERTILT,

ATHRREAENAGMNMATLER Amazon EFS X4 |, 154§ Amazon EFS
AmazonElasticFileSystemReadOnlyAccess AWS SEBREZTEE, MEHMEN , F2
B CIAM EREIEmRE) PHFETIEIERE.

BE]LATE AWS Amazon EFS B S EBUEE R&EH AmazonElasticFileSystemReadOnlyAccess
MEft Amazon EFS S ERBBE.
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ERAEER

g6 RFHERERRAMBECSHEH

WEHSREBMMBIBER , AFF IAM ERERGEZIBACEAESINARRZEBR, BER
SeEEEAHEA H AWS CLI AWS AP URRRERETA R TR BEN T,

"Version": "2012-10-17",
"Statement": [

{
{
}I
{
}
]
}

"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [

"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

]I

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [

iam:GetGroupPolicy",

iam:GetPolicyVersion",

iam:GetPolicy",

iam:ListAttachedGroupPolicies",

iam:ListGroupPolicies",

iam:ListPolicyVersions",

iam:ListPolicies",

jam:ListUsers"

1,

"Resource'": "*"

P MR MBERRLE
THEPRATFFREE , RARBFERARR I NERRRENED,

—
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o5
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"Statement": [

{
"Effect": "Allow",
"Action": "elasticfilesystem:CreateFileSystem",
"Condition": {
"Bool": {
"elasticfilesystem:Encrypted": "true"
}
1,
"Resource": "*"
}

MEEIBRERCGERBIUANZERRFNERSE  AIBERSLN. EREHA AWS EEITIES.
AWS CLIZK AWS API = SDK , FA&EHEFRNELUTINHAL :

User: arn:aws:iam::111122223333:user/username is not authorized to
perform: elasticfilesystem:CreateFileSystem on the specified resource.

g5l mEIBRIMARMERERRR

\-

THEHIRAT HDEBER , RBRETFERRARBRLARNMZERRENED,

{
"Statement": [
{
"Effect": "Allow",
"Action": "elasticfilesystem:CreateFileSystem",
"Condition": {
"Bool": {
"elasticfilesystem:Encrypted": "false"
}
1,
"Resource": "*"
}
]
}

MBEGEBRERGERBIUMZERRFANERAE |, AIFERS LK, EREHA AWS EEXESA.
AWS CLIZ, AWS API 5 SDK , FREHSEINEUTINAL
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User: arn:aws:iam::111122223333:user/username is not authorized to
perform: elasticfilesystem:CreateFileSystem on the specified resource.

& ] LA 3T AWS Organizations RISIZFIBER (SCP) |, sHIZE M BRI EFS BRRMA.
WME S RIEZE BRI FEMERA AWS Organizations , FHZBAWS Organizations ( FAEERE) &
9 AR A R IR

Amazon EFS BV & R & BER € 4

EAST | BANRISETRIEEETE Amazon EFS BEHTHBHIRRRABE. EFS BERKR
55 S IR4IS 20,000 SR, MBERTHETENER , H28 Amazon EFS FHERREE,

/A Important

MK R FRERRMBERTNER IAM £REHAE , IF2EXBRRERRRER
HEARMKRIEREZIXFEAERNAG. MR ERBERREE  AEAEIACKERRRRHE
E , BREEFH, MEFEER , B2 (AM £AEER) FHEEEE.

NMEBRNARIERZIAERNFAET , FE2HE BELERREIE,

FE

- Ef BRTFIBE AWS ACHEDRNE AFIVE
° %ﬁﬁ” &%/\HET?‘HX*E

- il . {F EFS FHE N FEE

Pl . RTFBE AWS ALK FEENE A FEE
ELLEHIF , EFS MRRKBERE T I -

« RR Allow,

- TREEATE AWS IRFHH Testing_Role,

- BEEREA ClientMount (A:8) M ClientWrite,
- REFAHRHILES AccessedViaMountTarget,
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"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/Testing_Role"
3,
"Action": [
"elasticfilesystem:ClientWrite",
"elasticfilesystem:ClientMount"
1,
"Resource": "arn:aws:elasticfilesystem:us-east-2:111122223333:file-system/
fs-1234abcd",
"Condition": {
"Bool": {
"elasticfilesystem:AccessedViaMountTarget": "true"

ghl RTFRBRFEUE

THERRRBEEREH ClientMount M ERFAIIR F IAM EfsReadOnly A€,

"Id": "read-only-example-policy@2",
"Statement": [
{
"Sid": "efs-statement-example2",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/EfsReadOnly"
},
"Action": [
"elasticfilesystem:ClientMount"
1)
"Resource": "arn:aws:elasticfilesystem:us-east-2:111122223333:file-system/
fs-12345678"
}
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}

BB THRNRELMERRRBCR , SFEEHME AM TRNREFIE (BEEETHEIERA) ,
A2H £/ NFS AFmE IAM RERARERR.

g4l . |F EFS FEUHNFEE

IETLAER EFS FHUBGR , & NFS BEFIRRRHERAEXNEBNRER | LEF EFS ERREPULA
BRAEWRNERNSE, BUNUACAERRRERR TERRKE LN FERER,

HEREREFERARETERRTFREFDNH , ZFIHBEHE ARN BERZEN TEFIERS
EIJO

MFERMRER EFS FIHMNFMER  F26H EHFIEH.

{
"Id": "access-point-example@3",
"Statement": [
{
"Sid": "access-point-statement-example@3",

"Effect": "Allow",

"Principal”: {"AWS": "arn:aws:iam::555555555555:r0le/
EfsAccessPointFullAccess"},

"Action": "elasticfilesystem:Client*",

"Resource": "arn:aws:elasticfilesystem:us-east-2:111122223333:file-system/
fs-12345678",

"Condition": {
"StringEquals": {
"elasticfilesystem:AccessPointArn":"arn:aws:elasticfilesystem:us-
east-2:555555555555:access-point/fsap-12345678" }
}
}

}

AWS Amazon EFS By & BER

AWS ZEBRZH AWS AWS SEBREVNEENBIBE ELEATSEARGIRMET , UESR
A LABRE T ARG A E,. FHEANAE,

FARCIE , AWS REBRABTERTFTRECARIINRFEERT , BRELFITAHAE AWS &
FEA, BMEREERBENEARINETLFEERE , WEE-SRBDFF,
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FEEESE AWS SEHRRPERNTAT, 1R AWS EH T AWS EBRPERNGTT , IIEHER
ERREZENAMERTAS D (£RAE, FENAR® ). AWS R B MBISHHN AP BRETA
REBRBE , AWS RBETREH AWS ZEH K.

WEFMES , F2EH IAM EAERERPR AWS ZEHXE,

AWS ZEBUER : AWSServiceRoleForAmazonElasticFileSystem

Amazon EFS A& A MR E#E A E®AWSServiceRoleForAmazonElasticFileSystem , BAft
#F Amazon EFS RKREEE AWS BEif. ttABEFelasticfilesystem. amazonaws . comfRIEHE
A, MEFMER , 2B £ Amazon EFS WIREERZAE,

AWS ZEBUER : AmazonElasticFileSystemFullAccess
I&T# AmazonElasticFileSystemFullAccess BUREEE] IAM B2

WEBEEEFEEHT , LAHFTEFE Amazon EFS I6i%E:1B FEUAEE AWS R AWS EE i

Ao
ATAIRFAEEA
RS E AT,

« elasticfilesystem: fRFFE B8 Amazon EFS X AFHITIEEE, CEAFTBER B
(elasticfilesystem:Backup) fiEJR (elasticfilesystem:Restore) & AWS Backup,

 cloudwatch : RFFERTE Amazon EFS A HIEREEIEEHN Amazon CloudWatch R Rk
EEMNER.

« ec2 - RFFEME Amazon EFS TR AEFEN, MERFMERERENE. HAFNISRERTEBME.
BRTAREE, Z2BHE. 7K. ERFILEER (VPCs) Mg EFS BRRFAEBBHN VPC B,

« kms — A EEFIH AWS Key Management Service (AWS KMS) €& #9514 , 4 Amazon EFS
FEEFHEIR KMS £48,

e iam- HFEVRKELAR , 25 Amazon EFS R REHAEEE AWS BIR,
« iam:PassRole - % IAM A& EEZE Amazon EFS,

EERRUBERNGTT , 28  AWS 2EBRSZE EMAmazonElasticFileSystemFullAccess) A
0 .

AWS ZEHE : AmazonElasticFileSystemReadOnlyAccess

I&T# AmazonElasticFileSystemReadOnlyAccess BURIEEE] IAM B2
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R EIEIR &% F¥ Amazon EFS MEEFEUE AWS BE XA,

ATARFEEA
BRI EU T,

« elasticfilesystem: fRFFE BT Amazon EFS i AR Amazon EFS ERRFEMNEY , &
FIIRFRE. RONERRARBR., £hEHEE HREEREZSEE. EENFEE,

« cloudwatch : RFFEBEE Amazon EFS =& F#EE CloudWatch I8E M # iR IEEEZ R,

« ec2: AT Amazon EFS XA BETHESE., METEAREEBY. Z£H8HE. @
. VPC REBM,

 kms — AFFERSIE Amazon EFS 12 & AWS KMS £#H5IH&.

EERGHBERNETR , 28 (AWS ZEHRSEE
BIAmazonElasticFileSystemReadOnlyAccess) H#Y ,

AWS ZEBUER : AmazonElasticFileSystemClientFullAccess
&AL AmazonElasticFileSystemClientFullAccess BUERHMMNE IAM & 5 &,

WBERIR T EFS BEREZAFNWERNEAAFPHEIE, HBERART NFS AFmREEH. ERAMEA
EFS ERX#K,

EERGIBERNETT , F28 (AWS REBRSEE
BIAmazonElasticFileSystemClientFullAccess) HHY o

AWS ZE B : AmazonElasticFileSystemClientReadWriteAccess
BT LA AmazonElasticFileSystemClientReadWriteAccess BERHMIMNE IAM & 5 .,

BBERR T EFS ERZAMNVBEDNNB A FinFEME, LBERAF NFS AFmH#HEH. BERAMRA
EFS #ERRH#.

EERGHBERNETT , 28 (AWS ZEBRSEE
BIAmazonElasticFileSystemClientReadWriteAccess) Y o

AWS S EBEM Amazon EFS B

BB R BIEH Amazon EFS AWS SEBREMURNVFHMEN. NEFBELERESENEE
1282 , 555TB% Amazon EFS X HFEF 426k BMEAMY RSS HE,
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ERAEER

gE
EMERFEE

EMERBEE

EMERBEE

EMERBEE

EMERBEE

EMERBEE

iR

BUR . AmazonElasticFileSystemFullAccess

Amazon EFS #1187 T3IEB

* ReplicationRead # ReplicationWrite
RTFERNMEAERRAEERNUNETEENGT T,

« iam:PassRole #&F Amazon EFS B EEH
REMVET A,

BUR . AmazonElasticFileSystemServiceRolePolicy

Amazon EFS #T#8 7 ReplicationRead #
ReplicationWrite , UARFEEMEALZRR
RERLETEENF T,

BUR . AmazonElasticFileSystemReadOnlyAccess

Amazon EFS #118 ReplicationRead BhE , LLiZ
FEIERRARERETEEHNRTT,

BUE : AmazonElasticFileSystemReadOnlyAccess

Amazon EFS 18 7T ¥ EVEE T |, oI RIRF B YR
FEREBIRFEBNERRR.

BUE : AmazonElasticFileSystemFullAccess

Amazon EFS #8580 , UAFERBREERRK LE
BANBARE, EEFFEEAEF Amazon EFS £
BIHEAERRKF,

BUE : AmazonElasticFileSystemServiceRolePolicy

Amazon EFS 18550 , LA EMETL., HRMM
Bk Amazon EFS 88 , LAK I3 Amazon EFS iR
Rift. EEFTFEEAFH Amazon EFS RERFEHHE
EEERRREEHERE,

Date

2024 £ 11 B
7H

2024 £ 11 A
7 H

2024 %11 R
7 H

20245 8A7
H

2023 11 A
27 H

2022 1R
25 H

AWS SEHE

268



Amazon Elastic File System

ERES

=[]

gE
EMERBEE

EMERBEE

FRIRIEHEBUR

BAEIE MEE R

EMERBEE

EMERBEE

Amazon EFS B4 iE it

iR

BUR . AmazonElasticFileSystemReadOnlyAccess

Amazon EFS #3850 , A A FFEB IR Amazon
EFS#EE, EENNIREAFFHAERGERRRE
BiARE,

BUR . AmazonElasticFileSystemFullAccess

Amazon EFS ¥385F 0] , AAFERET, HAFM
Bk Amazon EFS 8, EEHFWIREAHTFERAEE
EERXKESHERE,

BUR . AmazonElasticFileSystemClientReadWri
teAccess

REE NFS Al FiR7E Amazon EFS R R L EEM
BANER,

BUR . AmazonElasticFileSystemServiceRolePolicy

Amazon EFS W EZE AT,

BUE : AmazonElasticFileSystemFullAccess

Amazon EFS #8580 , U AFEBERMER
Amazon EFS IRF R, EEHFUFEATFEAEE
Amazon EFS £# & PR MR ERF REFRE.

BUR : AmazonElasticFileSystemReadOnlyAccess

Amazon EFS #8550 , LA EB IR Amazon
EFSIRFRIF. SEHFUFRERFFEHEE Amazon
EFS T AHFRIRIRFRIFRE,

Amazon EFS FAREME AWS SEBERNEE,

Date

2022 F£ 1 A
25 H

2022 1A
25 H

2022 1AR3
H

2021 £ 10 A
8 H

2021 5AR7
H

2021 £ 5R7
H

2021 £ 5R7
H
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£ Amazon EFS 1 {E AERK

BT LA R ER R FI¥ Amazon EFS ERMEZE , AR EEBMRZEIRE] (ABAC), MEHME
A, B2H

- & EFS &R
- BIBERNERZEHFI
« |IAM EREEREPH ABAC B AR E AWS ?

(@ Note
Amazon EFS 82T X B EHEARBHEFEIES (ABAC).

EECEEVHBKESEERE Amazon EFS &R , R EXABMEHE AWS Identity and Access
Management (IAM) 5,

ERUNNERERSRNYT
BB TEHET Amazon EFS API B |, AIEREERUE R ETEER.

* CreateAccessPoint

* CreateFileSystem

EREREERYKERLER , ML REBEYEREF (10
elasticfilesystem:CreateAccessPoint % elasticfilesystem:CreateFileSystem)
WEAFT, MREEREVBEPEERR , §¥elasticfilesystem:TagResource®
£ AWS #ITHM TR , UREBECAERTEAEUERNA. At , FRAEXARREREA
elasticfilesystem:TagResource BI{ERYBARERF I,

£ elasticfilesystem:TagResource B){ERY IAM BUEREZR S |, BE
elasticfilesystem:CreateAction {RHF& A Condition ik , BERFURHEEIER
B,

ExamplelE : RAFEE B ESEHNEEERIK

UTEHHABRRAATEAERIERRS  YAREEVHESEEEAEZERRK. FHEREER
BEERIER (I TEEEZEMFW elasticfilesystem: TagResource EfE).
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{
"Statement": [

{
"Effect": "Allow",

"Action": [
"elasticfilesystem:CreateFileSystem"

1,

"Resource": "arn:aws:elasticfilesystem:region:account-id:file-system/*"
3,

{
"Effect": "Allow",

"Action": [
"elasticfilesystem:TagResource"

1,
"Resource": "arn:aws:elasticfilesystem:region:account-id:file-system/*",
"Condition": {
"StringEquals": {
"elasticfilesystem:CreateAction": "CreateFileSystem"

i AEB RIZ&HIE Amazon EFS &R 1ZE

& ZI2H% Amazon EFS EIRMEBENFE , LA LRBERER IAM BE, SUEB/MES R
bl

o BAILURIBIE L ERIVIZE RIEFHIEFE R Amazon EFS ERHNFEL
o BOLUEREIE IAM BRFG P EENEZER,

MFERBNAERREREES AWS BRFIRNE
%O

20 (AM EREER) PHERAERZHF

%II

BRIFE RN RERIZH F

BERFERAENAGTUE Amazon EFS ER EHTHEIME , BUUERERNER. Slm , &7
REAERBERLEBNERER  AFIEEERRRER LNEE AP 84,
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ExampleBR | RAEHRARERBRT RELERRMR

EEEFREFERISEEREY (MNEH key=Department., value=Finance) BRERZHKERE , T3
HHIBRT AFHBIERRK

"Effect": "Allow",
"Action": [
"elasticfilesystem:CreateFileSystem",
"elasticfilesystem:TagResource"
1,
"Resource": "arn:aws:elasticfilesystem:region:account-id:file-system/*",
"Condition": {
"StringEquals": {
"aws:RequestTag/Department": "Finance"

ExampleBUR : MIBREERHEEBNERREK
AR EHI R AL RFE & R MIBRIERE A Department=Finance HNERRRK,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"elasticfilesystem:DeleteFileSystem"
]I
"Resource": "arn:aws:elasticfilesystem:us-east-1:111122223333:file-
system/*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/Department": "Finance"
}
}
}
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}

A Amazon EFS RS EE A E

Amazon EFS £/ AWS Identity and Access Management (IAM) fR#&iE#E A, Amazon EFS IR#GE
EAEAEREEELZT Amazon EFS BW—E4%k IAM AGEEH, FBEAEEN Amazon EFS RIGERE A
EEERKE AWS R RREFEWUEM FTENEF,

R EE AR T FERE Amazon EFS EAE K RABTLFEFHIBLENFF, Amazon EFS E&
HERKEEHENFT , 58 Amazon EFS TJUETEHAR®, EENHF IS RETBERMEFTEEE ,
I BHZFF O BUR T eeE R M E b IAM B8,

HEESE —XMBR Amazon EFS 8RR #H 2% , THEEMBER Amazon EFS fRIGERZ AR, WL RESR
B Amazon EFS &R , B8R~/ NOBBRERNEREFA,

RI&ELE A G TER BERAAE API EI} AWS CloudTrail, BAE TZ&IEH Amazon EFS R&KREH
THFFEEIME , FTUAEBIR B FREZRER, MEFHMENR , B2 HEFS RS EE AN BFER,

MEFEER , B2E AM EAEREEPNREEE A,
Amazon EFS IR EE AR

Amazon EFS & & AWSServiceRoleForAmazonElasticFileSystem B RISERE A | LLAFF
Amazon EFS R&TR&EH EFS BERKFUFEE AWS &R,

AWSServiceRoleForAmazonElasticFileSystem RIEELE B BEE
elasticfilesystem.amazonaws.comBEZ A,

It A EFF R BER /AR Amazon EFS TR 287 JSON AN BRER PR EE

JSON

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"backup-storage:MountCapsule",
"ec2:CreateNetworkInterface",
"ec2:DeleteNetworkInterface",
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ERAEER

"ec2:DescribeSecurityGroups",
"ec2:DescribeSubnets",
"ec2:DescribeNetworkInterfaceAttribute”,
"ec2:ModifyNetworkInterfaceAttribute",
"tag:GetResources"

1,

"Resource": "*"

"Effect": "Allow",
"Action": [
"kms :DescribeKey"

1,

"Resource": "arn:aws:kms:*:*:key/*"

"Effect": "Allow",
"Action": [
"backup:CreateBackupVault",
"backup:PutBackupVaultAccessPolicy"
1,

"Resource": [

"arn:aws:backup:*:*:backup-vault:aws/efs/automatic-backup-vault"

"Effect": "Allow",

"Action": [
"backup:CreateBackupPlan",
"backup:CreateBackupSelection"

1,

"Resourxce": [
"arn:aws:backup:*:*:backup-plan:*"

"Effect": "Allow",
"Action": [
"iam:CreateServicelLinkedRole"
]I
"Resource": "*",
"Condition": {
"StringEquals": {
"iam:AWSServiceName": [

ERARKEERAG
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"backup.amazonaws.com"

"Effect": "Allow",
"Action": [
"iam:PassRole"
]I
"Resource": [
"arn:aws:iam::*:role/aws-service-role/backup.amazonaws.com/
AWSSexrviceRoleForBackup"
]I
"Condition": {
"StringlLike": {
"iam:PassedToSexrvice": "backup.amazonaws.com"

"Effect": "Allow",

"Action": [
"elasticfilesystem:DescribeFileSystems",
"elasticfilesystem:CreateReplicationConfiguration"”,
"elasticfilesystem:DescribeReplicationConfigurations",
"elasticfilesystem:DeleteReplicationConfiguration"”,
"elasticfilesystem:ReplicationRead",
"elasticfilesystem:ReplicationWrite"

1,

"Resource": "*"

(@ Note

B FNFEMNE EFS RERERM AWS KMS B |, BUEFERTE W IAM F T, MEHAE
A, B2E NBRBEER,
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BYMERENT , IAM ER (WERE. HENAR) TURY, FEIMREKERASE, MFEFM
&, F2H (AM £REER) PHERBEEAEF .

##3 Amazon EFS RIS EE AT

EXZEERLT , BFEEFHEIRBEZAR, BEFE AWS EEXTEA AWS CLI, 5 AWS API
A EFS BRRFEEVHEBBERETHRER | Amazon EFS € ARG ERZ AR,

A REFEHMBRservice-linked-role , RAREFEFARENE , B AFEAMRNEFEREFE
MEVAG, ERAEFS ERXRZXREVHE B ENESHAER | Amazon EFS 8 AR E VR ELA
&,

i@ , IR Amazon EFS Kk EIservice-linked-role , R E L E X ERBEREABZRBKER
Amazon EFS , RIRTUFHE IR EF AR, MERB , BF2HE (AM FHEEE) PWWEIREE
ARG,

#m¥E Amazon EFS IR EZ AR

Amazon EFS TR FF&4wmEE AWSServiceRoleForAmazonElasticFileSystem RIS EE A,
AESEERTHESERKELAG  FMULERLIERYACCAEBFEAGCER. Am , BAUEH
IAM RiREAEHR, WEFHEER , F2H (AM FAEER) PHEFRBEEHE,

R Amazon EFS RIS EE AR

EETBEARERBESRACHNIRIRYE  RAEZBERBRZAE. -, ERREREDE
EHEENARERER. AW  EFDRRBRBEGHCZH  ELAXERER. UFFHMESA , B
SEBERERILRE AWS BHIRE .

(® Note

% Amazon EFS R ELEEMBRERBFEEFEAZAE , MRUEZ LK, BBERELE
BEESHoERYBRESRRE,

EH IAM £ & AWS CLI, = AWS API &fflBr AWSServiceRoleForAmazonElasticFileSystem BR#&
EREAG., WEFHEENR , F20 (AM E£AEER) PHRBREEESEAE,

Amazon EFS R EF /e X ENES

Amazon EFS X BEMARMRE AWS B 1) PERARKEZAR, MEFHHEEH , F2HBAWS
—x8E ( FREER) FHAWS IR imE.
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Amazon Elastic File System 5§ 45 Bl # = HX 52 2 B 7

EEAUTEARBEIERZEFNISEFE A Amazon EFS # IAM B[ 8682 & RS,
&

« RAEREHE , 157 Amazon EFS R#i{TE1E

o RAEBHIT iam:PassRole HyIZE

« RBEAF UKW AE AWS IRE 1ZEIEK Amazon EFS &R

RAEEE  T8B7% Amazon EFS R#1TEI{E
MBBINBIEEER , FHNEBRERENTHE  BFNBERLEEH , RAFERTHE,

Tl HIgEER g Emateojackson IAM EAEEREAERARE —BERE ny-example-widget
BERPFEMENR , BAVEER elasticfilesystem: GetWidget FFAJBFEE 4,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
elasticfilesystem:GetWidget on resource: my-example-widget

ERERT , HBEH mateojackson FRENBER , AFEH
elasticfilesystem:GetWidget EMEFE my-example-widget &iRo

MRBEEGE , BREEN AWS EEE, FHNEEEBRHENEXERE.
K AEE#HIT iam:PassRole HIFZH#E

MREBINEBISEER | SHEEREHIT iam: PassRole BEifE , BHBERNBEERH , i
Amazon EFS,

TR A BBERG

BE AWS B IRESREACEEGEBRE K MARBUFNEBEXALIRBEETAE, NFEH
TR , ELARERACBEEZRBNFTT,

EH& A marymajor BV IAM EAEEREAEEAE Amazon EFS R#TEIER , BAET SIS
R BR , HEBERBBEFREACK TN, Mary EEHACEERGRBENT,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole
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EEBBERT , Mary WEER X AES , AFFMEIIT iam: PassRole Bk,

MREEEWRE , FEEAN AWS BEE. SHEEBRHANETER,
REZEFF BUANAR AWS 1R ZEUKEY Amazon EFS IR

BUNRY—EAE  REMKRFHINERENEEBATNASFIENER, BT UIEEZ RN
LEFYHDEXAR., HHTEERERNBERIFIUZHIEE (ACL) MR , &R LUE R ARL
RRET AEFEUENE R,

MEE—FTH , F2EAUATRE :
- ZE T % Amazon EFS REXEELIEE , 552K Amazon Elastic File System #{aE& IAM 1 [E T

EO

- BETHNMAWS 1RF EEHEN BERcERHMEFIE , 268 (AM E£HEER) THESE
B AWS IRF 5 — 1@ IAM A E P RHEFIE,

- BEETRINMKERNEIERMEE=F AWS IRF |, 528 (AM FAEER) TS FEER
HIEE=H AWS IRF A,

- MEFETHNMEEBS S0 RUEFIE , F268 (AM E£RERER) FHEFREREHEGENTE
TESBRENERE BES D).

- MFTHREASEGNEREBRRETERFFRCEANZR , 528 (AM £RAEER) 8 IAM
P EBRE EiRFE.

£A IAM ZHIERRZFKHFE

BUUERRN-—BEEARERRETREANKELHNERX , £/ IAM 55 BERNERBERRZS AP ik
¥ Amazon EFS BRI FHL. EWLER IAM , RFFAFHREERRK LATRHEDHF , 2 FHEHE.
BANBEFE, IAM 578 BRIERRKEFRBRTNWEEES "AF 557, AR FIZE
. BARBMERBRGTEER BRI,

NFS A FIRAI LATEEE R EFS BERFE , £/ IAM ACXEF B, EAFRERETERRK
BF , Amazon EFS A ERZKTIBAERIZABERN IAM ERBER , UREME25E IAM BUR |
LUREER FHEERERRAFIVER,

EH NFS AF %M 1AM 21 | ARREZN IAM BERE S4B AWS CloudTrail, {1 A4
F CloudTrail 588% Amazon EFS API LU EFERR , 2B £ A 528 Amazon EFS API FERY AWS
CloudTraile
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/A Important

& AfER EFS $EHBIREN R EFS BRRM , TREEA IAM RERIZHHFimFR. o
%n¥%ﬂ1ﬁnﬂ nﬁ 3 ﬁﬁﬁﬁ IAM ?i*gﬁl‘ﬁ

Hi% EFS ERARMEEK

FEERH EFS BRRMRBERTMEA IAM #TEE , YA FIER FEMAUEAHE B EE

REEBRRENESAFPK. SECRAETRENERRRBRARENE  BRBERREEN , BFE

BIURRRAKE, SEFERBERRABEREMEF , DescribeFileSystemPolicy APl R {EE2/EME
PolicyNotFound ElfE,

F Fiwmky EFS B)E

RO AERERZREE , AFEERRENAFREE T 581k,

Action Description
elasticfilesystem:ClientMount REEZRRFHMBEFTIUE,
elasticfilesystem:ClientWrite EERRARLRHEEEEAER,
elasticfilesystem:ClientRoo FRERRRR  RECEABRERAENIEE,
tAccess

FF %I EFS RS 58

RERRGY  BAUEAREERNRGES®. Amazon EFS A NFS AIFRIRMt T HIFE EE R IR
TR, EH IAM 2HZ 27 EFS BRARK , TEEHMTEMEMIRE 2R,

EFS &£ Description BEETF
aws:SecureTransport EERT EFS BRRRE Boolean
FEALESBERAFRER
TLS,
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EFS R+ &8 Description BEEF
aws:Sourcelp FRAERAGRFEN IP ik String

MEEBRPIEEN IP Hhik
HEITHEB, aws:Sourcelp
BRUBETARLE IP i€

B,
elasticfilesystem:AccessPointArn A FimEREIR EFS FELE String

ARN,
elasticfilesystem:AccessedV EFmAERAERRKEBEE Boolean
iaMountTarget BRE , AIEA L S|P LEHF

HE| EFS ERRMH.

BRACBER S
#EMIR Amazon EFS ERMBKEH) , HB8 Amazon EFS (& RE B,

Amazon EFS & H &

EETH RS AWS RE TR ESHRTBEERN , F2RAWS B SR EHEARRERLRE
BHERTE, WF-—REA , FBHEAWS S5 E,

A AER TEE=HFE&%I|E AWS Artifact, MEFMER , F2E T HIMS in AWS Artifact

BER BRNESREME AWS R BURREBNEEN, BLANEREE , UAREAEENER.
WMEER BREREENFMEN AWS R , F2H AWS £ X,

Amazon EFS M4

AWS £RERERIERN AWS EiE MR ARE (AZs) AEREE. AWS EE REZEER SRR
BEAZs , B AZ DURIEE, SIEENSHEBEERE, £/ AZs , BUURFNREERSEE
BRERENERAEXNERNE K MAghh. BEENE-HSENPOERREHEL  AZWTH
. REERINBERENES.

Amazon EFS ERRMHE AWS EFNREEH —EXZETAERRE. #HEELFNRTERS
Ak, EREFTSTHANNSEBEEHM AZs &, Bicd , #ASHE AZ RSB EN P it
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1 DNS HRHEN , EcHREZEAERIENHEETH, NEFMEER , BFSENMER Amazon
EFS & Amazon EC2,

Mm% AWS B ITAESNRMESR LMW AWS 2 HRERLIE,

#5 NFS Al Fin¥t EFS 5 R R AR FE

B L E B EZ MM Amazon EFS R XK FEAIZRZEE NFS A Fin¥ EFS BRRFAENFEL
&N LAfE A i 2 B Amazon EC2 MVEBR B2 MM E| |, Hla0 VPC R B R AIMMEE ACL, &im]
LAER AWS IAM EiB EFS B RAFBERMN G 2 B BUERREH NFS FHL.

=&
. M VPC R4 &4
« £ Amazon EFS #{ER T HE VPC imE

F/H VPC 28

£ Amazon EFS K , A LA A EC2 #{T{ERIEE VPC R4 8HH , W ABEER KRB EFS
HEEEREELSEE, ReBESMABARE  BEMENBRASERRE, EAMGESD , 8E
(B EFS #ITRBREY —EXx48H. A%, CAEFSHHEEEES —BARLBHER BB (LR
BEFER VPC FFERZ2HA). XS ZHARAMRE. T8 , HREERE , CEXBREEFHE
Amazon EFS B #ERA 2 REF TN Z 2B E,

BA R TH EFS BRRFENEANEHFN. BZERM , BULGRERRA , 2FF EFS BITEBRME
RERERRM (NFS) ERRERBHE B FERE EFS BRERMK,

- HEERRRNEME EC2 HITERBLEFT —ERLEHE , HRAAFELFE NFS EEIE 2049
EHHEE R,

- EFSHEBEFEEE—ERLHE  HRAAFREEHBERRRNSE EC2 HITERAY NFS E
R 2049 BAFHL
TRETHENRERSEFARA

ZE A b8z EEil BABE W AR/ B Y b
EC2 #1TEE B TCP 2049 BHEBEERLAA

PR % 7R 281


https://aws.amazon.com/about-aws/global-infrastructure/

Amazon Elastic File System EREEmR

RERE gy ptic) BABE AR R/ B K it

HEBE BA TCP 2049 EC2 #i{TERZ£EE

£/ Amazon EFS B 3RS 218

BEXE—HEZN NFS AFiw , Amazon EFS AFFREMRRERERNER, WREERREESR
PRIV A & W LAFE Amazon EFS , HAIZBEEAUTAF R X @R, £H SSH ERE
BRRK , EMITTIHT

iptables -I OUTPUT 1 -m owner --uid-owner 1-4294967294 -m tcp -p tcp --dport 2049 -j
DROP

ta S8 OUTPUT $# (-1 OUTPUT 1) MRMERB AR A, bR B AT fy (b E BB RAY IEZ O
2 (-m owner --uid-owner 1-4294967294) FARKEE NFS EIEIE 2049 () HIEHE-m tcp -p
tcp -dport 2049,

MR FHNZEEEE

ISR NFS hRA 4.1 (NFSv4.1) AFm AT HE P —EERRB 2 HE B HN NFS EEIE (TCP EEE
2049) EITHRER , HRARHEERRS., Bt , R NFSv4.1 A FRETRRERMFIESR
Rk , HRARRESEMENEE ID,

Y/

DRESE T IR ERNEE D  SERABIIUTEENRE

- HEEE VPC RENEKIEM  EXRFHBEEELELNE P i EEEIAREE, H— o LUHH
EBREXENWEENTRR
« Zx#% Amazon VPC #FH Amazon EC2 #1T{E &
- BE$E VPC HH EC2 H{TIEEE

« f£F AWS Direct Connect 1 AWS Virtual Private Network (VPN) i#1£Z] Amazon VPC #J R ZEZR
Em R

- AFmMHBEE T VPC TR ERFEZREEE (ACLs) , ARt S E FEFRBRNSBETER
- EEHEERRE , AP R AR B R NFS EHIE 2049 21 TCP EiF , WiEKERD
E.

- AFGmAMHEEE VPC Z2HENARA , BARAERE : AR EC2 $ITREBHEERRIRE
UTZeBERULERY

ffEF VPC 24 8A 282
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- BERRBECAEAHEER  HREBR N EEAREHE  HRNSEITERN NFS EEE
2049 FRUBEAER, BAILUK IP ik (CIDR #E) R FHERMABAER. HHEENRE
BRTE EEA NFS ERENZ2HERURR , BERRRFIZEHHSRREBNER. RT
NFS E#%#E 2049 HEARR , UARAMELRA , ERAEHHBEENEBRIETISEREA

B,
- HEITERBLEAERERLSHERNNERAE  MEEEF —EERRENHHEFELBA
NFS EH#3E 2049 WEHIER, B LURER IP bk (CIDR #E) L2 AR AT EHELR,

WEFAES  FSREEHIEE.

BUREEE
R EC2HITEBRM EFS B EFEEVYRLHAE

s
W%
dn

LT RIBES Amazon EFS B Z £ BEREHTHN —RIB, NEBEVRSHEENETR
{Amazon VPC fE & 1EmR) FWELZ L,

1. #¥ EC2 HfT{ERE , BERATHRUNRYZEEA !

- BARA, AFFREER IP it R FEEREE 22 FFA Secure Shell (SSH) E1TEAER.
HE , REIRFU ABRES,
- RATFHEBELSEAE NFS ERIE 2040 FEHEFINEHBR, BHRBEELLRERT

A B,
2. S EFSHHER  FEATIRAUELZ2EE

JURTIE EC2 T2 BHEFH NFS E#5E 2049 MEARAl, &4 EC2 R HEA B M ARIR.

(® Note
BAFEFEELRL , BARRELRUAHFAMEELRE,

£ Amazon EFS F{#EH T H VPC im 2

EEEVEBRILEENR (VPC) M Amazon EFS APl 2 BAHIFAE EAR |, BT LAE M N VPC ik,
im B AT IRt Amazon EFS APl WL £ER , MM T EMBREBFE. NAT BiiTERBIERLAEHEE
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(VPN) iR, WEFMER , 526 (Amazon VPC EAERER) FHEAITE VPC inFfFE AWS
B

E VPC i35 A AWS PrivateLink , SbIHEERIEAFAE IP thit7E AWS REZ BETAEEHR. &
EFH AWS PrivateLink , 555 Amazon VPC £3#24&. API 5 CLI £ VPC 23 Amazon EFS #Y
TE VPC in¥. EEEENFRBRPEVIENE IP i MEEHERNE , AR5K Amazon EFS
APl B3R, Bt o] LAEA = VPC ¥4 Direct ConnectEi# VPCs Site-to-Site VPN , ft AZIZBBIRIE
HEHAM VPC FH VPC ing, EEE—F TH , 528 (Amazon VPC A EERE) TWER #EH
VPC E# % fr# AWS PrivateLinko

37 Amazon EFS B9\ T i B,
ZEA Amazon EFS EY ' E VPC %% , FEAUTHF—ELR :

« com.amazonaws.region.elasticfilesystem : A& Amazon EFS API &R T — B 2,

- com.amazonaws.region.elasticfilesystem-fips : 3 Amazon EFS API inStEF , FEE

T BEFREFRE (FIPS) 140-2,

EE Amazon EFS In BV TEIEE |, 2R () M Amazon Elastic File System Ui 2 FEg
ZEAmazon Web Services — 8%,

MEMARINEHEENFEMES |, 5528 (Amazon VPC FREERE) PHNEANE VPC i 27 E
AWS BR#%.

A Amazon EFS 21 VPC iwBiBUR

& E ¥ Amazon EFS APl B972ER , &2 0] BLAE AWS Identity and Access Management (IAM) BURE
#E VPC indi. WBEREREENUTIER :

- AEITEMERYERR,

« ATEITHENE,

- AEBITEMERNEIR

MEHMET, , B (Amazon VPC A M) PHEABBRERE VPC HEHFH,

THIEHIER VPC imBBUR |, EEMA AN EBIRIEY EFS BRAMNER. SBOBREERTH
BASITA A EMEBENFTT.

{
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"Statement": [

{
"Action": "*",
"Effect": "Allow",
"Resource": "*",
"Principal": "*"

1,

{
"Action": "elasticfilesystem:CreateFileSystem",
"Effect": "Deny",
"Resource": "*",
"Principal": "*"

}

MERE SRR (NFS) BRIV ERE, BEANMETA

RIFFERR , FBRUERRF2E , AEREAE (UID0) ERER. BEAMBTHHER, sERHEME
RERABIERRE  REAELAPRRGLR TRIBRELERE, KUUEREFNMREBEL
FREAEABANB &, WFEFMER , F2RAELHAFIHE.

EFS BERZAAVHEEHEEMEREEN Unix BNER, ERNEEE THZYHAITEENTT, &2
2 Unix BRRRRNERE , FIEEER S it 7 # Amazon EFS ¥§18 L5 1] Y AE BE B E,

eS| 7 Unix BASEIRIE L | S8ERENBHEHEIZFEBIAT , Amazon EFS &7 18 L35 £F
RETERFBER. HRN Amazon EFS , BRZFEWH (AER. B%S) HERERFEMNE A%
. EEAEEAFIERRAEYMHRE , Amazon EFS EFIABLHENET ID RBERR,

® Note

NFS BIAHmEABEMEAERZXE 16 @F4H ID (GID) , BHIEM GID #F&%E NFS B F
ImRESRAME R, MEFMEF  FSEAIELEE NFS ERXRRZFE LEMATNESR,

BA LAE T E R B EF o] &350 LA & Amazon EFS B9 NFS Fra]Z 25T :R.

ES ]
B -E3 RS
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« $i6] EFS BERR B A RPIMETE

- BERBETPERNE SN EHREMEFE 1D 55

- TEETRERRHE

» RRRE

- BEERRBEVHNREE

- EFS FHLE

ERM B 8&FT A

BRIECH EFS FEURER , BRI EFS ERRMAVERN B HRIFHE NFSv4.1 AFRAAIESH
EREMEE ID A ERZE Unix BKAEEL BANBTET. NFHAES  F2REBERZR
(NFS) BikE fERE. BHEMETA,

® Note

TR , E— BN EFERUEHIBURREFEAENEHE ID cHESFPHNEE NFSv4.1 AR, &
ATLAE A AWS Identity and Access Management (IAM) BRI BUR N & 2 BURRIRE NFS A
Fig , WiRMERE, EAMBRFEGFA. SR EFS FEHRER NFS A FinATiRALRY
EERREAENFES D EA. WFEFHEF , F2REEH IAM ZEHERRFENFERETL
ZEUE,

LERNMB SHER. BEAMBMTFAAS , Alice AJREERERRRMAB & (/alice) PEMME
AEMHBENESR, T8 , FLEHIF | Alice REAFFATENIBEAEMBERRIE (/mark) £
Mark fEIA B Sk BV EIER, Alice M Mark M AZERFT , AIRMNEFEBAHL A B (/share) H
MER

26| EFS e RAMEARGINMGTH

% VPC HRY EFS BRRMMMRMERAN B2 % , £AUE Amazon EC2 BT ERFHER
B EERM. nount EHTUHBERRATNETER. T8 , ELHERBURRRMAE e
BB / WRE &, REAENRBHAREHEN B &,

T % mount S EA Amazon EFS ERRMIR B & CAERRFKM DNS ZRHE) , HER /efs-
mount-point ZA# B &%,
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sudo mount -t nfs -o
nfsvers=4.1,rsize=1048576,wsize=1048576,hard, timeo=600,retrans=2,noresvport file-
system-id.efs.aws-region.amazonaws.com:/ efs-mount-point

RYWERER RFF
- ¥iEHEread-write-executelRM #ER

- WBHread-executeiRly R
- WHMIEEM read-execute #R

REREAERERILE &, REAESERTEMBERERT AL BT, Sl :
c BUYUSANBEEREFER NFEZEIRY , F2R AERE BEIUSANESEEHAETE
%o

- RFMEAERAEFS BRRAFRE K. ERBRERNEAE , TURTHAEHAELAERRENE
H AR

- FEREFS ERARARHEELFREAENGE  FEATIIESE :

$ sudo chown user:group /EFSroot
EEBRRRRNERESSENER  FEATIERXS :

$ sudo chmod 777 /EFSroot

EEETSHHHE TEERRENAE EC2 HTERE , RTEMABEAERINE A/BITHE
ISEO

BRRBTERNE HKERZNEFE D FFH

EFS BRRAFKHIMERMNB FHZBJUSAHE ID FMEE IDs BEBHZZE Unix BB, BAMSBT
F, BNFS AFMEFAEAENENERTHE EFS BERAFKE , AFREHRNFERE ID M
1D 22 EEF. EALIGERH EFS FIEREE NFS AFIRFIERAMNERE ID MEHE D, EFH
ZEEHATFBUERME &K , Amazon EFS 8 EHFERAE D MFEE D, RBRIFSEEHAERSERRE
BEUELYHRERR, SHEFERAEMBEMFERME 4% , Amazon EFS th&F RS ID fBELER
MWIEBEEMEEREEE, Amazon EFS TE2REFHERFENER , MACEHEFTEBA,
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® Note
EREEC2HTEBLEVFEAER , IUSEENYFERE ID (VID) MEE4E ID (GID) 1§
TRIGERE., BFFEAE ID 21 Linux RFELM /etc/passwd BRPRE, BFHE D
£ /etc/group BRPRE, ELERERTEBE ID BN HEREKR, £ EC2 HITEE
&R , Amazon EFS F&¥HEL ID #1TE A& 5 BRE (2 0 8948 D).

MRERAEEMEFER EC2 HITEBFE EFS ERR K , BDRRNEFITEITANERAE UD 2
BHEHTR , TR :

- MREME EC2 TR LWERE ID BMEE , AIEREFTARN EC2 B1TER AT , Amazon
EFS #E#EL ID RARKE —EERAE, HEWME EC2 HTHEEBFEERRRKR , FAENK
AR AR,

- WRME EC2 $1TER LWEME ID ~E , B Amazon EFS € ELERAERA/TENERE.
RMERER EC2 BiITEEFE EFS BRRAMKE , FAERRTE,

« MRTE EC2 HTER LHNMETEFEMAELR—E ID , Amazon EFS € EMER AR —EER
&

A ERBA—BMNAR , REELE EC2 HITEENMERE ID YE, FRETUFER id ESXRE
EBCHEZF D,

$ id

uid=502(joe) gid=502(joe) groups=502(joe)

B4R ID RgTER

EEERFETN NFS 2B , @8 T7H#HA ID Mapper (ID BE2S) WESTE  THREEFRE
HBBE ID 2EWWEE, £ Amazon Linux F , E21TE%8A rpc.idmapd ; £ Ubuntu £ , 1T
WA idmapd, UESTESSEAENGFEN IDEEARR , R2TR. TiB , Amazon EFS R&
BEEF ID, RMEBREE EC2 #1TEE LEAMILERF. 7 Amazon Linux £, ID REIEFEEREH
W, MREER , BOKEMA. ZZFF ID R  SEANTATRHNGS.

$ service rpcidmapd status
$ sudo service rpcidmapd stop
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TEETRERER

k8% , EFS ERRAK L2 EABREREHE. F£H no_root_squash B , Amazon EFS Fi&[E
Linux NFS Al iRE5 —M0EME, MRFEAERFEN ID A0, Amazon EFS €& EAERA root
REAE , LRKBERRE (AHFEFRANBRAENERRAEWMH). & AWS Identity and Access
Management (AWS IAM) & 2 HERBE T RFFFEClientRootAccessEIERF , Al LATE A P imiEAR
FRAARTS. MARERBER K SKBEAEEIRAT NFS AR5 LERERERNERE,

WMFFHMER , FSREA IAM ZEHERRHENFE.

£/ NFS A F iRy IAM RERARBER

BT LARRE Amazon EFS , LABFIEBR T B8 — BB TEM BN A AWS XY EFS BERRFE
TRHRERN. EEHTIEE , FEHHEBBRERRK (NFS) AFIREXE AWS Identity and Access
Management (IAM) 2,

EHRE—% , FEREME IAMFFAIBX , IR :

- BY EFS BRRMBEE , KBREARATERIARNBERNBAFIE  XBSEEBFIVE,

- # 1AM &5 IERIGEEE A Amazon EC2 EC2 BE T, 1% Amazon EC2 #{T{EERIERIEWN
B |, FE2BAWS Identity and Access Management ( ER&EIER) &89 #17 (E 88 #ER
B

+ #% AmazonElasticFileSystemClientFullAccess AWS ZEBIRIEREETE THEEHN IAM &
. M%F Amazon EFS AWS ZEBIRMNFMEF , 5528 Amazon EFS 1 & 5 MFEEE,

EEHY NFS AFIRMER IAM RERBARERRE , FEATIER.
FH LEAE SRR BAYVIRFFEL

1. BIfE https://console.aws.amazon.com/efs/ B Amazon Elastic File System £ &,
2. EEERIRR.

3. EELERARMTIINERRE.

4

ERERFAHMAZHERL  BEERRABEE , ARBIEBHFE. File system policy (BRRHKE
K) BEEFEEVETR,

BEFEBRER TR P LEREFN. BER JSON M SRR EBREESRT,
6. 1EiE Save (7)) AREERRKBR.

o
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FEFERAFRHRAUNEBRNS S AERNWBERNSERRENBEEE, BG4
AmazonElasticFileSystemClientFullAccess SEBWBRMMEIEHNACEE , IAM 218
BH S 2 BURRE TR EERE,

BEBEE TR REFEE

1. BI{E https://console.aws.amazon.com/iam/ FAEX IAM 32 &,
2. BIMER EFS-client-root-access B Amazon EC2 A, IAM EVEEET 2 EC2 A
HEEBHNHTERRER.

3. # AWS ¥ AmazonElasticFileSystemClientFullAccess&EBUIRIERABEEILN EC2 A
B, ABERNARBWM TR,

JSON

{
"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"elasticfilesystem:ClientMount",
"elasticfilesystem:ClientRootAccess",
"elasticfilesystem:ClientWrite",
"elasticfilesystem:DescribeMountTargets"

1,

"Resource": "*"

}
]
}

3

4. BHTERBERIAEEZEZEARMAESEIERN EC2 HTEE , TR, MEFHMAENA ,
2/ (Amazon EC2 Linux B{TEIREREER) PR IAM AEEZEHITEE,

a. BI{E https://console.aws.amazon.com/ec2/ BARX Amazon EC2 £# A&,
b. EEEE®RP  EEMITHERE.

c. BEHITER. &% Actions (BIE) , i#IE Instance Settings (B{TEREERTE) , AR EE
Attach/Replace IAM role (GE#/HUK IAM A ),

d ZBELEFE—ESBHPEIN IAM B EFS-client-root-access , REBEE Apply (B
A)o
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https://console.aws.amazon.com/iam/
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5. EEEIEREK EFS #&iBBEN, WFE EFS #RiHEEXHEHHEEXH amazon-efs-
utils EHFHIEFER , BB L& Amazon EFS A Fim,

6. ZEBEATHGTRE iam HERE , FEE T/ LHE EFS BRARK.

$ sudo mount -t efs -o tls,iam file-system-id:/ efs-mount-point

&R LA Amazon EC2 $TERREAER IAM REBDHBERRK. WFWMEB IAM £
BHE EFS BRAKNFMET  FSE £/ IAM REHE,

REFRREX

Amazon EFS 8 —/MRFE ARV ERERARN. Rit , FAEFRERICHKHE  BUgE
A-BRETNEE , FRENUEFNZDF.

BEERRBRWFE#E

Amazon EFS €58 %I#1T POSIX chown_restricted B4, ERXRRREREABETUEEERZRE
YN EE, RERAEIMEEFERETUERERRRAKYHNEEERHB., T8 , BRIEEAESL
RERAE K SARESHEEEAMEEFEREFMBHEE,

EFS FHUE

"FEHH, EEAREE  BEXRREEASE, FHANERRARRCEAZFREHNEMERRR.
FHHNERRAREAENGFEASER NFS AFRREENEMNS2EA. ERZEBEELRGHAF
ERFHANRE K. L ZARASEEAEAEFRAAEREERER , —REHERNER
RGO MERNB F, ERAFTNMNERAEAAREEEBE &R FEEHFIER, MEFIRDN
HEA , F2R EAFEA,

£ F FELRE

EFS #HUHZ EFS BRAMNERABRABEEAR  TELEERHWEEAAENENEAENRE
H, FEETUSEEBFINMBHNMAERRAMFER , BHBITERAES D (BEERAER POSIX
i), FREEATUEHERZERHNTIENRESZ , BAFKRAEFIEER SKIE 7B &S
&R,

&AL E R AWS Identity and Access Management (IAM) BUR RIS TIHER AR FEAISEFI
2, BEBES IAM BEREFZREY  ZUURREAEAENRUSEENENZEFIE,
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BAI L ER AWS BE XA, AWS Command Line Interface (AWS CLI) #1 Amazon EFS API , &3
EWEFS ERAREUFIE, NEEVEFRNMENESER , 528 ELFIE,

TFER R AT EE N B AR R B E A

HEERAFEIMHZE , B4AE VPC RENED —(EHEH B R, #HEHERREMH EFS ERRBHEME
#, MERRRARAEFEESNERAESSENEAR.

FRHESEAHEEENTHAESEK.

- RERIESEREHBERER , MFEFIHBR.
- FRATELERHEERNAFETHERPERM.

o IAM &8 elasticfilesystem:AccessedViaMountTarget IR ERRAENIAZER
HEEBEET , ERREAREEHSNFZEEHE,

ERAFIMHRERRER  BUUER EFS #EHBENX. £HHaTH  SERRMK ID. FH
R IDM tls HERIE , MTIIEBIFT R,

$ mount -t efs -o tls,iam,accesspoint=fsap-abcdef0123456789a fs-
abc0123def456789a: /localmountpoint

MECERFRHBRERRKOFMENR , F260 £/ EFS FIEETHE,

ES|

- ERAERERFATERESSD
- ERAEREMEFKARE &

« £ IAM BERH A FEE

EREFRHEHNITERES D

ERMERFEE , REFHTEBFRMREHCAAERRARERNEAENFHEET. FERAL
e , BLAEERU FRMKEEZRFRANERRES D

MBLEFN—ED , FRETIER

- £/E ID: EHENEF POSIX EAE ID,
« B8 ID : EAENEF POSIX ##l ID,
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« JREEHE D : BEARERE ID BE.

R E R ERFIBITH , Amazon EFS €& NFS A F iRk fE A EMEHE ID K AEAMBERRRER
ENERH LRENS D, ERERESTHENTTIIER

- MIERNBSNREENFESREAETIHNERE D MEE D,

- EFMEERREFT U , EFS @ BMEMAE ID. HiE ID MEIMFMNXESRE ID. EFS S8 NFS
A Fuwiy 1D,

/A Important

MERITERAE S 94 BESF ClientRootAccess IAM 55,

flmn , FRLEB/RT , RS ERNNMEAE ID, F#E ID AEMERRRELR (L2
R, UID, GID REMEBERKRES 0). ELEHERT , BH4EM ClientRootAccess
IAM FF % EE NFS A B,

£ F I ENRE SR I BR A AR B 8%

BUERAFRMERERRENBRE &, BRNITRE KE , £RFIIN NFS AF RS AT
HERENRESZ , MARERIFKNRE &Ko

BT AR P EUR S RE FEUR Path BMESREAA L IhAE, Lk Path B RERRFKR B AV TREE
8, BAREBLFRHREHNAEERIZRER, TERENRETREER 100 EFt. RZA
BEME T B .

ELEENELEERESE K TeRABIEFENEZ NFS AFRcERRAEWIBE &, HlW , RER
FERHEMWIBESEA /data. EHERT , FRAFIREEE fs-12345678: / WRRETF A FEEH
& fs-12345678:/data KW RMEE.

EERRTEERB &R  FRECREESHER  UARERENEAERNDHEERRR. Fi55
BMEHTHULEATRREAE, HEIMBAKRE. Sl , BEERE 755 TREREREHBE
FIHER, BUBRNER , URFAAEMEAEIHERNER,

B FHRRRE &

NRERRBELTEFEEENHNBE HKEE , Amazon EFS EEAHAEANFIREBEIRE i,
WMREEBRILRRIEE B FWEEEMNFAE , Amazon EFS TRV RE &, WHETURSER

EEBATIR B 8% 293



Amazon Elastic File System EREEmR

RAEREARAMEERRAMRENR , MEFKE Linux THERERRK. WFRAREHK  EUUERE
MEIEE  EATHIBERERERE EBEENGTT -

« OwnerUid : ARMAREHKEEENEF POSIX FAHE ID.
« OwnerGiD : ARMAIR B S BEEHENWEF POSIX 41 ID,

« FFE : BE® Unix B, BERIERER 755, BEC/ATFHREMAERERTMT , MEMMPIGESN
HE, HWEEREESBEEEEREEPRA, JHNBAMERNA, tREMFEMEREAA
M HERNETA, MFER Unix ERN B SFREANFEET  F20R BERERRH (NFS) Bk
HEAE, BEMTA,

QAEEEHEN OwnUid, OwnGID MZFAIEF | Amazon EFS T 2B VB H %, REEKEM
W& , Bl Amazon EFS A" 22U B EH#%, NMRBEHILEE  EXFHEIREBESE R,

ELEATHAHEERRRR  URXEKFAFE ISRV FRENRES  AiREEELFIA
e E 7 1R B %8 OwnerUid MFF A, MRFEH LRENR B KEHHCKETE  FHHATEE
BRAMN, NREMBRBEEK  EFS SE TAEAFRMHEERRRBEEERRI,

® Note

WRERIEEFNRHEEEMTIE , Amazon EFS T EEYRE &, HEFHHNFAEE
A EDAS K B

FHHBESZNLZSER

ERBHBEEMEF , Amazon EFS WRBEMEI|RAA T no_subtree_check #IEH Linux NFS fd
HE%E_%O

£ NFS BABES , ARFEELEERZHEH AP REFRERKSEA LR RERK-—HS
Z, EFS 222 ELERZHH  EFS BRAMBEERRAILZFIR | Bt FIME EFS ERREMN
AN, EREZESIHNER , Amazon EFS TR EEERE HNERNERZHAR. T8 , &
HERBAT  ERETRESEBEIMES , EEFIMUINCERNERZEHR, flm NMRERE
A LAFEREE —(EfFENES |, FIRE e S M. MRERFEEM , A o UEERAITRERINE ARE,

RE—RERAMNTERBEERENEIEGT , UM ECRAEFIEEE AN EFIER,
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£ IAM BUER A E A 7 ELE

A LAEA IAM BER A FIBTHE IAM AEEBINEE NFS AR , EERFIUSEN
FEE . BEHTIIEE  FBFEMA elasticfilesystem: AccessPointArn IAM & #&
#, AccessPointArn RARBEERRKEZFEEH Amazon Resource Name (ARN),

LT RERRKBERSES , WBER A IAM A® appl FAEEE fsap-01234567 EHERRK.
WBER B A FF app2 FEIBFHE fsap-89abcdef FAERRMR,

JSON

{
"Version":"2012-10-17",
"Id": "MyFileSystemPolicy",
"Statement": [
{
"Sid": "ApplAccess",
"Effect": "Allow",
"Principal": { "AWS": "arn:aws:iam::111122223333:role/appl” },
"Action": [
"elasticfilesystem:ClientMount",
"elasticfilesystem:ClientWrite"
]I
"Resource": "arn:aws:elasticfilesystem:us-east-1:111122223333:file-
system/*",
"Condition": {
"StringEquals": {
"elasticfilesystem:AccessPointArn" :
"arn:aws:elasticfilesystem:us-east-1:222233334444 :access-point/fsap-01234567"
}
}
},
{
"Sid": "App2Access",
"Effect": "Allow",
"Principal": { "AWS": "arn:aws:iam::111122223333:role/app2" },
"Action": [
"elasticfilesystem:ClientMount",
"elasticfilesystem:ClientWrite"
1,
"Resource": "arn:aws:elasticfilesystem:us-east-1:111122223333:file-
system/*",
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"Condition": {
"StringEquals": {
"elasticfilesystem:AccessPointArn" :
"arn:aws:elasticfilesystem:us-east-1:222233334444:access-point/fsap-89abcdef"
}
}

HIEY EFS BRAFKHN LFHEFE

Amazon EFS 3 /\BZEHEEIRMHER T , HEEEEY EFS BRAEN LAREE., RIBFER , W
EFS BRZKFTAHZLHER, B2 , BFUUSHERZABE  BEELABEE.

/A Important
RAHEAREFREAREBLZNER , FERFILEEBEEEEIERIRANERBERRF
NEER, BRTBAHELAEERZN , BHERETHBER , UEREEHREARFLRE
HY :
- EETMEEEE AWS TRNESEBER (4l IAM AR )

- BIEZMHERH AWS ERNEREEK (#l0 , AWS Key Management Service (KMS) &
)

F&E
- £/ HELBEE AWS Transfer Family
- "RNEINER

£ /A HHHL\BIFEL AWS Transfer Family

EIR¥EE £/ Amazon EFS B AWS Transfer Family , IR ERRZKAFLMEE , Al

# Transfer Family A REIZWNVERRKFIGER , MEARFEHEERRETRNIRS AT
H. Amazon EFS & ERRHEMN IAM BUER , IRBERFK , Amazon EFS BIE I #HEFE K.
EEAFF AWS Transfer Family FEUEWERRR , FEMEHNERRREE , FEHTHEERLH,
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® Note

HREBAKFE 2021 F1 8 6 HZolBU L BEIZBERN EFS ERRHKH AWS tRF |, 8
REEMAMEA Transfer Family $#28 Amazon EFS., ZZE{# M Transfer Family FEUEHIERR
#% , FEEtE AWS Support,

/N I OER

AHMERERRRERS AT LRENE , Amazon EFS 8REERRAMBERLAMRE, AR, RFER
RPBRFERERHEERE ERIFELRARE. EERRERIFLFRE  BRRAEBRLAERLFN
BRFUAT—RZEEENEEE (T2EERAFHE) :

- AWS ZFEA, A%, ACIRKEZEFEA (HIW aws:PrincipalOrglD)
e aws:SourceArn

* aws:SourceVpc

* aws:SourceVpce

e aws:SourceOwner

* aws:SourceAccount
 elasticfilesystem:AccessedViaMountTarget

* aws:userid, outside the pattern "AROLEID:*"

EEERAUCT , THHEHIBRRALFHAMRE,

JSON

"Version":"2012-10-17",
"Id": "efs-policy-wizard-15ad9567-2546-4bbb-8168-5541b6fc0e55",
"Statement": [
{
"Sid": "efs-statement-14a7191c-9401-40e7-a388-6af6cfb7dd9c",
"Effect": "Allow",
"Principal": {
"AWS': A
}I

"Action": [
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"elasticfilesystem:ClientMount",
"elasticfilesystem:ClientWrite",
"elasticfilesystem:ClientRootAccess"
]I
"Resource": "arn:aws:elasticfilesystem:us-east-1:111122223333:file-
system/*"

IBALL EFS &4 %518 elasticfilesystem:AccessedViaMountTarget £ ES true , BB
BIFELFNERRRBER, BAFEH elasticfilesystem:AccessedViaMountTarget BERSE
M EFS 121F , EEREBBFEABRRARERBEETHME EFS XHRFENEFik. TIEFEARABES
# elasticfilesystem:AccessedViaMountTarget R4 FREIEERTE S true,

JSON

"Version":"2012-10-17",
"Id": "efs-policy-wizard-15ad9567-2546-4bbb-8168-5541b6fc0e55",
"Statement": [
{
"Sid": "efs-statement-14a7191c-9401-40e7-a388-6af6cfb7dd9c",
"Effect": "Allow",
"Principal": {
TAWS': A
}I
"Action": [
"elasticfilesystem:ClientMount",
"elasticfilesystem:ClientWrite",
"elasticfilesystem:ClientRootAccess"
1,
"Resource": "arn:aws:elasticfilesystem:us-east-1:111122223333:file-
system/*",
"Condition": {
"Bool": {
"elasticfilesystem:AccessedViaMountTarget": "true"
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}

F Amazon EFS RHREIBMFMET , FSH AR EFS RHEHR, MFEUERRKBER
MFHEER , F2E BIERREBR,
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Amazon EFS R 43 & b 2t

Amazon Elastic File System 22 &R , 25 AWS £XKBERELZLNRE. WFE AWS Z2REUAR
W AWS REEBREMNHEREN , F2BAWS Exis, EEFHERSERSHEEEREST
B AWS IRIE | F2 R L L AWS Well-Architected Framework F R B 52 F{R &,

O LABEF AWS 248 APl LY | BB FE Amazon EFS, BBV BIETIER -

- Transport Layer Security (TLS), EMFE TLS 1.2 WEZEFEH TLS 1.3,

- BfeEXEIEFAZR(PFS)WETEEM , Hlan DHE (Ephemeral Diffie-Hellman)=} ECDHE (Elliptic
Curve Ephemeral Diffie-Hellman), JRARF (M0 Java 7 IEFIRAR) KL EZEELER,

IR AT AR (L B ILELE API , 1B Amazon EFS BRI X EERAEFEIEE , MEEBREKMAN
BREIS LR IP it BER, ST LUEER Amazon EFS Bk |, LUMER4EE Amazon Virtual Private
Cloud (Amazon VPC) i B 4SE VPC G FEE, BERL  ERSRBBERRSE VPC HiEEE
Amazon EFS &R AWS #8317 E.
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Amazon EFS B¢ %8

A AE T EREIEA Amazon EFS KRBl EE,
e

- B LIRS/ Amazon EFS EL g

- JEAEBFN Amazon EFS ERELEE

« NFS AFimH Bl &R

« Amazon EFS R R RELHE

o RZEH NFSv4.0 A 4.1 IhEE

- AftiEE

- Y ERHAAENERRERERETHRE

R

]

A LIRS Amazon EFS Bt 58

Service Quotas 2 — & AWS IR# , Wi ER—ENEEEERFENREF, £ Service Quotas F %
B, BRI Amazon EFS REIE , LFEREIN  EFS EBRRMNEE , AWS B URER
FEERAFER IOPS,

B A ABE AWS BB | FBRIBE T % Amazon EFS Bi8E, MEFHMET , FSMH BRESHK
%, Amazon EFS R EREEREESHFE K.

- BEFEFIRFINERRRHE.

- BERRRENEFRHEE.

- FAEMREENESEARERRRNKZAER IOPS, EEAERRRMNER IOPS =K , FEFR
RERARMHNFEEIOPS ME A IOPS th &N,

- TATAERAFRNESERSERRFNELEILZE AWS B,
- HATAERAFREEESEERRBRNMEREEE AWS EfF,

TRIMETUFREEN —RAREREHE.
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ERAEER

&R

FEEEFIRFNERRKHUE

AWS [E3F

BEERZRNEFRFEE

EREMRE BN S EERRR

IOPS LR

HREEEFINER , &8

55K 18 07 E HE IOPS TBRRER

A 10 5. WIERTRER

HYRREN IOPS i EERUE M E

FHERRER IOPS MEA
IOPS,

TARRECHE

1,000

10,000
THEEFHAEREE : 90 , 000
REE R EBEE 0 250 , 000

EA :50, 000

TRIIEEE PAAERAFRESEERRRNELEEEEE AWS EF,

EEERRR - 6 PAEERAFREEERRMN AR ELRBIEE AWS B

AWS [EiF

EBEIRE (Bx%R) EE
EBEIRE (MF Eandt®) EiF
US West (Oregon) Region
Asia Pacific (Mumbai) Region
DX (EW) BE

TARBE FNEK) B

DX (ER) BE

TA(RR) B

Europe (Frankfurt) Region

BRABEEEIAE BRABEARXE FTEHEE)
7% 60 GB (GiBps) 5 GiB/s

BE LIRS M Amazon EFS Bl %8
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AWS [E13 RARNEILE RABARZE GTE@RZE)
BUM (ZHE) B

BN () =i

FrE H At AWS E1F 20 GiBps 1 GiB/s

TRIILEE PAAERAFRESEERKBENMEZEEEEE AWS Ef,
EEERRR - 26 PAEERAFRESEERRMNERMREWIZERET AWS B

TRIXE)

RABABILE (

fein
fein

AWS B L ON LL 3t
EERI (HRB) EBFE 10 GiB/s 3.33 GiB/s
ZERD (5 RELE) B

ZEAED (RYE) B

BN (BEm) B

FrE HAt AWS E1F 3 GiB/s 1 GiB/s

EEZFEB BRIESELEFE AWS B | BHT T L., Amazon EFS B ERESEEENIRES

1B FERIESEHE AWS &

1. BBRAWS ZE FO0EH , MELEFBEA, RARBEFERIZRH,
2. 1£ Create case (B3I Rfl) T , i#IE Service Limit Increase (&= IRFE PR Hl).

£ Limit Type (FRHEIEE) f , BEEERSHVRHEE, ERREFHLERL , RARBELRT
RYBsiAE 75 o

w
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LB EM Amazon EFS BRELAE

38 E % Amazon EFS EiRIVEXE , B3F -

- —MRERNVERE , NS EERRANERE.
c PRRERAFRNSEERIERZFNEENMERIZEEE AWS B,
- FFAERAFRNEERIANEESERRAMFERIEEE AWS B,

TRIIHEEZZEN —REFREHE.
BEBEN —REREHE

BIR [iT%-E]
BEERZRENEREE 25,000
EARSPSEAERAKNHEEERE 1
BEERLEER (VPCREEH B FEH 1,400
BEHREENZHERE 5
BEERRENEREE 50
BEERRMH VPC BE 1

® Note

AP mt A USRI EERRFIRFN VPC FRNBHB TR, MEFME
8 AWS 1R F 5 VPC #& EFS ERR#.

1l
W
o
ik
=3
Ja

I

S

TRIHEME HAEERAFRESAERIMVEREENGREIZERIRSE AWS B,
ERGERRR - 8E P ERAFRESAERRENARBLENGEBEILZE AWS B

AWS &1 K REEIA B RABABEAE FTEWIAE)
28 AWS B 3 GiB/s 1 GiB/s

RS2 EH Amazon EFS &EREL 5 304
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TRILEE PAEERAFREEERIKNEBREREERE AWS B,

ESNERGERRR - 5@ +PAERAFHSEAERRENEREERIZE AWS B

AWS [E15 R A R ENE A RABABILE

e

XERD (BxEB) B 5 GiB/s 3 GiB/s
ZERD (S RTL) B

EEFEER (M) ==

TAME (S5 B

BN (REW) Ei5

FrE HAh AWS EI5 3 GiB/s 1 GiB/s

NFS A FimRVBLZR

THEBEBERN NFS AP , BRFREFEMAMNZ Linux NFSv4.1 A PR

- FHEMREENERRE  HEM4BEERNEABEE LRASH 1, 500 MB (MiBps) , I fEH
Amazon EFS A Fi% (amazon-efs-utils fxZ< ) 3 Amazon EFS CSI ERE#Z= (aws-efs-csi-driver)
M 2.0 R EFRAETHE. MIEEMERRKNEIEE LRA 500 MiBps, FE BB REER FEAH
B, E2H HEERE., NFS PR ENTELSNABERBZEWNEBALITHE , ™ NFS FE

RARPNTRZ 4 KB (BREGERRKA 1/3 FHEEERR),
- BEAAFIR&EZHA 65, 536 UEAHEAERRFRBER,
- HTER ERZERERK 65, 536 BER, 5k EHATKERTARBESR,
- AFm LE—EHHESEER &S TERS 65,536 EHE

- EEEIRBIHERS —M@ AWS E1F FH Amazon EFS, NFS AFHEF , Bl sc BB
BIEREIMERE AWS BIEH EFS LRE, KX ERRARBILEFMNER. MREEFTE1E
MHER , TeeZRSEAAFRNRAEIEE, RAZPIE NFS RRSEAREREELZE EFS
B | i/ DataSync EEHEBRE.

- NFS BAMEABEEAERSXE 16 @54 ID (GID) , BHME GID #HER/ NFS AFimHEXK
B, MEFMET , F2EEEE NFS EERK LEFRATNESR,

o X EEE Microsoft Windows {# 5 Amazon EFS.
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Amazon EFS & X R Bl &8

T 52 Amazon EFS X R G EAEEE :

BIR (AL

EREBRE , WMutHAEN 255

RESRIERE (symlink) RE , MUt REN 4 , 080

EREEEHE 177

BRI AN 52,673,613,135,872 {E{L T4 (47.9
TiB)

BHSRENEBRE 1,000

BRRrERTEENERENE - EREER 512

BEERABBERNF TR 20,000

TR EXEBYVNERRERH 250,000

*MFERN T-RAR RSP ITERRERBNFAENR  F2EH FEHE,

A B NFSv4.0 1 4.1 Thee

g SR Amazon EFS 3% # NFSv2 5 NFSv3 , (BB EREZE NFSv4.1 F1 NFSv4.0,1B T HIThRERRAL -

* pNFS
- BN
- EAEENAF KT RS E/F
- OPEN #&E—7&#% OPEN_DELEGATE_NONE EE A ZEREE,

« OPEN 242 &% NFSERR_NOTSUPP 1 CLAIM_DELEGATE_CUR E& A& (o
CLAIM_DELEGATE_PREV,

- REIMHE

Amazon EFS R R FEEE 306
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Amazon EFS AT ESHERERMETE , ERTENNEAREEHTZO I SRETEHRWHE
Eo

- BEHLA

NFS XEBHEZELANELS, EEXLATEM Windows AFIRER , IREAEEBHMFERER
B2 FERR. Amazon EFS T ELLIIEE , W15 ERR NFS4ERR_NOTSUPP ZAHI3E
4 FEKE{T OPEN S+ &[E NFS $552 OPEN4_SHARE_DENY_NONE, Linux NFS B FimbR T
OPEN4_SHARE_DENY_NONE LASNER{EA,

- ZHURHIEE (ACL)
« Amazon EFS A€ EHEREIN LM time_access B, Amazon EFS € E#H T3 E4H Y

time_access :
- BREYK (EI inode).
* NFS A Fimt TR setattr FPALEE,
- Pl BERNEBESHERPEERNESEFEHNF A inode,
* {17 inode BHEEHT,
- RZER[
- FEREIRE
« LA Kerberos AERNZ &M
- NFSv4.1 ERMRE
- B#& LM SetUID

- £ CREATE BERNTXEERER . ERBEFAERE (NF4BLK), F¥EE (NFACHR), B
B #% (NF4AATTRDIR) M1 E & Bt (NFANAMEDATTR).

- AERENBM
FATTR4_ARCHIVE, FATTR4_FILES_AVAIL, FATTR4_FILES_FREE, FATTR4_FILES_TOTAL, FATTF
M FATTR4_ACL.

=E
B

fﬂf’

EELBHEELEERDHFIRA NFS4ERR_ATTRNOTSUPP $&35,

Ll

Hfth?

A BEEETHEE .
« W AWS B FJE I Amazon EFS ERRMNBE , F2E AWS —iR2ZE FEHEEE.
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« Amazon EFS X nconnect #H&IiEHE,

« RO LAfEA Direct Connect #1 VPN fE A EF B E B Al fREFH 8 Amazon EFS ER R, 0%
HMED  FoR HEERE  FRARSNERFIRETHE.

#H ¥ ERE B AR ARV 18 RIRF IR RRE TR IR

EXRFHNEFS BRAFAE K SLEABERRZRTERNBERS, BiBiELRHSE R EREERERS,
UNZE Amazon EFS R RSN FFME , 5828 Amazon EFS B &,

BRBETHEADKRI - LEERAERRFER | UARNSEERMEERIRS.
£}

- BERMHNERNEREE

- HB THEHEREE) HBRNB TR

« H; "I/O H#HER WA TR

- HE "EREBAR, HBRNGBTRK

« BMEAK, HE TRTIER, ER

- BB "BZEE, ERNNTEAR

- HE "ERBA, HBENGBTRK

RERBNERNEREE

BERBEMERBERR  SUNEBRE EFSHBER LNRABMNERTIEREE , RREENA
FinRkft2E SERIRH :

- RERBNER - FAEXERENIESE EFS IR LNFHBMER. EEPREIEZREER
FRAVAERPRS, Fla , £ Linux £, EAIBER :

lsof <efs-mount-path>

- REERETE-FARENETEERETE  JIH EFS HERRLEAHEENESR, EFBRERIR
BEDEERS, Hl0 , £ Linux £, BAIUEEA -

1slocks | grep <efs-mount-path>
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ELHSRETE NN EFS RAAE | B EUEERBEERRTRENRARBBREIG,
HIR TR HEREE) HRNmT R

Amazon EFS BRIA X B A EUBEAEE, MRBLE THEARE , Bt naet4E -

- RZUERFFR 65, 536 EFATRERENESR. ZREANCERERFS , BEFA—(EAPE
A&,

« HITER-X&EZHR 65, 536 EER. 5B HATRTTARBESR,
- AFiR LE—EHHESEER &SRS 65,536 EHE,

REUENE

MBELEELMEE  ATNSBRAEE T BAB—ERS , RERTRELREZRERARME,
MERMET, , FBUNFS AEBNEE, ESRELENNAE  BH2W RERGESIREY
.

HE T1/0 $#R, BT RK

IEEREE SR T AT —EREMmEAE

- BEZITERER 65, 536 EEATERAERFE—REBESR.
REVENPF

MREEELEE , U UAEBNTEUTEEXENERFRMBERGIREREE, FEHTIERE
1F , BREEHNTERD R Amazon EFS BERAMERFBERNERPEREHE, EERER
BRMAHE , F2H RERBNERNEREE,

- INEERRHKE AWS KMS &8 2 MR,

REVEIPF
MREEEINEE  ETBRAHURSRNBNERETHRER K EXRTAENEEIBITA.

HIE "TEREBAR) BERNTIER
EERZBADREFEERE (symlink) KRB, BSHBENER, EREBEETIIRS
- BBRERZWIE 255 BT,

M CHEHEERERE HROSTAK 309
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- FFRERR RS IE 4080 T,

FREVE)
MRERBLEE | CUUBBMENE R REERE UG E ZENRHIRARDE,
mEARY , HER THRAFER, BR

RAERLEHEN 32 LTRZ Oracle BEFEABEMHER 32 U TiER /O /ME , M EFS A 64 It
inode 5% , MEREIIERR, AIRERBM RRMEIIIE stat()” M “readdir()s

PREUEN

MRIBR|LEEER | B LA nfs.enable_ino64=0 kernel BE#IZIERAZREE, BEE 64 U

7t EFS inode SRIEBHES 32 (Ujt. SETEM Linux BT , ROUBRKERENEERSRATE, &
Amazon Linux Lt , BiB#% nfs.enable_ino64=0 kernel 18 %| /etc/default/grub K9
GRUB_CMDLINE_LINUX_DEFAULT B RERULIZEIE, WFEFEEMMBRBK OCRBEENEERAX
#  FBREHNRITRE,

HIR TBZERE ERT RN
ERRAASEEARSRENBER, —ERRRSTNE 177 BEEE.
BREVE)

MRERBHEE , EUUBER D EEEBE UGS ZENRHIRARDE,
HER TERBA, HERNGHTRY

BRAKXEFEHEWIRFER, E—ERAPKRZE 52,673,613,135,872 {4l (47.9 TiB),

-,

REVENMF
MREEBUEE |, BT BBREERA DU E BN REIREREE,

WHRY, HE TRAIER) HFR 310
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Amazon EFS API

Amazon EFS API L4 HTTP (RFC 2616) AEBHNBERBEFAHE. BHREX API LY K SHSHE
EERERRAEN WEESE Amazon EFS AP| im 22 HTTP AWS [E1F 585K, It APl &#& JSON
(RFC 4627) SXHF AR HTTP 5ER/EIFER X

Amazon EFS API 2 —% RPC ##&, A EHPF—ABRENERAE , ASERENFEZREATNEE
ERNEHAFRAR. T —8F , BUNKIERMR RPC RFENFE AP RENRHA, &
BREBE—EREER , LEBTEETERE L, SEARENIERSEERFE HTTP BRT
io

IEEFRFTH M 4SE Amazon EFS #81E , BURREFER A% (GET. PUT. POST = DELETE) ##H
& , RH Request-URI FIfFE S EE N, WRILIEES PUT = POST , Amazon EFS #/FERA
X HH Request-URI SR EE. EHSEA JSON YA HEERL 5| &,

® Note

MR FR{EBBCreateFileSystem T EHIREMRE L , (BIELE L AWS Identity and
Access Management (IAM) BEEH R EEEN . MFEFMENR , F2BAmazon EFS B 5 5 #
FREE,

HREEBTARGEG S TERNGSHM AWS SDKAPI TR, M, B—EEA
create-file-system ) AWS CLI in S EM ST E| CreateFileSystemiR{E,
BREBBHELEHETE Amazon EFS API FFIU#Y AWS CloudTrail A&,

AP| i 2L

HE RS AWS Web IRIEE A BHY URL, Amazon EFS XET5isBHER .

o IPv4 im B
- SR (IPv4 T IPV6) i 2k
« FIPS iwm%

EREHERE  SUUEEEFTRNREY, RS EIEERE , AIFEREH IPv4 5%, EEFH
TRWKEFR  SUXATEBERPBHEEE, WENFBTHEENES , F2R0 EER. NFEF
AimEHNERR , 528 Amazon EFS i 2 A1 El 28,
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IPv4 w26

ERAEER

IPv4 i BHES & IPv4 RE. IPv4 mEBRRMEED., IPv4 imEEXNEURR EE,

« B AWS BEEREFHW IPv4 inB , XA elasticfilesystem.region.amazonaws. coms

Bl |, RIEIETE elasticfilesystem.us-west-2.amazonaws.comBimE , RASEEN
A REMMEBFELI (REM ) EHE (us-west-2) imE,

HRPEEGN IPv4 58, %84 elasticfilesystem.region.amazonaws.com.cno

Flan | HE (JbR ) [EHH Amazon EFS APl i B A elasticfilesystem.cn-
north-1.amazonaws.com.cn,

HHE (IPv4 M IPv6) im B

EHBIRERERXE IPv4 Fl IPv6 RE, EXREREHBIRHE , InE URL 2474 IPv6 = IPv4 it
i, BERACHNBEENBFRERANEABEMNE, EHEBRIENEXNIURR EE,

o HWR AWS R E RS HE B

2 XA efs.aws-region.api.aws.
Flan |, XEFEZ ( BEE ) EiF (us-west-2) WEHBIKEH A efs.eu-west-2.api.aws,
- AR EEENEHEEIE

% BB efs.region.api.amazonwebservices.com.cno

plan , PE (bR ) ESNEHERIRIS efs.cn-

north-1.api.amazonwebservices.com.cn,
5 IE U =
THI&E I RE AR AWS CLI BA® Amazon EFS ¥, AXEES ( mRIHEIEILEE ) EiH (us-
west-1) 18 E ik Ho

IPv4

aws efs get-rest-apis --region us-west-1 --endpoint-url https://elasticfilesystem.us-
west-1.amazonaws.com

23

i

IPv4 %2
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aws efs get-rest-apis --region us-west-1 --endpoint-url https://efs.us-west-1.api.aws

API fRZR

ZARMEUE API FRAEEFER URI WE—ERSCERRBER , EHFERX A 1SO 8601 B, WEE
5 , 528 CreateFileSystem,

XHERBARYZ API 2015-02-01 Ao

Lz ES

UTEERME API BRENVRA, MMAEBLARBERESRBHEE | URNMAER IAM BERAF TR
FHRELE APl B 1E,

« Amazon EFS ¥y § 2 M7 EUE 18

- BifE

- ERER

-hs}

£ Amazon EFS B9& 5 API 555Kk:
AWS 1R F SEEEH Amazon EFS API 5EREEZ RIFRET , UGB IRFEKEE. FTE Amazon EFS
API| Y —i2Eny | ERERBEARER AWS CLI, = Amazon EFS £#24 |, #7ESBiB K API
ERER LR, RAAPI FRERAERME AWS BiF, 2HN API FREBERRAER AWS IRFE,

R API FERBBHERIN API FFRE | ZFFERMEE ThrottlingException R, HEER
BREEERR  FRALZNEABRXTSRBERAEHES API R, B EEERARBIURERE
BREES , UBRLIIER.

i 7
BHERARATRFTEEETW AP B , UEERENENH. £EHKWHARN  FREFREDE

ARAERTR. EERABHE  FEERENFRCEAEABENKERR. R TESRERR  FE
ABRRNIREER.
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B SRR EE

ENEREXTRFEEEFRRABRER APIFXR , AEEZEER (H120 , FiE8 Amazon EFS &
REM). BERK API FFRVER | FHEEENFR<EEAEENKERR. ATESHREER
AR BRE AR KR E R,

ATE KRR R
ECBERPRER AP FERE | REAEAEIREREARTH AP UL N KRR, EH

BENETEBSE  WEGENOE SZERACHNESEEEENE, NESHASA , URILEE
ENEESER | FF2E () FMEEFE1TAAmazon Web Services —fi§2%&,

BE

XEUATEE

* CreateAccessPoint

* CreateFileSystem

» CreateMountTarget

» CreateReplicationConfiguration

» CreateTags
¢ DeleteAccessPoint

* DeleteFileSystem

* DeleteFileSystemPolicy

* DeleteMountTarget

» DeleteReplicationConfiguration

* DeleteTags
* DescribeAccessPoints

* DescribeAccountPreferences

» DescribeBackupPolicy

» DescribeFileSystemPolicy

* DescribeFileSystems

» DescribeLifecycleConfiguration

* DescribeMountTargets

ERFIHAEE 314
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ERAEER

DescribeMountTargetSecurityGroups

DescribeReplicationConfigurations

DescribeTags

ListTagsForResource

ModifyMountTargetSecurityGroups

PutAccountPreferences

PutBackupPolicy

PutFileSystemPolicy

PutLifecycleConfiguration

TagResource
UntagResource

UpdateFileSystem

UpdateFileSystemProtection

B
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CreateAccessPoint

B EFS 7HUH, FHHRE EFS BEXRRAENEAERXBERSR , SREXRREAENETE , URIE
RAMKEEAZZEBFRHNREHNEMERRRFER. ZEXRREAENFESER NFS AF K
RUNEME2ET. ERRBEBEELRAMEAFRMNBREZ. CAFRMNERAEXRRGERE
BE&NFEBPENER, RIFEEFREMN , FAERKKESATLEA 10, 000 BFIMFH. &2

—5 T, BSHREA EFS FRAHBERRK.

(® Note

NMREE—EAERRAKLEEZSERYFMHNFER , AERIREOFIRAORS , &rse
EBIELFRNRALE, ERA/ TREAERIRKTISEBIEENFEFRH,

IBIEEEEE elasticfilesystem:CreateAccessPoint BIfERIEF T,

BERMELERY L. EEBREYBEFRIEE , IAM 28tH
elasticfilesystem:TagResource EBMfFHTHMIRE A UEEEAEERELERNGT T, X
b, BANBERFER elasticfilesystem: TagResource EMfERIBARERF W, MNFFMENR , B2
REEVHERFELRE RN,

SE L =FHD
EESREE/

POST /2015-02-01/access-points HTTP/1.1
Content-type: application/json

{

"ClientToken": "string",

"FileSystemId": "string",

"PosixUser": {
"Gid": number,
"SecondaryGids": [ number ],
"Uid": number

I

"RootDirectory": {
"CreationInfo": {

"OwnerGid": number,
"OwnerUid": number,
"Permissions": "string"

iy

"Path": "string"
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Tags": [
{
"Key": "string",
"Value": "string"

}

URI 53R B8
ARTEEMAEM URI B
PET
BREFEHEA JSON R THIER,
ClientToken
Amazon EFS AAZRBEREBEUMNFH (% 64 @l ASCIl F7T).
B|A . FH
RERH : RETRA/ 1. RELRA 64,
B+
MR =
FileSystemid
FEUBRMEFEU EFS BRRK ID.

HR . 7R
RERH : RELRA 128,

B : A(arn:aws[-a-z]*:elasticfilesystem:[0-9a-z-:]+:file-system/fs-
[0-9a-T]1{8,40}|fs-[0-9a-f]1{8,40})$

ME 2

PosixUser

BRARABEERARBERNBERREAENFAE , HPBEREAFIMREL,
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A - PosixUser Y14

RE &K

RootDirectory

EFEEE EFS BRRKELLMENESH , BIE NFS AFRZEBZEINEFEH EFS BRXRANIR
Bk, ERATNMHENAFPRREEFIIRE &KX FB#%, SR RootDirectory > Path IEEF
F1E , Amazon EFS B E AP mEMREI IR B I EHA CreationInfo XE. EE
RootDirectory K , B24ERRM Path M CreationInfo,

AEHEHFIEME %M Creationinfo : OwnUid, OwnGID MEFAIEF , Amazon EFS €& iER

%, MREREHWEF , Bl Amazon EFS TEEMRE %, MRAREFAFHE , EREATEH

BE/F XK

A . RootDirectory ¥4

PNE &K
Tags

BYRAFHHAHNER, - ESLHRREYE , s ESRLAE—, NFFMRENR ,
28 ( AWS —ik2EEm) PHELC AWS B,

A : Tag YHEEES)

VE B
[E FERE £

HTTP/1.1 200
Content-type: application/json

{
"AccessPointArn": "string",
"AccessPointId": "string",
"ClientToken": "string",

FileSystemId": "string",
"LifeCycleState": "string",

"Name": "string",
"OwnerId": "string",
"PosixUser": {

3
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ERAEER

"Gid": number,
"SecondaryGids": [ number ],
"Uid": number

iy

"RootDirectory": {
"CreationInfo": {
"OwnerGid": number,
"OwnerUid": number,
"Permissions": "string"

1,

"Path": "string"
1,
"Tags": [

{

Key": "string",
"Value": "string"

E P

WMEREERT , BIIRFER HTTP 200 EFE,

RIS EER T 5| JSON KXW ERL

AccessPointArn

B2 77 BN 2 EA B A9 HE — Amazon Resource Name (ARN)s

HR . FH

RERS : REERS 128,

B3 : rarn:aws[-a-z]*:elasticfilesystem:[0-9a-z-:]+:access-point/fsap-

[0-9a-f]{8,40}%

AccessPointld

B Amazon EFS R 1ZELE 1D,
BHR . 7R

RERS : REERA 128,

CreateAccessPoint

319



Amazon Elastic File System EREEmR

3 : A(arn:aws[-a-z]*:elasticfilesystem:[@0-9a-z-:]+:access-point/fsap-
[0-9a-fT]1{8,40}|fsap-[0-9a-f]1{8,40})%
ClientToken

BRVEENTERTS , URRSEEL
A . FH
RERS . RETRA 1. RELRA 64,
B/ L+

FileSystemld
FHREMZE EFS BRRMAKM 1D,

A . FH
RERS : RELRA 128,

B : A(arn:aws[-a-z]*:elasticfilesystem:[0-9a-z-:]+:file-system/fs-
[0-9a-f]{8,40}|fs-[0-9a-f]1{8,40})$
LifeCycleState

B FEN B Y A i B HABE ER
F|H . F8

B {E:creating | available | updating | deleting | deleted | error

Name

FHREHNEHE, ER Name EEBWE,

BFH . FH

Ownerld
#Al AWS IRF HMEEIREERDN .
] . F&
RERS : RELRA 14,
B A(\d{12}) | (\d{4}-\d{s}-\d{4})$
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PosixUser

TER POSIX &08A  SREFIAM EWEAE ID. #4E 1D MRXERHE D, EL IDEAR
NFS F FimfE 7 BB AT BB RIEX.

¥R - PosixUser ¥4

RootDirectory

FHUEE EFS ERRR LR B & , BIA NFS AFmEBXEFIMHFH EFS ERAMKNRE
%o

A : RootDirectory ¥4
Tags

REERFNEEBHNER  BrA TER. WHavE5l,

A : Tag YHEEES

7

g

AccessPointAlreadyEXxists

NMRZBEFAENERHCECRKEE , YFEALEFRIREENAZRER , BER,

ErrorCode
FRABE—ExS , EFMANERERRT. EARGEREERERNESN SN EBRR T HI
K5,

Message
RS EEHBRRIN —REER  BEHREA, BREENEXNERLEEBLZEENG
BN FEEYSKREAEETIAR. B UCUNEARARREEEMAZR , MARKRERE
ENBIRL , FTAR TS 2B IERAR,

HTTP AREEHRE : 409

AccessPointLimitExceeded

WRAWS thF ERVEBEEERARATNERHHE LR A RELQD, MFFEEF A F2H

https://docs.aws.amazon.com/efs/latest/ug/limits.html#limits-efs-resources-per-account-per-
regiono
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ErrorCode

FERABR—EFSE , EFTARERERRR. ERARGEEREERNEXNSARNR T #ILE
(8738

Message

HERASTESWB/MAN —REER , BEEHRERA, REENEXNEREEBELRENTE
R SEERYBRERAEERIAR. B CENEXRARREEENAR , mARKBRE
BB , FRARATREE ZMIRERA S
HTTP ARREHS : 403
BadRequest

MEBREXBRIITEHS , HINERNSHESROVLESE , AlEE,
ErrorCode

ERABRE—EFS , EFRARERERRIL. ERREKERRBEHRRNVEXNLERNR 7 #I
(A8

Message

HRASTEWRMAN —REER , BEEHRERA. REENEXNEREHBLRENHE
R, SEEHSERERAERETAR. R CNEARAHREEEMNAE , mMAKBE
ENERRY , AR ATEES ZMIERAS.
HTTP #REEHS : 400
FileSystemNotFound

MRIEEMFileSystemIdERFERBEREN b , AEE AWS 1S,

ErrorCode
ERABR—EFE , EFAREAERRR. EARKERERERNEX VAR TH#ILT
K&,

Message
R ETSHBMRN — MBI R , BEEHREA, " BEENEINEREHELRENE

RRRE  FEERUERERAEETALS, S - ENEARABRERENZR , MAKLBE
EMNBRL , FRARTaEE BREERRAS
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HTTP ARREHS : 404

IncorrectFileSystemLifeCycleState

MRERZRFENEGBHRERE "H, |, BEE,
ErrorCode

FERABR—EFSE , EFTARERERRR. ERRGEEEEERNEXNSARNR T H#ILE
Ko

Message

ERALETSHERMRAN —RRNER , BEEHRERA, —REENEAEREEBEZEENE
AR SEERUERERAEETALS, S - ECNEARAFREEENZZ , MAKLBE
ENBRL , FRAR TS BEEIRRAS

HTTP #REEHS : 409

InternalServerError

MEFRESmEAERR , AEE,
ErrorCode

FRABE—EFS , EFARBAERRL. ERARCERERFERNENLERIR T H#IL
(8-

Message

FERASTSHH/MAN —REER , EEHREA, —REENEXNEREAELREENT
RRAE  SEEUBRRERAEERIAR. B CHNEXRAHREEENAR , mARKLBRE
EWERL , FTAR e S ZMEERAL
HTTP AREEHS : 500
ThrottlingException

E CreateAccessPoint APl B){EFIY KR ERERRFE LM FENEE B #22iF 120 WYBR &I |, BIE
[,

ErrorCode

HERABR—EFS , EFTARERERR R, ERRGEEEEHERNEXNSARNR T #ILL
(A8
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Message

HRALESHERMAN —RRER , BEEHRERA, —BREENEAEREEBEZEENE
AR EERUERERAEETALS, S - LCNEARAGFREEENFAZ , MAKLBE
ENBRL , FrARATRE S BEEIRERAS

HTTP ARREHS : 429

=
s

B

MFAE R —EE S AWS SDKsH £ AP| WRHARR , BSBTHAR

=
>3

« AWS @55 E V2

« AWS E AR NET V4 #y SDK

« AWS EHAR C++ B SDK

« AWS E AR Go B SDK v2

« AWS BEHAR® Java V2 By SDK

« AWS BB JavaScript V3 B SDK
« AWS jE A1 Kotlin 8y SDK

« AWS @A PHP V3 #Y SDK

« AWS B AR Python ) SDK

. AWS i@ Ruby V3 ) SDK

B (|

faik
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CreateFileSystem

BUMBZANNHRRE,. REFEWFBRPIEEYFH , | Amazon EFS AiIRBRERE (£
RAERRL FRHFUHRETEREMAMR), NRBNTEFEER AWS IRF EERM FRAVEE A%
BAHERRZRR  LEFESITTIEE

- BYMBZANNHRR. BRRMEEHS Amazon EFS $EIAY ID , I B HANHM £ aniBHIARRE

#BEeR creatingo

- EEFMEIERRFENER,
BH , RESERE FileSystemAlreadyExists #6552 , EPEEBEERREN ID,

(® Note
SHHERFERRS , SRS R FRFERABE#ELN UUID,

ERBRETREES CreateFileSystem WY A MEAERBEVENERRFNERE, EOHFY
K, ERTHREERAVERLREGCEVYRN , BRgREttiki,. Eh—@A&HGEL XL EhE
REF  AIRENERERN. RELFAHRNELIFR  BYRTURIEUERRRK , AFRES
# FileSystemAlreadyExists SR BAZERRKCEFE.

MEFHMER , F2B6 (Amazon EFS EAERRE) FHEVERZRK,

(® Note
CreateFileSystem UG HERERRFEN LW BRMREMER creating KEE, ERILUE
IBMIY DescribeFileSystems BRERBERRRAEMNEILMRE  HIREREMERE € —REER
ERREAREE,

R ESET —EAARRRRBENER PerformanceMode 28, RFIBBFEERR
#igeneralPurposePerformanceModefff] . maxI0 BX R L —RMEHFE K ERATETER
generalPurpose BXIEENSEFTLERSEMR. FAEMRXENEESERRARIERR
HAZE MaxI0 R,

BRRAKREBIUZBMPerformanceModeBEEE , MEFMERN , 7526 Amazon EFS ¥&EE,

&R LAE R ThroughputMode 2BRERRRKVEIZEEN,
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EERRATEEILR , Amazon EFS 2 H AW BARMRAER A available , WEETEA VPC
FHERRREY —RZEHHEFE. NFFMEF , 52 B CreateMountTarget, &7 LAfE A #
HEE 6 £& VPC F/ EC2 #11T{ERE L& B/ Amazon EFS R R#E. MEHMEN , F2H
Amazon EFS : iBEF

EIHIREEE elasticfilesystem:CreateFileSystem EMERIEF T,

ERRXRUEELRNLELER, EEBRELHETREE , IAM it
elasticfilesystem:TagResource BIfEEITHMIRE , UHERFEAEERELZEBENT T, H
W, BAERFER elasticfilesystem: TagResource EMERIBARERF AT, MNEFHMEN , S
REEVHERTFELRERNFT T,

-Knn/

POST /2015-02-01/file-systems HTTP/1.1
Content-type: application/json

{
"AvailabilityZoneName": "string",
"Backup": boolean,
"CreationToken": "string",

"Encrypted": boolean,

"KmsKeyId": "string",
"PerformanceMode": "string",

"ProvisionedThroughputInMibps": number,
11} aE!S": [
{

Key": "string",
"Value": "string"
}

1,
"ThroughputMode": "string"

URI 555k 2 %
ERTEMEATM UR B8,
R

A REZERA JSON A THER,
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AvailabilityZoneName

HRERBERRZE  BEAWS EaEPEYERZRENTAESE, FAKN us-east-1a R
EAREE. NFERGERZENFMAENR , F2H (Amazon EFS EHEER) T EFS 18
RRMEE, EFS

(® Note
5 Amazon EFS AWS B3 WATE A A EEHE LA EREEHERRAK,

HR . FH

RERH : RETRA 1, RELRA 64,

B L+
PNE &
Backup

EERGHELEEEUNERRE LA BB REG. SERES true WA BBHER. MRE
ERVERGERRE  ARERABDHEN. WFEFMEEF , F2H (Amazon EFS A EE
) PR B 3R .

FEEREA false, BR , MRZEIEE AvailabilityZoneName , FEER{EAS true,

@® Note
AWS Backup @R Amazon EFS 2K FTE AWS EiF .

B|A . AME

RE &/

CreationToken

FEREZA 64 8 ASCIl T, Amazon EFS (S EINRERERERE,
H|A . FH

RERS : RETRAB 1, RELRA 64,
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B’ L+

ME 2
Encrypted
AHE , BA True EEEUNERRRFA. BEYNBNERRKR , EULLUREREEREN AWS

Key Management Service £ (KMS €% ) . HEHREEE KMS €88 , BIE A Amazon EFS
HIFEEX KMS €88 /aws/elasticfilesystem RIZREMZEERER K.

B|A . AME
RE &/
KmsKeyld
FBEFERA KMS £ ID RRBMZFRERRK, USBREELFLEFAIETER KMS iR 2 X

ERY, EREEELSE , B|&FEH Amazon EFS WTESR KMS €88, Ao LFERAUTHRRIERE
Ltk KMS £88 1D,

- &% ID- £W|MHOME—FKBITS , B0 1234abcd-12ab-34cd-56ef-1234567890ab,

« ARN - £#8# Amazon Resource Name (ARN) , #l#0 arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab,

- SWHE - LA ASBEVINETAR , HlW0 alias/projectKeyl,

- &8875]% ARN - £88BIEH ARN , flEN arn:aws:kms:us-
west-2:444455556666:alias/projectKeyl,

WMREEA KmsKeyId , BI%ZEH# CreateFileSystem:Encrypted 28 E A=

/A Important
EFS REZHE KMS €88, Amazon EFS ERRKTeeEAIELH T KMS €8,

F|A . FE8

RERH : RELRA 2048,

3 A([0-9a-T]1{8}-[0-9a-T]1{4}-[0-9a-T]{4}-[0-9a-T]{4}-[0-9a-T]{12}|
mrk-[0-9a-f]{32}|alias/[a-zA-Z0-9/_-]+|(arn:aws[-a-z]*:kms:[a-z0-9-]+:

\d{12}:((key/[0-9a-f]1{8}-[0-9a-f]1{4}-[0-9a-f]{4}-[0-9a-F]{4}-[0-9a-f]
{12}) | (key/mrk-[0-9a-f1{32}) | (alias/[a-zA-Z0-9/_-1+))))$

CreateFileSystem 328



Amazon Elastic File System EREEmR
BE B’

PerformanceMode

BRIV UEER. RPABRRSHFAENERRRMEA generalPurpose ReeExX. FH
maxI0 MM ERRRUTERIESEMNREGEEREVREY , HRERHHAZH
WERRE , SEHRENEE, WEEXNERERRRBEICRAFELIEE, EEEERRAETIE
maxI0 &3,

/A Important
HRREX /0 NEERFLEERS , RMIBBIAERRRER "—RAR, HEEER,

JEE%{E A generalPurpose,
/R . F&H
B {E:generalPurpose | maxIO

VE B
ProvisionedThroughputinMibps

BEAFMBYERRBEMENGEIXE (L MiB/s BEN), &4 ThroughputMode %A
provisioned , QIAMSEEE, BXEA 1-3414 MiBps , LIRHE "#HE, ME. EERSHR
H , FEBIAE B, MEHMEN , 528 (Amazon EFS A EIERE) FRYET LU N Amazon
EFS Bl %8,

A - Double

BHEE  &/MES 1.0

PNE B
Tags

AREN —SZEEERAFHBHNER. SEERARTAECZNE/EY, EBES
"Key":"Name","Value":"{value}" #/BEHREBRIUBALNERRADS. SEEMBLAE
BEM—8, NEFMET , F28 ( AWS —&2Ei88) FHERL AWS &R,

A : Tag YHEEES

PWE B
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ThroughputMode

EERRRFNAAEER, EX LR bursting, provisioned = elastic, &E#&#
ThroughputMode %% provisioned , B4 E% ProvisionedThroughputInMibps %E
BH,. BYERRFAR , EERKEN , U I HEREAENSETRrEEN, WEFHEER ,

A2 H (Amazon EFS fEAEEmR) TPHEAMEEXEERIEE,

FEER{E A bursting,
¥R . FH

BM{E:bursting | provisioned | elastic

VE B
[E] FERE £

HTTP/1.1 201
Content-type: application/json

{
"AvailabilityZoneId": "string",
"AvailabilityZoneName": "string",
"CreationTime": number,
"CreationToken": "string",
"Encrypted": boolean,
"FileSystemArn": "string",

FileSystemId": "string",
"FileSystemProtection": {

"ReplicationOverwriteProtection": "string"

iy

"KmsKeyId": "string",
"LifeCycleState": "string",

"Name": "string",
"NumberOfMountTargets": number,
"OwnerId": "string",
"PerformanceMode": "string",

"ProvisionedThroughputInMibps": number,

"SizeInBytes": {

"Timestamp": number,
"Value": number,

"ValueInArchive": number,
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"ValueInIA": number,
"ValueInStandard": number

Tags": [
{
"Key": "string",
"Value": "string"
3

1,
"ThroughputMode": "string"

}

Bl FE T 3=
WMREERTD , RIBRIEERE HTTP 201 E &,
R EEE T3 JSON BXNEH

AvailabilityZoneld

BRAGAETRARENE - BE-BNBIBEHERIEAM. S, usel-azl & us-east-1 #Y
AAESE IDAWS Bl , BEE SMAEHRRNLZE AWS 1kF,

B|A . FE&

AvailabilityZoneName

3
0
&

HRERZEMEN AWS AR ESE , BEERANERFERRMR. NFFHAEA
{(Amazon EFS fEF&#5m) R EFS MEEH.

HH . FH
RERH : RETRA 1, RELRA 64,
B L+

CreationTime
BUERRKWERE U AEN (B 1970-01-01T00:00:00Z LAZK),

A : Timestamp

CreationToken

ARPEENTERF S,

CreateFileSystem 331


https://docs.aws.amazon.com/efs/latest/ug/storage-classes.html

Amazon Elastic File System EREEmR

HR . FH

RERH : RETRA 1, RELRA 64,

B L+
Encrypted
mE , EA true , BHMFERRR.

BHE . HMNE
FileSystemArn

Amazon EFS ¥R Z## Amazon Resource Name (ARN) , #&XX 5
arn:aws:elasticfilesystem:region:account-id:file-system/file-system-id
o WBIERIES| - arn:aws:elasticfilesystem:us-west-2:1111333322228888:file-
system/fs-01234567

B FH
FileSystemid
F Amazon EFS EiRAVER R ID.
BH: F&H
RERS : REERA 128,

B : A(arn:aws[-a-z]*:elasticfilesystem:[0-9a-z-:]+:file-system/fs-
[0-9a-T]1{8,40}|fs-[0-9a-f]1{8,40})$

FileSystemProtection

RAERRRNIE.

A : FileSystemProtectionDescription #14F
KmsKeyld

AWS KMS key ARREINZER R 1D,
F|A . F8

RERS : REERS 2048,
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B3 A([0-9a-T]1{8}-[0-9a-T]{4}-[0-9a-T]{4}-[0-9a-T]{4}-[0-9a-T]{12}|
mrk-[0-9a-f]{32}|alias/[a-zA-Z0-9/_-]+|(arn:aws[-a-z]*:kms:[a-z0-9-]+:
\d{12}:((key/[0-9a-f]1{8}-[0-9a-f]{4}-[0-9a-f]{4}-[0-9a-f]{4}-[0-9a-f]
{12}) | (key/mrk-[0-9a-f]1{32})|(alias/[a-zA-Z0-9/_-1+))))$

LifeCycleState

BRRKENEDEMRER.
BR . FH

B {E:creating | available | updating | deleting | deleted | error

Name

B ER (B3 Name BR) TEERERK. NFEFHEF , 552 B CreateFileSystem, R
BRRHAE Name 2% , Amazon EFS & LA FHE,

HR . 7R
RERH : RELRA 256,

B AC\P{LIN\P{ZI\p{N}_.:/=+\-e]*)$
NumberOfMountTargets

EBRRAFZEHEENHEBEER, WEFMAER , 52 B CreateMountTarget,

B By
BEREE : &/MEA 0,

Ownerld
AWS 1RF BAERRHKEWN .
BHE . F&
RERS : RELRA 14,
B A(\d{123) | (\d{4}-\d{4}-\d{4})$

PerformanceMode

BRREHHEER,
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HR . FH

B {E:generalPurpose | maxIO
ProvisionedThroughputinMibps

BREIRENHEEZIERE (W MiBps REfRL), HEEA ThroughputMode FRES provisioned
HERREE N

A - Double
BXNEE  &/MEA 1.0,
SizelnBytes

RBEEEERRK. Value MUFHERSZHEHFTTEXR D CMITHRBEN) , AKRTE Timestamp
ML REZ AN, Timestamp ER2H 1970-01-01T00:00:00Z LASEH BB

B, SizeInBytes HEFREXBERRAEN —BIRBEX/) , ERERBEEABRRAR , TRKE
RE—H. tHER , AEBRBYEENEREIERRK , SizelnBytes FRHERTEBR KD, &
Bl B EHTREARERRRETARENET RN,

A : FileSystemSize ¥4
Tags

BERRBREBHAERIU Tag WHEIIFEX2RER.

¥H : Tag Y-pE%
ThroughputMode

BIRERANBZEER . NEHMET  B28 (Amazon EFS BAEER) THRZEEE
e

B|H . FE&

AME:bursting | provisioned | elastic

7

g

BadRequest

MRFRBEXNEBRJETSHER , AINERNSHEIROLDESH , AEER,
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ErrorCode

FERABR—EFS , EFARERERRR, RARGEEEERRNEXNSARNR T H#ILE
Ko

Message

HRALESHERMAN —RRER , BEEHRERA, —BREENEAEREEBLZEENE
AR SERHERERAEETALE, S - ENEARAGEREEENZZ , MAKLBE
ENBRL , FrAR TS BEEIRRAS

HTTP AREEHS : 400
FileSystemAlreadyExists

NREERABINERRRECEEFE  XEAHTRRAENELER , AIER,

ErrorCode

ERABRE—EFSE , EFRARERNERRIL. ERREKERREHRRNVEXNLERNR 7 #I
(A8

Message

RRARESHERMAAN —RRENER , BEEHRERA, —BREENEXEREEBEZEENE
AR, SERHSEREAEETAE, B ENEXARAFEREEENAE  mMAKBE
ENEIRL , FRARATREE BB ERAR

HTTP AREEHRE : 409

FileSystemLimitExceeded

MR AWS tRkF BEMSERF AFTHERZERE LR , AIEE,

ErrorCode

ERABR—EFEH , EFARFEBERRR. EIRKERERERNENS AR T #iLt
Ko

Message
HRASTEHRD[MRAN —REER , BEEHRRA. REENEXEREHBELEENE

AR FEERUERERAEETALS, S - ENEARABRERENFZ , MAKLBE
EMNBRL , FRARTaEE BREERRAS

HTTP ARAEHS : 403
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InsufficientThroughputCapacity

NRREEHREREHMBEXE  NED, ELEAMGRAEERXEBIBMERK. EXEM
BAERRENMEREE  RERSRAERRRK FERxE, 885 "HhEGEE, X
i, RiEAeeEEE, FHEEH

ErrorCode

FERABR—EFSE , EFTARERERRR. ERRGEEEEGRRNEXNSARNR T #ILE
Ko

Message

HRALESHERMAN —HRRNER , BEEHRERA, —BREENEAEREEBLZEENE
AR SERHERERAEETALE, S - LCNEARAGEREEENZZ , MAKLBE
ENBRL , FrAR TS BEEIRRAS

HTTP #REEHS : 503

InternalServerError

MREMR KRR LSRR , AEE,

ErrorCode

ERABRE—EFS , EFRAREBNERRIL. ERREKERERBEHERNVEXNLARNR 7 #I
(A8

Message

HRASTBHERMRN — AL , BRERERA. —REENEAEBREHLELRENGE
AR FERUEREREETALS, S ENEARABRRERENZR , MAKLBE
ENEIRL , FRARATEE B ERAS

HTTP AREEHS : 500

ThroughputLimitExceeded

MREBEIEE 1024 MB WEZERFMELZSFAXEEANMERZELE , AIED,

ErrorCode

HERABR—EFS , EFTARERERR R, ERARGEEEEHERNEXNSARNR T H#ILL
(878
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Message

HRALESHERAAN —HRRER , BEEHRERA, —BREENEXAEREEBEZEENE
AR, SERUEREREETAE.,. B ENEARAEREEENAER  mAKBE
ENEIRL , FRARATsEE B ERAR

HTTP AREEHS : 400
UnsupportedAvailabilityZone

WEREFERM Amazon EFS it EiEEW T A B AT TA |, AlEE,
ErrorCode

FERABR—EFS , EFAREERRR, RARGEEEEERRNEXNSARNR T H#ILE
Ko

Message

RRALESHERMAAN —RRNER , BEEHRERA, —BREENEXEREEBEZEENE
AR, SERHSEREAEETALS, B ENEXARAFEREEENAE  mMAKEBE
ENEIRL , FRARATREE B ERAR

HTTP AREEHS : 400

L)
B MEERRE

THEHIEEE POST BEXR , UEMABBESH us-west-2 BEHPRIERRMK. ABEREE
myFileSysteml AEEMMNELER.

AR gl

POST /2015-02-01/file-systems HTTP/1.1

Host: elasticfilesystem.us-west-2.amazonaws.com
x-amz-date: 20140620T215117Z

Authorization: <...>

Content-Type: application/json

Content-Length: 42

{
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"CreationToken" : "myFileSysteml",
"PerformanceMode" : '"generalPurpose",
"Backup": true,

"Encrypted": true,

"Tags":[
{
"Key": "Name",
"Value": "Test Groupl"
}
]
}
(5] PE £ 451

HTTP/1.1 201 Created

x-amzn-RequestId: ©1234567-89ab-cdef-0123-456789abcdef
Content-Type: application/json

Content-Length: 319

"ownerId":"251839141158",
"CreationToken":"myFileSysteml",
"Encrypted": true,
"PerformanceMode" : '"generalPurpose",
"fileSystemId":"fs-01234567",
"CreationTime":"1403301078",
"LifeCycleState":"creating",
"numberO0OfMountTargets":0,
"SizeInBytes":{

"Timestamp": 1403301078,

"Value": 29313618372,

"ValueInArchive": 201156,

"ValueInIA": 675432,

"ValueInStandard": 29312741784
b
"Tags":[

{
"Key": "Name",
"Value": "Test Groupl"

1,
"ThroughputMode": "elastic"
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BYEESAIANNE EFS ERRAMK

Tl eEiE POST EXR , LMERABBREAH us-west-2 BIFHFRBRIUERRK. BRREARE
us-west-2bA A EEH P EEEE T

AR g

POST /2015-02-01/file-systems HTTP/1.1

Host: elasticfilesystem.us-west-2.amazonaws.com
x-amz-date: 20140620T215117Z

Authorization: <...>

Content-Type: application/json

Content-Length: 42

{
"CreationToken" : "myFileSystem2",
"PerformanceMode" : "generalPurpose",
"Backup": true,
"AvailabilityZoneName": "us-west-2b",
"Encrypted": true,
"ThroughputMode": "elastic",
"Tags":[
{
"Key": "Name",
"Value": "Test Groupl"
}
]
}
[5] FE 6 45

HTTP/1.1 201 Created

x-amzn-RequestId: ©1234567-89ab-cdef-0123-456789abcdef
Content-Type: application/json

Content-Length: 319

"ownerId":"251839141158",
"CreationToken":"myFileSysteml",
"Encrypted": true,
"AvailabilityZoneId": "usew2-az2",
"AvailabilityZoneName": "us-west-2b",
"PerformanceMode" : '"generalPurpose",

CreateFileSystem 339



Amazon Elastic File System

ERAEER

"fileSystemId":"fs-01234567",
"CreationTime":"1403301078",
"LifeCycleState":"creating",
"numberOfMountTargets":0,
"SizeInBytes":{
"Timestamp": 1403301078,
"Value": 29313618372,
"ValueInArchive": 201156,
"ValueInIA": 675432,
"ValueInStandard": 29312741784
},
"Tags":[
{
"Key": "Name",
"Value": "Test Groupl"
}

1,
"ThroughputMode": "elastic"

3
B
¢

B

NEREEP—BESHTE AWS SDKsHR{ER L API BIEFMAEF |

b=

EL

AWS & 55 RE V2

« AWS E AR NET V4 #y SDK

« AWS B AR C++ By SDK

« AWS B AR Go B SDK v2

« AWS AR Java V2 By SDK

« AWS iE AR JavaScript V3 #J SDK
« AWS jE AR Kotlin 8y SDK

« AWS E AR PHP V3 #y SDK

« AWS E AR Python # SDK

. AWS AR Ruby V3 # SDK
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CreateMountTarget

BYNHRFNHEER, CESTUAEABEERE £ EC2 HiTEE LHEERRK. WFEHEE
BENFMET  FSREEHIES.

HEEYV EFS EXRENHBER , EXRENENBHMRELEAS available, MFFMER ,

$& 2 BDescribeFileSystems.

BIUHEBEER , Amazon EFS €E3E MountTargetId# IP #bit (IpAddress 5 ) M
FEIpveAddress, BEE EC2 HITHEBIHBERIAEEAL P ihit, FHEEHEERIAK
FAHEHEEN DNS 2, SEAHREERAE LHEERIMAN EC2 HTEE , AISHREEN
DNS ZRB#MAH IP ik, MFFMEF , 52 E Amazon EFS RIEESL K.

AR, BRRE—E VPC AAERRFMEVHEER  YESETHERESPRARS —EHHE .
WEFRES , FSRELHIEE.

EERMEFER , Amazon EFS €817 T HI/E -

- EEETRERPELFTNEEBER.
« EANATREEFRRPEYIHNMERNE

« Mount target fsmt-id for file system fs-id He& fsmt-id REEHBEE ID
R, M fs-id =& FileSystemId,

- WA MEM requesterManaged BHEREA true , MrequesterIdEFRES EFS,

BREHBEENE —EHENPEFESE EC2 B AH., BUMENHEE , Amazon EFS 58
BEHIRPE NetworkInterfaceld MR EAMIMNME ID , A IP thut FRE A H b, HHE
BAEEM KM , B CreateMountTarget BIEH D KB,

(® Note
CreateMountTarget FIASER VAR M EZERDR , BEHR B FMREMNA creating
B, A LUE BN IR EMERER B ZEMNEIARRE |, DescribeMountTargets BREMEMIEE &
— R EEHE B ENREE,

RFEFBEERIRF LEBUTBFENFT :

* elasticfilesystem:CreateMountTarget
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HERELEELT Amazon EC2 BHEREFT

 ec2:DescribeSubnets
 ec2:DescribeNetworkInterfaces
e ec2:CreateNetworkInterface

RARFRE

POST /2015-02-01/mount-targets HTTP/1.1
Content-type: application/json

{
"FileSystemId": "string",
"IpAddress": "string",
"IpAddressType": "string",
"Ipv6Address": "string",
"SecurityGroups": [ "string" 1],
"SubnetId": "string"

}

URI RS ¥
FRTEERAEM URI 28,
ERERE
feREZHA JSON KX T HER,
FileSystemld
ERVHEBENERRK D,
¥AE . FH
RERS : REERS 128,

B : A(arn:aws[-a-z]*:elasticfilesystem:[0-9a-z-:]+:file-system/fs-
[0-9a-f]{8,40}|fs-[0-9a-f]1{8,40})$

ME 2
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IpAddress

MEHE B ZIpAddressTypefy £ IPv4 ( IPV4_ONLYER DUAL_STACK) , BlIIEEEEFEAH IPv4
ik, MREKRIEE IpAddress , Amazon EFS €1t A I5EMN FBE P ZERERN 1P i
#tSubnetId,

B . FE&
RERH : RETRA 7. RELRA 15,
B A[0-91{1,33\.[0-91{1,3}\.[0-9]1{1,3}\.[0-9]1{1,3}$

VE B
IpAddressType

HEHBEEN IP it ER, ATaerI{ES IPV4_ONLY ( {ZBR IPv4 #biik ) . IPV6_ONLY
( f£BR IPv6 ttiik ) F1 DUAL_STACK(IPv4 F1 IPv6 it FY &R ) , IIRBRIEE
IpAddressType , IPV4_ONLYRIZEH ,

® Note
IPAddressType AARFE FRAEY IP |E, kS, IPAddressType BBEERR
EA VPC R FHEMETERR IP it 9{E, I , 2R IPAddressType  IPV4_ONLYAR
AssignIpv6AddressOnCreation® true , Bl BB ESFEH IPv4, MEFMEA |
2R BUFERNAE IP Eu B,

FHR . 7R
BRE:IPV4_ONLY | IPV6_ONLY | DUAL_STACK
VE B

Ipv6Address

MEHE B ZIPAddressTypely £ IPv6 (IPV6_ONLY 5 DUAL_STACK) , BlIIEEEEFEAH IPv6
ik, WMRIBAKIEE Ipv6Address , Bl Amazon EFS €4t A IEEHN FHE PIBRECRERMN IP it
#tSubnetId.

HR . 7R
RERS : RETREA3. RELREAS 39,
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BE B’

SecurityGroups

VPC Z2 8 IDs , R A sg-xxxxxxxx. ELXNEEBAREEEN FHKMEEN VPC, 228
HNEE FRRECARIEFE . WHEFMENR , 28 (Amazon VPC A EIERM) FH Amazon
VPC Quotas ( FSBREHHEERRK ). NREBRIEERLHHE , Bl Amazon EFS A 718
B VPC MTERZ £ B,

B|A . FEMET

fEHIRKE - &% 100 EEHE,
RERS : RETRA 11, RELRA 43,
B : Arsg-[0-9a-T]1{8, 40}

PNE B
Subnetld

EREHEHPIFIEHE B EN FHK 1D, HREEHERRR K BEAREERIZKN A ESHEERE
T, FHRBBRRENANRE WEEMREIpAddressTypes

H|A . FH
RER®S : RETRA 15, RELRA 47,
¥ : Asubnet-[0-9a-f]1{8,40}$

ME 2

)3

3

P

HTTP/1.1 200
Content-type: application/json

{
"AvailabilityZoneId": "string",
"AvailabilityZoneName": "string",

"FileSystemId": "string",
"IpAddress": "string",

"Ipv6Address": "string",
"LifeCycleState": "string",

CreateMountTarget 344


https://docs.aws.amazon.com/vpc/latest/userguide/amazon-vpc-limits.html
https://docs.aws.amazon.com/vpc/latest/userguide/amazon-vpc-limits.html

Amazon Elastic File System EREEmR

"MountTargetId": "string",
"NetworkInterfaceId": "string",
"OwnerId": "string",
"SubnetId": "string",
"VpcId": "string"

}

Bl fE T %=
MREERT , AIBRIER HTTP 200 EIFE,
R EERE T3 JSON BXABNEH,

AvailabilityZoneld

BHEEEMETH RSN — B —BEEEI%, flW, usel-azl 2 us-east-1 BEHH AZID , &
BRSEBAHEENE AWS tRF,

HR . FH

AvailabilityZoneName

BEEEMETAREER, TAESSRIHEESETHEENZE AWS IRE, fli, us-
east-laf AT A EE AWS tRF AlgeBiH WA EE T Rlus-east-1a AWS 1RF,

HR . FH
RERS : RETREA1. RELRES 64,

B .+

FileSystemid
EEHER B FEMBAERRR ID,
B . FH
RERS : REERA 128,

R : A(arn:aws[-a-z]*:elasticfilesystem:[0-9a-z-:]+:file-system/fs-
[0-9a-T]1{8,40}|fs-[0-9a-f]1{8,40})$

IpAddress
HEH B EZER IPv4 ik,
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HR . FH

RERH . RETRAB 7. REERA 15

B ~A[0-91{1,33\.[0-91{1,3}\.[0-91{1,3}\.[0-9]1{1,3}%
|Ipv6Address

HEBEE/ IPv6 ik,
A . 7

RERH : RETRA 3. RELRA 39
LifeCycleState

HE BN EmBERRE,
HR . 7R

B {E:creating | available | updating | deleting | deleted | error
MountTargetld

RFIEENHEBEEZ ID,
R . FH
RERH : RETREA 13, RELRA 45,

B AMfsmt-[0-9a-f1{8,40}$

NetworklInterfaceld

Amazon EFS B & B ERE WA E ID.

HR . FH

Ownerld
AWS tRkF BEEEIRR 1D,
¥ FH
RERS : RELRA 14,
B A(\d{12}) | (\d{4}-\d{4}-\d{4})$
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Subnetld
BEBEZEFHRELN 1D,
B/ F&
RERH : RETRA 15, RELRA 47,

] : Asubnet-[0-9a-f]1{8,40}$
Vpcld

HEBEMENERELBER (VPC).

AvailabilityZonesMismatch

\

MRSHBFEREENTHRERERZENTHREATRE , REE, MEFEESA
ME R ITER.

ErrorCode

3

Z2HEES

FERABR—EFS , EFAREERRR, FRARGEEEEERNEXNSARNR T H#ILE
Ko

Message

BRALESHERMAN —RRNER , BEEHRERA, —BREENEAEREEBEZEENE
AR EERHERERAEETALS, S - LENEARAGFREEENZZ , MAKLBE
ENBRL , FrAR TS BEEIRRAS

HTTP ARBEHRS : 400
BadRequest

MRFREXFEBRRNTEHR | INERNSHESIROLESH , AIEE,

ErrorCode

HERABR—EFS , EFTARERERRR. ERARGEEEEHERNEXNSARNR T #ILL
(878
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Message

ERALETSHERMAN —HRRNER , BEEHRERA, —BREENEAEREABEZEENE
AR EERHERERAEETALE, S - ECNEARABRERENZZ , MAKLBE
ENBRL , FRAR TGRS BB IRRAS

HTTP ARAEHES : 400
FileSystemNotFound

MREEMWFileSystemIdEFRFERFBRER F , BIER AWS tRF,

ErrorCode

FERABR—EFS , EFTARERERRR. ERRGEEEEERRNEXNSARNR T #ILE
Ko

Message

ERALETSHRMRAN —RRNER , BEEHRERA, —REENEAEREHEBEZRENE
AR SEEUEREREETALS, S - ENEARAFRERENZZ , mMAKLBE
ENBRL , FRAR TS BREERRAS

HTTP ARAEHS : 404

IncorrectFileSystemLifeCycleState

MRERRAEVESBHRETR "AAL |, AEE,

ErrorCode

FERABR—EFS , EFTARERERRR, FARGEEEEERNEXNSARNR T I
(A8

Message

ERALESHERMAN —RRNER , BEEHRERA, —REENEAEREEBEZEENE
AR SEERHERERAEETALS, S - ENEARABRERENZZ , MAKLBE
ENBRL , FrAR TS BEEIRRAS

HTTP #REEES : 409

InternalServerError

MRMARBFHBEHER  RED,
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ErrorCode

FERABR—EFS , EFARERERRR, RARGEEEEERNEXNSARNR T H#ILE
(A8

Message

RRASESHERMAN —HRRNER , BEEHREA, —BREENEXAEREEBEZEENE
AR, SERUEREREETAE, B ENEARAEREEENRER  mAKBE
ENEIRL , FRARATEE B ERAR

HTTP ARAEHRS : 500
IpAddressinUse

MRFEREECETFREFAFEHMN IP it (IpAddress = Ipv6Address) , BIEE,

ErrorCode

FERABR—EFS , EFTARERERRR, FEARGEEEEERRNEXNSARNR T #ILE
Ko

Message

BRALESHERMAN —RRELR , BEEHRERA, —BREENEAEREEBEZEENE
AR SERUERERAEETALE, S - LCNEARAGEREEENZZ , MAKLBE
ENBRL , FrAR TS BB IRRAS

HTTP #REEHS : 409

MountTargetConflict

NRHBERERUERRRBANHHEEE/ERNE T —EREERS , AEE,

ErrorCode

HRABE—EFSH , EFMAREBERRR. BRRKEEEERRNENSERTBIN T #L
Ko

Message
FERASCTSHB/MAN —REER , EEHREA, REENEXNEREAELREENTE

AR FERUEREREETALS, S - ECNEARAFRERENZR , MAKLBE
ENEIRL , FRARATEE B ERAR.

HTTP AREEHS : 409
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NetworkInterfaceLimitExceeded

FEOLR P EEREE AWS BEEEEEEBTENRS, MRELERNE , HERESIKRFE
B, MFFHMEF , F2H (Amazon VPC EAEERE) F# Amazon VPC EL#E (FF2REMERN
HERKRPHEERZNERNEIERE).

ErrorCode

HERABE—EFEH , EFARBEREBRRL. RIRKEREERERNEXNS AR T #iLt
K%,

Message
HRASBEHRD/MAN —REIER , BEEHRERA. REENEXEREHLBELEENE
SRR, SEEYSEREREERAS, B CNEXRAHREEENAE K MAKBE
ENERL , FTAR T eEE ZMIERAR

HTTP ARBERS : 409

NoFreeAddressesInSubnet

KEEFERPIpv6AddressiBEi IpAddresss , BIEEN FREFRETHN IP Mk,

ErrorCode
ERABR—EFEH , EFAREBERRR. EARKENEEFERNENSLERBIR 7 #FiL
Ko

Message
FERASTEWRMRNN —REER , BEEHRERA. REENEXNEREHBLRENE
SRR  SEERUBRKREAEERAR. B CHNEXRABREEENAR , mARKBRE
EWERL , FTAR TS ZMEERAR

HTTP AREEHS : 409

SecurityGroupLimitExceeded
WMEFERHPSecurityGroupsiEEM BB KARE , AIRBIRFEEERL, FMR— L

EEERIESRFERE, MEFMER , F2H8 (Amazon VPC EHEIER) K Amazon VPC
Quotas (R RZRELFHEEREK ).

ErrorCode

HERABR—EFSE , EFTARERERRR. ERRGEREEEERNEXNSARNR T #ILL
(A8
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Message

ERALETSHERMAN —HRRNER , BEEHRERA, —BREENEAEREABEZEENE
AR EERHERERAEETALE, S - ECNEARABRERENZZ , MAKLBE
ENBRL , FRAR TGRS BB IRRAS

HTTP AREEHS : 400
SecurityGroupNotFound

NMRFEENERLEER (VPC) PREET—EEENZEHFA , AIBE,

ErrorCode

HERABR—EFSE , EFTARERERRR. ERARGEREEERNEXSARNR T #ILL
(A8

Message

HRALESHERMAN —RRER , BEEHRERA, —BREENEXAEREEBEZEENE
AR, SERHERERAEETAE. B ENEARAEREEENRER  mMAKBE
ENEIRL , FRARATsEE B ERAR

HTTP AREEHS : 400

SubnetNotFound

WMREFRPEARA ID SubnetId BVF#EE , BAEE,

ErrorCode

FERABR—EFS , EFTARERERRR, FARGEEEEERNEXNSARNR T I
(A8

Message

ERALESHERMAN —RRNER , BEEHRERA, —REENEAEREEBEZEENE
AR SEERHERERAEETALS, S - ENEARABRERENZZ , MAKLBE
ENBRL , FrAR TS BEEIRRAS

HTTP ARREHS : 400
UnsupportedAvailabilityZone

M BFERM Amazon EFS MEEREN TRAERTRTA , AEE,
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ErrorCode

FRABE—EFS , EFAREAERRL. RARCEREERFERNENLERTRIR T H#IL
(A8

Message

ERALETSHERMAN —HRRNER , BEEHRERA, —BREENEAEREABEZEENE
AR EERUERERAEETALE, S - LENEARAGFRERENZZ , MAKLBE
ENBRL , FrAR TS BEEIRERAS

HTTP AREERE : 400

#3451
EFER LM A IPv4 it BT E B E

THFERASEEHHEENERREN TN, BEEREEEFER LN IPv4 it 2 | &R
L2 AHHEHE VPC MHEEER,

AR gl

POST /2015-02-01/mount-targets HTTP/1.1

Host: elasticfilesystem.us-west-2.amazonaws.com
x-amz-date: 201406207221118Z

Authorization: <...>

Content-Type: application/json

Content-Length: 160

{"SubnetId": "subnet-748c5d03", "FileSystemId": "fs-01234567"}

(=] FE €551

HTTP/1.1 200 OK

x-amzn-RequestId: 01234567-89ab-cdef-0123-456789abcdef
Content-Type: application/json

Content-Length: 252

"OwnerId": "231243201240",
"MountTargetId": "fsmt-55a4413c",
"FileSystemId": "fs-01234567",
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"SubnetId": "subnet-01234567",
"LifeCycleState": "available",
"IpAddress": "172.31.22.183"
"NetworkInterfaceId":"eni-1bcb7772"
"AvailabilityZoneId": "eusl-az2",
"AvailabilityZoneName": "eu-south-1b",
"VpcId": "vpc-08d45b31fa00@9al5e”

EBE IPv4 thut @ VS BEE
THBEREEEARBEEENERRRK,. TR, T2FEM IPv4 tbit,
FE R &)

POST /2015-02-01/mount-targets HTTP/1.1

Host: elasticfilesystem.us-west-2.amazonaws.com
x-amz-date: 20140620T221118Z

Authorization: <...>

Content-Type: application/json

Content-Length: 160

"FileSystemId":"fs-01234567",
"SubnetId":"subnet-01234567",
"IpAddress":"10.0.2.42",
"SecurityGroups":[
"sg-01234567"

(=] FE £ 451

HTTP/1.1 200 OK

x-amzn-RequestId: ©1234567-89ab-cdef-0123-456789abcdef
Content-Type: application/json

Content-Length: 252

"OwnerId":"251839141158",
"MountTargetId":"fsmt-9al3661le",
"FileSystemId":"fs-01234567",
"SubnetId":"subnet-fdo4ffos4",
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"LifeCycleState":"available",
"IpAddress":"10.0.2.42",
"NetworkInterfaceId":"eni-1bcb7772"
"AvailabilityZoneId": "eusl-az2",
"AvailabilityZoneName": "eu-south-1b",
"VpcId": "vpc-08d45b31fa@@9al5e”

EHE IPv6 it E T H & B &
THBERECEARBHEBEENERRK. THK. T2EFERN IPve tbit,
sESREHI

POST /2015-02-01/mount-targets HTTP/1.1

Host: elasticfilesystem.us-west-2.amazonaws.com
x-amz-date: 20140620T7221118Z

Authorization: <...>

Content-Type: application/json

Content-Length: 160

{
"FileSystemId":"fs-01234567",
"SubnetId":"subnet-01234567",
"Ipv6Address'":"2001:0db8:85a3:0000:0000:8a2e:0370:7334",
"IpAddressType": "IPV6_ONLY",
"SecurityGroups":[

"sg-01234567"

]

}

(e PE £ 451

HTTP/1.1 200 OK

x-amzn-RequestId: ©1234567-89ab-cdef-0123-456789abcdef
Content-Type: application/json

Content-Length: 252

"OwnerId":"251839141158",
"MountTargetId":"fsmt-9al3661le",
"FileSystemId":"fs-01234567",
"SubnetId":"subnet-fdo4ffos4",
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ERAEER

"LifeCycleState":"available",

"Ipv6Address":"2001:0db8:85a3:0000:0000:83a2e:0370:7334",

"NetworkInterfaceId":"eni-1bcb7772"
"AvailabilityZoneId": "eusl-az2",
"AvailabilityZoneName": "eu-south-1b",
"VpcId": "vpc-08d45b31fa@@9al5e”

EEHETFHER EMTA IPv4 it BT HEBE

THERIEEHHEEENERRRK., FHEBMbuEAR,
MntE | HIERZTSEEE VPC HERE,

FA R EEHI

POST /2015-02-01/mount-targets HTTP/1.1

Host: elasticfilesystem.us-west-2.amazonaws.com
x-amz-date: 20140620T7221118Z7

Authorization: <...>

Content-Type: application/json

Content-Length: 160

BERRERENEHE TER LN IPv4

{"SubnetId": "subnet-748c5d03", "FileSystemId": "fs-01234567"}

(=] FE €451

HTTP/1.1 200 0K

x-amzn-RequestId: 01234567-89ab-cdef-0123-456789abcdef

Content-Type: application/json
Content-Length: 252

"OwnerId": "251839141158",
"MountTargetId": "fsmt-55a4413c",
"FileSystemId": "fs-01234567",
"SubnetId":"subnet-fdo4ffos4",
"LifeCycleState": "available",
"IpAddress": "172.31.22.183"

"IpvbAddress": "2a05:d01a:419:8611:3e57:75ab:5719:b238",

"NetworkInterfaceId": "eni-01234567",
"AvailabilityZoneId": "eusl-az2",
"AvailabilityZoneName": "eu-south-1b",
"VpcId": "vpc-08d45b31fa00@9al5e”

CreateMountTarget
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}

EEHEFAK EMNIEE Ipvd M IPV6 it T B 1E

TH@EREEHSFEENERRRE. FRE. Z2FE. IPv4 it IPvo ibit, BEEREEHEFH
B EEEMN IPv4 F IPv6 HbhkEE T,

FA R EEHI

POST /2015-02-01/mount-targets HTTP/1.1

Host: elasticfilesystem.us-west-2.amazonaws.com
x-amz-date: 20140620T7221118Z

Authorization: <...>

Content-Type: application/json

Content-Length: 160

"FileSystemId":"fs-01234567",
"SubnetId":"subnet-01234567",
"IpAddressType": "DUAL_STACK",
"IpAddress": "10.0.1.25",
"IpvbAddress":"2001:0db8:85a3:0000:0000:8a2e:0370:7334",
"SecurityGroups":[

"sg-01234567"

(o] fE &6 451

HTTP/1.1 200 OK

x-amzn-RequestId: ©1234567-89ab-cdef-0123-456789abcdef
Content-Type: application/json

Content-Length: 252

"OwnerId": "231243201240",

"MountTargetId": "fsmt-55a4413c",

"FileSystemId": "fs-01234567",

"SubnetId": "subnet-01234567",

"LifeCycleState": "available",

"IpAddress": "10.0.1.25",
"Ipv6Address':"2001:0db8:85a3:0000:0000:8a2e:0370:7334",
"NetworkInterfaceId": "eni-01234567",
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"AvailabilityZoneId": "eusl-az2",
"AvailabilityZoneName": "eu-south-1b",
"VpcId": "vpc-08d45b31fa00@9al5e”

}
HwSH

3

WMEEEHF-EESHE AWS SDKsTEA L API BIFFHEF , FSRTIAR :

« AWS R 5I5RE V2

« AWS E AR NET V4 #y SDK

« AWS BEA R C++ B SDK

« AWS E AR Go B SDK v2

- AWS E AR Java V2 #J SDK

« AWS i@ AR JavaScript V3 By SDK
« AWS & AR Kotlin #J SDK

« AWS E AR PHP V3 #y SDK

« AWS & AR Python #J SDK

« AWS E AR Ruby V3 #J SDK

fait
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https://docs.aws.amazon.com/goto/SdkForJavaV2/elasticfilesystem-2015-02-01/CreateMountTarget
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ERAEER

CreateReplicationConfiguration

BUESHEZTHNRIREW EFS BRR K. MEHMENR , 528 (Amazon EFS A EEM) &
B Amazon EFS 8, BBHEIEEUTHE :

- RFERRE - LEERH EFS ERRH
- BNIERRR - REERARERTNEBEERRR. TERFAEHREERBNERRR,

® Note

ERAEARERHERN—ED.

EBHENENHSEERACREEIFNERZREREANERRR , URREEEE AWS ik
F. MB\HME , 5528 DestinationToCreate,

BEBEEE elasticfilesystem:CreateReplicationConfiguration EIfEMIEF T, LEAL
BECESERRFEN AR , ETEHMH T, MEHMENA , F2H8 (Amazon EFS FAEERE)
P EENAUE,

S SHD
EEZREE/

POST /2015-02-01/file-systems/SourceFileSystemId/replication-configuration HTTP/1.1
Content-type: application/json

{
"Destinations": [
{
"AvailabilityZoneName": "string",
"FileSystemId": "string",
"KmsKeyId": "string",
"Region": "string",
"RoleArn": "string"
}
]
}

URI FER 28

EREFEATY URI 28,
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https://docs.aws.amazon.com/efs/latest/ug/efs-replication.html
https://docs.aws.amazon.com/efs/latest/ug/efs-replication.html#efs-replication-permissions
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ERAEER

SourceFileSystemid

EEESEERHN Amazon EFS BRR M, 5 —EEBERT , LERRKKCTRABIRRNE B

i&ﬁﬁ%\l Lo
RERS : RELRA 128,

B : Ar(arn:aws[-a-z]*:elasticfilesystem:[0-9a-z-:]+:file-system/fs-
[0-9a-T]1{8,40}|fs-[0-9a-T]1{8,40})$

VE B
BRI

ERESZEHA JSON BB TIIER,

Destinations

B R AAREM BRI, R — (BB a3 iB 4.

A : DestinationToCreate ¥ #FBE%|

VE B
[E] FERE £

HTTP/1.1 200
Content-type: application/json

{
"CreationTime": number,
"Destinations": [
{
"FileSystemId": "string",
"LastReplicatedTimestamp":
"OwnerId": "string",
"Region": "string",
"RoleArn": "string",
"Status": "string",
"StatusMessage": "string"
}
1,

CreateReplicationConfiguration
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"OriginalSourceFileSystemArn": "string",
"SourceFileSystemArn": "string",
"SourceFileSystemId": "string",
"SourceFileSystemOwnerId": "string",
"SourceFileSystemRegion": "string"

E)CPES
WMREMERTD , RIBRISER HTTP 200 E &,
RE=EE T3 JSON AN ERL
CreationTime

RARMNEREEHERE,

A : Timestamp

Destinations
B Ry by rRESl, EXE—EE NI,
A - Destination ¥ 4FFES

OriginalSourceFileSystemArn

BERHEEPRBRIR EFS ERRHR Amazon Resource Name (ARN),

BHR . FH

SourceFileSystemArn

BEEERBDERREERRHAA Amazon Resource Name (ARN),

H|A . FH

SourceFileSystemld

EE BN FRIR Amazon EFS {2 Z&Z# ID.
HR : 7R
RERH : RELRA 128,

R : A(arn:aws[-a-z]*:elasticfilesystem:[0-9a-z-:]+:file-system/fs-
[0-9a-T]{8,40}|fs-[0-9a-T]1{8,40})$
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SourceFileSystemOwnerld

RFERRBAAER AWS 1R #9 ID,

BHE . F&H

RERS : REERA 14,

B A(\d{12}) | (\d{4}-\d{4}-\d{4})$

SourceFileSystemRegion

AWS [E1F KR EFS ERRKMEM .

BH . FH

RERS : RETRA 1, RELRA 64,

B Ma-z]1{2}-((iso[a-2]1{0,1}-)|(gov-)){0,1}[a-z]+-{0,1}[0-91{0,1}$

7|

j

BadRequest
MAEFBRENERITEHR , AIUBERNSHESIRDOXES Y , BlER,

ErrorCode

FERABRE—EFS , EFRARERNERRIL. ERREKERREHERNEXNLARNR 7 #I
(A8

Message

ERIALETSHEF[MRAN —RRNER , BEEHRERA, —REENEAETREABEZRENE
AR FEEUERERAEETALS, S - ENEARABRRERENZZ , MAKLBE
ENBRL , FRAR TS BREIRRAS

HTTP AREEHS : 400

ConflictException

MREFTFHRFERRKENE  EENBERRKERNE , BED,

ErrorCode

HERABR—EFS , EFTARERERR R, ERRGEEEEHERNEXNSARNR T #ILL
(A8
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Message

ERALETSHERMAN —HRRNER , BEEHRERA, —BREENEAEREABEZEENE
AR EERHERERAEETALE, S - ECNEARABRERENZZ , MAKLBE
ENBRL , FRAR TGRS BB IRRAS

HTTP #REEES : 409

FileSystemLimitExceeded

MR AWS tRF EEVEEIRS AFTVERRKKEE LR , RIEE,

ErrorCode

HERABR—EFSE , EFTARERERRR. ERARGEREEERNEXSARNR T #ILL
(A8

Message

HRALESHERMAN —RRER , BEEHRERA, —BREENEXAEREEBEZEENE
AR, SERHERERAEETAE. B ENEARAEREEENRER  mMAKBE
ENEIRL , FRARATsEE B ERAR

HTTP #RREHS : 403

FileSystemNotFound

MREERFileSystemIdERFHEREREN 1 , RIEE AWS 1RF.

ErrorCode

FERABR—EFS , EFTARERERRR, FARGEEEEERNEXNSARNR T I
(A8

Message

ERALESHERMAN —RRNER , BEEHRERA, —REENEAEREEBEZEENE
AR SEERHERERAEETALS, S - ENEARABRERENZZ , MAKLBE
ENBRL , FrAR TS BEEIRRAS

HTTP AREEHS : 404

IncorrectFileSystemLifeCycleState

MEBRRENETEHRETR "THL |, AEE,
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ErrorCode
ERABE—EFEH , EFAREREBRRRL. RRKEREERERNEXNS AR T #iLt
K5,

Message
HRASTEHRD[MAN —REER , BEEHRERA. REENEXEREHELEENE
RRAR  SEERUBKREAEERIAR. B CNEXRABREEENAR , mARKBRE
EWERL , FTAR TS ZMIERAR

HTTP ARRERS : 409

InsufficientThroughputCapacity
MERERAREMBHMEEE | AEE, ELEHUMBERZIEENEIERRK, EHEM

BAERARNMEREZE K FERASRAERRRR REGEE, 8FL "HERHEE, 8
i, Rt eEEtE. FHEEH.

ErrorCode
WRRIBRE—EAFSH , EMARERERMRT. ERKENEEESRNERN X BFTRR T #L
KRB

Message

ERALETSHER[MAN —RRER , BEEHRERA, —REENEAEREHEBEZRENE
AR FEEUERERAEETALS, S - ENEARABRERENZZ , mMAKLBE
EMNBRL , FRAR TR E BREIRRAS

HTTP ARAEHS : 503

InternalServerError

MREMFRSFWE LTS , AERE,

ErrorCode
HBRRBE—EFE , EFAREAERRAR. EARKEREEERNEXNSABIR T#FILT
R\

Message
HREASTSHEAMIN —BREHER , BEHREA, BEENENEREHELRENE

RRRE  FEEUEREREETALS, S - ENEARABRERENFZ , MAKLBE
EMNBRL , FRAR TS BREERRAS
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HTTP AREEHS : 500

ReplicationNotFound

NREENERRFRFERAER , REE,

ErrorCode

ReplicationNotFound

Message

ERALESHERMAN —RRNER , BEEHRERA, —REENEAEREABEZEENE
AR EEERHERERAEETALS, S - LENEARABRERENZZ , MAKLBE
ENBRL , FRARATRE S BEEIRRAS

HTTP AREEHS : 404
ThroughputLimitExceeded

MRREBEER 1024 MiB/s WX ERFMELISFREIEEAIMEREZELE | BER,

ErrorCode

EHRRER—ETE  FPIARBASESRRR. @URKEREBESNEAATNR 7RI
K5,

Message
HRASTSWBRMRN —REER , BEEHRERA. REENEXNEREHBLRENTE
R SEERYUBRKRERAEERIAR. B CNEXRARREEENAR , mARKLBRE
BB , TR ATEES ZMIERA S,

HTTP AREEHS : 400

UnsupportedAvailabilityZone

WEREFERM Amazon EFS DIt EiEEW T A B AT TA |, AlEE,

ErrorCode
HRABE—EF% , EFANEBIERRT. BARGEREEHERNESN SN EBRR T HI
RS

Message
ERAETEHERAN —REER , BEEHREA, BREENENEREHBLEENE

AR FERUBEREREETALS, S - ENEARABRERENZZ , mMAKLBE
EMNBRL , FRAR TS BREERRAS
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HTTP AREEHS : 400

ValidationException

MREREFER AWS B B9 FPEEFEA AWS Backup BR#E , BIEE,

ErrorCode

FERABR—EFS , EFARERERRR, FARGEEEEERNEXNSARNR T H#ILE
Ko

Message

BRALESHERMAN —RRNER , BEEHRERA, —BREENEAEREEBEZEENE
AR EERHERERAEETALS, S - LENEARAGFREEENZZ , MAKLBE
ENBERIL FELX?E—JEJ‘E%?Z’MH%%EEEH,M

HTTP AREEHS : 400

BESH
MBAE R — RS T AWS SDKsH £t AP| WEHAET, | BSHTHRA

« AWS =55 E V2
« AWS E AR NET V4 #y SDK
B C++ iy SDK
WS E AR Go By SDK v2
WS B AR Java V2 5 SDK
WS & F 7 JavaScript V3 B SDK
« AWS E AR Kotlin #y SDK
WS &
WS &
WS &

U)
fat

AR PHP V3 B9 SDK
B Python 8 SDK
AR Ruby V3 B SDK
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https://docs.aws.amazon.com/goto/SdkForCpp/elasticfilesystem-2015-02-01/CreateReplicationConfiguration
https://docs.aws.amazon.com/goto/SdkForGoV2/elasticfilesystem-2015-02-01/CreateReplicationConfiguration
https://docs.aws.amazon.com/goto/SdkForJavaV2/elasticfilesystem-2015-02-01/CreateReplicationConfiguration
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/elasticfilesystem-2015-02-01/CreateReplicationConfiguration
https://docs.aws.amazon.com/goto/SdkForKotlin/elasticfilesystem-2015-02-01/CreateReplicationConfiguration
https://docs.aws.amazon.com/goto/SdkForPHPV3/elasticfilesystem-2015-02-01/CreateReplicationConfiguration
https://docs.aws.amazon.com/goto/boto3/elasticfilesystem-2015-02-01/CreateReplicationConfiguration
https://docs.aws.amazon.com/goto/SdkForRubyV3/elasticfilesystem-2015-02-01/CreateReplicationConfiguration
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CreateTags

(® Note

EH : CreateTags DEABKRMHE. EER EFS ERELER , 55EMH TagResource API
E1E,

BURBEERERRAEBRHNEE, SAZBARREY., IRERTEENEBRREECFENAE
REML , HBESUERTRUNEZEHE. NREHK Nane EEIIEEERRM , Amazon EFS
@& 7£ DescribeFileSystems [E FEIR/ERFE O R ER,

BIHIRMETEE elasticfilesystem: CreateTags BIEMIFF T,

POST /2015-02-01/create-tags/FileSystemId HTTP/1.1
Content-type: application/json

{
"Tags": [
{
"Key": "string",
"Value": "string"
}
]
}

URI 53R S &

AREEA TS URI 28,

FileSystemid
BLEBHEZERN ID (FFH), LEEIASFBELAER K MASBIERRK,
RERS : REERA 128,

B : A(arn:aws[-a-z]*:elasticfilesystem:[0-9a-z-:]+:file-system/fs-
[0-9a-T]{8,40}|fs-[0-9a-T]1{8,40})$
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PVE .2

EREH
A REZEA JSON XM THIER,

L:
Q
(7]

FIEEY Tag YW4HMES|, =18 Tag MHER —EREY.

A : Tag YHEEES)

PVE 2
B FERE &

HTTP/1.1 204

EfETE

WMREERD , BIRKEEIEEREEZ HTTP £8H HTTP 204 EFE,
FH R

BadRequest

MBFEREAERLTEHEE | FINENNSBESIRO XL ESY | AED,
ErrorCode

FERABR—EFS , EFTAREERRR. FERARGEEEEERNEXNSARNR T #ILE
Ko

Message

RRARESHERMAAN —RRNER , BEEHRERA, —BREENEXAEREEBEZEENE
AR, SERHSEREAEETAE. B ENEXARAEREEENAE  mAKBE
ENEIRL , FRARATREE B ERAR

HTTP ARZEHS : 400
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FileSystemNotFound

MRIEEMFileSystemIdEFRFERBEREN B, BlEE AWS 1R,

ErrorCode

HERABR—EFSE , EFTARERERR R, ERRGEEEEHERNEXNSARNR T #ILL
(878

Message

ERIALETSHERMRAN —RRNER , BEEHRERA, —REENEAETREEBEZEENE
AR FEEUERERAEETALS, S - ENEARAFRERENFZ , MAKLBE
ENBRL , FrAR e S BREERRAS

HTTP AREEHS : 404

InternalServerError

MRARBFHFEHER  REE,

ErrorCode

FERABR—EFS , EFTARERERRR. ERRGEEEEGRRNEXNSARNR T #ILE
Ko

Message

ERALETSHERMAN —RRNER , BEEHRERA, —REENEAEREABEZEENE
AR  SEERUERERAEETALS, S - ENEARABRREEENZZ , MAKLBE
ENBRL , FRAR TS BEEIRRAS

HTTP AREEHS : 500

% ARZ ﬁ
B —BES BT AWS SDKsH B UL AP FEMAET |

‘a’n‘lﬂ

AZRTIIRE

- AWS WS 5I5RE V2

« AWSERAR .NET V4 By SDK
WS BAR C++ B SDK

« AWS E AR Go #J SDK v2
WS B AR Java V2 B SDK
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https://docs.aws.amazon.com/goto/DotNetSDKV4/elasticfilesystem-2015-02-01/CreateTags
https://docs.aws.amazon.com/goto/SdkForCpp/elasticfilesystem-2015-02-01/CreateTags
https://docs.aws.amazon.com/goto/SdkForGoV2/elasticfilesystem-2015-02-01/CreateTags
https://docs.aws.amazon.com/goto/SdkForJavaV2/elasticfilesystem-2015-02-01/CreateTags
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« AWS i AR JavaScript V3 #J SDK
AWS & A Kotlin B9 SDK

AWS @A PHP V3 #J SDK
AWS E AR Python B SDK

AWS & AR Ruby V3 #y SDK
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https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/elasticfilesystem-2015-02-01/CreateTags
https://docs.aws.amazon.com/goto/SdkForKotlin/elasticfilesystem-2015-02-01/CreateTags
https://docs.aws.amazon.com/goto/SdkForPHPV3/elasticfilesystem-2015-02-01/CreateTags
https://docs.aws.amazon.com/goto/boto3/elasticfilesystem-2015-02-01/CreateTags
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DeleteAccessPoint

MBRIEEA IR, MERTTAE , TAFRSELZBEREFI. MEREREFEEMNAFRS#
BEFE  EXRILEERALL,

BIEEEEE elasticfilesystem:DeleteAccessPoint BIfERIEF T,

nﬁiﬁnn/

DELETE /2015-02-01/access-points/AccessPointId HTTP/1.1

URI 555k 2 %

EREEATY URI B8,

AccessPointld

IEEMIBRAY FFEREE 1D,
RERS : REERA 128,

B : A(arn:aws[-a-z]*:elasticfilesystem:[0-9a-z-:]+:access-point/fsap-
[0-9a-f]1{8,40}|fsap-[0-9a-f]1{8,403})$

ME 2
ARIM

AREBERRER,

HTTP/1.1 204

ElETE

MEBEERI , AIRBEEERESZE HTTP =B/ HTTP 204 EIfE,
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$RER

AccessPointNotFound

MRIEERAccessPointIMERNFERFBREN # , AIER AWS 1R,

ErrorCode

HERABR—EFSE , EFTARERERRR. ERARGEEREERNEXNSARNR T #ILL
(AR

Message

ERALETSHER[MAN — BRI NER , BEEHRERA, —REENEAEREABLZRENE
RN FEERUEREREETALS, S - ENEARABRERENFZ , MAKLBE
EMNBRL , FRAR TS BREERRAS

HTTP AREEHS : 404
BadRequest

MBEFREAEERDEEE | HINEKNSBERROXTSY | EE,

ErrorCode

ERABR—EFS , EFARERERRR, RARGEEEEERNEXNSARNR T H#ILL
(A8

Message

BRALESHERMAN —HRRNER , BEEHRERA, —BREENEAEREEBEZEENE
AR  SERHERERAEETALS, S - LCNEARABREEENZZ , MAKLBE
ENBRL , FrAR TS BEEIRRAS

HTTP AREEHS : 400

InternalServerError

MRARBFHFEHER  REE,

ErrorCode

HERABR—EFS , EFTARERERR R, ERARGEEEEHERNEXNSARNR T H#ILL
(878
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Message

HRALESHERMAN —RRER , BEEHRERA, —BREENEAEREEBEZEENE
AR EERUERERAEETALS, S - LCNEARAGFREEENFAZ , MAKLBE
ENBRL , FrARATRE S BEEIRERAS

HTTP AREEHS : 500

=
s

B

MFAE R —EE S AWS SDKsH £ AP| WRHARR , BSBTHAR

=
>3

« AWS @55 E V2

« AWS E AR NET V4 #y SDK

« AWS EHAR C++ B SDK

« AWS E AR Go B SDK v2

« AWS BEHAR® Java V2 By SDK

« AWS BB JavaScript V3 B SDK
« AWS jE A1 Kotlin 8y SDK

« AWS @A PHP V3 #Y SDK

« AWS B AR Python ) SDK

. AWS i@ Ruby V3 ) SDK

B (|

faik
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DeleteFileSystem

MBRERRR  KAAREABRNEFR, S , XHERRTBEFE , SELZEMEMBRXHRBHNE
ARR.

BLALFBRERMMEERRENHEBER , MR EFS ERRMK. EERER AWS FZAMER
ERRRE , aALITIHDER,

(® Note
IBEEAMPBREBR EFS R RERNERRR. LEELMERERERE,

FEEMBREEEANERRS. CRER , IREXRRXREBEMHBEEE , BLALREKREM. 0F
SHHEN , 2B DescribeMountTargets & DeleteMountTarget.

(® Note

DeleteFileSystem WIS ERERRFEMEMER deleting KER, A
DescribeFileSystems BESEBEERFPNERRFABFE |, FRAER SUEIBFI IR
ERBEERRAEMBRAARE, WREEEERRR ID AEMBRERRENELER , A
DescribeFileSystems &1&[E] 404 FileSystemNotFound #5385,

BIEEEEE elasticfilesystem:DeleteFileSystem EIERIEF o
KR

DELETE /2015-02-01/file-systems/FileSystemId HTTP/1.1

URI R 2
EREFEATSY URI 28,

FileSystemid
EEMBRIVERRMR D,

RER®S : REERA 128,
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B : A(arn:aws[-a-z]*:elasticfilesystem:[0-9a-z-:]+:file-system/fs-
[0-9a-T]1{8,40}|fs-[0-9a-T]1{8,40})$

ARRBRAERER,
[l FE7E

HTTP/1.1 204

EfETE

WREBERDY , AIRBEERESZ HTTP #H HTTP 204 B,
$5 R

BadRequest

MRFRBEXNEBRNESHER , AINEXNSHEIROLDESH , AEE,

ErrorCode

ERABRE—EFS , EFRARERNERRL. ERREKERRBEERNVEXNLARNR 7 #I
(A8

Message

HRALESHERMAAN —RRER , BEEHRERA, —BREENEAEREEBLZEENE
R EERHERERAEETALE, S - LCNEARAGFREEENFZ , MAKLBE
ENBRL , FrAR TS BB IRRAS

HTTP AREEHS : 400

FileSystemInUse

NRERREEHHEER , AEE,

ErrorCode

HERABR—EFSE , EFTARERERRR. ERARGEEEEERNEXNSARNR T #ILL
(A8
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Message

BRALESHERMAN —RRNER , BEEHRERA, —BREENEAEREEBEZEENE
AR EERHERERAEETALS, S - LCNEARABREEENZAZ , MAKBE
ENBRL , FrAR TS BEEIRERAS

HTTP ARREHS : 409
FileSystemNotFound

MRIEEMFileSystemIdEFRFERBEREN B, BlIEE AWS 1R,

ErrorCode

HERABR—EFS , EFTARERERR R, ERRGEREEERNEXNSARNR T #ILL
(A8

Message

HRASIBHERMRN — AL , BREEREA. —REENEAEBREHLBELRENE
AR FERUEREAERTIAR. ERENEXRAHRREEEMAR K mARKLBE
ENEIRL , FRARATEE B ERAR

HTTP ARAEHS : 404

InternalServerError

WMRMARERIREEEER , AEE,

ErrorCode

ERABR—EFEH  EFARFEBEBRRR. ERRKEREREERNEXNS AR T #iLt
Ko

Message
HFERASTSHBR/MAN —REER , EEHREA, —REENEXNEREABLREENT

AR FERNEREAERTIALR. ERENEXRARREEEMAR K mMARKLBE
ENEIRL , FRARATEE B ERAR.

HTTP ARZEHS : 500
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ERAEER

g5
il BRAE 3R R

T5|E5I# DELETE FBREEZE file-systems % (elasticfilesystem.us-
west-2.amazonaws.com/2015-02-01/file-systems/fs-01234567) , LAMIBR ID B
fs-01234567 HERR#

AR EE

DELETE /2015-02-01/file-systems/fs-01234567 HTTP/1.1
Host: elasticfilesystem.us-west-2.amazonaws.com
x-amz-date: 20140622T2330217

Authorization: <...>

(=] fE &6 451

HTTP/1.1 204 No Content
x-amzn-RequestId: a2dl125b3-7ebd-4d6a-ab3d-5548630bff33
Content-Length: 0

R
MEAEHP-EFESHE AWS SDKsHEMALL APl (IEFHIER , FBRTIIRE

« AWS i G HI5RE V2

« AWS E AR NET V4 #y SDK

« AWS B AR C++ Ky SDK

« AWS E AR Go By SDK v2

« AWS BAR Java V2 HBEREH

« AWS iE AR JavaScript V3 #J SDK
« AWS & AR Kotlin #J SDK

« AWS E AR PHP V3 #y SDK

« AWS & AR Python # SDK

« AWS E AR Ruby V3 #J SDK

fait
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DeleteFileSystemPolicy

RIEEEERAMBER FileSystemPolicy, MERIREREE® , FHEX FileSystemPolicy &4
Mo MEEARERERRRBERNFMEN , F2REEFS AEANERRERNBXE.

BIEEREEE elasticfilesystem:DeleteFileSystemPolicy BIERIFF T,

nﬁ—ﬁnn/

DELETE /2015-02-01/file-systems/FileSystemId/policy HTTP/1.1

URI GERB &
AREEATI URI S8,

FileSystemid

EEEMBRA FileSystemPolicy B EFS #EEXR#K.
RERS : RELERA 128,

B : A(arn:aws[-a-z]*:elasticfilesystem:[0-9a-z-:]+:file-system/fs-
[0-9a-T]1{8,40}|fs-[0-9a-f]1{8,40})$

PVE .2

HTTP/1.1 200

E P

WMREBERI , AIRFEESEREZ HTTP AXH HTTP 200 E &,
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$RER

BadRequest

MRFREXERJIEHR |, fINERNSREIROLEZH , AEE,

ErrorCode

FERABRE—EFS , EFRARERNERRIL. ERREKERRBEERNEXNLARNR 7 #IL
(A8

Message

HRALESHERAAN —RRER , BEEHRERA, —BREENEAEREEBLZEENE
AR SERUERERAEETALE, S - ENEARAGFREEENFZ , MAKLBE
ENBRL , FrAR TS BEEIRRAS

HTTP #REEHS : 400
FileSystemNotFound

MREERFileSystemIdERFHERFERERN F , RIEE AWS 1RF.

ErrorCode

ERABR—EFS , EFARERERRR, RARGEEEEERNEXNSARNR T H#ILL
(A8

Message

BRALESHERMAN —HRRNER , BEEHRERA, —BREENEAEREEBEZEENE
AR  SERHERERAEETALS, S - LCNEARABREEENZZ , MAKLBE
ENBRL , FrAR TS BEEIRRAS

HTTP AREEHS : 404

IncorrectFileSystemLifeCycleState

MRERRENERBBRESR "TAL |, AEH,

ErrorCode

HERABR—EFS , EFTARERERR R, ERARGEEEEHERNEXNSARNR T H#ILL
(878
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Message

RRALESHERAAN —RRENER , BEEHRERA, —BREENEAEREEBLZEENE
AR, SERUEREREETAE, B ENEARAEREEENRER  mAKEBE
ENEIRL , FRARATREE 2 ERAR

HTTP ARAEHS : 409

InternalServerError

MR RER IR AEER , AEE,

ErrorCode

ERABE—EFEH , EFARFEBEBRRR. ERKERERERNEXNS AR T #iL
(AR

Message
HRALBEHER/MAN —REER , BEEHREREA. REENEXNEREHEBELEENE
R , FEEYSEREREERAS, B CNEXRAHREEENAE K MAKBE
ENERL , FTAR AT eE g ZMIERAR

HTTP AREEHS : 500

2
W

w2 H
WMEEHP—EESHTE AWS SDKsH EALL API FFMER | 5

%

3
\

SRTIAR :

EL

AWS S HIRE V2

« AWS EAR .NET V4 # SDK

« AWS EHAR C++ B SDK

« AWS jEBAR Go # SDK v2

- AWS B AR Java V2 #§ SDK

« AWS iR R JavaScript V3 #J SDK
- AWS B AR Kotlin # SDK

- AWS EHAR PHP V3 #) SDK

« AWS E AR Python # SDK

« AWS E AR Ruby V3 #J SDK
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DeleteMountTarget

BRI E RV SR B o

MREMBRTHEER , RRFEEFPEEMHINERZGHE | LB TEPEERAZHIRNH
TEBIEARER. ABRERARENXRATE , MRAT , EAUNZERHHHEEENEAHE, iR
FEhEMERAERBOERENEH. BAREXKIURESEXL , ERELHEFPIEHHIERLTSERESR
AR E, ERANERRBRNEE. EUUERS —EHFEFHE VPC R # EC2 #1T{EE.

REFBEERIF L EBUTBFENFT :

* elasticfilesystem:DeleteMountTarget

(® Note
DeleteMountTarget FAEEHER B FEMREMER deleting KER, X

DescribeMountTargets R ERSEEGEE X RFV S B ZERYIR , PTG AR EZIRE
R EHNEE EZMERE R

HREEFTEEHE B SRR E LEE T3 Amazon EC2 BN ERFFH :

» ec2:DeleteNetworkInterface

RARFRIAR

DELETE /2015-02-01/mount-targets/MountTargetId HTTP/1.1

URI FEk2 %
BEREFEATY URI 28,

MountTargetld

EMBRHNHEE R ID (FH)
RERS : RETRA 13, RELRA 45,

B AMfsmt-[0-9a-F1{8,40}$
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PVE .2

HTTP/1.1 204

) PrES

WMREERY , AIRBEIEEEEZ HTTP M HTTP 204 T FE,
8RR

BadRequest

MRFBREXERJESHER | AINEXNSHEIROLESH , AEE,

ErrorCode

ERABRE—EFS , EFRARNERERRIL. ERREKERREERNVEXNLERNR 7 #I
(A8

Message

ERALETSHERMAN —RRNER , BEEHRERA, —REENEAEREABEZEENE
AR SEEUERERAEETALS, S - ENEARABRRERENZR , MAKLBE
ENBRL , FRAR TS BREERRAS

HTTP AREEHS : 400

DependencyTimeout

ERREFRRERERE , REAFREXBRXERTY,

ErrorCode

HERABR—EFSE , EFTARERERR R, ERARGEEREHERNEXNSARNR T #ILL
(878
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Message

BRALESHERMAN —RRNER , BEEHRERA, —BREENEAEREEBEZEENE
AR EERHERERAEETALS, S - LCNEARABREEENZAZ , MAKBE
ENBRL , FrAR TS BEEIRERAS

HTTP AREEHS : 504

InternalServerError

WMRARER IR EER , AEE,

ErrorCode

FERABR—EFS , EFARERERRR, FRARGEEEEERNEXNSARNR T I
Ko

Message

BRALESHERMAN —RRER , BEEHRERA, —BREENEAEREEBLZEENE
AR EERHERERAEETALS, S - LCNEARAGFREEENFZ , MAKBE
ENBRL , FrAR TS BEEIRERAS

HTTP AREEHS : 500

MountTargetNotFound

MREREAN AWS IRFIRFHHEAEEE ID WHJER , AIEE,

ErrorCode

HERABE—EFH , EFAREREBRRL. ERRKEEERERNEXNS AR T #iLt
RS,

Message
HRABBRER/MAN —REELR , BEEHREA. REENEXEREHBELEERNE

AR EERHERERAEETALS, S - LENEARABREEENZAZ , MAKBE
ENBRL , FrAR TS BEEIRRRAS

HTTP ARREHS : 404
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0451
BREZRRFHVHEEEF

T5Ig 5 & E5% DELETE R MRS EHEH B R
AR EE I

DELETE /2015-02-01/mount-targets/fsmt-9al366le HTTP/1.1
Host: elasticfilesystem.us-west-2.amazonaws.com
x-amz-date: 20140622T7232908Z

Authorization: <...>

(o] FE &6 451

HTTP/1.1 204 No Content
x-amzn-RequestId: ©01234567-89ab-cdef-0123-456789abcdef

RS H
MEEHP-EFESHE AWS SDKsHEMALL APl (IEFHIER , SR TIIRE

AWS 255 RE V2

« AWS E AR NET V4 #y SDK

« AWS B AR C++ By SDK

« AWS B AR Go B SDK v2

« AWS BHAM® Java V2 B SDK

« AWS iE AR JavaScript V3 #J SDK
« AWS jE AR Kotlin 8y SDK

« AWS E AR PHP V3 #y SDK

« AWS E A K Python #J SDK

. AWS AR Ruby V3 # SDK
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DeleteReplicationConfiguration

MrERARE. RMEERER, ERERERF. MREREECR  BNMERRRENK
Writeable , AR RZAMEMBMALERRE. WEFMEF A FSEMBRESERE.

EEREEE elasticfilesystem:DeleteReplicationConfiguration BIfERIRF I,

DELETE /2015-02-01/file-systems/SourceFileSystemId/replication-configuration?
deletionMode=DeletionMode HTTP/1.1

URI 585k 2 %

EREFEATY URI 28,

DeletionMode

B AWS 1RFE s E B AWS B8 , Amazon EFS FEER SRR B ViR E = [EE
(ALL_CONFIGURATIONS) MBREEHRE, MR AEHENFFAIRERE , 1L Amazon EFS £ il il
BRIEFAHAE | BT LA LOCAL_CONFIGURATION_ONLY &= , ERA# G ( BITMERMIIRFE S
EiF ) MBREZHERE,

(® Note
HETE Amazon EFS EZEMIKRIEFN B WitR PR EIFHHPNESHRER , FEH
LOCAL_CONFIGURATION_ONLY &=, MIBrA MBS FEH MRS EE P WBEREEEE
WA B2 ERXARERRE,. HEEENEE , 28R BadRequest AR
$HER,

B M{E:ALL_CONFIGURATIONS | LOCAL_CONFIGURATION_ONLY

SourceFileSystemld

BERERPHRRERRE ID,

RERS : REERS 128,
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B : A(arn:aws[-a-z]*:elasticfilesystem:[0-9a-z-:]+:file-system/fs-
[0-9a-T]1{8,40}|fs-[0-9a-T]1{8,40})$

VE 2
BREE
AERREBREE,
[E] FERE S

HTTP/1.1 204

EfETE

WMREERD , BIREEIEEREEZ HTTP £8H HTTP 204 EFE,
$E R

BadRequest

MRFREXEBRNIEHR | HINERNSBEIROLESH , AEE,

ErrorCode

FERABR—EFSE , EFTARERERRR. ERRGEEEEERNEXNSARNR T #ILE
(A8

Message

ERFALETSHERMAN —RRER , BEEHRERA, —REENEAEREHABLZEENE
AR FEERUEREREETALE, S - ENEARABRERENZR , MAKLBE
ENBRL , FRAR e S BREERRAS

HTTP AREEHS : 400

FileSystemNotFound

MREENFileSystemIdERNFHERBEREMN &, RIBE AWS 1RF.

ErrorCode

HERABR—EFSE , EFTARERERR R, ERARGEEEEERNEXNSARNR T #ILL
(A8
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Message

ERALETSHERMAN —HRRNER , BEEHRERA, —BREENEAEREABEZEENE
AR  EERUERERAEETALE, S - ENEARABRREEENZZ , MAKBE

ENBRL , FrAR TGRS BEEIRRAS

HTTP AREEHS : 404

InternalServerError

MRMARBFHRBEHER  RED,

ErrorCode
HRABE—EFSH , EFMAREBERRR. BRRKEEEERR[NENSERTBINR T #FL
Ko

Message

HRRALESHERMAN —HRRNEER , BEEHRERA, —BREENEAEREEBEZEENE
AR SERHERERAEETALE, S - LCNEARAGEREEENZZ , MAKLBE

ENBRL , FrAR TS BB IRRAS

HTTP AREEHS : 500
ReplicationNotFound
MREENERRFKLIEEFTERE , AlED,

ErrorCode

ReplicationNotFound
Message

RRALESHERAAN —RRNELR , BEEHRERA, —BREENEXAEREEBEZEENE
AR, SERUHEREAEETALE, B ENEARAEREEENRE , mAKEBE

ENEIRL , FRARATREE B ERAR

HTTP ARREHS : 404

BB H
MFAE R —EESHE AWS SDKsH Rt AP| WRHARR , BSBTHAR

2
s

387

DeleteReplicationConfiguration



Amazon Elastic File System

ERAEER

AWS 551 E V2

AWS @AM .NET V4 #J SDK
AWS EAR C++ #y SDK

AWS @A Go B SDK v2

AWS i@ AR Java V2 By SDK
AWS B AR JavaScript V3 By SDK
AWS & A Kotlin 8y SDK

AWS @A PHP V3 #J SDK
AWS E AR Python #J SDK

AWS & AR Ruby V3 #y SDK

fait
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DeleteTags

(@ Note

E1ERE : DeleteTags CEABTZHHE, EENR EFS ERBRER , #EH
UntagResource API Bj{E,

o
il

RERREMERIEENRE. MR DeleteTags FEREEFFENREEIER , A Amazon EFS 72
BZEiR  BREKER. IFERNABRENFEET , F28 AWS IREEKAEE (FERE
B PRERRS

BEEREEE elasticfilesystem:DeleteTags EHERIEF T,

SE S =FHD
EEQREE/

POST /2015-02-01/delete-tags/FileSystemId HTTP/1.1
Content-type: application/json

{

"TagKeys": [ "string" ]
}

URI FERE28

AREEM TS URI 28

3

FileSystemid
EBERBRZEBEHVERRRK ID (FH),

RERS : REERA 128,

B : A(arn:aws[-a-z]*:elasticfilesystem:[0-9a-z-:]+:file-system/fs-
[0-9a-fT]1{8,40}|fs-[0-9a-f]1{8,40})$

ME 2

ARIH
AAREZERA JSON A THER,
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TagKeys
EMBROEERRS|IBIBE,

BH . FRE5
fESIKE : HERTRA 1. HEELRS 50,
RERS : RETRA 1, RELRA 128,
B AR [aAT{13IwWI {13 [sST{1}: ) (I\p{L\p{ZN\p{NI_. : /=+\-@]1+)$
VR =

B B 7E &

HTTP/1.1 204

ElETE

MRBERT , MRBEEEEEE HTTP 8K HTTP 204 EFE,

$RaR

BadRequest
MRFBRBEABBRIITESHER , fINERNSBEIRILESH , AED,
ErrorCode

FERABR—EFS , EFARERERRR, RARGEEEEERNEXNSARNR T #ILL
(A8

Message

HRALESHERMAN —RRER , BEEHRERA, —BREENEAEREEBLZEENE
AR SERUERERAEETALE, S - LCNEARAGEREEENFZ , MAKLBE
ENBRL , FrAR TS BEEIRRAS

HTTP AREEHS : 400
FileSystemNotFound

MRIEEMFileSystemIdEFRFERBEREN B , BlIEE AWS RS,
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ErrorCode

FERABR—EFS , EFARERERRR, RRARGEEEEERNEXNSARNR T H#ILE
(A8

Message

HRASESHERMAAN —RRNEE , BEEHRERA, —BREENEXAEREEBEZEENE
AR, SERHEREAEETAE. B CNEARAEREEENAER  MAKBE
ENEIRL , FRARATREE B ERAR

HTTP ARAEHS : 404

InternalServerError

MRMAMRERIREEFER , AEE,

ErrorCode

HERABR—EFSE , EFTARERERR R, ERRGEEEEERNEXNSARNR T #ILL
(A8

Message

ERALETSHERMRAN —RRNER , BEEHRERA, —REENEAETREHEBEZRENE
AR FEEUERERAEETALS, S - ECNEARAFRERENZR , MAKLBE
ENBRL , FrAR e S BREERRAS

HTTP ARZEHS : 500

o
W

B
WMEEHEHF-EFESHE AWS SDKsTEA L API (IFFHEF , FSRTIAR :

]
73

- AWS i 5I5RE V2

- AWS iBAR .NET V4 # SDK

« AWS EHAR C++ Ky SDK

- AWS EAR Go #y SDK v2

« AWS BRAR Java V2 R EH

« AWS B AR JavaScript V3 #J SDK
- AWS i# AR Kotlin #J SDK

DeleteTags 391


https://docs.aws.amazon.com/goto/cli2/elasticfilesystem-2015-02-01/DeleteTags
https://docs.aws.amazon.com/goto/DotNetSDKV4/elasticfilesystem-2015-02-01/DeleteTags
https://docs.aws.amazon.com/goto/SdkForCpp/elasticfilesystem-2015-02-01/DeleteTags
https://docs.aws.amazon.com/goto/SdkForGoV2/elasticfilesystem-2015-02-01/DeleteTags
https://docs.aws.amazon.com/goto/SdkForJavaV2/elasticfilesystem-2015-02-01/DeleteTags
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/elasticfilesystem-2015-02-01/DeleteTags
https://docs.aws.amazon.com/goto/SdkForKotlin/elasticfilesystem-2015-02-01/DeleteTags
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« AWS @A PHP V3 B SDK
« AWS & AR Python #J SDK
« AWS @A Ruby V3 #J SDK
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https://docs.aws.amazon.com/goto/SdkForPHPV3/elasticfilesystem-2015-02-01/DeleteTags
https://docs.aws.amazon.com/goto/boto3/elasticfilesystem-2015-02-01/DeleteTags
https://docs.aws.amazon.com/goto/SdkForRubyV3/elasticfilesystem-2015-02-01/DeleteTags
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DescribeAccessPoints

EE4E Amazon EFS FEUBIEVEREA (41K AccessPointId B2 1M#), MRMEIZMH EFS
FileSystemId , HIEEEZERERAEAMEFTMHNRA, BAUEFERPRM AccessPointId
FileSystemld , EFeERIRRERME,

BIHIRMETEE elasticfilesystem:DescribeAccessPoints BIfERIFF T,

SEPL SR
nﬁiﬁnn/

GET /2015-02-01/access-points?
AccessPointId=AccessPointId&FileSystemId=FileSystemId&MaxResults=MaxResults&NextToken=NextToker
HTTP/1.1

URI 583k 2 8
EREFEATSY URI 28,

AccessPointld

(E2R) EEBHEREHHERH EFS FHE ; B FileSystemId HER.
RERS . RELRA 128,

R : A(arn:aws[-a-z]*:elasticfilesystem:[0-9a-z-:]+:access-point/fsap-
[0-9a-T]{8,40}|fsap-[0-9a-T]1{8,40})$

FileSystemid

(ERA) MREIEM FileSystemId , EFS EERZEERREVAEFEE ; B AccessPointId
BER,

RERS : REERA 128,

B : A(arn:aws[-a-z]*:elasticfilesystem:[0-9a-z-:]+:file-system/fs-
[0-9a-T]1{8,40}|fs-[0-9a-T]1{8,40})$

MaxResults

(ER) MEERRBKNMB IR , SLLEZMEIEE MaxItems 28 , LIRHEEHEER
MHEE ., FRRER 100.

BXEE : &MEA 1.
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ERAEER

NextToken

MRELDEHEE , S SHIE NextToken, BAILAERBEHERFFEH NextMarker REEEL T —

B EHRER,
RERS : RETRA 1. RELRA 128,
B L+

AREH

ARZBERER,

afied

HTTP/1.1 200
Content-type: application/json

{
"AccessPoints": [
{
"AccessPointArn": "string",
"AccessPointId": "string",
"ClientToken": "string",

"FileSystemId": "string",
"LifeCycleState": "string",

"Name": "string",

"OwnerId": "string",

"PosixUser": {
"Gid": number,
"SecondaryGids": [ number ],
"Uid": number

.
"RootDirectory": {
"CreationInfo": {
"OwnerGid": number,
"OwnerUid": number,

"Permissions": "string"
1,
"Path": "string"
1,
"Tags": [

DescribeAccessPoints
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{
"Key": "string",
"Value": "string"
}
]
}
1,
"NextToken": "string"
}
[ fE T 3=

WMREMERD , BIRREER HTTP 200 EFE,
R EERE T 5] JSON BXHER,
AccessPoints

TFERE R AV R B

A . AccessPointDescription ¥4 BE %

NextToken

NMRFHHEBEEFECNFEF , AERWES, S ERERRFEM NextMarker 2
BT —BERFER L.

HA . FH
RERS : RETRA 1. RELRAS 128,
B L+

7

P

AccessPointNotFound
RIEEMNAccessPointIdEFRFERBREWN F |, BEE AWS RF,
ErrorCode

ERABR—EFS , EFTARERERRR. ERARGEREEEERNEXNSARNR T #ILL
(878
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Message

ERALETSHERMAN —HRRNER , BEEHRERA, —BREENEAEREABEZEENE
AR EERHERERAEETALE, S - ECNEARABRERENZZ , MAKLBE
ENBRL , FRAR TGRS BB IRRAS

HTTP ARREHS : 404
BadRequest

MRFEREAERLTEHEE , FINENNSBESIROXLESY | AlED,
ErrorCode

HERABR—EFSE , EFTARERERRR. ERARGEREEERNEXSARNR T #ILL
(A8

Message

HRALESHERMAN —RRER , BEEHRERA, —BREENEXAEREEBEZEENE
AR, SERHERERAEETAE. B ENEARAEREEENRER  mMAKBE
ENEIRL , FRARATsEE B ERAR

HTTP AREEHS : 400
FileSystemNotFound

MREERFileSystemIdERFHEREREN 1 , RIEE AWS 1RF.

ErrorCode

FERABR—EFS , EFTARERERRR, FARGEEEEERNEXNSARNR T I
(A8

Message

ERALESHERMAN —RRNER , BEEHRERA, —REENEAEREEBEZEENE
AR SEERHERERAEETALS, S - ENEARABRERENZZ , MAKLBE
ENBRL , FrAR TS BEEIRRAS

HTTP AREEHS : 404

InternalServerError

MRMARBFHBEHER  RED,
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ErrorCode

FERABR—EFS , EFARERERRR, FRRGEEEEERNEXNSARNR T H#ILE
Ko

Message

HERALESHERMRAN —RRHEE , BEEERERA. —REE E’ﬁz‘ﬁ&’ﬁiﬁﬁﬁﬁﬁﬂ’ﬁ*
AR EERUERERAEETALE, S - ENEARABEREEENEE , MAKS
ENBRL , FrAR TGS BEEIRRAS

HTTP AREEHS : 500

BB H
MBAE R — RS T AWS SDKsH £t AP| WEHAET, | BSHTHRA

« AWS 55 5RmE V2

« AWS E AR NET V4 #y SDK
B C++ iy SDK

EAR Go B SDK v2

BEAR Java V2 B9 SDK

B R JavaScript V3 #J SDK
i3}

i3}

i3}

i3}

FAR Kotlin #5 SDK
AR PHP V3 ¥y SDK
B Python 8 SDK
AR Ruby V3 B SDK
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https://docs.aws.amazon.com/goto/cli2/elasticfilesystem-2015-02-01/DescribeAccessPoints
https://docs.aws.amazon.com/goto/DotNetSDKV4/elasticfilesystem-2015-02-01/DescribeAccessPoints
https://docs.aws.amazon.com/goto/SdkForCpp/elasticfilesystem-2015-02-01/DescribeAccessPoints
https://docs.aws.amazon.com/goto/SdkForGoV2/elasticfilesystem-2015-02-01/DescribeAccessPoints
https://docs.aws.amazon.com/goto/SdkForJavaV2/elasticfilesystem-2015-02-01/DescribeAccessPoints
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/elasticfilesystem-2015-02-01/DescribeAccessPoints
https://docs.aws.amazon.com/goto/SdkForKotlin/elasticfilesystem-2015-02-01/DescribeAccessPoints
https://docs.aws.amazon.com/goto/SdkForPHPV3/elasticfilesystem-2015-02-01/DescribeAccessPoints
https://docs.aws.amazon.com/goto/boto3/elasticfilesystem-2015-02-01/DescribeAccessPoints
https://docs.aws.amazon.com/goto/SdkForRubyV3/elasticfilesystem-2015-02-01/DescribeAccessPoints
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DescribeAccountPreferences
EBRIM P, EOEEHERNERE AWS 1BF HBEBN NIRFREFHRE AWS B,
FBREES

GET /2015-02-01/account-preferences HTTP/1.1
Content-type: application/json

{

"MaxResults": number,
"NextToken": "string"

URI FERB

ERTEEAEMA UR 28,
EREHE

SERIEZ A JSON AW THEH.
MaxResults

( )ﬁﬁﬁwﬁﬁﬁﬁﬁ BT LOUBIZ MM IS TE MaxItems S8 , LARR &0 FE R EE M Y4
R{E A 100.

B B
BEREE : &/DMEA 1.

PNE &
NextToken

(2 MREEEH D E , B LA NextToken EERBEER P FHRAEE AWS IRF RIEFFREHN
-|— EO

B|A . FEA
RERH : RETREA 1, RELRA 128,
B L+
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VE K

B B 55 %

HTTP/1.1 200
Content-type: application/json

{
"NextToken": "string",
"ResourceIdPreference": {
"ResourceldType": "string",
"Resources": [ "string" ]

) PrES

WMREMERD , BIRREER HTTP 200 EFE,
R EER T 5| JSON XN ER,
NextToken

MREHZAEEPELRGE , AISERIILER, SRUEREFRPEM NextToken HHFEL
H i,

BHR . FH
RERS : RETRAE 1, RELRA 128,
B L+

ResourceldPreference

R B BB HFERNEAE AWS tkF BB NEIR ID RIFHRE AWS EfF,

A - ResourceldPreference ¥4

7

g

N

InternalServerError

MRMAMRFIRBERR , EE,
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ErrorCode

FERABR—EFS , EFARERERRR, FRRGEEEEERNEXNSARNR T H#ILE
Ko

Message

HERALESHERMRAN —RRHEE , BEEERERA. —REE E’ﬁz‘ﬁ&’ﬁiﬁﬁﬁﬁﬁﬂ’ﬁ*
AR EERUERERAEETALE, S - ENEARABEREEENEE , MAKS
ENBRL , FrAR TGS BEEIRRAS

HTTP AREEHS : 500

BB H
MBAE R — RS T AWS SDKsH £t AP| WEHAET, | BSHTHRA

« AWS 55 5RmE V2

« AWS E AR NET V4 #y SDK
B C++ iy SDK

EAR Go B SDK v2

BEAR Java V2 B9 SDK

B R JavaScript V3 #J SDK
i3}

i3}

i3}

i3}

FAR Kotlin #5 SDK
AR PHP V3 ¥y SDK
B Python 8 SDK
AR Ruby V3 B SDK
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https://docs.aws.amazon.com/goto/cli2/elasticfilesystem-2015-02-01/DescribeAccountPreferences
https://docs.aws.amazon.com/goto/DotNetSDKV4/elasticfilesystem-2015-02-01/DescribeAccountPreferences
https://docs.aws.amazon.com/goto/SdkForCpp/elasticfilesystem-2015-02-01/DescribeAccountPreferences
https://docs.aws.amazon.com/goto/SdkForGoV2/elasticfilesystem-2015-02-01/DescribeAccountPreferences
https://docs.aws.amazon.com/goto/SdkForJavaV2/elasticfilesystem-2015-02-01/DescribeAccountPreferences
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/elasticfilesystem-2015-02-01/DescribeAccountPreferences
https://docs.aws.amazon.com/goto/SdkForKotlin/elasticfilesystem-2015-02-01/DescribeAccountPreferences
https://docs.aws.amazon.com/goto/SdkForPHPV3/elasticfilesystem-2015-02-01/DescribeAccountPreferences
https://docs.aws.amazon.com/goto/boto3/elasticfilesystem-2015-02-01/DescribeAccountPreferences
https://docs.aws.amazon.com/goto/SdkForRubyV3/elasticfilesystem-2015-02-01/DescribeAccountPreferences
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DescribeBackupPolicy
BEISE EFS BRRBMNHEDBK.

FRKEE
GET /2015-02-01/file-systems/FileSystemId/backup-policy HTTP/1.1

URI 53R B8

AREEA TS URI 28,

FileSystemid
FEEERE BackupPolicy B EFS R X #.
RERS : REERA 128,

B : A(arn:aws[-a-z]*:elasticfilesystem:[0-9a-z-:]+:file-system/fs-
[0-9a-fT]{8,40}|fs-[0-9a-f]1{8,40})$

PVE .2

HTTP/1.1 200
Content-type: application/json

{
"BackupPolicy": {
"Status": "string"
}
}
B TR

MEBERT , BIIRFEER HTTP 200 EFE,
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RIS EER T 5] JSON KXW ERL

BackupPolicy
EREZRENREOER , BH B8z SHEBERRERER.

$A : BackupPolicy #1#F

7|

g

BadRequest
MEBREXBRITEHR , fINERNSHESRPOLESE , AlEE,
ErrorCode

FERABR—EFS , EFTAREBERRR. FEARGEEEEERNEXNSARNR T #ILE
Ko

Message

ERFALTSHER[MRAN — BRI ER , BEEHRERA, —REENEAEREHEBEZRENE
AR FEEUERERAEETALS, S - ENEARABRERENFZ , MAKLBE
EMNBRL , FRAR TS BREERRAS

HTTP AREEHS : 400
FileSystemNotFound

MREERFileSystemIdERFHEREREN F , BIEE AWS 1RF.

ErrorCode

FERABR—EFSE , EFTARERERRR. ERRGEEEEERNEXNSARNR T #ILE
(A8

Message

HRASESHERMAAN —RRNER , BEEHRERA, —BREENEXEREEBEZEENE
AR, SERHSEREAEETAE, B ENEXRAEREEENAE  MAKBE
ENEIRL , FRARATREE B ERAR

HTTP AREEHS : 404

InternalServerError

MR RER IR AEER , AEE,
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ErrorCode

HERABE—EFH , EFAREREBRRL. ERRKEREERERNEXNSL AR T #iLt
RS,

Message
FERASITSHB/MAN —REER , EEHRERA, REENEXNEREHEELRENTE
R SEERYBRRERAEERIAR. B CENEXRARREEENDR , mARKLEE
ENEIRL , FTAR AT eE g Z IR RAR

HTTP #REEHS : 500

PolicyNotFound

MREFFHEEFIEEN IAM BERFERBE , AED, RIBFEEHATHEE , R EFS 18

RRBENFARERRRBRENSREEROBEER |, L RFEEEHER,

ErrorCode
HERABE—EFSE , EFMARFEBERRR. BRRKEEEERRNEN S AN T #L
Ko

Message
FERASTSHB/MAN —REER , EEHREA, REENEXNEREAELREENT
SRR, SEENSERERAEERAS. B CNEXRAHREEENAE , MAKBE
ERVEIRRAL , FTUAR AT e Z MR 2R A S

HTTP ARAEHS : 404

ValidationException

MBERHER AWS B 19 5% AWS Backup BR% , BIEE,

ErrorCode
FRABE—EF%H , EFMARERERRT. BARGEREEHERNESN SN EBRR T HI
K5,

Message
EERAETEHENRAN —REER , BEEHREA, BREENENEREHBEEENE

AR SEERUERERAEETALS, S - ENEARABRRERENZZ , MAKLBE
ENBRL , FRAR TS BREIRRAS
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ERAEER

HTTP #REEHS : 400

e

MEAEEP—EZSHEE AWS SDKsHERA L AP BIEEAEF |

3

« AWS @S FIFRE V2

« AWS E AR NET V4 #y SDK

« AWS EHAR C++ B SDK

« AWS B AR Go B SDK v2

« AWS EHAR® Java V2 By SDK

« AWS B B JavaScript V3 #J SDK
« AWS jE A Kotlin 89 SDK

« AWS @A PHP V3 #Y SDK

« AWS E AR Python # SDK

. AWS i@ Ruby V3 ) SDK

faik

faik

faik

faik

faik
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https://docs.aws.amazon.com/goto/cli2/elasticfilesystem-2015-02-01/DescribeBackupPolicy
https://docs.aws.amazon.com/goto/DotNetSDKV4/elasticfilesystem-2015-02-01/DescribeBackupPolicy
https://docs.aws.amazon.com/goto/SdkForCpp/elasticfilesystem-2015-02-01/DescribeBackupPolicy
https://docs.aws.amazon.com/goto/SdkForGoV2/elasticfilesystem-2015-02-01/DescribeBackupPolicy
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https://docs.aws.amazon.com/goto/boto3/elasticfilesystem-2015-02-01/DescribeBackupPolicy
https://docs.aws.amazon.com/goto/SdkForRubyV3/elasticfilesystem-2015-02-01/DescribeBackupPolicy

Amazon Elastic File System EREEmR

DescribeFileSystemPolicy
EEIEE EFS BRRHM FileSystemPolicy.
BIEREEE elasticfilesystem:DescribeFileSystemPolicy EfERIEF T,

GET /2015-02-01/file-systems/FileSystemId/policy HTTP/1.1

URI R BH
AREEATS URI 28,
FileSystemid
FEEERME FileSystemPolicy B EFS XX #.

RERS : REERA 128,

B : A(arn:aws[-a-z]*:elasticfilesystem:[0-9a-z-:]+:file-system/fs-
[0-9a-fT]1{8,40}|fs-[0-9a-f]1{8,40})$

ME 2

HTTP/1.1 200
Content-type: application/json

{
"FileSystemId": "string",
"Policy": "string"
}
[ fE T 3=

WMREMERD , BIRREER HTTP 200 EFE,

DescribeFileSystemPolicy 405
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RIS EER T 5] JSON KXW ERL

FileSystemid

}ETE FileSystemPolicy EFH EFS ERXR#HK,
BE . F&
RERS : REERA 128,

B : A(arn:aws[-a-z]*:elasticfilesystem:[0-9a-z-:]+:file-system/fs-
[0-9a-fT]1{8,40}|fs-[0-9a-f]1{8,40})$

Policy
A EFS R K HM JSON 1L FileSystemPolicys,
B FH
RERH : RETRA 1. REER% 20,000,
B [\s\S]+

7

g

BadRequest

MRFREXERINISHR |, fINERNSREIROLEZH , AEE,

ErrorCode

HERABR—EFSE , EFTARERERRR. ERARGEEEEERNEXNSARNR T #ILL
(A8

Message

ERALETSHERMAN —RRNER , BEEHRERA, —REENEAEREABEZEENE
AR SEERUERERAEETALS, S - ENEARAFRERENZZ , MAKBE
ENBRL , FRAR TS BREERRAS

HTTP AREEHS : 400
FileSystemNotFound

MRBEWFileSystemIdEFRFERFERERN F , AIEE AWS tRF,
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ErrorCode

HERABE—EFH , EFAREREBRRL. ERRKEREERERNEXNSL AR T #iLt
RS,

Message
HRALBRER/MRRN —REER , BEEHREA. REENEXNEREHBELEENE
R, FEENSERERAERERAS, B LCNEXARAHREEENAE K MAKBE
ENEIRL , FTAR AT eE g Z IR RAR

HTTP AREEHS : 404

InternalServerError

MR FRRIwEEER | AED,

ErrorCode
HERABE—EFSE , EFMARFEBERRR. BRRKEEEERRNEN S AN T #L
Ko

Message
HERFAETSHBRMAN —RE R , BEEHRERA, —BREENEXNETREEELRENE
SRR, SEENSERERAEERAS. B CHNEXRAHREEENAE , MAKBE
EWERL , FTAR TS ZMEERAL

HTTP AREEHS : 500

PolicyNotFound

MRRABHEEFIEEN IAM BERHERBER |, BIEE., BRIREEHTHEE K MR EFSE

XA ARBRRRBEREVNDRIEEROBER , B eSEOEER.

ErrorCode
ERABRE—EFEH , EFARFEBEBRRR. ERRKERERERNENS AR T #iLt
Ko

Message
HERASTEHRD/MAN —REIER , BEEHRERA. REENEXEREHBELEENE

AR SEERUERERAEETALS, S - ENEARABRRERENZZ , MAKLBE
ENBRL , FRAR TS BREIRRAS
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HTTP ARREHS : 404

& 451

45

L #BIERBA T DescribeFileSystemPolicy B — 8 .
a5 R #1451

GET /2015-02-01/file-systems/fs-01234567/policy HTTP/1.1

(o] FE & 451

"FileSystemId": "fs-01234567",

"Policy": "{
"Version": "2012-10-17",
"Id": "efs-policy-wizard-cdef@l123-aaaa-6666-5555-444455556666",
"Statement": [

{
"Sid": "efs-statement-abcdef@1-1111-bbbb-2222-111122224444",
"Effect" : "Deny",
"Principal": {
"AWS" . "EM
},
"Action": "*",

"Resource": "arn:aws:elasticfilesystem:us-east-2:111122223333:file-
system/fs-01234567",
"Condition": {
"Bool": {
"aws:SecureTransport": "false"

}

"Sid": "efs-statement-01234567-aaaa-3333-4444-111122223333",
"Effect": "Allow",
"Principal": {
"AWS" . "EM
.

"Action": [
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"elasticfilesystem:ClientMount",
"elasticfilesystem:ClientWrite"

1,
"Resource" : "arn:aws:elasticfilesystem:us-east-2:111122223333:file-
system/fs-01234567"
}
]
}
}
R

b=

NEEHP—EFSHE AWS SDKsHEMALL API WFMER , F2ETIRE

« AWS @5 5IFRE V2

« AWS E AR NET V4 #y SDK

« AWS B AR C++ By SDK

« AWS B AR Go B SDK v2

« AWS BHAM® Java V2 B SDK

« AWS E AR JavaScript V3 # SDK
« AWS & AR Kotlin 8y SDK

« AWS E AR PHP V3 #y SDK

« AWS E AR Python # SDK

. AWS AR Ruby V3 # SDK
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https://docs.aws.amazon.com/goto/cli2/elasticfilesystem-2015-02-01/DescribeFileSystemPolicy
https://docs.aws.amazon.com/goto/DotNetSDKV4/elasticfilesystem-2015-02-01/DescribeFileSystemPolicy
https://docs.aws.amazon.com/goto/SdkForCpp/elasticfilesystem-2015-02-01/DescribeFileSystemPolicy
https://docs.aws.amazon.com/goto/SdkForGoV2/elasticfilesystem-2015-02-01/DescribeFileSystemPolicy
https://docs.aws.amazon.com/goto/SdkForJavaV2/elasticfilesystem-2015-02-01/DescribeFileSystemPolicy
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/elasticfilesystem-2015-02-01/DescribeFileSystemPolicy
https://docs.aws.amazon.com/goto/SdkForKotlin/elasticfilesystem-2015-02-01/DescribeFileSystemPolicy
https://docs.aws.amazon.com/goto/SdkForPHPV3/elasticfilesystem-2015-02-01/DescribeFileSystemPolicy
https://docs.aws.amazon.com/goto/boto3/elasticfilesystem-2015-02-01/DescribeFileSystemPolicy
https://docs.aws.amazon.com/goto/SdkForRubyV3/elasticfilesystem-2015-02-01/DescribeFileSystemPolicy

Amazon Elastic File System EREEmR

DescribeFileSystems

MERMTREERHS CreationToken 5 FileSystemId , BIEEI44E Amazon EFS R RZRFKENR
B, B, CEEEFWUMN AWS EBE KRN AWS IRF | BEFWE BENFEERRENE

o

HEFMERERRAEHIRE | SULUREMHIETE MaxItems 28 |, URFIEEFNHIZEE, BT
SEHRES 100, MRERBEZERRFKEER , Amazon EFS 7 CEFEE NextMarker (7%
BHER), EEERAT , BEZXMEA Marker FERBH (FRE A NextMarker W{H) EIXREF R,

FEHBERRARWREE  AIEERBEFPEAUTIEE , BN DescribeFileSystems i
B E Marker , REMF A Marker 2E8EETN | BEXRHE NextMarker EERIE, HA | ZEER
LSO ER NextMarker .

KRIBE—IX DescribeFileSystems HFIMEIEFERNERZRIESF A tAEEEZRFUEERDE
BENERRREIERF,

BIEREEE elasticfilesystem:DescribeFileSystems EERIEF T,
B REES

GET /2015-02-01/file-systems?
CreationToken=CreationToken&FileSystemId=FileSystemId&Marker=Marker&MaxItems=MaxItems
HTTP/1.1

URI 55k 2
EREHEA TS URI B8,

CreationToken

(AiR) ERLENER (FH) BIIRRHEBERRFE, B Amazon EFS BRZRE , BEEE
BIYER.

RERH : RETREA 1, RELRA 64,
B L+

FileSystemid
(EZA) FEERHEHBHNERRK ID (FH),
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RERS : REERS 128,

B : A(arn:aws[-a-z]*:elasticfilesystem:[0-9a-z-:]+:file-system/fs-
[0-9a-f]{8,40}|fs-[0-9a-f]1{8,40})$

Marker

(EA) £%8IM DescribeFileSystems BEHREERER D B (FFR), MREFHE , BlIIEE
e e 0l R A i 5 R AE B R

EERS : RETREA1. RELRES 128,
B L+

Maxltems

(ER) EEDRHEONERRKHE LR, LBFEHBRES 100, MREH 100 ZEERER
W, MECEEUEHE 100 #1709 B

BREE : &MEA 1.

EREH
ARRBAERER,
IEIEE\FII:I /.

HTTP/1.1 200
Content-type: application/json

{
"FileSystems": [
{
"AvailabilityZoneId": "string",
"AvailabilityZoneName": "string",
"CreationTime": number,
"CreationToken": "string",
"Encrypted": boolean,
"FileSystemArn": "string",
"FileSystemId": "string",
"FileSystemProtection": {
"ReplicationOverwriteProtection": "string"
1,

KmsKeyId": "string",
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ERAEER

"LifeCycleState": "string",

"Name": "string",
"NumberOfMountTargets": number,
"OwnerId": "string",
"PerformanceMode": "string",

"ProvisionedThroughputInMibps": number,

"SizeInBytes": {
"Timestamp": number,

"Value": number,
"ValueInArchive": number,
"ValueInIA": number,
"ValueInStandard": number

},
"Tags": [
{
"Key": "string",
"Value": "string"
}
1,
"ThroughputMode": "string"
}
1,
"Marker": "string",
"NextMarker": "string"

) PrES
WMREMERT , BIRRER HTTP 200 EFE,
RIS EERE T 5] JSON KXW ER,
FileSystems

BRRFEHRES,

A : FileSystemDescription ¥ FE5

Marker

MREFRPHBEARBTHENESR (FH), BEERCSHREEERTER,
H|A . FH

RERS : RETRAS 1, REERA 128,

DescribeFileSystems
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B L+
NextMarker

NRELEFEONXHRAERELDRIBEENNGHRR  BEEENEE (FH)MSEEEF
ER, BLERBEBRPEM NextMarker R T —EHR,

BA . FH
RERS : RETERA 1, RELRA 128,
B L+

7

P

BadRequest
MEFBRENERITEHER , IUNERNSHESIRSXES Y , BlER,

ErrorCode

FERABR—EFS , EFARERERRR, FRARGEEEEERNEXNSARNR T L
Ko

Message

FERASTSHB/MAN —REER , EEHRERA, REENEXNEREEBELREENTE
SRR, SEEUSERERAEERAS. B LCHEXRAHREEENAE , MAKBE
EREIRRAL , FTUAR AT e 2 Z MR RRAR
HTTP ARBEHRS : 400
FileSystemNotFound

MRIEERFileSystemIdERFHERBEREN F , BIEE AWS 1RF.

ErrorCode
HRABE—AFH , EFfARERERRR. BURGEEEERERNENSEBIR T #HIE
Ri®o

Message
HERASTSHEAMIN —BEHER , BEHREA, BEENENEREHELRENE

RN FEERUERERAEETALS, S - ENEARARRERENZZ , mMAKLBE
ENEIRL , FRARATEE B ERAR
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HTTP ARREHS : 404

InternalServerError

MRAMRER IR EER , AEE,

ErrorCode

FERABR—EFS , EFAREERRR, RARGEEEEERNEXNSARNR T #ILL
Ko

Message

HRALESHERMAN —HRRNER , BEEHRERA, —BREENEXAEREEBLZEENE
AR, SERHERERAEETIALE, B CNEARAEREEENAER  mAKBE
ENEIRL , FRARATEE B ERAR

HTTP AREEHS : 500

Y]
HWE 10 EERREBE

THIEHIERE GET BHREEE file-systems B (elasticfilesystem.us-
west-2.amazonaws.com/2015-02-01/file-systems), B REISE MaxItems EHSZE , LU
ERERRRERNEBERFA 10,

AR EE

GET /2015-02-01/file-systems?MaxItems=10 HTTP/1.1
Host: elasticfilesystem.us-west-2.amazonaws.com
x-amz-date: 20140622T7191208Z

Authorization: <...>

(o] FE &6 451

HTTP/1.1 200 OK
x-amzn-RequestId: 01234567-89ab-cdef-0123-456789abcdef
Content-Type: application/json
Content-Length: 499
{
"FileSystems":[
{
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"OwnerId":"251839141158",
"CreationToken":"MyFileSysteml",
"FileSystemId":"fs-01234567",
"PerformanceMode" : '"generalPurpose",
"CreationTime":"1403301078",
"LifeCycleState":"created",
"Name":"my first file system",
"NumberOfMountTargets":1,
"SizeInBytes":{
"Timestamp": 1403301078,
"Value": 29313618372,
"ValueInArchive": 201156,
"ValueInIA": 675432,
"ValueInStandard": 29312741784

}
}
]
}
CE L
WMEEEHF—EFESHE AWS SDKsTEA L API BIFFHEF , FSRTIAR :

« AWS R 5I5RE V2

« AWS E AR NET V4 #y SDK

« AWS BEA R C++ B SDK

« AWS E AR Go B SDK v2

- AWS E AR Java V2 #J SDK

« AWS i@ AR JavaScript V3 Y SDK
« AWS & AR Kotlin #J SDK

- AWS E AR PHP V3 #y SDK

« AWS & AR Python #J SDK

« AWS E AR Ruby V3 #J SDK

fait
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https://docs.aws.amazon.com/goto/SdkForRubyV3/elasticfilesystem-2015-02-01/DescribeFileSystems

Amazon Elastic File System

ERAEER

DescribeLifecycleConfiguration

EEEE EFS BRRHKEMBFILifecycleConfiguration¥#. £ amiEREEFER
LifecycleConfiguration Y1 REFIERFE < EBBERNER. HRRE
LifecycleConfiguration IHFMIERRK , WS ELEHEOZEET,

IBIEEEEE elasticfilesystem:DescribelifecycleConfiguration EEFF T,

GET /2015-02-01/file-systems/FileSystemId/lifecycle-configuration HTTP/1.1

URI 5Bk 2
EREFEATY URI 28,

FileSystemid

IREHEE LifecycleConfiguration MHEHIERRE ID (F£).

RERS : REERS 128,

B : A(arn:aws[-a-z]*:elasticfilesystem:[0-9a-z-:]+:file-system/fs-

[0-9a-f]1{8,40}|fs-[0-9a-f1{8,40})%

PVE .2

[

FE

=
]

\/

3
%

RBEFERERE.

[ &

k=[]
|

N/s
M

HTTP/1.1 200
Content-type: application/json

{

"LifecyclePolicies": [

{

DescribeLifecycleConfiguration
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"TransitionToArchive": "string",
"TransitionToIA": "string",
"TransitionToPrimaryStorageClass": "string"
}
]
}
B TE

WMREMERTI , BIRFSER HTTP 200 EFE,
RIEEEE T 5| JSON BXHE R,

LifecyclePolicies

A B EEBEMES, EFS RS ABARERRMIE—EBX.

|A - LifecyclePolicy ¥4 FE %)

RS : &% 3 fERE.

i

?

BadRequest

MEBREABRLTEHER , SINENNSEBEIRPDXESY | AlEE,
ErrorCode

ERABRE—EFS , EFRARERNERRIL. ERREKERERBEERNEXNLARRR 7 #I
(A8

Message

HRRARESHERAAN —RRNER , BEEHRERA, —BREENEXAEREEBEZEENE
AR, SERHEREAEETALE., B ENEARAEREEENRE  MAKEBE
ENEIRL , FRARATREE B ERAR

HTTP ARREHRS : 400
FileSystemNotFound

MRBEWFileSystemIdEFRFERFERERN F , AIEE AWS tRF,
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ErrorCode

ERABE—EFSE , EFRARERERRIL. ERREKERRBEHERNEXNLAERNR 7 #I
(A8

Message

ERALETSHERRAN —RRER , BEEHRERA, —REENEAEREABEZEENE
AR FEEUERERAEETALS, S - ENEARABREEENZR , MAKLBE
ENBRL , FrARATaEE BREERRAS

HTTP AREEHS : 404

InternalServerError

MRARRIRHEHER  BER,

ErrorCode

FERABR—EFSE , EFTARERERRR. ERRGEEEEERNEXNSARNR T #ILE
(A8

Message

HRALESHERMAN —HRRNER , BEEHRERA, —BREENEXAERERBEZEENE
AR, SERHEREREETAE. B ECNEARAEREEENRE  MAKBE
ENEIRL , FRARATEE B ERAR

HTTP ARZEHS : 500

25451
FEEUAE RARRMY & o B HR A A8
THFERESHWEUEERERRMAM LifecycleConfiguration ¥4,

AR g

GET /2015-02-01/file-systems/fs-01234567/1ifecycle-configuration HTTP/1.1
Host: elasticfilesystem.us-west-2.amazonaws.com

x-amz-date: 20181120T7221118Z

Authorization: <...>
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(=] FE £ 51

HTTP/1.1 200 OK
x-amzn-RequestId: 01234567-89ab-cdef-0123-456789abcdef
Content-Type: application/json
Content-Length: 86
{
"LifecyclePolicies": [
{
"TransitionToArchive": "AFTER_270_DAYS"
},
{
"TransitionToIA": "AFTER_14_DAYS"
1,
{
"TransitionToPrimaryStorageClass": "AFTER_1_ACCESS"
}
]
}

B

NS — RS 1 AWS SDKsHEM L AP| WEHART , BSHTHIRE |

30
B
¢

=

EL

« AWS @S FIFRE V2

« AWS E AR NET V4 #y SDK

« AWS B AR C++ By SDK

« AWS E AR Go B SDK v2

« AWS AR Java V2 By SDK

« AWS E AR JavaScript V3 # SDK
« AWS jE A1 Kotlin 8y SDK

« AWS E AR PHP V3 #y SDK

« AWS E AR Python # SDK

. AWS BAR Ruby V3 # SDK
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DescribeMountTargets

BOmEENHBEENGRY  IERRENEEHAE R, EFRAMEENNHAERER , REEQ
FEFREEI Ay H &L B FRIEF .

£ FileSystemId FIEENERRLK ID LHRE MountTargetId FEENHHEEERRFKL |, It
BRIEFEERES elasticfilesystem:DescribeMountTargets BIERIRF T,

YR CLI 5554 describe-mount-targets,

nﬁ—ﬁnn/

GET /2015-02-01/mount-targets?
AccessPointId=AccessPointId&FileSystemId=FileSystemId&Marker=Marker&MaxItems=MaxItems&MountTarg
HTTP/1.1

URI 583RZE
EREFEATH URI 28,

AccessPointld

(BR) SEHEHEEENFIE ID. MRENFRFFTEE FileSystemId =
MountTargetld , AIEX AT EENFERT, EZEL/BARNFEE ID F ARN,

RERS : REERS 128,

B . A(arn:aws[-a-z]*:elasticfilesystem:[0-9a-z-:]+:access-point/fsap-
[0-9a-T]{8,40}|fsap-[0-9a-f]1{8,40})%
FileSystemid

(ER) ZEJHEHBBEENERRR ID (FHF), NMREBWFERPFEE AccessPointId T
MountTargetld , BIES AT EHELEWERF. EZEARANERRLR ID X ARN,

RERS : REERS 128,

B : A(arn:aws[-a-z]*:elasticfilesystem:[0-9a-z-:]+:file-system/fs-
[0-9a-T]1{8,40}|fs-[0-9a-T]1{8,40})$

Marker

(ER) £ HIM DescribeMountTargets RIEPEERTER S BN (FH), MREFE , BIERE
1t 55 B = 04 BT ) 3 5 MR A B R
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RERS : RETRA 1, REERA 128,

B L+

Maxltems

(ER) EEEHERNHEEERE LR, B, LBEFEEBHRES 10, MABBHEME. WRE
£ 100 ZEHEFEFR , MECESUEE 100 #1T0H.

BENEE  K/MEA 1.
MountTargetld

(BR) BEHERNHEEZE ID (FH). MREZHNBERPFREE FileSystemld , IEXETEE
BHERP, BEZEABMANBEEEZE ID X ARN,

RERS : RETRA 13, RELRA 45,

B AMfsmt-[0-9a-f]1{8,40}$

HTTP/1.1 200
Content-type: application/json

{
"Marker": "string",
"MountTargets": [
{

"AvailabilityZoneId": "string",
"AvailabilityZoneName": "string",

"FileSystemId": "string",
IpAddress": "string",

"Ipv6Address": "string",
"LifeCycleState": "string",

"MountTargetId": "string",
"NetworkInterfaceIld": "string",
"OwnerId": "string",
"SubnetId": "string",
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"VpcId": "string"
}
1,

"NextMarker": "string"

}

B TE
WMREERT , BIRREER HTTP 200 EFE,
RIS EEE T 5 JSON KXW EH,
Marker
MRFERDTE Marker , AIEEEE R P EEZKE.
BH . 7
RERS : RETRA 1, RELRA 128,
B+

MountTargets

R FER B E EZES MountTargetDescription HRESIERE,

A : MountTargetDescription ¥4 %l
NextMarker

MRERFE , ISEESEERNHEBEE, EREFRDP , EUERRPEALEREMH
Marker , AEEX T —#E# & B &,

FHR . 7R
RERS : RETRA1. RELREAS 128,
B L+

7|

P

AccessPointNotFound

MRIEEMAccessPointIdERFERBEREWN # |, BIEE AWS 1S,
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ErrorCode

FERABR—EFS , EFARERERRR, RARGEEEEERNEXNSARNR T H#ILE
(A8

Message

RRASESHERMAN —HRRNER , BEEHREA, —BREENEXAEREEBEZEENE
AR, SERUEREREETAE, B ENEARAEREEENRER  mAKBE
ENEIRL , FRARATEE B ERAR

HTTP AREEHS : 404
BadRequest

MRFREXERJISHR |, fINERNSREIROLEZH , AEE,

ErrorCode

HERABR—EFS , EFTARERERR R, ERARGEEEEERNEXNSARNR T #ILL
(A8

Message

ERALETSHEF[MRAN —RRNER , BEEHRERA, —REENEAEREABEZEENE
AR FEERUERERAEETALS, S - ENEARABRREERENFR , MAKLBE
ENBRL , FRAR TS BREERRAS

HTTP AREEHS : 400

FileSystemNotFound

MREERFileSystemIdERFHEREREN 7 , RIEE AWS 1RF.

ErrorCode

HRABE—EFSH , EFMAREBERRR. BRRKEEEERRNENSERTBIN T #L
Ko

Message
FERASCTSHB/MAN —REER , EEHREA, REENEXNEREAELREENTE

AR FERUEREREETALS, S - ECNEARAFRERENZR , MAKLBE
ENEIRL , FRARATEE B ERAR.

HTTP ARAEHS : 404
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InternalServerError

MR RERIRERAEER , AEE,

ErrorCode

FERABR—EFSE , EFTAREBERRR. ERRGEEEEGRRNEXNSARNR T #IL
Ko

Message

RRALESHERAAN —HRRNER , BEEHRERA, —BREENEXAEREEBLZEENE
AR, SERHEREAEETALE, B ENEARAEREEENDE , mAKEBE
ENEIRL , FRARATREE B ERAR

HTTP ARAEHRS : 500
MountTargetNotFound

MREREAN AWS IRFIRFHHAEEE ID WHJER , AIEE,

ErrorCode

FRABE—EFS , EFARBAERRL. ERARCERERFERNENLERIR T H#IL
(A8

Message

ERALETSHERMRAN —RRNER , BEEHRERA, —REENEAEREEBEZEENE
AR  EEERUERERAEETALS, S - LENEARABFRERENFZ , MAKLBE
ENBRL , FrAR TR S BEEIRRAS

HTTP AREEHS : 404

Y]

HHAERRRELANHE B RRHA
TOFEREHEEE HEERRRMEMAHE B RRHA,
aa R A

GET /2015-02-01/mount-targets?FileSystemId=fs-01234567 HTTP/1.1
Host: elasticfilesystem.us-west-2.amazonaws.com
x-amz-date: 20140622T1912527
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ERAEER

Authorization: <...>

[E] FE & 451

HTTP/1.1 200 OK

x-amzn-RequestId: ©01234567-89ab-cdef-0123-456789abcdef
Content-Type: application/json

Content-Length: 357

{
"MountTargets":[
{
"OwnerId":"251839141158",
"MountTargetId":"fsmt-01234567",
"FileSystemId":"fs-01234567",
"SubnetId":"subnet-01234567",
"LifeCycleState":"added",
"IpAddress":"10.0.2.42",
"NetworkInterfaceId":"eni-1bcb7772"
}
]
}
EEE

T R —TEESHE AWS SDKsH EA L API Y RMIET |

« AWS R 5I5RE V2

« AWS EAR .NET V4 # SDK

« AWS EHA® C++ Ky SDK

« AWS EAM® Go By SDK v2

- AWS EHAM® Java V2 By SDK

« AWS 38 B JavaScript V3 #J SDK
« AWS AR Kotlin # SDK

- AWS E AR PHP V3 #y SDK

« AWS jE A1 Python Y SDK

« AWS B AR Ruby V3 B SDK

fat

AE2RETIRE

DescribeMountTargets
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DescribeMountTargetSecurityGroups

EOHBEEENEATNZSEE., HBEEERCEIHBEENRENE , EHREENE0EH
MRETZE "EMER (deleted)s »

LIREFELUTEMFRFTA -

- HEEERERRMKA LM elasticfilesystem:DescribeMountTargetSecurityGroups Bl
(=

« ec2:DescribeNetworkInterfaceAttribute ##H B EHKB N ELNEE,

sEELER
ﬁﬁ:ﬁﬁgl

GET /2015-02-01/mount-targets/MountTargetId/security-groups HTTP/1.1
URI RS H

AREERA TS URI B8,

MountTargetld

BEHNEZSFHENHEHEZ D,
RERS : RETRA 13. RELRA 45,
B AMfsmt-[0-9a-f]1{8,40}$

ME 2

HTTP/1.1 200
Content-type: application/json

{
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"SecurityGroups": [ "string" ]

}

[l FE T 3=
WMREERTD , RIBRIEERE HTTP 200 E &,
R EERE T3 JSON BXNEH,

SecurityGroups

RERERD,

BH . FRE5

fESIRKE : &% 100 {EHE

RERS : RETRAS 11, RELRA 43,

3 : rsg-[0-9a-T]1{8, 40}

7

g

BadRequest

MRFBREXERJETSHER | AINERNSHEIROLESH , AIEE,

ErrorCode

FERABR—EFSE , EFTAREBERRR. FERRGEEEEERNEXNSARNR T #ILE
Ko

Message

ERFALTSHER[MAN —RRNER , BEEHRERA, —REENEAEREHABEZRENE
RRRE  FEERUERERAEETALS, S - ENEARABRERENZZ , MAKLBE
EMNBRL , FRAR TS BREERRAS

HTTP AREEHS : 400

IncorrectMountTargetState

MRBE B RALRERREN ERRE , AIER,
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ErrorCode

FERABR—EFS , EFARERERRR, RARGEEEERRNEXNSARNR T H#ILE
Ko

Message

HRALESHERMAN —RRER , BEEHRERA, —BREENEAEREEBLZEENE
AR SERHERERAEETALE, S - ENEARAGEREEENZZ , MAKLBE
ENBRL , FrAR TS BEEIRRAS

HTTP #REEHS : 409

InternalServerError

MR ARSRIRHEHER  BEE,

ErrorCode

ERABRE—EFSE , EFRARERNERRIL. ERREKERREHRRNVEXNLERNR 7 #I
(A8

Message

RRARESHERMAAN —RRENER , BEEHRERA, —BREENEXEREEBEZEENE
AR, SERHSEREAEETAE, B ENEXARAFEREEENAE  mMAKBE
ENEIRL , FRARATREE BB ERAR

HTTP #REERE : 500

MountTargetNotFound

MREHBAN AWS IRFIRFHEAFEEE ID WHEER , REE,

ErrorCode

ERABR—EFEH , EFARFEBERRR. EIRKERERERNENS AR T #iLt
Ko

Message
HRASTEHRD[MRAN —REER , BEEHRRA. REENEXEREHBELEENE

AR FEERUERERAEETALS, S - ENEARABRERENFZ , MAKLBE
EMNBRL , FRARTaEE BREERRAS

HTTP ARAEHS : 404
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ERAEER

g5

HHEERRARARN R A

THEHSHNEEEFE  ELReFEYWESH B FABRBNRR T EEN.
AR g

GET /2015-02-01/mount-targets/fsmt-9al366le/security-groups HTTP/1.1
Host: elasticfilesystem.us-west-2.amazonaws.com

x-amz-date: 20140620T223513Z

Authorization: <...>

(=] FE €551

HTTP/1.1 200 OK
x-amzn-RequestId: ©01234567-89ab-cdef-0123-456789abcdef
Content-Length: 57

{

"SecurityGroups" : [
"sg-188d9f74"

]

}

2
s

B

(==
73

MFEEP-—EFESHE AWS SDKsHEALL API BVFHMER , F2RTIRE

- AWS @S5I RE V2

« AWS EAR® .NET V4 #§ SDK

« AWS #EA R C++ B SDK

- AWS B AR Go #J SDK v2

« AWS B AR Java V2 #§ SDK

« AWS E AR JavaScript V3 #J SDK
« AWS E AR Kotlin #§ SDK

« AWS E AR PHP V3 #§ SDK

« AWS & A1 Python B SDK
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« AWS JEA® Ruby V3 By SDK
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DescribeReplicationConfigurations

HHREERRAENERERE, IRREEERRML , AWS EE RISHEI AWS IkRF - NATEER
1R,

RARFRD

GET /2015-02-01/file-systems/replication-configurations?
FileSystemId=FileSystemId&MaxResults=MaxResults&NextToken=NextToken HTTP/1.1

URI SR SH
EREEA TS URI B8,

FileSystemid

BUUREBERRRREN ID , RENBEERRENERER. HREBIRF, BEESER , RkF
ReeREC EEPERRRNERERE,

RERS : REELRS 128,

B : A(arn:aws[-a-z]*:elasticfilesystem:[0-9a-z-:]+:file-system/fs-
[0-9a-f]{8,40}|fs-[0-9a-f]{8,40})$

MaxResults
(ER) EERFERECEFNYHEE , BLUEE MaxItems 28, FEEREA 100.

ENEE . &R/NMEA 1.
NextToken

MRRPEEE , BEASHE NextToken, BAILAEEEE R FEH NextToken RFEEEL T —
HE,

RERS : RETRA1. RELREAS 128,
B L+
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[ FE 5%

HTTP/1.1 200
Content-type: application/json

"NextToken": "string",

"Replications": [
{
"CreationTime": number,
"Destinations": [

{
"FileSystemId": "string",

"LastReplicatedTimestamp": number,
"OwnerId": "string",

"Region": "string",

"RoleArn": "string",

"Status": "string",
"StatusMessage": "string"

1,

"OriginalSourceFileSystemArn": "string",
"SourceFileSystemArn": "string",
"SourceFileSystemId": "string",
"SourceFileSystemOwnerId": "string",
"SourceFileSystemRegion": "string"

) PrES

WMRENMERTD , RIBRISER HTTP 200 =&,

RIS EER T 5| JSON KXW ERL

NextToken
BRI EREFERPEA LA EEEN NextToken REFE T —HENEFIEHEIR,
BH . FH
RERS : RETRA 1, REELRA 128,
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B L+

Replications

BoERARES.

A . ReplicationConfigurationDescription ¥4 &%

7

g

BadRequest

MEBREABRLTEHER , SINENNSEBEIRPOXESY | AlED,
ErrorCode

FERABR—EFS , EFTARERERRR. ERRGEEEEGRRNEXNSARNR T H#ILE
Ko

Message

RRARESHERAAN —RRENEL , BEEHRERA, —BREENEXAEREEBELZEENE
AR, SERHEREAEETAE. B ENEXARAEREEENAE , mAKEBE
ENEIRL , FRARATREE B ERAR

HTTP AREEHS : 400

FileSystemNotFound

MREENFileSystemIdERNFHERBEREN &, RIEE AWS 1RF.

ErrorCode

FERABR—EFS , EFARERERRR, FARGEEEEERNEXNSARNR T L
(A8

Message

ERIALETSHERMAN —RRNER , BEEHRERA, —REENEAEREABEZEENE
AR FERUEREREETALE, S - ENEARABRRERENZZ , MAKLBE
ENBRL , FRAR TS BREERRAS

HTTP AREEHS : 404

InternalServerError

MR RER IR AEER , AEE,
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ErrorCode

FERABR—EFSE , EFTARERERRR. ERRGEEEEGRRNEXNSARNR T #IE
Ko

Message

ERIALETSHERMRAN —RRNER , BEEHRERA, —REENEAETREEBEZRENE
AR FEEHERERAEETALS, S - ENEARAFRERENZZ , MAKLBE
ENBRL , FRAR TS BREERRAS

HTTP ARZEHS : 500

ReplicationNotFound

NMREENERRMLIEERERE  RED,

ErrorCode

ReplicationNotFound

Message

ERALETSHERMRAN —RRNER , BEEHRERA, —REENEAEREABEZEENE
AR SEERUERERAEETALS, S - ENEARABRRERENZZ , MAKLBE
ENBRL , FRARTaEE BREERRAS

HTTP ARREHS : 404

ValidationException

MREREFER AWS EE 1 PEEFEA AWS Backup j% , RIEE,

ErrorCode

HERABR—EFE , EFMARFERERRR. BRARKEREERRNEN S EBTIR T #L
K%

Message
HRASTEWRMRN —REER , BEEHRERA. REENEXNEREHBLRENTE

AR SEEUERERAEETALS, S - ECNEARAFRERENZZ , MAKLBE
ENBRL , FRAR TS BREIRRAS

HTTP ARZEHS : 400
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e

WMFEEF-EFESHE AWS SDKsHER I API (VEFEF , F2RTIAR !

« AWS @S FIFRE V2
« AWS E AR NET V4 #y SDK
WS iBAR C++ B SDK
WS E AR Go By SDK v2
WS B AR Java V2 By SDK
WS i@ B 7 JavaScript V3 By SDK
« AWS E AR Kotlin #y SDK
WS i#
S &
WS &

R PHP V3 By SDK
B Python BJ SDK
AR Ruby V3 By SDK
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Amazon Elastic File System EREEmR

DescribeTags

(@ Note

E4EEE : DescribeTags BIFEEBEAZ#HE, FEMIREE EFS ERMEBAMNER , 5B
A ListTagsForResource API EifE,

EOEERRFEHEEABNTEER, RIEE—X DescribeTags RFUEEHEENERIESF , thikis
EBEZETW (FA2EN) EEREERNERIER.

EIHIRIEEE elasticfilesystem:DescribeTags BIERIEFT,

GET /2015-02-01/tags/FileSystemId/?Marker=Marker&MaxItems=MaxItems HTTP/1.1

URI 5ERS &

AREEA T URI 28,

FileSystemid
LEFDMHEBRBAVERRLE ID,
RERS : REELRA 128,

B : A(arn:aws[-a-z]*:elasticfilesystem:[0-9a-z-:]+:file-system/fs-
[0-9a-T]1{8,40}|fs-[0-9a-f]1{8,40})$

VE B

Marker

(GER) /€L HIH DescribeTags REFHERTER T BEEH (FH), MRFHE , AIEERLWF
ol P Y 3 5 R AR B R

RERS : RETRA1. RELRES 128,
B L+

DescribeTags 436



Amazon Elastic File System

ERAEER

Maxltems

(ER) EOEHERNERRARBE LR, BEl , LRFEEBRTE

BA 100 ZEES , AFECIESLIEE 100 #1790 E,
BENEER : &/DEA 1.

AR
ARZBERER,

HTTP/1.1 200
Content-type: application/json

{
"Marker": "string",
"NextMarker": "string",
"Tags": [
{
"Key": "string",
"Value": "string"
}
]
}
ElETE

WMREEKRT , AIBRIFEE HTTP 200 EIFE.
RFEEER T 5 JSON XK EHR,
Marker
MRFERIE Marker , AIEESE LR P ERZKE.,
HAR . FH
RERS : RETRA 1. RELRA 128,
B L+

A 100, MABREME, MR
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NextMarker

MREFE  AERESZEEONER, EREFRP , BALET —EFRPREM NextMarker
MEMER Marker S2BENE , LEIRT —ARE,

B|A . FA
RERS : RETRA 1, RELRA 128,
B+
Tags
EOEERRFEABNRBMA Tag WAEIINERRLR.

H|H : Tag Y7

7|

g

BadRequest

MEFBREABRLTEER , SINENNSEBEIRPOXESY | AlEE,
ErrorCode

HERABR—EFS , EFTARERERRR. ERARGEEREERNEXNSARNR T #ILL
(878

Message

ERALETSHERMAN —RRER , BEEHRERA, —BREENEAEREABEZEENE
AR EERUERERAEETALE, S - ENEARABFREERENZZ , MAKLBE
ENBRL , FRAR TS BB IRRAS

HTTP AREEHS : 400

FileSystemNotFound

MREERFileSystemIdERFHERFEREN 7 , RIEE AWS 1RF.

ErrorCode

HERABR—EFSE , EFTARERERR R, ERARGEEREHERNEXNSARNR T #ILL
(878
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Message

ERALETSHERMRAN —RRNER , BEEHRERA, —REENEAETREABEZEENE
AR EEERUERERAEETALS, S - ENEARABREEENFZ , MAKBE
ENBRL , FRAR TGRS BEEIRRAS

HTTP ARAEHS : 404

InternalServerError

MRARkRIRHEHER  BER,

ErrorCode

FERABR—EFS , EFARERERRR, RARGEEEEERNEXNSARNR T H#LE
(A8

Message

ERALETSHERMAN —RRNER , BEEHRERA, —REENEAEREEBEZEENE
AR SEERHERERAEETALS, S - ENEARAFREEENZZ , MAKLBE
ENBRL , FrAR TS BEEIRRAS

HTTP AREEHS : 500

g5

HESEERREHEBN AR RR
THFEREHEIEEERERRFEBRBMOER #EY).
AR EE I

GET /2015-02-01/tags/fs-01234567/ HTTP/1.1
Host: elasticfilesystem.us-west-2.amazonaws.com
x-amz-date: 20140620T2154042Z

Authorization: <...>

(=] fE & 451

HTTP/1.1 200 OK
x-amzn-RequestId: 01234567-89ab-cdef-0123-456789abcdef
Content-Type: application/json
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Content-Length: 288

{
"Tags":[
{
"Key":"Name",
"Value":"my first file system"
1,
{
"Key":"Fleet",
"Value":"Development"
1,
{
"Key":"Developer",
"Value":"Alice"
}
]
}
BF2H

3

WMEEEHF—EFESHE AWS SDKsTEA L API BIFFHEF , FSRTIAR :

« AWS R 5I5RE V2

« AWS E AR NET V4 #y SDK

« AWS BEA R C++ B SDK

« AWS E AR Go B SDK v2

- AWS E AR Java V2 #J SDK

« AWS i@ AR JavaScript V3 Y SDK
« AWS & AR Kotlin #J SDK

- AWS E AR PHP V3 #y SDK

« AWS & AR Python #J SDK

« AWS E AR Ruby V3 #J SDK

fait
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Amazon Elastic File System EREEmR

ListTagsForResource
PIHIESE EFS ERMNAMEEER. SXERHEHEIEENER ID,
BIEEHEEE elasticfilesystem:DescribeAccessPoints BIfERIEF T,

GET /2015-02-01/resource-tags/Resourceld?MaxResults=MaxResults&NextToken=NextToken
HTTP/1.1

URI R E
FREEA TS URI 28,
MaxResults
(Z2R) EEREFEENRERRKBE LR, HERESR 100.

BENEE - &R/MEA 1.
NextToken

(2 MREEAFH O E , B AEREFERFER NextToken REE T —BEFZEE IR,
RERH : RETREA 1, RELRA 128,
B L+

Resourceld
BELERMEUZEERMN EFS ER. EBrJLAERILL AP| inZh#EH EFS R RZAANEZIMENER.
RERS : RELRA 128,

B : A(arn:aws[-a-z]*:elasticfilesystem:[@0-9a-z-:]+:(access-point/fsap]
file-system/fs)-[0-9a-f]1{8,40}|fs(ap)?-[0-9a-f]1{8,40})$

pE -2
sEoRE 8

AREBERRER,
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[ FE 5%

HTTP/1.1 200
Content-type: application/json

{
"NextToken": "string",
"Tags": [
{
"Key": "string",
"Value": "string"
}
]
}
EfETE

MESHEKD , RIRKEER HTTP 200 EFE,
RIEEEE T %] JSON X E R,
NextToken

MREEERRETIE , BEFEHE NextToken, BRI LAEREZRPFEA NextToken X
FET — B FEE IR,

B FH
RERH : RETRA 1. RELERA 128,
B .+
Tags
EE EFS ERMNE&RMET,
A : Tag ¥H-FEE5

7

g

AccessPointNotFound

MERIEEMWAccessPointIdERFERBEREWN # , BIEE AWS 1S,
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ErrorCode

FERABR—EFS , EFARERERRR, RARGEEEEERNEXNSARNR T H#ILE
(A8

Message

RRASESHERMAN —HRRNER , BEEHREA, —BREENEXAEREEBEZEENE
AR, SERUEREREETAE, B ENEARAEREEENRER  mAKBE
ENEIRL , FRARATEE B ERAR

HTTP AREEHS : 404
BadRequest

MRFREXERJISHR |, fINERNSREIROLEZH , AEE,

ErrorCode

HERABR—EFS , EFTARERERR R, ERARGEEEEERNEXNSARNR T #ILL
(A8

Message

ERALETSHEF[MRAN —RRNER , BEEHRERA, —REENEAEREABEZEENE
AR FEERUERERAEETALS, S - ENEARABRREERENFR , MAKLBE
ENBRL , FRAR TS BREERRAS

HTTP AREEHS : 400

FileSystemNotFound

MREERFileSystemIdERFHEREREN 7 , RIEE AWS 1RF.

ErrorCode

HRABE—EFSH , EFMAREBERRR. BRRKEEEERRNENSERTBIN T #L
Ko

Message
FERASCTSHB/MAN —REER , EEHREA, REENEXNEREAELREENTE

AR FERUEREREETALS, S - ECNEARAFRERENZR , MAKLBE
ENEIRL , FRARATEE B ERAR.

HTTP ARAEHS : 404
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InternalServerError

MRMAMRBF[IHBERR , B,

ErrorCode

FERABR—EFS , EFARERERRR. FRRGEEEEERNEXNSARNR T I
Ko

Message

HRALETSHERMAN —RRHEE , BEEERERA. —REE E’ﬁz‘ﬁ’&?&iﬁﬁlﬂﬁﬁﬁﬁ’fﬁ
AR EERUERERAEETALE, S - ENEARKBREEENEE , MAKS
ENBRL , FrAR TS BEEIRRAS

HTTP #REE&HS : 500

BB H
MBAE R — RS AWS SDKsH £t AP| WEHAET, , BSHTHRA

« AWS 55 5RmE V2

« AWS E AR NET V4 #y SDK
B C++ Y SDK

EAR Go B SDK v2

BEAR Java V2 B9 SDK

B R JavaScript V3 #J SDK
i3}

i3}

i3}

i3}

FA Kotlin #5 SDK
AR PHP V3 ¥y SDK
B Python # SDK
FIR Ruby V3 # SDK
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Amazon Elastic File System EREEmR

ModifyMountTargetSecurityGroups

EHEE ENFER TR 2EE,

ELREVHEEER , Amazon EFS h @B UM N H. MEFHMER , B2
BCreateMountTarget, LLEESLIERFRMEMN IR EHEH B ZHEBR 2 BETEH

SecurityGroups B Z£#H . WREERCEVHBEEENRRENE , BHSEEN EHEHR
BT E "EMBR (deleted)s »

LREFET 5 BERFTH -

- HEEEERRMLEMN elasticfilesystem:ModifyMountTargetSecurityGroups EifE,
« ec2:ModifyNetworkInterfaceAttribute # B EBENHE LHNEE,

SE LS =FHD
EEQREE/

PUT /2015-02-01/mount-targets/MountTargetId/security-groups HTTP/1.1
Content-type: application/json

{

"SecurityGroups": [ "string" 1]

}

URI 53R 28
AREEM TS URI 28

MountTargetld

LEENEZSFHENHIREEZ D,
RERH : RETRA 13. RELERA 45,
B AMfsmt-[0-9a-f]1{8,40}$

ME 2

AR
AREZERA JSON A TIER,
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SecurityGroups

VPC ££ &8 IDsrIFESI,

J|HE . FHEET

PEFIXE : &% 100 fEIRE .

RERS : RETRA 11, RELRA 43,

B : rsg-[0-9a-T]{8, 40}

VE B
Bl FESEE

HTTP/1.1 204

[ fE T &
WMREBERT , AIRBEXEEFZ HTTP X8/ HTTP 204 EIFE,
$H R
BadRequest
MEFBREIBRRNETEHE , INERNSBEIRDLZESE , AlER,

ErrorCode
HRRIBRE—EAFE , EMARERERMRN. EARAERNEEENNERN X BBTRR T #L
RS,

Message

ERALETSHERMRAN —RRNER , BEEHRERA, —REENEAEREEBEZRENE
AR FEEUERERAEETALS, S - ENEARABRRERENZZ , mMAKLBE
ENBRL , FRAR TS BREIRRAS

HTTP ARZEHS : 400

IncorrectMountTargetState

MRHE B RAERENREN ERRE , AIEDE,
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ErrorCode

FERABR—EFS , EFARERERRR, RARGEEEERRNEXNSARNR T H#ILE
Ko

Message

HRALESHERMAN —RRER , BEEHRERA, —BREENEAEREEBLZEENE
AR SERHERERAEETALE, S - ENEARAGEREEENZZ , MAKLBE
ENBRL , FrAR TS BEEIRRAS

HTTP #REEHS : 409

InternalServerError

MR ARSRIRHEHER  BEE,

ErrorCode

ERABRE—EFSE , EFRARERNERRIL. ERREKERREHRRNVEXNLERNR 7 #I
(A8

Message

RRARESHERMAAN —RRENER , BEEHRERA, —BREENEXEREEBEZEENE
AR, SERHSEREAEETAE, B ENEXARAFEREEENAE  mMAKBE
ENEIRL , FRARATREE BB ERAR

HTTP #REERE : 500

MountTargetNotFound

MREHBAN AWS IRFIRFHEAFEEE ID WHEER , REE,

ErrorCode

ERABR—EFEH , EFARFEBERRR. EIRKERERERNENS AR T #iLt
Ko

Message
HRASTEHRD[MRAN —REER , BEEHRRA. REENEXEREHBELEENE

AR FEERUERERAEETALS, S - ENEARABRERENFZ , MAKLBE
EMNBRL , FRARTaEE BREERRAS

HTTP ARAEHS : 404
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SecurityGroupLimitExceeded

MEFERFSecurityGroupsiEER HEB KARS , AIRBIREFHIZEAGERLE, BEHR—LE2LEH
HERFBERESIRFE S, MEFMENR , F2/8 (Amazon VPC EHEIER) FH Amazon VPC
Quotas ( E2RLZEHEEREK).

ErrorCode

HERABR—EFS , EFTARERERR R, ERARGEEEEHERNEXNSARNR T #ILL
(878

Message

HRASESHERMAN —HRRNER , BEEHRERA, —BREENEXAEREEBLZEENE
AR, SERHEREAERETAE, B CNEARAEREEENRER  mAKBE
ENEIRL , FRARATsEE B ERAR

HTTP AREEHS : 400
SecurityGroupNotFound

MR FEENERLEER (VPC) PREET—EEENRZEFHA , AL,

ErrorCode

FERABR—EFS , EFTARERERRR. FERRGEEEEHRRNEXNSARNR T #ILE
Ko

Message

HRASTBHERMRN — AL , BREERERA. —REENEAEREHLBELRENE
AR FERUREREAERTIAR. B ENEXRAHRREEEMAR K mARKLBE
ENEIRL , FRARATEE B ERAR.

HTTP AREEHS : 400

g5

WMREHBEENLEHE

THEFEMAEHE B FABM @R THNERREEE.
AR &I

PUT /2015-02-01/mount-targets/fsmt-9al366le/security-groups HTTP/1.1
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Amazon Elastic File System EREEmR

Host: elasticfilesystem.us-west-2.amazonaws.com
x-amz-date: 20140620T223446Z7

Authorization: <...>

Content-Type: application/json

Content-Length: 57

{
"SecurityGroups" : [
"sg-188d9f74"
]

}

[E] FE & 451

HTTP/1.1 204 No Content
x-amzn-RequestId: ©1234567-89ab-cdef-0123-456789abcdef

3
¢

B
MEEEF—BESHE AWS SDKsHEM I API IEFHEEF , F2RTIIRE :

(==
73

e S SE V2

BARM NET V4 B SDK

« AWS AR C++ B SDK

« AWS EAM® Go By SDK v2

- AWS BHAM® Java V2 B SDK

« AWS BB JavaScript V3 B SDK
« AWS E AR Kotlin #§ SDK

- AWS E AR PHP V3 #y SDK

« AWS jE A1 Python Yy SDK

« AWS B AR Ruby V3 B SDK

WS
WS
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PutAccountPreferences

FERALRERERERE AWS Bif EETPWIRFRY , WEAF EFS ERXRRKEARE 17 BAF T (63
fiyt) HEESEFT (32 1ux) WEIRID , YHHZEEER, EENEANEERTSEEMEREA
BiIRID. EEFSERBRERERID K , EANUEMAREERE ID RF. WEFHEF A6 FSREE
Amazon EFS &R 1D,

@ Note

7€ 2021 &£ 10 ARt , MREESRIKRFRERESEABEN 8 ZTERXNERID , KEK
FERFAL . MRERIER , EAARERRRNBHE REREAEE IDsFHEBIME AWS
x&

SEPBER
AR K AR

PUT /2015-02-01/account-preferences HTTP/1.1
Content-type: application/json

{

"ResourceIdType": "string"

}

URI R SH
ERTEEREM UR B,
EREH

A REZERA JSON AR THER.

I]I‘H

ResourceldType

EEEAMFHEN REMN EFS BIR ID REFERE AWS tRFE |, LLE 81 LONG_ID(17 {E=FJt ) AWS
[EiF =k SHORT_ID(B A=t ) &{To

(® Note
#2021 ¥ 10 AR , BIRFRIFERES SHORT_ID i , BEIKFIERES . MREWS
HER , BSARERRENE RN E REREREE IDsFHBiE AWS iR,
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Amazon Elastic File System

ERAEER

HR . FH

ANUE:LONG_ID | SHORT_ID

ME 2
[E] FERE %

HTTP/1.1 200
Content-type: application/json

{

"ResourceldPreference": {
"ResourceldType": "string",
"Resources": [ "string" ]

Bl FE T 3=
REERT , AIBRBER HTTP 200 EIFE,

RIS EER T 5] JSON KXW ERL

ResourceldPreference

HRBE B AWS IRFHERAE WEREEKLH ID REFFRE AWS B,

A : ResourceldPreference ¥4

$HER
BadRequest

MRFREXERJTEHR |, fINERNSREIROLEZH , AEE,

ErrorCode

HERABR—EFSE , EFTARERERRR. ERRGEEEEERNEXSARNR T #ILL

(A8

PutAccountPreferences
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Message

RRALESHERAAN —RRENER , BEEHRERA, —BREENEAEREEBLZEENE
AR, SERUEREREETAE, B ENEARAEREEENRER  mAKEBE
ENEIRL , FRARATREE 2 ERAR

HTTP ARAEHS : 400

InternalServerError

MR RER IR AEER , AEE,

ErrorCode

ERABE—EFEH , EFARFEBEBRRR. ERKERERERNEXNS AR T #iL
(AR

Message
HRALBEHER/MAN —REER , BEEHREREA. REENEXNEREHEBELEENE
R , FEEYSEREREERAS, B CNEXRAHREEENAE K MAKBE
ENERL , FTAR AT eE g ZMIERAR

HTTP AREEHS : 500

2
W

w2 H
WMEEHP—EESHTE AWS SDKsH EALL API FFMER | 5

%

3
\

SRTIAR :

EL

AWS S HIRE V2

« AWS EAR .NET V4 # SDK

« AWS EHAR C++ B SDK

« AWS jEBAR Go # SDK v2

- AWS B AR Java V2 #§ SDK

« AWS iR R JavaScript V3 #J SDK
- AWS B AR Kotlin # SDK

- AWS EHAR PHP V3 #) SDK

« AWS E AR Python # SDK

« AWS E AR Ruby V3 #J SDK
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PutBackupPolicy
EFERZREORE. EALBEITRBRELERZIRNEDHEH.

=k =FHD
EEQREE/

PUT /2015-02-01/file-systems/FileSystemId/backup-policy HTTP/1.1
Content-type: application/json

{
"BackupPolicy": {
"Status": "string"
}
}

URI 5ERk2 %

AREEMA TS URI 28

s

FileSystemid
EEEEMHMEOEEN EFS BRRHK

RER®S : REERS 128,

B : A(arn:aws[-a-z]*:elasticfilesystem:[0-9a-z-:]+:file-system/fs-
[0-9a-T]{8,40}|fs-[0-9a-T]1{8,40})$

PVE .2

ERER

i

AAREZERA JSON A THER,

BackupPolicy
‘A&7 PutBackupPolicy ERPHIEH XK.

$A : BackupPolicy #1#F

ME 2
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[ FE 5%

HTTP/1.1 200
Content-type: application/json

{
"BackupPolicy": {
"Status": "string"
}
}
B TR

REERTH , BIBRFBERE HTTP 200 5,
FREEEE T 5] JSON BB E R

BackupPolicy
ERERIRENEABER |, B 88HE0 2HBERERE.

¥R : BackupPolicy #14

7

g

BadRequest

MRFRBEXNEBRNESHER , AINERNSHEIROLDESH , AEE,

ErrorCode

ERABRE—@AFEH , EFARBEBEBRRR. ERRKERERERNEXNS AR T #iLt
Ko

Message
HRASTEHRD/MAN —REIER , BEEHRERA. REENEXEREHBELRENE
SRR, SEEYSERERAEERAS, B CNEXRAHREEENAE , MAKBE
EWERL , FTAR TS ZMEERAR

HTTP AREEHS : 400
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FileSystemNotFound
MREEMNFileSystemIdEFFERFREN F , AlER AWS 1RF,

ErrorCode

FERABR—EFS , EFTARERERRR. ERRGEEREEHRRNEXNSARNR T #ILE
Ko

Message

RRASESHERMAAN —RRNER , BEEHRERA, —BREENEXEREEBEZEENE
AR, SERHSEREAEETAE. B ENEARAFEREEENAE  mMAKEBE
ENEIRL , FRARATREE B ERAR.

HTTP AREEHS : 404

IncorrectFileSystemLifeCycleState
MRERRENERBBRESR "ATAL |, AEE,
ErrorCode

ERABRE—EFS , EFRARERNERRIL. ERREKERRBEHERNVEXNLERNR 7 #I
(A8

Message

ERALETSHERMAN —RRNER , BEEHRERA, —BREENEAEREABEZEENE
AR EERUERERAEETALS, S - ENEARABREEENZZ , MAKLBE
ENBRL , FRAR TS BB IRRAS

HTTP ARZEHS : 409

InternalServerError

MR FRFIWEEER , BEE,

ErrorCode
HBRRBER—EFE , EFAREAERARAR. EARKEREEERNEXNSABIR TH#HILT
KT

Message
HBEALTSHERNN —REER , EEHREA, BREENEXEREHBLRIENE

AR FERUEREREETALS, S - ECNEARABRRERENZR , MAKLBE
ENEIRL , FRARATEE B ERAS
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HTTP AREEHS : 500

ValidationException

MRERHFER AWS B 1 PEEFEA AWS Backup IR% , BIEE,

ErrorCode

FERABR—EFS , EFARERERRR, FARGEEEEERNEXNSARNR T H#ILE
Ko

Message

BRALESHERMAN —RRNER , BEEHRERA, —BREENEAEREEBEZEENE
AR EERHERERAEETALS, S - LENEARAGFREEENZZ , MAKLBE
ENBRL , FrAR TS BEEIRRAS

HTTP AREEHS : 400

=
s

B
B —EEE 5 AWS SDKsHE Al AP HSEET |

(==
>3

AZRTIIRE

« AWS 55 5RmE V2

« AWS E AR NET V4 #y SDK
B C++ Y SDK

EAR Go B SDK v2

BEAR Java V2 B9 SDK

B R JavaScript V3 #J SDK
i3}

i3}

i3}

i3}

FA Kotlin #5 SDK
AR PHP V3 ¥y SDK
B Python 8 SDK
AR Ruby V3 B SDK
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PutFileSystemPolicy

# Amazon EFS FileSystemPolicy EAZE Amazon EFS X Z#. BERABEXRN IAM BER
RERNBX , 722 ZEBKREH, BERERFE—ERF—EABERRKEEK , ELBRITURRRE
AISRERNBURE , REAL AP BREEFHBER, EFS BRAKBEKEFTRFA 20,000 AHN, ZEHE
XBEF , XABRRGERARBK. NFEARERRRBERNFEENR , FSHER EFS EXRKH
Ko

(@ Note
EFS BRZMBKRFTRHIA 20,000 LA,

BEBEEE elasticfilesystem: PutFileSystemPolicy B)ERIEFT,

PUT /2015-02-01/file-systems/FileSystemId/policy HTTP/1.1
Content-type: application/json

{
"BypassPolicylLockoutSafetyCheck": boolean,
"Policy": "string"
}
URI RS ¥

AEREFEATS URI B8,
FileSystemid
BRI REH FileSystemPolicy B EFS #EXR# ID,

RER®S : REERS 128,

B : A(arn:aws[-a-z]*:elasticfilesystem:[0-9a-z-:]+:file-system/fs-
[0-9a-T]{8,40}|fs-[0-9a-T]1{8,40})$

ME 2
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==E Y- B
Aok ERE

ERESZEHRA JSON XM TIHIER,

BypassPolicyl ockoutSafetyCheck

(ZFH) BREEEREEB FileSystemPolicy BFHERERENHME, HEZ LR
EEREFRPHBEREHE L) REBRN IAM TREHERRFE LR ERRN
PutFileSystemPolicy &R, EEEITEHILIBHFERN IAM TRELERRFELRBEEN
PutFileSystemPolicy s@REF , F#% BypassPolicylLockoutSafetyCheck &4 True,
FEER{EA False,

B/ AME
PVE B
Policy

RIEFEEEI FileSystemPolicy. ##3 JSON BRXILBKER. EFS BRRAKBEF TREAH
20,000 SAH, BEE—F THRBRIERRKBKRNTE , F2E Amazon EFS FHERE B,

R . FH
RERH : RETRA 1, RELRZA 20,000,
B [\s\S]+

PVE .2

)3

3

o

HTTP/1.1 200
Content-type: application/json

{

"FileSystemId": "string",
"Policy": "string"
}

Bl fE T %=
WREERT , AIBRBER HTTP 200 EIFE,
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RIS EER T 5] JSON KXW ERL

FileSystemid

}ETE FileSystemPolicy EFH EFS ERXR#HK,
BE . F&
RERS : REERA 128,

B : A(arn:aws[-a-z]*:elasticfilesystem:[0-9a-z-:]+:file-system/fs-
[0-9a-fT]1{8,40}|fs-[0-9a-f]1{8,40})$

Policy
A EFS R K HM JSON 1L FileSystemPolicys,
B FH
RERH : RETRA 1. REER% 20,000,
B [\s\S]+

7

g

BadRequest

MRFREXERINISHR |, fINERNSREIROLEZH , AEE,

ErrorCode

HERABR—EFSE , EFTARERERRR. ERARGEEEEERNEXNSARNR T #ILL
(A8

Message

ERALETSHERMAN —RRNER , BEEHRERA, —REENEAEREABEZEENE
AR SEERUERERAEETALS, S - ENEARAFRERENZZ , MAKBE
ENBRL , FRAR TS BREERRAS

HTTP AREEHS : 400
FileSystemNotFound

MRBEWFileSystemIdEFRFERFERERN F , AIEE AWS tRF,
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ErrorCode

FERABR—EFS , EFARERERRR, RARGEEEERRNEXNSARNR T H#ILE
Ko

Message

HRALESHERMAN —RRER , BEEHRERA, —BREENEAEREEBLZEENE
AR SERHERERAEETALE, S - ENEARAGEREEENZZ , MAKLBE
ENBRL , FrAR TS BEEIRRAS

HTTP ARREHS : 404

IncorrectFileSystemLifeCycleState

MRERRAEWEBHRETR "AAL |, AEE,

ErrorCode

ERABRE—EFSE , EFRARERNERRIL. ERREKERREHRRNVEXNLERNR 7 #I
(A8

Message

RRARESHERMAAN —RRENER , BEEHRERA, —BREENEXEREEBEZEENE
AR, SERHSEREAEETAE, B ENEXARAFEREEENAE  mMAKBE
ENEIRL , FRARATREE BB ERAR

HTTP AREEHRE : 409

InternalServerError

WMRMARER IR EER , AEE,

ErrorCode

ERABR—EFEH , EFARFEBERRR. EIRKERERERNENS AR T #iLt
Ko

Message
HRASTEHRD[MRAN —REER , BEEHRRA. REENEXEREHBELEENE

AR FEERUERERAEETALS, S - ENEARABRERENFZ , MAKLBE
EMNBRL , FRARTaEE BREERRAS

HTTP ARZEHS : 500
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InvalidPolicyException

MR FileSystemPolicy A ERUTEHR , HINBERNSBEIRD XL ES Y , BIER, W
RHBABREELZLMERS , AlER,

ErrorCode

HERABR—EFSE , EFTARERERR R, ERARGEEEEERNEXNSARNR T #ILL
(A8

Message

ERFALETSHER[MRAN —RR R , BEEHRERA, —REENEAEREHEBELZRENE
AR FEERUEREREETALS, S - ECNEARABRERENZZ , MAKLBE
EMNBRL , FRARTaEE BREERRAS

HTTP ARAEHS : 400

& 451
31 EFS FileSystemPolicy,

THIFEREEI FileSystemPolicy , AFFFIE AWS T RBHEFFERMME A ARIEE EFS 18
REM

AR EE A

PUT /2015-02-01/file-systems/fs-01234567/file-system-policy HTTP/1.1
{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"elasticfilesystem:ClientMount",
"elasticfilesystem:ClientWrite"

1,

"Principal": {

"AWS": ["*M]

},
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(=] FE £ 51

{
"Version": "2012-10-17",
IIIdII: Illll’
"Statement": [
{

"Sid": "efs-statement-abcdef@1-1111-bbbb-2222-111122224444",
"Effect": "Allow",
"Action": [
"elasticfilesystem:ClientMount",
"elasticfilesystem:ClientWrite"

1,

"Principal": {
IIAWSII: [Il*ll]

1,

"Resource":"arn:aws:elasticfilesystem:us-east-1:1111222233334444:Ffile-
system/fs-01234567"

}
]
}
HwSH
MEEHEF—EFESHE AWS SDKsFEM L API WFFHEEF , FBRTIIRA .

« AWS @S FIFRE V2

« AWS E AR NET V4 #y SDK

« AWS B AR C++ By SDK

« AWS E AR Go B SDK v2

« AWS AR Java V2 By SDK

« AWS E AR JavaScript V3 # SDK
« AWS jE A1 Kotlin 8y SDK

« AWS E AR PHP V3 #y SDK

« AWS E AR Python # SDK

. AWS BAR Ruby V3 # SDK
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PutLifecycleConfiguration

FRALBETEERERAMNMEELTE, LifecycleConfiguration HEZE T3EH MW —HZ1H
LifecyclePolicy ¥ :

« TransitionToIA : K ERRBEFINERRIERT FREMFEH) BE Infrequent Access

(IA) FEEZE R,

- TransitionToArchive : S ERRATHNERRENEIERTEIN (A EERBF) BE H
71 7
ERRAREERE AT  BEEEE "817F,) 7. HIt , Z21E5E TransitionToArchive

HABEBA TransitionTolA B,

(@ Note
HEMAFERNEEANEREEEEEBRENN —RARMERXNERRR.

- TransitionToPrimaryStorageClass : ERERRZFETINERENRE AR "H#H7F, #FEE , 2
BREBREEFR (REERFER).

MEFMET  FEOREEERRRREST

18 Amazon EFS ERRAME X E —ELEMEHER  ZEREARERRAF

WATERER, MREENERRMRCEE LifecycleConfiguration ¥4 |, Al
PutLifecycleConfiguration FEIYEMESEREHEE, BEREEPERZ LifecyclePolicies
fEZIH PutLifecycleConfiguration WIS MREMIREM LifecycleConfiguration, &
ARA EETHEAE

- BERA. FRIMEREDBHEENERRZMR ID.

« LifecyclePolicy ### LifecyclePolicies BHAREBKSERBE IAfFE. "HiE. &
7, URBETERENERL,
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® Note

Amazon EFS ERE1# LifecyclePolicy ¥ REEERE —X , Fit
LifecyclePolicies FY|EEMFEATREH LifecyclePolicy MM ETHBIL, MER
HER , BFESETXHHFERES,

EIEIRMHEEE elasticfilesystem: PutLifecycleConfiguration R4EFT,

HE#LifecycleConfigurationYIHEAEMENERRRK , CEEHE Y NEERRARRER
# AWS Key Management Service 5 f,

A oREES

PUT /2015-02-01/file-systems/FileSystemId/lifecycle-configuration HTTP/1.1
Content-type: application/json

{
"LifecyclePolicies": [
{
"TransitionToArchive": "string",
"TransitionToIA": "string",
"TransitionToPrimaryStorageClass": "string"
}
]
}

URI FFRZ8

AREHEA TS URI 28,

FileSystemid
IEfE# 3 LifecycleConfiguration WHHERZRME ID (FH),
RERS : RELRA 128,

B : A(arn:aws[-a-z]*:elasticfilesystem:[0-9a-z-:]+:file-system/fs-
[0-9a-T]1{8,40}|fs-[0-9a-f]1{8,40})$

ME 2
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AARER

AAREZHRA JSON BN TIEH.

LifecyclePolicies

FAREZERRHK LifecycleConfiguration ¥#HH LifecyclePolicy ¥#pE
5, LifecycleConfiguration )B4 mEHEETSIEE -

« TransitionToIA : fARERREINERRIERE BEEREEER) BZE Infrequent
Access (IA) #7785,

« TransitionToArchive : S ERIZFETINERRE I ETEREFED (A EERFREF) BE
&7, 7.

ERXRXRETERE AREZH  BLEBE "HiE, f#F. Rt , Z21EEE
TransitionToArchive , S4B TransitionTolA EE,

(® Note
HERFEAEEANCEAELRABERAN —RAEMEEXNERRLE.

« TransitionToPrimaryStorageClass : EERIRFETNERENE AR "HE, BEFF,
=EEREBETERFR (BEFRER).

(® Note
f£H put-lifecycle-configuration CLI @553 PutLifecycleConfiguration
AP| B)YEBE , Amazon EFS ER&E LifecyclePolicy M REEE —XEE, EEHKE
EFBERAXHF , LifecyclePolicies #EEHILA LifecyclePolicy Y1 fES , &
RARFEBRHE-—EDG. MEFHER , F2ETXHHFERESH,

A : LifecyclePolicy Y15

fESIRKE : &% 3 BHE,

PVE .2
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ERAEER

[ FE 5%

HTTP/1.1 200
Content-type: application/json

{
"LifecyclePolicies": [
{
"TransitionToArchive": "string",
"TransitionToIA": "string",

"TransitionToPrimaryStorageClass":

EfETE
WMEREERTI , BIIRFER HTTP 200 EFE,

RE=EE T3 JSON AN ERL.

LifecyclePolicies

"string"

A EMEEBEMES, EFS RS ABARRRAMIE—EBX.

|A : LifecyclePolicy Y15

fESIKE : &% 3 EHE,

7|

j

BadRequest

MRFREXEBRNTEHR |, HINERNSBEIROLESH , AEE,

ErrorCode

FERABR—EFS , EFTARERERRR. FERRGEEEEERNEXNSARNR T #ILE

(S8

PutLifecycleConfiguration
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Message

ERALETSHERMAN —HRRNER , BEEHRERA, —BREENEAEREABEZEENE
AR EERHERERAEETALE, S - ECNEARABRERENZZ , MAKLBE
ENBRL , FRAR TGRS BB IRRAS

HTTP ARAEHES : 400
FileSystemNotFound

MREEMWFileSystemIdEFRFERFBRER F , BIER AWS tRF,

ErrorCode

FERABR—EFS , EFTARERERRR. ERRGEEEEERRNEXNSARNR T #ILE
Ko

Message

ERALETSHRMRAN —RRNER , BEEHRERA, —REENEAEREHEBEZRENE
AR SEEUEREREETALS, S - ENEARAFRERENZZ , mMAKLBE
ENBRL , FRAR TS BREERRAS

HTTP ARAEHS : 404

IncorrectFileSystemLifeCycleState

MRERRAEVESBHRETR "AAL |, AEE,

ErrorCode

FERABR—EFS , EFTARERERRR, FARGEEEEERNEXNSARNR T I
(A8

Message

ERALESHERMAN —RRNER , BEEHRERA, —REENEAEREEBEZEENE
AR SEERHERERAEETALS, S - ENEARABRERENZZ , MAKLBE
ENBRL , FrAR TS BEEIRRAS

HTTP #REEES : 409

InternalServerError

MRMARBFHBEHER  RED,
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ErrorCode

FERABR—EFSE , EFTARERERRR. ERRGEEEEERNEXNSARNR T #ILE
(A8

Message

HERASIBHERMRN —REHLR , BRERERA. —REENEAETBREHLBELRENE
AR FERNEREAERTIALR. ERENEXRARREEEMAR K mARKLBE
ENEIRL , FRARATEE B ERAR.

HTTP AREE&HS : 500

gl
B EHBRARE

TH&EHEER PutLifecycleConfiguration EBEE I LifecyclePolicy ¥, MEIHIERIL
BB , SMEE TR EFS AT TR4%E

- BIBE 30 RAREREREFPENBNERRRTFNMEERBEHRERT
« BIBE 90 RAREREREFPENBNERRRTFNMEERBEHRERT

- BREFI AR "HiF, fETE  BRORERFR. HERFENEEANEAEEEZEBRN
M—ix AR M AEE X ER R

MBHARAR | HSH EFS REPSANERRERGRTE.

AR gl

PUT /2015-02-01/file-systems/fs-0123456789abcdefb/lifecycle-configuration HTTP/1.1
Host: elasticfilesystem.us-west-2.amazonaws.com

x-amz-date: 20181122T232908Z

Authorization: <...>

Content-type: application/json

Content-Length: 86

{

"LifecyclePolicies": [

{
"TransitionToArchive": "AFTER_90_DAYS"
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}I
{

"TransitionToIA": "AFTER_30@_DAYS"
iy

{
"TransitionToPrimaryStorage": "AFTER_1_ACCESS"

(o] FE & 451

HTTP/1.1 200 OK

x-amzn-RequestId: ©1234567-89ab-cdef-0123-456789abcdef
Content-type: application/json

Content-Length: 86

{
"LifecyclePolicies": [
{
"TransitionToArchive": "AFTER_90_DAYS"
1,
{
"TransitionToIA": "AFTER_3@_DAYS"
1,
{
"TransitionToPrimaryStorage": "AFTER_1_ACCESS"
}
]
}

put-lifecycle-configuration CLI 553K &4l
L EHIFREA T PutLifecycleConfiguration B9 —T& %o
75 R &5l

aws efs put-lifecycle-configuration \

--file-system-id fs-0123456789abcdefb \

--lifecycle-policies "[{"TransitionToArchive":"AFTER_90_DAYS"},
{"TransitionToIA":"AFTER_3@_DAYS"},
{"TransitionToPrimaryStorageClass":"AFTER_1_ACCESS"}]

--region us-west-2 \
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--profile adminuser

[5] FE 6 45
{
"LifecyclePolicies": [
{
"TransitionToArchive": "AFTER_90_DAYS"
.
{
"TransitionToIA": "AFTER_30_DAYS"
},
{
"TransitionToPrimaryStorageClass": "AFTER_1_ACCESS"
}
]
}
ER4EmERER

TrEpEFREEERRRNEDBHEE,
AR &I

PUT /2015-02-01/file-systems/fs-01234567/1ifecycle-configuration HTTP/1.1
Host: elasticfilesystem.us-west-2.amazonaws.com

x-amz-date: 20181122T232908Z

Authorization: <...>

Content-type: application/json

Content-Length: 86

{
"LifecyclePolicies": [ ]
}
(] & 8 451
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HTTP/1.1 200 OK

x-amzn-RequestId: ©01234567-89ab-cdef-0123-456789abcdef
Content-type: application/json

Content-Length: 86

{

"LifecyclePolicies": [ ]

}

B

NEEHP—EFSHE AWS SDKsHEMALL API WFMER , F2ETIRE

3
B
¢

b=

« AWS @5 5IFRE V2

« AWS E AR NET V4 #y SDK

« AWS B AR C++ By SDK

« AWS B AR Go B SDK v2

« AWS BHAM® Java V2 B SDK

« AWS E AR JavaScript V3 # SDK
« AWS & AR Kotlin 8y SDK

« AWS E AR PHP V3 #y SDK

« AWS E AR Python # SDK

. AWS AR Ruby V3 # SDK
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TagResource
B EFS ERER, A LRI AP 2ER2 Y EFS BRRFKEBR NI,
EIEIRMHETEE elasticfilesystem: TagResource BIEMEFT,

SEPL SR
nﬁzknn/

POST /2015-02-01/resource-tags/Resourceld HTTP/1.1
Content-type: application/json

{
"Tags": [
{
"Key": "string",
"Value": "string"
}
]
}

%

\

URI FERZE

AREHEA TS URI 28,

Resourceld
EELEAHBIBRERK EFS EIRAY ID.
RERS : REERA 128,

B : A(arn:aws[-a-z]*:elasticfilesystem:[0-9a-z-:]+:(access-point/fsap]
file-system/fs)-[0-9a-f]1{8,40}|fs(ap)?-[0-9a-f]1{8,40})$

PVE .2

EREM
RAREZ KA JSON BB TFIER.

Tags
Hi8M Tag WHFES, S8 Tag WHEHE—EEEY,
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A : Tag YRS

ME 2
[E] FERE %

HTTP/1.1 200

ElfETE
WMREBERI , AIREESEREZ HTTP AXH HTTP 200 E &,

#5 R
AccessPointNotFound

MREEMNAccessPointIdERFEEREREMN A |, BIER AWS IRF,

ErrorCode
HERABE—EFH , EFARERERARL. ERRKEEERERNEXNS AR T #iLt
(A7

Message

HRASTEHRDRMAN —REER , BEEHRERA. REENEXEREHBELEENE
SRR, SEEUSEREREERAS, B CNEXRAHEREEENAE K MAKBE
EWERL , FTAR AT eE S ZMIERALR
HTTP AREEHS : 404
BadRequest

WMRFBREXNBRNITEHER , fINERNSHESIRI X ESY , AlER,

ErrorCode
HERABRE—EFE , EFMARAEBERRR. BRARKEREERRNENSLEBTBIR T #L
RS,

Message
HRASTEHRD/MRAN —REIER , BEEHRRA. REENEXEREHBELEENE

AR FEERUEREREETALS, S ECNEARABREREENZZ , MAKLBE
EMNBRL , FRAR e S BREERRAS
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HTTP AREEHES : 400
FileSystemNotFound

MRIEEMNFileSystemIdEFRFERFEREN & , BIEER AWS tRF,

ErrorCode

ERABRE—EFSE , EFRARERNERRIL. ERREKERREHRRNVEXNLERNR 7 #I
(A8

Message

ERALETSHERMRAN —RRNER , BEEHRERA, —REENEAEREABEZEENE
AR FEERUERERAEETALS, S - ENEARABRREEENZZ , MAKLBE
ENBRL , FrAR TS BEEIRRAS

HTTP AREETS : 404

InternalServerError

WMRARF IR EER , AEE,

ErrorCode

ERABRE—EFS , EFRAREBERRIL. ERREKERREHRNVEXNLAERRR T #I
(A8

Message

ERALETSHERMRAN —HRRNER , BEEHRERA, —REENEAETREHEBEZEENE
AR FEEUERERAEETALS, S - ENEARABRREEENZZ , MAKLBE
ENBRL , FRAR TS BREERRAS

HTTP #REERE : 500

a5

BYRERRARER

THBEREEEENERRZAR LB =FEFRRK ("keyl", "key2". M "key3")o
AR EE I

POST /2015-02-01/tag-resource/fs-01234567 HTTP/1.1
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Host: elasticfilesystem.us-west-2.amazonaws.com
x-amz-date: 20140620T7221118Z

Authorization: <...>

Content-Type: application/json

Content-Length: 160

{
"Tags": [
{
"Key": "keyl",
"Value": "valuel"
I
{
"Key": "key2",
"Value": "value2"
I
{
"Key": "key3",
"Value": "value3"
}
]
}
(5] P& &5 451

HTTP/1.1 204 no content
x-amzn-RequestId: ©1234567-89ab-cdef-0123-456789abcdef

2
s

B
MFAE R —EESHE AWS SDKsH £l AP| WRHARR , BSBTHAR

[ ]
23

¥

\

« AWS %5 HE V2
« AWS EAM .NET V4 By SDK

« AWS #EA R C++ B SDK

« AWS E AR Go Ky SDK v2

- AWS EHAM® Java V2 By SDK

« AWS BB JavaScript V3 B SDK
« AWS E AR Kotlin # SDK

« AWS E AR PHP V3 #y SDK
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« AWS & AR Python #J SDK
« AWS @A Ruby V3 #J SDK
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UntagResource

£ EFS ERBRER. SULMERAL API BIEBRR EFS BRIAKEBNFEE.
EIEIRMEEE elasticfilesystem:UntagResource EIYERIEFTI,

mRET

DELETE /2015-02-01/resource-tags/ResourcelId?tagKeys=TagKeys HTTP/1.1

URI 53R B8
AREEA T URI 28,
Resourceld
EEEBBRAEPEERN EFS ER,
RERS : RELRA 128,

B : A(arn:aws[-a-z]*:elasticfilesystem:[0-9a-z-:]+:(access-point/fsap]|
file-system/fs)-[0-9a-f]1{8,40}|fs(ap)?-[0-9a-f]1{8,40})$

PHE 2
TagKeys
ERIEE EFS ERTBRNVEEEHRLEN RS,

SRS : IHERTRA 1, HEHLRA 50,
RERS : RETRA 1, REERA 128,

B AR [aAT{13IwWI {13 [sST{1}: ) (I\p{L\p{ZN\p{NI_. : /=+\-@]1+)$
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[ FE 5%

HTTP/1.1 200

[l fE TR
WMREBERI , AIREEE@MEZ HTTP AXH HTTP 200 EfE,

$HER

AccessPointNotFound

WMRIEEWNAccessPointIdEFRFERBEREWN F |, BlER AWS IRF,

ErrorCode

FERABR—EFSE , EFTARERERRR. FERRGEEEEGRRNEXNSARNR T H#IL
Ko

Message

ERALETSHER[MRAN —BRRNER , BEEHRERA, —REENEAEREHABEZEENE
AR FEEUERERAEETALS, S - ENEARABRERENFZ , MAKLBE
ENBRL , FRAR TS BREIRRAS

HTTP ARBEHS : 404

BadRequest

MEFREXHBRTEHE , INBRNSRERRDLESY , WHE.

ErrorCode

ERABR—EFE , EFMARFERERRR. BRARKEREERRNENSLEBTBINR T #FL
K.

Message
HRASTEWRMAN —REER , BEEHRERA. REENEXNEREHBLRENTE

AR SEEUERERAEETALS, S - ENEARABRERENZZ , MAKLBE
ENBRL , FRAR TS BREIRRAS

HTTP AREEHS : 400
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FileSystemNotFound

MRIEEMFileSystemIdEFRFERBEREN B, BlEE AWS 1R,

ErrorCode

HERABR—EFSE , EFTARERERR R, ERRGEEEEHERNEXNSARNR T #ILL
(878

Message

ERIALETSHERMRAN —RRNER , BEEHRERA, —REENEAETREEBEZEENE
AR FEEUERERAEETALS, S - ENEARAFRERENFZ , MAKLBE
ENBRL , FrAR e S BREERRAS

HTTP AREEHS : 404

InternalServerError

MRARBFHFEHER  REE,

ErrorCode

FERABR—EFS , EFTARERERRR. ERRGEEEEGRRNEXNSARNR T #ILE
Ko

Message

ERALETSHERMAN —RRNER , BEEHRERA, —REENEAEREABEZEENE
AR  SEERUERERAEETALS, S - ENEARABRREEENZZ , MAKLBE
ENBRL , FRAR TS BEEIRRAS

HTTP AREEHS : 500

% ARZ ﬁ
B —BES BT AWS SDKsH B UL AP FEMAET |

‘a’n‘lﬂ

AZRTIIRE

- AWS WS 5I5RE V2

« AWSERAR .NET V4 By SDK
WS BAR C++ B SDK

« AWS E AR Go #J SDK v2
WS B AR Java V2 B SDK
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« AWS i AR JavaScript V3 #J SDK
AWS & A Kotlin B9 SDK

AWS @A PHP V3 #J SDK
AWS E AR Python B SDK

AWS & AR Ruby V3 #y SDK
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UpdateFileSystem
EHREEEARAERRRAENAREXE.

SEL SR
nﬁzknn/

PUT /2015-02-01/file-systems/FileSystemId HTTP/1.1
Content-type: application/json

{
"ProvisionedThroughputInMibps": number,
"ThroughputMode": "string"

URI RS E

AREEMA TS URI 28,

FileSystemld
BEEHNERRE D,
RERS : REERA 128,

B : A(arn:aws[-a-z]*:elasticfilesystem:[0-9a-z-:]+:file-system/fs-
[0-9a-fT]1{8,40}|fs-[0-9a-f]1{8,40})$

PVE 2

ARER
ARESZHA JSON BB THIER,

ProvisionedThroughputinMibps

(BR) BEAFMEIERRAMENRIZE (UL MiB/s AE), &% ThroughputMode & A
provisioned , HIAMXEEE, B¥EAH 1-3414 MiBps , LR "#HE, ME. EERS IR
H , FEBiAS B, MEHMENR , 528 (Amazon EFS fEAEIERE) FRET LIS Amazon
EFS Bi#,

$FA - Double

UpdateFileSystem 482


https://docs.aws.amazon.com/efs/latest/ug/limits.html#soft-limits
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BHEE  &/MES 1.0

RE B
ThroughputMode

(BA) EMERRAENEEEES, IRETFEHFAXERR , AITEEERER
FIRMEE, EEIEAE ThroughputMode 584 provisioned , B4 E A
ProvisionedThroughputInMibps REE.

HR . FH

B¥ME:bursting | provisioned | elastic

VE B
B FERE &

HTTP/1.1 202
Content-type: application/json

{
"AvailabilityZoneId": "string",
"AvailabilityZoneName": "string",
"CreationTime": number,
"CreationToken": "string",
"Encrypted": boolean,
"FileSystemArn": "string",

FileSystemId": "string",
"FileSystemProtection": {

"ReplicationOverwriteProtection": "string"

iy

"KmsKeyId": "string",
"LifeCycleState": "string",

"Name": "string",
"NumberOfMountTargets": number,
"OwnerId": "string",
"PerformanceMode": "string",

"ProvisionedThroughputInMibps": number,

"SizeInBytes": {

"Timestamp": number,
"Value": number,

"ValueInArchive": number,
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Amazon Elastic File System

"ValueInIA": number,
"ValueInStandard": number

Tags": [
{
"Key": "string",
"Value": "string"
3

1,
"ThroughputMode": "string"

}

Bl FE T 3=
WMREERTD , RIBRIEERE HTTP 202 E &,
R EEE T3 JSON BXNEH

AvailabilityZoneld

BRAGAETRARENE - BE-BNBIBEHERIEAM. S, usel-azl & us-east-1 #Y
AAESE IDAWS Bl , BEE SMAEHRRNLZE AWS 1kF,

B|A . FE&

AvailabilityZoneName

3
0
&

HRERZEMEN AWS AR ESE , BEERANERFERRMR. NFFHAEA
{(Amazon EFS fEF&#5m) R EFS MEEH.

HH . FH
RERH : RETRA 1, RELRA 64,
B L+

CreationTime
BUERRKWERE U AEN (B 1970-01-01T00:00:00Z LAZK),

A : Timestamp

CreationToken

ARPEENTERF S,
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HR . FH

RERH : RETRA 1, RELRA 64,

B L+
Encrypted
mE , EA true , BHMFERRR.

BHE . HMNE
FileSystemArn

Amazon EFS ¥R Z## Amazon Resource Name (ARN) , #&XX 5
arn:aws:elasticfilesystem:region:account-id:file-system/file-system-id
o WBIERIES| - arn:aws:elasticfilesystem:us-west-2:1111333322228888:file-
system/fs-01234567

B FH
FileSystemid
F Amazon EFS EiRAVER R ID.
BH: F&H
RERS : REERA 128,

B : A(arn:aws[-a-z]*:elasticfilesystem:[0-9a-z-:]+:file-system/fs-
[0-9a-T]1{8,40}|fs-[0-9a-f]1{8,40})$

FileSystemProtection

RAERRRNIE.

A : FileSystemProtectionDescription #14F
KmsKeyld

AWS KMS key ARREINZER R 1D,
F|A . F8

RERS : REERS 2048,
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B3 A([0-9a-T]1{8}-[0-9a-T]{4}-[0-9a-T]{4}-[0-9a-T]{4}-[0-9a-T]{12}|
mrk-[0-9a-f]{32}|alias/[a-zA-Z0-9/_-]+|(arn:aws[-a-z]*:kms:[a-z0-9-]+:
\d{12}:((key/[0-9a-f]1{8}-[0-9a-f]{4}-[0-9a-f]{4}-[0-9a-f]{4}-[0-9a-f]
{12}) | (key/mrk-[0-9a-f]1{32})|(alias/[a-zA-Z0-9/_-1+))))$

LifeCycleState

BRIAKHNETEAHMRE.
F|A . FE8

B {E:creating | available | updating | deleting | deleted | error

Name

B LS ER (‘235 Name E8B) B ERERRRK, WEFHMEN , 52 B CreateFileSystem, MR
BEREERHEE Name B , Amazon EFS &E B FHE.

H|A . FH

RERS : REERA 256,

B ACD\P{LI\P{ZI\p{N}_.:/=+\-e]*)$
NumberOfMountTargets

ERRAFEAHEENHEEZH, mEHAE
B|A . BY

A, 52 BCreateMountTarget,

BXEE : &/MEA O,

Ownerld

AWS tRF BV ERRMHN o

BHE . F&H

RERS : REERA 14,

B A(\d{12}) | (\d{4}-\d{4}-\d{4})$

PerformanceMode

ERRBAI MR,

BHR . FH
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Amazon Elastic File System
AM{E:generalPurpose | maxIO
ProvisionedThroughputinMibps

BERRAFENWHERAEHEE (U MiBps AEN), BFEA ThroughputMode §%E A provisioned
WERREET R

$FA - Double
BENEE  &/MEA 1.0,

SizelnBytes
BEEERRK. Value MUPHNERSEFEFFTTEXR D CMITHREN) , AKRFHE Timestamp
WP REZA/PDEERE, Timestamp ERH 1970-01-01T00:00:00Z LAY 2
. SizeInBytes EFRKRERRAEN —BRBEXN)D , ERERZEBEABERRR , cREE
RE—H. tHRER , AEBBLENRFREIMERREK , SizelnBytes FRERTEBE KD, &
Bl , REHTRAKRERREEEMAEEENET KN,

A - FileSystemSize Y #

Tags
EERRAHEEBNERL Tag WHESFERXER B R,

A : Tag YIH-FEES
ThroughputMode

BRERARNEEERN, WEFHAEF , F28 (Amazon EFS EHEER) THBEER
Ko
H|A . FH

B {E:bursting | provisioned | elastic

7|

P

N

BadRequest
MRFBREXERITEHESR , IUERNSHERRIOSLESE , AlIEE,

ErrorCode
HRRIBRE—EFE  EFARERERMRT. ERAENEBENNERN X BFTIR T #L
R

487
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Message

HRASESHERAAN —RRNER , BEEHRERA, —BREENEXAEREEBLZEENGE
AR, SERHSEREAEETAE. B ENEARAEREEENAE  mAKEBE
ENEIRL , FRARATREE B ERAR

HTTP ARBEHRS : 400
FileSystemNotFound

MREERFileSystemIdERFHERFEREN 1 , RIEE AWS 1RF.

ErrorCode

HERABR—EFS , EFTARERERRR. ERRGEEEEERNEXNSARNR T #ILL

(AR
Message
HRASBERHER/MAN —REER , BEEHRRA. REENEXEREHBELEENE

AR SEERHERERAEETALS, S - ENEARABRREEENFZ , MAKLBE
ENBRL , FRAR TGRS BEEIRRAS

HTTP AREEHS : 404

IncorrectFileSystemLifeCycleState

NRERRENEDBEHRERR "7AA, |, RIER,

ErrorCode
ERABE—EFEH , EFARFEBEBRRR. EIRKERERERNEXNS AR T #iLt
(R

Message
HRALBRER/MAN —REER , BEEHREREA. REENEXEREHBELEENE
R SEERYBRREREERIAR. B CNEXRARREEENAR , mARKBE
EMERRL , FTAR AT se g Z MR RAR

HTTP ARRERS : 409

InsufficientThroughputCapacity
MERERAREMEHMEEE |, AER, ELAEHUMERZIEENEIERRK, EEEM

BRERZANMERZE K JESASRAERRAR TREGEE, 8F 5 "HEHEE, X
i, RisEeEEtE. FREES.
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ErrorCode

FERABR—EFS , EFARERERRR, RARGEEEERRNEXNSARNR T H#ILE
Ko

Message

HRALESHERMAN —RRER , BEEHRERA, —BREENEAEREEBLZEENE
AR SERHERERAEETALE, S - ENEARAGEREEENZZ , MAKLBE
ENBRL , FrAR TS BEEIRRAS

HTTP #RREHS : 503

InternalServerError

MRERRBRREERR , AEE,

ErrorCode

ERABRE—EFSE , EFRARERNERRIL. ERREKERREHRRNVEXNLERNR 7 #I
(A8

Message

RRARESHERMAAN —RRENER , BEEHRERA, —BREENEXEREEBEZEENE
AR, SERHSEREAEETAE, B ENEXARAFEREEENAE  mMAKBE
ENEIRL , FRARATREE BB ERAR

HTTP #REERE : 500

ThroughputLimitExceeded

MRABTIEE 1024 MB WEZEBRFMELZSFAXEBEANMERZELE , AIED,

ErrorCode

ERABR—EFEH , EFARFEBERRR. EIRKERERERNENS AR T #iLt
Ko

Message
HRASTEHRD[MRAN —REER , BEEHRRA. REENEXEREHBELEENE

AR FEERUERERAEETALS, S - ENEARABRERENFZ , MAKLBE
EMNBRL , FRARTaEE BREERRAS

HTTP ARZEHS : 400
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TooManyRequests

NMREHEBEREIEEATFEARBEIBECIRERED 24 My, BIEE,

ErrorCode

FERABR—EFS , EFARERERRR. FRRGEEEEERNEXNSARNR T I
Ko

Message

BRALESHERMAN —HRRNER , BEEHRERA, —BREENEAERERBEZEENE
AR EERHERERAEETALS, S - LENEARAGFREEENZAZ , MAKLBE
ENBRL , FRAR TS BEEIRERAS

HTTP #REEHS : 429

BB H
MBAE R — RS AWS SDKsH £t AP| WEHAET, , BSHTHRA

« AWS 55 5RmE V2

« AWS E AR NET V4 #y SDK
B C++ Y SDK

EAR Go B SDK v2

BEAR Java V2 B9 SDK

B R JavaScript V3 #J SDK
i3}

i3}

i3}

i3}

FA Kotlin #5 SDK
AR PHP V3 ¥y SDK
B Python # SDK
AR Ruby V3 B SDK
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https://docs.aws.amazon.com/goto/SdkForGoV2/elasticfilesystem-2015-02-01/UpdateFileSystem
https://docs.aws.amazon.com/goto/SdkForJavaV2/elasticfilesystem-2015-02-01/UpdateFileSystem
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/elasticfilesystem-2015-02-01/UpdateFileSystem
https://docs.aws.amazon.com/goto/SdkForKotlin/elasticfilesystem-2015-02-01/UpdateFileSystem
https://docs.aws.amazon.com/goto/SdkForPHPV3/elasticfilesystem-2015-02-01/UpdateFileSystem
https://docs.aws.amazon.com/goto/boto3/elasticfilesystem-2015-02-01/UpdateFileSystem
https://docs.aws.amazon.com/goto/SdkForRubyV3/elasticfilesystem-2015-02-01/UpdateFileSystem
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UpdateFileSystemProtection
EEERRRE,
EEEEEE elasticfilesystem:UpdateFileSystemProtection EMERIEF T,

AR

PUT /2015-02-01/file-systems/FileSystemId/protection HTTP/1.1
Content-type: application/json

{

"ReplicationOverwriteProtection": "string"

}

URI 53R B8
AREEA TS URI 28,
FileSystemid
EEHNERRE D,
RERS : REELRA 128,

B : A(arn:aws[-a-z]*:elasticfilesystem:[0-9a-z-:]+:file-system/fs-
[0-9a-T]1{8,40}|fs-[0-9a-f]1{8,40})$

ME 2
EREH

AREZHA JSON BN TIIER.

ReplicationOverwriteProtection

ERARERERREFNRE,

« ENABLED : BERRZRMATEEESHETERENHERRE. EXERAETEA, EEEEREE
5% A ENABLED,

« DISABLED : BERRFKEEEESHETEEANERRK., BRRFEARE, AR EFSEE
&%,
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« REPLICATING : ERZMIEEESHEFHAEENHERRZLE. ERXRRKARTE , RHEFS
BEER.

MERMBRERERE  ISEFMAERARENERERRE , BERRRIR A,

B M{EENABLED | DISABLED | REPLICATING

PVE ./
[E] FERE %

HTTP/1.1 200
Content-type: application/json

{
"ReplicationOverwriteProtection": "string"
}
EETE

WMREMERTI , BIRFSER HTTP 200 EFE,
RiEEEET 5 JSON BXHE R,

ReplicationOverwriteProtection

ERARETERRENRE,

« ENABLED : BERRZRMAETEEESHETERENHERRE. EXERRETEA, EEEBEEREE
5% A ENABLED,

- DISABLED : BERRFEEEESHETEEENHERRE. EXRFEARE , _ATHEFSEE

&k,
« REPLICATING : ERRXMEEESHEFNHAEENHERRRE. EXRXKEAME , HREEB
EFS B #TIEH,

MRMMRERERE  BEERZENERERRESENZD , BEERRBATRA.

BR . FH
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B{E:ENABLED | DISABLED | REPLICATING

7

g

BadRequest

MRFBREXERJESHER | AINERNSHEIROLESH , AEE,

ErrorCode

FERABR—EFS , EFARERERRR, RARGEEEEERNEXNSARNR T L
(A8

Message

HRARESHERAAN —RRNER , BEEHRERA, —BREENEXEREEBLZEENE
RN FERUBERERERTALS, S - CNEARAEREEENEZ , MAKLBE
ENEIRL , FRARATREE B ERAR

HTTP AREERE : 400

FileSystemNotFound

MRIEEMNFileSystemIdEFRFERFEREN + , BIEER AWS tRF,

ErrorCode

FERABR—EFS , EFARERERRR, FRARGEEEEERNEXNSARNR T I
Ko

Message

HRALESHERMAN —RRNELR , BEEHRERA, —BREENEXAEREEBLZEENE
AR, SERUERERAEETAE. B ENEARAEREEENAER  mAKEBE
ENEIRL , FRARATREE B ERAR

HTTP ARAEHS : 404

IncorrectFileSystemLifeCycleState

MEBRRFNETEHRETR "THL |, BEE,

ErrorCode

HERABR—EFSE , EFTARERERRR. ERRGEREEEERNEXNSARNR T #ILL
(A8
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Message

RRASESHERAAN —RRNER , BEEHRERA, —BREENEXAEREEBELZEENE
AR, SERHEREAEETAE, B ENEARAEREEENRE , mAKEBE
ENEIRL , FRARATEE B ERAR

HTTP ARBERS : 409
InsufficientThroughputCapacity

NRREEHREMEHMEXE  BED, ELEAMGRREERXEBIHMERK. EXEM
BAERRAENMEREE  RERSRAERRARK FERxE, 885 "HhEGEE, X
i, RieEeEELE. FREES.

ErrorCode

FERABR—EFS , EFTARERERRR. FEARGEEEEERRNEXNSARNR T #ILE
Ko

Message

HRASESHERAAN —RRNER , BEEHRERA, —BREENEXAEREEBLZEENE
AR, SERUERERERETAE. B CNEARAEREEENRE  mAKBE
ENEIRL , FRARATsEE B ERAR

HTTP AREEHRE : 503

InternalServerError

MRERRBRHBLERR , AEE,

ErrorCode

FERABR—EFSE , EFTARERERRR. ERRGEEEEERRNEXNSARNR T #ILE
Ko

Message

BRALESHERMAN —RRER , BEEHRERA, —BREENEAEREEBLZEENE
AR EERUERERAEETALE, S - LCNEARAGEREEENZZ , MAKLBE
ENBRL , FrAR TS BB IRRAS

HTTP AREEHS : 500

ReplicationAlreadyEXxists

MRERRFEESHEERERED , EE, >
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ErrorCode

FERABR—EFS , EFARERERRR, RARGEEEERRNEXNSARNR T H#ILE
Ko

Message

HRALESHERMAN —RRER , BEEHRERA, —BREENEAEREEBLZEENE
AR SERHERERAEETALE, S - ENEARAGEREEENZZ , MAKLBE
ENBRL , FrAR TS BEEIRRAS

HTTP #RREHS : 409
ThroughputLimitExceeded

MREBEEET 1024 MB WEZERFMELZSFREABEANMERZELE | AIED,

ErrorCode

ERABRE—EFSE , EFRARERNERRIL. ERREKERREHRRNVEXNLERNR 7 #I
(A8

Message

RRARESHERMAAN —RRENER , BEEHRERA, —BREENEXEREEBEZEENE
AR, SERHSEREAEETAE, B ENEXARAFEREEENAE  mMAKBE
ENEIRL , FRARATREE BB ERAR

HTTP #REERE : 400

TooManyRequests

NMREHEBEFREIEEARFEARBOEIBECIRERED 24 My, RIEE,

ErrorCode

ERABR—EFEH , EFARFEBERRR. EIRKERERERNENS AR T #iLt
Ko

Message
HRASTEHRD[MRAN —REER , BEEHRRA. REENEXEREHBELEENE

AR FEERUERERAEETALS, S - ENEARABRERENFZ , MAKLBE
EMNBRL , FRARTaEE BREERRAS

HTTP AREEHS : 429
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e

MEFEEEHP-EFESHE AWS SDKsHEA L API (IFFHEF , F2RTIAR :

B

« AWS 55 RE V2

« AWS EAR .NET V4 # SDK

- AWS E AR C++ Iy SDK

« AWS EA® Go #y SDK v2

« AWS E AR Java V2 #J SDK

« AWS i AR JavaScript V3 By SDK
« AWS E AR Kotlin # SDK

« AWS EAR PHP V3 # SDK

« AWS jE A1 Python Yy SDK

« AWS B AR Ruby V3 #J SDK

R
B AT TSRS .

* AccessPointDescription

= BackupPolicy
* CreationlInfo

* Destination

* DestinationToCreate

» FileSystemDescription

» FileSystemProtectionDescription

+ FileSystemSize

 LifecyclePolicy

* MountTargetDescription

* PosixUser

* ReplicationConfigurationDescription

» ResourceldPreference
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https://docs.aws.amazon.com/goto/cli2/elasticfilesystem-2015-02-01/UpdateFileSystemProtection
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https://docs.aws.amazon.com/goto/SdkForCpp/elasticfilesystem-2015-02-01/UpdateFileSystemProtection
https://docs.aws.amazon.com/goto/SdkForGoV2/elasticfilesystem-2015-02-01/UpdateFileSystemProtection
https://docs.aws.amazon.com/goto/SdkForJavaV2/elasticfilesystem-2015-02-01/UpdateFileSystemProtection
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/elasticfilesystem-2015-02-01/UpdateFileSystemProtection
https://docs.aws.amazon.com/goto/SdkForKotlin/elasticfilesystem-2015-02-01/UpdateFileSystemProtection
https://docs.aws.amazon.com/goto/SdkForPHPV3/elasticfilesystem-2015-02-01/UpdateFileSystemProtection
https://docs.aws.amazon.com/goto/boto3/elasticfilesystem-2015-02-01/UpdateFileSystemProtection
https://docs.aws.amazon.com/goto/SdkForRubyV3/elasticfilesystem-2015-02-01/UpdateFileSystemProtection
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» RootDirectory

* Tag
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AccessPointDescription

R EFS BRAMEFHERSH.

B &%

AccessPointArn
B2 17 HN Zh RIS Y ¥ — Amazon Resource Name (ARN),
BH . 7
RERS : RELRA 128,

B : rarn:aws[-a-z]*:elasticfilesystem:[@-9a-z-:]+:access-point/fsap-
[0-9a-T]1{8,40}%

RE &

AccessPointld
B Amazon EFS R ZELE 1D,
HR . 7R
RERS : RELRA 128,

B : A(arn:aws[-a-z]*:elasticfilesystem:[0-9a-z-:]+:access-point/fsap-
[0-9a-T]{8,40}|fsap-[0-9a-T]1{8,40})$

PNE &
ClientToken

BERPIEENTERFTSR , LUBEREERE,
HR . 7R

RERH . RETRA 1. REERA 64,

B L+
PVE B
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FileSystemld
FHEEMAE EFS BRRHEH D,
HH . F&H
RERS : REELRA 128,

BX : A(arn:aws[-a-z]*:elasticfilesystem:[0-9a-z-:]+:file-system/fs-
[0-9a-T]{8,40}|fs-[0-9a-T]1{8,40})$

PVE B
LifeCycleState

B 7 EN B an B HA PR ER o
HR . 7R

B {E:creating | available | updating | deleting | deleted | error

PNE B
Name

FHHMNETE, ER Name EBHE,
R . FH

PDE &/

Ownerld
Bl AWS 1RF SR EIFEIRR .
B F&H
RERS : REERA 14,
B A(\d{12}) | (\d{4}-\d{4}-\d{4})$

PNE B
PosixUser

SSEMW POSIX BE0#EA , SR/ENS EWFEHAE ID, 848 1D MXESHE D, EL IDEAR
NFS AFImERFRMNFIERERIEE,
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A - PosixUser Y14

BE B

RootDirectory
FHEEEFS BERRARLLFENE S , R NFS AF RBBXIFIEFME EFS ERRRHRE
#%o

A . RootDirectory ¥4

PVE B
Tags

HEERHNEEBRNER K BrA TER, WaavkEsl,
¥H : Tag W5

RE &K

=
s
&5

=
>3

¥

\

MFEEF-EFESHE AWS SDKsHER L API (VEFREF , FS2RTIAR !

« AWS B C++ 1y SDK
« AWS B Java V2 #J SDK
. AWS i@ Ruby V3 ) SDK
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https://docs.aws.amazon.com/goto/SdkForCpp/elasticfilesystem-2015-02-01/AccessPointDescription
https://docs.aws.amazon.com/goto/SdkForJavaV2/elasticfilesystem-2015-02-01/AccessPointDescription
https://docs.aws.amazon.com/goto/SdkForRubyV3/elasticfilesystem-2015-02-01/AccessPointDescription
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BackupPolicy

AREYSHBABREANERRENREOBRR, MRMREESR ENABLED , RTEEABRHERR
. MEFMER , F2REHRS.

B &
Status

R ER R R0 BEAMRE,

- ENABLED : EFS [E7# B B0 R KK,

- ENABLING : EFS EZFRRBERRHK B Bis.
- DISABLED : BRI R R E B0,

« DISABLING : EFS EEBIFIRERRKE BB H D,

BE . FH
5 W{E:ENABLED | ENABLING | DISABLED | DISABLING

PVE .2

%nﬁ/ﬁ

MEEHFP—EFESHE AWS SDKsHEA L API FFHER |

%’ﬁlﬂ

AZ2HRTIIRE

« AWS BRAR C++ B9 SDK
« AWS BAR Java V2 WEIREH
- AWS E AR Ruby V3 B SDK
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https://docs.aws.amazon.com/efs/latest/ug/awsbackup.html#automatic-backups
https://docs.aws.amazon.com/goto/SdkForCpp/elasticfilesystem-2015-02-01/BackupPolicy
https://docs.aws.amazon.com/goto/SdkForJavaV2/elasticfilesystem-2015-02-01/BackupPolicy
https://docs.aws.amazon.com/goto/SdkForRubyV3/elasticfilesystem-2015-02-01/BackupPolicy
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CreationlInfo

MRIEEM RootDirectory > Path 77k , AIFENEE, EEEEREFEEN
RootDirectory > Path #J POSIX ID MFFAl. MRFWMERE B ILFE , EAFRERIFIE
B EFSEFRAELREREIE, BE CreationInfo B , B4 EGEFEBMHMNE,

QEEHEME M Creationinfo : OwnUid. OwnGID FEF Ak , Amazon EFS &€& BB &, M

RIEARREHUER , Al Amazon EFS FEEMUBRE &, MRBEHAFEFE  ERAEAFRMBHLE
XM

/A Important

MREFEM CreationInfo BIEEM RootDirectory AF % , RIERFEAFENMEHEE
RREBE RN,

B 8%

OwnerGid
IEEEEME RootDirectory # POSIX B48 ID, 2 0 | 2°32 W91 (4294967295),
A : Long
BXNEE : :%/MEA 0. RAEA 4294967295,

PNE 2
OwnerUid

EEEEMZE RootDirectory Ky POSIX £ # ID, #3214t 0 F 2432 W{E (4294967295),
/A : Long
BHEE : &%/MER 0. RAES 4294967295,
PVE B
Permissions
DRAERERNNU TN N\ELEFHRN , BEEEMZE RootDirectory #y POSIX FF .

BHR . FH

CreationInfo 502



ERAEER

Amazon Elastic File System

RERS : RETRA 3. RELRA 4.

B A [0-71{3,43%

ME 2
F@2E
BZ2ETIARA :

WMEEEHD—EFESHTE AWS SDKsHEALL API IFFHER | 5

« AWS ERR C++ By SDK
« AWS B Java V2 WEHREH
« AWS EAR Ruby V3 Y SDK

503

Creationinfo


https://docs.aws.amazon.com/goto/SdkForCpp/elasticfilesystem-2015-02-01/CreationInfo
https://docs.aws.amazon.com/goto/SdkForJavaV2/elasticfilesystem-2015-02-01/CreationInfo
https://docs.aws.amazon.com/goto/SdkForRubyV3/elasticfilesystem-2015-02-01/CreationInfo
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Destination
B ERERPRY E Vi ERRMR.
B &%
FileSystemid
Amazon EFS B Wi {ER R4 1D,
HHE . F&H
RERS : REERA 128,

B : A(arn:aws[-a-z]*:elasticfilesystem:[0-9a-z-:]+:file-system/fs-
[0-9a-f]{8,40}|fs-[0-9a-f]1{8,40})$

VE B

Region
AWS B35 B B8 RARMATER
¥ FH
RERH . RETRA 1. RELRA 64,
B Ma-z1{2}-((iso[a-2]1{0,1}-) | (gov-)){0,1}[a-z]+-{0,1}[0-91{0,1}$
ME:Z
Status

ERERARNARE, WERRRENFHEENR , 526 (Amazon EFS EHEER) PHBRGEE
Rt &~

HA . FH
B{E:ENABLED | ENABLING | DELETING | ERROR | PAUSED | PAUSING
RE =2

LastReplicatedTimestamp

£ B RERRE LIER TR &L —RES R, Fizn , $RFEERRKE LAERPTAE
E2ERERENDERIBENERRRT. EU2R  RRTREBEIZ2ERRENEMEE,
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https://docs.aws.amazon.com/efs/latest/ug/awsbackup.html#restoring-backup-efsmonitoring-replication-status.html
https://docs.aws.amazon.com/efs/latest/ug/awsbackup.html#restoring-backup-efsmonitoring-replication-status.html
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/A : Timestamp

PNE B
Ownerld

B B b 48 R RKFTER AWS IRF 89 ID,

BH . FH

RERH : RELRA 14,

B A(\d{12}) | (\d{4}-\d{4}-\d{4})$

PNE B
RoleArn

FIRIRE & IAM A &K Amazon Resource Name (ARN) , fi5F Amazon EFS REHTEE, iER
HERFEZNEREE , BIRFERIASEIER,

B . FE&
RERS : RELRA 2048,
] : arn:(aws[a-zA-Z-]1*)?:iam::\d{12}:r0le/?[a-zA-Z_0-9+=, .@\-_/]+

RE &K

StatusMessage

REESE WA PAUSEDSL ERRROR MREEFFMIEAMALE, MEEEREASWFMENR ,
=28 (Amazon EFS FREIER) PHRIEESFHHEEH.

BE ¥R
VE B
% ABZ ﬁ
MEEEP—BESISE AWS SDKsAR{ER Itk API BVEFMIER , F2ERTIRA

« AWS BAR C++ 1y SDK
« AWS #E AR Java V2 By SDK
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https://docs.aws.amazon.com/efs/latest/ug/awsbackup.html#restoring-backup-efsmonitoring-replication-status.html
https://docs.aws.amazon.com/goto/SdkForCpp/elasticfilesystem-2015-02-01/Destination
https://docs.aws.amazon.com/goto/SdkForJavaV2/elasticfilesystem-2015-02-01/Destination
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« AWS JEA® Ruby V3 By SDK
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https://docs.aws.amazon.com/goto/SdkForRubyV3/elasticfilesystem-2015-02-01/Destination
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DestinationToCreate

HRERERTHFNIRS BB ERRRE.

- MRECHRBEEINHFPIERRR , BVECEHNHERIRENERRK ID. Amazon EFS &I #T
WZAERRK. HREESRFT , BEEERHPEURRRENTAESR. ZEFEHATER KMS
AWS Key Management Service £# LA €88  FBMLIEE, MEFMER , F28 (Amazon
EFS FHEIERE) PHEREEEEHH Amazon EFS ERE#. EFS

® Note
BURBRRRR , £EL8E KMS SR IMEEERN,

- MREHREEREINRERFEERRRUAMEBIRSFINRAEERRIR , IEERUEEENERRAEN
ID = Amazon Resource Name (ARN), X BERAERRENETEERE. WEFHEA , F2B8
{Amazon EFS EAEER) PHNEEZREHNERR K.

- IREERERRFERTIERFERRZE (BIRFER ) TRANIRFHINERRR  £FERH
IERRMAY ARN 725 Amazon EFS £ Bk F EFTERHN IAM B8, LAFAERIRHN
ERBERRE. WEFHMER , F268 (Amazon EFS EAERERE) HHE BX AWS IRF,

B %

AvailabilityZoneName

FEEVMRERERFNERRR, F

T

EEERHPERYBRNMERRENTHAESERE.
B FH

RERS : RETRA 1, RELRA 64,

B .+

PVE B
FileSystemld

ERR BN ZBRRMHN ID HARN, HRERFER K ELER ARN, ERZFNERTHGE
RYBEERAERER. WWRKIEE IDH ARN , AIGEYHNERRSK,
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https://docs.aws.amazon.com/efs/latest/ug/create-replication.html
https://docs.aws.amazon.com/efs/latest/ug/create-replication.html
https://docs.aws.amazon.com/efs/latest/ug/efs-replication#replicate-existing-destination
https://docs.aws.amazon.com/efs/latest/ug/cross-account-replication.html
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® Note
BERRBREEEETRERRERAI , Amazon EFS ERE A B WibERRAHKSD
BRAGER , ULFEREERRATPINER, NMREFTEESFENHERIETIHNER ,
AENAESIFNERRR, WEFMAER , 52 Bhttps://docs.aws.amazon.com/efs/
latest/ug/create-replication.html,

B/ . FE8
RERS . RELRA 128,

B : A(arn:aws[-a-z]*:elasticfilesystem:[0-9a-z-:]+:file-system/fs-
[0-9a-f]{8,40}|fs-[0-9a-f]1{8,40})$

PE R/
KmsKeyld

EELSERARMNE B ERRZFKELN AWS Key Management Service (AWS KMS) &8, I1R&E
WARIEE KMS £8§ , BBEE Amazon EFS A KMS &8 /aws/elasticfilesystem &
Amazon EFS WV ARE. Lt ID AR T HIH A — %

- 248D LM —BIEE , Fli0 1234abcd-12ab-34cd-56ef-1234567890ab,

« ARN - €88 ARN , #l#0 arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab,

- TBAE - XA ASREVNERERE , HlW alias/projectKeyl,

- 88518 ARN : £885I&H/ ARN , I3 arn:aws:kms:us-
west-2:444455556666:alias/projectKeyl,

R . FH
RER®S : RELERA 2048,

R . A([0-9a-T]1{8}-[0-9a-T]{4}-[0-9a-f]1{4}-[0-9a-f]1{4}-[0-9a-T]1{12}]
mrk-[0-9a-f]{32}|alias/[a-zA-Z0-9/_-]+|(arn:aws[-a-z]*:kms:[a-z0-9-]+:
\d{12}:((key/[0-9a-f]{8}-[0-9a-f]1{4}-[0-9a-f1{4}-[0-9a-f]1{4}-[0-9a-f]
{12}) | (key/mrk-[0-9a-f]1{32})|(alias/[a-zA-Z20-9/_-1+))))$

PVE B
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https://docs.aws.amazon.com/efs/latest/ug/create-replication.html
https://docs.aws.amazon.com/efs/latest/ug/create-replication.html
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FileSystemDescription
ERREHR,
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PNE 2
CreationToken
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RERH : RETREA 1, RELRA 64,
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FileSystemld
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HR . FH
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BE 2
LifeCycleState

BERRARN LB,
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FileSystemDescription 510



Amazon Elastic File System EREEmR

B {E:.creating | available | updating | deleting | deleted | error

PBE 2
NumberOfMountTargets

EEXKEHENHEEEY., NFEFMER , 2B CreateMountTarget,

B B
BNEE  K/MES 0,
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BEERENUEEER,
HR . 7R
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Bl , REHTREAREZERRETAREBENEL KN,
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HR . FH

RERS : RETRA 15 RELRA 47,
3K : Asubnet-[0-9a-f]1{8,40}$
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A . Long
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CreationTime
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Destinations
BVt YRS, EXE—EE Y,
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OriginalSourceFileSystemArn
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HR . 7R
MHE 2

SourceFileSystemArn
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R : A(arn:aws[-a-z]*:elasticfilesystem:[0-9a-z-:]+:file-system/fs-
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