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4. EBFRNER , (REBNBRELHERLIER

AN R R EERERIH R

BERBDERE

HRRF , B gl Amazon RDS EIRMER, EHEIREE L , AREERERYT , AR
AERHERBHNERFE., AN ERNEEEEBEN AFHENSHERA. WBRRFHRERE
FERUENER K HPESEENFEERA,

®1% RDS R IEEENFM D

FEAEREER , RARBEEMR , SUEE Amazon RDS BRI EHTERNFM D TNER,
Ao rEER R CRRBUENEFER Amazon RDS BRI EHTEE.

B TYAREFMAEARR

1. EREEEL  SREREHES AWS/RDS WEBER,
2. FEEREFEEN,

HEEFFAETER. FEARKENENRERE  URBERETNERE. EMEBMWRRLE
FRAHEARR/BELESNER,

3. (ER) nRZEERZIFE  FRAARGNEETEETRANER.
AL ETERIFREFARETHRRA.
BRI

HHAEFNEENRRERRERME . FEHHERH Amazon RDS EREHTERBEIAINEEREE
Mo

Database performance anomaly: prod_db_678 i
Resource overview Go to application view for 6 related anomalies
Resource name Anomaly severity Start time Duration
prod_db_&78 Mar 07, 2021, 14:32 UTC 3 hours 2 minutes
DB engine Anomaly summary End time
Aurora MySQL Unusually high DB load, 7x above normal. Ongoing

Likely performance impact.
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AEEE TR -

- EREE-BIERNEREHNTERRE. ELET , ERE A prod_db_678,

- BERESIZ-BIEENERENTERRE. HELHEHF , 51FS5 Aurora MySQL.

- EEBEM -ERUITEERNAERXEER. TRNBRENAS. FHE.

- EEBE-BENTERE, #ENREREESNENESH,

- ARKENERKED - EERBNERNERE, IRERSEE/ETH , KNBERE,
- FERB - EETANEERRE. EUEST  EERFERE 3 NKX 2 9,

FEEE
FEEEERFERARNERE  ERFRPHRLENER. KASEREERAENEATEESE
Ny — AR REIE,

EL:iLI)-:;'sa.‘_:EuT:reﬁ;tDrsigﬂucted an anomaly in your database load. The metric measures database activity in average active sessions (AAS). Slice DB load h"’ Last 6 hours

Database load (DB load) Average active sessions (AAS)
xlarge, 16 vCPUs)

(db.r5.4xl
2 4 (6x spike) info

mﬁl-a-n—.-n{;r-—-—-—g{gia—-—-—-“‘-im-.“_
Typically: DB load up to 4 15
: | | | |
5 — — — — — — ——
ULV LR L L]
by e
Mar 7 11:00 Mar 7 12:00 Mar 7 13:00 Mar 7 14:00 #32 Mar7 15:00 Mar 7 16:00 Mar 7 17:00

Time (UTC)

[
S w o

B crU io/table/sql/handler M synch/rwlock/innodb/hash_table_locks = Anomalous DB load

[] High severity anomaly Max vCPUs
View in Performance Insights E

EAEREHEBERENESFEEN. EHEs+h  HEESTIER

- EREHA (ERHESA) -EES2EAEREFHARE., BUFEPHNYEIEEAS DBLoad, It
EEBERMHE Amazon CloudWatch,

» db.r5.4xlarge - BRI EHITERER. vVCPUs WRIE , ELEFIT A 16 , WEETH/ERF TIEMHE
ER (AAS) BIRFHYERR.

- 24 (6 fEIEEH ) - ERERH  HARTFHRENRBERALFGER+F TERE (AAS) €, B
e, EREHENEAEERE , ERERTHEE 24 BTERREMERAPRE, ERESHELL
BITEBEFENERFN 6 15,

- —IRME  ERERESRZ 4-E-RIFARHHE , LAAS AIENENESREE, H4 RTHE
ERRENE , ENELEEMEERBEFIOE 4 EREDH THERERERERPiIRE,

1 DevOps Guru for RDS F{EHE 42



Amazon DevOps Guru EREER

RIBEFER , ERERSREFEMETIE. ERTERTEERANEAXCEARKRHBENES
BEMBRANEEEN. BRETHAERANER (A2 ). $SENIRIEPERFFEARSE
BRNEFEFSEHL

- CPU
« I0:wait/io/sql/table/handler

It Aurora MySQL ERIEHRN EREGEHEBIERE., B2 7 HUOMAEMA Amazon Aurora FEY
SEHEMHFRMEE , 526 (Amazon Aurora A EIEE) FRIEA Aurora MySQL BV FFEHFHK
FE A Aurora PostgreSQL HNESFE4FAR. BE THRUMMAEEA RDS for PostgreSQL AR EFEH
RFARMEE , 582E (Amazon RDS EAEER) P A RDS for PostgreSQL WY EFF=4ETH
o

MHEER

HBEREERIILFRERY K ERARERTNRE[ERE, BE
&

Related metrics (2)
When your DB load is high ot netrics often se these m Sk our performance iss 5m 30m 1h &h 12h 24h  Custom
When your DB load is high, other metrics often show anomalies. Use these metrics to help diagnose your performance issue

HE i RIZH AN BEN Hi

]
I

Q 1 &

Timeline (UTC)
Metric name
Mar 7 11:00 Mar 7 12:00 Mar 7 13:00 Mar 7 14:00 Mar 7 15:00 Mar 7 16:00 Mar 7 17:00

CPU running tasks
Currently: 162 processes ( & 3x); CPU running tasks

normally: 56 processes 200

Contributing to: 150
CPU capacity exceeded 100

50

e I

— CPU running tasks []High severity anomaly

CPU utilization

Currently: 97% (& 2x);
normally: 50% 100%

CPU utilization

i 75%
Contributing to: :

CPU capacity exceeded 50%

25%

0 i

= CPU utilization [] High severity anomaly

HEERERXRAMEENN  EESBNEEMH (UTC), ERRTNE —JIHBHEEREER,
B-INE-—WMITETIER
- ##-EENEE, F-IERERRBA CPU SITHHER.

1 DevOps Guru for RDS F{EHE 43


https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/AuroraMySQL.Managing.Tuning.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/AuroraPostgreSQL.Tuning.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/AuroraPostgreSQL.Tuning.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/PostgreSQL.Tuning.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/PostgreSQL.Tuning.html

Amazon DevOps Guru EREER

- BRI -EENBRIE. %5+ , BRIEA 162 EREREF (3x).

- EE - WEREERERR , LIBEMNEEE, DevOps Guru for RDS X ERENE S 1 BAKE 95
BEsE, E—5EH 56 ERFEFEE CPU L#I1T,

- ERE - Bt iEEARBOREERR. % —5F , CPU BITTHNERERREEBEEN CPU R
EE

FEMHSERERNTRE, B ESERE R DevOps Guru for RDS BRERERIEEASBREMK
B B [0 P PR

DR MEZ

HARNREEHATERBE K CREEFHRT TEFENRERERR. SEREERBER—A
HEBER,

EoMNEZBRERNTIEF  SENERRERAME—RREEE,

Analysis and recommendations (2) 1
Anomaly Analysis Recommendations Related metrics
High-load wait events The DB load for the CPU and |10 wait Investigate the following high-load wait events: Database load vs. max vCPUs
types was 21.6 average active sessions + CPU
(AAS). This was 90% of the total DB View troubleshosting doc [4
load.

+ ioftable/sal/handler
Why is this a problem? View troubleshooting doc E

Investigate the following SQL IDs
» F19D34565WMLP345

View Top SQL in Performance Insights A

CPU capacity exceeded The CPU run queue exceeded 150 Tune SQL IDs
processes. CPU utilization exceeded 97% + F19D34565WMLP345

SQL statement asks.running.avg)
Jtilization.total.avg)
delete from authors where id < { select * from (select

max(id) - 30 from authors) a ) and id > ( select * from
(select max(id) - 500 from authors) b )

» 12AASF98001090001

to reduce CPU usage, ©
the instance type to NG cuse w0«
capacity.

ERRITEUTERT:
- EE - RREBN—RER. AuESP  F-EEERSAHSHFEN  F-EAREBCPUR

- i - REREFMERH.

EE—EEED , —ESHRRSEH 0% WERESS., EFE_EEEH , CPU ZTTIEIB
150 , ERREEMEERRE , Bid 150 #T/ERFEREEEF CPU B, CPU FEAREIR 97% ,
BERTEBEZREEB , CPU B 97% WEREITE, it , CPU &FHEWLH , mMFF 150 BT
EREERE$1E CPU L3117,
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- BEER-EBNEREHEENEE,

EE—EEEH , DevOps Guru for RDS BEEFAEZEFEMH cpuMl io/table/sql/handler,
EETHUNARBELEHRAEBERERLE , F2H (Amazon Aurora EAEER) FH cpu M io/
table/sqgl/handler,

EEZEEEH , DevOps Guru for RDS BEZELEBFAR=1ME SQL FiRXKFL CPU FRHE., &
AL BRI FETEEEE FUER SQL XF,

- HBEE-AZRHEESEIENEEZ, NEELIEENEFMER , 528 (Amazon Aurora {#
F#&IER) T/ Amazon Aurora IEE2Z 5, (Amazon RDS #H &) FH Amazon RDS IE1E
B8Z,

HE—EEHF , DevOps Guru for RDS EZ G ERES HEHNTERMNR K CPU EITLE, £
—EEEF , EEESE CPUHITITH. CPU ERARMN SQL #I1TR,
BRETHERE

ERRF , B g4l Amazon RDS EIRNER, BEXHIENREARH-—EXIBHEENFEE
o EEBREEEL , BB REMSE. FREENFEER , URMHILERRBENEERE. B
REETBHER K FEZBREEE,

Insight #5&

Insight IBERRHERAMNEIRARNFAET. c2RFRAENEREY , UREFNELR UK
EERENKBEE, ©E5HT DevOps Guru BRAIZINZ R ERBENEARIXNEE.

B

EEERRHRENEFX. SEEFERETHERNEETARENRE  URKREERFEBRNERE
o

REERNVER

AHEBEUUEHEEEKEANBECE , FKEUBLEERERCHRVEE, BNV EIESE
TEEBWBEITEEMT, DevOps DevOps Guru BEWTHWERINT : MEMNMEEEZNFMAE
2 , 552 @ the section called “EIFEER",

Ol 2 55

BBRRRRFREENND, FUEERNIHTTD  EERIITEIRERYERE, —KMS , EFHRW
I EZ
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1. HET RSN ERERER NERBE,

ERLEERT  BETVEISEHAERMN, il MREEBAXENEASRIFERES
# , DevOps Guru for RDS R EHFEAMERE, T8 , BFEECEHER , RAERZAE
AP FEEE R,
MREHEEEEECE BT T —ESR,
2. RERRBEEER,

HEBXRETD  ERRSETEBNEF. YRR  ERRMEBRENDERHMAEARE
LHERR, BRI, ERTHIREEALNERATEEN,

DevOps Guru for RDS REEESEEETERERIINERFE. MEIFER  FHEMERS
BEERNEREMRE K TZEEAZESR. IRESIEANENER , FAET—ELR, R
RE , FRBRGHNLSR  UERAFHRMEBEETRERE.

3. BITERBHEME,

DevOps Guru for RDS BZEHIT T 5 H P —1HIRE :
- BITRENBERE.

f5lan , DevOps Guru for RDS AIREEEREH R CPU RE, FAREABRXEERTE , AN
RERE B
- AEBENRR,

—f%ME , DevOps Guru for RDS BERERAEREMN SQL BMARXNHEFEMH4. il , BETRE
RREEHFEH io/table/sql/handler, EZB (Amazon Aurora EREERE) PHER

Aurora PostgreSQL B SFEHFARIAER Aurora MySQL WEFSEHARPIIHNEFE=H |
& (Amazon RDS &) FHEA RDS for PostgreSQL M ESFEHFARPIIHNEEFE
., RBRBTEBNEE,

/A Important
BERLLEEARMTER LAREMEE K RARBEREENITER, WAL T #2
ENTE,
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£ H B B E R 4 Amazon DynamoDB

T Z&RE R DevOps Guru E512 1Y & 51 22 51 K5 B Amazon DynamoDB,

Amazon DynamoDB fEARf| &4l EE
HRAENERNMEA Amazon DynamoDB FEEEE  AccountProvisioned
R, BRAMARERAKRE ABRPWERREFEBSEES  ReadCapacityUtilization,
#9 AccountProvisioned ERRBRES,

AccountProvisionedWriteCapa
cityUtilization

ReadCapacityUtilization #
AccountProvisionedWriteCapa
cityUtilization,

BRI RERGERENHEE HEENBEXMEHER KT ConditionalCheckFailedReque
REDFEHFHEFZ Amazon  HIEEBRER., BENEERIE st

DynamoDB R W HERE XNIHEFHREPTIEN.

BLRHK,

£ FESE P &R /E Amazon ElastiCache

T Z&REER DevOps Guru ESi3 iy €551 2= 4|08 & Amazon ElastiCaches
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« BELAMER AWS BRRIRESS  MESTNERNEE AWS BHEPNERREERR., WFEFHEE
7, F2H (AWS ERFENERERAEEE) FNERFEES.

ELKEBRMEBEERE , RREHMEESMASR/ANE, Hlw , BALldevops-guru-4 DevOps
ERAERXTHNMEERENES ¢BNER, St LFEAKS|I# devops-guru-F{E REFIEFE
®RDS , AR EZRROIB/EHERLEZEAENFH Amazon RDS ER, MREEEETIEATRRE
EREREXPH Amazon RDS EREANER , EEREHR,

£ CloudFormation # & 3z 5l DevOps Guru FEREZX P EIR

&AL E R AWS CloudFormation 38R E £ HE DevOps Guru 24T AWS &R, HEBRUE
—BNEEN—H AWS BER, BEFHHEPNEREREN DevOps Guru HEEHE AR, HR
BEEZENSEHE SOMHIEBEERTHREERREBERRTA. AR, ELBESHEAEE
WEE 6 UBLER. SERERHIE —JZEESR , UFEEMHRELRE, BUIEEWHE
EH LRA 1000, MEFHMER , 52 BAWS CloudFormation { ERAEIER) FWHERMEEN £
DevOps Guru FEFHEH AWS AT EREEHE,
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121%’& k% , DevOps Guru Y EIFRB 2T EMEEHEBNENER. WREWHBBRER , AR
D ZEIR.

R EEEFEZE DevOps Guru 2 TERFHPNFIEXZEER (EXRT AWS BHRF R &8/
DevOps Guru SHEZE SRR ) , Al DevOps Guru MY B IIRFHEEIEERNEER , @FH
BPNER, RTEHETINERERREYNAIREERFEMRSEH,. IR HEEBTERNETENLF
R CBASEHEBERKHE E. WEFHEENR  S2BE T HEETANTSERER,

RIZHE B DevOps Guru 747

BIEZEIE RN CloudFormation 8 |, I8 EZHE Amazon DevOps Guru 2 MWV ER, &R LA
AWS BB FiE4 = SDK REITILIRE,

X8

- EEFEEZSMHH DevOps Guru & ( EEE)

« BEESHH DevOps Guru & (DevOps Guru SDK)

BEBEDHTH DevOps Guru B8 ( X#88)
A LAEA TR A#18 AWS CloudFormation &,
BREQSESTZE RIS

1. BRUIR https : //https://console.aws.amazon.com/devops-guru/ B Amazon DevOps Guru F 32

B
2. BAREBEER , ABRBERTE,
3. 7E DevOps Guru TR EEHER , BIEFEEE,
4. WMREFHE DevOps Guru P HFMBHEBPHNEIR , 55:81F CloudFormation #B& A AREEFETS
Heh—{Ei#E,
- IBER-WERFHHEBINMEER. SEHEBINERTE,EIBECHERER
P, FESHERFPEATEHEINER.

o BEUHEE - BEURHE DevOps Guru FHTHIHEE, BZENNSEXESTHNERESHATES
WERAERN, BN ESKRHEETUAMBNERE |, LURERZSEHE, SRS TTLUER
1, 000 A&
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ERAEER

BIZEE S HH DevOps Guru H#8 (DevOps Guru SDK)

£ ZE#H Amazon DevOps Guru SDK #§7E CloudFormation 8 | 565

UpdateResourceCollection’sit., MBFMEN , 552 (Amazon DevOps Guru APl 8¥&) H
B9 UpdateResourceCollections
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£ Amazon EventBridge

Amazon DevOps Guru 82 Amazon EventBridge 4 , WEAEEERNEERN REMNIEES
#. RE AWS BRENSHELULFENRN 5 XX I ZE EventBridge, ZRAIREFHEMNRL , RIETE
EENEH  URESHRERARMESBRTHEE. TEBRBNEESIETHIEEH

- WA AWS Lambda B &

« A Amazon Elastic Compute Cloud #{Ta %
- BEHEEZE Amazon Kinesis Data Streams

« XA Step Functions iRAE#ES

- J@Z%0 Amazon SNS = Amazon SQS

BULGERETIIEMALERNEXNRBSREMH , RV BFTEXRAUERE AWS WERTREE
=

* DevOps Guru New Insight Open

« DevOps Guru 1 & ¥ B

« DevOps Guru Insight BRE % 2 F#k
« B3 DevOps Guru ¥i&:%

« DevOps Guru Insight 2 B8 FEf

DevOps Guru BIE#

LA 2 DevOps Guru W EifIS4., SAERHSENH, EEE—F THREHER , 28 Amazon
EventBridge 8 Amazon EventBridge B4 #&E = AP,

ﬂlh

DevOps Guru New Insight A4

DevOps Guru BRUEFTHR R , EX T IS4,

{
"version" : "0@",
"id" : "08108845-ef90-00b8-1ad6-2ee5570acbe4",
"detail-type" : "DevOps Guru New Insight Open",
"source" : "aws.devops-guru",
"account" : "123456789012",
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"time" "2021-11-01T17:06:102",
"us-east-1",

L1,

"region"
"resources"
"detail" {
"insightSeverity" "high",
"insightDescription" "ApiGateway 5XXError Anomalous In Stack TestStack",
"insightType" "REACTIVE",
"anomalies" [
{
"startTime" "1635786000000",
"id" "AL41IDFFQPY1Z1XD8cpREKAAAAF83HGGGCOTMTr91bfI7sCiIS1IWMeFCbHY_XXXX",
"sourceDetails" [
{
"dataSource"
"dataldentifiers"
"period" "60",
"stat" "Average",
"unit" "None",
"5XXError",

"CW_METRICS",
{

Ilnamell

"namespace"
"dimensions"

{

Ilnamell
"value"

Ilnamell

"AWS/ApiGateway",
[

"ApiName",
"Test API Service"

"Stage",

"value" "prod"

]I

"accountId" "123456789012",
"messageType" "NEW_INSIGHT",
"insightUrl" "https://us-east-1.console.aws.amazon.com/devops-guru/#/insight/

reactive/AIYH6IxdbgkcGOxImypil 4MAAAAAAAAALOSLE jkxiNProXWcsTIbLUQ7EZ7XXXX",

"startTime" "1635786120000",
"insightId" "AIYH6IxdbgkcGOxImypil 4AMAAAAAAAAALOSLE jkxiNProXWcsTIbLU@7EZ7XXXX",
"region" "us-east-1"
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}I

ERARSEEMH Insight WATEHEHERX
RAEAEHER BB E LS EHRMEI B, 5 TE DevOps Guru BHEREH,

{
"source": [
"aws.devops-guru"
1,
"detail-type": [
"DevOps Guru New Insight Open"
1,
"detail": {
"insightSeverity": [
"high"
]
}
}

BRARSBREMH Insight B BFTEHHISHER 58



Amazon DevOps Guru EREER

B ¥ DevOps Guru 5%
B A LLEFT T %) Amazon DevOps Guru i%7E :

- 2 DevOps Guru HEFE, ESREDHTEIIRS PR BHLER,

- IRHBEH, EERREF WL Amazon Simple Notification Service EERBHAEEEH
DevOps Guru B4,

- AR, ETFEAFEFEMER. MEM AWS Systems Manager BEEEE. & I H B
DevOps Guru EAERAFER. CREFEAHMR2 S8 , UREAHEEEHERE Systems
Manager OpsCenter 237 Opsltem, OpsCenter

&

- EMENEERFERE

- 7£ DevOps Guru FEFEN AWS 2T EEEE

- 7£ DevOps Guru FEHEHEA

« B2 DevOps Guru EH

- 7£ DevOps Guru FEF AWS Systems Manager &
 7£ DevOps Guru ¥ EF BHFEFEEA

« 7£ DevOps Guru FEH I ZERE

AN EEIRFRE

&I A BB P AYIR F 3R E DevOps Guru, MREEAZEMEREERS , B LLEEZMBREE
BRATIIRE, NFEAMBREESNFMEET , FSBEUH DevOps Guru.

#£ DevOps Guru FEFEH AWS 5 TR E & E

BRI LLE R F ® DevOps Guru 24T AWS WE R, BEELMN , FEEE TSP EIMERE
H , AR EERE, UEFHEA , F2EREITNER,

£ DevOps Guru A EHT IR HY & A

FRERRBHNEEE Amazon DevOps Guru E4# Amazon Simple Notification Service £78, &R LA
HAWS (REFEFENETERBBEDRE , A DevOps Guru EZRIRFHEVWHEERE =
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i A SRR [ AWS 1RF A EEM Amazon Resource Name (ARN), HRIEIEEREWRS &
MERE ARN , BIAEK IAM BURAIBEZXEE , AR F DevOps Guru FEREENFT T, MEFH
EH , 52 B Amazon SNS FTEMFT T, BHRZSIUTUIEEMEEE,

DevOps Guru 81X T 5| EHEVEA

- BIYFARR,

- FNEESHERAR,

- TARMBEME® Lows A#fkMediumP High,
c ARNREESRETHIEERSHR,

- ERAERNER.

EREHSERHMIEE DevOps Guru 1RF K , 2R ZEEM CloudFormation H B ZH S8 &
% , DevOps Guru B Z{EiX @A,

ZAI LR B PR ERT R E I Amazon SNS BH , IR EEERK. BARNBREMEER
U Amazon SNS EHl, RIFFERR , LEWREIFFEEMBBE,

EEEHENEAN  FAEEZEAER , ARBEETENE. BERIUER Amazon SNS BHIEHE
RYAERE,

&

- BEZ DevOps Guru R AFHBHERE

« 7£ DevOps Guru & #7138 Amazon SNS B F &
- 7£ DevOps Guru E#ZE & HBBR Amazon SNS BHEE

« B ¥ Amazon SNS & H4HAE
o ¥718%| Amazon SNS FREMEFA]

EEZE DevOps Guru E#EAFHBEHNRTE
EEEWMBHN  BXNAXEEEZRBAREREEE,
BEXBRAZEERER

i

1. BRUIR https : //https://console.aws.amazon.com/devops-guru/ B Amazon DevOps Guru F 32

Ao

2. EEEBEKRTIERE Settings (FXE)-
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REAHIEBHER , HPF IS ERE Amazon SNS EEMNHEBER

#£ DevOps Guru X2 & P #738 Amazon SNS BHIEE
7t DevOps Guru £ & #7118 Amazon SNS BHIEE

1. the section called “B&ZE DevOps Guru £#Z & PHBEHERE".
2. iZ#E Add notification (37i8@ ),
3. FEEHE Amazon SNS 88 |, BH T T A EF —EIRE,

- BECEREFEHELENN SNS £E, AR, KEEETEFitF , WALRRZREANNE
FEribst, HEMARME S EFubur | FHEEMEE T B4
- BIEFEARBR SNS THE, AR, EE AWSIKRFHNEES , BEELEEANEE,

- EIEFEHABAEW SNS TEARN , RE—EIIRFEERENEE, A%, EWATEN ARN
i, M AERE ARN, ARN 2EREM Amazon Resource Name, BRI LAEARRIIRE SigE
FHE, MREES—ERFPEAEE , AIXEBERBRFIEBEEE, NEFHMAER  F2
BAmazon SNS FREHIEF I,

4. BE Save (EE).

£ DevOps Guru & HF #BR Amazon SNS BH £ &
£ DevOps Guru E#E & H B Amazon SNS &

1. the section called “BE&ZE DevOps Guru £#Z A PR EHELE”.
2. EEENHRBEE,

3. RTHNEEH  EMEBRNEE.
4. BEBR.

5 EERE.

BEE Amazon SNS @ H4HAEE

DevOps Guru F#) Amazon SNS BAFEEMERANBEMNERE, S LEERERMERELSERN
B, SEEKEEEBREMNSERTPBRELSHRNEN, BEILLEEBERFEEMNERNEAN , R
REWREEANER,

#18 Amazon SNS BHFE 61
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EREENFAEERBEEHMN Amazon SNS EHIEE | DevOps Guru SEXETIEFRWEA

- BAFHBER,

- FNERESHEERR,

- ARMNBEMEH Lows F#kMediumP High,
« ARANREERETHIEERSHR,

- ERBIERNER,

BIFENR , FRSKWIENHBREHSRELN K mMASKIFmEERTERNEL,
E#H Amazon SNS B EMEHHAE

1. the section called “BE&Z DevOps Guru EE AP HBEHERE".
2. EEERRBIEE,

3. RTHNHREH  ENLEETEINEE

4

EEMABREMFRIAZERS, PHEBREMSHRNERN , UREESNPUZRENTRENLSE
AREVEA,

5, ERERRNMBENRENR A ERERRFAMIEAFENR  IREESFRRENHEE

6. BERF

¥ %) Amazon SNS EEMFFA

Amazon SNS £ 28 E AWS Identity and Access Management (IAM) ERBERHNE R, EBEIE
5 £ , DevOps Guru B4 FHIFFAI M MEZEHERBUEK,

"Sid": "DevOpsGuru-added-SNS-topic-permissions",
"Effect": "Allow",
"Principal": {

"Service": "region-id.devops-guru.amazonaws.com"
3,
"Action": "sns:Publish",
"Resource": "arn:aws:sns:region-id:topic-owner-account-id:my-topic-name",
"Condition" : {

"StringEquals" : {
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"AWS:SourceArn": "arn:aws:devops-guru:region-id:topic-owner-account-
id:channel/devops-guru-channel-id",
"AWS:SourceAccount": "topic-owner-account-id"

}
}
}

DevOps Guru FEEELF T eFEATEZRMBEN, MRETEHFTERFELHT , BANUR
S BRELHT K MATESHEGTRETE I —HEE. TiB , MRBRELLMH MAYET
A] , DevOps Guru FEEFER EERELEB A,

EF1& DevOps Guru B4

O] LAEFH Amazon SNS FTRERZRHBER |, FEIB the section called “SE# Amazon SNS & &14H
A= 2R EFE DevOps Guru BEA,

e}
- £ Amazon SNS FT B &R iE R 4 BUR EREIE Al
« Amazon DevOps Guru #I&%i% Amazon SNS i& Hl 5|

5 F Amazon SNS FTEEFiZ (R4 BUER EF B & Al

BT LA I Amazon Simple Notification Service (Amazon SNS) FTREFR R4 BUER |, LU A1
Amazon DevOps Guru REIH BN E,

EABERTBRRIEECWRIINBAER, S UEATIBRFEIE Amazon SNS AL,

« NEW_INSIGHT — ZE I )E B EIE A,

« CLOSED_INSIGHT — R B R R B3R R R E&E A,

« NEW_RECOMMENDATION — #£JE RE M #2ZFUEIB A,
« NEW_ASSOCIATION — f&if REREIFH EFE R EEA,
« CLOSED_ASSOCIATION — EREEFEEMBRKREEA,

« SEVERITY_UPGRADED — F#k i R & 5 1 B Uk E 38 A1

MEBEBIIEEI Amazon SNS FTREEHERGBERNWER , 52/ (Amazon Simple Notification
Service FEAEIER) FH Amazon SNS FTBIEREIRHER, EEEHRED , BALMERABERW 18
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EHP—EE# FMessageType, Bl , LT EHREEZMRMS , 5% Amazon SNS TEREHE
1R R R ERREEBEA,

"MessageType'":["NEW_ ASSOCIATION"]

Amazon DevOps Guru BV &fi# Amazon SNS & &N &5 4l

DT RREEAEEFRMHBRZ Amazon SNS £ Amazon SNS) BA# |, HEMessageTypedk
EA NEW_ASSOCIATION , Rt REERE R REF N EE R SEIXEA,

{
"accountId": "123456789012",
"region": "us-east-1",
"messageType": "NEW_ASSOCIATION",
"insightId": "ADyf4FvaVNDzu9MA2-IgFDkAAAAAAAAAEGpJId5sjicgaul2wmAlnWUyyI2hiO5it",
"insightName": "Repeated Insight: Anomalous increase in Lambda
ApigwlLambdaDdbStack-22-Function duration due to increased number of invocations",
"insightUrl": "https://us-east-1.console.aws.amazon.com/devops-guru/insight/

reactive/ADyf4FvaVNDzu9MA2-IgFDkAAAAAAAAAEGpId5sjicgaul2wmAlnWUyyI2hi05it",

"insightType": "REACTIVE",

"insightDescription": "At March 29, 2023 22:02 GMT, Lambda function
ApigwLambdaDdbStack-22-Function had\n an increased duration anomaly possibly caused by
the Lambda function invocation increase. DevOps Guru has detected this is a repeated
insight. DevOps Guru treats repeated insights as 'Low Severity'.",

"startTime": 1628767500000,

"startTimeISO": "2023-03-29T22:00:00Z",

"anomalies": [

{
"id": "AG2n81jW74BoI1CHu-m_oAgAAAF70hu24N4Yro69ZSdUtn_alzPH7VTpal3@JIXiF",
"startTime": 1628767500000,
"startTimeISO": "2023-03-29T22:00:00Z",
"openTime": 1680127740000,
"openTimeISO": "2023-03-29T22:09:00Z",
"sourceDetails": [
{
"dataSource": "CW_METRICS",
"dataldentifiers": {
"namespace": "AWS/SQS",
"name": "ApproximateAgeOfOldestMessage",
"stat": "Maximum",

EFZH Amazon SNS i@ & &5 ) 64
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"unit": "None",
"period": "60",
"dimensions": "{\"QueueName\":\"FindingNotificationsDLQ\"}"
}
}
1,

"associatedResourceArns": [
"arn:aws:sns:us-east-1:123456789012:DevOpsGuru-insights-sns"”
]
}
1,
"resourceCollection": {
"cloudFormation":{
"stackNames": [
"CapstoneNotificationPublisherEcsApplicationInfrastructure"

]
}
}

#£ DevOps Guru R E#T AWS Systems Manager &

B LA A= {E in AWS Systems Manager OpsCenter BY¥7E R A Opsltem B¥# 3, OpsCenter 2
—EBEPXREK , EAEEPRR, AENRERETIHEIEE (Opsitems), JARHK Opsltems At
BEEBETE , MFABRSERRBEUNERETA. NEFHFHENR , F2BEAWS Systems Manager
(EREEE) BH AWS Systems Manager OpsCenter F{E F Opsltem,

® Note
MREEE Opsltem EEMNU ARSI E , Al DevOps Guru EEFE#EZ
Opsltem. flg0 , #R &4 Opsltem IR "aws :RequestTag/DevOps-
GuruInsightSsmOpsItemRelated": "true" EAHMIER , Bl DevOps Guru 1 E
& Opsltem,

EEIEM Systems Manager 4

1. BRUIR https : //https://console.aws.amazon.com/devops-guru/ B Amazon DevOps Guru F 32

Ao

2. EEEBEKRTIERE Settings (FXE).

F 3 Systems Manager & 65
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3. TEAWS Systems Manager &/ , $tHSEER , EEUEA DevOps Guru £ OpsCenter H
31 an AWS Opstltem , A A S EREIL Opsltem, BUEEEUAF L ASEFERE
Opsltem,

BEERIRFPHPEIUOpsitems &, MFEFMENR , F2E AWS Systems Manager EfE.

£ DevOps Guru FEFHFEZEE A

EEAFGERRAIRE

1. BRUIR https : //https://console.aws.amazon.com/devops-guru/ B Amazon DevOps Guru FE 32
Ao

2. EEEBEBEKRDIERE Settings (FXE)-

3. EHHFHEEEAT , FEiBERT DevOps Guru 77 I REREE RAHBEBIRY HEEER |, EEA B

EEEH, T DevOps Guru B REDR RHEEEM HEEER,

£ DevOps Guru P EFHINZERE

BRI EMMARRE , UEA AWS HENEB/H AWSKMS BEFEZESR., RRBETFZE AWS
KMS &1 EIF R F2E AWS KMS &8 , DevOps Guru & B EhBI 16 £ F 7 88 3R hn 2 37 #EER
HPEER, BRERMSEALIHRENTFXE AWS KMS £RRIEFME.

(® Note

MBLHBTZ T |, REFAIMERTETH AWS KMS €488 | DevOps Guru A& £ 17 EUL 88N
FWEMER , mMBEEEEERNITEIUREACcessDeniedExceptionFEE

EEMERE

1. BRUIR https : //https://console.aws.amazon.com/devops-guru/ B Amazon DevOps Guru F 32

=18
2. EEEBEKRTIERE Settings (FXE).
EMBERF |, BIEHEMNE,

4. BREGREARRESHNMER, BULFEHATER AWS HEHN SR, BERENEFZES
& WEIFNEFZE AWS KMS €48,
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5. BERF.

in# 2 DevOps Guru 22N EER D . MEFMER , 52 Bthe section called “ERHMRE",
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EFEA

DevOpsGuru FEREIEEBEH,

ES -]

AENEHEREEENERNES,

#Hm R
EREMER

S A
MEE

BEMHE R

*m R

MERNBEAEE THER

"accountId":"123456789101",
"region":"eu-west-1",
"messageType" :"NEW_INSIGHT",

"insightId":"alb2c3d4-5678-90ab-cdef-EXAMPLE22222",
"insightName": "Repeated Insight: ApiGateway 5XXError Anomalous In Application
CanaryCommonResources-123456789101-LogAnomaly-4",

"insightUrl":"https://eu-west-1.console.aws.amazon.com/devops-guru/insight/reactive/

alb2c3d4-5678-90ab-cdef-EXAMPLE22222",

"insightType":"REACTIVE",

"insightDescription":"DevOps Guru has detected this is a repeated insight. DevOps

Guru treats repeated insights as 'Low Severity'.",

"insightSeverity":"medium",
"startTime": 1680148920000,

"startTimeISO": "2023-03-30T04:02:00Z",

"anomalies":[

{

"id":"alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"startTime": 1680148800000,
"startTimeISO": "2023-03-30T04:00:00Z",

WRR
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"openTime": 1680148920000,
"openTimeIS0": "2023-03-30T04:02:00Z",
"sourceDetails": [
{
"dataSource":"CW_METRICS",
"dataldentifiers":{
"name" :"ApproximateAgeOfOldestMessage",
"namespace" :"AWS/SQS",
"period":"60",
"stat":"Maximum",
"unit":"None",
"dimensions":"{\"QueueName\":\"SampleQueue\"}"

]I

"associatedResourceArns":[
"arn:aws:sqs:eu-west-1:123456789101:SampleQueue”

1,
"resourceCollection":{
"cloudFormation":{
"stackNames": [
"SampleApplication"

iy

EEIRE R
EMERARNBALE THER

{
"accountId":"123456789101",

"region":"us-east-1",
"messageType" :"CLOSED_INSIGHT",
"insightId":"alb2c3d4-5678-90ab-cdef-EXAMPLE33333",

"insightName": "DynamoDB table writes are under utilized in mock-stack",
"insightUrl":"https://us-east-1.console.aws.amazon.com/devops-guru/insight/

proactive/alb2c3d4-5678-90ab-cdef-EXAMPLE33333",
"insightType":"PROACTIVE",

"insightDescription":"DynamoDB table writes are under utilized",

CEMER
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"insightSeverity":"medium",
"startTime": 1670612400000,
"startTimeIS0": "2022-12-09T19:00:00Z",
"endTime": 1679994000000,

"endTimeIS0": "2023-03-28T09:00:00Z",
"anomalies": [

{

]I

"id":"alb2c3d4-5678-90ab-cdef-EXAMPLEaaaaa",
"startTime": 1665428400000,

"startTimeISO": "2022-10-10T19:00:00Z",
"endTime": 1679986800000,

"endTimeISO0": "2023-03-28T07:00:00Z",
"openTime": 1670612400000,

"openTimeISO0": "2022-12-09T19:00:00Z2",
"closeTime": 1679994000000,

"closeTimeISO": "2023-03-28T09:00:00Z",

"description":"Empty receives while messages are available",

"anomalyResources": [

{
"type":"AWS: :5QS: :Queue",
"name" :"SampleQueue"
}
1,
"sourceDetails":[
{

"dataSource":"CW_METRICS",

"dataldentifiers":{

"name" : "NumberOfEmptyReceives",
"namespace" :"AWS/SQS",
"period":"60",

"stat":"Sum",
"unit":"COUNT",
"dimensions":"{\"QueueName\" :\"SampleQueue\"}"

}

}
1,

"associatedResourceArn": [

"arn:aws:sqs:us-east-1:123456789101:SampleQueue"

"resourceCollection":{

"cloudFormation":{

"stackNames": [

CEMER
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"SampleApplication"
]
}
}
}
7 8 B
VRN BHNIETIER

{
"accountId":"123456789101",

"region":"eu-west-1",
"messageType":"NEW_ASSOCIATION",

"insightId":"alb2c3d4-5678-90ab-cdef-EXAMPLE22222",

"insightName": "Repeated Insight: Anomalous increase in Lambda
ApigwLambdaDdbStack-22-GetOneFunction duration due to increased number of

invocations",

"insightUrl":"https://eu-west-1.console.aws.amazon.com/devops-guru/insight/reactive/

alb2c3d4-5678-90ab-cdef-EXAMPLE22222",
"insightType":"REACTIVE",

"insightDescription":"At March 29, 2023 22:02 GMT, Lambda function
ApigwLambdaDdbStack-22-GetOneFunction had\nan increased duration anomaly possibly

caused by the Lambda function invocation increase. DevOps Guru has detected this is a

repeated insight. DevOps Guru treats repeated insights as 'Low Severity'.",

"insightSeverity":"medium",
"startTime": 1680127200000,
"startTimeISO0": "2023-03-29T722:00:00Z",
"anomalies": [
{
"id":"alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"startTime" :1672945500000,
"startTimeISO0": "2023-03-29T722:00:00Z",
"openTime": 1680127740000,
"openTimeISO0": "2023-03-29T22:09:00Z2",
"sourceDetails":[
{
"dataSource":"CW_METRICS",
"dataldentifiers":{
"namespace" :"AWS/SQS",
"name" :"ApproximateAgeOfOldestMessage",
"stat":"Maximum",
"unit":"None",

AR
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"period":"60",
"dimensions":"{\"QueueName\":\"SampleQueue\"}"

]I

"associatedResourceArns":[
"arn:aws:sqs:eu-west-1:123456789101:SampleQueue”

15
"resourceCollection":{
"cloudFormation": {
"stackNames": [

"SampleApplication"
]
}
}
}
WMER
MERBNBEHNITETIER

"accountId":"123456789101",

"region":"us-east-1",

"messageType" :""NEW_RECOMMENDATION",

"insightId":"alb2c3d4-5678-90ab-cdef-EXAMPLE33333",

"insightName": "Recreation of AWS SDK Service Clients",

"insightUrl":"https://us-east-1.console.aws.amazon.com/devops-guru/insight/
proactive/alb2c3d4-5678-90ab-cdef-EXAMPLE33333",

"insightType":"PROACTIVE",

"insightDescription": "Usually for a given service you can create one [AWS SDK
service client](https://docs.aws.amazon.com/sdk-for-java/vl/developer-guide/creating-
clients.html) and reuse that client across your entire service.\n\nWhen instead you
create a new AWS SDK service client for each call (e.g. for DynamoDB) it\u@@27s
generally a waste of CPU time.",

"insightSeverity":"medium",

"startTime": 1680125893576,

"startTimeISO": "2023-03-29T21:38:13.5767",

"recommendations": [

{

"name":"Tune Availability Zones of your Lambda Function",
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"description":"Based on your configurations, we recommend that you set
SampleFunction to be deployed in at least 3 Availability Zones to maintain Multi
Availability Zone Redundancy.",

"reason":"Lambda Function SampleFunction is currently only deployed to 2
unique Availability zones in a region with 7 total Availability zones.",

"link":"https://docs.aws.amazon.com/lambda/latest/dg/configuration-vpc.html",

"relatedAnomalies": [

{
"sourceDetails":{
"cloudwWatchMetrics":null
},
"resources":[
{
"name":"SampleFunction",
"type":"AWS::Lambda: :Function"
}
1,
"associatedResourceArns": [
"arn:aws:lambda:arn:12345678910@1:SampleFunction”
]
}

1,

"resourceCollection": {
"cloudFormation": {
"stackNames": [

"SampleApplication"

BEME K

BEMABRNBHIETIE

iull

{
"accountId":"123456789101",

"region":"eu-west-1",
"messageType" :"SEVERITY_UPGRADED",
"insightId":"alb2c3d4-5678-90ab-cdef-EXAMPLEbbbbb",
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"insightName": "Repeated Insight: ApiGateway 5XXError Anomalous In Application
CanaryCommonResources-123456789101-LogAnomaly-11",

"insightUrl":"https://eu-west-1.console.aws.amazon.com/devops-guru/insight/reactive/

alb2c3d4-5678-90ab-cdef-EXAMPLEbbbbb",

"insightType":"REACTIVE",

"insightDescription": "DevOps Guru has detected this is a repeated insight. DevOps
Guru will treat future occurrences of this insight as 'Low Severity' for the next 7
days.",

"insightSeverity":"high",

"startTime": 1680127320000,

"startTimeISO": "2023-03-29T22:02:00Z",

"resourceCollection":{

"cloudFormation":{
"stackNames": [
"SampleApplication"

A LAE A CloudFormation HE& 0 AWS 8 R €512 M 3 5l 8 % L DevOpsGuru 74

AWS &R, B85 DevOpsGuru BEEMH KBRS EBLE B ERE , DevOps 8%

M SELECTED_RESOURCE_FILTER_VALIDATION_FAILUREEH, EREENERIHEZBIGHE
HEBEHNERR K BRERLEEEER. EEXR2DFIA DevOpsGuru RS L , FEEEFHBER
B REE,

"accountId":"123456789101",
"region":"eu-west-1",
"messageType" :"SELECTED_RESOURCE_FILTER_VALIDATION_FAILURE",
"ResourceFilterType": "Tags",
"InvalidResourceNames": [
"Devops-Guru-tag-key-tag-value"
1,

"awsInsightSource": "aws.devopsguru"
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4R DevOpsGuru 2 E IR

DevOpsGuru Bt EREBEE , URHEMEM ListMonitoredResourcesEIfEET O ERRER
BR, EARK Amazon CloudWatch AWS CloudTrail M E A DevOpsGuru AWS RIEEEHE
9 AR 765 L £ 1 2R o

EEE , BIEFERERERERT I RFIEAMRKEN APIs , 0 AWS Lambda 5 Amazon RDS , R
E®{EListMonitoredResources fiFF , DevOps NEREHEZBRBENEREE,

£

« 7£ DevOpsGuru FEFEH AWS DR EEE

- BREAENIMERRE

£ DevOpsGuru FEFEH AWS i RE £ E

R LA #FZIR S R DevOpsGuru 74T AWS HEIR. 2N EREKER DevOpsGuru HEEE R
R, EZEERRE , ENEREsETEARRP. CENERREEEERE,

« B#IZE DevOpsGuru P EREFFMEXENER. BIREFFMEMEBFINE RS oEZERE
N, MREHIRFFEZEHE | ASEEEFNERSSEXECHERARER, MRERS RN
ERMERTEHEY K eHEesEIBCSHWERERXS,

« BEFERELERM AWS CloudFormation B RIEEE R, REERM , DevOps SO MR
Eﬂﬁiﬁkﬂlﬂ? ENBEER, MRBREZENMBRAERLREFPNER , AITSHET N, MEFHA
, im2@CloudFormation ( FFA&EISFE) RMEAMEEM) HE DevOps Guru ) REEE .,

- FH AWS EEIEEER, DevOpsGuru EXMEIRFNEFHFINFAEER , B ELREN
EESBNMEER. ERERBENNERE H. WEFBENR , F2EEHZHRER
DevOps Guru EAERXFHEIR.

« BE RTOHER , MEFLERERSTEERA,

(® Note

MREEFHENREHEBEUFEEDNER , AINREIBERE DevOpsGuru EAXEMR AR
g, Tﬁ'é%#ﬁ?ﬁ)%id‘%ﬁ%ﬁﬁo ELE A A AREIRFEREREAN AP FIUAEEE, 20
FEHMET , 528 Amazon DevOpsGuru EfE.
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1.

2
3.
4

5.

£ https://console.aws.amazon.com/devops-guru/ : // BARX Amazon DevOpsGuru £ &,
EESEERPEFAEIMNER,

BERE,

BETIHEP—EREHEERE,

« WMREFE DevOpsGuru ZHIRFMEFTFABEXENER , FREME AWS tRFEIR. W0
RIGERBIEE , AWS EHIRFEIRENERD M ERZHE SRR, SIRFHESEMREPHRE
ERFEsEIECHERAENS, AT EHEIIRGERFEIEIECSHNERENS,

- MRIEZFE DevOpsGuru TR EZRHEPHNEIR , F51E1ZE CloudFormation HE , REE
BETHHEP—{EEE,
- MBEER-IWERFPHEBFHVMEER. SEHEINERHE EZBCHERRE
Ro TEIMERFHPERNTEHEBPINER.
- BEUME BEUEFE DevOpsGuru 2T E, BERNSEHXEFNERE,ETES
WERAREN, BN ESKRHEETBAKEBNER , MRERIBFEHE, BEZULLEE
1,000 {EHE,

MEFHMER , FF2BFE A CloudFormation &35 5| DevOps Guru FERER RV E R
- WMREHE DevOpsGuru 7 BELEENEBNMEER , FEEER. BiFSR K ARE
BETHHEP—EEE,
- MIERFER - 2B s BEMREFRNAE AWS R, EEFIBREERSIBNERSKE
BEHE, WRENGE. TELEBRZRSIENERSER 2B D,

- BERENERE - RS TESEAMERSIB 2EBNIAER, DevOpsGuru B
BEBNESENERIBIEAREXF,

MEFHMENR , F2REAEBRFEI DevOps Guru EAERX PRI ER.

o MRBFFHLE DevOpsGuru D TEMER |, FFiREE, BB DevOpsGuru , EEEL
RERD>TMELEER,

iE#E Save (ﬁﬁ)o
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BRER BN DT ERBE

ENfEfE A &8 B 7B Lambda 5 Amazon RDS S H AR APIsEATEF A , REH
fEListMonitoredResources ¥ , DevOps NEREZBBENEREE, EEEEWNTA , £
DUEH SR AWS IAM BUR LR I Bk,

{
"Sid": "DenyListMonitoredResources",
"Effect": "Deny",
"Action": [
"devops-guru:ListMonitoredResources"”
]
}
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DevOpsGuru N H{EE K

THREEBAHBEET . LEFIEE Amazon DevOpsGuru HRIZINEETE, BE FAKEE
#% 7 % DevOps Guru £ & FEER |, ##R DevOpsGuru BRI ZIH R ERIE,

- ERRNKEEHMBET  AEEREABETNER. eMEERRENBRER.

- £/ Amazon CloudWatch RBERA R R E — AR QIEFEZTRENER , LERIELTAZEN
REMAR. EFHBEZEANEERE.

- ¥ Amazon RDS B , FEEENFHEES. ZRKHBFERRERESHE BB , Bl
ISR ENGFMEN., MEFMENR , BF2BFEH DevOpsGurufor Amazon RDS 7 #T 3 EE &2
Eo

- HEEENZEHEBETHEREEN. EEEFREATHNHEE , UERATHEE,

- BEFEREBARPNEHER , IREVRARRNMBENERZESH., THREIRBRERERETA
R, B4 PLEHTIHENER T RIL D EEE,

- EEERRPSEEARFTDEANERRENER,

- EARY  BERRUIAEEEPINEL, GEREEAHERETR , TR ERED BN #ARE
== 18

- BRICEHRREE , TRIB2ZREMRIWVAR, BREF-XRFWEAR , IFEMEHR, [SE7
FRREENREARR, SKAURRRRBEFRNER, MRRAEBERBER , RRAEGEHK
ERENEE, BESEEREBERRHLERRERENSEH.
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ERERREEN , RPEBERE AWS IRE BEAER , WA AWS IAM Identity Center 5, AWS
Identity and Access Management (IAM) X EEBBIEAE, Mt—K , SEACHEDBRISESRETK
HEBPAANTT. BAEEREFEATIAXREER

- BERFHECRAZEZEZRE (MFA),
- £/ SSL/TLS 8 AWS EiRBHA. HMFE TLS 1.2 XERERMEA TLS 1.3,

o {$/ RE API MERAEEESE8E AWS CloudTrail, tNEAERI{EA CloudTrail B MHBEEL AWS SEEIH
B, B2 BAWS CloudTrail  ER&ER) RHER CloudTrail B #,

- A AWS MEBMBRAR , URHPHMBERERZLES AWS R,
- ERAERNZERZLIRKE (B0 Amazon Macie) , HBIREFREFEFE Amazon S3 BB ER,

- MREE AWS FEBGTHIRES API FE BFEEZE FIPS 140-3 REN ZHRFJEME , FFA FIPS
e, MEBE FIPS M FIPS BN EZMEBEN , F2EHTEFEEZRE (FIPS) 140-3.

BMRZEZRCEHTELEFNEFBH b ERZLHREA , HEEBIBHRNXFHL
B FlINBZEEA. EEBREEMER DevOps Guru REHAFEEA. API AWS CLIE AWS SDKsiIE
fl AWS BR#% B, SEEBIEARANFHRAUPBANTAERBAIEARGTESZE AR, R
BRI BRERREEN URL , RFEZIEZRFB N ERI CHZARBFFE RN URL FBEBEEA

DevOps Guru FHE R i1 &

In# 2 DevOps Guru Z2MHEEI 9. BLNE , flunERPHnER K SEREHN , TEEELH
TEMAEME, HibinZ , flBREER BN EEVERFEERNE .

- EREEHTIND - FFE DevOps Guru 2B , 2% DevOps Guru EEE Tk 2 B E B
A TLS ETRE , MWFEA Signature 5 4 REBEFETER, FTE DevOps Guru i B #
A EENERE AWS AEREBEREEN., NEFAENR , F2REERT 4 EZEBFNTER ACM
PCA.

- WRRERME : RN DevOps Guru 2T FTE AWS &R , Amazon CloudWatch EEFER, &
R IDs ¥ AWS CloudTrail B4 €A Amazon S3. Amazon DynamoDB #1 Amazon Kinesis fi#

7. WMREA CloudFormation EBREZ DTN ER , At S EHBER, DevOps Guru £
Amazon S3, DynamoDB #l Kinesis W ERHMREBEK. FHIE Kinesis PFHERZZARE—F ,
WEURABUERE, FMIE Amazon S3 #1 DynamoDB RV ERE/REFE—F,

FHENEREMEA Amazon S3. DynamoDB Hl Kinesis Kdata-at-rest il Th8EE T I FR

EFZESH  DevOps Guru TEMBEFEFABRNBRATEER , fINFERAEFZESE|/R
CloudWatch Logs EAMBREE, IR URSZEFEEREENRTEE , UHBEFEE
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BOESRIERER, WFETE DevOps Guru REFRARZFEFZESRMNENR , 528 the section
called “EFINZE",

RS EFILE M | HIREHITUTES
- BUNBES|RIBK

- BYAHRE IAM BERM T T84

- BANEREREEE

- T RE

- BYEBAA

« RYTIMAMER

MEFMEF , 528 ( AWS Key Management Service BIZ A B/ ANEFEZE S,

® Note

DevOps Guru /A AWS EHN SR B BMARENE , U BREHBRPEER. T
B, FAEFZESRIEL AWSKVMS BEA, NEEENFMEN , F28 AWS Key
Management Service E{B.

DevOps Guru I FFEAKRT AWS KMS
DevOps Guru EERTIREFEAETFZE SR,

EREEFERAEFSESBBAMBZE , DevOps Guru EiBEIX CreateGrant FHRZE RRREEL
R AWS KMS, AHIRF AWS KMS AR ZF DevOps Guru FEE FIRFE R HY AWS KMS €18,

DevOps Guru FERT , T EFZESWMAR T RIPRE

« {8)% DescribeKey 7RZE AWS KMS |, UREREERVER S EERESRAANBBERZE
KMS €88 ID 2E5E8 ¥o

 # GenerateDataKey FEREIXE AWSKMS |, UELAHEFZESRBINZNER SIS,

« 1§ Decrypt EBREIXEE AWS KMS UBZMENER €/ , LERARNBENER.
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B FERRER TN ERE  IBRREBEFZIESRNFEE, MREEEM , DevOps Guru
BELFNEFZESHRNENEMNESR , EEXERBERERANRE. fm , MREEHRE
DevOps Guru SEFEMME BHEEENR |, AlRESEE AccessDeniedException ##332,

#£ DevOps Guru FEZEHN INZ £ 18

E & E DevOps Guru ERERA AWS KMS HEF S E 288 , BT AWS CloudTrail 2
CloudWatch Logs 3RiE#t DevOps Guru EiXHIFER AWS KMS,

BUYRFBAESR
ZBRILAER AWS BE XA R AWS KMS APIs REVHBEFZE LM,
FEEVHBEFSESR K BSHEVHBMNE KVS £,

SHRBEFEERHEFSESRNEIER. SEEFZESRBX ARG —ESRBK , Hh3ERE
HULUEASBEREFEASINRERN, ERUEFZESRE , TAEESRBER., NEFHEEA ,
w28 ( AWS Key Management Service B A B1E58) FH B 5 92 RFEMEFEIRE AWS KMS,

EEREFZESIRE DevOps Guru BIRBEMER , XAESRBERT AR T AP #84E

» kms:CreateGrant : fEEXEFZESRNETE. BRTEREHIEE AWS KMS R FE , LASFF
FEURF DevOps Guru FREMNIRIE, MEFEARTHFMEN , 552K AWS Key Management
Service A& ABEME,

JE T DevOps Guru # 1T T FIENE :

- N GenerateDataKey SEEMBZENER SBIEER , RATELEFEAERSB\BETMNE,
« WY Decrypt MEARBENMBER SW/REFIMBNER,

- BERAEFTEA , LALFFM RetireGrant 1R ARH .

- £/ kms:DescribeKey IRt E FZESMFFMER , LLA5TF DevOps Guru RFE S,

THRARBELE LS DevOps Guru Hi8 R BURBRIR X 254

"Statement" : [
{
"Sid" : "Allow access to principals authorized to use DevOps Guru",
"Effect" : "Allow",
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"Principal" : {
IIAWSII : nmen

iy

"Action" : [

"kms:DescribeKey",
"kms:CreateGrant"
1,
"Resource" : "*",
"Condition" : {
"StringEquals" : {
"kms:ViaService" : "devops-guru.Region.amazonaws.com",
"kms:CallerAccount" : "111122223333"

"Sid": "Allow access for key administrators",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:root"
I
"Action" : [
"kms:*"
1,
"Resource": "arn:aws:kms:region:111122223333:key/key_ID"

"Sid" : "Allow read-only access to key metadata to the account",

"Effect" : "Allow",
"Principal" : {
"AWS"™ : M"arn:aws:iam::111122223333:root"
},
"Action" : [
"kms:Describe*",
"kms:Get*",
"kms:List*"
1,

"Resource" : "*"
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"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",

iam:GetPolicyVersion",
"iam:GetPolicy",

iam:ListAttachedGroupPolicies",

iam:ListGroupPolicies",

iam:ListPolicyVersions",
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"iam:ListPolicies",
"iam:ListUsers"

]I

"Resource": "*"
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* AmazonDevOpsGuruFullAccess

* AmazonDevOpsGuruConsoleFullAccess

« AmazonDevOpsGuruReadOnlyAccess

* AmazonDevOpsGuruOrganizationsAccess

AmazonDevOpsGuruFullAccess
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"Version":"2012-10-17",
"Statement": [
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"Sid": "DevOpsGuruFullAccess",
"Effect": "Allow",
"Action": [

"devops-guru:*"

1,

"Resource": "*"

"Sid": "CloudFormationListStacksAccess",

"Effect": "Allow",

"Action": [
"cloudformation:DescribeStacks",
"cloudformation:ListStacks"

1,

"Resource": "*"

"Sid": "CloudWatchGetMetricDataAccess",
"Effect": "Allow",
"Action": [

"cloudwatch:GetMetricData"

1,

"Resource": "*"

"Sid": "SnsListTopicsAccess",
"Effect": "Allow",
"Action": [
"sns:ListTopics",
"sns:ListSubscriptionsByTopic"

1,

"Resource": "*"

"Sid": "SnsTopicOperations",

"Effect": "Allow",

"Action": [
"sns:CreateTopic",
"sns:GetTopicAttributes”,
"sns:SetTopicAttributes”,
"sns:Subscribe",
"sns:Publish"

1,
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"Resource": "arn:aws:sns:*:*:DevOps-Guru-*"
}I
{
"Sid": "DevOpsGuruSlxCreation",
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "arn:aws:iam::*:role/aws-sexrvice-role/devops-

guru.amazonaws.com/AWSServiceRoleForDevOpsGuxu",
"Condition": {
"StringlLike": {

"iam:AWSServiceName": "devops-guru.amazonaws.com"
}
}
}I
{
"Sid": "DevOpsGuruSlrDeletion",
"Effect": "Allow",
"Action": [
"iam:DeleteServicelLinkedRole",
"iam:GetServicelLinkedRoleDeletionStatus"
1,
"Resource": "arn:aws:iam::*:role/aws-sexvice-role/devops-
guru.amazonaws.com/AWSServiceRoleFoxDevOpsGuxu"
}I
{
"Sid": "RDSDescribeDBInstancesAccess",
"Effect": "Allow",
"Action": [
"rds:DescribeDBInstances"
]I
"Resource": "*"
}I
{

"Sid": "CloudWatchLogsFiltexLogEventsAccess",
"Effect": "Allow",
"Action": [

"logs:FiltexLogEvents"
]I
"Resource": "arn:aws:logs:*:*:log-group:*",
"Condition": {

"StringEquals": {

"aws :ResourceTag/DevOps-Guru-Analysis": "true"
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AmazonDevOpsGuruConsoleFullAccess

AmazonDevOpsGuruConsoleFullAccess — #2ft DevOps Guru R FEHE , BIEE L Amazon
SNS i, 7ZH Amazon CloudWatch 512 H7ZE AWS CloudFormation #&MEF ], LK EEHE
SN BERRFFA , R BRI LE TEEPRTEEE Amazon RDS Aurora B E#{TEEEEN
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AmazonDevOpsGuruConsoleFullAccess BEREE T HIFRIRN,

JSON

"Version":"2012-10-17",
"Statement": [

{

"Sid": "DevOpsGuruFullAccess",

"Effect": "Allow",

"Action": [

"devops-guru:*"

]I

"Resource": "*"

}I
{

"Sid": "CloudFormationListStacksAccess",

"Effect": "Allow",

"Action": [
"cloudformation:DescribeStacks",
"cloudformation:ListStacks"

1,

"Resource": "*"

},
{

"Sid": "CloudWatchGetMetricDataAccess",
"Effect": "Allow",
"Action": [

"cloudwatch:GetMetricData"

1,
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"Resource": "*"

"Sid": "SnsListTopicsAccess",
"Effect": "Allow",
"Action": [
"sns:ListTopics”,
"sns:ListSubscriptionsByTopic"

1,
"Resource": "*"
"Sid": "SnsTopicOperations",

"Effect": "Allow",

"Action": [
"sns:CreateTopic",
"sns:GetTopicAttributes”,
"sns:SetTopicAttributes”,
"sns:Subscribe",
"sns:Publish"

1,
"Resource": "arn:aws:sns:*:*:DevOps-Guru-*"
"Sid": "DevOpsGuruSlxCreation",

"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "arn:aws:iam::*:role/aws-sexvice-role/devops-

guru.amazonaws.com/AWSServiceRoleForDevOpsGuxu",

"Condition": {
"StringLike": {
"iam:AWSServiceName": '"devops-guru.amazonaws.com"

"Sid": "DevOpsGuruSlxDeletion",

"Effect": "Allow",

"Action": [
"iam:DeleteServicelLinkedRole",
"iam:GetServiceLinkedRoleDeletionStatus"

1,

"Resource": "arn:aws:iam::*:role/aws-service-role/devops-

guru.amazonaws.com/AWSServiceRoleFoxDevOpsGuxu"

102



Amazon DevOps Guru EREER

},
{
"Sid": "RDSDescribeDBInstancesAccess",
"Effect": "Allow",
"Action": [
"rds:DescribeDBInstances"
1,
"Resource": "*"
},
{
"Sid": "PerformanceInsightsMetricsDataAccess",
"Effect": "Allow",
"Action": [
"pi:GetResourceMetrics",
"pi:DescribeDimensionKeys"
]I
"Resource": "*"
}I
{
"Sid": "CloudWatchLogsFiltexLogEventsAccess",
"Effect": "Allow",
"Action": [
"logs:FiltexLogEvents"
]I
"Resource": "arn:aws:logs:*:*:log-group:*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/DevOps-Guru-Analysis": "true"
}
}
}

AmazonDevOpsGuruReadOnlyAccess

AmazonDevOpsGuruReadOnlyAccess — & F DevOps Guru M & AWS ARIE R E R MEE
FEHE, SUHBRERICERTFTRETVEREINERE , (EF- Y DevOps Guru WO MREEER
BR. Amazon SNS E &= Systems Manager OpsCenter B4 HEITIEEH,

AmazonDevOpsGuruReadOnlyAccess BUIREE T HIKRIRN,
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{

"Version":"2012-10-17",
"Statement": [

{

"Sid": "DevOpsGuruReadOnlyAccess",

"Effect": "Allow",

"Action": [
"devops-guru:DescribeAccountHealth",
"devops-guru:DescribeAccountOverview",
"devops-guru:DescribeAnomaly",
"devops-guru:DescribeEventSourcesConfig",
"devops-guru:DescribeFeedback",
"devops-guru:DescribeInsight"”,
"devops-guru:DescribeResourceCollectionHealth",
"devops-guru:DescribeSexrviceIntegration”,
"devops-guru:GetCostEstimation",
"devops-guru:GetResourceCollection",
"devops-guru:ListAnomaliesForInsight",
"devops-guru:ListEvents",
"devops-guru:ListInsights",
"devops-guru:ListAnomalousLogGroups",
"devops-guru:ListMonitoredResouxrces",
"devops-guru:ListNotificationChannels",
"devops-guru:ListRecommendations",
"devops-guru:SearchInsights",
"devops-guru:StartCostEstimation"

1,

"Resource": "*"

"Sid": "CloudFormationListStacksAccess",

"Effect": "Allow",

"Action": [
"cloudformation:DescribeStacks",
"cloudformation:ListStacks"

1,

"Resource": "*"

"Effect": "Allow",
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"Action": [
"iam:GetRole"

1,

"Resource": "arn:aws:iam::*:role/aws-sexvice-role/devops-

guru.amazonaws.com/AWSServiceRoleFoxDevOpsGuxu"

3,
{

"Sid": "CloudWatchGetMetricDataAccess",
"Effect": "Allow",
"Action": [

"cloudwatch:GetMetricData"

1,
"Resource": "*"
"Sid": "RDSDescribeDBInstancesAccess",

"Effect": "Allow",
"Action": [
"rds:DescribeDBInstances"

1,
"Resource": "*"
"Sid": "SnsListTopicsAccess",

"Effect": "Allow",

"Action": [
"sns:ListTopics”,
"sns:ListSubscriptionsByTopic"

1,

"Resource": "*"

"Sid": "CloudWatchLogsFiltexLogEventsAccess",
"Effect": "Allow",
"Action": [

"logs:FilterLogEvents"

"Resource": "arn:aws:logs:*:*:log-group:*",
"Condition": {

"StringEquals": {

"aws:ResourceTag/DevOps-Guru-Analysis":

lltrue"
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KAmazonDevOpsGuruFullAccesszZ i , #E A LLE A AmazonDevOpsGuruReadOnlyAccess
& , LR Ht DevOps Guru W MEE S TR FEUE,

AmazonDevOpsGuruOrganizationsAccess BIEREE T AR,

£/ DevOps Guru RIS EEAE

Amazon DevOps Guru £ AWS Identity and Access Management (IAM) fRI&E#E A, RIEEZEA
BREEERZE DevOps Guru It — IAM AEEE, REEZEAEEH DevOps Guru FEEER , X
BERBERREMI AWS CloudTrail, Amazon CloudWatch AWS CodeDeploy, AWS X-Ray, #
AWS Organizations FTEMNFIBFTF T

RIS ERE BB BREFRRMELE DevOps Guru , ABEBTLFBHFIBLENFFA, DevOps Guru &
RHREELZACHTT , RIESEER , BRIRE DevOps Guru AIEEHAR, EXNTIIE
FEBXRNFUBE , EZFUBERELZMMEREM IAM B8,

EMEEMBASHAMER , TEMBREELSE, 5 T/RESEN DevOps Guru B , BALET
R NOBBREFIEBENZ T,

DevOps Guru BRI ERZ BB

DevOps Guru fEA & A MR ERE A AWSServiceRoleForDevOpsGuru, E=& AWS ZSEBR |
B A DevOps Guru & tRE P ITAIEWNEEFT T,

AWSServiceRoleForDevOpsGuru REEZABEETIRERBILAE :

* devops-guru .dMazonaws.com

A @ o B AmazonDevOpsGuruServiceRolePolicy o 5 DevOps Guru HigEEHNERTHR T 5
Bk,
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JSON

{
"Version'":"2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"autoscaling:DescribeAutoScalingGroups",
"cloudtrail:LookupEvents",
"cloudwatch:GetMetricData",
"cloudwatch:ListMetrics",
"cloudwatch:DescribeAnomalyDetectors"”,
"cloudwatch:DescribeAlarms",
"cloudwatch:ListDashboaxds",
"cloudwatch:GetDashboaxd",
"cloudformation:GetTemplate",
"cloudformation:ListStacks",
"cloudformation:ListStackResources",
"cloudformation:DescribeStacks",
"cloudformation:ListImports",
"codedeploy:BatchGetDeployments",
"codedeploy:GetDeploymentGroup",
"codedeploy:ListDeployments",
"config:DescribeConfigurationRecorderStatus",
"config:GetResourceConfigHistoxy",
"events:ListRuleNamesByTarget",
"xray:GetSexviceGraph",
"organizations:ListRoots",
"organizations:ListChildren",
"organizations:ListDelegatedAdministratoxrs"”,
"pi:GetResouxrceMetrics"”,
"tag:GetResources",

"lambda:GetFunction",
"lambda:GetFunctionConcurrency",
"lambda:GetAccountSettings",
"lambda:ListProvisionedConcurrencyConfigs",
"lambda:ListAliases",
"lambda:ListEventSourceMappings",
"lambda:GetPolicy",

"ec2:DescribeSubnets",
"application-autoscaling:DescribeScalableTargets",
"application-autoscaling:DescribeScalingPolicies”,
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"sqs:GetQueueAttributes”,
"kinesis:DescribeStream",
"kinesis:DescribelLimits",
"dynamodb:DescribeTable",
"dynamodb:DescribelLimits",
"dynamodb :DescribeContinuousBackups",
"dynamodb:DescribeStream",
"dynamodb:ListStreams",
"elasticloadbalancing:DescribeloadBalancers",
"elasticloadbalancing:DescribelLoadBalancerAttributes",
"rds:DescribeDBInstances",
"rds:DescribeDBClusters",
"rds:DescribeOptionGroups",
"rds:DescribeDBClusterParameters",
"rds:DescribeDBInstanceAutomatedBackups",
"rds:DescribeAccountAttributes”,
"logs:DescribelogGroups",
"logs:DescribelogStreams",
"s3:GetBucketNotification",
"s3:GetBucketPolicy",
"s3:GetBucketPublicAccessBlock",
"s3:GetBucketTagging",
"s3:GetBucketWebsite",
"s3:GetIntelligentTieringConfiguration”,
"s3:GetLifecycleConfiguration",
"s3:GetReplicationConfiguration”,
"s3:ListAl1lMyBuckets",
"s3:ListStorageLensConfigurations"”,
"servicequotas:GetSexrviceQuota”,
"servicequotas:ListRequestedServiceQuotaChangeHistory",
"servicequotas:ListServiceQuotas"

]I

"Resource": "*"

}I

{

"Sid": "AllowPutTargetsOnASpecificRule",
"Effect": "Allow",

"Action": [
"events:PutTargets",
"events:PutRule"

1,

"Resource": "arn:aws:events:*:*:rule/DevOps-Guru-managed-*"

},

{
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"Sid": "AllowCreateOpsItem"”,

"Effect": "Allow",

"Action": [

"ssm:CreateOpsItem"

1,

"Resource": "*"

},
{

"Sid": "AllowAddTagsToOpsItem",

"Effect": "Allow",

"Action": [
"ssm:AddTagsToResource"

1,

"Resource": "arn:aws:ssm:*:*:opsitem/*"

},
{

"Sid": "AllowAccessOpsItem"”,

"Effect": "Allow",

"Action": [

"ssm:GetOpsItem",
"ssm:UpdateOpsItem"

]I

"Resource": "*",

"Condition": {

"StringEquals": {
"aws :ResourceTag/DevOps-GuruInsightSsmOpsItemRelated": "true"
}
}
},
{

"Sid": "AllowCreateManagedRule",

"Effect": "Allow",

"Action": "events:PutRule",

"Resource": "arn:aws:events:*:*:rule/DevOpsGuruManagedRule*"

},
{

"Sid": "AllowAccessManagedRule",

"Effect": "Allow",

"Action": [
"events:DescribeRule",
"events:ListTargetsByRule"

]I

"Resource": "arn:aws:events:*:*:rule/DevOpsGuruManagedRule*"

Y,
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{
"Sid": "AllowOtherOperationsOnManagedRule",
"Effect": "Allow",
"Action": [
"events:DeleteRule",
"events:EnableRule",
"events:DisableRule",
"events:PutTargets",
"events:RemoveTargets"
]I
"Resource": "arn:aws:events:*:*:rule/DevOpsGuruManagedRule*",
"Condition": {
"StringEquals": {
"events:ManagedBy": "devops-guru.amazonaws.com"
}
}
},
{
"Sid": "AllowTagBasedFilterLogEvents",
"Effect": "Allow",
"Action": [
"logs:FilterLogEvents"
1,
"Resource": "arn:aws:logs:*:*:log-group:*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/DevOps-Guru-Analysis": "true"
}
}
}I
{
"Sid": "AllowAPIGatewayGetIntegrations",
"Effect": "Allow",
"Action": "apigateway:GET",
"Resource": [

"arn:aws:apigateway:*::/restapis/*/resources"”,
"arn:aws:apigateway:*::/restapis/*/resources/*/methods/*/integration"
]
}
]
}

ERARKEERAG
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AEFROBERIBRERERE,

ER IAM FEIRBREREHEEAE
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B LAE BRI Action MU IEESR K. EEEEE8E , FEA devops-guru: F5 , REE

Z AP| RER R (B devops-guru:SearchInsights # devops-guru:ListAnomalies),
EERE-MRRXNPIEELEEE , FREFRM S (Bl "Action": [ "devops-

guru:SearchInsights", "devops-guru:ListAnomalies" ]).

ERBRAFT

BOLEEERTEEAET (*) B Amazon Resource Name (ARN) , #i A B Resource{uHME
RE. ZUFERERAFLEEZESERER. N, Edevops-guru: *IEEFAE DevOps Guru
Ey1F , Wdevops-guru:List*EELAF FRERPTE DevOps Guru BifFList, THIEHIRIEER
LA BRSERYIE A M — & BIRF (UUID) MFRAETE R 12345,

arn:aws:devops-guru:us-east-2:123456789012:insight:12345%

ESRECAS T RENREEED IAM 52 ( S2HBER ) NFFABKRE , SR UERTRMA

DevOps Guru API 2 /ER By ERY A EFF A

AddNotificationChannel
B)4E : devops-guru:AddNotificationChannel

£ DevOps Guru i BHANEEBRFEE, E DevOps Guru EAAR , Eh &Mk ERERIEET
BN  SEABNEEBHNE,
BR:*

RemoveNotificationChannel

devops-guru:RemoveNotificationChannel

£ DevOps Guru BRBHAEEBRFEE, E DevOps Guru EAAR , Eh &Mk ERERIEET
IR K sEABAEEBRAE,
BiR: x

ListNotificationChannels

B)4E : devops-quru:ListNotificationChannels

£ A DevOps Guru SR EMNBHBEBEREE, E DevOps Guru EEXBER , HP Iz
BENMEEBEENN  SEBNEENSARBALR, IENBHNHERZ Amazon Simple Notification

Service,
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UpdateResourceCollectionFilter

B)4E : devops-guru:UpdateResourceCollectionFilter

EH ARIEE DevOps Guru 2 #7 R F L AWS EIRH CloudFormation #BEEREE, o4
BE4AER  HHaEER, BEEENRESHS , BUUARISRENREE, LA EEgEY
#&4E F CodeGuru OpsAdvisor FTER IAM &,

BR:*

GetResourceCollectionFilter
B)1E : devops-guru:GetResourceCollectionFilter

&S AR E DevOps Guru o #THR F R BELE AWS B JREY AWS CloudFormation it 85 B 5 E
E, oWEELRAR  HPSFER. REEENRESH  SUUAREESRENMEE.

BF:*
ListInsights

B)4E : devops-guru:ListInsights

HEEHEAWS IRFFRARBEREE. BAEEKFARIERE. K& (ongoing = any) FMEE
(reactive ) BEIHLE R predictive,

BR:*

DescribeInsight
B)1E : devops-guru:DescribelInsight
BEEZAERHE D EEZARNFREAREE,

BR :*
SearchInsights

B)4E : devops-guru:SearchInsights

HERAWS IRFFREARBEEREE, S LUEEKMARIERE. FEERFMNER (reactive )
R HRLLskE Bpredictive,

BR:*
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ListAnomalies
B1E : devops-guru:ListAnomalies
HEBREERL D EEZARN RS BEREE,

iR *

DescribeAnomaly
B)1E : devops-guru:DescribeAnomaly
BEOEERAE D EECERNFREINREE.

BR:*

ListEvents
Ej{EF : devops-quru:ListEvents

fE[El DevOps Guru itz BRBHENEHEFERTE. SUERAFERGRIEEERHPHLS
o

BiR >

ListRecommendations
B)4E : devops-guru:ListRecommendations
BOEERARNERFEREE, SEERBIEERE  UREERHEBNEHEE,

BR:*

DescribeAccountHealth

Bj4E : devops-guru:DescribeAccountHealth

BoRARERENHE, MRANRENHE  UR AWSIRFHRITNEEBRERTE, £H
ELEHFREEL AWS IR F FHIRENEEARE,

EiR >

DescribeAccountOverview

B)4E : devops-guru:DescribeAccountOverview
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BEOEEEREEEANRENTIEEREER  EEUNERAHBERIREE., CELNRERNE
AARHE  URCEEANMERE RN FHERERE (MTTR).

BR:*

DescribeResourceCollectionHealthOverview
B)1E : devops-guru:DescribeResourceCollectionHealthOverview

&[E DevOps Guru F1§E 2 &8 CloudFormation B IR BEMNEKRRTEIRRE., BEHRXRE
BARMEBERRRE MTTR) BEE,

BR:*

DescribelntegratedService
B)1E : devops-guru:DescribeIntegratedService

EE T DevOps Guru BEZRENBESMERFFEE, WL DevOps Guru B —ERK 2
AWS Systems Manager , Al AR A S EEEKEREIL Opsltem,

IR *
UpdateIntegratedServiceConfig

B)1E : devops-guru:UpdateIntegratedServiceConfig

B SERAEETEE DevOps Guru BE 2 IRENEBESRTEE, — @18 DevOps Guru BEEWIRKE 2
Systems Manager , Al AR AR EEEREREIL Opsltem,

&R *

Amazon SNS FERIFFA]

ABEEFEBERETE Amazon DevOps Guru EixEHE S — B AWS IRF#ER Amazon SNS EER
FTEREEBHNER.

= E & DevOps Guru B BHIRXNZREIRFHEER Amazon SNS £&E , BAERKBKEEE
Amazon SNS £ , LR F DevOps Guru EXBHMEF T, MREELE DevOps Guru #5@ HEIEE
& A DevOps Guru BAEEWR FPR#EAE R Amazon SNS £ £ |, Bl DevOps Guru € B8 HIBBEE X
&,
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EEBUR L E S — EtR S Amazon SNS EEMEFF A% , A LA7E DevOps Guru F #7138 Amazon
SNS X, B A AFERABEHEEBERH Amazon SNS B3R , FHER S,

(® Note
DevOps Guru B sifE X EHR EiE P ERFE FE.

&

- E%—{EtRFPERE Amazon SNS FEHFFA

- %% —ERF#I8 Amazon SNS &

- FREANEEEFEN Amazon SNS Bk (B )

EZ—{EtRF P ERE Amazon SNS EEREFTE
B IMA IAM AE

EEAFER IAM BEEAERE —@EIRFEER Amazon SNS 2 |, S4B BEREEZEZREFAN
Amazon SNS £, BEEMEA IAM ACRES —EIRFEBEEEZE Amazon SNS =& , B#FE
BEXIRFERN T , M5 IAM S8 —885 :

» sns:CreateTopic

» sns:GetTopicAttributes

+ sns:SetTopicAttributes

» sns:Publish

BTHBEREEZEEFEHMN Amazon SNS £, ¥Resource£# , topic-owner-account-
id REEHEENRE ID, topic-sender-account-id 5% E DevOps Guru HEREWIRSE
ID , M devops-guru-role @ FRHNERFERAEN IAM 6, BLAFEENERNRS region-
id (Hl0 us-west-2) M my-topic-name.

BLIAM £ & & 5 # 85T A

EERS —EIRFE M Amazon SNS EEMA IAM FAE |, BB TIBRKEZEZLEMSAK Amazon
SNS £, ¥/ Resource®if , topic-owner-account-id REXBEEEEWIIRSE ID , topic-
sender-account-id Z&&E DevOps Guru HEAERWRF ID , M devops-guru-user-name &
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BROMER IAM EHE, BUEKBENERNRA region-id ( H1#0 us-west-2) # my-topic-
name.

® Note
BRCRTHRABRENERE L MTIRRAFELRHAEBE PINEBNFIER) 19 1AM £
. 0F IAM A REBBOHEEER , F260 (AM EHERERE) T80 1AM 22 &EE,

"3 —{ERF 18 Amazon SNS =&

£ 5 — AR S P ERE Amazon SNS EEMFFA# , BRI LG Amazon SNS E=EHEE
DevOps Guru BHIFRE. BT LAER AWS CLI = DevOps Guru 8 A #11#8 Amazon SNS &,

- £ FERAR  BMEREIE £H SNS =& ARN RIEEREBXE , TeEARA S —ERF
Y EE,

- B AWS CLI #4E add-notification-channel & , #8247 7E NotificationChannelConfig
Y TopicArnHIEE .

FEAEEAEES — (AR F 8 Amazon SNS &

1. BRI R https : //https://console.aws.amazon.com/devops-guru/ Y Amazon DevOps Guru F %

B

BRNEEEE K ARIBERE.

AABAER K ARBEHRE.

EIFHTE SNS £E,

EIZEA SNS =& ARN RIEER BN E=E,

WA EFE A Amazon SNS 8 ARN, XD EBEEBRERREL BN,
(IBA ) BEBMNEEREBNERRE,

BERT

© N o o M~ w b

#& Amazon SNS EEHIBZEHERER , DevOps Guru SFEAZETERENECEEEH |, HINENH
T RE R,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/devops-guru/add-notification-channel.html
https://console.aws.amazon.com/devops-guru/

Amazon DevOps Guru EREER

FRABAEEEHEMN Amazon SNS BIR (8% )

FigXRER  BEGEREIETEN DevOps Guru BHIEEMNNT , EENBEELR S,
FRABENEEEFEN Amazon SNS EEBER ( ER)

1. ELREEEBHMNIKREH#IT list-notification-channels DevOps Guru AWS CLI &%,

aws devops-guru list-notification-channels

2. fElist-notification-channelsEIfErd | 52 FE2E Amazon SNS =7 ARN HI48E ID, 48
& ID £ guide

flan , ET5IEES , EF ARN 2 EEMHEE ID arn:aws:sns:region-
id:111122223333:topic-name# e89be5f7-989d-4c4c-blfe-e7145037e531

{
"Channels": [
{
"Id": "e89be5f7-989d-4c4c-blfe-e7145037e531",
"Config": {
"Sns": {
"TopicArn": "arn:aws:sns:region-id:111122223333:topic-name"
},
"Filters": {
"MessageTypes": ["CLOSED_INSIGHT", "NEW_INSIGHT'", "SEVERITY_UPGRADED"],
"Severities": ["HIGH", "MEDIUM"]
}
}
}
]
}

3. HIFLES—ERFHERA PR EEHEE ID BB Kthe section called “7£ 5 — 1@
bR = P EZE Amazon SNS EEHFFA". EBERW ConditionfRiRX A |, FIBIEE B
{TSourceArn., ARN @K [EH ID ( Hl8 us-east-1), EEZFHEMN AWS RHE , IRE
iC THYSEE 1D,

BEHFNConditionFHRR M T AR

"Condition" : {
"StringEquals" : {
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"AWS:SourceArn": "arn:aws:devops-guru:us-
east-1:111122223333:channel/e89be5f7-989d-4c4c-blfe-e7145037e531",
"AWS:SourceAccount": "111122223333"

}
}

R AddNotificationChannel E: 18 SNS £ , SFHRELHN IAM BHEREBTEE T A,

AWS KMSHNZ2 Amazon SNS FEEREFT]

RIS TER Amazon SNS EREA[REH MNZ AWS Key Management Service, & Z f25F DevOps Guru
FERAMBZRNERE , BMHBERXEY , AWS KMS key RESTHRARNFIEE KMS S8HBER, W
FAMER , FZHEAWSKMS ( fEAEIERM) FHILAH AWS KMS 1% 3 2 Amazon SNS #Y#A
B, S£#EBIF (Keyld) , LR {Amazon Simple Notification Service B3 A B155) HHERME,

(® Note
DevOps Guru BRI BHEE—IREFPFEANMNEZEEE, B AT EBEZEREFERMNZEE,

¥ Amazon DevOps Guru & 7 f1ZEUE 1T FE RS B
FERAUTEARIGEIEZ B FISIEFEH DevOps Guru # IAM B AgE8 2 E RFRE,
&

o REMRET DevOps Guru RHEITENE

- REERUFEAEERFIE

o TAEEHIT iam:PassRole KR #E

- BRBEARFT AWS IRFAHABEFEER DevOps Guru EJR

B EMETE DevOps Guru FHITEIME
B AWS BEERA SHROEMHT B, ANEBRENEEEBREE,

B &EmateojacksonERFEAEIEARBERBNy-example-widget ERWFMER , BREE
¥aws:GetWidgetFFAlbF , S84 TSI FIEEER,
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https://aws.amazon.com/blogs/compute/encrypting-messages-published-to-amazon-sns-with-aws-kms/
https://aws.amazon.com/blogs/compute/encrypting-messages-published-to-amazon-sns-with-aws-kms/
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#key-id
https://docs.aws.amazon.com/sns/latest/dg/sns-data-encryption.html
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User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
aws:GetWidget on resource: my-example-widget

FELBERT , Mateo 2FREBEEFTHMANBER , AFFMER my-example-widget EEFE
aws:GetWidget BiR.

BEERMREAEENART IR

MBEFEHENREE AWS AHBES , AIEERERRTEHRAWS EBXEA, BRFEXRGTEIENS
NEUAREEEINEREEE AWS,

BERTHEAERARIFEIE  FEETIEF —@ERIER,

MEFEAEZTEENZGFR 2 RIF
2
IAM (BE) FAXEARAER BHRBELECANNEAREM

MAMBEAER , UBEBY HNETREF
AWS CLI, AWS SDKs#E &%

SLeb  AWS APIs . tNZE AWS CLI , 52 BAWS

Command Line Interface
(ERBIER) FHEAL
HE1T AWS R 3,

« AWS SDKsZEZ R AWS
SDKsFI T ESEEFmHINE
ABAHEST AWS ZS KB 2%,

ANERE D EAEREAERNEZH AWS FHRREEEANTEAREME

_ . CLI. AWS SDKsBXiRFtie  WIERRE,
(IAM Identity Center FEEH ®. AWS APls

ERE) - WE AWS CLI , 558 BAWS
Command Line Interface
(ERAEERE) PHHRE
AWS CLI Z£H AWS IAM
Identity Centerfy o

« AWS SDKs, T EFf AWS
APIs , 5528 AWS SDKs
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https://docs.aws.amazon.com//cli/latest/userguide/cli-configure-sign-in.html
https://docs.aws.amazon.com//cli/latest/userguide/cli-configure-sign-in.html
https://docs.aws.amazon.com//sdkref/latest/guide/access-login.html
https://docs.aws.amazon.com//sdkref/latest/guide/access-login.html
https://docs.aws.amazon.com//cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com//cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com//cli/latest/userguide/cli-configure-sso.html

Amazon DevOps Guru

ERAEER

R {2 FH & T BRE T ARGT AN
2

IAM

IAM

ERETREAENEZYH AWS
CLl. AWS SDKsf2Hi&5t58
Ko AWS APIs

(TERER)
EHRABREEEY AWS
CLI. AWS SDKs 3 AWS
APIsTE X ERETFER,

K AEE#HIT iam:PassRole HIIZH#E

LIS NI EF=Eg
DevOps Guru,

R

MITESEEREFHN IAM
Identity Center & % B & o

EfE (AM E£REERE) F
RS AERE AWS BR
REEANER.

AR EEANNEATRE
Y S R,

« INZE AWS CLI , F2BAWS
Command Line Interface
CERAEERY PHER
IAM FREBEETE DR
Fo

« AWS SDKsFITE , FEZ
B AWS SDKsF1 T E£#1$g
MYNEARNRRETS
DEE,

« ¥ AWS APIs , 5528 (
IAM EAEER) PHER
IAM ERENFEREE,

HEHEEEHIT iam: PassRoleBE , EHNBRMSEEH , UAFHLEKBREER

BE AWS B TRESREACEEGEBRE R MARBUFNEBEEALIRBEEAR, NFEH
THER B2 AR ACEEEZRBIFT .

EEA B IAMmarymajor FAEEHEAEE ST DevOps Guru FEITENMER: , B84 TSI HIgE

e B,

BEBRBBEBRBEASRTHF, Mary REKACERERBENFTT.
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https://docs.aws.amazon.com//sdkref/latest/guide/access-sso.html
https://docs.aws.amazon.com//sdkref/latest/guide/access-sso.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com//cli/latest/userguide/cli-authentication-user.html
https://docs.aws.amazon.com//cli/latest/userguide/cli-authentication-user.html
https://docs.aws.amazon.com//cli/latest/userguide/cli-authentication-user.html
https://docs.aws.amazon.com//sdkref/latest/guide/access-iam-users.html
https://docs.aws.amazon.com//sdkref/latest/guide/access-iam-users.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/id_credentials_access-keys.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/id_credentials_access-keys.html
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User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEEBRT , Mary BERAAEHT , AFFMEIIT iam: PassRole Bk,
MREEEWE , FHEEN AWS EEHE, ZNEESREENEEERE.
BEE AT AWS IRF A AEFEIEM DevOps Guru EJR

BUNRY—EAE  BREMRFTNEREIEEBATNASFIENER, BT IEEZ R
LEFUHDEZXAR, HHTEERERNBERIFIUEHIEE (ACL) MR , &R LUE R ARL
RRET AEFRENE RN,

WMEE-—FTH K FL2EUTRE

« HET# DevOps Guru 2R XEELINEE , 5528 Amazon DevOps Guru Z01a[EE IAM #ELE Ao

- BETHRNMAWS 1RFE EEBEN ERBREFIE  F260 (AM EAEER) FHEEE
B AWS IRF 895 — 1@ IAM & PR HFEE,

- BETRINMIBERNEFIERMEHKE=H AWSIRE | 528 (AM EAEIER) WS EFEER
HILE=H AWS IRF A,

- METHINMEBHS G o REFIVE , 320 (AM FAEERE) P FEHERMERENDE
TEPRENERE BSE D).

- METHEAACHNEREBRETERFFRCEANEZERE , F28 (AM FAREIER) FH 1AM
B BB IR F B R EEL.

E08%FNES4% DevOps Guru

ES1R R #ERE DevOps Guru FH At AWS R B RAFEM, TAMMRENEEDS. AWS BT
Bt T EREEE DevOps Guru, TERASEIREEER , URBERKEEEEE -

« Amazon CloudWatch AWS £ EIRFESR B R AWS ERMEE LHTHEARER . S UKERNE
Mg, BUBERR , URBREET , TREEEEIZEENRERBHNESEEREE, 4l
| EATLAEE CloudWatch Bt CPU R EHE M Amazon EC2 H1TEREE , Y EEEREH
REFTNEITER ., MEFMERF , 552 B Amazon CloudWatch A EIEE.

« AWS CloudTrail €#IELHEMIRF A TR AWS EHIRFE 3 HA API FEIUAAHREEH | Wig A FE
RRXFELIEEN Amazon S3 FFETRE. AT LUK H BRLE (5 A & MR S MW AWS, 2% H MY #Y 3R
R IP {usk , AR LN RLERE, MEFMER , F2/H AWS CloudTrail A EEM.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/

Amazon DevOps Guru (&SR
&

« £ Amazon CloudWatch E£3#% DevOps Guru

{3 524 Amazon DevOps Guru API FEAY AWS CloudTrail

£ Amazon CloudWatch E£#E DevOps Guru

EALAE A CloudWatch B532 DevOps Guru , ERWEFRKRER W AS HRIE A 038 Bl AR
EE, BERAERERE 15EA , UELENELENR , XEFE Web EARXNSREVHIT
W, BHEALUREEREFHERE , EEIRER L BARKEINEE, WEEFZEH , F2HE
Amazon CloudWatch &5/

# DevOps Guru , &R LUBHE $51Z LA NS DevOps Guru AE/E B FEE, B EH K
BIUKAKE Insights , UHBEHEEERRSFREBREEETA, E , BB EES
DevOps Guru FAE , LA BhiE BEE B B AN,

DevOps Guru JRFE =1 AWS/DevOps-Guru TR ZEEFA|E T HI5E,
E:

« Insight I51&
« DevOps Guru FIEIEE

Insight $5#&
BRI LAfE A CloudWatch BHtERE , MIEEREWIRSE AWS FEY TZDREE ., BAEEZBR
WType#tEproactivesreactivelll R, MREBVEEHERR , BAEEHE,
BEE
EF Description
Insight £ AWS lRFHFEINERHE,

BRHE : Type
BRRETER - EHIFTE. B

B{y : Count

f£F CloudWatch 1T B4 123


https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
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DevOps Guru Insight X ETIHE,

Dimensions (R )

HWE Description
Type ERARNER, NECEEERMERER , 2K

EInsightsiEEMNHE. BRESR : proactive
. reactive,

DevOps Guru FiE#51&

BT LAEA CloudWatch 3B Amazon DevOps Guru &£,

BE
BE Description
CallCount T 5 E s+ —1{E DevOps Guru HEHITHRIWUEE,

ListInsights

ListAnomaliesForInsight

ListRecommendations

ListEvents

SearchInsights

Describelnsight

DescribeAnomaly

BMHME : Service, Class. Type. Resource

f# A CloudWatch #{TE5#2 124


https://docs.aws.amazon.com/devops-guru/latest/APIReference/API_ListInsights.html
https://docs.aws.amazon.com/devops-guru/latest/APIReference/API_ListAnomaliesForInsight.html
https://docs.aws.amazon.com/devops-guru/latest/APIReference/API_ListRecommendations.html
https://docs.aws.amazon.com/devops-guru/latest/APIReference/API_ListEvents.html
https://docs.aws.amazon.com/devops-guru/latest/APIReference/API_SearchInsights.html
https://docs.aws.amazon.com/devops-guru/latest/APIReference/API_DescribeInsight.html
https://docs.aws.amazon.com/devops-guru/latest/APIReference/API_DescribeAnomaly.html
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EE Description
BRMmETESR - SHIFTE. B

B {7 : Count

DevOps Guru AEEEXETIHE.,

Dimensions (R )

HE Description

Service E2TE ERN AWS REARE. Hila0 , B DevOps Guru , It
{&%5 DevOps-Guru .

Class E2EMHNERER, DevOps Guru f# It #E E{E None,

Type EREBRNERER, DevOps Guru EFILLAEEEEE API,

Resource i DevOps Guru REEN BB, BRES : ListInsig

hts . ListAnomaliesForInsight . ListRecom
mendations ., ListEvents . Searchlns
ights . DescribeInsight ., DescribeAnomaly .

£/ 528% Amazon DevOps Guru API FEAY AWS CloudTrail

Amazon DevOps Guru B8 & AWS CloudTrail , tLiREREHREAE. BB DevOps Guru FHY
AWS FRFEFTEREN 2 BIERIEC 8%, CloudTrail €4% DevOps Guru §9 API FEMUEEER A=, REERAMELY
‘BIERE DevOps Guru EEAMML | BARE DevOps Guru API IREMFENIFFFEI, IMREEINIE
it , BITT LA CloudTrail E4-ZFER FZE Amazon S3 f#7ETE8 , B3E DevOps Guru BWEH, BIFER
REBEEHE , KA LUEIR CloudTrail EEAPNEHRELCHEREZNEYN. LA LIEEA CloudTrail
FrU SR E A , FIEfm DevOps Guru IR HEHIIFER, RHEFBERMN IP #hut, REFBRHOAE., REFBR
MR , AR EMEFEEA

EEHE—F TH CloudTrail , 5528 "AWS CloudTrail fEA&ER . -

£/ F28% DevOps Guru API B4 AWS CloudTrail 125


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
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CloudTrail &) DevOps Guru &,

BB AWS IRFF | EEMRE EBUA CloudTrail, E3EB)1E DevOps Guru R 4E R | R F
SHEHFEPIHEFIWEM AWS RIEEH —25CEEIE CloudTrail B4, EAILE AWS IRE S
B, BSNTEKENEL, WEFHMEN , 8208 "#H CloudTrall E4FE L EEFMREF o

EERBELHRE AWS (REFRINEH | B3 DevOps Guru HWEH |, FBEIIBHKE ’fvi?fi“ Z CloudTrail
# B E R E Amazon S3 FEFETHE. RIBEFER  ERETRABRLBRFEHE , BItRHS
ERZIFE AWS EBifl, RREHHKAWS 2 EIEFTFMERENES , LA BFEREEIRIEEN
Amazon S3 f# T8, L, ‘?—IJ«X S EHM AWS BRI , SLE—Z 2 FEE CloudTrail BFEH T
BENEHER, NEFHEEN  F2ETIRE

B MR BEE
 CloudTrail X EHNRBEMES
« ERTE CloudTrail B9 Amazon SNS &4/
- BEWZEESEN CloudTrail AFERMZEWZEIRFR CloudTrail HFER

DevOps Guru X EBASHFFEEECEE A CloudTrail B ERDHNEH, MEFHMEN  F2E
DevOps Guru APl 8E R EI1E,

B-SEMUAREXRNSLSELFTRENETA. FoEATHEEHE TFIEE !

Y/

M
ﬁ

il
EE
ill I
il

BEARIEHERFRD,
ARE  REEERATREAGEBE S S ERENTRRZEREE.

- FREEGHHEM AWS RFRD,

i
Hm

WMEFMER , 2B CloudTrail userldentity Tt

7 % DevOps Guru BEERIER

EHR —EERE , RSB ARERNEARAREIEEN Amazon S3 f#FRT#, CloudTrail B
1’?&5’@% FZEERER, —BASHATMARREENE-—FBR , XESHEREE. FRHO BHME

ARSBHEFEM. CloudTrail BEFELIFKAE API YA ERERIEEF | Rt gMEMEEIE
F&IEO

LA g1 B REY 2B R UpdateResourceCollection B)YEHI CloudTrail BE5EE

{
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/configure-sns-notifications-for-cloudtrail.html
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"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AAAAAAAAAEXAMPLE:TestSession",
"arn": "arn:aws:sts::123456789012:assumed-role/TestRole/TestSession",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:r0le/TestRole",
"accountId": "123456789012",
"userName": "sample-user-name"
},
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2020-12-03T15:29:51z"

}

}
I
"eventTime": "2020-12-01T16:14:31Z7",
"eventSource": "devops-guru.amazonaws.com",
"eventName": "UpdateResourceCollection",
"awsRegion": "us-east-1",
"sourceIPAddress": "sample-ip-address",

"userAgent": "aws-internal/3 aws-sdk-java/1.11.901
Linux/4.9.217-0.3.ac.206.84.332.metall.x86_64 Open]DK_64-Bit_Server_VM/25.275-b01
java/1.8.0_275 vendor/Oracle_Corporation",

"requestParameters": {

"Action": "REMOVE",
"ResourceCollection": {
"CloudFormation": {
"StackNames": [

i n

]
}
}
I
"responseElements": null,
"requestID": " cb8c167e-EXAMPLE ",
"eventID": " e3c6f4ce-EXAMPLE ",

"readOnly": false,
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"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "123456789012"
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{
"Statement": [

{

"Principal":"*"

"Effect":"Allow",

"Action": [
"devops-guru:AddNotificationChannel",
"devops-guru:ListInsights",
"devops-guru:ListRecommendations"

]I

"Resource":"*"
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