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REBREE S3REFITR , AESeMAAE— SSRETRBER., TERZEREL , BuUR
BEE R R, BRI &RITAYMIBREFRE.

EERGIIAERILNMBREY  FHEERBREARBIURBEREG , WUAMBRSEER, E£EE
APl RIlEXEEER L , EREERENETHFMAEN. EHEEHET Create M Delete HEMN
API F5ix. 582 the section called “B & API FEIYE",

FRERERER
Detective RIFER P FENFERAERERER,

Detective ¢t HiBEEAERERXBELTHE
- ERAERERNEA T HLE AP Y ?
- MEGEAENACRERTEAERERERN?
o RLE P bt EA T EAFNRERER ?
EKS #&

Detective RIRE R P FTEH EKS B 5,

@ Note
EEEENBREENCREFNET , KAMMERN EKS B BFEMNRR. WEFHE
& FSRERNERTR

Detective 28t ¥ 5@ EKS EEEZLLTRIRE :
- BEMEEDHIT T HLE Kubernetes AP FEIY ?

ThRERERNFEBTHERER 24
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« BBLE Kubernetes FAEMIRIEIRE (£88) EULBEPENIERAFREE ?
- EHEEPME T HLEREE?
o TELCEEE A BRI IR RN BN B RS 2

Kubernetes Pod

Detective KRE K FZEM Kubernetes Pod,

(® Note

EREENEREENTRFMET , LERMAZEMR EKS B BRERNR. MEF
&, F2AERNERRER

Detective &t ¥t 18 Pod E& LA T RIRE :

- EENRFH , BWHLEERKN Pod AASFMRE ?

- B&t¥tk Pod 4T T BRLESEED ?

« Tt Pod RENIT T MRLER SR 2

« ZPod PABRNBHEERNIRFHPERE?

- TEEENEM Pod PREEEBLEEMEEHITHERR?

- WRBPREFETMAFREIEHHEM Pod FHEERSR?
BB

Detective 2RIRE R P FEN B EFREK,

(@ Note

EEREENEREENTRFEET , LARMAZEMAR EKS B BRERNR. MFEF
&, F2RERNERRR

Detective E# H B ERRMGEEELLTREE :
- BNREDEEMEHEMBRGEERGHLZHENRBFEERE&HE ?
- BNREBEDEEHTSOERGEIZR ?

Kubernetes &8

Detective BRE R P 1Z7ER Kubernetes £8, Kubernetes &I FERAERRIFIKRS .,

ThRERERNFEBTHERER 25
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® Note

EEREENHEREENTRFAES , LARMAZERARN EKS B BRERNRER. WFEF
&, F2RERNERRR

Detective Bt B EFXBRIZUATEE :
- HRLE IAM THERRIAZER?

- MLERELREZTRAEME 2

- TREAWHL P it ?

Detective 1T A B = H £ A RIFEE R

A TEATTAER , Amazon Detective EFRTABREEERFNHNEIRSE FHRFEE R,

£ F Detective , ZAIGFRRE-FNEESHER, HLERTEB —HREEE , HELTET
EENEEEEREESERMEE B, Detective i EEFERE GuardDuty AERE R,

Behavior graph
data structure

-
-
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I

I

|
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0585 s . :
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account |
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|

I

I
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I

I
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I

I

Us
e,
5 da f'a fro

|
1
]
|
Uses data from m
Creates \'

Member
account

Administrator

account

Adds and removes

METABEEHEBOMBET , FSH (Detective BAEIEE) FHFTAERSHEEEE,
Detective /O E R KR ER

Detective {RIELFEAR AWS HERENE R :
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« AWS CloudTrail H&
« Amazon Virtual Private Cloud (Amazon VPC) i B &
- [EIRHEER IPv4 F IPv6 528% , {8 F4HEX Elastic Fabric Adapters B4 MAC iC#.

- & log-status MM MEER OK AREERFHIEN B FFci%k. MEFMENR , 2B (Amazon VPC
FEAEER) PREHFiLiK.

- EHEEELE VPCs F#HI1TH Amazon Elastic Compute Cloud ${TEEFIEANREBF. T8
FERAHEMEIR , #li0 NAT &, RDS #1TERD Fargate &,

- FRENEEZNCEENRE.
- Y EFMIA GuardDuty BIRF , Detective th &#EE GuardDuty &R R,

Detective EAE I HEEM CloudTrail M VPC A BFERAEEA CloudTrail M1 VPC AR BEZE 4,
WEEFTEFERFERIEEA CloudTrail M VPC R AFRE. et TS E L BRI NG
i1 2% N8

Detective FIZFAMNE R RIFENVEFR

Detective BR T Detective % OEHRHN=EERRREZN , EREHEZANVREESH (RUOEHEE
AWS CloudTrail B3, VPC 7#if2 B M GuardDuty FAERER ) . BB ATABRBREREFL
BRANERRRES,

Detective A& {EERBNAIEZOMBANIREFRME 30 REEFA

@ Note
Detective SR EERREEHARINFIEERRERS 1 F

BRAUATERANKREGTHER
-+ EKS #%#&% B 3%

EBZERERRIREN |, Detective AIHEBURIEH EKS BREMNFMEF , LEXERMEEEN
TAEXR. Detective E/i&FEH & EEE AWS CloudTrail Management B4+ F1 #3355 B1 2 Amazon
VPC Flow Logs 223 B3t A MAFELFBHMANFRAEL RAF. WEFMEENR , 528 Amazon
EKS ¥# B35

- AWS ZLRAERR

Detective HFiZ M E R RIRH FE 27
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I ARV & R RIRE 4 7T 3 Detective # Security Hub CSPM HERE R , Wi E R B EEMIT
REXR. MEFHMES  F2HE AWS Z2REHER

BESFILRANERRR

1. 3TBH Detective £ & , #1t A https://console.aws.amazon.com/detective/o
2. EEEBEBE®RD , ARETEE—M;K,

3. HEAMNKEREHT , EHEMH, ARENEZMANERRR , HEUCHEM S BAER KRG
B, RRZEEM U ERANERRFEEHF.

(@ Note

MREEFEILREEHBEZANERRR , SEEELEERRER LERNER PR
Bk, LWEREEERABETPEE  RARENRFELNEEE, EERRFREHRRS
BF , Detective & 1B ¥HEEVE Ko

Amazon EKS ## B

Amazon EKS ##Z BF 2 EZRANERRKEEM. , THIEE LM Detective 1TAER. BRI URERE
W E% E B ESEIB Detective APl , EFEIRE R A AN ZRAEEG R EAREE,

REH/LERRFRME 30 RNEEHA. MFE—FTH  F2H EANERRENREFA.

EIBRAA Amazon EKS #&# B35 , Detective RAILAfE Amazon EKS FRE M ERIVRAEAFNEER
HITABER. LLERRFESRERAMBENEEUTERERMNWEN | EKS #5£. Kubernetes Pod, &
BSRR & Kubernetes =&,

A, MREEFE Amazon GuardDuty F XA EKS B B EAERRIE |, Bi&sE4# GuardDuty
EEEE Kubernetes AERERWEFHMER . MFEE GuardDuty PRUALLLERRFENFMAENR |, 52
B Amazon GuardDuty F Y Kubernetes fRi&o

(® Note

LERRRERSEHE 2022 F£7 A 26 HZREBIANFHTAEBERBA., &% 2022%F 7 A 26
HeBIB2YWITABR , XAFBRA,

Amazon EKS #¥# B & 28
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B HBER Amazon EKS ##& BEER R A ERRR

1. 3TBH Detective £ & , #1t A https://console.aws.amazon.com/detective/o

2. EEEBERD , RERETEE—M#K.

3. EREEHT , BEEKS B BEFUMALERRE, MREMA , FEIGER , BIaE1E#
EKS & B EIE BN T ABERA,

AWS £ HERER

AWS Z2BEFERZANERERREN , AIHTEE Detective ITRER.

FAI AR E R AW E HHESEIR Detective APl , EFZIRF P ATANRARGBESGRHEMRE,
REA/LERRFRMK 30 RNEEHA. MFTE—FTH K F2H EANERRENREFA.

BURAAWS 2 &R R 0 # Detective SAFEA AWS Security Format (ASFF) WZERERLRER , £
FA 0 Security Hub # L3 RIEEMEH Security Hub CSPM FAEHRR K MAEERERENERERT
£, A% , MERBMFIEERNREERE , IEREZLENELIERF.

MEHBBRMAEAENRIFE AWS NEEMREEEE

® Note

AWS Z2REHERERRRTAR A E 2023 F5 A 16 Az RBRYNHTABERERA., s
2023 F 5 A 16 HZRRAMNTABRR , XYEAFHHA.

1. 3TBH Detective £ & , #1t A https://console.aws.amazon.com/detective/o

2. EEEBERD  RERETEE—M#K.

3. EREEHT , BEAWS Z2MBEEFELUMALLERRE, MRE/A , FHEER , UELE
# AWS Z2FAERREKR (ASFF) WHAERERERIENTABRF,

BRI ENRHERR

Detective #& Amazon = #5 # RIS HEEY Security Hub CSPM R HIFFE ASFF FAER R AWS,

- FEEESENRERAEE | 5520 AWS Security Hub  EREIEE) T T H AWS IRIEE
AN

o

AWS Z&FAEHER 29
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- MEXEERNFE , 528 ( AWS Security Hub R EIER) FHER.
- AWS EEEHRMRENREAETERRFRES FAILED , EF SHEE EiEFEE

i
7
8

Detective N{AIHEENFFFRIFEE R

4R Detective #& , Detective ERBRITABREESIRFHIRFER . EXBIRFHEETAE
&R, Detective th @FAEA L EKEIRF FHEHR,

Detective RIRERTERBBENEBILMEEMA, A7 XIE Detective 4T , Detective fE1F
Detective RRE R EIA,

Detective fEEVE F &5 E R £81% F Detective RIFERTFHIEFH Amazon Simple Storage Service
(Amazon S3) EFETE P, EFRIRERFER , Hith Detective THEEWER | W HHMHFEEN 247
BF. WEFMEN , F2H (Detective EAEER) P/ Detective AEARREERIEATRE
o

Detective 2{AREHHATITABERNENBE

Detective EBETABRP AN ENEMEBRRVETE, EREIESRMA Detective TREBEIRAY
ERE,

EEEERF A Detective , ARKERFIEZBBEURMITABERE , Detective & 58§31 17 Itk FEBL
£,

- MREEBIRFNEREFSREIR 10 TB , AIEE SRS EZRA Detective,
- MRERERFHENEHNESEFITABRERER 10 TB , AIEEMAZKEIRF,

TRERNENELESRERBNEBEREM, Detective EBRABETRERERE , URRET
SEBEHE,

MRTHABERERERIEE S | Detective EEFT A LBERELETALE, ABABHELE , B UBK
REWRE,

MBTABRERESKEIR 10 TB, AIEELEHRERFHIEEITHAER.
MRETAHABREREZSKREIR 15 TB , Bl Detective AEE LIS ERHNETAERY. 8X15TB W
BRERMEFERENERHEIERE, EINEER K RETSETABRIEERIEAHER , EFER

REEEN. SPATLEARESEHETRE, TRAGBTAL  HHTARRNENERCE
.
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MREBMENCEF  BLAER & EFRA. R , FEBEc XEEABBRKEIRF
RSB EREENERE, WBUUFLERBATAERNERERER.

Detective 2N HHTITAB RN ER EBLE 31
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£ A Detective S EERIR

£ Amazon Detective FHIEEERMRREFER , LFAEBR X 24 PERAEEHRIE. Amazon
Detective I EERR I IHB AR AIRESERE TEEAEEMNER, ERETHAENEE TR
Z_o

EERTREEGBRN , 551 Detective BEERH , BEHE, EE%E —RBR Detective TR K,
FFETRREERLKRR.

RBEBRRRF , BULERBIFE THRGAER

« HR Detective RENBELZESHIIRAE

- ENBRINHEBEVEFREFDASRNER
- EITHZ API RILRBHER

- MEZAHN EC2 #ITERE

- ARBERZNBAHRES

=/

REEHESERRERT , EUMEREFIEERNRERE.

ELRARERRRE , BUNREREERRE , UeRiBE 365 RREM 24 /NFEFEEENER, B
RRBERABBNKER  FRABNIKESEDENSCEFNRARE RN 24 D,

£/ Detective , BAIUGBRE-FHREEHER, HERNTEBR—HRBILEE K RE{LTETR
B EEE TR EE M B W&, Detective #ILEERFEREE GuardDuty FAERE R,

W Detective RRFERNFMES , F2HRITS/ERTEANFEER,

LEES

HEHE R Detective BENBELZLEH, EREERL , BULIBEBRERE , AR E—REBEERAZ
NZLEHFENHE AWS AENFERE, AES8AREES AT , LUHBIHE AWS ER2
B RUERREETAREFENEETZH,

ERBRMEREURERRAEER, 7ERERRFENERFMAER , UNEENEZLRE. RiRE
RIBENNHERBERHE, SUNAHARBERRE , REEIRZE 365 X 24 /NMNFPHRE, EAL
BEHEEERERE , UEEHANRERS.
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MREBRIUFEITREE AWS WARHMERE , BANEZRAEERECXACREHE , S
BENRE, BREACIFERE  RRE-—THTRAEUELRERE. HAGHEAENTRE
%, ZACAKERAESBECHERR.

BRI IEVE

HERINWBENER QBT TR 24 MERFEBRRAGEME  BELAINEERBRARESR
ZEVE,

ZHRRZEE 100 B ELE, CESRRELEL  WIEBE T HNERKRSP,
SHYEEALENVE K ERRSBTBE 24 MERARZMEVE R H A KBAA APl FFULEXE,

BRLURRAEERIEME  UERRZMENEET API FUNERENAGCEE. ERRSHHE
BE/5 HEE R AEBABH AWS 1RF

MREBAUFEITRNEAERAE , AUEERARBEECRAERNAGRKRER , LBERE,
ERMEERER , FERERENAGERN,

Detective &£ MaxMind GeolP EREHRREFRAVME. MaxMind TEEI SR/t [E BRI S IEE S
EREmRE  AEREGRBEAR/WEN IP BESREIMARTRE. MF MaxMind WEFHEER , &
2 MaxMind IP #3E{ &, MREZEETMA GeolP ERAFIERE , &7 LIE MaxMind Correct GeolP2
Data [8 Maxmind 2 X E EFE R,

BE 7 XKAERTNRAERREE

BET7 RREAFHNREERFASEREORREPREERERBADN Detective HERR, ERNF
BHEBioE. ELSHEEAMARRTIERTANERED. REERREBEIKZLERA | KA
B Ees LRERTHREREBEEE,

BEERER, tkF. ERNAEERARTTENE , UEFTESFHEEA.

BREELREFRREE. IREFFHBEBNREFEREE BTN ENEBEREREEF AR
HNEE  UEERE,

BEERAXAPIHFUENSBNMERE

BEARAKAPI HFUENBENERERRBIBE 24 NMNFRETHRSZ API FIUNEREMA R,

BRI IENVE 33
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ZHERTUEERE 100 AEAENEE, EUTNEESEEAEIACNER (ERAENAE) ME
BBNIRE, SN EEREREIACEBRE 24 MR AP LR,

BIBTER  RRSERREEE AR, RSEZSE®ILESLE KE AWS CloudTrail 588 , EEHRE
HEE-SHENETA. EULLRERMAETNREEEAR R EERNBRA G RERESELS
B,

B LA EHER O FEE (csv) BE , Hh S tERPNE R,
BEE—ERE7 XMW API FILENREM, SREAMHTHEIEHEZETEBN APIFIUEREFEEEE,

WMREE AP FUESHBRIUTFAETRNCERAERAE , AITNEEREREEEEAENAERK
ERE , WBERE, ST lRRRERENACHBBNIRERER. eERARER  FRECAH
&, ABIHIRFHEBIR.

BEERAREN EC2 #HIT{EE

BERAREN EC2 MTERAREAIBE 24 MERBRER AN EC2 HITEEE.

ZHER AL EHIE 100 {8 EC2 #TER., e¥E(E EC2 TR , B LETEBAIRS LU Al
24 NEARBANITTE, EhAuTENRATAR.

& T LARE 28 tE AR ERRE SR D RIE (csv) BRERE,

RETARRBETRE 7 RABANGH RERN S EEH, R 582 EC2 BTN RER
BREER.

MREHB B AUEREN EC2 MTEEE , AT NEZREARAE EC2 TEEBREREKERE. Bib
AR R EC2 BITEBNIRFRER. BERERER  FiRIF EC2 FITERBIURFHEBIFF,

B HE% Kubernetes Pod WASSEE

T EB &K% Kubernetes Pod ARSI BETHEAITEIRE 24 MREAMITRZBRENESE,

BHHiREE RS 100 BEKERBNES L EESREEABEBNREERRS, HUSEAEE £
AUAEZEBEBNIRS, ZBETENRRBEURBE 24 MYREZXBEMEEBNHAEERH
B, ZALELISRERTFERNERDBE (csv) RERE,

ZZEI% CRANBIIHAERRNEE , CUMEERARMEEETBEERTER , WBEETHE, Sl
EEFHABRECIRFHRERE, FEHEERTERE , FEEERERBIURF BRI,

BEBRKXREN EC2 #iTER 34
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AT SHETE A

EEARAAPI FUENAGNERENEARAREN EC2H/TER L , MREREMEESR (V) ,
AIRTRERLLE. EETEFRIARERE.

ER R A Detective ARFTESEREERNRBEN S EZFY. EHEEAE L , BEBRA—DE,

Detective 8R/NRFTEERRARERN 1,000 EFEAE, ARHN EC2 HTEENEE. TSHRTIER
A%, AR EC2 BITERNER,

MRE-ERBRMRET 1,000 & , AIRERNFTEEURTSTEAMBER. HER3ER 1,000 1
B RAY B .

AR EEERAREERR. £AE. A0 EC2 HTEERNRERERMBRENFMENR,

nlm
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Detective M{Af AR RAE

Amazon Detective St 0. FAEWREBRNLZLFAEERRALSEENEARER, Detective 1214
TEZRBASEFNIE, Detective PRAETREHAUREHE R, FEERB/ENERIEARE,

Detective A Y FE 2P ER

{£47] Detective FAERF &S K& T HIFEE :

Pk
EARIEBRTREESRSARTBHHTERNENR  AEEFEERE. N, EEHEIEE
BEEIEIB Amazon GuardDuty H Amazon Inspector ERBEFIZ RN AEERRE R,

EoEREER SR ERERARTHRERYE (EENERED) ERAGHE CFEEHSHE
Ba EE)). Detective REEBEBALRNERREZBNRBRIESEER.
SHHEEBEHTER  SREET —ERER.

SEERE

HEHEFRERE , s EHEBEESAREDNEEUARBARERER,

HERTEAEEUTHENMERE

- BMERENEREEIIAR?

- WERERFNALE ?

- WEBHIEERE?

BEFEHMFRRNMEEREDR ? flM , MRKBEREHRKEPEINESR , AWM

?

Ji

Detective 13 B a[ BN BB S S ENHMERE,
13

RE-SRUYNBMEDE , SUELKRE K SAEE#RRIEE  LHEREUNRERRRE,

Detective AERFE B,

)R Detective AEHEEEMNEE, Hlin , BUESEIEREFEN Amazon GuardDuty = AWS
Security Hub CSPM FAZERE R, ¥ , BURESEROEE IP it EETEH,

RERE 36
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HAENE AR TIE GuardDuty BERIZIWAERER , ARK Detective RIFERHHENVERHE.
GuardDuty HRIZINAEZ R

GuardDuty fE &R BREERRBRESNSAREBR TEEHAITEE, Detective ERRHEIRAEED
ERAERERERER

Detective 2t ¥ B RAERE RIBEHMEBNRERE RFMEH. Detective BB REREAERERNE
B Gl P byt AWS BRE,

A& BUURRSIERNERNEE , UEERATSERPEIZN IHEAAEESIEREENER,
WMEFMER , 552 Blthe section called “FAELERBE",
AWS Security Hub CSPM N Z £ MAERER

AWS Security Hub CSPM 8 R E—UERBERBFEMBTERAENRZLMBEETE , Y K/ERM
T2 AREHTERR AWS, Security Hub CSPM JHBR T RER A ZEHERN AEREERNEH
M, ERDTEENRERE AWS tRF, BERMTEEHLZEMAENITHEE, Detective HRRHE
RAEBERENERHERE R

Detective SR FAERE RIBHMEBENAERERFMEH. Detective H BB TEBREZAEERNE
B 0P #utF AWS IREF,

WMEFMER , 552 Bthe section called “FAEFERBE",
& Detective RIFE RN E R

Detective 2t FEELAY Detective RIRE R HEENER |, Hla0 IP #ut M AWS FAHE., BRI MERREAP—
BEEARELE,

Detective IRt ERIEEMN —RFMAEA , Hl0 IP Ut RNEAEER. CERMIHEHICHENFEE
o Bl | Detective ATLASRE B EER, SERNFEAEAM IP shut,

MEFHMET  F2EIMERE,

Detective HERTE

AT LAfE A Amazon Detective SAEEE | 0 EC2 #i{TEER AWS FHE, LK AURAELLAE
"R,

E5k , TEE R Detective HENREF.

GuardDuty ERIZINAEER 37
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ERAEER

I
I
I'1. Select an entity to
: investigate
|
I
I
I
! Other |  Select pivot _
: service option
| —
I
|
I s A .
I Summary Id‘-'_"t'f" an
I page ——entity of —
I ____ interest
I
|
' N
I
| Finding _Choose an
. —involved -]
I overview ]
I entity
|
I
S
I Search
I Search +—foran ——
: ) entity
I
I
SR ENERENER

FER2:

£ & F GuardDuty PHIFAERE RE |

. Analyze visualizations and
finding details

Finding
details

View details for
associated findings

Entity
profile

Pivot for details about
related entities

Other
profiles

section called “REMEIZHEEE",

ENEER

BEERR

REREBEE —

MEMEREZE,

R HE

DRERNREBL

—>

>

HRETREREENREL,

3. Take action
based on
investigation

Update
involved
entity

Update
finding
status

BI{¥ Detective P EEIRERE,

THABERIBBE AZE Detective B FER

2 ¥ EM AT LUE R E Detective HHAEHBER.

RBNERRNEEEARNES, SUNERALERBREOE[RE , LHHEERIDREFEER
F. B2E IWEE,

ATEBIEERAE  BuFERASEERBLIRMEN Detective 188, ZIERBIR TETRNENA ,
BELERLNEE  YREBERELRELSER., 552 M the section called “f& A

BEREEFTSHEHBERLERNEE, &0
8], 552/ the section called “BIEERNFEE R,

4,

REERERES , EUUHEZHHERNRERRR

A

ax ke

EHE R

ERE, -

S

*E%ﬁﬁgmlﬁﬁo

UL RBEAEERNFAET , UARBRAERERE

Detective FAERE
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HER 3 EREUEE
RIBRENGER , KEEEBHF.

ERERRABBMY , AITXAEREREE. 7 Detective F , A LLFHE GuardDuty HWFRER
R, MEFHMER , FS2BEF Amazon GuardDuty FAERE R,

B, CREIEEDFERFERFRALBMERE, Sl , EREEEENERNEE,

Detective FA&

& A LAE A Amazon Detective Investigation , fEFA ARIBERZE IAM E£HAEN IAM A€ , EFHEIE
HEERRBIREZLEENH. ARIEE (10C) IBEME., RARNRBEPREHEE. RADIRE LBHE
B, T (BEESTEE) BIEEEZHRLZLEH. EIB Detective Investigations , A LLHF K
LME, BERETLRBE , YRt EHEEINEE,

Detective Investigation EAMBELERUNHEFTHEB 2 AWS REFWER , UEAIBENR
2EH, BRZARE , EUETBHERE SN EA I Detective THAERAEBRVEBHLIIERAER
2184E, M Detective Investigation , BRI AFAEREREE, TAEMNRE,. Zich IP it MRAERE
REH. cEITUTHNLRLRAESE  YELE —H#E , R BETR Detective PTE&BIH A |, tHBHE
BREZEEHIEEBESH,

S|
« #1T Detective

RE
- ¥ B Detective Investigations ¥&

oF |Of

- 7 f# Detective Investigations
« Detective Investigations &5 E

- T # Detective Investigations &5

« $#17 Detective Investigations ¥Rt

# 1T Detective A&

ERPITHERDN IAM EHEN IAM ARZFER  YELEFAERS, EENREGHFERAELEER
ARHWEETR.

Console

FEURBTHSER | 5 Amazon Detective 12 &R FAEEEE1T Detective FAE,

Detective FAE 39


https://docs.aws.amazon.com//detective/latest/userguide/finding-update-status.html

Amazon Detective EREER

1. BAAWS EEFEA, RRBIFE hitps://console.aws.amazon.com/detective/ B Detective

FEA,
2. HEEEHKD  BERSE,
3. HFAEEHHEY , BEALANFTHRE.

4. Ei&ﬂiﬁ)ﬁ EERHF "‘ﬁ_ﬁﬂ‘ﬁ—lﬁl?ﬁﬂﬁ & 7] LUZ ¥ Detective BN ER#ITH
B, BAUSEREERATHE, St Detective BESEHRAEER.

1. Choose a recommended resource — Detective ERIBE R EEENBEBTERAD
FEBIRIBZZRE IR, BEY Detective BENERHITHAE , FEREREREARPENE
BENER.

BENERREMT THFEMAER -

- &R ARN - AWS &R Amazon Resource Name (ARN),

- BAERRE . BERATERNEERRE, Detective BERAEEFRNERMT -
- MREEREBE 24 NEABR "EBREM, RAERER.

- MBREREBE 7 KASKAMBENTAEREREHE, Detective BERLREBETHER
EHRBELZSEMHMHBNZIETE, MEFHMER , 552 Bthe section called “S &
7,

- MBEEREBE7 XA RAERLR,
- BRFRAEER  BRFAERRARSEEIER , 8HEEEER,
- BEREH  BRERMER, Flan, AWS EFEHE AWS A,

2. Specify an AWS role or user with an ARN-#ZA[LUEER AWS A% AWS £
E  UHHHBEERYTAE,

AR TS RAEREEREE,
a. EMERBETHFESD , BEAWS AR AWS EFHE,
b. WA IAM BERHEIR ARN, WEEIR ARNs WEFEHIEA , BF2E (AM ERAEER) F

# Amazon Resource Name (ARNS),

%II

3. Find a resource to investigate from the Search page - &AL Detective

BEEEHEESHME IAM ER.

AR TSR, tREAEHAETER.
a. EEEEKT , BEES,

#1T Detective A& 40


https://console.aws.amazon.com/detective/
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Amazon Detective EREER
c. SEFERNBEEER , AREAEBIHITHAE,

5. EHEHEREERT  EFFRENGERRED  UFMEFMBERNED. SRLUREGS B
HANFRREE , URERBHNGEREE (UTC 8X), EENBERFBEERD AR 3 M
EHZ 30 RzBo

6. EFEHTHRE,

API

EBURRKGTARBITHAE , 55£ A Detective API B Startinvestigation &4, EEMEH AWS
Command Line Interface (AWS CLI) #{T#ZE , FB#{T start-investigation a5

HEENFRD |, ERHELZBIE Detective FHITHE :

« GraphArn : EE1TABE K Amazon Resource Name (ARN),
« EntityArn : i8E IAM EAZE R IAM A &K #E— Amazon Resource Name (ARN),

« ScopeStartTime : ((ER) EEERBAETNERMIFE, WER UTCI1SO08601 XK F&H,
f5lan , 2021-08-18T16:35:56.2847,

« ScopeEndTime : (EFR) EEEGERATNERNERZ, LEA UTC I1S08601 XM FH, Hi
M, 2021-08-18T16:35:56.2847,

LA E & Linux, macOS 5 Unix &1L , A ERARFMR () ITEEF TRRETRM.

aws detective start-investigation \

--graph-arn arn:aws:detective:us-

east-1:123456789123:graph:fdac8011456e4e6182facb26dfceaded
--entity-arn arn:aws:iam::123456789123:role/rolename --scope-start-

time 2023-09-27T20:00:00.00Z

--scope-end-time 2023-09-28T22:00:00.00Z

&t A LATE Detective B FHIBEEBITHRE :

« Detective F/Y IAM EAER IAM ABREREEH.
- BERRBEANBREBLER.

- IS RERNEBER.

- BERREELB IAM EAES IAM B,

#1T Detective A& 1


https://docs.aws.amazon.com//detective/latest/APIReference/API_StartInvestigation.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/detective/start-investigation.html

Amazon Detective EREER

Detective HITTERNAE 2R , MEELRERET. FEFHHE , FEEEERIERE.

2 B8 Detective Investigations #t5

EBRERE , LA KR Detective PHTHRAZE , REELENERS.
& ERERERS

1. ZEAAWS BEEEF#A, REBIE https://console.aws.amazon.com/detective/ BIEX Detective £

7a.

2. HEEEBEERT , RERE,

D
N

=z
=

EIIEII

BEREPHUATEMS,

« ID: EAENAEREZRDIT. SALUEENL ID RENFAEHREHWHEE , Hh I SFAENFAEA.
- R SEBENSBEREN TAREEARERERE, MEETUAEETH, KL,
- BEM  SEFAEHEEREEM, Detective EHBIERAELERNBREM,

BEMAREEERERBANE-ERNAERITNEES K. AERENBREMEL FERIIU
Ht A AR I EE RO EN AR TREEANRELNHEEM,

HEBREMBEARE. 5. P, BHEA (BREERSIEHFF).

ERABEISHRENENREREBLETE-—IRE , RAREREER ALK Detective FIE
ENEREREBE,

- B ERRUOSHEEPREIINEEERNFMES. FLEERRE AWSIRF |, fINERENA
&

- R BV AR ESEEE R

HE S B HNMEENFAER,

T f# Detective Investigations ¥R &

Detective Investigations EBIHIELEARHNTERTARERTBNHE. ©EEJIH Detective
ERRARLRLARNER.

EERBIESEERAE ID WHRERS.

1. BAAWS EEBFEAE, REHIE https://console.aws.amazon.com/detective/ BRI Detective E

7#a,

# B Detective Investigations $R& 42


https://console.aws.amazon.com/detective/
https://console.aws.amazon.com/detective/
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2. HEEEBEERT , RERE,
3. HEHEERKTP , BEFHE D,

Admin report summary o )

We observed anomalous behavior for the role from indicating potential compromise. The role invoked CloudTrail management actions mapped to
Impact MITRE tactic(s). The role was also involved in Findings that map to the MITRE tactic(s) Discovery, as well as other tactic(s). The role was also involved in 10 findings, 1
finding group, 170 impossible travels, 3 new geolocations, and 5 new user agents.

Scope time Indicators of compromise Recommen: dation

05/25/2023 13:00 UTC - 05/31/2023 19:00 UTC 5 Tactics Based on our investigation, we recommend you take
0 Flagged IP action to mitigate what we've found on AWS role

role 170 Impossible travel Admin. Please review Security Best Practices in IAM [
1 Finding group to secure your AWS resource.

Detective BétH EEMBERMALALEEHE. LSO ARKEER  KHE2EMUT -
REBEAREROHMAT. BCRHSEARERN  TUEEBRARRNER , DREXHMA
e

« BR, RWHNER : BRBEREEMAPEANEE, BKMMNERF (TTP), MITRE ATT&CK 52 H
REHE TTP, BERMEAREEN ATTE&CK E[ERERH,

- REIRREIRTHY IP bt : A5 IP it ERIR Detective BIBHEHRFLNBIINABREIRERE

- THENERE  RRAYEIIRFHEENTRENCERAEEE, flu, ZERIL T EREEEAE
RERRE B Ay v iE 2 FRYBIZIRME,

- HERREEREHEE  BErRBERESEHHEBNZEEE. Detective £ BIR DT HMT , AIHEE
ERAEERCENBR , XRCMNEHsEARERREE.

- HEREER BEERESHABBNERED. JHEREERIREFRFANAETEEL
H Ko

- FiBNVE EERNIRFBHRENEANTEMLE, flw, LiEESRELINERETDI T
BEIMMEVE  ZHEBEVEAZRIREANLE.

- MEEAERERR  EEFRSIRF BRERERANHERAERERR,

« ¥8 ASO : EEIRENIR S B MR B £ A 89 R B S8 RAER (ASO). flin , IEFREFILIERA ASO
Ry AR o

E"E"

Detective Investigations IR & HE

AERERERABETSEEZENEEREBAFTEIENREER, £AFE  SUUEREBBEEER
SREENRARRE , #EN Y THRIZL2EHRZENER,

Detective Investigations ¥R & HE 43


https://attack.mitre.org/matrices/enterprise/
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LU EFRRERSHET AU THFRER,

AEHE
EHBEERY , AULUEEEESBRENTDN IPRENL  ETUARBENEREREEZAR,
Detective X HBRHERHNEFETEE , Sl IAM £/ & RERFRRES BRI TRENITE.

Detective #FAEMHFEBELR L EHFEANEK, BMMERF (TTP), MITRE ATT&CK ELRARE
B TTP, BERMEANERER ATT&CK EfEAERE,

REER

BALMERERERTNER , ¥ AWS BEREESRAREHEETARERZENEETFD. AR
ERR (10C) fE M. RMIRRPHERE. RRIRELBRINAR , T (EEETEE) &
HEEFDRLLEN.

T & Detective Investigations k&

B LA T & JSON # 3 #9 Detective Investigations & , — S 2 THE , IFEFRELRETNRHE
FRERAR , B8 Amazon S3 fEFETE.

FERBETERRP TRAERS.

1. BAAWS EEFEAE, RERBIFE hitps://console.aws.amazon.com/detective/ BIRX Detective

vn L
T Ho

2. HEEEBEERT , RERE,
3. RBMEERKRPEINHRE , RRBETH,

EERBERE FTHRAE®RS.

1. BAAWS EEFEA, RRBIFE hitps://console.aws.amazon.com/detective/ BIRX Detective
7E,

2. EEBEHKP  BEERE

3. RBMEERKXPENRE,

4., EREF/EZEEF , BETH

T & Detective Investigations #& & 44


https://attack.mitre.org/matrices/enterprise/
https://console.aws.amazon.com/detective/
https://console.aws.amazon.com/detective/

Amazon Detective EREER

117 Detective Investigations ¥R &

&1 Amazon Detective PR FAER , BAUUEFERAERSE., EHENRERSEE TR

o

(17013

REERR Detective BEEEER , FeEHEFHEVEHFRAE, Detective EALHNEHFATIRM 00 X
M REFHIRE.

ERHERGERRTHRAERS.

1. BAAWS EEFEA, RRBIFE hitps://console.aws.amazon.com/detective/ BIRX Detective

vn L
T Ho

2. HEEEBEERT , RERE,
3. RBMEERKRPENHRE , RRREHF,

FERBEEREHEFRERS

1. BAAWS EEFEA, RERBIFE hitps://console.aws.amazon.com/detective/ BIRX Detective
vn L

2. HEEBEERT , RERE,
fEHmEERKRFEINAE,

4. EHREREBERET , BEHF

$}17 Detective Investigations & 45
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Amazon Detective EREER

2 #r Amazon Detective F IR EEFEE

AERRREIINBERETHRAMAMNHITER. Amazon GuardDuty ML £ MHAWSTAER
REH A Amazon Detective , AEE AL Detective LT & B MEIBAEE, GuardDuty
HER R Detective MOLEHW —E2 , AR TE F LR, Security Hub CSPM Z#E M FE HAth
AWSZ M RAEFERASHMARANER KR, NEFHEENR , F2RTAERPERANKERE
*lo

Detective HERFRBBRHUBAREERNFREA,. CUESERIIRNEBNESR  URAEKE
B ERRIER,

MRFAEEREKRATEMEE |, Detective EERHNZRERELEREE, RAERECEAREEREE
BERE  NAZBRERLERHEE 6 CHEAREEBELZSEHHBNZEER. 5520 the section
called “S K EHE",

Amazon Detective RHAEFRFENREAR B, RRBILRREEHBEEREINE D , U
ER, ERESASAREDE., HERREERELERSEAAERRBFEATNSENAEERNE
B, BULERAKESNEBRDN, THENIEFAEERFEANTE. LERTHERBLS R
BERNMSRNAEERERRTETINET. RRBLETRT , EUUENAEERAERUME S
2. BE2ESHEEEE L,

B #%

947 Detective FIVFRAER RELE

- PHAEEREE

- AR Al RUEZENFAEEREERE
« 1 Amazon GuardDuty F&E#E R

0 # Detective PHAERE REBIE

Detective HERFRBBRHUBAREERNFREA. CUESERIIRNERNESR  UREEKE
RERERENER,

RRAEERBBN s ERE

HERRBENEERERAFERREEHE., AERRREEESRMRABEIREEREBNEX
AR

REERBRE 46
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Amazon Detective EREER

RERRFFHER

ARANEHRSERAEERNFREN, LAREEREHERHUNFRER,

%:'I‘I

RAEERFMEAP , CEUUHEFRERLR. WFFMAER , F2EHF Amazon GuardDuty
BRER,

HEER

HEARSRCOCRREEREENEREE, dYSEER  FESRHERNEIBEN. LLERAS
RREEERRER FEREARERER LVES.

BRLBRBREREEREGEFTE, ShalUREERBNNTHN X FREBSFE,

FRHMETERNRER FEEEEREE, HEZERREERSREUTER
- SEREREAFERRFEHE,

- TERNBEBASERERL  RRSENFAEER, RERRFAEA NSRS EERREENA
fl,

HEDH "HRTER,
E4BEE Detective THEBRBEARK , THEENRTIEEBEBRAL,

BERFORIWEE , BRI THEMEZ—

RWERIATHERERENHEP—EREIRSF. NFWAREKERFNEN , FSRRIEIRFE

88
gy

o

- FBREEENEESIRSE GuardDuty /s Security Hub CSPM R#&—2 , IR ELREE R
Detective, fNEEHE , F2B 5 GuardDuty A Security Hub CSPM #2255 % 75

IEEREEREIRFESENEFRELE,

« #E5¥ Detective ITREIRIGERMNERRREHHIER, MNMF Detective TR E K+ £ A K IR
ERNFRES  F2RTABERTEANRFEER.

it
EIIEII

3J
1

- HEARFF Detective £ Security Hub CSPM fEEVE R i E R FMIBEENITAER , BLARA
Detective #iAERRFEEHAWSHREMRAEL R, WEFHENR , FBBEAVSEZLERELR.

PEFERFMEA 47
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Amazon Detective EREER

- MREBEBEE Detective PHERREEIFEE RS , FEE URL RXER, WERERE
URL #XMFMEF , F2REA URL BIEEBRFEESATHERHUE,

DITHRERREE

Amazon Detective ﬁﬁﬁﬁﬁﬁT%‘“ﬁﬁﬁﬂ}gﬁfé%#ﬁB@E’J%IE}EEJO Amazon Detective H i
FAERRBEIMESTE Detective BRZZEAEHRCHNERNDBR , BReMEERNEELZSEH
MHEREY, WoEEAREENRHBEBNAEHBEREL R,

A E AT RBRARSTEREM GuardDuty AERERNBEEAERER, MRRBTEEERAR
FHAWSIRE | tifIEERHT—RIEHE K EFZEARLPBELRNRETA. ETARBNER
b, WEEBESEI R, EERELARETELRER , T SERCMNEETMHRERMS  WHH
DHEERKRRERE, Amazon Detective EREAERD MEMNREAESHEREER CBNER , LA
CPEToE  BELFALEE, RPRBRSHAEERRAEAREIRNEBANAETERNESR,

Detective @0 MAEFERFNER , YR BEHAEANERSCMHEEMEMABENRAER RIETY
#H. flan , HER IAM BE&TERBR PRI EESRREMEE IP thiut W B EEBMNAERER , R
BAMEMNER TS, BIfE Detective FTEN BB TAHE , LB B A RERAEERNEGEE.

MERRHERRETIIRGEIN.
- KREMINE - ERIREEEARENAEEREFEsEE—E  RACHUREARNSERS
28

- FRER -URMEEERNEEFES AT R , flm 1P ik, EAERER, ERFBRTHIR
BTR&HIHNEHHEE.

« BEXHMITH - Detective EXMAERERPNERNMNITS , SINBELIERENRBEBHTLEEE , LLHIE
BAGRIL IR L 048

- RBE, BINFERF (TTPs)- XA TTPs WREHLR , 1 MITRE ATT&CK EREBHIR , €9
HEAE — S LAZRER B 12 19 15 (B Tl &,

EBEFRGABRELCHERRF  BETUEIRTRARMERZEEHNHERBAEER.

BRAEERER  EREECEREERMSRNER. ERIUNES DUNEIR , AWSHIW IP i
HhskfE A & REER,

SHEA 48


https://docs.aws.amazon.com/detective/latest/userguide/profile-navigate-url.html
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® Note

HHES -EREFERMEEANAL GuardDuty AERERBLECR  BE 48 MNEABRVIEE
HEREERNAMEFMS ERNBAERE REE,

THRAEEREEEE

BREBEREEEE S Amazon Detective fe BN TABRVENFIEREFERE, Fic TEES
EFHENTIIEME

HANBREM

BEFAEERFEABSBRBEEARERLERAWSHRERAERRBN (ASFF) BEMRIEREE
¥, ASFF HERRBEMERBRE. 5. 7. BHEF (BREMRSIEHF), HENBREMS
REEFATREERTNESBREMLREL R,

HEEAEEENBENSRENHERREMNHERELETHE , RRACARKRSRFEIN
ZEEENTREREES,

EEERMNT , SFEFEHE 1 1D MEK—FE, SMUZFEN ASFF BRwEZEURE
EPZNETEAARAECERNBE AER, flo , MRFHEESUTERE . HHEF . TTP(2) ®
R MEE ﬁ?—i'.(z) AgashfeREER AP 88 TTP 2 ZATHMERERER.
BEEXRRTEZ[HINAEER , URWEEETATEZAPINAEER. NEREZHANTE
BE | B2E ASFF WER 95,

A RAYERER

BHEPHBCRRVEFEREIBMBNERER . ATFERNER, RTNEFERE MITRE
ATT&CK %R —H,

R LAEHE EIZRURES , LERRBNHER, BETHAERERERINKKEE, LERIK
HEEMAKRNWEDHNOT :

- MEAA  WFEBEEA b AR,

- BT BFEEEAMMARNBE,

- HiE BFEEFRSEMANIIZE.

- EREA  BFEBERBES RN,

- PhESE  WFEB#RWER,

THRRAEEREEAEE 49


https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-findings-format-type-taxonomy.html
https://attack.mitre.org/matrices/enterprise/
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- BREEN  #FEEBIURS 2 BNHE.
- B HFEETHENBEEE-RER
- EOER  BHFEEBEBRRETEE,
- W& HFEREBREBEEMREBNER,
- TR BFEEEAMANEE,
- 2E  BFEEENEHR.
- 8 HFEEERM. PERERENRENESR.
- Hftt : RIAEBRPREREEE P EHIBERT —Ho
BATHER

ERRUSsEEFEPAEIISEERNFAES. ERLETRIBATENHERETH
o 55, #BE, BENEE. SESAPHNEREHNT !
« ldentity — IAM ZEFAWS iRF , flnEAEMNAR
- MERE 1Pyt EH WA VPC B
- f#7% : Amazon S3 f#1FErEE = DDB
« & Amazon EC2 #1T{ER = Kubernetes & &5
BERBRSE

RFHE S FEBEAWSIRFHEREETREEREABNER. AWSIRFEHKREBEMNAWS ID 3
H, Rt B ERES REEIRFRIEE,

BHEANRERR

AERRMUSREEMIEFAANER. BEFLRIIE Amazon GuardDuty BWFRER
8. Amazon Inspector WFRERE R, AWSELFAEL RUK KA Detective B IH, BHLLEEE
xR, KBEELEERERLRNEDFE.

GuardDuty FAERE R = Detective OLEHRWN —EB5 , AR TE T UUHEEL, Security Hub CSPM %
BB EMAWSZ M BEFENSHMARANERN KR, MEFHMENR , F2RTABRY
FERANRFEE R,

B RAETNEANRAERR

Amazon Detective ERIFEHEIB X 45 RAKENTABERTHER , BRI EREFRFAEBNE
ftbEFA. Detective ERXILEAERAEREABRENNHAEER. EHRERUXEES , RAETE
AEREREETRAN  TRUSENEERERBIRAITR, EVRESEETHRERREEREAMBE

RERRFATNENRERR 50
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BB ERFIEREFIMN API FEIY, RBIBFERE R REETE Detective AR , MBAFTEIEFAWS
Security Hub CSPM,

Detective &£/ MaxMind GeolP ERERREFRVMLE. MaxMind EEER/EEBHRBFESHEE
SHNERERYE  EXBUSBBER/MEN IP EREREMARMTE,. WME MaxMind K EFMAE
A, S MaxMind IP #IE{E, MREFHEIM GeolP ERTIEFR , LA LAE MaxMind Correct
GeolP2 Data [ Maxmind X E [E5FE K,

BRLUBRTEATREENER (P10 IAM E£REDS IAM B8), dHHIBHRER  SUUREME
IRENER. EEWREZBRELELNBAITABR. NRMAKRFHERIBEAEHER , ESF
IEL-—EHRRBEENBENETRBREGR  MAEBREER2HEMER IAM A6, flm, MR
BEIHHAMARFERINHMHEVENHERR , IGESEI S —HHETRERIINMLIRM
BERNBEERER,

AERREETHRRER

- BEIFENE

- BRIFBARKER (ASO)
- BEIFmERAERERER

- BE T API LY

- BRIFMARFHNFBEMNE
- BRIFAARFH IAM 8

A B i SR A A AR TE 1B

ERENAEGER  RANERMATEREERER  HP SR ENEtGFEET. ERER
REEREREENFAETERT  FAEERRANFREFATIERRSIE 1000 BEENRAES
R

BEAREREASRTAHEERENEERE, ERRBEETIENRERERRIARBIFREFR
ITEHMNAEFRABRN ABNEGE, SR EFIHAEERFEREY  ABEMSREHETRASE
BReBREBREMER. WREEARPHEMFAEADE

- SRORBEET T BERSFETHEERARE, BERMEAREEN ATTECK EE/ER
HRERAS—SXEEHN K ARXUKPISZTEENAERBEE, EERER L SFLENERRER
RKRBFEBESIAHBLRENEFRRTERENER,. AR , FAATNEDBREMES , A2
ERERRBIR,

RERRFARERE 51
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Amazon Detective EREER

. ZEBERAEMOBENBER. B , —SZELTAREENAEERBEATESBENBRENEZSH
BFEAD  fln  SRBEHETFERNAEE R, EHERT , Amazon Detective EFHA R &
IR FEE, BB MEEREZEEREE, BETUERUTRHE
- THAEHEREE  ENEARRRYEMERMAESEREE  BXAELERXNEIHATER
B, RSB FRAEERHEE, srEEMFHAY HAESHE RO RXEE,

s RFPEFRHE  EXPEERBETEY 7T —BFHAEN  ZIBEHERBRAXEE, NEFEER
BEAXEME 6 MEENFRESREE-ENL, EXBESHIAEASTFHEER K HikEgg
RIEFER

AMEEAERIMABREREER. SANEASRNERNSIRNAETERER , RRAEXEEN
EZFMET.

ERPATRERELERERS, EENBRESFARABLEARNEETR.
BHEARERERE
BRNER

ZENRERRFETHNER A SREFAERAMEBINHEANRERR. RESETRHWNE
BEEENER  UELTURBERREZZNEZER. EN—EEE  URAHERRERE.

HREFERR

BEEHERRERRNFRET  ORFAERRNREN. SESRNER  URIFERLRNY]
RMRRVHRERE, BREETNAEEREE LR SXHAERRNEMCEANRERS
REFMEAER. EASRNBELRERN—&2 , BURSRIRENITRE R Detective &
B, RREFAMHAEER.

A B R B

Amazon Detective IRHFAEERBEANRERNREL, ZRBNURREEHBEBBELNE L , U
FiR, EREMHSANBAEBE, AEERBEAGECERSESAELRFEATNIRNBEERNE
B, ZulEARESHAREBILRINT., THRNI>IEREERFEANTE, HLERTHBEIRECT RN
ERNSERNAEERERNKRPETNEN. #ABLERT , ZULENBREERRNERUAHRE—D
Do

ERARBATERN Detective AEERFHEREREMEAREERNAETERES, ZBRABNHE
R, B LPRFHMEREGERAENER , YERBERELLEE, EREERFAFEEAER

RERRFAREN 52
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F, RIS EHHEUNRERR , EUNRFABEER  U—REHESELNRERER. fim, H#R
Eﬁ*ﬁﬂ&éﬁ*“ﬁiﬂﬁEHEF%ﬂ#%?HE%*%E’J%ﬁﬁ”% RS HEETRA. Be , SRR Y
RAFAEERNACERFENEE, R, BENREM

EUWEEEART , &AM
- ERPITHERELHEREG. BEENBREEFERTACRAANERT R, NFFMEF

B Detective Investigations,

- REEHEEFREREERNFACTERBENFRESR , o MmPERER. BERNFAETER.

- BRERNRAERENER  UANEGEEL2BENZIREER. EUUBRRER.,

- ENMHVIERARESR  UERAHERCANEEY, EBERAEERFETBHESEZINIE
B, BETREERNFAERER.

- BEHER BERNAZER  URGEREMNESFHEEN. SEENZEEAR , HEE
command/control IWEFIFE K HEAEFEEKER.

- BERE  ERAMAEREREERNOHAERAFEARE. RRREERRETRASENERE

it

3
¢

(@ Note
HERRFARBCLERIERTESRS 100 EEERNAEERNATHERETA,

BAERTHXBERRERS. B, 1 EOHMREEFHEREFTENER. AHEETRERE
LR, FEERM@ERER, fHEahkEgENERNRERLR  MEEREEECBARE-BNE
E L WAgAggsMh. LBAPRBLER, SERNEESERHERRERB(LERPHMLE.

By ) 8 i 12

HESHEERK —BEBELX UGB AXERBEEEFANRERERE, EARERINEHN
R | iBEER Detective # —25 7 B T £ S0V B+ NEE R REAR.

ERAREBCERRINSEHEERENREREN. RERREESER , METHENRAEREREE
R, AREBBETRHEMAVBHIRE. B-THEZBUREEE, REMRSANKESN , BrH
ERAFANMERERE, CRTFREABRELEE

BREVUEASRRGTHNNEE  REEAEFENBREMSRRGREAETE, ELERGHERN
i, ABCRREENAERTHSEMEREMBRNEEFE, FERGTASHERBEHTPETH
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BERE K MAGXETENBERTERERAREN, EVREREEINESEBLIEFNEE , ARER
ERAENEERTE,

BUMEEREHEECAGENR  UEETRABREMSRNBESTENMREREHRNER.

W AFETIERE

BEBRFEFEHEENEEDE , EREVUETESEANRE :

A

LB ERAEP-—ERERE (KBS, BE. 1 Endif ) REREFEREREE.
ERRERR T HERMAREZREEE,

ERERIRE A BETREH A BRBRREZHEX.
EEERBREFEUE-SRE,

. EAGERGEUEINBEREMBRNBERE.

ERRERERENRETIR  RATHREBNERNFAEER.

S S R

HEBBE TERETRECERHAMREHAEEMNZ LRI, BTN TEENRAERAUNLZEH
£, EMMREFFEREEL LEREBLTENRE,

EERIRE
BAMEAT@BERERERBEERERRCERES

- BT - EME-HH. HENMEEMER. EE - TERBEUEENAMEEH,
« Ctrl+ B—T - ENME—H% , TECHENHMETR,

- B - FBREA.

 Ctrl + #88 — Marquee i£H , T2HBUH EEEME 2

- Shift + Drag — Marquee #H, BUEZEEIFTE H A& 2,

- FE - 8EHRBNER,

o Ctrl + Z24& — ESHEUHZEIN B IR EMNT R,

« Shift + Arrow & — B FEIF < B ERIZEE M,

DEEASRAENERTNERIBERRTEE. CTURDLRASERRCTRTRENA

RERRFAREN 54



Amazon Detective EREER

HAEKRRN Al RAXENHAEFERHARE

RIFEFEER , Amazon Detective S EEIRMEERREFRBFENHE, HEMHTF Amazon Bedrock E£FE
ERERRNATERE (ERN A) ERBHETE, MR Detective , AIFI & A BEFEFER
=,

(® Note

B 2026 2 A 16 B , Detective WAEHERFEREY LS B BEMSZE AWS B
(REEHEBEMNEANESHEEE )  URBEEHNATERREER , XEA EEfSthe
section called “B5 [EIFH R,

MREBFAEFEHLINEE , BT LK Detective R AFERLLINEE , 72 AR EE Detective E
ZANIAM A LFERELHFT. 5528 the section called “EZFRHEBEEEHEARE,

BREAAERERAE  SUUARERBELZLEHAEENZEREAEER , BB ENRETH
E, HERRHEANAERRBFEREZERLEDRER, AERRHEIRESEARERRHENE
B, REDMAEFEREZZEERCEANRR , ARUBAFRSREABERE, LUUNRALERE
RERNBEANLZLBE, AEFERR , WEELEKREK,

(® Note

HEMN AIRRXENHEGRHEARETETERHTLERNEN. NEFMENR
B (AWS S5 Al BEE) o

T
s

REREERFERE

BREHEFRFENRAEERFARE K CERERESHNBWFMARN. RURBUNBRESHES
SREERNEE  SREFNBEEARBRLEERNERENA,

AERARAEFEREERE

1. HI{E https://console.aws.amazon.com/detective/ BIRX Detective 1A,
2. ESEERT  BERELEREFE
3. EVNERARBEERRT  EEEETRENFERERTE. RRSERFEEAEHR,
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EHMEFEEL , SUTUACAREERKRRRAERRFETERSHAEERNELHEINRE, St
TUREREERBATRENRLRHBEMHINT , AREBITUNE-SRE, ERELENHERNIE
MELHARIRAT  FEEERTNERE . CESERHEERIENTEE S, EETUEHEF
SELEREFRRBFEARERHNRE , MMERREHEFNER, EE5ZENRE , FRIERE
HWMHEREABERN LR ABERDTER,

® Note

MRESREEHACTERBERENRE  SHREBIEANERAR, SNEROEEAR
&t B % HIE Detective FHIIR R,

Summary - new Info

Credentials exfiltration from i-0e5f7e596391b28eb using role
privilegedRole

Instance i-0e5f7e596391b28eb had newly observed API calls and user agents
for role privilegedRole.

Credentials for role privilegedRole on i-0e5f7e596391b28eb were exfiltrated
and used from account and IP

The exfiltrated credentials were used to access S3 bucket private-bucket-

i-0e5f7e596391b28eb was vulnerable to CVE-2021-44228 and
CVE-2021-45046.

b © d
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EERLEEFEFEANE

BRIBFER  AERRHEERAREERHEARE. TAEARERREEREYREN TP AUE/EM
EEMBRERY , REBARFER AWS EEFEAN IAM AEEZFRE,

EHERBHRERZER

B 7 H Detective WEA B AIURERBERRIFHE  NEFRHRAEFERFEREDRE, EER
HEEXELEEBEREEREEREEREGFAER.

EERUBEFEHERE

$TBH Detective £ & , #81t A https://console.aws.amazon.com/detective/,
EEEERD , BERIFHRE.

EREERBEARED |, BERE.

BRI A,

BERE

o kb w0 bd =

IAM A& & REEIR H

AEIB SN ARFEE Detective Y IAM 86 | BETZUREERBHEARNEDRE, AAE
Mdetective:InvokeAssistantsF AJ#TiBIE 4B BRIR = A PE 1L iFE1B 3% A & 7B Detective HFTE £
EFEAACERBEREDE  BLEREESEREERECERFHEER. AR, EAETIUAERE
EEAEBRRZELSE U LEHEBRER,

£/ IAM BEFREBBEFEHERE

1. #ZBIAMEEL Amazon Detective B IAM A&,
2. #B% detective:InvokeAssistant BifEDenyHREM IAM BERRIARFIEAE,

RRARAEERHEARE
MRELMEETREUBERARBANPELRNARE , £UTUERERRATH,
BARSRRRENE

1. ¥TFA Detective £ & |, #1k A hitps://console.aws.amazon.com/detective/,

2. EEEERT , BERERE
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ERAEER

3. HEHERRFHARET  EERE.
4. IHRERA.
5. BERF.

5 [ 15 i AR

Detective € B ENZEG BN BEANRE AWS B, , UEBLNFAESKERBERIELERE, E

IRATANEFER. RETAMERAL  YRHSKEFFER. CNREERFAENRSREER

EREREENEDH  EREERFEERNBELER TS
Amazon My & £ 8T NS,

EZXEHZNRE, FIEERSEER

Detective i BN EMBRLZLBIRAIBHFRVHEESIANTAETER , W TR

% [ I HE SR EE
X #E1 Detective B E Detective [E15
xE us-east-1
us-west-2
&M eu-central-1
=N ap-northeast-1

X EH R
MESERARETE TS AWS ESRE.

. ZERL (SR ELE)
. ZEEH (RYME)
. TABE (RE)

HEmESE

us-east-1., us-east-2, us-
west-1, us-west-2

us-east-1, us-east-2. us-
west-1, us-west-2

eu-central-1, eu-central-2, e
u-north-1, eu-south-1, eu-
south-2, eu-west-1, eu-
west-2, eu-west-3

ap-northeast-1, ap-northeast
-3

BRI
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- BUN CEBRE)

17 Amazon GuardDuty REFZR

BI85 YE Amazon GuardDuty FAER RWFAER , BRI LLF 1 Amazon Detective BFAERF R, LB
A LEFEEEE GuardDuty ETEHNHE, HEREERRTELCEREZAETERNAE,

MRSt REFEL RIAEIBIRS M GuardDuty EXEERF | Bl R8E#E Detective REBH1E
GuardDuty FAEHF R, MREFR GuardDuty EEEIIRF , MBLERHFRAERR , Al GuardDuty
SRERER,

£ EH1F GuardDuty FAEFHR

1. BEAAWS BEFA, REBIE https://console.aws.amazon.com/detective/ BIEX Detective £

A,
2. 1f Detective X AWFAERRFMEAERF , BEHEAEER,
3. HERRBERE  BEHE

&I LATE GuardDuty 32 A @R EHEM GuardDuty FAER R, HENAEERSERE
GuardDuty 90 X , BA AE X HI B ARERRR. B AL GuardDuty 1 & FRREHRE A EE

BE, FEREEBEETEERKTENHE , ZEB GuardDuty API A ListFindings APIFEHEL
afindingCriteriacriterion of service.archived & true, ZEE#¥—$ T## , 552/ (Amazon GuardDuty
EAEER) PNERESEL,

#7F GuardDuty AEFHR 59
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Amazon Detective EREER

247 Amazon Detective R B §&

B RUCREN PR EEER, BHDERE IP ik, Amazon EC2HITEBE AWS RS,
IBRMEREE | B0 the section called (T AERERSBTHEBRER",

Amazon Detective ERZERRE—HE , REERRETHNFHEN. EUAFEAERREE
DESHAEERZAENZIEFHENR , SIEAERERTEIHN -2,
B #%

- FAERRER

« KA EE Detective X EREHRE B

- BERTEFERSEREIFAEEREE

- KBREEEREEES —FEE

- ERERERLGREEBHFHEMEENR

- EEGERE

« %£ Detective R AR ERE RN FHEA

* 1E Detective PR KEERNWFHEA

ERERRER

ERPTUTHP—HEER , ARSRETERRERS

£ Amazon GuardDuty F# &7 , BEREHCENRAEEREBENERNIEE,

the section called “IEEHfE =B HE",

5]
- BIEEEEEREM Detective URL,

5528 the section called “3&iB URL EE”,
£/ Detective £ & FH) Detective S REHEHE,
c R EAEREREENAEE RSB RIEEENEENER,

B EE R S E A A

EXERSETERIEEMARHEERER K SEREERTER 24 M.

FERERRERE 60
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EARAAEEREESEZTERRERR , B cERNEEREERETE,

EEABEARARIESERRENN  CERNERARSARSEEE.
NEAETHESEARAEEREE CRTNERNET  BSRNEREER,
BERRBI A NEE

REENEREERINTNEREE, SEAERRENEHERTR , ARHAREEEENREETR
o

HREAERFR
SERERPLLERERERNNNSRNBSEREE,

BRI EERERERRNFEET. SFHEREURRFAEFREEER , Y FERERBEU
SHEMFLSER,

552:F the section called “BIRERNVFASHER,
Bt ERMEENRAESREA

BEREEHTSETMNRERRBEBE.
EER, BRAZJIHREM , Detective BNER —EEEY , ARHEETRZ 2

B REE R
BENEZRE.

EIIEII

MERAERERFANFMEET , FB [ the section called "SHEHE",

R AN E RN 2 AT RAVERE R

BEEEREEDNLE —FERZERR. SEAEEFTES —EHZEARELETR. SEREETREB
SERTABRENELANXFIAREL, BERBAREEEREREERELETEER.

HRAZHER S AERRRNERSRAEHERNSHBEENA,

HuREREOReR AERTRERNTES., YAEREEREHENER K ERNCEEAREINERAT
J«HEL\,J&S‘ZTE%E DiHBERAE, SEAREEERSTAFENERUNMAEREANIERE. MERH
B , 5520 the section called “FE AR EREEIRIES]

WNEREEER, SEEERFMEISECERBEURERETES 2 RBENFMEN , F2E the
section called “EX EREHEIR o

BRERFNEE 61


https://docs.aws.amazon.com//detective/latest/userguide/scope-time-managing.html

Amazon Detective EREER
ERMREREE

BERREELE —EARZERR. SAERFETS —EHZARELER. SEREEDRBISER
TRABRENELENNFMRE,

EEN THEREEERE  RERERERNE|RUTER !
- HERER
- ERBAN

- HEARE

Detective » Search > AwsAccount;

Scope time Info

AWS account Info 12/12/2023 20:00 UTC > 12/12/2023 21:00 UTC

Successful calls 97.10% of scope time call volume (9.78% more than typical activity)
Scope time: 12/12/2023 20:00 - 12/12/2023 21:00

12/09/2023 20:00

¥R 36 B2 Detective 52 EE R B B

Amazon Detective T A LW B EEEREERITE —HRERTR, REETMRE TIRME—KFFA
B RAEREEEEARRSEESTENREN. REEERERATRERENABILRERERTFHERN
B, fEAREEMFAEARE MR EENELR,

BEREEARBEEEDITARIFAEEREMBAEINBERENER. LEBENEREY
RELEREDHREAREERBENGER,

RERERERTRELNRBREATAERNEA,
AREREER EWEFRE

REEEREEREATRENES.
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HAREREE DU

FRATHERIERNSRE SHENEREERUEFAEENESELER,

E;:l,
EFERPISNEAEL SERBITF, B8, BENEYH

o

Role details o
AWS role Principal ID AWS account

Created by Created date Last observed
09/20/2022 16:46 UTC

Role description

AREZYHERZEEHLSAERNERATR,
EBE-BREEAN—RBEE BArERE-BREEANEERE,
HERAEREM T ERETEEREATANERRR.

Scope time Info
Aus rele nfo | 09/19/2022 18:00 UTC > 09/20/2022 18:00 UTC

Overall API call volume nfo

Overall volume of API calls issued by this resource around the scope time.

Successful calls 66.65% of scope time call volume (15.87% more than typical activity)
pe time: 09/19/2022 18:00 - 09/20/2022 18:00

DI-ll-lllll-ll-.l-ll-lI-lIIII-.l!II-.I-IIIl

09/17/2022 16:00 UTC - 09/17/2022 20:00 UTC
M Successful calls: 429

Failed calls 33.35% of scope time call volume (15.87% less than typical activity)

* .
200

To see more details, choose a time interval bar or | display details for scope time

LAF 2% Detective sRERHER LIRHUNIBo BEEREH

« KBRIE T APIRE LY
. SRS HVPCRIEE

RED AR EDHE BTRHEBNEERE  KEEEDE.
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HARE R EE DU
AL EEC2HTERBIRERE LB EERE E’JEQE*;?E*&O

REEERSRATHESEREERMBHNE REZE
EC2#1TER M FEHVPCHREBFERE,

Average VPC volume for common ports -4

Linear

WTTPS (445}

Hypertext Transfer Protocol over S5L/TLS (443)

Tl ||||||| |' T |||U _____

REBEREARBIED EHERE  EFERERBHEENTRERENEEFERE
%O

Bl , REBEUBIARERNAPIERE, tBUEHEAENE?

Newly observed AP calls

ot

"||||||||||||||||||||||||||||||||||ii|||ﬁ

ﬂﬂ%ﬁﬁ'ﬁiﬁiﬁfﬁwllﬁﬁ‘t Rl EREARE B ~E AR
B, ETABREBRELMBHNERNE  RAREBRIAS. W
FIFRERWEFMERN , 5528 the section called “HFT1TBE XK
FIFRE R,

REEER LN EFRE 64
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HARE R EE DU

SHERENEZSENEE EXEDEREC , REEERETUEREERENEEEE
B EED,

Blan , ERAE RS SEER R HISEAPIFIBIR, MERE—1
EREEERARARBHZXMEENWY , RAERERREBNE
o

DﬂiﬁﬁoIE@%%}ﬁﬁAﬁJllﬁﬁﬁ , I EEEREETBEHA
B, ETABREBELMBHERR  REBEBRAS. W

FIRERWEEMER , 552 B the section called “HT1T B EFRH
S EREARE”,

REEERGBREE

REEERABATURAUTER 2 —.

HEBEIEE PO
#EH REENRBICRER —HEEEY,

HERRNERETERRRY RREHEREH,

Role details info

AWS role Princi| pal ID AWS account

REHBITARSEGERANTEEEOERENER.

REEEREBLEE 65



Amazon Detective

ERAEER

RELEE

SIEES

sk
REENERT  NRELE-EROBAT  UTAHEEL
REH.

ERRREENEESRUBE

Observed IP address assignments based on VPC Flow

These IP addresses were assigned to this EC2 instance and also had traffic with the instance

Q Filter by IP CIDR 1
IP address v First observed v Last observed

10.101.0.119 04/27/2021 15:19 UTC 09/20/2022 17:45 UTC

BE LR, BRENZEEREER R

BULEFEASEEEm LB RNWEEHE, B2MH the section
called “5% E B E R R FELE”,

MREHRTWEAEENELN , RETUHEEHRER,
RE#SHRB SR RERSEBRNERE,

Scope time info
Aus rele nfo | 09/19/2022 18:00 UTC > 09/20/2022 18:00 UTC

Overall API call volume nfo

Overall volume of API calls issued by this resource around the scope time.

Successful calls 66.65% of scope time call volume (15.87% more than typical activity)

AR R R
il il il enl Al eal 0l aulln
§ = M (M =N . ..

09/17/2022 16:00 UTC - 09/17/2022 20:00 UTC
B Successful calls: 429

To see more details, choose a time interval bar or display details for scope time

HEHERABETNENEERE  YESHERB MR
HEAEERE, AERELAEEREANERRERNS.

REERTEERERERRL , R RZKEEBRNERE
=

RERERRBLER
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HEER DU

ERERER TIRERERRGES TERKRNEBE,

HBLLERKRELR,
BRI LR, BRENZEREREER R

BULEFERSEEEmLLERNWEEHE, B2H the section
called “ERX E R HE R R IFERE "o

K&, BALERE 5, LETRZIFENSEHRE.
RIkE RIFESRBIFARRE,
RIZER , BALRERGK , LETHEBEBNEEEH,

Average VPC volume for common ports -4

Hypertext Transfer Protecol over S5L/TLS (443)
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Amazon Detective

RELEE

B EBER

DU
IRy BEERERMNMRECABRBEMER ABERERNIBE,
EANMNESEEEEREBEVEFMEANERRZE,

, Detective S EENEERE

AR, EREGANBEE R
MBRAR— /DR

IR TIEE -

3

RERERAS N HE
EEROYARE ,

WA E

UG HERES
TFRARENEMEREEZE N TBRENIER.

AT R FRLENE, REENSERBLIHEERBNRE, F2H the section

LS

EEER
called “BIREE R,

A —
ax e
68

WEMENEERR A
Detective 25T EREEMNKEANBAEAA —/NEE,
Detective 20{a/4XRAPIFEIY fy & F
H 2021 £7 A 14 B2 , Detective I BM B IRAPIFIUK R, BE Detective B/RAPI S LR |
EERLE K BFE—ESK RESHE, &

TSR RN RE. EETAPIEFEMEEEAN
¥f Detective EZ A Z MM ER , REBBWE A RAKHE,

REEEREBLEE
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Sk, #2021 7 B 14 BEKR , SRIRFAAS®  ERAPIBFEERERERNEDFMEAS
TBETRRHBFEAKDNERN . sH#1RS |, Detective BB RBEFU R (FAERAR) B
BB, S A |, Detective ERTRABTHEREBRNEEIMF. #¥ Detective £ 2021 F£7 A 14
Az el ESR , EBFEIARAER,

HRBERAPIESE EEMNREEENR , AEBNEEHER AERRENERNER, RABERE
K 2021 £7 A 14 BB , 7 Detective P& EIBEHIFHE R,

AR IE 1 T AR BY e 2 3 E
WRARERER  ATUATRERER L SEEE LERNIY  ARERBBTHEIRERE
REERKRRE

HHEUSERRYTRRERRNFERER , EUUAREEESEAER LBERHN SR,
RESEEHRLEB #NRERE,

1£ BARX Amazon Detective F 13 & https://console.aws.amazon.com/detective/o
£ Detective SEBERMNRET , BERITRE.
ERIFREEENERRRET , B—THE,

EREEESEER LERNERKRIIE.

i#1Z Save (f&1F).

o kb w0 bdp =

REREBRAR

HREERER , BUUREREBERARERE , HEERE Detective HEEIAMEEA EHIAM
ACNMARERRE.

® Note
RFEBEEN R RETEEAEZEM AWS RS,

RERBBENREHRE.

1. 1 BARX Amazon Detective F 12 & https://console.aws.amazon.com/detective/,
2. 1f Detective BEBERNBZET , BERHFRE.
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3. ERFRERANKEBLERERET  BALSEMARBBLCHRIET.
4. BEBEREFR  BEHBLEIERES UTC, B—THRENZELNEHRE,

g4 -

Example
UTC - 09/20/22 16 : 39 UTC

Local - 09/20/2022 9 : 39 ( UTC-07 : 00 )
iE#E Save (ﬁﬁ)o

o

EEEEZERRERNHERE RS
£EEHEEERMFTRA Amazon Detective N FHERRBE , LT UEA L TH - —ERE,

« # Amazon GuardDuty 2 # AWS Security Hub CSPM , & A LA#¢ GuardDuty F&E#E R 0 ¥ FERY
Detective FAE#E RRERE,

o IBAILEEERBFAEFE RNEEN Detective URL , WEREEF AN EERFR,

& Amazon GuardDuty = Bt EBEREENAERERBE AWS Security
Hub CSPM

A LAfE Amazon GuardDuty F R A EEZHRAEEREBEERNERRTER.

# GuardDuty 1 AWS Security Hub CSPM 1 #& |, St I EBEEZREFEREE., EtEMH THEE
ERNEREEEEL.

I FEREERELRBERF. B MREMERA Detective REFHMNERFZDIRERE LR, R
%, BULSRERRHEARY , NE-SRRUNIETBERE,

wn{a#5E £ Amazon Detective &

FfE GuardDuty AERE RS T FEARAEESE. BB GuardDuty , BRI LIREZERREETERNTEER
RERERBE,

#£ GuardDuty £ A8 EZF Detective

1. HIE https://console.aws.amazon.com/guardduty/ BIRX GuardDuty F#4&,

=
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2. WEXE K BEELASEERTEERERER.
3. 7 GuardDuty AEREREE L , BEREER.

REERHNETNER SRR EATHERBEENGAL
4. RFAEHERFMERBEKP , BEFEFE Detective FFAE,

GuardDuty 28R~ Detective PRl A3 HAEEB BE,

WEBESSIHEEE | fltn IP thit sk EC2 T ERURFAERE R,
5. EEFERIAEER.

Detective TR AGEFMEBTHM. TEAENERITBEFERREER.

MRS R BUA Detective , BlF 12 A ZFRURMH Detective BB EBEEMH, B LATENERER
A Detective,

#£ Security Hub CSPM F3#2 A8 [5) Detective

1. 7£ https : //https://console.aws.amazon.com/securityhub/ BARX AWS Security Hub CSPM FE 32
AN
Ho

2. WELE K FEEASEERTEERERER.
3. %t Security Hub CSPM FAEHEREE L , i##F GuardDuty AERR.
4. TEFMETBEERD , BIEE Detective PRE , AR BEFELER,

ELBREURERERETHER , Detective TREAGEFERPERM. TRASHRALBRIRAE
EREE

Detective T2 A —ZSHMERERRRRNES , IELREERREGSETHE. NFERAERER
RENFMER , F2H (AWS Security Hub A EER) FHNBEERSREEFEE R

HN SR 420 R B Detective , BIE A2 BRk Detective B EEE, &AM E I EA Detective,

HEHEEITRR BB
EECRASE , YERESUATHRYE .

« BHIRF XZAR Detective MAERPHENRBHEESIRS.
- LEREBIRFA® , TR TFTEEESIRFHITABRNFIE,

RRRTRAGE -


https://console.aws.amazon.com/securityhub/
https://docs.aws.amazon.com/securityhub/latest/userguide/finding-aggregation.html
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NEERERLEEEBRFWFMENR , 5285 Amazon GuardDuty fl FEZFE 2 AWS
Security Hub CSPM,

MRMEFRER , FREUTRE,

- AEERREBRTABRTIERANKERS ? MRBEHIRSE RUKERFENFHBBMATH
B , AliTABERTESTEXRIRFNER,
MREZBHERFTEZERE , ATRAEBRTSTEXRRFNER,

AERRESBEH7TF ? Detective RKRFIRE GuardDuty HHFRER R,

« 1£ Detective FRSERBRETABRCH , ZAEFEREAE S HI ? MR Detective FIREENYE
RAEAEER  ATAEBXRTEEEXAEERNER,

- AEERERARBEEESE ? SATABXRDBHYE —(EESE., TAEBXRTEEREHEMEGNE
#,

BB URL EEZHRHREENAEFRES

HREEFERBEENE Amazon Detective FIIRBERERBE , S UAFEARHERERDN
URL. URL AIBRIFAERRNER, CHUUEERERER LEANEERRE, Detective AIRFR
E-FHELEHER

RER URL R

(® Note
MREFEHAER URL 13 , Detective B BB EFHE @ EH URL, B URL #&3XA :

https://console.aws.amazon.com/detective/home?
region=Region#typelnamespacelinstanceID?parameters

RERE URL TR
- $H¥IEEE : hitps://console.aws.amazon.com/detective/home?
region=Region#entities/namespacel/instanceID?parameters

- STHEFEEER : https://console.aws.amazon.com/detective/home?
region=Region#findings/instanceID?parameters
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https://docs.aws.amazon.com/detective/latest/userguide/detective-setup.html#detective-recommendations

Amazon Detective EREER

URL FEELTE,

##

EREERNESE,
type

LEEEREENERHI,

- entities: RRLEEZEZEHINTER

« findings : RRAEERBEEREFEREE
HH###A

HYEER K TETEHAREREANEE,
¢ AwsAccount

* AwsRole

* AwsRoleSession

* AwsUser
 Ec2Instance

* FederatedUser

+ IpAddress

* S3Bucket

* UserAgent

* FindingGroup

* KubernetesSubject
* ContainerPod

* ContainerCluster
* ContainerImage

instancelID

AERRRERNHTEREBIF.
- &% GuardDuty FAEFER , BIA GuardDuty 7
- R AWSIRF |, BIA tRF ID,

IIIL+

fa SRR

#Eif URL 8E 73
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- HRAWS AeNERE  AABAEHERAENEE ID.
- BEAMSEIERE  AABMSEOEAENER ID. B DA

<identityProvider>:<username>
<identityProvider>:<audience>:<username>,

o SFEIP Moyt |, AIA IP Mt

- SHEERAERERER  AAEAERERAERE,

- ¥ EC2 #iTERE , AIA#¥1TER ID,

- HHABTHERER  MAACTHERERERT, THEBEREIFERAERX

<rolePrincipalID>:<sessionName>,
- $HY S3 TR AIARERTERERE.
- SHEAEBA A , AR UUID, I : cabl04bc-a315-4b15-bf88-1c1e6099883
- $HH EKS &R , EAUTHER :

« EKS #£ : <clusterName>~<accountId>~EKS

* Kubernetes Pod : <podUid>~<clusterName>~<accountId>~EKS

« Kubernetes £ #8 : <subjectName>~<clusterName>~<accountId>

- BRESMR : <registry>/<repository>:<tag>@<digest>

HERRNERLARITAERP ERARNIRSEEIB,

URL WAL EEUTIEAZE , ANRECHERE, NEHEREREERER LERFTANEFRE
A, 552 the section called “EEEEERL",

scopeStart
EREELEANSEERBNRKER. RREBLEAEATEBZE 365 XA,
ZERLTHERER.

MBERETRKERE  EREHREREE , AEERBSEE o FBE R,

scopeEnd
ERER EEANSEERBNGRER,
ZERL THRERER.

MRERBTRREE , EREHFRKE , AEEREBELSHREE ZNAMAERE,

%8B URL &
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MREREEHRERRE , ARREERAERNEERE,

- SHERERR  AREEREeEAEEIREER RN ERNARRERE,
- HHER  BAREERBAR 24 M

LA & Detective URL Y E 45 :

https://console.aws.amazon.com/detective/home?region=us-east-1l#entities/
IpAddress/192.168.1.17?scopeStart=1552867200&scopeEnd=1552910400

ZE 6 URL RELLTIE R,

- BN IP Hhil 192.168.1 WEREERE.

- €A 2019 F 3 A 18 HEH— L4 12:00:00 GMT BB ZE 2019 £ 3 A 18 HEH— T4 12:00:00
GMT & R 89 $8 B B

URL %t & 57

MR URL RERTEHIMNEERE K BERE URL 2EEHEATERNER , URERGRMT EEN
=
- BWREMFEHTEMH URL (findings = entities)?
- BREBEETERNGRZH?
RME T ERNEBIF 2

Y/

Y/

-’fl lz:l_

MREER , ETUREUTREA.

- HERRIERRTBRTAEBRTEMANRERS ? MNREBIRS RIKERF 8 5 08550
ATRER , AITRABRTEESKIRFNER,

MRAZBHERFTEZEE , ATRAERTSTEXRRFNER,
- R —FEER , REYHHEEF ? Detective KEIZREB Amazon GuardDuty WEHEFRER R

 1£ Detective FIRASERNETABRCE , ZPEXERNEBESEHI ? WR Detective FTHR
BHNERNTHEREERIER  ATAEXRTEISAAERERNER,

- HERRIERRERAERESY ? SETABRSFHE —EES, TABRTESREHMES
HER,

#Eif URL 8E 75
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[ Splunk ¥T1# Detective FIE#ERH URL

Splunk Trumpet BRI ZEEAFE B AWS IRFEEEZE Splunk,

BT LARRE Trumpet B2 |, LLE4 Amazon GuardDuty & & R # Detective URL, A% , BAILUE
ALt URL E#:1¢ Splunk B Z|fHEHY Detective AERE REBERE.

Trumpet ER AL GitHub EEBLA THBUEILE : https:/github.com/splunk/splunk-aws-project-
trumpet,

£ Trumpet ERMEREEE L , # AWS CloudWatch 45 | &2 Detective GuardDuty URL,

REEEERBEES —FZA

S EC2 B/TEER. IAM EREM IAM 6 , S NEEEFAEAREEEREESHRN T
B, IRARHNEATUALN T LRAERMUEANGBA,

1 EC2 $TEBFMERRERERL | EC2 HTEBBAIFEERE Amazon EC2 4,
EEAEHBEARERERL , CAERBLEEE AM X4,
EACHMERRERERL  ACEBEERAE IAM XA,

RBREEENEEES —ERZER
ERERERCETAERNRALYE LB SERREROER. AIAMERIEHE EC2 1171E

B F Amazon EC2 Ml IAM A&, IAM EAEN IAM ABEEENEL. 52/ the section called
“SHEZTHMEEA,

Blan | ¢ 1P uEE S | B REHENE P IHBERRERE. - , ERAUEEREREM
BT BT RAE.

ERERER LRFZEFMER
EBEHN  CTROEE—SHERRHEDRA,

U TRERERL , ZTNETEDRERANRE -

. B8 AP IR, A ERERRBEE ENRERERBRA

6] Splunk #7# Detective &R RH URL 76
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Amazon Detective EREES
- FEEINMIEVE

- VPC BB RE

o STHEEE— P U AHBABMMBERR  ERTHAEER IP ity VPC RE

- BERFHER

- BEM VPC RE

« Kubernetes 288 AP| ST &

EBFHEATREATEREA[E

- £/ T HRLE IP it ?

o LI IP MU AR ?

- F{E IP b utHEST T HRLE AP PO | DU A P93 8 WP LE AR FE EE 1T R AL ?
o fEFRLE = RS FENE MBI (AKID) AR ?

o {5EFHIRLE B R A A FELY 2

- WILRE ? BRIhARBURE ?

- B P it EARELHZ D VPC RIZBFER?

- BEBE. BB Pod ML AERERERFARRE ?

&

- B APIHUEKEBFMEER

- WIBVERNEBFMER

- B VPC RENEBFMEER

- WX EKS HEMER Kubernetes API JEE)

R API FIERTEEFHEER

EEE AP FUBNEBHEET , BREMZSEEERN AP FUEHR,
EERTE-BUMRNEDHMET  FEER LRENHERE,
EERTANRENENTDHMET  FREETREN BN —AEN.

EEE , B2021 %7 A 14 B2 |, Detective BAREEFEIE R AP| Rl REEH. ZEHEE
EERNEES LR AER, SHEZAP i BENTD , REBBARMRE,

Xa
wit

BEE AP I E 77
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EEFFMEFNAR (FRE. At, RE, A8 IT/ERER. EC2 #1T{EEM S3 f#F
BTE8)

¥ IAM FAE, IAM A6, RE, ABIT/ERER, EC2 HI/THEEM S3 REFE  FHHMAENS
ELLTER

- BEERSSRMEMERBEERE LN AP FUBENEEER,
$t¥ S3 RfFRTRE , B RMRY S3 EIFArREITH API FFL,

AP| IS E MM RRBEIT O/, $Y S3 REER , RFKKA Amazon S3, TR
Detective &K 2 8 H PR BRES , RIS IERABHE T

- SHEBEEE  FBHFAEAMSERADMKBRAFULRH, BEIN P it ERSE RS E
P it &,

- BEEEHETHUSHAL, FRFREASHERFBIEAERAC, FRFREASHER
eRAETERR. (HHEERENSECTERER  EBFAEFA SRR FIERBT (AKID),

RER , 2021 7 A 14 BE , SHEIRFRER  EHFREASENEAENAR , Mk

AKID, $HABRER , FBFMEASERACTHERE , M3F AKID, #¥7E 2021 7 A 14
AzalBAEMNED , FIHESIARAER,

SEBFMAEATEUTER
BEZFR P bt
MBRERBAREE AP UK IP #tFE,

IERLURBAEE IP it |, SUBERUERX IP a3 WAy API FFALSEE ., API FFIYSR AL SR BR %S
EITo . ¥ S3 MFATRE , IRIFHBK A Amazon S3, HIR Detective % ET 2 2% 1 FF LAY AR
%, AW UESERAMBRE T,

K% BULIERESME AP I | DERKEX IP thut e EEE, BBERERME , FuE
ARERFERAE. A, AGITERET AKID,

e AP| HIYE 78
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Showing activity: 07/08/2021, 00:00 UTC - 07/08/2021, 04:00 UTC | Edit

KRS 2 W APl 53%

RBERERHA API FIEE, API FIERBHFIUNRFEoE. ¥ S3 MR , RS
# % Amazon S3, R Detective A K B 8 HIF U R , AIZFUESIIERABHE T

ERI AR FESE APl 737& , BUBERIEFP R HIFILAY IP st /FEE,

A&, LA LURFSE IP it , ABRIERX IP #biik 3% 5% API FFI4EY AKID 5 E,

Q

Successful calls »

ERFFEEER D
RBRFARE N API IR ERE, A6, ABITHERESAKID HEE,
B RFAFENUE | SUERFIER P it H AP FFIUEEE,

A&, BU LI RREME P it | DB R ER IP it 2 HA API FEILEEE, APl FEAY &K
BHMNIMRE 2 H, &% S3 RFETE |, REHBEK A Amazon S3, R Detective LK B E 3
HFE YRR TS |, RIRZPE I B R ANRE T

e AP| HIYE 79



Amazon Detective EREER

Showing activity: 07/08/2021, 00:00 UTC - 07/08/2021, 04:00 UTC | Edie

sssssssssssssss

SEEFMEARNARS (IP i)
ST 1P it | SEBFAEAIEUTENA

- BEASRASRUEETMERBEERNZ LN AP FHILENMEREF. API LS4 PO R
2 #8. R Detective FE¥IETC 3 H WA R , AIZRFUSIIERTEHET.

- SHEEEEE |, EBFAEMA IS E R KRy LR
EBFAETAESUATER
&R

BB RAE P ik B H API IR EFRBE,

SHHFEER  FEQLREREE. BEN AWS IRF,

BRLIRRAREER , WBERERM IP it 3 HEY API FULEE, AP RIS 4e3% P iy AR 5%
248, R Detective FE¥IETC 3 H WP IAY RS , AIZRFUSSIIERTEBEHET.
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Showing activity: 07/08/2021, 00:00 UTC - 07/08/2021, 04:00 UTC | edie

Resource v

waf.regional

KBRS 2 A APl J33%

RYBRCEA AP FULEE, AP WP SE IR RIS 248, 2R Detective FEZHEE
PR ARES |, RIZFUSHERABE T

BRI LARBAEE API FFOY | DUBERFTEME AHRE IP #uk 2 HHE API FEAURYEIRIBE.,

Showing activity: 07/08/2021, 00:00 UTC - 07/08/2021, 04:00 UTC | ki

Pl methed v

2 e DEY I EES -6
A LARAT T E RS P R B R E A

ERERE-MUEFR  REASHFREBE. BIRRAIRBEERKIZMRID AP FFILHEHBUETT
HFo

RIS k=6
BRAAERAFREE  RETNEFHHMERATIR NS EFERER LA,

BEE AP I E 81
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EBERL SRS — R EMAESFREE,

& ERTEERRG

1.
2.
3.

BIFER RSB,
REMF  REZEARBENAR,

BRHANEENE, BFhERGEXESRDE. fl , BE4 AP FEETEZER  RE
EMIEA Instance , AIFEREEHBBARNETEHEE Instance BWEM API B1E, FTIA

ListInstanceAssociations #l UpdateInstanceInformation WM& HEPITHL,
SRR, API 3ER IP it | B LU EE SRR ERRERIES

SHEHER APl 738 | BREARRBEEEN FFE , HlI0 List, Create = Delete, E1E
APl Fi=BBELUREERIRE,

$H¥ CIDR = |, B LURBEI S A IP ik, FAF IP it iS5 45E CIDR EX A IP #h
ko

BIZBAMERE 44 BE R | NEE  RAPI ##H IP ## =R H | : TERRESH
BIRMGF

[ Q. Search ]

Properties

Resource

3st-1 AWSrole (
APl method 2
IP address
Service

> ) "~ AWSrole ( )

EEBRERFRNT  FEEALAN X BR.

& RRRIEERRG | HEEBRERE M

BEE AP I E 82



Amazon Detective EREER

EBHUE B FHAEFANRESE

ELARBETEDFAENR K SHEERSERENENNRERBR. SUUSEEBFEEANK
BEE.

AR EEEFHEETANREEE

1. RERE.
2. HEREREHEL  BEEEANRKBMNGERERE,

FERFEHAEREAREENERAERRE , FERREAAREERRE.
3. ERENEESE,

EBFREINREEEEERERERER ERAETR.

Scope: 07/08, 1

Successful calls 35 f sopee timet Call v (2. 30% less thae typical sctiviny)
e 4 i
Failed calls 565% of scope ol [5.36% mors than tysical activity)
Scope: 07

/

EHRSE AR

Amazon Detective B2 Amazon Security Lake 55 , EEWRE R A LA EHMFFEN Security Lake FFREH
FHEBAFER, MELBSHWFEEN , 528 B Security Lake FWERIE S,

ERALES , BALE Security Lake JREXER AT RIFKEMNEH A FNSB4,

« AWS CloudTrail EZEE# 1.0 REEFHRA
+ Amazon Virtual Private Cloud (Amazon VPC) 72 B & 1.0 MR EH AR A
+ Amazon Elastic Kubernetes Service (Amazon EKS) ## B 2.0 X

@ Note

£ Detective NEHRRER HFEEARNKE, Hit AWS REHNERE , 23 Amazon
Athena , AL EERFE,

B AP LS 83
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EEEHMFRBEAR

1. BEBETSERBNEAENA,

2. UL\ BRERRR B,

3. ERKAFHEEERRYT , B LURIEEBR Security Lake ZEHERERN BFNESH. NESF
BRAEH HEWEFEMER , B8R Amazon Athena REERIVE L,

WO U EEHRKAFERRPEUEESRFE R, £ Amazon Athena P EEFRFKRUR TEHERAE
RO PRE (.csv) FRERE,

WRIETE Detective PEF Rt , BEERREEEMER , EFNRERATRREK.

- R HFEBER &1L Detective FEKATA , AER T 7E Security Lake HFEFRFTHET. FHEEBH.

- Security Lake AIRER TR B, MREZFSFTRANEME , BIRT Security Lake 4> Hi%. FHEE
# Security Lake &I 8 B4 LA R R BB,

# AV IE YR B FF A E A

HERINHEBEVEETDHFMEARR T EHEREHAEEEMCERH AP I, APl FI}aERE
WMV ERHNIATWY, EMFRAEAREERAREEERNFU, &8 S3 fFEITE  FEY
¥ S3 FFATEETTHY API FEIY,

Detective A MaxMind GeolP BRI ERAER RV E, MaxMind EEIR/MtEBRBEIIEESH
ERERY  BERMEREBE/MEN IP BREREMARTRE. WFE MaxMind HWEFHENR , 7
28] MaxMind IP #3328, MREZEBEM GeolP BRFIERE , HLATLLE MaxMind Correct GeolP2
Data [a Maxmind X EEFER,

AP| FE 43 HFA A RIS 040, 1% S3 REFEETEE | IRFE B A Amazon S3, MR Detective 3£
YR B FUNRE , IXFUSIERMBRET.

BRRTEDFHMEN , FRTUTHAP —"EME .

- BB E  EE-EREVE
- BREYD | BEMBENENFHEEA.

3

BEEREEMAER,

H
o

EEHAEASHRHENEEE, eEERMENVERE ,

IR E 84


https://support.maxmind.com/hc/en-us/sections/4407519834267-IP-Geolocation
https://support.maxmind.com/hc/en-us/articles/4408252036123-GeoIP-Correction
https://support.maxmind.com/hc/en-us/articles/4408252036123-GeoIP-Correction
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FEE , B 20217 A 14 Big |, Detective RIAR TR TR API IRV R EE, stBEEZXEHz
HIERAENED , RESBAKRARE.

EEBARFHES
SESRNSRAEESEFBRNEGEVERLARSE API IR EEER,

S EME 1P ik, EIRM API 3% | FESERBII MR AP FEALLRE
EHFHMEATSUTER
BRI 1P bt

RS AR AME B E R AP FEILE IP #hit /5 E,

BRI VRFEASE IP bt , BRI IP bt B API RN ER, FESRTREREE, BEE
EXBID, FRBEREBERB L,

RE , BULIERESEER , WERZERRZ IP it 3B HAWEE API FEIY, API FRIYS {3 H
A RIS 0 4E, $1H% S3 EEETEE | IRIEHBIK A Amazon S3, MR Detective & 3EH H B 2% H
e iR , RIS FERARE T,

Resource

R ER RN IEVERE API FIUNEREE, FESETEREE, FEEFXBID,H
HEERRFRERRE L, HESEER , ERER USSR THERE AWS 1RF,

BULRFASECEAERAR  LBERZIERZEHN AP UEE, API PS4k 3 Hme Y iR 75
D4R, &4 S3 fEFETE | PRSI A Amazon S3. 1R Detective £ B 2 8 H LA ARFE |
RIZM S HERAMBET

IR E 85
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K&, BALRRSE AP WY | SIEREREH AP LR R IP # kB E.

Ashburn, US from 05/14/2021 - 06/28/2021

B R B AR ERA
A DMRIERERM S F A B E A

ERERAS—WUEFR , RRASHFERBE. BIRRBINFERKIZA API LT BUETT
o

EERBFHEER

B AEREERE  REFTREDHFAEAPARTINBEFEIEDHHE,
EFFEREL  BUERE—MuPNEAESREE,

B BRI

1. EEEERGFIR,
2. eEts  EEZARBGENAR.

3. RHEANEHENE. FREGZESSE, i, &K API FEETENHRE | INREF
BKIEA Instance , AIFERSEHEBRABEEE Instance WEM API #4E, FTEL

ListInstanceAssociations fl UpdateInstanceInformation W& ITHL,
SHEIREEE,. APl 53EM IP bt , BB EERBZFREE EMRYE,

SH¥HER APl TF&8 | HZRERRBEEERENFFE , fli0 List, Create = Delete, &1/
APl T B RBEARERARE,

IR E 86
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$H¥ CIDR = |, BALURBEIT S A IP ik, FAF IP it T E45E CIDR ERA K IP i
ko

4. MREBHZEERFMS , FEETMERBRRFELFEHRHFRFAERS X,

Q

IP address: PUBLIC and & APl method: Create X Clear filter

IP address ¥

5. HEBKREERNE  FRELLANxETR.
6. EHEERRAAEERRGE , FEFBREBRRE,

B VPC REREBFMEA

$H¥ EC2 #1TEEE , 28 VPC REMN EBFMEAN S SAMEREHER EC2 HTERM IP it
ZENEE,

£H¥f Kubernetes Pod , 288 VPC RESEEFIE BN IP thit | B~ Kubernetes Pod 1§k 2 IP it
e R THE, FEIE—BRT (hostNetwork:true) , Kubernetes Pod Y IP bt 7 JEME —
ik, FHERT K BREEREEEEZEMREHERHNEM Pod WRE , LRFEE Pod FETE,

§H P dbik , B8 VPC REMEDFMEEFSHE TR IP it EC2 HiTEBEMEREHEANE
B,

LERMIE-RUBRNEDHEEN  FEER DREREBRE.
ZERTENEERANEIHHMEN  FREETEERENFEER,
EEARFHHER

7S S BAE PR S R S5 B P 0 SE B

g% EC2 #TER , FHFAEATE P b, AEERE RinEEE, BABHENS QN SERE
—,%E%EIJIE E o

gt P it CEEFMEEF TS EC2 HTER, AMERR, BmERER, BHHEM 5 @8 218
—HHEMNEE,

BEEEHEETEARE. EARBURFHEREACEZIERLE, £HAEKERREEL , TEW
fugiE IP iR B AR E 45 RAEED.

Ef VPC
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uuuuuuuuuuu

..........

B R B AR ERA

B MR IBE R R PR R BEF R B A E S

RIBTER , BRFMEASRREEESF , ARKEARESF,
ENERBFEER

BREENBERD , BRI T ESREBFMES

o IP k=R EC2 #IT{HEE
o ARBHIREREE

» Direction

B BB RER RS

1. BEEEEREF R,
2. eEts  EEZARGENAR.
3. RHUANEENE. BRREESSE.

HEK IP i ETENE | BRI EESEENEEGREMS,

$#H¥ CIDRER |, LA LUBIBESS A IP ik, FAE IP it KT SISE CIDRERH IP #b
it

4. MREEZEERKMG , FEETMERBRRFELFEHEHFRFERS X,

B VPC RE 88
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Q

Protacol: TCP > and & Directionality: Qutbound > Clear filter

and

Remote Inbound Outbound

IP addr O Local port + :
P port v traffic v traffic

and not
4444 596 B 9.43 kE

5. HEBKREERNE  FRELLANxETR.
6. EERRAAEBERRGE , FERBREBRRME,

BEEBFAEANRESE

ELAXBTEDFAENR  SHEERSERENENNRERBR. SUUSEEBFEEANK
CEE

AEREEEFEETANGEEE

1. RERE,

2. HEREFESEEL  REECEANRABNERERE.
FERFEHAEREAREENERAERRE , FERREAAREERE.

3. ERENEESEE,

EBFREINREEEEERERERER ERAETR.

.. | T i ——

Outbound traffic /

3..............-.I---::iq;;;;;,llllllllllll!llll4

RNFTRSIM R E
ELRABEBNERIIN  TUEEER LEREEERIIERERINTER,

SHHFEBNEEZERNENS , AREINLGHR, $HESECEDNNERS  RESEEARBHER
L BRR—RER,

B VPC RE 89
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Amnstatiens ¥

Iiﬂllm

EERFMERENRE  SALURBRERRE, eEETIREERRE 6 FUREER

H~ EKS 8251 VPC R E

Detective ATLA & Amazon Virtual Private Cloud (Amazon VPC) RIZ BFIRMUARE , HEAFKRA
i Amazon Elastic Kubernetes Service (Amazon EKS) #ERRE. & ¥ Kubernetes )R , VPC it
EHFNAREUAR EKS BEEHPHENAR[BENAE (CNI),

£ FATEER/AAEH EKS #ESF A Amazon VPC CNI AAER ., MEFHMER , 5528 (Amazon
EKS A &ERE) FMEE VPC CNl, Amazon VPC CNI /BN EFE A Pod B IP it &% AR
2, WERERIP it BFEAEEMN IP it LUEIT/AEBEEA. Detective B LAREEN A B3R & 3 A% HL B B
F|IETEM Pod , BEEZEHAREHITHRE1E,

MR B FHLE Detective BESM Y Pod WATSREE G A RE |, BRUANERIRMAEEE th ut #3E (SNAT). B
A SNAT EEREIMERE, MEFMEN , 520 (Amazon EKS FAERERE) PHEAM Pod Y
SNAT,

MREFERATEAR CNI A8 | Detective #¥ £ hostNetwork:true ) Pod BRI RE., &
Hit¥E Pod , VPC AEEINESEREA Pod IP #tNFIERE. ESREEATEHTENARELUREA
B A hostNetwork:true R EI% 1] Pod IR E,

B VPC RE 90


https://docs.aws.amazon.com//eks/latest/userguide/managing-vpc-cni.html
https://docs.aws.amazon.com//eks/latest/userguide/external-snat.html
https://docs.aws.amazon.com//eks/latest/userguide/external-snat.html

Amazon Detective EREER

Detective E#t ¥ LA EKS B4R | /£ EKS Pod B9 VPC RIZHIRF

H!ﬂlm

—_I__
- £87%8 Amazon VPC CNI AABERNEES , FAEEEN VPC AEIARER Pod (EHHHAE
hostNetwork:false),

« 7£E7%8 Amazon VPC CNI /A2 X F4EAE AWS_VPC_K8S_CNI_EXTERNALSNAT=true ByZE&E+ |
EREHE VPC A IBEIEREN Pod (EF hostNetwork:false),

- B EEA hostNetwork:true B Pod., RESIEMNRESHER B EHHE
hostNetwork:true 2 Eftt Pod B RERETE —iE,

Detective 7&7 VPC REERFPERUATEENRE -

« £E%A Amazon VPC CNI A 2R F4EEE AWS_VPC_K8S_CNI_EXTERNALSNAT=false Ry £
B EREHEE VPC A ZBEIEREN Pod (EE#HRE hostNetwork: false),

- EEZ Y Kubernetes £ Amazon VPC CNI MEIERNEER |, (FAEFERE
hostNetwork:false # Pod,

- BEREEMEHHPIEENS —E Pod NI Pod,

FATRHE A Amazon VPC B VPC HRfERE

Detective AILURAEF £ A VPC B9 Amazon Virtual Private Cloud (Amazon VPC) Flow Logs :

« R Detective KEWRF#EAE LA Amazon VPC , T Hi8 B HftbIE Detective lREEA LA VPC ,
Bl Detective 2EI2 R B VPC WATERE , W HH VPC ANFTERERERHEBEERR,

- MBHEHHEH Amazon VPC AFE Amazon EC2 #{T{EEE , M A VPC #EE E TR 2 Detective X
& , Bl Detective T E# K H VPC W THRE, MREBERIE VPC AN RERE , AIXER
Amazon VPC ¥H & #118 A Detective BIFERIK &,

WK EKS #EMEZEE Kubernetes API SEED

Wk EKS BEMER Kubernetes AP SEBIRYEBIFFAIE A | B /R PR I B 8 3 P9 B Ih 1 55 BN
Kubernetes AP| FEOL X &,

HEENE-KERRNEBFEES  FEEXR LEEREER,

HEENENSHEREBAEBFEES  FREETHERENFEES.

E B8 Kubernetes AP| FEAY & 91
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EEFHMAEFANAR (BE. Pod, £HE. AENACITHFEER)

SHHEE,. Pod, AL, AGHABIHRE  EBFHEATEUTER
- BERRFSRAEMMBSEREEREHN AP LB HEBES.
SHEEE  API FUBLEERERE.
$H¥ Pod , API REIU€ L, Pod 5 B &,

HYEFERE, ACNARIIERE  APIFURHRZTAZERE, AEEAC TEREN
Kubernetes &2 H,

- HHEEEE  FDFEEFASERAN. KM RERBNELLYFULRE,

- EFSHE IP sk, Kubernetes WILER, FHIUFZELNER 6 URETFUNER RERSIE
B#&), RFBFMEAT , BUUBEEE IP hit, TENSHFESHENRTEE,

SEBFMEATEUTESR !
Subject
YIRARE R AR ST API FEIL Y BR #E0R 5 1 &8 &
BRI RFASERBIRFMERE , UETRIRFREAER IP tbitH API FFILAEE,

AR, B LIRESE P it | LERXIRFHFEHABER IP it #1TH Kubernetes API I
ny,

BB Kubernetes API FELY | & requestURI LA BB RV EIE,

E B8 Kubernetes AP| FEAY & 92
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Showing activity: 05/09/2022, 23:00 UTC - 05/10/2022, 23:00 UTC Edit

it IF address Kubernetes API call

a 1 2 3 3
Subject = Success w Failure ¥ Unauthorized = Forbidden #
L &,6 ]
L J o) ALE ]

* ipdate 0,343 1 1

* ] 0 %4 ]

k 0l 720 0 0 ]

L] 25,245 0 0 0

IP Address (IP itit)
HIRERAE P ik 1T API FEILRYBE,
B RRASEMRW |, SIRBEREITHW Kubernetes T8 (FRFIRFMERAE) BE,
AR, LU SETRRERAIEEFENHERE LN AP FILEREE,

R API FEIUSER | & requestURI BB B 5T RV B,

Showing activity: 05/09/2022, 23:00 UTC - 05/10/2022, 23:00 UTC | Edit

Subject F lelre: Kubernetes APl call
] 1 2 3 4 5 >
IP address Success ¥ Failure ¥ Unauthorized ¥ Forbidden w Location ¥
¥ 599,250 0& d a
v 167, 40¢ 0 u]

b ipdat 80,343 i 1 o
Sapisfooordination kBs.io/v1 fnamespaces/kube 40,172 0 0 i
systemfleases/cloud-provider-extraction-migration
fapis/coordination kBs.io/v1 fnamespaces/kube 40,171 o 0 o

systemfleases/cloud-controller-manager

Kubernetes AP| FEAY

A B R Kubernetes AP| FEIL B a5

BB Kubernetes AP| FEIY & 93
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BRI L R R SE AP BvFA LU REE X EVEM BR B AT requestURI,

A&, B LIRS E requestURI , AEFHIT APl U Kubernetes 88 (ARIEIR S FE A
#)o

EFRERUETTHEARELT API FFILEY IP,
Showing activity: 07/08/2021, 00:00 UTC - 07/08/2021, 04:00 UTC | Edit

sssssssssssssss

B R BEF I E A
SR SRR EMBE R B FF A E

EAERAE—MUEFS  RERSFFEREE, BERAINERRRER AP U H BT
HEFF.

ENREDFEEA

B LAEREERE  RETRNEDHFEEAPRINBEFEIEB A HE,
EFrEREL B ERE—MuPNEAESREE,
BHUEBFFREFN R ESEE

ERERBETEBFAEAR  FHEEREEREANENNREER, Sl E EHFMERANK
Faﬂﬁo

EREEEDHEETNREREE

1. BRERE.

2. HiRBREHEL  BEECEANRBNERIERE.,
FERNOHEREASREENERAERE , FEERESARAERE,

E B8 Kubernetes AP| FEAY & 94
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3. ERENEESEE,

é@#ﬁﬁﬂﬂhﬁﬁléEJﬁﬁﬁﬁlit&Eﬁmo

Scope: 07708, 15,00 - 07709, 13

nmnmnnmnlmm [T A,

i lr il '|| |||||:

07/06/2021, 00:00 UTC - 07/08/2021, 04:00 U

EREHEEAREEERES

BEREEARDEER{EETHEN S MERERZIDFHRNBIERENER,
AEEREEERRE R ES T HBI SR ISR,

REEERESILERESNE-—9FRE. FEsEETERBETHENNEERNA.
ERRETHRNESFHEES , FRERSETPREEZEN, LETESISERAETETET.
ZIESI AR T EENER !

- HARRBEE
o GN4AE A TET AR 12 5 48 B S R
- REBEREBNRESR

EIEEHE R
BITAREHERRER LR RERE,

ﬁﬁg‘“*ﬁtﬂﬁmﬂ’]lﬁ RESNECERBEREINEERRE., SEREE -—BRFBAERNE
BRE., E®HIBEE Amazon Detective EIREPEERERENEAG LA, LEER, KEMMNEMRSE
{tEERNERNGEEREAER, stHRLEREERR , RASEHERBE 2Nz RS EMEN
BFRY , LURM AR, £ Detective F , TEERE LA UTC EERFTEBEBR. A EREFREHELR
HFRERENEHRE, EETHRBERRYRE , F2 B the section called “FXERFEEGEEN",

Detective 7 EEREEEEFBRERAHLERED. IMEFSEHERBARGED , ARSHESR
EEFEE 45 REVERETLEE, TEEM 45 RNWKFBHERELZDHEELR,

T 0 ) 5 95
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EFAEEESES  SERESRMAEERVERINRRBEGE, NEREERBENFHEER ,
552 ® the section called “FA&E 45 RELE",

ERETHRER  EUURREERE, S0, IRFHRIMER-—RNED , BURFESHERRD
— BN —EA. RANEERAINEDEEFE THEDREBREFEXARLEEEN,

BB UREEERRE , LS ENERNBEBAEERER,
ECBTEHERRBE  Detective EERE 7T, YRBHEERBEFTETHER.
SHERBTRER -G TEEB—F. RENEREBLEER—/DE,

RERE AR R B R

& O] LAfE Detective AR E L E R E AVt ML R B Hi,
£ EREHEE RS ER R AN R AT

1. BIfE https://console.aws.amazon.com/detective/ BRI Amazon Detective £#Z &,
2. EEBREEEL  BESHERME,
3. EREHERBERNRAGRT  BEHERBNHFESGBPNEE. stEWmERER , SR EE )

B o

4. HEHRT , ZEHEREBNHERBBNERE, SUHERER K SRRENG, BREFEDL
A LB IR B B — /N B

5. RRmEE  EERFREYTHETNHER  BEEEFEEBM,
miEEE AN RERE

HRNTHERERER | Detective S S ERBREARBNERNERNEEEE,
EEREHERENSERE

-

BI1¥ https://console.aws.amazon.com/detective/ BARX Amazon Detective £2 A&,
. EEBRREEL  EREHERE,
3. EREHEREERNELSE  EFEEFHANEERE.

15 X B ) 8 B & SE R B 4 M1 A8 SRERTE o
4. TRMER A FERFEEIFTHTETHER  FEREHEERRE,

RERERRNGER B BREE 96
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HEERFEREARERRIGEEE

BEFAEERBERBANSEEE  EERREXANRIBERAERERNEE, E4RRRAEERNE
i, SERESEELAFAEERSEEE,

RERZEES , EUNKHERERREERAEERNGEEENTE, WRATRET
£ RER

5 T It S ) B

FEREERERRAEERTHEEYE  FEABNRERRERL  EELECANHAELER.
Detective BIEARERLRFMEN , UK EERFREREAREHERFHEE,
ERERE LR EEERE

REFWEAER , SRR GEERRE , URB X 365 RRME 24 N FREEEEREE,

AEAREAN LR EHERE

1. BIE https://console.aws.amazon.com/detective/ BIRX Amazon Detective £ A&
2. 7t Detective EBEXH , BERE,
3. hEHEREERNEESE , SUUESERKBHANEE. RRIFBSETIBE 365 XKW,

ECSFRHANNREE  SRAPNSESEDEFTACRENRBRB R 24 M,

(® Note

£/ Detective , B LGB RIEZE—FNELEHER ., WFE Detective FRIRE R A FEM
B3, m2RTABRBPEANKRREER,

4. ZERREBR A HERFEEYSHETNER 6 FEREEMHEERFE,

£ Detective PR tHEAFA &R RV A EFA

SEEEREENLE —EEABNREERER , EFIHEHEERBARNSERNEBNRAEER. &
PREE-SERCEAGNIFRNAHSETZEHFAERER, FEERNERETURHEEBERINE
afCEicl: pCE=o

BN EEERARE VBN EERFAEAREERERT S,

REEFEBREAFEERSTHEE 97
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HREBERRAERER , ENRESUTER

- HEEREE , L RRAEERBBNER,
- HEREFRMEEBA AWS 1RF , EtHRIRFHRERNIER
HEERER
- RPEEEIFHERRNERE
RILBEEIFEERNEEH
&

\

i
A8
=
o
e
[

BERTHERRNAERRFMET  FEEBERRNIZA, Detective BIEAREAANBER
RFEFMEFEMR, Detective L ERBERELELAAEERSHEAE, LWBAURETUEETRAEILH
BELERTER.

NMRERBSERBELSEZTTRRER  IRREEDENZAERER YR RHEERNFAE
o

EENAERRFNENEEQRERRSE  FEEEEMAHEABEERE.

BHAURFRERG R, NEFHENR , F2EEF Amazon GuardDuty FERKE R,

£ Detective Hi@R REEB W FFMEA

E1TAEZERS , Amazon Detective ZIEMIE R - BWER. i, SETABXRTSER AWS £H
HEMBEET AWS A6 |, UK EC2 #iT{EEMELRT IP #hit,

EERET-BREEANEEAXSHER | Detective SEEFEFMERZR. NREENEERERNELE
LEEE N |, Detective @ HIIE, Detective BRIEH T AEEENHBMBE,
HTEEAEEMH?

EEENKEERR K BRTEREEAHBERNENN BN, SlM, EC2 HITERATEERRKE
EEEME P it HER

ESEFBEEMEA , Detective B RIGETUASHWERBENRS, MRE-—SERBHRES |, A
Detective &4 32 3 i i R fe (W AV E AR o

Flan | REREEEFE R SA 100,000,000 EELR, 1R EC2 #1T{EEE —ERIFE BEMRAERE
#8318 100,000,000 1@ IP #bit , Bl Detective 2RI RIRE R A ELR,

KEEHR 98
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i |, BT A LURIREIR S — I ER RO EE . AT REXES , E EC2 BT ATRERE
BEE P #ibETERE |, E— IP #utERIERDH EC2 H11TERE., =@ IP it REEEREH
IP it hib FRIEAREY EC2 BT ERRIEFRE A

BRIRRERE LHWAREEREA

NREEREITSAEERN R , Bl Detective BERERRNERZERENEIRBREL, &
HRERRRER , BAASEIRNER,

ZBEASEEAAERBERNBHRFE. SEFEHEHLSFRNRBNAEBREBRAIEFE,

REREERURRAILIDNESR. EBTHERBETHEEMTED , EUUKRAEEPTERER
FERL. AEERENSEANSEERBREARFEBRNREER,

HEERBRESKEREER

1. EXEBERBHY  EERERBR.
2. EREYRERL  EEEASERRAE.

Bk

BREENSEERANAERREE
AREREESSE NHEREANARSEEMBEIRRES.
EEERAREREE

1. BIfE https://console.aws.amazon.com/detective/ BB Amazon Detective £ &,
2. 1E Detective EEE®RY , BEAEER,

BEBEEESEUTENA

- REFEERHFEA

- EREMNERF

RRRIEREA , flan T4 IP thubEARH EC2 B1TEEE

BRI BB ERENZNEFEE., ST UEEESRNERNERRERE.

1. EREERFED  BEERMIETER,

BRREE LW AKEEREL 99
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2. EERBEAXKEHERFENRERE.

ERERILERSETERIERER  SERBRENT

- EERBEAREREERZH 30 XEH.
- S B R KR B R PR A SR B A 3R
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£ Detective HFESHAELERNERE

£ Amazon Detective #£Ihet , BB SHAEERIER, #ESERD , EULEEEER
ERFATHERME., RESEOMNERER 10,000 @ , BIRFK IS RAT 10,000 EFE R, 28
FIEFe8EERNER,

"‘—IJ«)\H-H% e RREHAEZHRDRE (csv) REE. HERTESHSEEFPEENER. ERFLLEHR

2hRE (CSV) BAEH, EHERNEREBERER detective-page-panel-yyyy-mm-dd.csv 1
Ro BAINUEAEMIEBECSVEAAWSH R, F=SEAEXNIREREARZHER  EHEE
FHERERE,

® Note
MRELBEREEETH , FEHELEX , ARBEABLEMER,

TERES

FETHES  FEEERSNEREE, ARRHRUNBINTRITSERTT * H ? HEBIF.
HRES KD IP bt , BWELIER CIDRE BfFR. m2REAUTESFHREH,

&% 1P Mt

c1.0.*.*
«1.0.133.*
+1.0.0.0/16

* 0.239.48.198/31

SHEFTAHMERAEER

* Admin
+ ad*

« ad*n
. ad*n*
* adm?n

* a7m*

=RES o
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* *min

HHYEEEREE , XEUTHRN

- HRRERR., REBRBIIFHFEERL R Amazon Resource Name ( ARN )
- HR AWS RS | Al% RS ID.
- IR AWS BEM AWS £AE , TeER R ID. EBE ARN,
- HRAHREE , EEEHBIARN,
- HHAFREG , IARTFERTFTNRENTER/E.
- HRARE Pod EH , Pod B Pod UIDH
- WREC2H/TER. #ITERBBIRH ARN,
- SHHFAEERTE , AAREERBFERRR.
o B IP Hbht , FEYHHECIDRE B A5
o ¥ Kubernetes =8 (fREIRFHREAE) , MIAEHE,
- HHHABTHERE , BUNERUTE—ERES :
- ABETIEREERBA.

At TERBREBBIER <rolePrincipal ID>:<sessionName> &=,

e RULEEEIf - AROA12345678910111213:MySession,
- AETIHERE ARN
- THERRER
- FTREAGCHNER D
- BEENAGETE
- BN S3 TR BETREBIARFITE ARN,
- ERBERSERE  AATR IDIFEAEERE, TR DA

<identityProvider>:<username> B <identityProvider>:<audience>:<username>.

- SHEERERERER  AAEAERERAERE,

EERSHERRNER

1. BAAWS EBIEA, AR B Detective E13 & https://console.aws.amazon.com/
detective/,

TRES 102


https://console.aws.amazon.com/detective/
https://console.aws.amazon.com/detective/

Amazon Detective EREER

2. HEEBEERT , REES,
3. WREEEAEYERTD  ERLESHNEBEE,

3

AR BERRECAER , BULES AWS FREIBMES S I ERE.

BERTHEfESTABRENPEEINERWEBTESE, fERREPE -—H#INRER
ARIEEEERIRT.
4. WAEESNREUEBITRESERAFTHEN.

BEETEDKRPME,
5. EEESTIR Enter #,

HESHERETHER

ERxRIEE% , Detective BT HRZ 10,000 BFARRNEE., sFHUERAM—BIFNEE R
B—EHETFER.

R  FEEESERNEREIAEFERME , FRESFN.

HRBERFR. A, ERAENEC2HTER  BESERTSHBBNIKRS, sEEEZIRFIERE
18, BEEIRFEBIRT.

RS REH I

MR Detective |MEKIFAEERIER , FARECHANBIIFTREER., WRADFER , B8
AUBEUATRE.

- HERRIERRTBERTAEBRTERMANRERS ? MREBIRS RIKERF 8 5 08550
ATTRER , BTABRTEESXIRFNER,

ﬂﬂ%?&%ﬁﬁéﬂﬁﬁ’ﬁ%’“%ﬁ, BITAERTEEEXRRFNER,

- SFHE-RERKR , EEHHHE ? Detective FEH Amazon EWHENWFAERE R GuardDuty,

- £ Detective %ﬁ#ﬁﬂvﬁﬂﬁﬁﬂi:ﬁ%ﬁiz Bl , ZFPEERIEBRS2HIN ? R Detective FTHE
BNERTREBAECERIER  AITABRTEESXRAERLRNESR.

- HEERNERRERBERESE ? SATABERER BEHW AWS EBiF, TABRTIEREH
=R E R

HESERETHRF 103
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1£ Detective R EEIRF

EWRF B Detective i |, CERBTABRNEESIRFS Y ATABRBEREIRS, EEEIRF
AUBHIIRFMATABR. BRFESZEER , Detective ERAXIRFEAKEIRE, EBBFH N
ANKEIRF A ESRITABRTBER,

ERFERKERF AR , Detective SRR REIA SIRFHNER W EINEZITRERS,
BETABRSFEESRE —EARZERFHER, TAEBRKRZTUE 1,200 BAXEIRS

MR R BE AWS Organizations , BIfABEEIRF & AHEMIEE Detective EEBIRF, A&, &
Detective EEBIRFEMAEBITABRNEEEIRS, Detective EXEBIIRF AINEABTRERTP
A MEBIRFERARERFBA. BERFELEECSHREABTABRTBER.

Detective EMEHZTABRREEMNEROSEIIRFUNER, NEERTAEBEXRFTSERFHER
BENET , FSEFEAIFEIE Amazon Detective F 74,

B &%

« Detective FRIIR P BRHIFEE

« f£/ Organizations BEE 1T BERIKRS

- IEEMBA Detective EEE

- IREFHNATASBE

- BRIRFEE

« LA Detective BB IRFEREBIERS

« %t Detective F EEZBHKEIRF

- STHREIRF EBTABRREENREER
- IRFEBMEHRITABRNEE

« [ Detective Python {5 IEREEIES

Detective FIVIR F R FIF 2=

£ Amazon Detective FEREBIRFR , i E U TRHIEER,
KEWRFHNEEB LR
Detective AT EBRITABRIPRZEM 1,200 BEXERS.

RAIRES o
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MREFEH AWS Organizations REEIRF |, RIRFARR , Detective BEEIRFEEEHLBRRS
5000 B EIRF . MREBEREFAEIRSE , FEINBAFTERF . EEMERRTREELSEN
H%'Faao

Rk FMESE

MREER AWS Organizations REEIRF |, MABEEIIRF & AHEMIEE Detective EEBIRF ., &%
Detective EE BIRFERAEBTRABERNEEEIRSF,

FRIEEHM Detective EEEIRFXAME, HBEEIRFED HESEREEFEE Detective EEE
#kF. Detective EEEIRF 0 EESEEAPHEBITAERNMKERS.

SHHBBBFEVHKERS , RREAGEBFFLENEREVEES RSB, EE8RFLEAR
BEERETMA Detective , W AEEBERISPHREHLNTABR, AR, EEIKRFEBFFER
FEZEZSBEBARERE,

—fEtRFARERREPZETAERNKERFE, —ARFESEERSARERA—BTRAERNE
EERF, IRFALURTREANERSKRE,

EIE BMRF B Security Hub CSPM # GuardDuty B — 3%

% 7 HE{REE AWS Security Hub CSPM 1 Amazon GuardDuty IS 8EMIEFREHE , RPEZRFIEE
RPN EE SRS HB2MEERNIKS,

528 the section called “E & GuardDuty 1 75 AWS Security Hub CSPM”,

RTEEERFFENRTT

ATHRAEEERFEAEEHETABRMENFT , #& AmazonDetectiveFullAccessZEH
EHNE 1AM E88,

[ AR TE Detective FHIE

HEBNEELAE AR BE Detective Fo

HEAZHET (HIMFEMNEBRNABIRS) , Detective RZ U REEE—/NEFT SR EIBA,

S FEBPIEEN Detective B ERFFIENEBRERE.

RS = 105



Amazon Detective

ERAEER

£ Organizations BB {TABE RIS

BUREERETABRR  HHP I SEZFHRENRERSE., MRZEEEM AWS Organizations

FRA T 5FBER Organizations REUAMEERKERE , MARERAFIHEFERF :
1. BIEEBIEE Detective BEEEIRFE, WBERVABTAER.

2R Detective EEBIRFEAITABR , AIRITABRERAZBBITAER.
2. BEBTABERD BEBRFHABIRSERKEIRERA.

NMREBTRERERABIKFHNAEEXERS , AISEDRALEAIRS.

TEERERANTABRER, EEPHNERUAREREZNITAERIRFEBHSE.

Before transition Organizations After transition
Account 4 Account 1 Account 4
(Administrator [r— — (Organization (Administrator
account) | management) account)
| Designates | |
Account 1 Account 2 ACC?;I‘:II: L

(By invitation)

| organization)

I
I
I
I
I Account 3
I
I
I
I

Account 2 ACC?B”:t 2
(et Lk datel) | organization)
| Account 4 |

(Detective
— _..

Account 3 administrator ACC?B”:': 3
(By invitation) account) organization)
Account 5 Account 5
(By invitation) (By invitation)

BB IETE Detective EIEEIRF

=3

HBEEIRFSIETEHABI Detective BB EIRFE, B2 E the section called “}§%E Detective BEEE

BRE",

ARLER | Detective R ERE RN EE BIRFESEMM Detective EEBIRF,

R Organizations BT BERIRSE
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WMRABB P S Detective BEIRMEEBIRF |, QIS AMERARXIRF EBEEIRFES Detective
EEERF.

FA| , EREXIEEIEBEERFEN Detective BIZEIRFRF | Detective EFFILARE |, FERXIRE X
A Detective WEREEEIRS,

X R AB iR E A A B R B

Detective W EREE SRS 2 Detective ITAEBRNEEEIRS, Detective EEERFBRIZFEEHAS
TABRTEARERFBAMMEBIRE., 552M the section called “BIEEMBKERSE",

EWRFEE L , Detective EEBIRF I EREBTHNABIRS

2R Detective EERIRFERUBTABRNEESIKF , AIRTABRERBEBTABR, EX
TREXRPELKBKEIRFIVEABIKE , EEBFEARERFBA, EbABIKRSHRESIERS,

EERF ERMEBEE  AIEEMNEHAZBRERS,
TEBRABN KSR EFREBHFERE,

REFEEEEGREBBMANESIKRSRE  UEEHERFEEABRBEBANIKRS. BF2ME the
section called “BUAFEVEBIRF”, ZBRERVEREEIMRRE,

T}

E Detective EEERFEXBERNMEFEEERNR , RASERESRAMAERABIIRSZENALE,
CRERAMEEBIIRFRF | Detective #I1TUA T EIE -

- TR B BEBIRFESKERFRA,
- 1T B B R R AR P BB R,

KBk FBE L ARMAMRERRRSRE,

JEELRBH Detective EIEE

HHEBITRE RSP |, Detective EEBIRFEEEMAABIKRFNITABRKEER,

Detective EXEEIRFHNEE SR - HBEERFEABEMBEMBIEE Detective EXEBIRFE AWS &
=,

# Detective BEIEERFRTEAZREEEIRF - Detective EEERF th &M AH T Detective HEK
EIESIRF AWS Organizations, MREBEEIRF i H S IEER Detective EEEIRF , AIFEFIIN
ER. EBEERFELIRBEBTFERNEES,
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HEABTREZMNEEEIRF <& , AREERF AREEEERNEESIRF MM B CHIRFES
Detective EE8IRF, RfIRBEEMAEEATEERRNEESIRS.

BUYMEEBBITABR - EHEBEEIRF 21 Detective BEIEBIWRFIF |, Detective B AXIRFEY
MBTABER. RTABREABTABR.

2R Detective EERIRFRARTAEBRNEERSIRF , AIRTABREXFSEBITRAER.
Detective EXESIRFEREABMTABRPEZEZRMANEBIRFMAREIRS,

Organizations Detective
Account 4
_ OACCO"_'ntt_l (Detective
r rEqa?: néznz:‘g administrator
| 9 account)
1
Designates ‘ |
! Account 1
| Account 2 (Member
| account)
| ‘ |
|
| Account 3 Account 2
(Member
| ‘ account)
| Account 4 |
| (Delegated
- —  administrator Account 3
account for (Member
Detective) account)

Detective EIEEIRF WA MEIXBREETFBABABNIIRSE ., WMEFMENR , 752 /the section called
“E 4R 4% Ak B IR B K the section called “BIEZBRERSE",

% E Detective EE EIRFFTEMNT T - AREGEBEEIRSAEMIRE Detective BEEEIRS |, 87
LA#& AmazonDetectiveOrganizationsAccessZE B EREEIEH AWS Identity and Access
Management (IAM) EE&,

18 E Detective BEIEE
BB EEIR S T LAE A Detective £ A HRIEE Detective EEERE,

S E A Detective BN T B2 Detective BEEEIRF, BT LR Detective EHEE Detective®
HEERE,

Enable Detective page (Console)

£ EMRBA Detective EEIEE Detective BEIEE |, FEBT ISR,

5 E Detective BEE 108
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1. BIE https://console.aws.amazon.com/detective/ BIEX Amazon Detective £ A
2. EEFRBKREM.

3. EEEERFAMENFIERT , ACBRENREEFHXENTT , WEMPIAESILL Detective
EEEMNEDIRE , WEEY Detective FAAEBEN TEEZNA, EEUEEES DR
Y€ , 23548 AmazonDetectiveFullAccess BUEMiNZE 8,

4. GEEFR AM INBER | BEEE IAM TR EPREEZBHIBOR.
5. RIBEREBHE IAM TEEPHEEFFA , MTUTHER

« MREHE IAM TR EPRENEFA |, BREEBRNBERMINEEAR Detective B E /8,

- MRLRLZEE IAM TR EFRENFTA , FERBKMN Amazon Resource Name (ARN) ,
WA HRMEE IAM BEEE, A%, T ARKREM MBEK,

6. EEREEET , 1B Detective BIEEIRFE,
Al AR IEFURR B R B IEE BB+ Detective WEREEEIRFE,

. MRERZEHEBS Detective WEREEEIRS , FRAIRFWIRFEAG , SHIEEA
Detective EXEEIRSF,

EFHBEERFY B CEREEEERFNITABRR. MRNENL K RMAEBEHK
ZIRFIEE S Detective EEEIRS,

W R T Organizations for Amazon GuardDuty AWS Security Hub CSPMZ, Amazon
Macie P EZREE SRS , Al Detective ERTEERMHEP — RS, LB UBHATE
AR .

- MREEBHEEBTP DetectiveNEREZEEIRF , RRSRFEREXIRFRNENIRS.
BMEBREEMAESPREZRNERSIKRS,

7. EBEZER.

MREEA Detective , BERBETABXRFIKERSE , BIEU AR —MRBEEIEE Detective
EEERF,

General page (Console)
EER—REMIEE Detective EEE |, FERTILE,

1. BIfE https://console.aws.amazon.com/detective/ BIRX Amazon Detective &

2. 1E Detective EEBEER , REEETREER,
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3.

5.

ESEREERD , B — %5 T # Detective XENMESEHE., BUUBRBESES
&£ Detective FHIITHENME , MIRFIRFLEMNET, EELEEE S DIRE , BB
AmazonDetectiveFullAccess BUEKMIMNEFXEE,

RIBEREE IAM EREPHEBFTT , HITUTISR

- MREHE IAM TEREPRENT |, BHEINBERMMEIZRAR Detective HERE,
- MRLLZEE IAM TR EFRENTA , FERBKMN Amazon Resource Name (ARN)

WA EREE IAM EES, AR, tfITUARRERMINEEK,

I ANREIRRIER B HBEM T Detective WEIREZE SRS
- MRERBEBY Detective WEREESIRF , FWARFHIRFEBT , BEEES

Detective EEEIRE,

EFDBFEFT , EAURCARFEEERFNITABER. MRNEML , AIRMAERE
#EZIRFEE A Detective EE SRS,

W R R Organizations for Amazon GuardDuty AWS Security Hub CSPMZ, Amazon
Macie PEZREE SRS , Al Detective ERTEEME P — RS, LB EATRE
IRFE,

MR EHREBHEEEBT Detective N BEREEBIRF , REFRTIEBRERIRFIEHNIIRS,
BMERCEmEREPEEZ RN EESIRF,

BEER,

Detective API, AWS CLI

ZEIETE Detective BEEIRS |, B LAEA API HEALE, AWS Command Line Interface, &% A
FAREBNEEREERSR,

MRACAEFEMB Detective NEREREIIRS , ALK EREZLIESRANIRS | RMRE
R BETNEEBIES,

17 Detective EEE B MRS (Detective API AWS CLI)

« Detective API : £/ EnableOrganizationAdminAccount B4, &H%E

121 Detective EE & AWS IRFHIRFREEITT. BEERSIKRFEBBIR , £

ListOrganizationAdminAccounts 4,

« AWS CLI : @S5 H#1T enable-organization-admin-account &%,
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aws detective enable-organization-admin-account --account-id <admin account ID>

g4

aws detective enable-organization-admin-account --account-id 777788889999

B Detective BEEERSE

EEEERF LR KRESE S B M Detective EEERE ., BB Detective BIEEIRF
B , Detective A2 ERBINESFER, ET2E2FHBINEZREEERS,

EEBEERFBREFSH Detective BEEEWRF I |, Detective RIBREZITABER. EBEKRW
Detective B &1R F %12 A Detective,

ZEBER Detective BERIZMNEEEIRF , WA LIEAER API, EZBERBAM S Detective WE
MEEEIRFR , Detective EMIRFIEHEBITAER , ERZRNEEEIRFE 2 Detective BEEEIR
F. BHEBEEIRFE/ES Detective EEERFNEBITAERTESINEE,

Console
& O] LATE Detective 12 A Bk Detective EEEIRF,

E 1218 BR Detective EXEBIRF R , RS ERHAZKIIRFH Detective , I H EMEREMBITAE
ko Detective BEEEERFESEEEEHFABE,

/A Important
BBR Detective EEBIRFASHEEBPERNEESIRF,

& EBBR Detective EXEEIRFE (BUA Detective EH)

1. BI{E https://console.aws.amazon.com/detective/ BAEX Amazon Detective ££ &,
BEERBER

EEMWEEST , #EEFH Amazon Detective,

ERFBHEARLE , WA disable , A& IRIEE A Amazon Detective,

A LD

P& Detective EE SRS 11
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= E B Detective BEEEIRFE (—AXE M)

1. BIfE https://console.aws.amazon.com/detective/ BB Amazon Detective £ A&,
2. 7E Detective EEE S , RRE T EEFEA,

3. HEZMMEEET , 1E#EF A Amazon Detective,

4, TEFERRYREARL , WA disable , A%ZIRIE{EH Amazon Detectives

Detective API, AWS CLI

ZEERIR Detective EEEIRFE , B0 LAMER APl Bls AWS CLl, B4 EFERBEBHNEEIRER

o

?&

EBBIKR Detective EEEIRFR |, RIS EHAXIRF K Detective , 3 BEMIBREBITABER.

/A Important
BBR Detective EEBIRFASFEEBPERNEEEIRF,

= ERBBR Detective EXEERF (Detective APl) AWS CLI

- Detective API : £/ DisableOrganizationAdminAccount #&4E,

E 18 Detective API Bk Detective EEEIRF IR , AFEREH API FUUHIESH EE P B
ZRE,

« AWS CLI : E@ S FFHIT disable-organization-admin-account %,

aws detective disable-organization-admin-account

BREREESIKRF

#PBR Detective EEEBIRFYTEEBHBREBPZRNEEEIRSE, & E&ER Detective WEIREE
BRFE , SO LIERAR AP,

EHRBRERNEEESIRSE  EEMBRERETEEIRFE A Detective BB ERFENATEEGEITAE
o R EFEHEREEFIRFM Detective,

# & Detective BEEIRF 2
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EEBRZEREEEIRF (Organizations APl) AWS CLI

« #8#% API : £ DeregisterDelegatedAdministrator ¥, BHERM Detective EEEIR

FHRFFBBIAF , LAK Detective BIIRIE 88 , Bl detective.amazonaws.com,
« AWS CLI : E@ S5 #HIT deregister-delegated-administrator @,

aws organizations deregister-delegated-administrator --account-id <Detective
administrator account ID> --service-principal <Detective service principal>

g4

aws organizations deregister-delegated-administrator --account-id 777788889999 --
service-principal detective.amazonaws.com

& 5 89 7] FH B 4E

EEBENMHKERS ATUFERLT Detective BitE, EERIKRF , BEEBUTER :

« 127 : 1R A¥E — Detective BIEEIRF THIFFEIRFH1TEIE
- BE  IRFREEHCHIRF LHTEE.
o BRI (-) | WRPEEBATEIE,

HHEBITRE RSP |, Detective EEBIRFEHETEREMLEBIRFFER/RERFA, tPITTURE

Detective , SEE BB FAMIRFEAKEIRFEA , AFDRAABEBIRS.

EEERFUUETABRTEFIRFASKERF . ERERFEZBFILBAR , Amazon
Detective i EFMGEIX ERFHER , W HBENIZITRAERST,

HRIFEBTRABRNITABR , MEKEIRFERZEIRS,

UTERRNMEEESIIRFEKERFITERREF T, S LA BETIAMIER B 3R PR #liE — 5 FH
Detective THREFIHEE,

tRFEY ] A BN
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EF EESRF (8 EEAIRF (B R & (B ) & (BFF)
%) &A)
BARIRF [ £ BR (REEEE AR WBKAEESR
&) &)
BEREEIRF =20 =20 - B
BERZBIR S
R F 2 ARBR
B B

MERBRER A REEAR R (REEAR
HNERRREH FAEKERF) FREREIRF)

{=H Detective =E: =ES _ _
BRRTRERE EM =] - _
ﬂsl-
BASERER 2% a1 — —
NERRREHS

BIRRFEFE

BB IRF ATLAEA Detective TIRA T API RIBIRFFE. FEIHE .

- EEBRFEBMATRAERNIRE, WEKRFERKBHFEE,
- HHHEBITAER  AIRBBPAAIRSE, LWERFHEEKEKAR,

BRIAEEBBEFNZBEREIRSE  SIRTABRTBRNEESIRS . FERISLUTHRENK
E.
IEE#EITHAVER R

S ZBIRF |, Detective BB BFE ZBIBRFIRF EF B4 ibut.
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SHETAEMBIR S | Detective SEBIRF 2B BN AM. Detective th 2ERFE A LR S #Y Detective
EEERF,

BRE RN

RERN, BEREE  SEBIRFREAAKE
E#F

SHEZBIRS . BRECEE , BREIRFEREE,
EXRE

SHEEBITABRPOBRIRS, BBIRFBRIERERF. EFERERREREEBTABR,
ERA

STHZEIRF  KRIRFEXBF , WRERRHETAESR.

SHEHAMITABRPHBEBIRS |, Detective EESIRFEKIRFRAA/REIRS, IRFGERRA
EEBITRER.

ARRUA
SHERBIRE , KERFEEIBHF  BEERA.
SHEHEBITRABERPHEBIRS | Detective EEBIRFEEHMARSE , BEXRFELEI/A,

HRZBIRF |, Detective ERERBIRFHNBE, TABRTHERFHHE LIRA 1,200, R
TREREEE 1, 200 EREWRS , RIEZRARIKS

Detective M E RN E R E R S Detective BLERN., RATHABRNERESE MR
Detective AFFNHRAE, NMREFHENEEEBRBITAERERUMBRES X 10 TB HRE , Al
Detective S FE AT EHIBHMEEIRSE,

DIHRE (£ 8H)
EALVER AWS BEIRA SENERIESEE,
ETERIESEE (T24)

1. BAAWS BEEFIEE., REBIFE hitps://console.aws.amazon.com/detective/ BIRX Detective

vn L
T Ho

2. £ Detective BEEKH , BERFEE,
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REIRFEEGSUATIRS :

- IBHVIRF
- BBFOTRABRREAENNIKRS
- HEBTABXRTD  MAMEARIKS

SHHFERFE  FEMEERUTEN

- AWS IR 5B

- SHEHERIRE |, AIRIRF &R,

- RFER (RBFERIRER).

- SHHZBIRE , AIRIRFREAES FEHitbit.

- IRFAREE,

- IRFNEHERE, Detective BEMBABMARKBIRFHNIRFERE.
« LIREFHIRFARER B,

BRMERENRERNER , REHEIRFREGHESFE., SAERSSHETEATRERFHEE.
- BESBURBFFERERS.

- RECRANBRRESERANIKRE,

- BERMANBERESSBANUANIKRE.

SR T LS A BB R R RN R EWRFBE A,
HEERBRRGFEZTABRPNIRFEE (F248)

1. EEEERGFR,

BECERNEEBEENBL

stEEMA  BEREERAREENE.

= EBREEFRNE  BEL LAN x BR.
MFEMBEUNRERINREER  AIFRELA LANEREER TR,

o A 0N
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5| H R R B IR E (Detective AP AWS CLI)

AT L E A API FEILE; AWS Command Line Interface 31T BB RPN R EREFE,
EERMBTAERN ARN UHBEFBRPFEA , B ListGraphs #1F.
FEEN AR E 1R S #9575 E (Detective API AWS CLI)

« Detective API : £ ListMembers ##4E, ZEEBRIFEHITAER , EETAER ARN,

AR, SHHEBTAESR , ListMembers FEEEERMA A K AR HEITHE R FIREABIAY
HEERS

« AWSCLI : @S HIFHIT list-members B H,

aws detective list-members --graph-arn <behavior graph ARN>

gl

aws detective list-members --graph-arn arn:aws:detective:us-
east-1:111122223333:graph:123412341234

EEMETABRTHENERFHEFMER (Detective API AWS CLI)

« Detective API : £ GetMembers #E, IEEITAEBERE ARN MK ERFHIREEBIFFEE,
« AWS CLI : E@ S5 #HIT get-members &,

aws detective get-members --account-ids <member account IDs> --graph-arn <behavior
graph ARN>

g4 -

aws detective get-members --account-ids 444455556666 123456789012 --graph-arn
arn:aws:detective:us-east-1:111122223333:graph:123412341234
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LA Detective B Btk P EE BB S

EHEBITABERP |, Detective EEERFEHETERMLABMRFEANBRFMA. RIFER ,
HEIRETERABAARERE, ttPINARRERIERE, Detective B E 1] L& Detective XE B E#$
AR EARERFEABEEEXRTRBA,

Detective B2 BRI LAFRE Detective , LB EFEMIRERAAKEIRSE., EZREEZEBSMAABIR
F B |, Detective BEAFIRF# 8 BB BEHBETIRFEIEARKEIRFERA, Detective TERUA K
R IREHEBIRS,

MRETEEBRAFNERIRS | Detective AILAFBIBBIRF A AKEIRS . P ATAFE
RABCHBRB N AEIRS . MRABTRABREHMARS 1, 200 @RS , Detective EE ERMBEEM
EEIRFRASKERFE, EUEBERT , BEIRFRENAR/IEKE,

Detective B & th Al UEUHAMIR FERABTABERNEE. SEFLEERTABRTVEBIRS
HHER , S EUERERF R, ZIRFHNREENEREETRAERT.

B &

o HEETHERIR FBUE A Detective EIRF

- B4R RUA A Detective REIRE

o AR FBUHEARE A Detective FKEIRF

% # 4E # R = BUA & Detective B IR F

Detective B 8 7] LA #% Detective :%E B BIFEREFERNERFZHEBEEBRPREA.
HEFIRFHEEMEME  HERFEMEZRFEEEM LMNFED, SHHEBIIRS , SRR MKAER.
RIFFRE , MIEBIRFTSRAR/KEIIRE. tAMNARERIEKRE.,

ELREZEEBRAMEBIRFER |, Detective SEARTIRF #1B A MBS B EHTIRF R K EIRF K
Mo Detective TERUA I RBARNRBABIKRS

Detective AAETRABERNKEIRFBE LRA 1, 200 i , FeeSEBIRFRAAKERF, MR
ITREREEE 1,200 ERERF , AIEEBARKRS.

Console

EWRFEERE L , BBRAMEBIRFRETREREEIRFHEZABSBBRMAKRSE.
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EHBSHABIRFERKEIRFBA

1. BIfE https://console.aws.amazon.com/detective/ BB Amazon Detective £ A&,
2. 1f Detective BEBE K+ , BERFEE,
3. B EBRAMEBIRE ZFRMRVLE,

DetectiveAPI/AWS CLI

EEYEREEAFABIRE BEBEA A Detective REWRFE , EE EIRF ] LUE A Detective API
5 AWS Command Line Interface,

HERENEERER , SXARMITABER ARN, FEES ARN , A ListGraphs 4.

&2 WA EBRAERRS R B eiERE

« Detective API : £ DescribeOrganizationConfiguration #4E,

EEES  MREBEBRAFERBIKRS , Bl AutoEnable & true,

« AWS CLI : w5 5IH#11T describe-organization-configuration %,

aws detective describe-organization-configuration --graph-arn <behavior graph ARN>

g4

aws detective describe-organization-configuration --graph-arn
arn:aws:detective:us-east-1:111122223333:graph:123412341234

ERBBRAFABRS

« Detective API : £ UpdateOrganizationConfiguration &4, EEBBRAFEBIR
FE , AI# AutoEnable 3REA true,

« AWS CLI : E@ S 3 H#IT update-organization-configuration &%,

aws detective update-organization-configuration --graph-arn <behavior graph ARN>
--auto-enable | --no-auto-enable

g4
FEETS TS 119



https://console.aws.amazon.com/detective/
https://docs.aws.amazon.com/detective/latest/APIReference/API_ListGraphs.html
https://docs.aws.amazon.com/detective/latest/APIReference/API_DescribeOrganizationConfiguration.html
https://docs.aws.amazon.com/cli/latest/reference/detective/describe-organization-configuration.html
https://docs.aws.amazon.com/detective/latest/APIReference/API_UpdateOrganizationConfiguration.html
https://docs.aws.amazon.com/cli/latest/reference/detective/update-organization-configuration.html

Amazon Detective EREER

aws detective update-organization-configuration --graph-arn arn:aws:detective:us-
east-1:111122223333:graph:123412341234 --auto-enable

A HEBR F A & Detective RE RS
WREKABRAFAMIES | ATUFHEALEIRS. SFETHRACRBBBIES,
RE =S A AR RS

MREBTABRERASE 1,200 ERF , AEEKERIRSESKEIRFRA,. EHERT , 4
BIRFRENARBIERE. RETERERREHETRESR,

— B EIRFBURA | Detective E BB R ERFRESELSCTHA, flln , MRERSIKRFBIR
Hitp BRFUAIRFIREZE , RERFRESESELSE/MA,

Console
ERFEEEEYF , B EBIRFEEAREIRFERBA
EEBEBIRFEAKERFRA

1. BIfE https://console.aws.amazon.com/detective/ BIEX Amazon Detective £ A
2. 7 Detective EEE &+ , BERFEE,

3. FEMGHIARMANIKREEE , BEERMA

4. BELLUERRENBBIRE , SIRARMBHEBIIRE.

A ZRA CEERVAERIRS

a. ENECERANSEEBRS
b. EERMAKRE.

& ZRAEHARRSE  RIERAREABIKRSE

Detective API/AWS CLI

e LAfE A Detective APl 2 AWS Command Line Interface , E&1TABR P ASHAZKRS KA
ARERF. BERBTABERN ARN UMHEFBRPMER , B ListGraphs #1F,
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HEREBIRFERKERFRA

« Detective API : { CreateMembers &4, ESHERMEER ARN,

st EERSE | BERFHEBIT, BEBTABRPNEABIRETIERIBF. EIFERHET
B R E A BFEEA

« AWS CLI : ER S HHHIT create-members H,

aws detective create-members --accounts AccountId=<AWS account ID> --graph-
arn <behavior graph ARN>

g4

aws detective create-members --accounts AccountId=444455556666
AccountId=123456789012 --graph-arn arn:aws:detective:us-
east-1:111122223333:graph:123412341234

A B IR P EUH B A Detective FE RS

HEFLREBTABRTOVEABIRFERESR A EUEEIRFHIEB . ZRFNAERERNSRE
ETRBEXRT.

ECBUEAB X EIRFVEBE | RFHNREEZERIEME, Detective TEHR KRS ERHE
WA ENTRER. MIEFNBERENEREETRERT  MRFEREEFTEF,

Console

EWRFEERES , S UEUEEBIIRFFES K ERF BB

1.

2
3
4.
)

BI1¥ https://console.aws.amazon.com/detective/ BARX Amazon Detective £#2 A&,
£ Detective EEEHEH , BERFEE,

SRR CRAIRFIFE | BERA.

12 B E BUH B8 Bt bR F AV B E 5 5

BEDE, RBRBEFHIKRF,

ERFREABIR S VIR FIRESBERIEME,
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Detective API/AWS CLI
EEMBTABERMN ARN SUMBEEERPER , BEM ListGraphs B4,
BUHE B SR P R8T A B R BB

« Detective API : £/ DeleteMembers #E., IEEER ARN FIEEUHEEIHK SR F AR5 35
RIBE,

« AWS CLI : B S HFHIT delete-members 5,

aws detective delete-members --account-ids <account ID list> --graph-arn <behavior
graph ARN>

g4

aws detective delete-members --account-ids 444455556666 123456789012 --graph-arn
arn:aws:detective:us-east-1:111122223333:graph:123412341234

£ Detective HEEZ B ERF

Detective BIEEIRFIUEHTABRTPBBERFRAKEIRE, TABRZZTEM 1,200 ARE
RE, ERERFESBEIMAR , Amazon Detective AERKBEEIKERFENER , WHSHKEE
AT ABERT,

EEBFEBRE , EUUFBHEEEZFNKERSE , REENEMETAER, MREBEMEK
BIRFFRE , BAEERM csv R, HF2SEBFMATRABRNKEIRFEE.

HRABTRABRUNNITRER , MIAKEIRFERZEIRS. Detective EERIRF th Al BUBFEIE
R VIR F N ABBITRER.

EEERS , BFRFEHETABRNEFDT,

1. R BREEFENHERSE  EEERFEZRM AWS IREEBAFNBEAEE FE 44 Hbit,

2. Detective ERFEFH MUt REARFWIRFEAEE FE4ibut, MRIRFERAB M , Detective
SR BEEEEREIRS,
Detective AT E#TIHBBHELEFHBHBRELRELESPHRERS :
« AWS GovCloud ( BRI ) EiF
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« AWS GovCloud ( ZE#EES ) EiF

HRAHMESE , &0 L{E A Detective API By DisableEmailNotification CreateMembers &
¥, WR DisableEmailNotification %% true , Bl Detective FE&EIXBBF B KERE ., HR
EHEENIRE | ER—EEANRE,

3. NEIRFAEZHNIEREF.

BEEESRFABREBFETHNH A KERF DAL AL LB
4. EWRFEZEBFER , Detective SRKBIE K EIRFNERENEITAER,
5. — B BIRFHEBAER , Detective EEBFHERFREESER /A,

plan , MREEBSIRFBRAMKERFUARFREZE , KEKRFRESEBEACHA.

MREIB—ERF REEA |, Bl Detective ELAMRF R BIEFRARS . MERBRUAEMREAKRS
HREFBE/NEHIT X

EESRFUAILFBRARE L MALESEDEF. N, EESIRF TREEEZNERA
R, MEFMARMAKERFNESR , F2S[E the section called “BARBARKERSE",

s xR |, Detective £ 2021 £ 5 A 12 HFRH HBRAABANIKRE . RKTEEBRAZBI AR
RARFE, EEERFLEFBRALLEIRS.

EEEIRFALRTABRTBRIBEEIRS . Detective FTERITABRTFBREMAEER , M
hEERSEKERFREER,

B 8

- BFEERIRFINATRER

- BERERFEEETRAER

- BARBANKEIRS

« ROTBBERBEXEIRS

2 an 8Bk F i A T A B &R

BRLFHEEESBFNKERSE , AEXEERRAETABR,

B BRI - A7 BER :
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Console

£/ Detective £ A FEIEMEBBFHIKRERS,

1.

2
3
4.
5

BI{E https://console.aws.amazon.com/detective/ BIEX Amazon Detective 12 &
£ Detective BEE K+ , BEIRFEE,

BERE, ARBEBHRS.

EFERFT |, BEHEMEBIRS,

EERKBIRFHEERFIE  FRTUTIR

a. EEMEIRS,

b. #F¥AWS #RF ID , B A AWS 1RF ID,

c. S HETEH , WMARFHRENEEFEMbt,
BRWBETBRIRE , AARFEEBRIRS
EEAMLBFREFHBHT  EBFEFBHPHERTAR,

Bl | U LAERREERABEET . ESEARNREXSIRS , MAEELLEN IAM
BERMMBEERERAR KRR REZEH,

KBRS IAM BRI EKERFAIFEN IAM BERX AR, EFHHEFHNISLBRF. &
ERRERXAR , BEER,

BIZ Invite (BFE).

Detective API/AWS CLI

&8 LA{E A Detective APl 8 AWS Command Line Interface RBERERFISEERBERZTA
Bk, EERFTRERN ARN UEEFRFTFER , BFEA ListGraphs #1F.

BEERBIRF AT AE R (Detective API) AWS CLI

 Detective API : £ CreateMembers B, B BIRHER ARN, SFEHBEIRE |, I5EKRE

A B RF AR GE A & 7 BB stttk

EHCHMO R EIRF 3% B5EE 784 , 555RE DisableEmailNotification &
true. DisableEmailNotification FEE% %A false.

MRERERABFEFEHM , AIMTURERHE BTN U B EBFE B P,

%
« AWS CLI : EHS 5 H#HIT create-members 5,
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aws detective create-members --accounts AccountId=<AWS account
ID>,EmailAddress=<root user email address> --graph-arn <behavior graph ARN> --
message "<Custom message text>"

g4

aws detective create-members --accounts
AccountId=444455556666,EmailAddress=mmajor@example.com
AccountId=123456789012,EmailAddress=jstiles@example.com --graph-arn
arn:aws:detective:us-east-1:111122223333:graph:123412341234 --message "This
is Paul Santos. I need to add your account to the data we use for security
investigation in Amazon Detective. If you have any questions, contact me at
psantos@example.com."

B R TBISBEE

i

FEHEIREWRE |, BIINA --disable-email-notification.

aws detective create-members --accounts AccountId=<AWS account
ID>,EmailAddress=<root user email address> --graph-arn <behavior graph ARN> --
disable-email-notification

g4

aws detective create-members --accounts
AccountId=444455556666,EmailAddress=mmajor@example.com
AccountId=123456789012,EmailAddress=jstiles@example.com --graph-azrn
arn:aws:detective:us-east-1:111122223333:graph:123412341234 --disable-email-
notification

Bm X ERFBEERTTAER
% Detective XiRAT , ATLRHASHEENAZTRABRNREIRSFEN . csv B,

REEBERE—THAERY, SERFHSINEEBNT L. SEARERFEEHTE AWS IRF
ID Mtk FHYREAE E FE 4t

gl

Account ID,Email address
111122223333, srodriguez@example.com
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444455556666, rroe@example. com

Detective T RERERE K SO EIRS | BRIEZRIRFRELARB AN, ZIRERRARFIREMN
ETEMH U EIRENREREE FEAH MU TR, EEBBRT , Detective SMIBRFEIAEEE , RE
BXRERETEE 7B 4t I #5855,

IREEERMAEE  HEARBIIKRFEE.
#E cov BEBBREIRF (E1247)

BI7¥ https://console.aws.amazon.com/detective/ FARX Amazon Detective £2 A&,
£ Detective BEE K+ , BEIRFEE,

BEDE, RBRBEEHBIRF,

RS T |, BIER csv W,

EEHEFANSEAER , FEBETH csv 87,
EEENTESRFEENER  FREEE csv EE,

ERBREIIRFET , #52 Detective ERERTPKRINKBIRFFE,
ERACBREFEHLG4T , BB EFHE4PHMEETRE,

plan | BRI AREBEER , VREKRBIRFABRLEN IAM BEK.
9. HEIRF IAM BRI EKEIRFAEN IAM BERNAE, EFHBHBFHESMBRF, #EE
HERNA , BEER,

10. 1E$E Invite (BFB).

© N o 0o bk D=

MR KBIRSFE
Detective & GitHub FIZEBMREE Python IETHR , ATREHIT T I

- BIEENKBIRFEENEEEESRESENEERIRFITAER.

- MREBERFEESPRBTABR , AIETSHUSMA Detective , Y EREFTEVTAE
Ko

- BEBFEETBHIKERF.

- BEEZRERFHEE,

MBMMAREMEA GitHub I8 IEAVMEEIEER , 752/ the section called “Amazon Detective Python
EBRE,
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RN L=

BBk P2 #FER , Amazon Detective EREKEIRFHBE, TRABRTHERFHEE LRA
1,200, MRTREREEE 1,200 EXEWRF , RIEEZMARIRS, MR Detective FERA X Stk
F, A8 EIRFRERESREA,

ABABNRERFTERENRERETRER.
Detective @ BBIRUAIRSE , AR TRERTURMIKS.

BTN ERFBRARBMAKEIRFHRERS. fl , BUUBRRAENRERF RO ERE,
LU LERABMAARBMAKEIRE , T4EFRAKRFNEBRER

Console
RERFEESHEARBMARMANERKSRFREE,
EERARBANKERF

1. BIfE https://console.aws.amazon.com/detective/ BB Amazon Detective £ &,
2. 7 Detective EEEEH , BERFEE,
3. EEMKERFT , ENZERMANESEKERFNZEG R,

EHRRERARERSRBARN KBRS
4. RERAKRE.

Detective B REREUUMAREIIRFE, WRAULIMAKERS , RESBEAE/A,
Detective API/CLI

Ea LA APl BEALs;, AWS Command Line Interface REXA AR AN E —RKEBIRF ., EEREIT
AERM ARN SAMBEEFERPER , FBEMA ListGraphs B,

B EZRMARBANKERS

« Detective API : {8 StartMonitoringMember APl &4, BHXERETAER ARN, EER
BIRKEWRFE |, FEFEA AWS R 5535 FF o

« AWS CLI : #11T start-monitoring-member®,

start-monitoring-member --graph-arn <behavior graph ARN> --account-id <AWS account
ID>
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Hlan -

start-monitoring-member --graph-arn arn:aws:detective:us-
east-1:111122223333:graph:123412341234 --account-id 444455556666

ITRERBERREIRS
ERERF TURBRTAERT BRI R EIRS,

Detective @ B BB BRE LR BHREIRSE AWS , 8 AWS GovCloud ( E=EXRE ) # AWS GovCloud
(EEAI ) EFRA.

ROTABRTBRIBUERFR , FREUTER.

- RERFEHRBNWRERS R,
« Amazon Detective Z Lt EBERIIRFREEER,

Detective FRUTBERTBRIARAES , MLEENSEK SRS HAEH,
Console
EAIBER AWS BEIEA RTABERTBSRSHN KBRS,
EEBREEIES (X248)

1. BIfE https://console.aws.amazon.com/detective/ BRI Amazon Detective £ &,
2. 7t Detective BBEEKH , BERFEE,
3. HEERFEEYF , EREBRRKERFHZEG R,

BEERBEDRIRECHIRS,
4. BEHE, RARBEEERHIEKS,
Detective API/CLI

& A LAfE A Detective APl 2 AWS Command Line Interface R{ITABRT BRI BHHERSE.,
EERSBTABERN ARN MEEFERPFER , BEMA ListGraphs #1F,
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RITABXRTPBRIZIBHIREIRSE (Detective APl) AWS CLI

« Detective API : £ DeleteMembers ##4E, IEEER ARN FERERK EIRF IR FEE B £FE

oo
o

« AWSCLI : B S HIFHIT delete-members &5,

aws detective delete-members --account-ids <account ID list> --graph-arn <behavior
graph ARN>

gl

aws detective delete-members --account-ids 444455556666 123456789012 --graph-arn
arn:aws:detective:us-east-1:111122223333:graph:123412341234

Python script

Detective 7 GitHub Rt T RKRBETH, ERURKETH , KEENKERFFERERE
BREFENEER/RFITABRPBIR,

WMENMEREFMEA GitHub IESTEHAEEIEEA , 52 E the section called “Amazon Detective
Python ?E%ﬁ%”o

SFHREIRF  EBTABRBFNREER

Amazon Detective @M B BIRF AR HNSETAER , WIRERNEHEA.
EBESEREE , KEKSTHUSERFBTARRNERRIES,
SMATARENORRIES THURRLERLHE. LM CTUSE SRS RTARERER,

SHEERTRABER , BBIRFTESRHHIRFEEAMEIRF . Detective EESIRFERIFEFA/K
BiRFRATEFERBEBIRS.

B 8

- KEWRFFIEN IAM BEX
- BBITABERNBEEE
- BETAEREE
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« RITBBERDBERIES

R EWRFFIEN IAM BUK

BERFXALKLE IAMBERHIMBIE TR E  FRBENEEBF. TRTARREEAENS
&, BT SR ER &R A S LU Detective A

BEERRT  EESKRFEEH IAM EESMMAEBRR,

HREWRFE IAM BURE F R ERF £ Amazon Detective P FEENE, EBEHTABRNE FHLRE
S5 IAM BUERHI XA,

EEFAMEER |, BLEIR ARN BUX <behavior graph ARN>,

JSON

{
"Version":"2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"detective:AcceptInvitation"”,
"detective:DisassociateMembexship",
"detective:RejectInvitation"

1,

"Resource": "arn:aws:detective:us-east-1:123456789012:gxaph/*"

},

{

"Effect":"Allow",

"Action":[
"detective:BatchGetMembershipDatasouxces",
"detective:GetFreeTrialEligibility",
"detective:GetPricingInformation"”,
"detective:GetUsageInformation",
"detective:ListInvitations"

]I

"Resource":"*"

}
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IR ABTABEXRPNEBIIRETITSKRIZE , tELECHEHIRFREBTABEXRNEE, WRE
MABREMTAEER , BIREE ListInvitations SFAIEIH], &M@ ListInvitations , EAE
ALEETABRNEEEIRF, EEBEMECEKEERNF I EERARNBSBBENKEER,

BBETRERNBFFE

#& Amazon Detective 324 . Detective APl 2 AWS Command Line Interface X EMRF Al LAF R EH 1T
AEREBE.

BRITRERBE (ER2A8)
BA A RIRITRERBTE AWS EBEHRA,
ZERRTREREE (E128)

1. BAAWS BEEIIEA., REBIF hitps://console.aws.amazon.com/detective/ BIRX Detective E

v'n L
T Ho

2. 1 Detective EEBEEAF | BRERFEE,

HIRFEEEEL  BNEESRFESLEENESTHMNEEZINITABRER. sHHERBIR
F ., BNEESIRFHIsSEBTABR,

MREMRFENEREEZRAY  EEtERERSR B ARG XE,
FERTESEEENEE. CRERNKEERIREESIRFBBRAREER,
BEBFHEBETEERESIRS, EXEBHFEN A HUNEER B aiRE,

- HHEEERERREE  REREEH.
- HHSEZINEBE  RERCBAZABA.

MRRESERA , RENIRFERERRAETABR.
MERER/ARBA , AEHIRFTERERRHAETRER.

7£ Detective REL R A EMA GuardDuty , ARENIRFREERALEHTABERNERER T
Detective RYECEH LRI |, ERIIRFIREE BB ARMA

WMRENRFTAEERTAERBHERE , Bl Detective EMEHNIRFREEFMADEA. FH, M
EERE/REA,

BT AEROBR Y


https://console.aws.amazon.com/detective/
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ETREREHTNEIRFNERER , Detective EEBKEENAEKA. il , EESRFTA
RREBREMKEIRF , MEMRAENIRS. EEEIRF WA UFBRAZNIRS.

BIRITHERES (Detective API) AWS CLI
& LA Detective API 2 AWS Command Line Interface¥ll 1T B B &R&5E.
FEET BB R BRAEZEBE (Detective API) AWS CLI

+ Detective API : £ ListInvitations #4E,
« AWSCLI : E@$%H#H{T list-invitations &f.

aws detective list-invitations

EIfEIT RBREE

HEEEZBFFR |, Detective BEREMEIIRFHNEE. TABRTHERFNEE LIRA 1,200, FR
TREREEE 1,200 ERERFE , AIEERBARKRS.

EZ R | Detective BEZMIRFE R A, Detective BRELHNERHWBEIER ST E Detective B
BN, RATABRNERNENA DR Detective AFFWHRAE. R B HIBPEBEEEBEX 10
TB HIBRSI , B EFIEE LIRS , H Detective BFEAE—FSHNERER, Detective TR AERTE
o, EHEREEEAKBRERERBA,

MREIEBEBEE |, AIRBFESRBFEBFTEDBR , H Detective TEETRBERTEALHNIRFER,
BT REIRBHE (E2£A)

BRI LAER AWS EEEE L ROEE FEHABFE , HPES Detective TR AMER . BRROEMR
R/ BEBFEEE.

S

EEE T BERRE (TEA)

1. BIfE https://console.aws.amazon.com/detective/ BRI Amazon Detective 12 &,
2. 7%t Detective BEEKH , BERFEE,
3. EEMNEEERFT , EEEZEBEIFBROITABERERMESR , BEESERHE.

ERERBBASENBERBER | BEEE,

EETABREBRE 132
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[E] FE 1T A& B R385 (Detective API) AWS CLI

A LA Detective APl 2 AWS Command Line InterfaceEl FE1T & Bl R85,
EZTHABEXRE (Detective API) AWS CLI

« Detective API : {8 AcceptInvitation &E., A EEEERK ARN,
« AWS CLI : @ =5 #1T accept-invitation @H.

aws detective accept-invitation --graph-arn <behavior graph ARN>

gl

aws detective accept-invitation --graph-arn arn:aws:detective:us-
east-1:111122223333:graph:123412341234

BB 1T AERIBEE (Detective API) AWS CLI

« Detective API : {8 RejectInvitation #E., BHEEEEBR ARN,
« AWS CLI : E@ B HFEIT reject-invitation @H,

aws detective reject-invitation --graph-arn <behavior graph ARN>
il -

aws detective reject-invitation --graph-arn arn:aws:detective:us-
east-1:111122223333:graph:123412341234

1T RERPBERIRS

EZBHFER  BUUERETABERTBERIRE, EARTABRTBERIRFK , Amazon Detective
EFIEREIRFANENENETRABERY. BRENEREETABRT.

REZBIREFIURITABRTBRERSE, HABREFELIREABITAEBERTIBRERE,
HTREERBRANIES (XA
BALAER MITABR AWS EEBXEA DEBRBRENIRE,
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Amazon Detective

ERAEER

BERTABR (X28) BRIRF

1. BIfE hitps://console.aws.amazon.com/detective/ B Amazon Detective £ A&,

2. 1f Detective EEBEAH | BEIRFEE,
3. EEMEEEIIRFT , $tHZERENTABR |, BEME,

RITAEBRFPBRENIRSE (Detective API) AWS CLI

A LA Detective API 3 #£17 &EBl%& AWS Command Line Interface FZBRENIRS,

RITABRPBREMNIRSE (Detective AP1) AWS CLI

« Detective API : f DisassociateMembership B{E, BB EEBR ARN,

« AWS CLI : E@ S5 #H{T disassociate-membership @,

aws detective disassociate-membership --graph-arn <behavior graph ARN>

gl

aws detective disassociate-membership --graph-arn arn:aws:detective:us-
east-1:111122223333:graph:123412341234

IREFBEHITABRNEE

S EH Amazon Detective ERIFEZERE U THE,
Detective EE|=

EEEBIRFEA Detective i , FRELUTHER :

- TABREIBER.
* Detective EF LR EESIRFRZITABRNKERF BEIEHR,

RERFERIRITRABRPBER

RITRERTPBBRAEIRSR |, Detective B1F LIRS HEENVEH,

IRFEEERNZE
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TRERTHNERERTERIIRE,

HRZBIRF |, ARFERBHREIRFBFEDBER.
HREBITRABRPOBREIRS  IRFRESLERFKE.
X Bk F iR A

ERBIRFEHAERR  SREUTIER

- RIRFEREBTABRNENRERFBEEPBIRR,

« Detective {5 IEfE% IR F FHEENE R

TRERTHRAENTESINE,
AWS tkRFEEF

EEHEERFE SR AWS , IRE S % X Detective BT AERMNEFA ., Detective E1E1SE B
BETHAEXRT,

E R BRF EEE AWS |, Detective 1% L FREGEXIRF W& #l.

90 X% , IREBHKRILREHNBE. EEEERFEFRAR , RRDERH Detective 5F
A, Detective ERERIRFHINER., ENMANEIRF#% , Detective 2B XIRFFEEVER,

AWS ik F E B3R

& AWS 1R F BRI |, Detective € EIERR , N AT Ro

. STHEEEIRE |, Detective ERIBRITABR.
. Y REIRFE |, Detective ERITABRTBEREAKRS.

AWS RRIEESIRFEMNERBHE , SREKRFHBRER 90 X, £ 90 REIBERE , & AWS
KAMBRIRF R AT ABERER

- FEREREFERR 90 X , BUNUHEFEE, £WALU§ BT B1FE EventBridge R AIFEEL £
A, BEEFEFMIE S3 MEFIEF.

- REAWS REBRER , ELREMFRMCRMAIRSR , S8&IRF AWS EfERAREEE
g, WEREZIRFHREBERER,

BERFEFRAR 135
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- WMEFMREF , FSREEEIKRE

/A Important
#H AWS GovCloud (US) BiFiHFHEF :

- ERARARFRET , BAROIRFER  RRMER. EEEMAKRFR K SKRIBEFIELNE
PR,

£ Detective Python IEREREEIRFE

Amazon Detective £ GitHub f#FE (amazon-detective-multiaccount-scripts) 12t T —fAAKRELR
Python 551, WEESHEEE Python 3,

BOEIBR T BIRIEHITUTER -
- ABEEENERESIRFRA Detective,

FX A Detective % , BULUSERIERKTEER.
- BRERFHEZEEESRFNERETABR.
- ALLEBEMAEIIRFREBEES TEHE. BETLUSERREATREBHES THHE,
- BRERFREESRFNEBERSTRAERTER.

- AEEENEEEIRF{ZA Detective, EEEEIRF{Z Detective B , RIS EAESEEZHH
EEERFITAER.

enableDetective.py IS HEIE

enableDetective.py EERHEHITUTIRE

1. NREEERFHMAEZEFE DA Detective , BIBEBREEEESTHNEERERFRA

Detective,

ERERE SRR Detective % , BRI ERIERIGTABR,
2. TLLERREESIRFRENERBEEZTHABRNEERSIRF,

ERETBAASREARRALAE , BEEET,

Amazon Detective Python 15+ 15 136
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https://github.com/aws-samples/amazon-detective-multiaccount-scripts
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BB LA B R E AT RIXBEEE FEH,
3. BB RS K EIRFIEE,

HRESHEEEEIEHF  HItXEIRS BB ERAS
EMEBRCEEERSIRFPEIE , BAGMABECERES

disableDetective.py I EHEIE

disableDetective.py ETHRERIEEESNEESIIRFITABRTRERIEENKERS.
TEREHRT —ERE , UEEEERFEHPEAEESIIRFH Detective,

ESIEH N ERFT

ERREEEESRFHINELTE AWS A6 |, UREFHEABRNAMERBIRFPNALEEA
&

(® Note
FRRFFHNAERBLEME.

IAM BREZNSEEEBRERAKNEENAC, EEMTETBNELER. BUREURERE
MEEERNITERE  LENFFITNOT

* detective:CreateGraph

+ detective:CreateMembers
« detective:DeleteGraph

+ detective:DeleteMembers
+ detective:ListGraphs

+ detective:ListMembers

 detective:Acceptlnvitation

ABEEERFR
ABEERRLAAFENRTERIFREBERREIXAE,

disableDetective.py IEHEHE 137
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JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::123456789012:usexr/john_doe"
}I
"Action": "sts:AssumeRole"
}
]
}

MRERAEELEFITNARAR  AIXAESEARERFTEIEDERLEFTNAG, KEF
HEEEBIRFFELAE,

HERMNAGR  FESATUTERE:

- ERERFPEAEENACGER.,
« ELAFHBLENT () RiEE AmazonDetectiveFullAccess ZEBK.
- WMEPTR , FEAGETERER,

EEZEELUERF , B LAEH EnableDetective.yaml CloudFormation &4, HREARIEEIL
2 HER , Rt A EEAESPHIT,

# Python BB BREHTIRE

BAIBHE EC2 BT EBRAMBRHATIEDE.

BB MERE EC2 #1T{ERE
PITIEH BN — BRERES EC2 JATEBBLTHT.
EEMBABE EC2 T EM-

1. EEEERFPRE EC2 #1TEER., MEWARE EC2 MITHEBNFMENR , 5528 (Amazon
EC2 A E )Y F/ Amazon EC2 Linux #1T{EE AF9. Amazon EC2

B Python B RRERTRE 138
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EC2_GetStarted.html
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2. ®¥IAM AEMMEHTER  ZXAREEAFITEAREEESIRFS P AssumeRole WFF
A,
MREAFE EnableDetective.yaml CloudFormation #i7< , Bl&EnableDetective B EH
R REBNHTEERAE,
B, mFEUHITERACHNHEEEN K F2RPEBRNESEA EC2 TEAERIULTES
IAM BEZHE EC2 HTEE.
3. LTEMENER
* APT : sudo apt-get -y install python3-pip python3 git
* RPM: sudo yum -y install python3-pip python3 git
« Boto (B{ERZS 1.15) : sudo pip install boto3
4. BRAFEERZD EC2 HTER
git clone https://github.com/aws-samples/amazon-detective-multiaccount-scripts.git
REAMEMUFITES

R

/Ch

A AR R ERPHTESR,

BREREEMUMTIEDT

2.

BEREEECHBEEAETI AssumeRole SFAINEEERFRESMEEE,
TEFTENEE -
+ Python 3

* Boto (FR{KRRZA 1.15)
« GitHub #8H15

3z JIEI\ —nﬁﬁﬂﬂ
Windows 1. & Python 3 (https://www.python.org/downloads/
windows/)o

2. RS TRT.

A Python IERIBREBEHITRIE 139
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7L
=

EFRH
EEZ% Boto , BT : pip install boto3

X

:'>.°°

& GitHub (https://github.com/aws-samples/amazon-dete
ctive-multiaccount-scripts) T Eis B REREAE.

Mac 1. ZZ& Python 3 (https://www.python.org/downloads/mac-
osx/),

2. B TR
3. EE L Boto , 3@#{T : pip install boto3

4. & GitHub (https://github.com/aws-samples/amazon-dete
ctive-multiaccount-scripts) T &5 SR FEERE,

Linux 1. BERHE Python 3 , BHITUTHP—IF :
* sudo apt-get -y install install python3-p
ip python3 git
* sudo yum install git python
2. ZEZ % Boto , 58¥1T : sudo pip install boto3

3. £ https://github.com/aws-samples/amazon-detective-mul
tiaccount-scripts R IE TR RREEXEE.

B EMBNABERNKEIRS .csviFE
EERIEMMETRABRARTABRTBRORERS  LEBRUQBIRSBEN .csv #E,

HEBNT LIHZERS. SEXSRFEESMEE AWS 1RF ID MRFHREREEFE 44t
i_lJ:O

ASRT M

111122223333, srodriguez@example.com
444455556666, rToe@example. com

#1T enableDetective.py

IBA LA EC2 enableDetective.py #iTEE R A ME KB TR S,

BIUEHMEABROKREIIRSE .csv BE 140
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F5¥11T enableDetective.py,

1.

7% .csv BREHS EC2 HTEREIABMEK LA amazon-detective-multiaccount-
scripts B#%.

I FE amazon-detective-multiaccount-scripts B .
#1T enableDetective.py S H,
enableDetective.py --master_account administratorAccountID --assume_role roleName

--input_file inputFileName --tags tagValuelist --enabled_regions regionlList --
disable_email

PITHETRER , AU TE !

administratorAccountID

EEE AWS IRFRIRF 1D,

roleName

EEEESRFNSEKERFHEE AWS HABEHE,

inputFileName

FEENMEEEERIRFTABRNKEIRFBEN .csv BRBH,

tagValuelist

(EA) ERREHTABRNERESE CUEHESMRE).
SHESEESRE , BXA key=value, Bl :

--tags Department=Finance, Geo=Americas

regionlList

(ER) LLERIRBHNEEREE , AHTERERFHMEEEESIRFNITABER, HlW .
--enabled_regions us-east-1,us-east-2,us-west-2

EEEWRF AR AREREPRA Detective. HEEBERT , EFHERA Detective , WAEFE
BRFEIHTRER.

MREAREEEEFE , AR THEE Detective XENFTHE EHFEHE.

#11T enableDetective.py 121
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--disable_email

(CER) REE , Bl Detective TEE LB IRF BIXBEFE B4+

#1T disableDetective.py
BAI LA EC2 disableDetective.py #TEBHAKEKBTIESE.

FEH1T disableDetective.py.

1. # .csv BREHRZE amazon-detective-multiaccount-scripts B .
2. ZFEAEEENEEEESFER .csv BERUREEERFNTABRTBIBRIIHMKERSE | 8

1T disableDetective.py 87 , MMTFFAIR :

disabledetective.py --master_account administratorAccountID --assume_role roleName
--input_file inputFileName --disabled_regions regionlList

3. EEEmMEEETEAEEESIRFEMN Detective , SmHITEER --delete-master BEEH
disableDetective.py {5,

disabledetective.py --master_account administratorAccountID --assume_role roleName
--input_file inputFileName --disabled_regions regionlList --delete_master

HITIESRR , FERUTHE
administratorAccountID

EHEE AWS IRFHIRF 1D,

roleName

EEEERSRFNSEKEIRFHREE AWS HABERE,

inputFileName
BEEREEBIIRFITABERBEBRNKEIRFEEN .csv BRER,

ENE R {E A Detective , B A EEM . csv ER,

regionlList

(ER) BERTUTHA —EBRENEZBFE CLERSR) :

#17 disableDetective.py 142
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- REBERFNITABRTBRREIRE,
« MBAE --delete-master B2 , 5515 M Detective.

Blgn -

--disabled_regions us-east-1,us-east-2,us-west-2

MRIEARBEFFE , AlIESHEHE Detective XEMFIE EH B,

#17 disableDetective.py 123
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Amazon Detective B2 Amazon Security Lake &

Amazon Security Lake RE 2R EMNLTLERMRY . LAILAER Security Lake , BB AWS IR
¥, SaaS i2#tE, AFHBIER, EHRRENME=ZFRENZLER , BBEFIERES AWS IR
FHRHERERM, Security Lake AIHBIES L2 ER , BLELHH THRBEEEBNRENRE,
iEIB Security Lake , BBEAIURETLHEESH,. EARXNERNRE,

Amazon Detective B2 Amazon Security Lake 55 , EEWRE R A LA EHMFFEN Security Lake FFREH
R BEFER,

FERALES , AL Security Lake REXENUTRFEKRE AFMEH., Detective RZ X ERKIR
#RAS 2 (OCSF 1.1.0),

« AWS CloudTrail EEE# 1.0 R EHRA
« Amazon Virtual Private Cloud (Amazon VPC) %2 B 1.0 lx & E#H A

« Amazon Elastic Kubernetes Service (Amazon EKS) #&# B &% 2.0 lx. — EFZE A Amazon EKS &
B BFEMARIR , LA ram: ListResourcesHEE IAM FF 7. MFRFHMEF , FERBLE
H9 1AM FF AT #T8 EEIRE .

WFE Security Lake 210 B B3R B R4 X MRS K B S MEHEIRA AWS OCSF B HEIRMEEAE
# , 5528 Amazon Security Lake fE &5/,

# Detective B2 Security Lake B& 2 % , Detective 2% Security Lake 2HUEE AWS CloudTrail
EEEHM Amazon VPC REEBFHBNRKBFE. WEFMER , F2REHEKEH.

B A Detective E2 Security Lake &S
= B Detective B2 Security Lake B4 , B4 EATR TS,
1. BRZ Al

FERABEEIRE , ATNEBIEEZRIRN Security Lake BEXE &, HE Security Lake BERA ,
I #EFR Security Lake IEFEHE AWS CloudTrail ¥4 Amazon Virtual Private Cloud (Amazon
VPC) 2 B E BEFMEH,

ATHELEBEEE | Detective B Log Archive 1RF |, IWZEEEF Security Lake SFEH
ZE£TITEIRE,

2. B3I Security Lake ;7B &
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= ZFEAREB Amazon Security Lake B B S RIZEH |, A AR Security Lake BWETBEAF. FHKR
DT TREEHRTEER T Detective IRFEES,

3. & E AWS Identity and Access Management (IAM) FF Al #7118 228 IAM & 2
o FIHELEFT |, LU B Security Lake B Detective 4 :

Jf‘ﬂ‘ AWS Identity and Access Management (IAM) FF A iEEZEZEH IAM B9, MEFME
, BRI AERN IAM BRI #8 ZENIRE — &,

o #I IAM BUE T E 2518 B K ESE CloudFormation FRIEAGE IAM 8, MEFMEA |
SR REN IAM B —85,

Ilﬂ%"" 24 Detective B2 Security Lake & , FEAESKIEL (AM) FFEEZEREN IAM &
. MEFHMEN , FSEBLEN IAM BT FTE ZEBHIRF — 8,

4. EZERHLZ ARN BEIRAES

y:h:

/A8 AWS CloudFormation 884358 E 5B Security Lake ;] EBUNEEEHENMENSE, NE
BIUMBNEMALSE  F2BEEH AWS CloudFormation 8IS, TERENHEE 2% | BRA
g Ho

WZE A 6E A Detective £ A #% Amazon Detective B2 Amazon Security Lake BEH RE , FHET
HI% 5 : Amazon Detective B2 Amazon Security Lake B4 - f1fa] 5% E-->
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https://docs.aws.amazon.com//detective/latest/userguide/securitylake-integration.html#iam-permissions
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FAtaAE Detective B2 Security Lake A& 2 &l

AEBRBVLSEE | GlNBENERBER Security Lake BIEE, AEH Detective EEERF A
Security Lake , AR B Security Lake IEfEUWEE B MEH,

Security Lake 52 & AWS Organizations , AEBABP @RS BEWE. EFEAH Security
Lake AARAMEM , BH AWS Organizations EIE IR F A48 5 AR EBIE EZ KA Security Lake B
B, ETXR , ZIRK Security Lake EIEEAERKA Security Lake , Y AP K ERFRA BN
EHRE,

# Security Lake B2 Detective B & 2 8l , s E B 4 Detective BEXEEIRFRA Security Lake, &4
B%AER Security Lake £ AR Security Lake , AR ELRNERHAREMN BFWE, NENAEA
Security Lake HIE¥#HSEE | 5528 (Amazon Security Lake & 1ERE) M AFERE,

BtA\ , #ERR Security Lake IETE# AWS CloudTrail X Z=4#1 Amazon Virtual Private Cloud (Amazon
VPC) R BN E BEEMEH. W Security Lake  ASEWERNFFMENR , 528 (Amazon
Security Lake EAE1EFE) K AWS lRBWEER,

B 1 . 7 Detective 221 Security Lake 5TR&

AR EFERBA WM EH Detective IR A R Security Lake FTE &,

= EMEMAXREB Amazon Security Lake B BN S 4 , 844 H 2 Security Lake NFTEAF. FTERAF
A LAE A 1FE Security Lake WEKHE X, EEEHEEENTTEE TLAER Amazon Athena Z R
#% , E#E7E Amazon Simple Storage Service (Amazon S3) f1ZEr B8 &5 AWS Lake Formation &
Rk, BEERBETEAFE | Security Lake BB E XA BBIRHUREEHNERENETRA S FIUE,
MEEE S MABITIIRENEMENR , 528 (Amazon Security Lake R EER) PN ELES
EHFERENITERF,

IR T 5IZEBRE L Security Lake £]B3%& , AR F Detective EE BIRFHNEHFEE,
£ Security Lake H# 37 Detective FTE A F

1. BIfE https://console.aws.amazon.com/detective/ BIRX Detective £ &,
2. EEEERPEEES,
3. 7t Security Lake FTERAF&E#&H , &Ik F IDMIED ID &,

ER Security Lake EXE S ID UEBRATRME .

- ZE7 Security Lake R ABE Y Detective 3]EAF,
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https://docs.aws.amazon.com//security-lake/latest/userguide/getting-started.html
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- BERFIAAFPRERERFIE.

- BWRMEH Lake Formation A2 3I Security Lake ZHEIBIAF |, 557 Security Lake 32 A&

i 2 EY Lake Formation fE A& R FES %,

E Security Lake EXEER/ZE TR AFE , Security Lake /& E.E Amazon BEiRHLE
ARN, EEE B It ARN EixiGE,

4. 7f Security Lake FTEAF &+ A H Security Lake BEIEERMENERHLE ARN,

& Security Lake EXEEWEIEIRELE ARN 21 , 751E Security Lakei R AF BTN ERLE

ARN 3 HE A ARN.

S BR 2 : 1 Detective FAS L EH IAM TR #Ti8 EEHRF

AEFERPEBALBEFIEE IAM 529K AWS Identity and Access Management (IAM) &5 7] BUR 3340 E
o

= ZRA Detective B2 Security Lake VB S , B4 A T 5| AWS Identity and Access Management
(IAM) FF AT R EEZ W IAM 5,

BUTARARBERKNE AR, RELEFHBSH Amazon S3 HEETEFM Athena &
BIER | 550 Amazon S3 RFEEFB B MWEUE athena-results-bucket, MRBHE
Detective B B)E 4% Amazon S3 RFEETERIRFEM Athena EFFER |, 81t IAM BEGRH B ERE(E

S30bjectPermissions,

MRELZABBEBREEE IAM SO FRRINETE , FEBEEN AWS EEE ., RE/FLENFT ,
BRE[E , F2H (AM EREER) PHYFEERGERASETHREDE,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:GetBucketLocation",
"s3:ListAl1lMyBuckets"
]I

"Resource": "*"

HER 2 BT IAM FFA]
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},
{
"Sid": "S30bjectPermissions",
"Effect": "Allow",
"Action": [
"s3:GetObject",
"s3:PutObject"
]I
"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"
]
},
{

"Effect": "Allow",

"Action": [
"glue:GetDatabases",
"glue:GetPartitions",
"glue:GetTable",
"glue:GetTables"

1,

"Resource": [
"arn:aws:glue:*:123456789012:database/amazon_security_lake*",
"arn:aws:glue:*:123456789012:table/amazon_security_lake*/

amazon_security_lake*",
"arn:aws:glue:*:123456789012:catalog"

}I
{

"Effect": "Allow",

"Action": [
"athena:BatchGetQuexyExecution",
"athena:GetQueryExecution",
"athena:GetQueryResults",
"athena:GetQueryRuntimeStatistics",
"athena:GetWorkGroup",
"athena:ListQuexryExecutions",
"athena:StartQueryExecution"”,
"athena:StopQuexyExecution",
"lakeformation:GetDataAccess",
"ram:ListResources"

1,

"Resource": "*"

Y,

SER 2 FIEXEN IAM FFH 148
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"Effect": "Allow",
"Action": [
"ssm:GetParametexrsByPath"

1,
"Resource": [
"arn:aws:ssm:*:123456789012:parameter/Detective/SLI"

"Effect": "Allow",

"Action": [
"cloudformation:GetTemplateSummaxy",
"iam:ListRoles"

1,

"Resource": "*"

"Effect": "Allow",
"Action": [
"organizations:ListDelegatedAdministratoxrs"
]I
"Resource": "*",
"Condition": {
"StringEquals": {
"organizations:ServicePrincipal”: [
"securitylake.amazonaws.com"

55’% 3 %ﬁﬁl \/\; ARN %E%

AEEFRAFEA AWS CloudFormation Ei48#EZ ERE A ARN BB | iERRUA Detective B2
Security Lake B 2RI S ES R,

= E1E Security Lake FEURKRER BFF , BXEEZRE Security Lake EEEFTRE K Security
Lake tIRFMNERLZEHEFE. CEFTEREBERFERARAEZN AWS Lake Formation §F 7], Btk , &
2478331 Amazon Simple Storage Service (Amazon S3) & ZETE | LUIBZWRKRER AR,

SEB3 . BEZERREE ARN #iFE 149
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ERT—ESERS |, &4 H AWS CloudFormation SiAZEVHE : EZTERHLE ARN BHE. B
EM AWS Glue fR BN BIR , ALK F AWS Lake Formation BB E5F 7,

BESERLZ ARNBHFIMARS

1. {#H CloudFormation £7Z<% I #7 CloudFormation # &, WEHMEN , FSEEH
CloudFormation Ei4<ZE 3 &,

2. BAUMBTERE , FEEMAES LA Detective B Security Lake FE S,

£/ CloudFormation #i4<22 37 3t &

Detective 2t CloudFormation €87< , A] FZREXE A Security Lake ;IR EER U MEBEHEFIAER
BY,

$ER 1 : B3I AWS CloudFormation FRIEA &

&4 7H3 3 CloudFormation IRIEA® |, 8 CloudFormation SR E T B, BHFLEEN RS
ACNFTENT |, 5 EM Detective EBEIRFNEEB S, WFE AWS CloudFormation FR¥S & & 1Y 54
B , 5528 AWS CloudFormation FRIE &€,

1. BEAAWS XA WYL https : //https://console.aws.amazon.com/iam/ # IAM FE 3

=

2. TEIAM EBANEEEKD | ZE Roles (Af2) , REIZIZ Create role (BIX AR),
3. ¥ Select trusted entity (REEENER) B , 1BIE AWS service (AWS BRH).
4. 3&IZ CloudFormation, REBET—%,

5. WMAABHWEM, Bl CFN-DetectiveSecuritylLakeIntegration,

6. BUTARBEKMMEAE, #& Bfi<Account ID>& AWS ERIIRS ID,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "CloudFormationPermission",
"Effect": "Allow",
"Action": [
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Amazon Detective EREER

"cloudformation:CreateChangeSet"

]I

"Resource": [
"arn:aws:cloudformation:*:aws:transform/*"

"Sid": "IamPermissions",

"Effect": "Allow",

"Action": [

"iam:CreateRole",
"iam:DeleteRole",
"iam:AttachRolePolicy",
"iam:DetachRolePolicy",
"iam:UpdateAssumeRolePolicy",
"iam:PutRolePolicy",
"iam:DeleteRolePolicy",
"iam:CreatePolicy",
"iam:DeletePolicy",
"iam:PassRole",
"iam:GetRole",
"iam:GetRolePolicy"

1,

"Resource": [
"arn:aws:iam::111122223333:x0le/*-ResourceShareAcceptorLamb-*",
"arn:aws:iam::111122223333:x0le/*-SsmParametersLambdaRole-*",
"arn:aws:iam::111122223333:role/*-GlueDatabaseLambdaRole-*",
"arn:aws:iam::111122223333:x0le/*-GlueTablesLambdaRole-*",
"arn:aws:iam::111122223333:policy/*"

"Sid": "S3Permissions",

"Effect": "Allow",

"Action": [
"s3:CreateBucket",
"s3:DeleteBucket*",
"s3:PutBucket*",
"s3:GetBucket*",
"s3:GetObject",
"s3:PutEncryptionConfiguration”,
"s3:GetEncryptionConfiguration"

1,

"Resource": [

SEB3 . BEZERREE ARN #iFE 151
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"arn:aws:s3::*"

"Sid": "LambdaPermissions",

"Effect": "Allow",

"Action": [
"lambda:CxreateFunction",
"lambda:DeleteFunction",
"lambda:GetFunction",
"lambda:TagResource",
"lambda:InvokeFunction"

1,

"Resource": [
"arn:aws:lambda:*:111122223333:function:*"

"Sid": "CloudwatchPermissions",

"Effect": "Allow",

"Action": [
"logs:CreatelLogGroup",
"logs:DeletelLogGroup",
"logs:DescribelLogGroups"

1,
"Resource": "arn:aws:logs:*:111122223333:1og-group:*"

"Sid": "KmsPermission",
"Effect": "Allow",
"Action": [

"kms :Decrypt"

1,
"Resource": "arn:aws:kms:*:111122223333:key/*"

SR 2 GHUHIBEEMN IAM 8,
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BEELTHT , TEFEALELRSEBRETH CloudFormation FRIEAEEIHSE, LT IAM B
R E & S £ A REE CloudFormation [RIFA K IAM T8, EABEL IAM EBUETHE,
ERIEFHE IAM BERFTEMNEFT |, B4 Detective EXEEIIRFHNEES,

® Note

FEUTHES , BEPFIERAMN CFN-DetectiveSecuritylakeIntegration &% Lk
—1{B Creating an AWS CloudFormation REAGSRIEUNAEG, MRFE , F#
HEFRALEL—ESBTFRANACGER,

JSON

"Version":"2012-10-17",
"Statement": [
{
"sid": "PassRole",
"Effect": "Allow",
"Action": [
"iam:GetRole",
"iam:PassRole"
1,
"Resource": "arn:aws:iam::111122223333:xole/CFN-
DetectiveSecuritylakeIntegration"

},

{
"Sid": "RestrictCloudFormationAccess",
"Effect": "Allow",
"Action": [

"cloudformation:CreateStack",
"cloudformation:DeleteStack",
"cloudformation:UpdateStack"
]I
"Resource": "arn:aws:cloudformation:*:111122223333:stack/*",
"Condition": {
"StringEquals": {
"cloudformation:RoleArn": [
"arn:aws:iam::111122223333:xrole/CFN-
DetectiveSecuritylLakeIntegration"

1
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}

}

},
{

"Sid": "CloudformationDescribeStack",

"Effect": "Allow",

"Action": [
"cloudformation:DescribeStacks",
"cloudformation:DescribeStackEvents",
"cloudformation:GetStackPolicy"

1,

"Resource": "arn:aws:cloudformation:*:111122223333:stack/*"

},
{

"Sid": "CloudformationListStacks",

"Effect": "Allow",

"Action": [

"cloudformation:ListStacks"

1,

"Resource": "*"

},
{

"Sid": "CloudWatchPermissions",

"Effect": "Allow",

"Action": [

"logs:GetLogEvents"
1,
"Resource": "arn:aws:logs:*:111122223333:1og-group:*"
}

%88 3 : #£ CloudFormation A FIEEHETE

1. 1% Detective Bi{E¥ AWS CloudFormation £ A&,

2. BRABAMEERE, HBEEBEEDEN, FUSHEEBEERAEAAHEEBTIEHERNA
.

3. WAUTSH .

« AthenaResultsBucket : MR ZE K AE , BILHERSELE Amazon S3 RFETE. MREEE
FRECHREEITE  FRARETEIBRER Athena EFER, EXFEHAECHHEER

SEB3 . BEZERREE ARN #iFE 154
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B FRAREIEHEERALEZ ARN UAMENWESE., MREFHAECHRTIR K SHEESR
#IEH LakeFormationPrincipals EEYHEARFIRBNEFERNENGT T, 0FE
TR ATEEMET , 5528 (Amazon Athena A EIERE) PHEHERNFITEH,

- DTRegion : B EFEEIEA. FIEELBUPNE,

- LakeFormationPrincipals — & AR E &R F £ Security Lake & 2 FEUERN IAM £58H ARN
(B2 IAM B ARN) , S BUEHR DR, ELATEEREA Detective WRE D MEANZ L ITE
Ao

IEIEREF AL RITES B [Step 2: Add the required IAM permissions to your
account] AE#E IAM FFATHY IAM 88,

« ResourceShareARN : BV EFELEAN, BFOEF BT HE,
4. Al

IAM B : BEUEELEE Creating an AWS CloudFormation Service Role HEEh
BIYNAG, 3E , MREEHTWN IAM ABEFER Creating an AWS CloudFormation
Service Role HEEMAEMLENT , BIAUSEHEZ,

5. MRAXMEMBERFALHR , ARE-TEUHERE, WEFMER , FRBEUATHELN
IAM EiRo

* ResourceShareAcceptorCustomResourceFunction
- ResourceShareAcceptorLambdaRole
- ResourceShareAcceptorLogsAccessPolicy
* SsmParametersCustomResourceFunction
- SsmParametersLambdaRole
- SsmParameterslLogsAccessPolicy
* GlueDatabaseCustomResourceFunction
- GlueDatabaselLambdaRole
- GlueDatabaselLogsAccessPolicy
GlueTablesCustomResourceFunction
- GlueTableslLambdaRole
- GlueTableslLogsAccessPolicy

*

S8R 4 . 1% Amazon S3 REFETRBURMIEE Y IAM =8 LakeFormationPrincipals

(EA) MREFLEARBEELE AthenaResultsBucket , BIAERUTBERKMME
LakeFormationPrincipals ## IAM &,

{
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"Sid": "S30bjectPermissions",

"Effect": "Allow",

"Action": [

"s3:GetObject",
"s3:PutObject"

1,

"Resource": [
"arn:aws:s3:::<athena-results-bucket>",
"arn:aws:s3:::<athena-results-bucket>/*"

]

}

LA AthenaResultsBucket Z#EU{E athena-results-bucket . AthenaResultsBucketf&Hd
LAfE AWS CloudFormation ¥4 L3

1. 7E https : //https://console.aws.amazon.com/cloudformation BRX CloudFormation &,
2. ®—THRE,

3. B—TERER.

4. ¥ SEH D AthenaResultsBucket WEHHEEE D,

#9¥ Detective S iHRE

MBFEES T FARES Detective E2 Security Lake WS E , B LREBLESE , REBAK
RAEE, BALURE CloudFormation E4% |, $H¥ THIRGIEFHEAALES -

« HEEF Security Lake FTB , BAILIEMFETEAF |, 3#& Security Lake EE BT UEHRER]
B Y & B RIR

- EERETREMN Amazon S3 FEFIFEBREMRHBER B,

« ¥8ET[E Lake Formation FY 88,

IR EH A EE Security Lake B Detective B& 8 | LA UREEFRILEZ ARN |, A48 IAM 1,
ZEERE IAM 30 |, B0 LU Detective BI{E IAM 328, B LAGREE B 7£ CloudFormation &3
AKhdg AWE., EBNEMBRIEE CloudFormation B EIEY , THEEHRAERS,

EEEH A Detective B2 Security Lake B&

1. BI{E https://console.aws.amazon.com/detective/ BIRX Detective 1A,

2. EEEERTREERS,
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Amazon Detective EREER

3. BULERNTERE-SERRFEES

« T£ Security Lake Bi&H , BIFEMRLE,

« £ Security Lake Bi&H , BERR, ERAEET | BIERE,
4. BAFERLE ARN , UEIEEHHER KR,
5. WARBEIM IAM FFE | MREBERE IAM 5l , FBEIE IAM 28,
6. #m¥E CloudFormation A HY{E,

1. EMBRIREHE K RRBEUHNHEE, NREKRMRREHE K MAEXEHREEGPEIH
B AW ERESLRN, WEFHMEN , F2BMER CloudFormation # &,

1. BEE ¥ CloudFormation 8, MFEFHMEN , F2EE A CloudFormation FANEE 37 3

-]
= o

7. BRERMAERS,

| e

S ##& Detective B2 Security Lake & AWS H &1

AT LATE T 5 AWS [EiFH 3% Detective B2 Security Lake &,

Bl & B = 15 Endpoint BABE ;

BRI (Hx%E) us-east-2 securitylake.us-east-2.amaz HTTPS
onaws.com

BRI (#EEmEdL  us-east-1 securitylake.us-east-1.amaz HTTPS

=11)) onaws.com

EEEEP (MAIFEE  us-west-1 securitylake.us-west-1.amaz HTTPS

it 3h) onaws.com

EEFEE (RER) us-west-2 securitylake.us-west-2.amaz HTTPS
onaws.com

TAEE (FE) ap-south-1 securitylake.ap-south-1.ama HTTPS

Zonaws.com
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ERAEER

B & =15
DAEE (HH) ap-northe
ast-2

SEARESE (i) ap-southe

ast-1
DXRESE (BHR) ap-southe

ast-2
DAEE (RR) ap-northe

ast-1
IER (P ER) ca-central-1
BN CEERE) eu-central-1
BN (ZEH) eu-west-1
BUN (30 eu-west-2
Europe (Paris) eu-west-3

Europe (Stockholm) eu-north-1

EEM (BRE) sa-east-1

1£ Detective FEHFEA H

Endpoint

securitylake.ap-northeast-2
.amazonaws.com

securitylake.ap-southeast-1
.amazonaws.com

securitylake.ap-southeast-2
.amazonaws.com

securitylake.ap-northeast-1
.amazonaws.com

securitylake.ca-central-1.a
mazonaws.com

securitylake.eu-central-1.a
mazonaws.com

securitylake.eu-west-1.amaz
onaws.com

securitylake.eu-west-2.amaz
onaws.com

securitylake.eu-west-3.amaz
onaws.com

securitylake.eu-north-1.ama
Zonaws.com

securitylake.sa-east-1.amaz
onaws.com

Er s
F

BAWE ;

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

# Detective B2 Security Lake & 2 #% , Detective 2% Security Lake 2E 8 AWS CloudTrail
EEEHHM Amazon Virtual Private Cloud (Amazon VPC) 712 H 558/ R 1A H 55

1£ Detective FEHRIB A
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® Note

£ Detective N EH R AFEBBENTE, Hit AWS REHNEAE , 2 Amazon
Athena , A LN EERFE,

AWS CloudTrail EBEH4 AR THIERERE -

- AWS IRF

- AWS £ &

- AWS At

- AWS AEBTIERE

« Amazon EC2 #11T{E 5
 Amazon S3 f#1FETEE
o IP fuzit

« Kubernetes #%

» Kubernetes Pod

« Kubernetes &8

- IAM B

- IAM BB TR

- IAM A&

Amazon VPC Flow Logs AJ IR T 3R ESR :

« Amazon EC2 #1T{E 8

» Kubernetes Pod

1£ Detective FEHRIB A 159
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ME WA EF Detective A #% Amazon Detective B Amazon Security Lake Z2EH R , FFEET
5825 - Amazon Detective B2 Amazon Security Lake B4 - f1a4 fH-->

£ AWS IRF R B

1. $TB Detective £12 & , #ikA hitps://console.aws.amazon.com/detective/,
2. EEEERT  BEEES  RBES AWS account,

3. EERAPIFUERRY  EFEETHEERFENFAEN.

4. B DAELRRERRG B,

£ Detective R&E R B i 160


https://www.youtube.com/embed/A_EWd2lvVW0
https://console.aws.amazon.com/detective/

Amazon Detective EREER

Detective » Search » AwsAccount/714603721603

714603721603 Scope time Info

. AWS account Info

12/21/2023 18:00 UTC > 12/22/2023 18:00 UTC |

Activity for time window: 12/21/2023 18:00 UTC - 12/22/2023 18:00 UTC £ Q Query raw logs ‘
Observed IP addresses APl method by service Resource
Q Search 1
IP address v Successful calls v Failed calls v Location v Actions
> 6 2
> 2 1 -
> 1 0

ERABFEEERRD | B LR EIBH Security Lake EHE RN BFNEH, NEEBER
WMEMH HEWFEER , B LR Amazon Athena REERIVE L,

Raw log preview: CloudTrail X

View raw event logs that were retrieved by querying data from Security Lake. For more details about the raw event logs, you can view the data displayed in Athena.

Raw log preview (500+) 1 2 3 4 5 6 7 .. 5 »
date_time v requestor_arn v account_id v region v source_ip v service v api_
2023-12-22 09:58:38.000 UTC us-east-1 s3.amazonaws.com GetE
2023-12-22 09:59:49.000 UTC us-east-1 sts.amazonaws.com Assu
2023-12-22 10:00:13.000 UTC us-east-1 ec2.amazonaws.com Desc
2023-12-22 10:00:13.000 UTC us-east-1 sts.amazonaws.com Assu
2023-12-22 10:00:13.000 UTC us-east-1 iam.amazonaws.com Getl
2023-12-22 10:00:13.000 UTC us-east-1 sts.amazonaws.com Assu
2023-12-22 10:00:13.000 UTC us-east-1 sts.amazonaws.com Get(
2023-12-22 10:00:13.000 UTC us-east-1 autoscaling.amazonaws.com Desc
2023-12-22 10:00:14.000 UTC us-east-1 ec2.amazonaws.com Desc
2023-12-22 10:00:14.000 UTC us-east-1 ec2.amazonaws.com Desc
Close ’ See results in Athena [ ‘ Download results

B L EEHREEFERNRPEUEHERFER. £ Amazon Athena P EERRUNTHERAER D
fB{E (.csv) BRERE.

WRIETE Detective PEF R , BERREEEMER , EFTRRATRREK.

£ Detective FEHRR B 161



Amazon Detective EREER
- R A AIBER KT Detective FE AT A , AREF 1E Security Lake BFRHPER. BHHREEHH.

+ Security Lake AIREE D B, WREEFTRAMWERE , BIRTR Security Lake TR2> Bt FREEE
# Security Lake &3 8 Bk LA R R BB,

)

- BEHAWS ABHNRK AR

« & Amazon EKS BEWEREB A

« &7 Amazon EC2 #1TIERRA R 6 A

£ AWS BB RK B

MREEETHEFHIENCE D AWS BEIEE , 7T LUE Detective T A PETT,
B AWS AENERBEBER

1. 3TBH Detective £ & , #1t A https://console.aws.amazon.com/detective/o
& Detective MEEEMBRINEBNERET , T AWS A6,
HEEEERT , BEES  ARES AWS role,

$HEZ AWS A8 | BER ERUERKERIEX IP i 3 HARE API /Y,
BELERAEN AP RIUSSENRRREE TR , UERBREKBAFRER,

Activity for time window: L

o & w0 b

Observed IP addresses APl method by service Resource
Q, Search 1
IP address v Successful calls v Failed calls v Location v Actions
> 289 284
» 63 0
> 42 0
> 21 0

Bl AWS BRI B 162


https://console.aws.amazon.com/detective/

Amazon Detective EREER

3 Amazon EKS £ EKB A

1. 3TBH Detective £ & , #1t A https://console.aws.amazon.com/detective/o

2. 1% Detective REHE BV K% Pod NEASFEEERT , EEE Amazon EKS 5,

3. 7 Amazon EKS B5FHMEAEMEF , i#E Kubernetes API SEBI R 5| FH.,

4. 1EF R Amazon EKS #EMNEEE Kubernetes API SEBIERF | RIZSESENERFEE
o

5. ZAENRBREARSK AR,

&5 Amazon EC2 #{TEEM R BE

1. FTB Detective £12 & , M1t A hitps://console.aws.amazon.com/detective/,
2. EEEBEERP  BEEE  A%ESE Anazon EC2 instance,
3. EERVPC REERY , BEELEZFEMN API FUSZSEBNRHAEETR , UEBRKRBFREER.
4. BULELRBESRRKBR.
Activity for time window: 11/21/2023 11:00 (UTC-08:00) - 11/22/2023 11:00 (UTC-08:00) .~ @ Toggle overall traffic
| Q Filter ‘ 1 2 3 4 5 6 7 .. 888 »
O IP address v Localport ¥ :::“e v l::'::"d tt:a:f:'c nd v Protocol v Directionality v ::;::ttl v Actions
O 22 - 44.7 kB 57.7kB TCP Inbound Accept @
O 22 - 2408 480 B TCP Inbound Accept Q
O 22 - 61.1kB 75kB TCP Inbound Accept Q
O 22 - 59.6 kB 70.8 kB TCP Inbound Accept Q
0 22 - 2408 5408 TCP Inbound Accept Q

ERBBFEEERRD , B LIIREB R Security Lake ZHE RN BFNELH, UEEBR
WREMH HFEWFEFMER |, B8R Amazon Athena FEERIIE L,

B EEHRBEFZERRPBUEERFER, £ Amazon Athena PEFRZRUR THERAERD
PfRE{E (.csv) X ERE,

£ F Detective B2 Security Lake HES&

MR IEZFEE Security Lake B Detective B & |, A5 EB#® Security Lake EH B MEHER
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Amazon Detective EREER

# E{=H Detective B Security Lake &

1. BIfE https://console.aws.amazon.com/detective/ BIRX Detective A
2. EEEBERPEEERS,

3. MRBANHE, WEFMENR , FSBMER CloudFormation &,

4. TE12H Security Lake BEE &S | BEEFH,

M E& CloudFormation &

MREBFAMREEHE  ARFSEELEHEESHRIFHE, ETLUEEA CloudFormation £ &
S fEH AWS CLI R fflEk CloudFormation # £,

fiiER CloudFormation # & ( 124 )

1. BARIR https : //https://console.aws.amazon.com/cloudformation # AWS CloudFormation 1%

AN
Ho

2. 1£ CloudFormation =AY Stacks (&) EE L , EREEMROKEE, HHEBB X ALETE
#1To

3. 7t stack details (G BFFMHER) BI&H |, BIE Delete (MBR).

4. BRFETRE , EE Delete stack (MBRHER),

(® Note
HEEMERRIEMRESEEEIL, HEEEHITE DELETE_IN_PROGRESS (1IE1EMER) AR

&

EHBEMBRTER 2% , #HBEIEMA DELETE_COMPLETE (MER5ERK) AREE,
HE B M BR 85 RR 5F BEHE AR

MBIBIER—T Delete IHMEBEIAL (Failed to delete stack) BHEHFTIRR , RREN
IAM & &K EfEMER#EL CloudFormation FF 7], BHEEHNIIREEE S LIMBRHESE,

fiB% CloudFormation 3#£& (AWS CLI)

£ CLIAWS REFBATIIGS :

M CloudFormation 3 & 164
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https://console.aws.amazon.com/cloudformation/

Amazon Detective EREER

aws cloudformation delete-stack --stack-name your-stack-name --role-arn
arn:aws:iam: :<ACCOUNT ID>:role/CFN-DetectiveSecuritylakeIntegration

CFN-DetectiveSecuritylLakeIntegration & EL$E Creating an AWS
CloudFormation Service Role REM WK A,

M CloudFormation 3 & 165
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A AR EE 32 Detective 2~

AT 1 BYIZIEME Detective B8 , AERHE SRS EINERBMEFT KA

- SHHEESIRF  AERESESEEATABERTNERENER A,
- SHEREIRE , AEEESEERHANTABRTETERFNERENART AR,

Detective 12X AWS CloudTrail ;2.

B &%

- BRITABERNEEHA

« EE% Detective EEERFNEAER
« B2 Detective EEIRFHNERAER

- Amazon Detective fI{A 5t EFEEFT A

BEARITABERNEESA

Amazon Detective ABEEFHNZEIRFIRA 30 RWERERA, BRREUTEHEZ—K , IRFHN
REH BB,

- IRESF B Detective , IRBITHBERNEEEIRE,

- IRESHIEES AWS Organizations P HMBAY Detective BB EIRFE |, Bi$E XA Detective,

« MR Detective BEXEEIRFEEE Detective Z Bl 2 A Detective , BIXIEF T EBHBEH 30 X%
B5A,

- REEZBERATABRPIKERSE  YRAAAREBIIRSE,

- {ABIRF &M Detective EBERFRAAREIRSE,

B | BIBE 30 RN A EBHA. XIRFT2HERBBAARENTMERKE., ERARR

i , Detective BRBMIIRFHHEECMMITABREENERKERER, MFEWNAIER Detective JEE,
ERAEYEFERANFMEN , F28 ERIMEE Detective A, MEEBWFHMENR , B2
B Detective 1B,
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Amazon Detective EREER

ESFHRAETABERBSEAMEERN 30 XEE, flM , rRFEBAR/TRABERNKERF. BIFRK
30 RWREHA. 10 X& , tRFEEMHEARIATRASE—EITABER, HREF_ETABX , IRFE
WE 20 RWRBEER.

RESARKRZEED

. EIEEIRF 0 LAERE Detective THEE , BB HEEE,

- EEE MK EIRF A LAE Detective FREMEPINENERA 2B , ERERENGFTER. F2H the
section called “EIEEWRFE HEMEBR” M the section called “FRERF AEBH,

\

EANERRFRN 2 EEH

Detective EAZANERRRIEM 30 KWK ERHA., ZREBHAEE XA Detective B A0
Detective ERIRFRRERHNWEEHARE,

(® Note

NMREFEMAZANERREENHR 7 RAFMEREMRREH , Al Detective EHZE
BREEHAHIT-REEDEREERA (MRBRBA).

EZERMARFEREANERRER , 5528 Detective TEANERRENEE,

Bt Detective EEERFNFERER

Amazon Detective E#t itk FrIBHNBETABRTEANESR , OSEKRFBNER., ERIRA
fi] , Detective B EH ¥ A A ERIZE GB WD B —EE.

HRNEEBIRF , &8 Detective TIRANWAEEE , BRI LMKERRIKIRFeRiBE 30 KA
HNERE, EESIRFESERHERFER 30 XHABURRBMETABRETTRE,

= EMIR Detective HEEF

1. BAAWS EEBIEA, REBBEK Detective TR A ML Ehttps://console.aws.amazon.com/
detective/,

2. 1f Detective BEBERTPMERET , BEAE.

3. EESZUKERRFIMKIESFZIREAE,

ERANERRRNRER A 167
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Amazon Detective EREER
ABERFERNERE

A EIRFENNERNEEETRABRTIILEATIRSE, EFEFHEBRIKEIRS.

SHHESERS  FRNWENEFTESRUUTER,

« AWS 1RIEEBITEA root £ EE F 4k,
- IREABOITABRREHERN A,

SHHEBEEIRF , AHARFRBA Detective By HEf,

SHEREIRFE , FHATEESBRERBARFERKEIRFN B/,
- 1BE 30 RARIRFHEINERE. B2 FmAREEE,
- FRFERETENRRERZRY, StHENERRELRBNIRE , FESERRBRE.

MRERFEREESAE , AIRRTSESREERRER,

THABERNETRA
WIRFH TR RAEBREREIRS 30 XENNENRE, BARSRBEERIRS NS HFIOEMD

Eo

/A Important

HWEEEATETHRAS, C2RIEEERFERE 30 XREBHNNEERKA. ©ERE 30 X
WAE., 552/ the section called “Detective I{AETE BT A",

TRBERVFERT AR

FBRFNA A SHHRBTABRET 30 REBNRARETEAE, BiTAREBESEKRFHNER
FHEEME,

/A Important

WEEEAETEA, CEREATABRERE 30 XEBERNNEERRA, SERE 30 XK
HE, Bt AT ERERITABERTPBRIHREIIRE., 5528 the section called “Detective Il
5t EFRET A

AEERFEINENE 168
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FREFEINERE

BRUKREH TR RITRABERTRANTRREEAS LV ENERE.

FERFHITURRECIRFNLEEEY, EERRFANESIHEERERFEHAENHEE
e EFEIIHEBBRNKERF.

Detective #&0

Detective /O HEREERIBE 30 X% Detective #% /U IKR (CloudTrail 528, VPCRIZEC &M
GuardDuty ZIRIEH) BN ER &,

EKS #&# B3

EKSHEZIHEREERBE 30 RIREKSEZEHRFHMNENE, A/FELNTRABREA
EKSHEZACEE , o s M L R E AV E R,

EL¥® Detective EERFMERAEBER

Amazon Detective S ¥IRFFIBNEETABRTEANES , OSEIRFRIER. EREER
] , Detective & HAABERIEE GB WEITEHR—B=E,

SHEMERF  AEEEERETXIRFNERENTES 30 RWEA.
#ERR Detective AEE

1. BEAAWS EEBIFiEH, REBBRK Detective T3 A M Ehttps://console.aws.amazon.com/
detective/o

2. 7E Detective EEBFIKFHNRET , BEHRE,

FETABERNVENE

LtRFHENESI HEERFREHANTRAER, ET2RERENREERIEEEIRFBEBRNKE
&1

st EETRAER , BETESUTE

B SR F IR
« BE 30 RARKEIRFEINENE, BT FEMERREE,

RREFERNERE 169
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Amazon Detective EREER

- RKERFRATAERNBH,

BT A B R FART AR

RPN RASEERENABTABRT , BRAEIRE 30 XERNWHERTEAR, BitRARE
KERFNEHFEEME,

/A Important

WEEEATETERAE, C2RIEEERFERE 30 XEBANEAERKA. ©ERE 30 X
HWAE., 52 /the section called “Detective Z{A 5t EFEET K A&7,

Amazon Detective 3{AI5T EFEFT KA
EEMHHCENEAREE LBRMWTEF HBAME |, Detective BHITU T BI1E.

1. BEEETABXRPESEBIRSHTESTRA , Detective 1T T BE,

a. AITEBRNF9E. cSEMAFERATRBPTBERE , RARRIRF ERER PIREN X
Ho

MBS 30 RABRA , BIXBA 30 X, MRIEFWEKABEER 30 X , AIXMAZIES
B2 A RN R,

Bign , MRKRFE 12 XA , B Detective %8 12 RAFMENMNERE , REZHERU
12,

b. #WRF = H FHERN 30, FRFEIRIRFHITES 30 RERAE.
c. EAHEBEENRFTERR 30 REABNTEFT 30 RELA,
2. BEMEBTABERNBIATT A |, Detective EHITUTENME :
a. ETABERTEHABEIIRFNTE 30 RERAE.
b. EAHEEBEARGTHEBTRT 30 REABNTEFT 30 R A
3. EEBTABERISKEIRFHNBIEAFTAA |, Detective EHITUL T EIE :
a. EFRTABRPTEHES 30 RERAE.
b. EAHEEBEARTHERTEGT 30 REABNTEFT 30 R

4. RIEE AR Amazon VPC |, Detective ERIFEIZEB I ERT AL, BRERECREEER
ERNFERTA,

BT ABRNEFTRAE 170
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a. 1R Detective K EWRFE#HAE LA Amazon VPC , T HiEE H i3k Detective t(REFE A LA
VPC , B Detective A&EE#2 3R 5 VPC E’JFﬁﬁumgo HAEMEAAZAEZEIM , ™ Detective B
VPC W MR EREREBRARBUR,

b. iNREHH A Amazon VPC RE EC2 #1T{EEE , Mt A#EE E T = Detective KB , Bl
Detective 7€ E# K B VPC WEMRZE K MBEAEMRAtLEHL, NMREEERIE VPC A
VRERE , BIAERE Amazon VPC #HE & #1118 A Detective BIFERIRK &

Detective ZI{AIET & AT R A 171
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Amazon Detective FHI &£

VERREM AWS RESEBEIEF. 55 AWS BF | BRUZHZRERPONMEREE | SLEHE
ERRMERZTEHBEBNERMEE.

ZEMR AWS BEECBNAREE, AFSEEE SHERAERNZENERANET S

- Bl 2N - AWS S EREE AWS Cloud F#11T AWS IRIEHERR . AWS LAKRMHTR
£ ER AR

EAWS ERFEF , F=AEZESEHRARLBRERMANZ LN

EET7HIBEAM Amazon Detective NS HRETEl |, SRS HETEEBERNNWAWS RIE,

- Bl et - ENEEECAREER AWS HRE, S/ AHHMRREE  S/ERNIRE
M. BRTNERNERERNER,

AXHEBRE T BIAIEREA Detective RERAXBEEEE, T EERBAUMMA Detective 3RE
REINENREREREBREER. G087 HRUOMAERAEM AWS AR R B ERE R RE Detective
&R

B #

+ Amazon Detective F R & FHRE

+ Amazon Detective 1 5§ 7 FFIEE

« Amazon Detective &S RERE

« Amazon Detective FEY5E M

 Amazon Detective I ERBREZ S

» Amazon Detective M4 VPC %% (AWS PrivateLink)

- Detective WELREEHR

Amazon Detective PRI E LR E

FrEAE AWS H[ESEERBE A Amazon Detective ture RV ERHRE, MAERMR , AWS EE
REETAHAENESIREREE AWS B, CEEIHBFHAEEHEREBLNATWEGE, &
L AUNEEE AWS R (REAN., NEEBERBILENFRES , F2REREILEFAQ, WMER
MERMREBMEEBENR , 528 AWS HESTEENGDPREEXE AWS Z£EEK,

RRRE —


https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/

Amazon Detective EREER

HREBFRBEN , RPBBEETRE AWS tRF RIFWEZEEEIAF AWS IAM Identity Center %
AWS Identity and Access Management (IAM), flt—R K SEFEHEBR B ESRETKETHERR
NANHT, REAEREBELRATIHARNGREESS

- HEERFERZEZEZRE (MFA),
« EFSSL/TLSEZEE AWS WER., BRMFE TLS 1.2 WHERE TLS 1.3,

« FREAPIFEREEEFCEE AWS CloudTrail, HEAER CloudTrail EBFETHIENAFEEEEF AWS
SEB) , 2B CloudTrail Z#E#R AWS CloudTrail £ & 18/,

- EF AWS MEBRRAR , UREPHAERFE LS AWS IR,
- FRERNZELZSRE (B0 Amazon Macie) , #BIEREMIRZEMFE Amazon S3 HEIRE R,

- MRBEFHEREE FIPS 140-3 BBV INEE R AWS BBIET TN ENAPIEAFIPSIHE, NFE
REATAFIPSIMHFHAER , FESRBAEFREFRZE (FIPS) 140-3,

BEMEEBRCEBUIESETFNE B U FRZIBRAET  HERRIAHBANFRL
o, GlINB B, ELEEIRE Detective EMTE AWS IRF EAEHIEAPI, AWSCLI,
AWS SDKs, ZBEZRBEIAABANFZRUPBANEAERBIEARTELDE B, MRER
HURLIGNERAARER , RFIBARBETEET L SRETEF , URLUBREEZARB[HER,

Detective @ NZHREMFREFENERHHAEER.

B &
« Amazon Detective £ 8 EIE

Amazon Detective By £ 8 &1
K %A Detective TSR EEMAIBBBEAESTNEFER , FFILEESER AWS SESIB,

WEAEY KMS €8 TEZEIRSMER, 528 AWS Key Management Service 3 A E5rH AWS
HEESRNFRH,

LEERM KMS €885 F (K# 365 X) EEHB@W, 52 FE AWS Key Management Service # A &
ERPERASRRmRNTRA,
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https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#aws-owned-cmk
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Amazon Detective EREER

Amazon Detective 1 &5 2 MZEIEE

AWS Identity and Access Management (IAM) 2 —%& AWS fR#% , TJiBIEE B L2 i H/¥ AWS
ERNEFR. IAM BEESTURFIER S RE (E2A) NESEE (EAFW) MBS Detective
ERIWE R, IAM 2 AWS R SR URBERAN .

B #%

- BEER

- £ 50 HKEBE

- EABEKEEFEUE

- Amazon Detective SI{A#EEL IAM JEE

« Amazon Detective & 7 B B £ 4l

« AWS Amazon Detective #) ZEBR

« {#/ Detective WIRBER AR

« Amazon Detective 5 %3 5% 5l ¥ 77 B 5E £t HE %

BEHR

£EA B AWS Identity and Access Management (IAM) RIBEN B EMEPMTE :

« BRBEAE — BREZFIMRELEYRE  FOEERSRFMEST (52 H Amazon Detective 5 758 5!
A 7 EnEE B HEAR )

- REEESE — EEREFAEFRELRIMEEBFFIHER (2B Amazon Detective ZI{AHEHL IAM
5te)

« IAM BEEE — BEERUEEFEERH (5528 Amazon Detective & 7 F B & 1)

BB D REE
BEOBREBEELAWS FHESBEZRANAR, BS4AL AWS IRFRFERE. IAM EHERIBE
IAM A5 9HITEDRE,

BT LMER & 2 BRI E AE R, 10 AWS IAM Identity Center (IAM Identity Center), E—& A&
7 EFER Google/Facebook BAER , UBEFTHMERBA. NEEBREANFHERN A F2H8
(AWS & A ERHEER) PHHAEAEN AWS IRF,
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https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
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HWRENRFTFE , AWS 124t SDK M CLI ARIGHmFH NBEEF R, WFFMAER , F268 (AM
EREERE) T API FEREIAWS 5 4 IREEREF

AWS IRF RERE

BERI i AWS IRF |, 881t — @& AR AWS tRF theroot ERENEAF DB , ZE 0 EFHM
B AWS % M ERNTEFIE, SARBRTEEAREAERITEEER. ABRZEERERE
BENER , F2R (AM £REER) PHEEREAEBENER.

IAM fi£ i & M A48

IAM 5 F§ & https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html@ —& & 2 B8 A=
ERAEXNSERTE, BERUGEREEREGRIBREN IAM E£AE, NEFHEEA , 28
(AM EREERE) PHERAECERECABS IO RMER AWS FAEBERBETH .

IAM B#HEEEE IAM EREES  FEEAREEAENFIEEMNER, NFFAER  F2H
C(IAM fEREEr) FH 1AM £/ &/ EA =5,

3

IAM B

IAM £ & https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.htmIfI B9 E B4 EHTE , &
ALV EREEEE, SR LUEBRERETRE IAM A/ ( Ei84 ) M AWS CLI 5 AWS API
RERRBEIAR, MEFHMEENR , F2E (AM EHAEER) FHRREAGH S E,

IAM B EBRREE 5o EREFI. W IAM EAERT, BikRFFEREBRBEFER , URE
Amazon EC2 TR AREN. MEFMENR , F2H (AM EAEER) P IAM FHVRIRF EIR
FH

EHBRREEFEUE

ZAILUEIB R Y BUR Y A HIEE R & 5 RNER AWS RIZ2EH AWS R FER. BERERES 2 HERM
BABERRT A, ERFARHFERE AWS | SFHMEELBK. KRSHBKREL JSON XH AWS FEX
FHRAE . FEE—F TH JSON BERXH |, 26 (IAM EAEER) T/ JSON BEES.

EERESEFEANK  ERERWLEETRTEWLERG THREERNTEE , UEETFIHNHEER,

FREBEAT  ERAENMACKRAT. AMEESEEY IAM BERIEHEMEEAE  #HEAERE
B, IAM BERERBMERIFT A , EmBRAAES X #T.
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Amazon Detective EREER
B o RmEEK

BoRRRENMES D (ERE, EREFEANAR) K JSON FFABERN A, EEEEREH ST
HRLERATHEDSE , UREANGKRE. UFTHRINARIS2EBER , F28 (AM £REE
M) PHNEBEFEEBRREZRHE] IAM A,

BoBEBRADT/ARBEK (EEABRRE-52) ESERX (ANMNESES 5 HBEMLBEER). 0F
THRINMEZEBRERARBER ZBMEE , F20 (AM E£REER) PRHEZEBRRERNBREE
ZFEﬁigigo

EREBE

ERBEPBER MR ERH JSON BERN 4, HHIEHE IAM B EEEBRE Amazon S3 AT
R, EXEEREBRNEET , REEESAUEACAREHEREERNFIER. BLAEE
FREBRPEEERE.

EREBRRRURZBBEPHARRBEK, SEEZEUNEFRAERNBERPERARE IAM B AWS ZE
HR,

FEIRFIFE (ACL)

FEUEFIEE (ACL) FTEFIMLEXRE (RFKE, FRAENAG) BEFIEERRNFAT. ACL EER
EREBR , BEMAER JSON BERIXAFHEN,

3
¢

Amazon S3 AWS WAF#] Amazon VPC 2% & ACLsH BRI& &4, mEE—F 7 # ACL , £5]

{Amazon Simple Storage Service & ASEmE) PHFEURHEIFE (ACL) BiE.,
Hih R\
AWS X EHMBRER K WREESERBREERTHRAHFT !

s FOURRE —RESGOHEBETRE IAM BRNVHRAFT, NEFHMEN , 520 (IAMEREE
B T8 IAM EEF O RR,

o BRIEIEHIBR (SCP) — & AWS Organizations P B SRABMEBE N IEER AT, MEFMAENR ,
=28 (AWS Organizations &SR BRI HI R,

- BREFBER (RCP) — RELIRFHERTAFTHN LR, MMEFMAE
Organizations A& B P EIRZEF EZE (RCP),

. THERBRBR — EUBRRRFTARAACIBES S/ FAERIRS TERERE , USBEXNEE
R ER, MEHMER , F2 (AM FEREKE) T TERERBE,

&IIII

, SB2E (AWS
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ZRBREE

EZEEENBRERIBRE  EENUSERMMELER, B2 T7THNMTAWS £ RSEK
REHHRERBAFBR , F2H (AM £REER) FHBEGESE,

Amazon Detective I{A&HEE IAM E4/E

BIBEFER , FRAENACGTEREIRIEH Amazon Detective ERIFFT, It EEER AWS
EEFIEA AWS CLIEL AWS APl #11TE7 . Detective EE E BB H AWS Identity and Access
Management (IAM) B3R , #F IAM ERENA G , UEMMMENIEEERHTHE API B
£, EEEEEVANELRREEZFTEMETTNER,

Detective fEA IAM BB BER , AU THEEMNEREZENESIER FFT :

- BEEEIRF  EEEIRFRETABRNERE  AIEREKRFHINER, EESIRF TLEFEX SR
FREBNMREAZETABR, EESRFETUERTABRR D ENHAELEE LIRS HEBAEE
BENER.

BHREBRUAFERESRFINNERAEATTIEEEN T, fiwn, REEEERFHER
BEURAREEXRERFHNT, HUERETRIABEATABRETAENTT,

- REWRF : KERFEIBA/TAEBRREHAERNIRS. KERFELEBF. EIBFR , KEK
Fa T RERPBEREKRS,

EESHE T & Detective MEM AWS BRFE tfAEA IAM |, 528 (IAM FEHEERE) R JSON
BER EETBER,

Detective & 2 BBUR

FHIAM BDEBEK | S EEARSIEENSENER , UREMERGT AHFRIELS
{E, Detective ZEFEHE. ERMFH B,

HRTHEE JSON BERPERANABERE , F2H IAM E£AEERETHN JSON BERTESE,
Bk

EESWLER AWS JSON BURRIEEH T AFIAR, 2R , BMEEREERE T oA
FEER#TIRLE B

JSON BURRE Action TEHRETURARAFHIEBBRFFRNEF, BHREEADERRTH
1TAEBABR BN ERVRT T,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
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BUEBIRKXSKEDE Action = NotAction STE, Action TEEIEHBEATNE
fE, NotAction TEEFIHT A FHEIE,

$t¥f Detective EEZM EER IR T & 7] LAEA Detective #4THI T4, Detective PHIBEREMEERUT
B : detective:,

fltn , FERFFEH CreateMembers API REBFERERFMATABRNTY , BEEHBEKF
INA detective:CreateMembers EifE,

EEEE-MRRAXPIEEZEEE , FRIERSR. fl , ERKERFE , BCRESEREERESFEEEN
—HEEE -

"Action": [
"detective:ListInvitations",
"detective:AcceptInvitation",
"detective:RejectInvitation",
"detective:DisassociateMembership

BRILERBRZER () REEZEEE, flU , "EERETABRTEANESR , Detective FHY
EEEIRFAARHATUTIH

- WIRMPHREIRSEE (ListMembers),

- B EEBNERFHE (GetMembers),

- BEKEIRFEHITAER (CreateMembers),

- K EMITAEIR (DeleteMembers) FBBRKE.,

IBALAB LA E Members FERNAFMEEER FER , MEZERHIH L EEE, ZBETRESTELUT
BhE -

"Action": "detective:*Members"

& EEF Detective BIMEMBE |, B2 H (RBEKRESE) PIHE Amazon Detective TEZ K ENE,

Resources

EEEWLER AWS JSON BERRIEEH T UAFHAR, tWH2R , MEEBE A BERA T o
BEERAITHLEBF,
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https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazondetective.html#amazondetective-actions-as-permissions
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Resource JSON MR tEZ IS EEEAENYH. REEBKRFEHAE Amazon Resource Name
(ARN) RIEEER. BREFZXEERERFT , FABAF R () XK ZREXNBEAREER.

"Resource": "*"

ZE ARNs BXNBEFMER , 5528 Amazon Resource Name (ARNs AWS # iR #% & & %8 Ao

¥} Detective , E—HERER R TAE R, Detective FHITABXREFREEFLLT ARN :

arn:aws:detective:${Region}:${AccountId}:graph:${GraphId}

plmn , TRERERLUTE:

s TABERWEER us-east-1,
- BEEERS ID MRS ID A 111122223333,
- TABRMWERID 2 027c7c4610eataacafdb883093cab899,

& B Resource FRIAKXFEBBILITABRR , B AMEALLT ARN :

"Resource": "arn:aws:detective:us-
east-1:111122223333:graph:027c7c4610eataacafOb883093cab899"

ZEE Resource RRAXPIEEZHER , BEHEZHRETOR.

"Resource": [
"resourcel",
"resource2"

Bl , B—1fE AWS IRF A ReEXBAAZEITRABRPHKERS ., ERAKEIRFNBER
., Resource FRARAEF LIk FHBFEMRNTRE R,

"Resource": [
"arn:aws:detective:us-
east-1:111122223333:graph:027c7c4610eataacaf@b883093cab899",
"arn:aws:detective:us-east-1:444455556666:graph:056d2a9521xi2bbluwld164680eby416"
]
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BUMTAEBR. JHITABRMIHITAERBFESFH D Detective BIEFEERETABR LBT,
HRIELFEEE , Resource RRAXMLAEREAFT (*)o

"Resource": "*"

SHHEBREIIRFEE , Detective — R ERBIRELERNEAERTENZFETABRNEESIR
F. HRKEIRFEE , Detective IR ERFBRLEBRNFERERETBRAZKEIRSE, BIFE IAM BER
EITABRRFEIRE , ENREAETEBRERNIES , FAEMEEETEHE

HEERETABRLMITHWFEEE , IAM BIRETEER ARN, ElR ARN AJAELEHIE,
m, EtRF EIXRELA Detective B , #1%8 IAM R 2FEAER ARN WERAF T , [T AE Detective B
ERMER. EBNHE  FREUTNLNRREEREETABRPWRERFIETRAE, BUTAEBR
2%, BOLEFHFBRUFIEER ARN,

R 8

EEEWLER AWS JSON BURRIEEH T AFHAR, tWpi2aR , BMEEBE M BERA T o8
EERHAITHLEBIF,

Condition TEERBEBRMNHRYE , BEERBANITRE, BUUBRIERFMES FNFREER
N (PIHFERTPR) , REHBRPORGENFRDNVE, EBEFME AWS 2ERFRCIR , F2
B KIAM R EIER) FHAWS 2R AR R5IE,

Detective TEE&HCHRMHERE, HEXEERAELLERGER. BEEEME AWS 2K
tr&im  F2H (AM EREER) PHAWS £EFRERABT SR,

BE 7RG UEREBLEBENERER R ER
g4

#82 M Amazon Detective EEZHI EI1E,

& E@ Detective H 0 BIERHEH| , FHB B Amazon Detective & 75 B BUREI 6,

Detective ERBEBR (T &),

Detective T X EERE B XK,

E R Detective 1TREIREBRIEE

BETABRBAUSEERE, SANERERERXPEALEERE , REETABRNFIE,
BERENFEREXNFEAUTER,
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{"StringEquals"{"aws:ResourceTag/<tagName>": "<tagValue>"}}

a0 | E Department BH|ES Finance B , FAUTERNBRAFRIEBE1E,

{"StringEquals"{"aws:ResourceTag/Department": "Finance"}}

MEFRAERERENBKREN , 552 the section called “EEERFE : BIBEBRERH T,

Detective IAM B
IAM AR AWS IREREEREFITNERE.
W B BB B Detective BB ER

U BB BRESERAEREE. BT IAM 82  SIRREERFAG®, ETLLEBMLW AssumeRole
= GetFederationToken Z AWS STS AP| I REN LB AER,

Detective Xz £ F iR 5 B &
R EZEHE

RIS EEAETE AWS REEHMEARBETIHNER , UMRRETHR BI{E. REEGEACEBETER
B IAMIRE R | YHZXREFTEES. IAM BIEERUMRE  EFEFERSEEACHETT,

MEB I HEE Detective RIS ERBBNFMET , B the section called “FEABRKEREAE,

BHEAG (TXIE)

LR REBRBEARECRERBZAC, LACTURBREFHAEMREFNER , AARETHKEF. K
BACEHRAELN IAMIRES , BEHZRFAES. EXRT IAMEESTUEEKAGHNT, T
1B, BT Re S BT L AR IS AV ThRE

Detective T EREAE.
Amazon Detective & % B B &1 451

BRIBEHER , IAM ERAENAGTEMREILRIE N Detective BIRMNFFA, MfItLBEM-A AWS EEE
24 AWS CLIZK AWS APl #1171

IAM EEEMEARY IAMBE , RFTEAENAGEEEER LHITHE AP EXNAERFT, EE
EEREFVARLEEBCRMMEFTELLEFTTH IAM £HEHEE.
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BETROMEAELEF JSON BERXHEY IAM S5 RBR |, F2H (AM EAEERE) PHE
JSON REIER EEV K,

FE

- BRBEEEHR

« /A Detective 2 A

- AHEAEREB SR

- EEBIRF  ETRERPEEREIRF
- EEBIRF FRTABRETHAE

- HEIRF  EBTRERBENREER
- EEBIRF  RBEBRERHFIGTA

BREER

BoRBREYEEIRFANEBAEBRETUREY, FIEMER Detective EiR, ELENERRES =
R AWS IRFEABA. ERRBVSRES 7 HBERE , FEE T EARERSER

- FRIEER AWS SEBRRLBOREERTT - eERBRFTRTENCEAENTERSR  FEA
BAARTHSEREARIN AWS REBEK, SMTELN FER AWS 1kRF. BFIEREE
SRENEARI AWS NEFZERXR , £E—FRLH . WFEZEA , F2H8 (AM £REE
) FH AWS XEBRSEBHENAWS XEBXK,

- EAREERFT - 52E IAM BERNFAR  FERTHTERMENFT. KSERLEN , &
UERERERG T AIUHBEERRINEF , EUBARBERTT. WEER IAM ERFFA
MEZHEER , F2EH (AM EAEER) P 1AM PR BERMFF A,

« £/ IAM BURH BV R4E — SR G FEUE - B UG REFHEEEER |, RHIBENERNFE.
Bl , WA LREBEREM  BELAMER SSL BEAMERR. MREBKE Flm £HRBEE
AWS FR#S , &t ] LA A ik 2R 4R T H 17 BV CloudFormation. SEFMEF , F2E8 (IAM EA
E1E/) M IAM JSON BUIETE « &,

£/ IAM Access Analyzer 53 IAM BUR , BARFT 7] ©£ B W iEF&4F - IAM Access Analyzer B
BHBEMBEER |, BRELBERER IAM BUREES (JSON) Ml IAM FRIEEH ., 1AM Access
Analyzer {2t 100 ZIEBERRERVEATTHER , IHBERERLBERANBE. WEFHEE
#, F2E (AM FEREER) FHFEA IAM Access Analyzer B BUE.

- FEZSEERRT (MFA) - MRZHRPIFE IAM EHES FHRERAE AWS tRFE |, 5BBR MFA
LIREREM, MEEFU AP BERER MFA |, 51§ MFA §H B EEHEER. NEFHAE
A, m2E (AM EHEER) FHERB MFA BIZ % API FHL
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
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WE IAM A REBBNEEESR  F28 (AM EAEER) 91 IAM Z2HEEH,

£ Detective =&

ZZE A Amazon Detective 12 A , FRHER A ELEREMNTFZEAEBEEIE |, LLEE/EE API FHEFE
BIEMRT.

ZZER A Detective W ATTABXRNEESRSE , X ARFEHAERARKR T CreateGraph EIEAEF
a,

B ZfEM Detective TR AYTEMNEESIRFEE , XAMFEAERNABR T ListGraphs EFRY
AT, EERTHIRAKRFAEESIRFITABRNT, it 2 FAEEHITHREEESIKRFBFN
AT A

REFNEERSRFBFRERETRABRPNKEIRFFE  AEATABERETHAE,

- ZERBRITABRFHNRERSEEE X EBEOTERT ListMembers BIEMFFT,
- BEETRAEBERPHETRAE , XEQEHRIZR T SearchGraph BIENFF I,

EEMF A Detective TEAHMITEMKERFEE , L EARFERERLARRKR T ListInvitations B
ERNRFT, EERTHRRAITABRBENT T, RE , MATUER TR EXERFBIENT T,

ARFFEREREBCHEFA

WEHSREBMMBILIBER , AFF IAM FRERGEZIBACEAES2NARRZEBR, BER
AEEFEAFMEA FAWS CLI AWS APl URBRRRS A X TR B EN A,

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
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},
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}

BEEERF  ETRABERTEEXEIRS

HEFRREANEEEERTABRTEANKERFNEESIRFEAE, EBLBER , FAEWE
ALARERAEES , AIFA Detective, WHERABRFEMAITABRETAEN .

JSON

{"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action":
["detective:ListMembers", "detective:CreateMembexs", "detective:DeleteMembers", "detective:D
"Resource'":"arn:aws:detective:us-
east-1:111122223333:graph:027c7c4610eataacaf0b883093cab899"
},

{
"Effect":"Allow",

"Action":["detective:CreateGraph","detective:ListGraphs"],
"Resource" :"*"

tl\
f

N
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BEEERF  FRTABRETHAE

HEHBREANEERTABRETRAENEESRFEAE. MMAEEIREIRETABRTHIR
BRFEE.

JSON

{"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action":["detective:SearchGraph"],
"Resource":"arn:aws:detective:us-
east-1:111122223333:graph:027c7c4610eataacaf@b883093cab899"
}I

{
"Effect":"Allow",

"Action":["detective:ListGraphs"],
"Resource":"*"

KERE : EBTRABERBFENXEER

HEHBRBEANBRARERFHERE, FLHEH T KERFBAMETABER, LBRERTE
FEBFBA AT RE R BERK SRS FT T,

JSON

{"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action":
["detective:AcceptInvitation"”,"detective:RejectInvitation","detective:DisassociateMembexs
"Resource": [
"arn:aws:detective:us-
east-1:111122223333:graph:027c7c4610eakaacaf0b883093cab899",

tl\
f

N
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"arn:aws:detective:us-
east-1:444455556666:graph:056d2a9521xi2bbluwld164680eby416"

]

}I

{
"Effect":"Allow",
"Action":["detective:ListInvitations"],
"Resource":"*"

}

]
}

BEEERF  RIBERERBIFEIETH

MRTHAERN SecurityDomain BEEFEFEAEM SecurityDomain 28 , BEBUTEXE , £H
ERUERITABERETRASE,

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"detective:SearchGraph"
1,
"Resource": "arn:aws:detective:*:*:graph:*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/SecurityDomain": "aws:PrincipalTag/
SecurityDomain"
}
}
},
{
"Effect": "Allow",
"Action": [
"detective:ListGraphs"
]I
"Resource": "*"
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MBETABERK SecurityDomain BE,ES Finance , U THRXALERAEFERITABERETHE
5,

JSON

"Version":"2012-10-17",
"Statement":[ {
"Effect":"Deny",
"Action":["detective:SearchGraph"],
"Resource":"arn:aws:detective:*:*:graph:*",
"Condition": {
"StringEquals": {"aws:ResourceTag/SecurityDomain": "Finance"}
}
} 1

AWS Amazon Detective H) SEHE

AWS SEBREH AWS AWS SERREYNEENBYBRESEAT S EARGIRMST | WES
A LARBER AERIGERE. HENAE,

aclE , AWS REBRTRIAERTFRECARFNSKERRETT , HAELFAIAIHAE AWS &
FEA. RMZBEERBFENEARINETLFEEREK , WMEE-TRBDFTA,

FBEEEBE AWS SEHRPERNTA, 1R AWS EH T AWS EBRPERNGTT , AIEHER
EHREENMEIRE Y (ERE. HEANAG® ) . EFNN AWS R REISH AP RETHR
BERBE , AWS B TREH AWS ZEH K.

WEFMEF , F2EH IAM EAERERP AWS ZEHXE,
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AWS ZEBE . AmazonDetectiveFullAccess

A8 AmazonDetectiveFullAccess BUEEREE IAM %5,

HWBFREEFEENT , AFTEBXTEEIAE Amazon Detective BifE, & 7] U I BUER B B £
i, AR B EIRF A Detective, TIELAM INEIAMREIT Detective Python IEFEUE L MEE
TRERNAR,

EELEHFTNEIRIUEERERS., BKEBNEEETABR , URMEM Detective EITHRE.,
fE T LLEH 1 GuardDuty SRR, BERIRM Detective T A B RERFNIREZBATENGT
AWS Organizations,

ATAIRFAEER
LR BB A TR

« detective : AFTBTEFHFNE Detective BIE,

- organizations : AAFFERRIEHERS P HEEEH IR FH AWS Organizations Eifl. WIRIRFBRE
EER , BRTIRSR 2N, LEEFFWIE AL 5F Detective IR AR TIRF B,

 guardduty : RFFFEB R Detective RFFENS ME1F GuardDuty AERE R,
+ securityhub - fRFFE B Detective HETE Security Hub CSPM RREFEE,

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"detective:*",
"organizations:DescribeOrganization",
"organizations:ListAccounts"
]I
"Resource": "*"
}I
{

"Effect": "Allow",
"Action": [
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"guardduty:ArchiveFindings"

1,

"Resource": "arn:aws:guardduty:*:*:detector/*"

"Effect": "Allow",

"Action": [
"guardduty:GetFindings",
"guardduty:ListDetectors"

1,

"Resource": "*"

"Effect": "Allow",
"Action": [
"securityHub:GetFindings"

1,

"Resource": "*"

AWS ZE B : AmazonDetectiveMemberAccess

B A8 AmazonDetectiveMemberAccess BUEEMIINZE IAM B8,

W BEE @K 24 Amazon Detective BWEE , AR FIEANS EEEFEL
EALLBUER |, &L

« ##R[E Detective Bk X S VB , WEZHIEBEH.
- HABEHEESR R Detective HAYJE Bp 41 528 £ A L IR TS RY AR AN
« RREBRTFHWKEER.

WBERRFHBT , AFE—E&HBERNFE Detective T A,

ATAIRFIRE A
BRI EUTHA :
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« detective : AFFHEFE Detective,

JSON

{
"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"detective:AcceptInvitation”,
"detective:BatchGetMembershipDatasources",
"detective:DisassociateMembexship",
"detective:GetFreeTrialEligibility",
"detective:GetPricingInformation",
"detective:GetUsageInformation",
"detective:ListInvitations",
"detective:RejectInvitation"

1,

"Resource": "*"

AWS ZEHE : AmazonDetectivelnvestigatorAccess

& A4 AmazonDetectiveInvestigatorAccess BURKIINE IAM B8,

LBUEREFRAE A B R MY Detective IRIEHIFEN , LAK Detective = A& Ul KNS EEHEFE. It
BURR F1£ Detective H¥ IAM EREF IAM A Detective FHEMFT, B LIERARAERE
RAEUHRFNFACERZEARER , ZIBERETHALLEENIMNREHE., ZBREREEMETHE
% , # Detective 1T A DMK B B RE, BALIERBREREEERIEFENELIER,

HAHBER
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LR BB TR

« detective : RFTBRAEEFH Detective BIE , LABKA Detective FAE , AR AREF REE
BE,

 guardduty : RFFEE®K Detective AEFENE FMEF GuardDuty AERE R,
 securityhub - AFFEB# Detective FER1S Security Hub CSPM BZE/FEE,

- organizations - AFEBHRPHEEAEBPIRSWHEBEER AWS Organizations, MRIRFBRE
AR , BIBRTIRIR 2N , LLEEFFAIE O FF Detective TR A B RIEF B,

JSON

"Version":"2012-10-17",
"Statement": [

{
"Sid": "DetectivePermissions",
"Effect": "Allow",
"Action": [

"detective:BatchGetGraphMemberDatasources",
"detective:BatchGetMembershipDatasouxces",
"detective:DescribeOrganizationConfiguration",
"detective:GetFreeTrialEligibility",
"detective:GetGraphIngestState”,
"detective:GetMembexs",
"detective:GetPricingInformation",
"detective:GetUsageInformation"”,
"detective:ListDatasourcePackages",
"detective:ListGraphs"”,
"detective:ListHighDegreeEntities",
"detective:ListInvitations",
"detective:ListMembers",
"detective:ListOrganizationAdminAccount",
"detective:ListTagsForResouxce",
"detective:SearchGraph",
"detective:StartInvestigation",
"detective:GetInvestigation"”,
"detective:ListInvestigations",
"detective:UpdateInvestigationState",
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AWS ZEBUER : AmazonDetectiveOrganizationsAccess

& #% AmazonDetectiveOrganizationsAccess BURKIINE IAM B,

"detective:ListIndicators",
"detective:InvokeAssistant"

1,
"Resource": "*"
"Sid": "OrganizationsPermissions",

"Effect": "Allow",
"Action": [

"organizations:DescribeOrganization",

"organizations:ListAccounts"

1,
"Resource": "*"
"Sid": "GuardDutyPermissions",

"Effect": "Allow",

"Action": [
"guardduty:ArchiveFindings",
"guardduty:GetFindings",
"guardduty:ListDetectors"

]I

"Resource": "*"

"Sid": "SecurityHubPermissions",

"Effect": "Allow",

"Action": [
"securityHub:GetFindings"

]I

"Resource": "*"

LWBERE FEABABAMEE Amazon Detective RIEF A, & 7] LA1E BB & BUA Detective , I

RE Detective

MNEREESIRS,
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FTAIRFAEEA
BRI EUTHA

« detective : A FEFH Detective ENfE,
* iam : ¥§ETE Detective ®AY EnableOrganizationAdminAccount BRI REEZ A,

« organizations - AFFERRPEEVES P IR FNEEAEF AWS Organizations, RIS E
REEERE , BIBRTIRSE 25N, WERFAE 0 FF Detective TR ABRIRFE BB, A AWS R
WES, AFUEREESES ) SEMMNBUEEMEEN KBRS , UKk AFFEFEARE Amazon
Detective, Amazon GuardDuty, Amazon Macie #1 EHttZ 2 REHWEREE SRS AWS
Security Hub CSPM,

JSON

{
"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"detective:DisableOxganizationAdminAccount",
"detective:EnableOrganizationAdminAccount",
"detective:ListOrganizationAdminAccount"

1,

"Resource": "*"

},

{
"Effect": "Allow",

"Action": [
"iam:CreateServicelLinkedRole"
]I
"Resource": "*",
"Condition": {
"StringEquals": {
"iam:AWSServiceName": "detective.amazonaws.com"
}
}
},
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"Effect": "Allow",

"Action": [
"organizations:EnableAWSServiceAccess",
"organizations:RegisterDelegatedAdministratox",
"organizations:DeregisterDelegatedAdministrator"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"organizations:ServicePrincipal”: [
"detective.amazonaws.com"

"Effect": "Allow",

"Action": [
"organizations:DescribeAccount”,
"organizations:DescribeOrganization"”,
"organizations:ListAccounts"

1,

"Resource": "*"

"Effect": "Allow",
"Action": [
"organizations:ListDelegatedAdministratoxrs"
]I
"Resource": "*",
"Condition": {
"StringEquals": {
"organizations:ServicePrincipal”: [
"detective.amazonaws.com",
"guardduty.amazonaws.com",
"macie.amazonaws.com",
"securityhub.amazonaws.com"
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AWS ZE B : AmazonDetectiveServiceLinkedRole

B EHE AmazonDetectiveServicelinkedRole BURMIINZE IAM B8, HBEREM IR R E
HAG  FEBZEAER  Detective AIRNKREHITEIE, WMEFHMESA , 552 E the section called “fF
R ELE AR,

BBRERTFEENT , AFRFELSACEIEBNIRFERA,
FTAIRFAEEA
HBERBE LT :

- organizations : fEEEBMIRF &/~

JSON

{
"Version":"2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"organizations:DescribeAccount”,
"organizations:ListAccounts"

]I

"Resource": "*"

}

AWS & BRI E R E#

B8R B L RIS F 1R E HEE LB E LUK Detective AWS REBREMNFMET. MFEBBKRIIBEL
AESENIRE  Fod XHELLCEER EFTE RSS BE,
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gE

AmazonDetectivelnvestigator

Access : BABENERH

AmazonDetectiveFullAccess

F1 AmazonDetectivelnv
estigatorAccess - IR A BUE
B EH

AmazonDetectiveOrg
anizationsAccess — ¥ BUR

AmazonDetectiveMem
berAccess — $TBUER

AmazonDetectiveFul

|IAccess : BB ERH

DU

£ AmazonDetectivelInv
estigatorAccess BURHHTIE
T Detective BENFAEEREFEE
EHE,

LEIEEERRTRAED , NI E

Detective FAEHE R I ¢ Detective A

HESHEGRHENHE,

Detective E#% Security Hub
CSPM GetFindings E)EH
#®E AmazonDetectiveFul
1Access #Hl AmazonDet

ectivelnvestigator
Access B%.

iE LB E S BF 1 Detective AELTS
Security Hub CSPM SA&E#H R,

Detective #7138 7 AmazonDet
ectiveOrganization
sAccess Bk,

WBERFEABABRANERE
Detective FIFFA]

Detective #1187 AmazonDet
BUR,

ectiveMemberAccess

B EE KSR M Detective HI77
R, URE#EAS Ul KEHRRNEE
#iE 7 E

Detective [@] AmazonDet
ectiveFullAccess BURHIET
GuardDuty GetFindings EhfE.

Date

2023 11 A 26 H

2023 5 A 16 H

2023 3 A 2H

2023 %1 A 17 H

20231 A 17 H
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2% iR Date

EiB L FEE)E , o#E Detective AED
HY#8 GuardDuty FAEHE R,

AmazonDetectivelnvestigator  Detective #7387 AmazonDet 2023 1 R 17 H
Access — FTBUR ectivelnvestigator
Access B3R,

ZEiBEBER , A1 Detective
FETIRE,

AmazonDetectiveSer Detective A H R EF B BHIET 2021 £ 12 A 16 B
viceLinkedRole — 1K R,

BBBGR |, REHER A © R SUEREE
Bk FRMEEER,

Detective FAtRIE M2 E Detective FAtRIEHEE AWS ZE 2021 £5 A 10 H
KHNEE,

5 A Detective FWIRFSEZ BB

Amazon Detective £/ AWS Identity and Access Management (IAM) R EE A, REEEARE
EHEHEREE Detective B — 457 IAM AR, REEZLAEH Detective HEER , LB SR
RFEEWEM AWS BRIEFIENFIBFT T,

IR ELE A AE(L Detective WERE , RABTLFEFIBHEMIFA, Detective TEF H IRFER
AT , BRIEEZEESE , BRESE Detective AILUEBEHAR®., EENTUESEEFEBEREMEFTRK
K, BZFUBREEIMMERE M IAM BE,

BV ALEMBRBRFERZSCNEEER , TS EMER, Mtk 7TREX Detective HEIR , BRER N
DBBRE IR FEET .

NEXERBEGACNEMRBET , FSE AR IAMEFELN AWS R , Y SREHEES
EMUERNRNERE. BEEREEN Yes (B), LM@*E&EE%%E’JEW%EF@@XZ#O

EABBERAE =


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html

Amazon Detective EREER

Detective FV RIS EFE A/ EFF T

Detective £ & A& AWSServiceRoleForDetective YIRS EL A€ — L5F Detective X FRIEBFEE AWS
Organizations E&.

AWSServiceRoleForDetective fRIGERZARETUTRETRIXAR

 detective.amazonaws.com

AWSServiceRoleForDetective RIS BB BEFEAZERE | A
AmazonDetectiveServicelLinkedRolePolicy,

mEFEAmazonDetectiveServiceLinkedRolePolicyBUREH MM EN , 5528 Amazon
Detective AWS ZEBURNER . MBLBEREEN HBIREE , 55516 Detective XHEL LB ERE L
) RSS HE,

BYMERENT , IAM BR (NERAE. HENAR) TTRY, REIMBREKEESE, MFFA
&, F2H IAM EREERPHNEREEEA G,

A Detective B RIS EE AR

BAZEFHET —ARBKEESE®, EEE AWSCLI, = AWS AP| 2 B4 & 1 E Detective AWS
EETIELAEHEEIRER | Detective 5L RV RBERZAE,

EIEMRLERSEEAR  2REERREY , B ERFHFERAEEEFEFREZLAR, EXRAR
1B E Detective EEEBIWRFIF |, Detective AIB X AER I REEZ AR,

A Detective iR EZ AR

Detective F /3 #m4E AWSServiceRoleForDetective RIS EiE B, RAESEEER RSS2 ER
BEEAR  FUGEIEEVAGCRAEFACERE., AWM, Ba#EH IAM RKiFEAGIER, WFE
B , B2l (AM FHERERE) PNREERGEE A,

A Detective HBRIRIEELZ AR

EETBEARERBESRACHIIEDRE  RAZBRERBRZAC. Ht—XK , ERREREDE
EREENRERAER. AW EFDRERBRBESHCZH , ELAXBRER.

ERARBERAE 5


https://docs.aws.amazon.com//detective/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-updates
https://docs.aws.amazon.com//detective/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-updates
https://docs.aws.amazon.com//detective/latest/userguide/doc-history.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
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® Note

# Detective RIEHEEHBEMBRERK EEEAZARG  MERATES KM, BLIEREE
EHR0ER  RARBRERRE,

3

Z ZE Mg AWSServiceRoleForDetective PRI Detective &R

1. BB Detective BEIEEIRSE, 552/ the section called “¥§E Detective BEEEIRF",
2. TEIEIETE Detective EEEERFMNEEEGHEELRERF.

£/ IAM FERBRBRBESSE

fEA IAM £ & AWS CLI, = AWS API 2Kk AWSServiceRoleForDetective RIS EE AR, MNE
HMMEHR , EF2BE (AM FREER) PRREEEEAE,

Detective R EFEABTENET

Detective X EEFARERBNERTERAREELAE, NERMET, , HLWAWS Ems
5,

Amazon Detective & 78 Bl F 17 B0 5 2 B %

BBELUTER , 2ERIEEMSERA Detective Ml IAM B AERENE REE, MREEMEH AWS
Identity and Access Management(IAM) BRI FEUEEBBERBELURE , FF2E IAM FHAEIER)
RSB EERR IAM 38,

REAREZE | T15BE Detective BHITENE

MR AWS EEFRE FAEEENT BE , AXABBENEEES KRG, ENEEESRALRE
HEREZBNEBRHAS,

AT &35 ERE 7E mateojackson IAM EFREERFEAZESEZIHNAITABRNERFRESFE , B
Al#E detective:AcceptInvitation FFAIEFE 4,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to
perform: detective:AcceptInvitation on resource: arn:aws:detective:us-
east-1:444455556666:graph:567856785678
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/troubleshoot.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/troubleshoot.html
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FERIERT , Mateo BEFREESEMMNBER , AFFMMEA arn:aws:detective:us-
east-1:444455556666:graph:567856785678 E)fE7FEX detective:AcceptInvitation &
iRo

R AKRE BT iam:PassRole RIS HE

MRELRASEMEREESERE | EEHIT iam: PassRole BitE , BUBEEHEE , UAH LK AR
BE 4 Detective,

BE AWS B# AIREEREACEEGERE K MAREYFNBEACIRBEELEC, NFH
TR , L ARERACBEEZ BB,

£ 5 marymajor B9 IAM A EEHFEAEIE AT Detective PHTEIMER , SBELUTEHFIFTRHN
fHER. BER , BFBERBREEEBREACR TN T. Mary REKAGEERGREHFT.

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEEERT , Mary WBUERABEEH , AFFM#IT iam: PassRole Bk,
MREBEEWHE |, BB EN AWS EEE, ZNEBEESRMHEENESEE,
BEE A AWS IRF B A BFEFES Detective EJR

BUNRN—EAE  BEMKRFTINERENEEBATNAESFIENER, BT IEEZ R
EEENHENEXAR, HHXEERERNBERIFEUEHIEE (ACL) VMRS , BT LUERA ALK
RREBEFAETFRENE RN,

NMEE-STH , F2RUATAS

- BETf# Detective EBEXZXEMIEINEE , 752 B Amazon Detective ZM{AHEEL IAM E1E,

- BEETHOMAWS IRF EE%EN ERBRMETFIE  #F28 (AM FAEER) PNELHE
B AWS IRF 5 — 1@ IAM £/ & PR EEUE,

- EETHRIMMEERNEZREREMBE=F AWS IRFE | 528 (AM FAZER) PNSEEUER
HIGE =4 AWS IRF #H.

- METHRIMIMEBHS B2 RUEEIE  F28 (AM FAEZER) PNSEEUERMHEBENDIE
T8 RIFNFERE BEE D)

- NMETHREAACGNEREBRETERFFNZENZE , F20 (AM EHEER) P IAM
Y S IR P & IRFE.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
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Amazon Detective & R &

Amazon Detective U AWS RFBEETENEE R, MFEFMEF , 5528 Health Information Trust
Alliance Common Security Framework ( HITRUST ) CSF,

WNERESRFTEEENRN AWS WIREEFE  F2RKAWSE R EHEEAN SR ENE—RE
7 , 5528 AWS Compliance Programs o

O LAER TEE=ZHFEEIME AWS Artifact, NEFMEF , F2BEE AWS Artifact F &
Artifact B T £,

AWS R THERUBEIEHA

- ZLHEEGRIRRAFIEE - Z2HEREMNREBEE  UREE LBBULRLHESRAEEN
HERIBHN SR AWS,

- £ AWS Config BE A B1E5m PR AFEEIR - AWS Config RS EREERERER
HE®E. EEEINZER,

« AWS Security Hub CSPM — AWS LR R R £ RENLERR AWS |, AIBBERERS
SEEZENREER,

/

HER

Amazon Detective H gy 58 M

AWS £ KRERMZEEU AWS EENTHAESAEREEN., AWS BEIEMH S AEEEHNREHA
JAEE  ELEFHNELE, SREENSERENMERERE, EBTAESE , &7 UG RREN
FERARANENE ETHESCBARREREMTERETE. TARSNATAY, FEEINE
REED , IRE-HZEERPONERERREES.

WFE AWS EFIN TR RENFAES , F2H AWS £ REBERE,

BRT AWS £IREf# 52 , Detective I Amazon DynamoDB #1 Amazon Simple Storage
Service (Amazon S3) WM EM, WMFFMEF , F52E Amazon DynamoDB H HY 5E 4 K 218
IR , BA% Amazon Simple Storage Service FHY5EM

Detective Rt oJ LUK EE — o AR HE, EEARER Detective A , FEEEMARE,
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https://aws.amazon.com/compliance/services-in-scope/HITRUST-CSF/
https://aws.amazon.com/compliance/services-in-scope/HITRUST-CSF/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://aws.amazon.com/quickstart/?awsf.quickstart-homepage-filter=categories%23security-identity-compliance
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://aws.amazon.com/about-aws/global-infrastructure/
https://docs.aws.amazon.com//amazondynamodb/latest/developerguide/disaster-recovery-resiliency.html
https://docs.aws.amazon.com//amazondynamodb/latest/developerguide/disaster-recovery-resiliency.html
https://docs.aws.amazon.com//AmazonS3/latest/userguide/disaster-recovery-resiliency.html

Amazon Detective EREER

Amazon Detective WE R LS

Amazon Detective ; RZERK , T3 AWS BB LZ2NRE. WNE AWS Z2RELAK 0
AWS REERRENMHEENR , B2BAWS Exts, EPEFHAERRELZSNREERRITEN
AWS IRIE | F2E R L& AWS Well-Architected Framework Ry E 55 iR 2

O LABEF AWS 248 APl LY | BB FE Detective, EABRMSBAZE TIER :

- Transport Layer Security (TLS), HMFE TLS 1.2 WEZEFEH TLS 1.3,

- BfeEXEIAFAZR(PFS)WETEEM , Hlan DHE (Ephemeral Diffie-Hellman)s} ECDHE (Elliptic
Curve Ephemeral Diffie-Hellman), IJRARF (M0 Java 7 IEFIRA) KL EZEELER,

Amazon Detective FJT1H VPC Ui 2 (AWS PrivateLink)

A LUEMN N E VPC %% , £ VPC M Amazon Detective 2 B2 A H E#R. N EmIEHRA AWS
PrivateLinki 7 , A B R A MMRMAKEE. NAT €&, VPN EH#Zs AWS Direct Connect EEZH
155 T T #2E Detective APls, VPC FRVEIITEIBTREZEELE IP bk , BIAEE Detective APIsi@
#o VPC F Detective Z BRI RET R Amazon K,

BENEHRHBZHEETFEBRTH - RS EELEERTERTR.

MEFMERF , F2E < AWS PrivateLink 1§/ F YR EH VPC im® (AWS PrivateLink)o

Detective VPC i B EZEE1E

X E Detective I TH VPC w32 81 , 55154 B8 AWS PrivateLink 8= A 89 41 [ i 25 B 1 F PR 51,

Detective X EBREH VPC I EFTA API B1E,

Detective £ T3l [EiEF & FIPS :

« KBRS (#EF EmEALER)
- XBIREP (%)

« XEIFEED (HnF @ fEsabHER)
- XBEIFREE (REM)

« IEKX (FEB)
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https://aws.amazon.com/security/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html
https://aws.amazon.com/privatelink
https://aws.amazon.com/privatelink
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-eni.html
https://docs.aws.amazon.com/vpc/latest/privatelink/vpce-interface.html
https://docs.aws.amazon.com/vpc/latest/privatelink/vpce-interface.html#vpce-interface-limitations

Amazon Detective EREER

3] Detective 94T VPC im B,

BT LAME R Amazon VPC E# A5 AWS Command Line Interface () & Detective BR#EE L VPC iim B
AWS CLI, mEFHMER , F2E (AWS PrivateLink #§/) #H "ELNEHES, -

FEATHIREE A Detective EII VPC i H -

* com.amazonaws.region.detective

* com.amazonaws.region.detective-fips

MREAIHBMATE DNS |, B LAE A EEATERX DNS &M Detective 12 API 583K |, 4l
W api.detective.us-east-1.amazonaws.com, MEFHMEN , F2E ) FH Amazon
Detective i 2iAmazon Web Services —fig&#,

WEFMER |, 528 ( AWS PrivateLink ¥85) B HEIB I E ik 2 FEUR
5 Detective 231 VPC B BUER

&R LG un B BURE  E 12§ Detective FHIRY VPC inkh, WBIREEE FTIER :

- AHATEIMERVERR.
- AEATHIENE,
« AHBTRENER.

MBEHMET, , S (AWS PrivateLink 357) I VPC HEHLHIS BBHEE,

g4l : Detective EIEMY VPC i BHBUR

LA 2 Detective in B BUERIVEHI, EZFIREER | MBXRERFAEER LMBEZTEANS
Detective Ej{ERY FZEURE,

"Statement": [
{
"Principal":"*"
"Effect":"Allow",
"Action": [
"detective:ListGraphs",
"detective:ListMembers"
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https://docs.aws.amazon.com/vpc/latest/privatelink/vpce-interface.html#create-interface-endpoint
https://docs.aws.amazon.com/general/latest/gr/detective.html
https://docs.aws.amazon.com/general/latest/gr/detective.html
https://docs.aws.amazon.com/vpc/latest/privatelink/vpce-interface.html#access-service-though-endpoint
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EHARRETARRNE-—FR, SHISEEFRDE. BEBHNERE, FRBBEEA.
CloudTrail log EERFRLFRAPIFILAY A FHERER , RIbHE TS UEMEEIEFER.

T5|Ei6|F R ~&8 AcceptInvitationB#EH CloudTrail B551EH,

"EventId": "f2545ee3-170f-4340-8af4-a983c669ce37",

"Username": "JaneRoe",

"EventTime": 1571956406.0,

"CloudTrailEvent": "{\"eventVersion\":\"1.05\",\"userIdentity\":
{\"type\":\"AssumedRole\",\"principalId\":\"AROAJZARKEP6WKJI5JHSUS:JaneRoe\",\"arn
\":\"arn:aws:sts::111122223333:assumed-role/1A4R5SKSPGGY9V/JaneRoe\",\"accountId
\":\"111122223333\",\"accessKeyId\":\"AKIAIOSFODNN7EXAMPLE\",\"sessionContext\":
{\"attributes\":{\"mfaAuthenticated\":\"false\",\"creationDate\":\"2019-10-24T21:54:567
\"},\"sessionIssuer\":{\"type\":\"Role\",\"principalId\":\"AROAJZARKEP6WKI5JIHSUS
\",\"arn\":\"arn:aws:iam::111122223333:role/1A4R55KSPGGOV\",\"accountId\":
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\"111122223333\",\"userName\":\"JaneRoe\"}}},\"eventTime\":\"2019-10-24T22:33:26Z
\",\"eventSource\":\"detective.amazonaws.com\",\"eventName\":\"AcceptInvitation
\",\"awsRegion\":\"us-east-2\",\"sourceIPAddress\":\"192.0.2.123\",\"userAgent
\":\"aws /3 aws-sdk-java/1.11.648 Linux/4.14.133-97.112.amzn2.x86_64 Open]DK_64-
Bit_Server_VM/25.201-b0@9 java/1.8.0_201 vendor/Oracle_Corporation exec-env/
AWS_Lambda_java8\",\"errorCode\":\"ValidationException\",\"requestParameters\":
{\"masterAccount\":\"111111111111\"},\"responseElements\":{\"message\":\"Invalid
request body\"},\"requestID\":\"8437ff99-5ec4-4bla-8353-173be984301f\",\"eventID\":

\"f2545ee3-170f-4340-8af4-a983c669ce37\",\"readOnly\":false,\"eventType\":\"AwsApiCall
\",\"recipientAccountId\":\"111122223333\"}",

"EventName": "AcceptInvitation",

"EventSource": "detective.amazonaws.com",

"Resources": []

iy
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EEHEBITNETAER (DetectiveAPl , AWS CLI)

« DetectiveAPI : £ TagResource®fE, BRI RMITABEARNNENANERE,

« AWS CLI : E@ S5 #IT tag-resource .

aws-detective tag-resource --aws detective tag-resource --resource-arn <behavior

graph ARN> --tags '{"TagName":"TagValue"}'

g4

aws detective tag-resource --resource-arn arn:aws:detective:us-
east-1:111122223333:graph:123412341234 --tags '{"Department":"Finance"}'
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aws detective untag-resource --resource-arn arn:aws:detective:us-
east-1:111122223333:graph:123412341234 --tag-keys "Department"
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