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Layer of protection

AWS WAF

- HEARERE (£78) B, CEBEGEMNEE HTTP/S RERARE Web FERER., AWS
WAF BFE % B i Web AZ , 540 SQL Injection, HEHIEIESEE (XSS) MEMELERBE
(CSRF), ALV BFTHAAl , IRIF IP tht, ERFENEBESEZERGREHHBERER,

AWS Shield

- TEEME (FI3E) NER (F48) BREE. ©EEREDBHERH (DDoS) WE ,
ELWEEEERKRERAE , fli0 SYN/ACK #Kk, UDP R KEMAEKE, AWS Shield
AHEREES AWS ERNFERRENEERETNHARTA. AWS Shield#y R EEIR 2 TR
EENIY B BHEH AWS BB EN EBEI R B RKEE.

Deployment

AWS WAF

- TERENBENERE., ©AUHBESE £ AWS iR¥E , B Amazon
CloudFront, Application Load Balancer (ALB), Amazon API Gateway 1 AWS AppSync. &%
HEY Web ACLs ( FEUZHIEE ) WiHEREREVRE , ERAUE, HENERE
E Web 7R, AWS WAF REFTBITHHBEE , IZLRBREEABRXERESTERS
BR,

AWS Shield

- B BEES AWS R B —2HK , EFERNREHTREERRE, AWS Shield
Standard 2 BEIBS7EFTE H AWS I1RF , LA4RE Amazon EC2, Elastic Load Balancing
(ELB), Amazon CloudFront #l Route 53 &R, &E# A AWS Shield EPEIE@RRE | BN AE
HYEREEFSHBEMAR. SHBEEMEN , —BBRAWS Shield , T EEFEINWHERE,

Customization

AWS WAF

- RUBEZNBEETIEE, BULUFERBRRRITBET Web ACLs ( ZHEURHIZE ) , EERAESR
TIRYE IP ik, HTTP 1{E5E, BERFERSEEFAT. HEBFTE Web BRIV EHRMLE. AWS
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WAF XERHE AWS RE=FMZERREFE , ELFEATE—F BT, URRENEERE
ARRXER, BHAURENRRLHEBRNWRRIRBFHREE— IP i HFRHE , W S
AWS WAF AWS Lambda LAETTHEPEERBEMEFE,

AWS Shield

- RMUERWBEETEE, £H AWS Shield 28 , RERBBHETUREN. AWS Shield H#ERE
ARF—EBET, AINRAEREEENER. REEEMRERE , IRFE AWS DDoS [E FE B B
(DRT) LUENBESTENEBRZE, T8 , HEH{IRBE DDoS RE , MTARFEAEERNR
Eo. BAILAAE AWS WAF Web ACL B8 EREV B , LHBERAEXNBRE.

Managed rules

AWS WAF

- REBETERZ Web EAEXHNZERA , SIBHLERN Web BB, EEZEHRAZRH
AWS RE=FLZELMETELIRE , ®WE SQL Injection, ERILIESTE (XSS) MEAT R IP it
HERBREES, BULGTRYERELZERAFERIEMN Web ACLs , 12 out-of-the-box
*RE , YEHEFURRFORINRE. TERUATUBTLEBITRAIES , UBRBRESEE
ARAERESITEZSBE. AWSWAF iRt SELEERHERH . EERERNEM
RE , B UBEESERE U LEEHBSANRFEEERERE,

AWS Shield

« FEHEMN DDoS RE , WAFTRHAERNVZERA, AWS Shield Standard EEEBIVER —#HE
EEENRE | UPHEE BNEKRNERE DDoS &, AWS Shield Advanced &1838i8 1R
=L EBETRERHITBTNZERA, Rz , CRREFERNEER N DDoS [E FE BB FEUE |
DB E 5T EMHE.

Pricing model

AWS WAF

- {Efpay-as-you-goEEEHE , FIRIFEEIACLs BB, BESE ACL AFEBHNHRAEE |, LA
RFAEREEN Web FEREEB , aBKE, LEERBERAEZEAFITERRAE , EXTERE
ZFMENER. HAWS IE=ZFBERENZERNFEZTINENER. AWS WAF iz
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fit Bot Control MEESRIEHNZERA , BEFBREBREEE L. AWS WAF thiR{#t captcha/
challenge Th&tE , EIhee RIBIE M captcha ERR BB EIEKE,

AWS Shield

- BEASEEEEE, AWS Shield Standard @E2HEME F , EFHEAER AWS 1RF |, AliRHAE
Z\Hy DDoS R, AWS Shield EFERBEFAFIHELEM A L HEBBERENENES
MEBRELFNER, WITRSFLFHEMAFE AWS DDoS EEEPK (DRT), HMEKREDHE |
BAR 1 B H R R AN o

Attack response team
AWS WAF

- TUEEARBOERERBAERBN -8, Rz, BRETITEME , TREEHTRIL.
EENRARZERA, EUNERREYRIBEEEZE Web ACLs ETHIREE , BEEZE
EFHEMNXEEBRRERE,

AWS Shield

- EERRBPIREE AWS DDoS O EEEX (DRT) #Y AWS Shield #7E##. DRT 2 — £ F &
RNERER , THBEREEREMNEIME, £ DDoS WET , A A LIH4E DRT LIS BETE
BNZE  UBERHEENERERE. SERREER. SHOMNHRDENIES , Y
AWS BRI EREERIE.

Real-time monitoring
AWS WAF

- EiBE AWS CloudWatch B4 RIZMHENFEE | WEEEBKIERZE , fINHERAFNER, &
RE | URBERINEXRME. BB AWS EE XA 5 APIs AWS WAF 24HE FENEEH Web
HKRENZLEHTRM, BALURIREN AWS WAF 18Z:%E B3] CloudWatch /R |, SURIEE
EEERERTFTSENREER,

AWS Shield
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- EEEIB AWS Shield EPEIRALENRFEEE, ©EE AWS CloudWatch B4 |, TJ12fEE DDoS B
EMEANIIFARERNEE, SulERREDE. RERXANEEEENERE. AWS
Shield Advanced tHiREFHMHMEMNBREBRQENTRYE  YADHRERUDERE , EiB BH
AR AWS BEEEEA,

EMERBHREBRNR , UREBLCRBEXNREES, AWS ShieldWEZREERNERERE
ENAERE , B AWS WAF REBAERXEFRNRUTRENERAF R

Traffic inspection

AWS WAF

- REERAREXE (F78) WRE , DM HTTP/S BERNVAR. EEREEAEERNHRAFT
& Web RE , MERSEREERN , HIH0 SQL Injection, EHILIERE (XSS) HFBERRX, FEHE
% URL 2B F R EMREAH,

AWS Shield

- EUXAFEE DDoS WE , T EREMR (F3B) NEEM (F48 ) BHRE. eTEaRE
FERARAERE (HTTP/S) WA , MEHK DDoS WEMNHAEN | SIMERESHREIEA
EEM. AWS Shield EHBEMRELRE K EFERAEETRNRAAIRNETERE , LIH#R AWS
AR X ER A Atk

{52

AWS WAF
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https://docs.aws.amazon.com/waf/latest/developerguide/waf-chapter.html
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AWS Shield
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https://aws.amazon.com/blogs/security/visualize-aws-waf-logs-with-an-amazon-cloudwatch-dashboard/
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https://catalog.us-east-1.prod.workshops.aws/workshops/6396761b-6d1f-4a4d-abf1-ffb69dee6995/en-US
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