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AWS Global Network Infrastructure, silicon innovation, and centralized network operations

g B

£ B AWS |, B TEEHEE —HZ 8 Amazon Virtual Private Cloud (VPCs) A#11T. #£ VPCsH#
TIEEEZ%E , UL ITEEHEZEEZHM VPCs |, a1 AWS Transit Gateway , th AJ LS HE
MREHRBENRT (SaaS) BR¥ AWS BR% , SFEHEM |, Fla AWS PrivateLinke Amazon VPC ] &
B NIEREEHERS , BN E AWS Eif HAFHAEFERMN IP thu SEEEREBEPRE AWS &
B, Amazon VPC Bt ZEZ1E |, AL AWS EREREE MR RERES,

T 2


https://www.youtube.com/embed/cRdDCkbE4es?start=123&end=373
https://docs.aws.amazon.com/vpc/latest/userguide/what-is-amazon-vpc.html
https://docs.aws.amazon.com/vpc/latest/tgw/what-is-transit-gateway.html
https://docs.aws.amazon.com/vpc/latest/privatelink/what-is-privatelink.html
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https://aws.amazon.com/what-is/vpn/
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-user-what-is.html
https://docs.aws.amazon.com/vpn/latest/s2svpn/VPC_VPN.html
https://docs.aws.amazon.com/vpn/latest/s2svpn/VPC_VPN.html
https://docs.aws.amazon.com/network-manager/latest/cloudwan/what-is-cloudwan.html
https://docs.aws.amazon.com/directconnect/latest/UserGuide/Welcome.html
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https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/Introduction.html
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https://docs.aws.amazon.com/app-mesh/latest/userguide/what-is-app-mesh.html
https://docs.aws.amazon.com/vpc-lattice/latest/ug/what-is-vpc-lattice.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/welcome.html
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https://docs.aws.amazon.com/vpc/latest/ipam/what-it-is-ipam.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/what-is-load-balancing.html
https://docs.aws.amazon.com/network-firewall/latest/developerguide/what-is-aws-network-firewall.html
https://docs.aws.amazon.com/network-firewall/latest/developerguide/what-is-aws-network-firewall.html
https://docs.aws.amazon.com/waf/latest/developerguide/shield-chapter.html
https://docs.aws.amazon.com/verified-access/latest/ug/what-is-verified-access.html
https://docs.aws.amazon.com/waf/latest/developerguide/waf-chapter.html
https://docs.aws.amazon.com/network-firewall/latest/developerguide/what-is-aws-network-firewall.html
https://docs.aws.amazon.com/network-firewall/latest/developerguide/what-is-aws-network-firewall.html
https://docs.aws.amazon.com/waf/latest/developerguide/fms-chapter.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-network-acls.html

B AWS BEEF R AR AWS REIEm

- ZREEANBEERBENANSENEBNESERK, ESHRARERSENRSHNEER SO

M, TSR ELFER AWS,

- ¥2E8 Let's architect ! AWS blog RFIPMEIEFM ARSI ER , UEF FHHMEEIEHR

AWS Eif,

- RETHAWE=5FE , UiHBEIERABMBIRE . AWS Marketplace BB ENEL B 8% |

AL ARER. BENSEBBERRL R,

« REFHAEMEEBRBINARIZMFAWS Partnert) 25628, WK E AWS Partner Network 2%

BMEXRNEREENZEASR , TiHEEER RRENEFER AWS Eir.

« RE AWS 7 Skill Builder L2 AWS #E&R1E , BE Amazon VPC., AWS Cloud WAN

Amazon Route 53 Z R,

Workload characteristics

EFENBR R BUAR TS St

- BRBEHEEEEEA®. AWS Cloud WAN AWS Transit Gateway & IR#EiE & A AEEE VPCs

RHITH ITEEE. Amazon API Gateway 8 2NAPIs , BENEFILEREEZNITEES
#H. AWS Global Accelerator AJtH B ARETEEEN TR, ZEHNEEE,

- FEEREERGEAEK , £EY IP utfVFEREBEZEM, P itHE RNENS IPvd, IP i

W FFIERE IPv6, IPv6 IREE St Zef | R IPv4 it FEERRRE, IPv6 B AWS BR
% X ESREEHBERE (IPv4 = IPve) RERR IPve AN ZE, X IPv6 B9 AWS RS BE
BHEEMm, EERAETISE IPv6 R , F2BAWS R & IPv6 1Y

Data protection

ABMERRE TWER AWS EiR.
- ERUFAFREFEFENERTENE2HMEREAR. #A Amazon VPC A8 &% £ FH VPCs

FETHNIEAS  (BFEEEEERERRERE AWS Network Firewall , #1201 AWS Shield
AWS WAFF] Amazon Route 53 Resolver DNS B5 X £,

- EmERAMT , ERERARARKBERNE (TLS) MAREREERE , LUiHBIFERend-to-end

RO
WMREVPCsHN THEHFTEERIEMITHFEEH AWS BRI , EWLUEB N HFERRRE
A APl iR , IR ARNERIELRE. T8 IREEEZBLREREELER , 7

£ AWS PrivateLink, BYEFZ X E3&1B AWS Partner Network 12t H SaaS f#R 5= AWS
PrivateLinko,

ZR


https://docs.aws.amazon.com/wellarchitected/latest/hybrid-networking-lens/definition.html
https://aws.amazon.com/blogs/networking-and-content-delivery/
https://aws.amazon.com/marketplace/solutions/infrastructure-software/cloud-networking
https://aws.amazon.com/partners/work-with-partners/
https://explore.skillbuilder.aws/learn/public/learning_plan/view/1944/networking-core-knowledge-badge-readiness-path
https://en.wikipedia.org/wiki/IPv4_address_exhaustion
https://docs.aws.amazon.com/vpc/latest/userguide/aws-ipv6-support.html
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https://aws.amazon.com/about-aws/global-infrastructure/regions_az/?p=ngi&loc=2&refid=67adb321-e6e5-4750-92f4-b5d8e229d6bf
https://aws.amazon.com/what-is/load-balancing/
https://aws.amazon.com/what-is/osi-model/
https://aws.amazon.com/elasticloadbalancing/features/#Product_comparisons
https://aws.amazon.com/what-is/cdn/
https://docs.aws.amazon.com/vpc/latest/reachability/what-is-reachability-analyzer.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-InternetMonitor.html
https://aws.amazon.com/microservices/
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://docs.aws.amazon.com/network-firewall/latest/developerguide/what-is-aws-network-firewall.html
https://docs.aws.amazon.com/waf/latest/developerguide/fms-chapter.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-network-acls.html
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https://docs.aws.amazon.com/vpc/latest/userguide/what-is-amazon-vpc.html
https://docs.aws.amazon.com/vpc/latest/privatelink/what-is-privatelink.html
https://docs.aws.amazon.com/vpc/latest/tgw/what-is-transit-gateway.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-user-what-is.html
https://docs.aws.amazon.com/network-manager/latest/cloudwan/what-is-cloudwan.html
https://docs.aws.amazon.com/directconnect/latest/UserGuide/Welcome.html
https://docs.aws.amazon.com/vpn/latest/s2svpn/VPC_VPN.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/Introduction.html
https://docs.aws.amazon.com/global-accelerator/latest/dg/what-is-global-accelerator.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/Welcome.html
https://docs.aws.amazon.com/datatransferterminal/latest/userguide/what-is-dtt.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/welcome.html
https://docs.aws.amazon.com/vpc/latest/ipam/what-it-is-ipam.html
https://docs.aws.amazon.com/vpc-lattice/latest/ug/what-is-vpc-lattice.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/what-is-load-balancing.html
https://docs.aws.amazon.com/waf/latest/developerguide/fms-chapter.html
https://docs.aws.amazon.com/network-firewall/latest/developerguide/what-is-aws-network-firewall.html
https://docs.aws.amazon.com/waf/latest/developerguide/shield-chapter.html
https://docs.aws.amazon.com/verified-access/latest/ug/what-is-verified-access.html
https://docs.aws.amazon.com/waf/latest/developerguide/waf-chapter.html
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https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/Introduction.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/GettingStarted.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/tutorial-s3-cloudfront-route53-video-streaming.html
https://aws.amazon.com/getting-started/hands-on/deliver-content-faster/?ref=gsrchandson
https://docs.aws.amazon.com/network-manager/latest/cloudwan/what-is-cloudwan.html
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https://aws.amazon.com/blogs/networking-and-content-delivery/introducing-aws-cloud-wan-preview/
https://docs.aws.amazon.com/network-manager/latest/cloudwan/cloudwan-getting-started.html
https://docs.aws.amazon.com/directconnect/latest/UserGuide/Welcome.html
https://www.youtube.com/watch?v=y4rIwSbdlS0
https://aws.amazon.com/getting-started/hands-on/connect-data-center-to-aws/?ref=gsrchandson&id=itprohandson
https://docs.aws.amazon.com/global-accelerator/latest/dg/what-is-global-accelerator.html
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https://docs.aws.amazon.com/global-accelerator/latest/dg/getting-started-standard.html
https://www.youtube.com/watch?v=Docl4julOQw
https://docs.aws.amazon.com/vpc/latest/privatelink/what-is-privatelink.html
https://docs.aws.amazon.com/vpc/latest/privatelink/getting-started.html
https://aws.amazon.com/blogs/networking-and-content-delivery/expedite-your-ipv6-adoption-with-privatelink-services-and-endpoints/

B AWS BEEF R AR AWS REIEm

KRR

« Amazon Route 53 A = HI% 2 RE
WMARIBHREN IR Route 53 AR ZEHI,

HEREAP]

« HAI[@ Amazon Route 53 s BE & B
AHBREAHEEEM Web ERARXNHAEEZE.

HEREAP]

« Amazon Route 53 &}
HEREZBHEM Route 53 BENT.
BEY

AWS Data Transfer Terminal
- fTEER AWS ERE@m L int ?
TR AWS B FAECHRFRE , KAREHERELEHTHE .
RRIEE

« AWS ERHER K IHEE N
THREBEFERARGILARINMBEBER,

B AL A S

AWS Site-to-Site VPN

. +BER AWS Site-to-Site VPN ?

A 11


https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/Welcome.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/Tutorials.html
https://aws.amazon.com/getting-started/hands-on/get-a-domain/?ref=gsrchandson&id=updated
https://www.youtube.com/watch?v=RGWgfhZByAI
https://docs.aws.amazon.com/datatransferterminal/latest/userguide/what-is-dtt.html
https://aws.amazon.com/blogs/aws/new-physical-aws-data-transfer-terminals-let-you-upload-to-the-cloud-faster/
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https://docs.aws.amazon.com/vpn/latest/s2svpn/VPC_VPN.html
https://docs.aws.amazon.com/vpn/latest/s2svpn/SetUpVPNConnections.html
https://aws.amazon.com/blogs/networking-and-content-delivery/aws-site-to-site-vpn-choosing-the-right-options-to-optimize-performance/
https://docs.aws.amazon.com/vpc/latest/tgw/what-is-transit-gateway.html
https://docs.aws.amazon.com/vpc/latest/tgw/TGW_Scenarios.html
https://tgw.networking-workshop.com/#/README
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https://docs.aws.amazon.com/vpc/latest/userguide/what-is-amazon-vpc.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-getting-started.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-examples-intro.html
https://aws.amazon.com/quickstart/architecture/vpc/?ref=gsrchandson
https://docs.aws.amazon.com/vpc/latest/ipam/what-it-is-ipam.html
https://aws.amazon.com/blogs/networking-and-content-delivery/amazon-vpc-ip-address-manager-best-practices/
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https://www.youtube.com/watch?v=11BqzuUDTMM
https://docs.aws.amazon.com/apigateway/latest/developerguide/welcome.html
https://www.youtube.com/watch?v=XwfpPEFHKtQ
https://aws.amazon.com/blogs/compute/configuring-private-integrations-with-amazon-api-gateway-http-apis/
https://docs.aws.amazon.com/vpn/latest/clientvpn-admin/what-is.html
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https://docs.aws.amazon.com/vpn/latest/clientvpn-user/user-getting-started.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-admin/how-it-works.html#scenario
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/what-is-load-balancing.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/load-balancer-getting-started.html
https://www.youtube.com/watch?v=p0YZBF03r5A
https://docs.aws.amazon.com/waf/latest/developerguide/getting-started-fms-intro.html

B AWS BEEF R AR AWS REIEm

L ERE AR L E RS A AWS Firewall Manager FREIZ £ 848 , U inB R ERBLENE
B,

RBRiEE

- f£/ AWS Firewall Manager X#R#EIFFERE AWS Organizations

X E R fitstep-by-stepE R , BEFEA £ AWS Organizations BFFHEMEBE LT BE
AWS Firewall Manager,

KRERiEE

AWS Network Firewall

- {+EER AWS Network Firewall ?
T FRAAREBE BB AR E A,

KRR

« A9 AWS Network Firewall
PORZE I FEE VPC WEEBE NS,

HEREAP]

« AWS Network Firewall Bj = #5322
BEBN 2 AWS Network Firewall,

BEY

AWS Shield

« {HEER AWS Shield ?

7 ﬁg DDoS 1%%0

A 16


https://aws.amazon.com/blogs/security/how-to-continuously-audit-and-limit-security-groups-with-aws-firewall-manager/
https://aws.amazon.com/blogs/security/use-aws-firewall-manager-to-deploy-protection-at-scale-in-aws-organizations/
https://docs.aws.amazon.com/network-firewall/latest/developerguide/what-is-aws-network-firewall.html
https://docs.aws.amazon.com/network-firewall/latest/developerguide/getting-started.html
https://www.youtube.com/watch?v=Y7-37tkO1CA
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https://docs.aws.amazon.com/waf/latest/developerguide/what-is-aws-waf.html#ddos-intro
https://docs.aws.amazon.com/waf/latest/developerguide/ddos-resiliency.html
https://www.youtube.com/watch?v=7rgiXEa0_jE
https://docs.aws.amazon.com/verified-access/latest/ug/getting-started.html
https://aws.amazon.com/blogs/networking-and-content-delivery/aws-verified-access-integration-with-3rd-party-identity-providers/
https://aws.amazon.com/blogs/networking-and-content-delivery/integrating-aws-verified-access-with-device-trust-providers/
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https://docs.aws.amazon.com/vpc-lattice/latest/ug/what-is-vpc-lattice.html
https://docs.aws.amazon.com/vpc-lattice/latest/ug/setting-up.html
https://aws.amazon.com/blogs/networking-and-content-delivery/build-secure-multi-account-multi-vpc-connectivity-for-your-applications-with-amazon-vpc-lattice/
https://www.youtube.com/watch?v=fyb20oApiZw
https://docs.aws.amazon.com/waf/latest/developerguide/what-is-aws-waf.html#waf-intro
https://www.youtube.com/watch?v=R5XMny416vo
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https://www.youtube.com/watch?v=nUI7G9UzyN8
https://aws.amazon.com/architecture/?cards-all.sort-by=item.additionalFields.sortDate&cards-all.sort-order=desc&awsf.content-type=content-type%23reference-arch-diagram&awsf.methodology=*all&awsf.tech-category=tech-category%23networking-content-dev&awsf.industries=*all&awsf.business-category=*all
https://aws.amazon.com/architecture/?cards-all.sort-by=item.additionalFields.sortDate&cards-all.sort-order=desc&awsf.content-type=content-type%23whitepaper&awsf.methodology=*all&awsf.tech-category=tech-category%23networking-content-dev&awsf.industries=*all&awsf.business-category=*all
https://aws.amazon.com/solutions/networking/
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