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https://docs.aws.amazon.com/acm/latest/userguide/acm-overview.html
https://docs.aws.amazon.com/cloudhsm/latest/userguide/introduction.html
https://docs.aws.amazon.com/database-encryption-sdk/latest/devguide/what-is-database-encryption-sdk.html
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/introduction.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/privateca/latest/userguide/PcaWelcome.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://docs.aws.amazon.com/decision-guides/latest/security-on-aws-how-to-choose/choosing-aws-security-services.html
https://www.youtube.com/embed/1vqaZBgPOiE?si=SoAZe1zQCWUlqF0K&start=475&end=535
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AWS Key Management Service (AWS KMS)

§es Create and control keys used to encrypt or digitally sign your data
%\) AWS CloudHSM

Data 1 Manage single-tenant hardware security modules (HSMs) on AWS

Protection on AWS

I\ G o A AWS Certificate Manager

Provision and manage SSL/TLS certificates with AWS services and

designed to automate and ' connected resources
simplify many security
tasks ranging from key

management and storage Create private certificates to identify resources and protect data
to credential management

AWS Private Certificate Authority

AWS Secrets Manager
Centrally manage the lifecycle of secrets
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Key management

MREBEELZLHEBE MRS | F5EE AWS Key Management Service (KMS), ERIZEER T,
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Data encryption
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# (fltn S3, RDS =% EBS) EREES, MREEFEEAFHME , AWS Encryption SDK 2 — &R
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Secure communications
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Secrets and credentials management
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Compliance and auditing
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FEKMS T"XENBERARARENER®  AWS CloudHSM
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nE/mERAREXNPHER AWS Encryption SDK
B AE TLS RRERE AWS Certificate Manager
MR EE AWS Secrets Manager
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Use case
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Control and flexibility

AHEEEEHERRZFRENVEEER. ZERY  SI0EBZHEMAF HSM AWS KMS R&DHY
EERERHZAN  BNREESRTBNTEES, At , AREEARN. BEHEZENS
HMFER AWS CloudHSM RHE-HFER,

Compliance requirements
MREGEZEHFHNEETEE  FRAMRBAFSE GDPR, PCIDSS 5 HIPAA 152 | AWS KMS

3¢ B AWS CloudHSM #RiEi FIPS 140-2 5 3 k3B FE. BENFSLENRFRNBHE RS
B, YRR EERNEEXMBES.

Cost considerations

RBIBRENEEBEERKIEENEAE, AWSKMS FFE—MRINFEROEANZE , FERAZSHE
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Integration with AWS ecosystem
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ZEBEHA REEHPNER , WL AWS Certificate Manager
SSL/TLS BEMNEE,
AWS F,F CA
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AWS Certificate Manager
- FAAHBERA AWS Certificate Manager
B BERA AWS Certificate Manager , @fEERALAEMAEERE.
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- MEREEH AWS Certificate Manager
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https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/cloudhsm/latest/userguide/introduction.html
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/introduction.html
https://docs.aws.amazon.com/database-encryption-sdk/latest/devguide/what-is-database-encryption-sdk.html
https://docs.aws.amazon.com/acm/latest/userguide/acm-overview.html
https://docs.aws.amazon.com/privateca/latest/userguide/PcaWelcome.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-parameter-store.html
https://docs.aws.amazon.com/acm/latest/userguide/setup.html
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TLS BFEMIESIEE—E,
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AWS CloudHSM

- FHw®EA AWS CloudHSM

TERIAE PEY, DBRICFBAESE AWS CloudHSM, ERELREF 2% , BREEEEA
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REEE
. WREEHK AWS CloudHSM

REEEMEREE AWS CloudHSM W& EER.

BRRIEE
« AWS CloudHSM Ef&

BMEEEEEI T # AWS CloudHSM EE, EEFENEREIA#H AWS CloudHSM, fEH &
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https://docs.aws.amazon.com/acm/latest/userguide/acm-bestpractices.html
https://aws.amazon.com/certificate-manager/faqs/
https://docs.aws.amazon.com/cloudhsm/latest/userguide/getting-started.html
https://docs.aws.amazon.com/cloudhsm/latest/userguide/best-practices.html
https://aws.amazon.com/cloudhsm/pricing/
https://aws.amazon.com/cloudhsm/faqs/
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AWS Encryption SDK

- FAAMEEA AWS Encryption SDK

T R 30{a AWS Encryption SDK #4# B AWS KMS,

REER
- WHRIEE AWS Encryption SDK

¥ B8 AWS Encryption SDK EBKREE , UEEBEMEMA AWS Encryption SDK KRR EERIHY
EEAt, ETELSEEETURERNZERNNBEENTEM,

RBREE

« AWS Encryption SDK & R 2%

# R AWS Encryption SDK %EF?%“%EEMH& SEE WE RBEMAE AWS Encryption SDK
DIEHINEE, XENEXRHES  UREENREEX.

KRERBESE

AWS Database Encryption SDK

- BEHRE AWS % SDK AP

T RIS EL AWS ERIENZ SDK A AWS KMS,

BRRIEE
RRE AWS BRI EE SDK

TRRIMAIERE AWS BERIENZE SDK , BREENERRFAEZSNTELR,

KRR

AWS KMS

- BIREEA AWS KMS

THRMAEY KMS £ , SFREBNEHBNE SR,
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https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/getting-started.html
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/best-practices.html
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/faq.html
https://docs.aws.amazon.com/database-encryption-sdk/latest/devguide/using-kms.html
https://docs.aws.amazon.com/database-encryption-sdk/latest/devguide/configure.html
https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html

B AWS BRiFRFRY AWS REIEm

. WREEK AWS KMS

TR INZEHFEER AWS KMS,

BRRIEE
- AWS KMS EfE

B AWS Key Management Service (KMS) EEEHE , A 7 #EEFE A B R AWS KMS
TRELMEEF. APIBRNBITSRENESERATIENER.

RREEEH
- AWSKMS ERREE&E

AWS Key Management Service (KMS) E REEEEHREHE REAENFHEMBE AWS KMS |, &
FBHIEE, Rk, IREEK, SREERE  UREHM BS AWS R&.
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AWS FAF CA
- WRESEH AWS #4558 CA
BTGNS ERER AWS A8 CA NEHE.

BRRIEE
- BBEER AWS #48 CA

TR AR NERET A N2 M MR CA.

BRRIEE
- AWS 7.8 CA EE
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https://docs.aws.amazon.com/prescriptive-guidance/latest/encryption-best-practices/kms.html
https://aws.amazon.com/kms/pricing/
https://aws.amazon.com/kms/faqs/
https://docs.aws.amazon.com/privateca/latest/userguide/ca-best-practices.html
https://docs.aws.amazon.com/privateca/latest/userguide/JavaApi-ActivateRootCA.html
https://aws.amazon.com/private-ca/pricing/

B AWS BRiFRFRY AWS REIEm

BREFAQs

AWS Secrets Manager
- FAAMBERA AWS Secrets Manager
T RN 2 31 AWS Secrets Manager ¥,

REER
- WHRIEFET AWS Secrets Manager

THRER KEZENRIEER AWS Secrets Manager,

REEM
« AWS Secrets Manager Ef&

K28 AWS Secrets Manager EEEMH , A THRERZRLFHF. EENENEREZAERMN AP
SWMENZMEEIH R,

REEEBEM
« AWS Secrets Manager & R

B8 AWS Secrets Manager ¥ REE K HE RS E REENFHAZE AWS Secrets
Manager , @iEHIIgE, R£EkE. EEMNESIEE,
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https://aws.amazon.com/private-ca/faqs/
https://docs.aws.amazon.com/secretsmanager/latest/userguide/create_secret.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/best-practices.html
https://aws.amazon.com/secrets-manager/pricing
https://aws.amazon.com/secrets-manager/faqs
https://aws.amazon.com/security/cryptographic-computing/
http://www.youtube.com/@awsdevelopers/search?query=cryptography
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