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f+ ER Amazon DCV Session Manager ?

® Note
Amazon DCV Z%&&i#%A NICE DCV,

Amazon DCV Session Manager R —# AT ZE£NERBESG (REEXFMHPNELE ) NEAERXER
ERETEE (API) , AIEBIRABSNIB L EBEMHIER (ISVs) BEMEBNHREARER | UEBRRHARE
Amazon DCV fal RES#EEF R 22 T FMEE Amazon DCV TERBRHEmiBHE,

AIEF R AWM {EA Session Manager APls REHE Amazon DCV TSR EmiBE . MEMMZE
FEXE Session Manager Broker 1 Agents B E¥#HE A , 552 Amazon DCV Session Manager &
BB,

FERMRAF

BAtRfE A Session Manager APIs 281 , it EZRE & Amazon DCV #l Amazon DCV T {EREER, N
EFMEA |, 72 Amazon DCV EEEIER,

F&E
« Session Manager FiE#EH =,

- Thee

Session Manager KiE/ERH =

T EFER Session Manager i & g 7T

Session Manager HI3E#EH 1


https://docs.aws.amazon.com/dcv/latest/adminguide/what-is-dcv.html
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Customer-managed space Session Manager-managed space DCV-managed

DCV fleet space

Agents | : DCV server

» L »
L Ll
. oA

Broker i1

Client > '1 - ' 3
L | BN

APls : [N

RKE

RN EERITEML B Session Manager APIs Web fAfRES. TEEZWIERE API ER , UEAFE
IHEE Amazon DCV TEMEE , ARBETREERHBNERAS. PN EREXALTELEEEN
Amazon DCV falfRzz 7 N EH L , EXEARMAFinFE , mMEXHeEfHAFR REEX,

REERX
REEXLZEEMETHSME Amazon DCV AR L. AEEXSWIREEXNETR , XES

H# Amazon DCV fAlfREF L#ITIEL IS R, REERX BLFEE Amazon DCV RIREFHAREE |, A A&
EHREFEHFERBRERER,

API
Session Manager /2B —#1 REST EAEXEXEEFTRE (APIs) , AT ARERE Amazon DCV {7

PRESHEEE Y Amazon DCV T/EREER, APIsfEEHE £, YHPNEELH, FAEABUEVF
W APIs BET TIEFEERE B A F i

R Fi%
FF iR 2 B2 F R AL o 2 B 4\ BARY Session Manager APIs B BTiREARRRN A OB, &
REREFER AERREEME T Amazon DCV fAiRES LFEE M TR,

FEUE ST

BEEH API R , E4ARMEFEER . ERATHEMEAFRE APls @R T REFNGRRER
RERFER. EEFRNEFNFHR , AP AP ZARHBRHNBEAER,

Session Manager BViE{ER 2
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AP API

£/ Swagger Codegen £ Session Manager APl E%& YAML EREL A Fix APl., A Fik APl A
REH API &R,

Amazon DCV T {EFER

Amazon DCV IT{EREER =R Amazon DCV falfREFEESN 2 R B A FimERN — BB, BSNEL

£ Amazon DCV falfk2s L& Amazon DCV TEREER , A F T 8E:E#RE Amazon DCV T{ERE
. Amazon DCV AR EFHRANERTERE K MASEIERRBEEENHEEEN —HEET
A, A LAER Session Manager APIs 2RE Amazon DCV T{ER B £ driBH. Amazon DCV
THERSER AT AR TSI E ip — AR RE

« CREATING- F N EEEEE T TEMEER.

« READY- T/EREER B (R iF 1 A FimiELR.

 DELETING- iE7EfMBR THEREER

« DELETED- 2R T{ERSER,

 UNKNOWN- £ ¥ TERE RV ARRE, PN REMRERN TS LB,

Dl

DCV Session Manager 121t T 5l Zh&E :

« £t Amazon DCV I{EMEERE A - BB Z 18 Amazon DCV fRIRES L# 1Tz TEREREEEE

#o

- BEEZ{E Amazon DCV TERERNETIBE - EiB—1E API 55K , %18 Amazon DCV falfREg#+

B9 2518 65 A & 22 3L S M BR =5 18 THERE BR

- XEER - TRV ITEERE , A BFTERE Amazon DCV fRIRSREFHER /B,

- B Z{E Amazon DCV TIEREERMIFTHE - £ A — 18 API BRGNS E TEREERNFERAEFF T,
- RUELERENA - #1E Amazon DCV TEREERM F FimBE/RE .

- XEEZHMREPE - FH LK Session Manager AWS, AP BHZRHN EiwH [ RS,
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Session Manager APl AF§

Amazon DCV Session Manager AP| 2t AR EERKSH TERBRN BEL R HE. BBl APl , B
BASTWLEBERNRIARNEL., JH,. BE. FLEMUEMSRES DCV TERE., EAFHE
Amazon DCV heEB A F BTEAREAMNIERRE. FBRAL APl , BB UABLRRREBCTE
BENEE  UKTZSERETEEHL.

EBRMN Amazon DCV API 28] , B EEMSENFZARBREBLNERER  IRETEFIWME
HER. Amazon DCV API £/ OAuth 2.0 i1TE 2 RFE , At EEEFMEAESEHERMENZE
AER, B EEERE , BRI LBEHRASEREEZE Amazon DCV APl iw% , IRBEEBER,

F&E

- B 1 EEEH API A E iR

- HEB 2 IMENEF % API

- SR 3 EEFNF/AILRE API R

FHER 1 BEEEW AP AR iR

Session Manager APIs %E% YAML $EZRAEZE. APIs 2L OpenAPI3.0 RIEAERE K T
RESTful APIs WiE%, ESEBRME. MEFHMENR , 552 E OpenAPI #i%,

BAILAER YAML R |, MEF—EXENEEELE API AF K. BEEERM , B4 AFEH Swagger
Codegen 3.0 EHRA, MEXZEFSHFMET , 52 H swagger-codegen fEFE.

B4 API AF %

1. 1% Session Manager Broker T~ & Session Manager APl YAML #%®, YAML =7 %l URL
g

https://broker_host_ip:port/dcv-session-manager-api.yaml
2. Z&# Swagger Codegen,

* macOS

$ brew install swagger-codegen

- HitbF¥ &

SB1: ELELHN AP AF R 4


https://swagger.io/specification/
https://github.com/swagger-api/swagger-codegen#overview
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$ git clone https://github.com/swagger-api/swagger-codegen --branch 3.0.0

$ cd swagger-codegen
3. E4% APl AFiR,

* macOS

$ swagger-codegen generate -i /path_to/yaml_file -1 language -o $output_folder

- HitbF A

$ mvn clean package

$ java -jar modules/swagger-codegen-cli/target/swagger-codegen-cli.jar generate -
i /path_to/yaml_file -1 language -o output_folder

HER 2 GRS Fim AP

API FERERAEFMFARBEFENEAER, ELEAEHNRBBRAFTAPNKEZMBEELNAF
i 1D M Fim &5,

EERRMFER , BEEQHRNEETM. A register-api-client A Fis AP,

MBELZERFHENAFREID MAFHRRE , BN AREHNINEEEEEEREL ID NAF RS
5,
S 3 IBERFEALIERH API 553K

HEHEERLRAREFMFHANLSR AR REMAREELR API FR, EXALREEBANR
LB ESRA Amazon DCV API H iy EEPEE AR,

EHEHIR , RS REBM{AFER DescribeSessions APl 1T th R 4E,
Example

B, EARREAMENEE,

SR 2 EMERNAFIR API 5


https://docs.aws.amazon.com/dcv/latest/sm-admin/register-api-client.html
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A&, BMEELSAFL ID (__CLIENT_ID), AFI%%H S (__ CLIENT_SECRET) A2 E URL B9
BE , TREEEES (__PROTOCOL_HOST_PORT),

BE  RMEEIEAS WEBbuild _client_credentials , AELXAF BB AL
o BEEELERAFREAER , EXAXBERAFLE ID MAFREE , YiEHKET R
(client_ID:client_password) 73 F@ , #A1% Baseb64 fRIGEEFH,

import swagger_client

import base64

import requests

import json

from swagger_client.models.describe_sessions_request_data import
DescribeSessionsRequestData

from swagger_client.models.key_value_pair import KeyValuePair

from swagger_client.models.delete_session_request_data import DeleteSessionRequestData
from swagger_client.models.update_session_permissions_request_data import
UpdateSessionPermissionsRequestData

from swagger_client.models.create_session_request_data import CreateSessionRequestData

_ CLIENT_ID = '794b2dbb-bd82-4707-a2f7-f3d9899cb386"
__CLIENT_SECRET = 'MzcxNzJhN2UtYjEzNS@@OMiNjLTg2N2YtMjF1ZmR1ZWNjMDU1"
_ PROTOCOL_HOST_PORT = 'https://<broker-hostname>:8443"'

def build_client_credentials():
client_credentials = '{client_id}:{client_secret}'.format(client_id=__CLIENT_ID,
client_secret=__ CLIENT_SECRET)
return baseb4.b64encode(client_credentials.encode('utf-8')).decode('utf-8')

RERMERAFRBZIAER , RMUUACOPNREBRENFH. Akt , RABEL—ELA VK
#lget_access_token, &4BETE POSTEMI https://Broker_IP:8443/oauth2/token?
grant_type=client_credentials , YRHUEEEHE HHPISEXFEHNWAFHBEAER , %
® AR R application/x-www-form-urlencoded,

def get_access_token():
client_credentials = build_client_credentials()
headers = {

'Authorization': 'Basic {}'.format(client_credentials),
'Content-Type': 'application/x-www-form-urlencoded'
}
endpoint = __PROTOCOL_HOST_PORT + '/oauth2/token?grant_type=client_credentials'

HER 3 RS EIMFHLIEH API ER 6
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print('Calling', endpoint, 'using headers', headers)
res = requests.post(endpoint, headers=headers, verify=True)
if res.status_code != 200:

print('Cannot get access token:', res.text)

return None
access_token = json.loads(res.text)['access_token']
print('Access token is', access_token)
return access_token

B, RMEBELHTERCARE API FTENREY. BEHTERICAFEK AP, BXAEERF
IR E AN RNERE, get_client_configuration REBEEMEREYHE K HbhaEFN
EEN IP ihut MEZEE | URPNHNEENERESRERE , FEFCRPNEEEEERIIZER
. set_request_headers HEBEEIZEAFHEAERNENFZANEREANH,

def get_client_configuration():
configuration = swagger_client.Configuration()
configuration.host = __PROTOCOL_HOST_PORT
configuration.verify_ssl = True
# configuration.ssl_ca_cert = cert_file.pem
return configuration

def set_request_headers(api_client):
access_token = get_access_token()
api_client.set_default_header(header_name='Authorization',
header_value='Bearer {}'.format(access_token))

def get_sessions_api():
api_instance =
swagger_client.SessionsApi(swagger_client.ApiClient(get_client_configuration()))
set_request_headers(api_instance.api_client)
return api_instance

5%, RMEEITI DescribeSessions API WEEHE, MEFMEEA ,
B¥DescribeSessions.

2
s

def describe_sessions(session_ids=None, next_token=None, tags=None, owner=None):
filters = list()
if tags:
for tag in tags:

HER 3 RS EIMFHLIEH API ER 7
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filter_key_value_pair = KeyValuePair(key='tag:' + tag['Key'],
value=tag['Value'])
filters.append(filter_key_value_pair)
if owner:
filter_key_value_pair = KeyValuePair(key='owner', value=owner)
filters.append(filter_key_value_pair)

request = DescribeSessionsRequestData(session_ids=session_ids, filters=filters,
next_token=next_token)

print('Describe Sessions Request:', request)

api_instance = get_sessions_api()

api_response = api_instance.describe_sessions(body=request)

print('Describe Sessions Response', api_response)

def main():
describe_sessions(
session_ids=['SessionId1895', 'SessionIdl1897'],
owner='an owner 1890',
tags=[{'Key': 'ram', 'Value': '4gb'}])

HER 3 MEFMFMHIALREE API FER 8



Amazon DCV Session Manager HEABEE

Session Manager APl 2#&

S2EZRMEEATR AP BifE, XESEMOERANFMAER , RERHERLEACHRKTR
A Session Manager APIl, f£F Session Manager API , ‘2RI LAGKE), ELLMEEEEN TR
HER. EAURLKIEEDCAESIENEARXN ITERE.

ES ]

 CloseServers

* CreateSessions

» DescribeServers

» DescribeSessions

* DeleteSessions

» GetSessionConnectionData

» GetSessionScreenshots

» OpenServers

» UpdateSessionPermissions

CloseServers

BE — = % @ Amazon DCV {@fRES. BRI Amazon DCV fARESRK: , e ZE T EEAMN Amazon DCV
TEREBHRE, SEEECHBANMRMRSE LEYT Amazon DCV IT/ERER., BRAMRSETREEDLIE
A TERREEHNT, BEEREEELEEDEITN TIERK.

i

F

b=
Tt
*b
N

2
2

5
o
N

- EH

—

ARSBH

ServerId

E Rl Bk 2R 1D.

CloseServers 9
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HR . FH

ME 2

Force

SRHIRARAERIE. WREIEE true , MERKRB[EATHINTHEMREER , LS BEMAMAMRSR. THEMEER
SREHT,

B|H . AME

RE &/

ElfESH

RequestId

A RAVME— 1D,

SuccessfullList

BEACKIBARAY Amazon DCV AIFRSBEMNEF . LERERIS TIERCESH

ServerId

2RI BB R R AR 2R 1D

UnsuccessfullList

#ELEARARY Amazon DCV fAfREFMEEEF . LWERGERES TIHENREESH

CloseServerRequestData

RENWRBFRNEFEET. LERNEHEIS TIERCESH

ServerId

£ 5EFRAR Amazon DCV fAlfRES ID,

Force

AR DS

FailureCode

RAWEX,




Amazon DCV Session Manager HEABEE

FailureReason

KRB ERE,

]

Python

T 5 g5 & RARA R 18 Amazon DCV falfRES (serverIdl M serverId2), fAfRE§serverId2F7F
£, WEBKK,

from swagger_client.models import CloseServerRequestData

def get_servers_api():
api_instance =
swagger_client.ServersApi(swagger_client.ApiClient(get_client_configuration()))
set_request_headers(api_instance.api_client)
return api_instance

def close_servers(server_ids):
request = [CloseServerRequestData(server_id=server_id) for server_id in
server_ids]
print('Close Servers Request:',6 request)
api_instance = get_servers_api()
api_response = api_instance.close_servers(body=request)
print('Close Servers Response:', api_response)
open_servers(server_ids)

def main():
close_servers(["serverIdl", "serverId2"])

[E] fE
AT 2 &l
"RequestId": "4d7839b2-a03c-4b34-a40d-06c8b21099%e6",

"SuccessfullList": [

{

I -
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"ServerId": "serverIdl"
}
1,
"Unsuccessfullist": [
{
"OpenServerRequestData": {
"ServerId": "serverId2"
I
"FailureCode": "DCV_SERVER_NOT_FOUND",
"FailureReason": "Dcv server not found."
}
]

CreateSessions

ERIEENFMAEREIIA Amazon DCV TIEREER.

AP| Bk
- BESH
- Ehl

ARBH

Name
TR ER.
SR

PVE .2

Owner

THERBEEENEE, EXERZHEE Amazon DCV ARSE LB EFHENERE,

B P
%E:E

CreateSessions 12
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Type

TEPSERER, MEITEMREERERNFMERN , 828 (Amazon DCV EEE1ER) FHY Amazon
DCV TEBEERE T

AM{E : CONSOLE | VIRTUAL
BE ¥R

ME 2
InitFile

Linux Amazon DCV frliR&8 L HY E #& TEREER X #&. Windows H Linux Amazon DCV fa] iR 88 £ #Y
FEATERETAXEIIIIEE, £ Amazon DCV RS T UAMIBIC TERBRN BETIESER
B, BEREERMEHMNA agent.init_folder REENALESBISEN init B &, MRERERMN
RIEEM init Bk  FEREEEREHE., NRERTEEEW nit B+ |, FEEMEERE, W
EFFMER |, 3528 (Amazon DCV Session Manager B2 Erm) PR ERASHEESR,

BE ¥R
BVE B

MaxConcurrents
1T Amazon DCV AR EE LR,
A - BB

PNE &
DcvGlEnabled

EHERTHERBRREREREAERE OpenGL, EXEERTFREE, Windows Amazon DCV
AR ELBE

BME : true | false
B|R . AMNE
PE B

PermissionsFile

s
¢
8

O] fE R Base64-encoded B, MR EHE , BIFER AR RESTERR{E. MEFMER |
{Amazon DCV EE E15r) HPRIERE Amazon DCV R,

EEETT 13


https://docs.aws.amazon.com/dcv/latest/adminguide/managing-sessions.html
https://docs.aws.amazon.com/dcv/latest/adminguide/managing-sessions.html
https://docs.aws.amazon.com/dcv/latest/sm-admin/agent-file.html
https://docs.aws.amazon.com/dcv/latest/adminguide/security-authorization.html
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HR . FH

PVE B
EnqueueRequest
BHMRFREEVIAEIT , REERFREATI,
¥ AMNE
% : false
PBE R/
AutorunFile

1£ Windows Amazon DCV falfikss E X EF =& TERER , 7 Linux Amazon DCV falfRes F X B E
BT /EREL, Linux Amazon DCV falfkzs LMV E1E A TERERT X E I8,

EEITFBERBTZEIRARSE LERNEE, ERBERMHEMNA agent.autorun_folder
REENEESEEEVEDHTES. IRERVNAEENEBHTEED , FEEETERS
B, IREXZTEEENEBHTEED , FIEETHERE, WEFHER , F28 (Amazon
DCV Session Manager EX2 &81Em) PHERAEHEESR,

EESRXREENHEEENT. EENHEEXEEEEMARS LT BREMWEFT, £ Windows
Amazon DCV fAfRE5 L , EREEHEEEEANTIERERF#IT. £ Linux Amazon DCV A fkaS
Lt EREE I ERRBILEHT,

¥AE . FH
VE B
AutorunFileArguments

Linux Amazon DCV fAliR28 L W E#E TERSER X ¥ . Windows H Linux Amazon DCV fa] iREFHY =
BREIERBTZ B, ETERBRBITH SIS BEFEEZE AutorunFile, 5| BEKBIER
EREH A HRWIEFEE, ALREAHNSIBEEE LRNSESIBEAHNRE LR, MEHEE
A, 5528 (Amazon DCV Session Manager B2 81E8) PPN EBHEEESR,

J|HE . FHEES



https://docs.aws.amazon.com/dcv/latest/sm-admin/agent-file.html
https://docs.aws.amazon.com/dcv/latest/sm-admin/broker-file.html
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DisableRetryOnFailure

{EHTE Amazon DCV E# FREMRRE AR 2R , RETEREBL T ERERFER. MEELIE
PRERERAMENEFMER , 528 (Amazon DCV Session Manager B E15/) PN EEHR
EBER,

HH - HME
JE&% : false

RE &K

Requirements

FIRESEMETENER | FTeERE TERER., EXERTULIEERAREEBEN/IARIEME , [AR
BEEE A [ RSB & =iE B I DescribeServers APl R #EE,

ERGEHTRER :

«al=biR a FTER b BIA true
ca=bWRaFER b, AR true
«a>b MR a KR b, BlA true

« a>=b R a KRHEM b BIA true
- a<b®a /IR bAIA true

« a<=b MR a PAKERN b B A true
ca=bMR a BEFH b, A true

EREMEEET :

- afMbEaMbAtrue, BIA true
- MR a= b Atrue, ## a = b true
- MR a A false#BIF R true

EBXESIBNFENLER tag: , ARBBENFENSER server:, ERREXIZEER ().

FREH
* tag:color = 'pink' and (server:Host.Os.Family = 'windows' or
tag:color := 'red')

"t2' and
server:Host.CpuInfo.NumberOfCpus >= 2"

* "server:Host.Aws.Ec2InstanceType :

FERBEY 15


https://docs.aws.amazon.com/dcv/latest/sm-admin/broker-file.html
https://docs.aws.amazon.com/dcv/latest/sm-admin/broker-file.html
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FMBABER

B AEREBR N EARIEERE , Hlw -

1024E6",

XENARREES

« Id

* Hostname

* Version

* SessionManagerAgentVersion
* Host.0s.BuildNumber

* Host.Os.Family

* Host.0Os.KernelVersion
* Host.Os.Name

* Host.0s.Version

* Host.Memory.TotalBytes
* Host.Memory.UsedBytes
* Host.Swap.TotalBytes

* Host.Swap.UsedBytes

* Host.CpuLoadAverage.OneMinute

"server:Host.Memory.TotalBytes >

* Host.CpuLoadAverage.FiveMinutes

* Host.CpuLoadAverage.FifteenMinutes

* Host.Aws.Ec2Instanceld

* Host.Aws.Ec2InstanceType
* Host.Aws.Region

* Host.Aws.Ec2Imageld

* Host.Cpulnfo.Architecture
* Host.Cpulnfo.ModelName

* Host.CpuInfo.NumberOfCpus

* Host.Cpulnfo.PhysicalCoresPerCpu

Host.Cpulnfo.Vendor

HR . FH
PNE &

%
N
i
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StorageRoot

EEERARRBTEIFERERECERRNER., MFE Amazon DCV TR RAFRNFMEN
B {Amazon DCV EEE®) FHEA TFEEFHEEFE.

s
¥

HR . FH

PVE B

EEZH

Id

T YEFEERAYME— IDo

Name

TEFREERBE T

Owner

TEERBERE.
Type

TR RV,
State

TERSEREVARRE, WIRFBERERIITR , TEREREE A CREATING AREE,
Substate

TR FIREE, MREBERERINTR , Bl FIRESE ASESSION_PLACINGFAREE,

]

Python

s

3}2
THEHEEL =ETERER.
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from swagger_client.models.create_session_request_data import
CreateSessionRequestData

def get_sessions_api():
api_instance =
swagger_client.SessionsApi(swagger_client.ApiClient(get_client_configuration()))
set_request_headers(api_instance.api_client)
return api_instance

def create_sessions(sessions_to_create):
create_sessions_request = list()
for name, owner, session_type, init_file_path, autorun_file,
autorun_file_arguments, max_concurrent_clients,\
dcv_gl_enabled, permissions_file, requirements, storage_root in
sessions_to_create:
a_request = CreateSessionRequestData(
name=name, owner=owner, type=session_type,
init_file_path=init_file_path, autorun_file=autorun_file,
autorun_file_arguments=autorun_file_arguments,
max_concurrent_clients=max_concurrent_clients,
dcv_gl_enabled=dcv_gl_enabled, permissions_file=permissions_file,
requirements=requirements, storage_root=storage_root)
create_sessions_request.append(a_request)

api_instance = get_sessions_api()

print('Create Sessions Request:', create_sessions_request)

api_response = api_instance.create_sessions(body=create_sessions_request)
print('Create Sessions Response:', api_response)

def main():

create_sessions([

('sessionl', 'userl', 'CONSOLE', None, None, None, 1, None, '/dcv/
permissions.file', "tag:os = 'windows' and server:Host.Memory.TotalBytes > 1024", "/
storage/root"),

('session2', 'userl', 'VIRTUAL', None, 'myapp.sh', None, 1, False, None, "tag:os

= 'linux'", None),

('session3', 'userl', 'VIRTUAL', '/dcv/script.sh', 'myapp.sh', ['argumentl',

'argument2'], 1, False, None, "tag:os = 'linux'", None),

D

(=] fE

AT 283458 H
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FMBABER

{

}
1,

"RequestId": "e32d0b83-25f7-41e7-8c8b-e89326ecc87f",
"SuccessfullList": [

"Id": "78b45deb-1163-46b1-879b-7d8fcbe9d9d6",

"Name" :

"Owner":

IlTypell :

"State":

IIIdII: n
"Name" :

"Owner":

"Type":

"State":

IIIdII: n
"Name" :

"Owner":

IlTypell :

"State":

"sessionl",
"userl",

"CONSOLE",
"CREATING"

a0c743c4-9ff7-43ce-b13f-0c4d55a268dd",
"session2",

"userl",
"VIRTUAL",

"CREATING"

10311636-df90-4cdl-bcf7-474e9675b7cd",
"session3",

"userl",
"VIRTUAL",

"CREATING"

"UnsuccessfullList": [

]

DescribeServers

1R — = % {8 Amazon DCV fAIfRES.

F&E
. 345l

DescribeServers



Amazon DCV Session Manager HEABEE

ARBH

Serverlds
EHRH Amazon DCV fAIEREFHY IDs. WIRKRIEE IDs , BlEED B H P EEFTE RRES
A . ZEET

PNE B
NextToken

AREERER T —ENFE/N.
R . FH

PVE B

MaxResults

ERESEREHEENERYME LR, FRALSEE  BRIASEDE-EEHIECHENRS
B LlENextTokenElfEtE, HixE —(EEEEENextTokenBEMGFER , BN EFHIHTERM
FIEREE R,

BEMEE : 1 E 1000
% : 1000

B|AE . BE

RequestId

A RAVHE— 1D,

Servers

Amazon DCV fAfR=3MVEHBEE . LEREB IS THENRBESH -
Id

Amazon DCV falfREs I HE— 1D,
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FMBABER

Ip

Amazon DCV falfR25HY IP ik,

Hostname

Amazon DCV fRIfRESH BB,
Endpoints

Amazon DCV AR IHEMWHBEET. LEREBIESTIHERDESE -

IpAddress

fAIARESIm B HY IP thit,
Porxt

fa] AR 25 i B R B 3R

Protocol

RRSFIHHEFIERANEABE. TRNESE

« HTTP — & WebSocket (TCP) BAHE

- QUIC — i%EEHA QUIC (UDP) BEAHE.
WebUrlPath

Al AR 2T iR BEHY Web URL 3818, EEAR HTTP &

Version

=
bl

Amazon DCV falfREHY iR A,

SessionManagerAgentVersion

1£ Amazon DCV @ fikzs L #1THY Session Manager Agent kR,
Availability

Amazon DCV ARSI AT . TTEENEZIE :
« AVAILABLE — fa] AR 85 o] 56 F 3f 2 fig 4 W B T 1EPR ER o
« UNAVAILABLE — fAlfRes AR K BEEES TEREREN.

UnavailabilityReason

Amazon DCV fAfRESEEZFEANER, WENESZTE -
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« SERVER_FULL — Amazon DCV f{@fRESEZERIAI ST I 1T T/EFSERBIE LR,
« SERVER_CLOSED — Amazon DCV {25 2 &% {F A CloseServer AP,

« UNREACHABLE_AGENT — Session Manager Broker £ %8 Amazon DCV falfRa5 LY
Session Manager Agent &

« UNHEALTHY_DCV_SERVER — Session Manager Agent #&;%E82 Amazon DCV fallRE3E -

« EXISTING_LOGGED_IN_USER — ( PR Windows Amazon DCV fafikzs ) A& B sIEH
RDP & A Amazon DCV fafR&s.

« UNKNOWN — Session Manager Broker f5& ¥ R R o

ConsoleSessionCount

Amazon DCV fAlfREs LA THEREREHE.,

VirtualSessionCount

Amazon DCV fAfRE8 E MV E B TEFREERBE,
Host

#11T Amazon DCV fAfRE§ 2 =M A REFVHERENR. LEREBITETIERDESH
Os

FHARREXERFNERET. LENERBEISTIERDESH
Family

EE£RRRY, TTRENEIE
« windows — FE## [ AR 25 E £ 1T Windows EZ R &,
e linux — E#MIREFEEFIT Linux EEERFK,

Name

EERBRNERE.

Version

EER R RRAS .

KernelVexrsion

( EBR Linux) fEZR BRI B/ OIS,
BuildNumbex

( fZBR Windows) fE£ RN BB R
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Memory

IHARSRCERNHERES. LEMEBESTIERDESH
TotalBytes

FHMAMRR ENBELRRE , M TEREN,
UsedBytes

FH AR L EABNERE My THEBREN,
Swap

FHRARBIVERNEBEA. LERBEBIETIERRESH
TotalBytes

FHMAREE EMNBERBMER KD |, U TEAENL
UsedBytes

FHMARSE LEANTBERAD , MU TEAEN,

Aws

EEARE Amazon EC2 #{T{E# L2178 Amazon DCV fABfkE. AWSKHEEM. E
BEBESTIERCESH

Region

Amazon EC2 #{T{E#8 AWS W &1,
Ec2InstanceType

Amazon EC2 #{T{ERRER,
Ec2Instanceld

Amazon EC2 #1TEEER ID.
Ec2Imageld

Amazon EC2 BR{&H ID,
Cpulnfo

FH MR CPUsHMEBEERA, LLERERIESTIRREESH
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Vendor

FH (A AREFH CPU B,
ModelName

FHMAMRERA CPU RE B,

Architecture

FHMAREEM CPU 248,
NumberOfCpus

F R ARES ECPUs B &,
PhysicalCorePexCpu

18 CPU ¥ CPU ZUEE,
CpuLoadAverage

FTHMAMRI[N CPU BHMEEES . LEREBISTIEREESH

OneMinute

BE 1 2ERENTFE CPU B,

FiveMinutes

B2 5 o EMENFE CPU &,

FifteenMinutes

B 15 DEEREA T CPU & H,
Gpus

EHMAMRR GPUs WHEEF. LERGERISTIERDESH

Vendor

TR AR GPU WIS,
ModelName

FHMAREE GPU WEREZ T,
LoggedInUsers

BRI EAZTHARFZNEAE, LENEBRESTIERDESH
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Usexrname

ERAEAENERERR.
Tags
EREARSFNER. LESERESTIERDES R
Key

BERE®W,

Value

BRE.

]

Python

T 5 EHIEREFFE AR Amazon DCV fAfRES. M EER , LERBEMAERZ R,

from swagger_client.models.describe_servers_request_data import
DescribeServersRequestData

def get_servers_api():
api_instance =
swagger_client.ServersApi(swagger_client.ApiClient(get_client_configuration()))
set_request_headers(api_instance.api_client)
return api_instance

def describe_servers(server_ids=None, next_token=None, max_results=None):
request = DescribeServersRequestData(server_ids=server_ids,
next_token=next_token, max_results=max_results)
print('Describe Servers Request:', request)
api_instance = get_servers_api()
api_response = api_instance.describe_servers(body=request)
print('Describe Servers Response', api_response)

def main():
describe_servers(max_results=2)

[ fE

gl
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AT 28858 H

"RequestId": "request-id-123",
"Servers": [

{

"Id": "ServerIdl23",

Ao IRET O (R W 177 L
"Hostname": '"node@0@1",
"DefaultDnsName": "node001",
"Endpoints": [

{
"IpAddress": "x.x.x.x",
"Port": 8443,
"WebUrlPath": "/",
"Protocol": "HTTP"

}

1,
"Version": "2021.0.10000",

"SessionManagerAgentVersion": "2021.0.300",

"Availability": "UNAVAILABLE",
"UnavailabilityReason": "SERVER_FULL",
"ConsoleSessionCount": 1,
"VirtualSessionCount": 0,

"Host": {
IIOSII: {
"Family": "windows",
"Name": "Windows Server 2016 Datacenter",

"Version": "10.0.14393",
"BuildNumber": "14393"

I

"Memory": {
"TotalBytes": 8795672576,
"UsedBytes": 1743886336

I

"Swap": {
"TotalBytes": 0,
"UsedBytes": 0

I

"Aws": {

"Region": "us-west-2b",
"EC2InstanceType": "t2.large",
"EC2InstanceId": "i-123456789",

"EC2ImageId": "ami-12345678987654321"

gl
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iy

"Cpulnfo": {
"Vendor": "GenuineIntel",
"Architecture": "x86_64",
"NumberOfCpus": 2,
"PhysicalCoresPerCpu": 3

.

"ModelName": "Intel(R) Xeon(R) CPU E5-2676 v3 @ 2.40GHz",

"CpuLoadAverage": {

"OneMinute": 0.04853546,

"FiveMinutes": 0.21060601,
"FifteenMinutes": 0.18792416

},
"Gpus": [1,
"LoggedInUsers": [
{
"Username": "Administrator"
}
]
I
"Tags": [
{
"Key": "color",
"Value": "pink"
},
{
"Key": "dcv:os-family",
"Value": "windows"
},
{
"Key": "size",
"Value": "small"
},
{
"Key": "dcv:max-virtual-sessions",
"Value": "OQ"
}
]
"Id": "server-id-12456897",
"Ip": "1.1.1.145",
"Hostname": "node@02",

"DefaultDnsName": "node@02",

gl
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"Endpoints": [

]I

{
"IpAddress": "x.x.x.x",
"Port": 8443,
"WebUrlPath": "/",
"Protocol": "HTTP"

},

{
"IpAddress": "x.x.x.x",
"Port": 8443,
"Protocol": "QUIC"

}

"Version": "2021.0.10000",
"SessionManagerAgentVersion": "2021.0.0",
"Availability": "AVAILABLE",
"ConsoleSessionCount": 0O,
"VirtualSessionCount": 5,

"Host": {
"0s": {
"Family": "linux",
"Name": "Amazon Linux",
"Version": "2",
"KernelVersion": "4.14.203-156.332.amzn2.x86_64"
},
"Memory": {
"TotalBytes": 32144048128,
"UsedBytes'": 2184925184
},
"Swap": {
"TotalBytes": 0,
"UsedBytes": 0
},
"Aws": {
"Region": "us-west-2a",
"EC2InstanceType": "g3s.xlarge",
"EC2InstanceId": "i-123456789",
"EC2ImageId": "ami-12345678987654321"
},
"Cpulnfo": {

"Vendor": "GenuineIntel",

"ModelName": "Intel(R) Xeon(R) CPU E5-2686 v4 @ 2.30GHz",

"Architecture": "x86_64",
"NumberOfCpus": 4,

gl
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"PhysicalCoresPerCpu": 2
I
"CpuLoadAverage": {
"OneMinute": 2.24,
"FiveMinutes": 0.97,
"FifteenMinutes": 0.74

},
"Gpus": [
{
"Vendor": "NVIDIA Corporation",
"ModelName": "GM204GL [Tesla M60O]"
}
1,
"LoggedInUsers": [
{
"Username" : "user45687"
},
{
"Username" : "user789"
}
]
I
"Tags": [
{
"Key": "size",
"Value": "big"
},
{
"Key": "dcv:os-family",
"Value": "linux"
},
{
"Key": "dcv:max-virtual-sessions",
"Value": "10"
},
{
"Key": "color",
"Value": "blue"
}
]

gl
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DescribeSessions

R — = Z @ Amazon DCV T #ERER,

il

x

3
Kb
4
*

[
o
N
o

- Ef

—

ARBH
Sessionlds
EHR R TIEREE IDs,
¥R . FH

RE &

NextToken

AREIERT —ENFR,

BHR . FH
PNE &/
Filtexs

ZEAEBRNEHMERRG, XENEERETFEEE -
- tag : key - #Eikie THEPEERIVER,

« owner - T/EPEERBER &

HR . FH
NE - F

DescribeSessions
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ol FE 2 8
Id

T YEFEERAYME— IDo

Name

TEEERRN AR,

Owner

TEFREERIVERE.

Server
TERERETAIERREFNMEEET. LEREBEIETIEREESE -
Ip
Amazon DCV fRIfRE5 =AY IP Hhit,

Hostname

Amazon DCV fRlfRE5 EHM T BT,
Port

Amazon DCV fAfRE5EE Amazon DCV A F i@ E I8,
Endpoints

Amazon DCV fAfR=3 RSB EN. LEREBIESTIERDESE -

IpAddress

fAIARESim BEHY IP thiit,
Port

{7l AR B85 Ui BBV E 1R
Protocol
AR IEHAERANEABE. ATENESE :
« HTTP — i%EifEF WebSocket (TCP) BIAHE

ElfES#
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- QUIC — i%EfEH QUIC (UDP) BEAHE.
WebUrlPath

fAPRER IR HY Web URL B81E. EEAR HTTP BABE,
Tags

EREARIFNER. LEMNERISTIERCDESH
Key

Value

BRE.

Type

TEFEERAVEREL,

State

TERSERR B AR AE, FIRE(EA -

« CREATING - M EEEEEL THMKER.

« READY - TYEREER B B lntr 2 A FimiE LR,
« DELETING - IEfEMIBR THEF& ER o
 DELETED - E MR TERSER .

« UNKNOWN - #ESLZ ¥ TERSERAVARRE, RN EENNREREN TeeE L E~N.

Substate

TEREERRY B Bl FiRRE, AIREER :

« SESSION_PLACING - T/EPEER EEESHMEE T HM DCV fa@fRas L.
« PENDING_PREPARATION - T#ERERECEVBEEFER ; EEE DCV AR,

CreationTime

T e ERER M KY B BRI B

ElfES#
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LastDisconnectionTime

IR A P e B E AR Y B AR

NumOfConnections

R AFIRERNBE.
StorageRoot

EEEZARNRBEIERRCENRNEE, WFE Amazon DCV TR FRAVFAEN |
B (Amazon DCV EEE#r) FHREA TFEEFHFE.

"
r

HR . FH
PVE B

gl

Python

HR

THIEGISRAR BEHBuserl BEE S B THEMEERos=windows,

from swagger_client.models.describe_sessions_request_data import
DescribeSessionsRequestData
from swagger_client.models.key_value_pair import KeyValuePair

def get_sessions_api():
api_instance =
swagger_client.SessionsApi(swagger_client.ApiClient(get_client_configuration()))
set_request_headers(api_instance.api_client)
return api_instance

def describe_sessions(session_ids=None, next_token=None, tags=None, owner=None):
filters = list()
if tags:
for tag in tags:
filter_key_value_pair = KeyValuePair(key='tag:' + tag['Key'l],
value=tag['Value'])
filters.append(filter_key_value_pair)
if owner:
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filter_key_value_pair = KeyValuePair(key='owner', value=owner)
filters.append(filter_key_value_pair)

request = DescribeSessionsRequestData(session_ids=session_ids, filters=filters,
next_token=next_token)

print('Describe Sessions Request:', request)

api_instance = get_sessions_api()

api_response = api_instance.describe_sessions(body=request)

print('Describe Sessions Response', api_response)

def main():
describe_sessions(
owner="userl',
tags=[{'Key': 'os', 'Value': 'windows'}])

[E] fE
AT 2 &l
{
"Sessions": [
{

"Id": "SessionId1897",
"Name": "a session name",
"Owner": "an owner 1890",

"Server": {
"Ip": "1.1.1.123",
"Hostname": "server hostname",
"Port": "1222",
"Endpoints": [

{
"IpAddress": "x.x.x.x",
"Port": 8443,
"WebUrlPath": "/",
"Protocol": "HTTP"

},

{
"IpAddress": "x.x.x.x",
"Port": 9443,
"WebUrlPath": "/",
"Protocol": "HTTP"

},

{

"IpAddress": "x.x.x.x",
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"Port": 8443,
"WebUrlPath": "",
"Protocol": "QUIC"
}
1,
"Tags": [
{
"Key": "os",
"Value": "windows"
I
{
"Key": "ram",
"Value": "4gb"
}
]

I

"Type": "VIRTUAL",

"State": "READY",

"CreationTime": "2020-10-06T10:15:31.633Z7",
"LastDisconnectionTime": "2020-10-06T10:15:31
"NumOfConnections": 2,

"StorageRoot" : "/storage/root"

"Id": "SessionId1895",
"Name": "a session name",
"Owner": "an owner 1890",
"Server": {
"Ip": "1.1.1.123",
"Hostname": "server hostname",
"Port": "1222",
"Endpoints": [

{
"IpAddress": "x.x.x.x",
"Port": 8443,
"WebUrlPath": "/",
"Protocol": "HTTP"

I

{
"IpAddress": "x.x.x.x",
"Port": 9443,
"WebUrlPath": "/",
"Protocol": "HTTP"

I

.6337",

gl
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{
"IpAddress": "x.x.x.x",
"Port": 8443,
"WebUrlPath": "",
"Protocol": "QUIC"
}
1,
"Tags": [
{
"Key": "os",
"Value": "windows"
I
{
"Key": "ram",
"Value": "4gb"
}
]

1,
"Type": "VIRTUAL",
"State": "DELETING",

"CreationTime": "2020-10-06T10:15:31.633Z7",
"LastDisconnectionTime": "2020-10-06T10:15:31.633Z2",

"NumOfConnections": 2,

"StorageRoot" : "/storage/root"

DeleteSessions

fBRIEEHY Amazon DCV TEFEER , WA H L MR EMNRIFBER.

£

© BREH
- BESH
3 1]

DeleteSessions
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RS

SessionId

EMIBRE TEREER 1D,

R . FH
ME 2
Owner
EMBR e TERERNEEE,
BHR . FH
MWE 2
Forxce

RFTRENVRIBERTERE , WEHSER Amazon DCV fARSEMER. EFBIRREPNKE
FYIREN B BRIB B TR R, B2 , 205 Amazon DCV fRARZREFL , B THEEERMEF N
B FREM , FAEALERER PN KRB IRI A BRR TR,

et , WRITERBNEAEAPME , AlghaRERXEHMRE.
BME : true| false

B mME

SessionId

TEREEREY ID
State

REETFEEERNMERESISEE, BiLTHERRNEIRE MRFERBITHR , THEEE
SHEIRA DELETING ARAE, TRERER S AR S ReMIBR T/EMEER. MIBRE KBS ERA
DELETING DELETED,
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FailureReason

RAEESEEMRELTHARREISEE, BHEEMERITFERENERER.

gl

Python

HR

T 5| &5 50 = M BR P B TVEPSER - B8 Fri#A ID SessionId123My TEMERuserl , AR BH PR
£ ID SessionIdabchy TR user99,

from swagger_client.models.delete_session_request_data import
DeleteSessionRequestData

def get_sessions_api():
api_instance =
swagger_client.SessionsApi(swagger_client.ApiClient(get_client_configuration()))
set_request_headers(api_instance.api_client)
return api_instance

def delete_sessions(sessions_to_delete, force=False):
delete_sessions_request = list()
for session_id, owner in sessions_to_delete:
a_request = DeleteSessionRequestData(session_id=session_id, owner=owner,
force=force)
delete_sessions_request.append(a_request)

print('Delete Sessions Request:', delete_sessions_request)

api_instance = get_sessions_api()

api_response = api_instance.delete_sessions(body=delete_sessions_request)
print('Delete Sessions Response', api_response)

def main():
delete_sessions([('SessionIdl123', 'an owner userl'), ('SessionIdabc’',
'user99')])

[ fE

LT R&EHEE., SessionIdl123 BZHMIBER , M SessionIdabcfEEMBR,
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{
"RequestId": "10311636-df90-4cdl-bcf7-474e9675b7cd",
"Successfullist": [
{
"SessionId": "SessionIdl123",
"State": "DELETING"
}
1,
"Unsuccessfullist": [
{
"SessionId": "SessionIdabc",
"FailureReason": "The requested dcvSession does not exist"
}
]
}

GetSessionConnectionData

BB EE A £ BRI E Amazon DOV THBEBIERET.
T

. BREY

. RS

- HEH

- g5

ARBH

Sessionld
BRILEIRE TN TR 1D,
|E . FE

ME 2

User

ERfERETNERERR.
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HR . FH

PVE 2

EIEZH

Id

T YEFEERAYME— IDo

Name

TEFEERIE T,

Owner

TEFEERIVBERE.

Server

THEBEATERARRFNEEET. LENERESTIEREESH

Ip

Amazon DCV fR]fR25 EHEHY IP ot

Hostname

Amazon DCV fRI &5 EHEM BB,

Port

Amazon DCV fAIfRE8EE Amazon DCV B FiRiBAREEIE,

Endpoints

Amazon DCV fAfRESmHMHEENA. LERNEBEZETHEMRBESH -

IpAddress

R PR3 U BHAY IP Hbiit,

Port

1a] AR 25 v R6 BB R

ElfES#
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Protocol

ARG RFTEANBABE. TR EIRE

« HTTP — i%EifEF WebSocket (TCP) BIAHE

- QUIC — WwEfEA QUIC (UDP) BEAHE
WebUrlPath

A PR 2T IR 26 AY Web URL (&8, EEBAR HTTP B
WebUrlPath

%II
5
Hl

Amazon DCV Al fR 251 BB RAVEE &K,
Tags

EReARFNER. LENERESTIERCDESH
Key

Value

BRE.

Type
TEREERRVERL,

State

TERSERR B BIikEE, TJREEA -

« CREATING - M EEBEEEL THMKER.

« READY - TFPEER E £ B 1% 32 A FiRiER,

« DELETING - IEfEMIBR THEFE ER o

 DELETED - E MR TEREER .

« UNKNOWN - S B TSR EE, RN REMNKEBREX ATREEEBEA

CreationTime

TR ERER M KY B BRI B
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LastDisconnectionTime

LR P im e EEAREY B B

NumOfConnections

£/ & B THEREER Y I 1T IE AR B

ConnectionToken

ARERETFEERN S 2BEFN.

Hib &R
Rk API ERBHIE A T LAESEE Amazon DCV A Fiw , LUEEZE Amazon DCV I{EREER.

MR R Amazon DCV Web B Fir , B L2 B Al £ 2B P MM URL, URL AIAEANT :

https://{Ip}:{Port}{WebUriPath}?authToken={ConnectionToken}#{SessionId}.

R E Amazon DCV BAX A Fis , BRI LAMERAdcv: //EBIEAREE URL, Z% Amazon DCV R4
AFimE  CERRKEMEAS , #A dcv:// URLSHEEER ., URL BT :

dev://{Ip}:{Port}{WebUrlPath}?authToken={ConnectionToken}#{SessionId}.

(@ Note

MREFERANR Amazon EC2 , IP bt FEA N B, MREBWHEEERERSFHE Amazon
DCV £# | B ERMEMUE , MA =2 SessionConnectionData API 2B Ay 3t

]

Python

3

sk
THEHFSEEFERAERES Buserl THERE ID A 2FEHAENEHFEHAsessionIdl2345,

Hitp&EHA
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def get_session_connection_api():
api_instance =
swagger_client.GetSessionConnectionDataApi(swagger_client.ApiClient(get_client_configuratic
set_request_headers(api_instance.api_client)
return api_instance

def get_url_to_connect(api_response):
ip_address = api_response.session.server.ip
port = api_response.session.server.port
web_url_path = api_response.session.server.web_url_path
connection_token = api_response.connection_token
session_id = api_response.session.id
url = f'https://{ip_address}:{port}{web_url_path}?
authToken={connection_token}#{session_id}"
return url

def get_session_connection_data(session_id, user):
api_response =
get_session_connection_api().get_session_connection_data(session_id=session_id,
user=user)
url_to_connect = get_url_to_connect(api_response)
print('Get Session Connection Data Response:', api_response)
print('URL to connect: ', url_to_connect)

def main():

get_session_connection_data('sessionId12345', 'userl')

[l fE
LT R&EH&@E,

"Session": {

"Id": "sessionIdl2345",

"Name": "a session name",

"Owner": "an owner 1890",

"Server": {
"Ip": "1.1.1.123",
"Hostname": "server hostname",
"Port": "1222",
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}I

"endpoints": [

"LastDisconnectionTime":
"NumOfConnections": 2

{
"port": 8443,
"web_url_path": "/",
"protocol": "HTTP"
.
{
"port": 9443,
"web_url_path": "/",
"protocol": "HTTP"
},
{
"port": 8443,
"web_url_path": "",
"protocol": "QUIC"
}
1,
"WebUrlPath": "/path",
"Tags": [
{
"Key": "os",
"Value": "windows"
},
{
"Key": "ram",
"Value": "4gb"
}
]
"Type": "VIRTUAL",
"State": "UNKNOWN",
"CreationTime":

"ConnectionToken":

"EXAMPLEiOiJmOWM1YTRhZi1jZmUOLTQOZFEtYjZ10C04ZjYOYjMAZTE2ZDkilLCJ0eXAi01IKV1QiLCIhbGci0iJSUzZ
tngikXevUxhhJvm3BPJYRsONPE4GCIRTc13EXAMPLEIXNEPPh5IMcVmMROfULWKPNry4ypPTp3rsZ7YWjCTSTs1GoN3R_
Kqtpd5GH@D-E8FwsedV-
Q2bRQ4y9y1q@MgFU4QjaSMypUuYRQYjkCaoainjmEZew4A33fG4OWATrBvoivBiNWdNpytHX2CDOuk_k@k_DWeZjMvvS

h_GaMgHmltqBIA4jdPD7i0CmC2e7413KFy-

EQ4Ej1cM7RjLwhFuWpKWAVIxogJjYpfokKaPo4Kxv1jIIPYhkscklINQpe2W5rnlxCq7sC7ptcGwl7DUobP7egRvOH37

"2020-10-06T10:15:31.63372",
"2020-10-06T10:15:31.633Z",

hK1G4G8erHv19HITTRI_c884fNrTCC8DvCO62e4KYdLKkAhhImboN9CAGIGFyd2c1AY_CzzvDLOEXAMLE"

gl
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}

GetSessionScreenshots

E8 —= %@ Amazon DCV T/ERE R BEHEEVEE,

£ EEHBEE |, F57E Session Manager Broker #A8€ F 5% 7E session-screenshot-format £
8, 5528 (Amazon DCV Session Manager B2 83E8) P HNEBHEEESR,

KIEEGetSessionScreenshotsiERH MaxWidths MaxHeight 2868 | & A Session
Manager Broker #HRERE R P EXEM session-screenshot-max-width#l session-
screenshot-max-height{f, HEBSINELSBH , 5728 (Amazon DCV Session Manager &
EiEmE) PPN EEERERESR,

HERHENEEENEN LREERNER TERERBNE, MR MaxWidthM MaxHeight 28EE
ABREBNER TERBRBTNE  IEENEFENEESERNER TEREREN.

@ Note

EEREFEMERAEUELE , EF2H (Amazon DCV ERFRAEEEIER) FH Web A
FinflrEfE R, EEM A Session Manager CLI {SBELE(E |, 552F (Amazon DCV CLI ¥
BIget-session-screenshots) #H

C b
W
%
@
*

Io]
=
W
2

ERBY
Sessionld

ERTIESEEMENETRN Amazon DCV ITEMRE ID,

HH . FH
MHE 2
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MaxWidth

THERBREFHNEENGEARE , UGEREN, MRKEE , AIEEMR Session Manager
Broker fHEEHIN{E, MRREM  EXERAR 0 WEF,

A B
BE B
MaxHeight

THIERETHENEANRASE , MEEREN. WRXKRIEE , BAIEEA Session Manager
Broker #HEEFFHIE., MREM K EXERKAR 0 WEF,

B B

RequestId

A RAVHE— 1D,

SuccessfullList

AR EFHENERNENAN. LENEBISTIERDESH

SessionScreenshot

ERENERNERER. LERBEBIETIERDESE

SessionId

HENEBEREENVEER Amazon DCV ITEREER ID,

Images

RENHEEEF. LERGERESTIERDESH

Format

EBIEN, TEEWESRE : jpeg M png.
Data

BEFEEME R base64 fmIBIET .
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CreationTime

W B EEEEAY B MR,

Primary

EHAEHNEEmESB N Amazon DCV T/EREN T EHE .

UnsuccessfullList

FRANEFENERNENA. LENEBETSTIERQESH

GetSesionScreenshotRequestData

KRB RIEFE R

SessionId

ERPHEHREERHEEZETEN Amazon DCV ITERER ID,

FailureReason

REWER.

GetSessionScreenshotRequestData

R RIEAER,

]

Python

HR

THEHSREMETERER (sessionIdl Ml sessionId2) MESEEHIER , 2

#2800 , RABEREAR 600, TEMEEsessionId2FF#E , WEHKK,

from swagger_client.models.describe_servers_request_data import
GetSessionScreenshotRequestData

def get_sessions_api():
api_instance =

L

IR ARRERE

swagger_client.ServersApi(swagger_client.ApiClient(get_client_configuration()))

set_request_headers(api_instance.api_client)

gl
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def

return api_instance

get_session_screenshots(session_ids, max_width=None, max_height=None):
request = [GetSessionScreenshotRequestData(session_id=session_id,

max_width=max_width, max_height=max_height) for session_id in session_ids]

def

print('Get Session Screenshots Request:', request)

api_instance = get_sessions_api()

api_response = api_instance.get_session_screenshots(body=request)
print('Get Session Screenshots Response:', api_response)

main():
get_session_screenshots(["sessionIdl", "sessionId2"]), 800, 600)

5] fE
LAUR & FlEm .
{
"RequestId": "542735ef-f6ab-47d8-90e5-23df31d8d166",
"SuccessfullList": [
{
"SessionScreenshot": {
"SessionId": "sessionIdl",
"Images": [
{
"Format": "png",
"Data": "iVBORw@OKGgoAAAANSUhEUgAAAEXAMPLE",
"CreationTime": "2021-03-30T15:47:06.8227",
"Primary": true
}
]
}
}
1,
"Unsuccessfullist": [
{
"GetSessionScreenshotRequestData": {
"SessionId": "sessionId2"
b
"FailureReason": "Dcv session not found."
}
]
}

gl
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OpenServers

B — = Z @ Amazon DCV falfREs. EHE LSRRIV REERE BB , F 821 Amazon DCV fd
BREs E# 3 Amazon DCV IL{EBEER. Amazon DCV {alfREFBEREE , B LA EMRREF L2 Amazon
DCV I {EMSER,

ES]

RSB H
Serverld
ERRMA RARES 1D,

HA . FH

RequestId

EHEESREI‘J“E_ IDo

Successfullist

EREERIIBERA Amazon DCV fAIRESHNEH. HERERBIESTIEREESE -

ServerId

2 B 20 B R Rl AR 2§ 1D,

UnsuccessfullList

LB Amazon DCV fRIRESMHEEAEH . WERERBIETIERDESE -

OpenServerRequestData

KU FRBROEEER. LERERESTIERCESH
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ServerId

LB RNAY Amazon DCV fAIBRES ID.

FailureCode

REWEXR.

FailureReason

REWERER.

gl

Python

T A EE R E Amazon DCV falfR&F (serverIdl M serverId2).

from swagger_client.models import OpenServerRequestData

def get_servers_api():
api_instance =
swagger_client.ServersApi(swagger_client.ApiClient(get_client_configuration()))
set_request_headers(api_instance.api_client)
return api_instance

def open_servers(server_ids):
request = [OpenServerRequestData(server_id=server_id) for server_id in
server_ids]
print('Open Servers Request:', request)
api_instance = get_servers_api()
api_response = api_instance.open_servers(body=request)
print('Open Servers Response:',6 api_response)

def main():
open_servers(["serverIdl", "serverId2"])

[ f&
LT REH@mE,
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{
"RequestId": "1e64830f-0a27-41bf-8147-0f3411791b64",
"Successfullist": [
{
"ServerId": "serverIdl"
}
1,
"UnsuccessfullList": [
{
"OpenServerRequestData": {
"ServerId": "serverId2"
1,
"FailureCode": "DCV_SERVER_NOT_FOUND",
"FailureReason": "Dcv server not found."
}
]
}

UpdateSessionPermissions

B4 E Amazon DCV ITERERMERAEEF T,

- gifl

ERBY
Sessionld

BT TEBER ID,

HR . 7R
MHE 2
Owner
ESFITN IT/ERERIEEE,
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HR . FH

ME 2
PermissionFile

EFH 2 EM Baseb4-encodedAB ., MEFMEN , 552E (Amazon DCV EEEIERE)
R ERE Amazon DCV #E#,

HR . FH
PHE 2

B2

SessionIld

T YEFEERAY IDo

LR
Python

THEHERTEMREE ID A B TFERRENDVFTF TSessionId1897,

from swagger_client.models.update_session_permissions_request_data import
UpdateSessionPermissionsRequestData

def get_session_permissions_api():

api_instance =
swagger_client.SessionPermissionsApi(swagger_client.ApiClient(get_client_configuration()))

set_request_headers(api_instance.api_client)

return api_instancedef
update_session_permissions(session_permissions_to_update):

update_session_permissions_request = list()

for session_id, owner, permissions_base64_encoded in
session_permissions_to_update:

a_request = UpdateSessionPermissionsRequestData(
session_id=session_id, owner=owner,

permissions_file=permissions_base64_encoded)
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update_session_permissions_request.append(a_request)
print('Update Session Permissions Request:', update_session_permissions_request)
api_instance = get_session_permissions_api()
api_response
api_instance.update_session_permissions(body=update_session_permissions_request)
print('Update Session Permissions Response:', api_response)

def main():
update_session_permissions([('SessionId1897', 'an owner 1890°',
'file_base64_encoded')])

=1 FE
LT REH@E,

'request_id': 'd68ebf66-4022-42b5-ba65-99f89b18c341"',
'successful_list': [
{I

session_id': 'SessionIdl1897'

1,

'unsuccessful_list': []
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Amazon DCV Session Manager B Ax A& 53 F 344 B 5 52 %

LB ERH Amazon DCV Session Manager B9 kR 25 5% 8 S48 52 50 8%

*RE
» Amazon DCV Session Manager MR A& {5t
. XHEEiLH

Amazon DCV Session Manager M 2~ {5t

AREFRH Amazon DCV Session Manager EEE#. REMRAMIBRISIERNBIE, FrEEHT SR
THHETES. RMEREERXHY , MIEESREXARERMANEREE,
£

« 2025.0-544 — 2026 £ 2 A 2 H
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« 2025.0-539 — 2025 % 10 B 22 H

+ 2024.0-531 — 2025 ¥ 6 A 17 H

+ 2024.0-504 — 2025 £ 3 A 31 H

« 2024.0-493 —2025 1 A 15 H

« 2024.0-457 —2024 £ 10 A1 H

+ 2023.1-17652 —2024 £ 8 A 1 H

+ 2023.1-16388 — 2024 £ 6 A 26 H

+ 20231 —2023 F 11 A9 H

+ 2023.0-15065 — 2023 £ 5 A 4 H

« 2023.0-14852 — 2023 £ 3 A 28 H

« 2022.2-13907 — 2022 £ 11 A 11 H

« 2022.1-13067 — 2022 £ 6 A 29 H

+ 2022.0-11952 — 2022 £ 2 A 23 H
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BERR S FEEERMEIE

- RNEE : 544 o FTIBTH P ERIMpreferred_network_interface  #HREZS
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« CLI: 159

2025.0-544 — 2025 £ 12 A 23 H

BEiRR BEEEIRESIE

. RNEE : 544 « 180 WebSocket FAE K/NBREI , LLEER macOS F# E Y& B HEEL K
. RERERX : 893 o

« CLI: 159 * % Windows EERIZEEH A Visual Studio 2022,

2025.0-539 — 2025 £ 11 A 12 H

BEmR P FEREREE

. NEE : 539 + # macOS REEXEHE A& NICE BB E#H S A Amazon,
- REERX . 888
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BEiRR PEHEERIEE
« CLI: 159

2025.0-539 — 2025 £ 10 A 22 H

BER BEEERMEE

- HTEEE . 539 * % enable_query_logged_in_users fARES BT ERERENBRER
. REEX - 886 BB E Windows Rt LR &M EREEHT A,

.« CLI: 159 - # PowerShell a8 S EUX & R4 Windows APIs (WMI Hl Windows & #%

&) , SEHIREE AR E RN AT,

+ {&1F Windows Amazon EC2 #1T{E# L/ DNS ZB#Ef , FE=RE
UUID BU{E581 & Br B | ShZE Amazon EC2 {HRINREE AWS &R
PR

« BRSMRA EFE 2025 Fo

2024.0-531 — 2025 £ 6 A 17 H

BERE S FHEEREIE

« HNEE : 531 s FBEIBHARIBR BRI AL,

- REELR : 852 + # NICE DCV E#F &4 Amazon DCV,
« CLI: 154 - SRERISIE,
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BEmR BEREREE

« PTKE : 504 - Y AL2023 IR IE,
- REREX : 817 - SRERISERMEENE.
- CLI: 154
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2024.0-493 — 2025 F 1 A 15 H

BERE BEEEEIREIE

« FNHEE : 493 . BB EEGetSessionScreenshot R , WiEEREHNETHN
- REREX : 801 EABENEE.
« CLI: 152 s FESEEPNEESHEBER | EERXRAEMEREELELR Amazon DCV

A AR=R L THERERNY R,

« BEREBFHNEBHEEERPH seconds-before-deleting-
unreachable-dcv-server S REE,

- SERRISIEERMBENE,

2024.0-457 — 2024 £10 A 1 H

BERmR PEEERIEE

- RNEE : 457 - # NICE DCV E#ftn & & Amazon DCV,
- REREX : 748 o ¥TIEE Ubuntu 24.04 WX IE,
« CLI: 140

2023.1-17652 — 2024 8 A 1 H

BERR P EEEREE

- FNEE : 426 - SRERISIEERMBENE,
- REREN : 748
« CLI: 140
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B BRI PEEERIEE

- FNKRE : 417 - BEEHERERLERA TB M3k GB KRR,
- REREN : 748 « SRR ME EEEMAECUE,
« CLI: 140

20231 —2023 %11 A9 H

BERR P EEERIEE

- FNKE : 410 SRS EEMAEE
- REREX : 732
« CLI: 140

2023.0-15065 — 2023 £5 A 4 H

BEm SFHEEREE

- RNHEE : 392 .« FI8¥ ARM F & £ Red Hat Enterprise Linux 9, Rocky Linux 9 I
. REER - 675 CentOS Stream 9 HI X &,
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BEwmR P EEERIEE
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BERR ¥ TheE
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« CLI: 92
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- RNEE : 288 « {EIEAE Windows #BM B A E B BREE,
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BEm #IThEE

- T  Amazon DCV Session Manager 1
B : 254 REBSHRE (CL) X&, BALE

. RER CLI FE M MEE Amazon DCV IT{E
= - 413 BEER , MA 2 APls,

37 * Amazon DCV Session Manager # i}
RNREEREA M. RTRETA
#, REEXTUENBERENRE
L REARIBFMREEN , WHERE
ERER,

e CLI:

« REMSNERIRAE (I AR AR B

SHREFEERMRE Windows TERERERE,

P FERIERIEIE
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BERmR #Re

- RNE « Amazon DCV Session Manager #7118

PFRIERIEIE

B 214 THEA Linux EBEBHITERNBA HYEE.
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ssions-queue-max-size . session-screenshot-
format#l create-sessions-queue-max-time-secon
ds o

REREXSE : max_virtual_sessions ., agent.aut

orun_folder # max_concurrent_sessions_per

_user o

RIEBENZE : agent.autorun_folder max_virtu

al_sessions ., # max_concurrent_sessions_per

_user o

2021.1-10557 — 2021 %5 A 31 H

61


https://docs.aws.amazon.com/dcv/latest/sm-dev/CreateSessions.html
https://docs.aws.amazon.com/dcv/latest/sm-dev/OpenServers.html
https://docs.aws.amazon.com/dcv/latest/sm-dev/CloseServers.html
https://docs.aws.amazon.com/dcv/latest/sm-dev/DescribeServers.html
https://docs.aws.amazon.com/dcv/latest/sm-dev/GetSessionScreenshots.html
https://docs.aws.amazon.com/dcv/latest/sm-admin/broker-file.html
https://docs.aws.amazon.com/dcv/latest/sm-admin/agent-file.html
https://docs.aws.amazon.com/dcv/latest/sm-admin/agent-file.html

Amazon DCV Session Manager

FMBABER

BERmR PEERIERIEIE

RIBIENZE : agent.autorun_folder max_virtu
al_sessions . # max_concurrent_sessions_per
_user .

2020.2-9662 — 2020 £ 12 A 4 H

BERE B EEEIREIE
- RNEE 114 - BMEET BEELEN TLS RREEFNREBREA ELBBHEE,

- REEX : 211

2020.2-9508 — 2020 £ 11 A 11 H

BERE B EEEREE
. FNHEE 78 « Amazon DCV Session Manager #1388,

- RERE : 183
SR 5B A4 8%
TRRALLARA Amazon DCV Session Manager B X #

8F ik Date

Amazon Amazon DCV Session Manager 2E# 2026 £2 A 2 H

DCV £ Amazon DCV 2025.0-544, &5
2025.0-54 B , 552[92025.0-544 — 2026 F 2
4 hR H2H,

Amazon Amazon DCV Session Manager EE#1 2025 F 12 A 23 H
DCV A Amazon DCV 2025.0-544, MNZESF

2020.2-9662 — 2020 £ 12 A 4 H

62


https://docs.aws.amazon.com/dcv/latest/sm-admin/agent-file.html

Amazon DCV Session Manager

FMBABER

gE
2025.0-54
4 fR

Amazon
DCV
2025.0-53
9 hix

Amazon
DCV
2025.0-53
9 hix

Amazon
DCV
2024.0-53
1 kiR

Amazon
DCV
2024.0-50
4 hix

Amazon
DCV
2024.0-49
3 "R

Amazon
DCV
2024.0-45
7 iR

Amazon
DCV
2023.1-17
652 hx

iR
&,
H23 H EI

2/52025.0-544 — 2025 F 12

Amazon DCV Session Manager EE#
% Amazon DCV 2025.0-539, fNZEF¥4H
B, 552002025.0-539 — 2025 F 11
A 12 B,

Amazon DCV Session Manager & E #t
A Amazon DCV 2025.0-539, HNZEFF
B , $52/92025.0-539 — 2025 £F 10
A 22 H,

Amazon DCV Session Manager & E #t
A Amazon DCV 2024.0-531, fNZEFE4H
B , 52/82024.0-531 — 2025 £ 6
A 17 B,

Amazon DCV Session Manager & E #T
Z Amazon DCV 2024.0-504, NZEFE4H
B , $52/2024.0-504 — 2025 £F 3
A 31 Ho

Amazon DCV Session Manager & E 3t
A Amazon DCV 2024.0-493, #EFHH
B , 52002024.0-493 — 2025 F 1
A15H,

Amazon DCV Session Manager & E 3t
% Amazon DCV 2024.0-457, WNZEEE4A
BE , §5282024.0-457 — 2024 F 10
A1 H,

Amazon DCV Session Manager & E 3t
Amazon DCV 2023.1-17652, T4
B , 52/2023.1-17652 — 2024 F
8 A1H,

Date

2025 F 11 A 12 H

2025 10 A 22 H

20256 A 17 H

2025 £ 3 A 31 H

2025 1 A 15H

2024 9 A 30 H

2024 8 A1H

MR S AR 8%
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Amazon
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iR

Amazon DCV Session Manager EE#
Amazon DCV 2023.1-16388, T4
B , 582:0H2023.1-16388 — 2024 F
6 H 26 H,

Amazon DCV Session Manager EE#
Z Amazon DCV 2023.1, MEFHMAE
A, E2E02023.1 — 2023 F 11 A 9
Ho

Amazon DCV Session Manager & E #1
Z Amazon DCV 2023.0, MEFEMAE
# , @2 2023.0-14852 — 2023 £ 3
A 28 B,

Amazon DCV Session Manager & E #t
Z Amazon DCV 2022.2, MEFHE
A, F2R82022.2-13907 — 2022 F 11

H 11 H,

Amazon DCV Session Manager & E #T
Z Amazon DCV 2022.1, MEFMHE
A, F202022.1-13067 — 2022 F 6
H 29 H,

Amazon DCV Session Manager & E 3T
Z Amazon DCV 2022.0, MFEFME
A, 5520892022.0-11952 — 2022 £F 2
A 23 Ho

Amazon DCV Session Manager & E 3t
Z Amazon DCV 2021.3, MEFMAE
A, 552[92021.3-11591 — 2021 £ 12

H 20 H,

Date

2024 6 A 26 H

2023 11 A9 H

2023 £ 3 A 28 H

2022 F11 A 11 H

2022 6 A 29 H

2022 £2 A 23 H

2021 £12 A 20 H

MR S AR 8%
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Amazon DCV Session Manager EE#
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A 1H,

Amazon DCV Session Manager EE#
Z Amazon DCV 2021.1, WMEFAE
;A , FE2892021.1-10557 — 2021 £ 5
A 31 B,

Amazon DCV Session Manager & E #t
Z Amazon DCV 2021.0, WEFHAE
A, FZ2RE2021.0-10242 — 2021 F 4
A 12 B,

AR E — B,

Date

20219 A1 H

2021 £5 A 31 H

2021 £ 4 A 12 H

2020 £11 A 11 H

MR S AR 8%
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