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CloudTrail J&#t , BIfE524 CloudTrail B4 | AIREESELTEN KA,

SBIZMEERTE AWS KMS keys

MREBEFER MBI AWS KMS RINZEMBZER , FEIZIMA R, NREFEANER &
AR TR REFBERORBFFEREM. SRULRERYSRRELMNSR, BUUEERE
PEEE AR B E KMS 2R,

EERGREREREFER , AWS Control Tower BT AREUREEN KMS £8., £BXARS
THEK :

- ERA

- TRZERER

- ERERNFIHMEEBR

- SMUAEERS P

NMREBIAEELER , KRS EIERER. £EBRAT , FRES—EASRIELESR,
BLRETIRMOFTUBER , M TR,

s

E#H KMS £ BEK

BUAFTEY KMS €38 , TEEEH KMS £|MBUER, MFEFMEF , F28 (AWS Key Management
Service B ABIEmM) FHEISHBEER,

= EHE AWS Control Tower £ KMS £ |, {84 E#H 18 AWS Config M FTEMNRREFT , AEH
5% KMS £ BUR AWS CloudTrail, RIBHEER , EBREEEMERIP I ERBELEFT. EH
KMS &8RS | BT LAEE — JSON BUA X SR 1T Hr 8 BHEMEF AT,

IEAR B SR BE A0 5E B 5T 8 2 F AWS Config 1 CloudTrail AWS KMS R MBI RERAR |, £ AWS
KMS AP EFHTER KMS £8BBER. BERRARXEREIETIER :

HER 2. RENBBIEH B EESE 24
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* YOUR-MANAGEMENT-ACCOUNT-ID - EFE HHEZE AWS Control Tower W EEIRFE ID,
* YOUR-HOME-REGION — &£ 5% E AWS Control Tower BREZBHN FE R,
* YOUR-KMS-KEY-ID - $EEBURZEEFERLN KMS €88 1D,

E#H KMS 2888

1. 7 FARK AWS KMS E£# & https://console.aws.amazon.com//kms
2. REBHERT , BEEEFZELR,

3. ‘ERMED , ENLERFENESR,
4

EERBRRSIERT , RELUURRSBER, IREEZIBRASRVEEK  FREVRIEEK
miRo

5. EERE , XWFEBA M CloudTrail #Ti8 T 5 BURBUA N R E#HFEEE KMS AWS Config £ BUER,

AWS Config BUR BRI,

"Sid": "Allow Config to use KMS for encryption",
"Effect": "Allow",
"Principal": {
"Service": "config.amazonaws.com"
1,
"Action": [
"kms:Decrypt",
"kms:GenerateDataKey"
1,
"Resource": "arn:aws:kms:YOUR-HOME-REGION:YOUR-MANAGEMENT-ACCOUNT-ID:key/YOUR-
KMS-KEY-ID"
}

CloudTrail BURFRIAR

"Sid": "Allow CloudTrail to use KMS for encryption",
"Effect": "Allow",
"Principal": {
"Service": "cloudtrail.amazonaws.com"
.
"Action": [
"kms:GenerateDataKey*",

HER 2. RENBBIEH B EESE 25
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"kms:Decrypt"
1,
"Resource": "arn:aws:kms:YOUR-HOME-REGION:YOUR-MANAGEMENT-ACCOUNT-ID:key/YOUR-
KMS-KEY-ID",
"Condition": {
"StringEquals": {
"aws:SourceArn": "arn:aws:cloudtrail:YOUR-HOME-REGION:YOUR-MANAGEMENT-
ACCOUNT-ID:trail/aws-controltower-BaselineCloudTrail"
},
"StringlLike": {
"kms:EncryptionContext:aws:cloudtrail:arn": "arn:aws:cloudtrail:*:YOUR-
MANAGEMENT-ACCOUNT-ID:trail/*"

}
}
6. EREREFEE,

5l KMS £ BUR

AT 6| R B RTE BB F AWS Config # CloudTrail RIESEHF TR BERRN 2 & , BH
KMS £ BIRTRER T B F. BHBXTTELNEEE KMS £RBUR.

"Version": "2012-10-17",
"Id": "CustomKMSPolicy",
"Statement": [
{
YOUR-EXISTING-POLICIES ...
.

{
"Sid": "Allow Config to use KMS for encryption",
"Effect": "Allow",
"Principal": {
"Service": "config.amazonaws.com"
.
"Action": [
"kms:Decrypt",
"kms:GenerateDataKey"
1,
"Resource": "arn:PARTITION:kms:YOUR-HOME-REGION:YOUR-MANAGEMENT-ACCOUNT -
ID:key/YOUR-KMS-KEY-ID"
},
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{

"Sid": "Allow CloudTrail to use KMS for encryption",
"Effect": "Allow",
"Principal": {
"Service": "cloudtrail.amazonaws.com"
I
"Action": [
"kms:GenerateDataKey*",
"kms:Decrypt"
1,
"Resource": "arn:PARTITION:kms:YOUR-HOME-REGION:YOUR-MANAGEMENT-ACCOUNT -
ID:key/YOUR-KMS-KEY-ID",
"Condition": {
"StringEquals": {
"aws:SourceArn": "arn:PARTITION:cloudtrail:YOUR-HOME-REGION:YOUR-
MANAGEMENT-ACCOUNT-ID:trail/aws-controltower-BaselineCloudTrail"
},
"StringlLike": {
"kms:EncryptionContext:aws:cloudtrail:arn":
"arn:PARTITION:cloudtrail: *:YOUR-MANAGEMENT-ACCOUNT-ID:trail/*"
}

EEMAHMHEMAREK  F2EATIER

+ AWS CloudTrail  fEAEIER) PR T MNHEFFT

« (AWS Config B8 AB358) IV EHRBERRolesS3HFET IR T KMS i8R K EFF
).

® PhEREE

EBSERGHEEICER , KU AR LS ERRENNE  BRABEEREAKRE K MRE
RAatERENERITEE  AIMBEREER, NFRREGN—KREA , ZF2HE £BX
PR E R,
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AWS Key Management Service (AWS KMS) A[Z£E T Z[E1H KMS £ MIEHBELE . T8 , AWS
Control Tower 7% EZ EiHLEHNIELTE L. AWS Control Tower EHTHEELBWELERZE, W
RIBREZEHSRNIFEBESE AU FRNERAS, EEERBRT , FELES —ESBUER
AWS Control Tower EiR{EH,

WFE WEFEEF AWS KMS |, 5528 AWS KMS F# A SR,

3

EE | BIETESER , AWS Control Tower ¥ EFE R & A SSE-S3 HITHEME,
BEMMEREIIRFEN BB

ERERTEHBES 2 ZRALLINEER | EMESFEMOUs 2 BB EI= 5 — X A AWS Control Tower
RENIREFTEBETNMEARENRE, IREFEEBDERERH OU LRAANEENZFIE, gBKRE
Bl OU Ry H|TEFE %,

EEERERRREZENABDZEMR  FEEEBREHREER , ARBEETZRES , Sy
AWS Control Tower UpdateLandingZone API,

& A LL3EB AWS Organizations APl 2 AWS Control Tower £ &7 OUs 2 BB EBIRS, MRE
R F R L EEEMMEY OU , AWS Control Tower € B BIBBRATE BN EENZSHIE, TEXR LSRR
AWS Control Tower BUBFEIRS

@ Note

MREBREENRRERERERMA BBEEMIIEE , AWS Control Tower T && ¥ # #h ##R
ERA BEEMIIBE A OUs < BB BIRFATEKAVEAREE. BRBALRERBEN
&F , BEREEEMTEEEN.

EIEHIRENR Y BT R EEF

EEERERIIES TERRRIERBIRSE  ATNRBERANESWER , LARE AWS
Control Tower FiRARETREIRS. NRERATANER  BTNBREIIRS. F2H £7
185 TR E] (AFC) BIETIRF,

SER 3, MEAWERESEEE

REFH T —EEHER AWS Control Tower BENEEEBATFNTA, BEERKIASRURRESEE
B, RRSERCEASELHNT , EVRESESERF , Y ARSEBRBEHEN.

SR 3, MEYREREEHE 28
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EEER

1. £ ERAERBEREHT , BEEEREFE | BER T #H AWS Control Tower ¥ HREE AWS EIR
WA R AFEITRAWEF,

2. BETHENERLNBLCRE  FEERERRERESE,

E—RISTBEHANREZEETGNERF , TREEEAN 30 pEFRETHR. EREHHM , AWS
Control Tower 2 EMIREBR., T2 OU MEAIRE, RRSET. EHNIMEREM AWS R,

A TEEFR SNS 5TH

BARKIEFRENE FE a2 FIZR B AWS Control Tower XE 2 Z1E AWS [EiF
MAWS BAH - FTRERETEHH., EEELNERIRFERBZRSRETEH , BLER AWS
Control Tower X EHNEE AWS EBEZEFHE FEHHPHNRIEITRER,

£ APIs BEtR{E A AWS Control Tower

WA FREFEAR AWS Control Tower EEBEE, WEFEE—LERGEH YT EMBEETELE,

EWREFT , E4546H AWS Control Tower M EAtE APIs REZEMREZERET, AWS ELE APIs A
FIZEIB CloudFormation A HER |, LLEERXERETHRAE I AWS Control Tower I:RE AWS CLI,

X E) AWS Control Tower E[EEIE 2 &1 , FHT FHSLEETR :

- YERBEENERE. NFFEEF  F2REEEIRENEEWR,

- WESTAGM EEIRFHNESLRENBENTHEB LB IRE , UBRRENEEIRS S 2H
HETRYBERSNEE,

FE

- £/ APIs EpEEIHARRNEE

- SR 1 RELNBEES

- S 2. EH AWS Control Tower APIsE B & FE [E 13
- BRIZHERERE

- BN EERE

- ENEEERESUER R

FIAEER APIs 29
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- BEBEEREEABTEERNFHET

o WRAR T RE R R IERIREE

- Eif5l : B APIs BRE AWS Control Tower BB [E 15

- BERERBESER

- £ BEEFEEEE CloudFormation

£ APIs Z =R RER HIE

%X E AWS Control Tower &= EFHNEFEZELEE. AWS Control Tower EfEEHHWELEmE T
REM, HMBRBESELIEREREE,

REHBERENEERIEHS

- BUSVERENBRENER OU 18 , i AERERRRECREE OU 271, RIBER , £#
OUsEm&ARRENDE, MFEFRER  F2RRERBERANRENEES .

- EREHE , &ALl A AWS Control Tower 2 HEARFEENMBEI B8R , AXBABFHENRE
¥, BEELERERAEBFELEERE, (ER—XMHERE, )

« £/ APISEREHIR , B4 EIETE AWS Control Tower BIIEA AWS 1RF |, LLAERZ M B 7R
F. EEEERAEN AWS tkF , NRELIIRFEFHREH AWS Config EIR , B2 ELEMBRSIE KR
BH AWS Config IR , T8RS 5 E AWS Control Tower, ( ER—XMIRIE, )

- MREBRE-IRFRE , A=RAKRBZEREE 3.0 iR, BULLUERERSE LFF AWS Control Tower A&
AR A E BB A AWS CloudTrail B3t , 5] LUEEIR HE AWS Control Tower EEHVIBHE
DR EBEB S CloudTrail 1B, BRI ARERFEMNREERESE , EEFEMALIBREH AWS Control
Tower BB AABE RIEHE,

. BUNEREREHEESS | BEM A Amazon S3 B RMFIIAN A RFRRERRREE
TREBIE.

EEERNERER

- REREESCR K REZBEXESE,
- WMREFEM VPCs MEIRF |, AIEHERI VPC CIDRs 2 BB HEITEE,

T—ESHMARPRELRFGNLSE , WIRERPANEIEZEE, NEHMEXBEF |
5l - EEH APIs 52 AWS Control Tower Z[fE [R5,

s
W%
dn

e

fER APIs Z[EEHHEEHIE 30
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TR RELNEREREE

AXTE AWS Control Tower EEEHHNEFEZELSER. AWS Control Tower BEEHHNFELEEEER
REW , BERERBELISFHMEE, FECRBDEREESCIE-STRELEEEZEE K FRHAE
B[R EARRERY TR AR

A AWS Control Tower Z[E[EiE APIs2Z B , KA FLRE M AWS BRIEHI APIs , LAIERE 2 8
RELNEERD, HEFEE=ZEXTESE .

1. B3I EH AWS Organizations #8#%.
2. RELHNRBEESIRSE,
3. M EZEFWNEREEREE APIs FTEFF AR IAM A5 IAM Identity Center fEA &

SR BUKIESENERERESNAR

FFO4 AWS Organizations CreateOrganization APl StRUAFTEThAERE L Ef# OU, AWS Control
Tower BEBREVIEENLZSE OU, kRE OU EIESENMERBESIRS, EXRAFHFRAMN
Tl BRI R AR B IES,

aws organizations create-organization --feature-set ALL

AWS Control Tower AILAFRE—HZEEM OUs, BRTZ L OU 24 , BB EEEEHFHEED
—{EEM OU, WRIEN OU BANKERER K BEESHEGRADE OU , I AWS Control Tower
ZERERIEA AWS ZiRF R HRATR,

SER2 BEEMBRBESIRS

EERELRWEREREE , AWS Control Tower I ZEEFEE AWS REE S, BEELEREES TR
FE-HSERBESFRIRS. IREREIREAEEET APIs JREE AWS Control Tower ,
BIXERASERMAN AWS REESRMUPRESIRS, BALEHAREN AWS IkRF |, SiEB AWS
Control Tower £ &, AWS Organizations APIs fiZiE iR F, BARELRBESIRFAERH
BEHWIEERSE OU HF,

1. LAY AWS Organizations CreateAccount APl , AfER 4 OU R Bt HEIRFEMEKIRE
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aws organizations create-account --email
mylog@example.com --account-name "Logging Account"

aws organizations create-account --email
mysecurity@example.com --account-name "Security Account"

(i®f ) A AWS Organizations DescribeAccount API #Z&ECreateAccountiZERIAREE,
2. BHENRKEESIEFBREEENRZS OU

aws organizations move-account --account-id 0123456789012
--source-parent-id r-examplerootidlll --destination-parent-id ou-examplerootidl11-
security

SER3. BUFMENRBEE

£ IAM BREAEI TS IAM /service-role/ fRIEAE | B AWS Control Tower BES0E11TE% E B b=
EIEFTER API FERY -

» AWSControlTowerAdmin
* AWSControlTowerCloudTrailRole
» AWSControlTowerStackSetRole

* AWSControlTowerConfigAggregatorRoleForOrganizations

MEELAEREBEWFMEER , B2 &% AWS Control Tower £H & 2 BB (IAM BUEE )

EEEV IAM AE .

B EERUMAEEERESE APIs IAM &6, E , BELUE IAM Identity Center & I RS E
HEF AT,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [

SR RELNERERSE 32
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"backup:UpdateGlobalSettings",
"controltower:CreatelLandingZone",
"controltower:UpdateLandingZone",
"controltower:ResetLandingZone",
"controltower:DeletelLandingZone",
"controltower:GetLandingZoneOperation",
"controltower:GetLandingZone",
"controltower:ListlLandingZones",
"controltower:ListlLandingZoneOperations",
"controltower:ListTagsForResource",
"controltower:TagResource",
"controltower:UntagResource",
"servicecatalog:*",

"organizations:*",
"organizations:RegisterDelegatedAdministrator",
"organizations:EnableAWSServiceAccess",
"organizations:DeregisterDelegatedAdministrator",
"organizations:ListDelegatedAdministrators",
"sso:*",

"sso-directory:*",

"logs:*",

"cloudformation:*",

"kms:*",

"iam:GetRole",

jam:CreateRole",

iam:GetSAMLProvider",

jam:CreateSAMLProvider",
"iam:CreateServicelLinkedRole",

jam:ListRolePolicies",

iam:PutRolePolicy",

jam:ListAttachedRolePolicies",
"iam:AttachRolePolicy",

jiam:DeleteRole",

iam:DeleteRolePolicy",

iam:DetachRolePolicy"

1,

"Resource": "*"
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@® Note
ERA Config AWS BEMIER THMERMERES 4.0 Ik , EFEEHS

organizations:ListDelegatedAdministrators 5,

SER 2 . FF AWS Control Tower APIsEREh & FE[E 15

& LAE A AWS Control Tower APIsXREABN R B FEE I, ARERBIMMELFIENEFEREERE
BER, WiSHE CreateLandingZone API {EFEEA,

BUSTEERE
BAFERERR JSON Xt , iEEELNEEEEARE, FREEEFH 4.0 K, F2AHRERSER
B, RAFEETNHS,

BERE
LTREAMETUAERNEABTEERNTRES

I
&,II

"accessManagement": {
"enabled": true // Required - Controls IAM Identity Center integration

I
"backup": {
"enabled": true, // Required - Controls AWS Backup integration
"configurations": {
"backupAdmin": {
"accountId": "111122223333" // Backup administrator account
I
"centralBackup": {
"accountId": "111122224444" // Central backup account
},
"kmsKeyArn": "arn:aws:kms:region:account-id:key/key-id"
}
I

"centralizedLogging": {
"accountId": "111122225555", // Log archive account
"enabled": true, // Required - Controls centralized logging
"configurations": {
"accesslLoggingBucket": {

SE8 2 : {FH AWS Control Tower APIsE{E) & FE[E 1T 34
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"retentionDays": 365 // Minimum value: 1
I
"loggingBucket": {
"retentionDays": 365 // Minimum value: 1
},
"kmsKeyArn": "arn:aws:kms:region:account-id:key/key-id"
}
I
"config": {
"accountId": "111122226666", // Config aggregator account
"enabled": true, // Required - Controls AWS Config integration
"configurations": {
"accessLoggingBucket": {
"retentionDays": 365 // Minimum value: 1
},
"loggingBucket": {
"retentionDays": 365 // Minimum value: 1
I
"kmsKeyArn": "arn:aws:kms:region:account-id:key/key-id"
}
},
"governedRegions": [ // Optional - List of regions to govern
"us-east-1",
"us-west-2"
1,
"securityRoles": {
"enabled": true, // Required - Controls security roles creation
"accountId": ""111122226666" // Security/Audit account
}
}
BEERA

- BRAREDRFEEMBenabledififf,

MREEH AWS Config S ("config.enabled": false) , BEXEAEATIES :
- Z2 A ("securityRoles.enabled": false)

- FEUEHE ("accessManagement.enabled": false)

 ff ("backup.enabled": false)

IRE IDsABRBMM 12 (L8 AWS IRF IDs,

KMS €8 ARNs A E2 B WK AWS KMS €88 ARNs,
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- REXRBLEEDS 1,

£ CreateLandingZone API

EEFH API B EEE

aws controltower create-landing-zone --landing-zone-version 4.0 --
manifest file://manifest.json

APl EEEIZREEEERE D, BUARERSEEHEINEE, ERHM

arn": "arn:aws:controltower:us-west-2:123456789012:1andingzone/1A2B3C4D5E6F7G8H",
"operationIdentifier": "S55XXXXXX-e2XX-41XX-a7XX-44BXXXXXXXXX"

& LA ME FEE AR AE A SUCCEEDED, FAILEDE} 89 GetLandingZoneOperation AP| JEESi&iR
YEARBEIN_PROGRESS :

aws controltower get-landing-zone-operation --operation-identifier
"55XXXXXX -eXXX=4XXX-aXXX - 44 XXXXXXXXXX"

BFEEE 4.0 RFNEERR
EFEERBNERNEETSE

- organizationStructure ERCERERAFTEFBRR

- EFRAETUUERECHERER

- EREXR : REBESRFLAEEEEREZTHMERE OU F
- RAARVIERZ

- FTERBEESHEESRE enabledEE , RERMLEMNL,
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- BEFEE—ZRHEMME. REMTERE
- BEFEERHMA/FRAEAFTENINEERKESHERE

e accessManagement

* backup
* centralizedlLogging
« config
* securityRoles
- REAE
- T2 ACESREREAN
- BIAAREEsecurityRolesE BRI HenabledE1E
- FRE , ETEEFERBENZ 6
« AWS fHREES
- ¥1i8 AWS Config REESERZEHAEE , confTigl FHMALFAT -
« enabled : B AWS Config B4 IPEFTEMN A NEEEZE
« accountId : AWS Config E# T EH AWS tRF ID
- fHRE :
- accessLoggingBucket.retentionDays : FEX AR B HIR
« loggingBucket.retentionDays : AWS Config HEEHI{RE HI R
« kmsKeyArn : AR MEN KMS £

A R B R

L istLandingZones A BB M BT BRI IRF BB 2 H AWS Control Tower 58E. Lt APl &7E
FAEmEERESER —EEEEFGELAF (ARN) , ERETEEENTERF AT, ZHEEE ARNsEHE—
)8

aws controltower list-landing-zones --region us-east-1

HRIZENMAED , MREEE ListLandingZones APl E[EiFHR /Y E = M APl , 8l AP
REeEEEEREREERT. Hl0, mREWZERERE af-south-1 RERE , A af-south-1
ListLandingZonesH Y | B AP| S15[E B fE R 58 B o ﬂﬂ%iﬁﬂ’]%ﬁ*lﬁﬁmﬁ af-south-1 A
e =B EHE ap-east-1 ListLandingZones N | HIAPT A2 1& B

37
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B

{
"landingZones" [
"arn": "arn:aws:controltower:us-
west-2:123456789123:1andingzone/1A2B3C4D5E6F7G8H"
]
}

g ofdd )

ENNEERIEBRATAE , IEENSEESEARETHMERNR , SRRy
UpdatelLandingZone API ¥ SEZEHMN B EEFHEFFERER. Ik API EEE
OperationIdentifier , RBEALUEMI GetLandingZoneOperation API BF ISR EE IR
YERIRRE,

EHEEREE

1. 04 AWS Control Tower UpdatelLandingZone API , Y1 8& E# A &R AR AR FH A EpEE
HEABFERER,

aws controltower update-landing-zone --landing-zone-version 3.3 --landing-zone-
identifier "arn:aws:controltower:us-west-2:123456789123:1andingzone/1A2B3C4D5E6F7G8H"
--manifest file://LandingZoneManifest.json

BEEGMEDN LA EH LandingZoneManifest.json 1=

"governedRegions": ["us-west-2","us-west-1"],
"organizationStructure": {
"security": {

"name": "Security"
},
"sandbox": {

"name": "Sandbox"
}

},

"centralizedlLogging": {
"accountId": "LOG ARCHIVE ACCOUNT ID",
"configurations": {
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"loggingBucket": {
"retentionDays":2555
1,

"accessLoggingBucket": {
"retentionDays": 2555

1,
"kmsKeyArn": "arn:aws:kms:us-west-1:123456789123:key/

e84 XXXXX-6bXX-49XX-9eXX-ectXXXXXXXXX"
+

"enabled": true

}I

"securityRoles": {
"accountId": "SECURITY ACCOUNT ID"

iy
"accessManagement": {
"enabled": true

}

B

"operationIdentifier": "55XXXXXX-e2XX-41XX-a7XX-446XXXXXXXXX"

© BB EHEM OU UTHIES

HRAKRE LR 1000 OUs , & A LAfEA AWS Control Tower & FIERRTH OU HEE |,
RBZBHEHEM OU UEHZ OU FHIRS.

B R P [ 3 DA i SR ffm

EEENBRERER  BEEHMAEEMEN (OUs), IRFNERBASLBREBNRGIERHETH
2ERAU, EENECHNEBREEAZREEER , TRERELSARENEE, ELBEFBLREHE.

EEZENEEESEARE , B LIFEW GetLandingZone APl It API &8 [E & FE = 15 1Y fm i
#RBE DRIFTEDE IN_SYNC,

EEMAREEEAN RS , B TLUER ResetLandingZone AP| & BE R ERE AR, I
#n , AWS Control Tower FEEXEZEUAH IAM Identity Center RIS EE AWS IRF-- | (BEUREESE

EREREESNFRA R 39
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A 1AM Identity Center 1B TERERMKREEEZRSH , #IlEResetLandingZone#EEAK IAM
Identity Center #H5&,

REEEERARFNTRAEERERAR , T8E#F A ResetLandingZone APl [ LAY
GetLandingZone APl , W4 & FE @R AERFTRY AI AR AEITLEER . MEXE |, BRI LEHEN
ZEEHEREEREFEASFNTARE, ZELEHF+ , RMEA 3.3 IRBAZIRE,

1. 04 GetLandingZone APl, HNR API EE W{RBEEARAEDRIFTED , B EEEFEER R
&,

2. FEAY ResetLandingZone API S & EEEERAH FRAHERE,

aws controltower reset-landing-zone --landing-zone-identifier
"arn:aws:controltower:us-west-2:123456789123:1andingzone/1A2B3C4D5E6F7G8H"

B
{
"operationIdentifier": "55XXXXXX-€2XX-41XX-a7XX-446EXXXXXXXXX"
}
® Note
EREEESTEENRERERA, EFENEEERED REEBEEHEERBRANFHEE
o

l

RREEREEAFTEEZNFMER

AWS Control Tower ZBEEIFEFFEREREE A AWS Control Tower EFN X FZRER, THKEE
TEEEFEAEFEERPEENFHMAES.,

EREETENERESGBELES  F2REEESEEEL

governedRegions — 12 & T HEH [E1F

- A FHRBFE
s VWE K
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ERAEER

- Fifl -

"governedRegions": ["us-west-2","us-west-1"]

organizationStructure - EREEZZLNEABHPRIN L L NP E OUsER

- J|HE . YH
- BE R
- B

- i -

« security - EF—EXEBMENYHE , nameFE String
« sandbox - EE—ELEBMMNYIH , nameFEE String

"organizationStructure": {
"security": {
"name": "CORE"
.
"sandbox": {

"name": "Sandbox"

centralizedLogging — Ky #H & AWS CloudTrail

. A - Y
. PE -2
. B -

« accountld - String REREFBILHEIR AWS HWIRS
- #HRE - Object EH=ZEBMM

« loggingBucket - EF—EE % W¥#retentionDays , FE Number
 accesslLoggingBucket - EH—EE % BV #retentionDays , FE Number

« kmsKeyArn-3#H String
- BA - A Boolean
.« 101 :

BEEERGEFBFERRNWFRER
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"centralizedlLogging": {
"accountId": "222222222222",
"configurations": {
"loggingBucket": {
"retentionDays": 60
1,
"accesslLoggingBucket": {
"retentionDays": 60
3,
"kmsKeyArn": "arn:aws:kms:us-west-1:123456789123:key/
e84XXXXX-6bXX-49XX-9eXX-ecFXXXXXXXXX"
1,

"enabled": true

securityRoles - BIEEAEEE L HEIR

- J|AE YK

- NE R

- B : accountld - StringR &R HEREFBEH D AWS HIIRS
- 16l :

"securityRoles": {
"accountId": "333333333333"

accessManagement — i#12 LI AN EE

- BH Y4

- BEAB

- B 2R - ME
- B

"accessManagement": {
"enabled": true
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- J|E YK
s BWE R
- B
- % - ObjectEE={ABHM
« centralBackup - EE—EEM B9¥#accountId , FE String
« backupAdmin - EH—EBM 89¥#FaccountId , FE String
« kmsKeyArn-3#H String
- BRXA -Boolean
- #101 :

"backup": {
"configurations": {
"centralBackup": {
"accountId": "CENTRAL BACKUP ACCOUNT ID"

3y
"backupAdmin": {
"accountId": "BACKUP MANAGER ACCOUNT ID"

}
"kmsKeyArn": "arn:aws:kms:us-west-1:123456789123:key/e84XXXXX-6bXX-49XX-9eXX-
e XXXXXXXXX"

}I

"enabled": true

RAR = b R E R ARV AR R

ListLandingZoneOperations AP| I] EERE R E R L #1TBER AWS Control Tower #1E
ARAE,

mE L AP RERNEEEERA , 552 B ListLandingZoneOperations.

ListLandingZoneOperations
#Y &85l A F# HListLandingZoneOperations.

It 88 BI R BA AR FE IR B 2 BV B T WAL AP,
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aws controltower --region us-east-1 list-landing-zone-operations

{
"landingZoneOperations": [

{
"operationIdentifier": "873fe98d-lecc-4154-b593-86e4a95ebfXX",
"operationType": "CREATE",
"status": "FAILED"

.

{
"operationIdentifier": "0016d43d-a307-4ad8-a2a2-b427b8eblcXX",
"operationType": "DELETE",
"status": "SUCCEEDED"

1,

{
"operationIdentifier": "002b8b5a-6bb7-4c40-89cd-5822a73d13XX",
"operationType": "CREATE",
"status": "SUCCEEDED"

.

{
"operationIdentifier": "008886a0-f7a2-4df3-90e8-6e9f936507XX",
"operationType": "CREATE",
"status": "FAILED"

}

]
}

ISR EB AR APl WIS ERRBE LR,

aws controltower --region us-east-1 list-landing-zone-operations --max-results 1

{
"landingZoneOperations": [
{
"operationIdentifier": "873fe98d-lecc-4154-b593-86e4a95ebfXX",
"operationType": "CREATE",
"status": "FAILED"
}

1,

"nextToken": "AAMAATFMzwP@QysYY8npWgstfcHGQBj-
XCC18ISyd9mkQmzLR7ZFMket4F@awWv8tUTtnsTWONnfblUp_Q9U-
nX9_61EsLHs@R1hceDKskHr@_3fm8KdPTabofxMt5SPw8WF7-Jsvw2rJVvhj4DHDipo-y1HVK _eZ_ 73-
0zInm4@3cIHxhbjGPgqCX6FeKr81lwgTDKOejkLYZ9w715aqPAKLfVP8KKNda5g@VfMjlwdl4I2nwnHI-
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UuCTIZ5nUEgXgUHaFg6MalpLDfGefZQIn5HmDhhgd5yvqzSRH1BtrHpdV_N1EVP8u3J]Jr3eWQHe9jNBO21ihD4Mdcbm3SIg
VXRwTUIBInrit4HsINtPE8-IC1gxCjGoYPGtuWBPumK-pUPE="

}

M EFF) R EB A A EOY API SWERB 9 B EnextToken,

aws controltower --region us-east-1 list-landing-zone-operations --next-token
AAMAATFMzwP@QysYY8npWgstfcHGQBj-XCC18ISyd9mkQmzLR7ZFMket4F@aWv8tUTtnsTWOnfblUp_Q9U-
nNX9_61EsLHs@R1hceDKskHr@_3fm8KdPTabofxMt5SPw8WF7-Jsvw2rIVvhj4DHDipo-y1HVK _eZ_ 73-
0zInm4@3cIHxhbjGPgqCX6FeKr81lwgTDKOejkLYZ9w7J5aqPAKLfVP8KKNda5g@VfMjlwdl4I2nwnHI -
UuCTIZ5nUEgXgUHaFg6MalpLDfGefZQIn5HmDhhgd5yvqzSRH1BtrHpdV_N1EVP8u3JJr3eWQHe9jNB021ihD4Mdcbm3SIc
VXRwTUIBInrit4HsINtPE8-IC1gxCjGoYPGtuWBPumK-pUPE=

{
"landingZoneOperations": [
{
"operationIdentifier": "0016d43d-a307-4ad8-a2a2-b427b8eblcXX",
"operationType": "DELETE",
"status": "SUCCEEDED"
},
{
"operationIdentifier": "@02b8b5a-6bb7-4c40-89cd-5822a73d13XX",
"operationType": "CREATE",
"status": "SUCCEEDED"
},
{
"operationIdentifier": "008886a0-f7a2-4df3-90e8-6e9f936507XX",
"operationType": "CREATE",
"status": "FAILED"
}
]
}

b 8 {51352 B 4 ] 462 A S R ¢ P AL AP

aws controltower --region us-east-1 list-landing-zone-operations --filter '{"types":
["CREATE"], "statuses":["FAILED"]}"

"landingZoneOperations": [

{
"operationIdentifier": "873fe98d-lecc-4154-b593-86e4a95ebfXX",

"operationType": "CREATE",
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"status": "FAILED"

I

{
"operationIdentifier": "008886a0-f7a2-4df3-90e8-6e9f936507XX",
"operationType": "CREATE",
"status": "FAILED"

}

i - £ APIs 52E AWS Control Tower & BE[E 1T

WEHEHRREE N, MERP, FTEEENMFMEN , F2EEA APIs B AWS Control Tower
AFTe

TR

TEZ I AWS Control Tower EfEEF 81 , BAEEVASZ. WMELAKREN—L IAM €, REK
HEQESELESE  HhEEEEM CLI oM@,

SRR BV AN WELERS,

aws organizations create-organization --feature-set ALL

aws organizations create-account --email example+log@example.com --account-name '"Log
archive account"

aws organizations create-account --email example+aud@example.com --account-name "Audit
account"

HER2 BIUFEN IAM A,

AWSControlTowerAdmin

cat <<EOF >controltower_trust.json
{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Principal": {
"Service": "controltower.amazonaws.com"
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}I

"Action": "sts:AssumeRole"

}

EOF

aws iam create-role --role-name AWSControlTowerAdmin --path /service-role/ --assume-
role-policy-document file://controltower_trust.json

cat <<EOF >ct_admin_role_policy.json

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "ec2:DescribeAvailabilityZones",
"Resource": "*"
}
]
}
EOF

aws iam put-role-policy --role-name AWSControlTowerAdmin --policy-name
AWSControlTowerAdminPolicy --policy-document file://ct_admin_role_policy.json
aws iam attach-role-policy --role-name AWSControlTowerAdmin --policy-arn
arn:aws:iam::aws:policy/service-role/AWSControlTowerServiceRolePolicy

AWSControlTowerCloudTrailRole

cat <<EOF >cloudtrail_trust.json

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "cloudtrail.amazonaws.com"
.
"Action": "sts:AssumeRole"
}
]
}
EOF

aws iam create-role --role-name AWSControlTowerCloudTrailRole --path /service-role/ --
assume-role-policy-document file://cloudtrail_trust.json
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cat <<EOF >cloudtrail_role_policy.json

{
"Version": "2012-10-17",
"Statement": [
{
"Action": "logs:CreatelLogStream",
"Resource": "arn:aws:logs:*:*:log-group:aws-controltower/CloudTraillogs:*",
"Effect": "Allow"
1,
{
"Action": "logs:PutLogEvents",
"Resource": "arn:aws:logs:*:*:log-group:aws-controltower/CloudTraillogs:*",
"Effect": "Allow"
}
]
}
EOF

aws iam put-role-policy --role-name AWSControlTowerCloudTrailRole --
policy-name AWSControlTowerCloudTrailRolePolicy --policy-document file://
cloudtrail_role_policy. json

AWSControlTowerStackSetRole

cat <<EOF >cloudformation_trust.json

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "cloudformation.amazonaws.com"
.
"Action": "sts:AssumeRole"
}
]
}
EOF

aws iam create-role --role-name AWSControlTowerStackSetRole --path /service-role/ --
assume-role-policy-document file://cloudformation_trust.json
cat <<EOF >stackset_role_policy.json
{
"Version": "2012-10-17",
"Statement": [
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{
"Action": [
"sts:AssumeRole"
1,
"Resource": [
"arn:aws:iam::*:role/AWSControlTowerExecution"
1,
"Effect": "Allow"
}
]
}
EOF

aws iam put-role-policy --role-name AWSControlTowerStackSetRole --policy-name
AWSControlTowerStackSetRolePolicy --policy-document file://stackset_role_policy.json

AwSControlTowerConfigAggregatorRoleForOrganizations

cat <<EOF >config_trust.json

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "config.amazonaws.com"
.
"Action": "sts:AssumeRole"
}
]
}
EOF

aws iam create-role --role-name AWSControlTowerConfigAggregatorRoleForOrganizations --

path /service-role/ --assume-role-policy-document file://config_trust.json

aws iam attach-role-policy --role-name
AWSControlTowerConfigAggregatorRoleForOrganizations --policy-arn
arn:aws:iam::aws:policy/service-role/AWSConfigRoleForOrganizations

HR 3. HEIRF IDstELEEREEREFABTERR,

THEH PN EGRTEEEELR 1 PRI ZIRFHNIRS IDs RIS, ELBBEZFY
REAZEESEAFTERER,
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sec_account_id=$(aws organizations list-accounts | jq -r '.Accounts[] | select(.Name ==

"Audit account") | .Id'")
log_account_id=$(aws organizations list-accounts | jq -r '.Accounts[] | select(.Name ==

"Log archive account") | .Id')

cat <<EOF >landing_zone_manifest.json

{

"governedRegions": ["us-west-1", "us-west-2"],

"organizationStructure": {

"security": {
"name": "Security"

o
"sandbox": {
"name": "Sandbox"

1,
"centralizedlLogging": {
"accountId": "$log_account_id",
"configurations": {
"loggingBucket": {
"retentionDays": 60

+

"accesslLoggingBucket": {
"retentionDays": 60

+

"enabled": true

I
"securityRoles": {
"accountId": "$sec_account_id"

iy

"accessManagement": {
"enabled": true

EOF

SR 4. ERRMRANEIEFEEE,

BB AEREFBERRNBEHNMARREREEE. WHEHIBER 3.3 iR

50
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aws --region us-west-1 controltower create-landing-zone --manifest file://
landing_zone_manifest.json --landing-zone-version 3.3

W AEaE arn M operationldentifier , #1EA T & HIFT R o

"arn": "arn:aws:controltower:us-west-1:0123456789012:1andingzone/4B3HOULNUOL2AXXX",
"operationIdentifier": "16bb47f7-b7a2-4d90-bc71-7df4cal2@lxx"

[u-}

\

SRS (EA) FEiBEREE B RIE M R T IRFRIR R

EEBHIRE , BEA L —{Bcreate-landing-zonef & H H#Y operationldentifiers

aws --region us-west-1 controltower get-landing-zone-operation --operation-identifier
16bb47f7-b7a2-4d90-bc71-7df4cal2@1xx

AR RE & R

"operationDetails": {
"operationType": "CREATE",
"startTime": "2024-02-28T21:49:3172",
"status": "IN_PROGRESS"

ST LAGER T 5l #8615 T SR 5 BY S8R E B
BARERERADT,

igp
8

BEERTFRERFENRE , SINBFER, AR,

while true; do echo "$(date) $(aws --region us-west-1 controltower get-landing-
zone-operation --operation-identifier 16bb47f7-b7a2-4d90-bc71-7df4cal2@lxx | jq -
r .operationDetails.status)"; sleep 15; done

BrEEESNFAER
SR 1. SREEEHN ARN

aws --region us-west-1 controltower list-landing-zones

RIS EEESNEBIAT , 0T 5 H &R,
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ERAEER

"landingZones": [

{

arn": "arn:aws:controltower:us-

west-1:123456789012:1andingzone/4B3HOULNUOL2AXXX"

}

HER 2. S EA

aws --region us-west-1 controltower get-landing-zone --landing-zone-identifier
arn:aws:controltower:us-west-1:123456789012:1andingzone/4B3HOULNUOL2AXXX

UTRETREE NG HERAEM

"landingZone": {

"arn": "arn:aws:controltower:us-

west-1:123456789012:1andingzone/4B3HOULNUOL2AXXX",

"driftStatus": {
"status": "IN_SYNC"
.
"latestAvailableVersion": "3.3",
"manifest": {
"accessManagement": {
"enabled": true
},
"securityRoles": {
"accountId": "9750XXXX4444"
.
"governedRegions": [
"us-west-1",
"us-west-2"
1,
"organizationStructure": {
"sandbox": {

"name": "Sandbox"
.
"security": {

"name": "Security"
}

&5 ; EEH APIs 38E AWS Control Tower & B &35
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},

"centralizedLogging": {
"accountId": "012345678901",
"configurations": {

"loggingBucket": {
"retentionDays": 60

1,
"accesslLoggingBucket": {
"retentionDays": 60

}
},
"enabled": true
}
.
"status": "ACTIVE",
"version": "3.3"

}

S8 6: (iEA) MU ListLandingZoneOperations AP| L4588 58 &bk [& 15 MY (E IR /E RV AR

e,
=B ME B pEEIGIRENARRE | BT LA ListLandingZoneOperations AP,

BEEEREERER

EEEHE—EEBEBEREY AWS WEIR, {8 AWS Control Tower & [E[EE A E G H—H
EEER,

AWS Control Tower E[EEIFNEBER 3.1 MEREFHRAE K SRMHELSEZERP , UHBREE
AR,

(® Note

EEEE 30 MFEFEEERTLENEINRENEAEE, BESESEREE 3.1 RPHER,
MESENFMET , 5528 AWS Control Tower ZFEEHE 3.1 iRo

BREE 4.0 REER

"type": "object",
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"required": [],
"properties": {
"accessManagement": {

"$ref": "#/definitions/AccessManagement"
},
"backup": {

"$ref": "#/definitions/Backup"
I

"centralizedLogging": {
"$ref": "#/definitions/CentralizedlLogging"
},
"governedRegions": {
"type": "array",
"items": {
"type": "string",
"maxLength": 24,
"minLength": 1,

"pattern": "~[a-z]{2}-[a-z\\-1*-[0-91{1}$",

"additionalProperties": false

iy

"additionalProperties": false
I
"securityRoles": {
"$ref": "#/definitions/SecurityRoles"
},
"config": {
"$ref": "#/definitions/Config"

}I

"additionalProperties": false,
"definitions": {
"AccessManagement": {
"type": "object",
"required": [

"enabled"
1,
"properties": {
"enabled": {
"type": "boolean",
"additionalProperties": false
}
I

"additionalProperties": false

iy

EEREEEER
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"Backup": {
"type": "object",
"required": [
"enabled"
1,
"properties": {
"configurations": {

"$ref": "#/definitions/BackupConfigurations"

},
"enabled": {
"type": "boolean",
"additionalProperties":
}
I
"additionalProperties": false,
"ifre {
"properties": {
"enabled": {
"const": true
}
}
I
"then": {
"required": [
"configurations"
]
}

iy

"BackupAdminConfigurations": {
"type": "object",
"required": [
"accountId"
1,
"properties": {
"accountId": {
"type": "string",
"maxLength": 12,
"minLength": 12,
"pattern": "M\\d{12}$",
"additionalProperties":

iy

"additionalProperties": false

iy

false

false

EEREEEER
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"BackupConfigurations": {
"type": "object",
"required": [
"backupAdmin",
"centralBackup",
"kmsKeyArn"

1,

"properties": {
"backupAdmin": {

"$ref": "#/definitions/BackupAdminConfigurations"

iy
"centralBackup": {

"$ref": "#/definitions/CentralBackupConfigurations"

iy
"kmsKeyArn": {

"type": "string",
"maxLength": 2048,
"minLength": 1,

"additionalProperties": false

},
"additionalProperties": false
},
"CentralBackupConfigurations": {
"type": "object",
"required": [
"accountId"
1,
"properties": {
"accountId": {
"type": "string",
"maxLength": 12,
"minLength": 12,
"pattern": "A\\d{12}$",

"additionalProperties": false

},
"additionalProperties": false
},
"CentralizedlLogging": {
"type": "object",
"required": [
"enabled"

1,

EEREEEER
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"properties": {

"accountId": {
"type": "string",
"maxLength": 12,
"minLength": 12,
"pattern": "A\\d{12}$",
"additionalProperties": false

1,

"configurations": {
"$ref": "#/definitions/LoggingConfigurations"

},
"enabled": {
"type": "boolean",
"additionalProperties": false
}
I
"additionalProperties": false,
"ifre {
"properties": {
"enabled": {
"const": true
}
}
I
"then": {
"required": [
"accountId"
]
}

I
"LoggingConfigurations": {
"type": "object",
"properties": {
"accessLoggingBucket": {
"$ref": "#/definitions/S3BucketConfiguration"
I
"kmsKeyArn": {
"type": "string",
"maxLength": 2048,
"minLength": 1,
"additionalProperties": false
I
"loggingBucket": {
"$ref": "#/definitions/S3BucketConfiguration"
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I
"additionalProperties": false
I
"S3BucketConfiguration": {
"type": "object",
"properties": {
"retentionDays": {
"type": "number",
"minimum": 1,

"additionalProperties": false

},
"additionalProperties": false
},
"SecurityRoles": {
"type": "object",
"required": [
"enabled"
1,
"properties": {
"accountId": {
"type": "string",
"maxLength": 12,
"minLength": 12,
"pattern": "A\\d{12}$",

"additionalProperties":
I
"enabled": {
"type": "boolean",
"additionalProperties":
}
},
"additionalProperties": false,
"ifre {
"properties": {
"enabled": {
"const": true
}
}
},
"then": {
"required": [
"accountId"

false

false

EEREEEER
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]
}
},
"Config": {
"type": "object",
"required": [
"enabled"
1,
"properties": {
"accountId": {
"type": "string",
"maxLength": 12,
"minLength": 12,
"pattern": "A\\d{12}$",
"additionalProperties": false
I
"configurations": {
"$ref": "#/definitions/ConfigConfiguration"
},
"enabled": {
"type": "boolean",
"additionalProperties": false
}
I
"additionalProperties": false,
"ifre {
"properties": {
"enabled": {
"const": true
}
}
I
"then": {
"required": [
"accountId"
]
}
I

"ConfigConfiguration": {
"type": "object",
"required": [],
"properties": {

"loggingBucket": {

"$ref": "#/definitions/S3BucketConfiguration"

EEREEEER
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iy
"accessLoggingBucket": {
"$ref": "#/definitions/S3BucketConfiguration"

1,

"kmsKeyArn": {
"type": "string",
"maxLength": 2048,
"minLength": 1,
"additionalProperties": false

ZhEEE 3.3 FEHER

"type": "object",

"required": [
"centralizedlLogging",
"organizationStructure",
"securityRoles"

1)

"properties": {
"accessManagement": {

"$ref": "#/definitions/AccessManagement"
.
"backup": {

"$ref": "#/definitions/Backup"
},

"centralizedlLogging": {
"$ref": "#/definitions/CentralizedLogging"
3,
"governedRegions": {
"type": "array",
"items": {
"type": "string",
"maxLength": 24,
"minLength": 1,
"pattern": "~[a-z]{2}-[a-z\\-1*-[0-9]{1}$",
"additionalProperties": false

+
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"additionalProperties": false

.
"organizationStructure": {

"$ref": "#/definitions/OrganizationStructure"
iy

"securityRoles": {
"$ref": "#/definitions/SecurityRoles"

},
"additionalProperties": false,
"definitions": {
"AccessManagement": {
"type": "object",
"required": [

"enabled"
1,
"properties": {
"enabled": {
"type": "boolean",
"additionalProperties": false,
"default": true
}
},
"additionalProperties": false
},
"Backup": {

"type": "object",
"properties": {
"configurations": {
"$ref": "#/definitions/BackupConfigurations"
},
"enabled": {
"type": "boolean",
"additionalProperties": false,
"default": false

},
"additionalProperties": false,
"ifr: {
"properties": {
"enabled": {
"const": true
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iy
"then": {
"required": [
"configurations"

},
"BackupAdminConfigurations": {
"type": "object",
"required": [
"accountId"
1,
"properties": {
"accountId": {
"type": "string",
"maxLength": 12,
"minLength": 12,
"pattern": "AM\\d{12}$",
"additionalProperties": false

},
"additionalProperties": false
},
"BackupConfigurations": {
"type": "object",
"required": [
"backupAdmin",
"centralBackup",
"kmsKeyArn"
1,
"properties": {
"backupAdmin": {
"$ref": "#/definitions/BackupAdminConfigurations"
I
"centralBackup": {
"$ref": "#/definitions/CentralBackupConfigurations"
},
"kmsKeyArn": {
"type": "string",
"maxLength": 2048,
"minLength": 1,
"additionalProperties": false

iy

EEREEEER
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"additionalProperties": false
I
"CentralBackupConfigurations": {
"type": "object",
"required": [
"accountId"
1,
"properties": {
"accountId": {
"type": "string",
"maxLength": 12,
"minLength": 12,
"pattern": "M\\d{12}$",
"additionalProperties":

iy

"additionalProperties": false
I
"CentralizedLogging": {
"type": "object",
"required": [
"accountId"
1,
"properties": {
"accountId": {
"type": "string",
"maxLength": 12,
"minLength": 12,
"pattern": "M\\d{12}$",
"additionalProperties":
},

"configurations": {

"$ref": "#/definitions/LoggingConfigurations"

I

"enabled": {
"type": "boolean",
"additionalProperties":
"default": true

}

iy

"additionalProperties": false

},
"LoggingConfigurations": {
"type": "object",

false

false

false,
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"properties": {
"accessLoggingBucket": {

"$ref": "#/definitions/S3BucketConfiguration"

iy
"kmsKeyArn": {

"type": "string",
"maxLength": 2048,
"minLength": 1,
"additionalProperties": false

},
"loggingBucket": {

"$ref": "#/definitions/S3BucketConfiguration"

iy

"additionalProperties": false
I
"OrganizationalUnit": {

"type": "object",

"required": [

"name"
1,
"properties": {
"name": {
"type": "string",
"maxLength": 120,
"minLength": 1,
"pattern": "A[\\s\\S]*$",
"additionalProperties": false
}
I

"additionalProperties": false
I
"OrganizationStructure": {
"type": "object",
"required": [
"security"
1,
"properties": {
"sandbox": {
"$ref": "#/definitions/OrganizationalUnit"
},
"security": {
"$ref": "#/definitions/OrganizationalUnit"
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},
"additionalProperties": false

},

"S3BucketConfiguration": {
"type": "object",
"properties": {

"retentionDays": {
"type": "number",
"minimum": 1,

"additionalProperties": false

I
"additionalProperties": false
I
"SecurityRoles": {
"type": "object",
"required": [
"accountId"
1,
"properties": {
"accountId": {
"type": "string",
"maxLength": 12,
"minLength": 12,
"pattern": "M\\d{12}$",

"additionalProperties": false

iy

"additionalProperties": false

R 3.2 EEER

"type": "object",

"required": [
"centralizedlLogging",
"organizationStructure",
"securityRoles"

1)

"properties": {
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"accessManagement": {

"$ref": "#/definitions/AccessManagement"
},
"backup": {

"$ref": "#/definitions/Backup"
I

"centralizedLogging": {
"$ref": "#/definitions/CentralizedlLogging"
1,
"governedRegions": {
"type": "array",
"items": {
"type": "string",
"maxLength": 24,
"minLength": 1,
"pattern": "~[a-z]{2}-[a-z\\-1*-[0-91{13}$",
"additionalProperties": false

I

"additionalProperties": false
I
"organizationStructure": {

"$ref": "#/definitions/OrganizationStructure"
},

"securityRoles": {
"$ref": "#/definitions/SecurityRoles"

},
"additionalProperties": false,
"definitions": {
"AccessManagement": {
"type": "object",
"required": [

"enabled"
1,
"properties": {
"enabled": {
"type": "boolean",
"additionalProperties": false,
"default": true
}
},
"additionalProperties": false
},
"Backup": {
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"type": "object",
"properties": {
"configurations": {
"$ref": "#/definitions/BackupConfigurations"

},
"enabled": {
"type": "boolean",
"additionalProperties": false,
"default": false
}
},
"additionalProperties": false,
"ifre {
"properties": {
"enabled": {
"const": true
}
}
},
"then": {
"required": [
"configurations"
]
}

},
"BackupAdminConfigurations": {
"type": "object",
"required": [
"accountId"
1,
"properties": {
"accountId": {
"type": "string",
"maxLength": 12,
"minLength": 12,
"pattern": "A\\d{12}$",
"additionalProperties": false

},

"additionalProperties": false
},
"BackupConfigurations": {

"type": "object",

"required": [
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"backupAdmin",
"centralBackup",
"kmsKeyArn"
1,
"properties": {
"backupAdmin": {
"$ref": "#/definitions/BackupAdminConfigurations"
I
"centralBackup": {
"$ref": "#/definitions/CentralBackupConfigurations"
},
"kmsKeyArn": {
"type": "string",
"maxLength": 2048,
"minLength": 1,
"additionalProperties": false

iy

"additionalProperties": false
I
"CentralBackupConfigurations": {
"type": "object",
"required": [
"accountId"
1,
"properties": {
"accountId": {
"type": "string",
"maxLength": 12,
"minLength": 12,
"pattern": "M\\d{12}$",
"additionalProperties": false

iy

"additionalProperties": false
I
"CentralizedLogging": {
"type": "object",
"required": [
"accountId"
1,
"properties": {
"accountId": {
"type": "string",

EEREEEER

68



AWS Control Tower

ERAEER

"maxLength": 12,
"minLength": 12,
"pattern": "M\\d{12}$",
"additionalProperties": false
1,
"configurations": {
"$ref": "#/definitions/LoggingConfigurations"

I

"enabled": {
"type": "boolean",
"additionalProperties": false,
"default": true

}

iy

"additionalProperties": false
I
"LoggingConfigurations": {
"type": "object",
"properties": {
"accessLoggingBucket": {
"$ref": "#/definitions/S3BucketConfiguration"
I
"kmsKeyArn": {
"type": "string",
"maxLength": 2048,
"minLength": 1,
"additionalProperties": false
I
"loggingBucket": {
"$ref": "#/definitions/S3BucketConfiguration"

iy

"additionalProperties": false
I
"OrganizationalUnit": {

"type": "object",

"required": [

"name"
1,
"properties": {
"name": {

"type": "string",
"maxLength": 120,
"minLength": 1,
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"pattern": "A[\\s\\S]1*$",

"additionalProperties": false

iy

"additionalProperties": false
I
"OrganizationStructure": {
"type": "object",
"required": [
"security"
1,
"properties": {
"sandbox": {

"$ref": "#/definitions/OrganizationalUnit"

}I

"security": {

"$ref": "#/definitions/OrganizationalUnit"

},
"additionalProperties": false
},
"S3BucketConfiguration": {
"type": "object",
"properties": {
"retentionDays": {
"type": "number",
"minimum": 1,
"additionalProperties": false

iy

"additionalProperties": false
I
"SecurityRoles": {
"type": "object",
"required": [
"accountId"
1,
"properties": {
"accountId": {
"type": "string",
"maxLength": 12,
"minLength": 12,
"pattern": "M\\d{12}$",
"additionalProperties": false
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iy

"additionalProperties": false

ZEEEE 3.1 B HER

"type": "object",

"required": [
"centralizedlLogging",
"organizationStructure",
"securityRoles"

1)

"properties": {
"accessManagement": {

"$ref": "#/definitions/AccessManagement"
.
"backup": {

"$ref": "#/definitions/Backup"
},

"centralizedlLogging": {
"$ref": "#/definitions/CentralizedlLogging"
b
"governedRegions": {
"type": "array",
"items": {
"type": "string",
"maxLength": 24,
"minLength": 1,

"pattern": "A[a-z]{2}-[a-z\\-]1*-[0-9]1{1}$",

"additionalProperties": false

},

"additionalProperties": false

},

"organizationStructure": {

"$ref": "#/definitions/OrganizationStructure"

b
"securityRoles": {
"$ref": "#/definitions/SecurityRoles"
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},
"additionalProperties": false,
"definitions": {
"AccessManagement": {
"type": "object",
"required": [

"$ref": "#/definitions/BackupConfigurations"

"enabled"
1,
"properties": {
"enabled": {
"type": "boolean",
"additionalProperties": false,
"default": true
}
},
"additionalProperties": false
},
"Backup": {
"type": "object",
"properties": {
"configurations": {
},
"enabled": {
"type": "boolean",
"additionalProperties": false,
"default": false
}
},
"additionalProperties": false,
"ifr: {
"properties": {
"enabled": {
"const": true
}
}
},
"then": {
"required": [
"configurations"
]
}
},

"BackupAdminConfigurations": {
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"type": "object",
"required": [
"accountId"
1,
"properties": {
"accountId": {
"type": "string",
"maxLength": 12,
"minLength": 12,
"pattern": "A\\d{12}$",
"additionalProperties": false

},
"additionalProperties": false
},
"BackupConfigurations": {
"type": "object",
"required": [
"backupAdmin",
"centralBackup",
"kmsKeyArn"
1,
"properties": {
"backupAdmin": {
"$ref": "#/definitions/BackupAdminConfigurations"
I
"centralBackup": {
"$ref": "#/definitions/CentralBackupConfigurations"
},
"kmsKeyArn": {
"type": "string",
"maxLength": 2048,
"minLength": 1,
"additionalProperties": false

iy

"additionalProperties": false
I
"CentralBackupConfigurations": {
"type": "object",
"required": [
"accountId"
1,

"properties": {
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"accountId": {
"type": "string",
"maxLength": 12,
"minLength": 12,
"pattern": "M\\d{12}$",
"additionalProperties": false

1,
"additionalProperties": false
1,
"CentralizedLogging": {
"type": "object",
"required": [
"accountId"
1,
"properties": {
"accountId": {
"type": "string",
"maxLength": 12,
"minLength": 12,
"pattern": "M\\d{12}$",
"additionalProperties": false
},
"configurations": {
"$ref": "#/definitions/LoggingConfigurations"

I

"enabled": {
"type": "boolean",
"additionalProperties": false,
"default": true

}

iy

"additionalProperties": false
I
"LoggingConfigurations": {
"type": "object",
"properties": {
"accessLoggingBucket": {
"$ref": "#/definitions/S3BucketConfiguration"
I
"kmsKeyArn": {
"type": "string",
"maxLength": 2048,
"minLength": 1,
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"additionalProperties": false

},
"loggingBucket": {

"$ref": "#/definitions/S3BucketConfiguration"

iy

"additionalProperties": false
I
"OrganizationalUnit": {

"type": "object",

"required": [

"name"
1,
"properties": {
"name": {
"type": "string",
"maxLength": 120,
"minLength": 1,
"pattern": "A[\\s\\S]1*$",
"additionalProperties": false
}
1,

"additionalProperties": false
I
"OrganizationStructure": {
"type": "object",
"required": [
"security"
1,
"properties": {
"sandbox": {

"$ref": "#/definitions/OrganizationalUnit"

}I

"security": {

"$ref": "#/definitions/OrganizationalUnit"

},
"additionalProperties": false

},

"S3BucketConfiguration": {
"type": "object",
"properties": {

"retentionDays": {
"type": "number",
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"minimum": 1,
"additionalProperties": false
}
I
"additionalProperties": false
I
"SecurityRoles": {
"type": "object",
"required": [
"accountId"
1,
"properties": {
"accountId": {
"type": "string",
"maxLength": 12,
"minLength": 12,
"pattern": "M\\d{12}$",
"additionalProperties": false
}
I

"additionalProperties": false
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B
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o fEF BIHIEREEEE CloudFormation
. FF EEBEAMNEREEREE CloudFormation

£ A BB = BEREER TR E M CloudFormation

SREMBE B EED AWS CLI, AEiRH

1. # & AWS CLI AWS Organizations CreateOrganization , /8 API JRE 3 4843 BUH FT A Th

L
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il
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2. & CloudFormation %1
BR

HE A 22 CloudFormation &i4< AWS CLI

R EEE
, Ui BEEBIRFAHEVL TS

 Log Archive 1RF ( BHEBA "5E#. 1RF )

- BRERF (BHEBA T

Z2HL RFE)

= R

+ AWSControlTowerAdmin, AWSControlTowerCloudTrailRole, AWSControlTowerConfigAggregatorRol
# AWSControlTowerStackSetRole R & &
M AWS Control Tower I fEFAEL B ERHTEERESE API FIHWER ,
EENBEESE,

w2RLSR1 &R
Parameters:
LoggingAccountEmail
Type: String
Description:

The email Id for centralized logging account
LoggingAccountName:
Type: String

Description:

Name for centralized logging account
SecurityAccountEmail:
Type: String

Description:

The email Id for security roles account
SecurityAccountName:
Type: String

Description:

Name for security roles account
Resources:

MyOrganization

Type: 'AWS::0rganizations

::0rganization'
Properties:

FeatureSet: ALL
LoggingAccount:

Type: 'AWS::0rganizations::Account'
Properties:
AccountName: !Ref LoggingAccountName
Email:

!Ref LoggingAccountEmail
SecurityAccount

Type: 'AWS::0rganizations::Account'
Properties:
AccountName:

IRef SecurityAccountName
Email:

!Ref SecurityAccountEmail
AWSControlTowerAdmin

Type: 'AWS::IAM::Role'

Properties:
RoleName:

AWSControlTowerAdmin
fEF BB & =R CloudFormation
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AssumeRolePolicyDocument:
Version: 2012-10-17

Statement:
- Effect: Allow
Principal:

Service: controltower.amazonaws.com
Action: 'sts:AssumeRole'
Path: '/service-role/'
ManagedPolicyArns:
- ISub >-
arn:${AWS: :Partition}:iam: :aws:policy/service-role/
AWSControlTowerServiceRolePolicy
AWSControlTowerAdminPolicy:
Type: 'AWS::IAM::Policy'
Properties:
PolicyName: AWSControlTowerAdminPolicy
PolicyDocument:
Version: 2012-10-17
Statement:
- Effect: Allow
Action: 'ec2:DescribeAvailabilityZones'
Resource: '*'
Roles:
- !'Ref AWSControlTowerAdmin
AWSControlTowerCloudTrailRole:
Type: 'AWS::IAM::Role'
Properties:
RoleName: AWSControlTowerCloudTrailRole
AssumeRolePolicyDocument:
Version: 2012-10-17

Statement:
- Effect: Allow
Principal:

Service: cloudtrail.amazonaws.com
Action: 'sts:AssumeRole'
Path: '/service-role/'
AWSControlTowerCloudTrailRolePolicy:
Type: 'AWS::IAM::Policy'
Properties:
PolicyName: AWSControlTowerCloudTrailRolePolicy
PolicyDocument:
Version: 2012-10-17
Statement:
- Action:
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- 'logs:CreateLogStream'
- 'logs:PutLogEvents'
Resource: !Sub >-
arn:${AWS: :Partition}:logs:*:*:log-group:aws-controltower/
CloudTraillogs:*
Effect: Allow
Roles:
- IRef AWSControlTowerCloudTrailRole
AWSControlTowerConfigAggregatorRoleForOrganizations:
Type: 'AWS::IAM::Role'
Properties:
RoleName: AWSControlTowerConfigAggregatorRoleForOrganizations
AssumeRolePolicyDocument:
Version: 2012-10-17

Statement:
- Effect: Allow
Principal:

Service: config.amazonaws.com
Action: 'sts:AssumeRole'
Path: '/service-role/'
ManagedPolicyArns:
- !Sub arn:${AWS::Partition}:iam::aws:policy/service-role/
AWSConfigRoleForOrganizations
AWSControlTowerStackSetRole:
Type: 'AWS::IAM::Role'
Properties:
RoleName: AWSControlTowerStackSetRole
AssumeRolePolicyDocument:
Version: 2012-10-17

Statement:
- Effect: Allow
Principal:

Service: cloudformation.amazonaws.com
Action: 'sts:AssumeRole'
Path: '/service-role/'
AWSControlTowerStackSetRolePolicy:
Type: 'AWS::IAM::Policy'
Properties:
PolicyName: AWSControlTowerStackSetRolePolicy
PolicyDocument:
Version: 2012-10-17
Statement:
- Action: 'sts:AssumeRole'
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Resource: !Sub 'arn:${AwWS::Partition}:iam::*:role/

AwWSControlTowerExecution'
Effect: Allow
Roles:
- !IRef AWSControlTowerStackSetRole

Outputs:
LogAccountId:
Value:
Fn::GetAtt: LoggingAccount.AccountId
Export:
Name: LogAccountId
SecurityAccountId:
Value:
Fn::GetAtt: SecurityAccount.AccountId
Export:

Name: SecurityAccountId

fEF B FH & FEEE T CloudFormation

& CloudFormation £ &= #EH AWS CLIZFSZE T %l CloudFormation E84x | LA 1 B pEEE,

Parameters:
Version:
Type: String

Description: The version number of Landing Zone

GovernedRegions:

Type: Array

Description: List of governed regions
SecurityOuName:

Type: String

Description: The security Organizational Unit name

SandboxOuName:
Type: String

Description: The sandbox Organizational Unit name

CentralizedLoggingAccountId:
Type: String

Description: The AWS account ID for centralized logging

SecurityAccountId:
Type: String

Description: The AWS account ID for security roles

LoggingBucketRetentionPeriod:
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Type: Number

Description: Retention period for centralized logging bucket

AccessLoggingBucketRetentionPeriod:
Type: Number

Description: Retention period for access logging bucket

KMSKey:
Type: String

Description: KMS key ARN used by CloudTrail and Config service to encrypt data in

logging bucket
Resources:
MyLandingZone:
Type: 'AWS::ControlTower::LandingZone'
Properties:
Version:
Ref: Version
Tags:
- Key: "keynamel"
Value: "valuel"
- Key: "keyname2"
Value: "value2"
Manifest:
governedRegions:
Ref: GovernedRegions
organizationStructure:
security:
name:
Ref: SecurityOuName
sandbox:
name:
Ref: SandboxOuName
centralizedlLogging:
accountId:
Ref: CentralizedLoggingAccountId
configurations:
loggingBucket:
retentionDays:
Ref: LoggingBucketRetentionPeriod
accesslLoggingBucket:
retentionDays:
Ref: AccesslLoggingBucketRetentionPeriod
kmsKeyArn:
Ref: KMSKey
enabled: true
securityRoles:
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accountId:
Ref: SecurityAccountId
accessManagement:
enabled: true

FEH EEBE A EEEREE CloudFormation
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© BEER
SAERESEEBARIES Y SEMME  ESBEERNIESES. £

UpdateProvisionedProduct API Mi3E ProvisionProduct APl

HELH B —ESBRHEE AWS Control Tower UpdateLandingZone £ GiBHEHRER M. FH
THABE K BREFFFPMENAERIRSE., £mBENEHEER—RIEFHNTHK , Bt E4HH
HEXRTEERBEEHRECTR. BEESHENMXELETE , THEBREMRS, WEEREMBHEYN
WEEHER  BS2REEmERSS.
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https://docs.aws.amazon.com//servicecatalog/latest/dg/API_Reference.html
https://docs.aws.amazon.com//servicecatalog/latest/dg/API_UpdateProvisionedProduct.html
https://aws.amazon.com/blogs/architecture/field-notes-enabling-guardrails-in-new-aws-regions-the-aws-control-tower-supports/
https://docs.aws.amazon.com//controltower/latest/userguide/lifecycle-events.html
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FE2H

+ fEH AWS CloudShell &{#F AWS Control Tower.
« BBt AWS Control Tower FHI{E75.
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B 1t AWS Control Tower FRI{ETE

AFZEFREFBEIL AWS Control Tower RIVER , BlHNRF M2, 2HIERMERK, &0 LUERA
I REREELBBLEIME :

* AWS Service Catalog API

« AWS Organizations API

 AWS Control Tower APIs
« AWS CLI

Htt EANER LERSSFHZSlRMEER N ENER | AHBIEE 21t AWS Control Tower H
BETE. BT R ERALA AWS Control Tower A E B BHAESR , AJHBEBBLER,

BB FIER

&7 LAIEIB AWS Control Tower API BE)LEEE A MBERIZFIE (ELBAER) HENEKE. WFEF
MEF , 5528 AWS Control Tower APl 22,

WMEMMEHR AWS Control Tower APIs TR FIRENFFMERR , BFSEILEKXE AWS Control
Tower 21T API , ER BBV AL ESR L HIE,
HEMLEEEITES

AWS Control Tower & [E[E 1T APIs A B E B Bi{L BB Z pEE BN S ETH, MEFMESR
B§ AWS Control Tower API &%,

%I
3
r

BEt OU

AWS Control Tower % APIs Al BV B BI{LAFETTHE , HlNFEH OU, MEFESFMER |
AWS Control Tower APl 2%,

3
o
&n

B LIk = B8

] LAEF AWS Organizations API B EIE8EA AWS Control Tower KEIRFE . MEFHMENA ,
B3iE18 BARA AWS Control Tower F{E#RF AWS Organizations.

3
¢

B E{LiRk S @ MER
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https://docs.aws.amazon.com//servicecatalog/latest/dg/service-catalog-api-overview.html
https://docs.aws.amazon.com//organizations/latest/APIReference/Welcome.html
https://docs.aws.amazon.com//controltower/latest/APIReference/Welcome.html
https://docs.aws.amazon.com//cli/latest/reference/servicecatalog/index.html
https://docs.aws.amazon.com//controltower/latest/APIReference/Welcome.html
https://aws.amazon.com//blogs/mt/aws-control-tower-releases-api-pre-defined-controls-to-your-organizational-units/
https://aws.amazon.com//blogs/mt/aws-control-tower-releases-api-pre-defined-controls-to-your-organizational-units/
https://docs.aws.amazon.com//controltower/latest/APIReference/Welcome.html
https://docs.aws.amazon.com//controltower/latest/APIReference/Welcome.html
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AWS Control Tower Account Factory Customization (AFC) Al ## Bi#& % AWS Control Tower 2 &
MIRE , EPFEERMBAEER BRT CloudFormation 748, WEFEEREE—EBZBBHT,
HAGAUETHEBEENERT , EREVHIRFANENIRSE,

AWS Control Tower Account Factory for Terraform (AFT) &7& GitOps ##! | LA AWS Control
Tower HEHEMLIRFMEMNIRFEFNEF. WHEFHEF , FBREA AWS Control Tower
Account Factory for Terraform (AFT) RS

AWS Control Tower (CfCT) #9 BT Al % Bh#& B ET AWS Control Tower ZBEE1H , WRIGFHFES AWS
BREE®., CCT BETRMEA AWS CloudFormation EZR, FRIEIEHIBK (SCPs) MERIZHIBUER
(RCPsEE, MEFHFMER , FSBAWS Control Tower (CfCT) B B 5T 81L&,

MEBEBIREFMEBNFMEANE S |, BFSEEH : AWS Control Tower FH B B){b iR F 422
IAM A BBt HE,

SHEZEKETSHEMIRS.

kPR AT

MEURXRET HABKIRFNFMAER , 52 B AWS Control Tower EZIRF RN B EHNE
EEB &,

BB AR

WMEERNFAFERBELFERS LB INGSE AWS Control Tower IRISEEENERA , FFRELER - B
B 11 AR %5 PR 148 A0

MFHEEBCNBSEARGINZMEER , F2REBNES
GitHub L RHMERKRHBHEES , HEERERRZEMABRNEEABLER,

« A A aws-control-tower-org-setup-sample B9 #4553 B8 204 B Bh#% Audit (R FRRE AT 2 HBEREH
EREES,

« &5 aws-control-tower-account-setup-using-step-functions #9451 55 BB 20 A 1£ 4 22 R 5% E bR 5
B , £/ Step Functions BB ZEREEK. LEFIELTRBINEZTAHAB LA AWS Service
Catalog E@R#EE , UK B BEREHEBE AWS IAM Identity Center B¥HEEFTIR S Y BIHE, ©IE
=% BA an4{rT i BR M (= 33 R B TR ER VPCo

AWS Z£2EZRBIERBES , AR BE{LE AWS Control Tower 1BEIIER . MFEFMER |
RS AWS REES| EEAMERBA GitHub #7FE.
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https://docs.aws.amazon.com//controltower/latest/userguide/automated-provisioning-walkthrough.html
https://docs.aws.amazon.com//controltower/latest/userguide/roles-how.html#automated-provisioning
https://docs.aws.amazon.com//controltower/latest/userguide/configuration-updates.html#update-accounts-by-script
https://docs.aws.amazon.com//controltower/latest/userguide/roles-how.html#stacksets-and-roles
https://docs.aws.amazon.com//controltower/latest/userguide/roles-how.html#stacksets-and-roles
https://www.youtube.com/watch?v=3WUShZ4lZGE
https://www.youtube.com/watch?v=3WUShZ4lZGE
https://docs.aws.amazon.com/controltower/latest/userguide/related-information.html#automation-and-integration
https://github.com/aws-samples/aws-control-tower-org-setup-sample
https://github.com/aws-samples/aws-control-tower-account-setup-using-step-functions
https://docs.aws.amazon.com//prescriptive-guidance/latest/security-reference-architecture/welcome.html
https://github.com/aws-samples/aws-security-reference-architecture-examples/tree/main/aws_sra_examples
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WEHRE AWS Control Tower B2 AWS CloudShell #Ei A AERIEEA , CloudShell E— BB BIRE
CLI AWS =B AWS WIERFE , 582 B8 AWS CloudShell #1 AWS CLI,

H® AWS Control Tower 2 K EE#ERE AWS Organizations , EIbFF% AWS H AR 0]3E1B APls
M CLIAWS /. MEFMENR , FSEHEEE AWS k%,

£ AWS CloudShell 3&f#H AWS Control Tower

AWS CloudShell 2 —EABRFE CLI AWS F TIER AWS BR% , ©RBIERE, FEERFEM Shell
A BN B AWS BEETRE, BFAFETHRZREGTITE, BUUREREFHN shell
(Bash, PowerShell 2% Z shell) #11T AWS Control Tower Xt AWS BR#HE AWS CLI 5%

BRI BB AWS CloudShellAWS BB X AR , BMARBATIEAN AWS B2 ABRAIEHH shell
TYERERRER, BRI LATEEE AWS Control Tower fMEftt AWS FRIEEERF | BB AREEAE
B MBS ERTELTEE shel BEIRIEMWSE 2 AWS CLI i, BETEELERFE AWS CloudShell,

HU{E B 1AM FF A AWS CloudShell

AWS Identity and Access Management Rt FENERER , I REEESKFEFTIRT IAM FERHEMN
IAM Identity Center £/ & AWS CloudShell,

EEERTHEAEFIENRRES EZRER AWS ZEBK, AWS SEBRXRMH AWSEI I EEH
BYBE. THEAR CloudShell B9 AWS ZEBEAILUEET IAM &5

« AWSCloudShellFullAccess : ZF5F A , 2L AWS CloudShell 8 It TEFZHFTAEIEE,

MBI ERE| IAM & IAM Identity Center & AT LABL TR B 4EETE AWS CloudShell , &
ATLAZE M £ AWSCloudShellFullAccessEERERMAE AN BFTBER, MFERS CloudShell
FHETRANSENGFMEENR , F2EAWS CloudShell  FREERE) PHFER IAM BEREE AWS
CloudShell FEIFI A £,

(® Note

B IAM B BEERE , BFY ETHEWAEFTA AWS Control Tower, MEFMEA |
2R H AWS Control Tower = AFTENEFT,

B

EXE) AWS CloudShell
®*HhAWS EEEEAS , BULUREEEY E oA T HEEREE CloudShell :
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https://docs.aws.amazon.com//controltower/latest/userguide/using-aws-with-cloudshell.html
https://docs.aws.amazon.com//controltower/latest/userguide/related-information.html#related-aws-services
https://docs.aws.amazon.com/cloudshell/latest/userguide/working-with-cloudshell.html#launch-options
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/cloudshell/latest/userguide/sec-auth-with-identities.html
https://docs.aws.amazon.com/cloudshell/latest/userguide/sec-auth-with-identities.html
https://docs.aws.amazon.com//controltower/latest/userguide/access-control-managing-permissions.html#additional-console-required-permissions
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« JEIZ CloudShell B R,
- RBEESAEPEA Tcloudshells |, A%&1E#ZE CloudShell 18,

RELERE CloudShell , &7 S A FEE AR EM AWS CLI 85 AWS Control Tower, Hig1 , &
Al LA E AWS Config #REE,

%18 B2 B &) AWS Control Tower AWS CloudShell

AWS CloudShell # BiE#& AWS BB XA |, BA LA B & 5% interface. AWS CLI commands
AWS Control Tower BA#4582 HE & , £ CloudShell A ZEE A R EE,

(® Note

£ AWS CLI ':F'ﬁﬁﬁ iF AWS CloudShell , EFFEETHRLZREMEMEIR, L2 shell F
R REETHUZTREEREEAER,

£ AWS CloudShell 7 Bh5%E AWS Control Tower

EHTELREFZH , BRIESERA , BRBMLEZALEKERGN AWS EBXERA XEHPH
B &AL IAM Identity Center FREDR IAM EREE DB A , YEEBELEEEHNEEREIRS
EEFT,

1. T REMBRERE AWS Control Tower EpEEIF 281 , LA LFE FEH AWS Config CLI %
AWS CloudShell 2R ¥ g 4 88 50 8% 85 1 XS B E MY AR BE,

g5l . MEIRM AWS Config AR RE
BIRWS

* aws configservice describe-delivery-channels

* aws configservice describe-delivery-channel-status
« aws configservice describe-configuration-recorders
- EEFEIEELL "name": "default"

2. ﬂﬂ%!’d‘\ﬁ’ﬁ: S XE AWS Control Tower & pE[E 12 51 EZMBRAVIRAE AWS Config iR R E
, A U AL TGS

5 | EEATE LI AWS Config B &R
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ERAEER

MBRaE T :

* aws configservice stop-configuration-recorder --configuration-
recorder-name NAME-FROM-DESCRIBE-OUTPUT

 aws configservice delete-delivery-channel --delivery-channel-name
NAME -FROM-DESCRIBE-OUTPUT

* aws configservice delete-configuration-recorder --configuration-
recorder-name NAME-FROM-DESCRIBE-OUTPUT

/A Important

FEZIMIBR AWS Control Tower BI &R AWS Config, iEkiELE RIS E I AWS
Control Tower ¥ AT —HKIARRE,

WEFME , 5828 AWS Config X4

- EEIHRES 8T (AWS CL))

EERNER

Lh &I R EER B M AWS CLI 5% AWS CloudShell , AR A E A ZEEHNER
AWS Organizations., ¥/ AWS Control Tower BFEEMARER HWZEFFE AWS

Organizations , ER R & Hl, T8 , AWS NREBELREFEBHLREFTEE , BAEZSERAR

= A H R 8 Z {5177 H AWS Control Tower,

g4 - RATEFERZEERNREFN

* aws organizations enable-aws-service-access

* aws organizations disable-aws-service-access

&3l : EF 3 Amazon S3 ff#17ErE AWS CloudShell

ETHEHIF |, EATLAER AWS CloudShell 231 Amazon S3 178788 , R#%&F A PutObject &4
EARERNEAXRBTFIREPHYIHE,

1.

BERHEEE AWS BE PRI FHFATE | 57 CloudShell (s B HIFRBA TG T

B B HE AWS Control Tower AWS CloudShell
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https://docs.aws.amazon.com//config/latest/developerguide/stop-start-recorder.html#managing-recorder_cli
https://docs.aws.amazon.com//config/latest/developerguide/manage-delivery-channel.html
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aws s3api create-bucket --bucket insert-unique-bucket-name-here --region us-east-1

MRFFIMET , 55 ERRECT S LAY IR

{

"Location": "/insert-unique-bucket-name-here"
}
(® Note

MREREFHARBFIENAA (W, EEANEFE ) , AIGERTHIHEE  wuy
CreateBucket R{ERF 22 4 8552 (InvalidBucketName) : I8 EN R FEFBEY,

2. FELEERIBEFBAVMHEMEIUNFREFITRE , B PutObject 5% :

aws s3api put-object --bucket insert-unique-bucket-name-here --key add_prog --body
add_prog.py

MR EEE Amazon S3 fEFTE , TSR RRARBNEE  BET @S

"ETag": "\"abl23cl:w:wad4a567d8bfd9al234ebeea56\""}

ETag REERYHNHE, CHRARMELEZE Amazon S3 2N EE 4,

£ 3L AWS Control Tower &J& AWS CloudFormation

AWS Control Tower 282 #4& AWS CloudFormation , It BR¥§ Al 1% Bh {84 UL FIERE AWS &R |
LA BYNEREERMERRENEE, SoUBRYSAREREEENTE AWS EIR |, Hia0
AWS: :ControlTower: :EnabledControl for control. CloudFormation provisions  &#&5& EE L

&R

£/ BF CloudFormation , A AEEFRE AR — BB EE M FRE AWS Control Tower EiR, #iR
BHER—X , RABREZE AWS IRF M EFHZE—HEMEBNER.
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/BucketRestrictions.html#bucketnamingrules
https://aws.amazon.com/premiumsupport/knowledge-center/data-integrity-s3/
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AWS Control Tower 1 CloudFormation &i7x

= EMENMERE AWS Control Tower FMEBIREHEIR , B4A T # CloudFormation #i748, #§
2B JSON = YAML HRALMI AR, L EARFEZETE CloudFormation HE B Y
BIR. MRETEHE JSON 5 YAML , A LAE A CloudFormation §%&+ T B3R i% B &R ER
CloudFormation €75, MEFMEF , 2B (AWS CloudFormation EAEERE) FHHER
CloudFormation §%&t2% ? o

AWS Control Tower XEEHFEI AWS: :ControlTower: :EnabledControl ( ##

&R ). AWS::ControlTower::LandingZone ( EFE[E1E ) A

AWS: :ControlTower::EnabledBaseline ( E#4#% ) CloudFormation, MIFEFMER , BIEE
L RIER A JSON M YAML #EARE | , 552 BIAWS CloudFormation ( £ & ERAWS Control
Tower) HH

(® Note

AR EnableControl® DisableControlE R &l AWS Control Tower & 100 {E3 1T
.

ZEMRIR CLI FMEHEEH —L AWS Control Tower il , F2 B BUHZ4IE CloudFormation,

>

i — 5 7 #& CloudFormation

ZE#— 4 T # CloudFormation , F2E THER :

AWS CloudFormation

AWS CloudFormation ff i & 155
CloudFormation APl 2%

AWS CloudFormation S8 S5 R EEHAEERE
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/template-guide.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/working-with-templates-cfn-designer.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/working-with-templates-cfn-designer.html
https://docs.aws.amazon.com//AWSCloudFormation/latest/UserGuide/AWS_ControlTower.html
https://docs.aws.amazon.com//AWSCloudFormation/latest/UserGuide/AWS_ControlTower.html
https://docs.aws.amazon.com//controltower/latest/userguide/enable-controls.html
https://aws.amazon.com/cloudformation/
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/Welcome.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/cloudformation-cli/latest/userguide/what-is-cloudformation-cli.html
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HET& 8 AWS Control Tower ZpE[E 1T

AWS Control Tower 2EEBNELEREEAE TEAFRE , SINZEZEEGNBARGIE, HttBE
REEEBEBLE TEANBET.

Blan | & e] LAE AR AR AWS Control Tower B Customizations BN EERBEVEEZNE
iT , EER GitOps B \HI BETZR4#E , A8 AWS CloudFormation E 4~ AWS Control Tower £ friEHA
EHEEEA

#% AWS Control Tower £ & BET

EEHBERFGHETELRFT , FFEME AWS Control Tower TR AR TR,
EREHEEMBTER

o WAILAEREHMIRIMELEN OU B, BT LR A AWS Organizations XA EFH A

OUs , {81 ¥ OUs AWS Organizations AJAE & E B AMEE 1Y R 2k
« BULUEMAARZMBFHEREFNEE  ELELEREREEERE, (ER-XMHEE, )

@ MR

ERC1E , £ PEH® R OU AWS Organizations It R & FE £ Account Factory F¥ BRI 2 E
Mo EEEBHFEMMHEMNER (LEBRFRRH ) , B4EIEIB AWS Control Tower #1T OU g
£, BIEEL., MBRHEFHEM OU,

ZEL AWS [EiE

o BOLUBRBERISEEREETIRERBETERE AWS EBiF, 55EE AWS Control Tower £ & #Y
$EB,

o WU LAEEFERE AWS EiEZIMEBUHZEUZE N EE,

- BALKESEEEFRESCRATRMA  LIEFEREHARZIERIPASH AWS REHF
HAWS ,

M CICT BEBEMH AWS B 2 BNRHMER , HSH 25RH,

#& AWS Control Tower £32 & HET 135
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EB R IR AR FIER AR

- AZIEBEEEMNEGZBAN , ERTETLUEIBIEE ZRUR BFLE 12 52k B 5T B BE 2151 38
TE#HR. BRTIERAEAZEEE,

- BANERBEERFTREEZETERES , X AFFIENER,

- BRESEX Security Hub CSPM 2% — I 55 1912 F 43 5 18 7] A2 4% 38 AWS Control Tower 3R , A
REZSEAR,

- BAMNEBHERFITEEEME CloudFormation ERZAIREER , AERAFERFTEERENZEH
B,

BET4& 8 AWS CloudTrail (8%

- BERRKBEREENE 3.0 RBEFHMRAKE , BALLEE A IR EBE AWS Control Tower EIERY
R EB R CloudTrail B, BRI EEFHEEEFREEHIEIE, AWS Control Tower EEENE
ERFHABRIABERER K ZERERBENEEFEEANEADPRIEEADMRE, EEES 3.0 FX
EBIIRF B CloudTrail Bt ; 18 , IREEFEEZELEHR K BUURENEEGCHNER. F8
WRRIEEELEBENEAR,

EXEAETEYBTRERS

« BOLAER I BETHY AWS Control Tower FREIRFE |, B AT LL#E AWS Control Tower XA EHEEFH
REWRFUHFIEERT. NEFMEEN , F2EERKRE IMELR] (AFC) BETIRF,

£ AWS Control Tower ==& BB BEE]

B BETEZEIERB AWS Control Tower T2 AFEH |, BRI LLUBEBEMAXEE, i :

. BALAE GitOps =M TR , $2/ Account Factory for Terraform (AFT) 7 22 £ R B TR
B

AFT A Terraform #E#HEF |, AI7E AFT EEEHRES,

« S&RILAER Customizations for AWS Control Tower (CfCT) HE] AWS Control Tower ZBE[E1 , iE
=L AWS CloudFormation S F R4 HIBUR (SCPs) ZEEREEEH, CICT BRI LA BETE AR
H R SR AR B B 4B 48 p 9 (BBl bR S M AE B EE AL (OUs).

CfCT WIRATERI1E GitHub fEZEFE A,
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https://docs.aws.amazon.com//controltower/latest/userguide/optional-controls.html
https://docs.aws.amazon.com//controltower/latest/userguide/data-residency-controls.html
https://github.com/aws-ia/terraform-aws-control_tower_account_factory/tree/main
https://github.com/aws-solutions/aws-control-tower-customizations
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o SR LATE BARUE BE R HNIE RS (LZA) BB T BT AWS Control Tower ZpE[EiE AWS, LZA R
FRORBEHES AWS REEK , YHFSZESKSRERE, RPEZEEE AWS Control Tower
WAERTERED A ARETEFEH LZA HEEEREEI. MEFHFMBENR , 528 AWS Control
Tower F& P [R5 iR,

AWS Control Tower F1% FE & i3 il X 25

AEIFRBAME A AWS Control Tower #1% P& @13 132 (LZA) R B RNWES,
B A E R RCE R E INIEES (LZA) WHER T BFT AWS Control Tower & BE[EiH AWS ,

LZA BB —AEAXRNAENFRAR , EEZS AWS BEEENZELKREREE LB EEEN
EEZIRFIRE, LZA 2FEH AWS ESBEREMNH (CDK) EiE.

LZA BEBREBSTEZLTEEENZTRTHE. WERSRTURBERE B AWS EF , Ui
B M RENIZEN — B, LZA BRARNERFTS AWS BREEK , S SELRSRRE,

B EZREEE AWS Control Tower iAEREERED , RAEETEMSH LZA BEEEREE I

#E, LZA F1 AWS Control Tower WS RMEEANHNERXNBEALR , IR EEENEEZIRS
RIE  HEAXESESZHASN I EERNEMNERERMITE. AWS Control Tower H Landing
Zone Accelerator £ EHBIRE I F &% , BiELTE. ERMNREDEE,

LZA B RIGTE A1 GitHub fEZEHRFEA,

WMEMMEESE LZA 1 AWS Control Tower HIEFHIE , 5528 LZA EEIE™E.

AWS Control Tower (CfCT) BETH{EZ

M A AWS Control Tower BT (CfCT) B9 IhEEEH Al 13 Bh 12 A B BE[E 15 2 31 Lk AWS Control
Tower TEAFEVEEZNET. TRME GitOps KRN BEBLEF. BAUEEEREREE , UFE
NOE) =

Itinfrastructure-as-code B3] i2 24 AWS CloudFormation &4 AWS E2 R #&#2= H B K (SCPs)
M AWS Control Tower £ EHIEH , BEENERTBERENZZEEBRIEFRS, fli , EEER
Account Factory 2V #itRF R , JUAEBIHBEZEERF T OU WEIR,
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https://docs.aws.amazon.com//controltower/latest/userguide/about-lza.html
https://docs.aws.amazon.com//controltower/latest/userguide/about-lza.html
https://github.com/awslabs/landing-zone-accelerator-on-aws
https://docs.aws.amazon.com//solutions/latest/landing-zone-accelerator-on-aws/prerequisites.html
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® Note

B2 Account Factory fl AFT " [@ , CfCT X EFIARELFMIES K MIBEBABELEENE
BRBFTBERRFHKRSEF OUs.

® Note

£ CfCT HEREM B ZRBEL (OU) BT AWS Control Tower A
AWSControlTowerBaseline, 12 AWSControlTowerBaseline BVEf#& 5 , 528 : £ OU
BiRERWEEFRA,

B
- IERBFTERZS AWS WIRE - B LIERERBIER ZRS AWS Control Tower IR3E |, A& AWS
BREEXMATEEN BT TERE,

. FITERILENER - BRI LAEAEZA AWS CloudFormation MR 4IBE R R ZELNBRE
, BIRMEBER BET AWS Control Tower ZBEE 1T,

« f£/ AWS Control Tower £ B S —F BBL - £ BHEHTRERRERN — RIS
TERERBEER, ERMKBEE B4 RIGENIEE BEERTERIRSM OUs,

- BRCHEIRERE - S LEEBFTNMEEESE , UAENREBEENER , HINERRE

Hfth CfCT &4l

« AWS LEIFEKR X EZR MM Customizations for AWS Control Tower (CfCT) Y £85I B 48  FA 2
5 , S Service Catalog #1 AWS Control Tower H]Z8& —3# DNS,

- B CfCT # Amazon GuardDuty tHEBH %S EEHIAI1E aws-samples@#FEM GitHub £EUS.

- AR CICT WHEMBEXIBEHIER #Faws-samplesEF R LB ELREN —
o AWS 12it, HFFZEAERS WE KT I EEH flmanifest.yamliE

Zcustomizations_for_aws_control_tower,

WFEAWS Z2BZRBHNFMEN , F2H AWS REE5EH,
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https://aws.amazon.com/blogs//architecture/deploy-consistent-dns-with-aws-service-catalog-and-aws-control-tower-customizations/
https://github.com/aws-samples/aws-security-reference-architecture-examples/tree/main/aws_sra_examples/solutions/guardduty/guardduty_org/customizations_for_aws_control_tower
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REEK,
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WMFEABRI AWS Control Tower (CfCT) HETNEHMEMMNEENER , F2H GitHub REEFH
CHANGELOG.md &%,
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« F1 AWS Control Tower £ @iBEEH T/EHRTE.

AWS CodePipeline T{ERE

AWS CodePipeline TEREEERE. AWS CodePipelineAWS CodeBuildEEZRAWS Step Functions ,
LUK 1% F8#E 8+ AWS CloudFormation StackSets #1 SCPsHI B,

B LEEEENR , CICT EUARXBEERAIT =R,

- AEEPEEY — £/ AWS CodeBuild BB EHREEHN AR,
- SCP FEE — W ARG FIBRARREMEET , HE MW AWS Organizations APl 3RE 3 SCPs,

» CloudFormation f&E — S A BEREHB[RFBLEEFFERZTRENIKRFR OUs FEHE
}Eﬂljﬁlﬁo

EEERE  BEABEEGWUAMBEN SCP SREH , KA HEEMN SCPs FE R B FEE Atk
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MEATREEANRMET |
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2& CICT Bil¥EME,
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f£ AWS Control Tower RN FR S , £aB =4 LA A AWS CodePipeline TERE, &7
LB B THEREBTHAEEN , HHPEE Amazon EventBridge B4 Al. Amazon Simple Queue
Service (Amazon SQS) £ L H (FIFO) 17515 AWS Lambdak &,

& Amazon EventBridge SR AERZEFN EWBRERR , TR EMHEEZE Amazon SQS
FIFO 175, WA AWS Lambda E& , X AR B EERETHEEN SCPsH T iiFEEE,

Cost

17 CICT B ASEUR AWS CodePipeline #11T)X 8. AWS CodeBuild #1Ti5& /. AWS
Lambda BN EMSERER , LURBMEY Amazon EventBridge E4EE, #lin , MREE—EARX
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MRIEBERER AWS CodeCommit fE1FE , BRI LS EREAEEMWHRIR , 45 Amazon S3 HWER
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BIREY CloudFormation E4<pyE A , CfCT ATAE M EEHEIEHIFERERIAWS CodeCommitffE1E
EE , ¥ Amazon Simple Storage Service —&iFfi&s

&EH CfCT AWS CodeCommit R FEERZIAKER K XL BRIV NELTRFIRERFTENE
AER | #1 AWS CodeCommit {FF EISFEFNR, MERAHEBENWEREENR , FSBERE AWS

CodeCommit,

(® Note

IR IR AR A CodeCommit , M —#YiRIE R4 Amazon S3 METRREABEEHFNRHE
Vg, MREBEFE—IREE CICT , BIEEMER CodeCommits

AWS CodePipeline

AWS CodePipeline IRIFHAEEHNWEHREKFE. MRNEBERE , BASETER Amazon S3 f#FETE
HFEFE AWS CodeCommit EEFETELE#H, MEHRIFREHNWHEMET , F2BEH Amazon
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AWS Key Management Service

CfCT &% 3 AWS Key Management Service(AWS KMS) CustomControl TowerKMSKey & &
%, LWEWARME AWS Systems Manager S8 FM[EHR Amazon S3 #HRERFETE. Amazon
SQS T MBBRBSE PN, RIFEFEE , REH CICT RN ACEE AL SW\IAIT BN AF
FRRENGTT. BEFRERER, FIFO PRS2 8 FH[ESecureStringfd , X EKEEEHIE
ZECustomControlTowerkMSKeyBUR, FERRERA BB SBWMIE,

AWS Lambda

CfCT &7£ AWS Control Tower £ @niBHZE 4 AWS CloudFormation StackSets = AWS
Organizations SCPs #1#a & & MEPE LA , £H AWS Lambda BHERWAB L& T,

Amazon Simple Notification Service

CfCT Tt E IEREHERMEL , flunEE#ZEZE Amazon Simple Notification Service (Amazon
SNS) £, AEELEEZEREEXREBEHNE , T EBE Amazon SNS,

Amazon Simple Storage Service

#8%E CfCT B , CfCT 82 EBME—EBM Amazon Simple Storage Service (Amazon S3) 77T
R

&l : Amazon S3 EEFTEER
custom-control-tower-configuration-accountID-region

BEITFREESRA WEHIEREER _custom-control-tower-configuration.zip

I

AEIBEREBPHIERR.

It zip EREBEHAGEAFBE , ARBERLBERNREBHEEESGI A, ELEF 4| 7T i By R 5 BB E
B, LLEFTEHY AWS Control Tower BRI, HHERABESHBIEFBRTKATFRHEERENR
SR HIHER (SCPs) PR AVAERE,

B AER L EHEEEHMAEE | RERN LEBTEN , LABE CICT AREE

MFE BT ARBERNER |, F26 CICT BFTEHE.
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CloudFormation ##&, CfCT
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BrEg , TEEER T IIRERF, MFENARAAE AR Amazon S3 BIERER , 5828 (Amazon Simple
Storage Service fEAEE®™) FH Amazon S3 AF,

1. & A AWS CloudFormation &,

2. EEUREAHR AWS Control Tower (CfCT) CloudFormation B BHET , REBZEEH, CfCT
CloudFormation

. ERRMRM — EfREAT |, REEUCE s A,
4. HEEEEAT , ST TIERE:

a. HREANR , FREEM B ATEE A,
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8. ERHK EEL , BRANERNRE, FRLQBEFREARTTEEEEIL AWS Identity and Access
Management (IAM) &R EL 5 52,

9. RERREBEEIRITEE,
10. EBEEIHER U HR,

B O] LATEARREREHY AWS CloudFormation £ A F R HENRE, BEZSEEARN 15 9ERTE
Z| UPDATE_COMPLETE #R&E,

il B 3t A 52

MRBEEEASERERPRAHEEMBR , RITTAMBRMERE, K7
#% , enable_stack_set_deletion 28;& A false, TEULLHER , £ CICT &
B TERIVEMEERMBRIEREBI A HEERE,
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7
9
3
%
4

MBEHEEBTERLREDPM enable_stack _set_deletion HEEA true , ERRET;
BRIBEBMNERE  CICT afKRHEEBEREMEER,

s
;
At

EAFEERMN v2 IEIIEE

/A Important

EERHUE WEKRES enable_stack_set_deletion truefF , TR A CICT B |, Ff
BULFH FBECustomControlTower-, EERBRS|EZE Key: AWS_Solutions,
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version: 2021-03-15
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enable_stack_set_deletion: true #New opt-in functionality

resources:
- name: demo_resource_1

MERERSE =
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resource_file: s3://demo_bucket/resource.template
deployment_targets:
accounts:
- 012345678912
deploy_method: stack_set

regions:
- us-east-1
- us-west-2

- name: demo_resource_2
resource_file: s3://demo_bucket/resource.template
deployment_targets:
accounts:
- 012345678912
deploy_method: stack_set

regions:
- us-east-1
- eu-north-1

#% Amazon S3 R E S HEE IR

E1R5RE AWS Control Tower BV BETE , E&#E A _custom-control-tower-
configuration.zip ERNVKRERERTFHRESE S B Amazon Simple Storage Service (Amazon
S3) EEFETE A custom-control-tower-configuration-account-ID-regions

@ XE
MRAGEEZTHNEIUER  FLGBHEEE, RER/BA WHFERcustom-control -
tower-configuration.zip , RAEGH LEEMHER Amazon S3 #7FETE.
Amazon S3 EFETRBREEMNTARRER. HAREREINE , SEREBPRERRFTENERE
zip ERELEZE S3FEFIRN , SHBRBEE.

zip BRZ F{ARE5Im % (SSE) BE AWS Key Management Service (AWS KMS) B4R | SIEEF
FAKMS €, BEEFMN zip BR , BXEAETH KMS £BEBCK , LEEERTEIRENAE (BLA
2). AEALUREEEAR, FRAEIAME, FEBATIER
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1. BEZ AWS Key Management Service £ A,

2. EEEZE &8 | i#H CustomControlTowerKMSKey,

3. EMEMBRESIER, A&, BEIURE.

4, ERESHBBEREERY  SREABINAFEASRER , WHMETHES—@EFFT :
- FENHEEAG

arn:aws:iam: :<account-ID>:role/<administrator-role>

- BEMEERSE

arn:aws:iam::<account-ID>:user/<username>
5. 3#HY Save Changes (EZ£E),
6. EEE Amazon S3 £ & , SRISHRE zip BN S3 RETR , AREENTH,
7 BHEAFERRNERAERETXENHEEE, NEETEAEENEARERNENR , F28 the
section called “CfCT BET¥EF",
8. LEEZHNEE

a. BfaiS R MNERER  WAERDEA : custom-control-tower-
configuration.zip,

b. fEAE AWS KMS €8 SSE #$#% L &= Amazon S3 : CustomControlTowerKMSKey,

#% GitHub X E A REHIR

AEERBA AR GitHub A XRHEEE AWS Control Tower (CfCT) BWEHET. BFE=RAXES
&

- 4§ GitHub 7=
« B GitHub BRIEELR
« ¥F2 CloudFormation H#t&

X4 GitHub fE1FE

£ GitHub lRF P E N R7FE , AP EANTEREBA custom-control-tower-
configuration, ZEBEBEMEERANE, BHEE CICT fiFZEmanifest. yaml K ZEB E K 3k
FEA NyamlERPEXBFTEE,

CfCT Bl IErM IR EEE manifest. yaml LAFRE BETHEH TS &,
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23 GitHub ¥

#EAR Github KB AE T B -Connections #{TEES , MIT ISR :

1. BEEER , REEE GitHub ARMEE

BEEY GitHub EAENER , AREEREBRUL D A GitHub CICT HEEBZENERER
BEUERE GitHub , AR BETEFTNEARR

AN FEERR GitHub A& RAER

EREEFERT , BEEENREE , ARBINEANEUNRETE K REREENIE,
BRI IRER ARN - #12# CloudFormation B REFEEE,

2

82 CloudFormation &

- RFEEETH custom-control-tower-initiation.template X,
« £ custom-control-tower-initiation.template #EREIFHH CloudFormation H &,
« 7£ AWS CodePipeline Source T , i### GitHub ( &i& Code Connection),
« 1 GitHub BET , ¥EE T AR :
- HREXBEFN ARN , FREEXHEER ARN
- ¥ GitHub ERE AR , FRELEUFRKETFTEN GitHub FAESEBMNERE
- &% GitHub REEER K MAREERSE ( 785EA custom-control-tower-

configuration)

o ¥ GitHub 288 , WMADXE® ( FHFZA main)

BRERENE

AWS Control Tower (CfCT) WEHEFT 2 EIXERREEENEE AWS, AWS ERLLLERRTHREF
WAEA CICT , URHMHEBENREMER., CICT MAEHKER , 2 TIERABEEE AWS :

- BERBERID : AWS fER5 RE AR

 Mff— ID (UUID) : BREBEBFEME LRV IE— A BIRF

- BEERE  ERREREER

- ARREMEERHITETEL B FT BULIR BEEBR TR E

- BRBFERK : HEPFEANEABTERN
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® Note
AWS BEEHBENER, ERIKNES AWS BFIAEBERAR,

EEEETELAERREEER AWS , BER T HP —EEH :
« TEFT AWS CloudFormation EEZABRET[EER , M FFIR

{3
AnonymousData:
SendAnonymousData:
Data: Yes
ES
AnonymousData:
SendAnonymousData:
Data: No

- B CICT 2R , FESHENEEEEHRSHK /org/primary/metrics_flag SSM 2E 48 |
WHGEEF A Noo

CfCT Bil 5

AWS Control Tower (CfCT) fW BETIEFEAREES, DevOps E¥AE., BIUHBKE., IT EFER
BERBAMNRARESS  HBRELAENTNEF GF]MERE AWS Control Tower 3:R¥E, CfCT E
BEEH CICT BETEHBETAMIERE AWS Control Tower IRENHBEEA,

® Note

EEZIHBMERE (CICT) , BAEEIR HEMBEIBHLEEH AWS CodePipeline, FHIEH&EEH
R
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EXBEERS

{HREEHFEE Amazon Simple Storage Service (Amazon S3) 1 AWS CodePipeline, {HREEHIET
HIER

- BABFEER
- FEMEVEEAEE
- ARERFE % AWS Control Tower IRIZEHITHE M JSON £

BIEFEER , _custom-control-tower-configuration.zip/BREEH S L THGREFHRA
Amazon S3 f#ZiTHE :

custom-control-tower-configuration-accountID-region.

(® Note

BIFFEER , CfCT & Amazon S3 RFITERFHEERE. AZEEFHEFRE
WERE, MREFERAER AWS CodeCommit EEE , BAILUERFRVNESEAREE
AWS CodeCommit Eo ilﬂwanﬁlﬂﬁaﬂ =2 BAWS CodePipeline  EFA&EIER) FHE
CodePipeline F#RIEE

EFBERERR—EBNFER , HREUIMBLUEFTEEREE AWS &R, CodePipeline E#11T
BT -

AcC ﬁg 1’;543355& B#TRENEER K.

ERZEBETEAFTERRYIMEECEMHEREBPBRER ) KEMERENK , CSHDRE
AWS CodePipeline,

@ RCERR

HHHEEHEREBIUKE () B , Btk AWS CodePipeline T2 BE1#§%, E&THRME
REHNBELTE , L& custom-control-tower-configuration.zip A EEAR () Y
BR, UBERHEPHIIE AWS CodePipeline,
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AWS CodePipeline PEER
CfCT BB EZE %@ AWS CodePipeline FEEX SREVEFIE # AWS Control Tower 3RiE,
1. BORBE B
REEERZVRREER. ENBETHEEHSMBULEERE, BIRIE AWS CodePipeline AT Z

Amazon S3 fEZErEB R A FEEHREEHM AWS CodeCommit FE1ZE,
2. BEPKER

BEMERFEE AWS CodeBuild BEHEBEHNAR., SLRETEFEA M A
Amanifest.yamlBRFZNEBER , UREBEEEHPRERIHKFEERNFTE CloudFormation £
7K CloudFormation validate-templatecfn_nag. MREABEERF CloudFormation EZiE
BRAE  EEEREEAT —ERR, MRAEKK , SRR CodeBuild BFFARBIEE , I
REZHREHEBERRER,

3. FHRAERE (EA)

FERERREZAN, MREHALER , cSREBNNEREERS, CEENBHREE
g, EFESKERL, EUNEREHER  SEERERRBHEFEEAR , NEENMAFE
B

4. BURPEER

BREBE AR EIBER (SCP) RERIEHIBUER (RCP) ARAEH#ER , LA IE Y SCPs AWS
Organizations APls, RCPs

5. CloudFormation &R ER
CloudFormation BRI A B EREMES K UNBLREEATERRPREMNRS AR
B (OUs) BEHEENER. MEKSSKRENETEERPIEENIERFEIL CloudFormation &
Ro BERETEEREMKYE , FHY EEERTEEERNIER,. EABEERTINERIEFZREE
AR ME— 5%,

E& BRI ERE

BAER CICT BAFERR. FREHMWEAREME M JSON ERREEZ BEFT AWS Control Tower #2
B, UL ELERHERERRER | WAEHME Amazon S3 REFITRAMA . zipBR , 1T
5B EHIFFRo

EHFEE-EP =T
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- manifest.yaml

- policies/ [optional]
- service control policies files (*.json)
- templates/ [optional]

- template files for AWS CloudFormation Resources (*.template)

+—EEHIRP BITHERBERROEE. BREZE Amazon S3 X AWS CodeCommit 77 B i 53R
BREFALE , EHREBHLRETE, MRLEE Amazon S3 HARERRE , BEFMEERKME
KB Bcustom-control-tower-configuration.ziplER , REEK . zipERLEFEEN
Amazon S3 f#ZET 8,

(® Note
MRIEFEANE AWS CodeCommit , FEEERKEREES K MTAIBEER

CfCT EFRERR
CfCT manifest.yaml BRE#HR AWS ERNNFER, THIHEAIER CICT EHARERRNGE
B

region: String
version: 2021-03-15

resources:
#set of CloudFormation resources, SCP policies, or RCP policies

MEHREXNREGAA R , EFREERNIMTEEEESENRARET, ATRELERTHNE
£

region — AWS Control Tower FEEXBEHN X FFHE, LEXERERN AWS BiFHEE ( filW
us-east-1, eu-west-1 ap-southeast-1), E3 B AWS Control Tower EJR ( {50
CloudFormation StackSets) B , BRIFIEEERERERNESE , B H AWS Control Tower XEEH AT

=n
AaX 18 o

region:your-home-region
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R - BB EERBERRARR. RITHERES 2021-03-15,

version: 2021-03-15

(® Note
BRI EXEBREEARITIREY. ERENRABRANEFTERBE , FSHE CICT EFABEN
ARAR TR o

F—EHEfFEIN T —EARRFRERBRY. EFFEEENEREREASERBLL. a8
AWS BRIFFIEE , B CICT EEBBME. ERRETHSHNELHASET —BiHEMH,

CfCT EABERRENERER

AEERA CICT EARERENERER , EUNERFERBIMENER, CICT EFAFERR
MEERRRERTERRE , YREINERNER

BEBEERNERERIEE CloudFormation StackSets, AWS Organizations SCPs#
RCPs , CfCT @ ZREAREEEBHHE. BN HEDSHEHTHEEOUs, RFEFME,

HEIHTERIBERFEBHR , MTR OU B, SCPsHfl RCPsEZZ&7 OU Bk, MEFMER ,
BE2REELBCWEET,

THEHRARAEAFTERRERER TR TRRIER.

resources: # List of resources
- name: [String]
resource_file: [String] [Local File Path, S3 URI, S3 URL]
deployment_targets: # account and/or organizational unit names
accounts: # array of strings, [0-9]1{12}
- 012345678912
- AccountNamel
organizational_units: #array of strings
- OuNamel
- OuName2
deploy_method: scp | stack_set | rcp
parameters: # List of parameters [SSM, Alfred, Values]
- parameter_key: [String]
parameter_value: [String]
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export_outputs: # list of ssm parameters to store output values
- name: /org/member/test-ssm/app-id
value: $[output_ApplicationId]
regions: #list of strings
- [String]

AEBNEGH D RUCHEXBEO A RERFNFEESR.

name — B2 CloudFormation StackSets #HE3H#H B8,
CRHENFESAMBERRRESINEANER,

- | FH
- BE R

- BRE : a-z. A-Z, 0-9 FTEFR (-). BBMYBAUNFRFRTRE,

description — ERAV IR,

- A . FER
s MWE &K

resource_file - WIERAIEEAEATEERNVMEENLE. E@ JSON & CloudFormation #7248 AWS
Organizations =% Bk %% BZE B9 Amazon S3 URI 2% URL , LA 3 CloudFormation &R, SCPs =
RCPs,

- R . FH
s WE 2

1. THEHIFER resource_file , HAERBEHANERERNEENVE,

resources:
- name: SecurityRoles
resource_file: templates/custom-security.template

2. FHIEHIFERIEES Amazon S3 URI WEREZR

resources:
- name: SecurityRoles
resource_file: s3://amzn-s3-demo-bucket/[key-name]
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3. TH|FHIFE R Amazon S3 HTTPS URL MW ERIER

resources:
- name: SecurityRoles
resource_file: https://bucket-name.s3.Region.amazonaws.com/key-name

@ Note

WMRER M Amazon S3 URL , FEHERREEFEIBBER AP EE CICT 2 AWS Control
Tower EEIRFERFZEE, MREEM Amazon SSHTTPS URL |, R B EERAY
FTRZE. Bl S3.us-west-1, CfCT FX#E7E S3 Ml EEzEEESW TSR ImE , a0

S3-us-west-2,

4. THIEHIBERFEEERN Amazon S3 FEFEFEBEAN ARN,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {"AWS": "arn:aws:iam::AccountId:root"},
"Action": "s3:GetObject",
"Resource": "arn:aws:s3:::my-bucket/*”
}
]
}

EHGLAEE CICT 2 BB AWS tRFHIRFS ID BV EHIP BRI AccountId B8, WEEZEH
5 , 5528 (Amazon Simple Storage Service FHEIERE) PHFHFETEBEREH),

B - IEE CloudFormation 2 & ZBHE,

- $EA : MaplList
- BE A

ZHERESTRMESEY. TIERERESRSHER.

parameters:
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- parameter_key: [String]
parameter_value: [String]

« parameter_key — 52 22 HBABIHY 18,
- JE . F&H
- RE B (ESHEMET)
- BME : a-z. A-ZF0-9
- parameter_value — 52 2 HBABIHV I A B
- JH . F&
- BE B (ESHEBEMHET)

deploy_method - A& REBEBE (RF ) MEE AL, BHEI, deploy_method X EFEH
stack_seti®IEiEIR CloudFormation StackSets E3B &R, & SCPs A scpiBE , EILE
RCPs KA rcpiEE,

. FH - =8
- BME : stack_set |scp|rcp
- BE R

deployment_targets — iR P A E L OUs) WEE , CfCT &#% CloudFormation EiRHEBEIHAF |, 15
E AR F B organization_units.

(® Note
MRIEIEEERFE SCP 5 RCP , BEKLER OU , MAF 2 1kF,

- A : FHFE account number account nameds RRLEFRKHEINIEENIRSFES , R
OU names RRLWERGEPERIEEN OU FBEH,

- ME : EH—ERF K organization_units
- 1R
R . FHEFEaccount namem account number , RRMEFREHEZIEEMNIRSFE
H,

 organization_units :
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BH  FHRFBE, 0U namesiEHHERZEIBIIEEN OU BEH, MREREMH OU TE SR
F, BARMEIRFEY , CICT RAFRIUIMELE,

(® Note

BN EEIRF ID TRAFE, RIEFER , CICT FXERHEEHATERTEINEEN
EEIREP, NREFHRHEEARS , FSHER OU,

export_outputs — F&R/x SSM SRR 5| BN EB/ELEE, EL SSM SRV EESE R HHFF
B SSM ZETEFHE, WEEEHEAFEERIHEEERNHMERSE,

export_outputs: # List of SSM parameters
- name: [String]
value: [String]

- R ZBANESBENEE, EBEE SSM B EFEHREXRSIBMnaneFE , MESE2HY
Mvalue=x£&,

« BME : CfnOutput-Logical-ID BEZ&E AR E$[output_CfnOutput-Logical -ID]%
BN EFEHEE, WME CloudFormation £ H [E R FFMERR , 552 ECloudFormation
CEREER) RHEH,

s MWE &R

i, FHEXBH BREREARVPCIDI LS EFHREIEA W SSM 2-ER/org/member/audit/

vpc_id,

export_outputs: # List of SSM parameters
- name: /org/member/audit/VPC-ID
value: $[output_VPCID]

@ Note
export_outputs £MBABAREITE U Eoutput. N , MREWA /org/

environment-name , BIfEA8ER production,

@15 — CfCT A H P Z 2 CloudFormation & #1TEEMN [E1H;5E,
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- FHH . AWS BXREHSBBNEMEE , RAHEFRSHEINEENEBHEEF, REAFTERER
PAFREILREEY  RAERRASHNEETERIEF,

s MWE &K
& ouU

CfCT XEBERE V2 A ) organizational_units T#EME (OU) WRE. V2 (2021-03-15

o MRIEERE scp WEBEBS Ercp , ERE THEEKorganizational_units , AWS Control
Tower ERBRERAZER THATHE OUs, MRBEE WEFFE S Estack_set , BLE THIER
forganizational_units , CfCT &% AWS Control Tower FEEMAIIRIRE T FTE RS S EB
EHBE  EEIRSKBRN

« B4 AWS Control Tower RIEEXK , EBRFEANEERERFNANRITEEN . E2E AWS
Control Tower BEEBIRFARHITEETEES,

RIBREEKIES| , AWS Control Tower SEEEHREEIIRFHER OU T , FEESEEEFEE |
BEFRE#HTHMER, It , AWSControlTowerExecution BEFENE2ZEEIRS,

. RFRECUEERRSHELREEY. NRLARENEARH  EROGEERIES T RELS
% BOSEFHANERE, LINTEBES, T8, BOKESMADEEE, EUAREER
FRRIRDHER , SELEN AM B,

BEEEEIRFHHZHEBE  FH MWAaccountsRIBFERER , WIEEEERF. TR, FDEIR
FABE B &,

region: your-home-region
version: 2021-03-15

resources:
..truncated..
deployment_targets:

organizational_units:
- Root
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® Note

B OU hEeEX EEFBERRE (2021-03-15 B9 V2 iAs ) . MBEE THERFTEA
OUorganizational_units , B EEMEH M OUs,

&R oU

CfCT XEEEABE V2 IRA (2021-03-15 florganizational _unitsE#F T 5 H —RZEEAR
OUs),

ik OU EETEHRR (R ) , FASHEMA OUs 2B D REAR. HREBBS Escph
rcp , AWS Control Tower 4% SCPs 2 RCPs B E| &k OU B RHHHE —@ OU, HRKBH
7% stack_set , AWS Control Tower 44 # B KB &E ik OU BRHPHE—E OU THFIEIRSE,

Blan | EEEEE OUNamel:OUName2 :OUName3, BEHMHZRE —{E OU A& OUName3, CfCT R&
% SCPs 5 RCPs 2 Z OUName3 , OUName3 i i§if B EEHELEE THAMBIIRE.,

;é;ion: your-home-region
version: 2021-03-15
resources:
..truncated..
deployment_targets:

organizational_units:
- OuNamel:0UName2:0UName3

(@ Note
ik OU TR EX REAFEER (2021-03-15 Y V2 IRA )

BELBCHAIIEE

EEEEBEHCHER , ZULLEBHEREHMREIZFIEEEK (SCPs). ERZEHIBIX (RCPs)
CloudFormation & R¥IE K CfCT manifest.yaml R, AL EIRBWER , B
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BRBRIRF M OUs, BAIEEHERRPIEHEhER, BEUBCHERRK , UKBE
manifest.yaml BRPNEARRER K,

RERAEZEREENMEEELNS :

o WA ARBEFBERREB CWHAREEHR
« {1 A AWS CloudFormation &£ TE H S WEREH

RRTE SCPsH RCPs HHREE/F

ZNERER BA W02 31 AR 542 I BRSR SCPs) ERIZHHER (RCPsIEEN, HEFNMEEERS 2
(1) 4% CICT EFRERR , UK (2) EHEENER KGR,

HEE 1 : #REE manifest.yaml| %R

FRAEHlmanifest.yamliERMARR., WAFTEXLENHERE, #¥ resource_filef
deployment_targetsE#&E .

THRATHREREAREANFTEER,

region: us-east-1
version: 2021-03-15

resources: []

HEHEEEHregionFig WE, SHLEFESEIE CICT WET, LtEiZX%EE AWS Control
Tower EFHE[E,

EEEFEHIE Amazon S3 fEFETEB 2 zip EHH example-configuration BRI KRR FIEHET
SCP = RCP , &Rl example-manifest.yaml BRI FHRIRE.

region: your-home-region
version: 2021-03-15

resources:
- name: test-preventive-controls
description: To prevent from deleting or disabling resources in member accounts
resource_file: policies/preventive-controls.json
deploy_method: scp | rcp

BEELBHCWEFIER
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ERAEER

#Apply to the following 0U(s)
deployment_targets:
organizational_units: #array of strings

- OUNamel
- OUName2
..truncated..
THEXNBFBRETRBITEAFERERNEGS, BUUTE-SFhiESEEEK,

region: us-east-1
version: 2021-03-15

resources:
- name: block-s3-public-access
description: To S3 buckets to have public access
resource_file: policies/block-s3-public.json
deploy_method: scp | rcp
#Apply to the following 0U(s)
deployment_targets:
organizational_units: #array of strings
- OUNamel
- OUName2

SR2 BEUENRER

MREFEAEFRERN Amazon S3 URL , AR EERSR/EHERSH , AT LIMIBILL SR,

B4 ADE JSON XK SCP BKS RCP BMRUXEEAETE , RAEANFTERERSE JSON 1

R, BEERRREHESENFERRPIRHANBEER,
- B3R JSON ERIESEZEF OUs SCPs = RCPs,
THREXNGHRERGEHEASEERNERRER,

- manifest.yaml
- policies/
- block-s3-public.json

THREXBHERREblock-s3-public. jsonBFEE RS,

BEELBHCWEFIER
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JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid":"GuardPutAccountPublicAccessBlock"”,
"Effect":"Deny",
"Action":"s3:PutAccountPublicAccessBlock",
"Resource":"arn:aws:s3:::*"
}
]
}

Z%7E CloudFormation StackSets H#HEEEH

AEIFR A WMAIERE CloudFormation StackSets FiHEEMH, WEFNRMEEZEDBS 2 : (1) ERFERAE
BRER, UK 2 BEHMERKEE,

SR ERENEABTEESR
#& 8 CloudFormation StackSets EAFIE E R AR RENEASTEER,

EHRE , THIEABHRISENBETHNERBIEABERRE , ANERE SCPsH RCPs MAHRE
o RELTUE-SRBUESR , LB ERNFEEN.

region: us-east-1
version: 2021-03-15

resources:

- name: block-s3-public-access
description: To S3 buckets to have public access
resource_file: policies/block-s3-public.json
deploy_method: scp | rcp
#Apply to the following OU(s)
deployment_targets:
organizational_units: #array of strings
- OUNamel
- OUName2
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THEAGFBRERCHRENEHIEABTERER , EhEBresourcesiFlEN. WIERF
EresourcesREE VresourcestBMENHITIER, B ARBENERERFEE TIEHERNF
BER,

region: your-home-region
version: 2021-03-15

..truncated..

resources:
- name: stackset-1
resource_file: templates/create-ssm-parameter-keys-1.template
parameters:
- parameter_key: parameter-1
parameter_value: value-1
deploy_method: stack_set
deployment_targets:
accounts: # array of strings, [0-9]1{12}
- account number or account name
- 123456789123
organizational_units: #array of strings, ou ids, ou-xxxx
- OuNamel
- OUName2
export_outputs:
- name: /org/member/test-ssm/app-id
value: $[output_ApplicationId]
regions:
- region-name

- name: stackset-2
resource_file: s3://bucket-name/key-name
parameters:
- parameter_key: parameter-1
parameter_value: value-1
deploy_method: stack_set
deployment_targets:
accounts: # array of strings, [0-9]1{12}
- account number or account name
- 123456789123
organizational_units: #array of strings
- OuNamel
- OUName2
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regions:
- region-name

THEEFIERIER A EERABER R HE 2@ CloudFormation ER.

region: us-east-1
version: 2021-03-15

resources:
- name: block-s3-public-access
description: To S3 buckets to have public access
resource_file: policies/block-s3-public.json
deploy_method: scp | rcp
#Apply to the following 0U(s)
deployment_targets:
organizational_units: #array of strings
- Custom
- Sandbox

- name: transit-network
resource_file: templates/transit-gateway.template
parameter_file: parameters/transit-gateway.json
deploy_method: stack_set
deployment_targets:
accounts: # array of strings, [0-9]1{12}
- Prod
- 123456789123 #Network
organizational_units: #array of strings
- Custom
export_outputs:
- name: /org/network/transit-gateway-id
value: $[output_TransitGatewayID]
regions:
- us-east-1

SR2 EMERNRER

ELENERRERE , B @sEABEERFMFIEZE CloudFormation EZAHE R SCP =
RCP BERER, BREREEFAENTERRTRHENEE,

- BARERTSERE OUs MiRFHEE AWS HEIF,
- BRERCSHAERTEANBASH.
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THEFIRERESR 1 FRMUNEHEAFTERRNER KRGS,

- manifest.yaml
- policies/
- block-s3-public.json
- templates/
- transit-gateway.template

Tfred, BIFEZR M CloudFormation 2 EiE R

CICT AZIRHBATRRBEIERXN#AE , LLHE CloudFormation i~ EHH SSM S EEFZHES
g@E, FHERBBRES , ELERERIE SSM 28 ERERHE , EEEH CloudFormation £
R, MEFMEH , 582 B CloudFormation { EAERFE)Y FH T ERE CloudFormation E24< ? ,

/A Important

ERIGBEEMERS., SEEBAR AWS Control Tower BEEIRFHNEEE., HEEBLE
ZEFERATERHENTEBEFAMBHTEENE, E alfred HEEXNBENSEE , 214
SRR K IRIEREM MR TEE,

g4

BREX B EME CloudFormation B, #HBE 1 F—EMEBIHTEE , IR —EEFHH—EIR
F. egxdAREEFEIL Amazon VPC FF#8%E , B VPC IDM subnet ID X EFEEEHBLE 2
WASBE, 4§ VPC IDM subnet ID EEEMEE 2 28, subnet IDAEMEH #§ VPC IDH
ERAEHEBE 1 FAWS: : :SSM: :Parameter, MEFMEN , 5528 (CloudFormation & 15
) HHY AWS: ::SSM: :Parameter,

CloudFormation Hf &£ 1 :

ETHENBHES , RRHBBEXTURSEEZMERS VPC IDM M{Esubnet ID, WHEHMAH
W ABIEZE StackSet ARAEHLES,

VpcIdParameter:
Type: AWS::SSM::Parameter
Properties:
Name: '/stack_1/vpc/id'
Description: Contains the VPC id
Type: String
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Value: !Ref MyVpc

SubnetIdParameter:
Type: AWS::SSM: :Parameter
Properties:
Name: '/stack_1/subnet/id'
Description: Contains the subnet id
Type: String
Value: !Ref MySubnet

CloudFormation &£ 2

2N A BREER CloudFormation # 8 2 manifest.yamlEXFEENSE,

parameters:
- parameter_key: VpcId
parameter_value: $[alfred_ssm_/stack_1/vpc/id]
- parameter_key: SubnetId
parameter_value: $[alfred_ssm_/stack_1/subnet/id]

CloudFormation &£ 2.1 :

BB RERETLS Halfred_ssmBH , LA #E CommaDelimitedList RS 8, MEFHEE
A, 5528 (CloudFormation A &) A Parameters,

parameters:
- parameter_key: VpcId # Type: String
parameter_value: $[alfred_ssm_/stack_1/vpc/id']
- parameter_key: SubnetId # Type: String
parameter_value: $[ alfred_ssm_/stack_1/subnet/id']
- parameter_key: AvailablityZones # Type: CommaDelimitedList
parameter_value:
- "$[alfred_ssm_/availability_zone_1]"
- "$[alfred_ssm_/availability_zone_2]"

G HITEHH JSON FE#HR
CfCT BiTEHH JSON F B ARMR GitHub WREREXBREFES, BAURERHFZERK
ﬁﬂ’\]ﬁﬁﬁliﬁﬁﬁﬁ%?ﬁ‘ , MBBA R REREBCH CICT manifest.yaml EREF
WA EHRBREER,
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/parameters-section-structure.html#parameters-section-structure-properties-type
https://github.com/aws-solutions/aws-control-tower-customizations
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CICT BT ENMRAE IR

a3 AWS Control Tower (CfCT) &#ThR A BT HBAEH , S8 GitHub REFEFH
CHANGELOG.md #8%€. CfCT

/A Warning

AWS Control Tower (CfCT) BET# 2.2.0 lR5|I AT CICT BEFEEFEE IR (2021-03-15

RR ) , LAEEREEE AWS BR#E APIsfRIF—B, CfCT BFBERLBIFIR RFFE — manifest.yaml
BRZEBHERBE DevOps TEREEEXENEIR (CloudFormation &4, SCPs 1 RCPs),
PMZIERISAS CICT BEBERLBIHRKE 2020-01-01 IREFH A 2021-03-15 MR EFIRA,
CfCT B & manifest.yaml R 2021-03-15 F 2020-01-01 k., FLRENELETE
E8F, 1B , 2020-01-01 fREARLEZE, BATHREMEFHFIHIGIEERIIEEE 2020-01-01
o 2020-01-01 iR F X &ER OU FEAR OU Zhae,

CfCT BEFABERRA 2021-03-15 P EEABME

organization_policies
policy_file
apply_to_accounts_in_ou

cloudformation_resources
template_file
deploy_to_account
deploy_to_ou
ssm_parameters

saHE CICT AT R

EBFRE CICT EFFERBRIA 2021-03-15 My , BLEETTIIBE  FTREHER, T8
BREmN R ENEBEE,

Organizations BUR
1. EF BB R T BE organization_policies TH SCPs RCPs,

2. # policy_file B2 E K%K B resource_file,

3. # apply_to_accounts_in_ou % A# B deployment_targets, OU SEEFETE sub-property
organization_units TE&. HBBERAFXZERE FBMY.
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https://github.com/aws-solutions/aws-control-tower-customizations/blob/master/CHANGELOG.md
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4. EFA1E scp = rep #TIBE M deploy_method,

CloudFormation &R

1. EFEHEERT , #& CloudFormation EJR# Z cloudformation_resources T o
2. # template_file B2 E KFTH B resource_file,

3. # deploy_to_ou B F B HIBEM deployment_targets, OU ;EEFETE sub-property
organization_units T E.

4. # deploy_to_accounts 2 E B FH B deployment_targets, RFEBEEE TFBHEIRE TES,
5. # ssm_parameters BHEE SFTH B export_outputs.

RRZUEEIRM CfCT AR ER
CloudFormation 2 &

1. #% parameter_file B2 E RN BHSE,
2. BBk parameter_file BB F K RIER,
3. KB ERSIBNSHERRESH JSON ERERISHEBUENFHER., ETHMEEERAZTER

RHEEEM,

@ Note
CfCT EFUEERRA 2021-03-15 X & parameter_file B,
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AWS Control Tower A Y B 48

AWS Control Tower 12%EiB VPCsE N E AR &,

SR AWS Control Tower VPC HTERRIERERINEER TS EBNER , B LAERA H M AWS BRI KRERE
VPC, WEMEER VPCsHl AWS Control Tower HIEEHAER , F2HEEERELZEMWZ VPC
AWS #35% E /2R HE,

AWS Control Tower EiREHE IP it X IPv4 M IPv6 BAAGE. WMHEFHMER , FSE AWS
Control Catalog w2t MELZE , LAK AWS Control Tower ik B F AL 5,

HHEEEE
- MEERELEMEERE VPCs IR F K AWS Control Tower 2{iLE/ERIEFA |
VPCs IR ARE,

« 3&iB Account Factory , & LA 8 E AWS Control Tower VPC HIIRE |, B AJ BA1ER B VPC M1
MTHEES, WMFEN{AMBER AWS Control Tower VPC ZEREFRE VPC B9 AWS Control Tower &
FHFEEN , B2 2R  88ERE VPC B AWS Control Tower,

- MERWMMARE VPCs iIRFRENEN , FE2EEMIRS WIRS TR,

« WIZETE AWS Control Tower AR {E A B VPCs BWEFHHERN , 2R AEAEEEMEBEAER
B HE — 8,

ﬂh
\‘ﬁ

BS B2

AWS Control Tower /Y VPCs 1 AWS [E1T]

ERRFREINEXRIS  SESEEES AWS B3I AWSTESR VPC , BIEAF 28 H AWS
Control Tower EEHY In__niﬁiﬁmilﬂltto Lt FEER VPC B2 AWS Control Tower B EIRFEIMH VPC F
B, BEZFEEFF AWS HFEER VPC ATt IAM £ H & 1FH.

EEENUMAEGIERES K RLZNRREREREHT , BEERE AWS Control Tower X
EESEERSUNANEITH VPC, EEXRETEEHIERILSHE  FHdXEEEHSTEHR , REE
BIEHERE

EIREREHI S EEIETE D RSH RN API FEW AWS Eif, MFEFMER , FSEAWS B
BEERIEEY NEEAWS B,
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https://d1.awsstatic.com/whitepapers/building-a-scalable-and-secure-multi-vpc-aws-network-infrastructure.pdf
https://d1.awsstatic.com/whitepapers/building-a-scalable-and-secure-multi-vpc-aws-network-infrastructure.pdf
https://docs.aws.amazon.com//general/latest/gr/controlcatalog.html
https://docs.aws.amazon.com//general/latest/gr/controlcatalog.html
https://docs.aws.amazon.com//general/latest/gr/controltower.html
https://docs.aws.amazon.com//controltower/latest/userguide/account-factory.html#configuring-account-factory-with-VPC-settings
https://docs.aws.amazon.com//controltower/latest/userguide/related-information.html#networking
https://docs.aws.amazon.com//controltower/latest/userguide/primary-region-deny-policy.html
https://docs.aws.amazon.com//controltower/latest/userguide/primary-region-deny-policy.html
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@ Note
EiEiEEEEI T RE AR LE IAM EREEZE AWS X AWS Control Tower B [EiFF Y
¥EE% VPCo,

HE , BAIUBKRIESEREH AWS HWTESR VPCs, EEIEEEFHTERR VPC , BRI LAERELUL
Eif5lHY CLI 5 :

aws ec2 --region us-west-1 describe-vpcs --filter Name=isDefault,Values=true

AWS Control Tower 1 VPCs#} ]

LT E2EBE AWS Control Tower VPCsH) — L EAREE

- EREREIRPMHERSR | AWS Control Tower 23 VPC B AWS F85% VPC FE.

« & AWS Control Tower £ X & AWS W [EEFREHIRFE R , AWS Control Tower & B Bl BRTEER
AWS VPC , It E%E AWS Control Tower 52 ER# VPC,

- {8 AWS Control Tower 1§ F #8 7] LA —{EH AWS Control Tower 31 VPC, WRFE AJLAEIRF
PR &I N #E A ZE SN AWS VPCs,

- 18 AWS Control Tower VPC EFiEEBEHPHE=RBIAESE , ZEAEZ ( MAFHEEILE ) E
R us-west-1 , ARk FHMERFAESBus-west-1, RIBFER , FTAERSESER—EL
BB ANMELE TR, Rt , £XBEAE3P (MFAEEEES ) UAWESSH , 58 AWS
Control Tower VPC R BENEFBE , o B=ETAESE. EXEAEZ ( MAEEREILE) |
NE TR 0 AR E R A EE,

« AWS Control Tower VPC A E{E FHRER AR R—EX/NEEHH—FE,

« VPC A FHRERBETURE, MENAEE VPC FHRRARNVFMENR , 552 Account
Factory £/,

- HRIP it FEE , EH It AWS Control Tower VPC Y AEDR A FER T AR ZREN S RE
HBEA,

£/ VPCs K , AWS Control Tower EEFHEH I EER . SE FRKBRREIEEHTEL] CIDR &
BfitE, VPC FHEE A A FEMMEMESE,

fmat
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https://docs.aws.amazon.com//controltower/latest/userguide/account-factory.html
https://docs.aws.amazon.com//controltower/latest/userguide/account-factory.html
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© BE VPC BA

MREREWFE IR VPC 858 , UEEMEMEFEMALAE FRK , IREIHEH VPC 5
EAEIM NAT BE. Amazon VPC #mIEWEERERE A,

A VPC MiZEHIERE
MREERA VPC BRRAREEEEN RN T#ME Account Factory 1RF , #% Account
Factory SR EE BB 41E TAHEFEEE 2 Amazon VPC TR N BEMERER. &E#

REAFMERE WERRAREE |, BB Account Factory R E RE. MEFMENA |
F2REZELHR . TFER VPC :32E AWS Control Tower,

VPC 1 AWS Control Tower By CIDR M ZEHE

AHFTERPREEEFEH, BLTANRKEESEEEAZMN AWS Control Tower fE#5ZENZEE
CIDR #EMAE, BREEECASRBEAN , RZREBEANE E THK.

B85 VPC i#4Z CIDR #[E R , AWS Control Tower 21845 RFC 1918 R ERE |P Myt £
B, Account Factory fi5F CIDR BfiEiE , #iE /165 :

- 10.0.0.0/8

« 172.16.0.0/12

+ 192.168.0.0/16

« 100.64.0.0/10 ( REELNERERHERAERALLEER )

/16 PR AL ZIE 65,536 BRI/ IP {zit,
BT LA T DI g B 8 RAE M A IP it -

* 10.0.x.x to 10.255.x.X
e 172.16.x.Xx - 172.31.x.Xx
* 192.168.0.0 - 192.168.255.255 (Yx’ﬁﬁﬂtﬂ 192.168 %ﬁE’JIP)

MBRSIEENEIEEHELLEE , AWS Control Tower €124 85808,

VPC #1 AWS Control Tower #J CIDR M¥ & HE 177


https://docs.aws.amazon.com//controltower/latest/controlreference/data-residency-controls.html#disallow-vpc-internet-access
https://docs.aws.amazon.com//controltower/latest/userguide/configure-without-vpc.html
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JE85% CIDR &iE A 172.31.0.0/16,

& AWS Control Tower £ ZZEH CIDR SEEE Y VPC B , T2 HEEABEN (OU) REMLW
BEWRFE , #&+EREM CIDR S#EEREETE VPC. HR IP it WTERESE | LEBERVTAE OU
By {E{a] AWS Control Tower VPCs 2 ¥ & 5 3E,

F 1B

£ 818 VPC & , AWS Control Tower 485 EH CIDR EE P99 KB F#E ( ZEESF (i
FlERmIEER ) BRI, EdNETFHEK ). VPC AREEMTHRREE, ALt , ©MERLAE VPC
R EMEEA.

mmEz , RIEFEEE , VPC AN FRBBATZRG, KB, 125 VPC FREZEBANREER
% BECEAERAHZRENHAIREFIEHEE, FARSFHERZEFSERTERZBENR
2, WEFEE AWS Control Tower HEXELZ £ BAMP XBNFHENR , FSRETHER - FH AWS
Firewall Manager £ AWS Control Tower F i E R £ 8l

WEHE

AWS Control Tower T & R4 @ VPC-to-VPC VPCsHZEE, i , BIRTESR , FTE AWS Control
Tower VPCsEBEHREIRVTEES CIDR €5, EEXEHZEHE | A LAE Account Factory HIEZE 18
% CIDR &iE , F IP it T2 E B,

MR ETE Account Factory HIEREHE T CIDR €E , BI#&&H AWS Control Tower 2 K Fi B ik
FE (£ Account Factory) #8& 35k # CIDR £IE., BRFT2EH. Hlm , B UEL — @R
F, RZEFE CIDR SEEYEVHNIRF , YEEREHREMEIRSFHN VPC, HRHE IP ihit SEEI R
HE , Rk EE,

9 % B FEL AWS Control Tower (AWS PrivateLink)

BaI L ER £ VPC 1 AWS Control Tower Z B AWS PrivateLink 2 X A8 E 4., BA[LUEIE VPC &
— B 1FHL AWS Control Tower , EEF AR AEKEE. NAT Z£E, VPN E##E= Direct Connect &
B, VPC FHHTEBAEELNE IP bt BN A 12EL AWS Control Tower,

BT LA AWS PrivateLinki2 i X EN N EHREREY NG ER, BASELAN N EIRERBAN
BEFEATETREERN NE. ELEFRESENREERNTE , TS BBt AE AWS Control Tower
ZRENEA,

WMEFMER , F2B ( AWS PrivateLink #5r) FRIAWS fR#5 Eif FEHLAWS PrivateLink o
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https://docs.aws.amazon.com//controltower/latest/userguide/firewall-setup-walkthrough.html
https://docs.aws.amazon.com//controltower/latest/userguide/firewall-setup-walkthrough.html
https://docs.aws.amazon.com/vpc/latest/privatelink/privatelink-access-aws-services.html

AWS Control Tower EREER

AWS Control Tower WZ 218

EIEERTE AWS Control Tower YN Hiwm B2 81 , 5B AWS PrivateLink I §mHWEEE1E,

AWS Control Tower X #i&18 /" Him BRI EFTE API Bi1E,
3 AWS Control Tower B9 47 T i 25

&R AR Amazon VPC A5 AWS Command Line Interface () & AWS Control Tower 237 47 H
WHELAWS CLI, MFEFFMER , 5528 (AWS PrivateLink 388) 8 TENMHEwREH S -

AT 5 R B EEIL AWS Control Tower I TEH % :

com.amazonaws.region.controltower
com.amazonaws.region.controltower-fips

MREEENHIHERAFE DNS |, B LAFEA H AR EE DNS & [ AWS Control Tower 12 H

API 53R, fl controltower.us-east-1.amazonaws.com.

AIZH T H R R M um R BUR

WEHBERAS IAMER , SuHEEZE M HRY, BRRSEBERAHERN iR TEFER AWS
Control Tower, &Ei#24|AFFRER VPC 2B AWS Control Tower , i5#5 Bilim BB EEZE N EIH
2

InR B REREEUTEMR :

- AEITEIME (AWS RS, IAM EAERN IAM A€) W EE,
- AFTHEMF.
- AHBAITEMEREIR.

WEFFMENR , 5528 (AWS PrivateLink 385 Ay " F s B BUER IR S B RIEH FEL -

&35 : AWS Control Tower B1YERY VPC i BB R

LT REFTmEBERNES, ERSEBEREZINHREN K C8RFTAMEERLFAEERBNFTS
AWS Control Tower Ei{ERY ZEUAE,
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https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html#considerations-interface-endpoints
https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html#create-interface-endpoint-aws
https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-endpoints-access.html
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"Statement": [

{

"Principal": "*",

"Effect": "Allow",

"Action": [
"controltower:ListEnabledControls",
"controltower:ListLandingZones"

1,

"Resource":"*"

}
]
}
(@ Note

Tt
;

, 552 AWS Control Tower APl 2%,

N4

N AWS Control Tower AP| 2 1/ERY T B
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https://docs.aws.amazon.com//controltower/latest/APIReference/Welcome.html
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KB BFG T
AWS Control Tower £/ IAM B RKiGBIEEYH B RNEFI.

NEACHN—REF A F2HEELAEEHE eI E.

BT A

?ﬂlﬂ

« % AWS Control Tower 1 IAM B¥#E K HEF AU FEEE A |

5528 AWS Control Tower §J IAM

Identity Center 8.
- MEMBIRFIAZENIAIENR , F2RIRFAENFT .

« 0% AWS Control Tower FTERN EESFFAIEN , FSRIEH AWS Control Tower =1 & FTHERET

LI

BARAR
- UFAENARIACHET  SREREART RGN , F2REELAENEIRET

X AWS Control Tower &Ik FER XET AR MEERER.

BA

« WIEHBE AWS Control Tower AAREEIRFNEMBRNER , FSBFER AWS Control Tower B

o BBE (IAM B ) 1 AWS Control Tower B Z & B K.

« 3EFE AWS Control Tower 1 AWS Config BEKEEE , 5828 AWS Control Tower
ConfigRecorderRole,

« 3% AWS Control Tower B REMIRS AWS Config EANABE , 5528 AWS Control Tower

WA fE R ZEOUs FiRFE A& AWS Config 32 8,

- UFEARNAEERSENFAIRKERE ERNER  F2RACEEHRNER RS, BEERE

AWS KMS £88 , LA IE P RIS E
- WFEMEH IAM B AWS Control Tower R HEIHEIIRENEEEN |

ESREER IAM BB E

HZIRE,

- BERRRE AWS Config SNS EEHBK , 5528 AWS Config SNS EEER,

AWS Control Tower Z{AEE A EERFERARELNESERS

—iRME , ABR PEINFIERE (IAM) BI—&2 AWS, WFE IAM M FAGBKH —REH AWS ,

28 (IAMAWS FHEER) P IAM At EE,

3
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https://docs.aws.amazon.com//controltower/latest/userguide/user-groups-roles-permissions.html
https://docs.aws.amazon.com//controltower/latest/userguide/sso-groups.html
https://docs.aws.amazon.com//controltower/latest/userguide/sso-groups.html
https://docs.aws.amazon.com//controltower/latest/userguide/permissions.html
https://docs.aws.amazon.com//controltower/latest/userguide/additional-console-required-permissions.html
https://docs.aws.amazon.com//controltower/latest/userguide/additional-console-required-permissions.html
https://docs.aws.amazon.com//controltower/latest/userguide/assign-permissions.html
https://docs.aws.amazon.com//controltower/latest/userguide/roles-how.html#stacksets-and-roles
https://docs.aws.amazon.com//controltower/latest/userguide/access-control-managing-permissions.html
https://docs.aws.amazon.com//controltower/latest/userguide/access-control-managing-permissions.html
https://docs.aws.amazon.com//controltower/latest/userguide/managed-policies-table.html
https://docs.aws.amazon.com//controltower/latest/userguide/aws-controltower-configrecorderrole.html
https://docs.aws.amazon.com//controltower/latest/userguide/aws-controltower-configrecorderrole.html
https://docs.aws.amazon.com//controltower/latest/userguide/roles-how.html#config-role-for-organizations
https://docs.aws.amazon.com//controltower/latest/userguide/roles-how.html#config-role-for-organizations
https://docs.aws.amazon.com//controltower/latest/userguide/conditions-for-role-trust.html
https://docs.aws.amazon.com//controltower/latest/userguide/configure-kms-keys.html
https://docs.aws.amazon.com//controltower/latest/userguide/configure-kms-keys.html
https://docs.aws.amazon.com//controltower/latest/userguide/prevent-confused-deputy.html
https://docs.aws.amazon.com//controltower/latest/userguide/roles-how.html#automated-provisioning
https://docs.aws.amazon.com//controltower/latest/userguide/roles-how.html#automated-provisioning
https://docs.aws.amazon.com//controltower/latest/userguide/receive-notifications.html#config-sns-policy
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
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AeMkFET

AWS Control Tower 2iEBMIW # CreateAccount APl RE I EF KRS AWS Organizations.
E AWS Organizations B IRFE , cEEXRFHREV AR , BEBESHEEREZE APl KZE AWS
Control Tower 5%, ABKNAEMEE AWSControlTowerExecution,

AWS Control Tower $##%& Account Factory B FFi B RS AWSControlTowerExecutionf A,
FERALA®EE | AWS Control Tower EBIRFEVE%E  WERAMEIM (FEMAEMRRBN ) 254
B, EEEREVHMAR, SEACEREMRKFER , Hlin AWS Config.

(® Note
EEHENRE  BREHER , HFEE Account Factory i | HRBAEBMZESE,
EXEFUESE R LREEFRTEHENLZLURRAR |, MABBEHEAN -2, AWS
Control Tower EX Q2L EAZSECSTFMRFHNAETF,

MERFMERNFMES , FFSH RN AWS Control Tower AWS 1RF H#Y,

AWSControlTowerExecution £t 538

FRECEMMIRSE P &% BEFER AWSControlTowerExecution B, E A& AWS Control
Tower EEEMN@ERIRSE |, WA HARBEARSHEN Audit and Log Archive tRF .

ABAWSControlTowerExecutionT UBBZESAFIEE IRE , TR :

- HRAZREL OU FMRE ( BERBEAKOIRFE) , AWS Control Tower &7E#]% AWS Control Tower
REREIAR,

- ¥EIB AWS Control Tower EE A B I MIRSE THIES , AWS Control Tower E1ERFEZ IR
MtAE,

- HRE—IRFEM , RMAEREFFHRIA/E , AR AWS Control Tower FREEIRS

o MSIEEIEMZE OU KF , AWS Control Tower € StackSet-AWSControlTowerExecutionRole £
OU v FrEIRFHEBIAE,
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https://docs.aws.amazon.com//controltower/latest/userguide/account-factory-considerations.html
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® Note

EFBCEEMRER K ERACEFEENIZEEH AWS Control Tower 257 , AWS
Control Tower EE & BRZAWSControlTowerExecution&&,

AWSControlTowerExecution BB :

« AWSControlTowerExecution AJZEEFERIESHERN Lambda RE B B L MEFMIRSE,
« AWSControlTowerExecution Ai#BYEER ERBAY HiFicsk , LELBEIRFHNAMEHFEEEE
HERE,

« AWSControlTowerExecution AJZE&%E AWS Control Tower REIERINRE, B %k , BHEAE
#&AWSControlTowerExecution A EXIRE, NENMAFHIE[CNILE A F2H FEEH
EN IAM AEFIEERA AWS IRF S5,

AWSControlTowerExecution A& {8 OUs EEFEH :

ltAWSControlTowerExecution & o[ fE{RIZIZZE R AWS Control Tower BHIEEBSHEFAETEB
h&EE OU P S EEBIRE , LLRIEE AWS Control Tower PR NS EFERE ., R :

« IBTTLABIE AWS Control Tower 2 I EFr BN EX ML ITIRE , ERRIEHESRAMNEZ MR

o

Nz R ERBEBRTLEEMAEERBAS , MARAREAMERFREE.

& IF

NERBMOFMET , 5FSB1E AWS Control Tower 18I F 7 R {78k,

#BMS <2 , AWSControlTowerExecution B R EMHBEBR JEEE Y HIEHEEABHNEZLES
B, At , ZeMBEABENER TR ITRERE,

A B EEERRNRA RS

EE A AWS Control Tower IRIBHIBEINNZ B |, BU L EARESETEE P EINERYE
LABR#IE8 AWS Control Tower F43EABHEEHMNIREMER, Hlan |, EaLlE— SRl
¥AWSControlTowerAdminB&MWER , RAECAFEZWEFEEEET,

BTHEBBLERETAEFIENER , BFEREEMN AWS Control Tower SEBER |, 1 EL —1H
aws :SourceArn=zaws :SourceAccountFHRAFIEEBRHE AR, EABEINZEHREEXK , &1
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https://docs.aws.amazon.com//controltower/latest/userguide/guardrails.html
https://docs.aws.amazon.com//controltower/latest/userguide/drift.html
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LA$i18 aws:SourceArnff , EATH EEEaws:SourceAccount , [REIEBERFE NG EER
Egﬁﬂyo

MREFNEEFRNTE ARN , RNRBIEEZEER , RIS ARN FYRA
B EAEEERFT (*) aws::SourceArnBV &M, Hlan , MREFTEEEEES ,
arn:aws:controltower:*:123456789012: *Fi&iE1E,

T HIEHIREFEBE IAM aws : SourceArn ABEFBERER IAM &4, £ AWSControlTowerAdmin
ACNETEERPHEFEYE , BA AWS Control Tower RIS B SEEFE,

mEEGIFTR , RIR ARN X0 :
arn:aws:controltower:${HOME_REGION}:${CUSTOMER_AWSACCOUNT_id}:*

=8 ${HOME_REGION}#1 EXfX${CUSTOMER_AWSACCOUNT_id} A& B 2 = [Z 15 F MU iR 5 /Y iR
FE 1D,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": [
"controltower.amazonaws.com"
]
},

"Action": "sts:AssumeRole",
"Condition": {
"ArnEquals": {
"aws:SourceArn": "arn:aws:controltower:us-west-2:012345678901:*"

EHEfGS | IBES BWHIR ARN arn:aws:controltower:us-west-2:012345678901: * 2
— AF#H Tsts: AssumeRoleENYERY ARN, #HFEER , REAE 012345678901us-west-2[EiEH
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BARFE IDWERAE , TREATEBZLRESCNEEF , BURIEES B AWS Control Tower ARFHY

{S1ER3f% controltower.amazonaws . com.

T—EfHEFBERERZACEEBERMN aws:SourceAccount aws: SourceArnf&.

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": [
"controltower.amazonaws.com"
]
},
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws :SourceAccount": "012345678901"
}I
"ArnLike": {
"aws:SourceArn'": "arn:aws:controltower:us-west-2:012345678901:*"

LEHIFREA aws : SourceArnf& AR | AR i€ aws : SourceAccount BV RHFFRIR R, aNFEFFHM
B, FESBEb LB REEE,

#NFE AWS Control Tower FREFFAI BRI —MEH , FE2R EEH SRNEH

Bi5E

R BB SR EHEE AWS Control Tower EY W AE® K RASLEAGEZEAEM AWS RIEE
£, MEFHMEN , BFSEARH LB RH AWSControlTowerAdmin &, ¥ AWS Config 50885
At , BMEZEFE aws: SourceArnffft , # Config ie#%85 ARN I8E A A FFHI IR ARN,
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¥ AWSControlTowerExecution Z A& ATEZEWRSF AWS Control Tower Audit tk = AT EEH

H BB A® | BEBEH aws:Principal OrgIDIFG BT ELAGNEEEEK , UBRBER

ERNEBEABNIER AWS HEBFHIRSE, 2B aws: SourceArnff 4R , A CEEW
TE HAMELE,

® Note
MERLERE  EELEBERTAREEE AWS Control Tower &, MREBCHITAR  BE
BERETREAG,

AWS Control Tower IR ZE OUsHIRFFH AWS Config 7 8l

« AWS Control Tower EXEIRFERUEMBRERLTE | HE1ERIZEB AWS Config # 8| , Hit
AWS Control Tower TEEFZBARZEWRFE, AWS Control Tower R AR REAEERFE
HISLER AWS Config REIE, BRI ERFHMBEAEENIALE Config RAIERRSIFERPRE
BB ARV R E A

- FERVREMETE , AWS Control Tower 3T E AR AEBN I HE TIREAIFRT T/

A, kAWSControlTowerConfigAggregatorRoleForOrganizationsBEEE
AwSConfigRoleForOrganizationsZEBEMEE WEEEHRconfig. amazonaws. com,

(@ Note

FEREEREE 4.0 MNEFAEELA® , A AWS Control Tower ERIB A BB IRIERE
ERTEEBRERBELEEEHETE

(@ Note

EREIEEEEENES S EHAZEEEFERE , AWS Control Tower A] A A48 &% + HY PR A R
FEIVAGR, EBRERMENER,. EBZEEMNEE , AWS Control Tower A] LAfE A 4B+
HEMR S OU , Fiw C M A M R,

DT REZESAEN IAM BUX (JSON KM )
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JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"organizations:ListAccounts",
"organizations:DescribeOrganization",
"organizations:ListAWSServiceAccessForOrganization"

1,

"Resource": "*"

}

LA RAWSControlTowerConfigAggregatorRoleForOrganizationsfE1EE& :

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "config.amazonaws.com"
.
"Action": "sts:AssumeRole"
}
]
}
}

EEREERFPIBIIIGE , THFUSHEE SEHX
FAWSControlTowerServiceRolePolicy , EBREEAWSControlTowerAdminA®E I AWS
Config RE T EKFEA :

JSON
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"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"config:PutConfigurationAggregatoxr",
"config:DeleteConfigurationAggregator",
"iam:PassRole"

1,

"Resourxce": [

"arn:aws:iam::123456789012:role/sexrvice-role/
AWSControlTowerConfigAggregatorRoleForOrganizations",
"arn:aws:config:us-east-1:123456789012:config-aggregator/"

]
},
{
"Effect": "Allow",
"Action": "organizations:EnableAWSServiceAccess",
"Resource': "*"
}

MEIKEIR . AWSControlTowerConfigAggregatorRoleForOrganizations#l aws-
controltower-ConfigAggregatorForOrganizations

BRI, BULMERIZMIRS , REBHEM OU HEFMARE, ELTMRSR , WREE
Fr2E 57 #1 Bl AWS Config , AWS Control Tower 2 RIFHVR A, ERTESBERNATHRANEE |, I
R AWS Config TEANER , ZUUEEPRRERFNWSENDBRAUNEHEENR. £H E#EE
1 AWS Control Tower & H AWS Config WEH , ¥EEREAIRERAEENIESIE,

AWS Control Tower & IRFNEXRFTABNESERER

BANBARKIKRS  YREAGUEARAAREEMIRS . BKIRFFAFEFBDEARMIR
F.

BRIRF AREERERT AWS Lambda REHFELEAE | LEXRFIAAFMHEMIKRS, EREZE
ZE SBLAGHAMAGERGEERR  ERTEEERTELAAGHRKRAE.

AWS Control Tower B EEREZIRFE PStackSet-AWSControl TowerBP-BASELINE-ROLESZEE I
JELBFBE*EE_tan-I-EIJE’SmE}g |AM ﬁ@
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* aws-controltower-AdministratorExecutionRole

« aws-controltower-ReadOnlyExecutionRole

AWS Control Tower B EEREIRS FStackSet-AWSControlTowerSecurityResourcesi# i
ELEREXFRITHEIRSE IAM 86 :
» aws-controltower-AuditAdministratorRole

» aws-controltower-AuditReadOnlyRole

ReadOnlyExecutionRole: FEE , WA B AFEKIRF £ 2 EEB P FER Amazon S3 REFETE
hE (EREAFPEERFRSecurityAuditBEMER ) o

aws-controltower-AdministratorExecutionRole :
- BEEEEHT

 EERFELEEE
- DEERBRIIRFAINAC®EIE - aws-controltower-AuditAdministratorRole

THRRBETR V{EEREFaws-controltower-AdministratorExecutionRole, FABE B
5012345678901 B IEFMAudit_acct_IDSRESEUR,

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::012345678901:role/aws-controltower-AuditAdministratorRole"
.
"Action": "sts:AssumeRole"
}

aws-controltower-AuditAdministratorRole :

- HAEH AWS Lambda FRISHEE
- EENT , TERBHEATSE BN Amazon S3 Y4 EHTEER (BB ) MBEA (W) BE
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EEEAYBUR

1. AWSLambdaExecute - AWS S &%

2. AssumeRole-aws-controltower-AuditAdministratorRole — RERBZK — B AWS Control Tower 13 |,
R,

JSON

"Version'":"2012-10-17",
"Statement": [

{

"Action": [
"sts:AssumeRole"
]I

"Resource": [
"arn:aws:iam::*:role/aws-controltower-AdministratorExecutionRole"
1,

"Effect": "Allow"

}

TR RETR V{EEEFaws-controltower-AuditAdministratorRole :

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "lambda.amazonaws.com"

}I

"Action": "sts:AssumeRole"
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aws-controltower-ReadOnlyExecutionRole :

. EEREBRAEE
- REERERIRFEHN S —EAEBET - AuditReadOnlyRole

T 5K mAER WEEEFRaws-controltower-ReadOnlyExecutionRole, AR B
#%012345678901#8 H & %Ik FHAudit_acct_IDSRESEU.

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::012345678901:role/aws-controltower-AuditReadOnlyRole "
.
"Action": "sts:AssumeRole"
}

aws-controltower-AuditReadOnlyRole :

« HEEH AWS Lambda RIS
- EEEZBHEAFEAGN Amazon S3 WM EHTEE (HE ) MBA (BE) BEMNHT

HEEWBUR
1. AWSLambdaExecute - AWS S &%

2. AssumeRole-aws-controltower-AuditReadOnlyRole — A#RER — B AWS Control Tower 23 , &
BT,

JSON

{
"Version":"2012-10-17",
"Statement": [
{

"Action": [
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"sts:AssumeRole"
]I
"Resource": [
"arn:aws:iam::*:role/aws-controltower-ReadOnlyExecutionRole"
1,
"Effect": "Allow"

}

]

TR RETR NV{EEEFaws-controltower-AuditAdministratorRole :

{
"Version": "2012-10-17",

"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": "lambda.amazonaws.com"
.
"Action": "sts:AssumeRole"
}

£/ IAM A EHBIIRF 2

EELF BB S RERE Account Factory 1RF , 8B LA7E AWS Control Tower BEEIEFHE I
Lambda B & , ZEFSEKERSE PHEFE AWSControlTowerExecution &, R#%& , FH A€ &
BIRFEESERERFAHTAIENERESE,

WMREMER Lambda MBMHERSE , AT ITENSSDRT 25, ELEEF TSI IAM FFAIE
FAWSServiceCatalogEndUserFullAccess,

JSON

"Version":"2012-10-17",
"Statement": [
{
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"Sid": "AWSControlTowerAccountFactoryAccess",

"Effect": "Allow",

"Action": [
"sso:GetProfile",
"sso:CreateProfile",
"sso:UpdateProfile",
"sso:AssociateProfile",
"sso:CreateApplicationInstance",
"sso:GetSSOStatus",
"sso:GetTrust",
"sso:CreateTrust",
"sso:UpdateTrust",
"sso:GetPeregrineStatus",
"sso:GetApplicationInstance",
"sso:ListDirectoryAssociations",
"sso:ListPermissionSets",
"sso:GetPermissionSet",
"sso:ProvisionApplicationInstanceFoxrAWSAccount",
"sso:ProvisionApplicationProfileForAWSAccountInstance",
"sso:ProvisionSAMLProvider",
"sso:ListProfileAssociations”,
"sso-directory:ListMembexrsInGroup",
"sso-directory:AddMembexToGxoup",
"sso-directory:SearchGroups",
"sso-directory:SearchUsers",
"sso-directory:CreateUser",
"sso-directory:DescribeGroups",
"sso-directory:DescribeDirectory"”,
"sso-directory:GetUserPoolInfo",
"controltower:CreateManagedAccount",
"controltower:DescribeManagedAccount"”,
"controltower:DeregistexManagedAccount”,
"s3:GetObject",
"organizations:describeOrganization",
"sso:DescribeRegisteredRegions"

1,

"Resource": "*"
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AWS Control Tower il F T&sso:ProvisionSAMLProvide EE

sso:GetPeregrineStatussso:ProvisionApplicationInstanceForAWSAccount. sso:Provisi
M T, F#EEEE IAM Identity Center AWS H &,
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AWS Control Tower PRI E R

« f0%% AWS Control Tower B REEEHEN —REA , FS B 5 AWS Control Tower EJRTFEGETA
B,

* 0% AWS Control Tower B AIRFHEY 2 ERNEBER , F2H BRHLAKRE.

- 3% AWS Control Tower %iB Account Factory #iZ2 iR S TN ERNWEEEN , FSHE
Account Factory WEIREZEEEH,

- HE®RH AWS Control Tower E&EZ AWS EREEAFFMER , LAEE AWS Control Tower APls
BEMER , 2 BAWS CloudFormation  fEAEEmM) FH AWS Control Tower ERERSE,

195
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AWS [EiZtn{al £ AWS Control Tower

5| AWS [EiE#E AWS Control Tower :

- XEIRE (#EF EEadbHER)
- EEIRE (=)

- XEIFEED (REM)

« IEK (FEB)

- TRBE (BR)

« DIXMB[E (FTH0R)

- BN CER=E)

- BUN (ZFR)

- BUM (fR3)

- BN (HrESHEE)

- DRME (RE)

- DIXM[E (BH)

- TAME (ER)

» Europe (Paris)

- MEM (BRE)

« XEIPEED (InFI B ERLER)
- DIXME (BE)

- DAME (HEHNE)

- mAHE (KFR)

« BUM COKBR)

« M (FRAER)

* Middle East (Bahrain)

- D&% (hiER)

. RE (RABAALE)
« BUM (F3EST)

- DIXME (BEAE)

- BUM (BRER1H)
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- mAHE (EWA)

« MEXREE (F0F)

« BRTEE (Kuala Lumpur)
- TAEHE (ER)

- EFF ($F)

. TAESE (A1)

BERENETERESE

ERENEEEIE  SRARER AWS EEXEANESEMR A AWS Control Tower B9E AWS [E
B, FEVBES K FELEERSETEEEHPME, HMER , 510 OUsH AWS tRF |, B2 £EE
o

ENMTFERE <R , MELIETRE,
122 %I T A [ 45

Bal, FrETESMESEERANRER, B |, Detective F3E B3z &2 15 A X AWS Control Tower
WEE, MEEHFEFEAHE AWS Control Tower RHZR4IEITANFMED , FSE REEM AWS
Control Tower &35,

R ELH AWS Control Tower &3

AEIR A E &4& AWS Control Tower ZBEEIFIERZIFH AWS B , it EEEFSERPBRES
B ORI T A, —MRMES |, LEIERIFER AWS Control Tower 12 A W E FEREE1T,

(® Note

BEEB R AWS Control Tower ZfEEIFHIERZE AWS FEETHEHIHTHESE, RIFE
HEEESEFASRELEEEZEGSPIHIBER , BELERBHRSEZE AWS Control Tower 2E
EIEZ 5,

EFEEAEREARE , AWS Control Tower EEHEEES , ERXRRTCEALNEEESETEE .

- EFfEVERH EE P ESEE , UK
- FLEEBRCHERESHHNEIR.
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HEMEE L (OUs) 1 AWS Control Tower EEMEBIRFASE L EREREBENEFPEHN. FHit,
BB EFEEM OUs REFIRS,

Z%E AWS Control Tower EiZF |, 55 EE T H|EERNREH :

- BHUEFTEIREE AWS RS TEAEHNESE,

- EEREEFAESY TR LELSAEZEHPFHBER , BELEREREE AWS Control Tower 2
EEHE N

ELRRAWEFRERMEREER , AWS Control Tower ERIZRHIEEFZ T 5IRA

- EFENEBRETE, ERGEHANEASE OUs # , BERFWEFITA. ERNMBEBITARET
2,

- BEEBFOEAMZEFNERAZTEREMERFHNERAF OUs, EE#E AWS Control Tower FfE[E1E

REAFED (BEREFREES ) K, BLAXEMRE OUs FHRAIRS | FREHIEL OUs
FbR 5 R 789 BRI

- —BHEHIRF , SRENEIEHHRSEBENRENEESFTEE, ELFEFH AWS Control Tower
EEREHUNREFRES  REAEFHRRFE , O OU LR ANERME4EEERETRRENES
REAZIKRE.

% AWS Control Tower &1

1. & & A AWS Control Tower & https://console.aws.amazon.com//controltower
2. EEAERSEDRERY , BEEEEERE.

3. HEERESREEENFAEARRT  BEALANBUARERE. RRSKEEQEZEHMEE
ESTHERE  BAEENESSREEZTBREIFTECENERNNERESRA,

4. HEARZENHMAWS BET , B#SLEEE (HFELEE) NES, REHELEBNER
HEE , AREREENET.

5. ENZEENSER|ABINZIMA R, BUHEREERRIZENSEESNZET 5.

(® Note

MRBREFAEEEE , BMATUEXEGHHBER , EELERSREE AWS
Control Tower E¥E 2 4,

6. TRTERENHERHD  RARBEEHEEES.
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7. BEEREEEHRETHKE , EFNEM OUSLERFESFNIRE, MEFMEN BB REN
AWS Control Tower OUsHIIRF o

AR TE #7 [B8 120 1% 12 2 SR {8 B ik S Y B K 5 72 R E M Service Catalog Y API Z248H £ AWS CLI#EIR
BFEPEMRE, NFEFAEA , F2RLAEDILHARNENIRS.

REBREEESESEE
#& AWS Control Tower ERIER ZFH WV EE , LR REFHBER AWS Control Tower B2 & AWS [E
1w, FBRMEH OU HFTEIRE,

WMREE OU WIEFIHEEE OU ABEIRFHNIZEFIEATEMEAF , AITRERE RS EENTRE
Mo HNSRTE AWS Control Tower A& ERIEMERN HBERER 2R |, t(RFREH AWS B , AIES
EEEE OU hE4L,

HEEERBAT , B OU MM EMIRFARL , SUEEEESNERZREREMEL , OU FHVE LIRS A8
EETREFEFERTEAES,

EEFRGEEN OUF , MREMENIRS  ZFRFSWIEEZEEEMERN (EH ) BEM
OU #ZERRE., T8 , HREHMHRBIRFTS NI EH REEERE,

—RME , BEEEAAEE T AWS Control Tower AP ET FER LR RERE RE, Hi0,
EREEEHE  UHREAETN IRE , BENMAERSSECEMOUs FLL TRIZE , REER.

® Note
AWS Control Tower R AFFIEE SR E IR EHI R R FE,

BEEEHRNEHITA

- EREEEERE , AWS Control Tower X —3ith7E OU EBERASENEEHIFEBER
AWS Config # 8l ( BMERIM IS ) ME$E  EA OU MM ELIRFMAERH. BAEFIN
BIFAILED_TO_ENABLESEEREA S,

- EREEEENE  MREE OU HNEMIRFEAENE  EZEESNEELHEIRE
AR , Bl OU £# EnableControl API IR{ESSHEERIREHIEH KK, BEW
FIFAILED_TO_ENABLESEEREAE , BA OU FMAREF R ERFERZEMAELESE,

- MREEEREHE , BR Security Hub CSPM fR#& 2 ERENEFIE : AWS Control Tower AT E
BEEIHRERE R ERAIRE 2 BT MEA N B P ERBRE SR

REEBFKBRBEEE 199
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- BEERETEEE SCP Hingl (FpMES ) MNTA , EER—ERESAZEEES OU F/Y
BEKRE

® Note
BRERERERTE , t T EEHARR,

BEREEE

- ERFEAETNEBERESREFBRARBERSERE, HAFLEEFRERES Y (EANNEDE
#) . RESEREREREEREN OU ERBEESEESR,

A AWS ZEMA R E ESE

HAREH FARA AWS B FAF AWS IRF , BEREELFDHENREEER S EHMAELE
B, AXHEBLEEEBAZEMARE, HRith , B8 AWSIRF BY K, FHRERERHIRER
EZEELAERED, BERES , AEBLAESE,

BEMA-FAERERLER, 2019 F 3 A 20 HZ#& AWS B #HHNEM HERBELREMAR
H, EREMANESS  EWIRFTEEXESAMA , MAZN S S B FTSERIXER , RIEE
BEEAZEDS. &8 IAM REEENFIEENSRASER  GRERE, Fl. A6, BX.
BoRHE, HAERER (flI X509 H#ERBIARTRERRE ) , UARHMIRFBHRRE , fluE
REERMERF BB

FBALEREAREHZEHEEBRARENARE. SNEEESSEMEENNESHEKER
o

WMRGBIEZIZMAEE M A AWS Control Tower X[, , FAKBRAREINSER T2 A EHE
FEARMAZEE, AWS ZEREBENANESCEALZBCHNREEBFHENEXIRES  BEXFH
R A ESE,

AWS SZEZMAMW EZZIFEEE T FEH AWS Control Tower B [E35 :

- IKEHE (F#E) EBE , ap-east-1

- BAESE (H#E) EHEH , ap-southeast-3
- BUM (°KE ) EHE , eu-south-1

- 3EM (BER) [EHF , af-south-1
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- X (BE#) [EHE , me-south-1
- UBF (4SBHEX ) | il-central-1
(

- PR (FhREEARLNE ) EE, me-central-1
- BUM ( BEIESF ) [EiF , eu-south-2

- TREWE (BEND) E, ap-south-2

- BUM (&2t ) ESE , eu-central-2

- mAEE (EWA ) B , ap-southeast-4

- MEXEI (FmMFl) EiF , ca-west-1

- mA[E (ZE ) , ap-southeast-7

- EBF (3B ). mx-central-1

- mAEHE (Adt) , ap-east-2

- IAKEH (M ) , ap-southeast-6

AWS Control Tower B — %R HIIEEREMARHEERES (HtHmEES ) WEESXTE, W
EHMENR BB RERY. ERSIEEETBIEEMAREN , FEETIEE,

G BEEDA?
FERCME , EEEEEE AL AWS Control Tower 2 AZHMNEME , At TAEEESTER
BEE, BRARERZREMABRERETE 25 FIRIE AWS W REEE , ESSEERF
BMEEZHRFE , BEUUEZEEPHBERNITEER,

TRAEZEEER
- MRCEZFEEFERENAES , BRETEFA (BERH ) AAZEEEMARSE , RREMRE

SEHRTHEEH LB, AWS Control Tower TR EFHE AWS Control Tower TR AREAZEE ,
{BEBLTER AWS Control Tower SN HFREAZEEE , §l0 AWS Billing £ A= AWS
SDK,

- & AWS Control Tower #EZBERIZEZEMAEGR , c2BA (EENA) BMEREREFH
B, EEREERBREER , AWS Control Tower T &€EA (BIZRH ) RERFFHES,

. EESEBUHZEIERE , R % AWS Control Tower A ZBAGRFEEHIRFMER , S0 AWS R
BEFiEAE AWS SDK , Bl AWS Control Tower ERSBRIZEZEMAEHBRBRER. RARZERD
EFANESBRER , FRAETESRIEEERNENREER,
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- MREWEERETEZEA , AWS Control Tower 5RATIESERETNER , @15 ZENAR
B, 1B , AWS Control Tower A2 AZEENMARESE., BALERZEMNARSE A #AEHEN
BATER,

- MRELHNTEERHEZEMAERE K MANREEERREARFIMAAFHENRZIRSE , B4EA
SFBHRAZREMARE , TEEZENXESMAEEEINEEERET, F2EBAEE,

- N5 AWS Control Tower EREZENMAREMAEHNETERSE K MANRERTAEMBEDGN
AWS FiEH1EFH AWS Control Tower fR# , I ST S EBSECERNEQNEZEETERET,

- B API EERERS , EESBRBEEE., RENBREESNEHE | SIEER LS ERMNBIZ)
iF, RESEEEEZRENMALKETIHEER AWS EBiF 17 |, ¥ —XBEMA—EEE,

EENRFNEEZRS

- R 16 @ELA LT EH AWS Control Tower WEXEFHZE K SRREMAESE , BI7EEHH OU
B, SEEMEN OU) WIRFHE R, NEFMENR , FSRUER AWS REAEERY
PR

RRE [EIE R AR 2

AWS Control Tower 12t EEZIEEEH ., BUHAGRREGIONDENYES | —EiR41E S ERA T REEE
[EiH. BUACTMULTISERVICEPV1KF , 55— B4R AIUAEAREIRERNRE OUs, MEFHAEA
2 AWS BIBFERIEEER , AWS EEURERE OU WEFIESIEE .

EEERENEHEEEHEZER

[EIFIEEIEHIGRREGIONDENY 2 —H , AATCHEHARBEREZEESE 2 MAREMSFEN OU, BER
EEREIEEEE B EREEEREER , AR EZISUERE.

- METUSEMERE.
- BAR , ERFESEAERAEEMOUS,
o« SESHEHER] OUs BRE LR HIIR,

(® Note

RARSEREFECH  FRESEELEIATREEFER , RALEAEFERSEE
FHENER, BMARGEE  SKEEEEENESFHEER,
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EXRRAREER  c2ERIIKERFIEEEMMNIER OUs |, It B hiERE P BEA OUs &, E
TR REER  e2EMECEMOUs EBKRE , AWS Control Tower P FFEIEZ E EiH SR
¥ AZE RE , mMAZTLIE AWS Control Tower A AEZ AN EITF HEER,
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B8/ AWS Control Tower AWS IRF FHY

AWS tRF REBEENFMAEERNEAS. EEERIIEIRFESZH AWS Identity and Access
Management (IAM) &% , E8REHATUFEIXIES. IAM 2T EFERAE. #E. A%, W
%=1 AWS Control Tower F{EA 1AM, FHE. ABFBERWEFMENR , 52/ AWS Control Tower
P2 MEREE,

BERMRF M EE

& AWS Control Tower B2 MRS R , CEMRBRFAMENREEREARLE. flM , EEEE
Account Factory #AFEXNEIR , UREEREPHEMER , Fl0 IAM A€, AWS CloudTrail &
. Service Catalog fiZ2E & , AKX IAM Identity Center £/ #& . AWS Control Tower th &R 524l
ARBRESR |, SrEFTIRS B Wit AR ERFEMBEN (OU) BEER.

AWS Control Tower X REHFELEFNHE, SEERUVAEETEL)EFRETHKIE , it
EERVHEMRE 2 ZRENE, NEEBIRFHERNFMENR , BF20 EUMER AWS
Control Tower EJRIIIESI,

AWS Control Tower M IR F 2B E T EER

AWS Control Tower FHI R F 23EiB AWS Control Tower 2 B E BRI W MHE AWS
Organizations , SA & AWS Service Catalog. &AL AWS Control Tower 12 & & 3 &k & I 31
WAEKRE., ME AWS tRF £/ AWS Control Tower T2 AFMIRAE WAL | B2 & AWS
Control Tower £ AFMREIRE.

REEBINER

1. Bz | BETLAHE AWS Control Tower tRF TREE , SE#EHE AWS Service Catalog £ 5 , T
Y Service Catalog ProvisionProduct APl REXEZE R,

. AWS Service Catalog /A4 AWS Control Tower,

. AWS Control Tower B T/ERTE , £ — 22 MW AWS Organizations CreateAccount APl

. AWS Organizations B #RF#% , AWS Control Tower & IBEREBMEHERTERMHEREF.

. Service Catalog 2#£/&% 3 AWS Control Tower , AR EHEREF 2B 5T Ko

. & AWS Control Tower i TR EF , Service Catalog €K IRERIARRE | WBAE ( B
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EZ AWSIRE iARS (TERER &%) H5ictk (FEREHE . BEEE®E) IRFE 281 , AWS Control
Tower EEIRFE 24 HE AWS Control Tower EREFRIER. Hlin , BrIse s — Bk FERE
i, HE B AWS Control Tower ERFIZEHERE, LI , AWS Control Tower EEFBIRFE2E T
LEER ; Fla  #RERUAH AWS Security Token Service (AWS STS), IREREE |, A% AWS
Control Tower EB5ERF P HEERNFT A,

AWS Control Tower T EBRERHN AFNZEMIRFHANEMREER. T8 , WREREZERA
© , AWS Control Tower Big{EE 2 S L FIEEEHANER,

G BIRFHREM
BAILATE XA 3 2| AWS Organizations fR 3 AWS Control Tower EEEIRFE K EIRFZ 2
NREEKHERES.
- EBRFHREER
- RERFHZEER

BN HEARFE

=1{E4% %18 B B2 AWS Control Tower AWS RF tHEIE: ; EIEIRF. ERZIRFMN BFHFIRS, EL
REBEBALAKRE , BFBAKUIERRS,

o WU EREEREEGR  ZNEZNBFHERFNBEITEHE, NESFIRFEBNEN , B2
B S\Zp8& E AWS Control Tower EREZ &,

- BUANEVRERESRERFPRE , BEAEN BE AWS ikF & AWS Control Tower £ 570
$RIRF ., LBLIEIESEBR T AWS Control Tower B W HARFHNER, (ER—IXHEE, )

WEHLAIRE REABERN AL B2H EHARFTRINER,
BEEIRS

E® AWS tRFE (& AWS Control Tower, RIFFEER , LIRFWWREAEMLIIREH IAM FEHER
IAM BEEEEFAEEEEERIGAFMEE RN TEEZIE,
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® Note

BEEKE , RFEZRE AWS Control Tower TIRARHITEETIAER | LA EMEEEEFEE’J
IAM Identity Center A& A EA , MARUIRFNRERAES IAM EEEFRAES D
Ao

wE EERFAARAACGNERNFEES , F20 EAHKRFPEINER,

wu\j:-_l'ﬁ[pﬁ}g
MRERGFHIETS — @RS , BFEHFH_A AWS IRFSEESE L ZEREFBEBHRE,

LR B EEH R Amazon S3 f#FETRE , ARBEEEEEPAIEHMIRENATE AWS CloudTrail
AWS Config HFFEREIAR, RESKEEYK , RMERKAFHFRFEERHETIAESHANREN
EE , URHMEEN LR ERIE, KIRFTARBE{tLLE , FEE BET AWS Config K8 ,
520 Lambda B , UBITIEEENE,

® Amazon S3 fEFETEBIR

¥ AWS Control Tower ZBE[EIH 3.3 RREHFRAE , IREFXEFSHERBEFITBNEIME

AFFHaws : SourceOrgIDRH, UtiFRH TSR CloudTrail REER REEBANIKRFEAFE
A S3 fE1ZRrE8 ; TIPS LLAEINERA CloudTrail BEE A AWS Control Tower S3 #1778,
MEFMER , FFSBAWS Control Tower ZBEE1E 3.3 ko

MFEAFRHFRFRUTRAAGNERNFHRER

:IJI‘H.

2H BFHFIRFER

(@ Note
ELHREEIEE, MAEARAERT , LARERFEEEBHEKRNERA

ot

IR F
MBERKHBEZ—EIRS | AEECRYBRESNSBREMLLAIRS,

RERFERERNREAEZE (HHE ) NEER (ZBFN ) BIRFAGHNZENSHRER , UK
EEEIETAARF., ELACEREHLZLEARBERER , %
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- FEB AWS #HIETRERX , HIINFEE B5T AWS Config # 8l Lambda BE(,
- HITEHBLRLRE , flBEEE.

IR F th23E8 Amazon Simple Notification Service (Amazon SNS) RIGEZUEMN, AZK=FHE

BIRVEA

- FIEHEEN - LTESREZREEFFAAEIIRF/IFE CloudTrail ;1 AWS Config @A,

- BELZSMEHN - AEXEEERAHISE CloudWatch B4, AWS Config R A ARRESTEHM
GuardDuty FAERZRVAIELREME,

- REEHN - LEXEFHTHELEEERSFMERS, A&, OUs Ml SCPs HRIBMNFIEREHE
&, MEEBRBNFMAENR , F2E1E AWS Control Tower H {858 3 #2341 R 2k,

R EWRF SR FEROE &t ] LUEIX IR BE B A4 Amazon SNS R, WWIhaE A EIRFEEETH
BRI ERFISENEZBAN, Rit , EEESURREEEIRSHREE , RFNAKFEIRSEE
HEABEPRNEXIRE, MEFHMEN , 5528 (Amazon Simple Notification Service B # A E15
) o

MFERRKIRFHUAACNERNFAER  F2H BRIEFER.
WMERXRFERNFHER , 5528 AWS Control Tower &Ik F WREXFRE A EFNEEER,

/A Important

BERRIRFIRMENE F Bt &% AWS Control Tower AWS B35 X EZHEE EWAWS
BA - IRBREFEHY., EEELNEZIREHPBZRSREFEYS , BXLAHR AWS Control
Tower AWS Eif, XENESESE FHHPRERIITRER,

EHARFPFHREINEIR
AEBERERHREBRERER | AWS Control Tower T AR PRI ER.

MERERFERNWERNR , 582/ Account Factory W& RZEE1E,
EEBEIRFEIR

ELREERESR K SELNEZEIRFFPFEIL TS AWS R,
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ERAEER

AWS BR#%

AWS Organizations

AWS Organizations

AWS Organizations

AWS CloudFormation

AWS CloudFormation

Resource Type (&/RER)

&=

ou

AR #5422 | B R
H

fige

StackSets

BEREMW

audit

log archive
Security
Sandbox
aws-guardrails-*

AWSControlTowerBP-
BASELINE-CLOUDTRAIL-
MASTER

AWSControlTowerBP-
BASELINE-CONFIG-MASTER
( £ 2.6 IR EFHTRAAH )

AWSControlTowerBP-
BASELINE-CLOUDTRAIL
( R7E 3.0 MEFHRA AP
=)

AWSControlTowerBP_
BASELINE_SERVICE_L
INKED_ROLE (Deployed in
3.2 and later)

AWSControlTowerBP-
BASELINE-CLOUDWATCH

AWSControlTowerBP-
BASELINE-CONFIG

AWSControlTowerBP-
BASELINE-ROLES

EEIRFEIR
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AWS AR 7% Resource Type (ERER) BEREE

AWSControlTowerBP-
BASELINE-SERVICE-ROLES

AWSControlTowerBP-
SECURITY-TOPICS

AWSControlTowerGua
rdrail AWS-GR-AUDIT-
BUCKET-PUBLIC-READ-
PROHIBITED

AWSControlTowerGua
rdrail AWS-GR-AUDIT-
BUCKET-PUBLIC-WRITE-
PROHIBITED

AWSControlTowerlLog
gingResources

AWSControlTowerSec
urityResources

AWSControlTowerExe
cutionRole

AWS Service Catalog Em AWS Control Tower & F T

AWS Config RETE aws-controltower-ConfigAggr
egatorForOrganizations

AWS CloudTrail B it aws-controltower-BaselineCl
oudTrail

Amazon CloudWatch CloudWatch Logs aws-controltower/CloudTrail
Logs
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AWS AR 7% Resource Type (ERER) BEREE

AWS Identity and Access AR AWSControlTowerAdmin

Management
AWSControlTowerSta
ckSetRole
AWSControlTowerClo

udTrailRolePolicy

AWS Identity and Access BE AWSControlTowerSer

Management viceRolePolicy
AWSControlTowerAdm
inPolicy
AWSControlTowerClo

udTrailRolePolicy

AWSControlTowerSta
ckSetRolePolicy

AWS IAM Identity Center EE=3:: 21 AWSAccountFactory
AWSAuditAccountAdmins
AWSControlTowerAdmins
AWSLogArchiveAdmins
AWSLogArchiveViewers
AWSSecurityAuditors
AWSSecurityAuditPowerUsers

AWSServiceCatalogAdmins
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AWS AR 7% Resource Type (ERER) BEREE

AWS |IAM Identity Center RS AWSAdministratorAccess
AWSPowerUserAccess
AWSServiceCatalogA

dminFullAccess

AWSServiceCatalogE
ndUserAccess

AWSReadOnlyAccess

AWSOrganizationsFullAccess

® Note

The CloudFormation StackSet BP_BASELINE_CLOUDTRAIL A& B ZEEEE 3.0 lRHE
HRAR, T8 , cEFEFERERNERZEES  EIESEMEEZEEG AL,

AFHFIRFEIR
EEREREESR  BRHFRSFERI T AWS EiR,

AWS AR 7% Resource Type (ER¥ER) BEREE

StackSet-AWSContro
ITowerGuardrailAWS-GR-
AUDIT-BUCKET-PUBLIC-
READ-PROHIBITED-

i

AWS CloudFormation i

StackSet-AWSContro
ITowerGuardrailAWS-GR-
AUDIT-BUCKET-PUBLIC-WRI
TE-PROHIBITED
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AWS AR 7% Resource Type (ERER) BEREE

StackSet-AWSContro
ITowerBP-BASELINE-
CLOUDWATCH-

StackSet-AWSContro
ITowerBP-BASELINE-
CONFIG-

StackSet-AWSContro
ITowerBP-BASELINE-
CLOUDTRAIL-

StackSet-AWSContro
ITowerBP-BASELINE-
SERVICE-ROLES-

StackSet-AWSContro
ITowerBP-BASELINE-
SERVICE-LINKED-ROLE-(In
3.2 and later)

StackSet-AWSContro
ITowerBP-BASELINE-ROLES-

StackSet-AWSContro
ITowerLoggingResources-

AWS Config AWS Config # I AWSControlTower_ AW
S-GR_AUDIT_BUCKET_
PUBLIC_READ_PROHIBITED

AWSControlTower AW
S-GR_AUDIT BUCKET _
PUBLIC WRITE_PROHIBIT

AWS CloudTrail BE aws-controltower-BaselineCl
oudTrail
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AWS BR#%

Amazon CloudWatch

Amazon CloudWatch

AWS ldentity and Access
Management

AWS ldentity and Access
Management

Amazon Simple Notification
Service

AWS Lambda

AWS Lambda

Resource Type (&/RER)

CloudWatch =435 Al

CloudWatch Logs

= o)

BUR

£

FERER

B

EREH

aws-controltower-ConfigComp
lianceChangeEventRule

/aws/lambda/aws-controltowe
r-NotificationForwarder

aws-controltower-Administra
torExecutionRole

aws-controltower-CloudWatch
LogsRole

aws-controltower-ConfigReco
rderRole

aws-controltower-ForwardSns
NotificationRole

aws-controltower-ReadOnlyEx
ecutionRole

AWSControlTowerExecution

AWSControlTowerSer
viceRolePolicy

aws-controltower-SecurityNo
tifications

StackSet-AWSContro
ITowerBP-BASELINE-
CLOUDWATCH-*

aws-controltower-Notificati
onForwarder

REHERFER
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ERAEER

AWS PR Resource Type (BRER)
Amazon Simple Storage B RTE
Service

BERIRFEIR

ELRERERER K SHEENBRIRFPEI TS AWS iR

AWS & Resource Type (& REH)

AWS CloudFormation #

i

BERE8
aws-controltower-logs-*

aws-controltower-s3-access-
logs-*

EREW

StackSet-AWSContro
ITowerGuardrailAWS-GR-
AUDIT-BUCKET-PUBLIC-
READ-PROHIBITED-

StackSet-AWSContro
ITowerGuardrailAWS-GR-
AUDIT-BUCKET-PUBLIC-WRI
TE-PROHIBITED-

StackSet-AWSContro
ITowerBP-BASELINE-
CLOUDWATCH-

StackSet-AWSContro
ITowerBP-BASELINE-
CONFIG-

StackSet-AWSContro
ITowerBP-BASELINE-
CLOUDTRAIL-

StackSet-AWSContro
ITowerBP-BASELINE-
SERVICE-ROLES-

BRIRFEIR

214



AWS Control Tower

ERAEER

AWS BR#%

AWS Config

AWS Config

AWS CloudTrail

Amazon CloudWatch

Amazon CloudWatch

Resource Type (ERE

BTH

i

AWS Config # I

Bt

CloudWatch S35 8l

CloudWatch Logs

EREH

StackSet-AWSContro
ITowerBP-BASELINE-
SERVICE-LINKED-ROLE-(In
3.2 and later)

StackSet-AWSContro
[TowerBP-SECURITY-
TOPICS-

StackSet-AWSContro
ITowerBP-BASELINE-ROLES-

StackSet-AWSContro
ITowerSecurityResources-*

aws-controltower-Guardrails
ComplianceAggregator

AWSControlTower AW
S-GR_AUDIT_BUCKET _
PUBLIC _READ PROHIBITED

AWSControlTower_ AW
S-GR_AUDIT_BUCKET_
PUBLIC_WRITE_PROHI
BITED

aws-controltower-BaselineCl
oudTrail

aws-controltower-ConfigComp
lianceChangeEventRule

/aws/lambda/aws-controltowe
r-NotificationForwarder

BRIRFEIR
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AWS AR 7% Resource Type (ERER) BEREE
AWS Identity and Access AR aws-controltower-Administra
Management torExecutionRole

aws-controltower-CloudWatch
LogsRole

aws-controltower-ConfigReco
rderRole

aws-controltower-ForwardSns
NotificationRole

aws-controltower-ReadOnlyEx
ecutionRole

aws-controltower-AuditAdmin
istratorRole

aws-controltower-AuditReadO
nlyRole

AWSControlTowerExecution

AWS Identity and Access BE AWSControlTowerSer
Management viceRolePolicy

Amazon Simple Notification F&E aws-controltower-AggregateS
Service ecurityNotifications

aws-controltower-AllConfigN
otifications

aws-controltower-SecurityNo
tifications

AWS Lambda BRI aws-controltower-Notificati
onForwarder
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BERKEIRF

REIRERENEHEHNT AWS TEEHBHNIRSE ., AWS Control Tower B EIRFAILUEBEER ZE
MHMBET, BFEEELEE. EEEERT , BULUEEAR % AWS IRF A AWS Control Tower.
BAUSEMRERSE , EEIRSSERFER AWS Control Tower X2 A I WHEBE N (OV)

A, @ AWS Control Tower &Ffft, MFEFMEFR , FSETHIHEBEEE :

- fR% A

« M Account Factory 2 M &Rk F

- EE{t AWS Control Tower FH1E§

- EABBEMRBEHIEMIERS

« 5/ AWS Control Tower Account Factory for Terraform (AFT) #iZ itk 5

« AWS Organizations ( EA&EBAWS ) F# Organizations #7582

@ REMEZEIE

X E 1R F 7] LATE AWS Control Tower 5l , B AT LABUE . #2=HIEE RN S MR R T M
MRE  WHRHIERESRBEAERAZE OUs FIIRE,

WMEFE AWS Control Tower BB K EIRFERER , 552 B Account Factory WEREZEEEE,

B3R B B AWS Control Tower &S E &) AWS Service Catalog

AEERBAMMAIER ThEEERE MY AWS Control Tower #RF AWS Service Catalogo
*rE

* 7£ Service Catalog F# & H £ H Account Factory itk F

+ 3%E18 Service Catalog APIs B Ei{t. AWS Control Tower FEYIR F #iZE

+ BT Service Catalog FHIMEE M
+ 7£ Service Catalog # EUHE sH 1R B
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& Service Catalog F#2 & F £ Account Factory fi iRk~

T 532 F R EA M{A3%EIB 7£ IAM Identity Center REAER & B 2 B MM EIRS AWS Service

Catalog, WEFHUBAERIRFHELFERFHE, RF , BRI LEH AWS CLI, Service Catalog
APIs 2 AWS Control Tower Account Factory for Terraform (AFT) , AR\ E&ET A XM AWS Control
Tower IRF, MMREEREHREBTER , AITJE ERAPHEBIIRF. WEHTWFHMBENR ,
w2 EARS TKREET (AFC) BETRF,

LA{# i #& & 2 #£ Account Factory F @B 2R F

1. REMERAEADML URL B A,

2. REMERRERD , BEAWS KRR,

3. fRIRFIEER , EELEEIRFWIRS ID, Lk ID bAsiBER , flw (BE ),
4

£ AWSServiceCatalogEndUserAccess , iZ## Management console (BEXEEX#A), 1E® AWS
EETFEE ARBLERFPLLEREN

FRRELSERN AWS B EHENMEIRFE |, XikF EXRER AWS Control Tower B,
# 2 #$E Service Catalog LAFRX Service Catalog £ &,
EEEERD , BEEEm.

ZH AWS Control Tower IRF TR , AR BERBERRE. BRERRAENSRBDBERMEN
HYBRF .

9. EA&EM, XFRETIRIHE :

© N o O

« SSOUserEmail AJ LR #THVE FE btk , SEEIRA IAM Identity Center £ E BB E T
b, BREEAMN , EEFEAEHNSHELEMENRFEETFTIE,

« AccountEmail 4B KRE B BEBNE FEH4ta AWS IREF, MIREE SSOUserEmail #
FERATHNEFEH , BRI ENERXE FE .

10. NEES TagOptions , Bt FERMABEA , BRRF AIRREEME., AR , FEERBER.
1. REEKIRFRE , AREHF Launch (BE). FAEUERE , TARFSEEME,
12. EEMBENIRFE. ERRFELIENKE, SUAERBERRAREFERNREENR,

® Note
—REZAMHERERE.
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%EiB Service Catalog APIs B Bt AWS Control Tower VIR F #iiE

AWS Control Tower ESEEEH R E S AWS , 20 AWS Service Catalog. &ERILAfER APIs £
AWS Control Tower FE I MHEEHHRERSE , IFMBAENHRERS,

(® Note

MBEFSEREREEERE IRIZIE Y IAM Identity Center , BIT & A EIEMEH AWS Service
Catalog APIs= 12 & IR F BB R AN E.

8/ 5 SR EA an A& P ALY AWS Service Catalog APls , A BEMLHI R A RMEIIRE, HRAMGE | &
# %% AWS 5% 5RE (CLI) FEAY ProvisionProduct APl , #§%E JSON X , HF I EHER
ENEBEREFNSE, FHRPRENMFER AWS Cloud9 BIRERBATIL T, MREEH AWS
Cloudshell i3E AWS Cloud9 , CLI ss S &4 [E,

® Note

& AT LAY AWS Service Catalog BEIRF#Y UpdateProvisionedProduct API REFE
WHERBELIRFEH. ZUUGERESHRE—EMES.

EATETRNBEEE , MRERE Terraform , LA LA[E AWS Control Tower Account Factory
for Terraform (AFT) fiEIRE

BBV EE A @5

LT REFIEA , Bl ARGYE ERRFAFREABLEEAR, CEEEERFHRELA
&, UEEBRIRFHEAEES FIERHNITE B,

AWSTemplateFormatVersion: 2010-09-09
Description: Configure the SampleAutoAdminRole

Resources:
AdministrationRole:
Type: AWS::IAM::Role
Properties:
RoleName: SampleAutoAdminRole
AssumeRolePolicyDocument:
Version: 2012-10-17
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AWS Control Tower

ERAEER

Statement:
- Effect: Allow
Principal:

Service: cloudformation.amazonaws.com
Action:
- sts:AssumeRole
Path: /
Policies:
- PolicyName: AssumeSampleAutoAdminRole
PolicyDocument:
Version: 2012-10-17
Statement:
- Effect: Allow
Action:
- sts:AssumeRole
Resource:
- "arn:aws:iam::*:role/SampleAutomationExecutionRole"

BELE1T A g s
LT REHIEA , AT ARGBEREBBILHTAR, EAUERRIRFPRELAG.

AWSTemplateFormatVersion: "2010-09-09"

Description: "Create automation execution role for creating Sample Additional Role."

Parameters:
AdminAccountId:
Type: "String"
Description: "Account ID for the administrator account (typically management,
security or shared services)."
AdminRoleName:
Type: "String"
Description: "Role name for automation administrator access."
Default: "SampleAutomationAdministrationRole"
ExecutionRoleName:
Type: "String"
Description: "Role name for automation execution."
Default: "SampleAutomationExecutionRole"
SessionDurationInSecs:
Type: "Number"
Description: "Maximum session duration in seconds."
Default: 14400

Resources:

3%18 Service Catalog APIs HB{t, AWS Control Tower R EYIR F #i

220



AWS Control Tower EREER

# This needs to run after AdminRoleName exists.
ExecutionRole:
Type: "AWS::IAM::Role"
Properties:
RoleName: !Ref ExecutionRoleName
MaxSessionDuration: !Ref SessionDurationInSecs
AssumeRolePolicyDocument:
Version: "2012-10-17"
Statement:
- Effect: "Allow"
Principal:
AWS :
- ISub "arn:aws:iam::${AdminAccountId}:role/${AdminRoleName}"
Action:
"sts:AssumeRole"
Path: "/"
ManagedPolicyArns:
"arn:aws:iam::aws:policy/AdministratorAccess"

REEEABCE , EATLIFEI AWS Service Catalog APIsXR# T B E{L1E#. CLI P EEE A+
Rt

Service Catalog API B9 &5 5l 2 & A

WMREMFEH ProvisionProduct APl fiZ2#7# AWS Control Tower tIRE SREMBEENRERSE |, U
S R IBTLUR 44 Service Catalog API % A 2541

® Note

ZEM M ProvisionProduct API SEBEEMKEIRSE , EEFW APl 28I,
AWSControlTowerExecution A4 EFHENRBEEIIRE L, fi“\—ﬂf)\ﬁ'iﬁﬂﬁﬁ{ﬁﬁﬂfﬁﬁ
WREREM , FRATISEFPETNEREASE,

pathId: "lpv2-7n2o03nudljh4e",

productId: "prod-y422ydgjge2rs",
provisionedProductName: "Example product 1",
provisioningArtifactId: "pa-2mmz36cfpj2p4",
provisioningParameters: [

{

3%18 Service Catalog APIs HB{t, AWS Control Tower R EYIR F #i 221



AWS Control Tower EREER

key: "AccountEmail",
value: "abc@amazon.com"
},
{

key: "AccountName",
value: "ABC"

},

{

key: "ManagedOrganizationalUnit",
value: "Custom (ou-xfe5-a8hb8ml8)"
1,

{
key: "SSOUserEmail",

value: "abc@amazon.com"
I

{
key: "SSOUserFirstName",

value: "John"
I

{
key: "SSOUserLastName",

value: "Smith"
}
1,
provisionToken: "c3c795al1-9824-4fb2-a4c2-4b1841bes068"

}

MEFMEA , S H Service Catalog #) APl 2%,

(® Note

IR, BN AFSEENManagedOrganizationalUnit 2% 8F A OU_NAME
OU_NAME (OU_ID), U TR ARRRIUHEE,

By =
SRR

W (6 : 58) SREB M E Bt AWS Control Tower FIRFZE, EEESEENEENE |
BEFETANER , BEFRAKELER, TREHFE,

3
i

AWS Control Tower BEI{ULIREHEN T FE SR,
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https://docs.aws.amazon.com//servicecatalog/latest/dg/API_ProvisionProduct.html
https://www.youtube.com/watch?v=LxxQTPdSFgw
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B3 Service Catalog Y2 E i
T YRR 5 EEMAERH Account Factory FEYIRF , 1E Service Catalog P EFIRF N MEE
o, BEBEHN OU,

(@ Note

WMRIEEE B PEEIEEREFIRZIEE IAM Identity Center , BIT & A RIEMEH AWS Service
Catalog APIs= 12 & IR F BB R AN E.

&8 Service Catalog B #T Account Factory tRE s 2F H OU

1. BAAWS EE XA |, LI hitps : //https://console.aws.amazon.com/servicecatalog/ B
AWS Service Catalog £#2 A&,

(® Note

B AL EHTE Service Catalog FMEMEMTINERAESDZA (flW,
AWSAccountFactory=l AWSServiceCatalogAdminsE#H A #Y IAM Identity Center f#
AE).

2. EEEERT , BREME A RAREEMEEMm,
3. HRIHNBEKERS K BT TISRREFAMERERS :

a. EHREIRE., RESBECERZRFNMEERFMEEARR.,
. EMEBERFASTEEL  BESHRSIER,
c. RTUTSH .

« SSOUserEmail (J AR S MENERFHENR)

« AccountEmail (TR EHENERFHER)

« SSOUserFirstName ( ®J7E IAM Identity Center F{E A )

« SSOUSerLastName ( AJ7£ IAM Identity Center R )

« AccountName ( AJ7E IAM Identity Center F{EF )
d. 1% Actions (B)fE) , & Update (E#7).
e. EFEEFHEMZ Version (RA) ZSWiReR , REIERE Next (T—F).
f. REIMRNSEE.

FE#T Service Catalog FHIMHEEMR
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- MREBHEEBRBZBVEM OU , 5 ManagedOrganizationalUnit , #EBIRF EREEHEF

# OU,
- MREBEKIREBEEHM OU , FEEH¥ ManagedOrganizationalUnit , #2120k 5 89 3T
ou,

P REREIES A LUE AWS Control Tower A MWEME R R IILEA.
g. igj%-lt_io
h. REEZWNEE  RRIEE Update (EFN). BERFWEMEBEIHEEZLr ENFRE,

£ Service Catalog FEUERE MRS

AWSAccountFactory B H IAM Identity Center £ & AILUE B IEHMEE M , 7 Service
Catalog E#AHERIRFEUEZEM. T IAM Identity Center fEFA B EAMNFMER , FSHEERE
A EFMFEB FELAWS IAM Identity Center. T 5132 FaREA2{A4E Service Catalog FEUHEM A&
Y

i#%iB Service Catalog BUERE E sE AR P

1. 7E£ Web BIEZF B Service Catalog A& , #81t A& https://console.aws.amazon.com/
servicecatalog,

2. EEREEERKRT  BEMEEMBE.
3. RERIRFEED  EELKFE AWS Control Tower THEBENIREZE,

4. 7£ Provisioned product details (2N EmFMEFR) HEE L , & Actions (B {E) EEEIE
Terminate (# 1),

5 RHEBMHFEHERE Terminate (L),

/A Important

FEIKIEZEBR Service Catalog. & TE Service Catalog Account Factory R #& 1IEIRF
R, IRFTAEE, LWEESRHE OU MENEEEFBRIRS,

6. IMRFEUEEME K HAESLE R KREM.

7. MREBFBEEZRE , BiSHEBER, MERMR AWS IREMNFMENR , F2BEAWS Biling ( £
A& FHERKRE
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® Note
ERIRPRERIR AR,
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£ AWS Control Tower PHEZFEEIRF

rEQE

« 1£ AWS Control Tower R EMEBFTK ERF BB MNEF,
- #BIRAE AWS RF M EI AWS Control Tower LB FEF .

WEE AWS Control Tower RIRFE I — R E A , 552 E B AWS Control Tower AWS BRF HfY, 20
FE1E AWS Control Tower EFEEEH}%{I'PEJEE’Jﬁ , 5528 [m AWS Control Tower TR BN E

i,

(® Note

B—-iREME, EFMBETSEALRA AWSControlTowerBaseline BIE#E v (OU) A&
BE, %R OU &kEA AWSControlTowerBaseline , & AR AR F B Eh5EM |, S
EnabledBaselines L/ ResetEnabledBaseline 1 ResetEnabledControl APIs3f £ OU
L {# A EnabledControls 3R5EfIRS ., 1% AWSControlTowerBaseline & , &2
B : £ OU BREANEERHA,

@ Note
LU LREAITRZE (5) ERIRFHENERE , IFHE, FHNEM.

RIS BT
EREENEREREN , MERTUAHABTNEMRSEERECEENERER,

E1&4E A Account Factory £ AWS Control Tower R ABMIRFE , B4AFEHEK
FAwWSServiceCatalogEndUserFullAccessBUREY IAM EAEZARE , LR A AWS Control
Tower EE AR , MEASLELUBERAESDE A,

(® Note

HERFEE  REERE—FENLEMHE CreateAccountH
DescribeCreateAccountStatusi ], WEFAIER Admin BN —32 , EREEEMT
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Admin ABREEBEY, NREERARESWHT  ETHEBEREBRSARENLE
B,

W& AWS Control Tower RFTERFRAIA — AR E A , 582 &% AWS Control Tower £ /A 5 2 B BR
(IAM B3R ) » 0% AWS Control Tower FAGFIRFHEBER , F2RACHIKE,

1£ AWS Control Tower R ZEIRF

AWS Control Tower RSB EZREUMEHAEIRF. REFEZTEUTRA/ER K FEFE
FERBELE,

BLE

£ AWS Control Tower FE I K ERF I —BEZE S ERER Account Factory , ER—EBR
Service Catalog I E#ZEAEEm. I , 7 AWS Control Tower £ AH , MR EHEEEITKRE
RmEERE , BRI ERARMIRFEAMENKRFN G E , UREMESERE AWS 1RFEFHME
AWS Control Tower,

iEiB Account Factory , #& A AR AWS Control Tower TBERERERMEBEARIIRSE, B A LHEFTE
BHREARGIERNBTIRS,

Account Factory Customization (AFC) & —&# AWS Control Tower 2 &MHEBEFTIRFHNAR , I
BELIRFNEFTNRNE. EAFE L AURESRZEUNTREAERNBBMHE , EERTE
ERBEETBIAREEE, NEHEEA , F2HAEARFE I BR] (AFC) BRIIRF.

G® BB
MRBBREFMAZREREREN BERSZMIbEE , BRI LAE AWS Control Tower AWS 1R
FE S\EBEIL AWS Control Tower , WS ZEE@ AWS Control Tower sy OU , MEE
ByUERRS, WEFMET  B2REHEBHEMRBEBAMEMIRS

FEAEERFE:

- BREBRERS BFTIRE —ZB5# Account Factory AWS Service CatalogE=# &, %8 £/
Account Factory fiZ2 FIEEIRF MUERGFHFMERAMNE R

- BBEBEM , MIRFREIZEAEBE OU, F2H EABHEMRBENEMIES
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- MBEEHEERHRERRHEAMEE , FBEIB AWS Control Tower R EEMIRFIhEE, FSE ©®

AWS Control Tower XA FMBEEIRE,

« 7£ AWS Control Tower &/ , BA LA Account Factory BIFFE Y, EFSFMHZ R ER
B,

BEMLEE -

« Lambda B : R/ AWS Control Tower ZEREIBHNEIEIIRE |, £/ Lambda BRXBREEZ W
IAM &€&, F2BEEA IAM SN B B{LIREHE,

« Terraform : 3R B AWS Control Tower Account Factory for Terraform (AFT) , iEf&%& Account
Factory Ml GitOps AR A FFIRFMHEMERN BB, FSE £H AWS Control Tower Account
Factory for Terraform (AFT) fiZ2IRFE

- BBEEM, £A APIs BRBIRFBE OU, F2E £/ B BEMRBEMEMIES

« AWS Control Tower & F i Account Factory BE] : SRES B 2% , BRIRFHNARGETEE
EANEREREEHE, IREREBBAER AWS Service Catalog WERRMHE, EE T LAEH
CloudFormation #8758, Terraform 7%,

® Note

CloudFormation BEE AT A E R B R Z@EEH, Terraform EE REESERBBRE—[E
igjzo ﬁﬁﬁ%ﬁ y EIE?EEIE‘@O

£ AWS Control Tower Fi= & MHEKRS

T 52 ER A tn{al&EiB AWS Control Tower E3£& , 7 IAM Identity Center R LAfE & & 5 B 3 F
BiRF, WEFUBAFEHIRFME, HE , BILUERA AWS CLI. Service Catalog APIs 3 AWS
Control Tower Account Factory for Terraform (AFT) LA X &5 5 KX #E AWS Control Tower 1RFE |
HEBERERFEMISEMN OU, MREXTNERERTEER , AIWLE ERATHEBGTIR
F. MEBTNFMENR , 528 £AIKRFE IHKER] (AFC) BEIIRF.

LAfE & 59 % AWS Control Tower 32 & R {E B 2R S

1. E A AWS SWEEZE AWS Control Tower £3i2 4,
2. REABES  EEESUBGESER.
3. RELA, BEEITER.
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4. ETHRNEBEEH , BEEIRP.
5. EREELNEF , LELTIEE .

- IREFEFEHHXAERERE BIUBEBNE FEHFHbI AWS IRF,
- BEREBRERERANIRFEENERE.
6. f£M IAM Identity Center EFE it MFEAEERRE , EERNUUAEREHNFEGERE,
7. RTHNXNFERENMSEME OU , UIEHEBEMERSH OU,
8. EEFEMHMEARLERNEE , LEFTERMEENIRS ., S UBRMITIHER.
9. WMELMIRFIRE , RRBELETANEILIRES,
10. EEMELENKRF, EATEE 0 ENRE., ZUUENEEEAREMERNREE

;&IH

(® Note
—RBEZAMHELERE.

BARIERT IR

EBEEIBAESTIATE OUs FRFE |, #5% AWS Control Tower Ay OU SHEEMiREAT,
REEREHAFS MO ERGEH , B LMERISH A& OU BARFFMEMAERSEZ AWS Control

Tower,

BB ERF

- EEFABERE.
- BHERA LA TR EEPREIRS,
- RER , REMKRPEIREIRFHEHE,

- HEF , BALURERRPERR OU WERE , WEHX OU WFHMERAEE LRz OU AFMEBIRF
KB E.

EHRABEENRFFEEARR L  BAUERRFHONRE  ERTIEF—F :

- XM -REERX OU WK E , BFR2H AWS Control Tower T2 EHE, 1R OU S5 , tRFE
SZINAHEHIMR OU RENTEHEZEIFIEE |, B OU MERIMEFITERRLIRS, IR OU
KEEM , AP SERAFEMEHEILIRS,
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- 5Efft — R P IEH AWS Control Tower #1T#EE ., EfSIKRFER OU NEFIERBRE—H. EF
BERFERVEFEEL S ENRE,

- DEM-IRFAAHERX OU REWEFIEEE, ©H AWS Control Tower T£EHE,

- KRB - 1R &A1 AWS Control Tower FEEf, MFEFMHENR , F2REMEABNERER,

- ARANEH - IRFRETANEH. ERIRENIRSNEEM | BIRF L EEH U RRKITHIER
BAMNEE, SEERE—RF  FEERRFFHAEARR , ARENENIKRS,

MREHEE— OU TEZEEBUREBNIRS , B URBESHEM OU X —EEFELIRS,

BAREEMBERIRS

& 184& AWS Control Tower 5 E/ 23 AWS Control Tower BRI E (OU) AWS tRFE B | 18
A L& AWS Control Tower E2ERFIBENEA. SHEIRFSFERE AWS Control Tower OUs &
FAFERE AWS Organizations fR#&# K5 M OU .,

BRES A RS ZEME AWS Control Tower, L EEH EHNERBERARAEZEM A Z.

(® Note
BRIEENREERERENE , FRIGEEEMEAR AWS IRFHATRKI BRHEFIRS.

REFMEAMES A ERER
EEEMAFES , AWS Control Tower €#1T T 5 Ep4E -

- BUWRFHWEE K HPoEfFELHERE

+ AWSControlTowerBP-BASELINE-CLOUDTRAIL

* AWSControlTowerBP-BASELINE-CLOUDWATCH

* AWSControlTowerBP-BASELINE-CONFIG

* AWSControlTowerBP-BASELINE-ROLES

 AWSControlTowerBP-BASELINE-SERVICE-ROLES
AwWSControlTowerBP-BASELINE-SERVICE-LINKED-ROLES
+ AWSControlTowerBP-VPC-ACCOUNT-FACTORY-V1

BRESLHEBENES  YRECMNELRENBRIEFRREBATHNEE.

i
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ERAEER

- 3EiB AWS IAM Identity Center = & Btk ~ AWS Organizations,

- IRFBRAZIEER OU .
o

- FBERZTEEMME OU SCPs , #&sa#IiE4IEERERE,
- BXA AWS Config I 5 EE RECEIREFHMEER,
- #1181 AWS Control Tower 68 HEIIHERZRFH AWS Config R A,

@ MRFMABMERK CloudTrail &
HREEED 3.1 RRESHRES , MRECEZEREREPEEEZEM AWS CloudTrail 2

AN
= .

« OU FWIFTE K EIRFE &= OU #J AWS CloudTrail (i EEE  EHRER M.
« E&1E AWS Control Tower FEEMIRE R |, BHIRF 22 RFETHEBA AWS CloudTrail & #t

BB, MREEHRAEM CloudTrail EBHEEF , BRIEETE AWS Control Tower HEEIR S 2 81
MgRZREFNIREEH K BATRESEINEEER,

- MREHIRFBECHEME OU , HliniER AWS Organizations A APIs , BAJEEEE

BERIRE WA IRIRRFEHREMH ., MREFEEW CloudTrail BHEZE , AIEELEEN
CloudTrail /.,

MREZEFHEEESWZETZWABEREN  NENEEREGL 3.0 RE , AIEBRER
CloudTrail JEHt T 1E AR EHERS

5H VPCs I AIRE

B &1 Account Factory F#EZFIRSEEF , AWS Control Tower BE3 VPCs A XN EFMRERFET

&

o

ﬂ} i Iﬂﬂ}

BENIRFER | AWS Control Tower 2

f,l

REXMIEAEWRSE | AWS Control Tower 7€ A% RFEZ M #H VPC,

RS ERBR OU #FERAMFTA SCP , N Z 2 RERARE—

SHEBER AWS FEz% VPC |, W BZIRFESHMN VPC,

EREMRARF K , AWS Control Tower T & B EREERX IR S HHBEBAVEMIRA VPC 5 AWS R
VPC,

£/ VPCs sEMRBIRF
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® Tip
& A LARRE Account Factory REEFIR I TERRTA , AL FERRTEE AWS Control Tower
TREBPNIRFRE VPC, MBEFMEN , F2B7E AWS Control Tower FEEHE VPC
IR

{FF AWS Config BRI RS

EFMIIRFSFEEERE AWS Config EiR. &

:I:Iiﬂ

B EERAE AWS Config ERHIRE,

LT R — L&l AWS Config CLI fi s , B AARHETR GRS AWS Config BIRHIARRE |, Hlan4HAE
BB IEE,
BIATT

* aws configservice describe-delivery-channels
* aws configservice describe-delivery-channel-status

* aws configservice describe-configuration-recorders

[EEEEEL "name": "default"
MEREE T -

* aws configservice stop-configuration-recorder --configuration-recorder-
name NAME-FROM-DESCRIBE-OUTPUT

* aws configservice delete-delivery-channel --delivery-channel-name NAME-
FROM-DESCRIBE-OUTPUT

* aws configservice delete-configuration-recorder --configuration-recorder-
name NAME-FROM-DESCRIBE-OUTPUT

AL AY SR R4

AEERPMMEEREEGREER L AREIEAN BEEMINGE , RIELEFEH 3.1 ZaIMEEEFRA
B4ERE | £ AWS Control Tower F5EfIEAE AWS tRF,

R A LLEE M AWS Control Tower AWS tRFE RIREM 28l , BEIE L LIRIEH -

f# /A AWS Config BiREFMIRSE 232
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® Note
MEFREEREREREE®EFRA AWS Control Tower B BIFEMIIAE , REBIEEZFMIES
EARFEM OU BFHN—30 , AITEEFHIEAWSControlTowerExecutionA &K R IEH
i, EREBERT , ZEMNIRFE TR BRERN AWS Config EiR. F2EEMEESRE
AWS Config ERIIRE

1. ZESZMIREN AWS IEF , AWSControlTowerExecution B4 EFEREEZMNERE S,
& 1] LA B S IR 5 LAER S 540 B A M Ro

2. BR T AWSControlTowerExecutionB& 24 , AWS IRF SLEFMMNBE VN EEF T YA
EEBR. B8 , SEMESLK,

AT . AdministratorAccess (AWS FEBUR )

ABEERRE
JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:root"
}I
"Action": "sts:AssumeRole"
}

}

3. RMERIRF THEHE AWS Config fAREGCHB[H R A EE, B LUEIR AWS CLI il BR = & chiE 18
B, RETeeEM tkE, /R, FREAEMERESE AWS Config EIRIIRE , AES SRR
BERNIET.

4. BEZMHIRE A BEFERE AWS Control Tower EIEIR S #HEH AWS Organizations A&+, &
FHERRF R8E7EE M AWS Control Tower 558y OU A, ZEfEIEE AWS Control Tower B IR
FrERRY RS
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EEMEHMETMERGEH , 582E AWS Control Tower AF9,

(® Note

E & @ AWS Control Tower sEfRFE |, BHIKRF €% AWS CloudTrail AWS Control Tower
HBNEMAEIE, MREEFRAM CloudTrail BMERE | BRIEETE AWS Control Tower H5
MIRE 2 B MBRZREFNEEER K BATESEINEEER,

B3/ {EF AWSControTowerExecutionB &N Z{EIFE

ESBRER MM AWS RS Z| AWS Control Tower Z &1 , #8248 F AWS Control Tower BB 12
EWRFHETT. EfMS , AWS Control Tower FEEF A , 88 AWS Organizations S R&EE AWS
CloudFormation # Z B2 ZEEHFE , BAME CloudFormation 7] LA B Bhiig i B I B B Fri A8 &
WIRE ., ZEiBLZEERFE , AWSControlTowerExecution B EHTEESEREATENE
B, Hit , BAALKILACIHIEESSERS , FaeitM,

BAAZEEEEE |, CloudFormation A LLEIR AWS B8] B —REBEZERFEY . EHRMERME
&, AWS Control Tower fkEBItEE I8 , AESACNF B ECTMWVEBEN 28T , TBL%
KAGHHFTERZREAIRSE  EMEEZREE,

EEHE— 5 T HZEEFIH AWS CloudFormation StackSets , 5528 AWS
CloudFormationStackSets# AWS Organizations o

£ F B B EE MR B B ML MR P

WRF BBREMEEEAR 3.1 RRESMRARERERESE,

wREIRFBM B L IEE |, BT LAER AWS Organizations APIsF1 £ 12 & #&1R S E AWS Control

Tower , MEEE T EA RS, REZBEEE AWS Control Tower B B Bt iERE 7 (OU) EWE %
BRAEFHERE, MERE OUs EEHRMNEREBREYN R AHERNESIE |, RItRAIhEEth AT

AWS Control Tower WK OUs 2 ERBEIRSF , MEFELERFSE.

ZEEMABEEM : & LLIE AWS Control Tower AN EEEREER LEINIRE B85
it , REFEIL AWS Control Tower CreatelLandingZone® UpdatelLandingZone APIs , #&
RemediationType S8 ERE AB A RS,

TEERAADEM  ERETEEPBEIULBEIER |, B LUEB AWS Organizations 34, APIAWS
Organizations MoveAccounts, AWS Control Tower 2 A RBEIRE,
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EEFHABHTMECHITMIRE : REKIRF B L E5FMAY OU , AWS Control Tower & B B BRFRF
BHBHEEERERMIZEE,

® Note
&R AWS Control Tower R FRFM B itk OUs ERR BN K ERFE EEFREMNERE  RE T
R R R,

SOORIGAF - FRE ETBEEM
o WAEFIT AWS Control Tower Z[EEE 3.1 iR E F AR

- BBEEAPHNEEREGREEBERIERB AWS Control Tower EpEE1E APIs , i
RemediationTypes S¥MERER , EZEMA AWS Control Tower B EIFE
fEInheritance Drift., EFZIZEMAR , AWS Control Tower &&H# move accountBIEH#
i = #& AWS Organizations , ¥ F&R&E SR EBBIRSNERRE,

R R A

BEERERBNMFAI SR CreateAccount API AWS Organizations 1 MoveAccount AP,
E AWS Organizations ¥E AWS Control Tower £/ BIFFIEA , 552E AWS Control Tower #
AWS Organizations o

API| A E £ 4l

MEEL APIsHIFFHMEAFEF) , S BAWS Organizations { APl 2ZMoveAccount) HH
CreateAccount® .

ZEEH

- FEIMEFEE : E[M AWS Control Tower FEEY OU WiRFEfFARK —HHERIM, HEFE
FETXL )ENRE  RZEENE  BURREBSHNIRFEE

- BUBRIMER : BuAEAMERNER , BIRFEBZE AWS Control Tower A58 OU , #& AWS
Control Tower BUHEEEMIRE . LLREFER K AWS Control Tower SPENEAABNER , U&
AWS Control Tower # B F B {E {142 %38,
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#¢ AWS Control Tower S MRERE

EMEBEER AR ITEMEAGM AWS tRF ) AWS Control Tower,

1. EREEETIZIEBGEMIhEEE , BRI LLE AWS Control Tower AWS 1RF AAZBEN |, WHEHE
ERACHME OU, EFMEENR , FSREHBHANEMIIES., BEEEANEEERESE 3.1 R
B

2. AT LA AWS Control Tower A& FHIMREIRS,

T35 &REERBPE_@EEIE , FFEE AWS Control Tower IRIEN S HI#HEE, AWS IEF REZFEMHE
B F SRR o

i EEEPRBVENEHIRS

1. BB ZE AWS Control Tower R EE,

2. SREEEAMVRFEH, BESH , FALANTHNXEZEPREIRF , AREGHENREF
BERFEE,

W

Z , FEREEMERRFNSER | FEEEMIRS /SR &R
FEARMNEESE

« AWS Control Tower £ &R RMHENEMIRF IS ZEEMRERN , AWS RF SAMETEME AWS
Control Tower B, MEFMEF , F2EAEMREHN AWS IRF,

- BERANEEREARERFRERER  TUAFERAEEAREMESIIA. NREEESERFHEMRE
B AT REME R T E A Enroll account (RERF) 22, BEEFEB Account Factory st H fih 75 A # 22
RS | BRSNEEESRERRAL,

- BIEH% AWS Control Tower X AFMIRFE , EXAFEASHK
FAAWSServiceCatalogEndUserFullAccessBURMIERA &R ANRE , URAEMA AWS Control
Tower EEANEESFEEGFA , MAZLELUREAZES 2 EA

- WEMEVIR S ATREEIEI® AWS Control Tower tRF TREH , G EEFHTAHMIIES —%. B
AfEHA AWS Control Tower BB EIR W/ DB SRMEREF,

B

(® Note
ERGEMBAEN & AWS IRF , FRLREBRENETEFibit, TR, TRESEMIIRS.
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FHEMRFHT R

£EA AWS 1R F RS & Efif AdministratorAccess ZEEFT (BEK ) 2% , BB TS BEMIR
B

R E3= A1 AWS Control Tower & 53 & Bl 1R B

- BEZF AWS Control Tower Organization EH,

- FEBEEL , FEREMRVIRF IRERERBRNBDETHNERPRIGGEMR. EEERFF
MEFEE LWBRFR , LIRS BB REMIkF RE.

 BEIMIEFE  SEEINEMRFER , BTREZAWSControlTowerExecutionA B IEE IR
F. ME—LLHRA  FLE FEESLEN IAM AEHIBERA AWS IRF S5,

- EE  RTHNFEFENEEMN OU, MERFEECEMM OU  , WEESHE T OU,
« iZ4Z Enroll acount (FEMRF).

- BEFFFIEAWSControlTowerExecutionB BB EEMEREIREER,

- JEIEEM.

« AWS Control Tower ERBEMER , REEELEBRERFHFMHEAEE.

AMAMNEREREE

- ZEZMBEAWRE , AWSControlTowerExecutionB B NEFEREETMERS F,

- B 1AM ZFEEATRERZHEIIRF X EFF A,

« AWS Security Token Service (AWS STS) E£# AWS tkF E[EiF 5 AWS Control Tower X 1Y
FEAEHPEEFEH,

. BAREBRAZEMEEIRS ITHKERMBESHIIRS AWS Service Catalog, B ALFTIEIRSE |, T 8L
fZHY Account Factory , = RE1E AWS Control Tower F 2V HFEMIRE. MRBENFERERH/BXK
¥T38ZE Account Factory EmiE , EZLEHMEBIRFR , FREIEER, MFEWNMIZF AWS Service
Catalog EmEESFEHENER , #2EAR TEAEFIE,

« &AL root B2 E A,

- WEHZMHNRS TTEESERERN AWS Config BRE. $FHIR , IRF AL EEHRERESIRATE
B, BAALER MBRFSSOELIEE , AWS CLI FHEFEM 1RE . MEFMEN , F2HEME
BHAE AWS Config ERIIRE &i%EIB B2 BB AWS Control Tower AWS CloudShell,

- MRIRFBEBAZ —EAEEEEIIRFM OU , @3 %S — 1@ AWS Control Tower OU , A BEGKIEER
Bl OU FIRE |, FREMA S —1B OU, HEBRER OU FMNEEER, Bl , FMiEE K,
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- MRERBE R OU By SCPs T AFFEEMAIRFAENMBER , RiRFHENZEME KK, 4
a, BAYHE OU HHY SCP AR EE R ARERBNIBERA THHEREY. FERT , tkREH2
HEEMEXRR , B AWS Control Tower T X EERRC, MFWHE  FHELEHNEFAR A X
-

3
¢

MEARUFREFHIMRAE|RER , AWS Control Tower H{AI{ERA A CKNEEMEENR | BAEM

1R,

® Tip
INREELERIEER AWS IRF RFEEMEREY | B LR EZM OU HAGiRk A M 2R
OU, FFMEzhE , BALUSIREREMEN OU, MRFIMBAELRY , AIFSEHMIRE S
OUs Z R AN E,

MREIEEREREREFEEEFE AWS Control Tower HE , B LERET —HERENREE
%o

BE  BULARFEMBREE SR E

- B% , A AWS Config — B E4 R A EEVIR E 1] L1047 32 2 K £ AWS Control Tower 13§18
N e, EEXETFEM AWS Control Tower HIRAIZEENIIRSE |, FSREA —SEEHER AWS
Control Tower AWS Config #£%&

- BETHR, GTRALEMLIES. DRARABRIARE  BEERCRERS  RALTUERBY
R FEERIRS

. TERFEHE® , MREREFRTE AWS Control Tower ZEEE, | LAREEERBRATMEEILN AWS
Config XA EEMALRECEERT, ARE , LR ALK IIERE AWS Control Tower,

(@ Note
— M E4 b EARIKEE R AWS Control Tower 5¥ffOUs FRIIER , ETEEHREELRE
AWS Control Tower X8 AWS EFH# 1T, B LERA —BHEHREE AWS Control
Tower KA BEFABEEWIRE R ER,
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MRIRF ARG ERIGKHS

sArclE , EALRIEH , 56 AWS Control Tower EEERMIRF A ABRAHARNEREZ. EER
EWRF ML SERES | B NERELERLR | SIRFBEE AWS Control Tower B8R
o

#& & = 7% A B2 AWS Control Tower #8[E] B9 A HY 24k 25 BR

1. REFABERIRF, MREERALEE  MLARHEBHNRI N,

2. BEEWRF A AWS Control Tower #H#f. WFEFMER , FSBAWS Organizations  £AEE
By FHBEE AWS IRE A BB

3. EXEH. RFSETEABNEE &S, WTREBIRFBEE AWS Control Tower #AE#V#E
. BHEY SCPsHMEHHIRE,

® Tip
BRI UERFIRHEES 2 s EIEHEBANEEE. BERFEXNREEBEHEME  BFLE
'ff.ro
R HEBRTRRGNSER

1. BN MHEMAWSControlTowerExecution&,

2. BEKRFER VPC, (WEHoABEA. AWS Control Tower TEEFLEEMTELR VPC, )
3. BB® WJB%:MKEMH‘JIE?EE’J AWS Config #AREEC %23 X & & AWS CLI AWS CloudShell,

WEFMER , 58260 FH AWS Config EREFMIRE M &M EBEHRE AWS Config ERIIEF

SERELEELSBE | B LUSIRESMEI AWS Control Tower, IEFMAE , F2EFH MR
FHZE, WTBEBIREMATERN AWS Control Tower 2%,

BUEMERFZERSR , IEZMALREHEE

I8

RE P MIERERHITERE  RRZEREIHITER

Iz

1. EEXRBEMAM CloudFormation & A FHRMH
S,

2. HRIEWRF THHH AWS Service Catalog IRFHEEm. ( LFZBIRZH AWS Control Tower %
REENER. TTEMBRIERS. )
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3. BREEATEBRABNTMEFKEEEXEREFMEANIRS, ARRMAEBPBRIESE, (&
EEM , BtRETR~EE A AWS Organizations Bl R &S, )

4. MREFRMATE  FERIRF , RAREFE P HIRFEIEADSEBRA L BBV 1RF.
5. MREBFEERZHFENEE OU , B UEZEBEIRFE K MARMITIER 1.

FERLEN IAM ACHEERST AWS 1kF WM

MREZEFEE AWS Control Tower EEE1E, , &0 LB HRASEBEH IR FZEMEI@ AWS Control Tower
AR OU, MREEAKRRERERESE , FEME ( AFI) 8 AWS Control Tower EAEERE , T8&
2 FATRAYS BB, https://docs.aws.amazon.com/controltower/latest/userguide/getting-started-with-
control-tower.html#step-two B EEIFERMER L FEXATINTE , UFBAXBEBREMA AWS
Control Tower BJI2E,

AR BT SRR AY SOOR RS TR o

B AWS Control Tower SEIRFE 28 , B4 EREF AWS Control Tower EEBZIRERIEFR, EEiER
i, BRFIBERIRFEEFIENAE  NITEERMR,. E4EFALEMNESEIRFHITELS
B,

HRBERS :
SR HACESFIEEZABNESLEEMIIRFNEBNERIRE,

flan , MREHE BILEIRS , AWS Organizations SEERABEIRE IAM A€Z A |, BIFJUER TS
BX :

1. BABEBHNEERIRFE,

2. BI{¥ AWS Organizations.

3. TIRFT , ZEREEZMNIKRSE , XERHEKS ID,

4. FRERSESY EMiRF THNEE K RRZREYRBE,

5. EYAGRREL  EF TN :

- EIRFT , M ABERNIRS D,

- HAGT  WAAFEIRFFEULIRFN IAM A28, LACGHEBRER
UIRFRERN, IREERIUIKRFRREEARERE  FOAHERACERE

OrganizationAccountAccessRole,
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i##2 Switch Role (Y1 & &),

BIRTEEZAFIRE AWS EEBEEA B9E A
TH#E , BREEFIRFAUETEFN T —EHS.
B TEEES D, RALSEE T —EASBPEAT,

$E 2 . #F AWS Control Tower EERF WA,

o bk~ 0N

© © N ©

HI#E 1AM,

Bl A8,

BERVAG,

ERXRERZNALEANBREE  FRESFTEERR.

ERIEERTNENREG , WAEIBEXHF. #FBERKManagement Account IDREE
BIRFHNEREERS ID, U TR2ERM EMNBEK

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:xroot"
}I
"Action": "sts:AssumeRole",
"Condition": {}
}
]
}

ERMEREZBEE | 551EZ AdministratorAccess,

ZE1F Next: Add Tags (F—% : FiEER).
ZAREEEIEAMEEENEAER. BET S BE , YAKBLER
ERBEMLNACEBMAT , 8 A AWSControlTowerExecution,

. EER AR AP EARERER | flm R FFERE TRIR S FEUE.
11.

BERVAG,

FEIENEN AM AGFBEERE AWS S WM 241
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HER 3 BIRFBEEEMA OU REMIRF |, WARFZM,
BYABIURESENF A& , BRI S REMIRS I8 F=EMR.

1. LIEBESHBXEA , AR%EBI1F AWS Control Tower,

2. EEMRE,
« £ AWS Control Tower BN#REBEE S | ZBEAWIES  RERAELANBETRRBEDE
E3m.
- FEBRIMERNRENSE , il FEFMIRFNLSER BEEA R
3. EaEEEM.

« £ AWS Control Tower , BB |IEE b pY#E L
- EREBRIEFMORSE, ERRESERTMRE,
- ERESFACTMEE , BEKI.

EEMEBHER  FEAEBFEERE AWS Control Tower ST SEIRF . AEERS EE ERIE
HE R MD R,

8 AWSControlTowerExecution&B &M & fl

TF YAML A T AEIRS R AENAS , UENRRR A REM.

AWSTemplateFormatVersion: 2010-09-09
Description: Configure the AWSControlTowerExecution role to enable use of your
account as a target account in AWS CloudFormation StackSets.
Parameters:
AdministratorAccountId:
Type: String
Description: AWS Account Id of the administrator account (the account in which
StackSets will be created).
MaxLength: 12
MinLength: 12
Resources:
ExecutionRole:
Type: AWS::IAM::Role
Properties:
RoleName: AWSControlTowerExecution
AssumeRolePolicyDocument:
Version: 2012-10-17
Statement:

FERLEN IAM AEFHIBEREG AWS IRF Wi 242
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- Effect: Allow
Principal:
AWS :
- IRef AdministratorAccountId
Action:
- sts:AssumeRole
Path: /
ManagedPolicyArns:
- !Sub arn:${AWS::Partition}:iam::aws:policy/AdministratorAccess

ZMEBRAE AWS Config BIRHNIRF

A I EiR Hstep-by-stepFiE , RBWMEMEFESE AWS Config ERHIRE. MENMABEREE
REVERH | 5528 FH AWS Config ERFMIRE .

AWS Config &R HY 4l

UTRENIEFRAEEEEN —L& AWS Config EREE, Bt TEBNELER , TEEEHNIRSRE
2] AWS Control Tower,

« AWS Config iC8%85
« AWS Config X+ EE
« AWS Config S& 21

BR 1

- BREFHPRENEERFIBBESIRFAIELAREN AWS Config EIREEMIRS (AWS
Config).

- REEEARA B9 OU M= EFH M IERZERZEMIRFEAWSControlTowerBaseline, #EE
BRASER REFEMIRSEConfigBaseline,

- FXEEBRE AWS Config ERMIRF £H B B MRZ B FEMIES.
- MREHEFLEIRS LEIRE , AWS Control Tower FEEFHER.
« AWS Config 73 AWS Control Tower BB EHHNWERISEE,

Bl

. 2 EBZE AWS Control Tower ZpERE 1,
. AR 4 k@ AWS Control Tower 5.

SEMEREAE AWS Config ERHIIES 243
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- BHRFEZES—EHB AWS Control Tower BN EEHZEDHE —EFE L1EE AWS Config &

3
W o

- BHIIRF REREEREEMRE,

® Note
MRAEEAZTMEBRE Config ERMIRE , BRBIEFHIEZEAITEE , AIFMEE L,
2%, MREERESKHERRFHIEEAFIFE , AWS Control Tower BiELZRFIRF 2R
BIERME, EBNUER AWS Control Tower BUEMZEIRSE |, TREERAFTEE , REFEM. W
REEASIREBZEREM AWS Control Tower OU , Al E R EREE , Eth2PH LIRS H1E

£ S = oo
ERFBE,

MERRFERERAE AWS Config EREFMIRE N BB FEHNEEE |, B82S EEE A AWS Config
BRIV E M B 31t E AWS Control Tower,

EFA 5 EEEDER,

1. KR F#TI8ZE AWS Control Tower f2EF/EE (AWS Control Tower),
2. EIRFHEIHN IAM AE,

3. {EXFE L EE AWS Config FIE K.

4. EEBETFEEMN AWS B AWS Config Eif.

5. @ AWS Control Tower sEiES,

KBz  FERBTIRBLEFNVHE,

« AWS Control Tower T &£ L1k & 3 F17 AWS Config &R,
. 5% , AWS Control Tower 24| & B B REEE Y AWS Config (WER , BIFEHHN IAM B€,
- MREFMEZE AWS Config EFRETEMEE , AIXNAFIHIELEFRIULFS AWS Control Tower

BRIE , TEEEMFMIRS.
S BEE | # account (IRF ) B EABEE
EEBEXETHEEAHFE

K EHFHEE AWS Config ERHIIRF &M ZE AWS Control Tower
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ERAEER

ERRANTES THIFHRER

- BERFRE

- BBHEAE AWS Config ERNRERFHIRIE, BUUAEZEIMNFMEREFEIXERS,
« &85 AWS Control Tower (2 EZIMN X B8

® Note
RENIRFMBEABEMBNRES 2 BIEX.

SR2 EHRERFHIELTN IAM AE

1. BB ERF K CloudFormation £12 4.
2. FRAT IS AR HE

AWSTemplateFormatVersion: 2010-09-09
Description: Configure AWS Config

Resources:
CustomerCreatedConfigRecorderRole:
Type: AWS::IAM::Role
Properties:
RoleName: aws-controltower-ConfigRecorderRole-customer-created
AssumeRolePolicyDocument:
Version: 2012-10-17
Statement:
- Effect: Allow
Principal:
Service:
- config.amazonaws.com
Action:
- sts:AssumeRole
Path: /
ManagedPolicyAzrns:
- arn:aws:iam::aws:policy/service-role/AWS_ConfigRole
- arn:aws:iam::aws:policy/ReadOnlyAccess

3. BHENZBIRMES CustomerCreatedConfigRecorderRoleForControlTower
4. BIHE,

HR2  EREIRF PRI IAM B
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® Note
IR WM SCPsEPFEHERR aws-controltower-ConfigRecorderRole* &, 14
KPR H AWS Config % BI# 4T FE kL 8E DBV EF Ao
EEEELER , IMEEEHEFaws-controltower-ConfigRecorderRole* £ $5FFAY
Config SCPs AccessDeniedExceptionfy , F&WE ,

=11
\

SR 3: ERAREFENEREL AWS B

HRIEFHPHNSEZEREE (AWS Control Tower 2% ) , BB TELEEEERZHP—ER
A AWS Config EREHIEE K [EE,

HEB 4 : BBIREE AWS Config EJR AWS B &1

HRIRFHPHNEBEZEES (AWS Control Tower & ) , BBIME T A BERNEFIERRZE AWS
Config EIRKI [EHE,

FB5 . EABREESFHNIREEEIR AWS
ESERS | EEHFE AWS Control Tower 52 ERN THIEA.

« AUDIT_ACCOUNT - AWS Config FRIFESIRF ( ‘LaiBAEZIRS ) ID
« CONFIG_BUCKET - AWS Config R {J#HRER BB A AEREFE Sh Fe #% A2 R AV AWS S3 7FhTHE., REILHE
W AWS S3 RETREFE , ARBRELETRESR,

- BRABEREE 3.3 REERMA , AWS S3 f#EFETEE A A aws-controltower-logs-
LOGGING_ACCOUNT-HOME_REGION , YA IRFE &,

- BREREEESE 4.0 RIEHRAE , AWS S3 fE1FET#8E A aws-controltower-config-logs-
AUDIT_ACCOUNT-<REGION_STRING>-<SUFFIX_STRING> , fu/® AWS Config IRIEE SRS
( ERIBAEKIEF ) .

« TAM_ROLE_ARN - E5 8 2 HE VK IAM A€ ARN
« ORGANIZATION_ID - EXEIRF AR ID

« MEMBER_ACCOUNT_NUMBER - IEfE 8L B IR F
« HOME_REGION - AWS Control Tower 5% # X BT,

RIBLAT 28 5a £ 5c PN EREXBEREER,

SB 3 FARAAFEENERER AWS EiF 246
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B8 5a. AWS Config recorder &R

B AWS B R 8EFE — {8 AWS Config ic#88. WREFE , FEUARE , W TFAT. EXEFHF
#6118 B ER/X GLOBAL_RESOURCE_RECORDINGA true, ¥iHATE1E AWS Config it skesf HfbEE | LA
false BUXIER .

- BB BVEE
* RoleARN : TIAM_ROLE_ARN
* RecordingGroup :
* AllSupported : true
* IncludeGlobalResourceTypes : GLOBAL_RESOURCE_RECORDING

 ResourceTypes : Z=

U LAERA T a5 , EIB AWS CLI #1T kb {E . BFEECRECORDER_NAMEAIR B AWS
Config Fe#&2 & 1,

aws configservice put-configuration-recorder --configuration-recorder

name=RECORDER_NAME, roleARN=arn:aws:iam: :MEMBER_ACCOUNT_NUMBER:xrole/
aws-controltower-ConfigRecorderRole-customer-created --recording-group
allSupported=true,includeGlobalResourceTypes=GLOBAL_RESOURCE_RECORDING --
region CURRENT_REGION

% E8 5b, 153K AWS Config R EEER
SEEMRLESE 8 AWS Config THEE, NRFES—ERE  BEURE , NTHT.

- BR . BUEE

» ConfigSnapshotDeliveryProperties : TwentyFour_Hours

+ S3BucketName : CONFIG_BUCKET

» S3KeyPrefix : ORGANIZATION_ID

* SnsTopicARN : REE&IRFH SNS £ ARN , XA :

arn:aws:sns:CURRENT_REGION:AUDIT_ACCOUNT:aws-controltower-
AllConfigNotifications

4 E% 5a. AWS Config recorder &R 247
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A LAERA T a5 , EIB AWS CLI #1T iR, AAFEEMDELIVERY _CHANNEL_NAMEBBREH
AWS Config iCé%s5 &,

aws configservice put-delivery-channel --delivery-channel
name=DELIVERY_CHANNEL_NAME, s3BucketName=CONFIG_BUCKET,s3KeyPrefix="0ORGANIZATION_ID",b configSnag
controltower-AllConfigNotifications --region CURRENT_REGION

BB 5¢c : 12X AWS Config EHEREE R

(® Note
BEES 4.0 RBEMRATEFRZLTS R,

BEEREHATUFEESEZEERE, AWS Control Tower EEEEEE  BRKIEFIEEABEIRE |
WA AWS Control Tower WEEBEHIEEAREESE ., WRAFE , BFEATIREELFTWERE :

« AuthorizedAccountld : ##&IRS ID
« AuthorizedAwsRegion : AWS Control Tower R EH £ &1

BRI LMER TSI |, #EIB AWS CLI T {E kK :

aws configservice put-aggregation-authorization --authorized-account-
id AUDIT_ACCOUNT_ID --authorized-aws-region HOME_REGION --region
CURRENT_REGION

B2 6 : £ AWS Control Tower EEWEEHHEI A FENER

85T CloudFormation #7x , LMEEZMEEEH |, IncludeGlobalResourcesTypes 2E#EHFE
GLOBAL_RESOURCE_RECORDING , ZIEA T &HIFT R, ZREMBAPNLERL , MAERIEE.

# X =19+ #978 B EL{XGLOBAL_RESOURCE_RECORDINGA true. ¥ AWS Config ie#&ss A EENE
1235 , LA false BYRIEE

1. BEZEERSH CloudFormation £ A,
2. A& % CustomerCreatedConfigResourcesForControlTower 237 ¥#Y StackSet.
3. BRUFEH IR :

S B8 5c : {530 AWS Config A EER 248
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® Note
ZREEE 4.0 RRNEFHBRAFTEEZH LA

#CustomerCreatedAggregationAuthorization& R,

AWSTemplateFormatVersion: 2010-09-09
Description: Configure AWS Config
Resources:
CustomerCreatedConfigRecorder:
Type: AWS::Config::ConfigurationRecorder
Properties:
Name: aws-controltower-BaselineConfigRecorder-customer-created
RoleARN: !Sub arn:aws:iam::${AWS::AccountId}:role/aws-controltower-
ConfigRecorderRole-customer-created
RecordingGroup:
AllSupported: true
IncludeGlobalResourceTypes: GLOBAL_RESOURCE_RECORDING
ResourceTypes: []
CustomerCreatedConfigDeliveryChannel:
Type: AWS::Config::DeliveryChannel
Properties:
Name: aws-controltower-BaselineConfigDeliveryChannel-customer-created
ConfigSnapshotDeliveryProperties:
DeliveryFrequency: TwentyFour_Hours
S3BucketName: CONFIG_BUCKET
S3KeyPrefix: ORGANIZATION_ID
SnsTopicARN: !Sub arn:aws:sns:${AWS::Region}:AUDIT_ACCOUNT:aws-controltower-
AllConfigNotifications
CustomerCreatedAggregationAuthorization:
Type: "AWS::Config::AggregationAuthorization"
Properties:
AuthorizedAccountId: AUDIT_ACCOUNT
AuthorizedAwsRegion: HOME_REGION

ERAVERNEHELR

a. 1£ S3BucketName #{z = , BRfX CONFIG_BUCKET
b. £ S3KeyPrefix #fz# , BUX ORGANIZATION_ID
c. 7 SnsTopicARN #{zH , BifX AUDIT_ACCOUNT

$E8 6 : £ AWS Control Tower BEENEBHHREI A EENER 249
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d. # AuthorizedAccountld ¥ # , BVfX AUDIT_ACCOUNT
e. 7 AuthorizedAwsRegion 8z , BXX HOME_REGION
4. 7£ CloudFormation £ & F B , FIERERF KRB
5. #TELSER 4 PEAI AWS B [EIH,
6. BBHBE,

B2 7 : [@ AWS Control Tower 5t OU

£ AWS Control Tower &&RiR+F , 5 OU,

® Note
LEBHNEMES TERES TSR, QLR BEEM OU REHEEM OU,

f$ Account Factory i FIEEIRF

(® Note

B—-iREME, EFMBETSEALRA AWSControlTowerBaseline FIfE#E . (OU) A&
BiE, %R OU &kEA AWSControlTowerBaseline , ] AR AR F B EEEM |, i
EnabledBaselines L ResetEnabledBaseline 1 ResetEnabledControl APIsif £ OU
L {# /A EnabledControls ZR5EfR S, 1% AWSControlTowerBaseline HEMEH , 2
B £ OU BREANEERHA,

AESGEA Account Factory £ AWS Control Tower E[EEFH BT K ERENWBBNER,
R E M M E IR P RYET A

AWS Control Tower tkF TR AJ#E AN EREESNEAETENEEEEH AWS IAM
Identity Center fFZ2IRFS ., RIBFERR , MEIRFH IAM Identity Center £ & SEMNR
AWSAccountFactory& A=l EEEHAF,

B8 7 : [a) AWS Control Tower 5t OU 250
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® Note
REEIRS TR, B0 0EE , BGERAREEST EEFF TN EMIRSE —8.

AWS Control Tower B iR FB AWSControlTowerExecution BB EEEEREE , AHREBIRS
REWRF , BFE-—LHBIRFHRE. MFEAWSControlTowerExecutionBBHNFHMER , F2HEL
BRERS,

® Note

ZE1E AWS Control Tower AWS 1RF FEMBRAEN , XREFLERA
AWSControlTowerExecutionfBt, MENMZIMBEERFWFMEN , F2EENEME
BRE,

MBEHFTOMER , HSM HRIESHEOHT

#£ Account Factory F EEIRFHNEZEEEE

WAL EH, BUBREMAEIREIR Account Factory B MMHGERARE ., BULUEREFEEFHANAZ
REFHFERAESEBREWIRE, St ERSHEBEN (OU),

(® Note

B #TEE Account Factory RIEHWIRFMHEBNMEER R , MRSEENNFEREE FBH4it
#t AWS IAM Identity Center , AWS Control Tower &7E IAM Identity Center AR 2 31 ¥y £ 3
#H, AREBYMNIKRETEEKR, MEFEIR IAM Identity Center K 5E 8T IAM Identity Center
FEREEFESUNENR K F2REACLHAE.

A AWS Control Tower EF MBEIRSF

B EEMES W REES EREIR AWS Control Tower £ &, ERIRSEFHBBABRRFERE , £l
W EBINKERE, tREFEMURTEEEERHENN -2,
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K EREPEMKRS

£ AWS Control Tower &R EHIRS

1. & A AWS Control Tower i , EEZHBEE.

2. EOUsTIIRFBES , EMEEEHNIRFAE, THEMNIRS SR TANEIRMRE,
3. ETR, ZREIMBRFHIRFHMEEAER.

4. TEAHLA  BEEEFIRS,

MRIERIRFRE—ERMEN (OV) BES —BEMEN , FFiclE , # OU EAMEH AR LH
OU HIREIETE, FEEH OU FHEREIEFESEIRFHBERER.

AWS Control Tower IREEHARXTRE , BCAREEREREMARE BB M, NFBBFTMOFE
HMER , FSE B EEHRERSN EBHEEM,

EWRF2EBEENIEHETE
OUsR A B B 5

EEHSIEE B EHE OU B | AWS Control Tower €1 OU A AN E (N4 BERAETIRSE, BB
cEl OU MiR&IEMEE, MREEIRFBHETMA OU , AWS Control Tower @B RFIEZSBHNE
N FRH|E,

EWRF < BB RAVIZHITA
OUs , ~& B Bitf

EfE OUs <BBEIRFK , BNt OU WiZHIREERE
RE, T8 , f€5E8 OU ERIIRFRZEGIERE

EBER. RHENRIITAEERN WEE

EHIEE LR OU MB M OU LEMER HRE,

- AR AWS Config 1 AIE/ERYIRHIE : &8I OU Wi H|1E
TeBlR, ELEHENAFEBR,

« HWRER SCPsIEHIH : A/l OU #Y SCP BiZ=HIHA
E%R. BRI OU B SCP R FITHEE LIRS £,
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ERESREBEIRFNEATRE  RIFEEBREM
F8,

- MEEKH OU EREQEEE : BRFES
oKk, BB OU FIZR4IEESERE
R,

SEEEMRFNEFEFibit

HERE AWS Control Tower FEEMKERFNEFEMFit  FERAHRNERF

(® Note

THERFFAAHFLCESEEERE., AFHFERFIABKIECSNE FE4itut, MTFEFMENR ,
EZRMMEEE AWS REERBIAYE 7 B4 bt ? SBEFE AWS Support.

£ AWS Control Tower 23 2R FE R E FE 4tk

1. BERIRFHREHAEZER. SUUERXEFHISR , NAEFRIBERIHTE AWS KFT ?
2. FERAREMHEEZEBEARE.

3. GEEMHEAMmMN —KREFEFE Fibit AWS tRFE |, WEFEBERM AWS Organizations, EE
FEMF bt BFSEREHE |, BB R EE,

4. (ERELHBRAIRFENEFEMbit , T3 Service Catalog PHIMEEMR. EFHERERNER
SIEKHEFEF U EGEEREIRE., t—% , EFHEHEUEBEREIE AWS Control
Tower FEM, FRAFNE FEGIt EHMEBMHENEM.

EERTFRMER B2 ERFNEBRE FE4bit AWS Organizations , 2 EAWS
Organizations  EAEERE) FHUREAEN S S FRHERF.

;E , B LUK AWS Organizations I?E?":f:‘u‘%%ﬁ Account Factory s E {5 Stk 5 i E F B¢ i1t |
MBEFLURFERAES DB A, MFEFMENR , FSBAWS Organizations  FEHEER) PWFER &
A Btk PR E A & E FE 4t it AWS Organizations.
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® Note
HREFE AWS EEBIIRFNER , ELEAREEESH T , YMIRFHNRERES S E A

£ AWS Organizations £ &% APIs #F AWS Control Tower B HIRF &8

B1E AWS tRFEEZEEEHNIETR.

£ % AWS Control Tower FTERIIIRF BB ER T

BERIRFHRZER, RN ERAXBIRNSE , nAEFRIELS S AWS HWETE ?
FERRBEBEEA KF,

£ AWS Biling £ 4% , BESIESRHEEE.

BEIRFREPNER , REHETMHEAMRE &K AWS IRF.

AWS Control Tower EEBBEEEFURREBEE, LEFIFERRE FHNHEERP AWS

Service Catalog,

o & 0N~

£ A Amazon Virtual Private Cloud 5% EWRF T &

Account Factory AIRZAEBHHIRF B A AR ENEENELRE, BALUER AWS Service
Catalogs% E MM EFT RS o

EWRFIBEE L SO EIEBEN OUsKREAFEEMRENFTE, BRIEFER , B OU ##&
AFEED |, ERTFIIRFANAEEL OU TMHE. BULUEREB ETIRF HENISE OUs AWS
Service Catalog,

BT AR B AR E A B MRS B T A MY Amazon VPC A REETE,

) g N}

#£ Account Factory 3% E Amazon VPC 5% E

1. BAPREREES K FEEAESERFANEESHFTE A AWS Control Tower £ A,

2. REBERIRAMA , EH Account Factory SLBEZE Account Factory B EH. BAUEXEE
BB THFERMREE. EERE , HEIREEIL MR AR Account Factory % AEREER E R AT AR EE

miﬁo

3. BULBAEESUERRENSEROL. BELZARKERETREEILNFTER Account
Factory (R F 2 H VPC fHREEIR , RETERNL T ABHERE,

5% 7E Amazon VPC i&E
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- EREFMTEA , SME Amazon VPC REMN NE i, BRIFHERR , TR AEBERARFEIN T
B o

® Note

MBEBERERFE IR VPC BB , MEEMENIREERALH 7K , AIRFIRERE
Amazon VPC L E 3 NAT B8, Amazon VPC #aEKEENERER, MEFMEN ,
EBBVPC: EE,

« WFEFIEE Amazon VPC HIFAE FHRBBE LR, RIZFERR , EEU 1. SETRAEE LRI
BEYRRBELRA 2,

- AEIMIRSE VPC K IP it €5E, WENSEREERBEHMERA (CIDR) ERAERN (Fl0 |, FEE
5 172.31.0.0/16), Itk CIDR E#1R# Account Factory BEHWRFE 2 VPC MR 7K
P ithut EE, £EHW VPC H , FRBSREEENEESESER, BX/NHEE, BIEER , VPC H
NI RBETSEE, T8 K EEMECHERFHN VPC |, 7K IP Ui SEREEEE,

- EBEMERFR , B VPC W —ERESAAERSE. FRAZNAEATANESE,
- WREEETRARERESE , SESE VPC PERE FHE. ARRESBFE=ME,
- EERT

AR LA EE |, B YT RS VPC WIS,
HUHREM #R S

WM REIE Account Factory RV RF M AWS IRE , MEZTBHERFHZEREEFH AWS
Control Tower B , &1 LL#%¢ AWS Control Tower =& & BUHEMIIRE .

s
¢
&
i
-

EREUEFEM AWS Control Tower IRE B , S8 AWS Control Tower 2 FIEEIR , SIHE 2
HIIENEEE, RFEEEM AWS Control Tower OU BZEEH ., t(REFFTBEE:M OU i—36%
AR HEZ AWS Control Tower SCPsHI#IR, A LIEIR BFAMRS AWS Organizations,

#£ AWS Control Tower 2 ABUHFTME MRS

1. 1£ WHREBEBIEEEFHEIR AWS Control Tower £ A& https://console.aws.amazon.com/
controltower

2. HEERBEERSD , EEFAR,
3. HMAMEES , EHOU KMILHW + it , RAESIRFH OU,
4. EEURF , RARREFEFUHEHE,
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® Note
FFIRF AR RERE R R EE .

MRETBREXRIRF , FEERMN. WFERM AWS IRFHFFHEEF , F2BAWS Billing  £RA#F
1ErE) FHIEIEARE

G BBEFEMERERDREREUEMIRS
MREHREEETHNEBTMIEEERAERFMRE | BB IRFEBZERE AWS Control
Tower F5EAY OU REGEIMIES . ATE AWS Control Tower ERHERK, FiE= , £F
S EBEARENECEIMIES, FiB , BB BEER OU REFHTMIES,

EREUHGEMBEETIRFER , AWS Control Tower @B REEREEIBBHEIR , L& AWS Control
Tower ERF R E T HNEAEMER, AWS Control Tower B € Bx AWSControlTowerExecution &
&  BIFEEFHHE, BRUAGHEREEREFER  RARKANTACTERBERZEIREF,

BUHEMR P #& |, @B LEB BEARS AWS Organizations,

(® Note
REFMEVIRF T 2RI MR, BUEEMIRS%& , B7E Account Factory H2E 37 iR = BFIZELHY
IAM Identity Center fEF ZEMAEERFHNEBEEEE, IREFFLENFRAEEEEEEE
B, AMXEEHRE IBRHPWIREILEERSH IAM Identity Center FFHEE FE{4Fibut |, L
£ IAM Identity Center P& E ILEEE. WFFMENA , FSBEFEH AWS Control Tower B ##l
BEIRFE,

B/ N
ERER

WK (3 : 25) SREAM{AH AWS Control Tower BERIRFE, EUSIRSWRFZEUE | &RE B AWS iR
Fo. #BtaLAEH AWS Organizations AP| EBEAIRE ., ZEEBEEMNHENR , BB SATA
WETR , BEERAELEE, WiIRHFEHR,

1£ AWS Control Tower R EABARE M H B L #EHR .,

ol LAk 4R iR 88 AWS Control Tower & BAE#EH AWS YouTube ¥ 585,
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EARA1E Account Factory I I KRS

£ Account Factory R HIWRFE A AWS RS, MERME MBI AWS IRFE |
2EEE) PHERAAWS IRF.

B2H (RFEE

(® Note

BEEA AWS IR F E2fE AWS Control Tower BUERIMRE T E , EL 2 E RN EE, BAEKLE
SHEFMRS |, FREAS HER,

%18 B3R AWS Control Tower FX &k F AWS Organizations

BT AR B B IR S BB AWS Control Tower B EIRE , MEZSFEABREAEREREASERK
BitRkF AWS Organizations, Fi8 , BEEUERE S NBERAEEKRF,

B &P AWS Organizations CloseAccount API % AWS Organizations =2 & FEIFRIRFEE , K&
R EMEEE 900 X , MEMET AWS tRF —8. RS &1 AWS Control Tower fl REREEAREE AWS
Organizations, MMRBEEFZ 90 KAEREMAIRS , AWS Control Tower BRitiERA L.

® Note
R oU EEEIRFE |, AIBZE LWIESIES|IEM EnabledControl BREAS S kB,

90 RiBfizal , BAILLERKEIRFE , MREREM —& AWS 1RF. #£ 90 X2#& , EBKRIRF
HYRC 8%

BIBEREEYK  BRELECHEMRAERS , BEMAKIES. NREERLEHEERNER TEMAKE
#RS , AWS Control Tower 2 IRFHREBRABCEE , EtwBERACEM, Hit , MREERTE
Z 90 REEEAEHTMIERFEH OU , AWS Control Tower EE L SERAL . EEMNIRFEAR E &5
EFAMBELRETALRERR, WRER OU BRIRFE , LA LIEHEEM OU , 8 AWS TS E
ERFHRONRANNER. EERRIRE , FAEIS—E OU , ARBIRFBERZ OU , RERE
ERERGEM. RMEZHL OU R AEEHN OU,

(® Note

MREERBEARE 2 sl REUHEEMIRE |, B4 B7E AWS Service Catalog iE 90 X 52 X % il Bk
FRIREHEER.
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MEFMER , F52E CloseAccount APl AWS Organizations B XX # .
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£/ Account Factory fiZZIRF i , FERFREIL T AWS EiR.

AWS AR 7% Resource Type (ER¥ER) BEREE

StackSet-AWSContro
ITowerBP-BASELINE-
CLOUDTRAIL-*

ke

AWS CloudFormation M

StackSet-AWSContro
ITowerBP-BASELINE-
CLOUDWATCH-*

StackSet-AWSContro
ITowerBP-BASELINE-
CONFIG-*

StackSet-AWSContro
ITowerBP-BASELINE-ROLES-

*

StackSet-AWSContro
ITowerBP-BASELINE-
SERVICE-ROLES-*

AWS CloudTrail IE it aws-controltower-BaselineCl
oudTrail
Amazon CloudWatch CloudWatch 4R Rl aws-controltower-ConfigComp

lianceChangeEventRule

Amazon CloudWatch CloudWatch Logs aws-controltower/CloudTrail
Logs

/aws/lambda/aws-controltowe
r-NotificationForwarder
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ERAEER

AWS BR#%

AWS Identity and Access
Management

AWS ldentity and Access
Management

Amazon Simple Notification
Service

AWS Lambda

AWS Lambda

Amazon EventBridge

Amazon EventBridge

Resource Type (&/RER)

= =)

BUR

E-

FEREN

B

Al

EREH

aws-controltower-Administra
torExecutionRole

aws-controltower-CloudWatch
LogsRole

aws-controltower-ConfigReco
rderRole

aws-controltower-ForwardSns
NotificationRole

aws-controltower-ReadOnlyEx
ecutionRole

AWSControlTowerExecution

AWSControlTowerSer
viceRolePolicy

aws-controltower-SecurityNo
tifications

StackSet-AWSContro
ITowerBP-BASELINE-
CLOUDWATCH-*

aws-controltower-Notificati
onForwarder

AWSControlTowerMan
agedRule

aws-controltower-ConfigComp
lianceChangeEventRule
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fEFIRF TR B3] (AFC) BRIIRF

@ Note

B—IREMHE, EHMMBEFTLELA AWSControlTowerBaseline IR E (v (OU) &
B, 5% OU KEA AWSControlTowerBaseline , &8 a] LABR AR F B EhEEM , R1E
EnabledBaselines L ResetEnabledBaseline 1 ResetEnabledControl APIs3fz £ OU
Lt EnabledControls 3REER S, #ZE AWSControlTowerBaseline BIEF#IE , 555
B £ OU EREANERERA,

E &% AWS Control Tower £iEA&MEEIR AWS 1RFE B , AWS Control Tower AIZEHITHH IR
BWEIR, 5E Account Factory EET# , AWS Control Tower 2 BB BITILIEF AR RMGE | Fitt
BLREEHEBETMEE, BFIRFUEHMEREREZIEFER,

1 A EE B 2 HT iR =

&8 BRTIRFE &7 AWS Control Tower tkF T, #iB CloudFormation 84 £ A Terraform #ii,
B ERMABIIIRFEBNE R, SNEBRBEEMEIRFRATENSEERNMERE, hi2HH
AWS SERHEENEENEAEREER., NESERAESEERNWFMEENR , 528 AWS Service
Catalog AFIFERE.

HEEERAEZERR/IRF

BB T LUEfE AWS Control Tower EE ARV EFIRELS R , BT EEERAZERAGIRS, MEFHM
B, B2BE TRATEHKRE,

EE . BRI HAERS

BHRFEBEFHE © AWSIRE , EREMVBENBAFEIERS., EBEELL Service Catalog Em
WEXFETF. BfISHERBAER , UED CEHEMEM Service Catalog Efm. &E2E—F 7N
Al 37 Service Catalog Ef , 3528 ( AWS Service Catalog BEE S FHEIE M.

(® Note
AWS Control Tower @& X B4l , ATE£32 AWS Control Tower F ) CloudFormation & iR,
HE , BULEEREESTBAELEHIE, EREATHEFHE  tMSREUBREEL
EIRFNERTSHEBNBENRER, NEXTHRENFHMEN , FSB =4,
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WEMEH AFC BEHAET , 5528 EH AWS Control Tower FHIRFE TR BT HEMLIRF BT,

@ FTRIGMHT
BAtREA AWS Control Tower tRF TREN BFTIRE 281 , BAEERE AWS Control Tower
ZEESIRE |, MBK4EHER AWS Control Tower SFMHVABEN (OVU) , EFEHERE
MRS,

EHEES:
o IBEFRIERSE BRI HNREHAREIRSE , o IERBEAEN AWS IRE, EfEIIERE
TEFH AWS Control Tower BEIEIRFE i AEETIERSE,

- IEMENAE . REETE AWS tRE 53t AWS Control Tower Y HiTiEE A | BN AEX
#&AWSControlTowerExecution B &I EELIRS |, F&EEMM AWS Control Tower BV R E
mﬁﬁ_ﬁo

- RESEBHER (EF) REHEGFEHEETSITRESRNESEBHER , BXALK AWS
Control Tower EEIRFIREELER , TS ERHERNSBARFERBITER.

£

- BREBA]

- REBEZEIBITRS

- EEEEMIERFR , £/ AFC HETIRF

- BEBHIEZE AWS Control Tower IRF

y

- RIEFBREE

- BERHEER

 Account Factory Customizations (AFC) f)Z %18
- MEBRLEEFR

« 1B#& CloudFormation B&] AFC EEEIR IR XX #

« Bl Terraform # Service Catalog = AT EH HAabFFn
« HEi A AWS Service Catalog S\Z8E mIER
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=L = =
SXEBET

T —&R A BFIREFEE Account Factory WX BB, BREERKREL SR E , AREFRIRS
WEREES,

ES

- SB1.EBEUXENAG, B IAM Af | %F AWS Control Tower ZE ( H1E ) {REFHFEFT , &
FfEM Service Catalog Efm , LTEAER.,

- BB 2. B AWS Service Catalog Em. B HFIRFERFTER AWS Service Catalog Em ( tB
Bh "EEREmM. ).
- $B 3. REGHWETER., MEEET AWS Service Catalog WEm ( EH ) .

- SR 4 FIYEHEBLIRIBITIRE, £RIAUKRFEE , £ AWS Control Tower 32 & Account
Factory P EEBIIRM AEBREREANABENR,

SR BIXENAE

AR BETIRE 28 , BAERESE AWS Control Tower EHiEIRF 2 BEETBREN AR,
BT &, XARERT AWS Control Tower BEEFEIRF FERNFEE, BELATER
AWSControlTowerBlueprintAccess,

AWS Control Tower Tt ABRAREE FEILERESEIR AWS Service Catalog , REMFE
NWEBMARKEZERNEEMERES  ARERFHEHBERSIIRFLALERBESNER,

BRI AWSControlTowerBlueprintAccess A , M T EHEHFTR, BRI LAE S MR REMIE
FHEEAE,

© BEZ AV TRALUBREFENAE,

EEEMA AWS Control Tower 15 R E&E AWSControlTowerBlueprintAccess B

1. BE& L AWS Control Tower BEIERFFHNETAT OB A,

2. REVIRFHFNBESETA , BRERVRSEINZZEMAERFERS S EEM AWS Control
Tower lRF FAWSControlTowerExecutionf A,

3. B 5 M AWS Control Tower tRE F1AWSControlTowerExecutionf A€ K B EGEEFF M
E1EFHRAWSControlTowerBlueprintAccessti A,
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/A Important

ATEEAWS REERIES| , FHRSUEEIAWSControlTowerExecutionB&#% 7 B&
HAWSControlTowerBlueprintAccess&f,

ARBAENEEER , ILAWSControlTowerExecutionB&E 4 AWS Control Tower &
Ao

IR IR EE P AEWR F R 1E AWS Control Tower H5E , BIZZAwWSControlTowerExecutionf
BETERERAEST K MAESRBESTEACYH , TEERT
ZAWSControlTowerBlueprintAccessAf,

£ R FE A A B R B F ERTE AWSControlTowerBlueprintAccess B

1. BEBERENFTE , BERBARCEREATEIRF 2RFFHNETA,

2. MEFHHNBFREAG S EAR , BRI EEEHEF TNETR
&AWSControlTowerBlueprintAccessi A,

WAZEFRTE AWSControlTowerBlueprintAccess £ , TS EERTREZEEA

« 7E£ AWS Control Tower EE iR F F#11T AWS Control Tower WZEFEA ( EAE ),
« AWS Control Tower BEEIRFEFH A AWSControlTowerAdmin A&,

DTREFEXRES , BEUREZEEAACISNEE., HBERRER FRIEEZRFE
ENREEX, EAHEBCSHBER , BXMERNKA AWS Control Tower EE IR
EYourManagementAccountIdBIBMEIRS ID , WM EBEU YourControl TowerUserRole 5
EEIIRSH IAM BEERIF.

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": [
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"arn:aws:iam::111122223333:role/sexrvice-role/

AWSControlTowerAdmin",
"arn:aws:iam::111122223333:role/YourControlTowerUsexRole"

]
},

"Action": "sts:AssumeRole"

HBERYFF AT R

AWS Control Tower ERZ A HZEBRAWSServiceCatalogAdminFullAccess4ZBEE
ElAwSControlTowerBlueprintAccessA®, LLBERRRMETH , £ RFF AWS Control Tower B
B E MBS R AWS Service Catalog EmE R AWS Service Catalog & . &AJLTE IAM X84
REY A GRFEZILEGR,

® WREREHEMET

- WRETE Amazon S3 FEMEE , AWS Control Tower thFEE
ZAWSControlTowerBlueprintAccess A AmazonS3ReadOnlyAccesszF AJBUR,

- MBREAFFERAAERNWEEEHEK , AWS Service Catalog Terraform EmREHEEREA —
LRI AMEE AFC BET IAM BUR. BRT B IETE terraform SRR ERMNERFATER
Fazi , BEEEELFHT.

HER 2. B3I AWS Service Catalog E i

EEE Y AWS Service Catalog Efm , 5518 1& AWS Service Catalog BEXEEEHEVERNTE,
#3I AWS Service Catalog ERE , SGESIRFERFTEABEA,

/A Important
H HashiCorp EFH Terraform R |, #%¥ Terraform Open Source EmMMHEE RN E
AWS Service Catalog 8F AFIWERBEE , A External, EEE—F THRILEBFNATE
AFC , SRR EERFEBEMANDBERER  FRESHRANBEREE,
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BYEBNSREE

- BUS TEBKAEIIRFSEBM CloudFormation #EZD Terraform tar.gz fARBER., AHIHE 2R
ft— e EF AR E B,

o BABIFM Account Factory BEEIHY AWS tRF ( BB ATDEIRF ) o

- BEFE AWS Service Catalog 125, BEEMFE , AREELENER.

- EEGRFHEFERD  BAEEEMRNFHEN , fInEBAHER,

- BEFEASEAER  RARBIBREER, ERNGM LEHRS THEUREERNSEASERER,
- BEEFIRAHERSINEYER.

A LAE AWS Service Catalog & £ #Ef#FE T & CloudFormation E74, Zf#1FEN —{EZ5IEE
RBERN SRS ERETEL

LUTR—BEHEA , BRAMNE A Best Pets WEBN T, EAPRRERAEENER ERNER,

Resources:
ConnectionStringGeneratorLambdaRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Version: "2012-10-17"
Statement:
- Effect: Allow
Principal:
Service:
- lambda.amazonaws.com
Action:
- "sts:AssumeRole"
ConnectionStringGeneratorLambda:
Type: AWS::Lambda::Function
Properties:
FunctionName: !Join ['-', ['ConnectionStringGenerator', !Select [4, !Split
['-', !Select [2, !Split ['/', !'Ref AWS::StackId]]1]111]
Description: Retrieves the connection string for this account to access the Pet
Database
Role: !GetAtt ConnectionStringGeneratorLambdaRole.Azrn
Runtime: nodejs22.x
Handler: index.handler
Timeout: 5
Code:
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ZipFile: >
export const handler = async (event, context) => {
const awsAccountId = context.invokedFunctionArn.split(“:”)[4]
const connectionString= “fake connection for account ” + awsAccountId;
const response = {
statusCode: 200,
body: connectionString

};
return response;

};

ConnectionString:
Type: Custom::ConnectionStringGenerator
Properties:
ServiceToken: !GetAtt ConnectionStringGeneratorLambda.Azrn

PetDatabaseConnectionString:
DependsOn: ConnectionString
# For example purposes we're using SSM parameter store.
# In your template, use secure alternatives to store
# sensitive values such as connection strings.
Type: AWS::SSM: :Parameter
Properties:
Name: pet-database-connection-string
Description: Connection information for the BestPets pet database
Type: String
Value: !GetAtt ConnectionString.Value

S 3, RETZNBITER

B E] LATE AWS Service Catalog =# & PRI ENWER, MEFMEN , 5520 Service Catalog B
EEMTYHNEEER.

SR 4 HIEHNEBLEINBEIRS

E & AWS Control Tower AP EIIIRF TERER K Z2F53 —RBAEAER , BuUEH
FEAZERRBITIREZEBMNHEBEN.

G FTRIRMG
BABERREBFTFER X FHIBE D —EEE (Service Catalog Em ) , TEESRERABA
AWS Control Tower X AW FHBRMHEBIIRE,
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£ AWS Control Tower 2 AP RBUKEFHTBEIRE,

1. WASESZNEBRZIRFHIRSE ID,

2. RZHEFIEREVIEAM Service Catalog Efm ( BENER )

3. MREBEZEMREX , FENEEM EMRZ (Service Catalog B ) o
4

(BA) SANEEFNEERBENENSFERMERE. ERMEBRIL JSON
BREWEET IAM AG , Rt HERERSERPIEENER. AWS Control Tower &
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7. MREHDEIRSREEYREEET BT UEREREIES ERRFRA TS,
WEHEET , BSHREBERY ATTIES,
REBEIBIIIRF
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BRI AWS 1RFE , BB TIISREESTER !

—
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EEURF TRAMEBIRS,

WARFFMER , SRS EBNEFE 4k,

{5 F S 7 BB 4kt it R 45F A & B FBERAE IAM Identity Center & R

BESHT B AR # 2 5Ef OU.

RERF R BT EER.

i A ‘@& Service Catalog EmAEETREIRFHIRS ID , AR BERE, WFEEETEIIRSHEE
WMEF , FSE EARS TEEET (AFC) BETIRF,

8. ¢ Service Catalog EmFEFTENIEFMBEEBN THNNRE (FMEBITNSERHER )., &#
BEENENEENHENRE,
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1. ERABEWRMALER  EZBEEUKRSE,
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BUNEABEE L RBIRFHENEE, EENIRFHRETRE K EREENERSEHPIHE, &
ERRIRFNFAEANEER , FaERFFAEARR,
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BB EE EREIRFEENRE, ESNIRFEMTHAE  EEEENERCEEPHE,
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MREKFNEBFEERS  AISBERRENEER.

(@ Note
18 AWS Control Tower iR E RIS B —HEE,

ERTEE
THRFRANAEFATER  URNTHEELE

EXMENBFTEE

1. ERAFMBEREHEH CloudFormation 45, Terraform tar.gz 1R ( EE ) .
2. BEFNEBRTAIFNRA AWS Service Catalog,

HEEMNEE

1. EEZE AWS Control Tower T ATWEBEHE.
2. REEZBANIRAEZREZET,
3. BREHIRFER , YELNIRFPHESHFNEBRMKRA,

MREBEHAY

EHMEERER AVAILABLE #REERF , AWS Control Tower RAFEBE#H., IRECHHEERER
TAINTED #REE , EFSE LN, BRAEBRIUATHREE -

1. 7 AWS Service Catalog 1A F , FTEIFEHMTAINTEDH BRI ER , #SIRESE S AVAILABLE,
WEFMES  BSEENHENER.
2. SR , Bf& AWS Control Tower N EHIR 25 R{E EEBE BB,

BMEBREERALFESR  REL  ECBRERR , TRESEFBKRAEIRFFNER. BBRERT
RREELRANITAAH., At , RMEJEEALTE, ITAREFEENERLTX , KRIRMR
BREEHTEETHFESR  BIBEBRNBARKER.
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etk =B EREEE
EEIEFBRER  HEREFIRS TIERRBRER , L4$IRSEE AWS Control Tower KR

&

ERETRATRAETNRE TEREN K S2FIFAERFHMEASSEAN K MBBITHFMEENAD
TEEA, MREAEL AFC FHEEFREZH , AWS Control Tower ERIRFBKRER., BSEE
BB BEREEAE.

(® Note

REELERIURFHREMRFEFHEIZEERBR , AWS Control Tower T RS EE IS
RE,

BB HEHR

AWS Control Tower R F K B] (AFC) AJZEFEHH AWS SEBHEBNEENELAERBIE
B, EXSEBHERTHMEHEREFRARABIIRS. SESERHNEBNTHRBEEERRT
RE , EERFEEAREAEZIBESEBHNERHF REBEFEA,

EEMA AWS Control Tower SEBHEBMNTRFE  FEEZ AP M Service Catalog AP9FE
NE, BSRFEE AWS Control Tower EE,

Account Factory Customizations (AFC) Y& £%18

« AFC EXE{FHEBE — AWS Service Catalog EEIEmM BT,

« AWS Service Catalog EEEmMABEFEIIRFFE , LIEE AWS Control Tower BFEEFHF[E
AN ESPEL,

« IAM AWSControlTowerBlueprintAccess ABAELBEENZRE. HFUINEEREREL,

« AWS Control Tower X EMEEEIFBIRE : BB EEE , HEBBEIH AWS Control Tower &
EYmMEREE, BEEZEERTAH.

- BREFHKERFHNEERR  EBEHEIRS ID 1 AWS Service Catalog EEEREEEE,

« AWS Control Tower T X EBREBEENER , Y EE—EBFHMREFHETFNER., BB
EE , AREENREPIHIZER.

« AWS Control Tower ERIBEAREVERIMBFIRFHIEHFTIRS , REETH. IREFZ
FREERYHEMBEZTIRE , AWS Control Tower €% AWS Control Tower B IEIRF FE 3
Account Factory i fm ( &8 Service Catalog), MREEFEAEBE Y RAMIREREEH
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£T , AWS Control Tower &% AWS Control Tower BIEMRF E I Account Factory fiZZH E

-
ARo

MR A EEES
ERERISR SR

MREKEEERESIRFHBEFREES  EREFIRSHEFEM AWS Control Tower IR FIR
E K EREEF#HEE. REEELE , B HET , BT STME AWS Control Tower, & EZ/EE | 75
KBS BHSIE B 5EM ZE AWS Control Tower |, SRS EHHIBER.,

I AWSControlTowerBlueprintAccess A IFE A58 | LARMIRGE

B &% AWS Control Tower 1R FE I AWSControlTowerBlueprintAccessA®E , A4 AMERH
ZAWSControlTowerExecutionBBURFEAG D EA, NREBUFAMEME S Z A , SCP €/
IkCreateRolef®fE , AT mPAT R :

"Condition": {
"ArnNotLike": {
"aws-PrincipalArn"' [
"arn:aws:iam::*:role/AWSControlTowerExecution",
"arn:aws:iam::*:role/stacksets-exec-*"

},
"Action": [
"iam:AttachRolePolicy",
iam:CreateRole",
jiam:DeleteRole",
iam:DeleteRolePermissionsBoundary",
iam:DeleteRolePolicy",
iam:DetachRolePolicy",
iam:PutRolePermissionsBoundary",
iam:PutRolePolicy",
iam:UpdateAssumeRolePolicy",
iam:UpdateRole",
iam:UpdateRoleDescription"

1,

"Resource": [
"arn:aws:iam::*:role/aws-controltower-*",
"arn:aws:iam::*:role/*AWSControlTower*",
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"arn:aws:iam::*:role/stacksets-exec-*"

1,
"Effect": "Deny",
"Sid": "GRIAMROLEPOLICY"

A ARERITENT

- (RIEFERZE) RBFAWSControlTowerExecutionA®ITE
SIAWSControlTowerBlueprintAccessf&, MREBEFNMERGE , SRS EZRIULNEEH
ZAWSControlTowerExecutionBAf | L5 IEENEEER,

« BEARTE AWS Control Tower EEIRSE |, Rtk FZ It SCP #I3K,

- EBSARERLL SCP LLAET Bk,

- (BIEBTE) FEHEH AWS Control Tower BEEIRE MBS DEIRS , BT SCP &
o

1R1% CloudFormation BE] AFC EEEIRY IR X 4

EIREBRFE TREAAEBR , AWS Control Tower CloudFormation €18~ R REE I StackSet,
CloudFormation EEFEENZEIRF , FHE1E StackSet I CloudFormation #&, 2R
CloudFormation 2i%i8 AWSControlTowerExecutionBEBEZSERFTFEEEHESHIIR , BILA
&£ BT CloudFormation,

ERAEE/RIBRER , AWS Control Tower BFERERFHPEILAE , CloudFormation AJ8ERERZA
B R5EK StackSet BB, EBRFIRBABITEBNRBEER ZRERASIPAHTEEK , RAE
LR EEESE AR,

B , REEKEBRENARS CloudFormation BEEWRFEFH o], B UBEBETEEE , AWS
Control Tower @€ A F|H#Z 3 CloudFormation #t fFAMN AR, fl , MRZHNERREIBAEES
HK SSM 28 | B LURE T HIBEER

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "AllowCloudFormationActionsOnStacks",
"Effect": "Allow",
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"Action": "cloudformation:*",
"Resource": "arn:aws:cloudformation:*:*:stack/*"

"Sid": "AllowSsmParameterActions",
"Effect": "Allow",
"Action": [

"ssm:PutParameter",
"ssm:DeleteParametex",
"ssm:GetParameter",
"ssm:GetParameters"

1,

"Resource": "arn:*:ssm:*:*:parameter/something-important"

FiE AFC BiTBEREPEE AllowCloudFormationActionsOnStacksPRiA= ; CloudFormation
FREAGKREYHEHTER K HILEEEHE LT CloudFormation B)YERYEF
Al, AllowSsmParameterActions EREBRERMAMNE A,

R FT O] B R

Q!@Eﬁﬁﬁﬁﬁﬁﬂ%ﬂﬁ%ﬂﬁﬁﬁﬂ-ﬁ , BTREERBRERANGE I RBMAER, EEMRELHEE , HFiE
STIENBER S  YEFKERFNEBRFRE , WEAEFENEE, EEREHNREEEZURAE
B , FEHEE &R T CloudFormation 51 , MEZUNERFEAXAREIIME,

1] Terraform & Service Catalog = fmFTE HAFTF A

B ERERR AFC 1Y Terraform #HEEREZRE Y AWS Service Catalog AFERE  BRTERY &K
FERERFTEMNFI 2 , AWS Service Catalog BEEESEF THIGEEM AFC BHET IAM B
K, MRFEREBEERNTEEESBR , ATEENEELEANET,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Action": [
"resource-groups:CreateGroup",

31 Terraform # Service Catalog ERFTENEMEFA 273



AWS Control Tower EREER

"resource-groups:ListGroupResources",
"resource-groups:DeleteGroup",
"resource-groups:Tag"

1,

"Resource": "*",

"Effect": "Allow"

"Action": [
"tag:GetResources",
"tag:GetTagKeys",
"tag:GetTagValues",
"tag:TagResources",
"tag:UntagResources"

1,

"Resource": "*",

"Effect": "Allow"

"Action": "s3:GetObject",
"Effect": "Allow",
"Resource": "*",
"Condition": {
"StringEquals": {
"s3:ExistingObjectTag/sexvicecatalog:provisioning": "true"

}

MEER PHNSERERE T Terraform EmHFFHEFA AWS Service Catalog , 552 Service
Catalog EEEEEFNIRS . EIRIAE,

#E i B AWS Service Catalog S\ 2B mEE R

AWS Service Catalog #§ Terraform Open Source ERFMEERNZEEEAFTNERERE K BAA
B, EEH—F T HEILER  F28 AWS Service Catalog B BT IASE G Terraform Open
Source EmMMEEREMANTERERE,

TS LEEEIB AWS Control Tower IRF R BT RV SFEMNREIRS . &EELIRFEHIR
ANSERER  BEEE AWS Service Catalog 1 AWS Control Tower T EE,
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T

18 ZE AWS Control
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® Note
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BE,

EXRRBER AFT i, Zi§EMY THIER -

« 1£ AWS Control Tower & , B&H AFT IRIBET OU , AREI AFT EEIIRFE, B TIRF ID,
LUMEZRIEER R Terraform #AAEBE AFT B |, AJLUE main.tf BRPEWARE ID. BAILE AWS
Control Tower Control 5l E A EH ERRLIRE ID, MEFHMER , BFS B Terraform X4,

- TEIRBAFTIREN —[ZBEgitfHEEE, MEFHMEER  FSH AFT WEBER T B,

- TEHBMN AFT RIE, MEFAEA , F2EEHA R Terraform B AWS Control Tower & F T gL
B (AFT) MiBAR Terraform K EE AWS Control Tower 1RF T (AFT). B2 Terraform X
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fflan GitHub =% BitBucket, MFEFFME , FFS B AFT P RHBENBRARFNERAR

o FITHIIRE | B LA EEPHITEE AFT B Terraform #&#H,
« AFT ZhEE®RIE, MEFFMENR , BB ERAIIEERE,
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https://aws.amazon.com//privatelink/pricing/
https://aws.amazon.com//vpc/pricing/
https://github.com/aws-ia/terraform-aws-control_tower_account_factory/tree/main
https://github.com/aws-ia/terraform-aws-control_tower_account_factory/releases
https://docs.aws.amazon.com/controltower/latest/userguide/region-how.html
https://docs.aws.amazon.com/controltower/latest/userguide/region-how.html
https://docs.aws.amazon.com/controltower/latest/userguide/planning-your-deployment.html
https://docs.aws.amazon.com/controltower/latest/userguide/version-supported.html
https://docs.aws.amazon.com/codecommit/latest/userguide/welcome.html
https://docs.aws.amazon.com/codecommit/latest/userguide/welcome.html
https://docs.aws.amazon.com/controltower/latest/userguide/aft-alternative-vcs.html
https://docs.aws.amazon.com/controltower/latest/userguide/aft-feature-options.html
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SREMEBEIE AR Terraform B9 AWS Control Tower 1§ 5 T &

TS BRBRERIERZE Terraform THERRE. &t LUEME AWS Workshop Studio #8315 EHY AFT B
EEN , E—F THRIEE AFT,

SER 1 BRENRHY AWS Control Tower 2 E[R 15

5t AWS Control Tower AFIHRHSER. ERILAELLEE Y AWS Control Tower EEIRF | WERE
AWS Control Tower & E &1,

(® Note

FEB S4B EA AdministratorAccess B A ERIH AWS Control Tower BEERFEI A®, WNE
HMMEHR  EZETIRA

« AWS Identity and Access Management { £EA&EERE) ¥ IAM 55 (FHAE. FHES
HENAE )
CAWS ZEBERSE1E®M) P/ AdministratorAccess

HER2 B AFT EMHAVEMBEN (HRER)

EPEZRIEE AWS Control Tower Z[EEE FEZEBIA OU, Itk OU RIEMHE AFT EEIIRF ity
5. #% AWS Control Tower EERFEEIHH OU M AFT BERE, MEFMEN , FSEEIHTW
OU,

HR 3 ME AFT EEIRF

AFT EREGHEBZEAR AFT EERIE AWS WIRF ., E&Z AEZH AWS Control Tower & (&1
FEBHEY AWS Control Tower BEERF I , FFEIM AFT EEIRF, SN EABE R LZIE IR
F, iZEBHEMA , £ AWS Control Tower EEREME AFT BEIRF . MEFHFMEEF , F2HEEH
Account Factory #iZ& AWS Service Catalog 1RF

(® Note
WMRIER AFT Z2U BB OU , FHLEEM AFT EEIRF KZEHU OU,

TEME AFT ERIRFRZARTEER 30 &,
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https://catalog.workshops.aws/control-tower/en-US/customization/aft
https://catalog.workshops.aws/control-tower/en-US/customization/aft
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AdministratorAccess.html
https://docs.aws.amazon.com/controltower/latest/userguide/create-new-ou.html
https://docs.aws.amazon.com/controltower/latest/userguide/create-new-ou.html
https://docs.aws.amazon.com/controltower/latest/userguide/provision-as-end-user.html
https://docs.aws.amazon.com/controltower/latest/userguide/provision-as-end-user.html
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SEB 4 : ¥R Terraform IRIBAH L2

W REBEREEER Terraform BiEER , W E BT Terraform WiEF. MEFMEA ,
HashiCorp B2 A E#814 LAY Command : init,

T
W
&4

® Note
AFT X8 Terraform MRZAX 1.6.0 SEFhRA,

HR5ERMERE
- EEMHREERLEER (VPC) R

AFT ##8 & aft_enable_vpc 28 , & AWS Control Tower EBEEH R AFT EEIRF

By VPC AMEIRF &R, RIFFER , SHERER true, MREKUBBRES false , AWS
Control Tower € E R~ H VPC MA BB ERNIER T EE AFT , #1420 NAT Gateways 5 VPC

w3, FHaft_enable_vpcAREEBIARERELERAERL AFT BEKAR, FiBEM VPC fHEE
SEBNREA Waft_enable_vpcZBfalse,

® Note

EHMA aft_enable_vpc 88 ( #ER t1#ifalses true) TEEFELEEH
fTterraform apply@®m TR,

&R LARRE AFT BAERIRFHRIRAR VPC , MARMEFHN VPC, BEEMEAEESH VPC
T35 VPC {HEESH -

« aft_customer_vpc_id-#%E VPCH ID

3
2]

« aft_customer_private_subnets - VPC FHFAE F# IDsEE

BIHIHERE -

module "aft" {
source = "github.com/aws-ia/terraform-aws-control_tower_account_factory"

# VPC configuration
aft_customer_vpc_id = "vpc-0123456789abcdef0"
EE AFT 282



https://developer.hashicorp.com/terraform/cli/commands/init
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aft_customer_private_subnets = ["subnet-0123456789abcdef@",
"subnet-0123456789abcdef1"]

# Other AFT parameters...
}

/A Important

MREBRAR AFT 5E , RMTEBEMER BFT VPC #IH, EREEYE Lambda BB
CodePipeline B8t 1% , ELMEMEBURNRERRE VPC RN EIR,

o BIEBMMEYE Terraform EREZE

BRI LARRE terraform_project_name 28R BEET AFT £FAK Terraform EREHE, RIFHE
% , AFT 248 E8]E M Terraform Cloud = Terraform Enterprise B "F85%, R,

gHIMERE

module "aft" {
source = "github.com/aws-ia/terraform-aws-control_tower_account_factory"

# Project name configuration
terraform_project_name = "my-organization-aft"

# Other AFT parameters...
}

(® Note
W2 EEE AR Terraform Enterprise 2 Terraform Cloud &8&.

c BEMMEBEITEEERE AFT ER

AL tags 28, BEIEREREME AFT BlR. ELERTHMETERER. HED
B A FER &,

BIHIAERE -
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module "aft" {
source = "github.com/aws-ia/terraform-aws-control_tower_account_factory"

# Custom tags configuration
tags = {
Environment = "Production"
CostCenter = "IT-12345"
Project = "AFT-Deployment"
Owner = "platform-team@example.com"

}

# Other AFT parameters...
}

ELEERSEAE AFT BEBVYNMEER. AFT 28 8#managed_by = "AFT"E®BFIEEFT
BER , BEERBLIWBITEBEERE.,

(® Note
BT LR T BRI RE  MARRENBHNENE.

- BIEMEHAE AWS KMS BEEZENFE £ (CMK) EAZE CloudWatch HESEH4AF SNS =&

EERMABFEEBAR SNS £ER KMS CMK % |, 5Bk E
cloudwatch_log_group_enable_cmk_encryption#
sns_topic_enable_cmk_encryption##,

MRGBEMABLERE , AFT EEAREH CMK, BIZ/RERIZ CloudWatch BFEH SNS E
B, &£ AFT EEIRFHEE AFT i, SEV I CMK , X AT ERAE BFEFEM SNS &,

- MEEEcloudwatch_log_group_enable_cmk_encryptioni®A true , Bl AFT #9
CloudWatch BEBHHEEA CMK 1%, MREBHREA false , ERTERME , AgEARRER
EZERMNE BT , WFEEREA CloudWatch HES.

- MRV Bsns_topic_enable_cmk_encryptioni%® true , HiXE AFT SNS =EMBEA (K&
J& A FMaft-failure-notifications) A CMK &, WREBHERES false , ERTHRXE , SNS AL
SR AWS SELIND : alias/aws/sns. MEFMEF , 5528 SSE SBMiE

. EEMME T CodeBuild EEFA
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https://docs.aws.amazon.com//AmazonCloudWatch/latest/logs/encrypt-log-data-kms.html
https://docs.aws.amazon.com//AmazonCloudWatch/latest/logs/encrypt-log-data-kms.html
https://docs.aws.amazon.com//sns/latest/dg/sns-server-side-encryption.html#sse-key-terms
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B , EESE AFT A CodeBuild HWiEEER | FERTEEE
aft_codebuild_compute_types.

30
&
e
A

NMFCEZTEHRANET  F2RENERREEE, HEE
BUILD_GENERAL1_MEDIUM,

- EEMHA Terraform 52 E OpenlD Connect (OIDC)

5 A Terraform Enterprise @ HCP Terraform ( £8I# A& Terraform Cloud) W& F aJ LAE R 1E
OIDC BIAWHE LK Terraform TEEE S D FRF ( NBRRIEMERE ) , UEA AFT K2 thiEE
MERT TIERE,

WA LA terraform_oidc_integration 28R ES , LBA AFT TEEM

OIDC E&true, RIFFER , LBHERES false. BMALSEHE , MRFEE
(aws.workload.identity terraform_oidc_aws_audience® 2515 ) RS EHIR
HFapp.terraform.io , BIEEMBIMERE F terraform_oidc_hostname 28,

15 4ERE -

module "aft" {
source = "github.com/aws-ia/terraform-aws-control_tower_account_factory"

# Terraform distribution must be "tfc" or "tfe" for 0IDC
terraform_distribution = "tfc"

# Terraform 0IDC Configuration

terraform_oidc_integration = true
terraform_oidc_aws_audience = "aws.workload.identity" # default
terraform_oidc_hostname = "app.terraform.io" # default; set to your TFE

hostname if applicable

# Other AFT parameters...
}

® Note
WS E{EE AR Terraform Enterprise 5 HCP Terraform Zp&,
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https://docs.aws.amazon.com//codebuild/latest/userguide/build-env-ref-compute-types.html#environment.types
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® Note

MBHAERIER AFT BIERES P FIA Terraform 9 OIDC £14tE | BUALMIBRZIEME |
FTREOREMAMEES, AFT SEHNERABEHREIXREEE,

% B8 6 : A Account Factory for Terraform A8 LAZBE AFT

£ A& A EA AdministratorAccess BRI AWS Control Tower BIERFZ I N AR AFT &
8. AWS Control Tower iEiB AWS Control Tower EIEIRF#2 Terraform &4 , ESE 1% AWS
Control Tower {RF T ERFTENWME BRI,

B LATE GitHub 89 AFT fEFE 1R AFT i, E{E GitHub RFEREE A AFT #EH, mEH
17 AFT EEMIPE AFT FrEMN I AMEBIEA , 552 README X, &#E , WAL Terraform &
SEE PR AFT 1R1H,

MREHEIREDEL T HANERE Terraform WEE , RO UG AFT BB SIBEN ITEREH, &
Bl  BREAFEZRAERETE IRBENTMIRESNIT AFT &,

RIFSEHIBLAN, RFPIEZEMEH AWS Security Token Service (STS) B AE ¥ , LIBRRIEHN
BEEZUETEENE, AWSSTS BEAERNRERKA 60 piE, WFEFHMEENR , F2BHAWS
Identity and Access Management  fERAEIEM) T8 IAM FHNRRFLZEZAER,

® Note
BRI LAEFER S 30 98E:E AFT BB Terraform {EE TR IE,

F$EB 7 . BIE Terraform AREERE R

EBE AFT BFEE4E Terraform AREER., K mMRA Terraform BIUMNEFARRE, MREITEERH
AFT WRZA , FFIE TR EIRTE Terraform AREERE SR |, EA Amazon S3 Hl DynamoDB F%7E Terraform
ik, AFT BET2EERIR Terraform AREE,
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https://github.com/aws-ia/terraform-aws-control_tower_account_factory/tree/main
https://github.com/aws-ia/terraform-aws-control_tower_account_factory/blob/main/README.md
https://registry.terraform.io/modules/aws-ia/control_tower_account_factory/aws/latest
https://registry.terraform.io/modules/aws-ia/control_tower_account_factory/aws/latest
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
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® Note

BEETRE Terraform MEER, RELMASHTEISHREE , Sl Esshe R
Terraform Z4&F. *E?Ffe"‘ﬂ’]"ﬂ%)'ﬂ'}i BB T LAE Terraform MEERF UM X F @
B, MEFHMET , 5528 HashiCorp 435 LRI AREEBURE K,

HEBERTE
AFT ERRRENBTRE  FREELENSBERRERSF , W ERITFMHERSE,
S 1 EAMEMN VCS HER MK CodeConnections

WMRGIBIZEE =7 VCS 1£#E | AFT €23 CodeConnections , AR HETHER, F2E , AFT HE
MREN B AR E B R GRT B4 B REFH VCS 52E AFT,

B AWS CodeStar RV AIALTERR M AFT TR, BHEETELR,

SER2 EASERTE

AFT EREEENERFE :

1. IRFHER - LRFEERERHNEMRFFER. ARANES . MF AFT IRFFROFHEEA

26 (£EF AFT MRS .

2. AFTIRFMEBRR] - LR FESERBEEBIRRCH , EBERTIR AFT B HER AFT E
EYEREHWET. JANES , EERY AFTIRFMHERET , B20 EVEN AFTIREMHE
B ETARREMEES

3. 2B - EESEERERETHAFT BEXNMER AFT EBNFIERENEET. JHNES
EEREV AFT 2585 , F2R EA<E B8],

4. REFBEIT - HECESEEEEREHAFT EYNER AFT EENESERFNBEET, 7 AREH)
o %EE_L AFT II’EF ﬁn]- nﬁ 2 Eﬁ %FHIIJEF an]—o

3

AFT BB ERFEHERRFEN BE&EE. AREAREENSEANBHRNAEASEERNIETR ,
f£ AFT github 77 EE# Account Factory for Terraform B+ EH,

S AFT fEHFIRF

AEBREREORTE AFT 1 AFT EEIRFE K MAGEEHEEMIES,
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https://www.terraform.io/docs/language/state/sensitive-data.html
https://github.com/aws-ia/terraform-aws-control_tower_account_factory/tree/main/sources/aft-customizations-repos
https://github.com/aws-ia/terraform-aws-control_tower_account_factory/tree/main/sources/aft-customizations-repos/aft-account-request
https://github.com/aws-ia/terraform-aws-control_tower_account_factory/tree/main/sources/aft-customizations-repos/aft-account-provisioning-customizations
https://github.com/aws-ia/terraform-aws-control_tower_account_factory/tree/main/sources/aft-customizations-repos/aft-global-customizations
https://github.com/aws-ia/terraform-aws-control_tower_account_factory/tree/main/sources/aft-customizations-repos/aft-account-customizations
https://github.com/aws-ia/terraform-aws-control_tower_account_factory/tree/main/sources/aft-customizations-repos
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EEFEH AFT MEFIRSE | BEIMIRFER Terraform BR, WEREE aft-account-request EEE
EF5E§5IE’J$”I)\° BIIRFFER Terraform R 2% |, BT FHREBEHNIIERSHERgit push. Lkds

27 A ##4%E AWS CodePipeline , &ct-aft- account 1:equest§r EEERFHBETRRE
AFT EERFPEN, MEFHES , F2EAFTIRFHEE

B E SR Terraform RS

BABERFFER Terraform BRAPIET IS E, ERLE GitHub EBIRE IR S 585K Terraform

- WEESE AWS 1RF B3R+ module namestZEZME—HY,
« fY{Emodule source’ AFT R ZIRFFER Terraform B KR,

« B{E®control_tower_parameters#EEVEI AWS Control Tower IREFFEMNE A, WEZIET
L PN A

* AccountEmail

e AccountName

* ManagedOrganizationalUnit
* SSOUserEmail

¢ SSOUserFirstName

* SSOUserLastName

(® Note

BEEERE RSB control_tower_parameters@2F &4 REMNE A,
£ aft-account-request f#fFEManagedOrganizationalUnitHiEE X ENENTHE
OUName# OUName (OU-ID),.

« account_tags ENEAEERNEW|ANE , ELSH/NETRBERER AWS IRF ETE
iCo METBFHMEN , FSBAWS Organizations ( FAEERM) PHZES AWS Organizations &
R

- W{E®change_management_parametersiENHEHMER , GIHEIIRFFRNVER , URBEIR
FRRHWAE., WETETE AR

* change_reason

« change_requested_by
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https://docs.aws.amazon.com/controltower/latest/userguide/aft-provisioning-framework.html
https://github.com/aws-ia/terraform-aws-control_tower_account_factory/tree/main/sources/aft-customizations-repos/aft-account-request
https://github.com/aws-ia/terraform-aws-control_tower_account_factory/tree/main/sources/aft-customizations-repos/aft-account-request
https://docs.aws.amazon.com//organizations/latest/userguide/orgs_tagging.html
https://docs.aws.amazon.com//organizations/latest/userguide/orgs_tagging.html
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 custom_fields & /aft/account-request/custom-fields/ T EIRFEH |, FHIE A SSM £
BN RSIBNEMRMEMHEER, ZULERFEITHESERPEER  AHBEEN RS
H, plun , FERESHRARWIRE e BRI AWS Config R A, BER WENPREE
Flcustom_fieldsAIAERFHAENMEFHHEIUARLMEERE, MRERFFERPBREFTHNAL ,
BEIMUSRMERSH SSM SBERERBER.

« (EHA ) ®account_customizations_nameffEY aft-account-customizations fi# 1% B+ B 1R = £
TERK, MEFHEA , F2EERF B

RRSEESHR

AFT —REBE—EIRFFER , BETUESERFFRRERE AFT B8, EZG AFT EERXZE
MRFEEREF , AFT SHEA(TS , WELSEHE K HIEFREIRFFER,

(® Note
B BB HEE AFT EE—RFER Terraform ERPHEREHZEAREFFRNVSERSE
M IRFE SR Terraform &3,

EHBERIKS

A BEFMEEM
MREVEBERA B BFMETEERSEM , BEE  AFT HEAEEIRFARE., FEBB
BEMEMEVIR SRS AFT BEAT/EREMER Service Catalog 2 E Mo
fRRFAE - AR OU EEA B BEMNIIRFEUMEER, ETAA AFT BITRMAXLENAE
mIBEEM,

BT LA mEB SRR RHIIRERE R AT |, LAEH AFT MR Sgit push, P EWARSHE
ITERE  MAIREIIRFEHNFER, BAILIEH B8 AManagedOrganizationalUnit , ER i
B/ —EB2 control_tower_parameters,

ManagedOrganizationalUnit 2 AEFE PEHPIME —S B control_tower_parameters, &
B, BAKREFER Terraform IERPVEMSBETLAER , HlW0 custom_fields, MEFHMENR ,
SBEHA AFT HEFIRE,
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https://docs.aws.amazon.com/controltower/latest/userguide/aft-account-customization-options.html
https://docs.aws.amazon.com/controltower/latest/userguide/aft-provision-account.html
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fltn , EEEH AFT IRFNEBREF B4t | BJLAERIKR S custom_fieldsi
RERPHFHENRA. BBERM , BRILIEL SSM 28, KAl ELEETHEE

Aaws_account_alternate_contact&iR,

resource "aws_account_alternate_contact" "operations" {

alternate_contact_type = "OPERATIONS"

name = "Example"

title = "Example"
email_address "'someone@example.com"
phone_number "+1234567890"

LR AEBBEERETERCNRAL , fIRENTLE, E2XETH , ABEETRUMEER
B, MRREEAERFBERPEMNAEML

data "aws_ssm_parameter" "billing_name" {
name = "/aft/account-request/custom-fields/billing_name"

}

data "aws_ssm_parameter" "billing_title" {
name = "/aft/account-request/custom-fields/billing_title"

}

data "aws_ssm_parameter" "billing_email_address" {

name = "/aft/account-request/custom-fields/billing_email_address"
}

data "aws_ssm_parameter" "billing_phone_number" {

name = "/aft/account-request/custom-fields/billing_phone_number"
}

B EL2HRATTERY  BUBKRBMEALER, CEEALEEEERTEINSEBKRENEEH
F—{EEHH :

resource "aws_account_alternate_contact" "billing" {

alternate_contact_type = "BILLING"

name
title

data.aws_ssm_parameter.billing_name.value
data.aws_ssm_parameter.billing_title.value
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email_address = data.aws_ssm_parameter.billing_email_address.value
phone_number = data.aws_ssm_parameter.billing_phone_number.value

}

® Note

e EEREHMES B control_tower_parameters2F £ 4 REMNE A,
£ aft-account-request ff7FEManagedOrganizationalUnitHigE X ENEXBHE
OUName# OUName (OU-ID),.

EH AFT RFZAVIRF

& \] LAE aft-account-request fRFEFIBERSE , AEFHTE AFT SAEPE LA AWS Control Tower 1§
B

(® Note

BAFMEIRFHMEN Y ERBRFS AWS Control Tower #B#&F11E B AWS Service Catalog
HENER.

AWS 1RF £ AFT ERIRE /Y SRR

« AWS tRF 24ZE7E AWS Control Tower F5Ef,
« AWS IEFE %#ZBARE AWS Control Tower #A&5 8 —2F %

Terraform 1 AFT fRZAR

Account Factory for Terraform (AFT) X#8 Terraform HRZ< 1.6.0 REHRAK, EAERME Terraform
AR AFT BERFNBASE , AT EHIFTR.

terraform_version = "1.6.0"

Terraform 245

AFT X =% Terraform 7 :

F B RRA 291
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» Terraform Community Edition
« Terraform Eif

» Terraform Enterprise

BESHEEUTEERRA. £ AFT 5| ERFHE , BEEBIEN Terraform 2 HiABASE,
WE AFT 2N A S BN FHERN , 528 LB EARN Terraform (AFT) B AWS Control Tower 1R
EIR .

1R 25#$2 Terraform Cloud X Terraform Enterprise 7 i , &5 1EER API
#Eplterraform_token SERFEAEDER AP #ht, LIFFMAELEN APIsFZE Organization
B, ERNEE2ZEE | BH4HAEFERIEI terraform 28 | 8 %A LRV E 2 ARAZH R (VCS) ,
BT S BIFR 7R

# Sensitive variable managed in Terraform Cloud:
terraform_token = var.terraform_cloud_token

Terraform Community Edition

E#1#E Terraform Community Edition # &2 #ilF , AFT &7 AFT EEIRF P AEEE Terraform
#im, AFT @ & terraform-cliiEE Terraform MRAHY |, LAIE AFT BB AFT BERE#T.
EAM Terraform AREEARAEE F AT Amazon S3 fEfFETEEP |, WU THREXH S :

aft-backend-[account_id]-primary-region

AFT t8 &% 3 Amazon S3 REFITE , £%3 —EREFIRFEZTEM Terraform AREEHRE AWS B |
ARKHER K 28A BT :

aft-backend-[account_id]-secondary-region

BREAIEL Terraform AR5 Amazon S3 ®@#FirH LMK BRAZERSE (MFA), EEE—F T
f# Terraform Community Edition , 5828 Terraform 34,

& E®#E Terraform OSS A0 , BIRE T @M ASH -

terraform_distribution = "oss"
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https://www.terraform.io/cloud-docs/users-teams-organizations/api-tokens
https://www.terraform.io/cloud-docs/users-teams-organizations/api-tokens
https://www.terraform.io/cloud-docs/workspaces/variables/managing-variables
https://www.terraform.io/docs/cli/index.html
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Terraform E i

E & Terraform Cloud A% #8F , AFT 8% Terraform Cloud AR A T THEIL TEE |, &
BB API BB TERE.

- IRFEES

- AFT 2 20RSH AFT BET

« AFT 22 iRFHIIRF BT

« AFT ZZIRFHEEEET

Terraform Cloud BB E4 M Terraform AREEERE
EREE Terraform Cloud A2 ik |, BRET I WM AZSE -

 terraform_distribution = "tfc"

« terraform_token - ltZ2BAE Terraform Cloud Z&FME. AFT 1% EXRARR , UiSERE
A AFT EEBIIRFEH SSM 2B EFEHEFNZLFHR, RMPEBEREBLATINZLBERMERELNE
Hi#m it Terraform FRFMVE, Terraform BREZ2FEAEREXBR AP M, TXEABFH.

« terraform_org_name — kS & EE Terraform Cloud &K &,

(® Note
A% % — Terraform Cloud #8& P H =@ AFT E,

MMEBBEWAIERE Terraform Cloud BWE , 5528 Terraform X4,

Terraform Enterprise

B &8 BN Terraform Enterprise (%% 8§ , AFT &7E Terraform Enterprise #8#H A T3 T2 T
EE , W HEEEE Terraform BITHY API BRE) TERE.

. EEER
+ HIAFT f6RZIRSH) AFT 155522 B 3T
« AFT #EHIE S R0 IRS B5T
- AFT 2 IR F RSB E T
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E4 K Terraform AREEFRRE 2 HIRHY Terraform Enterprise R EE &,

# EIEH Terraform Enterprise A2 , SBIRETIWMASE .

 terraform_distribution = "tfe"

« terraform_token - W28 E Terraform Enterprise Z&FHE. AFT I SEHEEZT AR , 1§
Hf#FFEA SSM S EENE AFT EBIRFHANZL2FH, BMAERBRERBLARNZSHENMERE
Bl | EH& Terraform Z&FRIE,

« terraform_org_name - LB & Terraform Enterprise {1 &,

« terraform_api_endpoint - WBEEE Terraform Enterprise :REH URL, LtSBHEEN L4
AR

https://{fqdn}/api/v2/

=28 Terraform X4 LE—F T B UMMAIERE Terraform Enterprise.
BRE AFT B
B LUBIBEH AWS SSM SBIFRESRRBRECDEFL AFT A

/aft/config/aft/version

MREERABRERERE , BT SEERA,

module "control_tower_account_factory" {

source = "aws-ia/control_tower_account_factory/aws"
version = "1.3.2"
# insert the 6 required variables here

}

ST LATE AFT RZETHRIR AFT BRAK SHEE T

FE AFT IR

& A AWS Control Tower EEERF LA E I AFT EH#,

E L EmainREES XHIRME BB AFT IRA , UEHZRA -

terraform get -update
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RESERE , B EHIT Terraform 5TEIHITER , WERAKHNEEEH AFT BEEER
FR R TheEi® 18

AFT ERBREEBRHENEEER, LT E AFT “‘B%ﬁﬁlﬁl BB EEFEZEMAE LR, NF
AFT B AERES BRI EAES AFT MEFIRE , F2H

RIS AELIEE, SX4EPRBARERTNESREEE,
FE
« AWS CloudTrail E¥lE=#4
« AWS ¥ 2
. MB& AWS FE5% VPC

AWS CloudTrail E¥E#4
ERFEE | AWS CloudTrail &8I #BIES R EIE L INE,

« 7B CloudTrail B9 AWS Control Tower B8RS 3 Organization Trail
BB Amazon S3 #l Lambda &R B4 HIFC 8%

- ERAMEZEFIE CloudTrail ERIE# N2 E HZE AWS Control Tower Log Archive 1REHH aws-
aft-logs-* S3 = ETEE AWS KMS

- FRBFERBRERE

HERALEE | FFE AFT SEB8W ABEDE T HI I REERRA True.

aft_feature_cloudtrail_data_events

PHEFHF
BRR Lt shae B E 2 | |, EREEENEZT AWS CloudTraill 2BUA M2 EEEE.
ZEME CloudTrail WS EEEFEUIREE -

1. EEZE AWS Organizations 2 A&,
2. EEWR > CloudTrail,
3. ABEAFTEENLLANBAZSEEREER.
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ZrReE B BEERAE , BEREEM AWS CloudTrall E1245 , BEEERERT , BAKESL. BEA
AMIREEFNZE  AFT EBVRRMABMALEREN -0, NRABAXEEFE , B AFT
ERSERSEHELERE  SERIERAS.

® Note

HEREEAREBER. MALKZEEXE PHAMAIRS AWS Organizations , EREMRE
B AFT 3, Amazon S3 EREH2HEBRBA R AWS Control Tower Log Archive 1R S F#Y
FrEfEZETEE, 528 AWS CloudTrail FA&EIERELE—% T # CloudTrail,

AWS ¥ EFTE
FRAALLIBIERS  AFT EBE A AFT MRS AWS ¥ IEE,

AWS IRFFEERERA AWS EAXZEFTEl, AFT & AFT MZRNIRFREGRIERRN EEBEM.
BEFERBIRFHXERR  FREEFEE AWS BEXERE,

BEMALEXERE  FE AFT BEF@WAERTETITHEEERRS True,

aft_feature_enterprise_support=false

A2ELE AWS XEFTEIUE—D T #E AWS XEFTE,

® Note
ERAILUEEER , BLERARARFEMBERZEEIT.

R AWS FEE% VPC

ES R A LE IR | BRI RS L HEBFE AWS Control Tower EiR AWS [Ei , AFT EMBR AFT
EERFAN FHFE AWS 5% VPCs AWS B3,

AFT "2 B EIMIER AFT #ER{E{ AWS Control Tower 1R E R EEB AFT 53 AWS Control Tower
MIRAE AWS IRF AWS BYFEER VPCs.

RIBTER AWS BiE , 7S PRTE VPC REMNIFH AWS IRFE, BN EAREEEY VPCsHE%
B  EEEEMER AWS FESR VPC XWBERAT , LHE AFT RS,

EERAIEE | B AFT HEH A BB T EERS True.

R TheeE R 296


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://aws.amazon.com/premiumsupport/plans/

AWS Control Tower

ERAEER

aft_feature_delete_default_vpcs_enabled

AT 2 AFT B8 AHREAV 4,

module "aft" {

source = "github.com/aws-ia/terraform-aws-control_tower_account_factory"
ct_management_account_id = var.ct_management_account_id
log_archive_account_id = var.log_archive_account_id
audit_account_id = var.audit_account_id
aft_management_account_id = var.aft_management_account_id
ct_home_region = var.ct_home_region

tf_backend_secondary_region = var.tf_backend_secondary_region

vcs_provider "github"

account_request_repo_name
terraform-aft-account-request"

"${var.github_username}/learn-

account_provisioning_customizations_repo_name = "${var.github_username}/learn-

terraform-aft-account-provisioning-customizations

global_customizations_repo_name
terraform-aft-global-customizations"

account_customizations_repo_name
terraform-aft-account-customizations"”

# Optional Feature Flags

aft_feature_delete_default_vpcs_enabled = true
aft_feature_cloudtrail_data_events = false
aft_feature_enterprise_support = false

}
w2 RTER VPC FIFERR TR , #—2 T H#TEE VPCs,

"${var.github_username}/learn-

"${var.github_username}/learn-

BN Terraform B9 AWS Control Tower t(RE TN EREZEE1E

& & E A AWS Control Tower Account Factory for Terraform (R EEEEEE , €7 AWS EBHIRE R
BUHEHRIEN AWS R,
BEER
- BULERAERRESETN AFT EREE, CESNE/EYAS
Key: managed_by | Value: AFT
AFT &R 297
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ERAEER

- BRTIZEEBRH THRE

(® Note

AFT T EHEEEBIRFE FE I F{7 AWS Backup iR,

R SNELNERER R

EAR Terraform EIEWRFE R AWS Control Tower 1R FE T &

AWS R

AWS ldentity and Access
Management

AWS ldentity and Access
Management

CodeCommit :

CodeBuild :

Resource Type (ERER)

y:h=:)

BUR

RBEE
EEER

AL EEREBaftPHRIRE NWER,

EREMW
AWSAFTAdmIn
AWSAFTExecution
AWSAFTService
ct-aft-*

aft-*
codebuild_trigger_role

python-layer-builder-aft-co
mmon-*

aft-*

aft-*
aft-*
ct-aft-*

python-layer-builder-aft-co
mmon-*

AFT &R
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ERAEER

AWS BR#%

BEAREE

Amazon S3
Lambda
Lambda

DynamoDB

SEREE

VPC

Amazon SNS

Amazon EventBridge

Resource Type (&/RER)

EiE

REEAE

&
"I

R REHE R

VPC

E-

SHERSE

EREH

YourAccountId -customiz
ations-pipeline

aft-*

aft-*

aft-common-*
aft-request
aft-request-audit
aft-request-metadata
aft-controltower-events

aft-account-provisioning-cu
stomizations

aft-account-provisioning-fr
amework

aft-feature-options
aft-invoke-customizations
aft-management-vpc
aft-notifications
aft-failure-notifications

aft-events-from-ct-manageme
nt

AFT &R
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ERAEER

AWS BR#%

Amazon EventBridge

Key Management Service
(KMS)

AWS Systems Manager

Amazon SQS

CloudWatch

AWS &%
AWS &%

AWS &R (EA)

Resource Type (ERE

EHHRA

RIFE
ATEl

X EATE

EREH

aft-account-provisioning-cu
stomizations-trigger

aft-account-request-codepip
eline-trigger

aft-lambda-account-request-
processor

aft-controltower-event-logger
aft-backend-*-kms-key

aft

[aft/*

aft-account-request.fifo
aft-account-request-dlg.fifo
[aws/*/ct-aft-*

laws/*/aft-*

/aws/codebuild/python-layer-
builder-aft-common-*

aft-controltower-backup-vault
aft-controltower-backup-plan

Enterprise

AFT &R
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ERAEER

AWS %Ei8 AWS Control Tower Account Factory for Terraform 2tk 5

AWS BR#%

AWS Identity and Access
Management

AWS X EHO (EA )

AWS Control Tower EIEIEF

AWS FR7E

AWS ldentity and Access
Management

AWS Systems Manager
EventBridge

CloudTrail (#H )

AWS Support Center (iEH )

AWS Control Tower BiEH1FIES

AWS FR#%
AWS ldentity and Access

Management

Key Management Service
(KMS)

Amazon S3

Resource Type (&/RER)

= =)

X EFTE

Resource Type (ER¥EHR)

y=:h =)

BEERE
SHRA
e

X EATE

Resource Type (& REH)

y=:h=:)

@i e

EREH

AWSAFTExecution

Enterprise

BEREHW
AWSAFTExecution
AWSAFTService
aft-controltower-events-rule
[aft/*

aft-capture-ct-events

aws-aft-CustomizationsCloud
Trail

Enterprise

BRBHE
AWSAFTExecution
AWSAFTService

aft

aws-aft-logs-*

AFT &R
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AWS AR 7% Resource Type (ERER) BEREE

aws-aft-s3-access-logs-*

AWS BN (ERA) X EFE Enterprise

AWS Control Tower &R F

AWS AR 7% Resource Type (ERER) BEREE
AWS ldentity and Access At AWSAFTExecution
Management
AWSAFTService
AWS &L (ER) X EFE Enterprise
VEAB

—mE , ABNEERE P57 MENEE (IAM) B —52 AWS, MFFMEER , FSE AWS IAM
EREERE.

AFT 87 AFT B AWS Control Tower EEIRFHEV Z1E IAM ABRMBEX , UXE AFT EEN
B, ELACGERBREEREFIEREIYN 6 ESRFIUSEALNBENREVEBENERE
HEFA, ELXARMBIRSEIER AWS Z%key:value¥t , managed_by:AFTHREE.

BRTEL IAMAGRZI  AFTE2EV=FEELEE :

« AWSAFTAdmin &
« AWSAFTExecution &
« AWSAFTService &f

UTHEBERAELERE,
AWSAFTAdmin &€& , 38

EIRERE AFT B | AWSAFTAdmin BB EE AFT EERFHEYN ., hE® AL AFT EERE AWS
Control Tower 1 AFT #2208 F PAWSAFTExecutionfVAE , B TEHIESHMEN BETHEEN S
£,
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AT REZEFAWSAFTAAMin A EH RERBER (JSON Fim )

JSON

{
"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": "sts:AssumeRole",

"Resource": [
"arn:aws:iam::*:role/AWSAFTExecution",
"arn:aws:iam::*:role/AWSAFTSexrvice"

]

}
]
}

T%] JSON B mmE RAWSAFTAdmin BN EERER. AENERBE012345678001 € H AFT EIEIR
FE 1D SRISEUR,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::012345678901:root"
}I
"Action": "sts:AssumeRole"
}
]
}

AWSAFTExecution Bt , $2EA
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=82 AFT B | AWSAFTExecutionBEBE7E AFT EEH AWS Control Tower EEIREFET, 8
%, AFTEEBREAFTIRFHMEMREER , £5E AFT HEIRS PR IAWSAFTExecutionA e,

AFT —BABE R FAAWSControlTowerExecutionB® , EIEEMIIRSE FE I AWSAFTExecutionf

B, LAWSAFTExecution BB AFT BB AFT MEIRFMHAIRS , BITE AFT REMHE
M ZEFTRERBAITHIER,

® TRNAETHERFIEE

REBEKRAS BT UE ERVABENE AN T2, B5C1E , AWSAFTServiceA
BEARIKRFEMHE , MAWSAFTExecutionBEEARIRS BF]. ko RERHEESERERS
BAFNEFAEE, MREBET AWS Control Tower £ HAIRE , WERAEEE , RAXAR
FUfasHBENR , flIREFASARERAEEA,

AWSAFTExecution AE®KEFA : AdministratorAccess —- AWS S EBE

T %) JSON f BB R EZEZAWSAFTEXecutionBA &K IAM BUER (SEBEK ). BBMNER
5012345678901 € M AFT BIEIEF ID SRIBEUK.

KE{FBI3E AWSAFTExecution

JSON

{
"Version'":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::012345678901:role/AWSAFTAdmin"
},
"Action": "sts:AssumeRole"
}
]
}

AWSAFTService &t |, 80
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LAWSAFTService BESEMBEEMMIZIERFHIE AFT &R , SIELAREFMNEERIIRS, %
BIZH AWSAFTExecutionABIHENER,

ZAWSAFTService AR EEMBRBERRBEMERERPEHBEIR , MZEZAWSAFTExecutionB&
ERNSPERTT. EBULARNBIEAR , Sl SEKER#EISEB AN EFEIES,

AWSAFTService BEREFA : AdministratorAccess - AWS S EHEK

T%| JSON B B R EEEAWSAFTService ABH IAM BER (EERBER ). BENER
0123456789012 H AFT BEIERS ID SRIBEL.

ME{EBE AWSAFTService

JSON

{
"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::012345678901:xr0le/AWSAFTAdmin"
},

"Action": "sts:AssumeRole"

}
1
}

To 4 AR 7%
EIREE AFT i, THEREE AWS REFIBEEM AWS RIE,

« AWS Control Tower — AFT {8 AWS Control Tower BEEEF F# AWS Control Tower 1§ 5 T &K
HEIRE,

« Amazon DynamoDB - AFT &7 AFT BEERF FE L Amazon DynamoDB E#l&k , LIFHIIRFRE
R, IREEFREKEL &K, IREPEZRM AWS Control Tower £ B HIEH, AFT h @
DynamoDB Lambda &2 R 8 TR F , GIIREE AFT tRF HETHERE.

« Amazon Simple Storage Service - AFT &7 AFT &R F M AWS Control Tower B & 121k F
37 Amazon Simple Storage Service (S3) EFETE , LT AFT EEBFTEMN AWS IREFTEER
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o AFT BEBEFENRE P Terraform &R iw S3 RFETHE AWS EiF , UEFEKAFTEEL
EREHABELEM Terraform AREE,

« Amazon Simple Notification Service - AFT &7 AFT B MRS 237 Amazon Simple Notification
Service (SNS) £ , XX ESHERIEEE AFT IRFFEREBERIMNRBBELN, EAEESEAR
BENBAGERZWELAR,

« Amazon Simple Queuing Service — AFT £ AFT B8RS F 37 Amazon Simple Queuing Service

(Amazon SQS) FIFO 7%, 3| AIBEFTRIZEIREHER , 8 —XEE—EFERE AWS
Control Tower lRE T , LETRFEE.

« AWS CodeBuild — AFT £ AFT BEtRFE L AWS CodeBuild 82 E xR |, LU ESEHERERWER
b, #m:=. REMNER AFT BHREXNEM Terraform 511,

« AWS CodePipeline — AFT £ AFT EEIRF R E L AWS CodePipeline Bi& , HEERFTE, XIEW
AFT [R#5 % AWS CodeStar BRI ERES |, £ AWS CodeBuild H B E BT,

« AWS Lambda — AFT 7£ AFT BERFEFE Y AWS Lambda EEME , UERFEER. AFT IRF#
BIRF BRI EF BTSSR,

« AWS Systems Manager SYFHE - AFT 81 AFT EEIRF FEXE AWS Systems Manager 2 &
FHE , L EMAFT EERFFENEESH,

« Amazon CloudWatch — AFT £ AFT B2 RF R E L Amazon CloudWatch HiFEEHE , AFEMKH
AFT EBFEAZ AWS IRIEELM B, CloudWatch HEHRBHEELES Never Expires

« Amazon VPC — AFT 23 Amazon Virtual Private Cloud (VPC) , # AFT EIEIRFE b REME R
BIERNIERED  URRSRSM,

« AWS KMS - AFT £ AWS Key Management Service (KMS), AFT &2 £ N% Terraform ik
RE, TZHUE DynamoDB ERIERFBPMER , LAK SNS 58, ELHFNEMEBE AFT E AWS &
BHRISEEE. AFT EX M KMS £R8ENSRATFEHRR.

« AWS Identity and Access Management (IAM) - AFT EBEZZBHNRIXERER, CEREE
£ AFT EEIRS, AWS Control Tower BRE # AFT #Z2IRFE 2L AWS Identity and Access
Management (IAM) B&FIEER , LAE AFT B8 TERBEHEBTIENEE,

- AWS Step Functions — AFT £ AFT BRI AWS Step Functions ARAEHEST, S LARREMEES
SHFAMBE AFT (REHERBNETNERNS R,

« Amazon EventBridge — AFT £ AFT %1 AWS Control Tower 28RS 231 Amazon EventBridge
EHERE , LUfE AFT EE RS H DynamoDB & ¥l &k F REAFRENVF 25 AWS Control Tower 45
iﬁﬂﬁ%ﬁ% AFT £ AFT EXEH AWS Control Tower EIEIRF R Z I Amazon CloudWatch 438
Bl EE@RHTAFT EEIEREHEMENZESE
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« AWS CloudTrail (& ) - BAALLIAERE , AFT €7 AWS Control Tower BEIRS hE I AWS
CloudTrail #E#8E Mt , AR EE8& Amazon S3 EFETE M AWS Lambda REBWEREH, AFT 1%
IELL HEEIXE AWS Control Tower BEHERE PR PR S3 f1767HE,

- AWS X (EH ) - BUALLIhEER | AFT 848 AFT MENIRF R AWS BEXEE. RIFHA
R, AWSIRFEHEER AWS XEFTEIRMANER TR,

AFT IRFMHEEE

EENIRFHEERTHE  AFT RESRE. C2EBIT -RISR , REAFHRNIRSER
FEFTERRA < aERFMAET.

TR AFT EERITHRES R,

1. BEIRFHERBA,

2. HREMERFWHEBENR , flaRS D,

3. IR E S BF IE AFT EEIR S H# DynamoDB BRI &R,
4

. EFTHENIRF HE Y AWSAFTExecution IAM &, AFT ST AERHMITIRSE BETRER ,
AtAEERTIRF THEMESHFIE,

ERGEIRFFERAASBHREENIRFER,
6. EREE AFT SRFBEHEZMY AFT hEEIRIE,

7. ERGBIRMEN AFT (REMEB. T—HRBUMAEgitIFEES R AWS Step Functions AREE
WERREEL BT, LEBRERBAIRFMEREBRE., ERRUMERFN —I2 , BEELRE
RERE  TIRFHBRIEREBIRMBETES  REEKEMBTHEET —ERERNIRF.

8. R EMEMNIRS , ©& AWS CodePipeline £ AFT BEIRFHEY , ZIRFEEITUHIT
(T—ME. 28 ) IRFEFTHEEK,

9. UAEMEME (MEFE) IRFNIRFATEE.
10X I A BUB A E SNS R , LA LAREPHEEGRE.

o

£ AR RERBR SR EWR F i Z 2R B BRT

MREBEMERE 2RIREBE]. 3 Terraform B4 , EXBIISEEE AFTIREFHEIERED,
Flan | BUREEERTEER] , LR AFT EYNAERFEHTESABNEENBER | flnLeE%E
mMBEEEENESEHMBE B EIRE, EEREFHERERITSESRAMERFLEE 2
BIRBSIKIRE BETFRER.
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® Note

AREFFTRKY AFT ZhEEE AR 7 f## AWS Step Functions ZhEERERERE, HE , RMERE
EWRF BRI R ES KBRS,

AFT IR F M2 LB SFIEEZEM AWS Step Functions iREEHESS  LIBHEEHEET. B2 AWS
Step Functions XX ff , #—% TR A8EMY ARREMERE S

J’)\TE .U:= Eﬂggéo

- BBEMFES AWS Lambda BEHE(

« AWS ECS = AWS Fargate 1£% , £/ Docker 8%

- FEHABEFTI/EEM AWS Step Functions 5B , 5EE M AWS S AZZE
« Amazon SNS = SQS ®4&

MR KRESZ AWS Step Functions AREEHEES | AIRKRSEBEIRE, BEEEBY AFTIREMHEBERRE
BES | FRIERE PVETENEYN AFT IRFMEBFREHES, BB 2H , BRELC I LRMKE
#,

ELEANWEST BN AWS Control Tower , T BT AFT IPEJE HETH£ETE % AP| B EREARHT
B, Rz ,AFT EEAEEGELBITREAMERFN— , WHEMBIEREHHIT, BHE
ERE) AFT IREMHERER 2R , EABRIEHMRE *%%Emﬁ'ﬂ;L&b BET , MU T REHFHR,

B TR B ER Y SRR A

TEIPEM AFT, WFE AFT PEMNFMHERATZEAR Terraform (AFT) B AWS Control Tower i
FIE , #F28 .

« EENREPRERFItELET AFT IRFMERFT. MEFMER  F2EAERIE,

BIIGHY AFT IR FE 2 BT IRREMER
SRR ESREHRER

B &iflcustomizations.asl. jsonfRREEMERER. LEHIELAREAFTIRFHAEBITMRE
WEFEgitER TR , MABEELS TP, 528 AWS Step Functions FiZ A S35/ , #—% 7 iR
REHMETR,
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SB2 . AEYEM Terraform #HEE

EEEBITEAREMBERNERItREEEREZS . tFRIERN Terraform EBR, Hlin , MREE
BHEREMEEEEE PN Lambda KB , FEEMHBENEEFTEZE lambda. tf R, FHEXS
EBITHREMEN IAM AENEFA,

ECRHBENBAR , AFT EEE B BAREHNIREMSS | WK ENEFTHER AFT IRFMHERE
PRV —EB o

EFRE AFT iRF 2R BMNBE]T

AFT SE¥E18 AFT EERENSERFHTIRFHAREBNBIIIR, EREMBBIRFHES
8], BAILMERTIImES Rz — -

1. HIRFBERBEFEPHRAIRFETEARE,

2. 5 AFT fEETIRF .

iy al=H|
AFT A AEEMERIRS ch R BB D BET/LAE, 7 AFT BEIRS T, AFT ASMEIRSRHE—EEE, &

ALEE S EMERE, —ERFRERIREFEEBTT. BUL#HIT Python IS5, Bash
AU Terraform A58 | LA LAEIRF BETPEERH EE AWS CLI E8),

B
HEEZENiItRTFERPEERI <R , EREFREEETNREEFE , SIRFHRIRFEFTNETE ,

RF B FREREMEH AFT EEBED XK. EEEHBRIRF , F2R EMMUAB.
£EEF] (ER)

BRLLREREEETERE AFT MERNFAAIRFE. Sl MREFEZVEE IAM B , HESE
WRFPERE BRTIRGIR , B AFT E@F N2 BT EERTREBBIATIRAE,

WRFEEE] (EA)

HZBFERIRF RS , BEAM AFT MEIRFTE , B URA AFT EBHIRF BRI 820 RE
FEIRFRENERE, fli , RIERERFITRFEEFIEERRAKRE.

EHPPSFIts
BRI BETIRS 28, §

i

HEE O e 2B L SRR
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- TEEBWN AFT, MEMMIPLBENENR , 528 HEMAEERR Terraform B AWS Control
Tower 1RFE T %o

- AREAJItNFHERE , ARGREFHNEHEFTNRF BT, NBFREALERTSR  F2H
FREER 3 EASEREE.

EA+£EAS]
EEZERSHAR  BLABREENREBHEAZLRENRETE,

- MREHBFTHEERA Python BRXHIETHNEN | B ELERKERITFER api_helpers/
python ERI KT,

- MREHBFTHEELRA Bash BEHHBER |, B ELERRERFEN api_helpers ERIR T,

- MREHEHITHEREERA Terraform B , FREPIRERFEF terraform ERIEK T,

- MERYHTHERBHNFEEF , F2H2E B5] README %,

® Note
T AFT EBH AFT IRFHERBREZE , EEBHEASHET.

ERRFBE]

ALK BEERNRGERECSESRENFREE , UERIKRF B, (RFBFISHE AFT EE8N2EA
AR REBER, SHALUERFAIIREETRLSEENRK , AhaSTENKRF BT, HR
REBENSERS BT , FEATIIZE,

ERKRF BT
1. B BRFEFTEYERR

ERBREBNREES | 45 AFT 2HAACCOUNT_TEMPLATEE R RERBIFE R K, FHER KM
Z¥FEEaccount_customizations_namefBERFEFERPIEMEMN .

2. RHERFEZELENITERS BITERR

ETSURBEREN R | ST S EANIES BITRRK,
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- MREMHBFTHRERA Python EXFETHNER , B EMARERTEFHN
#account_customizations_name#/api_helpers/python ERR T,

- MREHVBFTEER Bash ETHENENX , B TCPAREREESRHN
#account_customizations_name#/api_helpers XX T,

- WMREWBITHEREEKA Terraform &K , BREMBEREFERH

#account_customizations_name#/terraform ERIR T,

WMERT BFTARRWEFMER B2 RIRF B5] README £%,
3. BEZRARFHERERTMIEZFaccount_customizations_nameZ &

AFT IRERERERSESH ASE account_customizations_name., BAZRIES BETHNEBM
BB EHE.

(® Note
BAINARBEPNIRFRERZEIRFFR, ELEEEATEHBLUNIRSE BT , FEIRF
ERAFEHaccount_customizations_nameBI ASBIRIEEIIRFE B, MEFMENR , 5B
ZRRERXZERFFR.

EXUA BT

AFT R AFT EEFEFRURABTEENSE. EGMEHMNBITLSR  IBERANETR | It
FERFERH. EREFUM B, AFT ERMBEFTEE , S AFT fEIRFETEE, event-source-
basedEF WA AREHK BT EAZMAIRS, FBEIRF. RIBH OU MIRF , IRFFRENNIK
E.

ERRESESE, B AFT MRS EFUAST.
SR BBERRET LIRS BT gitHEE

BAILEREEMSEHMRS 5], YRSERERqitRFE, L, TEREEMAER. BFIEEL
AHBEARFEAR , WETRMELSRAR,

HER 2 : BiE) AWS Step Function B{TAEFHW A BT

AFT RE7E AFT EEBRF M aft-invoke-customizations# AWS Step Function, B
BENRA AFT BZNIRFEHNAABIIEE.
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LT 2EALUEN UG ABEE aft-invoke-customizations AWS Step Function B E #4418
IR (JSON #= ) 6l

{
"include": [
{
"type": "all"
.
{
"type": "ous",
"target_value": [ "oul","ou2"]
.
{
"type": "tags",
"target_value": [ {"keyl": "valuel"}, {"key2": "value2"}]
.
{
"type": "accounts",
"target_value": [ "accl_ID","acc2_ID"]
}
1,
"exclude": [
{
"type": "ous",
"target_value": [ "oul", "ou2"]
},
{

Iltypell: Iltagsll’
"target_value": [ {"keyl": "valuel"}, {"key2": "value2"}]

},
{

"type": "accounts",

"target_value": [ "accl_ID","acc2_ID"]
}

A EHEBERERETEREREE S EENUARF PP HRNIRS, S BUREBEN
(OU), IRFZRBEMIRS ID EITEE, MRERERETMEHRFEFLTEHRER "type":"all" , Al
SENWAME AFT HEIRFH BT,
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® Note

IR IEH AWS Control Tower Account Factory for Terraform (AFT) MRZA<%A 1.6.5 HEH
FRA | AT AR EE % SHE AR OUsOU Name (ou-id-1234), MEFMEN , FSHE
GitHub YR 5|ERE,

ERIEEEHSE 2% , Step Functions BT AHENBE]. AFT —XHEZTUUA 5 @EET
IHH, Step Functions &% M EE , BEXFSSEHRENMBIRFBENA L.

S ER 3 : BE¥® AWS Step Function it 3 BE H #1179 AWS CodePipeline

- E4M Step Function B2 &4 Step Function B A S 4 HFEHIIRS IDs,
- BEFTHERAETETH AWS CodePipeline , HEIRF ID YEMN BEFTEE,

£/ AFT 1R F BRI RIEHEEITHERD B

ER AWS Lambda HWIRF BRI THERESRHISBRIRFMBEETFER IDsAF. AFT AIZEEEA
Amazon CloudWatch Logs JEHMEFISE B BT R , HERREM CloudWatch Logs Insights &7
BRI LAERELERRMKEEIRFRNBEFTER ID EHEEBFTFARMEN CloudWatch Logs, R4
& , F28 (Amazon CloudWatch Logs A& 1EE) FHEA Amazon CloudWatch Logs 2 #TH
&% Amazon CloudWatch

ERABAR AFT B CloudWatch Logs Insights

1. B https://console.aws.amazon.com/cloudwatch/ BBX CloudWatch £ &,
REBHED , BEFEAF  ARBEBFEE,

BELEH,

HEEHEMRT , BEEARN Terraform MIRF T , ARENTIEP —EEH :

> w0 D

- {KIRF ID WWBETBFE

@® Note
ERRAHE "YOUR-ACCOUNT-ID" X BER B EWRFE 1D,

I =HI 313


https://github.com/aws-ia/terraform-aws-control_tower_account_factory/issues/280
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
https://console.aws.amazon.com/cloudwatch/
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fields @timestamp, log_message.account_id as target_account_id,
log_message.customization_request_id as customization_request_id,
log_message.detail as detail, @logStream

| sort @timestamp desc

| filter log_message.account_id == "YOUR-ACCOUNT-ID" and emessage like /
customization_request_id/

R A=HE SR I=HEES

(@ Note
B AIEABETER ID BUX "YOUR-CUSTOMIZATION-REQUEST-ID", & AILATE
AFT tRF 24248 AWS Step Functions iREEHEEREY B HH R R B BETFAR ID. T AFT
IREMEBEBHNEMEN K B2BEAFTIRFHEEE

fields @timestamp, log_message.account_id as target_account_id,
log_message.customization_request_id as customization_request_id,
log_message.detail as detail, @logStream

| sort @timestamp desc

| filter log_message.customization_request_id == "YOUR-CUSTOMIZATION-REQUEST-ID"

5. EMEMH<R K FHLZENKEBRE  ARREHNTES.

AFT RRBRENBRAZFNERL R

AFT AWS CodeCommit AR RN IBRAZFIRME (VCS) , A AFFHAM CodeConnections fF& &
EBERIRBERE,

MRIERE—IRERE AFT , MEARBBRABMN CodeCommit EfFE , AlLEIEEINE VCS HIER , 1
# AFT B & SO R IR R — 2B 0o

AFT ZETHIFRREAFEFHBERLR

GitHub

GitHub Enterprise Server
BitBucket
GitLab
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https://docs.aws.amazon.com/controltower/latest/userguide/aft-provisioning-framework.html
https://docs.aws.amazon.com//dtconsole/latest/userguide/supported-versions-connections.html
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- GitLab BEREE

® Note

WMREAH $EE AWS CodeCommit & VCS , BIFEEHMP R, AFT BEENREPERTE
REBEULENItRATE, T8 , ZALUEEEESR CodeCommit WTFERBEFEERE , XU
REEWEBEE,

£ AFT SREBRRRBEABMAZESRE ( BFT VCS)
BEAEH AFT MEREBRNRBENBRKZFRE , FHERATILR,
FBRN  EXENFE=IRAEFRE (VCS) FEMgitEEE.

MREREHA AWS CodeCommit , BIAETE AFT XIEME=5 VCS REHEFRREHATIIEBRE
ﬁgltﬁ%ﬁjﬁo

« AFT IRFFER. ATAMNEARREZENE . F AFT IRFFERNFMER , FSE £F AFT fEFIR
Eo

. AFT EEHRET. TRNEAERE . IF AFT BFHRETHHEET  B88 BULY
AFT DR S 452 B ST B ES,

. AFT £HEFT. AANEAERE . 0% AFT SHATHREER  BOH BEAT,
. AFTIEF T, AANEAERE . W% AFTIEFSITHREER B0 BE A,

HER2 BT AFT BEFER VCS B2 ¥

FETI@MASE , X8l VCS REERTER AFT BBV —8 2.

« vcs_provider : S1REREHR AWS CodeCommit , "gitlab" BB BENFER R VCS Rt EE

EA "bitbucket", "githubenterprise"., "github"=
- github_enterprise_url : PR GitHub Enterprise &F , #8#8E GitHub URL,

« account_request_repo_name : ¥/ AWS CodeCommit fEF& , WL{EEREA aft-account-
request, £ AFT XEMNE=FH VCS RUEFRED , t AERRFTEEBEN LB AE, HRY
BitBucket, Github, GitHub Enterprise. GitLab ] GitLab BERER , EEZBHNEASLER
[O0rgl/[Repo]o
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https://github.com/aws-ia/terraform-aws-control_tower_account_factory/tree/main/sources/aft-customizations-repos/aft-account-request
https://github.com/aws-ia/terraform-aws-control_tower_account_factory/tree/main/sources/aft-customizations-repos/aft-account-provisioning-customizations
https://github.com/aws-ia/terraform-aws-control_tower_account_factory/tree/main/sources/aft-customizations-repos/aft-global-customizations
https://github.com/aws-ia/terraform-aws-control_tower_account_factory/tree/main/sources/aft-customizations-repos/aft-account-customizations
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- account_customizations_repo_name : ¥/ AWS CodeCommit & , WWERES aft-
account-customizations. £ AFT XEHNE =5 VCS RUERIRF , EARBTEBBERMILL
A, ¥R BitBucket, Github, GitHub Enterprise, GitLab #l GitLab BERER , EEREN
A MER [0rg]l/[Repo],

« account_provisioning_customizations_repo_name : ¥/ AWS CodeCommit fEf & , WWERES
aft-account-provisioning-customizations. £ AFT X&EMNE =7 VCS #HEREF |
FERBETFERBEMLEAE, B BitBucket, Github, GitHub Enterprise. GitLab 1 GitLab H
REE K REESBHNKEXSER [0rg]l/[Repo]l,

- global_customizations_repo_name : ¥4 AWS CodeCommit £ & , WL{EREA aft-global-
customizations. £ AFT XEME =4 VCS RMEREF , FARTERBEHNLBAE, ¥
A BitBucket, Github, GitHub Enterprise, GitLab 1 GitLab BERERE , EERBNEASLER
[0rg]/[Repo].

« account_request_repo_branch : 2" Xmainf8i& A , BEEUUEE,

BIBETEER , RESHEgitHEEmainD X AFT iR, BUAFERENANBASHEE S, XBBE
MEWMASBMEMENR , 528 AFT Terraform #E4E K README &%,

® HMREAE AWS CodeCommit & F
MREFEH AFT WHFH B BRI CodeCommit EAFE , BAIEBERELWMASENERE
MREEER

SEE3: TRE=S VCS RIEEM AWS CodeCommit JEAR

EENIBBEHITR , AFT SEIUFMEMN AWS CodeCommit fE1ZE , REBBIBIENFE =4 VCS B
FHEI AWS CodeCommit BfE, MRREE , BN AFEEAAFT BEEBIIRFNEES |, LEREE
B CodeCommit iE#R, WFEAWS CodeCommit 5T CodeCommit IEBARHVE—F 57 | FSR X,

CodeCommit

# AFT & AWS CodeCommit BE % — 1@ VCS LR

A EFRE A& AWS Control Tower Account Factory for Terraform (AFT) # AWS CodeCommit %
IRA R E RFE (VCS) BE S —1E VCS HERM S,

SR 1. EERER VCS FREMNREFE,
SR 2 PRELREFEMEAFTNERiIt,
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https://github.com/aws-ia/terraform-aws-control_tower_account_factory/blob/main/README.md#inputs
https://docs.aws.amazon.com//dtconsole/latest/userguide/connections-update.html
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SER 3. #iTgit pushZEHHY VCS R E,

@ Note

BRI NIRRT EEBIER in AWS CodeCommit #H[E., BEZEESMER AFT HITAAERERNRBN
ﬁij o

R ERE

« aft-account-request
« aft-account-customizations
« aft-global-customizations

» aft-account-provisioning-customizations

HER 4. EEW AWS Control Tower EIEIRF A |, BE# Terraform 258 ( 518 ) LUIE@ER VCS &
, TSI -

&4 : GitLab ¥ & Terraform OSS

— #1T terraform planATHEEE , RE T terraform apply.
SE 5. TRLSBLLTTR CodeConnection ( 5%t 7IF#E4A CodeStar) HIERTE :

1. BAEH AFT EEIRSF

2. JENW TR E VCS IR pending AWS CodeConnections , J1E #H#5 EEAFEH AWS X
& [https://us-east-1.console.aws.amazon.com/codesuite/settings/
connections] Pk,

3. 8% . fBRIR

® Note

IREEESREEFTNRIE , BEFWA aft-invoke-customizations Step Functions &
Ik, HFRAAMMEAABRN—HoHERT —RBFTHAAN —3B2 R

WMEFEES , F2EWIPER . @4 AWS CodeCommit fEFEERE R —@ Git LFERS,
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https://github.com/aws-ia/terraform-aws-control_tower_account_factory/blob/main/examples/gitlab%2Btf_oss/main.tf
https://docs.aws.amazon.com/dtconsole/latest/userguide/connections-update.html
https://docs.aws.amazon.com//controltower/latest/userguide/aft-post-deployment.html
https://aws.amazon.com/blogs/devops/how-to-migrate-your-aws-codecommit-repository-to-another-git-provider
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BERMRE

AWS AESEEEBRAMN AFT FHERMRE, ERNERREZEREN  RAEBRATIZEHERER
%o

« B AWS Control Tower 2 ERREBIRE H &, WEFMER , 5 ZSBAWS Control Tower F
HERRE,

- REBTE AFT BERELER Terraform AREEFHRE, WMFFHMEF , FSBBEEAM Terraform (AFT)
#) AWS Control Tower 1RFE T &

- BREBELZABNZSER K CHRBRBBERE, WENEHH BIE Terraform F£F. gitFHE,

BRI

AFT 23 A AWS Key Management Service €& FREMNZR M Amazon S3 fE1ZETE. Amazon
SNS . Amazon SQS 75I# Amazon DynamoDB E¥lE, AFT B KMS £8ERERAE
FEgiR, WMREIRIE Terraform B Terraform Cloud = Terraform Enterprise 24 , AFT € @& AWS
Systems Manager SecureString 28R EFHBURH Terraform F&HE,

AFT E AR TIRBVERTS , T IRFE R AWS BRIETERR AR ENE, MEFMEN K F2ERSE AFT T
# AWS BRI AWS B304 | I TS ERBEENERREEL.,

B

RIRFARR , AFT R38 AP AR o ¢ AR 75 6 A S8 - i3 AWS RIBRTS. MFEFHMAER , F2ESE AFT
T AWS FR#E AWS B934 | 36 T RS ERERENENREER,

¥ Terraform Cloud =% Terraform Enterprise %4 , AFT €04 HTTPS i 2 API R7FEURHY
Terraform #H#. MREEE AWS CodeStar ERZERE =7 VCS 12L& , AFT I HTTPS iR
2 API RFEUERY VCS BRIt E BB,

1 AFT BERIRF

AEERBUWMAE AFT BERIRE , Bt AFT EEZELLEBBMEHIRS,

/A Important
it AFT EEBRIRF RBEEERYN , Jre@ERREEKX.
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https://aws.amazon.com//compliance/shared-responsibility-model/

AWS Control Tower EREER

ECREBMCAAREREANIRE., REBEARNIRSE  SIRFRE—ERABRES —@EARE &
A LATE AFT RBERIRF o

® Note

% AFT BERIRE TEAMER AWS Control Tower tREF = AWS 1RE ., E&1%E AFT BERIEF
BF , AWS Control Tower N2 EBEXZIRE ., & ZMBER AWS Control Tower 1RF = AWS IRF |
HEZETIRE

{AWS Control Tower (FF&E1ERE) PHEUEEEIRFE,
- AWS Billing  fEA&ERE) FHEEIRS,

& AFT EEBIRIRS
THRRFRBMALE AFT BERIRF.
1. RFEFIRFFERNREFLItEBRIRF
EEEBIRFERNREFgitESD , MBREER AFT PRERZIEFH REFER.

B RIRFERFEEEBRIREERE  AFT SRIBRETEEMREFEER ., MEFHMEER ,
52 GitHub £ AFT B9 1.8.0 i A<fEst,

2. Bk Terraform T/EE ( EBAM Terraform Cloud 1 Terraform Enterprise & F )

MBRBER AFT FBERZIRF NS BT MIRE BE] TEE.
3. % Amazon S3 % MIER Terraform ARAE

£ AFT EEIRF S | MIBREER AFT R BKRZIRFH Amazon S3 fEFEIFRANWFTEHEBEER
R,
® Tip

ETHEFIS | & BR012345678901 5 AFT EIERFE ID 5518,

&i5] : Terraform OSS
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https://docs.aws.amazon.com/controltower/latest/userguide/unmanage-account.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/close-account.html
https://github.com/aws-ia/terraform-aws-control_tower_account_factory/releases/tag/1.8.0
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ERAEER

B I8 12 Terraform OSS B | 887 aft-backend-012345678901-primary-regionfl
Amazon S3 fEZEFEAREISMEIREMN aft-backend-012345678901-secondary-region
3EER®K, Amazon SIELERIKEIRS BFIME, BIIEERENLE BFTREMEER

g6l : Terraform Cloud 3§ Terraform Enterprise

E 1892 1F Terraform Cloud =% Terraform Enterprise & , #8&7E aft-backend-012345678901 -
primary-region#l Amazon S3 aft-backend-012345678901-secondary-region f#FEF

EPHRIBERFNER R, ELERRERTEEREMEE,

BRIEER

BIRFEER , Account Factory for Terraform (AFT) EIXERREEEZE AWS, BFIFEALLERRT#
EFMAIER AFT , MERERRSRNBENIIEE, ERLE AFT HEHBE/ESH , LERERT

BERME. BAKRER , S THIEREEE AWS :

o ERAR : AFT S EM DR

RRAS : AFT B9 RRZR

S —E B (UUID) : S8 AFT 2B FEHEEE 4 A9 It — SR BI&F
AR  ERBEREER

EH . BEFERE AFT AR B

AWS BERIRENER, BERRES AWS BIAEBERAFIR,

(@ Note
1.6.0 ZBIHY AFT lRAT &R HEHEER. AWS

EREBREHEREE

- aft_metrics_reporting false #§ Terraform B ARREERFPNEABRES
™, RBREWIE AFT, NMRERPMEERE , AlbEtruefERA

MREEREH) |, BB MR FRPIEERENWER ID MEEHEX.

, SN g5 FRr
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https://aws.amazon.com/privacy/
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module "control_tower_account_factory" {
source = "aws-ia/control_tower_account_factory/aws"

# Required Vars

ct_management_account_id = TXXXXXXXXXXX"

log_archive_account_id = UXXXXXXXXXXX"

audit_account_id = XXXXXXXXXXX"

aft_management_account_id = UXXXXXXXXXXX"

ct_home_region = "XX=-XXXX-X"

tf_backend_secondary_region = "xx-xxxx-x"

# Optional Vars

aft_metrics_reporting = false # to opt out, set this value to false

}

Account Factory for Terraform (AFT) 5 & HEfR 15D

ZS 8 7] 173 Bh 48 61 ¥ 55 F8 Account Factory for Terraform (AFT) BE Al AEIBZIM F R REABEE TR B,

ES-]

— X B E

B2k 5 32 /51 AR BE Y S B

B B RT3 A A BE AV A 7R

BWRF BE] THERZAEBIR B

— X fE &
BB AWS EIRE

MRE A FEEE L EBIE AWS ERECEE , FFBi4% AWS Support. Account Factory £/ AWS
fR#% 828 & AWS CodeBuild AWS Organizations#l £ /R B8 AWS Systems Manager. 35
&, FBRTIRE

« CodeBuild fEA &SR+ Y BE=E AWS CodeBuild ? .
+ ( Organizations £ &EEME) P E=E AWS Organizations ? ,
- Systems Manager £ E BB (T EE AWS Systems Manager ? ,

« Account Factory #9if8 B 2~
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https://aws.amazon.com/premiumsupport/
https://docs.aws.amazon.com/codebuild/latest/userguide/welcome.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_introduction.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/what-is-systems-manager.html
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MREEEIEE , BRABERER , FRESHEERIMRMN Account Factory, MEFMEN , B
B FE# Account Factory MRS,

- B2¥ Account Factory RIATER BT AME E

Account Factory 2FBRRIBEEZR, AWS Control Tower X Account Factory & 0. MR
&% Account Factory V/b\&ﬁﬁ%l_ﬁzli%ﬁﬁ AWS Control Tower R &858 1 X BEH Account
Factory &,

« Account Factory a1~ 2

Account Factory 3 IAM BENBEREENERFHBENBE]. IREBEELACRK
%€ , Account Factory BEFJRERZHTISEEE, WEFMEF , FBREALEAE,

- IRF@EEFEEREREA

HEMERF 28, FELERTERIE,
- FHEE OU BAREAFHH

® Note

AWS Control Tower 2 BE{ERIIER, MEMRRRERMNEN , B2EEAFHER AWS
Control Tower R {R3H,

FHEFHEMEN OVU) B, TE2EAERE. ELEA Account Factory HEHEEEI M E TR,
RBRIRFFERE | Terraform BEHERE Amazon DynamoDB HE , MAREERF, #F1EE
% , BEREBATHIF , AWS Control Tower 87175+ 1%EiB Service Catalog ( BEEIRFFFME
Wik ) BRETCH. NREFHEE OU , AIF2EANZRH , RAREERKRESE,

2R 5 32 /5 AR BA Y R =2
- IRFFEXR (ETBMfHi/E8 ) BFE

HEEEESEMEIENIES KB Service Catalog Emil
PEConditionalCheckFailedException,

BRI BT T EH S —HIRE R EERNENFRER
- WEAEH Terraform = CloudWatch Logs B 5&8##H,
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https://docs.aws.amazon.com/controltower/latest/userguide/update-aft-version.html
https://docs.aws.amazon.com/controltower/latest/userguide/aft-required-roles.html
https://docs.aws.amazon.com/controltower/latest/userguide/aft-post-deployment.html
https://docs.aws.amazon.com/controltower/latest/userguide/drift.html#resolving-drift
https://docs.aws.amazon.com/controltower/latest/userguide/drift.html#resolving-drift
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- BR8EIXE] Amazon SNS xR FykBaft-failure-notifications,
. BT ERRH RS A

RIEELNIRFFEREBAHNGEERHLR, MFLHM

control_tower_account_factory,

- i@ AWS Organizations & R fi &8

nl‘.H.

28 GitHub £# terraform-aws-

EREEHIRFFERTHBIB AWS Organizations ERELEE. WFEHMENR , FS2H AWS
Organizations B9 EL &8

RS HER YV S
« &MA Account Factory K9 B 2R 5

BEBIBERTEBENFERFEH S MA Account Factory, MEHMEA , FSHREHREIRFE,
- BiIIFEREENIIRFZEERN DynamoDB E#l%k Faft-request-metadata , EFFEERIRFEES

fEIEER

BT THEP—BRERKBRCENBETHABER , LUHERRIERIRE :

 1£ DynamoDB E#l%k Faft-request-metadata , MBRSZEFBMNRBIRFBERBEEFIRSE
WIEE,

- TEA T2, FRER,
- REEWRFFTIE/H OU,
- REZHEERS,
« ¥ Terraform Cloud E R ERHNFZH

AEESREREERN TR, Terraform Cloud EXEUNERAERNER , TXEUEBAERE
B
- EEERVUIRFEFIEEZEMNRE ; BEBFTRF

EFIRFHERFBEETNIRFRE. BELETEE  fINEEIRFHNERER , IEEETHF
£ , Account Factory "2 EREHELEEBHNRKE,
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https://github.com/aws-ia/terraform-aws-control_tower_account_factory/tree/main/sources/aft-customizations-repos/aft-account-request/examples
https://github.com/aws-ia/terraform-aws-control_tower_account_factory/tree/main/sources/aft-customizations-repos/aft-account-request/examples
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_reference_limits.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_reference_limits.html
https://docs.aws.amazon.com/controltower/latest/userguide/aft-update-account.html
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Bk 5 BF] TR REAEEERY B

MRIGBR RS BT TERRBEABNMEE  FRELN AFT RAR 1.8.0 HESKE , MAEHR
DynamoDB 553K & ¥ &Ml kR ik = HH B Rl E R OV PR B 81T Bl B

W AFT 1.8.0 ix#IMEEAEFA , 268 GitHub LAY 1.8.0 fR,
MEERUARENEN AFT RANEFR , FBETIRE

. BE AFT iRA
« TET AFT HRA

&t AT LAE A Amazon CloudWatch Logs Insights R EHE TS BERFEMEETER IDsAS |, LB
MBI RUETRES MR, MEFMEEN , FSREEA AFT IRF BRI A REHETHEDE,
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£ AWS Control Tower 54& 8 3t fif 3R fm Bk

i B M AR R mBEZ AWS Control Tower EEIRFEE SN ERBELE. BRFEHEDNBREFS
PEEXR,

ELENEREEEE  ZREESMAAAEEBEN (OUs), IRFNERBHSCBRFVRGIEBHAITH
EERA, ERNEHNEBKEEAERESR  TREXRLEUSARENEE, FEEFRER
A BEARATHERKEEMEFEHAMAERZ.

REEERI TR B R H E RS ENEREHNNER , U RRH.

150 e Bt

AWS Control Tower 8 BEIMERIE®E ., EEERREE , BAWSControlTowerAdmin A EERET
R EEEIRF , SAE AWS Control Tower AJ A%} #4THERE API 0L AWS Organizations. iS4 API
MY B R A AWS CloudTrail B4,

RERFHNFEHEERERZIRS PEMEN Amazon Simple Notification Service (Amazon SNS) & Al
h, SEMERSFHBNBEGIRESEZAHE Amazon SNS EEM Lambda HE,

(® Note
ERREFRARFH B BEEMIIEER | B SNS BAEEEA.

¥R BM AWS Security Hub CSPM BRI§ 2 ERER 12 H|E : AWS Control Tower , REESRRE
AWS Control Tower £ EHNIIRFFMRFFMEFAETE L , LAIRFEB Amazon SNS BHE R,

RERFEES (REBHREEK , MEX) UFIRISERFH SNS REEH., Hi0 , aws-
controltower-AggregateSecurityNotificationsSNS FE SR {mEHEH ., AWS Control
Tower TR ASERERBMROEEIRFERESET . NERBERFBEAN SNS TEMFMENR , B
SRRBEE B A,

{m BB A1 BR B4R

MREE—#HERZIBEHEEENREE , AWS Control Tower R & ¢ #) A REEE/TEBE X SNS
B, R AWS Control Tower ERIZIINZRHTEECEE  REEELHPEREMZEZER
B, TEEES—EEX,
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g5l . SCP mERVEE L RN T

- MREZXIEXHEENZE SCP , BEEFE —IXIERFREEH,
- MRBARE SCP , AR EERRE , ARBENR , BRI MEEA.

R R B

- IRF1E OUs EBE (F2R MAEENEARRMN BUHZEHE R EEREE)
- IRFEREBPBIR

(® Note

BEEEIRER—E OU BEZE —{E OU B , TEBERER OU MiZHFIE, MEKRER M OU
FROAEAFHN AR , B

AR ESRIREBER , MANEFEERATE. ERFEFE OUs i, —ZXEFHE
B {EF SCPs M AWS Config 18 BI B /ERY 14118,

R ffm B9 8 451

- SCP EE#H
- SCP 1t OU 7' &

MEFBET  F2REERENEE,

AR fm

B LUER EE AT APIs RIRIRS M OUs W mEEIREE | IWEBIIRF N OU MR TEL.
mEtREEtL G B SNS FAEEH. MFEEBUEL SNS ASMFMEN , F2B5TE SNS FEMMEIE
g

FEEFEAPRE OU MikFREHIRE  FEESEBER  ARENEEMEOUs HIRF.

EELUREARET AR OUs MIRF W REEARRE |, A ListEnabledBaselines API RR B /X
AEENRE, BEEMFH ListEnabledBaselines API ARSI A XBBEBIREAAREE | B
A includeChildreniffZE, B LKELMEHTENRE K Y REFEELETEMNIRFF OUs,
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® Note
AWS Control Tower =B EREHEERETREEEEMIBIHEN,

B R {m B

HAEARETHN , EFARENTBLEZEBTEASNFER APIsFEHITR. (BRIFEXEEERT ,
EABBNKRFSMA BB, )

Flgn | BATLAEBM A ResetEnabledControl APl , AR ERET A R R HIEN BERREE

EEMROU WHREERR B LfE TREFPBEEHIMOU, MEARHEHRE—IRS
B, BAUE FRAPEEENRS. EEMFA APIs fRREXEmEH , @ LE OU Emeny
ResetEnabledBaseline API,

S

- FEHAVFRHUTLUESEEZEESREERRR. BUUEREAERPREBEERIRE , UBRELE
B Rk,

- WREH OU RF AR 1000 @ , BRI AEEMEES OU FFMEAEE LIZBIMEMNEM OU , LUAF
RIRF TRERMAERS P RBES SCP fmEt,

- BAILUEBEFERRSRBRIRFRMECBIDHHNERSE |, fln . MEFHEF , FSEE 2
BREHIRSE.

o HRAEREIE | B LUEBMW ResetEnabledControl APl FREFRFFZ RN REE

« OUs Mtk FHEE(RBE ] LUEBM I ResetEnabledBaseline API, 7E AWS Control Tower £
BETEREZEHEM OU REHFIRF RMAR,

- EEMAIRFE OUs 2 EBBRZBENEARR , EUUMABBEMME. MABEBEM
iF , AWS Control Tower & B B1{$ B A mEE , FEREEEERNEHEREENE OUERE
BEWIRF, @A E THEANBEEEREEE LA E8EM , XY RemediationType &
B EAEARBMA UpdateLandingZone APl, MNEFMEN , F2RAEHEHTMRBEEIGE
RS

A BERBUTEIREREEESRANRHRS , AMETRAZ TN,

s MRBERANRRHINEEERGMRA K BEHEEER  ARZERRE  RENESEEGE
BEERAFEN AWS Control Tower (248, B FEEBRAMREFTE,
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« MREFREHMAE , AIBRREEH. ERESCHRESZHMOEERIRE, EBEHE
LR AR

Rt MBURIFERZ &

AWS Control Tower @8 XIRH BN ZE SCPs, RCPs MIEGEBUR , R HENRGED EEE
A, BlKRER, ATHEEEERTHESHITHRE , AWS Control Tower EEFAEEREFFN AR
AWS Organizations X &R &ML ,

MR AWS Control Tower FHZBE RS , ZEFWEEH., AWS Control Tower BERHEBERZE
E—EEH R ENEEEFSERERREARE  RIFRIFHRHER , FRAETFTSWEHM
B,

AWS Organizations ERFIMF I EZE APIsHER, HRFINSHRIZE (TPS) kT, BA TPS R
#, BRRED APl :FRZE, & AWS Control Tower iEBFEIY RIEZEM SCPs., RCPs ME&EBEKR
AWS Organizations , AWS Control Tower 2 ) API FEIY &5t ARH TPS BR# , A AWS Control
Tower 1 EIEIRFS RAEITIEI,

EBLPEERT , BEREEBE=ZFMRAARIECRENWERI ST , EETIWUHERE APIs K
ERATLOER PR E, Hlgn , AR EH AWS Control Tower FEE— R (1 ¥R ) FFAUERE AWS
Organizations APls , &R TPS Rl , IS FERETW, LREHR K ELFIUSEEHER , flu
Rate exceeded,

WERBIB API FER=E

* 302 AWS Control Tower EZZIRF WX FNAE , RMASGETERENHIT , YEHREEAT.

« MREHTHERFEIRHELZ IR  FRUEREWEEIN THEERPHBREER , BURRITE
BHEHNRELFR. KBERAHIFTEIR.

B H SCP #FHEaE=

1. HWEEUZSRE/ER+OUSs,

2. HASECSEME OU , #EELE AWS Control Tower B H#EEZZE OU WFTHE SCPs, 2% SCPs
BEL FHEME R fFfaws-guardrails,

3. HRE OU LRAMNEEREMEEGE , BEEFHENBRMREAXEZEEFER OU BXE SCPs
Fo
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OU mJgeE —=H ZEZE SCPs.

BV HEVFRH Rk

RIFEEEBETUBRASHENN R, XAV REEEHNREE  SIEMBER AWS Control
Tower ZEEEIEFIENEMBEN, UTRE—LEUEEAERGN T ERBE G

- FB7MBRZ S OU : £ AWS Control Tower R EEEEFHE , TEMBREASZAZSHNERBE
I, MREMBRET , CEEINEBALS  BEREUNERZERE, EERTRZH , BEELE
AWS Control Tower FEEEME BN,

- FORBRMLERS  EEREATEAET IAM AEHREE | AWS Control Tower /&

#$E AWS Identity and Access Management (IAM) &, MRELABEBEAREERE
N, Z2FIEEEE , EREEREEREE, ELA®A AWSControlTowerAdmin
AWSControlTowerCloudTrailRole AWSControlTowerStackSetRole,

MEFAELACGHNEMENR , 528 FH AWS Control Tower ZRAFTENFF .

- SEMIBRFTEZESLE OUs : AWS Control Tower ZDEE—EFEINK OU FHEEE , BETHSEYD
& 0U,

- BOBBRILARE  MELEFER AWS Organizations EE A APIs 1R ER OUs BRI ARE |, 4
MR E OU BRECHIES ., BHELRFEEUSASENBEIRFREEEE, EESEILER
WimEt , BUBEEHEEESE,

(® Note
RBHEEYR  FOKELARIRFBHER OU,

ERNMEEEE

AT 2 /A58 AWS Control Tower EREEEFE | #ATHERU VAN R, ELAFRENE
R 1[1E AWS Control Tower T2 AR , BAeEEEHMEE,

MENAFREENRBENGEMENR , 552897 AWS Control Tower A SBEEE R,

AWS Control Tower & LUAARTFNEE

- BFCEM OU B,

EV AR REHER 329


https://docs.aws.amazon.com//controltower/latest/userguide/external-resources.html

AWS Control Tower EREEmR
- BERL OUNEHE,

- BEFEE OUs PREIRFHER.

- &% OU FE#E AWS Control Tower £ ARFH B,

- MIERSEER OU,

- E3EER OU MIEREZXMAVIRSE,

- BZE OU HEEHARFNE FE it

- BECHM OU HEIRFHE FE M,

(@ Note
¥ OUs  EBEIRFEWARREE , LRMAER,

i Bt R R b = 4 32

MRIBHEEEITENREEAREE | AWS Control Tower FHI IR EINBEASE L EE, BEEEN
T, B AEFEB HEFHIKRSE AWS Service Catalog. MEFEREA , 582 B 1E Service Catalog EE & FF
F Account Factory iR F

BAEIR , RECIZEB Service Catalog Bk FETHERE , SINBEERBESHERE , RIFEMIR
Fohaeis L EE,

R m at Y R A
% OUs, SCPs A BIRSRENTH  REWCARRE , tEAEMFH. TE AWS Contro
Tower ERFIH R ERBELNT

- IRFEF OU ZEEmat

- BEEEREE

« 3F SCP #2118 ry 42 %I 15 fm Bt
- EEEMZHIHAEAREE

AT & 851 AWS Control Tower 3R &5 2 b S RBHAVEFEAHE A |, LA R AN R IE L (w3t
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® Note

AWS Control Tower #{F1E 6 LZ4.0+ & FH SNS FREGIXREE A |, I 4B A fw &S A1
BEEEEEIRF FM EventBridge, &ZE&EE W{iEIB EventBridge 13 U fim B & H1 1Y & 51 = 4
MIEE| , 3526 EventBridge B K T HIZEH,

bR OU =& fmik

- EBEHAEIRE

- EBRAEIRE

- FEFTEIMZE SCP &5
« SCP #tX%E OU 7 &

EEEEREE

S-ERSEEREEEAREE , TER EERFRE, ZRESFHRES IAM SEREE  HETS
BIFEEMR OUs MARIRFNVABRREEE,

- MIBREYER OU
- EEAGEENEFR

EREESFRENIEHRELRACRHSE  EMENAGTTARERNE, MRBENRERE  FRESR
TESHE , URNAERAGHN - LER, TACREERCH  ENERESEEEA. 0FAE
RENFAET  F2EEA NEFPNTEMRLEZSCZ Y AR RHEE,

3F SCP 2|18 iy 42 i fm &

AWS Control Tower @& A ERIZEFHIBE (RCP), EFBRMBRREZEZ%E AWS Control
Tower —EB 0 BYIRHITEAY I HI RSB, RCPs AWS Security Hub CSPM

« Security Hub CSPM #2 &l {im &
- PEHIBEmE

E AR 42 5 1H B i A
- RAEEREE
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ENERFHEEEREEAZRX OU WEEHBRRER , AWS Control Tower & & ¥EL OUs M
REEEMANEE (BFRERE ) BEEARRE, NFEENFHRENR  F2REEEL,

- MAEENEARRE

- RUAEE R

ERERE ERANEFMBEEERZER OU WIZHIEREBTRE R , AWS Control Tower & &t ¥iE 4L
OUsHIRF L RA ARy S EsR & EAfREt,
o BRATRGIE AR R

© RWEEE

 AWS Control Tower A& &k B fF A EEIR S H H IR HEY "B AWS CloudTrail , &
Amazon CloudWatch CloudFormation AWS Config, |IAM Identity Center %,

- MBEBEREEFITEHEIR , AWS Control Tower FEER TRERENERFEHREME
By fmak.

EBBHNKERS

® Note

HRAER LZ 4.0+ BIEF , AWS Control Tower 7€ A28 AWSControlTowerBaseline KR
EIRRFEEABEIRFSREEA,

EEERANRHBLERIIRF L , MATE OU. & AWS Control Tower REIRFE . BZIRFH BFHE
bR = % 2 & MEY AWS Control Tower OU BEFEAHM OU B , AJRe B L EE R, EFFZER
T, MREAERETEALIBARFHBEBFMINEE , KRB ERSE, WFEHAERA 6 F2HEEH
BB M RBEBFEMIES.

UTREAZEERES , FEBEANEEH,

{

"Message" : "AWS Control Tower has detected that your member account 'account-
email@amazon.com (012345678909)' has been moved from organizational unit 'Sandbox

ERBHREIRF 332
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(ou-0123-eEXAMPLE)' to 'Security (ou-3210-1EXAMPLE)'. For more information, including
steps to resolve this issue, see 'https://docs.aws.amazon.com/console/controltower/
move-account'",
"ManagementAccountId" : "©12345678912",
"OrganizationId" : "o-123EXAMPLE",
"DriftType" : "ACCOUNT_MOVED_BETWEEN_OUS",
"RemediationStep" : "Re-register this organizational unit (OU), or if the OU has more
than 1000 accounts, you must update the provisioned product in Account Factory.",
"AccountId" : "©12345678909",
"Sourceld" : "©12345678909",
"DestinationId" : "ou-3210-1EXAMPLE"
}

fRR TG R

E OU A EHEKZ 1000 {EMR S H Account Factory IR F 24 It REERF , BRI SUEIB T 515 0 40

LAfgR -

« 7£ AWS Control Tower AP EEEHBEE , BEIRF , AREBELA LANEWRIRS ( ERIK
FRIRAVEE ),

« £ AWS Control Tower AT EEZHABEE , ARBEEMIMIERFH OU ( ZERFH
RPGEIE ) ., WEFMEN , 5528 1E AWS Control Tower 53R 8 B ABBE(

« E# Account Factory PV EEm. WMFEFMEF , FSREA AWS Control Tower BT ZE)
&E,

(@ Note

MREEBEEMRFEER , bF2REEALTEZRERESHRETEN : £AELMH
BANEHIRS.

- EEERENRRBRLEETEAEIR 1000 EIRFH OU R |, WEEENTE ATEEBURR EBBIAVIRF &
B, OT-RME, MEFMES  F2RETENEEES.

- MREBE Account Factory HiIZIRE — £ 1000 EIRF K OU & |, EATLLUEIBE 1 Account
Factory FVMEE M. EF M OU NEH MY B b [E 15 2R RIR F Bk

EiBiB 1000 ERER OU |, % ZE5%EIA AWS Control Tower TR ARMEERYHESEBIN
WREHEITER , UERFER K RAEHRZM OU FEEHITEH., WEFMAEN , BF2EFEH AWS
Control Tower BB EIRE
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- MREBBHRAKRE - EUNEBEREERIAREABBRZI AGHFIRFNRRE, NFEF
WMER , FEEEMENEERSE,

A CEANRLERE

W& BMasterAccountIDEEE A ManagementAccountIDUARFE AWS %8|, BE&HE
EEA. B2022 & , ISCRARVUEBNESHRELEER,

EBRKERF

E X EIIRF RS M AWS Control Tower #EBEMN P BIRE , e L EEHAN R, THIE
B R G R B Lt B R B B Y R B B A

{
"Message" : "AWS Control Tower has detected that the member account 012345678909 has

been removed from organization o-123EXAMPLE. For more information, including steps
to resolve this issue, see 'https://docs.aws.amazon.com/console/controltower/remove-
account'",

"ManagementAccountId" : "012345678912",
"OrganizationId" : "o-123EXAMPLE",
"DriftType" : "ACCOUNT_REMOVED_FROM_ORGANIZATION",
"RemediationStep" : "Add account to Organization and update Account Factory
provisioned product",
"AccountId" : "©12345678909"
}
Resolution

- ERERFPIEIERBERE | B LUEIBTE AWS Control Tower £ A3 Account Factory HE
vk P RERREE, Bl , BRI LA Account Factory BB ESIREFHIEE S —EC M OU,
MEFHMER , FESBEEH AWS Control Tower EFTFBEIRE

- MEREMR OU BRREMIIRSE , BN EEREEETRBREH, FLHREEHFER , BEEELE
A AWS Control Tower =184,

- WMEFRIREF OU RBEMFFEMER , FBFSBUWEETE AWS Control Tower A EPEEE R,
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® Note

£ Service Catalog F , X &IRFH Account Factory 2 Em T EEFMUBKRIRSE., kit
MEBENERRRETA TAINTED MEEFRMEE, FEERR , 55811 Service Catalog , BIZEMHER
Em, REBBRERL,

JERTEIRN X E SCP B

EE#E A AWS Organizations EHIZRHIER SCP , A AWS CLI sE A — 18 AWS SDKsIAFE
RETARNENR , TS REEREANRRE,. UAT2ENREEREHE , FEEBANEH,

{

"Message" : "AWS Control Tower has detected that the managed service control policy
'aws-guardrails-012345 (p-tEXAMPLE)', attached to the registered organizational unit
'Security (ou-0123-1EXAMPLE)', has been modified. For more information, including
steps to resolve this issue, see 'https://docs.aws.amazon.com/console/controltower/

update-scp'",
"ManagementAccountId" : "0©12345678912",
"OrganizationId" : "o-123EXAMPLE",
"DriftType" : "SCP_UPDATED",
"RemediationStep" : "Update Control Tower Setup",
"OrganizationalUnitId" : "ou-0123-1EXAMPLE",
"PolicyId" : "p-tEXAMPLE"
}
Resolution
EEEERNRERELLERS 1000 BIESH OU RIS , BALLEB FHIARMER -

EEZF AWS Control Tower FEAFWHABER , LEHEM OU ( &PEE ), MEFHEEHR ,
52 [ m[ AWS Control Tower SxIR B RIMEEEE 17,

- ENANEREEE (BRIEEHE ), IEFHAER  F2REFTENEEET,

EEEFENFHELETEEGEB 1000 @RS OU HiF | FEBEMEAY SR R ERAERILEE.
MEFEFHMET  F2EEFECNEEESE,
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SCP 2% OU 2 &t

E12HIIEH SCP £ AWS Control Tower B OU 9B |, Aac 2R L EE R, EEM AWS
Control Tower X AN IR  EEBERIFZHIER, UTRENIEEREER  REBNNEH,

{

"Message" : "AWS Control Tower has detected that the managed service control
policy 'aws-guardrails-012345 (p-tEXAMPLE)' has been detached from the registered
organizational unit 'Sandbox (ou-0123-1EXAMPLE)'. For more information, including
steps to resolve this issue, see 'https://docs.aws.amazon.com/console/controltower/

scp-detached'",

"ManagementAccountId" : "012345678912",

"OrganizationId" : "o-123EXAMPLE",

"DriftType" : "SCP_DETACHED_FROM_OU",

"RemediationStep" : "Update Control Tower Setup",

"OrganizationalUnitId" : "ou-0123-1EXAMPLE",

"PolicyId" : "p-tEXAMPLE"

}

Resolution
EEERENRHZLETEESRZ 1000 EIRSH OU FEF , BAILUEB T 5 AR
« £ AWS Control Tower T AHREEE OU , LEFHFIM OU ( HZFIEIE ) ., MEFHMAE

B[ AWS Control Tower SR BRAEBE 17,

- ENMANBSEEE (BEEE ), NRFEHRESERFMEES  ENEFSETNRBESIBER
(SCP) , WASHEHF| OU LU RREE, WFENAENBERBNFMET , F2E EMEHNERE

%II
il

EEESREN HELEEEREB 1000 ERFH OU F i , FFEBEXEHN T EEERER LB,
MR R EAF MRS, ENMEFSELHBREZEFEER (SCP) , WA HERT OU U RR
B, MFNMAEMEZEESNFEET  F2H ENENEEESE,

il Ry £/ OU

EEREEREBERR AWS Control Tower Foundational OUs , #i&l Security OU, R AWS
Control Tower £ & 2 HMHBRER OU , MAIAREREEEE R, Eff OUs BMAERENIEE RN
RTEE , RABE OU SEMER OU M HFIEEI Hibih HHRE, EEREBEH =R RFERRE
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i , AWS Control Tower EEUVRIRIVENER OU, THISEHIRRERARERREER , LW
BY fm B8 A

"Message" : "AWS Control Tower has detected that the registered organizational unit
'Security (ou-0123-1EXAMPLE)' has been deleted. For more information, including steps
to resolve this issue, see 'https://docs.aws.amazon.com/console/controltower/delete-

ou'",
"ManagementAccountId" : "012345678912",
"OrganizationId" : "o-123EXAMPLE",
"DriftType" : "ORGANIZATIONAL_UNIT_DELETED",
"RemediationStep" : "Delete organizational unit in Control Tower",
"OrganizationalUnitId" : "ou-0123-1EXAMPLE"

Resolution

HALREEBARER OUs , At RAF EREMEEESE, MBREMEIMN OUsE | AWS
Control Tower & HEE .

MERRIRFEN OU REEVFFMER , B2 B WNEEIE AWS Control Tower AZBEEE R,
Security Hub CSPM #2 &l { &t

& BMAWS Security Hub CSPM RIEZ BE1EHE : AWS Control Tower Ry HBREREBAMRER | B
BAEERINmE#, AWS Security Hub CSPM IR ARG FEHEELEFENREBHMRE, k2, &k
K ERAEREREXZE AWS Control Tower,

IR AWS Control Tower 1£#8iB 24 NERFAKRUKEIR B Security Hub CSPM BIAREEEHT , 0] L&
Fl Security Hub CSPM #ZHlfm#t, MMRARMFBEHKEIELFAEZER , AWS Control Tower E5#FE 2=
HEAwH. THEMABERENZEERER , RS REINREHEA,

{
"Message" : "AWS Control Tower has detected that an AWS Security Hub control

was removed in your account example-accounteamazon.com <mailto:example-
account@amazon.com>. The artifact deployed on the target OU and accounts does not match
the expected template and configuration for the control. This mismatch indicates that
configuration changes were made outside of AWS Control Tower. For more information,
view Security Hub standard",

"MasterAccountId" : "123456789XXX",

"ManagementAccountId" : "123456789XXX",
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"OrganizationId" : "o-123EXAMPLE",
"DriftType" : "SECURITY_HUB_CONTROL_DISABLED",
"RemediationStep" : "To remediate the issue, Re-register the OU, or remove the control

and enable it again. If the problem persists, contact AWS support.",
"AccountId" : "7876543219XXX",

"ControlId" : "SH.XXXXXXX.1'",
"ControlName" : "EBS snapshots should not be publicly restorable",
"ApiControlIdentifier" : "arn:aws:controltower:us-east-1::control/PYBETSAGNUZB",
"EnabledControlIdentifier": "arn:aws:controltower:us-
east-1::enabledcontrol/<UNIQUE_ID>".
"Region" : "us-east-1"
}

Resolution

HARE DR 1000 OUs , BEM R RT REF I ResetEnabledControl API 1T ER 24,

EE

G'BA

B, B LLEREHNEM OU , MG RERARARE, HE , HMEM OU , BalEBRERA

AWS Control Tower APIs BRIt B IERHIIE | 3% APl h @ ERIZHI1E,
NEMRIRER OU REEMFEMME , SF2B R EE AWS Control Tower A EIEIEE R,

122 35 BROR fm

EFAEREFBER (RCPs) RIEEMBREENEFERSRERER K REeXLEBERNRE,
TEEEAREE CONTROL_INEFFECTIVE , #& 8] LLfE AWS Control Tower E?%é%ﬂﬁ%ﬁaﬂ%ﬂﬂmﬁﬁt

REE, WERHENRHAR LT ESZHERFEEnabledControlIdentifiery
B SCP AERMNIEGHIE , FTEREEEEENRH#,
THEFHBERMEAZERREE , BUESRINRHEA,

"Message": "AWS Control Tower detects that a policy it owns was updated

unexpectedly. This mismatch indicates that configuration changes were made outside of

AWS Control Tower."
"MasterAccountId": "123456789XXX",
"ManagementAccountId": "123456789XXX",
"OrganizationId": "o-123EXAMPLE",
"DriftType": "CONTROL_INEFFECTIVE",

"RemediationStep": "To remediate the issue, Reset the DRIFTED enabled control if
permitted or Re-register the OU. If the problem persists, contact AWS support.",

"TargetIdentifier": "arn:aws:::organizations/o-123456/ou-1234-4567",
"ControlId": "CT.XXXXXXX.PV.1",
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"ControlName": "EBS snapshots should not be publicly restorable",
"ApiControlIdentifier": "arn:aws:controlcatalog:::control/<UNIQUE_ID>",

"EnabledControlIdentifier": "arn:aws:controltower:us-
east-1::enabledcontrol/<UNIQUE_ID>"
}
Resolution

£ AWS Control Tower FREUAH RCP 2%, BE&BUEREHIF Security Hub CSPM 2 L 2 H B K
B R EMITE 2™ ResetEnabledControl API,

RO 1000 ERSH OUs , TIRAW API 95 —ER A RREMEM OU , ESREFIRERR
AR

HAEAER OU |, £ e LUE B X AT AWS Control Tower APls BRI BRI 4IE | 3% APl t
SR¥REIE,

WMFEFERIRFE N OU B FMAER |, F2E R EE AWS Control Tower ALEEEIR,
EFRAEENFR

EEREEILEA R AWS Control Tower EFEEE, ERERE AWS Control Tower E[EE T AWS
Organizations 2% , £ F &A% AWS Control Tower S EEFIE , EREEEE .

EHZEEFEEE , AWS Control Tower T2 BIKEIZRE HWEFE4 AWS Organizations, AWS
Control Tower fk3EE LS FEHRRIFE L AWS Organizations. E it , AWS Control Tower Al REE
ERIESAN OUs #MEBEE., Rt , BRENZEREE , EMEMEE OUFEEE,

g5 : fmakEA
UTRBENERRE , SN BN,

{

"Message" : "AWS Control Tower has detected that trusted access has been disabled in
AWS Organizations. For more information, including steps to resolve this issue, see
https://docs.aws.amazon.com/controltower/latest/userguide/drift.html#drift-trusted-

access-disabled",

"ManagementAccountId" : "©12345678912",

"OrganizationId" : "o-123EXAMPLE",

"DriftType" : "TRUSTED_ACCESS_DISABLED",

"RemediationStep" : "Reset Control Tower landing zone."
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Resolution

AWS Control Tower &7 AWS Control Tower T A B4 W ERERENER, BAFEREREN
AWS Control Tower ZBEEE, MEFMENR , FSRFE R R,

R A B 2 #E A (m
AWS Control Tower OUs Mtk F A ge 2R £ ERBR N fREE.

Resolution

AWS Control Tower S B4 It ERBFBAEG, BREFRAERARRENERL , ERKIIBBKE
RERENREEN. ERANAEEREBEELBRE RETIRFBEISIRS ZEM X ME

HEZEPRENER R

£ AWS Control Tower £ AF | A LUE Organizations B [ L K E 2 AR A A 4R 1L 4 R Y (R 3t
AREE, TERAMNBRSLZRERZMEN OU REHEWIRS,

LA A R A R mEt

ZELRRESTAHARXBBREAME | BT LUFEN ListEnabledBaselines APl 48 OUs FE A
HAENREE, BEFH ListEnabledBaselines APl UK A XN BIE MRS N AREE |, FHEH
includeChildreni&4E,

A LAY ResetEnabledBaseline APl , AR st A R AL BB RS,

R 2 I TH b A R (e B

AWS Control Tower OUs fik F Al ge 3 £ EBER W REE.

Resolution

AWS Control Tower S B E I ERBMGEANE, BREFHEEARRENERL , ERRIIBBKE
IRERENREEERN. ERAAEERMELER RETIRFBESIRS ZEMAME,

HEZAPRENER R

£ AWS Control Tower £ &/ | BULEHABER. BMANEHEEMRSFFMEAEERT BRI
BANRHARE, TRENBRGEREHIMEN OU REFHEWIRS,

LR ERET A N R M R et
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EEDERARTAAREBCHAZESENERFREHARE | BoTLIHWY ListEnabledControls API R
18 OUs L E R A4 ENREE, ZEM A ListEnabledControls API AR KR A X 1EE B
RERAREE | 35#F A includeChildreni&iE,

A LAY ResetEnabledControl APl , AR A RNBRERERNWERRE.
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® Note
EventBridge @ AR LZ4.0+ BF,

AWS Control Tower B9 EventBridge #& = &4l

"version": "Q",

"id": "cd4d8lle-abl2-322b-8255-872ce65b1lbc8",
"detail-type": "Drift Detected",

"source": "aws.controltower",

"account": "111122223333",

"time": "2018-03-22T00:38:117",

"region": "us-east-1",
"resources": [],
"detail": {
"message" : "AWS Control Tower has detected that your member account 'account-

email@amazon.com (012345678909)' has been moved from organizational unit 'Sandbox
(ou-0123-eEXAMPLE)' to 'Security (ou-3210-1EXAMPLE)'. For more information, including
steps to resolve this issue, see 'https://docs.aws.amazon.com/console/controltower/
move-account'",
"managementAccountId" : "012345678912",
"organizationId" : "o-123EXAMPLE",
"driftType" : "ACCOUNT_MOVED_BETWEEN_OUS",
"remediationStep" : "Re-register this organizational unit (OU), or if the OU has
more than 1000 accounts, you must update the provisioned product in Account Factory.",

"accountId" : "©12345678909",
"sourcelId" : "@12345678909",
"destinationId" : "ou-3210-1EXAMPLE"

EventBridge #31 341


https://docs.aws.amazon.com//controltower/latest/APIReference/API_ListEnabledControls.html
https://docs.aws.amazon.com//controltower/latest/APIReference/API_ResetEnabledControl.html

AWS Control Tower EREER

#1 EventBridge HR B AW REEB N IES] -
B {REHE A EventBridge # Al

1. BBk Amazon EventBridge £# A

2. EBEHKP , BEHRAL

3. EEFEVRA,

4. BWABRBBEBANER,

5. SHERAIER | BESFEHEXNRAL

6. ERBUHRR:
- ¥ TEHRIRL | EBEAWS REBAZHRIR,
- &t TAWS BRFEE M. , IBELAWS Control Tower,

- St TE4ER, | ERERRIN RS
7. EWMBE:

- HREREE  FREAWS B  HRENER , ERFREBENEIEN Lambda HEFB R,
ERRINSRATERCEHMEANENR  REBEEER.

- RBEEDWER , RELENEREFMES , Sl Lambda BB R B fmEkEHAEE ARN,
8. MEMEMMAR

- MERAANFAEESR  WETEALENEE,
« MB2®R , FE-TEMBRARFHE EventBridge £ Al

BURAE K cERHKRERIEERN AWS Control Tower B4 |, W E R4+ RS RHIEHZENN B ED
=

R RIE AWS Control Tower AR EIEE R

AWS Control Tower 8RKREHRERFE . HBEVNHEMER K ELARELERNEEE., Bk
AWS Control Tower RAREIELER, £ AWS Control Tower ZAEBEEZ RN HE RMER AWS
Organizations £#2 &, ANEERBUMMIE AWS Control Tower A EFHEITEERF | #55 AWS Control
Tower ERWEE,
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£ AWS Control Tower A ZAEF R, MBRNIBHEFSEFRFTEATRL., FZEEFH L
HEHIR, FESFEETERENEREED , FEEEH AWS Control Tower £ A FRERNEA,

— XM E , 7 AWS Control Tower £ & ¥ AWS Control Tower ERFIHHEE K SEEHNEE
Bl P2 AR REARRE, WEELEBENFEEN  B2RERNEEESE,

FEEREEEINES

- MBrR%Z £ OU (45BKER , TAIBBISERK. )
- f£RE OU BIRREAIRE (TEFE )
- ST, EEgBEZS OU HEBA SCP,

AWS Control Tower BEIEFHEE

- BECEMIREFNE FEA B

- EFHEEEMNIRS

- BYMWR EEHEBEN (OU)

- EF®AE DM OU

- MBREEMAI OU (L4 OU BRY , EEEEH. )

- MEREFMWIIRS (RS OU FHHAIRFRIA ) .

(® Note

AWS Service Catalog IREEFE 5 B AWS Control Tower R, EHFRER , AWS
Service Catalog AR EEREMETRVEEFE, MEEMHEERNFMEN , F28 AWS
Service Catalog X EFHEE o

23 AWS Control Tower LAY E R

EI&1E AWS Control Tower A BRI FHI OUs MIRE R , BT = AWS Control Tower B2 | BIfE
C AT RERE R,

EY ou

£ AWS Control Tower A ZPEIAEMEN (OUs) BAKREM. eASEREESERY , EFZ
AWS Control Tower 4,
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By RF

£ AWS Control Tower 7AZBEE M KIIR F i AR EE . B @ AWS Control Tower &tz OU B 2 &t
MAFMREFSEREABSEES. B LER 2 EAKEFE AWS Organizations TEBR S5 OU
MRS . LN ABEETETE AWS Control Tower FEEIRS , B R &4 AWS Control Tower 12 & 2iE {f
ZRE, EEFEBIMIRSEREREE |, #5811 AWS Control Tower FVEB EERIRFFHFHAEAR
|, REBBEFFMIRS,

S\EBEE AWS Control Tower ERE B

A LATE AWS Control Tower £ & 2B EHRBEN (OUs) MIRFHNER , TEESEHHEMUR
BLELBE,

E#Foma OU

£ # AWS Organizations , A LAfEEf AWS Organizations APl 5 458 F OU &R, ELE
AWS Control Tower S\ B2 F OU ZF#EHE , AWS Control Tower A HENMEZBEE, TiB ,
MBEBER HEIRS AWS Service Catalog , &t 4B TR EEEE , LAFER AWS Control Tower E2
R¥F— B AWS Organizations, B TEREAHEAERMEM OUs R 2B — 3, BAUREE
BRI EEEARILERSE. F28 P "THRE#H. —87E AWS Control Tower /18813t f# R
B,

AWS Control Tower 87 AWS Control Tower ERRWEBE R LEER OUs WEHE, BOUEFE
Bk [ 19 BB SRR MR BF B 2D o

BB SRS

1@ AWS IRE#HE —EERER , U AWS IREERAERE THRATHIRFHNEEREEE, BER
E#on & 21 AWS Control Tower sEfIREE | EBEF 28 8 M AWS Control Tower A, 2
EETIRFEBNHAET , F2E AWS IREFHEIEETNEE AWS IEF,

fBrZ 4 OU

EESEANRHER —ESHREBENR. MELERRELS OU , BSFINERAEET , B REEREEE
B, BNBARBREERSE , FHE1E AWS Control Tower FEEEVE{A E b Eh1E,

- EERT K AWS Service Catalog Z 8l , 45 &£ AWS Control Tower £ & F#TEAENE ,
A PRI MFIRE,

- BREERAEEESRERRN , AEESREEANERKRE.
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EEBFERT , ERESEREFSEUFINEZL OU , URMELAIRFEEHRNEZSE OU, AWS
Control Tower €/ BB ENRZIRFRLARRE. HENEFSHEHRELIRS TR,

MRERELEMBRLZL OU , U TREFEHNENSIE :

BYBALEERZE OU NESEMRSE , FREMBRESE OU, BERME , BH4EAR OU BERBEFHEFM
BRIRF. RAIZBEKELIRFBES —@E OU,

® Note

ERABEEZENERLT  TEITHRES OU MEME, MRERETFCH , ARAR LR
HIR AT AR R ARSI BT , Rl BETTRE S B RS R AEE,

WEBRERBMN —MRER , FSH £ AWS Control Tower F{ERIN R REE PR TRERmEE o

=% OU BERIRF

EMTRRERHARBREMLARE , IEEBEEZSE OU, MRERNOBERT HAKRE | &7
BREATPNEESRRERKRS.

- &£ AWS Control Tower T2 &R : EERKEBERRF , FEBFTFHEES
B, BRERANREZE AWS Control Tower R ANEAERECEGHT T
Aorganizations:InviteAccountToOrganization., MREREWIEHT |, FHERR A
AWS Control Tower £32 & 1 AWS Organizations T2 AN FESEL B,

« & AWS Organizations T &% : LEERFRBMERE. T2FBNERF. EEF
EE1E SRS | {848 1E AWS Organizations E32 & 1 AWS Control Tower £ A 2 B4
#i, £A K AWS Organizations , Zi§EEEH AWSOrganizationsFullAccessEE
BERBERERERNERAERF B, £ AWS Control Tower TEAF TR , BISTEER
BAwWSControlTowerServiceRolePolicyZEBRBARERENERAERAE , URHATHE
AWS Control Tower EifERIEFF A (controltower : *),

- MRBEESHRREFIRFE | FBE AWS &,

EBTHAERNBBREAIKRENAER AWS Organizations :

- IREFTHEXZE AWS Control Tower & 12 B AR 1= HI B K (SCPsfRE. BR : tkRF#H AWS
Control Tower 2 37 B9 &R 7] BE & 1& U=k M BR o
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« IRFPFEB® AWS Organizations EXEIRF T, #&%R : AWS Organizations EEIRF N EE & &L
BHEERFHXZH,

- IRETHRFEH B AWS Config. &R : AWS Organizations EEIRFHNEE S A s A&
REE,
- IRETABMAUAMBEBS. &R : AWS Control Tower EFTMERAS S KK,

5/ AWS Control Tower T AEEHRARE (¥ FBHEF)

1. & A AWS Control Tower 125 , #1tA https : //https://console.aws.amazon.com/
controltower, &AL IAM EH &, IAM Identity Center P FERAEREEFHT FINERE D
% Aorganizations:InviteAccountToOrganization., MBEREEEHT , BFEALE
BREFMRNFEREERR.

2. EEEAFMNEEESFRHEEEL  BEEWNEH  EEKLAKRFEFNEFEEABREELAHKR
FBk,. BBELENEFBHESEEERFPNE FE i,

3. EXEBHF A SHAKRFFEAMS. BTUATES—H:

- ZRACBRUEHAIRE , A% BT https : //https://console.aws.amazon.com/organizations/
home#/invites

- MREEREFNEFBFRFHEEINETBHIAL , FEACBRNIRS , ARE-THASH
HERUEEEE SRS,

- MRBRAORAKRETES —EEBD , BFEAKRSE , BB AWS Organizations AW EE

BB

4. BRBEABEEFE K REHRFHASHEEE AWS Control Tower £#E, B EIXEEEREHE
H, BEFHRLMSEZERESE,

5. EFEREFTM.

MREER , HARFEETABEERENMER,
MREELSBRERIRS , BHE AWS &,
{# /8 AWS Control Tower 1 AWS Organizations T2 AERLARE ( FEIEE)

1. 7 & A AWS Organizations E#% & https://console.aws.amazon.com/organizations/, #2478 L
IAM A&, 1AM Identity Center VA% , EH AWSOrganizationsFullAccess &
BRIFDEFEITNABEA,
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2. BEHLARFEZES. FEBBIRFZER., TRGHNEFVIEBEEF AWS
Organizations , 752 BAWS Organizations  EAEIEFE) PHEEE AWS IRF 2 EAEE,

3. BEACBBRHOELAIRE , AR%EIE https : //https://console.aws.amazon.com/organizations/
home#/invites #3285

4. BREAEEIKRF,

5. BLAwSControlTowerServiceRolePolicySEHRARNEBRNERAESRACT S EA
AWS Control Tower £ & , AR #ITFTE AWS Control Tower EIfERIFF AT (controltower : *)o

6. LBEINEEESFRMEEE AT ERTRESNRE., EEERMEERREL.
7. EEEREFTMK

MREERT , HAKRFEER/EERENSHR.

MRS ESBABRFIRS | FBBHE AWS T,
HEEMNNBEE

AWS Control Tower & B B) B # & ¥RF & FE M4t ut Fr Y E E | {8 Account Factory fTEEBE
o

PEZRERFHNETEfFibur

AWS Control Tower @RV ERNEESRBAMENE FE4but, Rtk , HAMEMIRSEEF#84
IS ELEFEERELH , E AWS Control Tower  —HF Ro

(® Note
f£ & AWS Service Catalog , IRE TR EBRERUMEERBEIRATEENZH, ©
B, ERFEFE4 U BTN K TEEBENRRNIRFEFBHibut, ERRAAKIRFES
SLOSEMBENERT  CHAENERTRE. EEEMLEE K SXAEHHENER ,
MEREEREEREBRERE,

E M58 AWS Config % Al

AWS Control Tower € R2pEZI[E AWS Control Tower 5H 2 BBV FTHE AWS Config 35 Bl
ERAREE | AFEE AWS Control Tower £ AN ZBRAEIRIREI,
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Bk AWS Control Tower #\ZBEY AWS Control Tower &R

& 0] LATE AWS Control Tower R fiER OUsHIIRE , MAAREERIEME SN EBEREFEEH. M
BROU B2 EBEHIRE LK , EMERIRFETFTSEBEN.

R EEEME OU ( 2% OU BRAL )

AWS Organizationsf& A AEH P FEHA API REZEEBERZEHNEMBMEN (OUs), EEMBRITERSH
OouU,

Bk OU AWS Organizations B , AWS Control Tower @ EI2RE HWEBH. C2EHIRE THHPH
OU JBE , LUMEFMA OUs BEREF—E,

(® Note

£ B AWS Service Catalog , IRF TRREE#T , BT UMERFH AR OU FEHBEREMH
BRHY OUs,

& OU iBREE M EYIR 5
BB TR SR | AWS Control Tower €IREERMIETEF , UEEARE -,

(® Note

£ # AWS Service Catalog , RRZERFNIRE IRHGEERTEENAMBRIRSE. X
i HENEMRSHETA TAINTED MEERRE, EEEE , B E AWS Service Catalog
EECMHENEM , ARERE Terminate (¥ Lk).
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5 AWS Control Tower &3 4B & K1 iR 5

#&1E AWS Control Tower I K FFE B EL (OUs) FIRFSABEH AWS Control Tower BEIEIE, It
4\, IREBEE AWS Control Tower AAZBZEIIEVIRE OUs FRFE |, B LAZEM#H A AWS Control
Tower EZ,

HMIWAE AWS Organizations 1 AWS IRF , AZEEFRFEBFMI SRS NWEMBMBBEN (OU)
REFMRFAE, S MERIGZMIES. MEFMERRSFHFMEERN K F2E BREMEERIR
Fo

e
EREIR AR A AWS Control Tower B, BASMAL K ISEESERETHAS,
I8 AWS IRFE# A AWS Control Tower B |, BAZMIRE,

BRER OUsHIIRF

£ AWS Control Tower Organization EE £ , &7 1R REIPTE OUs AWS Organizations , ‘@& @
AWS Control Tower 5Ff1#9 OUs , AR KREEMH OU, B EREHREM OUs, EABERER L
RGEBENNEEZRERALAN TN BEPEZIEBEN

EBEEEIHABPHIMEIRSE , W AWS Control Tower ) OU SiafiREERA, EEBEME
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7 OUs @ RImAR. EMMEEMIRS

MRERBIEMEHE AR EESEREBEHPERENIRERN OUs, EREEFTHE AWS Control
Tower ERWHEFEMBENEFVE, NEEBEENFHAER , BB ZESHER,

(® Note

ERTEsXEEEMNABTEAZEETEEE , AWS Control Tower A[ A A& I FTEIR
FEIAR, EBEERNENER., BBZEEMWEE , AWS Control Tower B LAfE B+
HAEARFE S OU , ER MM S TR A,
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« 1£ AWS Control Tower 1R F TSR NFIRE A Z E5EM OU #ZEHIEMNAR,
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s —ERBREAEFTT , MUEAFRFAFNAXERETFNER , AISRLEBERBER, A7
Brib it EE | AWS RETERGHERBER , AL RBEEESEFTNRBE S R FIRERFHHNE
Ro

RMBEBLEEBERPER aws:SourceArnHl aws : SourceAccountf&#r , LARR#HI AWS Control
Tower IREHEEMARIEEFT | LEREN ER,

« aws:SourceArn MMREFLERE — (AL FREBREFIEERE , BFFER

« aws:SourceAccount MIREREAFXIRF PN EMEREEREFEHAEER  BF6EH

« MR aws:SourceArnfEFRE SRS ID , #li0 Amazon S3 EFEFERM ARN , BNAMEAEMERF
R BRHIFF T o
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- MBHRERFEREMEFRYE , MBZaws:SourceArnBEEEWRSE ID , BlES
Baws : SourceAccount{BERIIR F aws : SourceArnAE1E B EIH BUER BRI = A 4 F iR 88 R A8 [E AR
F ID

MEFMEAMES| , 5528 https://docs.aws.amazon.com//controltower/latest/userguide/conditions-
for-role-trust.html,

&% AWS Control Tower £ 5 2 B BUER (IAM BUR )

AEBREUGHAERNBERES , RERFEES N IBREEE IAM 55 (BIFEAE.
BEMAR ) | WFEWFEFE AWS Control Tower BIR L BITIRIENFF T,

/A Important

ERMEBLEEREENEE  EETERPTHNERE AWS Control Tower ERFEER E A
BSEE, NEFMET , 2B EE AWS Control Tower EiRFEGEF AT AL E

{8 AWS Control Tower £ & FTENFA

ERRERERETE , AWS Control Tower EEBEV=HAR, EEE=-HACTEAFIEERE
Hl, AWS Control Tower i DSl A= BEAGEARKEER , UBRHEH KL EBEMERNFE.

EEEAFHN=ZELEARG

« AWS ControlTowerAdmin &
* AWS ControlTowerStackSetRole

BERERFIFRELHECNAGEERR. NFFEET A F2RACEEERNEREE.

FEEEAEPRIA Control Catalog

&= E7 AWS Control Tower EE AP RIREFIREF , BXLEHMcontrolcatalogfFAIFEE
IAM B3R, ELAAMTAR

+ controlcatalog:GetControl

* controlcatalog:ListControls
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« controlcatalog:ListControlMappings

+ controlcatalog:ListCommonControls

LT RERBRPEEMT AR,

JSON

{
"Version":"2012-10-17",
"Statement": [
{

"Action": [
"controlcatalog:GetContxol",
"controlcatalog:ListControls",
"controlcatalog:ListControlMappings",
"controlcatalog:ListCommonControls"

1,

"Resourxce": [
wen

]I

"Effect": "Allow"

}
]
}

BN EFIBELEF R , HA AWS Control Tower 80U controlcatalog APIsREEEN4S E 12 )
&¥ , EiIt AWS Control Tower EFAI R E,

FESRNMAERFAINFEES  F2RELABNIERT A,

EES2H IAM controlcatalog BIEMFFME , 528 Control Catalog W EI1E, ERAME4Z S
#,

(® Note
EHIEFAIEB Control Catalog APISEIS.
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AWS ControlTowerAdmin &

LA BT E AWS Control Tower TRV #HEEZEEHEEEENERRE, LAWS
ControlTowerAdmin A EZEEM NN SEBEXEM IAM SN AGEEEER. AEEEHERENER
AEBNBER  EEMEEEATUREZAGC,

UTRILABEEBRNEFHIENTHE

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexrvice": "controltower.amazonaws.com"
},
"Action": "sts:AssumeRole"
}
]
}

EERCLIAWS BEYtAE , UKHKARAR WIERtrust. json , AR CLI s &l :

aws iam create-role --role-name AWSControlTowerAdmin --path /service-role/ --assume-
role-policy-document file://trust.json

tAEFEERE IAM BX,

1. REREER | Bl
JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": "ec2:DescribeAvailabilityZones",
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"Resource": "*"

}

2. ETRIZEBE , B AWS ControlTowerServiceRolePolicy,

AWS ControlTowerServiceRolePolicy

AWS ControlTowerServiceRolePolicy 2 —& AWSEEBR , E&ZE I FMEE AWS Control Tower
BIRMEFT |, 5120 AWS CloudFormation e EE 3B 1TEEE, AWS CloudTrail HESER, AWS
Control Tower RIAERESAE3T | LAK Z AWS Control Tower B AWS Organizations IR F#RESE
fI (OUs),

HEZEBRNETHER ERERAWS Control Tower I ZFE B,

MFEFHMER , F2H (AWS ZERXRSEREE) $#H AWS ControlTowerServiceRolePolicy.

ABEEBE

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": [
"controltower.amazonaws.com"
]
},
"Action": "sts:AssumeRole"
}

WERIE A AWS ControlTowerAdminPolicy :
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JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Action": "ec2:DescribeAvailabilityZones",
"Resource": "*",
"Effect": "Allow"
}
]
}

AWS ControlTowerldentityCenterManagementPolicy

BRI AE R AWS Control Tower B &R F R E%E IAM Identity Center (IdC) EIRIEF T, &
#&7E AWS Control Tower Y& BERIFERTE ( HEH ) HIEZEE IAM Identity Center 1A 5 7 iR E
B, LWBERESEEZAWS ControlTowerAdmin&&,

EERBEBERNFHEN , SERIRAEK JSON BUERX M4 |, F2H (AWS ZEBXRSEER) F
# AWS ControlTowerldentityCenterManagementPolicy.

AWS ControlTowerStackSetRole
CloudFormation {1t &€ , £ AWS Control Tower 2 HIRFE P BHEE, RERBEEK

JSON

"Version":"2012-10-17",
"Statement": [

{
"Action": [
"sts:AssumeRole"
]I
"Resource": [
"arn:aws:iam::*:role/AWSControlTowexrExecution"
1,
"Effect": "Allow"
}
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]
}
BEBER
JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": "cloudformation.amazonaws.com"
},
"Action": "sts:AssumeRole"
}
]
}

AWS ControlTowerCloudTrailRolePolicy

AWS Control Tower A[ CloudTrail RARIEER , Wik ARREML CloudTrail, CloudTrail €#&{F
LA B RE S FEE M CloudTrail B,

ZEBER : AWS ControlTowerCloudTrailRolePolicy

AEEER AWSZEHBE AWS ControlTowerCloudTrailRolePolicy , ##F CloudTrail X%
AWS Control Tower #§3&# B 52 #Z Amazon CloudWatch Logs FTEM T, T EBEREIMR %L
ARLAGHRIRESK , B AWS BEEEFNMANTEHRER,

WMEFMESR , F2H (AWS ZEBESEERE) $H AWS ControlTowerCloudTrailRolePolicy.

HEZEBRNEFBER ERERAWS Control Tower I ZE B,

(® Note

ol RERKRZE , LAGEHERRFFFTNAREE, ARBKREHA ZEBRRIRN ,
AR R EERE 5o
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ERAEER

TR ABRBEE ( Aft2E ) -

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Action": "logs:CreatelLogStream",
"Resource": "arn:aws:logs:*:*:log-group:aws-controltowexr/
CloudTraillLogs:*",
"Effect": "Allow"
}I
{
"Action": "logs:PutLogEvents",
"Resource": "arn:aws:logs:*:*:log-group:aws-controltowexr/
CloudTraillLogs:*",
"Effect": "Allow"
}
]
}
FEBX
JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "cloudtrail.amazonaws.com"
},
"Action": "sts:AssumeRole"
}
]
}

AWS ControlTowerCloudTrailRolePolicy
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AWS ControlTowerBlueprintAccess B EXR

AWS Control Tower EXREfER—HBA , EIEENEBFEIIRS PEIIAWS

ControlTowerBlueprintAccess&&,

Role name (B & &)

AEBZBMNAR AWS ControlTowerBlueprintAccess,
AEEERE

HEARE ABUEETIETA

- EERFHFEH AWS Control Tower FIZEEFE A,
. BIEIRFEPAWS ControlTowerAdmint A€,

Tyl RREERNEEER, ELFEBSHBERR , 38 YourManagementAccountId —
FAHVK A AWS Control Tower BIERFRIEREWRS ID |, 4% YourControl TowerUserRole —FAEL
RAESERFN IAM A€ 5%,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": [
"arn:aws:iam::111122223333:role/sexrvice-role/
AWSControlTowerAdmin",
"arn:aws:iam::111122223333:x0le/YourControlTowerUserRole"
]
}I
"Action": "sts:AssumeRole",
"Condition": {}
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AWS Control Tower EREER

AEHT

IBAER ZEHR AWSServiceCatalogAdminFullAccess EBEZE A @,
AWSServiceRoleForAWSControlTower

LA E T AWS Control Tower f2EX Log Archive t1RFE, ERIIRE MR EIIRE | ETHBEEET
ERHEENRE , fINBHNEERER,

lEAWS ServiceRoleFor AWS ControlTower BEEZEEM NN SEBEM IAM BN A BEFK
Ko

WHEBHNZEBR : AWS ControlTowerAccountServiceRolePolicy
ABEEBER .

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": "controltower.amazonaws.com"
},
"Action": "sts:AssumeRole"
}

AWS ControlTowerAccountServiceRolePolicy

Itk AWSE E BRI # AWS Control Tower KEFIRH B EBLIRFHAEMEHNIEE AWS BRI

WA E AWS Control Tower FIRKEF T , S8 Security Hub CSPM 2B E BN E REE
AWS Security Hub CSPM FAEZEREX |, ELERBM Security Hub CSPM R Z EFLE . AWS
Control Tower , I AIFFIEREIEBEFIRFEINEE., ERE R AWS Security Hub CSPM fRE#E
ARFN—H9 , XIEHEFEZRE,
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L BUR R EFF AT RE L Amazon EventBridge # 8l |, 455 2 ¢t ¥ B EK &R P F#I Security Hub
CSPM #2418 ,  BEL R A XAEEM YA EventPattern, BtA , RAIREERERBRPNRBZE
SEABENRA

IR ERE : controltower.amazonaws.com

WMEFHMEN , F2H (AWS ZEBRSEIEE) B AWS

ControlTowerAccountServiceRolePolicy,

HEZEBRNETFER ERERAWS Control Tower I ZEBEK,

AWS Control Tower IS EHE

AWS REtH BYMSEMNBEY IAM B , LUBRFZEENFERARG AWS, SERXREBEERS
BRGIPMLENGT  BLEANEHETEWMLESFT, MEFHMEER , F28 (AM FHEERE) b1
AWS ZEBR,

gE

AWS ControlTowerAccoun
tServiceRolePolicy - E¥f R A
R

AWS ControlTowerAccoun
tServiceRolePolicy - E¥f R A
R

DU

AWS Control Tower #7187
FEVET R , 25T AWS Control
Tower 04 AWS CloudForm
ation fR#% API , BatchDesc
ribeTypeConfigurat
ions LA NERKELS
2

AWS Control Tower 2
EMBAEBER , UhE
Amazon EventBridge #& 8l
FEENBREREE. ENg
#events:detail-type

& 4E StringEquals #
2 ForAllValues:Strin
gEquals , LEBEHFNE
RS2 & | B E
B ThEERT Ao

Date

2026 3 A 23 H

2025 12 A 30 H
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2% iR Date

AWS ControlTowerAccoun AWS Control Tower T8 T 2025 % 11 A 10 H
tServiceRolePolicy - E¥IRA BT HIFFIAFBUR -

BUR

« AWS Config B3, #Z&.
mipR. EEMBEERIEER
HREEESENETA

« AWS Config iR Fir & #H 58
RESRMETA

« AWS Organizations % H
ZREEBNFTAT AWS
Config

« AWS Organizations &R 48
BAET A

+ CloudFormation & % iR #E
EARMETH
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gF iR Date
AWS ControlTowerServic AWS Control Tower 2 E#T 2025 £ 10 A 31 H

eRolePolicy - E# ZEBXR AWS ControlTowerServic
eRolePolicy F# Amazon
CloudWatch Logs &R1&
N, U EEEEE 4.0 B
M AWS CloudTrail &,
B 8F A aws-contr
oltower/CloudTrail
Logs:* aws-contr
oltower/CloudTrail
Logs*:* , & ZRMEEH
FitCloudTrailLogs , A
AFEEEFTMEBN A
B,

LEFTERAEERE 4.0 8
iZf AWS CloudTrail 4 , &
EFRAZIXBMANER AWS
CloudTrail 24, SXRAE
e, BEEAK—HNERE
#1# 37 Amazon CloudWatch
Logs HEEEHE , AR R ap
&R, EFMEAREIEEE ¥E
Bo
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ERAEER

gE

AWS ControlTowerCloudT
railRolePolicy — 3T S EBUR

AWS ControlTowerldenti
tyCenterManagementPolicy —

HBUR

DU

AWS Control Tower #
AWS ControlTowerCloudT
railRolePolicy SEBUR , AFF
CloudTrail 23 BRI
HEEEH M= Control Tower
& Amazon CloudWatch
Logs HEEFHH,

I ZEBRGENA AWS
ControlTowerCloudTrailRole
ERIERANARBEE , & AWS
BEEFNABATEHEEK,
RN EEREARSER
W B BREEHFFFHaws -contr
oltower/CloudTrail
Logs* o

AWS Control Tower #7187
—IBHBUR , AFFEFEEH
it AWS Control Tower BB
FEHERE IAM Identity Center
&R , 3 25 AWS Control
Tower £ B By EE iR 5 RSB
R HRA MRS,

TENEE K EFIJREE
AWS Control Tower H:&E
IAM Identity Center , 3 AWS
Control Tower AJLA&1E B 85t
1 fim 5

Date

2025 £ 10 A 31 H

2025 €10 A 10 H
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404



AWS Control Tower

ERAEER

gE

AWS ControlTowerServic
eRolePolicy - BEF B ABR

AWS ControlTowerServic
eRolePolicy - EFEABUR

AWS ControlTowerServic
eRolePolicy - EFHREBE

DU

AWS Control Tower #7187 %
# CloudFormation 7] , 7t
#F AWS Control Tower £ B
&R = &M 2 AWS Control
Tower i§ , EFHEBRERIL
HBEHIBEIRERS,

AWS Control Tower 18 T
AFEFERANERREER
AWS Config # BI 8y & 1T -

FENETE FEFIREERH
Config # RIEBF A2 HIE,

AWS Control Tower $718
THETRYFEE | fAFF AWS
Control Tower £ E£FEI4 AWS
CloudFormation FR# APIs
SetTypeConfigurati

on . ActivateT

ype DeactivateType #I
AWS: :ControlTower
types.

HEFENEEFMHELTH
B mMEENEBLE
CloudFormation 2 By g%,

Date

2025 £ 10 A 10 H

2025 6 A5 H

2024 £12 A 10 H
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ERAEER

gE

AWS ControlTowerAccoun
tServiceRolePolicy — #THK

AWS ControlTowerServic
eRolePolicy - B BB BER

DU

AWS Control Tower #7187
MR ERL A , ITE AWS
Control Tower B FIEBEEH
REA, WRIRIEL R AIE R
Security Hub CSPM #HE8#Y 1=
il 281 B fim Bt 4200

TEHTUHETE K UEEEL
¥ JREE Security Hub CSPM
BREINEER , BRI EEE
BEFREEBNER , ELiE
#IB Security Hub CSPM
PR = E1Z % . AWS Control
Tower B —EF %5

AWS Control Tower T8 T
FRVETA , 2FF AWS Control
Tower FEIL MR = & 32 AR 7%
E/EM AWS EnableReg
ion . ListRegions #
GetRegionOptStatus
APls , EEEEEFHPHNEF
RFE (EERF. BFHE
RE, B&KIERF, OU AR
F) WMEEMA AWS B ,

FENEE  LUEEFEFILLE
1% AWS Control Tower B [E
BEREEERIZEENARSE,

Date

2023 5 H22H

2023 4 A6 H

AWS Control Tower HI S &K%
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ERAEER

gE

AWS ControlTowerServic
eRolePolicy - EFBREABUR

AWS ControlTowerServic
eRolePolicy - EF BB BER

DU

AWS Control Tower 8T
FTFFE , 2FF AWS Control
Tower EEE ( & ) RFEF
&B{EAWSControlTowerBlu
eprintAccess £ &
EHEBTNERARSE , Hf
DEFME—HZE Service
Catalog EmPHFALERE
B. AWS Control Tower &1&
E#1T = EEFKAWSContro
1TowerBlueprintAcc

ess WA : EII Service
Catalog EmiE. #MEHEK
WEEBER , WERSHER
BERBEESEZEEFRNKE
R,

TENETF K EFFREEB
AWS Control Tower & F &
HEBETIRE,

AWS Control Tower 718 T #7
NEFA , AR EREHRREE

#% AWS CloudTrail 1BH#t , %

REEIE 3.0 RF L.

DB A EBA CloudTrail Ih
BEEREF B CloudTrail IR#
BAGEFR, B IAM A
RACKNEESEEERFS
BB BB ET A,

Date

2022 £10 A 28 H

20226 A20H
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ERAEER

gE

AWS ControlTowerServic
eRolePolicy - EFBREABUR

AWS Control Tower B #4iE it
gg

DU

AWS Control Tower ¥7i8 T /2
HEFFEH KMS £ mEm
e,

KMS DIRERATERE FIRMHECH
KMS £ R in=H CloudTrai
| B, BEF AT EEERE
HEMSIEEHRBEE KMS
S8, EH KMS S8
AWS CloudFormation AWS
CloudTrail EZEFF A F sEH

I} PutEventSelector
APl, BIRHVEER LFF AWS
ControlTowerAdmin £ & /-0y
AWS CloudTrail PutEventS
elector API,

AWS Control Tower B24iE it
H AWS ZEBERNEE,

Date

2021 7 A28 H

2021 5 H 27 H
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AWS Control Tower N &£ 4

MERZEME AWS RERESEEIEF. 558 AWS BF |, KA UZHZRNERPONBHRE | BLEER
EARMERTEHBEBNFERMEE.

ZEMRE AWS BECENWREELE, AESEEEREERABRRAINLZENERATNES

- ERNL LY - AWS BEEFREE AWS Cloud F#11T AWS IR ERRE, AWS tBERIEHEATL
2EANRERE. FZHARBAECHRILRBILZSHNRNEHLERM AWS SHETEN -2, BE
T 2B AR AWS Control Tower IS8 , FBHZBAWS 438 525 E A #Y R 7%

- BiRNReM - ENEEEURREER AWS NIRE, G4 AHHEARREE S F/RERVEHER
E. SEBNERNERANERRER.

KA EI R T SR AWS Control Tower IREAHLESFER, T3 EERBUMERE
AWS Control Tower AF SN L LEEREBE, BHSTHRUNAEREM AWS IRIE K i BEEE=
R AWS Control Tower &R,

AWS Control Tower F & KR E

AWS HEEFEEERAR AWS Control Tower PV EBHRE. MIERPTR |, AWS EEREBEHITA
B HEEERRE AWS Eif, CAEHBEHERSRE LEEARNEHE, SHoREEEEMER

AWS R WELERNEETK, NEEREBAENGFHES  F2EERELEERREE, 0E
FRBNERREZBNHBERN , F2RAWS T2MEER ENAWS HESEEZF GDPR &KX

==
=18

ERERREZEEN , BRMERERE AWS IRF B2AER , ALFEH AWS IAM Identity Center 3% AWS
Identity and Access Management (IAM) B2 EEBIERE, ftt—R , SECHAEHASESRHETK
HEKMAENGTT. RfCEBRERATIARNREER -

- BERFHECEAZEEZRRE (MFA),

- £/ SSL/TLS 8 AWS EREH. RMEFE TLS 1.2 LEZRFEA TLS 1.3,

. {5 RE API MERAEEEISCEE AWS CloudTrail, 20EABRI{EA CloudTrail B MHEEL AWS SEEI
B, FF2BAWS CloudTrail  fEAEIER) FHER CloudTrail B,

- £/ AWS MBMHRER , UREPHMERERZEEH AWS R,
- FERERNZERLRE (B0 Amazon Macie) , HBIREMREFEEE Amazon S3 HWEUBE R,
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o MREE AWS FZBGTTHIRES AP FE BFEE FIPS 140-3 BREN R IGH=EHR |, 5568 FIPS
imE, WEHRR FIPS M FIPS IWwEMNEZHEEN , F2EB A ETREEE (FIPS) 140-3,

BRI ERCR8ETESEFNE FE iU SMESHREN , REEES BHENHXXFHNA
d o, plinZBENL, EAEEEMER AWS Control Tower SRfEAE#EA. API AWS CLISKE M AWS
fR# AWS SDKs i, BEEBRREHEANER U P@MANTMEREBAIEARGTESZE B, W
RERMASFERI[A URL , BARINEZFB I ERB LU XARSFFZ RN URL I EBEBEA.

BN EREREER . AWS CloudTrail AWS Control Tower € BB EIE WA & EEIEC 8.

MEENRERRBNFMAEN  F2H AWS Z2IER LN AWS HESEERMNMEEE (—iERR
EJRE) (GDPR) ZEMHXE, AWS Control Tower IRET5IiEE | AEEARGEREZEEE ST
ENRA :

ES]

- BENE

- BHpmn®
- REEDRAR

£ Lb Lo riy
T AE &7

AWS Control Tower £/ Amazon S3 #2788 Amazon DynamoDB E Rl E , ELXEREFEH
Amazon S3-Managed&E £ #8 (SSE-S3) ETHREME , UXBENEERE, EERREREREN
FEERERELNE, $E , BUURERREES , SUEA KMS MZSW/NBER. ShALAZEL
RENEERESFFIEANREEIFTREMNE, MEFMET  F2EZBRBE LGN LZEEH,

B inE

AWS Control Tower £ Transport Layer Security (TLS) M FisinZETE@P N | UZEEN
EFEEE, A, FEL AWS Control Tower EE/EA FihH , REEER HTTPS mEER., BERE
TR , FERESRELNE,
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REFIRAR

HMAREER K FLEZREHFEEENFERE FE. E1B AWS Control Tower , & A AR P RE K
EEENSRFEAEHEEEEN IAM T |, H7E IAM Identity Center SERENERT , BRMPIRA
ERER B ED,

- WFE IAM ERAGNBRNFHRED , F268 IAM EAEEM.

- MEREEEREFFFTEIL IAM Identity Center BB FFMEA , 528 AWS Control Tower B9
IAM ldentity Center E#H .

AWS Control Tower B & 1R B 3%

AWS Control Tower EREZTEWRI , IHBENEAGSEBEHNZGEELRELENESHRER, 1t
N, BZHRRAESTEETUEEREESPFERANTZRENZEHENERYE  MAEZEAWS &
FETEIMN — %o, ELETEIEHE SOC. PCl, FedRAMP, HIPAA %,

MERTESBRITEEERN AWS WIRIEEE |, BF2BEAWS ST EIS8ERNNRE, ME—MKREAN , B
2/ AWS §#5TEl,
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IHRTERXELRA AT, EBRSBERETIEF,

S3AuditBucketPolicy:
Type: AWS::S3::BucketPolicy
Properties:
Bucket: !Ref S3AuditBucket
PolicyDocument:
Version: 2012-10-17
Statement:
- Sid: AllowSSLRequestsOnly
Effect: Deny
Principal: '*'
Action: s3:*
Resource:
- I1Sub "arn:${AWS::Partition}:s3:::${S3AuditBucket}"
- ISub "arn:${AWS::Partition}:s3:::${S3AuditBucket}/*"
Condition:
Bool:
aws:SecureTransport: false
- Sid: AWSBucketPermissionsCheck
Effect: Allow
Principal:
Service:
- cloudtrail.amazonaws.com
- config.amazonaws.com
Action: s3:GetBucketAcl
Resource:
- !Sub "arn:${AWS::Partition}:s3:::${S3AuditBucket}"
- Sid: AWSConfigBucketExistenceCheck
Effect: Allow
Principal:
Service:
- cloudtrail.amazonaws.com
- config.amazonaws.com
Action: s3:ListBucket
Resource:
- I1Sub "arn:${AWS::Partition}:s3:::${S3AuditBucket}"
- Sid: AWSBucketDeliveryForConfig
Effect: Allow
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Principal:

Service:

- config.amazonaws.com

Action: s3:PutObject
Resource:

- Fn::Join:

- ISub "arn:${AWS::Partition}:s3:::"

IRef "S3AuditBucket"
1Sub "/${AWSLogsS3KeyPrefix}/AWSLogs/*/*"

Condition:
StringEquals:
aws:SourceOrgID: !Ref OrganizationId
- Sid: AWSBucketDeliveryForOrganizationTrail
Effect: Allow
Principal:
Service:
- cloudtrail.amazonaws.com
Action: s3:PutObject
Resource: !If [IsAccountLevelBucketPermissionRequiredForCloudTrail,
[!'Sub "arn:${AWS: :Partition}:s3:::${S3AuditBucket}/
${AWSLogsS3KeyPrefix}/AWSLogs/${Namespace}/*", !Sub "arn:${AWS::Partition}:s3:::
${S3AuditBucket}/${AWSLogsS3KeyPrefix}/AWSLogs/${0rganizationId}/*"],
1Sub "arn:${AWS::Partition}:s3:::${S3AuditBucket}/
${AWSLogsS3KeyPrefix}/AWSLogs/*/*"]
Condition:
StringEquals:
aws:SourceOrgID: !Ref OrganizationId
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WMEFBEA

GetLandingZoneStatus
GetHomeRegion
ListManagedAccounts
DescribeManagedAccount
DescribeAccountFactoryConfig
DescribeGuardrailForTarget
DescribeManagedOrganizationalUnit
ListEnabledGuardrails
ListGuardrailViolations
ListGuardrails
ListGuardrailsForTarget
ListManagedAccountsForGuardrail
ListManagedAccountsForParent

ListManagedOrganizationalUnits

ListManagedOrganizationalUnitsForGuardrail

GetGuardrailComplianceStatus
DescribeGuardrail
ListDirectoryGroups
DescribeSingleSignOn
DescribeCoreService

GetAvailableUpdates
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ERXREIE—HZEAFER, —BAEHATARFRRERHNE—FR , YTSHEREE, BROBHBHE
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T5|E IR CloudTrail B55EE , EH R SetupLandingZone AWS Control Tower S 4F#9 825!
BRFEREERE SRR EZERENS DT,

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE:backend-test-assume-role-session",
" "arn:aws:sts: :76543EXAMPLE; :assumed-role/AWSControlTowerTestAdmin/backend-
test-assume-role-session",
"accountId": "76543EXAMPLE",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2018-11-20T19:36:11z"
1,
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::AKIAIOSFODNN7EXAMPLE:role/AWSControlTowerTestAdmin",
"accountId": "AIDACKCEVSQ6C2EXAMPLE",
"userName": "AWSControlTowerTestAdmin"

arn :

}
I
"eventTime": "2018-11-20T19:36:15Z7",
"eventSource": "controltower.amazonaws.com",
"eventName": "SetuplLandingZone",
"awsRegion": "us-east-1",
"sourceIPAddress": "AWS Internal",
"userAgent": "Coral/Nettys4",
"errorCode": "InvalidParametersException",
"errorMessage": "Home region EU_CENTRAL_1 is unsupported",
"requestParameters": {
"homeRegion": "EU_CENTRAL_1",
"logAccountEmail": "HIDDEN_DUE_TO_SECURITY_REASONS",
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AWS Control Tower EREER

"sharedServiceAccountEmail": "HIDDEN_DUE_TO_SECURITY_REASONS",
"securityAccountEmail": "HIDDEN_DUE_TO_SECURITY_REASONS",
"securityNotificationEmail": "HIDDEN_DUE_TO_SECURITY_REASONS"

iy

"responseElements": null,

"requestID": "96f47b68-ed5f-4268-931c-807cd1f89a96",
"eventID": "4ef5cf@8-39e5-4fdf-9ea2-b0@7ced506851",
"eventType": "AwsApiCall",

"recipientAccountId": "76543EXAMPLE"
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 aws configservice get-resource-config-history --resource-type RESOURCE-

TYPE --resource-id RESOURCE-ID --region REGION
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« AWS::IAM::Policy
* AWS::IAM::Role
* AWS::IAM::User

Hit2HERRAGRLHE XN, UTREH RNERESH :

* AWS: :Route53::HostedZone

* AWS: :Route53::HealthCheck

* AWS::ECR::PublicRepository

* AWS::GlobalAccelerator::Listener

* AWS::GlobalAccelerator::EndpointGroup
* AWS::GlobalAccelerator::Accelerator
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« AWS CloudTrail € BB S EL B EHC A API AWS IREEH, NMEFHMHEN , B2H
AWS CloudTrail fEF&IER™.,

- BEEHBEHEHBERFH Amazon EventBridge #1 Amazon CloudWatch Events fR#§. E
E . 21 EventBridge REWAEGBHEH , EXBEERARENERS AWS CloudTrail #
R, MEER BHE AWS 2 REEHMFFMEH AWS CloudTrail , 528 (Amazon EventBridge
EFAEERE) FMIEB AWS CloudTrail E5EMN AWS IREE4.

AWS Control Tower FI A GBI EHREMBETEEE -

- AREDBHEHSEMER AWS Control Tower B4 |, Bt #& 8] LA T Amazon EventBridge 3R
Bl=X Amazon CloudWatch Events R 8 , UARIRE B EANMREBZ BB THERELNERE
S,

- BRREMHENNFRES  UHpEESNERERREESTHERENTER,

B EANEERR

AWS Control Tower k38 2B RIEREEHEBE, Rt , LEE—RIBETHE , TERLEESELE
EEEMS, fli , E487E OU LERAER4IERE | AWS Control Tower 8RB —RIIBHEFZ RN FLH
B, BERXIFIBNERERSERFTIEHAETBHREHIMREE,

- MRBEERFLSRBERDTR , AEmBHEHRESHCHES Succeeded ().
- MREEMERFLSRREADTR , MEMBRBEHRESICHES Failed (KHK).

BREMENE4NTE —ERFKNEEEEL , BRATRKRBE AWS Control Tower B)fE , 5 —{EEHE
BRI ERE W EREHIRTER. ERRIRER.

4% Control Tower ARV AEariBHISEH

A LAE AWS Control Tower ERRAEB EEMRE W BHEH,

- BEBIEZE Activities (EB) HE , ARAAISBEEKIERE Activities (&)

- ZENBEBEEHNFMEN  BFRINEYS , ARBEL LAY View details (BRFEMAER) 24,

WMEFE A AWS Control Tower £iBHEHESETHERENFHEN  F2RUTERE £
4B BEHER AWS Control Tower EEI 83 B Bt THERR.
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E &1 AWS Control Tower FEMVIRE MRS , EMESESFWUERNAZ APl, MMRERF
HEZLEHER  BEREEURFEREEMEBCRRELE, EREHRREREVIRF , EXEHM
BEERE . AWS Control Tower &5 ZItEF 25 .

HRRS1EAE , AWS Control Tower 25 8UpdateManagedAccount £&iBHIEH , MF 2

BB RERKFNCreateManagedAccount £ miEHIEH, SR AERMENEER S —
fiCreateManagedAccount®E#, FiB , UpdateManagedAccount£driBHAEH R EMATENT
Fo

MREITE A BB ETE AWS Control Tower FEM MRS |, 3B E Lambda REHER K
£ UpdateManagedAccount £ ar iS4 A & CreateManagedAccount 4 apiBHIE#

LB ENEE

SEEMBHEHHTE A NFEEFEH AWS Control Tower EiEAHEIFE , AWS CloudTrail th & hNEAEE
#%. EItk , Bl , AWS Control Tower CreateManagedAccount CloudTrail 547 & 4 19 4 & B HA
EHE B CreateManagedAccount,

FETSESBAEBSEMER  ERE ISON BACHENFMENE G, EL&H P EROEME
& AH B Amazon CloudWatch Events H3s.

R JSON TR EFERE  BRATRARNEE  CHEEGIPIMA— LR, EBEA /", YESHR
rHEHIH AR,

FELEFP , CRBELERFEBMEBET, accountId KR —1B 12 BEFHNFS , ©HEE
Bl BEUR A “xxxxxxxxxxxx’s organizationalUnitID AM—F& HFERMEBEZEK. HFER
REBESEFIH,

« CreateManagedAccount : HEEEECE AWS Control Tower 27 & Ih 5 R £ Btk 5 T B2 3 f 6
EHFRF NS EEE,

« UpdateManagedAccount : HEE&ECE AWS Control Tower B K ER S EENE , LLEHER
ZAfERARSE TREIHNIRFEEBNAEER.

« EnableGuardrail : HFE &5 8 AWS Control Tower & KI5 X S EEE , LAE OU LRUAE
Hl1E,

« DisableGuardrail : HE &5 AWS Control Tower 2B K TR EEEE , SUEH OU K
HIE,

 SetuplandingZone : BE&iC# AWS Control Tower & K Ih K EE B EE SN SESHE.

« UpdatelLandingZone : Bi6&52# AWS Control Tower EERIIEREEEE , UEFHREHZ
Bk [ 35
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RegisterOrganizationalUnit : HES&FC# AWS Control Tower E R TR S EE/E , LUE
OU LR AHEEEDR

DeregisterOrganizationalUnit : B &ic# AWS Control Tower 2 & K I SER SEEE |
LUER OU EHIEEThAE,

PrecheckOrganizationalUnit : A& & AWS Control Tower 2 &G A ZFAEEILIERE
EREMIITERNER,

EnableBaseline : B 528 AWS Control Tower 2B R IIEXESEE/E , AR OU TEERK
ERFHEFEXE, B LMEA EnableBaseline API & £ & RREIRARE.

ResetEnabledBaseline : A& 54 AWS Control Tower BB RN X BEEE , LAEER
TEEXERFLERANRBEREE, B LIEA ResetEnabledBaseline API 5 E?S“:E*EQEJE
nX *1/Eo

UpdateEnabledBaseline : HFE &8 AWS Control Tower BRI TR BEE#E , LEH OU
TEERERF LEMANREBEEXE, B9LUEA UpdateEnabledBaseline API & =& E
BEERE,

DisableBaseline : HE&EC4% AWS Control Tower EER IR S EE/E , LUEHR OU TEHE
REWRE FERANREE%E, ERHBETLIFER DisableBaseline APl 5 £ 4 K&,

AT & 8112 AWS Control Tower £ BHiISEHEE A3t SELE T B SEHERFEHKNE
fmERE A,

CreateManagedAccount

A B EA =8 AWS Control Tower B A EAIRE TR EL MMAEMIKRS . LhEH4EE
A AWS Control Tower CreateManagedAccount CloudTrail B#. £HiBHEHEFEEHEY
¥R H accountName M accountId , MRHKEWRS Z OU M organizationalUnitName H
organizationalUnitId,

"version": "Q",

"id": "999cccaa-eaaa-0000-1111-123456789012",

"detail-type": "AWS Service Event via CloudTrail",

"source": "aws.controltower",

"account™: "XXXXXXXXXXXX'", // Management account

ID.

"time": "2018-08-30T21:42:187", // Format: yyyy-MM-

dd'T'hh:mm:ssZ
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"region": "us-east-1", // AWS Control Tower
home region.
"resources": [ 1,
"detail": {
"eventVersion": "1.05",
"userIdentity": {
"accountId": "XXXXXXXXXXXX",
"invokedBy": "AWS Internal"

},

"eventTime": "2018-08-30T21:42:1872", // Timestamp when call
was made. Format: yyyy-MM-dd'T'hh:mm:ssZ.

"eventSource": "controltower.amazonaws.com",

"eventName": "CreateManagedAccount",

"awsRegion": "us-east-1",

"sourceIPAddress": "AWS Internal",

"userAgent": "AWS Internal",

"eventID": "0000000-0000-0000-1111-123456789012",

"readOnly": false,

"eventType": "AwsServiceEvent",

"serviceEventDetails": {

"createManagedAccountStatus": {
"organizationalUnit":{

"organizationalUnitName":"Custom",
"organizationalUnitId":"ou-XXXX-13zc8b3h"

I
"account":{

"accountName":"LifeCyclel",

"accountId":"XXXXXXXXXXXX"

I
"state":"SUCCEEDED",
"message":"AWS Control Tower successfully created a managed account.",
"requestedTimestamp":"2019-11-15T11:45:18+0000",
"completedTimestamp":"2019-11-16T12:09:32+0000"}

UpdateManagedAccount

A A EHE & AWS Control Tower 28 A Th E#TEL L5l FAMRS TRE RS HHEBBR
BEm. LWEHYER AWS Control Tower UpdateManagedAccount CloudTrail B4, £aiBHE
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HBFEBSHEBMRS M organizationalUnitId # organizationalUnitName , AR K EE
FtkF 2 OU B9 accountName # accountId,

{

"version": "Q",

"id": "999cccaa-eaaa-0000-1111-123456789012",

"detail-type": "AWS Service Event via CloudTrail",

"source": "aws.controltower",

"account': "XXXXXXXXXXXX'", // AWS Control Tower
organization management account.

"time": "2018-08-30T21:42:18Z", // Format: yyyy-MM-
dd'T'hh:mm:ssZ

"region": "us-east-1", // AWS Control Tower

home region.
"resources": [],
"detail": {
"eventVersion": "1.05",
"userIdentity": {
"accountId": "XXXXXXXXX",
"invokedBy": "AWS Internal"

},

"eventTime": "2018-08-30T21:42:182", // Timestamp when call
was made. Format: yyyy-MM-dd'T'hh:mm:ssZ.

"eventSource": "controltower.amazonaws.com",

"eventName": "UpdateManagedAccount",

"awsRegion": "us-east-1",

"sourceIPAddress": "AWS Internal",
"userAgent": "AWS Internal",
"eventID": "0000000-0000-0000-1111-123456789012",
"readOnly": false,
"eventType": "AwsServiceEvent",
"serviceEventDetails": {
"updateManagedAccountStatus": {
"organizationalUnit":{
"organizationalUnitName":"Custom",
"organizationalUnitId":"ou-XXXX-13zc8b3h"
},
"account":{
"accountName":"LifeCyclel",
"accountId" " XXXXXXXXXXXX"
},
"state":"SUCCEEDED",
"message" :"AWS Control Tower successfully updated a managed account."
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"requestedTimestamp":"2019-11-15T11:45:18+0000",
"completedTimestamp":"2019-11-16T12:09:32+0000"}

EnableGuardrail

AR EEH 25 # AWS Control Tower &K IIFEH AWS Control Tower B/ OU L
BUARiR4IE, HE4HER AWS Control Tower EnableGuardrail CloudTrail B4, £
BHEH A E S8 $BguardrailBehavior®y guardrailIdfl , AR EAA#EEE 2 OU
organizationalUnitId B organizationalUnitName# .

{

"version": "Q",

"id": "999cccaa-eaaa-0000-1111-123456789012",

"detail-type": "AWS Service Event via CloudTrail",

"source": "aws.controltower",

"account": "XXXXXXXXXXXX",

"time": "2018-08-30T21:42:187", // End-time of action.
Format: yyyy-MM-dd'T'hh:mm:ssZ

"region": "us-east-1", // AWS Control Tower

home region.
"resources": [ 1,
"detail": {
"eventVersion": "1.05",
"userIdentity": {
"accountId": "XXXXXXXXXXXX'",
"invokedBy": "AWS Internal"

I

"eventTime": "2018-08-30T21:42:18Z7",
"eventSource": "controltower.amazonaws.com",
"eventName": "EnableGuardrail",

"awsRegion": "us-east-1",

"sourceIPAddress": "AWS Internal",
"userAgent": "AWS Internal",
"eventID": "0000000-0000-0000-1111-123456789012",
"readOnly": false,
"eventType": "AwsServiceEvent",
"serviceEventDetails": {

"enableGuardrailStatus": {

"organizationalUnits": [

{
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"organizationalUnitName": "Custom",
"organizationalUnitId": "ou-vwxy-18vy4yro"
}
1,
"guardrails": [
{
"guardrailId": "AWS-GR_RDS_INSTANCE_PUBLIC_ACCESS_CHECK",
"guardrailBehavior": "DETECTIVE"
}
1,
"state": "SUCCEEDED",
"message": "AWS Control Tower successfully enabled a guardrail on an

organizational unit.",
"requestTimestamp": "2019-11-12T09:01:07+0000",
"completedTimestamp": "2019-11-12T09:01:54+0000"

DisableGuardrail

AR EEH 25 AWS Control Tower & K215 A H AWS Control Tower B2 OU
ERyEEE, thEHHER AWS Control Tower DisableGuardrail CloudTrail B4, £
BHEH A E S8 $BguardrailBehavior®y guardrailIdfl , AR EREEE 2 OU
organizationalUnitId B organizationalUnitName®# .

"version": "Q",

"id": "999cccaa-eaaa-0000-1111-123456789012",
"detail-type": "AWS Service Event via CloudTrail",
"source": "aws.controltower",

"account": "XXXXXXXXXXXX",

"time": "2018-08-30T21:42:187",

"region": "us-east-1",
"resources": [ 1,
"detail": {

"eventVersion": "1.05",

"userIdentity": {
"accountId": "XXXXXXXXXXXX",
"invokedBy": "AWS Internal"

.
"eventTime": "2018-08-30T21:42:18Z7",
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"eventSource": "controltower.amazonaws.com",
"eventName": "DisableGuardrail",
"awsRegion": "us-east-1",

"sourceIPAddress": "AWS Internal",

"userAgent": "AWS Internal",

"eventID": "0000000-0000-0000-1111-123456789012",

"readOnly": false,

"eventType": "AwsServiceEvent",

"serviceEventDetails": {
"disableGuardrailStatus": {

"organizationalUnits": [

{
"organizationalUnitName": "Custom",
"organizationalUnitId": "ou-vwxy-18vy4yro"
}
1,
"guardrails": [
{
"guardrailId": "AWS-GR_RDS_INSTANCE_PUBLIC_ACCESS_CHECK",
"guardrailBehavior": "DETECTIVE"
}
1,
"state": "SUCCEEDED",
"message'": "AWS Control Tower successfully disabled a guardrail on an

organizational unit.",
"requestTimestamp": "2019-11-12T09:01:07+0000",
"completedTimestamp": "2019-11-12T09:01:54+0000"

SetupLandingZone

A B EHEE & AWS Control Tower @B KINEREEEEESE ., B4 ER AWS Control
Tower SetupLandingZone CloudTrail £, 4 wiAMEH HFFEE rootOrganizationalld,
iE =& AWS Control Tower R EIEIRF B 2 HMBRY ID., AFFEE B organizationalUnitId®
fEl OUs® organizationalUnitName# , AR BEIRFaccountId? AWS Control Tower & E &
BE[EIHIFE A accountName#

"version": "Q",
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"id": "999cccaa-eaaa-0000-1111-123456789012", // Request ID.

"detail-type": "AWS Service Event via CloudTrail",

"source": "aws.controltower",

"accountM: "XXXXXXXXXXXX", // Management account
ID.

"time": "2018-08-30T21:42:182", // Event time from
CloudTrail.

"region": "us-east-1", // Management account

CloudTrail region.
"resources": [ 1,

"detail": {
"eventVersion": "1.05",
"userIdentity": {
"accountId": "XXXXXXXXXXXX", // Management-account
ID.
"invokedBy": "AWS Internal"
},
"eventTime": "2018-08-30T21:42:1872", // Timestamp when call
was made. Format: yyyy-MM-dd'T'hh:mm:ssZ.
"eventSource": "controltower.amazonaws.com",
"eventName": "SetuplLandingZone",
"awsRegion": "us-east-1", // AWS Control Tower

home region.

"sourceIPAddress": "AWS Internal",

"userAgent": "AWS Internal",

"eventID": "CloudTrail_event_ID", // This value is
generated by CloudTrail.

"readOnly": false,

"eventType": "AwsServiceEvent",

"serviceEventDetails": {

"setuplLandingZoneStatus": {

"state": "SUCCEEDED", // Status of entire
lifecycle operation.
"message": "AWS Control Tower successfully set up a new landing zone.",
"rootOrganizationalId" : "r-1234",
"organizationalUnits" : [ // Use a list.
{
"organizationalUnitName": "Security", // Security 0OU
name.
"organizationalUnitId": "ou-adpf-302pk332" // Security OU 1ID.
.
{
"organizationalUnitName": "Custom", // Custom OU name.
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"organizationalUnitId": "ou-adpf-302pk332" // Custom OU 1ID.

iy

1,
"accounts": [ // All created

accounts are here. Use a list of "account" objects.

{
"accountName": "Audit",
"accountId": "XXXXXXXXXXXX"
.
{
"accountName": "Log archive",
"accountId": "XXXXXXXXXXXX"
}

1,
"requestedTimestamp": "2018-08-30T21:42:18Z",
"completedTimestamp": "2018-08-30T21:42:18Z"

UpdateLandingZone

AR BEH S AWS Control Tower RER I EH BB AW EEES, lE

¥ FE AWS Control Tower UpdatelLandingZone CloudTrail B4, £ @iBHE

# B5E & rootOrganizationalld , i&&H AWS Control Tower BEH (2

B ) #8810 ID. E AWS Control Tower IR EXEEEE , B EEHE
€organizationalUnitNameorganizationalUnitId®&{E OUsH M , B X accountIdE{@EIR
BRBIZIM accountName#

{
"version": "Q",
"id": "999cccaa-eaaa-0000-1111-123456789012", // Request ID.
"detail-type": "AWS Service Event via CloudTrail",
"source": "aws.controltower",
"account™: "XXXXXXXXXXXX'", // Management account
ID.
"time": "2018-08-30T21:42:182", // Event time from
CloudTrail.
"region": "us-east-1", // Management account

CloudTrail region.
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"resources": [ 1,
"detail": {
"eventVersion": "1.05",

"userIdentity": {
"accountId": "XXXXXXXXXXXX",
ID.
"invokedBy": "AWS Internal"
},
"eventTime": "2018-08-30T21:42:18Z7",
was made. Format: yyyy-MM-dd'T'hh:mm:ssZ.

"eventSource": "controltower.amazonaws.com",
"eventName": "UpdatelLandingZone",
"awsRegion": "us-east-1",

home region.
"sourceIPAddress": "AWS Internal",
"userAgent": "AWS Internal",
"eventID": "CloudTrail_event_ID",
generated by CloudTrail.

"readOnly": false,
"eventType": "AwsServiceEvent",
"serviceEventDetails": {
"updatelLandingZoneStatus": {
"state": "SUCCEEDED",

// Management account

// Timestamp when call

// AWS Control Tower

// This value is

// Status of entire

operation.
"message'": "AWS Control Tower successfully updated a landing zone.",
"rootOrganizationalId" "r-1234",
"organizationalUnits" : [ // Use a list.
{
"organizationalUnitName": "Security", // Security OU
name.

"organizationalUnitId": "ou-adpf-302pk332"

},
{
"organizationalUnitName": "Custom",
"organizationalUnitId": "ou-adpf-302pk332"
},

1,
"accounts": [
accounts are here. Use a list of "account" objects.

// Security OU ID.

// Custom OU name.
// Custom OU ID.

// All created

UpdatelLandingZone
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"accountName": "Audit",
"accountId": "XXXXXXXXXXXX"
},
{
"accountName": "Log archive",
"accountId": "XXXXXXXXXX"
}

1,

"requestedTimestamp": "2018-08-30T21:42:18Z",
"completedTimestamp": "2018-08-30T21:42:18Z"

RegisterOrganizationalUnit

LA BRI E M &L AWS Control Tower @A 7E OU EERIhEUA HIZEThEE, LLEH4Y
FEF AWS Control Tower RegisterOrganizationalUnit CloudTrail £, 4B
EH BEEE AWS Control Tower organizationalUnitId EEZEE TREM OU 1

organizationalUnitName# .

"version": "Q",

"id": "999cccaa-eaaa-0000-1111-123456789012",
"detail-type": "AWS Service Event via CloudTrail",
"source": "aws.controltower",

"account": "123456789012",

"time": "2018-08-30T21:42:18Z2",

"region": "us-east-1",
"resources": [ 1],
"detail": {

"eventVersion": "1.05",

"userIdentity": {
"accountId": "XXXXXXXXXXXX",
"invokedBy": "AWS Internal"

},

"eventTime": "2018-08-30T21:42:1872",
"eventSource": "controltower.amazonaws.com",
"eventName": "RegisterOrganizationalUnit",
"awsRegion": "us-east-1",

"sourceIPAddress": "AWS Internal",
"userAgent": "AWS Internal",

RegisterOrganizationalUnit
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"eventID": "0000000-0000-0000-1111-123456789012",
"readOnly": false,
"eventType": "AwsServiceEvent",
"serviceEventDetails": {
"registerOrganizationalUnitStatus": {
"state": "SUCCEEDED",

"message'": "AWS Control Tower successfully registered an organizational

unit.",

"organizationalUnit"

{

"organizationalUnitName": "Test",
"organizationalUnitId": "ou-adpf-302pk332"

}
"requestedTimestamp": "2018-08-30T21:42:18Z",
"completedTimestamp": "2018-08-30T21:42:18Z"

DeregisterOrganizationalUnit

A ESEEEH AWS Control Tower @B KINER OU LWEEThEE, tLEH4HE
# AWS Control Tower DeregisterOrganizationalUnit CloudTrail &4, 4 aniEHA
EHHAFEIE AWS Control Tower BEAHEEIIEEN organizationalUnitId OU By
organizationalUnitName#l .

"version": "Q",

"id": "999cccaa-eaaa-0000-1111-123456789012",
"detail-type": "AWS Service Event via CloudTrail",
"source": "aws.controltower",

"account": "XXXXXXXXXXXX",

"time": "2018-08-30T21:42:187",

"region": "us-east-1",
"resources": [ 1,
"detail": {

"eventVersion": "1.05",

"userIdentity": {
"accountId": "XXXXXXXXXXXX",
"invokedBy": "AWS Internal"

DeregisterOrganizationalUnit
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},

"eventTime": "2018-08-30T21:42:1872",
"eventSource": "controltower.amazonaws.com",
"eventName": "DeregisterOrganizationalUnit",
"awsRegion": "us-east-1",

"sourceIPAddress": "AWS Internal",
"userAgent": "AWS Internal",
"eventID": "0000000-0000-0000-1111-123456789012",
"readOnly": false,
"eventType": "AwsServiceEvent",
"serviceEventDetails": {
"deregisterOrganizationalUnitStatus": {
"state": "SUCCEEDED",
"message'": "AWS Control Tower successfully deregistered an
organizational unit, and enabled mandatory guardrails on the new organizational
unit.",

"organizationalUnit" :
{
"organizationalUnitName": "Test", // Foundational
OU name.
"organizationalUnitId": "ou-adpf-302pk332" // Foundational
OU ID.
},
"requestedTimestamp": "2018-08-30T21:42:18Z",
"completedTimestamp": "2018-08-30T21:42:18Z"
}
}
}
}

PrecheckOrganizationalUnit

LA BRI E AR 8k AWS Control Tower 2B 71E OU LRIhEITHRLARE, LLEHHER AWS
Control Tower PrecheckOrganizationalUnit CloudTrail 4., £&iBHEHAFZEE 1d.
Name# failedPrechecks{EMI##E{ , BAM AWS Control Tower £ OU sEEFHEHTHE LR
ENZEER.

EH PRI THEEARECERIKRFHNMEBEN , @ accountName, accountId#
failedPrechecks 1,

R failedPrechecksBEAZ , RRAXERNAMERAAREHEHINEE,
- REERETEARELANE  TEBHLES,
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- MREEFMZH OU, AINSHHILEH,

E

"eventVersion": "1.08",
"userIdentity": {
"accountId": "XXXXXXXXXXXX",
"invokedBy": "AWS Internal"

1,

"eventTime": "2021-09-20T22:45:43Z",
"eventSource": "controltower.amazonaws.com",
"eventName": "PrecheckOrganizationalUnit",
"awsRegion": "us-west-2",

"sourceIPAddress": "AWS Internal",
"userAgent": "AWS Internal",
"eventID": "b41a9d67-0da4-4dc5-a87a-25fal19dc5305",
"readOnly": false,
"eventType": "AwsServiceEvent",
"managementEvent": true,
"recipientAccountId": "XXXXXXXXXXXX",
"serviceEventDetails": {
"precheckOrganizationalUnitStatus": {
"organizationalUnit": {
"organizationalUnitName": "OQu-123",
"organizationalUnitId": "ou-abcd-123456",
"failedPrechecks": [
"SCP_CONFLICT"

]
},
"accounts": [
{
"accountName": "Child Account 1",
"accountId": "XXXXXXXXXXXX",
"failedPrechecks": [
"FAILED_TO_ASSUME_ROLE"
]
},
{
"accountName": "Child Account 2",

"accountId": "XXXXXXXXXXXX",
"failedPrechecks": [
"FAILED_TO_ASSUME_ROLE"

PrecheckOrganizationalUnit
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]
.
{
"accountName": "Management Account",
"accountId": "XXXXXXXXXXXX",
"failedPrechecks": [
"MISSING_PERMISSIONS_AF_PRODUCT"
]
},
{
"accountName": "Child Account 3",
"accountId": "XXXXXXXXXXXX",
"failedPrechecks": []
.
1,
"state": "FAILED",
"message": "AWS Control Tower failed to register an organizational unit due to

pre-check failures. Go to the OU details page to download a list of failed pre-checks
for the OU and accounts within.",

"requestedTimestamp": "2021-09-20T22:44:02+0000",

"completedTimestamp": "2021-09-20T22:45:43+0000"

}
1,
"eventCategory": "Management"
}
EnableBaseline

A A EHE & AWS Control Tower 2B KRR OU TEENBIIRFHESE, WEHHES
AWS Control Tower RegisterOrganizationalUnit= EnableBaseline CloudTrail 4. £
B EHAFISEANEERRRA, EAE%EtargetIdentifier, X OU LEMAE

¥parentIdentifier®y , A& statusSummary®& R SUCCEEDED = FAILED AREERY |, AR IR

K ES BN KBRS,

"eventVersion": "1.11",
"userIdentity": {
"accountId": "XXXXXXXXXXXX",
"invokedBy": "AWS Internal"

iy
"eventTime": "2025-02-10T17:14:57Z2",
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"eventSource": "controltower.amazonaws.com",
"eventName": "EnableBaseline",
"awsRegion": "us-east-2",

"sourceIPAddress": "AWS Internal",
"userAgent": "AWS Internal",
"requestParameters": null,
"responseElements": null,
"eventID": "366911a2-4fab-4ek4a-ac2b-280f627e0027",
"readOnly": false,
"eventType": "AwsServiceEvent",
"managementEvent": true,
"recipientAccountId": "XXXXXXXXXXXX",
"serviceEventDetails": {
"enableBaselineStatus": {
"enabledBaselineDetails": {
"arn": "arn:aws:controltower:us-east-2:XXXXXXXXXXXX:enabledbaseline/
XXXXXXXXXXXXXXXX",
"parentIdentifier": "arn:aws:controltower:us-
east-2: XXXXXXXXXXXX:enabledbaseline/XXXXXXXXXXXXXXXX",
"targetIdentifier": "arn:aws:organizations: :XXXXXXXXXXXX:account/o-
ern76xmzvT /XXXXXXXXXXXX",
"baselineIdentifier": "arn:aws:controltower:us-east-2::baseline/
XXXXXXXXXXXXXXX!",
"baselineVersion": "4.0",
"statusSummary": {
"lastOperationIdentifier": "37f5eb68-e5b9-4c70-ae76-4cal5f6blede”,
"status": "SUCCEEDED"

.
"parameters": [
{
"key": "IdentityCenterEnabledBaselineArn",
"value": {
"untyped": {
"object": "arn:aws:controltower:us-
east-2: XXXXXXXXXXXX:enabledbaseline/XXXXXXXXXXXXXXXX" }
}
}
]

1,
"requestedTimestamp": "2025-02-10T17:07:09+0000",
"completedTimestamp": "2025-02-10T17:14:57+0000"

}I

"eventCategory": "Management"
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}

ResetEnabledBaseline

LB EH25C8#% AWS Control Tower 2ERIIER OU TEHEZRERFE LERA
WIREE%E, hEHHEZE AWS Control Tower RegisterOrganizationalUnit®
ResetEnabledBaseline CloudTrail B4, £miBHE4HFISEMANEERHEMR

K, ERAE#targetIdentifiery . X OU LERMAE%EparentIdentifiery , X
K statusSummary® ;R SUCCEEDED = FAILED #R&ERY |, LIRIRENHMAS BAMIFEE LR,

"eventVersion": "1.11",
"userIdentity": {
"accountId": "XXXXXXXXXXXX",
"invokedBy": "AWS Internal"

},

"eventTime": "2025-02-10T21:17:55Z2",
"eventSource": "controltower.amazonaws.com",
"eventName": "ResetEnabledBaseline",
"awsRegion": "us-west-2",

"sourceIPAddress": "AWS Internal",
"userAgent": "AWS Internal",
"requestParameters": null,
"responseElements": null,
"eventID": "c@la32el-13ab-4b46-8f1lb-00699ef6f989",
"readOnly": false,
"eventType": "AwsServiceEvent",
"managementEvent": true,
"recipientAccountId": "XXXXXXXXXXXX",
"serviceEventDetails": {
"resetEnabledBaselineStatus": {
"enabledBaselineDetails": {
"arn": "arn:aws:controltower:us-west-2:XXXXXXXXXXXX:enabledbaseline/
XXXXXXXXXXXXXXXX",
"parentIdentifier": "arn:aws:controltower:us-
west -2 : XXXXXXXXXXXX:enabledbaseline/XXXXXXXXXXXXXXXX",
"targetIdentifier": "arn:aws:organizations: :XXXXXXXXXXXX:account/
0-Quh2kplfed/XXXXXXXXXXXX",
"baselineIdentifier": "arn:aws:controltower:us-west-2::baseline/
XXXXXXXXXXXXXXX!",
"baselineVersion": "1.0",
"statusSummary": {
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"lastOperationIdentifier": "3e364c89-89fa-42b8-9776-9f7cc47balfa",
"status": "SUCCEEDED"

}I

"parameters": []

1,
"requestedTimestamp": "2025-02-10T21:14:24Z",

"completedTimestamp": "2025-02-10T21:17:54+0000"

}I

"eventCategory": "Management"

UpdateEnabledBaseline

LB EH25C8#% AWS Control Tower AR IIERH OU TEEZRERFE LERA
WIREE%E, LLEHHEZE AWS Control Tower RegisterOrganizationalUnit®
UpdateEnabledBaseline CloudTrail &, 4 wwiEHEHBFISCRANEER AR
K, ERAE#targetIdentifiery . X OU LERMAE%EparentIdentifiery , X
K statusSummary® ;R SUCCEEDED = FAILED #R&ERY |, LIRIRENHMASBAMIFEE LR,

"eventVersion": "1.11",
"userIdentity": {
"accountId": "XXXXXXXXXXXX",
"invokedBy": "AWS Internal"

},

"eventTime": "2025-02-10T19:45:287",
"eventSource": "controltower.amazonaws.com",
"eventName": "UpdateEnabledBaseline",
"awsRegion": "us-east-2",

"sourceIPAddress": "AWS Internal",
"userAgent": "AWS Internal",
"requestParameters": null,
"responseElements": null,
"eventID": "514f2aff-1a99-4912-bdal-0d4d6662c96e",
"readOnly": false,
"eventType": "AwsServiceEvent",
"managementEvent": true,
"recipientAccountId": "XXXXXXXXXXXX",
"serviceEventDetails": {
"updateEnabledBaselineStatus": {
"enabledBaselineDetails": {
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arn": "arn:aws:controltower:us-east-2:XXXXXXXXXXXX:enabledbaseline/
XXXXXXXXXXXXXXXX"™,

"parentIdentifier": "arn:aws:controltower:us-
east-2: XXXXXXXXXXXX:enabledbaseline/XXXXXXXXXXXXXXXX",

"targetIdentifier": "arn:aws:organizations: :XXXXXXXXXXXX:account/o-
ern76xmzvf /XXXXXXXXXXXX",

"baselineIdentifier": "arn:aws:controltower:us-east-2::baseline/
XXXXXXXXXXXXXXX",

"baselineVersion": "4.0",

"statusSummary": {
"lastOperationIdentifier": "ba3de28f-83fb-4c9a-8a8c-a4el5fac2c4l”,
"status": "SUCCEEDED"

},
"parameters": [
{
"key": "IdentityCenterEnabledBaselineArn",
"value": {
"untyped": {
"object": "arn:aws:controltower:us-
east-2: XXXXXXXXXXXX:enabledbaseline/XXXXXXXXXXXXXXXX" }
}
}
]

I
"requestedTimestamp": "2025-02-10T19:39:35+0000",

"completedTimestamp": "2025-02-10T19:45:28+0000"

}
1,
"eventCategory": "Management"
}
DisableBaseline

A A EHE & AWS Control Tower 2B KIHER OU TEEREIIRF LEMANBREEE,
HWEHE R AWS Control Tower DisableBaseline CloudTrail B4, £HBHPEHAFIESERK
AHNEERERA, CRAE#EtargetIdentifiery, R OU LR AparentIdentifier&
#M , AR statusSummaryB’~ SUCCEEDED = FAILED AREEM , URBRENHMSEMNEEEE
E

"eventVersion": "1.11",
"userIdentity": {
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"accountId": "XXXXXXXXXXXX",
"invokedBy": "AWS Internal"

},

"eventTime": "2025-03-14T00:50:5872",
"eventSource": "controltower.amazonaws.com",
"eventName": "DisableBaseline",

"awsRegion": "us-west-2",

"sourceIPAddress": "AWS Internal",
"userAgent": "AWS Internal",
"requestParameters": null,
"responseElements": null,
"eventID": "704794c4-a32e-4960-8386-c7efaaba22al",
"readOnly": false,
"eventType": "AwsServiceEvent",
"managementEvent": true,
"recipientAccountId": "XXXXXXXXXXXX",
"serviceEventDetails": {
"disableBaselineStatus": {
"enabledBaselineDetails": {
"arn": "arn:aws:controltower:us-west-2: XXXXXXXXXXXX:enabledbaseline/
XXXXXXXXXXXXXXXX",
"parentIdentifier": "arn:aws:controltower:us-
west -2 : XXXXXXXXXXXX:enabledbaseline/XXXXXXXXXXXXXXXX",
"targetIdentifier": "arn:aws:organizations: :XXXXXXXXXXXX:account/
0-Quh2kplfed/XXXXXXXXXXXX",
"baselineIdentifier": "arn:aws:controltower:us-west-2::baseline/
XXXXXXXXXXXXXXX!",
"baselineVersion": "1.0",
"statusSummary": {
"lastOperationIdentifier": "7b895594-0edb-48bc-9f3d-d88c2ad618df",
"status": "SUCCEEDED"
.
"parameters": []
.
"baselineDetails": {
"arn": "arn:aws:controltower:us-west-2:XXXXXXXXXXXX:enabledbaseline/
XXXXXXXXXXXXXXXX",
"parentIdentifier": "arn:aws:controltower:us-
west -2 : XXXXXXXXXXXX:enabledbaseline/XXXXXXXXXXXXXXXX",
"targetIdentifier": "arn:aws:organizations: :XXXXXXXXXXXX:account/
0-Quh2kplfed/XXXXXXXXXXXX",
"baselineIldentifier": "arn:aws:controltower:us-west-2::baseline/
XXXXXXXXXXXXXXX!",
"baselineVersion": "1.0",
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"statusSummary": {
"lastOperationIdentifier": "7b895594-0edb-48bc-9f3d-d88c2ad618df",
"status": "SUCCEEDED"

iy

"parameters": []

I
"requestedTimestamp": "2025-03-14T00:49:13Z",
"completedTimestamp": "2025-03-14T00:50:58+0000"

}
iy

"eventCategory": '"Management"

BH £/ AWS £ & E X AWS Control Tower

B LAMERAAWS FAZEBARBERMNEE , IEWEHH AWS Control Tower BH, ESHFER
EENSRAE K FaWEBEHN, SUlEEZEAEEZVS4NERN , OEEFHBH. HXEAEXF
# Amazon Q Developer BIRBE] , SAWS = ESTEERAENHEBH, BB UEFESEHNH
LEREBA,

AWS EREBAXERR  TRLEERESHHBRINENHE. BANEEEREIRABAS

Do
EiB AWS A FBA I EventBridge FTBIB A E R TIE

- RENFEAZENE (UI).

- EAWS ERAREES AR HEBS|MNIcTEEHESE,

- REXEEFHHBEA , TEERE Amazon SNS,

- RESIENRE , XBETHHEREN , AWS FAEEBANESR.

Blan | £ Security Hub CSPM BREMSBREMBBEBENEAT , LURFERIINBENER 2
—o JSON FAREREBATENERNTH R TRM TR

{
"detail": {
"findings": {
"Compliance": {
"Status": ["FAILED", "WARNING", "NOT_AVAILABLE"]
},
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ERAEER

"RecordState": ["ACTIVE"],
"Severity": {
"Label™: ["CRITICAL", "HIGH"]

.
"Workflow": {
"Status": ["NEW", "NOTIFIED"]
}
}
}
}
EHERR

- BELAER AWS EREBATRE FRHNERGNS,  RERBNSBERSH.

- MREHE JSON BEXIFE Y HCH EventBridge ERERHY , UMK EBMH G REHN,

g345) AWS Control Tower B4
AR 2 WWEZEHIEH AWS Control Tower,

« JE& EventBridge =4,
« IBOLUER AWS A& EHETRE EventBridge B4 ( =4 )

{
"version": "Q",
"id": "<id>", // alphanumeric string
"detail-type": "AWS Service Event via CloudTrail",
"source": "aws.controltower",
"account": "<account ID>", // Management account ID.
"time": "<date>", // Format: yyyy-MM-dd'T'hh:mm:ssZ
"region": "<region>", // AWS Control Tower home region.
"resources": [],
"detail": {

"eventVersion": "1.05",

"userIdentity": {
"accountId": "121212121212",
"invokedBy": "AWS Internal"
1,

"eventTime": "2018-08-30T21:42:18Z", // Timestamp when call was made.

yyyy-MM-dd'T'hh:mm:ssZ.
"eventSource": "controltower.amazonaws.com",

Format:

EREBA
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"eventName": "<event name>", // one of the 9 event names in https://
docs.aws.amazon.com/controltower/latest/userguide/lifecycle-events.html
"awsRegion": '"<region>",

"sourceIPAddress": "AWS Internal",
"userAgent": "AWS Internal",

"eventID": "<id>",
"readOnly": false,
"eventType": "AwsServiceEvent",

"serviceEventDetails": {
// the contents of this object vary depending on the event subtype and
event state

}
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AWS 112 F1 AWS Control Tower

AWS Backup  —ER#E , LR BBHED AWS ERMETE, EERE AWS Control Tower &
REfER B EERNEETESER

1. AWS Backup A& EEREIGEA . B L1E AWS Control Tower AN EEREFREE®E L
BATUIRE, EEFR B AWS Backup , EREREZERFPEY, MEFHENR , F2HA B
# &R AWS Backupe

2. £ AWS Backup £ A& HIZZ A AWS Control Tower B3, MEFMER , 528 (AWS
Backup B AEEM) PHEAZENRE.

3. BB ETESWEEI OUs AWS Backup LA . EEBEEFEMRBA AWS Backup 2% , &AL
£ XA OU FHEEF EE EHT IR, B AWS Backup £ OU LEA B , &% OU F KR
Fe 3 AR F AWS Backup E.

4. BEREGEEROTPHIMBEER, EERTZERNEMDER, ZNFEAFTEEFSAERLER
EHIEEWHRE,

MEFMERN , F2E AWS Backup B AEER. B&EE AWS Backup with AWS Control
Tower B |, FEEEEMER, BAERBPELERA AWS Backup, MEEEBHFMET , BFS2H AWS
Backup E1E,

ZE AWS Control Tower &/ AWS Control Tower ZBEEIHFE I AWS Backup 2 ERIEEME
A, FSE B BINER AWS Backup

(® Note

AWS Control Tower A3 #i%EiB AWS Backup IR EZFRE AWS Control Tower ERE &2
st&8l , mRKZEHE AWS Control Tower ERIEFRRAE.

FORIRAF

B ERBEER AWS Organizations ##8 , =88 AWS Backup §%E AWS Control Tower &R, 20
RIZELERTE AWS Control Tower EfEE1E , MAREHHERS.

BABBLE R I ARTE AWS Control Tower REEEVREE L AWS 1RF ., ELIRFER AR RiEH
IREMBENEEEIRE., FAELEBMRELIRS,
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AL | BAEIREER R I % [E1E AWS Key Management Service (KMS) AWS €88 | 435 2 &4

TE&RIRHY TR

. PRIGHIRE — PRIGORFEESERIER AWS Control Tower &) X HEMER. REFERME
LR F A AWS [Ei5 AWS Control Tower EEBHFTE ., BIRFEARASERELIIRSE D |, KRS
EIARBEFEEERER,

- ROBEEERFE - HHOBEEIRFE AWS Control Tower 1 AWS Backup BRBHZEREE SRS,
© M Backup Audit Manager (BAM) k&5 518, LLIRF2REFAERAOERER , flmEREHM
BRI®E., EREFHME Amazon S3 EEFETEP. MEFMENR , F2E ( AWS Backup A
8i58) PHEH AWS Backup EE AT HETE

- Z[EH AWS KMS £ BEER

I&HY AWS KMS £IRFESREK, FEREULBRNERBER , EERFEFRBEBEERIRS
MHEBFTANEREA (EFHENAR ) 7

JSON

"Version":"2012-10-17",
"Id": "KMS key policy",
"Statement": [
{
"Sid": "Enable IAM User Permissions",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:root"
}I
"Action": "kms:*",
"Resource": "*"

"Sid": "Allow use of the KMS key for organization",
"Effect": "Allow",
"Principal": {
"AWS': A
},
"Action": [
"kms :Decrypt",
"kms :DescribeKey",
"kms : GenerateDataKey*",
"kms :Encrypt",
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"kms :ReEncrypt*",
"kms : GetKeyPolicy",
"kms :CreateGrant",
"kms:ListGrants",
"kms : RevokeGrant"

]I

"Resource": "*",

"Condition": {
"StringEquals": {

"aws:PrincipalOxgID": "ORGANIZATION-ID"

}

LS PIBCR A RABB PN RIREERENZNROER . EHRAWS 2EREREIENMAWS KMS fF
R RRBERFE , BBRRBLEZFAZTEEDENED

(@ Note
EHZEE AWS KMS £i8 48 8H¥ AWS B &ETEIEH AWS Control Tower EE Y F1E
HITEER,

X {42

A e R EREIER BN EFTEERERER , A7 AWS Control Tower FEEREIIR F B9 & RE A
=R

Bh RAGNE  SXARETIIER

« AWS tRF 5 AWS Backup BEEERFEH
« AWS IRF & AWS Backup R RIFMDIRFEH
- BRABRFiEROEENZEH AWS KMS 28

a0 4A] R A e 42
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BARFEMEEERD : 55X , RENEEEISBARS ; A%, AFERCHSESEM OU &
Riatd,

E—#0  RENERERBRERSD

FiEA  EALLFE AWS Control Tower AN EEEHREEMLEREEEESNED. BT
BEREEHRECRETRBEIIEE  BREUVUESEEHNEERERGREHTRE

API : I REEEH AWS Control Tower BRI , A LAY UpdateLandingZone API 2RE&
F AWS Control Tower APIs B3 , & MRERE —IXERE AWS Control Tower , Bl A LARA
CreatelLandingZone APl, (7R : Eltz#% , ™M EnableBaseline APl RAZEEZNEE
OU & fefn. )

AWS Control Tower £33 & H\2p

BENEEERESEA RO —309 23 AWS Control Tower TR AUNNS B, EBNREEEZE AWS
Backup £ & , FeeRBEEHN BR.

BRELHRENMAERERSEEMALGEREE

1. £ BB AWS Backup E 12 &https://console.aws.amazon.com/backupe
2. EEBERY |, EIEFERE.
3. 1 Service opt-in (IBIZMMARFE) HE L , 82 Configure resources (REZR)o

4. EAYLBEBREASREAELESEMNIRIE AWS Backup, BHEEDEINEEHOMNER |, Hlm
RDS. EC2, DDB & , M EMERABNEM AWS Control Tower R,

WMEFMENR  B2EEEFER S8R AWS Backup.

© FERERHERSEE
FE4REE AWS Backup SREELMA AWS REERNGEHREZ T | LAEHIT £ HNTEF LB
{211 A AWS Backup SBRH. LSk | % AWS Backup BRIS1E K SRS 0% A BRI & EL & RUE
AL ER  SAAEEENER | LEA BIEMASEENGDEER | AWS Backup
£57E AWS Control Tower B BSERER, BRF X IBNERER o e B HEM KM,

BB AR EREENEDE | AWS Control Tower €4 RIS MM ERSE , AP REQIRE
MiBdEEEW|RS, AWS Control Tower G1EIEEREMEMIRE PRI ER,
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/A Important

£ ZE /A AWS Control Tower Audit 1 Log Archive 1R E 8§13 , &4 EREAY
EnableBaseline API REZREZR £ OU WfEfT. BREEHEM.

BENFTENREENTHRR

- BORRED = EXARREFEEFRE 28 , PRIEGREFERREEIR

- BREM = EXARXHEFRE 28 , EPRBEOXHERRE 1 @A

- BBRRG - EARREFETRE1EA , EFRREFESRRE 3 EA

- BARYG = EARRFETRESMER , EFRBEOREESHRE 3 @A

MEWARHHFBIGET, , FHSHEH AWS Backup TR AR HEHE,

T—%f4% : £ OUs LRk AE#%

FEEBEREHRE AWS Backup FRUA 2 & , BL4ARBNBENANTSR | LHEERHEE OUs A
##H. MREE AWS Backup BEEEDHRA , £EE THANOU FHEFEELES EE , 7
RCRERA OU Wi, MRKREEZRESBRBARE , S8EEE OU FHEARE LBIX
-6

% E £ OU BackupBaseline LA , &% OU #ZBAWSControlTowerBaselineB A . &1 OU
PR SR S & AWSControlTowerBaseline B/ A o

EZZHRRSE T OUs F , AWS Control Tower €58 EHMER
. AEREFE

AWS Control Tower S1EZRIIRF PRV ARBEDREFE | WAENE RN FHD T EREEEIR
17, B AWS Control Tower B3I &7 5T EIG L F EER.

BackupPlanTags:
aws-control-tower: 'managed-by-control-tower'

- MESENROFE  B/0K, 80, 88, 84,

BEFEHEERIERIEMMEEAB . Fl , E/EL aws-control-tower-backuphourly RE2HI &R :
true 2 28/ MEHEAFTEINRE,

T—% 4% : £ OUs LR AR #H 453


https://docs.aws.amazon.com//aws-backup/latest/devguide/create-report-plan-console.html
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- IRFFNAHEDAE

AWS Control Tower @23 A RHH IAM &, KACEENEIEESF,

"backup:UpdateGlobalSettings", "organizations:RegisterDelegatedAdministrator", "organizations:E

ZABR NREERABEEER AWS Backup . RABER aws-controltower-backup-
role , WEAREEZEN TIIZEFFT :

» AWSBackupServiceRolePolicyForBackup

AWSBackupServiceRolePolicyForRestores

AWSBackupServiceRolePolicyForS3Backup

AWSBackupServiceRolePolicyForS3Restore

B ERAETRD

£ AWS Control Tower FERERDEFN —H 2 RELCLETEEHEOTHETNER. ELERSHE
ERORER, SLRATENER,

* aws-control-tower-backuphourly : true

* aws-control-tower-backupdaily: true

* aws-control-tower-backupweekly: true

* aws-control-tower-backupmonthly: true

Z

Hein

& 7£ OU k£ AWS Backup BAERHARRER: | B2 1E AWS Control Tower 3 A /) OU A&
aﬂﬁﬁtﬂﬁﬂkﬂgﬁﬂqﬂé FIERAMNE, MEMuN —EEATREITIERRA. ETHMEK,
RBEBRBUREE , FREEFHTM OU , #BEM AWS Backup HHREEHERZE OU,

- WREEHE OU £ AWS Backup BA , BIIEEBIRF TRMHAENFHIRFEIZEE OU T AWS
Backup.

4 B i 12

B EEEEESREBREMN T EEEE , B AWS Control Tower ik F &R EE .
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https://docs.aws.amazon.com//aws-managed-policy/latest/reference/AWSBackupServiceRolePolicyForS3Backup.html
https://docs.aws.amazon.com//aws-managed-policy/latest/reference/AWSBackupServiceRolePolicyForS3Restore.html
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FERREOFEEREETESR . 6k , BEASECRARES 2 OU B AWS Backup £ | REREMEE
B iEt,

g£—4& : B OUs LM fE

W AWS Backup ERA , B AFXERFTE OUsHY AWS Backup E# | F 82 AWS Backup B3R &
BEEELN .

ZEEH OU 9 AWS Backup E% | T LAFFEIY DisableBaseline APl, ik OUs &I AR
B Attt eAHEER AWS Backup £,

#HloT -
aws controltower disable-baseline --enabled-baseline-identifier Enabled-baseline-ARN

B 185 A AWS Backup B8 , AWS Control Tower 28R THE R :

. PRS2 RBIMIHEBEE AWS Backup
. FF#55E AABARY I AWS Backup

(® Note

EEMBRERE  HERELAMRETE , DATHRRIFE LNREBKRES Retain, EE
HENES.

T—2% : AWS Backup BERA&HY & pEE I

ZEIBRARA OUsfifd M B BRIk , HER AWS Control Tower XA ERHD , FEBEERE
HRERHE. EEEFERER.

& 18 BARARF AWS Backup , AWS Control Tower &8 % 5| &R :

- BBRPTEE MER B LE AWS Backup

- F£Z 4 OU AWS Backup F &2 HHEIR PR E 124118

- BUHREMZREE SRS LT AWS Backup B

- REWENPRIEDIRSBBR AWS Control Tower & AWS Backup ( #BAR CloudTrail AWS
Config% )

%=—4 : BB OUs LRt 455



AWS Control Tower EREER

- AWS Control Tower AWS Backup EREREFENTEERH Amazon S3 EEFEFRER

FRiEMZE , TERYHNESD , ETEBRRENHEE.

EBERRE LA D

MRIEEIRFEEZE AWS Backup 2RA B9 AWS Control Tower OU , B#RF &5 AWS Control
Tower , RIS EHETEITEEBERAZEIRF,

A . EEM AWS Control Tower £ A AWS Backup AEBIRERA , A LAERFHMAE
FAEHELREEHIRS , E OU FMEAEE LIBESEHEM OU , UEAKREHZHEIRS,

APl : #£ APl , IMREIRFBZCRARMGEEN OU , BRI LAFILEZ OU LK
ResetEnabledBaseline API , #% OU EnabledBaseline WERIEEABE , LUEBH OU f#ix
REFRRS LHED,

gl

aws controltower reset-enabled-baseline --enabled-baseline-identifier
arn:aws:controltower:REGION:NAMESPACE :enabledbaseline/X0SDORWSHDB5ZNWEE --region us-
east-1

G FESEHI

{
"operationIdentifier": "@bbdb587-c849-4152-95c6-7afa7664ee71"
}

AWS Control Tower F I {E10E

AWS Control Tower F# AWS Backup fARET SRS mEE. % AWS Control Tower FREBHFMHE
7, ESEERFEIR AWS Control Tower FHER,

MBEMERBEBY AWS Backup 8 , EWFHBTEREARERE, ATRBBEN —LBEX,

- FBE®REZ4E OU BE Backup Administrator 1R
- BAREZE OU BEIPRIGEHBIRS.

- FBRAB PR Backup Administrator 1R o

- BOREBPBRPREDRIRS.

EBBHIRF 456
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- BN, EERFEHERAERS OU 9 AWS Backup SCP,
- BOOBE, EEIEHEAZEHM OUs AWS Backup SCP,
- FE% B Backup Administrator R 5 #Y 5F 7] AWS Backup.

- BAEFHENBIRFRORE , S BABIKRFES. UEBRFIREONFEMRENR , F28 (AWS
Backup APl £#&UpdateGlobalSettings) HH .

. EOMBREHR AWS KMS €88,
« BOERTE AWS KMS £ B REHEETEH,
- WE71ERARBH ZEEFE AWS Backup,

(® Note
KRGS EHE{RE AWS Control Tower 71 AWS Backup &EiRH) SCP B 54| 1H AR IR & R sk

A BIMEIR AWS Backup
WEE EHWERRSERBARE AWS Control Tower 1R FE 237K EJR AWS Backupo

TRETE®R AWS Backup A& FEREIHABA B , AWS Control Tower £ AWS Control Tower
Central Backup tRF I E R

Description F R i 40 R P RV B R

B{E OU TERS ? Z% 0U

PRLLENEREY T BIR ? EEEHEYSHER

BEYMLER ? F i 4R 7B —aws-controltower-c
entral-backupvault-*

TEMLE ? PEREER

5218 L E R AR RARY R BITH A PRLE 2 CT.BACKUP.PV.3

TRERELR AWS Backup A& BEEEEMBEA & , AWS Control Tower £ AWS Control Tower
Backup Administrator 1R F P E I HE IR
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https://docs.aws.amazon.com//aws-backup/latest/devguide/API_UpdateGlobalSettings.html
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Description BREEERFHNER B2 NEREESIR
F AWS Backup

B{E OU TERS ? Z4 OU

PRLEENERR Y T EIR ? BEREEEEYSHER

EEVMELR ? B EZEES (BAM)

* aws_controltower_copy_report
* aws_controltower_backup_report

 aws_controltower_restore_re
port

PR BAM BFEH Amazon S3 & ZET
8 —aws-controltower-backup-rep

orts- {accountId} -*

Amazon S3 FEGE#fEFETE —aws-contr
oltower-backup-reports-log-
{accountId} -*

BE WL R ? FEE

B35 L R AE EA Ay 422 5 1E A TR LE 2 « CT.BACKUP.PV.2
« CT.S3.PV.1
« CT.S3.PV.1

TREREZ AWS Backup BZ £ OU BA B , AWS Control Tower £ AWS Control Tower F&# R
FE# AWS Control Tower Log Archive IR E I &R,

Description M AFHERFHNER
HE OU BEIRE 2 Z4 0oU
BB ERIYL T EIR ? Bt BackupBaseline

HIER 458
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Description M AFZHEFERFNER

SEIMLEEIR? o REEHRTFE -aws-controltower-1
ocal-backupvault-*

o KA {EHAE —aws-controltower-B
ackupRole

- MEF#EGE (80K B8, 84,

=0 )

* aws-controltower-hourly-bac
kup-plan

* aws-controltower-daily-back
up-plan

* aws-controltower-weekly-bac
kup-plan

* aws-controltower-monthly-ba
ckup-plan

« |AM B —aws-controltower-B
ackupRole

TE WL R ? AEZERSE
EE LB R AR RRAVIRBITH A PRLE 2

CT.BACKUP.PV.3
CT.IAM.PV.1

CT.BACKUP.PV.3
CT.BACKUP.PV.1

® Note

B84 BackupBaseline EAE% £ OU B , 3% OU FHFTE K EIRF #HEHEK AWS
Backup EJR , AR 2 Audit and Log Archive tRF,

TRERESE AWS Backup £ B1Z OU LA B , AWS Control Tower £ AWS Control Tower OU
REREHEINER
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Description Hftt OUs H R BIRFHEIR

#1E OU BEIRF ? Z£ OU B OU

HLBERL T BEIR ? Bt BackupBaseline

SEUYMLER ? o ZHEDRIFE -aws-controltower-1

ocal-backupvault-*

. KA {EH AT —aws-controltower-B
ackupRole

- MEX#iEGEE (80K, 88, 84,

=0 )

* aws-controltower-hourly-bac
kup-plan

* aws-controltower-daily-back
up-plan

* aws-controltower-weekly-bac
kup-plan

* aws-controltower-monthly-ba
ckup-plan

+ |IAM & —aws-controltower-B
ackupRole

B WEREE ? FEREES
EELERMEEEAEEIREA WL ?

CT.BACKUP.PV.3
CT.IAM.PV.1

CT.BACKUP.PV.3
CT.BACKUP.PV.1

AWS fig {0 By 12 &l T8

B 1% AWS Backup £ AWS Control Tower EpEEIHHP A 6 , REEHERFSERNIRERK
A, Bkt EeREMSEA AWS Control Tower 4 AWS Backup FTEENER, MRS EEES
AWS Backup REA , BIEEERAE LR H1E,
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MEFMEF , F2E WEFIE AWS Backups
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https://docs.aws.amazon.com//controltower/latest/controlreference/backup-controls.html
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= A AWS Control Tower & [E[E 15

AWS Control Tower AR EMEBZ LN ZIRE AWS IRIE | BAERMEESE, /&R AWS Control
Tower EEMFTIEERNEFBABRETEERESE,

WMREFAEEBFER AWS Control Tower , BEIER& TE &5 AWS Control Tower BLEWNER, X

R EDRREERESF FEEZREESRERE , BEREREZEREIER  ARBERRZERE
I“E—“iijzo

NEFRBBRTHNEESE  F20 EAEFHE.

/A Warning
FEMIBRFTE AWS Control Tower EREFEATE. BRAFERETNEEET,

=& AWS Organizations T8 T AR EEFLNERFNBEEER,

« AWS Control Tower 7B BRENER , REBREBRVNEEEE D

- ERAEFTERE , @RE-LEFEXM , §l20 Amazon S3 fFZEFEE M Amazon CloudWatch Logs
BF#H. TREHMBEEES 2 , XEFHMBRELER , MERELEHERSEERNHEETRE
B o

- BEEERABBBERETRBEREIRENEREER, WRENBREESRERFAR , BLEBER
RURESEHEREREADDHERERE SRS ERBEFBMEBRER.

BREAEZEESEEEEAREZRENERF , BEEER, AWS Control Tower FREUHY BR1& B)/EF BR1&
BRSNARESETYEHDRA,

/A Important

MAEBERAERBEFLERAERESR , THTRBRREEERF. BREER  BEEXE
MEMRAENEERESR,

FREFSE

BIRERBBREIBREREITE , AWS Control Tower €117 T 5 8 1E,

EHEFBE 462
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- EREERESBRANESEERES, AWS Control Tower SiBR Sz #2412 4|18 CloudFormation K&
o

o WABBRREEFIBER SCPs) , LMEASEFER 2 F AWS Organizations, MIRBEKRZZMH ( FE
ZR1EBBR AWS Control Tower EXERFTA SCPs 2% ) , AWS Control Tower &% B3 52 4 Ml &
BE,

- MERFFEERE A CloudFormation StackSets HIEEE .

- MBRFTEEEFIES CloudFormation B FIEEE.

- HRASEMERS , AWS Control Tower 8 BREZEEFBEHT T 7S %,
o THERE{EINR P B BHR S B F2 8%

- EB®BER AWS Control Tower 2 IAM A€ (BRIECHIBHMBE ) RHEEIRFH AWS
Control Tower §F 1] , YW EHE I Z% IAM OrganizationsFullAccessRole B,

- RRAPBERIRFHIECEE AWS Service Catalogs
- & AWS Service CatalogH BERIEFBERKERMERBES,
- MBRHEA (RERMBFEE ) RENWER.

- BEB#BER AWS Control Tower ZIf IAM A€ (BRIFCHBHMEE ) YEFHEL IAM B, §#
H AR F#E8 AWS Control Tower OrganizationsFullAccessRole §F ™,

- hIBRELH A0k S AR BARYRC 8% .
- MIRERF 2 OU MBI &,
o fIBRER B = [ 35 AY R ERES 8%

(® Note

BREER , WREHN VPC FRZEN , B RSEERRIRFER VPC EE
(BP_ACCOUNT_FACTORY_VPC) LUBE A NAT BE.

QN R R AT B FE R 1T

EERTIEEMBREMTIEN AWS Control Tower 2[R | SHERELERHENER,

@ Note
BERECEFEACNBUHEE S MRS,

M RREEERERED 463



AWS Control Tower EREER
1. EEZE AWS Control Tower AT EEEFREE®,

2. 7 Decommission your landing zone (fEBRZTEW B BEE) [EEH , #1E Decommission your
landing zone (FEBRZEE M EREE),

3. FEENHIR—EHFEAR , RPLBHATHEE , ARMENEIERF, EERBEITERRE
£, BXRERNBHELFRLKERBAET,

/A Important
BREEEFELEER,

4. MBEEIBEHERZTEZEESNEER  AIEMERETETE  XRSEELEFEME AWS
Control Tower BB, WEFHRZREEEME /DG,

5. BERARNE , BNBELEFTEMBREIERNEIR , 8L AWS Control Tower 18 & 58 EFTHY B PE
B, ELFHNERIIE—LIEEN Amazon S3 FEFETEE. MM CloudWatch Logs H 68
#o

® Note
ELBETRSHENRENSRIBERERTE, fi , BERBRELERTESE
BENEA.

WENMAFEMBRERNFEES , F2REAREER AWS Control Tower EilRo
6. MREVELEFEFHFRETOEERE AWS |, FERBUBENASR, BB CLIBMATIIGS

aws organizations disable-aws-service-access --service-principal
controltower.amazonaws.com

A APIs =N EEREE

BERAAEREESERNEFBABREAEEES.

A APIs ERIENZERES 464
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/A Important

MAEBERAEREFLEREREESR  FHTHRREEERF. BREER  SEEE
MEVRANEEES,

MEMREAEERERITBFMER , 23 AWS Control Tower MABREENERNREERNEESE
# AWS Organizations , 28 1=H AWS Control Tower ZBE[E1F,

EEMBRETEERESE , W DeleteLandingZone API, It API £ [E
OperationIdentifier , REEALEMN I GetLandingZoneOperation API B FA XAk 2 Ml BR i
{EHIARBE,

aws controltower delete-landing-zone --landing-zone-identifier
"arn:aws:controltower:us-west-2:123456789012:1andingzone/1A2B3C4D5E6F7G8H"

B

{
"operationIdentifier'": "S55XXXXXX-e2XX-41XX-a7XX-44B6XXXXXXXXX"

}

BREERMBNFEBRER

REFHENBRERASR R , BLERITHFBERER
- MRLHEFAEFTHENERIRF2REYFTNEREES , SUEEBHRERA BFHEIRKIRFNE
FF, BARBRHENERIRFEETRNE FE4Fibit.

- BAEFXFEMBR CloudWatch Logs H & B#H aws-controltower/CloudTraillogs , FBEER
E5—EEEE,

- XAFHBRAENBBEFAFHEERBHMIE Amazon S3 R FITHE.
- BUAFHHRIEHRGERENZT2 NP IEBEN.

BREERTRENFBEREY 465
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® Note
BB MBREFFEZIRSE , MAREEIRSE , FEEMBR AWS Control Tower Security
OU #B#, ZEMBRELIRE , BXEURFEHES D EANKEEZIRFEFMAFERS |, X
1 B i BR = 1P

- IRTIREAREF BB AWS Control Tower B9 AWS IAM Identity Center (IAM Identity Center) #H5E |
BRI LREE S IAM Identity Center #HEE,

- IBAREREB IR AWS Control Tower Y # VPC , X B RAEEIBIH AWS CloudFormation H &£,
- BRARERELBNSR , I EHEBDRENNZRE AWS B,
« EBCLImATS®S

aws organizations disable-aws-service-access --service-principal
controltower.amazonaws.com

- RFEZEEEMNAWSControlTowerManagedRulet AFAIK EREMBRFIANZERE , B
% . AWSControlTowerManagedRule 2 Amazon EventBridge # 8l

BREETHEARBRNER

RREERERFHIFTE74LRE AWS Control Tower SR ERF. FEZERPAEE , ILFHR
BRo

AWS Organizations

R EEAE AWS Organizations K ZEF , AWS Control Tower X EEE —HZEHEBEN
(OUstV#E#S. IEEMNZ S OU MiZAEBIMNDE OU, ELMBRECEEELR , SRZABHOME
&, MR :

« &% AWS Control Tower 1B EMBEN (OUs) TEHEKR.

- Z2HEDE OUsTEBER,

- BT ERPMBER AWS Organizations,

« AWS Organizations ( £/, ERNEE ) PHEARFHISBBRBE,

BREEHBRBROER 466
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AWS IAM Identity Center (SSO)

HHRZEHRE IAM Identity Center B # 9% F , AWS Control Tower &5%7E IAM Identity Center 3t 5%
EWHE %, EXEREERELGE , AWS Control Tower &% IAM Identity Center /T2 E,
MEZFE , B LUFEMBRTFHESERS S IAM Identity Center Effl. 152 , BRETTEE
EELES
- FRARFEKBRINEAETSEBR,
« AWS Control Tower 2 ER N EHHETSER.
« AWS Control Tower B3I HFF T £ T EHER,
« AWS #RFE2 |AM Identity Center SF Al £ 2 VBB T S B %,
+ |IAM Identity Center B % T &8 F,
« AWS Control Tower BJiELE IAM Identity Center BIER T2 RBBR
 AWSControlTowerAdminPolicy
* AWSControlTowerCloudTrailRolePolicy
« AWSControlTowerStackSetRolePolicy

y=:h=:)

ERTEHIR , MBEER 184S , AWS Control Tower EAZREBYEEA®  REMBHRFEB APIs
REEREED  ASERLEIELEAR, EREAEEEEN  TE2BRTYAE®

« AWSControlTowerAdmin

« AWSControlTowerCloudTrailRole

« AWSControlTowerStackSetRole

* AWSControlTowerConfigAggregatorRoleForOrganizations

® Note

MBR 2 pE RIS | R 2ZE AWS Control Tower RERLEV AR  EEFHEIA

& , AWSControlTowerExecutionHEIRFHFHACHSEZIMBR, T8 , MRESAEH#
BEMMNZELAE  SIERMMELAEKBE , AWS Control Tower T BE5E 4 12 M BR & fE =
HHEMERLE AR, EEBERT , REEFHMBRER , EACERBELNKEREF,

BREEHBRBROER 467
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Amazon S3 17T

EEREHIE , AWS Control Tower €7 AWS CloudTrail ¥ B HERE P EN 17T |, WE AWS
Config BEMHRRP RFEHB[IRS PRI T, AWS Control Tower 2 ARG &MLk ZE
IREPIFINRTITR. EEHRRECEEETSR , TEBRTIER

- TEBRAFZHERSHN AFBMCKIFTI S3 FEETE,

- TEBREERPRERZRT ERSPIVECHMNECHRTE S3 REEFETHE,

- TEBREERFPESNEHFNRBFITENARNS.

REESIRS

AWS Control Tower EXRZEREESHEIHE —BHPRIRE, HWIREFT—ESERIBEZEEGRA
B AWS Control Tower ;R EHIER I, EXRMBRETEEEEER -
« 1£ AWS Control Tower X EH BB INREESIRE TR,

« IAM OrganizationAccountAccessRole BB EEHE I LFSIZELE AWS Organizations #H
R,

« @K AWSControlTowerExecution A,

HZR RS

AWS Control Tower ZF A LAEAIRE TRREILH AWS IRF, BEEBRETEEEITRE

- BERRFERELNHERS TSR,

- FEMEE MR AWS Service Catalog 78k, MREEBKRIEELIRFRBRELIRSE , HiRF
2BZER OU,

« AEBR AWS Control Tower 23 K VPC , th A2 REEAEAY AWS CloudFormation # &£
(BP_ACCOUNT_FACTORY_VPCQ),

 IAM OrganizationAccountAccessRole S EEHE I LUFSZELE AWS Organizations #H
&,

. &%BR AWSControlTowerExecution &€,

BREEHBRBROER 468
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CloudWatch Logs B 568 4H

« CloudWatch Logs A& #H aws-controltower/CloudTrailLogs@E I AE 5 WEEM —B
4 AWSControlTowerBP-BASELINE-CLOUDTRAIL-MASTER, &It BEEE, MEMBRE
B REBER,

® Note

ZREEE 3.0 MEFRANEFTEEMREERIZEMIRSH CloudTrail B CloudTrail B
AR, NABLACGEEEERFPHEABEREME,

e EpEEE 3.2 iRBI%A , AWS Control Tower 23 #%5 #9 Amazon EventBridge 3R
BlAwSControlTowerManagedRule, tRBISEHHFAEZERE , TEEKEIRFHE
MV, BRECHBTISHADMBRRL , AEESKBERBEZARFNMESEREN KSR
FFEMERARAl , FeEEREF P ERERERESE,

ERA{AMBER AWS Control Tower ERITER , 5528 B AWS Control Tower &,

B AWS Control Tower &R

3 R A A @ B B BR AWS Control Tower EIRMER , MAEREBNEREHEN —Ho. &ZFE
FRENEFEAREFERBRENERN —LER. ERFRAENEEEATRE.

MERENERIREFTECBRER

- E-MRIFATEREREEFRMERER.
- FREBEFERARRBGNER.

/A Warning

FHEBRERBETAFERETNEEZEES., EEEATRE., MREELZEA AWS Control
Tower BpEET , FEHFIMAEZEFMRNEMEEEHA AWS Control Tower B F @15 2 5l & &
FHER, ZERWIETRAHEEERBEBRETERNEBRERNER. BIEEFBMERFTE 2R
EFER , CHEERZTZEESTRE , MEEGEECIEEHNEA,

MR IBEEHR AWS Control Tower BERIRE |, 5528 T 5 S & LABERARE -

# &% AWS Control Tower &R 469
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- BUHEE RF
« BAEATE Account Factory R E I HIIR P

RETEMREE , MARMBR?

MREFTEBALEMSEH AWS Control Tower , REFZEFTEEHMIEAEABER  BELIEELR
VR EREEREEINER,

- ERAEFTERE , @RE—LEFEXmM , §l20 Amazon S3 fEZETE M Amazon CloudWatch Logs
HES8HH.

- BRAZXFEHRERIRFPNRAER , TRRES —EEEES  YERELESHNEANTEME. W
FAMER  F2RERZEHERBERNER,

/A Warning
MARBERAEREFLEARERESR , TRTHREEERF. LEFELER.

BAR ¥ BR AWS Control Tower &R

AEFHENEFE5IEEFBHEER AWS Control Tower iR, ELFTERBTEEZMBRISEEIR
i, ATLEEELREF.

EHITELREFZH , RIESERA , TABKEERABEEREEN AWS EEXEES TEHFH
B & %A IAM A E S IAM Identity Center FRIERAEF D EA , Y EFIELEERFNER
RENEEHT,

/A Warning
ELEWIEMEE SRS ALK AWS Control Tower 5%E. ELEBHEEELER.

F&E

- Bk SCP

- MBR StackSet FIH&E,

- Bk B S FEIRS FH Amazon S3 7T HE

BREEZMBRET , MT2MBR 2 470


https://docs.aws.amazon.com/controltower/latest/userguide/unmanage-account.html
https://docs.aws.amazon.com/controltower/latest/userguide/delete-account.html

AWS Control Tower EREER
- BRIRFIRERMESHNER

- #BR AWS Control Tower & &FEE

« AWS Control Tower EJR5RHA

fHBR SCP

AWS Control Tower £ IR FIBZE SCPs) #E1T124l, LEFEZXRL AR N{IMBRE AWS Control
Tower 45 BI4BRBIHY SCPs,

B AWS Organizations SCPs

1. ¥ https : //https://console.aws.amazon.com/organizations/ BIRX Organizations £# &,

2. BARK Policies (B3R) B8 , S EH aws-guardrails- B HI IRIGIEHIBER (SCP) , Y ¢ ¥ = 1E
SCP #1TUATEZ .

a. #& SCP #R+EEEAY OU o 8,
b. kR SCP,

M BR StackSet FlHEE,

AWS Control Tower £ StackSets 3 & 3R B & B T b [ 15 #2518 AWS Config 8 tHEHY . M
TREFEEERNAMERELISEER,

fIBR CloudFormation StackSets
1. 7£ https : //https://console.aws.amazon.com/cloudformation B#EX CloudFormation £ &,

2. WRAfIEBEEEERE StackSets,
3. &Y EEEH AWSControlTower BI&ZH StackSet , I{TU T¥E#E., & StackSet P EHFZIRFE |

ERREFE—LERRE.

a. MERIRTHREIZEZERTE StackSet, EZFEIE StackSet B E M,
b. EEMEIKZS , £ Stacks EflFKH , icHFERKRPFIERFHIRE AWS IDs. BRFIERFH

= e

BE.
c. TEBMES | EBER StackSet MIERHEE,
d. HEREHBRESD 6 KBBUEBREERETIREBHE,

MmiBk SCP 471


https://console.aws.amazon.com/organizations/
https://console.aws.amazon.com/cloudformation/

AWS Control Tower FEHEERD
e. HEXFWNUA , WALRELE 3.b hicsk AWS HIIRFE IDs , W LLESE 2R, Flia :
F123456789012, 098765431098, %,

f. 1 Specify regions (J8EEH) , iBIE Add all (2% #i8) , YRBEE L HASENTER
RBIRIZ Next (T—2).

g. 7 Review (16) HE L , BEZKEE , RERIEF Delete stacks (MHERHER),

h. 7E StackSet properties (StackSet B1*) EE L , B LA A HM StackSet BEREBEBLEF.
4. E7[E StackSets StackSets ERIRTPMNLEHAZ AR , BFEITK.
5. & Stacks (HB) ERRPHHEA/ZHE , F51EIE Delete StackSet (MIER StackSet),

fIBR CloudFormation 3 &

1. 7E https : //https://console.aws.amazon.com/cloudformation B#RX CloudFormation £ &,
2. & Stacks (&) &R , LB ME EfE AWSControlTower BIRRVHEE
3. SHHRBPNESEHEE  BITUTHESE

a. BEEHEEBIEHZES R,
b. & Actions (EiE) IBE , 1#1F Delete Stack (MIERHER),
c. TEFRBMYEEART K REEAUEREERER , RRIBIE Yes, Delete (2 , MIBR).

Bk B 55 F &R E F M Amazon S3 fE1FZETEE

T 52 5B &Ll AWSControlTowerExecution B4 H # IAM Identity Center fEF & B2 & A B
HHFIRE |, RAEMBRAFHEFERSPH Amazon S3 REFETRE.

£ EFERT R B ALK B R EREIRFE

£ https : //https://console.aws.amazon.com/organizations/ BB Organizations £ &,
& Accounts (lRF) % , & Log archive (B ERE) 1RF,

REBNERAERLT BFFERF R,
REBHZREFLENIRS B BURBEHNIRSIZE,

i##Z Switch Role (Y1t A ),

ERBMEREL , B Account (IRF) iRt HEEFEIRFHIRF R,

#H¥ Role (Af2) , @@ A AWSControlTowerExecution,

Display Name (A& 1) BEEESUXFEA,

© N o o K~ w0 D=

MIBR B 557 RE0R 5 R #Y Amazon S3 fE12ETEE 472


https://console.aws.amazon.com/cloudformation/
https://console.aws.amazon.com/organizations/

AWS Control Tower EREER
9. EEMLREZEM Color (),
10. &#Z Switch Role (Yl F ),

MR Amazon S3 fE1FErEE

1. BABUMLMA https://console.aws.amazon.com/s3/ B Amazon S3 £ A,
2. #2882 aws-controltower W ZITE AR,
3. HHRBANSEARFIR , BMTUTEE:

a. BREXREPEEFITEAZEIT R,
b. EE MER,
c. ERMMHFELRT K BEEAWRFTHEBRER K BARTFIRENESBURERS , RARES

Confirm (H#&52).

BRIRF IRERESNEm

THRFE5|EE ML AWSServiceCatalogAdmins EE4H 1 #Y IAM Identity Center fE & & 5 &
A, REBEBRIEW Account Factory E MBS FE o

EABEENFFIEAECNEERIRF

1. BIEENR directory-id.awsapps.com/start BYfE & A O#8% URL,
2. EAWSIRFH , Bk EEIRF,

3. & AWSServiceCatalogAdminFullAccess # , BIEEEFRAULAR® AWS EEEXES B9 F
Ao

EERIRFE TR

£ https : //https://console.aws.amazon.com/servicecatalog/ B RX Service Catalog £ &,
A | E R BB 1Z Portfolios list (# &5 E).

EABERBESRET , 5L A AWS Control Tower tRF TRERBSHERES,
BEZEENER , ARNEHFEEARE.

EREENRGER , REFEHEMREB T AWS Control Tower Account Factory 1212 PR #4192
Iﬁﬁﬁﬂo

6. iZ#E REMOVE CONSTRAINTS (B BRIEHKIE).

o & 0 bdh =

BRIEF IRERMBESNER 473


https://console.aws.amazon.com/s3/
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7.
8.
9.

10.
11.

12.
13.
14.
15.
16.
17.
18.
19.
20.
21.
22.

ERBNEELSRY , BREALRITHERER , RA%RIEE CONTINUE (#E&).
HEENERERS , BZEH A AWS Control Tower Account Factory 2 2 m#Y 2 E %4,
}#12 REMOVE PRODUCT (BRER).

ERBMWEFELSRY , BREALRITHERER  R%RIEE CONTINUE (#E&).

BB EMA Users, Groups, and Roles (fEA &, BEMAR) BE , AR BEFHRIEPFTE L&
BE T R o

;212 REMOVE USERS, GROUP OR ROLE (BM(EAE. BERAE).
ERBMNBFELRS  REREAURTHERER | REEE CONTINUE (#E).
A | B R B8R 4Z Portfolios list (#&7FE).

EABMERBEREF , 885 AWS Control Tower IRE T REREESHNERES.
BIEZASHE IS | R%BEIE DELETE PORTFOLIO (MB4ES).
ERMHHELRY  REAEFALRITHERER | REEEFE CONTINUE (#1E&).
REEIE R B2 Product list (B MIBE).

EEEBEEREMEL , #8585 AWS Control Tower Account Factory B ZE fo
BIZE BB Admin product details (B E REFMEF) EMH.

# Actions (B)4E) , iB4Z Delete product (HIBRE )

ERBMNEELSRY , BREAARDHERER , R%RIEE CONTINUE (&),

B AWS Control Tower A& FEHE

ELRFEELS B WMAIERR AWS Control Tower EREBEEHFN 2 RRINABMNBER.,

i BR IAM Identity Center AWSServiceCatalogEndUserAccess A

1.

o &~ 0 DN

£ https : //https://console.aws.amazon.com/singlesignon/ B AWS IAM Identity Center F 12

L
Ho

I AWS BB FEAFEE , EREHKIERE AWS Control Tower B &1,
MEREEREERST | BEAWS IRFE,
BREENESEIRFELRE,

#1ZE Permission sets (FF %) B T h %, #E AWSServiceCatalogEndUserAccess , AKRIRE
£ Remove (BBR).

# K AWS Control Tower A &FMBXR 474
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6. RERMEMREZZAWS IRF,

7. BARK Permission sets (Ff ] ££) 2%,

8. iZHY AWSServiceCatalogEndUserAccess , R & E Bk,

fiEx IAM A&

1. BI{E https://console.aws.amazon.com/iam/ FAEX IAM 32 &,

2. RAEMAIEEREREIE Roles (AB),
3. MERKBESE A AWSControlTower A&,
4. HEREPNEEACE , MITUTHEE
a. EBEAGHEEGH,
b. 3&iZ Delete role (HREE),
c. TSRS K WEEFAALBBEEREESR , RRIZE Yes, delete (2, MER).
MBS IAM BUE

1. BIfE https://console.aws.amazon.com/iam/ BIRK IAM 2 &,
RERIEEIREREZ Policies (BUR).

"EREIE S E B AWSControlTower BIBER
SHHRBPOSEBER , BITUATESE

R

a. IBEZBBURMIZES R,

b. #F Policy actions (BUREIE) , RER T R IEEEEF Delete (IBR).

c. TERRMMEFEART  REEEFALBREERER , RERIRE Delete (MER).
AWS Control Tower &R 57 8A

mRIEEBBER AWS Control Tower ERFEEMEME LA RVEE |, BBI4E AWS Support,

BRETEEERERIIRE

BREAZEESCR  EFBBFETHZE , BEEZBERARNDMITRERN, I, MRREFEHE
HELFHKRER , CURSELEBINIREER, BL4FITRUTHEE !
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https://aws.amazon.com/premiumsupport/

AWS Control Tower EREER

« AWS Control Tower B2k S 2 AWS Control Tower 18 OU 1 —& %, BRECHREBEIRFBRIE
% 1AM A IAM BUR -

- AB

- AWSControlTowerAdmin
- AWSControlTowerCloudTrailRole

- AWSControlTowerStackSetRole
o K

- AwWSControlTowerAdminPolicy
- AwWSControlTowerCloudTrailRolePolicy

- AwWSControlTowerStackSetRolePolicy

- EEXRRERREREEZH , BUEEERBRKER AWS Control Tower B3R A 1AM Identity Center
fARE | BERFEREHEMBR,

o IRTABREAEEIZER AWS Control Tower 2 H VPC,

« MRBEBIBKIRFEENE T EFibu BB/ AWS tRFAERIBE , RIFRES KM, & LA
AWS 1RF |, fERFRNEFEHF it BREREEREREE ., E , BANEEERAELRAENHA
MRS, FEEATREEN B CNESENBZIRFHINE, MFEFEES , F2REIERE LSS HKIR
FHWEZEEH,

- MREHFIRFHPEFEER TIREE BB Amazon S3 RFRTRE | RIREXRM :

« aws-controltower-logs-{accountId}-{region} (R BHEETE),

+ aws-controltower-s3-access-logs-{accountId}-{region} (AR BHRLEENREELR
),
BXAEHTEABRELFEFTE  IABRKRFEATENIIES,

- WMREEIRFE CloudWatch Logs FEHREH BEEHHE aws-controltower/
CloudTraillLogs , RIRREE kK., BLAEH 0B RNBRAFERE,

TEREY FERTE Z 8] AWS B
MRERBEMBHPREMNEZEESE AWS |, FEBELEALR,

MNH

. EIE i A R HIS -
EREEEEREENRE 476
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aws organizations disable-aws-service-access --service-principal
controltower.amazonaws.com

- FTEZEERSNHEANKERSMBERRIERHN ZEHRAAWSControlTowerManagedRule , 4 .

(@ Note

& HETE R A Security 3 Sandbox WTEE OUsHEBIHREMMN B ZEEE, BLAEH AR
BERIEL OU , FREBRREREED.

EREEEEEREEZNRE 477
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RETEZRLSMRIERF , HBIEFER AWS Control Tower,

&

« BEER - 1€ ALZ BE AWS Control Tower

- BEHMER - RERE VPC B AWS Control Tower
. K AWS Control Tower &&

- ZEER . FH £ AWS Control Tower FEREZ £ AWS Firewall Manager
« {ZH AWS Control Tower & BE[E15]

EEMEER - £ ALZ B ZE AWS Control Tower

2 AWS BEE B AWS BfEEEMARFE (ALZ) RERELZE., SHRNZIRE AWSRIE, BTHR
REBEZEREIENEIER , AWS B T#HEA AWS Control Tower I ZE R

ALZ R EHIREEMIIEE  cERERRXEMRE, At , RMERER ALZ BZE AWS Control Tower
R, REFEENTIERGZESBRABINTIEZE | WRPNAREBIR ALZ RIIERE AWS
Control Tower,

EEE - A AWS EFEEE RS REBBZE AWS Control Tower

AWS FRIECIIBEEEBEZMN G , SFFER ALZ B2 ZE AWS Control Tower WE B, EAX L | &858
B IE G RIGH |, TESIT ALZ WIRBEHEBH A AWS Control Tower B8, MEFMENR , EF2HE
AWS EREEEEERZE AWS Control Tower,

|7

EE MR - FRERE VPC B9 AWS Control Tower
AETEEZRSHRUAETRFER VPC 15 R TE&E AWS Control Tower 1R F,
MBRENITEEEHTEZEE VPC , BRI LT THIENE :

- AT LAMER AWS Control Tower EEFAE Ei% (VPC). Itk VPC RELREBRERFFRL,

o WA LB EAH Account Factory 387 , SMBEE R BEHEEB VPC WER TEIFTH AWS Control
Tower tRF,

BEERER 7t ALZ BE AWS Control Tower 478
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/A Important
MREERA VPC HBRRAREFEEGEGEN RN T/ Account Factory #1RF , RIE% Account
Factory SRESBEL4IE TAHEFEE 2 Amazon VPC $/TEEN A BRI, &k
R AR AR ZE , BB TE Account Factory & %E,

k&R AWS Control Tower VPC

#£ AWS Control Tower 24+ , B8 AWS EF#BFE:R VPC , &ALLFE Amazon Virtual Private Cloud
(Amazon VPC) 2 & Emif | 81t A https : //https://console.aws.amazon.com/vpc/s HHRA RS EE
REEBERESEILTA (FRER) , RHULEA T3 1 & VPC,

B IR E AWS Control Tower B BEEIZ A | AWS Control Tower €I E/ AWS FE5% VPC |, HE L
T8 AWS Control Tower 785& VPC. ¥ VPC E2/&H AWS Control Tower %IEIPEFWBE%’JO AEFE
¥R VPC $82A Control Tower VPC,

E181E Amazon VPC X2 & H 1R AWS Control Tower VPC B , EBERT2EIEF (EE) .
MREEZE VPC , BIXEAFEAERH CIDR £ ERHE B EFEH AWS Control Tower VPC,

& 0] LA BR AWS Control Tower VPC , {EINR & FEZE AWS Control Tower H# VPC , RIABEBHT
B,

MiEx AWS Control Tower VPC

1. ¥E https://console.aws.amazon.com/vpc/ BARX Amazon VPC £# &

2. 1% Service Catalog iZIEH 8 SVPCHIZH VPC, B2 EMEFE VPC Dashboard (VPC &&K
)0

3. fREMITheE®R |, i##E Your VPCs (8K VPC), EERITEZIFTE VPC HIEE,
4. {kH CIDR #€E3i% 5] AWS Control Tower VPC,
5. HEMBR VPC , XiEF Actions (BI1F) , A& IEIZ Delete VPC (R VPC),

AWS Control Tower BEEIEFNWESEEEFEFE AWS (85 ) VPC, EEEBZLREEK , W

f‘d’ilﬁ%ﬂﬂﬂﬁ? AWS Control Tower VPC , &RIF ¥ FTHE AWS [Ei5 MK EEER S HEBHN AWS &
i VPC, At , ATRBEEERF , FRREMEESNTER VPC , URBKRE AWS Control Tower
F[EFH Control Tower I H VPC,

Bk AWS Control Tower VPC 479
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B R RIRFE Y VPC BIR

RE , BERBEBRSEERR AWS Control Tower VPC &R aws-controltower-VPC , & A LA TEHE
B VPC F R EHEERNERBAM 2®BAWSControl TowerBP-VPC-ACCOUNT-FACTORY-V1 , #&
AWS CloudFormation StackSet B # ER i & 31T {E B,

1£ AWS Control Tower #3788 VPC HWIRF

MRENZRERETHFEERTEE VPCs , BAILMER LG EZRRERBEBA/EREI VPCsH &K
ERERF.

£ AWS Control Tower && R , B ARRMNFEERKBRERE, EEEEFRE , & AWS Control
Tower tREEXRBHEBN VPC WIBER TERILZE , MEFIREHEERE VPCHWERTEY , E
BEBREBEREAL,

E%E Account Factory LLE 88 VPCsHINRFE

1. BB Web BIE2S , REEBEE{M https : //https://console.aws.amazon.com/controltower £
AWS Control Tower £ &,

A fIHY & EE IEIE Account Factory,

A% CEFIRFIREMEMEREREER,

MREERBERRERINRE , FFL T B AERE.

EEERAERERTHNRERS.

£ Edit account factory network configuration (#REE 1R 5 BB AAKHAE) EEAF , A1 VPC
Configuration options for new accounts (¥R F# VPC fHREIE1H) BB,

o o A~ DN

BATLOBEEE 1 HBIE 2 W E , LR AWS Control Tower EHEIEFEBETEE M VPC,
a. BHE1-BRFEK

- E8BA Internet-accessible subnet (A] #E A8 BRAB S FENEY T 858 ) YIH26ERE,
« # Maximum number of private subnets (A5 F#& L[R) BB S 0.
b. #EIE 2- %R AWS B

- 7BBR Regions for VPC creation (VPC B2 [E1H) W+ N EZEIG R,
7. EERE.

BEMEFRIRE P VPC IR 480


https://console.aws.amazon.com/controltower
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A BERY ER AR

& MBR AWS Control Tower VPC T E#T5%E Account Factory REZH VPCsHItRF

- IBHRAEWEEIRF T AWS Control Tower VPC FATREE MK MR EIR |, 18 7T A28 B ok B sE

=o
E/I—_io

- MREER/MERE VPC WHRFE , /o ATEKK CIDR , BB RAEXRM , AW HE CIDR &
AV EE R

R R - EF £ AWS Control Tower REREZ £ EH4H AWS
Firewall Manager

LR H R MM E A AWS Firewall Manager fR#2RtZ& AWS Control Tower BV L4, &R L5
EEMANZEEERBIRFRBRELZSHME, &4 7 H A% AWS Control Tower AR ELZ 2 BUR
WEHHTREHAE , URNAZERBEBHEABRERBETERNER. EAUURBAZHSERSN
IR (5l Amazon EC2 #11T1EEE ) BMHNETEE A,

BAILE BB ARBERE , LA TR EERERR A,
£ AWS Firewall Manager 52 EZ £ &

e (8 : 02) FREAIMA AWS Control Tower FEVE RN TEE HREEFNRRER R LS
., EEESEENBENR  FERXAHFATANET , BEFRAELER, TRHFR.

AWS Control Tower s X iR ENF HE SRR

MEHMER , B2 WNAERE AWS WAF B934,

ZESHER . EF £ AWS Control Tower FERE R 280 AWS Firewall Manager 481


https://youtu.be/wocz0drq8-8
https://docs.aws.amazon.com//waf/latest/developerguide/setting-up-waf.html
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¢ B AR

MREIEER AWS Control Tower RHBEZIREE , B RBRANREERFEA T I EARFREL

B, MRLZEINWEERETHEANEGEE , IELEHABIELHBERNISEFE , B AWS

Supporto

&

- BEEEERRE LK

- BEREEHAK , HIR KMS §E5R

c BAEHBEE

- EEESHTERINER

. FMREHEAK

- EMRERS KK

o EEEFIRS BEIRS

- REHKXEEEER AWS Config

o RAEREBR KR

- WEIERTZER

« Detective IR HITHARE RS E X

+ AWS Organizations AP {E B8 H X £ #Y §5 52

« #E5EH& Account Factory BR BB ### — {8 AWS Control Tower ZEEEH# ZE 5 —1{8 AWS Control
Tower EREE1g

« AWS X &

SEERERE AR

ZEESRBABNERRER -

s RELOEERREFEHAE,

 CloudFormation StackSet % B,

BRETEHHIALS  MRENEBIREADR—/NE | B2 HMRFEFEZIRE,

REENE

EEREME KK 482


https://aws.amazon.com/premiumsupport/
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NREEBLEE , FERENETENH. LURCKRI EEFROEBNERE L4, E , 5L
B4t RIE &Wﬂ}iu%!&’?%% 18N %éﬁﬁﬁ Ro MRBEMAEFE , FB#E AWS Support,

K BUHY StackSets : EREEIFH B —{EAAERE = CloudFormation StackSet kB, 4B AWS
Control Tower EXEMNFIEEENEEIREFRA AWS Z2Z &R (STS) AWS EiF , A EMERK
I &R, HEBEESEERE,

HEEE
TERE AWS Control Tower Z 8l , B LRBAFMBESE AWS NZ 2 FRFIRE (STS) im B [E i,

EERRAHERE K RREHRE

EEERN FEEZ CloudFormation £ 4& AWS EH,

{# Fi & %8 AWSControlTowerBP-BASELINE-CLOUDTRAIL-MASTER &Rk 5k Byt &,
ZFHBMRT R

IR [E] AWS Control Tower EHo

BRBERERERESE,

o & 0 bh =

EERIE AWS [EiZ AWS Control Tower XEHFE |, {52/ AWS EF [ #EH AWS Control
Tower,

BEREEFHEN AR , HE KMS 558

BEESEMAMNGEE RREREMN AWS KMS SRBUR.

FEMKMS ERBENERRR

« BERFPH Typoo

« SRCHTIE L ERBERRIR

- AWS D EIEFER,

« BURFHYIRF IR ER,

- SREBRESIBRPNAENME.

RENE)F
BEENBRABEELER.

BERHEMAN , HER KVS #HR 483


https://aws.amazon.com/premiumsupport/
https://console.aws.amazon.com//iam/home#/account_settings
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% AWS KMS SREENHEET , BBMBE KVS SHAEH LREL

EEEMEREE

WEREH LK , AWS Control Tower TEEIRE LGN EZEEFGRAR, B RBRENEZEELE
RAEEMRE, B2k , FHE AWS X8,

EERFEEFARERN , RRAEME.

. REFEERIGH
« AWS Config BREFEEREFERSE H
- FEEERNKRS

TG fRGYT
ZREEFSENSARNSHEEEREREMABRNEREE. Ef 2 , EREREIRE,
AWS Config % OU tkF P EEMNEIR

iE DR BEEEFRF P #HIE AWS Config Eif. ZEESHENEFBELITELERFENERT
. EERHEBELUNRE XREMRFRFREREEFWRE, MFFMER K F2EIMEFRE
AWS Config ERIIRE

FHECEREANIKRS

ERFERERRNEFERER K ELERAENZRESR  TRSEIHE, B4ALMRESECEH
RE ERNMEEm , TR EEREBITERR.

£ AWS Service Catalog fiZEREE L , R FHELUATHERAR -
AwSControlTowerExecution role can't be assumed on the account.
FRER : L2 EFRS  EFMRGENER.

ERMMEME  REFINLER , EEWEER :

1. Bit#& AWS Support A EFFERUIRSE. MERMENEmR , ARBXERKS

2. ’*EABRFEARAMEZIIMILE StackSets FBREIR. ( RABETE StackSets EFERBRI B 7
REEITIERRAE , FREFALIERE, )

L EF R EED 484


https://docs.aws.amazon.com//controltower/latest/userguide/configure-kms-keys.html
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& 21t StackSets BERER , FFASECEHAANIKRSHTIIRE

- S CEBMIRE |, BIESE AWS Control Tower StackSets Y £ &Z{E R Stackinstances.
- BE . BEREHERIE , F StackSet ERRHEBEH1TEE, StackSet LR CEMNIIRFRES

& , iR ESREBIZAWSControlTowerExecution B |, e XY , EEEFHRIKTIMNIER
AR,

BEREEGTERFHER

MREHRITHAREMBRERERE , EEEFHEFHEUS AWS Control Tower R ZEUER |, AR EIE
iR B RREEIHELUTHWERAR

Unable to access Control Tower

ZHRFERBEAR. ARERIEERATREE | BUAEHZ MRS EEFE AWS Control Tower,
T, BNBERBERTER KK,

BRI R

BAEBNEERS , YAREAES D BE A, B 1AM £ E L IAM Identity Center #H 5 F & 24
BB A AWS Control Tower E¥EE5F7 , HBE N AWSControlTowerAdmins E#H, ABRBXEHRE
o

TR 5 A 2 K B
MBLIBFEMAE , HREELH RO ERE,

ERIRFHERER  GAREH :

- ¥EEM tagOptions,
- BRI SNS @4,
- BMANMEERBA,

BE-XMEEWIRS , MTEEELEERNEMRE, MEFHMENR , 3B Service Catalog
& F A Account Factory #iZIR S,

EREEST R HR 485
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AU EMERRR :

- MREBEEVUMEEMRTE URREREE)  ENIRFHAEAESERMMRIES In progress (i
1TH) REE,

- EHM AWS Control Tower #HREE F IF £ 1THF , £ Account Factory R IR KM B
m, ERFEESTERSEREZ OU R  NMREGESAMEIRSE , REIRESERESRTAS,

2 AWS Control Tower 5 5 BT B)4ERY AR BE

« EEZF AWS CloudFormation > StackSets

- B&EE AWS Control Tower tHHEH SEHBRE ( F8 : "AWSControlTower")
« EXRMEFHITEM CloudFormation StackSets #E1E,

MRENRFHERBER /NG K BREKRLARER  REEBEH—

AMEREAERS KK

MREERAZEMRE AWS tRF—R , BERXEMAY , ERERE XK | FRARTESEA
SFE. AEHE  CL4AERFERTBREHAENER.

=
5

i

AHE

MBEE-RGEFMAIABNERRESIEELERFEFEIN AWSControlTowerExecution At | £EIK
DM EREETACHNERTE, BR K ELEHEVYAGCR , BrEakd 3 —RAERALR | 18
tH AWS Control Tower R U ZAR, BENELRERAREBEREI DTN

EEEBAT , A4 AFRWMEERSR , TeEEZFMRENIRS. Bk , BH4AEB AWS
Service Catalog E#E & # 1k Account Factory filZMNEm. #F , BL4AMEA AWS Organizations E
EEFBRRFBE OU BERE %, THZ® , FERFFEIL AWSControlTowerExecution
At  AREBIXIES Enroll account (EMIRF) RE,

FMABMNE —ETEEREREKRFEEGBREMN AWS Config &R, HFiEBEBERT , F2RIMEEREAE
AWS Config EJRHRF , BB IS SR EERNERHA,

BAEAREBRIRF

ERFERT—BUIRRER | #EH# Account Factory 5 B I T AWS Service Catalog.

=601 BB RCATHERAR

HEMBRARF KK 486
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AWS Control Tower could not baseline VPC in the managed account because of
existing resource dependencies.

#BEE : AWS Control Tower —E TR MHEHEBER AWS 5% VPC, EEERFH#HER AWS
HE% VPC , B4 ERERFEN#IIEE. AWS Control Tower 5 B2 W TEEE VPC REKX AWS FaE%

VPC , BRIEGIRBBE RN N EE Account Factory , & Bl AWS Control Tower 5E2 A& 2
VPC, BRERKIIRFRLE VPC, MREBE[FAK VPC , BIXAEHHTE AWS FEE% VPC,

T , AWS Control Tower ~X% & AWS F8:% VPC., ZPETER VPC WG , SEHBIRFE A Tainted
Mg, BETEAZRMER , BEEEB BEHKRS AWS Service Catalog.

ERIMAVEIME - BLAMBRIIEAITER VPC , RRFBEEMIRS

(® Note
Tainted MESEHRERE | REFN RF TRESHEIEHHATEA OU BAZEHE,

QY

A2 BUREEIELCATHERAR

AWS Control Tower detects that your enrolled account has been moved to a
new organizational unit.

FERERER : BEZBRFRE—EEM OUBES —@E , BREBEE AWS 1 Config HAl, IREERT
—BUIRRE,

EEREVY BN E -

MBITEBEHIRS -

« 7£ Service Catalog F#& LIRS,

- HIREM.

RE/ZE . BB AWS Config R AIEE B Ky OU 8 EMERETHEA.
AWS fHEEFR BIFTREE {E £ HIRY OU RE , EHEN I H,
HRERmEER , EXENEMIENRSSERK.

MRRFEABE :

- BIRFEEEFELE OU,
« & Service Catalog EFtRF,

EORE IR F EBIRF 487
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- EREBSHEF , BARFREFEN OU,

- AR/FE  MRRFREEZHFHR OU , &REREEFTEH OU EEMZEHIRER -2

- EMIRFAREMNER , BT TEMERERLE OU AEEIEERY AWS Config £ Al

R &I K BEEFR AWS Config

MR AWS Control Tower ZEHREM AWS EiFH A AWS Config , B EERATRERELYK
MR BIEERAE, AR W— B BITA , AETRE LT D AERE AWS Config.

A REE W M THWEERAR ¢

* AWS Control Tower cannot create an AWS Config delivery channel because
one already exists. To continue, delete the existing delivery channel and
try again

* AWS Control Tower cannot create an AWS Config configuration recorder
because one already exists. To continue, delete the existing delivery
channel and try again

ERERX : £ AWS tkF ERUA AWS Config IR , EEER I EFTERMENERREEB[NILE
B, MREEBEEEER AWS Config BR# , BIFSMIBRERBREFR[IXINEE. BN EEB CLI
MIBREM , ISR EFILAEE AWS Control Tower EF . 1R 7E AWS Control Tower 3z B F{A [EiF
B AWS Config BR#& , ATREEE Btk KB

WMRIRFARER AWS Config IR , F2REMERRE AWS Config EIRAVIRSE , LEUSMAEHK
REERNRHA,

BREEE - EAMEXENEES |, MERERF MR TER. 58 AWS Config 751 , 4EEIB
CLI MIBRAERESCEFEI AN AEE, # CLI MIBRERELFER[MRNEE 2R , B LBXERNRE AWS
Control Tower MRS,

MREEEHEMREER , BLAEERACHRBRMEER. B8, BUREFINELATHIERA

B .

/BN .

* An error occurred (InvalidParametersException) when calling the
ProvisionProduct operation: A stack named Stackname already exists.

2R B Sk BgE 2 AWS Config 488


https://docs.aws.amazon.com//controltower/latest/userguide/existing-config-resources.html
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EFER | StacknamelEEHENZ B,

LA 2 — L& AWS Config CLI a5 , & 0] LA 2R ¥ B 4H REFC 83 B3 M XA BB Y AR RE
BIRTT

* aws configservice describe-delivery-channels
* aws configservice describe-delivery-channel-status
* aws configservice describe-configuration-recorders

« The normal response is something like "name": "default"

MRS -

* aws configservice stop-configuration-recorder --configuration-recorder-
name NAME-FROM-DESCRIBE-OUTPUT

« aws configservice delete-delivery-channel --delivery-channel-name NAME-
FROM-DESCRIBE-OUTPUT

 aws configservice delete-configuration-recorder --configuration-recorder-
name NAME-FROM-DESCRIBE-OUTPUT
MEFMES , F2E AWS Config X4+

- EIRfARERCHRER (AWS CLI)

EERAER

BB R E SRR

ELEFBUMIRFE , TR RN THHRAR

No launch paths found for resource: prod-dpqqfywxxxx

WEREAFA S 2 H B4 AWS Service Catalog , iE=2#BITE AWS Control Tower R #iZ2IRF S R
%o

FRER :

o IBTREELURE A, BELRLUBRERES D E AR , AWS Control Tower "X EEIIKFE,
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https://docs.aws.amazon.com//config/latest/developerguide/stop-start-recorder.html#managing-recorder_cli
https://docs.aws.amazon.com//config/latest/developerguide/manage-delivery-channel.html
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« 2 1AM Identity Center fER & R AMNIBEBEENFFAIEHE, BEFEEH IAM Identity Center
FAEFEETHEA—EZFATB4E : AWSAccountFactory (BARGKRERAERFER) &
AWSServiceCatalogAdmins (BAREEEER ).

« MRELIAM ERAESDETE DR , MIXESEFIEE AWS Service Catalog EmiLE , FE
BEHEMEMNETA,

- MREHEEERMNFT |, BERIE AWS Control Tower fRE , EEERIESE SR EWBE,
EEBEAZHERAN RS K FEEEESREER LEEER

WEIRER T B E5R

IBIRE T RER BT E TEFTEMEF I AWS Organizations, MREBR U TERNEES , BRE
FrEFFIEL , i IAM = IAM Identity Center 58] , MBERENFITFSERELMBIERE

You have insufficient permissions to perform AWS Organizations API actions.

MREDBENITHEZTELERNEE , ERFTEMEAMHEEERS , FHEEHRREESY AWS
Support,

Detective 2 &l IE R E IR B £

MR BERIEEA AWS Control Tower SPEER ZIFH AWS Bl , iIEANEIMZEHTEHEET
MEESFEINFRSER , EZIFEFHH AWS Control Tower E¥0Us FHERIKE B, RERFE
HIR A E RIS FIARE M.

MREHEEMIRS < ERBAERMEES , ZAURSFIHELUTHERAR

AWS Control Tower can't enable the selected control on this OU. AWS Control
Tower cannot apply the control on the OU ou-xxx-xxxxxxxx, because child
accounts have dependencies that are missing. Update all child accounts
under the 0U, then try again.

ERIVEIME | ERIRS

ZE % AWS Control Tower A EFHEHIRSE |, 5528 MEFEFH AWS Control Tower OUsFl 1R
Fo

EEURAFFTANEHMZERBIRS , BRI LIEARE APIs AWS Service Catalog
AWS CLI REBE#, NFNAREEEHREFNFMER  BSEUTHER. SATUA
UpdateProvisionedProduct APl BX{X. & F R # ~HY ProvisionProduct API,

WEIERT R R 490


https://docs.aws.amazon.com/servicecatalog/latest/adminguide/catalogs_portfolios_users
https://aws.amazon.com/premiumsupport/
https://aws.amazon.com/premiumsupport/
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MRIEHERFE ERAERMESREEE SR , % AWS Support.

AWS Organizations AP| B 4R R A 555

A REMY R X
£ AWS Control Tower #IITE R RHEE , FNIEESHEEHNT , LREEHN SCPs REEER,
EEENSE

WMRIEBER API B SRrate exceededitss , FEHR TSR :

- EFEBBHATIEES. (FES2EEEEMN AWS Control Tower SCP 2 EEIRHHIRE , U TH
AWS Control Tower A BFE1THEX T, )

o MRMEREFEB HTTP B APIs : £/ AWS SDK , @ BB E XM EE
« 3%iB Service Quotas 1 AWS Support FEK 2SR

BN%E Elastic Beanstalk H API [RRHYSEEEBEfRIE ~&Ei 5 , 2B . https://aws.amazon.com/
premiumsupport/knowledge-center/elastic-beanstalk-api-throttling-errors/

LA Account Factory 1R FE#Z % — 18 AWS Control Tower & pE

BB ZE 5 — 1 AWS Control Tower & [E[E 13
/A Warning

BHEBIFSSRIRFEMB LRGN, , RASHBIRFLEABRARNEE AWS 88 , mA
BEABTERE—EZEREES, MRECEANTIHEE , BXRE RIS EERAL
LT R— AR EA.

= EAEFEIR Account Factory fiERIRF B E 5 — 18 AWS Control Tower EEWNERERE , £5 —
BEEERST , BAUERERE OU RBRIREZXIRFHEBBNAME IAM SEfHE, RIEBRFNSHE
EHBRELER.

(® Note
BREFRNRESERLEBUEMER