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"TargetOperations": ["RESOURCE"],
"FailureMode": "WARN",
"Properties": {
"ControlsToApply": "CT.IAM.PR.5,CT.EC2.PR.17,CT.S3.PR.12"

},
"TargetFilters": {
"Actions": [
"CREATE",
"UPDATE"
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Guard & R# AFE>:
Guard &R A 27t Guard B AIFEEMNESR,

LT RER@W ARSI AR

HookContext:
AWSAccountID: String
StackId: String
HookTypeName: String
HookTypeVersion: String
InvocationPoint: [CREATE_PRE_PROVISION, UPDATE_PRE_PROVISION, DELETE_PRE_PROVISION]

TargetName: String
TargetType: RESOURCE
TargetLogicalld: String
ChangeSetId: String
Resources:
{ResourcelogicalID}:
ResourceType: {ResourceType}

ResourceProperties:
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{ResourceProperties}
Previous:
ResourcelogicallD:
ResourceType: {ResourceType}
ResourceProperties:
{PreviousResourceProperties}

HookContext
AWSAccountID

AWS 1RF @8 Eff L2 EIRM 1D,
StackId

BRERIEE—IB2H CloudFormation HBHHEE |ID, MRBEALEIRZEE APl , B AZ
Ho

HookTypeName

EEHTHAMERE,

HookTypeVersion

EE#ITH Hook ARAR,

InvocationPoint

@B Hook FH1TRIFEL] R,

BH3{E : (CREATE_PRE_PROVISION | UPDATE_PRE_PROVISION |
DELETE_PRE_PROVISION)

TargetName

IEEFER BAZE8AE | i AWS: :S3: :Bucket,
TargetType

EEFMEREZEE | flI0 AWS: :S3: :Bucket, ¥REH Cloud Control API fi2HEIR , Lt
{E#% %A RESOURCE,
TargetLogicalld

EEFFETargetLlogical IdBNERE . IR Hook MR @RS 2 CloudFormation , E§ 2
BRNEE ID (LBAEEER ). IRAMNRKEARSERZEIRES AP, E§REBE.
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ChangeSetId

RERABARAMAITHEELS ID, MREREERH Cloud Control API =% create-
stack, update-stackZ delete-stackiRERE , RILLEAZ,

Resources

ResourcelLogicallD

& CloudFormation BB /R , ResourcelLogicalIDR CloudFormation Ei24xf & RAYEE
IDo

##4EMH Cloud Control AP| BiEhBF , ResourcelLogicalIDREERER, &#E. B/ ID MHES
ID B#E &

ResourceType

ERNEREE (#H : AWS::S3::Bucket),

ResourceProperties

FHEERZ2ERNRZBM., & Guard Hook #¥f CloudFormation ERE# TR , (EAIHE., &
HNERHET BT, REEMKBRER , BltkEKAZ,

Previous

ResourcelLogicallID

& CloudFormation F{ &) /ERF , ResourcelLogicalIDR CloudFormation #3725 fh &R AV EE
IDo

##1EMH Cloud Control AP| BiE) B , ResourcelogicalIDRERER, K. B4E ID MFER
ID B4 &

ResourceType

ERMWEREE (#H : AWS::S3::Bucket),

ResourceProperties

BR S ES N ERARBNEY. MREERBRER , AILEKAZ,

Guard ERIg A €41

T 5 g H A B RASIEREEHR ZAWS: :S3: :Bucket EREEM Guard Hook, ER At Guard 511&
HER,
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HookContext:
AwsAccountId: "123456789012"
StackId: "arn:aws:cloudformation:us-west-2:123456789012:stack/
MyStack/1a2345b6-0000-00a0-al123-00abc@abc000"
HookTypeName: org::s3policy: :hook
HookTypeVersion: "00001"
InvocationPoint: UPDATE_PRE_PROVISION
TargetName: AWS::S3::Bucket
TargetType: RESOURCE
TargetLogicalIld: MyS3Bucket
ChangeSetId: ""
Resources:
MyS3Bucket:
Type: AWS::S3::Bucket
Properties:
BucketName: amzn-s3-demo-bucket
ObjectLockEnabled: true
Previous:
MyS3Bucket:
Type: AWS::S3::Bucket
Properties:
BucketName: amzn-s3-demo-bucket
ObjectLockEnabled: false

EEEFERBEATANEERMY , 828 AWS::S3::Bucket,
BEREFENHERL

E Guard Hook fHMEEREBER , BLE THMEM Hook RENATER A, AR , ELRAUSREER
WMAETRME, WREMRAUNTERY , AMEERY. NRRELY , IR BEER.

T 58862 Guard 3R B , ¥4 ObjectLockEnabled BME&A truelBARE
{AJAWS : :S3: :Bucket &EREH,

let s3_buckets_default_lock_enabled = Resources.*[ Type == 'AWS::S3::Bucket']

rule S3_BUCKET_DEFAULT_LOCK_ENABLED when %s3_buckets_default_lock_enabled !empty {
%s3_buckets_default_lock_enabled.Properties.ObjectLockEnabled exists
%s3_buckets_default_lock_enabled.Properties.ObjectLockEnabled == true
<<
Violation: S3 Bucket ObjectLockEnabled must be set to true.
Fix: Set the S3 property ObjectLockEnabled parameter to true.

>>

LHNBAESRA 16
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}

BRI TS AT XK, BA ObjectLockEnabled BMRRES true,

Resources:
MyS3Bucket:
Type: AWS::S3::Bucket
Properties:
BucketName: amzn-s3-demo-bucket
ObjectLockEnabled: false

ELHABISE T8 AT , ASSEE , B4 ObjectLockEnabled B2REA true,

Resources:
MyS3Bucket:
Type: AWS::S3::Bucket
Properties:
BucketName: amzn-s3-demo-bucket
ObjectLockEnabled: true

EoB KM KB RBIASEEE CloudFormation 2 Cloud Control APl, #1224 Guard Hook 5%
ERHFEEFTE | IeEZREHENNFRIZROE, HENNZROEEIE ViolationM FixE
Ao

BRI Guard R 8|

B, EFMEBER CloudFormation &R | BT LU Guard Hook 58 E AR EE AR , W A8
HEEHBIRELIEE, B TLE Guard Hook BTargetOperations#HAEH & Guard Hook R EA B
ESTACKERE,

£}

 Guard R AFEE

* Guard HBIR e A E 5]
- HBEBENHERI

Guard &g AEE

Guard 22 /ENE AR MHE @ CloudFormation 74 | 4R Guard R BIFE(L,
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LU BB ARSI AR

HookContext:
AWSAccountID: String
StackId: String
HookTypeName: String
HookTypeVersion: String
InvocationPoint: [CREATE_PRE_PROVISION, UPDATE_PRE_PROVISION, DELETE_PRE_PROVISION]

TargetName: String
TargetType:STACK

ChangeSetId: String
{Proposed CloudFormation Template}

Previous:
{CloudFormation Template}

HookContext
AWSAccountID

AWS IRF @& &R/ 1D,
StackId

BRAMEEBIRME—I 5K CloudFormation B HEE D,
HookTypeName

EESITHAHERE.

HookTypeVersion

I[ETE#1TH Hook RN,

InvocationPoint

@B Hook FA1TRIFEL] R,

& : (CREATE_PRE_PROVISION | UPDATE_PRE_PROVISION |
DELETE_PRE_PROVISION)

TargetName

EEFMERERERE,
TargetType

B AR BB ITSTACKE |, IWERKA
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ChangeSetId

AERAHFAAMBITHWEEE ID, WRHBRIERH create-stack, = delete-
stackigtER B update-stack , BlttEAZ,

Proposed CloudFormation Template

&5E# CloudFormation create-stacksl update-stackigERTE CloudFormation £E24E,
iEE¥E Resources, OutputsHl E¥#Properties, WBIFRMI CloudFormation AR , ©
AILAZ JSON = YAML F &,

£ delete-stack 7 |, WEAZ,

Previous
EIRRINERE A CloudFormation &4, MR IEEZ MRS Bl EAZ,
£ delete-stack B | WEKAZ,

® Note
RENSERIEEE creates updatedfBIRENAR, MERHERE K TRREMEMAEHR
=

Guard B2 (e A 145
T % &6 45 iy A B RASE W SE B E AR L AT SR B E AN Guard Hooko ILEEHI R AIETAMEER JSON =,

HookContext:

AwsAccountId: 123456789012

StackId: "arn:aws:cloudformation:us-west-2:123456789012:stack/
MyStack/1a2345b6-0000-00a0-a123-00abc@abc000"

HookTypeName: org::templatechecker: :hook

HookTypeVersion: "0Q0001"

InvocationPoint: UPDATE_PRE_PROVISION

TargetName: MyStack

TargetType: CHANGE_SET

TargetlLogicalld: arn:aws:cloudformation:us-west-2:123456789012:changeSet/
SampleChangeSet/1a2345b6-0000-00a0-a123-00abc@abc000

ChangeSetId: arn:aws:cloudformation:us-west-2:123456789012:changeSet/
SampleChangeSet/1a2345b6-0000-00a0-a123-00abc@abc000
Resources: {
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"S3Bucket": {
"Type": "AWS::S3::Bucket",
"Properties": {
"BucketEncryption": {
"ServerSideEncryptionConfiguration": [
{"ServerSideEncryptionByDefault":
{"SSEAlgorithm": "aws:kms",
"KMSMasterKeyID": "KMS-KEY-ARN" },
"BucketKeyEnabled": true }

}
Previous: {
"AWSTemplateFormatVersion": "2010-09-09",
"Resources": {
"S3Bucket": {
"Type": "AWS::S3::Bucket",
"Properties": {3}

HEB B YR AR A

E Guard Hook s BB E K , —BIRE THEM Hook SREMNAIER A, AR , EERAUSHEE
B A BT, MREMRBAFTERAYR  ARBEERR. WRRIEXY , AWESTEB,

THEHR Guard 8 , FERBEEMAWS: :S3: :Bucket B RERTEEE NE
f£BucketEncryption , ¥#§ SSEAlgorithmi%E A aws: kmsD AES256,

let s3_buckets_s3_default_encryption = Resources.*[ Type == 'AWS::S3::Bucket']

rule S3_DEFAULT_ENCRYPTION_KMS when %s3_buckets_s3_default_encryption !empty {
%s3_buckets_s3_default_encryption.Properties.BucketEncryption exists

%s3_buckets_s3_default_encryption.Properties.BucketEncryption.ServerSideEncryptionConfiguratic
in ["aws:kms", "AES256"]
<<
Violation: S3 Bucket default encryption must be set.
Fix: Set the S3 Bucket property
BucketEncryption.ServerSideEncryptionConfiguration.ServerSideEncryptionByDefault.SSEAlgorithm
to either "aws:kms" or "AES256"
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>>

ERAUSHTIEAHITHR , BF fail,

AWSTemplateFormatVersion: 2010-09-09
Description: S3 bucket without default encryption

Resources:
EncryptedS3Bucket:
Type: 'AWS::S3::Bucket'
Properties:

BucketName: !Sub 'encryptedbucket-${AWS::Region}-${AWS: :AccountId}"’

ERNSB T IHARHNITHR , ©F pass.

AWSTemplateFormatVersion: 2010-09-09
Description: S3 bucket with default encryption using SSE-KMS with an S3 Bucket Key
Resources:
EncryptedS3Bucket:
Type: 'AWS::S3::Bucket'
Properties:
BucketName: !Sub 'encryptedbucket-${AWS::Region}-${AWS: :AccountId}"’
BucketEncryption:
ServerSideEncryptionConfiguration:
- ServerSideEncryptionByDefault:
SSEAlgorithm: 'aws:kms'
KMSMasterKeyID: KMS-KEY-ARN
BucketKeyEnabled: true

B FER/E Guard R Al

E1I CloudFormation 2 F £/ | A LAERE Guard Hook REHMAEAMEBEEFIRZMNEE | UHE
BEEHT,

eS|

- PHESFERWAE

« | Guard 8F £IRETWMA

- BEEIRENERA
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PR E R AR

Guard B F £ A 2 A/t Guard R AIFEEHNER,

LT REESmARNEHTR

HookContext:
AWSAccountID: String
StackId: String
HookTypeName: String
HookTypeVersion: String
InvocationPoint: [CREATE_PRE_PROVISION, UPDATE_PRE_PROVISION, DELETE_PRE_PROVISION]
TargetName: CHANGE_SET

TargetType:CHANGE_SET
TargetLogicalIld:ChangeSet ID

ChangeSetId: String
{Proposed CloudFormation Template}
Previous:

{CloudFormation Template}
Changes: [{ResourceChange}]

ResourceChange & FELA :

logicalResourcelId: String
resourceType: String

##: CREATE, UPDATE, DELETE
lineNumber: Number
beforeContext: JSON String
afterContext: JSON String

HookContext
AWSAccountID

AWS IRF @& &R/ 1D,
StackId

B A BIRE—ZB2 K CloudFormation &K HEE D,
HookTypeName

EEHTHAMERE,
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HookTypeVersion

IETEH1THY Hook KA,

InvocationPoint

i BET Hook FITHITFEY B,

BM{E : (CREATE_PRE_PROVISION | UPDATE_PRE_PROVISION |
DELETE_PRE_PROVISION)

TargetName
IEFEFHERHER BB,
TargetType

ERBEEBREHITCHANGE_SETH |, LLEM R -
TargetlLogicalld

HERRZEEN ARN,
ChangeSetId

RERARFARAMPITHEES ID, MRHEBIZIERB create-stack, = delete-
stacki®gER B update-stack , BIttEARZE,

Proposed CloudFormation Template

RE4A create-change-set 2{E#TE CloudFormation #4%, HRiFIRMH# CloudFormation BY
AR , BAEAR JSON 5 YAML F&,

Previous

EREhEBEH CloudFormation EiZ48, NRIFEEMIBRER | RILEAZ,
Changes

Changes &%, E8JHEREE,
logicalResourceld

EE8FERNBEEREH,

resourceType
ESFENERER,

LHNBAESRA
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B
HER EHATHRERE,

B%{E : (CREATE | UPDATE | DELETE)

lineNumber

BIA B2 F AR R 1T 3R

beforeContext

SEEFREER JSON F& .
{"properties": {"propertyl": "value"}}

afterContext
BFRERBMER JSON F& .

{"properties": {"propertyl": "new value"}}

&1/5] Guard 8 F ER/EW A

T €5t A BRI BE AR Guard Hook, ERIEIEMEA , IRERESEFE. LEBHIFH
EAEMA JSON &3,

HookContext:
AwsAccountId: "00000000"
StackId: MyStack
HookTypeName: org::templatechecker: :hook
HookTypeVersion: "00001"
InvocationPoint: UPDATE_PRE_PROVISION
TargetName: my-example-stack
TargetType:STACK
TargetlLogicalId: arn...:changeSet/change-set
ChangeSetId: ""
Resources: {
"S3Bucket": {
"Type": "AWS::S3::Bucket",
"Properties": {
"BucketName": "amzn-s3-demo-bucket",
"VersioningConfiguration":{
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"Status": "Enabled"

}
Previous: {
"AWSTemplateFormatVersion": "2010-09-09",
"Resources": {
"S3Bucket": {
"Type": "AWS::S3::Bucket",
"Properties": {
"BucketName": "amzn-s3-demo-bucket",
"VersioningConfiguration":{
"Status": "Suspended"

}
Changes: [

{

"logicalResourceId": "S3Bucket",

"resourceType": "AWS::S3::Bucket",

"action": "UPDATE",

"lineNumber": 5,

"beforeContext": "{\"Properties\":{\"VersioningConfiguration\":{\"Status\":
\"Suspended\"}}}",

"afterContext": "{\"Properties\":{\"VersioningConfiguration\":{\"Status\":\"Enabled
\"}}3}"

}

BFRRFNERA

T5IgEHI2 Guard # Al , ATF¥EL Amazon S3 EEFETRBMNEE , WHER VersionConfiguration &
2=/,

let s3_buckets_changing = Changes[resourceType == 'AWS::S3::Bucket']

rule S3_VERSIONING_STAY_ENABLED when %s3_buckets_changing !empty {
let afterContext = json_parse(%s3_buckets_changing.afterContext)
when %afterContext.Properties.VersioningConfiguration.Status !empty {
%afterContext.Properties.VersioningConfiguration.Status == 'Enabled'
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}

{3 3 Guard Hook

#3 Guard Hook Z 8 , ABEFTER T 5 50 R IGH -

- BHUAECEY Guard BB, MEEZER , F2REAHNEAHERA,

- BYAHNNERESACSEEEZHANGT , TR Q., NEFAE
CloudFormation Hooks BJ IAM 5],

s
¢

A, RBRET

- FEMEMA AWS CLI = RBEMHE I Guard Hook , X EFEEIER IAM FFAIMEEBERN T

At | LLAEF CloudFormation I Guard Hooks

3] Guard Hook I 1TA®

Hook EEM #1TARRESHE A Hook AIFERIFTH AWS IRF,

WMREH B Guard Hook , BIFJSIEBIEY LA AWS EEXERA ; B , B4ARTEVILA

&

T —EiEREA I E% EZ 3 Guard Hook FYFF T,

PELE

BfE (AM EREER) PWEABTEEREEVAGHNIES  BUEREGERENAR,

A&, TR THTERARELRIFT

1.

BTYHRIEERBEREZEZELERRET Guard Hook B IAM &€&,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:ListBucket",
"s3:GetObject",

BT Guard Hook 26
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"s3:GetObjectVersion"
]I
"Resource": [
"arn:aws:s3:::my-guard-output-bucket/*",
"arn:aws:s3:::my-guard-rules-bucket"
]
},

{
"Effect": "Allow",

"Action": [
"s3:PutObject"

]I

"Resource": [
"arn:aws:s3:::my-guard-output-bucket/*"

]

}
]
}

2. BEABRHEEASG  RTFEMN Hook BIEABNFTT, TEREWEREGEEBR,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": [
"hooks.cloudformation.amazonaws.com"
]
}I

"Action": "sts:AssumeRole"

EZRBR P A Guard Hook

T3 ERERRA A EER #RF F A Guard Hook , fEE AT E ERA IR M B A £

A Guard Hook =7
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e
« BXH Guard Hook ( £#&#A& )
« BXA Guard Hook (AWS CLI)

BUA Guard Hook ( ¥#4&

BX A Guard Hook AEENEREF A

1.

o & 0N

7.

EAAWS EEFEA W https : //https://console.aws.amazon.com/cloudformation BEEX
CloudFormation E£# 4,

EEERRNEES L | RESEEILEZEMEN AWS B .
EEREESKS , BREQH,
EAOREEL , BEFEYAR  ARBEEMEA Guard,

M RIEE KRB Guard 3R B | BRI EH Guard HRE| |, EHFEMAE Amazon S3 # |, REIR
B EF. F2E PREFIRAIEREE Guard 1 BIZREE{E Guard Hooks W& R LABRIRER -

MREEEM Guard RIS EFKIE S3 &, FRET —EDE

(@ Note
FHE SIS EERTIHESP —EEIESR : .qguard, .zipH .tar.gz.

¥ H Guard Hook R |, 58458/ Guard B EAIFEHIE S3 &, FHIT TS EE -

« ¥R S3URI, EEHRBERAN S3 R , iFEABIE S3 RMBAMEFE L RRBEILEE S3 ¥
#,

o (1EA) BRYHMRA , MREH S3 RFEFEERMAMAES |, B LUEE S3 ¥R 45 EMR
R,
XA , Guard Hook #i& 1 S3 THEWHRA, B THIEENESETNMER , BRMESR
BIEERE Guard Hook BEfER RN,

(1A ) #% Guard EHIREH S3 TR , BEEFEM Guard B HHIRER S3 FEEETE, It

|MEAE Guard FABBHER,

FEXERMHBEENM , FRETHIHP—EZERE
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« EEEMEE Guard RAIFRARNREFArBZEAG IR , SMEA Guard RAIFTERMEEHFET
8

- BRETER S3 REFAFBABEEREMR Guard BHERE,
8. (ZEA) RBE Guard REWMAZSE , ARHE S3 PEFEM Guard RAUBMASHTREUTEA :

- HR S3URI, EESBRERN S3 BE , NMEMBE S3 R FE T RRBEIEE S3 ¥

o
- (OER ) HRYARA , mRERN S3 REFrRERARAES | BRI LUEE S3 YAV E M
¥
9. igE-F_io

10. SFEAMER , BETIHHP —EEE :
- RAHEE CRFENEERA A BPrivate: :Guard: 1, 0, MREEA
MyTestHook , AIRBMN A EBER K Private: :Guard: : MyTestHook,
s FAKKBXEBHEENAMERE (tBABIR ) : Provider::ServiceName: :HookName
1. SRAMER , BEEETMENRE

- HE — EERAEEN. EANMRHEERTAHEBESE,

- ER —MEEREENHERNENEREE,

- BEE MEERAEEUEFEERNTEIEN.

- EiwEE APl — §F& Cloud Control AP| BRENRYEE ST, 357 =Rk MIBRIR4E,
12. SHETENE | BIEWLEEE (B, BEF. R ) SUALHIE.
13. HRARERX | BEERBFTGHRABEI R OMEFE

- BE —NERAERHES  EANBFERE. EERNFRERIEIEARE.
- R — B BFREE, ERBNEFFTEBNERRNLTLBK,

14. $HH#EITAE | BIZ Hook & S3 #EEUER Guard REAIFTBEN IAM &6 |, BN RS EH
B Guard BiH¥RE . EALLAEF CloudFormation BEHBEYHTAE , LA LUIEEEHECEYN
A,

15. EET_*JFO
16. (1ER ) HRAREHERNE , FHITTEE

a. HYWEREGEFRS  BEPLEERFETUAUAAE, ERFREHHERERUAIE,
b. SHHEHEFRG , REERMEEBINEEACEERTNESE
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- IEHEBERIMEAR - RAEEMEEENEEREATE  TSUAE,
- FAHEERAEEAR - IREL—BAEENEEFREER  AISWUAAR,

(® Note
HRERESH AP IRME | SR RHEDR R ENHERA G EREMt,

c. HRHEEER K FEARFARTISINHREEHE,
- HHEE  EERZCESHHEERE. EAEMAREHENREHBR | FEMALEREE,
REWBEREER#ERIEURA AR,

- SHHERER  EEERHRAEREE, EREEEASEHER LA | BHREMESEM
BE  FEALEER, RTLEIHER N | FE#EERHSUAIR.

d. HAHEAE K FREBETHEEBEEND AM AR  RANFARTIESIHRSEHE,
- HHEE  EE-—NZE IAM A2 ARNs ERELACHBHNESRER, REGELAG
BB ERRESTSUADR.

- SHEHERR , AEEHRHERIEE —HZE IAM B€ ARNs, FIEHEFSUAAR , B
HiEE A B HERERN,

17. BET—%
18. ERBEMNBMAEE L , RERENRE, BEEREUHEBERETEE,
19. BERERFEER A6 SEERAAYE,

XA Guard Hook (AWS CLI)

3
¢

EE R | BEREEERIT Guard ARIMEGE T ABEREANRTEE, NEFMAER ,
B E Guard R BIR5E{E Guard Hooks FYE R K& E Y Guard Hook H#{TA &,

A Guard Hook LA A ARRIRSE (AWS CLI)

1. BERKRBAAH , FEATHactivate-typetn ™ , SEENERRAENEBEE, L TERE
Hook ft/&HY EAEEMNHITAE AWS RS,

aws cloudformation activate-type --type HOOK \
--type-name AWS::Hooks: :GuardHook \
--publisher-id aws-hooks \
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--type-name-alias Private::Guard::MyTestHook \
--execution-role-arn arn:aws:iam::123456789012:role/my-execution-role \
--region us-west-2

2. BEZTHBAARN , BLEAMER JSON BRERETRE.

A catir SR B A FHIM JSON BE, NEXMET  FSRANEEEBEATES
%,

$ cat > config.json
{
"CloudFormationConfiguration": {
"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": [
"STACK",
"RESOURCE",
"CHANGE_SET"
1,
"FailureMode": "WARN",
"Properties": {
"ruleLocation": "s3://amzn-s3-demo-bucket/MyGuardRules.guard",
"logBucket": "amzn-s3-demo-logging-bucket"
b
"TargetFilters": {
"Actions": [
"CREATE",
"UPDATE",
"DELETE"

« HookInvocationStatus : #& 5% &4 ENABLED AR A G %,
- TargetOperations : 184 B A EVIRIE,
* FailureMode : 54 FAIL =% WARN,

« ruleLocation : # B ARfEFERAIA S3 URIl, FHIE S3 FHWYH X EEE TIHES—EE
¥£#& : .quard, .zip# .tar.gz.

- logBucket : (#HA ) 8% Guard JSON $REHR S3 FEFTEER,
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- TargetFilters : EESFAR AMNWEEEE,

3. A T Flset-type-configurationip S AR IEEI K JSON EREREMBELE, BEZNERRAEEN
BEME,

aws cloudformation set-type-configuration \
--configuration file://config.json \
--type-arn "arn:aws:cloudformation:us-west-2:123456789012:type/hook/MyTestHook" \
--region us-west-2

HEER

KPR MHEAEGH | EA LA R T B I{A1E CloudFormation B8 & A H E 4 Guard Hook, NEFELM
B, 528 (AWS CloudFormation fEFA&#ER) FH AWS::CloudFormation::GuardHook,

¥R &R B & Guard Hooks B9 A &

B R Guard Hook B |, B2 a] LS Amazon S3 EFErEEIEE A Hook BIHSBEM B M, BYA
% , Hook B8 Guard RAIRENEREHEREENRETEH, RE , B9 LIE Amazon S3
BEAETPRIAELEER,

£ Amazon S3 2 A F#1% Guard Hook B&&
¥218 Guard Hook i AsEfg =

1.  E A https : //https://console.aws.amazon.com/s3/.
EEMLEANEES L | EIE AWS EiF,
BEREITE,

BESAR Guard HBREEMMN R FETRE,
BEMENREFRHRE AFER,
BELETHERIFABERUEBER,

o g A WD

i BRIEMR F #H #9 Guard Hook

EERTBETECRAMN Guard Hook B , FEEA T IIREFERS FASHMER,

EETREHAAON  MAREEMER , #2328 ERMBA CloudFormation 4) 3,

## Guard Hooks B9 B 5 32


https://docs.aws.amazon.com/cli/latest/reference/cloudformation/set-type-configuration.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-cloudformation-guardhook.html
https://console.aws.amazon.com/s3/

CloudFormation Hooks &5/
£ |

- MBREMRS P Guard Hook ( E1EA&)

. MIBIE S hE Guard Hook (AWS CLI)

il BR &R B 8 Guard Hook ( 1 #& )
il BR #& bk = 1 B9 Guard Hook

1. BEAAWS BEEX#A W 7E https : //https://console.aws.amazon.com/cloudformation BiRX
CloudFormation £ &,

EEMERNEES £ | #EIE AWS BiF APTEN .

REBHED , BEEYH,

EAREEL , SHREEMERK Guard Hook,

BRAMEZHNZEAR , REBBEMER,

HIRERRERR , WAARERIUHESERREEN AR , ARZBEZERER.

2 T

i BRI& R 5 H Y Guard Hook (AWS CLI)

(® Note
BRAXERARK , TEMERAR, WFEFEER  FSRERFHERNBAIR (AWS
CLI)o

£ T Fldeactivate-type W T REA AR , RAMSRENIRFFBERE, SRBVERNAENEE
=B

aws cloudformation deactivate-type \
--type-arn "arn:aws:cloudformation:us-west-2:123456789012:type/hook/MyTestHook" \
--region us-west-2

Lambda &%,

BREWRFRER AWS Lambda A%, B4 ALEKSBERAZIMNIRFNESRA A%, AT
R 4 B R R B A (B 30 P Y SRR R E A
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E A Lambda Hook B¥ , CloudFormation €&k F N EEFET A CEAMN Hook BIIEE |,
AFE Hook, ENELREARTENTMHAESM, HEBMEERNMAIEE AWS IRF f EiF
BREDSH

&

« AWS CLI £/ Lambda Hooks K &%

« BV Lambda BIEKF {E Lambda Hooks HY &R
« #{HEI Lambda ZE

« ELMIRF P A Lambda Hook

« RRE|RE P Lambda Hooks # A &

« MBREIRS P Lambda A E

AWS CLI f# 8 Lambda Hooks B9 5

f£ A Lambda Hooks B9 AWS CLI i S 83% :

- activate-type B{E Lambda Hook HIBUATREF.

- set-type-configuration 8 ENRFE FABMMNHEREER,

o list-types 5l i 48R 5 R HY 2 B

« describe-type {EE4FE Hook S4FE Hook R A FFMER , LIEE AIMNERER,
« deactivate-type RREHIIRF P RBEREBIBANIE,

3] Lambda BB 5F{L Lambda Hooks &R

CloudFormation Lambda Hooks AI:E & BB E W ﬁﬁﬁi‘tﬁ%ﬂfﬁ CloudFormation l AWS Ei##Z &l
APl 1216, BN AR AHEHBREUEE OB EARZRLES , YAFREEE. B Lambda
Hook B , 8] ARG HERE AR BTG T 5! CIoudFormatlonT 1’!5

- BIRRE
- SHERIRE
- BEERERE

£33
» BA% Lambda A%
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« {£ /A Lambda Hooks 54 &iRIE/E
« {8 Lambda Hooks 5¥{&Hf &igE
« {fA Lambda Hooks ;¥ &S E £k

B2 Lambda 42,

E Hooks 5/ Lambda B , Lambda &2 &% F 30 ¥R ML# A, Lambda #$EE JSON EfE | 35

HABRE R REK
30

. BRBA

- EERA

Lt

3
%
=

A
BEE Lambda BB ABURR AR B RIRE (€6 #ER, ERIVBEE ),
Bl fE & A
AT EBRRIHKBEFE Hooks BEA , 88 Lambda BNBFEZEEE JSON HIFE,

LA 2 Hooks FEHAE FERY 5 2 AR -

"hookStatus": "SUCCESS" or "FAILED" or "IN_PROGRESS",
"errorCode": "NonCompliant" or "InternalFailure"
"message": String,
"clientRequestToken": String,
"callbackContext": None,
"callbackDelaySeconds": Integer,
g [
{
"annotationName": String,
"status": "PASSED" or "FAILED" or "SKIPPED",
"statusMessage": String,
"remediationMessage": String,
"remediationLink": String,
"severitylevel": "INFORMATIONAL" or "LOW" or "MEDIUM" or "HIGH" or "CRITICAL"

BAEE Lambda ¥
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}
]
}

hookStatus
REPARRE, AL EREN,

B3E : (SUCCESS | FAILED | IN_PROGRESS)

® Note

L) EEATLAEE IN_PROGRESS 3 /X, MRREEFAFER , AHE RN, ¥ Lambda
RN ERTEMN Lambda HEHEZTWA 3 )X,

errorCode

BTRRERTEHMELEHETREY , RARARERERR , U LILFHE. WRAFMKK , BH
L AHERAL,

BHME : (NonCompliant | InternalFailure)

message

FEILERFAS , SR AR IR A RE

(@ Note

#Ffl CloudFormation #4ERF , LL#{z 2 EET A 4096 EF T,
#F4& Cloud Control API /R , LB EEBE A 1024 B=F T,

clientRequestToken

4% Hook FEREAMRHENFERFR. LLA/LEMO,

callbackContext

WMREEH hookStatus 2 IN_PROGRESS , BIZERE A Lambda REEEAB A IRHENEE
ARB,
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callbackDelaySeconds

Hooks FE& 5% A & B )X W A it Hook.
33

AEEYHIES , ATRAE—

annotationName

N
=F

AMEANEwEESl,

TR
status
REFARMRRE, EFBRAKREEGE L Guard R AR EIB/ L BEHLIBER  EREE,

B3K{E : (PASSED | FAILED | SKIPPED)

StatusMessage

ERERVER B

remediationMessage

fEIEFAILEDMREER RS, flan , MRERRDNE |, &0 BRI 102 57 18 EEIRARE

remediationLink

AREME@HIEEN HTTP URL,

severityLevel

ERHENERNTMERABNEERRE. BREMESFHRIBERE Hook FARABRE , BAUBE
AWS Security Hub CSPM BEM L EHMANTEREERNBEEHERIMNEH,

5% {E : (INFORMATIONAL | LOW | MEDIUM | HIGH | CRITICAL)

g4
LA R R Zh Bl FERY #2451

{
"hookStatus": "SUCCESS",
"message": "compliant",
"clientRequestToken": "123avjdjk31"
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}

BUTR R & B FE Ry #5451
{
"hookStatus": "FAILED",
"errorCode": "NonCompliant",
"message": "S3 Bucket Versioning must be enabled.",
"clientRequestToken": "123avjdjk31"

}

£/ Lambda Hooks L& RiE/E

BESLEY, EFNSIMBRERE , BRAERERE, S0, MIREHTERELHERN
CloudFormation & , R RESTHEREHE. EEEA Cloud Control API B3, BEHT
MIBREREF |, EtBIRBERIRIE, BT CloudFormation Lambda Hook 5% E % Hook
TargetOperations#&EH#Y B £=RESOURCEFCLOUD_CONTROLIE{E,

(® Note

REEFEAREB Cloud Control APl delete-resourcesk CloudFormation B9 48252 = M
BRERE  F2lA delete Hook BXEHE K delete-stacko

&

- Lambda Hook &R#I AFE>

» Lambda Hook & /7 £ & A & 4|
ERBEN Lambda B & 4l

Lambda Hook &iR# AE %

E&# Lambda W AETEREER , BFWE JSONBA |, HPFI2EFREM. REBM , %
RARUANEEAR,

LT R JSON B AR EHIM
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"awsAccountId": String,
"stackId": String,

"changeSetId": String,

"hookTypeName": String,
"hookTypeVersion": String,

"hookModel": {
"LambdaFunction": String

iy
"actionInvocationPoint": "CREATE_PRE_PROVISION" or "UPDATE_PRE_PROVISION" or
"DELETE_PRE_PROVISION"

"requestData": {
"targetName": String,

"targetType": String,

"targetlLogicalId": String,
"targetModel": {
"resourceProperties": {...},
"previousResourceProperties": {...}

}

},

"requestContext": {
"##": 1,
"callbackContext": null

}

}
awsAccountId

AWS IRFE @8 B2 EIRMN 1D,
stackId

b2 ¥R CloudFormation & KYHE®ER ID, WMRBEARERZEE AP, AR AZH,
changeSetId

BEBAHFBANEES ID, MREREERH Cloud Control API 2 create-stack, update-
stacks} delete-stacki®{ErE , AIEAZTH,

hookTypeName

EESITHAHERE.

hookTypeVersion

IETE#ITHY Hook KRAR,
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hookModel

LambdaFunction

Hook 58 B ® B 81 Lambda ARN,

actionInvocationPoint

Hook #1TFTfE v 48 P R RE Y 36

B3E : (CREATE_PRE_PROVISION | UPDATE_PRE_PROVISION | DELETE_PRE_PROVISION)
requestData

targetName

[ETERFEAY BAZ5EA | 4la0 AWS: :S3: :Bucket,
targetType

EEFHER BAEEE | flin AWS: :S3: :Bucket., ¥RfEMA Cloud Control APl fiZZHER |, It
{E#% A RESOURCE,

targetLogicalld

EE 2 ERNEE ID, WRAMFIUMNFEKMFAREFZ CloudFormation , EA =
CloudFormation #848HR EZABEER ID, MR LAEFARNRK RSS2 Cloud Control
API , I REEE,

targetModel

resourceProperties

EEBRCcERNRZEREY. MREERBRER , AILEKAZ,

previousResourceProperties

Bl EREEANEREEHRNEY. MREERYER , AILLERSZE,
requestContext

#AH

BRETARNER.

callbackContext

R Hookwas :2E % IN_PROGRESS , HcallbackContextf&EE , Al&€E AR HER,

AR BEI Lambda EHE 40
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Lambda Hook ¥ 7 & & i A £ 4l

T 58558 A\ B RASIZEWREEH ZAWS : :DynamoDB: : Table EREZHEK Lambda A% , He
ReadCapacityUnitsProvisionedThroughputf) BE#t 3 8F A 10, iER W #t Lambda FFEHE
o

"awsAccountId": "123456789012",
"stackId": "arn:aws:cloudformation:us-west-2:123456789012:stack/
MyStack/1a2345b6-0000-00a0-al123-00abc@abc000",

"hookTypeName": "my::lambda::resourcehookfunction",
"hookTypeVersion": "00000008",
"hookModel": {

"LambdaFunction": "arn:aws:lambda:us-west-2:123456789012:function:MyFunction"
b
"actionInvocationPoint": "UPDATE_PRE_PROVISION",
"requestData": {

"targetName": "AWS::DynamoDB::Table",

"targetType": "AWS::DynamoDB::Table",

"targetlLogicalId": "DDBTable",

"targetModel": {

"resourceProperties": {
"AttributeDefinitions": [

{
"AttributeType": "S",
"AttributeName": "Album"
b
{
"AttributeType": "S",
"AttributeName": "Artist"
}

1,

"ProvisionedThroughput": {
"WriteCapacityUnits": 5,
"ReadCapacityUnits": 10

},
"KeySchema": [
{
"KeyType": "HASH",
"AttributeName": "Album"
b
{

"KeyType": "RANGE",

BAEE Lambda ¥ 1
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"AttributeName": "Artist"

1y
"previousResourceProperties": {
"AttributeDefinitions": [

{
"AttributeType": "S",
"AttributeName": "Album"
I
{
"AttributeType": "S",
"AttributeName": "Artist"
}

1,

"ProvisionedThroughput": {
"WriteCapacityUnits": 5,
"ReadCapacityUnits": 5

},
"KeySchema": [
{
"KeyType": "HASH",
"AttributeName": "Album"
I
{
"KeyType": "RANGE",
"AttributeName": "Artist"
}
]

iy

"requestContext": {
"invocation": 1,
"callbackContext": null

EEEEEREHTANFIERY , 528 AWS::DynamoDB

:Tableo

BAEE Lambda ¥
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EiRE/ERN Lambda B B &

AR 2 DynamoDB WA AEREMABMNEERE , G EFM ReadCapacity M FRER KR 10
ProvisionedThroughput® . IR AFEMKIN , FAE "ReadCapacity B IEEMERRE ) MBERGERE
Ao MIRFBREBFJRK , AHMBEERY , MRER "ReadCapacity TaEHEIB 10,

Node.js

export const handler = async (event, context) => {
var targetModel = event?.requestData?.targetModel;
var targetName = event?.requestData?.targetName;
var response = {
"hookStatus": "SUCCESS",
"message": "ReadCapacity is correctly configured.",
"clientRequestToken": event.clientRequestToken

Iy

if (targetName == "AWS::DynamoDB::Table") {
var readCapacity =
targetModel?.resourceProperties?.ProvisionedThroughput?.ReadCapacityUnits;
if (readCapacity > 10) {
response.hookStatus = "FAILED";

response.errorCode = "NonCompliant";
response.message = "ReadCapacity must be cannot be more than 10.";
}
}
return response;
};
Python

import json

def lambda_handler(event, context):
# Using dict.get() for safe access to nested dictionary values
request_data = event.get('requestData', {3})
target_model = request_data.get('targetModel', {3})
target_name = request_data.get('targetName', '')

response = {
"hookStatus": "SUCCESS",
"message": "ReadCapacity is correctly configured.",
"clientRequestToken": event.get('clientRequestToken')
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}
if target_name == "AWS::DynamoDB::Table":
# Safely navigate nested dictionary
resource_properties = target_model.get('resourceProperties', {})
provisioned_throughput = resource_properties.get('ProvisionedThroughput',
{H

read_capacity = provisioned_throughput.get('ReadCapacityUnits')

if read_capacity and read_capacity > 10:
response[ 'hookStatus'] = "FAILED"
response[ 'errorCode'] = "NonCompliant"
response[ 'message'] = "ReadCapacity must be cannot be more than 10."

return response

£/ Lambda Hooks FE{f it EigE

BECERANGEAREY, EFNIMRHEERE , FHALUE B L HTEARELE CloudFormation Lambda
Hook , 3t ] AE £} SH 3 BIRELAEE . & T LAE Hook TargetOperations#HAEH % CloudFormation
Lambda Hook % E & B B STACK#R 4,

*rE
« Lambda Hook &4 A &3

« Lambda Hook 3 & 55 55 i A &5 45
o HEBIRIEME B Lambda BNE

Lambda Hook & A &3

ERM Lambda A BIRER , ZFKE JSONFEXR , EhEa2QaHFARARSA,
actionInvocationPointH 55RA B . HR CloudFormation A A/ | LAK Lambda BI&iiz
ZHWERBAKXD  BEREXRSFZHRE Amazon S3 YHH., W ArequestDataBE R —EYHH
Amazon S3 BE%E URL , HH 3 E B el ML el AR,

LLTF 2 JSON & AR EHIR

"clientRequesttoken": String,
"awsAccountId": String,

BAEE Lambda ¥ 44
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"stackID": String,

"changeSetId": String,

"hookTypeName": String,
"hookTypeVersion": String,

"hookModel": {
"LambdaFunction":String

}I

"actionInvocationPoint": "CREATE_PRE_PROVISION" or "UPDATE_PRE_PROVISION" or

"DELETE_PRE_PROVISION"

"requestData": {
"targetName": "STACK",

"targetType": "STACK",
"targetlLogicalId": String,

"payload": String (S3 Presigned URL)

},

"requestContext": {
"invocation": Integer,
"callbackContext": String

clientRequesttoken

4% Hook FEREAMRHKNFERFR. LA/LER,

awsAccountId

AWS IRFE S8 E L 2HEM 1D,
stackID

CloudFormation &/ & D,
changeSetId

REABFANEEE D, IRHEEEFEZH Cloud Control API = create-stack,

stack® delete-stackiERE , BIEAZEH.
hookTypeName

EEHTHAMERE,

hookTypeVersion

IEE#ITHY Hook KRAR,

update-

BAEE Lambda ¥
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hookModel

LambdaFunction

Hook 5 /Y B &1 Lambda ARN.,

actionInvocationPoint

@B F Hook HA1TRIREL] R,

BEME : (CREATE_PRE_PROVISION | UPDATE_PRE_PROVISION | DELETE_PRE_PROVISION)
requestData

targetName

BB R STACK,
targetType

LB & STACK,
targetlLogicalld

HEEEHE,
payload

Amazon S3 FSEHER URL , HHESERERMEREAERR JSON M4,

requestContext

MREESFURAAE , AIERELDH,

invocation

BEIETARNER.,
callbackContext

MRABEEES callbackContext IN_PROGRESSI{&[E , Bl& {0l A HIA,

A RERFH payload BEREENFFEMEA URL. WE URL & , WEER T HEBER
B4
{

"template": String,

"previousTemplate": String
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}

template

R create-stack® BT CloudFormation &iZ&update-stack. BRIFRMEH
CloudFormation AR , EAILZ JSON 5 YAML F &,

£ delete-stack B | WEKAZ,

previousTemplate

S BIHY CloudFormation &7, RIFIEM4S CloudFormation AR , ©a A2 JSON = YAML F

o

£ delete-stack s | WWEBAZ,

Lambda Hook 3ff & % & & A £ 4l

DT REEBETFIM AMNSH, Hook EEHEFEAE EFObjectLockEnabled % true WEE | WHTE
Amazon SQS 7% :

"clientRequestToken": "f8da6dl1l-b23f-48f4-814c-0fb6a667f50e",
"awsAccountId": "123456789012",
"stackId": "arn:aws:cloudformation:us-west-2:123456789012:stack/
MyStack/1a2345b6-0000-00a0-a123-00abc0abc000",
"changeSetId": null,
"hookTypeName": "my::lambda::stackhook",
"hookTypeVersion": "00000008",
"hookModel": {
"LambdaFunction": "arn:aws:lambda:us-west-2:123456789012:function:MyFunction"
I
"actionInvocationPoint": "UPDATE_PRE_PROVISION",
"requestData": {
"targetName": "STACK",
"targetType": "STACK",
"targetlLogicalld": "my-cloudformation-stack",
"payload": "https://s3...... "
},
"requestContext": {
"invocation": 1,
"callbackContext": null

BAEE Lambda ¥
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[a

iE & payload®&iflrequestData :

~

"template": "{\"Resources\":{\"S3Bucket\":{\"Type\":\"AWS::S3::Bucket\",
\"Properties\":{\"ObjectLockEnabled\":true}},\"SQSQueue\": {\"Type\" :\"AWS: :SQS: :Queue
\",\"Properties\": {\"QueueName\" :\"NewQueue\"}}3}1}",

"previousTemplate": "{\"Resources\":{\"S3Bucket\":{\"Type\":\"AWS::S3::Bucket\",
\"Properties\":{\"ObjectLockEnabled\":false}}}}"

}

HEBRIREME ) Lambda EE
THEH R —ERSEN KE , o ~EHEBIRERS, JEAR JSON , HEE SUCCESS,

Node.js

export const handler = async (event, context) => {
var targetType = event?.requestData?.targetType;
var payloadUrl = event?.requestData?.payload;

var response = {
"hookStatus": "SUCCESS",
"message": "Stack update is compliant",
"clientRequestToken": event.clientRequestToken
};
try {
const templateHookPayloadRequest = await fetch(payloadUrl);
const templateHookPayload = await templateHookPayloadRequest.json()
if (templateHookPayload.template) {
// Do something with the template templateHookPayload.template
// JSON or YAML
}
if (templateHookPayload.previousTemplate) {
// Do something with the template templateHookPayload.previousTemplate
// JSON or YAML
}
} catch (error) {
console.log(error);
response.hookStatus = "FAILED";
response.message = "Failed to evaluate stack operation.";
response.errorCode = "InternalFailure";

BAEE Lambda ¥
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}

return response;

};
Python

EZH Python , BEEEAERrequestsE. HEEEHKM , BFEEREEI Lambda HEE |, £
DBEHPEE BANE, MEFHMEN , F28 (AWS Lambda A SR FHEIEEHE
MR zip SBEEL,

import json
import requests

def lamnbda_handler(event, context):
# Safely access nested dictionary values
request_data = event.get('requestData', {3})
target_type = request_data.get('targetType')
payload_url = request_data.get('payload')

response = {
"hookStatus": "SUCCESS",
"message": "Stack update is compliant",
"clientRequestToken": event.get('clientRequestToken')

try:
# Fetch the payload
template_hook_payload_request = requests.get(payload_url)
template_hook_payload_request.raise_for_status() # Raise an exception for
bad responses
template_hook_payload = template_hook_payload_request.json()

if 'template' in template_hook_payload:
# Do something with the template template_hook_payload['template']
# JSON or YAML
pass

if 'previousTemplate' in template_hook_payload:
# Do something with the template
template_hook_payload['previousTemplate']
# JSON or YAML
pass
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https://docs.aws.amazon.com/lambda/latest/dg/python-package.html#python-package-create-dependencies
https://docs.aws.amazon.com/lambda/latest/dg/python-package.html#python-package-create-dependencies

CloudFormation Hooks & 5R

except Exception as error:

print(error)

response[ 'hookStatus'] = "FAILED"

response[ 'message'] = "Failed to evaluate stack operation."
response['errorCode'] = "InternalFailure"

return response

{8 Lambda Hooks {2 F £igE

BELENESEER , #BLERE CloudFormation Lambda Hook 2R FHEFAVEEE | W alses
SHHEEIT, B LAE Hook TargetOperations#HREAH & CloudFormation Lambda Hook %7 & B
BECHANGE_SETH#1E,

=&
» Lambda Hook &2 &F &£ A&

« Lambda Hook & 55 55 48 55 iy A &3 45
- BFEERIENEH Lambda B

Lambda Hook £ &85 A&

BEERENBABLCREERERE B NEBrequestDatatt BB ELS|I ANEREE

it
-|E"

LT 2 JSON & AR EHIMR

"clientRequesttoken": String,
"awsAccountId": String,
"stackID": String,

"changeSetId": String,
"hookTypeName": String,

"hookTypeVersion": String,
"hookModel": {
"LambdaFunction":String

iy

"requestData": {
"targetName": "CHANGE_SET",
"targetType": "CHANGE_SET",
"targetlLogicalId": String,
"payload": String (S3 Presigned URL)
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},

"requestContext": {
"invocation": Integer,
"callbackContext": String

clientRequesttoken

8% Hook S RB AMBRHBNFERFER. LALERL,

awsAccountId

AWS 1RF @8 Effh2HEMN 1D,
stackID

CloudFormation & #& D,
changeSetId

MEAMFARANEESE D,
hookTypeName

EESITHAHERE.

hookTypeVersion

EEHITH Hook ks,
hookModel

LambdaFunction

Hook F M B &I Lambda ARN,
requestData

targetName

BE{EAE % CHANGE_SET,
targetType

tE{E# % CHANGE_SET,
targetLogicalld

2F & ARN,

BAEE Lambda ¥
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payload

Amazon S3 FERXEEN URL , EH I EABREAA JSON U1 , IRHBEESIANEE

== oo

BB,

requestContext

MREEEHFUAAE  RESRELDHF.

invocation

BEIETARNER.,
callbackContext

WMRABEEES callbackContext IN_PROGRESSI&[E , Al&El AR HIE,

AREBFH payload BHEREENBFEEZMEA URL. F URL & , £KFEEBEA T IEEHEIR
K4

"template": String,

"changedResources": [

{
"action": String,
"beforeContext": JSON String,
"afterContext": JSON String,
"lineNumber": Integer,
"logicalResourceId": String,
"resourceType": String

}

]
}
template

R4S create-stacksl BT E CloudFormation E4supdate-stack, BB
CloudFormation WRZ , © AL 2 JSON & YAML F &,

changedResources

Egﬁﬁﬂg\EIJ/%Eo
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action
ERAZERNEEER,

B3{E : (CREATE | UPDATE | DELETE)

beforeContext

BFHERBMYN JSON FHE, BYERE , I{EA null, It JSON ZEFWFAEHMENE
E#E STRINGS,

afterContext

MBHTHEFE  BREEMEHN JSON FHE, MBREIRE , tt{ES null, It JSON FEFHFT
EAMEMBEE R STRINGS,

lineNumberxr

EARPERIBERITHR. MRBER , AIDELETELERA null

logicalResourceld

ERFCERNBEER ID,

resourceType

EESENERER,

Lambda Hook % 5 55 £ 5 iy A & 451

UTRESFESFm ANEf, T THEHGT  CAUEEEFES|IENETF, E—EEFEM
BrE A B1T%ICoolQueue, F_EEERHIEE A WH{THINewCoolQueue, LXEBER WE
#¥DynamoDBTable,

"clientRequestToken": "f8da6dll-b23f-48f4-814c-0fb6ab67f50e",

"awsAccountId": "123456789012",

"stackId": "arn:aws:cloudformation:us-west-2:123456789012:stack/
MyStack/1a2345b6-0000-00a0-al123-00abc@abc000",

"changeSetId": "arn:aws:cloudformation:us-west-2:123456789012:changeSet/
SampleChangeSet/1a2345b6-0000-00a0-a123-00abc@abc000",

"hookTypeName": "my::lambda::changesethook",

"hookTypeVersion": "00000008",

"hookModel": {

"LambdaFunction": "arn:aws:lambda:us-west-2:123456789012:function:MyFunction"
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},
"actionInvocationPoint": "CREATE_PRE_PROVISION",
"requestData": {
"targetName": "CHANGE_SET",
"targetType": "CHANGE_SET",
"targetlLogicalId": "arn:aws:cloudformation:us-west-2:123456789012:changeSet/
SampleChangeSet/1a2345b6-0000-00a0-a123-00abc@abc000",
"payload": "https://s3...... "

iy

"requestContext": {
"invocation": 1,
"callbackContext": null

[

iE2 payloadfV&EiflrequestData.payload:

-~

template: 'Resources:\n' +
' DynamoDBTable:\n' +
! Type: AWS::DynamoDB::Table\n' +
! Properties:\n' +
! AttributeDefinitions:\n' +
! - AttributeName: "PK"\n' +
! AttributeType: "S"\n' +
! BillingMode: "PAY_PER_REQUEST"\n' +
KeySchema:\n' +
! - AttributeName: "PK"\n' +
KeyType: "HASH"\n' +
PointInTimeRecoverySpecification:\n' +
PointInTimeRecoveryEnabled: false\n' +
' NewSQSQueue:\n' +
! Type: AWS::SQS::Queue\n' +
! Properties:\n' +
QueueName: "NewCoolQueue"',
changedResources: [

{

logicalResourceId: 'SQSQueue',

resourceType: 'AWS::SQS::Queue’,

action: 'DELETE',

lineNumber: null,

beforeContext: '{"Properties":{"QueueName":"CoolQueue"}}"',
afterContext: null
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},
{
logicalResourceId: 'NewSQSQueue',
resourceType: 'AWS::5QS::Queue’,
action: 'CREATE',
lineNumber: 14,
beforeContext: null,
afterContext: '{"Properties":{"QueueName":"NewCoolQueue"}}"
},
{

logicalResourceId: 'DynamoDBTable',

resourceType: 'AWS::DynamoDB::Table',

action: 'UPDATE',

lineNumber: 2,

beforeContext: '{"Properties":
{"BillingMode" :"PAY_PER_REQUEST", "AttributeDefinitions":
[{"AttributeType":"S","AttributeName":"PK"}], "KeySchema":
[{"KeyType":"HASH", "AttributeName":"PK"}]1}}"',

afterContext: '{"Properties":
{"BillingMode" :"PAY_PER_REQUEST", "PointInTimeRecoverySpecification":
{"PointInTimeRecoveryEnabled":"false"}, "AttributeDefinitions":
[{"AttributeType":"S","AttributeName":"PK"}], "KeySchema":
[{"KeyType":"HASH", "AttributeName":"PK"}]1}}"'

}

SFEIRIENEH Lambda BRE

THEH 2 —EEEN RE , U THEFEREAE., Z—EEFSEEE , RREELD a5 NBH
B # /Y SUCCESS.

Node.js

export const handler = async (event, context) => {

var payloadUrl = event?.requestData?.payload;

var response = {
"hookStatus": "SUCCESS",
"message": "Change set changes are compliant",
"clientRequestToken": event.clientRequestToken

};

try {
const changeSetHookPayloadRequest = await fetch(payloadUrl);
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const changeSetHookPayload = await changeSetHookPayloadRequest.json();
const changes = changeSetHookPayload.changedResources || [1;
for(const change of changes) {
var beforeContext = {};
var afterContext = {};
if(change.beforeContext) {
beforeContext = JSON.parse(change.beforeContext);
}
if(change.afterContext) {
afterContext = JSON.parse(change.afterContext);
}
console.log(beforeContext)
console.log(afterContext)
// Evaluate Change here
}
} catch (error) {
console.log(error);
response.hookStatus = "FAILED";

response.message = "Failed to evaluate change set operation.";
response.errorCode = "InternalFailure";
}
return response;
};
Python

EZH Python , BEEEAERrequestsE. HEEEHKM , BFEEREEI Lambda HEE |, £
DBEHPEE BNE, MEFHMEN , F28 ( AWS Lambda B AERR) FHEIEEHE
MR zip SBEEMH,

import json
import requests

def lambda_handler(event, context):
payload_url = event.get('requestData', {}).get('payload')
response = {
"hookStatus": "SUCCESS",
"message": "Change set changes are compliant",
"clientRequestToken": event.get('clientRequestToken')

try:
change_set_hook_payload_request = requests.get(payload_url)
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change_set_hook_payload_request.raise_for_status() # Raises an HTTPError
for bad responses
change_set_hook_payload = change_set_hook_payload_request.json()

changes = change_set_hook_payload.get('changedResources', [])
for change in changes:
before_context = {}

after_context = {}

if change.get('beforeContext'):
before_context = json.loads(change['beforeContext'])

if change.get('afterContext'):
after_context = json.loads(change['afterContext'])

print(before_context)
print(after_context)

# Evaluate Change here

except requests.RequestException as error:

print(error)
response[ 'hookStatus'] = "FAILED"
response[ 'message'] = "Failed to evaluate change set operation."
response['errorCode'] = "InternalFailure"
except json.JSONDecodeError as error:
print(error)
response[ 'hookStatus'] = "FAILED"
response[ 'message'] = "Failed to parse JSON payload."
response['errorCode'] = "InternalFailure"

return response

#{BE I Lambda 4%,

B3 Lambda Hook Z &1 , A HETER T 5 58 RIGH -

o BAABEI Lambda ¥, MEFEZENA , 2EALEE Lambda BKEL

s BYQHNEAESIACLEEGEENNEGT , TERAQH., WEFHMENR ,
CloudFormation Hooks #J IAM ],

3
¢
8n
:
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« ZEMH AWS CLI = AR EHZE T Lambda Hook , BABAFEETER IAM A MEFEBENH
TAE , LLAEF CloudFormation I A Lambda Hooko

37 Lambda Hook B9#1TA &
Hook €A H1TAERKEEE P A Hook FTEMEFTT AWS IRF,

WNRIEHE #I Lambda Hook , RIFTLLEBENLAR® AWS EEBXZEA ; B, BX4EFBTERINA
&,

T —EiERBA fAIE% £ 3 Lambda Hook HIEF T,
FrEmEra
EBE (AM FREERE) PNEAEEEEREREYACNIES , BXEFBIIEEBRENAL,

RE , TR T EZBURELRNEF :
1. B TIFEERBKEZELERREIL Lambda Hook Y IAM B &,
JSON
{

"Version":"2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": "lambda:InvokeFunction",

"Resource": "arn:aws:lambda:us-west-2:123456789012: function:MyFunction"
}

1
}

2. BEABRHEEAL  BRTFENIHBEALNFT. UTERETERHEGEEBR,

JSON

{
"Version":"2012-10-17",
"Statement": [

{
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"Effect": "Allow",
"Principal": {
"Service": [
"hooks.cloudformation.amazonaws.com"
]
}I

"Action": "sts:AssumeRole"

}
1
}

EZHEF P RA Lambda Hook

T Y EBERBUAIEEN ¥R S P RUA Lambda Hook , EFEHE AT EHMANIKREMEZ R
*E

« BXA Lambda A% (EEE)

B Lambda @ (AWS CLI)

- HEER

A Lambda A% ( £#EA& )

A Lambda Hook LATESERY IR 5 5 A

1. EAAWS BEEX#A W 7E https : //https://console.aws.amazon.com/cloudformation BiRX
CloudFormation £ &,

2. EEMERNEED L | BESEREEEMEN AWS B

3. WMREMAE AEEY Lambda HE , FHIT T HIEE -

« BARK Lambda £ & F#Y Functions (BE) B,

« BUSHENABBEERAN Lambda BB , AR EREHERF, WEFMEEA ,
Lambda B3R 5¥{H Lambda Hooks Y& R

s
¢
g
&

MREEEI Lambda BB , FFHRET — @D,
4. EEASEEERT  EEQH
5. BAMEEL K EFRVAH , ARREMEA Lambda.
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6. SHHEAMBE , BETIHHP—EZRE

« BHEE 2 EATENEESHERMEEBPrivate: :Lambda: ;. fli0 , MR & A
MyTestHook , AT BN AMBRMEE K Private: :Lambda: : MyTestHooko

- FRAMEARHEENAMEE (BAFBIR ) . Provider::ServiceName: :HookName
7. HR Lambda B , FREZHEN AMBEEAN Lambda B8, BRAUFER :

- TERIEHZE Amazon Resource Name (ARN),
- BEREHAIEREHBHNERE ARN,
8. HHARMEE K BEREENMANAS :

- B — EEREEY. EISMERE SRR,
- BR —HMEEREEMHERRNENEREE.
- BEE EERAEEIEEERNTEEN.
- Eimies] APl — §F& Cloud Control AP| BRENAVEE ST, 3857k MBRIE4E,
9. &HHIENE  ERWLENE (B, EF. MR ) SFAENIH,
10. $HEARER | BEQRBEIHWUA Lambda HE(EE EEEN A BFAILEDEEA R :

- BE —NERERHES  BANBFERE. EHRNEFARREIETRERERA.
« KM — BLEIMERE. ERBNEFBITERNERARZEEEK.

1. SHEHTAE | B2 Hook ARIA Lambda EREM IAM £, EA[LLAFF CloudFormation A&
LEBEVHTAE® 4 EELACEINAR,

12. EE—F_io
13. (BA ) BROMERES BT THEE

a. HYEREERG , BEBLERERTUUA A, ERREHEHEERIUA IR,
b. SHHENERG , REERMEEBINMEACEERENES

- AMEREBIHERAC - AREMAEENGRRAEMFR , TEURR.
- BMERRBAHERAC - MRED—EREENERRAELNT , AEURR.

(@ Note
HREIREE APIRME , SRRATEHR R BN DA GEERMt,
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14.
15.
16.

c. HREBRER K FEANFEADESIREEHER,
- HHEE  EERCESHHEEE. ESFMEREHENREHBR | BEMALREE,
RENWBEREERHERTEURA AR,

- SHHRER  EEERHRAEERERE, EREEEASEHEE LA | BHREMESEM
B, FEALEER, RTLEIHER N | FEHEHSUAIR.

d. HAMEAE  FRESEHEMBHN IAM A6 , RABARFISIHREEHE.

]I

- HHEEE  BE-—SHZE IAM A8 ARNs ZEHELAGHBNN B SHE, REELAER
REKERRESTSURAIR.

- SHEHERR , AEEHRAHEBIEE —HZE IAM B€ ARNs, FiEHEFEURAAR B
HiEE A B R BRI,

&E-F_io
ERENBAEEL  BEENEE, EEFENHEBERETEE,
B R EER  FEERAYR.

BA Lambda 2% (AWS CLI)

Bz |, FBHEFEEEEN Lambda BN SRR ARBEREANNITHAC, WEFEER ,

3

BRI Lambda BB EE{E Lambda Hooks BV &R & 27 Lambda Hook E{TAE,

A Lambda Hook SAFARZHIIRSE (AWS CLI)

1.

EERBAAR , FBEAT Slactivate-typetn s, BEBVNERRALZNEEE. L SEE 4
LRGN FREENHTAE AWS IR,

aws cloudformation activate-type --type HOOK \
--type-name AWS::Hooks::LambdaHook \
--publisher-id aws-hooks \
--execution-role-arn arn:aws:iam::123456789012:role/my-execution-role \
--type-name-alias Private::Lambda: :MyTestHook \
--region us-west-2

BETHRBAAMN , BL4AER JSON BEEREITRE,

£/ catt TRV EE T HIREEH JSON ER, MERFMENR , F2RAOMEEEEHEAFE LS

=,
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$ cat > config.json
{
"CloudFormationConfiguration": {
"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": [
"CLOUD_CONTROL"
1,
"FailureMode": "WARN",
"Properties": {
"LambdaFunction": "arn:aws:1lambda:us-
west-2:123456789012: function:MyFunction"
.
"TargetFilters": {
"Actions": [
"CREATE",
"UPDATE",
"DELETE"

« HookInvocationStatus : #% 52RE A ENABLED AR A%,

- TargetOperations : {EE QT HEVIRIE,
* FailureMode : %% FAIL 5t WARN.

 LambdaFunction : #§7& Lambda B ®#Y ARN,
- TargetFilters : EEMIUA N E/EEE,

3. R T Flset-type-configurationdn S LA EE I H) JSON ERREMMERE, A

BEE,

aws cloudformation set-type-configuration \
--configuration file://config.json \

BEBEIMASER

--type-arn "arn:aws:cloudformation:us-west-2:123456789012:type/hook/MyTestHook" \

--region us-west-2

A Lambda %)%
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MHEER

R ZMUE ARG |, HEBHRT EAUATE CloudFormation B & A S 4 Lambda Hook, #0135 S¥4H
B , 2B (AWS CloudFormation fEFA&ER) B AWS::CloudFormation::LambdaHook,

BIREIE B Lambda Hooks B H &

£/ Lambda Hook B , R AJLATE Lambda 2 &R I RFR HBRES AFER,

1£ Lambda F# A H 43 Lambda Hook B &
#18 Lambda Hook i 5 B E SR

1. & A Lambda =4,

EEMLEAFWEES L BEAWS B,
B HE.

BIEFTEM Lambda BE#,
ERARER.

i#1E CloudWatch Logs Live Trail
BETHNNEE  ARENECERGN BHEE.

B2 FAFEH. B EERE CloudWatch Logs Live Trail 8 & &, RIBENRE , BEEER
WP R R AL F R

© N o g A~ w0 Db

- BULKESHRREFTEEER  FERENEERMRMAEMU P HEELEREE, thE
URREEHRER , REeNaEERANEH.

MFERE Lambda BB AFWFHEF , 528818 Lambda BEEEH CloudWatch Logse

i BRIEMR F A #Y Lambda 24) B

ELRTBRTECRAM Lambda Hook i , SR T 5IEF1EMRS S EMER.

EEERERAQE  MARESEMBR , F28 EHAFBA CloudFormation 4%,

£
- MIBREWRE P Lambda BB ( £EE)
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. MBRIES iy Lambda %8k (AWS CLI)

MIBRIEMRE R H Lambda A% ( £ 8H)

I ER B0R S Y Lambda A%

1. BAAWS EEX#EH W https : //https://console.aws.amazon.com/cloudformation FARX
CloudFormation E£# A4,

EEHERNEEY L | #EFAWS BE ARFEN

HREBERF , BEIR,

EASEHE L , SREEMBRH Lambda A E,

EHABENZEG R , REBZIZEMER,

HIREFRRETRE  WAQRBBURZERREEN IR , AR BEZMER.

o gk~ W N

i BRIEMR 5 Y Lambda 42 (AWS CLI)

® Note
BRRARERAMN , TEMBRARK. NFFEES , FEEEIRETERNBRAZR (AWS
CLI),

£ T 5ldeactivate-type s T RIEFEA AR , ZARERENIKRFPBRE. BRZVEMRAENEE
=8

aws cloudformation deactivate-type \
--type-arn "arn:aws:cloudformation:us-west-2:123456789012:type/hook/MyTestHook" \
--region us-west-2

£/ CloudFormation CLI BIZ BET A%

AEEAREERR B TTAEIE CloudFormation Z#EE P FMHEFE. B2 CloudFormation 4
SEBHSIE  LURAERA Python =% Java FiZ%. Efft. AR, EENZMEECHAHNIER,

MEETARB=ZEETESR .
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1. B

%Eﬁﬁﬁﬂ@%’i BAARTEMEA CloudFormation CLI, ZERKE) Hook WERERHENVER
, % CloudFormation CLI initis S EERER I Hook, MEFHMEN , FSEBE BT
CIoudFormatlon RBEER,

2. EH

FREN, BRNRILNAMNERELR  FERAR. HEMEREEM.

CloudFormation CLI @ 2V EZTRHEARNTETREEFNNE, $EECHEENEEELRERE
RN, A8 H Hook AEAEREEE BN SERERZLENER. MEFMENR K BFSREEL
H:T CloudFormation 2 BHEytE A,

3. &

EEMAY  BRICHNABUTMALERLNEE=FEMEH, @ submitiBEFMENS
B, WMEFMENR , B28E M EEFT A% CloudFormation,

T OEF EERE R A 2) B AR R -
a. B - AMFRMETHE,
b. 5 E - EFEBEREHAHERE K SREATH

® Note
AXEHE IO VERBE  UEFRKS 3 X, NFFHER  FEEBEMNEHRH.

&

+ BA% B&] CloudFormation %) 2489 5¢ R4

« BB BET CloudFormation ABEZE

« B3 HE] CloudFormation 4 By & E

- @ M BT 4% CloudFormation

- &£ PREBTA% AWS IRF

- EXMBFTAH

« & CloudFormation & $k 18 BUE i} B &1 £ 89
- BHARUENRER

« CloudFormation A EBWARE £8E
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BE 2 B 5] CloudFormation %) B/ 50 IR 4

A LAE A Java % Python FE BT A%, LT 263 BT 2 BM TRGH

Java FeiR{RMt

* Apache Maven
- JDK 17

(@ Note

MREEEREF CloudFormation a5 555 E (CLI) B & Java BY Hooks BR , B UBALE
Python 3.8 RE#THRA<. CloudFormation CLI #J Java #M8F2= 1] LUEIB pip(Python HIE
HEEE ) 2  ZEXFEA Python EE.

EEA Java Hooks EREEE Hook BEES , BAILATH Java Hook IR F X & HI1E R,
Python 5t R 1G4

 Python 3.8 IR EHTAR A

E#EA Python Hooks EREE Hook BEER , B LU T H Python Hook IREE X EHIE R,
B 2% 2 BV FT A

BT CloudFormation Create, Update# DeletefBFal 4l , MIEEEF TS AWS
CloudFormation 1€, FHUELIRIERIEIR IAM ABH CloudFormation BURRE R,

* register-type
e list-types
» deregister-type

» set-type-configuration

WEFMER |, F2 B F CloudFormation Hooks B IAM 5

Z%E Hooks HIBIZEIRIE

EEFERAY | EEZHZE CloudFormation E748 | LAK% Python = Java,
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ZER4 CloudFormation CLI FHEAE A HER

1. {#H Python EH-EEE pip , Z# CloudFormation CLl,

pip3 install cloudformation-cli

2. &% CloudFormation CLI # Python = Java ZA B

Python
pip3 install cloudformation-cli-python-plugin
Java

pip3 install cloudformation-cli-java-plugin

£ EH4k CloudFormation CLI FAABMES, | B A LA B A GRE,

Python

pip3 install --upgrade cloudformation-cli cloudformation-cli-python-plugin
Java

pip3 install --upgrade cloudformation-cli cloudformation-cli-java-plugin

FX B B 5T CloudFormation A BB %

B BHE] Hooks EEME—SERBER, B0 LUEH CloudFormation CLI init@ S REE BET
Hooks B2,

init ST ERBREE  SIBEREER , 24 Hooks %é‘.’l‘%?m RER, EHLEREIERFERESR
QR NBRARR. NHFREF  F2REBHELFEE.

ZEWRI Hook BEXR
1. BUERME %,

REBAHER 67
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mkdir ~/mycompany-testing-mytesthook

2. BEEHBEHK,

cd ~/mycompany-testing-mytesthook

3. {#M CloudFormation CLI init# S RAEIERE,

cfn init

WTEEETIGE
Initializing new project
4. init MR EMBEE , SIELREER., HRRTE , WA h BUEE Hooks EX,

Do you want to develop a new resource(r) a module(m) or a hook(h)?

5. WAQREENEH,

What's the name of your hook type?
(Organization::Service: :Hook)

MyCompany: :Testing: :MyTestHook

6. WERZR zt%z BEESAHER , AN ES, NRELEZ/ESAHER , B LLE
EBMENGES. ALEENESM AT EIE,

Select a language for code generation:
[1] java

[2] python38

[3] python39

(enter an integer):

7. REBAENFERFSRKERE,
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Python

(EF) ST & MEAM B 25812 Dockero HATFEE Docker , {HIRZE BN E AR I
£,

Use dockexr for platform-independent packaging (Y/n)?
This is highly recommended unless you are experienced with cross-platform Python

packaging.

Java

RIE Java EHEHE , RRBREE codegen HE, BALIEREREHER , RIBIFTNEHRS
4

Enter a package name (empty for default 'com.mycompany.testing.mytesthook'):

Choose codegen model - 1 (default) or 2 (guided-aws):

BR . ZCERYHMBER , UELBHRAHMENER, SUTEEH Python 3.8 B Hooks R B #%
Mg REH,

mycompany-testing-mytesthook. json
rpdk.log
README . md
requirements.txt
hook-role.yaml
template.yml
docs
README . md
src
__init__.py
handlers.py
models. py
target_models
aws_s3_bucket.py
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® Note

src BHRPNERSRBENZESEERY. ELENERDPE-LEANEHNED . ELH
17 generatem SR EFREEXNHTRHBEX B Rnodels. py , REER , 0 , &
HENSRPBEBHEN.

#31 BT CloudFormation %) 2y & #

#3785 CloudFormation ARMNERNEERYEEZAY. HEEMREBMNEBER, EEEH
cfn init®HEIBE] Hook BRE | Hook B HAEHIEEILA JSON AW X FREE hook -
name.json,

BEEFAANNEESEEEEUAARNEIR., ANEEEXAEELENIHITEHIEE. §
W, CREATERENEEZEBHESFEHApreCreate BB ER, & Hook B BMRBEHTHFBER
FLEREERNPEANENGHSSUA . IR ESAAAENEN, BUUEERE , i

CloudFormation 2E&ER. EERFLHITER. AR ERRHENAIHBE,

REEBERTEAHENGTT. REANEELASEAMREERNIEEN Y. CloudFormation

BEEREEBRR TREBRIERTFHTEBIEFTIZEELLEBERNBER, REELAE (NA
&) FEHTHEE , ARFEBER , A MERTAERENTERK. CloudFormation EHIEL

FARGENEEAREAERENTT, ELHUSEEE A%, ANEEETAEAELEIFIREFR
AWS B,

BAERTIERERERMAERIRNER. CRAANEBHARREECERFNEEERN. W
REZETEFRERERN  BRANGERHELINEERABRTBRE. IFERHEENFEE
7, B2 EEHERFEE,

"typeName":"MyCompany: :Testing: :MyTestHook",
"description":"Verifies S3 bucket and SQS queues properties before create and
update",
"sourceUrl":"https://mycorp.com/my-repo.git",
"documentationUrl":"https://mycorp.com/documentation",
"typeConfiguration":{
"properties":{
"minBuckets":{
"description":"Minimum number of compliant buckets",
"type":"string"
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"minQueues": {

"description":"Minimum number of compliant queues",

"type":"string"
},
"encryptionAlgorithm": {

"description":"Encryption algorithm for SSE",

"default":"AES256",
"type":"string"

}
I
"required":[
1,
"additionalProperties":false
},
"handlers":{

"preCreate":{
"targetNames": [
"AWS::S3: :Bucket",
"AWS: :SQS: :Queue"
1,

"permissions": [

},
"preUpdate": {
"targetNames":[
"AWS: :S3::Bucket",
"AWS: :SQS: :Queue"
1,

"permissions": [

I
"preDelete":{
"targetNames": [
"AWS::S3: :Bucket",
"AWS: :SQS: :Queue"
1,
"permissions": [
"s3:ListBucket",
"s3:ListAl1MyBuckets",

"s3:GetEncryptionConfiguration"

"sqgs:ListQueues",

BER
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"sqgs:GetQueueAttributes",
"sqs:GetQueueUrl"

}I

"additionalProperties":false

£
« {#H Java 237 BE] CloudFormation %) BifyE &
« £ Python 23 BE] CloudFormation %) Bh#y 18

£ Java 3 B3] CloudFormation &) 2igyiE &

#3 BiT CloudFormation AN EREZEER Y ERLIH,. HEMREBMNERER, ~#%2FRES
BE5|BEMER Java B BT A MAER,

SR MTEERMERGE

Java & Hooks EZE k¥ Maven pom. xml WIERMBAMBEKYE, BEATER , URAEXBERD
ERXRBEHEPH pom. xml EX,

L RERMME (pom.xml)

<?xml version="1.0" encoding="UTF-8"7?>
<project
xmlns="http://maven.apache.org/POM/4.0.0"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemaLocation="http://maven.apache.org/POM/4.0.0 http://maven.apache.org/
maven-v4_0_0.xsd">
<modelVersion>4.0.0</modelVersion>

<groupId>com.mycompany.testing.mytesthook</groupId>
<artifactId>mycompany-testing-mytesthook-handler</artifactId>
<name>mycompany-testing-mytesthook-handler</name>
<version>1.0-SNAPSHOT</version>

<packaging>jar</packaging>

<properties>
<maven.compiler.source>1.8</maven.compiler.source>
<maven.compiler.target>1.8</maven.compiler.target>
<project.build.sourceEncoding>UTF-8</project.build.sourceEncoding>
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<project.reporting.outputEncoding>UTF-8</project.reporting.outputEncoding>
<aws.java.sdk.version>2.16.1</aws.java.sdk.version>
<checkstyle.version>8.36.2</checkstyle.version>
<commons-io.version>2.8.0</commons-io.version>
<jackson.version>2.11.3</jackson.version>
<maven-checkstyle-plugin.version>3.1.1</maven-checkstyle-plugin.version>
<mockito.version>3.6.0</mockito.version>
<spotbugs.version>4.1.4</spotbugs.version>
<spotless.version>2.5.0</spotless.version>
<maven-javadoc-plugin.version>3.2.0</maven-javadoc-plugin.version>
<maven-source-plugin.version>3.2.1</maven-source-plugin.version>
<cfn.generate.args/>

</properties>

<dependencyManagement>
<dependencies>
<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>bom</artifactId>
<version>2.16.1</version>
<type>pom</type>
<scope>import</scope>
</dependency>
</dependencies>
</dependencyManagement>

<dependencies>
<l-- https://mvnrepository.com/artifact/software.amazon.cloudformation/aws-
cloudformation-rpdk-java-plugin -->

<dependency>
<groupId>software.amazon.cloudformation</groupId>
<artifactId>aws-cloudformation-rpdk-java-plugin</artifactId>
<version>[2.0.0,3.0.0)</version>

</dependency>

<!-- AWS Java SDK v2 Dependencies -->

<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>sdk-core</artifactId>

</dependency>

<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>cloudformation</artifactId>

</dependency>
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<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>s3</artifactId>

</dependency>

<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>utils</artifactId>

</dependency>

<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>apache-client</artifactId>

</dependency>

<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>sqgs</artifactId>

</dependency>

<!l-- Test dependency for Java Providers -->

<dependency>
<groupId>software.amazon.cloudformation</groupId>
<artifactId>cloudformation-cli-java-plugin-testing-support</artifactId>
<version>1.0.0</version>

</dependency>

<!-- https://mvnrepository.com/artifact/com.amazonaws/aws-java-sdk-s3 -->
<dependency>
<groupId>com.amazonaws</groupIld>
<artifactId>aws-java-sdk-s3</artifactId>
<version>1.12.85</version>
</dependency>

<!-- https://mvnrepository.com/artifact/commons-io/commons-io -->
<dependency>
<groupId>commons-io</groupId>
<artifactId>commons-io</artifactId>
<version>${commons-io.version}</version>
</dependency>
<l-- https://mvnrepository.com/artifact/org.apache.commons/commons-lang3 -->
<dependency>
<groupId>org.apache.commons</groupId>
<artifactId>commons-lang3</artifactId>
<version>3.9</version>
</dependency>
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<!-- https://mvnrepository.com/artifact/org.apache.commons/commons-collections4

<dependency>
<groupId>org.apache.commons</groupId>
<artifactId>commons-collections4</artifactId>
<version>4.4</version>

</dependency>

<!-- https://mvnrepository.com/artifact/com.google.guava/quava -->

<dependency>
<groupId>com.google.guava</groupId>
<artifactId>guava</artifactId>
<version>29.0-jre</version>

</dependency>

<!-- https://mvnrepository.com/artifact/com.amazonaws/aws-java-sdk-

cloudformation -->

<dependency>
<groupId>com.amazonaws</groupIld>
<artifactId>aws-java-sdk-cloudformation</artifactId>
<version>1.11.555</version>
<scope>test</scope>

</dependency>

<!-- https://mvnrepository.com/artifact/commons-codec/commons-codec -->
<dependency>
<groupId>commons-codec</groupIld>
<artifactId>commons-codec</artifactId>
<version>1.1l4</version>
</dependency>
<!-- https://mvnrepository.com/artifact/software.amazon.cloudformation/aws-

cloudformation-resource-schema -->

<dependency>
<groupId>software.amazon.cloudformation</groupId>
<artifactId>aws-cloudformation-resource-schema</artifactId>
<version>[2.0.5, 3.0.0)</version>

</dependency>

<l-- https://mvnrepository.com/artifact/com.fasterxml.jackson.dataformat/

jackson-databind -->

<dependency>
<groupId>com.fasterxml.jackson.core</groupIld>
<artifactId>jackson-databind</artifactId>
<version>${jackson.version}</version>

</dependency>

<!-- https://mvnrepository.com/artifact/com.fasterxml.jackson.dataformat/

jackson-dataformat-cbor -->

BER

75



CloudFormation Hooks & 5R

<dependency>
<groupId>com.fasterxml.jackson.dataformat</groupId>
<artifactId>jackson-dataformat-cbor</artifactId>
<version>${jackson.version}</version>

</dependency>

<dependency>
<groupId>com.fasterxml. jackson.datatype</groupId>
<artifactId>jackson-datatype-jsr310</artifactId>
<version>${jackson.version}</version>
</dependency>

<!-- https://mvnrepository.com/artifact/com.fasterxml.jackson.module/jackson-

modules-java8 -->

<dependency>
<groupId>com.fasterxml.jackson.module</groupId>
<artifactId>jackson-modules-java8</artifactId>
<version>${jackson.version}</version>
<type>pom</type>
<scope>runtime</scope>

</dependency>

<!-- https://mvnrepository.com/artifact/org.json/json -->
<dependency>
<groupId>org.json</groupIld>
<artifactId>json</artifactId>
<version>20180813</version>
</dependency>
<!-- https://mvnrepository.com/artifact/com.amazonaws/aws-java-sdk-core -->
<dependency>
<groupId>com.amazonaws</groupIld>
<artifactId>aws-java-sdk-core</artifactId>
<version>1.11.1034</version>
</dependency>
<!-- https://mvnrepository.com/artifact/com.amazonaws/aws-lambda-java-core -->
<dependency>
<groupId>com.amazonaws</groupIld>
<artifactId>aws-lambda-java-core</artifactId>
<version>1.2.0</version>
</dependency>
<!-- https://mvnrepository.com/artifact/com.amazonaws/aws-lambda-java-log4j2 --

<dependency>
<groupId>com.amazonaws</groupIld>

BER

76



CloudFormation Hooks & 5R

<artifactId>aws-lambda-java-log4j2</artifactId>
<version>1.2.0</version>
</dependency>

<!-- https://mvnrepository.com/artifact/com.google.code.gson/gson -->
<dependency>
<groupId>com.google.code.gson</groupIld>
<artifactId>gson</artifactId>
<version>2.8.8</version>
</dependency>

<!-- https://mvnrepository.com/artifact/org.projectlombok/lombok -->
<dependency>
<groupId>org.projectlombok</groupId>
<artifactId>lombok</artifactId>
<version>1.18.4</version>
<scope>provided</scope>
</dependency>
<l-- https://mvnrepository.com/artifact/org.apache.logging.log4j/log4j-api -->
<dependency>
<groupld>org.apache.logging.log4j</groupId>
<artifactId>log4j-api</artifactId>
<version>2.17.1</version>
</dependency>
<l-- https://mvnrepository.com/artifact/org.apache.logging.log4j/log4j-core --

<dependency>
<groupId>org.apache.logging.log4j</groupId>
<artifactId>log4j-core</artifactId>
<version>2.17.1</version>

</dependency>

<!-- https://mvnrepository.com/artifact/org.apache.logging.log4j/log4j-slf4j-

impl -->

<dependency>
<groupIld>org.apache.logging.log4j</groupId>
<artifactId>log4j-slf4j-impl</artifactId>
<version>2.17.1</version>

</dependency>

<!-- https://mvnrepository.com/artifact/org.assertj/assertj-core -->
<dependency>
<groupId>org.assertj</groupld>
<artifactId>assertj-core</artifactId>
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<version>3.12.2</version>
<scope>test</scope>
</dependency>
<l-- https://mvnrepository.com/artifact/org.junit.jupiter/junit-jupiter -->
<dependency>
<groupIld>org.junit.jupiter</groupld>
<artifactId>junit-jupiter</artifactId>
<version>5.5.0-M1</version>
<scope>test</scope>
</dependency>
<!-- https://mvnrepository.com/artifact/org.mockito/mockito-core -->
<dependency>
<groupId>org.mockito</groupId>
<artifactId>mockito-core</artifactId>
<version>3.6.0</version>
<scope>test</scope>
</dependency>
<l-- https://mvnrepository.com/artifact/org.mockito/mockito-junit-jupiter -->
<dependency>
<groupId>org.mockito</groupId>
<artifactId>mockito-junit-jupiter</artifactId>
<version>3.6.0</version>
<scope>test</scope>
</dependency>
</dependencies>

<build>
<plugins>
<plugin>
<groupIld>org.apache.maven.plugins</groupId>
<artifactId>maven-compiler-plugin</artifactId>
<version>3.8.1</version>
<configuration>
<compilerArgs>
<arg>-Xlint:all, -options, -processing</arg>
</compilerArgs>
</configuration>
</plugin>
<plugin>
<groupIld>org.apache.maven.plugins</groupId>
<artifactId>maven-shade-plugin</artifactId>
<version>2.3</version>
<configuration>
<createDependencyReducedPom>false</createDependencyReducedPom>
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<filters>
<filter>
<artifact>*:*</artifact>
<excludes>
<exclude>**/Log4j2Plugins.dat</exclude>
</excludes>
</filter>
</filters>
</configuration>
<executions>
<execution>
<phase>package</phase>
<goals>
<goal>shade</goal>
</goals>
</execution>
</executions>
</plugin>
<plugin>
<groupld>org.codehaus.mojo</groupIld>
<artifactId>exec-maven-plugin</artifactId>
<version>1.6.0</version>
<executions>
<execution>
<id>generate</id>
<phase>generate-sources</phase>
<goals>
<goal>exec</goal>
</goals>
<configuration>
<executable>cfn</executable>

<commandlineArgs>generate ${cfn.generate.args}</

commandlineArgs>

<workingDirectory>${project.basedir}</workingDirectory>

</configuration>
</execution>
</executions>
</plugin>
<plugin>
<groupld>org.codehaus.mojo</groupIld>
<artifactId>build-helper-maven-plugin</artifactId>
<version>3.0.0</version>
<executions>
<execution>
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<id>add-source</id>
<phase>generate-sources</phase>
<goals>
<goal>add-source</goal>
</goals>
<configuration>
<sources>
<source>${project.basedir}/target/generated-sources/
rpdk</source>
</sources>
</configuration>
</execution>
</executions>
</plugin>
<plugin>
<groupIld>org.apache.maven.plugins</groupId>
<artifactId>maven-resources-plugin</artifactId>
<version>2.4</version>
</plugin>
<plugin>
<artifactId>maven-surefire-plugin</artifactId>
<version>3.0.0-M3</version>
</plugin>
<plugin>
<groupId>org.jacoco</groupIld>
<artifactId>jacoco-maven-plugin</artifactId>
<version>0.8.4</version>
<configuration>
<excludes>
<exclude>**/BaseHookConfiguration*</exclude>
<exclude>**/BaseHookHandler*</exclude>
<exclude>**/HookHandlerWrapper*</exclude>
<exclude>**/ResourceModel*</exclude>
<exclude>**/TypeConfigurationModel*</exclude>
<exclude>**/model/**/*</exclude>
</excludes>
</configuration>
<executions>
<execution>
<goals>
<goal>prepare-agent</goal>
</goals>
</execution>
<execution>
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<id>report</id>
<phase>test</phase>
<goals>
<goal>report</goal>
</goals>
</execution>
<execution>
<id>jacoco-check</id>
<goals>
<goal>check</goal>
</goals>
<configuration>
<rules>
<rule>
<element>PACKAGE</element>
<limits>
<limit>
<counter>BRANCH</counter>
<value>COVEREDRATIO</value>
<minimum>0.8</minimum>
</limit>
<limit>
<counter>INSTRUCTION</counter>
<value>COVEREDRATIO</value>
<minimum>0.8</minimum>
</limit>
</limits>
</rule>
</rules>
</configuration>
</execution>
</executions>
</plugin>
</plugins>
<resources>
<resource>
<directory>${project.basedir}</directory>
<includes>
<include>mycompany-testing-mytesthook.json</include>
</includes>
</resource>
<resource>

<directory>${project.basedir}/target/loaded-target-schemas</directory>

<includes>
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<include>**/*.json</include>
</includes>
</resource>
</resources>
</build>
</project>

FR2 EEAHUERENH

E4BH Hook EREH, CloudFormation CLI 2V ZEHNEEENHRE  HEZHEESGBHPH
4% 7E Hook B)4E , 70 Hook RIEFTEE,

cfn generate
WREEETI@ES

Generated files for MyCompany::Testing::MyTestHook

@ Note

SETEEZH Lambda #1TE B Rup-to-date , VB R ERACEARA, MEFMHENR ,
REHEREENMAN Lambda B1TEHE.

T
*

FR3: HMEAREEER

BEECH Hook REEAHMNTRKREAEBABHEELEERENREEER, flU, EUHETIER
EITARC#% o

logger.log("Internal testing Hook triggered for target: " +
request.getHookContext().getTargetName());

CloudFormation CLI & E4£E Java ¥4 (Java POJO), MU T2t EEMNE HE
fBIAWS : : S3: :Bucketo

Example AwsS3BucketTargetModel.java

package com.mycompany.testing.mytesthook.model.aws.s3.bucket;
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import...

@Data

@NoArgsConstructor

@EqualsAndHashCode(callSuper = true)

@ToString(callSuper = true)

@JsonAutoDetect(fieldVisibility = Visibility.ANY, getterVisibility = Visibility.NONE,
setterVisibility = Visibility.NONE)

public class AwsS3BucketTargetModel extends ResourceHookTargetModel<AwsS3Bucket> {

@JsonIgnore
private static final TypeReference<AwsS3Bucket> TARGET_REFERENCE =
new TypeReference<AwsS3Bucket>() {3};

@JsonIgnore

private static final TypeReference<AwsS3BucketTargetModel> MODEL_REFERENCE =
new TypeReference<AwsS3BucketTargetModel>() {3};

@JsonIgnore

public static final String TARGET_TYPE_NAME = "AWS::S3::Bucket";

@JsonIgnore
public TypeReference<AwsS3Bucket> getHookTargetTypeReference() {
return TARGET_REFERENCE;

@JsonIgnore
public TypeReference<AwsS3BucketTargetModel> getTargetModelTypeReference() {
return MODEL_REFERENCE;

Example AwsS3Bucket.java
package com.mycompany.testing.mytesthook.model.aws.s3.bucket;

import

@Data
@Builder
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@AllArgsConstructor
@NoArgsConstructor
@EqualsAndHashCode(callSuper = true)
@ToString(callSuper = true)
@JsonAutoDetect(fieldVisibility = Visibility.ANY, getterVisibility = Visibility.NONE,
setterVisibility = Visibility.NONE)
public class AwsS3Bucket extends ResourceHookTarget {
@JsonIgnore
public static final String TYPE_NAME = "AWS::S3::Bucket";

@JsonIgnore
public static final String IDENTIFIER_KEY_ID = "/properties/Id";

@JsonProperty("InventoryConfigurations")
private List<InventoryConfiguration> inventoryConfigurations;

@JsonProperty("WebsiteConfiguration")
private WebsiteConfiguration websiteConfiguration;

@JsonProperty("DualStackDomainName")
private String dualStackDomainName;

@JsonProperty("AccessControl")
private String accessControl;

@JsonProperty("AnalyticsConfigurations")
private List<AnalyticsConfiguration> analyticsConfigurations;

@JsonProperty("AccelerateConfiguration")
private AccelerateConfiguration accelerateConfiguration;

@JsonProperty("PublicAccessBlockConfiguration")
private PublicAccessBlockConfiguration publicAccessBlockConfiguration;

@JsonProperty("BucketName")
private String bucketName;

@JsonProperty('"RegionalDomainName")
private String regionalDomainName;

@JsonProperty("OwnershipControls")
private OwnershipControls ownershipControls;

@JsonProperty("ObjectLockConfiguration")
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private ObjectLockConfiguration objectLockConfiguration;

@JsonProperty("ObjectLockEnabled")
private Boolean objectLockEnabled;

@JsonProperty('"LoggingConfiguration")
private LoggingConfiguration loggingConfiguration;

@JsonProperty("ReplicationConfiguration")
private ReplicationConfiguration replicationConfiguration;

@JsonProperty("Tags")
private List<Tag> tags;

@JsonProperty("DomainName")
private String domainName;

@JsonProperty("BucketEncryption")
private BucketEncryption bucketEncryption;

@JsonProperty("WebsiteURL")
private String websiteURL;

@JsonProperty("NotificationConfiguration")
private NotificationConfiguration notificationConfiguration;

@JsonProperty("LifecycleConfiguration")
private LifecycleConfiguration lifecycleConfiguration;

@JsonProperty("VersioningConfiguration")
private VersioningConfiguration versioningConfiguration;

@JsonProperty("MetricsConfigurations")
private List<MetricsConfiguration> metricsConfigurations;

@JsonProperty("IntelligentTieringConfigurations")
private List<IntelligentTieringConfiguration> intelligentTieringConfigurations;

@JsonProperty("CorsConfiguration")
private CorsConfiguration corsConfiguration;

@JsonProperty("Id")
private String id;
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@JsonProperty("Arn")
private String azrn;

@JsonIgnore
public JSONObject getPrimaryIdentifier() {
final JSONObject identifier = new JSONObject();
if (this.getId() != null) {
identifier.put(IDENTIFIER_KEY_ID, this.getId());

// only return the identifier if it can be used, i.e. if all components are
present
return identifier.length() == 1 ? identifier : null;

@JsonIgnore

public List<JSONObject> getAdditionalIldentifiers() {
final List<JSONObject> identifiers = new ArraylList<JSONObject>();
// only return the identifiers if any can be used
return identifiers.isEmpty() ? null : identifiers;

Example BucketEncryption.java

package software.amazon.testing.mytesthook.model.aws.s3.bucket;

import

@Data
@Builder
@AllArgsConstructor
@NoArgsConstructor
@JsonAutoDetect(fieldVisibility = Visibility.ANY, getterVisibility = Visibility.NONE,
setterVisibility = Visibility.NONE)
public class BucketEncryption {
@JsonProperty("ServerSideEncryptionConfiguration")
private List<ServerSideEncryptionRule> serverSideEncryptionConfiguration;
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Example ServerSideEncryptionRule.java

package com.mycompany.testing.mytesthook.model.aws.s3.bucket;

import

@Data
@Builder
@AllArgsConstructor
@NoArgsConstructor
@JsonAutoDetect(fieldVisibility = Visibility.ANY, getterVisibility = Visibility.NONE,
setterVisibility = Visibility.NONE)
public class ServerSideEncryptionRule {
@JsonProperty("BucketKeyEnabled")
private Boolean bucketKeyEnabled;

@JsonProperty("ServerSideEncryptionByDefault")
private ServerSideEncryptionByDefault serverSideEncryptionByDefault;

Example ServerSideEncryptionByDefault.java

package com.mycompany.testing.mytesthook.model.aws.s3.bucket;

import

@Data
@Builder
@AllArgsConstructor
@NoArgsConstructor
@JsonAutoDetect(fieldVisibility = Visibility.ANY, getterVisibility = Visibility.NONE,
setterVisibility = Visibility.NONE)
public class ServerSideEncryptionByDefault {
@JsonProperty("SSEAlgorithm")
private String sSEAlgorithm;

@JsonProperty("KMSMasterKeyID")
private String kMSMasterKeyID;
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E4 POJOst: , BRETURBEEREE Hook IEEMEREER., EHEF+  FEEREERN
preCreatef preUpdate M A%,

R4 BEAREEERX
£

. RS AP AP IR B
. WS API FEREMRES

- EmBEXERXR

- BEEFREEER

« BE{epreCreate EEE R
+ fmiBpreCreate RIEE
« B #ipreCreatefll5R

« B{EpreUpdate RIEE R
+ #miBpreUpdate RIEE R
+ EHpreUpdate’flz

« B{EpreDelete RIEE
 #mipreDelete RIEE
+ E¥ipreDelete REE R

Wi APl i FimiZ B85

1. TE&H IDE & |, BB src/main/java/com/mycompany/testing/mytesthook &I
B9 ClientBuilder.java B%,

2. FEATHERNBENRClientBuilder. javalE RN EEAR,

Example ClientBuilder.java

package com.awscommunity.kms.encryptionsettings;

import software.amazon.awssdk.services.ec2.Ec2Client;
import software.amazon.cloudformation.HookLambdaWrapper;

/**

* Describes static HTTP clients (to consume less memory) for API calls that
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* this hook makes to a number of AWS services.
*/
public final class ClientBuilder {

private ClientBuilder() {
}

/**
* Create an HTTP client for Amazon EC2.

*

* @return Ec2Client An {e@link Ec2Client} object.
*/
public static Ec2Client getEc2Client() {
return
Ec2Client.builder().httpClient(HookLambdaWrapper .HTTP_CLIENT).build();
}

WIS AP SEREMREER

1. TE&H IDE & |, BBULR src/main/java/com/mycompany/testing/mytesthook &I
# Translator.java &%,

2. FEATHRENXBENKTranslator. javalE RN EERS,

Example Translator.java

package com.mycompany.testing.mytesthook;

import software.amazon.awssdk.services.s3.model.GetBucketEncryptionRequest;
import software.amazon.awssdk.services.s3.model.ListBucketsRequest;

import software.amazon.awssdk.services.sqs.model.ListQueuesRequest;

import software.amazon.cloudformation.proxy.hook.targetmodel.HookTargetModel;

/-k-k
* This class is a centralized placeholder for
* - api request construction
* - object translation to/from aws sdk
*/

public class Translator {
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static ListBucketsRequest translateTolListBucketsRequest(final HookTargetModel
targetModel) {
return ListBucketsRequest.builder().build();

static ListQueuesRequest translateTolListQueuesRequest(final String nextToken) {
return ListQueuesRequest.builder().nextToken(nextToken).build();

static ListBucketsRequest createlListBucketsRequest() {
return ListBucketsRequest.builder().build();

static ListQueuesRequest createlListQueuesRequest() {
return createlistQueuesRequest(null);

static ListQueuesRequest createlListQueuesRequest(final String nextToken) {
return ListQueuesRequest.builder().nextToken(nextToken).build();

static GetBucketEncryptionRequest createGetBucketEncryptionRequest(final String
bucket) {
return GetBucketEncryptionRequest.builder().bucket(bucket).build();

BEFHmBENEXES

1. TE&H IDE #F , BRI src/main/java/com/mycompany/testing/mytesthook & ¥} 3%
B AbstractTestBase.java xR,

2. FRATHEXBEHMAbstractTestBase. javalE RN EBARAR,

Example Translator.java

package com.mycompany.testing.mytesthook;

import com.google.common.collect.ImmutableMap;

import org.mockito.Mockito;

import software.amazon.awssdk.auth.credentials.AwsCredentialsProvider;
import software.amazon.awssdk.auth.credentials.AwsSessionCredentials;
import software.amazon.awssdk.auth.credentials.StaticCredentialsProvider;
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import software.amazon.awssdk.awscore.AwsRequest;

import software.amazon.awssdk.awscore.AwsRequestOverrideConfiguration;
import software.amazon.awssdk.awscore.AwsResponse;

import software.amazon.awssdk.core.SdkClient;

import software.amazon.awssdk.core.pagination.sync.SdkIterable;

import software.amazon.cloudformation.proxy.AmazonWebServicesClientProxy;
import software.amazon.cloudformation.proxy.Credentials;

import software.amazon.cloudformation.proxy.LoggerProxy;

import software.amazon.cloudformation.proxy.OperationStatus;

import software.amazon.cloudformation.proxy.ProgressEvent;

import software.amazon.cloudformation.proxy.ProxyClient;

import software.amazon.cloudformation.proxy.hook.targetmodel.HookTargetModel;

import javax.annotation.Nonnull;

import java.time.Duration;

import java.util.concurrent.CompletableFuture;
import java.util.function.Function;

import java.util.function.Supplier;

import static org.assertj.core.api.Assertions.assertThat;

@lombok.Getter
public class AbstractTestBase {
protected final AwsSessionCredentials awsSessionCredential;
protected final AwsCredentialsProvider v2CredentialsProvider;
protected final AwsRequestOverrideConfiguration configuration;
protected final LoggerProxy loggerProxy;
protected final Supplier<Long> awsLambdaRuntime = () ->
Duration.ofMinutes(15).toMillis();
protected final AmazonWebServicesClientProxy proxy;
protected final Credentials mockCredentials =
new Credentials("mockAccessId", "mockSecretKey", "mockSessionToken");

@lombok.Setter
private SdkClient serviceClient;

protected AbstractTestBase() {

loggerProxy = Mockito.mock(LoggerProxy.class);

awsSessionCredential =
AwsSessionCredentials.create(mockCredentials.getAccessKeyId(),

mockCredentials.getSecretAccessKey(),

mockCredentials.getSessionToken());

v2CredentialsProvider =
StaticCredentialsProvider.create(awsSessionCredential);
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configuration = AwsRequestOverrideConfiguration.builder()
.credentialsProvider(v2CredentialsProvider)
.build();
proxy = new AmazonWebServicesClientProxy(
loggerProxy,
mockCredentials,
awsLambdaRuntime
) {
@Override
public <ClientT> ProxyClient<ClientT> newProxy(@Nonnull
Supplier<ClientT> client) {
return new ProxyClient<ClientT>() {
@Override
public <RequestT extends AwsRequest, ResponseT extends
AwsResponse>
ResponseT injectCredentialsAndInvokeV2(RequestT request,
Function<RequestT,
ResponseT> requestFunction) {
return proxy.injectCredentialsAndInvokeV2(request,
requestFunction);

@Override
public <RequestT extends AwsRequest, ResponseT extends
AwsResponse> CompletableFuture<ResponseT>
injectCredentialsAndInvokeV2Async(RequestT request,
Function<RequestT, CompletableFuture<ResponseT>> requestFunction) {
return proxy.injectCredentialsAndInvokeV2Async(request,
requestFunction);

@Override
public <RequestT extends AwsRequest, ResponseT extends
AwsResponse, IterableT extends SdkIterable<ResponseT>>
IterableT
injectCredentialsAndInvokeIterableV2(RequestT request,
Function<RequestT, IterableT> requestFunction) {
return proxy.injectCredentialsAndInvokeIterableV2(request,
requestFunction);

@SuppressWarnings("unchecked")
@Override
public ClientT client() {
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return (ClientT) serviceClient;

i

protected void assertResponse(final ProgressEvent<HookTargetModel,

CallbackContext> response, final OperationStatus expectedStatus, final String

expectedMsg) {
assertThat(response).isNotNull();
assertThat(response.getStatus()).isEqualTo(expectedStatus);
assertThat(response.getCallbackContext()).isNull();
assertThat(response.getCallbackDelaySeconds()).isEqualTo(Q);
assertThat(response.getMessage()).isNotNull();
assertThat(response.getMessage()).isEqualTo(expectedMsg);

protected HookTargetModel createHookTargetModel(final Object
resourceProperties) {
return HookTargetModel.of(ImmutableMap.of("ResourceProperties",
resourceProperties));

}

protected HookTargetModel createHookTargetModel(final Object
resourceProperties, final Object previousResourceProperties) {
return HookTargetModel.of(
ImmutableMap.of(
"ResourceProperties", resourceProperties,
"PreviousResourceProperties", previousResourceProperties

);

BEFEREEEN

1. 188 IDE #F , BRI src/main/java/com/mycompany/testing/mytesthook & ¥} 3%
#) BaseHookHandlerStd.java &=,

2. FRATHEXBEMBaseHookHandlerStd. javalg RWERBAR,

BER 93



CloudFormation Hooks & 5R

Example Translator.java

package com.mycompany.testing.mytesthook;

import com.mycompany.testing.mytesthook.model.aws.s3.bucket.AwsS3Bucket;
import com.mycompany.testing.mytesthook.model.aws.sqgs.queue.AwsSqgsQueue;
import software.amazon.awssdk.services.s3.S3Client;

import software.amazon.awssdk.services.sqgs.SgsClient;

import software.amazon.cloudformation.exceptions.UnsupportedTargetException;
import software.amazon.cloudformation.proxy.AmazonWebServicesClientProxy;
import software.amazon.cloudformation.proxy.Logger;

import software.amazon.cloudformation.proxy.ProgressEvent;

import software.amazon.cloudformation.proxy.ProxyClient;

import software.amazon.cloudformation.proxy.hook.HookHandlerRequest;

import software.amazon.cloudformation.proxy.hook.targetmodel.HookTargetModel;

public abstract class BaseHookHandlerStd extends BaseHookHandler<CallbackContext,
TypeConfigurationModel> {
public static final String HOOK_TYPE_NAME = "MyCompany::Testing: :MyTestHook";

protected Logger logger;

@Override
public ProgressEvent<HookTargetModel, CallbackContext> handleRequest(
final AmazonWebServicesClientProxy proxy,
final HookHandlerRequest request,
final CallbackContext callbackContext,
final Logger logger,
final TypeConfigurationModel typeConfiguration

) {
this.logger = logger;
final String targetName = request.getHookContext().getTargetName();
final ProgressEvent<HookTargetModel, CallbackContext> result;
if (AwsS3Bucket.TYPE_NAME.equals(targetName)) {
result = handleS3BucketRequest(
proxy,
request,
callbackContext != null ? callbackContext : new
CallbackContext(),

proxy.newProxy(ClientBuilder: :createS3Client),
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typeConfiguration
);
} else if (AwsSqsQueue.TYPE_NAME.equals(targetName)) {
result = handleSqsQueueRequest(

proxy,
request,
callbackContext != null ? callbackContext : new
CallbackContext(),
proxy.newProxy(ClientBuilder::createSqsClient),
typeConfiguration
);
} else {
throw new UnsupportedTargetException(targetName);
}
log(

String.format(
"Result for [%s] invocation for target [%s] returned status [%s]
with message [%s]",
request.getHookContext().getInvocationPoint(),
targetName,
result.getStatus(),
result.getMessage()

);

return result;

protected abstract ProgressEvent<HookTargetModel, CallbackContext>
handleS3BucketRequest(
final AmazonWebServicesClientProxy proxy,
final HookHandlerRequest request,
final CallbackContext callbackContext,
final ProxyClient<S3Client> proxyClient,
final TypeConfigurationModel typeConfiguration
);

protected abstract ProgressEvent<HookTargetModel, CallbackContext>
handleSqsQueueRequest(
final AmazonWebServicesClientProxy proxy,
final HookHandlerRequest request,
final CallbackContext callbackContext,
final ProxyClient<SqgsClient> proxyClient,
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final TypeConfigurationModel typeConfiguration
);

protected void log(final String message) {
if (logger != null) {
logger.log(message);
} else {
System.out.println(message);

EfEpreCreate ZEE
preCreate BEENFEBFE AWS: :S3: :Bucket= AWS: :SQS: :Queue BRIV A IR 2T IR I ZRER E o

« ¥R AWS::S3::Bucket BiR , REETIERA true i, ARTSEHE :
« Amazon S3 FETRINZERE,.
- ERAREEEMN Amazon S3 REFETHE SR,
« Amazon S3 REFIFRNMBEE LERMEN ERER X,
« AWS Key Management Service £#8 ID Ei%E,

« B AWS::SQS: :Queue BIR , ABETIHERA true B , AXUIEEE
« AWS Key Management Service &8 ID B E,

fmiEpreCreate R B E X

1. TE&M9 IDE & , BB src/main/java/software/mycompany/testing/mytesthook
BRI ®KH PreCreateHookHandler. java X,

2. FATHREXBEAPreCreateHookHandler. javalE@ RN EEA S,

package com.mycompany.testing.mytesthook;

import com.mycompany.testing.mytesthook.model.aws.s3.bucket.AwsS3Bucket;

import com.mycompany.testing.mytesthook.model.aws.s3.bucket.AwsS3BucketTargetModel;
import com.mycompany.testing.mytesthook.model.aws.s3.bucket.BucketEncryption;

import
com.mycompany.testing.mytesthook.model.aws.s3.bucket.ServerSideEncryptionByDefault;
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import

com.mycompany.testing.mytesthook.model.aws.s3.bucket.ServerSideEncryptionRule;

import
import
import
import
import
import
import
import
import
import
import
import

com.mycompany.testing.mytesthook.model.aws.sqgs.queue.AwsSqgsQueue;

com.mycompany.testing.mytesthook.model.aws.sqs.queue.AwsSqsQueueTargetModel;

org.apache.commons.collections.CollectionUtils;
org.apache.commons.lang3.StringUtils;
software.amazon.cloudformation.exceptions.UnsupportedTargetException;
software.amazon.cloudformation.proxy.HandlerErrorCode;
software.amazon.cloudformation.proxy.Logger;
software.amazon.cloudformation.proxy.AmazonWebServicesClientProxy;
software.amazon.cloudformation.proxy.hook.HookStatus;
software.amazon.cloudformation.proxy.hook.HookProgressEvent;
software.amazon.cloudformation.proxy.hook.HookHandlerRequest;

software.amazon.cloudformation.proxy.hook.targetmodel.ResourceHookTargetModel;

import

public class PreCreateHookHandler extends BaseHookHandler<TypeConfigurationModel,

java.util.List;

CallbackContext> {

@Override
public HookProgressEvent<CallbackContext> handleRequest(

final AmazonWebServicesClientProxy proxy,

final HookHandlerRequest request,

final CallbackContext callbackContext,

final Logger logger,

final TypeConfigurationModel typeConfiguration) {

final String targetName = request.getHookContext().getTargetName();
if ("AWS::S3::Bucket".equals(targetName)) {
final ResourceHookTargetModel<AwsS3Bucket> targetModel =

request.getHookContext().getTargetModel (AwsS3BucketTargetModel.class);

final AwsS3Bucket bucket = targetModel.getResourceProperties();
final String encryptionAlgorithm =

typeConfiguration.getEncryptionAlgorithm();

return validateS3BucketEncryption(bucket, encryptionAlgorithm);

} else if ("AWS::SQS::Queue".equals(targetName)) {
final ResourceHookTargetModel<AwsSqsQueue> targetModel =

request.getHookContext().getTargetModel (AwsSgsQueueTargetModel.class);
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final AwsSgsQueue queue = targetModel.getResourceProperties();
return validateSQSQueueEncryption(queue);

} else {
throw new UnsupportedTargetException(targetName);

private HookProgressEvent<CallbackContext> validateS3BucketEncryption(final
AwsS3Bucket bucket, final String requiredEncryptionAlgorithm) {
HookStatus resultStatus = null;
String resultMessage = null;

if (bucket !'= null) {
final BucketEncryption bucketEncryption = bucket.getBucketEncryption();
if (bucketEncryption != null) {
final List<ServerSideEncryptionRule> serverSideEncryptionRules =
bucketEncryption.getServerSideEncryptionConfiguration();
if (CollectionUtils.isNotEmpty(serverSideEncryptionRules)) {
for (final ServerSideEncryptionRule rule :
serverSideEncryptionRules) {
final Boolean bucketKeyEnabled =
rule.getBucketKeyEnabled();
if (bucketKeyEnabled) {
final ServerSideEncryptionByDefault
serverSideEncryptionByDefault = rule.getServerSideEncryptionByDefault();

final String encryptionAlgorithm =
serverSideEncryptionByDefault.getSSEAlgorithm();

final String kmsKeyId =
serverSideEncryptionByDefault.getkKMSMasterKeyID(); // "KMSMasterKeyID" is name of
the property for an AWS::S3::Bucket;

if (!StringUtils.equals(encryptionAlgorithm,
requiredEncryptionAlgorithm) && StringUtils.isBlank(kmsKeyId)) {
resultStatus = HookStatus.FAILED;
resultMessage = "KMS Key ID not set
and SSE Encryption Algorithm is incorrect for bucket with name: " +
bucket.getBucketName();
} else if (!StringUtils.equals(encryptionAlgorithm,
requiredEncryptionAlgorithm)) {
resultStatus = HookStatus.FAILED;
resultMessage = "SSE Encryption Algorithm is
incorrect for bucket with name: " + bucket.getBucketName();
} else if (StringUtils.isBlank(kmsKeyId)) {
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resultStatus = HookStatus.FAILED;
resultMessage = "KMS Key ID not set for bucket with

name: " + bucket.getBucketName();
} else {
resultStatus = HookStatus.SUCCESS;
resultMessage = "Successfully invoked
PreCreateHookHandler for target: AWS::S3::Bucket";
}
} else {

resultStatus = HookStatus.FAILED;
resultMessage = "Bucket key not enabled for bucket with
name: " + bucket.getBucketName();

}

if (resultStatus == HookStatus.FAILED) {
break;

}
} else {

resultStatus = HookStatus.FAILED;
resultMessage = "No SSE Encryption configurations for bucket
with name: " + bucket.getBucketName();
}
} else {
resultStatus = HookStatus.FAILED;
resultMessage = "Bucket Encryption not enabled for bucket with
name: " + bucket.getBucketName();
}
} else {
resultStatus = HookStatus.FAILED;
resultMessage = "Resource properties for S3 Bucket target model are
empty";

return HookProgressEvent.<CallbackContext>builder()
.status(resultStatus)
.message(resultMessage)
.errorCode(resultStatus == HookStatus.FAILED ?
HandlerErrorCode.ResourceConflict : null)
.build();

private HookProgressEvent<CallbackContext> validateSQSQueueEncryption(final
AwsSqsQueue queue) {
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if (queue == null) {
return HookProgressEvent.<CallbackContext>builder()
.status(HookStatus.FAILED)
.message("Resource properties for SQS Queue target model are
empty")
.errorCode(HandlerErrorCode.ResourceConflict)
.build();

final String kmsKeyId = queue.getKmsMasterKeyId(); // "KmsMasterKeyId" is
name of the property for an AWS::SQS::Queue
if (StringUtils.isBlank(kmsKeyId)) {
return HookProgressEvent.<CallbackContext>builder()
.status(HookStatus.FAILED)
.message("Server side encryption turned off for queue with
name: " + queue.getQueueName())
.errorCode(HandlerErrorCode.ResourceConflict)
.build();

return HookProgressEvent.<CallbackContext>builder()
.status(HookStatus.SUCCESS)
.message("Successfully invoked PreCreateHookHandler for target:
AWS: :SQS: :Queue")
.build();

F#ipreCreateflE

1. 188 IDE |, BRI src/test/java/software/mycompany/testing/mytesthook
BRI®HW PreCreateHandlerTest. java %R,

2. FATHEXBEHMPreCreateHandlerTest. javalB RN EBRS,

package com.mycompany.testing.mytesthook;

import com.google.common.collect.ImmutableMap;

import com.mycompany.testing.mytesthook.model.aws.s3.bucket.AwsS3Bucket;

import com.mycompany.testing.mytesthook.model.aws.s3.bucket.BucketEncryption;

import
com.mycompany.testing.mytesthook.model.aws.s3.bucket.ServerSideEncryptionByDefault;
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import

com.mycompany.testing.mytesthook.model.aws.s3.bucket.ServerSideEncryptionRule;

import
import
import
import
import
import
import
import
import
import
import
import
import
import
import

import
import

import
import
import

com.mycompany.testing.mytesthook.model.aws.sqgs.queue.AwsSqgsQueue;
org.junit.jupiter.api.BeforeEach;

org.junit.jupiter.api.Test;
org.junit.jupiter.api.extension.ExtendWith;

org.mockito.Mock;

org.mockito.junit.jupiter.MockitoExtension;
software.amazon.cloudformation.exceptions.UnsupportedTargetException;
software.amazon.cloudformation.proxy.AmazonWebServicesClientProxy;
software.amazon.cloudformation.proxy.HandlerErrorCode;
software.amazon.cloudformation.proxy.Logger;
software.amazon.cloudformation.proxy.hook.HookContext;
software.amazon.cloudformation.proxy.hook.HookHandlerRequest;
software.amazon.cloudformation.proxy.hook.HookProgressEvent;
software.amazon.cloudformation.proxy.hook.HookStatus;
software.amazon.cloudformation.proxy.hook.targetmodel.HookTargetModel;

java.util.Collections;
java.util.Map;

static org.assertj.core.api.Assertions.assertThat;
static org.assertj.core.api.Assertions.assertThatExceptionOfType;
static org.mockito.Mockito.mock;

@ExtendWith(MockitoExtension.class)

public

class PreCreateHookHandlerTest {

@Mock
private AmazonWebServicesClientProxy proxy;

@Mock
private Logger logger;

@BeforeEach
public void setup() {

proxy = mock(AmazonWebServicesClientProxy.class);
logger = mock(Logger.class);

@Test
public void handleRequest_awsSqsQueueSuccess() {

final PreCreateHookHandler handler = new PreCreateHookHandler();
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final AwsSgsQueue queue = buildSqsQueue("MyQueue", "KmsKey");

final HookTargetModel targetModel = createHookTargetModel(queue);

final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.builder().encryptionAlgorithm("AES256").build();

final HookHandlerRequest request = HookHandlerRequest.builder()

.hookContext(HookContext.builder().targetName("AWS: :SQS::Queue").targetModel(targetModel).
.build();

final HookProgressEvent<CallbackContext> response =
handler.handleRequest(proxy, request, null, logger, typeConfiguration);
assertResponse(response, HookStatus.SUCCESS, "Successfully invoked
PreCreateHookHandler for target: AWS::SQS::Queue");
}

@Test
public void handleRequest_awsS3BucketSuccess() {
final PreCreateHookHandler handler = new PreCreateHookHandler();

final AwsS3Bucket bucket = buildAwsS3Bucket("amzn-s3-demo-bucket", true,
"AES256", "KmsKey");

final HookTargetModel targetModel = createHookTargetModel(bucket);

final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.builder().encryptionAlgorithm("AES256").build();

final HookHandlerRequest request = HookHandlerRequest.builder()

.hookContext(HookContext.builder().targetName("AWS: :S3: :Bucket").targetModel(targetModel).
.build();

final HookProgressEvent<CallbackContext> response =
handler.handleRequest(proxy, request, null, logger, typeConfiguration);
assertResponse(response, HookStatus.SUCCESS, "Successfully invoked
PreCreateHookHandler for target: AWS::S3::Bucket");
}

@Test
public void handleRequest_awsS3BucketFail_bucketKeyNotEnabled() {
final PreCreateHookHandler handler = new PreCreateHookHandler();

final AwsS3Bucket bucket = buildAwsS3Bucket("amzn-s3-demo-bucket", false,
"AES256", "KmsKey");
final HookTargetModel targetModel = createHookTargetModel(bucket);
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final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.builder().encryptionAlgorithm("AES256").build();

final HookHandlerRequest request = HookHandlerRequest.builder()

.hookContext(HookContext.builder().targetName("AWS: :S3: :Bucket").targetModel(targetModel).
.build();

final HookProgressEvent<CallbackContext> response =
handler.handleRequest(proxy, request, null, logger, typeConfiguration);

assertResponse(response, HookStatus.FAILED, "Bucket key not enabled for
bucket with name: amzn-s3-demo-bucket");

}

@Test
public void handleRequest_awsS3BucketFail_incorrectSSEEncryptionAlgorithm() {
final PreCreateHookHandler handler = new PreCreateHookHandler();

final AwsS3Bucket bucket = buildAwsS3Bucket("amzn-s3-demo-bucket", true,
"SHA512", "KmsKey");

final HookTargetModel targetModel = createHookTargetModel(bucket);

final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.builder().encryptionAlgorithm("AES256").build();

final HookHandlerRequest request = HookHandlerRequest.builder()

.hookContext(HookContext.builder().targetName("AWS: :S3: :Bucket").targetModel(targetModel).
.build();

final HookProgressEvent<CallbackContext> response =
handler.handleRequest(proxy, request, null, logger, typeConfiguration);

assertResponse(response, HookStatus.FAILED, "SSE Encryption Algorithm is
incorrect for bucket with name: amzn-s3-demo-bucket");

}

@Test
public void handleRequest_awsS3BucketFail_kmsKeyIdNotSet() {
final PreCreateHookHandler handler = new PreCreateHookHandler();

final AwsS3Bucket bucket = buildAwsS3Bucket("amzn-s3-demo-bucket", true,
"AES256", null);

final HookTargetModel targetModel = createHookTargetModel(bucket);

final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.builder().encryptionAlgorithm("AES256").build();
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final HookHandlerRequest request = HookHandlerRequest.builder()

.hookContext(HookContext.builder().targetName("AWS: :S3: :Bucket").targetModel(targetModel).
.build();

final HookProgressEvent<CallbackContext> response =
handler.handleRequest(proxy, request, null, logger, typeConfiguration);

assertResponse(response, HookStatus.FAILED, "KMS Key ID not set for bucket
with name: amzn-s3-demo-bucket");

}

@Test
public void handleRequest_awsSqsQueueFail_serverSideEncryptionOff() {
final PreCreateHookHandler handler = new PreCreateHookHandler();

final AwsSgsQueue queue = buildSqsQueue("MyQueue", null);

final HookTargetModel targetModel = createHookTargetModel(queue);

final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.builder().encryptionAlgorithm("AES256").build();

final HookHandlerRequest request = HookHandlerRequest.buildexr()

.hookContext(HookContext.builder().targetName("AWS: :SQS::Queue").targetModel(targetModel).
.build();

final HookProgressEvent<CallbackContext> response =
handler.handleRequest(proxy, request, null, logger, typeConfiguration);

assertResponse(response, HookStatus.FAILED, "Server side encryption turned
off for queue with name: MyQueue");

}

@Test
public void handleRequest_unsupportedTarget() {
final PreCreateHookHandler handler = new PreCreateHookHandler();

final Map<String, Object> unsupportedTarget =
ImmutableMap.of("ResourceName", "MyUnsupportedTarget");

final HookTargetModel targetModel =
createHookTargetModel (unsupportedTarget);

final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.builder().encryptionAlgorithm("AES256").build();

final HookHandlerRequest request = HookHandlerRequest.builder()

BEAH 104



CloudFormation Hooks & 5R

.hookContext(HookContext.builder().targetName("AWS: :Unsupported::Target").targetModel(tarc
.build();

assertThatExceptionOfType(UnsupportedTargetException.class)

.isThrownBy(() -> handler.handleRequest(proxy, request, null,

logger, typeConfiguration))
.withMessageContaining("Unsupported target")
.withMessageContaining("AWS: :Unsupported: :Target")
.satisfies(e ->

assertThat(e.getErrorCode()).isEqualTo(HandlerErrorCode.InvalidRequest));

}

private void assertResponse(final HookProgressEvent<CallbackContext> response,

final HookStatus expectedStatus, final String expectedErrorMsg) {
assertThat(response).isNotNull();
assertThat(response.getStatus()).isEqualTo(expectedStatus);
assertThat(response.getCallbackContext()).isNull();
assertThat(response.getCallbackDelaySeconds()).isEqualTo(Q);
assertThat(response.getMessage()).isNotNull();
assertThat(response.getMessage()).isEqualTo(expectedErrorMsg);

private HookTargetModel createHookTargetModel(final Object resourceProperties)

return HookTargetModel.of(ImmutableMap.of("ResourceProperties",
resourceProperties));

}

@SuppressWarnings("SameParameterValue")
private AwsSgsQueue buildSqsQueue(final String queueName, final String
kmsKeyId) {
return AwsSqsQueue.builder()
.queueName(queueName)
.kmsMasterKeyId(kmsKeyId) // "KmsMasterKeyId" is name of the
property for an AWS::SQS::Queue
.build();

@SuppressWarnings("SameParameterValue")
private AwsS3Bucket buildAwsS3Bucket(
final String bucketName,
final Boolean bucketKeyEnabled,
final String sseAlgorithm,
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final String kmsKeyId
) {
return AwsS3Bucket.builder()
.bucketName(bucketName)
.bucketEncryption(
BucketEncryption.buildex()
.serverSideEncryptionConfiguration(
Collections.singletonList(
ServerSideEncryptionRule.builder()
.bucketKeyEnabled(bucketKeyEnabled)
.serverSideEncryptionByDefault(
ServerSideEncryptionByDefault.buildexr()
.sSEAlgorithm(sseAlgorithm)
.kMSMasterKeyID(kmsKeyId) //
"KMSMasterKeyID" is name of the property for an AWS::S3::Bucket
.build()
).build()
)
).build()
).build();

EfEpreUpdate EEE R

BffpreUpdate BEERN K HEEEEEXTEEEBENEMREZHE . preUpdate RE
EXAETHTSIEAR :

o B AWS: :S3::Bucket ER , REETIERA true i , A I ZEE :
« Amazon S3 REFITFRNRBFITR N EE L RIEH,

fmiBpreUpdate REE

1. HEEH IDE # , BRI src/main/java/software/mycompany/testing/mytesthook
BERRH PreUpdateHookHandler. java xR,

2. FEATHREXBEAPreUpdateHookHandler. javal@ RN EBER S,

package com.mycompany.testing.mytesthook;

import com.mycompany.testing.mytesthook.model.aws.s3.bucket.AwsS3Bucket;
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import com.mycompany.testing.mytesthook.model.aws.s3.bucket.AwsS3BucketTargetModel;
import
com.mycompany.testing.mytesthook.model.aws.s3.bucket.ServerSideEncryptionRule;
import org.apache.commons.lang3.StringUtils;

import software.amazon.cloudformation.exceptions.UnsupportedTargetException;
import software.amazon.cloudformation.proxy.HandlerErrorCode;

import software.amazon.cloudformation.proxy.Logger;

import software.amazon.cloudformation.proxy.AmazonWebServicesClientProxy;

import software.amazon.cloudformation.proxy.hook.HookStatus;

import software.amazon.cloudformation.proxy.hook.HookProgressEvent;

import software.amazon.cloudformation.proxy.hook.HookHandlerRequest;

import
software.amazon.cloudformation.proxy.hook.targetmodel.ResourceHookTargetModel;

import java.util.List;

public class PreUpdateHookHandler extends BaseHookHandler<TypeConfigurationModel,
CallbackContext> {

@Override
public HookProgressEvent<CallbackContext> handleRequest(
final AmazonWebServicesClientProxy proxy,
final HookHandlerRequest request,
final CallbackContext callbackContext,
final Logger logger,
final TypeConfigurationModel typeConfiguration) {

final String targetName = request.getHookContext().getTargetName();
if ("AWS::S3::Bucket".equals(targetName)) {
final ResourceHookTargetModel<AwsS3Bucket> targetModel =
request.getHookContext().getTargetModel (AwsS3BucketTargetModel.class);

final AwsS3Bucket bucketProperties =
targetModel.getResourceProperties();

final AwsS3Bucket previousBucketProperties =
targetModel.getPreviousResourceProperties();

return validateBucketEncryptionRulesNotUpdated(bucketProperties,
previousBucketProperties);
} else {
throw new UnsupportedTargetException(targetName);
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private HookProgressEvent<CallbackContext>
validateBucketEncryptionRulesNotUpdated(final AwsS3Bucket resourceProperties,
final AwsS3Bucket previousResourceProperties) {
final List<ServerSideEncryptionRule> bucketEncryptionConfigs =
resourceProperties.getBucketEncryption().getServerSideEncryptionConfiguration();
final List<ServerSideEncryptionRule> previousBucketEncryptionConfigs =
previousResourceProperties.getBucketEncryption().getServerSideEncryptionConfiguration();

if (bucketEncryptionConfigs.size() !=
previousBucketEncryptionConfigs.size()) {
return HookProgressEvent.<CallbackContext>builder()
.status(HookStatus.FAILED)
.errorCode(HandlerErrorCode.NotUpdatable)
.message(
String.format(
"Current number of bucket encryption configs does not
match previous. Current has %d configs while previously there were %d configs",
bucketEncryptionConfigs.size(),
previousBucketEncryptionConfigs.size()
)
).build();

for (int i = @; i < bucketEncryptionConfigs.size(); ++i) {
final String currentEncryptionAlgorithm =
bucketEncryptionConfigs.get(i).getServerSideEncryptionByDefault().getSSEAlgorithm();
final String previousEncryptionAlgorithm =
previousBucketEncryptionConfigs.get(i).getServerSideEncryptionByDefault().getSSEAlgorithm(

if (!StringUtils.equals(currentEncryptionAlgorithm,
previousEncryptionAlgorithm)) {
return HookProgressEvent.<CallbackContext>builder()
.status(HookStatus.FAILED)
.errorCode(HandlerErrorCode.NotUpdatable)
.message(
String.format(
"Bucket Encryption algorithm can not be changed once
set. The encryption algorithm was changed to '%s' from '%s'.",
currentEncryptionAlgorithm,
previousEncryptionAlgorithm

)
.build();
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return HookProgressEvent.<CallbackContext>builder()
.status(HookStatus.SUCCESS)
.message("Successfully invoked PreUpdateHookHandler for target:

AWS: :SQS: :Queue")

F#ipreUpdatefllz

.build();

1. TES8&8Y IDE ¥ , BRK src/main/java/com/mycompany/testing/mytesthook EHl 3k
FPreUpdateHandlerTest.javatiiE xR,

2. FEATHREXBEAPreUpdateHandlerTest. javal@ RN EBERS.

package com.mycompany.testing.mytesthook;

import com.google.common.collect.ImmutableMap;
import com.mycompany.testing.mytesthook.model.aws.s3.bucket.AwsS3Bucket;
import com.mycompany.testing.mytesthook.model.aws.s3.bucket.BucketEncryption;

import

com.mycompany.testing.mytesthook.model.aws.s3.bucket.ServerSideEncryptionByDefault;

import

com.mycompany.testing.mytesthook.model.aws.s3.bucket.ServerSideEncryptionRule;
org.junit.jupiter.api.BeforeEach;
org.junit.jupiter.api.Test;

import
import
import
import
import
import
import
import
import
import
import
import
import
import

import
import

org.junit.jupiter

org.mockito.Mock;

org.mockito.junit
software.
software.
software.
software.
software.
software.
software.
software.
software.

amazon
amazon

amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.

.api.extension.ExtendWith;

.jupiter.MockitoExtension;

.cloudformation.exceptions.UnsupportedTargetException;

.cloudformation.
cloudformation.
cloudformation.
cloudformation.
cloudformation.
cloudformation.
cloudformation.
cloudformation.

java.util.Arrays;
java.util.stream.Stream;

proxy.
proxy.
proxy.
proxy.
proxy.
proxy.
proxy.
proxy.

AmazonWebServicesClientProxy;
HandlerErrorCode;

Logger;

hook.HookContext;

hook .HookHandlerRequest;
hook.HookProgressEvent;

hook .HookStatus;

hook .targetmodel.HookTargetModel;
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import static org.assertj.core.api.Assertions.assertThat;
import static org.assertj.core.api.Assertions.assertThatExceptionOfType;
import static org.mockito.Mockito.mock;

@ExtendWith(MockitoExtension.class)
public class PreUpdateHookHandlerTest {

@Mock
private AmazonWebServicesClientProxy proxy;

@Mock
private Logger logger;

@BeforeEach

public void setup() {
proxy = mock(AmazonWebServicesClientProxy.class);
logger = mock(Logger.class);

@Test
public void handleRequest_awsS3BucketSuccess() {
final PreUpdateHookHandler handler = new PreUpdateHookHandler();

final ServerSideEncryptionRule serverSideEncryptionRule =
buildServerSideEncryptionRule("AES256");
final AwsS3Bucket resourceProperties = buildAwsS3Bucket("amzn-s3-demo-
bucket", serverSideEncryptionRule);
final AwsS3Bucket previousResourceProperties = buildAwsS3Bucket("amzn-s3-
demo-bucket", serverSideEncryptionRule);
final HookTargetModel targetModel =
createHookTargetModel(resourceProperties, previousResourceProperties);
final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.builder().encryptionAlgorithm("AES256").build();

final HookHandlerRequest request = HookHandlerRequest.buildexr()

.hookContext(HookContext.builder().targetName("AWS: :S3::Bucket").targetModel(targetModel).
.build();

final HookProgressEvent<CallbackContext> response =
handler.handleRequest(proxy, request, null, logger, typeConfiguration);

assertResponse(response, HookStatus.SUCCESS, "Successfully invoked
PreUpdateHookHandler for target: AWS::SQS::Queue");
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}

@Test
public void handleRequest_awsS3BucketFail_bucketEncryptionConfigsDontMatch() {
final PreUpdateHookHandler handler = new PreUpdateHookHandler();

final ServerSideEncryptionRule[] serverSideEncryptionRules =
Stream.of ("AES256", '"SHA512", "AES32")
.map(this::buildServerSideEncryptionRule)
.toArray(ServerSideEncryptionRule[]: :new);

final AwsS3Bucket resourceProperties = buildAwsS3Bucket("amzn-s3-demo-
bucket", serverSideEncryptionRules[0]);

final AwsS3Bucket previousResourceProperties = buildAwsS3Bucket('"amzn-s3-
demo-bucket", serverSideEncryptionRules);

final HookTargetModel targetModel =

createHookTargetModel(resourceProperties, previousResourceProperties);

final TypeConfigurationModel typeConfiguration =

TypeConfigurationModel.builder().encryptionAlgorithm("AES256").build();

final HookHandlerRequest request = HookHandlerRequest.builder()

.hookContext(HookContext.builder().targetName("AWS: :S3::Bucket").targetModel(targetModel).
.build();

final HookProgressEvent<CallbackContext> response =
handler.handleRequest(proxy, request, null, logger, typeConfiguration);

assertResponse(response, HookStatus.FAILED, "Current number of bucket
encryption configs does not match previous. Current has 1 configs while previously
there were 3 configs");

}

@Test
public void
handleRequest_awsS3BucketFail_bucketEncryptionAlgorithmDoesNotMatch() {
final PreUpdateHookHandler handler = new PreUpdateHookHandler();

final AwsS3Bucket resourceProperties = buildAwsS3Bucket("amzn-s3-demo-
bucket", buildServerSideEncryptionRule("SHA512"));
final AwsS3Bucket previousResourceProperties = buildAwsS3Bucket("amzn-s3-
demo-bucket", buildServerSideEncryptionRule("AES256"));
final HookTargetModel targetModel =
createHookTargetModel(resourceProperties, previousResourceProperties);
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final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.builder().encryptionAlgorithm("AES256").build();

final HookHandlerRequest request = HookHandlerRequest.builder()

.hookContext(HookContext.builder().targetName("AWS: :S3: :Bucket").targetModel(targetModel).
.build();

final HookProgressEvent<CallbackContext> response =
handler.handleRequest(proxy, request, null, logger, typeConfiguration);

assertResponse(response, HookStatus.FAILED, String.format("Bucket
Encryption algorithm can not be changed once set. The encryption algorithm was
changed to '%s' from '%s'.", "SHA512", "AES256"));

}

@Test
public void handleRequest_unsupportedTarget() {
final PreUpdateHookHandler handler = new PreUpdateHookHandler();

final Object resourceProperties = ImmutableMap.of("FileSizelLimit", 256);

final Object previousResourceProperties = ImmutableMap.of("FileSizelLimit",
512);

final HookTargetModel targetModel =
createHookTargetModel(resourceProperties, previousResourceProperties);

final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.builder().encryptionAlgorithm("AES256").build();

final HookHandlerRequest request = HookHandlerRequest.builder()

.hookContext(HookContext.builder().targetName("AWS: :Unsupported: :Target").targetModel(targ
.build();

assertThatExceptionOfType(UnsupportedTargetException.class)

.isThrownBy(() -> handler.handleRequest(proxy, request, null,

logger, typeConfiguration))
.withMessageContaining("Unsupported target")
.withMessageContaining("AWS: :Unsupported: :Target")
.satisfies(e ->

assertThat(e.getErrorCode()).isEqualTo(HandlerErrorCode.InvalidRequest));

}

private void assertResponse(final HookProgressEvent<CallbackContext> response,
final HookStatus expectedStatus, final String expectedErrorMsg) {
assertThat(response).isNotNull();
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assertThat(response.getStatus()).isEqualTo(expectedStatus);
assertThat(response.getCallbackContext()).isNull();
assertThat(response.getCallbackDelaySeconds()).isEqualTo(0Q);
assertThat(response.getMessage()).isNotNull();
assertThat(response.getMessage()).isEqualTo(expectedErrorMsg);

private HookTargetModel createHookTargetModel(final Object resourceProperties,
final Object previousResourceProperties) {
return HookTargetModel.of(
ImmutableMap.of(
"ResourceProperties", resourceProperties,
"PreviousResourceProperties", previousResourceProperties

);

@SuppressWarnings("SameParameterValue")
private AwsS3Bucket buildAwsS3Bucket(
final String bucketName,
final ServerSideEncryptionRule ...serverSideEncryptionRules
) {
return AwsS3Bucket.builder()
.bucketName(bucketName)
.bucketEncryption(
BucketEncryption.buildexr()
.serverSideEncryptionConfiguration(
Arrays.aslList(serverSideEncryptionRules)
).build()
).build();

private ServerSideEncryptionRule buildServerSideEncryptionRule(final String
encryptionAlgorithm) {
return ServerSideEncryptionRule.builder()
.bucketKeyEnabled(true)
.serverSideEncryptionByDefault(
ServerSideEncryptionByDefault.buildexr()

.sSEAlgorithm(encryptionAlgorithm)
.build()

).build();
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import software.amazon.cloudformation.proxy.HandlerErrorCode;

import software.amazon.cloudformation.proxy.OperationStatus;

import software.amazon.cloudformation.proxy.ProgressEvent;

import software.amazon.cloudformation.proxy.ProxyClient;

import software.amazon.cloudformation.proxy.hook.HookContext;

import software.amazon.cloudformation.proxy.hook.HookHandlerRequest;

import software.amazon.cloudformation.proxy.hook.targetmodel.HookTargetModel;

import
software.amazon.cloudformation.proxy.hook.targetmodel.ResourceHookTargetModel;

import java.util.Arraylist;

import java.util.Collection;

import java.util.HashSet;

import java.util.list;

import java.util.Objects;

import java.util.stream.Collectors;

public class PreDeleteHookHandler extends BaseHookHandlerStd {

private ProxyClient<S3Client> s3Client;
private ProxyClient<SqgsClient> sqgsClient;

@Override
protected ProgressEvent<HookTargetModel, CallbackContext>
handleS3BucketRequest(
final AmazonWebServicesClientProxy proxy,
final HookHandlerRequest request,
final CallbackContext callbackContext,
final ProxyClient<S3Client> proxyClient,
final TypeConfigurationModel typeConfiguration
) {
final HookContext hookContext = request.getHookContext();
final String targetName = hookContext.getTargetName();
if (!AwsS3Bucket.TYPE_NAME.equals(targetName)) {
throw new RuntimeException(String.format("Request target type [%s] is
not 'AWS::S3::Bucket'", targetName));
}
this.s3Client = proxyClient;

final String encryptionAlgorithm =
typeConfiguration.getEncryptionAlgorithm();

final int minBuckets =
NumberUtils.toInt(typeConfiguration.getMinBuckets());
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final ResourceHookTargetModel<AwsS3Bucket> targetModel =
hookContext.getTargetModel (AwsS3BucketTargetModel.class);
final List<String> buckets = listBuckets().stream()
.filter(b -> !StringUtils.equals(b,
targetModel.getResourceProperties().getBucketName()))
.collect(Collectors.tolList());

final List<String> compliantBuckets = new ArraylList<>();
for (final String bucket : buckets) {
if (getBucketSSEAlgorithm(bucket).contains(encryptionAlgorithm)) {
compliantBuckets.add(bucket);

if (compliantBuckets.size() >= minBuckets) {
return ProgressEvent.<HookTargetModel, CallbackContext>builder()
.status(OperationStatus.SUCCESS)
.message("Successfully invoked PreDeleteHookHandler for
target: AWS::S3::Bucket")
.build();

return ProgressEvent.<HookTargetModel, CallbackContext>builder()
.status(OperationStatus.FAILED)
.errorCode(HandlerErrorCode.NonCompliant)
.message(String.format("Failed to meet minimum of [%d] encrypted
buckets.", minBuckets))
.build();

@Override
protected ProgressEvent<HookTargetModel, CallbackContext>
handleSqsQueueRequest(
final AmazonWebServicesClientProxy proxy,
final HookHandlerRequest request,
final CallbackContext callbackContext,
final ProxyClient<SqgsClient> proxyClient,
final TypeConfigurationModel typeConfiguration
) {
final HookContext hookContext = request.getHookContext();
final String targetName = hookContext.getTargetName();
if (!AwsSgsQueue.TYPE_NAME.equals(targetName)) {
throw new RuntimeException(String.format("Request target type [%s] is
not 'AWS::SQS::Queue'", targetName));
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}
this.sqsClient = proxyClient;
final int minQueues = NumberUtils.toInt(typeConfiguration.getMinQueues());

final ResourceHookTargetModel<AwsSgsQueue> targetModel =
hookContext.getTargetModel (AwsSqsQueueTargetModel.class);

final String queueName =
Objects.toString(targetModel.getResourceProperties().get("QueueName"), null);

String targetQueueUrl = null;
if (queueName !'= null) {
try {
targetQueuelUrl = sqsClient.injectCredentialsAndInvokeV2(
GetQueueUrlRequest.builder().queueName(
queueName
) .build(),
sgsClient.client()::getQueuelrl
) .queueUrl();
} catch (SgsException e) {
log(String.format("Error while calling GetQueueUrl API for queue
name [%s]: %s", queueName, e.getMessage()));
}
} else {
log("Queue name is empty, attempting to get queue's physical ID");
try {
final ProxyClient<CloudFormationClient> cfnClient =
proxy.newProxy(ClientBuilder::createCloudFormationClient);
targetQueuelUrl = cfnClient.injectCredentialsAndInvokeV2(
DescribeStackResourceRequest.builder()
.stackName(hookContext.getTargetLogicalId())

.logicalResourceId(hookContext.getTargetLogicalId())
.build(),
cfnClient.client()::describeStackResource
) .stackResourceDetail().physicalResourcelId();
} catch (CloudFormationException e) {
log(String.format("Error while calling DescribeStackResource API
for queue name: %s", e.getMessage()));

}

// Creating final variable for the filter lambda
final String finalTargetQueueUrl = targetQueueUrl;
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final List<String> compliantQueues = new ArraylList<>();

String nextToken = null;
do {
final ListQueuesRequest req =
Translator.createlListQueuesRequest(nextToken);
final ListQueuesResponse res =
sqsClient.injectCredentialsAndInvokeV2(req, sqgsClient.client()::listQueues);
final List<String> queueUrls = res.queueUrls().stream()
.filter(q -> !StringUtils.equals(q, finalTargetQueueUrl))
.collect(Collectors.tolList());

for (final String queueUrl : queueUrls) {
if (isQueueEncrypted(queuelrl)) {
compliantQueues.add(queuelrl);

if (compliantQueues.size() >= minQueues) {
return ProgressEvent.<HookTargetModel,
CallbackContext>builder()
.status(OperationStatus.SUCCESS)
.message("Successfully invoked PreDeleteHookHandler for
target: AWS::SQS::Queue")
.build();
}

nextToken = res.nextToken();

}
} while (nextToken != null);

return ProgressEvent.<HookTargetModel, CallbackContext>builder()
.status(OperationStatus.FAILED)
.errorCode(HandlerErrorCode.NonCompliant)
.message(String.format("Failed to meet minimum of [%d] encrypted

queues.", minQueues))

Lbuild();
}
private List<String> listBuckets() {
try {
return

s3Client.injectCredentialsAndInvokeV2(Translator.createListBucketsRequest(),

s3Client.client()::1listBuckets)
.buckets()
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.stream()
.map(Bucket: :name)
.collect(Collectors.toList());
} catch (S3Exception e) {
throw new CfnGeneralServiceException("Error while calling S3
ListBuckets API", e);

}

@VisibleForTesting
Collection<String> getBucketSSEAlgorithm(final String bucket) {
try {
return
s3Client.injectCredentialsAndInvokeV2(Translator.createGetBucketEncryptionRequest(bucket),
s3Client.client()::getBucketEncryption)
.serverSideEncryptionConfiguration()

.rules()

.stream()

filter(r ->
Objects.nonNull(r.applyServerSideEncryptionByDefault()))

.map(r ->

r.applyServerSideEncryptionByDefault().sseAlgorithmAsString())
.collect(Collectors.toSet());
} catch (S3Exception e) {
return new HashSet<>();

@VisibleForTesting
boolean isQueueEncrypted(final String queueUrl) {
try {
final GetQueueAttributesRequest request =
GetQueueAttributesRequest.builder()
.queueUrl(queuelrl)
.attributeNames(QueueAttributeName.KMS_MASTER_KEY_ID)
.build();
final String kmsKeyId = sqsClient.injectCredentialsAndInvokeV2(request,
sgqsClient.client()::getQueueAttributes)
.attributes()
.get(QueueAttributeName.KMS_MASTER_KEY_ID);

return StringUtils.isNotBlank(kmsKeyId);
} catch (SgsException e) {
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throw new CfnGeneralServiceException("Error while calling SQS
GetQueueAttributes API", e);

}
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import software.amazon.cloudformation.proxy.OperationStatus;

import software.amazon.cloudformation.proxy.ProgressEvent;

import software.amazon.cloudformation.proxy.hook.HookContext;

import software.amazon.cloudformation.proxy.hook.HookHandlerRequest;

import software.amazon.cloudformation.proxy.hook.targetmodel.HookTargetModel;

import java.util.Arrays;

import java.util.Collection;

import java.util.HashMap;

import java.util.list;

import java.util.stream.Collectors;

import static org.mockito.ArgumentMatchers.any;
import static org.mockito.Mockito.mock;

import static org.mockito.Mockito.never;

import static org.mockito.Mockito.times;

import static org.mockito.Mockito.verify;
import static org.mockito.Mockito.when;

@ExtendWith(MockitoExtension.class)
public class PreDeleteHookHandlerTest extends AbstractTestBase {

@Mock private S3Client s3Client;
@Mock private SqgsClient sqgsClient;
@Mock private Logger logger;

@BeforeEach

public void setup() {
s3Client = mock(S3Client.class);
sgqsClient = mock(SgsClient.class);
logger = mock(Logger.class);

@Test
public void handleRequest_awsS3BucketSuccess() {
final PreDeleteHookHandler handler = Mockito.spy(new
PreDeleteHookHandlexr());

final List<Bucket> bucketList = ImmutablelList.of(
Bucket.builder().name("bucketl").build(),
Bucket.builder().name("bucket2").build(),
Bucket.builder().name("toBeDeletedBucket").build(),
Bucket.builder().name("bucket3").build(),
Bucket.builder().name("bucket4").build(),
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Bucket.builder().name("bucket5").build()
);
final ListBucketsResponse mockResponse =
ListBucketsResponse.builder().buckets(bucketList).build();

when(s3Client.listBuckets(any(ListBucketsRequest.class))).thenReturn(mockResponse);
when(s3Client.getBucketEncryption(any(GetBucketEncryptionRequest.class)))
.thenReturn(buildGetBucketEncryptionResponse("AES256"))
.thenReturn(buildGetBucketEncryptionResponse("AES256", "aws:kms"))
.thenThrow(S3Exception.builder().message("No Encrypt").build())
.thenReturn(buildGetBucketEncryptionResponse("aws:kms"))
.thenReturn(buildGetBucketEncryptionResponse("AES256"));
setServiceClient(s3Client);

final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.buildex()
.encryptionAlgorithm("AES256")
.minBuckets("3")
.build();

final HookHandlerRequest request = HookHandlerRequest.builder()
.hookContext(
HookContext.builder()
.targetName("AWS: :S3: :Bucket")
.targetModel(
createHookTargetModel(
AwsS3Bucket.builder()

.bucketName("toBeDeletedBucket")
.build()

)
.build())
.build();

final ProgressEvent<HookTargetModel, CallbackContext> response =
handler.handleRequest(proxy, request, null, logger, typeConfiguration);

verify(s3Client,
times(5)).getBucketEncryption(any(GetBucketEncryptionRequest.class));
verify(handler, never()).getBucketSSEAlgorithm("toBeDeletedBucket");

assertResponse(response, OperationStatus.SUCCESS, "Successfully invoked
PreDeleteHookHandler for target: AWS::S3::Bucket");
}
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@Test
public void handleRequest_awsSqsQueueSuccess() {
final PreDeleteHookHandler handler = Mockito.spy(new
PreDeleteHookHandler());

final List<String> queueUrls = Immutablelist.of(
"https://queuel.queue",
"https://queue2.queue",
"https://toBeDeletedQueue.queue",
"https://queue3.queue",
"https://queue4.queue",
"https://queue5.queue"

);

when(sgsClient.getQueueUrl(any(GetQueueUrlRequest.class)))
.thenReturn(GetQueueUrlResponse.builder().queueUrl("https://
toBeDeletedQueue.queue").build());
when(sgsClient.listQueues(any(ListQueuesRequest.class)))

.thenReturn(ListQueuesResponse.builder().queueUrls(queuelUrls).build());
when(sgsClient.getQueueAttributes(any(GetQueueAttributesRequest.class)))

.thenReturn(GetQueueAttributesResponse.builder().attributes(ImmutableMap.of(QueueAttribute
"kmsKeyId")).build())

.thenReturn(GetQueueAttributesResponse.builder().attributes(new
HashMap<>()).build())

.thenReturn(GetQueueAttributesResponse.builder().attributes(ImmutableMap.of(QueueAttribute
"kmsKeyId")).build())

.thenReturn(GetQueueAttributesResponse.builder().attributes(new
HashMap<>()).build())

.thenReturn(GetQueueAttributesResponse.builder().attributes(ImmutableMap.of(QueueAttribute
"kmsKeyId")).build());
setServiceClient(sgsClient);

final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.buildex()
.minQueues("3")
.build();

final HookHandlerRequest request = HookHandlerRequest.builder()
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.hookContext(
HookContext.builder()
.targetName("AWS: :SQS: :Queue")
.targetModel(
createHookTargetModel(
ImmutableMap.of("QueueName", '"toBeDeletedQueue")

)
.build())
.build();

final ProgressEvent<HookTargetModel, CallbackContext> response =
handler.handleRequest(proxy, request, null, logger, typeConfiguration);

verify(sqgsClient,
times(5)).getQueueAttributes(any(GetQueueAttributesRequest.class));
verify(handler, never()).isQueueEncrypted("toBeDeletedQueue");

assertResponse(response, OperationStatus.SUCCESS, "Successfully invoked
PreDeleteHookHandler for target: AWS::SQS::Queue");
}

@Test
public void handleRequest_awsS3BucketFailed() {
final PreDeleteHookHandler handler = Mockito.spy(new
PreDeleteHookHandler());

final List<Bucket> bucketlList = ImmutablelList.of(
Bucket.builder().name("bucketl").build(),
Bucket.builder().name("bucket2").build(),
Bucket.builder().name("toBeDeletedBucket").build(),
Bucket.builder().name("bucket3").build(),
Bucket.builder().name("bucket4").build(),
Bucket.builder().name("bucket5").build()

);

final ListBucketsResponse mockResponse =

ListBucketsResponse.builder().buckets(bucketList).build();

when(s3Client.listBuckets(any(ListBucketsRequest.class))).thenReturn(mockResponse);
when(s3Client.getBucketEncryption(any(GetBucketEncryptionRequest.class)))
.thenReturn(buildGetBucketEncryptionResponse("AES256"))
.thenReturn(buildGetBucketEncryptionResponse("AES256", "aws:kms"))
.thenThrow(S3Exception.builder().message("No Encrypt").build())
.thenReturn(buildGetBucketEncryptionResponse("aws:kms"))
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.thenReturn(buildGetBucketEncryptionResponse("AES256"));
setServiceClient(s3Client);

final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.builder()
.encryptionAlgorithm("AES256")
.minBuckets("10")
.build();

final HookHandlerRequest request = HookHandlerRequest.builder()
.hookContext(
HookContext.builder()
.targetName("AWS: :S3: :Bucket")
.targetModel(
createHookTargetModel(
AwsS3Bucket.builder()

.bucketName("toBeDeletedBucket")
.build()

)
.build())
.build();

final ProgressEvent<HookTargetModel, CallbackContext> response =
handler.handleRequest(proxy, request, null, logger, typeConfiguration);

verify(s3Client,
times(5)).getBucketEncryption(any(GetBucketEncryptionRequest.class));
verify(handler, never()).getBucketSSEAlgorithm("toBeDeletedBucket");

assertResponse(response, OperationStatus.FAILED, "Failed to meet minimum of
[10] encrypted buckets.");
}

@Test
public void handleRequest_awsSqsQueueFailed() {
final PreDeleteHookHandler handler = Mockito.spy(new
PreDeleteHookHandlexr());

final List<String> queueUrls = ImmutablelList.of(
"https://queuel.queue",
"https://queue2.queue",
"https://toBeDeletedQueue.queue",
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"https://queue3.queue",
"https://queues.queue",
"https://queue5.queue"

);

when(sgsClient.getQueueUrl(any(GetQueueUrlRequest.class)))
.thenReturn(GetQueueUrlResponse.builder().queueUrl("https://
toBeDeletedQueue.queue").build());
when(sgsClient.listQueues(any(ListQueuesRequest.class)))

.thenReturn(ListQueuesResponse.builder().queueUrls(queueUrls).build());
when(sgsClient.getQueueAttributes(any(GetQueueAttributesRequest.class)))

.thenReturn(GetQueueAttributesResponse.builder().attributes(ImmutableMap.of(QueueAttribute
"kmsKeyId")).build())

.thenReturn(GetQueueAttributesResponse.builder().attributes(new
HashMap<>()).build())

.thenReturn(GetQueueAttributesResponse.builder().attributes(ImmutableMap.of(QueueAttribute
"kmsKeyId")).build())

.thenReturn(GetQueueAttributesResponse.builder().attributes(new
HashMap<>()).build())

.thenReturn(GetQueueAttributesResponse.builder().attributes(ImmutableMap.of(QueueAttribute

"kmsKeyId")).build());
setServiceClient(sgsClient);

final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.builder()
.minQueues("10")
.build();

final HookHandlerRequest request = HookHandlerRequest.builder()
.hookContext(
HookContext.builder()
.targetName("AWS: :SQS: :Queue")
.targetModel(
createHookTargetModel(
ImmutableMap.of("QueueName", "toBeDeletedQueue")

)
.build())

.build();
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final ProgressEvent<HookTargetModel, CallbackContext> response =
handler.handleRequest(proxy, request, null, logger, typeConfiguration);

verify(sgsClient,
times(5)).getQueueAttributes(any(GetQueueAttributesRequest.class));
verify(handler, never()).isQueueEncrypted("toBeDeletedQueue");

assertResponse(response, OperationStatus.FAILED, "Failed to meet minimum of
[10] encrypted queues.");
}

private GetBucketEncryptionResponse buildGetBucketEncryptionResponse(final
String ...sseAlgorithm) {
return buildGetBucketEncryptionResponse(
Arrays.stream(sseAlgorithm)
.map(a ->
ServerSideEncryptionRule.builder().applyServerSideEncryptionByDefault(
ServerSideEncryptionByDefault.buildexr()
.sseAlgorithm(a)
.build()
).build()
)
.collect(Collectors.toList())

);

private GetBucketEncryptionResponse buildGetBucketEncryptionResponse(final
Collection<ServerSideEncryptionRule> rules) {
return GetBucketEncryptionResponse.builder()

.serverSideEncryptionConfiguration(

ServerSideEncryptionConfiguration.builder().rules(
rules

).build()

) .build();

{# /A Python 23 BE] CloudFormation 4 By #E R

BYH
et

&] CloudFormation AMMKERFEZRVERAIM, HEMREBENERER, XHBRES
BIRMEM Python B BRI AR E,
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TR EEQNEREH

E4 M Hook EREH, CloudFormation CLI @V ZFHEEEXNRE , HEZEEE G ERFH
4% E Hook E4E , 20 Hook RIEFIER.

cfn generate
WEEERTHES

Generated files for MyCompany::Testing::MyTestHook

(® Note

ETEE LM Lambda #$1TR R Rup-to-date , LUB %A S ERHIMRA, MEHMAE
REMEFREREMNMIEN Lambda #ITERRE,

e
s

7,

SR 2 FEHNEEERN

BEBCH Hook REEAHNTREAEBABHEELEERENEEER, AU, EUUHETIERN
REITRE 8%

LOG.setLevel(logging.INFO)
LOG.info("Internal testing Hook triggered for target: " +
request.hookContext.targetName);

CloudFormation CLI & ZE4 src/models.py EREEE B IR,

Example models.py

import sys
from dataclasses import dataclass
from inspect import getmembers, isclass
from typing import (

AbstractSet,

Any,

Generic,

Mapping,

MutableMapping,

Optional,

Sequence,
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Type,
TypeVar,

from cloudformation_cli_python_lib.interface import (
BaseModel,
BaseHookHandlerRequest,

)

from cloudformation_cli_python_lib.recast import recast_object
from cloudformation_cli_python_lib.utils import deserialize_list

T = TypeVar("T")

def set_or_none(value: Optional[Sequence[T]]) -> Optional[AbstractSet[T]]:

if value:
return set(value)
return None

@dataclass
class HookHandlerRequest(BaseHookHandlerRequest):
pass

@dataclass

class TypeConfigurationModel(BaseModel):
limitSize: Optional[str]
cidr: Optional[str]
encryptionAlgorithm: Optional[str]

@classmethod
def _deserialize(
cls: Type["_TypeConfigurationModel"],
json_data: Optional[Mapping[str, Any]l],
) -> Optional["_TypeConfigurationModel"]:
if not json_data:
return None
return cls(
limitSize=json_data.get("limitSize"),
cidr=json_data.get("cidzr"),
encryptionAlgorithm=json_data.get("encryptionAlgorithm"),
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_TypeConfigurationModel = TypeConfigurationModel

SER3: BFANEEER

BEBELR Python EXER , B LREEREE Hook WEEMREEER., EHEFP , BREEE
HEEXM preUpdate, preCreatefl preDelete MAE,

£

« B1E preCreate REE R

« B1E preUpdate BEE R

« B1E preDelete EEER

- EFANEERER

B1E preCreate EEE R
preCreate BEEXNEEE AWS: :S3: :Bucket B AWS: :SQS: :Queue &JRHY A PR 2SR hN &7 7%
Eo
« ¥R AWS::S3::Bucket BIR , REETIERA true i , AT EEE,
« Amazon S3 fEFErRMNE & E,
- DRUARFETEA Amazon S3 REFITEREH,
- Amazon S3 RETFITRNMBEE LERFIEN EREEZE,
« AWS Key Management Service £ ID Bi%E.
« ¥ AWS::SQS: :Queue EIR , ABETHIERS true B , ABFT FEHE,
« AWS Key Management Service £ ID E:%E.

E1E preUpdate EEE R

EiepreUpdate EEER , HEEREEXPTMEEEEENENIREZRE, preUpdate B
EXBETATHIER :

« ¥4 AWS: :S3: :Bucket B , REETHIBERA true B |, AEFTSEHIE :
- Amazon S3 EEFITEN RN EE LN RIEH,
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B1E preDelete REER

BffpreDelete REERN K HEEEREEEXTMEEE B ENMBRREZGIEE . preDelete RE

FRAETKTIIEE :

o B AWS: :S3::Bucket ER , REETIERA true i , A I SEE :
- BEBBRERE  REEREEEERESLESHEER.
- RIEEREREERKE Hook WRREFERE,

BEAREEER

1. TEEW IDE & | BRI src ERRM handlers.py B,
2. FEATHREXNBEhandlers. pyERNEBAR,

Example handlers.py

import logging
from typing import Any, MutableMapping, Optional
import botocore

from cloudformation_cli_python_lib import (
BaseHookHandlerRequest,
HandlerErrorCode,
Hook,
HookInvocationPoint,
OperationStatus,
ProgressEvent,
SessionProxy,
exceptions,

from .models import HookHandlerRequest, TypeConfigurationModel
# Use this logger to forward log messages to CloudWatch Logs.
LOG = logging.getlLogger(__name__)

TYPE_NAME = "MyCompany::Testing: :MyTestHook"

LOG.setLevel(logging.INFO)

hook = Hook(TYPE_NAME, TypeConfigurationModel)
test_entrypoint = hook.test_entrypoint
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def _validate_s3_bucket_encryption(

bucket: MutableMapping[str, Any], required_encryption_algorithm: str
) -> ProgressEvent:

status = None

message = ""

error_code = None

if bucket:
bucket_name = bucket.get("BucketName")

bucket_encryption = bucket.get("BucketEncryption")
if bucket_encryption:
server_side_encryption_rules = bucket_encryption.get(
"ServerSideEncryptionConfiguration"
)
if server_side_encryption_rules:
for rule in server_side_encryption_rules:
bucket_key_enabled = rule.get("BucketKeyEnabled")
if bucket_key_enabled:
server_side_encryption_by_default = rule.get(
"ServerSideEncryptionByDefault"

encryption_algorithm =
server_side_encryption_by_default.get(

"SSEAlgorithm"

)

kms_key_id = server_side_encryption_by_default.get(
"KMSMasterKeyID"

) # "KMSMasterKeyID" is name of the property for an
AWS: :S3::Bucket

if encryption_algorithm == required_encryption_algorithm:
if encryption_algorithm == "aws:kms" and not
kms_key_id:
status = OperationStatus.FAILED
message = f"KMS Key ID not set for bucket with
name: f{bucket_namel}"
else:
status = OperationStatus.SUCCESS
message = f"Successfully invoked
PreCreateHookHandler for AWS::S3::Bucket with name: {bucket_namel}"
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else:
status = OperationStatus.FAILED
message = f"SSE Encryption Algorithm is incorrect for
bucket with name: {bucket_name}"
else:
status = OperationStatus.FAILED
message = f"Bucket key not enabled for bucket with name:
{bucket_name}"

if status == OperationStatus.FAILED:
break
else:
status = OperationStatus.FAILED
message = f"No SSE Encryption configurations for bucket with name:
{bucket_name}"
else:
status = OperationStatus.FAILED
message = (
f"Bucket Encryption not enabled for bucket with name:
{bucket_name}"

)
else:
status = OperationStatus.FAILED
message = "Resource properties for S3 Bucket target model are empty"

if status == OperationStatus.FAILED:
error_code = HandlerErrorCode.NonCompliant

return ProgressEvent(status=status, message=message, errorCode=error_code)

def _validate_sqs_queue_encryption(queue: MutableMapping[str, Any]) ->
ProgressEvent:
if not queue:

return ProgressEvent(
status=0OperationStatus.FAILED,
message="Resource properties for SQS Queue target model are empty",
errorCode=HandlerErrorCode.NonCompliant,

)

queue_name = queue.get("QueueName")

kms_key_id = queue.get(
"KmsMasterKeyId"
) # "KmsMasterKeyId" is name of the property for an AWS::SQS::Queue
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if not kms_key_id:
return ProgressEvent(
status=OperationStatus.FAILED,

message=f"Server side encryption turned off for queue with name:

{queue_name}",
errorCode=HandlerErrorCode.NonCompliant,

return ProgressEvent(
status=0OperationStatus.SUCCESS,
message=f"Successfully invoked PreCreateHookHandler for
targetAWS: :SQS: :Queue with name: {queue_namel}",

)

@hook.handler(HookInvocationPoint.CREATE_PRE_PROVISION)
def pre_create_handlexr(
session: Optional[SessionProxy],
request: HookHandlerRequest,
callback_context: MutableMapping[str, Any],
type_configuration: TypeConfigurationModel,
) -> ProgressEvent:
target_name = request.hookContext.targetName
if "AWS::S3::Bucket" == target_name:
return _validate_s3_bucket_encryption(
request.hookContext.targetModel.get("resourceProperties"),
type_configuration.encryptionAlgorithm,
)
elif "AWS::SQS::Queue" == target_name:
return _validate_sqgs_queue_encryption(
request.hookContext.targetModel.get("resourceProperties")

)

else:

raise exceptions.InvalidRequest(f"Unknown target type: {target_namel}")

def _validate_bucket_encryption_rules_not_updated(
resource_properties, previous_resource_properties
) -> ProgressEvent:
bucket_encryption_configs = resource_properties.get("BucketEncryption",
{}).get(
"ServerSideEncryptionConfiguration", []
)

previous_bucket_encryption_configs = previous_resource_properties.get(
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"BucketEncryption", {3}
).get("ServerSideEncryptionConfiguration", [])

if len(bucket_encryption_configs) != len(previous_bucket_encryption_configs):
return ProgressEvent(
status=0OperationStatus.FAILED,
message=f"Current number of bucket encryption configs does not
match previous. Current has {str(len(bucket_encryption_configs))} configs while
previously there were {str(len(previous_bucket_encryption_configs))} configs",
errorCode=HandlerErrorCode.NonCompliant,

for i in range(len(bucket_encryption_configs)):

current_encryption_algorithm = (
bucket_encryption_configs[i]
.get("ServerSideEncryptionByDefault", {3})
.get("SSEAlgorithm")

)

previous_encryption_algorithm = (
previous_bucket_encryption_configs[i]
.get("ServerSideEncryptionByDefault", {3})
.get("SSEAlgorithm")

if current_encryption_algorithm != previous_encryption_algorithm:
return ProgressEvent(
status=OperationStatus.FAILED,
message=f"Bucket Encryption algorithm can not be changed once
set. The encryption algorithm was changed to {current_encryption_algorithm} from
{previous_encryption_algorithm}.",
errorCode=HandlerErrorCode.NonCompliant,

return ProgressEvent(
status=0OperationStatus.SUCCESS,
message="Successfully invoked PreUpdateHookHandler for target:
AWS: :SQS: :Queue",
)

def _validate_queue_encryption_not_disabled(
resource_properties, previous_resource_properties
) -> ProgressEvent:
if previous_resource_properties.get(
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"KmsMasterKeyId"
) and not resource_properties.get("KmsMasterKeyId"):
return ProgressEvent(
status=0OperationStatus.FAILED,
errorCode=HandlerErrorCode.NonCompliant,
message="Queue encryption can not be disable",
)
else:
return ProgressEvent(status=0OperationStatus.SUCCESS)

@hook.handler(HookInvocationPoint.UPDATE_PRE_PROVISION)
def pre_update_handlexr(
session: Optional[SessionProxy],
request: BaseHookHandlerRequest,
callback_context: MutableMapping[str, Any],
type_configuration: MutableMapping[str, Any],
) -> ProgressEvent:
target_name = request.hookContext.targetName
if "AWS::S3::Bucket" == target_name:
resource_properties =
request.hookContext.targetModel.get("resourceProperties")
previous_resource_properties = request.hookContext.targetModel.get(
"previousResourceProperties"”

return _validate_bucket_encryption_rules_not_updated(
resource_properties, previous_resource_properties

)

elif "AWS::SQS::Queue" == target_name:
resource_properties =
request.hookContext.targetModel.get("resourceProperties")

previous_resource_properties = request.hookContext.targetModel.get(

"previousResourceProperties"”

return _validate_queue_encryption_not_disabled(
resource_properties, previous_resource_properties

)

else:
raise exceptions.InvalidRequest(f"Unknown target type: {target_name}")

RBETT —EEER M BEET 42 CloudFormations

BER 136



CloudFormation Hooks & 5R

b 5Ef B854 % CloudFormation

BYBiTAE% , BEEMN M T CloudFormation , FEEFEAT. AP | S B NMH MG
MEN DR, LMERE R AWS IRF,

HEQF (Java)
MRESFEA Java B Hook , 55 H Maven Kitst e,

£ Hook XM HEEP , T T IS SREELEH Hook, HTETAR , WAEENBERHELARE
Z=IJAR , ATAKA Hook IR ZE CloudFormation & 81,

mvn clean package

Eaiii=HEsE
Eagab

1. (1BA) BEBEX configure®fEus-west-2 , #57EEE AWS Bif BBRES

$ aws configure

AWS Access Key ID [None]: <Your Access Key ID>
AWS Secret Access Key [Nonel: <Your Secret Key>
Default region name [None]: us-west-2

Default output format [None]: json

2. (BEA) TR TEREMHEEN Hook EX , MAEME.

$ cfn submit --dry-run

3. {# CloudFormation CLI submiti#{EET S 2%,

$ cfn submit --set-default

N

T EEETIHS.

{’ProgressStatus’: ‘COMPLETE’}

BR  LEREMEN TR
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B QR A SRR R
BBEHARERET AN AWS RS H BFHTA,

1. BERILENAR , FEA list-typestn B HIMEFMON AR | WETNHBERHA.

$ aws cloudformation list-types

WTEEETEE , WERRETE AWS tRF M BEPBANLE TR

"TypeSummaries": [
{

"Type": "HOOK",

"TypeName": "MyCompany::Testing::MyTestHook",

"DefaultVersionId": "00000001",

"TypeArn": "arn:aws:cloudformation:us-west-2:ACCOUNT_ID/type/hook/
MyCompany-Testing-MyTestHook",

"LastUpdated": "2021-08-04T23:00:03.058000+00:00",

"Description": "Verifies S3 bucket and SQS queues properties before
creating or updating"

}
]
}

2. TypeArn A M 1list-typesi I X FEEFT,

export HOOK_TYPE_ARN=arn:aws:cloudformation:us-west-2:ACCOUNT_ID/type/hook/
MyCompany-Testing-MyTestHook

BE TR RGAMUKLRER  F28 RHaMUHLFHER.

RX TE 2 %
FAE% I EEM Hook 2 , SEATLUEBAS Hook B E k1 AWS 1RF |, &£ HEREZER Hooko

« EEERFAHREDEY , B SetTypeConfigurationi® e, MIRESRAABEEBHER
properties BRHPERWHEM, ETFIEFF , minBuckets BHEMHEBIPRES .
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® Note

EWRFHRAQH , RS EREARERE ERMFTT AWS tRF, CloudFormation &
ERENFFERE AR A , BERIFLENFFT . CloudFormation BEE FH AR £
ERBAMTT , WEREEWIRF FRA QM A AT AR,

EME RFEM P, I5E S EMAY Hook EMEENERER AWS EH.

$ aws cloudformation set-type-configuration --region us-west-2
--configuration '{"CloudFormationConfiguration":{"HookConfiguration":
{"HookInvocationStatus":"ENABLED", "FailureMode":"FAIL", "Properties":{"minBuckets":
"1","minQueues": "1", "encryptionAlgorithm": "aws:kms"}}}}'
--type-arn $HOOK_TYPE_ARN

/A Important

EEE Hook T BIMEHBIHRE  BXBEEIIREFIMAAA Hook 2% |, £
HookConfigurationEEHookInvocationStatusENABLEDH % BRES -

EEREFEXPFE AWS APIs

MR B Hooks EHAMEEE R FHEH AWS APl , CFN-CLI € HEZE I IAM $11TAEE 7 hook-
role.yaml, hook-role.yaml #ARZRIE Hook HHEHIAC EEEXNERTESEEEEXEENET
A, MRKREgenerateREMBFER --role-arniE , AISHENMEEBINAE  YHAEIHNH
TAE,

WEFMES , F2RREFREEFE AWS APIs.

hook-role.yam| 8%

® Note

MRBREFEERVECHHTAG  MEREBEARFIH
hooks.cloudformation.amazonaws.comfl REFEE HKERER
Blresources.cloudformation.amazonaws.com,
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T5|&EaEA IAM, Amazon S3 1 Amazon SQS £ d,

AWSTemplateFormatVersion: 2010-09-09
Description: >

This CloudFormation template creates a role assumed by CloudFormation during

Hook operations on behalf of the customer.
Resources:
ExecutionRole:
Type: 'AWS::IAM::Role'
Properties:
MaxSessionDuration: 8400
AssumeRolePolicyDocument:
Version: 2012-10-17
Statement:
- Effect: Allow
Principal:
Service:
- resources.cloudformation.amazonaws.com
- hooks.cloudformation.amazonaws.com
Action: 'sts:AssumeRole'
Condition:
StringEquals:
aws:SourceAccount: !Ref AWS::AccountId
StringlLike:
aws:SourceArn: !Sub arn:${AWS::Partition}:cloudformation:
${AWS: :Region}:${AWS: : AccountId}:type/hook/MyCompany-Testing-MyTestHook/*
Path: /
Policies:
- PolicyName: HookTypePolicy
PolicyDocument:
Version: 2012-10-17
Statement:
- Effect: Allow
Action:
's3:GetEncryptionConfiguration'
's3:ListBucket'
's3:ListAl1MyBuckets'
- 'sgs:GetQueueAttributes'
- 'sqgs:GetQueueUrl'
- 'sgs:ListQueues'
Resource: '*'

Outputs:
ExecutionRoleArn:
Value: !GetAtt

EEaE
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- ExecutionRole
- Arn

E PREBFT A% AWS 1RF

RELEKEEZFARAMNERENRERE , 2R CloudFormation 8 HRIEBETHET

FAIL 20 CloudFormation EIAAKRMEEES THIEB MW S3 fEFITE , AIAMABERNERA -
« Amazon S3 RFETRINZF EEE,

- DRAREFEEN Amazon S3 FEIEITEEE,

- Amazon S3 REFENNFEE LERFMENEREE L,

« AWS Key Management Service £#8 ID Ei%E,

ETHEFIFR , BIIBZA my-failed-bucket-stack.yml BB EZEE HWEAmy-hook-
stack , ZEBAGEHBHEABAY , YEERMEZAIFL,

B 2 B SRR R 2 R

o1 MBS
METEHRINEE

1. BEIETE S3 EFIrEMNER, HlW my-failed-bucket-stack.yml,

AWSTemplateFormatVersion: 2010-09-09
Resources:
S3Bucket:
Type: AWS::S3::Bucket
Properties: {}

2. BB  IE AWS Command Line Interface () F18 EEHIEARAWS CLI, £ THIEHF | #
HBEBIEES , my-hook-stack WA EAEZBIEER my-failed-bucket-stack.yml,

$ aws cloudformation create-stack \
--stack-name my-hook-stack \
--template-body file://my-failed-bucket-stack.yml

3. (ER) EBEEHEAERRGAMEERE. ETIEM G , HEHEBEEME my-hook-stacke
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$ aws cloudformation describe-stack-events \
--stack-name my-hook-stack

5/ describe-stack-eventsEREREFER I FEEFITREBN IR AN, UTRE oo HEF#H
Ho

"StackEvents": [

"StackId": "arn:aws:cloudformation:us-west-2:123456789012:stack/my-
hook-stack/2c693970-f57e-11eb-a0fb-061a2a83f0ob9",

"EventId": "S3Bucket-CREATE_FAILED-2021-08-04T23:47:03.305Z2",

"StackName": "my-hook-stack",

"LogicalResourceId": "S3Bucket",

"PhysicalResourceId": "",

"ResourceType": "AWS::S3::Bucket",

"Timestamp": "2021-08-04T23:47:03.305000+00:00",

"ResourceStatus": "CREATE_FAILED",

"ResourceStatusReason": "The following hook(s) failed:
[MyCompany: :Testing: :MyTestHook]",
"ResourceProperties": "{}",

"ClientRequestToken": "Console-CreateStack-abe7lac2-ade4-
a762-0499-8d34d91d6a92"
},

R Hook SAAMEHBEELN , W EIEERME,

£/ CloudFormation £34~{E5E 4 B ER 3%

1. BEEBEVHBYERBANRE 6 FEMELR , BEENEREAMNEN S3 FEFIrHE. LHEHIFEH
I my-encrypted-bucket-stack.yml,

AWSTemplateFormatVersion: 2010-09-09
Description: |

This CloudFormation template provisions an encrypted S3 Bucket
Resources:
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EncryptedS3Bucket:
Type: AWS::S3::Bucket
Properties:
BucketName: !Sub encryptedbucket-${AWS: :Region}-${AWS: :AccountId}
BucketEncryption:
ServerSideEncryptionConfiguration:
- ServerSideEncryptionByDefault:
SSEAlgorithm: 'aws:kms'
KMSMasterKeyID: !Ref EncryptionKey
BucketKeyEnabled: true
EncryptionKey:
Type: AWS::KMS: :Key
DeletionPolicy: Retain
Properties:
Description: KMS key used to encrypt the resource type artifacts
EnableKeyRotation: true
KeyPolicy:
Version: 2012-10-17
Statement:
- Sid: Enable full access for owning account
Effect: Allow
Principal:
AWS: !Ref AWS::AccountId
Action: 'kms:*'
Resource: '*'
Outputs:
EncryptedBucketName:
Value: !Ref EncryptedS3Bucket

® Note
TS HEBHNERUA LM,

2. BUMBWIEELNER, ELHEHHh , HBEHEA my-encrypted-bucket-stack,

$ aws cloudformation create-stack \
--stack-name my-encrypted-bucket-stack \
--template-body file://my-encrypted-bucket-stack.yml \

3. (EA) BBEEHEEBRBAHEEEE,

$ aws cloudformation describe-stack-events \

R AE
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--stack-name my-encrypted-bucket-stack

£/ describe-stack-eventsi S REIEEE, LL TR describe-stack-events < H
&35,

"StackEvents": [

"StackId": "arn:aws:cloudformation:us-west-2:123456789012:stack/my-
encrypted-bucket-stack/82a97150-f57a-11eb-8eb2-06a6bdcc7779",

"EventId": "EncryptedS3Bucket-
CREATE_COMPLETE-2021-08-04T23:23:20.973Z2",

"StackName": "my-encrypted-bucket-stack",

"LogicalResourceId": "EncryptedS3Bucket",

"PhysicalResourceId": "encryptedbucket-us-west-2-123456789012",

"ResourceType": "AWS::S3::Bucket",

"Timestamp": "2021-08-04T23:23:20.973000+00:00",

"ResourceStatus": "CREATE_COMPLETE",

"ResourceProperties": "{\"BucketName\":\"encryptedbucket-us-
west-2-123456789012\",\"BucketEncryption\": {\"ServerSideEncryptionConfiguration\":
[{\"BucketKeyEnabled\":\"true\",\"ServerSideEncryptionByDefault\":{\"SSEAlgorithm
\":\"aws:kms\",\"KMSMasterKeyID\" :\"ENCRYPTION_KEY_ARN\"3}}13}}",

"ClientRequestToken": "Console-CreateStack-39df35ac-ca00-
b7f6-5661-4e917478d075"

},
{

"StackId": "arn:aws:cloudformation:us-west-2:123456789012:stack/my-
encrypted-bucket-stack/82a97150-f57a-11eb-8eb2-06a6bdcc7779",

"EventId": "EncryptedS3Bucket-
CREATE_IN_PROGRESS-2021-08-04T23:22:59.410Z",

"StackName": "my-encrypted-bucket-stack",

"LogicalResourceId": "EncryptedS3Bucket",

"PhysicalResourceId": "encryptedbucket-us-west-2-123456789012",

"ResourceType": "AWS::S3::Bucket",

"Timestamp": "2021-08-04T23:22:59.410000+00:00",

"ResourceStatus": "CREATE_IN_PROGRESS",

"ResourceStatusReason": "Resource creation Initiated",

"ResourceProperties": "{\"BucketName\":\"encryptedbucket-us-
west-2-123456789012\",\"BucketEncryption\":{\"ServerSideEncryptionConfiguration\":
[{\"BucketKeyEnabled\":\"true\",\"ServerSideEncryptionByDefault\":{\"SSEAlgorithm
\":\"aws:kms\",\"KMSMasterKeyID\" :\"ENCRYPTION_KEY_ARN\"3}}13}}",
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"ClientRequestToken": "Console-CreateStack-39df35ac-ca00-
b7f6-5661-4e917478d075"
},
{
"StackId": "arn:aws:cloudformation:us-west-2:123456789012:stack/my-
encrypted-bucket-stack/82a97150-f57a-11eb-8eb2-06a6bdcc7779",
"EventId": "EncryptedS3Bucket-6516081f-clf2-4bfe-a0f0-cefa28679994",
"StackName": "my-encrypted-bucket-stack",
"LogicalResourceId": "EncryptedS3Bucket",
"PhysicalResourceId": "",
"ResourceType": "AWS::S3::Bucket",
"Timestamp": "2021-08-04T23:22:58.349000+00:00",
"ResourceStatus": "CREATE_IN_PROGRESS",
"ResourceStatusReason": "Hook invocations complete. Resource creation
initiated",
"ClientRequestToken": "Console-CreateStack-39df35ac-ca0-
b7f6-5661-4e917478d075"

iy

# 8 : CloudFormation ERXIIE IR, Hook BV BIEEERFEAWS: :S3: :BucketEREMEERZ
B2 S A RESwm N,

W 2 :
HRT AR R

1. BREIETE S3MFFRMNEZA, M aes256-bucket.yml,

AWSTemplateFormatVersion: 2010-09-09

Description: |
This CloudFormation template provisions an encrypted S3 Bucket
Resources:
EncryptedS3Bucket:
Type: AWS::S3::Bucket
Properties:
BucketName: !Sub encryptedbucket-${AWS::Region}-${AWS: :AccountId}
BucketEncryption:

ServerSideEncryptionConfiguration:
- ServerSideEncryptionByDefault:

BIE 2 B 145



CloudFormation Hooks & 5R

SSEAlgorithm: AES256
BucketKeyEnabled: true
Outputs:
EncryptedBucketName:
Value: !Ref EncryptedS3Bucket

2. BB K WE FEEEWER AWS CLlI,, ETIEHF | #HEBEBIEES , my-hook-
stackWiGEIARZBIEES aes256-bucket.yml,

$ aws cloudformation create-stack \
--stack-name my-hook-stack \
--template-body file://aes256-bucket.yml

3. (ER) EREEHEAERRGHEER. £ TG , EEHBEME my-hook-stacke

$ aws cloudformation describe-stack-events \
--stack-name my-hook-stack

5/ describe-stack-eventsEREREEFERIFEEFITHREBN I AN, UTR oS HEHH
H

"StackEvents": [

"StackId": "arn:aws:cloudformation:us-west-2:123456789012:stack/my-
hook-stack/2c693970-f57e-11eb-a@fb-061a2a83f0b9",

"EventId": "S3Bucket-CREATE_FAILED-2021-08-04T23:47:03.305Z2",

"StackName": "my-hook-stack",

"LogicalResourceId": "S3Bucket",

"PhysicalResourceId": "",

"ResourceType": "AWS::S3::Bucket",

"Timestamp": "2021-08-04T23:47:03.305000+00:00",

"ResourceStatus": "CREATE_FAILED",

"ResourceStatusReason": "The following hook(s) failed:
[MyCompany: :Testing: :MyTestHook]",
"ResourceProperties": "{}",

"ClientRequestToken": "Console-CreateStack-abe7lac2-ade4-
a762-0499-8d34d91d6a92"

Iy
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}

R Hook FAFEHEBHARELY  YEILEFRMHE, AN SIHEETEBNRRERLE 6 HE
B, LR aws kmsh , EEA B IERIHREAES256,

/8 CloudFormation &4~&5E ) BB 3%

1. FEBVMBYRBBANRE K FENGELX , BENEREAMERN S3 @R, LaEsER
g7 kms-bucket-and-queue.yml,

AWSTemplateFormatVersion: 2010-09-09

Description: |
This CloudFormation template provisions an encrypted S3 Bucket
Resources:
EncryptedS3Bucket:
Type: AWS::S3::Bucket
Properties:
BucketName: !Sub encryptedbucket-${AWS::Region}-${AWS: :AccountId}
BucketEncryption:

ServerSideEncryptionConfiguration:
- ServerSideEncryptionByDefault:
SSEAlgorithm: 'aws:kms'
KMSMasterKeyID: !Ref EncryptionKey
BucketKeyEnabled: true
EncryptedQueue:
Type: AWS::SQS: :Queue
Properties:
QueueName: !Sub encryptedqueue-${AWS: :Region}-${AWS: :AccountId}
KmsMasterKeyId: !Ref EncryptionKey
EncryptionKey:
Type: AWS::KMS: :Key
DeletionPolicy: Retain
Properties:
Description: KMS key used to encrypt the resource type artifacts
EnableKeyRotation: true
KeyPolicy:
Version: 2012-10-17
Statement:
- Sid: Enable full access for owning account
Effect: Allow
Principal:
AWS: !Ref AWS::AccountId

R AE e
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Action: 'kms:*'
Resource: '*'
Outputs:
EncryptedBucketName:
Value: !Ref EncryptedS3Bucket
EncryptedQueueName:
Value: !Ref EncryptedQueue

(® Note
T KB ERUE %,

2. BUMBWIEELNER, ZLHEHHR , #HBEHEA my-encrypted-bucket-stack,

$ aws cloudformation create-stack \
--stack-name my-encrypted-bucket-stack \
--template-body file://kms-bucket-and-queue.yml

3. (ER) EREEHEABERBGEHERER.

$ aws cloudformation describe-stack-events \
--stack-name my-encrypted-bucket-stack

A describe-stack-eventsi S REIECIE, LL TR describe-stack-events s S H
&35,

"StackEvents": [

"StackId": "arn:aws:cloudformation:us-west-2:123456789012:stack/my-
encrypted-bucket-stack/82a97150-f57a-11eb-8eb2-06a6bdcc7779",

"EventId": "EncryptedS3Bucket-
CREATE_COMPLETE-2021-08-04T23:23:20.973Z2",

"StackName": "my-encrypted-bucket-stack",

"LogicalResourceId": "EncryptedS3Bucket",

"PhysicalResourceId": "encryptedbucket-us-west-2-123456789012",

"ResourceType": "AWS::S3::Bucket",

"Timestamp": "2021-08-04T23:23:20.973000+00:00",

"ResourceStatus": "CREATE_COMPLETE",
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"ResourceProperties": "{\"BucketName\":\"encryptedbucket-us-
west-2-123456789012\",\"BucketEncryption\":{\"ServerSideEncryptionConfiguration\":
[{\"BucketKeyEnabled\":\"true\",\"ServerSideEncryptionByDefault\":{\"SSEAlgorithm
\":\"aws:kms\",\"KMSMasterKeyID\" :\"ENCRYPTION_KEY_ARN\"3}}13}}",

"ClientRequestToken": "Console-CreateStack-39df35ac-ca00-
b7f6-5661-4e917478d075"

},
{

"StackId": "arn:aws:cloudformation:us-west-2:123456789012:stack/my-
encrypted-bucket-stack/82a97150-f57a-11eb-8eb2-06a6bdcc7779",

"EventId": "EncryptedS3Bucket-
CREATE_IN_PROGRESS-2021-08-04T23:22:59.410Z2",

"StackName": "my-encrypted-bucket-stack",

"LogicalResourceId": "EncryptedS3Bucket",

"PhysicalResourceId": "encryptedbucket-us-west-2-123456789012",

"ResourceType": "AWS::S3::Bucket",

"Timestamp": "2021-08-04T23:22:59.410000+00:00",

"ResourceStatus": "CREATE_IN_PROGRESS",

"ResourceStatusReason": "Resource creation Initiated",

"ResourceProperties": "{\"BucketName\":\"encryptedbucket-us-
west-2-123456789012\",\"BucketEncryption\":{\"ServerSideEncryptionConfiguration\":
[{\"BucketKeyEnabled\":\"true\",\"ServerSideEncryptionByDefault\":{\"SSEAlgorithm
\":\"aws:kms\",\"KMSMasterKeyID\" :\"ENCRYPTION_KEY_ARN\"3}}13}}",

"ClientRequestToken": "Console-CreateStack-39df35ac-ca0-
b7f6-5661-4e917478d075"

I
{

"StackId": "arn:aws:cloudformation:us-west-2:123456789012:stack/my-
encrypted-bucket-stack/82a97150-f57a-11eb-8eb2-06a6bdcc7779",

"EventId": "EncryptedS3Bucket-6516081f-clf2-4bfe-a0f0-cefa28679994",

"StackName": "my-encrypted-bucket-stack",

"LogicalResourceId": "EncryptedS3Bucket",

"PhysicalResourceId": "",

"ResourceType": "AWS::S3::Bucket",

"Timestamp": "2021-08-04T23:22:58.349000+00:00",

"ResourceStatus": "CREATE_IN_PROGRESS",

"ResourceStatusReason": "Hook invocations complete. Resource creation
initiated",

"ClientRequestToken": "Console-CreateStack-39df35ac-ca00-
b7f6-5661-4e917478d075"

}I

BIE 2 B 149



CloudFormation Hooks & 5R

}

# 2 : CloudFormation ERXZHEIM B, Hook HIEBEERFEAWS: :S3: :BucketBREMEERZ
B2 E AR 2w 25

R =HEALE
BEH BT A% A5 CloudFormation 2 &4 P IR B MEET,

EETEHHITAY , 55518 CloudFormation CLI submiti2EHG RV {E5TI23TE CloudFormation % %
B

$ cfn submit

EEERFPIEE Hook MTERRIRAS |, 55 M set-type-default-versiontn S X is EEH, FHZBHAR
7K IDo

$ aws cloudformation set-type-default-version \
--type HOOK \
--type-name MyCompany::Testing::MyTestHook \
--version-id 00000003

EEHNEBAMRAENENR , BEA list-type-versions,

$ aws cloudformation list-type-versions \
--type HOOK \
--type-name "MyCompany::Testing: :MyTestHook"

& CloudFormation Z & 1{EBUEST M B 5T H &

BUEEEM BT A 2% ER e E R TIEMRAIESE A CloudFormation Z#DEPRECATEDREHHY | &
SHERERATEATBR, —BEAR , BFTAHMEEE CloudFormation #/EHR A,

® Note

BUHEMABza , BXAEERBUE M EREENFTE L ERPIRE, MEFHMEER ,
i&2@DeregisterType.
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EEHCHRIMAE | FB5EH deregister-type R {EI 18 E R 2 B ARN,

$ aws cloudformation deregister-type \
--arn HOOK_TYPE_ARN

B TEELHH,
R AFAELBER

EEMEBRNEE=ZFAY  FEENAOYERALEEMHERE, RE  ELELRREHEMREENERE
AWS [E15 & :

1. ¥ CloudFormation & #&E S MM AFAB L,
2. AIREHN AL  UEKRESZETE CloudFormation Z#EE D BHENMELEER,
3. I A B R M ZE CloudFormation 28248,

(@ Note
RiEEREDRMEMABETIECH , BLALTMAREAPNRTERME, &
ERREZEEREPHUTIIRE , 552/ ( CloudFormation CLI ERA E5m) FHEHR
StackSets 7 2 1 [& i 7 5% f i 5T 2h BB

BT Hook 2 , BRI LUE © 3 # % CloudFormation B EMABE=F LNELEMH , FE—K
CloudFormation FF & ABRFERT.

NEE=ZF LB HEEIRM CloudFormation EEEMEZE T BHRE AWS ERNEE, WELE
e NEHEE CloudFormation AWS R E T2 2R AMEE.

BT B EEN QBT HATE CloudFormation FRAEERMEM AWS BiE 1 B R, A&, FH
ER U EHEHRFARALWIETISE , WEEHEAXRPFER, WEFHMEN , 552 ECloudFormation
(fEAEIER)Y MY CloudFormation B8 EFERE=H L EIE R I8,

AR BTAR UM AFEER

EERMOEMN BTN  EL4AEBRAHRERNEANEAER, UTESBTAMBMAE =1L
HIEE 2 BIFT R ERBE,

BEEEEXNEEHSKBMIAE. —XAM SUCCESS , — XA FAILED,

ET AT T
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« ¥IRSUCCESSEIFERA

« AREELZEA SUCCESS,

- FEEEERE,

- MRIEE , AFEEERERD,
« WRFAILEDE FERHS

« IRRELEA FAILED,

- HEEEEERE.

- REBABELDE,

- WMRIEE , BFEEEREROD,
- ¥PAIN_PROGRESSIE FEZRHI

- FEEERERE,

« Result WMNUAFBEREDERE,

EEARSHOAZENEAER

RIFETERR , SEHEE Hook HBIERPEZWERAFIELEMNE ABM CloudFormation RE11TE 4938
Mo TIB , KZEABHMNEH K RNUEBELERIUSBEEAENAEEENBMABMEEE T HBHENER,
EEMRIERE B LEE $ITHEE#BIE CloudFormation B Y& A o

CloudFormation R {MES R , AIREEEMAER , LEEHTENRUEREA

£/ overrides BREMREAFN , TIEERSEBMENB AEHR CloudFormation , LUETE
preCreate, preUpdateX preDeletei2{ERIREARFER,

- MAER

EUTERT , BEATUERZEinputiERREESHOAFRBAESR
- BREIFTEREY. EFNRBRREREETANBAESR , SURENERER.
- BREEEZETRNBAERSE.

ERERSEREERAER

LLTREFH overrides %X/ Amazon S3 Hook #i A & Bl & i,
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"CREATE_PRE_PROVISION": {
"AWS::S3::Bucket": {
"resourceProperties": {

"/BucketName": "encryptedbucket-us-west-2-contractor",
"/BucketEncryption/ServerSideEncryptionConfiguration":
{

"BucketKeyEnabled": true,

"ServerSideEncryptionByDefault": {
"KMSMasterKeyID": "KMS-KEY-ARN",
"SSEAlgorithm": "aws:kms"

},
"AWS: :SQS: :Queue": {
"resourceProperties": {
"/QueueName": "MyQueueContract",
"/KmsMasterKeyId": "hellocontract"

1,
"UPDATE_PRE_PROVISION": {
"AWS::S3::Bucket": {
"resourceProperties": {

"/BucketName": "encryptedbucket-us-west-2-contractor",
"/BucketEncryption/ServerSideEncryptionConfiguration":
{

"BucketKeyEnabled": true,

"ServerSideEncryptionByDefault": {
"KMSMasterKeyID": "KMS-KEY-ARN",
"SSEAlgorithm": "aws:kms"

}
}
]
I
"previousResourceProperties": {
"/BucketName": "encryptedbucket-us-west-2-contractor",
"/BucketEncryption/ServerSideEncryptionConfiguration":
{

"BucketKeyEnabled": true,
"ServerSideEncryptionByDefault": {

L

L

L

R
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"KMSMasterKeyID": "KMS-KEY-ARN",
"SSEAlgorithm": "aws:kms"

iy
"INVALID_UPDATE_PRE_PROVISION": {
"AWS: :S3: :Bucket": {
"resourceProperties": {

"/BucketName": "encryptedbucket-us-west-2-contractor",
"/BucketEncryption/ServerSideEncryptionConfiguration":
{

"BucketKeyEnabled": true,

"ServerSideEncryptionByDefault": {
"KMSMasterKeyID": "KMS-KEY-ARN",
"SSEAlgorithm": "AES256"

I
"previousResourceProperties": {
"/BucketName": "encryptedbucket-us-west-2-contractor",
"/BucketEncryption/ServerSideEncryptionConfiguration":
{
"BucketKeyEnabled": true,
"ServerSideEncryptionByDefault": {
"KMSMasterKeyID": "KMS-KEY-ARN",
"SSEAlgorithm": "aws:kms"

iy
"INVALID": {

"AWS: :SQS: :Queue": {
"resourceProperties": {
"/QueueName": "MyQueueContract",
"/KmsMasterKeyId": "KMS-KEY-ARN"

L

L

R
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}

ERBAEREERAER

FA input BRRIEEFEEEME@ AER CloudFormation , St £/ : preCreate@
A. preUpdateBI AMEMMNE A, SEERNERBEEEINERFPEE. SETUASHAIRE
EBEZHEEAER,

ZEIEE CloudFormation ZEESHAIEAEAN inputiER | BH inputs ERKHIEZE Hooks H
RWIRE 8%, ARMEBLN@MAER,

EANTHEEMNEEERTSNBAEREE  HEdn BEY

« inputs_n_pre_create.json : FRAEREREEpreCreate REERAREEAREBELE RN A,
- inputs_n_pre_update.json : FAERELE preUpdate REERARIEEARENERNE A,
« inputs_n_pre_delete.json : FAEREE preDelete REE R RIZE AR MBRE RV E A
« inputs_n_invalid.json : AREEENME A TR,

EERGNAGEEEZEHBAER  BSEEREBPEREY , UG AERE, i, BHE
— R A REZTE A inputs_1_pre_create.json, inputs_1_pre_update.json#
inputs_1_pre_invalid.json. W T —EESEWEA inputs_2_pre_create.json,
inputs_2_pre_update.json#l inputs_2_pre_invalid.json , SAt¥EH#,

BREWAERHE JSON ER , REBEARNAIENERBM,
LT R inputs ER#@ AER Amazon S3 I8 8 A E R A EFI B 8%,
inputs_1_pre_create.json

AR Rinputs_1_pre_create.json& B EHI,

"AWS: :S3::Bucket": {
"resourceProperties": {
"AccessControl": "BucketOwnerFullControl",
"AnalyticsConfigurations": [],
"BucketEncryption": {
"ServerSideEncryptionConfiguration": [

{
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"BucketKeyEnabled": true,

"ServerSideEncryptionByDefault": {
"KMSMasterKeyID": "KMS-KEY-ARN",
"SSEAlgorithm": "aws:kms"

iy

"BucketName": "encryptedbucket-us-west-2"

},
"AWS: :SQS: :Queue": {
"resourceProperties": {
"QueueName": "MyQueue",
"KmsMasterKeyId": "KMS-KEY-ARN"

inputs_1_pre_update.json

LR Rinputs_1_pre_update.json& A5,

"AWS: :S3::Bucket": {
"resourceProperties": {
"BucketEncryption": {
"ServerSideEncryptionConfiguration": [

{
"BucketKeyEnabled": true,
"ServerSideEncryptionByDefault": {
"KMSMasterKeyID": "KMS-KEY-ARN",
"SSEAlgorithm": "aws:kms"
}
}
]
},
"BucketName": "encryptedbucket-us-west-2"

},
"previousResourceProperties": {
"BucketEncryption": {
"ServerSideEncryptionConfiguration": [

{
"BucketKeyEnabled": true,

R
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"ServerSideEncryptionByDefault": {
"KMSMasterKeyID": "KMS-KEY-ARN",
"SSEAlgorithm": "aws:kms"

}I

"BucketName": "encryptedbucket-us-west-2"

inputs_1_invalid.json

AT Rinputs_1_invalid. json&#BIEA&Hl,

"AWS: :S3::Bucket": {
"resourceProperties": {

"AccessControl": "BucketOwnerFullControl",
"AnalyticsConfigurations": [],
"BucketEncryption": {

"ServerSideEncryptionConfiguration": [

{
"ServerSideEncryptionByDefault": {
"SSEAlgorithm": "AES256"

iy

"BucketName": "encryptedbucket-us-west-2"

},
"AWS: :SQS: :Queue": {
"resourceProperties": {
"NotValid": "The property of this resource is not valid."

inputs_1_invalid_pre_update.json

AR Rinputs_1_invalid_pre_update.json&# R A& A,
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{
"AWS: :S3::Bucket": {
"resourceProperties": {
"BucketEncryption": {
"ServerSideEncryptionConfiguration": [
{
"BucketKeyEnabled": true,
"ServerSideEncryptionByDefault": {
"KMSMasterKeyID": "KMS-KEY-ARN",
"SSEAlgorithm": "AES256"
}
}
]
1,
"BucketName": "encryptedbucket-us-west-2"
1,
"previousResourceProperties": {
"BucketEncryption": {
"ServerSideEncryptionConfiguration": [
{
"BucketKeyEnabled": true,
"ServerSideEncryptionByDefault": {
"KMSMasterKeyID": "KMS-KEY-ARN",
"SSEAlgorithm": "aws:kms"
}
}
]
1,
"BucketName": "encryptedbucket-us-west-2"
}
}
}

MEFHMEA , F2E < CloudFormation CLI fEAE1Em) P RMIERIIEUAELATEM.

CloudFormation QB E B R IRE E2E

ZEERBA 48 A R B 2% CloudFormation Hooks M #E #1HIREE %,

AETEH JSON HERERNABREEEXNRTNAERAE, BEUBTAENE—SREEIERS
. HEMREBMNEEERER, E446H CloudFormation CLI initds S #¥]%8{t B 5T Hook B
B, 8AKEYT Hook EBHAER, FRANERBEIAERMACEZEITARTEMRMNEBZENES,
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R ERGES
TR BHR R S B S,

{

"typeName": "string",

"sourceUrl": "string",

"documentationUrl": "string"

"definitions": {

"definitionName": {

},
"typeConfiguration": {

"properties": {

"propertyName": {
"description": "string",
"type": "string",

I
},
"required": [
"propertyName"

1,
"additionalProperties":
},

"handlers": {

"preCreate": {

"targetNames":
1,
"permissions":
]

1,

"preUpdate": {
"targetNames":
1,
"permissions":
]

1,

"preDelete": {

"targetNames":
1,

description": "string",

TERBEREE
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"permissions": [

]
}
I
"additionalProperties": false
}
typeName

ARNE—ER, AENAREE=ARsNGE=H , EBEXA

Organization::Service: :Hooko,

(® Note
THEBTEZEBRAEN , BELARENARERER
* Alexa
+ AMZN
* Amazon
« ASK
« AWS
¢ Custom

* Dev

ME 2

B Aa-zA-Z20-9]1{2,64}::[a-zA-Z0-9]{2,64}::[a-zA-Z0-9]{2,64}$

TR : 10
FBR: 196
description

CloudFormation £# & E RN A BEERHIR,

MWE 2
sourcelrl

MRANE , Hook HIFREE URL,
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RE &

EBR : 4096

documentationUrl
A AFREMEFEXHEER URL,
ME 2

B3 Ahttps\:\/\/[0-9a-zA-Z]([-.\w]l*[0-9a-zA-Z])(\:[0-9]*)*([\?/#].*)?$

LR : 4096
(® Note
HANBERELAEIETEHRERNWBMHER , BETLER documentationURL B

HAEAERAESFAEN , 2FHs. EARMNNEMFHRER.

definitions
£ definitionsE#RIZHE AR Hook BHEEHEIR,

REBBRMEM definitionsERRESRBBHATE , TARGMEREBHRPHN S @I
K&, BALER JSON EREAMBEERERTHEENESEZR TR,

PBE B
typeConfiguration

Hook #RE&E B E =&,

BE 2
properties

ARNBE. AMNFEBEBLEAEEBRERPRT, BOMGERELIEERAMER BB

B,

(@ Note

TATERBMY, Rz , FE definitionsTEPESTMAERBMY  HFEHASrefigE
EMENEER2ECH,

EREEEE =
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BRI XETSIEMY :
« default - BMEFERE.
« description - BHH#EIR,
- pattern - FARERFE®R AK regex =,
- type- BENESEZEA,

additionalProperties

additionalProperties A EREA false, AHMMNFTEBHESLBEUEBERRT : TR
EEB A,

PBE 2

BWE : false

handlers

REEAEETRBEBELRTERNIMNIRE , SINAFUAE. F10, preUpdateTRERE
APABEEERNEMREZN  SUAREE N,

BWE : preCreate | preUpdate | preDelete

® Note
HEARREEAEEEL —EE.

/A Important

B RN HBREUpdateCleanupFEMUA A, Fil , EUTHERGS , Tay
Fd Hook MipreDelete BEE :

. BRERBATBYR —EEREER.
. BMBEEEREHFERNER,

targetNames

Hook BEEZMERZBFHMES|, Hlin , 1R preCreate BEERHE AWS: :S3: :Bucket B1E |, Al
Hook & 7£ 78 £ MRS ER#11T Amazon S3 & TFETHE,

 TargetName
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ABEEFNEEEAEEEL —EEREH.

] : AMa-zA-20-9]{2,64}::[a-zA-20-9]1{2,64}::[a-zA-Z20-9]1{2,643}%

TR :1
PBE B
/A Warning

SSM SecureString Hl Secrets Manager B)#88&E £ &S Hooks Z BI & &4,

permissions
FEET  EEUAREEXMEN AWS FF 1,
BE 2

additionalProperties

additionalProperties A HERES false, ABMFTEBMHEALBUEBERERT : TR
EE®B A,

ME 2

BME : false

4 RS R R £6
&l 1
Java Ml Python EEFEAUATERBEHS. AT2EH NWARNWEFEEBmycompany-testing-

mytesthook. json.

"typeName":"MyCompany: :Testing: :MyTestHook",
"description":"Verifies S3 bucket and SQS queues properties before create and
update",
"sourceUrl":"https://mycorp.com/my-repo.git",
"documentationUrl":"https://mycorp.com/documentation",
"typeConfiguration":{
"properties":{

BREREEE 163



CloudFormation

Hooks & 5R

"minBuckets":{

"description":"Minimum number of compliant buckets",

"type":"string"
},

"minQueues": {

"description":"Minimum number of compliant queues",

"type":"string"
},

"encryptionAlgorithm": {
"description":"Encryption algorithm for SSE",

"default":"AES256",
"type":"string",

"pattern": "[a-zA-Z]*[1-9]"

}
},
"required":[
1,
"additionalProperties":false
1,
"handlers":{

"preCreate": {
"targetNames":[
"AWS: :S3::Bucket",
"AWS: :SQS: :Queue"
1,

"permissions": [

I
"preUpdate":{
"targetNames": [
"AWS::S3: :Bucket",
"AWS: :SQS: :Queue"
1,

"permissions": [

},
"preDelete": {
"targetNames":[
"AWS::S3::Bucket",
"AWS: :SQS: :Queue"
1,

TERBEREE
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"permissions": [
"s3:ListBucket",
"s3:ListAl1MyBuckets",
"s3:GetEncryptionConfiguration",
"sgs:ListQueues",
"sqs:GetQueueAttributes"”,
"sqgs:GetQueueUrl"

iy

"additionalProperties":false

g5l 2

T EHIRAFEA STACKH CHANGE_SET Wi targetNames , LU BEHANEBERREAR

"typeName":"MyCompany: :Testing: :MyTestHook",
"description":"Verifies Stack and Change Set properties before create and update",
"sourceUrl":"https://mycorp.com/my-repo.git",
"documentationUrl":"https://mycorp.com/documentation",
"typeConfiguration":{
"properties":{
"minBuckets":{
"description":"Minimum number of compliant buckets",
"type":"string"
},
"minQueues":{
"description":"Minimum number of compliant queues",
"type":"string"
},
"encryptionAlgorithm":{
"description":"Encryption algorithm for SSE",
"default":"AES256",
"type":"string",
"pattern": "[a-zA-Z]*[1-9]"

}
1,
"required":[
15

"additionalProperties":false

TERBEREE
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},
"handlers":{
"preCreate":{
"targetNames": [
"STACK",
"CHANGE_SET"
1,
"permissions": [
]
I
"preUpdate":{
"targetNames": [
"STACK"
1,
"permissions": [
]
},
"preDelete": {
"targetNames":[
"STACK"
1,
"permissions": [
]
}
I

"additionalProperties":false

TERBEREE
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ZAFRA CloudFormation 2 2

AETERAMAEABEFRAQE  ERHLEEESNIRFHFEMEATRE, EEFTEETZAN
TENBERATHERER , FRAMEREN.

ERFRERNBAAR (£28)

ERFHIERAAE
1. BAAWS EEX#EA WHBA https : //https://console.aws.amazon.com/cloudformation #

o o b~ w0 DN

CloudFormation £# &,

EEMEBKNEES L | #IE AWS Bif APEN .
REEERP , BEQR,

BELEZFANIHETE,
EARFHEAEENIHREBAMN , BEERREA.
HIRERRERE | FEEEREN,

EXNMALBEFERNAR

1.

o o b~ w0 DN

EAAWS BB XA WHEBULR https : //https://console.aws.amazon.com/cloudformation #J
CloudFormation £ A&,

HEEERNEED| L | #EFE AWS EE GRAAEN -
REEERTD  BEYR,

BECERANIMER,
EARFAETEANIMBBEAMA | ZERARE.
HERBETE  FRERAAN,
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EWRFHPERMBA IR (AWS CLI)

/A Important

EFRNMBAAREN AWS CLI n RS EBE A HMMBEERIRNKS --configurationBEHIEEN
B, BEREENEE K LXETERTELGTRHERENMEREGRE. EERGEEIN
fRREE R | A describe-typedni o

FRAI%

# T Flset-type-configuration®n ¥ , ¥ A% FEEHookInvocationStatusA DISABLEDLAE A A%,
BEZNERRALNISER.

aws cloudformation set-type-configuration \
--configuration "{"CloudFormationConfiguration":{"HookConfiguration":
{"HookInvocationStatus": "DISABLED", "FailureMode": "FAIL",
"TargetOperations": ["STACK", "RESOURCE","CHANGE_SET"], "Properties":{}}}}" \
--type-arn "arn:aws:cloudformation:us-west-2:123456789012:type/hook/MyTestHook" \
--region us-west-2

EXNRBALEERN AR

£ A T Flset-type-configuration®s %5 , A& #EEHookInvocationStatus# ENABLEDAEH A A
. BHEBVERRARENREE.

aws cloudformation set-type-configuration \
--configuration "{"CloudFormationConfiguration":{"HookConfiguration":
{"HookInvocationStatus": "ENABLED", "FailureMode": "FAIL",
"TargetOperations": ["STACK", "RESOURCE","CHANGE_SET"], "Properties":{}}}}" \
--type-arn "arn:aws:cloudformation:us-west-2:123456789012:type/hook/MyTestHook" \
--region us-west-2

WEFMES , F2RAMECEREREEZSE,
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248 CloudFormation A ZEI SRR

AR EEFREA {4243 CloudFormation AMMAAFE R, R ARG R IHENE T ## Hooks M4
BHER |, WHRR Hooks B 3% &R (5 A1 R M AT R =B

ERNETEBE ( B2 AWS Control Tower £E)#2 %I, Guard #R A= Lambda HE ) EERNE
B HERMTRE , MRS ENHITEE.

EEREPREHAAER

BANEB=BAAETEATREAAER ZBHARERE. EBERNIMNFRELLHE , R
B HE B 4% TE R R (R BB =

WEFMBARNER

AABEREREHAIRES 900 RAGIRFMEZFFIE Hook AR TERR.

BREMEDHNER

1. BEANAWS EEIi#EH |, W https : //https://console.aws.amazon.com/cloudformation BARX
CloudFormation £# &,

2. EEEERNEES L  BEEZERFEIRNUAN AWS B

3. REHEERT K EEUARE.

4, HWEEHESETBZX 0 RNWMEANARBE , 28

« @A ID
+ Target
- X (Warn = Fail)
- &% (Warning, Pass, Failed. In progress)
- FAKE
- BRAS
5. BULERERRRRNESIIREREE , USKREENHA.
6. ERRENHER , UREBABRNESHEFMER , S/ARNARAANEHERES.
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A58 B 2) RV 7R F R SR R 8%

&t ] LUZEIR 8 Bl 2 BaEE A B L SR sk R iR A A S R

BEBEIRNIRAR

1. BAAWS EEE#A |, W https : //https://console.aws.amazon.com/cloudformation BiRK
CloudFormation £ &,

2. EEEERHEES L BECEREILUALN AWS B .

3. WEEEKT  BEIH.

4. EECERRARAANIL

5. ERKENAA  URRBALRNESFNHEET  SFARNARHANBHIE.
BEBEBISERRABNER

B ER RS EERBISEHERNARER.
BB EHRN DRI

1. BAAWS EEF#EA W https : //https://console.aws.amazon.com/cloudformation BiEX
CloudFormation £ &,

HERERNEES E BIEERRERLEN AWS EH .
REBSHBEZHES,

BHUEEMRAMBEANESR,

BEHEBENHREIER.

HEEHBES , SPRERRMP RN IMFHEMF.

EERARENANARFRER  FREVNFAAN  AREENLERNXZUERERES
AHAMEFANRERE.

N o o bk~ W Db

® Note

HEZRETERERNERNN K FEEERALANERE RURMRFRERN K REEEN
RE , RBIBEFRE.
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£/ mRF AR AWS CLI

A list-hook-resultsTi S REMEBELIRFAANER. koS ZETHIERRE .

- NEAMEAMBRABR (TEESH)

- kA% ARN 5 ( £ --type-arn)

« kA2 ARN FIARREEFE ( A --type-arnfl --status)
- BEBEBE (£ --target-typefl --target-id)

K2 %5 ARN ERERR

Tl TeEshSEAMNMEARNARER.

aws cloudformation list-hook-results \

--type-arn arn:aws:cloudformation:us-west-2:123456789012:type/hook/My0rg-Security-
ComplianceHook \

--region us-west-2

B g

"HookResults": [
{
"TypeArn": "arn:aws:cloudformation:us-west-2:123456789012:type/hook/My0rg-
Security-ComplianceHook",
"HookResultId": "59ef501c-0ac4-47c0-al93-e@71cabf748d",
"TypeName": "MyOrg::Security::ComplianceHook",
"TypeVersionId": "00000001",
"HookExecutionTarget": "arn:aws:cloudformation:us-west-2:123456789012:stack/my-
stack/39f29d10-73ed-11f@-abcl-0affdfe4aebb",
"InvokedAt": "2025-08-08T00:18:39.651Z",
"FailureMode": "WARN",
"HookStatusReason": "...",
"InvocationPoint": "PRE_PROVISION",
"Status": "HOOK_COMPLETE_FAILED"
},
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WNEEE FEH I RYERER |, 552 E AWS CloudFormation API 22 iy HookResultSummary.

KRR ARN HREERE R R
EEMHEGRRZBNERNRE , FE 9 5PEE --statusiBH, ARHNENT :

HOOK_IN_PROGRESS : Hook B BIIEFE#{T.
HOOK_COMPLETE_SUCCEEDED : WE 2RI MK
HOOK_COMPLETE_FAILED : AZ B MR {EEE XK,
HOOK_FAILED : Hook ZE#1THAREZIFEER,

aws cloudformation list-hook-results \

--type-arn arn:aws:cloudformation:us-west-2:123456789012:type/hook/My0rg-Security-
ComplianceHook \

--status HOOK_COMPLETE_FAILED \

--region us-west-2

B HH A -

"HookResults": [
{

"TypeArn": "arn:aws:cloudformation:us-west-2:123456789012:type/hook/My0Org-
Security-ComplianceHook",

"HookResultId": "59ef501lc-Qac4-47c0-al93-e@71cabf748d",

"TypeName": "MyOrg::Security::ComplianceHook",

"TypeVersionId": "00000001",

"HookExecutionTarget": "arn:aws:cloudformation:us-west-2:123456789012:stack/my-
stack/39f29d10-73ed-11f@-abcl-0affdfesaebb",

"InvokedAt": "2025-08-08T00:18:39.6517",

"FailureMode": "WARN",

"HookStatusReason": "...",

"InvocationPoint": "PRE_PROVISION",

"Status": "HOOK_COMPLETE_FAILED"

iy

MEEFEHBARREE , 552/ AWS CloudFormation API 22 iy HookResultSummary.

BIRFARZR (AWS CLI)
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KEFRERMBER D ShRER

THHSE5 H4EE Cloud Control API SR FTE QBT AR,

aws cloudformation list-hook-results \
--target-type CLOUD_CONTROL \
--target-id d417b05b-9eff-46ef-b164-08c76aecl801 \
--region us-west-2

B HEf

"HookResults": [

{

"TargetType": "CLOUD_CONTROL",
"TargetId": "d417b@5b-9eff-46ef-bl64-08c76aecl801",
"HookResults": [

{

"TypeArn": "arn:aws:cloudformation:us-west-2:123456789012:type/hook/My0rg-

Security-ComplianceHook",

}I

"HookResultId": "4e7f4766-d8fe-44e5-8587-5b327al48abe",
"TypeName": "MyOrg::Security::ComplianceHook",
"TypeVersionId": "00000001",

"FailureMode": "WARN",

"HookStatusReason": "...",

"InvocationPoint": "PRE_PROVISION",

"Status": "HOOK_COMPLETE_FAILED"

WNZEE FEH A RYERER |, 552 F AWS CloudFormation API 22 F#y HookResultSummary.

WSS ERANFEGR

£/ get-hook-result@d HREEF EARFANFMET , SFRSRAREZRRNEMIEENER,

aws cloudformation get-hook-result \
--hook-result-id 59ef501c-0ac4-47c0-a193-e@71cabf748d \

BIRFARZR (AWS CLI)
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--region us-west-2

W)

"HookResultId": "59ef501c-0ac4-47c0-al93-e@71cabf748d",

"InvocationPoint": "PRE_PROVISION",

"FailureMode": "WARN",

"TypeName": "MyOrg::Security::ComplianceHook",

"TypeVersionId": "00000001",

"TypeArn": "arn:aws:cloudformation:us-west-2:123456789012:type/hook/My0Org-Security-
ComplianceHook",

"Status": "HOOK_COMPLETE_FAILED",

"HookStatusReason": "Hook completed with failed validations",
"InvokedAt": "2025-08-08T00:18:39.651Z2",
"Target": {

"TargetType": "RESOURCE",
"TargetTypeName": "AWS::S3::Bucket",
"TargetId": "my-s3-bucket",
"Action": "CREATE"

1,
"Annotations": [
{
"AnnotationName": "BlockPublicAccessCheck",
"Status": "FAILED",
"StatusMessage": "Bucket does not block public access",
"RemediationMessage": "Enable block public access settings on the S3 bucket",
"Severitylevel": "HIGH"
1,
{
"AnnotationName": "BucketEncryptionCheck",
"Status": "PASSED",
"StatusMessage": "Bucket has encryption configured correctly"
}
]

WMELCEHBALAEREA | 5528 AWS CloudFormation APl 2Zd ) GetHookResult,

BIRFARZR (AWS CLI)
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NRBEREBERE LS E

AEBRARREABNERIBIATE L, £ PIUHALIHE , CloudFormation ST B A ILARE

EBER AWS 1RF.

EEE Hook T B EHENERE  FERE DA Hook
HookInvocationStatusENABLEDZ % , #S 82 EA

&

- AEEREEEREY

) B 4E RE &

CloudFormation 2] B3t & FE iR EFE R 14
CloudFormation ) B £ &R ZE R4+
ERERAFARRAMEEER

® Note

Hook #HRET[ F IR K ERE A 300 KB, iERH SetTypeConfiguration#®{E
MConfigurationidRBEHE MK FAEREIZ M.

AL TR 2 puY R

THERHER R AREEEBETRNER,

"CloudFormationConfiguration": {
"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": ["STACK"],
"FailureMode": "FAIL",
"EncryptionConfiguration": {
"KmsKeyId": "arn:aws:kms:us-east-1:123456789012:key/abc-123"

iy
"Properties": {

}

o) B R AR R
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}

HookConfiguration
AP EEHEBER. XBEXNAMBHERAREFAIRH,
AREEIETIEMN,

HookInvocationStatus
IEEA B2 ENABLED:E R DISABLED,

A %{E : ENABLED | DISABLED

TargetOperations
EEERTAORNREBE, NEFAEH , F2EHNEE

BRE : STACK | RESOURCE | CHANGE_SET | CLOUD_CONTROL
TargetStacks

A AREIMEBM, FBHookInvocationStatus A .

MRERBES ALL , B S UPDATE. CREATESX DELETE BRIEEHREERELIRE DR

PR,
MREARESR NONE , RIGH IS ERERIRF RAHEER,

BM{E : ALL | NONE

FailureMode

SEAR i & o K AR 75 204 R 32 4 R BE

« MREAERES FAIL , BAMKRHR , AIXRBEAREFILMREREEFHER,
- MRBEARES WARNE DR AY , AIBSHEEAFHERBELERESAR.

BWE : FAIL | WARN

EncryptionConfiguration

EEAMEBRERNMERE.

o) B R AR R
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KmsKeyId

ARINZR Hook ST E R MERINZR AWS KMS €881 51%. Bl ARN, €88 ID &8
ARN, WMEFMER , FSE AWS KMS XHHH Keyld,

EERAEFZE AWSKMS €EVARZH , FNFERAESAGXEER
DescribeKey# B9 AWS KMS FFfJGenerateDataKey, MEFHMEN , FSBAWS
KMS 1% ##&E CloudFormation Hooks #& SR £ 88 BUR FEF Al o

Properties

EEARATEERME, ELERNE Hooks BRER RN BTN,

AE TR ]

MER REQDHNEH AWS CLI, F2E T5IFH :

- RRAEEEHIE LB (AWS CLI)
- A Guard Hook (AWS CLI)
B Lambda @ (AWS CLI)

CloudFormation %] B3t & = i EFZ R 4

LA LS B R E B (R E T8 E CloudFormation Hooks , AR BEEEZ BN ACKIEEHER AR
E, EREZEEEHEERERANHME BANBEARNKSEHEE  EEEEH

RERAELEEFRMFNVEELN |, WRHEETLUEEAIHEH,
REMEBERGENANEEETEBU TR

{

"CloudFormationConfiguration": {
"HookConfiguration": {

"HookInvocationStatus": "ENABLED",
"TargetOperations": [

"STACK",

"RESOURCE"
1,
"FailureMode": "WARN",
"Properties": {7},

) B re 177


https://docs.aws.amazon.com/kms/latest/APIReference/API_DescribeKey.html#API_DescribeKey_RequestParameters

CloudFormation Hooks & 5R

"TargetFilters": {
"Actions": [
"CREATE",
"UPDATE",
"DELETE"

WMFEHookConfigurationFEZMNFMERN , FSH AMEEREEBERT £22E,

EEFRAHBBREHERMY , 5B THEStackFilters@#HookConfiguration,
StackFilters €5 —EM4ERE , YEEMERZAKE.

e FilteringCriteria (#4E)
« StackNames ((#F)
- StackRoles ((#F)

StackNames = StackRoles B RZAN., ER , B4 AR EELEMHPELEFP—EEM,

WREEILL Cloud Control API REABENAE , MIEZEmMAEMEBRERRMG.

FilteringCriteria
FilteringCriteria REEGHETANLESH ., TAILURER ALLEL ANY,

« ALL NRFTEEEREESELN , WA,
« ANY DREEAMFNEERSG , SUALR,

StackNames

EERAMEEPE RS EHBEBEERTERMS , FEMATSI JSON &

"StackNames": {
"Include": [
"string"

FilteringCriteria
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1,
"Exclude": [
"string"

]
}

BB AEETHHP—IR .

* Include : EGEMHBEREE., REUWFEFEENHETSURAIE,
- B|H . FHRET]
-« IHELPR : 50
- &/DEE 1
« Exclude : EHRRMHEBERBEE., BRTUHEIHNHEEB I  FIEHEHEWAAIE,
- F|H . FHRET
-« IHE LM : 50
- B/NIEE 1

Include M ExcludefE 5y S EHEBEBELAER T IREAMNKEER :

- = : Aa-zA-Z][-a-2zA-Z0-9]1*$
- RELMR: 128

StackNames XEERHBEBNTEEAFT LY, EREEFEABHAFTINES  F26H £AE
AFrHEBEAMEERE.

StackRoles
EEREQRBREDPE—FZHE IAM BEIEEAEHEEYSF , BEHATY JSON #Fi# :

"StackRoles": {

"Include": [
"string"

1,

"Exclude": [
"string"

]

}
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BB AEEETHHP—IR .

* Include : EREL A EMHEBEHR BEHRA IAM B2 ARNs FE, REELACHBNHERREST

SUAAE,

- A FEMES

- B LBR : 50
R/NEE

* Exclude : BEHRZHERN IAM S ARNs FE., AiEHEHFUALR  EHIEEAGHRBMN

iﬁaﬁ?%o

- A FME
-« JHE LPR : 50

- &/NIEHE ;1

Include # Excludefd3FHBEKEBACXEEFRTIEXNREER !
« = :arn:.+:iam::[0-9]{12}:r0le/.+

- RELBR: 256

StackRoles ’T:E-FEIJ ARN n|:|/ I“__ﬂﬁﬁqubntF%Fﬁ

 partition
* account-id

e resource-id

B2 ARN BEERFPERCAERAFZ THNES

a'm

SR EHERFAREAMBEERHE,

Include #1 Exclude

S EEREFEM (StackNames Hl StackRoles) #ABEIncludesBEMExclude/FE, FH

StackNames A% 6| , ABRASEInclude’FEFIEENME LR, WRIAEExcludeld
BEhigE#EERE , AIRSEREEXcCludeBEFRRHEE FIAHH, WRERIEE Exclude
IncludeM , Hook 8 AIncludeFEFHABRERE , MARExclude FEFRHNAR A B K,

plan | BREREE M EMR : A, B, CH D,

« "Include": ["A","B"] EAX B LRI,

Include # Exclude
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« "Exclude": ["B"]#E A, CHMD LFAATE.

« "Include": ["A","B","C"], "Exclude": ["A","D"]#BH C LFAAA%Y,

« "Include": ["A","B","C"], "Exclude": ["A”,"B","C"] F¥E& M FEWUATE,

BERER R AREH
RER BB T LUBERE S , B CloudFormation 4 Bh7E 37 i & FE {R EFE 15 4.

gHl1: IR EHE

Ty EHEEEIncludeBE, EESBA stack-test-1, stack-test-2f WyHEE LI FH4
Pistack-test-3,

"CloudFormationConfiguration": {
"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": [
"STACK",
"RESOURCE"
1)
"FailureMode": "WARN",
"Properties": {7},
"StackFilters": {
"FilteringCriteria": "ALL",
"StackNames": {

"Include": [
"stack-test-1",
"stack-test-2",
"stack-test-3"

g6 2 : PERRYSE D

MREHBEBAAFIEEEXCludeBE |, AIFTEART R A stack-test-1, stack-test-23 W{E
B8 FIl A B stack-test-3,

i
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"CloudFormationConfiguration": {
"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": [
"STACK",
"RESOURCE"
1,
"FailureMode": "WARN",
"Properties": {7},
"StackFilters": {
"FilteringCriteria": "ALL",
"StackNames": {

"Exclude": [
"stack-test-1",
"stack-test-2",
"stack-test-3"

g6l 3 . S MEEER

WMRKRIEE Include Exclude’BE , AIREEFRHEEXxcludelBERIncludedy HEE EIUH DB,
ETHEFF , EE EIAQRstack-test-3,

"CloudFormationConfiguration": {
"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": [
"STACK",
"RESOURCE"
1,
"FailureMode": "WARN",
"Properties": {7},
"StackFilters": {
"FilteringCriteria": "ALL",
"StackNames": {
"Include": [
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"stack-test-1",
"stack-test-2",
"stack-test-3"
1,
"Exclude": [
"stack-test-1",
"stack-test-2"

g6l 4 FWEHEDEBAAGREALLKFMAG

THARBTE=EHEERBN—EEEBAR, AR FilteringCriteria IBEA ALL , At R &t

HEKREFAMERE BN ERACNERUMAAR,

"CloudFormationConfiguration": {

"HookConfiguration": {

"HookInvocationStatus":
"TargetOperations": [

"STACK",
"RESOURCE"
1,

"FailureMode": "WARN",

"Properties": {7},
"StackFilters": {

"FilteringCriteria":

"StackNames": {
"Include": [
"stack-test-1",
"stack-test-2",
"stack-test-3"
]

iy
"StackRoles": {

"Include": ["arn:aws:iam::123456789012:role/hook-role"]

"ENABLED",

IIALL II’

HE B R AR ERER R I E EE 5
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}
}

g6l 5 HRHEBREBAAGEANYRY

THAHBE=FHBEBN —EHEEAER, HA FilteringCriterialg§EA ANY , FTAEHE B
EHFHEEERIEMEEACNEEUASR,

{
"CloudFormationConfiguration": {
"HookConfiguration": {

"HookInvocationStatus": "ENABLED",

"TargetOperations": [
"STACK",
"RESOURCE"

1,

"FailureMode": "WARN",

"Properties": {7},

"StackFilters": {
"FilteringCriteria": "ANY",
"StackNames": {

"Include": [
"stack-test-1",
"stack-test-2",
"stack-test-3"

]

.
"StackRoles": {
"Include": ["arn:aws:iam::123456789012:ro0le/hook-role"]

CloudFormation # 8 B {Z &5 2 R4

AR EERMEEE CloudFormation Hooks B EZEnERHHIIES|, EBuJLAER B EERM4 R E B M2
HENAMBARANRENER, ZULREGERYE  EEREENEREREEEINEFEMNERE
B EEMBREMES
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EREAREEPR - EEBBBIEE/ERMRMS , FFHE THETargetFilters®

#8HookConfiguration,

TargetFilters XET 5B M,
Actions

EEEHECBFNFRES, mFEHG , F26 6 1 EXBEERRT,

B3{E : CREATE | UPDATE | DELETE

® Note

%7 RESOURCE., STACKHI CLOUD_CONTROLE®E |, FrEEEB{E#EH., 4
FACHANGE_SETE{E , RE CREATEBMEE A, MEFMEN , B2RHBWEEZ,

InvocationPoints
FEHMEY  EEYHEENARE.

B 3{& : PRE_PROVISION

TargetNames
FHREY  EEEHENERARERE , H/W0 AWS: :S3: :Bucket,

EREEXEERNEEEBANZEBNERAFT LY, NFFEES K F2REAEAF ALY
MEERE.

B : AMa-zA-20-9]{2,64}::[a-zA-20-9]1{2,64}::[a-zA-Z20-9]1{2,643}%

LR : 50
Targets

My EEEAREREENBREBE.
B R3] h = {E B REME T 5Bk,

Actions

EE B R B,
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B 3E : CREATE | UPDATE | DELETE

InvocationPoints
EEBENRAAR,
EH{E : PRE_PROVISION

TargetNames

EHENEREEAE,

(® Note
LR B8 TargetsYIHFESIM Actions, TargetNamesZX InvocationPointsf#
5, MREEEFHE=(EEE M Targets , BXBETargetsPWHEFIFIEECH. NFE
g5 , 5520 &6l 2 ;. FRATargetsYWHES,

B &R R £ 51
AEREE T LLBERE S , A& CloudFormation 4 Bh2 3 B 2 EHE R4
g6l 1 EXREEERERY

EERVESNBEERBEENERB & RM , 58 TargetFilters YWHEHE Actionsfd
5, THEEZGHRFUHEAESEREEEERENE Create. Updatefl DeleteE{E LA IE
( FER1ER T A RESOURCER STACKIRE ) -

{
"CloudFormationConfiguration": {
"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": [
"STACK",
"RESOURCE"
1,
"FailureMode": "WARN",
"Properties": {7},
"TargetFilters": {
"Actions": [
"Create",
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"Update",
"Delete"

&5l 2 : FRATargetsYHFES

HRAFHERNEHEEG SR TargetsMHESIRI HSEBE, BENFARAREEAS. THE
EERIRHERESE S3 H1FETECREATER DynamoDB &XI&K LA #4925 FMUPDATEE ¥, ©F
B5E A STACKH] RESOURCE#/E.

"CloudFormationConfiguration": {
"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": [
"STACK",
"RESOURCE"
1,
"FailureMode": "WARN",
"Properties": {},
"TargetFilters": {
"Targets": [
{
"TargetName": "AWS::S3::Bucket",
"Action": "CREATE",
"InvocationPoint": "PRE_PROVISION"

},

{
"TargetName": "AWS::S3::Bucket",
"Action": "UPDATE",
"InvocationPoint": "PRE_PROVISION"

I

{
"TargetName": "AWS::DynamoDB::Table",
"Action": "CREATE",
"InvocationPoint": "PRE_PROVISION"

},

{

"TargetName": "AWS::DynamoDB: :Table",
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"Action": "UPDATE",

"InvocationPoint": "PRE_PROVISION"

EHERFIREAXNEERRE

BAUEABRAFIHMABEERBN -2, LAILFE Hook BEEEBPEAEATT (* M ?). 2%

() REFONEEHEE. B Q) AREMWE—F .
Example : Hook #E#E R+ B EEBEAF T4l
T5IE 6L Amazon S3 XENMEBEERER AR E,

{
"handlers": {
"preCreate": {
"targetNames": [
"AWS: :S3: . *"
1,
"permissions": []
}
}
}

THEFFEEBHPEE "Buckety MATEEREE,

"handlers": {
"preCreate": {
"targetNames": [
"AWS::*::Bucket*"
1,

"permissions": []

BULEERERBPERASE M ? £,

ERERF
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}

AWS: :*: :Bucket* AIREEMT A T I EEERER !

* AWS:
* AWS:
* AWS:
* AWS:
¢ AWS:

:Lightsail: :Bucket
:S3::Bucket
:S3::BucketPolicy
:S30utpost: :Bucket
:S30utpost: :BucketPolicy

Example : Hook {REEBHAF B EEBERF T A

THEFIEESUA AR , ARATAE Amazon S3 BIREHENCREATERE , URFIEERERRER

FAMUPDATERRME , Bl AWS: :DynamobDB: : Tablesl AWS: :Glue: :Table,

"CloudFormationConfiguration": {

"HookConfiguration": {
"TargetStacks": "ALL",
"FailureMode": "FAIL",
"Properties": {3},
"TargetFilters":{
"Targets": [
{
"TargetName": "AWS::S3::*",
"Action": "CREATE",
"InvocationPoint": "PRE_PROVISION"

.

{
"TargetName": "AWS::*::Table",
"Action": "UPDATE",
"InvocationPoint": "PRE_PROVISION"

}

EREM
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THEHBEREZWARE Amazon S3 EREEK F CREATEUPDATERIEN QS , URFIEEREHR
REREAM CREATER UPDATE#RE , 420 AWS: :DynamobDB: : Table= AWS: :Glue: : Table,

"CloudFormationConfiguration": {
"HookConfiguration": {
"TargetStacks": "ALL",
"FailureMode": "FAIL",
"Properties": {3},
"TargetFilters":{
"TargetNames": [
"AWS: :S3: . *",
"AWS::*::Table"
1,
"Actions": [
"CREATE",
"UPDATE"
1,
"InvocationPoints": [
"PRE_PROVISION"

Example : Includet& E B

TH&EHIEE Include’BE, REEHEZEL FAEE , T2WUALIHstack-test-,

{
"CloudFormationConfiguration": {
"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": [
"STACK",
"RESOURCE™"

1,

"FailureMode": "WARN",

"Properties": {3},

"StackFilters": {
"FilteringCriteria": "ALL",
"StackNames": {

ERABRZT 190



CloudFormation

Hooks & 5R

"Include": [
"stack-test-*"

Example : Exclude4sEH B

TH&EHIEE Exclude’BE, AR FAENEMHEE FIAH IR stack-test-,

{
"CloudFormationConfiguration": {
"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": [
"STACK",
"RESOURCE™"
1,
"FailureMode": "WARN",
"Properties": {3},
"StackFilters": {
"FilteringCriteria": "ALL",
"StackNames": {
"Exclude": [
"stack-test-*"

Example : Excludegt ¥ 45 E B4 S IncludeF

WREE IncludeM Exclude FE , BHIREEFE

BhExclude, FETHIEGHIHR , BRT B A stack-test-1,
test-2 , EFEA WATEHE LI a B stack-test-3,

{

"CloudFormationConfiguration": {

FARMEAFIncludedy FRFERIMESE FIUA Y
M B stack-test-2¥stack-

ERERFET
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"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": [

"STACK",
"RESOURCE™"
1,
"FailureMode": "WARN",
"Properties": {3},
"StackFilters": {
"FilteringCriteria": "ALL",
"StackNames": {

"Include": [
"stack-test-*"

1,

"Exclude": [
"stack-test-1",
"stack-test-2",
"stack-test-3"

Example : IncludetsEA &

TrgEflesEEEmEEAFAERNInclude’5E, F—EEE A EE partitiondl
hook-roleHHEA WEMAREITAEaccount-id, F=EEB EBpartitionBR WEM
account-id FHEAMABHEIT 123456789012,

"CloudFormationConfiguration": {
"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": [
"STACK",
"RESOURCE"
1,
"FailureMode": "WARN",
"Properties": {3},
"StackFilters": {
"FilteringCriteria": "ALL",
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"StackRoles": {
"Include": [

"arn:*:iam::*:role/hook-role*",
"arn:*:iam::123456789012:role/*

Example : Exclude®&E& &

TIEfleEEEamEERAFZ TR MEXclude

F—EEEEEAGexemptBEBFE

S partitionF{ET BB A EH Taccount-id. EBR WAGEMERFaccount-

1d12345678901 2 B FEAK , E-{E1EE B A HEIT

"CloudFormationConfiguration": {
"HookConfiguration": {

"HookInvocationStatus": "ENABLED",

"TargetOperations": [
"STACK",
"RESOURCE"
1,
"FailureMode": "WARN",
"Properties": {3},
"StackFilters": {
"FilteringCriteria": "ALL",
"StackRoles": {
"Exclude": [

"arn:*:iam::*:role/*exempt*",
"arn:*:iam::123456789012:role/*

EREM
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Example : #&& 4 EAE ARN X Exclude® IncludeF

WMRIETE IncludeM Exclude jBE |, BIRSHEEEXcludeBEF ATV A AT Include it E
tERAR, ETYEF P , FHAEM partition, account-idfl roleBBEMBRELWUASR
2 KBIFEAEBEBRA account-id 123456789012,

{
"CloudFormationConfiguration": {
"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": [
"STACK",
"RESOURCE"

1,

"FailureMode": "WARN",

"Properties": {3},

"StackFilters": {
"FilteringCriteria": "ALL",
"StackRoles": {

"Include": [
"arn:*:iam::*:role/*"

1,

"Exclude": [
"arn:*:iam::123456789012:role/*"

Example : f&#BE BN A CEREKRYG

THARAE—FHBEEBERFZAN—A#EACERATT. AN FilteringCriteria BEA
ALL , At R et YR EBMAEStackName MBS By E I AL B StackRoles,

{
"CloudFormationConfiguration": {
"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": [
"STACK",
"RESOURCE™"

EREM
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1,
"FailureMode": "WARN",
"Properties": {3},
"StackFilters": {
"FilteringCriteria": "ALL",
"StackNames": {
"Include": [
"stack-test-*"
]
.
"StackRoles": {
"Include": ["arn:*:iam::*:r0le/hook-role*"]

Example : #& StackNames#Hl StackRoles B {E Al &4

THAETE—EAEEERERAFTF AN —AH#EAEEATT. AN FilteringCriteria EEEA
ANY , At St E B BFStackNamesSABTT MBI 4 BiStackRoles,

"CloudFormationConfiguration": {
"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": [
"STACK",
"RESOURCE"

1,

"FailureMode": "WARN",

"Properties": {3},

"StackFilters": {
"FilteringCriteria": "ANY",
"StackNames": {

"Include": [
"stack-test-*"
]
.
"StackRoles": {
"Include": ["arn:*:iam::*:r0le/hook-role*"]

EREM
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{5/ CloudFormation £57<%& 37 4 B}

I EER M Hooks M4 CloudFormation 824 fl#%: T2 & X B/ E#E,

ZEiB#FE A CloudFormation EIAE Y A% |, B EEFREARR—HEEEH
BEZAE—R , REEZEAWS IRF M BB+ ZE—HEMEBMN DL,

CloudFormation 12t T 74 EREE |, AR E T Guard F Lambda Hook,

%

E 3 Guard Hook

#3 Lambda 4

B

IR TT

A AWS: :CloudFormatio
ERERREIM

n: :GuardHook
B4 A Guard Hook,

£/ AWS: :CloudFormatio
n::LambdaHook EREAIRE
FEXA Lambda Hook,

B
LR ]
Biig#E

g7~ 505
gMisZE

) g ]

AX A

CloudFormation B2t T3 ERER Lol ESEAPARETBITAE,

%
EEEAE

ARE Q) FAVERE

RED R TR
TS

A IS AT IR 5 5
REBME

IR 7T

f5/H AWS: :CloudFormatio
n::HookVersion ¥BRER A6 &
FRRE —ERAN BT AHEME
CloudFormation & #1g,

£ AWS: :CloudFormatio
n::HookTypeConfig EIRERRK

EEBTAMBNBR,

£/ AWS: :CloudFormatio
n: :HookDefaultVersion

BARIEE B AR FEERIR AN

&R

£ AWS: :CloudFormatio
ERER &

n::Publisher

B

LRSS

Bilig#E

giflga 7

gMisZE

ERPTE TR
BiigZ

BiigZ
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197


https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-cloudformation-guardhook.html#aws-resource-cloudformation-guardhook--examples
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https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-cloudformation-hookdefaultversion.html#aws-resource-cloudformation-hookdefaultversion--examples
https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-cloudformation-hookdefaultversion.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-cloudformation-publisher.html
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(2]

BARrE. £=
FHE

fRRF R
CloudFormation & 818 A& &R IR B

AMANEERIIE (AF. REXN
EREE ) NEME,

M AWS: :CloudFormatio
n::PublicTypeVersion BIR
FARAANZHETMNETIE
MALNEE=1AH,

AWS: :CloudFormatio
n::TypeActivation ¥R
H&Ed AWS: :CloudFormatio
n::HookTypeConfig ¥REHE
B , WEEWIREFRBALNESE
=Y =HEAL B

Biig=E
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¥ F CloudFormation Hooks HY IAM ZF 1]

BIBFER , £ PHFHERE AWSIRF REFEH AWS BB E24A. AWS Command Line Interface
(AWS CLI) 3, AWS AP| BB AZMNH T, ESHFEAELT , IAM EEE TR IAM B5E, &
% EEETNKIAMBEEHEZA6 FHEEERIELEG,

ERAAETEFNBREHREILEACHERT IAM BE , URFERAEFEM Hooks IFFH .

BET RO AELE | JSON BERXHEYT IAM B BB |, 20 (AM EAEIER) PHE
AEFXERREZHSF] IAM 5T,

AEBEEHT FHBEFRENFFT

- ERAR-ERFHEYL, BXIMERAR

- NEBMAR - ZEM. AERMNBMENWBT AR , SMETE CloudFormation E&EF A FHRERME,
- WMIRFARBER - FEHMEHERS P Hook FAKR.

- MIRFRABERNFMENR - FEEIRF PR E Hook FABRNFMEANEHIEE,

B IAM BURE: |, A fEcloudformation R RES E EFHNEE. ERMEHRSIBPHRE
SR F EEEEBNFTEEE., ERMFEHZFESIE CloudFormationfy X4,

£}

- RAEREEEAM

- AAERELAFBRHEITAR

- AAERERGAMFAARER

- AAERERGFENAMFARER

« AWS KMS fn## & CloudFormation Hooks & R H &R BURMEF A

RAEHEEEA R

MREBEEAFFEAEEEILEMHER  TEIH , MABETE CloudFormation B &4 A /2 B 1E L iE IR
8, BT LAEA T E S 1AM BUER,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
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/A Important

ActivateType # SetTypeConfiguration API FEIY —it2E/E , FEBH IRE P EIL I E,
EIEBTERAEMWY SetTypeConfiguration API BNEF AT B | 8& B BHIF F S IANEH
REAWEED, BEELFERAEREMRFTAIRRHIE L API IKNFE. Hit , FRELSER
HEFARFIREFHNREERE,

JSON

{
"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"cloudformation:ActivateType",
"cloudformation:DescribeType",
"cloudformation:ListTypes",
"cloudformation:SetTypeConfiguration"

]I

"Resource": "*"

}
]
}

EEAMNEAETREE - LHEBEWETA , i :

« ZEIE CloudFormation £ A F# Control Catalog MR B2 4] , FHELAREE IAM BERHH
controlcatalog:ListControls&Fd,

- HET CloudFormation B#EH K BT AMEMALELEM , £AEXEE IAM R H#HSE
cloudformation:RegisterType&Fdl,

REERELFERMGBET AR

THEH IAM BERFRIZEEREMINEE, WREBFEARFFERAETE CloudFormation & &&iE 2\ B E A
HEHIEEH b SIEQE , BEEALEBER,
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/A Important

B AR T ARREMGEM AWS IRF, BERIRAEREFEAEEFELHT , ACHRMAWEH
FEEBNmENRERE,

JSON

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"cloudformation:DescribePublisher",
"cloudformation:DescribeTypeRegistration”,
"cloudformation:ListTypes",
"cloudformation:ListTypeVersions",
"cloudformation:PublishType",
"cloudformation:RegistexPublishex",
"cloudformation:RegistexType",
"cloudformation:TestType"

1,

"Resource": "*"

RIFERERAAMBARER
BRABBRGRFEN AM FTRRBBRHETBLTRE.
5 &) B RS R

HRIHANARGR , FAEFETENT , EREURRIZEL API R,

- TERTFERMEABER. BEAOBERSIBEARNFAAMREERNTT , BXERF
cloudformation:ListAllHookResults EMER ZEUE,
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s FEZBEEANEERFERGERMNET , B4 AR F cloudformation: ListHookResults
EERN R, LEFT AT AP HIUE RN BFETE TargetTypef TargetId 2
#ListHookResults.,

UTREREAMARGERNERFFAIBRES . ERLEERN IAM &2 (£RAEHAG ) ERER
FRET A2 ESRBRMARRGRNFTT,

JSON

{
"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"cloudformation:ListAllHookResults",
"cloudformation:ListHookResults"

]I

"Resource": "*"

}
]
}

EFEITUEEBLESEE

THIEH] IAM BEREEE AW EE , #F cloudformation:ListHookResults BiEFERER
WEFH, T8, MREEREA WEBEE  tEEEXEEexample-changeset,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"cloudformation:ListHookResults"
]I

"Resource": "*"
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},
{
"Effect": "Deny",
"Action": [
"cloudformation:ListHookResults"
]I
"Resource": "*",
"Condition": {
"StringEquals": {
"cloudformation:ChangeSetName": "example-changeset"
}
}
}

22l B] LA S TE R L 2 Bh

T5|&5 4] IAM B R F cloudformation:ListAllHookResults EH{ERVEFT |, (EEER P12 M
Hook B9 ARN BFsERFARAE R, ©E2IELISTE Hook ARN BIEE,

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"cloudformation:ListAllHookResults"
1,
"Resource™: "*"
},
{

"Effect": "Deny",
"Action": [
"cloudformation:ListAllHookResults"

1,
"Resource": "*",
"Condition": {

"Null": {
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"cloudformation:TypeArn": "true"
}
}
}I
{
"Effect": "Deny",
"Action": [
"cloudformation:ListAll1HookResults"
1,
"Resource": "*",
"Condition": {
"ArnEquals": {
"cloudformation:TypeArn": "arn:aws:cloudformation:us-
east-1:123456789012:type/hook/MyCompany-MyHook"
}
}
}

REMERAERGAFENARMFRER

EERFHUREBIEE Hook FARAMNGFMEER |, BMHUEREF cloudformation:GetHookResult
BEMEFEEE, W AFEAEMEUSTE Hook AR RNFMERAFNISHISE, INBHMEENR , 7
28] ( AWS CloudFormation APl 2#) F# GetHookResult,

TH&EH] IAM BiEK 2 F cloudformation:GetHookResultEBN{ERYEF AT,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"cloudformation:GetHookResult"

1,

"Resource": "*"

AFEAERRFENAMBFARR 204


https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/API_GetHookResult.html

CloudFormation Hooks & 5R

}

(® Note
U LUREAY , FHLZECH AWS KMS €@ NZEREERTNFATHAER. NEAF
BN EFERAEFSESHRETNERRESH/BERNTEN IAM FINER , H2E AWS
KMS INZ#&E CloudFormation Hooks #& R £ 88 BEFMEF A,

AWS KMS 1iZ2# %€ CloudFormation Hooks #& R i) & 88 Bk M EF o]

AEERPUNMAREERIEETF ZESWMMIMEZ AR GetHookResult API BUGH Hooks X KL AF
FIF&H AWS KMS &8 BRI,

(® Note

CloudFormation AT EEZH/NNRE , BNV FEHTERE AWS HENW S8 RNZRSE P
BEs,

FE

- BE

- FANBERSEFIHEFZESRNFR
- BEEZE KMS £#8BUE

« SetTypeConfiguration API B KMS £ 1]
 GetHookResult API #J KMS FF ]

BLER

T3IEB AWS KMS keys A A IN% Hook sFEBE ¥ :

« AWS BEER £ - 1BIRTEE% , CloudFormation & AWS HERN 88 RNZER, SEER
R, EERFEH AWS HENERIBHREAFEA L. TR , EFFEEHTHRENHERREREZARM
RERNESR. AWSHEN SR RREN (EESABARERE ) . RIELTERRIZFR
EAEEHNMNZRSE  TH AWS EEN SR RTHEMNIRIE,
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https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#aws-owned-cmk
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- EFZE 218 - CloudFormation X EFAEEY, HENEENHBEFZESR  THAW
LHIBE_EINE AWS HEEHN S8, TS AWSKMS BA, MEFMENA , F2HE (AWS
Key Management Service B ABEmR) PHEL SR, EEEELNER , 7T AWS Key
Management Service AWS KMS E£# & AWS CLI, =X AWS KMS API R {EH (AWS KMS), 11FE
SHMER |, 528 (AWS Key Management Service BiZ A E35R) https://docs.aws.amazon.com/
kms/latest/developerguide/o

BOULERINEFABRFRERFSE DR, ERRHEFZE S8 | CloudFormation &1
HEREREFIBRERNCIHEETNE, EFBERBRE GetHookResult API R EHREFE
B¥ , CloudFormation € BEIiS H %, WMERTE Hooks NEZ MM MEEEE , F2E AMEEEE
BHREZEBE,

/A Important

IR BEEEFRESRKmsKey IdREH B s A BELMER AWS CLI 3RERE 4 R = g
Ao

ERMNZERRTEFEHEFZETRNFE

CloudFormation Hooks & H B E B BAFNHEEURFETFESNEARR., ENREESMBERTR
EMZARTHES  UERSRRACEANBEAR

« kms:EncryptionContext:aws:cloudformation:hooks:service - R S {E
CloudFormation Hooks BR#&fE o

« kms:EncryptionContext:aws:cloudformation:account-id - FEBLLEEH AWS tRF ID
REFLEERFE\BER,

« kms:EncryptionContext:aws:cloudformation:arn— £/ ARN #EXRHI45E 2 BhH9F
Ao

BB BT RRET G MEN ERBETHE Hook B , REENNHERE  BREBEREAR
£,
EFZE KMS £#BUR

BURFZESHE SV ATEHSBEBER | LLAFF CloudFormation Hooks BRFE#11T AWS KMS
BE, EEFATYHSBEER S BRAELECHER,
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JSON

"Version'":"2012-10-17",
"Statement": [

{
"Sid": "EnableIAMUserDescribeKey",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::123456789012:role/ExampleRole"
}I
"Action": "kms:DescribeKey",
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:ViaService": "cloudformation.us-east-1.amazonaws.com"
}
}
}I
{

"Sid": "EnableIAMUserGenerateDataKey",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::123456789012:role/ExampleRole"

},
"Action": "kms:GenerateDataKey",
"Resource": "*",

"Condition": {
"StringEquals": {
"kms:ViaService": "cloudformation.us-east-1.amazonaws.com",
"kms :EncryptionContext:aws:cloudformation:hooks:service":
"hooks.cloudformation.amazonaws.com",
"kms :EncryptionContext:aws:cloudformation:123456789012": "123456789012"
},
"ArnLike": {
"kms :EncryptionContext:aws:cloudformation:arn":
"arn:aws:cloudformation:*:123456789012:hook/*"
}
}
},
{
"Sid": "EnableIAMUserDecrypt",
"Effect": "Allow",
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"Principal": {
"AWS": "arn:aws:iam::123456789012:role/ExampleRole"

},
"Action": "kms:Decrypt",
"Resource": "*",

"Condition": {
"StringEquals": {
"kms:ViaService": "cloudformation.us-east-1.amazonaws.com"

"Sid": "AllowHooksServiceDescribeKey",
"Effect": "Allow",
"Principal": {

"Service": "hooks.cloudformation.amazonaws.com"
3},
"Action": "kms:DescribeKey",
"Resource": "*",

"Condition": {
"StringEquals": {
"aws :SourceAccount": "123456789012"

},
"ArnLike": {
"aws:SourceArn": "arn:aws:cloudformation:*:123456789012:hook/*"
}
}
}I
{
"Sid": "AllowHooksService",

"Effect": "Allow",
"Principal": {
"Sexrvice": "hooks.cloudformation.amazonaws.com"
}I
"Action": [
"kms :Decrypt",
"kms : GenerateDataKey"
]I
"Resource": "*",
"Condition": {
"StringEquals": {
"aws :SourceAccount": "123456789012",
"kms :EncryptionContext:aws:cloudformation:hooks:service":
"hooks.cloudformation.amazonaws.com",
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"kms :EncryptionContext:aws:cloudformation:123456789012": "123456789012"

}I
"ArnLike": {
"aws:SourceArn": "arn:aws:cloudformation:*:123456789012:hook/*",
"kms :EncryptionContext:aws:cloudformation:arn":
"arn:aws:cloudformation:*:123456789012:hook/*"
}
}
}
]
}

HWEREMKFTRT IAM A (G =EBRAR ) M CloudFormation Hooks fR# ( & #& R {ERRR
R ). kms:ViaService 4 &BAH#R KMS £ R EEEIB CloudFormation £/ , BrIEE#E KMS
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mnEREEE,
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R  ETEMBREHRL

aws:SourceAccount fl aws:SourceArnfR 4RI BIEZHETERE K HLEBEREBAKRE, NFER
AMRGREBANREBE. WEFHMENR , 28  AWS Key Management Service B2 A B15/)
PRI ER aws:SourceArn=, aws:SourceAccountff £ 48,

/A Important

RAEHMITAEEBTIEE AWS KMS 551, CloudFormation Hooks PRI X & 1TATE AWS
KMS 24k,

SetTypeConfiguration API By KMS §F 1]

£ SetTypeConfiguration APl FEAYERRS | CloudFormation S8 E FH & FHIEE AWS KMS &8 in %
HREERMNEET, BT IAM BERFIEESFER SetTypeConfiguration APl SR EMZHI A E R
B, ERENERIR 21114,

SetTypeConfiguration API B9 KMS &7 209


https://docs.aws.amazon.com/kms/latest/developerguide/least-privilege.html#least-privilege-source-arn
https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/API_SetTypeConfiguration.html

CloudFormation Hooks & 5R

JSON

"Version'":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "cloudformation:SetTypeConfiguration",
"Resource": "*"
},
{
"Effect": "Allow",
"Action": "kms:DescribeKey",
"Resource": "arn:aws:kms:us-east-1:123456789012:key/abc-123"
}I
{

"Effect": "Allow",
"Action": "kms:GenerateDataKey",
"Resource": "arn:aws:kms:us-east-1:123456789012:key/abc-123",
"Condition": {
"StringEquals": {
"kms :EncryptionContext:aws:cloudformation:hooks:service":
"hooks.cloudformation.amazonaws.com",
"kms :EncryptionContext:aws:cloudformation:123456789012": "123456789012"
}I
"ArnLike": {
"kms :EncryptionContext:aws:cloudformation:arn":
"arn:aws:cloudformation:*:123456789012:hook/*"

GetHookResult API By KMS FF 7]
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GetHookResult API B9 KMS FF [ 210


https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/API_GetHookResult.html

CloudFormation Hooks & 5R

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "cloudformation:GetHookResult",
"Resource": "*"
}I
{
"Effect": "Allow",
"Action": "kms:Decrypt",
"Resource": "arn:aws:kms:us-east-1:123456789012:key/abc-123"
}
]
}
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