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"Sid": "Allow key access to Chime SDK voice analytics.",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:usexr/UserNameWithPath"
},
"Action": [

"kms :CreateGrant",

"kms :Decrypt",

"kms :DescribeKey"
]I
"Resource": "*",
"Condition": {

"StringEquals": {

"kms:ViaService": [
"chime.us-east-1.amazonaws.com"
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"aws:chime:voice-profile-domain:arn": "arn:aws:chime:us-west-2:111122223333:voice-
profile-domain/sample-domain-id"

}
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{
"Sid": "Enable DescribeKey",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/ExampleReadOnlyRole"
b,
"Action": "kms:DescribeKey",
"Resource": "*"
1,
{

"Sid": "Enable CreateGrant",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:ro0le/ExampleReadOnlyRole"

I,
"Action": "kms:CreateGrant",
"Resource": "*",

"Condition": {
"StringEquals": {
"kms:EncryptionContext:aws:chime:voice-profile-domain:arn":
"arn:aws:chime:us-west-2:111122223333:voice-profile-domain/sample-domain-id"
}
}
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Amazon Chime SDK Voice Connectors B4 REEZE AWS KMS , &1 LLFE CloudTrail =
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CreateGrant

ENFEAEFSESHEBUEZNREERIBERE , BB A Voice Connector R EXFZEUR
AWS R F 1 KMS €88 CreateGranti K. Voice Connector RN BFEBNEEFZES
i@ EEAEERY E IR, Voice Connector L E1EEMIBRE R , F/H RetireGrantBEBKREZE T,

T 5|26 &E24% CreateGrantig e,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser0l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser0l",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE3",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser0l",
"accountId": "111122223333",
"userName": "Admin"
1,
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-04-22T17:02:00Z"

}

},

"invokedBy": "AWS Internal"
},
"eventTime": "2021-04-22T17:07:02Z",
"eventSource": "kms.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-west-2",

"sourceIPAddress": "172.12.34.56",
"userAgent": "ExampleDesktop/1.@ (V1; 0S)",
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"requestParameters": {
"constraints": {
"encryptionContextSubset": {
"aws:chime:voice-profile-domain:arn": "arn:aws:chime:us-
west-2:111122223333:voice-profile-domain/sample-domain-id"
}
},
"retiringPrincipal": "chimevoiceconnector.region.amazonaws.com",
"operations": [
"GenerateDataKey",
"Decrypt",
"DescribeKey",

"RetireGrant"
1,
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",

"granteePrincipal": "chimevoiceconnector.region.amazonaws.com",

"retiringPrincipal": "chimevoiceconnector.region.amazonaws.com"
3,
"responseElements": {

"grantId":

"0ab0ac0d0b000f00eaddcc0aleddfcOObcedd0cO00f0000000cObc0add@@aaatSAMPLE"

3,

"requestID": "ff000af-00eb-00ce-0e00-ea000fbOfbadSAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ead00fbO0fbadSAMPLE",
"readOnly": false,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "111122223333"
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GenerateDataKey

ELRURERERBIYREFZESRISTGEHE SR , HEIBIA Voice Connector B 37 Iff —
MERSBRMZESEES ENFEMZFA. Voice Connector EffGenerateDataKeyEREEE
AWS KMS , HEEE RN £,

T 5|85 H| &5 8% GenerateDataKey 4,

{
"eventVersion": "1.08",
"userIdentity": {
"type": "AWSService",
"invokedBy": "AWS Internal"
},
"eventTime": "2021-04-22T17:07:02Z",
"eventSource": "kms.amazonaws.com",
"eventName": "GenerateDataKey",
"awsRegion": "us-west-2",
"sourceIPAddress": "172.12.34.56",
"userAgent": "ExampleDesktop/1.@ (V1; 0S)",
"requestParameters": {
"encryptionContext": {
"aws:chime:voice-profile-domain:arn": "arn:aws:chime:us-
west-2:111122223333:voice-profile-domain/sample-domain-id"
b
"keySpec": "AES_256",
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
b
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0ec00-cad00fbO0fbadSAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ead00fbO0fbad@SAMPLE",
"readOnly": true,
"resources": [
{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,
"eventType": "AwsApiCall",
"managementEvent": true,
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"eventCategory": "Management",
"recipientAccountId": "111122223333",
"sharedEventID": "57f5dbee-16da-413e-979f-2c4c6663475e"

£
2

4 1

BIEARE MU DecryptiRiF , MERAREFHNMBZERSRREFIMBNER.

T oI &8k DecryptiRiE,

"eventVersion": "1.08",
"userIdentity": {
"type": "AWSService",
"invokedBy": "AWS Internal"

I

"eventTime": "2021-10-12T23:59:347",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",

"awsRegion": "us-west-2",

"sourceIPAddress": "172.12.34.56",
"userAgent'": "ExampleDesktop/1.@ (V1; 0S)",
"requestParameters": {
"encryptionContext": {
"keyId": "arn:aws:kms:us-
west-2:111122223333 :key/44bbb444-3333-2222-1111-EXAMPLE11111",
"encryptionContext": {

"aws:chime:voice-profile-domain:arn": "arn:aws:chime:us-

west-2:111122223333:voice-profile-domain/sample-domain-id"

},
"encryptionAlgorithm": "SYMMETRIC_DEFAULT"

I
"responseElements": null,
"requestID": "ed@fe4ab-305b-4388-8adf-7e8e3a4e80fe",
"eventID": "31d0d7c6-ce5b-4caf-901f-025bf71241f6",
"readOnly": true,
"resources": [{

"accountId": "111122223333",

"type": "AWS::KMS::Key",

"ARN": "arn:aws:kms:us-

west-2:111122223333:key/00000000-1111-2222-3333-9999999999999"

ERETREEHETNR TR EER AN AT HAREMBEARELEZZINE , HEBAE
B
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1,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"sharedEventID": "35d58aal-26b2-427a-908f-025bf71241f6",
"eventCategory": "Management"

DescribeKey

MEEF,

TH&E I DescribeKeyR{E,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser0l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser0l",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE3",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalld": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser2l",
"accountId": "111122223333",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-04-22T17:02:00Z"

}

},

"invokedBy": "AWS Internal"
},
"eventTime": "2021-04-22T17:07:027",
"eventSource": "kms.amazonaws.com",
"eventName": "DescribeKey",
"awsRegion": "us-west-2",
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"sourceIPAddress": "172.12.34.56",
"userAgent'": "ExampleDesktop/1.@ (V1; 0S)",
"requestParameters": {

"keyId": "@0ddodbo-0000-0000-ac00-bO0cO@OSAMPLE"
},
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-cad00fbO0fbadSAMPLE",
"eventID": "ffO00af-00eb-00ce-0e00-ead@0fb0fba@SAMPLE",
"readOnly": true,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "111122223333"
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JSON

"Version":"2012-10-17",
"Statement": [

{

"Sid": "AmazonChimeAclCheck668426",
"Effect": "Allow",
"Principal": {

"Service": "chime.amazonaws.com"
}I
"Action": "s3:GetBucketAcl",
"Resource": "arn:aws:s3:::your-cdr-bucket"

"Sid": "AmazonChimeWrite668426",
"Effect": "Allow",
"Principal": {

"Sexvice": "chime.amazonaws.com"
},
"Action": "s3:PutObject”,
"Resource": "arn:aws:s3:::your-cdr-bucket/*",

"Condition": {
"StringEquals": {
"s3:x-amz-acl": "bucket-owner-full-control",
"aws:SourceAccount": "112233446677"
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- AWS ZEHZE : AmazonChimeVoiceConnectorServiceLinkedRolePolicy
« AWS Z2E K : AmazonChimeSDKMediaPipelinesServiceLinkedRolePolicy
- AWS ZEBEK Amazon Chime B

HERREER

ERETHBERMEEBRA, fSHECIRFFHEBASRE RN, FEEMER Amazon
Chime SDK &R, ELBFAREEREN AWS IRFELEA. ELEMNIRES 7 EBKE |, FE
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- BHRAGER AWS ZEBUR - ZEZEREMBFER Amazon Chime BIEEMS | 5F56EH AWS SEBXRA
EBHETIRMEFIENGT, EEBRCELNIIRSPIZME | StHh AWSHENEH., MEFHMAENR ,
B2 (IAM FEHAEIER) FWNERFTELR AWS ZEBE,

- RYREHER : BRI BTBERE , SRARTHITEBAMEENT. U&/N—EFIRE A&
MEERTHEANFT. EL—FRHBREAARRNT , HRBERASEMNRBEAZS, WEFM
&, F2H (AM EAEER) PHRTHIEER,
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AWS % Amazon Chime SDK BE

BT LAE R AWS Z& AmazonChimeVoiceConnectorServicelinkedRolePolicy RiZBFEH
F¥ Amazon Chime SDK EEWZ BN, WFEFHFMER , 528 (Amazon Chime SDK BiE A 815
M) PES IAM A6 , UKk (RERESZE) BH Amazon Chime WENE, ERFEGFESI8E,

// Policy ARN: arn:aws:iam::aws:policy/AmazonChimeSDK
// Description: Provides access to Amazon Chime SDK operations
{
"Version": "2012-10-17",
"Statement": [
{

"Action": [
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"chime:CreateMediaCapturePipeline",
"chime:CreateMediaConcatenationPipeline",
"chime:CreateMedialiveConnectorPipeline",
"chime:CreateMeeting",
"chime:CreateMeetingWithAttendees",
"chime:DeleteMediaCapturePipeline",
"chime:DeleteMediaPipeline",
"chime:DeleteMeeting",
"chime:GetMeeting",
"chime:ListMeetings",
"chime:CreateAttendee",
"chime:BatchCreateAttendee",
"chime:DeleteAttendee",
"chime:GetAttendee",
"chime:GetMediaCapturePipeline",
"chime:GetMediaPipeline",
"chime:ListAttendees",
"chime:ListAttendeeTags",
"chime:ListMediaCapturePipelines",
"chime:ListMediaPipelines",
"chime:ListMeetingTags",
"chime:ListTagsForResource",
"chime:StartMeetingTranscription",
"chime:StopMeetingTranscription",
"chime:TagAttendee",
"chime:TagMeeting",
"chime:TagResource",
"chime:UntagAttendee",
"chime:UntagMeeting",
"chime:UntagResource"

1,
"Effect": "Allow",
"Resource": "*"

AWS ZE B : AmazonChimeVoiceConnectorServicelLinkedRolePolicy

AmazonChimeVoiceConnectorServicelinkedRolePolicy A& Amazon Chime SDK
Voice Connectors #1588 &7 2 Amazon Kinesis Video Streams, RSB FEH , AR EH
Amazon Polly & EE. WEEKRREF Amazon Chime SDK Voice Connector BRFGEF AT , LAEER
& F# Amazon Kinesis Video Streams, #§@XE4{&iXE Amazon Simple Notification Service
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(SNS) 1 Amazon Simple Queue Service (SQS) , A Amazon Chime SDK Voice FEATE
K SpeakFSpeakAndGetDigitsEIERFER Amazon Polly &R EEH o

JSON

"Version":"2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": ["chime:GetVoiceConnectoxr*"],

"Resource": ["*"]

},
{

"Effect": "Allow",

"Action": [
"kinesisvideo:GetDataEndpoint",
"kinesisvideo:PutMedia",
"kinesisvideo:UpdateDataRetention”,
"kinesisvideo:DescribeStream",
"kinesisvideo:CreateStream"

]I

"Resource": ["arn:aws:kinesisvideo:*:*:stream/ChimeVoiceConnector-*"]

}I
{

"Effect": "Allow",

"Action": ["kinesisvideo:ListStreams"],

"Resource": ["*"]

},
{

"Effect": "Allow",

"Action": ["SNS:Publish"],

"Resource": ["arn:aws:sns:*:*:ChimeVoiceConnectoxr-Streaming*"]

}I
{

"Effect": "Allow",

"Action": ["sqgs:SendMessage"],

"Resource": ["arn:aws:sqs:*:*:ChimeVoiceConnector-Streaming*"]

},
{

"Effect": "Allow",
"Action": ["polly:SynthesizeSpeech"],
"Resource": ["*"]
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},
{
"Effect": "Allow",
"Action": [
"chime:CreateMediaInsightsPipeline",
"chime:GetMediaInsightsPipelineConfiguration"
1,
"Resource": ["*"]
}

MFBHMER , F2BFEH Amazon Chime SDK Voice Connector RI§EL A B BEK,

AWS ZEBUX
AmazonChimeSDKMediaPipelinesServicelLinkedRolePolicy

B EHE AmazonChimeSDKMediaPipelinesServiceLinkedRolePolicy EiZEZE IAM B,

L BUR S FF Kinesis Video Streams A$ & # 8 7RZE Amazon Chime SDK €& , WiIEERMHE
CloudWatch, Bi& /t#F Amazon Chime SDK 1§ & B X REFH Amazon Chime SDK &%, MFEH
B  FSEAEEFH EE Amazon Chime SDK EEEEFEA AT,

AT A EFAEE A
H RS TH,

« cloudwatch - EFFHE CloudWatch 1E1E,

* kinesisvideo - EFFEUEERIRE, HERE. ENEMMREER. HAEHSER, BUERS
TR E R BT

 chime - HEFFIEEEHE. BULFEENMEBREESE

JSON

"Version":"2012-10-17",
"Statement": [

{
"Sid": "AllowPutMetricsFoxrChimeSDKNamespace",
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"Effect": "Allow",
"Action": "cloudwatch:PutMetricData",
"Resource": "*",
"Condition": {
"StringEquals": {
"cloudwatch:namespace": "AWS/ChimeSDK"

"Sid": "AllowKinesisVideoStreamsAccess",

"Effect": "Allow",

"Action": [
"kinesisvideo:GetDataEndpoint",
"kinesisvideo:PutMedia",
"kinesisvideo:UpdateDataRetention",
"kinesisvideo:DescribeStream",
"kinesisvideo:CreateStream"

1,

"Resource": [
"arn:aws:kinesisvideo:*:*:stream/ChimeMediaPipelines-*"

"Sid": "AllowKinesisVideoStreamsListAccess",
"Effect": "Allow",
"Action": [

"kinesisvideo:ListStreams"

1,
"Resource": [
mgn
]
"Sid": "AllowChimeMeetingAccess",

"Effect": "Allow",

"Action": [
"chime:GetMeeting",
"chime:CreateAttendee",
"chime:DeleteAttendee"

1,

"Resource": "*"

AWS ZEBE : AmazonChimeSDKMediaPipelinesServiceLinkedRolePolicy
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EEEmE

}

AWS ZEBEB Amazon Chime B

TR HIEREAE Amazon Chime SDK IAM B PR8I E 3,

gE

AmazonChimeSDKMedi
aPipelinesServicelLinkedRole

Policy : REBRNE#

AmazonChimeSDKMedi
aPipelinesServicelLinkedRole

Policy : REBURMNEH

AmazonChimeVoiceCo

nnectorServicelLinkedRolePol

icy - EHRERE

DU

AmazonChimeSDKMedi
aPipelinesServicel
inkedRolePolicy #7if
75 Amazon Chime SDK &
BGEZERMZE CloudWatc
h ATE IR &R £ A ET
A, MEFEFHMER , FSEE
Bt Amazon Chime SDK £ &
EEFA/E,

AmazonChimeSDKMedi
aPipelinesServicel
g
F Kinesis Video Streams #§
B, ERNEELAERS
ZE Amazon Chime SDK &
EWETA, MEFMENR , F
ZB¥4H Amazon Chime SDK
REEEFERAAE,

inkedRolePolicy

AmazonChimeVoiceCo
nnectorServicelink
edRolePolicy ¥R
#F17HN GetMedialnsightsPi
pelineConfiguration API kY
1, Amazon Chime Voice
Connectors FEEIELFFH , F
RIS IR AR R EEHRE, o

Date

2023 12 A8 H

20238 A 20 H

2023 4 14 H

BURER
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Amazon Chime SDK

EEEmE

gE

HMENEMNRBEESAR

Amazon Chime SDK & % B
REH - EMEBREBUR,

#11#8 AmazonChimeSDKMedi
aPipelinesServicelLinkedRole
Policy- #TH) ZEBUR,

AWS ZEBE : AmazonChi
meVoiceConnectorServicelLink

edRolePolicy - EfZHREH
8

DU
FHAMET  FAB2RERERE
1B 15 2R DAE B RE 0 #To

FE A SR LAE A AmazonChi
meSDKEvents R ER A
ERFEERRK , 4l
Kinesis Firehose, #03E&F4H
& , F2HEHAAmazonC
himeSDKEvents IR & &
A, RMtEiAmazonChi
meVoiceConnectorServicelink
edRolePolicy Z B8 ZF A
RBEEAE, NEFHE
#A , EBEEA AmazonChi
meVoiceConnectorServicelink

edRolePolicy.

AWS Z & Amazon Chime
SDK BUR#TI T35 , AIEE
£ Amazon Chime SDK &
BEEE APIs REYM, FEEUHM
PRIZEBEE,

Amazon Chime SDK %718
TREEZAG , TELE
Amazon Chime SDK &€& {#
ARREIREE,

Amazon Chime SDK Voice
Connectors 718 75 A , 05T
&£ B Amazon Polly & K58
Fo & Amazon Chime SDK
BEEAERXPFEA Speak
SpeakAndGetDigits Bk
FEELH,

Date

2023 3 A 27 H

20231 HA5H

2022 4 A 27 H

2022 £ 3 A 15 H

BURER
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gF iR Date
AmazonChimeVoiceCo Amazon Chime SDK Voice 2021 £12 A 20 H
nnectorServiceLinkedRolePol Connector 18 7550 , °FF

icy - EMBRABR ##E Amazon Kinesis Video

Streams A% 18 A B HEiE

£ Amazon Simple Notificat
ion Service (Amazon SNS) #
Amazon Simple Query Service
(Amazon SQS), Amazon
Chime SDK Voice Connector
s FEE LT, TRESIER
R ZE Amazon Kinesis Video
Streams YRR RBEH,

SFABEBE., £/H Chime  Amazon Chime SDK #i#8 7% 2021 £ 9 A 23 H
SDK BUREM IAM ERESA EEZREBNTEE.
&,

TS EE , ARSI
NECRHFEENSRER , U
N RABAE L EREE,

Amazon Chime AR EM4RB  Amazon Chime SDK BB 2021 F£9 B 23 H
EHtEE HAWS ZEBRNEE,

¥t Amazon Chime SDK & 7 M {FZEUE 1T FE S B

£ T EFAREGBYEZ B S EEA Amazon Chime SDK 1 IAM Al gEIB RV E REE.

TE
o RE|EMEAE Amazon Chime SDK F#E{TEIE
o RAEBHIT iam:PassRole HIIZ#E

REREE Amazon Chime SDK R E{TEIE

MREWRER , FHERERENTEHE , CHERLEAER , AFFERTINE,

SEBHEAR 28
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Amazon Chime SDK EEER

TlgEfIgEsREgEmateojackson IAM EAEERER TR ERE —BERE ny-example-widget
BERFFEMENR , BAMEER chime: GetWidget SR BEE4E,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
chime:GetWidget on resource: my-example-widget

HEHBERT , HEEH mateojackson EAENEE , RFFEMA chime: GetWidget EEFE my -
example-widget B,

MREEERE) , BHEEZHN AWS EEE, FNEBEESRHENEERE.

EAREBHI1T iam:PassRole K Z#E

ERINZIES | E BRI REBHIT iam: PassRole EMENTHE | BXEBEENEE B LIEEH
By, BN EBERALRUFEHERBINEBNAE, BEXAEBEHENBER , UAHTLKAGEESR
Amazon Chime SDK.,

BEAWS BHTREKEFARBERZERYE K MARBIUFNNEEACIRBELAE, WFENT
ER |, BLARERARBEREEXRBNFTT,

EAA B IAMmarymajor EAEERFER BRI Amazon Chime SDK H#{TENMERF , 4T3
HHIFER, TR, HEFZTERFEEREALCRTFNHIT. Mary ZRESACGEEEXRBHNFTT.

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEEBRT , Mary EFREEEFHMHBER , AFFMEIIT iam: PassRole Bk,

£ Amazon Chime SDK IR EE B E

Amazon Chime SDK £/ AWS Identity and Access Management (IAM) fRF5E#E A, REEEH
BREEERZE Amazon Chime SDK Vi — IAM AEEE, RIEERAE2ZH Amazon Chime SDK
BAER , WIEXBRBERREEWE A AWS BREFTENFIERT

RIS ERE A E T ZE Amazon Chime SDK VR EEE MR  RAZRTEEFEHBLENG
A], Amazon Chime SDK EEHREEZ /NG T , BRIESEEE , BRI RE Amazon Chime SDK
AUREEAR, CEEENFUSEEEHEMBFTHEEK, 350 FREEMMNEE AT IAM 8,

B ALEMBRRSEZARNEREIR , T EMBR, ENREEL Amazon Chime SDK iR ,
BIEFERNMBRERERNEFT,

R AREBHIT iam:PassRole B IR 29
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NMEXERBEEACHEMRBENR , F2ETEL IAM EEN AWS B, SKEHERACH
PR Yes () WARTS. ﬁ%ﬂﬁﬁﬁﬂ’] , R Z RN R EEA B XS,

£

« f5H Amazon Chime SDK Voice Connector BR# &% A & BUE
- FHEGHBEENAR

+ #&E Amazon Chime SDK IR EEFRAE®

« {#/A AmazonChimeSDKEvents R ERE AR

£ Amazon Chime SDK Voice Connector RIS E# B BEBEE

T3 Z ey EFARRBA 104

+ f£H Amazon Chime SDK Voice Connector fRIGE#E B EBEKR , #& Amazon Chime SDK Voice
Connector B E R E Kinesiso

+ {8 Amazon Polly #1 Speak 1 SpeakAndGetDigitsBI1fE & R FEH o

FE

+ Amazon Chime SDK Voice Connectors KR ER A EFFA
+ %A Amazon Chime SDK Voice Connectors BRI EHZ AR
#m ¥ Amazon Chime SDK Voice Connectors HIRIEER A B
fiB% Amazon Chime SDK Voice Connectors H RIGER H
Amazon Chime SDK R ER A ENEF

Amazon Chime SDK Voice Connectors B RI& & it A @ Era

Amazon Chime SDK Voice Connectors & & AWSServiceRoleForAmazonChimeVoiceConnector
H RIS ER A& - £5F Amazon Chime SDK Voice Connectors {XREFEIY AWS BRIE. MEMAAE
Amazon Chime SDK Voice Connector B EN 5 58 S RAVEFHERR , 2B #& Amazon Chime SDK
Voice Connector #8857 Z Kinesiso

AWSServiceRoleForAmazonChimeVoiceConnector fRIGEE A BETE TIREEEZAR :

* voiceconnector.chime.amazonaws.com
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AmazonChimeVoiceConnectorServiceLinkedRolePolicy Al Amazon Chime SDK EEEMNE IR L5
B T 5B -

« Bj4E : all AWS resources EH chime:GetVoiceConnector*

« B)fF : arn:aws:kinesisvideo:us-east-1:111122223333:stream/
ChimeVoiceConnector-* £® kinesisvideo:*

- BjfE: all AWS resources EH polly:SynthesizeSpeech
« BfE : all AWS resources LM chime:CreateMediaInsightsPipeline
« B)fE: all AWS resources EBJ chime:GetMediaInsightsPipelineConfiguration

« B)fF : arn:aws:kinesisvideo:us-east-1:111122223333:stream/
ChimeMediaPipelines-* E£#Y kinesisvideo:CreateStream

o B{E: arn:aws:kinesisvideo:us-east-1:111122223333:stream/
ChimeMediaPipelines-* £ kinesisvideo:PutMedia

o B{E: arn:aws:kinesisvideo:us-east-1:111122223333:stream/
ChimeMediaPipelines-* E£MJ kinesisvideo:UpdateDataRetention

« B4 : arn:aws:kinesisvideo:us-east-1:111122223333:stream/
ChimeMediaPipelines-* E# kinesisvideo:DescribeStream

« B4E: arn:aws:kinesisvideo:us-east-1:111122223333:stream/

ChimeMediaPipelines-* EM kinesisvideo:GetDataEndpoint

« B4E: arn:aws:kinesisvideo:us-east-1:111122223333:stream/* L&Y
kinesisvideo:ListStreams

BYMERENT , IAM ER (NERAE. HENAG) TTRY, REIMBREKERZAE, MFFM
&, F2E (AM EREERM) PHERBEEAGTA,

A Amazon Chime SDK Voice Connectors B3\ RIS ERE AR

BAEEFHEIRBEELEA® | EEBE Amazon Chime SDK Voice Connector BY Kinesis 1# 88 &
7, IE AWS CLI, = AWS API R HEF AWS BEEF A Amazon Chime SDK SIP iHE&ER
23X , Amazon Chime AR EIRBELZAE,

B AT LAER IAM 4 |, FEiB Chime Voice Connector A RFIZE M RIGEFEAE, £ AWS CLI
= AWS APl /| EAREEWEILvoiceconnector.chime.amazonaws.comfRIGEZ AR, M
EHMENR , BB (AM FAEER) W "TEIREEEAR, . MREBRILLEBEBEEAS
BRI ERALERENEFABREIZAR,

f$ A Amazon Chime SDK Voice Connector FRISE & & B EE 31


https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#create-service-linked-role

Amazon Chime SDK EEER

#% % Amazon Chime SDK Voice Connectors R RIS EiE A

Amazon Chime SDK & /2 F#&4miE AWSServiceRoleForAmazonChimeVoiceConnector AR #5&E i &
&, IAESEER TS EZRKELAE K MULELIEEVRAG ALTAGER., AWM , &9
/A IAM RiFEACER, NEFHEEN , F2E (AM FREERE) PNHEREREEESE,

fB& Amazon Chime SDK Voice Connectors B RIS EiE A&
ERTBERAEERKEZACHNIIEDSRYE , RMARBEMBRZACR, t—K , BREIERTHE

EYHENRERER. AW K BLERENBHEERZHE , 2B RUFBHASEMEBR.
BRBRBEEAE

EEER 1AM BB EZAG A , BLALERMRZBEMERNEMER,

(® Note

MRS EHMEREIRE , Amazon Chime SDK RIS EEMFER A€ , BIMERAIsE2 LB, &t
BEREE  BESH )ERYBRERRE,

Bk AWSServiceRoleForAmazonChimeVoiceConnector £ # Amazon Chime SDK EJR ( F#&

&)
{21k Amazon Chime SDK & F # 8 Amazon Chime SDK Voice Connectors FY 15 B8 &7 .

a. 7 https : //https://console.aws.amazon.com/chime-sdk/home BERX Amazon Chime SDK

7a.

b. HEEBEHZKEFBM SIP Trunking T , BEZEZTEIER.
c. 1##E Amazon Chime SDK Voice Connector 9% &,
d. BEERRFRIER.

e. TEEEE Kinesis Video Streams T , #E= 1k,

f. EER7T.

B AWSServiceRoleForAmazonChimeVoiceConnector (CLI) FrfE B Amazon Chime SDK &R
AWS

fFH CLI AWS FH) delete-voice-connector-streaming-configuration® s , £1E&
& 5 AT Amazon Chime SDK Voice Connectors Y15 B8 £857i

f$ A Amazon Chime SDK Voice Connector FRISE & & B EE 32
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aws chime delete-voice-connector-streaming-configuration --voice-connector-
id abcdeflghij2klmno3pqr4

i Bx AWSServiceRoleForAmazonChimeVoiceConnector (API) FrfE FA#9 Amazon Chime SDK &R

f# A DeleteVoiceConnectorStreamingConfiguration API 4= 1E &Rk 5 #FfE Amazon Chime SDK
Voice Connectors By R B8 &R 7,

FHMBRBEHEEAR

£ IAM £ 4 AWS CLI, = AWS API #/E3R MR
AWSServiceRoleForAmazonChimeVoiceConnector fRIGEiE A, WMEFMEN ,
AEER) PHRREEEEAE,

Amazon Chime SDK fRIEZ AR ENET

Amazon Chime SDK X EBEREREMWATE AWS BEFFEAREELZ AR, NEFAET , F2HE
Amazon Chime i EE M EL 8,

ERERHNREENAE

THRE PR EFRAM{AZE L NEE Amazon Chime SDK Bl E#NBREEEAE, WMFEARERE
RGNV FMENR , F2EFEH Amazon Chime SDK BB,

ﬁﬂu
¥

25 (IAM f&

&

« Nova Act WIRBERFE A BT

% Nova Act B RIS ERAE

#mE8 Nova Act IR ER A E

Bk Nova Act WIR IS ERAE

Amazon Chime Service B A B ENE

Nova Act VRIS ELE A EFFT]

Nova Act f# & A AWSServiceRoleForAmazonChimeTranscription B IR75E# & & — fL5F Amazon
Chime SDK X &R & 1FHL Amazon Transcribe #1 Amazon Transcribe Medical,

AWSServiceRoleForAmazonChimeTranscription RIS EE A BEE T HIRBREIZAE
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* transcription.chime.amazonaws.com

A BE A EF Amazon Chime SDK B EMERTHR T 5B 1E :

« B1E : all AWS resources LEH transcribe:StartStreamTranscription
« B)fE: all AWS resources £ transcribe:StartMedicalStreamTranscription

BABRRERT , IAM B (NEAE, BESAR) T RN, FESMRREEEAE, WEFA
B, #2808 (AM EAEER) PWREEEAEFH T,

£ Nova Act B RS EZAE

EAILAER IAM £3 B2 248 Chime Transcription £ RN REEE A G,

@ Note
BARE AV EEFFTSREERELSR, NIRRE , FHERREESR,

BYAG

1. HI{E https://console.aws.amazon.com/iam/ FARX IAM 12 &
2. EIAM EEZANEBEERTD , BEAEG , RAREERVYAG,
3. 1#IE AWS Service SR | REREIF Chime Transcription,

|IAM BURFEENRE R
4, BERBEZENBIEHR , AREET -5 | K,
EE-F_i . ﬁﬁo

6. REEREHL 6 RABRRERVUAEG,

B AT LA AWS CLI 2 AWS API JRE I & A transcription.chime.amazonaws.com R ERE &
1=

ECLI  , #1TH®$ : aws iam create-service-linked-role --aws-service-name
transcription.chime.amazonaws.com,

MEFHMET , F2E AV ERAEEETHNELRBEGAE, IREMRUBRBESHE , LT
ERALMEENEFABRELZAG.
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#m¥E Nova Act RIS ERZ A E

Amazon Chime SDK T ft F#&#m# AWSServiceRoleForAmazonChimeTranscription RIS EFE A &,
RAEREERTESSZRKELAR  UECEREIEEVACGZABTFAGER. T8 , BAUEE
A IAM RiREEAENER. NRFAER  F28 (AM EAEER) PHHEERBEEAE,

fBR Nova Act RIS EFE AR

EETBEARERKESRACHIIEDRE  RAZBRERGRZAC. -, ERREREDE
EREENARERAER.

ER IAM FEIRBRERHEEAE

EH IAM £3# & AWS CLI, =% AWS API ftlBr AWSServiceRoleForAmazonChimeTranscription AR
KEZAG, WEFHEEF , F28 (AM EAEER) PORBREEEEAE,

Amazon Chime Service B AR X IENET

Amazon Chime SDK X EERMURBHWMEERH P FEARKEZAC®, WEFMENR ,
Amazon Chime Im 2 FELZH , AR A Amazon Chime SDK REE[E 1T,

£ Amazon Chime SDK IREEEEFEHAAE
TR EFRBMMESI FMEE Amazon Chime SDK Media Pipelines H RIS EE A€,

s
W%
g

E3

- Amazon Chime SDK B EENREEL A EH

- % Amazon Chime SDK IR EEE VRS ELAE

- fW& Amazon Chime SDK B EENREELAE

- Bk Amazon Chime SDK EEEEN R ELE AR

« Amazon Chime SDK EREEREEZEACNIEERSE

Amazon Chime SDK R E BN R EL AT

Amazon Chime SDK A& A& HWIRKEZAE
AWSServiceRoleForAmazonChimeSDKMediaPipelines — ft&F Amazon Chime SDK EREE K
RIEFE AWS BR#

AWSServiceRoleForAmazonChimeSDKMediaPipelines BRI§E R A GBS T 5 RIS ARIES
& .
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* mediapipelines.chime.amazonaws.com

LA ¥ Amazon Chime SDK ¥ig8 &R T T FIEIE

« BfF : all AWS resources EH cloudwatch:PutMetricData
- BifF : all AWS resources EH) chime:CreateAttendee

« BE: all AWS resources £HY chime:DeleteAttendee

- BifF : all AWS resources EH chime:GetMeeting

o B)fE: arn:aws:kinesisvideo:*:111122223333:stream/ChimeMediaPipelines-* L&Y
kinesisvideo:CreateStream

o B)E: arn:aws:kinesisvideo:*:111122223333:stream/ChimeMediaPipelines-* L&Y
kinesisvideo:PutMedia

o B)E: arn:aws:kinesisvideo:*:111122223333:stream/ChimeMediaPipelines-* L&Y
kinesisvideo:UpdateDataRetention

o B)E: arn:aws:kinesisvideo:*:111122223333:stream/ChimeMediaPipelines-* L&Y
kinesisvideo:DescribeStream

o BE: arn:aws:kinesisvideo:*:111122223333:stream/ChimeMediaPipelines-* L&Y
kinesisvideo:GetDataEndpoint

« B{E: arn:aws:kinesisvideo:*:111122223333:stream/* LK
kinesisvideo:ListStreams

BYMERERNT , IAM ER (WEAE, HENAG) T IRY, REIMREKERAE, MFRE
TAREFEER , 268 (AM ERERER) FHRBEEAEF .

ME WEFMAEFHAmazonChimeSDKMediaPipelinesServicelinkedRolePolicy , 24
BAWS ZEHE : AmazonChimeSDKMediaPipelinesServiceLinkedRolePolicy £

A Amazon Chime SDK R EEE IR EL AR

BATLAER IAM £ 4 |, #H Amazon Chime SDK Media Pipelines £ =62 R EE LR,

(® Note
BUAEER AM EEFITREXRELSR. NIRRE , FHERREES.
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BVA6

1. BRULR hitps://console.aws.amazon.com/iam/ Y IAM £ &,

2. EIAMEERENEEERTD , BEEAC  RREEEIAG,

3. EEAWS REACER K ARERE Chime , REIEIF Chime SDK KR EE
4. BEE Next (T—%)
5
6

ZZE Next (F—2%).
REEBREER K AREBEEIAG,

BB AT LAEA AWS CLI 3 AWS API RV Z A WIREEREA
mediapipelines.chime.amazonaws.com,

£  AWS CLI , #ifTIlt® 5 : aws iam create-service-linked-role --aws-service-
name mediapipelines.chime.amazonaws.com,

WEFMES , F2H IAM EAEERPNELRBELGAC. NREMREERBESESE , B0
ERLHARNERFABREMZAR,

#%m% Amazon Chime SDK HEEEMN R EEAE®

Amazon Chime SDK R R FF & #mEEAWSServiceRoleForAmazonChimeSDKMediaPipelinesfR#%
E%*ﬂ@ RAEREERTRESERKERLAG  MUECELIEEVACCABEAGER., A
, BEERA IAM RiFEAGER, IEEZENA , F2H AM EAEEETNEERBELEA S,

Bk Amazon Chime SDK IR EEN R EZAE

EETZEECREZEERBEFACNDRIREE , RAIRBEMRZAE, Mk—R , ERRIBERE
BEENEENREAER,

£/ IAM FERBREREESESE

£ IAM £ 4 AWS CLI, = AWS API &l
BXAWSServiceRoleForAmazonChimeSDKMediaPipelinesfRi§EE AT, MEHMEN 6 F2
B CIAM EAEER) PORBREEEEAE,

Amazon Chime SDK IR EERFELEACH I EESE

Amazon Chime SDK X EBEMERMEREN AWS BEEFEAREELE AR, NEFAET , F28
Amazon Chime i 2y f 58,
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https://console.aws.amazon.com/iam/
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://docs.aws.amazon.com/general/latest/gr/chime.html#chime_region

Amazon Chime SDK EEER

£ AmazonChimeSDKEvents R EE A

Amazon Chime SDK & A RIS ERE A®AmazonChimeSDKEvents., A& F Amazon
Chime SDK EF S EE 2 AWS R ZEE , Hlan AR ER ERH Kinesis Firehoses

AmazonChimeSDKEvents BRFIERE A /L 5F Amazon Chime SDK it
BT EBEFkinesis :PutRecordBatch LY kinesis:PutRecord#
arn:aws:firehose:::deliverystream/AmazonChimeSDKEvents-*

IEMRRERTR] , BASLET IAM B, SIfERE, BHEARAE , REM, REIMREKEEAE,
MEFEFHMAET , F2HE AV ERAEEREPNEFEEA S,

B RKEEAE

RIS EEAEERIERE I ELZ D Chime SDK Events CloudFormation £i4<fy —

AT LUEA IAM £384 |, EiB Amazon Chime SDK Events £ RfI5RE N REEFK AR, £ AWS
CLI 5 AWS APl & | EARIE B E Levents.chime.amazonaws . comfRIGEE AT, MEFA
EH , F2E (AM EAEER) PNEARSEEAC. NRERBRLAE , B ERLERIN
BREIZAG,

miE RS EFEAG

BYRKERACZR  BREFEEER , LEM IAM STIRE, MFFMER
ERAEER) FNEARBEEAS

MEx RBEEAE

BREEXR K ELTBEBTEZTEM WeeiRiGHE | 55MIERAmazon Chime SDKEvents&f, #FAH|
BE—EREANEEARTEIRHE,

EEFHMBRAR  CELASHRACERANER. AT —ESBRPMAATERETE.
MR A &R
] LUE B M BR A B R E R Kinesis Firehose RMIRE R,

28 (1AM

5’n'h+
%

(® Note

NMREHEAGERAERKEZRMBRER , MERTREEAN. WRMBRAR  FEFESE R
REREF,

5 AmazonChimeSDKEvents RIS ER AR 38
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RprAEEIR

- ZEBW AT API B8ER Kinesis Firehose,

aws firehose delete-delivery-stream --delivery-stream-name delivery_ stream_name

MR BESHE

« M IAM E£#4. AWS CLI 5 AWS API Ml AmazonChimeSDKEvents RIS EfEAE, MEH
B , B2 (AM EHAEIER) FIERHREERSACTMERREEEAE,

£ Amazon Chime SDK H 2 #& 1 B =

Bty 24 Amazon Chime R EHMEM AWS SRS RAHEM., ATAMMRENEELT S, AWS
RMETH T EREE Amazon Chime BB EH, HREME , WiBRFXINE B EE -

« Amazon CloudWatch EIEFEEIR A AWS ERMATHEARE AWS, &0 A ERNIEHEE
B, BUBEREKR , URREET , AR CEEEICEENRERBHNEREENEE, flwm , &
A[LAFE CloudWatch JB#t CPU A2 H M Amazon EC2 #TERIEE , Y EE BB BEEHH
MEITEEE, MEFMER , 52 Amazon CloudWatch &5,

« Amazon EventBridge RLIEFEIRN RHEHRR , 1R AWS ERHNEE, EventBridge X&EH
BCEHREHREE, ETELREEFRESHNAA , Y EREELEHEHER AWS HiRKE
P EBEE, WEFMEER , 528 "Amazon EventBridge FRAEERM . -

« Amazon CloudWatch Logs Al ZERESR, ERMEEIRE Amazon EC2 #11T{EE. CloudTrail RH
2R EY BEEE R, CloudWatch Logs ATEE#E HFRERPHNEN , U EEZBFERERBENE, &
ALK AFERFEESMAENRTEE. NEFMHEENR , 528 Amazon CloudWatch Logs
FEAEER.

« AWS CloudTrail € EEHENIRE R EHAL R AWS BWIRE R L API FEILFIFERESE 4, HigE
2 ARFERITREBIEEN Amazon S3 REFETE ., B LERBIHIUNFEREMIKES AWS, 1T
FEAUAY SRR IP etk |, AR FEAUAYBSRE, INEFFMMERA | 582 "AWS CloudTrail EFH&EIERM,

E3

« fF Amazon CloudWatch E£3E Amazon Chime SDK
- f£/ EventBridge B &)1t Amazon Chime & E#

« £ AWS CloudTrail 588 API FERY
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Amazon Chime SDK EEER

£ Amazon CloudWatch E53# Amazon Chime SDK

BT LAE R CloudWatch 2R B3 Amazon Chime SDK, CloudWatch ATERBRE R | &S ERE
BRATENBLLERNIEE. EERTATERNERE 15EA , BERUUEHELENR , XEFE Web
FERARASRBENNE. SHUUREEERERENET , EREELRERFEEB AR EEREE,
WMEHMER |, 5528 Amazon CloudWatch £ &8,

Amazon Chime SDK B9 CloudWatch 3§#&

Amazon Chime SDK €#& T FIi5{& &% E CloudWatch, Amazon Chime SDK € @EE RS o EE
ERE—R, WEXLES HONFrEEE,

AWS/ChimeVoiceConnector & ZEBE T ARG E AWS tRFE 1 Amazon Chime SDK Voice
Connectors I EZESRIEIEE,

(® Note
HERZEAeEFUSBESr EEEHEBERE-—R. BRAXESEFURBRE. flwm, o
RHEE 1101 BEEX , REXESEEEBRENRGDEY, EEFRRE , £EWE
E-HagXER.

EE Description
SmaActiveCallCount YER 1T Sip Media Application FEAYHYEE

E{y : Count
VoiceConnectorActiveCallCount ERPLTETEERTUNRE,

B8 {7 : Count
InboundCallAttempts EFXNBAFLRE,

B {7 : Count
InboundCallFailures 5 A AL EY 2R BUXE

BE{y : Count

f£F CloudWatch 1T B4 40


https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/

Amazon Chime SDK

EEEmE

BE

InboundCallsAnswered

InboundCallsActive

OutboundCallAttempts

OutboundCallFailures

OutboundCallsAnswered

OutboundCallsActive

Throttles

SiplxxCodes

Sip2xxCodes

Sip3xxCodes

Description

EERNE AL,

E {7 : Count

B Bl {E A PRV EA R IL S,

E{¥ : Count

ERNELHTILE,

E {7 : Count

15 P AL Y Kk BUX B

E {7 : Count

B E PR,

E{¥ : Count

B BI4E R A Y8 I,

E{¥ : Count

EFETHRIE | BiIRF 2 I ERAXHE.
E{¥ : Count

RERIES 1xx B SIP AEE.
EE{¥ : Count

REERTE A 2xx BIRAY SIP FAEE.
E1{I : Count

AREERIEA 3xx B SIP

11/}
S
i
o

BE{¥ : Count

f£F CloudWatch 1T B4
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BRI

M

BE

Sip4xxCodes

Sip5xxCodes

Sip6xxCodes

CustomerToVcRtpPackets

CustomerToVcRtpBytes

CustomerToVcRtcpPackets

CustomerToVcRtcpBytes

CustomerToVcPacketsLost

Description

REEATF A 4xx BARHY SIP FAEH.
E {7 : Count

AREEACHE A 5xx B#RAY SIP FAE B,
E{¥ : Count

REEAHE A 6xx BARAY SIP FAE B,
E {7 : Count

*= B &% %) Amazon Chime SDK Voice
Connector &N RTP HEHE,

BE{¥ : Count

REEEEE RTP H4a9 Amazon Chime SDK
Voice Connector E 55K HY L TTAE R,

BE{y : Count

®*& F{E1% 2 Amazon Chime SDK Voice
Connector 5% RTCP HE2HE,

BE{¥ : Count

RTCP H#a8HRREF &)X E Amazon Chime
SDK Voice Connector E %KY o 4H B,

EBE{¥ : Count

#t%Z F %] Amazon Chime SDK Voice Connector
HERSNENEnhELHOHE, EBe8oERE
E—R, BEIFUERALL, BFFEREEN,

B {¥ : Count

f£F CloudWatch 1T B4
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EEEmE

BE

CustomerToVclitter

VcToCustomerRtpPackets

VcToCustomerRtpBytes

VcToCustomerRtcpPackets

VcToCustomerRtcpBytes

VcToCustomerPacketsLost

VcToCustomerJitter

Description

#* = FEiX %) Amazon Chime SDK Voice
Connector B2 a2 FEHR ),

B R

#£ Amazon Chime SDK Voice Connector &
REEXEEFN RTP HE8E,

B (¥ : Count

#£ Amazon Chime SDK Voice Connector &
REEEGEFHNMN TS , L RTP HEHE
To

BE{y : Count

#£ Amazon Chime SDK Voice Connector E i
REEIXEEFN RTCP HagE,

BE{¥ : Count

RTCP f‘@# % Amazon Chime SDK Voice
Connector B BRI A E PN THEE,

BE{y : Count

# Amazon Chime SDK Voice Connector &
REERIEFNETGELASE, BB EES
E—X, BEIFNERAELL, BFFBEREEEN,

BE{¥ : Count

# Amazon Chime SDK Voice Connector £
REEEREF2HENTEHREE,

BV : ¥

f£F CloudWatch 1T B4
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EEEmE

BE

RTTBetweenVcAndCustomer

MOSBetweenVcAndCustomer

RemoteToVcRtpPackets

RemoteToVcRtpBytes

RemoteToVcRtcpPackets

RemoteToVcRtcpBytes

RemoteToVcPacketsLost

Description

Z F B Amazon Chime SDK Voice Connector
EHE e 2 B3 RERE,

B R

B & F B Amazon Chime SDK Voice Connector
HRERXEecBNESERMEHNALRFEYER
28 (MOS),

B : MTR1.044 cEBN D 8. 2BHES , &
TFRANFAmELL,

125832 E Amazon Chime SDK Voice
Connector E# 5N RTP a8 &,

BE{¥ : Count

RIBIHREEXEE RTP 85 Amazon Chime SDK
Voice Connector E %R TTAE R,

BE{¥ : Count

=R EIEZE Amazon Chime SDK Voice
Connector EfE:%XHEH RTCP H3IHE,

BE{y : Count

RBIHEIEZE RTCP H#HE% Amazon Chime
SDK Voice Connector E %KY o 4H B,

B {¥y : Count

2 %5 2 Amazon Chime SDK Voice
Connector EE SRR ELANTIHE, EE2F
PEMEE X BERFUERAIL, BFEER
b {: 0

B {y : Count

f£F CloudWatch 1T B4
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EEEmE

BE

RemoteToVclitter

VcToRemoteRtpPackets

VcToRemoteRtpBytes

VcToRemoteRtcpPackets

VcToRemoteRtcpBytes

VcToRemotePacketsLost

VcToRemoteJitter

Description

ZPA N Ll

12 EIX E Amazon Chime SDK Voice
Connector B2 a2 FEHR ),

B R

#£ Amazon Chime SDK Voice Connector &
REEEERFRN RTP HE®E,

B (¥ : Count

#£ Amazon Chime SDK Voice Connector &
REEEERRMNATES , L RTP Ha28
To

BE{y : Count

#£ Amazon Chime SDK Voice Connector E i
BEEXEEEREN RTCP a8 E,

BE{¥ : Count

#& Amazon Chime SDK Voice Connector E i
SREEEERENMITHES , L RTCP H38
Ro

BE{y : Count

# Amazon Chime SDK Voice Connector &
REIERRERTEANESIHE, EEED
EEEA-X, BERFUERAL, BEFfEEREE
08

BE{¥ : Count

# Amazon Chime SDK Voice Connector E i
REEEAERREHENFEERE,

By %

f£F CloudWatch 1T B4
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EE Description
RTTBetweenVcAndRemote ZiwE Amazon Chime SDK Voice Connector

E R 2 B PR,
B R

MOSBetweenVcAndRemote Ziw 8 Amazon Chime SDK Voice Connector
EREeBHEESRREAEBHNEGRFEEER
pa) 5& (MOS)O

B : By : J #1044ZFEJE’J T8, PR
= RE

Amazon Chime SDK B CloudWatch #tfE

AT LLEE Amazon Chime SDK #EEL#EAK CloudWatch #E IR 7Ro

HE Description

VoiceConnectorId ERERIEREM Amazon Chime SDK Voice
Connector & 517 .

Region EEEM BRI AWS EE,

Amazon Chime SDK B CloudWatch B&&

& A LAERE Amazon Chime SDK Voice Connectors #$#81Z 31X E CloudWatch Logs. E&IE M
R, B RELETEESNERMEEERR.

Amazon Chime SDK &4 ##&i%x — X E¥#H1E8., Amazon Chime SDK &t ¥ AR EMN B S ERESRE
THWERIEEEM , YK eMEEZERMALZEILN CloudWatch Logs H &R .

BB HEBBERAE : /aws/ChimeVoiceConnectorLogs/${VoiceConnectorID},

MNEREB S EEFLUEABENFMERNR | 3528 #“E Amazon Chime SDK Voice Connector 5%
Eo

f£F CloudWatch 1T B4 46
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BRI

M

® Note

HEBXEREEWIHBRE, flm, mMRBIE 11: 01 REEX , DEREFEEEE

ENMGBHER, ERFERE

LEWIE-—HEEXER,

Amazon Chime SDK £ BEHEE JSON # B TSI

Az

voice_connector_id

event_timestamp

call_id
from_sip_user
from_country
to_sip_user
to_country

endpoint_id

aws_region

cust2vc_rtp_packets

cust2vc_rtp_bytes

Description

A LAY Amazon Chime SDK Voice
Connector ID,

B HIEEMREERE , B4 B UNIX Epoch (1970
F£1 81 B5%R) ARHNEHE (UTC).

HEEXS ID,
FFIlRyER e ER &
PP LR 2 46 B 3R/ 4tk [
IRy IR E R & .

P L B 2 UK B 3R/ [

BRI B im R A ERBBIRF, BE

CloudWatch Logs Insights /. IMEFE A
, 5528 (Amazon CloudWatch Logs & fi & 15
)y HEEH CloudWatch Logs Insights 247 B

R’ AWS B @8,

®*%&Z F&ix %) Amazon Chime SDK Voice
Connector EfEFZHEHN RTP HEHE,

REFEIXZE RTP #2 Amazon Chime SDK
Voice Connector E 25X TTAREL,

f£F CloudWatch 1T B4
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BRI

M

Rz

cust2vc_rtcp_packets

cust2vc_rtcp_bytes

cust2vc_packets_lost

cust2vc_jitter

vc2cust_rtp_packets

vc2cust_rtp_bytes

vc2cust_rtcp_packets

vc2cust_rtcp_bytes

vc2cust_packets_lost

vc2cust_jitter

rtt._btwn_vc_and_cust

Description

®*= F &% %) Amazon Chime SDK Voice
Connector Ef#ZZiEH RTCP HE# &,

RTCP Ha@®#& F{&iXZE Amazon Chime
SDK Voice Connector E s TTAE .

%= F 2 Amazon Chime SDK Voice Connector
HRXENEahELAHa8E, EeEEE
E-R, BEERUERALE, BFBREEN,

#*= FEix %) Amazon Chime SDK Voice
Connector B2 a3 FEHE ),

#& Amazon Chime SDK Voice Connector E i
REEEAEFN RTP HE&E,

#& Amazon Chime SDK Voice Connector E i
REEEEEFNMTHEE , UL RTP HE&E
Ro

# Amazon Chime SDK Voice Connector E i
BREEEEEFHN RTCP HEHE,

RTCP H4Aa®d#* Amazon Chime SDK Voice
Connector B X EIEEE P THEE,

#& Amazon Chime SDK Voice Connector £
REERIFEFNETGELABE, B8P EE
E—R, BEIFUERALE, BFFEREEN,

#& Amazon Chime SDK Voice Connector &1
REEEREF2HENEHRE,

Z F Bl Amazon Chime SDK Voice Connector
EHErE e B3 RER,

f£F CloudWatch 1T B4
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BRI

M

Rz

mos_btwn_vc_and_cust

rem2vc_rtp_packets

rem2vc_rtp_bytes

rem2vc_rtcp_packets

rem2vc_rtcp_bytes

rem2vc_packets_lost

rem2vc_jitter

vc2rem_rtp_packets

vc2rem_rtp_bytes

vc2rem_rtcp_packets

vc2rem_rtcp_bytes

Description

Ed% F B Amazon Chime SDK Voice Connector
EREcBNES R REEBNEGRFEIE9ER
28 (MOS),

ZPA S Ll

=R EIEE Amazon Chime SDK Voice
Connector X RTP H3TEE,

RIRREIXZE RTP $#4A9 Amazon Chime SDK
Voice Connector E /5% HEHY T AE B,

ZPA Y Ll

=R EIEZE Amazon Chime SDK Voice
Connector %A RTCP HIHE,

RBIHEIEZE RTCP H#HE% Amazon Chime
SDK Voice Connector E %KY o 4H B,

R %58 2 Amazon Chime SDK Voice
Connector EERERFELANTIHE, BEE2F
PEMEE R, BEEFUERAIL, BFFEER
B,

=R EIEZE Amazon Chime SDK Voice
Connector B35t 2 H 3 F1G98 &,

#& Amazon Chime SDK Voice Connector E i
RIEEEERKN RTP HE8EB.

# Amazon Chime SDK Voice Connector &
REEEERBMNMTHES , UL RTP Ha8#E
o

#& Amazon Chime SDK Voice Connector &
REEEERKN RTCP HEHE,

# Amazon Chime SDK Voice Connector &
REEEERBWAITHES , LA RTCP a8
o

f£F CloudWatch 1T B4
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- fba Description
vc2rem_packets_lost #& Amazon Chime SDK Voice Connector Ei#

REIRRERPERNECHE, EEFD
BEX-R, BEFFUERAL, BFfHRRER
B,

vc2rem_jitter #& Amazon Chime SDK Voice Connector E#

R EEE RN 2 H SN FERE,

rtt._btwn_vc_and_rem =i Ed Amazon Chime SDK Voice Connector

B < BH P EIREFE.

mos_btwn_vc_and_rem =i Ee Amazon Chime SDK Voice Connector
EREeBEESEREAEBHNEGLFEEER
28 (MOS),
SIP AR B

& 0] LUZ 2 Amazon Chime SDK Voice Connector B SIP SAE Bit. EERHTILIRE

B , Amazon Chime SDK E€HIEMEANELH SIP AL , WEHEXFTALEEIH CloudWatch
Logs HEEH#H, AFEHENB®EAE /aws/ChimeVoiceConnectorSipMessages/
${VoiceConnectorID}, AHEISLATHM , HEXA JSON,

- fbva Description

voice_connector_id Amazon Chime SDK Voice Connector ID,

aws_region B4 ERIBERY AWS B,

event_timestamp REGAEMERE |, B A8 UNIX Epoch (1970
F1 A1 BFR) UARHERDH (UTC),

call_id Amazon Chime SDK Voice Connector F¢RY
ID,

sip_message FEH TE SIP FAE.

f£F CloudWatch 1T B4
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A EventBridge B &)1t Amazon Chime FI&E#

Amazon EventBridge AIZZBE{L AWS R , Y EBEERREH , fINEARX TAMEESE
REE, NESRSHNFMENR , F2H (Amazon Chime SDK H# AEERE) PHEESH.

E Amazon Chime SDK E4E#48 , 8 HE &)X ZE EventBridge AZB AR+ , iIEFR R Amazon Chime
SDK S EHSFTESEHEAZ EventBridge , BEBLEIBER T A RE RS REH. MEFMENA ,
52 [ (Amazon EventBridge fEA&IERE) FHRE AWS BRIEHE4,

® Note

MRIGEEMRER , BHAEMER Amazon S3-Managed £, BT EFERERIE AWS
Key Management Service F & F £ £ 1T A R[WHMNE

£/ EventBridge HE){t. Amazon Chime SDK 5B & E #2585

Amazon Chime SDK Voice Connectors A B B &% W E{ESIE T HIEE

- YA AWS Lambda &

« BX& Amazon Elastic Container Service E#§
- BEHEIXZE Amazon Kinesis Video Streams
« FERXA AWS Step Functions AR AE#ES

- JBX Amazon SNS E &z Amazon SQS 175l

#£B Amazon Chime SDK Voice Connectors £ f EventBridge #) — &1 4|27 :

« BA Lambda BHBUAEBREERE THBEFNZTA
« ERE) Amazon ECS 1% , LATEFP AL EhEh#& B BN RS i 4% .

WMEFHMER , 5528 "Amazon EventBridge A &EE™ . -

Amazon Chime SDK Voice Connector &S 4

BRI RE 43 4ER | Amazon Chime SDK Voice Connectors X A5 E44-E)% F EventBridge.

£ EventBridge B &1t 51


https://docs.aws.amazon.com/chime/latest/dg/using-events.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-service-event.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/

Amazon Chime SDK EEER

Amazon Chime SDK Voice Connector &7

BB LR ZE Kinesis Video Streams B8 , Amazon Chime SDK Voice Connectors &% It
.,

Example B4 & ¥
LT RUEEHNEFER,

"version": "Q",
"id": "12345678-1234-1234-1234-111122223333",
"detail-type": "Chime VoiceConnector Streaming Status",
"source": "aws.chime",
"account": "111122223333",
"time": "yyyy-mm-ddThh:mm:ssZ",
"region": "us-east-1",
"resources": [],
"detail": {
"callId": "1112-2222-4333",
"direction": "Outbound",
"fromNumber": "+12065550100",
"inviteHeaders": {
"from": "\"John\" <sip:+12065550100@10.24.34.0>;tag=abcdefg",
"to":
"<sip:+13605550199@abcdeflghij2klimno3pqr4M.voiceconnector.chime.aws:5060>"
"call-id": "1112-2222-4333",
"cseq": "10@1 INVITE",
"contact": "<sip:user@lQ.24.34.0:6090>;",
"content-type": "application/sdp",
"content-length": "246"
},
"isCaller": false,
"mediaType": "audio/L16",
"sdp": {
"mediaIndex": 0O,
"medialabel": "1"
},
"siprecMetadata": "<&xml version=\"1.0\" encoding=\"UTF-8\"&>;\r\n<recording
xmlns='urn:ietf:params:xml:ns:recording:1'>",
"startFragmentNumber": "1234567899444",
"startTime": "yyyy-mm-ddThh:mm:sszZ",
"streamArn": "arn:aws:kinesisvideo:us-east-1:123456M:stream/
ChimeVoiceConnector-abcdeflghij2kimno3pqr4-11laaa-22bb-33cc-44dd-111222/111122223333",
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"toNumber": "+13605550199",

"transactionId": "12345678-1234-1234",
"voiceConnectorId": "abcdeflghij2klmno3pqr4",
"streamingStatus": "STARTED",

"version": "Q"

Amazon Chime SDK Voice Connector & ifi# R

B LR ZE Kinesis Video Streams # R B , Amazon Chime SDK Voice Connectors &% It
#,

ExampleS#& %
T REEANEHER,

"version": "Q",

"id": "12345678-1234-1234-1234-111122223333",
"detail-type": "Chime VoiceConnector Streaming Status",
"source": "aws.chime",

"account": "111122223333",

"time": "yyyy-mm-ddThh:mm:ssZ",

"region": "us-east-1",
"resources": [],
"detail": {

"streamingStatus": "ENDED",
"voiceConnectorId": "abcdeflghij2klmno3pqr4",
"transactionId": "12345678-1234-1234",
"callld": "1112-2222-4333",
"direction": "Inbound",
"fromNumber": "+12065550100",
"inviteHeaders": {
"from": "\"John\" <sip:+12065550100@10.24.34.0>;tag=abcdefg",
"to": "<sip:
+13605550199@abcdeflghij2klmno3pqgr4.voiceconnector.chime.aws:5060>",
"call-id": "1112-2222-4333",
"cseq": "1@1 INVITE",
"contact": "<sip:user@l@.24.34.0:6090>",
"content-type": "application/sdp",
"content-length": "246"
1,
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"isCaller": false,
"mediaType": "audio/L16",
"sdp": {
"mediaIndex": O,
"medialabel™: "1"
I
"siprecMetadata": "<&xml version=\"1.0\" encoding=\"UTF-8\"&>\r\n<recording
xmlns='urn:ietf:params:xml:ns:recording:1'>",
"startFragmentNumber": "1234567899444",
"startTime": "yyyy-mm-ddThh:mm:ssZ",
"endTime": "yyyy-mm-ddThh:mm:ssZ",
"streamArn": "arn:aws:kinesisvideo:us-east-1:123456:stream/
ChimeVoiceConnector-abcdeflghij2kimno3pqr4-11laaa-22bb-33cc-44dd-111222/111122223333",
"toNumber": "+13605550199",
"version": "Q"

Amazon Chime SDK Voice Connector &5t & #7

FHEREEBRE Kinesis Video Streams B , Amazon Chime SDK Voice Connectors & &4t E 4,
ExampleSE#& %

LT R EHHEHESR,

"version": "Q",

"id": "12345678-1234-1234-1234-111122223333",
"detail-type": "Chime VoiceConnector Streaming Status",
"source": "aws.chime",

"account": "111122223333",

"time": "yyyy-mm-ddThh:mm:ssZ",

"region": "us-east-1",
"resources": [],
"detail": {

"callIld": "1112-2222-4333",
"updateHeaders": {
"from": "\"John\" <sip:+12065550100@10.24.34.0>; ;tag=abcdefg",
"to": "<sip:
+13605550199@abcdeflghij2klmno3pqgr4.voiceconnector.chime.aws:5060>",
"call-id": "1112-2222-4333",
"cseq": "1@1 INVITE",

&/ EventBridge E &t 54



Amazon Chime SDK EEER

"contact": "<sip:user@lQ.24.34.0:6090>",
"content-type": "application/sdp",
"content-length": "246"
I
"siprecMetadata": "<&xml version=\"1.0\" encoding=\"UTF-8\"&>\r\n<recording
xmlns='urn:ietf:params:xml:ns:recording:1'>",
"streamingStatus": "UPDATED",
"transactionlId": "12345678-1234-1234",
"version": "Q",
"voiceConnectorId": "abcdeflghij2klmno3pqr4"

Amazon Chime SDK Voice Connector &3 % 8K

5 88 =57 F Kinesis Video Streams %< B{AF , Amazon Chime SDK Voice Connectors €8xt E
#%,

ExampleZE4& ¥}

LT R USRS B E H

"version": "Q",

"id": "12345678-1234-1234-1234-111122223333",

"detail-type": "Chime VoiceConnector Streaming Status",

"source": "aws.chime",

"account": "111122223333",

"time": "yyyy-mm-ddThh:mm:ssZ",

"region": "us-east-1",

"resources": [],

"detail": {
"streamingStatus":"FAILED",
"voiceConnectorId":"abcdefghi",
"transactionId":"12345678-1234-1234",
"callIld":"1112-2222-4333",
"direction":"Inbound",
"failTime" :"yyyy-mm-ddThh:mm:ssZ",
"failureReason": "Internal failure",
"version":"Q"
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£ AWS CloudTrail 5C$%& API FEOY

Amazon Chime SDK B8 & AWS CloudTrail , LARIEIRHERE. A AWS HARKEIE Amazon
Chime SDK T EXENERY 52 8%, CloudTrail €#% Amazon Chime SDK WIFFE API REIUBEER A
% , ‘@FER B Amazon Chime SDK &AWL | LA ¥ Amazon Chime SDK APIsT2= B FEAL,

MREBENHEE , Bl CloudTrail B4R E Amazon S3 REFETE , @ Amazon Chime
SDK ME#4, MREREZTER , BIARTLUE CloudTrail ERANSHRYCEEE L BIRFTH
EH, ZEFSESEFER. BHEERW IP it | UAREBHERWAE,

EEREY AWS IRF R , SEEMIRE LA CloudTraile & Amazon Chime B 2 & 1T API
MYEE , CloudTrail B ESHPREHZETH. EEEFEMH , BB CloudTrall TR AL FEHELRE
#% . WAILAE AWS IRF iR, BENTHRIENSEH., NFEFHMER , FSBEA CloudTrall =
HREEHEBREEH.

ZEEHE L5 TH CloudTrail , 5528 "AWS CloudTrail fEA&EIER.

= RVB R

THEERB\UAEMA CloudTrail TIREEMER. RIBEAR , ELETRETRIURRKRE , KRS
ek AWS S EIEF A BENEHS |, 1A% AR REETEIEERN Amazon S3 RFATE,

KB H B FEEE L EE,

1. BAIEHEBTER

2. CloudTrail X BN RENES

3. B CloudTrail B Amazon SNS &4l

4. EWZEEEA CloudTrail B FERE&EWZEIRFH CloudTrail BHFFEESR

B HHEERY B R

CloudTrail €&2&kFTH Amazon Chime SDK B, MEBEMNMEEEER , 5828 Amazon Chime SDK
APl 2Z, a0 | ¥ B CreateAttendee , BIYEE1E CloudTrail BRI ELIER ., B EEHE
TEELEBRENHBEH. EoEFAUHBEHE T5EE :

H

i

BEARE IAM ERERERH,
R, REEATRHEACEMS I IERAENTRLZLER,

fim
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-integrations
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/getting_notifications_top_level.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_meetings-chime_CreateAttendee.html
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- FREEHHEM AWS BRFRD,

WMEFMERN , 2B CloudTrail userldentity T3,

T ## Amazon Chime SDK BiiER1EH

BRI —EEE , EREHUBRERNEARMNEEIEER Amazon S3 #FATE. CloudTrail HEE
BRUS-—VZEEAFER, —EEHAEARFRENE-FR , AIEFRBDE, FROBHAE
B, FRBEFEH. CloudTrail HFSERI IR ARE API FFIEHEFCEKAYEREEF , Rt NS UUEM
BEEFER.

Amazon Chime SDK K18 B B chime.amazonaws.com B4 3Rk Bl

MREE A Amazon Chime SDK 1RFE&XE Active Directory , 582 B/ CloudTrail 528 AWS
Directory Service AP| FEIY,, SR BA WA ES 1 A sE &2 & Amazon Chime SDK £ & & ARE NI R RE,

T 5| %5588~ Amazon Chime SDK #J CloudTrail B5HEH

{"eventVersion":"1.05",
"userIdentity":{
"type":"IAMUser",
"principalId":"AAAAAABBBBBBBBEXAMPLE",
"arn":"arn:aws:iam: :123456789012:user/Alice",
"accountId":"0123456789012",
"accessKeyId":"AAAAAABBBBBBBBEXAMPLE",
"sessionContext": {
"attributes":{
"mfaAuthenticated":"false",
"creationDate":"2017-07-24T17:57:43Z"
I
"sessionIssuer":{
"type":"Role",
"principalId":"AAAAAABBBBBBBBEXAMPLE",
"arn":"arn:aws:iam: :123456789012:ro0le/Joe",
"accountId":"123456789012",
"userName":"Joe"

}
.
"eventTime":"2017-07-24T17:58:212",
"eventSource":'"chime.amazonaws.com",
"eventName":"AddDomain",

"awsRegion":"us-east-1",
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https://docs.aws.amazon.com/directoryservice/latest/devguide/cloudtrail_logging.html
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"sourceIPAddress":"72.21.198.64",
"userAgent":"Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_11_6)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/59.0.3071.115 Safari/537.36",
"errorCode":"ConflictException",
"errorMessage":"Request could not be completed due to a conflict",
"requestParameters":{
"domainName":"example.com",
"accountId":"l1laaaaaal-1all-1111-1all-aaadd0a0aa0o"

"responseElements":null,
"requestID":"belbeeld-1111-11el-1eD1-0dc1111flacl",
"eventID":"00fbeeel-123e-111e-93e3-11111bfbfccl",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"
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- Transport Layer Security (TLS), EMFE TLS 1.2 WEZEFEH TLS 1.3,
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- BEERBREHMERFEEBHNES Amazon Chime SDK,
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Connectors, Amazon Chime SDK Voice Connector 403 Amazon Chime SDK SIP £ ERE X%
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® Note
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REHEIEIE IS RS Amazon Chime SDK Voice Connector, IEFME , FSBEHREE=H
Z2 AR

61



Amazon Chime SDK EEER
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3. EEFTEESNEE.

4, BEEBRIFWURSIER.

5. EE=ABRIRBMEMMERET , BEEHE,

6. STEEFEEESE , BIE DNIS (BERIRISHEBIRE ) -

7. HRARFURSEREBNESFILERERE  GAARTURSHRBENE=2EFZRE , KA

E.164,

8. HRAHRRIRBWUNAABERE , AR =S EERBLUAAZRSRBFUY , B4
E.164,

9. HYEIZRME , BIEE,
10. BEFENE,

EEZEIFWAEFEA PIDF-LO

Amazon Chime SDK Voice Connectors X #E 18585 911 (E911) A, B EBE T EER[BITERR
BEER |, B LUEIBTE SIP R+ EE GEOPRIV BEEAERERNLEYH (PIDF-LO) REEKRE
ENBER. WHMHAEEE Geolocation-RoutingiEBHE , BREA Yes, BMEZIEZRERFE UL,
MRERFEA U LR ERERE , TAERE 911 FEAUBIARFAT U ERDE |, UERTHRHIEEN A H
LTLERE (PSAP) , EXRT W AIREEEERINRFE S REIAE

THIEFIRTITE iy PIDF-LO ¥4/ SIP #58.

INVITE sip:91l@abcdeflghij2kimno3pqr4.voiceconnector.chime.aws;transport=TCP SIP/2.0
Via: SIP/2.0/TCP IPaddress:12345;rport;branch=z9hG4bKKXN2D41yvDUKH

From: +15105186683 ><sip:+15105186683@IPaddress:12345>;tag=tag

To: <sip:91leabcdeflghij2klmno3pqr4.voiceconnector.chime.aws>;transport=TCP
Call-ID: 12abcdef-3456-7891-012g-h7i8j9k610al

CSeq: 43615607 INVITE

Contact: <sip:IPaddress:12345>

Max-Forwards: 70

Geolocation-Routing: Yes

Geolocation: <cid:alef6102917341f98a467b973819e90ed>;inserted-by=vpc@ng91l.test.com
Content-Type: multipart/mixed;boundary=unique-boundarystring
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Content-Length: 271
Accept: application/sdp, application/pidf+xml

--unique-boundarystring
Content-Type: application/sdp

v=0

0=FreeSWITCH 1636327400 1636327401 IN IP4 IPaddress
s=FreeSWITCH

c=IN IP4 IPaddress

t=0 0

m=audio 11398 RTP/SAVP 9 0 101
a=rtpmap:0 PCMU/8000

a=rtpmap:101 telephone-event/8000
a=fmtp:101 0-16

a=sendrecv

a=ptime:20

--unique-boundarystring
Content-Type: application/pidf+xml
Content-ID: <pidftest@test.com>
<?xml version="1.0" encoding="utf-8"?>
<presence xmlns="urn:ietf:params:xml:ns:pidf"
xmlns:gp="urn:ietf:params:xml:ns:pidf:geoprivi@"
xmlns:bp="urn:ietf:params:xml:ns:pidf:geoprivl@:basicPolicy"
xmlns:ca="urn:ietf:params:xml:ns:pidf:geopriv1@:civicAddr"
entity="sip:amazontest9ll@test.com">
<tuple id="0">
<status>
<gp:geopriv>
<gp:location-info>
<ca:civicAddress>
<ca:country>US</ca:country>
<ca:Al>WA</ca:Al>
<ca:A3>Seattle</ca:A3>
<ca:HN0>1812</ca:HNO>
<ca:RD>Example</ca:RD>
<ca:STS>Ave</ca:STS>
<ca:NAM>Low Flying Turtle</ca:NAM>
<ca:PC>98101</ca:PC>
</ca:civicAddress>
</gp:location-info>
</gp:geopriv>
</status>
<timestamp>2021-09-22T13:37:31.03</timestamp>
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</tuple>
</presence>
--unique-boundarystring--
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SIP 8], &8 LLE Amazon Chime SDK EH#HAFEIME.
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EEEmE

TEEREARKNRANERSR. ©ET SIP RAMMAERAEFRBAFIUMBER URI THH

BB ETEN SIP BAER.
FERIPNBFHEEZR T ANFZHNEF.

@ @ SIP Media
; application 11
PTargetx l‘g:me ID
'0 '1 1 El
£-164 phoro = ~ Priority AWS Region 1
> EE AWS Lambda
Voice Connector @ @ function
Request URI > EE ~
hostname Target SIP Media 11
SIP rule Priority Y = application
Name, ID, Name, ID
Trigger Type, AWS Region 2
Trigger Value AWS Lambda
function

£ 2 BER% Chime E#7H Voice Connectors (1) N EFERIBIERAG SIP R Al (2). W, BHKAE PSTN
Audio FR¥E MR EFERIEH Amazon Chime SDK Voice Connector , 37237 SIP & EHAiE R

B PN S R, WEIEFFEREGAEWE , SIP ARAISWA SIP EREAEZ R EHEBBEN Lambda &

H (4)o Lambda REEHTUABENERR , fINBRRES LIS NER , IHBEERS. /7T
RMUZEEHEY , SIP RE (2) TURBAEBENEELIERF , EFE AWS EiF 3) FEEBEREE
SIPIRBEERREN. R —MEBEZEXLHK , PSTN Audio REEEXT —FEEE, #iI= , SEZKEE

BEMRTREN AWS B,

A SIPEEEARER

SIP REREAEXRZENH , AER SIP RABEEBHE AWS Lambda BB, EANUET, &

B, EFAMER SIP FRERARER. FEE,
g EH AR,

(® Note

IRFEE AWS Lambda B® , FRERE Y SIP ERREAREN. MEFMEER ,

Lambda AF9.

ES -]
- BV SIP REERARER

BRI R EAEARRNFMAER K mMAGEEER

£/ SIP HEEERAER
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- B SIP KREAEXEHAER
- WA SIP EEERERN
- EF SIP EEERERX
- MiBR SIP EREARER

B SIP RREAERN

EIRZEER MR URI =#EZ . Amazon Chime SDK Voice Connector B4 FAE BEEEE
B AL SIP IREBERARER,

BY SIP FREEAENX

1. BRI https : //https://console.aws.amazon.com/chime-sdk/home 9 Amazon Chime SDK

Zma,
2. HEEEHEKRM PSTN Audio T , BIESIP ERERENR K ARTELBEMERL , BEEISIP KR
BEAER.

. EBBT  WmAERESNEE,
4., BHTIHHS—EE , LT ARN HHRA -

« Lambda BEAE Y ARN
« Lambda BB &K ARN
« Lambda ERERAH ARN

(@ Note
B LA ERE Lambda B RFE I A& MARZA ARNs , 21 REEEZR/A Lambda 31T ,
BRI AZBAE BB HRMA ARN, 205 Lambda BREIEIE . RABIBFMIELTHEFMER , 8
28 ( AWS Lambda FZ A B#8R/) FH Lambda BKEBIA., Lambda BHEMRAFE
B Lambda #ZEI 1T,

5. (EA) #8ET , BENEER , ARVITTIEHE

1. EERARPBAE,

2. (EA) EEAFRPEAE.

3. REERENEERUNHEESER,
6. EERVSIPERBEREXN.
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BRUYASSLEREEEY SIP FRERAEAEENER  MENEBERAERXSHRAERRAENSE
Erf, MREBIERAL , FEREETR.

Bl SIP KREREANEAER

AE P FERP NS EREFE AR Amazon Chime SDK SIP iR EERER, ERAE
B P RERIEREG AWS BEIR |, flan SIP REERAER. EZRTSSBMBEME , I FHERN
HEER  IRBEZERLNER., BULERFMESBNE, §l , BuLIEIRA WEKZES]
#  CostCenterH{EA 98765 , WifEfH HETHADE ., BE&EZ LS 50 BEEBHIEE SIP KiE
FERER,

=&

- BERWIEE SIP HEERRER

- {REBER

- BRER

KERFIEE SIP HEEARER
BRI LS %3 50 ERERHIEEH AR Amazon Chime SDK SIP FEERRER.
HIBER

1. ¥ https://console.aws.amazon.com/chime-sdk/home : // BB Amazon Chime SDK £# &,

2. HEBEERKM PSTN Audio T , 1E#E SIP HEREAREN,

3. EELEMGAMNSIP EREAEXER,

4. EZERBRSIER  AREEEEER.

5. BRENESR  ARBARSIZMERE.

6. REERENERERUELS —ERE,

7. ZTRER , BEREFEE.

IR

MRIEHERLENFT , BREZURER  HUURE AWS IRFPHEMARE, T8 , IAM B
B IEZERM,
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REER

1. 7E https://console.aws.amazon.com/chime-sdk/home : // B Amazon Chime SDK X &,
2. EEEBEHKFH PSTN Audio T , iBIE SIP BEERAER,

3. EELEEFN SIP EREARENER,

4. EEERZRSIER A AREEEEER.

5. ERWRIEFRD , BAFHE,

6. TA® , BEERTEE,

BRER

MREBLENFT , LA LIBER AWS IRFHPNERR , ERBEYFEBENASAW, T8 , IAM K
KA Re G PE LE BE M.

1. 1£ https://console.aws.amazon.com/chime-sdk/home : // BAEX Amazon Chime SDK X# &,
2. TEEEBEHKFA PSTN Audio T |, iB1ZE SIP ERERER,
3. RELEEFEM SIP HFEBEAEXEE,
4. EBEEBRCIER K AREEFEEER.
5. BELEBRZEBZRSNBER.
6. iZIZE Save changes (RREEE),
iR SIP IR EAREN
HEBE S URKRAEN SIP EREAERX , SFEHFHEERA K mASTUREHAR.
iR SIP RBEARER
1. 1£ https://console.aws.amazon.com/chime-sdk/home : // BAEX Amazon Chime SDK X# &,
2. EEEBEKTP , BESIPEREARER,
SIP ReEAEXEEMREENLHR , YBERERBTHIEEARER,
3. FERGARAEIANFNET A FEEFEEAESIHNERE,
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E# SIP KEEAEN

BRI LA A SIP R EAE XN E AT Lambda ENEIMY & R Amazon Resource Name (ARNs), &R#EEE
T AWS [E15,

E# SIP REEAEN

1. ¥ https://console.aws.amazon.com/chime-sdk/home : // BB Amazon Chime SDK £# &,

2. HEEBERKRT , RESIP ZEERAER.

FEENER SIP R ERAREXEME,
3. ERZEENNEARNERE,

FEREASEREBCHER L,
4. BRERE.
5. REEVETIEE :

- RAEANERE

* Lambda ARN. J5l#& ARN A4 ARN
- LERE. NFBEEBNFEER  F28H

(® Note

O LAVERE Lambda BE AR BB MARA ARNs , 1R EEER/A Lambda 31T ,
Bl A ZBH B E RARA ARN, #5FE Lambda BEBIE. MRABIBMIEITHFFMEER , B2
B8 { AWS Lambda Bi% A B35/) FH Lambda EEBIA. Lambda HERAFE
Lambda fZ 3617,

6. 1EE Save (A7)

BIhASPERNE R, MREFINHERAS , FE

i
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EHIE T

ik SIP SR EAERN
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- BY SIP KEERAREXRRAERR.

® Note

REEBKR , REURKBBREAEXTEREFULRE. A, MEREAREX TS MBEREM
FAEBBRRY B AR R SIP R A,

fiER SIP IEREAER

1. 7£ https://console.aws.amazon.com/chime-sdk/home : // B Amazon Chime SDK X &,

2. HEEEBEERT , RESIP ZERERAERX.

SIPiREEEREEmMRERHE,
. BRERAEXSEENRER,
4. BE MIBR o

MBREAEA BB ESRBERIHR.
5. BEMETHRUBEEERE K AREEMER.
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EIE SIP R Al

SIP RAIE#REm SIP KREABENEEFRIFIFAR URI THBBEIEB . LR SIP R AIE
ZfE SIP REEEREXEYER, AR A SERARXISATERA, WF SIP RRM{TEL SIP &
BERAEALZREANSS  F2RL-—H 7 SIP EAEXMNBRAFH .

(® Note

EEREYT SIPAA , BEEZEL—EDID R FEBEFERER , WSERBERRA Amazon
Chime SDK EFHH SIP EREABRIEA , RED—EER URI THER , BTG
Amazon Chime SDK Voice Connector (W&, MESBFERBNFHEENR  FSREEEFER
o WHEBR URI THEBHFMENR , FE/T —HHNITR,

B #%

- B SIP £
- B1R SIP £ A
- 47 SIP KAl
- B SIP £ Al
- =H SIP Al
- kR SIP KAl

3 SIP # A8l

EEV SIPRBlzH , BFEEEL—E DID AR NHEEFRIT , LG EREEERTE A Amazon Chime
SDK EfFHH SIP HeEEARENE A , 58 Amazon Chime SDK Voice Connector 1 SIP 88 f& 3
EAMEBNGER URI EHEE, 0% SIP EARXHNFRENR  F2BEL SIP EREARERN, I
S BRLERAHEMEESEVHRAL

# SIP # Al

1. ¥ https://console.aws.amazon.com/chime-sdk/home : // BBX Amazon Chime SDK £# &,
2. ESEERTHNERERET , BESIP EREAREN,
3. EELEAHBUKAAMN SIP EARER K ARRBRERARKRSIER,
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4., HEREFRBIELEIREBE , BERS Notepad FFLERF , Y RFZEXFRBAHLBE
E%O

5. HEEBEKF , EEF SIP KA

FEENEE R SIP HAIEME,
6. IEIE Create (B3I),

FEENHHIRE VT SIP 5 RIS EE 5 .
7. ERWART , BWARAUNERE  RRHITTIIHP—REE

BYERRENSRR

A RIRFER  BRRATESE TR ASERT. NRRE , FRAGELEINKE.,

B.HREFERT  WAERERBRRFEDEE—EH. MREWMAYT  FEAUEN  +1444
#, a0 : +15095551212,

BUFKR URI THEBAVE R

A FRUSHEEEE K RBREFHR URI IHEH,
B. B ELR 2 hEENTHMEBBATIFER URI THBBHHP,

8. BEVEFARA A BRIEFENCHAXKEAHR, EEEAKRA, w0, EZ Amazon Chime
SDK Voice Connector R H X #EZBERK A AL , FERZES R,

9. EET—F ARRESR2AE LA SIP EREARENFE , RRENEEEAW SIP FRIE
AR,

10. RETZEFE SIP RBEARN , MR RRESEEARXEEER.
11. 1&¥F Create (B3I),

EUFASFEENE R, MRHRERAL , FEREETR.

k248 SIP 35 8l
HaZEBE T LREHN SIP R |, SFHFMEN , MBS LR ER S THENIRE,
18 SIP # Al
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2. EEEERPFH PSTN FAT , EE SIP KA,

SIP RAIEEREEIHE , YR REBHHERAL
3. HEMBRAANFMAET K FRERUNBE,

B SIP #H Al

B SIP RAETHH -—EHERREHERE, —RME , KUURERULBUNSEHEN
SIP REEEAEXNEE,

E# SIP R A

1. 1£ https://console.aws.amazon.com/chime-sdk/home : // BAEX Amazon Chime SDK X# &,
2. EEEBE®RDH PSTN FAT , &#IF SIP HA,
3. EELERENHAAERE,

ZAANWERRERIHE,
4. BRERE.
5. #HERE K WARANTER , AREERHT

B A SIP 35 8l

BRLIAEM SIPRA  EERHAEMEESRVNRA, &E
7, BROAKRA, MFEFHMEEF , F2ERE SIP KA
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BR , BEARRRANNFRE

BA SIP £ 8|
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2. EEEERFH PSTN FAT , EE SIP KA,
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FRNKRAE—ELenFERER.
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EREERE

A EEIRER RS BESHER R,
B. M LEE , MBEBMFEEE , RAREERA , ARAELER 5,

158 F RUA 1= 8t

A EZERANERE,
B. BERA , WRRESE , RARAELER 5,

EREREFERSRAMENE—FERAR , ESHRBARA (s) HEEAR. BIME T HILES
HWR A SEEE SIP HBREAEN , REREZERMA (SIP).

= SIP 5 8l

ESTFERURMNERE , FFER SIPRA, A, BLAFLER SIPRA, TaEMRZRAUNK
MBI SIP KREAEN., KU EFERETMNEEEEVNEARA. ZREEKE , £FRARAZH
BEARAANFHAER , YREURFFEARUATSHEFURE, NFFHEER , F20 @R SIP R

2l

ZH SIP £ 8l

1.

BRI https : //https://console.aws.amazon.com/chime-sdk/home BJ Amazon Chime SDK F

7Ba,.

HEEEERPH PSTN FAT |, B4F SIP KA

FEENEE R SIP RAIEE.
RREQTHBERUBENGER , ARERKTFEHMBETRRER.

AR A ERRERAR R,
BT THEP—HRENEARRA

EREFERE

A EEIREFR A BERER R,
B. M LEE , MRMEMFEEE , AREEFH.
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ERF AR

A EBIRERINERE,
B. REFH , URNRES,

FH rule(s) BEE A RAEEIHIR, AIEDSER 5,
5. EMRTHRULBESELLAFE SIPEREARANSRA , RAEEEFA.

filBR SIP # 8l

—RME , ERTHFEMBBNGER URI TR BHEFRRTE , SMBR SIP KA. I, EAILE
B SIP R AR B A SRR AS EMER

(® Note
BUAASERBRR , FRSEMR. T EARUNFRER , FSEEH SIP KR

Bk SIP % Bl

1. 1£ https://console.aws.amazon.com/chime-sdk/home : // BAEX Amazon Chime SDK X# &,
2. EEEBE®RDH PSTN FAT , #IF SIP HA,

FEENEE R SIP RAIEE.
. BRERRABEINERZHE,
4. FEMEBE , AREZEMER.

BEED 3 Delete rule(s) ¥
5. ERRTHRUEEBESELIRE , REBBREMER.
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& Amazon Chime SDK &858 E

& Amazon Chime SDK WY EFEFMEFSCERTE.

RREEFR A E RS 8%

BB SR L Amazon Simple Storage Service 77 RTR8 , = BEEXE Amazon Chime SDK EE IR F Y
BEEFMEARLESRE, Amazon S3 REFEEAEEFFMHEARENBF RN, EERERE
SMEACERER |, 22T Amazon Chime SDK ¥ Amazon S3 fZET B ERMNE AFZEE |
DREFENEEER. MFEIL Amazon S3 F#EFETEBMFMER , 52K (Amazon Simple Storage
Service &™) HH Amazon Simple Storage Service AF,

BRI LLER E Amazon Chime SDK Voice Connectors B BEEF M E R8T, WE Amazon Chime
SDK Voice Connectors FIEE#IE A , 5528 £ Amazon Chime SDK FEE EFEHRTE,

REBFEFMERNLERE

1. fkB& {Amazon S3 Simple Storage Service A EEFM) FH Amazon Simple Storage Service
APIR IS ERE T Amazon S3 fEFETEE,

2. BRI https : //https://console.aws.amazon.com/chime-sdk/home B Amazon Chime SDK £

7a,
3. HEEEBEKTBM SIP Trunking T , iBIBBEFFMEA K.
4. FMMBFENHEE , REBEE S3 REFITE.
5. BEER7F.

18R] LABE B 5 L AT SR B FE S AR AT 8%
15 L RC SR B 58 FF Al AC 8%

1. BRI https : //https://console.aws.amazon.com/chime-sdk/home Y Amazon Chime SDK
7a,

2. HEEBEBHRTM SIP Trunking T , BIBBFFMEEAR %,

3. EEFARH.
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Amazon Chime SDK Voice Connector MY ¥ 40 & A 52 8%

B RIZ 12 Amazon Chime SDK Voice Connector FEFEFMETER |, TS EETIEM
Amazon S3 f#1ZErE ., THEHIEE R Amazon Chime SDK Voice Connector FEILF¥iAE AL BB
— =R,

Amazon-Chime-Voice-Connector-CDRs/
json/abcdeflghij2klmno3pqr4/2019/03/01/17.10.00.020_123abc4d-efg5-6789-h012-
j3456789k012

THEHERNBERFAERCEBBIARTHNER,

Amazon-Chime-Voice-Connector-CDRs/json/voiceConnectorID/year/month/
day/callStartTime-voiceConnectorTransactionID

T % &8~ Amazon Chime SDK Voice Connector FENLE£4H & A2 80 — A& X,

"AwsAccountId": "111122223333",

"TransactionId": "123abc4d-efg5-6789-h012-j3456789k012",
"CallId": "123a4b567890123c456789012d3456e7@203.0.113.9:8080",
"VoiceConnectorId": "abcdeflghij2klmno3pqr4",

"Status": "Completed",

"StatusMessage": "OK",

"SipAuthUser": "XXXX",

"BillableDurationSeconds": 6,

"BillableDurationMinutes": 0.1,

"SchemaVersion": "2.0",

"SourcePhoneNumber": "+12065550100",
"SourcePhoneNumberName": "North Campus Reception",
"SourceCountry": "US",

"DestinationPhoneNumber": "+12065550101",
"DestinationPhoneNumberName": "South Campus Reception",
"DestinationCountry": "US",

"UsageType": "USE1-US-US-outbound-minutes",
"ServiceCode": "AmazonChimeVoiceConnector",
"Direction": "Outbound",

"StartTimeEpochSeconds": 1565399625,
"EndTimeEpochSeconds": 1565399629,
"Region": "us-east-1",

"Streaming": true
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}
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B IREZEE I Amazon Chime SDK Voice Connector BEEEFMMETCHE |, WHFIEE B R ZE Kinesis
Video Streams 2 &% SIPREC K0 , BRFMEARLHESEELZTEMN Amazon S3 FEETE, WNE
A |, F2E18 Amazon Chime SDK Voice Connector #8857 £ Kinesiso

T3 SE 5 BN B R EF A B R Fo 8% & BBy — AR Ko

Amazon-Chime-Voice-Connector-SDRs/
json/abcdeflghij2klmno3pqr4/2019/03/01/17.10.00.020_123abc4d-efg5-6789-h012-
j3456789k012

TP RERRFAER SRR BPRARTNER,

Amazon-Chime-Voice-Connector-SDRs/json/voiceConnectorID/year/month/
day/callStartTime-voiceConnectorTransactionID

T 5 B 5 BN BB R FF AR B R R SR AY — A =Ko

"SchemaVersion": "1.0",

"AwsAccountId": "111122223333",

"TransactionId": "123abc4d-efg5-6789-h012-j3456789k012",
"CallId": "123a4b567890123c456789012d3456e7@203.0.113.9:8080",
"VoiceConnectorId": "abcdeflghij2klmno3pqrs",
"StartTimeEpochSeconds": 1565399625,
"EndTimeEpochSeconds": 1565399629,

"Status": "Completed",

"StatusMessage": "Streaming succeeded",

"ServiceCode": "AmazonChime",

"UsageType": "USE1l-VC-kinesis-audio-streaming",
"BillableDurationSeconds": 6,

"Region": "us-east-1"
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BREETEEER

Amazon Chime SDK BEAXAEEATAK B AV MERE | T RXERE R, NMREARELREE
FHE  HERNETRESEEASERBNED , 2FEFF. KA. EFRARTHX.

Amazon Chime SDK 7E5&E#21E TCP/443 L{#/H Amazon Elastic Compute Cloud (Amazon EC2) f1H
ft AWS BR#E. GNSRIEHIBH N AEESEEREIE TCP/443 |, 8248 * . amazonaws . comFI A A FFEE |, =
£ HAWS —iRBE B THIRBHRE AWS IP it EE :

« Amazon EC2
 Amazon CloudFront

« Amazon Route 53

— 15

EZHNIREDHIT Amazon Chime SDK B | FE T 5 B 9 h FE 218,

B8t EiEE
*.chime.aws TCP:443
*.amazonaws.com TCP:443

Amazon Chime SDK WebRTC HE& T /ERER

1A T8 EEIR
*.chime.aws 99.77.128.0/18 TCP : 443 UDP : 3478
* sdkassets.chime.aws TCP:443
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EEEmE

SIP #A%

AWS [E1F

XEIRE (HEH Bt

1)

XEIFER (BREF)

TAEE (5H)

A B (F7 )

TARE (ER)

TAES (RE)

MEX (FEB)

IPv4 FHEEE

3.80.16.0/23

99.77.253.0/24

99.77.242.0/24

99.77.240.0/24

99.77.239.0/24

99.77.244.0/24

99.77.233.0/24

IPv6 F#35%

2600

c040 :

2600 :
c041 :

2600 :
c046 :

2600 :
c048 :

2600 :
c049 :

2600 :
c047 :

2600 :
c042 :

: fOfO :
1 /48

fOfO0 :
1 /48

fOf0 :
1 /48

fOfo :
1 /148

fOfo :
1 /48

fOfO :
: /48

fOfO :
: /148

ERE
UDP/5060
TCP/5060
TLS/5061
UDP/5060
TCP/5060
TLS/5061
UDP/5060
TCP/5060
TLS/5061
UDP/5060
TCP/5060
TLS/5061
UDP/5060
TCP/5060
TLS/5061
UDP/5060
TCP/5060
TLS/5061

UDP/5060

SIP #5%
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EEEmE

AWS [EiF

BN CEERAR)

BN (ZRE)

BN (R

SIRRHE

Ree

AWS [E15

DAREE (BH)

SIXEE (F703R)

TAES (ER)

IPv4 FHEEE

99.77.247.0/24

99.77.250.0/24

99.77.249.0/24

IPv4 FH3R&

99.77.242.0/24

99.77.240.0/24

99.77.239.0/24

IPv6 F#35%

2600 :
c044

2600 :
c043 :

2600 :
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