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THESEREE  BRBFTEEZBENEE. CHEERNEERBNEARASERERNZERE
e,

ES- |

Favorites (R &) MRS 1.0 14



AWS ERERA ARERE
- FREBENRERES AWS EEEE

« E PREBFEEBERNEE AWS EEFE

- EFREAEXHTEERNSEE AWS EEBEFEA

PHRNZERES AWS EEEES

ERELK—HAWS BEIEABRAHEZENEER , FHEIERNKZERES. BHKEREIV
REBF|RE , WA RRAE AWS BRFEEEA ,Eﬂﬁ?ﬁﬁﬁﬁﬂ@%ﬁ%ﬁﬁﬂ@ﬁﬁﬁo@ﬂ
DZEBRRENEARNERELANAMR , ARIKERRS P ERFFBRBEMEAEXDIEST.

i hAEREIEERNRE AWS EEER
BRI IRBDRERBBRBEHMEERNRE , IRBESHRDPFTRESEREE.
Services menu

BB HERFTERNEZE

R AWS EEFER,
2. HEEBIF , BERE ().
(BH ) BSROEFNBRBEFTEERNRE

-_—

o

a. HEIEFHN B, BEETEERK L
b. EERBABESHENR.

4. BEFRE RBK.

5. MHFEEEELERNRE L,

6. ERURBEBIHER.

Search box

RERSHRPHFEENRE

1. B AWS EEFEA,
2. EESHRTFBWARBNER.
3. ERSFEREEYT  BHRBEEENER.
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AWS BEFEA APIHERE

® Note
HEBHEEENZER  ZRBEHMEZEBEINERENRNZERRES,

£ HEEREANEERNGEE AWS EEXEA
BAARERBIRERSEARNTEERNRE,
RERBIERFERNRE

1. BRLAWS EEFIEA,
2. HEEBIF , BERE ().
3. (EA) BROESHNEAERXHMEERNRE !

a. EBREE&EFN &, KHFEEEEEARER L,
b. EREAERXEBINER.

4. BIE Applications (BERER),

5. ¥EEgBEELRENEARS L,

6. ENEAERIXEBENER.

® Note
HEAEIHEZERNEER , CENEEEHIIRENEANKRERERG,

ik RERERNEE AWS EEBXEA
BRI LRI IEER. BNEEREINBENEZ N IEFNFEERNEEFHIRBMNERARER,
Services menu

RRB DR FIENZE

1. BRAWS BEEXEA,
2. HEEEIF , BER®K ().
3. EBEEENRE
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AWS BEERA AP35
4. BELSHEEBENEEB2RBENEAER,
5. (EA) rREARXER

a. EFEARER.

b. (&R ) EEURE.
c. RIBEH EE,

(R ) BNEGEREF. EUUKBUESEREER. NEFHEER  F2E CAWS
BRAE FHAEER) PAIES Resource Explorer (WEHFE LS E,

e. (ER) BNMEFRNEMBARBEEELPREA,

Q

® Tip
U LLRER () MBRAELHENER, ZEANESHEREEERE,

Favorites quickbar
RENEZBREINFHENEE

1. BRKAWS BEEEEA,
2. EBRNRBREIFBERBEMEAEX.

Favorites widget
RENEZNIEFRRNRE

1. FRAWS BEEFEA,
2. (EH) MRERBEANKZEPITE , FHEY

a. BEFEZABEELM +HBPITERE,
b. HEFMENTENEERT , A BRERRNKRENIE  UENELNEREEER,
3. ERMEREBPIIEFBARBEMEAEX.

MENDITEMNFEMERN , 552 R the section called “EF Widgets”s
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AWS BEFEA APIHERE

T PBRENERE AWS EETEEL

BRMERARBYER  RENEEHBREBNEARR, S UERARSIPNESKRAEER
BERIRTS

Services menu
RRBENERBRBENEZE
1. BBKAWS EEFESR,
2. EEEIERE Services (BRH).
3. BEBNERE.
4. BUEZEEURBESEAREXZMER,

Search box

BEl , BRECARSEREEEESIIBRER.

RESHTRPBRENKE

1. BRKAWS BEEEEA,
2. HEESHFRTEARBNERE,
3. GEESEREEYD , BFUHERURBABEZNER.

E HEELNER AWS EEEXRA

ERBIAWS EEF R A RIBENFEAERENG , £ SEER. THIETERVUMNLESECHE
BHENER,

e

- FHIRFEAE AWS EEXEA

- FHIAM FHE AWS EEEFEA

« A IAM Identity Center I & AWS EE XA
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AWS BEFEA APIHERE

- PHEEE S0 AWS EEFIE

HEREAE AWS EEFEA

REAETUEEZER EFHEHRE AWS EBXRES, REAERRFHESE , UXEFIAME AWS R
BNER, MREBYL AWSIRFUFEAREAEEFBHNBHBEA , WEERFERAE. WFEFHEE
7, FFSEAWS IAM Identity Center { FEREIER) FHWREAE,

LIRERE & 0 BELNER

1. BAAWS EEFESE
2. EEEY| LBESNKRSERE,
3. i##ZE Security credentials (Z£ & AE R,
4. BETHEESRBEN AWS IRF EEMEMTE, EREEA LBETNERREEENER,
5. MA—RENBNER K RAEBAMRENHER,
VEBRESEEVEE/N\BF L, YEXETEATRE :
- ELHE AR
E2LE—EHF
EL—EREFH
2L—@ENEFE
6. 1#iF Change Password (2E #15) =& Save changes (RF£%E),

HEY IAM EAE AWS EEFEA

IAM SR E T AWS EEREZ S BRIBHFT , # BEERR, &8, MLEEH AWS FEAAQ

Mk, 1AM R ERE AWS IRFHERTFREBFFANG D, MREREY AWS IRF , BEEES
XRBAEETREETE AWS IRF ID HIRFBIE. 1AM ﬁﬁﬁ%%ﬁ%ﬂﬁﬁ%ﬁ’]’é]\ﬁzf’é BI4&= 1AM
ERAE, MEFAESA , F280 CAWS BA £AEER) 91 IAM E£AE,

MREBTHIBERMETH : AWS : A5 IAMERERELZEEANEREH T BFECNERSE ,
AUAREZSRBERR, NHFMAEN , F2R_(EAEER) T8 1AM {Eﬁé%&uﬂﬁiaaﬂ’m
%o AWS Identity and Access Management

MRERELERBHSLENT , AWS EEXEE FSBAWS IAM Identity Center { &SR
R EERIER AWS IAM Identity Center £ Fi & 6.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_passwords_user-change-own.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/resetpassword-accessportal.html

AWS BEFEA APIHERE

FHY IAM Identity Center & AWS BB F A

AWS IAM Identity Center fEF & LA AWS FRIA OBMEEHZE., WRFHER , F2HAWS
IAM Identity Center  EF &™) PHEREMN AWS IAM Identity Center 5 & %o

IAM Identity Center fEFE =R AWS tRFFTBHERE , FEiB AWS FERA ORUEEAKE -/ URL
AWS Organizations & A, S A& TLAEETE IAM Identity Center B & =X Active Directory %
HUARTG o REEREY, MEFHENR , F2H ( FAFEBMAWS IAM Identity Center) HHIfE
A&, AWS & A

FEES B9 AWS BIEXiE

BESGoEAEXER AWS FRAOMESEHRE, MEFHEFA , FSEAWS IAM Identity
Center ( FERAEERM) BWERER AWS IAM Identity Center £ i & %5,

BESoEREERNTS D RHE (dP) B A, MREFESUTE—FE , AIRTERHES S D

« £/ Login with Amazon, Facebook 5 Google &% =H&EAERFE AWS BHIREHE R,
- EAMEENEAERBEAQRRRM AWS R , MEFEABFTARALDRLEA AWS,

MEFFHAEA

ﬂlh

BHAWS BA ( EAEER) FHBEED,
BFE WES AWS EEXEA

AWS Console Home B8R BIER—REEH , B EHFPEE h AWS REWVFERES AWS B
FEA, BETUREBE N ERERESFERES.

(® Note

Tﬁlﬁirﬁﬁﬁﬁﬁﬁ AWS BR#E 12 "aE’Jﬁ

EFREEE AWS THNES. EERETH
n|:||=| 5 HE{EFHIFFEEEJ:HE’J:E ==

1]||||
ﬁg n||||
LB
N
E
sl 1
EIIII

ES |
- XEWRES
- R FNWEBINESEHERES AWS EEFEA
- EFBEBR—RESEFFERES AWS EEFES

]]II|I
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AWS BEFEA APIHERE

X EWES

AWS BEEX#A BRiZETHIES :

- WX (XHE)
« WX (EER)
- MEEHRFE
- BX

- AHTX
« EX

-« BX

- BARIX
- BEITX
- BX

- ERHX
- ERAPNX
» Turkish

e PRNEBIBERRFES AWS EEEEA
THRFHARANAEZEEEIIBER

g
3
][]

REBSSEHERES

1. BAAWS BEEFEA,
2. ESEIG  REEBET #).
3. #HHFES A WTHNXBFEERNEREREIRREINES.

i APEBR-RESERRES AWS EEERA
THRFRARA N ARG - REERRERREE.
Ef—RETRERRES

1. BAAWS EEX#ESE,
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AWS BEEERA APIIEE
2. EEEIG , REEBET #).
3. FEFMMK—NERT , FREEEMAEAERE.

4. 1£ Unified Settings (8 —5&E) #F , i#IBHIMA Localization and default Region (251t F 78 5% 2 13))
ZH Edit (#RE8).

5, REEMEBENERARES  FEETIHEP—EEE

- RRTHNBFEPREZERARE  RRBEREFRE

B AWS BRBMN TR A X FEUEHEBERREPRENREES BT

(@ Note
BEREREERE AWS EEFREMXENTES.

- RTUXBEZRRENES , RREBRERE

B AWS RN TR EXFEUBREFNESET.

£ R AWS BRRE. B, RBERMIREEF AWS EE X

7a
MRGEAENHT , B THAFRAWS BHIRS, REEE. GANREEA,

® Note
AWS EEFEA ERAAKRS, B8, RERENREEFANFIE, ELRKEESHER
FEE, WEFEER  F2RTIRE .
CAWS IRFEE 2E15/) PHNEE AWS BIRE,
« AWS Organizations ( EA&EERE) BRI ER AWS Organizations ? o
{Service Quotas A EER) PRI ER Service Quotas ? , Service Quotas
- £ AWS IREFEAEERPMN AWS IREERAEE §E,
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https://docs.aws.amazon.com/accounts/latest/reference/managing-accounts.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_introduction.html
https://docs.aws.amazon.com/servicequotas/latest/userguide/intro.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/view-billing-dashboard.html

AWS BEFEA APIHERE

® Tip
B A LA R Amazon Q LLEVBEEL EREMNEMERA . MEHMENA , 35285 Amazon
QRABAEWK,

ES |

- E FEEURFEF AWS EEEER

- K W FEGABIEF AWS EEEES

- E P EHRBEEET AWS EEFEA
- B PEERUREEH AWS EEEEE

E PEFERFEF AWS EEEXEA

MREBELERNTW , B LR TEEFR AWS RFAVEEIEA,
FRUERIRFERA

1. BAAWS EEX#ESE,

2. HE®BI L EBEEENKRFERE,
3. EBEERF
4. BEBEENIRFEA.

(® Note

MREEEREA AWS 1RF |, F2E (AWS IRFERE 2E158) FHEIRE AWS kP,

£ PEEGEBEN AWS EEEEA

MREBELENFA , B LA AWS T2 EFEEBRNAREF.
FRHEBER

1. BAAWS EEFEA,
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AWS EEERA NG
2. ESE L EEENRFERE,

3. EEEE.

4. WRENEBER,

i FERURBEEEN AWS EEEEAS
WREEBBMOFT |, BT TRAFRBEERENEHNEN,
FRREEEEN

1. BAAWS EEFES,

2. EBE L EFEENIRFEE,
3. EERBEHE.

4, BEVEBENRBEEER.

i FEEUREEN AWS EEEEA
MBEELEWFT , B AWS TR AFREAHEREA,
FREHIREE

1. BAAWS EEFES,

2. HEBI L EFEENIKRFERE,

3. BIEREMMAEE,

4. R AWS IREEKAER BRRRSKETATHNBHEMHME.

BASZERF

B LAE WE— Web BIBESRFREREARSHEBRENS 2 AWS EEXEL, BEEALURTEIKRS
FHEERFEFR, IAM ZBIEHENEERE. EEANSES I HEEFER AWS EETES
FRECH BITER.

ELCRASTEREXER , E258 URLEEEFBE ( HIW https://000000000000 -
daaaaaaa.us-east-1.console.aws.amazon.com/console/home?region=us-east-1), &

BLEMENEBRN TR AER,
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AWS BEFEA APIHERE

® Note

B RIEET NIRFIEE RS TERE , SRER https : //https:/
console.aws.amazon.com/ LA Z T/EREEX AWS BEE XA |, LBEMAS TEREX
B, BULABERHZIETE https://console.aws.amazon.com/ EEF % THEMRE |, HEMRBZIERS
Cookie , BUBZRHZ TERE., BIEMARRZRBIEN,

BAZEE D

1. BAAWS BEEFIEA,
2. EEE LEREZNIIRFEHE,
3. IBEFNEIERE K RRBBEZA, RASHBETESR 6 HEEA,

(® Note

WMFLRE IAM EAE S S EANFHAE
) FHAWS B A

E{élll

, a2l (AWS EBEFEEZRAERERE

4. ALK B
BIETA, LRSIFERPHAWS EEFRE EHSHALEEN AWS 55
(1BEA) BEIHEMLAS

o o

a. 7E AWS IAM Identity Center FEXLA OISR EWE —F A (SSO) AOMBLH , B AHAA
&,

b. & AWS EEF#A PREENIRFERE.
c. WMBRETLLEZME b TR

AWS FREZBE AWS EBFEA

AWS EZEHNBEZEB AWS EETE S RUHEHAEBNBEEREEBNIFRES  HEEEFNR
£ HIE, ENRERRTAR  SHRBEBRE , STURARRRELEBRERNEE,

(@ Note
AWS ZZNBFEs MERREARHER  EFrEREERAEER.

EREZEN B R 1.0 25


https://console.aws.amazon.com/
https://console.aws.amazon.com/
https://console.aws.amazon.com/
https://console.aws.amazon.com/
https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html

AWS ERERA ARERE
e

- AWS EERBERNTIEE

- ERAEZENEE

- £/ FCék AWS EZREE API FI4 AWS CloudTrail

AWS EZEEEN IhEE

- BERR — RBERRE, REEBENERAEXNGHERRER

- —@BABE - EERAAERERRRTREBNEFE

- BEXAAER — FREBSAAZRERABFES , MASHEEGH THERE
- ZRBEXE — BISEZE AWS RENES

EAEZENEEF
ERREN B

1. BAAWS EEFEA
2. SHH#EBNEFERE.

® Note

EENBFERBUUERE WEALE , AWS EEXEA MARGEEZNBETRHE
FREFEL

3. BEE BELRE T ANEE,
4. EEFEBAZERMTES.

5 508k AWS EEEE APl FEIY AWS CloudTrail

AWS ZZENEIMEEE BSAWS CloudTrail , WRIRMUERE, HEW FAREEEIREE AWS R
#. CloudTrail &#% AWS BZRBIERNFTE API RIUEEENASM4, BEFILIERE 1 AWS EEE
BE wu, BRYE AWS BEBIE AP BENEXBF WL, KR LER CloudTrail FTRENEF , #
Hit AWS BRBMERHAFER., RUEFRN IP thut, RHEFROEE , AR EMEFAER,

AWS EEENMER DAL R 1.0 26


https://console.aws.amazon.com/
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AWS EEEEA APIHERE

ERERE AWS IRF BCloudTrail 1 HEAEAGREE , B EEBEFE CloudTrail B4 E
S 5E8%, CloudTrail EH4E S LA AWS BEFIBE 00 RECHNEBREN |, RHTMHIR, TES,
A FEEF IR GCE, MEFMENR , 528 "AWS CloudTrail EA &R FHIEA CloudTrail
EUEL LR, MIAEHRLRHETEEL CloudTrail R,

WFE AWS tRF B 90 RAFFECHEMEH |, FEIUMRRKR CloudTrail Lake BEHERFHE.
AWS CloudTrail PRI ERBHEEEEH

EEEHREEHRE ERLBTHEERRENEN AWS IRE, EXtBARHTHEHERE, RIEHE
% , CloudTrail ;L BEEEH,

AWS BB SFTE AWS BEEERSI T ERETSSEATES 4,
AWS ZEZNBIESH &5

—EEHAREARFRHENE-FR , XITEFR AP RENHEBEA. BENBHNERD, 75
2%, CloudTrail HFFERTRLHE API FIUNEHFHRER  RUEA4ATEUMEMREIRFE
Ro

LT B RE CloudTrail S48 R & #1E.

{
"awsRegion": "us-east-2",
"eventCategory": "Management",
"eventID": "3510a29e-8070-4cbc-b6a®-9ell1f18e26ec",
"eventName": "ListRecommendedActions",
"eventSource": "action-recommendations.amazonaws.com",
"eventTime": "2025-09-03T03:52:027",
"eventType": "AwsApiCall",
"eventVersion": "1.09",
"managementEvent": true,
"readOnly": true,
"recipientAccountId": "123456789098",
"requestID": "ec431c91-0315-413d-bdb6-d282fd4f6d83",
"requestParameters": {
"context": "*",
"uxChannel": "EXAMPLE"
.

"responseElements": null,
"sourceIPAddress": "192.0.2.0",
"userAgent": "EXAMPLE",
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AWS EEF#EA

APIHERE

"userIdentity": {
"type": "AssumedRole",
"principalId": "AROARZDBH75ZCUYWFSTUS:EXAMPLE",
"arn": "arn:aws:sts::123456789098:assumed-role/EXAMPLE",
"accountId": "12345678909",
"accessKeyId": "ASIARZDBEXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROARZDBHEXAMPLE",
"arn": "arn:aws:iam::12345678909:role/EXAMPLE",
"accountId": "12345678909",
"userName": "EXAMPLE"
I
"attributes": {
"creationDate": "2025-09-03T03:52:00Z",
"mfaAuthenticated": "false"
}
},

"invokedBy": "action-recommendations.amazonaws.com"

WEABRE CloudTrail EL#ERNBENER |, F28B (AWS CloudTrail EAEER) BM CloudTrail record

contents,

fEF CloudTrail B {TE R
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AWS EEEEA APIHERE

£ AWS Console Home FEH AWS EE XA

AEERBWMAFEHR AWS Console Home , BIEWAEHE]IZNEREAEE, THEAEER NEEH
AWS BEEXEA, ERE—XEAN IBAE  £2XZE FBEAEE, RuUFERANIENERAES
BEIEZAEE, NI ETELHEEIT H , LB AWS RN ERNVHEERA. ERAEXTHSR
# AWS ERMPEE R 94H, BOLLEER myApplications BIREAREN. BEALUERAERAEE
REIAFTE AWS RIEHFE |, W EL Amazon Q Bl X,

&

- £ PREFFE AWS IR AWS Console Home

« £ h{EA/MIT E AWS Console Home

« 2 myApplications AWS Console Home ?

« 7£ B2 Amazon Q Developer Bl X AWS Console Home

£ PR A AWS BRI AWS Console Home

BRI AR E AWS IREMNBE  YRFESEEFNEEES,
FHL AWS RIS SERBE

1. BAAWS EEFIEA,

2. BREEEETR (=), EREERAEEIRE,

3. EEmMA RK.

4. EMEBEEEZHFEAM AWS RiE,

£ REA/PNT B AWS Console Home

FERAEEBRNEESNIE  TETREAWS RENEREH , WiRHE RBHNER, ST EHBH
BNBRNTE, ETRERERNSEENRABTENER,

EE/NITE

BAILUEBHIE, BER, EFNFTNRBNIENPREEPTE, AP TETUBERILBRFHE,
TR ETREEERERAEAREE , YFRFINPITE,
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AWS BEFEA APIHERE

HEMENTE

1. % "EREEE) BRRELATEATA | EEF +HE/ N ITERHA,
2. EEERER, WNIEFEEIELANAEEER ()RR, ARKEERETRAERER

o
BEBRNIE

1. BEERAR W IEEEINELLAN=FEEES () XT.
2. i##E Remove widget (BB Widget).

ENHYIEHNNTE
BEFERES  WNIEEENELANANEZER () RT , AER PN ITEEREIRAEHE
RIREWFIE,
FEENARNPIEA
BRENTELATANREANET , RRERUFRNDTEH RN,
MREEEFFRREBANRENTE , BULUE "EEABEHE) BRUERATAREE. EGKEY
TERAEE) BRNEENEEETER , YA N ITEERAERRMEN KN,
FEREHERAEREE

1. EEEALA  EEERARREmERE.
2. HEWR A FEEER.

® Note
KEeEREH 'FEAEE) BRAEENAMEEE,

ﬁﬁll'l

i TERABE) BRRFFBRFIVNIE
1. % "EREEE) BRRETA  EEEEFHMNITE ? HFEM!
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AWS EEXEA AFERE
MALEERE "EEAEHHEH) BRIRPFENNIE,
2. EERX,

(® Note
THESISENRERZ  YASEBARNENS/ D TEMEE AWS EEEEA,

ft &= myApplications AWS Console Home ?

MyApplications R XS B EWEEM , AIHMEEEMERE AWSLERAERNNERAR, 2R, 22
REEFIKEE, EARI RSB ERMPEER 5B, B dHNE - R\EFEEIREFHFTEE

AEX., EEAEXNERER , URREBZERKEEZEANAER, ZL£UENREEENTERNRE
AWS BB I 84, myApplications @& T%|1BH :

- IREBEELINERAERRXPNIA

« myApplications AT ARBBEARXNERHEFEZLHRERER

« myApplications E&RiR , REEZEEARNIEENRE , SIRE, ReENLLURELER

£

« myApplications KJIZhag

- HERB

- ZH myApplications

- EfE

« myApplications X EH [EiF

« myApplications FHIERER

« myApplications /i &R

- 1 # myApplications &34 AWS Console Home
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E%X7E DevOps /hITE

BEERE DevOps NIE | BAEVEREZEXFIRSERBA AWS Systems Manager OpsCenter, &
EFHENR |, 5528 (AWS Systems Manager EH E3E88) HH Systems Manager Explorer #
OpsCenter )KF"?I B A OpsCenter AWS Systems Manager Explorer A3 & E AWS Config # ,
Amazon CloudWatch F EEH4RIEEANHR UFEH BB Opsltems, MEFMEN , FSHE
{AWS Systems Manager A &E1EmE) PHEEE OpsCenter,

"‘—Il«,{"‘*ﬂﬁ{lﬁg # Systems Manager RERRX#T , YEAFTUMAGHEENRH. 0FH
&R , F2E (AWS Systems Manager £ EEFE) P M AWS Systems Manager RIEFLE o

BHA LR ESHEAEESR , Z%"‘E’Jﬁﬁﬁﬁ'ﬁ“'"" Amazon EC2 #{T{EI#8#) B ) AWS Systems
Manager &%, WMEFHMER , 5528 (AWS Systems Manager A EIEE) N EHREREE
BEXBER.

mEEEER
EENREN,TE

nlh

28 AWS Systems Manager E {8,

EENTEETR

- HEAERXHBR cERNE RNRRE
- EAEXRKEERB R (SLO) MERE
- AT/ AWS Application Signals 151Z

REEZENRENTE

=0
EEREERENRENTIE , FE AWS £k F PRI CloudWatch RF Canary, MEFME
# , 582 [ (Amazon CloudWatch fEAE1ER) FHIERA Amazon CloudWatch BRFE L B #HE,
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https://docs.aws.amazon.com/systems-manager/latest/userguide/Explorer-setup.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/Explorer-setup.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/OpsCenter-setup.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-quick-setup.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/patch-manager-policies.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/patch-manager-policies.html
https://aws.amazon.com/systems-manager/pricing/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com//AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries_Create.html
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2% CloudWatch B RMEREHEEE , 52 512K Amazon CloudWatch EEM AWS EimiR/EF
BB EERE.

% CloudWatch Application Signals BIEEMHE A , 528 (Amazon CloudWatch A EEE) $H
B A Amazon CloudWatch Application Signalse Amazon CloudWatch

BB NTE

EENTEERNERARXABNAEERE, SUUERAK/NTERERNEERARADEER (B
B, RIR, KAEBD), MFEFHEER , 2R FiK AWS ERNREER AWS ARETWTER
BE?,

£ # B2 Amazon Q Developer Bl Kk AWS Console Home

Amazon Q Developer @ ERRXNALTEE (Al) XENHFEXENIE , JiHBETH, BE, BEREMNEE
AWS AR, BAILE Amazon Q BREEAIERE AWS 224 AWS, AWS iR, REE®. X4
ENREE, BEAUUBRLXERS , WREAFERASNEHE ., MFEFMEH , F28 (Amazon Q
FEAEEAEZEER) M4 ER AmazonQ?.

BB ER Amazon Q

BATLAIE AWS BB FIRA. AWS IH#8E. AWS B AWS TR ATHEAER PIBIELE
2 Amazon Q B’ , BFA%REE Amazon Q Bl R, MEFFMEN , 528 (Amazon Q A AEFERHEE
) FHBARER Amazon Q A B,

Pl E

LA 2487 LLE R Amazon Q B — L& RS RE -

* How do I get billing support?

* How do I create an EC2 instance?

* How do I troubleshoot a "Failed to load" error?
* How do I close an AWS account?

« Can you connect me with a person?

£ Amazon Q Bl X MRS 1.0 48


https://aws.amazon.com/cloudwatch/pricing/
https://aws.amazon.com/blogs/mt/managing-cloudwatch-synthetics-canaries-at-scale/
https://aws.amazon.com/blogs/mt/managing-cloudwatch-synthetics-canaries-at-scale/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Application-Signals-Enable.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Application-Signals-Enable.html
https://docs.aws.amazon.com/whitepapers/latest/tagging-best-practices/what-are-tags.html
https://docs.aws.amazon.com/whitepapers/latest/tagging-best-practices/what-are-tags.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/what-is.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/what-is.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/what-is.html#quick-start
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/what-is.html#quick-start
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AWS EEEXEE FAEFE

AWS EE X E Private Access 2 —HER L2 INEE , AREHY NEFRAWS EEXEE, BRE
ERhILFERAE AWS IRF RBERDENEA B AN EEFEIESEEERA., FHLLIAER |, Bl
WEEPRE AWS BEEEES A AWSIRF ERERBENHERFIEEN —HEH ., BEEEERRR
B NArERUERBENBERMATNIRER AWS BEXEA |, AWS R AN EFRBEE
A,

e

- Private Access B AWS Eig iR E 15 4 AL
« AWS EE XA Private Access B R HI#EH

- LEM VPC iHEH DNS fHRE

- BERBEZFBEN VPC inFiBER

- BEUS S RERNBEAREMBRER

- EXAWS EEERE BREER

- BERE

Private Access XK AWS EFREEI=E MINE

AWS BEE A Private Access EXE—Er N EE AWS FIRHE. AWS EEBFIEARFIZIIZEN
RIEEREEREERT., I, FHAWS BEEFES EFIE  F&E AWS BETES Thae
AREE{EHA | flm |, K—REFWNERETEE,

XETHEEMEREHEEEE,
S EN E

- XBIERI (HZE)

- EXBIRIP (HFHEEILI)

o EXEIPEEP (HnFIEHESEILER)
- XEIFEIE (REE)

- DAME (BEHNE)

- TABE (FE)
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https://docs.aws.amazon.com/awsconsolehelpdocs/latest/gsg/select-region.html

AWS ERERA AP35
- DAME (HME)

- DmAHE (KER)

- EIAHB[E (ETINK)

- DAME (BR)
(
(

- DAME (FFARAED)
. TABHE (RH)
« DAME RR)
. bugk(ﬂhﬁ[ﬂ)
ERRE)
EHW)
M (%)
B%)

BN (FESEE)
- EENM ERE)
« M (RAER)
- TABE (BB)
. TAWE (HIE)
- TABE (BEX)
« INEKEER (< H0FK)
- £FF (PER)

BN (KEE)

BN (FaEEST)

BN (FRERH)
* Middle East (Bahrain)
. R (FTRABS AL E)
. LA (B X)

M (
M (
M (
M (

XENRBERE

« Amazon API Gateway
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* AWS App Mesh

» AWS Application Migration Service
+ AWS Artifact

* Amazon Athena

+ AWS Audit Manager

* AWS Auto Scaling

+ AWS Batch

« AWS Billing Conductor

« AWS IREE SR A EE

« AWS Budgets

» AWS Certificate Manager
« AWS Cloud Map

* AWS CloudFormation

» Amazon CloudFront

* AWS CloudTrail

+ Amazon CloudWatch

* AWS CodeArtifact

* AWS CodeBuild

+ AWS CodeCommit

« AWS CodeDeploy

« Amazon CodeGuru

* AWS CodePipeline

* Amazon Comprehend

« Amazon Comprehend Medical
+ AWS Compute Optimizer
+ AWS Console Home

« AWS Control Tower

 Amazon DataZone

XEN AWS EBEREERE MR W7 1.0 51
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APIHERE

AWS Database Migration Service
AWS DataSync

AWS DeepRacer

AWS Direct Connect

AWS Directory Service

Amazon DocumentDB

Amazon DynamoDB

Amazon EC2

Amazon EC2 £ 154457

EC2 Image Builder

Amazon EC2 Instance Connect
Amazon Elastic Container Registry
Amazon Elastic Container Service
AWS Elastic Disaster Recovery
Amazon Elastic File System
Amazon Elastic Kubernetes Service
Elastic Load Balancing

Amazon ElastiCache

Amazon EMR

Amazon EventBridge

AWS Firewall Manager

Amazon Gamelift Servers

AWS Glue

AWS Global Accelerator

AWS Glue DataBrew

AWS Ground Station

Amazon GuardDuty

AWS |IAM Identity Center

XEN AWS EBEREERE MR
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» AWS Identity and Access Management

* AWS Identity and Access Management Access Analyzer
* Amazon Inspector

* Amazon Kendra

+ AWS Key Management Service

* Amazon Kinesis

« Amazon Managed Service for Apache Flink

* Amazon Data Firehose

» Amazon Kinesis Data Streams

* Amazon Kinesis Video Streams

+ AWS Lambda

+ Amazon Lex

» AWS License Manager

* Amazon Managed Grafana

+ Amazon Macie

+ Amazon Managed Streaming for Apache Kafka
+ Amazon Managed Workflows for Apache Airflow (MWAA)
« AWS Migration Hub RI&ZE:%

« Amazon MQ

- RERTFELD ATER

« AWS Network Firewall

» AWS Network Manager

» Amazon OpenSearch Service

* AWS Organizations

- AWS B BEREEN

- NEEEREBERR

* Amazon Rekognition

 Amazon Relational Database Service
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APIHERE

AWS Resource Access Manager
AWS Resource Groups i & {wiE5
Amazon Route 53 Resolver

Amazon Route 53 Resolver DNS B X &
Amazon S3 on Outposts

Amazon SageMaker

Amazon SageMaker #1T H#A

Amazon SageMaker Al & K& ¥
AWS Secrets Manager

AWS Service Catalog

AWS Security Hub CSPM

Service Quotas

AWS Signer

Amazon Simple Email Service
Amazon SNS

Amazon Simple Queue Service
Amazon Simple Storage Service (Amazon S3)
AWS SQL Workbench

AWS Step Functions

AWS Storage Gateway

<&

AWS Systems Manager

Amazon Timestream

AWS Transfer Family

AWS Trusted Advisor

M—E

Amazon VPC IP it R 8

Amazon Virtual Private Cloud

Amazon WorkSpaces & & f F iR

XEN AWS EBEREERE MR
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AWS B F A Private Access 21248
AWS BEFEE RBEHEEN RERE

AWS EE IR A ERRERK AWS EEFEL MY WFERH A AWS 1kF BB EEN —1A
EHE , RAEFICEERR, Mk —XR , SR AP L EREREN B P EAREIN AWS IRF R
&, BALMER AWS EE XA VPC InMBIRREFELZRGH, WEFAES , F2EEERE
I BER A VPC i B BUR.

SR B9 8 B B I BRI BR Y I AR

I FIERNEE , PIMNEFREAR (JavaScript, CSS, BRf& ) , B AWS BR¥ KEANFREEE
AWS EEERA | HEER B LRERHNBRAEERAWS PrivateLink, & ERANTEEREEEE
AWS EEERE | F2HE REHIE,

® Note

BEl , AWS B T2 A Private Access ~X# status.aws.amazon.com,
health.aws.amazon.comfl ZFig 2 docs.aws.amazon.com, FEEELRAERBEL

CEELES i

PER VPC um B A DNS 4 RE
AWS EB XA AEFNZEESEEFSATME VPC wE., UEE N ESEATK 44,

1. AR B com.amazonaws.region.console AWS BB XA

2. B com.amazonaws.region.signin AWS & A

(® Note

—EREREENERERMEZEBRI (#E EEbEB)(us-east-1) [BiF , BimEEH
AWS BB AN HEMEIT MM, ERLAFER AWS Transit Gateway RE&E X RIP (S
[EEE1LER) EEH PR A In__niszFﬂE'JJ_’fv?o MEFMET , 5528 (Amazon VPC %ﬁﬁﬁﬁ?ﬁ
M) PHEBEAEREE, BHBAER Amazon VPC BHEEE, MEFEFHBEA ,

B (Amazon VPC #&%H E?aﬁ>> PAER VPC Y% HE, BEHBISLRIEF E% Eﬂ
Amazon Virtual Private Cloud E#R1ZE B K EHH Amazon VPC ¥f Amazon VPC E#RiE
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https://docs.aws.amazon.com/vpc/latest/privatelink/what-is-privatelink.html
https://docs.aws.amazon.com/vpc/latest/tgw/tgw-getting-started.html
https://docs.aws.amazon.com/vpc/latest/peering/what-is-vpc-peering.html
https://docs.aws.amazon.com/whitepapers/latest/aws-vpc-connectivity-options/amazon-vpc-to-amazon-vpc-connectivity-options.html

AWS EEF#EA APtEE
FE

- DNSAWS EEF# & 1 155 AWS BFA

« EY AWS BR#EHY VPC inFiADNSHERE AWS EEFE S

DNS AWS EXEx# A M 1Y 455 AWS & A

MERMERRERBEMEEN VPC HE  ERNERELSER AWS EEF B A MBI A ERE DNS
o8k, EL DNS e 8N FEAERERREEQBEIN VPC inE,

BaL BV E—EEEE. &AM health.aws.amazon.com M docs.aws.amazon.com iE i B
BEEER  KAEMRE VPC il , SEESSERERAIAEREAER, RAREEASERE
BEVMELETEERED , —EAR signin.aws.amazon.com , 5 —EAREE T % CNAME iC

$%#) console.aws.amazon.com :

- BEA
* region.signin.aws.amazon.com }g@E A BEHFH AWS B A VPC i , DNSHEHA region 2
FrEESE
* signin.aws.amazon.com 1@ EBIRED (#SFEmILE ) B AWS & A VPC im B (us-east-1)
- EEA
 region.console.aws.amazon.com EMEE A EEFHFH AWS EE XA VPC ind , DNSHHF
region RFTEE
+ *.region.console.aws.amazon.com M XA EIFHHH AWS EEXEA VPC inE , DNSHEH
region RFEE
« *.region.console.aws.amazon.com iR ERAEFHH AWS EE XA VPC inE DNS

- EEAXER (HEREIE) BRAEES CNAME Bk, B—RAREXERS (HEEE1
FIB) I“_—“i:io

« signin.aws.amazon.com fEMEBRE ( #EFEdLE ) (us-east-1) B AWS & A VPC imFh

- *.console.aws.amazon.com {EMEEXERER (#EFEEILEB ) (us-east-1) B AWS BEE XA
VPC i 3

MFEBRIE I CNAME 28 MEREA |, 552 Amazon Route 53 B A SR FE A%,

B AWS £ 4 |, B3 Amazon S3 , EHEHEDNSEBEATRMNER, AT SmEEH
« support.console.aws.amazon.com

» s3.console.aws.amazon.com
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https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/rrsets-working-with.html

AWS EEEEA APIHERE

EEBHREER AWS EEB XA VPCInE , BREE@RFBELEH. BEREAMERERE
BRE, UREZEL2LENER, T8 , EFZEEMFA AWS EEFIEA Private Access,

THjsonERTESHEEREREN AWS BREMNEE A RS TEEE, FH
com.amazonaws.region.console iiB A # PrivateIpv4DnsNames #fziA DNS £,

* https://configuration.private-access.console.amazonaws.com/us-east-1.config.json

 https://configuration.private-access.console.amazonaws.com/us-east-2.config.json

* https://configuration.private-access.console.amazonaws.com/us-west-2.config.json

* https://configuration.private-access.console.amazonaws.com/ap-northeast-1.config.json

* https://configuration.private-access.console.amazonaws.com/ap-northeast-2.config.json

 https://configuration.private-access.console.amazonaws.com/ap-southeast-1.config.json

* https://configuration.private-access.console.amazonaws.com/ap-southeast-2.config.json

* https://configuration.private-access.console.amazonaws.com/ap-south-1.config.json

* https://configuration.private-access.console.amazonaws.com/ap-south-2.config.json

* https://configuration.private-access.console.amazonaws.com/ca-central-1.config.json

* https://configuration.private-access.console.amazonaws.com/eu-central-1.config.json

* https://configuration.private-access.console.amazonaws.com/eu-west-1.config.json

* https://configuration.private-access.console.amazonaws.com/eu-west-2.config.json

 https://configuration.private-access.console.amazonaws.com/il-central-1.config.json

® Note

ERMEAWS EEFEE MAFHEETHEL MR | LEFESEANEER. BE
RENMARERBRISGEN , FEHRNAIRERBE,

mREEA Route 53 REZELH DNS |, 5FHI1E https://console.aws.amazon.com/route53/v2/
hostedzones# LAB& 3 DNS 2 E. ¥ Route 53 FHEBREFMAFLEESE , BRI T IRBETFTE.

* console.aws.amazon.com
* signin.aws.amazon.com
* *.region.console.aws.amazon.com

* region.console.aws.amazon.com

DNg B, WA 1.0 57
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https://configuration.private-access.console.amazonaws.com/us-east-1.config.json
https://configuration.private-access.console.amazonaws.com/us-east-2.config.json
https://configuration.private-access.console.amazonaws.com/us-west-2.config.json
https://configuration.private-access.console.amazonaws.com/ap-northeast-1.config.json
https://configuration.private-access.console.amazonaws.com/ap-northeast-2.config.json
https://configuration.private-access.console.amazonaws.com/ap-southeast-1.config.json
https://configuration.private-access.console.amazonaws.com/ap-southeast-2.config.json
https://configuration.private-access.console.amazonaws.com/ap-south-1.config.json
https://configuration.private-access.console.amazonaws.com/ap-south-2.config.json
https://configuration.private-access.console.amazonaws.com/ca-central-1.config.json
https://configuration.private-access.console.amazonaws.com/eu-central-1.config.json
https://configuration.private-access.console.amazonaws.com/eu-west-1.config.json
https://configuration.private-access.console.amazonaws.com/eu-west-2.config.json
https://configuration.private-access.console.amazonaws.com/il-central-1.config.json
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* signin.aws.amazon.com

* region.signin.aws.amazon.com

- ZHEIF|HE JSON ERPFEMH MR &

Y AWS BRIEHY VPC tm B AIDNSAHRE AWS EEBF A

FEBEEZBEERERMN Web RIREBRIEZFHERMN AWS BRI HEEIT AWS EE XA B, BE
WHEBE@EN AWS BEE XA VPC inE | BAEHIE VPC %% , IDNSAFEME MK AWS RIGHE

==

TERE,

T 5ljsontE R 5 H Al 18 FHHY AWS PrivateLink X8 AWS BR# . MRRIEAKE BE AWS
PrivateLink , BIT @38 EELERYP,

* https://configuration.private-access.console.amazonaws.com/us-east-1.config.json

 https://configuration.private-access.console.amazonaws.com/us-east-2.config.json

* https://configuration.private-access.console.amazonaws.com/us-west-2.config.json

* https://configuration.private-access.console.amazonaws.com/ap-northeast-1.config.json

* https://configuration.private-access.console.amazonaws.com/ap-northeast-2.config.json

* https://configuration.private-access.console.amazonaws.com/ap-southeast-1.config.json

+ https://configuration.private-access.console.amazonaws.com/ap-southeast-2.config.json

* https://configuration.private-access.console.amazonaws.com/ap-south-1.config.json

* https://configuration.private-access.console.amazonaws.com/ap-south-2.config.json

* https://configuration.private-access.console.amazonaws.com/ca-central-1.config.json

* https://configuration.private-access.console.amazonaws.com/eu-central-1.config.json

* https://configuration.private-access.console.amazonaws.com/eu-west-1.config.json

* https://configuration.private-access.console.amazonaws.com/eu-west-2.config.json

* https://configuration.private-access.console.amazonaws.com/il-central-1.config.json

FEHAYERK 2 VPC %28 ServiceName # , U EEH VPC,
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https://configuration.private-access.console.amazonaws.com/us-east-1.config.json
https://configuration.private-access.console.amazonaws.com/us-east-2.config.json
https://configuration.private-access.console.amazonaws.com/us-west-2.config.json
https://configuration.private-access.console.amazonaws.com/ap-northeast-1.config.json
https://configuration.private-access.console.amazonaws.com/ap-northeast-2.config.json
https://configuration.private-access.console.amazonaws.com/ap-southeast-1.config.json
https://configuration.private-access.console.amazonaws.com/ap-southeast-2.config.json
https://configuration.private-access.console.amazonaws.com/ap-south-1.config.json
https://configuration.private-access.console.amazonaws.com/ap-south-2.config.json
https://configuration.private-access.console.amazonaws.com/ca-central-1.config.json
https://configuration.private-access.console.amazonaws.com/eu-central-1.config.json
https://configuration.private-access.console.amazonaws.com/eu-west-1.config.json
https://configuration.private-access.console.amazonaws.com/eu-west-2.config.json
https://configuration.private-access.console.amazonaws.com/il-central-1.config.json

AWS BEFEA APIHERE

® Note

BME@EAHEEMLEE K RARMK AWS EEXRA WEFIXRENMEEE SR T
B, BERERFMRE , FEHRINLAERBELFHEN VPC ini,

EERBEEFIBEM VPC im B BUER

S8 0] LAE P AR A 42 I B R (SCPs) M VPC in BB IEST AWS BEE XA ABFE, LR FF
AWS EEEEA BN VPC REERNAEIZMEEER B —AIKRS.

3|
« B AWS Organizations fRIEIEHIBEER AWS EE XA AEFI
- EAFTE AWS EEFEA AREHNIRFFNAER (ZEENED)

FEE AWS Organizations fRIE#EHIBERER AWS EE XA AEFH

ASRIEHT AWS ABIGfE A AL RS E AR AS Y AR S 42 B BUR (SCP) |, BAZA#E signin: *MEE A E
B, FEMFT , RA AWS EEFZE EBMAFW VPC mHE A SH1T SCP ERBFFINER
THE IAM R, i, THRB2HEEAFFEABF EM Amazon EC2 M CloudWatch fR# |
SEMEER AWS EE X2 E DA FIRMETFE.

{
"Effect": "Allow",

"Action": [
"signin:*",
"ec2:*",
"cloudwatch:*",
. Other services allowed

}I

"Resource": "*"

3
1% SCP WEME , HSH (AWS Organizations £ E15H) RIS 2 HIEEE (SCP),
EAFE AWS EEEXE A ARFAEHMNIRSNER (ZREENESD )

AWS EEEZA M AWS BA XEEFEFHIZEARE F 28 VPC ImFEBUR.
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html

AWS EEEEA APIHERE

BHM VPC mEBBETR , BESESIRBZIETHG. At , c2FHEHERE TEREN
BANFEAR , MA 2 ITERBREEMEM AWS RBEISEBE, Hlan , B THERERFE AWS REEE
B8, 20 Amazon EC2 £# A , B VPC i B BIRET 24 H B TR EHATEREEY Amazon EC2
BEHTIIME, R , BUUERAEZEA IAM EEAREBAN IAM BURRZHIH AWS REEENT
m,

® Note

AWS B F A H Signin VPC iwEM VPC IS BREXEERNBRE S 7%, &

8l Principal # Resource #MERRES * , M Action EEREA * H signin:*, &AL
£ aws:PrincipalOrgId # aws:PrincipalAccount &4 £&#= %% VPC iR BH1F
B

BEFEAM Signin VPC inBEA T HIBER,

It VPC im B BUR AFFEEEN AWS AR EA AWS 1RF | WHEEMHEMIIRFRE A

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": "*",
"Action": "*",
"Resource": "*",
"Condition": {
"StringEquals": {
"aws :PrincipalOxrgId": "o-XXXXXXXXXXX"
}
}
}
]
}

It VPC i HBREREARFAEE BFE , AWS tkF SWHEEMHEHMIRFHZEA,

VPC in BB MRS 1.0 60



AWS EEEEA APIHERE

JSON

{
"Version":"2012-10-17",

"Statement": [

{
"Effect": "Allow",

"Principal": "*",
"Action": "*",
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:PrincipalAccount": [ "111122223333", "222233334444" ]

PR AWS 1RF M AWS EEE# 4 B A VPC ind LABHBRESEE ARETHME , XEHEHT
HIRE TERER.

BIEL S5 BEBNRENR LR EER
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IhEERV 4 Eaws : SourceVpcefH, AREIRMT EMERE KR MLEERNFHENA,

FREZAZAWS EEFEE | I AWS R FRBEZBEESFRM AWS EEEEE Web fd
RS E R AWS RRESNFERMBEM RHEFER, 0 , CloudWatch BIX &R B RS EZER BB
H, MEL AWS BRIEEIEAEER |, #li0 Amazon S3 , 2H Web [RIRESKIEZE Amazon S3,

HWREZBIESRER , FH AWS EEBX#E A Private Access T EETEMEE, MU —8&K , FXR
2EiB VPC %E A F5E monitoring.region.amazonaws.com B A {8 E B& B R B E RS, MR VPC
A com.amazonaws.region.monitoring 8 7 VPC %% , BIZEFER#&EB CloudWatch VPC % %
FI3¥ CloudWatch, #0R CloudWatch R EEAK VPC inS , AIZFERIEEIR VPC LI RMRRENR
FEEZEH L ARER CloudWatch, 3#EiB CloudWatch VPC %2 Z3iZ CloudWatch HEERHEEHE
IAM &4 , aws:SourceVpc B aws:SourceVpce BREAZENE. BLEBBENEHEHEE
CloudWatch B & &1 aws:Sourcelp AR RKHRIR IP thit, MEEBELRFS|/NFFHE
A, B2 IAM ERAEEEPNSEREESR.

BN AWS BEEXES Web RIRSFAIEMFER , Fl0 Amazon S3 =R A ERESH Amazon S3 2%
BRARIERBEETENER , ARRKCETRER., EEFERTEREN VPC BEHN , AT EFEH
IRABETE VPC L AZBREREN VPC inE, BMELEEEE R THEEAR Amazon S3 B VPC if
2, ¥ Amazon S3 FI HFEFRTREH TERBRFEREFTEEM Amazon S3 VPC i, FiB , EEE
X EBH RISER AWS BEE X2 A Private Access B | iIBE5ER ( #lH0 Amazon S3) §EHER
AAHREE aws:SourceVpc RH£8#, aws:SourceVpc U EBAERES VPCID , HHhIET
ARBANEREN AWS EEFEE AEFRRHE, At , MREBEUSIEBAAEBRNBEHRFE
A aws:SourceVpc BR#I , BIABFIBEFEE AWS BEE XA MATERBEAMEESIHEHN VPC 1Y
VPC ID, aws:SourceVpce f4#52AZBENEATIEES VPC wE ID,

(® Note

MRENEREERFRAWS EEERE WAFRIXENREERS , ELAEERAEN
B ABEHREA aws:SourcelP A MR TS BRI LB UEE (HI0EH AER
EE I EE),

R EIHY RS B R ] [ BR7E CloudTrail &
BEENDBRMAEANTERBREE AWS BEEFES @R RELEMN CloudTrail EH4ESHEEHETD,

HRERBESEER , FH AWS BIE XA Private Access T2 EFAEE, CloudTraill S48 E
BREZENEEMER | 5108 KT R API FEIYEY VPC %% ID,

T [ B9 H8 25 B% R 40 )z BRAE CloudTrail A MR 1.0 62


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourcevpc

AWS EEEEA APIHERE

$A Web AWS EE XA RRSSAENTER , CloudTrail E4TEE2 ST VPC HBEFMEET. T
B, BURIBEER TR AWS B A FTENAIHRER |, fllAwsConsoleSignInEHER K ESH
FHMERAFPITE AWS EA VPC i % 1D,

EFd AWS EEFES ABEER

AERBA A EFIR S FEREMBE AWS EEEXRE REFEL

AWS EE XA Private Access B—BEREZ2I8E , FEEEEEMBMENRE VPCsRIMERHH
AETERPUAERETEREERRENERLTESR AWS EEXE A AEFG

&

- £/ Amazon EC2 #1TRIFERE

« £/ Amazon WorkSpaces BRI % E

« LUIAM BUERRIE VPC B2 E

£ Amazon EC2 1T RIFHERE
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(RDP) iE$# %] Amazon EC2 Windows #{T{EE,
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Client

AWS Cloud

Amazon EC2 Windows
Instance

AWS Systems Manager
Fleet Manager

Private Hosted Zone: amazon.com

+ console.aws.amazon.com

« region.console.aws.amazon.com

+ signin.aws.amazon.com

* region.signin.aws.amazon.com

+ resource-explorer.console.aws.amazon.com
- s3.console.aws.amazon.com

« support.console.aws.amazon.com

+ global.console.aws.amazon.com

" i
Sign In VPC ‘
Endpoint @
E | Amazon Simple
" | Storage Service
Console VPC (Amazon 53)
Endpoint
’@7
Console VPC
S3 Service Endpoint

Client connects to the Fleet
manager using Key pair.

Authenticated session connection
to Windows Server using the
Remote Desktop Protocol (RDP).
EC2 instance confirms credentials
for IAM role in use as instance
profile.

EC2 instance profile role
permissions check.

Initiate browser session in EC2
instance.

Route53 resolver with endpoint
address.

Private Sign in endpoint.
Private Console endpoint.
S3 service private endpoint.

Connected to S3 service via
private endpoint.

BHR T CloudFormation E24< , W H@EFIEEREMBEFNIR=PEANER,

(® Note

It CloudFormation EBAEA UGS (f5hix ) BiFA s XENERE,

AWS BB 4 FAEFEIURE Amazon EC2 CloudFormation template

Description: |
AWS Management Console Private Access.
Parameters:
VpcCIDR:
Type: String
Default: 172.16.0.0/16

Description: CIDR range for VPC

Ec2KeyPair:
Type: AWS::EC2::KeyPair::KeyName
Description: The EC2 KeyPair to use to connect to the Windows instance

f# /A Amazon EC2 # 1T R
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PublicSubnetl1CIDR:
Type: String
Default: 172.16.1.
Description: CIDR

PublicSubnet2CIDR:
Type: String
Default: 172.16.0.
Description: CIDR

PublicSubnet3CIDR:
Type: String
Default: 172.16.2.
Description: CIDR

PrivateSubnet1CIDR:
Type: String
Default: 172.16.4.
Description: CIDR

PrivateSubnet2CIDR:
Type: String
Default: 172.16.5
Description: CIDR

PrivateSubnet3CIDR:
Type: String
Default: 172.16.3.
Description: CIDR

LatestWindowsAmiId:

Type: 'AWS::SSM::Parameter::Value<AWS::EC2::Image::Id>"

0/24
range

0/24
range

0/24
range

0/24
range

.0/24

range

0/24
range

for

for

for

for

for

for

Public Subnet A

Public Subnet B

Public Subnet C

Private Subnet A

Private Subnet B

Private Subnet C

Default: '/aws/service/ami-windows-latest/Windows_Server-2022-English-Full-Base'

InstanceTypeParameter:

Type: String

Default: 't3.medium'

Resources:

HAHBHHAEHHAHEHHAH AR HAHHRHH

# VPC AND SUBNETS

HAHBHHBEHHAHEHHAH AR HAHHRHH
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AppVPC:
Type: 'AWS::EC2::VPC'
Properties:

CidrBlock: !Ref VpcCIDR
InstanceTenancy: default
EnableDnsSupport: true

EnableDnsHostnames: true

PublicSubnetA:
Type: '"AWS::EC2::Subnet'
Properties:
VpcId: !Ref AppVPC
CidrBlock: !Ref PublicSubnetl1CIDR
MapPublicIpOnLaunch: true

AvailabilityZone:
Fn::Select:
-0
- Fn::GetAZs: ""
PublicSubnetB:
Type: 'AWS::EC2::Subnet'
Properties:

VpcId: !Ref AppVPC
CidrBlock: !'Ref PublicSubnet2CIDR
MapPublicIpOnLaunch: true

AvailabilityZone:
Fn::Select:
-1
- Fn::GetAZs: ""
PublicSubnetC:
Type: '"AWS::EC2::Subnet'
Properties:

VpcId: !Ref AppVPC
CidrBlock: !'Ref PublicSubnet3CIDR
MapPublicIpOnLaunch: true
AvailabilityZone:
Fn::Select:
-2
- Fn::GetAZs: ""

PrivateSubnetA:
Type: 'AWS::EC2::Subnet'

£ Amazon EC2 #{TAIRRE
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Properties:
VpcId: !Ref AppVPC
CidrBlock: !'Ref PrivateSubnetlCIDR
AvailabilityZone:
Fn::Select:
-0
- Fn::GetAZs: ""

PrivateSubnetB:
Type: 'AWS::EC2::Subnet'
Properties:
VpcId: !Ref AppVPC
CidrBlock: !'Ref PrivateSubnet2CIDR
AvailabilityZone:
Fn::Select:
-1
- Fn::GetAZs: ""

PrivateSubnetC:
Type: 'AWS::EC2::Subnet'
Properties:
VpcId: !Ref AppVPC
CidrBlock: !'Ref PrivateSubnet3CIDR
AvailabilityZone:
Fn::Select:
-2
- Fn::GetAZs: ""

InternetGateway:
Type: AWS::EC2::InternetGateway

InternetGatewayAttachment:
Type: AWS::EC2::VPCGatewayAttachment
Properties:
InternetGatewayId: !Ref InternetGateway
VpcId: !Ref AppVPC

NatGatewayEIP:
Type: AWS::EC2::EIP
DependsOn: InternetGatewayAttachment

NatGateway:
Type: AWS::EC2::NatGateway
Properties:

£ Amazon EC2 #{TAIRRE MR 1.0 67



AWS EEF#EA

APIHERE

AllocationId: !GetAtt NatGatewayEIP.AllocationId

SubnetId: !'Ref PublicSubnetA

HHHHHHHHHHSHBH B H AR A RS RS HH
# Route Tables
HHHHHHHHHHSHBH B H AR A RS RS HH

PrivateRouteTable:
Type: 'AWS::EC2::RouteTable'
Properties:

VpcId: !Ref AppVPC

DefaultPrivateRoute:
Type: AWS::EC2::Route
Properties:
RouteTableId: !Ref PrivateRouteTable
DestinationCidrBlock: 0.0.0.0/0
NatGatewayId: !Ref NatGateway

PrivateSubnetRouteTableAssociationl:
Type: 'AWS::EC2::SubnetRouteTableAssociation'
Properties:
RouteTableId: !Ref PrivateRouteTable
SubnetId: !Ref PrivateSubnetA

PrivateSubnetRouteTableAssociation2:
Type: 'AWS::EC2::SubnetRouteTableAssociation'
Properties:
RouteTableId: !Ref PrivateRouteTable
SubnetId: !Ref PrivateSubnetB

PrivateSubnetRouteTableAssociation3:
Type: 'AWS::EC2::SubnetRouteTableAssociation'
Properties:
RouteTableId: !Ref PrivateRouteTable
SubnetId: !Ref PrivateSubnetC

PublicRouteTable:
Type: AWS::EC2::RouteTable
Properties:
VpcId: !Ref AppVPC

DefaultPublicRoute:
Type: AWS::EC2::Route

£ Amazon EC2 #{TAIRRE
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DependsOn: InternetGatewayAttachment
Properties:
RouteTableId: !Ref PublicRouteTable
DestinationCidrBlock: 0.0.0.0/0
GatewayId: !Ref InternetGateway

PublicSubnetARouteTableAssociationl:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
RouteTableId: !Ref PublicRouteTable
SubnetId: !'Ref PublicSubnetA

PublicSubnetBRouteTableAssociation2:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
RouteTableId: !Ref PublicRouteTable
SubnetId: !'Ref PublicSubnetB

PublicSubnetBRouteTableAssociation3:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
RouteTableId: !Ref PublicRouteTable
SubnetId: !'Ref PublicSubnetC

HAHBHHBEHHAHEHHAH AR HAHHRHH
# SECURITY GROUPS
HAHBHHBEHHAHEHHAH AR HAHHRHH

VPCEndpointSecurityGroup:
Type: 'AWS::EC2::SecurityGroup'
Properties:
GroupDescription: Allow TLS for VPC Endpoint
VpcId: !Ref AppVPC
SecurityGroupIngress:
- IpProtocol: tcp
FromPort: 443
ToPort: 443
CidrIp: !GetAtt AppVPC.CidrBlock

EC2SecurityGroup:
Type: 'AWS::EC2::SecurityGroup'
Properties:
GroupDescription: Default EC2 Instance SG

£ Amazon EC2 #{TAIRRE
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VpcId: !Ref AppVPC

HAHBHHAHHAHBHHRH R HBHHRHH
# VPC ENDPOINTS
HAHBHHAHHAHBHHRH R HBHHRHH

VPCEndpointGatewayS3:
Type: 'AWS::EC2::VPCEndpoint'
Properties:
ServiceName: !Sub 'com.amazonaws.${AWS
VpcEndpointType: Gateway
VpcId: !Ref AppVPC
RouteTableIds:
- IRef PrivateRouteTable

VPCEndpointInterfaceSSM:
Type: '"AWS::EC2::VPCEndpoint'
Properties:
VpcEndpointType: Interface
PrivateDnsEnabled: false
SubnetIds:
- IRef PrivateSubnetA
- !IRef PrivateSubnetB
SecurityGroupIds:
- IRef VPCEndpointSecurityGroup
ServiceName: !Sub 'com.amazonaws.${AWS
VpcId: !Ref AppVPC

VPCEndpointInterfaceEc2messages:
Type: 'AWS::EC2::VPCEndpoint'
Properties:

VpcEndpointType: Interface
PrivateDnsEnabled: false
SubnetIds:

- IRef PrivateSubnetA

- IRef PrivateSubnetB

- IRef PrivateSubnetC
SecurityGroupIds:

- IRef VPCEndpointSecurityGroup

ServiceName: !Sub 'com.amazonaws.${AWS::Region}.ec2messages'

VpcId: !Ref AppVPC

VPCEndpointInterfaceSsmmessages:
Type: 'AWS::EC2::VPCEndpoint'

::Region}.s3'

: :Region}.ssm'
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Properties:

VpcEndpointType: Interface
PrivateDnsEnabled: false
SubnetIds:

- IRef PrivateSubnetA

- IRef PrivateSubnetB

- IRef PrivateSubnetC
SecurityGroupIds:

- IRef VPCEndpointSecurityGroup
ServiceName: !Sub 'com.amazonaws.${AWS::Region}.ssmmessages'
VpcId: !Ref AppVPC

VPCEndpointInterfaceSignin:
Type: 'AWS::EC2::VPCEndpoint'
Properties:
VpcEndpointType: Interface
PrivateDnsEnabled: false
SubnetIds:
- IRef PrivateSubnetA
- !Ref PrivateSubnetB
- IRef PrivateSubnetC
SecurityGroupIds:
- IRef VPCEndpointSecurityGroup
ServiceName: !Sub 'com.amazonaws.${AWS::Region}.signin'
VpcId: !Ref AppVPC

VPCEndpointInterfaceConsole:
Type: 'AWS::EC2::VPCEndpoint'
Properties:
VpcEndpointType: Interface
PrivateDnsEnabled: false
SubnetIds:
- IRef PrivateSubnetA
- IRef PrivateSubnetB
- IRef PrivateSubnetC
SecurityGroupIds:
- IRef VPCEndpointSecurityGroup
ServiceName: !Sub 'com.amazonaws.${AWS::Region}.console'
VpcId: !Ref AppVPC

HAHBHHBHHAHBHHBHBRHBHHRHH
# ROUTE53 RESOURCES
HAHBHHBHHAHBHHBHBRHAHHRHH
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ConsoleHostedZone:
Type: "AWS::Route53::HostedZone"
Properties:
HostedZoneConfig:
Comment: 'Console VPC Endpoint Hosted Zone'
Name: 'console.aws.amazon.com'
VPCs:
VPCId: !Ref AppVPC
VPCRegion: !Ref "AWS::Region"

ConsoleRecordGlobal:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneld: !Ref 'ConsoleHostedZone'
Name: 'console.aws.amazon.com'
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
Type: A

GlobalConsoleRecord:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneld: !Ref 'ConsoleHostedZone'
Name: 'global.console.aws.amazon.com'
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
Type: A

ConsoleS3ProxyRecordGlobal:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneld: !Ref 'ConsoleHostedZone'
Name: 's3.console.aws.amazon.com'
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
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HostedZoneld: !Select ['Q', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
Type: A

ConsoleSupportProxyRecordGlobal:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneId: !Ref 'ConsoleHostedZone'
Name: "support.console.aws.amazon.com"
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
Type: A

ExplorerProxyRecordGlobal:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneId: !Ref 'ConsoleHostedZone'
Name: "resource-explorer.console.aws.amazon.com"
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
Type: A

WidgetProxyRecord:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneId: !Ref 'ConsoleHostedZone'
Name: "*.widget.console.aws.amazon.com"
AliasTarget:
DNSName: !Select ["1", !Split [":", !Select ["0", !GetAtt
VPCEndpointInterfaceConsole.DnsEntries], ], ]
HostedZoneld: !Select ["Q", !Split [":", !Select ["0Q", !GetAtt
VPCEndpointInterfaceConsole.DnsEntries], ], ]
Type: A

ConsoleRecordRegional:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneId: !Ref 'ConsoleHostedZone'
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Name: !Sub "${AWS::Region}.console.aws.amazon.com"
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
Type: A

ConsoleRecordRegionalMultiSession:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneIld: !Ref 'ConsoleHostedZone'
Name: !Sub "*.${AWS::Region}.console.aws.amazon.com"
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
Type: A

SigninHostedZone:
Type: "AWS::Route53::HostedZone"
Properties:
HostedZoneConfig:
Comment: 'Signin VPC Endpoint Hosted Zone'
Name: 'signin.aws.amazon.com'
VPCs:
VPCId: !Ref AppVPC
VPCRegion: !Ref "AWS::Region"

SigninRecordGlobal:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneId: !Ref 'SigninHostedZone'
Name: 'signin.aws.amazon.com'
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceSignin.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['Q', !GetAtt
VPCEndpointInterfaceSignin.DnsEntries]]]
Type: A

SigninRecordRegional:
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Type: AWS::Route53::RecordSet
Properties:
HostedZoneId: !Ref 'SigninHostedZone'

Name: !Sub "${AWS::Region}.signin.aws.amazon.com"

AliasTarget:

DNSName: !Select ['l', !Split [':', !Select ['0Q',

VPCEndpointInterfaceSignin.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':',
VPCEndpointInterfaceSignin.DnsEntries]]]
Type: A

HAHBHHBEHHAHEHHAH AR HAHHRHH
# EC2 INSTANCE
HAHBHHBEHHAHEHHAH AR HAHHRHH

Ec2InstanceRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Version: 2012-10-17
Statement:
Effect: Allow
Principal:
Service:
- ec2.amazonaws.com
Action:
- sts:AssumeRole
Path: /
ManagedPolicyArns:

- arn:aws:iam::aws:policy/AmazonSSMManagedInstanceCore

Ec2InstanceProfile:
Type: AWS::IAM::InstanceProfile
Properties:
Path: /
Roles:
- IRef Ec2InstanceRole

EC2WinInstance:
Type: 'AWS::EC2::Instance’
Properties:
Imageld: !Ref LatestWindowsAmiId
IamInstanceProfile: !Ref Ec2InstanceProfile

1Select ['0Q',
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KeyName: !Ref Ec2KeyPair
InstanceType:

Ref: InstanceTypeParameter
SubnetId: !Ref PrivateSubnetA
SecurityGroupIds:

- Ref: EC2SecurityGroup
BlockDeviceMappings:

- DeviceName: /dev/sdal

Ebs:
VolumeSize: 50
Tags:
- Key: "Name"
Value: "Console VPCE test instance"
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4. £ EREEHTER EEL , 1B RDP AFE , R%#EE F A Fleet Manager E#R.
5. %2 Fleet Manager =ik £ Ho
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E#17 CloudFormation #i74s B {EFHEY Amazon EC2 £i8¥ RN FAE €48,
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8. {EHA AWS BAERI B A% , BB Amazon S3 A | WERFZ R Private Access EiR
AWS BEIEE ,

A AWS EEFEE WA FIGERE

1. EABBBNEERIRE |, B Amazon S3 £ A,

2. EFSBEIPNEHELGER , UREEATH VPC k¥, TIHEFHNERNRTEELEETR
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AWS Management Console Private Access

You are using a private endpoint connection to the AWS
Management Console. Some Regions and services might not
be available. Learn more [

[C] VPC ID: vpc-0b968344a9063190c¢
[C] VPCE ID: vpce-Ocd4dcdaaded8fala
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Web BIESREFIHEERSE. £Ei#—2F 7 # WorkSpaces , 528 Amazon WorkSpaces B 15
Mo

AEIFNEHIRABFERE , HPEAERREEAE WorkSpace E#1TH Web BIESZRZE A AWS
EEFIE A Private Access, A% , fEAE®EEH Amazon Simple Storage Service £ &, It
WorkSpace EFEEEITXEFREE VPC ERER LEAERHEKNER , AWSEEIES Wk
BIEERFE .

R BREMEA AWS CloudFormation JRE IV MR EMERERE , LAKH WorkSpaces £ Simple
Active Directory , AR £ 5% E WorkSpace HIZF iR AWS BEE XA,

TEIFRBAEA WorkSpace Hli AWS EEX# A AEFENRENITERE, CERTHHER
WorkSpace, Amazon & VPC MIZEFZ & VPC 2EHE%Z.
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=

Client

#HHR T35 CloudFormation #i74s | WG HGEERIEE

Private Hosted Zone: amazon.com

+ console.aws.amazon.com

+ region.console.aws.amazon.com

= signin.aws.amazon.com

* region.signinaws.amazon.com

+ resource-gxplorer.console.aws.amazon.com
+ 53.console.aws.amazon.com

* support.console.aws.amazon.com

+ global.console.aws.amazon.com

1 PColP [lcpid172, udpid172)
| 3]
)
H

Auth/Session Streaming
| Gateway Gateway
: *

: /" Public Amazan

Web Services

aints

Cush

H
|
|

AWS Cloud
Amazon managed Virtual private cloud [VPC)

|
@8 %

Amazon
WarkSpaces

&3 Service Endpoint

Console WPC

H
H
. RS53 Reschver @ H H
S I — H
i — E E H
: — Sign In VRC
! Simple AD & — Endpeint o n
| i P
i
V Browser E E Amazon Simple
E Sessian | Sterage Service 7
| Console VPC § VAmazon 53)
: Endpaint H
: H
: 9 | (:> ’
| L - 1 :
| I n
H

v}

AWS BB A FAEFHURE CloudFormation #i48

Desc

ription: |

AWS Management Console Private Access.

Para

Vp

Pu

meters:

cCIDR:
Type: String
Default: 172.16.0.0/16

Description: CIDR range for VPC

blicSubnetl1CIDR:
Type: String
Default: 172.16.1.0/24

Description: CIDR range for Public Subnet A

Login infarmation sent to
authentication gateway

Authentication against Simple AD

Streaming Traffic to Streaming
gateway

Each WorkSpace is connected to
two networks simultaneously,
Amazon-managed VPC for
streaming traffic and Customer
managed VPC handling all other
traffic.

Initiate browser session

Route53 resolver with endpoint
address.

Private Sign in endpoint
Private Console endpoint

53 service private endpoint

Connected to S3 service via
private endpoint

REMBENEFSER 3 RERNESR.
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PublicSubnet2CIDR:
Type: String
Default: 172.16.0.0/24
Description: CIDR range for Public Subnet B

PrivateSubnetl1lCIDR:
Type: String
Default: 172.16.4.0/24
Description: CIDR range for Private Subnet A

PrivateSubnet2CIDR:
Type: String
Default: 172.16.5.0/24
Description: CIDR range for Private Subnet B

DSAdminPasswordResourceName:
Type: String
Default: ADAdminSecret
Description: Password for directory services admin

# Amazon WorkSpaces is available in a subset of the Availability Zones for each
supported Region.
# https://docs.aws.amazon.com/workspaces/latest/adminguide/azs-workspaces.html
Mappings:
RegionMap:
us-east-1:
azl: usel-az2
az2: usel-az4
az3: usel-az6
us-west-2:
azl: usw2-azl
az2: usw2-az2
az3: usw2-az3
ap-south-1:
azl: apsl-azl
az2: apsl-az2
az3: apsl-az3
ap-northeast-2:
azl: apne2-azl
az2: apne2-az3
ap-southeast-1:
azl: apsel-azl
az2: apsel-az2
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ap-southeast-2:
azl: apse2-azl
az2: apse2-az3
ap-northeast-1:
azl: apnel-azl
az2: apnel-az4
ca-central-1:
azl: cacl-azl
az2: cacl-az2
eu-central-1:
azl: eucl-az2
az2: eucl-az3
eu-west-1:
azl: euwl-azl
az2: euwl-az2
eu-west-2:
azl: euw2-az2
az2: euw2-az3
sa-east-1:
azl: sael-azl
az2: sael-az3

Resources:

iamLambdaExecutionRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Version: 2012-10-17
Statement:
- Effect: Allow
Principal:
Service:
- lambda.amazonaws.com
Action:
- 'sts:AssumeRole'
ManagedPolicyArns:
- arn:aws:iam::aws:policy/service-role/AWSLambdaBasicExecutionRole
Policies:
- PolicyName: describe-ec2-az
PolicyDocument:
Version: "2012-10-17"
Statement:
- Effect: Allow
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Action:
- 'ec2:DescribeAvailabilityZones'
Resource: '*'

MaxSessionDuration: 3600
Path: /service-role/

fnZoneldtoZoneName:
Type: AWS::Lambda::Function
Properties:
Runtime: python3.8
Handler: index.lambda_handler
Code:
ZipFile: |

import boto3
import cfnresponse

def

responseData,

def

zoneld_to_zoneName(event, context):

responseData = {3}

ec2 = boto3.client('ec2')

describe_az = ec2.describe_availability_zones()

for az in describe_az['AvailabilityZones']:

if event['ResourceProperties']['Zoneld'] == az['Zoneld']:
responseData['ZoneName'] = az['ZoneName']
cfnresponse.send(event, context, cfnresponse.SUCCESS,
str(az['Zoneld']))

no_op(event, context):

print(event)

responseData = {3}

cfnresponse.send(event, context, cfnresponse.SUCCESS, responseData,

str(event['RequestId']))

def

lambda_handler(event, context):

if event['RequestType'] == ('Create' or 'Update'):
zoneld_to_zoneName(event, context)

else:
no_op(event, context)

Role: !GetAtt iamLambdaExecutionRole.Arn

getAZl:

Type: "Custom::zone-id-zone-name"

Properties:
ServiceToken: !GetAtt fnZoneIdtoZoneName.Arn

Zoneld:

!FindInMap [ RegionMap, !Ref 'AWS::Region', azl ]
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getAZ2:
Type: "Custom::zone-id-zone-name"
Properties:

ServiceToken: !GetAtt fnZoneIldtoZoneName.Arn

Zoneld: !FindInMap [ RegionMap, !Ref 'AWS::Region', az2 ]

HAHBHHAHHAHBHHRH R HBHHRHH
# VPC AND SUBNETS
HAHBHHAHHAHBHHRH R HBHHRHH

AppVPC:
Type: 'AWS::EC2::VPC'
Properties:

CidrBlock: !Ref VpcCIDR
InstanceTenancy: default
EnableDnsSupport: true

EnableDnsHostnames: true

PublicSubnetA:
Type: 'AWS::EC2::Subnet'
Properties:
VpcId: !Ref AppVPC
CidrBlock: !Ref PublicSubnetlCIDR
MapPublicIpOnLaunch: true
AvailabilityZone: !GetAtt getAZl.ZoneName

PublicSubnetB:
Type: 'AWS::EC2::Subnet'
Properties:
VpcId: !Ref AppVPC
CidrBlock: !Ref PublicSubnet2CIDR
MapPublicIpOnLaunch: true
AvailabilityZone: !GetAtt getAZ2.ZoneName

PrivateSubnetA:
Type: 'AWS::EC2::Subnet'
Properties:
VpcId: !Ref AppVPC
CidrBlock: !Ref PrivateSubnetlCIDR
AvailabilityZone: !GetAtt getAZl.ZoneName

PrivateSubnetB:
Type: '"AWS::EC2::Subnet'
Properties:
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VpcId: !Ref AppVPC
CidrBlock: !Ref PrivateSubnet2CIDR
AvailabilityZone: !GetAtt getAZ2.ZoneName

InternetGateway:
Type: AWS::EC2::InternetGateway

InternetGatewayAttachment:
Type: AWS::EC2::VPCGatewayAttachment
Properties:
InternetGatewayId: !Ref InternetGateway
VpcId: !Ref AppVPC

NatGatewayEIP:
Type: AWS::EC2::EIP
DependsOn: InternetGatewayAttachment

NatGateway:
Type: AWS::EC2::NatGateway
Properties:

AllocationId: !GetAtt NatGatewayEIP.AllocationId

SubnetId: !'Ref PublicSubnetA

HHHHHHHHHHSHBH B H AR A RS RS HH
# Route Tables
HHHHHHHHHHSHBH B H AR A RS RS HH

PrivateRouteTable:
Type: 'AWS::EC2::RouteTable'
Properties:
VpcId: !Ref AppVPC

DefaultPrivateRoute:
Type: AWS::EC2::Route
Properties:
RouteTableId: !Ref PrivateRouteTable
DestinationCidrBlock: 0.0.0.0/0
NatGatewayId: !Ref NatGateway

PrivateSubnetRouteTableAssociationl:
Type: 'AWS::EC2::SubnetRouteTableAssociation'
Properties:
RouteTableId: !Ref PrivateRouteTable
SubnetId: !Ref PrivateSubnetA
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PrivateSubnetRouteTableAssociation2:
Type: 'AWS::EC2::SubnetRouteTableAssociation'
Properties:
RouteTableId: !Ref PrivateRouteTable
SubnetId: !Ref PrivateSubnetB

PublicRouteTable:
Type: AWS::EC2::RouteTable
Properties:
VpcId: !Ref AppVPC

DefaultPublicRoute:
Type: AWS::EC2::Route
DependsOn: InternetGatewayAttachment
Properties:
RouteTableId: !Ref PublicRouteTable
DestinationCidrBlock: 0.0.0.0/0
GatewayId: !Ref InternetGateway

PublicSubnetARouteTableAssociationl:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
RouteTableId: !Ref PublicRouteTable
SubnetId: !'Ref PublicSubnetA

PublicSubnetBRouteTableAssociation2:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
RouteTableId: !Ref PublicRouteTable
SubnetId: !'Ref PublicSubnetB

HAHBHHBEHHAHEHHAH AR HAHHRHH
# SECURITY GROUPS
HAHBHHBEHHAH AR HAH AR HAHHRHH

VPCEndpointSecurityGroup:
Type: 'AWS::EC2::SecurityGroup'
Properties:
GroupDescription: Allow TLS for VPC Endpoint
VpcId: !Ref AppVPC
SecurityGroupIngress:
- IpProtocol: tcp
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FromPort: 443
ToPoxrt: 443
CidrIp: !GetAtt AppVPC.CidrBlock

HAHBHHAHHAHBHHRH R HBHHRHH
# VPC ENDPOINTS
HAHBHHAHHAHBHHRH R HBHHRHH

VPCEndpointGatewayS3:
Type: 'AWS::EC2::VPCEndpoint'
Properties:
ServiceName: !Sub 'com.amazonaws.${AWS
VpcEndpointType: Gateway
VpcId: !Ref AppVPC
RouteTableIds:
- IRef PrivateRouteTable

VPCEndpointInterfaceSignin:
Type: 'AWS::EC2::VPCEndpoint'
Properties:
VpcEndpointType: Interface
PrivateDnsEnabled: false
SubnetIds:
- IRef PrivateSubnetA
- !Ref PrivateSubnetB
SecurityGroupIds:
- IRef VPCEndpointSecurityGroup
ServiceName: !Sub 'com.amazonaws.${AWS
VpcId: !Ref AppVPC

VPCEndpointInterfaceConsole:
Type: 'AWS::EC2::VPCEndpoint'
Properties:
VpcEndpointType: Interface
PrivateDnsEnabled: false
SubnetIds:
- IRef PrivateSubnetA
- IRef PrivateSubnetB
SecurityGroupIds:
- IRef VPCEndpointSecurityGroup

ServiceName: !Sub 'com.amazonaws.${AWS::Region}.console’

VpcId: !Ref AppVPC

HAHBHHBEHHAHEHHAH AR HAHHRHH

::Region}.s3'

::Region}.signin’
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# ROUTE53 RESOURCES
HAHBHHBEHHAHEHHAH AR HAHHRHH

ConsoleHostedZone:
Type: "AWS::Routeb53::HostedZone"
Properties:
HostedZoneConfig:
Comment: 'Console VPC Endpoint Hosted Zone'
Name: 'console.aws.amazon.com'
VPCs:
VPCId: !Ref AppVPC
VPCRegion: !Ref "AWS::Region"

ConsoleRecordGlobal:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneld: !Ref 'ConsoleHostedZone'
Name: 'console.aws.amazon.com'
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
Type: A

GlobalConsoleRecord:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneId: !Ref 'ConsoleHostedZone'
Name: 'global.console.aws.amazon.com'
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
Type: A

ConsoleS3ProxyRecordGlobal:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneld: !Ref 'ConsoleHostedZone'
Name: 's3.console.aws.amazon.com'
AliasTarget:
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DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
Type: A

ConsoleSupportProxyRecordGlobal:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneId: !Ref 'ConsoleHostedZone'
Name: "support.console.aws.amazon.com"
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
Type: A

ExplorerProxyRecordGlobal:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneId: !Ref 'ConsoleHostedZone'
Name: "resource-explorer.console.aws.amazon.com"
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
Type: A

WidgetProxyRecord:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneId: !Ref "ConsoleHostedZone"
Name: "*.widget.console.aws.amazon.com"
AliasTarget:
DNSName: !Select ["1", !Split [":", !Select ["0", !GetAtt
VPCEndpointInterfaceConsole.DnsEntries], ], ]
HostedZoneld: !Select ["Q", !Split [":", !Select ["0Q", !GetAtt
VPCEndpointInterfaceConsole.DnsEntries], ], ]
Type: A

ConsoleRecordRegional:
Type: AWS::Route53::RecordSet
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Properties:
HostedZoneIld: !Ref 'ConsoleHostedZone'
Name: !Sub "${AWS::Region}.console.aws.amazon.com"
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
Type: A

ConsoleRecordRegionalMultiSession:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneld: !Ref 'ConsoleHostedZone'
Name: !Sub "*.${AWS::Region}.console.aws.amazon.com"
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
Type: A

SigninHostedZone:
Type: "AWS::Route53::HostedZone"
Properties:
HostedZoneConfig:
Comment: 'Signin VPC Endpoint Hosted Zone'
Name: 'signin.aws.amazon.com'
VPCs:
VPCId: !Ref AppVPC
VPCRegion: !Ref "AWS::Region"

SigninRecordGlobal:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneId: !Ref 'SigninHostedZone'
Name: 'signin.aws.amazon.com'
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceSignin.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['Q', !GetAtt
VPCEndpointInterfaceSignin.DnsEntries]]]
Type: A
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SigninRecordRegional:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneId: !Ref 'SigninHostedZone'
Name: !Sub "${AWS::Region}.signin.aws.amazon.com"
AliasTarget:
DNSName: !Select ['l', !Split [':', !Select ['0Q',
VPCEndpointInterfaceSignin.DnsEntries]]]

HostedZoneIld: !Select ['Q', !Split [':', !Select ['Q',

VPCEndpointInterfaceSignin.DnsEntries]]]
Type: A

HHAHHAHH SRR SRR AR R HHHHHHH
# WORKSPACE RESOURCES
HHAHHAHH SRR SRR AR R HHHHHHH
ADAdminSecret:
Type: AWS::SecretsManager::Secret
Properties:
Name: !Ref DSAdminPasswordResourceName
Description: "Password for directory services admin"
GenerateSecretString:
SecretStringTemplate: '{"username": "Admin"}'
GenerateStringKey: password
PasswordLength: 30
ExcludeCharacters: '"@/\'

WorkspaceSimpleDirectory:
Type: AWS::DirectoryService::SimpleAD
DependsOn: AppVPC
Properties:
Name: "corp.awsconsole.com"

Password: '{{resolve:secretsmanager:ADAdminSecret:SecretString:password}}"

Size: "Small"
VpcSettings:
SubnetIds:
- Ref: PrivateSubnetA
- Ref: PrivateSubnetB

Vpcld:
Ref: AppVPC

Outputs:
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PrivateSubnetA:
Description: Private Subnet A
Value: !Ref PrivateSubnetA

PrivateSubnetB:
Description: Private Subnet B
Value: !Ref PrivateSubnetB

WorkspaceSimpleDirectory:
Description: Directory to be used for Workspaces
Value: !Ref WorkspaceSimpleDirectory

WorkspacesAdminPassword:

Description : "The ARN of the Workspaces admin's password. Navigate to the Secrets
Manager in the AWS Console to view the value."

Value: !Ref ADAdminSecret

® Note
ARHFRESEXBERI (S RZLE) BEAHIT,

EREMR

1. AEHEBHEEIIRS |, BB CloudFormation £# &,
BEFEETHEE,

3. 1#$E With new resources (standard) (EAFTER (BE)), LEERENEILM CloudFormation £
AER , RREBEET -,

4. EAMBELZRE , Sl PrivateConsoleNetworkForS3 , REIRE T—F,

5. ¥R VPC 7Bk , B LRI IPCIDR &8 , Siff AEMENTERE, NREHERERE,
ERRTARE FHNEE VPC BREER AWS IRF,

6. EEFEEVUHE,

7. BUHMEEZ  EE ER RIERUARGEEEVNER.

8. EEBWH R5IER , LLRRFILE FMIEM Workspace Simple Directory HI{E., e T ELE , H
BIEEE T — BRI MERE WorkSpace KI5 BB fif i LA,

THESHNEEETR W RIEBNWA , HPETRIE FHEHM Workspace Simple Directory #

=1
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PrivateConsoleNetworkForS3 &8 D

( Delete ) ( Update ) ( Stack actions ¥ ) ( Create stack ¥ )

<{ - updated Resources Outputs Parameters Template Change sets Git sync

Outputs (4) @

[ Q. Search outputs J 1 3
Key A | Value v | Description v Export name
. subnet- .
PrivateSubnetA 0aea1291fe9eb1ba7 Private Subnet A -
. subnet- .
PrivateSubnetB 04§62dc31f08309b6 Private Subnet B -
arn:aws:secretsmanager:us The ARN of the Workspaces admin's
. -east- password. Navigate to the Secrets
Work AdminP d -
orispacesAdmintasswor 1:851725487077:secret:AD Manager in the AWS Console to view the
AdminSecret-GAwMS8i value.
WorkspaceSimpleDirectory d-9067f40091 Directory to be used for Workspaces -

RELEREVHEE , FEATIRERREILILFE WorkSpace,
WMEE I WorkSpace

1. BABX WorkSpaces 2 A&,
2. HEEBHKP , BEEHK
3. EE#HAEL,K6 MFEEHENRER EAP., UTEEHENEERET THEAPESN B EHE,

Directories (1) o @ View details Create directory

1 S
Directory ID v | wWorkspaceType ¥ | Directoryname ¥ | Organizationn... ¥ | Identity source v | status v
O d-9067f40091 Personal corp.awsconsole.com d-9067f40091 AWS Directory Service @ Registered

4. YWNETE WorkSpaces R{ER B & , A BIMXE &%, EEBEEKP |, 181F WorkSpaces , A&
i#1E B WorkSpaces.
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AWS BEEEA AP
5. £ EHH% F , FEIZELREFPH CloudFormation I K B . 1 Bk heeRLE | BB 5
.

HRFHEKIEE  BENERARFSBAPFIRNRERLE 8K,

EE B BBBRIEEF T, REBIEE M.

AMB&gke® |, BEEEET WorkSpace, EHEEMA B & , AR EE T—%,

EENFAE ERLEZE EVHMERE, WALNERNEFEY , UELFER
WorkSpace, B E FE4ut 2EER , BA WorkSpace B ABACEEZ I E FE4ibit,

10. BET—F,

11. ERBBFEAE EEL , BEREESBAPEUNERE K RREE T -5,

12. £ ZWEH 5@ L |, 312 Standard with Amazon Linux 2 , R%iRiE T—5,

13. FEABTEIXNEREBFTWERERE , REMIBZBEITHERE, WorkSpace LA Pending #k
REBRTR , W1E 20 DEREIA Available,

14. 1£ WorkSpace T , KW E —HEFEH , S2ERNMAEBRENSBPIRHCEFE it
W AETFERIER B

© © N o

A WorkSpace 2 # , B LUAIREREEREMSEA AWS EBFE S A EFEEF T ETFE.
IE 7 E WorkSpace

1. FREELREFFHSR 14 WENE TS,

EZETEHS | BIZBRENHE ELERRELWRERE , I TH WorkSpaces A F i
RELN R,
TREBRENES,

ZEWHEBAFK. WAZEFEH4PRENTME K ARIBE 3.
FEREESBR=PEINEREREA Amazon WorkSpaces,

I L T

AR AWS EEFE A REFIERE

1. % WorkSpace #1 , FRUBIERR. A% K BEE AWS EEFES WEMAEHNBEEA

@ Note
MRIERER Firefox EREHNBIERR | FRFAENBBRREPHNER HTTPS BA DNS
BEIECEER,
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2. BABX Amazon S3 A |, MU AEHPRBEER AWS EE X2 A Private Access E4R,
3. EEREBENLWEELEET , LR VPC EFERATH VPC e, THEEHNEMBERETE
HEETHNERN VPC EAo

>) JAY @) 3 N. Virginia ¥ A Admin/mg=— a8 et L LtV

AWS Management Console Private Access

You are using a private endpoint connection to the AWS

Management Console. Some Regions and services might not
be available. Learn more [

[C] VPC ID: vpc-0b968344a9063190c¢
[C] VPCE ID: vpce-Ocd4dcdaaded8fala

cations (O) Info ( Create application )

LIS Fast (N Virainia)

LU IAM BUERRIER VPC 387

BRI A B IR B FEVER IAM BUR |, BUE— S RIE & A Amazon EC2 % WorkSpaces % EH VPC,

70N

T3 HEEEBLIFE Amazon S3 , BRIEEFEAEZIEEN VPC,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Deny",
"Action": "S3:*",
"Resource": "*"
"Condition": {
"StringNotEqualsIfExists": {
""aws :SourceVpc": "vpc-12345678"
}I
"Bool": {
"aws:ViaAwsService": "false"

}
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THBERRFIER AWS EEEF2E BARMBNMLBEFIEEEZEA AWS 1RF IDs,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": "*",
"Action": "*",
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:PrincipalAccount": [
"AWSAccountID"

MREERNE T TERERRFE  MEBERATHRER.

Your account doesn't have permission to use AWS Management Console Private Access
Your corporate network uses AWS Management Console Private Access, which only allows sign-ins from specific authorized accounts.

To access this account, sign in from a different network, or contact your administrator for more information.

Logout
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SERR®

EERATIBMERALTESRE AWS EBXHA FAEEE , B BRIA AWS Site-to-Site VPN &
AWS ERFERE (VGW) EIEE, AWS Site-to-Site VPN EB BRI ERE , LIRREBHALUERE
MEERE , BUA VPC FEUEmBE. MEFMEN , FSBAWS Site-to-Site A EIERE) FH
1 EERAWS Site-to-Site VPN, AWS ERFAERE (VGW) 2— B TAMNEFSRE , 7#A VPC
BRI BEMEER 2 ENREE,

AWS Site-to-Site VPN & AWS EgFLA R (VGW)

E AWS Cloud
ap-sol
1 access is forwarded to local D
et 1

echions forvardni, DNS dries rs forvared b

i m
B ueries are forwarded over AWS Site to Site VPN

DNS Query lands on to Inbound RS3 resolver Endpoint in
VPC
From resotver ncpolnt queries a1 foruerved to
resolver that is Vi
S G
Connectivity to console endpoint private IP is established
over Site to Site VPN

2 ERERFHEARTTH R Amazon Route 53 Resolver , 5B REBABNER, ESEEN
AWS EE XA IEEEREN VPC FRETCH , BTENIRE (MBNHE ) SEEEN THEKF
B, REFEUTUERIEE DNS AR LRGN EBFUSSRBE P it , AEESHILERERE
HhWEiCcHE, ERSLBAEIRESRE B AWS EEBXEA  CMALRHET AWS EBXZA AERE
s 2 FAHE IPs,

HRERAWS EEFZE WAFIURMIERCH , BITHARKHELSR  EEEFM NARE
HPRE AWS EEFE A MEFEURR AWS BEEERE | UREXBERE (HSERIE) B
PREMBREER,
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https://docs.aws.amazon.com/vpn/latest/s2svpn/VPC_VPN.html
https://docs.aws.amazon.com/vpn/latest/s2svpn/VPC_VPN.html

AWS BEFEA APIHERE

AWS EREBE BT (UXC)

AWS EREBE B (UXC) 2— B AEX  ERFEEERFT WHREXMR , AWS BEEBXEA
WHERFBREBELRE,

£/ UXC , BT LB FHIRE

- IRFER® - BAUNAIRFRERE , URBLAAEDEM. fli , &SR ARFEERIRS.
REEARAGIRSE K UARBAEAREERE.

« BRIET RN - BRI LUHEGIRL AWS BB ERETREEEP, RETRMET™EIL AWS EEEE
A , EBERREIRSEEN AWS R,

- BEARM - BALUHES AWS EERESRPERHNED, BEHAREABLAWS EEEEZE |, U
E RN EISIR PR B,

MBI ARERE , ISERERTAS  ERENESHSE R, METSRERFER, B
W ERES  SIRFEGERAHETERME Nnone", ZULUETRBRENESNERES , SHERK
AR {ENull,

(® Note

visibleServices M visibleRegionsiXER &4 FREMEFHVINE AWS EEEE
B. BT EREER AWS Command Line Interface. SDKs = H it APIsTZEL

FE

- AWS R ERBBRBEFTAM

- £/ 28k AWS EAEREEET API FFAY AWS CloudTrail
- AWS EHERBBETNZSM

AWS FRERE BT AM

EIB UXC , (IRFEESAUERE WIRF BT AWS EEEEA,
5 IR (R4

HIR2El , BUEERHFUTEE .
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AWS EEEEA APIHERE

« AWS IRF

+ UXC #9i#EE AWS Identity and Access Management (IAM) ﬁ‘F_Io MEFHE
& BT R E IAM M AWS SEBE AWS BB A8k,

A, SR AWS B E

£ PFHLUXC RE AWS EEF#EA

BELE PFERFEE® AWS EEXEE  F2EE P FIURFEF AWS EEFEG, FEFR H
HERB AT REMESTRYE AWS EEEE S |, F2HAWS EEFRE EAMK —RERE -

i ERAPRERFES

1. BAAWS EEFER,

2. ®EEEI L  EEENIRFEHE,
3. EBEIRF,

4. HEWRFETRRES , REHEE,
5. BEEWN.

EXZEAEPREARED

1. BAAWS EEFES,

2. FR—FE.

3. EARESERTEEZRE,

4. BENTRESREAMETARIHENES , WREENBE.
5. BEREFEE,

EEEAPRENRNRE

1. BAAWS EEBFES,

2. BB —FE.

3. EARBRBERTEEZRE,

4. B RHNRBREAMEREIBERE , IRELHNBE,
5. BERTFEE,
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https://console.aws.amazon.com/
https://console.aws.amazon.com/
https://console.aws.amazon.com/settings/home
https://console.aws.amazon.com/
https://console.aws.amazon.com/settings/home

AWS BREEA AP
BRENRET A ANFH UXC 3RE

BRI R R AN MAER R EMARBREEIRFBFIRE. MEFHMENR , F2
BAWS {FFEBE T APl 2ZH AWS::UXC::AccountCustomization CloudFormation &74£#

£ cek AWS (FRA &R BE]T API AU AWS CloudTrail

AWS ERERBRBEI SR BEAWS CloudTrail , LR ARHERE. ABH FrRMBFER D&
AWS Bi#%. CloudTrail @i UXC KIFTR AP IFIHEUR S #F. MEMIFILEIERE UXC EEAHWF
W, AR UXC APl BRAENRIBRF, A CloudTrail WEMEH , £ 7 LLHIEFE UXC RIENEE
R RHFERM IP ik, REFROEE , UREMBFEER.

EEEMNKRSF AWS tRF KCloudTrail 7% FEREATARRE , mBEE 8 EFE CloudTrail E4E
S 528k, CloudTrail BB EEHA AWS BEFFIBE 00 RidkWEEEH |, RHTRE. 78S,
AITHBT TN, MEFMET , 528 "AWS CloudTrail FEAERREL FHEA CloudTrail
EHEREE, MASHEERETEELE CloudTrail B,

WME AWS 1RF 1BE 90 RAFHER SN EN , FEUMRED CloudTrail Lake B4 ERFHRIE.
CloudTrail H#y UXC EEEH4

EEEHREEEE ERLFTHEERRENERA AWSIRFE, EXthBAEHITYHIRE, BIEHE
£% , CloudTrail &L EEEH,

5 B

\

AWS FREBEBBETESME UXC B 5 THERELHAEEEMH, WFE UXC 5282 CloudTrail Y
AWS FEHRERRBTEGTHRESE K B2EAWS FHERRE] API 22Z,

UXC B4 &4

—EEHAREMARFRHENE-FR , XITEFR AP RENHEBEFA. RENBHNERD, 7
28%F. CloudTrail B ERTR LR AP RN ESFHEEBER , RUSEHT GBS EIRFE
Ro

LT & 517 RM CloudTrail E4€RE 21k,

{

"eventVersion" : "1.09",
"userIdentity" : {

"type" : "AssumedRole",
"principalId" : "AIDACKCEVSQ6C2EXAMPLE:jdoe",
"arn" : "arn:aws:sts::111122223333:assumed-role/user/jdoe",
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https://docs.aws.amazon.com/awsconsolehelpdocs/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-uxc-accountcustomization.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-management-events-with-cloudtrail.html#logging-management-events
https://docs.aws.amazon.com/awsconsolehelpdocs/latest/APIReference/Welcome.html
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"accountId" : "111122223333",
"accessKeyId" : "AKIAIOSFODNN7EXAMPLE",
"sessionContext" : {
"sessionIssuer" : {
"type" : "Role",
"principalId" : "AIDACKCEVSQ6C2EXAMPLE",
"arn" : "arn:aws:iam::111122223333:role/user",
"accountId" : "111122223333",
"userName" : "jdoe"
.

"webIdFederationData" : { },

"attributes" : {
"creationDate" : "2022-12-09T23:48:517",
"mfaAuthenticated" : "false"

}
},
"eventTime" : "2022-12-09T23:50:03Z",
"eventSource" : "uxc.amazonaws.com",
"eventName" : "GetAccountColor",
"awsRegion" : "us-east-2",
"sourceIPAddress" : "10.24.34.3",
"userAgent" : "PostmanRuntime/7.43.4",
"requestParameters" : null,
"responsekElements" : null,
"requestID" : "543db7ab-b4b2-11e9-8925-d139e92al1fe8",
"eventID" : "5b2805a5-3e06-4437-a7a2-b5fdb5cbb4e2",
"readOnly" : true,
"eventType" : "AwsApiCall",
"managementEvent" : true,
"recipientAccountId" : "111122223333",
"eventCategory" : "Management"

WEABRE CloudTrail SRR BNEE , F28 (AWS CloudTrail R &IER)Y B M CloudTrail record
contents,

AWS EAEBREITNZSMN

MERZE2M AWS RESEBEIEF. 548 AWS BF |, BAUZHRNERPOMBRKRERE , ELRE
B/ TRERTZLHBMEBNFIRMEE,

Z2MR AWS EECENARERE, AFSEEAFHERAERNEZSYE  NEBRPNZSM
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-record-contents.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-record-contents.html
https://aws.amazon.com/compliance/shared-responsibility-model/
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- BiRNR 2N - AWS EEREJHE FHIT AWS BRBHERFTE AWS Elf, AWS LBERHAR
EEANERE. FAWS ER1EP , B RBRASEEHNAANRERMAZLNERME. BET
BEAR AWS ERERRBTNERTE , F2HEAWS SHRTEIN RBHE

- BT et - ENEEEURREER AWS NIRK, SH4AHHARREE  SF/RERIRE
. BRRNERMBEAEENER.

AR BIE T @I EMER UXC RERAHAREEEE. THEERAFUMERE UXC UFSER
REHEGHABEE, S THRNAEREM AWS BRI K15 R EEIZFRE UXC ER,

X8
- AWS & BE BETH Identity and Access Management

AWS { Fi & BE B B 5THY Identity and Access Management
AWS £ & BT (UXC) A 1AM BURREEYH UXC API 2 EMN1ZEL.

AWS Identity and Access Management (IAM) 2 AWS BR# , AIiFBIEE 8 R4 iR F1¥ AWS &R
MWFE. IAM BEEETEHHTUETEIRE (BA) NER (EFFY) , MEAFEAERRE
ATEIR. IAM RERLIGEER AWS BRI 1Y .

F&E

- BEHR

- FRASDRE

- FABRKERFIE

- AWS FHE R BT 01EE IAM A

- AWS ERERRBIING 2 B BEKEHI

BEHR

fEFA A AWS Identity and Access Management (IAM) SRIBEH A EBMERTE :

- REERE — BELFENELETRE  BOEEERBEMENT (FSE S8 Y% AWS FRERR
EHES:E L2

- REEEE — SEREAAEFRELRIMEEIUFER B2 AWS £HERR BT T
IAM B Ee )

- IAM EEE — BREBERUAEEFIES (F2E AWS FAERR BTN S 5 BERHHl)
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https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/

AWS EEERA AP
E/A 50 RE

BORIREAWS FASSTBEEA AR, XA AWS IRFREAE. IAM EHERRE
IAM B &5 5E#1TH 5 8RE,

B LAMER &9 R EAER , I AWS IAM Identity Center (IAM Identity Center), E—& A&
7 BT Google/Facebook BEAER , UBEH7WEXEA. NEEBEANFHENR , F2H
(AWS & A EHEER) RPHIAEAEN AWS IRF,

HRARERBEE , AWS 1214t SDK H CLI A BBHmEHFNEBHER, NEHHEE
FEREER) P APl FBREAWS £ 4 FEBER,

AWS IRF IRERAE

EEREN BFFAWS IRFE |, 2R —EHRA AWS tRF theroot FAHENEAG DR , R EBHFT
B AWS R Ml ERNTEFRE, B2EBRTEFHREAERHUTAEES. EHREERFERE
BRENEK  F2E (AM EREER) PNEEREAERIBNTS.

IAM f&£ ] & M B 48

%II

, im2E <IAM

IAM £ F & https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html2—E & 7 EfBE AR
FERAERANEEFTE. ERURREERREFERAEEN IAMFHE. NFFAEH A F28
(AM EAEERE) PHERAEFAEFRABS S RRMHEER AWS EHERBEFI -

IAM BHEEEE IAM EREES  EFEEARSEAENFIEEMNER, MFFAER  F2H
C(IAM fERERERE) FH 1AM £/ & /Y A =5,

IAM A&

IAM £ & https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.htmIfI B 7 E BG4S EFI#E , H
ATLUVR B EREER R, BULUEBRERENRE IAM A6 (E84 ) S AWS CLI 5 AWS API
BERRBIAR, MEFMEENR , F2E (AM EREER) FHRREACHE L,

IAM B2EARBS S0 EAEFN. WK IAM EREFT. BRFFIEEEREEFN , URE
Amazon EC2 #1{THERERX. MFEFHMEF , F2H (AM £RERER) hH IAM FHRIEF &R
.

EABREEFEE

ZAILUEIB R Y BUR Y G HIEE R & 5 RNER AWS RIZH AWS FRFR. BERERES 2 HERM
BABERFT R, ERFARHFERE AWS | SFHMEELEK. KRSHBEKELL JSON X H AWS R
XERE 7, MFE—FT7H# JSON BERX M , F2E (AM EREER) hH JSON BUREi#.
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https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_sigv.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/gs-identities-iam-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json

AWS BEFEA APIHERE

EEESEMEANK  BEBEEMETRIUEWLRAG THRLEERNTEE , UEETFINEERE,

HEREBERT , EFRAENACRBHT. IAMEESSEY IAM BXRIEETEEAG , #HEAERE
B, IAM BERERBMENFTT , ERRAMERXHIT.

B0 BBX

BoBABRERMESD (EAE, FAEFANAR) K JSON FFABRNH, EERBEREZEH &2 A
HPLEERATHLESE , UAREANGKRE. MFETHRUOMELSDHEBER , F2R8 (AM ERAEE
M) PRNEBEFEERREEH] IAM 55 A,

BOBBRADBRNRBEEK (ERARRE-—52) ESERX (ANMNESE S 5HNBEMLBER). 0%
THRNMAEZEBRRRARBRR 2BHEE  F2HE (AM EFHEER) PREZEEREANRBE
ZFEﬁig;go

BERBBE

ERBPBER MR ERA JSON BERN 4. HHIEHE IAM B EEEBRE Amazon S3 fEFATREEK
R, EXEEREBRNEET , REEESAUERACARZHHREERNFIER. BLAEE
FREBRPEEEE.

ERBEPBRRVAZBRBEFNARBEK, SEZEEREBRPEMARE IAM B AWS ZEBK.
HttBREE

AWS XEHMBRER K IREESERBREER TR :

- FFARR — RESFDHEBRARE IAM BERNSZAFT. WFEFAEF , F28 (IAM EREE

) PH IAM EEFFTRR,

- BRISIEFIBER (SCP) — & AWS Organizations F VA S AB B BE N IS ER AT W, MFEFFMEN ,
a2 (AWS Organizations £ &E1ER) IV PR IE HIBUEER,

- BREFIBR (RCP) — RELERFHPERATAGFAIN LR, MEFHMEFA , F2H (AWS
Organizations (FAEERE) PHEFRZEF K (RCP).

- THERBBX —EUBEXBRFARAACEBES»rEAEELERTERER  USEEXEE
ER R, MEFHMAENR , F2 (AM FABER) P IIEREREGE,

ZRBURER

ESEEANBRERANGBERE , EENTUISERMMELER, B2 T7THNMTAWS £ RSEBK
REHRERBANFER , F2H0H (AM EREER) PHBEERLEE.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html

AWS BEFEA APIHERE

AWS EFZBEER BT 1 EE IAM & HL £ A

AWS {5 £ BEE BT (UXC) £ IAM BB ER | BB UXC API BEH L

EEER IAMEE AWS FRERRBS] (FHREBRAET ) WEIEZH , 5% 7T AL IAM Ih
RENEERERBAITERMER. RAEBEEBAWS SERFREGFHAERREITES , NEFAE
A, ESBE AWS N ZEBER AWS EEFEA,

HEER IAM EREAERREFTNFEMECE , FBETHRBL IAM e LERERREFTREE
o

IAM 3¢ ERAERBATXE
55 BBE 2
ERA PR &
B BE =
B ER &
BUR R R B8 &
i 5 7B =
PRI AT 3
REERAG &
REAE &

EFESHTHRERERBRBITMEM AWS RIS INME XK Z 8 IAM TheEEEFER , F20 <IAM FH
EigmE) BHHAWS B IAM BEERN R

ERERRBITNS D EEE

o BRBRERLMME S S (Fla0 IAM /A&, EREFANA®) B JSON FFATBERN A, ELR
RAEH S EMERG TREBEERATHEDF, NFTHRUOMELSIEBER , F2H (AM
ERERE) PHEBEFEEBRRERBL] IAM A,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
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£/ IAM 2 BEBER | B LIEEAFREBNBENER , UREMERGET LFFREEBE. W
ETH#IEE JSON BERRERMMERE , F26H (AM E£REERE) T/ IAM JSON BETES
EO

EERAERERRBT S EBERNES , F2EAWS EHEEREFTN S 5 R BUERSEH,
£/ &R E BTV BUREIME

EEE A LAER AWS JSON BUERRIEEH AIUENMAR, WHEHR , BHMEEBRE A BERA T oAt
EEREITHL B F,

JSON BURHY Action TEMRETARAFFHIEBERPEIRNEF, BEREERABERKTH
1T A B BN RV R T

EREEMAERAERRBITEE , B3R API2E,
EAERRBTPHNERRBFESEDFEZIER uxc: 78 (Hlw

uxc:GetAccountCustomizations),

FEEE-RAXNPEEZ@EBE K FRERDE

ol

"Action": [
"uxc:GetAccountCustomizations",
"uxc:ListServices"

]

EERAERAERRET S EBERNES , F2EAWS EHEEREFTN S 5 B BEREH,
EAERRBTNVBRER

ERAERBEFTXERRER.

HEEEAEREERAERRETHEER

BEEAERREHRE AWS BERNENER , YESFERABSIRACKEFHEL., AWS BEE
HEELABRIBEAER K MARCERARITFEINESE., NEFHHEER , F28 (AM FREERE) A1
IAM Y ERBF 22 £ BE R ] B2 IAM FEELEEMNAWS RIS,

REDEE AWS EREBRRBFT S 2 MEW

ERAUTEARBGHELEHAEEER ERAERBETN IAM BTREINE REE,
MREWRER , FHERERENTEHE , EHBERLAER , AFFERTBNE.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
https://docs.aws.amazon.com/awsconsolehelpdocs/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html

AWS EEEEA APIHERE

TlgEfIgEsREgEmateojackson IAM EAEERER TR ERE —BERE ny-example-widget
ERNFFHER , BAVEER uxc:GetWidget FFRAIRFRAE,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
uxc:GetWidget on resource: my-example-widget because no identity-based policy allows
the GetWidget action

HEHBERT , HEEH mateojackson FRAENBE , AFFEMR uxc:GetWidget BYEFE my-
example-widget BiR,

MREEEWHE , FHBEEN AWS EEE, SNEESRHENEZRE,

HEEY IAM ERAEFINERE , EUUEREBRENENREE ID. B2 , EELBARKRENALER
FHER, BRERTRRER  EL4ARUTNFHERY.

R8I EMEND : FE S8 ID (5120 AKIAIOSFODNN7EXAMPLE) MA R EZEL £ (450
wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY), MEFERERBNZRE K BLB—RERAE
&8 ID AR FHESBRBEBLNER, MUEENEAEERANZE—K K 2L EBENER

/A Important

AARENENERRERIGE=7 , EERHBSRENEEEAE D, EBERM , BTN
BREAKAFEUER AWS 1RF,

BUFHERYEE , SERIRT , EREEFINER D NILEFHERETFERENE. LERF
HERMASELRITHREET —X. BEEXRTREEDNER , SLFAEHNFRESRHTEIE
B IAM &, ERZTUEAMETNEER, SECAMEFNER  S4ALEMBRET—EER
B, IRBEUFNERY, sERARA  F2H (AM E£AEER) FHEEFNER,

EEAFHMATRFERAERRE K SXERFIRTEEFRNAEREARN., MREFEH
AWS IAM Identity Center BEIEASMERARER , BOULUEHTEERGERAEREE  LESHER
Bk, SFAIEESBEEHEL IAM BSK , UAHERGEZASHIEARNEEHN IAM A6, mEFHHE
B , F2EAWS IAM Identity Center  EA&EIERE) HMFIE,

MREFZHERM IAM Identity Center , BIXEAZTEFINASSIEAERERY IAMER (EAER
At)., AR, ELAKBEREZIER  TERAERREITPRTFHEMERNGTT. BRFIFITER,
BREAERREGEAESIEARIHBAS, ttfEERELRAERRER AWS, EEE—F
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https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-identifiers.html#FindCanonicalId
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html#Using_CreateAccessKey
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html

AWS EEEEA AFIfEE
THRMARY IAM EAE, FE. BENFT , B30 (AM EAEERE) FH IAM 55 MBEHNE
EO

AWS fEFERER BT & 5 B R

RIFFRRR , £RENARRANEIEHR UXC ERNFTA, BERTHEAEHERATIHENT
a, IAM EESRLEY IAM BUR, WF T HRIAERELE S JSSON B AR IAM &5 B
X, F2H (AM E£REERE) FHEL IAM BER (F28).

£

- BRERES

« UXC tRF B 5T Y M7 BV
- TEFHR UXC RFHET

HRREEHR

BoRABREHEERFPINEBASRETUERY, FRHAMREAERRBTER. ELBETEE
ERENAWS IRFELER, EXRBNRES 2 HBCRE , FERTHEARERSHE !

- FIEER AWS SEBRRAE BRI RKEERTT - EERBRFIRTENCERAENTEER , FEH
BT R TS EREARGN AWS REBKR., ©MTELN REMH AWS IRF, RAIEZREESR
BREREARI AWS WEFZERXR , ME-FRLFH . WFEZEA , F2H (AM E£REE
) T AWS ZEBURREBBEENAWS ZEBK.

- ERAREERFT - 52E IAM BERNFAR  FERTHTERMENFT. KSERLEN , &
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ZIEE) T IAM JSON BUEETE © 4,

£/ IAM Access Analyzer B& 3 IAM BUR |, BERFT A 24 B 7 iE BE4E - IAM Access Analyzer B
BHBEMREBER , BRELBKER IAM BUEREE (JSON) #l IAM &EEH. 1AM Access
Analyzer 121 100 ZHEBRBRERVENTHWER , THEERREZSHERNWBER, NMEFHHEE
A, F2E AM FHERRE) RPHEEA IAM Access Analyzer B 38 BUE

- EEZEEZERT (MFA) - MREHRFIZEE IAM ERER FHORERE AWS RS | 5B MFA
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WE IAM A REBBNEEESR  F28 (AM EAEER) 91 IAM Z2HEEH,

UXC & F BRI MERFEAE

THIEHIRE IR R FFHERFE UXC 1RF BETHYBUR

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"uxc:GetAccountCustomizations",
"uxc:ListServices"
1,
"Resource": "*"
}
]
}
SSEFH UXC tRF BEF]

T OIS REB A T FLFFTEFE UXC RF BRTAYBUR -

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"uxc:*"
1,
"Resource": "*"
}
]
}
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AWS ZEBRZH AWS AWS SEBREVNEENBIBKEERATSEARGIRMEFT , UESR
AR ARG ERE, HEANAE,

saclE , AWS XREBRTRIAERTFRECARFNFERRETT , HAELFFAIAIHAE AWS &
FEA. RMZREERFENEARINEFEERER , WEE-SRBDFTA,

BEEETE AWS SEREPESNHT, R AWS EFH S AWS ERERPESWNGTT , IEHESE
SRREBEENFIEZETEAED (FAE, B#ENAR ), EHHN AWS R MBIHEFH APl RETTH
RIRBERKEE , AWS RREsEE#H AWS ZEBEK,

WEFMEF , F2EH IAM EAEREREPR AWS ZEBXE,

AWS ZE B : AWSManagementConsoleBasicUserAccess

& LU AWSManagementConsoleBasicUserAccess BiEEMHE, BHiHEA®R,

HRERT FEEEAEMTENTT AWS EETELA, EBFEERRE, BH., BERE shel 7
M BT EES R,

ATAIRFEEA

iEAWSManagementConsoleBasicUserAccess& 0% T 5| —#HFF T :

* cloudshell - AFFEETEFE AWS CloudShell ZhaE , BIERIHEIL., THFEREENTTH
7o
© ec2 - AFFERERE —SEERARFRANESE,

- notifications - AFFFREKEHPEEEH AWS FAREEA,

AWSManagementConsoleBasicUserAccess W7 1.0 109


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies

AWS BEERA ARERE
—- fRFFEBE Amazon Q Developer Bl X,

« resource-explorer-2 - AFERFEAFE —ESRKESNEER AWS BiR,

- uxc- AFERERN AWS FAERRBTRE,

- action-recommendations - AFEBIBZWIEEBIERE,

« account - AFETREHUEERFHEEER , SFHIRF BB/, &S ID MRF 2 BHMEE,

EERGHBRNETT , F28 ( ZEBXSE) W
AWSManagementConsoleBasicUserAccess. AWS

AWS ZE B : AWSManagementConsoleAdministratorAccess

B LA AWSManagementConsoleAdministratorAccess BEZEMHAE. HiHHEAR,

BRI FREMNBI WEBEIE AWS EBXHA, CAEEEENERFEGS,. MAFERERE
H, LURBREERER. TESEE AWSManagementConsoleBasicUserAccess SEBEMNT ,
E¥ NIIEEEFEAEEHEE AWS EEXEA

AR

iEAWSManagementConsoleAdministratorAccess& 74 AT 5| —#5FT :

» cloudshell - AFF X BETEFE AWS CloudShell ThéE , BIERREY, THERBREENGSH
1To
« ec2- AFERERE-—SEPRIRFRANESE,
« notifications - AFEBFINAEMBE AL, SHMIEERZFMAAME,
— fAFFEBEE Amazon Q Developer I X |, LAEUE Al E§BIX 1,
« resource-explorer-2 - AFERFEAFE —ESRKESNERER AWS B,
« uxc- AFFBRTERFIAWS FHEBBRBFIHRE,
- action-recommendations - AFFFRERIEEESEER.
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* account - AFERBEHUSERFNVMEEET , FEHIRFAHE, &F ID MikFREM B BMEE.

AWS EEF#EA

BEMBUBRNTT , F20 ( ZERRSE) 1
AWSManagementConsoleAdministratorAccesso. AWS

AWS BEEFiIEAE AWS SEBRENER

BRREUEREFRRERSELEE AWS EEERE UR AWS ZEBREMVFHEAN. NFLHEEHE
ENEAEIRE , FFIR AWS EEERE XMELHEAE LA RSS HE,

8% EBUN Date
AWSManagementConso ¥ uxc:GetAccountCust 2026 £ 3 A 26 H

leBasicUserAccess — EHTRI I
®

AWSManagementConso

leAdministratorAccess - B &

HBUR

omizations #
uxc:ListServices .

#1418 uxc:GetAccountCust
omizations
uxc:UpdateAccountC
ustomizations #l
uxc:ListServices ¥,

2026 £ 3 A 26 H

AWSManagementConso EMBCRUARIEET Y , AFFE  2025F 12 A9 H
leBasicUserAccess - EFTVIN HEEEE BEFRFEAL
® EWREMEERE AWS BB

AN

Ho

AWSManagementConso
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ERBURAFEET T |, SOFTEE
REZEE RERRFERAL

2025 12 A9 H
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EExEEHEH Markdown

PR LERKE AWS EE XS |, fla1 Amazon CloudWatch , XEEREMFEA Markdown, Itk
FEMRAPFL AP ZEN Markdown HENEE,

B &%
- BRGE. 1TEEMKTAR
« XFHBERX

A3

¢ 1=

ek
itk

o
/B

« RIEFMIZEER (CloudWatch EERR)

&, 1TEEMIKFAR

BERUNZATOR. AERERERA HTML RESECBNZATRIERNZR , FAMASHIEPE
ZARAVENIT (&nbsp;) , BMEZRAIT. ERMAEWMTEIAERAASEZAIT , MUATEHIFRR

&nbsp;

&nbsp;

EEEVARDRECENKFR , BNAQSER=EEFRAHIT : ---

Previous paragraph.

Next paragraph.

FEEVSREANXFER , FE—TRBAEE=EREIE®R () , E2OABUASREHEEABE RN
7, BIABSZAREIHRAHFIT. THAUSERERABE R FHNEH

This appears in a text box with a background shading.
The text is in monospace.
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]

NERVEE , FEAHFR #). E—HFRMELEZRAREREE , CAMEHFRITELE=E
BE, EAZAAFRATEYE=ERE, UTHMIBERNARLIEE. F-F. F=FFHE:

# Top-level heading
## Second-level heading

### Third-level heading

NFHE
EEBUTRRNBANE  BELTWE LS HBA—EER (_) REH ()

*This text appears in italics.*

BERNFHRARAERE | FFEXF WA A w B RR K EE 5.

**This text appears in bold.**

BER/NF M EMBRER , FEXFMAID B8 AR EBRRTR (~).

~~This text appears in strikethrough.~~

L

BEMAXFRER  FRAER () FEERXT , REEMEARER () FENZE URL, 3L
TEBIFTR

Choose [link_text](http://my.example.com).

=+ oo
=]

N4s

m

EFELBTHWEARCAEERREE  BESTHWHERAE—ESN (), BME—EZ=® , T
EBIFT -
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Here is a bulleted list:
* Ant

* Bug

* Caterpillar

BERHTHRAREARREE  FESTHFERAAYT , BNE—EAZ=BN—EXRT5% (),
WMELTF PR

Here is a numbered list:
1. Do the first step
2. Do the next step
3. Do the final step

KMz (CloudWatch E&EERR)

CloudWatch &&RIR X F/ TE X Markdown BRI R ML,

LERUANR  BEAEER () ERENE  TEAFTMARNI., BERE—TRAREST
FERBTNE—THEZMAEA—1T  ARBRRRTSERRMBAZIZBETH (), L
BESSHEEENN. LT HATBNAER Markdown R SEWETHM, —ERETRAE
RRHTH AR

Table | Header
SR [ —

Amazon Web Services | AWS
1] 2

L HEHIIREIMN Markdown XF , (BN THERR :

Amazon Web Services AWS
1 2

==

£ CloudWatch @REXF/NITEF B USEELERAKRMEN, EEEV IR,
[button:Button text] , HEBMLEARER () FBENTE URL , LA TEAFIFTR :

&
kil
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[button:Go to AWS](http://my.example.com)
[button:primary:This button stands out even more](http://my.example.com)
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5E S AR

A2RAHUSR ERBENERST R AWS EEERE,

& A LAE A Amazon Q Developer 2 ET ISR BEHEAR R L AWS RIEWE REEER, MBFHMEA ,
B {(Amazon Q A AEMFEAEIER) FHEA Amazon Q B AEZE TEATNE RIS,

3
¥

ES ]

« HEKRERREA

- BNRESREERE KETR "FHUEE. B85 AWS EEFES

- BNRBEREERE RETRFIER AWS EEBFEE

- REEEE NES , AWS EEFES ERTIEHRSNESEEES

HEAREERA

- MREEFERARBRERE  FRELHBERRERER. EREBTEANRBER K XAFEALTEAR
VPN , EEHFERATRAI Web BIE=R

- MRFEZFENFERESREE—EBER , AT SR EAEREMR L AEEE, BIAE
BIBRER NN T2 AR A Y PrAMENFE AWS EEFEE, FEHBRELER
ThEER PR X MEERE. MREMFTEREE , FHBESRMBZEABIE (Chrome, Firefox) It
& Console (X182 8) 5| ZBMWHERR. AWS EEI A FAMRENFE , 3 TIEE, EE
WAFHSE, ELPEMEBLEEMH AWS,

e .a2z.com

e .amazon.com
* .amazonaws.com
* .aws

e .aws.com

* .aws.dev

» .awscloud.com

« .awsplayer.com
+ .awsstatic.com

+ .cloudfront.net

* live-video.net
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- AWS EE XA EER
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BNEBREERE FETRKER AWS EEXEA

MPENTARBERBEPE AWS Bl , BN RIBRTESEERERE KT 504 Gateway
Timeout $532 AWS B XA, ZEEAWS BB XA RTREFHEA |, 5B URL PIEEERES
ihE. Bl , R us-west-1 (MNMALEP) EIFHEBEEPE , AIFEAUTEHARTFE us-west-2 (REHE
M) B

BWRRREERE BET "FHEE, HRAWS EEERE R 1.0 118


https://aws.amazon.com/jp/blogs/aws/heads-up-aws-support-for-internet-explorer-11-is-ending/
https://docs.aws.amazon.com//IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourceip
https://docs.aws.amazon.com//IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourceip

AWS EEEEA APIHERE

https://region.console.aws.amazon.com

MEBFHMER , F2E AWS —RBE iy AWS EEFES RFE IR

EEMEME WARE AWS B , 835 AWS EE X i A |, 552/ AWS Health &3,

BREESE NFES , AWSEEIZA BRFINEEEINESE
7

%?&E&““E%E%ﬁﬂ’] THE—iRE) BEfH. AESFE NES AWS EEBXRE  BEEEHK—RE
HH , ARBETRANES.

ﬂuﬁﬁn¥%ﬂiﬁﬁﬂ y nﬁ/ Eﬁ&% S EEEE‘E 53: E’JEEEO

REEBE WFES  AWS EEXIEA BERTIEEENNFES EEREE 7 1.0 119


https://docs.aws.amazon.com//general/latest/gr/mgmt-console.html
https://health.aws.amazon.com/health/status

AWS EEF#EA

APIHERE

M A S D 8%
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B AWS SEBUER

EHEER
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ERERRE
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HEHECEHN

EFEER

RECEH

DU

fEFAFH UXC BF T EFH
AWSManagementConso
leAdministratorAccess
AWSManagementConso
leBasicUserAccess BUR, M
EHMET , B2,

FEREEURER RO,
MBEET, | BSE22,

HE W RIRTEER |, ABR
A, REMEZF] WEFAT AWS
EEFRAHE,

+ AWSManagementConso
leBasicUserAccess

« AWSManagementConso
leAdministratorAccess

A AR AR o

BIRE R AL BRI ThRE R AR
£ myApplications ##Y F& F
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