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ERAEER

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"artifact:ListReports",
"artifact:GetReportMetadata"”,
"artifact:GetReport",
"artifact:GetTermFoxReport",
"artifact:ListReportVersions"

1,

"Resource": "*"

THBERR T , WEBZBBHENFTA TH AWS SOC, PCI M ISO #HE.

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [

"artifact:ListReports"

1,
"Resource": "*"

},

{

"Effect": "Allow",

"Action": [
"artifact:GetReportMetadata”,
"artifact:GetReport",
"artifact:GetTermFoxReport",
"artifact:ListReportVersions"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"artifact:ReportSeries": [

% AWS [EEFEYEEH) IAM BUR
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IISOCII A
n PcIll 0
IIISOII

1,
"artifact:ReportCategory": [
"Certifications and Attestations"

Example B IR 55 = S5 A EEHI R

® Tip
I8 e E B # A AWSArtifactReportsReadOnlyAccess S EHE , MARESZHCHBE.

B=HH/EH IAM BJR R Rreport,

THBRESFARTFREE =T HREEE,

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"artifact:ListReports",
"artifact:GetReportMetadata"”,
"artifact:GetReport",
"artifact:GetTermForReport"

1,

"Resource": "*"

B AWS B P I EH] IAM BUER 19
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THBRRTFTHE=FHREFF,

{
"Version'":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"artifact:GetReport",
"artifact:GetTermForReport"
]I
"Resource": "*"
}
]
}

TIBREFIHE=FRENFA,

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"artifact:ListReports"

1,

"Resource": "*"

THRRRTHT , MBRAERANE=FHEFME

%ﬂ

o

"Version'":"2012-10-17",
"Statement": [

{
"Effect": "Allow",

B AWS B P I EH] IAM BUER 20
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"Action": [
"artifact:GetReportMetadata"

1,

"Resourxce": [
"arn:aws:artifact:us-east-1::report/repoxt-jRVRFP8HXUN5zpPh:*"

]

}
]
}

THRRRTHT , MR EERINE=SH/EFEEN.

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"artifact:GetReportMetadata"
]I
"Resourxce": [
"arn:aws:artifact:us-east-1::report/repoxrt-jRVRFP8HXUN5zpPh:1"
]
}
]
}
® Tip

IREZZE R MER AWSArtifactAgreementsReadOnlyAccess =
AWSArtifactAgreementsFullAccess ZEBE , MARERE B S WBEE.

Example & 12 i# & 1Y B R #3451
TOBRR T T HA BT o

% AWS [EEFEYEEH) IAM BUR
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ERAEER

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"artifact:ListAgreements",
"artifact:ListCustomerAgreements"

]I

"Resource": [

g

"Sid": "AWSAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetAgreement",
"artifact:AcceptNdaForAgreement",
"artifact:GetNdaForAgreement"

1,

"Resource": "arn:aws:artifact:::agreement/*"

"Sid": "CustomerAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetCustomerAgreement"

1,

"Resource": "arn:aws:artifact::*:customer-agreement/*"

THBRER T , UEZFAHE.

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"artifact:ListAgreements"

% AWS [EEFEYEEH) IAM BUR
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ERAEER

1,

"Resource": [

myn

1
},
{

"Sid": "AWSAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetAgreement",
"artifact:AcceptNdaForAgreement",
"artifact:GetNdaForAgreement",
"artifact:AcceptAgreement"

]I

"Resource": "arn:aws:artifact:::agreement/*"

THHERR TR IEFBHBRNFTT.

"Version":"2012-10-17",
"Statement": [
{
"Sid": "ListAgreementActions",
"Effect": "Allow",
"Action": [
"artifact:ListAgreements",
"artifact:ListCustomerAgreements"

1,

"Resource": "*"

"Sid": "CustomerAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetCustomerAgreement",
"artifact:TerminateAgreement"

1,

"Resource": "arn:aws:artifact::*:customer-agreement/*"

% AWS [EEFEYEEH) IAM BUR
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ERAEER

THBERR T REMITIRS BRI ZAIFT T,

"Version":"2012-10-17",
"Statement": [
{

"Sid": "ListAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:ListAgreements",
"artifact:ListCustomerAgreements"

]I

"Resource": "*"

"Sid": "AWSAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetAgreement",
"artifact:AcceptNdaForAgreement",
"artifact:GetNdaForAgreement",
"artifact:AcceptAgreement"

1,

"Resource": "arn:aws:artifact:::agreement/*"

"Sid": "CustomerAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetCustomerAgreement",
"artifact:TerminateAgreement"

1,

"Resource": "arn:aws:artifact::*:customer-agreement/*"

% AWS [EEFEYEEH) IAM BUR
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Example Z8 S BIR € 5] AWS Organizations

THIBERERFEFA , LA AWS Artifact F2REE S/ IAM A& AWS Organizations, EEBEE
BIRF X EBEELHT , TR ERERH R,

"Version":"2012-10-17",
"Statement": [
{
"Sid": "CreateServicelLinkedRoleForOrganizationsIntegration"”,
"Effect": "Allow",
"Action": [
"jiam:CreateServicelLinkedRole",
"iam:GetRole"

1,

"Resource": "arn:aws:iam::*:role/aws-service-role/artifact.amazonaws.com/
AWSServiceRoleForArtifact"”,

"Condition": {
"StringEquals": {
"iam:AWSServiceName": [
"artifact.amazonaws.com"

TOBERERFFHE , UEBEFEA AWS Artifact 95T 7] AWS Organizations, BN ERIRE XA
BIELFT , TR EREBWER,

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"organizations:DescribeOrganization",
"organizations:ListAWSServiceAccessForOxrganization"

1,

B AWS B P I EH] IAM BUER 25
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"Resource": "*"

"Sid": "EnableServiceTrustForArtifact",
"Effect": "Allow",
"Action": [
"organizations:EnableAWSServiceAccess"
]I
"Resource": "*",
"Condition": {
"StringEquals": {
"organizations:ServicePrincipal”: [
"aws-artifact-account-sync.amazonaws.com"

Example® I & E ik /5 i 32 1Y BUER E45)

THBRR T , WEE EERFHHE.

"Version":"2012-10-17",
"Statement": [

{

"Sid": "ListAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:ListAgreements",
"artifact:ListCustomerAgreements"

]I

"Resource": "*"

}I
{

"Sid": "AWSAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetAgreement",

B AWS B P I EH] IAM BUER 26
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"artifact:AcceptNdaForAgreement",
"artifact:GetNdaForAgreement",
"artifact:AcceptAgreement"”

]I

"Resource": "arn:aws:artifact:::agreement/*"

}I
{

"Sid": "CustomerAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetCustomerAgreement",
"artifact:TerminateAgreement"

1,

"Resource": "arn:aws:artifact::*:customer-agreement/*"

"Sid": "CreateServicelinkedRoleForOxganizationsIntegration",
"Effect": "Allow",
"Action": [

"iam:CreateServicelLinkedRole",

"iam:GetRole"
]I
"Resource": "arn:aws:iam::*:role/aws-service-role/artifact.amazonaws.com/

AWSServiceRoleForArtifact"”,

"Condition": {

"StringEquals": {

"jam:AWSServiceName": [
"artifact.amazonaws.com"

]
}
}
}I
{

"Sid": "EnableServiceTrust",

"Effect": "Allow",

"Action": [
"organizations:ListAWSServiceAccessForOxganization",
"organizations:DescribeOxrganization"

1,

"Resource": "*"

},
{
"Sid": "EnableServiceTrustForArtifact",

"Effect": "Allow",

B AWS B P I EH] IAM BUER 27
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"Action": [
"organizations:EnableAWSServiceAccess"

1,
"Resource": "*",
"Condition": {
"StringEquals": {
"organizations:ServicePrincipal”: [
"aws-artifact-account-sync.amazonaws.com"

Example’& X2 0 1% 7 32 1Y BUR €641
THBRREFERERBENT T, EEXEFTNS —EFEHAELEREABTE.

"Version":"2012-10-17",
"Statement": [

{

"Sid": "ListAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:ListAgreements"”,
"artifact:ListCustomerAgreements"

1,

"Resource": "*"

},
{

"Sid": "AWSAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetAgreement",
"artifact:AcceptNdaForAgreement",
"artifact:GetNdaForAgreement",
"artifact:AcceptAgreement"

]I

"Resource": "arn:aws:artifact:::agreement/*"

% AWS [EEFEYEEH) IAM BUR
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AWS Artifact
},
{

"Sid": "CustomerAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetCustomerAgreement",
"artifact:TerminateAgreement"

] ’

"Resource": "arn:aws:artifact::*:customer-agreement/*"

} ’
{

"Effect": "Allow",

"Action": [
"organizations:DescribeOxrganization"

1,

"Resource": "*"

}
]
}

THRRR FRREBIHRNFTT,

"Version":"2012-10-17",
"Statement": [

{

"Sid": "ListAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:ListAgreements",
"artifact:ListCustomerAgreements"

]I

"Resource": "*"

}I
{

"Sid": "AWSAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetAgreement",
"artifact:AcceptNdaForAgreement",
"artifact:GetNdaForAgreement"

% AWS [EEFEYEEH) IAM BUR
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1,
"Resource": "arn:aws:artifact:::agreement/*"
},
{
"Sid": "CustomerAgreementActions",
"Effect": "Allow",
"Action": [
"artifact:GetCustomerAgreement"
1,
"Resource": "arn:aws:artifact::*:customer-agreement/*"
},
{
"Effect": "Allow",
"Action": [
"organizations:DescribeOrganization"
]I
"Resource": "*"
}

Example’s 8 &Y BUK €545

THIBREBEFER AWS Artifact BHIRY TEFF T,

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"artifact:GetAccountSettings",
"artifact:PutAccountSettings",
"notifications:AssociateChannel”,
"notifications:CreateEventRule",
"notifications:CreateNotificationConfiguration”,
"notifications:DeleteEventRule”,
"notifications:DeleteNotificationConfiguration”,
"notifications:DisassociateChannel”,
"notifications:GetEventRule",
"notifications:GetNotificationConfiguration",

% AWS [EE R R EH] IAM BUR 30
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"notifications:ListChannels",
"notifications:ListEventRules",
"notifications:ListNotificationConfigurations"”,
"notifications:ListNotificationHubs",
"notifications:ListTagsForResource",
"notifications:TagResouxce",
"notifications:UntagResource",
"notifications:UpdateEventRule",
"notifications:UpdateNotificationConfiguration”,
"notifications-contacts:CreateEmailContact",
"notifications-contacts:DeleteEmailContact",
"notifications-contacts:GetEmailContact",
"notifications-contacts:ListEmailContacts",
"notifications-contacts:SendActivationCode"

1,

"Resource": [

myn

THIRERR T 5 HAT R ARNEF.

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"artifact:GetAccountSettings",
"notifications:ListChannels",
"notifications:ListEventRules",
"notifications:ListNotificationConfigurations"”,
"notifications:ListNotificationHubs",
"notifications-contacts:GetEmailContact"
]I

"Resource": [

Mg

B AWS B P I EH] IAM BUER 31
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}

THBRR TR MBRNFF,

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"artifact:GetAccountSettings",
"artifact:PutAccountSettings",
"notifications-contacts:CreateEmailContact",
"notifications-contacts:SendActivationCode",
"notifications:AssociateChannel”,
"notifications:CreateEventRule",
"notifications:CreateNotificationConfiguration”,
"notifications:ListEventRules",
"notifications:ListNotificationHubs",
"notifications:TagResource",
"notifications-contacts:ListEmailContacts"
]I

"Resource": [

Mg

THIRERR TimEAEEET .

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"artifact:GetAccountSettings",
"artifact:PutAccountSettings",

B AWS B P I EH] IAM BUER 32
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ERAEER

"notifications:AssociateChannel"”,
"notifications:DisassociateChannel”,
"notifications:GetNotificationConfiguration",
"notifications:ListChannels",
"notifications:ListEventRules",
"notifications:ListTagsForResouxce",
"notifications:TagResource",
"notifications:UntagResource",
"notifications:UpdateEventRule",
"notifications:UpdateNotificationConfiguration”,
"notifications-contacts:GetEmailContact",
"notifications-contacts:ListEmailContacts"

1,

"Resource": [

myn

THIBRER R T M BRAERERYFTF Al o

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [

"notifications:DeleteNotificationConfiguration”,
"notifications:ListEventRules"

1,

"Resource": [

g

THBERR TR EEFREANT,

% AWS [EEFEYEEH) IAM BUR
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"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"notifications:GetNotificationConfiguration"”,
"notifications:ListChannels",
"notifications:ListEventRules",
"notifications:ListTagsForResource",
"notifications-contacts:GetEmailContact"

1,

"Resource": [

N

TR R TR M S EBUE 8 & AR AYFF Al

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"notifications:DeregistexNotificationHub",
"notifications:RegisterNotificationHub"

1,

"Resource": [

myn
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AWS Artifact # B9 IAM Btk #8451 AWS GovCloud (US) Regions

ELBEEBAR AWS GovCloud (US) Regions, & AR commercial AWS Regions BB
ZRBIAWS Artifact B2 AWS B EAR HEH IAM BUR

SERBAEMFFAIBUR |, BRTART IAM R E, BAIRFEMEH AWS Artifact F|&E R FEUE |
MARE-IRFIABEZINTHIBENED,

THIEHIBERBE R E LR IAM EREFENFIER , SEEIKE IAM E/HERFFT,

- BB AWS M EHIBEE

- EEMBNBERED

- HE BLSHWBEEEH AWS Organizations
- EEEEIRFIHBNEHIBER

- BEEEBEN BRG]

Example & 32 & & K S HIBUR
THBRR T T HA B RS,

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"artifact:ListReports",
"artifact:GetReportMetadata",
"artifact:GetReport",
"artifact:GetTermFoxReport",
"artifact:ListReportVersions"

]I

"Resource": "*"

}
]
}

THBRERFTH SOC. PCI M ISO F|EHIFFT,

3

A

Y IAM BURE S AWS GovCloud (US) Regions

35
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AWS Artifact EREEmR
{
"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"artifact:ListReports"

]I

"Resource": "*"

}I
{

"Effect": "Allow",

"Action": [
"artifact:GetReportMetadata"”,
"artifact:GetReport",
"artifact:GetTexrmForRepoxt",
"artifact:ListReportVersions"

]I

"Resource": "*",

"Condition": {

"StringEquals": {
"artifact:ReportSeries": [
"soc",
"PCI",
"ISo"
]I
"artifact:ReportCategory”: [
"Certifications and Attestations"
]
}
}
}
]
}
Example’® X2 i 3 i BUR €64
THBERFTERAEHBENT T, IAM EAEOXEREF TS EESIHE,
{
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"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"artifact:ListAgreements",
"artifact:ListCustomerAgreements"

]I

"Resource": [

g

"Sid": "AWSAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetAgreement",
"artifact:AcceptNdaForAgreement",
"artifact:GetNdaForAgreement"

1,

"Resource": "arn:aws-us-gov:artifact

"Sid": "CustomerAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetCustomerAgreement"

1,

"Resource": "arn:aws-us-gov:artifact

THBRER T , UEZFAHE.

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"artifact:ListAgreements"

:::agreement/*"

::*:customer-agreement/*"

Y IAM BREE &I AWS GovCloud (US) Regions
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1,

"Resource": [
]

3},

{

"Sid": "AWSAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetAgreement",
"artifact:AcceptNdaForAgreement",
"artifact:GetNdaForAgreement",
"artifact:AcceptAgreement"

1,

"Resource": "arn:aws-us-gov:artifact

THBERR T AL FT A R ET .

"Vexrsion":"2012-10-17",
"Statement": [
{

"Sid": "ListAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:ListAgreements",
"artifact:ListCustomerAgreements"

]I

"Resource": "*"

}I
{

"Sid": "CustomerAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetCustomerAgreement",
"artifact:TerminateAgreement"

1,

"Resource": "arn:aws-us-gov:artifact::*:customer-agreement/*"

:::agreement/*"

Y IAM BREE &I AWS GovCloud (US) Regions
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1

THBER TR MBAITIRS BRBZAIFT AT,

"Version":"2012-10-17",
"Statement": [

{

"Sid": "ListAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:ListAgreements"”,
"artifact:ListCustomerAgreements"

1,

"Resource": "*"

"Sid": "AWSAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetAgreement",
"artifact:AcceptNdaForAgreement",
"artifact:GetNdaForAgreement",
"artifact:AcceptAgreement"

]I

"Resource": "arn:aws-us-gov:artifact

"Sid": "CustomerAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetCustomerAgreement",
"artifact:TerminateAgreement"

1,

"Resource": "arn:aws-us-gov:artifact::*:customer-agreement/*"

:::agreement/*"

Y IAM BREE &I AWS GovCloud (US) Regions
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Example Z8 ZS Y BUIRE 6] AWS Organizations

THIBERREFEFH , LB AWS Artifact FIZREE S H IAM A€ AWS Organizations, & BH EE
WRFUNEEEELFT , TEMARERERGER.

"Version":"2012-10-17",
"Statement": [
{
"Sid": "CreateServicelLinkedRoleForOrganizationsIntegration"”,
"Effect": "Allow",
"Action": [
"iam:CreateServicelLinkedRole",
"iam:GetRole"
]I
"Resource": "arn:aws-us-gov:iam::*:role/aws-service-role/
artifact.amazonaws.com/AWSServiceRoleForArtifact",
"Condition": {
"StringEquals": {
"iam:AWSSexviceName": [
"artifact.amazonaws.com"

THBERRFEFY , R FEH AWS Artifact B95F 7] AWS Organizations, &A@ EEIRE XA
BELHT , FTrEFRERERTE.

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"organizations:DescribeOrganization",
"organizations:ListAWSServiceAccessForOxrganization"

1,

Y IAM BREE &I AWS GovCloud (US) Regions
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"Resource": "*"
}I
{
"Sid": "EnableServiceTrustForArtifact",
"Effect": "Allow",
"Action": [
"organizations:EnableAWSServiceAccess"
]I
"Resource": "*",
"Condition": {
"StringEquals": {
"organizations:ServicePrincipal”: [
"aws-artifact-account-sync.amazonaws.com"
]
}
}
}

Example® I & E ik /5 i 32 1Y BUER E45)

THBRR T , WEE EERFHHE.

"Version":"2012-10-17",
"Statement": [

{

"Sid": "ListAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:ListAgreements",
"artifact:ListCustomerAgreements"

]I

"Resource": "*"

}I
{

"Sid": "AWSAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetAgreement",

Y IAM BREE &I AWS GovCloud (US) Regions 41
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"artifact:AcceptNdaForAgreement",
"artifact:GetNdaForAgreement",
"artifact:AcceptAgreement"”

]I

"Resource": "arn:aws-us-gov:artifact:::agreement/*"

}I
{

"Sid": "CustomerAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetCustomerAgreement",
"artifact:TerminateAgreement"

1,

"Resource": "arn:aws-us-gov:artifact::*:customer-agreement/*"

"Sid": "CreateServicelinkedRoleForOxganizationsIntegration",
"Effect": "Allow",
"Action": [

"iam:CreateServicelLinkedRole",

"iam:GetRole"
]I
"Resource": "arn:aws-us-gov:iam::*:role/aws-service-role/

artifact.amazonaws.com/AWSServiceRoleForArtifact",

"Condition": {

"StringEquals": {

"jam:AWSServiceName": [
"artifact.amazonaws.com"

]
}
}
}I
{

"Sid": "EnableServiceTrust",

"Effect": "Allow",

"Action": [
"organizations:ListAWSServiceAccessForOxganization",
"organizations:DescribeOxrganization"

1,

"Resource": "*"

},
{
"Sid": "EnableServiceTrustForArtifact",

"Effect": "Allow",
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"Action": [
"organizations:EnableAWSServiceAccess"

1,
"Resource": "*",
"Condition": {
"StringEquals": {
"organizations:ServicePrincipal”: [
"aws-artifact-account-sync.amazonaws.com"

Example’& X2 0 1% 7 32 1Y BUR €641
THBRREFERERBENT T, EEXEFTNS —EFEHAELEREABTE.

"Version":"2012-10-17",
"Statement": [

{

"Sid": "ListAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:ListAgreements"”,
"artifact:ListCustomerAgreements"

1,

"Resource": "*"

},
{

"Sid": "AWSAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetAgreement",
"artifact:AcceptNdaForAgreement",
"artifact:GetNdaForAgreement",
"artifact:AcceptAgreement"

]I

"Resource": "arn:aws-us-gov:artifact:::agreement/*"
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},
{

"Sid": "CustomerAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetCustomerAgreement",
"artifact:TerminateAgreement"

] ’

"Resource": "arn:aws-us-gov:artifact::*:customer-agreement/*"

}I
{

"Effect": "Allow",

"Action": [
"organizations:DescribeOxrganization"

1,

"Resource": "*"

}
]
}
T OB R TR AR,
{
"Version":"2012-10-17",
"Statement": [
{

"Sid": "ListAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:ListAgreements"”,
"artifact:ListCustomerAgreements"

1,

"Resource": "*"

},
{

"Sid": "AWSAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetAgreement",
"artifact:AcceptNdaForAgreement",
"artifact:GetNdaForAgreement"

1,
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"Resource": "arn:aws-us-gov:artifact:::agreement/*"

3,
{

"Sid": "CustomerAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetCustomerAgreement"

1,

"Resource": "arn:aws-us-gov:artifact::*:customer-agreement/*"

3,

{
"Effect": "Allow",

"Action": [
"organizations:DescribeOxrganization"

1,

"Resource": "*"
}
]
}

EH B AWS ZEBER AWS Artifact

AWS ZEBRZH AWS AWS SEBREVNEENBIBKEERATSEARGIRMET , UESR
AR ARG ERE, FEANAE,

FARCE , AWS ZEBRARTERTFREEARFINSEERTT , RAELFITAHAE AWS &
FEM, RMI2BREERERENEARFINEFEEEE  UEE -SRI,

FEEBE AWS SEBRPERNTT, R AWS EH T AWS EBRPERNTT , IEHER
EHREENMBERRIAGD (ERE, BENAR ). AWS KK EFH MEBIAH AP RIET 4
BAE RBEARE , AWS REATREEMH AWS ZEBXR.

MEHMER , B2 IAMERERETN AWS ZTEHE,

AWS ZE R : AWSArtifactReportsReadOnlyAccess

&% AWSArtifactReportsReadOnlyAccess BURERE IAM &5,

fEF AWS ZSEHR 45


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSArtifactReportsReadOnlyAccess.html

AWS Artifact EREER

B BERRF#410 , RFFIH. BN THESE

AR
AR U TR,

- artifact - AFETBRPIE, BEMTH IS AWS Artifact,

AWS ZE R : AWSArtifactAgreementsReadOnlyAccess

I&T#& AWSATtifactAgreementsReadOnlyAccess BFREEE IAM &5,

BTSRET 4 ERA | B AWS Artifact RIS B T REZNHE. TEROE5MAMMEME
MERHHT. 5, RETRCRET BN BB ERACREEE,

HARBER

BREDEUTHT,

- artifact - AFEBIHMERRE , YRPBRCEZHE AWS Artifact,
« iam- AFERBEMENRBEEFARREFE.
« organizations - AFFERER B aTRVER , X5 HZABHREFEE,

AWS ZEBR : AWSArtifactAgreementsFullAccess

BT 4% AWSArtifactAgreementsFullAccess BURE#EET| IAM 7,

WBEEFIE, TH, B#IMKLE AWS Artifact & #4435 7. ©ESEYEHMEA AWS
Organizations R AWS RRIEEFEHEFT , UREREBFMET. L, BERTBELREFTEN
BREEEACRAEE K NRAREE , MBI —E,

SR EEAEE R

HWHBERSEUTH,

- artifact - AFETBHAIIE, TH., EZHELHE AWS Artifact,

AWSArtifactAgreementsReadOnlyAccess 46


https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSArtifactAgreementsReadOnlyAccess.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSArtifactAgreementsFullAccess.html

AWS Artifact EREEmR
c iam- AFEFRREMENREEZACRRTE , WRFEFE , FEL—E.
« organizations — AFFERER B aTRVERS , 5 /B A B REFEE,

AWS Artifact AWS S E BRI EH

iR B ARSI B HEE LB T AWS Artifact BAR , AWS ZSEBRREFNFEET. IFLEERE
EHBREIRE , TR AWS Artifact XHFEE L EE LA RSS BE.

3] iR Date
AWSAtrtifactReports AWS Artifact #7118 72555 2025-12-15
ReadOnlyAccess - EFRE HIEMRAartifact:
BE ListReportVersions &

GBS
B AWS HEZEBUR B E# AWSArtifactAgreeme 2025-10-16

ntsFullAccess ZEBUR |
#organizations:Enab
leAWSServiceAccess  &F
A EBEAE/ N A AWS Artifactfy
xR, EFEFE TEH
REVThEE,

EHR AWS #H

If
MR
g
=
A

E#H AWSArtifactReports 2025-03-21
ReadOnlyAccess 3 & BRI
B artifact : get ¥,

51 AWS HEZEBUR #EH AWSArtifactAgreeme 2024-11-21
ntsReadOnlyAccess #
AWSArtifactAgreementsFullAc
cess ZEHR,

AWS Artifact BIRIE 2 E AWS Artifact BIZRIE Mt H 2023-12-15
AWS ZEBRNEE I
# H AWSArtifactReports
ReadOnlyAccess.

BUREN 7


doc-history.html

AWS Artifact EREER

EA IR ERE A AWS Artifact

AWS Artifact use AWS Identity and Access Management (IAM) fRi5E#E A E, REEEABEER
EREE WKE— IAM B8 AWS Artifact, lRIERZAEHR FAEER , AWS Artifact T ERBA
RIEFWEAM AWS RIEFTENFTEFT T,

RIGER B EHEMEE AWS Artifact BRMWERE , RABTHLFEF L ENETFT, AWS Artifact &
EEHRBEEACNGTT , BRIEZEESE , BA| AWS Artifact REEEEFHAR®, EEMTFTEEE
EBERMNFUBER , BRFUBRELMMERE M IAM BE,

BAALEMBRACRNEREIR , TEMBRRSEZAER, ERELEN AWS Artifact EIR , RAETR
EFRNOBRENERNEET,

NEAEXERBEFACNEM RBENEF , FSHEAWS €4 IAM KR , W RBERS A M
FEXREARNER. BEEEFERNE , URAXBRBENRBES S X,

B R E A4S A & FF A] AWS Artifact

AWS Atrtifact £ F§ & B AWSServiceRoleForArtifact B RIS EE A — 5T FEIB AWS Artifact Y &E4R
ey AEBEE A AWS Organizations.

AWSServiceRoleForArtifact RIS EZE BB EFE TIRBREZ/E -

e artifact.amazonaws.com

% 4 AWSArtifactServiceRolePolicy B & &5 A UK /o 5F ¥organizations&IiR AWS Artifact 2
THIEE,

* DescribeOrganization

* DescribeAccount

* ListAccounts

* ListAwWSServiceAccessForOrganization

A B RIER A E AWS Artifact

FIZEFHRIRKEZRAG , ERNFEBEERFINEBGRRSIER , X1E PREFRKE
RERE AWS EE XA, 8AK AWS Artifact B RFEREAE,

ERARBERAE e


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html

AWS Artifact EREER

HEMBRLBRBEREAE , 2RFEBREYL , ZAUUERFACARREFENELAC, EGNE
EREERFINEBBRRSIERIEZERAREMERR , FERAE AWS Artifact 23 IR ER
ﬁ@lo

fREE RS ELE AT AWS Artifact

AWS Artifact &/ 5F {8 4mEE AWSServiceRoleForArtifact RIS Ef AR, RAESEER RSS2 ER
BKEZAC K MMUSERLIERVACGCAEFEACGERE, AMm , BuFA IAM RKFEACER, 0FE
B, B2l (AM FRERERE) PNEERGEEAE,

fHBR #YBRFSE4E A E AWS Artifact

EETBEARERBESRACHIEIRYE  RAEBERBRZAE. Ht—K , ERREREDE
EHEENRERER. AW EFDRERBEEHCZH , BLALE F?ﬁfﬁo

® Note

R AWS Artifact R EEERAMBRERSFEAAE , AIMBRTRE KN, FIHFEREE
EREOERYHERERARE,

E"

MiER AWSServiceRoleForArtifact 8 AWS Artifact B9 & R

1. 1585 AWS Artifact 12 & F Y TEBHZE, ERER
2. WIEAERFPRESTE

£/ IAM FEIRBRERBEEAE

5 IAM £#& AWS CLI, = AWS API &{lBk AWSServiceRoleForArtifact RIS E#E A, MEH
MER , FF2E (AM FREER) PHRBREBEEEEAC,

AWS Artifact RIS EFZE A EZENETE

AWS Artifact F X EERERENESEESFEARBKEZA®, SUUETHESEFFEH
AWSServiceRoleForArtifact &,

B &8 [EiF & 7 I H 28 AWS Artifact
BRI (#E B L) us-east-1 B

wEE MRIER AT AWS Artifact 49


https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role

AWS Artifact EREER

EiHE 8 B & 2 & AWS Artifact
EERIP (B%E) us-east-2 B
EE IR (R fE R L) us-west-1 B
EEFE (BRERA) us-west-2 =
Africa (Cape Town) af-south-1 &
DAHE (FE) ap-east-1 =
SEAHB[E (HEMNE) ap-southeast-3 =
DAEHE (ZE) ap-south-1 =
EAHE (KBR) ap-northeast-3 B
DAXESE (BH) ap-northeast-2 =
SR K[EE (FhnE) ap-southeast-1 B
DAHE EE) ap-southeast-2 =
ZXREHE (RR) ap-northeast-1 =
&K (P ER) ca-central-1 B
BN CEERAE) eu-central-1 B
BN (ZHER) eu-west-1 Fiy
BN () eu-west-2 F:S
BN CKEE) eu-south-1 F:S
Europe (Paris) eu-west-3 =
Europe (Stockholm) eu-north-1 B
Middle East (Bahrain) me-south-1 )

AWS Artifact RIS ERACZENESE 50



AWS Artifact EREEmR
EEERE B35 5 Yk & AWS Artifact
R (FhRBEE K AE) me-central-1 =
EEM (BRE) sa-east-1 =
AWS GovCloud ( EEREE ) us-gov-east-1 S
AWS GovCloud ( EBEFEEE ) us-gov-west-1 =

£A IAM R4 5| 881 1T AWS Artifact #&

BRI LAMER 1AM RS8R AWS Artifact , RIRISE & E B MR IR HAE R ENBATEG

T 51886 BUR R & A SAR IR S E S R MR SRR 1AM R EBIEF AT,

Example’ 53 AWS i & & BUf7 BV RY BUR 241
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THBERZEFEFT , UFEBH Certifications and Attestations¥EBITHIFTHE AWS Artifact ¥

= =
Ho

{
"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"artifact:ListReports"

]I

"Resource": "*"

}I
{

"Effect": "Allow",

"Action": [
"artifact:GetReport",
"artifact:GetReportMetadata"”,
"artifact:GetTermForReport"

1,
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"Resource": "*",

"Condition": {
"StringEquals": {

"artifact:ReportCategory"”: "Certifications and Attestations"

}

}

}
]
}

THIBER ARG TR SOC K5I TFTA AWS Artifact BRERIFF A,

"artifact:ReportCategory": "Certifications and Attestations"

{
"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"artifact:ListReports"

]I

"Resource": "*"

}1A{

"Effect": "Allow",

"Action": [
"artifact:GetReport",
"artifact:GetReportMetadata"”,
"artifact:GetTermForReport"

]I

"Resource": [
wxn

1,

"Condition": {

"StringEquals": {
"artifact:ReportSeries'": "SOC",
}
}
}
]
}
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TR B A ISR F5F A , LAFEE Certifications and
AWS Artifact 3R,

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"artifact:ListReports"
1,
"Resource":
},

{
"Effect": "Allow",

"Action": [
"artifact:GetReport",
"artifact:GetReportMetadata",
"artifact:GetTermForReport"

Mg

1,

"Resource": "*",
"Condition": {
"StringEquals": {
"artifact:ReportSeries": "SO0C",

Attestations$ERIFMSOCRK I WA

"artifact:ReportCategory": "Certifications and Attestations"
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T %I 3 45| B8 7~ R &8 GetReportMetadata Ej#ERY CloudTrail HEEHEE

#8328 CloudTrail userldentity T,

{
"Records": [
{

"eventVersion": "1.03",

"userIdentity": {
"type": "IAMUser",
"principalId": "A1B2C3D4ES5F6G7EXAMPLE",
"arn": "arn:aws:iam::999999999999:user/myUserName",
"accountId": "999999999999",
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"accessKeyId": "AKIAIOSFODNN7EXAMPLE",

"userName": "myUserName"
},
"eventTime": "2015-03-18T19:03:36Z",
"eventSource": "artifact.amazonaws.com",
"eventName": "GetReportMetadata",
"awsRegion": "us-east-1",

"sourceIPAddress": "127.0.0.1",

"userAgent": "Python-httplib2/0.8 (gzip)",

"errorCode": "AccessDenied",

"errorMessage": "User: arn:aws:iam::999999999999:user/myUserName is not

authorized to perform: artifact:GetReportMetadata on resource: arn:aws:artifact:us-

east-1::report/report-f1DIWBmGa2Lhsadg",

"requestParameters": null,

"responseElements": null,

"requestID": "7aebcd@f-cdal-lle4-aaa2-e356da3lesff",

"eventID": "e92a3e85-8ecd-4d23-8074-843aabfe89bf",

"eventType": "AwsApiCall",

"recipientAccountId": '"999999999999"

"eventVersion": "1.03",
"userIdentity": {
"type": "IAMUser",
"principalId": "A1B2C3D4E5F6G7EXAMPLE",
"arn": "arn:aws:iam::999999999999:user/myUserName",
"accountId": "999999999999",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",

"userName": "myUserName"
.
"eventTime": "2015-03-18T19:04:427",
"eventSource": "artifact.amazonaws.com",
"eventName": "GetReportMetadata",
"awsRegion": "us-east-1",

"sourceIPAddress": "127.0.0.1",
"userAgent": "Python-httplib2/0.8 (gzip)",
"requestParameters": {

"reportId": "report-flDIWBmGa2Lhsadg"
},
"responseElements": null,
"requestID": "a2198ecc-cdal-1lle4-aaa2-e356da3lesff",
"eventID": "20b84ce5-730f-482e-b2b2-e8fcc87ceb22",
"eventType": "AwsApiCall",
"recipientAccountId": '999999999999"
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