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ftRE= AWS App Runner ?

AWS App Runner 2 —%& AWS R , IRMARE, FHEBRFERARZNAN , REKRIBIBF[WRE
BEEDEE AWS ERTPAERAEZEH Web BARER., BFAFTEBEHMEI,. REEFANEER
¥, RAENAHEFERE AWS ER.

App Runner EEREREENEARIMGRTE. CRUEFEIERE. SHE. TREMENZ
SHNBEBESNRNEE,

& CreateService |

user SO u.rce
App Runner code/image

initial + monitor

code/image repo

deploy

ad

App Runner service

= App Runner ?

MRERFABAR , B LER App Runner RE{LHBEFMMANEABIREREFENEF.

HRIREBE , App Runner 8RB 1A E 2 05 /17 B S #7H) 2 28 BR B AR A< HE 3 2 AR 15 7%
FERRABEHE.

#ZHY App Runner

EABAE A T 5IE — RERESZFERE App Runner BRIEERE

+ App Runner £ & - AR EE App Runner BRIEH Web R,

+ App Runner API — 12£#11T App Runner EIfEHY RESTful APl, MEFFMEN |
Runner APl &%,

« AWS @55 RE (AWS CLI) — BEZH AWS RIGEMHSS |, B Amazon VPC |, X 1E
Windows, macOS # Linux. MEFFMER , 5ZEAWS Command Line Interface,

ﬂI‘H

2/ AWS App

2= App Runner ? y
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« AWS SDKs - RItFESHEN APIs , YR BHFZERFMES , AINTERE, BEFREANE
REE, MEFMET , FSHE AWS BHEEN.

App Runner E1{&

App Runner 2 RBEEMNHF N RKATENERRER. BREA App Runner REFERNERSTE.,
EFERREEBRE , SNRESHEAETRLDNWEEANTEE., B UIRHTERMERE | MENATHE
REERRNES , URHTEBEENESEH,

FE App Runner B BN ERRWVFFHER , 552/ the section called “EHERE",

MEEEENR , FSHE AWS App Runner E1E,

T—%
THRMAE TS EEFBHBFER App Runner :

- BXE - SERER App Runner f ERIGH S BR,
- HBFER - $ENE—EEAREXEZEE App Runner,

App Runner Ef& 2
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AWS App Runner AT £ F

RBFHANZEE , BRMRER 2026 £ 4 A 30 B2 AWS App Runner , BI$BEHEF, IRE AWS
App Runner EE A LAEBIEEFERARE , @EEIFNERNBRE, AWS SEERE WZEHHT
Bt AWS App Runner , BB $T & # HET AL,

RMEZEZFFEEBBEIRE Amazon Elastic Container Service (Amazon ECS) Express &3\ AWS
App Runner, Amazon ECS Express Mode 4R & App Runner HIRERIE M , ARFRUEHERZN
Amazon ECS ZIEEEFEL, FEIRE — APl L | BAIIRMERBRENHE IAM BE , Amazon
ECS € ZMWIRFFHMETENEARENHE AWS | B#F Fargate £ ECS BR#. Application
Load Balancer, B E)iER M, #H Amazon ECS Express EREZFENER, BREABTHT
FEREAMEINER AWS ERNTE,

AISERBMAAEIEGH App Runner FRISER ZE ECS Express =, , W #FH DNS BHZELTHEHER

=
= =)

2R

RIEFAE AR/ RS0 5 A FE B DNS HNAERE |, AARER App Runner B# ZE ECS Express &3, &
MEREESEEBHEREHIT. B LLER Amazon Route 53 ( SRIEH DNS #ERE ) ZSHERE
#& App Runner R ) ECS Express Mode BR¥ , /B2 LLBEA | WHEE RN, AL
BERRERERE X RBEETRERERTE DNS BERER,

HANBBEREUTESR

1. ®BIHR A App Runner FRIGRI4EAE

2. ERAMHENAEMEEI ECS Express Mode IR

3. MREFEH BT , 35 ECS Express Mode FRIEEXEAERRY B THIE
4. {8 DNS BH#& 7R E#® App Runner %% ECS Express &3

5. TREB® , WETHEE App Runner JR% B4 E M BR

FoRR

Fia<al , FRELBTIIRE

- BEHEE AWS Identity and Access Management FF A 3R 3 FM1EE Amazon ECS AWS App
Runner, Amazon Route 53 # Application Load Balancer &i& AWS Btk 5

BREE °
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« AWS CLI A& AWS IRFHZEAERZENRE

 J#HIE Amazon Elastic Container Registry ( i Hftt A2 88 ) PRI E , UFHEZE ECS
Express &3\

« ECS Express Mode FFER IAM B : ecsTaskExecutionRoleiBAM Amazon ECS {E#&# 1T
ecsInfrastructureRoleForExpressServices ECS Express Mode E/EE%HEM%E

NRERBEEBBHBRERANETEE , BHFE

« &fEA Amazon Route 53 =% = F BiEiaE MR slR M & Bapp . example. com , B4

- AWS Certificate Manager (ACM) RF & & BT MR SSL/TLS BFE. EEMBBERNMEE AWS
Eig FEER2NE ACM BFE. App Runner #l Amazon ECS Express A EEE ACM BFE , T #E
A BETHEREA HTTPS ZE

BRIA Z Bl

- BREBHEER — ECS Express Mode ZSPEAMG ., MREH App Runner RIS 2 R HBEXTE
T 6 FENMEEURSEMGNEESR , WEHHXZEHEE , Hl0 Amazon Elastic Container
Registry, REKZMGEEIE S ECS Express iR, NEEBRRERBENFHEAEBZURES
EWNHE A F2H .

- HWEITA — WREM App Runner IRIEE R BETHE , FI0 app.example.com , BRI LEEH
HEERFEAERMNEMRERE  WEIBFEFH DNS £ App Runner 1 ECS Express X 2 BZE S #E

BRE,
MERIRH App Runner BRISE A TEER App Runner BR# URL , Bl ECS Express Mode BRI &HE
TRNHE, EHERT , SETARZESREEBN LA THER, SZEXEIIEFE ECS
Express Mode % , AR E#H A Fiwsl DNS AFERAMNmE.

BB IER

TEE BB MMAER Route 53 % App Runner fR#EF1 ECS Express Mode BR#% 2 B#E# DNS 2
#%.o

R Bl 4


https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task_execution_IAM_role.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/express-service-getting-started.html#express-service-create-execution-role
https://docs.aws.amazon.com/acm/latest/userguide/acm-overview.html
https://docs.aws.amazon.com/acm/latest/userguide/gs-acm-request-public.html
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FMBABER

@ AWS Cloud

IEE" AWS App Runner

ad

App Runner
Service Url

A

Amazon Route 53

»

App Runner Service

Amazon ECS Express

Application Load Amazon ECS Express Mode service

Balancer

SR 1. RERAER App Runner #HRE

f£ App Runner £ &7 , REARENRYE YR THRAEREHTHNE, ELBEEETIEE .

© REERE

- BAENERZER

- RIREH

- BFTBEERE  NRERE

- BRRFTHEMEEEEBN ACM BE , MRERTE

f&th T LA B R ENA B RV R B ITR R E

WEBTHEEFMENR , H2S B the section called “HETMHE B,

BB 2 : B3 ECS Express Mode R

£ App Runner BRISFr{E A HHEI BB KE I ECS Express Mode RIS, ERILAER AWS B E

BA® BYRBAWS CLI

SR 1. BEIRAEH App Runner fH5E


https://docs.aws.amazon.com/AmazonECS/latest/developerguide/express-service-first-run.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/express-service-first-run.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/express-service-getting-started.html
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CLI s &4 :

aws ecs create-express-gateway-service \
--execution-role-arn arn:aws:iam::123456789012:ro0le/ecsTaskExecutionRole \
--infrastructure-role-arn arn:aws:iam::123456789012:role/
ecsInfrastructureRoleForExpressServices \
--primary-container '{
"image": "123456789012.dkr.ecr.us-east-1.amazonaws.com/my-app:latest",
"containerPort": 8080,
"environment": [{
"name": "ENV_VAR_NAME",
"value": "value"
1]
A\
--service-name "my-application" \
--health-check-path "/" \
--scaling-target '{"minTaskCount":1,"maxTaskCount":4}' \
--monitor-resources

ARG, EEE, RESHNERENNAS App Runner R HHIE.

WSS ELENREHHETERNWERARENMHE AWS |, 81F Fargate £L# ECS lR¥. EEBEH

HAFEEARREMER Application Load Balancer, BEEERBR. RL#FHANBMEHERE  URFER
URL,

HWEBETE 35 9, BLE ERESIZEETH Amazon ECS AP ERIEE,

TH® , FEATEAPERNTER URL BIE ECS Express Mode BR#§. ERBREER 201 , FHE
RSN EAEXEREERE.

S BB 3 : 5%E ECS Express iR\ BETHE1E

WRIEE App Runner BRIEFE R BET#E , BEEBRE 21 A ECS Express Mode BRFS 5% E 48 E#Y
BET#BiE. LT EREERTE A ECS Express Mode BRFEZE I HY Application Load Balancer , AfE#32 &
HHARE , MEA HTTPS B9 ACM B,

« f£ Application Load Balancer #ZEREXNRAF | K BFTHAEHIEA T EZEBFYSF. FHE App
Runner BRI HEEIBE BRI Z | (I app.example. com), EEEXI Application Load
Balancer #47i £ ¢ & # #813i3% B E) ECS Express Mode B #2818,

« #% SSL BEEEZ Application Load Balancer HTTPS #ERE R, S5 1 P2 TH ACM BEH
BE HTTPS #EER,

SER 3 : 5R7E ECS Express R BET#E 6
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WMFEFMRA , F2B (Amazon ECS BB ABIEE) FHYE B 5T MRAEHE = 81 R,

T EH R Application Load Balancer #8225 B P ERE EWE R RAAVEBHI,

Conditions (2 values) . Rule limits

Define 1-5 condition values. Additional conditions can’t be added once the limit is reached.

¥ Host header (value) = [ex—c6d557f2a2f24e6f9b6b1d64af07b112. ecs. eu-west-1.on.aws| or [express. . ( Remove ':'.

Match pattern type

© Value matching Regex matching
Match with glob syntax, using E and as wildcards. Match with regex syntax.

Host header condition value

Valid domain name according to DNS standards. For example:
= | ex-c6d557f2a2f24e6f9bbbld64af@7b112. ecs. eu-west-1.on.aws

o|a

)
or [ express. — N ) ]

Valid characters are a-z, A-Z, 0-8 and special characters. Host header must be 1-128 characters. Character count: 30/128

+ Add OR condition value

_/'7'\_
(  Add condition ¥ )
M r

You can add up to 3 more condition values for this rule.

S 4 FH Route 53 INERHEBRRE

MEREH App Runner IRIECERA BETHEE , BAILAE A Route 53 INERBZE S R EEZE ECS
Express Mode fR#&. MERBTELBHEREIHEBNRERBHIZEARE. SEREBERLER
HOoWEEHN @B DNS 5i28% , Route 53 €RIBELEE 9 EFER,

® Note

RIEFEA Route 53 ER |, MREMFEAEAM DNS RHtE , FEARHENREEE DR
#1TE% DNS 2%,

IR A App Runner SCEkE 5 NECE -

BB Route 53 1A,

BERERE , AREINREENEERS.

B alfE[ App Runner BN E#EZ IR B8 (M0 app.example. com),
fmEERCER , WiSHIRABEREERINE,

BEERTEAS 100 ( EE4MEMHREER App Runner),

R ID T, W AERMEBBIRF , B0 app-runner-service,

o o A~ W bhd =

SR 4 £/ Route 53 MERHEBRRE 7


https://docs.aws.amazon.com/AmazonECS/latest/developerguide/express-custom-domain.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/routing-policy-weighted.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/routing-policy-weighted.html
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7. BERTEE,

31 ECS Express XX Hy g0 8% -

—

 EHENFEE RSP E IR,

2. FAMEMNGEHEBR (Bl app.example. com),

3. EAMRBERRHEER,

4. HE B A BUCRERE AN,

5. EHBFREBENMT , 812 Application 1 Classic Load Balancer BBl H

6. TR N FEHEFEEN ECS Express Mode Application Load Balancer,

7. BRBERER O ( EEHBEMEE 25 , TEHRENRM ECS Express R )
8. i ID T , B ARMRBIRF , Sl ecs-express-service,

9. BERIHK,

BHEBRE

R 7E DNS FC8%& , #8380 ECS Express &5 , FERFRLLFIH A App Runner E | LIFKBER
RE. BRENSGE

 #% ECS Express #RE&EA 10/ App Runner §%E 4 90

- BIhEERFERE R EEES

« IE25/75

- MNE50/50

- BINE75/25

« £100/0 MK

EBELSRT , EAEEHES  BEBHMARE. IREE(HRZRLERE K FEEKEERRLOH
TR ERER,

/A Important

#Z App Runner RIS EHNITERBHIR ( B0 24-48 /1B ) | LARESE DNS £F O£ 15EE |
WRFERMERIEE, NMRBEFEE , JURER Route 53 EIERE App Runner,

$E2 4 : {F/ Route 53 MERMAERRE 8
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TB5: TREBEB

ER 3% ECS Express Mode R R A ETHREEBAEREARIBPHEBEZE ,

i
ot
&
ol
5

« 1 Route 53 #1 , BBR#5ME App Runner RItNHESCEE ( SSHBEERES 0).
 #% App Runner FR#& A # Bk B 5T HE IS EA

fIE% App Runner BR#% :

aws apprunner delete-service --service-arn your-app-runner-service-arn

SHEERBBRIBETENEMER

« App Runner B Route 53 HNHER i 50 8%
- B Amazon Elastic Container Registry Bk {8 F 2 25 IR 1%
- MRFABEE , BIEMA App Runner I H IAM A&

@ Note

MRBHEREEEREDHIT , HMER ECS Express Mode fR#%. E Application Load
Balancer = fB BB HY & IR o

EBRURRAERNIE

WMREREH App Runner RBRRRHBREXNBMIERHFREIE , EEELTEIR[/IR, T8
EZBEZFE ECS Express 3, B App Runner F[@ , ECS Express X EERBZMGK, TiB , BAILAE
A CI/ICD TE#&E App Runner BB Ey{V. ZPEBER , B4 GitHub Actions ¥ Amazon ECS Deploy
Express Service GitHub Action,

BB TERER=EME

1. {8 Dockerfile BB AW &
2. BB EGHE ERSS B | I Amazon Elastic Container Registry
3. BSIREEREE ECS Express &3

SR THER 9


https://github.com/aws-actions/amazon-ecs-deploy-express-service
https://github.com/aws-actions/amazon-ecs-deploy-express-service
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/create-container-image.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/what-is-ecr.html
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TEEREIERENAER GitHub BEEE

AWS Cloud
AWS App Runner

@é-l‘_\b g [

App R App Runner Service

users

©)
®
=

AHRLENEAREN

MRENERAENIERAE Dockerfile , SFHEMTFERE HFEIML—1ME. Dockerfile AR ERIGIHIA
BB HEERB[RENER

BHREEEREZES

your-app/
### src/
### Dockerfile
### package.json
### .github/
### workflows/
### deploy.yml

Application source code

Container build instructions
Dependencies and scripts

GitHub configuration

GitHub Actions workflows

ECS Express Mode deployment workflow

HOH F O B R

R EBEEREBA GitHub BifE
EEERENBHIERFES App Runner W BEEBE |, FEFEA T 518 B &% E GitHub B)E :

« 37 OpenlD Connect (OIDC) £t #& , LAARFT GitHub B){EIEE IAM A&

» £/ ECS Express #& 3\ #] Amazon Elastic Container Registry §F AJZ 1L IAM A€ https:/
docs.aws.amazon.com/AmazonECR/latest/userguide/ECR_on_ECS.html|

« ¥ ECS Express ERXFTENRE IAM &

o HIRK ECS BRI GitHub IRZES 2 : ECS_SERVICE, ECS_CLUSTER, AWS_REGION,
AWS_ACCOUNT_IDF] ECR_REPOSITORY

ARLENEARRN 10


https://docs.github.com/en/actions/how-tos/secure-your-work/security-harden-deployments/oidc-in-aws
https://github.com/marketplace/actions/amazon-ecs-deploy-express-service-action-for-github-actions#github-actions-role
https://docs.aws.amazon.com/AmazonECR/latest/userguide/ECR_on_ECS.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/ECR_on_ECS.html
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GitHub B)E T {EFR T2 £ 51

£ B TERBEEE. github/workflows/deploy.yml :

name: Build and Deploy to ECS

on:
push:
branches: [ main ]

env:
AWS_REGION: ${{ vars.AWS_REGION }}
AWS_ACCOUNT_ID: ${{ vars.AWS_ACCOUNT_ID }}
ECR_REPOSITORY: ${{ vars.ECR_REPOSITORY }}
ECS_SERVICE: ${{ vars.ECS_SERVICE }}
ECS_CLUSTER: ${{ vars.ECS_CLUSTER }}

jobs:
deploy:

name: Deploy

runs-on: ubuntu-latest

environment: production

permissions:
id-token: write
contents: read

steps:
- name: Checkout
uses: actions/checkout@v6

- name: Configure AWS credentials
uses: aws-actions/configure-aws-credentials@v5
with:
aws-region: ${{ env.AWS_REGION }}
role-to-assume: arn:aws:iam::${{ env.AWS_ACCOUNT_ID }}:role/github-actions-ecs-
role
role-session-name: GitHubActionsECSDeployment

- name: Login to Amazon ECR
id: login-ecr
uses: aws-actions/amazon-ecr-login@v2

- name: Get short commit hash
run: echo "IMAGE_TAG=${GITHUB_SHA:0:73}" >> $GITHUB_ENV

BREBBIHEN GitHub BiE 11
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- name: Build, tag, and push image to Amazon ECR
id: build-image
env:
ECR_REGISTRY: ${{ steps.login-ecr.outputs.registry }}
uses: docker/build-push-action@vé6
with:
context:
push: true
tags: ${{ env.ECR_REGISTRY }}/${{ env.ECR_REPOSITORY }}:latest,
${{ env.ECR_REGISTRY }}/${{ env.ECR_REPOSITORY 1}}:${{ env.IMAGE_TAG }}

- name: Deploy to ECS Express Mode
uses: aws-actions/amazon-ecs-deploy-express-service@vl
env:
ECR_REGISTRY: ${{ steps.login-ecr.outputs.registry }}
with:
service-name: ${{ env.ECS_SERVICE }}

image: ${{ env.ECR_REGISTRY }}/${{ env.ECR_REPOSITORY }}:${{ env.IMAGE_TAG }}

execution-role-arn: arn:aws:iam::${{ env.AWS_ACCOUNT_ID }}:role/
ecsTaskExecutionRole

infrastructure-role-arn: arn:aws:iam::${{ env.AWS_ACCOUNT_ID }}:role/
ecsInfrastructureRoleForExpressServices

cluster: ${{ env.ECS_CLUSTER }}

container-port: 8080

environment-variables: |

[
{"name": "ENV", "value": "Prod"}
]
cpu: '1024'

memory: '2048'
health-check-path: /health
min-task-count: 1
max-task-count: 4
auto-scaling-metric: AVERAGE_CPU
auto-scaling-target-value: 70

BEEKEABEEMAZTIES) XK, GitHub Actions B EE M FHNAS[MGK, SHEH#IEZE Amazon
Elastic Container Registry , X #&EZ8ZF ECS Express Mode ¥, ESEEEMEMA App Runner 19

EEIMAE 8

CS Express Mode BRIE#IT , FIKREBERERT I ER 3-5 REXEBFTBIEH. £/ DNS BKHE

BE
BRE , XTKER.

REBBEEN GitHub Bi1E
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Ht &R

- A BYENE —@EREEXRE AWS CLI
 EERADETIENE—18 Amazon ECS Express Mode AR#%

s EREEXCHAEFTER
+ the section called “BiT#3H & &”
« Amazon Route 53 IN#EH

Hib &R


https://docs.aws.amazon.com/AmazonECS/latest/developerguide/express-getting-started-cli.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/express-getting-started-console.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/express-update-resources.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/routing-policy-weighted.html

AWS App Runner HBEABER

i%XE App Runner

MREBRHFH AWS BF , BEASTRUERES HAORE L RES , BREBFER AWS App Runner,

a5 HSMTASEEH

« AWS Identity and Access Management (IAM)
- IAM EHEIERE

M AWS IRE
WMRIEZRZE AWS IRFE |, BB T YRR ET —1E,
M AWS IRE

1. BARK https://portal.aws.amazon.com/billing/signup.
2. FEERLETRET.

o EMEFFREPCRENEN , W EESFR B ARER,

EEGEM B AWSIRF , AWSIRFREAESREY . REAEFRTFEIRFFHIFRE AWS IR
I MER. FRZEREER K FREEFIEERGERE  YEAECEAREAERPUITEER
REMEFENES,

AWS EEFMEF TR R EEERE FEMFHR T, BT LAFER 8 https://aws.amazon.com/ %
BROIRE , LR EEFINIRFEBYEEIRS,

BEYEREETFHHERNERE

M & AWS IRFE | FARE AWS IRFREAE. BUA AWS IAM Identity Centerf23 BEEFERE ,
D& RERERANAEEK.

REEZH AWS IREARFERE

1. BERFEREL@A AWS IR EWE FEM4 it , LIRFHEEEZEAWS EEXEAESBEA, £
-F_EI:F , ml;{@ﬂg%ﬁ%o

S AWS 1RFE 14


https://aws.amazon.com/iam/
https://docs.aws.amazon.com/IAM/latest/UserGuide/
https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://aws.amazon.com/
https://console.aws.amazon.com/
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WEEAREAZEZANRSA  F2RAWS BA £RAEEEPNURERAES I E A,
2. BEELNRERAERF LRAZSEERRE (MFA)

mERHA , F2E (AM EREER) PHAEN AWS IRF RERE (28 ) BAER
MFA &,

BEVEEEEGFRHENERE
1.  BA IAM Identity Center,

MEET , FSE (AWS IAM Identity Center fEF&IERT) FHIEA AWS IAM Identity Center,
2. 1£ IAM Identity Center # , i EEFRERFEAE,

WFEFEA IAM Identity Center B 8% A& & 2 RIRKZZERE , F2HAWS IAM Identity Center
K EAEER) PHEATEREREMS A E FEUE IAM Identity Center B &,

LERERFRENERAESSEA

& ZfEMEH IAM Identity Center EF &% E , FFEAE I IAM Identity Center £ EREIEE
BETEHF U NESE URL,

WMFEFEA IAM Identity Center EAEBEANRE , FZ2RAWS BA (EAFERE) PHEA
AWS ZEA O,

EREFIEGRHMERE
1. 7 IAM Identity Center 7 , B —EFF I EREBEAREERNREER.

MEER , FZE (AWS IAM Identity Center A EIERE) RMWEIHFTE
2. BERAEEREFE A ARUBRFHEERE-—BEAFIVE,

WEET , F26 (AWS IAM Identity Center fEAE1ER) PHFIEEE,

EEE*E t )14 n-l_ﬁﬂy*g

MRERAERERE AWS NHES , IFERARTFIMAWS EEXE A, RTYTENARGIFEENT
NEURR EREFER £/ & FE AWS,

REEARAHFEUE 15


https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com//singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com//singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com//singlesignon/latest/userguide/get-started-create-a-permission-set.html
https://docs.aws.amazon.com//singlesignon/latest/userguide/addgroups.html
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HERTEAEERARTFIE ,

R {62 FH & T BRE T RRGT F AN
2

IAM

ANERE S

(IAM Identity Center R EIEHY
EAE)

IAM

IAM

RIEE TSI H A —{ERIE,

(B%) EAXRARAENR
MARREBEAEYN , UHEEY
AWS CLI, AWS SDKsf2=H &

@R, AWS APIs

ERETREAENEZYH AWS
CLl. AWS SDKsf2x3&5t58
Ko AWS APIs

ERETREAENEIYH AWS
CLl. AWS SDKsf2=5&5t58
Ko AWS APIs

(TEZRER)
ERARBREEY AWS
CLl. AWS SDKsf2=3&5t58
Ko AWS APIs

R

AR EREANNERRE
e RER LR,

- W% AWS CLI , FF2BAWS
Command Line Interface
(EEREESE) PHZAL
HE1T AWS AR 3%,

« AWS SDKsi#EZ B AWS

SDKsHMITEZZEEHHNE
AT AWS ZR#B 2% .

ARG EREANN ERE
e RERLE,

- 10ZE AWS CLI , 552 BAWS
Command Line Interface

(ERAEER) PHERE
AWS CLI EfEH AWS IAM
Identity Centerffd

« AWS SDKs, T E#l AWS
APIs , 5828 AWS SDK #
TEZ2EEREPH SDKsIAM
Identity Center & 20 BR 5%

EfE (AM E£REERE) F
REREEAERE AWS ER
REEAPHNER.

ARG EE AN EATRE
EIJJ:EI /—F]: 1’Eo

° ZZU AWS CLI 9 nﬁ/ ﬁAWS
Command Line Interface
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https://docs.aws.amazon.com//cli/latest/userguide/cli-configure-sign-in.html
https://docs.aws.amazon.com//cli/latest/userguide/cli-configure-sign-in.html
https://docs.aws.amazon.com//sdkref/latest/guide/access-login.html
https://docs.aws.amazon.com//sdkref/latest/guide/access-login.html
https://docs.aws.amazon.com//cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com//cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com//cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com//sdkref/latest/guide/access-sso.html
https://docs.aws.amazon.com//sdkref/latest/guide/access-sso.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
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WEEAEFEEXRGTFER  F R
2

CEREER) PHER
IAM EREREETE DR
o

- AWS SDKsFfITEH | %2
B AWS SDKsHITEZ £
MPNEAREREETS
DERE,

« ¥ AWS APIs , 5528 (
IAM £ EIER) PHNER
IAM BN TS,

T—%

BETRERGRGS R, EERKE—BERAENIEE App Runner , 528 FRIEER,



https://docs.aws.amazon.com//cli/latest/userguide/cli-authentication-user.html
https://docs.aws.amazon.com//cli/latest/userguide/cli-authentication-user.html
https://docs.aws.amazon.com//cli/latest/userguide/cli-authentication-user.html
https://docs.aws.amazon.com//sdkref/latest/guide/access-iam-users.html
https://docs.aws.amazon.com//sdkref/latest/guide/access-iam-users.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/id_credentials_access-keys.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/id_credentials_access-keys.html
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App Runner AP

AWS App Runner 2 —%& AWS [R#% , B#HRE, FMEARBEENFN , BRENBSMEDRHRE
NBEZEERA PHITH Web BRI AWS Eif,

ARHEBRERBPUMAFER AWS App Runner #EERARERNEEBZE App Runner ljR¥. ©EZE D FR N
RERKEABNRE, REEENBREHTHE. CHERANMRBLEBRA, ETHEEE
DERBBRAF. &%, A ERE RGN EREEEEHBREREFREINER,

FE

- SRIGH

« SB 1 : 23 App Runner fR#%

- TR2 . BEENBRERB

- SR 3 . HEITHREEE

- SB4 . BAEREBHAR

- SB5. BR

- T—%

FORIRMF
PAHBRE L, AR T AR -

1. T FHRESREE,
2. RERBEMA GitHub #FER Bitbucket &7 E,
- HEMA Bitbucket , H1RBIFR A Bitbucket 1RF , FELE I Bitbucket tRF ., MRERVXERA
Bitbucket , 552 Bitbucket Cloud 324+ # Bitbucket AF9,
- HEMA GitHub , IRBIEZHE GitHub tRF , FFE Y GitHub 1RF ., MRERYVIXEA
GitHub , 52 /& GitHub X4#F*H #Y GitHub AF3. GitHub

® Note
BRI R EIRFE VRS ARTFEREENER. At , MREELEZTHRMR
GitHub # Bitbucket fEZEETHE , B LEENRERF, TXBEBEIHN App
Runner fR% , W AR MHEFERHEERIFHVIRSER,
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https://bitbucket.org/
https://support.atlassian.com/bitbucket-cloud/docs/get-started-with-bitbucket-cloud/
https://github.com/
https://docs.github.com/en/github/getting-started-with-github
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3. AR FERHAEBRFHPELMEE. AHBEREERAFMIFERRE python-hello, EREFENRE
BHPEVER  HPeESTI#ETEENEBNRR,

python-hello £ flFFEENER

Example requirements.txt
pyramid==
Example server.py

from wsgiref.simple_server import make_server
from pyramid.config import Configurator

from pyramid.response import Response

import os

def hello_world(request):
name = os.environ.get('NAME')

if name == None or len(name) ==
name = "world"
message = "Hello, " + name + "!\n"

return Response(message)

if __name__ == '__main__

port = int(os.environ.get("PORT"))

with Configurator() as config:
config.add_route('hello', '/'")
config.add_view(hello_world, route_name='hello')
app = config.make_wsgi_app()

server = make_server('0.0.0.0', port, app)

server.serve_forever()

SER 1 : 23 App Runner R#&

EHTSBRH i’.&%ﬁ%ﬁ: GitHub =% Bitbucket L2 K€l R IR IBREFERE L App Runner i
%, WA B —EBothe section called “SoRIEMH", LLEHITERERN Python M8, T REEILRE
WEE%%.

1. RELHRBENR.
2. RERREE

SER 1 : B3I App Runner fR#% 19
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3. REEARARE

4. RELNRE,

5. WEXH#,

T E#BLRE L App Runner FRIEHI S ER -

Source

Configure build Configure service

* Runtime
* Commands
* Port

* Service name

* Environment
variables

* Connection * Trigger
* Repository

RIBFEREBREFEEZEY App Runner IR

1. RELHRKBENR.

a. BB App Runner 25 , ARERIBBFETRERIEN AWS EiF,

b. IR i AWS tRF #E{EM App Runner fR#§ , RIGBERETEAEH, BEZEI App Runner
BR#% .

A Customer Account ~ M. Virginia ~ Support ~

Get started with App Runner

Create an App Runner service

MR AWS IRF EREWERE , ASBERREER , HHISEHWRKEEFE, 1EIE Create
service (B3 R#).

$ER 1. I App Runner iR 20


https://console.aws.amazon.com/apprunner
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Runner X App Runner > Services Services X

Services

9/6/2023, 8:44:50 PM 9/6/2023, 8:44:59 PM UTC

9/6/2023, 8:30:17 PM 9/6/2023, 8:30:17 PM UTC

c. ERFANBEEELNCREST  SHUREESR  EEOREREZE.

d. EFREAEER, #EF GitHub = Bitbucket,

e. TR, BEFM, MBHEET , HREEN GitHub = Bitbucket B A K
. ORBEINZIMEMEER  BET—ESH.

®

Note

# GitHub B9 AWS EiZR L2 £ S EM GitHub IREMN TS B A — XM LB, EaLL
EEMFERER , BIBIIREPHNFREFEEEIN ZME App Runner ¥, EEEEEMNE
R BRECIREREERE,

E&EAR Bitbucket IREH AWS EiZEs, MREREERMER GitHub 1 Bitbucket
8% App Runner RENRHBERNBRTE , IFTEASEARMELE @ AWS
Connector, A% , BOLERFERASEERESIREILES App Runner fR#,

- HR GitHub , FEE T 5L ER.

ET—EEZEEL K GAEERRE.
WREE—IRER GitHub ¥ B App Runner , SBENZE S — 1@,

ii. £ AWS Connector for GitHub ¥if& A8/ , MR HIRE R , FREFELH GitHub 1R

F&#,

iv. WRERFIRRIEZRE AWS Connector for GitHub , FEI1BI1ZE# AWS EiE,

£ Install AWS Connector for GitHub ¥55 5t | BigRdt,

EHIRF £ BB AR GitHub 1ES/MBM, BIE TR PR BRI,
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vi. SHEREE  BECRINEAMEE python-hello, S5  RBHEEY
BRSXER (Him, B),

vii. BRREFRESERE, BEEERAREFERE K, SELENERFEGSRF
ERIGRTFHEMRFERE &P,

¥4 Bitbucket , FHBE T 5588,

i. ET—EZEEL, GBAEREERE,
i. WNREE—REMA Bitbucket & App Runner , SHEMZE S —1E,

ii. TEAWS CodeStar s RFEEFEARA , BLLEET/ERE |, WiRFH AWS
CodeStar B ZEVE LA ST Bitbucket S, EREHN IT/EE , AR EBIIRFEE
.

iv. TR, RSB EEHREDE AWS T4, 52 Bitbucket ERARRCRESLE
/Y Bitbucket T/EE , REBBEET —%,
v. $YREE , BELEIWEGIMEE python-hello, #¥9 X | BEREEN
RO ZER (S, £E),

vi. HBRIREFRESERE. BERERSFEEFERE K, SELNNERFEESRF
HERTRERERTERE &P,

2. BEANSE ENBREERT READ  RRBET—

® Note
ZEBEEIE , BEMEREEHNRTERRE RES B B SR KRR
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Source and deployment i

Choose the source for your App Runner service and the way it's deployed.

Source and deployment

Source

Repository type

() Container registry

Deploy your service using a container image stored in a
container registry.

) Source code repository

Deploy your service using the code hosted in a source
repository.

Provider
Choose the provider where you hast your code repository.

GitHub

Github Connection infe

App Runner deploys your source code by installing an app called "AWS Connector for GitHub” in your account. You can
install this app in your main GitHub account or in a GitHub organization.

| myGitHub v ‘ Add new
Repository

| python-hello v ‘ &
Branch

| main v ‘ C

Source directory

The build and start commands will execute in this directory. App Runner defaults to the root directory if you don't specify a directory here.

[/

Leading and trailing slashes (*/™) are not required. Valid examples: "apps/targetapp”, "/apps/targetapp/", " /targetapp”

Deployment settings

Deployment trigger

() Manual
Start each deployment yourself using the App Runner
console or AWS CLI.

@ Automatic

Every push to this branch that affects files in the
specified Source directory deploys a new version of your
service.

HER 1

: B3I App Runner fR#%
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3. BREEAEXEE.

a. EREREREL , SHEEACER  BRLEREMARE.
b. RHETIIRERE :

o FITHRE - 1##F Python 3,
- #AEHS -8 A pip install -r requirements.txt,
- Start i - # A python server.py.
- E#IE - # A 8080,
c. BET—-F,

(® Note

Python 3 #{TIFEIE £ AEZ Python 3 BREEFEHEHI Python EXIFRKEE Docker BR
B, A% , CERBETHREZ RSB TERNRE,
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Configure build

Build settings

Configuration file

© Configure all settings here
Specify all settings for your service here in the App
Runner console.

Runtime
Choose an App Runner runtime for your service.

Python 3

Build command
your code,

pip install -r requirements.txt

Start command
command can access environment variables that App Runner and you defined
python server.py

Port
Your service uses this IP port.

8080 o

Use a configuration file

Let App Runner read your configuration from the
apprunneryaml file in your source repository.

This command runs in the root directory of your repository when a new code version is deployed. Use it to install dependencies or compile

This command runs in the root directory of your service to start the service processes. Use it to start a webserver for your service. The

Cancel

4. BELHRIE

a. ERERBEALNEBRERRT , BARBEEHE,
b. ERESHT , EEFEREEH., RHRREHNTIE,

s R - BEMNXF
- IRIFEBHETE - NAME
- RESBYE-TMNEE (S, BHEF )

$ER 1. I App Runner iR
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® Note
HHEARASENLAELREEHPRENER Y EEHFELBETRER.

C. igj%-lt_io
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Configure service o

Service settings

Service name

python-test

Virtual CPU & memory

1vCPU v 2GB v

Environment variables — optional info

Add environment variables in plain text or reference them from Secrets Manager A and SSM Parameter Store @A Update IAM Policies
using the IAM Policy template given below to securely reference secrets and configurations as environment variables.

No environment variables have been configured.

Add environment variable

You can add up to 50 more items.

» 1AM policy templates

» Auto scaling info

Configure automatic scaling behavior.

» Health check info

Configure load balancer health checks.

» Security info
Specify an Instance role and an AWS KMS encryption key

» Networking info
Configure the way your service communicates with other applications, services, and resources.

» Observability

Configure observability tooling.

SB[ B3I Ap el N 3% 21

Use tags to search and filter your resources, track your AWS costs, and control access permissions.

Tags — optional
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5, ERREMEVERL A RIECEBANFIEFEEN  ARBERINBE.

MRBHEKDEY , TEASETRBHERR , HP ISRV RBEEE

© Create Servile in progress,
App Runner Services
python-test .. Actions ¥ | |
Service overview
Status Servioe ARN
© Operation in progress (3 arrcawsapprunnerus-east-21 234567850 Iservice)python-
i - test /T XA T280ca2 A0 ER 1 ThSehdc el 258
Default domain
hitps:/ fgpuadidgwp. us-past: 2 aesapprunnergom [2 Souarce
D brttpes:/ fgrthub com,fyour_acccunt fpython-hello/maln £
Legs Configuration Metrics Custom domains
Activity (1] e
Q 1 ®
Event Status Started v Ended
Craate service Pending Gf22/2021, 71259 PM UTC

6. HFRENRBEEHT.

a. ERBEXRREML , FHEBRBIREATF.
b. BRERRXMEE - ERERBMAILA URL,

(® Note
£ 7385 App Runner BRI Z M , FLEFREEE (PSL)
*.awsapprunner.com i, ATE—FRELLM , WREFETE App Runner FEA
ERXANERPEEBPEREMBR Cookie , BEREFEAESE__Host-FEHH Cookieo
WHCES B R RBENEE R ZEILAERABIE (CSRF) RE, WEEZENR , #F2
B Mozilla B3 A SR PHEEE Cookie HE,

BEREENFER ; B | #uus
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Hello, Jane!

c & @ & https//gruadidgw east-2 awsapprunnercom *** Tf M 0 =

SRR 2 BELHBRBALE

ERTSRS  LEEREFERFBHFTFEERENN. App Runner ClI/ICD JREEHBIRERE WA HE

EIENRH,
P FENRBRENXT
1. EEEENEHREFE.

2
3
4.
)

wmER A NiERserver.pyo

EETGEEH HREXPmnessage , BXFEE R Hello Good morning,
REBEIYRHLERERTE,

THSRRARE GitHub REEFHREERE.

a.
b.

C.

BEZFZWEH GitHub REFE.

BEEREEEserver . pyLEEEZEE,

EBERREELER (HEETR),

EEREEY HWRIEXPmessage , BXFEE R Hello Good morning,

SR 2 BELEHRERL 29
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- = - " =
28 linmes (18 sloc) 634 Bytes Raw Blame l;] 2 u
from wsgiref.simple_server import make_server q{hj
from pyramid.config import Configurator
from pyramid.response import Response
import os
ello_world(request)

name = os.environ.get( MAME")

if name == None or len{name) == @:
name = "world”
message = "Hello, " + name + "!yn"

e. 1Z#E Commit changes (EXEE),

6. FEVEXEFHEBERN App Runner [REEE ., ERBERREE L , RERESBER/ETHH
B,

FEMELER. ERBERREE L  REREEREEDINTH.
7. TEFUERERT  ENMBREBR SRR ENBERRSIER,

EERESRRNMEARNAR : BX , #a4#4 |

SER 3 ETHRERE

HUWFRP  KEBENAMEREEE  UrERBEERE,
PEREEHE

1. BARK App Runner £ & , AREREBFE P EREHN AWS EHE,
2. EEEBEBEHRD , BERE , RRBEZEZMN App Runner R#.

IRAEETIBRBEERR RIS RBEES.

HER 3 ETHEEE 30
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AWS App Runner

FMBABER

= App Runner Services python-test @
python-test acions v | [ C |
Service overview
Status Service ARN
@ Running [P arnaws:apprunnerus-east-1:123456 78901 Z:service/python-
) test/33f9aa7c44744Fbe b6 12850143860 0d
Default domain
https://f62wweBevee public.gamma.us-east-1.bullet.aws.dev [ Source
0 https://fgithub.com,your_account/python-hellofmain [4
Logs Activity Metrics Observability Configuration Custom domains
Activity (1) into
Q, 1 @
Operation Status Started v Ended by
Create service ) Succeeded 372242022, 6:d6:22 PM UTC 3/22/2022, 6:51:35 PM UTC
3. ERBERREEL ,, BEEARRSIER.
FRAgUHERRERENRBERERE.
4. ERERBERT , BEFRmE.
Configure service
Service settings
Service name Virtual CPU & memory
python-test 1TwCPU & 2 GB
Environment variables
Key Value
MAME Jane
5. HREFER NRBEEHNAME , FHEEERTENER.
31
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6. IEI#E Apply changes (EREE),

App Runner ERABIEHEF. ERBERBREE L , RBRESEES/ETHHRE,
7. EREFER. ERFERREEL , RERECERBELHTH.
8. MREMKY  ENBEERNRBRARENERRSITER,

HHRESHETRENENERE . BF , #4#

SER 4 mBEERBH B

FEULSRT , A LER App Runner E#2 8R4 App Runner BR## A58, App Runner &% B &
&7 E Amazon CloudWatch Logs (CloudWatch Logs) , S 1E BRIV ERR LB RBFE. WF App
Runner BEWEA , 552/ the section called “H & (CloudWatch Logs)”s

mAR R BES

1. BB App Runner 128 , AR EEEFHFETEINEN AWS EiF,
2. EEEERP  BERLE , AREZBEFEW App Runner BR#%,

TERASETBEERR , EP IS RBHME.
= P @

J".|_:|_:. Runer Servioes python-test

python-test .« [ acions v |[ ¢ |

Service overview

Status Service ARN
@ Running [P arm:aws:apprunnerus-east-1:123456 78901 Z:service/python-

s ) test/33f9aa7cd4744fbeb961e85014386b0d
Default domain

https:f /6 2wweSevee public.gamma.us-east-1.bullet.aws.dev [ Source

D https://fgithub.com,your_account/python-hellofmain [4

Logs Activity Metrics Observability Configuration Custom domains

Acti\-‘lty' ( ]} Infa

Q 1 @
Operation Status Started v Ended
Create service &) Succeeded 372242022, 6:d6:22 PM UTC 3/22/2022, 6:51:35 PM UTC
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FMBABER

3.

ERBERREE L , EBERAFRIER,

FRASEBERRTEREERENAR

« BH B - App Runner RBFEWBHFHED . TRAESEATRENNES.
- BF B - BRFERBEFEDEINEN App Runner lf#. FEASERSERENMERBFS

o

- EARX B - 8BFZE App Runner lRIEH Web EAERE N, FEAESKAEHATHIHITE

BNBHESHRE—BFSER.

View in CloudWatch [ || View full log Download

Event log inte (el

Deployment logs (1) info C _.
Q 1 @
Operation v Status v Started v Ended v

Automatic deployment ) In progress 12/21/2020, 2:30:31 PM UTC —
Application logs infe [ G || viewinclouswatch &2 || powntoad |
Name Last written

Application logs

12/21/2020, 2:30:31 PM UTC

4. HESHRBEENE,
{8,

5. HERBARHAR,
) o

6. BETIUTHBGR.

ARARSHAR , BNHNBRFEENGE, BUNESHATENRPNGE

FEERATEAR (BHBEFN) NARKERERE (HENEAREAAE

HWRERE BES&EMR , SFAER AR R.

2127 CloudWatch A #48 LABAEX CloudWatch =124 |, W FERETEIhAE
Runner lR#& B, HREBAFER , FABNMAFER.

RERIEZM App

SER 4 MREREH B
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FMBABER

® Note

MRERERB\ESEHTEEBNEREABFT K MIESCHNERER B , CloudWatch
FEABAER,

HER5:7F

BBED T RMRUME App Runner RS, R BEFE , URET-LEF, TR+ | SRR
BRTEEENER.

i BR A8 9 AR 75

1.
2.

WEEZERREEAHBREZPEIN GitHub F Bitbucket BiR, MF/FMET , 52 Bthe section

ERBERIREE L  ZZFDE , ARZEMRER.
ERERBHELIRT , WARRNNT , RRBEZMER.

BRIRCEEEREEE. ERIMROBRESERMERRE, TAR , eERBEPHELX,

called “E4&",
T—%

WEREEESE — @ App Runner fR# , BE—S TH T E

- ZEEFBEE - B App Runner tHEERVZEE., EEH S AWS FMER,

- FEBERE M EXBE IR - App Runner AT ASEBN MERE A RER,

« B3 App Runner - IR EREAREXNEXNTIIEZE App Runner X FEHN E1E,

 App Runner £# & - £ App Runner X2 & BB ME B RN R

- EERENRE - EE App Runner FRIEHI EdniBHA

- AR - BBRERER. BNAR. BRESH. ERRBEBETW , SIREHK HTTP FIZEER

BERXEH |, KES App Runner IRFSIR/ER T B 1%,

« App Runner fAREIE R - IERRAEBI FE |, AIHEE App Runner IRFSHIEEE M B 1THFRI1T A8

Ho

S$B5:BR
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« App Runner AP - £/ App Runner FERRERERNERGTRE (API) REL, FEE. EFHFMBER App
Runner &R,

- T4 - AWS MEIEER App Runner ME#M REFBERERLZLEENTEATR.
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App Runner £ # =

AWS App Runner t R FERSELNRRENRRRE , X7 PAEREINHEZSITHHN Web BRI
AWS Eif, —f&mME , BERFEMFN —1E App Runner B)E CreateService Bl AJ 2 3 &Y IR 75 -

BB RFERGFETE , AR M App Runner AT LAEREB LLE11T Web BRFEHIready-to-use B 23R %
FRARBENGREE , SUUREHEBBNHIT Web RENERNBRNIE R , YR EHTRHRERES
Bi#E, App Runner X EZERXFZFTE , BEFEHFE I BAFLEETEREANZTERTRE,

LtBF , App Runner A BA# Bitbucket 2% GitHub &7 EREBURIRES , th AJ LA ##Y Amazon Elastic
Container Registry (Amazon ECR) #EEURIRER G AWS IRF,

TEZT App Runner IRIEERBHIBIER., EExRD , AMESHHIRE . — @7 GitHub B RRE , 5
—{E%t Amazon ECR FERRM K. HEHNRZEEAR Bitbucket EFE,

)

O H E

GitHub App Runner Amazon Elastic
Container Registry

@

App Runner 8%

AT REE7E App Runner #1172 Web IREMHEBHNEES S

App Runner = 36
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« App Runner fR# — App Runner IRIZHRB B TFEIRSMEARFENEERARER AWS /Y
&R, App Runner R R ZEABRRNBITIRA. MERIREHVFMEN , 5820 the section
called “E31",

- RIFFEE - BBIE App Runner IRIFIEAH R RFREZERE . RFRHRRIFRRE,

- REEREE - OsEABRXRRNRFEEERS ( #20 GitHub, Bitbucket % Amazon ECR),

« App Runner &4 - —1& AWS &R , A1 App Runner ZEUR#ZERMEIIRSE ( H0 GitHub 1RE
WA ) o MEERWMEEERN , 552 Bthe section called “EE"

« FITHE - FBRAENGHREENERBS, App Runner BFRENERRFTFAMMBAREHSE
EZETRE, WEFHAER , F2REBE R,

- HE-BREBEEREK (BXNIBEHME ) EFAE App Runner IR ENME, IREHNE—ERES
WMARBEEIN BT, BERNBEITLUEBTIMESRN 2 —ETT :

- BE)EZPE - CI/CD Ihat., BTLAERE App Runner fR#& , LEBIEE (EBEANEBRERE ) L0
EEAEINESERE , NHEREETM TR, EUUEREBHREFETHIOER , RRMGGH
FEDHFBRG R,

- FEEE - MBERE 2 App Runner RISV ZBE

- BFT#E - B& App Runner FRIS 2 BBtV ME1E., Web FERTEZNAY 5 FH & o] BASE A L 4B 380 SR 2 BN
Web BR# , MA2FEEEH App Runner F#3is, MFEFMER , 552 Bthe section called “BE T #1E
=L

® Note

A 7389 App Runner ERAREXNEZ M , TLAEREWEE (PSL) EEH
*.awsapprunner.com {818, ATE—SRELEM , MREFERE App Runner EAERXH
TR B BPEREBR Cookie , BREFEAEHR__Host-FEHR Cookie, LhiEAEHBY
RRBLENBBRRZEBIFERRBIE (CSRF) HEB, MEFEEZLEH , F2H Mozilla AR
B P EYERE Cookie EHo

o HEZE — App Runner BETE#H 1T App Runner IRIGH ERERE EETHIES), ETHER |, RIREE
SERFEE A OPERATION_IN_PROGRESS ( AT MIRMERITH) L5, FILHIE , RE LY
BiiE (pln , B, EREREH, EEEEDRMR ) SERHE, REREBER F, SELS ER
BIXERBERUNNING,

App Runner & 37
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® Note

MREEERK , ARFRR App Runner IR EEIRA. BHNEARNERERADARE | I
BERERR, BHRETATEEEIE SR,

AR , 2R App Runner EEERBHNERERHERINEE , ASEBENRYE. A TEHHIEEM
R EH , App Runner SN RBHER —EMNBTEE I REBEBIELHTHER (B
BEE ) . BEEYUESEINERBHEREM,

App Runner X ##H 58

EEREE App Runner IRIGEE , BA B EER ERRENWER CPU M ERERE, SFRIFGER
WEHEMERGE, MEEENFMERN , 5528 AWS Resource Groups EfE,

TRIEH App Runner X#E# vCPU MECIEEHENEREN

CPU iR
0.25 vCPU 0.5GB
0.25 vCPU 1GB
0.5 vCPU 1GB
1 vCPU 2GB
1 vCPU 3GB
1 vCPU 4 GB
2 vCPU 4 GB
2 vCPU 6 GB
4 vCPU 8 GB
4 vCPU 10 GB
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FMBABER

CPU

4 vCPU

App Runner &R

B & ME A App Runner B |

BABNEE BB

TRIBHELE RSB

EREH

Service

Connection

AutoScalingConfigu
ration

ObservabilityConfi
guration

ERl

12 GB

BRLE PEUNEBRLERENER AWS 1kF. ELERANTFEUEN

Description

REREARKANBITIRE, FNEREGAII BRABHEE, EE,
fHREM BRI,

ARN : arn:aws:apprunner: region:account-id :service/
service-name [/service-id ]

AEH App Runner IRISIEE A E = HFHEREFER I A IEENZE
E, FAEZAREEANENEREE. WEERNVEREERN , 828
Bthe section called “E#:",

ARN : arn:aws:apprunner: region:account-id :connecti
on/ connection-name [/connection-id ]

AIZH App Runner RIFRRHAIEHIEAR B BERNRE. EAE
SERBEANENEREE. NEEBHERNWHEBENR , F2M8the
section called “BE#iERE",

ARN : arn:aws:apprunner: region:account-id :autoscal
ingconfiguration/ config-name [/config-re
vision [/config-id ]]

AIEH App Runner [RIFEREHMEAREX ATHAIEIIsE, FABZE
R ANENERTFE. UFUHAEHEEBNFHENR , 52K the
section called “BJ &8 RE”,

App Runner &R
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FMBABER

EREH

VpcConnector

VpclngressConnection

Description

ARN : arn:aws:apprunner: region:account-id :observab
ilityconfiguration/ config-name [/config-re
vision [/config-id 1]

F%E App Runner RI&HY VPC 8 E. 1EABEZEREEANERERE
£, W% VPC WeEVFFMERN , 552 [ the section called “BHRE",

ARN : arn:aws:apprunner: region:account-id :vpcconne
ctor/ connector-name [/connector-revision
[/connector-id 1]

iE R FARREFEATRE AWS App Runner &R, ©E%E VPC N HEIR
282 App Runner RS2 BELER , ZEH App Runner R RgEft
Amazon VPC R1zHl, 12 VPClngressConnection ShEERYEEME A |
552 Bthe section called “BUHAFLA B IR E",

ARN : arn:aws:apprunner: region:account-id :vpcingre
ssconnection/ vpc-ingress-connection-name
[/connector-id 1]

App Runner &R BL&E

AWS S GRS — L (tLBARS ) , LWARESE AWS IRENERAE AWS EfF, T&
5| HE8 App Runner EREBMBEIEE, ELFEtBEFIE BAWS App Runner i ZEFELEERAWS — %2

=

EIRECH

Services

Connections

Description TEER AR ?
BE L ERPHABHE BN REBE LR 30 v 2

AWS [E15,

BAUERFHASEEEEYNEZHEE LR 10 v E
AWS EiF, B LATE 2@ RGP EHE —ER

o

App Runner E/REL%E
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ERALKE Description FEEX AR ?

Auto scaling names ZEAILERFAASE BZUNEBHEREALZHRE 10 2
configura B —BBEE LR AWS B, BUNES
tions &l REPERE—BBERERE.

BEe LUNASEM -—B|BERFHIASE 2L 5 X &
BHE  AWS EE WEBERAERBSITHE LR, &0
7 UEZERBHERE—-BDREEREET,

Observabi names ZULUERFHASE BN WERMHEREDE 10 v =
lity ERH—ZFEEHAE LR AWS EiF, EAIUES

configura 1 AR 7 0 52 A B2 — AT BRI AR R,

tions

BEE LUUSEEAWS BE H-EBERFFAE 10 X &
BwE @ERINTHAEERETTHRE LR, SRIE
&l Z B AR ¥ o 2 R B — AT BURI MR AR RS T

VPC connectors WO L EIRFHASEEREIFELN VPC EREEE 10 v =2
HE LR AWS BiE, BaEZERESER
B — VPC #E##88,

VPC Ingress B L ERF R AEHE VPC BAEREINER 1 X &
Connection 2E AWS B, BALIERE— VPC & A ER

RIZEZ @ App Runner BR#§.

RZEE I ARY , BULBERESETE, MEFMENR , 55828 (Service Quotas FRHEE
) BWERESEEE,

App Runner &R E 28 41
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LSRRG A E R App Runner BR#E

B LMEA RIEMERE AT BN RS IREE AWS App Runner RE MER R : FREHNKE
MR, ERIREE R , App Runner LA BB . $1T. MENEBTEHELNRE. ETUER
App Runner B9 CI/CD IhEEREM RFMRGHERNIBTHNEE, E App Runner ZIREFER  c2EHE
E (EARRKBERNE ) LHHIRAITEREN App Runner iR% .

AEFNRARRRGSERN R, WFARRBAERN RBEF , F2H EXHEEH

REMERTFHRERGRETEFHNLAEILERR[MEG, BILUE App Runner MM & , LRIENRIR
LHRGHITRBENERE. THEERERR. Rz , £2RMHready-to-deployHy R &,

(® Note
RERBUGE K SXEEEEHERNIESHELMSR. App Runner EXEERERER , &FE
ZERFTRARB[UEHN LM Mup-to-datesikiE, WMFFMENA , 5F2E AWS App Runner
Xt

BR G fee 7 EE AL PR

App Runner X E T 5| GREFERMLE

« Amazon Elastic Container Registry (Amazon ECR) - f 238 Z W& AWS IRFE,
« Amazon Elastic Container Registry Public (Amazon ECR Public) — 17 1] 22 58 B ER A9 BR 1%

HERERRS

- ERE AWS RS FZHTE Amazon ECR 1 HIBR R

« EFRRE AWS iR 5 A 7R Amazon ECR 1 HIBR £
- {#fEMIE Amazon ECR Public 7 B {&

£ A& AWS 1R F P EHIE Amazon ECR FRIBR{&

Amazon ECR BB EREREEY. ERENLNERTE. FERVERTESREIBEE App
Runner BR# , App Runner F Z# Amazon ECR BEURGREVET A, BEERMUKFF T App Runner ,

R T7 B AERS 42
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REE A App Runner 121t ZELAE®, EREHFHXE Amazon ECR BIfERFTTHI AWS Identity and
Access Management (IAM) A, E&6H App Runner TR ARV RKEE , B LLUERBIRFHNER
BAG, ¥ , ZAUFER IAM EREEVHNETAR, NF , B LUEEZE App Runner £ 4
RESEBRALEIAG,

B8 App Runner API 5 B AWS CLI , B8 MEBELRNERF. B , BAUER IAM 25
REIEWMAR, BLUEER App Runner RIS EBER , WM ALBCHWERTHT. RE , Bl
5/ CreateService APl BHMEE 2 REHBIREFERAR,

WMFEE Y App Runner [REHIEEEER , 2B the section called “E ",

ET[E AWS IR F R {EHEMTE Amazon ECR A YRR 5

37 App Runner FR#EEF | B LAMEHEMIE Amazon ECR EEEFRHMEG , ZHEEEBA BRI
ERFE LA AWS 1RE, FERBIRSMEGE  BRT L —HEAMERIIKREBRESR I HAREGZHA , EE
LEBENNER,

- BIRFRERFEEMNBER, REERRACNFRAGCRHEBNRFERRGNTT. /LEATS
BR, EAEEA®KN Amazon Resource Name (ARN) BUX Princiapal tEHH A,

JSON

{
"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Principal": {"AWS": "arn:aws:iam::123456789012:role/MyApplicationRole"},
"Action": [

"ecr:BatchGetImage",

"ecr:DescribelImages",

"ecr:GetDownloadUrlForLayer"

1,

"Resource": "arn:aws:ecr:us-east-1:111122223333:xepository/*"

MEEBKRBEFEBRERE Amazon ECR REENE
Registry R EERM) PHRERFEBRRAR,

 App Runner A X BEEREFIEN T ERS + B 8ZFE Amazon ECR £,

%II

. 55228 (Amazon Elastic Container

ERRE AWS IRE PR FHMAE Amazon ECR Y BR & 43
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£ A 71 Amazon ECR Public # Y B {5&

Amazon ECR Public A 2\ BIBEAIERK, LR =2 Amazon ECR ] Amazon ECR Public 2 B £
EEZE  BFEE App Runner RISARH THELER

« Amazon ECR Public BME AT A BEE, E&EEIE Amazon ECR Public BMGZE RIS , TEEIRM
FHAG, REEFTEEERTMECEK,

+ App Runner X% Amazon ECR Public RIEH BB (EE ) BE,

E 1% Amazon ECR Public BiER&

B A LB B FEE £ Amazon ECR Public Gallery L2 8& Web ERRERNAZME , BT App
Runner #1178 Web fR#%, BEEERN A FEEBEEEAR LSHKEA App Runner MBI &, EALL
BIFAARGREE App Runner 8., MEBEMNFHEERN , 28 (Amazon ECR Public £/H &5 )
F#EF Amazon ECR Public Gallery,

aws

Amazon ECR Public Gallery

* Back

hello-app-runner

by AWS Container Servites DA Team
L’B 101K+ Downloads
Example container for AWS App Runner
xi6-64 ]
[P public.ecr.aws/aws-containers/...-app-runner:latest Launch with AppRunner
Report an issue [4

Updsted 2 months ago

K EERGEEE A App Runner IR¥E
1. ERGHEEEAEL , #ZFEFEH App Runner B&,

R App Runner R EEEFNBAERRIEBTHM. FRESSEREIRERFE , HP X
o PR RIS M ERACTEEEA,

2. MRLBRELETZRABTH AWS BEEUANEFSFEIRYE K SEEIZRAERLBETRN E
ﬁJZo %‘fﬁ , igﬂy%_1lna—“ﬁo

. HEEESR  HARGEARXERNERRRR., CERUTUEREGNEERR LRIE,
4. HE A6 LBETMEABBREFAES.
5. BET—% , BRERE 6 ARBERINIE,

fEREHRTE Amazon ECR Public FHI B 44
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AWS App Runner HBEABER
B Ei

App Runner EBX&7E Amazon ECR Public Gallery H# hello-app-runner €88 &, EATLIERAL
15| REAMR R I LIRS B E R App Runner fR#E, MEFFMER , 5528 hello-app-runner,
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LIRREXBAERA App Runner BR#

B LAE A BERMEE AT IRIESRIRER AWS App Runner REM MEE RS : RFRBANRKR
MG, ERFRERAM , App Runner BEEER/E. 17, ERNEHFTEHENERE., ZULER
App Runner B9 CI/CD ZhEEREBHI KRG REXNBHNEE, E App Runner RIBEFRF K c2EHBE
B (BEARRBERNE ) WAEFHMRAIZE RS App Runner BR#,

AEFNRARRBAERN R, IFURERREAERNBBEER , F2H ZHEERK.

FREEXTE 2 App Runner B Z2EN BN ERAERNERE. BLUE App Runner BB IEHEE
EFHRREE &% , AR BEHEREXNRITTERENESERTRRE. App Runner R IFHTREMN
ERMEGNENEARIEXBREERSG, AE , TSRS RIBLREGIHTERNERE.

App Runner RItEFNELERBEZENTEHE., ELEHTREPNES —EHSRENEHEENE
BEARMG , YAEAESHTRHEMRKEFEERG, STETEREASF[ABNEERL R, Hlm
Dockerfile,

AENFEBEF® App Runner XENEEFY A | ATANEXFGIRENRFTRASZENITHENZE
7L

FE

- FREXBRTERMYEE

- XIRA &%

« App Runner ¥ A

- ZEMITREREFERIESRE

o ZEHITHRAR App Runner 2
« £/ Python A&

« ffH Node.js ¥ &

- £/ Java ¥ &

- f£F .NET ¥4&

- A PHP ¥ &

- £/ Ruby ¥ &

- £/ Go ¥5&
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App Runner BB FHREANBFEEENRHEXNBRIPBHEHBRERE. App Runner ZEMERLA
BRABREEERME : GitHub M Bitbucket,

R HREERERLSE

EERFEWRIBHRBEESRBISEEZE App Runner BR#& , App Runner 8 2 HEMER, BEXRER
App Runner A EV KR , BSRMAERFMHEANKEFEE , | App Runner FEBEMNRIRTE
R

R

BRI ERBELEFPIRAERFHEEN. EEFER App Runner API = B AWS CLI , E#R =285l
NER, B% , B LA{EA CreateConnection APl BI{ERE I EAR, A% , B LAIEA CreateService
AP| B)ETE 2 3 R 7S H B R LB AR Y ARN,

HR B 8%

ERENREE , fE2RMRKFEE &, RIBEFERR , App Runner AR EENR B &M AREE
%, REREZERREBEREFEFFHERAENRABNEBERNNE. BEENRB TS HERRIR
B 83117, E& A App Runner APl 2 AWS CLI RE I 5 F#HRIER , IBE1E CreateService
UpdateService AP| BIEFIRERE B 8%, WMEFMER SR TEHNREE SEH,

WMFTE YT App Runner FRISHIFMER , 5F2 K the section called “E ", & App Runner E#REIFF
MEF , 2B the section called “E£R",

HR B 8%

E8HE Y App Runner fRI5E | ISR LARERIRE % , URBEFEND 3. #RRE SHWUNERES
REFEARANRABMNERBERNFHTER &EE. App Runner ERERMEA R E HIXEHITE
BMAB®S.

WARRESFBENEMARBTEREZNEBHE, NREREEEH , cERRARTEERERK ,
BAMEFERE &,

MRTEERITFEA&Z , CETNEERETEANRREHKER, EXERERMTELE , ERRZHE
FERAEXHNERRBTRE—RBRTEY. EERE—E—RFEEERIMNXZESME App Runner R¥ , 5
EEISERKRIEETENRIEFE &,
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AWS App Runner HBEABER

® Note
MRIERZE App Runner IRIEIEEH BRI IR E &% , EMEREE S E BB NRE,

MREEZFEEAapprunner . yaml{RERRERENBRBSE , FHCHERTENRIRE &KER
R,

NMRBEFBBERESEY , AEERREFTEXNEESBERXEDHE. ABRREFBEPH
PFIERBADNE, FELTHERFESNCENMZEEDNBINEE, NHEFMAER  F2H
Ry EBLERBEE S %

(® Note

MRER App Runner BRIEER PHP ZE#HTH , MEBGEEEERRBREFEANANKEREE
8% , SRR EREEN PHP STHEIRA, MEFHMER , FSBEER PHP ¥4,

App Runner 2B &

App Runner REFAAZBEARITREEZAZIELYTH. SEZEYTHH URECRIZENRIE
SRYTHRENRABRRZZENHTRSE. ELEAZIETHR , App Runner E# 3 & 1T HIR
BB, WEREREL Amazon Linux Docker MG AER YT ESRBEATHEH , UK — LT EMEAM
AR MEEMH. App Runner FALSESTHRGHARRMRSG , WHMELZNEARIERBREE
Docker B, A% , CEMBLIRE , LERSRTHITEN Web RE.

B8 A App Runner A H CreateService AP| BRIEE I RIEEF | LA LAFSE App Runner BR
BHHTHE, SEUUEEHTREBARARERNBN -2, ERXBREEFETEN App
Runner fAREERFFEA runtimeBRF . TEBTRHBN G EESAS <language-name><major-
version>,

App Runner BB XEERREEFHME , SRENBTHEENRAZIERE, IRENEAEXEE
BEMANZELNTIRE , B LA App Runner #HREEZRF M runtime-versionE@EZRIEE
To BAIUEEEMBHRNRAE , SEEEFRERA, App Runner SEH IR 1TRBETEIR
BRI ER,
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https://hub.docker.com/_/amazonlinux
https://docs.aws.amazon.com/apprunner/latest/api/API_CreateService.html
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X EHITREMRANKILEE

EXERSUTRENESRUEFUBEAESRE AL mBHRER (EOL) B , App Runner &
EERARES/KRIEXE, IRENBHEECEIREXENZERSIITRERS LBT , AIEAT
HIBRME

ESHTHRBMRANRIESE

- RAENBRBERENTERRERERE  BEGAEANATHEEEIRLEZE. T8, ©f8
ETBEREH. R2EARAIKMXENTIXENTRE LHT.

« PAAFEFEAREZEDTRHENRERE  EFTERRESRBERARLXENTRE.
- BACHCERLEXERHNATRBEILNRE.

ERRLEXERENFES RAMENEF

« MRENBRBRURRRESER | MTFREHZRBHRIE - DRI BE.

- MRENRERUARBENIBTAER  BFEMEHNREABUEAXENHITHERE, BE
ERM , 57E App Runner £ & HERZ ENHITRRBIMA, FH apprunner.yam| {HREIER
FruntimefI AL , SEMA CreateService/UpdateService APl #4E= 1aC T EXREXE runtime £
g, NEIENBTREBE K BSEAEDIARSERTRENRAERAEE,

« &, B LIE App Runner A BRMERREER, WHRFAER , FSRZEERE.

(@ Note

MREER Node.js 12, 14 = 16 B E Node.js 22 , i Python 3.7 = 3.8 BZE Python
3.11 , 57X Node.js 22 1 Python 3.11 E{EAIEETBEY App Runner ZERF , URHER
BEERENEE, BEEARZIRRER Y  EREREBT —HPNEEREFIES

TRIIBEEEELLEZEBBHN App Runner EH1THIMRA,

1T R App Runner # 1t 2 H Hj
Python 3.8 X EHE TR 2025 12 A1 H
Python 3.7 X ENH1TEHE 2025 12 A1 8
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AT R A App Runner #1£ 3 # B 8
Node.js 18 2 1B #1175 2025 % 12 A1 B
Node.js 16 X E 1T H 202512 A1H
Node.js 14 X EWE TR 202512 A1H
Node.js 12 X EN TR HE 2025 12 A1 8

NET 6 * 202512 A1 H

PHP 8.1 * 2025 £ 12 A 31 B

Ruby 3.1 * 2025 12 A1 H

Go1~ 2025 12 A1 H

* App Runner T2 A RENR (*) NATREBRTETAFHES AR, ELHTRE
T : .NET. PHP, Ruby 1 Go, MNRZERELHTHERE TERANBERE , BABRREHT TIH
h— @B

- MREA , FEENRBABRITENZIZEZIEHTERE,
« RE , FALRFVAITRHEREIZEBIT ARG , WFERA App Runner $26 2! iR # 19 1R IH #E 1T 0
£, BA[LL1E Amazon ECR HFEEE M &,

SZEHITHRAH App Runner A%

App Runner AEBIL A EZRAATRE LHTHEARARHUENNEZERF. LBFTRNEER
FEREEEENE, U8RV EAZARPIEKRE  REERTEARAAMENRHAENR,
EERmMAITRE,

BB HNEEBREFERISITEMN App Runner #82 | WS RHKREERFHE AR App Runner 8
B, AT ERBIZEEMIITREBEFLAMNESE , App Runner RS TRNBEEER R EHNTHREM
K, BEEHRITWEERS,

BME&# T EIA apprunner. yaml {ARER | RETRNAREFERENERARFDHAE
WiRHEZEMRBEEARANEE, EREMpre-run2H, RAMERAMREALSH , UK
UT&BhEEERNEMEREN.
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FMBABER

TRERAMLRRAH App Runner A2 E AR ERN

BEES T R R I B BT BT o

¥4

Python — [R A& F

Node.js — R A& #

Corretto — IR A& A

NET - JRAE R
PHP - [R&&E T,
Ruby - iR &
Go - [RA KA

@ Note

1T R B AR AN

Python 3.11 (!)
Python 3.8
Python 3.7
Node.js 22
Node.js 18
Node.js 16
Node.js 14
Node.js 12
Corretto 11
Corretto 8
.NET 6 *
PHP 8.1 *
Ruby 3.1 *

Go1*

BERRF

=ACH]

R3RHY
JRIRHY
=ACH]
=ACH]
RIGHY
JRI8HY
JRIRHY
JRIRHY
R3RHY
=388y
3R HY
3R89
R3RHY

HEFHNBITRESFERIEZERR, WEFHEA ,

BRI IEZE,

ZERITRERE, BASEEEREAXH  RBE

App Runner #&1E &
=

2025 % 12 A 1H

2025 % 12 A1H

202512 A 1H
202512 A 1H
202512 A 1H

202512 A1 H

2025 12 A 1H
202512 A 31 H
2025 12 A 1H

2025 % 12 A 1H

52 Bthe section called “S & # 1T

ZEHITHIMRAH App Runner {82
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/A Important

Python 3.11 - §{AfE A Python 3.11 SEHTHENREEZEERE  RMARESERER. 0F
HHENR , FF2E Python FAXTBEBEHTRERAHN WA

App Runner ZBEMBBHFMEA
ELKERAEXERBECERABITHEENBRMATHE , SR ERRSEREARE,

ATREHEEBEZEENRE , RMSLRBEES App Runner HBRFSTTHEN SRR, BETREME
F—EEH , RATERFE-LAREM RBENBEBM.

&% App Runner {82

[R# App Runner ERREXNEZERFERIA AWS CodeBuild fR#E. #1452 1EE CodeBuild IRIFFT
KENF B, LT Docker EERFEFEAEARN App Runner 2 E#HTHIR G AE RIS,

— RS RMT -
1. £ CodeBuild FREIMRGH I Tpre-buildiH,

iEpre-buildm S REAN. EMAsEEapprunner. yamlBEERPIEE,

2. E L —ESBHMEREMREG LR CodeBuild #1Tbuildiw.

build i S _RY4EMN ., ©AIEE App Runner £# 4. App Runner APl S apprunner.yamlfi
EERPEE.

3. #1117 Docker #H22 , RIFFEF 2 MEITHRZEY App Runner 32 E#1THIMU G E £ &,

4. REMESR 2 PEENREER/appBE . BRVEERERMELSR 3 PELEM App Runner 3
EHTHRERVRE,

5. EEAHR App Runner EHTHMRG EBR#ITbuildii©. BMEBRATAESD T , #REM
HESER 4 HERN /app B HHPNFHREXBTELBER M. App Runner R EIF LRG|, BT
BERPHITER Web BRFS.

build R RYEMN, BT LLTE App Runner £3###& ., App Runner APl Sapprunner.yaml#i
REERPIEE,

6. £ ER 2 19 CodeBuild BGA#1Tpost-buildiFo
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iEpost-buildim T RZAMN. EMRABEEapprunner. yamlBEBERFIEE,

BEBTHE , App Runner %58 5 SBEEEH App Runner ZEHTHIMEG , LERBTHITEN
Web Hﬁi%o

1857 H App Runner #A2

EIIRNEBEREFL L —BMANRERERFERBEEANER, ©HERT ERFAERTRENEE
WTHNEE, CUERVLAZHBINERRG , RESVTRARAMENREERS. ZEMM
MEITRE,

WEEBRFEH Docker ZREBREE. —MREFTZRNOT -
1. BERE — 7 App Runner Z2EMR Gz LB #1T pre-build# build@=#Y Docker BEFRE

Fo
a. SEAENRBBERE /appH #.

@ Note
It /app B $% 2 1E Docker AN S ERERFIEEAITER &

b. #1T pre-build &%,

Etpre-buildiHREAN., ©MRABEEapprunner.yamlBRBERFPIEE,
C. ﬂ?TbUlldﬁ‘%o
build G S RY4EMN, B AL App Runner £3#2&. App Runner API
Happrunner.yaml {HEEERFIEE,
2. HEREE — EESREFPAREME , EWEL App Runner BIITREAER,

a. #&/app B &R LRIV E B RERIFTNNITRE, ESRENEAEXRBENBN L —@ER
BREVEER Mo

b. #i{Tpre-runivt, MREFEMFEA buildm TR /app B HABHBTHREG , FEMHERD
MBS Eapprunner. yamlBRERE R E R,

ERBET XEEFTEM App Runner EE MBI AN S E,

Epre-runm T 2EAN. ©MREEfEapprunner. yamlHEERPIEE,
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® fm&t

* pre-run WHEREITNERRE. WRENRBERAERRKEENNITHRA
AARENEEAEESR.

s MBREBAEEMA buildiSENR/app B ENNEMRE , IFEEE Epre-runis

AL
To

. BERME — KRB EtEERBREEY M Tpost-buildiF.
a. £ /app B #F#1Tpost-build@ T,

iEpost-buildim S REAMN, BEMRBEEapprunner. yamlAEERPIEE,

BETKE , App Runner EESHBFHTIRE , LERRPHITER Web BRES.

(® Note

BRERBRFapprunner.yamli¥ , BFIREE HTERFMNenvER., BIESR 2(b) #2
ZMpre-runm TSBURBITERP , BEIEABTERTH env BERRERE, &
Epre-runi T RAESZHEEREBEERTEENenvEBE, MEFMENR , F28 App
Runner #RBEREHHTEERFH .

BREENRBFR

MRENEARAREREMEFIRZ— , AEFEEEBH Epre-runid T RIENEERRE,

- MREBEEFEH buildinHiEH/app B HANEMAR,
- MREFEHTbuildB SR , MEUMENIRE. ERFETSENER, BAZEWERET
BEZM.

/app B AN IEXK

« 1E5T# 1 App Runner 22 REREHWERERNE /app B &I BHEAM,

. #&FEapprunner.yamliE®=, App Runner API 5 App Runner T2 A RENGSHETE /appB &
PESEBRERMD.

o IBOLMEM pre-build, build# post-buildis , AERFTERE K MEMLA /app B &,
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- MREHNEREATE BBE—SBURBEENBG , B LUE /app B#EHFERFpre-run®
Tapprunner.yaml, MFEFMHEF , FSBEEAEEBEZRRE App Runner RIEEE,

#1Tbuildin T MIX

« 7% App Runner i ZE€#1Tbuild® SRR , BEESR 2 PHIT , ARBRES R 5 PH1T,
18571 App Runner A2 TS EHEE K MEREHTbuild®t—K. WRENERAEXEX
HbuildBFHTRAELSENER |, 1E5T#M App Runner #HR S M pre-run 2HBX
EEMATHRGSHNRE, EEMERBHEENERARTA,

£/ Python ¥ &

/A Important

App Runner #&1 2025 £ 12 A 1 B&R¥ Python 3.7 Hl Python 3.8 (I &, MERZEE
HHEF , 5520 the section called “ZEHTRBMRANRKRIESE,

AWS App Runner Python £ &R ZEHTH. SEITRHEETRERIR Python RRAEH Web FE
ARABRREENHNTARR. EZLFA Python FITHIRF , App Runner {32 & Python #1117 Hi MR 554
. BLBRIKEL Amazon Linux Docker BUGAERE | B& Python IRANEITREES, , UR—LETER
HMWHEKMEES. App Runner FALZEHTHREHMAERMRSG  YHELZNEARIXEIBR
E(& Docker Biff, A% , cEHBUHME , LEBHFPHITEN Web IR,

B8 A App Runner A H CreateService AP| BREE L RIEEF | BT LAFSE App Runner BR
BHHTHE, SEUUEEHTREBARAERNBN -2, ERXBREEFETEN App
Runner fAREERFFEA runtimeBRF . TEBTRHBM W EBEHAS <language-name><major-
version>,

WEA MM Python STHRBMARA , 552 B the section called “MRANEA S

App Runner B EBXRHNESREEFR , SRENVBTRHEEHRARIIEE, MRENVEARIEE
BERANZSEANTER , B LER App Runner BREEZE S M runtime-versionBBRFRIEE
To BUUEHEFMBEMRNIRAE , BEEEFRERA., App Runner R E¥ RN HITREBETRIK
L EE

Python TR BIFIMRAEE L : major[.minor[.patch]]
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https://hub.docker.com/_/amazonlinux
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5l - 3.8.5

T OB RERAEHTE

« 3.8 - SHEFEMREMA, App Runner LEEFIEHER MRS,
« 3.8.5-HEZTHEBBERRE. App Runner & E HIEHI 1T B R RR AN,

FE

« Python ¥4THAfHAE

o $FTE AT HF B MRS AY B AY
« Python #i1TRF R E 4l

* Python B{THRE1TEM

Python 1T HiE &

ELREZEYTRER SHUXAZTIORERENHTH T, BUUEEYREHN App Runner fz#
R ETM. BAUERATIIE P —FESEZRITIERE

- £/ App Runner 24 - TRV EFREERSIEENREEEERPIEET D,

- f£F App Runner API — FERY CreateService 5 UpdateService API &4E, M
CodeConfigurationValues & ¥ EH# BuildCommand# StartCommandX EIEEM S,

- FREEER -ERZ-(EARERREE—IZEEETS , UKARMBEARIXNE—#1TH
T, BEEHMBEANBEREERE.

REMEEERZZAN, ERFEATEAEE APl 23 App Runner RIEEF |, BT LAFEE App Runner £
B REEHEBERIGEMERRE.

45 TE B 1T B R AR S RO PP LY

(® Note

App Runner REERB T HHTRERAANTEAEXNERRERSF : Python

3.11. Node.js 22 # Node.js 18, MRENEABRNEEF —EHTRHERE LBT , FSHE
ZEHITHIRAT App Runner #8722 ST ZERFNFMAEN. EAMEEHTER
BRANEARRTERIFE K mMASEECRARERERR.
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Python 3.11 ( E1&3] App Runner f8% )

§¥1 2 & Python 3.11 1T , £ apprunner.yaml FEA T HIERE,
c BEREEPHruntime£MWERE S python3ll

Example

runtime: python31ll

- fEF pip3M3k pip REMA M,
- ERApython3fi#ZEEEmMIE python,

« Bpre-run@ S Tpip3RERER . Python B /app B H2AREMAM. BR App Runner &
&H¥f Python 3.11 #ATIEET &K App Runner #2 , EtLiEB apprunner.yaml EREEEERFH
BSTE/appE EALRENEMABTHEER, WEFMHEN , FSEIEETEM App Runner A2,

Example

run:
runtime-version: 3.11
pre-run:
- pip3 install pipenv
- pipenv install
- python3 copy-global-files.py
command: pipenv run gunicorn django_apprunner.wsgi --log-file -

MEFHMENR  FSRATERRERMN Python 3.11 IERAEERE I,

Python #4417 i & £ 41

T oI RAREBMEIT Python BRIFH App Runner {BEERE R, H%& — A& 2% Python fE
AR ERBRENE , B LEEE Python 1T EE R,

(® Note

ELEHH P FEANRTRBRES 3.7.7 M 3. 11#B T ERRATREERANRAR, W
FERHMZER Python #ITHRRA , 552K the section called “hRAEFH",
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/) Python #HRERE R

I EBBIRE R T A E Python SETRBEANSK/NMAEBEZR. WF App Runner £ A &K/NMEREE
LT HERER |, 532 the section called “4ARERE = &40,

Python 3.11 £/ pip3M python3ii &, MBFMENR , FSRAETEREEM Python 3.11 IEFERE
R,

Example apprunner.yaml

version: 1.0
runtime: python3
build:
commands:
build:
- pip install pipenv
- pipenv install
run:

command: python app.py

% Python fHRERE R

e HIBRERRSR Python ZEHTRHENFAEEREEER,

(® Note

BLHAFPEANTHEBRAR 3.7. 7, BUUKEBRRAZEEFEANKRE. IFEHHX
EH Python BTHIARA , 55288 the section called “MRAE ",

Python 3.11 £/ pip3M python3ait. MFFHMENR , FSEREEHEZM Python 3.11
ERAEREREN,

Example apprunner.yaml

version: 1.0
runtime: python3
build:
commands:
pre-build:
- wget -c https://s3.amazonaws.com/amzn-s3-demo-bucket/test-1lib.tar.gz -0 - | tar
-Xz
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build:
- pip install pipenv
- pipenv install
post-build:
- python manage.py test
env:
- name: DJANGO_SETTINGS_MODULE
value: "django_apprunner.settings"
- name: MY_VAR_EXAMPLE
value: "example"
run:
runtime-version: 3.7.7
command: pipenv run gunicorn django_apprunner.wsgi --log-file -

network:

port: 8000

env: MY_APP_PORT
env:

- name: MY_VAR_EXAMPLE
value: "example"
secrets:
- name: my-secret
value-from: "arn:aws:secretsmanager:us-
east-1:123456789012:secret:testingstackAppRunnerConstr-kJFXde2ULKbT-S7t8xR:username: :"
- name: my-parameter
value-from: "arn:aws:ssm:us-east-1:123456789012:parameter/parameter-name"
- name: my-parameter-only-name
value-from: "parameter-name"

&3 Python #AREHEZE — Python 3.11 ( FEFAEETHIEE )

WEHBERE PEAFMEHERESBEE Python 3.1 SEHTHME. apprunner.yamlt&HIEE
pre-runEE , BALRAR Python fERIEETIBAY App Runner &,

REEEFTEW App Runner A2 S 18 pre-run 28, NMREWEREXFERARLS App Runner 182
SENBTRBRE , FOBLESERALZNABERT, NEFHAEH BRI EFTHRAEAM
App Runner A%,

(® Note

ELEE G PERANBTRBIREA 3. 1148 AR A LB EFEANKRE, IESHZE
89 Python #11THIMRZAS |, 582 B the section called “MRANE ",
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Example apprunner.yaml

version: 1.0
runtime: python31l1l
build:
commands:
pre-build:
- wget -c https://s3.amazonaws.com/amzn-s3-demo-bucket/test-1lib.tar.gz -0 - | tar
-XZ
build:
- pip3 install pipenv
- pipenv install
post-build:
- python3 manage.py test

env:
- name: DJANGO_SETTINGS_MODULE
value: "django_apprunner.settings"
- name: MY_VAR_EXAMPLE
value: "example"
run:

runtime-version: 3.11
pre-run:
- pip3 install pipenv
- pipenv install
- python3 copy-global-files.py
command: pipenv run gunicorn django_apprunner.wsgi --log-file -

network:

port: 8000

env: MY_APP_PORT
env:

- name: MY_VAR_EXAMPLE
value: "example"
secrets:
- name: my-secret
value-from: "arn:aws:secretsmanager:us-
east-1:123456789012:secret:testingstackAppRunnerConstr-kJFXde2ULKbT-S7t8xR:username: :"
- name: my-parameter
value-from: "arn:aws:ssm:us-east-1:123456789012:parameter/parameter-name"
- name: my-parameter-only-name
value-from: "parameter-name"
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S5ERX Python FERE R RIR

L EB 51 BN IE AT LAERE B Python F{THBRISAYSTR Python BABEA N RBENR,

Example requirements.txt
pyramid==2.0
Example server.py

from wsgiref.simple_server import make_server
from pyramid.config import Configurator

from pyramid.response import Response

import os

def hello_world(request):
name = os.environ.get('NAME')

if name == None or len(name) ==
name = "world"
message = "Hello, " + name + "!\n"

return Response(message)
if __name__ == '__main__"':

port = int(os.environ.get("PORT"))

with Configurator() as config:
config.add_route('hello', '/'")
config.add_view(hello_world, route_name='hello')
app = config.make_wsgi_app()

server = make_server('0.0.0.0', port, app)

server.serve_forever()

Example apprunner.yaml

version: 1.0
runtime: python3
build:

commands:

build:
- pip install -r requirements.txt

run:

command: python server.py
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Python #1417 #1317 &7

/A Important

App Runner A& 2025 £ 12 A 1 B#& R ¥ Python 3.7 l Python 3.8 I &, MERZEMG
& , B2 the section called “Z B # TR BRI IETE,

AREESHH App Runner X/ Python B11THAIMR AR TBFME A,

X ENHITREMA — 85T E App Runner {82

HITRERE IRERRAS

Python 3.11 (python311)  3.11.14

3.11.13

3.11.13

3.11.12

3.11.11

3.11.10

3.11.9

3.11.8

3.11.7

® fs&E

BENEHS

SQLite 3.50.2
SQLite 3.50.2
SQLite 3.50.1
SQLite 3.50.0
SQLite 3.49.1
SQLite 3.46.1
SQLite 3.46.1
SQLite 3.45.2

SQLite 3.44.2

* Python 3.11 - R Python 3.11 ZERTRENRBREERE K BARMUBERR. W

BEMMET , FSH Python FA TEB TR FUHE .

IRAEF
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« App Runner ARIE RN EETEHTRBREREITRNEERERF. Rt , BEEAXXHF
NEHEEHTHEEISEETH App Runner #AZF R App Runner A2 SE, MEFHMAE

A, B2E TEHITHMARN App Runner #A%,

TEAMITRBRZA — R App Runner #2

BITRERE

Python 3 (python3)

@ Note

IRERRA
3.8.20
3.8.20
3.8.20
3.8.16
3.8.15
3.7.16
3.7.16
3.7.15

3.7.10

BENEHS

SQLite 3.50.2
SQLite 3.50.1
SQLite 3.50.0
SQLite 3.46.1
SQLite 3.40.0
SQLite 3.50.2
SQLite 3.50.0
SQLite 3.40.0

SQLite 3.40.0

App Runner RZIE RN RBETEHTRERKEITERNEERF. Rit , BEEAXHH
REEHPEINSEITH App Runner AEF RS App Runner B 2E, MEFHER ,

E2E0 ZEHTHRAT App Runner 8%,

IRAEF
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£/ Node.js ¥ &

/A Important

App Runner &1 2025 £ 12 A 1 B# R ¥ Node.js 12, Node.js 14, Node.js 16 1 Node.js
18 WXEB, MEBBNFMEN , 552M the section called “FEHITHRRANKR I,

AWS App Runner Node.js AR ZEHNTH . SEBITEBH A ELRIE Node.js IRAFEA Web
FRARXNEERRBNHTARS. BEM£MH Node.js #1THIEE , App Runner %32 % Node.js #{THIM
BB, LLBREREL Amazon Linux Docker B AER | /B & Node.js RAFM —ETENHTREE
. App Runner fEA It ZEHTHMGMAERRG  WHIBENWEAREXERXTBTREE Docker IR
B, A%, CERBUMEG , LERSZHHTEN Web BRFE.

B ME A App Runner A5 CreateService AP| BEE M RIEHF |, LA LU E App Runner BR
BHETRE, ZHATAEEHTREMARAERNBN -8B, EEXNBREEPITEN App
Runner fHEEERAP A runtime AR T, SEHTHBMNWRESIA <language-name><major-
version>,

WFEA MM Node.js HITREBBMIRA , 552 the section called “MRAEA,

App Runner 8 EBXIBBLREEFHE , KRBV BTRHEBERARTRE, MRENEARIEE
BERANZENTER , B LUEA App Runner BEEREZEHH runtime-versionBBRFRIEE
To BUMBEEFMBEMRORA , BIEEEFIREMRA., App Runner R ¥ R HITRBHETRIK
BRI ER,

Node.js HTEEEMARATEL : major[.minor[.patch]]
Bl - 22.14.0
T & RERRASSHTE -

e 22.14 - HEETEMXRERA, App Runner REEFHISHE X RA
« 22.14.0 - HEZHEMBHBERNRA. App Runner T2 E F B E1TEF B ARA

3]
 Node.js #1THIAERE
o $SEHITREMRAHY R LY
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AWS App Runner HBEABER
 Node.js #1TRE £l
 Node.js #ITRBERAEEFA

Node.js ¥ 1THR#E&E

ERREZERTRER  SUXEEIORERENHTHT. BUUEEIREH App Runner B

REXETM. BAUEATIHP —EHEZBITIERE

- £/ App Runner =14 - ERVEFRERLESIEBNREEBEERPIEET T,

- £ App Runner API — BERY CreateService B UpdateService API 4, £
CodeConfigurationValues B ¥R BuildCommand# StartCommand X EIEEHR T

- FREEER -ERZ=(ERERREE —RNZEEESS , ARARBBERAEINE —#TH
T, EEHMBERANBEREERE,

RAAEERERZAN, EXFEATIEAT API 23 App Runner BRIEE | BRI LUEE App Runner &
B REERASERIEGEMNARERE,

B2 EA Node.js BIITHFRE , BB AT AEARRF#FERpackage. jsonB#&FE A B JSON X
REREREMNHTER, FRALLER  EALERE Node.js BIZiRA, HEMEHANEESS (B9
FIFEAER ). npm B yarn SEHEHEESEBHERBEAHGTNE A

Hlgn

« npm install £ A Z %M dependenciesHl devDependenciesHiBiE &R EHpackage. jsono
 npm start & &npm run start#{T Fscripts/startEIBEZN B Spackage. jsone

LA R &8 package. json &R,

package.json

"name": "node-js-getting-started",
"version": "0.3.0",
"description": "A sample Node.js app using Express 4",
"engines": {
"node": "22.14.0"
},
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"scripts": {

iy

"start": "node index.js",
"test": "node test.js"

"dependencies": {

}I

"cool-ascii-faces": "~1.3.4",
"ejs": "A2.5.6",
"express": "~4.,15.2"

"devDependencies": {

}
}

mE WEEMEHApackage. json ,

"got": "A11.3.0",
"tape": "74.7.0"

55289 npm Docs #uh E#YZE T package.json &R

© #%

- MNREWpackage.jsontERESR T startin T , B A LUE App Runner #RBE R HA

Erunts s , W SEHIFTR,
Example

package.json

"scripts": {
"start": "node index.js"

apprunner.yaml

run:
command: npm start

E&npm install E FEIRIRPEIT B , npm FE L B2 package-lock.json, WERT
SRR ENEHFRAE npm BIRB, 2% , & npm ZREHRGHEE , CE2FERAELRIIRAE,
MRBLZEHE yarn , EEEI yarn.lock BR, SELERERZERRBHEE , LIBRRE
E’\J@FﬁﬁiﬁEié&ﬂlﬁ?&%ﬂiﬂﬂﬁﬂ’ﬂﬁ{ﬁﬁmﬂ&o
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o« BRI LAEA App Runner #ERERE RREXE Node.js RAMBB T T. ERERMEF , S
EEEEE T EZpackage.json., FMnodeliApackage.jsongd App Runner #H%&
EBRAruntime-versionfEHREEH App Runner ZE R KK,

45 TE 9 17 B ) Al AS RO PP LY
Node.js 22 #1 Node.js 18 ( E&&] App Runner % )

App Runner RESRBETIHTREBRABTEARINERRERF  Python 3.11, Node.js 22
M Node.js 18, MRLNWEARRNERP —EHTRBRALHT , FSE TEHTHREH App
Runner fH2 UEVSETEBRFNFMET. FAMBHGORTRHBRANEREXTEZIRE ,
mEgREFEARKEERRF.

Node.js $117 B R 5451

T5EEHIFERAREEMHIT Node.js BRIEHY App Runner fBEERE SR,

® Note

EEEHhERANBITRRERES 22.14.0, BUUEERRAGEEFRANKRAE, NESH
S EH Node.js B1TRFEIRZA , 552 the section called ‘R E "o

&’ Node.js #HRERE R

L E B R IR T LA B Node.js SEHTHEFERANR/DMERER, WE App Runner A H/NARERE
ZTMMRER , 52/ the section called “4HRERE =& 41",

Example apprunner.yaml

version: 1.0
runtime: nodejs22
build:

commands:

build:
- npm install --production

run:

command: node app.js
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B Node.js #HRERE =

It €8BI R RHEEL Node js ZEHTRFEEAMBEREER.

® Note

EEEHhERANBITRRERES 22.14.0, BUUEERRAGEEFRANRAE, NESH
S EH Node.js BITHRFEIRZA , 552/ the section called ‘MR E "

Example apprunner.yaml

version: 1.0
runtime: nodejs22
build:
commands:
pre-build:
- npm install --only=dev
- node test.js
build:
- npm install --production
post-build:
- node node_modules/ejs/postinstall.js
env:
- name: MY_VAR_EXAMPLE
value: "example"
run:
runtime-version: 22.14.0
command: node app.js

network:
port: 8000
env: APP_PORT
env:

- name: MY_VAR_EXAMPLE
value: "example"

&7 Node.js #HRERE R — Node.js 22 ( ERIERTAVAAE )

LEGIERER P EE Node.js ZEHTHENWFTEHEEESI®, apprunner.yamlt&EHlEE pre-
runEE , BALMRAH Node.js EAIERTIBAY App Runner #H2,

Node.js #i17 B & 1451 68
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REEETEM App Runner S %18 pre-run 28, MRENERRERNFEAFRE App Runner #82
TENHTRBERA  B28LSERALNERERS, NEFAER  BF2EAZTEANTHRAER
App Runner fA%,

(® Note

BRI TR IR A B 22. 14. 04 BTSSR BLEREEANIRE, NERH

PIAVA ™ HX

XMW Node.js B1TRREMZS , 552 B the section called ‘MR A&,

Example apprunner.yaml

version: 1.0
runtime: nodejs22
build:
commands:
pre-build:
- npm install --only=dev
- node test.js
build:

- npm install --production
post-build:
- node node_modules/ejs/postinstall.js
env:

- name: MY_VAR_EXAMPLE
value: "example"
run:
runtime-version: 22.14.0
pre-run:

- node copy-global-files.js
command: node app.js
network:

port: 8000

env: APP_PORT
env:

- name: MY_VAR_EXAMPLE

value: "example"
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Node.js FE A NIEH Grunt

Lt EI R BA AT EX EE A Grunt BIEHY Node.js AN . Grunt a5l JavaScript EHE 178
THTEEMHTIRLEEEFBEL , URDARER, F£H8 npm KEMEE Grunt M Grunt S HE
Xo BALUEBERBRFEFEMNRE HPITE Gruntfile. js BRREE Grunt,

Example package.json

"scripts": {
"build": "grunt uglify",
"start": "node app.js"
1,
"devDependencies": {
"grunt": "~0.4.5",
"grunt-contrib-jshint": "~0.10.0",
"grunt-contrib-nodeunit": "~0.4.1",
"grunt-contrib-uglify": "~0.5.0"
1,
"dependencies": {
"express": "74.15.2"

}I

Example Gruntfile.js

module.exports = function(grunt) {

// Project configuration.
grunt.initConfig({
pkg: grunt.file.readJSON('package.json'),
uglify: {
options: {
banner: '/*! <%= pkg.name %> <%= grunt.template.today("yyyy-mm-dd") %> */\n'
},
build: {
src: 'src/<%= pkg.name %>.js',
dest: 'build/<%= pkg.name %>.min.js'

}
1)

// Load the plugin that provides the "uglify" task.

Node.js #i17 B & 1451 70
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grunt.loadNpmTasks('grunt-contrib-uglify');

// Default task(s).
grunt.registerTask('default', ['uglify']);

};

Example apprunner.yaml

(@ Note

S EiflhEANBTIRRERES 22.14.0, BULEERRAGEEFANKRAEA, NMESH
X EW Node.js B1TRBEIMRA , 552 B the section called “HRAEFA",

version: 1.0
runtime: nodejs22
build:
commands:
pre-build:
- npm install grunt grunt-cli
- npm install --only=dev
- npm run build
build:
- npm install --production
run:
runtime-version: 22.14.0
command: node app.js
network:
port: 8000
env: APP_PORT

Node.js #1T B R A&

/A Important

App Runner #$H 2025 F 12 A 1 B&R¥ Node.js 12, Node.js 14, Node.js 16 1 Node.js
18 IR B, MERBANFMEDNR , 5520 the section called “SZEHTHERANKRIETE,

FES ) —



AWS App Runner HBEABER

@ Note
App Runner WIREZABEREHTHEANEMEIECHEINHFRAXE (LTS) ERAFT
ARHEZEMENHEALTHE, EXELEERT , App Runner JREEEHTREXENTE
S i #end-of-support Bz % , BETRENZEALE—RERHAB. EERFINEFIATEE

REEREITHEANIE  URHEFAREETER

AREEY|H App Runner X Node.js BT BEIMAH TEFMER,

X ENHITREMA — 85T E App Runner {82

HITREARRE NE-JTES BENEH

Node.js 22 (nodejs22) 22.211 npm 10.9.4 , yarn 1.22.22
22.20.0 npm 10.9.3 , yarn 1.22.22
22.17.0 npm 10.9.2 , yarn 1.22.22
22.16.0 npm 10.9.2 , yarn 1.22.22
22.14.0 npm 10.9.2 , yarn 1.22.22

(® Note

App Runner ARIEEMNEFETEHTHEBREMEITRNEERF. At , BEEXRHH
BEEHPEIMEFTEMN App Runner fAZ2 R R App Runner AN ZE, MEFMEERA |

2B ZTEHTHMRAF App Runner #82,

S ENFITRBMRA — E5TRH App Runner 12

HITREAR NE-JTEN BENEH
Node.js 18 (nodejs18) 18.20.8 npm 10.8.2 , yarn 1.22.22
18.20.7 npm 10.8.2 , yarn 1.22.22

IRAEF
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HATHREARE IRERRA BENEH
18.20.6 npm 10.8.2 , yarn 1.22.22
18.20.5 npm 10.8.2 , yarn 1.22.22
18.20.4 npm 10.7.0 , yarn 1.22.22
18.20.3 npm 10.7.0 , yarn 1.22.22
18.20.2 npm 10 , B#R *
18.19.1 npm 10 , B#R *
18.19.0 npm 10 , R *

T ENBITRBMRA — K% App Runner 8%

BITREERE IRERRA BENEH

Node.js 16 (nodejs16) 16.20.2 npm 8.19.4 , yarn 1.22.22
16.20.1 npm 8.19.4 , E#R *
16.20.0 npm 8.19.4 , E4R*
16.19.1 npm 8.19.4 , E4R *
16.19.0 npm 8.19.4 , B4R *
16.18.1 npm 8.19.4 , BHE *
16.17.1 npm 8.19.4 , B#E *
16.17.0 npm 8.19.4 , B#E *

Node.js 14 (nodejs14) 14.21.3 npm 6.14.18 , yarn 1.22.22
14.21.2 npm 6.14.18 , R *
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HATHREARE IRERRA BENEH
14.21.1 npm 6.14.18 , 4R *
14.20.1 npm 6.14.18 , MR *
14.19.0 npm 6.14.18 , 4R *
Node.js 12 (nodejs12) 12.22.12 npm 6.14.16 , yarn 1.22.22
12.21.0 npm 6.14.16 , ER *

£/ Java F A&

AWS App Runner Java ¥ 8 RRMUZEHNITH. SEMITREE A ZZIBE Java lRAER Web ERATE
RBRBBNHTES. BEMER Java HI1THIEE |, App Runner 8%/ 2 & Java HITHIM GBI, LbAR
LA Amazon Linux Docker BREG AR | WIS Java RANHTHEBEGM—LTE, App Runner
FALZEHTHRGBAERMSG  UHEEANEARIXEXNBRERE Docker M, A% , ©EE
FBHMEG , LEBBFFHITEN Web IR,

B2 App Runner 312 A5, CreateService API I#EE L RIEE , B LAEE App Runner i
BHHTHE, SEUUEEHTREBARAEIBN -2, EBRABREEFESEN App
Runner fHREERPHEMA runtineBRF . TEHTRENGBED A <language-name><major-
version>,

BEl , fTEXEMN Java #1TEREIELL Amazon Corretto B ER, MEAEMY Java FITHE B
&K | 5F2E the section called “fRA~E ",

App Runner B EBRHNESREEFR , SRBNBTRHEERAZIIEE, NRENEARIEE
BERANSENTER , B LEA App Runner fBEEREZF M runtime-versionBB@&FERIEE
To BULHEFMERNRAE , SEEEFRXERAE, App Runner R ¥ IRIEH B TR EHITBIR
BRI ER,

Amazon Corretto 17 &5 Y hix 455 5

AT B i 5

corretto11 11.0[.openjdk-u 11.0.13.08.1
pdate [.openjdk-b
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AT HFE B il
uild [.corretto-specific-

revision ]]]

corretto8 8[.openjdk-update [.openjdk- 8.312.07.1
build [.corretto-specific-
revision ]1]]

T 5 €5 RERRAHE :

« 11.0.13 - $4F Open JDK EH XA, App Runner REFE # Open JDK F Amazon Corretto 15K
fHE,

« 11.0.13.08.1 - $HEZHEMRA. App Runner N & HIEHI 1T B AR AN,

£ |

- Java #1THAAHAE

- Java #1THG R £ 5

- Java BATHARR A& A

Java ¥ {THIAE &

ELEEZEHTHEE  KEULAZTORERENINTH T, BRUERILRER App Runner fR#

RRXETM. BAUFEATIEHP —FELEBITIERE

- £/ App Runner 24 - TRV EFREERSIEENREEEERPIEET T,

- {8 App Runner API — FERY CreateService 5 UpdateService API /&, fEH
CodeConfigurationValues & #$EH# BuildCommandf StartCommand X EIEET T

- FREEBER -EEZ=-(ARERREE—IZEEEWT , ARARBRBERAEXNE—#TH
T, EAHMBAMNMERERE,

REUEERRIRAN, BEEATRAR AP RI App Runner BB , LA LIEIE App Runner %
BYRERHEEEERECNERRE.
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Java #1T B ) & 45

TR AR BRBEMIIT Java IRIEH App Runner B R, K& — IR TE Java EARE
NIRRT , BRI LLEBE E Corretto 11 317 B 8 AR #S o

(® Note

EEEF R ERANBTHBERAS 11.0.13.08.1, BALEERRASEEFHANRA, W
EEMIERN Java HITHIRA , 552 E the section called “hNRAE A

&/ Corretto 11 {HRERE =

Lt &35 B R SR ] LUREEL Corretto 11 SEHTREFEANZR/DERER, MFE App Runner fEAZ A
REERFIERER , 520 .

Example apprunner.yaml

version: 1.0
runtime: correttoll
build:
commands:
build:
- mvn clean package
run:

command: java -Xms256m -jar target/MyApp-1.0-SNAPSHOT.jar .

& Corretto 11 HEERE =

e g5 R S AL A PR B AR RE S IR FEEL Corretto 11 ZEHITRMA.

(® Note

ELEH P ERNATREARER 11.0.13.08.1, BRI EBRAZEEFRNRE, W
FEBRWZEN Java BITHIRAE , 5528 the section called “WRAEFH",

Example apprunner.yaml

version: 1.0
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runtime: correttoll
build:
commands:
pre-build:
- yum install some-package
- scripts/prebuild.sh
build:
- mvn clean package
post-build:
- mvn clean test
env:
- name: M2
value: "/usr/local/apache-maven/bin"
- name: M2_HOME
value: "/usr/local/apache-maven/bin"
run:
runtime-version: 11.0.13.08.1
command: java -Xms256m -jar target/MyApp-1.0-SNAPSHOT.jar .

network:
port: 8000
env: APP_PORT
env:

- name: MY_VAR_EXAMPLE
value: "example"

52X Corretto 11 FERARE R KR

L& FEREE Java ERAREXWERHBRERE , B/ LLEE Z Corretto 11 #17BE RE -

Example src/main/java/com/HelloWorld/HelloWorld.java

package com.HelloWorld;

import org.springframework.web.bind.annotation.RequestMapping;
import org.springframework.web.bind.annotation.RestController;

@RestController
public class HelloWorld {

@RequestMapping("/")

public String index(){
String s = "Hello World";
return s;

Java BT BRI &I
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}

Example src/main/java/com/HelloWorld/Main.java

package com.HelloWorld;

import org.springframework.boot.SpringApplication;
import org.springframework.boot.autoconfigure.SpringBootApplication;

@SpringBootApplication
public class Main {

public static void main(String[] args) {

SpringApplication.run(Main.class, args);

Example apprunner.yaml

version: 1.0
runtime: correttoll

build:
commands:
build:
- mvn clean package
run:
command: java -Xms256m -jar target/HelloWorldJavaApp-1.0-SNAPSHOT.jar .
network:
port: 8080

Example pom.xml

<?xml version="1.0" encoding="UTF-8"7?>
<project xmlns="http://maven.apache.org/POM/4.0.0"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemaLocation="http://maven.apache.org/POM/4.0.0 http://maven.apache.org/xsd/
maven-4.0.0.xsd">
<modelVersion>4.0.0</modelVersion>
<parent>
<groupld>org.springframework.boot</groupId>
<artifactId>spring-boot-starter-parent</artifactId>
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<version>2.3.1.RELEASE</version>
<relativePath/>
</parent>
<groupId>com.HelloWorld</groupId>
<artifactId>HelloWorldJavaApp</artifactId>
<version>1.0-SNAPSHOT</version>

<properties>
<java.version>1l</java.version>
</properties>

<dependencies>
<dependency>
<groupId>org.springframework.boot</groupId>

<artifactId>spring-boot-starter-data-rest</artifactId>

</dependency>

<dependency>
<groupld>org.springframework.boot</groupId>
<artifactId>spring-boot-starter-test</artifactId>
<scope>test</scope>
<exclusions>
<exclusion>
<groupld>org.junit.vintage</groupld>
<artifactId>junit-vintage-engine</artifactId>
</exclusion>
</exclusions>
</dependency>
</dependencies>

<build>
<plugins>

<plugin>
<groupld>org.springframework.boot</groupId>
<artifactId>spring-boot-maven-plugin</artifactId>

</plugin>

<plugin>
<groupld>org.apache.maven.plugins</groupId>
<artifactId>maven-compiler-plugin</artifactId>
<version>3.8.0</version>
<configuration>

<release>ll</release>

</configuration>

</plugin>

Java BT BRI &I
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</plugins>

</build>
</project>

Java #ITHARR A& EA,

RERES|H App Runner &M Java #1THRIEMRASRY BB

XENBITRBMZA — R App Runner 12
HITRHEER

Corretto 11 (corretto11)

IRERRAS
11.0.28.6.1
11.0.27.6.1
11.0.27.6.1
11.0.26.4.1
11.0.25.9.1
11.0.24.8.1
11.0.23.9.1
11.0.22.7.1
11.0.21.9.1
11.0.21.9.1
11.0.20.8.1
11.0.19.7.1
11.0.18.10.1
11.0.17.8.1
11.0.16.9.1

11.0.13.08.1

A&

BENEHS

Maven 3.9.11, Gradle 6.9.4

Maven 3.9.10, Gradle 6.9.4

Maven 3.9.9.

Maven 3.9.9.

Maven 3.9.9.

Maven 3.9.9.

Maven 3.9.8.

Maven 3.9.6.

Maven 3.9.6.

Maven 3.9.5.

Maven 3.9.3.

Maven 3.9.3.

Maven 3.9.1.

Maven 3.8.6.

Maven 3.8.6.

Maven 3.6.3.

Gradle 6.9.4

Gradle 6.9.4

Gradle 6.9.4

Gradle 6.9.4

Gradle 6.9.4

Gradle 6.9.4

Gradle 6.9.4

Gradle 6.9.4

Gradle 6.9.4

Gradle 6.9.4

Gradle 6.9.4

Gradle 6.9.3

Gradle 6.9.2

Gradle 6.5

IRAEF
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HATHREARE IRERRA BENEH

Corretto 8 (corretto8) 8.472.08.1 Maven 3.9.11. Gradle 6.9.4
8.462.08.1 Maven 3.9.11, Gradle 6.9.4
8.452.09.2 Maven 3.9.10, Gradle 6.9.4
8.452.09.2 Maven 3.9.9, Gradle 6.9.4
8.452.09.1 Maven 3.9.9, Gradle 6.9.4
8.442.06.1 Maven 3.9.9, Gradle 6.9.4
8.432.06.1 Maven 3.9.9, Gradle 6.9.4
8.422.05.1 Maven 3.9.9, Gradle 6.9.4
8.412.08.1 Maven 3.9.8, Gradle 6.9.4
8.402.08.1 Maven 3.9.6, Gradle 6.9.4
8.392.08.1 Maven 3.9.6, Gradle 6.9.4
8.382.05.1 Maven 3.9.4, Gradle 6.9.4
8.372.07.1 Maven 3.9.3. Gradle 6.9.4
8.362.08.1 Maven 3.9.1, Gradle 6.9.4
8.352.08.1 Maven 3.8.6. Gradle 6.9.3
8.342.07.4 Maven 3.8.6, Gradle 6.9.2
8.312.07.1 Maven 3.6.3, Gradle 6.5
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(@ Note
App Runner ARIEZEMHNBFETEHTRBRMESITENEERF. it , BEERXHN
BEEHPEHEIEETEMN App Runner MR App Runner 2N SE, WMFEFMBER ,
B2 ZEHTHRAM App Runner #8728,

A .NET ¥&

/A Important

App Runner #$A 2025 £ 12 A 1 B#EERY NET6 WXE, MEEBNFMEEN , F28 the
section called “Z B #H 1T B RAWKIEZE,

AWS App Runner NET A RMUZEHTRE. SEMTEBHBUTRERE NET IRAFEH Web FE
ARARREENHNTES. EEMEH NET B11THE , App Runner 42 % NET #1117 HIB&E]
%o LEBRERLL Amazon Linux Docker MG AER | @& NET RAMNHTREES , UR—ETEH
EMEMMEEN. App Runner EALLZEHTHMGBAERRG , UHBENWEARIENBRE
i& Docker B, A% , TEHBUBEG , IERRFPHITEN Web R

B8 A App Runner A5 CreateService API BREE L RIEEF | LA LAISE App Runner BR
BHHTHE, SEUUEEHTREABARAERGN -2, ERXBREEFESEM App
Runner fHREERPEMA runtineBRF . TEHTRENGBED A <language-name><major-
version>,

MEANE NET S4THEBRARA | 5528 the section called “BIARE

App Runner B EBRHBESREEFHR , SRBHOATRHEEMAZIIEE, MRENEARXEE
BEMANZEHTRRE , BRI LR App Runner #HREREZEF M runtime-versionEBEFZRIEE
To BULUEEEMEMRIRAE , SEEESRERA. App Runner R &% R K #1T R B HETERIK
BRI ER,

NET $4TRERIRAFEE © major[.minor[.patch]]

fflzn . 6.0.9

T OB RERAEHTE -

* 6.0- HEFTENRKERAK. App Runner A8 EFEMEXRA,

NET ¥£#& 82


https://hub.docker.com/_/amazonlinux
https://docs.aws.amazon.com/apprunner/latest/api/API_CreateService.html
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© 6.0.9- HEZHBEBBERRE. App Runner & FE HIEHI 1T B R RR AN,

ES- |

- NET BT EHERE

« NET #1172 5

- NET BT BT EA

NET 117 i R AH 78

ELREZEYTRER  SHUMAZTIORERENHTH T, BUUEEYREHN App Runner fR#
RREEM. BUUERATIHEP —ESEHTIERE

- £ App Runner £12 & - EEVEFRERESIEBNREREERPIEEDT T,

- £ App Runner API — FERY CreateService 5 UpdateService API #&4E, M
CodeConfigurationValues & ¥ EH Y BuildCommandHl StartCommand X B EM T,

- FREEER - ERZ=Z(ERERREE—RZBEESS , ARARBBERAEINE —#TH
T, EEHMEANMERERE.

REEREEEZAN, EXRFEATEAEE APl 2 App Runner FRIEEE | BT LUEE App Runner £
BIUREERASERINEEANAERRE,

NET #1417 E £ 51

TG ERAREBEMIAIT NET BRIEM App Runner fARERER, & —HAZHI2E NET ERRE
N RBENEE , BB E NET TR ERE.

® Note

EEEHF P EANATERERES 6.0.9, SBaLSHRMARAGEEFHNERE, IERHX
BB NET #TRBRA , 5528 the section called ‘KR A&,

B/ NET (HEERE =

WEHIFERE T LR NET SEHTREBEANR/NEEER, WFE App Runner FAZ/DEEER
P ERER , 552 B3 the section called “4HEERE 254",

NET ST 4HAE 83


https://docs.aws.amazon.com/apprunner/latest/api/API_CreateService.html
https://docs.aws.amazon.com/apprunner/latest/api/API_UpdateService.html
https://docs.aws.amazon.com/apprunner/latest/api/API_CodeConfigurationValues.html
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Example apprunner.yaml

version: 1.0
runtime: dotnet6
build:
commands:
build:

- dotnet publish -c Release -o out
run:

command: dotnet out/HelloWorldDotNetApp.dll

ERH NET HEERER

L HIBREE NET ZEITRHECRARMEEREEER,

® Note
ELEHHFEANATHERERR 6.0.9, BALNKGERAACREFRANRAE, NFHHZ

AR ™ HX

EH NET #TERBRA , 5528 the section called “HRAE A",

Example apprunner.yaml

version: 1.0
runtime: dotnet6

build:
commands:
pre-build:
- scripts/prebuild.sh
build:
- dotnet publish -c Release -o out
post-build:
- scripts/postbuild.sh
env:

- name: MY_VAR_EXAMPLE
value: "example"
run:
runtime-version: 6.0.9

command: dotnet out/HelloWorldDotNetApp.dll
network:

port: 5000
env: APP_PORT

NET /7B R 8361 84
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env:
- name: ASPNETCORE_URLS
value: "http://*:5000"

SER .NET EARARIR

L g B R E AT LAERE R NET ST EIRHFH TR NET BRARXNRBER,

(® Note

« AT IO SREILEEN NET 6 Web EAEX : dotnet new web --name
HelloWorldDotNetApp -f net6.0

« # apprunner.yaml ¥ ERIH .NET 6 Web FEAREX,

Example HelloWorldDotNetApp

version: 1.0
runtime: dotnet6
build:
commands:
build:
- dotnet publish -c Release -o out
run:
command: dotnet out/HelloWorldDotNetApp.dll
network:
port: 5000
env: APP_PORT
env:
- name: ASPNETCORE_URLS
value: "http://*:5000"

NET $1TEE R RAE A

/A Important

App Runner #2025 £ 12 B 1 B&ERY NET6 B, MERBNFMENR , F52MH the
section called “Z & #1TR B R IEZE",
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ARERES|H App Runner XER NET #1T R ERAR TEFMAEF.

X ENHITREMA — R App Runner 832

BITRERE

.NET 6 (dotnet6)

IRERRAS
6.0.36
6.0.33
6.0.32
6.0.31
6.0.30
6.0.29
6.0.28
6.0.26
6.0.25
6.0.24
6.0.22
6.0.21
6.0.20
6.0.19
6.0.16
6.0.15
6.0.14
6.0.13

6.0.12

BENEH

.NET SDK 6.0.428
.NET SDK 6.0.425
.NET SDK 6.0.424
.NET SDK 6.0.423
.NET SDK 6.0.422
.NET SDK 6.0.421
.NET SDK 6.0.420
.NET SDK 6.0.418
.NET SDK 6.0.417
.NET SDK 6.0.416
.NET SDK 6.0.414
.NET SDK 6.0.413
.NET SDK 6.0.412
.NET SDK 6.0.411
.NET SDK 6.0.408
.NET SDK 6.0.407
.NET SDK 6.0.406
.NET SDK 6.0.405

.NET SDK 6.0.404
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BITEERR PAE-JTEN LENEH
6.0.11 .NET SDK 6.0.403
6.0.10 .NET SDK 6.0.402
6.0.9 .NET SDK 6.0.401
@ Note

App Runner BRIAZRMNIIETEHTRBRBEITERNEERF. Hit , BSEERIHHN
BEEHPRERSIEETH App Runner 2 E1E App Runner A2 S E, MEFHHEENR |
H2E ZTEHTHMRAF App Runner 82,

5/ PHP £ A&

/A Important

App Runner #&1 2025 F 12 A 31 B&EXRY PHP 8.1 XX &, MFEERZNFHENR ,
the section called “ZE#HITRFE AN IEZE,

3
B
8

AWS App Runner PHP £ & RRMUZEHRNTRE, SR AEASEBTHRE , BT PHP lRA&EA Web
FERAEXBRENHITAS. BEFEMA PHP #THIRF , App Runner 42 E PHP BTHIM GBI,
LR Z LA Amazon Linux Docker BREG AR | W EE PHP IRAFM— L TENHTEHBES, App
Runner fEA Lt ZEHTHMGHAERMRSG , UIHELNEARIEXNTEREE Docker R, A
%, cERBLHEREG , LERHRPHTEN Web R,

E & A App Runner A H CreateService AP| BRIEE L RIEEF | LA LAFSE App Runner BR
BHHTHE, SEUUEEHTREBARAERNBN -2, ERXBREEFETEN App
Runner fAREEREFFEA runtimeBRF . TEBTRHBN D EESS <language-name><major-
version>,

MEERE PHP BT B BMARA , 5526 the section called “WRAE ",

App Runner 8 EBXIBBRREEHE , KRENBTRHEAEHRARTRE, NRENWEARIEE
BERANSENTERD , B LUEA App Runner fBEEREZF M runtime-versionBBBFERIEE

PHP & 87


https://hub.docker.com/_/amazonlinux
https://docs.aws.amazon.com/apprunner/latest/api/API_CreateService.html
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To BAHEEMBRNRE , BEEEFRERAE, App Runner A2 RFH TR EETRIK
EAREYEH o

PHP {TEFEIMARATEL : major[.minor[.patch]]
it - 8.1.10
AT 2 A EREH

« 8.1-SHEFEMKXERA, App Runner LREEFHIEHERX R,
« 8.1.10 - SEHEEZREMBHERXMA, App Runner T E F R E1T BRI,

/A Important
MRERBEERBREFERE SN NMEREE App Runner IRFEIVIE X7 ERIR B
&% , 8K PHP SEHITIRFEMALER PHP 8.1. 22 EFRA. ZBIH PHP #1T R E AR
Z8.1.22 A sEfE AR R B 8%

ES]
« PHP #{THIAERE
- HEM

« PHP #4175 E &1
o PHP #1THAMR A& FA

PHP #11T HA4E 8

ERRESERTREE K SHUXEEIRERBENHTHD. BUEEIREH App Runner R

RRRETM. BAUEATIESP —BHEHITIERE

- £/ App Runner & - TRV B FIHEEBRLRS|IEBNREEEERTEET S,

- {8 App Runner API — FERY CreateService 5 UpdateService API /€, fEH
CodeConfigurationValues & #$EH# BuildCommand# StartCommand X EEET T,

- FREEER - ERZ=Z(ERERREE—RNZFBEESS , ARARBBERAEINE —#TH
T, EFHMERANBERERE.

PHP #1THAfHRE 88
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https://docs.aws.amazon.com/apprunner/latest/api/API_CodeConfigurationValues.html
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REAEERZEAN, EEREATEAE AP ZII App Runner RFGEF |, A LUEE App Runner 7£
BIUREZETEBERISEANERRE.

A

B LAERA T 5 E A —1{@ Web AIRE5E PHP ¥ & £ #11T App Runner fR# :

» Apache HTTP Server
* NGINX

Apache HTTP Server 1 NGINX B2 PHP-FPM %8, & LAEA THINGINXE - —1ERKE) Apache
HTTP Serverfl :

- EEE - EHIT WEFME FAsupervisord , BZREEITEE,
. BREIEDE

4012 f0fA & A Apache HTTP Server 5 NGINX %8 PHP £ 4 3% % App Runner BRFHI 8541 |
the section called “FEF PHP FERARZERRIR .

BERER

index.php HEZR T Web AARET root B#& W public BRI,

3
¢
g

(® Note

BEBIEHE startup.shEl supervisord. conf &EEME Web FEIREZHIIR B &,
Estart@®mHigEIFMN startup.shsl supervisord. conf E#RMNLE,

3
7

MREFEANZ , U T2 EBREENE Flsupervisord,

/

## public/

# ## index.php

## apprunner.yaml
## supervisord.conf

NMREEANERRBESE  TIHRERGBHOHEL,

HEE 89


http://supervisord.org/introduction.html#supervisor-components/
http://supervisord.org/running.html#running-supervisord
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/

## public/

# ## index.php
## apprunner.yaml
## startup.sh

BHABRR K ELEREBEMRESR App Runner RBIEENEXBREFERERE &+,

/<sourceDirectory>/
## public/

# ## index.php

## apprunner.yaml
## startup.sh

/A Important

MBEBEBEFERMEEER B SN EIEE App Runner FRIEMNERBHEEENRRE

8% , M PHP SESTIHREMASER PHP 8.1. 22 FEFHMRA. ZHIH PHP TR R
ZA:8.1.22 R sefE AFERAIRHKIR B &.

App Runner 8 EBXIBBRREEHE , KRBV TREBERARIRAE, BHREEE
SEARHTOATER , BRIEEER App Runner #HREREEF M runtime-versionBd@ 718
EMRAEHE

PHP #4117 B S #3451
AT RARBENHIT PHP IRFEH App Runner #HRE1E R &/,

&/ PHP {HREER

T B RIET LR PHP SEHTRHECEANS/NMIBER, NFHK/NMEABERNFRES

"
s

B the section called “4HREFE =& 51",

Example apprunner.yaml

version: 1.0
runtime: php8l
build:

commands:

build:
- echo example build command for PHP

PHP $417 B R 88451
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run:
command: ./startup.sh

&7 PHP fHRERE R
THEFERER PHP SERTRENMEEREZR.

@ Note

EEES R ERANTEBERAS 8.1.10, B LUSEMARBEEEFEHNRA, MELK
S EH PHP #THIMRA |, 552/ the section called “hR A&,

Example apprunner.yaml

version: 1.0
runtime: php81l
build:
commands:
pre-build:
- scripts/prebuild.sh
build:
- echo example build command for PHP
post-build:
- scripts/postbuild.sh
env:
- name: MY_VAR_EXAMPLE
value: "example"
run:
runtime-version: 8.1.10
command: ./startup.sh

network:
port: 5000
env: APP_PORT
env:

- name: MY_VAR_EXAMPLE
value: "example"

R PHP FEARE X RIR

THIE62 PHP FERARENFRAE , A LAER Apache HTTP Servers RKIFEZE PHP #1TIERE AR
BNGINX, ELHFREREEATAREREE

PHP 417 B [ & 45 91
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Apache HTTP Server £/ #E #1147 PHP & supervisord

ExampletE REE#

® Note

* supervisord.conf BRAUFHREREEFHNEAME.
Msupervisord.confiERNFMRILE.,

« index.php X EBZHTE root B#&TH public ERIH*KH,

/

## public/

# ## index.php

## apprunner.yaml
## supervisord.conf

Example supervisord.conf

[supervisoxd]
nodaemon=true

[program:httpd]
command=httpd -DFOREGROUND
autostart=true
autorestart=true
stdout_logfile=/dev/stdout
stdout_logfile_maxbytes=0
stderr_logfile=/dev/stderx
stderx_logfile_maxbytes=0

[progxram:php-fpm]
command=php-fpm -F
autostart=true
autorestart=true
stdout_logfile=/dev/stdout
stdout_logfile_maxbytes=0
stderr_logfile=/dev/stderxr
stderx_logfile_maxbytes=0

FEHEstartm s

PHP $417 B R 88451
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Example apprunner.yaml

version: 1.0
runtime: php8l

build:
commands:
build:
- PYTHON=python2 amazon-linux-extras install epel
- yum -y install supervisor
run:

command: supervisord
network:

port: 8080

env: APP_PORT

Example index.php

<html>
<head> <title>First PHP App</title> </head>
<body>
<?php
print("Hello World!");
print("<br>");
?>
</body>
</html>

Apache HTTP Server £ #E #11T PHP ¥ & startup script

ExampletE REE#

(® Note

« startup.sh BRAUEHEREFENETAMLE, FEEstartitiE@startup.shigx
I RALE,

+ index.php X EBZHTE root B#TH public BRI,

/
## public/

PHP 11T i #8451 93
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# ## index.php
## apprunner.yaml
## startup.sh

Example startup.sh

#!/bin/bash
set -o monitor
trap exit SIGCHLD

# Start apache
httpd -DFOREGROUND &

# Start php-fpm
php-fpm -F &

wait

(® Note

« FEBLEAstartup. shiERBFATRITE , BREHEHERE Git #FE. A chmod +x
startup.sh &8%E startup.sh BROHITHF T,

o MREBRBstartup. shiERRBEFERATHITE , FELNapprunner. yamliER P& A
chmod +x startup.shfE&buildé$,

Example apprunner.yaml

version: 1.0
runtime: php81

build:
commands:
build:
- echo example build command for PHP
run:
command: ./startup.sh
network:
port: 8080
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env: APP_PORT

Example index.php

<html>
<head> <title>First PHP App</title> </head>
<body>
<?php
print("Hello World!");
print("<br>");
?>
</body>
</html>

NGINX £/ &8 #1T PHP ¥ & supervisord

Examplets RiE#

@ Note

 supervisord.conf BRAUFRERFEFNEMAULE, FEEstartmTE

Esupervisord.confiERNFHRALE.
« index.php X EZHTE root B8 TH public ERIH*KH,

/

## public/

# ## index.php

## apprunner.yaml
## supervisord.conf

Example supervisord.conf

[supervisoxd]
nodaemon=true

[program:nginx]
command=nginx -g "daemon off;"
autostart=true

PHP $417 B R 88451
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autorestart=true
stdout_logfile=/dev/stdout
stdout_logfile_maxbytes=0
stderr_logfile=/dev/stderr
stderx_logfile_maxbytes=0

[progxram:php-fpm]
command=php-fpm -F
autostart=true
autorestart=true
stdout_logfile=/dev/stdout
stdout_logfile_maxbytes=0
stderr_logfile=/dev/stderxr
stderr_logfile_maxbytes=0

Example apprunner.yaml

version: 1.0
runtime: php81l
build:
commands:
build:

- PYTHON=python2 amazon-linux-extras install epel
- yum -y install supervisor

run:
command: supervisord
network:
port: 8080
env: APP_PORT

Example index.php

<html>

<head> <title>First PHP App</title> </head>

<body>

<?php
print("Hello World!");
print("<br>");

7>

</body>

</html>

PHP $417 B R 88451
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NGINX £ &8 1T PHP ¥ & startup script

ExampletE REE#

® Note

« startup.sh BRAULUERERFENEMANVE, FHEstartTiE@startup.shigs
FORED S GITAT S

« index.php #BZREE root B TH public BRI KA,

/

## public/

# ## index.php
## apprunner.yaml
## startup.sh

Example startup.sh

#!/bin/bash
set -o monitor
trap exit SIGCHLD

# Start nginx
nginx -g 'daemon off;' &

# Start php-fpm
php-fpm -F &

wait

® Note

- BBMSEMstartup. shiERBEFATHTE L BEHERE Git BEE. £ chmod +x
startup.sh 5RE startup.sh EENHITHF,
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- MREBRMstartup. shERRBER/THITE ,

chmod +x startup.shfE&build@s,

Example apprunner.yaml

version: 1.0
runtime: php81l

build:
commands:
build:
- echo example build command for PHP
run:
command: ./startup.sh
network:
port: 8080

env: APP_PORT

Example index.php

<html>
<head> <title>First PHP App</title> </head>
<body>
<?php
print("Hello World!");
print("<br>");
>
</body>
</html>

PHP #1THANR A& R

/A Important

App Runner #8174 2025 & 12 A 31 B LL¥ PHP 8.1 W8, MERBNFMER ,
the section called “ & # /TR AR IEZE,

RATE

R

R4

Wapprunner.yamliERFP# A

T
W
o

AEREF|H App Runner XEH PHP # 1T EIMAH TEFMER,

IRAEF
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X ENHITREMA — R App Runner 832

HITHEES IRERRZAR TBENEH

PHP 8.1 (php81) 8.1.33
8.1.32
8.1.31
8.1.29
8.1.28
8.1.27
8.1.26
8.1.24
8.1.22
8.1.21
8.1.20
8.1.19
8.1.17
8.1.16
8.1.14
8.1.13
8.1.12

8.1.10
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(@ Note
App Runner ARIEZEMHNBFETEHTRBRMESITENEERF. it , BEERXHN
BEEHPERSEETH App Runner AE MR App Runner 2N SE, WMFEFHBER ,
B2 ZEHTHRAM App Runner #8728,

£/ Ruby ¥ A&

/A Important

App Runner #§1A 2025 & 12 A 1 B#&XR¥ Ruby 3.1 X &, WEEBNFMEER ,
the section called “2 & # /TR IETE,

3
¢
a5

AWS App Runner Ruby FARREZEHTH. SEHTRBH A EERE Ruby IRAEER Web F&
AERARREENHTESR. ELMEMA Ruby BTHIE , App Runner =& Ruby 17 HBR 5
o LEBRREL Amazon Linux Docker MG B ER | ¥ EE Ruby IRAWHATEBEEGHN—LTE, App
Runner F AL ZEHTHRGHAERMSG , WHEENERAERNEXNBREE Docker R, A
%, ceaRBELRE  UEBRPHTEN Web IR,

B8 A App Runner A5 CreateService API BREE L RIEEF | LA LAISE App Runner BR
BHHTHE, SEUUEEHTREABARAERGN -2, ERXBREEFESEM App
Runner fHREERPEMA runtineBRF . TEHTRENGBED A <language-name><major-
version>,

WEERE Ruby BITREBBAMRAE , 26 the section called “RAEEF .

App Runner B EBRHBESREEFHR , SRBHOATRHEEMAZIIEE, MRENEARXEE
BEMANZEHTRRE , BRI LR App Runner #HREREZEF M runtime-versionEBEFZRIEE
To BULUEEEMEMRIRAE , SEEESRERA. App Runner R &% R K #1T R B HETERIK
BRI ER,

Ruby S TRRBIMMRAFEL © major[.minor[.patch]]

filn - 3.1.2

THIEE B RERAEE

« 3.1 -HEFEMRERSE, App Runner A2 EFMIEMER A,

Ruby & 100
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« 3.1.2-HEZTHEBBERRE. App Runner & FE HIEHI 1T B R RR AN,

£}

« Ruby 1T EEEE

* Ruby #17FRFREIE 51

* Ruby #{TRREIRAEA

Ruby #i1T i E#E &

ELEEZEYTRER  CUMXAZTORERENHTH S, BUNERIHEH App Runner IR
RREEM. BUUERATIIHP —ESERTIIRE

- 5/ App Runner £#2 8 - EEVEFREERSIEBNREREERPIEEDT T

- {8 App Runner API — FERY CreateService B UpdateService API /€,
CodeConfigurationValues & #$EH# BuildCommand# StartCommand X BB EM T,

- FREEBER - EEZ=-(ARERREE—IZEREWT , ARARBBERAEXNE—#TH
T, EAHMBERANHEREERE.

REHEEEREZAN, EXRFERATEAE APl 2 App Runner RIEEF |, BT LAFEE App Runner £
B REEHEBERIGEMNERRE.

Ruby 17 & & £ 41
THIEHIFERAREBMHIT Ruby IRIEHY App Runner fERERE R,
5/ Ruby #HRERER

I E BB R AR O] LUFE L Ruby S EHTREFERANR/MEREER, WFE App Runner EAK/MEREREE
B BRER , 552 the section called “4HEEFE =& 431",

Example apprunner.yaml

version: 1.0
runtime: ruby3l
build:
commands:
build:

Ruby 117 FF R #H A& 101
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- bundle install
run:
command: bundle exec rackup --host 0.0.0.0 -p 8080

&7 Ruby HHREMER

Lt g8 BB RHEEL Ruby SESTRBERFIEHEESR,

@ Note

ELE P ERANBTRBIRAR 3. 1. 248U ERR A
B0 Ruby 1T , 552 B the section called ‘A&

EFERANRAN, NFERHX

Example apprunner.yaml

version: 1.0
runtime: ruby3l
build:
commands:
pre-build:
- scripts/prebuild.sh
build:
- bundle install
post-build:
- scripts/postbuild.sh
env:
- name: MY_VAR_EXAMPLE
value: "example"
run:
runtime-version: 3.1.2
command: bundle exec rackup --host 0.0.0.0 -p 4567

network:
port: 4567
env: APP_PORT
env:

- name: MY_VAR_EXAMPLE
value: "example"

TEMN Ruby BRARERRIF

ELEHIERTE Ruby BARANRBENE , B LEE S Ruby FH1T R E R

Ruby #4117 B 5 €451
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Example server.rb

# server.rb
require 'sinatra'

get '/' do

'Hello World!'
end

Example config.ru

# config.ru
require './server'

run Sinatra::Application

Example Gemfile

# Gemfile
source 'https://rubygems.org (https://rubygems.org/)’'

gem 'sinatra'
gem 'puma’'

Example apprunner.yaml

version: 1.0
runtime: ruby31l

build:
commands:
build:
- bundle install
run:
command: bundle exec rackup --host 0.0.0.0 -p 4567
network:
port: 4567

env: APP_PORT

Ruby #4117 B 5 €451 103
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Ruby 11T B 8 hix A< & 7

/A Important

App Runner #§1 2025 & 12 A 1 B&XR¥ Ruby 3.1 X &, WFEEZBNFHRER ,
the section called “3 & #1TEFRIR AR IEZ

s
B
a1

AREESH App Runner XK Ruby 1T EIMAN B FMENA.
S ENBITRBMRA — R App Runner {2

BTRESRE IXRERRA BENEH

Ruby 3.1 (ruby31) 3.1.7 SQLite 3.50.2
3.1.7 SQLite 3.50.1
3.1.7 SQLite 3.50.0
3.1.6 SQLite 3.49.1
3.1.4 SQLite 3.46.0
3.1.3 SQLite 3.41.0
3.1.2 SQLite 3.39.4

(® Note

App Runner ARIAZHHN R ETEHTRBRMEITRNEERRF. Hit , BEARAXXHHN
BEZEHEISEETH App Runner A2 MR App Runner WS E, MEFMAENR ,
E2E ZEHTHMRAF App Runner %,
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£ Go ¥ A&

/A Important

App Runner #7 2025 £ 12 A 1 BEFRY Go 1.18 WXE, MEEZNEFMER ,
the section called “ZE#H1TRFE AR IEZE,

3
W
8

AWS App Runner Go FERMZEHTHRE. SETREH TZEBE Go RAER Web FEATE
NBRBEENHITASR. BEEMEA Go HITRREMR , App Runner 82 & Go #ITR IR, LIt
BR#R L Amazon Linux Docker MG AERE | WS Go RAM— L TEMNHTHREEMN. App Runner
FRAKZERTHRGHMAERREG  WHEENEAREIXERXRRERE Docker Mk, A&, ©EY
FEHMEG , LEBBFFHITEN Web IR,

B ME A App Runner A5 CreateService AP| BEE M RIEHF |, LA LU E App Runner BR
BHETRE, ZHATAEEHTREMARAERNBN -8B, EEXNBREEPITEN App
Runner fHREERPER runtineBRTF . TEHTREN®EED AR <language-name><major-
version>,

MEBME Go HTREBRBNRA , F2H the section called “iRAEHA .

App Runner 8 EBXIBBLREEFHE , KRBV BTRHEBERARTRE, MRENEARIEE
BERANZENTER , B LUEA App Runner BEEREZEHH runtime-versionBBRFRIEE
To BUMBEEFMBEMRORA , BIEEEFIREMRA., App Runner R ¥ R HITRBHETRIK
BRI ER,

Go BITEEBMARAEE . : major[.minor[.patch]]
flgn - 1.18.7
T HIEH REIRAETE

« 1.18 - #HEFEMRERA, App Runner LAEEFIEMIER A,
« 1.18.7 - SHEEBEMBHENRA. App Runner T EHEH BT BB R,

-]
- Go TR EERE
« Go TR RIEEHI

Go ¥#& 105


https://hub.docker.com/_/amazonlinux
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+ Go MTHR BRAEA

Go HITHR AR RE

ELEEZEYTRER K CUMAZTORERENITH S, BUNERIHEH App Runner IR
RBREEM. BUUEATIHES —ELEHATIHERE

- £ App Runner £12 8 - EEVEFREERSIEBN R EREERPIEEDT T

- £ App Runner API — BERY CreateService 5 UpdateService API 4, £
CodeConfigurationValues B $EH Y BuildCommand®l StartCommand X BIEEm T

- FREEER - ERZ=Z(ERERREE—IZBEESS , ARARBBERAEINE —#TH
T, ERHMEANERERE.

REAEEREZEAN, EE8FERATEAS APl 21 App Runner RISEF |, &TJLUHEE App Runner £
BIUREERABERNEBENAREE,

Go TR E & Hl
TG R AR EEMIAIT Go FRIEH App Runner fEEEREZ,
Minimal Go #HREER

WEHERETUEE Go ZEHTRECANKNMABER., W05F App Runner A SK/NMARBERFT
HERER , 552 [ the section called “4HRERE =& 417,

Example apprunner.yaml

version: 1.0
runtime: gol
build:

commands:

build:
- go build main.go

run:

command: ./main

Extended Go #H&EFE =

LtEEFIERER Go REHTRHENMAARER,

Go TR MR 106
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® Note

EEEFPEANRTEERAS 1.18. 7#E8 A LUSERRAGEEFANRE, IEKHX
EM Go TR BRA , 5528 the section called “RAE ",

Example apprunner.yaml

version: 1.0
runtime: gol
build:
commands:
pre-build:
- scripts/prebuild.sh
build:
- go build main.go
post-build:
- scripts/postbuild.sh
env:
- name: MY_VAR_EXAMPLE
value: "example"
run:
runtime-version: 1.18.7
command: ./main

network:
port: 3000
env: APP_PORT
env:

- name: MY_VAR_EXAMPLE
value: "example"

TR Go FERAEUIRIR
ELHPIBRETLEEER Go TRERBNTE Go BARANRAT.

Example main.go

package main

import (
Ilfmt n
"net/http"
)

Go # TR I 107
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func main() {
http.HandleFunc("/", func(w http.ResponseWriter, r *http.Request) {
fmt.Fprint(w, "<hl>Welcome to App Runner</hl>")
)
fmt.Println("Starting the server on :3000...")
http.ListenAndServe(":3000", nil)

Example apprunner.yaml

version: 1.0
runtime: gol
build:
commands:
build:
- go build main.go
run:
command: ./main
network:
port: 3000
env: APP_PORT

Go HTRBRAEH

/A Important

App Runner #2025 £ 12 A 1 BERY Go 1.18 X B, MERBNFHMEN , F2HE
the section called “Z E# /TR B MRANK LS E,

REFEFH App Runner X&) Go TR ERAH EEFMEA.
X ENHITREMA — R App Runner 832

BITRREER NEITEN BENEH
Go 1 (go1) 1.18.10
1.18.9
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BITEERR PAE-JTEN LENEH
1.18.8
1.18.7

@ Note

App Runner ARIEZMNBFETEHTREBRMEITENEERF., it , BEERXHN
BHEEEPERSEETH App Runner #HE M R2E App Runner {ENSE, MEFHFMENR ,

FSE TEHTHRARN App Runner A2,
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2 App Runner WEEARARERNTE

FENRFAZIEREARAEABUETHEREZ BNUTHEAMBRRIEE S AWS App

Runner,

HITREEA

AR REAR[MB , IER App Runner BAFREERE , App Runner BEERB[HATEBHHTE
WEARERE. AT AR TERATHREN —LERER,

o EXE - App Runner XEEE Web ERRERANT MG, WREFEHATMEXRES , EH
FRENEXNZEENEEAN Web ERAERXARBNEEBER, ATENLEE  RMASER
RRETPARHLABENZELTH , LBtERAEXEEERFNRKBERE,

« Web 7R - App Runner AR EBRETERBIREM HTTP 1.0 I HTTP 1.1 MXE., MERERBHFE
& , 552 [ the section called “Configuration”s EAEBEEE HTTPS Z£HREMNEE, App
Runner 2 FEEAN HTTP B REHEQEH EMN HTTPS InHi. BTAEEREEMRE , A0
AR EFE [ HTTP Web 583K, App Runner 7B REEZRARENBHATEE KR IE
TLS,

® Note

« HTTP FBRMBERREREAESTE 120 W, 120 WESEARNFIERFTENEYE , €
FEARAX , EEHEA HTTP EIFE,

o BERFOMEERKREHEARZEANERAER, SLEAEXTHEEEESHRIR
B, BlanE AR Python B9 HTTP falBRES Gunicorn , 26 30 WMV FERORESREl, TiEHE
BRT , ERAEANRFRFEEE App Runner 120 ) HI5&R BFPR 1,

- BAFERE TLS BEHEASTMHMBE , B4 App Runner 2E£ZERKE , A%
EE TLS #& 1k,

- EREEARER - App Runner BRI A EAMENERAER. Eit , App Runner FRFBARERF X
MBBEIEE — A Web FERNVFERER,

« f#71F - App Runner 2RIBEARE , B App Runner EARERX B BERE BB ATERE, &0
A% App Runner FEFREERE Auto Scaling 1#1H, HRERE Web BRWEBIEATHTREBEE
EUEAREAER , App Runner EZRFBERUUFEERE —FRNVEE, EIt , App Runner
ERARRTERINWERRREELATRURE  ERXRTERSERMN, U, ECEENEE
App Runner [RIH , BERTERE,

HITRFEER 110
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App Runner R824 3 GB MERER/E , AR 3 GB MERMEREFN —&2 , ARHTER L
HER. BREMRBMENER[ME. App Runner RIS ATAE ARG TREFRE. T8 , HRE
BEREME K ETRXKANFEEFR,

® Note

ERLEBRT , REERSEFRZBRE. A, MRET—EFBREER —BHTER
t REEERSERE. ERLERT  BRERFEEEENEFAMTREREA. W, £E
BEEERE , MRARARBRUEFTE , EAURBEARR THNER, ETERIMERRKN
AREE , BELZRBEELEN, ENEXBTEBRZENFERPTENERNARTE,
EEFARHIAE, REENZEBAERFHELETRFIRE , FFFEA Amazon
ElastiCache & R#%.

- IRV - BIFTEER , App Runner BEEN AR TER TP IZMHPORTIRIEEE, B LEHEE
BEEARTCEHE , UNERITRESENE, B USEFZHRE AWS Secrets Managersk AWS
Systems Manager 28 EZREFTWBBERMAREEYH, NFEUREEENFREF K F2H
SERBEE,

- PITERAR - MRLNERBERNEXNBER AWS R APIs i+ — {8 AWS SDKs FaE Ak
#% , 55(EH AWS Identity and Access Management (IAM) B ST EEA®, RE , EEI App
Runner BRI BEHG HLE R ZIZ R, EBTERACHISRENBAMENE AWS IRIEEERTF T,
MEFHMET , 552 Bthe section called “H{TEEAE,

BEABRZEESEGE

# App Runner Web FERRERBENRBE , FERIESLEL,

- BEHEARPEG - BREAB[UREGE K SXEEETHEFRNSHELMS, App Runner EEEMRBEER
KRS | REZERFTIZEASMEN T2 M Mup-to-datefiRBE, MEFHMEN , FBFSE AWS App
Runner 34

« ERETEREREN - #$E5F E App Runner fRFHY Web ERRENERFTAEMRE, ENEXBREX
BRI EMARESEEBEEE —EA Web FBERIVEFERE.

- MBREFER - ELEVEREN  EEERIFRERERRARL  XEAERBRFEEN I
7o BT ERout-of-storagethiR , FARBEARFZEFER, EETERREUAKR , THRFRE
RPEBREEEREE,

EEC e T T
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- HITEREE - App Runner Rt E 7 BN HITEREE B, ZNETEBXETHRENEE
EER FEERR  YERBRE>ERNEEEE, EREHBE , App Runner B{TEEESRIRE
# vCPU #HREf B E#E CPU (VCPU), MFAIA vCPU HRBHIFFIERR , 582 B the section called
“App Runner X ERHAE",

PITERADIABE  SEARBRELSFFFR. EREBEFTECHBEEKENE , SENTE
BRBNREBAA—2iE, NEEENFHEEF , F268 AWS App Runner EfE,
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£ App Runner £ &

{5 AWS App Runner £ & REN, FEMEE App Runner RIERHBEER |, fIIEFIRE, &
AR IRENRE., BXHWRE , URERERE. AR App Runner IRIEHVARRE | IR ARTR
Bit, ERETBNERIEE, S lEEE RENMALRKRBEEE.

THEERA TRENEEMINEE , XI5 HABES.

ERIEALGE
App Runner R &E=AEEH. ®*ELEH .

- EEER - TRERIRFANAZES. CRAECREELEEANEEEZEEE,
- REBEK - TEREEENTERD . FATCRRAEALBTENES,

- RPER - BRUHFAETANAEER. RRTUNGEREMERENGRHR, 2E , EEFTELER
HERNEMEFES , LEEARRH.

AWS App Runner X App Runner ) Services Services X

Services

App Runner Services (2) info Create service
Filter services

Services
Con

Nety
Auto sc

Service name v | Status v | Default domain [4 | Incoming traffic | created ¥ | Lastactivity v
pythonTest-bb-repo © Running https://vmijhqezpwep. Public 9/6/2023, 8:44:59 PM 9/6/2023, 8:44:59 PM UTC

pythonTest @ Running https://jtstcs2vdw.pu Public 9/6/2023, 8:30:17 PM. 9/6/2023, 8:30:17 PM UTC

R B M|
R EE S SRS F 9 App Runner fR¥E. B AR EHE RGN FEHIRGE/NEENER,
AEREEmE

1. BB App Runner 2 & , AR ERBFEFZIEN AWS EHF,
2. EEEEBERP , BERE.

ERIEARE 113
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AWS App Runner HBEABER

B AR ERBMATHENE -

« B App Runner fR#. WHEFMER , 52 Bthe section called "B,
- BERBEBUNEREERREEAER,
- EERKPEUFBRESE Web ERAEXEE,

R ERREMR

B AR AR App Runner BRISHVHEERERA , X RERBBITHEEETEE. TEHER , ZUUERR
BaB,
EEREREERR  FEEEREER (F2REL— ) , REZFEEM App Runner ¥,

= ©

App Runner Services python-t

python-test w« | acions v || C | S

Service overview

Status Service ARN
© Running [P arm:awsapprunnerius-east-1:12345678901 2:service/python-
test/33f0aa7cd4 744 bcb 96 185014386004

Default domain
https:/fe2wweBeves public.gamma.us-east-1.bullet. aws.dev ]

Source

D https://github.com/your_account/python-hello/main [

Logs Activity Metrics Observability Configuration Custom domains

Activity (1) infe

Q 1 @
Operation Status Started v Ended
Create service (&) Succeeded 372272022, 6:46:22 PM UTC 3/22/2022, 6:51:35 PM UTC

R E KRS App Runner RBMNEBAREXNERFHRER, ERUEEEAITHEE

- WMRRBFHMER |, PIIARE, EFEREM ARN,

- BEZRFERMIE : App Runner BIRIEFEITH Web FERAEXNIBRHMMAIT . 1ER App Runner Fi#E
Hawsapprunner . comiBiZ ) 781

- EESHEZRBHRRFETE,

BREERREE 114
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- ABREREBTFESZINEN BB
- Ei=, BENMBRENRE,

BREBB T ANRIERBEBARRBEEN TE R,

EEiRIRFEM®

BESRFEEEY HERE P RREBRETZEMEDMN App Runner iE#R. B FEREHRIRGEXFER
W/ NEENEE, EEFIRFWFMERN , 552/ the section called ‘B4R,

HEREEKRF EE

1. BRUApp Runner & , AR EREFEPEREN AWS EF,
2. ESEERP  BELERIKS,

I
®©

App Runner » Connec ted accoun ts

Connected accounts

Connected accounts and organizations (1) infe | Cc | ‘ Actions W | Add new
Q Filter connections 1 1)
Name [4 v | status v Provider v Created v | ARN v
GitHub-account @) Available GitHub 8/22/2023, 9:43:37 PM ... @ arn:aws:ap...

R AR @ MATRYENE -

- BRGIRFANREFERHEEREFE, FER/NFEHRE , FESERXFARPBAEMXF,
- BREERBBUSEMEEN HERERS R,
- BEUERUTRERZEY CERNRE (MARMRBN -2 ) , SMERER.

Auto Scaling #AREE @
HBRREEEEN L AERSTRENEDREALE. LUNRELESERABRADKETS , X

HEREETRNERT , HBREIRE —=Z 8 App Runner BR#5, &7 LUE A BR R R X F 55
mOBENHEE. NEEBRRACNFEES , F2R EERBENEBER.
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AWS App Runner HBEABER

£ EH{E Auto Scaling #HREEH

1. BB App Runner & , AR EREFEPEIEN AWS EF,
2. EESEBEERT  RERDERMERE

Il
®

App Runner » Auto scaling configuration

Auto scaling configuration

Auto scaling configurations (4) info Create

List of the available auto scaling configurations. Auto scaling configuration defines settings for instances used to process the web requests
Q, Filter configuration by name | 1 (O]
Configuration name A | Status v Revisions ¥ | Date created v Date updated v
DefaultConfiguration G) MNot-in-use 1 5/18/2021, 12:00:00 AM UTC -
High-capacity @ MNot-in-use 2 9/7/2023,10:21:03 PM UTC 9/7/2023, 11:24:13 PM UTC
Low-capacity ® In-use 2 9/8/2023, 10:35:54 PM UTC 9/8/2023, 10:36:44 PM UTC
Medium-capacity ® In-use 2 9/7/2023, 10:32:49 PM UTC 9/7/2023, 10:33:46 PM UTC

R AR EBMATRYENE -

BRE\ESIRFPEENEDEREREE,

BV BBERMERRNREERNIE.
KEBERAEREREREY 2 HRBHTER

il BR4E5E,

BEHREZBUEEE Auto Scaling ISFTEMRRE ST,
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AWS App Runner HBEABER

BEIRRA App Runner ARFS

ARERPMAIEEEN AWS App Runner fRi§. EARES , B THROMAEERENEGELY : 2
M., FREMMERRES., SFHNERRENIRASBIENRE , UREEMEE SRS RZEE Web R
BN AM, SHeT7THRNMEERENEMER , fIERNBBHER.

&

« B App Runner fR#

- EELBH App Runner BR#E

- BFHERAERRAEEEZE App Runner
« ER%E App Runner fR#%

« &I App Runner E#&

- B App Runner EBER

- &M App Runner [RIH BETAEIEIE B

o E{EF#E App Runner IRIE

- MiB& App Runner BR#&

#3 App Runner fR#%

AWS App Runner BB RSB G REHREXNBHEEEERIBHERNHITH Web RS, BRI
#& App Runner I8 RRMERERNTE , LIEELENMLEIRTE,. App Runner EREEEELNEH
B, EEESER  YHBENERAEXUER EHT,

BB REE , App Runner 2 REER. EREEBERT , BUREERHERER. NMREMSE
A App Runner 85 , T RAEBESHWEBVERER, WE App Runner ERBENFMER , F2
Edthe section called “App Runner i7", EEXEREREFHEE RENIKRSHBEBOEIEZE AWS &
1w, MEFEMER , 552Fthe section called “App Runner ERELZE",

BRBERREHENEHRE  EUBBNEFFEANZER, FTEREZVELRREENTEARERF , &
A EBEESEERNEAERF. IFEEARXREFRBELSRER , F2H REER,

TORIRHF

37 App Runner BRI 2 8l , BB 5T T FIEE
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- TR FHRESREE,

- FRECWEREINRRCOHE. B LER GitHub PR IERMAEE. Bitbucket 3 Amazon
Elastic Container Registry (Amazon ECR) I B8 RE 3L App Runner fR#.

23 AR5

REEBE LS EFEME App Runner RBEENEVRERF | URHHAER , URATEREAER,

® Note

MRERBBEILEERE VPC EES:R , BETRNEBEBRBEFEEE XA MLE, &
ANERYHBRBRS 2 REARBEMRZELER, WEFHER , F2EEEEN
Networking with App Runner E&i — /X 4 iEEFH o

RREAGRHFERM RS

T 5% EiER A tn{a £ 2R R A GitHub =% Bitbucket PV IBREAFERFE L App Runner R, E&E
ARXIBRFER , App Runner XEEREIRUEEHBNIRSE, At , ZEEBBETHER. 0F
App Runner EZ#RIFFMEGA , 552 B the section called “E#R",

ERZEM R , App Runner @28 Docker R , R @SN EARAEXBNAMKE. AR,
CERBHITLRG R RHATEEN RS,

f£H App Runner £ & REXNBEIRE
FERAEEAEIL App Runner IR7%
1. BRELHWERBRENS,

a. B App Runner £ & , AR EEBREFEPEEEN AWS EHH,

b. MWMRERE AWS tRF F{d App Runner fR# , AISBEREEEEH, #EE I App Runner
i %
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AWS App Runner HBEABER

A Customer Account ~ N. Virginia ~ Support ~

Get started with App Runner

Create an App Runner service

MR AWS IRF BHREWRK , ASERREER , HhIESENRKEFE, 1#IZ Create
service (3 IR7).

AWS App Runner X App Runner > Services Services X
Services
App Runner Services (2) info Create service
‘ Q, Filter services ‘ 1 (o]
Service name v | status v Default domain [4 | Incoming traffic | created v | Lestactivity v
D tation 4
pythonTest-bb-repo @ Runnin g https://vmijhqczpwep... Public 9/6/2023, 8:44:55 PM. 9/6/2023, 8:44:55 PM UTC account. To scope the list down,
enter any text in the filter text
pythonTest @ Running https://jtstes2vdwpu.. Public 9/6/2023, 8:30:17 PM 9/6/2023,8:30:17 PMUTC box.

« Choose a service name to go to
‘the service dashboard console

c. EFFNBBEEORRERS , SHHERFEEN  RERBRHEE,
d. EBEURMHEFRR, ##F GitHub = Bitbucket,

e. BE K KEZFERANRERHEZRIIRFIER  NBREFE, AR TRRHEABRTER
AER URERRERNIRFREBNER

f. #HHRTE, ENCsRAERXERXRNRTE,
9. #H¥IX , BHEERHBEND
h. HRFEFE&  EFREARAEABNECERNIRFEEE+ @A B &,

® Note

HENBB B TEREEENRRE 31T, App Runner SR ERARAVEY
H, MREFTEMLEEEE , BEESARA/RATERE &,

2. WELHEHE.
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a. EHNEREERT  EEFEBIHED.

MFEHE T EZVFMERN , 52 the section called “HE 5 &
b. igj%-lt_io
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FMBABER

Source and deployment i

Choose the source for your App Runner service and the way it's deployed.

Source and deployment

Source

Repository type

() Container registry

Deploy your service using a container image stored in a

container registry.

) Source code repository

Deploy your service using the code hosted in a source
repository.

Provider
Choose the provider where you hast your code repository.

GitHub

Github Connection infe

App Runner deploys your source code by installing an app called "AWS Connector for GitHub” in your account. You can
install this app in your main GitHub account or in a GitHub organization.

| myGitHub v ‘ Add new
Repository

| python-hello v ‘ &
Branch

| main v ‘ C

Source directory

The build and start commands will execute in this directory. App Runner defaults to the root directory if you don't specify a directory here.

[/

Leading and trailing slashes (*/™) are not required. Valid examples: "apps/targetapp”, "/apps/targetapp/", " /targetapp”

Deployment settings

Deployment trigger

() Manual

Start each deployment yourself using the App Runner

console or AWS CLI.

@ Automatic

Every push to this branch that affects files in the
specified Source directory deploys a new version of your
service.

AR
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3. REERAENZE.

a. HEREEEHEEL  #HHERBER  WRENFAFETZTE App Runner HEER |, FFEEFL
RREMARE , EMRES , AREERERBESR.

® Note
App Runner {iRERERRHBEBHAEBN A Z , RARRAEXREN—5 .
ftEF , App Runner 8t EREN—LE , MEFTSELE TRAPREELE.

b. RHETIIRERE :
- HTRE  AENEAEXNZEBENZEAITHRE,
* Build %% - WARFRAEAREZERARANG T, EVRRESRENIEREARRE
B HE SR,
« Start 8% - B ARE) Web BREHIH T

o« EEIR WA Web IRISIZIEN IP EHIE,
C. igj%-lt_io
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Configure build

Build settings

Configuration file
© Configure all settings here Use a configuration file
Specify all settings for your service here in the App Let App Runner read your configuration from the
Runner console. apprunneryaml file in your source repository.
Runtime

Choose an App Runner runtime for your service.

Python 3 v

Build command
This command runs in the root directory of your repository when a new code version is deployed. Use it to install dependencies or compile
your code.

pip install -r requirements.txt

Start command
This command runs in the root directory of your service to start the service processes. Use it to start a webserver for your service. The
command can access environment variables that App Runner and you defined

python server.py
Port

Your service uses this IP port.

8080 o

4. BELHRIE

a. ERERBEANBBEREERRT , BABRKEHE,

(® Note
FERMEREREEREM , AIEFFEARMHNER

b. EEFMMBFHIMEHEMKRTE , U ENERAEXER,
C. igg-l:_io
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Configure service

Service settings

Service name

python-test

Enter a unigue name. Use letters, numbers, and dashes. Can't be changed after service creation.

Virtual CPU & memory
1vCPU v 2GB v

Environment variables — optional
Key-value pairs that you can use to store custom configuration values.

No environment variables have been configured.

Add environment variable

» Additional configuration

» Auto scaling info

Configure automatic scaling behavior.

» Health check info

Configure load balancer health checks.

b Security info
Specify an Instance role and an AWS KMS encryption key

» Tags info

Use tags to search and filter your resources, track your AWS costs, and contol access permissions.

Cancel Previous m

5, ERRMEVERL A RIECEBANPIEFAEN  ARBERYNE,
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FMBABER

fER  MRKIIBMRE  E2E

T Create senve in progress,

App Runner Services

python-test ..

Service overview
Status

) Diperatian in progress
Defa

hitps:

ult domain
J fgpuadidgwp. us-gast- 2 sesapprunneroom [

Logs Configuration Metrics

Activity (1] e

[+
Event Status
Create seTvice Pending

SRETRBERR , R SF BB RBEHRE.

Service ARN
(3 arrcawsapprunnerus-east-21 234567850 Iservice)python-
test/ T ISR T280ca2 d0c BB ThSeh e BeB2d5E

Source
D brttpes:/ fgrthubocom,your_acoount fpython- hello/maln £}

Custom domains

Started v Ended

BZ2F2027, T12:39 PM UTC

6. MFRENRBEEHNT.

a. ERBEXRREEL , FHEBRBIREATF.

b. BREFERMEME. E

EARFEHBIEEY URL,

=
c. HEAZHNMRLLREEREERER.

£/ App Runner API = {t#2 522 37 iR% AWS CLI

ZE# M App Runner API =% 237 iR#¥ AWS CLI ,

MeaHl

SEMN CreateService API BifE, MIEFMET
, i 2B CreateService, MMRIERERE — R ARRIBHEFE (GitHub = Bitbucket) £ A% EHR

BBIREE RIS |, B CreateConnection., IEE®TE App Runner BB FERHEWABIIRS

ZBEBIER, WE App Runner ERRIVFFIHESA , 552/ the section called &R

MR EEKEE , BREWHETR "Status": "CREATING" , RIS RESHKREL,

WMEE IR | 55289 AWS App Runner AP| 2 iy JRATBREERS

B R
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https://docs.aws.amazon.com/apprunner/latest/api/API_Service.html
https://docs.aws.amazon.com/apprunner/latest/api/API_CreateService.html#API_CreateService_Example_1

AWS App Runner HBEABER

#& Amazon ECR MR {22 31 fR#%

T3 & HERE RN RFER2EMRE Amazon ECR IR ESMEREF |, I{a%2 31 App Runner BR
#. Amazon ECR 2 AWS fR#§. Eitt , HERIZ Amazon ECR BMKE MR , BRI LA App
Runner 1248 & % E Amazon ECR BIfERF T FIA R,

® Note

FHAE Amazon ECR Public FHYBRGE ] AFAES . Hit , MREHRGERFHRIE Amazon ECR
Public # , IFTEEFENAE,

BRI , App Runner ERBIEITEFTIRERE 2 BB TERNRE. TEEBRAT , RERE
B B

WMEFEFHMER , F2RZEERS.

f£H App Runner E£31% & R R 2R 31 BR 7%
FEREEAEIL App Runner IR7%

1. BRELNRKBEXE,

a. BB App Runner £ & , AR EEBREFEPEEEN AWS EHH,

b. MWMRERE AWS tRF F{7 App Runner g3 , AIEBEREEEEH, BEE I App Runner
i %

D Customer Account ~ N. Virginia ~ Support ~

Get started with App Runner

Create an App Runner service

MR AWS IRF BHREWRK , ASERREER , HhISEBNRKEFE, 1BIZ Create
service (3 IR7%).
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https://docs.aws.amazon.com/AmazonECR/latest/userguide/
https://console.aws.amazon.com/apprunner

AWS App Runner HBEABER

AWS App Runner X App Runner > Services Services X
. Services
Services Vie
Connected t: q
onnected sccounts App Runner Services (2) info Create service
etworl ion
onfiguration ‘ Q Filter services ‘ 1 (0]
Service name v | status v Default domain [4 | Incoming traffic Created v Last activity v
D tation [4
pythonTest-bb-repo @ Running https://vmijhgczpw.p... Public 9/6/2023, 8:44:59 PM 9/6/2023, 8:44:59 PM UTC
any text in the filter text
pythonTest @ Running https://jtstes2vaw.pu... Public 9/6/2023, 8:30:17 PM 9/6/2023, 8:30:17 PMUTC

« Choose a service name to go to
rd console

+ Choose a service domain to
open the service web app page

Learn more 4

Image-b

Code-b;

c. ERFENHBEAENWREERT , StHRFERE  RERKEHE,
d. H¥RMHE  BREFHRRENREHRSE

+ Amazon ECR - 1 7E£ Amazon ECR R FAE R &,

« Amazon ECR Public — M Amazon ECR Public ## 7] 2 B FEEU AR %,
e. SHBEH]|MEGE URI, EIFBE,
f.  1EiZE Amazon ECR BASRMGHEE AT , SHHMEHEEE BRI SRENFEEFE,
g. SHEMGER  EREEDBHETURGER (fim, &)  AREEEE.

Select Amazon ECR container image X

Choose an image repository and tag in the Amazon ECR registry of your AWS account
jane to deploy to your App Runner service. To deploy a container image of a different
AWS Account, cancel and paste the image URL

Image repository

test-image v
Image tag
latest v
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2. BELHHE,

a. EHNEREERT  EEFHIHAEED.

® Note

App Runner A& Amazon ECR X MG B EEE , LAK Amazon ECR #FE
FEBRERBFTEIRSE A Z AWS IREHBRGH B BEE,

MEHBH ENFMEN , 528 the section called “FE 5 £,

b. [Amazon ECR #{#] ¥R ECR FHAG® , RERFHRANREAE , SUEZEERH
WaEe, NIREEANRFHNE A Lo lZEENEREH IAMEAEAE,

C. igj%-lt_io
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FMBABER

Source and deployment i«

Choose the source for your App Runner service and the way it's deployed.

Source
Repository type
© Container registry Source code repository
Deploy your service from a container image stored in a Deploy your service from code hosted in a source code
container registry. repository.
Provider
O Amazon ECR Amazon ECR Public

Container image URI
Enter a URI to an image you can access, or browse images in your Amazon ECR account.

123456789012 dkr.ecr.us-east-2.amazonaws.comy/test-image:tatest

Deployment settings

Deployment trigger
Manual 0 Automatic
Start each deployment yoursetf using the App Runner App Runner monitors your registry and deploys a new
console o AWS CLE version of your service for each image push.

ECR access role Info
This role gives App Runner permission to access ECR. To create a custom role, go to the I1AM consoie E

0 Create new service role

Use existing service role

Service role name
The name of an 1AM role that App Runner creates in your account with an attached managed policy for ECR access.

AppRunnerECRAccessRole

Cancel

B BRH
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3. RELHR.

a. HERERBEEMNBRBREERRT  @ARKEBAEHNRBEEEEN 1P EEE,

® Note
FIEEMERERER2ERAN , IEFXEARMHNFEARE,

b. (ER) SESMBHEHMERE , UFEEARIHNER,
C. igj%-lt_io
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FMBABER

Configure service i

Service settings

Service name

image-test

Enter a unigue name. Use letters, numbers, and dashes. Can't be changed after service creation,

Virtual CPU & memory
1vCPU v 2GB v

Environment variables — optional
Key-value pairs that you can use to store custom configuration values.

No environment variables have been configured.

Add environment variable

Port
Your service uses this IP port.
8080 o

P Additional configuration

» Auto scaling info
Configure automatic scaling behavior,

» Health check info

Configure load balancer health checks.

» Security info
Specify an Instance role and an AWS KMS encryption key

» Tags info

Use tags to search and filter your resources, track your AWS costs, and contol access permissions.

Cancel

B BRH
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4. EMENEVYHEEL 6 RIFLGANFEFEES K ARBREEIYNRE,
R MRRNBIRY , TEESETRBERR  Hh 8RB REHE.

T Create SETViOE i) progress,

imagE-l’ES‘t tafa Actions ¥ i}

Service overview

Status Service ARN

© Operation in progress 3 smrwsapprunnerus-east-2 1 2345678901 Tservicefimage-
st/ Oebb SebSF295 496 30be D 24 2 B0 S0 1

bty 2 3t h en [2 Source
E 123456 TEH0 2. dkr pix, Lri-East- 2 B ron dws Loy ho-bist - imagelates [
Bctivity Logs Configuration Metrics Custom domaing
Activity (1) inta
Q 1
Event Sratues Searted - Ended
Create service 17 progress Bf22/2021, TEA5AZ PM UTC

5. WREHRBEEHNT,

a. ERBERREML , FEBBIREATF.
b. BEERMEAE. ERERBMIEA URL,
c. HAZHNMALLREEREERERE.

£ App Runner API = #BR{ % 51 BR#& AWS CLI

£ Z A App Runner API 5% 23 flR# AWS CLI , &MY CreateService API ik,

WMRFWMEEKNEE , BERBYGHET , EHNRBEVYMERB "Status": "CREATING",

MFELEHIF |, FSE AWS App Runner API 3 F1 i 2 37 38R BR 6 7 17 B2 IR 7%

EE KK App Runner BR#E

WMREEEY App Runner RIS EIEEZ U MVEERR |, BT T EF —HEE

o SEER PR HBRthe section called “EEEE T R KRB BISELNERER,

ERRUHRE
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https://docs.aws.amazon.com/apprunner/latest/api/API_CreateService.html#API_CreateService_Example_2

AWS App Runner HBEABER
- MRBERFHBRFRRER , FETSLENEE  RAREELHNRK.

2R App Runner WERBEEBMHNRB AN , FERRMNBRHE , MAYHRRREEETEME
%,

B A LAER App Runner =2 A8 App Runner AP 5 AWS CLI B2 % B R %

£ App Runner £ & E2 X 8K App Runner BR#

Rebuild with updates

BURKEERASTERRMAR, REESEERE , BELEERRKE 25138518 F B EN
BARRE, MFEFMER , 552 Bthe section called “HEEE T R,

156 PR S BB 222 Kk AU AR %
1. AERKEEELNERRSIER , AREERE

EHEHREERR BRAEENNEE,
2. ETLENEE IEREERTIREASELEE.
3. EEREFLEMRE.

LU NERBEEN BRFRIER LERERE,

Rebuild without updates
MRERGBESHREWRBEL R , BUEERRYE , MESEHHERRENHEERE,
IR BEHMAVIE R T EE KRR RS
- BERBEEA LANER.

LU NERBEEN BFRIRR LERERE,

. MREHNIRBEEBXREN , FEEPHBIEZETERBthe section called “SEEE TR, 1T
PENEE AZEREMNRE.

fEF App Runner =& E2 KB App Runner iR# 133
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£ App Runner API 5§ B2 % B App Runner iR AWS CLI

Rebuild with updates

EEERRMAVRE

1. {kBR P AY3E Rthe section called “EEEE VR SREBHNER.,
2. o X R REEENRGRERERNWERETLENESE,

3. AN RRIBRTEDIRFERGREFTESE MW UpdateService API BIEREE. App
Runner Bt REEXNBREFTEENEHHNER,

Exampleff A EF EE
ETHEHFF , EEEHMUARGHERNRENRRELE, WEPortE28E 5 80,

FH LG AEREN App Runner lRFinput. jsoniE®R

{
"ServiceArn": "arn:aws:apprunner:us-east-1:123456789012:service/python-
app/8felel@304f84fd2b0df550fe98a71fa",
"SourceConfiguration": {
"ImageRepository": {
"ImageConfiguration": {
"Port": "80"
}
}
}
}

0y UpdateService API Bk,

aws apprunner update-service
--cli-input-json file://input.json

Rebuild without updates

£ E# A App Runner AP 5 EZ % BRAYIRIE AWS CLI , 5504 UpdateService API BjfE , A%
R R SRR BETEMNEE, REELHNREEILRE App Runner EFEE M A A , FiEIE
EfREEM T ETERH.

/A App Runner API 5% EZ KB App Runner fR# AWS CLI 134


https://docs.aws.amazon.com/apprunner/latest/api/API_UpdateService.html
https://docs.aws.amazon.com/apprunner/latest/api/API_UpdateService.html

AWS App Runner HBEABER

#&#T Y E AR ARANEFZ Z App Runner

EIRTE 2RI AWS App Runner , BRI EEABRIARIR - RBRREHRRFHEFE. App
Runner @2 ERRATENERE , IEENEAEXNTBEELRE.

AEFERPUIAEETRATAE , SEARIAREEHFIHEE App Runner fj#, ETLURMREGHEF
EF G IRAE  REXNBREEDWEER, App Runner 2 {ME S EZRIPEERE : BEBMF

g,

BB A

App Runner £ T3 5 ZRBEZH B EARATEN T K.

BEEE

ELEERBENISERESNILE (CICD) 1TAN , FEABEIE, App Runner EER AR &
REANBRTFERSEEE,

REFETE - SELSFTNREBRAEEZERGRETE  ISFTNEXEEZEEXABHREFE
¥ , App Runner 8 BB A EB E BN RE , MEFHERRIUE - T BE,

BARHRETE - SELEHNERHEETERRE P ETEENEXBMFER , App Runner

RENBRERTE. ARARRREZTNEEI SRR ABINE , AILFHL T HIRE 8

BNATEEBIBNEE.

- REEBR (BMEERESK) - ERECEMBRBRFA/RREFRENTERE, NRENHRIFE &
REMAWE K EXRTREARTFEMRIRE &S, Hit , SHEEIREREFENTAEERHEHE
AP AN i

- EATRMEEERES (FER) WEERE -ARREERRESKPHEENEETSHRA
BEE A EMHEES T ERFESPHNRFENSERTISHREDHE, Rit , ELEAE
RFBHBREFEBEERFE SNEENEE,

(® Note

App Runner 21 Amazon ECR X BEREGHN HEEE , AR Amazon ECR REFEEFER
IEIRIEFTEIRF LIS 2 AWS 1R F HIBRIGH B BN 2R,
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FBHE

FMBABER

ECREARRBRENSENER K FEAFBHE. NMREARBRENFFETLEREN

R | B LA\ BEB ., MFEFHMEN , 52 Bthe section called “FE)FZE",

® Note

EZMITFEEFR , App Runner Rt TEH R FELE IR,

ERBUEB T A A AKRE RNV EETE

FEE -HREEEEUNFRBIRERE , ERENBZAEEEAIIFRTE

y N A oL oeR A HX):EEEQI:F ) igj:%%
EJJ:R BE,
Deployment settings
Deployment trigger
Manual O Automatic
Start each deployment yourself using the App Runner Every push to this branch deploys a new version of your
« API 2 AWS CLI -

FEM Y CreateService 3 UpdateService BIYERF |, #% SourceConfiguration £
gAutoDeploymentsEnabledW K EFREA False UETFBHHER True BBIE,

© HBHEBNEDHHE

BBNFHNEMSELHEANER . EMEL EZHSMEZENREE.
EMEL EENEERERMS

- feEEEEE. WU HEFW App Runner API AWS CLIEBRFEBEE. UTFEHEEMH
RHEELRERF.

- BEDHERHRFEE BZATANBEMBE.

BESE
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https://docs.aws.amazon.com/apprunner/latest/api/API_UpdateService.html
https://docs.aws.amazon.com/apprunner/latest/api/API_SourceConfiguration.html

AWS App Runner HBEABER

FBEE

ERFBHHER  CEERRERBDRENSETNE. ECERFERZINFTREEARIREIER
Wi, BUUSRLUTES , THNFAER E2EM AP HITHE,

® Note
BIEHITEESREMR |, App Runner SR EEBNHEEELBRIR,

FEATIED—EHEEBERARIARA
App Runner console
£/ App Runner A 38

1. BB App Runner 28 , AR EEEHFERZREN AWS EiF,
2. EBEHEKRT , BERKE , RAREEEZH App Runner BR#,

IRAEETREERIR , A IS RBEES.

= \ Runner ®

App Runner Services python-test

python-test . acions v || C | I

Service overview

Status Service ARN
@ Running [ am:aws:apprunnerus-east-1:123456 78901 Ziservice/python-

P ) test/33f9aa7cd4744fbcb 96 1085014386004
Default domain

https:/ /6 2wweBevee public.gamma.us-east-1.bullet.aws.dev [ Soures
<L =

O https:/fgithub.com/your_account/python-helle/main [

Logs Activity Metrics Observability Configuration Custom domains

ﬂ{ti“ltv ( ]} Infa

Q 1 @
Operation Status Started v Ended
Create service &) Succeeded 32272022, 6:46:22 PM UTC 3222022, 6:51:35 PM UTC

3. BEHE
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https://console.aws.amazon.com/apprunner

AWS App Runner HBEABER
BR RN BHESG. EREERREEL , RERESEERETPHIRE,
4. ERFHEBEER. THRBERHEER L , BREREEEERBHITH,

5. FERBHEEDNY  FERBERREE LEERRMAEE  ERRBMEUEMN URL, BE
& Web ERERRANEEE , XRBENHREEE,

® Note

A 7389 App Runner ERAREXNEZ M , FLAEREWEE (PSL) EEH
*.awsapprunner.com {818, ATE—FTRELLM , MREFETE App Runner FEF
XN FERAEE S BPEREBR Cookie , BREMEAF__Host-BHA M Cookie, It
WESERRBENPE A ZEILFERAIE (CSRF) B, MEEZENA , #28
Mozilla B3 A BB P HEEE Cookie HHE,

App Runner APl or AWS CLI

EEMA App Runner API 2 Z8& AWS CLI , 550l StartDeployment API i, EEEMNE —2
RIRMIRTE ARN, BEEEY REEFREEARNXNFEME , ™ App Runner A AR EIFTAR A,
MEFIUERKINEFE , BN ERSFEE,

% E App Runner fR#&

B8 AWS App Runner fRISEE , BRI EREHEE, BUUEERYBRBEcREFTH P —&
fRRERRE. HMREREREVRERER , 2R\ E8E, KX EWMER App Runner AP, App
Runner 2 A& # App Runner #HREHE =1 IRISAERE,

&

- £/ App Runner API = 5% E &8 iRFE AWS CLI
- {5 App Runner £ A R E LM RIS

{4 App Runner fA8E1E RE&E BRI

RIEH BRI R E AT BRI

AP EERBRERBRE

RN IR R EEERERE
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https://publicsuffix.org/
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https://docs.aws.amazon.com/apprunner/latest/api/API_StartDeployment.html

AWS App Runner HBEABER

£ App Runner API 5 5% E &8 IR% AWS CLI
APl ERXAIEMRBELREENRE, THFEFNREBEIE. HEMERSH,

 UpdateService BifE - AJIEE M ZMN | SIEH —LHEEEE,
o TLAEF — B LAEH SourceConfiguration, InstanceConfiguration#
HealthCheckConfiguration S8 FMERE. T8 , &£ FSourceConfiguration , &&EE
BRREREEXNBNRIMES R 2 TR, BLEREEE I REFAREENEEREESE.

i & CodeRepositorysf ImageRepository.,

18 b 7T DA SE 37 B AR 76 AH B Bt 2 B B A RE B R Y T 51l ARNSs ¢
* AutoScalingConfigurationArn
* VpcConnectorArn
. BEEH - BEEE T CreateService EMEH T AR ServiceName#
EncryptionConfiguration 28, EMRIEMELEE, UpdateService BIEFTBEEL S
o
« API £2 =R - 27 L% CodeConfiguration #H ) ConfigurationSource 28 ( ARHEAE
H —E o R RS FESourceConfiguration) 3% E A Repository. FEWERT , App
Runner 28 FH#HARESR ECodeConfigurationValues , Wt FEFEFRELEEZBIEL
BE. MRMEH ConfigurationSource FXEA API , App Runner 8¢ API FIUERS B #ERE
RE , URARERER , AEHEBERTFE.
« TagResource BifF - AIEBE VBB EZFU , UEERMEERBEIEFTREERNE,
- UntagResource BifE - AIE R R 2 BT , LIEREPBIRER.

® Note
MREHRBBEILBERE VPC EES , BETRNEBEERBEFECE —XAHLE, &
ANERIHRERS 2 RERAREEMRZELER, WEFHER  FSEEEEN
Networking with App Runner E i — X 4 iEEFHY o

£/ App Runner £ A R EEH R

E#EAMEM App Runner API REFRMBREERN. API BHHTHEMRA W E—HRESR , RELA
LUER FRAERENRET, FEERBERIABITANRERRELETER. A, MRLERERE
REREER , AIFRATERBEMERE , M App Runner EREERFBUELRE.

/A App Runner API % ;2 E &K Bk AWS CLI 139


https://docs.aws.amazon.com/apprunner/latest/api/API_UpdateService.html
https://docs.aws.amazon.com/apprunner/latest/api/API_CreateService.html
https://docs.aws.amazon.com/apprunner/latest/api/API_UpdateService.html
https://docs.aws.amazon.com/apprunner/latest/api/API_CodeConfiguration.html
https://docs.aws.amazon.com/apprunner/latest/api/API_TagResource.html
https://docs.aws.amazon.com/apprunner/latest/api/API_UntagResource.html
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FMBABER

RELW R

1. BARX App Runner £## &

, AR EEEFE R RIUEN AWS EiT,

2. EBEHEKRY , EBERKE , RAREEEZH App Runner BR#.

FERASRERERRBEBENRBERR.

= App Runner Services python-test ©
python-test .« [Cacions v | [ ¢ | 2D
Service overview
Status Service ARN
@ Running [P arnaws:apprunnerus-east-1:123456 78901 Z:service/python-
Default domain test/33f9aa7cd4744fbeb961e85014386b0d
https:/ /6 2wweSevee public.gamma.us-east-1.bullet.aws.dev [ Source
D https://fgithub.com,your_account/python-hellofmain [4
Logs Activity Metrics Observability Configuration Custom domains
Activity (1) into
Q 1 @
Operation Status Started v Ended
Create service ) Succeeded 372242022, 6:d6:22 PM UTC 3/22/2022, 6:51:35 PM UTC
3. ERBEBERREEL , BFEARZRSIER.
BR TRAEUHERERETRE B ANVERRE | RENHE, [REREMRERK.
4. BEENEMAERTHRE , FRERE,
5. HAEREEREL  ETEMNRENEE K ARBEREFEEE.
@® Note
MREABRBELELRE VPC EiESR  BETRNBRBRABEFEREE MR, &
A ERYHBRBRR R EARBEMRRELARE, NFFAEA  F2RLEEN
Networking with App Runner ZE & — X 4 iEEFH o
& /A App Runner {2 & R E LW RS 140


https://console.aws.amazon.com/apprunner

AWS App Runner HBEABER

5 App Runner #B&E4E 358 E 8B R 75

BB EH App Runner BRIEEF |, AT BB R App Runner ff I{EARRFEEN — o =R HEMNE
RERDEN—LERRE, BBEERM , EUNERERFTERRRREXNBHERBNRE , URE
ANBERS, HEEROEMREELFEATEAD AP RENBEERRE. MEFHMEER , F2BApp
Runner fARERE =R,

(® Note

MREHBRBEEIELRE VPC EES , ETRNWREBRBEF KR —IXMEE, &
AIUERHREER R EAREEFR R ELARE, MEFMAER , FSEREERN
Networking with App Runner ZE i — )X 4 iEEFH

IR AR %5 52 E AT BRI 1%

AWS App Runner E28{E AWS RIEES , BIEMN App Runner RIFRHEEZNITHRAMTEEH, W
ﬁ'ﬁn¥%ﬂ1§nﬂ nﬁ e Bﬁjgﬁ HJ kil-o

App Runner X ERA — L #RIMEThEE , W E A A ObservabilityConfiguration B 7] 23 B &R RERE
HiTR, BUUEBRYREFNRBRFRETEIMERER, ELBMIHHN App Runner BRI |, App
Runner T AEALEY —E, BETHAMMBEREREAN., NREKREM , App Runner €12 H7E
AT RE,

B LABE %18 App Runner FRIEHEAE —TBRIM4ERE  URARTCMESMHERNTERBMITA, WEH
HMEF , 552 RBlthe section called “4HEEE R,

S T] LAE A T B R M AR RE SRR E T B AT BURIME Th e

- EBERE - EREARAREMANBREAZHN T HERWUNERE, WFEMRNFHENR A F2
B : the section called “JB#t (X-Ray)’

EEAEAIM
FEATIHA—FEREREE App Runner BRIEHY AT E18I1%
App Runner console

B App Runner A2V RE , IERENEERER | B URREERE TERIEIEE,
EXEAEHLSRATHIMERERER,

£ App Runner #E5ERE REZEL M ARTE 141
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» Networking info

Configure the way your service communicates with other applications, services, and resources

¥ Observability

Configure observability tooling

Configure observability tooling
(P Tracing with AWS X-Ray
X-Ray tracing for your application. For pricing information, see AWS X-Ray pricing

App Runner APl or AWS CLI

B &N CreateService 5 UpdateService App Runner API Ei4ERF | &7 LLGE
ObservabilityConfiguration S8¥IH4REA TS AMKINGE , AR E 7TEH R EHE
REER,

AT % App Runner AP| EBH{ERE R QA Al BRI AERE B R

- CreateObservabilityConfiguration — 2 3 #7#Y o] #8114 B 8 = 3R B HH BBV 15 ET o

- ListObservabilityConfigurations — {EEI B & H) MEEIRER P BRI EAHAEFE AWS IRF |, HP a2
BEEH.

» DescribeObservabilityConfiguration — & [5] 7] #3814 48 2 #Y ST B 3

« DeleteObservabilityConfiguration — il R AT ELRIME AR RE . & 7] LA BRS E ST REFNVER P&
ilo MREEDT WUEAMERESE , EURZSERMBRTSLEN ATHRIMHERE AWS 1RF,

£ A 1] 0 B EIRR E RIS ERE

HRELINEE , B AWS App Runner [RIEHFAEERRZSEN, W, BUEFE—ERKEEEHERN

BEERTA. 3E , EAEBENME RISETHERNTHRMETE. App Runner A Z &6 A&7
WA D EERREARE, BAUBRYERRERINGEN —BHERERTE , ARG LAREIRN Amazon
Resource Name (ARN) $21#t#& — =% @ App Runner R,

App Runner 8B T5IThaEM AT H AHERERER

- BBER
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https://docs.aws.amazon.com/apprunner/latest/api/API_CreateService.html
https://docs.aws.amazon.com/apprunner/latest/api/API_UpdateService.html
https://docs.aws.amazon.com/apprunner/latest/api/API_CreateObservabilityConfiguration.html
https://docs.aws.amazon.com/apprunner/latest/api/API_ListObservabilityConfigurations.html
https://docs.aws.amazon.com/apprunner/latest/api/API_DescribeObservabilityConfiguration.html
https://docs.aws.amazon.com/apprunner/latest/api/API_DeleteObservabilityConfiguration.html

AWS App Runner HBEABER

- ATEAME

- VPC #HE

BEMEN X ERRER{AEETHRENEREFNEN.
EAERARERN IS A - LR RENZEESEE,

- BF] - EEERERTLUEET. EHRRENTHEAEREREITNMEREERNVESG, EEL
BRT , BEEESE —E BN —EREEF]. ARNZEETEAHEENSBNTENIETE
o BAILUHHTRNRAEATRNAERTE, HRESERE , EULGRESEEET , ANHEEBE

SRPIMVERTE.

BERBBEMNE —EEESESETRE 1. BBEARNREECEINEGERNEIT&mR (B2
FAEE ) o &AL App Runner BR#SE24S E AR REASRT SRAE RE MY SR TS 5T 22 3L BA B

- #A - EALEZE App Runner R 2B AE—HEER, MREEEEELREPEZHREN
HEE  EEREA. Bl , MRENERIEET , BALUEZE REREAERBEERNRHE
5T, BALRIEEHERTE  BTAEEEBIT. EEEHRER , LUt AR ENERREHTR
FIEREEHN. MEABEENFMEN , 552/ the section called “Configuration”s

- BREE - B LA App Runner RE S MMBRAERE, SEEZEEENMEE, HRM , BRZEE
AINER SO LUEYFNREHEERBIETT , LB ERERE,

(® Note

HREBER , BALAER App Runner =2 & # App Runner API 2R%E 37 45 B8 M = (& &
iT. App Runner E£# A& F App Runner AP| tt A] AT B4R BEFNIEET . IEHAEN |, B2
BIEE App Runner BBIERE.

HRAHAMBRER Gl RSHERE | BREEFER App Runner B 5B EBE —185]
WiERE, EEE U E ST MMERERE , EX4EFER App Runner APl

- EREEE - AU BEABEREENHE —BREEBASITBER TR E AWS ElF, NRE
EFELRE , AL ALMREREBREDTHEE] , THRELES, HABBHIERERBIET ,
R LAER App Runner £# &= App Runner API SRR M. NEFFMER , FSBHEE App
Runner BENERE. &AZAER App Runner API RMRE &R, MELRENFMENR , FSE the
section called “App Runner &R 58",

- BERAAN -BIUHRERTASELENER, BAESELERERGHRA (Hln , B X-Ray
BHRFEZTIEE AWS X-Ray A ) , EFREE¥ERE App Runner BRI THEERY App Runner A58
ERWEER,
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ARG EEFERERE

AWS App Runner ZBE{TIE/EREBREREERENEEME, FEREEREREBAGHE
# TCP, App Runner & Ping G ERBHBIEH, HE , BUUSEEREREBAHERES
HTTP, App Runner €#$E/EARRERE HTTP EREEZEH Web EARER,

B LR EEEFREREABEN —LERE. TRAPEFERERERERHARE,

RIE iR &

BABE App Runner AR AEHIREATEEREREN IP BAWE, TCP
MRBREAEBAGERES TCP , App Runner EEFEARENIZEN
EIZIE ping B4 RIS A FARL A1,
MRIEBEAWEIRES HTTP , App Runner B EEIRERE S
REXERENHRE,

R App Runner &% HTTP :E{EMREMEFERH URL, EEAR /
HTTP B &,

Interval EERERE BN EEBRE AR AEN). 5

Timeout (&) EHENEEAR B E R K B2 BT S S EERERE D R R 2
(AW BEN),

EEMRERIFNE 1 App Runner ¥IETRRIGEEMRERF 251 , X BRI EBERE 1
& KRB

EBEMRETERE £ App Runner ¥IETRRIGEFERETRRE 281 , X BALHBIEEFRE 5
KRB
REEBEMRERE

FRATYEF—FESERERE App Runner FRIEHEERERE -

EEREREHRE 144



AWS App Runner

FMBABER

App Runner console

B8 A App Runner 2 &R App Runner fR% , SRR EHHBLER |, B UREEE
RERMBIRTE, METEMEIEERERF , 552/ the section called “Z 37" the section called

“Configuration”, EIEMEERT , FSRELSEEHLWEEREREARBEE.

¥ Health check info

Configure load balancer health checks.

Protocol

The IP protocol that App Runner uses to perform health checks for your service.

TCP

Timeout

Amount of time the load balancer waits for a health check response.
5 o seconds

Interval

Amount of time between health checks of an individual instance.
10 B seconds

Unhealthy threshold

The number of consecutive health check failures that determine an instance is unhealthy.
5 % requests

Health threshold

The number of consecutive successful health checks that determine an instance is healthy.

1

~
v

requests

App Runner API or AWS CLI

BRI CreateService 5 UpdateService AP| BjfERE | £ 7] LA{E

HealthCheckConfiguration 28 RiEEEEREMERE,

ME SEEBNHEBEEN , 5528 AWS App Runner APl 22Z /1 HealthCheckConfigurations

B App Runner E#f

EBTE 2R AWS App Runner , BRI IR EEABRARIR - BRBRMERFEHRAIRHEHNRIR
f#17E. App Runner XZEEIRHE R ERFBIIREMNER, A% , App Runner AILLEEUENRARE

ER
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https://docs.aws.amazon.com/apprunner/latest/api/API_CreateService.html
https://docs.aws.amazon.com/apprunner/latest/api/API_UpdateService.html
https://docs.aws.amazon.com/apprunner/latest/api/API_HealthCheckConfiguration.html

AWS App Runner HBEABER

B, W ESEIENRE, EREYFIREMRE PHENBARBEE | App Runner TEERIIER
AWS tRF,

App Runner EERBBERHN ERPEEEREA. App Runner T A MAIE T A EEE B ERIE
F. ERBYEEE=-HEFEEANRBE , App Runner EEEHRE R, U TRERERN—LEE
B

- {HFEM — App Runner B BIEZE A GitHub = Bitbucket HIEREE R
- HA-EBUUFERERERRENZEMEAEBBEERAEIIRSEHN App Runner BR#E.
« EREE - 7£ App Runner & | AT LA AMBRELR, TiB , BEEFEIIREER,

- EREHE - ERERESE AWS IRF PHERE HEBMWERELREE AWS BEiE, MREERLE
B, B REEELAMBRER , TREERIIFHHERIKRS, B LUER App Runner £ AT API
MIBRELR , I FEIFTA : the section called “BIEEL", MEFMEF , 552 Mthe section called
“App Runner & RELZE",

EHEIELR

FERTYEP—ESEZEEED App Runner iE#R :

App Runner console

E&MER App Runner A EZVRHKR  LERHEERFEEN. EFRERREILERER.
£ EERAT , BALLBEEREL ZENER GitHub X Bitbucket 1RF |, EREFIRFE, BE
B , App Runner 8 ABEILEREIR. HRMANER , FEHEHEEREETHETREX
B, TRERAER, TREg5IE8TRILERF.

FTRAUAEERAERNEE, MREERNRBEREEM , BTTUTRERN S DBER
B, SHTURBRTIBEANER, TIEFRANMEERTERHEEER,

EIREIRF R AVELR

1. BRUApp Runner & , AR EREFEPEIEN AWS EF,
2. ESEBEERP  BELERIKS,

K&, ERASENIRFFREERHEEERNBE,
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https://github.com/
https://bitbucket.org/
https://console.aws.amazon.com/apprunner

AWS App Runner HBEABER

= ®

App Runner » Connected accounts

Connected accounts

Connected accounts and organizations (1) info Add new
Q, Filter connections 1 &
Name [4 v | status v | Provider v | Created v | arN v

GitHub-account @) Available GitHub 8/22/2023, 9:43:37 PM ... @ arn:aws:ap...

3. LREVUERBENNEMERNITFIEH—EEE :

- BB GitHub/Bitbucket kS SR - BEFERN BB,

« TRETHRERE - BIER  ARRBFEDERRPEETARE, TRAE5IEETRS
TEREREREF.

- MIBRELR - REGELR , AREDFEDRRPZEMR. EREMRETRNER.

App Runner APl or AWS CLI
BRI LAE A T %) App Runner AP| EiERE B SR ELR

« CreateConnection - B ERRFERMERFNER, BIERE , BX4HAMER App Runner £
BREFHERE»BRERE, MEFSEL—EHERHA,
- ListConnections — & [E1E2 fHEAE#HY App Runner E#RFE AWS 1RF,

« DeleteConnection — fIBRIELR, MREET FELREEE | BREEEMERT L ERELE AWS IR
=8

&1 App Runner BBIERE

AWS App Runner € BE1 BZH App Runner EREXERIBREEER , HASHTER. ER
EZEN , EHERTRHEANERERE , T ERESERERERL,

HEiRRERE

BT LR E L ESERARBENEEBIEREITS. App Runner 27 # 4 AutoScalingConfiguration #Y
AR EERTIHEZEEDHEERE. FUUBUNEEB LN EDERMARE , ARBEHEHERE RS,
CPEREEEEE  SULEEHEBERE, SO ERYFRESRERERENBRES | B2
BAUFNWEDHERMER, BYFNEBDERALE  SUUSHERE RE , YEEZRISRERS
R,
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https://docs.aws.amazon.com/apprunner/latest/api/API_CreateConnection.html
https://docs.aws.amazon.com/apprunner/latest/api/API_ListConnections.html
https://docs.aws.amazon.com/apprunner/latest/api/API_DeleteConnection.html

AWS App Runner HBEABER

A MIEET

BEBERACEEEBNBERE]. HENZEEITEEHENEBNTENSETRR. EULEHY
FTENWESHEERVIGEATENEAREERE , flSTAMRERE, SAESEERE , B UHESEE
T, UHBABERMINRE, SEECRSTUE 10 BA—NEBERERSBNERS 5 BE55T. W
REERRHIEFERIES , B LMBR—@ , AREIS —@. App Runner T AFFEMBREES
FERREAFRBEEFANBER, WERENGFHEEN , 5528 the section called “App Runner &
RECEE

RETARAERE

BRI WER App Runner FRHE , BALRHAEBRRARER. REEBDHREEEIZMAN, W
REREMH , App Runner ERHEFEJENAREDREEE. BDRREEHRIRGEERTE
BCWEREDERERE , MA2EM App Runner REMTERE. K5 —EEBDERMERIEEAHTAR
%, ZEETABERACRRELNHBBNERE, FHAREETEXELNARBTRBREN
A

REERBBDREMNRE

B A5 %18 App Runner (R AE—BBHEREER , UBRARBREEEHENEBHERTA. WFE
£/ App Runner =2 A App Runner API 52 EE B IERERBNFHEN , F2REATEETRNE

B, METHAERN—MREH , F52M the section called “4HEE R,

A ERERERE

B LARE T 5 B BIREERE

« WIT LR -FITEREENILITHERYE LR, EXTHARUEBBLEER , App Runner 8RR
AR

« ROMER-EHNBRBITERNPTERRELR, ERVEKEERBRENHNITEEREE LR,

o H/MK/DN - App Runner I AR IRBEHENEITEBEE TR, RE—EELEFHBENHEH
TER. Hh—LEHTEBSTHEERE. HRBIRKBEEENEESEREN —B2 , B %EfE
HiIREME . EXAMERRBTEBNEERAE. BREXSEAFFEN CPU AE.

(® Note

vCPU BEIRFTEEIRE App Runner AJRREGIRENETEREE. ERKRBEH Fargate FE
£ vCPU BRTEM T A Z{E AWS Fargate , & EMIRERFH vCPU BLEERERH
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AWS App Runner HBEABER

RIBSHEE |, FEEH P Service Quotas £ A AWS BEFEA, MEFMENR | F2E
{Amazon Elastic Container Service FiZ A B1Er) HPHIAWS Fargate A% Hl 58,

i

BERBNEBER

FRTYEF—FESEREE App Runner RN EBERE :

App Runner console

B App Runner A BV RE R EHREHERER | B LEEBBEREHERE,

® Note
ECBERRK AN BB RRAEAENETR , ENRBEEGERRSE.

Auto Scaling #HREEHIEMZERE , TALZHNRKREEHIEERE.

- BERERBRANABNEE - RREABTHNABTEPREE. EMBTANXNFES , BHEREK
MEVEET IR, MREFEEFEZMNFAEEET , BRI TR NBEPATIIRE, EFTRE
FURAVERRE.

- FEEVNERHH BBREAR - BV DRERPENEILIHH ASC, EESRBFMEHITE
PEREACEH. G AEBDERSBNEREBNE, RABRZEREIE, App Runner 8REE
MEBDRRARER  YEZRLERHAENERT , SEREEBHERER,

- BERVNERHAET - BEARBRBEAETUNABTEPRIERERE. RARRBMDERPERE
HEI ASC 185]. EERBMEATABEREEEH. G ARDRESBNE, AREIH
1, App Runner 8@ RZE VN BBRRARETT , YERMEBRIHEITNERT , SER
B EERRER.

BEERENBEBER 149


https://docs.aws.amazon.com/AmazonECS/latest/developerguide/service-quotas.html#service-quotas-fargate

AWS App Runner HBEABER

¥ Auto scaling info

Configure automatic scaling behavior.

Auto scaling configurations

Existing configurations

Medium-capacity v v2 v

Concurrenc Y

80 requests

Minimum size

8 instance(s)

Maximum size

12 instances

App Runner APl or AWS CLI

BRI CreateService 5 UpdateService App Runner API Ei4ERE | BATLAER
AutoScalingConfigurationArn Z28URIEERKH B BHIERELER,

T — SR (ST & BIREAA R 153,

EEEBERBRER

(B T 5 — 5 A RE IR S App Runner & B BRAERER53T -
App Runner console

SEEBREES

BEBRRREEAEEEIHEEIRFPRENEDRABRREARLE, KUNEMERRINERAE
REERE , BRESEEIRE -8 App Runner BR#%

ST AR B E AT T FHEATIRAE

- BB BRRERE,
- REANEBRREEREILFNE.
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https://docs.aws.amazon.com/apprunner/latest/api/API_CreateService.html
https://docs.aws.amazon.com/apprunner/latest/api/API_UpdateService.html

AWS App Runner HBEABER

- MBEREBRREARE.
- BEBRRARERERATERE,

I
®

App Runner ) Auto scaling configuration

Auto scaling configuration

Auto scaling configurations (4) info Create

List of the available auto scaling configurations. Auto scaling configuration defines settings for instances used to process the web requests
Q. Filter configuration by name 1 'E}
Configuration name A | Status v Revisions ¥ | Date created v Date updated v
DefaultConfiguration @ © Not-in-use 1 5/18/2021, 12:00:00 AM UTC
High-capacity © Not-in-use 2 9/7/2023,10:21:03 PM UTC 9/7/2023, 11:24:13 PM UTC
Low-capacity © In-use 2 S/8/2023, 10:35:54 PM UTC 9/8/2023, 10:36:44 PM UTC
Medium-capacity @ In-use 2 9/7/2023,10:32:45 PM UTC 9/7/2023, 10:33:46 PM UTC

EEERF PN EBRREAR

1. BB App Runner 25 , AREREEEHZIRERN AWS EiF,
2. EEEERY  EEADHERER. IRAERTERFPINBEBRBREBEREE,

SERAE A LABAT T B EIE
- BEBVUNNEDHRRARE  FEETISR.

a. ERPERMEREEL , #REEI

EEEREY BEBREARER,
b. WAEERME, W1T. KNTFRMANERHE.
c. (ER) MRLBBFEER K FENEDHFER. ARTHRNMu L@AS
BAE (ER).
d. EHE.
- HEABEAENEDEREREUFRNER  FERETIIER,

a. HEDEREAREEL  ENFENEITERBSNERRE. RAREDFEDERSD
BEEE R,

PRV RS EE.
b. # £, @WAXIT. KNTRMANLERHVE,
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https://console.aws.amazon.com/apprunner

AWS App Runner HBEABER

c. (ER) NREBENEER K FENEDHFER. ARTHRENBMU L@AS
BANE (ER).

d. EHE,
EEMEREBIRERERE K FERTIILER,

a. ERDAEBREECEEL  ENEEMRRERENERIRE,
b. #ENMEINEERPZEUMIER.
c. HEMEMER , FEESYELEIRMER. T8 FEREUE.

® Note
App Runner 5 EWMBRBZFEARZEATER , BB EBHTAERPHNR
BEAP,

HEZREDRRABREATRRE K FERBTISR,

a. EEPRHEBAEEEARL  ENLFEREARREAESNRIRRE,
b. EEMEIHRERPRIGRATERK,

c. UREER—EHEFESR , BASE App Runner #E AR VIEITRER LB IAIFR
BHRRBHARGARE, ENREEFEE. 58, HEIEUE,

® Note
- ERKEDHEREREEATERK , TEEBERAERREILNHREHN
FERRAERE,
- FTNFEREBEETEXLE LN ARE RBERER BB

- MREENTEREBDRBALFEITR , App Runner i E & EFT Mig
A TARRE.

EEBET

FEAtwE—EER , ARELNEELRANBBRESS]  BRAEDEREF. TEBEREAE
REEELEIEENERE  DUFEULEE,

SEET B4 Auto Scaling 53T EEHT FAUEMIRAE -
EEABRRARER _




AWS App Runner HBEABER

- BB BRERER

- BEBRREREIREATRRE.

« MIBRIERT,

- MIBREME B BIRRERE , SEFEMEEBNEET.
- BBETIRVBREFFAE S

- REBFT BN RBEEE,

- BEMSIRBEVER].

App Runner » Auto scaling configuration » Medium-capacity

Medium—capaCity Delete configuration

Auto scaling versions (2) info Create revision

Revisions created under this Auto scaling configuration.

Q, Filter configuration by name 1 &
Configuration name 'y | Status v | Date created v
Medium-capacity (v1) @ Mot-in-use 9/7/2023, 10:32:49 PM UTC
Medium-capacity (v2) @ In-use 9/7/2023, 10:33:46 PM UTC

EERERF PN EBRREEE]

1. BB App Runner & , AR EREFEPEREN AWS EF,

0. EEEEKT  RELDEBSEEE, TRARBERLES DN EDEERSALS
#, 72? EENH AT —EEFASH EENLREYS,

3. BE , BALURATHEENEDRERAR  URENEEEMEET]. EEBFBRER
RERNEEESBET  EFEDRBAEEEEHE, BENERSR , MIBEREZH, S8
B = Auto Scaling 1£5] B L ZAEEHNFARIEETRE
4. BBRER BT T SMEM B4
FEATRANEDEREREITNIERT  FEETIILZR,

a. EEBEREITEEL , EBEEIE,

BERNE RS EE.
b. AT, KNTRMADLRHE,
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AWS App Runner HBEABER

c. (ER) NREBENEER K FENEDHFER. ARTHRENBMU L@AS
BANE (ER).

d. EHE,
HEZMRBESBRRARE  SEFAEEBRBNEST , FEE T IISE,

a. EWMHEEA LANMERERE,
b. EHEMEEMER , FEMSHE LERMER. B8, FRIEUE,

® Note
App Runner 5 F EWMBRBZFEARZEATER , B o EBHTAERPHIR
BEAP,

EEREDRREBIIREATRR , FERETISR.

a. ENEEERESERENBITSHERZRHE,
b. RENMENERPEIRATER,

® Note

. *‘“"‘ﬂvﬁiﬁﬁ)ﬁ%ﬂ%%ﬁ ATERE  cEEBHERABRREINFTREN
ERHERE,

« MNEREETSRE L ARARBRER BB

EERBEITNERFHRES , FEE TSR,

BEHUERT S5 R E R R

EFTHRAVERESF AR , 24 ARN , EBETRE T A7 EERT, F2RALEFEEN
HREE R

= ERARETTAHRBANREEE  FER TSR,

BEHUERT S5 R E R R
BRFEEREERE T A2 EERNETREFREA TS, HREHHEMLBBE
RIEEEBITNAE B, F2RALEFEENERE

EEBFIRBENIEET , FERTIIZER,
EEEHERMARER 154




AWS App Runner HBEABER

a. WMREEREEM , HEIUSFT S HERZH,

REEMRNEERETH D EmROETEREHMEEAT . ERESIHERLEEE
RIBEIETINFNE RS, B2RLEFERENERERS.

b. EREEIRE , BREESRRBEENRERE, RARBIEEEET,

c. BEENEAREE ASC 15T HR., TN BESDHN A AP ETIRIE, REEEM
BENEBDERAREII A, IREAEELFATRANBEHIERER  BHERL—
B R Fthe section called “BIERBH B EBIER,

EMEFAEERE, 58, FHRIEU,

(@ Note
BB FEREAHABBVISITRE , SEMFBLENRE.
FAAELER DENMEHREE |, UEFTEHMNEB,
EEEFETHINIBDNRBEFNLENMRE , FEAEREEIEEE
App Runner > Services , IEEURHE , AR ERENBEERBRE AFESIE
N
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AWS App Runner

FMBABER

App Runner » Auto scaling configuration » Medium-capacity

Medium-capacity

Auto scaling versions (2) infe

Revisions created under this Aute scaling configuration

Q, Fitter configuration by name
Configuration name - Status
Medium-capacity (v1) (=) Not-in
L+ ] Medium-capacity (v2) @) In-use

I Delete configuration
C |[ actions v | [icresteresion

1 @

v Date created v
use 9772023, 10:32:49 PM UTC

9/7/2023, 10:33:46 PM UTC

Medium-capacity (v2)

Ccm:_lrrn:n:_)' Minimum size

B0 requests 8 instances

Services (2) o

App Runner services using the selected auto scaling configuration

Q, Find service

Service name

myAppDev

® X

Maximum size ARN
12 instances 3 am:aws:apprunner:us-east-

1:164656829171:autoscalingconfi
guration/Medium-
capacity/2/

c Change revision

- Service ARN w

ﬂ AMeawsappnunnerus-east-

1:16465682917 1iservice/myAppDev/

o pythonTest

[ am:aws:apprunnerus-east-
1:16465682917 1:service/pythonTest,
i

®

App Runner APl or AWS CLI

£ T %] App Runner AP| BiER BB RN BBIEREREIR,

« CreateAutoScalingConfiguration — 2 #78Y B B)iE B AR IR B HEENIEET.

+ UpdateDefaultAutoScalingConfiguration — #§ B B} BB HREREBTER

HEREHS B BNRRE RIETRRR

. RANEREBDEE

« ListAutoScalingConfigurations — &8 {HEBH B BIERERFE AWS IRF , HHIEREE

o

« ListServicesForAutoScalingConfiguration — £ B By iE R 8 REE EIABEA % App Runner BRIEHVE

oo
o

EEODERARER
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https://docs.aws.amazon.com/apprunner/latest/api/API_CreateAutoScalingConfiguration.html
https://docs.aws.amazon.com/apprunner/latest/api/API_UpdateDefaultAutoScalingConfiguration
https://docs.aws.amazon.com/apprunner/latest/api/API_ListAutoScalingConfigurations.html
https://docs.aws.amazon.com/apprunner/latest/api/API_ListServicesForAutoScalingConfiguration

AWS App Runner HBEABER
« DescribeAutoScalingConfiguration — B B B iR #H 2 A SR iR

« DeleteAutoScalingConfiguration — ik} B BV iERERE, LA MRTEE BEBIERERE. 5EE
3], SR EEAEHEBNFTEEE]. A ®ADeleteAllRevisionsSBIRMIBRFTE 55T
MPFREE WEBERERERIE AWSIRF , £ ZERBRTXEN B BEREARE,

&1 App Runner RN BETHRIEEHE

B8 AWS App Runner BR#5F , App Runner @ A H B &, iE2 App Runner Fif#
Hawsapprunner.comiBEFHH W FBE. SAUERBHEBREWRBRBEFEITH Web EARER,

(® Note

% 71858 App Runner EREXNZ M , ELEFEFE (PSL) H&Eff *.awsapprunner.com
B, ATE—SRESLSM , MREEEE App Runner ERARRANERBEEBTRER

B Cookie , BEREMEAF_ Host-EA M9 Cookie, ILMESEMNRELNREERZEBLTE
KB (CSRF) ¥, MEEZEH , 5520 Mozila A BRI FIIELE Cookie EH,

MBEBEEBEERE |, BOLUSHE App Runner IRIGE I EEE . £ App Runner BR ¥ &A1 <
#% , BRT App Runner f8iiz 4\ , BETMUFERENBEREFENERAER. Z&ZTUBEBEER
HEGRE

@ Note

ER LUEREM B EMENwww FB1E. 7B , EBBIER APl &, App Runner £ &F
X EITEBFOwww F 81,

(® Note
AWS App Runner A% E#E A Route 53 FABFEEEE. FABFEEEE A BE] Amazon VPC it
ENREEBHEN. UELEAEEEMNFHEER , 520 Route 53 XHFHNEALEFRE

EHE g 157


https://docs.aws.amazon.com/apprunner/latest/api/API_DescribeAutoScalingConfiguration.html
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https://publicsuffix.org/
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Set-Cookie#cookie_prefixes
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/hosted-zones-private.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/hosted-zones-private.html

AWS App Runner HBEABER
1S BT RGN IR E BB (B )

EIRA BT B RIS R S R RS | BAAE RS CNAME 528%F0 DNS B ZE2 855718 E DNS @ReE, T
5| % Bt CNAME 28 DNS BZ5C8MER , AR I 8 L5 &%,

@ Note
R EEH Amazon Route 53 A DNS #2#t#& |, App Runner 8 AL EM /B FE M
DNS R8BI ERM BETHAE |, LUEFEZEZM App Runner Web FEAER . BEEEMA App
Runner ER AR BT BIHERZRERN , RIEREEREER. UTEEBBEETERME
L&A

CNAME 2 8%

B BT @EREREE BT , App Runner R 1GIRHE—IBBERERLEK , LETERRE, &
AR ASIE L TR R B B AT SRR 1 E R B R (DNS) AARER. #& App Runner RHY BB AC
B =B/ DNS fAREF. Uk — , App Runner Rt 7] LABR & {888 S S48 5,

(® Note

EFEAHBHNBITREERE  BEEETSH DNS [RSMER SR RFBICE, NENMER
BEBHNEEBENFMENR , 552 M the section called “B i #BE/EBEEN,

\\

App Runner £ ACM RERHEMIE ., WMRMEIE DNS kP FEH CAA iodk ,
Z08%2:# amazon.com. FE| , ACM EEXER AT I B T M BRI A1,

3
#
il

ES

LB — 1@ CAA

WMRIEWEIER CAA HEBIRVERER 2R TEFEL T B #RIELRE
- BREREHBIEE (CAA) BE

o WMAEREBRITHMEL ACM BFEH) CAA SHFR ?
- BRIMBEERE

(® Note

MR Amazon Route 53 A DNS $#21#%& , App Runner £ A 4 EH KRB F
DNS 528 BB EEH BETHE , LUEREZ &M App Runner Web FEATER ., E&H App
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https://docs.aws.amazon.com/acm/latest/userguide/troubleshooting-caa.html
https://aws.amazon.com/premiumsupport/knowledge-center/acm-troubleshoot-caa-errors/
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Runner T2 A B MBERERKK K REREEEBR. ATEEBTHEFERHE
ZEH.

DNS B 1ZE52 %

#& DNS BESC&EH 18 =48 DNS f[IARES , L% App Runner {88158 A B2, MEBELBIZNIRE | 3B
A EFTEENIE — 2508 , WAwww RIS — 2%k, A% , £ App Runner B AFEEFEITHE
HAREBAERAT, EREEFTELIENRRE , ERZSTHEEE 2448 MF (1-2 X ) . BRBEWEET
B | App Runner £ B84 #& It 4813 /Y77 2 38 R 28K Web FERRER.

(® Note

£ T1RSE App Runner IRIEHEEME , RMEZREEA Amazon Route 53 & DNS it
. MREKFEA Amazon Route 53 REE/NE DNS 5otk , FEEIRIRH DNS HERELL T ##
AT 18 FE 8% o

WMREER Amazon Route 53 4 DNS &R |, &0 LUTI8 7818 CNAME =5 & it 8%,
HARMEE L FRELEARBRE.

& LA Amazon Route 53 i H L FER B EREE R, B EMF A Amazon Route 53 BB ERE A
8 , 5528 (Amazon Route 53 B A B158E) TP RIGMETRIMEE.,

MEFMITE Route 53 FEEE DNS BENIETR , 5528 (Amazon Route 53 B8 A BIEM) PR
ERXHBFEHN B

M H SR L3 DNS BEIST , I GoDaddy. Shopify. Hover % , 2B E %748 DNS
B A S

FEEEEEH App Runner BRFSZE 37 BA B AV 4815
B LLEB T 5 AR IEEEEE App Runner ARFS2E 31 BB AV 81T

- R#A1E - DNS BE—LEBRE , e ZH L ZARBEABEL CNAME B8k, il , RENE
B E 2 example.com , ALY CNAME 28 |, & HiREMHacme. example. comE|EH
App Runner fR#. T8 , BEEE A4S REMK Hexample. comZ App Runner fR##Y CNAME &2
%, EERVIRPE , FREEMEE A%,

Bl & 8= Route 53 4819 , BN CNAME 2% , ERTHER
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https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/domain-register.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/dns-routing-traffic-to-resources.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/dns-routing-traffic-to-resources.html
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* Route 53 AZRMEZEM K RATUARRPERNFEHELRECHE. Hl, WRENEEE
R example.com , B LA | #% example.com=l WEERE Hacme. example. comZ!
& App Runner BR#.

- EEEHAME, EELREA Route 53 TEEHEARBEEREHRENFERKRE,

- F#81E - 7 login.example.com=k admin.login.example.com, &t A LURIE M it

Hwww F RS EB A ERBREN -2 . BUUAFREFHIE CNAME 3518 L&,

- BAFx-Hlw , *.example.com, FELERT , BEEFER wwwiBE, BREE

KERAFLEEABREENERZ FHEE A MAREHTEE. EETRERNR

¥ : login*.example.com, *.login.example.com, WEBAFZTHEKSEBATE AN THE

5, MTASERBRAEEAS, RESXEETENRIEPERILEE,

FERNBEEANESEERTERNMAEEN, #li , §login.example.comBE
* . example.com, S AERSEREBEEN CNAME,

T 5 EE5) 7R S a0 1AI 5 ) 2 {8 B AT B ok

1. example.com ERIE RN E EEM BB, A wwwiABIEE www . example. com,
2. login.example.com E2RRF5HY & A B H 2 1 BI Bt
3. *.example.com BB HFT "#&AE, EEZEILBHE,

HUHEAER ( BUFER ) BITHER

&AL B RT#B3BE App Runner IRISBUE B ( BUEER ) - EERBUHERLBIEE , App Runner &
F 1L SR E e L RIEEE B B RH Web ERER,

® Note
&2 ZAMBREE DNS o] B 85 BUH BBt R #83315C 8%

App Runner 8 AZPEVEMRBIE RN BE. ELBEFEMIE AWS Certificate Manager (ACM)
. App Runner &7z #8135 B2 2 1) BRI BUE BB R M BR AR IS 12 7 RAMIBRIEL B

SgEd=HF b

FRTYEF—FESEREE App Runner FRIEH BET#81 -

HUEEB ( BURER ) BRIBEE 160
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® Note

A TS App Runner IREEMVEBEM , RABRZEMEA Amazon Route 53 & DNS &
. MREARFERA Amazon Route 53 REE/NE DNS fo#k , FBIISE DNS HERLL T #
LURCIEB: Rk = 8

MR EEA Amazon Route 53 A DNS #HFER , & A LU 7 #8185 CNAME =5 A it 8%,
HRARMEE , FRELEARSBR&.

App Runner console
£/ App Runner X AR (EH ) BFTHEE

1. BRUApp Runner & , AR EREFEPEIEN AWS EF,
2. EEEBEBERKRD | BERK , AREEEH App Runner IR,

FERASRERERRBEBENBRBERR.

= J"1|_!|_; Runner Services python-test @

python-test [acions v |[ C | I

Service overview

Status Service ARM

& Running (3 am:aws:apprunnerus-east-1:123456 78901 2iservice/pythan-

test/33f92a7c44744fbcb961e85014386b0d

Default domain

https:/ f62wweBevee public. gamma.us-east-1.bullet.aws.dev [ Source
D https:/fgithub.comfyour_account/python-hellofmain [
Logs Activity Metrics Observability Configuration Custom domains
Activity (1) infe
Q 1 @
Operation Status Started v Ended
Create service &) Succeeded 3/22/2022, 6:46:22 PM UTC 3f22/2022, 6:51:35 PM UTC

3. ERBERREEL , BEETHEERIER.

FEASEREENRBABBN BTREE , SURBFBFTME,

BEANRE o


https://console.aws.amazon.com/apprunner

AWS App Runner

FMBABER

Logs Activity Metrics Observability Configuration Custom domains

Custom domains info

No custom domains

Your service can always be found at: https://gnvmp7 tpys.us-east-1.awsapprunner.com [A

Logs Activity Metrics Observability Configuration Custom domains

Custom domains Info

my-python-test-site.com [

Status
@ Pending certificate DN5 validation

4. HERIIWBERIERL , BRELBE,
5. FRERENERBFIWEEEE,

REH BETHEE 2 [ Amazon Route 53 51l , FHZEVAE 1T EF MY Amazon
Route 53,

a HTFHXBETERBAEHE. LEEEER Route 53 WHEBH S BAEEES
IDo

@ Note
BB RAREEE M App Runner ERAIAEE AWS R F /A Amazon
Route 53 fR#ZE I Route 53 #8iF,

b. 1ZH! DNS EaiEE,
c. EEFEREMEE,

EEBTAEE
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Link custom domain i

Customn domains can be provided from Amazon or a third-party provider and must have a certificate to ensure a secure
connection

Link custom domain e

Link a eustom domain that you own. App Runner uses hittps in hyperlinks to your domain

Domain registrar
0 Amazon Route 53

) Noen-Amazon

Domain registrar

| mommmmen aws.dev. (Hosted zone - Z¢ = ) Iy v

DNS record type
O ALIAS
) CMAME

Cancel Link domain

® Note

R App Runner REERRALS , IEHEBHERER KXY , B LUFEERE DNS
AHEUER. MRANREREEBUEEGHBNBIEETE , M DNS R4t &7C ks
M2 REMEROIRT , IR E R L BB, FHBERT , App Runner €& ZI
#H O EBIEDERELKH, FETH DNS HHRE K BHRBLEFTFNHEHGIER
AREBREMRE PV ~E&E Amazon Route 53 Bl &0 #%.

o WMRLWBEFTHEEBCEN S —EMEEMEEEM , FFiEEIE Amazon for Domain 5,

a. BWAREER.
b. REEEEEE
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Link custom domain ..«

Custom domains can be provided from Amazon or a third-party provider and must have a certificate to ensure 3 secure

connection.

Link custom domain e

Link a custom domain that you own. App Runner uses hittps in hyperlnks to your domain

Domain registrar
) Amazon Route 53

O HNon-Amazon

Domain name

apprunnertestservice.com

Cancel Link domain
6. E%7E DNS EEREAVETR,
« IR Amazon Route 53 & #) DNS {#t/Erg |, BltkSBAEMA,

LELEE , App Runner EfE AFTEH RF 5T DNS 5 #% B BEXE Route 53 #8153,

@ Note
MR RMRE R B LR ERBEURER , MRHE DNS RHERKE@ &
EMEREYBRF , App Runner ERH B BARAIREE AN, & EMARILEBEIL TR
DNS BAEf , FFH#ERE DNS EE LSRR (1) M (2) , A58 By B ENBRE &%
EHE) DNS f#HER,

- EREREBFECHEAN DNS BERSE |, WigHIFIGEEM DNS @RS, RE , App
Runner B LA B8 S& IR BB A S 32 4 4813 .

® Note
EEEBBEOETREBE  FHL TR DNS ik M R ERE L&,

- MERERBERBOFEMEN , BB BAWS Certificate Manager ( A EER)
FHY DNS B 5.
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https://docs.aws.amazon.com/acm/latest/userguide/
https://docs.aws.amazon.com/acm/latest/userguide/dns-validation.html

AWS App Runner HBEABER

- MFEWMFIFEA Amazon Route 53 Bl & L85 E DNS B EHNFHMEN , FSE the

111 =1

section called “5% % Amazon Route 53 BB 528"
WRIEFE AR R Amazon Route 53 BASAH) DNS £ | 5B/ T 5258,

BRBHRFCHEN DNS B R |, WK EMEEEM DNS ARz, RE& , App
Runner 7] LAB 58 /& 8 A S I2 BB

® Note
EERDBENETHEERE  FHBLTELR DNS iR 25 M BR/E - 5 & &S .

- MERTEBRTRIFNFMES , BSBAWS Certificate Manager ( FEREIEE)
F# DNS B,

o WMFEIAEE MM LERE DNS BZM#E , #li0 GoDaddy, Shopify, Hover
%  ESRHIE DNS BENESEXH.
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https://docs.aws.amazon.com/acm/latest/userguide/
https://docs.aws.amazon.com/acm/latest/userguide/dns-validation.html
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App Runner » Services » python-test » Configure DNS

my-python-test-site.com i Unlink domain || Close |

Configure DNS

1. Configure certificate validation
Supply CMAME records to your DNS provider within 72 hours.
Record name Value

_76lcaaecs295bas528d472a35115b21e Copy _aB536edabeaceas72bsslde2bbbsadas Copy
.my-python-test-site.com. yxmggtjrrf.acm-validations . aws.

_d3e2cb75f8113815aa3aadcc7bfdbar2 (npy _badd42358638856Tc178d5381bead47s Copy
.2857]781ztdasjoakg2@jlljwrivipe. Jyxmggtirrt.acm-validations . aws.
my -python-test-site.com.

2. Configure DNS target
Supply this to your DNS provider for the destination of CNAME or ALIAS records.

Record name Value

my -python-test-site.com Copy snvmp7tpys.us-east- Copy
1. aWsapprunner. com

3. Wait for status to become 'Active’
It can take 24-48 hours after adding the records for the status to change.

Status
(@) Pending certificate DNS validation

4. Verify
Werify that your service is available at the custom domain.

https://my-python-test-site.com [

7. EERM

IERAEHXBERNMERN. B RERCIEREFFNER , BrEREFESN DNS R
AREPEENVESE,

EEBTAEE

166



AWS App Runner HBEABER

Activity Logs Configuration Metrics Custom domains

Custom domains infe Link domain

Your service can always be found at the App Runner-provided domain. Link custom domains to access
your service via non-App Runner domain names. You can link up to five domains

example.com
Status
@ Pending certificate DNS validation

Visit domain
https://example.com [

8. EMSMESFAERTDE  FAEEIUREZBEREEARBHRE,

Activity Logs Configuration Metrics Custom domains

Custom domains info Link domain

Your service can always be found at the App Runner-provided domain. Link custom domains to access
your service via non-App Runner domain names. You can link up to five domains

example.com
Status

&) Active

Visit domain
https://example.com [5

® Note
407 M0 52 A STABIEARI BREY 5 AR 1T IR FE BT RO SRS | 5888 the section called “E15T#E
BEE

£/ App Runner £ SBUHRE ( BUEESR ) BRTHEE

1. EBIIEEREIERL  BREERUERBNEEEE K ARZBEICHESREL.
2. HEUHEGEREYFEART , REIUHEGREREEBE.
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® Note
& A MIBREE DNS fal iR 27 BUH BA S AY 835 50 &% o

App Runner APl or AWS CLI

EEM M App Runner API = #§ B 5T #8131 B2 JR 75 22 ST BB S AWS CLI , 5Bl
AssociateCustomDomain API Ei{E, EFFILKIhE , 2EE#HREREEEE B < BT HEN
CustomDomain ¥1#F. ¥ SR RCREATINGHRRE , B E CertificateValidationRecord ¥I#F#I7E
B, it 2EE AREE DNS BENBEERE., ELRETLUHIEE DNS B2 &,

EZEF A App Runner API =% BUE B 5T #8138 B IR I 9 BB AWS CLI , FEMEny
DisassociateCustomDomain AP| EifE, B IHE , & E CustomDomain ¥4 , IR EER
K IRFEBUCHBEBIA BETHEE, Y- 2B RDELETINGAREE,

E3:]
« %7 BE DNS 89 Amazon Route 53 Bl iC 8%

i% %€ B 2 DNS B Amazon Route 53 5% 5t 8%

® Note

IR Amazon Route 53 1) DNS L fER , IFEEEREERF. EHIBERT , App
Runner € BEIF A TRV /REER A DNS FL8REXE Route 53 #8138 , LB ZEEH App
Runner Web FERAER,

R App Runner ¥ B EIEREE S KB , BRI FTHK DNS 8, R EaERERKEE
HEBMENRAEERE , MEEEORE2ZEZIMERE DNS R EFEH , App Runner &
FlHH K MEIEHBEELLH. WEFRAUOMUFEFEERE Route 53 DNS,

&R LA A Amazon Route 53 & DNS L FERS |, AR E A EIEH App Runner lR%. ERS
AABTERNBIEABRHR (DNS) Web BR#. Amazon Route 53 it B HIREEBEE App
Runner BRIEM FXERE. BAILAE L CNAME 528%30 ALIAS ioé%. 1% CNAME E2RI|Z ekt
B8, 5528 (Amazon Route 53 M ABEm) PIERIEEIER Aotk BETERE,

EXTE Amazon Route 53 B & 528 168


https://docs.aws.amazon.com/apprunner/latest/api/API_AssociateCustomDomain.html
https://docs.aws.amazon.com/apprunner/latest/api/API_CustomDomain.html
https://docs.aws.amazon.com/apprunner/latest/api/API_CertificateValidationRecord.html
https://docs.aws.amazon.com/apprunner/latest/api/API_DisassociateCustomDomain.html
https://docs.aws.amazon.com/apprunner/latest/api/API_CustomDomain.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resource-record-sets-choosing-alias-non-alias.html
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® Note
Amazon Route 53 BRI 2022 £ 8 A 1 B2 BB 2 IRFEH Bl & 52 8%,

Amazon Route 53 console

£% % Amazon Route 53 BI&i08%

-_—

BEAAWS EEFEA WHRK Route 53 £ A&,

2. TEEEBEIKD , iBIE Hosted zones (FEEEH).

3. BELEZARBREHBEZE App Runner RENFEEEFE A,
4. BEEBVLH.

5. EETIE :

- BREABGR I EREANBREBBR, NFEFEET  F2REERHB,

- BHREE  MALERARSRERHAZ App Runner RENBEEE, AREAFXEESS
B, flm  MRAEEFENWEER |, example.comMEEEMFE A acme.example.com #§
RERBIBHIRE , FHWA acme,

- BEEEHEREE : 1EZF App Runner ERREXWEIE , AR EFFENRREE, BELER
RERBHINEREXNBEHAER,

- RCSREEE  EEZTERKE A- IPv4 HEil,
- FHMEBEREFENRE | EXTERE , B
6. EEEIUHK,

K Route 53 BIBREHEE 60 HAFEBEIFTE Route 53 AIRET. =B BIA LR EE
Route 53 Al iREFEF , BAIUFERALRUNRBRHERE , B REBEAFEN App Runner BR#%

MEEBMIEEHEEARE DNS EERAARMELEBNEN , BFSR AT ERN DNS 8F1F
Route 53 M A ERNBEXNPEBREEEERNER 2,

Amazon Route 53 API or AWS CLI

{8 Amazon Route 53 API 5% Amazon Route 53 5% 524 , 5% AWS CLI FEM
ChangeResourceRecordSets API BifE, ZZE T % Route 53 W EZFEEEHE ID
B

ﬁ’ﬂh

A2 B R I i

EXTE Amazon Route 53 B & 528 169


https://console.aws.amazon.com/route53/
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/routing-policy.html
https://aws.amazon.com/premiumsupport/knowledge-center/route-53-propagate-dns-changes/
https://aws.amazon.com/premiumsupport/knowledge-center/route-53-propagate-dns-changes/
https://docs.aws.amazon.com/Route53/latest/APIReference/API_ChangeResourceRecordSets.html
https://docs.aws.amazon.com/general/latest/gr/apprunner.html
https://docs.aws.amazon.com/general/latest/gr/apprunner.html
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=R /E App Runner fR&

MBHBEETEFER Web ERERI S UERXBHIT , A LLE S AWS App Runner BR#E. App
Runner 8RB EERERRAT,

EREREFBRATERRERE | BT LUEE App Runner BR#. App Runner 2MEFNEERE.
BENERARISBIZEE  YHTERESN. CNEABRAREISENIE K tFEEEE, M
i , App Runner #EEAE B sIBENRE. EHNEAEXSREH App Runner {815,

/A Important

. BEEEREE  CHEAERRAEERE, SN, CRXBEAGEAEBERTRES
Bilik, HRENERXTE | BERRRIEN BRI E R E D0 RS

- MRECRAEABHORE (HlU, BRNERILZL[/E ) MEERE , AEEEEE
R 7% 2 B &R B HTARAS

Hit , RMEJEFRBREWITRE , AXAOQESR LB ENEARIRA,

- BERRERE | App Runner EZEEFERB < AIAMEAN KRR —ERARIRA, W
REEEEFERBE 2 ZAEEAFAIRRA | BIEZIEEEF , App Runner i A& BB
EFBELMRA. HlMN, BREERBEFETEHINRERE , RIERXBHEEFETHHN
EX, EERATEEBIE

B EAPBEBMATMRA , FFHEMEE App Runner RIE 2 & , BIITFEIMEBNN S —ERAH1E
ERRFEFE,

= MM BR LB

EEE1 App Runner RIELERERAT. AEEEERSKLE  MENREER (fl, EFER
BIARETHNAENREG ) ERETE. BELNERBEEERE , FNERAEACERHFHBEINFTNESR
ER, &M App Runner @SR &ETE,

MIBRIZH App Runner R K ABRE. ENEREEHSEIIMER. WREEESEHEIR
% , App Runner EEEXHREZNRE , IREREXARRAETE , tFEERET. K Web EATRE
N BS —{@##Y App Runner #813,
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EEHRBEIF

ELEERBEERNEFRER  CEWBEFIRMETENERE , 81 AP RS E2 &8 4E,
ERBEER , BMATUIT App Runner B1F , ELBIMETN S UK ERBIUITR B 5 S KRS
MERNERE, ROUFER  WRBESEHUTHRENTA, REIEMGIYE  EREEZETENRE
E#ATREN

THFERAEGTUNMBEEZEEFRE LHITH AP BENHEREN. BUNAFHIERBEERE
B1E,

B EEEN R EBTHEIME

« List* M Describe*8)fE - EEMEFANEE,
« DeleteService — &7 LARKE B M BR AR F5 o
« TagResource , UntagResource - EREREMEED: , EFTBREESR , TR EHHTRHET

BEEEGENRE EBMTHEME

- StartDeployment EfE ( REAEHEAFEILE)
« UpdateService (RfEAEHRAMNBEREE  ERRBFRIN)
» CreateCustombDomainAssociations, DeleteCustomDomainAssociations

» CreateConnection, DeleteConnection

LE W FER IR
FERTYEF-—ES EZEEMEEBEY App Runner BR¥ :
App Runner console

{8 App Runner 2 & E{Z 28 RIS

1. BABX App Runner 28 , AR EEHFTETEZREN AWS EiF,
2. EBEHEKRT , BERKE , RAREEEZH App Runner BR#.

IERAEETREERIR , A IS RBEES.

ECREBEER i


https://console.aws.amazon.com/apprunner

AWS App Runner HBEABER

= . 0]

App Runner Services python-test

python-test i [acions v |[ C | I

Service overview

Status Service ARN
& Running @ arm:aws:apprunner:us-east-1:123456 78901 2:service/python-
test/33f92a7c44744fbcb961e85014386b0d

Default domain
https:f/62wwcBevee public.gamma.us-east-1.bullet.aws.dev 3

Sounoe

D https:/fgithub.comfyour_account/python-hellofmain [

Logs Activity Metrics Observability Configuration Custom domains

Activity (1) infe

Q 1 @
Operation Status Started v Ended
Create service &) Succeeded 3/22/2022, 6:46:22 PM UTC 3f22/2022, 6:51:35 PM UTC

3. EEDF A RRRELF,

ERBERREE L , RERESEELETHINRE , ARBERCERF. EHRBHRED
=,

{8 App Runner 2 A RREEH R
1. BEHE K ARBZEE,

ERBERREE L , BHRESEESETHHRNE,
2. FHBRBEE. TRBERRERL , RERAEELERHTH.

3. FERFVBHREBRKE2ENY , FERKERREE LZEEZE App Runner 8Ei{H, ERERBEHE
VHEY URL, TEEREM Web EAR X C EEHIT,

App Runner APl or AWS CLI

EEZM#EH App Runner API = E{ER# AWS CLI , MY PauseService AP| EifE, RS
FXIhEIFE , BRRFEYI4-8ER "Status”: "OPERATION_IN_PROGRESS" , App Runner ER%AE
F BN RE,
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https://docs.aws.amazon.com/apprunner/latest/api/API_PauseService.html
https://docs.aws.amazon.com/apprunner/latest/api/API_Service.html

AWS App Runner HBEABER

£ ZE#F A App Runner AP| = B EHIBRTE AWS CLI , 5™ ResumeService AP| BifE, TR F
WMEEKIIEE , BRREYHFRER "Status": "OPERATION_IN_PROGRESS" , App Runner &
B 28 0k 18 48 9 BR 3% o

Ik App Runner BR#%

EERERIERBEPHITH Web ERAREIXE AWS App Runner , &7 S BRZ IR, MBRIREEE
LEFITHE Web IR, BERERER , URMBRENHEBESR.

HANT—E=ZZERRA , B8 EMER App Runner fR# :

- BABFE Web ERAERX - filtn , €28 , RECREETHEANRERE

« REZEZE App Runner IRIEELEE — LR BEMBEIN RFEMLFHIRE , AWS EiF W HEZEF|E RS
MBI BLEE., WMEFMER , 352 Rithe section called “App Runner EJRELEE",

- REMHBIEEE - BFHE App Runner MIBRE B EH RBFHNER

Z = MM R LB
LEE App Runner REUERERT. AAEEHERERE  MEANRTER (fm, BAERA

BIARETNARWREG ) ERETE., BELNERBEERE , FNERAEACERHFHBEIFTNESR
ER, &8 App Runner @SR &ETE,

MIBRIEHY App Runner RIELLK ABRE., BHNEREERNSEZIMER. MREEEEHEIR
#% , App Runner EZBXHERZHRE , MIRECREABHRTE , tFEEEET. £ Web EEARE
N BS —{@##Y App Runner #813,

App Runner EHEREILIEE ?

EEMERIRFE , App Runner EHBR—LAHEMMNIRE , MASMRAMIER . TIFERHFRE
#o

App Runner MIBREVIER :

- DB - BIBHREGER |, = App Runner tRRERNIBRENREGK., ©FEA App Runner #H
#Y R EB F M AE Amazon Elastic Container Registry AWS &5 (Amazon ECR) H,

- PRFSHERE - BEESRAY App Runner IRFSHBIBRVAEREERE. ©MEMEA App Runner BEERIAEB 771K
£ AWS #RF Amazon DynamoDB H,
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FMBABER

App Runner RMBREVIER :

o EiF - BT REE —EEEH RIS HE A ELE . App Runner EiE 27 818 App Runner IRF§ 2 B+

ANERNER, MRETBREER , LA LARMRE, MEFMER

$52:Mthe section called

- BEITREEE - MRS BITMAEERZE App Runner BR¥E , App Runner 2 ASPE B RHAEA

BHERNEE. SPEMRE AWS Certificate Manager (ACM) 1, App Runner & 1£ #8313 7% BR 7 BY
HERENERAMBREE , TS ERBREEZEMBREE. NEFEFHAE

called “BF] @ E &

il B 5% 69 AR %
FERATYEF—ES EMBRES App Runner BR% :
App Runner console

£ App Runner 1% & il BRIZEY BR 75

1. BRUApp Runner & , AR EREFEPEIEN AWS EF,
2. EEEBERKRD | BERK , AREEEH App Runner IR,

TERASETRBEERR , EP IS RBHRE.

. 552 Bthe section

T R 2% 9 BR 75
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@

App Runner Services python-test

python-test i [acions v |[ C | I

Service overview

Status Service ARM
& Running @ arm:aws:apprunner:us-east-1:123456 78901 2:service/python-
test/33f92a7c44744fbcb961e85014386b0d

Default domain

https:/ /6 2wweBevee public.gamma.us-east-1.bullet.aws.dev (] Source

D https./fgithub.com/your_account/python-helle/main [5

Logs Activity Metrics Observability Configuration Custom domains

Activity (1) infe

Q 1 ®
Operation Status Started v Ended
Create service E.I Succeeded 3/22/2022, 6:46:22 PM UTC 3f22/2022, 6:51:35 PM UTC

3. EERE K AREEMR,
IRAEFLNEREEE. BERNBRESEREEDRE K RABBRBHRERFETEX, &
Y BRIE IR 1E E MR,
App Runner APl or AWS CLI

EEM A App Runner API = MIBRIEHY AR#E AWS CLI , 58FEAY DeleteService API B4, fNRFELY
EEIRIERE , BREYWHER "Status": "OPERATION_IN_PROGRESS" , App Runner &
24 M BRAZ A9 AR 7S
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BEREBY

#EiB App Runner , BRI LAEEZ Y RN EFMRBER , SUBRNALESER/BRBPHNRESE

BRI\ SEFHBERER | Sl FHORENESFTBIEAR/EY, SEMAXFFSENHERE
ERTEN% , Mt A LAE App Runner IRISAEREMERRER BEFHEFE,

® Note
ERL£EE , 571 App Runner IRIEH SE X FHHEMBRER,

BEHBER G BBIERY

App Runner X BEEREF L& S ERRERNMAREEE ., ERE AWS Secrets Managersf, AWS
Systems Manager 28 EHERFREESENHRER, A&, BALE App Runner E AR
W AP, 24 ERBEFFESEARARERY, EUANKRENSHEEREREXNEXBMR%E
HREED B, MM EE App Runner EHIfT2EARRNEER M,

(® Note

App Runner T &R 522 Secrets Manager fl SSM 2R FHEHMAREEHEMEEZKE, T
B, BWEEAMA Secrets Manager 1 SSM 28 EHEXFEEEE,
MEEREENFREN , FS2ETIER :

AWS Secrets Manager E&
« AWS SSM 28 EFEHEEE

UTRSEHRBRERNBARREEENER -
1. 7£ = AWS Secrets Manager AWS Systems Manager Z2EFEHIEF , # APl £i8, BREEAE
£, ENEERSEREARIRASBRENBEARERBE,

2. EHITERARE IAM BER |, 2 App Runner T] LAfZERIZIFE Secrets Manager ¥ SSM 2817
HEFHRZENSE, NEFHMAEH A BF2H 7.
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3. BB RBBIAIRME Amazon Resource Name (ARN) , iR BZNSH LS EBREEY, &
AIAEE VRS E RS AR AT IRIR B Y, B UFEA T H P —ERERMGRREEHY

« App Runner £# A&

* App Runner API

 apprunner.yaml {HREREE

(® Note

BESETER MR EH App Runner [RFEEF |, A% I8 MPORTAREEHMNEZE, ER App
Runner R FE R IRIELEE,

WMEFENAZZHENSBNFRET  FEREERREH

® Note

H® App Runner REREEERZNSE ARNsZE | FitE M ATE App Runner BRIEAEREF
EREX BFPFETIBEER,

EZEEIH
- BEAFEAEENTURENSATERAR , UFH SEBFHRE+ AWS Secrets Manager =, F#Y
AWS Systems Manager WEZEFNS 8., MEFMENR , F280 T,

- FBMEXE AWS Systems Manager ZEFHERZERBHEH AWS 1RFE HIRENRERN F. B
B, BEEEIRE 2% SSM SHERESH.

- ERFNSHERRRBER | SATSELN App Runner REF BB EH . EHIEEM App
Runner BR# , B4 App Runner LB RN BRNSE,

- A LUEEEIR App Runner JRFEH#Y SDK B M0 AWS Secrets Manager 1 AWS Systems
Manager 28 EHE,

- RTBRBER , ERCMASER/RELEE  FRETIIEHE
« A LUEEWERYIERE ARN,
- BULUEE SBAVIEES R ARN,
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AT A

EERASZEMIE AWS Secrets Manager 5, SSM 2B EHEFHNREZNSE , B EENHFTH
BEHTEEAGH IAM BUER , AEE Secrets Manager 1 SSM S8 FHE.
(® Note
RISEWIETA , App Runner EEFEEIRF AN EIR, B SUEBERH IAM BURRZMHET
I

ERMERATIIBREAR |, £ IAM TR EPERENBTEEAC, ETMESELBRER , LU
SENBEFR. NFEHMATERLACHFMES  F2H (AM EREER) PHERAE.

(@ Note
B LAEE N IRIEESEESF | % App Runner TR AER T I,

BTIERERICHNHTRBAE , UFHER SEUNEHNFFTAWS Secrets Manager,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"secretsmanager:GetSecretValue",
"kms :Decrypt*"
1,
"Resourxce": [
"arn:aws:secretsmanager:us-east-1:111122223333:secret:my-secret",
"arn:aws:kms:us-east-1:111122223333:key/my-key"
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BTHSEARERISTEEAR , LUFTIBHAWS Systems ManagerZ2 Bz [ESE S BT,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ssm:GetParameters"
]I
"Resource": [
"arn:aws:ssm:us-east-1:111122223333:parameter/my-parameter"
]
}
]
}

EELHNIREEE
FRATIHHEHP —FEHEREE App Runner IRIEHVIRIZEZE] -

- the section called “App Runner &

« the section called “App Runner API 5 AWS CLI”

App Runner £ &

EI87E App Runner =258 FR IV RBREMNRFE , KA EREEH,

WMERREHY
RIS

1. FRX App Runner £ & , AREREFEPEREN AWS EiF,
2. BREBEEREERIVRENRE , FATFIIHP—ESER .

- MREBERINFNERE , HBZEI App Runner fRTE , REBIERERKE.
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AWS App Runner BIRA RIS
- MRLEEFRANERYE  FENECEEFNRE AR RBAVEERSIFR,

3. BIERREH - REFETHRA,

4. RBENFREZTIE—ESR :

- RRESBIRFEPEFEMEXT , WERREHZBIREESHET 2 W ALRER,

(® Note

MRFEESEZHRER | FEEMNTE, LERTSMNE , HM AT LE App
Runner [RIGEENEHAEXBFEHREE,

- RRRIBEBBIRIRTIEIZE Secrets Manager , A2 EFHE PHMWE AWS Secrets Manager 4
REFHREEH, FRHERESHEBINRESEHET , RUHESECUBNRESHEZBN

Amazon Resource Name (ARN),

- IREBBRFRE SSM BBEHRE , USEFHE SSM SBEREFHNSBMAREPH
REEH. 7 ERESHSBIRESEET , RALSEZSBNRESLEEEN ARN,

® Note
o BEETEEMYER App Runner FRIEEF | ¢ IERPORTRIRIREBHMNEH, E=
App Runner fRIEEV FE B IRIFEE,

- MR SSM SEEHRESHELERE AWS BiF WRELAMEBME , BALEE
522 Amazon Resource Name (ARN) = 28K EE. IR SENRTEANES , &
EERETETEMN ARN,

- FRELSEN SHELRBREFNRBAUAHEBN RS, Bal , BEEZERE
82Z SSM ZEBENESE.

5. BRENMERESIUSES —ERESH

6. EH IAM BEREA | LURRMER A AWS Secrets Manager 1 SSM SEEZ K EIRHMN IAM B
REA, AEELEKREAFMENTIENATERAGHN IAM BERR , TEEHTIERE, W
EHMER , F2E .

BRRREEH

RMERRIEEEza , FRELANEARKEXRCEFNURMAERNERH. NMREARKBRERN ,
289 App Runner fRIE AT BE & K BX,
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BERRR SR

1.

2
3
4.
5

BRI App Runner 258 , AR EREBFEPEREN AWS EF,
BB EE#H 2 RN EEREIER.

BIERBE Y - RIERE THER.
BELEBRNREEHENER, LEREIHEZMBRHAE
BE MR,

App Runner API 2 AWS CLI

&R LA B E M Secrets Manager M1 SSM 2B FRESTHNBRAER , HEARKEMAFEARBHH
RESE

® Note

EHHTEEAGN IAM B3R |, 2 App Runner AT LAZERIZAE Secrets Manager #1 SSM £
BEHRENREZNSE, WEHMERA 6 F28 7.

SEWENBEMAREEH

1.

£ Secrets Manager 5 SSM 2 &7 B E I W Z AL,
THIE I REBMAER SSM SEEFEHREEILRBENSE,
Example I M - 55K

THEREMMELNREREZAERNRE,

aws secretsmanager create-secret \

—name DevRdsCredentials \

—description "Rds credentials for development account." \
—secret-string "{\"user\":\"diegor\",\"password\":\"EXAMPLE-PASSWORD\"}"

ExampleZ2 M #% - O fE

arn:aws:secretsmanager:<region>:<aws_account_id>:secret:DevRdsCredentials
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ExampleZ2 I fHRE - K

THIgEHIREITE LA K RDS EIRFENBH-

aws systemsmanager put-parameter \

—name DevRdsConnectionString \

—value "mysql2://dev-mysqlcluster-rds.com:3306/diegor" \
—type "String" \

—description "Rds connection string for development account."

ExampleZ2 I fHAE - O fE

arn:aws:ssm:<region>:<aws_account_id>:parameter/DevRdsConnectionString

2. BWBRNELEFEAREEY  LIBERFEE Secrets Manager M SSM 2 FH[EF R ZHE
BB, IBATLATEER M HEH App Runner IRISEFETIBIRIBEE R,

\

THEEHREBAAERNBEMREE App Runner RI L EMEESERREEHY,

ExampleZ &2 App Runner BR#EHY Input.json &3

"ServiceName": "example-secrets",
"SourceConfiguration": {
"ImageRepository": {
"Imageldentifier": "<image-identifier>",
"ImageConfiguration": {
"Port": "<port>",
"RuntimeEnvironmentSecrets": {

"Credentiall":"arn:aws:secretsmanager:<region>:<aws_account_id>:secret : XXXXXXXXXXXX",
"Credential2":"arn:aws:ssm:<region>:<aws_account_id>:parameter/
<parameter-name>"
}
I
"ImageRepositoryType": "ECR_PUBLIC"
}

1,

"InstanceConfiguration": {
"Cpu": "1 vCPU",
"Memory": "3 GB",
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FMBABER

"InstanceRoleArn": "<instance-role-arn>"

Example ABR& B E R/ App Runner fR#E — 585K

aws apprunner create-service \
--cli-input-json file://input.json

Example AR & B ERER App Runner R# — B FE

"ImageRepository": {
"Imageldentifier":"<image-identifier>",
"ImageConfiguration":{

"Port": "<port>",
"RuntimeEnvironmentSecrets":{
"Credentiall":

"arn:aws:secretsmanager:<region>:<aws_account_id>:secret : XXXXXXXXXXXX",

"Credential2": "arn:aws:ssm:<region>:<aws_account_id>:parameter/

<parameter-name>"

},
"ImageRepositoryType":"ECR"

I
"InstanceConfiguration": {
"CPU": "1 vCPU",
"Memory": "3 GB",
"InstanceRoleArn: "<instance-role-arn>"

Examplef2 X #EE App Runner BRFEHY Input.json X

"ServiceName": "example-secrets",
"SourceConfiguration": {
"AuthenticationConfiguration": {

"ConnectionArn": "arn:aws:apprunner:us-east-1:123456789012

github-connection/XXXXXXXXXX"

:connection/my-

App Runner API 5 AWS CLI
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},
"AutoDeploymentsEnabled": false,
"CodeRepository": {
"RepositoryUrl": "<repository-url>",
"SourceCodeVersion": {
"Type": "BRANCH",
"Value": "main"

.

"CodeConfiguration": {
"ConfigurationSource": "API",
"CodeConfigurationValues": {

"Runtime": "<runtime>",
"BuildCommand": "<build-command>",
"StartCommand": "<start-command>",
"Port": "<port>",
"RuntimeEnvironmentSecrets": {

"Credentiall":"arn:aws:secretsmanager:<region>:<aws_account_id>:secret : XXXXXXXXXXXX",
"Credential2":"arn:aws:ssm:<region>:<aws_account_id>:parameter/
<parameter-name>"

}

}
}I

"InstanceConfiguration": {
"Cpu": "1 vCPU",
"Memory": "3 GB",
"InstanceRoleArn": "<instance-role-arn>"

Examplef2 X #E & App Runner fR# — 555K

aws apprunner create-service \
--cli-input-json file://input.json

Examplef2X i App Runner iR¥% - [EIfE

"SourceConfiguration":{
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"CodeRepository":{
"RepositoryUrl":"<repository-url>",
"SourceCodeVersion":{

"Type":"Branch",
"Value":"main"

.

"CodeConfiguration":{
"ConfigurationSource":"API",
"CodeConfigurationValues":{

"Runtime":"<runtime>",
"BuildCommand" :"<build-command>",
"StartCommand":"<start-command>",
"Port":"<port>",
"RuntimeEnvironmentSecrets": {

"Credentiall"
"arn:aws:secretsmanager:<region>:<aws_account_id>:secret : XXXXXXXX",
"Credential2" : "arn:aws:ssm:<region>:<aws_account_id>:parameter/

<parameter-name>"

}

.
"InstanceConfiguration": {
"CPU": "1 vCPU",
"Memory": "3 GB",
"InstanceRoleArn: "<instance-role-arn>"

3. apprunner.yaml & E & E AR BRET B BY R BR
LT~ 2F Happrunner.yaml &R &5,

Example apprunner.yaml

version: 1.0
runtime: python3
build:

commands:

build:
- python -m pip install flask

run:

command: python app.py
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network:
port: 8080
env:
- name: MY_VAR_EXAMPLE
value: "example"
secrets:
- name: my-secret
value-from:
"arn:aws:secretsmanager:<region>:<aws_account_id>:secret : XXXXXXXXXXXX"
- name: my-parameter
value-from: "arn:aws:ssm:<region>:<aws_account_id>:parameter/<parameter-
name>"
- name: my-parameter-only-name
value-from: "parameter-name"
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£ App Runner i 1TE} {8

ARER B AWS App Runner ARFEH B AE4ERE,
REEEKBIUTRE :

« MIRERENLBRINEARE, NFFEEF , F2RZEEARENMEAERE,

« MEREGHRELFE Amazon VPC RETHHMEAEN, NFEFMAER , F2REBAELR
E1 VPC 7H.

&
o 115G

REBARENVEREERE
- BRABHRER VPC 7H

1758
BT TROASTENBERBAGAENBR | MR T HASHEHH THHE
— AR AR =K

£ E 7 #8 Amazon Virtual Private Cloud (VPC) B BB L ERG | BEATHE T HIHEE

« VPC : Amazon VPC R-EEERENERAR K THRETSRFERBKRRER  SFEREE.
BRNZEME, ER-EEHAER K REEZECHNERPORFENERERIEEHELEL

« VPC N HIKE : VPC N HEiKEE AWS PrivateLink &R , A#§ VPC ER R RE. B VPC
HisE | BREEZEZEHEA Network Load Balancer £ #i 2N iHE RIS, £ DNS KEMT B Wit
Ain BRI RE,

- BE SEERESNEBYNMEREE , BT EEFFEE App Runner B,

- AAESE : TREEHR AWS BEANRHRVE, ER—NSEEAREER. BENERE IR
HERD L. TRESEHEELEERRAEAERSTAKE. REEINATREM,
o FHREER . FHEERRE VPC F IP it N EE., FRAAVRE-TRESE., S AEREERN FRR%F

BB AWS BiR, SHEXREREMBEEENEREALE TR  THHTSEREVREENER
ERLEFH.
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« RERE  REHERFIAFERNRE , WRHEEEBBNER, ZReFARREINEZLE
URESETHEETN AWS BR , BEEREZEFERRE, BE4EY VPC K , HEF —ERR
ZEHE. BAAEE VPC BUENNZ2HE, BRESLTEFEEEENAE VPC ANE
R S BB

o SR CHBR -EMIER | AXERE IPv4 T IPv6 iR RV EMRE

REBHREBNISENTE
VPC E#x27

VPC Connector  —% App Runner R , a5 App Runner [RIEEEIEFE Amazon VPC F#ITHY
FEREN,

REBARENEERAR
£T T RITRES Q8L Amazon VPC WAL TEER , MRM TR TSI

« VPC EAER : VPC BEAEHRE—R App Runner &R , AT BE A K EEME App Runner in %, E
&7 App Runner 2 A L ABAREREZELFIRIE , App Runner BEF# 15k VPC BAER
ER, VPC BAEFEERSIEEN App Runner BRISELHEZE Amazon VPC B VPC N H % .

@ Note
MREFERAHZ App Runner API , BIF 2 BB VPC I VERER.

- FABEIWRE A IREREEIG App Runner X1 &1818 | AISE AR REFRE A REETE Amazon
VPC REEL

REBARENFIEARE

LU RBRESBZRRALERLBRBENENRE,

NERBRERBE, cERENREABREEMARE LN ERBHEENEARE, CENELETHA
BH RIG R IPv4 SREMEE (IPv4 F IPv6) ik FEHY

B BEALFRE Amazon VPC HREFEUEM App Runner fR#%. E=FIBAEM App Runner
BR#%EXE VPC %2 AWS PrivateLink . EIRRERM., Hik , 7 Amazon VPC # App Runner
REzEREUMEER. CREAZREETIHAECNRKEERE IPv4 SEHE (IPv4 M IPve) thit FHE
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LT REEEARENFEMHEEFATHENEE

- MAREEARE , BLENRKERBER Amazon VPC REA TR, WEREFHENA , F2REBAEA
RENLBIRR.

o« AATRRE SRRV AR A SRR B B it WA N BRERRE. WEFMAET  F2RALEEAR
ERAEHR,

RE

iEiB App Runner , A AFEEAFERAREXNHRER B RIR IPv4 F IPv6 #itik, #$X-Forwarded-
Forfa RIZFHEBMRGRHBRR IP bt , BIAIMREBRHB IR IP bk, EAEENEARIEZTERRER
R RIR IP ik,

(® Note

NREHWREREAFERAILERE , BIX-Forwarded-ForFEREBEE ZAREIURIBHRIE IP
Mht, MREH , ©2REE false B,

REARERRALB IR

RIBFERR , BRI AWS App Runner IRISE; | FTEBRABRERFIRE. T8 , EH AL App
Runner fR#%:%BF.H , ¥ B R8EFE Amazon Virtual Private Cloud (Amazon VPC) RZEEL.

&8 App Runner [RIEHE , LA UTLEFEANRE , ENENNRELE. EXEZEEARGPR
BR , 8FHITALE APIs, 2T Web BARARNERZTFEEEESERBLENZSHNERRE
A, ARERERESRERVEARER,

(® Note

MREH App Runner BN EZEERIR IP/CIDR BAFREZRHIRE |, B4 EHIEIREFER
ZLFERE , MR WAF Web ACLs, EREABRMBAITXERKFBRRIR IP EREXE
B2 WAF MEEBH App Runner FAB BR%. Rtk , B WAF Web ACLs tHEFBEEY App Runner FA
BRBEHRIR IP HATEFL IP AERHRA,

EEE S THERRELZENZLHE K SEREEX , 528 (Amazon VPC £/
EERE) P THEE . FRARESHEEFHEBRRENES AWS ERHNRE, https://

docs.aws.amazon.com//vpc/latest/userguide/vpc-security-groups.html
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E 128 App Runner [RIEAFEE , B LK Amazon VPC ABREUEN R, TFEHEBRAKE
B, NAT &ZE= VPN E#R,

(® Note
App Runner X EIPv4RENE L REN IPv4 FNEHE (1Pv4 F IPv6),

ZEBEH

« TEZEFRE App Runner B9 VPC ST HmBE 281 , B  AWS PrivateLink #§/M) PHZEEE1E,

« App Runner 7% VPC in R, RIBFERR , AFFEIBR VPC MM HmHTEFE App Runner, =
E UL BEEREMEENEEEE  JUEHIER VPC M H%HEEZE App Runner 1y
M.

- WMREH App Runner BEARERXEZEENRR IP/CIDR BAREZRERE  SBLAHLEREFEALS
BAERR  MA R WAF Web ACLs, ERREARMB AT EEFERRIR IP EREiXEE WAF #
EAEHEY App Runner FAE fR#, H It , B8 WAF Web ACLs 1HREFE#HY App Runner 3B IRFEHI IR IP
RATESLL IP BEBARE,

- AR EREZE , BHRE R sl VPC FE , thEERBBRAEEFE.

- ATRSTAM , BEBLAVPC MTHRHETARE BELVEZRWETEN FRK, BATES
EFEA—EFEE.

- MREEA IP i ERBREFEHBRE  FRALN FREITUXEEHEBRE,

- BOLAERAMERR VPC ST HimHRFE VPC FH %18 App Runner R,

.
=]

\
b= 1111}

%

WEXHFAAFARNES , FSRM
AT A
AT RRALRRMAMENTIBE

o

* ec2 : CreateTags

» ec2:CreateVpcEndpoint
+ ec2:ModifyVpcEndpoint
» ec2:DeleteVpcEndpoints
* ec2 : DescribeSubnets

+ ec2:DescribeVpcEndpoints
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» ec2 : DescribeVpcs

VPC 4\ i 24

VPC 7 HimE =4 Amazon VPC E4E 2 ik B IRFEAWS PrivateLink W &R, ZRaLUEIBEE VPC T HE
wE  BEEEEFEE App Runner fR#EH Amazon VPC, EER Y VPC N1 HImE , BEE F5E
B :

- BRAELRRY Amazon VPC,

- MBL2EFE, RIFEER , TEHESERKG VPC MHRR. SAEERY AT X2 ENE
B, DUE—SERFBANRERE,

- METFEE. ATHRARESHTAN , BBERFE App Runner FRHHY {8 7] A [2 15 = 2 Z B/ {8

TR, WM HRMSELS VPC MTHRMBANSEFEBPRY, ELERBRETENMR

STE , A BEHA App Runner ZREMEAR . FFEEEENHERAER AWS RBERAREE
VPC H 3 Y H R SR H,

- MRIEFER API , 553738 App Runner VPC T H %2 Servicename, a0

com.amazonaws.region.apprunner.requests

B LERA T E S — @ AWS BRBEM VPC T EEHE

* App Runner 8, MEFMEA , F2HEEEL BRI

« Amazon VPC £ & APl , LL% AWS Command Line Interface (AWS CLI), MEFMER ,
B AWS PrivateLink /) F# &8 AWS PrivateLink7ZEL AWS BR# . o

T
¥

@ Note

BEEBRIBAWS PrivateLink EEMFANESE VPC NHIRHNTE, Hit , BTREERAN
&= , B LAERAMERER VPC N HEi%ERFZE VPC R 8% {8 App Runner l;#. FiB , ATE
BEFHRE K EFEE A58 App Runner RIEEBETEH VPC ST HEI S,

VPC Ingress Connection

VPC BEAERRZE—T App Runner R , AIIEEBEAREN App Runner %%, &7 App Runner £
ALABAREREZENERER , App Runner 87EE%IER VPC BAEBRER, BIEZMBE | £

BALERE o


https://docs.aws.amazon.com/vpc/latest/privatelink/privatelink-access-aws-services.html
https://aws.amazon.com/privatelink/pricing/

AWS App Runner HBEABER

REF® B Amazon VPC W EFEUER App Runner BR#§. VPC B EFEE RS EH App Runner
BRI%E#RZE Amazon VPC Y VPC M HixH. REEEER AP BRERBREEARENFERKERTE

B, FREEI VPC BAEBRER, MEMMEN VPC @ EFERNWFMEENR , 5528 AWS App
Runner AP| 2Z ffy CreateVpclngressConnection,

® Note

App Runner B —1& VPC B AERE R 7] LLE#EEE] Amazon VPC By —1& VPC frHim 2. 1k
A\, BReEASE App Runner [RIEE Y — 1@ VPC g A ERER.

FAH I B

BB = App Runner T2 ARIE |, KA IEERERABEEWRE Amazon VPC HEARE. =
App Runner £ & HIZEEREEIE , EAEBRE VPC N HRH , SREERE VPC, R
% , App Runner &% VPC @ A ERERIE MG EEREMN VPC 71 Him B

BE

RAAHFRE Amazon VPC HREZEEEK App Runner fR#S , BENBRBER ARG, EEEHRIE
0, A BAEA App Runner 2 Amazon VPC BIEEH Amazon VPC B VPC N HimE. £ App
Runner & L , ERAEAREMALERER , BT VPC N HIRH. A% , App Runner
SRBHET VPC M AERER , WEHRE VPC N HImHFEE App Runner Ri%, ESEILFEFR
BER , UERRBREMME VPC WRES 8EFEUEMN App Runner BR#.

EEIEIRE
EHTHEF B EREEEATENILG RS

« the section called “App Runner £##4&”

« the section called “App Runner API 5 AWS CLI”

(® Note

WMEREH App Runner EFAREXNEERIR IP/CIDR BAREEHRA , S4B EREFEA
ZEFARA , MF R WAF Web ACLs, ERRABMB T ERBERRE IP EREXE
E2 WAF #HE3E# 8 App Runner FAB BR#, Rt , 88 WAF Web ACLs 18BEBEHY App Runner FA
BERBEHIR IP RAFEF IP BEBHRA,
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AWS App Runner HBEABER

EEE— S THRERRBLZENLLHE  SEREER , 528 (Amazon VPC £/
EEmE) PR T EE . FRAREFHEEFHMEERENES AWS ERHNRE, https://

docs.aws.amazon.com//vpc/latest/userguide/vpc-security-groups.html

App Runner £# 4

EREA App Runner A2 RE , IERENMEERR |, B lEEREEARE.
FEREEARE , FEETYHHAP—IF,

NERE . BRERBHEEEFEFERFIENRYE, ARESENLTHA,

- FABWE - | App Runner iR# REESE Amazon VPC RTFEL

R PR L i 3

KA EIREHEESEFZEAN Amazon VPC B VPC M EWHEV AR , LURANLE RS, S BT
) VPC N HImE , SBEFEREHN VPC N HImE,

B VPC N E®%

N o o bk~ 0D =

FEL App Runner £ & , AREREEEFZEEN AWS B,

BI{ERRERRE T RV R ER .

SHEABRAERELE RS, F/A VPC NEmEERZE VCP MiREREEIBIR.
BIEBEVHIRE, BYXFHH VPC A\ w285 77 5 B8R B Rk

WA VPC T HEmRMH A,

RAAN THFEFEEZEREN VPC /T HEHR R,

RTAUXNFEPRERSLHE, FEZLFETA VPC NHRERHENNZTLE. BRIRER
BERZERLEE, MRERBERSEE , App Runner 258 R £ BRI/ VPC N EIF

%, BRLZEEBERITSHEEEELE App Runner RISBIANER, ZE2BEARIMEARTSE
&89 App Runner IRIEEBIHIE IR

(® Note

MEREH App Runner BERARXEZENRR IP/CIDR BAGEIE4FE | SXEHILEIRE
ERLTEBERE , MR WAF Web ACLs, EREABRME ST XERFERRIE IP E
#EEx = 8 WAF MHEEERY App Runner A8 IR#§. Eit , B8 WAF Web ACLs tHEIEREY
App Runner FABRIEHI R IP RAIFESFU IP AEBEAHA,
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EEE— S THRERRELZENLLHE  SEREER , 528 (Amazon VPC £/
EEmE) PR T EE . FRAREFHEEFHMERRENES AWS ERHNRE, https://

docs.aws.amazon.com//vpc/latest/userguide/vpc-security-groups.html

8. HMTHXBEDREMENTFHEEK, BREAFTE App Runner IRIEHIEE 7] A [E1EZE 21 Z IR &
FHEES

® Note
MREBRHEHBERTEIRN , FREESEHEREN VPC nH X REHEEBRE.

9. (BA) BEMEER K A2 AEEBXRSIBNERE.
10. BIEEY, RERFEMEPMBAGR , Y EERSIBEIRRINEL VPC N HIRHA

BEREHN VPC N EmE

1. BB App Runner 28 , AR EEEHFETEZEREN AWS EiF,
2. BIERERBTHBAER.

3. HEEARKRARERELT RN, £/ VPC MHIRRERE VPC HRIEFERIFR. FEENERT
K VPC MM HEimEEE,

4. BEVPC NEHRHHTIHAXE VPC N HEE.
5. BET-—SUBILENRKE. App Runner 2R AT B IS,

® Note
BB R , BUUAREEERRER VPC MHIRAMEEBN 22 FHE N THEK,

EERENBRMNFEEN , Fll "‘E’JHEZ% WRAEERSIFEETHNEHERR, CE8ER
BN AmEAEREBA VPC M VPC N HERBHNFEER,

E# VPC ST E R E

I App Runner fR#2 % , R SAURIBEAL B IR EBR VPC N EImSR.
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® Note
IEEEE R Im R A A VPC W1,

E# VPC /M HE
1. BB App Runner & , AR EREFEPEIEN AWS EF,

2. RIEZENRYE A RERELAEREZBHRERE,

3. EEEARE , MURREEERIREHEBEBN VPC T EmE.

4. BELERFEHN VPC NEHIKS.

5. EEFE., WE VPC NHinINHEESRERRK.

6. EREMENZTLFENFHER , ARR—TEH. B5R VPC THRMFHEFANEESER , X

FEIEwIETR VPC N HImER I EHHAL
@ Note

WMEREH App Runner FEARXEEXRIR IP/CIDR BAREXRHRE , BLEHLERE
ERAZEEERE , MAR WAF Web ACLs, EREABRME I FAXERFERRIFR IP &
BleEx E B WAF ABBEBEEY App Runner FAB BR#. E Ut , B2 WAF Web ACLs FEFEERY
App Runner FAERIEHI R IP FRAIFEFL IP AEBEAFA
EEE— S THERRRLZLNZ2HE , S BESEEY , 52680 (Amazon VPC £A
EEE) PR TIEE  FRAZSFHEARFERRENZEE AWS ERNRE, hitps:/
docs.aws.amazon.com//vpc/latest/userguide/vpc-security-groups.html

fiBR VPC 57T i BE

MRIEFFHE App Runner RBF AL TER , BUUKEAREREALE. BEALFEBRALER
B, BEFEMER VPC ST HE R

fER VPC ST Edm#

1. BRUApp Runner & , AR EREFEPEIEN AWS EF,
2. HIRZNRE , ARETLAEREREHBEHERE,
3. EFEEARE , SRR ARIEHERBN VPC M HE R,
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® Note
fER VPC MM EIRE A , FEEMRE , SELHERNAMEREHBER,

4. BIEZE MR,

MRERBEET VPC MHmE , EFWRIEEMER VPC N HRMAL . NRLBERBEES
VPC NTHEwR , £EKE JT:EW.,\HH*JIQ% ER,M

5 EE MR, BRACEESHEEAREMR , XETERSIKTHMER VPC N EImHEVAS,
App Runner API 2 AWS CLI
& 0] LATE R BEfE Amazon VPC AR7FELHY App Runner L EBEARER.,

MERRBEALEAREFFTNE

%II

, i5 2@ the section called “FF A",

3 Amazon VPC WA B RIS ER

1. B VPC N Ew% , Bl AWS PrivateLink &R , LAEEEZE App Runner, ZEEiEH M , FEEE
HERAEAETEBN FREMNLZSEE, UTREY VPC N HEEHEH,

® Note

WMREH App Runner EAREXZENRIR IP/CIDR BAREERHRE |, BXLEHILEIRE
ERAZEEERE , MAR WAF Web ACLs, EREABRME I FXZERFERRIFR IP &
BleEx E B WAF ABBEBEEY App Runner FAB BR#. E Ut , B2 WAF Web ACLs FEFEERY
App Runner FAE IRIEHI IR IP AT ESFUL IP AEBAHR AL

EEE- S THEREERZRENRLHE  AEREER , 528 (Amazon VPC A
FIEE) P TIEE . FARZSFHEEFRRRENES AWS ERNRE. https://

docs.aws.amazon.com//vpc/latest/userguide/vpc-security-groups.html

Example

aws ec2 create-vpc-endpoint
--vpc-endpoint-type: Interface
--service-name: com.amazonaws.us-east-1.apprunner.requests
--subnets: subnetl, subnet2
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--security-groups: sgil

2. ¥&iB CLI iEA CreateService 5 UpdateService App Runner AP| BjfER 2% VPC N Hix . #%
B RIEEREB T AT B EEL. £ NetworkConfiguration £8IngressConfigurationhy
M EFalse¥#§ IsPubliclyAccessiblefEA . HE , BRI LA IpAddressType BWMERE
# IPVA4EE DUAL_STACK., MIRARFRE , BILETERS IPV4, THIEEHISE VPC N HEHImSR,

Example

aws apprunner create-service
--network-configuration:

{
"IngressConfiguration":
{
"IsPubliclyAccessible": False
}I
"IpAddressType'": "IPV4"
}

--service-name: com.amazonaws.us-east-1.apprunner.requests
--source-configuration: <source_configuration>

3. MY create-vpc-ingress-connection API BI#EXRE I App Runner B VPC & N BRE
R, WAEHBESE E—EFRPRIN VPC NHiIRHELRE, C2ERAREREE VPC H7F
ERENBEEER, UTREYL VPC BENERERNEH,

Exampleig&R

aws apprunner create-vpc-ingress-connection
--service-arn: <apprunner_service_arn>
--ingress-vpc-configuration: {"VpcId":<vpc_id>, "Vpceld": <vpce_id>}
--vpc-ingress-connection-name: <vic_connection_name>

Example Bl F&

"VpcIngressConnectionArn": <vpc_ingress_connection_arn>,
"VpcIngressConnectionName": <vic_connection_name>,

"ServiceArn": <apprunner_service_arn>,

"Status": "PENDING_CREATION",

"AccountId": <connection_owner_id>,

"DomainName": <domain_name_associated_with_vpce>,
"IngressVpcConfiguration": {"VpcId":<vpc_id>, "Vpceld":<vpce_id>},
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"CreatedAt": <date_created>

E# VPC I A EAR
IERLLEH VPC BAEREIR. VPC BEAERLERN T EP —FEARE , T HEEH :

+ AVAILABLE
+ FAILED_CREATION
+ FAILED_UPDATE

LT RE#H VPC EANEREREH,
ExampleZ& R

aws apprunner update-vpc-ingress-connection
--vpc-ingress-connection-arn: <vpc_ingress_connection_arn>

Example[El f&
{

"VpcIngressConnectionArn": <vpc_ingress_connection_arn>,
"VpcIngressConnectionName": <vic_connection_name>,
"ServiceArn": <apprunner_service_arn>,
"Status": "FAILED_UPDATE",
"AccountId": <connection_owner_id>,
"DomainName": <domain_name_associated_with_vpce>,

"IngressVpcConfiguration": {"VpcId":<vpc_id>, "Vpceld":<vpce_id>},
"CreatedAt": <date_created>

filBR VPC B A E4R
MRETBFEHE Amazon VPC WFAEELR , LA LUMER VPC BAERER.
VPC BAERMKARN TIIEF—EiRRE , FEEMIBR :

- AVAILABLE
- KRR
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AWS App Runner HBEABER
o KBWES
o« RERHIMER

LT 2 MBR VPC #a A IEHRAY EE 4

Examplei&R

aws apprunner delete-vpc-ingress-connection
--vpc-ingress-connection-arn: <vpc_ingress_connection_arn>

Example[E f&

"VpcIngressConnectionArn": <vpc_ingress_connection_arn>,
"VpcIngressConnectionName": <vic_connection_name>,

"ServiceArn": <apprunner_service_arn>,

"Status": "PENDING_DELETION",

"AccountId": <connection_owner_id>,

"DomainName": <domain_name_associated_with_vpce>,
"IngressVpcConfiguration": {"VpcId":<vpc_id>, "VpceId":<vpce_id>},
"CreatedAt": <date_created>,

"DeletedAt": <date_deleted>

A T % App Runner APl BIM{EREEBRIENVNFLEBEARE,

« CreateVpclngressConnection — B ## VPC BAEFEER. EEEH App Runner IR#EEE
Amazon VPC 1% St AEEBEEF , App Runner EEE &R,

- ListVpcIngressConnections — & EI B2 AWS R FHHEHHY AWS App Runner VPC 8 A E 4R 2685

oo
o

« DescribeVpclngressConnection — 8 AWS App Runner VPC Ingress Connection &R STEEH#

s,

R,
« UpdateVpclngressConnection — E# AWS App Runner VPC B A EHRE R

« DeleteVpclngressConnection — MiBREE App Runner IR#EABEFEEHY App Runner VPC Ingress
Connection &R,

WMFAFER App Runner API HIEFMIEF , 7528 App Runner API 2Z 15,
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RAEANRERHA IPv6

MREZELERIEEWIRE IPv6 ikl IPv4 M IPv6 st EAMERRE , SRR E St g
B, EREVHNERERRK 6 SUNERERYE > BRER TRELEE, THREFRALMER
App Runner £ A= App Runner API Bt IPv4 s # & (IPv6 1 IPv4),

EEEARENEHED
EATHEP—EHEREBREATENE B iHER

« the section called “App Runner X312 4&”
- the section called “App Runner API % AWS CLI”

(® Note

THREFRENAEEAEEARENHEREIER, IEEHEEELERENEHES IPV4
R E , 2B the section called “BEFLEH 2,

App Runner £# 4

EREA App Runner AR VRYE , SIEREMEBERE S LZEEAMKRRARRENEHE
Mt FER,

R R & B it 3 SR T

1. BUREHRER  BFREARERE THBERER.
2. BEEABERENL AR, NMREENM GRS , ASHBURS Pt HARE,

the section called “EEFA GRS NEEBINBIRHEHES IPv4 it BENER , F28 .
3. EFRE IP it ERLMR TS IP thutFR,

. IPv4
« EHE (IPv4 H IPv6)

(® Note
MREREFIWE IP thut A EITEE |, Al App Runner #§ IPv4 35 A TR RE,
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AWS App Runner HBEABER
4. BEELHE (IPv4 F IPVE),

5. MREEBRVERHK A6 FEET-—F K ARBEEIYNNE. 7R, WREEEHNRY  FEERFE
8E,

HEREE , CNEAREXSHBAR IPv4 M IPv6 IR KB RE.

SEhyER

1. KRIBREFRBLEE B,
2. BEFEABBERETHHE IP it FR | ARBEAENHUER,
3. ERRFTEE. CHNRBEREENEEMEN.

App Runner API 2 AWS CLI

B &MY CreateService 3 UpdateService App Runner API B85 | 56 H

NetworkConfiguration 28 IpAddressTypeIERIEE U IFR, BULUIEENZEEBA

IPv4# DUAL_STACK. $E8EDUAL_STACKZEREBFLERBHE IPv4 M IPv6 inHEBRREERE, o
RIERIBE WEEIpAddressType , EREEH IPv4,

(® Note
MENGIRBES , 5526 the section called “App Runner API 5 AWS CLI”,

LT REMAEHBMA IP it 27 RISAVES, WEHSFUY input. json B,
Examplef& R 2 3 B8 %8 T B 1 RF%

aws apprunner create-service \
--cli-input-json file://input.json

Example input.json AR

{

"ServiceName": "example-service",
"SourceConfiguration": {
"ImageRepository": {
"ImageIdentifiex": "public.ecr.aws/aws-containers/hello-app-runner:latest"”,
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"ImageConfiguration": {
"Port": "8000"
},
"ImageRepositoryType": "ECR_PUBLIC"
},
"NetworkConfiguration": {
"IpAddressType'": "DUAL_STACK"

}
}
}
Example @] f&
{
"Service": {
"ServiceName": "example-service",
"Serviceld": "<service-id>",
"ServiceArn": "arn:aws:apprunner:us-east-2:123456789012:service/example-

service/<service-id>",
"ServiceUrl": "1234567890.us-east-2.awsapprunner.com",
"CreatedAt": "2023-10-16T12:30:51.724000-04:00",
"UpdatedAt": "2023-10-16T12:30:51.724000-04:00",
"Status": "OPERATION_IN_PROGRESS",
"SourceConfiguration": {
"ImageRepository": {

"Imageldentifier": "public.ecr.aws/aws-containers/hello-app-runner:latest",
"ImageConfiguration": {

"Port": "8000"
b

"ImageRepositoryType": "ECR_PUBLIC"
.
"AutoDeploymentsEnabled": false
.
"InstanceConfiguration": {
"Cpu": "1024",
"Memory": "2048"
.
"HealthCheckConfiguration": {
"Protocol": "TCP",
"Path": "/",
"Interval": 5,
"Timeout": 2,
"HealthyThreshold": 1,
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"UnhealthyThreshold": 5

1,

"AutoScalingConfigurationSummary": {
"AutoScalingConfigurationArn": "arn:aws:apprunner:us-

east-2:123456789012:autoscalingconfiguration/
DefaultConfiguration/1/00000000000000000000000000000001",

"AutoScalingConfigurationName": "DefaultConfiguration",
"AutoScalingConfigurationRevision": 1

1,

"NetworkConfiguration": {
"IpAddressType": "DUAL_STACK",
"EgressConfiguration": {

"EgressType": "DEFAULT"
1,
"IngressConfiguration": {
"IsPubliclyAccessible": true

}

}

1,
"OperationId": "24bd10@blelllaelalf@elll5c4fllde”

}

WFE AP BRBHFHMEN , 552K NetworkConfiguration,

BMABHRER VPC 7H

RIBTER , 28 AWS App Runner ERABRXTTUEZEAEELNERE. ESRLECHWBRAR
AWS BR# , UREMEMNERIEE Web B, BHNERABERXEZT LA Amazon Virtual Private
Cloud (Amazon VPC) #FAEEIAE VPC F#TZEARIN A AE R, NREERMBIRRRARERE
VPC , App Runner A TEREH VPC , ERALEM.,

B LUEERE BT VPC HRAENIRE , LEHFTEHRENRBN LS MRE, BALUE AWS App
Runner R#&# Amazon Virtual Private Cloud (Amazon VPC) ZERfE#AH VPC F#ITHEARER.
BTUIRER  ZNEARTLE ER | XAEASEIEE Amazon Virtual Private Cloud (Amazon
VPC) HtEMEMEREN. Bl , Amazon RDS E¥lE, Amazon ElastiCache , AR FEEHEFE
VPC Y E b FAH R H
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VPC E#85

A LAt A VPC Connector B9 App Runner 12521 VPC im S , AR EE VPC 2 31 Ba B
EERY VPC EERS , BIEE VPC, —RZEFHEE , URRENH—ZEEZLEHHE, =E VPC
Connector 2# , A LU HEE — = %@ App Runner BRIEHEELF

— R HESE

MBEFERARARELFRENBE] VPC E#E885%E App Runner IRE , ERIEESBZI 2 3| 5 M —R
MREEE, BMEBREFEZE VPC Connector R IHERIHMER , BSREMREREBHITH,
WA LATESE — IR BRIGEF , FFH BET VPC EEBRRBRER , LI E 2R B BHITIRIEE R

Bl —) | M e |

1TEX Eo

AR WRLAHMRKEEFHAMEEN VPC EiZsSEE  AITSAEMEER, VPC ERESAER
DZeBENTHEEESAER, HNIEEW VPC EESEERE | MERASENHKEI VPC Connector
Hyperplane ENIs ( SEMBENE ) HBEEE IR,

BEIHET VPC E#ZE2 R AWS Hyperplane HIFEME

App Runner #1#J VPC iE#285 2 LL AWS Hyperplane £E®# , Hyperplane 2N AEIE AWS ER%E S
B REB Amazon M R , a0 Network Load Balancer, NAT Gateway F AWS PrivateLink, AWS
Hyperplane ¥ iRt S#x EFKEEIIEE , ARESREENHA, BEE VPC BIZ NS HEER
RN A | S THEEFET Hyperplane ENIl, VPC EiESRARERULZHEN TREESAE
#® , BALAEZE App Runner Rz B2EZMHEMN VPC E#EEE. EHit , E# Hyperplane ENIs& %
App Runner [RIEH . LEARTTH , IFELEREERERESFMENEEHE , 1B VPC
FIPEEENEERERFERR, WEHHEN , 528 AWS BEEHEEFH Deep Dive on AWS App
Runner VPC Networkingo

TR

BETBEFVABENTHES. KTESSTAHL  EREELEN=—ETHEIEN FHEEK. 0R
BN ATAESDR=E , BREERAXEN WA RS EN K.

HE VPC 7105 | BREMERNILETON  MTRAE 7@, ELEASGRY VPC
265 | App Runner i & 7E 5187 #8552 7 Hyperplane ENI. %18 Hyperplane ENI R &Ik
— 8%, IP it , A AWSAppRunnerManaged €8 ZBRETER . WRTBRBLE FHEE
AI#41T App Runner FRISRFEXAEGEE8, T8 , MRLHWREESEFIRBRMB R LM ABRE AWS iR
%% , 552 the section called “ER FHBEBHNEZEEE,
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https://docs.aws.amazon.com/elasticloadbalancing/latest/network/introduction.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-nat-gateway.html
https://docs.aws.amazon.com/vpc/latest/privatelink/
https://aws.amazon.com/blogs/containers/deep-dive-on-aws-app-runner-vpc-networking/
https://aws.amazon.com/blogs/containers/deep-dive-on-aws-app-runner-vpc-networking/

AWS App Runner HBEABER
BN EESEIH

- EXRBIRSERE VPC K  BEHREELIERNLERBRER, RELEAEXNMEELRENS
BB SR FTELRN VPC B, VPC WATERREANBBEAREARAERXNELRE, EXRTENR
BELFEIN BRI AWS APls, ZEMSFEE K BSHTTIIHEP—FEE
- 1EIB NAT Gateway #§ F 8 B8 15 F R

- BIEERFE AWS BRI B 5RE VPC inZ, BHNRESFER REE Amazon VPC # AWS
PrivateLinko
- B R EETHES AWS EiE TXEAE App Runner IRIGHEE AN 7K, MREBEE
LA AR FEE  AIEEZEVSEHRE. TELERT , App Runner B FE AR EEER A
B EBaTXENFRENTHREE.,. REEEELE , FRRFRPFIXIEN FRBETHED
B, ABREBEHE R

- BN FRBRLAEAAEN P it A | LR IPv4 NEHE,

R RHE

A LGB 35 E App Runner AARIEEE 7/ AWS TERMHN Z 28, NRERIEERSH
#2 , App Runner £ VPC WTERRZ 2 #. ARNZeHEGAFMEELRE,

MEREHETS VPC BEFRABEANEZLE , MEEREFIEEMRE, VPC Connector ERRRK
BRARANELEF. SUAEREHRAIRAFEREBNERHNET. SHLBRERERN

EREEBRNTMEZ2BHEHXEEENEARL, 88 , EEEREEEZRKA VPC Connector £
BENRE,
(® Note

B REE VPC BB , TIREFTSZIRE

- BARE - BAEXEBENEAASTZEEIN VPC K&, FESEBRERFERIBH
NERBEEEHR , MR VPC BEE,

 App Runner JiE - App Runner 8 X XREEBEEEE/E , AIANREUFRHREXBMARG, H#iX
HE , UREERER, ELBEELENRETREREN VPC BEH,

EEH®—F T H WM Amazon VPC AWS App Runner 4 |, 528 AWS App Runner VPC #85,
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https://docs.aws.amazon.com/vpc/latest/userguide/vpc-nat-gateway.html
https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html
https://aws.amazon.com/blogs/containers/deep-dive-on-aws-app-runner-vpc-networking/

AWS App Runner HBEABER

EIE VPC 781

@ Note

MREARBEIEHRE VPC B  ETRNBRERMBEFSKE IR MERE, &AL
ERIFTRERE 2R EAREEFRRBEMRE AR, MEFHENR , FS2EXRERN
Networking with App Runner Z i — X iEEAHY

FRATHHEF—ESEREE App Runner IRIEH VPC ZHR :

App Runner console

E8MEM App Runner ¥ 8 EVRH , REREMEEER , EUNERZREELRE, 8K £
EAEELNRRAEER. SREHRKRRE  FETIHRE

- NBEEW  BERREEE ML T IRIEEMEE AWS IR,
- BF] VPC : #EMNBRIERE Amazon VPC ) VPC B EHE, LR EARNTIE ER , W8

AEEEXE Amazon VPC HREETEMHMERER.
By 83T VPC

1. BB App Runner 128 , AR EEEHFETEZEREN AWS EiF,
2. AIERERB THBAER,

v Netw()rking Info

CCHFll']Ll-’E the way your service communicates with other applications, services, and resources

Outgoing network traffic
Public access O Custom VPC

our service can send outgoing messages only to public Your service connects to an Amazon VPC of your choice
network endpaints Your service can send outgoing messages to any endpoint
p

VPC connector

3. SrEELMARRERERZERST VPC,
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https://console.aws.amazon.com/apprunner

AWS App Runner HBEABER

4. HEEBEFET , 2EE VPC EESR,

WMREEYT VPC E#ESR  TRASRTEIIRF M VPC EEIRFE., BUREREAN
VPC Ei#kzR , AR EET —FSUREENERE, AR BERE—ALR, HE K LEFLUER
T A SRR EHRY VPC E 2R,

5. EEME A KEHRBEEIMIE VPC EESR,

R& |, #B VPC E#EER 55 5 LR RN B K.
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AWS App Runner HBEABER

Add new VPC connector X

You can share a VPC connector with other App Runner services in your account.

VPC connector name

my-vpc-two-subnets |

VPC
To create a new VPC visit Amazon VPC [A

vpc-5732152e ( 0/16) v

Subnets
v
subnet-3d337367 (' 0/20) us-east-1b X ‘
subnet-04575a4c ( +.0/20) us-east-1a X ‘

Security groups

sg-11c24e61 (default) X

Tags — optional
A tag is a key-value pair that you assign to an AWS resource.

Mo tags associated with the resource.

Add new tag

¥ou can add 50 more tags.

6. WA VPCEESFNER , RARRTHABETEEMFN VPC,

7. SHEFHERR , AEFTEIEPFE App Runner RIS BE AT A EBEEE —EFHERK,. ATERS
TRk, FEE-ETER. HE  ORIPR=ETFER  FREMETRHN T8,

EE VPC FH 208
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® Note

- FBBAEIE FHRIERIG VPC EiSR, MREKANE FRRIERIG VPC i
2, BHRBELEENHEEDEYNER,

- MRENEHREREHE  FHRELE VPC T RETEINNAME FRBHERE
AR,

8. (EBA) AR  ENZHRBHMARNEEIEBNZSEA,
9. (IBA) ZEHMEBER , FFiRIE Add new tag (FTIEER) , REWAEZBRNENE,
10. BIEFE,

IEEU W VPC EERFMERASERE VPC EEB T,
1. BET -—SURRBRENER , RAREBEEINIE,

App Runner 8882 Y VPC E#FER , ARKHEENRBEIURAE, WRBRBSHKIE
¥, ERASETRBERR , HP IS RBEH RGBS
App Runner APl or AWS CLI

BRI CreateService 5 UpdateService App Runner AP| Ei4ERE | 556 H
NetworkConfiguration Z8EgressConfigurationf R ERIEERKEH VPC EZFER,

5 T %] App Runner AP| EEREEIRA VPC Connector Eilf,

« CreateVpcConnector — I ## VPC iE1Z25,
. ListVpcConnectors — B B IEHY FHEABERY VPC EIEZEE AWS IR, BEIESTEHEIR,
« DescribeVpcConnector — {£[E VPC E #2851 TR,

« DeleteVpcConnector — & VPC iE#E2R. MREZEER ) VPC E#EBEE AWS 1RF | BA[8E
FEMBRTHLEN VPC EEER,

EEHXEHE VPC EHFEER App Runner LEBEAER , BB LEL VPC EiEsS, &1
DEBEEEHEARNEIBAN — RS EFRABENTLBFERATIHIRE, AE, BALUER
CLI £ Create = UpdateService 2% VPC Connector , 1 T~ S HIFT R :

cat > vpc-connector.json <<EOQOF
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https://docs.aws.amazon.com/apprunner/latest/api/API_CreateService.html
https://docs.aws.amazon.com/apprunner/latest/api/API_UpdateService.html
https://docs.aws.amazon.com/apprunner/latest/api/API_CreateVpcConnector.html
https://docs.aws.amazon.com/apprunner/latest/api/API_ListVpcConnectors.html
https://docs.aws.amazon.com/apprunner/latest/api/API_DescribeVpcConnector.html
https://docs.aws.amazon.com/apprunner/latest/api/API_DeleteVpcConnector.html

AWS App Runner HBEABER

{
"VpcConnectorName": "my-vpc-connector",
"Subnets": [
"subnet-a",
"subnet-b",
"subnet-c"

1,
"SecurityGroups": [
"sg-1",

"ngg-2"

]

3
EOF

aws apprunner create-vpc-connector \
--cli-input-json file:///vpc-connector.json

cat > service.json <<EOF

{

"ServiceName": "my-vpc-connected-service",
"SourceConfiguration": {

"ImageRepository": {

"Imageldentifier": "<ecr-image-identifier> ",
"ImageConfiguration": {

"Port": "8000"

},

"ImageRepositoryType": "ECR"

}

I

"NetworkConfiguration": {

"EgressConfiguration": {

"EgressType": "VPC",

"VpcConnectorArn": "arn:aws:apprunner:..../my-vpc-connector"
}

}

3
EOF

aws apprunner create-service \
--cli-input-json file:///service.js
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AWS App Runner HBEABER

App Runner AR #Y 7] #5758 14

AWS App Runner S8 AWS IREES , BEM App Runner RISIREEZNAEHBIETIEEH, K
B EERBPELINEE,

&

- JB#t App Runner BR#E5E )

« WIRERE CloudWatch Logs BJ App Runner B
« MIRMEL CloudWatch B9 App Runner BRIGIEE
- 7£ EventBridge FEE¥E App Runner B4

« {5/ 524 App Runner API FEAY AWS CloudTrail

- £/ X-Ray JB# App Runner FE A2

Bt App Runner BR#%5E B

AWS App Runner & A2 EBERER App Runner IRIEHHIER . BIERRY AP BIEWIERS
mEay | BlanE s fRiE, EAEREMIBFRSE. THIESEHRBPMMIAE App Runner TR AFMER API B
HEE,

1B}t App Runner BRI&EED
FEATHEF—EHZEEBHRERN App Runner FRIEEE
App Runner console

App Runner A €8 REN App Runner [RIEEE , IR HE S HERBIENF %,
BR BRI HSEE

1. BB App Runner 2 & , AR ERBFEFEZIEN AWS EF,
2. EEEBKRD  BERK , AREELH App Runner IR,

FTEREEETRBERIR AT RBEEE.
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https://console.aws.amazon.com/apprunner

AWS App Runner HBEABER

= @

J"1|_!|_; Runner Services python-test

python-test i [acions v |[ C | I

Service overview

Status Service ARN
& Running @ arm:aws:apprunner:us-east-1:123456 78901 2:service/python-
test/33f92a7cd4744fbcb 9612850143 86b0d

Default domain

https:/ f62wweBevee public. gamma.us-east-1.bullet.aws.dev [ Source
D https:/fgithub.comfyour_account/python-hellofmain [
Logs Activity Metrics Observability Configuration Custom domains
Activity (1) infe
Q 1 @
Operation Status Started v Ended
Create service &) Succeeded 3/22/2022, 6:46:22 PM UTC 3f22/2022, 6:51:35 PM UTC

3. EERBEXRREEL 6 MREKBEFEBRIER  FEEZLRSIEER,

FERAgERRFEBE.
4. HESHBERF 6 FWAESHARUENFESE., SUUAESHRATERRPHEMAE.
5. EBEEMIHAVRE , LERN T HARM B

App Runner APl or AWS CLI

ListOperations E)E , & App Runner AR#E#I Amazon Resource Name (ARN) , €& [E It iR#E £
BAEMREBE, SEEEEENTERE ID M—LEMFMAER.

IR EFRE CloudWatch Logs B9 App Runner B &%

A LAE A Amazon CloudWatch Logs REE#E, FHRAEFENEE AWS REFERELEN BFER.
MEFZEH , 552E Amazon CloudWatch Logs # &/,

AWS App Runner @I REEARNIBENMEAFRENE L  WAEHSERE CloudWatch Logs. T 71
ZEi%|H App Runner BEEEMR , ERBAM{AIE App Runner E#E&FRIEEM,

H# (CloudWatch Logs) 212


https://docs.aws.amazon.com/apprunner/latest/api/API_ListOperations.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/

AWS App Runner HBEABER

App Runner BFEEHE R B R

CloudWatch Logs E#& AR ERMREEBFHERP , EE-SEBE AFEHED. HFEBRRRRE
BHERRN—RIBFHEHN. ARFERAMAMEERRE., ERNEFIRHREN BRRREFAE,

App Runner 8 & 1818 App Runner lRIEEZ M@ CloudWatch Logs AFEE , SEFHERE
ZERFEHER AWS IRE,

AR5 B &5

BR#E B 55842 S App Runner EE 2 App Runner BRIE I ¥ HREITEIBSFRE £ WSS &EE H .

BtEEER & 451

/aws/apprunner/ service-n /aws/apprunner/python-test/

ame /service-id /service ac7ec8b51ff34746bcb6654e@bc
b23da/service

ERMBEEEED , App Runner 8B EH HFEER , LAREE App Runner RIS E R BHHHER,
flan | ETEEERMEBREEENEARARER,

b5k, App Runner 8 8 ERENRBHEBNREBAITIERSRERI AFSR. AFEREBR
BRIRER B ANASEERE ID,

HBER—ERE, FBEBFEE App Runner BBV RE SN BBEABRINMRAFAATEENTE
SBHNRHEAL, BEEFERBEI BBEJeployment/ , IUBITBEMIRIE ID HRE. HIBRER
VIR EAREXEBEN CreateService B | 2 FEREIBEN StartDeployment FEIY,

HEHEHRT , SEAFKASMUFTERE

 [AppRunner] — App Runner £ BH R EEMNE .
- [Build] - ZECHWERERESHE L,

HERRERE &4l
events TERA (BAERR)
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https://docs.aws.amazon.com/apprunner/latest/api/API_CreateService.html
https://docs.aws.amazon.com/apprunner/latest/api/API_StartDeployment.html

AWS App Runner HBEABER

HESERE 8 iRl
operation-type /operation-id deployment/c2c8eeedeal64f4s
9cf78f12a8953390
FERE 8%

EREX BFFEZESRTHERARAEARNE L.

HEERHEARR 541

/aws/apprunner/ service-n /aws/apprunner/python-test/

ame /service-id /application ac7ec8b51ff34746bcb6654e@bcb23da/
application

EREAREN BEEED , App Runner EABEMTEEAREANATER (BEEMN ) BUBFES

o

HEERERER g5l
instance/ instance-id instance/1a80bc9134a84699b7
b3432ebeebb591

EEXEEH A App Runner B
App Runner RSB TRENVFAEAFGHE , Y ZEERKR. REMTHRAF.
B REH A

1. BABX App Runner 28 , AR EEFHFTETEZREN AWS EiF,
2. EBEHEKRT , BERKE , RREEEZH App Runner BR#,

FERASERERRBESENBRBERR.
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https://console.aws.amazon.com/apprunner

AWS App Runner HBEABER

O]

App Runner Services python-test

python-test .« [ actions v |[ C | N

Service overview

Status Service ARN
@ Running [P arnaws:apprunnerus-east-1:123456 78901 Z:service/python-

, ) test/23f9aaTed4744Fbeb 96 1e85014386b0d
Default domain

https:/ /6 2wweSevee public.gamma.us-east-1.bullet.aws.dev [ Source
>0u )

0 https://fgithub.com,your_account/python-hellofmain [4

Logs Activity Metrics Observability Configuration Custom domains

Activity (1) into

Q 1 ®
Operation Status Started v Ended
Create service ) Succeeded 372242022, 6:d6:22 PM UTC 3/22/2022, 6:51:35 PM UTC

3. ERBEXRREEL , EFARFRIER.
FRASREBERRTETREERENER

« BB - App Runner RBFAEWBHFHED . TRESRATRRNNES.
- BF B - BRFEBEFEDEINEN App Runner R, FEASERSETENMER BFS

o

- EAREK B - BBFZE App Runner lRIEH Web EAERE Y, FEAEKAEHATHIHITE
BNBHSHAE— B &HMR.
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AWS App Runner HBEABER

Event log infe & View in CloudWatch [ View full log Download

FYer running

Deployment logs (1) infe c

Q 1 @
Operation v Status v Started v Ended v
Automatic deployment O In progress 12/21/2020, 2:30:31 PM UTC -
Application lo gs Info ] View in CloudWatch [5 Download
Name Last written
Application logs 12/21/2020, 2:30:31 PM UTC

4. ZESHRBENE K FWABSHE K B HBBAFEFENGE, SBUUESHREERKPNE
A&,

5. ZEERBAFHRE  FEERATEAR (SM4AF) IBFRREE (FENERAEXAH
) o

6. EEFETHUTHBR., HRHMBAFSER , FELERNAFSER.

7. ZEEFE CloudWatch F#RLABIRX CloudWatch £ 4& |, MFERAH TR IEERIFZRIEN App
Runner BRI B 5. HAIMEBAFERR , FAENAFER R

@® Note
MRERERBISEHTEEBNEREAERT L MIESCHHNERER B , CloudWatch
FEABAER,

RIRFKEHLS CloudWatch B9 App Runner FRIEIEZ

Amazon CloudWatch AWS £ BN S22 H Amazon Web Services (AWS) ERMEEH EHITHHE
AR, B BEA CloudWatch WWEMBHHERE  BERETUALNERMNEARIENEE,

54 (CloudWatch) 216
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BHUUEAECRETEEFRENE R, EFEFERER |, CloudWatch A EH , BB FZE
BEHNER, MEEZEN , 528 Amazon CloudWatch & IER,

AWS App Runner INEREIEE , BEEER App Runner R FERER. MeEEMTHAME, AL
EESERIIT Web RN ERIBTEER  FLANAZBBREEBR. THEEHH App Runner 3§
Z | WERBA MM App Runner 32 A& h R,

App Runner 1§1&

App Runner €U SREZH REHEEN THERE , AEHZMHE AWS/AppRunner & ZE B HHY
CloudWatch,

@ Note

f£ 2023 8 A 23 AZHl, CPU FAEAMEEREAREZEIRIE vCPU BN NFERANEE
B MARERAXRFELL , MSKRHE, NMRELNERAREREI B H 281 App Runner £
#17 , M EZIRIZEE App Runner 5 CloudWatch £ A& ERE®B L BHNIEE | BlEaed
FMEEMHNESERER Bttt HE —EEE,

/A Important
BEET 2023 F£8 A 23 A2 EFHEMLL CPU FAXRNMGEEREARISEEAERN

CloudWatch ' Ro EMMBRUBRIBE S LLEAEEE  MAE vCPU B MB, NIEEZE
A , 528 Amazon CloudWatch £ &5,

BEATERE (RREN) HSEHKREATERERER.

BETHE? EE Description

CPU utilization CPUUtilization FRISHERETREERY CPU BAED , — o EHRFANF
5 CPU AEBE L,

Memory utilizati ~ MemoryUti FRGEERENELRERY — s EHRBNFIRE

on lization RAER7 M,

S HRERBREREBRER,

App Runner 1§1& 217


https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/

AWS App Runner HBEABER

RETHE? EE Description
CPU utilization CPUUtilization E—7ENEAFEHTEENSER CPU BESY

b, BHRFAERENR CPU &,

Memory utilizati ~ MemoryUti FRSHEHEENECERD , — o EREAEH
on lization TRRBNEECEBRAER DL,
Concurrency Concurrency RIS EERENLETHERNAREE,
HTTP request Requests FRIEKEIR HTTP BEREE.,
count
HTTP status 2xxStatus BEESEREREN HTTP BFREE , KERI 2
counts Responses (2XX, 4XX, 5XX)o
4xxStatus
Responses
5xxStatus
Responses
HTTP request RequestLatency BB Web FRISERIE HTTP SBERFTEMER |, UZE
latency MWRENL,
Instance counts ~ ActiveInstances FEABHRKEER HTTP B RMWBIITEERE,
® Note

%8 Activelnstances EEERE , &
TEEBRBHER. EFRRTERBENVAIT
ERgEAS,

FEEEE PRI App Runner 1512

App Runner A€ LLBFE R App Runner A8 IREKENIEE , TRHESERS*.

EERAFHRIA App Runner 1512 218



AWS App Runner HBEABER

® Note
Bel , TREARSETREBESR. EERGHTERIER  FMEA Cloudwatch F#E A,

iR RBH HES

1. BB App Runner & , AR EREFEPEIEN AWS EF,
2. EEEBEHRKRD | BERKE , AREEEH App Runner IR,

FRASRETREERR , HH IS RBHRE.
= @

App Runner Services python-test

python-test .« [ actions v |[ C | N

Service overview

Status Service ARN
@ Running [P arnaws:apprunnerus-east-1:123456 78901 Z:service/python-

, ) test/23f9aaTed4744Fbeb 96 1e85014386b0d
Default domain

https:/ /6 2wweSevee public.gamma.us-east-1.bullet.aws.dev [ Source

0 https://fgithub.com,your_account/python-hellofmain [4

Logs Activity Metrics Observability Configuration Custom domains

Activity (1) into

Q 1 @
Operation Status Started v Ended
Create service ) Succeeded 372242022, 6:d6:22 PM UTC 3/22/2022, 6:51:35 PM UTC

3. ERBEXRREEL , EFEERIER,

FEagRR—AEEER.

XA PR App Runner 842 219


https://console.aws.amazon.com/apprunner

AWS App Runner HBEABER

Service metrics info

Add to dashboard 1h 3h 12h 1d 3d 1w o
g Ut oount ,,"
1
y ™
." I'
VN
-9 22:40

2021-08-05 22:40 UTC
1. i) Requests 132

HTTP 2xx response count

HTTF dxx response count

4. BREFERE (HW120K), $EREFEEREEXSERBNRITHE,

5. EEHF—AEFERBRNFTEEERIR , SIFEAEAER LOIIEER | SHEBREREE
CloudWatch A FWERR , ETE—TRE,

£ EventBridge A E®E App Runner =4

£/ Amazon EventBridge , A AR ESEHEREN R A , LAEEFE AWS App Runner BRI #Y BB E R
ERERREREEN, ERANERXMERFE , EventBridge &7 B EF R E B4 AWS Lambda , a0
AWS Batch Amazon ECS #1 Amazon SNS, flin , &7 LA1E &8 = AR %% < B 2 tH Amazon SNS £
BN  UREEEEFHHBEANNAA, RE , BULRE Lambda HE , METE RIS E 3 K BB
A Slack $8i8, W EventBridge MFFMEF , 752 B Amazon EventBridge £ F &5,

App Runner € T 5S4 B R E1X E EventBridge

. ARASHREEEATE — App Runner FRISHYIREES T, Bl , RISIRAEC BT A DELETE_FAILED,

o PRIEGIRIEMRAEEE — App Runner fRIE L RESE RS IRIENREEE, Hlu  REBHBEL, KRB
FHFRINER , RREDBTRE B LR
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https://docs.aws.amazon.com/eventbridge/latest/userguide/

AWS App Runner HBEABER

3237 EventBridge # BILA¥ App Runner S4ET

EventBridge 4 2 E & — L% EventBridge MKW , FIINZKIE AWS IREFMFMERA (S
%) B  LUREEEHFHHETANSHSERNE, EERI EventBridge 8 , WA LA
EventBridge A RERSEMHEN ( ERERMESEH )  WIEEEEEHE (EXBEREHTHE
£) . BHERXEUREMETNEY, EUEEELRHNRNLTE  YASERMIEETEENS
B, REFERM App Runner SH-FMEHEX R EHI,

WMFER I EventBridge A AIMFEMEF , 528 (Amazon EventBridge fEA&EIER) HHAE AWS R
AR A,

(® Note

BLRHE I EventBridge FHELEERER . EFL TEHERNELH N, BERE LiE
B8 , EventBridge B ABREEERN, BAl , App Runner T EFRLEEZNERN, B&4
BAERNE AL JSON Y1, EULERAREEHNEHIMARE,

App Runner 4 &4l

JE L2 App Runner 3£ Z EventBridge 2 E##) — L&,

- RERESTFENH, EEMES , #£ OPERATION_IN_PROGRESS#E A& RUNNING AREERY RFS.

"version": "Q",
"id": "6a7e8feb-b491-4cf7-a9f1-bf3703467718",
"detail-type": "AppRunner Service Status Change",
"source": "aws.apprunner",
"account": "111122223333",
"time": "2021-04-29T11:54:237",
"region": "us-east-2",
"resources": [
"arn:aws:apprunner:us-east-2:123456789012:service/my-
app/8feleld304f84fd2b@df550fe98a71fa"
1,
"detail": {
"previousServiceStatus": "OPERATION_IN_PROGRESS",
"currentServiceStatus": "RUNNING",
"serviceName": "my-app",

# 31 EventBridge #R A1 2L¥ App Runner E4HETE 221


https://docs.aws.amazon.com/eventbridge/latest/userguide/create-eventbridge-rule.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/create-eventbridge-rule.html

AWS App Runner HBEABER

"serviceId": "8felel@304f84fd2b@df550fe98a71fa",
"message": "Service status is set to RUNNING.",
"severity": "INFO"

}
BERESFEH, EEMS , UpdateServiceBREERIITK-

"version": "Q",
"id": "6a7e8feb-b491-4cf7-a9f1-bf3703467718",
"detail-type": "AppRunner Service Operation Status Change",
"source": "aws.apprunner",
"account": "111122223333",
"time": "2021-04-29T18:43:48Z",
"region": "us-east-2",
"resources": [
"arn:aws:apprunner:us-east-2:123456789012:service/my-
app/8felel0304f84fd2b@df550fe98a71fa"
P
"detail": {
"operationStatus": "UpdateServiceCompletedSuccessfully",
"serviceName": "my-app",
"serviceId": "8felel0304f84fd2b@df550fe98a71fa",
"message": "Service update completed successfully. New application and
configuration is deployed.",
"severity": "INFO"

App Runner 43 &4l

TSI €85 R &3 48 AT LAFE EventBridge SR AR EANSEHERN |, LIS — =@ App Runner E, EH

BXBECRNES. EESEELBENRMT  LRUEE  MARSEMVNMEE.
- THBFERFRBNVAMBREAEEESH , HhRBAABER RUNNING iR,

"detail-type": [ "AppRunner Service Status Change" ],
"source": [ "aws.apprunner" ],

"account": [ "111122223333" ],

"detail": {
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"previousServiceStatus": [ "RUNNING" ]

- HEERFEBNABRERCEESH , HhRERK.

"detail-type": [ "AppRunner Service Operation Status Change" ],
"source": [ "aws.apprunner" ],

"account": [ "111122223333" ],

"detail": {

"operationStatus": [
"CreateServiceFailed",
"DeleteServiceFailed",
"UpdateServiceFailed",
"DeploymentFailed",
"PauseServiceFailed",
"ResumeServiceFailed"

App Runner 542 %

RIGARERE

RIEMRESETEH Cdetail -typeiRES AppRunner Service Status Change., EEETHIF
HEFRIAE

"serviceld": "your service ID",

"serviceName": "your service name",

"message'": "Service status is set to CurrentStatus."
"previousServiceStatus": "any valid service status",
"currentServiceStatus": "any valid service status",
"severity": "varies"

BRIERESE

BERESEFEHCdetail -typeiREA AppRunner Service Operation Status Change.
CEETHFRERAMLNE
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"operationStatus": "see following table",
"serviceName": "your service name",
"serviceld": "your service ID",
"message": "see following table",
"severity": "varies"

TR5HATR A RERY AR TR M AR BA A B0

AR RE AL

CreateServiceStarted RIEEMN B,

CreateServiceCompl BRI E KT ERKo

etedSuccessfully

CreateServiceFailed FRIEE LK. MEFMEF , F2H REAF.

DeleteServiceStarted PR 75 i BR 2 B A

DeleteServiceCompl Pl 75 I BR E B T E Ao

etedSuccessfully

DeleteServiceFailed Pl 75 i B 25 B

UpdateServiceStarted

UpdateServiceCompl REEFEXITR. EFBHOERAEXNERE,

etedSuccessfully § § .
REEMERI TR SEBEMERE,

UpdateServiceFailed FREEMAK. MEFMEF , FSH RKEAF.

DeploymentStarted EHBEE MR,

DeploymentComplete ERE E R TE Mo

dSuccessfully

DeploymentFailed HMEAN. MFEFMEF , F2E BB B,

PauseServiceStarted R E = E RS,
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AR RE AR
PauseServiceComple BR#& &= 2 B S T Ko
tedSuccessfully

PauseServiceFailed BR & E 1= R B
ResumeServiceStarted RIS AEE E B,
ResumeServiceCompl Bl 75 & 48 B Th 5T X o
etedSuccessfully

ResumeServiceFailed PR 7 HE 4B < B

£/ 524% App Runner API FERY AWS CloudTrail

App Runner B8 #& AWS CloudTrail , tIRBREHFEAE. BB App Runner FEY AWS BR#
FrEREN 2 BhYERYEC 8%, CloudTrail 24§ App Runner IFTE AP FEIUHEER B =4, RN EERE
App Runner A MFEN | AR ¥ App Runner APl REMERIEFIL, MREBIER , B LIS
CloudTrail B4 &R {4E Amazon S3 #FETE , 21F App Runner WEH., BIEERAREREIEBMRE |, #k
RALUER CloudTrail ERAFTNEHE R CHRREIMEH. £ CloudTraill WENWEGR , EAIL
Y|ETE App Runner IR HHEIEER, RHEFERH IP thtt, RHBRHOALE, RHBERNERD , URHfM
FHER.

ZEEHE -5 TH CloudTrail , 5528 "TAWS CloudTrail fEA&EIERE.

CloudTrail Y App Runner &A

EREVYIRFE AWS 1RF B, 88 L ERA CloudTrail, ESEEITE App Runner 84 | EHE
HEAELRRETHEMEE AWS EH4 — KA CloudTrail BHH, B LE F@R, BSMT
BRIIWEM AWS tRF. MFEFHMET , F2E (EM CloudTrail B4 E LCHEMIRFEM) https://

docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html,

EEIFERCHE TEH AWS IRF |, 838 App Runner W4 |, BB EM., #HREEE CloudTrail #&
H#HERRXZE Amazon S3 EFETHE., KT , EAEFRAPEVEHN K FERSEREMEN
AWS Eif, REGiLHE AWS ZEIETMERENSES , XA BFERRNEEIEERN Amazon S3
BIFETER, Mk BRLEREHM AWS IR , LE—F 2 MEE CloudTrail BFEHATKENSHE
B, MEFHMEFA , FSETIAS
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- BEMNIEXHBIER

» CloudTrail X EHRBNES

 EXJE CloudTrail #§ Amazon SNS J&Al

- feZEEFEK CloudTrail BFER , MRS EIRF#K CloudTrail HEEER

CloudTrail €72 #F A App Runner B){E , 352 8%7E AWS App Runner API &E /1, flin | ¥
CreateService, DeleteConnection LAK StartDeployment Bj4E2E% H KR EE CloudTrail
BREERPELER,

B-EEMHPARERFETSELFIRENERA. B ERATHEHE THIEE

N
Vs

T D
%

= E=E
aB

BEARH IAM ERERERH,
B, REEATREACERBMSEIEAENTREZEERE.
EHHEM AWS RERE.

o
EE
illl

fim

R

MEFMER , F2E CloudTrail userldentity ST,
T App Runner BE61ER1EH

EMtR—EHRE  BEESHUAFERNEXRMNSEEIEEN Amazon S3 REFETE. CloudTraill BF
BREE—RZEAFER, SHNAREBEMARENE—FR , HhISHEREBIE. BEB M
B, URFBERSEWMEBEEN. CloudTrail AFEILIFMKLE API FHIFHEEBHEEF , AT EUT
A ENEFEHR,

LT EHERNERETR CreateService EfEM CloudTrail BEEER,

(® Note
ENZeZE K RUEBHEIERFREPET , XA F B
fXHIDDEN_DUE_TO_SECURITY_REASONS, ETAPFLEENRBWZEERA. T1B , BMHATLL
BRI ELBMAERRPEERELEHER,

CreateService App Runner EifER &5 CloudTrail A58 B

{
"eventVersion": "1.08",
"userIdentity": {
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"type": "IAMUser",

"principalId": "AIDACKCEVSQ6C2EXAMPLE",

"arn": "arn:aws:iam::123456789012:user/aws-user",
"accountId": "123456789012",

"accessKeyId": "AKIAIOSFODNN7EXAMPLE",

"userName": "aws-user"
},
"eventTime": "2020-10-02T23:25:337",
"eventSource": "apprunner.amazonaws.com'",
"eventName": "CreateService",
"awsRegion": "us-east-2",

"sourceIPAddress": "192.0.2.0",
"userAgent": "Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_6) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/77.0.3865.75 Safari/537.36",
"requestParameters": {
"serviceName": "python-test",
"sourceConfiguration": {
"codeRepository": {
"repositoryUrl": "https://github.com/github-user/python-hello",
"sourceCodeVersion": {
"type": "BRANCH",

"value": "main"
},
"codeConfiguration": {
"configurationSource": "API",
"codeConfigurationValues": {
"runtime": "python3",
"buildCommand": "HIDDEN_DUE_TO_SECURITY_REASONS",
"startCommand": "HIDDEN_DUE_TO_SECURITY_REASONS",
"port": "8080",
"runtimeEnvironmentVariables": "HIDDEN_DUE_TO_SECURITY_REASONS"
}
}
I

"autoDeploymentsEnabled": true,
"authenticationConfiguration": {
"connectionArn": "arn:aws:apprunner:us-east-2:123456789012:connection/your-
connection/e7656250f67242d7819feade6800f59e"
}
I
"healthCheckConfiguration": {
"protocol": "HTTP"
},

"instanceConfiguration": {
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cpu": "256",
"memory": "1024"
}
1,

"responseElements": {
"service": {

"serviceName": "python-test",

"serviceId": "dfa2b7cc7bcb4b6fabclfofsefffo88a",

"serviceArn": "arn:aws:apprunner:us-east-2:123456789012:service/python-test/
dfa2b7cc7bcb4b6fabeclfof4sefffo88a",

"serviceUrl": "generated domain",

"createdAt": "2020-10-02T23:25:32.650Z",
"updatedAt": "2020-10-02T23:25:32.650Z",
"status": "OPERATION_IN_PROGRESS",
"sourceConfiguration": {
"codeRepository": {
"repositoryUrl": "https://github.com/github-user/python-hello",
"sourceCodeVersion": {
"type": "Branch",
"value": "main"
},
"sourceDirectory": "/",
"codeConfiguration": {
"codeConfigurationValues": {
"configurationSource": "API",
"runtime": "python3",
"buildCommand": "HIDDEN_DUE_TO_SECURITY_REASONS",
"startCommand": "HIDDEN_DUE_TO_SECURITY_REASONS",
"port": "8080",
"runtimeEnvironmentVariables": "HIDDEN_DUE_TO_SECURITY_REASONS"

},
"autoDeploymentsEnabled": true,
"authenticationConfiguration": {
"connectionArn": "arn:aws:apprunner:us-east-2:123456789012:connection/
your-connection/e7656250f67242d7819feade6800f59¢e"
}
},
"healthCheckConfiguration": {
"protocol": "HTTP",
"path": "/",
"interval": 5,
"timeout": 2,
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"healthyThreshold": 3,
"unhealthyThreshold": 5

},
"instanceConfiguration": {
"cpu": "256",
"memory": "1024"
},
"autoScalingConfigurationSummary": {

"autoScalingConfigurationArn": "arn:aws:apprunner:us-
east-2:123456789012:autoscalingconfiguration/
DefaultConfiguration/1/00000000000000000000000000000001",

"autoScalingConfigurationName": "DefaultConfiguration",

"autoScalingConfigurationRevision": 1

}
.
"requestID": "la6Qaf60-ecf5-4280-aa8f-64538319baba",
"eventID": "ela3f623-4d24-4390-a70b-bf08a0e24669",
"readOnly": false,
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"

M X-Ray i&#t App Runner FERTE

AWS X-Ray 2 —18 i , TKEEARENREHOFBREEER  WIRETHREIR, ERIRATH
ZERNIE , UEHBENSRELCHNES, SREARSINEMERER , EFETUEFHFRNE
EWEFMENR , EVUEEEAENETK AWS EiR, #R%E. ERERM HTTP Web APIsE i # ¥
Y@y S A& Ao

X-Ray EARBEXEEREAERN AWS WERNERERRELFMANRBER. LERBERERA
Fim, BlimBRBEMRHRRE  MelmRBEFURKERBRERFZTRNREER . 6£HREE P RHE
S, R FERA EERE | UREAEAEAINEE,

0% X-Ray WEMEEF, , BB (AWS X-Ray BB A BIEF) .
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CloudWatch Service Map

Service map

Q Q

<E> Jﬂ%%\ .(Ei\
"/ o/

® DynamoDB
DynamoDB

RS AR TR

1 A T X3 AR 48 OpenTelemetry #2381 App Runner RIS FEAEN LUEITERE, B ET , App
Runner Z# AWS Distro for OpenTelemetry (ADOT) , iR A AWS RFWEN 2 B E B EAN
OpenTelemetry BE, X-Ray B{EBHETH-

BiEGEEARAPFERANEE ADOT BREHN , ADOT REXEMEMRASF X  ABNFH. WE
£/ SDK ETRBIMNFEMEER , 5528 ADOT X , RBEEBEH K PIRZBEMN SDK,
FITHIRRE

AR 2858 App Runner fR#% FE AR LU TIEB A —RETHRER T

BREHITRBAE R

1. &f& AWS Distro for OpenTelemetry (ADOT) A &M 81 1T RF IR AV 18RRI B B ERARER,

2. MREFERANRRARGREEE 557 apprunner.yaml BXEH buildERF LR E L EROTELE
fictk ; MREFEARBE[IG , 357 Dockerfile AR E LB AN,

3. MREFERARKREBREE , 557 apprunner.yaml ERFREENIRESE MR EEATEM
5 , 587E Dockerfile FEREZRHIRERE,
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ExamplelRIEE &

(@ Note

THEHH HEFHIBE apprunner.yaml ERNWEEREEH, ﬂﬂi‘mﬁﬁﬁﬁﬁﬁﬂﬂ@

G LRIESHIIEE Dockerfile, 718 , BEHTKEMAUT UG HSHENY ,

7]

/l_a\

TERFLSRESBENEETIEE, NEHTRHEABEETNFHRER , J«J\&Zlﬂﬂ?':%}l
THEREEARWES |, F2B AP TH AWS Distro for OpenTelemetry 3 BT F#11T

H% FEﬂ o

env:
- name: OTEL_PROPAGATORS
value: xray
- name: OTEL_METRICS_EXPORTER
value: none
- name: OTEL_EXPORTER_OTLP_ENDPOINT
value: http://localhost:4317
- name: OTEL_RESOURCE_ATTRIBUTES
value: 'service.name=example_app'
(® Note

OTEL_METRICS_EXPORTER=none & App Runner WEERESE , KA App Runner

Otel MERTEZ R HK, EREZERER.

ATEF IR E S HI

T5IgEHIREEA ADOT Python SDK BB RIS ERAER., RMEBFZRE4SABELENESR ,
REARARENF Python RBEMAMNE , MASHIEET Python BXB., ERAFEERMERFEERS

RIS N EIT,
Bt , #iE—LMREE , TS HIFR.

Example requirements.txt

opentelemetry-distro[otlp]>=0.24b0
opentelemetry-sdk-extension-aws~=2.0
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opentelemetry-propagator-aws-xray~=1.0

A&, mALWEAEN. THAERNITXBURRERREE IR - BRBRR SRR,

Source image

ERNRERRRMEGE , SN EERIRHEERRMELERGTIHTEAERN
Dockerfile, T %|&if55 R Python FEFATEX F#E Dockerfile. 2 RI#T381E B LA 854,

Example Dockerfile

FROM public.ecr.aws/amazonlinux/amazonlinux:latest

RUN yum install python3.7 -y && curl -0 https://bootstrap.pypa.io/get-pip.py &&
python3 get-pip.py && yum update -y

COPY . /app

WORKDIR /app

RUN pip3 install -r requirements.txt

RUN opentelemetry-bootstrap --action=install

ENV OTEL_PYTHON_DISABLED_INSTRUMENTATIONS=uxrllib3

ENV OTEL_METRICS_EXPORTER=none

ENV OTEL_RESOURCE_ATTRIBUTES='service.name=example_app'

CMD OTEL_PROPAGATORS=xray OTEL_PYTHON_ID_GENERATOR=xray opentelemetry-instrument

python3 app.py
EXPOSE 8080

Source code repository

EENRBEREREESEARIRENREEER , A LUEA App Runner #BAEHE =255 & R 24858
MR, BELEREEH] App Runner B4/ Dockerflle WHREERAREXHNREG, THEHER
Python FEFF2 A48 App Runner #ERERE SR, #RIFT181E B LA BB,

Example apprunner.yaml

version: 1.0
runtime: python3

build:
commands:
build:
- pip install -r requirements.txt
- opentelemetry-bootstrap --action=install
run:
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command: opentelemetry-instrument python app.py
network:
port: 8080
env:
- name: OTEL_PROPAGATORS
value: xray
- name: OTEL_METRICS_EXPORTER
value: none
- name: OTEL_PYTHON_ID_GENERATOR
value: xray
- name: OTEL_PYTHON_DISABLED_INSTRUMENTATIONS
value: urllib3
- name: OTEL_RESOURCE_ATTRIBUTES
value: 'service.name=example_app'

#& X-Ray FFAI 118 48/ App Runner (RIS #THEE A G

£ EH App Runner BRIEEH X-Ray Bt , B4 EARENWSITEEIREE X-Ray REES
WEFR, BAIEIHTEEACERKWERE , WHBEE X-Ray FFAINZEBERRITIIZ
YE. 1% App Runner #{TERABWEFFHER , 552/ the section called “EITEE AL, #&
AWSXRayDaemonWriteAccessZEBIRMEEZHTERAR , YRRV HAEEERGEN RS,

A2 App Runner IRFERUA X-Ray Bt

ERES R , App Runner FEEXEERIEHE, SR AERETHRAMLEARERA X-Ray Eift, W0
ESHMEN |, 552 Fthe section called “& I Al EAI1M4 7,

WMREFER App Runner API 2 AWS CLI , Bl ObservabilityConfiguration &R ¥1 4+ &9
TraceConfiguration Y8 EBHERE, ObservabilityConfiguration ZEEREHE , EF0IE
ETraceConfiguration¥#,

HEZAM AP 2O, FHLAE L —BRNBITERASE App Runner IR 3 B,

4R App Runner fRIEHY X-Ray 1B #t & ¥l

£ App Runner B EFREEFRREENV TR AMRSIER L | BEERARKMRF LLEEE Amazon
CloudWatch £## A&,
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Logs Activity Metrics Observability Configuration Custom domains

Tracing @ Info View service map [4

£/ Amazon CloudWatch F# & RBREARERNRBH B RNWREME FIER, REMSSERER
EELUNEHMERER AWS 1 REEEBEFEA. EHEEEAEBNETABTESERESER,
WEFMENR , 5526 (Amazon CloudWatch A EERE) HHFEH ServiceLens EXiR FEHE T AYE
1EARRE,
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AWS WAF Z—%& Web BRI A , JARRE App Runner fR#. #EiB AWS WAF Web 17EL
ZH|EE (Web ACLs) , &ATLARE App Runner fRIGIHE: | FHEEE BH Web AR T EERI ST
Ao

Web ACL AIZ& ¥ App Runner BRISHIFTEEA Web FBRETEMIESH, ERILE Web ACL HEZ
BA, AAF, HERER Web RE , URBRRIAERENSENERT ERELN Web EAREXM
APls, A LBRIBENEEERNLZEMERBIT Web ACL RE, EE#—F THERMIE ACLs K
ERRELZLUNBEER |, 528 (Amazon VPC EAEERE) FHEHERRE,

/A Important

E& WAF Web ACLs HHEZE#H App Runner }AB IRFEHIRIR IP R AR EFLL IP BEBRIR
Al, ERAAZEMB A ZEMBERRR IP EX X EE WAF HHEHA App Runner FAB R
. MRIEH App Runner BEAREXEERR IP/CIDR BAREZRHRE | BSBEYIG RS
FERAZLEHESKLE , M2 WAF Web ACLs,

B A Web EERRE
E AWS WAF Web ACL E& App Runner IRISHEHERBER: , AR Web B RERETIIRER

1. App Runner E#§ 744 A BR2FFE RV A B EIEE AWS WAF,
2. AWS WAF 8REHER , WG HRBEEE Web ACL FIEEMNRAETLER.
3. BIEHEH®RE , & AWS WAF &[E allows block ElIFE# App Runners,

- MREEallowEfE , App Runner S5 REX R EHWERAER,

- MREEDblockEIFE , App Runner B 575 REIZHLK Web EAER. ©EEi#¥blockEER &
iE AWS WAF Z|#ZHERER,

® Note
MR REET{TEFE , App Runner TBER & 555k AWS WAF,

% AWS WAF Web ACLs , 5528 ( AWS WAF B A S15/) iy Web ZEUZREIEE (Web
ACLs).

B A Web FERERE 235


https://docs.aws.amazon.com/vpc/latest/userguide/infrastructure-security.html#control-network-traffic
https://docs.aws.amazon.com/waf/latest/developerguide/web-acl.html
https://docs.aws.amazon.com/waf/latest/developerguide/web-acl.html

AWS App Runner HBEABER

® Note

B HEEE AWS WAF EE, &% App Runner IRFE A AWS WAF Web ACLs A EEAE
AIEAER,
WE EENFMEN , F2H AWS WAF EE,

#& WAF Web ACLs E22#9 App Runner PR 752 37 B3 B

LT 21 AWS WAF Web ACL E242#) App Runner RIS 2 BBH S ERER

1. £ AWS WAF £ AHET Web ACL, WEFHMENR , 528 ( AWS WAF R ABIER) +
A9Z I Web ACL,

2. 3 B9 AWS Identity and Access Management (IAM) 8] AWS WAF, IEFMEHR |
A,

3. FATYHHESP—FESE , # Web ACL B2 App Runner IRIEE 3 B35

* App Runner & : EUHEH App Runner BRF#EF , £A App Runner TE & BBIIREBHN Web
ACL, WNERE , FSHEE AWS WAF Web ACLs,

« AWS WAF i A& : IR HE App Runner IRFEH AWS WAF 124 REFH Web ACL, WEEF
MEF , F20 (FHBAEERE) P Web ACL B2 AWS BREV IR EBUEREB . AWS
WAF

- AWS CLI : 1/ AWS WAF AF APIs E3B# Web ACL, 15 AWS WAF AF APIsHEHREER |
HZEAWS WAF  API 2Z15R) HH AssociateWebACL,
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ZEBEH

- B2 WAF Web ACLs #HE3E#EY App Runner FA B BRIFH IR IP HAIFEF IP AEBEHKRA, ER
RAEBME T EREFERRIR IP EREIEZEHE WAF HEBBEH App Runner FAB RIS, MREH
App Runner ERERXFERIR IP/CIDR BARERFIRE , BLEHBIERAEFEHAZLEHESRLA
72 WAF Web ACLs,

« App Runner BR#% R 88 —{E Web ACL Z BB, T8 , BA LA —18 Web ACL ERZ 1@ App
Runner BRI M Z @ AWS ERZEBIHE, £5133E Amazon Cognito £ & & EH Application Load

Balancer &R,

# WAF Web ACLs E248#9 App Runner FR# 2 3 B35k 236


https://aws.amazon.com/waf/pricing
https://docs.aws.amazon.com/waf/latest/developerguide/web-acl-creating.html
https://docs.aws.amazon.com/waf/latest/developerguide/web-acl-associating-aws-resource.html
https://docs.aws.amazon.com/waf/latest/APIReference/API_AssociateWebACL.html

AWS App Runner HBEABER

BB Web ACL K , £ Web ACL E£E#E Y Al App Runner EAZHI , E&IB—
NERERE, BRERETUREVETE E, EREHRT Web ACL E2EEB 2o EE
BfWAFUnavailableEntityExceptionf¥ , & AWS WAF & ,

MRIEBTE Web ACL T2 BBl EMEFE BB App Runner 125 |, AIEBHE XK. T
B, |ATLATE App Runner T2 5REE,

AWS WAF B AEREIGREERN App Runner BRIEH I R 5 E A — 18 AWS WAF APIs B , €&
EIWAFNonexistentItemException#R&R :

 AssociateWebACL
 DisassociateWebACL

 GetWebACLForResource

App Runner BRI K IR REBIE
« CREATE_FAILED

* DELETE_FAILED

« DELETED

* OPERATION_IN_PROGRESS

® Note
OPERATION_IN_PROGRESS RE &K App Runner BRI ERIMIREE | MREFTSENR,

BB RTRESEREAIH AN AWS WAF AiIERBNRS. MEHFEE NAEERE App Runner
AWS WAF BB KFERFEMER |, 28 ( AWS WAF BB AEER) PHWBAXBERTHERE ,
AT 2 tn{uj 232 3R B App Runner AWS WAF 938 KFEK,

- MRBRBEEENRULRERXEE , Web ACL ATREEEZERREBELNEARER.

AT A

EE7E PFEA Web ACL AWS App Runner , 555718 T 51 IAM 357 AWS WAF :

* apprunner:ListAssociatedServicesForWebAcl

* apprunner:DescribeWebAclForService

* apprunner:AssociateWebAcl

* apprunner:DisassociateWebAcl
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W% IAM FTRRMEET  FLH (AM EAEIEE) T IAM THBENSET,

LT 2 WEH IAM BUERE 5] AWS WAF, It IAM BiR2E 8 App Runner IRFEHI A EEF T,

Example
JSON
{
"Version":"2012-10-17",
"Statement": [
{

"Effect":"Allow",

"Action":[
"wafv2:ListResourcesForWebACL",
"wafv2:GetWebACLForResource",
"wafv2:AssociateWebACL",
"wafv2:DisassociateWebACL",
"apprunner:ListAssociatedServicesForWebAcl"”,
"apprunner:DescribeWebAclFoxrSerxvice",
"apprunner:AssociatellebAcl"”,
"apprunner:DisassociateWebAcl"

1,

"Resource":"*"

}
]
}
(® Note

HARBMARE IAM FF AT, 5] HRVREERET AT, B THER APl R1E,

= AWS WAF Web ACLs

FERATHEF—EREREE App Runner BRIFHI AWS WAF Web ACLs :

« the section called “App Runner £#&A&”

* the section called “AWS CLI”
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AWS App Runner HBEABER

App Runner £# &

ER7E App Runner £ & LBV REHEMNRENREE , B ABEBEUEE AWS WAF Web
ACL HYREEE,

@ Note
« App Runner fR# R gEEE—1{E Web ACL E I @B, 1B , BT Htt AWS BR 2 , &R
A% —1{8 Web ACL E2% @ App Runner AR #5237 B35

« B3 Web ACL BBl Bl , BELEFH B IAM 5501 AWS WAF, WNEFFMHER
A,

, a2 T

E3H% AWS WAF Web ACL

/A Important

B2 WAF Web ACLs #HE3E#HY App Runner FAB IRIEHIRIR IP R AIFEFLL IP HEEHR
Al, ERAAZRMEFFZESHERRR IP EREEEE WAF HEIBIAY App Runner A5 AR
. MR App Runner EARRRXFENRR IP/ICIDR BARELRFIRA , B4 BHALEHEY
FHRZEFHESRR , A2 WAF Web ACLs.

B3 AWS WAF Web ACL kY BgH

1. BARX App Runner £ & , AREREBFEHPEREN AWS EHE,
2. REBEEREEBVIENRYE , ST FIHEHP—ESER -

- MREBEZEINFWRE , FHZEFER I App Runner IR7 , REBBIERERE

- MREEEHRENRY , FRBEEHERSIER K ARBRERERB THRE,
3. HIERETH Web AR AR,
4. EERAVSIRBUREEE,
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FMBABER

5.

¥ Security info
Specify an Instance role and an AWS KMS encryption key

Permissions
Select an IAM role with permissions to AWS actions that your service code calls. To create a custom role, use the IAM console K
Instance role

An Instance role is auto-generated for every IAM role that is created for Amazon EC2 using the AWS Management Console. Choose an
Instance role to apply the required IAM role to your application code. This grants access permissions to call AWS services.

Choose an Instance role v C

AWS KMS key
This key is used to encrypt the stored copies of your data.

O Use an AWS-owned key
A key that AWS owns and manages for you.

Web Application Firewall Info

Activate WAF EWED access control list (ACL) to protect against web exploits and bots. Learn more about WAF and pricing. [4
o Activate
Choose a web ACL (0) C Create a web ACL [

Choose an existing web ACL or create a new one in AWS WAF console. If you create a new web ACL, click the refresh button to view
it in the table below.

Q. Find resource 1 {s}

Name A Description v ID

No web ACL

No resources to display

Create a web ACL [A

BITTIERZ— -

- BEEEVIEEA Web ACL HIERH : IBIZFEZ M App Runner ARFE2 3 BHEAY Web ACL B

FRAIREFTER Web ACL,

App Runner £ &
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FMBABER

- HEEEVIH Web ACL : EEE Y Web ACL , SAEA AWS WAF EEAEB YK Web ACL,

MEFHMER , 528 ( AWS WAF B AEIEE) FMIZET Web ACL,
1. 1B IZE RPN |, BNAIE1212 Web ACL BRI RPHBIRFFTEILM Web ACL.
2. BEVFTEM Web ACL.

6. MREEBVYFRE A FRET-—F K NREEEHRRERY  FEERETEEE, EHH Web

ACL E2&#9 App Runner PR#SABBA B

7. HERE Web ACL Bl , FEERBNERRSIER K ARNERERK. BEBERETH

Web FEREPL A , SUR1R E24RAY AR IS A BB EAY Web ACL &R

® Note

EIRE T Web ACL B |, 7£ Web ACL T2 EE I Al App Runner fEA 28I , &8 —
NERIFRS, EIERETURLWED L E, ELESRE Web ACL T BB BIEIRT

BfWAFUnavailableEntityExceptionB¥ , & AWS WAF &E ,
WMRIEIE Web ACL T2 EB 2 sl EFEEBIEESNEE App Runner £ 8
%k, FiB , BELLFE App Runner £ ARNEE,

HUBE B AWS WAF Web ACL 1Y B3 B

&I LAEHT App Runner RS , BUE T B EEH AWS WAF Web ACI E8H#,
BUEEE AWS WAF Web ACI #Y E8Bé#

1. BB App Runner & , RAEERIFFEFEREN AWS EF,
2. AIRELEENZRBNEERSIER , ARERERE T EERE.
3. HIEZRL£TH Web ERAEXF AN,

4. FERBRAYBRZRE, CERIERERBROAL,

5. BIEMESS. Web ACL B8 App Runner BRI EUH BB,

® Note

, RIEgRiE

- MREBERREEEM Web ACL EIEE , FFHEIEE Web ACL BRI ZRFIZEE Web
ACL. App Runner 2EUE B 81 Web ACL BYEAES , YW RIENEZFTIE Web ACL B BB

B

App Runner E#24&
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- MERZHHM App Runner lREHERFEAEBUEREBIEY Web ACL , 58Z EMIBR Web
ACL, BRI , BB EBELERR, MEEEMNFMEN , FSEAWS WAF EE, WME
ERFIAIMBR Web ACL HIERER |, 352E AWS WAF APl 2ZdH DeleteWebACL.,

o RESEMIBREEE MR B App Runner FRIEERH & R EEEEHY Web ACL.

AWS CLI

AT LAER AWS WAF A8 APIs REE s BUE B3 AWS WAF Web ACL, & EEE Web ACL 173
B EBUHBEBEMY App Runner BRI S4B R A B BURRE,

AWS WAF & &0 T 5 E s —{8 AWS WAF APIsREUSEREMGRAER App Runner RIS , &
BEWAFNonexistentItemException$&&s :

 AssociateWebACL
 DisassociateWebACL

 GetWebACLForResource

App Runner R H EAARETIE

 CREATE_FAILED
 DELETE_FAILED
 DELETED

* OPERATION_IN_PROGRESS

@® Note
OPERATION_IN_PROGRESS REEMIBERIER App Runner FRIGES | REET SEN,

aFE AWS WAF A% APISHISHHEE S , 5588 AWS WAF APl 8155,

(® Note
B B IAM Fa] AWS WAF, MEFMAET ,

3
W

B FFl,
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AWS App Runner HBEABER

A #3 AWS WAF Web ACL BYE3E% AWS CLI

/A Important

B2 WAF Web ACLs MHEZE#H App Runner FAB IRFEHIZRIR IP RAIFEFL IP BEBHIR
B, ERERARMB T EMBERRIR IP EREEEE WAF MHEFEH App Runner FAB iR
. mMEEH App Runner ERAREXFEERIR IP/CIDR EAREZRFIRA , B4 EHALE R
FERAZEEERL , TF=2 WAF Web ACLs,

3 AWS WAF Web ACL R EgEs#

1. FHAZREFNHE S ESERE RN AWS WAF Web ACLBlock , AllowEsR A& BRFE
BT Web 3K, W1FE AWS WAF APIsHVFHEERA , 582 AWS WAF APl 2Z 15 H
CreateWebACL,

ExampleZ 3 Web ACL - 58K

aws wafv2

create-web-acl

--region <region>

--name <web-acl-name>

--scope REGIONAL

--default-action Allow={}

--visibility-config <file-name.json>

# This is the file containing the WAF web ACL rules.

2. ffMassociate-web-acl AWS WAF 208 API , #8331 #) Web ACL B2 App Runner
FRIGEESIEEHE, I1E AWS WAF APIstVEFMIEER |, 582 AWS WAF API 2Z5EH W
AssociateWebACL,

(® Note

ERE I Web ACL B , 7£ Web ACL T£{E#EW ATt App Runner EAZ 81 , &8 —
NERRFRE, ERERETURKVWEDR LS E, ELRESHE Web ACL Z2EE AR
BWAFUnavailableEntityExceptionf¥ , & AWS WAF &E ,

WMRIEE Web ACL T EB 2 ol EFEIFBEITNER App Runner =125 |, BIFHE
K, FiB , BALLfE App Runner T2 AREE,

AWS CLI

243


https://docs.aws.amazon.com/waf/latest/APIReference/API_CreateWebACL.html
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Example@3H# Web ACL - &K

aws wafv2 associate-web-acl
--resource-arn <apprunner_service_arn>
--web-acl-arn <web_acl_arn>

--region <region>

3. fFAget-web-acl-for-resource AWS WAF 2F API #52 Web ACL E2I&HY App
Runner fR#AEEREE, N3E AWS WAF APIsBIEFMIEER |, 58260 API AWS WAF 2EEEH M
GetWebACLForResource,

Example52 & & JRHY Web ACL - 53K

aws wafv2 get-web-acl-for-resource
--resource-arn <apprunner_service_arn>
--region <region>

WRBZEHEE RSB Web ACLs , 2RIz [ EIFE,

£/ MR AWS WAF Web ACL AWS CLI

IR AWS WAF Web ACL 2 App Runner FRISAERAER | Bl S E MR,
Bk AWS WAF Web ACL

1. {#Hdisassociate-web-acl AWS WAF A& API BB Web ACL 2 App Runner
RIEEVRERE, WIFE AWS WAF APISEVEHHIE A , 52 API AWS WAF 2E 8+ M
DisassociateWebACL,

ExampleBUHEE Web ACL HYREER - 55K

aws wafv2 disassociate-web-acl
--resource-arn <apprunner_service_arn>
--region <region>

2. ffFget-web-acl-for-resource AWS WAF A8 API #52 Web ACL EE2/&# App Runner
B 75 BB A Bt
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AWS App Runner HBEABER

Examplef53 Web ACL T fZBREIEH -

aws wafv2 get-web-acl-for-resource
--resource-arn <apprunner_service_arn>
--region <region>

BUEEE#R Web ACL A2 %I HEH App Runner BR¥E. NRRH LB RIS EEEA Web ACLs ,
EeWR = EE,

3. ffMdelete-web-acl AWS WAF AF API il BREUHBIEERY Web ACL., 2013 AWS WAF APIsHY
n¥%ﬂ1ﬁnﬂ nﬁ Z EE APl AWS WAF ﬁ%?aﬁﬁpﬂl_—} DeleteWebACL,

Exampleffil Bk Web ACL - 585K

aws wafv2 delete-web-acl

--name <web_acl_name>

--scope REGIONAL

--id <web_acl_id>

--lock-token <web_acl_lock_token>
--region <region>

4. HEFE Web ACL EffMlist-web-acl AWS WAF A8 API Bk, 0% AWS WAF APIsH ¥ E
# , FSHE AWS WAF APl 2Z 15 H ) ListWebACLs.

Examplef52 Web ACL EMIBk - 553K

aws wafv2 list-web-acls
--scope REGIONAL
--region <region>

fHERHY Web ACL A& HEFIH,

(® Note

IR Web ACL EEE {EF 89 App Runner RS R E b & IRABREEE , 4120 Amazon
Cognito EFAEEE , BIEMER Web ACL,
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AWS App Runner HBEABER

5| HEE Web ACL #HEE#HY App Runner BR7%

Web ACL AT LAEEZ{& App Runner fRIE M H &R BB, FAlist-resources-for-web-
acl AWS WAF A% AP 5t 52 Web ACL A8BIHAE App Runner RIS, E AWS WAF APIsKI Sl
B , 552 E AWS WAF APl 2E 15’ H#Y ListResourcesForWebACL,

Example%l £ E2 Web ACL #HEFBEEY App Runner g% - 585K

aws wafv2 list-resources-for-web-acl
--web-acl-arn <WEB_ACL_ARN>
--resource-type APP_RUNNER_SERVICE
--region <REGION>

Example%! H 2 Web ACL #HE8E#HY App Runner IR7 - E1f&

THEHIFRHERE App Runner BRI EE Web ACL 18 EBH# B Y B FE

"ResourceArns": []

Example%! 828 Web ACL #HEEBEEY App Runner fR#% - B FE

T3 #HIFREESR App Runner fR#EE Web ACL HHEEEH BRI B FE,

"ResourceArns": [
"arn:aws:apprunner:<region>:<aws_account_id>:service/<service_name>/<service_id>"

AIELFNE2 8 AWS WAF Web ACLs

BB RABERES Web ACL RIOFTRES , BHSER AWS WAF STEERARAINHERT B, &
Z(% App Runner RHIE Web ACL | nﬁH—J%EE'JEME‘“*%nJr%l tEEYESERUNFERE,

B, BAAKE K BHERBlockWBAFRERA , MELBRRCREALHEAERE, TiEE
BRT , ATHESEFRRERA. NEHEER %ﬁ ( AWS WAF BI5t A BISTH) R0 BIEA
FRIEH AWS WAF R,
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& AT LAERTE AWS WAF #5585 R 2582 8% %] Amazon CloudWatch Logs B &6E##H. Amazon Simple
Storage Service (Amazon S3) & FETBE =} Amazon Data Firehose, MEFMEF , FSE (AWS
WAF B ABEE) FHCH Web ACL RE.,

£ E1FHUEE App Runner FRIEAEEAEEHY Web ACL #HEE B , B2 T 5 B 581

« httpSourceName : @& APPRUNNER

« httpSourceld : @& customeraccountid-apprunnerserviceid

MEFMEF , F2H CAWS WAF HE&ABIEmE) HrYEFEH,

/A Important

Ed WAF Web ACLs #EAERY App Runner FAB BRIHI IR IP R BIREFLL IP AERNR
Bl, EREARME ST XERBRRKIR IP ERlEXEE WAF HEBH App Runner FAH BR
. WMREH App Runner EARERXFZERIR IP/CIDR BAREZFIFR A | ﬁ‘%;ﬁﬁ’*ﬁﬁ 7 o
EAZLEERL , MR WAF Web ACLs,
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AWS App Runner HBEABER

FFAEREERRTE App Runner BRFEIZ1E

® Note
HEEREEARUARREXBAERNRE. SEEBERGEREERBEER,

B8 RIBIEfEFER Y AWS App Runner BR#E | AWS App Runner EEEEE MERERIEH
B, FBALESXER App Runner £ A API BV REBEHRMET. RE , B LEHERE
BRREERKRE, FEERTEENREERNARERREEN -2 , MELRENTAEELS
FREH  BLUREHRRRBEENSN. BULUERA App Runner HEERRIEEL API ZEES
HiEIE, MRERFEAPI XENEREE  ATFEERMBERBER.

App Runner {AERE R EE AR FEEapprunner.yaml KR E #F @B YAML X, ©AL
FRFEIRMEEMATRERE, HERPWEZIET App Runner 102 E R E R VIR |, Wi
BITREASR , HINERBRENRRTEEZE,

App Runner fAREERT T SRIERE , Hlan CPU Mi2ER.

WNEE App Runner {HRERE RMVETH , 52 the section called ‘€16’ METENSEER ,
the section called “2Z &%},

3
W
&

*RE
« App Runner #H&ERE RE I
« App Runner fAERE RS E

App Runner fAREHE R & 4|

® Note
HEEREEANARREXRAERN R, SEIERERGEREERBERER,

T 5IE ) 7R& AWS App Runner fAREER., BERR/IW , BETEXENRE. HAEEK , B
FEFBERRERER. 0% App Runner {HRERERABIER , 5528 App Runner #HEEER,
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fEREAE SR E

ROERESR

EBROHMHEREER | App Runner #(H T 5I1{ERE% :

- ERESHITHE  TEEBIREZH
- ERASFHNHATRERA,
- EAFERERERBNEREREEH,

Example apprunner.yaml

version: 1.0
runtime: python3
build:
commands:
build:
- pip install pipenv
- pipenv install
run:
command: python app.py

SEARAAREESR

WESIEREAEEZEHNTHBENapprunner.yaml RN FTEHEEER,

Example apprunner.yaml

version: 1.0
runtime: python3
build:
commands:
pre-build:
- wget -c https://s3.amazonaws.com/amzn-s3-demo-bucket/test-1lib.tar.gz -0 - | tar
-XZ
build:
- pip install pipenv
- pipenv install
post-build:
- python manage.py test
env:
- name: DJANGO_SETTINGS_MODULE
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value: "django_apprunner.settings"
- name: MY_VAR_EXAMPLE
value: "example"
run:
runtime-version: 3.7.7
command: pipenv run gunicorn django_apprunner.wsgi --log-file -

network:

port: 8000

env: MY_APP_PORT
env:

- name: MY_VAR_EXAMPLE
value: "example"
secrets:
- name: my-secret
value-from: "arn:aws:secretsmanager:us-
east-1:123456789012:secret:testingstackAppRunnerConstr-kJFXde2ULKbT-S7t8xR:username: :"
- name: my-parameter
value-from: "arn:aws:ssm:us-east-1:123456789012:parameter/parameter-name"
- name: my-parameter-only-name
value-from: "parameter-name"

SEEEEER — (FRABITWER)
WEHIERER FREHEREES®Bapprunner. yaml B ZEHITEE,

REEFT#M App Runner A2 S X #& pre-run 28, NMREWEREXFEHFER App Runner {82
S ENBTEBRE  B28LSBRALNEEERFT, NEHASH A B2RIETHRAEM
App Runner fA%,

® Note

R EFEAR Python 3.11 , FHStEMAEM pip3 M python3di . MEFMENR ,
B8 Python £ & B4 E 1T I B ARAH LY A EY

3
$

Example apprunner.yaml

version: 1.0
runtime: python31l
build:
commands:
pre-build:
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- wget -c https://s3.amazonaws.com/amzn-s3-demo-bucket/test-1lib.tar.gz -0 - | tar
-Xz
build:
- pip3 install pipenv
- pipenv install
post-build:
- python3 manage.py test
env:
- name: DJANGO_SETTINGS_MODULE
value: "django_apprunner.settings"
- name: MY_VAR_EXAMPLE
value: "example"
run:
runtime-version: 3.11
pre-run:
- pip3 install pipenv
- pipenv install
- python3 copy-global-files.py
command: pipenv run gunicorn django_apprunner.wsgi --log-file -

network:

port: 8000

env: MY_APP_PORT
env:

- name: MY_VAR_EXAMPLE
value: "example"
secrets:
- name: my-secret
value-from: "arn:aws:secretsmanager:us-
east-1:123456789012:secret:testingstackAppRunnerConstr-kJFXde2ULKbT-S7t8xR:username: :"
- name: my-parameter
value-from: "arn:aws:ssm:us-east-1:123456789012:parameter/parameter-name"
- name: my-parameter-only-name
value-from: "parameter-name"

s

NEREZEYTHEECERNES , F2H THRENTHFEEERERH.

App Runner fAEE RS E

(@ Note
HEEREEANRURLEXRLAERNRE, SEIEEREEREERARER.
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REER AWS App Runner {HERERFLMNEENTESEERM. WFE App Runner {HREERAIHE
5 , 5528 App Runner fHRERE SR,

App Runner fARERERZE YAML 2R, #FHGE A apprunner.yaml , Y HEBBEEAERXRFETE
YRR B 8

EREE

App Runner fARBIERZE YAML R, #HEGEA apprunner.yaml , Wi HKEEERAEXFEE
W3R B &

App Runner fAREERTE T I EELD :

- BERER-SOREESR

- BERR -REERERE

- HITER - SREHTRE

B [2 B

EREFNSBEUHEBRERNBREDTREN —HRER. IFEATISE

« version - #E, App Runner HEEERIRA, BERERT , BEAKFRE,
L

version: version

Example

version: 1.0

e runtime - X E, FWERAEXNFEANITHEAER, BE T # App Runner I T RIERERE
TENTARTERE  F2E 2R RE,

(® Note

SERTRHRENTRES A <language-name><major-version>,
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B2

runtime: runtime-name

Example

runtime: python3

HH 22 5 BR

BEERERE App Runner [RIEERBMNEZEMRR. BN EEREGRTNRREH ., HERTRLE
B,

EEU build: €8KE K YEBTIFL£8 -

« commands - %#E, $EE App Runner EEBEEREHITHTT. BIETIFEKIE£ :

« pre-build-i#H. App Runner EEEZBIHITH W T, Hla0 , ZEnpmid k= RIEEERN
E.

* build - %, App Runner BIITURERARIN G S, a0, A pipenv,

« post-build -iEM. App Runner EEBZ BT WS, Hl , £/ Maven S B K mE %
3| JAR 5 WAR #RF |, SFTAIR

build:
commands:
pre-build:
- command

build:
- command

post-build:
- command
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Example

build:
commands:

pre-build:
- yum install openssl

build:
- pip install -r requirements.txt

post-build:
- python manage.py test

«env-Ef, EERERRNEIRREH. ERAEBEMERY., KUNEREGTHREES
EZELBY,

(@ Note
HHEERTIMEFRNEEMEFRENenvEE, —HNVAREREER , 5 —HMAH
TEER
- EEEBED , pre-build, post-build, build# pre-run@m TSRS EZREER
FienvES,

EE i pre-run® S URLEENATERT  DECHRETRERERTE
HHREBY,

« FITHRBEREPN rund T A NUSEFTREERPH env £5,

build:
env:
- name: namel
value: valuel
- name: nameZ2
value: value2

Example

build:
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env:
- name: DJANGO_SETTINGS_MODULE
value: "django_apprunner.settings"
- name: MY_VAR_EXAMPLE
value: "example"

HITEER

HITERERTE App Runner ERAEXBENBRUTHER. BULUEERTRERE., BTHHT
(ERIETMIEN ) . BT, HRERENREEE,

EBERLA run: £iBHE , YEB T F248 -
« runtime-version-iEM. EEZLES App Runner BRI $HTE K 1T BF B MR AN

RIEFERE , REHEETERAR, App Runner BEESXBERRBEHEE , EATHEITREEHAN
BIFRENBBHERINRE, IREEETENRERE , EMEMRSIHERIHEHE , ™ App Runner
REFHBHESRE, NREEEXE, RENESHERERE , EYRESHEESERTRBEMR
7, M H App Runner X EFEEHE,

B

run:
runtime-version: major[.minor[.patch]]

(® Note
REFLANHATHBEBTRANRATH. MEFHEER ,

s
¢
&n
i
i
+
op
I
>

Example

runtime: python3
run:
runtime-version: 3.7

« pre-run-iEM., EEITEERE. 8T App Runner EEARAREEMRGERIFITHRE 2
BTG D. BUNERERAGS , 2SR /app B SFANHITIREGR, Hln , MREEELE
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K /app B UMM EMLITAEKYE  BFELMFERPBAFTENGSRATIIRE, WFE App
Runner EERFWFMEN , F20 SEHTHMRAF App Runner #8722,

(® Note

- EE - Blffpre-runmSHEHTERS , CMRESEZREEREENEEERTEEN
REBESE, AFKESZEUITERFEZNREEY,
- RBEEETEM App Runner #8283 %18 pre-run 28, NREHNEBEXERERR App

Runner 82X B THRHEMA , FOSLSEIEAGWAREERD, NEFMET ,
HEZRZEHITHRAF App Runner #8728,

run:
pre-run:
- command

- command - %X, App Runner ExXEARXEERA R TEARINT S,

A

run:
command: command

« network -iEH, EEEAEANZEENERE, HEBHFEUTRE
- port-iEf, NRIEE , ERENWERAENIZEMNEZBEREE, FERES 8080,

- env-IEM, MRIEE , App Runner S EHERBEEENRBZEHPINESE , UK (TR
2 ) EEGRESY hEEARMERERIEPORT, RAFER , MREIEE env , App Runner
SEMEREEH P EEERERE.

run:
network:
poxrt: port-number
env: env-variable-name
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Example

run:
network:
port: 8000
env: MY_APP_PORT

P

« env-iER, BITHRENETRESHER. EREABBEMERY ., SAUEHITRERERRSE
B2EELEH.

®
J

(@ Note

HEBERTFANMETEVEEMEFENenvEE, —HUREEER , 5 —HEURH
TR,

- EEBEBEF , pre-build, post-build, build# pre-runiiSANSEZEEREER
FHenvES,
BEE-FEE , pre-runm SR EZRNBTERY  IEEMREFIERERFE
SNIRIZEY,

« HITRBREPHN runm S AUSZEHITREERTHW env &5,

&

b=111]
hul

run:
env:
- name: namel
value: valuel
- name: nameZ2
value: value2
secrets:
- name: namel
value-from: arn:aws:secretsmanager:region:aws_account_id:secret:secret-id
- name: name?2

value-from: arn:aws:ssm:region:aws_account_id:parameter/parameter-name
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Example

run:
env:
- name: MY_VAR_EXAMPLE
value: "example"
secrets:
- name: my-secret
value-from: "arn:aws

east-1:123456789012:secret:testingstackAppRunnerConstr-kJFXde2ULKbT-

S7t8xR:username::"
- name: my-parameter

value-from: "arn:aws:ssm:us-east-1:123456789012:parameter/parameter-name"

:secretsmanager:us-

- name: my-parameter-only-name
value-from: "parameter-name"

BITER
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App Runner API

AWS App Runner FEFIER XX ERET A (API) —1& RESTful APl , FIf [ App Runner fRI§1R 1155
Ko BAILAER API £ 2, I, #HiR, EFHMMER App Runner EIR AWS RS,

BN EEEEAREXNEFH R AP, LA LAEAE S —1{E AWS SDKs.

MEZEN API 2EEH , 28 AWS App Runner APl 2%,

WE AWS BB AEBTEWEFMEN K F2REEENTE AWS,

FHE
- f£/ AWS CLI # it App Runner
« {£/A AWS CloudShell {EH AWS App Runner

£/ AWS CLI ¥ &2 App Runner

HRGSHESHE , 55#E A AWS CLI B4 App Runner BB, MIETER AWS CLI 2EZEH
B  AWS CLI s 52%E) ## apprunner.

2
r:

AWS CloudShell 7] ZE&E&IB AWS CLI ERIRIRIERLZE | W PFEAE AWS EBEEE . BRT
BRZEZIHN  BLFERERAER , tTFEEEEE. @0 AWS BEEEEE THERBEEMI
WA RMAE AWS CLI, 105 CloudShell BIFFMIERR , AR ERE S| , 552/ the section called “f£ /3
AWS CloudShell”,

£ AWS CloudShell 2R{&£H AWS App Runner

AWS CloudShell 2LABIER BB TALEREE Shell , B LAEER B8 AWS EBIFEA, &1
LUE B 18R 1519 shell (Bash, PowerShell 5 Z shell AWS App Runner) ¥ AWS [R#& ( 21F ) #1T
AWS CLI 55, B4\, BEETHEILREG TSI TR THITIHIRE,

B LA AWS CloudShell B E) AWS EEFiEE , MBZRAREATEAN AWS EAEREEHE
89 shell THERBRFFER, LTALEHF AWS CloudShell fEREAIZEEFEHASE 2 AWS CLI AR ( F&
%4 7E Shell WIBEERIED ) B App Runner & AWS RIS EEIES | BIBRREZEAE R,

IR
« HU8 89 IAM 1] AWS CloudShell
- {5 B App Runner E &) AWS CloudShell

/A AWS CLI #Et App Runner 259
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- 5/ BFEH App Runner BR#E AWS CloudShell

EN{8 #9 IAM 57 AWS CloudShell

AWS Identity and Access ManagementEE S A A A RENEFNEEER , #5rUKRT IAM £/4
% , Bt LAFEL AWS CloudShell FfE AIRE/ITHEE,

EHEETHEAEEINENSRESRXZEB AWS SEBHE, AWS SEHEEH AWSE I EIEH
BIYBER, THEAR CloudShell B9 AWS ZEBER A LUEREE IAM B4 -

« AWSCloudShellFullAccess : #ZF5F A , 2L AWS CloudShell 8 It T EFHFTAEIEE,

MREELERE IAM FEHETABITHEEEE AWS CloudShell , AT LA £
AWSCloudShellFullAccessZERRMAE AN BETBIR, WFERS CloudShell FEHETAMN
EENFFEER , 2 BAWS CloudShell { £AEER) PHEA IAM BEEEE AWS CloudShell
ERMAE,

® Note

B IAM Bt EEBE |, BF¥ App Runner #1THREMNET ], WFEFFMERNR , 552 Bthe
section called “App Runner  IAM”,

M B App Runner E&) AWS CloudShell

AWS CloudShell # B 8% AWS BB XA | S L EIBRBER G SR EEE App Runner BEE,

ETHEHIH , BEFEMA CloudShell AWS CLI HH #EEXVE # —1& App Runner BRIEHIHERBIE .

(® Note

£ AWS CLI A {EF BF AWS CloudShell , EFRZEETHKIILZE T MAHMBER. I , KAE
E1E Shell FEEFR T2 , Rt EERER/FEI AT L,

Examplef£ f #E App Runner JR#E F AWS CloudShell

1. RPAWS EEITHEE  EBuLLBREZEEES| EAMN T 5#EREE CloudShell :

EX4S #9 IAM FF A AWS CloudShell 260
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« 1E1Z CloudShell B R,
Mticloudshell T S HRAPIA K RRBREESHERPEZF CloudShell EIEFREZRIE,

2. EEHEITEE TEREN AWS Iu__uiji':F HI & AWS IR F AT B 8T8 App Runner fR# |, B 1E
CloudShell TF S5 RE# A TGS :

$ aws apprunner list-services

BHESHERBENEEES.

{
"ServiceSummarylList": [
{
"ServiceName": "my-app-1",
"Serviceld": "8felel0304f84fd2b@df550fe98a71fa",
"ServiceArn": "arn:aws:apprunner:us-east-2:123456789012:service/my-
app-1/8felel@304f84fd2bodf550fe98a71fa",
"ServiceUrl": "psbgam834h.us-east-1.awsapprunner.com",
"CreatedAt": "2020-11-20T19:05:25Z2",
"UpdatedAt": "2020-11-23T12:41:37Z",
"Status": "RUNNING"
},
{

"ServiceName": "my-app-2",

"ServiceId": "ab8f94cfe29a460fb8760afd2ee87555",

"ServiceArn": "arn:aws:apprunner:us-east-2:123456789012:service/my-app-2/
ab8f94cfe29a460fb8760afd2ee87555",

"ServiceUrl": "e2m8rrrx33.us-east-1.awsapprunner.com",

"CreatedAt": "2020-11-06T723:15:307",

"UpdatedAt": "2020-11-23T13:21:227",

"Status": "RUNNING"

3. FEEYEHE App Runner IRIEHVGFEMGREA , FEA L —EXRPHEEMHNES —E ARNs , £
CloudShell TS5 AREB A TGS :

$ aws apprunner describe-service --service-arn arn:aws:apprunner:us-
east-2:123456789012:sexvice/my-app-1/8felel0304f84fd2bodf550fe98a71fa
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B 2 5 A0S E AR IS AV FF AR 1R

"Service": {
"ServiceName": "my-app-1",
"ServiceId": "8felel@304f84fd2b0df550fe98a71fa",
"ServiceArn": "arn:aws:apprunner:us-east-2:123456789012:service/my-
app-1/8felel@304f84fd2b0df550fe98a71fa",
"ServiceUrl": "psbgam834h.us-east-1.awsapprunner.com",
"CreatedAt": "2020-11-20T19:05:257",
"UpdatedAt": "2020-11-23T12:41:37Z2",
"Status": "RUNNING",
"SourceConfiguration": {
"CodeRepository": {
"RepositoryUrl": "https://github.com/my-account/python-hello",
"SourceCodeVersion": {
"Type": "BRANCH",
"Value": "main"
.
"CodeConfiguration": {
"CodeConfigurationValues": {
"BuildCommand": "[pip install -r requirements.txt]",
"Port": "8080",
"Runtime": "PYTHON_3",
"RuntimeEnvironmentVariables": [
{
"NAME": "Jane"
}
1,
"StartCommand": "python server.py"
.
"ConfigurationSource": "API"
}
1,
"AutoDeploymentsEnabled": true,
"AuthenticationConfiguration": {
"ConnectionArn": "arn:aws:apprunner:us-east-2:123456789012:connection/my-
github-connection/e7656250f67242d7819feade6800f59e"
}
1,
"InstanceConfiguration": {
"CPU": "1 vCPU",
"Memory": "3 GB"
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},
"HealthCheckConfiguration": {
"Protocol": "TCP",
"Path": "/",
"Interval": 10,
"Timeout": 5,
"HealthyThreshold": 1,
"UnhealthyThreshold": 5

1,
"AutoScalingConfigurationSummary": {
"AutoScalingConfigurationArn": "arn:aws:apprunner:us-
east-2:123456789012:autoscalingconfiguration/
DefaultConfiguration/1/00000000000000000000000000000001",
"AutoScalingConfigurationName": "DefaultConfiguration",
"AutoScalingConfigurationRevision": 1

}

FEF BFLER App Runner BR#E AWS CloudShell

BB App Runner IR | App Runner 58N IREBUME N FERMAE K Y ETEEHERE
( RFE API FIlERPEE T ) , BALUEEH CloudShell EHBLETREA | WHESRH IF & /E,

fFlgn | Ei0 FFHRE I App Runner ¥z & Bt EH |, 387E CloudShell F#I1T 5|+ -

$ curl https://qxuadi4qwp.us-east-2.awsapprunner.com/; echo

BHEEEIAPNEEAR.
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& AWS CloudShell Actions v | &

FApprunner.c

Hello, Jane!
[clouwdshell-use

Terms of Use
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¢ S AR

REHHIEEEM AWS App Runner IRF IS AIREIBRIAVE REBRRMEE | RIEREH MR, FHRA
EEHRE 248, APISRBEENEFRITER L,

NFEESHELERESINERIEBRENRET , FRE M&H 0.

£

- ERBEEEVE

- BEIEEETE

« HTTP/HTTPS SRR

- ERBEEERE Amazon RDS 3 T RIS &
- ERBEAN IP i REBATEERERE

ERGEEEIR

MRBEFEIL App Runner [RIE KB , FRIESE A CREATE_FAILED #REE, StiREEEFIEA LER
REINKM, ARETH—SEEBEBENERE IR ATEEERY .

- BHNEAEXREXR

- BERRF

» Configuration

- EREEE

- RISERZER AWS RIS N HREE

HEHBEIBINRBETHEDE , 2RENITTIEBE.

1. ARABRBSHNEEE , THEIRBBEEIZINER.
HEABIEBETEALENEE,

MREEDRISEHE , FMER—NZE B
MRGED S —EEREE MR THE |, AT AE M,

ERERMESRR  FEAENEERK. NENMERRBIESNR , 552 E the section called
“BE LM R

o M @D

EER YR 265
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® Note

AR S HEEN AR EREEE 2 — =2 Fargate FEFE vCPU ER,

vCPU BEIRFTEHERE App Runner TG RBHVBTEREE. ERRBET Fargate FE
£ VvCPU BRETE AT A ZE AWS Fargate . ZEEMIRERFH vCPU LR ERHE
KIBSHEE , EEH P Service Quotas £ A AWS BEXHA, NEFHMEN , &2
B {Amazon Elastic Container Service & AB1E5mM) FRIAWS Fargate IR FEELRE

/A Important

BRT RMBRBHNMNBRILER 2/  EFFELEEMENER, BENENRBEEER , ©
MEst AEHNRFESE. App Runner A& B BIMRABAVARTE , RILFEHRLETRBED
BF S L M BR o

EHE ey

REVREWTEHER E B BN T RBIN SEHERETHREDE AR,

(® Note

£ 7185 App Runner BRI Z e , FLEEREE (PSL) FEEf *.awsapprunner.com
WBiEg, ATE—SRESLSMNL , MREEEE App Runner ERARRANERBEEBIREH
B Cookie , BEREFEHEAE_ Host-FEM Cookie. WWHUEASEBARELWFEERZEL
FER{BiE (CSRF) B, MEFEZEF , FESH Mozilla B3 A EMBEPAELE Cookie HH,

HW 1§ B FT B RY 2 3L K R AR

- MEWERER S CAA RCENBIEFTE. MR DNS Bk B &+ 8E CAA iB#k , B2WZEIFA
B fail open, ¥ AWS Certificate Manager 2 i /BR3% K5 BT #1E. E1ZE App Runner
EZETMAE, MRE/ DNS BEHEMH CAA BR , BREEL —EHEN CAAR%EEE
amazon.com, & Al , ACM L% HRFE., Rk , BEE T App Runner B BETHE,

TH&EHIER DNS & TE DIG RERHRD L EIHEHK CAA ik, LLEHIFEA example . comffl
A BETHRE., EEHPHT TGS , I E CAA gk,
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;5 QUESTION SECTION:
;example.com. IN CAA

;5 ANSWER SECTION:

example.com. 7200 IN CAA 0 iodef "mailto:hostmaster@example.com"
example.com. 7200 IN CAA 0 issue "letsencrypt.org"

...note absence of "amazon.com" in any of the above CAA records...

- EIFAEH , WEERELD —B CAA SL#E S amazon.coms
- EFEMBFTHAEE App Runner E#,

WMFEMAAER CAA SERRIIRA , FBRUTAR !

- BREREHBIEE (CAA) BE
o FNMATRRRER TSR ACM BFERY CAA SERR ?

S BETHEH DNS BRBFHEEES

. BECREWBATAIRETNEESE, Wi, FREGREEA DIC % DNS BH T ARRE
TIEWEH DNS 2%, 1HhIR , FRETIIHER .
- EAERNTSER
« AXEBHFT, Hli0 DNS SEEHHE 5|55,

- B,

- EEMEFTHAEE App Runner E#,

MFMMAERR CAA BRRBIRRNRA , F2RUTAR

- DNS B
« the section called “B 5T @i &E"

EXGH®aT

o HEFRA LRI R

S BFTAER DNS BEREBRHEHER 267
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aws apprunner list-services
- HRRFE A EHARRE,
aws apprunner describe-service --service-arn
- BMEBTRENAAREE,
aws apprunner describe-custom-domains --service-arn

« BIHATAEATHERE,

aws apprunner list-operations --service-arn

EHE T Y

B8 BT B8 Z R , App Runner 8 AR IR —HEHIEE DNS RAREFH CNAME 8%,
iEL CNAME 28k B2 BE 8. App Runner £/H AWS Certificate Manager (ACM) B8 #13, App
Runner 2818 DNS ok , IR BEHALBEE., WRER DNS EFBBR CNAME 528 , App
Runner FiE 2 BB DNS ik , B B THEEEEE LB BEN.

RETFREAMAIERR T 5 BT RERR B RIE

« the section called “CNAME & 1 DNS fRIRESBKR".

« the section called “BE 2 1BHA".

CNAME 21 DNS @SBk

« £/ DescribeCustomDomains APl S #¢ App Runner # &/ B 5THEIE% EAEE CNAME 528%. 0
EC/ME CNAMESHER |, 382/ CertificateValidationRecords,
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- EBREEE CNAME C&HI8 E /488 DNS [R5, A% , App Runner Al BB EHEE ZMIT. #
1 CNAME 8% , RZUREFEE 30 £ 6EEHE DNS 528, App Runner 1 ACM AJ g% E41{E
NETEREEABRREVER. MEN{THIE CNAME 240528 | 5528 the section called “EIE H
HE R

BECIBH
- £/ App Runner 1A API BUEREE ( BUHER ) , AREAE (EH ) App Runner lRIEH B

FT#818, App Runner 22 $HIBRF B ® CNAME 2%,
- BIHIERBRT CNAME R EEM DNS RS,

MEMMBUERER ( BUEER ) FEE (EfE ) BFIHEENIESR , 528 the section called “B
BETHE,

oA B R B AR AR h AR

LU RERRCHENARE | LRGN BR SR DB. BUUER curl FTERBREBIAIR

&

WEBREINFRES , FSRTIES !

- BHTERN ACM BEETRATHEBNER?
- ACM BEMN X EELY
- DNS B 7%

HTTP/HTTPS SR HARR

N ETFR BA AN {rTRE B HE AR M AR SRAG HTTP/HTTPS SRER B ZE App Runner BR# % B BF AT RE B B AV 85 38R
404 #& HTTP/HTTPS FRE&EIXE App Runner BR#Eim BhAF 2 A $H 50

« #5¥ Host Header #8[M HTTP &R AVARFS URL , B4 App Runner € T #EBEF KK H

f5Ko. cURLFI Web BIBREAZHAF RS BB T HEEED R URL, MREHN ARk
BR# URL 584 Host Header , €W Z404 Not Found#fsi.
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https://docs.aws.amazon.com/acm/latest/userguide/managed-renewal.html
https://docs.aws.amazon.com/acm/latest/userguide/dns-validation.html

AWS App Runner HBEABER

Example = #E R E#

$ ~ curl -I -H "host: foobar.com" https://testservice.awsapprunner.com/
HTTP/1.1 404 Not Found
transfer-encoding: chunked

Example [EHEH) EHIZTE

$ ~ curl -I -H "host: testservice.awsapprunner.com" https://
testservice.awsapprunner.com/

HTTP/1.1 200 OK

content-length: 11772

content-type: text/html; charset=utf-8

- BREHNAFPREHBBRAZLAERNERENFEREERERRIEABISE (SNI). HH TLS &1t
MEFEREEH , App Runner 1 HTTPS E&REH A SNI &

BRI E L ELREZE Amazon RDS = T IR 5 65

R BRISSREARE Amazon RDS ERIEHHEM T REBARA IR , R ERRERER
B, 2TEERIMR-LESR , DHEFENRREERSAEMEE , AREEELERNRER, &
Ei#—5 T App Runner WEHREMERE , F2H BUASHRER VPC FHL,

® Note

£ EMIR VPC Connector 158 | 551 App Runner T AL AEEEK T | BEERKRAERL, R
éﬁﬂlﬁﬁumgiﬁlﬁ—;ﬁo BEL VPC B85, T —EHER VPC BIZSBMEFMENRA, FHLER
, BTALURRIMRA TR TSIER - £/ VPC B T#K. T2 EEFM App Runner BR#E.

MNERARAERERES —E T ERENER

1. R VPC EESRTFERANTHERELE FRE. NREALE FREREEES , fNRESS
BAHER  NBESETFHERNER Hyperplane ENIs ( EEMMERNTE ) RELE IP 22/,

WMRIEH VPC BIERFEALE T LA THRIRAE AR

a. BUYFMNIEFHEE , XERTREME VPC Connector BIAHE Fi8iK. MEFMENR ,
B {Amazon VPC £ EIER) FH VPC By F#5%,

3
r

E#EZE Amazon RDS = T AR#E 5 8K 270
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b. &EiB NAT FERARANLE FRK. MFFMEF , F2E (Amazon VPC R &EERM)
FH NAT FiE,

2. B ¥ VPC Connector WL £ B A& LR ZEER. & App Runner EREERAIEEE %
B REBIRAERE > BHRE, WEESIEE VPC Connector, T —ESIHETLURIEREN R
S,

3. MRAEFRESN RDS HITEBIEMT HBRENZLHESEANEL AR ERESR, NEFHA
B, 520 App Runner ERREXNEFER 2 TR REIERE,

4. FZEEEFR App Runner R Z NI EHMBER NP ERRE , FEHERZE RDS = App
Runner 2 S\ T RS -

a. R+#ERE VPC F# Amazon EC2 #i1TE#E , EFESRZE RDS #17T1E 88 =k R7.

b. MREEFRERIRE VPC inkh , FFHMEE VPC Y EC2 #1417 E 78 7 EUAE [E] 89 v R4 SR B
E#Ro

5. MRIER 4 PRE—ERAFEKXK , RATEEHE App Runner {2 A FHEE AWSIRF R 5 —EBE
REVEE, MFE—SREANEEEGERERHENTE , % AWS Support,

6. WMREFBHTLE 4 PHIERAINEREE RDS HTEES THRLE , AEELSBHNETR,
R ERAE®E Hyperplane ENI R B , UBREREREHEA ENIL

® Note

EERATRELSBIEESATEMN ENI REBFEENR , LA App Runner BR¥E AL h X
BEEFERE RDS R T HRKE. & RDS S FEREEABTHMRER , ZHNEARER
MHARATHERRE, TR, ATLLTE App Runner WER TAEREFBR ENIs, L5 ET
R ENIsh A HE—FRE,

a. ftAWS E#EERE EC2 £ A,

b. REMEEEEP K ERKERLEAY , BERAENE,

c. BBENEERMNERE , SIEHE VPC EESEEBN THREPSK ENIs, efEE T
mEER,
- NEEHEE : fargate

« IR : LA BIZE AWSAppRunner ENI ( £l : AWSAppRunner ENI - abcde123-
abcd-1234-1234-abcde1233456)

d. AR KES RIZEUEAM ENIs,

E#EZE Amazon RDS = T AR#E 5 8K 271
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AWS App Runner BIRA RIS
e. BMFEMRERPBRIEIRE Q.
f. HERERPEAENR  AREBNEEIKIBAEIIRE B,
9. BEELEMNREHF.

- MRREEERHERFEAN ENI, BIFEEE ENI 52 EHEE. BRT App Runner B2
S, BAWS IRFHMN S —EERTAESBHEMKALERE, MFE AWS E—FH8) , B

#& Support.
- MREBEAHERRFREREA ENI , RPIEZREBIL AWS Support , AEF Fargate B
EREEMEMEE,

h. fEFA#% Reachability Analyzer T &, 1tk T B 0] £ KE 5 48 2% 2% 15 b 49 310 JR 4 5 B AR B 558 B
HEHTH UGBy B R A ABSEER ., MFEFFMER , 28 (Amazon VPC Reachability
Analyzer /) H#Y{EE R Reachability Analyzer ? .

& A App Runner ENI A& RIR , A% % A RDS ENI 14 B8,

7. MREBEEE-SHE)OBEEEE K RETKENSBRRNELERE RDS R T IHRE , BEEH
#& AWS Support LAEUS it — 511 B,

ERBEAN IP i KRBT EENERR

(® Note
HRLNBERE , App Runner FEEEH VPCsH R M EM B RE (ENI) , R EH A ERSE
TEBEZE,

RIS A B B SR IE A E L FREN VPC FEH App Runner iR7E L TJBEBEIH IP FEREEER,

App Runner #EEEH VPC EiZSHEBHN B P REBITHER. App Runner BB 1TE BE
WFMREE  ASERTHEEET 18 EN, S8 EN EZTREFEARLE IP, THRREEEHE
IPs , BURR B F#EE1EEIHIA CIDR B, 20R App Runner 3 T2 24K IPsXREIL ENI 9 F
#8E% (App Runner) , RIEESE B RE App Runner IRIEBXENFTEVELTERE. ETAESERERERKENWRE
B, EEEBRT , £EEZ App Runner B4 HEE |, #8H App Runner BFEEE A IPs FHE
BT LMER U T RRE B R |, AR EEES,

ERERZHN P i REABRIER K 272
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WMAEFHENRBAEEES TAHMN IPs

FHREEPAAN IP it BEEURNER FRKMEEEBR CIDR [E#f, HEFHERMEEBM CIDR ERE
EEBEIEBEN. App Runner VPC B8R B VR EEZEH., S EZARABEHREN VPC EEURM
¥ % IPs # App Runner IR¥% :

—

EFAE AR CIDR BB HHFHEE ( FHE) .

2. FAFNFRE (&) BIAFK VPC EE:S,
3. EFTIEM App Runner BRIELAEAFTRY VPC EiZER,

SHEBRAAT R IPs

ERFEAEKY CIDR ERENFH FHEK 8 , BHEETE App Runner IRIEHFIER IPs BHE, EE
BT EEESETPIEN IPsHE , TR

1. HACHAGHREN VPC ERNSERY  HISADBBASTOAN LR (HTHEEL
B).

2. HEFFARBHEME.

3. SGLETIMGE | LEBEGIE MR MBI HITEE.

i 51
ZREMMEE VPC EZBHFHIMERSE A M B,

1. BREABVKNDERS 25,
2. BR#EBHKNLERE 15,

HER IPs =2 x (25 + 15) = 80
BRIENFRBEPVE6f 80 IPs,

BT FHEEK (s)

1. EALLAHE IPv4 PFTER CIDR B A/ (FFEE , AWS BRE 5 IPs : TR A

Number of available IP addresses = 27(32 - prefix length) - 5
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Example :

For 192.168.1.0/24:

Prefix length is 24

Number of available IP addresses

27(32 - 24) - 5 27A8-5 = 251 IP addresses

For 10.0.0.0/16:
Prefix length is 16
Number of available IP addresses = 27~(32 - 16) - 5

2716-5 = 65,531 IP addresses

Quick reference:
/24 = 251 IP addresses
/16 65,531 IP addresses

2. fEM AWS EC2 CLI M #THY FHBEK.

aws ec2 create-subnet --vpc-id <my-vpc-id> --cidr-block <cidr-block>

#Hl (EBIEH 4,006 E IPsFHEE) .

aws ec2 create-subnet --vpc-id my-vpc-id --cidr-block 10.0.0.0/20

3. BIMHH VPC B, F2H  EE VPC f7HL

4. HERA VPC BEHREMNER TEMERE , UER LI VPC EikeR, EMRHEE , App Runner
7% B 40 5 AR ST Y T8 B

(® Note

VPCstt @R CIDR B AEL B FHRNATA IPs 8, MRESELFEHRAMN CIDR
EHRE FHEK  BAREEEAMEHNE CIDR ERERH VPC ( REBEVYHN FHEK) .

#$RXE CIDR E#E#E VPC
#$XE CIDR ESRELL VPC 37 BIBA.

aws ec2 associate-vpc-cidr-block --vpc-id <my-vpc-id> --cidr-block <cidr-block>

g4 -
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aws ec2 associate-vpc-cidr-block --vpc-id my-vpc-id --cidr-block 10.1.0.0/16

B 7
BRI 2%, SR TSIEB RITIEENRE
1. ERS4AF  BEREEH App Runner [RESE4 B , BB RSB HBRNMN IP = ENI EEFERAE

B

2. WMERBER

1. EFEBRRARBTHHTERIETR , Ux2BERES
2. WFEMEFBTERBEHD , ZHEM IP HEHER
3. ERHERERSM4ETER , SUBR—HHNEE
3. FEAEEE: MREFEHNE AWS EETEA |, 8 App Runner THBEREE IPsERE
A

Ho

4. VPC FM-F#EK IP EAXR .

1. {#H VPC BRMRE CLI i S RBEFH FHEEFE IP hutFHE,
2. WMREVREKERZ , U IPsHEEENER

F RERFE
% App Runner R #ER IP BRI | FEE TOEERME :
1. 1P IHREIRR - EERRY IP BRUSMSSHEH EARAE, ETRENSERE 88

RV RRIE R R M RIEE ARG,

2. BEEREVPCH IP AE : 5B5c(E , tAE VPC I EM AWS RISt ER IP #hit, RE VPC
MR ERR  BEEEME REW IP EXR,

3. ZEEHRIE  BAUFNFEKDS VPC EiEZSS % , BESLEFREMN App Runner IRIELAE A #
MiERE, TR SEREFEHESN IPEE,

4. $EFRM CIDR ERELE : iSXE CIDR ERFIBE VPC i , FHEATHISHEEERESE, &
& CIDR B TJRE S E IR MERM IP it EEm T,

5. #iB VPC R4l : 5= , VPC HEZUAES5E CIDR B (1 AXEEHRM 4 BXEEHR ), £
LR HIEE AR EEM IP it = EIERE.,
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6. ZEBEFHERTARES M BYFNTFRERN K SEARtMofEzSETARAES , UERSTAM
MAEERED,

7. ZBEENI RS : FafE  JLUERIIBTERENIs HEARS, WEREN AWS IkRFREIFEE
FTEINMRRN T EAE,

FB T RIS, A UEE M EEAH VPC ER , 18 % App Runner RIS IP SRAE.
Hitn &R

1. AWS VPC X4
2. Tf# CIDR &
3. App Runner VPC ;& #2838

RAIRER

1. ENI : Elastic Network Interface , AWS H B EBREKR N,
2. CIDR : Classless #EEEH , —EEE IP it 5%,
3. VPC Connector : ] App Runner EE#EZE VPC BHE R,
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App Runner Y Z £t

MERZEM AWS RESEBEIEF. 558 AWS BF | BRI UZHZRNER P ONPEHRRE | LB
EARmERZEHRABHTFIRMEES.

ZEMR AWS BB ARRE, AFEEEAKHERAERNEZEYE  AIERPHREM

- EIRNTSM -AWS EERERE PHIT AWS RENVERZE AWS Elf, AWS thAEIRMHTTR
2FERANER®E, FAWS EHRFHEF , F=ARBRAESEERARNBERMAZENERE, BET
R B AW AR T8 AWS App Runner , 552 EBAWS &8I RIEEE,

- BlRMREMN - ENEEEURREER AWS HERE, S4sBAHHEMREEE  SRENRE
. BRBANERNEAEENER.

ARG BIER T SR 7EE A App Runner BEAHBETER, T EERANAERE App
Runner UFEHENZLRERER. B THRNMEREM AWS IR REHBIEERRE App
Runner EJRo

£}

+ App Runner FYERIRE

« App Runner &5 MFEEE

« 7£ App Runner F 50 8% 1542

+ App Runner Y &1 5 58

+ App Runner K58 1%

- FHEREHEZ LM AWS App Runner

- . VPC in B A App Runner

« App Runner 1§ #8 BER TR 20 47

» App Runner WEZ £ REEH

App Runner F & BRE

AWS HEHNEEERBERR HHERRE AWS App Runner, MLERATR | AWS B ESREHITAT
B WS ERRE AWS Elf, FESHETHERNRELIAEABTNZESE, ftEEBEEFmER
AWS R WEZLEENEETKE, NEEREBAENFIEN K FBSREXNBILEEREREE, WE

ERRE 777
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BAEBNENREBNHEBRER , F2HRAWS R EESE EWAWS HESEHEZH GDPR #EHE X

==
Ho

ERERREZEN , BRMERERE AWS tRF B2AER , AFEH AWS IAM Identity Center 3% AWS
Identity and Access Management (IAM) B EEBIERE, ftt—R , SECEHAEHASESRHETHK
HEKMAENGTT. RftCEBRERATIARNREER -

- BEKRFHEEAZEEZRRE (MFA),

- fF SSL/TLS B AWS EiREH. BMFE TLS 1.2 WREZHRMFEA TLS 1.3,

« £/ BT API F{EHEEE 4 AWS CloudTrail, 1EARIEA CloudTrail IBMHHEEX AWS SEEIH
B, 2 EAWS CloudTrail  fEAE&IER) TRER CloudTrail B #,

- A AWS MEBMHRER , UREFTPHMERERZEEH AWS R,
- FERAERNIZERZLRKE (B0 Amazon Macie) , HBIREFREFEFE Amazon S3 BB E R,

o MREBE AWS BBHTHREIN API FEH BEE FIPS 140-3 BN R GR=ZER , FBFEA FIPS
imEh. MEFR FIPS M FIPS MM EXHEAEN , FESEE I EFEEZ%E (FIPS) 140-3,

B RZIBRCBETEREFNE B4 SRBRNBBEN , HEEERS BHEERNFRA
F, FlnE BN, ETEELMEM App Runner A E#EA. API AWS CLIZK AWS SDKsHY H At
AWS fR#% B, SHEEESEHEANERUARANTOERDBIEARGTERZE AR, RER
HAIBREREFN URL , RFAZIEBRFVERE LEHZAREBEFZRG URL P2 EBEBEN.

MFEEM App Runner 22X & |, F2H £2.
*&E

- EANEREER

° ﬁﬁﬁl‘%ﬂ%%fm%%%A%

ER mZREBEER

AWS App Runner R IEEENREFERNEHNEARIRER ( REREKET ) , AEEFHA
HEIENRE. NFFMER , F2RAREBNHE.

ERREREEEWHE (IR App Runner B ) MEER ( FHR AWS ERPOE ) REEH.

MEERRENFMEEN , 526 the section called “ER{RE".

MFEEM App Runner 22X & |, F2H £2.

ERmE 278


https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-trails.html
https://aws.amazon.com/compliance/fips/

AWS App Runner HBEABER

= Lalesyiks

BB RMES XN BEREm PN ERRE | £/H Transport Layer Security (TLS) INZELR , SEHA
AFmmME (EEEYHEHETNE ). EMEBELALHERBENEARENER. ATREE
R, BELNEREN. BRABNEEERESGREAEEERIBEWTMME4R , FEMA TLS M
E#R. App Runner R EZNERER , LUEIB TLS B#RRE.

BAFEimNZ T2 REBERIZELE App Runner SPEH KRG REXNBH ARG E. App Runner EE#&
BUEWERRERNRR , RitbEEmME, At , FHEAREFZNIBEIRELE App Runner 2 K ELR

BRENZNSBETE

ATREEAEANFEER , App Runner 8 MZEEAR RRERGIRRBEGNMERESE
R, BIEEIL App Runner FRIEE , BET AR ME AWS KMS key, MREIRMHEER , App Runner
RERENSB/RMEBRIR, WMRERREM , App Runner & AWS ZEER A .

EE App Runner BRIGIZ I S B FMER , 5528 CreateService, 1% AWS Key Management
Service (AWS KMS) BE¥#IE A , 582 AWS Key Management Service B3 A 2355,

MR B T B R

App Runner 8 Amazon Virtual Private Cloud (Amazon VPC) £ App Runner ERRERXFTHERZ
BEER , YIEHER, AMBEMERENARER BN RE, 0F Amazon VPC R HHNFHHEE
# , F2E (Amazon VPC FAEERM) PH Amazon VPC F BB RERTARE.

WMEAEM App Runner EFATRNEE BT Amazon VPC B EABHIE , 758 H the section called
“EHRE

MEMEA VPC im B4R E App Runner BRI FFMER , 5528 the section called “VPC w2,

MEERHRENFEME , 55 H the section called “ERHRE

MFEHEM App Runner 22X |, F2E ££.

App Runner B9 & % MFEE

AWS Identity and Access Management (IAM) @ —%& AWS BR¥ , AT HBIEE S R e i H¥H AWS
BERNER, IAM EESAEGFRATUETESRE (BA) NRE (EEFFT ) , MR App
Runner &R, IAM 2R EEHR AWS BRI 89 .
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WMEE M App Runner Z£ 78 |

"
¢
dn
it
i

e

- BRAR

- EASDRE

- EFABRKEEFIE

 App Runner #I1A[E2 IAM #EH

» App Runner & % B B 5K &5 451

« £ App Runner KRG EE A€

« AWS By ZE B AWS App Runner
« SREEHESE App Runner 59 M EE

BEREHER

FH A AWS Identity and Access Management (IAM) 2R IBEN AEBMEFRTE :

- BRBEAE — FEEZFEWMELDRE ,
MER)

- BBEEEE — SERECEAEFIELRXMABIFAFER (FFS B App Runner I [AM FEHL £
)

- IAM B8 — REBERUEERFIZS (52 B App Runner 5 2 BB 1)

AOEESRFEME A (FF2E ZHEHE App Runner 55

(I

EOBRBELAWS TR BRBRANAR, BHXALL AWSIEERFERE. IAM FHERIEE
IAM B 5 91HTE 98RE,

B LAERE D RN EAESR , fl0 AWS IAM Identity Center (IAM Identity Center), BE—&AH
7B FH Google/Facebook EAER , LB »WEXEA. NEEBEANFHEENR , F2H
(AWS B A FEREER) PHNNFEALEN AWS IRF,

#F2E (AM

HREXRFFE , AWS 121 SDK M CLI UBRIBHRESF RN BBFZR, WHEFHER ,
EREERE) T API FEREIAWS 5 4 IREEREF
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AWS IRF RERE

EEREN BFAWSIRE |, 2R —{E8 A AWS tRF theroot FAENBRAG DR B P T RER
BFrE AWS fR# MER, M2IBZZTEXAREAERATHEEE. EREEREAERENGT
%, B2 (AM FREER) PNEZREAERIBNTS.

IAM i F & M EF4E

IAM 8 Fi & https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html@ —& & 2 EfH 8 A=
ERAEXNSENTE, BERUREREENREGRIBRIEN IAM E£AE, WEFHEEA , F28
(AM EREERE) PHERAECRAEEABS SO RMER AWS FAKRBETFTH .

IAM BHEEEE IAM EREES  EEEAREEAENFIEEMNER, NFFAER , F2H

C(IAM fEFREERE) FH 1AM R E /YA =5,
IAM A&

IAM £ fhttps://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.htmIBI B2 BG4S EHFT#E  H
AL HEEEER, BALUEBRLERETME AM BE (X4 ) R AWS CLI T AWS AP
REREBEIAR, NEFHENR , F28 (AM £AEFER) PHNEBEASNEE.

IAM BEEARBE S0 EAEFR. WK IAM EREFT. BERFFIEEBREEN , URE
Amazon EC2 #ITHIEAEN, MEFMENR , F2H (AM EAEER) P IAM FHVRIREEIR
FE

EHBRREERFEUE

FBRILUEIB R M BUR YW AG HIE RS & 5 RNEIR AWS RIZEH AWS R EFER. BERERES 2 HEIRME
BABERET R, ERFAREBERE AWS | SFHEELBKR. KZHBEKRELL JSON XH AWS BT
NEFHRE o MFEE—F TH JSON BERXH , F2H (AM £REER) FHY JSON BURHIE.

EESEFAER  EBERBLEETRAUEBLERG TEBLEERATEHE , UEETFINEE,
HERERT , ERAENAEREFT. IAMEEESEY IAM BXRIEHETEEAG , #iERERE

B, IAM BERERBMENFTT , ERERAMERXHNIT.
SoBREE

BoRBRRERNMESD (EAE, FRAEFEANAR) K JSON FFABERN S, EEBEEH &2 A
HPLEERNITHLESE , UAREANGRE. NFTHROMELSDHEBER |, F28 (AM EREE
M) PHEBEFEEBRREZRHBE] IAM A,
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BEOBBRADBRNRBEEK (ERARRE-—52) ESERX (ANMNESES 5 HBEMLBER). 0%
THRNAEZEBRRRARBRRE 2BHEE  FE2HE (AM FHERER) PREZEERENRBE
ZFEﬁig;go

BEREHR

ERBPBER MR ERA JSON BERN 4, HHIEHE IAM B EEEBRE Amazon S3 FEFATREE
R, EXEEREBRNEET , REEESAUERACARZHHREERNFIER. BLAEE
FREBRPEEEE.

EREBRRURZBHEPNARBEK, SEEZEEREBEPERARE IAM B AWS ZEHBK,
FHEFFE (ACL)

TFEUEFIEE (ACL) ATEFIBL TR (RFKE, FRERNAC) HAEFIEERNFFA. ACL BEHR
ERAPR , BEMTEM JSON BERMXHFER.

3
¥
8

Amazon S3 AWS WAF#] Amazon VPC 2% & ACLsH IRF &, mFEHE— 7 # ACL ,
{Amazon Simple Storage Service B A SEmM) FHFEUERHIEE (ACL) BiE,

HtBREH
AWS TRHMBRER  IREESERBREER TR :
« FFARR — RESDHEBKRARE IAM BRNSZAF . NEFHEF , F28 (IAM EREE

) hH IAM EREIF A R,

« PRIGIZFIBR (SCP) — B AWS Organizations Vi SR AE B BBV IS ERAFF W, MFFHMEN |
528 (AWS Organizations £ &IEFE) PHREIZHIBEER,

- EREFIER (RCP) — RELIRFPERTAFTN LR, MEFHE
Organizations £A &) FHERZEHIBE (RCP),

- TERBREX — EUBRRTAXAACEBE S ERAEELGRITERER , USBEXEE
RS ER, MEFHMEN , 52 (AM FAERR) P TIERERBUEE,

A, B2HE (AWS

SEBREAR

EZERENBRBRANGBERE , EENUISEEMMELER, B2 7THNMTAWS £ RSEK
REHHRAERBAFBR , F2H (AM £RERERE) FHBELERE.,
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App Runner f1{AEE IAM F&EL £ A

EEER IAM EEY fIEELZ BT AWS App Runner |, & fESZ T R HELE |AM ZhAE AT E2 App Runner #&
BifEA. EE2MH 7 App Runner M E M AWS BRI N{TER IAM BB R , F2E (AM FREE
) PRYEE IAM AWS E2EERE RS

WEHEAM App Runner £ X # |, EF2H 22,
FE

« App Runner &% BUBUR

« App Runner &R B

« LA App Runner ERAERBNRE

« App Runner &5 0]

« App Runner IAM £

App Runner & 7 B BE

A IAM BoRESK | SUUEEAHRIEENEENER , UREMNERGT AFRIEEH
fE, App Runner ZESEEE. ERMNEHREIE, EE T #HIEE JSON BERFFEANFIETE ,
28 1AM FREEETH JSON BERESE,

B

3

ERE A LMER AWS JSON BURRIEEH AU ERAR, tWH2HR , WHMEERE T BERAE T oA
EERB1T LB,

JSON BURHY Action TERHRETUARAFFRIEBHRPERNEF, BEREERABERKTH
1THE BB BN RV R T

App Runner PV BUREMEEBIE2BIEA TP & : apprunner:, il , EERFREAEH
Amazon EC2 RunInstances API fEZ¥£ R #1T Amazon EC2 $TEBHT , BEEBERHMA
ec2:RunInstances BEiff, BHERBRNHESE Action B NotAction &, App Runner €&
BO W —EBE , HRETLUEE R LREAITHER,

BREE-RAXTIEESEEE  FRAERSRE , WTAR :

"Action": [
"apprunner:CreateService",
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"apprunner:CreateConnection"

3
@

BHAUERERZET () RIEESEEE, Fl , BEREMER Describe XFHAEENE
ELLTEME -

"Action": "apprunner:Describe*"

EEEE App Runner BIMEBE |, 5528 (REIRESE) +1 EHHEYE AWS App Runner,

Resources

EEEWLER AWS JSON BERRIEEH T UAFRAR, 2R , MEZBE M BES T o AH 4
EEREITH LB F,

Resource JSON R tEZ IS EEEAIENYH. REEKRFEHAE Amazon Resource Name
(ARN) RIEEER. BBEFTXEEREERFT , FABAF R () X ZREXNBEAREER.

"Resource": "*"

App Runner EJREE T % ARN #&E# :

arn:aws:apprunner:region:account-id:resource-type/resource-namel[/resource-id]

IE ARNs BRXNHFMER , 5528 $H Amazon Resource Name (ARNs) AWS HBR#§ & 4 Z2
BAWS —f#8E,

Bl | EEERRRXHIEE my-servicelj#E , A T ARN :

"Resource": "arn:aws:apprunner:us-east-1:123456789012:service/my-service"
HEEEBRBERFNMERE  FEABHAFT (%) :

"Resource": "arn:aws:apprunner:us-east-1:123456789012:service/*"

BL App Runner BIEBEEREER LHT , SIMAREVERNEFE, HELERT , BXAEH
BRAZFT ().
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"Resource": "*"

EEEF App Runner EREE K H ARNs , FF2H (HE?%?E*E“%>> P EEHNEIR AWS App
Runner, HE T & LAER WB*:“EJVF?EE@“ﬁEE’J ARN , 55288 AWS App RunneriE & 1k,

R

EEEWLER AWS JSON BERRIEEH T UAFRAR, 2R , MEZBE M BEES T o H 4
EEREITH LB E,

Condition TEERBERNIRY , EERBXNBITRHE, BB ERFRTESETNRFER
N (PIUERTPR) , REHBRPORGNFRDNVE. EBZEFME AWS 2ERFRSIR , F2
B IAM EAEIERE) FHAWS £EFRGFARSTREIE,

App Runner X EEA—E2EEH TR, EEEF/ME AWS 2EK4 SR |, F2H8 (AM EAEE
Y RHAWS £EIRGEABT SR,

App Runner E&— RIS ENRE S/, A, App Runner TEEHBRFEIRS , HEAKGS
eEE, MEFHMER , 552 B the section called “LA App Runner ZB A EBHZE",

B EEE App Runner fRFR5IRNBE , FSH <<HI§§§?§1E“%>> Y B REEZR 518 AWS App
Runner, %ETﬁif&‘?ﬁﬂiﬁ}ﬂﬁ#,ﬁ%li’éﬂﬁﬁﬂ’ﬁ%ﬂﬁﬁ , F2E EEMEIE AWS App Runner,

i {51
EZER App Runner S0 B BUERHVEH] , 552 B App Runner 5 7 B BUR &,

App Runner ERE PR
App Runner "X BEUERABEBRHVBUER,
B App Runner ERAEBNRRE

BRI LS EEZE App Runner EIR , ERRPBEBEEZ App Runner. MIERIBER
ZEI1FE , 386 apprunner:ResourceTag/key-name, aws:RequestTag/key-name
aws:TagKeys fR-ZR5|8 , THRNWEELEF , REEREA. WFEZRE App Runner BRI FFAH
B3 , 5528 the section called “Configuration”s

FERRE P RBERES , URBRERLNVEBRREHENER , F2E BEESIEFE App
Runner BR# 8 77 E.

App Runner #1 IAM 285


https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsapprunner.html#awsapprunner-resources-for-iam-policies
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsapprunner.html#awsapprunner-resources-for-iam-policies
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsapprunner.html#awsapprunner-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsapprunner.html#awsapprunner-policy-keys
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsapprunner.html#awsapprunner-policy-keys
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsapprunner.html#awsapprunner-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
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App Runner & &1

ZZ (A App Runner , IAM fEF&EZEE App Runner BIEREF R, B FHAKRFERENERFERE
BUREET IAM ERESEE. NEEEFAEFTNFMAER , F28 (AM FHEER) PHE
B IAM ERENEA,

App Runner Rt ME T EEZFERAENZEBIR,

« AWSAppRunnerReadOnlyAccess — ##&F%H M8 App Runner ERHIFFME R
« AWSAppRunnerFullAccess- &FFrE App Runner EIERIEF Ao

MEFFEMIEFERERT , BB BT RRYSEBEEINENERE, NEFHMER ,
IAM &MY PREMT IAM BUR,

2
W
ot

MEFREBERES] , 5528 the section called “FEHEBE,

App Runner IAM &€&
IAM B&R FEERENT AWS IkRF HWER
REEEAE

BHEEA AR AWS BBFREMRBEINER , MMARETK BIF. REEERALEETER
B IAM BRE | SRR ATES, IAM EES UM |, BT REREEL ST,

:IJI‘H

App Runner X BRBEEZEAR, NEEBEEMLNERE App Runner REEFACHNER
section called “FFA R ERZ AR,

S8 the

BH%AE

L A RBBARECRERZAC, LAGTERBEFMEGREFINER , UARE E'EEJZEM’IEO AR
BAGEHRELN AMIRFES , BEHARFAES. EXRT IAM EAETUEEKAGHNT, T
1B, BT Re S HUE L AR IS AV ThRE

App Runner X B&ERKEAE,
FHAG

FHA®E App Runner A XRZEUEIRF § Amazon Elastic Container Registry (Amazon ECR) 1 &4&
MAE, £ Amazon ECR HFERGER ML ER , M Amazon ECR Public RITEE,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
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£ Amazon ECR HRIEMGE R8I , FFEA IAM BEURKEAR., ZENREA
BAWSAppRunnerServicePolicyForECRAccessHf#EfA SEHE, A% , EL#K
SourceConfiguration Z8# AuthenticationConfiguration &/ FEAY CreateService API , S App
Runner =R AR R , B A5t A BEEL App Runner,

@ Note

MREBAEEFNACEIBCHNERTEER |, B2 "Resource": "*"A
ecr:GetAuthorizationTokenBEE{EE ., #EH 1 AR EEEEREEZEMNET Amazon
ECR & &%,

ELBUTFIAGEK  BREAIIBEEEEK , # App Runner RIEERE
#build.apprunner.amazonaws.comBEENEE,

FHABNEEBXR

JSON

{
"Version":"2012-10-17",

"Statement": [

{
"Effect": "Allow" ’

"Principal": {
"Service": "build.apprunner.amazonaws.com"

3,

"Action": "sts:AssumeRole"

}
1
}

MREFER App Runner EEAREBIURYE , TRESUUEHALEIETRAR  UAFHKRSEEXA
B, IEALEIHERFFHNEMAR  FBAUREERMTRANAR,

HITERAR

#HITERABRE App Runner ARIBHEFAI#E AWS R EEHTEBAIENREBENZAAR, W
RENERABRIEXNBREL AWS Bi1E (APIs) , ZEZRMUBTER AR App Runner, EALAEH,
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https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSAppRunnerServicePolicyForECRAccess.html
https://docs.aws.amazon.com/apprunner/latest/api/API_SourceConfiguration.html
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TERAECHRALENFTT , IRV EEHCHEBRX , XEHTERACHERE, RAEEER
EHRENIRERA ML P, it , ATEALENREHRZERXR,

B3I App Runner lR#& 281 , @BfEA IAM B EAFMEEHIISABRBRNREAR, RE , ER
£ InstanceConfiguration Z&(InstanceRoleArnfI K & P CreateService APl , S App
Runner 2B RER , BRI A ABEELR App Runner iAHTERAE,

ERRVHITERACK  BHEAMEEMEER , &5 App Runner REERE
#5tasks.apprunner.amazonaws.comBEEHNEE,

ITEE A BNEERER

JSON

{
"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"Sexvice": "tasks.apprunner.aws.com"

},
"Action": "sts:AssumeRole"
}
]
}

WMREMER App Runner TR AEREV R , TEASIHIRFFHNAG K MASTUERALBNE
YHAE,

MERMRBNES , FFSH the section called "B

App Runner & 7 B BSR4l

RIFFERR , IAM EAENBEREREIYHIE N AWS App Runner EIRHIFFAI, It EEER AWS
EEFES AWS CLI, = AWS APl B11TEK. IAM BEEEXERIL IAMBX  BFEAENAGE
BEEERLHITIHE APIHEXRNATER T, EESEELARELEIRERETEELF TN IAM £
A& SEE.
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BETHNAFERAELES JSON RAIXHEY IAM H7ERA|, F2E (AM £RAEER) $HN%E
JSON E& LE7 FHl,

MFEHEM App Runner 22X & |, F2E ££.
&

- BRBEEER

- ERAEEE

- RIBERIESIY App Runner BRIEAY1ZEY

HRREER

BoRBREYESIRFANEBASRETUEY., FIMEMER App Runner £, ELEETRES
REWAWSIRFELER., ECRUNGEES 7 EBERK  FEETHEARERESE !

. BAEA AWS SERFTEARERRNT - EERRET TETEANEAEATEAR , HEA
BHTET SR REARAN AVS SEHE. SHTEEN FEAAWS kF. RNRBLES
KEREARH AVS WEFSERE  WE—SRITT. NEESEA B2 (AM EREHE
H) i AWS SEHESEBMANAWS SERE,

- ERAREERT - 5RE IAM BERNFAR  FERTHTERMENFT. KERLEN , &
UESEREFRG T TUEREERRINEE K SELBARKKRRITT. WFEER IAM ERFFT
MEZHEER , F2E8 (AM EAEER) P IAM PEBERAMFF A,

- R IAM BUR AR 4 — S REEIRE - B LUSREFIEEBER , URFHIBENERNER.
il |, BT R BBORIGY |, IEESBEMFEA SSL EIEFTERE R, MRBIBEE Sl £/HREEE
AWS FREE , &t o] LA R4 3R 4% F HZEUE CloudFormation, MEFFMAET , 5528 (IAM £
H¥E™E) TR IAM JSON BETTE : §H,

- M IAM Access Analyzer B& 3 IAM BUR |, BERFT AT 24 B 7] IE #iE4E - IAM Access Analyzer B
BHBERMBBEBEE , BERELBERER IAM BUEEES (JSON) #l IAM HREEH. 1AM Access
Analyzer 12 100 ZIHBERRERVBATHWESR , THHERELXLBEEANEXR. WEFAE
#, F2E (AM FEREER) FHFEA IAM Access Analyzer B FEBUE,

- EEZEEERE (MFA) - MRENRFIEZE IAM FHESR PWRERE AWS IRF | BB MFA
UESL4M, MEEFEIU API R/ERER MFA | 318 MFA (RE4FHEZERNEBEE, MEHEE
A, F2E (AM EAEER) PHEE MFA EZ £ APl 77HL

WE IAM FREEXVEEBEENR , F20 (AM EAEER) 91 IAM 22 KEEK,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
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EAEBER

& Zf7H App Runner £ 4 | IAM £ & L AR — B REFF T, ELFFAILE RS HNMRER
B App Runner EIRIFMER AWS tRF, IREBBU L HELEFTEBREN I DEBE , 24
R EH B AR BRI LR & MR HIRELF

App Runner 2R E AEZ SR ENZEHR,

« AWSAppRunnerReadOnlyAccess — #H&F%5|H M8 App Runner ERHIFME R
« AWSAppRunnerFullAccess - &F P& App Runner BIfERVEF T,

A THRRERETTLUEER App Runner 384 |, E 44 AWSAppRunnerReadOnlyAccessZE XK
EERFERAE, B AEZEAWSAppRunnerFullAccessZEBUR , RFEBENENETTT |, U
AFERERL, BUAMBRER. MEFHMEER , F28 (AM FREER) PRFMEFTEIER
&,

HRMEFW AWS CLI X AWS API (IERE |, BT FBERFREEEAF T, ARt , IANFFFEIE
BERFEREZEHITH AP REMEFNEIF,

THEHIREETEAER R, EUUERCMHELAERBIIEAEBRNER. EREH , /I
BRENME. HE/)N B IR &0 B AT 8 R4

Y FRENEREEREAEIE

WEHBRERAEEAEN , YAHEREINEE, ©F A App Runner REEIMNEE, ©7
DEEIHAGAEERRIBEEEMN App Runner IR EFEEVENERE,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"apprunner:List*",
"apprunner:Describe*",
"apprunner:CreateConnection",
"apprunner:DeleteConnection”

1,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
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AWS App Runner HBEABER

"Resource": "*"

5 - FERKRMERSIBNEREBER
AEFNEH REHRERNTFT , ELEFTERRELERBERBIESE,
L EBBIBER LR 3L App Runner fR#& |, (BIEEBFERE A BERprods

JSON

{ "Version":"2012-10-17",
"Statement":
[ { "Sid": "AllowCreateAppRunnerServiceWithNonProdConnections",
"Effect": "Allow",
"Action": "apprunner:CreateService",
"Resource": "*",
"Condition":
{ "ArnNotLike":
{"apprunner:ConnectionAxn":"arn:aws:apprunnex:*:*:connection/prod/

*n}

WEHIBUERE fiffpreprodfEAE A WEBHIERBLEEHREA B App Runner lR#preprod,

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "AllowUpdatePreProdAppRunnerServiceWithPreProdASConfig",
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FMBABER

"Effect": "Allow",
"Action": "apprunnex:UpdateService",

"Resource": "arn:aws:apprunner:*:*:service/preprod/*",

"Condition": {
"ArnLike": {

"apprunner:AutoScalingConfigurationArn":
"arn:aws:apprunner:us-east-1:*:autoscalingconfiguration/preprod/*"

}

RIBZER 1% App Runner FRIEH ZEY

BRI B 9 BBERPERGNE |, BRIBERIZESE App Runner EIRVFE, W& /RE IR 707
fER App Runner BRI EE, ER , REERBER Owner WERRERENEAESRBK , I8

BRFZTT. EBREERTFETEETREFENLERT,

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "ListServicesInConsole",
"Effect": "Allow",
"Action": "apprunner:ListServices",
"Resource": "*"
},
{
"Sid": "DeleteServicelIfOwnexr",
"Effect": "Allow",
"Action": "apprunnexr:DeleteService",
"Resource": "arn:aws:apprunner:us-east-1:*:service/*",
"Condition": {
"StringEquals": {"aws:ResourceTag/Owner": "${aws:username}"}
}
}
]
}
5o BB 292
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B A R EEREIRF AN IAM E£AE, MREBA NEAFrichard-roe EFMIBER App
Runner fR# , BIZRIELE N EZEK Owner=richard-roes owner=richard-roe, ZEIMES
BHEBEFE, FHEZERE Owner &4 Owner Ml owner , AAKHREIBEBTES KNE, MEH
MEF , F2H (AM EAEER) F8 IAM JSON BETE © R

£/ App Runner WIRISERL AR

AWS App Runner use AWS Identity and Access Management (IAM) RS E#E A E, REEEAER
BEEEEZE App Runner BV — IAM AR, REEFZEAER App Runner BAER , ISR
BRAREFIEA AWS BREFTENFTERF

ES -]
- £F AEEITEE
- EHASETEHE

£/ AelTERE

AWS App Runner use AWS Ildentity and Access Management (IAM) RS EE A€, BREEE/EE
BEZERZE App Runner BWiE— IAM BEEE, REKEFZAERH App Runner EEER , XY IR
BRKEFWEAM AWS BREFTENFIERT T,

RIS EZE AT BEERRMERTE App Runner , RAET L FEFTIELENFFA. App Runner E&
HERKEEARWET  BRIEZSEESE , BRI RE App Runner TR AR, EENFTEEEMT
BURMFrABE , BRFFUBREEMMEH A IAM B,

BYALEMBRBREEZACHNEEER , FEEMER, ERREZELN App Runner IR , RAETE
PO BRERERNFFA,

NEBRXERBEZACHHEMBBNENR , FS2E RN IAM EENAWS R , IZIK Service-
Linked Role (FRIEFEAE) META Yes (B) WK, BEEFERZNE , URREBRBENREER
BB,

App Runner B IRI&E# A R FFT
App Runner & & AWSServiceRoleForAppRunner H RIGERZ A€,
AR5 App Runner #1117 T 5I4EH -

- & BFHEZE Amazon CloudWatch Logs B F&EH#H.

g
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AWS App Runner HBEABER

« 23 Amazon CloudWatch Events #1 B LAZTB§ Amazon Elastic Container Registry (Amazon ECR)
ARG HEIX

- KEREFBEE AWS X-Ray,

AWSServiceRoleForAppRunner R ERZACREETIIRBEREIZAL

* dpprunner.amazonaws.com

AWSServiceRoleForAppRunner [RIEEZE A BN FF AT BRI E App Runner KRR K EMEFTERIAR
BT

« ZEBEK AppRunnerServiceRolePolicy
- X-Ray EHHBUR - RSB TIBEKRAR,

X-Ray B HERYBUR

JSON

{
"Version":"2012-10-17",

"Statement": [
{

"Effect": "Allow",

"Action": [
"xray:PutTraceSegments",
"xray:PutTelemetryRecords",
"xray:GetSamplingRules",
"xray:GetSamplingTargets",
"xray:GetSamplingStatisticSummaxries"

1,

"Resource": [

g
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AWS App Runner HBEABER

BYMERENT , IAM ER (WERE. HENAR) TURY, FEIMREKERASE, MFEFM
&, F2H (AM £REER) PHERBEEAEF .

% App Runner B RIS ERZAE

BAEEFHEIRKELEAR , BEE . = API HEI App Runner BR# 5 , App Runner € 51&
BIUYRBEZAER, AWS EEIEA AWS CLIAWS

ELMBRERKEEAE , 2REEFREY , AU ERFHFEAEREFEFELIAR, EEEY
App Runner BR#8 , App Runner @ BX BB REEZE A,

#m%8 App Runner RIS ER AT

App Runner & R 5584w AWSServiceRoleForAppRunner RSB AR, RAESEERIAESS
EZRBEZAC  FMULELIEEVACGCZRETFACGER. AW , ZAFEH IAM RFEACHER,
MEFHMBES , F2E (AM FREER) PHFRERBELEAE,

MiBR App Runner HERISEFE AT

EETBEARERKESRACHNIRIRY  RAZBERBRZAE. -, ERREREDE
EHEENRERER. AW K BLERENBHESHE , 2RI EBUFBHASEMEBR.
ERBRBEEAE

EEER IAM RBRRBEZE AR , ELALERBRZACHEANEAER.

% App Runner & , 5B RMBRZHES 07T App Runner B, #E T #MAME App Runner 1§
% , i 52R the section called “MIER”,

® Note

2R App Runner REEEEEMBRERBERAAE , AIMBRTREAR. BUBEREE
ERBOERYHRERARE,

3

FHMER REEFAR

FH IAM £33 4 AWS CLI, = AWS API % MiBk AWSServiceRoleForAppRunner [RIEEE A E, 0
EEHMEER , F2E (AM EAEER) PHRBREEEEAE,
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AWS App Runner HBEABER

App Runner RS EEA B ENESE

App Runner X EBEEFMERMBRENEREBHEARKEEAR, NEFHENR K F2E AWS — 2%
F# AWS App Runner % 2 M B 58,

{55 i £ 1T Bt

AWS App Runner use AWS Identity and Access Management (IAM) [Ri§EE A€, REERZACRR
BEEHERZE App Runner it — IAM B €853, REELEAEH App Runner BEER , B EXR
BRKREFWUEM AWS BREFTENFIERF,

RIS EE AT BEERRMELE App Runner , RAET LA FEFTIELENFFA. App Runner E&
HIRKEEABNET , BRIEZEEE , BRIRE App Runner TBLBEHAR, EEMNFIIEET
BRANFITEE , BERFFUBRELENMEH M IAM ERE,

XA SRR ERE A ENENER , TSR, ETREAY App Runner EiF , BALTE
FAOBRERE BN,

NEBRIXERBEZACHHEMBBNENR , FS2EAUEE IAM EENAWS R , X ZIK Service-
Linked Role (lRFEFEAE) META Yes (B) WK, BEEFERZNE , URREBRBENREER
BB,

App Runner BRI E#E A BT A
App Runner & A& AWSServiceRoleForAppRunnerNetworking B BRI ER A
A R App Runner #1T T HIEH -

« & VPC E#ZE App Runner RIS E BB HE.

AWSServiceRoleForAppRunnerNetworking fR#ERE A BET T IREREZALR !

« networking.apprunner.amazonaws.com

5 WABFABEAppRunnerNetworkingServiceRolePolicy@& App Runner f{ & & 58 5L B
EFT BT ERT Al

BAARERH , IAM B (NERE. BERAR) T WEY, REIMRRBEESE, WEF
&, 720 (AM EAEER) PHRBEEABF .
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% App Runner B RIS ERZAE

BAEEFHEYRBELAR  E8E AWS EEFHEA,. AWS CLIZK AWS APl 223 VPC EiE
2205 , App Runner 8 AR 2 R ERZAE,

EEMRILEBEEEAR  2REEFREY , fULERFHEAEEBEFENELAR, EREN
VPC E#%258F , App Runner BB X ALBRURKERZAE,

#®EE App Runner IR ERZ AR

App Runner T 35 #&#m & AWSServiceRoleForAppRunnerNetworking FRIEfE AR, RAEZEE
RURSSZREEEAG  FUSELIEEVACGCABEAGEE, AWM , BAFEA IAM RiFiE
AR, MEFMES , F280 (AM FREER) PHEERBEEAE,

MiBR App Runner HERISEFE AT

BETBEAFTERKESACHIIEDRE , RAZRERHERZAC, -, ERRIEREDE
BEHEENAREAER. AWM K BLERENBHESAE , 2RI EBUFBHEEMER.

ERBRBEEAE
EEER IAM RBRRBEZE AR , BLALERBRZACHEANEATER.

£ App Runner | IERTREUE VPC E#ZEFEEIR S R ATE App Runner IRIEHYBAEE |, S0 MR VPC &
25, WMEFHMERN , 3582 Bthe section called “EHRE",

® Note

2R App Runner R EEERHMBRERBERAAE , AIMBRTREAR. BUBEREE
ERBOERYHERERARE,

3

FHMBRBEBEEAR

FH IAM £3 4 AWS CLI, = AWS API Bk AWSServiceRoleForAppRunnerNetworking AR #3iE
EAG, MEFMENR , F20 (AM EHEER) PHRBRREESEE,

App Runner [R5 EZEA B ENEE

App Runner X EBEFFERMUBRENESPFEARKEEACR, NFFHHEENR K F2E AWS —K&8E
Y AWS App Runner i 26 F Bl 58
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