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EENEEERSE, MECATERENFMAEN A BFSREIEESE,

Application Discovery Service IRt =B#THRENREA S BERRBHEBERN AN :

- EiB VMware vCenter #§%& Application Discovery Service Agentless Collector (Agentless Collector)
(OVARER) , IaUHTEARBRERIRE, RE Agentless Collector 2% , ©2 B EE#ST VMs)
FEE vCenter FEBABRAY = #., Agentless Collector 2INE T 5|FREAREE R - ARI[TEHLERE. IP
#hit, MAC tbit, BBREREE. ERESIZRANEREGEBRER, A, calRESE VM A
ERENERARER , B CPU, RAM Mk /0 FEERHTIINREFRR,

- REEXBRRZAUEBESME VMs BB FAREE LEF AWS Application Discovery Agent
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Service , MBALAEA N E API B A Application Discovery Service E¥IE, ftk—& | &R AT LAS
EREA Migration Hub , 0 NSARAR | SUME RIS EAENE A RSFEEB L IEHER,

VMware Discovery

MREFERMES (VMs) £ VMware vCenter IRIEFE11T , LA LAEA Agentless Collector 2RIKE R
MEA , MALESE VM L2E REEX. MEXAK LR SHEREH AR vCenter X AFFEHR
ZFTE EHA VM,

Agentless Collector #EEUE vCenter F#ITZHE VM W REREEANERERR , BREAME
EERFE. T8, eELEESE VM A, At , BEREEE VM LHTHERERF , URF
TEMPLC R IEAR, Eitt , MREFEENEBRNFAESA YR EE-—STH LRGN VMs , LA
RENER , B URFEERE Discovery Agent,

B, BRFEERE VMware £ VMs , BRI MEAZREERXRESNRRRNERX FERTR
R, NEFBARRIEBRENBIERBRNFMER , F28 £H VMware vCenter Agentless
Collector & RIUEEHE

BEREHRR

MREHRGHBBIREPEERENM 2 W EARS , BIRTLAERA Agentless Collector REFRFBFEE
LRERES. A% K BUWESEERNEMRSNNEEREE MESEREFNE —PEK L2

Agentless Collector,

Agentless Collector ERIEM 2 M ERREEESHEIPEERNMEEE , URATHRENERER
R, EREMD T ERUNERB A Microsoft Active Directory Y LDAP RUNE SR REER
. ERENSTRERSIZNVEREER. AR ENREREASERRTES , UKEEREN D HTREAR
22 CPU, EBNUGAENERFAREL, NFEREEENFHBES , F28 ERENS TE
RN ENE R,

1t Agentless Collector ERRIRIZENERIKE 2R , BALUER AWS DMS & ETE—F 5
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Lb# Agentless Collector #1 Discovery Agent
T &R1E M Application Discovery Service X B/ & BN E HEM RIELLE,
EAEENKE HREREEX Migration Hub #8 RVTools EH
25 FiN
Supported server types
VMware [ #E# = = Yes Yes
25
ERAReS B 2 Yes Yes
Deployment
SEERENES B 2 N/A No
518 vCenter = B N/A Yes
HERREELENE =B B FEA B
@& FHH
Collected data
A fR 25 5% EAE Yes Yes Yes Yes
(BREMARE ) &
*SI.
Hypervisor #Y Yes Yes Yes No
AR FERARE
#Z (CPU. RAM
F)
R RS f6E A R Yes Yes Yes No
BAER B[R
g% (CPU, RAM
F)

LB Agentless Collector 1 Discovery Agent
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EAEERNUNE HFRALERES Migration Hub #  RVTools & H
g FiN
IR WK ERR  Yes Yes No No
( PR TCP)
HITHOER No Yes No No
eS| -60 minutes -15 seconds Single snapshot  Single snapshot
Server data use cases
£ Migration Hub  Yes Yes Profile only No
FRiR R RESE
*il’
BIBERIRESERE  Yes Yes Yes Yes
REEYE Amazon
EC2 EB&
BEBFEARE Yes Yes Yes No
BIELE Amazon
EC2 EB&
P& H & T hY £ 3 Yes Yes Yes No
RREBER
PE i B [ = B3 No Yes No No
ARER
Network data use cases
Migration Hub #  Yes Yes No No
R B
FEHZE Amazon No Yes No No
Athena U —%
A
EHZECSVEZR No Yes No No

LB Agentless Collector 1 Discovery Agent
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Database use cases

ER E MR
ERE (FEd
k) &8

xENERES
z

R ERBHER
BRMENMERE
B

R ERBHER
¢

Platform support

X ENERZRR

i

Yes

Oracle. SQ
L Server, My
SQL. Postg
reSQL

Yes

Yes

£ VMware A/
v5.5 TR E AR AR
H 4T BV AT
EXR#

RRAEERX

No

None

No

No

{F1 Linux =X
Windows {a iR &5

EE M Application Discovery Service , B FHIEHE :

Migration Hub #i
x

No

None

No

No

{F1 Linux =X
Windows {a iR &5

- B AWS, MFEFHMENR , BHSBELE Application Discovery Service,
- B EIEE Migration Hub X [E1F, MEFHMEEN , FSEEREIZEFHN U

T R AT AFEERER

RVTools [EH

No

None

No

No

F47 Linux {2l AR
£%. Windows fd
BRE§ =X VMware
v5.5 T E AR AR

« Migration Hub E£[E13Z Application Discovery Service FHIRZR M F B & A —[E 5,

Bl
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BBEEZE , ZFIREH 2025 F 11 A 7 B2 AWS Application Discovery Service , BIi§#EIE #Hi &
F. MREREFAH YK , FEXAHzHEM. REEFUUEEEEFERZBRE.

AEERAETALESENHEBEN , UARERZE WSS AWS Transform.

AR %5 AT A P FF A E RR

Application Discovery Service ##t 2025 £ 11 B 7 BEFELEZFHEF. AWS Transform &
T —RHRER Al RE , TRHEBCINIHEEFIERN VM REMFF(EINEE. RAEM Application
Discovery Service E FAJ AV EBEARKEREREFENREER  EBEEF 4 BANLEDE
B, ZMBARKRMBEATBERRFNEARNHBERNZOEREAE REA, AWS
Transform ¥ EESHEMNIHEE , |BEFFETEHL,

£ 2025 11 B 7 Bzal , BMASEEHE Application Discovery Service WZ MM FEM, #HA
BTSRRI EFTEERE  ERMNBIARMLLHERNEBRETAYE , UBREELET
NWEBERFEIERNHT. RMABEIRERABERE  BREEFERHABHIERFE , ARER
RV IER I BE AWS Transform,

AWS Transform &

AWS Transform REMEBBWHERA R , IR SFTE Application Discovery Service Thag , B 5|
ERAWFEE. CEBREEXENEREENNERRHLENRENT A6 X EFEARE
VMware IRE 2 M. WREATMASSLEARAHAKEMRFIRRE , FAREBRESMAMARGEE
RENENEREEE, ERESHETNERNERR, B 3P TEESNLEMN VM HED T EHER
Ihee , AWS Transform EEEEFHERAANREERFEERERERK S,

i3] AWS Transform FEGE , FTEEERER, Application Discovery Service FHIBRBEHREE
REBELZENE  BETHAL, EEFEREFFEBFNREZERK , A5 AWS Transform BE1%
B EA - Application Discovery Service FIPT B IR EMFT L ThREE Al LA B ThEE, EERKREAR
AWS Transform , 5828 AFIiER. AWS XEBEBKTEIR AWS Support A HE , LAFBY AWS
Transform FE SR EEBETHREZRZRNVEE,

EREAEE
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Application Discovery Service i1 2025 £ 11 B 7 HREELESHES, RESEELABREEFE
£, UERHEGENEBREER,

BREFEXINERE?

BAEFTEEIEBEBERNEMIE. MR UEEES &R Application Discovery
Service , BEEIERTA AL, MIBETHFNERBRISTFIGRE , BHRESETLEMERN , Sl
=R M.

2025 11 A7 H , FFEBIEE , @ L2 ?

BEIFENEF A LUEIBE AWS Support E12 & B4 AWS Supporte  AWS 3z 32 BB 7] 175 By &8 #8 SR 1E
{AT 2 AR A5 AR BA AV R RE S 5 1R

EEALRRMLEBERETR?

AWS Transform REZHN BRI ® 2025 FHE , AWS Transform BIEFELLEY Application
Discovery Service g, EBHE VMware IRE 2 M B E{LABMKERR ST IR LI ThEE, RMUEBSW
RBENERERZDE , UREF VNG TE, BHRE BFEERHKRIE AWS Transform,

EFE ffaI#¢ Application Discovery Service B#% ?

FEEFANEBER. BENERTLUE Application Discovery Service 8 K EFITER AL, ¥
RIER , EF B R AWS Transform , B2 Application Discovery Service FT B Z4 &/ Th
BEMIEsAThEE, THEEERER , M B AWS Support B LA BhEE#,

MREEHMEE , F5EB AWS Support B &M , EBEEMHFAQs.
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% 7E Application Discovery Service
AWS Application Discovery Service 58— X £ 281 , BEATHK T HEHK :

=Ff Amazon Web Services
B IAM ERE
& A Migration Hub FRAWRIEFEESE

=Xl Amazon Web Services
MBLEE AWS IEF | BER ToISBREY — .
SH AWS 1B

1. BARK https://portal.aws.amazon.com/billing/signup.
2. FHEERLETRET.

o EMEFREPRENEN , A EESFR B ARER,

EEEEM B AWSIRF , AWSIRFREAESEY . REAEFRTFIKIRFFHIFRE AWS IR
#MNER. FAREREER 6 FREEFIEERGERE  YHECRAREAERPUTER
REREFREES.

B IAM EHE

BY AWS tRFE , £E8NBE—BASD , XS0 UTBFEIRFHNAE AWS RBMNER, WS
DBRAWS IRFREMAE, AWS EEERA EREHAREMIRFNEFHFBUHNERTEA |, &
RETREFIURF PHAAE AWS EF,

BMABRBRETEURCEAEEENERE , IEREEEE, kit , FERRZEREERELER
IAM &I T AWS Identity and Access Management (IAM) BB EFHE, EEFXEHTERE
AERFE , RARBTOBNIRF EREEREE.

RYBUEERFERAEZN  LEFTEEVFEE AM EAE, THEZERBMIELEMEREN
IAM £ &,

£

5 Amazon Web Services 9
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2 IAM BEEERE

BiFTE , EE ERF S#AEE Application Discovery Service FF EEMIFF B BUR,
BIEEEFERE

EAWSIRFRHREVEESHEAE., WFRA , Foix (AM EAEER) FHEYE—E IAM
EHEHEEESEE,

By IAMEEEBFERE
BYEEE A EREE  BURRLRAEEETREER , EFERAEREST,

FA IAM SEBERRERIIEEE IAM FEHEH Application Discovery Service WIZE Bk, ME
Application Discovery Service 2 EBERNHEBER , FSH AWS 1 ZEBUER AWS Application
Discovery Service,

BYFEES IAM ERE

1. EPRAWS BEETIEE  EEZE IAM 124,

2. KR IAM EFEER) PHEAWS IREFHEY IAM EREFR , FHEESENERAENE
RREVIFEES IAM ERE.

B8 IAM EREERPHER

c EREFTEHENSRD , EEERARREREREEAENEE, ARRBFETEPERN
Application Discovery Service 2 & IAM B3R, & Application Discovery Service 3 & BR
WHHEEN , 552 AWS B ZEBUER AWS Application Discovery Service,

- ERBEAETNSR (TR DsILBFINER ) WSR+ |, FEEARAEER &R
FHRE®R D NAEFHNERAETER2ATENVENERIZSHEPHNEE,

3. HEZEMUMEAER , RAMMAEXRFE , M EREAKEHEFINRAR,
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Z A Migration Hub =AW R ZEFEE

BEEE AR AWS R F FiE#2 AWS Migration Hub X [E13, AWS Application Discovery Service,
BEFEEH

1. fEH AWS BHIREE A AWS BE XA |, A 7E https : //https://console.aws.amazon.com/
migrationhub/ B3RX Migration Hub £ &,

2. 7 Migration Hub A BEEKXF |, BERTE , AREEZEEH,

&1 Migration Hub ERISFREENEIERE , LARKR, KRENEBREK. NMFFMENA ,
§52:B Migration Hub £ [E13,
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AWS Application Discovery Agent (Discovery Agent) &z AZPE B[ REFFMVMs LA EE |
DRENEBABEFE. REEXSHIRRRER, RAEMEE. BTERF , URRRERK 2 BHER
ERNEMER. REBEEXZEBARZE Linux fl Windows E£ R , B UEERBSIEMRR
&%, Amazon EC2 #{T{ER M E &R L TBELERRK.

® Note
ERE Discovery Agent Z B , B ZE&1F Migration Hub £ [E15, BHBEFEEEHFHME
WRERER,

REREENSECNABIREPHIT , U EEZRER., ELBEF Discovery Agent i§ , EER £ B
I FREEEHES , 3@ Application Discovery Service 5.

« f5lan , MR eu-central-1REWEESE , E®arsenal-discovery.eu-

central-1.amazonaws.comfa Application Discovery Service &,
- REREZEELFEFHIR S us-west-2 LAV EEMET,

o MR us-west-22FBHWEEE , ©®arsenal.us-west-2.amazonaws . comfd Application
Discovery Service &,

BRI

FMmE  REEXSHRAHFENEIHER VM IKEER ., REEXSMR 15 £ & Ping Application
Discovery Service LAEUSHAREE N

WENERSSRMAE, SEFICARINEER. BMRERREEEFER. SUERALE
FRBREN IT EEREBERAKYE. IAELERRE A HENEHEE PHAITELMMREZH A
AWS | SREER.

Discovery Agents &{#F Transport Layer Security (TLS) 1% , #$¥& ¥ &£ # &= Application
Discovery Service, REERREAEETMERTARINBEBHAR. EARETESFEERRE,
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@ Tip
£ T HML B Discovery Agent B8 2 8l , B L KRE PAIEXEN LR G RERERER
HY S5 SRR

Discovery Agent Wi EEHY & Kl

AWS Application Discovery Agent (Discovery Agent) =& 1E A ZF 2R E A IR 25 FVMs L Z g 1 8k
f8. Discovery Agent BINERFERE, FIFEAXIMEERNKE,. BEFERNSREHERAGE
(TCP) ARRER. AEHRAKRENER,

Discovery Agent EEHN BRIV E B REF

"X, —FAREERMARSEDR VM,
- WENERRUTTE (KB) BEN BRIFSHEIEH).
« Migration Hub E#Z AP RERIZFEREL MB (MB) BEMNHRE
- BEMBNEROA15Y , I AWS 8 15 DEEEE .
« DER () RTINERRUABERREERNN AP EHEHBELEN . csvERPFER,

BERREN Description

agentAssignedProcessld’ REEXFFRZEREEEFNEERER ID

agentld RIBREXHME— ID

agentProvidedTimeStamp REREXBZN BHMEERE (mm/ddlyyyy
hh:mm:ss am/pm)

cmdLine’ ERSIBANRERF

cpuType FHATAKN CPU (PREEET) B

destinationlp HEEXBENEE P it

destinationPort ER/FEREE B RN ERER

family” BHRIINBEAGE

WEHER 13



AWS FERRARRRS EREES

BERREN Description

freeRAM (MB) A ARMGEAREXFERANTA RAM F1RE
RAM , BA MB &R

gateway BB B B B b 1k

hostName EHEREEHNEIHEE

hypervisor Hypervisor Hy38H!

ipAddress FHHY P Hht

ipVersion IP RRAS 4w 5%

isSystem’ WHERY  BHEEEFRETBMMEXERR

macAddress FHEE MAC bt

name’ HHWEER <M, BR, BEESNER

netMask’ RS EHFTEAY IP Mt FE

osName FHRENEXRREEE

osVersion FH ERNERREMRAE

BB RE TSR TR

sourcelp’ 3 IP HEWEE IP itk

sourcePort ER/FERRRH E RIS

timestamp’ REBREX DR ERE L AR

totalCpuUsagePct WmAPEEME LN CPUEREE DL

totalDiskBytesReadPerSecond (Kbps) PR R ST A2 KB

totalDiskBytesWrittenPerSecond (Kbps) PRSI B AR KB

totalDiskFreeSize (GB) ATAMKRZRE , 2L GB &R

WEHER 14



AWS FERRARRRS

ERAEER

BRI

totalDiskReadOpsPerSecond

totalDiskSize (GB)
totalDiskWriteOpsPerSecond
totalNetworkBytesReadPerSecond (Kbps)
totalNetworkBytesWrittenPerSecond (Kbps)
totalNumCores

totalNumCpus

totalNumDisks

totalNumLogicaIProcessors*

totaINumNetworkCards
totalRAM (MB)

transportProtocoI*

BRERAERE IR SR IRAF

Description
BYWE /0 BIENES
HBEARE , LGB R
BUWEA /10 BIENES
BYERTEBRREE
BYREAUTHEBRIES
CPU FH B REE TEH
hREEEE TR
FHRENBERTERHE

BERZOBBRUSER O ETHAITHRITER
B

AARES A FER
F# AN RAM BE
FRNEEERA G EER

AR RIE B STHATH R FR G RNER , FEERTIRE AWS Application Discovery Agent (Discovery

Agent),

- WAAFFREAWS Migration Hub =E[E1] , FREF IR L2 Discovery Agento

« MRBLEET 1x REANKREEX |, XEABREBT BT REFHRE,
« MREAREREENBEIT Linux , FRBEMEDE Intel 1686 CPU 215 ( bR P6

micro 2848 ) .

- E4Z % Discovery Agent FTEEIZEL S8,

- BRXEENERRE (0S) KRR :

TORIRE


https://docs.aws.amazon.com//migrationhub/latest/ug/home-region.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/id_credentials_access-keys.html

AWS FEREARRRE EREES

Linux
Amazon Linux 2012.03, 2015.03
Amazon Linux 2 (9/25/2018 E#H FM L&)
Ubuntu 12.04, 14.04, 16.04, 18.04, 20.04
Red Hat Enterprise Linux 5.11, 6.10, 7.3, 7.7, 8.1
CentOS 5.11, 6.9, 7.3
SUSE 11 SP4, 12 SP5. 15 SP5

Windows
Windows Server 2003 R2 SP2
Windows Server 2008 R1 SP2, 2008 R2 SP1
Windows Server 2012 R1, 2012 R2
Windows Server 2016
Windows Server 2019
Windows Server 2022

- MRENMRREENER , EEEFHABRE, REEXFTEEIR TCP EHIE 443 17H
arsenal. EMFAEERBEAEANERE,

flan , MREHWEREER eu-central-1, BHEM https://arsenal-discovery.eu-
central-1.amazonaws.com:443

- FEFREEERERER Amazon S3 FEB B FARELE.

« EEEAFET AWS Identity and Access Management (IAM) fE & | WEERER 1AM
AWSApplicationDiscoveryAgentAccess EHBEK, LWBERAUZREABERREATSLEN
REEXEE, NEZERRNFHENR , F28 AWS By ZEBE AWS Application Discovery
Service,

- MELNRREBHE (NTP) ARSFZRERE  XEBFERFTUEIE, FERNKEEDEEX
RIERE XMW KR

(@ Note
Discovery Agent &4 32 U tKEBREXNATHITIE , AI1E 32 Lt 64 L TiEER#K LEF,
EREAE - HTEERDEBENRREMHE, HAHTRERIXEAR Linux F
Windows fEERM. YENTRBILEEGHPRA,
SRR 16




AWS FEREARRRE EREES

Z % Discovery Agent

LB MR B I FE Linux 1 Microsoft Windows £ % g Discovery Agent,
£ Linux L% £ Discovery Agent

£ Linux LK THIRERF. BMRLERZH , FFHE2ERE Migration Hub E[EF,

(® Note
MREERBFRZ BRI Linux liRAE , FBEER Linux FERNZE8EE,

FEER B LZRE AWS Application Discovery Agent

1. % A Linux RIBRES=R VM , ¥V HM B LGN RERR TH.
2. YIBRIFHWEZFIERGSIRERAETHZEESE.

a. HERGBTITE , FHITUATH T

curl -o ./aws-discovery-agent.tar.gz https://s3.region.amazonaws.com/aws-
discovery-agent.region/linux/latest/aws-discovery-agent.tar.gz

b. EHE Migration Hub £ A TE , BFHT FHIEE :
i. BEAAWS EEIF#EA WHIRBILR https : //https://console.aws.amazon.com/
migrationhub/ #9 Migration Hub £ &,
i. EEAEEEEMRERT , EEIE,

i. HAWS REAERA LGRS , BETHAEREN , AREZFERARN Linux BN TH, £®
TEREYEBRLR.,

3. FEATIHZ=AnT A BEZEEANEBRSERE

curl -o ./agent.sig https://s3.region.amazonaws.com/aws-discovery-agent.region/
linux/latest/aws-discovery-agent.tar.gz.sig

curxl -o ./discovery.gpg https://s3.region.amazonaws.com/aws-discovery-agent.region/
linux/latest/discovery.gpg

Z 8 Discovery Agent 17


https://docs.aws.amazon.com//migrationhub/latest/ug/home-region.html
https://console.aws.amazon.com/migrationhub/
https://console.aws.amazon.com/migrationhub/

AWS FEREARRRE

ERAEER

gpg --no-default-keyring --keyring ./discovery.gpg --verify agent.sig aws-

discovery-agent.tar.gz

REEXLFAEH (discovery.gpg) EEMR 7638 F24C 6717 F97C 4F1B 3BCO 5133

255E 4DF4 2DA2,
4. fRBRAE tarball , 2T AR

tar -xzf aws-discovery-agent.tar.gz

5. BERENERN 6 BFEETIEP-BRELE

i)

Z 8 Discovery Agent

(iR ) % Discovery Agent YR ERERH
AR

MATHAES. ..

EERERERES  BPTREERXLE
wE, MTSEBIFTR. FELLEHIF | #
your-home-region ERAENEEER
. #8 aws-access-key-id R BIEH
EHE8 ID, ¥i§ aws-secret-access-
key BRAENIZEFIREE,

sudo bash install -r your-home-
region -k aws-access-key-id -s aws-
secret-access-key

RIBEER , FRAEEHEEFTARBEB TR
WEREH.

BMEREER L RERAR,
T8, MRETFHEAREEXEBD THREER
B, FEHTREEXZEGTREE -u

false 28,

FEXREFEANRE  FRTISBHEENR
HERAZESDT

- -e RERR.

f£ Linux EZ& &



AWS FEREARRRE EREES

BE.. BATILAESR...

o -f REEERRE,
- -g REBEBHEHRE.
- i REERERR.

UTREAFEARESENREENR RS
TEH,

sudo bash install -r your-home-
region -k aws-access-key-id -s aws-
secret-access-key -d myproxy.m
ycompany.com  -e mypassword -

f proxy-port-number -g https -

i myusername

MRENREFTFEZSRE , FIEH -eM
'i %;ﬁo

WEHZERSER https , MREHKIE
£/ HTTP , httph -g BEERE .

6. WMRENBEREEINELR K LEFHFHIERE, REEXTEIEE TCP HEIEIE 443 FH
arsenal. BT EERBUEMIEANERZE,

flan , MREHNEEHE eu-central-1, EHEMEM https://arsenal-discovery.eu-
central-1.amazonaws.com:443

EIR Linux £AMWEZEEE

BLERM Linux £4& , #5120 SUSE 10, CentOS 5 # RHEL 5, B IEIRHE , RERHEARTE, E
L ST RERIBTMBEEHout-of-date BB , ERREEXNENETHEEITHREENS,

Curl

Application Discovery REBRERFEE curlFaEEE AWS AR ETEZEBEHN. BEERY curl &
EREHEERA Web RIEETER.

f£ Linux EZ& & 19



AWS FEFIRR S RE B R
ZZE# A Application Discovery REBREXNAEMN curl IRABREBFIERE , BIEL -c true B8
BITREEDTH.

BERERBEGHES

BMRAY Linux RRATEEAE BN RERERIE (CA) EHES , cHRENBERBEFAZLITEE
=

= E M Application Discovery RERRNAESH CA EHHESREFMBIRE , FHEE -b true &
BHTLREESK.

BLEZRESTHERTU-EER, ETHEMGTF , MEETHRSEFEEEEREETH

sudo bash install -r your-home_region -k aws-access-key-id -s aws-secret-access-key -c
true -b true

#£ Microsoft Windows £ % £ Discovery Agent

m

SR T 512 5 BLFE Microsoft Windows £ =8 REEN. BRNERF 28 , FRECLKE Migration
Hub E\EI"E_UEEO

EERHUZZE AWS Application Discovery Agent

1. T& Windows REEXNZEELN | EFEZM 1 Windows R#EIITREER,

/A Important
EEM FE Windows FHTRZERER K BATCHEELLE, REEXREETRGT
RAFRHT. (MREEKEZM TLEER , AIXEBENE/BRENLBRBRZENR
BEX  RAE2EEEETHERNRZERIR, )
R Windows REBREXZRENE M EREBBE[RAH Visual C++ x86 FAITH |
TEEHBERERERNHRB 2L E Visual C++ x86 2015-2019 #1TH,

2. LEBEBHIRARGTRRFER , YEEEEREFLEREHANLE,
3. HERENERN A6 FEETIEF-BRELE.

1£ Microsoft Windows L% 20


https://docs.aws.amazon.com//migrationhub/latest/ug/home-region.html
https://docs.aws.amazon.com//migrationhub/latest/ug/home-region.html
https://s3.us-west-2.amazonaws.com/aws-discovery-agent.us-west-2/windows/latest/AWSDiscoveryAgentInstaller.exe

AWS FEREARRRE EREES

BE.. BATILAESR...

Z 4 Discovery Agent EEZEAREES K BFRTREENZES
T, MTRHEFIPAR. FELLEHIP | 45 B
fRyour-home-region BENEEREITA
. aws-access-key-id # B BIEH
FH £ ID, ¥i§ aws-secret-access-
key BMRABZHALZFIEIE,

B , B A LUEE INSTALLLOCATION 2
BlC:\install-location HMERRER
REBEERERANLEME, B0 INSTALLLO
CATION=" C:\install-locatio

n". BEEMERRKRERESA [INSTALLL
OCATION #&&] \AWS Discovery, 1R
%, REMNER Program Files BRI,

HE , BALAEA LOGANDCONFIGLOCATI
ON BERERERA AFERRMEEBERNTE
5% B 8 (ProgramData), E4XHNERREEA
[LOGANDCONFIGLOCATION path 1\AWS
Discovery o

.\AWSDiscoveryAgentInstalle

r.exe REGION=" your-home-region "
KEY_ID="aws-access-key-id "
KEY_SECRET=" aws-secret-access-

key " /quiet

BRIBEER , FRAESHEEFTAREB TR
W EREH.

BMNEBEERLRERAR.

T8, IRETFERERAEH TRAEA
EH , REITAERAZEGSRETETY
2% : AUTO_UPDATE=false

1£ Microsoft Windows L% 21



AWS FERRARRRS

ERAEER

(1BF ) %% Discovery Agent Y 5% EFEH
IR

MATHARZE. .

/A Warning

FREDARATBLEZEEFTNES
HEmER.

ERTEHEEPHRE BTN LEBHFHE
EREETK we

« PROXY_HOST - REEXHMNEE

« PROXY_SCHEME - R E&E#E#iR

« PROXY_PORT - RIEEZIRRE

- PROXY_USER-REFAERR

« PROXY_PASSWORD - R fi & %15

UTREAFEAREBENREENRE D
TEH,

.\AWSDiscoveryAgentInstalle
r.exe REGION=" your-home-region
KEY_ID="aws-access-key-id "
KEY_SECRET=" aws-secret-access-
key " PROXY_HOST=" myproxy.m
ycompany.com " PROXY_SCHEME="http
s" PROXY_PORT=" proxy-port-number "
PROXY_USER=" myusername " PROXY_PAS
SWORD=" mypassword " /quiet

MREZHREFLZESHRE , FEK
PROXY_USER #1 PROXY_PASSWORD Bk,
WEHZEGSER https, MREHRE
£/ HTTP , httpid4 PROXY_SCHEME &
EBE .

4. MBRECEBENERERZINRE  BHREEFHARBERE. REEXEEEB TCP EiZE
443 7B arsenal, BT EERBUEMEAEREE,

1£ Microsoft Windows L%

22



AWS FEREARRRE EREES

Flan | MREHWEEIBRE eu-central-1, BHEEATHIEE : https://arsenal-
discovery.eu-central-1.amazonaws.com:443

EHHZNBBAR

HHA Windows Server 2008 FIE AR , Amazon LR IEwmZEH N FH SHA256 BREE
Application Discovery Service REREXREEH. M Windows Server SHA2-signed B EI E#T ,
REREME REK Hotfix AT SHA2 ZE 5 58T, SP2 Microsoft B R #HT X & Hotfix BBIRE
Windows Server 2008 SP2 £ #& SHA2 B 75 8. SP2

(® Note

Microsoft X E2\B12 it SHA256 & Windows 2003 WIS ERX. HREH Windows 2003
FHIERLEELEEE , IEEFHAR.

FBHITHR

1. T & Windows Agent Updater,
NEBEGTRBMBTRRF T,
BEEREENMEANNVE,
#}IT T 5T,

R

AWSDiscoveryAgentUpdater.exe /Q

&1 Discovery Agent 127
Lt B HEERBA MM 7E Linux 1 Microsoft Windows L& Discovery Agent,
£ Linux E& 2 Discovery Agent f2/F

B LAMEA Upstart, = System V initT B , ERHKEREE Discovery Agent systemdiy1T
Fo UTEBERESEEN I EPZEEBNTT

& Discovery Agent i2fF 23


https://support.microsoft.com/en-us/topic/update-to-add-sha-2-code-signing-support-for-windows-server-2008-sp2-f120e4d0-da06-6860-3610-59c5cd0b7cd2
https://s3.us-west-2.amazonaws.com/aws-discovery-agent.us-west-2/windows/latest/AWSDiscoveryAgentUpdater.exe

AWS FEFIR2 R RR IR RS
systemd
&1 Application Discovery REREXNHH
5% CEED)
BEREEXRETHITH sudo systemctl status aws-discovery-daem
on.service
BEIRERER sudo systemctl start aws-discovery-daem
on.service
FLERERERN sudo systemctl stop aws-discovery-daem
on.service
EFREAERR sudo systemctl restart aws-discovery-daem

on.service

Upstart

Application Discovery Agent I EEa o

% CRD)
REREEAREHITH sudo
BEREER sudo
FILREERX sudo
EFNRBREREN sudo
on

initctl

initctl

initctl

initctl

status aws-discovery-daemon
start aws-discovery-daemon
stop aws-discovery-daemon

restart aws-discovery-daem

£ Linux FEEEF

24



AWS FERRARRRS

ERAEER

System V init

Application Discovery Agent I EE &<

7% me

BERERARTHTH sudo /etc/init.d/aws-discovery-daemon
status

BEBREREN sudo /etc/init.d/aws-discovery-daemon
start

FLERERER sudo /etc/init.d/aws-discovery-daemon
stop

ENMEAEREN sudo /etc/init.d/aws-discovery-daemon
restart

£ Microsoft Windows & Discovery Agent I2/F

AT LAEB Windows Server Manager Services £/ , E R KB EE Discovery Agent 1T AR, T

RVPBITH *o

1175 R &8

BRENEEXREHITH AWS RRREER
AWS RZEEFER

BMEBRERR AWS REREEN
AWS RREHER

FLERERERN AWS FRREREER
AWS RREHER

EMREBRERR AWS FRZEREER
AWS RREHER

AR % AR RE/ B 1F
ER%A

i#IZ Start (B @),

#1E Stop (fF1k).

i#1E Restart (EFTE),

1£ Microsoft Windows E EE2FF

25



AWS FEREARRRE EREES

fEBRZ & Discovery Agent

W E R MR ZE Linux A Microsoft Windows £ Discovery Agent,
£ Linux L ##Rr% % Discovery Agent

AEIER A AT R RR 2 8 Linux &Y Discovery Agent,
MREER yum EHEEES , FHRRETE ABEEX
- MRFEAyum , BEATIGSHBRZERERN,

rpm -e --nodeps aws-discovery-agent

WMREMER apt-get EHEEE | FHRRERE REENX

WMRER apt-get , BEA T THEEREE REBEEX,

apt-get remove aws-discovery-agent:i386

MBIEBER zypper EHEEE |, BHEKRTHE REERX
o WMREH zypper , BEA TG THRRZERERER,

zypper remove aws-discovery-agent

£ Microsoft Windows Lt fi#Br% 8¢ Discovery Agent

A EIERBA M TE Microsoft Windows L fBRZ % Discovery Agent.
EEMBREZHE Windows EHIRZERERER

1. 7£ Windows A58 RI% HIE 4R

2. EERIAL,

3. EERANIbEE,

4. EHAWS HRERERER,

f#BR % % Discovery Agent 26



AWS ERERERRE EHAEERE
5. EBEMRZTHE,

® Note

MRGBEZBEEBRZERBEACREFRERERESX , B /repairfl /
norestartiBEH T T,

.\AWSDiscoveryAgentInstaller.exe REGION="your-home-region" KEY_ID="aws-
access-key-id" KEY_SECRET="aws-secret-access-key" /quiet /repair /norestart

AW TSIE Windows LFRREZERRAERER
1. LUBBEARE—THRK,

2. EEBTRERFT.

3. AT SRMABRZE Windows LHHRRAEER,

wmic product where name='AWS Discovery Agent' call uninstall

® Note

MR . exeBREFERFARSRI L , BAUEATIHSRAKRSTEHBRLERERN. URE
FERLGTHRRZE K AEEHREREEREXFTEEMSEA /repairMl /norestarti#IE,

.\AWSDiscoveryAgentInstaller.exe /quiet /uninstall

B E) #11= 1k Discovery Agent B ¥ &

EBE] ML E Discovery Agent 2% , MRERKRERF L , BUUEFHREEC, EALIER PSR,
NIEB #1T API EIYAE AWS Migration Hub 32 & A EBFE 1L BRI ESS |, BB FRABBHE
IEERUEE AWS CLI, BItAZ 8T , SIS EE B Discovery Agent FTEEM FELE I8,

FBMEIEERINE 27


https://docs.aws.amazon.com//IAM/latest/UserGuide/id_credentials_access-keys.html

AWS R RR RIS EAEEE
&% AWS CLI S RBRIF L ERIKE

1. MREEKEEM , BREBENEZRFER (Windows = Mac/Linux) Z2 AWS CLI BEH
WERA |, 552 AWS Command Line Interface R &,

2. BB SIRTRET (Windows) & iH# (MAC/Linux).

a. ®A aws configure A& IR Enter &,
b. ALK AWS FEI2R ID F AWS REFIEIR,

WAERESBBNWERS , §lI0 us-west-2, ( RPELEHI PR us-west-22EH

d. EATEREEHERM text,
3. EESKLEFLIMBERREZREERN ID, F@WATIHSGS :

o

aws discovery describe-agents
4. HEAREEXRKRENNE  FRATIST
aws discovery start-data-collection-by-agent-ids --agent-ids <agent ID>
FEFLERERANENNKE  FRATIST :

aws discovery stop-data-collection-by-agent-ids --agent-ids <agent ID>

REREREN T HIER
WEE®EE Linux A Microsoft Windows L& Discovery Agent #fE 2
Linux _E#J Discovery Agent &

MREFE Linux EZESHFEH Discovery Agent BHBZIRIRE , 2B T 5B &KMBRENIES, B
MY AR EEX S EE Application Discovery Service EiRHI B/ EIRER , AWS Support BE &
RIBEER,

. B

Discovery Agent #9 B 558 R R T 5 B &,
REREEAREIH 28



https://docs.aws.amazon.com/cli/latest/userguide/

AWS FEREARRRE EREES

/var/log/aws/discovery/

B

AFEREHEA  WEHEMRHEXIEMEN,. BBHARENHRREAESL.

- 78

ok

A8

v

Discovery Agent 2.0.1617.0 MR E#T AR AR B RBE RN T 5B &+,

/etc/opt/aws/discovery/

2.0.1617.0 Z Bi#J Discovery Agent iR A 4ERERE R A T 5 B 8,

/var/opt/aws/discovery/

- MEMABBRER Discovery Agent BIEREA |, FF2E REREERXH LR EH.

¥ Microsoft Windows £ #J Discovery Agent 3 1T & [ 50

W R IBFE Microsoft Windows &2 £ AWS Application Discovery Agent B Z|fERE , FSE T
SIEEEREMERNIES. AWS XEBESE WM ARIERX N HEE Application Discovery
Service HIERN B ERBERBRELER.,

. RETR

EREEBERT  REEXZEG ST R, Hlin , E Windows Services Manager B Rk & IRFE 14
KREBY , EOeRBE LM, TEEERT , ¥ /log install.log Ea S REAFMEALE B,

- EERHK
£ Windows Server 2008 ME#ThrA+ , KEREX HFFEMNR T3 8 #.
C:\ProgramData\AWS\AWS Discovery\Logs
£ Windows Server 2003 # , RIEEX BEFERA T 5B 8.

C:\Documents and Settings\All Usexrs\Application Data\AWS\AWS Discovery\Logs

# Microsoft Windows _E#Y Discovery Agent ¥ 1T fER 29



AWS FEREARRRE

ERAEER

AFEREREA  WELHERHAZERY. ABARIREEAES.

- HHEER

£ Windows Server 2008 MEFRAH , KEENBEERNVNA TIE.
C:\ProgramData\AWS\AWS Discovery\config
£ Windows Server 2003 A , REERNHRBERNVRATINE,

C:\Documents and Settings\All Users\Application Data\AWS\AWS Discovery\config

-« WFEMARBEREM Discovery Agent FIER A , 2B REMEREAY TREL

# Microsoft Windows £ #J Discovery Agent #{T#ED

30



AWS FEREARRRE EREES

Application Discovery Service A EBE W ESS

Application Discovery Service S EFE N UNEEST (Agentless Collector) 2 —BAIHBEAE |
AEBREREERRNAZRUEEBRADBBBRENES , SEARSFRERER (Hw, FER

. CPUs®E. RAMBE ). EREFHEER, ERARER  URASNHERRSE ZERBRE
WER, FeFARBRRNERERE (OVA) BREELMN VMware vCenter Server IREF T Agentless
Collector A EH#EE (VM)

Agentless Collector EFEH{LEEE , RFFHEMAZE Agentless EF 7. Agentless Collector 2
VMware VMs M7 # Rl iR2F N EERINIEH, BRRME—(EEE , ARRERIPEE MRS 2 BHERK
RENER,

Agentless Collector FEBWE R EERRBNERENAENHEEER , URASIBERKRSEFZEH
MW REESR , ’KXE AWS Application Discovery Service ( ERRRNIRRRIE ) WERWE,

Application Discovery Service 82 B4 AWS Migration Hub , EERIE T EAS S EBREEAER
FE-FERARKECEBER. SR RRETNMAAREE. B8 Amazon EC2 B3R, REBLERKE
R, BARSIEIIERAERD  ABRETEEHA Migration Hub T A EHSEEARINER

e =
ARRE,

Agentless Collector B EHM 2 T ERIUEEE 2 B2 AWS Database Migration Service () BEAWS
DMS, WEABBRBREEBE AWS B, B UEHERENS T ERRERERIZREBETN
ERENDNARS K YBRVEEBBE WRAKI[EST AWS Ein, LERNERBGWE CPU, &
BRAMRAENERNEFEERNERFERARESE, RESELEEZE , B LEH AWS DMS *
BRAEREERFERERNBZRER,

Agentless Collector B 5& R4

LR 26/ Application Discovery Service Agentless Collector (Agentless Collector) 9 5 5R &4 -

- —HZE AWS IRF,

-« £ AWS Migration Hub EIF& AWS HIIRF , 528 E A Migration Hub E#ZE & WEEFE R,
&H Migration Hub EREERELNEERESE , LARKRR., REMNEBEH,

- REAMEA AWS ZEBER AWS WIS IAM &£
#&AWSApplicationDiscoveryAgentlessCollectorAccess, &EFAEREM DT
ERUNERE |, It IAM ERE UL AEAMERTFZE IAM BUERMN DMSCollectorPolicy
FleetAdvisorS3Policy., WFEFMEN , FSBEE Application Discovery Service A IEFRE
W EEEE. IAM fEF & % ZBFE Migration Hub EEIFHEEN AWS tREHE I,

TORIRE 31
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« VMware vCenter Server V5.5, V6, V6.5, 6.7 = 7.0,

(® Note
Agentless Collector X BT A ELRAHK VMware , B3I B st 6.7 7.0 ARESTH
o

« ¥ VMware vCenter Server 58E , BHEEZR U UARKHEREEFBFNMNBRAT UREN
vCenter B3%.

- Agentless Collector FEiEB TCP EHZIE 443 HZ @ AWS BiEETELFR., NFELBENE
B B2l REMHANBLAEHFE AWS i,

- EEFHERNEMTERKREERE , BEMSRERES Migration Hub EEFH FEIT AWS [EiF
Amazon S3 FETE., ERENTERNKERESKEFHPRERFBRIELR Amazon S3 FEFET
B, MEFMET , F2E (Amazon S3 FRAEER) PHELFIFE,

« Agentless Collector £ 2 fixFEE ESXi 6.5 HE MR,

=07 @ R AR SUTZER AWS PRI HEE 10 SR

Agentless Collector B BIEEFIEEE & AWS IRBHEEH N H ECR f#7FEREE Docker G X E
. MREEREREERIEHYEIREDR Amazon ECR WFE , B AEEEWHBE A EFITHIE
B, THEEAEBSEHEE

- EEEFHMER ARNs : arn:aws:ecr-
public::446372222237 :repository/6e5498e4-8c31-4f57-9991-13b4b992ff7b

o HEMEFE : ecr-public:DescribeImages

SRERS XU HZEY AWS 85

MERBEMRNE L ERZEIRE , BABEEHFHPAERE , LAFFEHFE Agentless Collector
TR AWS @818, B AWS BiIEFEFE L FEREBURNZR Migration Hub EEF XA (R
2 ) B, us-west-2 HEMEIT,

R AWS BHIRE EEEE us-west-2 , A TREBEEEH FEUE

 arsenal-discovery.us-west-2.amazonaws.com- WERSEALBEHRRBFHLCRENS
HIAM EAERE. WESRUEEATCREEZNFFRENER , RRETERHEHR us-west-2,

RERREE 32


https://docs.aws.amazon.com/AmazonS3/latest/userguide/create-bucket-overview.html

AWS FEREARRRE EREES

- migrationhub-config.us-west-2.amazonaws.com- WEESSSFEALMAE , BIFIRHEMN IAM
FERERE , YERESSEREEXEBEEES.

« api.ecr-public.us-east-1.amazonaws.com- WEERE A LBERFERTHNEN.
« public.ecr.aws - WERFEALEE T HEH.

 dms.your-migrationhub-home-region.amazonaws.com— YEEESF A L MAEERZE AWS
DMS & RS,

« s3.amazonaws.com - WESSFEALAE K BEREMITERRERBARENER FEZEN
Amazon S3 fE1FETEE,

« sts.amazonaws.com- WERFERA LR T BB ERCHRENIRE,

WR AWS ZWIRFAERETR , AT HEHEEZEE L FEUEus-west-2 :
 arsenal-discovery.us-west-2.amazonaws.com- WERSFEANBERBEBHLCKREME
B 1AM & B

- arsenal-discovery.your-migrationhub-home-region.amazonaws.com- W& FEH

REREENFETFIRENESR,

- migrationhub-config.us-west-2.amazonaws.com- WEESSSFEALAAE , BIFBIREMHEMN IAM
FERERAER , HEWESREKEREEEMEEEE.,

 api.ecr-public.us-east-1.amazonaws.com— YEEES &M BT RFERTHNER,
« public.ecr.aws - WERFEA LB TEHERN.

 dms.your-migrationhub-home-region.amazonaws.com— WEESE A L AITEZRE AWS
DMS &R &SR

« s3.amazonaws.com- WER[REEALMEE K BENEN S TER/IKEEERENER LEZEHN
Amazon S3 f#ZET 8,

« sts.amazonaws.com - YEESFEALLAER T HRKESRERENIRSE,

#%7E Agentless Collector i , BARERINEIRERMEFHER - FRELNEAER , AREBEH -
IRBAWS BSLER, FRERRERE. EBEHRTEER Agentless Collector EREZVHEEZFEZENF
U E A —1E AWS BEM HTTPS B4R KBTS Ko

MR AWS #5EE T B §9ELR |, Al Agentless Collector AR BN RN PBRBINES B, WFEMMA
BIE ERNEHEET AWS |, F20 B rERERERWESESRTE AWS B &L EEN B E,

FRER A & 33
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=828 Application Discovery Service R ERE I EES

£ E ' Application Discovery Service Agentless Collector , A EKXER I IAM EAES THKE
. LEEEZES 5| ELRMBNESRFIERINT R,

% Agentless Collector 237 IAM FH &

£ E#F A Agentless Collector , & A Migration Hub 2 AW EEF EEEHEBHBERE HERN
AWS R E R E I AWS Identity and Access Management (IAM) £ &, A& | 1Bt IAM ERAERE
BAERALT AWS ZE B AWSApplicationDiscoveryAgentlessCollectorAccess, SEEEI IAM FH
HRHEEL IAM BUR,

ERERENENSTERKERE  FEYMEFFZE IAM BUR, BLBURARERFE Amazon
S3 f#17RTEE AWS DMS M APl MFFMEF , F2H0H (AM EREER) FRNEILEFZERXK,

- AT JSON BXEEHREIDMSCollectorPolicy Bk,
JSON

"Version":"2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": [
"dms :DescribeFleetAdvisorCollectors",
"dms :ModifyFleetAdvisorCollectorStatuses”,
"dms :UploadFileMetadatalList"
]I
"Resource": "*"
}]
}

- FAT% JSON BRIEHRELFleetAdvisorS3PolicyBiK,
JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [

BE W ER 34
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"s3:GetObject*",
"s3:GetBucket*",
"s3:List*",
"s3:DeleteObject*",
"s3:PutObject*"

]I

"Resource": [
"arn:aws:s3:: :bucket_name",
"arn:aws:s3:: :bucket_name/*"

EREHIF | #& BRbucket_name BIETE TTRIFRH LS EBRPEMAY Amazon S3 EFRrE B,

RAEZREEINIEEE IAM & LUEE Agentless Collector £, BRI FEE IAM FHER BB
BRELREEEETHEER , BRFEAERET T,

BUEES IAM A ELEE Agentless Collector &£/

1.

£ HAWS EEERA  FRALSARE PREXESN AWSIRF , EEF IAM E2AEA
Migration Hub FEAMEEFEEE,

KR (IAM ERERERE) FNE AWS IRFHEY IAM EREMR , FREEEENFERENE
RREVIFEES IAM ERE.

EfE IAM EREERPHETR
- EENFREENSRYD  EREXFRFE. FI8  BATER  BERAELFEERAR

B IAM EEREZEABRRAWS FHEZRER , T RNEE AWS 2 EFHG

- EREFTEENSRY  EEREERREREEETFERAENEER, REEBRBERE

AWSApplicationDiscoveryAgentlessCollectorAccess AWS ZEBX,

jEE | JBHI DMSCollectorPolicy#FleetAdvisorS3Policy®BFZE IAM BUR,

- EREEAEFINER (TSR DsULBFINEIR ) WSRT |, FEEAWEAAEMEH

FHER ID NINEENSRFEFERENEINEZTIZZTRINEE, EEFEE FEAE
EFmeRxERECEEARES,

WMMTFRNERE AWS Z2HEEY. NIFHBRSB|/OMEES , F28 (AM £RAEER) +
MU EERPBENEARGEHBBREFRER.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
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AWS FEREARRRE EREES

T # Agentless Collector

& EEXTE Application Discovery Service Agentless Collector (Agentless Collector) , &% AT &I ZpE
Agentless Collector Open Virtualization Archive (OVA) #3%, Agentless Collector &% $ 1 A EZBER
£ VMware IRIEPHERR . WTRRBUATHRES OVAER , T— BT RAIRP AT EX
E=x,

TEUWESR OVA ERIBRETEMEHEMN

1. LA VMware EEE 55 & A vCenter , W EHRE TR EH Agentless Collector OVA R B #,
2. 7% URL T# OVAEZER :

EAEEXKESR OVA

3. BRELENRRREHEANMEESR L , TH MD5 5 SHA256 LA
NETEREANENER, FATRNERRIELRSRPT
BApplicationDiscoveryServiceAgentlessCollectorfViER,

4. RIBEM Linux 84L , ITHRABEER MD5 i = SHA256 @5 , 2RERFE
ApplicationDiscoveryServiceAgentlessCollector.ova ERNMBHXERTEETH

Y& B MD5/SHA256 &R P EHMF.

$ md5sum ApplicationDiscoveryServiceAgentlessCollector.ova

$ sha256sum ApplicationDiscoveryServiceAgentlessCollector.ova

HEEAEERES

Application Discovery Service Agentless Collector (Agentless Collector) & AZEE VMware
REPLZENERRE, AERBMAZILBEE VMware IREF TEA Open Virtualization Archive
(OVA) 2=,

Agentless Collector FE 5 #25 #7 1%
Agentless Collector version 2

o ¥EEXRH - Amazon Linux 2023
- RAM -16 GB
« CPU -4 @&

THkESR 36
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https://s3.us-west-2.amazonaws.com/aws.agentless.discovery.collector.bundle/releases/latest/ApplicationDiscoveryServiceAgentlessCollector.ova.sha256

AWS FEREARRRE EREES

« VMware E£3R - 2B VMware L #1T AL2023 9 VMware = #ER

Agentless Collector version 1

« EEZRH - Amazon Linux 2
« RAM-16 GB
« CPU -4 {@#s

THEFEZED 5| ERE VMware IREF EBE Agentless Collector OVA B,
ZB& Agentless Collector

1. BA VMware B2 8 5% & A vCenter,
2. HFATHED—FEHERZHE OVAER :

- AUl REBER , ERESNEOVF EX  BREE L—SHTHOWERS OVAER , ARRT
BEE, BEMRFEEERRNPHAERES ERRE

- FADRY  EERGOHREWES OVAER , B TEIEMEA VMware Open
Virtualization Format Tool (ovftool)s &ZE T & ovftool , 55t OVF T E X4 EHEZEBMRZA,

LU 2R ovftool 575 TRERKINERR OVA HERMVEH,

ovftool --acceptAllEulas --name=AgentlessCollector --datastore=datastorel
-dm=thin ApplicationDiscoveryServiceAgentlessCollector.ova
'vi://username:password@vcenterurl/Datacenter/host/esxi/"’

AT EREA &5l Hh 44 Y B

- ZREEERAR Agentless Collector VM HI & &,
ERFEMER vCenter PERTFRENE R,
OVA EREBBER THRUWEERR OVA BRER,
EAEBB/BBREN vCenter BAERL

- vcenterurl & vCenter B URL.

. vi B2 VMware ESXi EHHEER,

3. 1£ vCenter &K B ZEM Agentless Collector, £ VM LIZ—TEBEAHE , AR BERKE
/J?\\ Eﬁfﬁ&%lﬁo

BE W ER 37



https://docs.aws.amazon.com/linux/al2023/ug/vmware-supported-configurations.html#vmware-host-requirements
https://www.vmware.com/support/developer/ovf/

AWS AR RZRS R
4. HoiEH  WWESEMN IP it ESFERE vCenter 1, BRI LUEAL IP thit B ELE FE UL EESS,

fZHY Agentless Collector £ &

T 52 /57 88 an{a] /7 HX Application Discovery Service Agentless Collector (Agentless Collector) F 3

L
Ho

1ZHY Agentless Collector £ &

1. BB Web BB , AREMBUFIPEWATY URL : https://<ip_address>/ , HF
<ip_address> 2R E KUK IP it HEELEREXWESS.

2. BE—)R7FHL Agentless Collector B , FEBERKBER. 2% , RESEREEA,

MR ERE—IRTFH Agentless Collector E12 & |, ETREHK REBREEKES. 8, £8F
#| Agentless Collector & &R

REERNEERAWRSE:SR

Application Discovery Service Agentless Collector (Agentless Collector) & Amazon Linux 2 B E
EEMET (VM), T —EisREBINa[1E Agentless Collector A MIERE Agentless Collector EH L& E U
£33 VM.

EREEREEXNWRESRAER LRERER VM

1. BRIKEREZR  BARERNEZBREBITC. BRALEEERE , ETEITEHHRFET.

2. TEERREST , @A AWSIRE IAM FRHEN AWS ERESBMNA TSR | LUEE AEBENH
RE , UIZWRESRFERINER, WFE IAM FHEERNHEBEEN , B2 F Application
Discovery Service X ERERINEERS,

a. HRAWS FEE€R K WALIKEEABNE AWSIRFZIRE IAM EHENFZESE,
b. $¥AWS AFEE K WALEREEABNE AWSIREZIRE IAM ERENALZ SR,
c. (BA) MRENPEREEFAREEFENAWS , FRAREIH, RBEEE  UREEH
FERARERERRB[ETEIREMENEAESR,
3. 1£ Agentless Collector Zi#& T , E2E AR BT Agentless Collector FEUER 215,

- BRESADNE
- BRRESEANRN 8 E 64 HF T2

FEMERERE 38



AWS FERERIRRRE EREER
- EBMSBEELTEUATHERR W —EFT
- NEFE (a-2)
- REFE (A-2)
- ¥ (0-9)
« FEERHFT (@F ! #%*? &)
- EBTRSETIFIUANEKRFT : @F ! #%*? &

a. &H¥ Agentless Collector 8% , & A AR T WK S FEEN ZB.
b. ¥REHE A Agentless Collector %5 , A7 HTHRE , FEXAARE,
4. HEHMERET , BERESH. EEEEES | HEIREA R,

5. EERHA Agentless Collector WEBBIEH , BFEHEMRET , BEE B EF Agentless
Collector, MR ERBEULZENG R , AIFEEFEE#T Agentless Collector , 30 HPTIRF B E
Application Discovery Service R EFE INERS

6. EERFREFERE,

T %I EERR AR Y I EE SR RE 7K

EAEREK
(& ) ERE Agentless Collector VM BV FREE IP #thiit
(1ZF ) £ DHCP #% Agentless Collector VM E & [E]
(1B ) %E Kerberos §nRFBAHE

(iZf ) 3RE Agentless Collector VM I TREE IP it

T35 BBERBA I 3% E Application Discovery Service Agentless Collector (Agentless Collector) VM HY
AR IP b, B—XRER , WESR VM EREAFEABREIHERBAWHE (DHCP),

® Note
Agentless Collector X & IPv4, EFX1E IPv6,

(ER ) REWES VM BT IP it 39
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Agentless Collector version 2
EREMESE VM HEREE IP iyt
1. & VMware vCenter WWE T 5K ENA

« TRRE IP Mt — FHEBEHPOREERY IP sk, B0, 192.168.1.138,

« CIDR #¥3%iEE - ZEHYS CIDR AR EZ , FMELEREE VM B VMware vCenter
BEEY IP butERE, g | /24,

- FERREE - EEMBERMEE  FRELEWESS VM B VMware vCenter # IP 31k 5%
Eo i , 192.168.1.1,

- TEDNS-ZEEMBEEDNS , FREFLEUES VM B VMware vCenter E# P k5%
Eo flan |, 192.168.1.1,

(iZH ) XEDNS
(IBA ) AEREERE - EEWESRINERERAE A BWA vCenter = URL,
2. FIRRUREERSHY VM 12 A ec2-user , WHFEAFIBELL &E Acollector , M T HEHIFT R,

username: ec2-user
password: collector

3. EERRREPEATIGSRERBRNE,

sudo ip link set ens192 down

A TS REHN EHERE,

a. FEATHGES , & vi #miEss P BIR 10-cloud-init-ens192.networko

sudo vi /etc/systemd/network/10-cloud-init-ens192.network

b. FEALEREEBREASRPVRENEARENE , MTIEHIFIR.

[Match]
Name=ens192

[Network]

DHCP=no
Address=static-ip-value/CIDR-netmask
Gateway=gateway-value

(A ) FREWERS VM TFEE IP it 20
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DNS=dnsserver-value
5. ERATISREHBEHEBRGE (DNS),

a. FEATHHSTE vi 9B resolv.conf %,

sudo vi /etc/resolv.conf

b. FEATHHSESR vi PMresolv.confiEE,

search localdomain-name
options timeout:2 attempts:5
nameserver dnsserver-value

T #EHEROmBresolv. confRE R,

search vsphere.local
options timeout:2 attempts:5
nameserver 192.168.1.1

6. AT REAMEERE,

sudo ip link set ens192 up

7. EFRE VM, T A HFIFT R

sudo reboot
8. FATISRREFENBERRE.

a. BATISS , BEIP it RERERERTE.

ifconfig
ip addr show

b. WATSGT , REMEREEERNTE,

route -n

RO T 56,

(A ) FREWERS VM TFEE IP it 1
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ERAEER

Kernel IP routing table

Destination Gateway Genmask Flags Metric Ref
Iface

0.0.0.0 192.168.1.1 0.0.0.0 UG 0 0
172.17.0.0 0.0.0.0 255.255.0.0 U ] ]
docker0

192.168.1.0 0.0.0.0 255.255.255.0 U 0 0

c. MATYGS , BERER I ping A8 URL,

ping www.google.com

d. FERRIET LA ping vCenter IP bt i E# AT |, 10T S HIFT R,

ping vcenter-host-url

Agentless Collector version 1

"

ax &

1.

3.

WEERS VM HIFRRE P ik
#& VMware vCenter IWE T 5B E A :

o TR P byt - FHERRPOREERM IP #but. FlL0, 192.168.1.138,

Use

0 etho

- WREES - EENSBMAKES  FREXEWESS VM B VMware vCenter £# IP ik 5%

E. il , 255.255.255.0,

- HRRRE - FENEERME  FREEWRESR VM B VMware vCenter E# IP 1k 5%

Eo Bl , 192.168.1.1,

- TEDNS-EHERBEEDNS , FREFLEWES VM B VMware vCenter 4 IP i1k 3%

Eo. flgn, 192.168.1.1,
(EH ) XEDNS
(BR ) ARIEEEE - ERWNERIER AR B MEAY vCenter TH URL.

BRI EERSHY VM £ Bec2-user , WEAZIELL & Acollector , W T FIEHIFT R,

username: ec2-user
password: collector

ERGBEHEETEATI RS RERBBENE,

(A ) FREWERS VM TFEE IP it
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ERAEER

5.

6.

sudo /sbin/ifdown eth®

AT HSRERSME eth0 R,

FEATHHSE vi fmEEes PR ifcfg-eth0,

sudo vi /etc/sysconfig/network-scripts/ifcfg-etho

EREERERBREFASRIRENENR , EXMRAEE , WTIEHFAR.

DEVICE=etho

BOOTPROTO=static

ONBOOT=yes

IPADDR=static-ip-value
NETMASK=netmask-value
GATEWAY=gateway-value
TYPE=Ethernet

USERCTL=yes

PEERDNS=no

RES_OPTIONS="timeout:2 attempts:5"

£ AT IZBREFAEE BRI (DNS).

FEATH®SE vi BB resolv.conf X,

sudo vi /etc/resolv.conf

FEATHRSER vi PMresolv. confiEE,

search localdomain-name
options timeout:2 attempts:5
nameserver dnsserver-value

T &EHFERCIHmEBresolv. confiEE,

search vsphere.local
options timeout:2 attempts:5
nameserver 192.168.1.1

WA T 5lar w5 RN MRS SR E.

SRTEUESS VM WTREE IP #hat
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ERAEER

sudo /sbin/ifup etho

7. EFRE VM, W SIEHEIFTR,

sudo reboot

8. EATIIZRERENMBIRRE,

a. BWATIHS , BE P it EFERERTE,

ifconfig
ip addr show

Y/

b. WATHEGT , REFERSE EMRHME,

route -n

B BRI T 56,

Kernel IP routing table

Destination Gateway Genmask

Iface
0.0.0.0 192.168.1.1 0.0.0.0
172.17.0.0 0.0.0.0 255.255.0.0
docker0
192.168.1.0 0.0.0.0 255.255.255.0

c. BMATYam: , BEBEA L ping 28 URL,

ping www.google.com

Flags Metric Ref

uG
U

U

0
0

d. SRR A LA ping vCenter IP it SR EME T |, 40T & HIFT R,

ping vcenter-host-url

(iZH ) £H DHCP # Agentless Collector VM E &

T 55 BB R PR I E 5’ E Agentless Collector VM LA DHCP,

Use

(iR ) /4 DHCP #§Uk&Ess VM EFLE

44



AWS FEREARRRE

ERAEER

Agentless Collector version 2
REWEES VM LAEA DHCP

1. HEERKIREREHITTS6SRERBETH.

sudo ip link set ens192 down

2. FERATIZREFRNTEERE,

a. FEATHGS , £ vi mESSPER 10-cloud-init-ens192. network &=,

sudo vi /etc/systemd/network/10-cloud-init-ens192.network

b. EH{E , BT HIEFIFRR.

[Match]
Name=ens192

[Network]
DHCP=yes

[DHCP]
ClientIdentifier=mac

3. BATHGSLAER DNS &,
echo "" | sudo tee /etc/resolv.conf

4. BWATHan o REBUAMEERE.

sudo ip link set ens192 up

5. EFREWESR VM , T 5IEFIFTR,

sudo reboot

(iR ) /4 DHCP #§Uk&Ess VM EFLE
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Agentless Collector version 1
REWEES VM LAEA DHCP

1. HEERKIREREHITTS6SRERBETH.

sudo /sbin/ifdown eth@
2. FRATISBRENBBAERE,
a. FATHWHSE vimRESFFEE ifcfg-etho E=R.

sudo /sbin/ifdown eth@

b. B ifcfg-etho EBRPWE , M TIEHIFRT.

DEVICE=eth@

BOOTPROTO=dhcp

ONBOOT=yes

TYPE=Ethernet

USERCTL=yes

PEERDNS=yes

DHCPV6C=yes

DHCPV6C_OPTIONS=-nw
PERSISTENT_DHCLIENT=yes
RES_OPTIONS="timeout:2 attempts:5"

3. BATHHmHLAER DNS FRE.
echo "" | sudo tee /etc/resolv.conf

4. AT RBAMEERE,

sudo /sbin/ifup eth®

5. EFREWERSR VM , T 5IEHIFIR,

sudo reboot

(iR ) /4 DHCP #§Uk&Ess VM EFLE
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(1BH ) FRE Kerberos 0 BFEBEATE

MREBNEZER K MAIREE X IE Kerberos 7 RBBIAHE , RIEA AFERLBABEERELNRR
25, BEIERM , BAAERTE Application Discovery Service Agentless Collector VM,

T %5 BRER8A an{a] £ Application Discovery Service Agentless Collector VM EE&TE Kerberos & 4B 5
BAWE.

EUWEERS VM E£E%E Kerberos 0 BB HE
1. FRBUKERM VM 8B ec2-user , WHEAREBE E Acollector , 1T FIEHIFT R,

username: ec2-user
password: collector

2. & /etc ERIRFRAMKrb5. confllBEESR, FEEEM , BUUEATIEXTHM,

cd /etc
sudo nano krb5.conf

3. FEATHIEAEHFKbS. confHREER,

[1libdefaults]
forwardable = true
dns_lookup_realm = true
dns_lookup_kdc = true
ticket_lifetime = 24h
renew_lifetime = 7d
default_realm = default_Kerberos_realm

[realms]

default_Kerberos_realm = {
kdc = KDC_hostname
server_name = server_hostname
default_domain = domain_to_expand_hostnames

}

[domain_realm]
.domain_name = default_Kerberos_realm
domain_name = default_Kerberos_realm

REER  RARERXFRER.

(ER ) B&%E Kerberos 47
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4. EFBEBWKER VM, T HIEEEIFT R,

sudo reboot

£ Agentless Collector #8i& & RN EEE

MR ERRERETRERRESMBEN P OMARSFZ ERAKNE, LERENTRETHEREN
W ERRERER , EmINEEBRE,

MR ERREEEEERE VMware vCenter #EEB BN RMRE , X2 RR IP ZSLFAREIHE W
iy IPIEEHRRE,

FE

- BREMBERKERE

- R EREEE P AR AREE

REMBRE RN ERR

R ERINEEEZEWENREB VMware vCenter #E#H 2 ARSI EFWREKRER, Hitt , ZEFEHRRKRE
BHNEELE | 55858 E VMware vCenter 18, MEER , FEB/B T EEHWIES! :

1. the section called “ZpEB UL EEES”

2. the section called “FEUREREE A"

3. the section called “E% E U EEES”

4. the section called “EFl VMware & R EEE"

REMBEMKERE

1. EEREEANESERNVAERERNREERRY | BERABERER.

2. HEMRESEMEL  BEHEBUES.

3. EEAEREERH BAEL—EERAERE, ZRZTULEA 10 A2 AER, EHE—IXESR
WERRSFNERE K SEHAMAERAER BRI —EERNBEAERAL , RERBTFXR
E, WERBEXPBAFEAZXEAER, NEREBRAERNEN , 2B the section called
“SREBAER,

AR ERKERE 48
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4. HEMUERIREERRT K BEEARF[EFRBKEBRBUEES  FENEBDRHRERK

£*=

Z<o

5. MWMBEEKRIZE WinRM B , FBZEUERA WinRM BERE.,

6. BERE.

7. B15VEEARBILEVE—R. EEEEREARDESERNFAENR K FEINEARI[IER R
F {a) AR 25 A2 B A9 B2 B 5 R o

REBZEAEHR

MR E RIS RARE A WinRM £ Windows fARRERKEE R, EFEMA SNMPv2 F SNMPv3 £ Linux
fRRER M EE R,
WinRM & A& ¥ :
- IEEEETHER 2 Windows IRE R E B BNZE
« ¥ \root\standardcimv2 5% %= R BEVZ EUE
« MSFT_NetTCPConnection ¥ 5|/ EEGTH]
. =i WMI 7FEY
- RPERERYEARDVEFTNERRBEIRS.
- BEFEAREEESNAHERSIRS,
- JEHHE 5086 (HTTPS) LA W ERRM B R RARES < B R

- BEEHR WInRM BERE, NERTE WinRM BENEA |, 5328 the section called “IE5%E
WinRM BREBFABREZENERH[E,

SNMPv2 BZAEE :

- RMHTEFEE 1.3.6.1.2.1.6.13 WHEELEHFSE, *OID

» SNMPVv3 8 SNMPv2 E@E , B4 SNMPv3 W& 2B E
- E#IE 161/UDP 4 AW E R B RMAReE < BEFRK

- FERERNIEEREHETS

- BRERNTSH i "2E) R TRE

- BHBEFREABE

REMRERKEER 49



AWS R RR RIS EAEEE
SNMPv3 EAER

- RHERERWEBNS 2 RE/ERFMAER P IS AFM 1.3.6.1.2.1.6.13 WHERFF A, *
OID,

 EHHE 161/UDP LA WEERR T B FE R Rar <z BRK
- A S 2 BRIBNEILE

- EAEN S 7 RBEAWE (SHA EER MD5)

- EARIAMEEAWE (AES ER DES)

- FREREHETI>RBNELE

- FRAK-NEREERE (BEERER)

BABHEEN - RREER

- REMFHBAER
- EHBRFTARAER
- EATBEERESRRLREE

ERBARKAR

- BEREEREAL  LEZFHBNSELSEHT
% BRI ER E

BRFARSEN  WESSTASHE Pt ERSERENBALY . WESRIEANBAERNE
QEEARBARH, EEMRRES  WESEERE 30 D, 2 /M. 8 MK, Ak 24 MBI
ERARBOBEEN, BHAK 6 RE  WESSRESKER - NAARENBAER. EEMR
PR, FRIBRE R REE AR RM N A MER  RRETEERN B ERARE.

8 % B R SR AR A Y fR AR 25 AR R

TRAASSREE.
AREE =
W s U EREHBEBEERA .
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AWS FEREARRRE EREES

ARG =&
SRR EEA R HABHESFTREE , AR ERNESESR

A¥. MBFMEEF , FENEEHR ARSR
ERIEY T B

BB ARBBEREAERNAREE, ERHREHM
ARREAER,

g/£EH ARRERRES AT . SEZRBREEHR ,
RIEER B EERR,

FE SECERE , BERERAES, SE%5E A
BEMBEEEE,

£ VMware vCenter Agentless Collector & ¥l U SR

ZAEiFREA Application Discovery Service Agentless Collector (Agentless Collector) VMware vCenter &
R EEE , ARRERN VMware VMs W EFRESER. RERBMFEARER,

&

« %% VMware vCenter By Agentless Collector & ¥ EEE

- B VMware ERIREFMER

- 125l vCenter ERIENEE

« Agentless Collector VMware vCenter &R EE AW ERE R

X XE VMware vCenter 9 Agentless Collector &I E &4

REIER B AMIERTE Agentless Collector VMware vCenter E#IUNE#E R | LA VMware VMs YW@ R
REF. REENEARESR,

(® Note

A% vCenter BRTEZ BT , FEFETE 18 7] LAGE Al R EF A A AN RARFT AT SR SR42 4t vCenter B A
&¥,

A VMware BRI EER 51
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% VMware vCenter B U1 4R

1. 1E Agentless Collector ERIREEMERIUET , ##E VMware vCenter BERHPHETE
2. TEERE VMware vCenter ERIEERE L , 1T T 5IEE !

a. 71£ vCenter EAEHRT :

i. &M% vCenter URL/IP , 1 A VMware vCenter Server =#19 IP bk,

i. &% vCenter EREER , B AWEIRARE vCenter BANAKBBHEAEE R,
B A & FE AR A domain\username B username@domain,

i. 7E vCenter Password (vCenter Z25) i A ¥ 815 A & 2B
b. EERKERHFERET :

FEERERNRINEBSHBKEER  FENEBHERERKRE,
c. I1EE Setup (BRE).
BETR, 8EFF VMware ERINEFHEERER , 0T —EEEFFIR,
B VMware BRI EFHERA

VMware R EFMERA EEBEREE PIRER vCenter FMMEFARE VMware vCenter #Y
Agentless Collector ERIUEEE,

EFEZEW vCenter RIRSET |, BEREM vCenter €% H T3 vCenter WAEEEEEA :

« vCenter fAlfR=RHY IP #biik,
« vCenter HHAIRZRHE.

- BERIRERMREE,

- BEXEMURNKEBRE.

ZEBBR vCenter A REFLLEBREE R vCenter fAIfRES , WIREIFRE VMware vCenter BRI E R
[i:1)8

MRERZREFEODRBERRE , EAMERALEE ENRAERNKRERBRFABERRE, ERKE
FRiakR A FHREASEESFLENEE,

MRBEREHRBERRE , RIERKECEE.
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B LATE AWS Migration Hub 2 A P RINEN &R, WREZKE VMware vCenter fEIfREREF
MER , B LVERBERKERN 15 pEERERAFETNER,

MR AR B FECRE R HH |, B LA B EEEE Migration Hub H 4R 2] AR 25 AR K
Migration Hub £ A, EREE/BIZNILE , MEWNAZE Migration Hub £ ANEF , T2HB
BERENEER,

UTRRBEEBRAETHERERNNERENIEE R !

« TCO (MRBEEMAR) -2F 418
- BBHE-23 68

24l vCenter BRI EN S E

vCenter FEFTESE ESX M ERMESHIMETEFT A , T REMEA Application Discovery Service
BE, BULFERAFARE , BHERKENESEIIEML AN VM, B AFFEEE 8 vCenter
THRMEZEAN VM , ERGIRFHF,

® Note

EALZEREER , RMEBTESHMTFTEMNT TR F Application Discovery Service Y
vCenter &,

DTERFRARSERISEHENERRA, ELZEFEARM vSphere Client v6.7.0.2, HftlRAAF
WNREFUEERE , BURAEERH vSphere A FiwhRA,

WZBHI vCenter TATE ESX E#HM VM HAHEER

1. 1E8H VMware vSphere i Bl |, &2 vCenter , RZI21Z Hosts and Clusters (R H ) =
VMs and Templates (VM EZ&i ),

BEENFOLER , ARBEF,

B vCenter £RAE , AR EBEFEEHE, REIBREAZEABGHAR.
REepERPEERE,

BEERETR , AREBERTE,

o A 0N
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BRERIGE ESX TR EMB FUHNEBRER

1. TEIEHY VMware vSphere i Fis |, &2 vCenter , #A1%I21E Hosts and Clusters (E#EE# 5£) =5
VMs and Templates (VM EZ&i ),

2. {712 Related Objects (HHEBYI#) # Hosts (£ #),

3. FRRA (EZ—TEBEGH) BERBIHERE , M k/F1EEF All vCenter Actions (FTE vCenter Bf
YE) 1 Add Permission (FTi8&F 7).

4. 7£ Add Permission (#7385 7]) T#% vCenter FFE B E X #, &H¥ Assigned Role (3EiRHY &
f2) i#Z Read-only (HEFE).

5. {&k/FiZ1E Propagate to children (/8] 52 Z &%) #1 OK (F&3E).

BRERE ESX THRNTF VM HWER

1. TES&EH) VMware vSphere Al Fis |, 212 vCenter , R4 IZ21Z Hosts and Clusters (EM B &) 5
VMs and Templates (VM EZ&I7X),

2. {KFiEZE Related Objects (FHEEYIH).

3. i#iZE Hosts (X #) (FR vCenter E41#) ESX #IEE) = Virtual Machines (B H#ES) (BERFTE
ESX # E8 VM BE),

4. FRMAR (BR—TEBEEHR) EEMBSIHMR VM BB , LAKFEIZE All vCenter Actions (FTE
vCenter Ej¥E) 1 Add Permission (B8 ),

5. 1£ Add Permission (#3855 0]) T#§ vCenter fEA &I E XML VM, &H¥ Assigned Role (3§
H A ) i##F Read-only (HEHE),

6. EEWRE,

® Note

R 5% $F Propagate to children (A R EEE) , BMATLUAZERFIFER ESX E#M VM Ryt
B, WEBETESXEERAEIHM ESX THM VM B 2 E8AFT T,

Agentless Collector VMware vCenter RN EEHINENER

LA R &FAER B Application Discovery Service Agentless Collector (Agentless Collector) VMware
vCenter ERINEREMBENER. NMFEREERRENER , F2E BE VMware vCenter K
Agentless Collector B RHUNEEE,
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ERAEER

Agentless Collector VMware vCenter INEEE RIHI &R R E I :

- WEMERRUTTTE (KB) BEN (BRIEBHIEH),
« Migration Hub ZZEEFHRIZFERZ L MB (MB) BEMNFHE.

« LLESE () RN ERBEALEE AR # Application Discovery Service AP| EHEREEER .csv &

=

<o

Agentless Collector X#E# A CLIAWS EHER., EEFEH AWS CLI EHKENESR,
Application Discovery Service £ R EEREH EHNENER EHE LA A ARZFAY E H RHEME

BAENRS.
- WHBEAKA 60 HEMR.

- IR () RANERMMAEIEE null E.

BRI
applicationConfigurationId*
avgCpuUsagePct
avgDiskBytesReadPerSecond
avgDiskBytesWrittenPerSecond
avgDiskReadOpsPerSecond**
avg DiskWriteOpsPerSecond**
avgFreeRAM
avgNetworkBytesReadPerSecond
avgNetworkBytesWrittenPerSecond
computerManufacturer
computerModel

configld

Description

VM i E 2 BB EAERH 1D,
WA CPU AN FHED .
T 56 A R A R R AR AN 39 AR
T 56 HA B S A R RR Y 19 AR L
BYER /O BENTFITEHE null,
BYEA /O BENTHHE.,

B MB RRH T A RAM,
BHERN OV THEREIEE.
BYBAUTANFEEIEE,

ESXi R & R

ESXi EHBENERER,

[aYay

&

Application Discovery Service ¥giR#GHRE VM

#9 1D,

VMware RHEWE K E R}
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ERAEER

BRI

configType

connectorld

cpuType

datacenterld

hostld”

hostName

hypervisor

id

lastModifiedTimeStam p*
macAddress

manufacturer

maxCpuUsagePct
maxDiskBytesReadPerSecond
maxDiskBytesWrittenPerSecond
maxDiskReadOpsPerSecond**
maxDiskWriteOpsPerSecond**
maxNetworkBytesReadPerSecond
maxNetworkBytesWrittenPerSecond
memoryReservation*

moRefld

Description
RENEFREE,

FEERRR B 1D,

VM B vCPU , Z#MERER,
vCenter B9 1D,

VM E#H 1D,
HITERCRENEIHER,
Hypervisor Ky3ERL,

fAAR=% 1D,

EHRE LT E RN ENTH B PRER,
VM B MAC #tbdit o
ERCERBHRER,

WHAHE CPU AN R AB DL,

0 56 HA R O RE R FE RV A ST AR B B B BR
ERABBEAUBN L THEHEE LR,
SYER /0 BENBE LR,
SREA 1O BENHE R,
SYEBR TEN R REXE,
BUEANTENSREZE,

PR &I LA 2 VM LM REIERIBEIER,

HE— vCenter ZEYWH 2% ID,

VMware &4 £/ E R
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BERREN Description
name VM SN ERE (ERERE ).
numCores R4 VM B CPU L BI&,
numCpus ESXi T# i CPU BBHE,
numDisks VM LR EE,
numNetworkCards VM ERERRFRE,
osName VM EHEERTE R,
osVersion VM LW EZERBTMRA,

portGroupId*
portGroupName*
powerState*

serverld

smBiosId*
state*
toolsStatus

totalDiskFreeSize

totalDiskSize
totalRAM
type

vCenterld

VLAN B EE#EENEE D,
VLAN fX BEEZENEEAZRE,

Application Discovery Service #§ ID iR ERER
EIH VM,

R EE BIOS #Y ID/RRZN,
EERIEIARRE,
VMware T B EMREE

AR ZR |, LW MB RR. AR vCenter
Server 7.0 M E T2,

HWBENEEE , UL MB &R,
VM LA A/ RAM & |, LA MB RE{L,
FHER,

VM #yIE— ID 5 8%,

VMware &4 £/ E R
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BERREN Description
vCenterName’ vCenter E#H R,
virtualSwitchName' ERYRNE R,
vmFolderPath VM 1B RH B B &,
vmName EREMERNER,

EREREMD TERRERER

AERBANMAERE., REMEAEREN 2 MERKERE, S AFER L ERKERAREREERN
BRERE , UItABHEBEREN ST ARI[IUEFEERNNEEEE. NEGERETLER EHEK
ECIBENENR , 5528 Agentless Collector ERIEM DT ERINERBRENER,

/A Important

XEMERBEA : 2026 F£5 A 20 B, AWS ##&ER¥ AWS Database Migration Service Fleet
Advisor I #&. 2026 £ 5 A 20 Hz & , B EHEFE AWS DMS Fleet Advisor T2 A,
AWS DMS Fleet Advisor &R, MFFFMER , 552 AWS DMS Fleet Advisor # 1EZ .

EEERL  ERERBENITERKREEAR  SEXRIT ISR,

1. ERERIFGSER, BRE IAM EAE | AREIL AWS DMS BERURERR,
2. REEREE , UEARESHERREEETTERENHRERNNEEFREEEES AWS,

3. ¥T@ER LDAP fAfR2R , WEAECMRERENRETNERRRKARR. NE , FEFEERR
AR RER E/H VMware ERINEEE,

4, REEERFAMBVEREE , ARFACHARFRRENERRES.

5. REEREMDMARBAERBEAER , REBTERNE, WFEFHAET , FSRERENS
mERKE.

6. £ AWS DMS E#EAHBIAKRENER , UEATCREEERE WEZER AWS Eix. NEFHHE
B, F2RERENS MERKE,

ES- ]
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- XENEXRE. ERENSHRAR:E

- B3 AWS DMS BRIk ESS

- REEREIE

- ¥IBEH LDAP MEERFKARES

- RELHNERERARSS

- Agentless Collector EREM o TERIREEHBKRENE R

SENEERKE. ERENSTRRSS
Agentless Collector 1 #Y & £} B 25 7 & R U EE4E #H X 8 Microsoft Active Directory LDAP Rl iR 25
HERREREZE T IEERKFAREE.

* Amazon Linux 2

« CentOS Linux 2 6 R & EFhRA

+ Debian 28 10 R & EHhRA

+ Red Hat Enterprise Linux 58 7 MR & E#HARA

+ SUSE Linux Enterprise Server 5 12 MR & E# AR A
+ Ubuntu 16.01 MR & EFHARA

+ Windows Server 2012 R E &R

+ Windows XP & & &

A, EREND T EMRERASETIERERRER,

+ Microsoft SQL Server 2012 fx X & & E 2019 ki
- MySQL5.6 kR , REZ 8 I

+ Oracle 11g lxA 2 R&&E 12c. 19¢ M 21c
 PostgreSQL 9.6 lRE &S E 13 iR

B AWS DMS &Rk sEsR
SRR R ER AT E RIS A AWS DMS R IKSEEE AWS DMS R A EH. HFSE

AWS DMS F# AR WNENE R , SER T RYEK/NERN AWS BE5|%, MEFEENR ,
SR A AWS DMS Fleet Advisor B 1225 AL,

=
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I AWS DMS ERUWERR BT , AR AWS DMS E RIS H R ZH Amazon S3 #1ZETEEM
IAM B, BT PEKLRFEE , BEILI Amazon S3 fEZETE Agentless Collector B 55 iR 15
#o

R AWS DMS ERIUERRE L FE Amazon S3 #Y 1AM B &

1. BAAWS EEFIES WAL https : //https://console.aws.amazon.com/iam/ B IAM FE 3

L
Ho

2. EEEERYT , BEAG K AREBEEFRUAG,

3. EERNSEFERERL, SHHEENERERRE AWS R, stYEMRBENERRG AWS
, 11 DMS,

4. EHIDMS BEUA# , REBBET -5,

5. HEHEHUEMEL , BEEZHEIK FleetAdvisorS3Policy, #ET—%,

6. EaE. RENEVEE LNACRZTER A FleetAdvisorS3Role , AR BEEVAG,

7. FABZRINAG®  ALZREEEEARIEE. BEREETEE.

8. EMEBEEBEEEL , S T% JSON BEEiFESS , IRBANERE.

JSON

{
"Version":"2012-10-17",
"Statement": [{
"Sid": "",
"Effect": "Allow",
"Principal": {
"Service": [
"dms .amazonaws.com",
"dms-fleet-advisor.amazonaws.com"
]
},
"Action": "sts:AssumeRole"
H
}

9. BEREEMIK.

B , £ AWS DMS AP EVERIKRESR.

B AWS DMS &Rl ERS 60
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B3 AWS DMS B Rl e

1. BAAWS EEF#EA |, W https : //https://console.aws.amazon.com/dms/v2/ B AWS DMS

EEAE,

2. EIE AWS EiF BERE A Migration Hub EEEH . MFEFMER , FSEE A Migration Hub I
EBETZEH,

3. ESEERY , EERZRTHERKER. ERWEFEERMERIFR,

4, EBERVERKESR. EYERWRESREHEMBEENRFER.

5. E—MREEERNEEY , GAERKESRNER,

6. TEELHREENERT , i#E Browse S3, MFEHBEFELRZAIEILH Amazon S3 RETFATE.

7. HRIAM A8  BEELZAIEYFleetAdvisorS3Rolel

8. EBEEIERUESRS.

REEREE

BYUFEN AWS BER#E  BFRERENEN T ERIKNSEEAEIAE AWS DMS BIEFRHNEHR,
REEREE

1. BIRK Agentless Collector £ &, MEHMENR , FS2REIUNESREEEA,

2. EERGEEBENDTRER.

3. EEBEXREEL , ERERNEXERTHREENEL,

4

R AWS EiF, IAM FEER ID F IAM RAZIFEE® , 81 Agentless Collector A& Al
RENE, MEFMET , F2BE A Migration Hub WiZZEF BRI R IFBUNESRS,

SHENEIRAY DMS BRI SRR | RIELTE AWS DMS AP B E RIS
6. BERF

o

REEMEECR  FREERREE LNENBIEER,
EHEMENDTENKRERESRE

N

#RUAFEL DMS M7FE S3,

s
7
i
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i8R LDAP MEX R (A IRES

EREN D E R EEHESE A Microsoft Active Directory Y LDAP RINEZEIR PEERK. &
BEMD T ARBFAEEES. KEREKFIEAGE (LDAP) RERANEERAEXNEABE , &
A AR BRI E | EiB IP B FIANEED B B HREARSE

B AR AW LDAP AR EZENEN DT ERKERE , LB BRRBE PWVERRFEMR
2r. WMRETMER LDAP , B AFEFBEXRBKARR,

#% LDAP AR5 %7 EEREM D &R ERE

1. BARX Agentless Collector £ &, MEFHMEN , BB EINESTEA,
BEEREENEND KSR  AREEEERTHNIREKETIEE LDAP fMR:R.
BIEH1E LDAP fAIfR2%. #7i¥ LDAP fAlfR23 EEPEENBARK.

Y THER , WA LDAP AR EHEHE,

SHENERIR | A AR LDAP FERIVIEREER,

HYEEAEER K BALRARERE LDAP AR=RNEAEERE,

HYRIT , WALARERE LDAP AR ER,

(iEA) BERITER  UEKECERTIE LDAP ARSEAER, & , BUUBEER
LDAP fRlfR25 B HE LBV EEERE LDAP [l RESERERE .

9. EIFFE LDAP fAlfR=s.
10. 7£ LDAP fAfREREE L , RBFEHI1EHE LDAP AReR , AR EBERZEXRRREARES

©® N o g bk~ w0 DD

/A Important
HREXRBRR , ERBREEATEREARBNEAESR , F8EEMA LDAP A EHIT

BERENSMENBEEESERE LDAP AR:R , WRRENFEXRFMARF. ERRERBTHK
EERRARBRRR  BULEERBERREARSE , AEFRRINEERKRARIFE,

NE , B UFEHBEERRARES , NGRS RBE (CSV) BREARPRSEFE. A, B
£/ VMware vCenter Agentless Collector U EEERIFREVIEXER K ARES. WEFMEENR ,
FE2MER VMware ERERE,

igEE LDAP MIEXER R FIRES 62



AWS R RR RIS EAEEE
EEXERRARFHEZEREN D T E R EEE

1. HENENSTRESRERL  RESEERPRRTHEERRAERS.
2. BRENEEERRARSE. MEEZERRAR:EEREEFRR.
3. RHEHMERRRARIFEAER.

a. SPHEERMEE | RERRSBHEERK.
b. St EHER/IP , M AEXRRAMRIBFHN THEB IP bt
c. SHHEZIE | A ARNBEIREHNEZERE,
d. S B/ RBEE | BREEERRARBEANS D BRFBEE,
e. SHHFERAELR WALAREREFERAARBNEAEER,
f. $FEER , BACAREREEERRARBHER,
0. BIERE K BRECCERFEEERKARSEEAER,
4. (EA) fCSVERFESEEERRKARES.

a. BERE CSV REE A EERABK MRS
b. BEFETHEAALIFF CSVER , AR ESEALIBFTAVEAR,

c. RIRHA , BEXRRAMBNERZEAERBA ER, THHHBTNMAE CSV ERPR
HIEXRRARB[ERZAESR,

0S type,Hostname/IP,Port,Authentication type,Username,Password
Linux,192.0.2.0,22,Key-based authentication, USER-EXAMPLE, ANPAJ2UCCR6DPCEXAMPLE
Windows,203.0.113.0, ,NTLM, USER2-EXAMPLE, AKIAIOSFODNN7EXAMPLE

MIEEEERRARSFZNEAERE , FRE CSVER,
d. BERE A RRRELMWN CSVER,
5. EEMEERRFMARSR.

6. MMEABEEERFARB[OZEAENR  FEDNENEFERRRARKSE  RREERRENEMR
o

BRERIENE R E M MR=R

AHESIBLTHREEERENERERRBHELERMNTER, RE , ZRRECHMARSE , X7

LURE F B0 & R B 0 A7 Al AR S o
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HRERERR , BLEARARRERERYERERREREAMEREFINEAE, MEFMAENR ,
F2HAWS DMS ( EAEREE) HH A AWS DMS Fleet Advisor BV EREFAE.

SJL =

axX &

EERRELNFTENERERRARB LBTHENE , ERREEEFTEFIEERRNENEMR
2. LWEESREEERNNSER , URRENERNETEERREFEENEREFN. SHEE
BERRSR ERRERS DRE , WREGHERBEEERTT,

fE Linux £E&E

TR T HIRFRERE UIRE Linux EHERERRER.
AE Linux LARZRE ¥ A AR 25

1. Bt ssHl netstat@HH sudo FEUE,

THRERNIBEHHERE T ssH netstat®mHH sudo FEHE,

sudo bash -c "cat << EOF >> /etc/sudoers.d/username
username ALL=(ALL) NOPASSWD: /usr/bin/ss

username ALL=(ALL) NOPASSWD: /usr/bin/netstat

EOF"

HLREEH D | #& username KRB EEERMKARBDERZEAERPIEEN Linux EAER
.

LREHIEM ssM netstat@ TR /usr/bin/BEE, EEEENREFTETR., ERHE

ssHl netstatin ST |, BFHIT which ssFl which netstat®m$,

2. EREMLH Linux RREFL AFHITER SSH 8515 , X AFHBREREHIASERBE (ICMP)
ME.

1£ Microsoft Windows L% E

ST THRFERETE LUIEE Microsoft Windows I &R E @RS,

£%7E Microsoft Windows A #f & & ¥l & 7 IR 28

1. RHESFEIRZE , LLFIT Windows Management Instrumentation (WMI) 1 WMI Query Language
(WQL) &3 BEUE #E

RRIEWERE 64
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2. BEEEERRARFERBZAEZERFTIEEN Windows EREFHBETHIEMHE . 28X COM #
A&, MEEBRERE, NEERBREAENS4AFENSR. FEERMY , FEATIREXEE
Bl
net localgroup "Distributed COM Users" username /ADD
net localgroup "Performance Log Users" username /ADD
net localgroup "Performance Monitor Users" username /ADD
net localgroup "Event Log Readers" username /ADD
T EREBIF |, & username R BEBEEERKARB[ERZEAERPIEEN Windows EAE
EH,
3. REBHEEERFRARBERBAERFTIEEN Windows EAERFLENFFA,
« &% Windows EEMBAEMY , EEAKBBNERBA,
« B WMIRE | EE . . DEFAULTH WMI fh & ZEMBITHECIMV2, UK
FStandartCimv2, EisMAMBERELZ LT,
o B WMI AR | 31T winrm configsddl default , REZBEFEEMHAIT,
4. ERUTRENFEHIRERELZHN Windows E#,
netsh advfirewall firewall add rule name="Open Ports for WinRM incoming traffic"
dir=in action=allow protocol=TCP localport=5985, 5986 # Opens ports for WinRM
netsh advfirewall firewall add rule name="All ICMP V4" protocol=icmpvé4:any,any
dir=in action=allow # Allows ICPM traffic
Enable-PSRemoting -Force # Enables WinRM
Set-Service WinRM -StartMode Automatic # Allows WinRM service to run on host
startup
Set-Item WSMan:\localhost\Client\TrustedHosts -Value {IP} -Force # Sets the
specific IP from which the access to WinRM is allowed
winrm set winrm/config/service 'e@{Negotiation="true"}' # Allow Negosiate auth usage
winrm set winrm/config/service '@{AllowUnencrypted="true"}' # Allow unencrypted
connection
REER ERRER

SERUT—HEH , UE E2E LREMFTEERERRES.
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PRI IRRE R E MR RER

1. HENENSTRESRERL  RESEERPRRTHEERRAERS.
2. ENESEHENDTARBJOEZRRERESE  AREBFEDHER DLEERTER.
3. HRNERRESRBNAMR , FREEREE.
a. EMEAMEREAENNE - ARF[ASHAMRE  AREBEDRER LEERE, REFEE
i fa] Bl 2% B 1 FE BN BA Ko
b. $H¥HERZE  WMARARNEREANERERE,
c. RS TMEEE  REERIARARFEANS 2 BIEE,
d. HHERERT  BACHREREFEXRRARBOEAERHE,
e. SHHRIT , WAZAREREFERRBARIBHNHR,
f. BERRER A UEACERENFERRKARSREARR, #F  BEHET

4. EHBAEFRZARARSZNBZABRR K FENENEXRRARS  ARBERRENERDR
o

ERENSMERBERESERELNERZRABRS , LRRXENEREN D M AKR. ERK
SRETHRRE , BUNEZERRERERRSR , AEFRRINEREN D T ARF[EE,

RE , BUNFEHEENEN SN ARFHEEER. WA, BRI CSV EREARRREE. W
RECKABEREN D TRAKRFEEEST , AATBIBIL LR,

FEFEEREN DM AMKS

I, EENERNSNEESEEL  EETEERTHEHIE,
2. REFAANEARE. FUENEARSEEEDRRA,
3. REGHENERARRIALR,

a. SHEPERESE  BECAREHENEIR. NBHMET  FSPZEN RS, AN

BRI 54T IR 2

b. $FHTHETP , WAKNER SRRSO TMEBR 1P 3,

c. EBEES , BARBENTHENEES,

d SHEHRBED | BEENELSFARSERNSHRBEL,

o. HHEMELE  MALAREREARBHEAEEHE,

f. SHHRE , WALARERERRBNER.
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AWS R RR RIS EAEEE
g. EREREURREC ERMEENENS MAKRKZEAER.
4. (ER) R CSV ERMESEMRMRSE.

a. BEHE CSV REEANERERRR.
b. BIEFTHEAALUGF CSVER , AR ESEALIBFTAVEA,

c. RIFEAX , RERENDTABRBHEREAERBA ER, TIHHEHBRMFAE CSV ER
PR E R E 0 AT ] AR BR B AR R R

Database engine,Hostname/IP,Port,Authentication type,Username,Password,Oracle
service name,Database,Allow public key retrieval,Use SSL,Trust server
certificate

Oracle,192.0.2.1,1521,Login/Password authentication,USER-

EXAMPLE , AKIAI44QH8DHBEXAMPLE, oxcl, ,,,

PostgreSQL,198.51.100.1,1533,Login/Password authentication,USER2-

EXAMPLE, bPxRfiCYEXAMPLE, ,postgre, , TRUE,

MSSQL,203.0.113.1,1433,Login/Password authentication,USER3-

EXAMPLE, h3yCo8nvbEXAMPLE, , ,,, TRUE

MySQL,2001:db8:4006:812:ffff:200e,8080, Login/Password authentication,USER4-

EXAMPLE , APKAEIVFHP46CEXAMPLE, ,mysql, TRUE, TRUE,

MEMBERNENS MARIFHEAERE  FREF CSVER.
d. EERE A RRRELWN CSVER,
5. EEMEEREMMRES.

6. FMEAMBEERMARFNEAERNR K FENENERRRARKSE K ARBERRENERR
o

HIIEEREND M ARSFHNEZERNBERER , FREAFTEEEE. ERENSTEMRERE
AUAREFERERRSR , LREFRERMMEER,
HEREN D TARRTEEET

1. HERENSTRESRERL  BESEERPRRTHERERRSR,
2. ENEEWEPRENNMEERENEREN SRR,
3. EENHEEER

BB ERENS MARBNIEEERFE  ZUUBMBREPRERNTNEIER. WEFHMEEA ,
REMEND TEMEE

s
W%

RRIEWERE 67
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Agentless Collector EREM 5 T ERINEEBKRENER

Application Discovery Service Agentless Collector (Agentless Collector) BRI EM DT ERIKNEE RS
RE[RBURETIER, NERTERNRENES , F2E CHAERENS TERKEERE,

ERERENEN TERNRERBERETFRENNENERER , CEHENTIER.

- EERAFRRSRN T ARLEE
- EERFKRRSBO A AREERE
- EREREEMRX

- EERBRARRG CPU BE

- RBEREE

- BEREFHE

- ERRHAE

- BREFHE

- RIREE

- EBEREE

£ AWS DMS EEZAHRBFERER DR , ENERBERES S MALBRTIER.

- EREXEAH
- BABHITH

- REREREME
o FEEHEAE CUE

ERERENENS TEMRERBRETFREN, ERERENERERAEE , v TIER.

- ERERRSEN /IO WIXE

- EHERRENEVEZIRE (IOPS)
- EXRRARI[EAN CPU BE

- FERFRARBOCEREEAR

- EERRARBENFEEZEERE

EREN D MRARENER 68
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BRI ERERENS T ERIRERIE | # Oracle M SQL Server ERIEWEFHER, RENEA
RiER, B, BN PostgreSQL M MySQL E¥E , ERINERERBKRETEER.

BIRRENER

/A Important

SEMERBEA - 2026 F£5 A 20 B, AWS ##&ERE AWS Database Migration Service Fleet
Advisor )X, 2026 £ 5 A 20 Hz#& , &A&EE BT AWS DMS Fleet Advisor E2 A
AWS DMS Fleet Advisor EiR. MFEFMEA , F2E AWS DMS Fleet Advisor #£ 1E &,

B LMKV BR |, 7 Migration Hub F12 & A48 Application Discovery Service Agentless
Collector (Agentless Collector) W SR ER1E AWS Migration Hub 12 & PR A RES o

WA AHITTILZER |, &£ AWS DMS E12 & iR & 8 E M 2 47 7 AR 25 1Y SR I8 1
£ AWS DMS 2 AT MR ENEN D M EMRERBRRINESR

1. BAAWS EEFIEE | I hitps : //https://console.aws.amazon.com/dms/v2/ BERL AWS DMS
FEA,

2. ERRTEEBER. 7B SEHEMEABK.
3. BEEINEFUMEERERFRERBN  FlnEEMERM.
4. BRERBHEHRRSIEBRUEETSMER,

B LAER AWS DMS XA RBAEENEBIE R, HEEREMMY  UREHEFERALUMHKR
Do MFHMET , 552 B Fleet Advisor FH) AWS DMS FEHEFET D

fZHY Agentless Collector

B35 BA a1l A Application Discovery Service Agentless Collector (Agentless Collector),
*rE

« Agentless Collector & &R

- #m& Agentless Collector 5% &

. #m¥E VMware vCenter & A &%}

BEKENER 69


https://docs.aws.amazon.com/dms/latest/userguide/dms_fleet.advisor-end-of-support.html
https://console.aws.amazon.com/dms/v2/
https://docs.aws.amazon.com/dms/latest/userguide/fa-inventory.html
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Agentless Collector &k 4R

£ Application Discovery Service Agentless Collector (Agentless Collector) XX E M@ L , B E
BRESEWME , WBREERWRESZE , T EERTR,

£

- HnsEERARAE
- ERIKE

SR BRI R

WERRESCRBERER[OREET. WRBBHE, IWEEFE AWS BELRIRRE,. Migration Hub
[ 33 AR A

MREH AWS EREE , B EFEEHRE Agentless Collector #HREERE o

EEmEWESRERSTE  FEERBWESRRE , WEBEP IR IS TR Agentless Collector §%
Eo

BERE

EERRET , BoLURZBERINE S %, Application Discovery Service Agentless Collector
(Agentless Collector) B I X #E# VMware VMs SRR E R EFM 2 ARSFBEER ., RREHE
TERHMERCEARRE , UREERKRBHRNE.

x5
« VMware vCenter &} Uk &
- EREMDTERINE

VMware vCenter & ¥ &

& EH% VMware VMs WEARIER. REEBNERARER | BREHE vCenter A RBNER, &
EEREIEL , 5B VMware vCenter BEXHIRERE , AREB/HPTRMNIE REH VMware vCenter
Agentless Collector & ¥ EE

EXIE vCenter ERIINE 2% , B LARERRBIT T 5IEE
- MRERUEAMRRE
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- FRERKE
- FLEERKE

(® Note

EERIREEL , 5%E vCenter ERIREZ#% , VMware vCenter ERR PR ERBEIR B
BRWEREEN., FIEERKERE , URBRNREIRT,

BEREBEN T ERKE
BALETIMERXFHATEREN D MERREERR,
FRENNENERE
ERRERESTENEN D MARSFBERFBER, |RA, A, CPU, CERNEKRRESE

o BALERLNERNER , £ AWS DMS E2AFEHEFRER. MRENREENEBEMH
BEYMEFE  MECESHUESBEMERIMESE.

AR,
FRER., ERERENEREMR
BRYPREMNENETEETA N  BERREREAESREEREND M AMRR CPU. iCEEN

WRAENERERARER, IEXARALAREXETERNETEES  DAERRRUERERE
THEEEAER, FUHEXF , ERRERAS 2 ERE —RUEER.

REREN DA REEFEREPRERNUERER

1. EERENZTREREEL , BESEERPHERRE
REREERFFESD , EMENRSEPERERNNEERNEREN 247 @RS,
BEYTERKRSE, ERREREHTE SRR

BEE MR EERLET .

B w0 N

MRGERTRER, ERERENERERAREE , FREENNRENE, ELEERBERY
BERAKREKT7 X, HEMA 1-60 RAYEFTHERE.

5. EERTERNRE., ERRERREFERIFHR

WERERR 71
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6. BREWSEFERERSIER , UETERRENRE,

TRERKER  EHNENREREERRENEN LEEEM Amazon S3 REFITE, A& BALL
WM WERNER , AR RERENER.

#m¥E Agentless Collector 3% E

BIESE —IXERE Application Discovery Service Agentless Collector (Agentless Collector) BFa& E W E

2=, W ':F'Ffr R EEREERANES. THREFRPBUAHFEE Agentless Collector #HREEE TE

REBUESRERERE
1#1ZF Agentless Collector &R MR L W iREWESRRE R,
EimEWESRFEERL , BT THIEE

a. HBWERETE  BASEURBINESR, SEITLIEERK , EFRESBHRF T,

b. ERFERWEMH AWS IRET , BIA AWS IRF M AWS EEILBIALZ LI , LUEE &
AEMNHIRSE |, IBERKERRENER. 0F IAM FREFRNEBRENR , F20H I3F
Application Discovery Service X EFE INEES

i.  SHHAWS FHIE®  MALKEEABNE AWS IREZIRE IAM EAENFZIRESE,
i. STHAWS AZER K MALKEEAENTE AWSIREZIRE IAM EFAENAZEE,
c. 1E Agentless Collector ZiF T , B 21 LA RERE ¥ Agentless Collector I 1ZEL

i. &% Agentless Collector 215 , & A A 2KER7E Agentless Collector FEUER 215,
i. HWREFE A Agentless Collector 5 |, EBXMAZBLUETRE,
d. EEFEREAERE,

ETR, &#8F % Agentless Collector & &z AR,

#wmE VMware vCenter 2 A& H

EEMR’ VMware VMs IWERIARBEEET. SREEREMEARER , FFEREHE vCenter IR ER, WE
X E VMware vCenter BRI EFFMER , 5520 £ VMware vCenter Agentless Collector ERHUE
LR

AREIER A M #mEE vCenter EAE$L,

mIB LR E 72
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® Note

w48 vCenter EAERI 2B , FEMHEE LT LA A REFE N B BRFF AT S REZH vCenter
EAEHR,

#mE VMware vCenter & A& ¥

EEEA LBHE VMware ERNEFFAEF | BIZEHRE vCenter RIRET

E#mEE vCenter EE L |, BT T~ HIENE -
a. 7£ vCenter EAEHT :

i. &% vCenter URL/IP , B A VMware vCenter Server =#1 IP #hiit,

i. 7E vCenter Username (vCenter £ & &) Him A\ E#35 A 2KEE vCenter B
ANFEIREERENEE. BREAEEANEXS domain\username 5

username@domain,
i. 7E vCenter Password (vCenter Z2H5) A A A4 2 48 150 A & 10 B2 T8
b. BER®E

F B F # Application Discovery Service R IBEN INESS

B RER E Application Discovery Service Agentless Collector (Agentless Collector) B |, & A SURIERK
FAEBELH , 1 PR EEREENNERS. NREBRBMABHEN , MIEEFHEH Agentless

Collector,

T3 a7 88 tn{a F Eh B £ Agentless Collector,
FB)FE# Agentless Collector

1. EVBHEH Agentless Collector Open Virtualization Archive (OVA) %,
2. (BH) BRELEMBRERH Agentless Collector OVA X | BREBRHIER,
3. BERTHIRIPEELCEEIWNES.

LHINTEF L2 EH Agentless Collector, A SEBEXRKRITERHMRE,

FE 3 Agentless Collector 73



AWS AR RZRS R
FEH R Amazon EC2 #11T{EEE

1. #& VMware vCenter EX1§ Agentless Collector K IP i1k,
2. BARUEERM VM £ HBec2-user , WFEAFEBHL & Acollector , 10T & FIFT R,

username: ec2-user
password: collector

3. &M (Amazon Linux 2 fEAEEr) F1E AL2 #1TEE EEHMIITEREENIET.

OB B 4
Agentless Collector version 2

Agentless Collector 58 2 MR EE#E# 25 FH Amazon Linux 2023 , #1 FAFRSEEAEE RN WESS,

ZERAMMER Amazon Linux 2023 W ENRE# | 5528 (Amazon EC2 EH&IEmR) +M
AL2023 ERIR BN E4E, Amazon EC2

Agentless Collector version 1

Agentless Collector 58 1 MR EEE#ES A Amazon Linux 2 , 31 FFmRHEEAERENWESRS,

EEZMAMMER Amazon Linux 2 BWENEHE4# | 55280 (Amazon EC2 EFEERE) I AL2 LY
OB E{&#E, Amazon EC2

& Agentless Collector £ 1 liR AR ESE 2 ik

1. FARMPRGEZEFH Agentless Collector OVA,
2. REBAEH,
3. MRREMNEEEHE,

¥} Agentless Collector 1Tt fE

AEDEH EBE T BB HHERR Application Discovery Service Agentless Collector (Agentless
Collector) ¥y 2 A&,

ES |

« {&1E Unable to retrieve manifest or certificate file error

bad 3713 74


https://docs.aws.amazon.com/linux/al2/ug/install-updates.html
https://docs.aws.amazon.com/linux/al2023/ug/live-patching.html
https://docs.aws.amazon.com/linux/al2023/ug/live-patching.html
https://docs.aws.amazon.com/linux/al2/ug/al2-live-patching.html
https://docs.aws.amazon.com/linux/al2/ug/al2-live-patching.html

AWS FERREXRABS A%
« ERE WinRM BEBFABBREENTEEE

- BEEREEXRERERE AWS HEE L ERNEE
- BEEREREFHFNERZZSTREE

- SREERETENWERS

« {8IE IP ith3it B8

+ {8IE vCenter R A EFI B

- BEERENS TERREREDHNEREERBE

- BEERENSD TERREREPRERREE

- B ESX THZE

 Bi% AWS Support for Agentless Collector 572

{£1FE Unable to retrieve manifest or certificate file
error

MR IEE VMware vCenter Ul R E R # Amazon S3 URL & OVA BBt ERER |
vCenter A fRESRFE T HEK :

3
#
fil
L'«}}
&

« VMware vCenter Server 8.0 IRE# 1 REFHRA
+ VMware vCenter Server 7.0 T 3q (ISO (& 23788036) = E #Hhix A

FEERE WIinRM BERFRBEZENZEBE
MRERA WinRM BERE , ZUEZEERBERFZSNRIBREMBE A Agentless Collector,
BEABREERREHEN

1. £ VMware vCenter B RUUNEERSHY VM Web £ Hec2-user , WLABREZ Acollector , W
THE BT R

username: ec2-user
password: collector

2. FHEANEE WinRM BENSEBREE CA BEHVUMAB# T/etc/pki/ca-trust/

source/anchors. #ila0 :

f&1FE Unable to retrieve manifest or certificate file error 75
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/etc/pki/ca-trust/source/anchors/https-winrm-ca-1.pem
3. BEZREWEBR , BHTIIGT
sudo update-ca-trust

4. BT THEHUEHE Agentless Collector

sudo shutdown -r now
5. (B ) EERRERCKIEAN , BAUBITTIGS,

sudo trust list --filter=ca-anchors | less

B EEAERENWERERTE AWS HiBEE X ERN EE

Agentless Collector EEiEIR TCP EZIE 443 2@ AWS MEETEHFE, £XEABK
Agentless Collector B , BRI gEE KN EI T 5IEERAR

X E

@ MEEER AWS
AWS fESEiBIR, BRDEBEE.

BAIEEFRR R A Agentless Collector EREINEREREREFHBZEEZEAR AWS WFE L
HTTPS EfRAM, MREEEER , Al Agentless Collector #HREE R BY,

& 1E RVERR AWS

1. FBRFAEWN T EEE , TRENLTAMARBEEHEERE 443 L FEEEHEFEMEM AWS &
HHELRE, WL AWS HEFEELEERE , BUARENEZEESEEEAL (=M ) &
55, us-west-2 SEMESE,

R AWS ZBHIRFE EEEE us-west-2 , A T REBEESEH FEUE

* arsenal-discovery.us-west-2.amazonaws.com
* migrationhub-config.us-west-2.amazonaws.com

* api.ecr-public.us-east-1.amazonaws.com

EEERERNXWERTRE AWS BB ELERNEE 76
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* public.ecr.aws

WR AWS EMIRFAERETRE | BTIRSFEESHFREus-west-2 :

* arsenal-discovery.us-west-2.amazonaws.com

* arsenal-discovery.your-home-region.amazonaws.com
* migrationhub-config.us-west-2.amazonaws.com

* api.ecr-public.us-east-1.amazonaws.com

* public.ecr.aws

MR BS K G T EHES Agentless Collector EEE 2 BAAK AWS REHNEHFE , FEWESEHE
RTHERRSERPREREIH,

2. WMREFHHABEEFAEREE  FERATISR , IRRKERERHSFEE—EPRHIH
RV B A B B RER,

a. & VMware vCenter E1#§ Agentless Collector #Y IP #thiit,

b. BIRUKEERSHI VM Web £ A ec2-user , W FHAZELL & Acollector , 1T 5| & AT
o

username: ec2-user
password: collector

C. TEERRIE 443 LFAT telnet LRI ERPR BB BRYERR , AT SIEHIFR R,

telnet migrationhub-config.us-west-2.amazonaws.com 443

3. R telnet FEMATMIE , FERMFEA Amazon Linux 2 BI1E R EERETFRE DNS RS,
4. MREHREE  WEHE-—STE  FSE Bl AWS Support for Agentless Collector &,

BEERERETHRENBEREZTE[R

MREZEMHREHNAEBAREB HTTPS , EREEEEREZRE , BUTRFERHEEE,

1. & VMware vCenter EX1§ Agentless Collector K IP ik,
2. BARUURERSH VM Web £#Aec2-user , WELFEE Acollector , T HIEFIFT Ro

BEEREREIRENBERBFNRHE 77


https://aws.amazon.com/premiumsupport/knowledge-center/ec2-static-dns-ubuntu-debian/
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username: ec2-user
password: collector

3. KHEZLREMHBHHNEEAN , ¥ ----- BEGIN CERTIFICATE----- 1 [ — END
CERTIFICATE----- , BRBI TR BIRERA -

/etc/pki/ca-trust/source/anchors/https-proxy-ca.pem
4. FERZRFBR A FRTTIGS
sudo update-ca-trust

5. BT T IS LAEFRE Agentless Collector :

sudo shutdown -r now

SHREFERETERIIEESR

& ] LATE AWS Migration Hub (Migration Hub) ER AN ERINESR ERA LRI SEVESRHVMREE
Fo BANERSHMES FETENEMRERRE RSB BENUESS.

T 52 FER A a{a17EL Agentless Collector £33 & 3% B iE/EARAERI =&,

fZHY Agentless Collector £1£ &

1. fEH AWS BHIREE A AWS BE X8 4A |, A 7E https : //https://console.aws.amazon.com/
migrationhub/ BERX Migration Hub £ &,

2. TEHRZETH Migration Hub = AEBH KR | BEERKESS.

3. ¢ Agentless WERSREIZE S , L TREA FEXENSEEESIN IP thit,

4. FHERR Agentless Collector =& , FEFM Web BIE2R. ARAEBEMuY|Fig AT
URL : https://<ip_address>/ , E ip_address RiB/EAREREUERTH IP Hbil,

5. EEZA, ARWALE PREVESHIRENEREENKNESEREEEREEKES.
6. 7E Agentless Collector ERIREE N ERIKET , i#1ZF VMware vCenter [EEX PR FFEE,
7. BfE hHIEREEE VMware vCenter A BRI KEIE URL FMZEAEHR,

SHREFRETEMNNESR 78


https://console.aws.amazon.com/migrationhub/discover/datacollectors?type=connector
https://console.aws.amazon.com/migrationhub/
https://console.aws.amazon.com/migrationhub/
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BIEEEREEER , WERSENEILLE vCenter A ARZTAVERR , MNERWRESEE HKNER
e, MEMBEMAREE , BSE Bi4% AWS Support for Agentless Collector [,

ERBEREERETENSEERRERE IP it MBEAERERE, £1F P #hitFERE M {€1E vCenter
EANEREETREERERELRE | WA ESSIRE BIEEMEE,

{&1F |P #but RS EE

WMRWERF R EHE R vCenter inBigNEEER. B|W , = vCenter A fR2T B 81 FE R B 5E 4R |
WESRTREEE LEERETR, HERT , BSWIBEFERAL

THIREF B SRR P It RRE,
{EIE U EESS IP Hb3t RRE

1. & VMware vCenter EX1§ Agentless Collector £ IP ik,

2. BARK Web BIE RS 3 BIRL Agentless Collector 324 |, REEMuFIhE@m A T3

URL : https://<ip_address>/ , E ip_address 2R EH HUKESS IP it SLEEAIEERER
ESR

BEBA  ARBALT PERERERRARENEREEIRERER R EERERXNES.

£ Agentless Collector ERIREEMNERIKET |, i#F VMware vCenter [EE PR FFEE,

£ VMware ERINEFFMEFA BEEmMIRE vCenter RIBRES T , i2 T vCenter #AFHY IP ik,

FREBNGSIIE  flfl ping= traceroute , BRFBEIBIA vCenter AR RBERER
RARRE | DI ATfEU &R 2R VM #2ER IP,

I

o MR IP bt FIEE R vCenter RIEEREAFME K BEKRERFTHEASPEN IP it | AR
iEE-F_Z’Fo

« R P {uitiE#E , {8 vCenter AMRZREN IEERA FARE |, FRABRIMRER.

« WX IP {uutE#E R vCenter RIREFEREATE  FBERERDBR AR ARG E T HEAM
BOER, MRR  BEFMEBWPAEERE , LAKFREWERS VM WEANELR,

{&1E vCenter B A& R &

IR EREUWNE RS AFIR MY vCenter FREREEN , SUE A vCenter BEMIZIR SRR , WESST
EEEEANEERERTR,

MRFEFEE vCenter ZEAERHERNREE , FRE UBELRCARAEARTE vCenter BELF IR
A,

BIE IP bt R EE 79



AWS FERRRRZIRS EREEE
WMEEBEHRE vCenter BAEREFN , B2 H HmEE VMware vCenter E A E %,

BEEREMT MEMKRERATHNENEZDE

Agentless Collector FEREM 7 M ERUREEBEN & B2 ~FE DMS MFE S3 BERARE, 10
REBINELFH DMS MFE S3 , B EEREE, NEFAEN A FSEIREEREIX,

MEBEREERNELCRBELEE , FRECHERNNERARE T AFIRRER., A&,
E IR E# DMSCollectorPolicy 1 FleetAdvisorS3Policy BURHTIBE IAM FHE, MEHMAEN , #F2
BIZB2& Application Discovery Service R IBZR W ESS,

3
#

MRENERINERBESEERS AWS |, Bl SR TSNS L FEUE,

« dms.your-home-region.amazonaws.com

* s3.amazonaws.com

EEEREND fTrEMKREREPRERREE

Agentless Collector FREYE R EM 2T BRI EE B S ERE LDAP [MREE , IRRERREHHE
ERiMARE. AR EHRERESEREENEERRARS , URREBEMS AR, #
ELEMEMRR , ERBREEASRETENNEER, IRENERREREELERZELAMR
2R , AR RO IE A LUER EIRAY A ARER

BB | i anny EEL B AL E,
- EERIEULLERE LDAP RS , X% ldap-utilEH., BEEEM , ST TGS,
sudo apt-get install ldap-util
REBHITUTHR,

ldapsearch -x -D "CN=user,(CN=Users,DC=example,DC=com" -w "password" -b
"dc=example,dc=com" -h

s EERFEALLERE Linux IEERFAREE , FFEATHG D,

ssh -i C:\Users\user\private_key.pem -p 22 username@my-linux-host.domain.com

£ Windows REVEE & & 5 #1T el RV £ 6.

1S IEE B EE R R 80
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ssh username@my-1linux-host.domain.com

£ Linux AT SERTAY S8 6,
- BERBLETLUERE Windows EXRRARSR , FEATIHT.

winrs -r:[hostname or ip] -u:username -p:password cmd
£ Windows FUAEE & & 5 #1T LB EHI,

sudo apt install -y winrm
winrm --user=username --password=password [http or https]://[hostname or ip]:[port]
"[cmd.exe or any other CLI command]"

£ Linux B ITERIBEHI,
« PERBETLLERT SQL Server BRE |, FHEATIHS.

sqlcmd -S [hostname or IP] -U username -P 'password'
SELECT GETDATE() AS sysdate

- FEREBETLUERE MySQL ERE , EFEA TGS,

mysql -u username -p 'password' -h [hostname or IP] -P [port]
SELECT NOw() FROM DUAL

- BERJBETALUERE Oracle ERE , FEATIIHT

sqlplus username/passworde[hostname or IP]:port/servicename
SELECT SYSDATE FROM DUAL

- BEBRBEULERZE PostgreSQL ERE , FEA TSI T,

psql -U username -h [hostname or IP] -p port -d database
SELECT CURRENT_TIMESTAMP AS sysdate

MREETEREZENEN DT ARS , FRECRELENFTT, NFFMEEA , ;
HE fl AR 25

T
W

ZHERZENE

BEERER Y
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ERAEER

I ESX T

Agentless Collector T BB K ESX 8, ESX EHNLABM vCenter Server #1T{E & H — =P

Bt 4% AWS Support for Agentless Collector &

LUES

38 % Application Discovery Service Agentless Collector (Agentless Collector) %83t 5 E 1

By , FEHAE AWS Support RETEEAHE | W AR ERGEBEERR B %,

HY 18 Agentless Collector H&&

1.
2.

&£ VMware vCenter EUi§ Agentless Collector #Y IP i,
BB EEERHY VM Web £ Bec2-user , M FARBTL E Acollector , U1 T 5E IR,

username: ec2-user
password: collector

FEATIRTEEZEAFTERRK,
cd /var/log/aws/collector

£ LA T 8 = B B SR

sudo cp /local/agentless_collector/compose.log .

docker inspect $(docker ps --format {{.Names}}) | sudo tee docker_inspect.log >/
dev/null

sudo tar czf logs_$(date '+%d-%m-%Y_%H.%M.%S').tar.gz --exclude='db.mv*' *

# Agentless Collector VM & B &R,

scp logs*.tar.gz targetuser@targetaddress

#étar.gziEREMIE AWS BEXE,

VAN
Ao

B ESX % E

82


https://aws.amazon.com/contact-us/
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A& & RE A E Migration Hub

AWS Migration Hub (Migration Hub) [E A Al R E & R EPEBIRIZMNFMEFAE A Migration

Hub , M#&E A Application Discovery Service Agentless Collector (Agentless Collector) 2 AWS
Application Discovery Agent (Discovery Agent) , Rt AT B R EANERHTESTENHAE,
ORI EFERERAE Y EREEBREE,

LEERATKEABRNSER, B SRUMERTIMERE - REFBENRSHERMRRE
#o

- FRAERNE=FTIERELTERENEARFENNER,

« TEERDMRE (CSV) EAZEAR |, WIEAKRAERERE MR E R

FHALEARMESEZRBELANPBERER 2% , B LUER Migration Hub E#24A AWS CLIRE
—1E AWS SDKs , #18%= £ &= Migration Hub, MEME:ZEHNFFMAENR , 5528 the section called
“TENEARR .

BALURERZEEAFR. SEFRESEFEE. EAUNEBTZANEA API BRBEE A
HYIREE,

FEAFRRTERE , &7 SR (BB B A GG A . BN Migration Hub TR AMREARE
B ERNEAEARS . MREAREIHEER , SUUSEREXKEENTE , UREEREX
SRR SRERFF B o

RIS DRGEARTRMEARNARNESME , IHEA CSVMRNEGFE. EBEH
B ERELERENRIEABR,

FERFBEBAREANGTSE., EANRRIMTREOMERGCHK, WFFHMEER , FSEAWS
Application Discovery Service Bt %8,

X B E AR

Migration Hub X & T 5l [E A&,
« RVTools
« Migration Hub [E A\ &2
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RVTools

Migration Hub 3z #i%i8 RVTools [EA VMware vSphere FIEH, # RVTools
REERN  FEEELHPELE csv BEREIELF Excel 1B1E , A
% ZIP ERIK |, REAS ZIP BERE A Migration Hub, ZIP FEETIER :

vinfo, vNetwork, vCpu, vMemory. vDisk, vPartition, vSource, vTools, vHost, vNic, vSC_VMK,

Migration Hub FE A £ Z<
Migration Hub A Al BAREMRREAE R, RENERNSAR CSVERZENKRX , MAEHR
KERDEXENRUUARELHUZENEE,

TRPEBEAMUBEINER () KFERLERYL. ENEAERNESECHKEELLAEA NS
BEELLEM , A —HBIARSFNEARER, BR , REEALEMUARRZELEA,

TRPEAGFERBBESNAARNR () RTDREM serverld , RIBMHER,

(® Note

MRS EF A VMware.MoRefld 2 VMWare.VCenterld ik BI524% , BN ERMBNEEPE
1E P {E MR 1L o

EAWMLER Description i1

Externalld* EHESE S ESIEIE <8 Inventory Id 1
BELHRRAKE—, f
0 | Externalld (Externalld) @~ S°™Ver2
URLENBOABENET  yueD (g3

IDo
SMBiosld* RKEEE BIOS (SMBIOS)
IDo
IPAddress* PLESR o i RARSS IP #ubE 192.0.0.2

B, LUBISREE,
"10.12.31.233, 10.12.32.11"

MACAddress** LR 57 PR Y A1 Bl 2s MAC it 00:1B:44:11:3A:B7
HEE | LBl E.
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ERAEER

FE A&

HostName*»

VMware.MoRefld*A

VMware.VCenterld*?

CPU.NumberOfProcessors?
CPU.NumberOfCores?

CPU.NumberOfLogicalCores?

OS.Name”?

OS.Version”

VMware.VMName”?

RAM.TotalSizeInMBA”

Description

AR ERETE, RAIRE
BN EREHATEEGEE
(FQDN),

SEYHSZE D, HALL
VMware.VCenterld £,

EEMEI I — B BIRF, MEM
VMware.MoRefld £,

CPU HWEE,

BEER OB,

Al fEfRBRES P FTE CPUs &

HITHHITHEBER, 2 CPU
A £ E — CPU #%/ L EIR#HIT
ZEBITH. EELEEBRT ,

HEEARERE (REH) &
HBE.

FEERBNERE,

R RBATRA,

ERMENEE,

AR LT A RAM B E |
LA MB BE,

i 5

"00-15-E9-2B-99-3C,
00-14-22-01-23-45"

ip-1-2-3-4

localhost.domain

16

Linux
Windows.Hat
16.04.3

NT 6.2.8
Corp1

64

128

Migration Hub [ A #i45
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ERAEER

FE A&

RAM.UsedSizelnMB.Avg”"

RAM.UsedSizelnMB.Max”

CPU.UsagePct.Avg”

CPU.UsagePct.Max?

DiskReadsPerSecond
InKB.Avg”

DiskWritesPerSecon
dIinKB.Avg”"

DiskReadsPerSecond
InKB.Max”?

DiskWritesPerSecon
dInKB.Max”

DiskReadsOpsPerSec
ond.Avg?

DiskWritesOpsPerSe
cond.Avg”

Description

AR L E AR FIIH
2, A MB BEfL,

fARSF LAABNER RAM &
ELR, A MB RE,

ERZTI BEWEE R TS
CPU ﬁﬁﬁ o

ERRIENEERBHRAKR
CPU fEAZ,

HER PSP ERERNNHE , U
KB RE{L.

W FHBREANEE | U
KB RE{,

WRRABSHEMONHE , 2
KB REAL,

MERASVEANEE , X
KB &,

B HBRRIURFR FER
EO

WREA RIENSYFIHRE

o

£ 451
64
128
64
128
45
23.9
55.34
24
1159
84506
199
6197
37892
869962
18436
1808
45

28

Migration Hub [ A #i45
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ApplicationWave

FERRENRE , BLSISRIEE,

HETESRERAENN/H

EARZINTEARERN,
Lt fal AR AR B B RS I B

AWS HERR AR RS R
EARMLER Description i1
DiskReadsOpsPerSec RSV EIRENT A 1083
ond.Max? Ho

176
DiskWritesOpsPerSe HREARENEBYHRAX 535
cond.Max”? R

71
NetworkReadsPerSec R EBEIRENESRD EHEE 45
ondInKB.Avgh B LLKB BE, s
NetworkWritesPerSe RRBEARENEDEEH 8
condinKB.Avg” 2 , L KB BE (i, 3
NetworkReadsPerSec PR BBIRENEYDRAE 1083
ondInKB.Max” 2, U KB BEfL,

176
NetworkWritesPerSe EERBEARENEVEREARE 535
condInKB.Max” 2 , U KB BEfL, 1

7
FERRELR LB Rz a8t RRISH Application1

"Application2, Application3"

Migration Hub F& A £87<
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EAMLER Description £ 451
EEA LU D R ERBE , %=X "zone:1, critical:yes"
& TEWAE
"zone:3, critical:no, zone:1"
/A Important
AT EMHBRER (B
MEAER) BFEEE
L
Serverld 7 Migration Hub {al R85 /5 & d-server-01kk9i6yw
FR P 7 B {r] R 28 38 Bl 7F o waxmp

BALIEAESR , AEELIAESREMMEABASAFERNMEMNY , RAEBELCETELF —EALE
BV EN A, EBEAANIATEFTEER  UEESEEARTRINEEERE, NREEABCHIE
& External ID, MU ARKE—RBIMEALH, EREEHTSR  EAEXRSERRLE
EENMEFZR , ERAREASEAN - LERNH, UFLEBNFRET  F2REHHRZIN AR
SR MEAE LB,

@ Note
Migration Hub E AR B [E A SR EZ WML 147 B 5THBAL S H 2R |
HEFEEA,
R EEAFTA

EEAUEAERZH , FERELHN IAM £AEEBLEN Amazon S3 577 , AIEEMEAERL
& (s3:PutObject) & Amazon S3 , AR BEEMWIH (s3:GetObject), B HEFEIBE IAM BUEE
WHEHEEZER AWS IREPHTEAN IAM FRE |, REIEXFZFTFIN (EAR AWS CLI) =
FEAER.

Console Permissions

A THEFRIEE IAM ERAENFFAIBER , REAESER TREEEN AWS tRFRRHEA

REEAFA 88
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RECAEEENZERX

1. BAAWS BEEFIEH |, W hitps : //https://console.aws.amazon.com/iam/ BIRL IAM 12
AN
HEEEBEERTD |, BIE Users (FRAAE)
BELRELAHEFHTHERNEREESR,

o & 0N

#1Z Permissions (Fr ) R5I1BH , A%iEIFE Add permissions (FTEBFF ).
I#1E Attach existing policies directly (E#EEIRBBUER) , RREIF Create policy (BIH
K)o

a. TEBRH Create policy (BRI BR) HEE L , 1### JSON (JSON) B F A TBUR,
BERETRBNEE  FERAIAMERAES LEERCRATFHEBNERER,

3
:HI!
dim

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:GetBucketLocation",
"s3:ListAl1lMyBuckets"
]I
"Resource": "*"
}I
{
"Effect": "Allow",

"Action": ["s3:ListBucket"],
"Resource": ["arn:aws:s3:::importBucket"]
},

{
"Effect": "Allow",

"Action": [
"s3:PutObject",
"s3:GetObject",
"s3:DeleteObject"”

]I

"Resource": ["arn:aws:s3:::importBucket/*"]

REEAFA 89
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AWS FEREARRRE EREES

1
}

b. EERBEBXK,

c. RENBEREENMN Name (B8) MERHZR , ARMEBERNBE,
d. BEEEIBR,

6. RERFHTIAM ERAHE , HBES AWS IREPRHEABERNERAEER.
7. EWEBEBRER, UESEREINBERER.

8. EET—-F:mA.

9. EIEFEIHFA,

BELCKBERFIEE IAM EAZE , BIRKBEARERF.
AWS CLI Permissions

ERATIHEFRLLBENZERR , WRT IAM EHEEA RHEAERFERBEFFA AWS CLI
BUYMERE SEBXR

1. {#H aws iam create-policy AWS CLI i SEIEE THFHFTH IAM BFEK., BieBigE
RETENER , FERER AV EAEH LEERCRTFITRNERESR,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": ["s3:ListBucket"],
"Resource": ["arn:aws:s3:::importBucket"]
}I

{
"Effect": "Allow",

"Action": [
"s3:PutObject"”,
"s3:GetObject",
"s3:DeleteObject"

1,

"Resource": ["arn:aws:s3:::importBucket/*"]

REEAFA 90
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MEFEALBSHFMBER , F28 (AWS CLI 558%E) HH create-policy.
2. fff aws iam create-policy AWS CLI s B EA THEF AT EM IAM B,

\

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"discovery:ListConfigurations",
"discovery:CreateApplication”,
"discovery:UpdateApplication”,
"discovery:AssociateConfigurationItemsToApplication”,
"discovery:DisassociateConfigurationItemsFromApplication”,
"discovery:GetDiscoverySummary",
"discovery:StartImportTask",
"discovery:DescribeImpoxtTasks",
"discovery:BatchDeleteImportData"
]I

"Resource": "*"

}

3. f#M aws iam attach-user-policy AWS CLI iy S8 4E B M 1825 B b 2 3 1Y BRI 2
ZASER ERE R AWS SITEAGERH IAM A& AWS CLI, MEFALGRHFEME
A, w20 (AWS CLI i 58%E) H# attach-user-policy,

BELZCKBRMEE IAME£/HE , BURKREARER.

wmaclE , B 1AM EAE Y LEREEEN Amazon S3 REFITERE | AL AREYHAITERRET
A&, EMERE TR
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AWS FEREARRRE EREES

EEAEZR LEEZE Amazon S3

BTR, S48 CSYVIRAWEARER EEZ Amazon S3 , THEEAESR, BBze , BEZE—
& Amazon S3 FFiTHE , ZMETFBREELAEYN/REEEAESR,

Console S3 Upload
HEAEZR E{EZE Amazon S3

1. BAAWS EEX#A |, A https://console.aws.amazon.com/s3/ : /| BFARX Amazon S3 £

=

£ Bucket name (#f7Rri@ &%) BES , ERECELBYHNEEREFTERERE,
BELE

£ Upload (L&) BEEHS T |, B Add files (FTEER) RKEZE LENER.
BEE LENER , RREE Open (BARK).

BELE,

TEEHNERZR  FENREEFTFEERNEZEERERYHANERE.

R HEFEEFAEER Overview (B18) R5I1HFHK , A Object URL (14 URL), BEEME
AFBERE , EZEMI URL,

9. ®IfE Migration Hub =R EFWEAETE , MFFMREA EX, RE , Y4 URL BRE
Amazon S3 ¥ URL #{z A,

© N o g K~ D

AWS CLI S3 Upload
S EAER LEZE Amazon S3
1. FBREHEAE YEBEFRERFEAERWE &%
2. BALTHS:

aws s3 cp ImportFile.csv s3://BucketName/ImportFile.csv

3. EEBETIHER:

upload: .\ImportFile.csv to s3://BucketName/ImportFile.csv

4. BREEDRZEE Amazon S3 WHIRE, BYEABRRKRE , S8FEWLEE,

1S EAER LEZE Amazon S3 92
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AWS FEREARRRE EREES

EA &E#

& Migration Hub £ A THEAHAWIEA RGN ABMERARB[ER <& | BT UARBEERE
A Migration Hub, T3 RBAMEMTIERN SN , SEER FEEZEB E1T AP I AWS
CLl,

Console Import

£ Migration Hub AN T EHE LFHBERE A,
B4R B A & R

1. HEEEBEEFH Discover (RXK) T , i Tools (LE),

2. MRBHAEFEASR BN EEAFRPBZEASLARTHEIR, FHBTHIEAL
WIEAZLRENRIGHBRARFER . BHEALRKE Amazon S3 EFIFE THEASEZR |
Ht A https : //https://s3.us-west-2.amazonaws.com/templates-7cffcf56-bd96-4b1c-b45b-
abb42f282e46/import_template.csv

3. FEFMEAER , FEEAGRFTREEA,
4. EEABRBET , EEEBANEBRE,

5. 1EE Amazon S3 ¥ URL i, ZEHTHIR K LEEZLEAERER LEE Amazon
S3, MEFMEN , F2ESEAER LEZE Amazon S3,

6. BEATEEHDH Import (BA), EAEBR Imports (BEA) BEM , B/ ELEEURESIHY
IR B AT EARRE,

BB EFRREAERZE , Imports (EA) EEHESRETNESEEABRNFAENR , 2FHE
EARRE, ZHRRE , URRDHARBEENBE LA TRELLH, FHEEYP , Bt lEE
ERRTHAMKREE , AEEEREANEHR,

£ Servers (AlfR2R) EE L , B EEME SRRV MAMRSS (&) REAGRE, ELENEE
BMPIENEARR , REA (EABRYRE ) EESER , RASKAEQEKRSFER , HF
ERBENNVEAENEERGERE. AR, CREFIBARBEEANESR,

AEESR zp B, YEEMERESE ; errors-file BN failed-entries-file, LtEEERHE
ROSHSELARTHHNERAL , URECEALXBNERERNEBRLEE. SUUERAL
BERIRBBEREBE, KBNEEERTELAMNEETHNAMERMANHEMN., BTN ERE
REFHARERPETNEY , YBRESEACEEEANESR,
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AWS FEREARRRE EREES

AWS CLI Import

T
s

EER BHBREHEARF AWSCLI, AWS CLI #EXELWIRED LS . MEFMAEA ,
BAWS Command Line Interface  EHERE) M ZE AWS 557 H,

® Note

MREERIEZEASDE |, EAILEEMIH Amazon S3 REFEFRE THEAZHA !
https : //https://s3.us-west-2.amazonaws.com/templates-7cffcf56-bd96-4b1c-b45b-
a5b42f282e46/import_template.csv

FIEAER
1. FRBRKRREEESRWA TGS

aws discovery start-import-task --import-url s3://BucketName/ImportFile.csv --
name ImportName

2. EEEVEAEH  LEOILTIREER :

"task": {
"status": "IMPORT_IN_PROGRESS",
"applicationImportSuccess": 0,
"serverImportFailure": 0,
"serverImportSuccess": 0,
"name": "ImportName",
"importRequestTime": 1547682819.801,
"applicationImportFailure": 0,
"clientRequestToken": "EXAMPLEl-abcd-1234-abcd-EXAMPLE1234",
"importUrl": "s3://BucketName/ImportFile.csv",
"importTaskId": "import-task-EXAMPLE1229949eabfEXAMPLEQ3862c0"

I HERHY Migration Hub B AFER

IBATLAGER £3 & AWS CLISEEAF —1{8 AWS SDKs gt Migration Hub FE A FERAYARRE,

B HERE Migration Hub EAGER
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AWS FEREARRRE EREES

Console Tracking
& Migration Hub = AWEABRR , BRI UKREI T TE,

- BE-EABRNEE,

- [EA ID- EABRNME— ID,

- EARE - BUEAFBRNBHAMER,

« BEAMREE - EABRNMRE, EFURTIEP—EE :
- EA- BRIEEEALERESR,
- CEA-CRIEAZRBEMER,

- BEARREHERS -ERERPHN DS ETCHKELEAN, EEMREBHANGEE , FAEWE
AE#%1#$F Download failed records (T &k BiC #%) , fRRABIER csv ERPMNER2EE
IXRHATE A,

- EAXM-BEANERERDPIERLH. BERRENANEHE , FACNEATKEE
Download failed records (T &k Bic #%) , fRRABRIER csv ERPMNER 2B BXHTE
Ao

- BEANGE - BEERERTEANEANIHEEE
- KRMHEEHE - REANKEERMERPHEHEHE,

CLI Tracking

BB aws discovery describe-import-tasks AWS CLI fv5iB M E AEIERIARRE,

1. FRBRHEESTRATIGS

aws discovery describe-import-tasks

2. JEMLL JSON BAELEMBEEAEBNBE , Y SREMEMWERER, NE , B
BiERVER 2 8 EAER.

EEMEHEATKE  BUESRREEMN serverImportFailure AR 0, BEER
i RRENEARRE—SZEEEEEEA, EAUTHAMGCHETE K BEEPHER A
BLUEHE M failed-entries.csv IBREBXBITEATSR , BN #FRILAERE,

B &R Migration Hub B AGER 9
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BYEAEHKER  SUAMTHMEEE UGS EENERENERER, flm , B THEER

HRBEHEEFE, NFEREEARMEREFEMREABENFEES  F2RE KRB EAGCEET
HERE

B HERE Migration Hub EAGER 9%
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BRENRRZREZRRZINESR

Application Discovery Service Agentless Collector (Agentless Collector) 1 AWS Discovery Agent
(Discovery Agent) #ERIFFIHMRIEERA REHARMUEER, SR UERFTRENRKEREER
RYPITEEEEERAE (TCO), RENRERASGWEEFMENES  SERRUEEIANKEFIE
A EANELERER , URERRSFLEHITHER. SO ERLERRT # 7 ket 2 BN A%
M | WiHEBRRSRSEARAEIUFERRE,

EARFGH , FEERIEBNARKEEAT PRFFEA Agentless Collector 1 Discovery Agent 335
MERIEIERE AWS CLI,

FrE

« £/ Migration Hub A MR UENE R

« ¥ 3 Amazon Athena FVE R

# A Migration Hub A 18 I E/ & Bl

¥ Application Discovery Service Agentless Collector (Agentless Collector) 1 AWS Discovery
Agent (Discovery Agent) , EERINERFRKBZE , BUFER TRABREHKENRREFAVMSs
MHEER., ERRERBN 156 piER , EERRETEEP, BUAUER BEHRENER ,
CSV BB LLE R AWS CLI,

EEEFEETPRAEBRRINVFARIFFIVENER | BERPHPZETE AWS Migration Hub 12
&R ARSS. EEHE—STHRINAFEATZEARRE. FNEREREEARESRIRERER
NEZENRRES , 552/ FH AWS Migration Hub £ AREE K

Agentless Collector BRI EM 2 T ERHNEEASKNENER LEE Amazon S3 #FETE, BT
£ DMS AWS =& RKRLHRTFIEENER, ZERAERERINEREN 2 T RRSFATKREN
R FERIPNSBREARENER,

HYRRINARB[NEAEX L EE

AWS Application Discovery Service ( BRAERERNRZERYE ) EERARLEESE , TRBNERENFR
BARFEREEE. EWEERIEANER , cUFNEEFREERRINARIZNER.

AR EESREREZEARRNEERRAERSE , 25 AWS Migration Hub ( BB H1E ) E
A. Application Discovery Service EREERNUESS (BRAEEXWKESR ). AWS Application
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Discovery Agent ( RERERER ) MEMEBITE, WF Migration Hub EANFHEFF , F2HE
Migration Hub Import,

ERRFRER , SEHEBFRIMNEANCHRETIIRE , UBRREANARSISTFE. MR
BAZMAAWEE |, BERIMAHGCHRIL ISR M — M AREFH BT, MRKIETHNIEE , PRSE
VHWIEE | EEEIRKERAARFARNME—RRI[HBI . &£ Migration Hub 12 & FhigR it [ AR
2Ry, BRRKE —ERRR[AIE—TEE,

EL IR B AR MRS B E TR A0F , AR H W ARG B ERIEALENBMEE, W
RBEARFIBEERAZSHERFNZEE , Sl , Total RAM #FMETREMESEFEREARKRRN
ERARRINESERRF[EEE , ARIENRNESBETNXARB[AERFCERF

KSR R
EEARRIAER , UTHROAR LS ARS.

* Externalld - E2FAR LY RRBENETEMNV, MBHBUPHNEES —EEBExternal Id W3
—{B{E4E[E , Bl Application Discovery Service 2Lt MEEE , ERmE BV REHES,

» |PAddress
 HostName
 MacAddress

« VMware.MoRefld 1 VMware.vCenterld — i& R {E{E 24 E 82 5 — & 18 B #8918 B ¥ 2 48
[& , Application Discovery Service F BEH{THRFEE

ZE Amazon Athena I E ¥

Amazon Athena 1 H) & BHR 3R A A E — L& 5 #7 Discovery Agent RRETERZR N A EEFF A
fREE M ERNER, — B Migration Hub £ #& ( S £ StartContinousExport API) Bt Amazon
Athena FHVERIRE , Y HABAEEXNERKE  REEXMBKENERNSEBEHMTE S3 &
FErRP, MEFMHENR , FSEEE Amazon Athena FHIE #,

Amazon Athena A 9 & BHRER) 7] & 7E — B L& 2 #T Discovery Agents RFTEIRZRZIH R IEBE [
fREEMENER, —B® Migration Hub & ( SfEA StartContinousExport APIl) B Amazon
Athena FIVERHRE) , YEABMARKERANERKE  REEXRENENESHDEHREE S3 #F
ETEE,

A% |, BAILUESH Amazon Athena TR AEEZNEN , Lo MEERRENEEFIRAEREE,. =
B RS LT REFER | URTERFREE 2 BHAERMEAKME, i, BAI LA Amazon Athena
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REBCHBEITEH. tEHMRAERNKR , fIBREEEERE (CMDB) Bl , UREBIREFHN
RIRESEEREKXEAREXNEIBE, St Athena EX EE Amazon Quick B4 , URBLE
T H A DT,

AEREFERBETLUE Athena PERAERIRFEL MR EBBABIREN 5N AWS,
1£ Amazon Athena 9 B EUE KR ED

Amazon Athena FHERHRZR BB Migration Hub £ & s # 1T API FEIY 52 BY BROE 48 & H 3k
U AWS CLI, 4B SHABERIRE | FTHEE Amazon Athena FEF W BBIRRIRREINE K

ELRBISEELR , 80 IR
FAWSServiceRoleForApplicationDiscoveryServiceContinuousExport® B & AR
EfAe, NFRKELZACWEFEMERN , 552/ Application Discovery Service BRI ERE A BT
A,

THIERIRBI{AER 3= A F £ Amazon Athena FRRE $HE AWS CLIED,

Turn on with the console

EIREE "HAERINE, , HE—T Migration Hub £ AN ERINESREm LEERSE "Amazon
Athena FEVERIREN, IR K SR SHBISEED , LA Amazon Athena BXA Amazon
Athena HHY & RHERD,

#E= A B Amazon Athena BRI & BHRED

1. HEEBEHKD | #IZF Data Collectors (BRI ESRR),
2. EE Agents (RERER) R5IEH.
3. EREMRERKE  RENMRECHMERKE , R —T Amazon Athena Y HI & #

®ED,
4., HL-FPREENHFLRP , R—TRIGRUESMHEBEKAILERE Continue (&1E) 3
Enable (BXFH),
(® Note

THREBEREXBREL "HEEL , BX#1T , JFELEE Amazon Athena P EF R FE AR
RIMWER., F-XBALIIEER  FNERNZRZIREEE 30 sEF S HIIRTE Amazon
Athena #,

FRNERHRED 99
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Enable with the AWS CLI

Amazon Athena Y& BHREI 2 EIB API FEL1E BAREREIAY Continuous Export REUA AWS
CLl, EEEHZM , AWS CLI BXEAELHNREFRE

£ Amazon Athena &% AWS CLI ¥ BB E B R ED

1. AWS CLI BIEMEZE R (Linux, macOS = Windows) 2% , WIFERA , B2 AWS
Command Line Interface £ /8 &5,

2. BRB@&TERTIET (Windows) Si#kim# (Linux 2 macOS).

a. ®A aws configure A& Enter £,
b. HWAZM AWS FERE#R ID F AWS BRIFEER,
c. BWATEREHEBBEA us-west-2,
d. BATRRE LB text,
3. BAUTHT:

aws discovery start-continuous-export

® Note

ECHREBEXNBEL "HEEH ) EX81T , WZEETE Amazon Athena REFFFERA R
RINER, F-IRBALIIEEE K ZNERRZZUEEE 30 2EFSHIBE Amazon
Athena #,

B 1% Amazon Athena IR E R

1£ Amazon Athena FBRE R R 2 & , B UEEE Athena P EHRER , BRERNEARER
NIRRFWFHBE I ER, BuUFEARERRELERER., HITHRADT., EXEHEZEERBLLE
N, UERCEREEREEEE,

T35 RERBA MM EIETE Athena TRAFIRREHWAREBRERNER ., MRETE Athena FREFME
#, S R Amazon Athena AR A ERHRED , HFE AR IR REE Amazon Athena FRUA ERHF
Bh , 0 PFMRIE Amazon Athena A B EUE BlHRED,
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AWS R RR RIS EAEEE
[E{##% Athena FHRRANEERXNRRNER

1. 1€ AWS Migration Hub X AMNEBEEKH | BIERRES.
2. EHEBR Amazon Athena £ 4& |, F51EE T Amazon Athena FIREEH,

3. £ Query Editor (E##miE2T) EE L , Database (ERIE) THEBEHKS K BE
application_discovery_service_database A& 2 i2EHI#RRE,

@ Note
ft Tables (B¥IR) T , THERMRARKAREREA T ENERE,
* o0s_info_agent
» network_interface_agent
 sys_performance_agent
* processes_agent
* inbound_connection_agent
« outbound_connection_agent

 id_mapping_agent

4. £ Athena EFfREP B AMIIT SQL £ , LATE Amazon Athena = AR EBER, Hla ,
U LERA T ERREEMEIRREIN AR IP toit,

SELECT * FROM network_interface_agent;

MEEZEHHEN , F2BE Amazon Athena FEAFELAEESNESM,

]HB1t Amazon Athena &%

FERBHENER , TUAERABERTREER , Hl20 Amazon Quick HE AR BIBTREN
T B, f5l#0 Cytoscape, yEd 5 Gelphi, fFAEL T EREEZFREER, FEEBXRMEMBEER R,
FERLAZR  SALLEBRBLERERED Athena , ZETEAUEFIEKENERBAEELREBLH
iR

£/ Quick 18 &{LEH Amazon Athena E¥}

1. & A Amazon Quicke
BELER o7



https://aws.amazon.com/quicksight/

AWS ERRRRERS (&SR

2. i##ZE Connect to another data source or upload a file (E# 2| H it &R KRR L EEER),

#1E Athena, FEBIEETRHTH Athena BRIRIFRHFES .

7t Data source name (BERIRREE ) ML P@AE B,

i#1Z Create data source (B ERHKIR),

£ Choose your table (ZEURH &Rl k) ¥55 5 HiEE Agents-servers-os (Agents-servers-os)

BR& , WiEE Select (F#IF),

7. 1E Finish data set creation (EREREE) HEFEHRH , FEE Import to SPICE for quicker
analytics (EAZE SPICE LETERIEN 5 47) , ARERIERE Visualize ((REL).

o o kW

EeEFEnEEL,

£ Amazon Athena RE AL ERZNEH

Y- ERLERNER  WEATHTHREFEARS , Sl TCO ZHMPRRBL. BUTNE
EEHAELEEN , LI IETBRRRENTER.

ERALTEENER

1. 7£ AWS Migration Hub FEEMWEBHF KD , BIFRFRES.
2. ZEEBR Amazon Athena £#2 4 |, F5EEE Amazon Athena FIREEH,

3. 7E Query Editor (Z##R#E35) HE L , Database (E¥E) THEEEKT  BE
application_discovery_service_database A& 2 i2EHI R RE,

4. HEEHAREBEJ[PREME (+), UELEEHEANER,

5. R EEEENEH BREP—EEH,

6. KEHWIENEIFEAEBNEAEERT,

7. 1E# Run Query (1TE#M).

FEERNES

BREEZHEUEEAREHANEA.
ENEEREEH IP tut M HEZ B

iR ERNHNB SIS EMMREEMN IP it M #ER, Sl EEbEmFERALEE, ESE
WA WBNET , F528 (Amazon Athena A EIERE) T/ CREATE VIEW,
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AWS FEREARRRE

EAEER
CREATE OR REPLACE VIEW hostname_ip_helper AS
SELECT DISTINCT
"os"."host_name"
, "nic"."agent_id"
, "nic"."ip_address"
FROM
os_info_agent os
, hetwork_interface_agent nic
WHERE ("os"."agent_id" = "nic"."agent_id");
R EEHEREREEAMRES
WEHAT BB EHTERNRE. IREECHECRBHNZHBAMRE LFBREREN , KA EALERN

THREME L REEEMARS[ERFBARERER, EHEHD  BATHREEANEHBERE X
AIERELIERRTILE IP it RE, JRED , LL 192, 10 = 172 #2AK IP ik,

SELECT DISTINCT "destination_ip" "IP Address" ,
(CASE
WHEN (

(SELECT "count"(*)
FROM network_interface_agent

WHERE ("ip_address" = "destination_ip") ) = @) THEN
Inol
WHEN (

(SELECT "count"(*)
FROM network_interface_agent
WHERE ("ip_address" = "destination_ip") ) > @) THEN
'yes' END) "agent_running"
FROM outbound_connection_agent
WHERE ((("destination_ip" LIKE '192.%')
OR ("destination_ip" LIKE '10.%'))
OR ("destination_ip" LIKE '172.%'))
UNION
SELECT DISTINCT "source_ip" "IP ADDRESS" ,
(CASE
WHEN (
(SELECT "count"(*)
FROM network_interface_agent

WHERE ("ip_address" = "source_ip") ) = 0) THEN
lnol
WHEN (

(SELECT "count"(*)
FROM network_interface_agent

ERAREERNEM
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WHERE ("ip_address" = "source_ip") ) > 0) THEN
'yes' END) "agent_running"
FROM inbound_connection_agent
WHERE ((("source_ip" LIKE '192.%'")
OR ("source_ip" LIKE '10.%'))
OR ("source_ip" LIKE '172.%'));

ERREEN 2 A RBENRENEER

BUERALER  REEXEREERANRSHBRARB[INMARERENEARENER. LESH
#£ 8 system_performance_agent ER&KE os_info_agent ERIEX , LA B SRR IS
B, hEHEEFTREENZMERRSNE—EFIIEARER (L 15 2ERRER).

SELECT "0S"."os_name" "OS Name" ,
"0S"."os_version" "OS Version" ,
"0S"."host_name" "Host Name" ,
"SP"."agent_id" ,
"SP"."total_num_cores" "Number of Cores" ,
"SP"."total_num_cpus" "Number of CPU" ,
"SP"."total_cpu_usage_pct" "CPU Percentage" ,
"SP"."total_disk_size_in_gb" "Total Storage (GB)" ,
"SP"."total_disk_free_size_in_gb" "Free Storage (GB)" ,

("SP"."total_disk_size_in_gb" - "SP"."total_disk_free_size_in_gb") "Used
Storage" ,

"SP"."total_ram_in_mb" "Total RAM (MB)" ,

("SP"."total_ram_in_mb" - "SP"."free_ram_in_mb") "Used RAM (MB)" ,

"Sp"."free_ram_in_mb" "Free RAM (MB)" ,
"SP"."total_disk_read_ops_per_sec" "Disk Read IOPS" ,
"SP"."total_disk_bytes_written_per_sec_in_kbps" "Disk Write IOPS" ,
"SP"."total_network_bytes_read_per_sec_in_kbps" "Network Reads (kbps)" ,
"SP"."total_network_bytes_written_per_sec_in_kbps" "Network Write (kbps)"
FROM "sys_performance_agent" "SP" , "OS_INFO_agent" "OS"
WHERE ("SP"."agent_id" = "0S"."agent_id") limit 10;

RIBEEORRIRNEFFEES , BERARSI 2BNELHER
HEASNESERKcBHRENFMER , URERKBRBNEFNFMAER.

EHITERZE , MREERBITIHIRE , AIXLEEITTER IANA TEZ IANA EZIEERE B ERN
iana_service_ports_import Eflk,. FWNAEV L ACHNER A FSEEL IANA BEEEE
HEEAERR.
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#3 iana_service_ports_import ERlk R K BUMEBEGREHRERERBEHRE, WES
BRI BIBENET , 528 (Amazon Athena A EIERE)Y BH CREATE VIEW,

B EHER B E KR

1. BI{E https://console.aws.amazon.com/athena/ BAEX Athena £ &,

2. FRAUTIEHAETREL B IP it Ay i%BIE N REE
3 valid_outbound_ips_helperi@#i,

CREATE OR REPLACE VIEW valid_outbound_ips_helper AS
SELECT DISTINCT "destination_ip"
FROM outbound_connection_agent;

3. EATHEHBHY , REEHRENBASERIUE outbound_query_helper #47,

CREATE OR REPLACE VIEW outbound_query_helper AS
SELECT "agent_id" ,
"source_ip" ,
"destination_ip" ,
"destination_port" ,
"agent_assigned_process_id" ,
"count"(*) "frequency"
FROM outbound_connection_agent

WHERE (("ip_version" = 'IPv4')
AND ("destination_ip" 1IN
(SELECT *

FROM valid_outbound_ips_helper )))
GROUP BY '"agent_id", "source_ip", "destination_ip", "destination_port",
"agent_assigned_process_id";

4. WAEMLCEHE iana_service_ports_import ERIRMMEEHBHE , B HTUTEHLLES
HER  SRERSERENEHRE. BEEERE  UREFRNFHRENA,

SELECT hipl.host_name "Source Host Name",
outbound_connections_results@.source_ip "Source IP Address",
hip2.host_name "Destination Host Name",
outbound_connections_results@.destination_ip "Destination IP Address",
outbound_connections_results@.frequency "Connection Frequency",
outbound_connections_results@.destination_port "Destination Communication
Port",
outbound_connections_results@.servicename "Process Service Name",
outbound_connections_results@.description "Process Service Description"
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FROM
(SELECT DISTINCT o.source_ip,
o.destination_ip,
o.frequency,
o.destination_port,
ianap.servicename,
ianap.description
FROM outbound_query_helper o, iana_service_ports_import ianap
WHERE o.destination_port = TRY_CAST(ianap.portnumber AS integer)) AS
outbound_connections_results@® LEFT OUTER
JOIN hostname_ip_helper hipl
ON outbound_connections_results@.source_ip = hipl.ip_address LEFT OUTER
JOIN hostname_ip_helper hip2
ON outbound_connections_results@.destination_ip = hip2.ip_address

BIFERBRBNEFFAER , ERARR <BNEAEFA
HEASNEEEARB B ARENEEET , URERERBNEFFRER,

EHTHERZE , MREERATUHERE , AIXBEEITER IANA TEZ IANA BEEXGERE
M9 iana_service_ports_import Eflk,. MFENFAEILEAGHNEN , FSREEL IANA EEE
EHREEAERRK.

B3 iana_service_ports_import Eflkz® , EUMEREHE AR RERBEARE, W0
SERNUEILRENERD , 28 (Amazon Athena EA&1ER) HH CREATE VIEW,

B EANEH B E X EE
1. BIfE https://console.aws.amazon.com/athena/ BRX Athena 1A,

2. FEASEMERRENEARIR IP it A T#HBI B BE Y valid_inbound_ips_helper #
o

CREATE OR REPLACE VIEW valid_inbound_ips_helper AS
SELECT DISTINCT "source_ip"
FROM inbound_connection_agent;

3. FALUTHBHRE A6 W ARENERAERIET inbound_query_helper 8,

CREATE OR REPLACE VIEW inbound_query_helper AS
SELECT "agent_id" ,
"source_ip" ,
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"destination_ip" ,
"destination_port" ,
"agent_assigned_process_id" ,
"count"(*) "frequency"

FROM inbound_connection_agent

WHERE (("ip_version" = 'IPv4')
AND ("source_ip" 1IN
(SELECT *

FROM valid_inbound_ips_helper )))
GROUP BY '"agent_id", "source_ip", "destination_ip", "destination_port",
"agent_assigned_process_id";

4. BHEMBEE iana_service_ports_import ERRANMEHFHEHE , BUHTUT EHLES

AEER , oESERENEARE. ERRRE  UREFNFAES.

SELECT hipl.host_name "Source Host Name",
inbound_connections_results@.source_ip "Source IP Address",
hip2.host_name "Destination Host Name",
inbound_connections_results@.destination_ip "Destination IP Address",
inbound_connections_results@.frequency "Connection Frequency",
inbound_connections_results@.destination_port "Destination Communication

Port",
inbound_connections_results@.servicename "Process Service Name",
inbound_connections_results@.description "Process Service Description"

FROM

(SELECT DISTINCT i.source_ip,
i.destination_ip,
i.frequency,
i.destination_port,
ianap.servicename,
ianap.description
FROM inbound_query_helper i, iana_service_ports_import ianap
WHERE i.destination_port = TRY_CAST(ianap.portnumber AS integer)) AS
inbound_connections_results® LEFT OUTER

JOIN hostname_ip_helper hipl

ON inbound_connections_results@.source_ip = hipl.ip_address LEFT OUTER

JOIN hostname_ip_helper hip2

ON inbound_connections_results@.destination_ip = hip2.ip_address

T R SR AN AR B AT P YRR

It E AR IFE RN B BT PR EEE,

ERAREERNEM

107



AWS FERREXREBS EAEEE
EBTHER T , MBEERBITEERE , AIXBEIT TSR IANA TEHZ IANA EFBEEFERE
# iana_service_ports_import E¥lFK,. MFNMMABELLBENENR , FSEEL IANA EEE

EFEEAER XK,

BITUTER , IRBERBRREEB BT HVRE.

SELECT o.host_name "Host Name",
ianap.servicename "Service",
ianap.description "Description",
con.destination_port,
con.cnt_dest_port "Destination Port Count"
FROM (SELECT agent_id,
destination_ip,
destination_port,
Count(destination_port) cnt_dest_port
FROM inbound_connection_agent
GROUP BY agent_id,
destination_ip,
destination_port) con,
(SELECT agent_id,
host_name,
Max("timestamp")
FROM os_info_agent
GROUP BY agent_id,
host_name) o,
iana_service_ports_import ianap
WHERE ianap.transportprotocol = 'tcp'
AND con.destination_ip NOT LIKE '172%'
AND con.destination_port = ianap.portnumber
AND con.agent_id = o.agent_id
ORDER BY cnt_dest_port DESC;

BT IANA EEZEEFEREAERER

HEBAERNEMNEERAS iana_service_ports_import WEREK , HhE8SREBRMERKRER
RIS IREE N (IANA) TEHHNEA,

¥ 17 iana_service_ports_import E#}3k

1. 1 https : /fiana.org LAY BRI & AN Sk i £ IE B RIBE HE TH IANA EEERHRERE
CSV X,
2. BERLEZE Amazon S3, MFEFHMEF , F2ENIREREER R FEEF) S3 FHFATE?
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3. K&ERA W Athena RN HHERI Riana_service_ports_import., MERHA , FSH
{Amazon Athena A EEmM) FHELER K, ETI&EH+ K SCFEFAEENTBRIE
CSV EEXR LEZIM S3 RFErBHBBAREML my_bucket_name,

CREATE EXTERNAL TABLE IF NOT EXISTS iana_service_ports_import (
ServiceName STRING,
PortNumber INT,
TransportProtocol STRING,
Description STRING,
Assignee STRING,
Contact STRING,
RegistrationDate STRING,
ModificationDate STRING,
Reference STRING,
ServiceCode STRING,
UnauthorizedUseReported STRING,
AssignmentNotes STRING
)
ROW FORMAT SERDE 'org.apache.hadoop.hive.serde2.lazy.LazySimpleSezrDe'
WITH SERDEPROPERTIES (

'serialization.format' = "',"',
'quoteChar' = '""',
'field.delim' = ',

) LOCATION 's3://my_bucket_name/'
TBLPROPERTIES ('has_encrypted_data'='false', "skip.header.line.count"="1");
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£ AWS Migration Hub £ & HFZEE R

AWS Application Discovery Service (Application Discovery Service) £ 8 AWS Migration Hub
(Migration Hub) 24 , & F AI BAfE Migration Hub HFRAFEBEHERINESR. RARSMNERAER, B
&£ A Application Discovery Service T &K , REEKEBEFHE @ ZE Migration Hub EEAE., £
Migration Hub FE AT EERANTRIAEE.

EAREF |, BLLT SEAIE R 12 A EE M EE Application Discovery Service Agentless Collector
(Agentless Collector) 1 AWS Application Discovery Agent (Discovery Agent),
e

« 1£ AWS Migration Hub £ AERF PR E R

£ AWS Migration Hub R &P MBI ME.LERWESS

£ AWS Migration Hub & P 5 &R ESS

« 1£ AWS Migration Hub & P #@1R A IRES

« £ AWS Migration Hub 2 & 5 A IR Es

« £ AWS Migration Hub 2 & F1Z50 A IRES

« £ AWS Migration Hub [& H {a] B 25 & %}

« £ AWS Migration Hub 2 & & 748 {7 IR 25

£ AWS Migration Hub = A BEXRRPRRER

EERBETEFRERM , % AWS Migration Hub ( BB HIE ) THEAEEERPREERR.
7 Migration Hub E&EXRRF , B RERAERSR. EARANERKERNSHRETER , 4
40 Application Discovery Service Agentless Collector (Agentless Collector) 1 AWS Application
Discovery Agent (Discovery Agent),

FEERRERF BN Discover (JRFE) M Migrate (BE) BRI EER ., ©HEEMEMEN
B, URREGENERZEE, FRER , SUUEERIEFEARINBEERE, SthalmR
EEFREMEARER, IBETERECEARINNEESE  URERFERENEBEE.,

EERAETEERR , FREEEKERERR , AEBMR Migration Hub R EEHEM AR,
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£ AWS Migration Hub £ & R RAE M= 1L E R U LR

Application Discovery Service Agentless Collector (Agentless Collector) 1 AWS Application
Discovery Agent (Discovery Agent) & AWS Application Discovery Service (Application Discovery
Service) ARG ERRFREERRENERRETE, THITRRAMATHRMNITBELHERRERIK
£18  HEEREEXRESRAK AWS Eﬁ&‘t%?&ﬁiﬁz‘to

EEERWET B2 HE R MIE Application Discovery Service WfEEES | #ESERMKSERE
FHTREFNFHEEN. BBHP—EITER , B L AWS Migration Hub ( BB HE ) TEAK
5., FILEARGRENER,

R AWS Application Discovery Agent (Discovery Agent) 2% , A LLTE (Migration Hub) £ &1
AWS Migration Hub BE#l Uk SEa8 B H LA E ST L BRI EERFF

EERRSEFELERNKETER

1. fEMA AWS ZHRFEZEA AWS BB XA |, W https : //https://console.aws.amazon.com/
migrationhub/ BERX Migration Hub # &,

FEHRETH Migration Hub =S BEE K | BEFEEHINESS,

#1F Agents (REER) H5|IER,

RS EREE L 2 E T M EUT .

1##Z Start data collection (FR & B E) = Stop data collection (&L ERIUKEE),

o & w0 DN

£ AWS Migration Hub 2 & EEFERINESS

MREMETHZERRER BN E T RANERRESREE LEFCHERERNEREE,
BRSSP EAERRAREFFE. TS MENR Data Collectors (BRI EERR) BEH
BER K2R

THRETTHR AEEANESKY , 2 FEE Y. ENENER.

BSR4 EE T BH:E&
Agent ID (RE=ER ID) == ?&i’zi@i"éAIEE’ﬁEﬁE&)\}%

EfZRNEAREREX ID,
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EAEE

=]

BEERMF

Hostname (X #& %)

Collection status (W EEARRE)

B E%

HRREERX , KARERE
REEXACRALEAZTHEE
PR E M EREE,

Bk . EREWEERLE
3 Z Application Discovery
Service

Start scheduled (E HEF2 B
))  ERINECHERLR,
ERAEETIX ping REIE
£ Application Discovery
Service , REKEBEACH
%o

BfELE  RIKEERHE
% Z Application Discovery
Serviceo

Stop scheduled (EHER2Z

1b) : ERREEHERE L,
TR ping B , ERAEILE
JAZE Application Discovery
Service , EMREHFBEREE
1k,

E2 s e Rl e
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ERAEER

AWS AR RRRS
BE&MH BET
BRI
IP {31k

B E%

Healthy (IE %) : ERINERR
B, WITEEEEER,

Unhealthy (KR E) : Ltk TE
R EEFRARE, TR
HER.

Unknown (RER) : @8 —/NEF
REIELR

Shutdown (B3#) : HRA R,
RSB EM , LIRE
ARTE "E#, . WRBE
EHAME T EAR , REEE
EE—ERSBHEEAS —
EIARAE,

Running (B117%) : ERIKE
BERREME, It T EEHEIE
o

RELERETEZFHELEA
RERIRENEM IP #utk,

TRESRTAR Agentless IWERNIESRY , SFEEF. ENENESE.

BSR4 BE T

ID

Hostname (E#& #8)

B: E&

REZRESTENFALEANS
BRI TECEERK
25 1D,

HREREEA NSRS  *%
HEAEEAWERNEHA

E2 s e Rl e
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BE&MH BET B E&
FENBEFZIRNEMER
=18

ARG == KEER  ERREERK.
L TEEFIER,

EiBERE - RAMERKE.
kT EEBEEE,

FTEIE — TERNEIIRE
TEIXE,

Unknown (RER) : @8 —/NEF

REIELRF

Bf : TR LRERM. BRI
KB BEXBEEAMEE "5
B, o MRBEEHEMIT
Bk , MESESE —EHRE
BHREEL S —ERE,

IP {v ik == REREWETEHLEA
EEHIREREM IP ik,

HEEAESHB R REFERRERS

1. {EH AWS ZHIRFEA AWS EEEX#E A |, I https : //https://console.aws.amazon.com/
migrationhub/ B3R Migration Hub 3£ &,

EEBHDRIZAEEERNRET , BEEEBNBESR.
BEEAEEARERINERARLIER,

EES5PE-T , ARRBEDZERS KM

RT—EBEPEREFER T,

RE®—EFEPREE,

o o K~ w0 N
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£ AWS Migration Hub FE 1 & H#R [ RS

Servers (fAlfR27) AERHEERKE T B SERAKFRNTEENHEERFEAREREER, &7
e AR ERA. EREERMREFRAMRS. E£RARERFRCMAMRES  SIREHFMANMRBINR
HEM.

B LRSHEMRE T EREMEN AR —RBENFRRE,
EERRRRIINV MRS
1. fEH AWS BHIREE A AWS BE X8 EA |, W 7E https : //https://console.aws.amazon.com/

migrationhub/ B3RX Migration Hub £ &,

2. EHRRTH Migration Hub A EEEKF | BEMRKRSF. RRIVABRSHREFMKRIEE
Fo

3. WMFMRMREBFVEFMER , FBHE Serverinfo (AMRREF) WP REFHAKRF[ER. EEMESER—
BEm , HhRARRER,

ARSENFAETEOMSERRREAMNMEEEE, ShaURE —@%EE , BAUED@RERENE
BEREFEA, AEELFHANMARESER , F2BEH AWS Migration Hub FE H 7 fR 25 & o

£ AWS Migration Hub E£18 & # 8= R IR 85

FEERRIBEARS  FEALSHERERFEFHENRETEREMBNAERAMKIR. ETN
BENMENHEFT SR,

HEERR SRR RIEFRRR

1. FH AWS ZHIRFE A AWS EE XA |, W https : //https://console.aws.amazon.com/
migrationhub/ BERX Migration Hub £ &,

ERZTH Migration Hub F#ZE A EEE KRS , BEFMRER.

EESIPE-T , ARWBEPREESHRM

RT—EBEPRZFER T,

WALFMERSRENED K/NEE , A Enter &,

BEERIR 2-4 TEASEERSE

2
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£ AWS Migration Hub £12 & A 1Z5C A IRES

ATHBBHAIABBNREENHAER , EUUASARARFELZEAEER. FBEIEAEERNEE
¥, AFREARBFAEN T BT ERSPEER, £ EE R EP R0 E B 7 AR 85 2 2 B [ Ak
2%, AWS Application Discovery Service (Application Discovery Service) & E LA AWS % | {8
MEEANERELERER,

BT AEERE Servers (fAfReER) EH , A —HNZEAKF[FEIBERZEARR. EAKBNFAEAE
HLE , BIRERENNARSEFERBR-—IZERR, EUUEE—REF , ITHESERRSINE
BHEENE R TFEEE., SETUBRER,

EEREBNED —NZERRE

1. {EH AWS BIIRFE&E A AWS B4 |, X7 https : //https://console.aws.amazon.com/
migrationhub/ B3RX Migration Hub 2 &,

2. 7& Migration Hub A BEERWRERT |, BIEMRRSR.

3. 7 Serverinfo (ARREF) W+ , EFLEZEAEMEEBRNARR[ER. FE-EERIMED
ZERMRRR  FER— T ZERRSFNZIMG IR,

4. BREFHEER K AREEFTHEER.
5, HHFEART , ERWMUPBASR  TREMHEERITBAE,

EEFEERRLHEFAET  UHHEESER,
6. EERTF

EER S ZERAREFEBHRER

1. {EH AWS ZBIIRE&E A AWS B4 |, X7 https : //https://console.aws.amazon.com/
migrationhub/ B3RX Migration Hub £ &,

2. TERZTH Migration Hub £ A EBBEKH | BIERRES.

3. 7 Serverinfo (AMRREF) W+ , BEFLERTBREBRNARFER. ZIZ ERRRAZE
B, L= R Z ERRRBRER.

4. BEBRER.
5. ENMZEBRNESREESR.
6. EEMHE.
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%, BEEH RGN VPC FH AWS RF |, 5F#8 BT inRBUR i#%::u TED 4 61 o

ImRMBREIEENATER
- AIFMITEE (AWS IRF. IAM EAEM IAM &) N8,
- AFTHEEF.

MEFHMEN , F28 (AWS PrivateLink 1858) 8 T Him 2 BER R SIY REHFEL -

g4l . VPC imBBUR

UTREFRMBERNES, BMIULBRHMNENERMR , LERSHHEMAERLNAEER BT
S HE BIFR R EVERR,

Example policy for Application Discovery Service

"Statement": [
{

"Principal": "*",

"Effect": "Allow",

"Action": [
"discovery:action-1",
"discovery:action-2",
"discovery:action-3"

1,

"Resource":"*"
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Example policy for the Agentless Collector and AWS Application Discovery Agent

{
"Statement": [
{
"Principal": "*",
"Effect": "Allow",
"Action": [
"arsenal:RegisterOnPremisesAgent"
1,
"Resource":"*"
}
]
}

FHERERERWNESN AWS EAEXNRERERERXN VPC WnE

Agentless Collector #1 AWS Application Discovery Agent RN B[R EM it B, HAMER Amazon
VPC % 2i#9 %, DNS arsenal-discovery AL,

- F%XXE Direct Connect B HI1% , #FAH AWS IP bt BRI E VPC, flan , B = 10.0.0.0/8 , B
= i, SHHIERE , BEDVEER arsenal-discovery Amazon VPC i EiFAHE IP it M E
VPC,

« fM arsenal-discovery Amazon VPC i B FA%H DNS IheE , B4 Agentless Collector X #E A
RER Arsenal Tm 3,

- EREZERA Direct Connect REMME VPC , ERAE FHBEEPERE arsenal -
discoveryAmazon VPC i 2,

- EARARE VPC arsenal-discovery REARENZEFE (510 10.0.0.0/8) REZE
Amazon VPC %%,

 EXZE Amazon Route 53 BAMEMELN , LABKH arsenal-discovery Amazon VPC ik EFA%H DNS
B DNS 47 | ESENA VPC inBNFAE IP, NRETERM , WESSIGER RN IPIBE BT
X #1T DNS @47 , ¥ EALE Arsenal in % , B RET=ZER VPC,

- MRECEAFMELAERE , BEBHEMIREME RN, EREA Agentless Collector EiBEIEFER
E] Amazon ECR i B RN E . EEZBBDENMVEEEMTEBLERBRMERELER , FR
E Amazon ECR BRI VPC w2 , YRR ttim BERYFAE DNS IhEE,
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Ry &£ AWS Application Discovery Service

VRRESE AWS BRREEBEIEF. 58 AWS BF , U UZSERNERPOMBMHREE  SLERER
RTMERZLHBEBNERMEE,

ZEMR AWS BECENAERE, HESEEE SEHERAZERNEZENERANZE

- BiRNR M - AWS B ERE Cloud AWS F#IT AWS BRI ERERKE. AWS AR REHATR
SEANEE. BE=ARBRAESEHRARRILZENYEHLERFM AWS SR EN—BD.

- BiRNREMN - ENEEBURNEER AWS NIRRT, StsFHERBRE, AREX , UREH
EREMERSHMRER S,

&EEA AWS Application Discovery Agent % Application Discovery Service Agentless Collector , #&
KA IFREBRME AWS BHIRFE, R, HEASEREENAIRERREL, FAHREEEE
BN -85 , EEEETREGERFEHNFE.

RS BY I8 T SR In{a#E 6 F8 Application Discovery Service RER X ESEER, THEERBPW
A& X Application Discovery Service AFFE BN L L HEER BE, BE T HRUOMERAHEM AWS iR
7% | B IREE R FI{R 2 Application Discovery Service ER.

E-:]
- B9 Identity and Access Management AWS Application Discovery Service

- £ 528% Application Discovery Service APl FERY AWS CloudTrail

B ldentity and Access Management AWS Application Discovery
Service

AWS Identity and Access Management (IAM) 2 AWS fR¥ , Al HBIEE E T £ iR H¥ AWS BR
WIFEL. IAM BEESTRFI#ATETSSRE (BN ) NEE (EFFT ) , LAEA Application
Discovery Service Eiff. 1AM 2 AWS R BRI EERADN .

£

- BEHR

- FRASTBE

- FABRKEEFIE
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AWS FEFR R RR I RS
« AWS Application Discovery Service #1{a £ IAM

« AWS By ZE B AWS Application Discovery Service

« AWS Application Discovery Service 5 % Bk &4l

« {EF Application Discovery Service B RF5EL A

« ¥ AWS Application Discovery Service Identity and Access ¥1T#FE 2 i

BEREHER

FA A AWS Identity and Access Management (IAM) 2R IBEN AEBMEFRTE :

- RBERE — ERETFIELYE  BFOEEESRFBAMENY (FSE B AWS Application
Discovery Service Identity and Access i 1T & 32 )

- REEEE - EEREXAEFIRLRIMEIFTAIFHER (28 AWS Application Discovery
Service J{AERA 1AM)

- IAM BEEE — BREBEUEEFEIURG (7528 AWS Application Discovery Service § 2 B B £
1)

EF & 2 B

BORBREAWS ARSI BREA WA, BLAREBR AWS IRFREAE. IAM ERAERIRE
IAM B,

B LAMER &9 R EAER , 10 AWS IAM Identity Center (IAM Identity Center), E—& A&
7B H Google/Facebook EAER , LB sWEXEA. NEEBEANFHEENR , F2H
(AWS & A ERHEIER) BB AEN AWS IRF,

HWRENRFTFE , AWS 124t SDK M CLI ARIGHmFHL NBEEF R, WFFMAERA , F268 (AM
EREERE) T API FEREIAWS 5 4 IREEREF

AWS tRF RERE

BERI i AWS IRF |, 881t — @& R AWS tRF theroot ERENZEAF DB , RE 0 EFHM
B AWS B M ERNTEFIE, BARBRTEEAREAERITEEER. ABRZEERERE
BENER , F2R (AM £REER) PHEEREAEBENER.
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IAM {3 & F B4

IAM i F§ & https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html2 —E & 7 E{HE A=
EARARXNSEFT#, ERURREENRKEGRIEREN IAM £AE, WFEFEEA , F2E8
(AM EREERE) PHERAECRAEEABS SO RMUER AWS FAKGRBETH .

IAM BHESIEE IAM FHEES  FEEAEFAENHFIREMNRR, NEHASH , F28
CIAM EREERE) PH IAM FERENERZ6,

IAM A&

IAM £ & https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.htmIBI B D BG4S EFTE |, H
AR ERER R, BULUEBRERETRE IAM A6 (E8EA ) W AWS CLI 5 AWS API
RERBEIAR, NEFHENR , F28 (AM £RAEFER) PHEBEASNEE,

IAM B EBRRBE 5o ERAEFI. W IAM EAER T, BikRFFERREBRBFE , URE
Amazon EC2 TR AEN., MEFMENR , F2H (AM EAEER) P/ IAM FHVRIRFE EIR
B

EHBRREEFEUE

ZAILUEIB R Y BUR Y S HIEE R & 5 RNER AWS RIZ2H AWS R FER. BERERES 2 HERM
BABERRT A, ERFARHFERE AWS | SFHMEELBK. KRZSHBEKEL JSON XH AWS EX
FHRIE . FE—F TH JSON BERXH |, 268 (IAM EAEER) T/ JSON BEEHS.

EEESEMEANK  ERERWLEETRUTEWLRG THRLEERNTEE , UEETFINHEE,

HEREBERT , FRAENAERBHT. IAMEEESEY IAM BXRIEHETEEAG , #HEAERE
B, IAM BERERBMENFTT , ERRAMERXHIT.

BoBEER

BoRARRENMESD (ERE, FAEFANAR) K JSON FFABERNH. EEBEREH & DA
HPLERNITHLESE , UAREANGKRE. NFTHROMELSDHEBER , F28 (AM EREE
M) PREBEFEERRERHE] IAM 55,

BoBERRAD/ARBER (EEABRRE—52) BEXERXR (ANMNESES 50N BEMLBER), 0F
THNAEZERRRABRBRR BMEE  F2H (AM EAEER) PREZEBREXNRBE
ZEEE,
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AWS BREX AR EREEE
EREBE

ERAEPER 2R ERAY JSON BUERN ., P EHE IAM B EEEBRE Amazon S3 FRTREE
R, EXEEREBRNEET , REEESAUEACAREHEREERNFIER. BLAEER
BREBRPEEER,

ERABERMRZBBETONBREE, CELEEREREHEARE IAM B AWS SEREK,
FEIRFIFE (ACL)

TFEUEFIEE (ACL) AHEFIBL TR (RFKE, FRERNAC) HAEFIEERNFFA. ACL BEHR
ERAPR , BEMTEM JSON BERMXHER.

s
¢

Amazon S3 AWS WAF#] Amazon VPC 2% & ACLsHI RS &5, mMEHE— 7 # ACL , 5]

{Amazon Simple Storage Service B A B15r) FRWFEURFEE (ACL) BI&,
HBRE\R
AWS X EEMBEEE K UREESERBREERTWHRAFT :

« FURRE —RESVBEBETRE IAM BEBNR AT, MEFHMEN , F20 (I AMFEHERE
) T8 IAM BB RR,

« ARFEIZFHIBIER (SCP) — A& AWS OrganizationsF VRS SABENIEERAH T, MEFMER ,
=2E (AWS Organizations FR&IEF) PHRFEIZEHIBER,

- EREFBER (RCP) — RELERFHERATAF TN LR, MFEFHMER , F2E (AWS
Organizations (FAEERE) PHEFRZEF BEK (RCP).

. THERERBR —EUBRRRGTHEACRBAS s EFAEEIHE TERRE  USBEAEE
RS ER ., MEFMENR , F2 (AM EHAEIERE) T TEREREGK,

%I

ZRBRER

EZERENBRBANBRE  EENFUTEEEMMELER, B2 7THEIA AWS REREEYS
MZEBRERRAFHER , F2HR (AM £REER) PHBERF EEE.

AWS Application Discovery Service 2M{a £ 1AM

£/ IAM B Application Discovery Service FIFEVEZ B , RFER T ARHRL IAM ThEE AT EE
Application Discovery Service B FEH. &E<£MH 1 ## Application Discovery Service ME M AWS R
e IAM BEER , F2H (IAM £ &ERE) PRIE AWS IAM BEFEHH R,
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AWS FERAREXRERSE EREER
£
- Application Discovery Service &% BBk

- Application Discovery Service &R K
- LA Application Discovery Service {Z8 A E B 1 IZiE
- Application Discovery Service IAM &€

Application Discovery Service & 7 BB

A IAM S5 EBER , BAEEATRIEENBENER , UAREMERGT AFFRIERD
¥E. Application Discovery Service X B EB ., ERMNHRGZES|I#, BE THETE JSON BERHE
AW mERER , F28 IAM EAEERTHN JSON BERRSE,

BF

ERE A LMER AWS JSON BURRIEEH AT ERAR, tWH2HR , WMEERE T BERAET oA
EERAITHLEBIF,

JSON BURRE Action TEHRET AR AFHIEBBRFFRNEF, BHREERADERRTH
1TAABABR BN ERVRT T,

Application Discovery Service FHIBURBEMEEBIEZBIER T5FH : discovery:, BURRIRI 44
ZA8E Action = NotAction T3, Application Discovery Service B EZ B C W —HEE |, HiRE
A LA A e AR S AT VAT

EEEE-RRXFEEZEEE , FRERSR , TR :
"Action": [

"discovery:actionl",
"discovery:action2"

BT UERBRATER (%) RIEESEEE, flin , EEEEMER Describe XFHAAEEE ,
ELLTEME -

3
@

"Action": "discovery:Describe*"

& EEF Application Discovery Service BIfEHEE , 5528 (IAM ERAEER) P EXMNEE
AWS Application Discovery Service,
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Resources

Application Discovery Service A X EHEBRFIEEEIR ARNs, EEERFE , FFEIMI A ER
AWS IR F,

R+ 8

Application Discovery Service T REEMRBISENHREEH  EXBEEA—LL2EHEEER. BE
BEEMEA AWS 2428 , F28 (AM EREER) FHAWS 2RSS 8,

g4

= EMR Application Discovery Service &2 B BIER 5] , 5289 AWS Application Discovery
Service 0 B BEKEH.

Application Discovery Service iR BK

Application Discovery Service T X EBLUERAEBRNEER,

LA Application Discovery Service 2B AE R R
Application Discovery Service T X BRi &R RIBERZEFIFE.
Application Discovery Service IAM A&

IAM A ERE AWS IREPEAREFTHER,

B Application Discovery Service R IE & AE R

Application Discovery Service T X E A REEAER,
REEZEAE

BHEEACARAWS BBEFREMRBINER , MARETK BF. REEERALERETER
B IAM BRF AR, SCEHZBBAIES. IAM EEETURE , ETERERBERESCRFT,

Application Discovery Service X BRI EFEAE, MFEEIULHEE Application Discovery Service B
BELACNEFMERNR , 5528 £/ Application Discovery Service HIRFEERE A&,

BH%AE

LR ARREAREREREAC. LAGATRBREFNEMREFNER , MAREZTKEBFE. K
BAGEHRELN IAMIRF+ , BRXIRFA#ES. EXR IAM EEEUESERAGHFT. T
1B, ST RE S HUE L AR IS AV ThRE
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Application Discovery Service X EREH &,

AWS B9 ZEBER AWS Application Discovery Service

EEMEFARERE, HANAE , €A AWS ZRERRLBTREBRRERZ. BYI IAMEFZ
EFRFERBNERAE K MXEBRRTRAECHEBRRAEMENTT. EEREFBER , &7
ERARMN AWS ZEBR. EEBRBEERNEARS , W& AWS tREFRER, NFE

AWS ZEBRNFMEN , F2H (AM EAEER) $H AWS ZEBEE,

AWS RB SN ER AWS SEBR. BEEZEE AWS ZEBRTNFT. RBEBESE AWS
ZEBCRPHIEEMFF AU ERIIE, LEENEHERECERBRNAMBEED#EE (EHE, B
HNAE), EFNDEREMBIHREFTHE , RBERATERESER AWS XEBR, REFTSEAWS &
HERBERET , AEBRER T SRELRENFT,

LA, AWS T EEZE REZEHEHBENZERR, Hli , ReadOnlyAccess AWS 32 & BUR R AT
B AWS REMERHVMEBEFEE, ERBEBBIFINGERS , EAFBRENER AWS FEHEFEFT. W
EEKBAEBCRABENRE |, 20 IAM FAEEEPEREBEENAWS ZEBE,

AWS ZE B : AWSApplicationDiscoveryServiceFullAccess

lLAWSApplicationDiscoveryServiceFullAccessBURER T IAM A EIRF ¥ Application
Discovery Service 1 Migration Hub APIs#ZERU#E,

EE L BURR IAM &R FE 0] LLERE Application Discovery Service, RUBIFEILREBRER. @M
FERERRERE , UREK AWS Discovery Service ERIEE#HER, MELBENEN , F2H
& F Application Discovery Service H 5B ZHUE,

AWS ZEHE : AWSApplicationDiscoveryAgentlessCollectorAccess

AWSApplicationDiscoveryAgentlessCollectorAccess SEBURIRF Application Discovery
Service Agentless Collector (Agentless Collector) sEfft B2 Application Discovery Service B , HAK
EEE Mt AWS BRIGEEARY FEE.

LR A EEE R B A E R AREE Agentless Collector B IAM £ &,
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AWS FEREARRRE

ERAEER

FTAIRFAEEA

HBEREE L TH,

 arsenal - R FFULERS [ Application Discovery Service FERTEZ R . EH R AEMGINENERE

@ RHER AWS,

« ecr-public - A FFUEEESF AU Amazon Elastic Container Registry Public (Amazon ECR Public) ,
HhgAWERRISZMERN.
« mgh — AFFWKREEM I AWS Migration Hub RIBEVARBRERESRZIRFHNEET ., EHRAERE
H U SR B B RHEE B E R R A ER.

© sts - AFFRESRBEIRBER TR , LEWRERTTEFIY Amazon ECR Public LBV &#THIE

#o

JSON

"Version":"2012-10-17",
"Statement": [

{

public::446372222237:repository/6e5498e4-8c31-4f57-9991-13b4b992ff7b"

},
{

"Effect": "Allow",
"Action": [
"arsenal:RegisterOnPremisesAgent"

1,

"Resource": "*"

"Effect": "Allow",
"Action": [
"ecx-public:DescribeImages"

1,

"Resource": "arn:aws:ecr-

"Effect": "Allow",
"Action": [
"ecr-public:GetAuthorizationToken"

1,
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"Resource": "*"
}I
{
"Effect": "Allow",
"Action": [
"mgh:GetHomeRegion"
1,
"Resource": "*"
},
{
"Effect": "Allow",
"Action": [
"sts:GetServiceBearexToken"
]I
"Resource": "*"
}

AWS ZEHE : AWSApplicationDiscoveryAgentAccess

AWSApplicationDiscoveryAgentAccess BUER#ERF Application Discovery Agent & #1E2
Application Discovery Service &K FHUE,

BO R BREZEETAERE , EEAE R H Application Discovery Agent £,

WBEROERFEAE Arsenal WZEEFA], Arsenal 2 EEBEMNEENRERER R AWS, Arsenal
SR EREXEEIRFM Application Discovery Service, BN BENE S , FSH BT ERRER
AN EEHE,

AWS ZEHE : AWSAgentlessDiscoveryService

ltAWSAgentlessDiscoveryService IR &K F7 VMware vCenter Server F#{TH AWS
Agentless Discovery Connector fZEUf# , LA[E Application Discovery Service 5tfff, B L =85
EEMREER,

B BEREEINEBAEBRNEREESRAMEANTEAERE,
AWS ZEHE : ApplicationDiscoveryServiceContinuousExportServiceRolePolicy

WMREE IAM BRF BiE#2 AWSApplicationDiscoveryServiceFullAccessBUR , B8
Amazon Athena /B RUE BHRED
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BfApplicationDiscoveryServiceContinuousExportServiceRolePolicy , & EEEEZ|

IEHIRE

LEBUR S0 8F AWS Application Discovery Service 23 Amazon Data Firehose &3 , BiA& AWS
Application Discovery Service iR A BRENER BRI FELR AWS IRF B Amazon S3 REFET
2.

AL, BB AWS Glue Data Catalog &£ A A application_discovery_service_database By # &£t
ENERREBERREY  JMFREEXMKENER., NFERBERNVES , F28 R FRER
XERWERNFTF T,

AWS ZEHBE : AWSDiscoveryContinuousExportFirehosePolicy

£ Amazon Athena F{E & EHREIEE ILAWSDiscoveryContinuousExportFirehosePolicy
%, ©LFF Amazon Data Firehose #%%¢ Application Discovery Service W EEHI & ¥ E A Amazon S3,

MEFBERALBERNE , 552/ 23 AWSApplicationDiscoveryServiceFirehose A, FE K
KWEH , FSE B TFERIRRNE T,

#E37 AWSApplicationDiscoveryServiceFirehose B

EEEESZEBREREELN IAM FHEIIRSE, £
FAAWSDiscoveryContinuousExportFirehosePolicyBURIF , BHEENAXEIEE
AWSApplicationDiscoveryServiceFirehose B , I # Firehose AT ER , A%
#AWSDiscoveryContinuousExportFirehosePolicyBUREEZEA® , M IEBFFT R

#E3I AWSApplicationDiscoveryServiceFirehose IAM &

£ IAM X2 E4 | EEEEERINAE,

BERIAR,

i#1E Kinesis (Kinesis).

iZIZ Kinesis Firehose (Kinesis Firehose) A &8 £ B =4,

BET—% &7,

f£ Filter Policies (BF & HBX) T8 AWSDiscoveryContinuousExportFirehosePolicys

iZHY AWSDiscoveryContinuousExportFirehosePolicy 32 5 , AR%EIZIZE Next: Review (T —
& BE).

8. ¥ A AWSApplicationDiscoveryServiceFirehose &SR EHE , AREIZIZE Create role (B A
3),

N o o bk~ w0 Dd =
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AWS ZE BRI Application Discovery Service &

15 B L AR IEFE 2R B MEE LE B B LUK | Application Discovery Service AWS S EBEEHEMEA,
MEFBRLEEEFEN B BHIRE | FB5T8 1 SRS EC8 AWS Application Discovery Service B EHR
RSS f&E,

-3

AWSApplicationDisc
overyAgentlessCollectorAcce

DU

Application Discovery
Service #7118 T M FE I

Date

20228 A 16 H

ss- BRERAMERBBR  HAWSApplicationDisc
REHFBER overyAgentlessColl
ectorAccess ,®&F

Agentless Collector 5} 182
Application Discovery Service
B, AR EEAM AWS IR
EEAK FEUE,

Application Discovery Service 2021 3 A1 H

EFREHESE

Application Discovery Service
B E AWS SEBURMN

AWS Application Discovery Service § 49 F BUR & 4

BIBTERR , IAM FEAEMNA®Z BRI HEHR Application Discovery Service BRI FFA, b th 8%
EH AWS EEE1EH AWS CLIZL AWS APl #11TEK. IAM EEEXEREYN IAMBX , BFEAE
MAGEEEERLBTHE AP EXNMET T, EEEEEV AR EE R REEZTEEELHT
B9 1AM fE &SRB,

ZE T HROAERIELES JSON R XMFET IAM B EEE , F28 (AM EAEEE) FWE
JSON Z& LB K.

*&E
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- BFEEAREEINNEFZEIE

- RYFREEAERKRENFTA

- BTERREFFA

« BF A Migration Hub 3 A MK BRI

HRREEK

SoRBREHEERFPHEBAERSTLEL. FEEMER Application Discovery Service &
R EELBETHEEELN AWSIRFELER, ERBRYRFRES D BBEER , FE/T I EARE
BB

- FRIEER AWS SEBRRYEOREERITT - eERBEFATRTENCEAENTEESE  FEA
B RTHAZSERERARGIN AWS REBK., S TELN REA AWS IRF, RAIEBREE
ERENEARI AWS WEFZEBER , E— SR, NFEZEA , F2H (AM EAEE
) FH AWS XEBRSEBHENAWS XEBXK.

- ERAREHERT - RE IAM BERNFAR  FERTHTERMTNTT. KERLEN , B
LESEREFRG T TUEREERKINEE  SELBARKRRITT. WEEA IAM ERFFT
MNEZHEES , F2H (AM EAEREE) P IAM FHBEERAEFF .

- £ IAM BUR P R4 — DRI FEE - SRS REFIEEBER |, URHIEBENE RN EFE.
flan | WA AR BBEERRG , EEXAMEM SSL BEFARER. MREBRIFE Hlun FHRKEENE
AWS BR#& , &t 0] LA R R4 2R R F 2 FZEUE CloudFormation, MEFFMAER , F2E (IAM FH
Hi5E) PH IAM JSON BUEETE : 1§45,

« f£/ IAM Access Analyzer B IAM BUER |, f{RFT I 24 B 7 IEEEE - IAM Access Analyzer B
THBEMBAER |, BRELBERER IAM BURFES (JSON) Ml IAM HRIEEH ., IAM Access
Analyzer 12t 100 ZIEBERRERVEATTHNER , IHBERERLBERANBE. WEFEE
#A, F2E (AM EAEERM) PREA IAM Access Analyzer B 5 BUE.

- FESEFEERTE (MFA) - MRZHRPIFE IAM EHES FHRERAE AWS tRE |, FBBR MFA
DESZ4M, WEEFY AP BERER MFA | Bi& MFA IREHBEENBER, WEHNAE
7, BF2E (AM £AEER) PHERE MFA E’J;zé API ZHL,

WE IAM R REEBNHERES  F28 (AM EAEER) 980 1AM 22 5E8K,

% F Application Discovery Service ) 5c B 1ZHUE

AWSApplicationDiscoveryServiceFullAccess S EBE R T IAM £ A& 1R S ¥ Application
Discovery Service # Migration Hub APIsTZEUE,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html

AWS FEREARRRE EREES

L BCREETER SR IAM & 0] LLERE Application Discovery Service, B EIFELREBRER.
BEMELERERERXEE , LLKRTHE AWS Discovery Service ERIEEHE R, MEUWBERNFEE
A, B2 AWS B FE B AWS Application Discovery Services

Example AWSApplicationDiscoveryServiceFullAccess BZR

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Action": [
"mgh:*",
"discovery:*"
1,
"Effect": "Allow",
"Resource": "*"
}I
{
"Action": [
"iam:GetRole"
]I
"Effect": "Allow",
"Resource": "*"
}
]
}

R REANEEANFEE

AWSApplicationDiscoveryAgentAccess 3 & B #&Z T Application Discovery Agent & i} 1 E2
Application Discovery Service BARNFEE., MFLBERNFMAER , 5528 AWS B ZEBUR
AWS Application Discovery Service,

B BEREZRTAERAE | HB AERH Application Discovery Agent £,

WBEBEEFFERE Arsenal WIFEEFA . Arsenal 2 BEEMEENRERZRXEHE AWS, Arsenal
2 EREXZEEHEPH Application Discovery Services

=
]

AN

5 7 B BRE
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Example AWSApplicationDiscoveryAgentAccess BUER

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"arsenal:RegisterOnPremisesAgent"
]I
"Resource": "*"
}
]
}

RTFREEXERRERNFTT

ApplicationDiscoveryServiceContinuousExportServiceRolePolicy 3 & B /¥ AWS Application
Discovery Service 21 Amazon Data Firehose &3 , L& Application Discovery Service XERZ X P
WENER BRI RS ESR AWS IRFEFH Amazon S3 f1FETE,

A WEREFEREA &R Eapplication_discovery_service_database &R KR
BB E I AWS Glue Data Catalog , SABRETREBRENFTRENER

MEBBEERALBERNER , 552 AWS B ZEBER AWS Application Discovery Service,

Example ApplicationDiscoveryServiceContinuousExportServiceRolePolicy

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Action": [
"glue:CreateDatabase",
"glue:UpdateDatabase",
"glue:CreateTable",
55 B BUER A 156
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"glue:UpdateTable",
"firehose:CreateDeliveryStream",
"firehose:DescribeDeliveryStream",
"logs:CreatelLogGroup"

1,

"Effect": "Allow",

"Resource": "*"

"Action": [
"firehose:DeleteDeliveryStream",
"firehose:PutRecord",
"firehose:PutRecoxrdBatch",
"firehose:UpdateDestination"

1,
"Effect": "Allow",

"Resource": "arn:aws:firehose:*:*:deliverystream/aws-application-

discovery-service*"

},
{

"Action": [
"s3:CreateBucket",
"s3:ListBucket",
"s3:PutBucketlLogging",
"s3:PutEncryptionConfiguration"

1,
"Effect": "Allow",

"Resource": "arn:aws:s3:::aws-application-discovery-service*"

"Action": [
"s3:GetObject"

1,
"Effect": "Allow",

"Resource": "arn:aws:s3:::aws-application-discovery-service*/*"

"Action": [
"logs:CreateLogStream",
"logs:PutRetentionPolicy"

1,
"Effect": "Allow",

"Resource": "arn:aws:logs:*:*:log-group:/aws/application-discovery-
service/firehose*"

o5
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},
{

"Action": [
"iam:PassRole"”

1,
"Effect": "Allow",
"Resource": "arn:aws:iam::*:role/

AWSApplicationDiscoverySerxviceFirehose",
"Condition": {
"StringlLike": {
"iam:PassedToSerxrvice": "firehose.amazonaws.com"

"Action": [
"iam:PassRole"

1,
"Effect": "Allow",
"Resource": "arn:aws:iam::*:role/service-role/

AWSApplicationDiscoveryServiceFirehose",
"Condition": {
"StringLike": {
"iam:PassedToSexvice": "firehose.amazonaws.com"

RTERIREETA

£ Amazon Athena F {# F§ & BHREI EZE AWSDiscoveryContinuousExportFirehosePolicy Bl ., &/t
#F Amazon Data Firehose #§# Application Discovery Service WEHERIE A Amazon S3, MEHE
FERLBERWER , 5520 #31 AWSApplicationDiscoveryServiceFirehose &£,

Example AWSDiscoveryContinuousExportFirehosePolicy

JSON

AN

=1

o5
E

t
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"Version":"2012-10-17",
"Statement": [

{

"Effect": "Allow",
"Action": [
"glue:GetTableVersions"

1,

"Resource": "*"

"Effect": "Allow",

"Action": [

"s3:AboxtMultipartUpload",
"s3:GetBucketLocation"”,
"s3:GetObject",
"s3:ListBucket",
"s3:ListBucketMultipartUploads"”,
"s3:PutObject"

1,

"Resource": [

"arn:aws:s3:::aws-application-discovery-service-*",
"arn:aws:s3:::aws-application-discovery-service-*/*"

"Effect": "Allow",
"Action": [

"logs:PutLogEvents"
1,

"Resource": [

"arn:aws:logs:*:*:log-group:/aws/application-discovery-sexvice/
firehose:log-stream:*"

1

=56 Migration Hub X AR EIROFFT

EERR Y AFHIESLEE Application Discovery Service = Migration Hub £Y
59 BEBRERF AWS Migration Hub £#E A BEEIRNFEE , BUEEES

discovery:GetNetworkConnectionGraphE{E# 8 EBUR,

5 7 B BRE
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IEMBEHBEFFER discovery: GetNetworkConnectionGraphBifE , REBEK A true BEEHT
BRENBCR -

« WWEER AR FFERIEA T H Application Discovery Service 5 Migration Hub,
- BREFAL EEBNRRBERKRTFERGTA , discovery:action-nameMF =2

discovery:*,

T EHIREINAIE IAM BUR A discovery:GetNetworkConnectionGraphBh,

Example
JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": ["discovery:GetNetworkConnectionGraph"],
"Resource": "*"
}
]
}

MFE B Migration Hub #83% BRIV EFR , 552 B Migration Hub F iR i E 4R

A Application Discovery Service BRI ERE &€

AWS Application Discovery Service use AWS Identity and Access Management (IAM) fR#5E#E A
B, REEZLABREEERZE Application Discovery Service Flff— IAM B8R, RKEZAE
H Application Discovery Service EEER , W B EXRBAREFWUEHM AWS REFTENFTERT
CIP

PRAEE AL A 0] EREE R M ERE Application Discovery Service , A BT A F B IGHEMNEF

A, Application Discovery Service EEH R EZLACKWTT , BRIEZEEE , BRIRE Application
Discovery Service J A BEH AR, EXMNFFAISEEEERNTIBER , ERFTBREELHMME
Hih IAM B8,
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BXALMMBRREEEEFACWMEEER , TeeiSEMER. ERREEM Application Discovery Service
R, FAZTET M BRENERNET T,

*rE

« Application Discovery Service I IR¥§E#E A T
- B Application Discovery Service B3 [RiEiE AT

- MIBX Application Discovery Service B IR¥EE#E £ €

MEERASZERKELZACHEMBRENERNR , FSBEHER IAM BENAWS R , S, Service-
Linked Role (FRIEFEAE) META Yes (B) WK, BEEFERZNE , URREBRBENREER
BB,

Application Discovery Service fYRISERE B REF T

Application Discovery Service ER & &
AWSServiceRoleForApplicationDiscoveryServiceContinuousExport B9 IRF5:E# A€ — A FFEEEH
REEH AWS BRIEFER AWS Application Discovery Services

AWSServiceRoleForApplicationDiscoveryServiceContinuousExport FRIEE#E B B EE T 5 IRIFIEERZ
At .

* continuousexport.discovery.amazonaws.com

A& o R L FF Application Discovery Service TR T 5 Ei4E :
glue

CreateDatabase

UpdateDatabase

CreateTable

UpdateTable

firehose
CreateDeliveryStream

DeleteDeliveryStream
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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DescribeDeliveryStream
PutRecord
PutRecordBatch

UpdateDestination
s3

CreateBucket
ListBucket

GetObject
=

CreatelLogGroup
CreatelLogStream

PutRetentionPolicy
iam

PassRole

L ABERALBFETEARBLEE RN TREBUR

JSON

"Version":"2012-10-17",
"Statement": [
{
"Action": [

"glue:CreateDatabase",
"glue:UpdateDatabase",
"glue:CreateTable",
"glue:UpdateTable",
"firehose:CreateDeliveryStream",
"firehose:DescribeDeliveryStream",
"logs:CreatelLogGroup"

1,
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"Effect": "Allow",
"Resource": "*"

"Action": [
"firehose:DeleteDeliveryStream",
"firehose:PutRecoxd",
"firehose:PutRecoxrdBatch",
"firehose:UpdateDestination"

]I
"Effect": "Allow",
"Resource": "arn:aws:firehose:*:*:deliverystream/aws-application-
discovery-service*"
}I
{
"Action": [
"s3:CreateBucket",
"s3:ListBucket",
"s3:PutBucketLogging",
"s3:PutEncryptionConfiguration"
1,
"Effect": "Allow",
"Resource": "arn:aws:s3:::aws-application-discovery-service*"
}I
{
"Action": [
"s3:GetObject"
]I
"Effect": "Allow",
"Resource": "arn:aws:s3:::aws-application-discovery-service*/*"
},
{
"Action": [
"logs:CreateLogStream",
"logs:PutRetentionPolicy"
]I
"Effect": "Allow",
"Resource": "arn:aws:logs:*:*:log-group:/aws/application-discovery-
service/firehose*"
}I
{

"Action": [
"iam:PassRole"

1,

THREERREEEAR 163



AWS FEREARRRE EREES

"Effect": "Allow",
"Resource": "arn:aws:iam::*:role/
AWSApplicationDiscoveryServiceFirehose",
"Condition": {
"StringlLike": {
"iam:PassedToSexvice": "firehose.amazonaws.com"

}

"Action": [
"iam:PassRole"

1,
"Effect": "Allow",
"Resource": "arn:aws:iam::*:role/service-role/

AWSApplicationDiscoverySerxviceFirehose",
"Condition": {
"StringlLike": {
"iam:PassedToSexrvice": "firehose.amazonaws.com"

}

BARERH , IAM B (NEAE, BHERAR) T TR, REIMBRRBERSE, WEF
&R, F2H (AM E£REERE) PHERBEEAEF .

%A Application Discovery Service B3 [RIGEFE AR

EAZEEFHEURBEZEAR , EAFER
AWSServiceRoleForApplicationDiscoveryServiceContinuousExport RIS EE B RS EUTERT B
B a) BAEE THHREBRE. |, SR—TERA "1 Athena FIREZEERL = b) AWS HERE
%, RENREEEABERNYEFE AR P H#FTER, StartContinuousExport

/A Important

e PR E R A & R LB REERIRSE |, MREREMRE TR —HEMER |, TEAEIL
AGNIIRE. BEE-STH , F2EEN IAMIREFRHBENFTAE,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/troubleshoot_roles.html#troubleshoot_roles_new-role-appeared

AWS FERRZR BRI &L
# Migration Hub FE B REEZ AL

& AT LAE A Migration Hub 38 & RE 3T
AWSServiceRoleForApplicationDiscoveryServiceContinuousExport RIS ER & &,

BAZBRBESAG (X£8)

1. FEEEHKF , i#F Data Collectors (BRI EES),
2. 1E#E Agents (REREX) R5|IER,

3. & Athena BREPHNERZERRVRBIBERIMLE.

4

EE-—SREANHEBART , H—TEEITRUABZMEE XA ILERE Continue (#4E) =X Enable
(RA)o

it B RBERA® AWS CL

& e] LAfE A Application Discovery Service i AWS Command Line Interface 3R 3L
AWSServiceRoleForApplicationDiscoveryServiceContinuousExport RIS ER & &,

%w Eﬂ}

BN HAREEELRY BRI HREERLAE AWS CLI (AWS CLI HBEELNREFZ
#)o

% BEEEEY , LB REEZLAE (CLI) AWS CLI

1. AWS CLI BEMEZERMR (Linux., macOS =X Windows) &% , MERHA , FFSE AWS
Command Line Interface £ &/,

2. BRBGSETRET (Windows) Sk iw# (Linux 5 macOS).

a. ®A aws configure A& Enter £,
b. HWAKK AWS FH£48 ID F AWS FAZFE S8,
c. HMATEREIHEB us-west-2,
d. EWAFERBWHBAM text,
3. BAUTHS :

aws discovery start-continuous-export

B LAER IAM £3#2 & |, &8 Discovery Service - Continuous Export ff A RFIZ L RIS ERZAE,
£ IAM CLI 2 IAM API /1 | 237 —{E{FH continuousexport.discovery.amazonaws.com fR#
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https://docs.aws.amazon.com/cli/latest/userguide/
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AWS FEREARRRE EREES

BWHRBERAC, NFFAESR  F2H AM EREEETNELRBERS S, MREMERIL
BHEEAS  SUNEALERNEFABRELZAG.

fiiB& Application Discovery Service B RIS EFE A E

EETBEARERBESRACHIEIRYE  RAEBERBRZAE. Ht—K , ERREREDE
EHHENRERER. AW K BLERENBHERZHS , 2RI EUFBHASEMEBR.
AR RBEEAS

EEER IAM RBRRBEZ AR , BLALERBRZACHEANEATER.

® Note

R Application Discovery Service EZREHMBRERFEAAE , BIMBRTES AN, Et
BREE  FERYEDERWEREHRE,

& Migration Hub F 13 & fflBk AWSServiceRoleForApplicationDiscoveryServiceContinuousExport AR
HERE A EFTEERMN Application Discovery Service &R

1. HFEEHKT , i#F Data Collectors (BRI EES),

2. IEIE Agents (REREX) RS ER,

3. & Athena BREPHNERZFRRVREIBERAMLE.

£ Bk AWSServiceRoleForApplicationDiscoveryServiceContinuousExport AR #5184 £ & P 5 A 1Y
Application Discovery Service &R AWS CLI

1. AWS CLI BEWEE R (Linux, macOS = Windows) &8 . MERA , HSE AWS
Command Line Interface £ /A &5,

2. BR@&TERTRERT (Windows) Sk iw# (Linux 2 macOS).

a. B A aws configure A& Enter &,
b. ALK AWS FER2® ID F AWS REFIER,
c. BATEREHEBAY us-west-2,
d. BWAFERBHEIXH text,
3. BAUTHS:
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#create-service-linked-role
https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/cli/latest/userguide/
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aws discovery stop-continuous-export --export-id <export ID>
- MRBFHERELZHEEHNESL D, F@ATIGS , LEFHEELN D :

aws discovery describe-continuous-exports

4. BATHGRS , BEEELORES TINACTIVE, |, UBREEEHZEL

aws discovery describe-continuous-export

FHMBRBEHEEAR

ZALAER IAM £# &, IAM CLI = 1AM AP B}
AWSServiceRoleForApplicationDiscoveryServiceContinuousExport FRISEFE AR, MREFTBEEME
AEZENRBEESL B EM Discovery Service - IFEE L INEE , KRB EMBRZAC, Wt—K , &
MEERTHERIMEBNREAER, NEFHFAEF A F28 (AM EAEER) PHRBRREE
EAf.

(® Note
BRATBRENRBEFACTRESEMER. F2REER BBEEAE,

¥t AWS Application Discovery Service Identity and Access 1T ER

FERUTEFARGEIEZ B FIEIEFE A Application Discovery Service # IAM B a2 B EIM F B
o

=&

o RAEBHIT iam : PassRole W iZ#E

BETA AV —


https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role

AWS FERRERIZERRH EHAEERE
RAEEBH T iam : PassRole FiZH#E
MREBUNFIEEEE | SHEBEEHIT iam: PassRole®EfE , BHBERMNEER , LA EKAGEER

Application Discovery Service,

BE AWS B# IREERE/CEEGERE K MAREBEYFNEBXACIRBEELE, NFH
TR , ELARERACBEEZ BB,

EE5 K IAMmarymajor A& ERFEAEEAE Application Discovery Service R {TEIERF |
ERETHEHGIER, B2 , HEFRBEEEFEREARR TN, Mary REHKAREERGREW
L,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEEERT , Mary WK AEEH , RFFMHIT iam: PassRole Bk,
MREBEERGE) , BHEEN AWS EEE, FNEESRHENEZRE.

5/ 5c&% Application Discovery Service APl FEAL AWS CloudTrail

AWS Application Discovery Service 2E2 RIS AWS CloudTrail , LIRS REFEAE. AER
Application Discovery Service F# AWS FRIEFTERENBER R 8%, E R BAEMA CloudTrail Foé%. SR
PRFRZIREEE , WETRBHEMEANER. CloudTrail 24t AWS IREZEBNEHESLIE , B1F
EB AWS EEEEA. AWS SDKsH 5% T EHREMNEE,

CloudTrail & Application Discovery Service BT APl IR ASEH, FEEHNFUIIERE
Application Discovery Service AR | LUK ¥ Application Discovery Service APl #EFIRER
WMy,

MREENIRER , AAT L& CloudTrail B4 FERFZE Amazon S3 EFETRE , B3 Application
Discovery Service IS #, BIEERARRTEEH , IKATLEIR CloudTrail XA PWEHE L CHER
REFEBEH, ERLER CloudTrail FTUEEREA , ¥/E@ Application Discovery Service 12 HEVEE
R, BHEFERN P thur, REFBROAE, REBROEE , UREMFHMAER,

EEHE—FTH# CloudTrail , 5528 "AWS CloudTrail fEA&ERE . -

CloudTrail ##9 Application Discovery Service &

EI8EY AWS tRER | SRS LA CloudTrail, E Application Discovery Service H 34
SEBE  BOTHERE4ELRHEPHEMRSE AWS B4 — 252K TE CloudTrail E4H, EALE

& A CloudTrail 524% API FEAY 168


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/

AWS R RRRH EREEE
AWS IRF iR, BENTERSKICHNENH. WFEFMEENR , F2H (ER CloudTrail EHFE L &R

HREMHD https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html,

EERERREE AWS (REFHEH |, EF Application Discovery Service B4 |, BRILEM, &
FKHLEE CloudTrail #% B E R ZE Amazon S3 TR, RIBFER  EREZEAPEIUERE
RESEREME AWS EiF, REFLH AWS 2EIEFFEEENES , XA ARFEREXEEE
EW Amazon S3 EFETE. WAL, B UEREHM AWS R , LE—S 5 FEE CloudTrail BF
FATNENSEHER, NEFHEENR  F2ETIRS

- By BMAEIE
 CloudTrail X EMNRENES

« FRE CloudTrail #) Amazon SNS &
- RZEEFIEW CloudTrail HFEE , URAZ MRS W CloudTrail BESREE

CloudTrail &528%FT& Application Discovery Service BIfE , 52 #&7E Application Discovery Service
APl 2+, flin ¥ CreateTags, DescribeTags LA GetDiscoverySummary Bj#EE H AW
W& CloudTrail BFFERFPEEER,

B-FEHUARERNSUTELEFRENET. B EATHEIEHE T5IEE !

- REMEABEH AWS Identity and Access Management (IAM) & ZE AERHEHE R,
- REZBRE , REEATHEACEBMES I EAENERLZERE,
- FRESHEM AWS REREL,

WMEFME , 526 CloudTrail userldentity T,

T & Application Discovery Service B E=RIEH

EHR —EERE , ERBHUARERNEAISREIEEN Amazon S3 f#FRTE, CloudTrail B
BERYE-—VZMAFER, —ESHAETARFRHENE-FR , AIEFRBDE. FROBHAE
B, FRZSHFEH. CloudTrail BEFEIIFELE API IR EBRIERIBEF |, Rt T g ME M EIR
FH#E,.

LT &5l # RN 2R R DescribeTags B4R CloudTrail BE6EH

{
"eventVersion": "1.05",
"userIdentity": {
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-integrations
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/getting_notifications_top_level.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/application-discovery/latest/APIReference/
https://docs.aws.amazon.com/application-discovery/latest/APIReference/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
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"type": "AssumedRole",
"principalId": "AROAJBHMC4H6EKEXAMPLE:sample-user",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDAJQABLZS4A3QDU576Q",
"arn": "arn:aws:iam::444455556666:r0le/ReadOnly",
"accountId": "444455556666",
"userName": "sampleAdmin"
},
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2020-05-05T15:19:03Z"

I
"eventTime": "2020-05-05T17:02:40Z2",
"eventSource": "discovery.amazonaws.com",
"eventName": "DescribeTags",
"awsRegion": "us-west-2",
"sourceIPAddress": "20.22.33.44",
"userAgent": "Coral/Nettys4",
"requestParameters": {
"maxResults": 0,
"filters": [
{
"values": [
"d-server-0315rfdjreyqsq"
1,

"name": "configurationId"

},

"responseElements": null,

"requestID": "mgh-console-eblcf315-e2b4-4696-93e5-b3a3b9346b4b",
"eventID": "7b32b778-91c9-4c75-9cb@-6c852791b2eb",

"eventType": "AwsApiCall",

"recipientAccountId": "111122223333"

arn": "arn:aws:sts::444455556666:assumed-role/ReadOnly/sample-user",

T f# Application Discovery Service B REH
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AWS Application Discovery Service ARN #% =

Amazon Resource Name (ARN) 2 Al —i Bl AWS E RN FH, EREELEME FHABEEER
B, AWS EE ARN AWS, & AWS Application Discovery Service E% F 5 ARNs,

- JREARERER : arn:aws:discovery:region:account:agent/discovery-
agent/agentId

- MRERENXUWESS . arn:aws:discovery:region:account:agent/agentless-
collector/agentId

- BBITEEUNESS . arn:aws:discovery:region:account:agent/migration-
evaluator-collector/agentId

- PRFEHEES . arn:aws:discovery:region:account:agent/discovery-
connector/agentId
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AWS Application Discovery Service Bt &8

Service Quotas AWS Application Discovery Service 3 AR EEENHEBENR. ELLEER Service
Quotas EEARBRAZNREERE , HNFE RGN TFAEEENVEE,

B Ay, ME— AL B 28 = S ERF B E AR RS
Application Discovery Service 8 T %8RB 58 :
- SEIRFE 1, 000 AEARER,

MREER AR  WEBEAFTNWEARER , BLUFEA DeleteApplications API &
ERIBRIRENERREN. WEFMENR , 5528 Application Discovery Service APl & H iy

DeleteApplications.
- BEEAERNERANDLERS 10 MB,
- BEWRS 25, 000 & E A A 7 BR 255 8%
- BXMIBR 25 , 000 1EE A2 #%.
- @RS 10, 000 {EEAN MR (EWUFRESIESR ) .

« 1,000 BEAFHRERER , EEREEXEREKREER WA HBEEE Application Discovery
Service,

« 10, 000 fE3FEA R AREREN , FLEEFKREER.
- BEERARE 400 @@ MRS,
- F{EMRE 30 EHER.
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HWEEZ BT AWS Application Discovery Service

EARGS | B KRB EREMMAEEE AWS Application Discovery Service® R RERERIFEBIE o
&

- IERHRMELERIKE

- BRERRBAMKENER

« {81E Amazon Athena R ERHREIN E R EE

- HABMMNEARSETRED

ERHREF L EBIRE

EEFLERREY  EUUEHRE > ERKRES > RBEEXZES|IEHTH Migration Hub E2 A HE
FAtN#:5RE , AUA StopContinuousExport APl, FLIERIKNERZAAEEE 30 288 |, FILE
B, X4 LW EIBIREM DescribeContinuousExport API SRS ERERIRRMRES TE1EE
'?TEFJ o

(@ Note

FEFEEIASERZ VRS EEAABREERAS , S22
DescribeContinuousExport API [ "Stop_Failed s ARAE , AIE T LLEBASHRETIRA
BAEA , SFEAY StopContinuousExport APl ABIRER. MR "ERHRE, MEREREE
ERIIEL | FEBE AWS &,

gE L BUNUFBEFELERES , MU THSERE.
BIE 1 FLEREEXERES
MREERLER ADS REEXTARER , EFTBERTEWE ADS BRI ERFEENEMBEN

1. & Migration Hub & BFRE > ERINES > TERABRSIER,
2. BEMERAATHFHRERER , ARIEIEFE Stop Data Collection (fFIEERES).

EATRRAERENE ADS ERHRFENEN S3 REFrBPARARERER. ERAENERD
REFE.
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EIE 2 MIBRERHFERIA Amazon Kinesis Data Streams

MBEBEERET ADS ERREEETHERAEWREER | ETEMEHERHREIE Amazon S3 f#&F
BrE IR EER | B FEHMERERIREIZE A Amazon Data Firehose 837 :

1. & AWS A Z A Amazon Kinesis , A% B & & $3E2 Data Firehose,

2. MIBRERHRRINAEEIMW T ISR :

* aws-application-discovery-service-id_mapping_agent

* aws-application-discovery-service-inbound_connection_agent
* aws-application-discovery-service-network_interface_agent

* aws-application-discovery-service-os_info_agent

* aws-application-discovery-service-outbound_connection_agent
* aws-application-discovery-service-processes_agent

* aws-application-discovery-service-sys_performance_agent

BRERFRBMMERENER
BRERRB TR ENEH
1. BRRTEMIE Amazon S3 FWEEREERER,

AWS Application Discovery Service (ADS) WEMNEREERIERZ B 19 S3 fEFETE Paws-
application-discover-discovery-service-uniqueid,

(@ Note
BX A Amazon Athena IV ERHIRENE: | MIBR Amazon S3 ETFBRETMYHSEREE

2, Amazon Athena TE#EBSTHNRRZRBEXNEREELE S3, MEBRNERtLELHE
Athena R 71ZEY,

2. #BR AWS Glue Data Catalog.

BB Amazon Athena Y ERHIRENRE , EESEEMIRFE R Amazon S3 EFETHE | LUEH®E
M ADS REEAFTKRENER, ki , EtBEEI AWS Glue Data Catalog , &K Amazon
Athena EF#FMIE Amazon S3 EEEBFHER., Amazon Athena E BT Amazon Athena A

BRERRBIPTIEN E R 174



AWS FEREARRRE EREES

B ERHRENE | Amazon S3 REFRBIIFTERETMAHER , EETRENERNZRE, R
BABTEENRER , WEEERBE Amazon Athena PR ERIFREN 281 , ASENIREIRE AREE,

a. % AWS E#AiE5 Amazon S3 , I FEIERE A& "aws-application-discover-discovery-
service-uniqueid" K {1z 8T8

b. &I LAMIBR application-discovery-service-database ERIEM T HIFFEERIER , FEBKRER
& AWS &) Glue Data Catalog :

* os_info_agent

* network_interface_agent

* sys_performance_agent

* processes_agent

* inbound_connection_agent
» outbound_connection_agent

* id_mapping_agent

1t BRRIEHE R AWS Application Discovery Service

& E1¢ Application Discovery Service FBBRFTE &R , FBBiFE AWS Support W 7ERMERTTEE R,

{&1E Amazon Athena R ERIREIN E B ERE

FEAREF | B LI B Amazon Athena FIEEERHRENE R EENHEBER.
ES]
+ Amazon Athena FIVERIRREERE K AABRLEVYBRKELEACTLE AWS BR

« Amazon Athena FAEERFTNERASER
o IRBAEEHEFAHRZEE Amazon S3. Amazon Data Firehose = AWS Glue

Amazon Athena P ERIRZREZNE K FRAEZEVRKEEACHNMSE
AWS &R

E &7 Amazon Athena FRRIERREIR , EEEENIRFPFRIRKEELZAR
AwSServiceRoleForApplicationDiscoveryServiceContinuousExport , ARHFEEI

PHER AWS EIR , LAETE Amazon Athena P EEVRERERNWENER | B1F Amazon S3 #FET
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B, Amazon Kinesis 87 #1 AWS Glue Data Catalog. fREHIMRS R ETE Amazon Athena R L
A ENEEERREIFFA , BEENR{L. FSRAWS B ZEBE AWS Application Discovery
Serviceo

Amazon Athena F A BTN ERAEER

MRFERAKRA Athena , BEERAERBUREEB 30 7i& , HERRERERERT |
TOIBRA R

3
%
i

« AWS RRERERER

RIBRERERXM Collection (W EE) MRAERERA Started (EFFLR) B Health (B/EHREE) MREZTRE
Running (#1T9).

 Kinesis At

SRR IRMIWR S % AWSApplicationDiscoveryServiceFirehose B,

 Firehose ARAE

HBET % Firehose XX {4 &R IEFEIEE :

* aws-application-discovery-service/os_info_agent

* aws-application-discovery-service-network_interface_agent

* aws-application-discovery-service-sys_performance_agent

* aws-application-discovery-service-processes_agent

* aws-application-discovery-service-inbound_connection_agent
* aws-application-discovery-service-outbound_connection_agent

* aws-application-discovery-service-id_mapping_agent

* AWS Glue Data Catalog

nlh

#{Rapplication-discovery-service-database&EREMNA H AWS Glue, FREEUTE

B REFEE AWS GlueH :
* os_info_agent
* network_interface_agent

* sys_performance_agent
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* processes_agent
» inbound_connection_agent
* outbound_connection_agent

* id_mapping_agent

« Amazon S3 fEFETE
EREEHIRFaws-application-discovery-service-uniqueid®E& A B Amazon S3
RETR. IRFEETFEPANYHCBEDRMER , AIEERE Athena P EEE TR,

- BHRSHERRER
AEREANARSFEEHTY  UEEZNREEX TUARELFEEERZE AWS Application

Discovery Service,

B8 B R R FZE Amazon S3. Amazon Data Firehose = AWS
Glue

MR EFEHA AWS Organizations , B Amazon Athena A ERHRENFIBILARK , TRERRABRER
EY Amazon S3. Amazon Data Firehose. Athena = BYEFA] AWS Glue,

GEEEREEENTMN IAMERAE | TESTHEHELRENFZIE, EEETUFERAHIRERE
T FEER, F2E AWS B ZEBE AWS Application Discovery Service,

£ 7 TR Amazon Athena Y & BHFRENE FiEE , BB R MER Amazon Athena & BHRENZE
3 AWS &R , B3 Amazon S3 f#ZEFE. Amazon Data Firehose Streams 1 AWS Glue Data
Catalogo MMREF/NOMBREIER TIELER , BFELIFRERRY  UBECEBEHEILELE
Ro MREMBRERRENZE A Amazon S3 RFETRE , ZURESEXREREIFEBPRENER,

¥ R BRY BB A R SR T U RO I

Migration Hub [E A A] BAR B Z4& AP BIIRBHOFHEEAE A Migration Hub , MEFE A Discovery
Connector % Discovery Agent, iE A BB EBFEZEREANERMTERTHNRE, BoalligsE
EFAAERAERN B BEERRE,

EREABRTRSRLEER, SEHERBESRTIAEP—ERREE

f"|||
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- DEFEAEEESE - FHEATKMHEBHNEE. IRSRENEATEBERSEBERE , AIFE
R$ERBAERER, WEFMER , FZSEAWS Application Discovery Service BL&E,

- BEAERDEATHENNER (,)- .CSVERPHERARES —EMMLET —EM. EMWLF
HEERRETIHZEN , RAEKRE AR, EVRaEN—EFMNRAER. FRERFEMN
ZBERESR K MATESAREAERS,

- MUMEBLHEXEESEE - FLMWA, 120 CPU. NumberOfCores , X EEFHXENEEE, W
REEBHIERUIEGRE , SEEEAHTE.

MRENEABRBEFEMER , BAUUTHEAEHR KNG HE , HEHRAYORR CSV ERPH
fRER , RERBRYTEAUBRLEE.

Console
TERAMEHERE

1. BAAWS EEFEE , WHE BB Migration Hub F 12 & https://console.aws.amazon.com/
migrationhub,

2. EERIEEHE Discover (IREK) T , i#IZ Tools (L&),

3. 1¢ Discovery (%) HiEE view imports (BRIEEA).

4. % Imports (BEA) BRINEFHEEABREBFE IS —LEFH Failed records (kB &) 1#
HiRH,

5. HEHERRHIRE E51EIZ Download failed records (T E kB G #k). EASFRMERERN TR
HEFR , UTHEEER.

AWS CL
THRAMGHEFE

1. FERRBKRIHEMIREY@M AT ®S , ImportName is the name of the import task
with the failed entries that you want to correct. :

aws discovery describe-import-tasks - -name ImportName

2. WREHER errorsAndFailedEntrieszip BEENFIERS , T2R/AIEH 558,

3. BBt Web BIE:S , WGt RAREE URL XFHH , REBIRT ENTER, BT H .zip Bfg&
N K BECEEERE,
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BELETRAMERFE , ETRAUBEBRBEEFIMEEREIBERR. FE5 , MREAVERE

HERREHRFIEE , SASXEFEREGIN EREMEREHANEEER , FENIREEARS., EEE
TER=R:

« errors-file.csv - It EREZBNEERANE K cEMESELBIEE 2 SELMEHENT. WA
#Externalld, FERMEIEAL,

« failed-entries-file.csv - WIERETERREAERPLBMNWIEER,

EESELRBIMNIEENRREIMNEESS 558 H errors-file.csv 8IE failed-entries-
file.csv BRAWREE K ABREAZER. NEEAERNFMENR A B2EEAN EX,
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RAERAEEREXHERRRE : 2023F 5 A 16 B

TRREA 2019 F£ 1 A 18 B 21 Application Discovery Service FAEEENEEET, MEFBX
HEFEBER , BT LAFTE RSS HE,

£ Discovery Connector &t
F Agentless Collector

217 Agentless Collector
Network Data Collection &8

2 52 P A 1R 14 R Y Y SR K IR

EXAES

DU

AWS Application Discovery
Service THEE#HE F B M.
®%E , £/ AWS Transform
RUEBLNINEE, MEFEE
A, B AWS Application
Discovery Service AJ Fi 1t £
B,

LMEZE s EA Discovery
Connector & FE R A
EAEEXNMESE. %2025
AWS Application Discovery
Service £ 11 A 17 BFE% ,
#1=1L#EZ R B Discovery
Connectors BV &R, W5
&R , 52 E Discovery
Connector,

MR E RN E R T RIERER
RS MFBERF/O-ARES < E
AVAR MR, MBEFMES |, 5
S2REHERERERERE

BRERWERIE.

MEFMER , F2EEH
VMware vCenter Agentless

Collector &R EE

B

2025 11 A7H

2024 £11 A 12 H

2024 £ 11 A8 H

2024 £10 A 24 H
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#83% Amazon Linux 2023 21T

#) Agentless Collector 58 2 i

MEHAES  FSRELE
R UK EERR Y SOIR IR

E#H# Agentless Collector %
FARE

APl RS — Bt

ERAEEAREREHN

HESBREFR , FEMIER
EBIEY AWS IR,

48 Agentless Collector & ¥}
EEF 7o MrE R EE R

MEFHAES  FSRELE
R UK EERR Y SOIR IR

WEFMEF , FSE AWS
Application Discovery Service

AP| PR & — Bt

HMEAN sts.amazo
naws.com MEEFEBHFT
BENBEEE, MEFHEE
A, FBERERMBEAESL
FHL AWS ##@1g,

WMFBFHMER , FSEB AWS
Application Discovery Service

B EE, BRMIRFREI,

ERENSTERREREAR

Application Discovery Service

Agentless Collector (Agentless
Collector) Ky, EaJLAfE
AUERIBNEEERERER

MIRE , YRATHBEERE

A 53 47 151 AR 25 Uk 55 R & KL A

MEEiER. WHEFHEA , &

BRENEN D MERKER

#Ho

2024 9 A 26 H

2024 9 A9 H

2024 6 A 20 H

2024 6 A 20 H

2024 54 A5H

20235 A 16 H
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Application Discovery Service
EAEEA SR AWS
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(Agentless Collector) % H A
HEBEARS , TEBEN
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EBRENESR , HEIEEMH
REEBE AWS Eif, 0%
AESR  F2REEREES
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RETAREERL S D BER
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B A ERA L ERRIEHE
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B3 , 28 Migration Hub
Import,
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