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Firehose , Al LAFE B M #HEL AWS tRF Z BITH7E AppFabric P2 #EENE Mt EF , £ PEIL
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Firehose X{F&87. B AEH AWS EEF#EA. AWS CLIZE AWS APIs 5 SDKs 17 Firehose
RITER. MEEREERR , B2ETIEE

« AWS BE XA 8~ - (Amazon Data Firehose Bi% A 8388) FHE L Amazon Data Firehose
T BER

- AWS CLI 87~ - £ AWS CLI @552 & create-delivery-stream

« AWS APIsH SDKs &R — 5528 (Amazon Data Firehose AP| £# CreateDeliveryStream) ##

£ Amazon Data Firehose A& Z £ i B #9ith AppFabric W ERIT :

- BWKBEEZRSLEIR AppFabric AWS EE #HEH hEMLER.

d f@%?ﬁi&ﬂyﬁﬁ PUT ﬁ%mj N o

* 7% AmazonKinesisFirehoseFullAccess AWS S EB K EZELNMFERE , i T HFFEEEEN
EAE -

{
"Sid": "TagFirehoseDeliveryStream",
"Effect": "Allow",
"Action": ["firehose:TagDeliveryStream"],
"Condition": {
"ForAllValues:StringEquals": {"aws:TagKeys": "AWSAppFabricManaged"}
1,
"Resource": "arn:aws:firehose:*:*:deliverystream/*"
}

Firehose XEHEEEE=1FZE2TEES , 10 SplunkF Logz.io, MFEERIWMIEREELE Amazon
Kinesis B¢ &Rl HEEL T ENER , 528 (Amazon Data Firehose HE A BiEm) PHEH
HERTE

(iZH ) B AWS KMS £i8

ERREEARAEMNRI AppFabric BNBRES , LBEMHERENEZ TR , AZ2HREENTR
PARERAEASZE. LSRIEARIME AppFabric BRI+ I E R,

%4 AppFabric ERREMBRER ., L2 AppFabric ATLAEA AppFabric RREEZINEEMN AWS
HENEEE | RIEE AWS Key Management Service () FEUNEENEFEZEL®AWS KMS,
AWS BEKH £ 2 AWS R HEMEEN AWS KMS 8854 , TARZE AWS IRE, BEF 2
ELWELEY, HANMEE AWSIRF 2 F# AWS KMS €88, ME AWS HEEN SIS NEFSE

(EA) B AWS KMS &8 11
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SN ENR |, 5520 ( AWS Key Management Service A BEE) FHNEFSEM AWS &
i,

MREBEFERATFZESWRRMER AppFabric FRERL , SIMNREZR , BTZE2ER , BAILUE
A BMY—EAWS KMS, IERTFFIEFIECRZFATHRNFMEET AWS KMS |, F2RAEmM
AY < 8RR — |,

BAMAAE A AWS AppFabric AR Z S

HEMIAGER AWS AppFabric AR L€ , BLALBUERARAEN  ARBEAERARELExE
ERAEAEN. RABRAREEREZERAENR , LW LUER AppFabric #1TR£IhEE , HIMER
A S5 HREU £ A & 17 B

AEERBBMAIE FBIREA AppFabric AWS BB XA,
&

- FSRIGH

- TB1 . EBIUEREXEN

- SR2: REEAEX

- S 3 BREEZHFEE

- SBR4 . FRAERAEEMIE
- HEBB 5 B AppFabric UEIBLZ 2 TEMEM BN PN L2 ER

FORIRH

BRI Hl , IEBELEIL AWS tkF MEBERE, MEFMER , F2E0:
EEFRENERE.

SR BEURREXEHR

ERBRAEMHEFRAE AppFabric METR2BABEXNRENERN, #ZEZVEREXENS , B
ENM#RTRAZ2HRBELHRERARIER,

>
=
w
wm
Lt
X
o
i<t
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at

1. 7E https : //https://console.aws.amazon.com/appfabric/ BiRX AppFabric £ &,

2. EEmEALANZREEZESS | BE AWS EiE, AppFabric EBARERRI (#HFEEI
;). BUN (ZEE ) NEKESE (RR) B,
3. i##E Getting started (AF9),
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4. EAMEEL , $HHPR 1. BEYEBAENENH  EBRUEREAEN,

5. ENRERF , RENRSHBURSHRBEENERNTSIMEREEAEFE., LSRANNE
AppFabric PV Z £ REER

Z 4 AppFabric FHEREINZE R, AppFabric AISAKFRE LA AppFabric AWS BB &8 ZE A
EEY |, b LUEREE () B AWS Key Management Service EYMEENEFEZELBAWS
KMS,

6. HHAWSKMS £ , BIEMEA AWS AN ERAFTFZEER.

NMREBBEFAEFZEDR , FRALEFANEEEM®M Amazon Resource Name (ARN) =
©18 ID , RIVIFEIT AWS KMS £48,

BEAWS ENTR IFFXESRE  FER TSR .

- AWS BB £IR = AWS IR%E HEMEE AR ZE 19 AWS Key Management Service (AWS
KMS) i85S AWS 1RF, A AWS BEEN S8 TEZKN B AWSRFE , 18 AWS AR#E T
A AWS #HEN S8 RRABERFPNER. AWS HEN S|/ T5T A AWS KMS &R F Y
B, ZFAEERURMEBSRINESBBR., W AWS HEN B SRREME, 0F
AWS BE K £8& & AppFabric it WAHEIER , BSBEENS

- BEF% "’é%ﬁ?a"‘ﬁi BENERE AWS IRF 2 i KMS €88, Ba I8 L AWS
KMS £i8, BRI MHEZEES|BBEE. AWS Ildentity and Access Management (IAM) B
RMBERE, M‘ME&FH%M;FH efl. BREZGRIME, FEER, BYSE AWSKMS &
WBE  URFEEMERN AWS KMS £if, EFZESRELAE AWS EEXEA NE
FEZESREMEL AWS KMS,

EEPARABNEFZE LR , 55F A DescribeKeyl®E, HREFZE LM , DescribeKey
[E|FEMY KeyManager #fI{E=R CUSTOMER, B EXBHEREFFEAEFZESER , X E
AWS CloudTrail Bt AR, BB B4 AWS R HEFZ AWSKMS |, BaLUEERF
TETRRRBACEFHNEENESR., EFZESREELAE  UREBB AWS REBH RN
FRE, EFZESRETTALIREN AWS KMS Bt %E.

mEAWS EN SR AIZEFZESRNFMEN , F528 ( AWS Key Management Service B
BABIER) PNEFEBM AWS £,

® Note

B ERAREXEHE , AppFabric for Security th' &7 AWS 1RF #A AppFabric IRIEERE
AE (SLR) My HEM % IAM A&, EAFRBEFIEZEEIEXZZE Amazon CloudWatch,

SR BUEABRAENHR 13
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B AGENL2E , SLR AFF AppFabric FEUEK AWS &R (Amazon S3 #F T
#8. Amazon Data Firehose RfIHER ) - MFEFHMEA , FSBEFE A AppFabric BY R #%
ERAG,

7. (BEA) HRER , EUNEERERNTEERARAENS. ERESREY  TRPEERE
MAGBEYNER,. MFFMER , F2HEAWS (BRFEEREAERER) FHELEN AWS
B

8. HERVEREAEN A6 FEEBRVEAEAEH.

SR2: REEREN

BYEUEAEXEHNE  LRETUIRME AppFabric ETZ2ER , WRESEAEAERXES, &i#
MEAEXENRLFHECHERAEXEH . EEASERAEXEHREZAERAEXKE 7
AEBZREAEAEXEERARARES R,

ERRREEARSNSRBZH , FE PRENRRSEEAREXN RGN , SINFENTEIE
B AppFabric P X ENEAERXUEREZ L,

1. EAMEARL, stHPR 2, REEAREN K EEBRVEARIRE

2. EEARAREERD  fEARITRNEERRIEER T AppFabric REELRFTAIHER
2. ERNERRERE AppFabric BRI ENERRER , UEREZ2,

3. EfENERARENN K SERILENETML. SLHUETEHFE IDNEFERE , tUkEEEH
Ei ID., AFRREREARRER. ELMUNGABRERERXME, NENASKIELE
HMEFARARERBEE T , 5260 AppFabric P X ERNEAEAURREZ S,

4. (B ) BRAER , ZULUZEKERTEZEAEARE, EBRES8EY , THPHERE
A BB MNER. MEFHMENR , FSEAWS (EBFERFEREER) PHERLEN AWS
ERo

5. BREEVERENRE,

6. MREBREAE (FURREEERNEARR ) , HEIAF R AppFabric SIEREH ERRE
X E R

MRENEAEARERY  CEEAMEELEIERNEAERXRERSAR,

7. BUNESEERSIHNEARARERRL K REFEEAEXARET  BRREERAENXR
BHikE, CERRERTENEABENRECR T AppFabric Lz ERERARER , BBk
Fo

8. TRERAURNWEREARERE  SFE RIS EAEREEHRA B BE SR,
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FRED@WRIY

9. FEREHMEAREN A6 FHREE

HER 3 BRETER HFSHE

ERARAEHAPELEL —EARARAREZR , BREA

7R REHH R

RERFERTEAEIN
ERAEXREDEY , 8
AppFabric By &£ 1 & R IEFR
ZEAER,

EERFBRELARRT
AppFabric EZERBEARER
REEERAERNER,

AL B Bt K AV IR RE
RNERARENRBERINELR
# , OAuth EFEEERE
KMo

ER/SER138,

51—

ax e

RS R

ERBIIRER | FFRER
EAREERNEFETNE
B EEUERUARRBIER, W
RUERDAEFE , FREE
EFNREHHEARTERF
M. MRRBEEERHEM
§RERAE , Bl 400 fEEHER
AR, FRERSCEREA
#HAF ID, AFw ID MAF
IEWBEEMAEEN. WS
REMEVERAEANERRE
AR, MFEFHESA 72
R ENERER.

RERTEHHEARAE

MRS AFEET , HImA
F ID. FF# ID FIA S
.

MBUBEPHREE | B
ERAEANG S REEARE
X, NEHMET , BoB=

GASE S AR R )L

ARERARENNEZAR , URERECARANERZEEBHEIRLERE (OCSF), AR, vE8H
RNEEEPH—HNZEE R AWS, St A BUEEZ KRR JSON BRI N ERB M.

1. BEAMEEL , $HEISR 3, RERKAFHENER , BEEEURIERE.

HER 3 FREEK B
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6.

® Note

ATHRBERE , BEAMBIREREER , R AMEETR , UHEENEERE

Wit —RAZERAENREZ L. fl, HEHMN Amazon S3 REFETHE I Amazon

Data Firehose & # &,

BHAURERNEEEER , TREEEE TN, £HENERL , B0 —IXEE—E

ﬁﬁﬂl FTENENH, EHEINERL , St U AEEEIER. T5/EREAREEUR
HEREEM,

SHYEMEREANRE  ERECEAHEVRZAFHINWERAERE, HREEAEKRET
NRBFEFNIEAFBBRELRMEA AppFabric R FERERABENERAERNBRAEERE , X
BREZ,

HAFEBENW K FBAZENNWEARENENEXZBFHEENE N, BihiEEIE Amazon
S3 - HERRFEE. Amazon S3 - F{#FErB s Amazon Data Firehose, MR EEIZEHAFE
28  SEENENHEERZRAREA RENSERMEL

EREZEENE K SEREMSERN,
a. WMRZEE Amazon S3 — FREFTRMAENK , RIS EMAEEITN S3 EETERRE,
WZEMAIE T Amazon S3 FEFETENEFMER | BF2EEY@EHE W,

b. MWREEEFE Amazon S3 — RENREFIBMAENN  FENEEFHAN Amazon S3 FEF
BrE 2,

c. WRIEERE Amazon Data Firehose A B H it , 554 Firehose R{TBRBB TR BEFR
BRRSERNERE, MFWMAEIL Amazon Data Firehose RITERWELZRA , FSEE
SEH E R SES T AppFabric FTEMRFATBER | LEREZ £,

HRAEERANEX BB ESEZBFERERL - JISON, OCSF - JSON, OCSF -
Parquet Amazon S3 & 1FETEE , IR - JSON = OCSF-JSON for Firehoses

FEERENEBHEAEN FRERA JSON WK BFER . OCSF ERENESEZARE
ERHEE( A AppFabric , ABRZ£ MR PR ZLEBIHRLEE (OCSF) HEHER,

W% AppFabric Z{AIE A OCSF BWEHMIER , F2 R NG HERE L2 EBIEREERE for AWS
AppFabrico #B—XREAHEBEN —BEBHERNEXERER, NRECEEMBEANEEE
RAEXERER | AU IEREEEEEERREZEEI/NNEEE Wi,

(EA ) MREGREREBHNEZEN  FREEEENIENER, FEEHENGHREAR
H, FEREFERE. 4RNER , SUURESERNEZEE. ERESREY T8+ RE

HER 3 BRER B FSHREL 16
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BHEMIGERYMNER. MFEFEES  F2RAWS (ERFESRCAERRE) PHELEN
AWS &R,
BIEERE FEE

EERUFREMNE , FEEAMEE LEIEMAVEEUR AL

BT UEREEEESRNENERN LS RIGRENENE AHRE, FHEEL  B&TNUE
NERVEARARRE. BNt NEIGREREYNEFEE., BABRNRERRENHEEE K
M. MREELEHREEAEARENEFERE LU RIEARARENFRENER ,

afE BN FAERANRE, BINE N RERERD , RENMREEREFEAT. WRE
ARARENRESCER , BENENERERERD , AIREESRNEKAR. NRERAE
NRBARE DB B R ER A RBGRE | BIERAEERE , T ERERINEZ B

FEBERARARERN , F2RTE 2, BEEAEN,

&

T RET T ARV AN BEEN B AY3ARAE | H b R 8T SUERELAY R B RO I 25 BR SRS IE AE R 85 383K

AREESARRE R 18 Description SRS HE R D R
2= HEMEERRERTENE SUURERNEENEETR
BREEA. NBETEEMA , A
B,
KB PEEE Wi RBUGREER T BEMSLEESLRE, FodE

RE T ESHZARE.
o0, HARAE T A SRR

Amazon S3 5} Firehose ¥

Ao

VEMEE,

SRA: ERHEHAEFRTIE

£/ AppFabric #1TZ&FAEFINIE , R£H ITEEEEKUUFEAEIN LA RE FEBHH4 bt
PTHENES  REEFHITUERSEEARERN, kAZEBREIEEHEIEHESES
FEBNRRE  BEEIBTREEE SaaS EARXHFHRERBKEAENFEIE, NRKT
£A%& , AppFabric for Security EEEAEXTREFAEEBRAEAEXREAEMRE (Hln
Active), AppFabric B SEAEXNEHTHNFEREEARS  UEEFERETFINERERE

&,

1. EAMEEL , #8PR 4, FRAERAEFNIE , BEESHAERE,

SB4. FAERAEFTMIA 17
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2.
3.

HETEBFBUMCT  BACRAENETEBFLiL , AREFES,
EESERERY  CERIEAETFINMERERAENRE, "ERERAEATETRER

EEBRHEME (MRENFE)

, EIESER

EESERMTRINEAEASRTERETUFRIHNEARER, TRETIUENESE

R, ER, URET SRR IRE RV EIF,

BEEER
RAEERE

BRTIREFR, EEERAEANERERNR
.

REFNOME, EERARANERAERAR
.

RS LmnREFTR. ERERAEXNER
BEARE,

RAEFENETE, EREREANERER

R,

FERREAREBEY

HRFFAFE , RAIEEZFUERERX APl

BEEAEABRRH.

FERE BRI R EP A AR 2R EE R

FEREB T EERAYFIEHR

Description
BAEERAEFBH N ERE,

RERBCHYERAERAREERAAIEE
# , FlEF ID, AP ID MAFREER.

RERGCHYERAEAREERBAFEE
# , HlaEF ID, AP ID MAFRER.

FEREN MR IERR , OAuth EHEEF
FERM. MRLERDAEFE , FREER
BANEsRRERAER. NFFEESA 7
ZREAXENEAER,

RERGCHYEREAREERBAFMEE
, BN~ ID. AFiw ID MAFimia,

Eﬂ
RERRECHHEREAREBERAAFRTEE
# , Bl S ID. AP ID MAFiwmME,

RERRECHYEREAREBERBAFRTEE
A, FlaEF ID, AP ID MAFwRER.

ERRERAEXRIINERAL, EAILBER
EXBESETHfut.

ERHEARXKIINHEAS., CANHE
EREBETHHbIL,

ERKERENRIINERAL,
EXBESErH4ut.
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BEESER Description

AR M RERTFEIERES EREABRIKEINERAL. BB R
ERESEFE 4t

FERARENIBIERNFERIER, EREMREARENKIINIERAS. B

HEEXEREBET B

FERERXBIREEEERER. ERRMREARAKIWERALS . EFTL
HMEBXERESETEN,

HER 5 : 4R AppFabric UEUEZ2 TEMEMBNth PN EZLER

KB AppFabric WZX%{l, ( RRHE ) EABRIXERELZER Amazon S3 HEUE B EE Firehose B&
WEMITEMS , B Barracuda XDR, Dynatrace. . Rapid7, . Logz.io Netskope NetWitness#

EZ4TEASplunk , RENEBLREMRI R, EEMR AppFabric SEZE%EL (R ) ERAERE
B, BEBELINTR1E 3, NFENARERELLTENRENFRENR , F2EHEENEZEIE
AR

AppFabric P X EENEAENURREZ S

AWS AppFabric for Security X RE T JIERAERNES, REEAEXNER , IEBNMERE
AppFabric A Z £ EREEARNNFHMAENR.

F&E
« 1Password A& AppFabric % &

« Asana A& AppFabric 5% E

=1 ]

« Azure Monitor & AppFabric §%7E

« Atlassian Confluence & AppFabric 5%

« Atlassian Jira suite & AppFabric 5%

« Box & AppFabric 5%7E

« Cisco Duo & AppFabric 527

« Dropbox & AppFabric §%7E

 Genesys Cloud & AppFabric §%7&
« GitHub % AppFabric :2%E

SER 5 . EHR AppFabric MBS Z £ TEMEM B Wb P L2 E R 19
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) g W]

+ Google Analytics & AppFabric §%%E

) g ]

» Google Workspace & AppFabric 5%

« HubSpot & AppFabric 5%E

+ IBM Security® Verify £ AppFabric £% &
+ JumpCloud % AppFabric 5%

+ A AppFabric 5% Microsoft 365

+ Miro & AppFabric 57
+ Okta & AppFabric 5%E

=noecs

» Onelogin by One Identity & AppFabric 5%

+ PagerDuty % AppFabric £%%E

+ Ping ldentity & AppFabric 5% &

=ENLr=a

 Salesforce & AppFabric §%7E

- ServiceNow & AppFabric §%7E

« Singularity Cloud % AppFabric §%%&
+ Slack & AppFabric 5% E
« Smartsheet & AppFabric F%E

« Terraform Cloud £& AppFabric %7€

+ Webex by Cisco £ AppFabric 58

+ Zendesk £ AppFabric 5%

+ Zoom % AppFabric 5% &

)

1Password & AppFabric 5% E

1Password R —ERIBEERR , AlHBEAMARLIRFEY., FHAEASBRERER, CEZEBM

BRECNER , RELAFEER L AFFEHR

ATRELER , BYLUER AWS AppFabric & & BEFMEHEER1Password, #ERMEZREL AR
AR T 2B IR RS (OCSF) &3 |, W& K# HZE Amazon Simple Storage Service (Amazon

S3) 7T Amazon Data Firehose & i

B
+ B9 AppFabric X 1Password
+ #& AppFabric i#3ZF]1Password &Y ik 5

1Password

20
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B AppFabric Z# 1Password

AppFabric X E#t EWE A EEFAMER B FH1Password,
o RIGRHE
£ E(FF AppFabric ### HH % E#i1PasswordBIXEN BN | BHEFTATHER :

o BABHRBEERFRHFE1PasswordE £ ¥ETRETEl, MEFMEN , 52 E 1Password #34
£ # 1Password Enterprise.

o BN BEE1PasswordiRFFHEEEEACRBEXHEESE., WEFMEN , 528 1PasswordX &
vk ERYEEAE,

REREIZE

1Password AuditLog Events AP| €144 5ERR$l &8 28 600 @ , 8/NE&Z 30, 000 fE. HBiBiEL
ReEISEEER, WFEHMENR , B2 ( 1Password B4 API %) Hhfy API 1Passwordi®E[R
il o

BUREEIRKAENARZIEE 30 7EXNE BN, ERRNABAEXEHNEREHLE UK
RTRILEREBERMRINERSER. T8 , ETNEIRFEREF. NFiHE , FhiE &,

# AppFabric E#2|1Password & H Ik 5

£ AppFabric REHFEZIERABERNEH% , BXAEMFER BE AppFabric1Password, EESH
1Password £l AppFabric REFTENWER , BEATIIZE,

B EA1Password FENFEH

1Password XELNRRAF RN BEAFTRFER. T TIZRUEEBEAFRER.

EHBESEE L  BMALNZEMERANEHEE (SIEM) REEBE (B0 AppFabric Secure)
BEWNEES K RAEXTRREEMEETH TITER,

1. & A 1Password &S,

2. EEEERPEEES,

3. MRBRENEBESHFE , FREBE, BR  FREET—ESER.
4, HEEHBREESTEEHM,

5.

6.

1Password 21
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b. BELEBPAETHNXNBETETREXT, NREBRTMEME , B SEBHFEBE
1Passwordidi ML,

c. HEERENBHERY , BEXAER. BEEFHAESHNEZENS.
7. BEBRTEMUEMLER,
8. EEE PfEF1Passwordt TR T HILER,

a. BEESERBENZRRNFZRAEBEDEA,
b. EEMRTFETEELSR.
C. &Eﬁ%ﬁo

MEFHMER |, 5528 1Password #8uE LAY 1Password B4R E A9,
FEREXRE
#HFEID

AppFabric #55EREHFEFE ID. AppFabric FEIFEFE ID #§ 2 &M 1Password & Attbiit, TR T 5125 BR
UEHKREMNHEF D,

1. & A 1Password RS,
2. HEBBHKTERE Settings (RTE).
3. &My 1PasswordE AE%I|7E HEE L, Hl40 , https : //example-account.1password.com,

HEEH

B A AT 5% Bl L ME — 1Password /B &M B ¥, AppFabric FREF B BRELERAENZE  URREHR
RN IR I M T FEER

AR RS =1

BB IRIER P B IR 1Password iR B FAF , FBE#E A AppFabric 1Password FERRE IR, U0
RESERBEIRFFZR , BEATIER

AppFabric #iERRERSF/F. AppFabric PHRBEIRFFZRREERLNEAFZRFF. BFTK
1Password AOMBUMHH TILZR , USKREAAFRFER.

1. i24Z Dashboard (&),
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2. BEABR,

BERFHEEESR.

i#1Z Private (FAH8).

BEERRRTE.

BEEREE,

R

M F iz

EAMEF ID. HEBBMRBIRS FRE AppFabric PEVEARNERE. RAREZERUBAR
.
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Asana A& AppFabric §%7E

Asana BR—EIHEEFA , AiHEA. EERNEASHIEIE 6 RZTEIEBERKITSE, ©
RUET —EEWMNERRR  BEEABTLUEE. BEMBHE T, £/ Asana , BIREERAERE
BIEEGE—AVE  AEERTEEMAERE  THEFSEEEE,

ATZEZERE , B LIER AWS AppFabric 1t & B FEH & &R Asana, HEREECARBEK
R Z A BIHRZEE (OCSF) % |, W& B# H = Amazon Simple Storage Service (Amazon S3)
17878 = Amazon Data Firehose &,

IR
- B AppFabric & Asana
 #% AppFabric JEZF|AsanaiB VIR 5

# AppFabric X # Asana

AppFabric XERE U E R EEFAMEK B FAsana.

Rk

= E#FH AppFabric #fE#% HEE BHAsanaZ| X ENE N , BLEFESTIHER :

- BXEABEER NL¥RFAsana, EEVTHAMEAsanatt ZRFHNEFFHER , 582 E Asana
L _F M Asanatt ¥,

- Asana BWIRFH XS EEEEBNEEEAGNFERE, NELACGWHEMEN , 5526 Asana B4
W N EBEENBREES HEAsana,
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WEE , WA BEUFBHNEBXZGFF A XNBRERRES

Azure Monitor €5 % {& Azure F13E Azure FTREMEAF , REKWESE layer I UENEEE
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AppFabric #45EREMFEF ID. FBFEA THIZER , LAE Azure Monitor R EEEMW A F g ID :

1. EEZE Microsoft Azure A O#8%k5,

2. BEZE Azure Active Directoryo
3. HEAERAZMERY K EEENEUNEARER.
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HFEFEBRZER 2, 048 @7 , HEF. NE/RBEFENTIREHRFATHEK : DF (). K
#R (). BITIR () Mz,

A FE# ID
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=
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Box 34


https://developer.atlassian.com/console/

AWS AppFabric EEER

- ZEFIREKAR , BEEHEMETE Business, Business Plus, Enterprise 2% Enterprise Plus &t
2,

- BUAEAREEEEEERRNFERE,

- Box ZHIRFAEAMALES S BE  TeeitHBR S| EBRANERERAEXNAFRUE,
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BETHEARAGE. NEGENRMET  HSH Box LA LK@E,

- EEBLEBM (manage_enterprise_properties)
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BB LA BIHREEE (OCSF) & |, WiA&E Bl H Z Amazon Simple Storage Service (Amazon S3)
f#17Er 85 Amazon Data Firehose &3

]
« B9 AppFabric 3x# Dropbox

Dropbox 39


https://admin.duosecurity.com/login?next=%2F

AWS AppFabric EEER

- # AppFabric E 1% % Dropbox & itk F

B AppFabric X Dropbox

AppFabric X E#t EUW £ A EEANE B FEDropbox.

TR

% E{FF AppFabric ### HH % E#iDropbox B X ENE M , BUEFATHER :

- BB ADropbox®¥EIRE, MEEIN R AKEDropboxt ¥k FHFEMEF , 5526 Dropbox #3
vh E#MIDropbox 3,

 Dropbox BHIREFHF X EAEEEEKEEEACHNMERAE. NEACNFMEN , 552 BDropboxit
AR HR O UE B9 2015 E Dropbox BB Y E B RE PR o

ERRREIZE

Dropbox ¥f Dropbox API & hNERR 4|, #ZE Dropbox API ERRHIMFEMEF , 552 Dropbox¥
BEtE ML LR R R E|, f158R AppFabric #1318 Dropbox API FEARE X KEESBIBR % , AppFabric
FHIRMER BT EE,

BARERIRKEHILERS 30 7EXNVEANE, ERAABAEXNRHANEREMHILE , UK
ATRLEREBERAMRENAMER. T8  EWNEIIRFERAFT. MFEHE  Fig <&,

#% AppFabric E#EIDropbox & /Y ik &

£ AppFabric REFERUEAERXNEHLHR , BUEFEH R#E AppFabricDropbox. & ES#Dropbox{E
A AppFabric REMENER , FEATITER,

B OAuth FEARER

AppFabric Dropboxf£ fi OAuth 82 #&, HE#& PE Y OAuth ERE X Dropbox , FEATIILSER .
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.
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*rE

B9 AppFabric X#& Google Analytics

« % AppFabric E##F|Google AnalyticsIE R IR 5

#Y AppFabric Z#& Google Analytics
AppFabric &R #Z W # B 5% Google Analytics,
T RIRE

= E M AppFabric #$7&# BH 551t E#iGoogle AnalyticsBI X BN B , BHLEFATHIER :

Google Analytics 48


https://docs.github.com/en/organizations/managing-oauth-access-to-your-organizations-data/approving-oauth-apps-for-your-organization
https://docs.github.com/en/organizations/managing-oauth-access-to-your-organizations-data/about-oauth-app-access-restrictions

AWS AppFabric EEER
« BAARGoogle AnalyticsiREFERE S,

- ZEE AppFabric XTAF , BEZEGoogle CloudZE =R LA Google Analytics Admin APl, 5%
Google AnalyticsOAuth FEREX I , FBELERATHNESRE,

BRERREEER

Google Analytics ¥t Google Analytics API 3 NIEZRRF|, #NFE Google Analytics API IR R il #9 54
B , 28 Google Analytics #815 EHYBRHIFELRE, 1R AppFabric #1388 Google Analytics API
FEREANESHEBRRE , AppFabric HHBEWER HE TS EE,

BAREEIRKEMRIEER 30 7EXNEENL, ERRARARARMUNEREHIEER , UK
ARTHLERERAMRDMNFERER. T8 , EANERFERBET. MFiHE , Fhiig <&

#& AppFabric iE1#F|Google AnalyticsI&EY IR 5

1£ AppFabric R ZIEARERXEHR , BNEMEH RE AppFabricGoogle Analytics, £A %%
BB REH Google Analyticsf£H AppFabric REFTERNEH-

B OAuth EARER

AppFabric Google AnalyticsffFl OAuth 82 &, R THIZ R , LAE &L OAuth FEARER
Google Analytics :
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3. HERERNEMEL , £ OAuth2.0 WEHE[D URI ERFEAEE THHEIAH URL,

https://<region>.console.aws.amazon.com/appfabric/oauth2

£tk URL # | <region> REEXE AppFabric ERAREREH AWS EiF 2 HWENIE, 4
m, XEBEIRZ (S REILH) EHNNRIES us-east-1, HREZESE , EFEM@ URL A

https://us-east-1.console.aws.amazon.com/appfabric/oauth2,
4. BAABFENWAFE ID MAF®WE , LLAR AppFabric BRAEXRE,
VEEE
IBAETE OAuth ERREXEMEM Miro PermissionsEEA B T HIEE

* auditlogs:read

* organizations:read

FEREXRE
#F ID

AppFabric #@EREMI S ID, AppFabric FEVFEE ID 2EK BBk Miro ID, WFEAREWAS K Miro
B ID WEF  FEERENEEENERBEE -, MiroMiro 5RO ERRETRER L 2.

HEEH

A A T 38 B ML E —Miro#B 88V & . AppFabric EREF 2 BRECEAENERE  URREAENR
R M AR (T HEEY

R Fis ID
AppFabric #FEREMNAFik ID. BESKRENAFR ID , FEATIISR

1. BEEEMMiroRERRE.
2. ERENERAEARSIER.
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3. EEUEFXREE AppFabric EERENERRER.
4. 1% App Credentials EE#ASF Fis ID & A AppFabric Y Fim ID 1L,

Client secret (Fi F i 2 H5)
AppFabric FBERENAFRME, EESKENAFPRHE K BEATISER .

1. BEZFZHMiroRERRE,

2. EREHNERARARSIER,

3. BEUEHREE AppFabric iR ERARER,

4. 1% App Credentials EE#% F Fim B 28 A AppFabric Ry A B iR B84,

BOERIE

£ AppFabric PRI FEARBREXNRER , £SWIIRE WREEEMiro , UERE, BERAE
AppFabric 21 , FHEE .

Okta % AppFabric %E

Okta 215 H Identity Company, §AEEMHB IS EERME , TOktaBMEEATEE Mith S,
FREESEARNZ2FERATMEN. RETHNRMEMT Okta REAZEEN., F/RINED
to BEOKta AN ERESNEF B ERNZOEFTEMF LY , EREEEMBARASTIURE
REIFEMEHER K EERIATEHITWHERASRMNEIR 7, 000 EFELEBENES, Okta [EfE
B3 —1E Identity BREVH R, MFELE—F TH , F2 B .comokta,

RTREERER , BALIEMA AWS AppFabric £& ##&% BEMEAEEBOkta, HERIRE(L R KB
REREEBINIREEE (OCSF) %X |, AWAFERE HZE Amazon Simple Storage Service (Amazon S3)
f#17Er B Amazon Data Firehose &

E3:]

« B AppFabric X Okta

» # AppFabric E# F|Okta’BHY RS

#9 AppFabric X # Okta

AppFabric ZER #ZUE A& EAMEK B 5HOkta,
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FRMRAF

= E A AppFabric #&E# B BROktaZI X ENEN , BABFAETHEK :

o BAI L BB {E{TOktagT BIZREL £ AppFabric.

- Okta BHIRFH X EAEEGBREEEACHNERE,

« 7£ AppFabric HiZ HERAEXRENFERA B WL EREOKaZNIREFF EEBIREESE AR,
ERRFEZEE

Okta ¥ Okta API s iNEZE R4, 0T Okta API EEREIMFEMEN , 5528 Okta A4 L #YOktaBH
BAEERMPHNERERES, @R AppFabric f13RHE Okta API EAREXNWESEE tWBRH , AppFabric
B HEH OktafI Fe#% B S5 W RE R HESE

BAREEIRKEMRZEER 30 7EXNEENL, ERRARARARMUNEREHIEE , UK
RTBLERERMRENEMERE. T8 , EWNEIIRFERBT. MEHE , Fhig <&,

#& AppFabric E#Z|Oktaf& i 1R 5

£ AppFabric RIEHFELEABEANEHE , BUAMA BE AppFabricOkta, &ZES#HKOktafEH
AppFabric REFTENER , FEATIILER.

E3I OAuth EARER

fEOktaiR

023

AppFabric Oktaff i OAuth £2 B4, EEE T OAuth FEFFE LLEE AppFabric 4R , &
AR OETE ERES OIDC ERRERESPFMIER, LT 2 AppFabric (WHEREE £ -

1. S$HEEARENER | 2E Web BAR,
2. HHRTEE K RESERYSHEEER.
3. ERERTIHHRANEHRER URL MAZEAERER URI MBEHEHER URI,

https://<region>.console.aws.amazon.com/appfabric/oauth2

£t URL 7 |, <region> RIEERE AppFabric ERARRNEH AWS EiE 2 WERE. I
m, BRI (S EEIE) BENAREA us-east-1, HRZEE , EFER@ URL A

https://us-east-1.console.aws.amazon.com/appfabric/oauth2,
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4. ZARIBEENRKBRRIFERE,
5. EZBREFEVERETEFEER FOKtal@FHE/EA

(® Note

WMREE R OAuth BARAZ Y HERBILLSER S ERAEAEXEEEE LAYE
MABIRE , AR EAERAFE,

6. FBALREMBEMERRHEARE,

BB T 5 EEFHIEE Okta OAuth FEREESR :

* okta.logs.read

» okta.users.read

FERRRARH#E
#F ID

AppFabric #38K# 5 ID, AppFabric FHIFEFE ID 2K OktaiBigl, MNESHKOktaBIFMFFMER |
a2/ Okta 15 LM Oktabi 8 A BIsE N S R AEH Oktai@iF,

HFEEH

¥y A T 38 Bl L ME — OktafB AR B . AppFabric A F A BRFLEARARE , UAREEAEAR
REE M RV AT 4R ER

BFE®ID

AppFabric 5FKRAFi% ID. BEXE PEKEMWAF L IDOkta , FFEA TSR .
1. BEZFOktafiRAEEHESE,

2. EEFREAEXZESIER.

3. EELZNERAER K AREE-RBRZRSIER.

4. HBBHETAFHEAERER,

5. £ AppFabric A Fif ID ¥4 # i A OAuth A Fiw# A Fif ID,
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Client secret (Fi FimZ18)

AppFabric #7ERAFIRME, BBE PSRENAFIRMEOKta , BFEMATIIZR

1. BEZFOktaFBABEEA,

2. BRERAEARSIER,

3. BRELHNERER K AREBEFE-MRRSIER.

4., BBEAFRZEAEHER,

5. #& OAuth BRAEAYA FirM =8 A AppFabric FH A F i ZE ML,
BERE

# AppFabric F 2V EREARER L LSWRIIRE NREREOKa , UKERE, FERE
AppFabric &1 , FFRERF. BEOKtaRENEHESEAE PEFBREESFFAOkta,

OneLogin by One Identity & AppFabric §8%E

OnelLogin by One Identity 2 —BIRRILHWNERTFTNEERRAR , IRBEEANER. EFNEE
BHENFMEEMNE D, OneloginiRtZ£MWE—&A (SS0), ZEEZERRE (MFA), BEME SR
#&. REEM MFA, B AD. LDAP, G Suite IEM/NEFB xH B&ES, oL BHERS, &
B OnelLogin , B UREBELNEBEZHEERNHE  EMRERSRLM. BEEBENEAERER UK
FEERER,

ATREEER , B LIERA AWS AppFabric £ EWREX B EHAEEROnelLogin, #ERHEZE
L BB RS EB IR (OCSF) &= , I i#%E Kl HZE Amazon Simple Storage Service
(Amazon S3) f#FET88 =, Amazon Data Firehose & i,

X8
« B9 AppFabric 3 Onelogin by One Identity
« # AppFabric E$#ZZ|OnelLogin by One IdentityE#I 1R 5

#9 AppFabric X # OneLogin by One Identity
AppFabric ZE1#{ EU & EFAMIER HEEOneLogin by One Identity,
5 AR

£ E M AppFabric #$7&# B 5 E#Onelogin by One IdentityZ| X BN E N , BHLEFETIE
X
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- BB BONeLogintE B EEIRS,
- B EBBEEREER/EREESHRNERAE.,

BREREEER

OneLogin by One Identity ¥f OneLogin API 58 IIERR I, 0% Onelogin API R RFIMFFMHE

#A , 528 Onelogin API 2EZ W EUSIEERRFl, R AppFabric #1IRE OnelLogin API FEARER M
fHEHIB WFRH , AppFabric 3 OnelLogintI % B ATRE S IEE., B , IEZEOneLoginfR Hll 7T 2L
’RE. MFEHE , FHIBER Onelogin by One Identity® = &2 5 Bt #& One Identity,

BO e R IRZEMLEERS 0 7 ERXNEEN, ERRAEARNREREHNERSHEE , UK
ATRLERBEAMKIRNTALER, T8 , EANEIIRFEHREFT. MFEHE , FHiE &,
# AppFabric E1#2|OneLogin by One Identity&#I iR 5

£ AppFabric REHEEABRINEHR , BXEMER BE AppFabricOnelLogin by One Identity, &
ESZ#HOneloginff A AppFabric REFTEMNENR , BFERATYIZFE,

E1 OAuth EARER

AppFabric OneLogin by One Identityf£ /i OAuth 88 &, FEEE HE 7 OAuth FEAFEH Onelogin ,
AREATHZER

1. BEZEOneloginZ AEHHEIEE A,

2. WRHABABIEERT , BEAPIBZAEH,

3. BEHBAER K WANEAERNER K ARBRELIER.

4. 1BERF. OneLogn8E VY AFis ID MAFIRME,

NEEE
BB T HIEEEFT 8 E Onelogin by One Identity OAuth FEFARER :

- 2 EN, IFEHENAFREAERNFMAEN K F28 (AP 2E) FHER API ZEAEH,
Onelogin
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FERRRA RH#E

#F ID

AppFabric #3&K#F ID, AppFabric FEVFEAF ID 2EMNHTERE F#EE. &9
DEBIEEE a5 R BEWES ID, a0, subdomain T % URL REVFEF

IDhttps://subdomain.onelogin.com,

HEHE

B A A 3% Bl Lk i — OneLogin by One Identity#8#8i#Y &, AppFabric FREFZBRELEAERR
B, URRERARNRERENEIHEE,

R F 1D

AppFabric i RAFIR% ID, ZEEE FEHKEH A F I IDOnelLogin by One Identity , &R T %%
B2

1. BEZEOneloginZ AEHMEEE A,

2. e ABINEERT | BIE API BEAEH,

3. EE API ZEAERLESEBAEFR ID,

Client secret (Fl Fim % H%)

AppFabric #fER A Fm#E, BEEE REHREH A FiwmMEOneLogin by One Identity , F&EH T
SR

1. HEZEOneloginZE AEHEEE A,

2. A ABIIERT , BE API EAER,

3. EE API ZEAERLIEBAFPmRWE,

RAFimERARENRE

£ AppFabric # , ERZHNESE ID MB\ , UREHAFR ID MBBRELEAEXNRE, BEE
U A RE
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PagerDuty & AppFabric %7€

PagerDuty 2 —BEMIREEET S , IZBKEAARERARE , HHEKREEEE SN
B, BENUERIFRREEL EEREMIEME, B CloudWatch, CloudTrail, GuardDuty# &
Personal Health Dashboard,

RTELER , BRI LR AWS AppFabric #t #ZWEH B 7R £ A & &Rl PagerDuty, #SE&ERIR
2 ARBRRZEEBRIRERE (OCSF) B |, WA EREHZE Amazon Simple Storage Service
(Amazon S3) 7T 8=, Amazon Data Firehose &,

FE
B9 AppFabric & PagerDuty
 # AppFabric jE1ZZF|PagerDuty&EI 1R 5

#Y AppFabric & PagerDuty

AppFabric &t EW R & EAMER B 5FPagerDuty.

TR

ZEfE M AppFabric #5#&#% B &% E#iPagerDutyZI X BN B Wit , BUARFETIER :
- FEFEREKRBF , BXABEEPagerDuty B E S B EEFTEL

- IBFERXR PagerDuty tRFN2HEEEHIRFHE L.

BREREER

PagerDuty ¥ PagerDuty API S8R ZEPR#F, N5 PagerDuty API RZERFIMNEFMENR , FS2RE
PagerDutyBiZ A B & LM REST API IZE[R &, @R AppFabric MIEAE PagerDuty APl FEAER
A4S HIB BBRE , AppFabric # HH¥ PagerDutyffE€#% HiE AT BE R B,

BAREEIRKEMRZEER 30 7EXNEENL, ERRNARARARMUNEREHIEE , UK
ATRLERERAMERDMNFERER. T8 , ENAERFERBET. MFiHE , Fhg <&

1% AppFabric E#E|PagerDuty & Hy ik &

PagerDuty FAX#E API 7l &R, BEEL API SR , FFEATIZR,
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EY AP ZELEZ R

AppFabric PagerDutyfE i A B Fimfy AP| FENEIRE BS, ZEE FEI APl FHESR
PagerDuty , FEA TSR :

1. BEZEPagerDutyE ABEEIE A,
BIEES, AP FELER,
BIEENH AP £88,

WARR |, RREREE API 2R
B4 Create Key (B £18),

BRI FETF AP €8, BERESE AppFabric PEENIEE, MREERKE API SR FERE
o, AIXBEEEHN AP 8 MLAGE, LLE\EERMN AppFabric , LUBREEMES HFH
PagerDuty AP| IR R #l,

2

FEREXRE
#F ID

AppFabric #45EREMFEF ID., PagerDuty £iRFHIEF ID REIRFHEZR URL, B A Web BIESF
#Y i 4ik 5 PagerDuty X fE R H |, BN AJ#El, FHF ID BEFTIHEP —FRK .

- WRXEIWRF , subdomain.pagerduty.com
- ¥RBUMIRSE , subdomain.eu.pagerduty.com

HEEE

B AT 55 Bl 1t ME —PagerDuty B8 MY B %8, AppFabric FREFABRELEAREREE  URRER
BN EERE T TR,

AR IR S =1

AppFabric #FEREN RBEIRF F&F. AppFabric PHIRBEIRF FRZEE FEUMN API FIREBRE
I APl ZERE88,

Ping Identity & AppFabric %7E

f£ Ping Identity , XFIMEEAFEFERAERMEZLEERNEBNER K MIAEZIFE, ERRAMTE
HBiB—¥ M Fortune 100 B EREFEHME A E N EBPing Identity , B R EEEEREW M., 2023 £ 8
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A 23 B, Ping Identity l ForgeRock £EAAZEFRRHELZEE, ERANBEEABNEZTENT 5
BRAR,

ATRELER , BALUER AWS AppFabric £ #EWRIER B & E A EERPing Identity, #$&ERHE
2 ABEMBRZEEETIREE (OCSF) K3 |, Wi§ERE EE Amazon Simple Storage Service
(Amazon S3) @7 Er#8 3 Amazon Data Firehose &

FE
« By AppFabric & # Ping Identity
« #% AppFabric E#FPing Identity&HI 1R 5

B AppFabric X # Ping Identity

AppFabric X &t U EF & EFAMER B FEPing Identity,

FoSRARAE

EE M AppFabric ###® B 7% EE#EPing IdentityBI BB M , BLEFETIER :

- IZWABHEAE Essential, Plus 5 Premium Ping Identity?R 5, T 37 = F+4k =8 APing IdentityFt
BIFRWEFAE R , 5520 Ping Identity #834 EMIPing |dentity T ZhEER EE.

« Ping Identity ZWIRFHABEEE S EREEAC, BALIEBALZHERAERIARTAG , KAG
MBELNIRE, WEAGHFMEN , 2R Ping ldentity XERM LN HE,

BREREEE

Ping Identity T &R MERRH|, BAHAEN T ERFISBEIEEHIPing IdentityE F R ThEB, R
AppFabric f13IRE Ping Identity API FEAREXHESEIB HR% , AppFabric & H 3R Ping Identity#y &
ST 3

BAREEIRKEHLEERS 30 7EXNEENL, ERRNARARARMUNERSHIEE , UK
RTBLEREBERAMRNNEMERE. T8 , EWNAEIIRFERBT. MEHE , Flig <&,

#& AppFabric E1#%Z|Ping Identity&HI 1R 5

1£ AppFabric REF BRI EABRXNEHR , BYAFEH RE AppFabricPing Identity, &ZES#Ping
Identityf£F§ AppFabric REFFENER , BEATIITER,
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B OAuth EARER

AppFabric Ping Identityff£ /i OAuth 8 &, EEXE P& OAuth EATREXPing Identity , FFEAT
SIZER

1. F51EfE Ping Identity #i5 FKIPingOneM B A BERHPWEVEAESNER —HPHNIET.
2. BEuERENz® K BEIIRTEIE,

a. BEARAENK A6 FEREERSIER K ARR-THEET 6 ERAEEPETRE,
b. ERFTEET , BEURER. i PKCE MIHTHRERER,
c. ENENMRERM 6 ARREZBCHNENZERFERE,

3. HEME[ URL/EN URL REAERTIIHRANERER URL.

https://<region>.console.aws.amazon.com/appfabric/oauth2

£k URL # | <region> RIEEXE AppFabric EAREREH AWS EiF 2 HWENIE. 4
m, EERE (HFEEILE) BEENAIEA us-east-1, HRXESE , EFEM@ URL B
https://us-east-1.console.aws.amazon.com/appfabric/oauth2,
EREARR
#HFID

AppFabric #555REMFEF ID. AppFabric FEYFEF ID RZEKIPing IdentityBl{TEBEE., BRI E
BB 5 PR BNEMIEFE ID, HlI API_PATH/v1l/environments/environmentID, H
R API_PATH{RZ&XPingOnefa IRESAY B #4815 , HliN api.pingone.com , M environmentIDF
EARNREBMRIELHNIRE D, IFEREBHENFHEEN , 52 Ping ldentity 3 EWIREE
o

HEEH

B A 0] 55 Bl Lk ME — Ping Identity #8489 B %8, AppFabric FRMHERBRELEAENZE  URKRE
AR BRI N MAEE.

FBF# ID
AppFabric 5 RAF# ID, BE# h2REH A F % IDPing Identity , FEA TS8R

1. B APingOneBEBE XA K REBBEEARER.
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2. RBEEREZFEERAER.
3. EESBZRSIER K ARESKAFIK ID A,

Client secret (F F i ZH5)
AppFabric #5ERAFIRNE, BEELE RSKENAHFIHMEPIng Identity , BEA TSR :

1. BEAPIngOneBEEE T A A, AR EEFEAEN,
2. EEREERAREN,
3. ERESBRSIGER A ARSKAFRWHEE.

BER R

£ AppFabric P2 EARARER , F2REIRE WIREHRBEPIng Identity , AR HERE, BERE
AppFabric 21 , FHEE A

Salesforce & AppFabric §%xE

Salesforce BERMMB EEHBLCESKESBAERTE, TREZXRS , YEEFEETR SRS,
Salesforce’sCustomer 360 IRETENEREMN , KBEE. R, 178, MEMIT ERXHEE—, #£H
NWEFEFRIBBEES , HHERREEFNETEIER,

BRI LAE A AWS AppFabric i #2UiE# B 55 M £ A & & Kl Salesforce. BHERIRENAFRBELZS
EBEIRZERE (OCSF) B |, WA ERE HZE Amazon Simple Storage Service (Amazon S3) f#1FET
§ 5 Amazon Data Firehose &ifito

£

« B9 AppFabric X Salesforce

 # AppFabric jE1%%|Salesforce &R IR 5

#Y AppFabric 2 #& Salesforce
AppFabric X B¢ 1ZUFE A& EARNFER B #ESalesforces
So IR

£ E(# H AppFabric #&## B¢ EiiSalesforceBIX BN EMN M , BHRAFETHIER :
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. IBNEREE HREE, CESER SR Salesforce, EHi4E Salesforce AFHREE LA Z —,

o MRIEEZE AppFabric t BREETE HFSHENES DREMH AFERSalesforce , BINAZAERT
BIEHESSE | #18 Shield ZhEERY — &89 Salesforce, & Bl , AppFabric #%#¢Salesforce’stZ%& H
HEERERAREH ( B) Login, Logout, InsecureExternalAssets, API Total Usage. CORS
Violation #1 HostnameRedirects ELF Events), & LARIEERE > EHEEE , E Salesforce&HY
1RE 2 S 5TE Shield ThaE, MBEFEIH 19 BRNEZEH , FNIRFEITRSHER, MEE
REEHER | SO LIBE 88 5 It B hn o489 5T BY Salesforce,

- BEETE XIETPEENMAZEHAFEREE, Salesforce

- BERZEARAEESREREREY OAuth BRAEX , A AppFabric WHERIZEABERZEA,

® Note

AP|I #AFE, CORS EMitk. THEBENED, TRLNNBEE, BEANELEHTE
XM WA % B F A Salesforce, aHi#E Salesforce BBE RN B4R, tNFESalesforce
EHERNFFMER , 5528 Salesforce #34 EH EventlLogFile ST B SHEE,
AppFabric S AFERFTEENSESHERSEZTXE 100, 000 =4 (ZHIEEN
B, BURREHERHMMTHETRE ) . BERENAFERTHESENEEAFEREHERS
BEBR

BREREEER

Salesforce ¥} Salesforce API s HNIERRRHI, 1% Salesforce API EERHIWFFMENR , 2 HE
Salesforce #8135 E#Y API BRI HIFIBLE, R AppFabric M3 A Salesforce API FEARERWHEEE
iBSalesforce’sPR#&| , AppFabric HHIRHFER B E T RERIEE,

BUREEEAARE LIRS 6 MR , IEBNRAFELBIERS 29 NEWLEE , LUE
RRERSHINEEHNENE, ERAABRAEARHNEKEHIILE , ARA T RO ERIE KM ERE
MEFpERE. T8  EWNEIRFERAFT. MFHE , Flg &,

# AppFabric E#ElSalesforce &Ry ik F

1£ AppFabric RSB AR EH% ML EMLA B AppFabricSalesforce, EEBHK
Salesforcef F AppFabric IREMENEN , BEATITE,
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AppFabric Salesforceff i OAuth 8 &, FEE PEV OAuth ERARZE X Salesforce , FEA TS
R

1. & ASalesforceRHIRS o

Bi{E Salesforce X4+ H TR ERE HH
ERESHKFPE S App Manager,
BEFNERERER,
ERERUPBALEEN.

BERA OAuth B 7E.
RIS RARA T FIEIE

N o o K~ W D

- XENBRERETEREARBRM (PKCE) ERRA TR
« FE Web fARSFRENRE
- ENEEERRETERS
- MAEMEEER R
8. HEEW URL XFHHRFWAEFTIRAMN URL , RREEREFEE,

https://<region>.console.aws.amazon.com/appfabric/oauth2

£tk URL A |, <region> RIEFRTE AppFabric EAREXEH AWS EiF 2 WERXE. 4
m, ERERZ SR BEMAES us-east-1, HAZESE , EFER URL B

https://us-east-1.console.aws.amazon.com/appfabric/oauth2,
9. RERENEE (MTLEZHEEHMR ), FiEHMHWAETUMREERRE.
10. BERT.
11. TR THIZER , UBEH OAuth ERAEREXNWEHRRERMBUR

a. EREEHEL , #RESKNFHFRFAGAERNERER K ARZEEEERNEAEN,
b. BRENEVNEAEXZHNRE.
c. HENBREEZE A6 FREENBREFFEN.
d. REFELENEE,
12. BEATIIZER , LR EEEERZAR

a. HEREHEHL , FRESENFHARFAGASHAFER , AREESHAFERYERSR.
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b. MREBHARCIEFMHARERBERD,

13. EEZRVNEARN , AR THXBEFRERSR,

14. BEEEHEEFHEENA,

RRSKECENENEZEEERIT I INIES, EXFSIEBL BT EHEZSBAEEEW
FE, BRELEEELHAREA,

HEEE

AT EE I8 E Salesforce OAuth FERRER :

- 3&EiB APIS(API),
- BERF#ITEER (refresh_token # offline_access).

AR RE
#F ID

AppFabric #EREMWHEF ID., AppFabric FEYFEAF ID & Salesforce My Domain B F#815, &7
DEBBENRN https://M 2 E# bt 55 3% 2| My Domain F#835.my.salesforce. com.

EES KB Salesforce M1 |, 5 HSalesforceX EmMH K T 55 Ro

1. BIfE Salesforce XA EREEH,
2. ERESHIESNTRE , AREERPBERNBEE,

HFEEH

B A 7T 55 Bl b ME — Salesforce B8 M B %, AppFabric FAHFEABRELEARIEE  URRER
RN IR R I BT FEER

FBF# 1D
AppFabric i RAFi% ID. ZEEXE FEKEHNAF% IDSalesforce , FBEERATIISER -

1. BEZEXREHH.
2. BIERRTE , A%RIEIE App Manager,
3. ERBRUMNEARS 6 ARLEBERTHXINEEREBR.
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4, EEEEHEEFHESR. RRERLEFENEMNERSIER.

5. BMEBELENED K RESWHEEESRE.

6. 7E AppFabric WA Fi% ID @ A HEE S8,

Client secret (F F i ZH5)

AppFabric #EREN A FimMWE, AppFabric PR A FIRMZ R PR EEEWF Salesforce, BEE
2R IEH W FSalesforce , FEEATIISER -

1. BEFRTEEH.

BERTE , ARERE App Manager,

BEEEUNEREN K ARBERETHUXIERRR.

BEEEEHEEFNET. RRSKEENEQNZFTNERLIER,

BMELENS D , RAERBREEEWEREE,

£ AppFabric WA FinBZRL P A HEERE,

o g bk~ w b

BERE

£ AppFabric P2 EARARER , BEWREIRE WIRER ESalesforce , A ERE, ERER
HLE , RV ERERFEASalesforce R EEEACREARREMHAFERNEKA APIHNERE
Fr Al SalesforceMIfE A&, EEALFFABIE AppFabric R,

ServiceNow & AppFabric :%7E

ServiceNow R E iR RIEHEEMER , AT E{L% IT . ServiceNow B ITOM A[EL¥TE
SIRMNZHRE ITRE  SEERCANESRERNRE, ©EL 7T REMRE ., IMAMNERE | & IT REM
ERRRERESIE —RERAKT, cSEBLNSLERER K SR/EH. 4. BHE. HERN
BEEE,

ATREER , BULER AWS AppFabric £ #EIKFER B FFFEHEE R ServiceNow, #EERHE
ENARABRRBLZEEBRIREE (OCSF) B , LAEER I HZE Amazon Simple Storage Service
(Amazon S3) f#FET88 =, Amazon Data Firehose & i,

3]
« By AppFabric X # ServiceNow
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- # AppFabric E1%%ServiceNow &I 1R 5

B AppFabric 2 ServiceNow

AppFabric XEHE U EF & EF MR B 55ServiceNow,

TR

£ E A AppFabric A&1E# B 551 E#ServiceNowEI BN BN | BAARFETHER :

« RO LA B {EfAIServiceNowET I3 B £ F AppFabric,
 ServiceNow ZBHIRFH L EEEEEEERAENERE,
« B EBERServiceNowH 1T E RS,

REREIZE

ServiceNow ¥f ServiceNow API #iNIEREPRF|, #0FE ServiceNow API IRERFIMNEFMENR , FSHE
ServiceNow #i5 ERY{E A REST APl =X [R |, 1R AppFabric #13RE ServiceNow API FEAZHY
HAEHEBIRE , AppFabric A HHIRMFER A RE R TR,

BHREEIRKEMRIEER 30 7EXNEENL, ERRNARARARMUNEREHIEE , UK
ATRLERERAMRDMNFERER. T8 , EANERFERART. MFiH , Fhig <&,

#& AppFabric E#£|ServiceNow &y ik &

£ AppFabric R EZIEABEIEHR , BNEMFEH RE AppFabricServiceNow, AT 558K
2 ServiceNow s i AppFabric ZEFTENE A,

B OAuth FEARER

Now Platform B A E A FiRELX FEERE OAuth 2.0 - RER FEE,

1. &R OAuth BRAEN, EFEUAT=ELR., NFTHELSRNFMENR , F2H

ServiceNow #uh E# @ 53 &R FE 2 2 ServiceNow,

a. HMEARENX K THRARSI>BRIBHE JFEERRK APl , H REST API PATH BRiEA/E%
=, HTTP A3 A GET , tA 5 & HIAT Ro
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REST APl Auth Scope £ & -
MNew record -
# Mame | Tablefead Application  Global |
Active ﬂ # Auth Scope | TableRead ], |
4 REST APl | Table API S Apply auth scope
to all http methods
REST AP PATH  naw/table in this AP
- Apply auth scope [
HTTP Method | GET b PP

this &P

Apply auth scope E
Lo all resources in
this AP

b. ELERER,
c. HRAREBRELAHFTR.
2. FEREATIHHBRANEREMD URL,

https://<region>.console.aws.amazon.com/appfabric/oauth2

£t URL # | <region> RIEERE AppFabric EARERNEH AWS EiF 2 WEXE. I
m, ERRE HFEEILE) EENARES us-east-1, HRZKEE , EFER URL B

https://us-east-1.console.aws.amazon.com/appfabric/oauth2,
EREXRE

#F ID

AppFabric #:5K# 5 ID, AppFabric FHIEFE ID RENHTERERE, B LIE BBt
IR KR BBIESE ID. Hla0 , exampleR T % URL AREYFESE IDhttps://example.service-
now . Como

HAF&E

B A 7] 55 Btk iE — ServiceNow#B & HI 2 ¥, AppFabric EREFHEZBRELCEARERZE , UaR
FE 2 AR I A HEER,

AFE®ID
AppFabric #3iFRAFi% ID. A TS RE FEKEH A Fis IDServiceNow,

1. EEZ ServiceNow A,
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2. EBERH OAuth , AR BEEARIBHRSIER.

3. EELNERREN.

4. #% OAuth AAF iRk A Fif ID & A AppFabric FH A F iR ID ¥z,

Client secret (F F i Z H5)
AppFabric #FFERAFmWE,. A TISRE FESKREN A FinMZServiceNow,

1. BEEZE ServiceNow A,

2. BEEXRE OAuth , AR EREEAREXBZHRSIEEK,

3. EEZNERREN,

4. & OAuth ERREX M A FinME# A AppFabric F# A Fim M Z 1L,

BOERE

£ AppFabric FEVERAEARER , Z2WBIRE WIREREServiceNow A ERE, BIEAFIU
¥ AE AppFabric R,

Singularity Cloud & AppFabric i%3E

Singularity Cloud ¥ & AIEFIERERRBEENEERZMEEINEE. HESENNATESZRZ:
HECHNBENRNBREIIREHNRE | HINFTHENSRKE,

BRI AR AWS AppFabric # U8 B 5 M A & & #lSingularity Cloud, #$&RHEEE(Y A B A
REEEBIMIREERE (OCSF) %X , WEEREH HEZE Amazon Simple Storage Service (Amazon S3)
#1788 = Amazon Data Firehose &3,

® Note

Singularity Cloud 3 # R B &% ASingularity CloudiR S & FREFEL. Hit , RAIEEZEREE
& Z AR #FSingularity Cloud#9 3 4

FE
« B AppFabric X # Singularity Cloud
« #% AppFabric E#& Z Singularity Cloud&H 1 F
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B AppFabric X #& Singularity Cloud

AppFabric ZE{ WA & EFAMER BH5ESingularity Cloud.
SRR

EE#FH AppFabric ### B¢ Singularity Cloud BB EZEN BN , ENIREFH X EEEE
E A Singularity Cloud, #MZE Singularity Cloud API IR REIMFFMERR , BEALEM Singularity
Cloud lRF. BIEXHER K LBEAE,

RERREIZE

Singularity Cloud ¥§ Singularity Cloud API s8R E R, 1% Singularity Cloud AP &2 R il 1y 5% 4
B, BEALEH Singularity Cloud 1RFE, BIEXHEE , HiES AP ERERF,

BAREEIRKENEERS 30 7EXNEENL, ERRNARABRARMUNERSEHIEER , UK
ATHLERERMERMNERLERE. T8 , ERUERFBRET. MFEMHE , FhiE &

#% AppFabric E#£ Z Singularity Cloud&#I 1R 5

£ AppFabric R EZIEABEREG 2R , BXNAEMEH RE AppFabricSingularity Cloud, BE&#K
Singularity CloudfEFl AppFabric REFIENENR , FEATIIZER,

B3 B APl Z£F Singularity Cloud

TR THERF , LB EREERERRBBN APl 28, API FRITEERZIBENTEEERAEDS
E T bt

@ Note

ERBEMAE APl FRIBH A& , BYHMOERENERRBEREESEHN APl F
Fo

& A Singularity Cloud 1RF,

EREIESG  BECEAE  ARBERBEERE.

BERE K AREEEUNBRBERAE

EREUFREEAEEEY  WARBEEAENEHE, HANBH BB,
BET-%,

o K~ w0 Dd =
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6. HENFHEERERT  ENHE.

- EREFERERNIRSE,
- EREEMESEZBFENIIRS,
7. i#IZE Create User I FHE),

BEL API 78, RERENFEYR , YERFHFEH , AHESEHERELRR R ITURRFH
HYRA S

8. (EH) BEERAPI ERYSEERERENVE.

9. EERIM.

EREARE

#F ID

AppFabric #5EREMWHF ID, AppFabric FEIFEF ID #§ 2 E% AR Sentinel OneZ #8uk ith ik Y F
g, Bl , WERIEHE example-company-1.sentinelone. netibiit & A Singularity Cloudf& iR
5, B EAF ID & example-company-1,

HEEH

B A O] 58 B L ME — Singularity Cloud#B #9278, AppFabric FAEFEMRELERAERNRE , UK
REARNRER N EMREE.

AR IR S =1

FERBERAIER E3 1 APl F£F Singularity Cloud BB LS BEENFERF, MREHEMERET
FER , EUUBRKBHERN S BREEHNER,

(@ Note

W R7E AppFabric #EERFE# HE6EF , 1 Singularity Cloud E#Z A& ELFN APl 24 , RIHEE
KeFlt, MRBLEEERR , CHFTECANN AP Z#RENEARXEE , UEEREEGE
¥ B,

Slack & AppFabric 32E

Slack MEBRBEAMNIELEERE, EMREEELEED. EREFEFATANEELFS , EBE
EABEBLERSEANED. RESNARS ZHEEET , YEERED TENERERISHENS
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B, A B —Zf Salesforce , Slack REE S FSalesforce®F 360 & , 1THHE. RBMTHEER 2
FEJEEEEE’JEEJJO EEHE—F THRISlackREMBER , FB1EFH slack.com,

ATREER , LR AWS AppFabric & &% BEFFEH EERSlack, #$ERHEE( BBEKE
REEEBITMIREERE (OCSF) %X , W EREH HZE Amazon Simple Storage Service (Amazon S3)
17878 = Amazon Data Firehose &3,

FE
« BY AppFabric 3x#& Slack
- # AppFabric E#R Z Slack &R ik F

#) AppFabric X #& Slack

AppFabric X &t KR fE A& EAMTER B Slack,

TR

ZEfE M AppFabric #5#&#% HFE# E#iSlackB X EN B , BXARETIER

BB ER N1 EMIEFTEISlack,. MEFFMHE , 552 B Slack #uh LAY Slackt A E

‘> f;

I'o

- BHREFH XN EEEEEBHEEELAENFERESlack, NMEACKNFMEN , 5526 Slack L Lt
#ySlackiR B RO Ry ABFEE Slack,

BREREEE

Slack ¥} Slack API 52 NE KRR &I, 0E Slack AP ERR&GIMGEMMER , 5528 Slack 8L /Y
Slack AP| & IEEHMIERZERE, %R AppFabric M13A Slack API FEARE X HESRIBRE
#l , AppFabric F HIR I FEX HE T sE R LB,

BHRERIRKEMARSLE 30 PEXNVI BN, ERAARABARHNEREMALE , UK
ATRLERERAMERDMNFERER. T8 , EANERFERBET. MFiHE , Fhiig <&,

1% AppFabric E#% 2 Slack & H ik F

£ AppFabric REEHEIEABERNEHE , BLAMER RE AppFabricSlack., &ZE &3, SlackfE A
AppFabric REFTENER , BEATIILER.
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B OAuth EARER

AppFabric SlackfEf OAuth B8 &, EMES AT LEL OAuth BEARE . FRERAERIERAE
ERERR, EEE PET OAuth BRARERXSlack , EFEA T LB,

Using an app manifest

1. TEBIEBEEHEEZ Slack App Management Ul,
2. BEEIHERREN.

3. REAEXNEARTEPEE,

4. BIEFELERRE AppFabric B ITEE,

5

ETHFNEARRAENEFEEA RS |, B2 JSON , ¥UTHABTERIRAER JSON, LUl
EH AWS B (Bt , ) BiX <region>us-east-1,

{

"display_information": {
"name": "AppFabric"

.

"oauth_config": {
"redirect_urls": [

"https://<region>.console.aws.amazon.com/appfabric/oauth2"

1,
"scopes": {

"user": [
"auditlogs:read",
"users:read.email",
"users:read"

]

}

.

"settings": {
"org_deploy_enabled": false,
"socket_mode_enabled": false,
"token_rotation_enabled": true

}

}

6. REFAENEEERRAFREFRAFR ID MAHFRMBE,

7. ¥R auditlLogs:read#iE , BXERMAEARINAE DM, MEFMEF , 528 Slack
wauh EM B AE D .
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From scratch

1. ERNEAERNEE LRERERRK,

2. ATEWERRBEAGELREIERE,

3. REXEHEEERVUFEFAFE IDMAFRHUE.

4. 7£ OAuth & Permissions EE L |, ZZZIBER WK MAEREER R £ MEE,
5. 1£ OAuth & Permissions EEIMWE#HE M URL EERFHIEEE T HIHKEXH URLs.

https://<region>.console.aws.amazon.com/appfabric/oauth2

It URL # |, <region>R#&EE&E AppFabric EARERXEH AWS EiF 2 WERIE, 4
m, ERRI (S EEIE) EENAEA us-east-1. HRZKEE , EFER@ URL B

https://us-east-1.console.aws.amazon.com/appfabric/oauth2,

6. ¥ auditlLogs:read#iE , BLEMABAERN LGS M. WEFMEF , F2H Slack
HuE FR A LB D .

W EEE

® Note

REESEERERKEY OAuth BARXE , BT ER, NREESEEARAEXERAS
EXZVRAEARE  FHBAH.

B AZETE OAuth FEBTERAY OAuth & Permissions Slack EE L8 T HIEREZFEE . OAuth

* auditlogs:read
* users:read.email

e users:read

FEREXRE
#FID

AppFabric #45EREMFEF ID. AppFabric #EYHHF ID M Slack TEE ID, HEREENHEF
ID , 558 1& Slack #8u EMSlackiR B 23 Slack URL FRYIER. ERYSlack THERE URL BREE
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{2l examplecorp.slack.comsl examplecorp.enterprise.slack.com., EEZEMFES ID
examplecorp®& .slack.comz .enterprise.slack.com,

HEEE

g AT BISlack T/EE ID W& T, AppFabric FAEFEBRELEAENRE , URTEAEXR
FEZE 3 Y E AT HRER

B FE# ID
AppFabric Slack &t OAuth EAREXFERAF® ID. ZESHAFIKID , FEATISER !

1. EBIEHR/RFEEE Slack App Management Ul,
2. RIBLIEH AppFabric £AH OAuth ERER.
3. REAEFEMEMAF ID #WA AppFabric R A Fi% ID #1L,

Client secret (F B iR ZH5)
AppFabric Slack ##2H OAuth EARXBERAFRNE, EESKAFRNE K BEATISE

1. EBIER{FEEE Slack App Management Ul,
2. RIBLIEH AppFabric £AH OAuth ERER.
3. REAXEFEEMAFHWZR A AppFabric P FmuZ ML,

BIERE

1 AppFabric PEVEARAERER , gl EIRE NIREHRBESlack , AR ERE, TEXRE
AppFabric &# , FBiRE R

Smartsheet A& AppFabric 5%

Smartsheet RE— B IHEBTEA , AHBEERELCEZDFARIHE, AEMKM, Smartsheeti2ft—
AR RN DERINEE  BERAAEHAAEEEEER, AHLIEREBIRERERRAAR , AREL
AIFIRE  FRHETSMNEEM,

ATREER , LR AWS AppFabric & f&# B EH & &R Smartsheet, BFERIZEN A
FMRRZEEBHERER (OCSF) B3 , LAAERE HZE Amazon Simple Storage Service (Amazon
S3) 78T = Amazon Data Firehose &,
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&

« B9 AppFabric X Smartsheet

« # AppFabric i#1ZFSmartsheet& IR 5

A AppFabric X # Smartsheet

AppFabric X &t W EF & EFAMER B 5ESmartsheet,

TR

EE A AppFabric ### B ## E#ESmartsheetZ X B Bty | BAUAFETHER :

o BREBERESmartsheetg %, EREMRIRE, MFEE T HFAKSmartsheettk FHYEFMMEER |
B§ Smartsheet #8314 _EH Smartsheet E{E =K Smartsheet#E &,

o BAATTHK SmartsheetBi 2 A 25 MERF.

s
»

BREREEER

3
¥
g

Smartsheet ¥f Smartsheet AP| s 1IERFRF|, FE Smartsheet API XX R HIVFFMEER |
Smartsheet #8i4 EH Smartsheet APl 2&Z iR ZL R,

BUREFIRKAEARZIEE 30 7EXNE BN, ERRNABAERXEHNEREHLE UK
RTBLEREBERMRENAMERE. T8 EWNEIIRFERAFT. MFEHE  Fhig <&,

#& AppFabric E#2|Smartsheetf&HY 1R &

1E AppFabric (R EAEREM% , LUEEF 1B AppFabricSmartsheet, HEBH#
Smartsheetff A AppFabric IREFTENEN , BEATIDE,

B OAuth EARER

AppFabric SmartsheetffFl OAuth B2 &, FEE FE I OAuth EAE X Smartsheet , FEFEA T 5
TR

1. BEZEHESmartsheettRFEFHRARAETE,
2. REABAETIEEMEEEIHEAREN,
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3. EREVWERAEAEELAFER AR,

4. EREAEN URL MEAEXBBEA/SXENEME—E.

5. EAEATIRANEHED URL MARBAEXEHRER URL,

https://<region>.console.aws.amazon.com/appfabric/oauth2

£k URL # |, <region>R#EE&XTE AppFabric EARREH AWS EiF 2 HWEXIE. 4
m, XBEIRZ (S REILH) EFHNNRIES us-east-1, HRZESE, , EFEMQ URL A

https://us-east-1.console.aws.amazon.com/appfabric/oauth2,
6. EERT.
7. ERIFBEFEABRIXAFRK ID MEARIME,
HEEE

Smartsheet A EER G EE PRI E OAuth 58, AppFabric #% [ Smartsheet/R B iR F 5B R IRERE
RPWTHEE -

* READ_EVENTS
* READ_USERS

FERREARE

#HFEID

AppFabric #55REHFEFE ID, AppFabric FE9FHF ID 2SmartsheetE RS 1D,
HEEHE

AppFabric #5EREZHFEF ID, B A 1E{7 7] M — 58 Bl & Smartsheettk 5 BB
FEi% 1D

AppFabric #EREW A Fi% ID. AppFabric FEIAFif ID 2 &8 SmartsheetEAEXAF &% ID. &
EiE ASRENERERAF % IDSmartsheet , SBFEA TS ER -

1. BEZEESmartsheetlREFHHRBAETE,
2. BEUEFXEL AppFabric EAR Y OAuth FEARER,
3. 1 App Profile EEAEAEXAFiw ID @ A AppFabric FEYA Fi% 1D 1L,
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Client secret (Fi FimZ18)

AppFabric 455 RIEMN A FinM 2. AppFabric FH A F iR E 2 &N Smartsheet EABRR MR, BE
£ PERENERERWZESmartsheet , FEFEAT YL ER

1. BEZHESmartsheettREFHNHEBABETIE,

2. EHUEFXEE AppFabric iE4RH OAuth FEFRER,
3. 1 App Profile EHE AR W28 A AppFabric F#Y Client Secret #1iL

BOER

£ AppFabric FEVERAEARER , ZWBIRE WRERESmartsheet , AR HERE, EERE
AppFabric & , FEE AT

Terraform Cloud & AppFabric %€

HashiCorp Terraform Cloud R 2k HEZEANZEHRMEEm. Terraform £RERFEFEE 3, 000
ELFERS, 14, 000 {EEAEM 2.5 X TH. Terraform Cloud2HA W RAF R Terraform , Bit%E

AE, BEMSRCXBEHEERRE LBYNBEMEN—1U , YEEZS, SRNEERFHNWE

B,

ATRELER , A LUER AWS AppFabric #t #EW % BRI E A EE R Terraform Cloud, #&&#
EECAFBKBELZEEBIEHRERE (OCSF) &R , Wi%E B# HZE Amazon Simple Storage Service
(Amazon S3) 7T 8=, Amazon Data Firehose &,

-]
« By AppFabric 3#& Terraform Cloud
 #% AppFabric jE#ZZE|Terraform Cloud&I R 5

#Y AppFabric X #& Terraform Cloud

AppFabric X E# W A& EAMER B ETerraform Cloud,

TR

= EMEF AppFabric #7&# Bt E#Terraform CloudZ| X BN B , BUERFETIER !

- ZPEFIEXKA , B4 AEE Terraform Cloud Plus Edition 58| , BAMBEHN#EEE, NE
Terraform CloudsT &I EEME A , 552 F HashiCorp Terraform #8%5 £ Terraform E{E.
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« TBD #&# H 558 AR Al LA Terraform Cloudtk B 2 3 AR 18 .

BREREEER

Terraform Cloud ¥} Terraform Cloud API s iR R %I, 1% Terraform Cloud API 3R R MY s &
7, 528 Terraform Cloud #835 £ & Terraform CloudBiZ¥ A E BB —fREREFH AP ERE4],
R AppFabric 1338 Terraform Cloud API FEAR X WHESHEIB HERF , AppFabric # iR Terraform
Cloud®y % A FFE AT RES LB,

BAREEIRKEMHLEERS 30 7EXNEENL, ERRNARARARMUNEREHIEE , UK
RTBLERBERMRENEMERE. T8, EWNAEIIRFERBAT. MEHE , Flg <&,

#& AppFabric E#ZlTerraform Cloud & ik 5

£ AppFabric REHEVEABRINEH 2 & , BXAFEH R AppFabricTerraform Cloud, EE&#K
Terraform Cloudf#fl AppFabric REFTEMNENR , BEATIIZ R,

BIAES API 25

AppFabric Terraform Cloudf Fi#E#% API =782 S, mMFTerraform Cloud#B APl R AV EFEE
7, FOEES AP R, FERVERS  FEFEVESPNER,. BERE REMHER API Z5F
Terraform Cloud , BEEA T 5T &,

1. BB ZETerraform Cloud & A EHE M & A,

2. EEEAERLENAER. BE , REBZE API FH/,

3. HIEBENT  EBEEEVASER K AREBEELER

4, (ER) BAFFNBHARRNEE , IR KTBHNFR.
5

BRYRBEFH. HERESE AppFabric PEENRIEH, IRECEREFRAZBERER , AIX
BRBEEZRI BRI TNER,

FEREREE
#HEID

AppFabric #35K#F ID, Terraform Cloud &R FHEF ID &R FH B IR URL, BB
& B Terraform Cloud#B#8 I E R B sIAVAES URL k2|, AAF ID BER T HEHP —ERR -
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https://app.terraform.io/app/organization_URL

HEHE

1 A 7] 5% Bl Lk ME — Terraform Cloud#B#%# B #. AppFabric FFAEFZBRELEAERAEE UK
RFE AR IR T T REE,

AR R = 2 1

AppFabric #§5ERIER IRIEIRF FR/F. AppFabric FHRBIRFERREE PEVWVER AP ERE
S AR APl Z5F,

Webex by Cisco & AppFabric §%7E

Cisco REBMBBEBRMNLKAEE, EBEMBRLNEAREN, REENER, BRERR
i, URBENERRHAEHRNTBEIARR , Cisco HB T M ATREM,

B8 Webex by Cisco

Webex 2EmBEHBRISEMRRS RWEEMHERS K HPaERASR, BFE. GA. B4, TRPL
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[
{
"Name": "message",
"Type": "string"
.
{
"Name": "process",
"Type":
"struct<name:string,pid:int,user:struct<name:string,type:string,domain:string,uid:string,t
1,
{
"Name": "status",
"Type": "string"
1,
{
"Name": "time",
"Type": "bigint"
1,
{
"Name": "device",
"Type":
"struct<name:string,owner:struct<name:string, type:string,uid:string,type_id:int,risk_level
.
{
"Name": "metadata",
"Type":
"struct<version:string,product:struct<name:string,version:string,uid:string,data_classific
1,
{
"Name": "severity",
"Type": "string"
1,
{
"Name": "duration",
"Type": "int"
1,
{
"Name": "type_name",
"Type": "string"
1,
{
"Name": "activity_id",
"Type": "int"
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EEEmE

}I
{

"Name": "type_uid",

IITypell: Ilintll

"Name": "observables",

"Type": "array<struct<name:string, type
"Name": "category_name",

"Type": "string"

"Name": "class_uid",
IITypell: Ilintll

"Name": "category_uid",
IITypell: Ilintll

"Name": "class_name",

"Type": "string"

"Name": "timezone_offset",
IlTypell: Ilintll
"Name": "end_time",

"Type": "bigint"

"Name": "activity_name",
"Type": "string"

"Name": "cloud",
IlTypell :

:string, type_id:int,value:string>>"

"struct<account:struct<name:string,type:string,uid:string, type_id:int>,project_uid:string,

iy
{

"Name": "query_info",
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"Type": "struct<name:string,uid:string,query_string:string>"
I
{
"Name": "query_result",
"Type": "string"
I
{
"Name": "query_result_id",
"Type": "int"
I
{
"Name": "severity_id",
"Type": "int"
I
{
"Name": "status_code",
"Type": "string"
I
{
"Name": "status_detail",
"Type": "string"
I
{
"Name": "status_id",
"Type": "int"
I
{
"Name": "network_interfaces",
"Type":
"array<struct<name:string,type:string,hostname:string,mac:string, type_id:int,ip:string>>"
},
{
"Name": "file",
"Type":
"struct<attributes:int,name:string,type:string,path:string,type_id:int,accessor:struct<nan
I
{
"Name": "actor",
"Type":
"struct<process:struct<pid:int,file:struct<name:string,size:bigint,type:string,version:str
},
{
"Name": "dst_endpoint",
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"Type":
"struct<owner:struct<name:string,type:string,uid:string,type_id:int,full_name:string, risk_
1,
{
"Name": "src_endpoint",
"Type":
"struct<name:string,owner:struct<name:string, type:string,domain:string,uid:string,org:strt
},
{
"Name": "user",
"Type":
"struct<name:string,type:string,groups:array<struct<name:string,uid:string>>,type_id:int>"
1,
{
"Name": "resource",
"Type":
"struct<version:string,uid:string,agent_list:array<struct<name:string, type:string,uid:stri
},
{
"Name": "privileges",
"Type": "array<string>"
},
{
"Name": "action",
"Type": "string"
},
{
"Name": "action_id",
"Type": "int"
},
{
"Name": "protocol_ver",
"Type": "string"
},
{
"Name": "proxy",
"Type":
"struct<name:string,port:int,type:string,ip:string,hostname:string,uid:string, type_id:int,
1,
{
"Name": "client_hassh",
"Type":
"struct<algorithm:string,fingerprint:struct<value:string,algorithm:string,algorithm_id:int
3,
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{
"Name": "authorizations",
"Type": "array<string>"
I
{
"Name": "proxy_tls",
"Type":
"struct<version:string,certificate:struct<version:string,uid:string,subject:string,issuer:
},
{
"Name": "load_balancer",
"Type":
"struct<name:string,classification:string,dst_endpoint:struct<owner:struct<type:string,don
I
{
"Name": "disposition_id",
"Type": "int"
I
{
"Name": "disposition",
"Type": "string"
I
{
"Name": "proxy_traffic",
"Type": "struct<bytes:bigint,packets:int>"
I
{
"Name": "auth_type_id",
"Type": "int"
I
{
"Name": "proxy_http_response",
"Type": "struct<code:int,message:string,status:string,length:int>"
I
{
"Name": "server_hassh",
"Type":
"struct<algorithm:string,fingerprint:struct<value:string,algorithm:string,algorithm_id:int
},
{
"Name": "auth_type",
"Type": "string"
},
{
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"Name": "firewall_rule",
"Type": "struct<version:string,uid:string>"
},
{
"Name": "proxy_connection_info",
"Type":
"struct<direction:string,direction_id:int,protocol_num:int, protocol_ver:string>"
I
{
"Name": "connection_info",
"Type": "struct<direction:string,direction_id:int>"
I
{
"Name": "api",
"Type":
"struct<request:struct<data:string,uid:string>, response:struct<error:string,code:int,messc
},
{
"Name": "attacks",
"Type":
"array<struct<version:string,tactics:array<struct<name:string,uid:string>>,technique:struc
I
{
"Name": "raw_data",
"Type": "string"
I
{
"Name": "email_uid",
"Type": "string"
I
{
"Name": "malware",
"Type":
"array<struct<name:string,path:string,uid:string,classification_ids:array<int>,cves:arrays
},
{
"Name": "start_time_dt",
"Type": "string"
},
{
"Name": "direction",
"Type": "string"
},
{
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"Name": "smtp_hello",
"Type": "string"

},
{
"Name": "unmapped",
"Type": "string"
},
{
"Name": "direction_id",
"Type": "int"
},
{
"Name": "email_auth",
"Type":
"struct<spf:string,dkim:string,dkim_domain:string,dkim_signature:string,dmarc:string,dmarc
1,
{
"Name": "email",
"Type":
"struct<uid:string,from:string,to:array<string>,data_classification:struct<category:strinc
},
{
"Name": "impact_id",
"Type": "int"
},
{
"Name": "resources",
"Type":
"array<struct<owner:struct<name:string,type:string,uid:string, type_id:int,full_name:string
1,
{
"Name": "finding_info",
"Type":
"struct<title:string,uid:string,attacks:array<struct<version:string,tactics:array<structs<r
},
{
"Name": "evidences",
"Type":
"array<struct<process:struct<name:string,pid:int,file:struct<name:string,type:string,versi
1,
{
"Name": "impact",
"Type": "string"
},
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{
"Name": "count",
"Type": "int"
I
{
"Name": "confidence_id",
"Type": "int"
I
{
"Name": "enrichments",
"Type":
"array<struct<data:string,name:string,type:string,value:string,provider:string>>"
},
{
"Name": "rcode",
"Type": "string"
},
{
"Name": "app_name",
"Type": "string"
},
{
"Name": "rcode_id",
"Type": "int"
},
{
"Name": "query",
"Type":
"struct<type:string,hostname:string,class:string,opcode_id:int, packet_uid:int>"
I
{
"Name": "proxy_endpoint",
"Type":
"struct<name:string,owner:struct<name:string, type:string,domain:string,uid:string, groups::
},
{
"Name": "response_time",
"Type": "bigint"
},
{
"Name": "delay",
"Type": "int"
},
{
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"Name": "start_time",
"Type": "bigint"

},

{
"Name": "proxy_http_request",
"Type":

"struct<version:string,url:struct<port:int,scheme:string, path:string, hostname:string, query

I

{
"Name": "version",
"Type": "string"

I

{
"Name": "stratum",
"Type": "string"

I

{
"Name": "stratum_id",
"Type": "int"

I

{
"Name": "dispersion",
"Type": "int"

I

{
"Name": "traffic",
"Type":

"struct<bytes_out:int,chunks:bigint,bytes:int,packets:int,packets_in:bigint>"

},

{
"Name": "precision",
"Type": "int"

},

{
"Name": '"size",
"Type": "int"

},

{
"Name": "actual_permissions",
"Type": "int"

},

{
"Name": "base_address",

"Type": "string"
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},
{
"Name": "requested_permissions",
"Type": "int"
},
{
"Name": "end_time_dt",
"Type": "string"
},
{
"Name": "compliance",
"Type":
"struct<control:string,status:string,standards:array<string>,status_id:int>"
I
{
"Name": "remediation",
"Type": "struct<desc:string>"
I
{
"Name": "kb_article_list",
"Type":
"array<struct<os:struct<name:string,type:string,type_id:int,cpe_name:string,edition:strinc
},
{
"Name": "peripheral_device",
"Type":
"struct<name:string,class:string,uid:string,model:string,serial_number:string, vendor_name:
I
{
"Name": "time_dt",
"Type": "string"
I
{
"Name": '"group",
"Type": "struct<name:string,type:string,uid:string>"
I
{
"Name": "users",
"Type":
"array<struct<name:string,type:string,uid:string,type_id:int,risk_level:string,risk_level_
},
{
"Name": "confidence_score",
"Type": "int"
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},

{
"Name": "state",
"Type": "string"

},

{
"Name": "state_id",
"Type": "int"

},

{
"Name": "evidence",
"Type": "string"

},

{
"Name": "confidence",
"Type": "string"

},

{
"Name": "risk_level",
"Type": "string"

},

{
"Name": "risk_score",
"Type": "int"

},

{
"Name": "impact_score",
"Type": "int"

},

{
"Name": "risk_level_id",
"Type": "int"

},

{
"Name": "finding",
"Type":

"struct<title:string,uid:string,modified_time:bigint,modified_time_dt:string,first_seen_ti

I

{
"Name": "user_result",
"Type":

"struct<name:string,type:string,uid:string,type_id:int,account:struct<name:string,uid:stri
},
{
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"Name": "codes",
"Type": "array<int>"
},
{
"Name": "command",
"Type": "string"
},
{
"Name": "type",
"Type": "string"
},
{
"Name": "kernel",
"Type": "struct<name:string,type:string,type_id:int>"
},
{
"Name": "http_response",
"Type":
"struct<code:int,status:string, http_headers:array<struct<name:string,value:string>>>"
I
{
"Name": "http_request",
"Type":
"struct<url:struct<scheme:string, path:string,hostname:string, query_string:string, category_
},
{
"Name": "tls",
"Type":
"struct<version:string,certificate:struct<subject:string,issuer:string,fingerprints:arrays<
I
{
"Name": "web_resources",
"Type":
"array<struct<name:string,type:string,data_classification:struct<category:string, category_
},
{
"Name": "http_cookies",
"Type":
"array<struct<name:string,value:string,is_http_only:boolean,is_secure:boolean, samesite:stz
I
{
"Name": "type_id",
"Type": "int"
I
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{
"Name": "databucket",
"Type":
"struct<name:string,type:string,file:struct<attributes:int,name:string,owner:struct<name:s
},
{
"Name": "table",
"Type": "struct<uid:string,created_time_dt:string>"
},
{
"Name": "session",
"Type":
"struct<count:int,uid:string,uuid:string,issuer:string,created_time:bigint,is_remote:boole
I
{
"Name": "certificate",
"Type":
"struct<version:string,uid:string,subject:string,issuer:string, fingerprints:array<struct<v
},
{
"Name": "is_mfa",
"Type": "boolean"
},
{
"Name": "logon_type_id",
"Type": "int"
},
{
"Name": "auth_protocol_id",
"Type": "int"
},
{
"Name": "logon_type",
"Type": "string"
},
{
"Name": "is_remote",
"Type": "boolean"
},
{
"Name": "is_cleartext",
"Type": "boolean"
},
{
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"Name": "auth_protocol",
"Type": "string"

"Name": "is_renewal",
"Type": "boolean"

"Name": "lease_dur",
IITypell: Ilintll
"Name": "relay",
IlTypell :

"struct<name:string,type:string,ip:string,mac:string,namespace:string, type_id:int>"

iy
{

"Name": "transaction_uid",
"Type": "string"

"Name": "file_result",
IlTypell :

"struct<name:string,size:int,type:string,path:string,desc:string, product:struct<name:strir

}I
{

"Name": "file_diff",
"Type": "string"

"Name": "create_mask",
"Type": "string"

"Name": "web_resources_result",
IlTypell :

"array<struct<type:string,data_classification:struct<category:string, category_id:int, confi

iy
{

IlNamell: Ilappll’
IlTypell :

"struct<name:string,version:string,uid:string,data_classification:struct<category:string,c

}I
{
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"Name": "src_url",
"Type": "string"
},
{
"Name": "priority_id",
"Type": "int"
},
{
"Name": "verdict",
"Type": "string"
},
{
"Name": "desc",
"Type": "string"
},
{
"Name": "verdict_id",
"Type": "int"
},
{
"Name": "priority",
"Type": "string"
},
{
"Name": "finding_info_list",
"Type":
"array<struct<title:string,uid:string,attacks:array<struct<version:string,tactics:array<st
I
{
"Name": "expiration_time_dt",
"Type": "string"
I
{
"Name": "expiration_time",
"Type": "bigint"
I
{
"Name": "comment",
"Type": "string"
I
{
"Name": "entity",
"Type": "struct<data:string,name:string,version:string,uid:string>"
I
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{
"Name": "entity_result",
"Type":
"struct<data:string,name:string,type:string,version:string,uid:string>"
1,
{
"Name": "module",
"Type":
"struct<type:string,file:struct<name:string,type:string,path:string,desc:string,type_id:in
1,
{
"Name": "exit_code",
"Type": "int"
1,
{
"Name": "injection_type",
"Type": "string"
1,
{
"Name": "injection_type_id",
"Type": "int"
1,
{
"Name": "request",
"Type": "struct<uid:string>"
1,
{
"Name": "response",
"Type": "struct<error:string,code:int,message:string,error_message:string>"
1,
{
"Name": "driver",
"Type":
"struct<file:struct<name:string,type:string,version:string,path:string,type_id:int, parent_
1,
{
"Name": "prev_security_states",
"Type": "array<string>"
1,
{
"Name": "security_states",
"Type": "array<string>"
1,
{
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"Name" :
IlTypell :

"folder",

"struct<name:string,type:string,path:string,desc

iy
{

"Name" :
IlTypell :

"UIl" ,

:string, type_id:int,mime_type:string, parer

"struct<port:int,scheme:string,path:string,hostname:string,query_string:string, resource_ty

}I
{

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"tunnel_type_id",
Ilintll

"tunnel_type",
"string"

"protocol_name",
"string"

Iljobll’

"struct<name:string,file:struct<name:string, type

iy
{

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :

"num_trusted_items",
Ilintll

"command_uid",
"string"

"num_registry_items",
Ilintll

"num_network_items",
Ilintll

"schedule_uid",

:string,path:string,signature:struct<certi
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"Type": "string"

I
{
"Name": "num_resolutions",
"Type": "int"
I
{
"Name": "scan",
"Type": "struct<name:string,type:string,type_id:int>"
I
{
"Name": "num_detections",
"Type": "int"
I
{
"Name": "num_processes",
"Type": "int"
I
{
"Name": "num_files",
"Type": "int"
I
{
"Name": "total",
"Type": "int"
I
{
"Name": "num_folders",
"Type": "int"
I
{
"Name": "dce_xpc",
"Type":
"struct<command:string,flags:array<string>, command_response:string,opnum:int,rpc_interface
},
{
"Name": "share",
"Type": "string"
},
{
"Name": "client_dialects",
"Type": "array<string>"
},
{
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"Name": "open_type",
"Type": "string"
1,
{
"Name": "tree_uid",
"Type": "string"
1,
{
"Name": "share_type_id",
"Type": "int"
1,
{
"Name": "share_type",
"Type": "string"
1,
{
"Name": "dialect",
"Type": "string"
1,
{
"Name": "cis_benchmark_result",
"Type": "struct<name:string>"
1,
{
"Name": "vulnerabilities",
"Type":
"array<struct<references:array<string>,severity:string,affected_packages:array<struct<name
1,
{
"Name": "service",
"Type": "struct<name:string,uid:string>"
1,
{
"Name": "data_security",
"Type":
"struct<category:string,pattern_match:string,category_id:int, confidentiality:string, confic
1,
{
"Name": "database",
"Type":
"struct<name:string, type:string,uid:string,type_id:int,data_classification:struct<category
}
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- JR15 - JSON
» AppFabric 5L JSON &= 72 35 e FA 12 =0 P 68 A Y SR 6 A 18 R iy H )
* OCSF - JSON
« AppFabric £ B T A8 IER%EHE (OCSF) EE{LER , LA JSON & HEH
* OCSF - Parquet
- AppFabric SEFRBMAK LT ZEBHIREE (OCSF) Z#{LER , AL Apache Parquet & H

&8,
BB
Splunk X # T %I AppFabric @i E :

 Amazon Data Firehose

- BESplunkiZE B ERER B M Firehose BRIZFWEK B , 5818 Splunk #5 E# Splunk
Amazon Data Firehose M il ;T4 B9 $8 7Ro

* Amazon Simple Storage Service (Amazon S3)

- ZESplunkiRE B EREX AR Amazon S3 REEITEIEWER | BB Splunk L LW A
Splunk Mipnt#ERE SQS & S3 A AWSH KR
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AWS AppFabric EEER

BEHHARZE£ERM Delete AWS AppFabric

MREFEETLLRBEEFEH AWS AppFabric , EHEAMBREEREHEEINEHEVEFNE
B, UREZLERW AppFabric, ABRELENER. B EER AppFabric EIR , BXEAUEAERE
BBERT (SaaS) EARAEVERNMERIEFMERER | HEEE i > HE > EAEXRE > &
AEXEH

MR EEAEXRER  STURBRERARIES.
ES-]

- MIBREEEN B 8y itk

« MBRHEEER

- MIBRIERAENRE

- RBREAEXEH

it BR 42 EN B HY 3t

MR Y SRR I B | %4 AppFabric BRE SR EN AN, EEMRERE W
W, EEEATISE -

£ https : //https://console.aws.amazon.com/appfabric/ FARX AppFabric £#2 A&,
RAMER , REEAINEE,

EEREL

BERARARE.

EEEEMBRZ B M ZEHEIRRS | ARIFREZEMER,

TEMIER B B9 3th 355 75 50 LR 2 MIBRUATESR.,

HAMEBEMNER EIRSER,

N o g &~ N~

il B 15 EX
EEMBER , BEATHSR

1. #RAFMEHE , BERELARRE,
2. BIEHEHL
3. ENEARNRESIERZE,
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EEEmE

4. BEBHETHNRNEE,

5. EIE MIBR.

6. TEMIBREEEVE 55 75 50 B IR E M BR LARERR
il BR FE A 72 =8 1R A

EEZMBREAEARE  BFERATIIR .

1. RRAMEHE , BEAELAIMNIEES,

2. EBEEREARE,

3. ENMZEMMRNERAEZEZSNIZEER,
4. BEBETHNREE,

5. 1EE MBR.

6. TEMIBREEENY 58 75 50 A iR 1E M BR AR
RErREAREXEH
EEMBRENERERNEY K BEATHISE
1. RRAMEHE , BEELAIMNIEE,

2. EBEEREXEH,

3. EIE Delete (MIBR) #2401,

4. HA delete HITHERR , AR BEMBR,

mprERRE K2
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4 & DM is AWS AppFabric 1T ?

£ E DK The AWS AppFabric HEERR A EMRE , IRe BB E,

(@ Note

B A Amazon Bedrock £ 1if : AWS BfEEHEE A EHl. Because AWS AppFabric BI4£EE 1
¥#31E Amazon Bedrock t , £l E &/ AT Amazon Bedrock REEIEHIIR |, LI HIHIT
AlZE, Z2HNEEENER,

AWS AppFabric for productivity ( BE ) EBRZAEARIXELEFERBTHRARNEE , HEIEH
BEFE=FEABEANTHNEKRERBEEED. ERAEHMRASRED A HEMERAEXFIEREE
REREBEYFEAEINEARBREFEEZ  EMFTERLNEEREAEARNES, EiB
AppFabric iRE4EEN , FARIERASTURRERR Al TEW APIs , UELBEAERNERE
BREE  MEMATUEBFNRBENERR Al BHERAEEENRKFEHAEEE. AppFabric
for productivity 8RB ZEEAERXNER , BEHZABRE D #HEpoint-to-pointES., EARERN
FE AB LB AppFabric WEEIBRAHREBAERRXN Ul , ARKRERAEHE—SWRR , AR
REMEARINZHEMBEBARR.

AREE DK AppFabric 2t ERANEAREEZER , #l0 Asana, Atlassian Jira Suite, Google
Workspace, Microsoft 365, Miro, Slack, SmartsheetZ, AppFabric RS+ E N EEARENFMR
ANEFERMEEFEAACHEAENRR  UXESEAERAR, REENEHBE. @K K BREHR
ENREEARXBENAMENTIR K mAgH A TERE.

£

- BZ

- EAXEM

« 17HY AppFabric LIRS A E S

- BMRBEF AppFabric BFEFAREXFERASRSEED (FHE)

- FREA AppFabric ARREAERSEES (FE)

« £ &} APIsH) AppFabric ( AE )

« AppFabric FHE R REE
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(ks

&8 AppFabric REXLEN , FRARARZASTUFRAELKEEREXERERMEEAPIs , B
EEBHMNIBERNERK A BWERAELENRREAERER,

- BEAEXFERAEERNE—RIE : BRAEEDN AppFabric BEETREZEEARERNER , £
ERBAERESMEpoint-to-pointES, B SaaS EARRENUSEMERARRNER , 5L
BAENEREREHEE L AEMERAETERNESN K BEAEXFERABEHNRESEZE
B, BERUASEREAENEED,

- TEEFEAERER A% AR AppFabric EEBRAREBRAENN U URSEEN  REERE
ERNT2ES  ANAEAERARARRNGEREAERMEACKHEENEZNDEFE, EAR
AppFabric EREEAENRY SaaS BARXNPRELEESD , XA EMMARETSHREBNEAER
RFEL. REEAEERINEEEERAERN CESR , A TEETE.

o IELTEFE : EE— API R EAEXRBASTUBEREAEERNEREBRRR , M
THHARE, BERIRT , IEZREEAEXNRERS. AppFabric IHREERME , BEA
BARBASEREEE, MAHNEEERR Al e, ENREABRARBASEINGEENE
B ENEIR,

- ZECREGENKRSE  FRBHN -2 , ARNEENE AppFabric #§ 2 248 B8 AL m 5 R
BR, ARELRR , BE LLMahPRERREREEFE.

- BLHNERAENT . AREXRRNEARAEXRBUARERETFEHNAZR. AppFabric for
productivity £/ ISV FF AT M FEEZFIERSBERIR.

52 i Z= 451

FERAEXFEZEASTUER AppFabric REXEEN , LEHMBEHEERAEXANEE D, AppFabric
for productivity REMEZER TIERARGIAPIs , UGB RKERAERSEED :

- BEE—RWELIEF

- IERETEBNER API AIRERAEREREXTRBESRR S FEFEHM4. TEE. AL
EHEF , UHRESAEEMMAN K. A, EREAUHTERARADE , SlumictfimTa
EREXZIETFHN. HIESRNEYEEERBE, fl , EFEERRANEITMEERIRRY
RENHEE  HERIREFEFRERISRNEREF. BFSREEALERN (HINER
ARNERE  AETBHFHE/MWMA ) | BAENTEHEZIRERLTEANRR,

- BEERTHNERMTER
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- ERERAPI THESZENNHREAENEREAEZ KM  SINEFH4. ARSE , HEIEA
ERSBMETREER. ERERETURREERSSE K METSRETERARN 2BURVKE
RERRE.

f7HY AppFabric ARE4EE S

AppFabric £t E N BRIAEREXME , LEXERE (#SEEILE ) REAWS BE. WF HF
MEF AWS B, FESH () ) AWS AppFabric i MEEAWS —RBE,

ESEEEF , &7 LUEBR T HEM B R FE AppFabric UREEED

- SARARAFERASR

- BHAMEA AppFabric BEERAREARZAEBRSEED (BE)
- SABRKERE

- BRIABEA AppFabric RREERAERSEESD (HE)

FIR{ER AppFabric BEERREAFZABRSEED (FAE)

£ E DK The AWS AppFabric HEERRFAEMRE , IRe BB E,

AEHEI AR ABM AWS AppFabric WEE D ( FHERR ) BEAFEAERXH, AWS
AppFabric NEEH A RFERABEZEARARPREFEHY. TEBEEH. £, ARSEL A
XENRRNEME , AERAEREVFEEENERAERR. WEXENERENEE , 28K AWS
AppFabric X EHWEAER.

AppFabric for productivity I ZEAEXFERASEZLAZIENREDETEENER, EEE—

R BItA{E A AppFabric I2EEE DK | BATLIE Y AppClient WS —BIEERE, W5 ESEW
BT AR EARERXM AppFabric 2 BN &7 RFMBARE. CRAE-FAFNHZE , &9
D EARRNIERE AppFabric 1TERF , ARBEEREEEZEHMFERE (F2B B 5. X
AppFabric B2 B ERATE). AppFabric $ERMABEZHEAZ I RBEARNENR , UHBREEH
EXHZEAE, BRREAEREER , UEAEEINFREREAERA.

B
. FORBH
. BB 1. #3T AppFabric SUEE%EE 5 AppClient
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https://aws.amazon.com/appfabric/supported-applications/
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AWS AppFabric EEER
- TR2 RFNREEHNERES

« 5B 3, #% AppFabric FH&E A O URL 8 E BN EREN

- S 4. 5 AppFabric ERBEREE R MBE

« HEB 5. 555k AppFabric REENWERRER

- B AppFabric AIRE4E S AppClients

- WPFERE AppFabric Y AppClients LR &4 & 11 AppFabric

FORIREF

RRERAZE , BFEERY AWS tRF., NMBFMEF , F2HEMAWSIEF, BEFEERYED
—{ERZEL T % "appfabric:CreateAppClient" IAM BURHIERE , LA FER &M AppFabric
FMENERRER. WERT AppFabric £EENIHEERFAIMEHEEN , F2E BEAREEIN
AppFabric IAM BUR#ifil, BABHMEBEEFRHERERN , BYRBRELIFEH N, MEFMEHR
RSREVEEEETFIENERE,

30

RELEENN AppFabric EBRARAEHBNEERE (MHFEEZILE ) . RRUATIER T , FiE

EEMNRIESE,
SR 1. B AppFabric LURE £ E D AppClient

IREEE Y AppFabric AppClient , F sEBIRTEE AR F 23] AppFabric AR EE HE

52, AppClient 78 £ 2 AppFabric £EHHFE , JiAZR£ OAuth EAEXAFmEE , &M
MR AppFabric 2BETZEERA. EEEI AppClient B |, B UK E] AppClient ID , ERER
AppFabric Il T EEBEENERABERNNEHN EBilFEANEEM —ERBIT AWS IRE,

AppFabric for productivity I ZEARERXHEZRAESELZLEZIENREDETEENER, BEEE—

R BB AppFabric REEE DK | LU AppClient WEMME —RIRERE. LA EEEW
&7 AR AR AppFabric 2B S BB EARRE. ERE-—EHAENREZE , &7
DA AR ZE AppFabric E#1TERE  AEZBRFIHEEREHMERE (F2R FEL. B8R
AppFabric BRFEEHNEAER). AppFabric $ERMABEZHEACREBEARIENR , UiHBREEH
EXAHBAR, BRREAEREER , LEEEINFNEREAERA.

ZEEY AppClient , M AWS AppFabric CreateAppClient APl ##F, MRZBFEEE 2%
EE#T AppClient , A BAEA UpdateAppClient API REERE redirectUrls, MIREEEREH
AppClient ABIBHIEME S % , FIM appName SR , LABMER AppClient IR T HHI B H.
MEFHMEF , FSHCreateAppClients
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B L FERZERENRETEES |, 8 Python, Node.js, Java, C#, Go # Rust , £/
CreateAppClient API F] AWS lREEMENERRER. NEFHER A F2 Eﬁ (AM ER & B
M) T?‘ﬁa%”@ LEEFERARFEESE 4 IRBEAERRHAITI AP R{E, MBHEZE 4 KW
HMER , FSE (AM ﬁ)ﬂ%}a@>> R EE AWS API 53R,

AR

« appName - AppFabric FAEAOBLEHNEEEELEAEAEETNERAERXERE. AEEENEE
REREREEEAEXNPRET AppFabric BRNFFA., IFEREEENFEEN K F2E TE 2.
EEERAEANERER,

« description- ERERNERHE,
« redirectUrls - EREREERFEAEENEOME B URI, BHRZAILIFE 5 {8 redirectUrls, I
i https://localhost:8080,

 starterUserEmails - AFFRNEAEE FE4 U , NBWER , EFRIFEARESNAL,
EAF—EEFEHFibit, B0 anyuser@eexample.com

 customerManagedKeyIdentifier (A ) - ARMEZERZEFZESL® (A KMS EXE)
B9 ARN, HNRKIEE , BIEFEH AWS AppFabric SEE#8. NEAWS HENER NIEFZES
EEEEME , 3528 ( AWS Key Management Service BIZ A BIERE) THEFSEM AWS &
8

(=] FEA 1

« appClientArn - ‘&% AppClient ID #9 Amazon Resource Name (ARN), 5l , AppClient ID &
alb2c3d4-5678-90ab-cdef-EXAMPLE11111,

« verificationStatus - AppClient BRFEAREE,

« pending_verification - AppFabric §&& AppClient 3E#1TH . AppFabric 75 F
AppClient 281 , RE—EFERE (£ ¥ EstarterUserEmails) ATLAEA AppClient, fEH
EEE AppFabric FAEAOMLPFEBEH , £ PNELTE 3. #5 AppFabric FEHE A OB
URL i ZZWEARER , EHERAERXRBHE.

« verified - AppFabric EFIITERBBRERF , REESTERFE AppClient.

« rejected - AppFabric 23E48 AppClient WERFEREF. AppFabric EEFH B MK TR B FRE
Frzal , HhfERE&EER AppClient,

curl --request POST \
--header "Content-Type: application/json" \
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--header "X-Amz-Content-Sha256: <sha256_payload>" \
--header "X-Amz-Security-Token: <security_token>" \
--header "X-Amz-Date: 20230922T172215Z" \

--header "Authorization: AWS4-HMAC-SHA256 ..." \
--url https://appfabric.<region>.amazonaws.com/appclients/ \
--data '{

"appName": "Test App",

"description": "This is a test app",

"redirectUrls": ["https://localhost:8080"],
"starterUserEmails": ["anyuser@example.com"],
"customerManagedKeyIdentifier": "arn:aws:kms:<region>:<account>:key/<key>"

} 1

MREEKRT , AIBRER HTTP 200 EIFE,

{
"appClientConfigSummary": {
"appClientArn": "arn:aws:appfabric:<region>:<account>:appclient/
alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"verificationStatus": "pending_verification"
}
}

SR 2 BENREENEAERX

B OAuth 2.0 RERE K ELNWEAREXZSHES AppFabric BR. B% , REEETRERS ,
DB ENEARRNE Y. IHEFHHEET A B2EEE. AR SN ERBHRATRES . BT
FEFH&TEFEFE?ETqJﬁEHY%ﬂﬁET\ AppFabric A RFF ], MFFMEEA , F2RER

MERTEARAREFTANFHEET , F2H L FIUREEAREN,

1. BERVIZEN  5FH AWS AppFabric oauth2/authorize API #
FE RN

« app_client_id (#E ) -&ELR 19 AWSIRF B2 1 AppClient ID, EIL
AppClient, izn a1b2c3d4—5678—9®ab—cdef—EXAMPLElllllo

« redirect_uri (XE) -SSR 1 PEANERER KBEREAEEFETE B UR, B
3 AppClient, #l#0 https://localhost:8080,

- state (ME) - ARHEBF RER N 2 BikEAMKE—{E, L0
a8904edc-890c-1005-1996-29a757272a44,

SR2 BEBENRELZNERER 140
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GET https://productivity.appfabric.<region>.amazonaws.com/oauth2/authorize?
app_client_id=alb2c3d4-5678-90ab-cdef-EXAMPLE11111\
redirect_uri=https://localhost:8080&state=a8904edc-890c-1005-1996-29a757272a44

2. BoRECE  RRSKEEFNEQEREN URl, THRERELAEHS ., Flu,
Hr code=mMONyJ9.MEUCIHQQQV3ChXGs2LRwxLtpsgya3ybfPYXfX-sxTAdRF-
gDAiEAXxX7BYK1D9krG3J2Vtpr0jVXZOFSUX9whdekqJ-oampc.

https://localhost:8080/?code=mMONyJ9.MEUCIHQQgV3ChXGs2LRwxLtpsgya3ybfPYXfX-
sxTAdRF-gDAiEAXX7BYK1D9krG312Vtpr0jVXZOFSUX9whdekql-
oampc&state=a8904edc-890c-1005-1996-29a757272a44

3. £ AppFabric oauth2/token API g3tk 32 RERE LA EUS ZEUVERL

WFEFRAR API B3R , &¥% B3, starterUserEmailsiEZ] AppClient BFE AL, B
AppClient % , WFHFAAREAERE., CEEFRARFEESE 4 REAERRHITI API 12
B, MEHRESE 4 IRNFFAER , F28 (AM EHEER) BH%EE AWS API &R,

A KRR

* code (HE) - SERE—(ALSRTBRERWIINRER. Sl
mMONyJ9.MEUCIHQQgV3ChXGs2LRwxLtpsgya3ybfPYXfX-sxTAdRF-
gDAiEAXxX7BYK1D9krG3J2Vtpr0jVXZOFSUX9whdekqgJ-oampc.

« app_client_id (HE) -&EHR 1P AWSRF B2 W AppClient ID, E3L
AQQCHaﬂo1Wﬂﬂalb2c3d4-5678-90ab-cdef-EXAMPLElllllo

- grant_type (&E ) -{EX4AA authorization_code,

« redirect_uri (ZE) -Z&EFTB1 PEANEER  BEHAEENEQE B
URIl, 23 AppClient, EXERARBUREBNHEREHRER URI, 0 https://
localhost:8080,

(2] FEAR 1

- expires_in- FFBHEIZ A, ERBHKEA 12 D,
« refresh_token - *# /token BRI FIWEHEEFZH,
- token - ¥4 /token FERUBIM FFFo

- token_type - fEA Bearer,

SR 2 RENREENEARES 141
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« appfabric_user_id - AppFabric % ID, ER ¥ FEM authorization_codei®F
BAWFERERE,

curl --location \
"https://appfabric.<region>.amazonaws.com/oauth2/token" \
--header "Content-Type: application/json" \
--header "X-Amz-Content-Sha256: <sha256_payload>" \
--header "X-Amz-Security-Token: <security_token>" \
--header "X-Amz-Date: 20230922T172215Z" \
--header "Authorization: AWS4-HMAC-SHA256 ..." \
--data "{
\"code\": \"mMONyJ9.MEUCIHQQgV3ChXGs2LRwxLtpsgya3ybfPYXfX-sxTAdRF-
gDAiEAXxX7BYK1D9krG3J2Vtpr0jVXZOFSUX9whdekqJ-oampc",
\"app_client_id\": \"alb2c3d4-5678-90ab-cdef-EXAMPLE11111\",
\"grant_type\": \"authorization_code\",
\"redirect_uri\": \"https://localhost:8080\"
}Il

WRENMERTD , RIBRISE R HTTP 200 =,

{
"expires_in": 43200,
"refresh_token": "apkaeibaerjr2example",
"token": "apkaeibaerjr2example",
"token_type": "Bearer",
"appfabric_user_id" : "<userId>"

}

R 3. #% AppFabric fEH& A D8 URL B ELMNEHEN

RREREEZERE AppFabric ftARELX B RNEARERXFEINER, AppFabric EBARKERE
BUVERAEAEAORY (REEE ) UREHEARS  EREARXFERABHELEFNE
M, EERAEERITRA AppFabric MIRBEENK , P EHREREAOBLY , EEMHM
RAEZENEEAREERENEERESHENERER, BAR , FRAETLUEEARNERE
AppFabric AIRS4E D , AR REZNEARINRERBDENEE, EEKERARENE AppFabric
BLIREEES , BEERIESEN AppFabric URL B ZEERRER. WSTBHRBFERAEEERER

ERXFH AppFabric FREAORUEZEBEEE,
1. BEFEEARANRE , YRIFIEEFER URLSEER.

S B2 3, #§ AppFabric fEFH & A O URL $T8EHEHNERARER
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2. REBEBENEEE , B8 T 5 AppFabric URL A E#HE @ URL HEBELNEAER -

https://userportal.appfabric.<region>.amazonaws.com/eup_login

8 URL & , BN ERARENISREASFEHEZEERD AppFabric fEAEA O, EIEE , FAETL
EANBBHRAMELE AppFabric WERARER , LEBEE AR,

S BR 4. (£ AppFabric EREERERE R NEE

FREEREERERZ  SULAACEHAENEER , BEHRBEIERAEXNNRBBRESE
EH. AppFabric A8RBEAEZEEEFRNAS , AERAEEELRR. AppFabric 8EAEE
B FE AppFabric AWS 1RF AR ., 1 AppFabric M1{A# AN E RN HEED , BF2H
AppFabric FHVE R EREE,

ERBMERA T Al XEN APIsEEAEAPEENEREAERBRARERMEE

« ListActionableInsights — MFEFHMEN , FSREUT THREITHHIIE —,
« ListMeetingInsights — MEFHMEF , FSR L EEREEN SR EH .

il_lll

A1THE R (ListActionableInsights)

ListActionableInsights API AT GBIEAERIZFHEARANED , BFEFHH. 1T7EE.
AL, #8E  UREAFXEEHAEANTTEIR. EENEARECERERAREERRNERHA
BRERE  WEHEAEREREAREESRENER., A AP JRESRBAREEEZNEE , I
AFFERAERECHNERARXARTERAEXEE, ERMS , APl €8 Asana. Microsoft 365,
Google Workspacefl ¥ A& & Smartsheet , EFEFAEREAFEEFEY, BUTEESHNEYL
T, REFESHEDR (LLMs) e S EEBNEE (PINEFB4RNETEETE ) FRLEAF
HEF  ERAEUUEHITZAETELEHE , EMBELARARSEE N, EEEREAERERE
AR EEER Ll , AppFabric EAMEEMNERAADMAY , BEAERE. FENNTEEAEXD
£, BRHITENE , AppFabric FE ISVs B FEREEHE @ E AppFabric FRAEA OB |, e
DENEEBEFMEALHITEM, AppFabric EENESESEREM —H URL, It URL WTAR
ListActionableInsights API EIFER [EIFE,

UTRXENERARABENETERAEXNREE

- BEEXETEH (Google Workspace, Microsoft 365)
- BIY{TEBEH (Google Workspace, Microsoft 365)
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AWS AppFabric EEER

- B {EF (Asana, Smartsheet)

AR

« nextToken (EA ) - WM T—HERNDEFH.

« includeActionExecutionStatus - EZEMEFTIRESTENE 2R, BIESRIBEANMEE
EEITENHE, RAERY{E : NOT_EXECUTED | EXECUTED

ERIEE
- FEEEEEEH Bearer Token E—E£EA,

(=] FEAR v

« insightId - E£REMEE— ID,
« insightContent - EEMARMARELENHEELAREETENE M. XX . ERETERH

B (<a> B8 ) W HTML RE,

« insightTitle - B WEREE,
- createdAt - E£R B EME,
- actions - #HHEXWREREBNEIEFTE., BEWH !

« actionld- FREXLE{ERIHE— ID,

- actionIconUrl - EREEDPHTEHEZEAREIHET URL,

- actionTitle - FTE4£BEMVIZERE,

« actionUrl - &REMEMAEE AppFabric fEA & A O PR FMETEENM — URL, XX &
EHTEE, ISVERARXEEAL URL BEREEREDZE AppFabric fEAEA OB (&
Em).

 actionExecutionStatus - {E HEMEARRER SIS, AJRERY{EA : EXECUTED | NOT_EXECUTED

« nextToken (EA ) -#EWMT—HBENSEFR. S2— @AM , MREE null , RREE

FEZEEFANBER,

MEFMER , FZ B Actionablelnsights.

curl -v --location \
"https://productivity.appfabric.<region>.amazonaws.com"\
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"/actionableInsights" \
--header "Authorization: Bearer <token>"

WMREMERD , BIRRER HTTP 200 EFE,

200 OK

"insights": [
{
"insightId": "7tff3412-33b4-479a-8812-30EXAMPLE1111",
"insightContent": "You received an email from James
regarding providing feedback
for upcoming performance reviews.",
"insightTitle": "New feedback request",
"createdAt": 2022-10-08T00:46:31.378493Z,
"actions": [
{
"actionId": "5b4f3412-33b4-479a-8812-3EXAMPLE2222",
"actionIconUrl": "https://d3gdwnnn63ow7w.cloudfront.net/
eup/123.svg",
"actionTitle": "Send feedback request email",
"actionUrl": "https://userportal.appfabric.us-east-1.amazonaws.com/
action/action_id_1"
"actionExecutionStatus": "NOT_EXECUTED"

"insightId": "2dff3412-33b4-479a-8812-30bEXAMPLE3333",
"insightContent":"Steve sent you an email asking for details on project.
Consider replying to the email.",
"insightTitle": "New team launch discussion",
"createdAt": 2022-10-08T00:46:31.378493Z,
"actions": [
{
"actionId": "74251e31-5962-49d2-9ca3-1EXAMPLE1111",
"actionIconUrl": "https://d3gdwnnn63ow7w.cloudfront.net/
eup/123.svg",
"actionTitle": "Reply to team launch email",
"actionUrl": "https://userportal.appfabric.us-east-1.amazonaws.com/
action/action_id_2"
"actionExecutionStatus": "NOT_EXECUTED"
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}
1,

"nextToken": null

2iE%0® (ListMeetingInsights)

ListMeetingInsights APl IR EEREMNMEBREBENERAESNm , flEFHBH. AL
%  WEEAERNSBTHERMNTREER. CAERETURREHFEE K METZREREE
AR ZEUBRRERAE.

5 R
« nextToken (EA ) - ENMT—HERNDEFH.

EREE
- FPEEEEZEH Bearer TokenE—E£E A,

(=] FEA 1

« insightId - E£REMHE— ID,
« insightContent - AF S RN ERFAMEANWBRER, WE , AAELEBRREE,
« insightTitle - B4 WEREE,
-« createdAt - EEXARMNKRE,
- calendarEvent - FREEEINEEZTEBEEHRER. TSBESHYH
« startTime - EHHRAKKRE,
« endTime - EHNBRER,
« eventUrl - ISV EAREX LITEBEHH URL,
- resources - I H HBAHMERNEEGELRR., ERYH .
- appName - ERFTBNERAERNER,
- resourceTitle - ERZEHE,
- resourceType - ERMWEA, A[gEM{E S : EMAIL | EVENT | MESSAGE | TASK
« resourcelrl - EAERXHHEIR URL,
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 applconUrl - ERFTEBZEARERNZEE URL,

« nextToken (EHA ) -HEWMT—HBEN2EFR.,. S2— @AM , MREE null , RREHE
EZSEEHANBER,

MEFHMEF , 52 BMeetinglnsights,

curl --location \
"https://productivity.appfabric.<region>.amazonaws.com"\
"/meetingContexts" \
--header "Authorization: Bearer <token>"

MRBHEMKTD , RIRIEER HTTP 201 EFE,

200 OK

"insights": [
{
"insightId": "74251e31-5962-49d2-9ca3-15EXAMPLE444L4L"
"insightContent": "Project demo meeting coming up soon. Prepare
accordingly",
"insightTitle": "Demo meeting next week",
"createdAt": 2022-10-08T00:46:31.378493Z,
"calendarEvent": {
"startTime": {
"timeInUTC": 2023-10-08T10:00:00.000000Z,
"timeZone": "UTC"
I
"endTime": {
"timeINnUTC": 2023-10-08T11:00:00.000000Z,
"timeZone": "UTC"

1,

"eventUrl": "http://someapp.com/events/1234",
}
"resources": [

{
"appName": "SOME_EMAIL_APP",
"resourceTitle": "Email for project demo",
"resourceType": "EMAIL",
"resourceUrl": "http://someapp.com/emails/1234",
"appIconUrl":"https://d3gdwnnn63ow7w.cloudfront.net/eup/123.svg"
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"insightId": "98751e31-5962-49d2-9ca3-15EXAMPLE5555"
"insightContent": "Important code complete task is now due. Consider
updating the status.",
"insightTitle": "Code complete task is due",
"createdAt": 2022-10-08T00:46:31.378493Z,
"calendarEvent":{
"startTime": {
"timeInUTC": 2023-10-08T10:00:00.000000Z,
"timeZone": "UTC"
.
"endTime": {
"timeInUTC": 2023-10-08T11:00:00.000000Z,
"timeZone": "UTC"

.
"eventUrl": "http://someapp.com/events/1234",
.
"resources": [
{
"appName": "SOME_TASK_APPLICATION",
"resourceTitle": "Code Complete task is due",
"resourceType": "TASK",
"resourceUrl": "http://someapp.com/task/1234",
"appIconUrl": "https://d3gdwnnn63ow7w.cloudfront.net/eup/123.svg"
}
]

]I

"nextToken": null

REHE R NBFRESRER

{8 AppFabric PutFeedback APl 4 , AE4A A RMNEEREZROE, B ERAEN b
ALbIhaE | URMEIR R4 E Insightld 2R Actionld EREI&E5FS (1 2 5, SFoElE ) WA,

B R
c id-ERXEREBEZYHNBBIF. ERELZ Insightld 2 Actionld,
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« feedbackFor - ERXEREEMNERER, AI8EM{E | ACTIONABLE_INSIGHT |
MEETING_INSIGHT | ACTION

- feedbackRating - ¢ 1% WEREEEFT 55, FTo ST,

(=] FEAR 1
- RAEER,

WMEFMEERR |, 382 PutFeedback,

curl --request POST \
--url "https://productivity.appfabric.<region>.amazonaws.com"\
"/feedback" \
--header "Authorization: Bearer <token>" \
--header "Content-Type: application/json" \
--data '{
"id": "1234-5678-9012",
"feedbackFor": "ACTIONABLE_INSIGHT"
"feedbackRating": 3

}I
MREBERD , AIRBESERERZ HTTP AXHK HTTP 201 EFE,
HBE 5. 555K AppFabric RGN ERER

LB BEEHEARER Ul LU A AppFabric BFEARIVARMEE , WKEE-FAENER. B
EERFERERE , XEE AppFabric EENRRERIIHMEAE 2R , BB EARRIER
Z AppFabric #1TEZMERFE . AppFabric BERABEZRAZIREBFEAEXNEN , LiHBREER
EARBAR, BRREAEREER , LEEEINFEREAERA.

B R ERE

B% E ¥ B4 ZE appfabric-appverification@amazon.com YW EREBFEWEARER , URKBEBRERE
Fo

EENEFBHPISTIFMEENR !
- &K AWS RS ID

- BEREIENERAEXSE
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- &8 AppClient ID
- BHIHIEER

SN, RATA , FRENATER , Ui EMAFEELIEFMEZE

- EEAETEIENAGENEHE
EEECUTEE:

® Note

MBLAE AWS IEF B AWS AEBERREE | FELNEFBATEREMN. G2
LBHE AE B R IER B,

BRI G
BEBREREF 2 , BXEFTETHIERYE :
- BAAFAERN AWS tRF |, BEfEH AppFabric iREEE D

A BEDHFETIEP —E GG -

. BHEBE EBAWS AEBM | 4 AWS Partner Network £ "TAWS 3EH, B, WEFHMAE
7, BB AWS SEBERESR.

- BNEBERE=FAEXCSE AppFabric R LEEZS 10, 000 E7T,

- ZHEAERXEYTE £ AWS Marketplace, MEFMER , FFS B AWS Marketplace,

EERIREERN

BEENERARERZ K BMASEBEETFEHCIE , B8 AppClient IREAK BF A
pending_verification verified,. MRZNWERARNXEZIER A LEEEETRERERER.

‘B2 AppFabric AR &£ E 1 AppClients

HE D The AWS AppFabric SHEEATEERR , AIRESBFIEE,
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BT LR AppFabric SUREAEE 7 AppClients , AR B 2 BB IREREFH EHRIEMMBEE,

HY 18 AppClient BYFE4HE A

£ /8 AppFabric GetAppClient API R¥EXR#IR AppClient FEFHAEF , 2FEMRZE AppClient AREE,
MEFMEA , F2BGetAppClient,

= EHS AppClient BWEFHIERA , BEADAEREER "appfabric:GetAppClient" IAM BUREFH, M
BRMER S WAZFIUANMIE AppClients B FEAEH.

A SRR

* appClientId - AppClient ID,

(o] FE A58 2

* appName - AppFabric FAEAORUENEEER LEOFEAERTNERARXERE,

« customerManagedKeyIdentifier (A ) - ARMEZERZEFZESL® (A KMS EXE)
B ARN, WRKIEE , BIEFEA AWS AppFabric ZE 18,

« description - BRI IR,

- redirectUrls - REZKSEREAEEREQE B URl, ZBHRZALIFHIE 5 1@ redirectUrls, 40
https://localhost:8080,

« starterUserEmails - AFEFRMNEAEE FE 4 , NBWER , EFRFBEARESAL,
BEAF—EEFEHbut, B0 anyuser@example. com,

« verificationStatus - AppClient BRFEAREE,
« pending_verification - AppClient B9k {/7E AppFabric #1T. B & AppClient 281 , RE

—EfERE (1 PiEEstarterUserEmails) ATLAERA AppClient,

« verified - AppFabric ERIIERBBRERF , RESTERFE AppClient,

« rejected - AppFabric 234 AppClient WERFEEF. AppFabric TEERFEF EFENE LK 5T
2, HibfE A& EEEA AppClient,

curl --request GET \
--header "Content-Type: application/json" \
--header "X-Amz-Content-Sha256: <sha256_payload>" \
--header "X-Amz-Security-Token: <security_token>" \
--header "X-Amz-Date: 20230922T172215Z" \
--header "Authorization: AWS4-HMAC-SHA256 ..." \
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--url https://appfabric.<region>.amazonaws.com/appclients/alb2c3d4-5678-90ab-cdef-
EXAMPLE11111

WMREMERTI , BIRFSER HTTP 200 EFE,

200 OK

"appClient": {
"appName": "Test App",
"arn": "arn:aws:appfabric:<region>:111122223333:appclient/alb2c3d4-5678-90ab-
cdef-EXAMPLE11111",
"customerManagedKeyArn": "arn:aws:kms:<region>:111122223333:key/<key>",
"description": "This is a test app",
"redirectUrls": [
"https://localhost:8080"
1,
"starterUserEmails": [
"anyuser@example.com"
1,
"verificationDetails": {
"verificationStatus": "pending_verification"

5|4 AppClients

£ AppFabric ListAppClients API #/EXR#13 AppClients HY/5E8 , AppFabric B8 £ 5 — &
AppClient AWS IRF ., SR EARREBE, MFEFMEN , 52 RListAppClients,

EE3H AppClients , BE D X EBEAR "appfabric:ListAppClients" IAM BURFFT, MNEEEAM
B , m2 R AT TSI E AppClients.

AR

- RBELERN,

(=] FEAR v

« appClientARN - @& AppClient ID #9 Amazon Resource Name (ARN), 5l , AppClient ID &
alb2c3d4-5678-90ab-cdef-EXAMPLE11111,
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« verificationStatus - AppClient BB & AREE,
« pending_verification - AppClient B9k {/7E AppFabric #1T. B & AppClient 281 , RE
—EfERE (1 PiEEstarterUserEmails) ATLAERA AppClient,
« verified - AppFabric EFIIERBRRESF , RESTERFE AppClient,

- rejected - AppFabric 23E48 AppClient HERFEREF. AppFabric ERBREFEFHE LK INT
28l , iR EEEER AppClient,

curl --request GET \
--header "Content-Type: application/json" \
--header "X-Amz-Content-Sha256: <sha256_payload>" \
--header "X-Amz-Security-Token: <security_token>" \
--header "X-Amz-Date: 20230922T172215Z" \
--header "Authorization: AWS4-HMAC-SHA256 ..." \
--url https://appfabric.<region>.amazonaws.com/appclients

WMEREERT , BIRFSER HTTP 200 EFE,

200 OK

"appClientList": [

{
"appClientArn": "arn:aws:appfabric:<region>:111122223333:appclient/

alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"verificationStatus": "pending_verification"

}

E# AppClient

£ A AppFabric UpdateAppClient APl R{EREFMRE = AppClient B redirectUrls, MMREEESE
FEE A H MBS E | H70 AppName, starterUserEmails SREM S & | E4EMIBR AppClient M2 37 5 #Y
B8, WHEFMENR , F2FAUpdateAppClient,

EEEH AppClient , IBE D WABHER "appfabric:UpdateAppClient” IAM BUREFA], MZEFE
B, F2EAAHFEIELER AppClients,

AR

&1 AppClients 153



AWS AppFabric EEER

appClientId ( &E ) - BEEF redirectUrls B9 AppClient ID,
redirectUrls ( %E ) -redirectUrls WEFTEE., SRS ALUFTE 5 {8 redirectUrls,

(S 458

appName - AppFabric EAEZEAORENEEER L¥AFERAEERNEREXERE,

customerManagedKeyIdentifier (EMA ) - ARNMBERCZEFZE SR (HKMS EX)
) ARN, WRAKIEE , BIEEA AWS AppFabric 2E£i8,

description - EAREXNHHEIR,
redirectUrls - REREHEREAZEEHEQE M URI, a0 https://localhost: 8080,

starterUserEmails - AFFFENFERES FE it , SUIBBCER , EZIRBEAERXAL,
EAF—BEFEHibat, HII0 anyuser@example. com,

verificationStatus - AppClient B iRAE,

« pending_verification - AppClient K587 {17£ AppFabric ¥1T. & AppClient 281 , RE
—EfEAE (£ FiEEstarterUserEmails) AT EAEA AppClient,

 verified - AppFabric EXIIEHRERERRS , BT 2 TERF AppClient,

- rejected - AppFabric 23E# AppClient FIERFEEF. AppFabric ERBEFEFEB LK IIT
B2 Al , R & EEEA AppClient.

curl --request PATCH \

--header "Content-Type: application/json" \

--header "X-Amz-Content-Sha256: <sha256_payload>" \

--header "X-Amz-Security-Token: <security_ token>" \

--header "X-Amz-Date: 20230922T172215Z" \

--header "Authorization: AWS4-HMAC-SHA256 ..." \

--url https://appfabric.<region>.amazonaws.com/appclients/alb2c3d4-5678-90ab-cdef-
EXAMPLE11111 \

--data '{

"redirectUrls": ["https://localhost:8081"]

WREMERTD , RIBRISE R HTTP 200 =&,

200 0K

{
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"appClient": {
"appName": "Test App",
"arn": "arn:aws:appfabric:<region>:111122223333:appclient/alb2c3d4-5678-90ab-
cdef-EXAMPLE11111",
"customerManagedKeyArn": "arn:aws:kms:<region>:111122223333:key/<key>",
"description": "This is a test app",
"redirectUrls": [
"https://localhost:8081"
1,
"starterUserEmails": [
"anyuser@example.com"
1,
"verificationDetails": {
"verificationStatus": "pending_verification"

fiB& AppClient

£ F AppFabric DeleteAppClient APl IR{EMIBRETBEENET AppClients, MFFHFMER , 7B
2 @DeleteAppClients

= EMBR AppClient , IEE D4 EHEH IAM "appfabric:DeleteAppClient" BRFFAl, MFEFEM
B, BB A EEUAMER AppClients.

7R SR A

« appClientId - AppClient ID,

(=] FEA 1
- RAEER,

curl --request DELETE \
--header "Content-Type: application/json" \
--header "X-Amz-Content-Sha256: <sha256_payload>" \
--header "X-Amz-Security-Token: <security_token>" \
--header "X-Amz-Date: 20230922T172215Z" \
--header "Authorization: AWS4-HMAC-SHA256 ..." \
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--url https://appfabric.<region>.amazonaws.com/appclients/alb2c3d4-5678-90ab-cdef-
EXAMPLE11111

MREERD , AIRBEEEEFZ HTTP £/ HTTP 204 @,
ENMBRESRERENTR

AppClient AR ERAEZMENER AT U EIHKGENREE, BOUER EH API #E grant_type R
mﬁkﬁthﬂfrefresh token, & grant_type B B , i$EErefresh_tokenEFEAK MAFH API
B fEWY —F 7 authorization_code, FEFBHIREA 12 /N, EENWEMEIE AP, B4R E
£ 1AM "appfabrlc Token" BUREFT, MEFMEN , FSEER R AFFFEIELEFH AppClients,

7R SR A

« refresh_token (&4E) - ¥/ tokenzd R EI N EFEEFH,
« app_client_id (&E) - & BI# AppClient &R ID AWS tkF,
« grant_type (XE) - EXHER refresh_token,

(o] FE 458

- expires_in- FRIBHBIZ A, FBFRBHKEA 12 ),
« refresh_token - ¥ / BBFERKBIN EMEEER,
* token - ¥R / EBFER KB ER,

« token_type - fEA Bearer,

 appfabric_user_id - AppFabric £/ # ID, EXRE&HEA authorization_codeR FHEAE
HEEREE,

curl --location \
"https://appfabric.<region>.amazonaws.com/oauth2/token" \
--header "Content-Type: application/json" \
--header "X-Amz-Content-Sha256: <sha256_payload>" \
--header "X-Amz-Security-Token: <security_token>" \
--header "X-Amz-Date: 20230922T172215Z" \
--header "Authorization: AWS4-HMAC-SHA256 ..." \
--data "{
\"refresh_token\": \"<refresh_token>",
\"app_client_id\": \"alb2c3d4-5678-90ab-cdef-EXAMPLE11111\",
\"grant_type\": \"refresh_token\"
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}Il

WMREMERTI , BIRFSER HTTP 200 EFE,

200 OK

{
"expires_in": 43200,
"token": "apkaeibaerjr2example",
"token_type": "Bearer",
"appfabric_user_id" : "${UserID}"

M E S B AppFabric #1189 AppClients LA & 4 E h AppFabric
H£E DK The AWS AppFabric THEEERRFAEMRE , AIREEEAMBE,

ZREiFREA AppFabric £E DM E REEFR M FEEHE#7
AEBRFWERAER

£/ AppFabric R4 EIHWERBRXBERAS  ERNRREAERBHIIEZH , 8K
BRMEREF. MEEARIHERARRE RECREEFZARISEFACRE. EX
RstarterUserEmailsi&fE 3 AppClient BEFERKN &AL,
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Application unverified by AWS AppFabric
RandoSoft

Allew AWS AppFabric to send data to an unverified app
RandoSoft ks requesting to access your data, RandoSoft has not been verified by
AWS AppFabric and might not be who they clalm they are.

You should not authorize this app unless you trust the developer of this app.
Allowing wnverified apps might put your data at risk

Continue Exit

CreateAppClient #&Hi%
ServiceQuotaExceededException

MREEE AppClient FFUIEI T SIFIAARD , "RTREEBBEE ATEILM AppClients & AWS 1R
Fo. BR#lA 1, HTTP AREERS : 402

ServiceQuotaExceededException / SERVICE_QUOTA_EXCEEDED

You have exceeded the number of AppClients that can be created per AWS Account. The
limit is 1.

HTTP Status Code: 402

GetAppClient $5553
ResourceNotFoundException

R BRIEENTE AppClient BYFEME AR EI T ZIBISARR | FEREE & B8 A IEFERY AppClient 58 B £F o
L ERER R R T EIEER AppClient,

s

ResourceNotFoundException / APP_CLIENT_NOT_FOUND
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The specified AppClient is not found. Ensure you’ve entered the correct AppClient
identifier.
HTTP Status Code: 404

DeleteAppClient #H&2
ConflictException

MRIEFEMIBR AppClient BRI T HIBISMRR , KRS —ERBRBRETETH. FHFIETK , AR
B#El—IR. HTTP #RAEEH : 409

ConflictException
Another delete request is in progress. Wait until it completes then try again.
HTTP Status Code: 409

ResourceNotFoundException

%:’n'lﬂ

wmn RIETEMIBR AppClient B EI T ZIGI AAAR R |
KT EI$EER AppClient,

EEELCH A RN AppClient BB, LEEERT

ResourceNotFoundException / APP_CLIENT_NOT_FOUND

The specified AppClient is not found. Ensure you’ve entered the correct AppClient
identifier.

HTTP Status Code: 404

UpdateAppClient $E53
ResourceNotFoundException

R IBIEEH AppClient B EI T HIBIAAMR |, BREELE S A EHR AppClient EBIRF. LLEEERRT
KT EI#EER AppClients

ResourceNotFoundException / APP_CLIENT_NOT_FOUND

The specified AppClient is not found. Ensure you’ve entered the correct AppClient
identifier.

HTTP Status Code: 404

Authorize $535
ValidationException

WMREM API 2EBFE AP RIEFERNREGRGE |, EAIBEFREITHIHISMRR
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ValidationException
HTTP Status Code: 400

JRE 1 : RIEE AppClient ID B

ARS8 rhapp_client_id#t4 . MREKEIL AppClient , 5523 AppClient , SiFERZREW
AppClientapp_client_id , REBEHE—IK. BEZ K AppClient ID , FEEA ListAppClient API ##
(=

RHA 2 : E AppFabric B2 ZHIEEF S ELBE

Message: AppFabric couldn't access the customer managed key configured for AppClient.

AppFabric BRIEZENEFZESR TR ARRIREEMEBE., REEENERESTFE ,
AR AppFabric BEEEWEZEEEFT,

FRH 3 : EHENEFHERE URL EX

Message: Redirect url invalid

RRFERPWEREE URL ER. CAAFABERIRNELR AppClient BIE R Hh —EAEHEH
URLs, ZEEMBAFHNERNEM URLs BE , BB GetAppClient API 4k,

Token #5552
TokenException

BT Re e R AL R E U E T BB T

TokenException
HTTP Status Code: 400

REE1: EEEREFEHE

Message: Invalid Email used

BREFERANE B4 BEE T AppClient A starterUserEmails BH 5 HANE 74tk
M. MREFEHATHEEY , FEFAERNEFB4tu  ARBH R, EERRFEANETH
## , F5fERA GetAppClient API &1k,
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FRE 2 : RIEEFREF , Grant_type B refresh_token,

Message: refresh_token must be non-null for Refresh Token Grant-type

BRPEENENEEZHFR nul REH, EFF AP U EIEHIEFErefresh_tokenEH#EH
o

ThrottlingException

R API Y RE IR SR EIE ARV ECER | RATRRE IR T BB SGIR T

ThrottlingException
HTTP Status Code: 429

ListActionableInsights. ListMeetingInsights#l PutFeedbacki&i&2
ValidationException

WMRE] AP 2BARFE APl B EERRRBIGRME , BT e WREI T FIBISAMR R

ValidationException
HTTP Status Code: 400

ThrottlingException

R API R WP IR SR EIE RV ECER | R ATRRE IR T HI B SRR

(e

ThrottlingException
HTTP Status Code: 429

B#A{EM AppFabric AR EABEREEESN (RE)

£ E D The AWS AppFabric SHEERRTEEREE | AIEESBFIEE,

AEEARAEE enable AWS AppFabric RE4EN (BE ) UREHEBEENMIERERR

) SaaS EABRARKRERAE, BHKREBTIZRREEENERAREN , WIRHE AppFabric 2R EFE
AERXER  YHBERFEFNEARATREE (FIUNEEXEFB4RLHSRE ) . BULLERE
FERARER , Hla0 Asana, Atlassian Jira Suite, Google Workspace, Microsoft 365, Miro, Slack,
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Smartsheet®, TEZ&RE AppFabric FEUEH AR % , AppFabric BEZRIFWERAENPEREEH
BEREARSEENEE  HEEEERRMTE , YRFEZE N IERED,

AppFabric B4 ZE D EAERA Amazon Bedrock H T 4K Al. AppFabric R &1 W EIBAHEEF A &
EERARNEE, SRESEAENEAZEXRETSRFFEANARE. AppFabric TEFEREZHNERR
JRIAEAREERRNERABRESHEE, NEFMEEN , 528 Amazon Bedrock FAQs.

&

o SERIRM

- B8 1. B A AppFabric

- FR2. AERAEXETRER

- SR 3, ERLNERAEXUEELRRENEE

- R4 AREEHNERAERTER R HTEEARNEE

- EEY AppFabric WEFE, ARE ITNZ2EEENEES (BE) Y
&%} AppFabric PR FAERBRETHREDE  URSEED

TORIRME
Pt AT, BRELETHIES

« & A AppFabric WEAER : ZERAFER AppFabric REEED , BEETHHP —EHEEFN
BEBEABRAER (HEHAEBBAZHEE ) : Asana. Microsoft 365, Google Workspaces,, Slacko
& A AppFabric A # B ER P& &8 B BRUE AppFabric AREEE NS EEARINERE, &
A, BuEEERARXUBEREERR,

- EREARANEAEY  BEARXIRNBEISRBEEERNEARXEL., BREEREN
BEEAER K SKEERABE (EHEZSBNER ) . XENEAEXZHE Asana, Atlassian
Jira Suite, Google Workspace, Microsoft 365, Slack, Miro®] Smartsheet,

B 1. & A AppFabric

ERBENERE AppFabric, ABEZEREFNVERAEXPREAEENABTIEER.

1. BEERAERIXHFLSIUTRENSXER AppFabric HE?ET—J'EEEJJ BECHEEEENEARESR
Eﬁo At , BEEAEXHBESETRNEAR , SLBLZELT AppFabric RE4ENEE.,. BEEE
RERFHWERBEAZR , SARBA AppFabric , j]‘_ﬁ'ﬁh/?"‘ﬁ)&o BRETE PRUA AppFabric BV E1E
EREXHSIELER,
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3.

[7]
14

Supercharge your productivity with AWS
AppFabric
Sign in to get started

Connect your favorite applications in a few clicks and begin prioritizing your workday
faster using generative artificial intelligence (A1),

AWS AppFabric generates cross-app insights and next best actions based on your data.
You can see insights and execute cross-app actions from within your preferred appis).

FERAHEP—EHREFNEAEREA  Asana, Microsoft 365, Google Workspace=k Slacko. %
TESRERR K ERERRA AppFabric WEEEAERXEAMERNEESZ A, fl, MR
&7E App1 Hi1E1F Google Workspace BEAER , RPIEZRETE App2 Google Workspace Hi&

B L URBRELEZEENEAREE X, IREERATRANEERZA , ITEEMREER
EREANER.

@?) AWS AppFabric

Sign in with your corporate ID
SLACK
MICROSOFT
GOOGLE

ASANA

WRERRETR , FBWALHNEARR , LRI RAMHEEBHE A AppFabric.
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3 slack

Signin to Slack

We'll get you back to the app in just a minute.

‘ G Sign in with Google |

l & Sign in with Apple |
OR
‘ }ml.’u"::".'.‘c)rk email.com |
¥ We'll email you a magic code for a password-free
sign in. Or you can sign in manually instead.
P &Terms Conl @ © w

Sign in to AWS AppFabric with Slack

=

Select a Slack account or workspace

Andrew
email.address@acme.com L
4 acmewidgetsglobal slack.com

Your account details will be used to:

Establish a verified connection between an existing AWS

& AppFabric account and Slack.

Q Help you create a new AWS AppFabric account, if you don't
already have cne.

Unlock AWS AppFabric features in Slack, like configurable

natifications, rich link previews, and quick actions.

Cancel Accept and Continue

SR2 AEEARRETRR

B A% , AppFabric BB REIEZEH , HRBERE AFF AppFabric ERUA AppFabric AIRSEE LK
FRAEAREREEBARIUIRMNEE, i, BREE RFF AppFabric ERK AR Google Workspace®E
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FTEHENTEBREH , YEHEHBERTE PAsana. BREEESERAE AppFabric WEBARER T ILLE
Eiﬁ_;io

lr,-—q_\ Learm more

Display insights in [App Name]?

Once you connect your applications, we need permission to display your insights, artifacts, and recommended
actions within [App Name).

By clicking “Allow”, you are instructing AWS AppFabric to transmit the insights and recommended actions generated by AWS AppFabric, as
well as relevant artifacts and content from the applications you have chosen to connect, to the application that you used to sign in. That
application will display the insights, recommended actions, and relevant artifacts and content. AWS AppFabric will continue to send the
insights, recommended actions, and relevant artifacts and content to that application, until you disable or disconnect AWS AppFabric for
productivity. Learn more about how AWS AppFabric handles your data

SR 3, BRENEARIUEERRMNEE

EREZEES , REEHEBE Connect BARKNEE , SUNERHEE, THERREFTER
BRARELBEARIARABENENERARR. EASBERT , EABALRHEASS 148
A EE RSB AN SR AR,

HREEREAER K FRELEANTAERARZEXZAEREZE.

HER 3, BEENWERBERUELFRMEE 165
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BRI

Connect applications

Please connect any applications that you use, Connected agps provide the source of infarmation AppFaliic uses to generate Insights and acticns that superchange your productivity,

Application

=
5

@

-

Smartsheet

Slack

Google Warkspace

AZana

Atlassian Jira suite

Mirg

Microsoft 565

Status

) Not connected

2 Not connected

2 Mot connected

) Mot connected

&) Not connected

) Not connected

2 Not connected

Learn miore

Wihen you click “Connect”, you are instructing AWS AppFabric to access your information (e.g. messages, files, calendar invites, colleagues, professional information, and other infermation) from that

application and ingest it Once AWS AppFabric imgests that information, it will use it to create insights and recommendations that will be surfaced 1o you within the application that you've used to sign
in. AWS AppFabric will continue 1o process your Infarmation and create insights in this manner, until you disconnect the Application and AWS AppFabaic. Learn more about how AWS AppFabrie handles
your data,

LEERMEARINZIANBRE , Y AFF AppFabric FFEUER & R LUE £ 57 R 5E K B

HER 3, &

BENEREXUEERRMEE
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Signed I
[ ] @ AWS AppFabric is requesting permistion 1o access the fabric-...
= | | | |
4= slack O3 Acme widgets
Learn mare

Connect applications

Please connect amy applications that you use. Connécted §

Application
[Z] smartsheet
b Slack

Google Workspace

@

ss Asana
Arlassian Jira suite
M miro

BY Microsoft 365

When you dlick "Connect”, you are instructing AWS AppFabric
application and Ingest it. Once AWS AppFabric ngests that int
In. AWS AppFabric will continue 1o process your information a
yaur data

@-

AWS AppFabric is requesting permission to
access the Acme Widgets Slack workspace

What will AWS AppFabric be able to view?

Content and info about you k
Content and info about channels & conversations *
Content and info about your workspaoe *

S .

nd actions that supercharge your produdtivity.

r
IHHHAUA'
GEGE CEGE

+ professional Information, and other information) from that
irfaced to you within the application that you've used 1o sign
WS AppFabric. Learn more about how AWS AppFabric handles

REZEEAERR  ZERAEANMRERZE "RER, BELR "CER, . RE

£RRNBENSEERAEXTRILRES R,

BEEARAR  BEARXTEXKEE

MARBER E LR R,

REVEAREIRES !

BEERERARE

. BEBEEHEMEZERAER, RAEKMERRTRERM

E#R - AppFabric EERE , EEEERARALEREXANENELERR.

« RE#R - AppFabric TEFEALERAEATNENELERR, SRR URKELERR.

s RELH, BFENER, - B CEAESTRERERELAY, MREBETHESR  FEHAFEH
Connect IR EFEEEAER,

HER 3, BERENERARXNUELRRMEE 167
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EEEmE

Connect applications

o Asana
& atlassian Jira suite
m Mo

B Microsoft 365

data.

(& Authorization falled

{(2) Mot connected

(2 Mot connected

S Hot connected

Please reconnect.

Please connect any applications that you use. Connected apps provide the sounce of infermation AppFabric uses to generate insights and actions that supercharge your productivity.

Application v Status - Action
smartsheet (@ Connected
S Slack (2 Connected Dlsconne ot
5 Google Workspace &) Connected Disconne ot

When you click "Connect”, you are Instructing AWS AppFabric to access your information (e.g., messages, files, calendar Invites, colleagues, professional information, and other infarmation) from that
application and Ingest it. Once AWS AppFabric ingests that information, it will wse it to create insights and recommendations that will be surfaced to you within the application that you've used to sign in.
AWS AppFabric will continue 1o Process your INformation and create insights in this manner, until you diSconnect the ApplicAtion and AWS AppFabAC. Learn more about how AWS AppFabric handles your

RECTEK , BRLURE S

FADREELSEONER , AEBRERNEAERN. MR

HEMAEN, TRFEEEVEE NS RERERE

WERAEXFEIRER.,
BIEFEHEREERES | AppFabric 4

HEAZERARANER  SIREFERNUELEFTNER, MREEEEZHEFIEMEREAERX
Alg® 7 RNEBDMRPENERERAEANER.

TRA4 FAREENERAEXFERRREHNTERRAEXEME

1 FEFATEIEE AppFabric E#R#%E , ZEEANTFIEENER YA EEREAREFNERARIHITE
EREXEE. T2 SEEAEXTRIBUIIGE , YEAET2EUARERREN R A SRIZE/MA L
AppFabric B4 ZE HIheE.

BEAZIUIR
AppFabric for productivity 2t REHHER -

« AI{TRYER : AppFabric 87 iTEREBARXFEFEMA. TEEEMH. EBRNABFNESR , XL
EEEERR , UELHEBLIEF. ki, AppFabric TREBELEZRNEE ( flNEIXE 7
. ESBRNELER ) A LUNERBERENEAEXNPEBRENNTELEE. SlU, &9
RERIER , FHEERETFEH , YEST —ABFERZHEETFNEH,

SR 4. BREENEARNHETRRLATERRAEXEE 168
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- SREMRE . WIHERT BRSBTS BMIFRIEEM. AppFabric 0 HTEAKRTHNE
2, WELAWRERENNERRE. It/ ceRRERERAENNAEBEKA ( fIMEFE4+,
ABMNER )  ERMRNEERULERESE A MEFTERARAZBIBRUASEAR,

BrEAEXEE

HRELRR , AppFabric i TR S EL BN EE , fINEEXEFHH. RSBIEIER. E
4 BIERF , AppFabric TREERIBPEREARANABTNATRALEANEERL, 20 , AppFabric
TRERBAIRELEZBNETFBAORIEREHE, ELE-TEBRNBFR K RRE8EEM
AppFabric BEMNERENE , BTN EEHRERLEANAT , RARBUTEBHE. AppFabric TF
ERAEEAEREMTHANTER THTEE , RAEAR Al MERARESEE (LLM) ATEE R
HERLIE.

® Note

BB EEHmENTESE AppFabric LLM &, AppFabric AREH LLM SN E#EMSHmE,
yu$n¥%ﬂiﬁnﬂ nﬁ E2 BﬁAWS E%ﬂ:‘ﬂ’] Al JBI%

B E T B4 (Google Workspace, Microsoft 365)

AppFabric IR R REFVERAEIAGENELAETEN, RAXEERETHHHEMN , SFFH
., WA, BIFER, EFBHEETNEFHHRXHALE. AppFabric JREEEEERMNPEE
WE , U ERETSRERNER, TRREE FHBER  FEEEAUEEEFBH,

BEETBHRBREET MM

\\

DPEEHP—ERHFAZEFEH (WHA. CCHBCC), MAKARBMRNE FEMHithut,
ITAARRAL

- 2
x

m
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AWS AppFabric Action

& Send Email

rose@acme com,brad@acme.com

BCC

ruth@acme.com

Subject line
Follow up on the pricing program

Message

Flease follow up on the pricing program offline and let me know if you have any

BEETEHMHR K LFEIE %EB#FE{SJL_E’JEEMO A, EEREENERAEXFEIREAE T
HEER, SAUERALERFRESEZRARN K YRIBEFB4EEE

AWS AppFabric Action

& Send Email

[ @ Email sent ]

POEMIE@aCTE.com

cc
rose@acme.com,brad@acme.com

BcC

ruth@acme.com

Subject line

Follow wp on the pricing program

Message
Please follow up on the pricing program offline and Let me know if you have any questions.

B ITEEZEMH (Google Workspace, Microsoft 365)

AppFabric ATRERRHEFNEREARNRENZLTEESHN . RAXEENTEESHRNL , 2FE
HEE, VB, Ra/EREBNBEY, XBEFENSEHFMEER. AppFabric ATRESEELM
EERR , LB EMETKERNEE, RETEESHTAR  FREBMLURIENF,

BYITEREARFEET IR
- BE. BRR. HRAEDRMA.
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FRIREEN B HTEREREREEN B H,
BEMMLRERN , BMREH , AFEERNEFEFibit.

AWS AppFabric Action

5 Create Calendar Event

Title

Review Pricing Program revisions with Alex

Location - aptional

Starts

09:00 M v 2023/11/27 C‘_J}
Ends

10:00 M v 2023/11/27 C‘_J}
Inwite - optional

com,

Description

Hey friends,

Let's review the pricing program with Ales,

Thanis,

ccccc ..

BETEERSEHER , CEBIEHCEMAVHES, 1A,

R &

PN =

EiEENEBARXPEIRAEHNE

fd. BUERALERRESEZRAREN , YHRASHEEUL.

AWS AppFabric Action
& Create Calendar Event

[ &) Event created ]

Title
Review Pricing Program revisions with Alex

When
November 27, 2023 09:00 AM - 10:00 AM (America/Los_Angeles)

Invite

Com, Com
Deseription
Huy friends, Lat's review the pricing program with Alex. Thanks,Ruth Sent from my iPhane

Google Calendar 5

el

BT (Asana)

AppFabric AIZE & AsanaERIFVERAERY , £ PRENELEE. RMXBEERETERLY , FlwE
BE\. EXEEE. JPANERE R, AppFabric TEEEHELEHMUTELEARR , UHBEHEER
MEBRNEE. TREETKR  FEERIUBIEE. TEREEANAsanaLEESERIER

REEST | 0 LLM FREESS,
By AsanaFEEE T 5

SR A RRECHERABRATER AR YN TERAREXEE

171



AWS AppFabric

EEEmE

« BENHRB

- MREBH , FERELSARBRNEFEFibit.

AWS AppFabric Action

<o Create Task

uuuuuuuuuu

BYEKE A LS2EINEHCHE PEYMNEF Asana, A BEEIE P R\EEHNEZAsana.
BUNERALEFREEEZEAEN , UREEBEECRY , IREBEEENAsanaTEERE

RHEHK

AWS AppFabric Action
s Create Task

[@ aaaaaaaa ed ]

Title
Meet with Finance about Acme pricing

Assignue

John Doe

Due Date

2023-11-27

Deseription

Wa need to meet with Finance to finalize Acme pricing which ks eritical for launching cur
.....

B EFH (Smartsheet)

AppFabric Al ZE#&SmartsheetERFHERRENF , £ PRENEILTK, RMUZEENEBEEA ,
BT LR, TKEESE. Y BRI R, AppFabric ATREEEELERMUTELERNS , UHBIE
MEBRIEBNEE, TRRETKEER K FBREEINUEINTHE., ¥ SmartsheettE# , AppFabric #%
BYHHFAESmartsheet TR |, WIEAFAEILNERE, ERA T IHBILUERILE A AppFabric

EENBEEREE—NE,
B SmartsheetEEEE T FIHIL

- REMBERBA

SR A RRECHERABRATER AR YN TERAREXEE
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EEEmE

- MREHR  WERESCARBRNEFEFibit.

AWS AppFabric Action

[Z] Create Task

Title

Meet with Finance about Acme pricing

Assignees - optianal

alex@acme.com

Due Date - optional

2023/11/27 C‘_a-‘j
Description

We need to meet with Finance to finalize Acme pricing which is critical for launching
OUF service.

BAUAEKE K LEFINEEEE REIWHESISmartsheet, It |

LERIE PRETBNER

Smartsheet, RO LAFERALEFREEEZTEARER , LERI M Smartsheet THEXRF BT, FI
BARRHISmartsheet T A KEA B TEXR P, MR THERCMER , AppFabric AR I FHH TIEX,

AWS AppFabric Action
[ create Task

e
| & Task created

Title
Meet with Finance about Acme pricing

Assignees

alex@acme.com

Due Date

2023-11-27

Diescription

W need to maeet with Finance to finalize Acme pricing which ks critical for Launching cur
service,

rartshest [4

Close
R

EE¥ AppFabric WEFEH , LS IT NMEZLEEBENEED (TAE ) EE

£ E DK The AWS AppFabric HEERRFAERE , IRe BB E,

AppFabric for productivity & A Q&5 Al 2 8 AppFabric BEUEBHEE D (FEE ) IhEEM
SaaS ERARXEFEAELHER. NMREZREEEBEEMANELEERN Al THEENFEEN IT 2

g, FEBUTER:

EEFHUE
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- REFSRERME (1dP) BA : BALIEBS S REFHHT AT, LG EREHER Al 8
ORI

- FRBEERARRAMN OAuth : £/ OAuth REET RS, LBERFHIEERERRE OAuth &5
RENEARNERELANITERE,

$r¥ AppFabric FHIRRFEAERRETHEDZE , UIBREEED
4 E I The AWS AppFabric 1B ERTEEMEE | WEEREMEE,

AEAFREA AppFabric £ EHWWE REERMERBEE
AEpENEAEN

£/ AppFabric REEEIWEARR , TOSEKREHERBEDEZN , SERBEREREF, R
BIEEFHE A AppFabric BRIl "TARERFE, EiE , ERTERAEN R AREE AppFabric BERF , XA
BRIEARXHERAEN S NEARISMEANERYE, MEEAERERBARRE K REER
REFERRIEEERCRE.

ERAARERIENEAREF M. NRETHERAEARBAS , EUTUAFIEARNEI CRE
RRER B

Application unverified by AWS AppFabric
[App Name]

A Allow AWS AppFabric to send data to an unverified app
[App Hame] is requesting to access your data. [App Name] has not been verified by AWS AppFabric and might not be who

BAERR, FEA R, AAEHEE S (InternalServerException)

E AppFabric A& A OMRERARAMER, FIARRREIMMBEES EEARENNPENEZERE
A, BARERIILLALE. FHEBHA,

SREHERR 174
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[ & Something went wrong. Please try It again or check with your Admin, ]

Connect applications

Please connect any applications that you use. Connected apps provide the source of information AppFabric uses to generate insights and actions that supercharge your productivity.

Application v Status - Action

[ smartsheet @ Connected
4% slaek (@) Connected
5 Google Workspace @ Connected
o Asana 2 Not connected Connect [
£ Atlassian Jira suite ) ot connected Connect [
W o E) Hot connected Connect [
B® Microsoft 365 E) Not connected Connect [

‘When you click “Connect™, you are Instructing AWS AppFabric to access your infermation (e.9. messages, files, calendar Invites, colleagues, professional information, and other Infermation) from that
application and Ingest It. Once AWS AppFabric Ingests that information, it will use it to create Insights and recommendations that will be surfaced to you within the application that you've used to sign in.
AWS AppFabric will continue to process your information and create insights in this manner, until you disconnect the application and AWS AppFabric. Learn more about how AWS AppFabric handles your

data.

MRBERFAE , HFEREDNEL. FHEERES (ThrottlingException)

E AppFabric FAEAOBUERREEMEEY HERAERXRPEEZERAENR , ek
WHAE, BHEERBEH.
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EEEmE

[ (& The request was dended due to request throttling. Please try it again in some time.

G

L
L

data.

Connect applications

Application

Smartsheet

Slack

Goagle Workspace

ALAND

Atlassian Jira suite

Mirg

Microsoft 365

Status

@ Connected

{2 Connected

& Connected

{2) Not connected

{5) Not connected

© Mot connected

{2 Hot connected

Please connect any applications that you use, Connected apps provide the source of iInformation AppFabiric uses to generate insights and actions that supercharge your productivity.

Action

Disconnect

1000000

When you click “"Connect”, you are instructing AWS AppFabric to acoess your Information (e.g., messages, files, calendar Invites, colleagues, professional Information, and other Infarmation) from that
application and Ingest it. nce AWS AppFabric ingests that information, it will use it to create insights and recommendations that will be surfaced to you within the application that you've used to sign In.
AW'S AppFabric will continue to process your Information and create insights in this manner, until you disconnect the application and AWS AppFabeic. Learn mare about how AWS AppFabric handles your

IR REE R AppFabric.

BB A AppFabric (AccessDeniedException)

& AppFabric A& A OMRERAFEEENFARIMEES EEARENNPENEZERARERRE

B e B R ., BIXRE A AppFabric.

SRR
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EEEmE

[ (& You are not authorized to use AppFabric. Please check with your IT Admin,

data.

Connect applications

Application

[Z] smartsheet

ab slack

& Goagle Workipace
oa Asana

€ Atlassian dira suite
m mir

BT Microsoft 565

v Status -

&) Connected

(& Connected

&) Connected

) Not connected

(=) Not connected

2 Mot connected

E} Mot connected

Please connect any applications that you use, Connected apps provide the source of information AppFabric uses to generate insights and actions that supercharge your productivity.

Action

When you click “Connedt”, you ane Instructing AWS AppFabric to access your Information (e.g., messages, files, calendar Invites, colleagues, professional informatien, and other Information) from that
applicathon and Ingest it. Gnoe AWS AppFabric ingests that informatioen, it will use it to create insights and recommendations that will be surfaced to you within the application that you've used to sign in
AWS AppFabric will continue to process your Information and create insights in this manner, until you disconnect the application and AWS AppFabiric. Learn mare abaut how AWS AppFabric handles your

4 7 APIs#Y AppFabric ( BE )

4 E S The AWS AppFabric ZHREEERFEEARRE | ZEMEE,

RERLRAL API BR1E. ERBENERE

@ Note

ES-]

WZEFTAE H i AppFabric APIsiE2:

853 | B the AWS AppFabric £ & HIhgE,

B AWS AppFabric APl 2%,

RE4EE HH AppFabric APl EifE ( FEE )

RE4EEHH AppFabric API ERIER (EE)

REEE DN AppFabric ¥R API 852 (78E)

Y E I APIsHY AppFabric
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AWS AppFabric EEER

RS EE DK AppFabric APl EiE ( TEE )

4+ ENH The AWS AppFabric HEERERRTEEAEE , TEEEEFEE,

AppFabric WAEE D EEXZE T 5B,

WMFFRE Atk AppFabric API BifE , 55288 AWS AppFabric API EjfF,

» CreateAppClient

* DeleteAppClient

» GetAppClient
» ListActionablelnsights

» ListAppClients

» ListMeetinglnsights
» PutFeedback

- B

» UpdateAppClient

e

4 E N The AWS AppFabric HREERRTEEAEE |, WEESEFIEE,

1 AppClients

hY

x

i

b=
Tt
Vaid

KX

AKX
AAREZHRA JSON BN TIEHR.
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https://docs.aws.amazon.com/appfabric/latest/api/API_Operations.html
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EEEmE

28

app_client_id

redirect_uri

state

CreateAppClient

Description

EZ R AppClient ID,
RERERIERERAEENEQE B URI,
P AR RE R B [0 I 2 AR RERY I — 1B

4 E N The AWS AppFabric HEEERRTEEAEE |, WEESEFIEE,

37 AppClient,

i

F

=]111}

[o]
at
dl
it

FARAX

il 3
F
et

A REZERA JSON AR THER,

clientToken

Description
FERAEXNEE,

WA FH

RERS  RETRB 1, REERA 255,
MR 2

EESRENE—, B2 X NBHEBRN , MBAFRNES
., EAREREHERBR  MAGRINBRIATHEENR
F. BHERNESERHEN REFWY  tERZEAMEHMES
BEEMEENE, RMEREER UUID BENE,

B
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https://wikipedia.org/wiki/Universally_unique_identifier
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28 Description
MREAREHRLE , Bl E/EAWS EEREHE,

MREFEAHEBN EREECLientToken |, BEFEATENS
2 BAEFRSAMYE RIdempotentParameterMismatch
8RR,

B|A . R

B : [a-f0-9]1{8}-[a-f0-9]{4}-[a-f0-9]1{4}-
[a-f0-9]{4}-[a-f0-9]{12}

PNE B

customerManagedKeyldentifie H BFZE£#® ELEM ARN AWS Key Management Service,
r SWARMEES,

MRREESR , AIEAWS XRESR £/ . EERGERZE
BRIEROVBREH RS,

WMEAWS HEEN IR IEFZETRNFHEEN , 728 (
AWS Key Management Service BIZ A B1EF) R EF S H
AWS £i8.

B/ PR
RERH : RETREA 1. RELRA 1011,

3 :arn: . +$ | [a-f0-9]1{8}-[a-f0-9]1{4}-[a-
f0-9]1{4}-[a-f0-9]{4}-[a-f0-9]{12}

BVE B
description FEREZXNRA,

A . FEH

MR Z
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AWS AppFabric EEER

28 Description
iconUrl AppClient Bl REEZEFHR URL.,
¥R F&
MBE B
redirectUrls BREAKSKEREEFREBE B URl, BHRZTLUHE S5 @

redirectUrls, f5l#0 https://localhost:8080
BH . FRE5

SRS : HEMTRA 1, HEHLERAS,
RERS : RETRA 1. RELERA 2048,

B (http|https):\/\/[-a-zA-Z0-9_: .\/1+
U

starterUserEmails AFEIRUZERE RN ERENAMRE FE 4t | B
AppClient B A 1k,

¥H  FHED
ESIKE : BIEEREBEA 1.
RERS : RETRA 0, REERS 320,

B [a-zA-Z0-9. 1#$%&’ *+/=?~_"{|}~-]1+e[a-
zZA-Z0-9-1+(?:\.[a-zA-Z0-9-]+)*

VE B
tags EERGERCEBIEBRNVEEHME,

]A . EBWHED
fEHIRKE : HEBTRA 0, HEHLERA 50,
ME

7|

EhE 181



AWS AppFabric
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B fETE
WMEREERT , BIIRFER HTTP 201 EFE,
[RiEEEE T 5 JSON X E R,

2% Description
appClientSummary ‘@8 AppClient HEE,

A - AppClientSummary ¥4

DeleteAppClient

4 E D The AWS AppFabric IR ERTEEMRE |, MRESEMMEE,

MR ERRERXAFiR,
ES

B
‘%‘7
>
S

[o]
t
di
it

AKX
AAREZHRA JSON BN TIIER.

B Description
appClientldentifier ERAMFERZ AppClient B9 Amazon Resource Name (ARN) %

Universal Unique ldentifier (UUID),

RERS : RETRB 1, REERA 1011,

B : arn:.+$|*[a-f0-9]1{8}-[a-f0-9]{4}-[a-
f0-9]1{4}-[a-f0-9]{4}-[a-f0-9]{12}

ME 2

B
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O fETTE
MEBEERD , AIRBEXEESZE HTTP =B/ HTTP 204 EIFE,

GetAppClient

4 N The AWS AppFabric HREERRTEEARKE |, 7]

mp
(aYay
g

B2 E,

&[5 AppClient K1HEEE

il
§_{I_III

x

AAREZ A JSON BN TIER.

28 Description

appClientldentifier EAMEER2Z AppClient 8 Amazon Resource Name (ARN) 2%

Universal Unique Identifier (UUID),

RERH : RETRB 1. REERA 1011,

#3 : arn: . +$|~[a-f0-9]1{8}-[a-f0-9]1{4}-[a-
f0-9]1{4}-[a-f0-9]{4}-[a-f0-9]{12}

VE .2

o fETE
WMREMERTI , BIRFSER HTTP 200 EFE,

RIS EER T 5] JSON XN ERL

B
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28 Description
appClient ‘@& AppClient HHEE N

R : AppClient #14

ListActionablelnsights

£ E N The AWS AppFabric HEERNRFEEBMEE , AleeREFTRE,
JIHREEMTTETHHAR., EEMEMER,
FE

SRR

E)ER
HESRWK
ERESEHEA JSON BB THER,

25 Description

nextToken WMEEE nextToken |, BIEEZFERAA, {EnextToken

=BEEHNHE -2 EFR. FRERNEZRFBEGETEY | 2L
HMET—8, EMEHMSIBRETE, BEIEFEHFEE 24 D
BFRIBH, FRBHNS BEXASER HTTP 400 InvalidToken
g88a,
EfETE
MREERT , RIFRIER HTTP 201 EFE,

RIS EER T 5| JSON KXW ERL
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31 Description
ActionablelnsightsList FIEAITHIRR , BiFEE. B, BMENEVNRREER. W

EFMER , 8B Actionablelnsights.

nextToken MREE nextToken , AIEEZERTH. W{EnextToken
EERAEENE—2EFR., FRAERNFRABRETEL , 2L
HET—EH, EBREEMSIBRETE, SEIEFZHEE 24 /D
RFRIBH, EABHNS EFRHEEE HTTP 400 InvalidToken
#5558,

B/ . A

ListAppClients

4 7E N The AWS AppFabric HREERRTEEAEE |, WEESEFIEE,

EE A AppClients HIEEE,

i

F

3
%
>
S

[o]
ot
a
bl

FARAX
ERESZEHRA JSON XM THIER,

2Y Description

maxResults BXRXFUERWERHSE LR, BLEA nextToken HSE
—SHEREM,
ERRLR, BRI EENERERSETEIRIBEENRZRK
o

BHEE : H/MES 1. &AESR 100,
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28 Description
nextToken WMEREE nextToken |, BIEEZFERAA, W{EnextToken

EEEEENHE—2BEFR., FREQNFZAERETEY | B
BT —H, BAEEMSIHRETE, SE2EZ/FSE 24 /)
BEFRIBH, ERBHNS BEXZA/SER HTTP 400 InvalidToken
$535,

E)PES
WMREMERDY , BIBRIEER HTTP 200 EFE,
R EER T 5| JSON KXW ERL

2% Description
appClientList ‘ZE AppClient #ERHEE,

A - AppClientSummary ¥4 #BE 51

nextToken WREE nextToken |, BIEEZHEREATAH, B{EnextToken
=RBEEENE—2EF/N.,. CAEENFRERETHEY , X
BN T—H, BAEHMSIHRETE., SEIEFHEE 24 /)
KRB, EHBMND EFRFEER HTTP 400 InvalidToken
iR,

HR . 25

ListMeetinglnsights

mp
(\ay
)

A E DK The AWS AppFabric THEERERTEEAE , e EFEE,

IHBREENATITERSEN
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- BERE

FARAX

A REZERA JSON A THER.

231 Description
nextToken WREE nextToken |, AIBEEZHERTAH, B{EnextToken

eEEEENHE—2BEZFN., FREQNFZAERETEY | B
HMIT—B, ErEEMEIBRETE, SE>EZ/EE 24 /0
RFRIBHl, FERBHENS EFZRSER HTTP 400 InvalidToken
$835,
CfETE
MERSERIY , RIFRIEER HTTP 201 EIFE,

RIS EER T 5] JSON KXW ERL

28 Description
MeetinglnsightList FIHAITHEREAR. WEFMEER , 2B Meetinglnsights,
nextToken WMREE nextToken , AIEEZHERATA. B{EnextToken

eEEEENHE—2EFR. FREENFRABRETEL | B
M T—B, ErEEMEIBRETE, BEA»EF/HIE 24 /0
BFRIBH, ERBHNS BEFASER HTTP 400 InvalidToken
g5ea,

B/ PR

PutFeedback

4 N The AWS AppFabric HREERRTEEARKE |, ]

amp
(\ay
g

B2E,
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AHFEAERIBEIRABFENEREE,

ES]

=3
B

X
P

X

ol

Io]

FE

il
v

FARAX

BRESZEHA JSON XM TIHIER,

28 Description
id FERXERESENYIH ID. iERELZ Insightld 2 Actionld.
feedbackFor FERXERESGNERZER,

ATAERY{E : ACTIONABLE_INSIGHT | MEETING_INSIGHT
| ACTION

feedbackRating 18 WEREGFN 25, FolsHT,

EETE
MRBERY , AIRBSEREAZ HTTP AXK HTTP 201 EfE,

R
4 E DM The AWS AppFabric IR EERTEEMRE | MRESEMEE,
BEMNEATZE AppClients RIRFEFFRIZHEE,

£

% S

%
F
¢

= 1111}

[o]
t
dli
it
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FARAX

ERESZEHA JSON XM THIER,

28 Description
code R Ein BB BN RER,
B/H . F&

RERH : RETRA 1, REERA 2048,

VE B
grant_type FRHNRFTERE, ¥HAA authorization_code |

refresh_token o

WA . FH

BE 2
app_client_id AppClient #9 1D,

BA . FHR

B : [a-f0-9]1{8}-[a-f0-9]1{4}-[a-f0-9]{4}-
[a-f0-9]{4}-[a-f0-9]{12}

MR =2
redirect_uri BEERERHENEFED URI,
A . FH
PVE:H
refresh_token AN E R AR IR B A ER AR
B|A . FH
RERE : RETRA 1. RELERA 4096,
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EEEmE

B8

Bl TE

Description

RE &

WMREMERDY , BIARIEER HTTP 200 EFE,

RIS EER T 5] JSON KXW ERL

28

appfabric_user_id

expires_in

refresh_token

token

token_type

Description

FRNFERE 1D, ERSEHEFEMR authorization_code

TRENFERED,

BH . FH

EEEREFEEGT:EE 8

A : Long

ARZEEFRNEMBEFTR,

B F&H

RERH : RETRA 1, REERA 2048,
FEHFR,

BHE . F&H

RERH : RETRA 1, REERA 2048,
FRRE,

BHH . FH

i“’i

B
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UpdateAppClient

4+ N The AWS AppFabric HREERRTEEARKE |, 7]

mp
(aYay
)

B2 E,

E# AppClient,

£

EHE S

%
>
<t

= 1111}

[o]

T

ol

FARAX

AREZ A JSON BN TIER.

28 Description

appClientldentifier EAMEERZ AppClient B Amazon Resource Name (ARN) 2%
Universal Unique Identifier (UUID),

RERH : RETRB 1. REERA 1011,

#3 : arn: . +$ | [a-f0-9]1{8}-[a-f0-9]1{4}-[a-
f0-9]1{4}-[a-f0-9]{4}-[a-f0-9]{12}

ME 2
redirectUrls BPREAEEERERAEEFENDE M URI, BRZTLHIE 5 @

redirectUrls, 30 https://localhost:8080
A . FHMED

fESIRE : HE®TRA 1. HEHLERAS.
RERE : RETRA 1. RELERA 2048,

B3 : (http|https):\/\/[-a-zA-Z0-9_: .\/]+
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ElfETE

WMREMERTI , BIRFSER HTTP 200 EFE,

RIS EER T 5] JSON KXW ERL

25 Description
appClient ‘@& AppClient ¥I1BEEE -

B ; AppClient ¥4
REEE DM AppFabric APl EREH (FAE )
A E K The AWS AppFabric ZHRERRTABME , TS EMEE.
AppFabric APl B8 EBEFEANSEERER, ABFMARPERRLEEDINEEN AppFabric &

J|E,

I FRA H iz AppFabric APl EHHHER | 5528 AWS AppFabric API & EIEE,

/A Important
TREERNFEERPEETENIEF. BAEX TR ERNE -RBEIEF.

&

 Actionablelnsights

+ AppClient
AppClientSummary

* Meetinglnsights

» VerificationDetails

=g rhid) 192


https://docs.aws.amazon.com/appfabric/latest/api/API_Types.html

AWS AppFabric EEER

Actionablelnsights

4 E D The AWS AppFabric ZIREEERTEEMRE |, TRESEMEE,

FERBEAERARRNERESTNETEN, TEEEHF. AENEE  AERERHEENEE
BFENREE, ERETUERAEXEEZHIR , UHBEMAUSRER XL —-RNEE, ELFR
RUER , RPEAER/MEZE VR RRBEUREERRNENERARXAXmNSE | HlNAERE
o

28 Description
insightld FrEA TR R E— ID,
insightContent EgSERNRREFNRHEEEAREERIRENA M.

ERTERRER (<a> ZF ) B HTML AZ,

insightTitle EENREREE,

createdAt ELERRAEE,

B RELENEREBNEIEEE.
BEUHIETISEH

- actionId — FTEXBENME— ID,

« actionIconUrl —EBREHPHTEHECEAEINNET
URL,

« actionTitle — FRELEENIERE,

« actionUrl — B#&EAEE AppFabric fEAE A D@L
RABNITEERME — URL,

ATHITEME , ISVERAEXEFEAN URL BEAEENED
Z AppFabric FREAOMY (BEHEM) .

« actionExecutionStatus — IEHEMEAREENFILE,

AIBERY{EA : EXECUTED | NOT_EXECUTED
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EEEmE

AppClient

4 N The AWS AppFabric HREERRTEEARKE |, ]

‘@& AppClient K EREE Ao

arn

description

iconUrl

redirectUrls

amp
(\ay
)

B2 E,

Description

FERAEXEHE,

BAE . Fa&

U

AppClient 9 Amazon Resource Name (ARN),
A . Fa&

RERS : RETRA 1. RELRA 1011,

BX : arn: .+
MR =
FERREXRA,
A . FH
U

AppClient Bl REFHH URL,

HH . FH
PNE . &

AppClient 2FFHVEFHE G URLs,
A FRET
SRS  HEETRA 1. HEHLRAS,

EREE
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25 Description
RERS : RETRA 1. RELRA 2048,

B3 (http|https):\/\/[-a-zA-Z0-9_:.\/]+
VE .2

starterUserEmails AFFEIRUAZBERNERENAME FE4tut | B
AppClient B3 & 1k,
B . FEMET

BESIKRE : BEEBEEA 1.
RERS : RETRA 0, REERA 320,

B : [a-zA-Z0-9. 1 #$%& " *+/=22_"{|}~-]+e[a-
zA-20-9-1+(?:\.[a-zA-Z0-9-]+)*

PE =2
verificationDetails ‘@& AppClient BB MREFREH,

A : VerificationDetails ¥4

ME .2

customerManagedKeyArn AWS Key Management Service & AppClient E£H BEFSZE &
# Amazon Resource Name (ARN),

H|A . FEH
RER4 - RETREA 1, RELRA 1011,
B arn: .+

PRE &K
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EEEmE

B8

appClientld

AppClientSummary

Description
AppClient By ID, REAREARZIXAF®N o-auth RiE.
B/H . F&

B/ : [a-f0-9]1{8}-[a-f0-9]1{4}-[a-f0-9]1{4}-
[a-f0-9]{4}-[a-f0-9]{12}

PNE B

4 E D The AWS AppFabric IR EERTEEMRE |, ARESEMMEE,

‘@& AppClient K EREE -

verificationStatus

appClientld

Description

AppClient 9 Amazon Resource Name (ARN),
H|A . FEH

RERS : RETRA 1. RELRA 1011,
BRX arn: .+

PVE B

AppClient B8 & R 58,

¥R . FH

B {E:pending_verification | verified |
rejected

ME 2

AppClient 8 ID, &*TAREAERNAF®MN o-auth fifE.

EnEn
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EEEmE

B8

Meetinglnsights

Description
HE . FH

B/ : [a-f0-9]1{8}-[a-f0-9]1{4}-[a-f0-9]1{4}-
[a-f0-9]{4}-[a-f0-9]{12}

PNE B

4 E D The AWS AppFabric ZIREEERTEEMRE |, TEESEMEE,

SEE 3 EEBNRE , UREFEWN., ABNERAENKm , URER. EFEH.

BEHRER.

2%
insightld

insightContent

insightTitle
createdAt

calendarEvent

resources

nn
i
S
pr o |
=\
m

Description
FRE4ATE REYME— 1D,

ARNHEAENFRERX R AR RFMAER. MR, [TEL
MRREE,

EERE REE,
ELTRRAEE,
ERERAINERTEEEHIER.
TEBEEHIH

« startTime — EHHBAER,
e endTime — B RER,
« eventUrl — ISV ERAEX LITEBEHM URL,

a2k HBREMERNBESELFR.
R

EnEn
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28 Description
 appName — ERFIBHNEAEZXERE,
- resourceTitle — EREE,
« resourceType — ERHNEH,

AIRERY{EA : EMAIL | EVENT | MESSAGE | TASK
- resourcelrl — EARIXFHEIR URL,
« appIconUrl — ERFIBEABRIHNEE URL,

nextToken M T—#HEIENSEFR, ER—EZEAMSN , NEEE
null, RREEESFTEHRANER,

VerificationDetails

4+ ENH The AWS AppFabric THEEERTEEAE , TEREFEE,

‘@& AppClient BRBEHMREFEEH,

28 Description
verificationStatus AppClient B8 & R 58,
B/H . F&5H

BH¥ME:pending_verification | verified |
rejected

U
statusReason AppClient ERFERER K,
A FH
RERS : RETRA 1, REERA 1024,

PNE B
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BS4EENM AppFabric R APl §558 ( FEE )

£ E DK The AWS AppFabric HEERRFAERE , AIRe BB E,

AEHH APl BHEH R the AWS AppFabric £E hIhEEM & R85,

MFEFE HA AppFabric R API $53R , 528 (AppFabric APl &) By #IE72E AppFabric
Y AppClients LR &4 E 1 AppFabricFl AppFabric APl & B$858, AWS AppFabric AWS
AppFabric

BISAR B B Description
TokenException FRFE RER,

HTTP AREEHS : 400

AppFabric FHVE R EIE
4= I The AWS AppFabric 1B ERTEEMRE | WEEEEMEE,

AppFabric #EEER |, #5 & ARNBERIFERIER AppFabric E¥EH Amazon S3 FEFETEYF |, M@
BEW ; EERRARMEEFAERENER. RACHSENREBERRABLZNASR , HbT
REORBENENERTNE. RMECKRARREAERHIE 30 RNBEBMBREFRE. AppFabric
TEFERACHEELIBEEIMNERNRREERR. fln , EFAEPEERENRE (FEARER)

i , AppFabric B L #XEARIKEER , METERTPEERNEAREATAEERNBRE
43A 8. AppFabric W RAEREARE 30 KAMBRLLEER,

AppFabric T8FEREAERBRRIIGHRASZSARELE RN RNERAKBESER, WE AppFabric £
3 Al SHEERYEFARERA |, 3528 Amazon Bedrock FAQs,

E=nS L 3
o e 27

AWS AppFabric ZEBFEMNE , ER—ERREFWmIMNEZIIEE , Hd AppFabric EEFE A& RS 2R
BB INFEFERAEEBENMEER Y ELERNERBEHRRELER,

BRIER 199
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https://aws.amazon.com/bedrock/faqs/

AWS AppFabric EEER

B inE

AppFabric £/ TLS 1.2 REERPHMBERS , WA AWS Signature 58 4 [RZEEFE AWS IRIEHY

API 553K,

(=tokpiibs 200



AWS AppFabric EEER

AppFabric FEYfiTzE M 8=
AEEFRB in AWS AppFabric FIBRMEE MBS , UiFBEmRBER,
EREXEHS

AppFabric EREXNEHSREFE AppFabric ERAERXRENER (FZ2RTIENESR ) . &1
LLAWS 1RF A8E By —EEAEIES AWS EiF,

AppClient (ttREABXAFRMEAEXAFRK )

BRI AEARERK OAuth AppClient, BEERHZKEERAEXNBEETM AppClient FEEFFEL
AppFabric E¥l, REASFERAEETE AWS IRFF8EaEf AppClient, 18 AWS R F R aEEE M — (&
AppClient, AppFabric €& AppClient {2 FEUER ., AppClient A3 Ei%EiBIt AppClient FEX
AppFabric Eflz EREWE R AREXWHEEER.

FEREXRE

EREXEEERT AppFabric BENERERXNERNEBNTT. ©AFREHNERREXNEERER
B , £ OAuth ( IR - AERE , ARBRTEARXER ) RMEAFEFER (PAT) BAE
flo BUNUABRAEAERERNEAREZERAENRE (&% 50l ) . EFZE AppFabric EiBEHE
EREANESEEAFMENEARARERISR A R EAEARXEAFEINEXER. HANE
AEREFER AWS #HERN £ K E AWS Key Management Service (AWS KMS) WEF S E &8
iz, XFEFE AppFabric #H,

HEEY

AppFabric HINEFEAEAEARE  BBERAERANLE APIs REABRXRIEZAS. A&, ©
ERRZEAFINE-—NZE (KZSEME ) B,

RAF# ID

ECEBVEREAREUEMER OAuth MENEAREERE , AppFabric AJREE B RIERMHEA F iR
ID MAFRRR, EUNEERARANErRERAREINTKRIAF iR ID MAFRME, IFEEE
ErRERARATMESKAFR IDNRA , F2RAXENEAER. XANAFRK ID MAHF K
MEEEA AWS HEN SR B FZE AWS KMS &% , 7RI AppFabric H,

Client secret (F F iR ZH5)

ECEVEREAREUEMER OAuth MENEAREERE , AppFabric AJREE B RIERHEA F iR
ID MAFRRR, SUNEERARANErRERAREINTRIAF iR ID MAFRKE, IFEEE
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BrRERABATSRAFPRUBRZUENET A F2AXENERAEN, HANAFRKIDMAF
ImMEEER AWS AN TR NEFZE AWS KMS £|R%E | W7 HFE AppFabric #H,

HREY B AV

HERE N EREFHRENERNEZAFNNE. SEENBUTUEEZARZIIE—SZHE
Bttt (&ZHME ) , Bl Amazon Simple Storage Service (Amazon S3) f# 1287885, Amazon Data
Firehose AWS tRF ., $IREBEENH , FUUEREAFERERFAEREELARKARELLE
HBiR %S (OCSF) BB R, EE OCSF EBERE , LA LIES BFEMNER (JSON = Apache
Parquet)e R BTEIEE Amazon S3 A B Withks , F8EfEA Apache Parquet 3,

BRI AERRER
H& AU AppFabric LAfE AppFabric BRBE LA RWERER.
OAuth

OAuth R—ERHRNEABE , I Web, TENKEAEARXNBERESEPATLER
¥, AppFabric £ OAuth RE I — L EAENRE,

Open Cybersecurity Schema Framework (OCSF)

Open Cybersecurity fZ#8#1A %4 (OCSF) R—ARMERRIFER , REANBEREBERNVTER
2B UREBREEENROZEEEBER, HEBRNEAERNEEETURALYER LB ERENGE
BiER, BEEREMETMRE, EARXSIBMALSRIRANBEREE  BREXRENREEEN
EF. AppFabric EIERIEBER , LU LR (SaaS) AR UM EBEHERE | AppFabric X#
WFTE SaaS EAREXNEK AR SZENL, MEFHMAER , F2REAHEERZEEBIERERE for
AWS AppFabric,

BAFEFARF (PAT)

BAFIRFR (PAT) R—#HFx , TARTFHERRSE K MAR—RER. ECBRYEARENREL
BfE A PAT REEMNEARENERK , AppFabric JEEE ERZIRA PAT, Ba I EEARER NS 2
BEEARIPRE PAT, NIEERESsRIFEARIFAESK PAT WRE , FSREZENE
AREX. HANBRBIRFFHEER AWS HEN SR NEFZE AWS KMS £®|N%E , Y FERE
AppFabric #,

BRIk = 71

ERE Y AppFabric BREAREBUEEARNNERE  FERARATERLRBIRF UETER
BEXE DB, AppFabric AIREEERRBIEF FRERERAEXREEFN —H0, NFEEES D
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RERAEXTSHEBIRFFFNRY , FE2RAXENEAESN. HRANKRBIKREZFEER AWS
BENTR AEXFZE AWS KMS &% |, W7 HFE AppFabric H,

#HAF ID

EERY AR SR | AppFabric AR ERZEMAEARINARAS D MEAFEE. BAS
D RERRAEASHE-—BIY. SEEARKENERF TREETRNNE i W IEE
ID Slacksk #4835 IDAsana. MBEREEARAFBRMAMAS D LENRSY , HSWZENEAE
e

HEEE

ELEVERENARER , AppFabric TREEERGRHEEARANEAF ID NBAFERE, AR
AHRCRMAREAF DNKE—2H , TAREAEAENS. HERARNELEARARENE[EE
HYEEEN
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Z 4 in AWS AppFabric

MERZE AWS BERESEBEIEF. A AWS BF , BAUZHERNERFOMMRERE  ELREH
RiMERZEHRABNERMEE.

ZEMHR AWS BECBNARRE, AFSEEEAREERRERNEZEYE  NERPHLZEM

- EWRMNEELM -AWS BEREE AWS ¥ PHITHERERE AWS Ef, AWS 1t ARIEMHAR
EHEANRE. FAWS SHHEF  F=FRRAESSEHAENBERMZENEN . BET
fRIE A AWS AppFabric W& HRETEl , F2EAWS &R EIN REEHE,

- BT et - ENEEEUAREER AWS R 1 . SHXAHRAMEREE  SFEERNER
. BRFNERNERERNER,

AR A BY & T B a{AI £ £ AppFabric RERAHBEEMERE, T 5IEEHRBAAERE AppFabric
URERNEZLRERER. ShE T MIAEMEM AWS IR¥ R i B S B2 NRE AppFabric &
Ro

&

« in AWS AppFabric & $HRE

« for AWS AppFabric # & 2 # 17 BN & 1B

« for AWS AppFabric B & 1R Ea %

« AWS AppFabric W& £ RITER

« in AWS AppFabric B 1x 18 AE

- EREEZR S in AWS AppFabric

* in AWS AppFabric 7 #9822 47

in AWS AppFabric EXHRE

AWS HESEEEIERAR in AWS AppFabric WERHRE, MLERMR , AWS BEREHITAE
B SIRERRRE AWS B, FESHERLERRELREATNEFE, SHREBEEMER
AWS BEi% MR SHEEBMERTK, NFEERBIAENAEN K F2RENBELEERBEE, NFE
EHRENERRBNHEEEN , FSEAWS T2 M IPEE LHAWS HESEERF GDPR ZBERE X
=19
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/

AWS AppFabric EEER

ERERREEN , RPEBERE AWS IRE BEAER , WA AWS IAM Identity Center 5, AWS
Identity and Access Management (IAM) X EEBBIEAE, Mt—K , SEACHEDBRISESRETK
HEBPAANTT. BAEEREFEATIAXREER

- BERFHECRAZEZEZRE (MFA),
« £/ SSL/TLS & AWS BERBH. RMFEE TLS 1.2 WEHEMEA TLS 1.3,

. {$F SRE API MR EEEISE8E AWS CloudTrail, TNEAERI{EA CloudTrail B MHEEL AWS SEEIH
B, B2 BAWS CloudTrail  ER&ER) RHER CloudTrail B,

- EF AWS MEMARAR , UREPHWAERERZ S AWS R,
- FRERNZELZSRE (B0 Amazon Macie) , #BIEREMIRZEMFE Amazon S3 HWEIRE R,

o MRMEBE AWS BBHTHREIN API FEH BEE FIPS 140-3 BN R GR=EHR , FFEA FIPS
imEh. MEHER FIPS Ml FIPS iwHMNEZHEEN , B2RB B EFIRIEZE (FIPS) 140-3

BRZIBRCBETEREFNE B SRERBBEN , HEEERS B HEERN X FR
h o, FlunE B, ETEEEMEA AppFabric iEAEEE. API AWS CLITE AWS SDKsHY H At
AWS R B, ZEEBREHEAXNFERUTRANTAERTTEEARTERZE B, WREIR
HAIBREREFM URL , RFAZIEBRF VN ERB LEHZARBEZFZRG URL P2 EBEBEA.

@® Note
MEFAR AppFabric 2 ERHRENEBE , 5520 AppFabric FHEREE,

TRE N

AWS AppFabric X EFENE , ER—EMRF[IRMNZEEE , HP AppFabric BEEEAERNEHR
BRHEREAMNZEERAEXNEHHEBRNMEER , Y ESAFRERRZELER, RIEHE
£% , AppFabric /8 AWS A K £88 from AWS Key Management Service () B9 RN &/ & ¥
AWS KMS, EHaLEEFEHECHEFZSE SR/ RMZER AWS KMS,

EEMBREAEAENHK , HirERRERSS K AMER.

B inE

REEAERIENK , ZULLUEE AWS AN SR AEFZESR, WEMZEE(LEM B FHEEW
BRI |, AppFabric 245 E R 1 MIE P # Amazon Simple Storage Service (Amazon S3) fE17ETEE
o WFERALSREEETNE, KPERFITRSE 30 REACARFIREWEHBERER.
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-trails.html
https://aws.amazon.com/compliance/fips/
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AppFabric £/ TLS 1.2 REERPHAMEESR , WA AWS Signature V4 2E B AWS R API

Ko

TREE

AppFabric XEMERA AWS AN SR X FZESRNEZER. RMNERECERATFZESR KA
CARET2RHMBENER, ERERTFIESME , AppFabric B ERBREREEFZES
W URTHEREFZESRER.

EFHEZR

FEEVEFZESR A FHER CAWSKMS RBAEER) PHNEVEBEME KMS SRS R,

ERBREFHHEFZESRNEFN. SARFZESRBLARAF —ESREE , HPasREHT
UERSREEEAARANRAR. ZEVEFIESRE  TUEESRIBK, NFEYSRBURN
HEEER , F2H (AWS KMS R#EASERE) FHEIL SRR,

= EER AppFabric FREFZE S8 , B3 AppFabric IR AWS Identity and Access
Management (IAM) FAESACKXEEEFHAEFZESRNGT Y. BRMBREEEHE AppFabric
BEEANSI® , Xi§ AppFabric ERENEASRNERAE., LA LERFIYEERNFIER,
EHNEREFMBNFTNT

* kms:DescribeKey

* kms:CreateGrant

* kms:GenerateDataKey

* kms:Decrypt

AWS KMS X2 AE5|BLZVEFEESRERN TR, NFTERERNFMES , &
KMS FEABERE) T PR E|MBE AWS KMS,
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TREE 206


https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html#create-symmetric-cmk
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policies.html#key-policy-default-allow-users

AWS AppFabric EEER

AppFabric t{a1E REAEF AWS KMS

AppFabric EERFTEFEALNEFRFZESR, NEFHEEHN , F28 (AWSKMS A AERE
) FME BFF AWS KMS,

ELEVYERERNEMNR , AppFabric @& BEXCreateGrantiERE RRREEIFEF AWS
KMS, &R E AWS KMS ARE T AppFabric ZERE FIRFHH AWS KMS £#8, AppFabric ER
BT UFERAEFZESRET THAIBRE

« #GenerateDatakeyEEREEZE AWSKMS | LEAHEFSESRNMZNER SR,

« #DecryptFAREEE AWS KMS UBEZMEZNER IR  UECHTHRNBRENER , XEESE
Bh@EREAEXENF,

« BEXEEncryptiERE AWSKMS , Uiz Em N EAENEZRER,

LT RETHEH,

{
"KeyId": "arn:aws:kms:us-east-1:111122223333:key/ff000af-00eb-00ce-0e00-
€a000fbofba@SAMPLE",
"GrantId": "@ab0ac@d0b00f00eaddccPaeddfcOdbcedddcO00f0000000cObc@a®@@@aaatSAMPLE",
"Name": "ff000af-00eb-00ce-0e00-ea@00fb@fba@SAMPLE",
"CreationDate": "2022-10-11T20:35:39+00:00",
"GranteePrincipal": "appfabric.us-east-1.amazonaws.com",
"RetiringPrincipal": "appfabric.us-east-1.amazonaws.com",
"IssuingAccount": "arn:aws:iam::111122223333:root",
"Operations": [
"Decrypt",
"Encrypt",
"GenerateDataKey"
1,
"Constraints": {
"EncryptionContextSubset": {
"appBundleArn": "arn:aws:fabric:us-east-1:111122223333:appbundle/
ff000af-00eb-00ce-0e00-ea000fb@fba@SAMPLE"
}
}
},
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Etim AppFabric W iNZ &8

BI85 E AppFabric 5 AWS KMS B S E SR , LA LUEA AWS CloudTrail H&63KiE #
AppFabric EIXHFER AWS KMS,

AR 2 AppFabric CreateGrant AR EF ZE SR IFATECHM CloudTrail S48,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAIGDTESTANDEXAMPLE:SampleUser",
"arn": "arn:aws:sts::111122223333:assumed-role/AssumedRole/SampleUser",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAIGDTESTANDEXAMPLE",
"arn": "arn:aws:iam::111122223333:ro0le/AssumedRole",
"accountId": "111122223333",
"userName": "SampleUser"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-04-28T14:01:3372",
"mfaAuthenticated": "false"

}

}
.
"eventTime": "2023-04-28T14:05:487",
"eventSource": "kms.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-east-1",
"sourceIPAddress": "appfabric.amazonaws.com",
"userAgent": "appfabric.amazonaws.com",

"requestParameters": {
"granteePrincipal": "appfabric.us-east-1.amazonaws.com",
"constraints": {
"encryptionContextSubset": {
"appBundleArn": "arn:aws:appfabric:us-east-1:111122223333:appbundle/
ff000af-00eb-00ce-0e00-ea000fbOfba@SAMPLE"
}
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1,
"keyId": "arn:aws:kms:us-east-1:111122223333:key/EXAMPLEID",

"retiringPrincipal": "appfabric.us-east-1.amazonaws.com",
"operations": [

"Encrypt",

"Decrypt",

"GenerateDataKey"

}I

"responseElements": {
"grantId": "ff000af-00eb-00ce-0e00-ea®00fb0fba@SAMPLE",
"keyId": "arn:aws:kms:us-east-1:111122223333:key/KEY_ID"

iy
"additionalEventData": {
"grantId":
"Qab0ac0dOb000f00eaddcc0adeddfcOdbce@ddcO00T0000000cObcPadd@daaatSAMPLE"
iy

"requestID": "ff000af-00eb-00ce-0e00-ca®00fb@fba@SAMPLE",
"eventID": "ffO00af-00eb-00ce-0e00-ea®00fb0fba®@SAMPLE",
"readOnly": false,

"resources": [

{

"accountId": "AWS Internal",

"type": "AWS::KMS::Key",

"ARN": "arn:aws:kms:us-east-1:111122223333:key/key_ID"
}

1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"sharedEventID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventCategory": "Management",
"tlsDetails": {
"tlsVersion": "TLSv1.3",
"cipherSuite": "TLS_AES_256_GCM_SHA384",
"clientProvidedHostHeader": "kms.us-east-1.amazonaws.com"
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WMETHMMAERELES JSON BERXHET IAM 52 REEEK , F28 (AM EREER) FHE
3 IAM BUR (£ &

WEE AppFabric EENEBENEREEWHAEN K SESELEREEMN ARNs &R , F20 (R#%
BEsE) FHE AR AWS AppFabric BWEIE, ERMIFEZREIE,

RE
- BRREER
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_appfabric.html

AWS AppFabric EEEmR
» {#F AppFabric X4
- BARZZE IAM BURE 51 AppFabric
- RAFREREXEHN
- REBEAEXEANEFR
o PR &I BRI LE BEEY
- BRAREEDH AppFabric IAM BUR £ 6
« AAFRMBEBFIREE DD
c RAZTEFREEDIIEE
« AFFEI AppClients By 1ZEUE
o REF1FEUAELS AppClients B EE#HE
- RFFEEZIE AppClients
- RFEFEEUAER AppClients
- AFFEFEEUAMER AppClients
- RAFAFRUAREERRER
- Hih IAM BURE 5
- AFEAEREMMHBE ST

=

BREER

BoRARREHESIRFANEBASEETUEY, FIEMER AppFabric &R, ELEETRESR
REWAWS IRFELER. ERRURRES P HBEKK  FEETIEAREREE !

- FRRER AWS SEBRIEQREERTT - e ERBHATRTENCEAENTHEESE  FEA
RAFARTHZSERERARMN AWS ZEBE, EMTEEN F6£H AWS IkF, BMIEBEESR
BEREARI AWS NEFXEBR , WE—DRIH. WEEZEH , F2H (AM EREE
) FH AWS SEBRSEBHEENAWS ZEBXK.

- ERSREERT - RE IAM BERNFTE , FERTHTEBAMENTT. ARRLAN , &7
UERERERGT IUEREERRINEFE K SELBARKERREITT. WEEA IAM ERFFA
MEZMEEBENR , F260 (AM EREER) T/ IAM PR BERMETA,

o £/ IAM BUERHF ARG E — S RGIFEUE - BR BUSREFTIEEBOR | URBIBENERNFE.
Blan | WU LRBBOREMS | BEL AL SSL BEEMBRER. MREBRE FIi0 EHREEIE

AWS BR¥ , @S A AE AR REZR T HFZEHE CloudFormation, MEFHER , 528 (IAM &£H
2 T s

1>
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html

AWS AppFabric EEER

« f£/ IAM Access Analyzer B IAM BUER |, F{RFT I 24 B 7/ IEEEE - IAM Access Analyzer B
BHBEMBAEER |, BRELBERER IAM BURFES (JSON) fl IAM FRIEEH ., IAM Access
Analyzer {2t 100 ZIEBERRERVEATTHNER , IHBERERLBERANBE. WEFEE
A, F2B (AM EAEERM) PHEA IAM Access Analyzer B 7 BUE.

- EEZEEERT (MFA) - MREHEFIEE IAM EFHER EFE’J*E{EFH% AWS RS , FEBR MFA
DESZ4M, WEEFWY AP BERER MFA | Bi& MFA REHEBEENBER, NEHMAE
#, BF2E (AM £HEER) PHEE MFA E’J;zé API ZHL,

WE IAM R REEBNHERES  F28 (AM EAEER) 980 1AM 22 5E8H,

£/ AppFabric £ A&

# AWSAppFabricReadOnlyAccess AWS SEBFREEZLMN IAM B9 |, ASHEEFT

&F AppFabric fR#% , ‘@IEF H# AppFabric T8 & AWS BE XA, HE , BALUE
AWSAppFabricFullAccess AWS ZSEHFREREZ IAM 5% , LU F 419 AppFabric RIEH TRE
HEFA, WMEFMER , BESBAWS for AWS AppFabric B "é"ftil%

BERARZE IAM BUREHIH AppFabric
T 5B SR 5058 A AppFabric & £ &L,

RHEFREREAENS
THBEREHER T AppFabric BRI+ AR EHVFEUHE.

JSON

"Version":"2012-10-17",

"Statement": [

{
"Effect": "Allow",
"Action": [
"appfabric:StartUsexrAccessTasks",
"appfabric:BatchGetUserAccessTasks"
]I
"Resource": ["arn:aws:appfabric:*:*:appbundle/*"]
}
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html

AWS AppFabric

EEEmE

}

REYEARENEHNEFER
T 5 B R €545 PR %1% AppFabric BRI EERAEXNEHNEFEL

JSON
{
"Version":"2012-10-17",
"Statement": [
{

"Action": ["appfabric:*"],

"Effect": "Allow",

"Resource": "*"

}I
{

"Effect": "Deny",

"Action": [
"appfabric:StartUserAccessTasks",
"appfabric:BatchGetUserAccessTasks"

]I

"Resource": ["arn:aws:appfabric:*:*:appbundle/*"]

}
]
}
BER 75l b BR =545 LE 4R ER

T3 BR €5 & R B M EREF L AppFabric AR % BV HEEL

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Action": ["appfabric:*"],
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"Effect": "Allow",
"Resource": "*"

"Effect": "Deny",

"Action": [
"appfabric:StopIngestion"”,
"appfabric:DeleteIngestion",
"appfabric:DeleteIngestionDestination"

1,

"Resource": ["arn:aws:appfabric:*:*:appbundle/*"]

BERMREE D AppFabric IAM BUER €451

£ ENH The AWS AppFabric THEERERTEEAEE , TEEEEFEE,

T %I Bk 45058 FH A AppFabric BY4E E S IhEE,
R FEME B EVEE D ThEE
T HIBER €5 514% T ¥ AppFabric FIMEEZEVE | LLBBE A E HIhEE,

/A Important

 IAM £#2 A8 JSON BURimERR FHTEILBURE | B RE A BNV EFER, ERRE

AERAREEDEER AppFabric B BIERAEMRE, EEZZ MR EEE T BUR.

R TEFIEE LR
T BB K & 5142 F AppFabric &£ & H IR TR IZEUE,

/A Important

£ IAM E#2 517 JSON BURIRERR AT B ILBERE | SR RE 5 I EMBIMFER. ERHE

RERAREENNRER AppFabric B BIER A EMRE, ERZZMIER L EEE I BUR.
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A FFE I AppClients By ZEUE

THHREREHSEFEML AppClients ZEVE, MEFMER , H2BE L AppFabric LEBBEE D
AppClient,

/A Important

£ IAM E#2 A8 JSON BURmIERR FHE I BUERE | S RE R NN BFER, ERRE
RERARNEEDWRERN AppFabric B Bl ERTAERE, EREXBHHRILEERE I BUR.

AFEFEEELEE AppClients BIEFAHE A

THBRES SR FEIE , LUES AppClients FFHEF. MEFMER

ESBES AppClient
WEHRE~A.

/A Important

£ IAM £#2 A8 JSON BURIRERR FHTEILBURE | B E R EMNEFER, ERRE
RHERAREED RN AppFabric B Bl ERFAERE, EREXPHHERILEEE T BUR.

AFFEESH AppClients

THIBER & B F 5| H AppClients B FEUE. MFEFHER

%
3

SESBEUS AppClient BEEMAE A

/A Important

£ IAM £ A8 JSON BURmERR FHTEILBURE | SRS A BNV EFER, ERRE
AERAREEDEER AppFabric B BIERAEMRE, ERZZ MR EEE T BUR.

AFFFELAE#H AppClients

T B R EHIR T EH AppClients FIFZEUE, MMEFMEF , FSEEF AppClient,

/A Important

£ IAM £ 58 JSON BURimERR FRTEILBURE , SRS A BNV EFER, ERRE
REAREENRERN AppFabric B BIER A EMRE, EEZZMIERILEEE I BUR.
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AFFFEUARIBR AppClients

T 5B R &I FMBER AppClients FIFZEUE, MNEFEFMERF , FSBES AppClient,

/A Important

£ IAM E#2 A8 JSON BURmIER T E I BERE | B RE R EMNEFER, ERE
RAERARNEED RN AppFabric B BIERTAERE, EEXPRERILEEE T BUR.

AHFFHUARERARER

THBRREHRFEAER API REEAEANFIE, NFFEES  F2REENRELHNER
B,

/A Important

£ IAM £ A8 JSON BURimERR FHTEILBURE | SRS A BNV EFER, ERRE
AERAREEDEER AppFabric BRIERAERE, SEZZ MR EEE T BUR.

Hith 1AM BUEREE B
AFFEAERRMAF S HFT

WEHSREBMMBILIBER , AFF IAM ERERGM MEMBAERES 2N ARRZEBR, BER
SEEEEAFHMEA HAWS CLI AWS APl UREREREH AR B ENSFT

{
"Version": "2012-10-17",
"Statement": [

{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [

"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
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}I
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

$H AppFabric WIRISEFEAE

AWS AppFabric £ AWS Identity and Access Management (IAM) [Ri§ELE A€, REEEABRE
BB ZE AppFabric FIE— IAM A&, RKELAEH AppFabric BEEE , B ERE AWS
fR# RREFWUEM FAENATER Y.

fRI%ERE A BT BEERRMEE AppFabric, RABT A FEFIELEMFTA, AppFabric ERHR
KEEACGNET  BRIESEEE , BAIRE AppFabric TLREHAR, EENHFUSREEEEEER
MEFABUER |, Y BZFFUBE T e E I H A IAM B8,

BB ALEMBRBRBEEACHEEER , FEEMER, ERRZFLMN AppFabric EIR , BRETE
FNOBBREFIERNET,

NEAEXERBEFACNEM RENET  F2RABHEFAGHPE AWS IAM EEERE AR
¥, USKREARNEYE. BEEERERNR  UeRZBRBNRBERFAGXHS,

AppFabric BRI ERE A BT

AppFabric fEf & 5 KRG ER A AWSServiceRoleForAppFabric — /25 AppFabric #$#& ¥l
AREEE B &R |, Bl Amazon S3 f#1FETEE 5 Amazon Data Firehose X1 8B, TEAFT
AppFabric # CloudWatch 1§ & R FEAWS /AppFabricin B Z= R,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html

AWS AppFabric EEER

AWSServiceRoleForAppFabric R ERZABETTIRBKEUAETAE

« appfabric.amazonaws.com

25 NABHBEAWSAppFabricServiceRolePolicy ft§F AppFabric His EHE R T 58
(=

- EpE : £ AWS/AppFabric & ZEcloudwatch:PutMetricData® ., tBEESHEF AppFabric
HI8EE B A Amazon CloudWatch AWS/AppFabricii & =R, @ZE CloudWatch A A
AppFabric I8 FHFMER , FSE B Amazon CloudWatch B Monitoring AWS AppFabric.

« B)E : /£ Amazon S3 #FET#s3: PutObject®, LbE){EIRF AppFabric ASHEEVE R A BRI E
Z Amazon S3 REZETEEMEFT,

- E1{E : /£ Amazon Data Firehose 33 & #ifirehose: PutRecordBatch®, LLEIER T
AppFabric #&#EEVE B A BT E 2 Amazon Data Firehose X138 REIFF o

WMEHMER |, 5528 AWS AppFabric B ZEBUR,

BYERENT , UAHENERE, HESACEY. REIMREBELESE, MEFMER
28 IAM EREERPHREEEA BT,

e

# AppFabric B R EZAE

BAEEFHEIRBELEAR , BEBE AWS EEEEA. AWS CLIE AWS API 3L AppFabric
ERERNEMLR , AppFabric EALEIRBERZ AR,

fmég AppFabric WIREEFE A G

AppFabric & A FF & #mEEAWSServiceRoleForAppFabric RS ERE AR, RETREESEERESS
ZRBEZAC  AUSERLIEEVAGCREBEHER., Am , ZUEH IAM RIFEACHER, W
EHMES  F2BE (AM FAEER) PRREREEERAE,

R AppFabric BRI EZ A E

EETBEATERKEFRACHIIERRYE  RMAEZBEMRZAC, M- , BRRBERES
EndigEnN R kEAER. T8 , SXALMBRFTE AppFabric BRERXEN , o dﬂﬂl‘i%ﬁb’zi%ﬁﬁ%ﬁ
&
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role

AWS AppFabric EEER

ERBRBEEAE

EEER IAM BRI ERZ AR , BLELARBRZACHEANTNER, AREFERE
1 AppFabric FEVHWERERNEH. NFEFHEN K F2REARLEERH Delete AWS

AppFabrico

® Note

ZIEI% AppFabric REEZERMBRERRERASE , AMRTESRK, FEHBERRLE  FF
FHOERIBIRERARE.

FHMER REEFAR

FH IAM £3# 4 AWS CLI, = AWS API KMiBRAWSServiceRoleForAppFabric RIEE AR,
MEFHFMEA , F2H (AM FREER) PORKREEEZSE,

AppFabric [REERFEABZEN R

AppFabric X BEEFIERMHERKE AWS EiF 1) PEARKEEAE. NEFFHEA , F2HE O $0
AppFabric i 2 FELBEAWS —fiF8E,

AWS for AWS AppFabric B ZEBX

BEMEHUGEAE. HENAE  £8 AWS ZERRLAITREBRERERS. BY IAMEF
EFRFERBNERAE K MXEBRRTACHEBRRAEMENGTT, EEREFHBER , &7
ERARMN AWS ZEBR. EEBRBEERNEARS , W& AWS tREFRER, NFE
AWS ZEBRNFMEN , 728 (AM EAEER) 1 AWS ZEBEE,

AWS R RN ER AWS ZEBR, SEEEE AWS ZEBRXRPHFT. RBEHESE AWS 2

EBCRPHIEEMEF AU EHN . KEENENEXECERIRNMESDBE (EAE, &l
MAG), ENHERBIIFRETHE , RERTESEN AWS REBX., BRETER AWS ZEHK
RPBRET , AUBREFTESRRERENFTT,

AL, AWS XEEZE RBEZEBHBWZEBRR. Hla1 , ReadOnlyAccess AWS X & BURR AT
B AWS % M BERAVERFIE, ERBREBIINEER , & AWS FEMIRENERAMERET .
MFEEHBEBRRNBENRA , F2H IAM R EEREPEEEERENAWS ZEBE.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://docs.aws.amazon.com/general/latest/gr/appfabric.html
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AWS AppFabric EEER

AWS ZEBUER : AWSAppFabricReadOnlyAccess

& H 4% AWSAppFabricReadOnlyAccess BURERE| IAM B2, WBORESHET TR T
AppFabric IR

® Note
ltAWSAppFabricReadOnlyAccessERT &R F AppFabric WHERFEE , LERLEED
IhEe,
TR FEAERR
LR BEUTHT :

 appfabric - #FFMEBEARIAEN. JIHEAEXNEN. SERAEXEE,. JHERAEXR
. BYSHEE. P HBEE., EUSHEB R, FIHEIEB N , AR HERER,

JSON

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"appfabric:GetAppAuthorization",
"appfabric:GetAppBundle",
"appfabric:GetIngestion”,
"appfabric:GetIngestionDestination",
"appfabric:ListAppAuthorizations"”,
"appfabric:ListAppBundles",
"appfabric:ListIngestionDestinations",
"appfabric:ListIngestions",
"appfabric:ListTagsForResource"

]I

"Resource": "*"
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AWS ZEBUER : AWSAppFabricFullAccess

&4 AWSAppFabricFullAccess BUREEE IAM B9, LBEEKERIFR T AppFabric AR
%o

/A Important
AWSAppFabricFullAccess BURF & F AppFabric WEENTIEEFRE , RATCHE A
BATABMEE, MELHEREDINEESIT AppFabric FEUENFHMEN , BB BEAREED
#9 AppFabric IAM BUER &34,

SIS g
BRI EUTHA :

 appfabric - #&F AppFabric TEHNEEF T,

« kms — HEFFSIHBIE,

« 53— HFFFIHFTAE Amazon S3 REETEE , YEHIESREFITEME,

« firehose — ##&F%IH Amazon Data Firehose S &7 , WHIR RS ETRo

« iam- A AppFabric B AWSServiceRoleForAppFabric R EEAE, WMEFHMEN ,
2B A AppFabric RIS ERE A,

3

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": ["appfabric:*"],
"Resource": "*"

},

{

"Sid": "KMSListAccess",
"Effect": "Allow",

"Action": ["kms:ListAliases"],
"Resource": "*"
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},
{

"Sid": "S3ReadAccess",

"Effect": "Allow",

"Action": [

"s3:GetBucketLocation"”,
"s3:ListAl1lMyBuckets"
]I
"Resource": "*"
}I
{

"Sid": "FirehoseReadAccess",

"Effect": "Allow",

"Action": [
"firehose:DescribeDeliveryStream",
"firehose:ListDeliveryStreams"

1,

"Resource": "*"

},
{

"Sid": "AllowUseOfServicelLinkedRole",

"Effect": "Allow",

"Action": ["iam:CreateSexrvicelLinkedRole"],

"Condition": {

"StringEquals": {"iam:AWSServiceName": "appfabric.amazonaws.com"}

}I

"Resource": "arn:aws:iam::*:role/aws-service-role/

appfabxric.amazonaws.com/AWSServiceRoleForAppFabric"
}

AWS ZEBUER : AWSAppFabricServiceRolePolicy

ﬁ"i,iﬁ/fﬂ% AWSAppFabricServiceRolePolicy BURMIMNZE IAM B, LB REEZIBREEEA
, SLFF AppFabric RREHTEE, WEFMENR , FSE LA AppFabric W EREAE,

AT A EFAE A

HBREE LT -
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« cloudwatch - #&F AppFabric #3812 & ¥ A Amazon CloudWatch AWS/AppFabricis & Z=
B, #ZE CloudWatch H A] F§ AppFabric 52 EFME , 552 B Amazon CloudWatch Y
Monitoring AWS AppFabric,

 s3 — 5T AppFabric A& HEEH E R A B IEER Amazon S3 f#FET 8.
« firehose - #&F AppFabric A4 HEENH &R M A EIEER Amazon Data Firehose R {1 &R,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "CloudWatchEmitMetric",
"Effect": "Allow",
"Action": ["cloudwatch:PutMetricData"],
"Resource": "*",
"Condition": {
"StringEquals": {"cloudwatch:namespace'": "AWS/AppFabric"}
}
}I
{
"Sid": "S3PutObject",
"Effect": "Allow",
"Action": ["s3:PutObject"],
"Resource": "arn:aws:s3:::*/AWSAppFabric/*",
"Condition": {
"StringEquals": {"s3:ResourceAccount": "${aws:PrincipalAccount}"}
}
},
{
"Sid": "FirehosePutRecoxd",
"Effect": "Allow",
"Action": ["firehose:PutRecordBatch"],
"Resource": "arn:aws:firehose:*:*:deliverystream/*",
"Condition": {
"StringEqualsIgnoreCase": {"aws:ResourceTag/AWSAppFabricManaged":
"true"}
}
}
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}

AWS ZE BRI AppFabric BT

iR B RIS RIBHIE LB T LK | AppFabric AWS S EBUREFWEMET . MELEEEER
BHEIREE | FEFT R AppFabric XHES &k EE LA RSS HE,

2% HR Date
AWSAppFabricReadOn AppFabric #7118 T FTHBUR | 2023 £ 6 A 27 H
lyAccess — #TBIR HMEBEFT AR T AppFabric AR
%o
AWSAppFabricFullAccess — AppFabric #7318 7 #THYBUR | 2023 %6 A 27 B
HTBUR DUEFEEFF A48 AppFabric
BR %o
AWSAppFabricServic AppFabric #Ti#8AWSServic 2023 £ 6 A 27 H
eRolePolicy — #TBUE eRoleForAppFabric THR
KEFEABHIFBER.,
AppFabric FtRIEHE E AppFabric FIREBHE AWS 2 2023 56 A 27 B
EBENEE,

HEEZ BT AWS AppFabric & 2 F17EY
FERAUTEARIGEEZ B AIE EME R AppFabric 1 1AM B[ 883 & M & R RRE,
FE

« REREE AppFabric PEITENE

o BRAREBHIT iam:PassRole HViFE
« REEAH UAHWAE AWS 1RE FEREM AppFabric &R

RERETE AppFabric P {TENE
MREBWRERS  FHERERESTEHE , EHOBERSLEER , RFEHTHE,
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TlgEfIgEsREgEmateojackson IAM EAEERER TR ERE —BERE ny-example-widget
BRNFFMERNR , BAVEER appfabric:GetWidget SR BEE4A,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
appfabric:GetWidget on resource: my-example-widget

EHBERT , HBEH mateojackson FRHEBEBHBER , i
my-example-widget B,

ZE A appfabric:GetWidget B)YE1FZER

MREBEEWHE) , BREEN AWS EEE, FHNEEESREENEERE.
K AREBFH 1T iam:PassRole RyIZHE

MREUWBIEEER | HFHAEE|BEHIT iam: PassRoleEE , BHBERXEEH , UAFEKACGEER
AppFabric,

BE AWS B AIREEREACEEGERE K MAREVFNBEACIRBEELE, NFH
TR , ELARERACBEEZ BB,

ER®A K IAMmarymajor EF & EHEEMA EEEE AppFabric REITEIMFE , LT 5IEHIE
R BR , BEFRBEEBBRBALETFHNFT. Mary REKABERGRBIFT T,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEBBERT , Mary WKL BES , AFFMEI1T iam: PassRole Bk,
MREEEGE , BBEEN AWS EEE, fHNEEESRMENEERE.
REEARFT UABHAE AWS IRF FEEH AppFabric ER

LAY —EAe , BEMKRFPNEREREEBATHASFIENER, EUEEZE LT
LEEAVHIREZAR. SHEXEERERNBERSFEUEHIEE (ACL) RIBRES |, &7 LUE R BRL R
KRBT AEFRENE RN,

MEE—FTH , F2EAUATRE .

- BETH AppFabric EEXEELINEE , 5528 How AWS AppFabric A 82 IAM #E £ A,

- BETHRNMRAEHER AWS 1kRF WERFEHE , F2H (IAM E£AHEER) PHESHES AWS
RE N % —E P58 IAM EAERHFIE,
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AWS AppFabric EEER

- BETRINIEERNEFIMERMEHBE=H AWSIRE | 528 (AM EAEIER) NS FEER
HIEE=H AWS IRF A,

- METHNMEBBKS S0 RUFIE , F28 (AM £RERER) PHKEFERREAGENTE
THEIRENERE BMSE D).

- MFTHREASENEREBRRETERFFRNCEANZR , F28 (AM £REER) H8 IAM
R ES IR S EREFRL

for AWS AppFabric & 8B %

BETHE RS AWS B AR ESHRTENEER , F2RAWS R SR EHHENRRBIZER
EBNESHRETE, ME-—MREA , F2RAWS S5 E
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"type": "AssumedRole",
"principalId": "AROAIGDTESTANDEXAMPLE:SampleUser",
"arn": "arn:aws:sts::111122223333:assumed-role/AssumedRole/SampleUser",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAXUFER33B4FVC2GCYR",
"arn": "arn:aws:iam::111122223333:ro0le/AssumedRole",
"accountId": "111122223333",
"userName": "SampleUser"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-05-31T21:11:157",
"mfaAuthenticated": "false"

}
}
I
"eventTime": "2023-05-31T21:22:16Z",
"eventSource": "appfabric.amazonaws.com",
"eventName": "CreateAppBundle",
"awsRegion": "us-east-1",

"sourceIPAddress": "3.90.81.91",
"userAgent": "Coral/Apache-HttpClient5",
"requestParameters": {
"clientToken": "64d9069f-e565-49a4-9374-6dc8631142e2"
},
"responseElements": {
"appBundle": {
"arn": "arn:aws:appfabric:us-
east-1:111122223333:appbundle/6aa92da®-5eeb-4ff4-aabf-4db7fd022adl",
"idpClientConfiguration": {
"samlAudience": "urn:amazon:cognito:sp:us-east-1_GEdGiavzr",
"samlRedirect": "https://6aa92da0-5eeb-4ff4-aabf-4db7fd0@22adl.auth.us-
east-1.amazoncognito.com/saml2/idpresponse",
"oidcRedirect": "https://6aa92da0-5eeb-4ff4-aabf-4db7fd0@22adl.auth.us-
east-1.amazoncognito.com/oauth2/idpresponse"

}

1,
"requestID": "17el5a5d-8c66-46¢c7-ad5b-f521004fa9c2",
"eventID": "baldd847-86f6-4386-85be-0398e844a358",
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"readOnly": false,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",

"eventCategory": '"Management",
"tlsDetails": {

"clientProvidedHostHeader": "frontend.fabric.us-east-1.amazonaws.com"
}
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