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S EHMBAGE , UAREERERE, ZEEHRENTRP A serviceA M serviceBv2 B EHR
B,

AWS EE XA

1. ¥R Virtual node name (E#EE 2B ) , WA serviceB,

2. SHERIBIRERL | iBE DNS , REZ®W A serviceb.apps.local DNS F# &7,
3. HEERENERT A ABEFAHERE http2 , WAEEBEH A 80

4, BEHEE  FBEE Next(T—%).

AWS CLI

1. FRATIARBRIABA create-virtual-node-serviceb.json HER :

{
"meshName": "apps",
"SpeC": {
"listeners": [
{

"portMapping": {
"port": 80,
"protocol": "http2"

}
1,

"serviceDiscovery": {
"dns": {
"hostname": "serviceB.apps.local"

SER2: BUEREE 8
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}
}I

"virtualNodeName": "serviceB"

}

2. {5/ JSON BERMAW A , B create-virtual-node S EEEIEH,

aws appmesh create-virtual-node --cli-input-json file://create-virtual-node-
serviceb.json

SR 3 B ERKHIRMEH

ERXARIRAEBSN—RSEERBRBNRE. NFFMEF K F2RERBHFREH.

BITHEIR :

« Z5B serviceB WEREKMHE , AAB serviceB.apps.local EEREFS B LT EH ARG
HEINEH. Bt , BANEBELNERRERER serviceb.apps.local REHHR., EHR
BegREErZERKEHE. ERFARSEHAEZEL LW HTTP2 BAGEEZERERE, B
BEHMBHAWBE,

« B4 serviceB WA, B 100% WRERHEserviceBERE R, FilserviceBv2EEE
% EHESEAREBESE., HAKRREENIERST , BEUUARBANIEHMENZEYG  WHIEE
HBER , £ Envoy REEEZBARERSRERERESELAZTEREGH,

AWS EEFEA

1. ¥ Virtual router name (E#EESHES A M) , B serviceB,
EEEENERT , ABAGERE nttp2 , WAEZIRIEE 80 .

¥ Route name (BEHE M) , @A serviceB,

¥ Route type BEHEER) |, 1#Z http2,
SYHESRERTHEREMNER , BN serviceBYWA 100k "EE,
EMRFEET | BES .

EERE , FEE Next (T—5),

N o o kw0 N
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ERAEER

AWS CLI

1. BMEREHBES.

a. HATHARBEIBZS create-virtual-router.json HEE :

{
"meshName": "apps",
"spec": {
"listeners": [
{
"portMapping": {
"port": 80,
"protocol": "http2"
}
}
]
.
"virtualRouterName": "serviceB"
}

b. {EF JSON EEEMAB A , BE create-virtual-router fa S E M EHRK RS,

aws appmesh create-virtual-router --cli-input-json file://create-virtual-

router.json

2. EMNH,

a. FRATHRBEIABZAS create-route.json HIER :

{
"meshName" : "apps",
"routeName" : "serviceB",
"spec" : {
"httpRoute" : {
"action" : {
"weightedTargets" : [
{
"virtualNode" :
"weight" : 100
}
]
},

"serviceB",

HER 3 B EHEEK AR A%
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"match" : {
"prefix" : "/"
}
}
},
"virtualRouterName" : '"serviceB"

}
b. {EM JSON A% A , ¥ create-route SR IEEH,

aws appmesh create-route --cli-input-json file://create-route.json

SEBR4 . REAMEL

KRR RTRY I R ERE

X3

AWS EE XA

MBRBEEEEMERFETEE | FiRE Edit ({REB), HHELRERTIAER , FBIRIE Create
mesh (B #1%),

Status (AR%) EHEETAIECEUNBKER, EH View mesh (1R #81%) BN EE1E A PR
BINER,
AWS CLI

BRI A describe-mesh TP B HWPIKERTE.

aws appmesh describe-mesh --mesh-name apps

¥ &S A describe-virtual-service S S B W ERRIEEE,

aws appmesh describe-virtual-service --mesh-name apps --virtual-service-name
serviceb.apps.local

BRI E A describe-virtual-node R S W EBRET R E,

aws appmesh describe-virtual-node --mesh-name apps --virtual-node-name serviceB

BRI &{E A describe-virtual-router Sr S BRI N ERKBERE.,
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https://docs.aws.amazon.com/cli/latest/reference/appmesh/describe-mesh.html
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AWS FERREXB% ERAEER

i)

aws appmesh describe-virtual-router --mesh-name apps --virtual-router-name serviceB

BRI {F A describe-route fp S B NRHEE,

aws appmesh describe-route --mesh-name apps \
--virtual-router-name serviceB --route-name serviceB

5: EYHMER
BRREH , LHBAE

By—{E&% serviceBv2 WEREH , URS —EEA serviceA WEREH, EW
EERRET R ER S EB HTTP/2 :E %R 80 #ZFIEFE R, #H¥fiserviceAIRRETR |, BRE W&
Wmserviceb.apps.local, RBserviceAEBREENFIEELRENSEELER S WERR
¥serviceb.apps.local, HAKRBEEEAIEFF , BELEAUEESERGRHNEFRAFTEA
HAHERER,

- BYRBA NWBENEERKservicea.apps.local , SFiEREEZEEEEserviceAEBREI %,

EHMEEL—ESBRPEUN serviceB BBH , # 75% WREBIAS serviceB EREE
DK 25% MR EMEIEE serviceBv2 EERE R, FERREMNER K BB ESIEE
BE| serviceBv2 YF| 100% WREA L., SABEREMEIEE #serviceBv2 , BRI LIEFEA
WiElkserviceBERHENERRE. ELETUHER , ZNEXBITETETMALR , B4
serviceb.apps.local ERMERBREEBTEEE, 8k , serviceb.apps.local E&AR
BEgREErZEREHS  EEEREAFSKRERHZEERGE. ERAENRERREE
AR E,

AWS EE XA

EEREBEERD , EH Meshes (#81%).
ENAE L —@SBRPEILK apps B,
ELEREEEEF |, BH Virtual nodes (EE#EEIE).
i#4Z Create virtual node (M EEEIE).

¥R Virtual node name ([EREEFBE & #B) 8 A serviceBv2, ¥/ Service discovery
method (BRFEIRZE 5 %) B2 DNS , REEH DNS hostname (DNS E#E#8) @A

servicebv2.apps.local,

6. SHEERRENAR  ZBEERABEN http2 , RERSOHEERERMA .

o~ @ b=

SB5: BENHMER 12
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AWS IR MB1% EREEE
7. iEIZ Create virtual node (B EEEIZ).

8. HIXiEIZ Create virtual node (B ERETF). WA serviceA HAERTHERE, ¥R
Service discovery method (BRIERZE %) , 1##F DNS , A &% DNS hostname (DNS E#H
) WA servicea.apps.local,

9. EWERK FTWAERRKRKEER , WA serviceb.apps.local,
10. EEZERRNALET , st BTN EIRIZ http2 , 80T HHERZIBMA |, AR BEEVEREE,
1. EERIEBEEESF |, B#E Virtual routers (E¥EEEHET) , ARREEFRIEN serviceB EEE

E%O
12. 7£ Routes (3¢H) T/ , BEREE L —@AFRPEVYMIRE (A ServiceB) , REEF Edit
(WmEE)o

13. ZBE. ERTHERBT , ¥ W EEserviceBEE R 75,

14, BEFIEERE , serviceBV2RTHNFERIEE , WEENWENREA 25,

15. BERFF,

16. EERIBIEFKD , F#E Virtual services (E#RRTE) , ARIERE Create virtual service (EILE
BRI%),

17. servicea.apps.local RERBREERBEBA A ARHEEZIVERDH , serviceARER
HBNEE |, ARBERIEERE.

AWS CLI
1. E3 serviceBv2 EHEH,

a. FATHARBEIES create-virtual-node-servicebv2.json HER :

{
"meshName": "apps",
"spec": {
"listeners": [
{

"portMapping": {
"port": 80,
"protocol": "http2"

}
1,
"serviceDiscovery": {
"dns": {

SR5: BUHMER 13
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"hostname": "serviceBv2.apps.local"

iy

"virtualNodeName": "serviceBv2"

b. BMERREIR,

aws appmesh create-virtual-node --cli-input-json file://create-virtual-node-
servicebv2.json

2. B3 serviceA EEEIEH,

a. HATHREBEILZS create-virtual-node-servicea.json WEER :

{
"meshName" : "apps",
"spec" : {
"backends" : [
{
"virtualService" : {
"virtualServiceName" : "serviceb.apps.local”
}
}
1)
"listeners" : [
{
"portMapping" : {
"port" : 80,
"protocol" : "http2"
}
}
1)
"serviceDiscovery" : {
"dns" : {
"hostname" : "servicea.apps.local"
}
}
by
"virtualNodeName" : "serviceA"
}

SRS BUHMER
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b. EIMEFREIR,

aws appmesh create-virtual-node --cli-input-json file://create-virtual-node-
sexrvicea.json

3. EHEBEL—ESBIEIN serviceb.apps.local EERK , SEREFEXE
serviceB EHKHE. RUBILEERKR , cT2EERER TS , A serviceB
EREHSEMAREL,

a. HATHARBEILZS update-virtual-service.json HEE :

{
"meshName" : "apps",
"spec" : {
"provider" : {
"virtualRouter" : {
"virtualRouterName" : '"serviceB"
}
}
1,
"virtualServiceName" : "serviceb.apps.local”
}

b. {#H update-virtual-service T B E R

aws appmesh update-virtual-service --cli-input-json file://update-virtual-
service.json

4. FEHHEBREL—EITBPEIH serviceB FEH,

a. FATIHRBRILAA update-route.json HIER :

"meshName" : "apps",
"routeName" : "serviceB",
"spec" : {
"http2Route" : {
"action" : {
"weightedTargets" : [
{
"virtualNode" : "serviceB",
"weight" : 75

SR5: BUHMER 15
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ERAEER

"serviceBv2",

},
{
"virtualNode"
"weight" : 25
}
]
},
"match" : {
"prefix" : "/"
}
}
.
"virtualRouterName" : "serviceB"

b. M update-route IS EHHEH.

aws appmesh update-route --cli-input-json file://update-route.json

5. Y serviceA EERK.

a. FATHRBEIEA create-virtual-servicea.json HWER :

{
"meshName" : "apps",
"spec" : {
"provider" : {
"virtualNode" : {
"virtualNodeName" "serviceA"
}
}
by
"virtualServiceName" : "servicea.apps.local”
}

b. BMERRHK.

aws appmesh create-virtual-service --cli-input-json file://create-virtual-

sexvicea.json

MEEE

SRS BUHMER
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BB RIEMBE 28, BE={EEEB servicea.apps.local, serviceb.apps.local
servicebv2.apps.local WEKR®E. BRTERREUN  CEBEIERREBREZTIE
TR BRI

- MEEERE, RESEBEBREKEAN servicea.apps.local EEBRBENFIEREFEELE
serviceb.apps.local EHRT.

« Z¥A serviceA, serviceB Ml serviceBv2 HW={AEHEEIZ, Envoy RIEBSFEH Y EEEE
RENREIREEN , REHESBRIEH IP #bit,

- BEEE-RANERKMAE , HiER Envoy REH 75% NEAREK AT serviceB EREE ,
1 25% R B AT serviceBv2 EETE,

SR 6 B

ERVBRZE , BFETK TIIES :

- RELMEHASE Amazon ECS FHEBEN Envoy RERER , UEN—IZAEEHTIHVERE, WFE
MARERENFHEENR , F2REAERE,

- EFEEEEHN Amazon ECS F#ES , LAEA Envoy RE,

Envoy BE5EZE AWS Identity and Access Management EAE R | F8E2BEAZ] App Mesh BRIEHY
R, AR Amazon EC2 EVER IFEH Amazon ECS £ , BEULUARBEHTHEELACRE
% IAM A, 7 Linux 225 LA Fargate & H Amazon ECS EHE L ZEUR B THEE IAM 5%
EREBEMN Amazon EC2 HEEBEAREE. BERMBTAER , BX4EH AM EXEACEEZEESEH
Fargate on Linux A5 & 2N ETER,

WMEREMA Amazon EC2 RRENER I BEH , B Amazon EC2 hEE R FARENFEUERIHE , EH
IAM AEHRNEEREBFANR , AER IAM At BEREZER, ZERGHTEEREIENAE
MEERE IAM BUR | 0 Proxy RIERATR,

R FEHMENETEESE AWS CLI

IEALAE A Amazon ECS AWS CLI 8% register-task-definition., A TNMEEEREIHIFREA M
AR ENBRIERE App Mesh.

S 6 EHRHK 17


https://docs.aws.amazon.com/app-mesh/latest/userguide/proxy-authorization.html
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AWS FERREXB% ERAEER

® Note
BB XA ERE Amazon ECS 9 App Mesh A,

% ES json
RIBAARE

#E#% Amazon ECS [RBRE AR App Mesh , EIRBHNEBERLAEE TIREBHARER, ¥
RIBHERE type %A APPMESH , #% containerName %4 envoy. HEMERTE TYIBHE,

IgnoredUID

HRERLLERE IDWRERF , Envoy RETERAREELEFNRE., BUUALBMHEE
BERENEMERE D, it ID XAEREKERTD Envoy BERH user ID HE, ERH AR
Envoy ZEEECHRE , MAERANRE, RMNEFRERELARER 1337,

ProxyIngressPort

iIER Envoy RIEBASBNEANEEER, BIHERS 15000,

ProxyEgressPort

&2 Envoy RIERRAVEHERE, ILERA 15001,
AppPorts
EERARAARERNTAEAERE, £EEH6 T , FARXARSEEERE 9080, &
EENERELARSEERDHHEREN LRENERE,
EgressIgnoredIPs
Envoy FEREAREBATEL IP ik, ILERES 169.254.170.2,169.254.169.254

IE 82k Amazon EC2 H#&E XA RET N Amazon ECS P ERRE . TERERIRMEHET
BREAERN IAM B8, S0 U8 Etuibit.

EgressIgnoredPorts

& LART IR BLE SR 0 FRRYEERRIFE. Envoy FTERERARBEEELER R, AEELIATHE
BB | EER 22 R A,
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® Note

A2 EHEREHE ERA 15,

"proxyConfiguration": {
"type": "APPMESH",
"containerName": "envoy",
"properties": [{

"name" :

"value":

iy
{

"name" :

"value":

"name" :

"value":

iy
{

"name" :

"value":

iy
{

"name" :

"value":

"name" :

"value":

"IgnoredUID",

"1337"

"ProxyIngressPort",

"15000"

"ProxyEgressPort",

"15001"

"AppPorts",

Il9@8@ll

"EgressIgnoredIPs",

"169.254.170.2,169.254.169.254"

"EgressIgnoredPorts",

Il22ll

FEREXAES Envoy HBAM

EBEEFHNERAENBTSE/VLEES Envoy RESI BB R TERE, ATHRRZEEERR ,
U ESREERENABERDRE —BdependsOnEER , LLZFF Envoy BES#8RE A HEALTHY,
UTEABEREAEEKENEARXBSREREN ., UTHFPNFEBEARLEN, FLEFMH
BEHLRMUEN , BEER 1444,
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{
"name": "appName",
"image": "appImage",
"portMappings": [{
"containerPort": 9080,
"hostPort": 9080,
"protocol": "tcp"

11,

"essential": true,
"dependsOn": [{
"containerName": "envoy",
"condition": "HEALTHY"

1]

}

Envoy BESEE
&8 Amazon ECS B EZ X EEE App Mesh Envoy BEsIR 5,

FIE X ENEESE T LS ###EUX A me-south-1, ap-east-1, ap-southeast-3. eu-
south-1, il-central-1F BUAKEMIEiHaf-south-1,

840364872350.dkr.ecr.region-code.amazonaws.com/aws-appmesh-envoy:v1l.34.13.0-prod

& FIPS &

840364872350.dkr.ecr.region-code.amazonaws.com/aws-appmesh-envoy:v1l.34.13.0-prod-
fips

me-south-1
772975370895 .dkr.ecr.me-south-1.amazonaws.com/aws-appmesh-envoy:v1l.34.13.0-prod

ap-east-1

HER 6 . BRI 20
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AWS FERREXB% ERAEER

856666278305 .dkr.ecr.ap-east-1.amazonaws.com/aws-appmesh-envoy:v1l.34.13.0-prod
ap-southeast-3
e
909464085924 .dkr.ecr.ap-southeast-3.amazonaws.com/aws-appmesh-envoy:v1l.34.13.0-prod
eu-south-1
%
422531588944 .dkr.ecr.eu-south-1.amazonaws.com/aws-appmesh-envoy:v1l.34.13.0-prod
il-central-1
Bk
564877687649 .dkr.ecr.il-central-1.amazonaws.com/aws-appmesh-envoy:v1l.34.13.0-prod
af-south-1
B
924023996002 .dkr.ecr.af-south-1.amazonaws.com/aws-appmesh-envoy:v1.34.13.0-prod
Public repository
o
public.ecr.aws/appmesh/aws-appmesh-envoy:v1.34.13.0-prod

& FIPS &

public.ecr.aws/appmesh/aws-appmesh-envoy:v1.34.13.0-prod-fips

/A Important
HE v1.9.0.0 RBEFHMRA L EEE App Mesh BEFERA,
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2 BER App Mesh Envoy BEs#E , EZE] Envoy EREKE G238 App Mesh HEE, mMEH

SHHER , 528 GitHub EE R,
UTEHHMFrIEBEHRSNEN, FEBMEHLRMVEN , BEER##4#4#,

(® Note

« Envoy ABEEERMLER A essential,

- BRMEZEM 512 CPU BN ZES 64 MiB WEEIEBE EZE| Envoy A8, 7 Fargate £ , &
AR ENRIKEEEA 1024 MiB,

« Amazon ECS RIEEVERRET 2B B AR E S APPMESH_RESOURCE_ARN B E, LB
MEERRA 1.15.0REHMAN Envoy BR &, MBFMEEN , 5SBEnvoy,

- user RENEXEAEIKERNEHEEDHN IgnoredVID EHERF, EHEHIH , HMEH
1337.

- WEBETRWEEREREEESF Envoy BEFIEMES|E |, AR B @ Amazon ECS % Envoy
AREERERY  WERITIRBEARELRES.

- WBIEFAER , E Envoy EEEMNEM S HSBASE , App Mesh EEAEE
APPMESH_RESOURCE_ARN HiEEMNERER. B EHEABECHNEBEE
APPMESH_RESOURCE_CLUSTER IRIRER , UBBEIITR. LWEMEEMAK 1.15.05FE
FARAE Envoy B, MEFMER , FSEEnvoy.

THRERBER Envoy B EZ A,

{

"name": "envoy",

"image": "840364872350.dkr.ecr.us-west-2.amazonaws.com/aws-appmesh-envoy:v1l.34.13.0-
prod",

"essential": true,
"environment": [{
"name": "APPMESH_RESOURCE_ARN",
"value": "arn:aws:appmesh:us-west-2:111122223333:mesh/apps/virtualNode/serviceB"
1,
"healthCheck": {
"command": [
"CMD-SHELL",
"curl -s http://localhost:9901/server_info | grep state | grep -q LIVE"

15
"startPeriod": 10,

HER 6 . BRI
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"interval": 5,
"timeout": 2,
"retries": 3
.
"user": "1337"

}

ERE& S

T 5I& 6] Amazon ECS EE&R RE MM LRE IS R WEKERtaskB, RMEFEHA RFEH
AIEME Amazon ECS BBV ERE T KAV EH| AWS X-Ray, REBEF ##4H , URRPIFELR
# taskBv2 Ml taskA WEKER. AENRERS BN ERE EE B E APPMESH_RESOURCE_ARN
B, UENERERERNEERFERBREHERE AppPorts B, RIEFER , & Envoy EIEEMNE
WA HESRBAGE , App Mesh €7 APPMESH_RESOURCE_ARN HIEENERBTE. B LI
MR BB MEERE APPMESH_RESOURCE_CLUSTER IRIES®  LIEBITA. TH&EHITHAE
BHABRELEN, FEBEHEHLWEXLEN , BEER 44,

MREMBEAERZHITRHIT Amazon ECS 15 , AIFERRANER IAM SEHBEEH,

/A Important
Fargate 4B KR 1024 HIEREE,

Example Amazon ECS F#&E &K JSON - Linux A28 LK Fargate

{
"family" : "taskB",
"memory" : "1024",
"cpu" : "@.5 vCPU",
"proxyConfiguration" : {
"containerName" : "envoy",
"properties" : [
{
"name" : "ProxyIngressPort",
"value" : "15000"
1,
{
"name" : "AppPorts",
"value" : "9080"
1,
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{

"name" : "EgressIgnoredIPs",
"value" : "169.254.170.2,169.254.169.254"

"name": "EgressIgnoredPorts",
"value": "22"

"name" : "IgnoredUID",
"value" : "1337"

"name" : "ProxyEgressPort",
"value" : "15001"

1,
"type" : "APPMESH"

},
"containerDefinitions" : [
{
"name" : "appName",
"image" : "appImage",
"portMappings" : [
{
"containerPort" : 9080,
"protocol" : "tcp"

1,
"essential" : true,
"dependsOn" : [
{
"containerName" : "envoy",
"condition" : "HEALTHY"

"name" : "envoy",

"image" : "840364872350.dkr.ecr.us-west-2.amazonaws.com/aws-appmesh-
envoy:v1l.34.13.0-prod",

"essential" : true,

"environment" : [

{

HER 6 . BRI
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"name" : "APPMESH_VIRTUAL_NODE_NAME",
"value" : "mesh/apps/virtualNode/serviceB"
}
1,
"healthCheck" : {
"command" : [
"CMD-SHELL",
"curl -s http://localhost:9901/server_info | grep state | grep -q LIVE"
1,
"interval" : 5,
"retries" : 3,
"startPeriod" : 10,
"timeout" : 2
.
"memory" : 500,
"user" : "1337"
}
1,
"requiresCompatibilities" : [ "FARGATE" ],
"taskRoleArn" : "arn:aws:iam::123456789012:ro0le/ecsTaskRole",
"executionRoleArn" : "arn:aws:iam::123456789012:role/ecsTaskExecutionRole",
"networkMode" : "awsvpc"

Example JSON for Amazon ECS £ EZ AWS X-Ray - Linux &85 L # Fargate

X-Ray AIBAWERAENREHNBREBER  YRHETARGELCRENIE, FAEAR
Envoy #) X-Ray BEEIF2 3 A[#E Envoy [a X-Ray SEEHER. LA LR Envoy HHAERA X-Ray 1&
i, RIRMEEE , Envoy EMEMEREXZHAMBARHAITHN X-Ray BBEX , MiEBEXNEKE
HEXZE X-Ray IR, —BHEMBME X-Ray , BRI LUER X-Ray TR ARRELREFWUERILEE
RIEMFEMER. T% JSON REFRA X-Ray BEMWEKER.

{

"family" : "taskB",

"memory" : "1024",

"cpu" : "512",

"proxyConfiguration" : {
"containerName" : "envoy",
"properties" : [

{
"name" : "ProxyIngressPort",
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"value" : "15000"

"name" : "AppPorts",
"value" : "9080"

"name" : "EgressIgnoredIPs",
"value" : "169.254.170.2,169.254.169.254"

"name": "EgressIgnoredPorts",
"value": "22"

"name" : "IgnoredUID",
"value" : "1337"

"name" : "ProxyEgressPort",
"value" : "15001"

1,
"type" : "APPMESH"

},
"containerDefinitions" : [
{
"name" : "appName",
"image" : "appImage",
"portMappings" : [
{
"containerPort" : 9080,
"protocol" : "tcp"

1,
"essential" : true,
"dependsOn" : [
{
"containerName" : "envoy",
"condition" : "HEALTHY"
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"name" : "envoy",
"image" : "840364872350.dkr.ecr.us-west-2.amazonaws.com/aws-appmesh-
envoy:v1l.34.13.0-prod",
"essential" : true,
"environment" : [
{
"name" : "APPMESH_VIRTUAL_NODE_NAME",
"value" : "mesh/apps/virtualNode/serviceB"

"name": "ENABLE_ENVOY_XRAY_TRACING",
Ilvaluell: II1II

1,
"healthCheck" : {
"command" : [
"CMD-SHELL",
"curl -s http://localhost:9901/server_info | grep state | grep -q LIVE"
1,
"interval" : 5,
"retries" : 3,
"startPeriod" : 10,
"timeout" : 2
},
"memory" : 500,
"user" : "1337"

"name" : "xray-daemon",

"image" : "amazon/aws-xray-daemon",

"user" : "1337",

"essential" : true,

"cpu" : "32",

"memoryReservation" : "256",

"portMappings" : [

{

"containerPort" : 2000,
"protocol" : "udp"

1,
"requiresCompatibilities" : [ "FARGATE" ],
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"taskRoleArn" : "arn:aws:iam::123456789012:ro0le/ecsTaskRole",
"executionRoleArn" : "arn:aws:iam::123456789012:r0le/ecsTaskExecutionRole",
"networkMode" : "awsvpc"
}

Example Amazon ECS E#EZH# JSON - EC2 BB HE

"family": "taskB",

"memory": "256",

"proxyConfiguration": {
"type": "APPMESH",

"containerName": "envoy",
"properties": [
{
"name": "IgnoredUID",
"value": "1337"
},
{
"name": "ProxyIngressPort",
"value": "15000"
},
{
"name": "ProxyEgressPort",
"value": "15001"
},
{
"name": "AppPorts",
"value": "9080"
},
{
"name": "EgressIgnoredIPs",
"value": "169.254.170.2,169.254.169
},
{
"name": "EgressIgnoredPorts",
"value": "22"
}
]
},
"containerDefinitions": [
{
"name": "appName",

.254"
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"image": "appImage",
"portMappings": [
{

"containerPort": 9080,
"hostPort": 9080,
"protocol": "tcp"
}
1,
"essential": true,
"dependsOn": [

{
"containerName": "envoy",
"condition": "HEALTHY"
}
]
I
{
"name": "envoy",
"image": "840364872350.dkr.ecr.us-west-2.amazonaws.com/aws-appmesh-

envoy:v1l.34.13.0-prod",
"essential": true,
"environment": [
{
"name": "APPMESH_VIRTUAL_NODE_NAME",
"value": "mesh/apps/virtualNode/serviceB"
}
1,
"healthCheck": {
"command": [
"CMD-SHELL",
"curl -s http://localhost:9901/server_info | grep state | grep -q LIVE"
1,
"startPeriod": 10,
"interval": 5,
"timeout": 2,
"retries": 3

},
"user": "1337"
}
1,
"requiresCompatibilities" : [ "EC2" ],
"taskRoleArn" : "arn:aws:iam::123456789012:ro0le/ecsTaskRole",
"executionRoleArn" : "arn:aws:iam::123456789012:role/ecsTaskExecutionRole",
"networkMode": "awsvpc"
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}

Example JSON for Amazon ECS £#E & & AWS X-Ray EC2 BhE1EH

"family": "taskB",

"memory": "256",

"CpLI" : Ill@24ll’

"proxyConfiguration": {
"type": "APPMESH",

"containerName": "envoy",
"properties": [
{
"name": "IgnoredUID",
"value": "1337"
},
{
"name": "ProxyIngressPort",
"value": "15000"
},
{
"name": "ProxyEgressPort",
"value": "15001"
},
{
"name": "AppPorts",
"value": "9080"
},
{
"name": "EgressIgnoredIPs",
"value": "169.254.170.2,169.254.169.254"
},
{
"name": "EgressIgnoredPorts",
"value": "22"
}
]
},
"containerDefinitions": [
{
"name": "appName",
"image": "appImage",

"portMappings": [
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{
"containerPort": 9080,
"hostPort": 9080,
"protocol": "tcp"
}
1,

"essential": true,
"dependsOn": [

{
"containerName": "envoy",
"condition": "HEALTHY"
}
]
I
{
"name": "envoy",
"image": "840364872350.dkr.ecr.us-west-2.amazonaws.com/aws-appmesh-

envoy:v1l.34.13.0-prod",
"essential": true,
"environment": [

{
"name": "APPMESH_VIRTUAL_NODE_NAME",
"value": "mesh/apps/virtualNode/serviceB"
.
{
"name": "ENABLE_ENVOY_XRAY_TRACING",
"value": "1"
}
1,

"healthCheck": {
"command": [
"CMD-SHELL",
"curl -s http://localhost:9901/server_info | grep state
1,
"startPeriod": 10,
"interval": 5,
"timeout": 2,
"retries": 3

},
"user": "1337"
},
"name": "xray-daemon",
"image": "amazon/aws-xray-daemon",

| grep

-q LIVE"

HER 6 . BRI

31



AWS FERREXBE ERAEER

"usexr": "1337",
"essential": true,
"cpu": 32,
"memoryReservation": 256,
"portMappings": [
{
"containerPort": 2000,
"protocol": "udp"
}
]
}
1,
"requiresCompatibilities" : [ "EC2" ],
"taskRoleArn" : "arn:aws:iam::123456789012:ro0le/ecsTaskRole",
"executionRoleArn" : "arn:aws:iam::123456789012:role/ecsTaskExecutionRole",
"networkMode": "awsvpc"

HEPE F 8
£ App Mesh # Canary &

Canary S EMRA TG EERSIWEARNEFBENRAZERRE, CHEERTTBMR
AEEEMRE, MRHFIRAEEMEE , Canary BEAIUB B HREVREERA, Canary SpE 0 Z
BERESEHEERAESNRACEBRRE,

MEMMAEA App Mesh B Amazon ECS B1E Canary ZPEBMFEMEN , F2B £ App Mesh &
Amazon ECS 23 EF Canary HENE B

(@ Note
WM App Mesh WE ZEHIMEL R | 2B App Mesh g6l 17E,



https://aws.amazon.com/blogs/containers/create-a-pipeline-with-canary-deployments-for-amazon-ecs-using-aws-app-mesh/
https://aws.amazon.com/blogs/containers/create-a-pipeline-with-canary-deployments-for-amazon-ecs-using-aws-app-mesh/
https://github.com/aws/aws-app-mesh-examples

AWS FERREXBE ERAEER

AWS App Mesh #l Kubernetes A P9

/A Important
TEKRIEEA ;£ 2026 F£9 A 30 B, AWS #=1E¥ B9 AWS App Mesh, 2026 £ 9

A 30 Bz# , Bi8EEBEE AWS App Mesh £ A AWS App Mesh EiR, MEFME
A, BB EERIER B AWS App Mesh & Amazon ECS Service Connect.

B EAE AR Kubernetes B9 App Mesh 124188 AWS App Mesh £2 Kubernetes B &8 |, AL EHE
App Mesh EJR , B, EEHRE. EREE, ERKAZ , UURIEB Kubernetes i H, &b
AT LA B B& App Mesh i B A SSM G118 = Kubernetes Pod 1%, A ERESZES5|ELRLEEFH
A Kubernetes B9 App Mesh #2428 , IEAAILE S,

2 HIZSFEM T % Kubernetes BT EREZAZE : meshes, virtual services, virtual
nodes M virtual routers., EFIFSERBITERNEM. EFMBER , LiFEIB App Mesh API
BEHEN App Mesh the section called “#81&”, the section called “E #tfR# the section called “FE
#E 51 2 "the section called “FE #EBi& the section called “BEH", . the section called “FE ¥ H
28" (‘B¥& the section called “BBH") R, BEEE—STHIKEHRIRMEER , FF2H GitHub E

o

|t

EHIEth &L % webhook , B THARIBEAZEBRALEISEER B Kubernetes Pod H,

« App Mesh Envoy {2 - Envoy £/ App Mesh I P HA ERNALERYEEXEARENREN N
=

« App Mesh REEFEHEEES - FH Pod B AZEFMiptablesiH Al , LUEIB Envoy BEHEA
MEHRE, HWEEEEE Pod AL Kubernetes #I#{L BEFH1T,

FORIRH

- ¥f App Mesh BLSHRE TR, WEFHENR , FSBTEZE AWS App Mesh ?
« Kubernetes BI =MV EEB MR, MEFMEN , 528 Kubernetes X4 B 11 EE R Kubernetes,

- 3158 Kubernetes %, NMRELZERENESE , 528 (Amazon EKS FEHEIERM) FH Amazon
EKS AF9, MNRETE Amazon EC2 E#1TH 2K Kubernetes #5 |, 55#{R Docker 28 Envoy Bt
BPTER Amazon ECR FEETE 7 RE. WEFMEENR , 528 (Amazon Elastic Container
Registry &) FH Envoy B, Z&EIES 28T , LR (Kubernetes X #F) FHRFLEE
SRIE SRR 1R
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https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
https://github.com/aws/aws-app-mesh-controller-for-k8s
https://github.com/aws/aws-app-mesh-controller-for-k8s
https://kubernetes.io/docs/concepts/overview/what-is-kubernetes/
https://docs.aws.amazon.com/eks/latest/userguide/getting-started.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/envoy.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/Registries.html#registry_auth
https://kubernetes.io/docs/tasks/configure-pod-container/pull-image-private-registry/
https://kubernetes.io/docs/tasks/configure-pod-container/pull-image-private-registry/
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 App Mesh X #[a] DNS AWS Cloud Map=i @i & & f#Y Linux IR, EEFEALAFER 2
R BEE = DNS MW BEERSE. ATEFNEFBREEREE S serviceA, #
serviceB , serviceBv2¥ AFfERBEEMAIUBBRE A Wiv B Z=ERKapps . local,

EEREARFE , BHOAUBRYREERREER , EENBERRKE 25 , BEEEAEE.
« AWS CLI EZ % 1.18.116 lREEFIRA , % 2.0.38 IRFEFH A, BEERHERFHK AWS CLI
SB =% AWS CLI,
- BEREAIEEN Kubernetes BEBAMN kubectl AP, MREFEHK R Amazon Elastic
Kubernetes Service , BRI LA L& kubect 1M EkubeconfigERMIE TR,

« BRE¥E Helm 3.0 RBEFRA. MREEAKRZE Helm , F2 B (Amazon EKS EREIERM) FHY
&L E F Helm B2 Amazon EKS,

« Amazon EKS B R[{E%# IPv4_ONLYF IPv6_ONLY IP RiF:8E , A& Amazon EKS BHIEXE
BEEMERMIPVAAERERMEIPVEREN Pod,

3

He SR BRERBKEEBA serviceA, serviceB Ml serviceBv2 , MEAMERBE IEBEE
% apps.local WA Z=EIRE,

TR ZREESTH
KEBETHLZEIFTELEE App Mesh BB 2 Pod W EEHEEF —
ZEBETTH

1. Jtthfﬂ’]ﬁé?*ﬁmﬁE',;tézﬁﬁ'&’;‘éﬁﬁ&zﬁ'“ﬂ%%ﬂﬁ%%o MREEREBTIRAE , HTRERL
REEE  BULUTEIBTESH  REEELRECRERITIRS.

curl -o pre_upgrade_check.sh https://raw.githubusercontent.com/aws/eks-charts/
master/stable/appmesh-controller/upgrade/pre_upgrade_check.sh
sh ./pre_upgrade_check.sh

MRIESHEER Your cluster is ready for upgrade. Please proceed to the
installation instructions BALEEETTESR, IREBRTFRNALR , BIERXEE
ERABTR , TREEBEET. WEAHRBTIRANFEMENR , F2B%E GitHub J:EI’J Upgrade
(FHAR).

2. # eks-charts @ FE#HIEE Helm,

helm repo add eks https://aws.github.io/eks-charts
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https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-install.html
https://docs.aws.amazon.com/eks/latest/userguide/install-kubectl.html
https://docs.aws.amazon.com/eks/latest/userguide/create-kubeconfig.html
https://docs.aws.amazon.com/eks/latest/userguide/helm.html
https://docs.aws.amazon.com/eks/latest/userguide/helm.html
https://github.com/aws/eks-charts/blob/master/stable/appmesh-controller/README.md#upgrade
https://github.com/aws/eks-charts/blob/master/stable/appmesh-controller/README.md#upgrade

AWS FERREXB% ERAEER

3.

Z 8 App Mesh Kubernetes BET&JREZ (CRD),

kubectl apply -k "https://github.com/aws/eks-charts/stable/appmesh-controller/crds?
ref=master"

B3 4I28 2 1 Kubernetes & 22 M,

kubectl create ns appmesh-system

RETSEY , METHESBPER. UREEFENBERNR cluster-name M Region-

code,

export CLUSTER_NAME=cluster-name
export AWS_REGION=Region-code

(Rf) MREBEE Fargate EITIRHIET |, BIABEEI Fargate 5RERE. WREE Reksctl®
, w2 E (Amazon EKS EAEERM) PN LES A feksctl, MREREFRHERAENL
ERE , 55820 (Amazon EKS EAEIER) HMEI Fargate SR ERE,

~—"

3

Mo M

eksctl create fargateprofile --cluster $CLUSTER_NAME --name appmesh-system --
namespace appmesh-system

RHEBHNEEE L OpenlD Connect (OIDC) &AMt E, MREHKeksctlLdE | BRI
A {Amazon EKS EA&ER) PHLZEH A leksct1RPAETRZE, MREEEFHEEA
UiRtE | F2H (Amazon EKS FAEERE) PHAEE FHWERERFRBA IAM A&,

eksctl utils associate-iam-oidc-provider \
--region=$AWS_REGION \
--cluster $CLUSTER_NAME \
--approve

B IAM B | # AWSAppMeshFullAccessFl AWSCloudMapFullAccess AWS S EBEREEE
ZAE  WEHBEZ Kubernetes appmesh-controller BRIEIRE ., ZA G ZRFIZTHIE,
BBRAEE App Mesh ER,

(® Note
NOTEEVEEHBHELZBN AWS IAM A6, SELIEEMEIN IAM ABEHE,
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https://docs.aws.amazon.com/eks/latest/userguide/eksctl.html#installing-eksctl
https://docs.aws.amazon.com/eks/latest/userguide/fargate-profile.html#create-fargate-profile
https://docs.aws.amazon.com/eks/latest/userguide/eksctl.html#installing-eksctl
https://docs.aws.amazon.com/eks/latest/userguide/enable-iam-roles-for-service-accounts.html
https://console.aws.amazon.com/iam/home?#policies/arn:aws:iam::aws:policy/AWSAppMeshFullAccess$jsonEditor
https://console.aws.amazon.com/iam/home?#policies/arn:aws:iam::aws:policy/AWSCloudMapFullAccess$jsonEditor

AWS FERREXB% ERAEER

eksctl create iamserviceaccount \

--cluster $CLUSTER_NAME \

--namespace appmesh-system \

--name appmesh-controller \

--attach-policy-arn arn:aws:iam::aws:policy/
AWSCloudMapFullAccess,arn:aws:iam: :aws:policy/AWSAppMeshFullAccess \

--override-existing-serviceaccounts \

--approve

MREBEFH AWS EEEXEAE 5 BIURKIRFE AWS CLI, 552K (Amazon EKS A&
M) PNAEHRERFEL IAM ACREBEK, MREEHR AWS EEEEA = AWS CLI RE
MIRF , BEEESACHEZ Kuberetes IRIEIRF . MFFHER , 5528 (Amazon EKS f&
AEER) PHALHEREIERFEE IAM A6,

9. #BE App Mesh 124158, MBEFFAMALEEREE | 5ES0 GitHub ERYAEAE

1. EEIBIEEEN App Mesh 2#I85 |, BAA S App Mesh FARFEIEZER Amazon VPC i B
BAZEENALE FBE, BHEERTE accountId,

--set accountId=$AWS_ACCOUNT_ID

EEENEEETRA X-Ray B , FERA X-Ray #l Amazon ECR Amazon VPC i3, 18
#public.ecr.aws/xray/aws-xray-daemon:latest7E8E% , BHIZS A , HILEFEKL
MRGIRENERKE , WAEH X ZEHEA ECR #1FE.

® Note
Amazon VPC w2 B Bl % Amazon ECR A E#1ZE,

T5IgEFIRERER X-Ray HHRES BRI,

helm upgrade -i appmesh-controller eks/appmesh-controller \
--namespace appmesh-system \
--set region=$AWS_REGION \
--set serviceAccount.create=false \
--set serviceAccount.name=appmesh-controller \
--set accountId=$AWS_ACCOUNT_ID \
--set log.level=debug \
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https://docs.aws.amazon.com/eks/latest/userguide/create-service-account-iam-policy-and-role.html#create-service-account-iam-role
https://docs.aws.amazon.com/eks/latest/userguide/specify-service-account-role.html
https://github.com/aws/eks-charts/blob/master/stable/appmesh-controller/README.md#configuration
https://docs.aws.amazon.com/AmazonECR/latest/userguide/docker-push-ecr-image.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/vpc-endpoints.html
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--set tracing.enabled=true \

--set tracing.provider=x-ray \

--set xray.image.repository=your-account-id.dkr.ecr.your-
region.amazonaws.com/your-repository \

--set xray.image.tag=your-xray-daemon-image-tag

ERERGHIFERFERAREANER , FHEE X-Ray BBEAREERIIEA,

WMEFHMER , F26 (Amazon EKS A EER) PHAEERE,
2. MEHEAFEEM App Mesh #2HI25, MEMBHEBREANFE , F2

B GitHub LHRYLERE |

%

helm upgrade -i appmesh-controller eks/appmesh-controller \
--namespace appmesh-system \
--set region=$AWS_REGION \
--set serviceAccount.create=false \
--set serviceAccount.name=appmesh-controller

® Note

WMRIEH Amazon EKS BE X FIR IPv6 , FE1EEPE App Mesh 12 HIE5 A4S T 58 1H 718
ZEBNGS  UREEELZBE--set clusterName=$CLUSTER_NAME,

/A Important

MBBHEENMN me-south-1, ap-east-1, il-central-1, . ap-
southeast-3 eu-south-18% af-south-1EiH , AIEEK THBEHIEE NS

A .
m .

# account-id Ml region-code BB —HEENE.

- BRI

--set image.repository=account-id.dkr.ecr.Region-code.amazonaws.com/
amazon/appmesh-controller

» 772975370895.dkr.ecr.me-south-1.amazonaws.com/aws-appmesh-
envoy:v1.34.13.0-prod

SR REBETMN 37


https://docs.aws.amazon.com/eks/latest/userguide/private-clusters.html
https://github.com/aws/eks-charts/blob/master/stable/appmesh-controller/README.md#configuration

AWS FERREXB% ERAEER

+ 856666278305.dkr.ecr.ap-east-1.amazonaws.com/aws-appmesh-envoy:v1.34.13.0-
prod

* 909464085924.dkr.ecr.ap-southeast-3.amazonaws.com/aws-appmesh-
envoy:v1.34.13.0-prod

+ 422531588944 .dkr.ecr.eu-south-1.amazonaws.com/aws-appmesh-
envoy:v1.34.13.0-prod

+ 564877687649.dkr.ecr.il-central-1.amazonaws.com/aws-appmesh-
envoy:v1.34.13.0-prod

» 924023996002.dkr.ecr.af-south-1.amazonaws.com/aws-appmesh-envoy:v1.34.13.0-
prod

« BALATE GitHub W E HF R IRFIBREN B URIs. A RGATEN AWS IRF B
£¥v1.5.0, BERMGETE T AWS Amazon Elastic Kubernetes Service Amazon &
ERMRGEFEPRRINIRE L,

- BREHIZRMRG

--set sidecar.image.repository=account-id.dkr.ecr.Region-
code .amazonaws.com/aws-appmesh-envoy

» 772975370895.dkr.ecr.me-south-1.amazonaws.com/amazon/appmesh-
controller:v1.13.1

+ 856666278305.dkr.ecr.ap-east-1.amazonaws.com/amazon/appmesh-
controller:v1.13.1

* 909464085924.dkr.ecr.ap-southeast-3.amazonaws.com/amazon/appmesh-
controller:v1.13.1

» 422531588944 .dkr.ecr.eu-south-1.amazonaws.com/amazon/appmesh-
controller:v1.13.1

» 564877687649.dkr.ecr.il-central-1.amazonaws.com/amazon/appmesh-
controller:v1.13.1

+ 924023996002.dkr.ecr.af-south-1.amazonaws.com/amazon/appmesh-
controller:v1.13.1

- HRBABLIRE :

--set sidecar.image.repository=account-id.dkr.ecr.Region-
code .amazonaws.com/aws-appmesh-envoy
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https://docs.aws.amazon.com/eks/latest/userguide/add-ons-images.html
https://docs.aws.amazon.com/eks/latest/userguide/add-ons-images.html
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» 772975370895.dkr.ecr.me-south-1.amazonaws.com/aws-appmesh-proxy-route-
manager:v7-prod

+ 856666278305.dkr.ecr.ap-east-1.amazonaws.com/aws-appmesh-proxy-route-
manager:v7-prod

+ 909464085924.dkr.ecr.ap-southeast-3.amazonaws.com/aws-appmesh-proxy-route-
manager:v7-prod

» 422531588944 .dkr.ecr.eu-south-1.amazonaws.com/aws-appmesh-proxy-route-
manager:v7-prod

+ 564877687649.dkr.ecr.il-central-1.amazonaws.com/aws-appmesh-proxy-route-
manager:v7-prod

» 924023996002.dkr.ecr.af-south-1.amazonaws.com/aws-appmesh-proxy-route-
manager:v7-prod

/A Important
RE v1.9.0.0 IiRHEHMRAZZE App Mesh HEELEHA.

10. FERRIEHIBSIRA A v1.4.0 HEFIRAK, BB GitHub E&EE change log (BF HE).

kubectl get deployment appmesh-controller \
-n appmesh-system \

-0 json | jq -r ".spec.template.spec.containers[].image" | cut -f2 -d ':’

® Note
MRBLBRSMTFEBN A, CEXRED—TXF  EFEETHXT , METHUHR
DB RR .

Neither -kubeconfig nor -master was specified. Using the inClusterConfig.
This might not work.
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AWS FERENMA% EREER
SR 2 . TE App Mesh EJR

£ Kubernetes HEREB AR | BB ALIE Y Kubernetes BHETER |, 4IRS T UEB T HIEN
App Mesh EiR., THIREF A BIIEERE App Mesh ER R H 280 Theek, EALLFE GitHub £ App
Mesh SERT B HAVF ZhAEE B R vibeta2 FER R | HREIZPEBH A4 App Mesh ERThBEHI ETHI

BIAEE, https://github.com/aws/aws-app-mesh-examples/tree/main/walkthroughs

/A Important
EFIBRE I App Mesh ER%E , ERERIAFEHEFIREELMER App Mesh EiR, MRE
£/ App Mesh BEERXMRER , BHEIRERITSET/PHREESENE S E N MER
) App Mesh &R, ZRAILUGIFEREREABRE. NEFMEN , F2[H GitHub £/
Configuration (425€).

Z8E App Mesh &R
1. 33 Kubernetes @& ZZ B LAEE App Mesh ER,

a. BTIREREFINERLES namespace.yaml HIERH,

apiVersion: vl
kind: Namespace
metadata:
name: my-apps
labels:
mesh: my-mesh
appmesh.k8s.aws/sidecarInjectorWebhook: enabled

A

<
M

b. E FEﬂ o

kubectl apply -f namespace.yaml
2. B3 App Mesh RIEHBE,

a. BTIARREFINEMLER mesh.yaml WERP, BRANREUEA WEBERny -
mesh, BRI RETE 2 ANE R < BREEKERNEER R,

apiVersion: appmesh.k8s.aws/vlbeta2
kind: Mesh
metadata:
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name: my-mesh
spec:
namespaceSelector:
matchLabels:
mesh: my-mesh

b. EIEHE,.

kubectl apply -f mesh.yaml

c. MRS EI Kubernetes BB E R FEME E

kubectl describe mesh my-mesh

Output
Name: my-mesh
Namespace:
Labels: <none>

Annotations: kubectl.kubernetes.io/last-applied-configuration:
{"apiVersion":"appmesh.k8s.aws/

vlbeta2","kind":"Mesh", "metadata":{"annotations":{}, "name":"my-mesh"}, "spec":

{"namespaceSelector":{"matchLa...

API Version: appmesh.k8s.aws/vlbeta2

Kind: Mesh

Metadata:
Creation Timestamp: 2020-06-17T14:51:37Z
Finalizers:

finalizers.appmesh.k8s.aws/mesh-members
finalizers.appmesh.k8s.aws/aws-appmesh-resources

Generation: 1
Resource Version: 6295
Self Link: /apis/appmesh.k8s.aws/vlbeta2/meshes/my-mesh
UID: 111al11bl-clld-1elf-ghl1i-j11k11111m711
Spec:

Aws Name: my-mesh

Namespace Selector:
Match Labels:

Mesh: my-mesh

Status:
Conditions:
Last Transition Time: 2020-06-17T14:51:37Z
Status: True
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Type: MeshActive
Mesh ARN: arn:aws:appmesh:us-west-2:111122223333:mesh/my-mesh
Observed Generation: 1
Events: <none>

d. WRWHIZBFETLZ App Mesh IRIEMIEHFFMER.

aws appmesh describe-mesh --mesh-name my-mesh

Output
{
"mesh": {
"meshName": "my-mesh",
"metadata": {
"arn": "arn:aws:appmesh:us-west-2:111122223333:mesh/my-mesh",
"createdAt": "2020-06-17T09:51:37.920000-05:00",
"lastUpdatedAt": "2020-06-17T09:51:37.920000-05:00",
"meshOwner": "111122223333",
"resourceOwner": "111122223333",
"uid": "111al11bl-clld-lelf-ghli-j11k11111m711",
"version": 1
.
"spec": {3,
"status": {
"status": "ACTIVE"
}
}
}

3. E3 App Mesh E#Ei S, EREITHE T E Kubernetes BRI BEISE,

a. BTIARREFEIERK LRSS virtual-node.yaml WER+, BRARE my-apps A
ZElmy-service-aHFEIEE B App Mesh EREIE, ZEBHHARERENTEHE

I H9 Kubernetes fR#&. hostname WER I ERS MR RZERREHTE DNS F#H
A

apiVersion: appmesh.k8s.aws/vlbeta2
kind: VirtualNode
metadata:

name: my-service-a

namespace: my-apps
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spec:

podSelector:
matchLabels:
app: my-app-1

listeners:

- portMapping:
port: 80
protocol: http

serviceDiscovery:
dns:
hostname: my-service-a.my-apps.svc.cluster.local

EESBEEAYEBRFEWIIEE , flmHEmNZNEERERE, NEFEER , B2
Bthe section called “E#EEH, EEEFRAUA L RREHNERS R ENMAE AR
E, T es.

aws appmesh create-virtual-node --generate-cli-skeleton yaml-input

b. EREBEFEIR

kubectl apply -f virtual-node.yaml

c. MIEFTEI 2z Kubernetes [E#REIHERVEFMAESR,

kubectl describe virtualnode my-service-a -n my-apps

Output
Name: my-service-a
Namespace: my-apps
Labels: <none>

Annotations: kubectl.kubernetes.io/last-applied-configuration:
{"apiVersion":"appmesh.k8s.aws/

vlbeta2","kind":"VirtualNode", "metadata":{"annotations":{}, "name":"my-service-

a","namespace":"my-apps"},"s...

API Version: appmesh.k8s.aws/vlbeta2

Kind: VirtualNode

Metadata:
Creation Timestamp: 2020-06-17T14:57:29Z
Finalizers:

finalizers.appmesh.k8s.aws/aws-appmesh-resources
Generation: 2
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Resource Version:
Self Link:

22545
/apis/appmesh.k8s.aws/vlbeta2/namespaces/my-apps/
virtualnodes/my-service-a

UID: 111allbl-cll1d-1elf-ghli-j11k11111m711
Spec:
Aws Name: my-service-a_my-apps
Listeners:
Port Mapping:
Port: 80
Protocol: http
Mesh Ref:
Name: my-mesh
UID: 111a11bl-clld-1elf-ghl1i-j11k11111m711

Pod Selector:
Match Labels:
App:
Service Discovery:
Dns:
Hostname:
Status:
Conditions:
Last Transition Time:
Status:
Type:
Observed Generation:
Virtual Node ARN:

nginx

my-service-a.my-apps.svc.cluster.local

2020-06-17T14:57:29Z

True

VirtualNodeActive

2
arn:aws:appmesh:us-west-2:111122223333:mesh/my-mesh/

virtualNode/my-service-a_my-apps

Events:

<none>

d. IFIRFIZSIE App Mesh B 2 ER S BNFEMAEA.

(@ Note

B f£7E Kubernetes PN EEREI B HRE my-service-a , 187 App Mesh H 2
MHEBRHEEEA my-service-a_my-apps. EHEIBREEEIL App Mesh &R
B, #§ Kubernetes S B ZERZ BHIIIZE App Mesh EREFHEE, w3 THEHES
118 , AT Kubernetes # , BRI ETRNGEZHMPEYEGHEE BN ER
Ei% , {B7E App Mesh # |, ERETHBBERSPI L AR —I,
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aws appmesh describe-virtual-node --mesh-name my-mesh --virtual-node-name my-
service-a_my-apps

Output

"virtualNode": {

"meshName": "my-mesh",

"metadata": {
" "arn:aws:appmesh:us-west-2:111122223333:mesh/my-mesh/

virtualNode/my-service-a_my-apps",

"createdAt": "2020-06-17T09:57:29.840000-05:00",
"lastUpdatedAt": "2020-06-17T09:57:29.840000-05:00",
"meshOwner": "111122223333",
"resourceOwner": "111122223333",
"uid": "111allbl-clld-lelf-ghli-j11k11111m711",
"version": 1

arn :

3,
"spec": {
"backends": [],
"listeners": [
{
"portMapping": {
"port": 80,
"protocol": "http"
}
}
1,
"serviceDiscovery": {
"dns": {
"hostname": "my-service-a.my-apps.svc.cluster.local"
}
}
3,
"status": {
"status": "ACTIVE"
b
"virtualNodeName": "my-service-a_my-apps"
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4. E App Mesh MR, ERBEHRTEEBEAN—ASEERBHNRE,

a. BTIARREIEK RS virtual-router.yaml WERD, ERXRARELEEKH
B, BRERAILE—EASBHETIBR A my-service-a WEBREY, LEIBSSE App
Mesh ERBEHBNRHER. SAUAKRBIEEESIE , XEAR http AN ERT
Eo MEFHMERR , 52 Bthe section called “FE i 28" Kthe section called “BEH", FE
B N SENEEHEEEE Kubernetes [ERETHBR , M T2 B8 App Mesh FE VK
App Mesh [EREIEE 18,

apiVersion: appmesh.k8s.aws/vlbeta2
kind: VirtualRouter
metadata:
namespace: my-apps
name: my-service-a-virtual-router
spec:
listeners:
- portMapping:
port: 80
protocol: http
routes:
- name: my-service-a-route
httpRoute:
match:
prefix: /
action:
weightedTargets:
- virtualNodeRef:
name: my-service-a
weight: 1

(1BR) REERLTUMUELRRKRPRENERKAF[NAEIRARE , FRT TSl

AL
T o

aws appmesh create-virtual-router --generate-cli-skeleton yaml-input

EEEECTNE LERRFRENBENTETARE , BUT TR,

aws appmesh create-route --generate-cli-skeleton yaml-input

b. EBFEFELAR,

SEB 2 . E88 App Mesh &R 46



AWS FERREXB% ERAEER

kubectl apply -f virtual-router.yaml

c. MIRSEIM Kubernetes W EERKHZE R,

kubectl describe virtualrouter my-service-a-virtual-router -n my-apps

Name: my-service-a-virtual-router
Namespace: my-apps
Labels: <none>

Annotations: kubectl.kubernetes.io/last-applied-configuration:

{"apiVersion":"appmesh.k8s.aws/
vlbeta2","kind":"VirtualRouter", "metadata":{"annotations":{}, "name": "my-
service-a-virtual-router", "namespac...

API Version: appmesh.k8s.aws/vlbeta2

Kind: VirtualRouter
Spec:
Aws Name: my-service-a-virtual-router_my-apps
Listeners:
Port Mapping:
Port: 80
Protocol: http
Mesh Ref:

Name: my-mesh
UID: 111a11bl-clld-1elf-gh1i-j11k11111m711
Routes:
Http Route:
Action:
Weighted Targets:
Virtual Node Ref:
Name: my-service-a

Weight: 1
Match:
Prefix: /
Name: my-service-a-route
Status:

Conditions:
Last Transition Time: 2020-06-17T15:14:01Z
Status: True
Type: VirtualRouterActive
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Observed Generation: 1
Route AR Ns:
My - Service - A - Route: arn:aws:appmesh:us-west-2:111122223333:mesh/my-
mesh/virtualRouter/my-service-a-virtual-router_my-apps/route/my-service-a-route

Virtual Router ARN: arn:aws:appmesh:us-west-2:111122223333:mesh/my-
mesh/virtualRouter/my-service-a-virtual-router_my-apps
Events: <none>

d. RIRIEHIESTE App Mesh RE VW ERKHBEER. Bmy-service-a-virtual-
router_my-apps4 ¥EE name , KA EEHIZRE App Mesh RV ERIEHRE , 21§
Kubernetes ir & 2 A & B M N E E BRI BB,

aws appmesh describe-virtual-router --virtual-router-name my-service-a-virtual-
router_my-apps --mesh-name my-mesh

Output

"virtualRouter": {

"meshName": "my-mesh",

"metadata": {
"arn": "arn:aws:appmesh:us-west-2:111122223333:mesh/my-mesh/

virtualRouter/my-service-a-virtual-router_my-apps",

"createdAt": "2020-06-17T10:14:01.547000-05:00",
"lastUpdatedAt": "2020-06-17T10:14:01.547000-05:00",
"meshOwner": "111122223333",
"resourceOwner": "111122223333",
"uid": "111allbl-clld-lelf-ghli-j11k11111m711",
"version": 1

1,
"spec": {
"listeners": [
{
"portMapping": {
"port": 80,
"protocol": "http"
}
}
]
1,
"status": {

"status": "ACTIVE"
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"virtualRouterName": "my-service-a-virtual-router_my-apps"

e. MIRIZEHIZZIE App Mesh FEIHEHER. HAKAHRE Kubernetes FE#E K FHESAHRER —
4o, FrBAER7E Kubernetes RV EHE R, HHAEALERAE Kubernetes ERFF1EH
FHER c P, BFIZIE App Mesh HE M BEH R , I KR4§ Kubernetes i & ZZE A BH M=
App Mesh BXHHER , RARBEBH EREHEIIEIM -1,

aws appmesh describe-route \
--route-name my-service-a-route \

--virtual-router-name my-service-a-virtual-router_my-apps \
--mesh-name my-mesh

Output
{
"route": {
"meshName": "my-mesh",
"metadata": {
"arn": "arn:aws:appmesh:us-west-2:111122223333:mesh/my-mesh/

virtualRouter/my-service-a-virtual-router_my-apps/route/my-service-a-route",
"createdAt": "2020-06-17T10:14:01.577000-05:00",
"lastUpdatedAt": "2020-06-17T10:14:01.577000-05:00",
"meshOwner": "111122223333",
"resourceOwner": "111122223333",
"uid": "111allbl-clld-lelf-ghli-j11k11111m711",
"version": 1

I,
"routeName": "my-service-a-route",
"spec": {

"httpRoute": {
"action": {
"weightedTargets": [
{
"virtualNode": "my-service-a_my-apps"
"weight": 1

iy
"match": {
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"prefix": "/"
}

}
I
"status": {

"status": "ACTIVE"
},
"virtualRouterName": "my-service-a-virtual-router_my-apps"

}

5. 33 App Mesh E#RE. ERBBERERBBENMRVL  HEREMEZRER  NEBERR
HEREEREHE, MRRESKRESBYUENERRL. #2R5%8E App Mesh ﬁﬁﬁ , BERME
BREEBRBEDERAERBRBARRCERRBNTREZEE, BBERS & LR ERR
B, ETTERERARABRABRZETANEE. FREBHELIEEAERBRB < RHME
B EE R B R SR SRR R R o

a. BTIABREREKLES virtual-service.yaml WERF, ERAREILEER
¥ ZEBEEAERKHBEEESERERBIEL—BESBPEINES my-service-a
HEEESR, spec K awsName BERIERREFIHRZER Kubernetes RIEHI ST
¥ #B1EE T (FQDN), 7£ the section called “F B 3 : B EH IR I Kubernetes
R, WEFFMER , 582 Bthe section called “E# R,

apiVersion: appmesh.k8s.aws/vlbeta2
kind: VirtualService
metadata:

name: my-service-a

namespace: my-apps
spec:

awsName: my-service-a.my-apps.svc.cluster.local

provider:

virtualRouter:
virtualRouterRef:
name: my-service-a-virtual-router

FEEELTUR LRBBRINERBBRENMERNARE , FHT TG

aws appmesh create-virtual-service --generate-cli-skeleton yaml-input

b. EBMEHRRK.
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kubectl apply -f virtual-service.yaml

c. MIRFTEI 2 Kubernetes EERIEEFRHEMER

kubectl describe virtualsexrvice my-service-a -n my-apps

Output
Name: my-service-a
Namespace: my-apps
Labels: <none>

Annotations: kubectl.kubernetes.io/last-applied-configuration:

{"apiVersion":"appmesh.k8s.aws/
vlbeta2","kind":"VirtualService", "metadata":{"annotations":{}, "name":"my-

service-a", "namespace":"my-apps"}...
API Version: appmesh.k8s.aws/vlbeta2

Kind: VirtualService

Metadata:
Creation Timestamp: 2020-06-17T15:48:40Z
Finalizers:

finalizers.appmesh.k8s.aws/aws-appmesh-resources

Generation: 1

Resource Version: 13598

Self Link: /apis/appmesh.k8s.aws/vlbeta2/namespaces/my-apps/
virtualservices/my-service-a

UID: 111al11bl-clid-1lelf-ghl1i-j11k11111m711
Spec:

Aws Name: my-service-a.my-apps.svc.cluster.local
Mesh Ref:

Name: my-mesh

UID: 111a11bl-clld-1elf-ghl1i-j11k11111m711
Provider:

Virtual Router:

Virtual Router Ref:
Name: my-service-a-virtual-router

Status:
Conditions:
Last Transition Time: 2020-06-17T15:48:40Z
Status: True
Type: VirtualServiceActive
Observed Generation: 1
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Virtual Service ARN: arn:aws:appmesh:us-west-2:111122223333:mesh/my-mesh/
virtualService/my-service-a.my-apps.svc.cluster.local
Events: <none>

d.  #REHIEETE App Mesh FE VM ERIREERFHEF. Kubernetes #8857 App Mesh
R BRI , YWARAE Kubernetes in B BB BHIINE App Mesh EERKEERE , BA
ERREHE B —/ FQDN,

aws appmesh describe-virtual-service --virtual-service-name my-service-a.my-
apps.svc.cluster.local --mesh-name my-mesh

Output
{
"virtualService": {
"meshName": "my-mesh",
"metadata": {
"arn": "arn:aws:appmesh:us-west-2:111122223333:mesh/my-mesh/

virtualService/my-service-a.my-apps.svc.cluster.local",

"createdAt": "2020-06-17T10:48:40.182000-05:00",
"lastUpdatedAt": "2020-06-17T10:48:40.182000-05:00",
"meshOwner": "111122223333",
"resourceOwner": "111122223333",
"uid": "111allbl-clld-lelf-ghli-j11k11111m711",
"version": 1

1,

"spec": {
"provider": {

"virtualRouter": {
"virtualRouterName": "my-service-a-virtual-router_my-apps"

1,
"status": {

"status": "ACTIVE"
iy

"virtualServiceName": "my-service-a.my-apps.svc.cluster.local"
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EEARARHEBARHNE | BIRFI85 8 AT LLERE App Mesh the section called “FE #t & H the section called
‘FERH., NEEARFRNEELERNELSHR K BF2RREEAFE , 28 GitHub £&
REE G| EFEE,

HER 3 BUNEHRSE

EAEE App Mesh & ELE AT Pod EBAEFHIE App Mesh MiBAER. AR EBKHBEARS
i EHBEIEED R ZBMEM Pod #,

1. BARERRSEEE, RMHEBRLZSME Kubernetes SPEE SRR EH App Mesh EEREIBHVERE,

a. BTIARREIEKLEE A proxy-auth. json WERF, BRLAEE S r####E]

1&0
JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "appmesh:StreamAggregatedResources",
"Resource": [
"arn:aws:appmesh:us-east-1:111122223333:mesh/my-mesh/
virtualNode/my-service-a_my-apps"
]
}
]
}
b. EIMBX.

aws iam create-policy --policy-name my-policy --policy-document file://proxy-
auth. json

c. BIIAMAE, BEEL—EASBIEINBREZEEZAR, B Kubernetes FRIEIRFE |
WA B EREREE Kubernetes IRIEIRF ., ZAGTUEIRTRHIE., BERMNEE App Mesh B

N
WMo

eksctl create iamserviceaccount \
--cluster $CLUSTER_NAME \
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AWS FERREXBE ERAEER

--namespace my-apps \

--name my-service-a \

--attach-policy-arn arn:aws:iam::111122223333:policy/my-policy \
--override-existing-serviceaccounts \

--approve

MBEBEFER AWS EEFEE X BIURBEIRS AWS CLI, 5528 (Amazon EKS £
Zi5m) PHRAEEHNRBIIREEN IAM BSEFEBER, MREFER AWS EEFEEA 5 AWS

CLI REMIRE , Bt EER A RHES Kubernetes [RIEIRE . WMEHMENA , F2H
{Amazon EKS A EIER) AL RKEIIEFIEE IAM A6,

2. (IBA) MREEKENIPBAREEER Fargate Pod , AIFEER I Fargate FER, WREE
KeksctlZgE |, BOJLAER Amazon EKS EAE BRI L E S A lleksctl PRIE REITR
K, MREVECATEEEURER , F2H (Amazon EKS R EERE) FMEI Fargate
RERE,

eksctl create fargateprofile --clustexr my-cluster --region Region-code --name my-
service-a --namespace my-apps

3. EY Kubernetes [RIEFIPE, MRLEHEE App Mesh HEFEANRENE , AEERBERD
B, MBRIE 3H T H B —Rthe section called “TEE 2 : #E App Mesh ER”, EFRWEE |, LA
BREEBEFSLEERTH LRENER , WEHNBAZEBHIEE Pod , X EFHIBE Pod.

a. BTIRAREIEMERS example-service.yaml WEREHS, NREEBFGRTHR
B fFEA Fargate Pod , EREWE ZEEBASEE Fargate RERPFERNWEZ[A
B

apiVersion: vl
kind: Service
metadata:
name: my-service-a
namespace: my-apps

labels:

app: my-app-1

spec:

selector:

app: my-app-1
ports:

- protocol: TCP

port: 80

targetPort: 80
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AWS fe A2

ERAEER

b.

C.

apiVersion: apps/vl

kind:

Deployment

metadata:
name: my-service-a
namespace: my-apps

1a

bels:
app: my-app-1

spec:

re

plicas: 3

selector:

matchLabels:
app: my-app-1

template:

A

metadata:
labels:
app: my-app-1
spec:
serviceAccountName: my-service-a
containers:
- name: nginx
image: nginx:1.19.0
ports:
- containerPort: 80

Important

REPH app matchLabels selector EAEBERTE the section called “HEE 2 -
E8E App Mesh EIR” WFS R 3 FENEREHFIEENWERR , SRIMBASES
FEEAE Pod F, EL— @&+ , EBHNESR my-app-1. MREIPEELER
B, K MAREREE , AlDeploymentEFBEEZXR TS Envoy Bii. EEFEH
ZBREHEFERR , 5528 Envoy, MFFH| Manfest , 5F2 B GitHub LS EE
£l

EBE R

kubectl apply -f example-service.yaml

BRI E.

kubectl -n my-apps get pods
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AWS R EAEER
Output
NAME READY  STATUS RESTARTS  AGE
my-service-a-54776556f6-2cxd9  2/2 Running @ 10s
my-service-a-54776556f6-w26kf  2/2 Running 0 18s
my-service-a-54776556f6-zw5kt  2/2 Running @ 26s
d. BREEHFEZHF —1E pod BFMAEN.
kubectl -n my-apps describe pod my-service-a-54776556f6-2cxd9
Name: my-service-a-54776556f6-2cxd9
Namespace: my-app-1
Priority: 0
Node: ip-192-168-44-157.us-west-2.compute.internal/192.168.44.157
Start Time: Wed, 17 Jun 2020 11:08:59 -0500
Labels: app=nginx
pod-template-hash=54776556f6
Annotations: kubernetes.io/psp: eks.privileged
Status: Running
IP: 192.168.57.134
IPs:
IP: 192.168.57.134
Controlled By: ReplicaSet/my-service-a-54776556f6
Init Containers:
proxyinit:
Container 1ID: docker://
e0c4810d584c21ae@cb6e40f6119d2508T029094d0e@1c9411cbcf2a32d77a59
Image: 111345817488.dkr.ecr.us-west-2.amazonaws.com/aws-appmesh-
proxy-route-manager:v2
Image ID: docker-pullable://111345817488.dkr.ecr.us-
west-2.amazonaws.com/aws-appmesh-proxy-route-manager
Port: <none>
Host Port: <none>
State: Terminated
Reason: Completed
Exit Code: 0
Started: Fri, 26 Jun 2020 08:36:22 -0500
Finished: Fri, 26 Jun 2020 08:36:22 -0500
Ready: True
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Restart Count: 0

Requests:
cpu: 10m
memory: 32Mi

Environment:
APPMESH_START_ENABLED: 1
APPMESH_IGNORE_UID: 1337
APPMESH_ENVOY_INGRESS_PORT: 15000
APPMESH_ENVOY_EGRESS_PORT: 15001
APPMESH_APP_PORTS: 80
APPMESH_EGRESS_IGNORED_IP: 169.254.169.254
APPMESH_EGRESS_IGNORED_PORTS: 22
AWS_ROLE_ARN: arn:aws:iam::111122223333:role/eksctl-app-

mesh-addon-iamserviceaccount-my-a-Rolel-NMNCVWB6PLON
AWS_WEB_IDENTITY_TOKEN_FILE: /var/run/secrets/eks.amazonaws.com/
serviceaccount/token

Containers:
nginx:
Container ID: docker://
be6359dc6ecd3f18alc87df7b57c2093e1f9db17d5b3a77f22585ce3bcabl37a

Image: nginx:1.19.0
Image ID: docker-pullable://nginx
Port: 80/TCP
Host Port: Q/TCP
State: Running
Started: Fri, 26 Jun 2020 08:36:28 -0500
Ready: True
Restart Count: 0
Environment:
AWS_ROLE_ARN: arn:aws:iam::111122223333:role/eksctl-app-

mesh-addon-iamserviceaccount-my-a-Rolel-NMNCVWB6PLON
AWS_WEB_IDENTITY_TOKEN_FILE: /var/run/secrets/eks.amazonaws.com/
serviceaccount/token

envoy:
Container ID:
docker://905b55cbf33ef3b3debc51cb448401d24e2e7c2dbfc6a9754a2c49dd55a216b6

Image: 840364872350.dkr.ecr.us-west-2.amazonaws.com/aws-appmesh-
envoy:v1l.12.4.0-prod

Image ID: docker-pullable://840364872350.dkr.ecr.us-
west-2.amazonaws.com/aws-appmesh-envoy

Port: 9901/TCP

Host Port: Q/TCP
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AWS R
State: Runni
Started: Fri,
Ready: True
Restart Count: 0
Requests:
cpu: 10m
memory: 32Mi
Environment:

APPMESH_RESOURCE_ARN:
virtualNode/my-service-a_

APPMESH_PREVIEW:
ENVOY_LOG_LEVEL:
AWS_REGION:
AWS_ROLE_ARN:

AWS_WEB_IDENTITY_TOKEN_FILE:

serviceaccount/token

Events:
Type Reason Age
Message

Normal Pulling 30s

west-2.compute.internal Pulling image "111345817488.dkr.ecr.us-

west-2.amazonaws.com/aws-
Normal Pulled 23s

ng
26 Jun 2020 08:36:36 -0500

my-apps
0
info
us-west-2

arn:aws:iam::111122223333:mesh/my-mesh/

arn:aws:iam::111122223333:role/eksctl-app-
mesh-addon-iamserviceaccount-my-a-Rolel-NMNCVWB6PLON

From

kubelet, ip-192-168-44-157.us-

appmesh-proxy-route-manager:v2"
kubelet, ip-192-168-44-157.us-

/var/run/secrets/eks.amazonaws.com/

west-2.compute.internal Successfully pulled image "111345817488.dkr.ecr.us-

west-2.amazonaws.com/aws-
Normal Created 21s
west-2.compute.internal
Normal Started 21s
west-2.compute.internal
Normal Pulling 20s
west-2.compute.internal
Normal Pulled 16s
west-2.compute.internal
Normal Created 15s
west-2.compute.internal
Normal Started 15s
west-2.compute.internal
Normal Pulling 15s

west-2.compute.internal Pulling image "840364872350.dkr.ecr.us-

west-2.amazonaws.com/aws-

appmesh-proxy-route-manager:v2"
kubelet, ip-192-168-44-157.us-
Created container proxyinit
kubelet, ip-192-168-44-157.us-
Started container proxyinit
kubelet, ip-192-168-44-157.us-
Pulling image "nginx:1.19.0"
kubelet, ip-192-168-44-157.us-

Successfully pulled image "nginx:1.19.0"

kubelet, ip-192-168-44-157.us-
Created container nginx

kubelet, ip-192-168-44-157.us-
Started container nginx

kubelet, ip-192-168-44-157.us-

appmesh-envoy:v1l.12.4.0-prod"

SR 3 BUREMR

58



AWS fe 2B

ERAEER

ERENEES , BULEE proxyinit M envoy BRESCHIEE

Normal Pulled 8s

kubelet, ip-192-168-44-157.us-

west-2.compute.internal Successfully pulled image "840364872350.dkr.ecr.us-
west-2.amazonaws.com/aws-appmesh-envoy:v1.12.4.0-prod"

Normal Created 7s
west-2.compute.internal
Normal Started 7s
west-2.compute.internal

kubelet, ip-192-168-44-157.us-

Created container envoy

kubelet, ip-192-168-44-157.us-

Started container envoy

pod A, WREEAEHI

R EBE E Fargate , BIEFIBEEenvoyRERFHTEE Pod , ERBproxyinitIEARaALE,

4. (ER) ZEMITH , B0 Prometheus, Grafana AWS X-Ray, Jaeger # Datadog. %1%
& , F2[E GitHub EM App Mesh Mt (App Mesh EREIER) PR AT E AL —

:08

(@ Note

WE App Mesh WE ZEHIFZE LS R |

S4B

BRAHSBHRBINMEEIER, ZFH2REEBERE my-mesh App Mesh BRFEFEEHEMNEIR.

kubectl

delete namespace my-apps

MRERE AEHIRIEEIL Fargate 52 E

g,

28 App Mesh 6l FE,

A EHB R,

eksctl delete fargateprofile --name my-service-a --cluster my-cluster --region Region-

code

il BR 48 4% o

kubectl

delete mesh my-mesh

(ZEFEM) B LABER Kubernetes & T,

helm delete appmesh-controller -n appmesh-system

SB4 B
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AWS FERR B &L
(A ) WREH Kubernetes BE T EE E Fargate , EMIBR Fargate R EHE.

kg

eksctl delete fargateprofile --name appmesh-system --cluster my-cluster --
region Region-code

AWS App Mesh #l Amazon EC2 AP

/A Important

FIER B : 7£ 2026 &£ 9 5 30 A, AWS #E1EY 8932 AWS App Mesh, 2026 4 9
B 30 B2# , 858\ EB1EE AWS App Mesh £ A5 AWS App Mesh iR, EFHME
A, FSRAMIBEEER B AWS App Mesh £ Amazon ECS Service Connect,

R EE A7 B8 4& AWS App Mesh EE7E Amazon EC2 L#I{THEMRREEEMER, AH2REERE
2% App Mesh ERBEEPEARINEE,

=5

EERPWAER App Mesh , BREBREHEEEE T EFHNERAER ;

- BEMEE B serviceAH BRFHserviceB,

- EMEREEIMEZTES apps.local W& Z=E™,

« ServiceA B serviceB & HTTP/2 , E#%1E 80 ETEM.

- BMEEB serviceB 2 i, W1E apps.local R EEPSEHFIMARBR serviceBv2,

BEUTER :
o IRIERE 75% WIRER serviceA EiXER |, serviceBIifi§ 25% MREEIXE serviceBv2

o BIBEM 25% FIEF| serviceBv2 ,‘&‘\—JJ«)\Efﬁ HiX 100% KRB ZABREERETRAHE

ZEserviceA,

- BHRELRAVRMFABRELE  UEIERETRZE |, 885 100% RA serviceBv2, #AHE

REBEIXE| BserviceBv2 , BEEEIF serviceB,

- BAREFERRBNEMRAERAEXBHRBRREM , UAFSENER,

App Mesh 1 Amazon EC2 60


https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect

AWS FERREXB% ERAEER

RTREENER , BREBMERERKRE., ERER, EHRKH[MMEEBEN App Mesh B I548
%, BEMKER  SCEEFRENRBUER Envoy KB, —BEH , BNREEZER Envoy RERIL
B, MIEEEMEEEA.

FORIRHF

App Mesh X #[a DNS AWS Cloud Map= @i & & f#Y Linux IR, BEEFEALAFIER , BELHE
={EE @ DNS M RERKE. BEREFEE , BHUUBIREEEREER , BEDSERR
¥zal , BEEERAREE,

MRHE J_/ﬁﬁﬂﬁﬂlﬂ R , & AT LARKE) Amazon EC2 #{TRIB ALK EARENBERNELHTERE.
MEFMER , F520 (Amazon EC2 FHEERM) THHZBFRRE : Amazon EC2 Linux #{T{EEEA
9. Amazon EC2 H&ALRBREMRREEHWA serviceA, serviceB M serviceBv2 , MEMEA
R EAEBREBES apps.local WamBEREIRE,

SR 1 BB E 8RS

BHEMBERECZAERBEEBRENBEER. WFEFEET , F2RREEE. EEREEE
MERBHI MR, MEFMER , F2RERR.

BYTIER :

- BBA apps WA , RARBIFHAAERBEZEME apps.local & 2=/,

« BAMA serviceb.apps.local WEERYE A RAEBREARRUFEAXBBRENRE K mMAR
FTREEABEELASREAMER, BENTRENEEBA servicea.apps.local HWERR
%

ST LMER AWS BEE XA 5 1.18.116 AWS CLI IR EFhRAS , = 2.0.38 IRREHRALTR T
SILEB, tREH AWS CLI, FFEA aws --versionm S RBEDLHEM AWS CLI frZ<, RE
BRERE 1.18.116 REFIMADR 2.0.38 HEHIRA , AIMBBLZEREH AWS CLlI, BEEFHANT
BEWMRIER,

AWS EE XA

1. 1£ https : //https://console.aws.amazon.com/appmesh/get-started BIEX App Mesh £ & ¥X
HITRE,

2. ¥ Mesh name (#1&E ) , WA appso
3. ¥R Virtual service name (B8R &) , @A serviceb.apps.local,
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-lamp-amazon-linux-2.html
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AWS FEFR B EAEEE
4. HEWRE A FEE Next (T—H),

AWS CLI

1. {#F create-mesh S EIMBEH,

aws appmesh create-mesh --mesh-name apps

2. ffHM create-virtual-service P BILEERE,

aws appmesh create-virtual-service --mesh-name apps --virtual-service-name
sexviceb.apps.local --spec {}

SR B ERER
ERSETHARRBBNEEEE. NEHAET  FENERGY,

BUEBA serviceB WEREH , RAEP—EERGFRERREBA serviceB WERRE. =
BRERRRNEMRRI EB DNS (XM BB A serviceb.apps.local) &R, HE , B LUER
AWS Cloud MapRZ BB R, ERHEHSERERE 80 LA HTTP2 BABERRRE., HXE
HttBABE , UREEMRERE, BUUEREBELS BserviceBv2H A serviceAN B ERE
2

AWS EE XA

1. ¥R Virtual node name (EREI2E) , WA serviceB,

2. SHHRBEIRESZE , BE DNS , RRE A serviceb.apps.local DNS F#EZ T,
3. EEERNERT , ABABERE http2 , WA EEIRB A 80,

4, BEHEE A FEE Next(T—%).

AWS CLI

1. FHATIARABREIEA create-virtual-node-serviceb.json HER :

{

"meshName": "apps",
"spec": {
"listeners": [
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AWS FERREXB% ERAEER

{
"portMapping": {
"port": 80,
"protocol": "http2"
}
}
1,
"serviceDiscovery": {
"dns": {
"hostname": "serviceB.apps.local"
}
}
},
"virtualNodeName": "serviceB"

}

2. {EA JSON EXRMEW A , BB create-virtual-node TP E M EHRETE,

aws appmesh create-virtual-node --cli-input-json file://create-virtual-node-
sexviceb.json

BB 3 N E B BS A 25 M B

ERXARSRAEBN—SEERBRBNRE, NFFEET  F2RERKHFREH.

BITHEIR :

« &5 serviceB WERKMHES , A5 serviceB.apps.local EERETS B LT H ARG
¥ NBA. ERclE , BATBIUMNERREEER serviceb. apps.local BRBEHWHR., EER
BegREErZERKEHE. EREARSEAEZE L’ LW HTTP2 BABEEZERERE, B
BEHMBHAWBE,

« %A serviceB HiEH. T 100% B REM HElserviceBERE S, FifserviceBv2EERE
BE RESHEAREBELSR. HAKREEERERD , BEUUAKBMEHMEREY , YHEE
HEK , £ Envoy REE B BARERSIREREREELAZTERGH,

AWS EETiRA

1. ¥R Virtual router name (X HES B M) , B A serviceB,
2. EERERENERT  ABAHERE nttp2 , WHEREIEE 80 .
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AWS BB (R
3. ¥ Route name (BEHEE M) , WA serviceB,
4. ¥ Route type (BEEHEEHR) | i##ZF http2,
5, SIHEBERTNERSHER , BN serviceBYMA 100X "EE.,
6
7

EMFERET , BERE,
HEME , FEE Next (T —F),
AWS CLI

1. BIMESREMER.

a. FRATIHARBRIBZA create-virtual-router.json HER :

{
"meshName": "apps",
"spec": {
"listeners": [
{
"portMapping": {
"port": 80,
"protocol": "http2"
}
}
]
.
"virtualRouterName": "serviceB"
}

b. A JSON ERMAER A , BE create-virtual-router R S E I ERIKHES,

aws appmesh create-virtual-router --cli-input-json file://create-virtual-
router.json

2. BIMEH.
a. FATHARBEIEAS create-route.json HWER :

{
"meshName" : "apps",
"routeName" : '"serviceB",
"SpeC" : {
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"httpRoute" : {

"action" : {
"weightedTargets" : [
{
"virtualNode" : "serviceB",
"weight" : 100
}
]
},
"match" : {
"prefix" : "/"
}
}
.
"virtualRouterName" : "serviceB"

}

b. {EMH JSON A% A , ¥ create-route SR IEEH,

aws appmesh create-route --cli-input-json file://create-route.json

SR 4. REAMET
KRBV IE "R EIER o
AWS BEFiEA

MREBEFEEEFMERPETEE |, FHEE Edit (RE), HELREREIRER , FBIRIE Create
mesh (B #1%),

Status (IREE) EMEBRATECELNMERER. B View mesh (REHEK) A EEZEAPRR
BIUMER.
AWS CLI

WA H describe-mesh fp S EIREEE,

aws appmesh describe-mesh --mesh-name apps

BRI {F A describe-virtual-service fn S BN EBRKEE,

SR 4 BEAMET 65


https://docs.aws.amazon.com/cli/latest/reference/appmesh/create-route.html
https://docs.aws.amazon.com/cli/latest/reference/appmesh/describe-mesh.html
https://docs.aws.amazon.com/cli/latest/reference/appmesh/describe-virtual-service.html

AWS FERREXB% ERAEER

\éﬁ'

aws appmesh describe-virtual-service --mesh-name apps --virtual-service-name
serviceb.apps.local

WA A describe-virtual-node T S BN W EBREBRTE,

aws appmesh describe-virtual-node --mesh-name apps --virtual-node-name serviceB

WA A describe-virtual-router fp S BN W EBKBEERTE,

aws appmesh describe-virtual-router --mesh-name apps --virtual-router-name serviceB

BB EM describe-route Ba R EM R HARE.

aws appmesh describe-route --mesh-name apps \
--virtual-router-name serviceB --route-name serviceB

R5: BEYHMER

BETHEN , BYBE

By —{BEA serviceBv2 WEREH , URS—EHRBA serviceA WERE ., EMW
EEREBEEIER HTTP/2 iEEI1R 80 AR, &r¥iserviceAEREH , BRE W
Imserviceb.apps.local, RBserviceARBREHNWFIEELRENSEEER S WERR

¥serviceb.apps.local, #ARKBEEREREF , EREUTUEERERDHHNTFMEFEA
HpMERER,

BIEAE WBENEERBservicea.apps.local , i REEEEE EserviceAEBRE B,

EHEEL—ESBRPEIUMN serviceB BH , # 75% WREFEIAS serviceB EREH

PR 25% WREEIAS serviceBv2 ERER, MERBNED K SUNEREBSUEE ,

B2 serviceBv2 ¥ F| 100% WREALL, FAEREMEIEE #serviceBv2 , BRI LIERA
WiEilkserviceBEREHNERRE. ELETURER , ZNEXBIFIZFETMAELR , BA
serviceb.apps.local ERMNEBRRBEBIEEE, £E , serviceb.apps.local E&ER
BEagReErZERKEHS  EEERBAFSERERHEERTY. EETENEBREREEZRS
AILAREREE,

AWS EEFEA

1. EERIEEBKH , BE Meshes (#1%).
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AWS FEFRZ B RS
2. EREBEL—RBISBRPEIN apps M1,
3. EERAIEBEEKH , EE Virtual nodes (EHEETE).
4. JBZE Create virtual node (B3 E#EE ).
5

¥7A Virtual node name (E#EIEZ ) A serviceBv2, ¥ Service discovery
method (BRIEERE %) iBIE DNS , AREZE M DNS hostname (DNS E#E 78) & A

servicebv2.apps.local,
6. St¥EERENARE  EREUBFAMEN http2 , RES0SHHEZER A ,
7. i#IZ Create virtual node (B EEEIZ).

8. HIXEHE Create virtual node (B ERETE). WA serviceA HAEREGHEZE. €N
Service discovery method (BRIEIRZE /%) , 1##E DNS , A& ¥t DNS hostname (DNS E#H
) W A servicea.apps.local,

9. EMEARTHWAEREREERE , MA serviceb.apps.local,
10. EEERENERET , SHEEAGEIRE http2 , SosHHEEERRA K RRBEBRIERESH,
1. EERIEEEKD , Z#E Virtual routers (JEREHZR) , ARIEBEEPEN serviceB EHR

LN
12. 7£ Routes (B¢H) T/ , BEREE L —@AFRPEVYMIRE (A ServiceB) , REEE Edit
(WmEE)o

13. EEE., EREHEZET , 1§ WHEEEserviceBEE A 75,
14. BEFIBBEIE |, serviceBv2RE THNBEREE | WAAEENERES 25,
15. BERFF,

16. EARIBIBEERESF , BE Virtual services (E#EIRTE) , AARIEIE Create virtual service (B E
R,

17. servicea.apps.local RERBREERBEBA A ARHEEZIVERDH , serviceARER
HBNEE |, RARBERIEERE.

AWS CLI
1. E3 serviceBv2 EEEH,

a. FATHRARBEIES create-virtual-node-servicebv2.json HER :

{
"meshName": "apps",
"SpeC": {
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"listeners": [

{
"portMapping": {
"port": 80,
"protocol": "http2"
}
}
1,
"serviceDiscovery": {
"dns": {
"hostname": "serviceBv2.apps.local"
}
}
.
"virtualNodeName": "serviceBv2"

b. BMERREIR,

aws appmesh create-virtual-node --cli-input-json file://create-virtual-node-
servicebv2.json

2. B3 serviceA EEEIEH,

a. HATHREBEILZS create-virtual-node-servicea.json WEER :

{
"meshName" : "apps",
"spec" : {
"backends" : [
{
"virtualService" : {
"virtualServiceName" : "serviceb.apps.local”
}
}
1)
"listeners" : [
{
"portMapping" : {
"port" : 80,
"protocol" : "http2"
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1,
"serviceDiscovery" : {
"dns" : {
"hostname" : "servicea.apps.local"
}
}
},
"virtualNodeName" : "serviceA"

}
b. EBMERREIR,

aws appmesh create-virtual-node --cli-input-json file://create-virtual-node-
servicea.json

3. EHAEL—ESBPEINMN serviceb.apps.local BRI , SEREEESE
serviceB EREHIH. RUBRIERRER K ©TPEEEREREMHS , BA serviceB
R B MR,

a. FATYHRBEIES update-virtual-service.json HER :

{
"meshName" : "apps",
"spec" : {
"provider" : {
"virtualRouter" : {
"virtualRouterName" : "serviceB"
}
}
},
"virtualServiceName" : "serviceb.apps.local”
}

b. M update-virtual-service < F 1 E # R

aws appmesh update-virtual-service --cli-input-json file://update-virtual-
service.json

4, FEFHEBREL—ELTBPREIH serviceB FEH,

a. FATIHARBEILEA update-route.json WHER :
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"meshName" : "apps",
"routeName" : "serviceB",
"spec" : {
"http2Route" : {
"action" : {
"weightedTargets" : [
{
"virtualNode" : "serviceB",
"weight" : 75
.
{
"virtualNode" : "serviceBv2",
"weight" : 25
}
]
.
"match" : {
"prefix" : "/"
}
}
},
"virtualRouterName" : '"serviceB"

b. M update-route a5 EFH K H.

aws appmesh update-route --cli-input-json file://update-route.json

5. 3 serviceA EER®.

a. HATHARBEILZS create-virtual-servicea.json HEE :

{
"meshName" : "apps",
"spec" : {
"provider" : {
"virtualNode" : {
"virtualNodeName" : "serviceA"
}
}
.
"virtualServiceName" : "servicea.apps.local”
}
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AWS FEFR B EAEEE
b. EIMERRR,

aws appmesh create-virtual-service --cli-input-json file://create-virtual-
servicea.json

MEEE

RN REEIE 2 , BE={HEBEA servicea.apps.local, serviceb.apps.local #
servicebv2.apps.local WERER®K. BRTEERRBEIUNA K LEAEEISAKRERRE 2 TIE
TR BRI ARG

- MEEERE. CESEBERKHEN servicea.apps.local ERBBNFIEREEREE
serviceb.apps.local EHRIE.

- ZMA serviceA, serviceB Ml serviceBv2 W=EEHEE %, Envoy RESE R HERDE
RENRBREEN , REHABERRKH IP thit,

- EEE-RRHANEERKAHSE , HIER Envoy KRB 75% WEAFRERMHE serviceB EEEE ,
# 25% HIRERMBE serviceBv2 BB,

$ER 6 BRI

HRIUWEE 2R , BEETKTIIER

- RELESERE —EFBH Envoy RE , LEBEN—SZEERGRNER, NFENARECEN
FHERA , 528 Envoy Proxy &1,

- FEEHEBNRYE K FERAT SR,

#& Amazon EC2 #i{TERBRERERTHNE
1. B IAM B,
a. FEATHRBEIEZSE ec2-trust-relationship.json WER,

JSON

"Version":"2012-10-17",
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"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": "ec2.amazonaws.com"

3,

"Action": "sts:AssumeRole"

}
1
}

b. FEATIHTEILIAMBE,

aws iam create-role --role-name mesh-virtual-node-service-b --assume-role-
policy-document file://ec2-trust-relationship.json

2. & IAM BEREEIAE® , AFFEHR Amazon ECR FEE , I RFBEEUEE App Mesh E#E R AVAE

RE,

a. FATHRBEIELS virtual-node-policy.json HWIER, apps RIETE the section
called “FER 1 : BB MNERRE BIAWBEKAER , M serviceB BETE the section
called “FTER 2 : EVERER BUNERGH BB, 1§ 111122223333 IR AERIRS
ID , ¥ us-west-2 MRABBEILBENVES,

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": "appmesh:StreamAggregatedResources",
"Resource": [
"arn:aws:appmesh:us-west-2:111122223333:mesh/apps/
virtualNode/serviceB"

1

}

b. FEATIWTEILEK,
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aws iam create-policy --policy-name virtual-node-policy --policy-document
file://virtual-node-policy.json

c. BEEL—ESBHIEINBREZZTAG , BABREER App Mesh EHlserviceBERE
BB RE,

aws iam attach-role-policy --policy-arn arn:aws:iam::111122223333:policy/
virtual-node-policy --role-name mesh-virtual-node-service-b

d. # AmazonEC2ContainerRegistryReadOnlyZEHXKEZIA® , LUMER Amazon
ECR £E! Envoy A5 &,

aws iam attach-role-policy --policy-arn arn:aws:iam::aws:policy/
AmazonEC2ContainexrRegistryReadOnly --role-name mesh-virtual-node-service-b

FERASEVYHN IAM £ EBRE Amazon EC2 #1T{ERE

EiB SSH EREEHNHITEEE.

BRENEXRBE M, EENBITIER AWS CLI £% % Docker M

872 Docker Al Fim{t FIREVREGH EEH , @ Envoy Amazon ECR f#FEETH 2 5HE.

I

« BRT me-south-1, ap-east-1, . il-central-1, ap-southeast-3 eu-south-1#
LA AR E Eiglaf-south-1, BALUE us-west-2 K BERZERN EE , 1B me-
south-1, ap-east-1, ap-southeast-3eu-south-1, . il-central-1# BgR¥\af-
south-1,

$aws ecr get-login-password \
--region us-west-2 \
| docker login \
--username AWS \
--password-stdin 840364872350.dkx.ecr.us-west-2.amazonaws.com

« me-south-1 [EiF

$aws ecr get-login-password \
--region me-south-1 \
| docker login \
--username AWS \
--password-stdin 772975370895.dkx.ecr.me-south-1.amazonaws.com

HER 6 . BRI 73


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/iam-roles-for-amazon-ec2.html#launch-instance-with-role
https://docs.aws.amazon.com/general/latest/gr/appmesh.html

AWS FERREXB% ERAEER

- ap-east-1 [EiF

$aws ecr get-login-password \
--region ap-east-1 \
| docker login \
--username AWS \
--password-stdin 856666278305.dkx.ecr.ap-east-1.amazonaws.com

7. HOTHEAP—EGSREEEITEE LM App Mesh Envoy B85 , REE R HE 2R &
ME. apps M serviceB ERRFIFERNRENERTHERE, LEFASTAREEXNER
App Mesh EEEVL SR ETEERE, FETHRS , BHUFEEARFE serviceBv2flserviceAE
RE R RREN Amazon EC2 BiTEBZREL TR, HRLECHERAER  KELER
RAEEBCSHE,

« BRY me-south-1, ap-east-1, ., il-central-1, ap-southeast-3 eu-south-1%
DA A Eigaf-south-1, BAI A& ###EX A me-south-1, ap-east-1, . il-
central-1, ap-southeast-3 eu-south-1M af-south-1EHMUNANEAZEREE, &
A LARG 1337 K 0 B 2147483647 Z EMEIE,

sudo dockexr run --detach --env APPMESH_RESOURCE_ARN=mesh/apps/
virtualNode/serviceB \

-u 1337 --network host 840364872350.dkr.ecr.region-code.amazonaws.com/aws-
appmesh-envoy:v1.34.13.0-prod

« me-south-1 [EBig, EBAILE 1337 #ap% 0 B 2147483647 Z2BEH{E[E.

sudo docker run --detach --env APPMESH_RESOURCE_ARN=mesh/apps/
virtualNode/serviceB \

-u 1337 --network host 772975370895.dkr.ecr.me-south-1.amazonaws.com/aws-appmesh-
envoy:v1l.34.13.0-prod

- ap-east-1 [EiF, &AL 1337 #2FK 0 B 2147483647 Z M EIE,

sudo dockexr run --detach --env APPMESH_RESOURCE_ARN=mesh/apps/
virtualNode/serviceB \

-u 1337 --network host 856666278305.dkr.ecr.ap-east-1.amazonaws.com/aws-appmesh-
envoy:v1l.34.13.0-prod
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® Note

APPMESH_RESOURCE_ARN BMEZERRA 1.15.0REHIRAM Envoy MK, MEFME
#A , FZHEnvoy,

/A Important
HE v1.9.0.0 RBEFHMRA L EEE App Mesh BEFEA,

8. FETE T HIEE Show more, AT GMTEENHTEBLEIEAS envoy-networking.sh
HER, 1§ 8000 MRAEZHNEARIEXBHARBEARENERE, EUUEE
APPMESH_IGNORE_UID W{E , BEEXEREE L —ELBRHAISENEMER ; Hla0 1337, MBS
E | R LA H At st it B APPMESH_EGRESS_IGNORED_IP, :EZEEMEMIT,

#!/bin/bash -e

#
# Start of configurable options
#

#APPMESH_START_ENABLED="0"

APPMESH_IGNORE_UID="1337"

APPMESH_APP_PORTS="8000"
APPMESH_ENVOY_EGRESS_PORT="15001"
APPMESH_ENVOY_INGRESS_PORT="15000"
APPMESH_EGRESS_IGNORED_IP="169.254.169.254,169.254.170.2"

# Enable routing on the application start.
[ -z "$APPMESH_START_ENABLED" ] && APPMESH_START_ENABLED="0"

# Enable IPve6.
[ -z "$APPMESH_ENABLE_IPV6" ] && APPMESH_ENABLE_IPV6="0"

# Egress traffic from the processess owned by the following UID/GID will be
ignored.
if [ -z "$APPMESH_IGNORE_UID" ] && [ -z "$APPMESH_IGNORE_GID" ]; then
echo "Variables APPMESH_IGNORE_UID and/or APPMESH_IGNORE_GID must be set."
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echo "Envoy must run under those IDs to be able to properly route it's egress
traffic."

exit 1
fi

# Port numbers Application and Envoy are listening on.
if [ -z "$APPMESH_ENVOY_EGRESS_PORT" ]; then
echo "APPMESH_ENVOY_EGRESS_PORT must be defined to forward traffic from the
application to the proxy."
exit 1
fi

# If an app port was specified, then we also need to enforce the proxies ingress
port so we know where to forward traffic.
if [ ! -z "$APPMESH_APP_PORTS" ] && [ -z "$APPMESH_ENVOY_INGRESS_PORT" ]; then
echo "APPMESH_ENVOY_INGRESS_PORT must be defined to forward traffic from the
APPMESH_APP_PORTS to the proxy."
exit 1
fi

# Comma separated list of ports for which egress traffic will be ignored, we always
refuse to route SSH traffic.
if [ -z "$APPMESH_EGRESS_IGNORED_PORTS" ]; then
APPMESH_EGRESS_IGNORED_PORTS="22"
else
APPMESH_EGRESS_IGNORED_PORTS="$APPMESH_EGRESS_IGNORED_PORTS, 22"
fi

#
# End of configurable options
#

function initialize() {

echo "=== Initializing ==="

if [ ! -z "$APPMESH_APP_PORTS" ]; then
iptables -t nat -N APPMESH_INGRESS
if [ "$APPMESH_ENABLE_IPV6" == "1" ]; then

ip6tables -t nat -N APPMESH_INGRESS

fi

fi

iptables -t nat -N APPMESH_EGRESS

if [ "$APPMESH_ENABLE_IPV6" == "1" ]; then
ip6tables -t nat -N APPMESH_EGRESS

fi
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function enable_egress_routing() {
# Stuff to ignore
[ ! -z "$APPMESH_IGNORE_UID" ] && \
iptables -t nat -A APPMESH_EGRESS \
-m owner --uid-owner $APPMESH_IGNORE_UID \
-j RETURN

[ ! -z "$APPMESH_IGNORE_GID" ] && \
iptables -t nat -A APPMESH_EGRESS \
-m owner --gid-owner $APPMESH_IGNORE_GID \
-j RETURN

[ ! -z "$APPMESH_EGRESS_IGNORED_PORTS" ] && \
for IGNORED_PORT in $(echo "$APPMESH_EGRESS_IGNORED_PORTS" | tr "," "\n");
do

iptables -t nat -A APPMESH_EGRESS \
-p tep \
-m multiport --dports "$IGNORED_PORT" \
-j RETURN

done

if [ "$APPMESH_ENABLE_IPV6" == "1" 1; then
# Stuff to ignore ipvé6
[ ! -z "$APPMESH_IGNORE_UID" ] && \
ip6tables -t nat -A APPMESH_EGRESS \
-m owner --uid-owner $APPMESH_IGNORE_UID \
-j RETURN

[ ! -z "$APPMESH_IGNORE_GID" ] && \
ip6tables -t nat -A APPMESH_EGRESS \
-m owner --gid-owner $APPMESH_IGNORE_GID \
-j RETURN

[ ! -z "$APPMESH_EGRESS_IGNORED_PORTS" ] && \
for IGNORED_PORT in $(echo "$APPMESH_EGRESS_IGNORED_PORTS" | tr "," "\n");
do

ip6tables -t nat -A APPMESH_EGRESS \
-p tecp \
-m multiport --dports "$IGNORED_PORT" \
-j RETURN

done

fi

S 6 EHRHK 77



AWS FERREXB% ERAEER

# The list can contain both IPv4 and IPv6 addresses. We will loop over this
list
# to add every IPv4 address into “iptables”™ and every IPv6 address into
“ip6tables”.
[ ! -z "$APPMESH_EGRESS_IGNORED_IP" ] && \
for IP_ADDR in $(echo "$APPMESH_EGRESS_IGNORED_IP" | tr "," "\n"); do
if [[ $IP_ADDR =~ .*:.* 1]
then
[ "$APPMESH_ENABLE_IPV6" == "1" ] && \
ip6tables -t nat -A APPMESH_EGRESS \
-p tcp \
-d "$IP_ADDR" \
-j RETURN
else
iptables -t nat -A APPMESH_EGRESS \
-p tep \
-d "$IP_ADDR" \
-j RETURN
fi
done

# Redirect everything that is not ignored
iptables -t nat -A APPMESH_EGRESS \

-p tcp \

-j REDIRECT --to $APPMESH_ENVOY_EGRESS_PORT

# Apply APPMESH_EGRESS chain to non local traffic
iptables -t nat -A OUTPUT \

-p tcp \

-m addrtype ! --dst-type LOCAL \

-j APPMESH_EGRESS

if [ "$APPMESH_ENABLE_IPV6" == "1" ]; then
# Redirect everything that is not ignored ipv6
ip6tables -t nat -A APPMESH_EGRESS \
-p tep \
-j REDIRECT --to $APPMESH_ENVOY_EGRESS_PORT
# Apply APPMESH_EGRESS chain to non local traffic ipvé6
ip6tables -t nat -A OUTPUT \
-p tcp \
-m addrtype ! --dst-type LOCAL \
-j APPMESH_EGRESS
fi
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function enable_ingress_redirect_routing() {
# Route everything arriving at the application port to Envoy
iptables -t nat -A APPMESH_INGRESS \
-p tep \
-m multiport --dports "$APPMESH_APP_PORTS" \
-j REDIRECT --to-port "$APPMESH_ENVOY_INGRESS_PORT"

# Apply AppMesh ingress chain to everything non-local
iptables -t nat -A PREROUTING \

-p tcp \

-m addrtype ! --src-type LOCAL \

-j APPMESH_INGRESS

if [ "$APPMESH_ENABLE_IPV6" == "1" ]; then
# Route everything arriving at the application port to Envoy ipv6
ip6tables -t nat -A APPMESH_INGRESS \
-p tcp \
-m multiport --dports "$APPMESH_APP_PORTS" \
-j REDIRECT --to-port "$APPMESH_ENVOY_INGRESS_PORT"

# Apply AppMesh ingress chain to everything non-local ipvé6
ip6tables -t nat -A PREROUTING \
-p tcp \
-m addrtype ! --src-type LOCAL \
-j APPMESH_INGRESS
fi

function enable_routing() {
echo "=== Enabling routing ==="
enable_egress_routing
if [ ! -z "$APPMESH_APP_PORTS" ]; then
enable_ingress_redirect_routing
fi

function disable_routing() {
echo "=== Disabling routing ==="
iptables -t nat -F APPMESH_INGRESS
iptables -t nat -F APPMESH_EGRESS
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if [ "$APPMESH_ENABLE_IPV6" == "1" ]; then

ip6tables
ip6tables
fi

-t nat -F APPMESH_INGRESS
-t nat -F APPMESH_EGRESS

function dump_status() {
echo "=== iptables FORWARD table ==="
iptables -L -v -n
echo "=== iptables NAT table ==="
iptables -t nat -L -v -n

if [ "$APPMESH_ENABLE_IPV6" == "1" ]; then

echo "===

ip6tables

echo "===

ip6tables
fi

ip6tables FORWARD table ==="
-L -v -n

ip6tables NAT table ==="

-t nat -L -v -n

function clean_up() {
disable_routing
ruleNum=$(iptables -L PREROUTING -t nat --line-numbers | grep APPMESH_INGRESS |

cut -d " " -f 1)

iptables -t nat -D PREROUTING $ruleNum

ruleNum=$(iptables -L OUTPUT -t nat --line-numbers | grep APPMESH_EGRESS | cut

_d n n _-F 1)

iptables -t nat -D OUTPUT $ruleNum

iptables -t nat -X APPMESH_INGRESS
iptables -t nat -X APPMESH_EGRESS

if [ "$APPMESH_ENABLE_IPV6" == "1" 1]; then
ruleNum=$(ip6tables -L PREROUTING -t nat --line-numbers | grep
APPMESH_INGRESS | cut -d " " -f 1)

ip6tables

-t nat -D PREROUTING $ruleNum

ruleNum=$(ip6tables -L OUTPUT -t nat --line-numbers | grep APPMESH_EGRESS |

cut -d " " -f 1)
ip6tables

ip6tables
ip6tables

-t nat -D OUTPUT $ruleNum

-t nat -X APPMESH_INGRESS
-t nat -X APPMESH_EGRESS
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fi

function main_loop() {
echo "=== Entering main loop ==="
while read -p '> ' cmd; do
case "$cmd" in
Ilquitll)
clean_up
break
"status")
dump_status
"enable")
enable_routing
"disable")
disable_routing

a4

echo "Available commands: quit, status, enable, disable"

*)
esac
done
}
function print_config() {
echo "=== Input configuration ==="
env | grep APPMESH_ || true

print_config

initialize

if [ "$APPMESH_START_ENABLED" == "1" ]; then
enable_routing

fi

main_loop

9. EERRTE iptables RAILEEAERXRERKHZE Envoy KE |

BEER.

L —(ESRmA R

HER 6 . BRI

81



AWS FERREXBE ERAEER

sudo ./envoy-networking.sh

10. BN ERDHEREXENR,

@ Note
WNZE App Mesh FWE ZEHIFNZ SRR , FFS B App Mesh i flFEFE,

App Mesh &35l

/A Important

SEAKIEBH - 2026 £9 A 30 B, AWS #{=1E & AWS App Mesh, 2026 9 A 30 H
2%, BREEBFE AWS App Mesh =2 A K AWS App Mesh ElR, WMEFMER , B2
R L ERE AR X E R BR AWS App Mesh & Amazon ECS Service Connecto

&1 LATE T B 12 EE 3 Bllend-to-endE & AWS App Mesh , BREEETE AWS FRIFBS W EERNTE
NASEIG] -

FER R AR &)
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FERREBIEE=

/A Important
SEMKIEEA 2026 £9 A 30 B, AWS =X AWS App Mesh, 2026 £ 9 A 30 H

2%, BREEBFE AWS App Mesh AT AWS App Mesh BR, MFEFMER , F2
R L ERE AR X E R BE AWS App Mesh & Amazon ECS Service Connecto

App Mesh B T 58248 5K o
- RIS

- ERRE

- EEEE

- EREH

- EREHE

AR 75 4845

/A Important

SEAKIEBH - 2026 F£9 A 30 B, AWS #{=1E & AWS App Mesh, 2026 9 A 30 H
2%, B EEBEE AWS App Mesh £ A AWS App Mesh &R, MFEFMENR , B2
R L ERE AR X E R EBR AWS App Mesh & Amazon ECS Service Connecto

AR F M R bZW%HEﬁZF%‘%%mL;E’JEEEﬁO BUSHREEER  SUUBLERRR. &
BETR, ERRASRNEH  UoEMETFHEARX ZENRE.

2 M AR TSR

(® Note

BUPERE  SXAFENSEBRESR, IRKSTHBREREEZN , UEEIRMAREZR
B, FERGITmEZR , FEAZEE App Mesh EIREEE 3 #8482 MBI
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AWS EXE R A

EH BAURBEE AWS EEERA

1. ¥ https : //https://console.aws.amazon.com/appmesh/ B App Mesh £ &,
2. 1ZJE Create mesh (BIEHE),

3. ¥M® Mesh name (MEER) , RAENRBRABEEER.

4

(1EA ) BEAFABRE. ERERBAT , BRPHNAERSEREERE. WREAFHA
HRE , RPN AEHEEE TCP REERBEAEREBEEHERN KNI EM R,

® Note

MREEMER ALLOW_ALL BEERSHE LEEEARR , BXN AR EXERTENFT
FwmbEARK. B, ALLOW ALL ST BERANXEREH,

5. IPRAmEFRE

BBYIRBEER IP RAITA |, 25 P IRAEZANBERANRE., BRIBER , App
Mesh A& & IP R4,

® Note

MEEs P REXEERAZEVMEANMBERGRNERFE, BBV NIREBEHI
i, AEBERTE IP REFRE , EERNERSH LBRRTH. EREELN IP REFHR
EELER  DAERFENHEEAFEMERERE IPv4 M IPv6 RE , EmiEHEL
RENREFRERM , ERHEE.

- FEEX
« Envoy #J DNS @i X{R#F IPv6 , ILEE IPv4,
« R AWS Cloud Map ATH , SR ERIPvARYbIE | WEMZIPvEHHIRE ,
- BAMERERNENHEEER IPvLtbit,
« Envoy EREXSBEZFIEIPvLML,
« IPv6 fm ¥
« Envoy #J DNS @M R IPve , W EEF| IPv4,

- NEAHA . Ble#FH AWS Cloud Map EEITPveRy#hit , SWEE A FEFHAZIPvAatthit
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- AAMEREXEINIREFER IPveitit,
« Envoy EEEXSBEZEFE IPv4H IPve tbit,
. IPv4 fREF
« Envoy #J DNS @i X{R#F IPvs4 , ILEE IPv6,
« W5 AWS Cloud Map AT A , B EER BEIPvARYibE , WFEAKIPVeIHIRME ,
- BAMERAREIEINIHEESER IPvAithit,
- Envoy ZEEEXNSBEZEFE IPv4H IPve thit,
- ZBR IPv6
- Envoy #J DNS T2\ {EFEH IPv6.

. HA# AWS Cloud Map /8 BETPveIhit, 18 AWS Cloud Map EEITPv4HELE , B
FEEA P it , MEAFZERSEEE Envoy,

- REABEAEXEYNIRIER IPveitit,

- Envoy EEEXSBEZEFAE IPv4FH IPve it
- f£R IPv4

 Envoy #J DNS #MEXNEMFEA IPv4,

« J& AWS Cloud Map £/ EEIPv4RIHEHE, NS AWS Cloud Map EEIPv6itit |, Al
TEEA IP it , MZEAZERSELSE Envoys

- ARMERENEINIRESER IPvatiil,
- Envoy BEEXNSBEZEFE IPv4F IPv6 tbit,
6. IiZIZE Create mesh (BIB) LMK,

7. (ER) HEMRFHAREE. HAABBRTETRKRFEZELNERER —BEBBPRLET,.
MEFHMES  F2EREALR B,

AWS CLI
5 BIAIMBE AWS CLI,
FRATIGSERLRERE (FRAZEBCHTTER44E )

aws appmesh create-mesh --mesh-name meshName

2. EHEH

{
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"mesh" : {

"meshName" : "meshName",

"metadata":{
"arn":"arn:aws:appmesh:us-west-2:123456789012 :mesh/meshName",
"createdAt":"2022-04-06T08:45:50.072000-05:00",
"lastUpdatedAt":"2022-04-06T08:45:50.072000-05:00",
"meshOwner": "123456789012",

"resourceOwner": "123456789012",
"uid":"alb2c3d4-5678-90ab-cdef-11111EXAMPLE",
"version":1

},

"spec":{},

"status":{

"status":"ACTIVE"

}

}

MFEAEA AWS CLI for App Mesh B MEHIFEMAE R , S0 AWS CLI BEH M create-mesh

ADLA
AP o

il BR 4

AWS BEE XA
R MERERFE AWS EEREEA

1. 7£ https : //https://console.aws.amazon.com/appmesh/ BEX App Mesh £ &,
2. EEFEMRNBE. SIHEHENSHELANMERE,

3. HEHRATF , @A delete , REE—TMER.

AWS CLI
5 MIER#EH% AWS CLI
1. FRATYESRMERERE (FREZECHERR IE )

aws appmesh delete-mesh \
--mesh-name meshName
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AWS FEFR B EAEEE
2. EHES

{
"mesh": {

"meshName": "meshName",

"metadata": {
"arn":"arn:aws:appmesh:us-west-2:123456789012:mesh/meshName",
"createdAt": "2022-04-06T08:45:50.072000-05:00",
"lastUpdatedAt": "2022-04-07T11:06:32.795000-05:00",
"meshOwner": "123456789012",

"resourceOwner": "123456789012",
"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",
"version": 1

1,

"spec": {3},

"status": {

"status": "DELETED"

}

}
}

IEEREFA AWS CLI for App Mesh MIBR#B#E R FEMERA , 5528 AWS CLI BEH# delete-mesh
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/A Important
SIER B 2026 £ 9 A 30 B , AWS 5= 1E %8 AWS App Mesh, 2026 & 9 A 30 B
2%, BAEEEBER AWS App Mesh £ A= AWS App Mesh BiR, MEFMENR , F2
B EPEIE L E R BH AWS App Mesh £ Amazon ECS Service Connect,

ERRERERBRENHERY K HEEHHEZREM  BEBEEKEHEHERM, HRRBEEU
virtualServiceName WM ERRYE K MBAELBERERABEXINERDHHNERKHS BE
AEERENRESE),
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2 E R RT

AWS EXE R A

EH B ERRE AWS EEERA

1.

2
3
4,
5

7.

£ https : //https://console.aws.amazon.com/appmesh/ BARX App Mesh £ &,
BELECHPERYERBBNESE, SHLERANCEZELANAMERE.
EERIEES | &2 Virtual services (E#EIRTE).

i#1Z Create virtual service (3 EERTE)o

¥R Virtual service name (BB E ) , ATHNERRKZERR,

BOLGEETAER , EEBEEEA SERRENRBERERBny -
service.default.svc.cluster.local , IEAERR MG ERREEERREEILR
B, mit—R , EFEERFRABRSEHBIEABTIEANEE, BEENBBLAR
WHIEEM P it RARARXASR[ L ARAKINBTEE | TESFREEZE Envoy €
B, B ERATMERM P it , AAEAREIRNESSEMEEHEY P thiu @A, KB
EEBETE App Mesh FATCPRENEBEEMERREES , MT2EBZBHETH IP
ok,

£ Provider (121t %8) , AN ERRKZERHEEER

- MREFLEERBBRHRES BB ZEEREDF , FFIEB Virtual router (EREEHER) , A&
RTHUXNRERZEREMNERRBHR,

- MREFEERBBELIBERBHB[OB A TERIZERER  FENERDH AR
RTHUXERPRERCERNERDR,

® Note
App Mesh TIREE BT 2020 £ 7 A 29 HEXRHz RERNSEERBMEMH
EBEE R Envoy BB ERBR , BIELEXER App Mesh APl EZR LB
Ro MEFMEN , FEHEBEASHABR.

- MRBHRBFERERBRBRAEERE (I, MRENERBAHNER R HRETF
) , FHIEE None (), BWRAILEMLERBHORMAE,

i#1Z Create virtual service (B E#IRTE) LLEK o

B ERRY 88


https://console.aws.amazon.com/appmesh/

AWS FERREXB% ERAEER

AWS CLI
£ B EHR® AWS CLI

FEATSwSMEA JSON ER , FAEREHREREEEVERREYE (FALBSWERRY
#E) :

aws appmesh create-virtual-service \
--cli-input-json file://create-virtual-service-virtual-node.json

2. create-virtual-service-virtual-node.json £ AR :

{
"meshName": "meshName",
"spec": {
"provider": {
"virtualNode": {
"virtualNodeName": "nodeName"
}
}
b,
"virtualServiceName": "serviceA.svc.cluster.local"
}
3. EHEEH
{

"virtualService": {

"meshName": "meshName",

"metadata": {
"arn": "arn:aws:appmesh:us-west-2:210987654321:mesh/meshName/

virtualService/serviceA.svc.cluster.local",

"createdAt": "2022-04-06T09:45:35.890000-05:00",
"lastUpdatedAt": "2022-04-06T09:45:35.890000-05:00",
"meshOwner": "123456789012",
"resourceOwner": "210987654321",
"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",
"version": 1

b

"spec": {
"provider": {

"virtualNode": {
"virtualNodeName": "nodeName"
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}
}
},
"status": {
"status": "ACTIVE"
.
"virtualServiceName": "serviceA.svc.cluster.local"

MFEA AWS CLI for App Mesh B EHREHFHMEER , FFSH AWS CLI BEHH create-
virtual-service o

i B 368 AR 5

(@ Note
BEEAMBRRERBSENERRE. SEELMBRFEERS,

AWS BEE XA
R MERERRRE AWS EEREEA

1. 1E https : //https://console.aws.amazon.com/appmesh/ BAEX App 