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L EEEEARER Vaults § 2012 £ % REST API B Amazon Glacier RIEHBEEEE,

NREBEERHEREHERAR , BEBIEE Amazon Glacier Instant Retrieval, S3 Glacier Flexible
Retrieval #l S3 Glacier Deep Archive F £ Amazon Glacier & F%Al. Amazon S3 EE# -7
fRIELE 1718 1E |, 552 B Amazon Glacier f#17% 5,

Amazon Glacier ( RIABUREFERRE ) THEEIZIHEF. Amazon Glacier E—HEBEIER®E , &
EBCHW APIs , Al EREREREFEES , 38 Amazon S3 1 Amazon S3 Glacier #FERITE.,
BRBENERME Amazon Glacier FERHRFRZLBATFR, TFEE®. HREREK, RENH
F@F , AWS E=EFEA Amazon S3 Glacier #F25 , F#EiB S3 FFITRE APIs, TE AWS EiF
AN, BERES AWS MIRBEES K RESHENEFER., MREBTIRRTIE  FEEFEARMBY
fRRFRIEF , B E R Amazon S3 Glacier fRFZEE#ZE Amazon S3 Glacier #7738 A , UEBE
Amazon S3 Glacier & F# 5. AWS Amazon Glacier Amazon S3

ANBREXIFWHEBBZFRE , IRBFREMAERRT—BZRE , BIURRAE,
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HEEE Amazon Glacier ?

MRS BB EEFEA Amazon Glacier RIFEEEE—F T | BuIERIEREARIMENE
Ao Amazon Glacier R—EBZ+AMAMNKRYE K ARAERAREEETERAERSENRBHFES. W
%= Amazon Glacier REEBWFMEN , 2B Amazon Glacier EE,

e

- BWEBRAFEH Amazon Glacier ?
« Amazon Glacier E¥HEH!

« Amazon Glacier ¥ X B BRE

« 12EY Amazon Glacier

BB R RA A Amazon Glacier ?

(® Note

AEIZBM Amazon Glacier fR#5., R & B #ifEH Amazon S3 Glacier 7% 5! (S3
Glacier Instant Retrieval, S3 Glacier Flexible Retrieval 1 S3 Glacier Deep Archive) , 5828

{(Amazon S3 EREEmM) THRARHEFYHNREEES,

WMREBRER Amazon Glacier REEEREE —F TH#H L BREERBEATES !

« fFEER Amazon Glacier - AETWHERIS O RAER ERER | HXEMIRME | LIRET L HRER
M EE) AWS SDKs.,

« AF3 : Amazon Glacier AF] —Ei@ZI@ERMARIREFE, LEHEF, BYTEATERBE., &
HY T /R i A BR 12

/A Important

Amazon Glacier Bt XA, FiB , T AHFRE , Sl LE, THIMER , BEZLE
F AWS Command Line Interface (AWS CLI) i B AR, REXHREIEHFRE.
wm, FELEER, flmEs. ERMHEHMXHE , BHEER AWS CLI FEEENERE
HEER |, HEREEMFEA REST APl SfEH AWS SDKs,

S
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EEBL% AWS CLI , 5528 AWS Command Line Interface, MEHE A Amazon
Glacier BYE¥#E A AWS CLI , 5828 AWS CLI Amazon Glacier (W&Z, WMEMEH
AWS CLI ##1F L8 = Amazon Glacier BV &85 , FESBEE £ H Amazon Glacier AWS
Command Line Interface,

MRTAMPESH 2, BOAfeSBE#— 5 T Amazon Glacier 1. THIRERMEEH REST API
ERAK Java F Microsoft .NET AWS SDKs R{#fH Amazon Glacier FIEEIE A :

« ¥#it Amazon Glacier {8 AWS SDKs

AEREAEEPREEXHELFAERN AWS SDKs i, REXHAEYREBUTES, ©2
SELHRBEMAFMREHSHEIER AP WEE , FRAKEURARSTREEFATRMEX RS
By — iR ER

« £ Amazon Glacier P {E R FE

AEREZSERFEELENFHEEN , SINBIREFE. HEREFEEFEER. R ITERER
REEER , URBREREEBNSE, BRT FH Amazon Glacier £ & 25 , BE T LUE AWS
SDKsHAREZBRIFERE, AERA API, MEA M BAR Java B AWS SDK =2t TEHI &
AR NET 8 AWS SDK,

« 1 Amazon Glacier R{E R 12

AREREHFERENFRES , SINEE-BFBRPLEHTF , IEATRLEFERRLESTRFHK
BT, AHURANARNY THEUERS A TEHETF, AEHRAER BRAM Java B9 AWS SDK
B2 EAR NET B AWS SDKHY 845,

« Amazon Glacier 8y AP| &%

Amazon Glacier & — RESTful lR#. A HiZREA REST & , BREF EMEEHIFERUKR FTEIRIEN
B, AWS SDK ZRXEG &I AP, B{LENERRFER.

Amazon Glacier ER{E#Y

Amazon Glacier ERHERZ L TH ST EREENEE, Amazon Glacier L4 REST AE /R Web R
. LURESTME , REEMNHEFEEER., kI, Amazon Glacier B ER A SFBEMBENELEE
R BEERIUUEEROLER,

ES]
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- REE
.
. 8

- BHERE

REE

¥ Amazon Glacier § , R FERANBEHENER. REEELN Amazon S3 EF . BIMR
FEE , SZUUEERR  ARBELERYREFE AWS B /Y .

BERFEERSBEM ML, —KREXA

https://region-specific-endpoint/account-id/vaults/vault-name

filn | REREEEETES (REME) BEF , ERFHREMA ID 111122223333 B RIFE
(examplevault), ZBEFEAMNT URI ELtHREFE :

https://glacier.us-west-2.amazonaws.com/111122223333/vaults/examplevault

UTRURI BETHNER :

« glacier.us-west-2.amazonaws.com #BIEE AL (RERK) EiF,
+ 111122223333 2HERREFEN AWS RS ID.

« vaults 21 AWS IRFFIEENREEES,

- examplevault FIIRFEEEPNHEREE,

AWS t1RF TTATEE A BN hEMIREE AWS EiF, NEXENEE AWS BiF , F28H £l
Amazon Glacier, EEBEH R , tIREFXBFAK—RFESRHE. AWSIRF IJUEARARNEFHHPEILRE
BREE,

BRI ERFEFEFRERBENHF. RBENEBIEAENETR , EUTUARELHFFRE—E
REFEEHZERTE,

Amazon Glacier X ZREBREFERE. REEFXR/EREBE, Sl , ELBARFER , B NE
BEEBRHEZENL. BEEFBREFERER , EULUREBEHR, AWS BEMELENFERAETEHEX
BRERBHTEYNREE.
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ER )=

HEAUREMER , fIRAE. FRIXMH. HFELURN Amazon S3 #1144 , & Amazon Glacier
FREENEAREN, SEHFEHEHE—MN ID URZEMRA, ZETVE LESFEHREEEZEMER
B, Amazon Glacier 1R 1F ID , % ID EEHEE AWS EE B F 2 —K,

BERFHEHE—Nitbit, —REXWOTER :

https://region-specific-endpoint/account-id/vaults/vault-name/archives/archive-id

LTREREIRFEA 111122223333 2 XBIFEE0 (REM) EiFH examplevault REEZHENE
5l URI :

https://glacier.us-west-2.amazonaws.com/111122223333/vaults/
examplevault/archives/NkbByEejwEggmBz2fTHgJrg@XBoDfjP4q6iu87-
TjhqG6eGo0Y9Z8il_AUyUsuhPAdTqLHy8pT15nfCFImD12yEZONi5L260mwl2vcs@IMNGNtHEQL8MBTGlqrEXAMPLEArchi

BT R FRERBBNHTE,
5%

Amazon Glacier F A LA H7F , ISR EFENER.

HIEHENREZERER (H1F88 ) & Amazon Glacier FERILFRE , BSARBEHE , REE
Amazon Glacier SERERK & T EERK & H,

@ Note

Amazon Glacier R SRFERFEBRALR, NRENEARXEERTFRRALR , FEH
RAEEER , BRI LEEEMA Amazon S3, MFEFMEF , 528 Amazon Simple Storage
Service (Amazon S3),

EERAGREFELHF  LEREGFERR. HEENTAZSERFERBNHEF ID =&, Al
ROELGESEMHERER |, SUHEEBER

HEMEUARRTEEFIESRRATFTEMRER. REEUTUETEMARERESEETINIE, B8
BEEKER (BEBEHK ) B, Amazon Glacier & ET# ID LEM TR . SETEKEERH URI K
= 2RME— A
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https://region-specific-endpoint/account-id/vaults/vault-name/jobs/job-id

THREIRF A& 111122223333 WEBIFEED (RERM) EEH examplevault RIFEMEEBEBN TS
o

https://glacier.us-west-2.amazonaws.com/111122223333/vaults/examplevault/jobs/
HkF9p607yjhFx-
K3CG1l6fuSm6VzWIT7esGQf co8nUXVYwS@jlb5gqlJZ55yHgt5vP54ZShjoQzQVVh7vEXAMPLE jobID

HWRSEES , Amazon Glacier EHEEH , SIUMERBER, #1R, BY BH. T B HPMERRK
&, BULMSEERBEIFNES  INEEAFERBNAE IHFEEE. Amazon Glacier EEIH
ERFEESBEETHNRIETRNER,

B RE

HAEREE LT ST , Amazon Glacier X EBAEE , MEEEIETHFBENE, &7
DERERTE , JE TETH RSB HEi% 2 Amazon Simple Notification Service (Amazon SNS) &
B, BAUEBMREPBERFEEE Amazon SNS &,

Amazon Glacier S5 @ HBRERFFE S JSON X4, LT 2EHRIZEBELMERE

"Topic": "arn:aws:sns:us-west-2:111122223333:mytopic",
"Events": ["ArchiveRetrievalCompleted", "InventoryRetrievalCompleted"]

AR BARESRRFEMRE  SERTFESRIUAE—ERE. SEBNELEREZH URI
RO AR ME— A

https://region-specific-endpoint/account-id/vaults/vault-name/notification-
configuration

Amazon Glacier X#E:&E. NEMMERENBENIRE, EEBBREANRER K EREELNERE
BEETERBTASEEEMEL,

Amazon Glacier X iRk

EEFRAREEMREE (#E2BAmazon Glacier ERHE#R) | Amazon Glacier X E—#H#RE. EFFE
S ENRES ) REUTRERIERS -
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- HERTFEET (REENEE)

ELEREERECELRAEE  ARTHEBAL., THSEHHERP Amazon Glacier #4F,

REEER

Amazon Glacier 222 7 M BRREFEMNRIE, BALNSHERTES AWS BEHFEREERN
REFEERHA. REFEHRREER  AINEIAY, REETHVHERE. REEFEHEMEAN
AT KD, LUK Amazon Glacier EER7FEERZMN BH, Amazon Glacier higftERFE L5
E. FEEUFIMBREZERERIRIE, MBFHMEN , FFS BT Amazon Glacier REARTFE.

HIZRIE

Amazon Glacier B iRt FEMMEBRHENRE, CEIFHHRENEE , BXEMBREENEEY
HEHNEE, SR LLEEHER , Amazon Glacier I EEFHNEF 1D, MEFMEN , FSEE
Amazon Glacier F{E R 17,

(2

&R AR E) Amazon Glacier 1£55 , WHFHTHE , SGREFENER.

LA 2 Amazon Glacier {F &gy 5a 58 -
« archive-retrieval : HEH1E,

MEFHMEN , FFLSBTE Amazon Glacier F F&HE 17,

« inventory-retrieval : FERRFE,

MEHMER |, 552 1E Amazon Glacier A N EHRFEEF,

ZHL Amazon Glacier

Amazon Glacier 2 —%& RESTful Web fR# , £/ HTTP # HTTPS A EWmBAGE , XL EH
JavaScript #1252 % (JSON) AR EFIHLER. BWEREXNEXTTUEREE Amazon
Glacier Web BR#8 API 12 555K, EiE{EH RESTAPI i | BUEREVENERT , LESNHH
BHIRER. WFE API (EA APl) NEFHER , 528 "Amazon Glacier By API 2%, ,
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HE , B LMERSE Amazon Glacier REST API FEAYEY AWS SDKs RiE{L FERZ B EE, BRI
BNEAER K MELEXNEEESIPBENFERES, WEFEH AWS BRE4ANFAEN , F2E8
& Amazon Glacier £ AWS SDKs.,

Amazon Glacier B2t F 2 A, T8 , FIEHEFENERRERMEZLREEMER REST API 5 AWS
SDK BHERAEXNERBEEXNBANEHFE R, ZEEFE Amazon Glacier £# & , #5811 Amazon
Glacier 14,

[E2 13 B2 & r B 3R

BALERE PEUREE AWS Bifl, B—EE1# Amazon Glacier FEREXE SENHKE AWS E
B, &% Amazon Glacier XEK AWS B FE , F26H ( AWS —#x2%) H# Amazon Glacier
i 366 A1 BC B8
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import software.amazon.awssdk.regions.Region;
import software.amazon.awssdk.services.glacier.GlacierClient;
import software.amazon.awssdk.services.glacier.model.UploadArchiveRequest;
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import software.amazon.awssdk.services.glacier.model.UploadArchiveResponse;
import software.amazon.awssdk.services.glacier.model.GlacierException;
import java.io.File;

import java.nio.file.Path;

import java.nio.file.Paths;

import java.io.FileInputStream;

import java.io.IOException;

import java.security.MessageDigest;

import java.security.NoSuchAlgorithmException;

/**
* Before running this Java V2 code example, set up your development
* environment, including your credentials.

*

* For more information, see the following documentation topic:
*
* https://docs.aws.amazon.com/sdk-for-java/latest/developer-quide/get-started.html
*/
public class UploadArchive {

static final int ONE_MB = 1024 * 1024;

public static void main(String[] args) {
final String usage = non

Usage: <strPath> <vaultName>\s

Where:
strPath - The path to the archive to upload (for example, C:\\AWS
\\test.pdf).
vaultName - The name of the vault.

man,
’

if (args.length != 2) {
System.out.println(usage);
System.exit(1l);

String strPath = args[0];

String vaultName = args[1l];

File myFile = new File(strPath);

Path path = Paths.get(strPath);

GlacierClient glacier = GlacierClient.builder()
.region(Region.US_EAST_1)
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.build();

String archiveld = uploadContent(glacier, path, vaultName, myFile);
System.out.println("The ID of the archived item is " + archiveld);
glacier.close();

public static String uploadContent(GlacierClient glacier, Path path, String
vaultName, File myFile) {
// Get an SHA-256 tree hash value.
String checkVal = computeSHA256(myFile);
try {
UploadArchiveRequest uploadRequest = UploadArchiveRequest.builder()
.vaultName(vaultName)
.checksum(checkVal)
.build();

UploadArchiveResponse res = glacier.uploadArchive(uploadRequest, path);
return res.archivelId();

} catch (GlacierException e) {
System.err.println(e.awsErrorDetails().errorMessage());
System.exit(1);

}

return ;

private static String computeSHA256(File inputFile) {
try {
byte[] treeHash = computeSHA256TreeHash(inputFile);
System.out.printf("SHA-256 tree hash = %s\n", toHex(treeHash));
return toHex(treeHash);

} catch (IOException ioe) {
System.err.format("Exception when reading from file %s: %s", inputFile,
ioe.getMessage());
System.exit(-1);

} catch (NoSuchAlgorithmException nsae) {
System.err.format("Cannot locate MessageDigest algorithm for SHA-256:
%s", nsae.getMessage());
System.exit(-1);
}

return ;
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}

public static byte[] computeSHA256TreeHash(File inputFile) throws IOException,
NoSuchAlgorithmException {

byte[][] chunkSHA256Hashes = getChunkSHA256Hashes(inputFile);
return computeSHA256TreeHash(chunkSHA256Hashes);

/**
* Computes an SHA256 checksum for each 1 MB chunk of the input file. This
* includes the checksum for the last chunk, even if it's smaller than 1 MB.
*/
public static byte[][] getChunkSHA256Hashes(File file) throws IOException,
NoSuchAlgorithmException {

MessageDigest md = MessageDigest.getInstance("SHA-256");
long numChunks = file.length() / ONE_MB;
if (file.length() % ONE_MB > Q) {

numChunks++;

if (numChunks == 0) {
return new byte[][] { md.digest() };

byte[J[] chunkSHA256Hashes = new byte[(int) numChunks][];
FileInputStream fileStream null;

try {
fileStream = new FileInputStream(file);
byte[] buff = new byte[ONE_MB];

int bytesRead;
int idx = 0;

while ((bytesRead = fileStream.read(buff, @, ONE_MB)) > 0) {
md.reset();
md.update(buff, @, bytesRead);
chunkSHA256Hashes[idx++] = md.digest();

return chunkSHA256Hashes;
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} finally {
if (fileStream != null) {

try {
fileStream.close();

} catch (IOException ioe) {
System.err.printf("Exception while closing %s.\n %s",

file.getName(),
ioe.getMessage());

/**
* Computes the SHA-256 tree hash for the passed array of 1 MB chunk
* checksums.
*/
public static byte[] computeSHA256TreeHash(byte[][] chunkSHA256Hashes)
throws NoSuchAlgorithmException {

MessageDigest md = MessageDigest.getInstance("SHA-256");
byte[][] prevLvlHashes = chunkSHA256Hashes;
while (prevLvlHashes.length > 1) {
int len = prevLvlHashes.length / 2;
if (prevLvlHashes.length % 2 != @) {
len++;

byte[][] currLvlHashes = new byte[len][];
int j = 0;
for (int i = @; i < prevLvlHashes.length; i = i + 2, j++) {

// If there are at least two elements remaining.
if (prevLvlHashes.length - i > 1) {

// Calculate a digest of the concatenated nodes.
md.reset();

md.update(prevLvlHashes[i]);
md.update(prevLvlHashes[i + 1]);
currLvlHashes[j] = md.digest();

} else { // Take care of the remaining odd chunk
currLvlHashes[j] = prevLvlHashes[i];
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}

prevLvlHashes = currLvlHashes;

}

return prevLvlHashes[Q];

}

/**
* Returns the hexadecimal representation of the input byte array
*/
public static String toHex(byte[] data) {
StringBuilder sb = new StringBuilder(data.length * 2);
for (byte datum : data) {
String hex = Integer.toHexString(datum & OxFF);

if (hex.length() == 1) {
// Append leading zero.
sb.append("0");

}
sb.append(hex);

}

return sb.toString().toLowerCase();

- WE API BUEEMAERA , 5528 (AWS SDK for Java 2.x APl 22 ) B UploadArchive,
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Example— £/ W& APl L{EH7T BAR NET #5 AWS SDK

using System;

using Amazon.Glacier;

using Amazon.Glacier.Transfer;
using Amazon.Runtime;

namespace glacier.amazon.com.docsamples

{
class ArchiveUploadHighLevel_GettingStarted
{
static string vaultName = "examplevault";
static string archiveToUpload = "*** Provide file name (with full path) to

upload ***";

public static void Main(string[] args)
{
try
{
var manager = new
ArchiveTransferManager(Amazon.RegionEndpoint.USWest2);
// Upload an archive.
string archiveIld = manager.Upload(vaultName, "getting started archive
test", archiveToUpload).Archiveld;
Console.WriteLine("Copy and save the following Archive ID for the next
step.");
Console.WriteLine("Archive ID: {0}", archiveld);
Console.WriteLine("To continue, press Enter");
Console.ReadKey();
}
catch (AmazonGlacierException e) { Console.WritelLine(e.Message); }
catch (AmazonServiceException e) { Console.WritelLine(e.Message); }
catch (Exception e) { Console.WritelLine(e.Message); }
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Console.WriteLine("To continue, press Enter");
Console.ReadKey();
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import java.io.File;
import java.io.IOException;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;

import com.amazonaws.services.glacier.AmazonGlacierClient;

import com.amazonaws.services.glacier.transfer.ArchiveTransferManager;
import com.amazonaws.services.sns.AmazonSNSClient;

import com.amazonaws.services.sqs.AmazonSQSClient;

public class AmazonGlacierDownloadArchive_GettingStarted {

public static String vaultName = "examplevault";
public static String archiveld = "*** provide archive ID ***";
public static String downloadFilePath = "*** provide location to download archive

LRk UL
’

public static AmazonGlacierClient glacierClient;
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public static AmazonSQSClient sqgsClient;
public static AmazonSNSClient snsClient;

public static void main(String[] args) throws IOException {

ProfileCredentialsProvider credentials = new ProfileCredentialsProvider();

glacierClient = new AmazonGlacierClient(credentials);
sgsClient = new AmazonSQSClient(credentials);
snsClient = new AmazonSNSClient(credentials);

glacierClient.setEndpoint("glacier.us-west-2.amazonaws.com");
sgsClient.setEndpoint('"sqs.us-west-2.amazonaws.com");
snsClient.setEndpoint("sns.us-west-2.amazonaws.com");

try {
ArchiveTransferManager atm = new ArchiveTransferManager(glacierClient,
sgsClient, snsClient);

atm.download(vaultName, archiveld, new File(downloadFilePath));

} catch (Exception e)
{

System.err.println(e);

}

5/ %%t Amazon Glacier FHVRFETEHF BEHAMN NET 89 AWS SDK

T% C# BN BEHIFEF WS API BRAM NET B9 AWS SDK RTEHELRIE F LENHFZEER &
17 EEZE Amazon Glacier YR EZE BHAM NET B9 AWS SDK, EREREEG S , FIETIE
15

- WEHIEAIEEN Amazon Glacier EiFim B I ArchiveTransferManager EEIMH1TERE.

- WIEAIBEHGEAZHEL (BR#HA) EiE (us-west-2) , Lk ZRITE FE 2 : £ Amazon Glacier
PEVRFE PBIRTFEMNNME,

- AR#HIEMA ArchiveTransferManager #5I# Download API U T8 E 7T, HEHE
# 3 Amazon Simple Notification Service (Amazon SNS) £ , AR FTEAZEEM Amazon
Simple Queue Service (Amazon SQS) 1751, WMREMKER PHIEREIL AWS Identity and Access
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Management (IAM) EE &R ELS R 1 : KA Amazon Glacier 28l , AIZNEREERTENL
MEEA Amazon SNS EEH Amazon SQS fT5IHI A E IAM FF T,

- LESIEERBHFEIER  WACIUERETR. BETAR , HERRTHR, NFHFERN
RENFAES  F2E HFHEEEE,

MEANTHEFNZLSHRE | BF20E JTENGEN, BEERRBAE S8 3 £EH7EF LEZE Amazon
Glacier P RFE F LEERNEF ID REFEX,

Example— £ WEM APl THE7F BAR NET #§ AWS SDK

using System;

using Amazon.Glacier;

using Amazon.Glacier.Transfer;
using Amazon.Runtime;

namespace glacier.amazon.com.docsamples

{
class ArchiveDownloadHighLevel_GettingStarted
{
static string vaultName = "examplevault";
static string archiveld = "*** Provide archive ID ***";
static string downloadFilePath = "*** Provide the file name and path to where

to store the download ***";

public static void Main(string[] args)
{
try
{
var manager = new
ArchiveTransferManager(Amazon.RegionEndpoint.USWest2);

var options = new DownloadOptions();

options.StreamTransferProgress +=
ArchiveDownloadHighLevel_GettingStarted.progress;

// Download an archive.

Console.WriteLine("Intiating the archive retrieval job and then polling
SQS queue for the archive to be available.");

Console.WriteLine("Once the archive is available, downloading will
begin.");

manager.Download(vaultName, archiveld, downloadFilePath, options);

Console.WriteLine("To continue, press Enter");

Console.ReadKey();
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}

catch (AmazonGlacierException e) { Console.WriteLine(e.Message); }
catch (AmazonServiceException e) { Console.WritelLine(e.Message); }
catch (Exception e) { Console.WritelLine(e.Message); }
Console.WriteLine("To continue, press Enter");

Console.ReadKey();

}

static int currentPercentage = -1;
static void progress(object sender, StreamTransferProgressArgs args)

{

if (args.PercentDone != currentPercentage)

{
currentPercentage = args.PercentDone;
Console.WriteLine("Downloaded {0}%", args.PercentDone);

$E 5 : % Amazon Glacier PR FEMBKIEF

USRS |, LEMIBRTE P B 3 . #§H 7 LEZE Amazon Glacier FEVRFE F LB S5 17,

/A Important

B E A Amazon Glacier 2 AR 7, TAHTRE , Sl EE, TEHIMBR , HBE
E&FEH AWS Command Line Interface (CLI) i B ARERB. EELEER , s, &
FAMEMH  EBSBEEEFER REST API AWS CLI 5iffEF AWS SDKs , £/ =5 BEREXE
REBHFER,

EERHE AWS CLI , 5528 AWS Command Line Interface, IMEEBE FH Amazon Glacier
RUEEME A AWS CLI , 528 AWS CLI Amazon Glacier 2%, MEMEA AWS CLI A

7 L {EZE Amazon Glacier K& , 552 BB £ A Amazon Glacier 82 AWS Command Line
Interface.

MprEHIFFE , FEETIHEP—ERBEEHRN AWS CLI :

« fEF % Amazon Glacier REVRFZEMIEREF BAR Java B AWS SDK
« £/ % Amazon Glacier PR RFEMIEREF BAR .NET 89 AWS SDK
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- £ £ Amazon Glacier F 57 AWS CLI

HEBEE

- $B 3 8 ELEE Amazon Glacier FHIRZE
« £ Amazon Glacier F R E1Z

£ & Amazon Glacier F VR 1ZEM BRI 17 BAM Java ¥ AWS SDK
TEIF2 S EE &5 658 SEAR Java B9 AWS SDK M7, ERRESD , HEETHEE -

+ DeleteArchiveRequest ¥ HIRMBRER , S RFEEEMENREESBMNEE D,
« deleteArchive API 2 EE#5EREIEZE Amazon Glacier SAMERE1F,
o SLEEFIEAXEAES (RHK) EE (us-west-2),

MEMTLEFNZLSRYE |, 55828 F/ Eclipse #1147 Amazon Glacier B Java i, REBRRBE
SER 3 #E71F LEZE Amazon Glacier P RFE F LEZERNE R ID REFHERE.

Example— £/ MEREF BEAR Java B AWS SDK

import java.io.IOException;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.services.glacier.AmazonGlacierClient;
import com.amazonaws.services.glacier.model.DeleteArchiveRequest;

public class AmazonGlacierDeleteArchive_GettingStarted {
public static String vaultName = "examplevault";

public static String archiveld = "*** provide archive ID***";
public static AmazonGlacierClient client;

public static void main(String[] args) throws IOException {

ProfileCredentialsProvider credentials = new ProfileCredentialsProvider();

client = new AmazonGlacierClient(credentials);
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client.setEndpoint("https://glacier.us-west-2.amazonaws.com/");

try {

// Delete the archive.

client.deleteArchive(new DeleteArchiveRequest()
.withVaultName(vaultName)
.withArchiveld(archiveld));

System.out.println("Deleted archive successfully.");

} catch (Exception e) {
System.err.println("Archive not deleted.");
System.err.println(e);

A #% Amazon Glacier FHRFEMEREF BAMK .NET B AWS SDK

T3 C# BXIBEHIER NS APIHERAR NET #9 AWS SDK Rl iRr#&%E £ — @SR+ LEHH
7, EEXRHEGP , FEETIEE

- WEHIEABIEEN Amazon Glacier EiFjin 2% ArchiveTransferManager EEIM B 1TEE.,
- WEXBHGIEHAEZEAEI (REM) EiF (us-west-2),

o ULEIGIERAPTIRME ArchiveTransferManager AIM Delete API fE¥/EA BRAM NET &
AWS SDKHEI S /& APl

WMEATHEHNZELHRA , FLE ATENGES, CFERRE TR 3 . BHF LEE Amazon
Glacier FTHRFE F LEERNHEF ID REHEXR,

Example— £ BV 5P API IBREZ BAR NET 8 AWS SDK

using System;

using Amazon.Glacier;

using Amazon.Glacier.Transfer;
using Amazon.Runtime;

namespace glacier.amazon.com.docsamples

{
class ArchiveDeleteHighlLevel_GettingStarted
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{
static string vaultName = "examplevault";
static string archiveld = "*** Provide archive ID ***";

public static void Main(string[] args)

{
try

{

var manager = new ArchiveTransferManager(Amazon.RegionEndpoint.USWest2);
manager.DeleteArchive(vaultName, archiveld);

}

catch (AmazonGlacierException e) { Console.WritelLine(e.Message); }
catch (AmazonServiceException e) { Console.WritelLine(e.Message); }
catch (Exception e) { Console.WritelLine(e.Message); }
Console.WriteLine("To continue, press Enter");

Console.ReadKey();

/8 7£ Amazon Glacier B 1F AWS CLI

&R LAE R AWS Command Line Interface () filBR Amazon Glacier F#IFFEAWS CLl,
£
o (FERFEMH ) FRE AWS CLI

- 15l . fEF MIBREE AWS CLI

( SRR ) FRE AWS CLI

1. TEMERE AWS CLI, MNEHEEEET , 5528 (AWS Command Line Interface fEFA&IERE) &
W5 ERE :

Z 8% AWS Command Line Interface

% E AWS Command Line Interface

2. EWTRAFEATIIHTREBIELN AWS CLI BE, ELHTTERERUBEAER , FkE
ERARERENEAER,

- EREREDST.
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aws help

- EERBEREWRFE LM Amazon Glacier (RTZEEE | 55F M list-vaultsm$.
123456789012 MR BIEH AWS 1RF ID,

aws glacier list-vaults --account-id 123456789012

- FEEE BOIMWERER AWS CLI, EfFH aws configure list@i®,

aws configure list

#5) : A MEREE AWS CLI

1. A initiate-job i P REEEMEVERK ., WE initiate-job HHFMER ,
B T1E,

\)it

SRR

aws glacier initiate-job --vault-name awsexamplevault --account-id 111122223333 --
job-parameters "{\"Type\": \"inventory-retrieval\"}"

@ HER

"location": "/111122223333/vaults/awsexamplevault/jobs/*** jobid ***",
"jobId": "##** jobid ***"

2. f#£H describe-job W SRELNMHEM TENMRE, WMFEEE describe-job I FHFME
%ﬂ y nﬁ/ﬁ#ﬁ\ I'ﬂEO

aws glacier describe-job --vault-name awsexamplevault --account-id 111122223333 --
job-id *** jobid ***

@ HER

"InventoryRetrievalParameters": {
"Format": "JSON"

iy
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"VaultARN": "#*** yvault arn ***",
"Completed": false,
"JobId": "*** jobid ***",

"Action": "InventoryRetrieval",
"CreationDate": "*** job creation date ***",
"StatusCode": "InProgress"

3. HRIEZTH.

EUAZINERB L ERTFEEATH, IREERFELREBAER N ETRBEHEEE
Amazon Simple Notification Service (Amazon SNS) £ , Amazon Glacier 8EEH K& EFix
AEEFE,

B LAY HETNIEEESHREENER, MEFHMER , 552 BT Amazon Glacier FEEER
FEEH, BEREESESHE , Amazon Glacier iE2EEAEEIEEM Amazon SNS £,

4. THEZERE , 5BFEM get-job-output M TETHREER output. json, WFE get-
job-output M EHFMER , FSREUS TEH .

aws glacier get-job-output --vault-name awsexamplevault --account-id 111122223333
--job-id *** jobid *** output.json

BaTEELE—EITE THMUAESR.

(@i

{
"VaultARN":"arn:aws:glacier:region:111122223333:vaults/awsexamplevault",
"InventoryDate":""*** job completion date ***"",

"ArchivelList":[{

{"ArchiveId":""*** archiveid ***"",

"ArchiveDescription":"*** archive description (if set) ***",
"CreationDate":""*** archive creation date ***"",

"Size":""*** grchive size (in bytes) ***"",

"SHA256TreeHash":"*** archive hash ***"

11,

"ArchiveId": 123456789

5. f£M delete-archive i BHRXHEFREREEEFE  EXRBEFERLL.
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aws glacier delete-archive --vault-name awsexamplevault --account-id 111122223333
--archive-id="#*** agrchiveid ***"

INFEER delete-archive M TWEHMEN , F2EMKBREF.

$E2 6 : MIBR Amazon Glacier PRI RTZE

XHUEEFEHEN—ERSE. ZEEMPER Amazon Glacier REE , BS4E LR Amazon Glacier 5T E
HERZE—EEFTRBRREETHNFMEREHE,

B LR BREAHEA Amazon Glacier TR AMBRREE, MEURRRT T AMBRSIHENER ,
F2 B £ Amazon Glacier IR RFE,

/A Important

MBEBERE 24 MEARBEF LEZREFE  ItREETHREF , EL4RSIKRE—E
REEEFEN , TERMREFERA. Amazon Glacier 8% 24 NEERABERFEERT
EF,

i BR 22 A 3¢ EERY 25 B

1. BEAAWS EEB XA |, W https : //https://console.aws.amazon.com/glacier/home BARX
Amazon Glacier £ 4&,

2. ReENEEIEERT  BEEERRZREFE AWS EH 8 .

HEWAFRES , SHRFECNEZE AL (REE) =5,

3. ENZEMRZZARFEZNRRRE. MRRFEFRZER , LALMBRAEHE , RAEREM
BRRTFE, MFFMER , F2HE Amazon Glacier FflERrH 17,

/A Important
MERRFEEEER,

4. BIE MBR.
5. MIBRREEYZESREIEHR, #F MR,
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fIBRIEZE A 34 EE Y 25 BR

1. BEEMRIEZEAREE , BLBELEMBRFAERENEE , ARBRKRREE, S0 FEH REST
API. BEAR Java B AWS SDK, EAM NET # AWS SDK = B EERIBRIZHMERIEZER
AWS CLl, MMEMBRHENESR , F2E £ 5 % Amazon Glacier R FERI BRI 1Z.

2. REEAZZE , FEBLABRFHINSRMBRZNREE.

BT R EEATRE 2

REMLCERTARRE , BULURRTHEE , LAUE—2 7 # Amazon Glacier,

« 1£ Amazon Glacier F{FE R R1ZE
« £ Amazon Glacier # R F
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£ Amazon Glacier PR {RFE

YHERREEHEN—ERSH. BIAREER  SulEEREESR , UREE AWS EiF HhE
MARFER . W1FE Amazon Glacier AWS [EiF XEH FE |, 820 ( AWS —fi&Z2ZE) H Amazon
Glacier U Bt M BLRE,

LA ERFEFFRERBENHE.

/A Important

Amazon Glacier BRIt X2 A, T8 , FAHFRE  flINLE, TERIMER , BEELE
A AWS Command Line Interface (AWS CLI) i B AR, REXREIESFERE.
wm, BEELEER , flmEs. ERAMEMNYH , BHXEEEFER REST API AWS CLI A
AWS SDKs , £/ B AR B REHFBR.

EERHE AWS CLI , 5528 AWS Command Line Interface, IMEEE FH Amazon Glacier
HISEAEE A AWS CLI , 552 AWS CLI Amazon Glacier #12:#, WEMFEHA AWS CLI #E

7 L 8% Amazon Glacier K& , 552 B E £ A Amazon Glacier 82 AWS Command Line
Interface.

FE

+ Amazon Glacier FH R IZEIRE

+ 1£ Amazon Glacier P2 REE

* 1£ Amazon Glacier PR EFEPEER
« £ Amazon Glacier ¥ THRGZEER

- £ Amazon Glacier ¥ ERFEEA

* £ Amazon Glacier FHIBRRFE

- ZEFEEM Amazon Glacier R1ZE
 Amazon Glacier R 1ZE#HE
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Amazon Glacier F R 1ZER/E

Amazon Glacier X Z&BREFERE. REEFXERANEE AWS B, ROUFER , ECRIFEF
Bl , 8EBE AWS EBHFEYREFE. EEFHAFER , Amazon Glacier 4 AWS [E# &7
ARPEEN EERTFEEE.

2 37 M BR S4B

18 AWS tRF &Z & 1, 000 A{R1EE AWS [EE, fFE Amazon Glacier AWS EiF X EH F
B FE2E (AWS —f&k2#) M Amazon Glacier i 2 F1 Bl 28,

REERFETREE Amazon Glacier At ENREZE —BEFRIBHEF , URALREFUAREZAETAR
FER , &8 MR ERFE,

® Note

Amazon Glacier 8% 24 MR EHABERFEERTERF. AREFURTISRREHTE
# , Amazon Glacier EREH L XARFEEFURREREMABTARE , IERRFERER

go

TTHYo

MEFMER , FFSEE Amazon Glacier FE I RFERTE Amazon Glacier R R FZE,

HHRFEHEER

BRI L ERREEENR , SINREFEEERI B, REEFHNHEFENREETMEHEFENEAKX
/No Amazon Glacier B4t API FEIY | LUHEER AWS B BiIRF S EREESIMEREENE
A, MEFMET , F52BE Amazon Glacier PHEERZFEFHEER,

THREFEER

REEEEREREETNEEEE. HABEFHNESEEE  EFREHEEEENR , flnEF ID, 2
S HEIM AN, Amazon Glacier BREFH —XREFEER , #F—EHFLEIRFENIR—XH
He XHEBERNHERFE , BFEATHR

TEXHEFER BRI RE, BLAZERTEUTHRER, WEEKFERE , Amazon
Glacier BB RN EEUMTH, TERKE , RETTHEEZEL,
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EZHRIENIERLAE , BAILIFERA Amazon Simple Notification Service (Amazon SNS) @41 , LA
EITREENE, B ASEER THEFREE—E Amazon SNS & , REKREFERER
ERERTFESHEEREXBEL,

Amazon Glacier €% 24 MR EHABERFEEFTERF. NRELOEEUR | REMHERMER
NHENFE , IBFERRTEEN.

ELCRBREFEEEFNTHEE , Amazon Glacier EEEHEEXNRER —BET , ERpoint-in-timefR
B, MAREEFER., R R R A5EER LERINGAERENTE, 7B , REREEAFR
WEERE  HPaSHEEEEZE Amazon Glacier WHZHEBBA DEER, RE A EUESZRRK
FEEENHE , AUEERERPERERNREFEERRATEN.

NERBHENEFNFEES , F2HE Amazon Glacier # THRFEER
RERTFEEA

#& Amazon Glacier HEEARZA , fINRRRFEIRFEEFH7TF , #EMELR. FERBIHE.
THEER®E , T T&EEH, BE7THREBMIETHK , B LUER Amazon Glacier %], Amazon
Glacier 8B XA L EEE LMK Amazon Simple Notification Service (Amazon SNS) F 7,

BOUREREERY , UREBHREFESHNEAREREZEAN Amazon SNS =B, BERFE
EHELERF , Amazon Glacier & EXBHEIEEN Amazon SNS £/, MEFMEA , BFBRE
Amazon Glacier P& ERZEBEH,

£ Amazon Glacier PN RIF[E

B REFEASRETEHREIEGRFPHN—BREES, SE AWS BIEHZZ T AWS IRF 21
1, 000 fE{RTZE., MZE Amazon Glacier (Amazon Glacier) X AWS W EEEE |, F28 ( AWS —
RS2 E) P EE .

BURGFER  SARERTFERE. UTERFESEER !

- BWMREANA 15 255 @F Tz,
« BRFERA a-z, A-Z, 0-9, ' (E#R). - (BEFH) M (AR,

RIFEZBERFNELRFEN AWS BEHFL AR N, BRER , tkRETUEFER AWS [E
HHARIRENREFE , BETEREHERN AWS BEHPEI,
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FMBABER

ES]

£ £ Amazon Glacier P RFE BA R Java A AWS SDK
£/ £ Amazon Glacier FE MV RfFE #EAR .NET B AWS SDK

£ f REST API £ Amazon Glacier PR EFE

/8 Amazon Glacier T2 A BN RIZE

£/ £ Amazon Glacier #3374k fF&E AWS Command Line Interface

£/ 7£ Amazon Glacier FZE I RFE BEAK Java B9 AWS SDK

KPE API REFIERTFERENSTZE , SREELNMBRREE. ESREEHER , URIBESE F
BUYNWREERE AWS B, UT 2R BRARM Java B AWS SDKEINREFENS R,

. B3 AmazonGlacierClient EBIMWEITEE (A F®).

REEEEERHE AWS BE HPEYRTFEN . IEEERLAFRUTHERGEEAIZ

AWS [EiF,
BT LUEIBE Y CreateVaultRequest EBIWHTERRIBEFBREA,

Amazon Glacier (Amazon Glacier) ERERRMHRFEZBMIES ID. MRETRME

wE ID, Blg

EREERHREZZBFR CBEAERBBAIRS ID. MFFMAESR , F2EEAR Java £ AWS

SDK ## Amazon Glacier £,
. UAS BN IRHEBERYHE , LUESIT createVault FiE,

Amazon Glacier 2 EIHIEIFERI7E CreateVaultResult WH+HFEHA,

T35 Java BB\ BRERGRT R, ZEXNBELFBREE us-west-2 BEHFPEINHE, Location
SIEIR REEENMEY URI, ERAEE0IRE ID AWS BiF. MREFEERE,

AmazonGlacierClient client = new AmazonGlacierClient(credentials);
client.setEndpoint("https://glacier.us-west-2.amazonaws.com");

CreateVaultRequest request = new CreateVaultRequest()
.withVaultName("*** provide vault name ***");

CreateVaultResult result = client.createVault(request);

System.out.println("Created vault successfully: " + result.getLocation());

fEH Java B REE
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(@ Note
MFEM REST API NEH , F2H ELREE (PUT RiFE).

- FH BYREE BAR Java B AWS SDK

T3 Java BRABEHIETE us-west-2BIFHHFEIREFE ( MEFHMEA AWS Bl , F2H FH
Amazon Glacier), It , BN IBEHISHRREEERA. JIHMEE FHFMEREE AWS EiF , A&
BRI R TZ

MEWABIT T HIEFNZE SR , 5528 £ Eclipse #1T Amazon Glacier # Java &,

Example

import java.io.IOException;
import java.util.List;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.services.glacier.AmazonGlacierClient;

import com.amazonaws.services.glacier.model.CreateVaultRequest;
import com.amazonaws.services.glacier.model.CreateVaultResult;
import com.amazonaws.services.glacier.model.DeleteVaultRequest;
import com.amazonaws.services.glacier.model.DescribeVaultOutput;
import com.amazonaws.services.glacier.model.DescribeVaultRequest;
import com.amazonaws.services.glacier.model.DescribeVaultResult;
import com.amazonaws.services.glacier.model.ListVaultsRequest;
import com.amazonaws.services.glacier.model.ListVaultsResult;

public class AmazonGlacierVaultOperations {

public static AmazonGlacierClient client;

public static void main(String[] args) throws IOException {

ProfileCredentialsProvider credentials = new ProfileCredentialsProvider();

client = new AmazonGlacierClient(credentials);
client.setEndpoint("https://glacier.us-east-1.amazonaws.com/");

String vaultName = "examplevaultfordelete";
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try {
createVault(client, vaultName);
describeVault(client, vaultName);
listVaults(client);
deleteVault(client, vaultName);

} catch (Exception e) {
System.err.println("Vault operation failed." + e.getMessage());

private static void createVault(AmazonGlacierClient client, String vaultName) {
CreateVaultRequest createVaultRequest = new CreateVaultRequest()
.withVaultName(vaultName);
CreateVaultResult createVaultResult = client.createVault(createVaultRequest);

System.out.println("Created vault successfully: " +
createVaultResult.getlLocation());
}

private static void describeVault(AmazonGlacierClient client, String vaultName) {
DescribeVaultRequest describeVaultRequest = new DescribeVaultRequest()
.withVaultName(vaultName);
DescribeVaultResult describeVaultResult =
client.describeVault(describeVaultRequest);

System.out.println("Describing the vault: " + vaultName);
System.out.print(
"CreationDate: " + describeVaultResult.getCreationDate() +

"\nLastInventoryDate: " + describeVaultResult.getlLastInventoryDate() +
"\nNumberOfArchives: " + describeVaultResult.getNumberOfArchives() +
"\nSizeInBytes: " + describeVaultResult.getSizeInBytes() +
"\nVaultARN: " + describeVaultResult.getVaultARN() +

"\nVaultName: " + describeVaultResult.getVaultName());

private static void listVaults(AmazonGlacierClient client) {
ListVaultsRequest listVaultsRequest = new ListVaultsRequest();
ListVaultsResult listVaultsResult = client.listVaults(listVaultsRequest);

List<DescribeVaultOutput> vaultlList = listVaultsResult.getVaultList();
System.out.println("\nDescribing all vaults (vault list):");
for (DescribeVaultOutput vault : vaultlList) {

System.out.println(
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"\nCreationDate: " + vault.getCreationDate() +
"\nLastInventoryDate: " + vault.getlLastInventoryDate() +
"\nNumberOfArchives: " + vault.getNumberOfArchives() +
"\nSizeInBytes: " + vault.getSizeInBytes() +
"\nVaultARN: " + vault.getVaultARN() +

"\nVaultName: " + vault.getVaultName());

}

private static void deleteVault(AmazonGlacierClient client, String vaultName) {
DeleteVaultRequest request = new DeleteVaultRequest()
.withVaultName(vaultName);
client.deleteVault(request);
System.out.println("Deleted vault: " + vaultName);

£ 7£ Amazon Glacier FE MV RFE BEAK NET B9 AWS SDK

BAR NET B Amazon BB EHREMNSENRE AP BREHRTREFENEILSE,

ES ]
- EA NS API EYREFE BAR .NET B AWS SDK
- £/ NER API BV REFE BAR .NET B AWS SDK

£ WS API 2 REFE BAR NET #9 AWS SDK

=P API By ArchiveTransferManager HRIRMA AT ARE AWS BEHELREERN
CreateVault Fi%o

i - EF SR API ETREERE BAR .NET B AWS SDK

LT CH BN BEZIMMBREE I (REH) BEFANREE, MEETLE AWS Eig HHE
YREENBE | 5828 FH Amazon Glacier,

WMFWAHAT FIEFNZELRA |, F2H ATEARLE)., EFEEEFAMTEEREEZBNER
.
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Example

using System;

using Amazon.Glacier;

using Amazon.Glacier.Transfer;
using Amazon.Runtime;

namespace glacier.amazon.com.docsamples
{
class VaultCreateDescribelistVaultsDeleteHighLevel

{

static string vaultName = "*** Provide vault name ***";

public static void Main(string[] args)
{
try
{
var manager = new ArchiveTransferManager(Amazon.RegionEndpoint.USWest2);
manager.CreateVault(vaultName);
Console.WritelLine("Vault created. To delete the vault, press Enter");
Console.ReadKey();
manager.DeleteVault(vaultName);
Console.WritelLine("\nVault deleted. To continue, press Enter");
Console.ReadKey();
}
catch (AmazonGlacierException e) { Console.WritelLine(e.Message); }
catch (AmazonServiceException e) { Console.WriteLine(e.Message); }
catch (Exception e) { Console.WritelLine(e.Message); }
Console.WriteLine("To continue, press Enter");
Console.ReadKey();

5 BYIKPE API B R7EFE BARM .NET 89 AWS SDK

KB APl AFTEREERERESE  SREINMBRREE, NEREEER , LEIMEBEHE
BIUNREFEERE AWS Bif, UTR2ERH EHAR NET 9 AWS SDKENREENSE,

1. B3 AmazonGlacierClient ERIMNHTERE (AFIK).
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BREEEEERE AWS EBE HPBRYREFEN . AELAERALAPRMITHEESSERIRX
AWS [EiF,

2. BAILUEBE Y CreateVaultRequest EBIMHITERKRIZHEREA,

Amazon Glacier (Amazon Glacier) ERERRMHRFEBBMIES ID. MREFTRMEKRS D, Alg
EAESIREREBHERZEAERBHNIRS ID. MEFHMESA , FSEEARN NET B AWS
SDK #&#it Amazon Glacier £/

3. LB BMEBERYH , LLEHIT CreateVault Fit.

Amazon Glacier EEIfI[E €T 1£ CreateVaultResponse ¥I#HEH,

gl : A KRFE API WRFERE BAR .NET 89 AWS SDK

T35 C# &HIHRRIR SR, wEHEXERL (RHM) BHRIRIFE, i, EXBEHISHEN
RIFEEF , FIHAER PR EREFE AWS B , ARMBREYNRFE. Location HEIK 2R
FERNMESH URI, ERESEWIRS IDAWS BE, MREFERRE,

(® Note
MFEEMR REST API WEF , F2E B FREE (PUT REE).

WMEFAAT FIEFNZELRA |, F2H JTEXRL), EEEENAMTEEREEEBNER
El%o

Example

using System;

using Amazon.Glacier;

using Amazon.Glacier.Model;
using Amazon.Runtime;

namespace glacier.amazon.com.docsamples

{

class VaultCreateDescribelistVaultsDelete

{

static string vaultName = "*** Provide vault name ***";
static AmazonGlacierClient client;
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public static void Main(string[] args)

{
try
{
using (client = new AmazonGlacierClient(Amazon.RegionEndpoint.USWest2))
{
Console.WriteLine("Creating a vault.");
CreateAVault();
DescribeVault();
GetVaultsList();
Console.WritelLine("\nVault created. Now press Enter to delete the vault...");
Console.ReadKey();
DeleteVault();
}
}
catch (AmazonGlacierException e) { Console.WritelLine(e.Message); }
catch (AmazonServiceException e) { Console.WritelLine(e.Message); }
catch (Exception e) { Console.WritelLine(e.Message); }
Console.WriteLine("To continue, press Enter");
Console.ReadKey();
}
static void CreateAVault()
{
CreateVaultRequest request = new CreateVaultRequest()
{
VaultName = vaultName
I
CreateVaultResponse response = client.CreateVault(request);
Console.WriteLine("Vault created: {@}\n", response.Location);
}
static void DescribeVault()
{
DescribeVaultRequest describeVaultRequest = new DescribeVaultRequest()
{
VaultName = vaultName
I

DescribeVaultResponse describeVaultResponse =
client.DescribeVault(describeVaultRequest);

Console.WriteLine("\nVault description...");
Console.WriteLine(
"\nVaultName: " + describeVaultResponse.VaultName +
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"\nVaultARN: " + describeVaultResponse.VaultARN +
"\nVaultCreationDate: " + describeVaultResponse.CreationDate +
"\nNumberOfArchives: " + describeVaultResponse.NumberOfArchives +
"\nSizeInBytes: " + describeVaultResponse.SizeInBytes +
"\nLastInventoryDate: " + describeVaultResponse.LastInventoryDate

);

static void GetVaultsList()
{
string lastMarker = null;
Console.WriteLine("\n List of vaults in your account in the specific
region ...");
do
{
ListVaultsRequest request = new ListVaultsRequest()
{
Marker = lastMarker
};

ListVaultsResponse response = client.ListVaults(request);

foreach (DescribeVaultOutput output in response.VaultlList)
{
Console.WriteLine("Vault Name: {0} \tCreation Date: {1} \t #of archives:
{23,
output.VaultName, output.CreationDate,

output.NumberOfArchives);

}

lastMarker = response.Marker;

} while (lastMarker != null);

}
static void DeleteVault()
{

DeleteVaultRequest request = new DeleteVaultRequest()

{

VaultName = vaultName

};

DeleteVaultResponse response = client.DeleteVault(request);
}
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£ REST API £ Amazon Glacier F YV R 1FE

EEMFH RESTAPI B REE , F2HE EI1REFE (PUT REFEE).

£ Amazon Glacier 8B\ R1FE

= EM# A Amazon Glacier (Amazon Glacier) T AEBIUREE , FSBEAMKELSE 2 . £ Amazon
Glacier P2 REFEEHH .

£/ 7£ Amazon Glacier B2 I {®#1FE AWS Command Line Interface

BB TYEER , £/ () £ AWS Command Line Interface Amazon Glacier (Amazon Glacier) %31
R1FEAWS CLI,

FE
o ((FRIEH) F&E AWS CLI
- Gl EH BIARIFE AWS CLI

( SR ) F&E AWS CLI

1. TEHMERE AWS CLI, MNEMREIETR , 5528 (AWS Command Line Interface fEf &) &
BT 5 ERE -

=

Z % AWS Command Line Interface

% E AWS Command Line Interface

2. EWTRTPEAATIGTREESN AWS CLIRE, ELHTTERREMEAER  AiktE
ER AR BB EAER,

- EREAEDGT
aws help

- FENBEREWRE LM Amazon Glacier RTEEBE | 55FMH list-vaults@mv.
123456789012 B ABEH AWS tRF ID,

aws glacier list-vaults --account-id 123456789012

- FEEE BOMERER AWS CLI, EfFEH aws configure list@if,
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aws configure list

1 - FH BIR7FE AWS CLI

1. {#H create-vault % , EWRFE 111122223333 TR —{BR A awsexamplevault BIR
EE,

aws glacier create-vault --vault-name awsexamplevault --account-id 111122223333

N HER

"location": "/111122223333/vaults/awsexamplevault"

2. {#M describe-vault ESERFBEI,

aws glacier describe-vault --vault-name awsexamplevault --account-id 111122223333

£ Amazon Glacier PREEUYRTFEHHEE R

BULHERREEENR , INREEERIAN., REETHHEENRFEFFERENEX
/s Amazon Glacier (Amazon Glacier) &2 4t API UL | SUEEURIRF P 4E AWS BEFFER
FESMERFENESRA,

MR EHHERZEFE , Amazon Glacier BEEKRFER B ASCII EHEFINEE, ZEEKZT

‘FE 1,000 AREFEE, fEZ—EREECHEEUEIEEBIIR  MRREEZEE |, ER88VA

nullo FALURIZRS CERERNREESE, NREOETHREELMECONES , AIgHER
HTOE, REEFEEMBER , LENT —HREE,

&

« {5 £ Amazon Glacier PHEVRZEF#E R B

B

{8 £ Amazon Glacier P HEEREEFEER! ]
+ £/ REST AP| EEEVRTFEFREE R

AR Java B AWS SDK
AR NET # AWS SDK
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« £/ £ Amazon Glacier PHEERFEHEE R AWS Command Line Interface

£/ £ Amazon Glacier FHEURFEHEER BHR Java B AWS SDK
3
. ERREENREEDRES

- BRESTHEREENREETEER
- Bl EABEAR Java B Amazon BB EAEIREFEFEER

HRREFENREFEDEER

BRI ERFEREE AWS BEHTMARFENFEER, UATHIRRA\NMAEREHRR
Java By Amazon FREEHEKME APl , ARERFERIRTFEFEER,

1. B3 AmazonGlacierClient ERIMNHITERE (A FIK).

LEEREEREFEMEN AWS Bifl, BERLLAFRMTHMERESSERTIZK AWS EiF,
2. WA LUEIBE Y DescribeVaultRequest BRI ETEBE RIZHBREA.

Amazon Glacier (Amazon Glacier) 2R ERMHRFEZBMIIES ID. MREFTRMEIIRS D, Alg
FERREGREHEREEBFRCEAEHBHBNIRSE ID, MEFMEES , FSEEAR Java B AWS
SDK # & Amazon Glacier £/,

3. U NIBHEBERYH , LUMESIT describeVault Fi%.

Amazon Glacier EENFRFEFEER EFA TE DescribeVaultResult Y1 FERA,

T3 Java BB RER RIS B

DescribeVaultRequest request = new DescribeVaultRequest()
.withVaultName("*** provide vault name***");

DescribeVaultResult result = client.describeVault(request);

System.out.print(

"\nCreationDate: " + result.getCreationDate() +
"\nLastInventoryDate: " + result.getLastInventoryDate() +
"\nNumberOfArchives: " + result.getNumberOfArchives() +
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"\nSizeInBytes: " + result.getSizeInBytes() +
"\nVaultARN: " + result.getVaultARN() +
"\nVaultName: " + result.getVaultName());

(@ Note
WMERMR REST API (WEFA |, 58208 R R7EFE (GET REE).

HEHEIATERFENREFEFEER
IEW A BAMEM 1istVaults B ARMBEEUSGE AWS BEIFFIERIFEN PREER,

AT Java BN H B BEEX us-west-2 EBEAPHXHEEBE, B RERFIEEFEENREFERES
51E, BB RIEESHIT KM 1istVaults®u | # AWS BEENEERFESE,

AmazonGlacierClient client;
client.setEndpoint("https://glacier.us-west-2.amazonaws.com/");

String marker = null;
do {
ListVaultsRequest request = new ListVaultsRequest()
.withLimit("5")
.withMarker(marker);
ListVaultsResult listVaultsResult = client.listVaults(request);

List<DescribeVaultOutput> vaultList = listVaultsResult.getVaultList();

marker = listVaultsResult.getMarker();

for (DescribeVaultOutput vault : vaultlList) {

System.out.println(

"\nCreationDate: " + vault.getCreationDate() +
"\nLastInventoryDate: " + vault.getlLastInventoryDate() +
"\nNumberOfArchives: " + vault.getNumberOfArchives() +
"\nSizeInBytes: " + vault.getSizeInBytes() +
"\nVaultARN: " + vault.getVaultARN() +
"\nVaultName: " + vault.getVaultName());

}

} while (marker != null);
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ELIRERXRBERD , IREKREZRPIEE Limit{E , Amazon Glacier EEEH % 10 BR7FE ,
#n Amazon Glacier AP| FiE&E. MREBFIHESZHWXH4E , BIEE marker B3 & X4 E Amazon
Resource Name (ARN) , BAMELAFTEVFEREESIH , TRl marker LA null,

AR, FEPARBERTESENEARBZBWUISERETEN describeVault HTAFERHNE
AAMEE .
® Note

listVaults FEMIKRE REST API (B2 "JIHREE.) (GET &REFE)).

g4l . ERABEAR Java B Amazon BB EHHEIRRFESEE R

WEEEREAGHES , F260R "HH . A BV REFE BEAHR Java B AWS SDK. . Java B
PN XA BN A E PR E R

£/ £ Amazon Glacier PHREEVRFEFREE R BEAMN .NET 89 AWS SDK

ES |

- BERREENREETEEFR

- BRESTAEREENREEDEER

- g6 - A BERE AP BEUREETEE R EAMN NET 8 AWS SDK

HRRTFENREFEEHEER

FBA BB ERTFESIRE AWS BEHPMEREFENTEER. UT2EAH BAR .NET 85 AWS
SDKHERE APl AR EREERIRTFEFRERNS R,

1. 3 AmazonGlacierClient ERIHNHITEE (A FE %),

LEEEEREEMEN AWS EBiF, BFERALLAFPRATHMERESRSERRZ AWS EfF,
2. BT LLEIBE I DescribeVaultRequest ERIM BT E R RIBHEREA
Amazon Glacier (Amazon Glacier) ERGRMHERTFEBBMNIES ID. MREFTRMEKRS D, Alg

FRRGREHEREBFRCBEAEHBHNIRSE ID, MEFMEER , FSEEAN NET B AWS
SDK # & Amazon Glacier £,
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3. BB HBRYH , LUEHT DescribeVault 7,

Amazon Glacier BEINREEFEER EA A DescribeVaultResult WHHFER,

T3 C# BABH RERAL R, BXBHERENZEAL (RYH) RHFRARFENFRER
&

AmazonGlacierClient client;
client = new AmazonGlacierClient(Amazon.RegionEndpoint.USWest2);

DescribeVaultRequest describeVaultRequest = new DescribeVaultRequest()

{

VaultName = "*** Provide vault name ***"

k;

DescribeVaultResponse describeVaultResponse =
client.DescribeVault(describeVaultRequest);

Console.WriteLine("\nVault description...");

Console.WritelLine(
"\nVaultName: " + describeVaultResponse.VaultName +
"\nVaultARN: " + describeVaultResponse.VaultARN +
"\nVaultCreationDate: " + describeVaultResponse.CreationDate +
"\nNumberOfArchives: " + describeVaultResponse.NumberOfArchives +
"\nSizeInBytes: " + describeVaultResponse.SizeInBytes +
"\nLastInventoryDate: " + describeVaultResponse.LastInventoryDate
);

(@ Note

MEFEERE REST API W&

E“I_ull

A2 HAREE (GET REFE),

HRERTAERTFENRITFEHREN

FHALEM ListVaultsT A REESE AWS B AIERIZEN FRER,

UT C# BRIBHBREREEED (RYM) BRTPHREEFE. FREWHIEETEENRT7EY
BA5E, BRABA REEEHT—RFListVaultsFl , £ AWS ESHENREREFESE.

AmazonGlacierClient client;
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client = new AmazonGlacierClient(Amazon.RegionEndpoint.USWest2);
string lastMarker = null;

Console.WriteLine("\n List of vaults in your account in the specific AWS Region ...");
do
{
ListVaultsRequest request = new ListVaultsRequest()
{
Limit = 5,
Marker = lastMarker
I

ListVaultsResponse response = client.ListVaults(request);

foreach (DescribeVaultOutput output in response.VaultList)

{
Console.WriteLine("Vault Name: {@} \tCreation Date: {1} \t #of archives: {2}",
output.VaultName, output.CreationDate, output.NumberOfArchives);

}

lastMarker = response.Marker;
} while (lastMarker != null);

ELRERXBERD , MBBRKREFBRPIEE Limitf8 , Amazon Glacier EEEHZ 10 BREE ,
0 Amazon Glacier API FTE&E.

AR RETASERFEERNEAREBFUSEREFER DescribeVault FEMESNE
A [E]

5
:I

@ Note
ListVaults FEFIEKE REST API @28 "3 HAREFE, (GET REFE)).

5l - A IR AP HERFEREER EAK NET 8 AWS SDK

MR RAEEH | BB TEH £ HER AP WEEERE BAR NET 8 AWS
SDK, » C# RRIBEHAIR TR EEANERREETRER,

£ REST API| i EUR FEFEE R

HEEM RESTAPI JIHRFENEZEF , F28 " JIHEREFE,) (GET RiFE). BEZH#HR—ER
FENFHEER  F2H HEREFE (GET ®RIFE).
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£/ £ Amazon Glacier FHREERFEF#ELE R AWS Command Line

Interface

L& IR M2 AWS Command Line Interface () #EX Amazon Glacier (Amazon Glacier) YR
FEEAMDEERAWS CLI,
£
(ERIFAM ) BRE AWS CLI
- E6 . A ERREFETEER AWS CLI

( o3RI ) 8%E AWS CLI

1. THEHMERE AWS CLI, MEMEIETR , F52E (AWS Command Line Interface fEFA &) &
B TR5IEE :

Z 8% AWS Command Line Interface

% E AWS Command Line Interface

2. EWTRTTEATIGSREESEN AWS CLI FRE. ELaSTERREHBEAER , AkE
ER AR ERENEAER,

- ERERAEDGS,
aws help

- EENBERERE LM Amazon Glacier RTZEEBE | 55FM list-vaults@mT. %
123456789012 B AR AWS tRF ID,

aws glacier list-vaults --account-id 123456789012

- FEEE BEIMARER AWS CLI, A aws configure list@i®.

aws configure list
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g6l . EH BEERFEFEER AWS CLI

£/ describe-vault &% , FEWRFE 111122223333 TH#HR—EH& A awsexamplevault B
REFE,

aws glacier describe-vault --vault-name awsexamplevault --account-id 111122223333

1£ Amazon Glacier # THREEERF

HE—Ei1E LEZERIFER , Amazon Glacier (Amazon Glacier) @ BB BN REEER , REXY
BREH—IX. Amazon Glacier EVE—AERF®R , BEFE¥XRI —RXWEHETEHBXER, &
A LAE A TSI E S B#E Amazon Glacier HEURFZEETF

1. £ BEEF (POST £7) RIERE EFHEUER

/A Important
ERERBR U SR B EEEXFE R A , IR PolicyEnforcedException 4l
AR, WEFBEREIBIRNFMEN , 28 Amazon Glacier ERHEEUBR., WFHE
PolicyEnforcedException SIS ERR , FSE EEREE,

2. EEK®E , A TESESEE, (GET @) BRAETHMTE.

Fln , EEFERXHESEERBEREBMIVEE, UERSAFARMITIESER, ELRBERRETK
BF , Amazon Glacier @ 2% , X EEEFREREER ID. E Amazon Glacier TR T/ERF |, &R LA
mEIk@aY, SEVTHIREEEFEER,

MATHRER  TEBEHE L, EEVEEHEHORE , EETIER !

. EHEEBTRBEAN—ETLIEE Amazon Simple Notification Service (Amazon SNS) £/ , Amazon
Glacier AIAEEH TR ERMBEH, EAILAER T B EEE L Amazon SNS X7 .

- AEEI{EFSE Amazon SNS £:&,

B TIERF |, FRIFHETE Amazon SNS =&,
- EXHELEREBHERE,
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B UARTFEDYHHESHREBHNRE (B2 E £ Amazon Glacier FEERFEEH). R
BERSTESH , Amazon Glacier i2EIXAEEIRER SNS £,

MREBERFELRE T BABERE , BEMEBEBRHEIEE T Amazon SNS =& , Amazon Glacier
ERERETKIAEEELETEREEE,

BT L% SNS FEREAZBREFHAEANE  ESAEREEEAR TLEHHL Amazon
Simple Queue Service (Amazon SQS) ., EALHBETIIGE , EUUBEEERSIEF T
B, RETHEHEN&®H,

- BAREFEREKEF—Amazon Glacier tHIRHIFRERIRE (HREFH (GET JoblD)) , AIZEEEwHE
BEH. BUUERBEEBRABREIEEN. E= , £/ Amazon SNS BHREZRHIRIE,

® Note
#3718 SNS BHIESWENR , BEAFWEREEMMEENEFRMERE.

FE

- BRER

- £/ 1& Amazon Glacier # T&ARFEEF BAR Java B AWS SDK

- £/ 7 Amazon Glacier # T&RFEER BAR .NET #§ AWS SDK

- ] RESTAPITEXHEEE

- £/ £ Amazon Glacier F FE#RFEEF AWS Command Line Interface

BRER

Amazon Glacier BRELEH —ARTFEER , #EBEF- XS FLEERTFENP—XMAK, WR
MERBEEUR , REHEBIAMBRGENEE , IFEBHTEEH. ECRBRFEEFNEE
BF , Amazon Glacier EEEHE4XHNRR —@ERE , EZpoint-in-timetRER , MA2ERFER, FiE
E , Amazon Glacier AREERUFE—EERE K BEEEXXRIRZ—RKNKERE , TeEHEExE
=

AU ERARSEFE LEERAEEENTR, T8, BROEAFHEEENE  EWEL
f§5 Amazon Glacier 2 HEN M RER, A%  ATHERAXAEFENFE , TUREESR
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EREPERABEBN XS EESERAHEN. BAILUEBENEFIEE L B Bk ER E A 58 5K bR Sl EEI 8
FEHBHE. IERBRIIEFHENNFAESR  F2E EFENEE.

&R BALGE SR 2 FR{E (CSV) 3 JSON MERABEER, EUREEERBEFEHRIKN, &
RIENZE JSON, NFEFBEFEHRBLEFELNERRUNFRES  F2EDEANESERE T
API Y ,

£/ £ Amazon Glacier P FEHRFEER BRAK Java B AWS SDK

LUTRER BAR Java B9 AWS SDKIKFE API REFEUR FEERFNLS R, SEN APl T EBEUER
FEER.

1. B3 AmazonGlacierClient EBIWEITEE (A F®).

REERERTFEMREN AWS BE, SEALRAFRGTHRFRESSEMASRZ AWS B,
2. BBHIT initiateJob FEREREFHEUER,

ZEiBRM initiatelob YW THEEAREIT InitiateJobRequest,

(@ Note

AR WRREEEFMATR , FEEEEHER. Amazon Glacier (Amazon Glacier) &
24 NEEMABERTFEERBE.

Amazon Glacier EEE# ID LA, Z[OMEE InitiateJobResult EBIMNHITEEH A,

InitiateJobRequest initJobRequest = new InitiateJobRequest()
.withVaultName("*** provide vault name ***")
.withJobParameters(

new JobParameters()
.withType("inventory-retrieval")
.withSNSTopic("*** provide SNS topic ARN #*#**x!')
);

InitiateJobResult initJobResult = client.initiateJob(initJobRequest);
String jobId = initJobResult.getJobId();

3. Fix TFTH.
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BLBEEIIRALERIFHRETE. REEERTFELREBANMARE , REMBEKEIEE
Amazon Simple Notification Service (Amazon SNS) £ %& , Amazon Glacier 87E e KB R EIEA
BEEXHE,

B A LAY describelob /s i: B EwEE Amazon Glacier , A ¥ B {ERERREE, i@ |, A
Amazon SNS FEETEHNREZN S X, T —EPREMNZXNBEEHIER Amazon SNS for
Amazon Glacier R L.,

4. FEB#IT getJobOutput FETH IR (REEEFEHR).

#BFEBE I GetJobOutputRequest AW TERRIZAMIRS ID, £ ID MIXH4ERRE. W
RETRMIRE D, EFEARSREUREZFRZEZAENBEHNIIRS ID. MFEFHMENR , F2
B AR Java B AWS SDK #F Amazon Glacier £/,

Amazon Glacier EEI#Y#i H A[ £ GetJobOutputResult ¥ ERH,

GetJobOutputRequest jobOutputRequest = new GetJobOutputRequest()
.withVaultName("*** provide vault name ***'")
.withJobId("*** provide job ID ***");
GetJobOutputResult jobOutputResult = client.getJobOutput(jobOutputRequest);
// jobOutputResult.getBody(); provides the output stream.

(@ Note
MEEREBHEMENIKERE REST API WEH , FSEH EHERE.

g4 . FRAEAR Java B Amazon R EAHHEREFEEER
BT Java B IGE A HEUE E X EN X HERE.
BHHIFHITFINET -

+ E137 Amazon Simple Notification Service (Amazon SNS) X,

Amazon Glacier S TR EKEELBENE U EE,

 ¥3I Amazon Simple Queue Service (Amazon SQS) 1751,
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L E IR BEREREZEITS , LUE Amazon SNS ERERESH B MAFA ST,
- BREBUATRIEENHF.

EEKERSD |, IEESEIM Amazon SNS =78 , LA{E Amazon Glacier £ 58 A 75 7T LS 3@ A
BmEERE,
« ¥ Amazon SQS ITFIIHFREBEEEZEI/E ID WAL,

MREHALE |, W JSON ¥ RETKEBIERTK. IR2 , FTIEIE,
- EiBMBER Amazon SNS FEMEZEIH Amazon SQS 15 3REER,

import
import
import
import
import
import
import
import

java.io.BufferedReader;
java.io.BufferedWriter;
java.io.FileWriter;
java.io.IOException;
java.io.InputStreamReader;
java.util.HashMap;
java.util.List;
java.util.Map;

import
import
import
import
import

com.fasterxml.jackson.
com.fasterxml. jackson.
com.fasterxml. jackson.core.JsonParser;

com.fasterxml.jackson.databind.JsonNode;

com.fasterxml. jackson.databind.ObjectMapper;

core.JsonFactory;
core.JsonParseException;

import
import
import
import
import

com.
com.
com.
com.
com.

amazonaws.AmazonClientException;
auth.
auth.
auth.

auth.

amazonaws. policy.Policy;
policy.Principal;
policy.Resource;

policy.Statement;

amazonaws.
amazonaws.
amazonaws.

import
import
import
import
import
import
import
import
import
import

com.
com.
com.
com.
com.
com.
com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

auth.
auth
auth.
services.
services.
services.
services.
services.
services.
services.

policy.
.policy.

glacier.
glacier.
glacier.
glacier.
glacier.
glacier.

Statement.Effect;
actions.SQSActions;
profile.ProfileCredentialsProvider;

AmazonGlacierClient;
model.GetJobOutputRequest;
model.GetJobOutputResult;
model.InitiateJobRequest;
model.InitiateJobResult;
model.JobParameters;

sns.AmazonSNSClient;
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import
import
import
import
import
import
import
import
import
import
import
import
import
import
import

com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

services.
services.
services.
services.
services.
services.
services.
services.
services.
services.

services

services.
services.
services.
services.

sns.
.model.
sns.
sns.
sns.

sns

sns

sqgs.
sqgs.
sqgs.
sqgs.
.sQs.
sqgs.

sgs

sqgs.
sqgs.

model.

model.
model.
.SubscribeResult;
.model.

model

CreateTopicRequest;
CreateTopicResult;
DeleteTopicRequest;
SubscribeRequest;

UnsubscribeRequest;

AmazonSQSClient;

model.
model.
model.
.GetQueueAttributesRequest;
model.
.model.
model.
model.

model

CreateQueueRequest;
CreateQueueResult;
DeleteQueueRequest;

GetQueueAttributesResult;
Message;
ReceiveMessageRequest;
SetQueueAttributesRequest;

public class AmazonGlacierDownloadInventoryWithSQSPolling {

public
public
public
public
public
public
public
public
public
public
public
public
public

public

ProfileCredentialsProvider credentials =

client =

static
static
static
static
static
static
static
static
static
static
static
static
static

static

String
String
String
String
String
String
String
String
String
long sleepTime
AmazonGlacierClient client;
AmazonSQSClient sgsClient;
AmazonSNSClient snsClient;

600;

vaultName = "*** provide vault name ***";
snsTopicName =
sqsQueueName =
sqsQueueARN;
sqsQueueURL;
snsTopicARN;
snsSubscriptionARN;

fileName = "*** provide file name ***";

"*** provide topic name ***";
"*** provide queue name ***";

region = "*** region ***";

void main(String[] args) throws IOException {

new ProfileCredentialsProvider();

new AmazonGlacierClient(credentials);

client.setEndpoint("https://glacier." + region + ".amazonaws.com");

sgsClient = new AmazonSQSClient(credentials);
sqsClient.setEndpoint("https://sqs." + region + ".amazonaws.com");
snsClient = new AmazonSNSClient(credentials);

snsClient.setEndpoint("https://sns." + region + ".amazonaws.com");

fEH Java TEXHEEBE

API iRZ 2012-06-01 56



Amazon Glacier

FMBABER

try {
setupSQS();

setupSNS();

String jobId = initiateJobRequest();
System.out.println("Jobid = " + jobId);

Boolean success = waitForJobToComplete(jobId, sqsQueueURL);
if (!success) { throw new Exception("Job did not complete
successfully."); }

downloadJobOutput(jobId);
cleanUp();

} catch (Exception e) {
System.err.println("Inventory retrieval failed.");
System.err.println(e);

private static void setupSQS() {
CreateQueueRequest request = new CreateQueueRequest()
.withQueueName(sqsQueueName);
CreateQueueResult result = sgsClient.createQueue(request);
sqsQueueURL = result.getQueueUrl();

GetQueueAttributesRequest qRequest = new GetQueueAttributesRequest()
.withQueueUrl(sqgsQueueURL)
.withAttributeNames("QueueArn");

GetQueueAttributesResult gResult = sqgsClient.getQueueAttributes(qRequest);

sqsQueueARN = gResult.getAttributes().get("QueueArn");

Policy sqsPolicy =
new Policy().withStatements(

new Statement(Effect.Allow)
.withPrincipals(Principal.AllUsers)
.withActions(SQSActions.SendMessage)
.withResources(new Resource(sqsQueueARN)));

Map<String, String> queueAttributes = new HashMap<String, String>();

queueAttributes.put("Policy", sqsPolicy.toJson());
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sgsClient.setQueueAttributes(new SetQueueAttributesRequest(sqsQueueURL,
queueAttributes));

}
private static void setupSNS() {

CreateTopicRequest request = new CreateTopicRequest()
.withName(snsTopicName);

CreateTopicResult result = snsClient.createTopic(request);

snsTopicARN = result.getTopicArn();

SubscribeRequest request2 = new SubscribeRequest()
.withTopicArn(snsTopicARN)
.withEndpoint(sqsQueueARN)

.withProtocol("sqgs");
SubscribeResult result2 = snsClient.subscribe(request2);

snsSubscriptionARN = result2.getSubscriptionArn();

}

private static String initiateJobRequest() {

JobParameters jobParameters = new JobParameters()
.withType("inventory-retrieval")
.withSNSTopic(snsTopicARN);

InitiateJobRequest request = new InitiateJobRequest()
.withVaultName(vaultName)
.withJobParameters(jobParameters);

InitiateJobResult response = client.initiateJob(request);
return response.getJobId();
private static Boolean waitForJobToComplete(String jobId, String sqsQueueUrl)
throws InterruptedException, JsonParseException, IOException {
Boolean messageFound = false;
Boolean jobSuccessful = false;

ObjectMapper mapper = new ObjectMapper();
JsonFactory factory = mapper.getFactory();

while (!messageFound) {
List<Message> msgs = sqsClient.receiveMessage(
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new
ReceiveMessageRequest(sqsQueuelrl).withMaxNumberOfMessages(10)).getMessages();

if (msgs.size() > 0) {
for (Message m : msgs) {
JsonParser jpMessage = factory.createlsonParser(m.getBody());
JsonNode jobMessageNode = mapper.readTree(jpMessage);
String jobMessage = jobMessageNode.get('"Message").textValue();

JsonParser jpDesc = factory.createJsonParser(jobMessage);
JsonNode jobDescNode = mapper.readTree(jpDesc);
String retrievedJobId = jobDescNode.get("JobId").textValue();
String statusCode = jobDescNode.get("StatusCode").textValue();
if (retrievedlobId.equals(jobId)) {

messageFound = true;

if (statusCode.equals("Succeeded")) {

jobSuccessful = true;

} else {
Thread.sleep(sleepTime * 1000);
}
}

return (messageFound && jobSuccessful);

private static void downloadJobOutput(String jobId) throws IOException {

GetJobOutputRequest getJobOutputRequest = new GetJobOutputRequest()
.withVaultName(vaultName)
.withJobId(jobId);
GetJobOutputResult getJobOutputResult =
client.getJobOutput(getJobOutputRequest);

FileWriter fstream = new FileWriter(fileName);

BufferedWriter out = new BufferedWriter(fstream);

BufferedReader in = new BufferedReader(new
InputStreamReader(getJobOutputResult.getBody()));

String inputlLine;

try {

while ((inputLine = in.readlLine()) != null) {
out.write(inputlLine);
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}
}catch(IOException e) {

throw new AmazonClientException("Unable to save archive", e);
}finally{

try {in.close();} catch (Exception e) {}

try {out.close();} catch (Exception e) {3}

}

System.out.println("Retrieved inventory to " + fileName);

private static void cleanUp() {
snsClient.unsubscribe(new UnsubscribeRequest(snsSubscriptionARN));
snsClient.deleteTopic(new DeleteTopicRequest(snsTopicARN));
sgsClient.deleteQueue(new DeleteQueueRequest(sqsQueueURL));

£/ 7£ Amazon Glacier F FTERFEEF HARK .NET # AWS SDK

LITREER BRR NET B9 AWS SDKIEME APl REEREFZEEFZNLSE. 5FEHN APl R EMEEUR
FEERF.

1. B3 AmazonGlacierClient EBIWHITEE (B F®).

REEBREERTFEMREN AWS BE, SEALRAFRGITHRFRESSERSRZ AWS B,
2. BB#T InitiateJob 3 ENREE IR EFREEER.

WA LATE InitiateJobRequest M RME T EEFH. Amazon Glacier (Amazon Glacier) E{E [
{£7% 1D LA fE, E%EIFETE InitiateJobResponse I TEEFTH,

AmazonGlacierClient client;
client = new AmazonGlacierClient(Amazon.RegionEndpoint.USWest2);

InitiateJobRequest initJobRequest = new InitiateJobRequest()

{
VaultName = vaultName,
JobParameters = new JobParameters()
{
Type = "inventory-retrieval",
SNSTopic = "*** Provide Amazon SNS topic arn ***",

}
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};
InitiateJobResponse initJobResponse = client.InitiateJob(initJobRequest);
string jobId = initJobResponse.JobId;

3. HR THEZTHK.

BABEER IR HEREFHEHETE, MREEEFB Amazon Simple Notification Service
(Amazon SNS) FEMNRFE LR EBAMERE , HEMEMEKEIEE Amazon SNS £ , Amazon
Glacier EEER TR EZBEXALEXTE, T —HHPRENEXBEFIFEA Amazon SNS for
Amazon Glacier R #FA L.

#t ] LAREIY DescribeJob A K3 Amazon Glacier , LAY B TR REE, BAR , F/H
Amazon SNS FREHTEAEEEZMN S E,

4. FB#IT GetJobOutput FETEHIERME REEEREHR).
FEIBE L GetJobOutputRequest FBIMHITEBRIZMIES ID, RFESBBMIE ID EF. W

RIEFTREMIRS ID, HgFREZREAREZFERZEAERHBRNIRSE 1D, MEFMENR , B2
BE AR .NET B9 AWS SDK # & Amazon Glacier 8.

Amazon Glacier EEI#Y#i H 7] £ GetJobOutputResponse ¥HHER,

GetJobOutputRequest getJobOutputRequest = new GetJobOutputRequest()

{
JobId = joblId,
VaultName = vaultName

};

GetJobOutputResponse getJobOutputResponse =
client.GetJobOutput(getJobOutputRequest);
using (Stream webStream = getJobOutputResponse.Body)

{
using (Stream fileToSave = File.OpenWrite(fileName))
{
CopyStream(webStream, fileToSave);
}
}
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® Note

g5

NERTKMEBENKRE REST API W&

{EA BER API BEEVRZEERR )
LT C# B IBE SIS RS B R 7 ENRFEER,

BEHEMIT T IER -

E%TE Amazon SNS 58

Amazon Glacier

£% % Amazon SQS 1751,

L 58 B BUR B E TS

- RMBEBUATHRIEENHF,

28 EBERE,

BEAR NET B AWS SDK

EETHEBREEZBAZLER,

. LUE Amazon SNS FRERESRMA R,

EEKBERSD |, EHIEHEE Amazon SNS 88 |, LA{E Amazon Glacier E5E R EB B EIEHA L,
- EH#E Amazon SQS FHIFMFA L,

MREALE,

JSON.NET BXE (7

Example

using
using
using
using
using
using
using
using
using
using

System;
System.
System.
System.
Amazon.
Amazon.
Amazon.
Amazon.
Amazon.
Amazon.

247 JSON A MEFEK RS
a2 B JSON.NET) %3lI#7 JSON,

« EIBMIER Amazon SNS FREEFEHZE K Amazon SQS 753 E

Collections.Generic;

I0;

Threading;

Glacier;

Glacier.Model;
Glacier.Transfer;

Runtime;
SimpleNotificationService;

SimpleNotificationService.Model;

SIERITER. MRZ

THHEF. ZRBHEER

A NET TEHRIFEER

API R4 2012-06-01 62


http://json.codeplex.com/

Amazon Glacier HBEABER

using Amazon.SQS;
using Amazon.SQS.Model;
using Newtonsoft.Json;

namespace glacier.amazon.com.docsamples

{
class VaultInventoryJobLowlLevelUsingSNSSQS
{
static string topicArn;
static string queueUrl;
static string queueArn;
static string vaultName = "*** Provide vault name ***";
static string fileName = "*** Provide file name and path where to store inventory
Kk k1.
static AmazonSimpleNotificationServiceClient snsClient;
static AmazonSQSClient sqgsClient;
const string SQS_POLICY =
Il{ll +
" \"Version\" : \"2012-10-17\",&TCX5-2025-waiver;" +
" \"Statement\" : [" +
" [+
" \"Sid\" : \"sns-rule\"," +
" \"Effect\" : \"Allow\"," +
" \"Principal\" : {\"AWS\" : \"arn:aws:iam::123456789012:root\" 3},"
+
" \"Action\" : \"sgs:SendMessage\"," +
" \"Resource\" : \"{QuernArn}\"," +

" \"Condition\" : {" +

" \"ArnLike\" : {" +

" \"aws:SourceArn\" : \"{TopicArnJ\"" +
n }Il +

n }Il +

n }Il +

n :lll +

"3

public static void Main(string[] args)

{

AmazonGlacierClient client;
try
{

using (client = new AmazonGlacierClient(Amazon.RegionEndpoint.USWest2))

{
Console.WritelLine("Setup SNS topic and SQS queue.");
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SetupTopicAndQueue();
Console.WriteLine("To continue, press Enter"); Console.ReadKey();

Console.WriteLine("Retrieve Inventory List");
GetVaultInventory(client);
}
Console.WritelLine("Operations successful.");
Console.WriteLine("To continue, press Enter"); Console.ReadKey();
}
catch (AmazonGlacierException e) { Console.WritelLine(e.Message); }
catch (AmazonServiceException e) { Console.WritelLine(e.Message); }
catch (Exception e) { Console.WritelLine(e.Message); }
finally
{
// Delete SNS topic and SQS queue.
snsClient.DeleteTopic(new DeleteTopicRequest() { TopicArn = topicArn });
sgsClient.DeleteQueue(new DeleteQueueRequest() { QueueUrl

}

queueUrl });

static void SetupTopicAndQueue()
{

long ticks = DateTime.Now.Ticks;

// Setup SNS topic.

snsClient = new
AmazonSimpleNotificationServiceClient(Amazon.RegionEndpoint.USWest2);

sgsClient = new AmazonSQSClient(Amazon.RegionEndpoint.USWest2);

topicArn = snsClient.CreateTopic(new CreateTopicRequest { Name =
"GlacierDownload-" + ticks }).TopicArn;
Console.Write("topicArn: "); Console.WritelLine(topicAzrn);

CreateQueueRequest createQueueRequest = new CreateQueueRequest();

createQueueRequest.QueueName = "GlacierDownload-" + ticks;

CreateQueueResponse createQueueResponse =
sgsClient.CreateQueue(createQueueRequest);

queuelUrl = createQueueResponse.Queuelrl;

Console.Write("QueueURL: "); Console.WritelLine(queueUrl);

GetQueueAttributesRequest getQueueAttributesRequest = new
GetQueueAttributesRequest();

getQueueAttributesRequest.AttributeNames = new List<string> { "QueueArn" };

getQueueAttributesRequest.QueueUrl = queueUrl;
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GetQueueAttributesResponse response =
sgsClient.GetQueueAttributes(getQueueAttributesRequest);

queueArn = response.QueueARN;

Console.Write("QueueArn: ");Console.WritelLine(queueAzrn);

// Setup the Amazon SNS topic to publish to the SQS queue.
snsClient.Subscribe(new SubscribeRequest()

{
Protocol = "sqgs",
Endpoint = queueArn,
TopicArn = topicAzrn
18

// Add the policy to the queue so SNS can send messages to the queue.
var policy = SQS_POLICY.Replace("{TopicArn}", topicArn).Replace("{QuernArn}",
queueArn);

sgsClient.SetQueueAttributes(new SetQueueAttributesRequest()

{
QueueUrl = queuelrl,
Attributes = new Dictionary<string, string>
{
{ QueueAttributeName.Policy, policy }
}
1);

static void GetVaultInventory(AmazonGlacierClient client)

{
// Initiate job.
InitiateJobRequest initJobRequest = new InitiateJobRequest()

{
VaultName = vaultName,
JobParameters = new JobParameters()

{
Type = "inventory-retrieval",
Description = "This job is to download a vault inventory.",
SNSTopic = topicArn,
}
};

InitiateJobResponse initJobResponse = client.InitiateJob(initJobRequest);
string jobId = initJobResponse.JobId;
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// Check queue for a message and if job completed successfully, download
inventory.
ProcessQueue(jobId, client);

private static void ProcessQueue(string jobId, AmazonGlacierClient client)
{
ReceiveMessageRequest receiveMessageRequest = new ReceiveMessageRequest()
{ QueueUrl = queueUrl, MaxNumberOfMessages = 1 };
bool jobDone = false;
while (!jobDone)
{
Console.WritelLine("Poll SQS queue");
ReceiveMessageResponse receiveMessageResponse =
sgsClient.ReceiveMessage(receiveMessageRequest);
if (receiveMessageResponse.Messages.Count == 0)
{
Thread.Sleep(10000 * 60);
continue;
}
Console.WritelLine("Got message");
Message message = receiveMessageResponse.Messages[0];
Dictionary<string, string> outerlLayer =
JsonConvert.DeserializeObject<Dictionary<string, string>>(message.Body);
Dictionary<string, object> fields =
JsonConvert.DeserializeObject<Dictionary<string, object>>(outerLayer["Message"]);
string statusCode = fields["StatusCode"] as string;

if (string.Equals(statusCode, GlacierUtils.JOB_STATUS_SUCCEEDED,
StringComparison.InvariantCultureIgnoreCase))
{
Console.WriteLine("Downloading job output");
DownloadOutput(jobId, client); // Save job output to the specified file
location.
}
else if (string.Equals(statusCode, GlacierUtils.JOB_STATUS_FAILED,
StringComparison.InvariantCultureIgnoreCase))
Console.WriteLine("Job failed... cannot download the inventory.");

jobDone = true;
sqsClient.DeleteMessage(new DeleteMessageRequest() { QueueUrl = queueUrl,
ReceiptHandle = message.ReceiptHandle });

}
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}
private static void DownloadOutput(string jobId, AmazonGlacierClient client)
{
GetJobOutputRequest getJobOutputRequest = new GetJobOutputRequest()
{
JobId = joblId,
VaultName = vaultName
};

GetJobOutputResponse getJobOutputResponse =
client.GetJobOutput(getJobOutputRequest);
using (Stream webStream = getJobOutputResponse.Body)

{
using (Stream fileToSave = File.OpenWrite(fileName))
{
CopyStream(webStream, fileToSave);
}
}

public static void CopyStream(Stream input, Stream output)

{
byte[] buffer = new byte[65536];
int length;
while ((length = input.Read(buffer, @, buffer.Length)) > 0)

{
output.Write(buffer, @, length);

}

£/ REST APITEH X HEEE
A RESTAPITEXHERZFE
TEXHEFEEFIESMELSER,

1. B{& inventory-retrieval BEMWEK., MFEFHMER , FSREBEETHE (POST E£5#).
2. EREKER , THEFER. MFEFHAENA , F20 'BEEEEL ) (GET @),
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£/ £ Amazon Glacier # T R FEETF AWS Command Line Interface

BB THLSER |, £ AWS Command Line Interface () £ Amazon Glacier (Amazon Glacier) F &
REFEEEFAWS CLI,
FE
( SoRME4E ) 8% AWS CLI
- & . FH TRRFEERF AWS CLI

( o3RI ) 8%E AWS CLI

1. TEFMERE AWS CLI, MNEHREET , 528 (AWS Command Line Interface fEA&IERE) &
W TRHIERE

Z 8% AWS Command Line Interface

% E AWS Command Line Interface

2. EWTRTTEATIGSREESEN AWS CLI FRE. ELaSTERREHBEAER , AkE
ER AR ERENEAER,

- ERERAEDGS,
aws help

- EENBERERE LM Amazon Glacier RTZEEBE | 55FM list-vaults@mT. %
123456789012 B AR AWS tRF ID,

aws glacier list-vaults --account-id 123456789012

- ZEEF HEIWHERER AWS CLI, A aws configure list®,

aws configure list

A - FH TEHRFEER AWS CLI

1. £ initiate-job P RAAEEEHEER.
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aws glacier initiate-job --vault-name awsexamplevault --account-id 111122223333 --
job-parameters='{"Type": "inventory-retrieval"}'

AN HER

"location": "/111122223333/vaults/awsexamplevault/jobs/*** jobid ***",
"jobId": "*** jobid ***"

2. f{#H describe-job W HRELBHEEBUEHEAIAREE,

aws glacier describe-job --vault-name awsexamplevault --account-id 111122223333 --
job-id *** jobid ***

N HER

"InventoryRetrievalParameters": {
"Format": "JSON"

b

"VaultARN": "#**#* vault arn ***",

"Completed": false,

"JobId": "*** jobid ***",

"Action": "InventoryRetrieval",
"CreationDate": "*** job creation date ***",
"StatusCode": "InProgress"

3. Fix TFEK.

B BAZ IR EHFEE TR, £ Amazon Glacier EREBEED 24 MR , FH D
TrEBf, IRLZEERTFELEREBEBHNERE , REMBEHERFIEE Amazon Simple Notification
Service (Amazon SNS) £ , Amazon Glacier EE EREIHEEEALEEE,
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B LAY HETHNISEEESHREENER, MEFHMEA , 552 BT Amazon Glacier FEEER
FEEH, Amazon Glacier EEBEREESHREXAEERREN SNS £,

4. SERKEF , BB get-job-output RS EEUER TEEER output. json,

aws glacier get-job-output --vault-name awsexamplevault --account-id 111122223333
--job-id *** jobid *** output.json

EaTEELE—EIE THMUNESR,

(i

"VaultARN":"arn:aws:glacier:region:111122223333:vaults/awsexamplevault",
"InventoryDate":"*** job completion date ***",

"ArchivelList":[

{"Archiveld":"*** archiveid ***",

"ArchiveDescription":"*** archive description (if set) ***",
"CreationDate":"*** archive creation date ***",

"Size":"*** grchive size (in bytes) ***",

"SHA256TreeHash":"*** archive hash ***"

}
{"ArchiveId":

1}

1£ Amazon Glacier HE ERFZEEH

£ Amazon Glacier HEfE AR |, SINRRFESREEEFEHTF , BEMES R,

1. B HEEUERS
2. TFEE , THIF@H,

ALERTFERREEBHRE , MEEITEZRE , #ASEEE Amazon Simple Notification
Service (Amazon SNS) £,

FE

* 1£ Amazon Glacier FEREREFERLA | — =
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- £/ 1& Amazon Glacier PR ERFEBEHN BAR Java B AWS SDK
« f£H & Amazon Glacier PEREREFEBEXN EAR NET # AWS SDK
£ REST API £ Amazon Glacier F i ERFEBH

5 Amazon Glacier AR ERFEBA

- £ BRERFEREL AWS Command Line Interface

£ Amazon Glacier ¥ R EREFZEEEH : —ixE=

Amazon Glacier HEMI KB REUIERS HFRA#IT. BLAZFE Amazon Glacier TR , FEE
BHEE, BYLAEHE®#E Amazon Glacier SLHIETEREE |, BIEFRJRES L. Amazon Glacier
X EBEHM, TETKE , ZTERTBZALKRIEE Amazon Simple Notification Service (Amazon
SNS) &, FRLNEEELERFELREBARE, FHARYT  BUUER —RZEBES , AR
& %2 Amazon Glacier EEH 8 4 BFHEIXFAS M Amazon SNS 7, Amazon Glacier

Amazon Glacier 8 €& BEEK TR

(ArchiveRetrievalCompleted, InventoryRetrievalCompleted) 4 BIHEAMNEH |, AT LA
BELEANEERTFTENBAMERE, BEEKTHE , Amazon Glacier A4 BHIFAEEMHE SNS £
o

BHBRER JSON X # , AT EEHIFT R

"SNSTopic": "arn:aws:sns:us-west-2:012345678901:mytopic",
"Events": ["ArchiveRetrievalCompleted", "InventoryRetrievalCompleted"]

[

AR BREEAREFEERE—18 Amazon SNS =&,

® Note
1@ A 4R e 1 =R 7 E S E B Amazon Glacier B8R B4AE BHEETIEENSH4EEEE
H, BEMLVEREESEI/EREFERTPIEE Amazon SNS £, NREHEREFELHIBE
H4AEE | WIEREMERERPIEE Amazon SNS 88 , Amazon Glacier €&%EM{E @A,

Amazon Glacier ExHEBTRAS L SHUWEHER
(InventoryRetrieval, ArchiveRetrieval), E#ZEHKREE, SNS TEERE. EHMREBNR
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ZE ARN & . LT R Amazon Glacier £5E InventoryRetrieval (F# & EIXE SNS TEH
#5138 A0,

"Action": "InventoryRetrieval",

"ArchiveId": null,

"ArchiveSizeInBytes": null,

"Completed": true,

"CompletionDate": "2012-06-12T22:20:40.790Z",

"CreationDate": "2012-06-12T22:20:36.814Z",

"InventorySizeInBytes":11693,

"JobDescription": "my retrieval job",

"JobId":"HkF9p60o7yjhFx-
K3CGl6fuSmeVzW9T7esGQfco8nUXVYwS@jlb5gqllZ55yHgt5vP54Z2ShjoQzQVVh7vEXAMPLEjobID",

"SHA256TreeHash" :null,

"SNSTopic": "arn:aws:sns:us-west-2:012345678901:mytopic",

"StatusCode":"Succeeded",

"StatusMessage": "Succeeded",

"VaultARN": "arn:aws:glacier:us-west-2:012345678901:vaults/examplevault"

MR Completed ML A true , WIEXERE StatusCode RIEFREIKIERI S RLIE 2 K Bo

® Note

#EE , Amazon SNS FEMLBAAFRTFTERF B, EEEERT , 2B Amazon SNS £
FEREEUTUOZREERAHAL. TiB , 1R Amazon SNS FENREERBHTEN #E
AWS 1&RF , BIS A EEE Amazon SNS FELUESZREESRHNZEM. B LAE Amazon SNS
FEAHERE Amazon SNS FEHR,

#FE Amazon SNS WEFFHIEF , 552 R Amazon SNS AFf9,

£/ 7£ Amazon Glacier AR ERFERA BHRK Java B AWS SDK
DTRMER BEAR Java B AWS SDKIKFE API 52 ERFEE AR,

1. B3 AmazonGlacierClient ERIKN#HITEE (A E%).

LREZEERTFEMEN AWS B, ZEALAFRHTHMERIEHSEATIZ AWS B,
2. WA LAEBE Y SetVaultNotificationsRequest ERIWEITERE , RIBHBHERENA,
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CEERHREERE. BAEREANKRSE ID, FIEEEMRER , £IRMHIEAE Amazon SNS
F7EH Amazon Resource Name (ARN) MIE#TEBAN —HZEEH. WEZENEHEE K B2
BIEREREFEEMNELE (PUT BHAAEEE)),

3. UBHNIBEBRYH , LMEHIT setVaultNotifications Fi%,

T 5| Java BB RIERFART R, BXNIBH RENXM4ELREBAERE,
EArchiveRetrievalCompletedE#E#4A HInventoryRetrievalCompletedEH a4 | A
HEEE R Amazon Glacier (Amazon Glacier) EiX B ZEIEEM Amazon SNS £,

SetVaultNotificationsRequest request = new SetVaultNotificationsRequest()
.withAccountId("-")
.withVaultName("*** provide vault name ***")
.withVaultNotificationConfig(
new VaultNotificationConfig()
.withSNSTopic("*** provide SNS topic ARN *#**'")
.withEvents("ArchiveRetrievalCompleted", "InventoryRetrievalCompleted")
);

client.setVaultNotifications(request);

(® Note
WMEER REST API &

%II

ASHE REEER.

gHl: R ERFELREBHNERE BAR Java B AWS SDK

AT Java B BE IR E X4 EREMNARE | MERiERE AR EFRARE, WFENAHTTHIEEFE
S5 |, F2E BEAMN Java B AWS SDK #&E Amazon Glacier £,

=

Example

import java.io.IOException;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;

import com.amazonaws.services.glacier.AmazonGlacierClient;

import com.amazonaws.services.glacier.model.DeleteVaultNotificationsRequest;
import com.amazonaws.services.glacier.model.GetVaultNotificationsRequest;
import com.amazonaws.services.glacier.model.GetVaultNotificationsResult;
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import com.amazonaws.services.glacier.model.SetVaultNotificationsRequest;
import com.amazonaws.services.glacier.model.VaultNotificationConfig;

public class AmazonGlacierVaultNotifications {

public static AmazonGlacierClient client;
public static String vaultName = "*** provide vault name ****";
public static String snsTopicARN = "*** provide sns topic ARN ***";

public static void main(String[] args) throws IOException {
ProfileCredentialsProvider credentials = new ProfileCredentialsProvider();

client = new AmazonGlacierClient(credentials);
client.setEndpoint("https://glacier.us-east-1.amazonaws.com/");

try {

System.out.println("Adding notification configuration to the vault.");
setVaultNotifications();

getVaultNotifications();

deleteVaultNotifications();

} catch (Exception e) {
System.err.println("Vault operations failed." + e.getMessage());

private static void setVaultNotifications() {
VaultNotificationConfig config = new VaultNotificationConfig()
.withSNSTopic(snsTopicARN)
.withEvents("ArchiveRetrievalCompleted", "InventoryRetrievalCompleted");

SetVaultNotificationsRequest request = new SetVaultNotificationsRequest()
.withVaultName(vaultName)
.withVaultNotificationConfig(config);

client.setVaultNotifications(request);

System.out.println("Notification configured for vault: " + vaultName);

private static void getVaultNotifications() {
VaultNotificationConfig notificationConfig = null;
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GetVaultNotificationsRequest request = new GetVaultNotificationsRequest()
.withVaultName(vaultName);

GetVaultNotificationsResult result = client.getVaultNotifications(request);

notificationConfig = result.getVaultNotificationConfig();

System.out.println("Notifications configuration for vault: "

+ vaultName);
System.out.println("Topic: " + notificationConfig.getSNSTopic());
System.out.println("Events: " + notificationConfig.getEvents());

}

private static void deleteVaultNotifications() {
DeleteVaultNotificationsRequest request = new
DeleteVaultNotificationsRequest()

.withVaultName(vaultName);
client.deleteVaultNotifications(request);
System.out.println("Notifications configuration deleted for vault: " +

vaultName);

}

£/ 7£ Amazon Glacier FERERFEBEH HHARK .NET #9 AWS SDK

UTEEH BEAMN NET B AWS SDKIER API SR ERFEEANN S B,

1. 3 AmazonGlacierClient ERIKNHITEE (A E#%).

LREZEERTFEMEN AWS B, ZEALAFRTHMERIEHSEATIZ AWS B,
2. WA LAEBE I SetVaultNotificationsRequest ERIWEITERE , RIBHBHERENA,
CEERHREERE. BANEEEANKRE ID. MRELETEMHIRS ID , JeFERBEGIRHRE

ERZBAEREBHAKRS ID, MEFHMEER , FSBEERMN NET By AWS SDK B Amazon
Glacier £,

EREEBMNRER , BIRHEAE Amazon SNS £ Amazon Resource Name (ARN) M E# T&
AN —HZ2EEH. WEXENSHEE  F2RERERTFEEFERE (PUT BAKHEEE)).

3. LB IBHEBERYH , LUEEIT SetVaultNotifications Fi%.

4. ERTCEBRREENENEE % , B LUEBMI GetVaultNotifications FEREEAREE
F, UEEBRTIAFHATIEMM DeleteVaultNotifications FEBERKR,
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. FH EREFEELREEABRE BAR NET 89 AWS SDK

T C# BRBEFWRFRLT R, HWEFEXEHAS (REM) BERER

BIR1ZE ( "examplevault, ) WBHERE. HEERE , REGEHMER,
EArchiveRetrievalCompletedE# &4 HInventoryRetrievalCompletedEH a4 | A
RE®E R Amazon Glacier (Amazon Glacier) EEBHZEEH Amazon SNS &,

(® Note
WMEFEEME REST API NEH |, 528 REEEX

MEHTTHEFNZLHRE |, B2 "HTEXNBEN, . FEENMRENERE , YREHREHN
RIZEZ M Amazon SNS =&,

Example

using System;

using System.Collections.Generic;
using Amazon.Glacier;

using Amazon.Glacier.Model;

using Amazon.Runtime;

namespace glacier.amazon.com.docsamples

{
class VaultNotificationSetGetDelete

{

static string vaultName
static string snsTopicARN

"examplevault";
"*** Provide Amazon SNS topic ARN ***'";

static IAmazonGlacier client;

public static void Main(string[] args)
{
try
{
using (client = new AmazonGlacierClient(Amazon.RegionEndpoint.USWest2))
{
Console.WriteLine("Adding notification configuration to the vault.");
SetVaultNotificationConfig();
GetVaultNotificationConfig();
Console.WriteLine("To delete vault notification configuration, press Enter");
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Console.ReadKey();
DeleteVaultNotificationConfig();

}

catch (AmazonGlacierException e) { Console.WritelLine(e.Message); }
catch (AmazonServiceException e) { Console.WriteLine(e.Message); }
catch (Exception e) { Console.WritelLine(e.Message); }
Console.WriteLine("To continue, press Enter");

Console.ReadKey();

static void SetVaultNotificationConfig()
{

SetVaultNotificationsRequest request = new SetVaultNotificationsRequest()
{
VaultName = vaultName,
VaultNotificationConfig = new VaultNotificationConfig()
{
Events = new List<string>() { "ArchiveRetrievalCompleted",
"InventoryRetrievalCompleted" },
SNSTopic = snsTopicARN

}
I
SetVaultNotificationsResponse response = client.SetVaultNotifications(request);
}
static void GetVaultNotificationConfig()
{
GetVaultNotificationsRequest request = new GetVaultNotificationsRequest()
{
VaultName = vaultName,
AccountId = "-"
I

GetVaultNotificationsResponse response = client.GetVaultNotifications(request);
Console.WriteLine("SNS Topic ARN: {@}",
response.VaultNotificationConfig.SNSTopic);
foreach (string s in response.VaultNotificationConfig.Events)
Console.WriteLine("Event : {0}", s);

static void DeleteVaultNotificationConfig()
{

DeleteVaultNotificationsRequest request = new DeleteVaultNotificationsRequest()
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{
VaultName = vaultName
};
DeleteVaultNotificationsResponse response =
client.DeleteVaultNotifications(request);
}
}
}

£/ REST API £ Amazon Glacier F 5% E{RFEE A

EZEH RESTAPI SREXMHEEHA , F20 REREFEEABERE (PUT BAHIMAERE), I, BET
AR A EBA (EVE X EEA (GET BARAREE)) FMIBR 4 EE A (MBr{RFEEA (DELETE
BARFERR)).

£ Amazon Glacier T A EREFERA

AERP WA R Amazon Glacier TR ARERTFERH ., REBHME  BUUEETEZHEMSH ,
HeE B 4E1% E Amazon Simple Notification Service (Amazon SNS) £, BT REREFEEA
A, BEUEEERB IEREABEANEE. NRBREHERABABESEHN , YAEEITERD
ERPERERA , MeEEmER,

ERENEBEH

1. BEAAWS BEEX# A | W1 https://console.aws.amazon.com/glacier/home : // BIEX Amazon
Glacier &,

2. EEASEERD , BEREFE.

3. ERFEREYH , BEEREFE,

4. HEBHERT , BERE.

5. EEMABHNER , EERRBEM,

6. EEHERH , ZETHEAF—E Amazon Simple Notification Service (Amazon SNS) 21 , &

RERUENSBRETHESR

Amazon SNS #E18 Action

¥ SNS X5 1
BIBEFTM SNS £E,
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Amazon SNS #1§ Action

2.
HREEERRE  BAFTETENERE,

FTEABRELRA 256 ¥ t. AHAREBFH,
EFHE () MRE () TEEBERFN PXEAR
HE_EIQ AWS Eﬁzo

(BR) MREEFER SMS ARFTREE , FIAHE
TEBNARE,

HEREBNRELRA 100 BEF T,
BIEHAM SNS =&
BIERIEHRAM SNS £E.

fEis7E SNS TRET | EIEL T E b — (B
" e SNS EEEIE
IR &R SNS EET AR,
FETHRAEE e,
#A SNS 5 ARN

L€ B8R Amazon SNS 8 ARN X FH R,

# A SNS E£EEH Amazon Resource Name
(ARN), SNS F5 ARN E8 FHIE -

arn:aws:sns: region:account-i
d :topic-name

#RATLATE Amazon SNS =& R IRE| SNS =58
ARN,

7. EBEHT  EREEEEBAN -—SMESMS
- AEEEHFENTETKRESBEL , HENSFHEI AT,
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- FEEERFEEFIFERKEZEAN  FENRTEEFRIRTET K.

A RERFEEH AWS Command Line Interface

REFRBA MR AWS Command Line InterfacefR ERFERBH, REBHE , ZEEEIEEZRE
# , E 253 % Amazon Simple Notification Service (Amazon SNS) EEMEH, BRT REXHEE
HA SO UEEERMBEERZHBRINEE, NRENXHEREABANSESH , YEEESE
BEBFERPIEEEA , MgREmEEL,

HEBTILZR , £/A AWS CLIRRERFEBEA.
ES- |

« (FEREM) BRE AWS CLI

- g6 - A RERTFEBEAN AWS CLI

( FERGH ) 8&E AWS CLI
1. THEHMEEE AWS CLI, MEMHEBEIET , F28 (AWS Command Line Interface fEA&EF) #
HWTHERE :

o

4 AWS Command Line Interface

R AWS Command Line Interface
2. EBTRRPEATIHGREBEELHN AWS CLI RE, ELHTTERARERBEAES , Ate
ERAFERBERENZAES,

- ERERAEDGS,
aws help

- EENBEREWRFE LMW Amazon Glacier RTZEBE | 55F M list-vaultsm$. %
123456789012 MR BIEH AWS 1RF ID,

aws glacier list-vaults --account-id 123456789012

- FEEE BEIMARER AWS CLI, A aws configure list@i®,

aws configure list
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. FH BRERTFEEA AWS CLI

1. {£A set-vault-notifications @% , RERFERLEBESHREEENEA, BIFE
R, BT REMEMEA,

aws glacier set-vault-notifications --vault-name examplevault --account-
id 111122223333 --vault-notification-config file://notificationconfig.json

2. BHAGERER JSON MXH , ML T EAIFTRo

"SNSTopic": "arn:aws:sns:us-west-2:012345678901:mytopic",
"Events": ["ArchiveRetrievalCompleted", "InventoryRetrievalCompleted"]

mEEEH ¥ Amazon Glacier £ Amazon SNS EEMFEMER , S BE Amazon Glacier & E
RIFEBEH . —i#= Amazon Glacier

aFE Amazon SNS WEFHER , 552K Amazon SNS AFT.

£ Amazon Glacier R R1ZE

Amazon Glacier (Amazon Glacier) REERFEFEBZHAENRE —EAEFREHE , HALRE
BEURBZEEARTER , TEMRARTE. NEMBREEFENER , 528 £ Amazon Glacier F1flEr
HiF. MBEBTHXHEBENFMENR , FFZBE Amazon Glacier ¥ TERRFEER,

® Note

Amazon Glacier 8% 24 MR EMABERTFEERTERF. AREFURTISRREHTE
# , Amazon Glacier EREH L XARFEEFURREREMABTARE , IERREFERER

go Al
i = o

® Note
mE B BMERREFEHT , 2 M Amazon S3 Glacier T HBMBEREFERTF,
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&=
« €A £ Amazon Glacier R M|ERR7ZE B AR Java B AWS SDK

» £/ £ Amazon Glacier FMIER&RZE BAR .NET B AWS SDK

« £ REST API £ Amazon Glacier Rl BR1F 1 E

« {£/H Amazon Glacier T A MIBRZERIFE

« f#F £ Amazon Glacier il BR{R £ E AWS Command Line Interface

£/ £ Amazon Glacier RHERRFE BA R Java B AWS SDK

LUTEFER BEAR Java B9 AWS SDKIEFE API e BR S 4 ERY 588

. B3 AmazonGlacierClient EBIMWEITEE (A F®).

BEBRREERTMBRRTE AWS WESE., SEALAFRATHREREFEEATK AWS E
o

BT LUEIBE I DeleteVaultRequest HRIMETEREREMBRER,

CEERBREFESZSENKRS ID, MRETREIIRS ID, MEFEREKIEHREBERZEAER
BABERIIRE 1D, MEFHMET , BB EAR Java B9 AWS SDK #£F. Amazon Glacier £/,

 UBREXRUEBRIMG | BEHT deleteVault ik,

Amazon Glacier (Amazon Glacier) RBERFEAZRMBRREFE. MEFHEA , FSEMBR
#£EE (DELETE X #E),

T3 Java B RIER RS R

t

}

}

ry {
DeleteVaultRequest request = new DeleteVaultRequest()
.withVaultName("*** provide vault name ***");

client.deleteVault(request);

System.out.println("Deleted vault: " + vaultName);
catch (Exception e) {

System.err.println(e.getMessage());
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@® Note
WEER REST API &R , FSH MR E (DELETE XHE).

4 - A MERREFE BEAR Java B AWS SDK

WEEFETEAGHES , F260 O . 4 BV REFE BEAR Java B AWS SDK, . Java B
G REAR XM ERE | SEEL MRS E.

£ £ Amazon Glacier AHERRFE BAR .NET By AWS SDK

BAR NET £ Amazon FREBEAHRMEMNSENRE AP SRR T BRI REENSE,

FE
- [ WS AP MIBREREZEE BRAR NET 89 AWS SDK
- FF KPR API MIBRREZE BRARK NET 9 AWS SDK

£/ BERE APl MIERRZE BRAR .NET By AWS SDK
=M APl 9 ArchiveTransferManager $ERiR A4t 7] A SRMBRRFEERY DeleteVault Fit.
g5 ER NS API RIBRREE BAR .NET 89 AWS SDK

WEEETEAGHS , F260R "HH . FEH S AP ETREFERE BAR NET 8 AWS
SDKy . C# EXBHIIBRELARIFEER , SHEINMBRRTFE,

A KR API IBRRZE BAM NET B AWS SDK

DT RER BRAR NET B AWS SDKHERRTEERH R,

1. 3 AmazonGlacierClient ERIHNHITEE (B E#H).

BEERERTMEBRREFE AWS WEE, SERALAFRMTHAEREDBEARZ AWS B,
2. BRI LUEIBE Y DeleteVaultRequest ERIMNH TR RBHBREA.

BEERHRFESBAKRS ID, MBRETRMAIRS ID, HISFEHAREGREMREBERZEAER
BABEEVIRE 1D, MEHMET , F2BEAR NET B AWS SDK ## Amazon Glacier £,
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3. BB RHBRYH | LUEHT DeleteVault 3%

Amazon Glacier (Amazon Glacier) R ERFEAZRMRRFE, WHEFHEF , FSEMBR
4 E (DELETE X4 E),

T3 C# BB H ERERIR LR, BXIFHREEMAR AWS BE R RFENPEERER,

AmazonGlacier client;
client = new AmazonGlacierClient(Amazon.RegionEndpoint.USEastl);

DeleteVaultRequest request = new DeleteVaultRequest()
{

VaultName = "*** provide vault name ***"

};

DeleteVaultResponse response = client.DeleteVault(request);

® Note
WMEE REST API W& , 2R MIBRUFE (DELETE XHE).

g5l : R KR API MIBRRFE EARN NET 89 AWS SDK

MEEAEFRREES , FSW 6 ER HIEK AP HIREFERIE EAR NET # AWS
SDK, o C# EAROHETEAREEAE | AEE T NS RER,

£ REST API £ Amazon Glacier F B RFE
#EEA REST AP MBRSTAERE | 55580 MK T4EE (DELETE T4,

A Amazon Glacier T A& MR E=R1EE

® Note

EEMBRRTE , BXALMRIREFEAFTBERENEEF. BUUFER REST APIL,

=% AWS Command Line Interface () BERNERIZ HMBREFFE R BAM Java B9 AWS
SDK, @AM .NET ¥y AWS SDKEE L #ITEIRIEAWS CLI, MEMBRBFNER , FSE L
E% 5 : &£ Amazon Glacier F R 1ZEMERI 17,
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REFEEFZR , BT AER TS RAEEMER,

£/ Amazon Glacier T A MR RITE

1. BEAAWS EEFEA |, I 1E Amazon Glacier £ & BB Amazon Glacier £ &,
2. HEENMEET , BEREFEMEN AWS B .
3. EEAESEERY , EEREFE.
4, ERTFEBEYD  ENEMRIRFESBINRE , ARZZEHEERNMER,
5. EMRREFEHFZL RS , BBEEZERRREZECEMBRRTE.
/A Important
MR R EEEEE R,

6. EEWIERBCHRRITE 6 FRARRFESE , A2GALCHBRNREEER. URETE
RFE , KRR RIMER,

£/ 7£ Amazon Glacier F fllErR{=1EE AWS Command Line Interface

BATLABERA () AWS Command Line Interface Bk Amazon Glacier (Amazon Glacier) # #9ZE fIEZ={R
FEAWS CLlI,

ES]

« (FERIEH ) FRE AWS CLI

- 6l . A MBRZREFE AWS CLI

- 6 . £ MIBRIFZ={RIFE AWS CLI

( SoREMHE ) 8%E AWS CLI

1. TEFMERE AWS CLI, MNEHREET , 528 (AWS Command Line Interface fEH&1ERE) &
W TRHIERE

Z 8% AWS Command Line Interface

% E AWS Command Line Interface

2. HESHTRRTEATIGSREREMN AWS CLI
FRAERERENEZEAER,

STEPREAEAEE  AlLe

XS
Fﬂ
(i
||‘_*
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- EEEAENSS

aws help

- EEMBERERF LM Amazon Glacier RIFEBE |, 55 A list-vaultsii®. #&
123456789012 B ABEH AWS 1R ID,

aws glacier list-vaults --account-id 123456789012

- FEEE BOIMNERER AWS CLI, EfFEH aws configure list@if,

aws configure list

5 - £ MBRZ{R7FE AWS CLI
« fEf delete-vault ETHBRTEESEEHHE,

aws glacier delete-vault --vault-name awsexamplevault --account-id 111122223333

5 - A MERIEZ=REE AWS CLI

Amazon Glacier AEEREFEFEEHFAENRR —EEFRLAHEF , AR LEEURZEEAR
FER , TERRERETFE. BRFEZNXHEFT=EIER  RXHENBERSHEEEFE ID, MRE
BEFE , RRMERHFE,

1. f£HA initiate-job T RAAEEEHEIEHK.

aws glacier initiate-job --vault-name awsexamplevault --account-id 111122223333 --
job-parameters '{"Type": "inventory-retrieval"}'

N HER

"location": "/111122223333/vaults/awsexamplevault/jobs/*** jobid ***",
"jobId": "*** jobid ***"
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2. f£M describe-job i TRELFHEEUEHHAMEE,

aws glacier describe-job --vault-name awsexamplevault --account-id 111122223333 --
job-id *** jobid ***

N HER

"InventoryRetrievalParameters": {
"Format": "JSON"

},

"VaultARN": "#**#* vault arn ***",

"Completed": false,

"JobId": "*** jobid ***",

"Action": "InventoryRetrieval",
"CreationDate": "*** job creation date ***",
"StatusCode": "InProgress"

3. FHix THFEMK.

EXRREINEREHERIHETH, IRECERFELREBHER , I ERBEKFIEE
Amazon Simple Notification Service (Amazon SNS) & , Amazon Glacier &1 £ 58 5 % &%
FAEEEHE,

B LAY HETNISEESHREENER, MEFHMEA , 552 BT Amazon Glacier FEEER
FEEH, Amazon Glacier EEBEREEHREEAEEREN SNS £,

4. TR, B get-job-output R EEUER TEERER output. json,

aws glacier get-job-output --vault-name awsexamplevault --account-id 111122223333
--job-id *** jobid *** output.json

BatEEE—EITE THMUAESR.

(@i

"VaultARN":"arn:aws:glacier:region:111122223333:vaults/awsexamplevault",
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"InventoryDate":"*** job completion date ***",
"ArchivelList":[

{"ArchiveId":"*** archiveid ***",

"ArchiveDescription":*** archive description (if set) ***,
"CreationDate":"*** archive creation date ***",
"Size":"#*** grchive size (in bytes) ***",
"SHA256TreeHash":"*** archive hash ***"

}
{"ArchiveId":

1)
5. £ delete-archive HHRIABTHRSEFE  BERAFRAL.

aws glacier delete-archive --vault-name awsexamplevault --account-id 111122223333
--archive-id "*** archiveid ***"

® Note
MRENHEF ID NEFRNHEMIGIRF TR , BLAUSRFERE ID, FREATIL
ﬁ'l'-‘o

6. M initiate-job S REABFHEEEIERK.

aws glacier initiate-job --vault-name awsexamplevault --account-id 111122223333 --
job-parameters '{"Type": "inventory-retrieval"}'

7. A%, A delete-vault e R MIBRREFERI XHE,

aws glacier delete-vault --vault-name awsexamplevault --account-id 111122223333

& =18 Amazon Glacier R 17 E

BAI L% B 2 PR E R B R IERE Amazon Glacier REE, EBREANHEEZNEBRE
¥, NEEREENELREN , SREEBWRS , 5526 252 Amazon Glacier E)lf,

THEERABUAHE, FIENBBRXFENRER.
£
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- {8 Amazon Glacier EEAERLREE

- A BREREE AWS CL

- f5F Amazon Glacier AP| 2R FE

- HEEH

£ Amazon Glacier T2 & &R REFE
B LAEA Amazon Glacier & 5118, JIHBMBRER , W THEFR,

EEXMFENER

1. BEAAWS EEF#A |, W https://console.aws.amazon.com/glacier/nome : // BB Amazon
Glacier £ A&,

2. HENEHT , AWS B {eEEER=RPEN .

3. EERISEERT , BEREE.

4. ERFEBEYT , BREAEFE.

5, ERRFEBMHRSIER. BHERERERIRAERFTEMEBNERER.
BEENERERE X4 E

BE&Z AL 50 ERRERFEEZVEN. BRTFEABBMOER L ARRE-NERRSIE,

MBEWEHGFEET | FSMER Anazon Glacier &R,

1. BEAAWS EEX#A | WIE hitps://console.aws.amazon.com/glacier/home : // BB Amazon
Glacier £#4&,

EEMEST , AWS EfE #EFREEE IR,

EERAEEERY , BEREE.

ERFEFEY , ERENEEBNREESR.

BERFERMLERSIER,

£ Tags (B’EK,) EFF , i#IF Add (¥118). Add tags (FTiEEEK) EEFEEIHIR,
EHESEREEL  TRIBMURNEEERRSIE , (BR) TERUAEEERE,
BEREFEE,

© N o g &~ 0w N
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mIERR

1. BEAAWS BEX#A | W1 https://console.aws.amazon.com/glacier/home : // BB Amazon
Glacier £## &,

2. EEWMEHT , AWS B {EEEERERPIEEE .

3. EEAISEERT  BRERFE.

4. ERFEBEYF , BEREREFERE,

5, RERFEBURSIGER A AROTEIEERER,

6. HEERERT  ENELECERZENEEGR  ARZEERE. PeHRREEEER.
7. EMREIBMAUPHERRSIR  LEEEHERERCHNRRE,

8. EERREFEE,

BERNHEFBERER

1. BAAWS EEF#EA |, W https : //https://console.aws.amazon.com/glacier/nome FaRX
Amazon Glacier £ 4,

FEEREHT , AWS B =52 PR ,
EERBEERS , BEREE,

ERFEFED  REERTBREBRNRTFESRE.
BERFEBMRSIER. ATHEHERRER.

EEBT , BENEBRIEBRZENKETR , RAREZFMER.
MR B FE D BRI R R, WEHEMBRFNERE , FHREMER.

N o o &~ w0 DN

£/ JicRFE AWS CLI
BB T HLER | A8 AWS Command Line Interface () #1i8. %I HHBBRZEZKAWS CLI,
BEEKEISREE., BEARTFERZSTH#S 50 BEX.

1. BEKEBMEERFE , BFH add-tags-to-vault @H.

aws glacier add-tags-to-vault --vault-name examplevault --account-id 111122223333
--tags id=1234,date=2020
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EEMBUREEEENESENR , BRI EEREE.
2. BEEIHEERERFENFIEER , E{EFH list-tags-for-vault @,

-:.am

ﬂl“

aws glacier list-tags-for-vault --vault-name examplevault --account-id 111122223333

EEMSBSURFEFENESENA , F2RAIERFENER,
3. BEREEFREFEN—HEEBR—ZZEEE , F5FH remove-tags-from-vault %,

aws glacier remove-tags-from-vault --vault-name examplevault --account-
id 111122223333 --tag-keys date

EEMBURFEERNESEN  F2REEERREETBE.

£ Amazon Glacier AP| B {RFE
B LAEA Amazon Glacier APl #5118, FIHMBRER, MEEH ,

fﬂiﬂ
®

2B T 5
HMEBEBRERIFE (POST BEHRH1E)

8 W E AT IS E XA E RV R R
I X BV EE (GET £ H)

I FriE E X ENER.
HREFEBBRER (POST tags remove)

RIEEN X EFBBRER,

HEBEE

« &% Amazon Glacier &R

Amazon Glacier RTZESHTE

T %I EREERBA ANA[7E Amazon Glacier FEHEREE , AR AFEHAREEHEBGR,
&
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Amazon Glacier BB A BT
- XHEHEBE

« A Amazon Glacier AP| $8ER1ZE

- A $HEREE AWS Command Line Interface

{8 Amazon Glacier EE A HEREE

N EHES S

Amazon Glacier Vault Lock A t#B&EAREFEHEERK , BERIBBNEF E1TMEE Amazon Glacier
REENSRES, SUUERFEHEBSRPISEEFITIEE , flin "TEFZZE, (WORM) , WHERX
BURLABL R R HEITHREE

/A Important
HERTFEHEEBRXRRE , BELIBEEIMEBRZEE.

Amazon Glacier €FI#TREFEHEBEPRENIZHIE , SUHBHENENER B KR, i, &7
LERREEHEBRERSNITERMRE., BELUER AWS Identity and Access Management (IAM)
BUREES  ERTFEHEBRDBERESR LS., NERFEHEHEBENFHENR , F2RRATEHE
EBE.

REEHEBRTEARRFEFIBR. MEBRRBAIEEXFENFRES. T8 , fEEHEBRR
RUHER , UL RRETEE  AEREHREBMAENINBIT L. BUUERARFEHEBEE
HRBZRNMERMERE  ERETEHENNFEETRENZH,

/A Important

BMRREERIREE. TRRTEEHERR , AESHFLEEREE , WERKBXER
EHF,

ME  CEAXHRERRERETRRAREN, ERABRAKEY BT, SN
REEHENRERERHE —ERREMA, S, STNUERERMERR (EERMR) +REL
BUABROERREAN | WREREEERKETETEIRRAEENE = A REN R A
# (ALFFRER).

HEXHEZEXRNMELSR
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1. EBERFEHERREZEREFERMEBEE , ESHHERERETHHMRE , WEEHEHE
D, BURERETHMER , B8 24 /NEIEHE D BHCBRBREFEHEREK. BEFLER
FERARETHRE , BXARE 24 MNEATHRTFEHERF. B8 , RFEHEBEAEEIM
BRo

2. FEFSHE ID RERBEERF. WRRTFEHEBREEARNER , BULMELEERFLLRE
K. MFE MR Amazon Glacier API SHERFENFHER , 528 £/ Amazon Glacier
APl SHEREE,

£ Amazon Glacier AP| $§ER1FE

& EZF A Amazon Glacier API S8 ERFE , BAB LB RFEHEE (POST $HEBE)FEABEES

EBontHENREEHEEBRERMEY , Initiate Vault Lock EXSKBREEZETREE  KBRE
EHEEAETHMRE , WERE—WIEE ID. REEHEEAETHARER , B8F 24 NFAIEBE
A TR ARFEHE (POST lockld) MEUHMEEAISHE ID MO Initiate Vault Lock REMKEHE.

/A Important

- BMNEBERBIAAEFE. TURFEHERR , AREHFLEEREE , MERBRE
RAEHES,

- ERFEHEERREHECR , BB RS ERMREBR.

MRBAREHEANETHREZN 24 NEATRREEEHERSF  REESEHERETHMNRE  XE
REEHEBEREEEINBKR, BB XPN Initiate Vault Lock REFHNREEHERE , I
AT 1T P ARRE,

EITPREREMERCEHENISRAEEHERR, AEEHERRELETHIRES R, REE
A, R EFEESRKEE , TERESE A UEBFEW "HhIHRFEHEE,) (DELETE SHEBER) RBRE
R, BEFARBE , BULMKEES REE Abort Vault Lock/Initiate Vault Lock #4& , &
BEREEHEBREE,

ELBRBREEHTEBERE , BULFEARIEWEE ID B ERARFEHEE (POST lockld) , R5ERK
REFEEHEHERERF, REFESERIECRE  HPRFEHEHEBREATEE | W HEELZHEE BT
Abort Vault Lock ¥R,

R E A
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Amazon Glacier AR
- REE#EEHRE

o "HIEREFESHE, (DELETE $HEHBGR)

« ERERFESEE (POST lockld)

- BEREEHETE (GET SHEBUER)

- BERIFEHEE (POST $EEBKE)

FH $HEREFEE AWS Command Line Interface

A LAEA SHERTFEE AWS Command Line Interface. EEEREENREFELRERFEHER
R, WERSHEE ID, BX4ER 24 MEATHREEHERSF  SHSKREEHEHRRREESFE
BRo

( o3RI ) 8%E AWS CLI

1. TEFMERE AWS CLI, MNEHEEET , 528 (AWS Command Line Interface fEHA&IER) &
W TRHIERE

Z 8% AWS Command Line Interface

% E AWS Command Line Interface

2. EWTRTTEATIGSREESN AWS CLI FRE. ELaSTERREHEALER , AkE
ERARERENEAER,

- EREAEDGS,
aws help

- EENBEREWRE LM Amazon Glacier RTZEEBE | 55FM list-vaults@mv. %
123456789012 B AEH AWS tRF ID,

aws glacier list-vaults --account-id 123456789012

- FEEE BAIMERER AWS CLI, A aws configure list@i®,

aws configure list
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1. f{#H initiate-vault-lock ZRREFEHEHEBR , Y REFEHEEWEEMRERS

InProgress,

aws glacier initiate-vault-lock --vault-name examplevault --account-id 111122223333
--policy file://lockconfig.json

2. BHERER JSON X# , LA T&HHIFFR, EFEALmSZEl , 5§ VAULT_ARN M Principal
BRABEESEERARMINE.

EEESREHENRTEARN , ZABUMEA list-vaults @H,

{"Policy":"{\"Version\":\"2012-10-17\", \"Statement\":[{\"Sid
\":\"Define-vault-lock\",\"Effect\":\"Deny\",\"Principal\":{\"AWS\":
\"arn:aws:iam::111122223333:root\"},\"Action\":\"glacier:DeleteArchive
\",\"Resource\" :\"VAULT_ARN\",\"Condition\":{\"NumericLessThanEquals\":
{\"glacier:ArchiveAgeinDays\":\"365\"}}}1}"}

3. MEBREFEHEEZ®  SEXEFIELQN lockId,

"lockId": "LOCK_ID"

BETHREFEHE , BH4AE 24 NEABMIT complete-vault-lock , BRI REFEHEBE
RRFEPBIR,

aws glacier complete-vault-lock --vault-name examplevault --account-id 111122223333 --
lock-id LOCK_ID

R E A

2Eh# initiate-vault-lock
BEhH list-vaults
2E iy complete-vault-lock

« EAWS CLI &%
« EAWS CLI &%
« £EAWS CLI &%
- REEHEHE
o "HPIHREEH#E, (DELETE S#EBUR)
- ERRFEHEE (POST lockid)

- MERFEHEE (GET HEBRE)

\

\

\
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- BREBRTFEHEE (POST #HEBR)

£/ Amazon Glacier T & HERFE

Amazon Glacier Vault Lock AJt# B & E AR EFEHEEBK , BERIBBREHE1TMEB Amazon Glacier
REENEHRESH, WNE Amazon Glacier RIFEHEHTENFEMER , 5582 E Amazon Glacier FEUZE |
HRFEHTEBR,

/A Important
- BMNEBERBIAAREFE. TURFEHERR , AREHFLEERERE , MERBKRE
RAEHES,
- EREFEHEBRREHEZR , AhEZRE M RXEE,

£/ Amazon Glacier T2 A RBREFE LWRFEHEBE

BEBRRFEHERREEZEEREFERRBEE K EEMHERMSETHNME , WEEHE ID,
BERERETHRER |, 88 24 /NFAEHE ID Bz o5 R K fr Bl E R K.

1. BEAAWS BEE#A | & https://console.aws.amazon.com/glacier/home : // BB Amazon
Glacier &,

FEREET , AWS BiF {EE15:EEEE FIEE .

EEREEERY K BEERTFE.

EREEEAEL , BEEIREE,

BIUMNREFE,

o bk~ w0 N

/A Important

BMERBREERIGREE. TRREEHERR , ARKHEFELEEREE , UESBX
EREHA,

6. RERFEFEPEENNRETE.
7. BREREEBXIRSIER.
8. ERFEHEBRERT  EERBREFEHERR,
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9.

10.
11.

12.
13.
14.
15.
16.

ERBRFEHEBREEL , #RENFHRT  LNEZEAEERFEHRERRTHNCHRE
FEHIE,

® Note

B EREFEHEBRPUNERAIEERHREES , WiEBFW Initiate
Vault Lock API #&/E=iEiB Amazon Glacier T#EAFWEER Ul BBREFEESEE, W
FEBRRNCREFEHEBRNEN , 2B Amazon Glacier {717 E#H E BUER &5,

HRERRFEHRE IDHRELAP , BREE D URKHRBEELRENNE.

/A Important

BEBRFEHEBRR , £8 24 MENREERERRETHEERF, HETHHER
P, BBARMEE ID, MRKRE 24 MFRESE , SHE ID REBH , mMEETHHEER
B2 MER.

EEE ID REERENBAE |, RERR,

HEETRN 24 MFRARRARFEHER R, MRBEKRNFAHESF  FEETHRREFEHERX.
EERARFEHEEHFEIRY , BERNZBBARAEERETEHERREFN TR ANER.
ENFHRP@ASRMHEE D,

BETHEREFEHE,
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£ Amazon Glacier P A1z

HERTHERTFEFNTAYHE L. ZRIXH). E= Amazon Glacier (Amazon Glacier) #
BENELREN, SAHEHEH—N ID UREEMHRA., ERLEHRER , Amazon Glacier EE[E
TEHFEIDHEE, LEHEFIDEFERIEFAWS WESHF R K, LTR2E7F ID €4,

TJgHcr0SfAkV6hdPqOATYfp_0ZaxL1pIBOc02iZ@gDPMr2ig-
nhwd_PafstsdIf6HSrjHNP-3p6LCIC1YytFT_CBhT9CwNxbRaM5MetS31I-
GgwxI3Y8QtgbJbhEQPs@mI3KExample

H7F IDRES 138 Ui, ERLEHTF , WURHATENRE, EUUERE ID MARHRHAR
HEHHF,

/A Important

Amazon Glacier RftEE X E, BUUFEAFZRERELRMRARTE. T8 , B Amazon
Glacier WFTE b B B) AR EE &AM H AWS Command Line Interface (CLI) RBEARNEE. i
m, ZEELEER , A, ERNEMXH  BXEFEH AWS CLI SiREEABHERE L
&R , B A REST API Sif# A Amazon SDKs, I1ERH £/ Amazon Glacier FIFEHE
# AWS CLI , 28 AWS CLI Amazon Glacier 18%, EEZR% AWS CLI , FEaIE AWS
Command Line Interface.

e

« £ Amazon Glacier R F12E
- HEAFRBFEFEER

« £ Amazon Glacier ¥ EEHF
« 7£ Amazon Glacier ® F&E 7
« £ Amazon Glacier F lBrE =

£ Amazon Glacier 7 E

Amazon Glacier X E T EAXRHEFRE - L&, THMAMER, THHER—EERDIRE,
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£ Amazon Glacier 1 L EH1F

B LUEBRE —RELERE , 0B LEREFE, FARLESIHEN APl RIUBEADERLE
H, MEFHMEA , 5287 Amazon Glacier 7 FEH 17,

/A Important

Amazon Glacier RftEE X248, BUUFEAFEERELRMBRARTFTE. T8 , B Amazon
Glacier WATA it BB #EEEAEH AWS Command Line Interface (CLI) B AR, i
m, ZEELEER , fluMEA. ERNEMEXHE  BXAEFEHR AWS CLI SiREERBRESL
&R , BE##E A REST API Sif# A Amazon SDKs., f1E#HE /A Amazon Glacier B EEAAE
# AWS CLI , 55288 AWS CLI Amazon Glacier 8%, EE &% AWS CLI, FEHIE AWS
Command Line Interface.

£ Amazon Glacier #E&# #F ID

BA L ERACEHFENREETSAFEERRINEHE ID. NETHREFEEFNFMEEN ,
2 B37E Amazon Glacier ¥ THREFEEETF.

3

£ Amazon Glacier # T& 17

TEHHEFER —EFELRE, BELEERBERRTHEENHE. REMEHFERE , Amazon
Glacier 8 HEMNHEFUETEH., EBZTHE , THHEFERN. AREBHERSHE , B LEES
Amazon Glacier FEE#% TR BHEE B A ZE Amazon Simple Notification Service (Amazon SNS) F &,
AL ASEMER THEBREE—E SNS B , AEFRELNRFEEREESHREREREH, W
ETRHFWEFMENR , 528 £ Amazon Glacier F F&EEH 7,

£ Amazon Glacier H R E7F

Amazon Glacier 121 API FEIY | AT R —XMBR—EHF. MEFMENR , 2B 1E Amazon Glacier
A BRE 1F o

£ Amazon Glacier P EFHF

EELEHEFER  STEEHTARIERE, EUUEHFHEFRAIRERANE -5 E2MBRHEFEY
B2 —EH7FE. FEE, 8 LEHEFERE , Amazon Glacier B2 EEH —/1F ID,
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Amazon Glacier AR
WEAPRBFEREESR

BRTEANHEE#E R ZS , Amazon Glacier P X EBHENEMEMPEEE, ERLEHTF
B¥ , Amazon Glacier 1k ID , ERTEHNZ T FY , BELIRPHBHENETAZER, BT
BAFmERNENHEESR, PEER T ERHEEBNEREENEMEERNEA,

(@ Note

IMREZ Amazon Simple Storage Service (Amazon S3) WEF |, SR 4E , Y4 LEZ
RBIFETRE BN HIEEAYH S , HlW MyDocument . txt I SomePhoto. jpg.
£ Amazon Glacier # , &L Y4 S BIERIGE LEN T,

NREHBRAFHRHFPRER | XX , Amazon Glacier B#EBRIFEEF , HPITE7F IDsH
LESF LEHERENEMARNA. EURBEASTIRFEESR , UHRAAHFHRENERNA
FinEREPHEAMBE. T8 , Amazon Glacier KN BRXEMERFEETF. EEFRREEER
B , Amazon Glacier 2B E RN &R —EER , REBERKBIHRR.

£ Amazon Glacier f - & 17

Amazon Glacier (Amazon Glacier) IRt EEF#EE , TARBILNMMBRRIFE, T8 , BEELEHA E
B XA 7T LEZE Amazon Glacier, EE LEEHR | oA, ERNEMGXHE  BLRERESE
A REST APl AWS CLI 5 Amazon SDKs , £/ Sifr BRE N B RIEHFE K,

MEFEEE /8 Amazon Glacier W& AWS CLI , 5528 AWS CLI Amazon Glacier &%, &
EL%E AWS CLI, 5F5i1E AWS Command Line Interface, T%I EEEBEERBMMAEHEAR Java Y
Amazon FIEEH. BAM NET 8 Amazon BEEH4M REST API £ &E LEZE Amazon Glacier,

e

« #E1E EEZE Amazon Glacier #3818
- EE-BREPLERF

- TESBINAREE OBRLE)

17 EEZE Amazon Glacier B)3E18

B FENERA/NTE , Amazon Glacier €124 T 58 1E :
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. EE— g LT EE—EETR | BT EEANS 1 TEEEA 4 GB WEE, TE , B
558 Amazon Glacier B F £ 5 & L @R LMAR 100 MB W17, NEFHMER , HSHEE
— e g3,

- LEHSHEF - EASRLEEAP, BAL EEARE | 55 E 40,000 GB (10,000* 4 GB).

DB ELE AP FIURERUER AN F LEBRBARGT. SUNTRLEHF, EEHEHDT
@5, EMIEFARER LB, MRAEERs LEXK , EAFTEBRLEZHD , MAREEH
7o BALAKRNPIR 1 LT/EE 40,000 GB < BB FEA DR LE. MFEFMER , F2HEL
BrRPFNAEHEF (HERLEE).

/A Important

Amazon Glacier RFEEFERAAGEH —X. ELBHEFR , BT EIEIHE R4
ENHEE (EXRAPRETHNNHEBTERED) , EEINHFEBTECERM.

£ AWS Snowball Edge BRI

AWS Snowball Edge BNiE AWS £/ Amazon #EEHNEEHE L KEER , RBEKRERK. WIFFEE
A, 5528 AWS Snowball Edge BB T EE,

EEREEER LEE Amazon Glacier (Amazon Glacier) , & LA B £ H & —& AWS Snowball
Edge £EFAAEEHE A Amazon S3 , ARFEALEMBHRAEEEE Amazon Glacier #1755
LUETH R, E&4& Amazon S3 ¥ E A Amazon Glacier #FEBI8 , Amazon S3 €E R ZRfE
A Amazon Glacier AB{E R A RHTHM AT, HAYWHZRIE Amazon Glacier F , IR EEE
Amazon S3 FEIER Amazon S3 ¥ , BB E1EIB Amazon Glacier E##ZH,

¥

\

EE Amazon S3 £ aniBHEAE A Y M E# A Amazon Glacier fEFERINFMERN , F2E
{Amazon Simple Storage Service £ EIERE) PN HLEmEREEMELEY 4,

EE-REPLERFT

I 7£ Amazon Glacier  L{EH 7 PR , BN EE—BREP LESRINHTF. T8 , BAOE
Amazon Glacier (Amazon Glacier) & F A2 & LE EE XK 100 MB B #F,

*RE
- [/ EE gD EEHTE AWS Command Line Interface
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o FH FEE—REDP LEREF EAR Java B AWS SDK
« 1£ Amazon Glacier F £/ EE — &/ BAMN NET 8 AWS SDK & EEH77F
« (M REST APl EE—#1Eh HEH =

FH T8 —8EP ELEH1F AWS Command Line Interface

& LAE A AWS Command Line Interface () 7 Amazon Glacier (Amazon Glacier) 7 E & FAWS
CLl,
&
o (TRIFH ) 3T AWS CLI
- Ef . £ LEHTF AWS CL

( SRR ) 5&E AWS CLI

1. THEHMERE AWS CLI, MEMEIETR , F52E (AWS Command Line Interface fEA &) &
B TR5IEE :

Z 8% AWS Command Line Interface

% E AWS Command Line Interface

2. EHSERTPHATIROSREZEHN AWSCLI RE, EERTTISHBEMEAEEY  EtE
FRERERENEAER,

- EREAEDGS,
aws help

- EENBEREWRE LM Amazon Glacier RTZEEBE | 55FMH list-vaults@mv. %
123456789012 X BIEHI AWS 1RF ID,

aws glacier list-vaults --account-id 123456789012

- FEEE BAIMERER AWS CLI, A aws configure list@i®.

aws configure list

EE—R{ER LEHE API fiz45 2012-06-01 102


https://docs.aws.amazon.com/cli/latest/userguide/installing.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-getting-started.html

Amazon Glacier HBEABER

ggHl: EH LEHEF AWS CLI

FELEHEF , CLERBUREE. IFFRELRTFENFMEN , F2HE Amazon Glacier 2
VREE.

1. M upload-archive WS KHEMEERERFE, ETEMNEHFEHR vault name
account ID., ¥ body 2% , EELE L EZEENKRRE,

aws glacier upload-archive --vault-name awsexamplevault --account-id 123456789012
--body archive.zip

2. FEHINBWHER

{

"archiveId": "kKB7ymWIVpPSwhGP6ycSOAekp9ZYe_--zM_mwbk76ZFGEIWQX-
ybtRDvc2VkPSDtfKmQrjOIRQLSGSNuDp-
AJV1u2ccmDSyDUmZwKbwbpAdGATGDiB3hHOObjbGehXTcApVud_wyDw",

"checksum": "969fb39823836d81f0cc028195fcdbcbbe76cdde932d4646fa7de5f21e18aab7",

"location": "/123456789012/vaults/awsexamplevault/archives/
kKB7ymwWJIVpPSwhGP6ycSO0Aekp9ZYe_--zM_mw6k76ZFGEIWQX-ybtRDvc2VkPSDtfKmQrj@IRQLSGSNuDp-
AJV1u2ccmDSyDUmZwKbwbpAdGATGDiB3hHOObjbGehXTcApVud_wyDw"

}

TRE , R E K Amazon Glacier PV E1F ID, REBLAMMMME, WEHE upload-archive
DONFMAER  F2H (AWS CLI s H52#&) FH upload-archive,

R EE—BEPLEHF BERR Java B AWS SDK

BRAR Java B9 Amazon FREBEEMHRMHN S EFERE AP #MRM T LEHFN TG E,

xR
- £ WEE APl LEXH7FE BRAK Java B AWS SDK
- 8 MK API £ —124Eh EEHF BAR Java B AWS SDK

£/ WER APl LEH 7 BAR Java B AWS SDK

=P API B9 ArchiveTransferManager AR # upload 153% , AIAMERAXG EEER LEFX
HE,
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FMBABER

® Note

BT LAER upload FE ELENEFAEBE, REBEEELENBERD , A ESHEEE

—RELE , IEADERLE AP BHFD RED L&,

g5l . FH NS API LEHE BAR Java B AWS SDK
AR Java BEXBEAS T E LEREZEAE (BM) EiF (us-west-2) FHREE

(examplevault), WMFEXE AWS WEBMixIFE , 5528 FH Amazon Glacier,

MEHNTUEFNZLSRE |, 552 F/ Eclipse #1717 Amazon Glacier B Java ], REEEHE

A RN ELENREFERBNZELBNERERE.

Example

import java.io.File;
import java.io.IOException;
import java.util.Date;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;

import com.amazonaws.services.glacier.AmazonGlacierClient;

import com.amazonaws.services.glacier.transfer.ArchiveTransferManager;
import com.amazonaws.services.glacier.transfer.UploadResult;

public class ArchiveUploadHighLevel {
public static String vaultName = "*** provide vault name ***";

public static String archiveToUpload = "*** provide name of file to upload ***";

public static AmazonGlacierClient client;

public static void main(String[] args) throws IOException {

ProfileCredentialsProvider credentials = new ProfileCredentialsProvider();

client = new AmazonGlacierClient(credentials);
client.setEndpoint("https://glacier.us-west-2.amazonaws.com/");

try {

ArchiveTransferManager atm = new ArchiveTransferManager(client,

credentials);

EE-REPLERE
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UploadResult result = atm.upload(vaultName, "my archive " + (new Date()),
new File(archiveToUpload));
System.out.println("Archive ID: " + result.getArchiveId());

} catch (Exception e)
{

System.err.println(e);

}

5 RYIKPE API EE — R EP L EHEF BAR Java B9 AWS SDK
KPS APl IREFFE HFRIENFZE. UTRER BAR Java B AWS SDKEERENFE.

1. B3 AmazonGlacierClient ERIHWHTERE (A F %)
LEEREELEHFAWS WESE, BEALAFHRHITHAMERERSERIIRZ AWS EfF,
2. BRI LLEBE ST UploadArchiveRequest AR H T BE SRIZMBRER.

BRTELENERN  EFERHAENREEN (SHA-256 BIRMEZE), REESRE. ERNAR
REMIRF 1D,

MREBFRMEIRE ID, ASEAESRHRFEBHFRCEAERNBEBAOKRS ID, MEFMER ,
2 BE AR Java B AWS SDK #&it Amazon Glacier 8,

3. LB XREUBRYH | BUEHT uploadArchive FHiZ,

3

A 7 EIfE | Amazon Glacier (Amazon Glacier) €& E # EEHEFZHN I E ID.

T %] Java BXEH BRIERFHRLER,

AmazonGlacierClient client;

UploadArchiveRequest request = new UploadArchiveRequest()
.withVaultName("*** provide vault name ***")
.withChecksum(checksum)

.withBody(new ByteArrayInputStream(body))
.withContentLength((long)body.length);

UploadArchiveResult uploadArchiveResult = client.uploadArchive(request);

EE—R{ER LEHE API fiZZ% 2012-06-01 105



Amazon Glacier

FMBABER

System.out.println("Location (includes ArchiveID): " +
uploadArchiveResult.getlLocation());

15 . EH BVIKRE AP FEE —#BR/Eh EEHF ERAR Java B AWS SDK

T % Java B ISEFI6E A BAR Java B AWS SDK #5177 EEFR1ZE (examplevault), MEH,
THEHINZE LR |, 3520 £ A Eclipse #1T Amazon Glacier B Java £ifjl, BEEEFHERNE |

WA EELBNRFERBNZE LBHNERERE.

import java.io.ByteArrayInputStream;
import java.io.File;

import java.io.FileInputStream;
import java.io.IOException;

import java.io.InputStream;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.services.glacier.AmazonGlacierClient;
import com.amazonaws.services.glacier.TreeHashGenerator;

import com.amazonaws.services.glacier.model.UploadArchiveRequest;
import com.amazonaws.services.glacier.model.UploadArchiveResult;

public class ArchiveUploadLowLevel {

public static String vaultName = "*** provide vault name ****";

public static String archiveFilePath = "*** provide to file upload ****";

public static AmazonGlacierClient client;

public static void main(String[] args) throws IOException {

ProfileCredentialsProvider credentials = new ProfileCredentialsProvider();

client = new AmazonGlacierClient(credentials);

client.setEndpoint("https://glacier.us-east-1.amazonaws.com/");

try {
// First open file and read.
File file = new File(archiveFilePath);
InputStream is = new FileInputStream(file);
byte[] body = new byte[(int) file.length()];
is.read(body);

// Send request.

UploadArchiveRequest request = new UploadArchiveRequest()

R BRI LB
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.withVaultName(vaultName)

.withChecksum(TreeHashGenerator.calculateTreeHash(new
File(archiveFilePath)))

.withBody(new ByteArrayInputStream(body))

.withContentLength((long)body.length);

UploadArchiveResult uploadArchiveResult = client.uploadArchive(request);
System.out.println("ArchiveID: " + uploadArchiveResult.getArchiveId());
} catch (Exception e)
{

System.err.println("Archive not uploaded.");
System.err.println(e);

1£ Amazon Glacier F £ EE—R/E EHAM .NET 89 AWS SDK L EHF

BAR NET B Amazon BB EHRENSEANRE AP SRR T HEE—ERF LEHEFNSE,

ES -]
- A NS AP EEHTF EAR NET £ AWS SDK
- EF BYVKFE API EE—RFP L EHEF AN NET 89 AWS SDK

£/ WER APl LEH 7 BAMK NET £ AWS SDK
=M APl 8 ArchiveTransferManager EBI$RA Upload 157 , BRI AMERARK G EEFE LES
XHE,

(® Note

& LAER Upload A EENEFARER, REEELENERD , LA ESHEESE
—BRELE  AEAIRLE AP UEERDRLEE,

g6 £ WEFE APl LEH 7 BAR NET #5 AWS SDK

R C# B BEFSHFLERXEAS (REM) BEFHNRFE (examplevault),
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WMEATHEHNZEL RN , FLE ATENRES, BLANAR , CRAELENERBBENE
Ao

Example

using System;

using Amazon.Glacier;

using Amazon.Glacier.Transfer;
using Amazon.Runtime;

namespace glacier.amazon.com.docsamples

{
class ArchiveUploadHighLevel

{
static string vaultName = "examplevault";
static string archiveToUpload = "*** Provide file name (with full path) to upload

R LI
’

public static void Main(string[] args)
{
try
{
var manager = new ArchiveTransferManager(Amazon.RegionEndpoint.USWest2);
// Upload an archive.
string archiveIld = manager.Upload(vaultName, "upload archive test",
archiveToUpload).Archiveld;
Console.WriteLine("Archive ID: (Copy and save this ID for use in other
examples.) : {0}", archiveld);
Console.WriteLine("To continue, press Enter");
Console.ReadKey();
}
catch (AmazonGlacierException e) { Console.WriteLine(e.Message); }
catch (AmazonServiceException e) { Console.WriteLine(e.Message); }
catch (Exception e) { Console.WritelLine(e.Message); }
Console.WriteLine("To continue, press Enter");
Console.ReadKey();

R WK API 5 —igEP LEH7 BAR NET 8 AWS SDK
KB AP R IHFIEHFIRENFZE. UTREH BRAK NET 89 AWS SDKEEHENSER,
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1. B3 AmazonGlacierClient ERIMNHITEE (AFK).

BEEEETE LEHT AWS WESE, ZFEALAFRHITHMERETFSERAEI AWS EHF,
2. BATLUEIBE IV UploadArchiveRequest HABIMVE1TE B RIZMEEREA.

BRTELENERN  EFERHUAENREMN (SHA-256 f#iRHZE), REFEEABMIRS D,

MREEFREMIRSE ID, A SFEAESRUHRESHERZBEAERNEBNIKRS ID, MEFMER ,
S EAR NET 89 AWS SDK # &t Amazon Glacier £/,

3. LB RUEFBRYH , MEHIT UploadArchive Fik,

3

A T EfE | Amazon Glacier 8EE#H LEHENHEZ ID,

g4 : R NIKRE APl EE — e+ EEHEF BAR .NET 8 AWS SDK
T5 C# BXBEFERFTRLS R, LEHIFER BAR NET 9 AWS SDK #HEF LEERFE

(examplevault),

@ Note
MEFMKE REST API EE—FRA L EHFNFMER , F20 LEHE (POST HF).

WERTHEHNZELRE , F2E ATENRES, BLANMR , CRAELENEREBENRE
Ao

Example

using System;

using System.IO;

using Amazon.Glacier;

using Amazon.Glacier.Model;
using Amazon.Runtime;

namespace glacier.amazon.com.docsamples

{
class ArchiveUploadSingleOpLowLevel
{
static string vaultName = "examplevault";
static string archiveToUpload = "*** Provide file name (with full path) to upload

*xk kI,
4
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public static void Main(string[] args)
{
AmazonGlacierClient client;
try
{
using (client = new AmazonGlacierClient(Amazon.RegionEndpoint.USWest2))
{
Console.WriteLine("Uploading an archive.");
string archiveId = UploadAnArchive(client);
Console.WriteLine("Archive ID: {@}", archiveld);

}

catch (AmazonGlacierException e) { Console.WritelLine(e.Message); }
catch (AmazonServiceException e) { Console.WritelLine(e.Message); }
catch (Exception e) { Console.WritelLine(e.Message); }
Console.WriteLine("To continue, press Enter");

Console.ReadKey();

static string UploadAnArchive(AmazonGlacierClient client)
{
using (FileStream fileStream = new FileStream(archiveToUpload, FileMode.Open,
FileAccess.Read))
{
string treeHash = TreeHashGenerator.CalculateTreeHash(fileStream);
UploadArchiveRequest request = new UploadArchiveRequest()
{
VaultName = vaultName,
Body = fileStream,
Checksum = treeHash
I
UploadArchiveResponse response = client.UploadArchive(request);
string archiveID = response.Archiveld;
return archivelD;
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5/ REST APl| EE—#E+H L EHEF

ERLMER EERF API R EE —RFH LEHEF. NRFHEEF  F2RLEH7F (POSTH

#)o

FEPBHHAREHE (DR LEE)
e

. SRLEER

- BR

- FH LEXREHTF AWS CLI

- &4 FERBEARN Java B Amazon BERENH , UEHoERX LEAREEE
- EA LEXREHFEAR .NET B AWS SDK

- £/ RESTAPI LESBHHAEHEF

ﬁJ\

REEERF

n AR TE Amazon Glacier 1 EEHEF , =B Amazon Glacier (Amazon Glacier) & F % B
{100 MB (MiB) B9 312,

1.

2.

BB L8

BIEERE S B EENEERE: | Amazon Glacier EEE 2B EEID , S22 B LENE -3
%, FHERESEREEEFEEENR ID, it ID £ Amazon Glacier R REEERED 24 NEFR
2B,

ELRERMB TR LEER  BEEIRAN UMITHEAEN), ZLENSESE , RTHE—A
DB, BAARBERK D,

® Note

BAZFBRETHRERRELERNEZEBEFEN), ERTEERBE LEFER , AIUESTA
BEEERIWERT , FASBRLE. CEREEERBIRLER , REDBEKN,

ERIAD R EEFERE ST URGERNHEFHRHR,
TBRLEE
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HREBEIBRLEFER  SELAESESR 1 MEN IR LELE D, E#FRYP , EELEEERE
EE ML TBAREN) , B0 RESKRBEFETHNME. Amazon Glacier HEESHERARNTHEE
A, UBENIEFESHEET. ARERERNFEER LENSES R , eEEHFNRKRBFSR
EDBNUE , RLETUEMEF LEBD R, SHAUPTLEEELESR. MREFEAM L
BoBREENAREE LEFTNTR  SEBR 2 LEND K.

3. EH (BfFL) pBRLEE

HEMEHESB2R , BAUTENRE, A&  BXEEFRPEELE ID. Amazon
Glacier 2IRIFERHENAREE , LUEBIEFREHAGREILFTF. Amazon Glacier B TE 5
B EEBERNOEIEFEIHTENEE D, UREERS DR EEBERFREZANEEFHE
R , Amazon Glacier @ HEHEESNHEFRIE, EERIETXTBRLER K EELZRIB
+HEID, ERTEEETFIEZSELE ID BEN DR

NREFLSELE , CHELIFEAZIRLE D LEEZNS R, HEFLYR EEBBZET
HoRANFERFREEEL, NAEMHs LEERET , IEEFLRNERDTAK,

Hiho R E iRk

Amazon Glacier (Amazon Glacier) 124t T 5 ZE S\ 25 Bt £ & APl FEl,

- FIHERD : FERLEXE | BULIHEES R LLENSY., cREREREEHE R IELEC S
BNEF. SASEZEHRETER , Amazon Glacier EEEH % 1, 000 BHEENEF. NEEE
ZOoBREHHIRLEEIE  HFRSE/EIEREBI LN OEHELER, BEEEEBEHNNFER ,
UHRRED R, BIE , BENEHFBETIESHMARATR 2 LENHEAL,

c JIHPERLEE  FHEE  SEITIREBHEITHZ R ENBE, #ITHN R -EREEREE
HMATERREEILN EE, HAFEY K2R EEREKR , Amazon Glacier 88 E &% 1,000 842 &
HE, MREEZPREYH , RSP BEXHE B HNEEHEREZER, SEEEXENNE
R, AREEREIERH 9 B £,

1=

TREBMHD B EERZORE,

HH B

BAHERND 10,000 x 4 gibibytes (GiB)
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HH A%

BRLENEGHE LR 10,000

RN 1MiB £ 4GB, & —EH 2 AT NUE <1 MiB, &AL
THEEE R/ME,

R0 K/NAZBER 1 MiB (1024 kibibytes [KiB]) kL4
2 Mysk7, i , 1048576 (1 MiB), 2097152 (2
MiB). 4194304 (4 MiB), 8388608 (8 MiB),

FIHAEHFEROVERA B LR 1,000

FIH R EEBERERN SR EE 1,000
BB LR

FEA EEAREEHF AWS CLI

& LAE A AWS Command Line Interface () 7 Amazon Glacier (Amazon Glacier) 7 E & FAWS

CLl, BT HE AR 17 LEEE | Amazon Glacier 22 E API RERZES B EE, EBEA

B API ¥ | BResIB o X LERE, BERFHY AER. KEMEFARERLE, W8
REHD LEAM , £LFEEERLEZBY , MAREEHTF. EAURAKRNNR 1 ZTEE 40,000
GiB BN HFEAD R LE,

% Amazon Glacier 7 B LB FMER , 28 LEIBTNAENE 0 BRLE).

&

o (FEREH ) EBRE AWS CLI

o (FERRH) &8 Python

o ( FRIFEMH ) B Amazon Glacier R1ZE
- il FA B EEXREFTF AWS CLI

( SRR ) 5&E AWS CLI

1. THEHMERE AWS CLI, MEMEIETR , F52E (AWS Command Line Interface fEA &) &
MT5ERE

%4 AWS Command Line Interface
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% E AWS Command Line Interface

2. EHTRRAPEATIGSRERZMN AWS CLI
FRFERBRENZEAER,

ELwTIAERREHEAEN  Aiite

K
EH}
(af

- EREAEDGT
aws help

- EEMBERERF LM Amazon Glacier RIZEBE |, 55 H list-vaultsii®. #&
123456789012 B BEH AWS 1R ID,

aws glacier list-vaults --account-id 123456789012

- FEEE BOIMNERER AWS CLI, EfFEH aws configure list@i®,

aws configure list

(53R RMH) &2 Python

EETRABELE , BUAHEE HECZHFMN SHA256 iE, ERMEETEE LEIERY
SHA256 Bi¥ETE, BEFEEE LEIHEN SHA256 #i#E , B UEA Java, C# (£

A NET) = Python, TELLEHIF , EAGEA Python, MFEEH Java 5 CH WIER , BE2REERE
R,

WMFEREK Python KEFMER , 528 (Boto3 MEARIER) PHIRESER Python,

( FT3RIEH ) I Amazon Glacier R 1ZE

EEFERATYEG , EBABEEILZED—E Amazon Glacier RTEE, NEBBEILREFEMNEHEEN
5527 Amazon Glacier PRI {R1ZE,

i . £ pER EEAREEE AWS CLI
EHEHIR | BEEIERSLFASERLE AP EX | BB ERUISHFER LEF Amazon

Glacier,
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/A Important

FRRLER 28, RIREHITHMEMSESR, ZELEHTF , EXERIREE,
AWS CLI ﬂtzﬁﬁ“iﬁﬁﬁ Java, C# 3 Python R:tE SHA256 #iikiE,

kg
it

THREFEA initiate-multipart-upload, upload-multipart-part# complete-
multipart-upload AWS CLI &%,

MEEBELGTZ—WEHMEENR , 28 (AWS CLI R8ZE) H initiate-multipart-

upload, upload-multipart-part Fl complete-multipart-upload.

1. fEMA initiate-multipart-upload Si T ABIAL D EBR LEER., BEEERERFBII KD CMLTEHEE
i), BLEENEESMD , RTRE—(EHD , BEREBK D, ETFFEETHRB LEFHER
HEKRD, BR , EZRKBR— SN LEER K SEZSESESIINBRN UM THEBENN),

ETHGEH |, # --vault-name Ml --account-ID ZEWEBRAEEECWEN. LkHc
EESE LESEERLSES KNE 1 MB (1024 x 1024 v tih) WiEF, MEEE , TS50l --
part-size Z81{&,

aws glacier initiate-multipart-upload --vault-name awsexamplevault --part-
size 1048576 --account-id 123456789012

AN HER

{
"location": "/123456789012/vaults/awsexamplevault/multipart-uploads/uploadId",
"uploadId": "uploadId"

}

SR, H i 9 B EEEIRE Amazon Glacier P L& ID M B, REBESEH | &1
SfEMAK EEID,

2. THEHEHID  BULUEATIHHSEI44MBRER  KBESZIRK 1 MB ER , AR LESEE
B, ZFELEBCMER , ZURRBRELUNER K BEREY HESEHY.
Linux 2 macOS

T35S Linux 2 macOS LEVE A file_to_upload Ky 4.4 MiB &2
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mkfile -n 9000b file_to_upload

Windows

T 5 &S E7E Windows EEMN B A file_to_upload B 4.4 MiB %X,

fsutil file createnew file_to_upload 4608000

3. EETXR, ZRERERDEIX 1 MB B,
split -b 1048576 file_to_upload chunk

EHREHEBUTHEERR, sEER 1 MB , &% —@XIE 400 KiB.

chunkaa
chunkab
chunkac
chunkad
chunkae

4. fEH upload-multipart-part i 5 A LEHB D EHTF. BT AIER LEHFHS . BEATUELT
FEEEES, Bl LE%IE 10,000 B9 M 5 R L&,

ETH&GSH , B --vault-name, --account-ID Hl --upload-id 28 E. L& ID &%
ABE initiate-multipart-upload W& HA ID M. bt --range BEIEELS LEXN
£ 1 MiB (1024 x 1024 L thll) WE0 . WWARNDNBEARFSHEE initiate-multipart-upload
WEPEENR D, MBEEE , FREBIUA/ME. It --body BEEEELELBEZIINA
o

aws glacier upload-multipart-part --body chunkaa --range='bytes 0-1048575/*' --
vault-name awsexamplevault --account-id 123456789012 --upload-id upload_ID

MEK , e THEEERY  HPAS LESSNBRERN.

5. HR#IT upload-multipart-part F , A LESBR LENFERT D, EMSEWTSH --
range M --body B8{E , UHELELENIHD,

aws glacier upload-multipart-part --body chunkab --range='bytes 1048576-2097151/*'
--vault-name awsexamplevault --account-id 123456789012 --upload-id upload_ID

Ea R EEXREEHE API fRZ 2012-06-01 116


https://docs.aws.amazon.com/cli/latest/reference/glacier/upload-multipart-part.html

Amazon Glacier HBEABER

aws glacier upload-multipart-part --body chunkac --range='bytes 2097152-3145727/*'
--vault-name awsexamplevault --account-id 123456789012 --upload-id upload_ID

aws glacier upload-multipart-part --body chunkad --range='bytes 3145728-4194303/*'
--vault-name awsexamplevault --account-id 123456789012 --upload-id upload_ID

aws glacier upload-multipart-part --body chunkae --range='bytes 4194304-4607999/*'
--vault-name awsexamplevault --account-id 123456789012 --upload-id upload_ID

(@ Note

RERTBTH --range ZEER/) , RALENRE -2/ KA 1 MiB, MMEKI , FE
TTHEELRLY K ASEELEHRINBEEN,

6. TR, ZRESHFLZKLE, EXATESHFNEKX/NN SHA256 HHE.

EETEHEM SHA256 HH#E , WA LAEM Java, C# = Python, TELLEHIH |, EA&EE A
Python, WMFEMEA Java X C# WIET , FSEEEREEAN,

B3 Python #EZ checksum.py ¥EATHEXE. MRFE , FEREHRERERNERE,

from botocore.utils import calculate_tree_hash

checksum = calculate_tree_hash(open('file_to_upload', 'rb'))
print(checksum)

7. #4117 checksum.py BAFT& SHA256 fifiE, LT HE T sEEdEm H A

$ python3 checksum.py
$ 3d760edb291bfc9d90d35809243de@92aeastc4t7b308290ad12d084T69988ae0c

8. f#H complete-multipart-upload W SR EHF LE, B --vault-name, --account-ID, --
upload-ID # --checksum 28K {E. --archive Z2EEREHENEA XD CHMLTHEEE
1), EEESARE LENERBY 2B RINERN, MEFE , FEBTULE.

aws glacier complete-multipart-upload --archive-size 4608000 --vault-
name awsexamplevault --account-id 123456789012 --upload-id upload_ID --
checksum checksum
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THRE , AR EEEN ID. BELFMAF Amazon Glacier PR E,

g4 - FERBEAMN Java B Amazon BHEEH | USsFERX LELBXEHE

BEAR Java Y Amazon B EHRHENSEAKRE AP HRMET LEXEREFNFE F2E &
Amazon Glacier A _EEH7F),

- SMEH API R T —EUARLEFARIBEFENSE BBEELENER, FEgEE—BRE
L@ TE | SE A Amazon Glacier (Amazon Glacier) i 75 B E B E Rk 5 & L& 17,

- KB API BEERITKE REST BEF, Rt , ERH—ESE , E—BREP LERPIHEF , UK
—#5E  AXEDBRLEU LERAHF, FEHRAERKRE API A2 X EEBREHF,

MESEAKEN API WESER , F208 BAR Java B9 AWS SDK ¥ B Amazon Glacier £/,

*RE
- FFH NEMKE API 2B EEARHF BAR Java B AWS SDK
- £/ BKRE API D R EE AR H7F BAR Java B AWS SDK

A NS API 2B EEAREEF BARK Java B9 AWS SDK

R LMER SR API VAR A EZR LENEFAEHEF, RBEHERD , S API HEEREEE -
BREP LB, ERMER Amazon Glacier 2IEH 2 B L& APl WFEFMET  FSEEHA HEHE
AP| EE377 BAR Java B AWS SDK.

£/ KPR APl 2B EEXEEH7F BARM Java B9 AWS SDK

HARSMES & | SR LUERER AP, BRI UREERNEIECIE, UTE2EH BRAN Java Wy
AWS SDKEUALE B 2 L E AR EHFZHW SR,

1. B3 AmazonGlacierClient ERIMWHITERE (A F %)

LEEEEERTHE AWS WEE. SEALAFRBTHMEREHSEATZ AWS EHF,
2. M0 initiateMultipartUpload H3EA R E £ R L&,
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LEEZRHE-EFENXHESR,. ZEARLEEERINHS KUK TIERA, HAT
FEIBZE Y InitiateMultipartUploadRequest B TEEE  REMEEEA, EEOE
® |, Amazon Glacier €&E L& ID,

3. FEIB® M uploadMultipartPart 3 L&D,

HRELBNEERD , CRERUXHESRR. EXMI P LENREESHFRETNMITIEE
B, HoERNREEMNMLE D,

4. /Y completeMultipartUpload JF3EUAGTE DR L&,
LBEERMLE D, ZEAHENREEN, HEXND (BLENMEBINEAEXD) NREES
. Amazon Glacier 8t L ENAHFEERE , XEEHE D,

5 - A EEAP LERERE BARM Java B AWS SDK

T % Java B ISEFI6E A BAR Java B AWS SDK #5117 EEER1ZE (examplevault), MEH
THEHINZLSRA , 528 A Eclipse #1T Amazon Glacier #J Java #i4l, &ABWMFR , EH
EENEREBEMERR,

(® Note
LEHIEHE 1 MB El 1 GB WEB D K/MEK. T8 , Amazon Glacier X EED K DNJRZ 4
GB.,
Example

import java.io.ByteArrayInputStream;

import java.io.File;

import java.io.FileInputStream;

import java.io.IOException;

import java.security.NoSuchAlgorithmException;
import java.util.Arrays;

import java.util.Date;

import java.util.lLinkedList;

import java.util.list;

import com.amazonaws.AmazonClientException;
import com.amazonaws.AmazonServiceException;
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import
import
import
import
import
import
import
import
import
import

public

com.amazonaws.
com.amazonaws.
com.amazonaws.
com.amazonaws.
.services.glacier.

com.amazonaws

com.amazonaws.
com.amazonaws.
com.amazonaws.
com.amazonaws.
com.amazonaws.

auth.profile.ProfileCredentialsProvider;
AmazonGlacierClient;
TreeHashGenerator;

services.glacier.
services.glacier.
services.glacier.

services.glacier.
services.glacier.
services.glacier.
services.glacier.
util.BinaryUtils;

class ArchiveMPU {

model.
.CompleteMultipartUploadResult;
model.
model.
model.
model.

model

CompleteMultipartUploadRequest;

InitiateMultipartUploadRequest;
InitiateMultipartUploadResult;
UploadMultipartPartRequest;
UploadMultipartPartResult;

public static String vaultName = "examplevault";

// This example works for part sizes up to 1 GB.

public static String partSize = "1048576"; // 1 MB.

public static String archiveFilePath = "*** provide archive file path ***";
public static AmazonGlacierClient client;

public static void main(String[] args) throws IOException {

ProfileCredentialsProvider credentials

= new ProfileCredentialsProvider();

client = new AmazonGlacierClient(credentials);
client.setEndpoint("https://glacier.us-west-2.amazonaws.com/");

try {

System.out.println("Uploading an archive.");

String uploadId = initiateMultipartUpload();

String checksum = uploadParts(uploadId);

String archiveld = CompleteMultiPartUpload(uploadId, checksum);
System.out.println("Completed an archive. Archiveld: " + archiveld);

} catch (Exception e) {
System.err.println(e);

private static String initiateMultipartUpload() {

// Initiate

InitiateMultipartUploadRequest request = new InitiateMultipartUploadRequest()
.withVaultName(vaultName)
.withArchiveDescription("my archive " + (new Date()))
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.withPartSize(partSize);

InitiateMultipartUploadResult result = client.initiateMultipartUpload(request);

System.out.println("ArchiveID: " + result.getUploadId());
return result.getUploadId();

private static String uploadParts(String uploadId) throws AmazonServiceException,

NoSuchAlgorithmException, AmazonClientException, IOException {

int filePosition = 0;

long currentPosition = 0;

byte[] buffer = new byte[Integer.valueOf(partSize)];
List<byte[]> binaryChecksums = new LinkedList<byte[]>();

File file = new File(archiveFilePath);

FileInputStream fileToUpload = new FileInputStream(file);

String contentRange;

int read = 0;

while (currentPosition < file.length())

{
read = fileToUpload.read(buffer, filePosition, buffer.length);
if (read == -1) { break; }
byte[] bytesRead = Arrays.copyOf(buffer, read);

contentRange = String.format("bytes %s-%s/*", currentPosition,
currentPosition + read - 1);

String checksum = TreeHashGenerator.calculateTreeHash(new
ByteArrayInputStream(bytesRead));

byte[] binaryChecksum = BinaryUtils.fromHex(checksum);

binaryChecksums.add(binaryChecksum);

System.out.println(contentRange);

//Upload part.

UploadMultipartPartRequest partRequest = new UploadMultipartPartRequest()

.withVaultName(vaultName)

.withBody(new ByteArrayInputStream(bytesRead))
.withChecksum(checksum)
.withRange(contentRange)
.withUploadId(uploadId);

UploadMultipartPartResult partResult =
client.uploadMultipartPart(partRequest);
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System.out.println("Part uploaded, checksum: " + partResult.getChecksum());

currentPosition = currentPosition + read;
}
fileToUpload.close();
String checksum = TreeHashGenerator.calculateTreeHash(binaryChecksums);
return checksum;

}

private static String CompleteMultiPartUpload(String uploadId, String checksum)
throws NoSuchAlgorithmException, IOException {

File file = new File(archiveFilePath);

CompleteMultipartUploadRequest compRequest = new
CompleteMultipartUploadRequest()
.withVaultName(vaultName)
.withUploadId(uploadId)
.withChecksum(checksum)
.withArchiveSize(String.valueOf(file.length()));

CompleteMultipartUploadResult compResult =
client.completeMultipartUpload(compRequest);
return compResult.getlLocation();

}

fFH EEXEHE BAR .NET 89 AWS SDK

EAR NET 9 Amazon BB EHRUENSEAEMR API HREET USRI ERX LEXBBENSZE G
ZB1E Amazon Glacier F L& $1F).

- S API R T —EBEUARLEFARIBEFENSE BBEELENER, FEgEE—BRE
L@ TE | SE A Amazon Glacier (Amazon Glacier) F#Y 2 B E B E k5 & L &7,

- KB API BEERITKE REST BEF, Rt , ERH—ESE , E—BREP LERIHEF , UK
—#5E  AXED R LEU LERAHF, FEHRAERKRE API A2 X EEBREHEF,

MESEAKEN API WEZSER , F2E8 BAR NET B AWS SDK #H Amazon Glacier £,

*RE
- FFH NEMKE API B EEAREHFE BAR .NET B AWS SDK
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- £/ WK API DR EEXREHEF AR NET B AWS SDK

£/ NEME APl DR EEXREHE @AM .NET B AWS SDK

BRLMERA SR API VAR A ER LENRFAEHE, REHERD , S APl HEEREEE -
BREP LEHF  ERMEM Amazon Glacier RERN 2R EE APl MFBFHEF , FSREH NEHE
APl EEH77F BAR .NET 8 AWS SDK.

5 WER API DB EEREEF BARM NET 85 AWS SDK

HWREHZES LE , SR LUERER AP, BALUREFRNEELDE, UTREA EAR NETH
AWS SDKEEZ XX LEXREHERN SR,

1. B3 AmazonGlacierClient RN HITEE (B FE#%).

LEEEETEREHT AWS WESE, ZFEALAFRHITHMERETFSERAEI AWS EfF,
2. B0 InitiateMultipartUpload F AR E 2 B £ &,
LEERHE T EHENREFESR. EARLEHES2 N K/DURTIERA, SR

FEIBZE I InitiateMultipartUploadRequest BRI TEE , RIEMHEEFEA, EEE
# , Amazon Glacier €[ L& ID,

3. FEiBW A UploadMultipartPart % L&D,

HRELBNBERS  CHEERUHXHERR. TP LENSRKREESNEFEERALTHEE
B, BrERNBREELTMNLE D,
4. /A CompleteMultipartUpload FEUTE DR L&,

FLEERHELE D, BEAHNFNRERN. HEADN (BLENRERINESKN) IREES
¥, Amazon Glacier 8t LENBEHEZBHF , YEEEHF D,
ol ERERARN NET 8 Amazon REEH , U5 EX LEXREHEF

T5 C# BN HEHIER EAHR NET B AWS SDK 17 LEERFE (examplevault), WMEH
THEHINZEDSRR |, F2E PTEXGED, ELEANAR , FAELENEREBENERR.

Example

using System;
using System.Collections.Generic;
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using System.IO;

using Amazon.Glacier;

using Amazon.Glacier.Model;
using Amazon.Runtime;

namespace glacier.amazon.com.docsamples

{
class ArchiveUploadMPU
{
static string vaultName = "examplevault";
static string archiveToUpload = "*** Provide file name (with full path) to upload
k%1,

static long partSize 4194304; // 4 MB.
public static void Main(string[] args)
{
AmazonGlacierClient client;
List<string> partChecksumList = new List<string>();
try
{
using (client = new AmazonGlacierClient(Amazon.RegionEndpoint.USWest2))
{
Console.WriteLine("Uploading an archive.");
string uploadId = InitiateMultipartUpload(client);
partChecksumList = UploadParts(uploadId, client);
string archiveld CompleteMPU(uploadId, client, partChecksumlList);
Console.WriteLine("Archive ID: {@}", archiveld);

}

Console.WritelLine("Operations successful. To continue, press Enter");

Console.ReadKey();
}
catch (AmazonGlacierException e) { Console.WriteLine(e.Message); }
catch (AmazonServiceException e) { Console.WritelLine(e.Message); }
catch (Exception e) { Console.WritelLine(e.Message); }
Console.WriteLine("To continue, press Enter");
Console.ReadKey();

static string InitiateMultipartUpload(AmazonGlacierClient client)

{

InitiateMultipartUploadRequest initiateMPUrequest = new
InitiateMultipartUploadRequest()
{
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VaultName = vaultName,
PartSize = partSize,
ArchiveDescription = "Test doc uploaded using MPU."

};

InitiateMultipartUploadResponse initiateMPUresponse =
client.InitiateMultipartUpload(initiateMPUrequest);

return initiateMPUresponse.UploadId;

static List<string> UploadParts(string uploadID, AmazonGlacierClient client)
{

List<string> partChecksumList = new List<string>();

long currentPosition = 0;

var buffer = new byte[Convert.ToInt32(partSize)];

long filelLength = new FileInfo(archiveToUpload).Length;
using (FileStream fileToUpload = new FileStream(archiveToUpload, FileMode.Open,
FileAccess.Read))

{
while (fileToUpload.Position < filelength)
{
Stream uploadPartStream = GlacierUtils.CreatePartStream(fileToUpload,
partSize);

string checksum = TreeHashGenerator.CalculateTreeHash(uploadPartStream);

partChecksumList.Add(checksum);

// Upload part.

UploadMultipartPartRequest uploadMPUrequest = new
UploadMultipartPartRequest()

{

VaultName = vaultName,

Body = uploadPartStream,

Checksum = checksum,

UploadId = uploadID
};
uploadMPUrequest.SetRange(currentPosition, currentPosition +

uploadPartStream.Length - 1);

client.UploadMultipartPart(uploadMPUrequest);

currentPosition = currentPosition + uploadPartStream.Length;
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return partChecksumList;

}

static string CompleteMPU(string uploadID, AmazonGlacierClient client, List<string>
partChecksumList)
{
long filelLength = new FileInfo(archiveToUpload).Length;
CompleteMultipartUploadRequest completeMPUrequest = new
CompleteMultipartUploadRequest()
{
UploadId = uploadID,
ArchiveSize = filelLength.ToString(),
Checksum = TreeHashGenerator.CalculateTreeHash(partChecksumList),
VaultName = vaultName

i

CompleteMultipartUploadResponse completeMPUresponse =
client.CompleteMultipartUpload(completeMPUrequest);
return completeMPUresponse.Archiveld;

}

£/ REST APl L B9 R KA EF

WMEBEZBPHNAEHE (DBRLE)PR , 7R EERE —ERE  TRESRLEREF , XFTH
BARIRIE, MBELRENFEEN , F2ETI APIBETE !

- BREVDERLE (POST 7 - L&)
« 2B £ (PUT uploadiD)

« TR ER EE (POST uploadID)

. 14 & F 8 (DELETE uploadID)
- JEEZS (GET uploadID)

« JIHS B LE (GET HE - £B)
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£ Amazon Glacier # &7

Amazon Glacier B BB IS , TAREZINMBRERFE, T8 , £8ELiFH EBEHEER
Amazon Glacier T&H %, BEETHER , fluis. FRMEMXH , BL4EFERH AWS Command
Line Interface (AWS CLI) Sif B RNBREBHER , FEREEMER REST API A AWS SDKs,

WERLE #H Amazon Glacier BIFF#IEF AWS CLI , 5528 AWS CLI Amazon Glacier B§£:#,
EERE AWS CLI, 5528 AWS Command Line Interface. TIEEREAMMIEER BAR Java
) AWS SDK., EAR .NET B9 AWS SDKH Amazon Glacier REST API /%3 1F T &= Amazon
Glacier,

FE

« 1B Amazon Glacier Archives

£/ £ Amazon Glacier T &7 EAR Java #9 AWS SDK
£/ #£ Amazon Glacier T &7 EAR .NET # AWS SDK
£/ Python F1TRE THAEHE

5/ REST API T&## %

£/ £ Amazon Glacier ¥ F & &7 AWS CLI

FEEY Amazon Glacier Archives

# Amazon Glacier BN EZE —EFESERE  CEERBER  RAEREEBTRETHAL, 22
BB HFHEEER , B LR BEE5 (POST £#%) REST API ##4E5 AWS CLIZK AWS SDKsH
H R R E,

ES- |
- HEHEUER
< BEiRHFHEE

& Amazon Glacier HINHEZER—EMLTBHERF. UTR2LEFHBE,
FEE EF
1. B BHEEHEEUEHE.
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a. HESELEHINNERE ID. BUURXHENBFERSERE ID. B LAEA REST AP,
AWS CLIZt AWS SDKs BN 1% ID., MFEFHMEN , S B E Amazon Glacier F T EHRF

EEF,
b. £ REER (POST E#)IRIEREITER Amazon Glacier ZE{REEHFRER D HFLLETER
BT HERER.

EEREEHEEE , Amazon Glacier E7ZEEERERETHK ID , WAFRZ HNHITERE. (WSR2
iR, BEEITHETRE , BT TR ITERE, )

/A Important
EEARZEMRNERMEEBR , T8 Initiate Job BRAM , W HIA
PolicyEnforcedException BIZiRH. WEEBEREEBERNFMERN , FSE
Amazon Glacier E£HEEIHZE, ME PolicyEnforcedException BIFMRLHYEE4AE
7, F2HE HREE,

PHER |, B LUERFHRE Amazon Glacier PRI REE R EER, WFEMR Amazon Glacier & FH
BIEFEERNEFMET , 5528 (Amazon Simple Storage Service EA &) FHHEWHD
EEER.

2. IHeEm#& , £/ "HEEHEH, (GET @h) FETHMTE.

BEATEAAMTE , EEN THEEE  LETHRERAHN —H0. SRBANEE , T
BEAFXANGHERNBRETRARNISAAMELR , flNAERKK, MREEE-FRPEEE
Hah  WEABREERAN , LNELAETERMAEF FTHH, T8 , MREUERTE X T Ha
B, EREEAXRRERE  ERFEFRAETHE NS , MAREE@E L,

Amazon Glacier A BLXTTRER , TREMSBHEEBH, TRIEZEED 24 MR , TEFZIBH
EERREULUEIRTERE 24 MEATHEH, ERTVASETHETRE 24 NEFEERFBH, 22
YEENEBRRBETKE , BAEAUTEA —EiREREEHARRE :

. ERIKTHREH - B LUEE Amazon Simple Notification Service (Amazon SNS) F
7 , Amazon Glacier T AEEBEH R EMIBEX . Amazon Glacier ABETRAEBRBEXBEA,
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BRE) TVERS , BATIEE T4EHY Amazon SNS £, R T EEKEFER+PIEE Amazon SNS FE 2
A, MBLHREFECAHNFHENEHREEA , 8 Amazon Glacier th &2 MBAEEZ SNS £
BB, MEFMEA , F2EB7E Amazon Glacier FEXERFEE4H,

- BAREEREKEN - Bt LUEMR Amazon Glacier Describe Job API #4E (3iMERE (GET
JobID)) EHEWBETHKEN. T8 , MMEZREMA Amazon SNS BEAH,

@ Note

EFEBEA Amazon SNS BAHIFTEVBHER , EBEMN Describe Job API fEXFTEVENE
MR,

HFHEUER

BB TERBEEFEN , ZuLURBENREMNRAESR  EEUATHP —BEHFEUEE, NEHEEEE
WEE , 5528 Amazon Glacier &,

- RE  REMNAIZLETERSTEZSBRERH TR , BBRIEFEE S3 Glacier Flexible Retrieval
fFE1Z BT S3 Intelligent-Tiering Archive Access B ZHINER, ARREBELTRANTE
(250 MB BA L) B , FAREREEFAFERNER , BEE 1-5 2 EREUFER, AERETERARE
HREEEREUANENESE. WEFAES A B2RMENEE,

- BE  REENTRLER PMRAFIREAHEE. REENEEERN 3-5 MRATK. KRisEMIURE
HEF , ERGERNERERER "RE,

- RE - REFNEKARKIKA Amazon Glacier FEEURIE | B A E—XKHPUEEN ARBERAEE
B, K EERPB, XEHEEEEMN 5-12 NEATK.

TREERPHFHEENRE, MEEENFMEER , 528 Amazon Glacier E{E,

= E#1T Expedited, Standardzf Bulk#EEX , 3&#& RestoreObject REST API ##4EE K+
WTierfE R TEREABLEEMEF |, 5 AWS Command Line Interface (AWS CLI) AWS SDKsH #Y
HEEBE, FCBEMENSE , AIFfEREENSSEBEBMENSERMRE,

HENE

Heim

ﬁ‘ﬁ REFUNBRREENEZSERGUANENSE, SEREENERME 5 2EZ LV ULUH
T=R THRE ) FEER , WIREKRZER 150 MB (MBps) HIfREVEIZE
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NMRTHEEHFEFEREATRANEN FERIEEFN , RMNERCREMENENEE, BEIER
EfRENETE  BENAUETREERN , RFELEFNNFERETSELS , BLERRER, BRH
BLEBRERBRIMA , FeFIIREEE , AIXEABERENENEE,

BEMERE

BEILAE A Amazon Glacier £ &, BEMERE (POST MEMN A E)REST API ##4E. AWS SDKs
N BEMEREEN AWS CLlL, NEMEBTEEEENR , 2B Amazon Glacier EfE,

MEREENVNENE—EAR , KBENAPNEERES,

MRFABAMREEBEANE 31 X, BHARARTEANKRE—R, flw , MRFEABBHRE 8 A
318, BHARMAAIR 9O A 30 H. MRFEHKBHRE1A31 B, BHBAHAIR2 A 28 H,

£ Amazon Glacier T BEHERE

1. BAAWS EEE#EH | W https://console.aws.amazon.com/glacier/home : // BAEL Amazon
Glacier £##&,

2. EEANEEEIRD  RIEBEREIGRE,

3. EMEBRBEEMN (PCU)T ,BEBE PCU, ERSEREE PCUBEAR,
4, MRELEREMENTE K FEERBESRABA confirm,

5. B#IEEE PCU,

R imE1FRIE

E 81 Amazon Glacier HIEUFER , B NEZMHIEEEEN B FHERMr, BRELENEE
FE. BEENTHEEE  TEEHT TIIEERRERS

- BEEENERTEH - Amazon Glacier AFFERMEGER TR E 24 NFRATHERHWER, At , &
AREHFEREMHESY , ELATUEEETHEFERAEE THWIERE,

- HERARERNEZESD : §lin, BRECICEAZARER  WUE—HEEABERLE K MR
EEEEHNLERESR, TEEBRT , BUUER—BAHEINER  KELELETENERNEFE
B, & , BB ZEHENGER , EhE5—AHMEE —NZEARRNEE,

FREEHENBEB RIS  SXERANFCEBEUTHAEE, 52 , A tHASELUEHER EBR
WBASE) , AEZ %L 1 MB BRIFE (1 MB, 2 MB. 3 MB %),
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HEFEUTURBEFNGER , MEAARENEEFREN 1 MB B, I, MREEETHERRR
SREANE (ENMITETHER)  SETERBFRNEE , X2 ATSHEER, SUUERARER
M, RipBhEFREMEEHAFHAREINER. IFAFENSEEATARNSHBENFRES  F2
B TEHERBEERERMN.

£/ 7£ Amazon Glacier R &7 BRA R Java B AWS SDK
IR Java H Amazon BI B E(FIRAH0 B I AERS AP| 201264 T TR B 5 %,

=B
- FH WEMR APl TEHEEZ BAR Java B AWS SDK
- R WK APl TEHEZ BAR Java B AWS SDK

£ ER API TEHF BARK Java B AWS SDK

=P API B ArchiveTransferManager FRIRHAATAR THEEMN download 3%,

/A Important
It ArchiveTransferManager EHBEI®E I Amazon Simple Notification Service (Amazon
SNS) F#8 , AR FTBIZEREAR Amazon Simple Queue Service (Amazon SQS) 1751, AEEK
BHFHEERELRATIAERFAIH. HFUAK , RERRTHR. UEHFHEEE—RN
FHEF , F2E HFEEEE,

i EF SR API TEHE BAR Java B9 AWS SDK

LAF Java BN GE IR EE AL (RERE) EiF (us-west-2) FEVRTFE (examplevault) TEFH
%

WMEHITEEFIAZ SR | FESB £ Eclipse #1T Amazon Glacier B Java &ifjl, BREEEHE
NG, MR ERENHE ID URARFETEHENAABERERE

Example

import java.io.File;
import java.io.IOException;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.services.glacier.AmazonGlacierClient;
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import com.amazonaws.services.glacier.transfer.ArchiveTransferManager;
import com.amazonaws.services.sns.AmazonSNSClient;
import com.amazonaws.services.sqs.AmazonSQSClient;

public class ArchiveDownloadHighLevel {

public static String vaultName = "examplevault";
public static String archiveld = "*** provide archive ID ***";
public static String downloadFilePath = "*** provide location to download archive

kkkl.
’

public static AmazonGlacierClient glacierClient;

public static AmazonSQSClient sqgsClient;

public static AmazonSNSClient snsClient;

public static void main(String[] args) throws IOException {

ProfileCredentialsProvider credentials = new ProfileCredentialsProvider();

glacierClient = new AmazonGlacierClient(credentials);

new AmazonSQSClient(credentials);

new AmazonSNSClient(credentials);
glacierClient.setEndpoint("glacier.us-west-2.amazonaws.com");
sgsClient.setEndpoint('"sqgs.us-west-2.amazonaws.com");
snsClient.setEndpoint("sns.us-west-2.amazonaws.com");

sgsClient
snsClient

try {
ArchiveTransferManager atm = new ArchiveTransferManager(glacierClient,
sgsClient, snsClient);

atm.download(vaultName, archiveld, new File(downloadFilePath));
System.out.println("Downloaded file to " + downloadFilePath);

} catch (Exception e)
{

System.err.println(e);
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ffEA KR API TEHEF BAR Java B AWS SDK

UTEFER BERAR Java B9 AWS SDK KM APl REEIVR FEEEN S B,

1. B3 AmazonGlacierClient EBIWHITEE (B F®).

REEEEE AWS P THHEFNESE, SERALAFRUTHAMERFEBSEMTZK AWS B
o

2. 1T archive-retrieval HFEURE initiateJob £,

B LUEIBE VY InitiateJobRequestEAINHITER , RHEEKENR , AIHNEETH ZHEN
17 ID , LAR &% Amazon Glacier (Amazon Glacier) 2 #{E# 5 RS H3E A Amazon SNS *
. Amazon Glacier EI{E# ID LAEIfE, ZEIETE InitiateJobResult HEIMNHITERF T
Ao

JobParameters jobParameters = new JobParameters()
.withArchiveId("*** provide an archive id #***")
.withDescription("archive retrieval")
.withRetrievalByteRange("*** provide a retrieval range***") // optional
.withType("archive-retrieval");

InitiateJobResult initiateJobResult = client.initiateJob(new InitiateJobRequest()
.withJobParameters(jobParameters)
.withVaultName(vaultName));

String jobId = initiateJobResult.getJobId();

BRI LR IS B AEEE |, LAFER Amazon Glacier EX{EHEN —3B0 . Hlin | EALLER
B LLTBRIR X 2R 55K Amazon Glacier 2B+ 7F8 1 MB E| 2 MB #4 , €M E#H LIRFE K,

int ONE_MEG = 1048576;
String retrievalByteRange = String.format("%s-%s", ONE_MEG, 2*ONE_MEG -1);

JobParameters jobParameters = new JobParameters()
.withType("archive-retrieval")
.withArchiveId(archiveld)
.withRetrievalByteRange(retrievalByteRange)
.withSNSTopic(snsTopicARN);
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InitiateJobResult initiateJobResult = client.initiateJob(new InitiateJobRequest()
.withJobParameters(jobParameters)
.withVaultName(vaultName));

String jobId = initiateJobResult.getJobId();

3. HRX THETHK.

FERAZRTRE L ERTEETH, IREEHEREFEELREBAHBRERE S Amazon Simple
Notification Service (Amazon SNS) £/ , SE BT KIS E Amazon SNS £ , Amazon
Glacier BTN EBREEXALERXRTE,

Bt A LAY describeJob A K& Amazon Glacier , LAY BT SR REE, AR, F/H
Amazon SNS FREHTEAEEEZMN S E,

4. FEBHIT getJobOutput FETHEK&E L (HEER).

EIBE Y GetJobOutputRequest BHEIMNHITERRRMFBRENRA , WIE ID MREFER
. Amazon Glacier B f#i H 7] £ GetJobOutputResult ¥ FEH,

GetJobOutputRequest jobOutputRequest = new GetJobOutputRequest()
.withJobId("*** provide a job ID ***")
.withVaultName("*** provide a vault name ****");

GetJobOutputResult jobOutputResult = client.getJobOutput(jobOutputRequest);

// jobOutputResult.getBody() // Provides the input stream.

FRBXBFETHEECENR L. SUIRBEIEREBHN -2 , RBEBEE
GetJobOutputRequest FH{TAHEE AR/ [E SR T HEEdwH .

GetJobOutputRequest jobOutputRequest = new GetJobOutputRequest()
.withJobId("*** provide a job ID ***")
.withRange("bytes=0-1048575") // Download only the first 1 MB of the
output.
.withVaultName("*** provide a vault name ****");

&7 EEZNGetIobOutput Ml | MMRFESREMRYE , Amazon Glacier BEEZTH 2 E RS2
WRERAN, MEFAES  F2ETEERFERBREET,
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EERRTHAREHEE LU EASHROREEA | 4= 5 E M HAmazon GlacierBi%Hy
REBAMETHE,

HREETEEENHFHEEEE K ELNSEERER , cEs L EEHBNEENREEN
(SHA256TreeHash), ZAIAEANEE - TRIJBER THNWEEU CHEBENERM, Hln, MF
REBERUEREREERENHEEHE , ARUERN A THEE , LESME GetJobOutput
EREREBREEN  AAUFEEAFPKLTRERNSAESRNREEN , ARHERRESRZ, &7
LA H EE Amazon Glacier EEH B EENETLHLE , UEERENERTERR , UERETHWE
B4z 7o 4 &8 B E2 17 P FE Amazon Glacier RHI{Z TiAEEFEE .

MBEEARD | HSH 662 £ HIER AP| FEE 7 BAR Java B9 AWS SDK- EBH#H T
Bip.

il 1 fEA MERE API HEERE 7Z BA R Java ¥ AWS SDK

T Java B REGIREENREETHHF. EREHKE , ZEHIAEEE— getJobOutput FEIY
PTIEHEZEEERL., WEFREUBREX TR ENES  FSE &6 2 . £/ R API I T &
A Java B9 AWS SDK- fE B FTEE# H,

BEHEYMT T IER -

« # 3 Amazon Simple Notification Service (Amazon SNS) * &,

Amazon Glacier EE TR IEB R EXBENZ I ERE,

« #3I Amazon Simple Queue Service (Amazon SQS) 1751,
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services.
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Policy;
Principal;
Resource;
Statement;

Statement.Effect;
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sns.
sns.
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cier.model.
cier.model.
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GetJobOutputRequest;
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JobParameters;

AmazonSNSClient;
model.CreateTopicRequest;
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model.DeleteTopicRequest;
model.SubscribeRequest;
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import
import
import
import
import
import
import

public

com.amazonaws.services.sqgs.model.CreateQueueResult;
com.amazonaws.services.sqs.model.DeleteQueueRequest;
com.amazonaws.services.sqgs.model.GetQueueAttributesRequest;
com.amazonaws.services.sqs.model.GetQueueAttributesResult;
com.amazonaws.services.sqs.model.Message;
com.amazonaws.services.sqs.model.ReceiveMessageRequest;
com.amazonaws.services.sqgs.model.SetQueueAttributesRequest;

class AmazonGlacierDownloadArchiveWithSQSPolling {

public static String archiveld = "*** provide archive ID ****";
public static String vaultName = "*** provide vault name ***";
public static String snsTopicName = "*** provide topic name ***";
public static String sqsQueueName = "*** provide queue name ***'";
public static String sqsQueueARN;

public static String sqsQueueURL;

public static String snsTopicARN;

public static String snsSubscriptionARN;

public static String fileName = "*** provide file name ***";
public static String region = "*** region ***";

public static long sleepTime = 600;

public static AmazonGlacierClient client;

public static AmazonSQSClient sqgsClient;

public static AmazonSNSClient snsClient;

public static void main(String[] args) throws IOException {

ProfileCredentialsProvider credentials = new ProfileCredentialsProvider();

client = new AmazonGlacierClient(credentials);
client.setEndpoint("https://glacier." + region + ".amazonaws.com");
sgsClient = new AmazonSQSClient(credentials);
sgqsClient.setEndpoint("https://sqs." + region + ".amazonaws.com");
snsClient = new AmazonSNSClient(credentials);
snsClient.setEndpoint("https://sns." + region + ".amazonaws.com");

try {
setupSQS();

setupSNS();

String jobId = initiateJobRequest();
System.out.println("Jobid = " + jobId);
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Boolean success = waitForJobToComplete(jobId, sqsQueueURL);
if (!success) { throw new Exception("Job did not complete
successfully."); }

downloadJobOutput(jobId);
cleanUp();

} catch (Exception e) {
System.err.println("Archive retrieval failed.");
System.err.println(e);

private static void setupSQS() {
CreateQueueRequest request = new CreateQueueRequest()
.withQueueName(sqsQueueName);
CreateQueueResult result = sgsClient.createQueue(request);
sqsQueueURL = result.getQueueUrl();

GetQueueAttributesRequest gRequest = new GetQueueAttributesRequest()
.withQueueUrl(sqsQueueURL)
.withAttributeNames("QueueArn");

GetQueueAttributesResult gResult = sgsClient.getQueueAttributes(gRequest);
sqsQueueARN = gResult.getAttributes().get("QueueArn");

Policy sqsPolicy =
new Policy().withStatements(
new Statement(Effect.Allow)
.withPrincipals(Principal.AllUsers)
.withActions(SQSActions.SendMessage)
.withResources(new Resource(sqsQueueARN)));
Map<String, String> queueAttributes = new HashMap<String, String>();
queueAttributes.put("Policy", sqsPolicy.toJson());
sgsClient.setQueueAttributes(new SetQueueAttributesRequest(sqsQueueURL,
queueAttributes));

}
private static void setupSNS() {
CreateTopicRequest request = new CreateTopicRequest()
.withName(snsTopicName);
CreateTopicResult result = snsClient.createTopic(request);
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snsTopicARN = result.getTopicArn();

SubscribeRequest request2 = new SubscribeRequest()
.withTopicArn(snsTopicARN)
.withEndpoint(sqsQueueARN)

.withProtocol("sqgs");
SubscribeResult result2 = snsClient.subscribe(request2);

snsSubscriptionARN = result2.getSubscriptionArn();

}

private static String initiateJobRequest() {

JobParameters jobParameters = new JobParameters()
.withType("archive-retrieval")
.withArchiveId(archiveld)
.withSNSTopic(snsTopicARN);

InitiateJobRequest request = new InitiateJobRequest()
.withVaultName(vaultName)
.withJobParameters(jobParameters);

InitiateJobResult response = client.initiateJob(request);
return response.getJobId();
private static Boolean waitForJobToComplete(String jobId, String sqsQueueUrl)
throws InterruptedException, JsonParseException, IOException {
Boolean messageFound = false;
Boolean jobSuccessful = false;

ObjectMapper mapper = new ObjectMapper();
JsonFactory factory = mapper.getJsonFactory();

while (!messageFound) {
List<Message> msgs = sqsClient.receiveMessage(
new
ReceiveMessageRequest(sqsQueuelrl).withMaxNumberOfMessages(10)).getMessages();

if (msgs.size() > 0) {
for (Message m : msgs) {
JsonParser jpMessage = factory.createlsonParser(m.getBody());
JsonNode jobMessageNode = mapper.readTree(jpMessage);
String jobMessage = jobMessageNode.get('"Message").getTextValue();
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JsonParser jpDesc = factory.createJsonParser(jobMessage);
JsonNode jobDescNode = mapper.readTree(jpDesc);
String retrievedJobId = jobDescNode.get("JobId").getTextValue();
String statusCode = jobDescNode.get("StatusCode").getTextValue();
if (retrievedlobId.equals(jobId)) {

messageFound = true;

if (statusCode.equals("Succeeded")) {

jobSuccessful = true;

} else {
Thread.sleep(sleepTime * 1000);
}
}

return (messageFound && jobSuccessful);

private static void downloadJobOutput(String jobId) throws IOException {

GetJobOutputRequest getJobOutputRequest = new GetJobOutputRequest()
.withVaultName(vaultName)
.withJobId(jobId);
GetJobOutputResult getJobOutputResult =
client.getJobOutput(getJobOutputRequest);

InputStream input = new BufferedInputStream(getJobOutputResult.getBody());
OutputStream output = null;
try {

output = new BufferedOutputStream(new FileOutputStream(fileName));

byte[] buffer

new byte[1024 * 1024];

int bytesRead
do {
bytesRead = input.read(buffer);
if (bytesRead <= @) break;
output.write(buffer, @, bytesRead);
} while (bytesRead > 0);
} catch (IOException e) {
throw new AmazonClientException("Unable to save archive", e);
} finally {

Q;
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}

try {input.close();}

catch (Exception e) {3}

try {output.close();} catch (Exception e) {3}

System.out.println("Retrieved archive to " + fileName);

private static void cleanUp() {
snsClient.unsubscribe(new UnsubscribeRequest(snsSubscriptionARN));
snsClient.deleteTopic(new DeleteTopicRequest(snsTopicARN));
sgsClient.deleteQueue(new DeleteQueueRequest(sqsQueueURL));

g5 2 - FF MVIRFE API REERE 7F BA R Java B AWS SDK- £ [EHR A T &

T 5 Java B IEEHIE T Amazon Glacier BEEH 7. ZENIEEFIEBE
GetJobOutputRequest ¥I#rHIEEM THEER TR ER PV TR L.
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.10.ByteArrayInputStream;
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core.JsonFactory;
core.JsonParseException;
core.JsonParser;
databind.JsonNode;
databind.ObjectMapper;

policy.Policy;

policy.Principal;

policy.Resource;

policy.Statement;
.policy.Statement.Effect;
policy.actions.SQSActions;
profile.ProfileCredentialsProvider;
services.glacier.AmazonGlacierClient;
services.glacier.TreeHashGenerator;
services.glacier.model.GetJobOutputRequest;

.services.glacier.model.GetJobOutputResult;
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services.
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services.
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services.
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glacier.model.InitiateJobRequest;
glacier.model.InitiateJobResult;
glacier.model.JobParameters;
sns.AmazonSNSClient;
sns.model.CreateTopicRequest;
sns.model.CreateTopicResult;

sns. DeleteTopicRequest;

sns. SubscribeRequest;
sns.model.SubscribeResult;
sns.model.UnsubscribeRequest;
AmazonSQSClient;
sgs.model.CreateQueueRequest;
sqgs.model.CreateQueueResult;
sgs.model.DeleteQueueRequest;
sqgs.model.GetQueueAttributesRequest;
sgs.model.GetQueueAttributesResult;
model.Message;

model .ReceiveMessageRequest;
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sqgs.

public class ArchiveDownloadlLowlLevelWithRange {

public
public
public
public
public
public
public
public
public
public
public
public

public
public
public

static String vaultName = "*** provide vault name ***";
static String archiveld = "*** provide archive id ***";
static String snsTopicName = "glacier-temp-sns-topic";
static String sqsQueueName = "glacier-temp-sqgs-queue";
static long downloadChunkSize = 4194304; // 4 MB
static String sqsQueueARN;

static String sqsQueueURL;

static String snsTopicARN;

static String snsSubscriptionARN;

static String fileName = "*** provide file name to save archive to ***";
static String region = "*** region ***";

static long sleepTime = 600;

static AmazonGlacierClient client;

static AmazonSQSClient sqgsClient;

static AmazonSNSClient snsClient;

public static void main(String[] args) throws IOException {

ProfileCredentialsProvider credentials =

new ProfileCredentialsProvider();
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client = new AmazonGlacierClient(credentials);
client.setEndpoint("https://glacier." + region + ".amazonaws.com");
sgsClient = new AmazonSQSClient(credentials);
sgqsClient.setEndpoint("https://sqs." + region + ".amazonaws.com");
snsClient = new AmazonSNSClient(credentials);
snsClient.setEndpoint("https://sns." + region + ".amazonaws.com");

try {
setupSQS();

setupSNS();

String jobId = initiateJobRequest();
System.out.println("Jobid = " + jobId);

long archiveSizeInBytes = waitForJobToComplete(jobId, sqsQueueURL);
if (archiveSizeInBytes==-1) { throw new Exception("Job did not complete
successfully."); }

downloadJobOutput(jobId, archiveSizeInBytes);
cleanUp();

} catch (Exception e) {
System.err.println("Archive retrieval failed.");
System.err.println(e);

private static void setupSQS() {
CreateQueueRequest request = new CreateQueueRequest()
.withQueueName(sqsQueueName);
CreateQueueResult result = sgsClient.createQueue(request);
sqsQueueURL = result.getQueueUrl();

GetQueueAttributesRequest gRequest = new GetQueueAttributesRequest()
.withQueueUrl(sqsQueueURL)
.withAttributeNames("QueueArn");

GetQueueAttributesResult gResult = sgsClient.getQueueAttributes(gRequest);
sqsQueueARN = gResult.getAttributes().get("QueueArn");

Policy sqsPolicy =
new Policy().withStatements(
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new Statement(Effect.Allow)
.withPrincipals(Principal.AllUsers)
.withActions(SQSActions.SendMessage)
.withResources(new Resource(sqsQueueARN)));
Map<String, String> queueAttributes = new HashMap<String, String>();
queueAttributes.put("Policy", sqsPolicy.toJson());
sgsClient.setQueueAttributes(new SetQueueAttributesRequest(sqsQueueURL,
queueAttributes));

}
private static void setupSNS() {
CreateTopicRequest request = new CreateTopicRequest()
.withName(snsTopicName);
CreateTopicResult result = snsClient.createTopic(request);
snsTopicARN = result.getTopicArn();

SubscribeRequest request2 = new SubscribeRequest()
.withTopicArn(snsTopicARN)
.withEndpoint(sqsQueueARN)

.withProtocol("sqgs");
SubscribeResult result2 = snsClient.subscribe(request2);

snsSubscriptionARN = result2.getSubscriptionArn();

}

private static String initiateJobRequest() {

JobParameters jobParameters = new JobParameters()
.withType("archive-retrieval")
.withArchiveId(archiveld)

.withSNSTopic(snsTopicARN);

InitiateJobRequest request = new InitiateJobRequest()
.withVaultName(vaultName)
.withJobParameters(jobParameters);

InitiateJobResult response = client.initiateJob(request);

return response.getJobId();

private static long waitForJobToComplete(String jobId, String sqsQueueUrl) throws

InterruptedException, JsonParseException, IOException {

Boolean messageFound = false;
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Boolean jobSuccessful = false;
long archiveSizeInBytes = -1;
ObjectMapper mapper = new ObjectMapper();
JsonFactory factory = mapper.getFactory();

while (!messageFound) {
List<Message> msgs = sqsClient.receiveMessage(
new
ReceiveMessageRequest(sqsQueueUrl).withMaxNumberOfMessages(10@)).getMessages();

if (msgs.size() > 0) {
for (Message m : msgs) {
JsonParser jpMessage = factory.createlsonParser(m.getBody());
JsonNode jobMessageNode = mapper.readTree(jpMessage);
String jobMessage = jobMessageNode.get('"Message").textValue();

JsonParser jpDesc = factory.createlsonParser(jobMessage);
JsonNode jobDescNode = mapper.readTree(jpDesc);
String retrievedJobId = jobDescNode.get("JobId").textValue();
String statusCode = jobDescNode.get("StatusCode").textValue();
archiveSizeInBytes =
jobDescNode.get("ArchiveSizeInBytes").longValue();

if (retrievedJobId.equals(jobId)) {

messageFound = true;

if (statusCode.equals("Succeeded")) {

jobSuccessful = true;

} else {
Thread.sleep(sleepTime * 1000);
}
}

return (messageFound && jobSuccessful) ? archiveSizeInBytes : -1;

private static void downloadJobOutput(String jobId, long archiveSizeInBytes) throws
IOException {

if (archiveSizeInBytes < @) {
System.err.println("Nothing to download.");
retuzrn;
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System.out.println("archiveSizeInBytes: " + archiveSizeInBytes);

FileOutputStream fstream = new FileOutputStream(fileName);

long startRange = 0;

long endRange = (downloadChunkSize > archiveSizeInBytes) ? archiveSizeInBytes
-1 : downloadChunkSize - 1;

do {

GetJobOutputRequest getJobOutputRequest = new GetJobOutputRequest()
.withVaultName(vaultName)
.withRange("bytes=" + startRange + "-" + endRange)
.withJobId(jobId);
GetJobOutputResult getJobOutputResult =
client.getJobOutput(getJobOutputRequest);

BufferedInputStream is = new
BufferedInputStream(getJobOutputResult.getBody());
byte[] buffer = new byte[(int)(endRange - startRange + 1)];

System.out.println("Checksum received: " +
getJobOutputResult.getChecksum());

System.out.println("Content range " +
getJobOutputResult.getContentRange());

int totalRead = 0;
while (totalRead < buffer.length) {
int bytesRemaining = buffer.length - totalRead;
int read = is.read(buffer, totalRead, bytesRemaining);
if (read > 0) {
totalRead = totalRead + read;
} else {
break;

}

System.out.println("Calculated checksum: " +

TreeHashGenerator.calculateTreeHash(new ByteArrayInputStream(buffer)));
System.out.println("read = " + totalRead);
fstream.write(buffer);

startRange = startRange + (long)totalRead;
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endRange = ((endRange + downloadChunkSize) > archiveSizelInBytes) ?
archiveSizeInBytes : (endRange + downloadChunkSize);
is.close();
} while (endRange <= archiveSizeInBytes && startRange < archiveSizelInBytes);

fstream.close();
System.out.println("Retrieved file to " + fileName);

}

private static void cleanUp() {
snsClient.unsubscribe(new UnsubscribeRequest(snsSubscriptionARN));
snsClient.deleteTopic(new DeleteTopicRequest(snsTopicARN));
sgsClient.deleteQueue(new DeleteQueueRequest(sqsQueueURL));

5 £ Amazon Glacier R TEHEF BHAR .NET ¥ AWS SDK

BAR NET B Amazon FREBEEHRENSEAEE AP SEMT THHEFNSTE,

=B
- FH WS API TEHEZ BHAR NET B AWS SDK
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5 S API TEHF BARK .NET #9 AWS SDK

=P API 9 ArchiveTransferManager AR M AT AR THEFH Download Fi%o.

/A Important

It ArchiveTransferManager #BI€% 37 Amazon Simple Notification Service (Amazon
SNS) 78 , URFTBIZEER Amazon Simple Queue Service (Amazon SQS) 1751, AEEK
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FHEF , EF2E BFEEEE,
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WMEATHEHNZEL RN , FE2E ATENGES, CFEEFENR , WA RZERGNHEEFID
URBREE TEHEFNAREEREE

using System;

using Amazon.Glacier;

using Amazon.Glacier.Transfer;
using Amazon.Runtime;

namespace glacier.amazon.com.docsamples
{
class ArchiveDownloadHighlLevel
{
static string vaultName = "examplevault";
static string archiveld "*** Provide archive ID ***";
static string downloadFilePath "*** Provide the file name and path to where to
store the download ***";

public static void Main(string[] args)

{
try

{

var manager = new ArchiveTransferManager(Amazon.RegionEndpoint.USWest2);

var options = new DownloadOptions();
options.StreamTransferProgress += ArchiveDownloadHighLevel.progress;
// Download an archive.
Console.WriteLine("Intiating the archive retrieval job and then polling SQS
queue for the archive to be available.");
Console.WriteLine("Once the archive is available, downloading will begin.");
manager.Download(vaultName, archiveld, downloadFilePath, options);
Console.WriteLine("To continue, press Enter");
Console.ReadKey();
}
catch (AmazonGlacierException e) { Console.WritelLine(e.Message); }
catch (AmazonServiceException e) { Console.WritelLine(e.Message); }
catch (Exception e) { Console.WritelLine(e.Message); }
Console.WriteLine("To continue, press Enter");
Console.ReadKey();

}

static int currentPercentage = -1;

static void progress(object sender, StreamTransferProgressArgs args)
{
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if (args.PercentDone != currentPercentage)
{
currentPercentage = args.PercentDone;
Console.WriteLine("Downloaded {0}%", args.PercentDone);
}
}

A WRRE API TEHEF BEHAR .NET 8 AWS SDK

LTR26EH NIER APl T Amazon Glacier (Amazon Glacier) #EZHS8B BRAMN NET 89 AWS
SDK,

1. B3 AmazonGlacierClient ERIKN#ITEE (B FE%).

REEEEERPTHEF AWS WESH, BERALAFRATHAMERFEBSEMTK AWS B
o

2. 11T archive-retrieval AZLURE Initiatelob £,

BALAUEIBE Y InitiateJobRequestEAIMNHTEEE , RUEKER , INEBETHZHE
WEEF ID , AREFE Amazon Glacier M EHK KA EMIEA Amazon SNS £/, Amazon
Glacier Amazon Glacier & E{E# ID LAEIE, ZEMEE InitiateJobResponse F|AIH#H1TE
A A,

AmazonGlacierClient client;
client = new AmazonGlacierClient(Amazon.RegionEndpoint.USWest2);

InitiateJobRequest initJobRequest = new InitiateJobRequest()

{

VaultName = vaultName,
JobParameters = new JobParameters()

{

Type = "archive-retrieval",

Archiveld = "*** Provide archive id ***",

SNSTopic = "*** Provide Amazon SNS topic ARN **x'",
}

};

InitiateJobResponse initJobResponse = client.InitiateJob(initJobRequest);
string jobId = initJobResponse.JobId;
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Ba LB IS E T4HETE |, LAFER Amazon Glacier EEEHEN —Z5 , M THERFAT,
SR E Amazon Glacier E#1{gHFH 1 MB & 2 MB 4%

AmazonGlacierClient client;
client = new AmazonGlacierClient(Amazon.RegionEndpoint.USWest2);

InitiateJobRequest initJobRequest = new InitiateJobRequest()
{

VaultName = vaultName,

JobParameters = new JobParameters()

{

Type = "archive-retrieval",

ArchiveId = "*** Provide archive id ***",

SNSTopic = "*** Provide Amazon SNS topic ARN *#**",
}

i

// Specify byte range.

int ONE_MEG = 1048576;

initJobRequest.JobParameters.RetrievalByteRange = string.Format("{@}-{1}", ONE_MEG, 2
* ONE_MEG -1);

InitiateJobResponse initJobResponse = client.InitiateJob(initJobRequest);
string jobId = initJobResponse.JobId;

3. £ TEERK,

BLBERIRAHERTFEETR. IREEERTFELREBANABRERE S Amazon Simple
Notification Service (Amazon SNS) & , SH1EMEEHKRFIEE Amazon SNS E£& , Amazon
Glacier EEER TR EREXALEZXTE, T—HHRENEXHFEHIFER Amazon SNS for
Amazon Glacier R A 2.

% t a] LAREIY DescribeJob A £ &3 Amazon Glacier , LAY B SR REE, BAR , F/H
Amazon SNS FREAHTEAEEZMN S E,

4. FEB#I1T GetJobOutput FETHEK@EH (HEER).

FEBE I GetJobOutputRequest FHEIMHTERKRBMHBEREN , MIT/E ID MRFER
. Amazon Glacier B Y& H AT £ GetJobOutputResponse ¥4 EH,

GetJobOutputRequest getJobOutputRequest = new GetJobOutputRequest()
{
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JobId = joblId,
VaultName = vaultName

i

GetJobOutputResponse getJobOutputResponse = client.GetJobOutput(getJobOutputRequest);
using (Stream webStream = getJobOutputResponse.Body)

{
using (Stream fileToSave = File.OpenWrite(fileName))
{
CopyStream(webStream, fileToSave);
}
}

FRBRXBHFETHREEEHENGE L, STLLREIFEERE BN —22 , REBEE
GetJobOutputRequest FHfTHEEE AR/ NI [ESE T HEEdwH.

GetJobOutputRequest getJobOutputRequest = new GetJobOutputRequest()

{
JobId = joblId,
VaultName = vaultName
Iy
getJobOutputRequest.SetRange(0, 1048575); // Download only the first 1 MB chunk of
the output.

A 7T EEZNGetIobOutput Ml | MMRFESRFEMRM , Amazon Glacier BEEEZTH 2 ER D
WREEN, NEFHEF , F2RETHERFERBRERT,

EEMBTHPREHER , AU TAFRPREEREEN  YHEEHREENBEZM Amazon
Glacier 1T,

HREENTREENHFHIVEY K ECHSEKERE  cafERRNEENRER

M (SHA256TreeHash), EAIAEAEE —SRIBER R T RN BB THSEERERME,

flan , MEMEBEEUEREREEFENHFEE , ARUERN AR TEELE , UESHE
GetJobOutput BREEREEN , AIMUHEEAFK L TENEEDBINREEN , ARHE
BiRME, B HE Amazon Glacier EEHBEEMETHR , SUEEENEREERER , U
SRR T S B 4B S E EEF i 7E Amazon Glacier R TEEE M E,

WMEEEFH , FSE &6 2 FH NIKRE API #E 17 BHAR NET ) AWS SDK- EEHRF T
i,
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g5 1 : £/ AVERE API HERHE 7 BAR .NET £y AWS SDK

BT C# BARHIIREENRFETHEF, EBTHE , ZBHIEEE— GetIJobOutput FFIYH
THRZEGL, NEFBEUEBREATHEHNES , F26 &6 2 . F/ KERE AP EEEHF EA
M .NET 9 AWS SDK- £ [E3 P T & .

BHIFHT FINER
« T Amazon Simple Notification Service (Amazon SNS) £ &

Amazon Glacier 8 E TR EKEELBEANE L EE,

- F&TE Amazon Simple Queue Service (Amazon SQS) 1751,

MEIFIAS R EEE TS, LAE Amazon SNS ERERESHBMTE,
- BREEUTEHREENHE,

EEBFERT |, #FHEIEE Amazon SNS T8 , LU{E Amazon Glacier E R IEBEEXAL,
- EHI#HZE Amazon SQS FHIHKFA L.

MREAL , ZHr JSON I MEFKREBIEFITHK. IRZ , FFEBF. HRBEEHIFEH
JSON.NET B2\ E (752 JSON.NET) 3|47 JSON,

- FEBMBER Amazon SNS FEMERE I K Amazon SQS 175 KEER,

using System;

using System.Collections.Generic;

using System.IO;

using System.Threading;

using Amazon.Glacier;

using Amazon.Glacier.Model;

using Amazon.Runtime;

using Amazon.SimpleNotificationService;
using Amazon.SimpleNotificationService.Model;
using Amazon.SQS;

using Amazon.SQS.Model;

using Newtonsoft.Json;

namespace glacier.amazon.com.docsamples

{
class ArchiveDownloadlLowlLevelUsingSNSSQS

{
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static string topicArn;
static string queueUrl;
static string queueArn;

static string vaultName = "*** Provide vault name ***";
static string archiveID = "*** Provide archive ID ***";
static string fileName = "*** Provide the file name and path to where to store

downloaded archive ***";

static AmazonSimpleNotificationServiceClient snsClient;
static AmazonSQSClient sgsClient;

const string SQS_POLICY =
Il{ll +

" \"Version\" : \"2012-10-17\",&TCX5-2025-waiver;" +

" \"Statement\" : [" +
n {Il +

" \"Sid\" : \"sns-rule\"," +

" \"Effect\" : \"Allow\"," +
{\"Service\"

: \"sgs:SendMessage\"," +

: \"{QueueArn}\"," +

" \"Principal\"
" \"Action\"
\"Resource\"
" \"Condition\"

" \"ArnLike\"
" \"aws:SourceArn\" : \"{TopicArnJ\"" +

n }Il +
" }Il +

n }Il +

" ]Il +

"3

public static void Main(string[] args)

{

AmazonGlacierClient client;
try
{

: \'"sns.amazonaws.com\" }," +

using (client = new AmazonGlacierClient(Amazon.RegionEndpoint.USWest2))

{

Console.WritelLine("Setup SNS topic and SQS queue.");

SetupTopicAndQueue();

Console.WriteLine("To continue, press Enter"); Console.ReadKey();

Console.WriteLine("Retrieving...");

RetrieveArchive(client);

}

Console.WritelLine("Operations successful. To continue, press Enter");

Console.ReadKey();
}
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catch (AmazonGlacierException e) { Console.WritelLine(e.Message); }

catch (AmazonServiceException e) { Console.WriteLine(e.Message); }

catch (Exception e) { Console.WritelLine(e.Message); }

finally

{
// Delete SNS topic and SQS queue.
snsClient.DeleteTopic(new DeleteTopicRequest() { TopicArn = topicArn });
sqsClient.DeleteQueue(new DeleteQueueRequest() { QueueUrl = queueUrl });

static void SetupTopicAndQueue()
{
snsClient = new
AmazonSimpleNotificationServiceClient(Amazon.RegionEndpoint.USWest2);
sgsClient = new AmazonSQSClient(Amazon.RegionEndpoint.USWest2);

long ticks = DateTime.Now.Ticks;

topicArn = snsClient.CreateTopic(new CreateTopicRequest { Name =
"GlacierDownload-" + ticks }).TopicArn;

Console.Write("topicArn: "); Console.WritelLine(topicArn);

CreateQueueRequest createQueueRequest = new CreateQueueRequest();

createQueueRequest.QueueName = "GlacierDownload-" + ticks;

CreateQueueResponse createQueueResponse =
sgsClient.CreateQueue(createQueueRequest);

queueUrl = createQueueResponse.Queuelrl;

Console.Write("QueueURL: "); Console.WritelLine(queueUrl);

GetQueueAttributesRequest getQueueAttributesRequest = new
GetQueueAttributesRequest();

getQueueAttributesRequest.AttributeNames = new List<string> { "QueueArn" };

getQueueAttributesRequest.QueueUrl = queueUrl;

GetQueueAttributesResponse response =
sqsClient.GetQueueAttributes(getQueueAttributesRequest);

queueArn = response.QueueARN;

Console.Write("QueueArn: "); Console.WritelLine(queueArn);

// Setup the Amazon SNS topic to publish to the SQS queue.
snsClient.Subscribe(new SubscribeRequest()

{

Protocol = "sqgs",

Endpoint = queueArn,

TopicArn = topicAzIn
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1)

// Add policy to the queue so SNS can send messages to the queue.
var policy = SQS_POLICY.Replace("{TopicArn}", topicArn).Replace("{QueueArn}",
queueArn);

sgsClient.SetQueueAttributes(new SetQueueAttributesRequest()
{
QueueUrl = queueUrl,
Attributes = new Dictionary<string, string>
{
{ QueueAttributeName.Policy, policy }

1)

static void RetrieveArchive(AmazonGlacierClient client)
{
// Initiate job.
InitiateJobRequest initJobRequest = new InitiateJobRequest()
{
VaultName = vaultName,
JobParameters = new JobParameters()
{
Type = "archive-retrieval",
Archiveld = archivelD,
Description = "This job is to download archive.",
SNSTopic = topicArn,
}
I
InitiateJobResponse initJobResponse = client.InitiateJob(initJobRequest);
string jobId = initJobResponse.JobId;

// Check queue for a message and if job completed successfully, download archive.
ProcessQueue(jobId, client);

private static void ProcessQueue(string jobId, AmazonGlacierClient client)
{
ReceiveMessageRequest receiveMessageRequest = new ReceiveMessageRequest()
{ QueueUrl = queueUrl, MaxNumberOfMessages = 1 };
bool jobDone = false;
while (!jobDone)
{
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Console.WritelLine("Poll SQS queue");
ReceiveMessageResponse receiveMessageResponse =
sqsClient.ReceiveMessage(receiveMessageRequest);
if (receiveMessageResponse.Messages.Count == Q)
{
Thread.Sleep(10000 * 60);
continue;
}
Console.WriteLine("Got message");
Message message = receiveMessageResponse.Messages[0];
Dictionary<string, string> outerlLayer =
JsonConvert.DeserializeObject<Dictionary<string, string>>(message.Body);
Dictionary<string, object> fields =
JsonConvert.DeserializeObject<Dictionary<string, object>>(outerLayer["Message"]);
string statusCode = fields["StatusCode"] as string;

if (string.Equals(statusCode, GlacierUtils.JOB_STATUS_SUCCEEDED,
StringComparison.InvariantCultureIgnoreCase))
{
Console.WritelLine("Downloading job output");
DownloadOutput(jobId, client); // Save job output to the specified file
location.
}
else if (string.Equals(statusCode, GlacierUtils.JOB_STATUS_FAILED,
StringComparison.InvariantCultureIgnoreCase))
Console.WritelLine("Job failed... cannot download the archive.");

jobDone = true;
sqsClient.DeleteMessage(new DeleteMessageRequest() { QueueUrl = queueUrl,
ReceiptHandle = message.ReceiptHandle });

}

private static void DownloadOutput(string jobId, AmazonGlacierClient client)

{
GetJobOutputRequest getJobOutputRequest = new GetJobOutputRequest()

{
JobId = joblId,
VaultName = vaultName

};

GetJobOutputResponse getJobOutputResponse =
client.GetJobOutput(getJobOutputRequest);
using (Stream webStream = getJobOutputResponse.Body)
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using (Stream fileToSave = File.OpenWrite(fileName))

public static void CopyStream(Stream input, Stream output)

{
{
}
}
}
{
byte[]

CopyStream(webStream, fileToSave);

buffer = new byte[65536];

int length;

while ((length = input.Read(buffer, @, buffer.Length)) > 0)

{

output.Write(buffer, @, length);

}

g5l 2 : £ AVERE API HEN 7 BAR .NET £ AWS SDK- #EEHR A T & H

T 5 C# EXBEHIFHE Amazon Glacier RN 7, ZEXNHEHFIEIBE GetIJobOutputRequest
Y hiEEMN TAEER TR ERPTEREE,

using System;
using System.
using System.
using System.
using Amazon.
using Amazon.
using Amazon.
using Amazon.
using Amazon.
using Amazon.
using Amazon.
using Amazon.

Collections.Generic;

I0;

Threading;

Glacier;

Glacier.Model;
Glacier.Transfer;

Runtime;
SimpleNotificationService;
SimpleNotificationService.Model;
SQs;

SQS.Model;

using Newtonsoft.Json;

using System.

Collections.Specialized;

namespace glacier.amazon.com.docsamples

{

class ArchiveDownloadlLowLevelUsingSQLSNSOutputUsingRange
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{
static string topicAzrn;
static string queueUrl;
static string queueArn;

static string vaultName = "*** Provide vault name ***";
static string archiveld = "*** Provide archive ID ***";
static string fileName = "*** Provide the file name and path to where to store

downloaded archive ***'";
static AmazonSimpleNotificationServiceClient snsClient;
static AmazonSQSClient sqgsClient;
const string SQS_POLICY =
Il{ll +
" \"Version\" : \"2012-10-17\",&TCX5-2025-waiver;" +
" \"Statement\" : [" +
" [+
" \"Sid\" : \"sns-rule\"," +
" \"Effect\" : \"Allow\"," +
" \"Principal\" : {\"AWS\" : \"arn:aws:iam::123456789012:root\" 3},"

" \"Action\" : \"sgs:SendMessage\"," +

" \"Resource\" : \"{QuernArn}\"," +

" \"Condition\" : {" +

" \"ArnLike\" : {" +

" \"aws:SourceArn\" : \"{TopicArnJ\"" +
n }Il +

n }Il +

n }Il +

n :lll +

"3

public static void Main(string[] args)

{

AmazonGlacierClient client;

try
{
using (client = new AmazonGlacierClient(Amazon.RegionEndpoint.USWest2))
{
Console.WritelLine("Setup SNS topic and SQS queue.");
SetupTopicAndQueue();
Console.WriteLine("To continue, press Enter"); Console.ReadKey();

Console.WriteLine("Download archive");
DownloadAnArchive(archiveld, client);
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}
Console.WritelLine("Operations successful. To continue, press Enter");
Console.ReadKey();
}
catch (AmazonGlacierException e) { Console.WritelLine(e.Message); }
catch (AmazonServiceException e) { Console.WriteLine(e.Message); }
catch (Exception e) { Console.WritelLine(e.Message); }
finally
{
// Delete SNS topic and SQS queue.
snsClient.DeleteTopic(new DeleteTopicRequest() { TopicAzrn
sqsClient.DeleteQueue(new DeleteQueueRequest() { QueueUrl

topicArn });
queueUrl });

static void SetupTopicAndQueue()

long ticks = DateTime.Now.Ticks;

// Setup SNS topic.

snsClient = new
AmazonSimpleNotificationServiceClient(Amazon.RegionEndpoint.USWest2);

sqsClient = new AmazonSQSClient(Amazon.RegionEndpoint.USWest2);

topicArn = snsClient.CreateTopic(new CreateTopicRequest { Name =
"GlacierDownload-" + ticks }).TopicArn;
Console.Write("topicArn: "); Console.WritelLine(topicArn);

CreateQueueRequest createQueueRequest = new CreateQueueRequest();

createQueueRequest.QueueName = "GlacierDownload-" + ticks;

CreateQueueResponse createQueueResponse =
sgsClient.CreateQueue(createQueueRequest);

queueUrl = createQueueResponse.Queuelrl;

Console.Write("QueueURL: "); Console.WritelLine(queueUrl);

GetQueueAttributesRequest getQueueAttributesRequest = new
GetQueueAttributesRequest();

getQueueAttributesRequest.AttributeNames = new List<string> { "QueueArn" };

getQueueAttributesRequest.QueueUrl = queueUrl;

GetQueueAttributesResponse response =
sqsClient.GetQueueAttributes(getQueueAttributesRequest);

queueArn = response.QueueARN;

Console.Write("QueueArn: "); Console.WritelLine(queueArn);
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// Setup the Amazon SNS topic to publish to the SQS queue.
snsClient.Subscribe(new SubscribeRequest()

{
Protocol = "sqgs",
Endpoint = queueArn,
TopicArn = topicAzIn
1}

// Add the policy to the queue so SNS can send messages to the queue.
var policy = SQS_POLICY.Replace("{TopicArn}", topicArn).Replace("{QuernArn}",
queueArn);

sgsClient.SetQueueAttributes(new SetQueueAttributesRequest()
{
QueueUrl = queueUrl,
Attributes = new Dictionary<string, string>
{
{ QueueAttributeName.Policy, policy }

1)

static void DownloadAnArchive(string archiveld, AmazonGlacierClient client)
{

// Initiate job.

InitiateJobRequest initJobRequest = new InitiateJobRequest()

{

VaultName = vaultName,
JobParameters = new JobParameters()
{
Type = "archive-retrieval",
Archiveld = archiveld,
Description = "This job is to download the archive.",
SNSTopic = topicArn,
}
};
InitiateJobResponse initJobResponse = client.InitiateJob(initJobRequest);
string jobId = initJobResponse.JobId;

// Check queue for a message and if job completed successfully, download archive.
ProcessQueue(jobId, client);
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private static void ProcessQueue(string jobId, AmazonGlacierClient client)
{
var receiveMessageRequest = new ReceiveMessageRequest() { QueueUrl = queueUrl,
MaxNumberOfMessages = 1 };
bool jobDone = false;
while (!jobDone)
{
Console.WritelLine("Poll SQS queue");
ReceiveMessageResponse receiveMessageResponse =
sgsClient.ReceiveMessage(receiveMessageRequest);
if (receiveMessageResponse.Messages.Count == 0)
{
Thread.Sleep(10000 * 60);
continue;
}
Console.WritelLine("Got message");
Message message = receiveMessageResponse.Messages[0];
Dictionary<string, string> outerlLayer =
JsonConvert.DeserializeObject<Dictionary<string, string>>(message.Body);
Dictionary<string, object> fields =
JsonConvert.DeserializeObject<Dictionary<string, object>>(outerLayer["Message"]);
string statusCode = fields["StatusCode"] as string;
if (string.Equals(statusCode, GlacierUtils.JOB_STATUS_SUCCEEDED,
StringComparison.InvariantCultureIgnoreCase))
{
long archiveSize = Convert.ToInt64(fields["ArchiveSizeInBytes"]);
Console.WriteLine("Downloading job output");
DownloadOutput(jobId, archiveSize, client); // This where we save job
output to the specified file location.
}
else if (string.Equals(statusCode, GlacierUtils.JOB_STATUS_FAILED,
StringComparison.InvariantCultureIgnoreCase))
Console.WritelLine("Job failed... cannot download the archive.");
jobDone = true;
sqsClient.DeleteMessage(new DeleteMessageRequest() { QueueUrl = queueUrl,
ReceiptHandle = message.ReceiptHandle });

}

private static void DownloadOutput(string jobId, long archiveSize,
AmazonGlacierClient client)

{
long partSize = 4 * (long)Math.Pow(2, 20); // 4 MB.
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using (Stream fileToSave = new FileStream(fileName, FileMode.Create,

FileAccess.Write))

{

long currentPosition = 0;
do

{

GetJobOutputRequest getJobOutputRequest = new GetJobOutputRequest()

{
JobId = joblId,
VaultName = vaultName

};

long endPosition = currentPosition + partSize - 1;
if (endPosition > archiveSize)
endPosition = archiveSize;

getJobOutputRequest.SetRange(currentPosition, endPosition);
GetJobOutputResponse getJobOutputResponse =

client.GetJobOutput(getJobOutputRequest);

using (Stream webStream = getJobOutputResponse.Body)

{
CopyStream(webStream, fileToSave);

}
currentPosition += partSize;
} while (currentPosition < archiveSize);

public static void CopyStream(Stream input, Stream output)

{

byte[] buffer = new byte[65536];
int length;
while ((length = input.Read(buffer, @, buffer.Length)) > 0)

{
output.Write(buffer, @, length);

}
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import
import
import
import
import
import
import

boto3

time

json

jmespath

re

concurrent. futures
0s
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output_file_path = "output_directory_path"
vault_name = "vault_name"

chunk_size = 1000000000 #1gb - size of chunks for parallel download.
notify_queue_name = 'GlacierJobCompleteNotifyQueue' # SQS queue for Glacier recall
notification

chunk_download_queue_name='GlacierChunkReadyNotifyQueue' # SQS queue for chunks
sns_topic_name = 'GlacierRecallJobCompleted' # the SNS topic to be notified when
Glacier archive is restored.

chunk_queue_visibility_timeout = 7200 # 2 hours - this may need to be adjusted.
region = 'us-east-1'

archive_id = "archive_id _to_restore"

retrieve_archive = True # set to false if you do not want to restore from Glacier -
useful for restarting or parallel processing of the chunk queue.

workers = 12 # the number of parallel worker threads for downloading chunks.

def setup_queues_and_topic():
sqs = boto3.client('sqgs')
sns = boto3.client('sns"')

# Create the SNS topic

topic_response = sns.create_topic(
Name=sns_topic_name

)

topic_arn = topic_response[ 'TopicArn']

print("Creating the SNS topic " + topic_arn)

# Create the notification queue
notify_queue_response = sqs.create_queue(
QueueName=notify_queue_name,
Attributes={
'VisibilityTimeout': '300', # 5 minutes
'ReceiveMessageWaitTimeSeconds': '20' # Enable long polling

)
notify_queue_url = notify_queue_response['Queuelrl’']
print("Creating the archive-retrieval notification queue " + notify_queue_url)

# Create the chunk download queue
chunk_queue_response = sqgs.create_queue(
QueueName=chunk_download_queue_name,
Attributes={
'VisibilityTimeout': str(chunk_queue_visibility_timeout), # 5 minutes
'ReceiveMessageWaitTimeSeconds': 'Q'
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}

)

chunk_queue_url = chunk_queue_response[ 'Queuelrl']

print("Creating the chunk ready notification queue " + chunk_queue_url)

# Get the ARN for the notification queue
notify_queue_attributes = sqs.get_queue_attributes(
QueueUrl=notify_queue_url,
AttributeNames=["'QueueArn']

)

notify_queue_arn = notify_queue_attributes['Attributes']['QueueArn']

# Set up the SNS topic policy on the notification queue
queue_policy = {
"Version": "2012-10-17",
"Statement": [{
"Sid": "allow-sns-messages",
"Effect": "Allow",
"Principal": {"AwS": "*"},
"Action": "SQS:SendMessage",
"Resource": notify_queue_arn,
"Condition": {
"ArnEquals": {
"aws:SourceArn": topic_arn

]

# Set the queue policy
sgs.set_queue_attributes(
QueueUrl=notify_queue_url,
Attributes={
'Policy': json.dumps(queue_policy)

# Subscribe the notification queue to the SNS topic
sns.subscribe(

TopicArn=topic_arn,

Protocol="sqgs',

Endpoint=notify_queue_azrn
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)

return {
'topic_arn': topic_arn,
'notify_queue_url': notify_queue_url,
'chunk_queue_url': chunk_queue_url

}

def split_and_send_chunks(archive_size, job_id, chunk_queue_url):
ranges = []
current = 0
chunk_number = 0

while current < archive_size:
chunk_number += 1
next_range = min(current + chunk_size - 1, archive_size - 1)
ranges.append((current, next_range, chunk_number))
current = next_range + 1

# Send messages to SQS queue
for start, end, chunk_number in ranges:
body = {"start": start, "end": end, "job_id": job_id, "chunk_number":
chunk_number}
body = json.dumps(body)
print("Sending SQS message for range:" + str(body))
response = sqgs.send_message(
QueueUrl=chunk_queue_url,
MessageBody=str(body)

def GetJobOutputChunks(job_id, byterange, chunk_number):
glacier = boto3.client('glacier')
response = glacier.get_job_output(
vaultName=vault_name,
jobId=job_id,
range=byterange,

with open(os.path.join(output_file_path,str(chunk_number)+".chunk"), 'wb') as
output_file:
output_file.write(response['body'].read())
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return response
def ReceiveArchiveReadyMessages(notify_queue_url, chunk_queue_url):

response = sqs.receive_message(
QueueUrl=notify_queue_url,
AttributeNames=['All'],
MaxNumberOfMessages=1,
WaitTimeSeconds=20,
MessageAttributeNames=['Message']
)
print("Polling archive retrieval job ready queue...")
# Checking that there is a Messages key before proceeding. No 'Messages' key likely
means the queue is empty

if 'Messages' in response:
print("Received a message from the archive retrieval job queue")
jsonresponse = response
# Loading the string into JSON and checking that ArchiveSizeInBytes key is
present before continuing.

jsonresponse=json.loads(jsonresponse[ 'Messages'][@]['Body'])
jsonresponse=json.loads(jsonresponse[ 'Message'])
if 'ArchiveSizeInBytes' in jsonresponse:

receipt_handle = response['Messages'][0]['ReceiptHandle']

if jsonresponse['ArchiveSizeInBytes']:

archive_size = jsonresponse['ArchiveSizeInBytes']

print(f'Received message: {responsel}')
if archive_size > chunk_size:
split_and_send_chunks(archive_size,
jsonresponse[ 'JobId'], chunk_queue_url)

sqs.delete_message(
QueueUrl=notify_queue_url,
ReceiptHandle=receipt_handle)

else:
print("No ArchiveSizeInBytes value found in message")

print(response)

else:
print('No messages available in the queue at this time.')

time.sleep(1l)
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def ReceiveArchiveChunkMessages(chunk_queue_url):
response = sgs.receive_message(
QueueUrl=chunk_queue_url,
AttributeNames=['All'],
MaxNumberOfMessages=1,
WaitTimeSeconds=0,
MessageAttributeNames=['Message']
)
print("Polling archive chunk queue...")
print(response)
# Checking that there is a Messages key before proceeding. No 'Messages' key likely
means the queue is empty
if 'Messages' in response:
jsonresponse = response
# Loading the string into JSON and checking that ArchiveSizeInBytes key is
present before continuing.
jsonresponse=json.loads(jsonresponse[ 'Messages'][@]['Body'])
if 'job_id' in jsonresponse: #checking that there is a job id before continuing
job_id = jsonresponse['job_id']
byterange = "bytes="+str(jsonresponse['start']) + '-' +
str(jsonresponse['end'])
chunk_number = jsonresponsel['chunk_number']
receipt_handle = response['Messages'][0]['ReceiptHandle']
if jsonresponse['job_id']:
print(f'Received message: {responsel}')
GetJobOutputChunks(job_id, byterange, chunk_number)
sgs.delete_message(
QueueUrl=chunk_queue_url,
ReceiptHandle=receipt_handle)
else:
print('No messages available in the chunk queue at this time.')

def initiate_archive_retrieval(archive_id, topic_azrn):
glacier = boto3.client('glacier')

job_parameters = {

"Type": "archive-retrieval",

"ArchiveId": archive_id,

"Description": "Archive retrieval job",

"SNSTopic": topic_arn,

"Tier": "Bulk" # You can change this to "Standard" or "Expedited" based on
your needs

}
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try:
response = glacier.initiate_job(
vaultName=vault_name,
jobParameters=job_parameters

print("Archive retrieval job initiated:")

print(f"Job ID: {response['jobId']}")

print(f"Job parameters: {job_parameters}")

print(f"Complete response: {json.dumps(response, indent=2)3}")

return response['jobId']

except Exception as e:
print(f"Error initiating archive retrieval job: {str(e)}")
raise

def run_async_tasks(chunk_queue_url, workers):
max_workers = workers # Set the desired maximum number of concurrent tasks
with concurrent.futures.ThreadPoolExecutor(max_workers=max_workers) as executor:
for _ in range(max_workers):
executor.submit(ReceiveArchiveChunkMessages, chunk_queue_url)

# One time setup of the necessary queues and topics.
queue_and_topic_atts = setup_queues_and_topic()

topic_arn = queue_and_topic_atts['topic_arn']
notify_queue_url = queue_and_topic_atts['notify_queue_url']
chunk_queue_url = queue_and_topic_atts['chunk_queue_url']

if retrieve_archive:
print("Retrieving the defined archive... The topic arn we will notify when
recalling the archive is: "+topic_azrn)
job_id = initiate_archive_retrieval(archive_id, topic_arn)
else:
print("Retrieve archive is false, polling queues and downloading only.")

while True:
ReceiveArchiveReadyMessages(notify_queue_url, chunk_queue_url)
run_async_tasks(chunk_queue_url,workers)
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* archive_id : EHEWMHE ID
2. AT BT

python download_large_archive.py

3. THAMAER 2R , B AEATIHTHREMESHAE—ER

cat /path/to/chunks/*.chunk > complete_archive.file

EEZE

ERALLE SR, BRI TR

« & S3 Glacier HENHFZUeEEEH /N FRETRK , ERBEURAZINEEUE,
SIBESERBPIAT , FEWBTY, B EEERBENISEERITIGKIEHRLE,
- BREELAERANUBEEZERERIENFIEESR,

- MBIESHETE , BALMER EFEESEBretrieve_archive=False , BUEETHER , M
EERMBFEEER,

s BRIBENBERBENRRERAE chunk_size Ma##ZE,
« Amazon S3 #§HY. Amazon SNS #1 Amazon SQS AEEX{FE%# AWS B,

A Python TEAE 17 API fR4s 2012-06-01 170



Amazon Glacier HBEABER

£ REST APl T&HH=F

£ REST API TH %7

THHEEWMESRERF.

1. RBAE archive-retrieval BEMWERK., MEFHMENR , B2EBEEHE (POST F7#).
2. IHERER, THEEER, MEFHMEN , B2l "BEEHEHE. (GET @),

58 & Amazon Glacier ¥ F& & F AWS CLI

& LAME A AWS Command Line Interface () 7 Amazon Glacier (Amazon Glacier) F F & FZAWS
CLl,
FE
(FERkHE ) BRE AWS CLI
- 16 : A TEHF AWS CLI

( SR ) F&E AWS CLI

1. THEHMEEE AWS CLI, MEMHEBEIET , 528 (AWS Command Line Interface fEA&EF)
HWTHERE :

4 AWS Command Line Interface

% E AWS Command Line Interface

2. EWSRTPEATIGSREESN AWS CLI BE, EEGTTERARRMEAER  AikE
ER AR BB EAER,

- EREAEDGT
aws help

- EEMBERERF LM Amazon Glacier RIZEBFE |, 55 H list-vaultsii®. #&
123456789012 MR BIEH AWS 1RF ID,

aws glacier list-vaults --account-id 123456789012
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- FEEE BEIMWBARER AWS CLI, 3EfFH aws configure list@i®,

aws configure list

4l - £ TEEFE AWS CLI

(@ Note

ATTHHE , SXAMEHEF ID, R 1-4 KENH7F D, MRECKANEEZTHNHEF
ID , FFEkEHER 5,

1. f£A initiate-job W THKREFENITHE, EFHRERSIHHEF D,

aws glacier initiate-job --vault-name awsexamplevault --account-id 111122223333 --
job-parameters="{\"Type\":\"inventory-retrieval\"}"

AN HER

"location": "/111122223333/vaults/awsexamplevault/jobs/*** jobid ***",
"jobId": "*** jobid ***"

2. f£M describe-job SR ELE ITFaSHIMEE,

aws glacier describe-job --vault-name awsexamplevault --account-id 111122223333 --
job-id *** jobid ***

AN HER

"InventoryRetrievalParameters": {
"Format": "JSON"

b

"VaultARN": "#**#* vault arn ***",

"Completed": false,
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"JobId": "*** jobid ***",

"Action": "InventoryRetrieval",
"CreationDate": "*** job creation date ***",
"StatusCode": "InProgress"

3. FHIR THEEHK.

ELBAZRERB L ERTFEETH, IRECERFELREBAER  RETRBEHREEE
Amazon Simple Notification Service (Amazon SNS) =8 , Amazon Glacier FEEH K% Fix
AEEEE,

BOUANXHEFRNISEEHREBNHERE, WFE ﬁﬂiﬁ?ﬂ F2 7 Amazon Glacier FERER
FEEH, Amazon Glacier EE 4SS EEHREEAEEIREN SNS £&,

4. ZERE , M get-job-output S HHEEER FTHEER output. json, ZERKIEH
 ID,

aws glacier get-job-output --vault-name awsexamplevault --account-id 111122223333
--job-id *** jobid *** output.json

EETTEELE-—EISTIRMUMESR

{
"VaultARN":"arn:aws:glacier:region:111122223333:vaults/awsexamplevault",

"InventoryDate":"*** job completion date ***",
"ArchivelList":[

{"ArchivelId":"*#** grchiveid ***",

"ArchiveDescription":*** archive description (if set) ***,
"CreationDate":"*** archive creation date ***",
"Size":"*** archive size (in bytes) ***",
"SHA256TreeHash":"*** archive hash *#*#*"

}
{"ArchiveId":

13}
5. £ initiate-job T , RRTFERBESEHFNREER. SEEESITESE8EEA
archive-retrieval , 1 TR,
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aws glacier initiate-job --vault-name awsexamplevault --account-id 111122223333
--job-parameters="{\"Type\":\"archive-retrieval\",\"ArchiveId\":\"*#** archiveId
***\II}II

6. %R archive-retrieval T 5%/, A describe-job i HWELE T HIAREE,

aws glacier describe-job --vault-name awsexamplevault --account-id 111122223333 --
job-id *** jobid ***

7. BLERITHEZHE , #£H get-job-output i T FHEF,

aws glacier get-job-output --vault-name awsexamplevault --account-id 111122223333
--job-id *** jobid *** output_file_name

1£ Amazon Glacier KR 1=F

I8 EE A Amazon Glacier (Amazon Glacier) EEB XA MIBREE, ZEMREE , E4AFEH
AWS Command Line Interface (CLI) SR BT , EiEFEH REST API =& EHARK Java B AWS
SDK #1 .NET BEEAEBXERHMBRE R, THEERBUOMER BARM Java B AWS SDK
M NET 2EHAEXE. REST API f1 AWS CLl,

TE

« {£/ £ Amazon Glacier R BRI F EAR Java B AWS SDK

- £/ 1 Amazon Glacier FErE 7 BAM .NET 9 AWS SDK

« {8 REST API fllE& Amazon Glacier Archive

« 5 £ Amazon Glacier FlBRE 7 AWS Command Line Interface

BRI L — R RREZEMR—EAHE. EEMREET , ELEREMBRFIRBDIEREHEF ID, BAILLE
BRIEHENREFETRREFEEFRINSGHE ID. NFTHREFEEFNFHENR , F2HEE
Amazon Glacier # N SR EEEE,

HEMBRHEFR | BURMREARDFRERER , ERCHERNHEF , EHFENEBEEX
o

BRIBUATER , EEMRHEFR , #TPHNETF ID ElTRS AT
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- WRHFFHEEBUEKE Amazon Glacier REIMBREHFE RIS EHFER UG T , AIRFHEEURE
ATREE KB

- WMRHFHEEBUEEKE Amazon Glacier EIMBREFERREN I ERE TRV T , BIBKEHLT
i,

MEHFHEIOFMEER , 26 £ Amazon Glacier F T #E 7,

WAZEIRE, BREHBRNEEASENRENS,
MgEEcER  MREIVNTHREEERF , cURRTEEFTESCMEBRNEE , A Amazon
Glacier BXR % — X RFEER.

(@ Note
0% & MR RIFEE 17 | 5528 Amazon S3 Glacier # i) &1 IR (R 12 EE 77

f£A £ Amazon Glacier F iR F BAK Java B AWS SDK

UTEEH EARK Java B9 AWS SDK K API IR0 S 58,

1. B3 AmazonGlacierClient ERIMNHITERE (A FIK).
BREEREERELEMBRNOERE AWS WESE, BEALLAFRTHMEREASERAZIZ AWS
=15

2. AT LLEIBE I DeleteArchiveRequest HBIMEITEBERIZMEBEREA,

HBEERMHEZ ID. REEZBNEMNIRE ID. RETEMIRSE ID, AISFERAESEHREE
ERZBAERBEBRAKRS ID, MEFHMER , BFLSEERRN Java B AWS SDK #E Amazon
Glacier £,

3. LB REFBRIH , MEHIT deleteArchive Fik,

T 5 Java BB BRERBIRSER,
AmazonGlacierClient client;

DeleteArchiveRequest request = new DeleteArchiveRequest()
.withVaultName("*** provide a vault name ***'")
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.withArchiveId("*** provide an archive ID ***");

client.deleteArchive(request);

® Note
MFEM REST API V& , 5526 MiBRi % (DELETE archive)o

6 - £ MIEREF BEHAR Java B9 AWS SDK

T35 Java BB FIEA BAR Java B AWS SDK KRR 7. NERTHEFNZLSRE |, F2
B £ Eclipse 1T Amazon Glacier #Y Java #fl, BEZWNMR , FARTFESBNERRZH7T
Witz ID EFHENS,

Example

import java.io.IOException;
import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.services.glacier.AmazonGlacierClient;
import com.amazonaws.services.glacier.model.DeleteArchiveRequest;
public class ArchiveDelete {
public static String vaultName = "*** provide vault name ****";
public static String archiveld = "*** provide archive ID***";
public static AmazonGlacierClient client;
public static void main(String[] args) throws IOException {

ProfileCredentialsProvider credentials = new ProfileCredentialsProvider();

client = new AmazonGlacierClient(credentials);
client.setEndpoint("https://glacier.us-east-1.amazonaws.com/");

try {

// Delete the archive.
client.deleteArchive(new DeleteArchiveRequest()
.withVaultName(vaultName)
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.withArchiveId(archiveld));
System.out.println("Deleted archive successfully.");
} catch (Exception e) {

System.err.println("Archive not deleted.");
System.err.println(e);

5/ £ Amazon Glacier F#IBREZF BHARK .NET #9 AWS SDK

BAR NET B Amazon FREEHRMEN S EAEE AP #HEM T RBRHEFN T E,

=B
- [ WS API MIBREZ BHAR NET B AWS SDK
- FERKKE API MIBRE1F BAM NET B AWS SDK

5 S API MIBREZF BARK .NET #9 AWS SDK
=P API B9 ArchiveTransferManager AR M A FARMERII /Y DeleteArchive HiE,
g1 : FEH SR AP MIBRE1F BARK .NET 89 AWS SDK

T3 C# BXIBEHIER NS APHERAR NET #9 AWS SDK RER#E1F, WERTLHELNZES
R, F2H ATERES, KRB, EAEMKRHFNET ID EHRERR,

Example

using System;

using Amazon.Glacier;

using Amazon.Glacier.Transfer;
using Amazon.Runtime;

namespace glacier.amazon.com.docsamples

{

class ArchiveDeleteHighLevel

{

static string vaultName = "examplevault";
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static string archiveld = "*** Provide archive ID ***";

public static void Main(string[] args)
{
try
{
var manager = new ArchiveTransferManager(Amazon.RegionEndpoint.USWest2);
manager.DeleteArchive(vaultName, archiveld);
Console.ReadKey();

}

catch (AmazonGlacierException e) { Console.WritelLine(e.Message); }
catch (AmazonServiceException e) { Console.WriteLine(e.Message); }
catch (Exception e) { Console.WritelLine(e.Message); }
Console.WriteLine("To continue, press Enter");

Console.ReadKey();

5 KPR API MIBRE7Z BAR .NET 89 AWS SDK
UTE#EA BAM NET B AWS SDKRIRFEZEEN S ER,

1. 3 AmazonGlacierClient ERIHNHITEE (B FE#%).
LEEREERELEMBRNERE AWS HEE., BERAILLAFHATHMERESLSERTRZ AWS
EiH,

2. A LLEIBE I DeleteArchiveRequest MBI ITEERIZMEREA,

BEERMHEF D, REESBNEWIRS ID, MRETRMIRS ID, SFERHEARIRHRES
BRZBAERBBNIRSE ID. MEFMENA , F2BEE Amazon Glacier £ AWS SDKs,
3. BRI REBRYH , MEHIT DeleteArchive F ik,

36 ;- EF RYIKPE API MIBREZE BAR .NET B AWS SDK
T 5 C# EHIERET RS, HEHIFER MK AP BB R NET #9 AWS SDK Rt 17,

® Note
MEEM REST API V& , 552 MiBRiF (DELETE archive)o
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MFSTHEHINZSRA  FSE YTENRES . EFE2UFAR , EAERBRcBENEEFIDE
HENR.

Example

using System;

using Amazon.Glacier;

using Amazon.Glacier.Model;
using Amazon.Runtime;

namespace glacier.amazon.com.docsamples

{
class ArchiveDeletelowlLevel
{
static string vaultName = "examplevault";
static string archiveld = "*** Provide archive ID ***";

public static void Main(string[] args)

{
AmazonGlacierClient client;
try
{
using (client = new AmazonGlacierClient(Amazon.RegionEndpoint.USWest2))
{
Console.WritelLine("Deleting the archive");
DeleteAnArchive(client);
}
Console.WritelLine("Operations successful. To continue, press Enter");
Console.ReadKey();
}
catch (AmazonGlacierException e) { Console.WritelLine(e.Message); }
catch (AmazonServiceException e) { Console.WritelLine(e.Message); }
catch (Exception e) { Console.WritelLine(e.Message); }
Console.WriteLine("To continue, press Enter");
Console.ReadKey();
}
static void DeleteAnArchive(AmazonGlacierClient client)
{
DeleteArchiveRequest request = new DeleteArchiveRequest()
{
VaultName = vaultName,
Archiveld = archiveld
};
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DeleteArchiveResponse response = client.DeleteArchive(request);
}
}
}

£ REST API fiB& Amazon Glacier Archive

& T LAGE A M BR B 17 API SR MIBR 77

- MFEMBREEF API FVEFR , 526 MIBREEF (DELETE archive)s
- WMEMFA REST APl BEEMER , 582 B Amazon Glacier By APl 2%&,

£ £ Amazon Glacier H i B % AWS Command Line Interface

BA LAEA AWS Command Line Interface () ik Amazon Glacier (Amazon Glacier) H Y FAWS
CLl,

&

o (FERIRH ) FRE AWS CLI

- il : A MBREF AWS CLI

( o3RI ) 8%E AWS CLI

1. THEHMERE AWS CLI, MNEMEEIETR , F52E (AWS Command Line Interface fEfA &) +
B TR5IEE :

4 AWS Command Line Interface

% E AWS Command Line Interface

2. EWTRERTPEATIGTREREEN AWS CLI RRE. S STERREHEAER Akt
ERERERENEAER,

- EREAEDGS.
aws help

- EENBERERE LM Amazon Glacier RTZEBE | 55FM list-vaults@mv. %
123456789012 B AEH AWS tRF ID,
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aws glacier list-vaults --account-id 123456789012

- FEEE BOMNERER AWS CLI, 55/ aws configure list@s,

aws configure list

#4 - F/A MEREE AWS CLI

1. A initiate-job i ENFEREUER.

aws glacier initiate-job --vault-name awsexamplevault --account-id 111122223333 --
job-parameters="{\"Type\":\"inventory-retrieval\"}"

@ HER

"location": "/111122223333/vaults/awsexamplevault/jobs/*** jobid ***",
"jobId": "*** jobid ***"

2. fEM describe-job A HRE LRI EHEUEH I ARRE,

aws glacier describe-job --vault-name awsexamplevault --account-id 111122223333 --
job-id *** jobid ***

N HER

"InventoryRetrievalParameters": {
"Format": "JSON"
b
"VaultARN": "#**#* vault arn ***",
"Completed": false,
"JobId": "*** jobid ***",
"Action": "InventoryRetrieval",
"CreationDate": "*** job creation date ***",
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"StatusCode": "InProgress"

3. FH&R IHhZM.

EOAZIERB L ERTFEEATH, IREERFELREBAERL N ETRBEHEEE
Amazon Simple Notification Service (Amazon SNS) & , Amazon Glacier 8EEH K& EFix
AEEEE,

B AN HETNISEEESHREENER, MEFHMEH , 552 BT Amazon Glacier FEEER
FEEH, Amazon Glacier EEBE R EEHREEXAEEREN SNS £E,

4. SERKEF , A get-job-output T SAEEEE THEE R output. json,

aws glacier get-job-output --vault-name awsexamplevault --account-id 111122223333
--job-id *** jobid *** output.json

BaTEEE—EZTE THMUAESR.

(@i

{
"VaultARN":"arn:aws:glacier:region:111122223333:vaults/awsexamplevault",

"InventoryDate":"*** job completion date ***",
"ArchivelList":[

{"Archiveld":"*** archiveid ***",

"ArchiveDescription":*** archive description (if set) ***,
"CreationDate":"*** archive creation date ***",
"Size":"#*** archive size (in bytes) ***",
"SHA256TreeHash":"**#* archive hash *#*#*"

}
{"ArchiveId":

1}
5. £ delete-archive AH T AMTMRSEFE  BEREFRAL.

aws glacier delete-archive --vault-name awsexamplevault --account-id 111122223333
--archive-id *** archiveid ***
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& Amazon Glacier /8 AWS SDKs

AWS AZ124SDKs , LABI3 Amazon Glacier WEARERX . AREHEXETHER Amazon
Glacier API , B{LIRERNERETER. Hl , HHAEEZE Amazon Glacier WEEFEXR , BXEIE
HELRBEWNGER, /A SDK BERER , FREAEXNBHPREMH AWS Z2EAER , BEXESET
BELENEE  WEEHSESEEEZE Amazon Glacier WEER®$, AWS SDKs 12t EZEM# REST
APl WREERNE , WIRMH T ARBREBRERNEE R EN Y.

x5

« AWS BAR Java f1 NET BY SDK B E

- F&H AWS SDK £/ Amazon Glacier

« BAR Java B AWS SDK #Ei Amazon Glacier £

- AR NETH# AWS SDK #f Amazon Glacier f£

AWS Command Line Interface (AWS CLI) 2 &2 Mk — T B AWS fR¥ , @$F Amazon Glacier, Il
ETH WEFA AWS CLI , 5528 AWS Command Line Interface, f1ZE Amazon Glacier CLI i35 HIE
B | 2R/ AWS CLI s R 2#&,

AWS ERAR Java fl NET B9 SDK 2R [&E

BARK Java #1 NET AWS SDKs B SEAERaERRERE,

LA LAEAABEA ST EAR NET 89 AWS SDK iy EAR Java B AWS SDK 1 |, R EIEH
Amazon Glacier B &1,

TR K API?

KETEEXNEXERZHE Amazon Glacier XERER REST API (Amazon Glacier By APl 2%&),
S8 Amazon Glacier REST &4 |, {KFE API ERMHUEBEMN S E, BRYMG  BERUEBREAN
B Y, BIEZEE Amazon Glacier BIfE, KEIEEHNBXERER Amazon Glacier BERTE
Bk,

MEMBREHERNENFMEN , F20 BN Java B AWS SDK #E Amazon Glacier £/ # &
FAR .NET 89 AWS SDK ¥ Amazon Glacier £/,
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TER S API?

ATE-SHILEAREANRE K BLEAEARLRFRAEBRSHBRE. fluw .

- LEHF - £RER AP LEHTF  RTERFHEFNERSBARTESRBI  LFERHEER
HRERM (SHA-256 fi5 %), R , S API EREHERERN,

- TEHEFIRTFEER - £AKE API TEHEEF , FELERBIFE , SHEIEIR , REIE
TeE@aHt, REEREHMBENIERERE Amazon Glacier B9 Amazon Simple Notification Service
(Amazon SNS) £ , MEEEHTRIFEANE, BEFTE—LHHAKFTREESCHBIEETEA
BERMEEE, S API BE—ELFZL I THEEMEELESBNEE, CREEEERETH
BRMEE ID MERKEE,

NERREARIXENFREN  F20R BAR Java B AWS SDK #Bi Amazon Glacier /4 M &
AR .NET #y AWS SDK ##&. Amazon Glacier £/ .

AT B {5 A =5 BES MEC RS AP

—RME RS API ZHTHTREMENGZE , AIREASHE APl , RRAEASRHAHSZ M.
B2 , MRS API TR TIEE , RITTUERERE APl LA | KM APl RFFEREREREIRE
ETRMRS  SIMEFREE. Sl , £ LEHFR S AP EFAERANRUETREE—BE
LEHEF  EREAIRLEAPI, APIEEERAENEFER , U LBXY. BR , ENEAER
REFEHELRFETHMES , FERBIBAT , BUUERKRE API,

B AWS SDK £ Amazon Glacier

AWS ERBFE 4 (SDKs) BARNFFZRAFINENRFTES. 5@ SDK #iZH API, EXNHEHI MR
BN, REABRASRAFTERMURINESEERARN,

SDK 3 REFEHI
BAR C++ B9 AWS SDK BAR C++ B AWS SDK 2\ 55l
AWS CLI AWS CLI =X 55l
EAM Go By AWS SDK ERAR Go By AWS SDK X iH#i 5l
BEAR Java B AWS SDK EAR Java B AWS SDK 2= i i 51
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SDK X# USSR B

& AR JavaScript B AWS SDK & AR JavaScript B AWS SDK 2= i £

B AR Kotlin ) AWS SDK B AR Kotlin ¥ AWS SDK 23 5 i {5l

& AR NET # AWS SDK AR NET 8§ AWS SDK 2K &5

& AR PHP 9 AWS SDK EAR PHP 89 AWS SDK 2 i &5

AWS Tools for PowerShell AWS Tools for PowerShell 2= 5 i /i

EA R Python (Boto3) B AWS SDK B AR Python (Boto3) B AWS SDK 2 i5 £
Bl

B M Ruby B AWS SDK B M Ruby B9 AWS SDK 2= i& &4l

BEAR Rust B AWS SDK B AR Rust B AWS SDK 2=\ % £ {1

B AR SAP ABAP #J AWS SDK B SAP ABAP ) AWS SDK 2= i £ 5l

#BAR Swift B AWS SDK AR Swift # AWS SDK B R i§&ifl

3% Amazon Glacier #HE %l , 5520 £H AWS SDKs Amazon Glacier 2= 5 &4,

® HAE#EH
BAEMENART ? BEATEARSVREHERQSEGRFEREHM.

B AR Java By AWS SDK & Amazon Glacier {4

EARM Java B9 AWS SDK EIE1E# Amazon Glacier (Amazon Glacier) B = P& 1K APIs , TR FR
R Amazon Glacier £ AWS SDKs, W% & WHEBENR BEAR Java B AWS SDK , F2H
BEAR Java B Amazon REEH,
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https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/rustv1
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® Note

BEARK Java B9 AWS SDK Rt Z £ #1174 A FiwREE Amazon Glacier, IRIBREER , &
NERAEIEZEY —ERFE , YEHTHE-EAEEFEAZAF K,

F&E

- ERERE AP

- RS AP

« f£/ Eclipse #1T Amazon Glacier # Java 4l

- RRERIRETR

£ KR API

{KPEAmazonGlacierClient#ERI{R AR ETE Amazon Glacier i REST ®EMFTE F % ()Amazon
Glacier ¥ API 2%, WIUMEAEL S iR , BUNERIHENE RS YT REEEYH , Hbh A%
A A& E Amazon Glacier Bl FE#S R 1E,

flEn | AmazonGlacierClient $HBIRMH createVault FEREBNRIZE. LkHZHEIRKEE
MARTFE REST 4% (B8R BEIREFE (PUT REE)). BEMFERALEZE , BXAEREIIZER Amazon
Glacier ElfEfYCreateVaultResul t & 1TERE , T % Java BB ERATR :

AmazonGlacierClient client = new AmazonGlacierClient(credentials);
client.setEndpoint("https://glacier.us-west-2.amazonaws.com/");

CreateVaultRequest request = new CreateVaultRequest()
.withAccountId("-")
.withVaultName(vaultName);

CreateVaultResult result = client.createVault(createVaultRequest);

HEIEE PR AR RS AR LR

(® Note
EEVNFERE  BRXBERIETE AccountID, FiB , £ B BHARK Java B AWS
SDK , #&KAccountId¥ ) 2#AMN , Rt AIEmPNMEREEGEHTSREL
{8, AccountId 2 AWS tRF ID, WWEXEEAREZBFHRNWEAEREBEN AWS RS
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ID #B%F, BATLAEE AWS IRF ID SEEMM -, EiEEB R T , Amazon Glacier & f £2
AREBEBFERZZAEREEHHN AWS 1RF ID, HIREEIEERE ID , FUEEDEGEEM
B, FH B EAR Java B AWS SDK , IRETREMHEIRS ID , BEXNESEIRFE ID RE

FEASKE API

ATE—SEICENERARERME , AR Java B AWS SDK 12 ArchiveTransferManager$
Bl , ATEHEHKRE AP PR EL S ZBEEESERNHR. EARFRERBEEANS X, fiW
upload M download J73%.

Bilgn , LU Java BB EREA upload SR ER EEHFESR,

String vaultName = "examplevault";
String archiveToUpload = "c:/folder/exampleArchive.zip";

ArchiveTransferManager atm = new ArchiveTransferManager(client, credentials);
String archiveIld = atm.upload(vaultName, "Tax 2012 documents", new
File(archiveToUpload)).getArchiveId();

AR, BTN EMREHSERIEEREIArchiveTransferManager Y14 RFIEEMN AWS [E
3, MRBRIBEEM AWS BiF , 245 BAM Java B9 AWS SDK FREHus-east-178FZ AWS [E
o

HIEEPRAA SR ER LR,

(@ Note

S M ArchiveTransferManager ¥R T LA#E A AmazonGlacierClient #{TEER
AwSCredentials #i{TERRERE,

&£ Eclipse #11T Amazon Glacier ¥ Java &4l

FEA Java BEX BN REESXNRLZERFE AWS Toolkit for Eclipse. MFELZEHEH I &K
M TEMFMEN , FBBE http://aws.amazon.com/eclipse, FIMEE 5|8 &2 1 805 A&
FrIRMEHY Java B ISEH),
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B Java BTz —REFHVEH

1 4 Amazon SDK for Java REVIRHEAE R BAK Java By AWS SDK EEFR , A&
B AWS EAEBRBIUTAREABERRERE. AWS

2 £ Eclipse REIMHFH AWS Java ER, ERZFEH BARK Java B AWS SDKFfE %
FRE.

3 BEARREMENNERERESR,

4 RUEAXEER K UEHMEND, fln, IRLEER  FREERBERERFIER
Z#,

5 HITEXR. RESEHA AWS EEBEEAREVYH., T WFMEHR AWS EEE
& , FEETE https : //http://aws.amazon.com/console/s

RIEFERR , BAR Java B AWS SDK 2 AixE https://glacier.us-
east-1.amazonaws.com. T LARBMEMER ERIREIRE , WILAR Java BB S BRFI R

UTRABH BN BN RIREAKE AP AR XE TS (REM) EE (us-west-2),

Example

client = new AmazonGlacierClient(credentials);
client.setEndpoint("glacier.us-west-2.amazonaws.com");

UTREABHEMBUMRRMERERSHE APl RHXEIRL (RHM) B,

glacierClient = new AmazonGlacierClient(credentials);
sgsClient = new AmazonSQSClient(credentials);
snsClient = new AmazonSNSClient(credentials);

glacierClient.setEndpoint("glacier.us-west-2.amazonaws.com");
sgqsClient.setEndpoint('"sqgs.us-west-2.amazonaws.com");
snsClient.setEndpoint('"sns.us-west-2.amazonaws.com");

ArchiveTransferManager atm = new ArchiveTransferManager(glacierClient, sqgsClient,
snsClient);
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MEXE AWS WEFMIRHEE , F2/ FE Amazon Glacier,

EBAK NET 89 AWS SDK & Amazon Glacier

EAMR NET 8 AWS SDK AP| Al S {#HAWSSDK.d11, METH WEEBEA BAR NETH
AWS SDK |, el F&EpIENIBRENE, WHATREE Amazon Glacier 8 AWS SDKs , [ & H
A .NET 9 AWS SDK £t 5 R APIs,

(® Note

KR APl 5K API 12 A FE Amazon Glacier W E{Ti LA F%, BREBEREEXK , &
WERAERIAEZEL—BAFE I EHTHE-BEEERZAF K,

ES |

- ER{KFE API

- RS API

« BITEABEH

« RERIRETR

£ KPS API

{ERAmazonGlacierClient#EBIiR MR 5T ZE Amazon Glacier (Amazon Glacier) E# REST &K
FrE A £ ()Amazon Glacier ) APl 2%, BRIMEMEL S LN  BX AR EHENGERYH , LigH
C Y , ik LAMER Amazon Glacier B LS R 1E,

f5lan , AmazonGlacierClient ¥BIR# CreateVault FEREIURFE, LLEEHES
KRB RFE REST /£ (FF2H BEIREE PUT REFE). BEEFRARSEE , B4AE
CreateVaultRequest® CreateVaultResponse$ERIMEITERE , AIRHBERERAMLIZW
Amazon Glacier EIfE |, 205 C# BB BRFTR :

AmazonGlacierClient client;
client = new AmazonGlacierClient(Amazon.RegionEndpoint.USEastl);

CreateVaultRequest request = new CreateVaultRequest()
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{

};

AccountId
VaultName

’

"*** Provide vault name ***"

CreateVaultResponse response = client.CreateVault(request);

HiIEE TR AT ARSI MERA RN,

(® Note

EEUFERE  oEBABERIEE AccountId, FiB , /8 B BAR NET B AWS

SDK , #RAccountId¥ i 2:ZAN , Rt ARIEmPNMEREESEGH T EREL

B, AccountId 2 AWS IRF ID, WWEXEEAREBHERNEANEREEEN AWS 1RE
ID HBRF, BAILUEE AWS IRF ID SR -, EIEREE R T , Amazon Glacier & F £
RARBEBFR B AERHEEBN AWS IRF ID, NIREEIEERFE ID, BVEEREEEWM
BT, A K EAR NET B AWS SDK , IREFRMIRS ID , BXERHIRS ID 3%E
A

FHSRE API

ATE-SEENERARENRR , BAMN NET # AWS SDK £ ArchiveTransferManager$§
Bl , ATSHEHMERE AP PR EL S ZEBRESERNHR. EAREFREREEANSG X , flW
Upload # Download,

Blan , AT C# BB HEREM Upload B A ER LEH T,

string vaultName = "examplevault";

string archiveToUpload = "c:\folder\exampleArchive.zip";

var manager = new ArchiveTransferManager(Amazon.RegionEndpoint.USEastl);
string archiveId = manager.Upload(vaultName, "archive description",
archiveToUpload).Archiveld;

AR, BHTHNEMREHSERIEEREIArchiveTransferManager Y14 RFIEER AWS [E
B, ElEEPNAMESREGMERALER,
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® Note

&SP ArchiveTransferManager BEIAFEEIKE AmazonGlacierClient AFim , &1
LARARE @B A F iRk ArchiveTransferManager B3 Fif.

AT H

FiEA NET EXNBHINKHEL AR LE BAN NET #9 AWS SDK, MFEFMENR , FalEE
AR NET 8 Amazon R EH,

THRFEARNSER , BERULUAE A SR ATRUNEXIHE,
By NET BEXNBE 6z —MEF (£ Visual Studio)

1 BUBA AWS ERHBEAERERER , 21 Amazon SDK for NET EREHRE AWS &
ABRHFTIR,

2 £/ AWS ZHEREARE Y FH Visual Studio B,

3 HERE Program.cs FHEXNBTRRAZFENEERPHERE.

4 HITREAR. RERER AWS EETRARBYYHN. MEFEEF AWS EEEE

A& , a1 https : //http://aws.amazon.com/console/s

BIRTERR , AR NET Y AWS SDK SinRREAXEAL (RHM ) EE (https://
glacier.us-west-2.amazonaws.com., A LiGimBEERE /M AWS B , T 5| C# BXE
BT Ro

UTRABH BN BN RIRESKE AP AR XE TS (REM) EE (us-west-2),

Example

AmazonGlacierClient client = new AmazonGlacierClient(Amazon.RegionEndpoint.USWest2);

LTRAB/HFEN BN RRHRESSHE AP PHXEFEL (REFA) =5,
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var manager = new ArchiveTransferManager(Amazon.RegionEndpoint.USWest2);

MEERIXE AWS WEESIMIRIFE , 2 H FH Amazon Glacier,
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£ AWS SDKs Amazon Glacier & =\ i& i 45l

THREXIEEHRE MM A Amazon Glacier 4 E AWS E BRI EH (SDK).

Actions RAEBEXANEXNBRER , LEEATRHT. HADFESEHFENAFUER KRB , B
AL EEMBERRTETATTNEF.

SR 15 2 16) 48 R /R A0 AR WP ALY AR 5 R Y S B B B ER Eo Atk AWS BRISHE S R TR S EE B TTEHI,

WEE AWS SDK FIZE A EEmMNENIBEHFINZRIEE | 5528 B AWS SDK #EH Amazon
Glacier, WX Bt I EEHEAFNERAMEN SDK HFFHHAER

XS
« 5/ AWS SDKs Amazon Glacier & 7 & i

« &% , Amazon Glacier
+ Amazon Glacier AWS SDKsHJ B 1E
+ AddTagsToVault ##&it AWS SDK =% CLI £/
+ CreateVault ## AWS SDK = CLI £/
« DeleteArchive £ AWS SDK = CLI £
+ DeleteVault ## AWS SDK = CLI £/
« DeleteVaultNotifications ## AWS SDK = CLI £/
+ DescribeJob ¥## AWS SDK 5, CLI f£H
« DescribeVault ¥ AWS SDK = CLI £
+ GetJobOutput #&fic AWS SDK =% CLI £/
+ GetVaultNotifications ¥ AWS SDK = CLI £/
« InitiateJob #& & AWS SDK =% CLI £
« ListJobs #&# AWS SDK =k CLI £
« ListTagsForVault ¥## AWS SDK 5, CLI f£H
- ListVaults ## AWS SDK = CLI £/
+ SetVaultNotifications ¥ AWS SDK = CLI £/
+ UploadArchive ¥t AWS SDK & CLI f£H
+ UploadMultipartPart & & AWS SDK =k CLI f£H
- £/ AWS SDKs Amazon Glacier &4l
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+ BERFEZE Amazon Glacier, BUSEHN , AR FEH AWS SDK BN EF
o {£H AWS SDK Htf8 Amazon Glacier £ 17 R A It il B 15

£ AWS SDKs Amazon Glacier E 72 &5 {5l

T %172 =X 75 &5 45 7= &5 an{a $8 B AWS SDKs £ Amazon Glacier B E &2,
&5l

« &% , Amazon Glacier

+ Amazon Glacier AWS SDKsHJ Eh#E
+ AddTagsToVault # &t AWS SDK =% CLI £/
+ CreateVault ¥5E AWS SDK = CLI £
+ DeleteArchive ¥& AWS SDK & CLI A
+ DeleteVault ¥ AWS SDK = CLI £/
« DeleteVaultNotifications # & AWS SDK = CLI £
+ DescribeJob #¥&# AWS SDK = CLI £/
« DescribeVault #& AWS SDK & CLI £ A
+ GetJobOutput #&fic AWS SDK =% CLI £/
+ GetVaultNotifications # & AWS SDK = CLI £/
» InitiateJob ¥& B AWS SDK = CLI £
+ ListJobs ¥&B AWS SDK = CLI &
« ListTagsForVault ##&ii AWS SDK =% CLI £/
+ ListVaults ¥ B AWS SDK = CLI £
« SetVaultNotifications # & AWS SDK = CLI £/
« UploadArchive &8 AWS SDK = CLI £
« UploadMultipartPart 8 AWS SDK = CLI £/

&% , Amazon Glacier

T 52X S| REE (I BH A A Amazon Glaciers

B
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NET

EAR .NET 8 SDK

® Note
GitHub LRt EZ%i6l, SKTEEH , X THRINME AWS BXHEFIFEFEPRE
MEITo

using Amazon.Glacier;
using Amazon.Glacier.Model;

namespace GlacierActions;

public static class HelloGlacier

{

static async Task Main()

{

var glacierService = new AmazonGlacierClient();

Console.WritelLine("Hello Amazon Glacier!");
Console.Writeline("Let's list your Glacier vaults:");

// You can use await and any of the async methods to get a response.

// Let's get the vaults using a paginator.

var glacierVaultPaginator = glacierService.Paginators.ListVaults(
new ListVaultsRequest { AccountId = "-" });

await foreach (var vault in glacierVaultPaginator.VaultlList)

{
Console.WritelLine($"{vault.CreationDate}:{vault.VaultName}, ARN:

{vault.VaultARN}");
}

. WIZE AP| SHHEF , 528 (EAR NET 8 AWS SDK APl 2£) iy ListVaults.
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WNEE AWS SDK A A EHEEMNEAGEFINTREE | 20 i AWS SDK £ Amazon
Glacier, WX EBHEESEBEAMNEAMNENR SDK WFFMAEA.

Amazon Glacier AWS SDKsHY Eh4E

THENBEHFIREMMER AWS SDKs #1785l Amazon Glacier B11F, S{EZ #1593 E GitHub
B, SRR PR IRENATENBAIAERERA,

LR E I Amazon Glacier APl , RUBEARABFHTZAERXNEABTHE. SN E £4
AWS SDKs Amazon Glacier £4] HFEERAB TN B,

THEfETSREEANEE. METEEE , 526 Amazon Glacier APl 2Z,

g4

+ AddTagsToVault ##fitc AWS SDK =% CLI £/

« CreateVault #% AWS SDK = CLI &£H

+ DeleteArchive ##t AWS SDK = CLI £/

+ DeleteVault ## AWS SDK = CLI £/

« DeleteVaultNotifications ¥ AWS SDK = CLI £
« DescribeJob & AWS SDK 5 CLI £

+ DescribeVault ## AWS SDK = CLI £/

+ GetJobOutput #&fic AWS SDK =% CLI £/

+ GetVaultNotifications # & AWS SDK = CLI £/
« InitiateJob ¥& & AWS SDK 5 CLI £/

* ListJobs #&# AWS SDK = CLI £

« ListTagsForVault ##fit AWS SDK =% CLI £/

« ListVaults ¥ & AWS SDK 5k CLI £/

+ SetVaultNotifications ¥ & AWS SDK = CLI £/
« UploadArchive ¥#t AWS SDK 5 CLI f£F

« UploadMultipartPart ## AWS SDK 5 CLI & F

AddTagsToVault ## AWS SDK 5 CLI £

THRABEEF RENAEA AddTagsToVault,
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NET

EAR .NET 8 SDK

® Note
GitHub LRt EZ%i6l, SKTEEH , X THRINME AWS BXHEFIFEFEPRE
MEITo

/// <summary>

/// Add tags to the items in an Amazon S3 Glacier vault.

/// </summary>

/// <param name="vaultName">The name of the vault to add tags to.</param>

/// <param name="key">The name of the object to tag.</param>

/// <param name="value">The tag value to add.</param>

/// <returns>A Boolean value indicating the success of the action.</returns>

public async Task<bool> AddTagsToVaultAsync(string vaultName, string key,
string value)

{
var request = new AddTagsToVaultRequest
{
Tags = new Dictionary<string, string>
{
{ key, value },
1,
AccountId = "-",
VaultName = vaultName,
};
var response = await _glacierService.AddTagsToVaultAsync(request);
return response.HttpStatusCode == HttpStatusCode.NoContent;
}

- 1% API FEHERA , 528 GEARM NET 89 AWS SDK API %) 1y AddTagsToVault,
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CLI
AWS CLI

DT eEdmEZEMmARA my-vault FISXXHE

aws glacier add-tags-to-vault --account-id - --vault-name my-vault --
tags id=1234,date=july2015

Amazon Glacier EHTIRERFEIRF ID 5|8 , EEAUFERAEFHRRIEEERAPHIRS,
« W13 API BB |, 5528 (AWS CLI s S2#E) F# AddTagsToVault,

W AWS SDK HE ABEENEXBEGINTREE | 28 Ei AWS SDK A Amazon
Glacier, kBT EEBAPMNERMEMR SDK WEFHER

CreateVault #& & AWS SDK = CLI £
THRXEEF REMAFEH CreateVault,

BEFEIRAEEANENGHE  LEERARTDHT, EUUETIENGEFNABZIFEELE
1E -

- HEER, NEENWRETHE

NET

EAR .NET 8 SDK

(@ Note
GitHub EIRHEZ &6, SHTREH , I THMME AWS EX R HIHFEPRE
M#AT,

/// <summary>
/// Create an Amazon S3 Glacier vault.

/// </summary>
/// <param name="vaultName">The name of the vault to create.</param>
/// <returns>A Boolean value indicating the success of the action.</returns>
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public async Task<bool> CreateVaultAsync(string vaultName)

{
var request = new CreateVaultRequest
{
// Setting the AccountId to "-" means that
// the account associated with the current
// account will be used.
AccountId = "-",
VaultName = vaultName,
i
var response = await _glacierService.CreateVaultAsync(request);
Console.WriteLine($"Created {vaultName} at: {response.Location}");
return response.HttpStatusCode == HttpStatusCode.Created;
}

- WNFE API FAEA ,

3

28 GERR .NET 89 AWS SDK API 2#) ff CreateVault,

CLI
AWS CLI
UTHHEIL—ERA my-vault BISXHE :
aws glacier create-vault --vault-name my-vault --account-id -
Amazon Glacier EHTRFRFEEIRS ID 5|8 , BEATUEREFRIIEEERAPRIIRS
- WEFE API FMEF , F2E (AWS CLI i 58%E) M CreateVault,
Java

SDK for Java 2.x

(® Note
GitHub FIRMHEZ &6, SHTREH , I THMME AWS EXHEHI#FEPRE
M#AT,
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import
import
import
import
import

/**

software.amazon.awssdk.regions.Region;

software.amazon.awssdk.services.glacier.GlacierClient;

software.amazon.awssdk.services.glacier.model.CreateVaultRequest;
software.amazon.awssdk.services.glacier.model.CreateVaultResponse;
software.amazon.awssdk.services.glacier.model.GlacierException;

* Before running this Java V2 code example, set up your development
* environment, including your credentials.

*

* For more information, see the following documentation topic:

*

* https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/get-
started.html

*/
public

class CreateVault {

public static void main(String[] args) {

final String usage = """

Usage: <vaultName>

Where:

vaultName - The name of the vault to create.

mwon .,
4

if (args.length != 1) {
System.out.println(usage);
System.exit(1l);

String vaultName = args[Q];

GlacierClient glacier = GlacierClient.builder()
.region(Region.US_EAST_1)
.build();

createGlacierVault(glacier, vaultName);
glacier.close();

public static void createGlacierVault(GlacierClient glacier, String
vaultName) {

try {

e
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CreateVaultRequest vaultRequest = CreateVaultRequest.builder()
.vaultName(vaultName)
.build();

CreateVaultResponse createVaultResult =
glacier.createVault(vaultRequest);

System.out.println("The URI of the new vault is " +
createVaultResult.location());

} catch (GlacierException e) {

System.err.println(e.awsErrorDetails().errorMessage());
System.exit(1l);

« MWEFE API NEHAET , 5528 (AWS SDK for Java 2.x APl 2&) thf§ CreateVault,

JavaScript

AR JavaScript (v3) B9 SDK

(@ Note
GitHub EIRHEZ &6, SHTEEH , I T HMME AWS EX R HFEPRE
MEAT,
B MR,

const { GlacierClient } = require("@aws-sdk/client-glacier");
// Set the AWS Region.

const REGION = "REGION";

//Set the Redshift Service Object

const glacierClient = new GlacierClient({ region: REGION });
export { glacierClient };

BMREFE,
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// Load the SDK for JavaScript
import { CreateVaultCommand } from "eaws-sdk/client-glacier";
import { glacierClient } from "./libs/glacierClient.js";

// Set the parameters
const vaultname = "VAULT_NAME"; // VAULT_NAME
const params = { vaultName: vaultname };

const run = async () => {
try {
const data = await glacierClient.send(new CreateVaultCommand(params));
console.log("Success, vault created!");
return data; // For unit tests.
} catch (err) {
console.log("Error");
}
i

run();

- MEHMER , F28 GERR JavaScript B AWS SDK FIE A EER) o
- W API BVEFMAERR |, 3520 GERAM JavaScript B9 AWS SDK API &) ®iy

CreateVault,

BA R JavaScript (v2) 9 SDK

(@ Note

GitHub L RRHEZEHH, SHTEEH) , I 7 HENAE AWS EXHEFFFEPRE
M&To

// Load the SDK for JavaScript

var AWS = require("aws-sdk");

// Set the region

AWS.config.update({ region: "REGION" });

// Create a new service object

var glacier = new AWS.Glacier({ apiVersion: "2012-06-01" });

// Call Glacier to create the vault

glacier.createVault({ vaultName: "YOUR_VAULT_NAME" }, function (err) {
if (lerr) {

e
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console.log("Created vault!");

}
1)

- MFEFMER , F2E (EHAR JavaScript B AWS SDK FHEAEEE) -

- WNZE API BIEFMAEF |, 55268 GEAM JavaScript B9 AWS SDK APl &) ®Hy
CreateVault,

illll

PowerShell

Tools for PowerShell V4

g6 1 RERAERFEYMNRTE. ARREEAERALE -Accountld 28 , Cmdlet &
REERE "-" RKXREBIRS.

New-GLCVault -VaultName myvault

B

/01234567812 /vaults/myvault

- W% AP| S¥MEF , 5528 (AWS Tools for PowerShell Cmdlet 2% (V4)) FH
CreateVault,

Tools for PowerShell V5

g6l 1 RERAERFEYMNRTE. ARREEAERMLE -Accountld 28 , Cmdlet £
A "-" RKXREBIRS.

New-GLCVault -VaultName myvault

B

/01234567812 /vaults/myvault

- INE API B , 5528 (AWS Tools for PowerShell Cmdlet 22 (V5)) H /Y
CreateVault,
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Python

EAR Python B9 SDK (Boto3)

® Note
GitHub LRt EZ%i6l, SKTEEH , X THRINME AWS BXHEFIFEFEPRE
MEITo

class GlacierWrapper:
"""Encapsulates Amazon S3 Glacier API operations.

def __init__ (self, glacier_resource):

:param glacier_resource: A Boto3 Amazon S3 Glacier resource.

self.glacier_resource = glacier_resource

def create_vault(self, vault_name):

Creates a vault.

:param vault_name: The name to give the vault.
:return: The newly created vault.
try:
vault = self.glacier_resource.create_vault(vaultName=vault_name)
logger.info("Created vault %s.", vault_name)
except ClientError:
logger.exception("Couldn't create vault %s.", vault_name)
raise
else:
return vault

- W API FHHIE , 528 GEAR Python (Boto3) FHAWS BREH API 2Z) Y
CreateVault,
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W% AWS SDK FE A EERmMENBEH N TEEE |, 5520 i AWS SDK #H Amazon
Glacier, WX EBHEESEBEAMNEAMNENR SDK WFFMAEA.

DeleteArchive #& &L AWS SDK = CLI £
THREAGEF REWMFEMA DeleteArchive,

BEEIRAEEANENGHE  LEERARTDHT, EUUETIEXNGEFINABZIFEELE
1E -

- REHERAB MR

CLI
AWS CLI
fe st E BRI 17

T %) delete-archive EHIEH/ example_vault ABKRIEENEHZF,

aws glacier delete-archive \

--account-id 111122223333 \

--vault-name example_vault \

--archive-id ScOu9ZP8yaWkmh-XGLIvAVprtLhalLCGnNwN15I5x9HqPIkX5mjc0ODxrId3Ln-
Gi_k2HzmlIDZUz117KSdVMdMXLuFWi9PJUitxW073edQ43eTLMWkHOpd9zVSAuV_XXZBVhKhyGhJl7w

WS TEELE T,
o MNZE AP| SH4REER , 528 (AWS CLI ip52#E) Bl DeleteArchives

Java

SDK for Java 2.x

(® Note
GitHub FIRHEZ &6, SHTREH , I THMME AWS EXREHIHFEPRE
M#AT,

import software.amazon.awssdk.regions.Region;
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import software.amazon.awssdk.services.glacier.GlacierClient;
import software.amazon.awssdk.services.glacier.model.DeleteArchiveRequest;
import software.amazon.awssdk.services.glacier.model.GlacierException;

/**
* Before running this Java V2 code example, set up your development
* environment, including your credentials.

*

* For more information, see the following documentation topic:

*

* https://docs.aws.amazon.com/sdk-for-java/latest/developer-gqguide/get-
started.html

*/
public class DeleteArchive {

public static void main(String[] args) {
final String usage = """

Usage: <vaultName> <accountId> <archiveId>
Where:
vaultName - The name of the vault that contains the archive to
delete.
accountId - The account ID value.
archiveld - The archive ID value.
if (args.length != 3) {
System.out.println(usage);
System.exit(1);
}
String vaultName = args[Q];
String accountId = args[1];
String archiveld = args[2];
GlacierClient glacier = GlacierClient.builder()
.region(Region.US_EAST_1)
.build();
deleteGlacierArchive(glacier, vaultName, accountId, archiveld);
glacier.close();
}

public static void deleteGlacierArchive(GlacierClient glacier, String
vaultName, String accountId,
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String archiveld) {
try {
DeleteArchiveRequest delArcRequest = DeleteArchiveRequest.builder()
.vaultName(vaultName)
.accountId(accountId)
.archiveId(archiveld)
.build();

glacier.deleteArchive(delArcRequest);
System.out.println("The archive was deleted.");

} catch (GlacierException e) {

System.err.println(e.awsErrorDetails().errorMessage());
System.exit(1l);

o tNEE AP| SHHIEEA |, 5528 (AWS SDK for Java 2.x APl &) ffy DeleteArchive,

Python

EAR Python #9 SDK (Boto3)

(® Note
GitHub FIRMMEZ &6, SRR , I T HNAE AWS EXFE I FH#IFEPRE
METT,

class GlacierWrapper:
"""Encapsulates Amazon S3 Glacier API operations."""

def __init_ (self, glacier_resource):

:param glacier_resource: A Boto3 Amazon S3 Glacier resource.

self.glacier_resource = glacier_resource

@staticmethod
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def delete_archive(archive):

Deletes an archive from a vault.

:param archive: The archive to delete.
try:
archive.delete()
logger.info(
"Deleted archive %s from vault %s.", archive.id,
archive.vault_name
)
except ClientError:
logger.exception("Couldn't delete archive %s.", archive.id)
raise

- W% API B , 5528 (ERAR Python (Boto3) B AWS BREEH API 2E) Y

DeleteArchive,

INEE AWS SDK B A BHEENEANGEFINTEFE | 528 i AWS SDK £ Amazon
Glacier, WX Bt I ESEHEAFNWERAMEN SDK HFFHAER

DeleteVault & AWS SDK 5 CLI £
THREX GG e M{AFE A DeleteVault,

EEEFIRAEEANENGHE , XBERRTHT. B ETIEXNBEGFNATHER LS
1E -

NEHEFABIEMBERETF

CLI

AWS CLI

DT — @& A my-vault BXHE :

aws glacier delete-vault --vault-name my-vault --account-id -
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WA EELEEMEH, Amazon Glacier EHTIREREERS ID 518 , BERUEHEF
R EFEADHIIRE,

- W AP EHHEF , 528 (AWS CLI s 58#E) Ff DeleteVault,

Java

SDK for Java 2.x

® Note
GitHub ERUEZ &S, SREREH , ¥ THEIMAE AWS EXIRHHI R FERRE
MET,

import software.amazon.awssdk.regions.Region;

import software.amazon.awssdk.services.glacier.GlacierClient;

import software.amazon.awssdk.services.glacier.model.DeleteVaultRequest;
import software.amazon.awssdk.services.glacier.model.GlacierException;

/**
* Before running this Java V2 code example, set up your development
* environment, including your credentials.

* For more information, see the following documentation topic:

* https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/get-
started.html
*/
public class DeleteVault {
public static void main(String[] args) {

final String usage = """
Usage: <vaultName>

Where:
vaultName - The name of the vault to delete.\s

man,
’

if (args.length != 1) {
System.out.println(usage);
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System.exit(1);

String vaultName = args[0];

GlacierClient glacier = GlacierClient.builder()
.region(Region.US_EAST_1)
.build();

deleteGlacierVault(glacier, vaultName);
glacier.close();

public static void deleteGlacierVault(GlacierClient glacier, String
vaultName) {
try {
DeleteVaultRequest delVaultRequest = DeleteVaultRequest.builder()
.vaultName(vaultName)
.build();

glacier.deleteVault(delVaultRequest);
System.out.println("The vault was deleted!");

} catch (GlacierException e) {

System.err.println(e.awsErrorDetails().errorMessage());
System.exit(1);

« WE API WEHAET , 5828 (AWS SDK for Java 2.x APl 22) d# DeleteVault,

Python

EAR Python B SDK (Boto3)

(® Note

GitHub L RMEZEHH, SHTEEH , I 7 FENAE AWS EXFEFHFEPRE
M#1To
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class GlacierWrapper:
"""Encapsulates Amazon S3 Glacier API operations.

def __init__ (self, glacier_resource):

:param glacier_resource: A Boto3 Amazon S3 Glacier resource.

self.glacier_resource = glacier_resource

@staticmethod
def delete_vault(vault):

Deletes a vault.

:param vault: The vault to delete.

try:
vault.delete()
logger.info("Deleted vault %s.", vault.name)
except ClientError:
logger.exception("Couldn't delete vault %s.", vault.name)
raise

- W API FHHIE , 528 GEAR Python (Boto3) FHAWS BREH API 2Z) Y
DeleteVault,

W% AWS SDK B A ERREMENBEMIN TEEE | 5520 i AWS SDK #H Amazon
Glacier, WX Bt I ESEHEAFNWERAMEN SDK HFFHAER

DeleteVaultNotifications #&# AWS SDK = CLI {4

THRXIBEFIREG MM EH DeleteVaultNotifications,
CLlI

AWS CLI

& EBBRMFER SNS BA
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T %] delete-vault-notifications EHIZEHEEMN 4 EBER Amazon Simple
Notification Service (Amazon SNS) &% 2 & %l

aws glacier delete-vault-notifications \
--account-id 111122223333 \
--vault-name example_vault

Lt reEL@EH,
- WNE AP| FEHE , 552 (AWS CLI s 52#) FH DeleteVaultNotificationse

Python

EAR Python B SDK (Boto3)

® Note
GitHub ERHUEZ &SI, SREREH , ¥ THIMAE AWS BXIRHH| R FERRE
MET,

class GlacierWrapper:
"""Encapsulates Amazon S3 Glacier API operations.

def __init__ (self, glacier_resource):

:param glacier_resource: A Boto3 Amazon S3 Glacier resource.

self.glacier_resource = glacier_resource

@staticmethod
def stop_notifications(notification):

Stops notifications to the configured Amazon SNS topic.

:param notification: The notification configuration to remove.

try:
notification.delete()
logger.info("Notifications stopped.")
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except ClientError:
logger.exception("Couldn't stop notifications.")
raise

- WFE API FHEGR , 52680 CERAR Python (Boto3) B AWS BB EH API 2E) Hl)

DeleteVaultNotifications.

WE AWS SDK FE A EERmMEN BN TRBEE | 5520 i AWS SDK #H Amazon
Glacier, WEXEBHEESEBEAMNEAMNENR SDK WFFAEZA.

DescribeJob ##l AWS SDK & CLI £
T YR HE | REBUMAIEA DescribeJob,
CLI

AWS CLI

UTHeElmxEtELEE my-vault WEFEIT/EMRERENR

aws glacier describe-job --account-id - --vault-name my-
vault --job-id zbxcm3Z_3z5UkoroF7SuZKrxgGoDc3R1oGduS7Eg-
R047Yc6FxsdGBgf_Q2DK5Ejh18CnTS5XW4_XqlNHS61ds04CnMW

B

"InventoryRetrievalParameters": {
"Format": "JSON"

b

"VaultARN": "arn:aws:glacier:us-west-2:0123456789012:vaults/my-vault",

"Completed": false,

"JobId": "zbxcm3Z_3z5UkoroF7SuzZKrxgGoDc3R1oGduS7Eg-
RO47Yc6FxsdGBgf_Q2DK5Ejh18CnTS5XW4_XqlNHS61ds04CnMwW",

"Action": "InventoryRetrieval",

"CreationDate": "2015-07-17T20:23:41.616Z",

"StatusCode": "InProgress"
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T4EID AJLA%E aws glacier initiate-job # aws glacier list-jobs EVEH A
3|, Amazon Glacier EH{TIREREEIRF D 518 , B4 7] LUEFEF 5K E £ H PR
Fo

« W API B |, 5528 (AWS CLI ;s $52#£) F/ Describelob,

\

PowerShell

Tools for PowerShell V4

o1 BREETENFRER. EEENINTRE , AIFHA Read-GCJobOutput cmdlet #§
ERNASR (HEIEFEE) HRNEREERRRK.

Get-GLCJob -VaultName myvault -JobId "oplx...JSbthM"

Bl
Action : ArchiveRetrieval
Archiveld : 0909j...X-TpIhQJw
ArchiveSHA256TreeHash : 79f3ea754c02f58...dc57bf4395b
ArchiveSizeInBytes 1 38034480
Completed : False
CompletionDate : 1/1/0001 12:00:00 AM
CreationDate : 12/13/2018 11:00:14 AM
InventoryRetrievalParameters :
InventorySizelInBytes : 0
JobDescription :
JobId : oplx...JSbthM
JobOutputPath
OutputLocation :
RetrievalByteRange 1 0-38034479
SelectParameters :
SHA256TreeHash : 79f3ea754c02f58...dc57bf4395b
SNSTopic
StatusCode : InProgress
StatusMessage
Tier : Standard
VaultARN : arn:aws:glacier:us-west-2:012345678912:vaults/test

« W13 AP| S¥MEF |, 5528 (AWS Tools for PowerShell Cmdlet 2% (V4)) FH
DescribeJob,
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FMBABER

Tools for PowerShell V5

g6 1 BEEEEBRHNFEESN. EEBKRIITAE , AIER Read-GCJobOutput cmdlet #%
EBRHAT (HEIEFRE) HNEAEERRLR.

Get-GLCJob -VaultName myvault -JobId "oplx...JSbthM"

B

Action

Archiveld
ArchiveSHA256TreeHash
ArchiveSizeInBytes
Completed
CompletionDate
CreationDate

InventorySizeInBytes
JobDescription
JobId
JobOutputPath
OutputLocation
RetrievalByteRange
SelectParameters
SHA256TreeHash
SNSTopic
StatusCode
StatusMessage

Tier

VaultARN

: ArchiveRetrieval

: 0909j...X-TpIhQJw

: 79f3ea754c02f58...dc57bf4395b
: 38034480

False

: 1/1/0001 12:00:00 AM
: 12/13/2018 11:00:14 AM
InventoryRetrievalParameters :

: oplx...JSbthM

: 0-38034479

: 79f3ea754c02f58...dc57bf4395b

InProgress

: Standazxd
: arn:aws:glacier:us-west-2:012345678912:vaults/test

- INE API B , 5528 (AWS Tools for PowerShell Cmdlet 22 (V5)) H /Y

DescribedJob,

e
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Python

EAR Python B9 SDK (Boto3)

® Note
GitHub LRt EZ%i6l, SKTEEH , X THRINME AWS BXHEFIFEFEPRE
MEITo

class GlacierWrapper:
"""Encapsulates Amazon S3 Glacier API operations."""

def __init__ (self, glacier_resource):

:param glacier_resource: A Boto3 Amazon S3 Glacier resource.

self.glacier_resource = glacier_resource

@staticmethod
def get_job_status(job):

Gets the status of a job.

:param job: The job to query.
:return: The current status of the job.

try:
job.load()
logger.info(
"Job %s is performing action %s and has status %s.",
job.id,
job.action,
job.status_code,
)
except ClientError:
logger.exception("Couldn't get status for job %s.", job.id)
raise
else:
return job.status_code
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- WFE API WVEFMER , F2E (EARM Python (Boto3) FIAWS B EH API 2E) F Y

DescribeJob,

WE AWS SDK FE A EERMEN BN TBEE | 5520 i AWS SDK #H Amazon
Glacier, WEXEBHEESEEAMNEAMNENR SDK WFFHAEZA.

DescribeVault & AWS SDK = CLI £

THREASEH REUMFEH DescribeVault,

NET

BAR .NET 8 SDK

(® Note

GitHub L RRMEZEHH, SHTEEH , I 7 ENAE AWS EXHE I FEPRE
METo

/// <summary>

/// Describe an Amazon S3 Glacier vault.

/// </summary>

/// <param name="vaultName">The name of the vault to describe.</param>
/// <returns>The Amazon Resource Name (ARN) of the vault.</returns>
public async Task<string> DescribeVaultAsync(string vaultName)

{

var request = new DescribeVaultRequest

{

AccountId = ,
VaultName

vaultName,

};
var response = await _glacierService.DescribeVaultAsync(request);

// Display the information about the vault.
Console.WriteLine($"{response.VaultName}\tARN: {response.VaultARN}");

e
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Console.WritelLine($"Created on: {response.CreationDate}\tNumber
of Archives: {response.NumberOfArchives}\tSize (in bytes):
{response.SizeInBytes}");

if (response.LastInventoryDate != DateTime.MinValue)

{

Console.WriteLine($"Last inventory: {response.LastInventoryDatel}");

}

return response.VaultARN;

- WNE AP|I HHAEA |, F2E GERAM NET B9 AWS SDK API 22) iy DescribeVault,

CLI

AWS CLI

DTS gHEBEA my-vault WXHEER

aws glacier describe-vault --vault-name my-vault --account-id -

Amazon Glacier EHTIREREZEWRFS ID 518 , BETLUEREZRRIEEFERTHIRS,
« 1N AP| B H |, 5528 (AWS CLI ip52#£E) B DescribeVault,

W% AWS SDK B A EREMENBE N TEEE |, 5520 i AWS SDK #H Amazon
Glacier, WX Bt I ESEBEAFNWERAMEN SDK HFFHAER

GetJobOutput & AWS SDK 5 CLI /4
THEXHEF REBAEFEA GetJobOutput,

BEFIRAEEANENGHE  LEERARTDHT. EUUETIEXNGEFNABZIFEELE
1E -

- IEHERE L MBREE
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CLI

AWS CLI

LT e Nt EEFERNEEM#FIIE B &2 A output. json WAERH

aws glacier get-job-output --account-id - --vault-name my-
vault --job-id zbxcm3Z_3z5UkoroF7SuZKrxgGoDc3R1oGduS7Eg-
R047Yc6FxsdGBgf_Q2DK5Ejh18CnTS5XW4_XqlNHS61ds04CnMW output.json

job-id AI7E aws glacier list-jobs MBI, FEE K WHEREBRMNES
8, TLUBRIBEBERBIRR. Amazon Glacier EHTRERFZEIRF ID 5|8, BETUAFERE
FRRIEEERAPHNIRSE,

B

"status": 200,
"acceptRanges": "bytes",
"contentType": "application/json"

output.json:

{"VaultARN":"arn:aws:glacier:us-west-2:0123456789012:vaults/
my-vault","InventoryDate":"2015-04-07T00:26:18Z","Archivelist":
[{"ArchiveId":"kKB7ymWIVpPSwhGP6ycSOAekp9ZYe_--zM_mw6k76ZFGEIWQX-
ybtRDvc2VkPSDtfKmQrj@IRQLSGsNuDp-
AJV1u2ccmbSyDUmZwKbwbpAdGATGDiB3hHO®bjbGehXTcApVud_wyDw", "ArchiveDescription":"multipart

upload
test","CreationDate":"2015-04-06T22:24:347","Size" :3145728, " "SHA256TreeHash" :"9628195fcdk

- NE API FHEF , 52 (AWS CLI s 52#) HH GetJobOutput.

PowerShell

Tools for PowerShell V4

g6 1 THHEREEEBTHEINHERAS , USATFREMKR LNERSD. NREH
i, THEALREREEAN, WRFE , THUEBEE -Select '*' EEIERERMN
EROE,
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Read-GLCJobOutput -VaultName myvault -JobId "HSWjArc...Zq2XLiW" -FilePath "c:
\temp\blue.bin"

- W AP| FEAE
GetJobOutput,

Tools for PowerShell V5

%II

28 (AWS Tools for PowerShell Cmdlet 2% (V4)) g

gH 1 THHEREEEBTHEINHERS , TSR TFREMKR LNERSD. NREH

L, THEALREREEN, WRFE , THUEBEE -Select '*' EEITEMRERNMN
EROE,

Read-GLCJobOutput -VaultName myvault -JobId "HSWjArc...Zg2XLiW" -FilePath "c:
\temp\blue.bin"

- WE API FEE
GetJobOutput,

E“I_ull

52/ (AWS Tools for PowerShell Cmdlet 2% (V5)) H#

Python

B AR Python #9 SDK (Boto3)

® Note

GitHub L RMEZEHH, SHTEEH , I 7ENAE AWS EXFEFIREFERRE
M#ITo

class GlacierWrapper:

"""Encapsulates Amazon S3 Glacier API operations."""

def __init_ (self, glacier_resource):

:param glacier_resource: A Boto3 Amazon S3 Glacier resource.

self.glacier_resource = glacier_resource

@staticmethod
def get_job_output(job):
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Gets the output of a job, such as a vault inventory or the contents of an
archive.

:param job: The job to get output from.
:return: The job output, in bytes.
try:
response = job.get_output()
out_bytes = response["body"].read()
logger.info("Read %s bytes from job %s.", len(out_bytes), job.id)
if "archiveDescription" in response:
logger.info(
"These bytes are described as
response["archiveDescription"]
)
except ClientError:
logger.exception("Couldn't get output for job %s.", job.id)
raise

10 ™

%s'",

else:
return out_bytes

- NE API BT , 528 GEAM Python (Boto3) BWAWS B EMH API 2&) FK
GetJobOutput,

WE AWS SDK AR A EREMNEN BN TEEE | 52 i AWS SDK #H Amazon
Glacier, W FEHITEEEAFNEAMEN SDK HEEMEA.

GetVaultNotifications #f AWS SDK = CLI £
THRXIBEHF I REBWMFAIFEA GetVaultNotifications,
CLI

AWS CLI

UTHASEEEEA my-vault X4 EBEMERHER

aws glacier get-vault-notifications --account-id - --vault-name my-vault

B
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{
"vaultNotificationConfig": {
"Events": [
"InventoryRetrievalCompleted",
"ArchiveRetrievalCompleted"
1,
"SNSTopic": "arn:aws:sns:us-west-2:0123456789012:my-vault"
}
}

MBHABXHERETMEAN , REEREEE, Amazon Glacier EHTRERFFEWRS ID 5
B BENUFEREFRRRIEEEAPHIRS,

. WIE AP| SHHEF , 528 (AWS CLI 5 8E) M GetVaultNotifications,

Python

EAR Python #9 SDK (Boto3)

(® Note
GitHub FRRMEE 2 &, SHTEEH , I 7 HRWMAE AWS BB R FEFRE
M#AT,

class GlacierWrapper:
"""Encapsulates Amazon S3 Glacier API operations.

def __init__ (self, glacier_resource):

:param glacier_resource: A Boto3 Amazon S3 Glacier resource.

self.glacier_resource = glacier_resource

@staticmethod
def get_notification(vault):

Gets the currently notification configuration for a vault.

:param vault: The vault to query.
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:return: The notification configuration for the specified vault.
try:
notification = vault.Notification()
logger.info(
"Vault %s notifies %s on %s events.",
vault.name,
notification.sns_topic,
notification.events,
)
except ClientError:
logger.exception("Couldn't get notification data for %s.",
vault.name)
raise
else:
return notification

- W% API B , 5F2E (GERARM Python (Boto3) WAWS REEMH API &) F1

GetVaultNotifications,

WZE AWS SDK B A BEENERN BN TREE | 5528 B AWS SDK #H Amazon
Glacier, WX Bt I ESEHEAFNWERAMEN SDK HFFHHAER

InitiateJob & AWS SDK = CLI EA
THRERNEEH REBNMAEH InitiateJob,

BEFEIRAEEANENGHE  LEERARTDHT, EUUETIENGEANABZIFEEILE
1E -

- HEER, NEENWRETHE
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NET

EAR .NET 8 SDK

® Note
GitHub LRt EZ%i6l, SKTEEH , X THRINME AWS BXHEFIFEFEPRE
MEITo

RREFEMEE T, LEHIFER ArchiveTransferManager 33, IE AP| &R |

ArchiveTransferManager.

3
¢
an

/// <summary>
/// Download an archive from an Amazon S3 Glacier vault using the Archive
/// Transfer Manager.
/// </summary>
/// <param name="vaultName">The name of the vault containing the object.</
param>
/// <param name="archiveId">The Id of the archive to download.</param>
/// <param name="localFilePath">The local directory where the file will
/// be stored after download.</param>
/// <returns>Async Task.</returns>
public async Task<bool> DownloadArchiveWithArchiveManagerAsync(string
vaultName, string archiveld, string localFilePath)
{
try
{

var manager = new ArchiveTransferManager(_glacierService);

var options = new DownloadOptions

{

StreamTransferProgress = Progress!,

};

// Download an archive.

Console.WriteLine("Initiating the archive retrieval job and then
polling SQS queue for the archive to be available.");

Console.WriteLine("When the archive is available, downloading will
begin.");

await manager.DownloadAsync(vaultName, archiveId, localFilePath,
options);
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return true;

}
catch (AmazonGlacierException ex)
{
Console.WriteLine(ex.Message);
return false;
}

/// <summary>
/// Event handler to track the progress of the Archive Transfer Manager.

/// </summary>

/// <param name="sender'">The object that raised the event.</param>

/// <param name="args">The argument values from the object that raised the
/// event.</param>

static void Progress(object sender, StreamTransferProgressArgs args)

{
if (args.PercentDone != _currentPercentage)
{
_currentPercentage = args.PercentDone;
Console.WriteLine($"Downloaded {_currentPercentagel}%");
}
}

- W% API B , 5F2E CERAMN .NET B AWS SDK APl 2%&) F# InitiateJob,

CLI

AWS CLI

ToawTERMEBMER  UEEREE my-vault HERF :

aws glacier initiate-job --account-id - --vault-name my-vault --job-parameters
'{"Type": "inventory-retrieval"}'

B
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"location": "/0123456789012/vaults/my-vault/jobs/
zbxcm3Z_3z5UkoroF7SuZKrxgGoDc3R1oGduS7Eg-
RO47Yc6FxsdGBgf_Q2DK5Ejh18CnTS5XW4_XglNHS61ds04CnMw",

"jobId": "zbxcm3Z_3z5UkoroF7SuzZKrxgGoDc3R1oGduS7Eg-
RO47Yc6FxsdGBgf_Q2DK5Ejh18CnTS5XW4_XqlNHS61ds04CnMW"

}

Amazon Glacier T TIREREZEIRS ID 5|18, BT LUFEREFHRRIEEFEAPHIRS,
THwTEREBER , RARFE my-vault FHERHEF :

aws glacier initiate-job --account-id - --vault-name my-vault --job-
parameters file://job-archive-retrieval.json

job-archive-retrieval.json RAMERKFH JSON ER , HAESEEEHEE,
FIDM-—LEASHY .

"Type": "archive-retrieval",

"ArchiveId": "kKB7ymWIVpPSwhGP6ycSOAekp9ZYe_--zM_mw6k76ZFGEIWQX-
ybtRDvc2VkPSDtfKmQrjOIRQLSGsNuDp-
AJV1u2ccmDSyDUmZwKbwbpAdGATGDiB3hHO@bjbGehXTcApVud_wyDw",

"Description": "Retrieve archive on 2015-07-17",

"SNSTopic": "arn:aws:sns:us-west-2:0123456789012:my-topic"

#1177 ID A f£ aws glacier upload-archive #l aws glacier get-job-output ByEH
REA,

B

"location": "/011685312445/vaults/mwunderl/jobs/17IL5-
EkXyEYOWs95fC1zIbk205uLYaFdAYOi-
azsX_Z8V6NH4yERHzars8wTKYQMX6nBDI9cMNHzyZJ059-8N9aHWav",

"jobId": "17IL5-EkXy205uLYaFdAYOiEY9Ws95fClzIbk-
azsX_Z8V6NH4yERHzars8wTKYQMX6nBDIOcMNHzyZJ059-8N9aHWav"

}

MEEBSEEIANFMENR |, 5528 (Amazon Glacier API 2#) IR EEHK.
« W1 AP| SEHAEF |, 5528 (AWS CLI s S2E) F# InitiateJob,
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Java

SDK for Java 2.x

@ Note

HHGRFEER.

import
import
import
import
import
import
import
import
import
import
import
import
import
import
import

/**

*

*

*

*

*

*

software.
software.
software.
software.
software.
software.
software.
software.
software.
software.
software.
.io0.File;
.io0.FileQutputStream;
.i0.I0Exception;

.i0.0utputStream;

java
java
java
java

started.html

*/
public class ArchiveDownload {
public static void main(String[] args) {

amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.

awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.

core.ResponseBytes;
regions.Region;

services.
services.
services.
services.
services.
services.
services.
services.
services.

final String usage = """

Usage:

glacier.
glacier.
glacier.
glacier.
glacier.
glacier.
glacier.
glacier.
glacier.

GlacierClient;

model.
model.
model.
.InitiateJobRequest;
model.
model.
model.
model.

model

JobParameters;
InitiateJobResponse;
GlacierException;

DescribeJobRequest;
DescribeJobResponse;
GetJobOutputRequest;
GetJobOutputResponse;

Before running this Java V2 code example, set up your development
environment, including your credentials.

For more information, see the following documentation topic:

https://docs.aws.amazon.com/sdk-for-java/latest/developer-qguide/get-

<vaultName> <accountId> <path>

GitHub L RRHEZEHH, SHTEEH) , I 7 HENAE AWS EXHEFFFEPRE
MET,

e
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Where:
vaultName - The name of the vault.
accountId - The account ID value.
path - The path where the file is written to.

man,
’

if (args.length != 3) {
System.out.println(usage);
System.exit(1l);

String vaultName = args[Q];

String accountId = args[1l];

String path = args[2];

GlacierClient glacier = GlacierClient.buildexr()
.region(Region.US_EAST_1)
.build();

String jobNum = createJob(glacier, vaultName, accountId);
checkJob(glacier, jobNum, vaultName, accountId, path);
glacier.close();

public static String createJob(GlacierClient glacier, String vaultName,
String accountId) {
try {
JobParameters job = JobParameters.builder()
.type("inventory-retrieval")
.build();

InitiateJobRequest initJob = InitiateJobRequest.buildex()
.jobParameters(job)
.accountId(accountId)
.vaultName(vaultName)
.build();

InitiateJobResponse response = glacier.initiateJob(initJob);

System.out.println("The job ID is: " + response.jobId());

System.out.println("The relative URI path of the job is: " +
response.location());

return response.jobId();

} catch (GlacierException e) {
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System.err.println(e.awsErrorDetails().errorMessage());
System.exit(1l);

}

return ;

// Poll S3 Glacier = Polling a Job may take 4-6 hours according to the
// Documentation.
public static void checkJob(GlacierClient glacier, String jobId, String name,
String account, String path) {
try {

boolean finished = false;

String jobStatus;

int yy = 0;

while (!finished) {
DescribeJobRequest jobRequest = DescribeJobRequest.builder()
.jobId(jobId)
.accountId(account)
.vaultName(name)
.build();

DescribeJobResponse response = glacier.describeJob(jobRequest);
jobStatus = response.statusCodeAsString();

if (jobStatus.compareTo("Succeeded") == 0)
finished = true;

else {
System.out.println(yy + " status is: " + jobStatus);
Thread.sleep(1000);

}

yy++;

System.out.println("Job has Succeeded");
GetJobOutputRequest jobOutputRequest = GetJobOutputRequest.builder()
.jobId(jobId)
.vaultName(name)
.accountId(account)
.build();

ResponseBytes<GetJobOutputResponse> objectBytes =
glacier.getJobOutputAsBytes(jobOutputRequest);
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// Write the data to a local file.

byte[] data = objectBytes.asByteArray();

File myFile = new File(path);

OutputStream os = new FileOutputStream(myFile);

os.write(data);

System.out.println("Successfully obtained bytes from a Glacier
vault");

os.close();

} catch (GlacierException | InterruptedException | IOException e) {
System.out.println(e.getMessage());
System.exit(1l);

- WNFE API &

illll

#F2 B (AWS SDK for Java 2.x APl &%) @ InitiateJob,

PowerShell

Tools for PowerShell V4

g1 BMBEEK , EREHANEERTFERNIHEF, LA UER Get-GLCJob cmdlet 12
EEBNMRE, EEBRDTAE , AIERA Read-GCJobOutput cmdlet A& H FH AR MEES
%ﬁﬁ%l Lo

Start-GLCJob -VaultName myvault -JobType "archive-retrieval" -JobDescription
"archive retrieval" -ArchiveId "0909j...TX-TpIhQJw"

B
JobId JobOutputPath Location
oplx...JSbthM /012345678912 /vaults/test/jobs/

oplxe...I4HqCHkSJISbthM

- INZE API B , 5528 (AWS Tools for PowerShell Cmdlet 22 (V4)) H 1
InitiateJob,
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Tools for PowerShell V5

O BEMER  ERAEEENEEREFEERNIE, BALUEA Get-GLCJob cmdlet £
BEBEHRE, EEBRIITHE , 7#H Read-GCJobOutput cmdlet #5178 R BREELE 4
BERRH

Start-GLCJob -VaultName myvault -JobType "archive-retrieval" -JobDescription
"archive retrieval" -ArchiveId "0909j...TX-TpIhQJw"

B
JobId JobOutputPath Location
oplx...JSbthM /012345678912 /vaults/test/jobs/

oplxe...I4HqCHkSJISbthM

« W% AP| S¥HAE R |, 5528 (AWS Tools for PowerShell Cmdlet 2% (V5)) FH
InitiateJob,
Python

EAR Python #9 SDK (Boto3)

(® Note

GitHub L RMEZEHH, SHTEEH , I 7FENAE AWS BEXFEHIFEFEPRE
M#1To

HHREFEER.

class GlacierWrapper:
"""Encapsulates Amazon S3 Glacier API operations."""

def __init_ (self, glacier_resource):

:param glacier_resource: A Boto3 Amazon S3 Glacier resource.

self.glacier_resource = glacier_resource
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@staticmethod
def initiate_inventory_retrieval(vault):
Initiates an inventory retrieval job. The inventory describes the
contents
of the vault. Standard retrievals typically complete within 3-5 hours.
When the job completes, you can get the inventory by calling
get_output().

:param vault: The vault to inventory.
:return: The inventory retrieval job.
try:
job = vault.initiate_inventory_retrieval()
logger.info("Started %s job with ID %s.", job.action, job.id)
except ClientError:
logger.exception("Couldn't start job on vault %s.", vault.name)
raise
else:
return job

RRFEEREF,

class GlacierWrapper:

"""Encapsulates Amazon S3 Glacier API operations.

def __init__ (self, glacier_resource):

:param glacier_resource: A Boto3 Amazon S3 Glacier resource.

self.glacier_resource = glacier_resource

@staticmethod
def initiate_archive_retrieval(archive):
Initiates an archive retrieval job. Standard retrievals typically
complete
within 3-5 hours. When the job completes, you can get the archive
contents
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FMBABER

- WME

by calling get_output().

:param archive: The archive to retrieve.
:return: The archive retrieval job.

try:
job = archive.initiate_archive_retrieval()
logger.info("Started %s job with ID %s.", job.action, job.id)
except ClientError:
logger.exception("Couldn't start job on archive %s.", archive.id)
raise
else:
return job

AP| SHEEEA |, 5528 (ERRA Python (Boto3) WAWS FIEEH API £) iy

Initiatedob,

WZE AWS SDK B3 A EERmNEBEHIINTEEE | F20 £8 AWS SDK #H Amazon
Glacier. WX Bt I ESEBEAFNERANMENR SDK E’J#?‘ E#Ao

ListJobs #HE AWS SDK = CLI £

THREX GG ~E AR ListIJobs,

E -

- HEFER, NEBHIRME TIE

NSH AR I MBERETF

NET

EAR NET 8 SDK

(® Note
GitHub FIRMHEZ &6, SHTREH , I THMME AWS EXHEHI#FEPRE
M#AT,

e
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/// <summary>

/// List Amazon S3 Glacier jobs.

/// </summary>

/// <param name="vaultName">The name of the vault to list jobs for.</param>
/// <returns>A list of Amazon S3 Glacier jobs.</returns>

public async Task<List<GlacierJobDescription>> ListJobsAsync(string

vaultName)
{

var request = new ListJobsRequest

{
// Using a hyphen "-" for the Account Id will
// cause the SDK to use the Account Id associated
// with the current account.
AccountId = "-",
VaultName = vaultName,

};

var response = await _glacierService.ListJobsAsync(request);

return response.JoblList;

s
\?ﬂ:

- W% API FIER , 528 GEAR NET B9 AWS SDK API 2%) |y ListJobs,

CLI

AWS CLI

LTt HEA my-vault XA EEEETNRIETR T

aws glacier list-jobs --account-id - --vault-name my-vault
B
{
"JobList": [
{

"VaultARN": "arn:aws:glacier:us-west-2:0123456789012:vaults/my-
vault",
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"RetrievalByteRange": "0-3145727",
"SNSTopic": "arn:aws:sns:us-west-2:0123456789012:my-vault",
"Completed": false,
"SHA256TreeHash":
"9628195fcdbcbbe76cdde932d4646fa7de5f219fb39823836d81f@cc@elB8aab7",
"JobId": "17IL5-EkXyEY9Ws95fClzIbk205uLYaFdAYO0i-
azsX_Z8V6NH4yERHzars8wTKYQMX6NBDIOCcMNHzyZJ059-8N9aHWav",
"ArchiveId": "kKB7ymWJVpPSwhGP6ycSOAekp9ZYe_--
zM_mw6k76ZFGEIWQX-ybtRDvc2VkPSDtfKmQrjOIRQLSGSNuDp-
AJV1u2ccmDSyDUmZwKbwbpAdGATGDiB3hHOObjbGehXTcApVud_wyDw",
"JobDescription": "Retrieve archive on 2015-07-17",
"ArchiveSizeInBytes": 3145728,
"Action": "ArchiveRetrieval",
"ArchiveSHA256TreeHash":
"9628195fcdbcbbe76cdde932d4646fa7de5f219fb39823836d81f@cc@elB8aab7",
"CreationDate": "2015-07-17T21:16:13.840Z",
"StatusCode": "InProgress"

"InventoryRetrievalParameters": {
"Format": "JSON"

1,

"VaultARN": "arn:aws:glacier:us-west-2:0123456789012:vaults/my-
vault",

"Completed": false,

"JobId": "zbxcm3Z_3z5UkoroF7SuzZKrxgGoDc3R1oGduS7Eg-
RO47Yc6FxsdGBgf_Q2DK5Ejh18CnTS5XW4_XglNHS61ds04CnMw",

"Action": "InventoryRetrieval",
"CreationDate": "2015-07-17T20:23:41.616Z",
"StatusCode": ""InProgress""

Amazon Glacier EHTRFRFEEIRFS ID 5|8 , BEATUEREFHRRIBEEERPRIIKRS
- WFE API FHEF , F2H (AWS CLI s =2%E) F M ListJobs.
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Python

EAR Python B9 SDK (Boto3)

® Note
GitHub LRt EZ%i6l, SKTEEH , X THRINME AWS BXHEFIFEFEPRE
MEITo

class GlacierWrapper:
"""Encapsulates Amazon S3 Glacier API operations."""

def __init__ (self, glacier_resource):

:param glacier_resource: A Boto3 Amazon S3 Glacier resource.

self.glacier_resource = glacier_resource

@staticmethod
def list_jobs(vault, job_type):

Lists jobs by type for the specified vault.

:param vault: The vault to query.
:param job_type: The type of job to list.
:return: The list of jobs of the requested type.
job_list = []
try:
if job_type == "all":
jobs = vault.jobs.all()
elif job_type == "in_progress":
jobs = vault.jobs_in_progress.all()
elif job_type == "completed":
jobs = vault.completed_jobs.all()
elif job_type == "succeeded":
jobs = vault.succeeded_jobs.all()
elif job_type == "failed":
jobs = vault.failed_jobs.all()
else:
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jobs = []
logger.warning("%s isn't a type of job I can get.", job_type)
for job in jobs:
job_list.append(job)
logger.info("Got %s %s job %s.", job_type, job.action, job.id)
except ClientError:
logger.exception("Couldn't get %s jobs from %s.", job_type,
vault.name)
raise
else:
return job_list

- W% AP| BB |, 5528 (AWS SDK for Python (Boto3) APl 2#) iy ListJobs,

WZE AWS SDK FIE A EEmMEN BN ERIEE | 5528 B AWS SDK #EH Amazon
Glacier, ltFRETEEEAFNERARNEM SDK HIEEMAEA,

ListTagsForVault &t AWS SDK & CLI £
THRA &G REBAER ListTagsForVault,
.NET

BAR .NET 8 SDK

(@ Note

GitHub L RMEZEHH, SHTEEH , I 7 FENAE AWS EXFEHHEFEPRE
M#ITo

/// <summary>

/// List tags for an Amazon S3 Glacier vault.

/// </summary>

/// <param name="vaultName">The name of the vault to list tags for.</param>

/// <returns>A dictionary listing the tags attached to each object in the

/// vault and its tags.</returns>

public async Task<Dictionary<string, string>> ListTagsForVaultAsync(string
vaultName)
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{
var request = new ListTagsForVaultRequest
{
// Using a hyphen "-" for the Account Id will
// cause the SDK to use the Account Id associated
// with the default user.
AccountId = "-",
VaultName = vaultName,
};
var response = await _glacierService.ListTagsForVaultAsync(request);
return response.Tags;
}

- W% API FHBIER , 5528 CGEARM NET 89 AWS SDK API 2%) |y ListTagsForVault,

CLI

AWS CLI
THomsEINHERAE my-vault XHENER :

aws glacier list-tags-for-vault --account-id - --vault-name my-vault
B
{
"Tags": {
"date": "july2015",
Ilidll: II1234II
}
}

Amazon Glacier E#TRERFEWRF ID 5|18 , BEEUUERAEFRRIEEELAPHIRS,
- WNZE API B , 5528 (AWS CLI s 522E) i ListTagsForVault,

WEE AWS SDK FIZE A EEmMENBEHFINZRIEE | 5528 Bl AWS SDK #EH Amazon
Glacier, WWFRBtEIEEBEAFNEANERN SDK WEEME.
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ListVaults #&#it AWS SDK & CLI £

THRX B REBMN{AEA ListVaults,

BFEFIRARBRANEARRER  LAERNEPHIT, EAUETIEXNRAANATFERLE

%

- HEER, GBI RE THE

NET

EAR .NET 8 SDK

(® Note
GitHub L RRMEZEHH, SHTEEH , I 7 FENAE AWS EXFEFFEFEPRE
M#AT,

/// <summary>
/// List the Amazon S3 Glacier vaults associated with the current account.
/// </summary>
/// <returns>A list containing information about each vault.</returns>
public async Task<List<DescribeVaultOutput>> ListVaultsAsync()
{

var glacierVaultPaginator = _glacierService.Paginators.ListVaults(

new ListVaultsRequest { AccountId = "-" });
var vaultlList = new List<DescribeVaultOutput>();

await foreach (var vault in glacierVaultPaginator.VaultlList)
{

vaultList.Add(vault);
}

return vaultList;

- WNFE API FEAEA |

3
$

2R GEAMR NET 8 AWS SDK APl 2#£) df ListVaults,

e
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Amazon Glacier

CLI
AWS CLI
T 5lla5 = 51 i FE ER R 5 B [E I B S
aws glacier list-vaults --account-id -
B
{
"VaultList": [
{
"SizeInBytes": 3178496,
"VaultARN": "arn:aws:glacier:us-west-2:0123456789012:vaults/my-
vault",
"LastInventoryDate": "2015-04-07T00:26:19.0287",
"VaultName": "my-vault",
"NumberOfArchives": 1,
"CreationDate": "2015-04-06T21:23:45.708Z2"
}
]
}
Amazon Glacier EHTRERFTEIIRFS ID 5|8 , BEAUFEAEFHRRIEEFEATNIRS,
- WNEE API BB |, FF2H (AWS CLI S 522E) H# ListVaults,
Java

SDK for Java 2.x

® Note
GitHub ERUEZ &N, SREREH , ¥ THIMAE AWS BXIRHH| R FERRE
MET,

import software.amazon.awssdk.regions.Region;
import software.amazon.awssdk.services.glacier.model.ListVaultsRequest;
import software.amazon.awssdk.services.glacier.model.ListVaultsResponse;

EhE AP W< 2012-06-01 240


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/glacier/list-vaults.html
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/javav2/example_code/glacier#code-examples

Amazon Glacier HBEABER

import software.amazon.awssdk.services.glacier.GlacierClient;

import software.amazon.awssdk.services.glacier.model.DescribeVaultOutput;
import software.amazon.awssdk.services.glacier.model.GlacierException;
import java.util.list;

/**
* Before running this Java V2 code example, set up your development
* environment, including your credentials.

*

* For more information, see the following documentation topic:
*
* https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/get-
started.html
*/
public class ListVaults {
public static void main(String[] args) {
GlacierClient glacier = GlacierClient.builder()
.region(Region.US_EAST_1)
.build();

listAllVault(glacier);
glacier.close();

public static void listAllVault(GlacierClient glacier) {
boolean listComplete = false;
String newMarker = null;
int totalVaults = 0;
System.out.println("Your Amazon Glacier vaults:");
try {
while (!listComplete) {
ListVaultsResponse response = null;
if (newMarker != null) {
ListVaultsRequest request = ListVaultsRequest.builder()
.marker(newMarker)
.build();

response = glacier.listVaults(request);
} else {
ListVaultsRequest request = ListVaultsRequest.builder()
.build();
response = glacier.listVaults(request);

EhE API| MR 2012-06-01 241



Amazon Glacier

FMBABER

List<DescribeVaultOutput> vaultList = response.vaultlList();

for (DescribeVaultOutput v : vaultlList) {
totalVaults += 1;
System.out.println("* " + v.vaultName());

// Check for further results.

newMarker = response.marker();

if (newMarker == null) {
listComplete = true;

if (totalVaults == 0) {
System.out.println("No vaults found.");

} catch (GlacierException e) {
System.err.println(e.awsErrorDetails().errorMessage());
System.exit(1l);

o 1N AP| WEEHEER | 5528 (AWS SDK for Java 2.x APl &) ffy ListVaults,

Python

EAR Python #9 SDK (Boto3)

(® Note

GitHub L RRMEZEHH, SHTEEH , I 7 FEAAE AWS EXHE I FFEPRE

METo

class GlacierWrapper:
"""Encapsulates Amazon S3 Glacier API operations."""

def __init_ (self, glacier_resource):

EhE API| R 2012-06-01 242


https://docs.aws.amazon.com/goto/SdkForJavaV2/glacier-2012-06-01/ListVaults
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/python/example_code/glacier#code-examples

Amazon Glacier HBEABER

:param glacier_resource: A Boto3 Amazon S3 Glacier resource.

self.glacier_resource = glacier_resource

def list_vaults(self):

Lists vaults for the current account.
try:
for vault in self.glacier_resource.vaults.all():
logger.info("Got vault %s.", vault.name)
except ClientError:
logger.exception("Couldn't list vaults.")
raise

. HIE AP| &
ListVaults,

illll

B2 (EARM Python (Boto3) BHAWS BEEH API 2Z) i

WZE AWS SDK B A BIEmNEXN BN TREE | 5528 i AWS SDK #H Amazon
Glacier WX Bt I ESEBEAFNWERAMEN SDK HFFHAER

SetVaultNotifications #£H. AWS SDK = CLI f#H

THRABEF RENMFER SetVaultNotifications,

BEEHFIRABREANENGESE  LEERABTHPHT, EAUMETIEXNBEFINAZIFEELE
£ -

- HEER, RSB RE THE

CLI
AWS CLI

THHmeTARE my-vault BIXHERRE SNS B4 :

aws glacier set-vault-notifications --account-id - --vault-name my-vault --vault-
notification-config file://notificationconfig.json
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notificationconfig.json 2B AIERRKHH JSON R , ARIEE SNS TEMERMGHN
=4

"SNSTopic": "arn:aws:sns:us-west-2:0123456789012:my-vault",
"Events": ["ArchiveRetrievalCompleted", "InventoryRetrievalCompleted"]

Amazon Glacier EHTIRERBEEWRFS ID 518 , BETLUEREFZHERIEEFERTHIRSE,
- WE AP| FHHAEF , F2EH (AWS CLI 5 2#E) FM SetVaultNotifications,

Python

EAR Python #9 SDK (Boto3)

(® Note
GitHub EIRMHEZ &6, SHTREH , I THMME AWS EXFEHIHFEPRE
BT,

class GlacierWrapper:
"""Encapsulates Amazon S3 Glacier API operations."""

def __init_ (self, glacier_resource):

:param glacier_resource: A Boto3 Amazon S3 Glacier resource.

self.glacier_resource = glacier_resource

def set_notifications(self, vault, sns_topic_arn):

Sets an Amazon Simple Notification Service (Amazon SNS) topic as a target
for notifications. Amazon S3 Glacier publishes messages to this topic for
the configured list of events.

:param vault: The vault to set up to publish notifications.
:param sns_topic_arn: The Amazon Resource Name (ARN) of the topic that
receives notifications.
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:return: Data about the new notification configuration.
try:
notification = self.glacier_resource.Notification("-", vault.name)
notification.set(
vaultNotificationConfig={
"SNSTopic": sns_topic_arn,
"Events": [
"ArchiveRetrievalCompleted",
"InventoryRetrievalCompleted",

]I

)
logger.info(
"Notifications will be sent to %s for events %s from %s.",
notification.sns_topic,
notification.events,
notification.vault_name,
)
except ClientError:
logger.exception(
"Couldn't set notifications to %s on %s.", sns_topic_azrn,
vault.name
)
raise
else:
return notification

- WFE API FHHER , 75268 CEAMR Python (Boto3) WAWS REEH API 2&) iy

SetVaultNotifications.

WNE AWS SDK FE A EERmMEN BN TEEE | 5520 i AWS SDK #H Amazon
Glacier, WEXEBHEESEBEAMNEAMNENR SDK WFFHEEA.

UploadArxchive ##l AWS SDK 3 CLI £/
THREXBEEFREMAER UploadArchive,

BHEHFIRAREANENGHE  YEERERDHIT, BUETIHIEXNBEFINAITEENLE
£ -
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- HEER, NEEXNWRETE

NET

EAR .NET 8 SDK

® Note
GitHub FiR It EZ%i6l, SKTEEH , X THRIOME AWS BXNHEFIFEFEPRE
MEITo

/// <summary>
/// Upload an object to an Amazon S3 Glacier vault.
/// </summary>
/// <param name="vaultName">The name of the Amazon S3 Glacier vault to upload
/// the archive to.</param>
/// <param name="archiveFilePath">The file path of the archive to upload to
the vault.</param>
/// <returns>A Boolean value indicating the success of the action.</returns>
public async Task<string> UploadArchiveWithArchiveManager(string vaultName,
string archiveFilePath)
{
try
{

var manager = new ArchiveTransferManager(_glacierService);

// Upload an archive.

var response = await manager.UploadAsync(vaultName, "upload archive
test", archiveFilePath);

return response.Archiveld;

}
catch (AmazonGlacierException ex)
{
Console.WriteLine(ex.Message);
return string.Empty;
}
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- HWIE AP| &

28 GERAR NET # AWS SDK API %) K UploadArchive,

illll
3

CLI

AWS CLI

AT &H &S EE archive.zip ERRAWHF LEMES R my-vault BHE :

aws glacier upload-archive --account-id - --vault-name my-vault --
body archive.zip

L7 i

"archiveId": "kKB7ymWJVpPSwhGP6ycSOAekp9ZYe_--
zM_mw6k76ZFGEIWQX-ybtRDvc2VkPSDtfKmQrjOIRQLSGSNuDp-
AJV1u2ccmDSyDUmZwKbwbpAdGATGDiB3hHO@bjbGehXTcApVud_wyDw",

"checksum":
"969fb39823836d81f0cc028195fcdbcbbe76cdde932d4646fa7de5f21el8aab7",
"location": "/0123456789012/vaults/my-vault/archives/
kKB7ymWJIVpPSwhGP6ycSO0Aekp9ZYe_--zM_mwbk76ZFGEIWQX-
ybtRDvc2VkPSDtFKmQr jOIRQLSGSNuDp-
AJV1u2ccmDSyDUmZwKbwbpAdGATGDiB3hHO@bjbGehXTcApVud_wyDw"

}

Amazon Glacier E#TRERFFEEIRS ID 5|8 , BT AEREFRREEEMFRIRS,

EEHl L EREE | A Amazon Glacier BREMEHS & H B HEVERS
- W AP YFHREF 526 (AWS CLI % H8%E) # UploadArchive,

Java

SDK for Java 2.x

(® Note
GitHub FIRHEZ &6, SHTREH , I THMAE AWS EX R HFEPRE
M#AT,
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import
import
import
import
import
import
import
import
import
import
import
import

/**

software.amazon.awssdk.regions.Region;
software.amazon.awssdk.services.glacier.GlacierClient;
software.amazon.awssdk.services.glacier.model.UploadArchiveRequest;
software.amazon.awssdk.services.glacier.model.UploadArchiveResponse;
software.amazon.awssdk.services.glacier.model.GlacierException;
java.io.File;

java.nio.file.Path;

java.nio.file.Paths;

java.io.FileInputStream;

java.io.IOException;

java.security.MessageDigest;
java.security.NoSuchAlgorithmException;

* Before running this Java V2 code example, set up your development
* environment, including your credentials.

*

* For more information, see the following documentation topic:

*

* https://docs.aws.amazon.com/sdk-for-java/latest/developer-qguide/get-
started.html

*/
public

class UploadArchive {

static final int ONE_MB = 1024 * 1024;

public static void main(String[] args) {

final String usage = """

Usage: <strPath> <vaultName>\s

Where:
strPath - The path to the archive to upload (for example, C:\

\AWS\\test.pdf).

vaultName - The name of the vault.

mon,
’

if (args.length != 2) {
System.out.println(usage);
System.exit(1);

String strPath = args[0];

e
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String vaultName = args[1];

File myFile = new File(strPath);

Path path = Paths.get(strPath);

GlacierClient glacier = GlacierClient.buildex()
.region(Region.US_EAST_1)
.build();

String archiveld = uploadContent(glacier, path, vaultName, myFile);
System.out.println("The ID of the archived item is " + archiveld);
glacier.close();

public static String uploadContent(GlacierClient glacier, Path path, String
vaultName, File myFile) {
// Get an SHA-256 tree hash value.
String checkVal = computeSHA256(myFile);
try {
UploadArchiveRequest uploadRequest = UploadArchiveRequest.builder()
.vaultName(vaultName)
.checksum(checkVal)
.build();

UploadArchiveResponse res = glacier.uploadArchive(uploadRequest,

path);
return res.archivelId();

} catch (GlacierException e) {
System.err.println(e.awsErrorDetails().errorMessage());
System.exit(1);

}

return "";

}

private static String computeSHA256(File inputFile) {
try {
byte[] treeHash = computeSHA256TreeHash(inputFile);
System.out.printf("SHA-256 tree hash = %s\n", toHex(treeHash));
return toHex(treeHash);

} catch (IOException ioe) {
System.err.format("Exception when reading from file %s: %s",
inputFile, ioe.getMessage());
System.exit(-1);
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} catch (NoSuchAlgorithmException nsae) {
System.err.format("Cannot locate MessageDigest algorithm for SHA-256:
, hsae.getMessage());
System.exit(-1);

o
%S

}

return "";

public static byte[] computeSHA256TreeHash(File inputFile) throws
IOException,
NoSuchAlgorithmException {

byte[J[] chunkSHA256Hashes = getChunkSHA256Hashes(inputFile);
return computeSHA256TreeHash(chunkSHA256Hashes);

/**
* Computes an SHA256 checksum for each 1 MB chunk of the input file. This
* includes the checksum for the last chunk, even if it's smaller than 1 MB.
*/
public static byte[][] getChunkSHA256Hashes(File file) throws IOException,
NoSuchAlgorithmException {

MessageDigest md = MessageDigest.getInstance('"SHA-256");
long numChunks = file.length() / ONE_MB;
if (file.length() % ONE_MB > 0) {

numChunks++;

if (numChunks == @) {
return new byte[][] { md.digest() };

byte[][] chunkSHA256Hashes
FileInputStream fileStream

new byte[(int) numChunks][];
null;

try {
fileStream = new FileInputStream(file);
byte[] buff = new byte[ONE_MB];

int bytesRead;
int idx = 0;

while ((bytesRead = fileStream.read(buff, @, ONE_MB)) > 0) {
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md.reset();
md.update(buff, @, bytesRead);
chunkSHA256Hashes[idx++] = md.digest();

return chunkSHA256Hashes;

} finally {
if (fileStream != null) {

try {
fileStream.close();

} catch (IOException ioe) {
System.err.printf("Exception while closing %s.\n %s",

file.getName(),
ioe.getMessage());

/**
* Computes the SHA-256 tree hash for the passed array of 1 MB chunk
* checksums.
*/
public static byte[] computeSHA256TreeHash(byte[][] chunkSHA256Hashes)
throws NoSuchAlgorithmException {

MessageDigest md = MessageDigest.getInstance('"SHA-256");
byte[][] prevLvlHashes = chunkSHA256Hashes;
while (prevLvlHashes.length > 1) {
int len = prevLvlHashes.length / 2;
if (prevLvlHashes.length % 2 != @) {
len++;

byte[][] currLvlHashes = new byte[len][];
int j = 0;
for (int 1 = @; i < prevLvlHashes.length; i =i + 2, j++) {

// If there are at least two elements remaining.
if (prevLvlHashes.length - i > 1) {

// Calculate a digest of the concatenated nodes.
md.reset();
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md.update(prevLvlHashes[i]);
md.update(prevLvlHashes[i + 1]);
currLvlHashes[j] = md.digest();

} else { // Take care of the remaining odd chunk
currLvlHashes[j] = prevLvlHashes[i];

prevLvlHashes = currlLvlHashes;

return prevLvlHashes[0];

/**
* Returns the hexadecimal representation of the input byte array
*/
public static String toHex(byte[] data) {
StringBuilder sb = new StringBuilder(data.length * 2);
for (byte datum : data) {
String hex = Integer.toHexString(datum & OxFF);

if (hex.length() == 1) {
// Append leading zero.
sb.append("0");

}
sb.append(hex);

}

return sb.toString().toLowerCase();

- WNZE API BIEFMER |, 55280 (AWS SDK for Java 2.x APl &%) B UploadArchive,
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JavaScript

B R JavaScript (v3) B9 SDK

(® Note
GitHub F IR EZ &6, SHTEEH , 3 7HRUNAE AWS EXNHEHHIREFZEPRE
M#1To
By AP,

const { GlacierClient } = require("eaws-sdk/client-glacier");
// Set the AWS Region.

const REGION = "REGION";

//Set the Redshift Service Object

const glacierClient = new GlacierClient({ region: REGION });
export { glacierClient };

LEHE,

// Load the SDK for JavaScript

import { UploadArchiveCommand } from "@aws-sdk/client-glacier";

import { glacierClient } from "./libs/glacierClient.js";

// Set the parameters
const vaultname = "VAULT_NAME"; // VAULT_NAME

// Create a new service object and buffer

const buffer = new Buffer.alloc(2.5 * 1024 * 1024); // 2.5MB buffer

const params = { vaultName: vaultname, body: buffer };

const run = async () => {
try {

const data = await glacierClient.send(new UploadArchiveCommand(params));

console.log("Archive ID", data.archiveld);
return data; // For unit tests.
} catch (err) {
console.log("Error uploading archive!", err);
}
};

e
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run();

- MTEFHMEF , F28 GEAR JavaScript B AWS SDK FE A EERE) .

« WIE API BUEHHER , 5528 (GEAM JavaScript B9 AWS SDK APl 2&) i
UploadArchive,

BRI JavaScript (v2) B9 SDK

(@ Note
GitHub EIRHEZ &6, SHTREH , I THMME AWS EX R HIHFEPRE
MEATT,

// Load the SDK for JavaScript

var AWS = require("aws-sdk");

// Set the region

AWS.config.update({ region: "REGION" });

// Create a new service object and buffer
var glacier = new AWS.Glacier({ apiVersion: "2012-06-01" });
buffer = Buffer.alloc(2.5 * 1024 * 1024); // 2.5MB buffer

var params = { vaultName: "YOUR_VAULT_NAME", body: buffer };
// Call Glacier to upload the archive.
glacier.uploadArchive(params, function (err, data) {

if (err) {
console.log("Error uploading archive!", err);
} else {
console.log("Archive ID", data.archiveld);
}
h)7

- MEHMER , F2E8 GERR JavaScript ¥ AWS SDK FiEE A EER) o

- WNZE API BVEEMERR |, 5528 GERAM JavaScript B AWS SDK API &) 1
UploadArchive,

%II
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PowerShell

Tools for PowerShell V4

gh 1 BE-ERLEIEENREE , ELHF ID MEENRERN,

Write-GLCArchive -VaultName myvault -FilePath c:\temp\blue.bin

B
FilePath Archiveld Checksum
C:\temp\blue.bin 0909jUUs...TTX-TpIhQIw 79f3e...f4395b

g2 SERRBENRE , LBEEEABRFHIEENREE. YREELENE
&, Cmdlet ERHEREHE. WENHRF ID AHEFNESRERMN,

Write-GLCArchive -VaultName myvault -FolderPath . -Recurse

B

FilePath Archiveld Checksum

C:\temp\blue.bin 0909jUUs...TTX-TpIhQJw 79f3e...f4395b
C:\temp\green.bin gXAf0dSG. ..czo729UHXrw d50al...9184b9
C:\temp\lum.bin 39aNifP3...q9nb8nZkFIg 28886...5c3e27
C:\temp\red.bin vp7E6rU_. ..Ejk_HhjAxKA e@5f7...4e34f5
C:\temp\Folderl\filel.txt _eRINlip...5Sxy7dD2BaA d@d2a...c8a3ba
C:\temp\Folder2\file2.iso -Ix3jlmu...iXiDh-XfOPA 7469e...3e86f1

« WNE API BT , 5528 (AWS Tools for PowerShell Cmdlet 2% (V4)) #
UploadArchive,

Tools for PowerShell V5

g1 BE-ERLEIEENREE , EEH7F ID MEENBRERN,

Write-GLCArchive -VaultName myvault -FilePath c:\temp\blue.bin

B
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FilePath Archiveld Checksum

C:\temp\blue.bin 0909jUUs...TTX-TpIhQJw 79f3e...f4395b

g6l 2 BERKREENAR , LEEFERABRFPEENREE, HRSELEHE
%, Cmdlet 2RHEREE. BENHERF ID AHFNEERERMN,

Write-GLCArchive -VaultName myvault -FolderPath . -Recurse

B

FilePath Archiveld Checksum

C:\temp\blue.bin 0909jUUs...TTX-TpIhQIw 79f3e...f4395b
C:\temp\green.bin gXAfO0dSG. ..czo729UHXrw d50@al...9184b9
C:\temp\lum.bin 39aNifP3...q9nb8nZkFIg 28886...5c3e27
C:\temp\red.bin vp7E6TU_...Ejk_HhjAxKA e@5f7...4e34f5
C:\temp\Folderl\filel.txt _eRINlip...55Sxy7dD2BaA d@d2a...c8a3ba
C:\temp\Folder2\file2.iso -Ix3jlmu...iXiDh-XfOPA 7469e...3e86f1

- 1% API FEHIERA , 5528 (AWS Tools for PowerShell Cmdlet 2% (V5)) £
UploadArchive,

Python

EA R Python #9 SDK (Boto3)

® Note
GitHub FRHUEZ &S|, SRTREH , ¥ THEIMAE AWS BX IR H| R FERRE
MET,

class GlacierWrapper:
"""Encapsulates Amazon S3 Glacier API operations."""

def __init_ (self, glacier_resource):

:param glacier_resource: A Boto3 Amazon S3 Glacier resource.
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self.glacier_resource = glacier_resource

@staticmethod
def upload_archive(vault, archive_description, archive_file):

Uploads an archive to a vault.

:param vault: The vault where the archive is put.
:param archive_description: A description of the archive.
:param archive_file: The archive file to put in the vault.
:return: The uploaded archive.
try:
archive = vault.upload_archive(
archiveDescription=archive_description, body=archive_file
)
logger.info(
"Uploaded %s with ID %s to vault %s.",
archive_description,
archive.id,
vault.name,
)
except ClientError:
logger.exception(
"Couldn't upload %s to %s.", archive_description, vault.name
)
raise
else:
return archive

- W% API HVEEHHER , 5528 GERAR Python (Boto3) FAWS BIREH API 2Z) H
UploadArchive,

WZE AWS SDK R A EEmMNENBEHFINZRIEE | 5528 B AWS SDK #EH Amazon
Glacier, ltFRETEEEAFNERARNEM SDK HIEEMAEN,

UploadMultipartPart #&& AWS SDK = CLI £

THRXFEEF REMMAEA UploadMultipartPart,
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CLI

AWS CLI

THaasg LERENT 1 MiB (1024 x 1024 L til) 25 :

aws glacier upload-multipart-part --body partl --range 'bytes
0-1048575/*' --account-id - --vault-name my-vault --upload-
id 19gaRezEXAMPLES6Ry5YYdqthHOC_kGRCTO3L9yetr220UmPtBYKk-

OssZtLqyFu7sY1_1R7vgFulV6NtcV5zpsJ

Amazon Glacier EHTIRERFEIRF ID 5|8 , BEAUEREFRREEEMPRIRE.

ANSEEMEIAHERRR LIBERNERE, GESEHEA HTTP AREE , BT RE
SERNEEFEFGANNMTHE, £ ID H aws glacier initiate-multipart-upload @
SEE , A BUEIB aws glacier list-multipart-uploads ¥HL,

WEMEA CLI #59 E& E{EZE Amazon Glacier AWS WIEFE A |, 5528 (AWS CLI R EE
) B EEE Amazon Glacier,

- WE API FHER , 52 (AWS CLI i 52E) ## UploadMultipartPart,

\

illll

JavaScript

EAR JavaScript (v2) B9 SDK

(® Note

GitHub L RRMEZEHH, SHTEEH , I 7 ENAE AWS EXFEFFFEPRE
METo

1] Buffer Y11 1 MB B3I 9 & £ &,

// Create a new service object and some supporting variables
var glacier = new AWS.Glacier({ apiVersion: "2012-06-01" }),
vaultName = "YOUR_VAULT_NAME",
buffer = new Buffer(2.5 * 1024 * 1024), // 2.5MB buffer
partSize = 1024 * 1024, // 1MB chunks,
numPartsLeft = Math.ceil(buffer.length / partSize),
startTime = new Date(),
params = { vaultName: vaultName, partSize: partSize.toString() };
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// Compute the complete SHA-256 tree hash so we can pass it
// to completeMultipartUpload request at the end
var treeHash = glacier.computeChecksums(buffer).treeHash;

// Initiate the multipart upload
console.log("Initiating upload to", vaultName);
// Call Glacier to initiate the upload.
glacier.initiateMultipartUpload(params, function (mpErr, multipart) {
if (mpErr) {
console.log("Erroxr!", mpErr.stack);
return;
}
console.log("Got upload ID", multipart.uploadId);

// Grab each partSize chunk and upload it as a part
for (var i = @; i < buffer.length; i += partSize) {
var end = Math.min(i + partSize, buffer.length),

partParams = {
vaultName: vaultName,
uploadId: multipart.uploadId,
range: "bytes " + i + "-" + (end - 1) + "/*",
body: buffer.slice(i, end),
I

// Send a single part
console.log("Uploading part", i, "=", partParams.range);
glacier.uploadMultipartPart(partParams, function (multiErr, mData) {

if (multiErr) return;

console.log("Completed part", this.request.params.range);

if (--numPartsLeft > @) return; // complete only when all parts uploaded

var doneParams = {
vaultName: vaultName,
uploadId: multipart.uploadId,
archiveSize: buffer.length.toString(),
checksum: treeHash, // the computed tree hash

};

console.log("Completing upload...");
glacier.completeMultipartUpload(doneParams, function (err, data) {
if (err) {
console.log("An error occurred while uploading the archive");
console.log(err);

e

API fR7s 2012-06-01 259



Amazon Glacier HBEABER

} else {
var delta = (new Date() - startTime) / 1000;
console.log("Completed upload in", delta, "seconds");
console.log("Archive ID:", data.archiveld);
console.log("Checksum: ", data.checksum);

1)
1)

1)

- MEFMER , F28 (BEAHM JavaScript B AWS SDK FHEAEIEF) -

- WFE API FFHER , F2H8 (GERM JavaScript B AWS SDK API &) H#y
UploadMultipartPart.

WNEE AWS SDK B A EHEEMNEAGEFINTREE | 20 i AWS SDK £ Amazon
Glacier, WX BHEESEEAMNEANENR SDK WFFEEA.
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B 8% Amazon Glacier 2/ERI I,

import a

rgparse

import logging

import o

)

import boto3
from botocore.exceptions import ClientError

logger =

class Gl

IIIIIIE

def

def

logging.getLogger(__name__ )

acierWrapper:
ncapsulates Amazon S3 Glacier API operations."""

_init_ (self, glacier_resource):

:param glacier_resource: A Boto3 Amazon S3 Glacier resource.

self.glacier_resource = glacier_resource

create_vault(self, vault_name):

Creates a vault.

:param vault_name: The name to give the vault.
:return: The newly created vault.
try:
vault = self.glacier_resource.create_vault(vaultName=vault_name)
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logger.info("Created vault %s.", vault_name)
except ClientError:
logger.exception("Couldn't create vault %s.", vault_name)
raise
else:
return vault

def list_vaults(self):

Lists vaults for the current account.
try:
for vault in self.glacier_resource.vaults.all():
logger.info("Got vault %s.", vault.name)
except ClientError:
logger.exception("Couldn't 1list vaults.")
raise

@staticmethod
def upload_archive(vault, archive_description, archive_file):

Uploads an archive to a vault.

:param vault: The vault where the archive is put.
:param archive_description: A description of the archive.
:param archive_file: The archive file to put in the vault.
:return: The uploaded archive.
try:
archive = vault.upload_archive(
archiveDescription=archive_description, body=archive_file
)
logger.info(
"Uploaded %s with ID %s to vault %s.",
archive_description,
archive.id,
vault.name,
)
except ClientError:
logger.exception(
"Couldn't upload %s to %s.", archive_description, vault.name
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raise
else:
return archive

@staticmethod
def initiate_archive_retrieval(archive):
Initiates an archive retrieval job. Standard retrievals typically
complete
within 3-5 hours. When the job completes, you can get the archive
contents
by calling get_output().

:param archive: The archive to retrieve.
:return: The archive retrieval job.
try:
job = archive.initiate_archive_retrieval()
logger.info("Started %s job with ID %s.", job.action, job.id)
except ClientError:
logger.exception("Couldn't start job on archive %s.", archive.id)
raise
else:
return job

@staticmethod
def list_jobs(vault, job_type):

Lists jobs by type for the specified vault.

:param vault: The vault to query.
:param job_type: The type of job to list.
:return: The list of jobs of the requested type.
job_list = []
try:
if job_type == "all":
jobs = vault.jobs.all()
elif job_type == "in_progress":
jobs = vault.jobs_in_progress.all()
elif job_type == "completed":
jobs = vault.completed_jobs.all()
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elif job_type == "succeeded":
jobs = vault.succeeded_jobs.all()
elif job_type == "failed":
jobs = vault.failed_jobs.all()
else:
jobs = []
logger.warning("%s isn't a type of job I can get.", job_type)
for job in jobs:
job_list.append(job)
logger.info("Got %s %s job %s.", job_type, job.action, job.id)
except ClientError:
logger.exception("Couldn't get %s jobs from %s.", job_type,
vault.name)
raise
else:
return job_list

def set_notifications(self, vault, sns_topic_azrn):
Sets an Amazon Simple Notification Service (Amazon SNS) topic as a target
for notifications. Amazon S3 Glacier publishes messages to this topic for
the configured list of events.

:param vault: The vault to set up to publish notifications.
:param sns_topic_arn: The Amazon Resource Name (ARN) of the topic that
receives notifications.
:return: Data about the new notification configuration.
try:
notification = self.glacier_resource.Notification("-", vault.name)
notification.set(
vaultNotificationConfig={
"SNSTopic": sns_topic_arn,
"Events": [
"ArchiveRetrievalCompleted",
"InventoryRetrievalCompleted",

1,

)

logger.info(
"Notifications will be sent to %s for events %s from %s.",
notification.sns_topic,
notification.events,
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notification.vault_name,
)
except ClientError:
logger.exception(
"Couldn't set notifications to %s on %s.", sns_topic_arn,
vault.name
)
raise
else:
return notification

FIEXENER ENERE  UBIREEY LERER AR SREEREARMENEME T
ELAREERE 77

def upload_demo(glacier, vault_name, topic_arn):
Shows how to:
* Create a vault.
* Configure the vault to publish notifications to an Amazon SNS topic.
* Upload an archive.
* Start a job to retrieve the archive.

:param glacier: A Boto3 Amazon S3 Glacier resource.
:param vault_name: The name of the vault to create.
:param topic_arn: The ARN of an Amazon SNS topic that receives notification
of
Amazon S3 Glacier events.
print(f"\nCreating vault {vault_name}.")
vault = glacier.create_vault(vault_name)
print("\nList of vaults in your account:")
glacier.list_vaults()
print(f"\nUploading glacier_basics.py to {vault.name}.")
with open("glacier_basics.py", "rb") as upload_file:
archive = glacier.upload_archive(vault, "glacier_basics.py", upload_file)

print(
"\nStarting an archive retrieval request to get the file back from the "
"vault."

)

glacier.initiate_archive_retrieval(archive)
print("\nListing in progress jobs:")
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glacier.list_jobs(vault, "in_progress")

print(
"\nBecause Amazon S3 Glacier is intended for infrequent retrieval, an
"archive request with Standard retrieval typically completes within 3-5 "
"hours."

)
if topic_arn:
notification = glacier.set_notifications(vault, topic_arn)
print(
f"\nVault {vault.name} is configured to notify the "
f"{notification.sns_topic} topic when {notification.events} "
f"events occur. You can subscribe to this topic to receive "
f"a message when the archive retrieval completes.\n"

)
else:
print(
f"\nVault {vault.name} is not configured to notify an Amazon SNS
topic "
f"when the archive retrieval completes so wait a few hours."
)
print("\nRetrieve your job output by running this script with the --retrieve
flag.")

- WZE API FHER , 528 (GERAR Python (Boto3) BIAWS SDK API &) T 3E
B,

* CreateVault

InitiateJob

ListJobs

ListVaults

SetVaultNotifications

UploadArchive

T AWS SDK FEASEENEA RGN TREE , F2H B AWS SDK /4 Amazon
Glacier, WXBEHIESFRAFINERANENR SDK HWFHAEHR.
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Python
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® Note
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B a8t Amazon Glacier B2 4ER R,

import argparse

import logging

import os

import boto3

from botocore.exceptions import ClientError

logger = logging.getlLogger(__name__)

class GlacierWrapper:
"""Encapsulates Amazon S3 Glacier API operations."""

def __init__ (self, glacier_resource):

:param glacier_resource: A Boto3 Amazon S3 Glacier resource.

self.glacier_resource = glacier_resource
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@staticmethod

def list_jobs(vault, job_type):

Lists jobs by type for the specified vault.

:param vault: The vault to query.

:param job_type: The

type of job to list.

:return: The list of jobs of the requested type.

job_list = []
try:
if job_type == "all":
jobs = vault.jobs.all()
elif job_type == "in_progress":
jobs = vault.jobs_in_progress.all()
elif job_type == "completed":
jobs = vault.completed_jobs.all()
elif job_type == "succeeded":
jobs = vault.succeeded_jobs.all()
elif job_type == "failed":
jobs = vault.failed_jobs.all()
else:
jobs = []

logger.warning("%s isn't a type of job I can get.", job_type)

for job in jobs:

job_list.append(job)
logger.info("Got %s %s job %s.", job_type, job.action, job.id)

except ClientError:

logger.exception("Couldn't get %s jobs from %s.", job_type,

vault.name)
raise
else:
return job_list

@staticmethod
def get_job_output(job):

Gets the output of a job, such as a vault inventory or the contents of an

archive.

:param job: The job to get output from.
:return: The job output, in bytes.

WEHFERRLMEEE
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try:
response = job.get_output()
out_bytes = response["body"].read()
logger.info("Read %s bytes from job %s.", len(out_bytes), job.id)
if "archiveDescription" in response:
logger.info(
"These bytes are described as

%s'",
response["archiveDescription"]
)
except ClientError:
logger.exception("Couldn't get output for job %s.", job.id)
raise
else:
return out_bytes

@staticmethod
def delete_archive(archive):

Deletes an archive from a vault.

:param archive: The archive to delete.
try:
archive.delete()
logger.info(
"Deleted archive %s from vault %s.", archive.id,
archive.vault_name
)
except ClientError:
logger.exception("Couldn't delete archive %s.", archive.id)

raise

@staticmethod
def delete_vault(vault):

Deletes a vault.

:param vault: The vault to delete.
try:
vault.delete()
logger.info("Deleted vault %s.", vault.name)
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except ClientError:
logger.exception("Couldn't delete vault %s.", vault.name)
raise

FUaREABRNEHE , RETHNTERESHTFAT , REMERHE.

def retrieve_demo(glacier, vault_name):
Shows how to:
* List jobs for a vault and get job status.
* Get the output of a completed archive retrieval job.
* Delete an archive.
* Delete a vault.

:param glacier: A Boto3 Amazon S3 Glacier resource.
:param vault_name: The name of the vault to query for jobs.
vault = glacier.glacier_resource.Vault("-", vault_name)
try:

vault.load()
except ClientError as err:

if err.response["Error"]["Code"] == "ResourceNotFoundException":
print(
f"\nVault {vault_name} doesn't exist. You must first run this
script "
f"with the --upload flag to create the vault."
)
return
else:
raise

print(f"\nGetting completed jobs for {vault.name}.")
jobs = glacier.list_jobs(vault, "completed")

if not jobs:
print("\nNo completed jobs found. Give it some time and try again
later.")
return

retrieval_job = None
for job in jobs:
if job.action == "ArchiveRetrieval" and job.status_code == "Succeeded":
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retrieval_job = job
break
if retrieval_job is None:
print(
"\nNo ArchiveRetrieval jobs found. Give it some time and try again
"later."

)

return

print(f"\nGetting output from job {retrieval_job.id}.")
archive_bytes = glacier.get_job_output(retrieval_job)
archive_str = archive_bytes.decode("utf-8")

print("\nGot archive data. Printing the first 10 lines.")
print(os.linesep.join(archive_str.split(os.linesep)[:10]))

print(f"\nDeleting the archive from {vault.name}.")
archive = glacier.glacier_resource.Archive(
"-"  vault.name, retrieval_job.archive_id

)

glacier.delete_archive(archive)

print(f"\nDeleting {vault.name}.")
glacier.delete_vault(vault)

- INFE API FHER ,
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* DeleteArchive
» DeleteVault
» GetJobOutput
 ListJobs
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Identity Center £ E SR E = |IAM Identity Center ? .

IAM {5 FA & FEH4E

IAM {8 F§ & https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html@ — & & 9 EfHE A
FEARXNSEFT#, ERURREFNREGRIEREN IAM £AE, WEFEHEA , F2H8
(AM EREERE) PHERAECRAECABS SO RMUER AWS FAKGRBEFI .
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IAM EHEEEE IAM ERERS  FEEABEAENTITREMNER, NFFHRER , F2H
C(IAM fEREER) FH 1AM £/ &/ A =5,

IAM B

IAM £ & https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.htmIf B 2 EG 4 EHFTE  H
ATLAVREERER R, SO LUEBRERETNRE IAM A6 ( E24A ) HFEM AWS CLI 5 AWS API
BRERETAR, MEFMAEN , F280 (AM EHEER) FNBREABN T E.

IAM B EBRRBESE s EAEEH. B IAM EAEST,. BIRFEFIEEBREEFEE , URE
Amazon EC2 TR, MEHMEN K F28 (AMFREERE) 1 IAM PR IRIEFE &R
FH.

ERABREEFEE

ERILUEIB R M BUR Y G HIE R & 5 RNER AWS RIZEH AWS R ER. BERERRES 2R EIRME
BABIVET . ERFEARBFERE AWS |, SFTHELEE, ASHBEE L JSON X #H AWS £
FRE 7. MEE—DTH JSON BRXH , F2H (IAM EAEERE) F8 JSON BEREH,

EEESEMEARK  BEBEEMETRIUEWLEAG THRLEERNTEE , UEETFINEERE,

HERERT , ERAENAEREHT. IAMEEESEY IAM BXRIEHETEEAG , #iERERE

B, IAM BURERBMFERIFT AT , EWmBRAAES X#T.
SoBRBE

BoRRRERMES D (ERE, FAEFEIAR) K JSON FFATBERNX S, EEBEEH ST
HRLEFRATHLEDSE , UREANGKRE. OIFTHROARIS2EBEER , F2H8 (AM £REE
M) PHEBEFEEBRRERHE] IAM A,

BEOBEBRAD/ARBEK (EEABRRE-52) EXERX (ANMNESES 5 HNBEMLBEER), 0F
THRIOMEZEBRRRARBERZBMEE , F20 (AM E£REER) PREZEBRRERNREE
ZEEE,

BEREHER

ERBPBER MR ERH JSON BERN 4, HHIEHE IAM B EEEBRE Amazon S3 EFATEEE
R, EXEEREBRNEET , REEESAUERACARZHEREERNFIER. BLEAEE
FREBRPEEERE.
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Amazon Glacier HBEABER

ERABERUNZBE PNARBE. SEREEEREBEFEARE IAM 8 AWS ZEBK.
HAbBoREE

AWS XEHMBRERE  TREESERIREER THNRAFT :

« FURR —RESGHPBEBETRE IAM BEEBNRAFT, MEFHAEN , F28 (IAMEREE
) B IAM BRI R IR,

o PRFEIZFIBUER (SCP) — A& AWS Organizations P ViR BB IEER AT T, WMEFMER ,
=28 (AWS Organizations fEA&EER) I IR HIBEE,

- EREHBK (RCP) — RELRFHPERITAF TN LR, MEFHMEN , 552 (AWS
Organizations A &) PHEIRZES EZE (RCP),

- THERBREX — EUBAFFTAXAACEBE s FERAEELRRITERER , USBEXEE
MR R, MEFMER  F2 (AM EHAEER) 0 ITIERBREE,

ZRBREE

ESERENBREBRANGBERE , EENUISEEMMELER, B2 7THNMTAWS £5 RS EK
REHHRAERBAFR , F2H (AM £RERER) FHBELERE.,

Amazon Glacier fN{aE2 IAM & HE EH

E&EH IAM B2 Amazon Glacier WEEUE 2 81 , 558 7 BAWLE IAM ZhEETTE2 Amazon Glacier & E
N

0] LU Amazon Glacier £ 1AM Thag

IAM Zhgg Amazon Glacier 1%
SO BBE =
ERBBE =
BEREE =
BEREIR =

BURRME R 5|8 (BRBEE)

fm
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Amazon Glacier HBEABER

IAM Zh&E Amazon Glacier X &
ACL &
ABAC(BERH I EE) &
R B =
RERT A S
BEAE B
R EREEE B
HE2ME 7% Amazon Glacier MEftt AWS BRI IMAEE X Z B IAM ZhaEREER , F2HE (AWS

IAM £ EER) FHVE IAM BEFEAR R,

Amazon Glacier B & 9 BLBUEE
TESSEBEK: 2

SO BBERRALKME S (Fla0 IAM ERE, EREFHENAE) K JSON FFAIBERXSF, ELEHK
RS D EMERG TRREBPLEFRATHLEDSE, NFTHROMELSSEEEK , F26H (AM
EAEER) PHNEBRFEEBRERHBS] IAM ],

£/ IAM 2 BEBER |, BUMEEAFREEBNBENER , UREMERGET AFFREEBE. W
BT HRIEHE JSON BRPEANFAERE , 728 (AM EHEERE) 8 IAM JSON BETEZ
%

Amazon Glacier K & 2 & B 3R &5 451

ZEMIR Amazon Glacier &0 B BERWEHI |
Amazon Glacier R &R I B
TEEREBEK : 2

52 B Amazon Glacier B9 5 9 B BUR &,

EREBRRHINEEIRA JSON BERM . EREBRNRE REHIR IAM AREEBEMN
Amazon S3 fEFITRBBR. EXEEREBRNEBHTS  RBEEESTUEACAREFHBEER
MEFEER. BRMIIBERNER , BREEREEN TR T UNRERATHNEFEAREMERET
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Amazon Glacier HBEABER

BITHEE, BLRAEEREBRIEEETE. ZXATUSERE, £AE. A, WSS ERE
= AWS BR7.

MERRABIREFIE , EUUEREMIRFREEMBIRFN IAM BERFEAEREBRNER. WF
AEEA , F2R (AM EREER) B8 IAM R RIES ERF .

Amazon Glacier R EXE-—BR2ARFERRNEREBRESE , RBREEIREE. BBXE
&L T8 B R IF E T BIMEF

Amazon Glacier REFEEBREUTHE XN EBEFF .

« EIRFAHUE—FREFEBCR (MARUME B EHEBER) EEEREFT.
- £/ IAM BERERTARERBIRFFT,

Amazon Glacier Y &R BUR 41

ZE MR Amazon Glacier ERBE BRIV EH , 5528 Amazon Glacier BV & R B 4,

Amazon Glacier BB E Bk
TEBKREE:: 2

EESWLER AWS JSON BURRIEEH T AFHAR, twHEaR , BHMEEREERE T oA
FEER#TURLE B

JSON BURHY Action TERHRETWUARAFRIEBERPEMNEF, BERECERABERKTH
1T BN RV ET T

& EEEF Amazon Glacier BIMERVEE | 52 R (RERESE) BH Amazon Glacier EE &K B)1E,

Amazon Glacier FHVBEREMEEBMEZBIERANULTFE -

glacier

Eﬂnl

NMEFEEE-RAXPEESBEEF  FRERD R,

"Action": [
"glacier:CreateVault",
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Amazon Glacier HBEABER

"glacier:DescribeVault",
"glacier:ListVaults"

]

BT LERERER (*) RIEEZEEE. Hlan , EELEMER Describe XFEWFTEENE ,
SLLTEE -

30
@

"Action": "glacier:GetVault*"

& EMR Amazon Glacier B0 B BERHVEEH] , 5528 Amazon Glacier Y 5 %5 B R &4 o

Amazon Glacier B BURE IR
TEHXRER: 2

EEE A LMER AWS JSON BIRRIEEH AIUERAR, WHER , BHMEEBRE A BERA T oSt
FEERHTIRL B

Resource JSON R t & WIS EEEAENYWH. REEKBEFEHAHE Amazon Resource Name
(ARN) RIEEER. BRETXEERERTT , FAEATFR () KRR BARFEER.

"Resource": "*"

EEEF Amazon Glacier ERER R HE ARNSHBE |, 20 (REEESZE) F 1 Amazon Glacier
EENER, EETHREULIEESMEERN ARN HE#E , 5528 Amazon Glacier E&R Bk,

£ Amazon Glacier b , X EZFEE15EE, Amazon Glacier EXEBREFERENBE. UMER ,
£ IAM BUERH | BI85 ERResourceBAI A RETE AWS EFFHEEREFES —HRFEE. Amazon
Glacier "X EHEEBRER,

¥ AP E Amazon Glacier 1/ , ResourcelBEERER FHUNREE, ELEREFHEAHBBN
I — Amazon Resource Name (ARN) , fI N&RAT/R , MBZAIAER ARN FHERFTT (), A
FREAHBEFENRTEER.

Amazon Glacier 12t — #0124 , LA{EFH Amazon Glacier €8, MNMEEFBA T ARENFHEET | §
B Amazon Glacier #J API &%,

i
%
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Amazon Glacier HBEABER

L Amazon Glacier API BifE X B Z &R, B0 , glacier:AddTagsToVault FEX
examplevault! 1 examplevault2 , Ftt =RV EEFFREMBERNGT T, ZEEE —RARXPIE
EZHER , BHEAERD MR ARN,

"Resource": [
""arn:aws:glacier:us-west-2:123456789012:vaults/examplevaultl”,",
""arn:aws:glacier:us-west-2:123456789012:vaults/examplevault2","
]

Amazon Glacier WBERIRH R 5|
TERBEEBXREHEE 2

EE ST LER AWS JSON BURRIEEH T AFHAR, twpEaR , BMEERE M ERE T oA
EERHAITHLEBIF,

Condition TEERBERNIKRY , EERBXNBITRHE, BRI FERFRTESETFNRTER
X (FINSFRIIR) , REBBRPORGENFBRPNE, EEEFME AWS £8Rk4REI8 , F2
B KIAM EREIER) PHAWS SEFEFABTREIHE,

&EEF Amazon Glacier R4 R8BI EE | F2E (RERESZE) K Amazon Glacier BV FRHF
FolE, FETHREUUERARGSEBONBENER , 52/ Amazon Glacier EE &1 B)1E,

WMFEEM glacier HEZFRHFREIRHEH | FSEREEFEHEIK.

Amazon Glacier F#J ACLs
XEACL: B

FEUZHIEE (ACL) FTEFIBL TR (RFKE, FRAENAG) HEFIEERNFFT. ACL EHR
BEREBER , BEMAER JSON BERXAHE,

ABAC #& & Amazon Glacier
Y # ABAC (BERAWER) : &

B R FEUES] (ABAC) R—EREXRE , KBBEARRNBHRERT T, LU USREREEE IAM
B AWS MER , RKRET ABAC BUR , MEEZREANREBENTSER LVERE RFHRF,

MERBERIZEFIER , 5FH aws:ResourceTag/key-name, aws:RequestTag/key-name B
aws:TagKeys R %58 , ZBERNFGTESD , RHEREA.
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Amazon Glacier HBEABER

MRBHEXESEEREEN M =ERG SR ABEZBHEMS , EA Yes, IRBHBEIERLE
REEN =@ k4 iR , RIEA Partial.

WMFT ABAC IEHHAEH , F2H (AM EREER) PHER ABAC RIEEZRTT. WEEESAR
E ABAC ZBRN#ERE , F2E (AM EAEEmRM) FHEABEREFEUZH (ABAC).

B H Amazon Glacier £ A X AER
TEREEER . =2

BRI AERRESE AWS ERNEHEZEE  ELFEABARRACE  SEHBEY, AWS BEE
BREEEREBEAER K MAREARMENRESES. NEFMAENRA K F28 (AM FEHERERE) ¥H
IAM F Y ERREZ £ /BHEE T E IAM BEIEENAWS BRIE.

Amazon Glacier BRI E B F 7]
TREFEFIMIEMRE (FAS) &

I TR (FAS) ERMFW WETEATT AWS BT , B8 AWS BT BRE TR L5
R, MERY FAS FRENEAHAER | HSNARENTERE

Amazon Glacier IR A&
TERKAR B

REAGRREETN AM A€  ATREMTEE, IAM EES LKL IAM RET, 18R FNMBRIREE
A, MEFHMEENR , B28 (AM FAEERE) FWEIAGUE R THE AWS R,

/A Warning

BFRK AN A a2 B Amazon Glacier I8, RETE Amazon Glacier 12{#55]85 |
TeeimEREAE,

Amazon Glacier W R EEA®
YERKEZAR . B

BREFACGREGE N —EREAE AWS . BBITUREARENTHENAR. RIEHERS
AEgHRELN 7 AWSIRF |, YHEBHEE. IAM EEE TR  EFRRERBERSEHN
AT,
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Amazon Glacier HBEABER

NFRUREERBEGACNFRET  F2RATEL IAMEENAWS R, EERKRPSHRR
%, AP RBEEAGMTN Yes, BERER , RRZBHHRIER BB

Amazon Glacier #9 & % 84 B 5k €5 451

RIBFER , FABENACREELHE N Amazon Glacier RN, EERFEREHEMEER
HITEMEMNEET | IAM BEE BRI IAM BUEK,

WE T MR AL JSON BURX M2 IAM B BBR |, 20 (AM FEAEER) PHE
M IAM BGR (£ 8).

WZE Amazon Glacier EEXZ BIENERERWFHMEN , SESEERELMN ARNs BX |, B2
B (RIEE#ESE) hH Amazon Glacier WEIE, ERFAFEHERS|E,

LT REFIEXK , FABRus-west-2 AWS EiFFHFrERZERN Amazon

Resource Name (ARN) , #F &R £ =18 Amazon Glacier {R 17 EE+H BB 1k (
glacier:CreateVaultglacier:DescribeVault# ) W& A, glacier:ListVaultsARNsH
ME—3 5 AWS iR, mFEE Amazon Glacier £ E £ FHARNs MEFMHE , 552 B Amazon Glacier
B BEREIR.

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"glacier:CreateVault",
"glaciexr:DescribeVault",
"glacierxr:ListVaults"
1,
"Resource": "arn:aws:glacier:us-west-2:123456789012:vaults/*"

BURIRERIM, FHIHIE us-west-2 BEIP XM E RPN T. ARN GEENERZFETT (%)
RNLRARKX AU S EARFES B,

5o BB API fR7s 2012-06-01 283


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazons3glacier.html

Amazon Glacier HBEABER

/A Important

ERREMEA glacier:CreateVault EERBUREFENGTA , BXEEEEAF T (),
HACERIREEZITRMNEREENER,

&

- BRREE®

« {8 Amazon Glacier £ A

- AFEREREMEMBESHET
- BEEZEBRES

BREER

BoRRREYESIRFANEBASREWHUEY., FIMEMER Amazon Glacier EiR. ELEER
RREREHN AWSIRFELERA. ERBYIRES 7 HBRE , FEE M ERERER

- FIBER AWS SEBRRLBEREERTT - EERBHEFTRTENCEAENTERR  FEH
BAARTHSEREARIN AWS REBER. ©MTELN RER AWS tkF. RfIRBREES
BERERARM AWS HEFZERR , WE—FRDFA, MFEESEA , F2H (AM EAEE
) P AWS ZEBURHEBBEENAWS ZEBK.

- ERAREERET - 5RE IAM BERNFAR  FERTHTERMENT. KERLEN , &
UESERERGT TUEREERRINEE K SELBARKKEBRITT. WFEEA IAM ERFFT
MEZHEER , F2E8 (AM EAEER) P IAM PR BERMFT I,

- £/ 1AM BUER PR E— S IREIFEE - SO LUS RSB EREER , URHIBENERNFE.
Bl | BAILARBEBERRG , EEXEMERA SSL BEFERR, MREBRE SHERARKEE
AWS FRFE , & th A LAfE G4 R 12 5 H 7B CloudFormation. MEEEMEN , 528 (AM EH
#18m) M IAM JSON BURTE : 1&H

- £/ IAM Access Analyzer B& 3 IAM BUR |, BERFT AT 24 B 7 IE #iE4E - IAM Access Analyzer B
BABEMREBER , BRELBIRER IAM BUEREE (JSON) #1 IAM &EEH. 1AM Access
Analyzer 121 100 ZHEBRBRERVENTHWER , THEERREZSHERNWBER, NMEFHHEE
A, F2E AM FHERRE) PHEEA IAM Access Analyzer B 38 BUE

- EEZEEZERT (MFA) - MREHRFIEZEE IAM ERER FHRERSE AWS RS | 5B MFA
LIREREM, MEEFU AP BERER MFA |, 51§ MFA RH B ZENEEK. NEFHAE
A, m2E (AM EREERM) FHERB MFA BIZ% API FHL
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WE IAM A REBBNEEESR  F28 (AM EAEER) 91 IAM Z2HEEH,

% Amazon Glacier =&

& EFH Amazon Glacier X132 A& , B EHE —HRIEFF, ELFUTXLEAFEI HMEIA
Amazon Glacier R ERA AWS IRFE, MREBEVHSEEAKEHFIEBRENE 2K | Al
HREEZBXNER (FRAEIAR) MS , TRARBEEZMEREE,

HRMEFW AWS CLI X AWS API (9ERE |, BTAFBEARFREBEEEGHT. Rz , REAHFFIA
Bt ERBMITZ API BENBER AT,

Amazon Glacier E#ZEARMEESNIRE | HEBEILMEE Amazon Glacier R7FE., EEILH IAM &
PEDNHBEREEBIET , FHEE glacier:ListVaultsEERIR Amazon Glacier 324 |, 11T 5| &4l
T 7Ro

JSON

"Version":"2012-10-17",
"Statement": [

{
"Action": [
"glacier:ListVaults"
1,
"Effect": "Allow",
"Resource": "*"

}

AWS 1R BUNEENEIL IAM BER |, UBRFZERNFEARA AWS, SEBRREE RS
ARGIPLENGT  BLEAEHTEWLS ], EFMER , BF28E (AM EHEER) Bl
AWS ZEBXR,

T3 AWS ZEHRRZ Amazon Glacier 581 , BT LUEEFIEIRFHERE

« AmazonGlacierReadOnlyAccess - &1 % F ¥ Amazon Glacier fy I FEFZEUE AWS BEEFEA,
« AmazonGlacierFullAccess — &EiB #F Amazon Glacier W B ZHE AWS EE XA,
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Amazon Glacier HBEABER

B LB B BEET IAM B3R |, LA Amazon Glacier APl BH{ERERNEFA ., B LG EL R
STBUREERE A Amazon Glacier REERIMEET IAM A&,

—EiETER A W18 Amazon Glacier AWS ZEBURHE®R T WiT W glacier:ListVaults,
MEFHMBEA , F2E (AM FRAEER) PHMEFTRFERE.
AFERAERGMMBE WA

WEHSREBMNMBRILIBER , AFF IAM ERERGHM MEBAERE S 2N ARRZEBER, BER
SEEEEAFHMEA FHAWS CLI AWS APl URER AR B ENSFT

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
.
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"ijam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}
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Amazon Glacier HBEABER

]

EFEZEBREN

EAREH | B AR EZF & E Amazon Glacier EMEF A EREBREHl, EEFEH Amazon
Glacier REST API, Amazon SDKs., AWS CLIZ{ Amazon Glacier B2 XA | EEBRSIEE,

(® Note
FrEEGIEEAXETEER (RYM) BE (us-west-2) RERBIRFS ID.

&3 451

- E0l1: AFEAERREETRHF

- E0l2: AFEAEEVREFEMNREBEA

- EHl3: ATFEAELEHEERERTE

- B4 AFERERESERFENTEA

gh1: RHERERAFETRERE

EETHHT , BB ITEUEREEF, HEEETRE , BUUTRER, U TEHFBERRHE
glacier:InitiateJob BMEMFFAIRMEB T (IEFEAEHENH 7T , RERFEEBRFE
METE) , BAK glacier:GetJobOutput BIfEREF T , A THEMEER., RBREEREHT
glacier:Describelob BIEMFFA , FEMEAEFATURE TFRE, MFEFMHEF , F2REREE
7 (POST F7#),

ZBURTER A examplevault HREELREELEFT, EA L Amazon Glacier 12 & SR
ZE ARN , SIARRRERET AR HRREE (GET REE)S "JIHAFE, (GET RFE) API B
(=

g6l 2 RHERAERYRFENREEA

AT & BB ERE T Resource TEFIEEM us-west-2 BB HFEIREFEMREBENNFT, NE
ERERBENNEAET , 52 &£ Amazon Glacier PEREFRFEEHA, KEEHLEEFTHT , UF
H AWS BIEFHREE , YIS ENREERR,
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Amazon Glacier HBEABER

/A Important

ERREMEA glacier:CreateVault FEREVRTFENT , B4 HTE Resource EF
EEEBAFR (), RALEEURFEZITEHNEREFEN SR,

g6 3: RAERELEHEERERTE

UTEHIBRE Fig 7 LEE us-west-2 BEFPRERTFENT. EEFAANEAECEARA LE
H1F (POST #17) API B#ERHE X2 LE , ERA BB PR LE (POST £ - L&) API &4
P&,

gl 4 AFERAERERSERFENTENT
THEHBRRFEE NREELFTE Amazon Glacier BIfERIEF flexamplevault,

Amazon Glacier H &R BSR4l

Amazon Glacier fR 17 B °] LA — {ElE8 2 HE BA B Y (R I EE F EUBUR M — (R F B SHE UK. Amazon
Glacier R FEFRBERAERASERNBR , THREERFENFT . REEHEBRR W UH
ENREEFIEX, HERFEHERRR , FEZBEIR. S AEHRTEHEBREH T
SRS,

ES |
- REEFERERE
- REEHEBRE

REEFREBER
Amazon Glacier RFEFNBRERUNERAERNWBER , TAREEREFENGTT,

BALABERTFERL —AREFEFINEEK , WEEF, SERATUERREFEFNBRP T
", Amazon Glacier B EBERFELZXERFEHEBR K SELHXRETLHERRELEE, NF
ERAREEHEBRRNFMER  F2RREEHEBE.

g4
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Amazon Glacier HBEABER

« #6] 1: ®F4SE Amazon Glacier BIER B IR &F T
- il 2 . BT MFA RIBRIRIENEBIREETA

g1 1 : FF 435 E Amazon Glacier BifERI IR S5 1]

THIEHIBEE AWS 1RF ¥ 2 A NR7TFELMN—# Amazon Glacier 1 , EBRFF IR TR
{Bl examplevault,

® Note

BERFENIRFSWRKEERRTERBOMEEM. HNEIRFE AFFNREHFER, ERERA
HEE AR AR RIFERNIRS

512 : BT MFA MBRAENEIES T

O LERZEEZRT (MFA) KR E Amazon Glacier &R, BIEMENSZHNLLY , MFA ER
FREZBEEERN MFA RIBERFHERES MFA £E, NMEFBRTE MFA FIHNFAER , B
28 (AM FERERERE) PHERE MFA REM AP FH

FHIBRERT AWS IRF ERHRIEFEAERN 5577 , LA-HA A examplevault IR FEFMBRE 1T |
HIRRERCER MFA £BHETE 28R, BERMER aws:MultiFactorAuthPresent 4 &8k
EEHENANER, MEFMER , F20E (AM FAEEE) DB AFREN TTEZESIE,

RIFEHERE

Amazon Glacier (Amazon Glacier) fRfFE A LLE#E — EERE R FEFRBIRM —BARFEHE K
K, REEHEBREATUHEHENREFETINEER, FARETEHEEBER BB EEHHITER
MERER, Amazon Glacier HEIRMH—E API BEREBREFEHEBER , 528 F£H Amazon
Glacier AP| $H#ERFE,

MRARFEHEBRRNES A BRENREFELAREHNF-FIREEMR. ATEFRLER , &9
DEVREFEHERR , EBEAEMBRHFHNER , EHFEFE—F. SUMEHE IR
HE, HEBRE , BRET RS, IFEHERFNFREN  F2REFEHERR. NIREEE
HEUUSENEMERENT  MUNERARFEFNEE (F2H RFEEFIUEE).

# Al LAE A Amazon Glacier API AWS CLI, Amazon SDKs =% Amazon Glacier i8R E NEHE
REEHEBRE, NEREFEERRBEATN Amazon Glacier BIfEBE |, 528 API Sfaj& &,

g4
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Amazon Glacier HBEABER

- 561 ARTHEIB 365 R HF 2 BB M ERER
- 6l 2 . RIBERIEEMERELR

g5 1 RRTEIB 365 RME 7 2 EEMERER

BEE—EERAER , HFRERE—F , TESEMMR. EUNEBBENATRIFEHEBERE
FIBITRZER, XHEFIBEIER glacier:DeleteArchive EfE examplevault 21 R Z M ERAVIE

RPR 1 F, HWEEMER Amazon Glacier HFEREF £ #ArchiveAgeInDays K& HIH T —FREE

Ko

g6 2 . RBEBRIEEMBRER

BEREE—EUARBAERNRERAY , - EHFAUERE —FOREBARMER,. B, REREFE
ERHNFETSERE , UL EEARAEHEERPLMBRIER. EEEBRT , ZRREEER
FRiFEHEBRTEENUASESERNRER A,

ATEBEEMERR , ATEHHBREMERLER

- E-ERENIEREEEANMBRETA, HEXHE, WHEREM LegalHold HEBHITH.

« FERTARTHEFDR 3656 RWMBRER, B2 , BMEFEDR 365 X , EE — AR
RERFEE | BRE AT FMER.

¥ Amazon Glacier 5§ 2 fFEGETHER B

AL T B KBS BT A& EEH Amazon Glacier Fl IAM B ] 888 2 ¥ R,
B

o REHEE Amazon Glacier P#{TENE

o RAEEBHIT iam:PassRole HIIZHE
« REERF LU AE AWS IRF FEFHEAE Amazon Glacier &R

REREE Amazon Glacier P {TEIE
MREWRGERS  SHERERESTHE , EHOBERSEER , REFEHTHE,

T5IgEfIgEsR g Emateojackson IAM EAEERERA TR ERE —BERE ny-example-widget
BERNVGEMEN , BAVEEM glacier: GetWidget FAIBER4E,
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Amazon Glacier HBEABER

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
glacier:GetWidget on resource: my-example-widget

HEHBERT , BEEH mateojackson EAENBER , AFFEM glacier:GetWidget BIEFE
my-example-widget BiR.

MREFEEHE , FHEEN AWS EEE, ZNEESRUENEZERE.

L AREBHIT iam:PassRole K ZHE

MREBWBNEEEE |, FHEEESIT iam: PassRoleEE , B BERSVEEN , UAHFEEACEER
Amazon Glacier,

BE AWS B AIREEREACEEGEBRE K MARBRYFNEBXALIRBEEAE, NFH
THER B4 ABRERACEEEZRBIFT .

E& 4 W IAM marymajor EAEERFEAEIEAE Amazon Glacier PHITEIERF , 284 TSI A
fHiR. B2 , BFBARBREEEREACGKE TN T. Mary REKAGEERRREHTA,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEEBRT , Mary WBERAAEH , AFFHEIIT iam: PassRole Bk,
MREBEEWHE , BEEEN AWS EEE, ZNEBEESRMHEENESEE,
REE AR A AE AWS IRF FEFEKA Amazon Glacier &R

BUNRY—EAE  BEMKRFHINERENEEBATNASFIENER, BT UIEEZ R
EEEMHENEXAR, HHXEERERNBERIFEUEHIEE (ACL) AVARES , &I LU ALK
RRE T AEFEUENE R,

MEFEE-FTH K F2EUTRE

« ZEET#E Amazon Glacier REXEELLIThEE , 552 Amazon Glacier Z{A/E2 |IAM ZEFE .

- BETHENMAELSHES AWS IRF 0 BERcEREFIE , 260 (AM EHEER) FHESHE
B AWS IRF B9 5% — 1@ IAM A& REFEE,

- BETROMEERNFIERMEE=S AWS IRF | 28 (AM EAEER) TR FIER
HIeE =5 AWS IRF #H,
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Amazon Glacier HBEABER

- METHNMEBBKS 52 RUFIE , F268 (AM £RERER) PHBEFIRREAGENTE
THEIRENERE BMSE D).

- METHREAAGNEREBRRETERFFRCENZR , F28 (AM £REER) 8 IAM
PR ERS ERFE.

AP| FFr[ & &

B IRIEELE Amazon Glacier #1{aEE IAM BB A WiRE HEEE IAM 59 (B2 EBE) IER (B
FREBUR) WRFATBERE , IUERAUTERRIEASZE., @28 Amazon Glacier API ##1E, &7
UBFHTEESF NS ESE , URETUETIHT AWS HER,

BEBEW Action TEHIETERE , ABREBERK Resource TEHRIEEERE., B LEH
IAM BU3R5E S Condition ;t& |, RIEEBREMFRE.,

EEIETEHE  BEARE AP BEBBM glacier: 8 (B0 , glacier:CreateVault), ¥
MK ZE Amazon Glacier E)YE , ResourceRZBERFHAINREFEE., BREBFEAREE ARN , &
RIFEEES Resource B, MERTHRY , BULIEABLERN RSB, WEFHMER , B2
BAmazon Glacier ARV E R R BUR,

TRIHAEL S S HERNBERMNUERAER N BERE R £ AN EIE.

@ Note

BLEBERARREUSG D HERNBEREBERER. ELBEESE —EM AP EXREBRIUER
(*) B’

Amazon Glacier AP M Ej#E#Y A EFF A

th 1F % B¢ {8 (DELETE uploadID)

FREEEF Al (APl B4E) : glacier:AbortMultipartUpload

ER : arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

Amazon Glacier {§#4£4& -
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Amazon Glacier

FMBABER

FehHR1ZESEE  (DELETE $#EBXR)

FREERFT (APl 84E) : glacier:AbortVaultLock
BR :

Amazon Glacier {§4€58 -
HIBEREREE (POST 1Y)

FrEEEFH (API B14E) : glacier:AddTagsToVault

ER : arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

Amazon Glacier 1&# &8 : glacier:ResourceTag/TagKey
SEAR D B £ & (POST uploadID)

FREEEF Tl (APl B14E) : glacier:CompleteMultipartUpload

&R : arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

Amazon Glacier {##f£#& : glacier:ResourceTag/TagKey
SERARFEHE (POST lockld)

FRERFT (APl 84E) : glacier:CompleteVaultLock
BR :

Amazon Glacier 1&# €88 : glacier:ResourceTag/TagKey
BIAREE (PUT REE) *

FrESF T (API Bi4E) : glacier:CreateVault
BIR :

Amazon Glacier &4 &8 -
Bk £ 17 (DELETE archive)

FrEESF T (APl Bi4E) : glacier:DeleteArchive

Amazon Glacier AP| ] &
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ER : arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

Amazon Glacier 1&#€4$8 : glacier:ArchiveAgeInDays,
glacier:ResourceTag/TagKey

MIBR S #4EE (DELETE X # &)

FREEEF T (APl BiE) : glacier:DeleteVault

ER : arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

Amazon Glacier &4 £#8 : glacier:ResourceTag/TagKey
il B4R 77 B2 77 BUBUCR (DELETE #ERBUR)

FrERFT (APl B4E) : glacier:DeleteVaultAccessPolicy

&R : arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

Amazon Glacier ###f£#& : glacier:ResourceTag/TagKey
MIBR4R 17 E @ &1 (DELETE B ARV AERE)

FREEEF Tl (APl B14E) : glacier:DeleteVaultNotifications

ER : arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

Amazon Glacier 1&# &% : glacier:ResourceTag/TagKey
HIREF (GET JoblID)

FREEEF Al (APl B14E) : glacier:Describelob

&R : arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*
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Amazon Glacier {4 £ 82 -
R R1ZE (GET REE)

FrESF T (APl Bi4E) : glacier:DescribeVault

&R : arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

Amazon Glacier {4 £8& -
5 E BHEEBUER (GET BUR) *

FRESF T (API BiE) : glacier:GetDataRetrievalPolicy
#IR : arn:aws:glacier:region:account-id:policies/retrieval-limit-policy

Amazon Glacier {4 <82 -
TENSERE L. (GET &)

FrESF T (API Bi4E) : glacier:GetJobOutput

&R : arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

Amazon Glacier &4 £8 -
1S A EFEUECGR (GET ZEUBUGR)

FREESF T (APl B14E) : glacier:GetVaultAccessPolicy

&R : arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

Amazon Glacier &4 £8 -
WMEREFEEEE (GET SHEBE)

FRERFT (APl B4E) : glacier:GetVaultLock

&R : arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*
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Amazon Glacier &4 £ :
IS M EES (GET BAIRAERE)

FREEEF Al (APl B14E) : glacier:GetVaultNotifications

ER : arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

Amazon Glacier 1§44 £88 -
BRE)EFE (POST F7)

FREEFF Al (APl B14E) : glacier:InitiateJob

&R : arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

Amazon Glacier ###f£#& : glacier:ArchiveAgeInDays,
glacier:ResourceTag/TagKey

BB R EE (POST B £ - LE)

FRERFT (APl B4E) : glacier:InitiateMultipartUpload

#R : arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

Amazon Glacier {&#£4$8 : glacier:ResourceTag/TagKey
BB RIFESHE (POST $HEBUR)

FREESF T (APl BiE) : glacier:InitiateVaultLock
ER :

Amazon Glacier 1&# €% : glacier:ResourceTag/TagKey
Bt T4E (GET IT4E)

FrEESF T (APl Bi4E) : glacier:ListJobs
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ER : arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

Amazon Glacier {f#£8& -
o B & (GET 28 - L&)

FRERFT (API Bi4E) : glacier:ListMultipartUploads

&R : arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

Amazon Glacier {§4€88 :
SBE IR (GET uploadID)

FTERFH (APl B4E) : glacier:ListParts

ER : arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

Amazon Glacier {4 <82 -
S H N ERNZER (GET 8)

FRERFT (APl B4E) : glacier:ListTagsForVault

&R : arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

Amazon Glacier {§#4 €8 -
F5IHRERE (GET ®R1ZE)

FREEEF T (APl BiE) : glacier:ListVaults
BIR :

Amazon Glacier {§#4 <48 -
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HRFEBBRER (POST tags remove)

FRERFT (APl 4E) : glacier:RemoveTagsFromVault

ER : arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

Amazon Glacier 1&# &% : glacier:ResourceTag/TagKey
R EEBHEEUBCGE (PUT BUE) *

FREEEFT (APl B14E) : glacier:SetDataRetrievalPolicy
&R : arn:aws:glacier:region:account-id:policies/retrieval-limit-policy

Amazon Glacier {4 &8 -
REREFEEFIEEE (PUT EEUBUR)

FREESF Tl (APl B14E) : glacier:SetVaultAccessPolicy

&R : arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

Amazon Glacier {##f£#& : glacier:ResourceTag/TagKey
BRERTFEBAER (PUT BAKERE)

FREEFF Al (APl B14E) : glacier:SetVaultNotifications

ER : arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

Amazon Glacier 1&# &8 : glacier:ResourceTag/TagKey
LEH1E (POST $#15)

FrESF T (APl Bi4E) : glacier:UploadArchive

&R : arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*
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Amazon Glacier 1&#&4#8 : glacier:ResourceTag/TagKey
2 B E{& (PUT uploadID)

FREEEF Al (APl B14E) : glacier:UploadMultipartPart

ER : arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

Amazon Glacier 1&# €488 : glacier:ResourceTag/TagKey
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Amazon Glacier HBEABER

£ Amazon Glacier H i #& MBS 4

Ety% 24 Amazon Glacier (Amazon Glacier) #1 AWS R A RAFEM, TTAMMRENEELR D,
IRIERAE AWS RS RV B 0 NSRBI E R | DUE1E 3% 4 HR P I 58 B2 7% 3 38 51l A8 SR MR SRR o
AWS RE T 5 T EREIE Amazon Glacier BRI B FEEEE4 -

Amazon CloudWatch Z /R~

i#EiB Amazon S3 £ Amazon Glacier & , &0 LAEH Amazon CloudWatch 7R , TEEIEERHA
BAREFEE—EE, Amazon S3 MRIEEBBIEENRE , FFE —AEXZE Amazon SNS £
= AWS Auto Scaling IR, CloudWatch B A ERARRBEMREMARBE. LEARRECDE
BEX#ETAHEENRERE K T2FUBE, MEFBER , F528:FE Amazon CloudWatch

ERER.

AWS CloudTrail H&&

CloudTrail 2t A&, A AWS R Amazon Glacier FFTERENEIERIEC#%, CloudTrail &
# Amazon Glacier WFTE API BIUEEER A4 , S@IERE Amazon Glacier &AW | AR R
B ¥ Amazon Glacier APIs V2N IEFEIL, EFMEF , F2B LA 528 Amazon Glacier API
Ry AWS CloudTrailo

AWS Trusted Advisor
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- XFFEFXERLTLFRAE (PCIDSS)
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ERABER (VPC) IR M AIZEEH VPC AT EREXEN AWS RIEMERA AWS PrivateLink 17
# VPC imB RS , MAEERRMAEAE. NAT £E. VPN E#® AWS Direct Connect iE#R. #A
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\
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£/ Amazon Glacier ERHEEEE , S UREHNEESRENGSE K LEESEAWS IEFE 1§
K ERHEECEE AWS B8, 2 Amazon Glacier ERHEE ANGEMEH , 352E Amazon Glacier

/A Important
BERHEIBEREE R AR EREUN E 2 E#[0 Amazon Glacier 12 Hi BV EEGEE R
2% Amazon Glacier @7 EBIRFMER , 552 E (Amazon Simple Storage Service £H#H
EE) PHARBEYANERY AN RTER.

F&E

- 2 Amazon Glacier & FHEEUBE

« A Amazon Glacier £ A R E & BHEEUBUER
« {8 Amazon Glacier AP| :% & & R R

1212 Amazon Glacier ER BEEVEE
T LB = AN Amazon Glacier ERHEMECE - BEIRS. ERGEH=NSRSERE,

MEMEIRS ) RANERNERENEINEEK. WRER TEBEERS ) BER , AITEREEINE
B, WIEIMAR NN EREEGEGER.

BBERAERRELRIGE , BUEERREESHE AWS 2BLHRREAN , IFEEEEMNER
HHER, MRCEEFENNERER AWS RELREARE |, G0 LUE &S HEEEBER KR Ebytes-
per-hourf BN RE HE, &SRR ATH#ER AWS B FAREHIN TN &S EINE N BBATREN
B R TAEE .

A TERABESR. N "ESHEEE, BX , STEEIBHEENHENEEN EREEGE R, MR
EERERSES RBR , Amazon Glacier BRIFIERBIBREE AWS A RRENHEEGER. RE
FRARSHEEEEEK , Amazon Glacier E8E BT HEKHN &S MEEREIBIBE R ENbytes-per-
hourBt BRI REENFE R . IELBUR I BRI & BHEEUR A B &,

LTREFEERBERBRN —EEREN .
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https://aws.amazon.com/s3/glacier/pricing/
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/storage-class-intro.html#sc-glacier
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1. BAAWS EEX#A | I https://console.aws.amazon.com/glacier/home : // BAEX Amazon
Glacier 24,

FEREST , AWS BE R THNBEEFRE , EUULEE REEREINBUER AWS B,
EEANEEERTD  EREREIERE,

EERE, DB REEMENBRER.

HEEREIEE TR ERE,
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BREM = EERENEER . — | EFEIRE, EREBHRIEERSHENE,

- MREBRZEBERS , ASEIRAERMHEEEER,
- MRERBREREBELR , ITEZEB AWS £ ES RNERBEIER.

- MREEEEERSHNR , IEMENFEREERETHT TENREENREBEEENRS
HHRE , REHEEELHER, ELRERSHEINETH GB//NFHRPEER/MF GB WEH,
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6. BREfMESEE,
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(GET BURX) REEERANWERERERK, EUER SREERIEEUBGE (PUT BUR) FRREEHR
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= None , FBEVERHERBUERER, BytesPerHour EREFH AT REBREERS I
L. FreeTier LEEZEERFEESFZR , None LLEEEBEERH/,

B BEER (POST £55) FRUMBER I TR |, B T8 & RHEEUBUR R E Y &
SRR | Al Initiate Job EEKEFLIBHEE,
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RAESER , SIEREER,
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- EREFREE

- ZHERH

- FAZREBRAL

- FRAEREEFEUEE

- HHEAEE

&AL E R Amazon Glacier £#4&. AWS Command Line Interface (AWS CLI) 2 Amazon Glacier
APl R5ERK T HIET :

- MERRIXHE
« I HENRR
- EXHEBRER

ERMMEFE, JHMNBREENFMENR , 328 E2EH Amazon Glacier /17 E,

B LMEAERR D BENXHE, flin, BAMKAR. BEEIRERIEXHE, AREES
TEEESNSBINE , ZUEY-HBTWER , MHFEENBEER, fll , B lER—HEZ
B THBSKBXHENEEENARRERXHE, AT2—EEZBRWEH
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BEEBRH

EXEBRS , TR

- BRNVER CLHHE) LRA 50,
- BRERBEEEIANIE.

BERESRRS , TR :

- EXHEN—EZET  SESESLBSEARK K. IREHEEACEASRNER , AFNE
BEERLESBEY.

- BRRSIEBTEEL BHE , aws: RRLFERER £H AWS, AWS AIURKREEV AN FEFRE
WEE , BEELEERMEREMM.

- EBSBORENXAS 1% 128 {8 Unicode F T,

- EBZRS|IBXATETIF : Unicode F&, BF. ZRURTIEHRFT: _ . / = + - @

BRERS , TR :

- BERENEENSZAS 0 2 255 {# Unicode F T,
- ERETUTEH, B, EfAXEEETHFER : Unicode &, BF., Z=HRIURTIMEM4EH®RT
JL:_ ./ =+ - @

{£ A AR ECIB HE R AN

B LAE RS RS BANEREN AWS A&, EREEBERAZEMAWS ERE , 3EREE ,
AWS AP EHRESTERETRANAERNRAE, BUUERARKRERER BlaRAHL, EH
BAEBNEES) WEER , BSERBNRASBEE, WEFHMEER , 528 (AWS Biling £
HEE) FHBREDEEBRARBFTRERS.

£ AEHEEFEIE S

AL EBAEEFRBERRA X PR, S, EUURESENREER  YEHBAKREIEE
ERREBRT , ZRGER "TNREERBEREREAS True , ASEBEMANHEMER. o &
AUHNBERRERE , YEEFERTHESERERBRES False, MREMNERNLARE LU
BRE , LKA LUEBKERERES True , YHEBNUBELUSXMBRRE , EMERRRBCEERE. W
FEHMER  F2H (AM EREER) PHEAERZGFIER.
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£ 524% Amazon Glacier APl 04 AWS CloudTrail

Amazon Glacier (Amazon Glacier) B 8 JRIEE4S AWS CloudTrail , LR ATIREFERAE, AR
Amazon Glacier 7 AWS BRI FTEREXENERYEC 8%, CloudTrail &% Amazon Glacier fFTA API FIY
HEASEH , DIERE Amazon Glacier EZ AW |, LUK R BE% Amazon Glacier APls B2 15
MY, mREEER , BIF LA CloudTrall EH B ZE Amazon S3 #7888 , ©3E Amazon
Glacier WS4, BIFEEREREEH , AT LIER CloudTrall EEAPNEHE L LHEMARIHE
#. £ CloudTrail WERNEF , LA LLHIEIE Amazon Glacier 12 HEIFER ., 1BHEFERMY IP bk,
REBROAE, REBRVER , URHEMFEMAENR,

EEE—L 7 H CloudTrail , 5528 "AWS CloudTrail fFH&EM.

CloudTrail 89 Amazon Glacier B3

EERENIRE AWS tRF B | 88 L&A CloudTrail. EEEITE Amazon Glacier FE4 R | ZEH
SHREABFRLIOHPHEM AWS REEH —EFKTE CloudTrail E4F, B LE K., BSH
TEHEENEHR AWS 1RF. MEFMER , F2E (£ CloudTrail BHE HEHMREHF) hitps:/

docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html,

EERFERE PNEH AWS IRF | 21% Amazon Glacier WE# | SFEMBM., #E3RAEZE CloudTrail
& BFHERERTZE Amazon S3 RFETHR., RIEFER , ERETEREATEIRER  BRXSEAE
FiE AWS [BiF, REREHKAWS D EIEFME AWS BEIWNEH , Wi§ AFEREXIEEEN
Amazon S3 fETZRTEE, AN | BATLAEREE M AWS RS , AE— 5 5 FEE CloudTrail BESHFR
KENSHER., MEFBER , 7528 .

- BEMIEHRBIER

« CloudTrail BN REMNES

 FXZE CloudTrail B Amazon SNS & 41

- RZEEFEEW CloudTrail BFER , MRS EIRFEW CloudTrail HFFER

CloudTrail &2 #F7H Amazon Glacier B)fF , WEE#TE FAmazon Glacier B AP 2%, filtn , ¥ &
MRFE (PUT RTFE), MIBRX4HE (DELETE X#E) Uk "FIHRFE, (GET RFE) BEREH
MR ILE1E CloudTrail HERPELEE,

B-EEMIARERFE TS ELFRENENA. FoERATHEHE THIEE

- REEAREREIBIRHZFR.
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Amazon Glacier AR
- RERBRE , REFATHREACEHMES I EAENERRLEBRE.
« BRRE EEHﬂﬂ AWS BRIEHRE .

MEFMER , 52 [ CloudTrail userldentity ST,

T #2 Amazon Glacier B ERIEH

BHtR-EEE , ERBAUERERNEARNREIEER Amazon S3 #F&rE. CloudTrail BF
1%?-?5?’?33 FEZEEARER, —BASHATMARRREEHNE-—FR , XESHEREE. FRHO BHME

3. ERBHFEA. CIoudTra|I AFERAIFRNE AP FFUDERIGCSVERIEF R EUEM
CI%F;ENEEF&EEO

UT&EfRENERT BARETFE (PUT R1FE). MBRX44E (DELETE X#4E), "JIHRFE,
(GET R1FE) & HIRRFE (GET R17E) B1EH CloudTrail BFEEB

{
"Records": [
{
"awsRegion": "us-east-1",
"eventID": "52f8c821-002e-4549-857f-8193al1l5246Fa",
"eventName": "CreateVault",
"eventSource": "glacier.amazonaws.com",

"eventTime": "2014-12-10T19:05:157",
"eventType": "AwsApiCall",
"eventVersion": "1.02",
"recipientAccountId": '999999999999",
"requestID": "HJiLgvfXCY88QJAC6rRoexS9ThvI21Q1Nqukfly@2hcUPPo",
"requestParameters": {
"accountId": "-"
"vaultName": "myVaultName"
},
"responseElements": {
"location": "/999999999999/vaults/myVaultName"
I
"sourceIPAddress": "127.0.0.1",
"userAgent": "aws-sdk-java/1.9.6 Mac_0S_X/10.9.5 Java_HotSpot(TM)_64-
Bit_Server_VM/25.25-b02/1.8.0_25",
"userIdentity": {
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"accountId": "999999999999",
"arn": "arn:aws:iam::999999999999:user/myUserName",
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"principalId": "A1B2C3D4E5F6G7EXAMPLE",
"type": "IAMUser",
"userName": "myUserName"

"awsRegion": "us-east-1",
"eventID": "cdd33060-4758-416a-b7b9-dafd3afcec90",
"eventName": "DeleteVault",
"eventSource": "glacier.amazonaws.com",
"eventTime": "2014-12-10T19:05:157",
"eventType": "AwsApiCall",
"eventVersion": "1.02",
"recipientAccountId": '999999999999",
"requestID": "GGdw-VfhVfLCFwAM6iVUvMQ6-fMwSqSO9FmRd@eRSa_Fc7c",
"requestParameters": {
"accountId": "-",
"vaultName": "myVaultName"
},
"responseElements": null,
"sourceIPAddress": "127.0.0.1",
"userAgent": "aws-sdk-java/1.9.6 Mac_0S_X/10.9.5 Java_HotSpot(TM)_64-

Bit_Server_VM/25.25-b02/1.8.0_25",

"userIdentity": {
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"accountId": "999999999999",
"arn": "arn:aws:iam::999999999999:user/myUserName",
"principalId": "A1B2C3D4ES5F6G7EXAMPLE",
"type": "IAMUser",
"userName": "myUserName"

"awsRegion": "us-east-1",
"eventID": "355750b4-e8b0-46be-9676-e786b1442470",
"eventName": "ListVaults",
"eventSource": "glacier.amazonaws.com",
"eventTime": "2014-12-10T19:05:157",
"eventType": "AwsApiCall",
"eventVersion": "1.02",
"recipientAccountId": '"999999999999",
"requestID": "yPTs22ghTsWprFivb-2u3@FAaDALIZP17t4jM_xL9QJQyVA",
"requestParameters": {
"accountId": "-"
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iy
"responseElements": null,
"sourceIPAddress": "127.0.0.1",

"userAgent": "aws-sdk-java/1.9.6 Mac_0S_X/10.9.5 Java_HotSpot(TM)_64-

Bit_Server_VM/25.25-b02/1.8.0_25",
"userIdentity": {
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"accountId": "999999999999",
"arn": "arn:aws:iam::999999999999:user/myUserName",
"principalId": "A1B2C3D4ES5F6G7EXAMPLE",
"type": "IAMUser",

"userName": "myUserName"
}
I
{
"awsRegion": "us-east-1",
"eventID": "569e830e-b075-4444-3826-aa8b0acad6ec7",
"eventName": "DescribeVault",
"eventSource": "glacier.amazonaws.com",

"eventTime": "2014-12-10T19:05:157",
"eventType": "AwsApiCall",
"eventVersion": "1.02",
"recipientAccountId": '"999999999999",
"requestID": "QRt1ZdFLGN@TCm784HmKafBmcB21VaV81UU3fsOR3PtoIiM",
"requestParameters": {

"accountId": "-",

"vaultName": "myVaultName"
I
"responseElements": null,
"sourceIPAddress": "127.0.0.1",

"userAgent": "aws-sdk-java/1.9.6 Mac_0S_X/10.9.5 Java_HotSpot(TM)_64-

Bit_Server_VM/25.25-b02/1.8.0_25",
"userIdentity": {
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"accountId": "999999999999",
"arn": "arn:aws:iam::999999999999:user/myUserName",
"principalId": "A1B2C3D4ES5F6G7EXAMPLE",
"type": "IAMUser",
"userName": "myUserName"
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Amazon Glacier By AP| &%

Amazon Glacier 3B — #1214 , 4352 —# RESTful API FEAY | A[EEEEREEH),

& LAGE AR AT AT LA HTTP SR RRFAERXE | i$EM REST 5 REIXE Amazon Glaciers
&% REST 55REK , Amazon Glacier SEREBEBEEFRKBIEMEBER. I, ELEHFR
BEMNEFERBTENNAS K THESSELEMNE R, NEFMER , F2REEEKR,

INRBAEEE | BEEHE Amazon Glacier TESEREIEREEME  LWERET, BR7TiCi# REST #
Ez 5, ZENERE TFIEELER , IMELRT LAE#EIT REST API FEAY,

B EEFER REST API I | SREFARMSERNEN Amazon BEEH, EEEXEHZE
ENESEBERETER , UHERRDAENWRERN, Bt , £/H Amazon BREH LIRS
%, WHBASEREMAER BAR Java B AWS SDK #1 .NET B9E A Amazon Glacier /E/R) T4
g1, MESFMENR , B2 2B Amazon Glacier {8 AWS SDKs,

ES- |

- ERFEREE
- EROEESE
- ZFBHFEXK

- EEREREM
- SHERMIFE

- REEEE
- HERE

- DREBRE
- ERRE

- EEBEEREANERER
- EREEURE

® RFAXREE

Amazon Glacier (Amazon Glacier) REST Z8 RBE ST ERREAREANEZEE, TRIEHAE Amazon
Glacier REST 7&K AJ A AR EE,
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BREARW A NE

Authorization HEFRMEMNZEE. Amazon Glacier B E =
Signature % 4 fR, MFEFMER A FSREES
HA . P8

Content-Length EREAXHRE (FEEHE), BHRH
H|A P

RfE . EEAR LEHF (POST #1F) AP,

Date F®E Authorization EBEHIEMNEHEEN Bixrtl
HHl, MREFEMH Date EZHFBE , L AEEE
£/ ISO 8601 EARENX, FEBERT , TFE
x-amz-date B, FEE , B x-amz-date

B —2EE Date EHEMME.

MR BHEEFSAREE , MEeAUR RFC
2616 (3.3 ) EEM BB SR Z2—, Bl ,
5| HEi/BFRwWed, 10 Feb 2017 12:00:00
GMT 282 Amazon Glacier #EL £ FHY A B Hi/EFE
=,

WMRIEFERH Date EBEETHEE |, BIXEHA ISO
8601 EZA&H YYYYMMDD ' T'HHMMSS 'Z" BXo

HR . FH

%4 MR EIEE Date , ERFFE 1ISO 8601 &
AN , QX BABEE x-amz-date BHEH, IR
Date 234 I1SO 8601 EXENIEEN , BEEHR
HEBRRECEH , WHBTEE x-amz-date &
., WMEFHMEN , 5528 Amazon Web Services
FERHH Signature £ 4 IiRHHIEE B H,
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Amazon Glacier

FMBABER

BEEAE

Host

Xx-amz-content-sha2
56

Xx-amz-date

S
LR E S EEF RNV BBK R, ENER

WA "glacier.region.amazonaws.com "

HozyaH{R A AWS EIEHEZ#E , Hlf0 us-west-2

o
A . T

£/ EEH1F (POST #17) =& 5 &R L& (PUT
uploadID) HEHEERABRIFTE SHA256 BER
M, EEIZETEEE x-amz-sha256-tree-hash
EEATRRE , EREARL/ NEESE K ELEEMEE
#. & x-amz-content-sha256 RM4EMN
MBETE x-amz-content-sha256  #l x-amz-
sha256-tree-hash &

HR . FH

R BIRAPI B EEE, LEHF (POST H
17) M 2B L& (PUT uploadID).

AREREEEFRIEXENAH, KHASLER
ISO 8601 EAHY YYYYMMDD'T'HHMMSS'Z'  #
No fHlan , 5B H/ERE20170210T120000Z x-
amz-date EHAM Amazon Glacier,

BH . F&

&4 - x-amz-date HFTERREZZAH , &
ALARBEERANRZERRNBAH, R Date &
FHRLLISO 8601 EXENIEEN , AIFHFE x-
amz-date . & x-amz-date HFEE K6 —2ES
Date FREMNE., WHRFMEN , F2E Amazon
Web Services FAZE 3k P HY Signature 5 4 MR HVEE
HAH,

iR

BiR#

ERFERERHE
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HEER MR NE
x-amz-glacier-vers  E{FMAH Amazon Glacier APl R4, B BIMRE=Z =
ion 2012-06-01 .

¥R . FH
x-amz-sha256-tree-  LEHF (LEHF (POST #77F)) SiHtF#0 (7B HiR#
hash & (PUT uploadID)) KY5t & SHA256 fiERE

B, MEFELREENNFHES  F2H E

EREEA,

¥E . FH

TEEE &

4 . EEHE (POST H#17F) M 2R EE (PUT
uploadID) 2% EH,

B R EEESE
THREHARALS AP B EN E EEE.

28 iR
Content-L EEAXHWRE , MU THAENN,
ength
BE . F&H
Date Amazon Glacier (Amazon Glacier) EIFE#RY B HAFIBER , 520 Wwed, 10 Feb

2017 12:00:00 GMT. HE#ENHEAR RFC 2616 5 3.3 HPREMNTE
BNz — . FEE , EEM Date AJRERHEMBPHEMES , Bit |, 1
LEHE (POST #f7) FREENBH , IRTHERFENEFTRFERS
HEFEERW A Y.

BE . FH
x-amzn-Re Amazon Glacier B W{E , AJE—FBIBFER, R Amazon Glacier 34
questId BE , AWS AIAERAEYBEETHREDE . BRERHELE,
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Z8 iR
A . FEH
x-amz-sha HEREFAXH SHA256 B EREEN, NEFTEMREEFNNFHEE
256-tree- 7, BSR EEREEAN,
hash
H|A . FH

FHEBWBK

Amazon Glacier ERZEBHEEFRRBB[EGEEINEERE R, EEXERR , FEANBMERY

RETEHENHEE, MEMEE—EREY, HREBEAAER—EAE - WHEE, LEERENRATER

RMABRENEBAINT., HERYSED —EMEE K SELETSSEBRIHAEE, AHERH
3R Authorization ZBEHRH—I5,

WEIFERE , Amazon Glacier EEAEARBEFRN AR EZRBINBARENAERE, WRE
ENEEFESHERPHEE | Amazon Glacier EREFE R, BTAl , FREEIEL,

Amazon Glacier & AWS Signature £ 4 ETE BT, STERXENEF UL R=BFH :

 E#1: BUIERFER

B HTTP B REFHIEAER SN, FAEXKRERMSLEN , B4 Amazon Glacier EEFTERE
DBSREANEEHTHEES SERERNERKE.,
- £ 2 BB AFH

By—l7%  LEEALFEHATRREMZHNBVET—EBARAE, kFH , BRAEATFS
RMEREREZNERE, FXRAY, BABNEEFSENI —EEBNEXNFRNFE, BAENE
EFEAHFRAH. AWS BEMBRBEANSBE,

- EK3:BUEE

FRAESHERAFTENZBREMERBRBIBROEE . 0 BAFRNTESH, Bht
AR ERSBARRAELITESBNFERASAEHEE FRREI —RIMEEAE TS B
FREE (HMAC), BEE , WEHBESBHPFRANMERETR2AN LEERH Amazon Glacier APls
W R R

ES |
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- BEESH
° §+§§ uw? *FE@%&EE

BETHEED

UTEHEBRSHRA BYREFE PUT REE) BYUSENFMENR . LEHTHERESEEEE
AEFENZE, WEFHMER , F2H (AM E£REER) PHEE AWS APl &K,

RAEBIRERAT

- BERWEBFEBECA Fri, 25 May 2012 00:24:53 GMT,
- WHEXEERD (HEeiidt®P) EF ( us-east-1),

—#REERFEE (2 JSON AX) =&

PUT /-/vaults/examplevault HTTP/1.1
Host: glacier.us-east-1.amazonaws.com
Date: Fri, 25 May 2012 00:24:53 GMT
Authorization: SignatureToBeCalculated
x-amz-glacier-version: 2012-06-01

HRER1 : BYFAFERFAENFRNVEXEAR

PUT
/-/vaults/examplevault

host:glacier.us-east-1.amazonaws.com
x-amz-date:20120525T002453Z

x-amz-glacier-version:2012-06-01

host; x-amz-date; x-amz-glacier-version
e3b0c44298fclcl49afbf4c8996Th92427ae41e4649b934ca495991b7852b855

EXNBFRUKRR—ITRFARAXWMEE, B/, FEEEXABRPHZNE=1T. ERRE/L API
REEHBH,

BERER 2 BEUBESENFTHE ZEENFSER
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AWS4-HMAC-SHA256

20120525T002453Z

20120525/us-east-1/glacier/aws4_request
5f1ldala2d0feb614dd03d71e87928b8e449ac87614479332aced3a701f916743

BAFENE—TRERE , E-TENEER  FZTREANEHNEE  BR—TRRAEHK 1 &
MIEHFERMIEXBROMEE, EREFLEEANERANRBEBERE glacier,

HRER 3 BUEE , fTESRAIUERS !

derived key = HMAC(HMAC(HMAC(HMAC("AWS4" + YourSecretAccessKey,"20120525"),"us-
east-1"),"glacier"), "aws4_request")

MBFERIZEFEEE wlalrXUtnFEMI /K7MDENG/bPxRTiCYEXAMPLEKEY , BIfTEHER -

3ce5b2f2fffac9262b4da9256f8d0@86b4aafs2eba5f111c21681a65al127b7c2a

RESBRE Authorization RHE., HAREFEEHM AKIAIOSFODNN7EXAMPLE , R5E (BT
AIEME MY T H#1T) =

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20120525/us-east-1/
glacier/aws4_request,

SignedHeaders=host; x-amz-date; x-amz-glacier-version,
Signature=3ce5b2f2fffac9262b4da9256f8d086b4aafs2eba5f111c21681a65a127b7c2a

ATERRRENEER

FEHF (POST £17) M £ B L& (PUT uploadID) 2B 7iRE , EELERZNRAEREBEETSHM
=5 x-amz-content-sha256, BRBRENEESREEMIRIENKEZLSBTLHMERE , B8 MNT B

‘;ﬁ: TTEEO

BMARTE x-amz-content-sha256 M ERKBE LENEEBERS (FH) 1Y SHA256 #ZE, FE
= EEFTETRER SHA256 fiik = (EEREEN), RTHTRENERI , REHERH SHA
256 BB EASHE LK SHA256 Bk HZETE.
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MRAHERIEERMTERES , AT ERART Java BT H BRREH SHA256 #iE,

public static byte[] computePayloadSHA256Hash2(byte[] payload) throws
NoSuchAlgorithmException, IOException {
BufferedInputStream bis =
new BufferedInputStream(new ByteArrayInputStream(payload));
MessageDigest messageDigest = MessageDigest.getInstance("SHA-256");
byte[] buffer = new byte[4096];
int bytesRead = -1;
while ( (bytesRead = bis.read(buffer, @, buffer.length)) != -1 ) {
messageDigest.update(buffer, @, bytesRead);
}

return messageDigest.digest();

EEk , 7 C# , B LFTEAFHERA SHA256 = , MU THERNTEH R,

public static byte[] CalculateSHA256Hash(byte[] payload)

{
SHA256 sha256 = System.Security.Cryptography.SHA256.Create();
byte[] hash = sha256.ComputeHash(payload);
return hash;

}

B APl B ERTE S5

THHEFEZRSHERD BEUBENFHEF LEHEF (POST #77) , iER Amazon Glacier Ry fE &7t
APIs BV E Rz —, ZEHIBRERAOT :

. ERIEMBES Mon, 07 May 2012 00:00:00 GMT.
- InEEEERD HFEmILE) B (us-east-1).
- ARAEHEFTHE "EUlEA Amazon Glacier, o

THHEHIE T —ARFEREEL (B JSON AX), #EE , @8 x-amz-content-sha256 ZH,
EEEE{LMEHIF , x-amz-sha256-tree-hash A x-amz-content-sha256 2/HEIMN{E. {8
2, HAKRKA1MBWEELE , BRIEEMLL,

POST /-/vaults/examplevault HTTP/1.1
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Host: glacier.us-east-1.amazonaws.com
Date: Mon, 07 May 2012 00:00:00 GMT
Xx-amz-archive-description: my archive
x-amz-sha256-tree-hash: SHA256 tree hash
x-amz-content-sha256: SHA256 payload hash
Authorization: SignatureToBeCalculated
x-amz-glacier-version: 2012-06-01

HAEK 1 BYEXER STENBERNWERXFERXO TR, FEE , B£REHE x-amz-content-
sha256 @8HE, EXRTEBVLALBIUREMETE SHA256 #E  REBHERE,

POST
/-/vaults/examplevault

host:glacier.us-east-1.amazonaws.com
Xx-amz-content-sha256:726e392cb4d09924dbadlcc@ba3b0@c3643d03d14cb4b823e2f041cff612a628
x-amz-date:20120507T000000Z

Xx-amz-glacier-version:2012-06-01

host; x-amz-content-sha256; x-amz-date; x-amz-glacier-version
726e392cb4d09924dbadlcc@ba3b@@c3643d03d14cb4b823e2f041cff612a628

FIEANHRETEERE XE5TEE) AN TR, FHALEFEIRE8Authorization MEINEHE
wJaerUtnFEMI/K7MDENG/beRf1CYEXAMPLEKEY’%}AKIAIOSFODNN7EXAMPLE1%EEmTFEﬁH<
(B 7 I EM MM T #1T) -

Authorization=AWS4-HMAC-SHA256
Credential=AKIAIOSFODNN7EXAMPLE/20120507/us-east-1/glacier/aws4_request,
SignedHeaders=host; x-amz-content-sha256; x-amz-date; x-amz-glacier-version,
Signature=b092397439375d59119072764al1e9al44677c43d99061d98a5742¢c57a2855deb

EREmEREN

ELEHER B4 ARKBEE x-amz-sha256-tree-hash #l x-amz-content-sha256 &

¥, x-amz-sha256-tree-hash BEREWBERAXN DAV REREMN, LEFRPOMAETE x-
amz-sha256-tree-hash #Z8, x-amz-content-sha256 EELBERSFHMZE S H 2RERT
. MEFMEN , FSEBR AP WEEFTEEH,
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FARHVEREARTLR

- BEHNT  £E-FBRPERALEHT AP LERER , SEFRANEEREHRTF. TEBRER
T, B4 AESBERFNRERN,

- HEDS  FRASREEAPI UBSEX LEHEFR | KEEFRANEEE S HF. EEBRR
T, 28NN REREN, MAELEMENHIR , CETROIRLEFR  HLAGSE
BHFNRERN,

AFHWBEATZ SHA-256 i ZE, EBEABMENERR K TEEREEANNBEEY K BLEFHE
SHA-256 #i¥EE. RN EEREEISFEFNREER,

(® Note
REFFRBAESE SHA-256 fMZEN AN, T8 , B UERAENEELEARERNER.

B SHA-256 fi#E , tNFATR ¢

1. HREME 1 MB BERAEARER , EH SHA-256 #E, RERERNER TRENR 1 MB, Fla, 0
REE32MBHHEEF , A= 1MBHNENERNE —EEE SHA-256 FEE , AREER
£5 0.2 MB ERIHY SHA-256 %, ELMEERERBRERN D EE R,

2. BiET — AR EIRER.

a. REMEEEN FEHRMMEE  YEESCREMEERN SHA-256 5%, EfEFER SHA-256
MENELSEEEMETEHRMARER.

b. MRARF—EFEF K MERZERERAINEREBH T —EER.

3. BRI 2, EFEAMNWRERER. MRNERNRERBENFHME , MEE FHEMRERA
REo R EEH D HHEE.

£

- BiFEEN 1 EE—FBRLEHE

- MRS 2 FRATREERLEHE
- EFERNEME

- THERFEZRREEMN

EEREE API R 2012-06-01 324



Amazon Glacier HBEABER

BMRES 1 EE-FRLEHF

EE-FBRPERALERT API LEHFR (F2H LEX7F (POST H7F)) #RAHTSBEAHEF.
Rt |, BAABTE x-amz-sha256-tree-hash BREFT I SEBBAEENHME, BRRELEL
#6.5MB Wi1FE., TERARIIFNEFN SHA-256 MENRERF, CENHEILESES 1 MB EHRA
SHA-256 %, BHEEFIER 0.5 MB ERINME , ARKMMENBREBEERER.

/ SHA-256 Tree Hash ™
" af the Archive A

T o
. Hash . Hash
7 ~— Pl
“._ Hash _ Hash ( THasn )

o w T Tw T w \
“SHA256 ™, SHA-256™ SHA-256 ™~ SHA-256 ™~ SHA-256 ~ ~ SHA-256 ™~ / SHA-256
‘. Hash %\ Hash /' Hash '\ Hash ' Hash . Hash /' Hash

A
IMBdata = 1MBdata = 1MBdata @ 1MBdata | 1MBdata O NP

6.5 MB Archive

MRS 2 . FRTRLER LEHEF

EFEAPBRLERLEHER  HEEHMENEFAEE-BRLEHENEFEMEEN. HE—H
EZRR , BB LER L ESEBRN N2 HE (A 2B LE (PUT uploadlD) API) , Eiit , &R
B x-amz-sha256-tree-hash EREEFEHX TR EET, T8 K ELEMENDR , B4ERE

& TP B L& (POST uploadD) B REBEFEARFHEME X "ERIBRLE. (FSHE x-

amz-sha256-tree-hash) &K,
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e ; _
I/ SHA-256 Tree Hash ™

of the Archive S
___--r"'_-- T
f'Part 1 SHA-256 Tree N "ﬁart 2 SHA-256 TrEE
L Hash J ~\ Hash v
S o e -
— —
- ""\-; Y
#_ﬂ’# x X \‘x
7 ~ L\
/SHA-256" ) ( “SHA-256 < GHA-256™, Y
. hash / ‘. hash ./ . hash _,’ ]
/ 7 !

P, . A N __ﬂ L_ S
/SHA-256™, “SHA-256" SHA-256", SHA-256", ~GHA-256", | (“SHA- 256, | (“SHA-256™,
‘. hash S\ hash S\ hash S %\ hash Mhﬁh£=hhﬁhj=k_mm_j

-'_T_'- I h'I_--— e o - -'_T_'- -h__?___-

: 1 4 f
Part 1 Part 2
4 MB size 2.5 MB size

BERERNEMNE

EEMETNNEELETEHCAEMBEE. BUURLEEREINEERENERNE. WREMERH
Amazon SDK #¥f Amazon Glacier (Amazon Glacier) #7255t , MG AL TRABMENE K mA
BATERHERSE,

Example 1: Java &l

AT EIERBA st EE A Java ISR SHA256 #i5E, B ABTIEEES , M RRHERM
EMBESIE , RUEZERENERNBER TreeHashExample . computeSHA256TreeHash F3%,

import java.io.File;

import java.io.FileInputStream;

import java.io.IOException;

import java.security.MessageDigest;

import java.security.NoSuchAlgorithmException;
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public class TreeHashExample {

static final int ONE_MB = 1024 * 1024;

/**
* Compute the Hex representation of the SHA-256 tree hash for the specified
* File
*
* @param args
& args[@]: a file to compute a SHA-256 tree hash for
*/

public static void main(String[] args) {

if (args.length < 1) {
System.err.println("Missing required filename argument");
System.exit(-1);

File inputFile = new File(args[0]);
try {

byte[] treeHash = computeSHA256TreeHash(inputFile);
System.out.printf("SHA-256 Tree Hash = %s\n", toHex(treeHash));

} catch (IOException ioe) {
System.err.format("Exception when reading from file %s: %s", inputFile,
ioe.getMessage());
System.exit(-1);

} catch (NoSuchAlgorithmException nsae) {
System.err.format("Cannot locate MessageDigest algorithm for SHA-256: %s",
nsae.getMessage());
System.exit(-1);

/**
* Computes the SHA-256 tree hash for the given file
*
* @param inputFile
& a File to compute the SHA-256 tree hash for
* @return a byte[] containing the SHA-256 tree hash
* @throws IOException
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*

Thrown if there's an issue reading the input file

* @throws NoSuchAlgorithmException

*/

public static byte[] computeSHA256TreeHash(File inputFile) throws IOException,

/**

NoSuchAlgorithmException {

byte[J[] chunkSHA256Hashes = getChunkSHA256Hashes(inputFile);
return computeSHA256TreeHash(chunkSHA256Hashes);

* Computes a SHA256 checksum for each 1 MB chunk of the input file. This

* includes the checksum for the last chunk even if it is smaller than 1 MB.

*
*
*
*
*
*
*

*

*/

@param file

A file to compute checksums on

@return a byte[][] containing the checksums of each 1 MB chunk
@throws IOException

Thrown if there's an IOException when reading the file

@throws NoSuchAlgorithmException

Thrown if SHA-256 MessageDigest can't be found

public static byte[][] getChunkSHA256Hashes(File file) throws IOException,

NoSuchAlgorithmException {
MessageDigest md = MessageDigest.getInstance('"SHA-256");
long numChunks = file.length() / ONE_MB;

if (file.length() % ONE_MB > Q) {
numChunks++;

if (numChunks == 0) {
return new byte[][] { md.digest() };

byte[J[] chunkSHA256Hashes = new byte[(int) numChunks][];
FileInputStream fileStream = null;

try {
fileStream = new FileInputStream(file);
byte[] buff = new byte[ONE_MB];

int bytesRead;

BEERNEME
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int idx = 0;
int offset

I~

Q;

while ((bytesRead = fileStream.read(buff, offset, ONE_MB)) > @) {
md.reset();
md.update(buff, @, bytesRead);
chunkSHA256Hashes[idx++] = md.digest();
offset += bytesRead;

return chunkSHA256Hashes;

} finally {
if (fileStream != null) {

try {
fileStream.close();

} catch (IOException ioe) {
System.err.printf("Exception while closing %s.\n %s",

file.getName(),
ioe.getMessage());

/**
* Computes the SHA-256 tree hash for the passed array of 1 MB chunk
* checksums.
*
* This method uses a pair of arrays to iteratively compute the tree hash
* level by level. Each iteration takes two adjacent elements from the
* previous level source array, computes the SHA-256 hash on their
* concatenated value and places the result in the next level's destination
* array. At the end of an iteration, the destination array becomes the
* source array for the next level.

* @param chunkSHA256Hashes
E An array of SHA-256 checksums
* @return A byte[] containing the SHA-256 tree hash for the input chunks
* @throws NoSuchAlgorithmException
& Thrown if SHA-256 MessageDigest can't be found
*/
public static byte[] computeSHA256TreeHash(byte[][] chunkSHA256Hashes)
throws NoSuchAlgorithmException {
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MessageDigest md = MessageDigest.getInstance('"SHA-256");

byte[][] prevLvlHashes = chunkSHA256Hashes;

while (prevLvlHashes.length > 1) {

int len = prevLvlHashes.length / 2;
if (prevLvlHashes.length % 2 != Q) {
len++;

byte[][] currLvlHashes = new byte[len][];

int j = 0;
for (int 1 = @; i < prevLvlHashes.length; i =i + 2, j++) {

// If there are at least two elements remaining
if (prevLvlHashes.length - i > 1) {

// Calculate a digest of the concatenated nodes
md.reset();

md.update(prevLvlHashes[i]);
md.update(prevLvlHashes[i + 1]);
currLvlHashes[j] = md.digest();

} else { // Take care of remaining odd chunk
currLvlHashes[j] = prevLvlHashes[i];

}
}
prevLvlHashes = currlLvlHashes;
}
return prevLvlHashes[0];
}
/**

* Returns the hexadecimal representation of the input byte array

* @param data

* a byte[] to convert to Hex characters
* @return A String containing Hex characters
*/
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public static String toHex(byte[] data) {

StringBuilder sb = new StringBuilder(data.length * 2);

for (int 1 = @; i < data.length; i++) {

String hex = Integer.toHexString(data[i] & OxFF);

if (hex.length() == 1) {
// Append leading zero.
sb.append("0");

}
sb.append(hex);

}

return sb.toString().toLowerCase();

Example 2: C# .NET &4l

LA €85IFRBA A 5T EERE 3R /Y SHA256 fifEE, S BT EA , MUERRHEERNVEMASI

Ho

using System;
using System.IO;

using System.Security.Cryptography;

namespace ExampleTreeHash

{
class Program
{
static int ONE_MB = 1024 * 1024;
/**
* Compute the Hex representation of the SHA-256 tree hash for the
* specified file
*
* @param args
* args[@]: a file to compute a SHA-256 tree hash for
*/
public static void Main(string[] args)
{
if (args.Length < 1)
{
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Console.WriteLine("Missing required filename argument");
Environment.Exit(-1);
}
FileStream inputFile = File.Open(args[@], FileMode.Open, FileAccess.Read);
try
{
byte[] treeHash = ComputeSHA256TreeHash(inputFile);
Console.WriteLine("SHA-256 Tree Hash = {0}",
BitConverter.ToString(treeHash).Replace("-", "").ToLower());
Console.ReadlLine();
Environment.Exit(-1);

}
catch (IOException ioe)
{
Console.WriteLine("Exception when reading from file {03}: {1}",
inputFile, ioe.Message);
Console.ReadLine();
Environment.Exit(-1);
}
catch (Exception e)
{
Console.WritelLine("Cannot locate MessageDigest algorithm for SHA-256:
{o3}",
e.Message);
Console.WriteLine(e.GetType());
Console.ReadLine();
Environment.Exit(-1);
}
Console.ReadLine();
}
/**

* Computes the SHA-256 tree hash for the given file
*
* @param inputFile
& A file to compute the SHA-256 tree hash for
* @return a byte[] containing the SHA-256 tree hash
*/
public static byte[] ComputeSHA256TreeHash(FileStream inputFile)
{
byte[J[] chunkSHA256Hashes = GetChunkSHA256Hashes(inputFile);
return ComputeSHA256TreeHash(chunkSHA256Hashes);
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/**

*

*

Computes a SHA256 checksum for each 1 MB chunk of the input file. This
includes the checksum for the last chunk even if it is smaller than 1 MB.

@param file
A file to compute checksums on

@return a byte[][] containing the checksums of each 1MB chunk

*/
public static byte[][] GetChunkSHA256Hashes(FileStream file)
{
long numChunks = file.Length / ONE_MB;
if (file.Length % ONE_MB > 0)
{
numChunks++;
}
if (numChunks == @)
{
return new byte[][] { CalculateSHA256Hash(null, @) };
}
byte[J[] chunkSHA256Hashes = new byte[(int)numChunks][];
try
{
byte[] buff = new byte[ONE_MB];
int bytesRead;
int idx = 0;
while ((bytesRead = file.Read(buff, @, ONE_MB)) > 0)
{
chunkSHA256Hashes[idx++] = CalculateSHA256Hash(buff, bytesRead);
}
return chunkSHA256Hashes;
}
finally
{
if (file != null)
{
try
{
file.Close();
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}
catch (IOException ioe)
{
throw ioe;
}
}
}
}
/**

* Computes the SHA-256 tree hash for the passed array of 1MB chunk
* checksums.

* This method uses a pair of arrays to iteratively compute the tree hash

* level by level. Each iteration takes two adjacent elements from the

* previous level source array, computes the SHA-256 hash on their

* concatenated value and places the result in the next level's destination
* array. At the end of an iteration, the destination array becomes the

* source array for the next level.

* @param chunkSHA256Hashes

ks An array of SHA-256 checksums
* @return A byte[] containing the SHA-256 tree hash for the input chunks
*/

public static byte[] ComputeSHA256TreeHash(byte[][] chunkSHA256Hashes)

{

byte[][] prevLvlHashes = chunkSHA256Hashes;
while (prevLvlHashes.GetLength(@) > 1)
{

int len = prevLvlHashes.GetLength(Q) / 2;
if (prevLvlHashes.GetLength(@) % 2 != 0)
{

len++;

byte[][] currLvlHashes = new byte[len][];

int j = 0;
for (int i = @; i < prevLvlHashes.GetLength(@); i = i + 2, j++)
{

// If there are at least two elements remaining
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if (prevLvlHashes.GetLength(@) - i > 1)
{

// Calculate a digest of the concatenated nodes

byte[] firstPart = prevLvlHashes[i];

byte[] secondPart = prevLvlHashes[i + 1];

byte[] concatenation = new byte[firstPart.Length +
secondPart.Length];

System.Buffer.BlockCopy(firstPart, @, concatenation, 0,
firstPart.Length);

System.Buffer.BlockCopy(secondPart, @, concatenation,
firstPart.Length, secondPart.Length);

currLvlHashes[j] = CalculateSHA256Hash(concatenation,
concatenation.Length);

}

else
{ // Take care of remaining odd chunk
currLvlHashes[j] = prevLvlHashes[i];

}
}
prevLvlHashes = currlLvlHashes;
}
return prevLvlHashes[0];
}
public static byte[] CalculateSHA256Hash(byte[] inputBytes, int count)
{
SHA256 sha256 = System.Security.Cryptography.SHA256.Create();
byte[] hash = sha256.ComputeHash(inputBytes, @, count);
return hash;
}

THERFZERRERN

ERERMEER AP HEUH 7 (F2HE BEER (POST %)) , SR LRE I EMINE TR
B, F&it  ESERNEEREL API THERE F2R "BUSEREH, (GET @) , &)
BREERETHEN. ECEHBANTHEFNENK B4R THELHENMESE, HINEE
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HEEFEMSFENS VB, BNEEN THEEDLAFSHME  THRELTHENKZERBREEN
H, EMESENEESREBNERDT

- fF4& MB : E StartBytes AT L % 1 MB BR , ™ EndBytes tl 1 ATEA#E 1 MB EBR , iSRS EMNH
GRER (HEMTEKXDR 1), EE [StartByte, EndBytes] &F& MB (1024* 1024), IR EH
E , MBETK AP v ERANEEZERS MB,

- FFEfME - €iF [ StartBytes . EndBytes | REEFHBNFEEME , R AR EERMZEIRE
BNEREHESANBEERSFHEMETS, FREENTREEFLEFTEREE , THEERET
HENNWREANE., NEHESHFAREENTHEECBERENFMAES  F20 EE0 . &
BAFERMENEFEHE,

il

IR NENMECEE , WS MB, A , fF5 MB #EY A —ERFESHHE,

AT = ORI B2 T ME FERHERRERNE

- MRERERBEBBRPIEEHEDNVEE , MEENSEBFRP THEAEARF

« MRERERBBEBFBRHIECHEDNNEE , A ENEEBFRTFEEFSHBENEE,

« MREBERBEBBRPEEFAOHMENEGER  MAETNEEBFERPTHEELER.

- MREGERBEBFRIFEEHFEEMENEGEE  LHENSEIBRFRIEEFSHHEENEE.

MREHERBEBBRPEEETEHMZNENEE , ENATUREGHFES , BEREERKHES
FTHER R REEARERNEED,

BiREES . MRS EMEENHFEE
BREREHNREFEEFE 6.5 MB W F , MEEEHEE 2 MB Wi F, SLMNAEMBEEFERPIEE 2

MB #E , RELRDTEE THERFZEENRERNE, TERALTUTRHIMERR 6.5 MB
HiFH 2 MB EE. MEHEHIFTE VB, ERE—ERFSHME.

TERERFERREERN AP W< 2012-06-01 336



Amazon Glacier HBEABER

SHA-256 Tree Hash ™,
‘. of the Archive  /

I -
y SHA—ZéE ' ; SHA-:-!EE- '.
‘. Hash ./  hHash
" SHA-256 ™, “GHA-256 \
| Hash Hash
2 i N 2
/" SHA-256 ™,/ SHA-256 ~ - SHA-256 ~, - SHA-256 . - SHA-256 . - SHA-256 1\ - SHA-256 ™
. _Hash /. Hash /. Hash /. Hash /. Hash /. Hash '\ Hash
1 1 1 07 =] T 7

A

0.5 MB
data

1 MB data 1 ME data 1 MB data 1 MB data 1 ME data 1 ME data

Range Megabyte-Aligned, Range Megabyte-Aligned
but not Tree-Hash Aligned 6.5 MB Archive ;4 Tree-Hash Aligned

e MEREERE

FEREBRGSHEERENRIRSL. THREFEN - , AR B EMIERAEE , IR
ZENTENEER o EEEEHER, HD%LWE?@%‘B%AH%E , B ETRER R
KinERNMER,

EE [A. Bl REHFHENSSHEME  NRARAFEFTNEMERERE A, B L, BEXEENHH
BB BERNBENFHEMEDN. SUUEEEERR , M BHEE0 . ERSSEMENH
FEHE BHR. AT , KRR TEARFSEMENRE,

£8[P. Q) AN BE{TE (VB) WiFHEES , T P A Q AIR— MB WM., #IE , BRA
SHER [P MB. QMB-1 B TE] , BAMEL , RMYBTETA [P, Q. HELEET , A

- MR P REY , EE—ETLNFAMEEEE - P, P+1MB]L
- WRPREH Tk RBAY, Kb P ALMREA 2k X, ABSH k BRHABEEHELL P B
B, XBRAROMNEY, FEEMENSGEEEETIER
*HWREMEiI, HP (0<=i<=k) MAP+2 <N, K% [P. Q+2] RHARMENEE.
P =0 REHKIER , £ A =2[IgN]*0
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Amazon Glacier
=0
fRER O fE

WMRBAESER , It APl EBENUTEP— @ISR :

Code Description HTTP AREEHS Type
AccessDeniedException MR EFHEE AWS Identity and 403 RF
Access Management (IAM) X Forbidden U
REAAFTWEIR , HEFEK URI
REATIEREN AWSIRF ID
EM@@ Dﬂﬁﬁﬁlﬂﬁnﬂ y nﬁ/
B Amazon Glacier B Identity and
Access Management,
BadRequest MRFBRELRE |, BIEE, 400 Bad AFE
Request Ui
ExpiredTokenException MRBRPEANZLERNEB 403 RF
5, BlfEE, Forbidden i
InsufficientCapaci MRLZEEHANENREIHEE 503 Service Server
tyException K, BlEE, HEEREEARS Unavailab
HBHEE , MAEARBRERKRER le
HYXo
InvalidParameterVa MRAREMIEEFRNSE , Bl 400 Bad RF
lueException [, Request U
InvalidSignatureEx MRFBREZEW , AEE, 403 AR
ception Forbidden Ui
LimitExceededException MRFBREFELATHP—ER 400 Bad RAF
B REERG., EZERFHMFEE Request 7
NEERS , AlEE,
MissingAuthenticat MRLZEZFERNEBEESR , BIE 400 Bad RAFE
ionTokenException [al, Request Uity
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Code

MissingParameterVa
lueException

PolicyEnforcedExce
ption

ResourceNotFoundEx
ception

RequestTimeoutExce

ption

SerializationException

ServiceUnavailable
Exception

ThrottlingException

UnrecognizedClient
Exception

Description

MRFBRPRDLENRERS
g, AEE,

MRFEEEXEIR B I ERBEN
FEEURRRRS , BEER, MERE
ERERBENFHEENR , F2H
Amazon Glacier &RHEEBUE .

NREENERTEFE , fINRE
E. tE DIk ID, BIEHE,

R EEH7F , B Amazon
Glacier (Amazon Glacier) 74 Z|
HERERE , BlEE,

WMRFRAEN , AEE, MR
1% JSON & , FMERAT
ﬂo

MRBBEETRER , BIEE,

MREBFEREKE Amazon
Glacier HyzaRZE | BIEE,

WRFIMEH ID RS EHE
A, AlEE,

HTTP ARBERS

400 Bad
Request

400 Bad
Request

404 Not
Found

408 Request
Timeout

400 Bad
Request

500
Internal
Server
Error

400 Bad
Request

400 Bad
Request

Type
AFE

il
Uy

RFE

Ll
iy

RFE

Ll
Imy

RE

L

Iy

RFE

Ll
Imy

Server

AFE

Ll
Uy

RE

&% Amazon Glacier APIsEREEEIMHEEMNFIARIR , EEETRNHIIMRRAL | HEIER SIS

FH S ERR.

Amazon Glacier BEEIEERA X FIEHERE . A TEHIER—

LEGEIROIFE,
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g4 1 IR EFENER ID HEHBK

BREREEETFEEBEN HREH (GET JobID) ER. ERMRR , BEE T TEENEHE D,

GET /-/vaults/examplevault/jobs/HkF9p60o7yjhFx-
K3CGL6fuSm6VzW9T7esGQfco8nUXVYwS03jlb5gqlIZ55yHgt5vP54Z5hjo@zQVVEXAMPLEbadJobID HTTP/1.1
Host: glacier.us-west-2.amazonaws.com

Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16da6bb25a715ce900a5b45b03da®447acf430195dchb540091b12966F2a2

A& T EIfE , Amazon Glacier €& [E T 5$E:8 O FE,

HTTP/1.1 404 Not Found

x-amzn-RequestId: AAABaZI9N92Iiyv4N7sru3ABEpSQkuFtmH3NP6aAC51ixfjg
Content-Type: application/json

Content-Length: 185

Date: Wed, 10 Feb 2017 12:00:00 GMT

{

"code": "ResourceNotFoundException",
"message": "The job ID was not found: HkF9p6o7yjhFx-
K3CGlefuSm6VzWIT7esGQf co8nUXVYwSQ@jlb5gqlJZ55yHgt5vP547ShjoQzQVVEXAMPLEbadJobID",
"type": "Client"
}

He .
Code
Hip— @ — B AR

BHR . FH

Message
BEREERERMN APl PEERARTH — AR,

H|A . FH
kil

KRR, ZWAUTUARUTHSP—{EME : Client, Server = Unknown,
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| Fa

HENWOES  FERTIIEE:

- ¥WREEERMEIME | Amazon Glacier 2 [E 4xx KARREREESSxx, TELEHIH | ZREB A 404
Not Found,

« It Content-Type #Z5E{E application/json R RAXHFH JSON
- EAXH JSON RHEEEREN

HEZBWER  BREEETFENREE K MAREBRNIF ID, ZEBERLFRNAL.

HTTP/1.1 404 Not Found

x-amzn-RequestId: AAABBeC9Zw@rp_5DOL8VIB3FA_W1TupqTKAUehMcPhdgni®
Content-Type: application/json

Content-Length: 154

Date: Wed, 10 Feb 2017 12:00:00 GMT

{

"code": "ResourceNotFoundException",

"message": "Vault not found for ARN: arn:aws:glacier:us-west-2:012345678901:vaults/
examplevault",

"type": "Client"

5 2 : FIHBERSYEAEWENTEER

EREAIT , GEE Gk THE (GET T1F) MRUEMABHE statuscode MRFMIAE , T
B#{RMHEEEAH statuscode {B finished , MARA#EZW{E InProgress, Succeeded
Falledo

GET /-/vaults/examplevault/jobs?statuscode=finished HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dcb540091b12966F2a2

Amazon Glacier & ElInvalidParameterValueExceptionEEEEAEN -
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HTTP/1.1 400 Bad Request

x-amzn-RequestId: AAABaZ9N92Iiyv4N7sru3ABEpSQkuFtmH3NP6aAC51ixfijg
Content-Type: application/json

Content-Length: 141

Date: Wed, 10 Feb 2017 12:00:00 GMT

{
"code": "InvalidParameterValueException",
"message": "The job status code is not valid: finished",
"type: "Client"

}

RIFEER

AT 2 Amazon Glacier 1 °1] R FERE
£ |
Fep 1 FR1ZESEE  (DELETE $#EBUR)
- MEEBRERFE (POST BHEHE)
- BYRIFE (PUT RFE)
- ERRFEHE (POST lockld)
 MIBRX#EE (DELETE X4 )
« BIBRREFEFIRBER (DELETE FEEE)
. MiBRRTZEE A (DELETE BAIHY4E5E)
- HRRFE (GET REE)
o B EFEUBUR (GET FERBUR)
- SRIFEHETE (GET #HEHBR)
- IEXHEEA (GET BAKAHEAE)
- BEVRIFEHEE (POST #HEBRE)
- IIHXHENER (GET £H)
" HRFEL (GET RIFE)
- RRTFEBRER (POST tags remove)
- BRERFEFIRBEK (PUT FEUBER)
- BRERFEBEMERE (PUT BARERE)
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"R RIFESHE ) (DELETE $HEBUR)
R

MBEREFEEHETZ Locked B , WEXEEFLREEHEREF. MREFBRIEER K REEH
ERM Locked #REE , BIZ/EXAEERE AccessDeniedException $55R. FLEREEHEREF , &
BREEHEBRREENREESRBR,

FEBW InProgress , REFEEHEHE A MEBRTFEEE (POST HEBR) AREE, Fi@FY
Locked , REEEHTEEE A THRRFEEE (POST lockld) AREE, EAILUEBMN VEREEHEE
(GET SHEBUR) REVGRIFEHENME, NFERFEHERFNFMHEN , F2/BAmazon Glacier
REEHE. IFRTFEHERRNFNENR  F2ERTFEHEBXE,

ASRRE, IRREFEHEER InProgress MERERXTHERFEBBATBER , BT ALK
ThRE O e MRS

HPIN
=& EMERRFEHEBK , 5 HTTP DELETE FFREEEIREFE lock-policy FEIR URI.

A

DELETE /AccountId/vaults/vaultName/lock-policy HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue

x-amz-glacier-version: 2012-06-01

® Note

AccountId fEA AWS #&kF ID, WEXAERARFEBFRNEAEREEBN AWS ik

F ID #8%F, EFLEE AWS tRF ID SuEZEMiEEE - '-' (BT ) , HEERR

T , Amazon Glacier £ B2 R FFBR ZEAERMEEBI AWS 1RF ID., NREBREE
WP ID , FZE ID R IEEMEFR ().

2
®

REBH

LRETERFERSH.
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FARIRER

IREEEAFMBREZERNFBRER. IFERBREFENET , F2H EREREE,
ARERR

LR ERBFRA

[l f&

WMRRINMBERBER , Amazon Glacier &EHTTP 204 No ContentEfE,
FE
HTTP/1.1 204 No Content

x-amzn-RequestId: x-amzn-RequestId
Date: Date

(6] e A2 5E

HREEEAASIEEERNEREE, NEEROREENET , F28 EROEEHE,
[5] FE R 3

MR T S EE A E R,

$HER

WE&E Amazon Glacier SIS MEERASHEBEN , F2H EREME,

ga 45
LT S REAAE LR TFEEHERF.
g f5R>

fEiEESEHIS |, #% DELETE REZEZIE A examplevault BREEH lock-policy FER,

DELETE /-/vaults/examplevault/lock-policy HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dcb540091b129662a2
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x-amz-glacier-version: 2012-06-01

(=] FE €551

WMRBER S R IMBER , Amazon Glacier €& EBHTTP 204 No Content[ElfE |, I BIEBIFT R,

HTTP/1.1 204 No Content
x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT

HEBEL

- ERRFERE (POST lockld)

- ISREFEHEE (GET HEMEXE)

- REBRTFEEE (POST #HEBUX)

40
B
B

B

MBS HIEN Amazon BISUER 2 — P EML AP| NEHAET , HSBTHIRS -

« AWS Command Line Interface

HIBEBEREE (POST HEH1E)

ZEXEBEENEENEIARETE. SEERECSREE, SERTFERSTHE 50 EER, MR
R RSB HRFENZBRS , MIZEXSEE LimitExceededException &8,

MREBCFEERECEBTHREE , AIRENRSIBESSEWER. NEEEBNFMEER ,
BIfZ5C Amazon Glacier iR,

T
*

AAORFRAR

EEREBRTEIRFE , 74§ HTTP POST FAREXEFER URI , B F B EE IR,
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POST /AccountId/vaults/vaultName/tags?operation=add HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue

Content-Length: Length

x-amz-glacier-version: 2012-06-01

{
"Tags":
{
"string": "string",
"string": "string"
}
}
@ Note
AccountId fE& AWS tRF ID, WWELEEARFEEFRNEZAEZREEEBR AWS iR
F ID #ff, BLEE AWS IRF ID SBEMMIEEE—'-' (EFHK ) , TEERR
T , Amazon Glacier 8 AEAREEFRZBEAERHEBEHN AWS I1RF ID. MREEEE
1RE ID, B2 ID R EBEEMEFE ().
ERBHY
£ iR PNE
operation=add E—E#HFESZH operation WES add , LUEHRE ®#RE =
EEREBRIEH (POST tags remove) #E 7 o
ARER
HWREECEAMEREERENBEREE, NFERFREENEN , F2H EREREE,

ARER

ARAXZELT JSON 1,

FHERREREE
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Tags (ZH)
EBFEIRTE, SEERETTSREE, LBETUREFH,
B FHRIFHYE
RERH . &/ REA 1. RELERA 10,

ME 2
[E] fE
RBEFZRKI , BIIRFEEER HTTP 204 No Content EIFE,
BE

HTTP/1.1 204 No Content
x-amzn-RequestId: x-amzn-RequestId
Date: Date

B FEAR SR

REEFEAARBIOEERNOREERER, IFEREOEREENEN , F2H EREEFRE,
(=] F& A1 32

AR S E R EEA .

§EER

E
¢
8
P
i
Io]
o

#%E Amazon Glacier HISA R M EREREA S K BB ERA
#0451

BIBIFER

LT S5 ExF A RE|E HTTP POST U B EREE,

POST /-/vaults/examplevault/tags?operation=add HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dcb540091b12966F2a2
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Content-Length: length
x-amz-glacier-version: 2012-06-01

{
"Tags":
{
"examplekeyl": "examplevaluel",
"examplekey2": "examplevalue2"
}
}
(2] FE &6 451

WMERFERMKID , Amazon Glacier €48 HTTP 204 No Content , 30T & IR R,

HTTP/1.1 204 No Content
x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:02:00 GMT

MR E A

< IIHXHENER (GET &%)

. RIRTFEBRER (POST tags remove)

3
¢

B
MBEBSHEMN Amazon BIREMZ — B AP| WEHAER  HSETHIRS -

]
73

« AWS Command Line Interface

BYREFE (PUT RIFE)
AR

HEXKEREENEBEITINREE. REENEBE N AWS BERNEZH—H AWS
IRE. BALASEIRFEIRS 1,000 BREE, WEFRUEZRIFENEN , 55801F Amazon
Glacier EmstiEHAEH,
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AR ERSAERNLTER,

- BBREAMNN 15 255 @F Tzl
- ARFRA az. A-Z, 09, ' (EER). - (EFER) M (FHR)

WRERZEN , BUUZXEXMERMFER , MEE Amazon Glacier (Amazon Glacier) 5 — R &L
EENREEZETEE-TEN

R K
AR

BEEVRIFE , F8 HTTP PUT FREXIERIMNREFE URI .

PUT /AccountId/vaults/VaultName HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue
Content-Length: Length
x-amz-glacier-version: 2012-06-01

® Note

AccountId E& AWS IRF ID, WLEXEFESHEARBEFRNEAERHEERBN AWS ik
F ID, BALUEE AWS 1RF ID RBEBMIEEE—'-' (EFH) , EEERERT , Amazon
Glacier 8 FARARZEBFRZEAEREEBN AWS IRF ID, MNREBEEEIIRF ID, 7
71 ID H I EFEMEFE ()

2
®

RBH

LRENERFBRSE

A RIR TR

LREECAMBREERNFERER, NFERBREENESA
AARER

R ENBRANLARZE (0 ).

B
®
&
3
o
Tt
ﬁ
Y

i
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[ &

A

HTTP/1.1 201 Created
x-amzn-RequestId: x-amzn-RequestId
Date: Date

Location: Location

o] FEAR R

RO EEER T FREEEERANEEREZN , EE2 TIHERER, NFERCERRNFRER
A2REREERE,

&% i
Location YW RFENOHY UR BE,
| T8
EIfE P X
WA T B EEE RER Y,
s

% Amazon Glacier BISMRAMEBRAENHEEER , F2EH EROE,
#5451

EHIFER

LA gE61E5% HTTP PUT SBRREUE A examplevault BRIFE.

PUT /-/vaults/examplevault HTTP/1.1
Host: glacier.us-west-2.amazonaws.com
x-amz-Date: 20170210T120000Z
x-amz-glacier-version: 2012-06-01
Content-Length: @
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Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dch540091b129662a2

(=] FE £ 51

Amazon Glacier @ 2N R7EE , W7 LocationZBEFEERIFEMNEYE URI KR, ERIRF ID =
EFE (Location) RAEBRFEE , 1RF ID —BSERE - EBEAH,

HTTP/1.1 201 Created

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:02:00 GMT

Location: /111122223333/vaults/examplevault

HEBEE

- THIHREE,) (GET REE)
B S #EE (DELETE X #E)

« Amazon Glacier #9 Identity and Access Management

% ARZ ﬁ
WBAETFESHEM Amazon BIREHZ —EMAL AP| WRART , BSHE TR -

« AWS Command Line Interface

SERRFEHEE (POST lockld)
SR

WEEBBEREEHEER InProgress MEER A Locked MERTERARFEHERERF , EEEH
REEHERRELEE, EBMFWY InProgress , RIEFEHETEEA B RZEETE (POST SHEHRK
x) MEE, BALLEBFEW BSRIFEHEE (GET SHEBE) RESREFEHENMRE, WERFEH
ERFHEFMERNR , 2B Amazon Glacier R1IZEHETE,

ASRRE, IRRTFEHEER Locked ARREW HIRHMNETE ID BHEYAREHERFENEE ID
e, ARFER -,

FERRRIFEHE API hZ 2012-06-01 351
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Amazon Glacier HBEABER

MRRFEHERER Locked MERFEFFRPEE 7 EUEE ID , RIXEXEEER
AccessDeniedException #8358, WMRREFEHERERN InProgress ARERFEFRPEE 7 ERH
$HE ID , AIZEEABEH InvalidParameter #8832,

AR >k

EXHRTEHERRF , FEABEMNEE ID EHTTP POST BREEFRFEMN lock-policy F
&IRAY URI,

B

POST /AccountId/vaults/vaultName/lock-policy/lockId HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue

Content-Length: Length

x-amz-glacier-version: 2012-06-01

(® Note

AccountId fEA AWS IRF ID, LEXEERARBZEZEFRUZAER BB AWS iR

F ID M. BAULIEE AWS t1RF ID EEMIEEE—'-' (EFHR ) , BEERR

T , Amazon Glacier @ HEARZXEF R 2 EAERHBEEHN AWS IRF ID, MREEEE
¥&F ID, B ID HEEEMEFR ().

It lockId ER# REVRFEHEE (POST HEBUR) mRESHIEHE ID .
ARSH

FARIRER

REEEAFMEREERNFBRER. IRERBREENET , F2H EREREE,
ARER

LRERBHBRA

=] f&

INRIEEFBRRI , BIFRIESER HTTP 204 No Content EFE,

FERRRIFEHE API fR7s 2012-06-01 352
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B2

HTTP/1.1 204 No Content
x-amzn-RequestId: x-amzn-RequestId
Date: Date

[ FEARER

REEEAASIOEERNOESE, NEEROEEENEN , 728 EROEEE,

T

[E] FE A 32
X EEEEMEEA.

§HER

3
¢
dn
P
i
Io]
gﬁ

#FE Amazon Glacier FIFMRMEEERASNWHBER |
i 51

BfIFE>

LU & 61 FSEE ID 3% HTTP POST R RERRIFEHERF.

POST /-/vaults/examplevault/lock-policy/AE863rKkWZU53SLW5be4DUcW HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dcb540091b12966F2a2
Content-Length: length

x-amz-glacier-version: 2012-06-01

2] pE €8 451
WMRFERF T , Amazon Glacier (Amazon Glacier) §fFEIHTTP 204 No Content[ElfE , 11T 5I&5 65l

FiRo

HTTP/1.1 204 No Content
x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:02:00 GMT
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R E A

it RFEHE ) (DELETE $#HEBUR)

- EREFEHE (GET SHEBER)

- REBRTFEEE (POST #HEBUX)

3
¢

Be
MBS EM Amazon BIREM 2 —REEFIL AP WFHEEF  HEMTHRY -

]
73

« AWS Command Line Interface

I B& SC 44 & (DELETE M)
REA

EEEEZEMBRRIEE, Amazon Glacier (Amazon Glacier) REHERIFESEHRE LEENH
7, HBELERBEURRZREBARTFER , TERBRRTE. MRKRRE LRE—FHE , ARTFEMBR
ShB (AIFSBRIREE ) , Amazon Glacier €& $555,

BRI FERREMRTFEERAELAREFE (GET RIFE)NIRE , SEREETHNHFHE ; T8 , ER
=LA Amazon Glacier EAEXHNRFEERFARRE,

L REERE,

(® Note

EEMBRNHE , MNBIXHEN NG EFREREERMER, NFRFEFRBRNFEE
A, F2E TREEFREE. .

= EMBRSHE | 5848 DELETE FREEENHEEIR URI,

I Bk 32 44 S API fR4s 2012-06-01 354
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Amazon Glacier HBEABER

B2

DELETE /AccountId/vaults/VaultName HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue
x-amz-glacier-version: 2012-06-01

(® Note
AccountId EREEREFEMNRSE AWS IRF ID, ELUEE AWS IRFE ID SRiZEMHEEE
— ' (EZFHR) , EEEERT , Amazon Glacier &4 & A REZEBFE R 2 B A E R EIHH
B AWS IRF ID, GREFEARYE ID , BFUE ID REEEMEFE (-).

ARBH
BRERERBRBE
EREH
REECEAMBEREERNFERER, NFRRBFREENEN , F2H ERFBREE.
ARERE
LHBRERBFRA
[E] &
B
HTTP/1.1 204 No Content
x-amzn-RequestId: x-amzn-RequestId
Date: Date
Bl FEAR TR
REEEAASIOEERNOESEE, NEEROEEENEN , F28 EREEEE,
5] & R X
R EEREMEEA,

I BR ST 44 API R4 2012-06-01 355
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§HER

g% Amazon Glacier fISMRRLMEERAASWABER , FSRE HEREE,
gl
FHIFER

AT EBIMBRE A "examplevault, MIXHE, LEFIFERRHREMBRNER (XHE) B URI 2
DELETE 3K,

DELETE /-/vaults/examplevault HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dcb540091b1296612a2

(o] FE & 451

HTTP/1.1 204 No Content
x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:02:00 GMT

R E A

BIUREFE (PUT RIFE)
"IIHREFE, (GET &RI7E)
R ENEFE (POST £7%)

Amazon Glacier B Identity and Access Management

3
¢

B

(==
73

s

MEEFESHEN Amazon BEEMH 2 —REMALL API BYEFHAER | THIFREA :

* AWS Command Line Interface

I Bk 32 44 S API fR4s 2012-06-01 356
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Amazon Glacier HBEABER

i BRR F EEFZ VR (DELETE ZEUER)

Description

EEEXEMREEEREFERBNFZIER, RESRKE—, LFER , Amazon Glacier
(Amazon Glacier) AIREEE— LKA S e T BRTFIEE , mMBEAMBRERE , B EER
BAEBBRNBR,

ASRERE, IERIEEARFEFBHBER , b UZXUARMR, IFREFEFRBRNFRE
A, F2R "TREEFREBR .

3R

EEMBREB AIRFERIBCK |, &4 HTTP DELETE BREIXF{R1FE access-policy FERMN
URI,

B

DELETE /AccountId/vaults/vaultName/access-policy HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue

x-amz-glacier-version: 2012-06-01

(® Note
AccountId EREEREFEEMIIRE AWS tRF ID., EBRILUIEE AWS 1RFE ID SR EMIEEE
- (GEFER ), EIEEERT , Amazon Glacier €F B2 REFBBFE R 2 B A E R AHEIHH
B AWS BRFE ID, MREMEARE ID , H2E ID FEEEMEZHE ()0

nl‘.H.

ARBE
LRENERBRSE
A RIR TR

LREECAMBREERNFERER, NERRFREENENR , F2HR ERFREE,
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ARER

BRERBHBRA
G

EEED | WRKTHMIEREE , Bl Amazon Glacier €@ 204 No Content.
pry

H

i

HTTP/1.1 204 No Content
x-amzn-RequestId: x-amzn-RequestId

Date: Date

[l FE R BE

WREEFERAS, BEE RNEREE, IEFEEOREENET , F20 EREREEE,
[E] & R 3

MR T & {EE A E R,

#HEs

W#&E Amazon Glacier SIS MEERASHHEBEN , F20 EREME,

g4

AT #3451 7 5 4000 i R 4R 17 EE 17 UK

B HIFER

fEiSE &5+ , # DELETE BREEZIR A examplevault BRFEN access-policy TER.

DELETE /-/vaults/examplevault/access-policy HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16da6b25a715ce900a5b45b03da@447actf430195dcb540091b12966F2a2
x-amz-glacier-version: 2012-06-01

[ FE 65 51
ATOME  MEKIIMEREE , Amazon Glacier €@ 204 No Content , I 5| &HIFT o

I BRAR 77 B 17 BUBUR API fR4s 2012-06-01 358
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HTTP/1.1 204 No Content
x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT

MR E A

- RS EFEBUR (GET fFHUER)

. BERFEEREE PUT FIEE)

3
¢

B

MEFEEFESHERN Amazon BB EF 2 —PEML API WEFHEEF , FSR TR -

]
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« AWS Command Line Interface

il BR1R 77 EEXB &1 (DELETE 18 AN#Y #H 58)
Description

WIREASMERE SREREFEBNELE (PUT BHNERE) SRENENMERE, BESKE—, R
iR , Amazon Glacier (Amazon Glacier) AIREEE— BB S S EAEA , MBEEMBRERE |
B REEEEFERRE —LEA,

ER
EMBRRFEENEMNELRE , BOREER DELETE FEJREIX notification-configuration 5
555

DELETE /AccountId/vaults/VaultName/notification-configuration HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue

x-amz-glacier-version: 2012-06-01

I BR AR 7 /B 388 &0 API fR4s 2012-06-01 359
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Amazon Glacier HBEABER

(@ Note
AccountId ERHEERIFENIIRSE AWS tRF ID, Zu[LUEE AWS tRF ID SiEEMIEE
B (EFH) , HFEERERT , Amazon Glacier € EARBFBRZ R 2 E AL R HET
B9 AWS BRF ID, MNREEEAWRE ID , BOE ID FEEFEMEFH (-)o

nlh+

ARBE

LRETERRBRBEG

FARIRER

REEEAFMBEREERNFBRER. IFEERBREENET , F2H EREREE,

ARERE
LRERBHFRA
G

B

HTTP/1.1 204 No Content
x-amzn-RequestId: x-amzn-RequestId

Date: Date

[ FE AR 2R

REECERAASIEEERNOESE, NEEROEEENEN , #F2E EREOEEZE,
[E] F& A3 32

AT S EE T E B R X,

Fi

#%F Amazon Glacier FISMRMEERASNEEER , F2EH HREE,

gl

LA #8451 7~ 88 20 (e i BR 4R 17 B B9 38 A A RE

I BR AR 7 /B 388 &0 API fR4s 2012-06-01 360
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gHIFER

1EEEEEH| |, # DELETE FEREEEIB A notification-configuration MREEM
examplevault ¥&iR,

DELETE /111122223333/vaults/examplevault/notification-configuration HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16da6bb25a715ce900a5b45b03da0447acf430195dcb540091b12966F2a2

(=] FE €551

HTTP/1.1 204 No Content
x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT

MR E A

- MEXHEEA (GET BHRYHRE)
- RERFEBHNERE (PUT BARERE)

» Amazon Glacier B Identity and Access Management

3
¢

B
MBEBSHEMN Amazon BIREMZ — S EMA AP| WEHEER  HSETHIRS -

]
73

« AWS Command Line Interface

HIRR1FE (GET RIFE)
R

EEEXSECERRITENER , B Amazon Resource Name (ARN), R{FEZE HHA,
REEAENHFEE , URREFEEFAERFHA/NEST. HFEEREBZX/NEE Amazon
Glacier (Amazon Glacier) BN RE —ERFEEF AL (F2E £ Amazon Glacier R EARF

HR R E API hZ 2012-06-01 361
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Amazon Glacier HBEABER

E). Amazon Glacier KIBRELERTFEERF, EXRTNREHEABRRFENEET , RRUNE
EHIRRIFERR, QEATETERREE,

HENSARRFENEN , FEE GET FRERERFEERMN URI
B

GET /AccountId/vaults/VaultName HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue
x-amz-glacier-version: 2012-06-01

(® Note
AccountId EREEREEMIIRE AWS tRF ID., BAILIEE AWS IRF ID SiZEHIEEE
— ' (EFHR) , EEEERT , Amazon Glacier &4 A RE B R 2 B A E R BT
B AWS BRE ID, MREMEARE ID , H2E ID FEEEMEZE ()0

ERBH
HRETERHERSE,
EREE

REEFEAFMBEREERNFBRER. IRERBREENET , F2RH EREREE,
ARER

LR ERBFERAI

= &

HTTP/1.1 200 OK
x-amzn-RequestId: x-amzn-RequestId
Date: Date
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Content-Type: application/json
Content-Length: Length

{

"CreationDate" : String,
"LastInventoryDate" : String,
"NumberOfArchives" : Number,
"SizeInBytes" : Number,
"VaultARN" : String,
"VaultName" : String

}

[l FEAR ER
IREEER AT EEERNOEEREE, NFERLEEENEF , 280 ERLEEE,

B BRI X
EIERXZELT JSON 1L,
CreationDate

B RFERH UTC B,

A . ISO 8601 BHIRXWEERRE , Hli0 , 2013-03-20T17:03:43.2217Z,

LastinventoryDate

Amazon Glacier TR &% —EREFEERZMN UTC BH, NEERREBREFEEZEFZNFMAENA ,
B2 BEER (POST £3).

A : 1SO 8601 HHAWENWFERRZE , Hla0 |, 2013-03-20T17:03:43.2217,
NumberOfArchives

BE&R —BARFENEFNREFENFHE, MRRTFEERPITER , LRVZED Null, £
m, BREVREE.

] . ¥
SizelnBytes

REEFHHEAPNEFTUAMTAREN  SRBEERER—AEF NI HERER, NREREFE
HAEMTESR , RUSED null , Sl , EREIREFE.

BHE BF
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FMBABER

VaultARN
R1ZER Amazon Resource Name (ARN).

HR . FH

VaultName
ERIFEENREERR, REESBHLIESERTFEMN ARN H,
B|A . FE&

gae

#0% Amazon Glacier FIAAR R MERALMNMBET , FHSM HROfE,
#i 51

WHIER

AT §5 61 R B ARG BB S exanplevault 2 REEHEH.

GET /-/vaults/examplevault HTTP/1.1
Host: glacier.us-west-2.amazonaws.com
x-amz-Date: 20170210T120000Z
x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/

us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dcb540091b129662a2

(=] FE €551

HTTP/1.1 200 OK

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:02:00 GMT

Content-Type: application/json

Content-Length: 260

"CreationDate" : "2012-02-20T17:01:45.1987",
"LastInventoryDate" : "2012-03-20T17:03:43.2217",
"NumberOfArchives" : 192,

"SizeInBytes" : 78088912,

BRREE
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"VaultARN" : "arn:aws:glacier:us-west-2:012345678901:vaults/examplevault",
"VaultName" : "examplevault"
}
MHEER

- BIREE PUT REE)

"PIHRFEL (GET REE)
- MIBRSC#HEE (DELETE X#HE)
- BRBEFH (POST £5)

- Amazon Glacier #J Identity and Access Management

SE2H
MBAETE S BN Amazon BIREM 2 —hEM L AP| EHEET  HBHTHIRS -

=
s

* AWS Command Line Interface

WEXHEFIRBER (GET FEEUER)

Description

HEEEHERIFE LFREM access-policy FER , MEFERELFERNFEMEN , F2E &
ERFEFIBEE (PUT FZEEE), MRENHELREREEIBER , IRBRESED 404 Not
found #5585, MERTFEFNEENWFHMEN , F2H "REEFEE, .

=R

EEEE B X HEFIRBER , B8 HTTP GET B REE T XHER access-policy FEIRMN
URI,

A

GET /AccountId/vaults/vaultName/access-policy HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue

x-amz-glacier-version: 2012-06-01

S S E R IR AP 7 2012-06-01 365
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Amazon Glacier HBEABER

(® Note

AccountId EREEREFEEMNIRE AWS IRF ID. ZBALUIEE AWS IRFE ID SiBEMHIEEE
— ' (EFHR) , EEEERT , Amazon Glacier &4 A REBFE R 2 B A E R EI B
# AWS IRF ID, REFEARYE ID , BFUE ID REEEMEFE (-).

ARBE
LRENERBRSE

A RIER

IRIFEFEAFMBREERNFBRER. IFERFRERNES
ERERE

LHBRERBFRA

@ fE

# T EIFE , Amazon Glacier (Amazon Glacier) € E FER X HEE JSON XN RIFEFIEE.

3
®
&
3
&
It
‘>/+
S
&

A

HTTP/1.1 200 OK

x-amzn-RequestId: x-amzn-RequestId
Date: Date

Content-Type: application/json
Content-Length: length

{
"Policy": "string"
}
o] FEARER

&

\

IRFEEEAAE I ERERNOREEREE, NFEROEEENEN , F2H8 EREEEE,
[E] FE A 32
EIFEAXEEET JSON 1,
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FMBABER

BR

RIFEFIBEMA JSON F& |, £/ "\ MAREF T,

HR . FH

i

]

N

WEE Amazon Glacier FIAR R EBERA SN MEEBEER |

L)

LAT €35 /R 88 a0 BN A S EE FF BN R

LR RS

FEEBEFIF |, # GET BREIXFREFEEN access-policy FEIRH URI,

GET /-/vaults/examplevault/access-policy HTTP/1.1
Host: glacier.us-west-2.amazonaws.com
20170210T120000Z
Xx-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/

x-amz-Date:

us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16da6bb25a715ce900a5b45b03da0447acf430195dcb540091b12966F2a2

(=] FE £ 51

WEREERK I , Amazon Glacier @ E AN F L JSON ZENERBEEREFZEFIEE, EEHN

JSON FHRERA "\"HMARLF T , W
PR RERR JSON F& |, BF R F A AT FE.

HTTP/1.1 200 OK

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT

Content-Type: application/json

Content-Length: length

"Policy":
{

"Version":

"2012-10-17",

RIFEFIREE (PUT FEUEEE) BHIFRR. T8 , LT

WMEXHEFREE

API fR7s 2012-06-01 367
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"Statement": [
{

"Sid": "allow-time-based-deletes",
"Principal": {
"AWS'": "999999999999"
I
"Effect": "Allow",
"Action": "glacier:Delete*",
"Resource": [
"arn:aws:glacier:us-west-2:999999999999:vaults/examplevault"
1,
"Condition": {
"DateGreaterThan": {
"aws:CurrentTime": "2018-12-31T00:00:00Z2"

HEEEE

« MBRRfFEFERBER (DELETE FEUBER)

- RERFEFRBGE (PUT FEBGR)

==E
BHEZE

WMEFEEFSHER Amazon BB EH 2 —PEML API WEFEEF , FSRTHIRHA !

* AWS Command Line Interface

VSREEHEHTE (GET HEBUR)
Description

IIRERIE ERVREM lock-policy FEREFHEUAT BN :
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Amazon Glacier HEABEE
- REELRENREEHEBR.

- RIFEHEMAME , ©= InProgess = Locked,

- EBH#ZE D BHK., HE D ARERREFEHEHERF.

- ERTFEHEMEBIEA InProgress REER,

FEBFW InProgress , REEHEHE A MBRFEEE (POST SHEBER) ARRE, FiBFFY

Locked , REFEHTEHEAN THRREFEETE (POST lockld) AREE, EAIMEAY "Hh i {RIFEHTE
(DELETE SHEHX) , FLREEHERERF. NEREFEHEEFNFMEN , 528 Amazon Glacier
REEHE.

NMRERFERARERFEHERK , AIRFEREERD 404 Not found #HER. WHERFEHEK
ROFHES , F2REFEHEIR.

£

EEEORNREFEHEBERMEME Y , Fi§ HTTP GET BREEFRFEMN lock-policy &
REY URI , 0BT RE RS BIFr o

B

GET /AccountId/vaults/vaultName/lock-policy HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue

x-amz-glacier-version: 2012-06-01

@ Note
AccountId EREEREEMIRE AWS IRF ID, ZEALUIEE AWS IRFE ID SUBIEMMIEE
B (EZH) , EEEERT , Amazon Glacier @ HEARZBFE R 2 EAE R HHET
B9 AWS RS ID, MIREERIREE ID , F2E ID D EEEMEFEE (-

3

N

REBH

LRETERFERSH.
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FARIRER

REEEAFMBEREERNFBRER. IFERBREENET , F2H EREREE,

ARER
LRERBFERAI
G

% T EIFE , Amazon Glacier (Amazon Glacier) 2B ER X HEE JSON BN RIFEFIBE.
EE

HTTP/1.1 200 OK

x-amzn-RequestId: x-amzn-RequestId
Date: Date

Content-Type: application/json
Content-Length: length

{
"Policy": "string",
"State": "string",
"ExpirationDate": "string",
"CreationDate":"string"
}
[l FEAR 2R

e
\x»

REEERAASIOREERNEREEREE, MFFREEERNER , REOEEE.
(=] F& A1 32

EEANBELT JSON Wi,

12§

RIFEHEBRMA JSON F& |, £/ "\" MAREF T,

R 17 B S TE R AR
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HR . FH

BME : InProgress|Locked

ExpirationDate
$HE ID BHRY UTC BEAMEER, MRREFEHEEERN null ARE , BILERIA Locked,

AR : 1SO 8601 HHAWK N FERRZE , HlI |, 2013-03-20T17:03:43.2217,

CreationDate
REEHTEE A InProgress #RAER UTC B HiFER,

A . |1SO 8601 HEIKX W FERTZE , HlW0 |, 2013-03-20T17:03:43.2217Z,

7

]

N

% Amazon Glacier BISMRR RS RASNMMET | H0 HREfE.,
i1

BAT 9540 T B A R SR 17 B B R B

EE

EEEEHIS | 4§ GET BREBEFRFER lock-policy FEEH URI

GET /-/vaults/examplevault/lock-policy HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dcb540091b12966F2a2

(=] FE €551

MERFERM I , Amazon Glacier B ERXHLL JSON FEMNERBEREFEEFIBEK., EOR
JSON FZEFEA "\" #MAREFT , I BMEREFEETE (POST SHEBRE) &HIFERFAR. & , LTE
FlEEREEIR JSON F& | EF R HF LA EE,

HTTP/1.1 200 0K
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x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT

Content-Type: application/json

Content-Length: length

{
"Policy": "
{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "Define-vault-lock",
"Principal": {
"AWS": "arn:aws:iam::999999999999:root"
},
"Effect": "Deny",
"Action": "glacier:DeleteArchive",
"Resource": [
"arn:aws:glacier:us-west-2:999999999999:vaults/examplevault"
1,
"Condition": {
"NumericlLessThanEquals": {
"glacier:ArchiveAgeInDays": "365"
}
}
}
]
}
"State": "InProgress",
"ExpirationDate": "exampledate",
"CreationDate": "exampledate"
}
MEBES

o "HhIHREFESHEE, (DELETE SHEBXR)

. ERGEFEREE (POST lockld)
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- BREBRTFEHEE (POST #HEBR)

2
W

B
WMEFEEFSHEN Amazon REBEH 2 —PEML API WEFEEF , FS2ETHIRHA !

=
>3

« AWS Command Line Interface

S XHERBA (GET BRI ERE)
Description

IR EREEVIE U E (FE2 B notification-configuration EEREM RERFEEHERE (PUT
BAINHERE) FER. MRRBEXHENBAERE , AIREZER 404 Not Found 3R, MFE M4
EEEEHEEME R |, 552 B £ Amazon Glacier FERERFEEH,

3R

EHEUBHERER , BOXHEN GET FEIRA URI 2% notification-configuration 5
Ko

A

GET /AccountId/vaults/VaultName/notification-configuration HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue

x-amz-glacier-version: 2012-06-01

(® Note
AccountId EREEREEMIRE AWS IRF ID, EALUIEE AWS IRFE ID sBIEMMIEE
B—'' (EZH) , EEEERT , Amazon Glacier @fF A RZBHE R 2 E AL HEET
BEY AWS RS ID, MIREERIREE ID , F2E ID D EEEMEFEE ().

i

ARBE
LRETERFERSH.
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Amazon Glacier HBEABER

FARIRER

REEEAPMBREERNFBRER. IFERBREFENET , F2H EREREE,
ARER

LRERBHBRA

=1 f&

il:l lf

HTTP/1.1 200 OK

x-amzn-RequestId: x-amzn-RequestId
Date: Date

Content-Type: application/json
Content-Length: length

{

"Events": [
String,

1,
"SNSTopic": String
}

[ FEAR 2R

HREECEARSILEERNORBERE, NFEREDRERNE ,

E
®

B EREEERHE,
(2] F& A9 32

E RN BE LT JSON Wi,

=4

—RZEEHHBEE , Amazon Glacier (Amazon Glacier) €#5& &1&E1x = E M Amazon SNS £
B, IFERUEXHEREABRMBANNGESHNFMERN 20 RERFEBAHERE
(PUT JBHIAVAEEE)o

B &
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SNSTopic

Amazon Simple Notification Service (Amazon SNS) & Amazon Resource Name (ARN), %
SEMEF , 5528 (Amazon Simple Notification Service AF9#ERE) FH Amazon SNS AF9,

HR . FH

i

?

% Amazon Glacier FISMRRAMBASNIEHET  H2H HEEE,

gl

AT #8451 7~ 8 40 e SR BN S 4 R Y 38 A HE RS

gHIFER

EEMEHIT , #$ GET BREEBIXMHES notification-configuration F&iK.

GET /-/vaults/examplevault/notification-configuration HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16da6b25a715ce900a5b45b03da0447acf430195dcb540091b12966F2a2

(=] FE &6 451

FX IO Y B FELL JSON #8 = B8R Bl FE R SR Y FE A% R SR AR RESU . LTI R Y L ER B R 88 N AT HS R (B =B
# (ArchiveRetrievalCompleted #l InventoryRetrievalCompleted) K& &1EiEE Amazon
SNS 7 arn:aws:sns:us-west-2:012345678901 :mytopic,

HTTP/1.1 200 OK

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT

Content-Type: application/json

Content-Length: 150

"Events": [
"ArchiveRetrievalCompleted",
"InventoryRetrievalCompleted"
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1,
"SNSTopic": "arn:aws:sns:us-west-2:012345678901:mytopic"

}

R E A

- MIBRRIFEE A (DELETE BHKAERE)
- RERTFEBHERE (PUT BHRERE)

« Amazon Glacier B Identity and Access Management

HwSH
MFAETEEBEMN Amazon BBEHZ —FEMAL AP HERT  BSETHRY -

« AWS Command Line Interface

BERFEEHEE (POST $HEBR)
SREA
EREEXZBATUTHERBEBREEHERER :

- EREENREELZEREFEHEEE,
- BRTFEHENHEEMERES InProgress,
- BEARERREFEHERFNEE D,

BRUABARFERERFEHERR , Y ARBERH KN/ NRZAIE 20 KB, NEFRFEHREBRDY
HEA , FEREFEHERR,

RIFEHEEA InProgress MR , BUARE 24 MFASTHREEHEREF, 24 PRFEBERR
% ,8#E DI, REEBBHHER InProgress i , WARRFEFTMBRREFEEHERR, EB
BREEHEMRERES TRREFEEHE (POST lockld) , FEIY Locked AR R EEHEEREF.

(® Note
REFEHERR Locked MRER , BEEZARFERBFINREEEE.
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Amazon Glacier HBEABER

gaypy THhIFRIFESHE . (DELETE SHEBUR) , FLRIFEHERF. SR LUEB RN BSRF
EHE (GET SHEBGR) RNESREFEHENRE, MERTFEHEEFWFMEN , F2BAmazon
Glacier R1IZEHE,

ﬂﬂiﬁﬁﬁﬁﬁﬁfiﬁﬁ“ InProgress ARAERFMEOYSLAESE | B MEZEMEERE AccessDeniedException
e, ERFEHEREMN InProgress kAR , KALMWN "HhIHRFEHE ) (DELETE $#HEK
_2 , THERMBHWREEHEHEBR,

CIEREN

%Eﬁiiﬂlﬁﬁlﬁﬁﬁiﬁﬁ #5745 HTTP POST fEREXZREEM lock-policy FEIRM URI, a1
&R %'IWUFJ?/T\O

AR

POST /AccountId/vaults/vaultName/lock-policy HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue

Content-Length: Length

x-amz-glacier-version: 2012-06-01

{
"Policy": "string"
}
@ Note
AccountId fEA AWS tRF ID, WWEXEEARBFEZBFROEAERHEEBHN AWS iR
F ID 185, EBLUEE AWS IRF ID SUBIEMIEEE — '-' (EFH ) , EEEER
T , Amazon Glacier 8 FHEAREZBERZEAERMEBEBN AWSIRF ID, IREERE
#RE ID , B2 ID FEEFMEFR (-)o
WRERFERFERSE

IREFEEAFMBREERNFBRER. IFERBREFENET , F20 EREREE,

e
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AEREEE

BRAXIELLT JSON L.

B
RIEFEHEHREMAE JSON F& | FH"\" HAEHEF T,
F|A . F&

PVE .2

=] &
MRFFBE , Amazon Glacier (Amazon Glacier) €& EHTTP 201 CreatedElf&E,
B0

HTTP/1.1 201 Created
x-amzn-RequestId: x-amzn-RequestId
Date: Date

x-amz-lock-id: lockId

B FE1RER

RO EERR T REEEERANEEREZN , EE2 TIHERER, NFERCERERNFRER
A2REREERE,

5

=L i

x-amz-lock-

HE ID AR ERREFEHERF,

id
B 7R
B FE R X
A SN & 2 [T E 4] [ FE R 3L
Fip

=F
%
&
»
s
W
a1
s
P Ilg
[o]
&

INE Amazon Glacier ISR R FEEZRFAE
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#ifl
EHIFER

LU €51 28 3% HTTP PUT R EREEMLock-policy FEIRH URI, Policy JSON FHFEH
"\" AR EF T,

PUT /-/vaults/examplevault/lock-policy HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dcb540091b1296612a2
Content-Length: length

x-amz-glacier-version: 2012-06-01

{"Policy":"{\"Version\":\"2012-10-17\", \"Statement\":[{\"Sid\":\"Define-vault-
lock\",\"Effect\":\"Deny\",\"Principal\": {\"AWS\":\"arn:aws:iam::999999999999:root
\"},\"Action\":\"glacier:DeleteArchive\",\"Resource\":\"arn:aws:glacier:us-
west-2:999999999999:vaults/examplevault\",\"Condition\":{\"NumericLessThanEquals\":
{\"glacier:ArchiveAgeinDays\":\"365\"}}}1}"}

5] FE &5 45
WERFRHKIN , Amazon Glacier EEEHTTP 201 CreatedEIfE , T HIEFHIFT R,

HTTP/1.1 201 Created

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:02:00 GMT

x-amz-lock-id: AE863rKkWZU53SLW5be4DUcW

R E A

o TrhiH{RFES#TE ) (DELETE #EBE)

. ERGEFERE (POST lockld)

- REREEHE (GET SHEBUR)
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Sw2H
MEEEZESHEN Amazon RBERH 2 —PERAL API BIFFREF , F2R THIERHA :

« AWS Command Line Interface

5| X ERNRE (GET BR)

JH:??.J’IEE'J.':H THMBISXHENFIEEER, MRIEER  XREERE=NYHE, MEERNFEENR ,
F2BEEE Amazon Glacier &,

HRE
B HHENRR  Fi§ HTTP GET FREEIER URI , BB B EE IR,

GET /AccountId/vaults/vaultName/tags HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue
x-amz-glacier-version: 2012-06-01

(® Note

AccountId fEA AWS IRF ID, WEXHERAREBFRNE AERHHBBR AWS IR

F ID #8ff. BALIEE AWS IRF ID SEEMibiIEEE—'-' (EFH ) , ZEEER

T , Amazon Glacier A EEARBEBER 2 EAERHBREN AWS 1RF ID, MREBERE
&5 ID , BT ID FEEEMEFH ()0

ERBH
LRETERBRBE
ERER

REECEAMEREERNFREE, NEERFREENEN , 2R ERFREE.
AR
LRERBFRA
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Amazon Glacier

FMBABER

=3
WRBERIY , BIIRFSER HTTP 200 0K EIfE,
[o] FESE S

HTTP/1.1 200 OK

x-amzn-RequestId: x-amzn-RequestId
Date: Date

Content-Type: application/json
Content-Length: Length

{
"Tags":
{
"string" : "string",
"string" : "string"
}
}
[l B 2R

REEEARBIOEERNOREER, IFERDEEENEN , F2H EREEFRE,

(5] & R X
EEERNBE LT JSON WL,
Tags (1Z%)
LRBM MBI HE, SESRE T SREE,

#%E Amazon Glacier SISARR MEERA SRR ER , F2H EHREE,
Y]]

g6l PN ERER

LU €860 5) i XX B R

P XA B R SR
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FHIFER
EEM/EHF |, BiX GET BRUBEEN X ERBIEEFE,

GET /-/vaults/examplevault/tags HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

Xx-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16da6b25a715ce900a5b45b03da@447acf430195dcb540091b12966F2a2

(=] FE £ 451

IMRFERM I , Amazon Glacier (Amazon Glacier) B EERZEHZEHHTTP 200 0KEE , T3
EBIPRo

HTTP/1.1 200 OK

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:02:00 GMT

Content-Type: application/json

Content-Length: length

{
IlTagSIl ,
{
"examplekeyl": "examplevaluel",
"examplekey2": "examplevalue2"
}
}
MEAFEED

- MEEBEREFE (POST EHHE)

+ fR1FEBBRIBE (POST tags remove)

BB H
MFAETEE 2 Amazon FIREH 2 —FEAL AP| WEMAR , BSBWTHIRS -

2
¢
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« AWS Command Line Interface

"PIHERFE, (GET REFE)
508
WAEZESEHTRIUEAERFEENMEREE, BEFERNFER ASCI KRTFEZBIRF.

EREERERT , ERRFELERSEBRRNESZ 10 BER, NREIHESHNREE , AIEEARAX
P marker A BEREE Amazon Resource Name (ARN) , MBI R P #EFFHIFH "5 H
RFEL R, B8l marker WAL null, £ —1@ List Vaults 5ER™H , &4 marker BEREH
Amazon Glacier (Amazon Glacier) 1£ %&£ &1 List Vaults FE R EIEFEEHNE, BUEIBERERFE
E limit SRR HIEEHEREN X HERE,

AR K
EENSREFERE , FAGETREE BREIE FX.

B

GET /AccountId/vaults HTTP/1.1
Host: glacier.Region.amazonaws.com
Date: Date

Authorization: SignatureValue
x-amz-glacier-version: 2012-06-01

(® Note

AccountId fEA AWS IRF ID, LEXEERARBEZBFRUOZAERBREABA AWS iR

F ID HBfF. BALEE AWS 1RF ID SEEMbiIEEE—'-' (EFH ) , ZEEER

T , Amazon Glacier FFEAREBE R EAERHBEN AWS RS ID, MREBERE
#RF ID , BB ID FEEEMEFH ()0

I

ARBE

EEEXEERUTHERBE
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Amazon Glacier HEASER
=g iR MHE
limit B

ﬁ%ﬁ@%ﬁﬁﬁﬁ;tmoﬁ SPR&EIA 10, BEENREES
AREDRIEENRT , EERENREEHEKETSHEIEBER

ﬂo

B T

RE : NEBEEEA 1, RAEBHES 10,

marker B

ARDENFHE, marker EEREFE ARN , 2 REZMBR

FEBE., (A marker EENREFETSREEERNFTES, )

ey "HHARTFE) EEPES marker B, REEZEE

BeoaW "FIHREFE, B RPTERNERETIER , IF5E

@& marker, EEELNZEZAE (")) EEERE—RBREE

FARNRFESE.,

B . FH

PRAEIRM « &

FAREE

HREECAMBREERNFERER, NIFERBREENER

AERER

HBRERBHERA,

[ &

il:l lf
HTTP/1.1 200 OK
x-amzn-RequestId: x-amzn-RequestId
Date: Date

Content-Type: application/json
Content-Length: Length

3
\\\»

FRERE,

Sl tRTFE
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{

"Marker": String

"VaultList": [

{
"CreationDate": String,
"LastInventoryDate": String,
"NumberOfArchives": Number,
"SizeInBytes": Number,
"VaultARN": String,
"VaultName": String

[ FEARER

3
\xt

REEERAASIORERNEREEREE, NFEREEERNER , REOEEE.

(=] F& A 32
EEANBELT JSON Wi,

CreationDate
BURTFENBE , UEREEER (UTC) A%,

F]|A . FH ISO 8601 HHARMWFEKRRE , 0, 2013-03-20T17:03:43.221Z,
LastinventoryDate

ERRFEEFN B , UBEBRRERE (UTC) A%, NRREFEEAATERF , WAL ATUE
null, flan , ERIRELIRERE. OFEFEBBREFEZEFNFMAENR , F2R BREEH (POST

).

A : 1SO 8601 HHEAMK NV FERKRRZE , Hla0 |, 2013-03-20T17:03:43.2217,
Marker

vaultARN KRBEO EHR, EES—@ "FIEREFEL FRFEA marker RRBBEFNE
ZHREFE. IRRBESHHREE , AWESR null,

BE . FH
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FMBABER

NumberOfArchives
BELXAEFHHNRFERHNHETEE.

BEBF

SizelnBytes
REEFNAEHERNEFT M TEREN

BHA . gF
VaultARN

R 1ZEM Amazon Resource Name (ARN),

BAE . FaH

VaultList
YHrES | SEMEREREENRSA,
H|A - gy

VaultName
HRFEER.

R . FH

R

, SRBERR —AEF AN SHERR,

W% Amazon Glacier ISR MERAEWEEER , FSMH BREE,

a5
g4 - FIHmARERE

THEHIFHRFE, AREBRFARIEE marker Md limit 28 , REEEEZ 10 BREFE.

BHIFER

GET /-/vaults HTTP/1.1

Host: glacier.us-west-2.amazonaws.com
x-amz-Date: 20170210T120000Z
x-amz-glacier-version: 2012-06-01

Sl tRTFE
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Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dch540091b129662a2

(o] fE &3 5
Marker Z null REAREEZSHNREFEEIEH,

HTTP/1.1 200 OK

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:02:00 GMT

Content-Type: application/json

Content-Length: 497

{
"Marker": null,
"VaultList": [
{
"CreationDate": "2012-03-16T22:22:47.2147Z",
"LastInventoryDate": "2012-03-21T22:06:51.2187",
"NumberOfArchives": 2,
"SizeInBytes": 12334,
"VaultARN": "arn:aws:glacier:us-west-2:012345678901:vaults/examplevaultl",
"VaultName": "examplevaultl"
b
{
"CreationDate": "2012-03-19T722:06:51.218Z",
"LastInventoryDate": "2012-03-21T22:06:51.2187",
"NumberOfArchives": 0,
"SizeInBytes": O,
"VaultARN": "arn:aws:glacier:us-west-2:012345678901:vaults/examplevault2",
"VaultName": "examplevault2"
b
{
"CreationDate": "2012-03-19T722:06:51.218Z",
"LastInventoryDate": "2012-03-25T12:14:31.1217",
"NumberOfArchives": 0,
"SizeInBytes": O,
"VaultARN": "arn:aws:glacier:us-west-2:012345678901:vaults/examplevault3",
"VaultName": "examplevault3"
}
]
}
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h WO REEE

T EHEEHE marker IHENREFERBHMEFREE,
gHIFER

GET /-/vaults?limit=2&marker=arn:aws:glacier:us-west-2:012345678901:vaults/
examplevaultl HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dcb540091b129662a2

(=] FE £ 451

v
i

REPEOMERTE, Marker @2RFE ARN UES — @ "JIHREFE) FRPEE I H.

HTTP/1.1 200 OK

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:02:00 GMT

Content-Type: application/json

Content-Length: 497

"Marker": "arn:aws:glacier:us-west-2:012345678901:vaults/examplevault3",
"VaultList": [

{
"CreationDate": "2012-03-16T22:22:47.2147Z",
"LastInventoryDate": "2012-03-21T22:06:51.2187",
"NumberOfArchives": 2,
"SizeInBytes": 12334,
"VaultARN": "arn:aws:glacier:us-west-2:012345678901:vaults/examplevaultl",
"VaultName": "examplevaultl"
I
{

"CreationDate": "2012-03-19T722:06:51.218Z",

"LastInventoryDate": "2012-03-21T22:06:51.2187",

"NumberOfArchives": 0,

"SizeInBytes": O,

"VaultARN": "arn:aws:glacier:us-west-2:012345678901:vaults/examplevault2",
"VaultName": "examplevault2"
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}
]
}

MR E

BAREFE (PUT REFE)
MIBR S #-EE (DELETE X #E)
BE)EF (POST £18)

Amazon Glacier #Y Identity and Access Management

BEZE
MBETE T Amazon BIREH 2 — AL AP| WEEER , HSM TR

i
¥

\

* AWS Command Line Interface

RREFEZBRIEZEE (POST tags remove)

WAEEXESRMNBREFEEN —HAEBEBR—IZEER. WEEBWFHMER , B2 BERL Amazon
Glacier &R,

AEEERE. FEBERY , BEIBEEBHMNEIREFE.
AR KER
EENREFEBRER , BUUTEEEMR , & HTTP POST FFREXEFER URI

POST /AccountId/vaults/vaultName/tags?operation=remove HTTP/1.1
Host: glacier.Region.amazonaws.com
Date: Date
Authorization: SignatureValue
Content-Length: Length
x-amz-glacier-version: 2012-06-01
{
"TagKeys": [
"string",
"string"

]
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}

® Note

AccountId E& AWS IRF ID, ILEXEFESHEAREEZFRNEAEREEBN AWS ik
F D, A LUEE AWS 1RF ID RBEBMIEEE—'-' (EFHE) , EEEHERT , Amazon
Glacier 8 FARARZBEFRZEAEREEBN AWS IRF ID, NREEEEIIRF ID, 7
7% ID FEBEFEMEFH (-)o

ERBE
£ HiR NE
operation E—EHFHRBY operation WES remove , UHEH =&
=remove HWZBRERTE (POST ZE 1B MED

BREHE

REFEEAFMBREERNFBRER. IFERBREFENET , F2H EEREREE,
ERER
ARANXEZE LT JSON Wiz,

TagKeys
ERESBNEE, SEAHENERSRARFTEBER.
FA . FERIMES]
RERGGRYE . FEHPHRLD 1 EEE. FEHRHZ 10 EIEE.

VE B

[E] fE
MREERD , AIRBEEREZH HTTP AWK HTTP 204 No Content EFE,
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B2

HTTP/1.1 204 No Content
x-amzn-RequestId: x-amzn-RequestId
Date: Date

Bl FEAR ER
REEEAASIOEERNOESE, NEEROEEENEN , F2R EREOEEE,
(=] F& A1 32

AT S EE T E A X,

R

W& Amazon Glacier SIS MEERASNHEBEN , F2H0 EREE,
gl

EHIFER

LT €6l & 8% HTTP POST @BRUABRIEENER.

POST /-/vaults/examplevault/tags?operation=remove HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dcb540091b12966F2a2
Content-Length: length

x-amz-glacier-version: 2012-06-01

{

"TagsKeys": [
"examplekeyl",
"examplekey2"

]

}
(2] & 5 45

WEREFESRK I , Amazon Glacier (Amazon Glacier) €{&[E HTTP 204 No Content , I SI&EHIFT
o
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HTTP/1.1 204 No Content
x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:02:00 GMT

TR E A

- MEBRBEREFE (POST EHHE)

SIS ERES (GET %)

2
s

]
MBEZSIEN Amazon BMBENZ —FEAL API NFMET , FSHETHRS -

(=
23

« AWS Command Line Interface

RERFEFIRBER (PUT FEUEER)

Description

EREEE£SERERFENFTIER , TEBESTEENEE., EXERFEFREBCEE |, #i% PUT X2
RIFEM access-policy FER, BULUABRRFEREFNEE , Y AXBEN KNGS AE
20 KB, MNERFEFNBERNFMHEN , F2E "REEFIEE., .

B3R
il:l If

ERERFEFIBCR , 55 HTTP PUT BEREIXEIRFER access-policy FEIRM URI, 1
J‘/{Tnn/ EBIFTRo

PUT /AccountId/vaults/vaultName/access-policy HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue

Content-Length: Length

Xx-amz-glacier-version: 2012-06-01
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Amazon Glacier HBEABER

{
"Policy": "string"

}

(® Note
AccountId EREERTFEMNIIRE AWS tRF ID, &BuLAEE AWS 1RF ID SiEEMIEE
B—'-' (EFZH) , FEERERT , Amazon Glacier B EARFBFE R 2 EAE R HET
By AWS 1RF ID, MR EEARSE ID , 527 ID R EEFEMEFE ().

ARBY

LRENERBRSE
AR TR
IRFEFEAFMBRFEERNFBRER. IFERBREFENET , F20 EREREE,
ARERE
ARAXZE LT JSON #1fiL,
1265
RIFEFIBREMA JSON F& | £/ "\ MAREF T,

FE . F&
BE 2
[ &

A T EFE | Amazon Glacier EEEZ K204 No ContentB{EME ,

il:l lf

HTTP/1.1 204 No Content
x-amzn-RequestId: x-amzn-RequestId
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Date: Date

[E] FEAE TR
WREEFER AP EEE RNEEEE, NEEREEZENER , F20 ¥ REEEHE,
5] FE R 3L
WAEER S E BT E R,
$HER
nEE Amazon Glacier FIZMAR R FEERRA S NAEBIER , TSR R EE,
i1
#HIFER
AT & 65) 2 83% HTTP PUT 3R EREEMaccess-policy FEIRH URl, Policy JSON F&HF
A"\ AREF T,
PUT /-/vaults/examplevault/access-policy HTTP/1.1
Host: glacier.us-west-2.amazonaws.com
x-amz-Date: 20170210T120000Z
Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16da6b25a715ce900a5b45b03da0447acf430195dcb540091b12966F2a2
Content-Length: length
x-amz-glacier-version: 2012-06-01
{"Policy":"{\"Version\":\"2012-10-17\", \"Statement\":[{\"Sid\":
\"Define-owner-access-rights\",\"Effect\":\"Allow\",\"Principal\":{\"AWS\":

\"arn:aws:iam::999999999999:root\"},\"Action\":\"glacier:DeleteArchive\",\"Resource\":
\"arn:aws:glacier:us-west-2:999999999999:vaults/examplevault\"}]1}"}

(o] FE & 451

MEFERAK D , Amazon Glacier (Amazon Glacier) €@ HTTP 204 No Content , 20T 5 HIAR
o

HTTP/1.1 204 No Content
x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
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Date: Wed, 10 Feb 2017 12:02:00 GMT

MR E A

- BIBRRTFEFEBCR (DELETE FEUEER)

« RS EFEUBGR (GET FEUBER)

3
¢

FHmSH

MFAETE S BEN Amazon BBEHZ —FEMAL AP HERT  BSETHRY -

« AWS Command Line Interface

SRR EOEAERE (PUT B RE)
Description

FEENHFZMIR1ZEREF R Amazon Glacier (Amazon Glacier) FHER S RE , B4 BEBBER LS
FEBTHR , TETHIKH L, EUURERTE , UEELTHETHE , AL EMHE Amazon
Simple Notification Service (Amazon SNS) 8., AJUAFERAMEXERFELREBAERE, MFEFH
HHEF , 5ESEE Amazon Glacier PR ERFZEEH,

EREREFEEBA , BX PUT BRFREFEEMN notification-configuration F&R., BXHIfHRE
BERRETE ; Bt , tiEBARTEFER. B RETSRMA Amazon Simple Notification Service
(Amazon SNS) =K JSON X# , AR EFHE Amazon Glacier #BHE* E BN E4,

AR ERTFEUARMUTREESHNEA

« ArchiveRetrievalCompleted : EAHFHREBN TETKRE , SRELES RBEH
(POST £#)). TERM TIEMREER LAR Succeeded 5 Failed. X ZE SNS FREMBHEEMR &
REFE (GET JoblD) EE Ay & H A [E .

- InventoryRetrievalCompleted : EAEFHEMBN TETHE , ERELENH BETE
(POST £%)). TERH THEMNMEERT LR Succeeded = Failed., EXZE SNS EERBEHEERL &
REFE (GET JoblD) EE Ay HAE[E,
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Amazon Glacier HBEABER

Amazon SNS FEMLER THRFRFENFT , TRSENEMIXEE,

£33

EEREFEELEREBEAMERE B8 PUT BREEERFEMN notification-configuration ¥¥&
JRE URl, BEERBRAXFIEEMRE, ZREDE Amazon SNS TEEBN —EREREETE
BHNES,

B

PUT /AccountId/vaults/VaultName/notification-configuration HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue

x-amz-glacier-version: 2012-06-01

{
"SNSTopic": String,
"Events":[String, ...]
}
(® Note

AccountId EREEREEMNIIRSE AWS IRF ID, B LIEE AWS IRF ID SRZEMIEE
B—'-' (EFH) , EEEERT , Amazon Glacier B FERARZEF R 2 EAE R HEET
B9 AWS 1RF ID, MREEAIRSE ID, F2E ID P EBEFEMEFE ().

ARBHE

LRERERBRBE

AR RIR TR

REEEAFMEREERNFBRER. IRERBREENET , F2RH EREREE,
mRER

SERA LR JSON A& T,
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=
1875 Amazon Glacier X @ &K — RN ZEEHFET,

BME : ArchiveRetrievalCompleted | InventoryRetrievalCompleted

PBE 2
A @5
SNSTopic

Amazon SNS E£78 ARN, WMFEFMEA , FHIFE (Amazon Simple Notification Service A5
) FH Amazon SNS AF9,

ME 2
HR . FH
[E] fE

A TEIFE , 204 No ContentiNRiZZEAFERE , Amazon Glacier (Amazon Glacier) &H ,
EE
HTTP/1.1 204 No Content

x-amzn-RequestId: x-amzn-RequestId
Date: Date

B FE1R SR

REEEAFMBEREERNFBRER. IFERBREENET , F2H EREREE,
(2] F& A3 32

LAERET S E R E B A .

R

#1%E Amazon Glacier fISARR MERRA SRR ER , FLH EHREE,

g5

LT € fI R ERTEBA.
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gHIFER

ATFEREEE examplevault BHERE , LEMRMESH (ArchiveRetrievalCompleted
M InventoryRetrievalCompleted) HWIBHIEiAE| Amazon SNS R arn:aws:sns:us-
west-2:012345678901 :mytopic,

PUT /-/vaults/examplevault/notification-policy HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

Xx-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16da6bb25a715ce900a5b45b03da@447acf430195dcb540091b12966F2a2

{
"Events": ["ArchiveRetrievalCompleted", "InventoryRetrievalCompleted"],
"SNSTopic": "arn:aws:sns:us-west-2:012345678901:mytopic"
}
[5] & £ 51

ARINRY B EEEE 204 No Contents

HTTP/1.1 204 No Content
x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT

MR E A

- MEXHEBEH (GET BAIMNHELE)
- MIBR{R7ZEE A (DELETE @A)

« Amazon Glacier B9 Identity and Access Management

R
WEFEEFSHEN Amazon RBEH 2 —PEML API WEFEEF , FSETHIRHA !

* AWS Command Line Interface
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Amazon Glacier AR
HiF®RE

AT 2a AR Amazon Glacier B F#8 4,

*&E
« MIBRE1Z (DELETE archive)
- LEHF (POST #17)

fiiBr¥$ 17 (DELETE archive)
R

IERERERFERBRETF, SR -RIERFEMR—EHT. sEMBRET , ELXAREMBRES
FREEHTF ID, EULEBACZEHFNRFETHRFEEFRIEHT ID. NFETHRFEE
FHFEMER , 52 B Amazon Glacier ¥ TERFEER.

HEMBRBER | BRRNARAKDFERERER , HHNCHROHEF , ENFENERSEX
o

BRIFEUTHER , ELMBRE R, BITHHHTF ID EERAUESEAETEHNID
- WMREFFHEUEITE Amazon Glacier (Amazon Glacier) WEIMIBR 2B R T B ERER UM T
B, IEFEBURETREE X,

« MRBFHEEHEE Amazon Glacier WEIMBRHFFERFEXDERBETHENET , ERTUTH
W,

MEHRFHEBWFMESR , F2R £ Amazon Glacier ¥ FT&H 7,

WAERRE, EERBREMBRANEFEFISEREERR,
783K

HMBRE1F , &EIX DELETE 53R EB|HEER URI,
b

DELETE /AccountId/vaults/VaultName/archives/ArchiveID HTTP/1.1
Host: glacier.Region.amazonaws.com
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x-amz-Date: Date
Authorization: SignatureValue
x-amz-glacier-version: 2012-06-01

(® Note
AccountId ERHEEREFEMNIIRSE AWS 1RF 1D, ZBuEE AWS 1RF ID Si#EMMISE
B—' (ERH) , EEEERT , Amazon Glacier 2 FEARFBER 2 EAEREE
BH AWS IRF ID, tREFEARSE 1D, 3527E ID R EEEMEFRR (F).

s

N

RBH

LRETERFERSH.

LREECAMBREERNFRER, NFEERBREENESA ,
ARERE

RERBHBRA

G

B

a0
W
&
3
d
T
\ﬁ
3

e

HTTP/1.1 204 No Content
x-amzn-RequestId: x-amzn-RequestId
Date: Date

B FEAR SR

HREEEARBIOEERNOEER, IFERDEEENEN , 720 EREEFRE,
[E] FE A 32

AR S E R B A

§aER

WNE Amazon Glacier HIAAR R MEEERAENEEERR , FF2E R0 FE,
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i1
AT 86 RE M A examplevault 2 R1ZEM R,

158K
EMBRZEHFM ID #IEES archives WFEIR,

DELETE /-/vaults/examplevault/archives/NkbByEejwEggmBz2fTHgJrg@XBoDfjP4q6iu87-

TjhgG6eGo0Y9Z8il_AUyUsuhPAdTqLHy8pT15nfCFImD12yEZONi5L260mwl2vcs@1MNGNtHEQL8MBTfGlqrEXAMPLEATchi
HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-

version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dcb540091b12966F2a2

(=] FE £ 451

WMRFERKID , Amazon Glacier 2EIfE 204 No Content , 1§H EMERE T

HTTP/1.1 204 No Content
x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT

R E A

- BB R EE (POST 9B - L&)
- LEH17F (POST 1)

« Amazon Glacier B9 Identity and Access Management

+EH7F (POST H77F)
R

HWEERHEHMEIREE, WERDLE , ZHNENERBRE. A TEE , Amazon Glacier
(Amazon Glacier) @£ G M x-amz-archive-idZEHELO#E ID, BEZFEEELNHE D,
L B # A A FELE 17
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R ARBEERE BB R SHA256 k=, MFEAEIEH SHA256 MM ENEHS , F2H EE
BEEM.

@® Note
R AP B, RE T LEHE, (POST #%F) BEF FE SHA256 B ZE, £ BTAEE
AWS CLI,

B LEHEE | SuLLBBIEESE 1,024 A5 ASCH 2 ERE. EAEINSEFEIIERE
EE1ZR , Amazon Glacier €& E #1718, Amazon Glacier T LEMARBEEZHE R, HERBET
ZTEEH M., BTEERARBRENSEFHERTE,

BRTZERANWEFHIRZI , Amazon Glacier TXEHEFENFMEMPEER, HF ID R—EFTEHN
FRFEY , BEERPHEBHEENEMNSER. Bt , B EAFR#EESFENPREER ., MEFMA
B , 55281 Amazon Glacier R {#E R 17,

HERTTEN, EALEHES  ATHRENFILRS,

s K

EFEHF  FBEMA HTTP POST 5% , WA REEREAEMFHFNREFERN archives &
Ro BRUOESERFREK)D, BELF(SHA256 Bk ZE) , WHALLEZIEHENRHA,

A

POST /AccountId/vaults/VaultName/archives
Host: glacier.Region.amazonaws.com
x-amz-glacier-version: 2012-06-01

Date: Date

Authorization: SignatureValue
x-amz-archive-description: Description
x-amz-sha256-tree-hash: SHA256 tree hash
x-amz-content-sha256: SHA256 linear hash
Content-Length: Length

<Request body.>
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(@ Note
AccountId EREEREFZEMNIRSE AWS tRF ID, EA[LUEE AWS 1RF ID SIZBEMIEEE
— ' (EFH) , BEEEERT , Amazon Glacier &1 A REBHE R 2 B A& R EIHH
B AWS BRFE ID, MREEAIRSE ID , BVE ID FEEEMEFE ()0

2
®

RBHE

HEERETERBRSH.

A RIR TR
BRYFAEEEFEANBEREREZN , KHEXRESHERATIBFRER, NFERFREENEF , F2
B E RAEREE.

28 iR ME

Content-Length _ L =
PRI R/ (L Til). WMFEFHMER |, F2H http:/w

ww.w3.org/Protocols/rfc2616/rfc2616-sec14.html#sec
4.13,

HR . #F
o=

PRI - &

7|

X-amz-archive-

EE ELENHENLERR, CANRMEESHRSERERE
KAV BRI, MAEHTFPILRHE -/, ELEEURE
EEF (B2 BEMEK (POST £#)) B , e AHEEHN
BEHNEFNRAZEERN.

description

R . FH

= .
HEY &
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http://www.w3.org/Protocols/rfc2616/rfc2616-sec14.html#sec14.13

Amazon Glacier HEASER

=1 iR ME

FRé&l : SREAMENPRBER 1,024 FT. RHFNFETREE
EHEEER 7 izt ASCIl, LH ASCII ER 32-126 +EHIE
0x20-Ox7E + /<l

X-amz-content- N _ =
sha256 EEHY SHA256-256 MEMREM (MREHE), EREE x-amz-
sha256-tree-hash ZEEPIEENETRRE,
B . FH
RN &
BRENRA - &
x-amz-sha256- 2

RBNEAENENREEN , SHA256-256 ik HE, WFE

tree-hash — e

BEREE SHA256 Bk ENERN , Bl EEREET,
W Amazon Glacier s E R BN T REREET , AISIELHE
BE . 7R
AR &
PR &IRMF - 4%

AR

ERANBTEELENER,

[E] FE

A T EFE , Amazon Glacier 8k AFZHEHEF , WEEHZF ID B URI &,
EE

HTTP/1.1 201 Created

x-amzn-RequestId: x-amzn-RequestId

Date: Date

x-amz-sha256-tree-hash: ChecksumComputedByAmazonGlacier
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Location: Location
x-amz-archive-id: ArchiveId

Bl FE AR ER
RO EERR T FREEEBEANDEREZIN  EE2 TIHERER, NFERCEERNFRER
A2REREERE,

=L EEPUN

Location

FIMANHFERKNAY URI BBE,

BE 7
Eljzzlzrc Lt 78 ID. LfEH B ETE Location EEH,
BE P
x-amz-sha
256-tree- Amazon Glacier FHE R HFMEAA,
hash |
2] FE A XX
HEXTSEEEMEER.
$HER
0% Amazon Glacier HISMRAEBALMMEBET , FSW HEOE,
& 45
#BHIFER

LT 6|8 EEHFNER,

POST /-/vaults/examplevault/archives HTTP/1.1
Host: glacier.us-west-2.amazonaws.com
x-amz-Date: 20170210T120000Z
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x-amz-sha256-tree-hash:
beb@fe31lalc7ca8cbc04d574ea906e3f97b31fdca7571defb5b44dca89b5af60

x-amz-content-sha256: 7f2fe580edb35154041fa3d4b4ldd6d3adaef0c85d2ff6309f1d4b520eeecda3

Content-Length: 2097152

x-amz-glacier-version: 2012-06-01

Authorization: Authorization=AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-content-sha256; x-amz-date; x-
amz-glacier-

version,Signature=16b9a9e220a37e32f2e7bel96b4ebb87120ca7974038210199ac5982e792cace

<Request body (2097152 bytes).>

(=] FE £ 451

AT R ZhE FERY LocationfEEE Al | IEHLES Amazon Glacier 3R HEH 1D,

HTTP/1.1 201 Created

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT

x-amz-sha256-tree-hash:

beb@fe3lalc7ca8c6c04d574ea906e3f97b31fdca7571defb5b44dca89b5af60

Location: /111122223333/vaults/examplevault/archives/
NkbByEejwEggmBz2fTHgJrg@XBoDfjP4q6iu87-
TjhqG6eGo0Y9Z8il_AUyUsuhPAdTqLHy8pT15nfCFImD12yEZONi5L260mwl2vcs@IMNGNtHEQL8MBTGlgqrEXAMPLEAT Chi
x-amz-archive-id: NkbByEejwEggmBz2fTHgJrg@XBoDfjP4q6iu87-
TjhqG6eGo0Y9Z8il_AUyUsuhPAdTqLHy8pT15nfCFImD12yEZONi5L260mwl2vcs@IMNGNtHEQL8MBTGlgqrEXAMPLEAT Chi

HEBEE

1£ Amazon Glacier FER 17
HHESBHPHWAEHEE (HBRLE)
B £ 177 (DELETE archive)

« Amazon Glacier B9 Identity and Access Management

o EEiRE
LT 27 AR Amazon Glacier B4 Bz £ &1k,

ES- |
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+ H11- % E% | {8 (DELETE uploadID)
- TR E L& (POST uploadD)

- B2 LE (POST 2 - L&)
- BEES (GET uploadiD)

- JIHSERE{E (GET D& - L&)

« B L& (PUT uploadlD)

A1k Bk 18 (DELETE uploadID)

Description
o B EEFEETTEELHLE D BAND R LEE,

PIES R EERERKIIR |, BT ERER LE ID LEESH s HITEMEMBRE, FLEETREI TR
LEXY. BER , FLERFLN LEBEFESEEERBAKIL,

tAEERE,
NEARIRLENEN , F2RLED BTN AEEEF (DB LE).
3R

EEFLSBRLEE, B HTTP DELETE B REIEXEERFE multipart-uploads F&EJRH URI, 3
HBASENDER L& IDEBA URIHN—3%,

B

DELETE /AccountId/vaults/VaultName/multipart-uploads/uploadID HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue

x-amz-glacier-version: 2012-06-01

@ Note
AccountId EREEREEMIRE AWS IRF ID, ZEALUIEE AWS IRFE ID SUBIEMMIEE
B (EZH) , EEEERT , Amazon Glacier @ A RZBHE R 2 EAE I HHES
B9 AWS RS ID, MIREERIREE ID, F2E ID D EEEMEFEE (-
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ARBH

LRERERBRBH
AR
REEEAFMBREERNFBRER, NFERBREBRNESA ,

)
W
&
3
o
T
'}_ﬂ-
i

&

ARER
LRERBFERA
G

HTTP/1.1 204 No Content
x-amzn-RequestId: x-amzn-RequestId
Date: Date

B FE1RER
REEERAASIOREERNEREE, NFEREEERNER ,

e
\x»

REEEHE.
(51 FE R 52
HEXTSEOEAE R,
EiE
#1% Amazon Glacier HISMAR AL B WMBIET , LM HLBEE.
L]
B HIFES]
FETBIEHIF | #& DELETE FEREEF 5 R LE ID ERHY URI,

DELETE /-/vaults/examplevault/multipart-uploads/
OW2fM5iVy1EpFEMM9_HpKowRapC3vn5sSL39_396UW9zL FUWVrnRHaPjuUJddQ50xSHVXjYtrN47NBZ-
khx0jyEXAMPLE HTTP/1.1

Host: glacier.us-west-2.amazonaws.com
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x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dch540091b129662a2

(=] FE &6 451

HTTP/1.1 204 No Content
x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT

R E

. BB B LE (POST & - L)
« 2B E{& (PUT uploadID)

« SERD B EE (POST uploadiD)

« JIHDEREE (GET P& - L&)
- BEES (GET uploadiD)

- TESBIHNAREE OBRLE)

« Amazon Glacier B9 Identity and Access Management

SER 9 B £ & (POST uploadID)
BT

SRR 9 BR - B 4E | LUB A Amazon Glacier (Amazon Glacier) FrE £ #4482 L& , Amazon
Glacier RE A {t L ENEHHEE T

NEARAIRLENET  F2RLED BTN AEEEF (DB LE).

BHFESHLRFERTFEZRE , Amazon Glacier EERFEVNHFERNEF ID. LEHEFR
EZBEFERENET ID UEBEMEREE,

EERp |, KEAFEC LENEENFHNETE SHA256 #iZE, NEAHEE SHA256 i ENE
H, ESBE EEREERN, EAMREH , Amazon Glacier B EEEBH ST EMN SHA256 #i=E, M
FREMRF , Amazon Glacier 8 HEFREFEREE ; FRAISEDER , BRFSRK. It EEHXD
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(GET uploadID) @SBRI AKREN D B LEM LENEHEE. HHa828@A LESIREERN
&R, TARNMERIERVRERNBE,

A\, Amazon Glacier t@REREEAMERNAREE, LEXHE , AiEEEERE , UBNE
B FIBEEZHETNRERBEANE, HERKHER , Amazon Glacier @RERBEHEAER
NAREE K UREREEEMELRNANSEE , Amazon Glacier EEEIEE , B R L EigEe
K

RESRLERERRE. ELEABYZESREER  MRERKBRBRFUZIRE  ZBRES
A EEMEENHE ID, EREESMEHEEERNE 500 ARRERFIERH , EERKBAT , &

AUEERESRLEERR , WEFBRUERHFNEATESHENEF ID. ERFERE  EOR

LEERE , SEETUWEERAGRE, Y ESPBRLEFTSHREBTESR LEOES | AIERETE
R,

AR °K

EETHRDERLEE 354 HTTP POST 3REXE Amazon Glacier BEIERE) 2 R L EFERMET
B EMEIDURI, EHE EEEA4BERAN URI HEE. BRTERENSLEEZERIN  EXESTEEEEEN
SHA256 B ERERMEFE KN (AT BEN).

B

POST /AccountId/vaults/VaultName/multipart-uploads/uploadID
Host: glacier.Region.amazonaws.com

Date: date

Authorization: SignatureValue

x-amz-sha256-tree-hash: SHA256 tree hash of the archive
X-amz-archive-size: ArchiveSize in bytes
x-amz-glacier-version: 2012-06-01

(@ Note
AccountId EREEREEMIRE AWS IRF ID., ZEALUIEE AWS IRFE ID SBIEMIEE
B (EZFH) , EEEERT , Amazon Glacier @ HEARZBHE R 2 EAE I HHES
B9 AWS RS ID, HIREERIREE ID , F2E ID D EEEMEFEE ().

2
®

REH
LRETERFERSH.
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FARIRER

BRYFREEXBEAMBREE 2 , WEXESEFEATIFEREE, NEERBREBNER , F2
BE REREE,
ey iR BE
X-amz-arc _ ) =
hive-size BEHFNEAEXD CMITEABEN)., EREEEXSE LLEHNE
BRI FTE K/DNEVRE R
B FH
JERR &
PR &R - &
x-amz-sha =
256-tree~ E{EFFH SHA256 fifE, ©2EBHEMFI SHA256 i =
hash HEHE, MREERERPEENETRS Amazon Glacier 5+
EMRREESH1EMN SHA256 fi#Z= , Amazon Glacier €&[E]
faen , ABEREXHN.
BHR . £
JERR &
PR Hl{R4F - &
EXRxHR

LRERERBRTER.
= &

Amazon Glacier (Amazon Glacier) 88 2B 7H SHA256 HiMZE, MREFSLEEFBRPIEE
2 BEEHFH SHA256 5 ZE , Amazon Glacier B EHEHMEEREFE, EEE+S K SELEEHE
B FEIR URL BEEM HTTP Location 2%, MREEFBRPEENHEFA/NTH SHA256 T4
#F , Amazon Glacier B EI#HER , B LENERARTHAMRE, BEATUEAERNEEATESRL
EiRE , RN RYHTF, R BLEERTEK , & Amazon Glacier #EIUW £ ID,
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B2

HTTP/1.1 201 Created
x-amzn-RequestId: x-amzn-RequestId
Date: Date

Location: Location
x-amz-archive-id: ArchivelId

B FEAR IR

BRI EIER T FREERBRNCEER )  EE82 TIHRESRE, NFEROEEENFEES ,
w2EEROERE,

ey iR

Location
MBI EFENEYE URI BE, Ikt URL & Amazon Glacier EAM 17
ID,
B/ FH

X-amz-arc

hive-id

MR P
ch
BT B EEHE ELFEPY L,
i 51
HHITHR

TEMEHEAIS | HTTP POST SRMER M A4 5 & LEHREEN URl, RAERAREEEERE
1) SHA256 i ER@EF AN,

POST /-/vaults/examplevault/multipart-uploads/
OW2fM5iVylEpFEMM9_HpKowRapC3vn5sSL39_396UW9zL FUWVIrnRHaPjUJddQ50xSHVXjYtrN47NBZ-
khx0jyEXAMPLE HTTP/1.1
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Host: glacier.us-west-2.amazonaws.com

z-amz-Date: 20170210T120000Z
x-amz-sha256-tree-hash:1ffc@f54dd5fdd66b62da70d25edacdd

Xx-amz-archive-size:8388608

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16da6b25a715ce900a5b45b03da0447acf430195dcb540091b12966F2a2

(=] FE £ 451

T 55451 [ FEBE '~ Amazon Glacier ERIIRE BN BIUHE, XIS EEZERENHE
IDo

HTTP/1.1 201 Created

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q

Date: Wed, 10 Feb 2017 12:00:00 GMT

Location: /111122223333/vaults/examplevault/archives/

NkbByEejwEggmBz2fTHgJrg@XBoDfjP4q6iu87-
TjhqG6eGo0Y9Z8il_AUyUsuhPAdTqLHy8pT15nfCFImD12yEZONi5L260mwl2vcs@IMNGNtHEQL8MBTGlgrEXAMPLEAT Chi
x-amz-archive-id: NkbByEejwEggmBz2fTHgJrg@XBoDfjP4q6iu87-
TjhqG6eGo0Y9Z8il_AUyUsuhPAdTqLHy8pT15nfCFImD12yEZONi5L260mwl2vcs@IMNGNtHEQL8MBTGlgrEXAMPLEAT Chi

BREA LA HTTP BREE B ENEF/HEFR URI, a0, BRI SUEIE GET BRI E.

MR E A

- BED B LE (POST 2E - L&)
- 9B L& (PUT uploadID)

« FIE2E & (DELETE uploadiD)
- JIHPERLEE (GET & - L&)

- JEE &% (GET uploadID)

- FESBHRNAREE (DBLE)
- MErE1F (DELETE archive)

« Amazon Glacier #J Identity and Access Management
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BB 5 BRLE (POST 5k - £B)

Description

ERE£ERB PR LE BE2RLE BTN AEEE (9B L)), Amazon Glacier (Amazon
Glacier) @BV 7R LEER , YHEREFEOHE ID, £E B R LEREDFERIL EEID,

EEE R EER | ATEERS K ML THEREN), o KNBER 1 MiB (1024 KiB) 5L 2
MR , fiEn 1048576 (1 MiB), 2097152 (2 MiB), 4194304 (4 MiB), 8388608 (8 MiB) &, H/Nf
s KA 1MB , KB 4GB,

AL HE IDELENSERS (RER—EN ) BLEEEHEEH AN, HE—ETUZHER KN
B, Hla, BREREBELE 16.2 MiB BIEER, MREL 4 MB WH DK PRERBDERLE , Al L
BEHETB D/ 4 MiB M1 — @325 /Y 0.2 MiB.

(® Note

EXRRBIERLEER  TEEANEREFEN KD , A Amazon Glacier FEERIEECEEHE
K,

SERD R EE% |, Amazon Glacier @8k ID 2200 REEER, MREECEDRLE , EFNR
24 NERRETES , Amazon Glacier B EBBRDER LEEIR, % ID A[gEE24 NEFEREBDARTA |, 8
FEREXTERASEETA.

£33

EERME DB LG AL HTTP POST SBREAINERFHEFNRFEN multipart-uploads
TEIRN URl, BFRLFASERBD AN, LAMSURREISHENRHA,

A

POST /AccountId/vaults/VaultName/multipart-uploads
Host: glacier.us-west-2.amazonaws.com

Date: Date

Authorization: SignatureValue
x-amz-glacier-version: 2012-06-01
x-amz-archive-description: ArchiveDescription
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X-amz-part-size: PartSize

(® Note
AccountId EREEREZEEMNIRSE AWS tRF 1D, BA[LUEE AWS 1RF ID SRIBEMHIEE
B—'-' (EFH) , FEERERT , Amazon Glacier A RFBFZE R 2 E AL R HET
BB AWS IRF ID, tREEERARSE ID , 5527E ID R EEEMEFRR (F)o

LRETERFERSH.
A RIRTR

BRYFIEEEREANBEREE N, WERESER TIHFERER, NFEERFREENES , F2
B E REREE.

=1

B
>
&
i

fim

X-amz-part-size

BRTHRE—EN , SEBIHKRN CMLTE
REN), BB A LPNRIEER D K
A . FE&

R E
BRI : ZBo K/DAER 1 MiB (1024 KiB) 3
BL2 B9x 7, $lan 1048576 (1 MiB), 2097
152 (2 MiB), 4194304 (4 MiB), 8388608 (8

MiB) &, &/PAFFEID KNS 1MB , ZRREB
4 GiB (4096 MiB).

X-amz-archive-desc

7|

HEBREEEZ LENIS, EUURMES
B SREE RN EEE—EBRTF. B8
BREEER F2H BEE% (POST £5))
B, EEKAHERNESESFNHAREER
N, HERRFHHISZERSETBR,

ription
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ey iR HE
B 7R
5% E

R : #HRBENPREFRN 1,024 fLTil, S
I F T RIRBERH KRR 7 2T ASCIl, £
H ASCII 5= 32-126 +#HI= 0x20-0x7E +

AN
ARER
RERBHBRA
G

EEIFEAF , Amazon Glacier 823 H ID BEIN PR LEER , WEE 2B L& ID (9% URI B,
EE

HTTP/1.1 201 Created

x-amzn-RequestId: x-amzn-RequestId

Date: Date

Location: Location
x-amz-multipart-upload-id: multiPartUploadIld

o FEAR TR

RO EEER T RAEEREANEEREN  EES TIHERER, NFERLERENFHRER ,
RS HEROEEER,

=L

[
B
Ik

Location

B2 7 B L& ID Amazon Glacier BIA¥ URI B8 &, B L URI BE KRR
HIEPERUN LEES D |, YR D R LEE,

B/ FH
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FMBABER

28 EEPUN
x-amz-mul
tipart-up DEREEN ID, EHBEEE Location FREA,
load-id R - =
5] & R X
LAEE T S E R A X,
R
#FE Amazon Glacier FISMRRMEERAENEEER , F2EH EHREE,
g5
g5

AR EHIEIBR A POST MREEM multipart-uploads FE&RH URI &% HTTP

examplevault FRREB DB LE. ZBERSFEEFRLIEE 4 MiB (4194304 {7TiE) B BB K/ H

BEHFHEIE

POST /-/vaults/examplevault/multipart-uploads

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

Xx-amz-archive-description: MyArchive-101

X-amz-part-size: 4194304

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-

version,Signature=9257c16da6bb25a715ce900a5b45b03da@447act430195dcb540091b12966F2a2

(=] FE €551

Amazon Glacier 8 2 7B LEER , WiHMEERFEMNmultipart-uploads¥&
H. Location EfEEETIELD R LE ID WY URI BB,

HTTP/1.1 201 Created
x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT

RRE 7 B L&
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Location: /111122223333/vaults/examplevault/multipart-uploads/
OW2fM5iVylEpFEMM9_HpKowRapC3vn5sSL39_396UW9zL FUWVIrnRHaPjUJddQ50xSHVXjYtrN47NBZ-
khx0jyEXAMPLE

x-amz-multipart-upload-id:

OW2fM5iVylEpFEMM9_HpKowRapC3vn5sSL39_396UW9zL FUWVrnRHaPjUJddQ50xSHVXjYtrN47NBZ-
khx0jyEXAMPLE

% - @A WA, , HSH 2 8 L (PUT uploadiD).

MR E &

« 9B L& (PUT uploadID)

« RSB L (POST uploadiD)

« HIE2E & (DELETE uploadiD)
« JIHS B EE (GET 9B - L&)

» JBE % (GET uploadID)

- MiBRE 1% (DELETE archive)

- TESBPNAREE DBLE)

« Amazon Glacier B9 Identity and Access Management

SEE R4 (GET uploadID)
Description

bt B EEBRAEFHE LERH EE ID BANBES R LEFHNHEFRS. UFEFEIRLENE
7, FSRLEDBRTHAERE (DEBRLE).

EXERDBRELEZR , BANEEEETHS B LSRR ILTER, Amazon Glacier 8
EiZEESESY LETEENEEHFNBSEE. MREEZTH DR LEREEHEHE
3K , Amazon Glacier (Amazon Glacier) 2§55,

WEERTREIEIEH, FEIELERELO AN Marker WP FATHREIRNER , MRR
EHMIEE , marker I A null, R marker R null , EEHEEEEN S — B HBEHE
K, W¥markerig RSB HERE S Amazon Glacier BEINERE , LAEELRIN S HABGHFER,

BRLUEBERRPEE Llimit SBRRFHEEHEENE T BE,
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ER

A

EIHIEEETHD R EEBHES |, & GET FREET KR LE ID BEFHN URl, EEREB DR L
B BRI REE D (BB B LE (POST 5B - LE)), EBALUREEE marker M 1imit 2
Ho

GET /AccountId/vaults/VaultName/multipart-uploads/uploadID HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue

x-amz-glacier-version: 2012-06-01

(@ Note
AccountId EREEREFZEMNIRSE AWS tRF ID, EA[LUEE AWS 1RF ID SIZEMIEEE
— ' (EFHR) , BEEEERT , Amazon Glacier & AREBE R 2 B A& R BT
B AWS IRFE ID, MREMEARE ID , BVE ID FEEEMEZHE ()0

ERSH
ey iR PE
limit _ a
FMESENH2HE LR, EFRREHEIA 50, EENH I HE N
BEL A ERRS , BEENIB,HEKETEBIBRRE,
B 7R
BRE  &NEBEA 1. RAEEEA 50,
marker e

ARDBEMNATERFH, marker IBESB D BEERBIID .
RN BEN D EENCEHEE marker B, NIREBEHE
BEHZINBEESR»ERPHEBNERETPE , IRETE

marker,
BHR . £
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FMBABER

=1 DU
BR&IRAF &
FARIRER

RFEFEAASIAEERNEREERR., NFEREEEENET ,
mRER

RERBHBRA

G

R

HTTP/1.1 200 OK

x-amzn-RequestId: x-amzn-RequestId
Date: Date

Content-Type: application/json
Content-Length: Length

{
"ArchiveDescription" : String,
"CreationDate" : String,
"Marker": String,
"MultipartUploadId" : String,
"PartSizeInBytes" : Number,
"Parts" :
[ {
"RangeInBytes" : String,
"SHA256TreeHash" : String
b
1,
"VaultARN" : String
}
[E] FEARTE

REFEFERARSIQEERNOREERR, FEREEEENEN ,

e
\x»

wEH

BE

REEEE,

E”?E*T\J-Eo

B A
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(=] F& A1 32

E R B ET JSON L.
ArchiveDescription

EREB DR LEFRPEENHERA. MRERBD IR LEBREPREEHEFRSA , ABTLA
null,

BE . FH

CreationDate
BAE o B} L1/ UTC B,

BFH . FHE SO 8601 HHRAMWFEBRBRRE , HlW |, 2013-03-20T17:03:43.2217,

Marker

—EFERFEH  RMEBEERIECZRE. LEAUERNBERSBRFPEM marker KREEE
THEZER. IRRIFESHHDIIE , RBESR null,

BE . FH
MultipartUploadld

B2 o BBy EBR/Y 1D,

BE . F&

PartSizelnBytes
oKD CMLTEREN), EREERB R LEFRPIEENEMEE.
A . ¥

i

PR EENHD KNEE, MIPHNESEY4HEEE RangeBytes # sha256-tree-hash B/
EES

H|A - [E5
RangelnBytes

oMU THEE  SSHEN LRE,

Sl HBH API| R 2012-06-01 421
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SHA256TreeHash
Amazon Glacier #4518 K SHA256 B EE, WEUKERA null,

R . FH

VaultARN
R B 70 EX £ /Y ST EERY Amazon Resource Name (ARN),

B|A . FE&

gze

#0% Amazon Glacier BIAAR R MERALNMBET, , FHSM HREfE,
#i 51

) - 55 B L s

UTEHISIE T LENFMEHD. LWEFIHE HTTP GET BREF I EEETH IR LENRES R L
£ ID ¥ URI , &ZAME[E 1,000 EER5 -

BIHIFER

GET /-/vaults/examplevault/multipart-uploads/
OW2fM5iVylEpFEMM9_HpKowRapC3vn5sSL39_396UW9zL FUWVrnRHaPjUJddQ50xSHVXjYtrN47NBZ-
khx0jyEXAMPLE HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dch540091b1296612a2

(=] FE #5451

B EF , Amazon Glacier B8 EEIEE S B L& ID BB LEEHEE, £E@EH+ , RAE®M
E&f 5. EEAY Marker MR null , RRRBESHIN DR LEE,

HTTP/1.1 200 OK
x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
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Date: Wed, 10 Feb 2017 12:00:00 GMT
Content-Type: application/json
Content-Length: 412

{
"ArchiveDescription" : "archive description",
"CreationDate" : "2012-03-20T17:03:43.2217",
"Marker": null,
"MultipartUploadId"

"OW2fM5iVylEpFEMMYS_HpKowRapC3vn5sSL39_396UW9zLFUWVrnRHaPjuUJddQ50xSHVXjYtrN47NBZ-
khx0jyEXAMPLE",
"PartSizeInBytes" : 4194304,

"Parts"
[ {
"RangeInBytes" : "0-4194303",
"SHA256TreeHash" : "@ld34dabf7be316472c93blef80721f5d4"
1,
{
"RangeInBytes" : "4194304-8388607",
"SHA256TreeHash" : "0195875365afda349fc21c84c099987164"
3,
"VaultARN" : "arn:aws:glacier:us-west-2:012345678901:vaults/demol-vault"

g4 : FIHo R EENES (EERTHMRFIFERSE)

DTEFREBMAERAS ERNESERBENER., LLEHHE HTTP GET B REXB EEETHN D B
FENSEDE LE DK URI, MERE -5, £ marker SBIEEEWLEI S LB S FE.,
B AR I B EN E—EE RN EEFHEE marker B, M4, FIERBEFF |, limit SEERE
1 MEE—EPD, FEZ , Marker MIUFR null , RREDVEE—EAEEWMNE D

BHIFER

GET /-/vaults/examplevault/multipart-uploads/
OW2fM5iVy1EpFEMM9_HpKowRapC3vn5sSL39_396UW9zL FUWVrnRHaPjuUJddQ50xSHVXjYtrN47NBZ-
khx0jyEXAMPLE?marker=1001&1imit=1 HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16da6bb25a715ce900a5b45b03da@447acf430195dcb540091b12966F2a2
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(=] FE £ 51

HEEMEF , Amazon Glacier &R EIEEMEITH S R EE ID HEABIAY L ERFEE,

HTTP/1.1 200 OK

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT

Content-Type: text/json

Content-Length: 412

{
"ArchiveDescription" : "archive description 1",
"CreationDate" : "2012-03-20T17:03:43.2217",
"Marker": "MfgsKHVjbQ6E1dV172bn3_n5h2TaGZQU0-Qb3B9j3TITf7WajqQ",
"MultipartUploadId" :

"OW2fM5iVylEpFEMM9_HpKowRapC3vn5sSL39_396UW9zL FUWVrnRHaPjUJddQ50xSHVXjYtrN47NBZ-
khx0jyEXAMPLE",
"PartSizeInBytes" : 4194304,

"Parts" :

[ {
"RangeInBytes" : "4194304-8388607",
"SHA256TreeHash" : "@ld34dabf7be316472c93blef80721f5d4"
1,

"VaultARN" : "arn:aws:glacier:us-west-2:012345678901:vaults/demol-vault"

}
MBI = Ef

- BEPELE (POST £ - L&)
« 2B £ (PUT uploadiD)

« TR ER L (POST uploadiD)

» F1k9 B E{E (DELETE uploadiD)
« JIHDERLEE (GET D& - L)

- FESBHHARRE (DB LE)

« Amazon Glacier #J Identity and Access Management
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Pl EE (GET 78 - LB)

Description

EETREEREIETRAREENXHENETH IR LE, ETHFNIREEREH BEBD KL

5 (POST HE - LB) FREE , BEMREXFFLNDRLEE, "IHSELELE, COEDERNE
B, WRAREIEF.

SIHD R EE) BEXESEH, EERERLT , EREREEEESERZS 50 ArRLEE, &
EEZRERELCEARX marker WU PEFATEEYRNER , WRRIEHMIER |, marker #ULA
null,

WME marker FR null , EEHM T —HE2ELE , FEEZ—E "JIH B LE B, 18
marker RSB EERE A Amazon Glacier (Amazon Glacier) EEIMZREE , LLEELTH THIH 2R
L& BFR.

R BIEEREN JBEAES (GET uploadID) RFCENTE, "FlHoBR L&) BREFIH T XHFER
FETEREE. "IHDE. RIFSERLE D #B2HED R LERD.

NEARAIRLENET , F2RLEDBRTHNAEEF (DELE).
B3R

B2

EEHHEREE , o4 GET BREET XHER multipart-uploads FERH URI, &0 LLRIE
8 marker M limit 22,

GET /AccountId/vaults/VaultName/multipart-uploads HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue

x-amz-glacier-version: 2012-06-01

@ Note
AccountId EREEREEMIRE AWS IRF ID, ZBALUIEE AWS IRFE ID SiBIEMHIEEE
— - (EFRR) , FEIEEER T , Amazon Glacier 2 i 82 F 2R3 B 555k 2 & A & R 40 BF B
B AWS IRF ID, GIREFERARSE ID , BFUE ID R EEEMEFE ().
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28 EEPUN W
limit a

EEREANFEON LEHE LR, MRAKREE, "FHLE
&, RFEEE&KS 50 A L&,

HA . F&H
FRél : R/NBEES 1. FABEES 50,

marker &

AR ENARERFSE, marker B L EBERERBHN LESP
Do 2K " HEE, EEPEYS marker H, NMREBEH
BYcal "I EE, B RPABRNERETSE , BIRE
‘€ marker,
BHR . F&H
PR Hl R4 - %

ARIEH

REEEARBIOEERNOEER, IFEROEEENE

%ﬂ

ERER

HIRERBFERA .

[ &

03
HTTP/1.1 200 OK
x-amzn-RequestId: x-amzn-RequestId
Date: Date

Content-Type: application/json
Content-Length: Length

{
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"Marker": String,
"UploadsList" : [
{

"ArchiveDescription": String,
"CreationDate": String,
"MultipartUploadId": String,
"PartSizeInBytes": Number,
"VaultARN": String

]
}

[0 FE AR R

REEERASIEEERNOEEZER, NFEROESEENE , 520 ERLEEE,
(=] FE A 32

EERXZENLT JSON 1L,

ArchiveDescription

ERB7BR LEFRIPEENHTRA. URERS? R LEREPREEHERE , AlLkEuA
null,

HR . FH

CreationDate
BrEh o B} L&/ UTC B/,

FH . &8 SO 8601 HHRXWEERRE , i |, 2013-03-20T17:03:43.2217Z,

Marker

—EFERFR  RMEERRIECRE. SEHMN "FIHIREE FRPEM marker REE
FEPNESZLE, MRRBFESHLE, BIESR null,

HA . FH
PartSizelnBytes

BB B L& (POST 2B - £18) BRFAFBENDTERAD. ERELENMAEBIHAN  RT &
B—ED RN HABE DRI RN,
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B|H . HE
MultipartUploadld

2B LB/ 1D,

HR . FH

UploadsList

BRI BRLEBYMHNTEEREE, EETHNE—EERE I HARYELENERBENRY ,
‘@& ArchiveDescription CreationDate. MultipartUploadId, PartSizeInBytes
VaultARN,

J|A gl
VaultARN

SU#FEERY Amazon Resource Name (ARN) , HP@ &7,

H|A . FH

s
i

W% Amazon Glacier ISR R FEEZRFAR
#3451
g5l I HMmESRLE

ZF
2
&
i
illll
3
¥
&n
i
?“é:
[o]
=

DTEHHNEXHEFmEETTIN B L&, SHHIEEZXHER GET FERK URI R HTTP
multipart-uploads &K, HREFRRKRPRIEE marker M limit B8 , AHEEFRZ 1,000 &
EITHRSRLEE,

BIHIFER

GET /-/vaults/examplevault/multipart-uploads HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16da6bb25a715ce900a5b45b03da0447acf430195dcb540091b12966F2a2
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(=] FE £ 51

EEEAR |, Amazon Glacier BEEEEEREENMEHITH DR LEMNEE, marker M A null
HRREEHM EETFH,

HTTP/1.1 200 OK

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT

Content-Type: application/json

Content-Length: 1054

"Marker": null,
"UploadsList": [

{
"ArchiveDescription": "archive 1",
"CreationDate": "2012-03-19T23:20:59.130Z2",
"MultipartUploadId":

"xsQdFIRsfJIr20CW2AbZBKpRZAFTZSIIMtL2hYf8mvp8dM@Om4RUz1aqoEyeb6g3h3ecqB_zqwB7zLDMeSWhwo65re4C4EV"
"PartSizeInBytes": 4194304,
"VaultARN": "arn:aws:glacier:us-west-2:012345678901:vaults/examplevault"
},
{
"ArchiveDescription": "archive 2",
"CreationDate": "2012-04-01T15:00:00.000Z",
"MultipartUploadId": "nPyGOnyFcx67qgX7E-0tSGiRi88hHMOwOXR-
_jNyM6RjVMFfV291FqZ3rNsSawBugg60P92pRtufeHdQH7C1IpSF6ulc",
"PartSizeInBytes": 4194304,
"VaultARN": "arn:aws:glacier:us-west-2:012345678901:vaults/examplevault"
},
{
"ArchiveDescription": "archive 3",
"CreationDate": "2012-03-20T17:03:43.2217",
"MultipartUploadId": "qt-RBst_7y08gVIonIBsAxr2t-db@pE4s8MNeGjKjGdNpuU-
cdSAcqG62guwV9r5jh5mLyFPZFEitTpNE7iQfHiulXoV",
"PartSizeInBytes": 4194304,
"VaultARN": "arn:aws:glacier:us-west-2:012345678901:vaults/examplevault"

Sl p g EE AP W< 2012-06-01 429



Amazon Glacier HBEABER

gl : Mo FHD R EE

DTEflrEmaER s ERNBERMENER. SHHIEEZXHEN GET FEIRN URI ER
HTTP multipart-uploads #EX. EERBEHIF , linit BHEZA 1, HRRABEEFEF—EHL
&, M marker B8IEHERFERRETHN SR LEID,

g5

GET /-/vaults/examplevault/multipart-uploads?
limit=1&marker=xsQdFIRsfJr20CW2AbZBKpRZAFTZSJIMtL2hYf8mvp8dMOm4RUz1laqoEye6g3h3ecqB_zqwB7zLDMeSh
HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-

version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dch540091b129662a2

(o] FE &6 451

fEEFEH , Amazon Glacier (Amazon Glacier) EEEEERFETBBMEEITH IR LEHNEE ,
RIBENERHE , LEEMERZR.

HTTP/1.1 200 OK

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT

Content-Type: application/json

Content-Length: 470

"Marker": "qt-RBst_7y08gVIonIBsAxr2t-db@pE4s8MNeGjKjGdNpuU-
cdSAcqG62guwV9r5jh5mLyFPZFEitTpNE7iQfHiulXoV",
"UploadsList" : [
{
"ArchiveDescription": "archive 2",
"CreationDate": "2012-04-01T15:00:00.000Z",
"MultipartUploadId": "nPyGOnyFcx67qgX7E-0tSGiRi88hHMOwOXR-
_jNyM6RjVMFfV291FqZ3rNsSawWwBugg60P92pRtufeHdQH7C1IpSF6ulc",
"PartSizeInBytes": 4194304,
"VaultARN": "arn:aws:glacier:us-west-2:012345678901:vaults/examplevault"
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}

MR E A

- BREDERLE (POST - L&)
« 2B L& (PUT uploadID)

« DB L (POST uploadiD)

» F1k% B E{E (DELETE uploadiD)
« JBE % (GET uploadID)

- FESBPHNARBEHE (DBRLE)

» Amazon Glacier B Identity and Access Management

3 Bk E{& (PUT uploadID)

BT

EES B RS BTN — 59, BULERIRF HEHESS | BAEENS B EERE
EEBERs P LECBREAREN N THEEE, St FTLEELERY, Bl EEZE 10,000
B2 5B L&,

NEARIRLENEN , F2RLED BTN AEEEF (D BELE).

\

MR LU REAE R I , Amazon Glacier (Amazon Glacier) €E8 &K L EEAHFEK -

- SHA256 i ETHA . ARRABLERNTSEERRRIE | LEEZKIFS M SHA256 B IEL &
HAgEFERD, WIEEGFERE  Amazon Glacier th &5 8 SHA256 #ifE, MEMEREET
HE , BERE A, MEAEE SHA256 SIMENET , B2E EEREEMN,

» SHA256 MMM ESHEN ANREFTE , BEFERME LEEEMN SHA256 RMUHMZE , YKEES
EFERF, MEBREHR SHA256 iRMEMENEF , F2REEREET,

« WO KRNTHER : BERD (REBDERA) AN, BAFESHEBEN BB DR EE (POST 5 -
L&) BRAPAEEN XN, KREDBRHAPDLEREENADERSPNREEN KD,
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® Note
MREREES BB RN RERKRS EQJ:% ERFAEEEN DB/, MAXDBRTRE&
#B—E7R, ILEIRBREER. 1B , REN "TROBRLE, FREEXRK

. WETRE  BROOUETEAREE , THAHENRHRHERDAIEEOHS AN, Hl, NRE
5 7E 4194304 L 7T4E (4 MB) B9 ER K/ |, B 0 B 4194303 T4 (4 MB -1) 1 4194304 (4 MB)
8388607 (8 MB -1) EERM 2 BREE, TiB , MELREHEES 2MB 5 6 MB , EERTHS
PERA/NE EESE LR,

LASERE, IRESRELEMEND R , RMBERTAEENENSER 2 LENER,

==k <
ag 2K

&AL HTTP PUT BB REHBEIHR D R LEFRAMERR L& 1D 8 URI, Amazon Glacier £
tEDRIBRLIEEBESBR LEEIEH . BRUETEDBRERN SHA256 BIHE (x-amz-
SHA256-tree-hash {&5), BRI SHA256 BRIERMIE (x-amz-content-sha256 &), LT
fA%8E (Content-Range 1Z5) , MR THER TN D EBEE (Content-Length #£8),

A

PUT /AccountId/vaults/VaultName/multipart-uploads/uploadID HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue

Content-Range: ContentRange

Content-Length: PayloadSize

Content-Type: application/octet-stream

x-amz-sha256-tree-hash: Checksum of the part

Xx-amz-content-sha256: Checksum of the entire payload
x-amz-glacier-version: 2012-06-01

@ Note

AccountId EREERTFENIRS AWS 1RF ID., B LUEE AWS 1RF ID SEEMIEE
B—- (EFH) , FIEERERT , Amazon Glacier R ARBFBE R ZEAERHET
BiE) AWS RS ID, IREMEAIRSE ID , FF2E ID PEEEMEFHR (o

HERE API| R 2012-06-01 432



Amazon Glacier HEASER

LRENERBRSE
A RIR TR

BRYFAEEEBANBEREREZN , KEXESEATIFERER, NIFERFREENEF
B % RAEREE.

3
¢

=E iR PNE
Content-Length i =
MBI TR TN T BRRE.
¥HE . FH
B3
BREIRAY - &
Content-Range } =
ABEN D B EECBEWFNLTEE
B, Amazon Glacier @R LLEFA LB E M IEF4H
37, HEENENER RFC 2616, HHIFRE
A& Content-Range:bytes ©0-4194303/
¥AE . FH
B
FR&IEY  EETEBANEERE DR LEERTEE
M7 B K1
x-amz-content- _ N _ =
<ha256 Fr L EARK SHA256 MEMA (REME), EH
&1 x-amz-sha256-tree-hash ZEEFEEN
EFRE,
¥H . FH
B3
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Amazon Glacier

FMBABER

=1 iR

8
&
i

PRAEIRMF - &

fim

Xx-amz-sha256-

EEM LEZ2ERN SHA256 Rz, WEEEE

tree-hash B SHA256 RN ER | HLW EHREEA,
B]H . FH
R R
BR&IRAF &
mRER

ARANEEELENEHR,
1 fE
BT B A% , Amazon Glacier 8 E204 No ContentElfE,
B2
HTTP/1.1 204 No Content
x-amzn-RequestId: x-amzn-RequestId

Date: Date
x-amz-sha256-tree-hash: ChecksumComputedByAmazonGlacier

B FE AR R
BRI EIER T MEEXBANBESEEZ  EEETIEEER, NFEREESENFRE
nﬁ EZ ﬁ %E@FE*TEE\O

=x #iRr

Xx-amz-sha256-

tree-hash Amazon Glacier & _EEZAEHE R SHA256 5=,

%ﬂ
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(=] F& A1 32

LAERT S E R A X

L)

UTHEREE4MB TR, AREREMTABELUS IR SEFHIE — @D KR,
EHIFER

#Hf{Fx HTTP PUT BRUEE4MB DB, BREBEEAERHRIBR LEBERMEEZLEIDH
URI, Content-Range FHEM 7 BREBAAHFNE—E 4 MB EXl 2B,

PUT /-/vaults/examplevault/multipart-uploads/
OW2fM5iVylEpFEMM9_HpKowRapC3vn5sSL39_396UW9zLFUWVIrnRHaPjUJddQ50xSHVXjYtrN47NBZ-
khx0jyEXAMPLE HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

Date: Wed, 10 Feb 2017 12:00:00 GMT

Content-Range:bytes 0-4194303/*
x-amz-sha256-tree-hash:c06f7cd4baacbh@87002a99a5f48bf953
x-amz-content-sha256:726e392cb4d09924dbadlcc@ba3b@0c3643d03d1l4cb4b823e2f041cff612a628
Content-Length: 4194304

Authorization: Authorization=AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-content-sha256; x-amz-date; x-
amz-glacier-
version,Signature=16b9a9e220a37e32f2e7bel96b4ebb87120ca7974038210199ac5982e792cace

HE2LET R, EFERMEERN ; T8 , BLANEE LED BRRVE SHA256 iz |, t Al blig
EMOATHEBEE , UEHD RS EARKBHANHE, UATHERELEFRERLE DS —ES
BRo BRIEEZHFERZENT —{E 4 MB HEFHM 4 MB 955 R KD,

PUT /-/vaults/examplevault/multipart-uploads/
OW2fM5iVy1EpFEMM9_HpKowRapC3vn5sSL39_396UW9zL FUWVrnRHaPjUJddQ50xSHVXjYtrN47NBZ-
khxO0jyEXAMPLE HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

Date: Wed, 10 Feb 2017 12:00:00 GMT

Content-Range:bytes 4194304-8388607/*

Content-Length: 4194304

x-amz-sha256-tree-hash:f1l0e02544d651e2c3ce90as4307427493
x-amz-content-sha256:726e392cbh4d09924dbadlcc@ba3b@0c3643d03d1l4cb4b823e2f041cff612a628
x-amz-glacier-version: 2012-06-01

Authorization: Authorization=AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20120525/
us-west-2/glacier/aws4_request, SignedHeaders=host;x-amz-content-sha256;x-amz-date; x-
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amz-glacier-version,
Signature=16b9a9e220a37e32f2e7bel96b4ebb87120ca7974038210199ac5982e792cace

T IRETIERF L& ; Amazon Glacier 8 ASEAGNSEEREITAEHASEHENIER,

(=] FE €551

HTTP/1.1 204 No Content

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
x-amz-sha256-tree-hash: c06f7cd4baacb@87002a99a5f48bf953

Date: Wed, 10 Feb 2017 12:00:00 GMT

MR E A

- B9 LE (POST £ - L&)
« 2B E& (PUT uploadiD)

« ST ER EE (POST uploadID)

» F1k%5 B E{E (DELETE uploadiD)
« JIHDERLEE (GET D& - L)

» JBEERS (GET uploadID)

- FESBHHARRE (DB LE)

« Amazon Glacier #J Identity and Access Management

ETFIRAE

LAR 2 Amazon Glacier # 7] A ER R
£ |

o HIREHK (GET JoblD)

- "HVSEREH, (GET #ii)

- BEEHK (POST £5)

Sl I (GET I)

ERE API M7 2012-06-01 436



Amazon Glacier HBEABER

HIRIEHS (GET JobID)

Description

REEERE LB ZEBNERESR , S/EBREB Y. RBEBENERAE. ETHRERR
B, AR Amazon Glacier (Amazon SNS) £/, Amazon Glacier 1 FEE BB THKMFEMAER
F2R BBEH (POST £5),

(® Note

WIRETMELAREEHENMRE, T8 , BMRZIEREERE Amazon SNS 8 | W ERET
BERPIEEZERE , LME Amazon Glacier A LA E R KR BHAZEE,

£ Amazon Glacier TREKEZED 24 MR |, F7 ID F2iBH,
=R
Bk

EEMESAMIKREBNESR , TLEA HTTP GET 3% , X EREBERER ST EETE.
¥ URI 388 B2 Amazon Glacier £ & B EME S BEE L MR EAER.

B
I\.H/
cat
S
junn]

GET /AccountID/vaults/VaultName/jobs/JobID HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: date

Authorization: signatureValue
x-amz-glacier-version: 2012-06-01

(® Note

AccountId EREEREZEMIRSE AWS tRF ID, EAILUEE AWS IRFE ID SEE Mg E
B (EFH) , HFEERERT , Amazon Glacier € EARBFBRZE R 2 E AL R HET
BB AWS IRF ID, MIREFERARSE ID , 5527E ID R EEEMEFRR (V).
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Glacier

FMBABER

®

Note

HEFERS , MREERE JobID , ZMEREREEEXHE LHMEERPEBNBE, NF

BRI HEBNFAES , FF2H 5IH T (GET TH),

ARSH
LRETERBERSH.

A RIR TR

IRFEEAFMBREERNFBRER. NFERFRERNESA

ARER

LR ERBFRA

[=l &
&

3

HTTP

/1.1 201 Created

x-amzn-RequestId: x-amzn-RequestId

Date:

Cont
Cont

Date
ent-Type: application/json
ent-Length: Length

"Action": "string",
"ArchiveId": "string",
"ArchiveSHA256TreeHash": "string",
"ArchiveSizeInBytes": number,
"Completed": boolean,
"CompletionDate": "string",
"CreationDate": "string",
"InventoryRetrievalParameters": {
"EndDate": "string",
"Format": "string",
"Limit": "string",
"Marker": "string",
"StartDate": "string"
},

3
¢
w3

il

%
Al

o>t
di
(]
i
o

HiRMEH
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FMBABER

"InventorySizeInBytes": number,
"JobDescription": "string",
"JobId": "string",
"JobOutputPath": "string",
"OutputLocation": {

"s3": {
"AccessControlList": [
{
"Grantee": {
"DisplayName": "string",
"EmailAddress": "string",
"ID": "string",
"Type": "string",
"URI": "string"
},
"Permission": "string"
}
1,
"BucketName": "string",

"CannedACL": "string",

"Encryption": {
"EncryptionType": "string",
"KMSContext": "string",
"KMSKeyId": "string"

},
"Prefix": "string",
"StorageClass": "string",
"Tagging": {
"string": "string"
I
"UserMetadata": {
"string": "string"
}
}
},
"RetrievalByteRange": "string",
"SelectParameters": {
"Expression": "string",
"ExpressionType": "string",
"InputSerialization": {
"csv": {
"Comments": "string",
"FieldDelimiter": "string",
"FileHeaderInfo": "string",

HiRMEH
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"QuoteCharacter": "string",
"QuoteEscapeCharacter": "string",
"RecordDelimiter": "string"
}
1,
"OutputSerialization": {
"csv": {
"FieldDelimiter": "string",
"QuoteCharacter": "string",
"QuoteEscapeCharacter": "string",
"QuoteFields": "string",
"RecordDelimiter": "string"
}
}

3,
"SHA256TreeHash": "string",

"SNSTopic": "string",
"StatusCode": "string",

"StatusMessage": "string",
"Tier": "string",
"VaultARN": "string"
}
B FEARER
HBEEERASS DS RNEOEEE, IEEROEEENET, , Ho0 ¥ EEEEE,
2] FE A XX

EIFEANEZELLT JSON #1,
Action

TR, ©2 ArchiveRetrieval, InventoryRetrieval = Select,

HR . 7R

1z
SHEHRENHFHEERFERNER ID. &8, #NA null,
R . FH

ArchiveSHA256TreeHash

AR FEBNREEEFH SHA256 kM=, BREFHEIER , IHAZS null.

HIRET API| W< 2012-06-01 440



Amazon Glacier HBEABER
F|H . F8

ArchiveSizelnBytes

$ M ArchiveRetrieval £% , ERBRTHMHFEN K/ , MuUTHAEN, HR
InventoryRetrieval £ , A null,

B Y
B

THERE, ENFREFHERESTAE  EAINER "BUSESE L, (GET &#ik) BEUERKHY
B,

BA . AME

CompletionDate

Het

EBFRTRNEBRRERE (UTC) WKE, EEHETETR , XEA

HR . FH

CreationDate

o

BIFHAEN UTC A,

A . ISO 8601 BHIRWEFERRE , Hli0 , 2013-03-20T17:03:43.2217Z,

InventoryRetrievalParameters

ARSZREFHEINBAS .

A : InventoryRetrievalJobInput¥1#F

InventorySizelnBytes

$M InventoryRetrieval £% , ERFBRTHNWERFHN K/ , MMuTHAE N, HR
ArchiveRetrieval & Select 1£#% , A null,

BE ¥

JobDescription

BN ERRANERRA.

1£ Amazon Glacier B 3{E#H 1D,
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F|H . F8

JobOutputPath

BEEHEEHVE,

HR . FH

OutputLocation
—EYH  Eh a2 ERRFEREHERNERNLENENR,

A . OutputLocation ¥4

RetrievalByteRange

AR EHEIESH MBI TEEE | #8XB TStartByteValue-EndByteValue, 1 MBI 1F
HEHREECEE, RENEERE , W StartByteValue E/A 0, M EndByteValue SR 1EHY
KPBE 1. BREFMESEEESE | WA null,

A . FH
SelectParameters

— @4, RS ABARNEENSBNER,

A : SelectParameters¥ 4

SHA256TreeHash

FREERAVEFEEERY SHA256 fHiRfEE, MREBEN BEER (POST £5) FREE TR
MZRENSE  AERvEEE —EE. NEERHFHERNNERMZENFAER  F260
THEHKEZERBERN,

HREREEHENIEERG , kBB ArchiveSHA256TreeHash B [E.

M EUTERTA null :

- HiFHBREBMEENEETFERMRMER.

- EEHEZEEHFNEBEMRENENEENHFEHE R InProgress,
- EFE®

- BRI,

R . FH
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FMBABER

SNSTopic
BUYOEHRY Amazon SNS IR,

HR . F&H

StatusCode
RREBAREHIRE.
B{E : InProgress | Succeeded | Failed

H|A . FH

StatusMessage
HREBARENRERAS,

BR . 7R
5]

AREESHEHINEREFER R,
BME : Bulk | Expedited | Standard

HR . FH

VaultARN
ZAEBR FERN X E Amazon Resource Name (ARN),

HR . FH

i}

3

#FE Amazon Glacier FISMRRMEERASNEEER , F2ER HREE,
gl

AT g6 BUR S E FREB RN FER.

gEHIFER : SERHER

GET /-/vaults/examplevault/jobs/HkF9p6o7yjhFx-

K3CG16fuSm6VzWIT7esGQf co8nUXVYwS@jlb5gqlJZ55yHgt5vP54ZShjoQzQVVh7vEXAMPLEjobID HTTP/1.1

HiRMEH
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Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16da6bb25a715ce900a5b45b03da0447acf430195dcb540091b12966F2a2

(o] FE &6 451

EIfEAX S HREEERHH JSON, FiEE , HREFHEINHFHEES , JSON MuRMEEM.
BR , EMUTERMEBERK , BEA null, UATERFHEBERNEFICIE, TETHEE

« Actionf@fZ{EA ArchiveRetrieval,

« ArchiveSizeInBytes MR TR ERNFHEEEFBERNBFKRN,

« ArchiveSHA256TreeHash W{ B REEFHFH SHA256 iR #E,

* RetrievalByteRange MVBEREMBERFRPFRNEE, EEBEFF , FREBHZ.

« SHA256TreeHash B R ERMEBEKERPERNVEELN SHA256 Bk E, EEBEFIH |
82 ArchiveSHA256TreeHash @M [E , EXR REREEHE,

It InventorySizeInBytes HM{UEA null , RAEFEARSFHEEUER.

HTTP/1.1 200 OK

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT

Content-Type: application/json

Content-Length: 419

{

"Action": "ArchiveRetrieval",

"ArchiveId": "NkbByEejwEggmBz2fTHgJrg@XBoDfjP4q6iu87-
TjhqG6eGo0Y9Z8il_AUyUsuhPAdTqLHy8pT15nfCFImD12yEZONi5L260mwl2vcs@IMNGNtHEQL8MBTGlgrEXAMPLEArchi
"ArchiveSizeInBytes": 16777216,

"ArchiveSHA256TreeHash":
'beb@fe3lalc7ca8c6c@4d574ea906e3f97b31fdca7571defb5b4s4dca89b5af60",
"Completed": false,

"CompletionDate": null,

"CreationDate": "2012-05-15T17:21:39.339Z7",

"InventorySizeInBytes": null,

"JobDescription": "My ArchiveRetrieval Job",

"JobId": "HkF9p607yjhFx-

K3CG16fuSm6VzWIT7esGQf co8nUXVYwSQjlb5gqlJZ55yHgt5vP54Z2ShjoQzQVVh7vEXAMPLEjobID",
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"RetrievalByteRange": "0-16777215",

"SHA256TreeHash": "beb@fe31lalc7ca8c6c04d574ea906e3f97b31fdca7571defb5b44dca89b5at60",
"SNSTopic": "arn:aws:sns:us-west-2:012345678901:mytopic",

"StatusCode": "InProgress",

"StatusMessage": "Operation in progress.",

"Tier": "Bulk",

"VaultARN": "arn:aws:glacier:us-west-2:012345678901:vaults/examplevault"

UTREFHEEBNE/NDE, TETIER

« Actionff{EA InventoryRetrieval,

« ArchiveSizeInBytes, ArchiveSHA256TreeHash # RetrievalByteRange #{{EA null ,
K 518 LM T E AR EFHEEER.

« InventorySizeInBytes #{UfER null , ARZXEBRNEETH K MEETEMNEFHATS
ElEF. WREBRERREBBRZATH , BB S L Ha Kb,

"Action": "InventoryRetrieval",
"ArchiveId": null,
"ArchiveSizeInBytes": null,
"ArchiveSHA256TreeHash": null,
"Completed": false,
"CompletionDate": null,
"CreationDate": "2012-05-15T23:18:13.2247",
"InventorySizeInBytes": null,
"JobDescription": "Inventory Description",
"JobId": "HkF9p607yjhFx-
K3CG16fuSm6VzWIT7esGQf co8nUXVYwSQ@jlb5gqlJZ55yHgt5vP54ZShjoQzQVVh7vEXAMPLEjobID",
"RetrievalByteRange": null,
"SHA256TreeHash": null,
"SNSTopic": "arn:aws:sns:us-west-2:012345678901:mytopic",
"StatusCode": "InProgress",
"StatusMessage": "Operation in progress.",
"VaultARN": "arn:aws:glacier:us-west-2:012345678901:vaults/examplevault"

T RETHNEERIEBNESEE , Hh a8 ARGEE X EEEMEETS BT,
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"Action": "InventoryRetrieval",
"ArchiveId": null,
"ArchiveSHA256TreeHash": null,
"ArchiveSizeInBytes": null,
"Completed": true,
"CompletionDate": "2013-12-05T21:51:13.591z",
"CreationDate": "2013-12-05T21:51:12.281Z7",
"InventorySizelInBytes": 777062,
"JobDescription": null,
"JobId": "sCC2RZNBF2nildYD_roe®J9bHRAPQUbDRkmTdg-mXi2u31c49uW6TcEhDF2D9pB2phx -
BN30JaBru7PMy0l1fXHdStzu8",
"NextInventoryRetrievalMarker": null,
"RetrievalByteRange": null,
"SHA256TreeHash": null,
"SNSTopic": null,
"StatusCode": "Succeeded",
"StatusMessage": "Succeeded",
"Tier": "Bulk",
"VaultARN": "arn:aws:glacier-devo:us-west-2:836579025725:vaults/inventory-
icecube-2",
"InventoryRetrievalParameters": {
"StartDate": "2013-11-12T13:43:12Z",
"EndDate": "2013-11-20T08:12:45Z7",
"Limit": "120000",
"Format": "JSON",
"Marker":
"vyS@t2jHQe5qbcDggIeD50chS1SXwYMrkVKo@KHiTUFEYXxBGCqRLKaiySzdN7QXGVVV5XZpNVG67pCZ_uykQXFMLax0SL
I

MR E

- THRBEHKEL . (GET @)

« Amazon Glacier #J Identity and Access Management

"EUSESE L (GET &)
Description

LRI T EHER MEMER (POST £%) MBHNERN@EEH, RBECERDERKAEENEHE
B BHERFEINFEFTENRR,
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BaEREEN THEEERTHAMAEKBHR TEHE 2@, YR FNEFEIRES , BRIEN
SE 4 e P R E P E R A AN RERE TEHB AR,

HRBFHEIREE K SEEZXBREBEXNIREFEEY. IRETERKIFsEE | AIFEHN XKNEURREE
EWNMTHEE, Fln , MREIEE bytes=0-1048575 &E , AIERFE TR AK/NAE 1,048,576 LT
., MRETHREMEET , AEMN KR _LEZ] Amazon Glacier (Amazon Glacier) BV EF K. A
HA AR/ ERESER L E BN EEFER,

MRZHEFMEUET , Amazon Glacier ERBEEEN NV THEEE , ERENBTNBRERN, K
RTENT D RERNER  FAEAFPR LNRERN  REFEREFS , IRBEXNNRENSEHN
HAEERY,

1£ Amazon Glacier RREKEZED 24 PR , T3 1D T2BH, EFRER , &L LE Amazon
Glacier TRAEIEEM 24 NFA T HIEHE@E.

B*
EEHEESE L B8 HTTP GET SBFREX S EEBEM output B URI,

GET /AccountId/vaults/VaultName/jobs/JobID/output HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue

Range: ByteRangeToRetrieve

x-amz-glacier-version: 2012-06-01

@ Note
AccountId EREEREFEMNIRE AWS tRF ID, BAILAIEE AWS tRF ID SR EMHHIEE
B (EFRH) , FEEERT , Amazon Glacier R ARBBE R ZEAERHET
BB AWS IRF ID, tREFERAREE ID , 5527 ID R EBEFEMEFE ().

i

ARBE

LRENERBRBE
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FARIRER

BRYFIEEEREANBEREE N, WERESERA TIHFERER, NFEERFBREENES , F2
BERFEREE,

=F #iR PBE
Range )

fed H AP REENVY LA EIE, Bl MRBEETHE R
1,048,576 fU Tl , FEHSEEIEE S bytes=0-1048575 , Il
FHMEA  BucEHEEERANESR, HEEMBEIERES
FEENTNHEERRE. £EAZREBERLT , EERETHEEE
Ho

MEFEH@ERA , AIBITLUER Range 55 RZTE R FFEEH H
W —E0. ERELETUNEB NI THER T HREEE@EH,
flan , BEEE 1GBHNAEKAHETS , WHALRE—IXTH
128 MB FERIES , AHLE/\@ "EESEKEE . FR. &4
FAUTEFTREKE DL

1. EBFEM Range ERIEEEEN L T/AHE , T 128 MB
&, BRERTWEITA 128 MB &R

2. RER - A DOESKEFAINRERN. BFERAFR
LASHNBERN  WAHEDRRRINREBNETL
B, URARZERIIFFEEHER,

3. BHIFTE/\fE 128 MB B H EREREE LR 1 M 2, BRiE
EEE MW THEE,

4. THEBBENFIESS % , £8 s AREANENBE.
TEELENERMENSKREABENREEN, £/
RAEHE (GET JoblD) #4F , VS AR it H M EH N K
&, CEIEEME Amazon Glacier PEEHEFENHER
Mo B HERGENREANETEE: , LBRTH
NWEEEEHERARSIEHER.

B/ PR

JEER : &
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Amazon Glacier HBEABER

=1 DU ME
PREIRA - &

ARER
LRERBHFRAI
=] f&

B

HREEMEEHEERNMEEGER , F&EEEEKER 200 0K BIERNE, ERRMBIABE,
flan , MREEFRHPIEET Range FHE , |, AlFEEEEMERIE 206 Partial Content,

HTTP/1.1 200 OK

x-amzn-RequestId: x-amzn-RequestId

Date: Date

Content-Type: ContentType

Content-Length: Length

x-amz-sha256-tree-hash: ChecksumComputedByAmazonGlacier

[Body containing job output.]
o FE AR TR

B Description

Content-Range
Amazon Glacier BRIV THEE, MEIA TR &L  BESRM
Amazon Glacier B THEIE,
fign , bytes 0-1048575/8388608 £ 8 MBHEREIZE—1E 1 MB,

WEEE Content-Range EBEMFHHEN , F2EAE - S1EZERN
NER,

B FH

Content-Type
REFHEBRANEROHRFEERXHERE.
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Amazon Glacier HEASER

B Description

HREEFER , AREE A application/octet-stream o

HRAXHESE , MREEREBEBREFERT CSVER |, AlRAER
& text/csv., BEl, EFERERT , XHEEBEMA JSON EH ,
WEHARERS application/json o

HR . FH

Xx-amz-sha256-
tree-hash

EOEFERNBERN, JABERENEFEEUERS Y E H R SR R
Ho b, ERMBEBBRDFBRNENENEERHREEFS LA

£ TISESEL PTENEEHEMREETSR , SHRLER,

NEEEMRMENSHENFRER , F20 THENKERRER

o

plan , MREMBEBBRIEE T EHRRNSEREEFSHE (SFR
BH7F) , AETIERT , BRI THRERNREEM

RS I E R B ESE

FBERMTASHENREERER , EXNABEEMTAE (1024 KB) Fe L
2HE , YAUBREEN K PNV EZEEBNER, flon, mREE
3.1 MB WHEEVE R , WHEIEE 7T —E#% 1 MB B % 2 MB &RV E
, Bl x-amz-sha256-tree-hash AL EZEEREER,

FERBEEENENNEGE  ZFEEFEELERNNER , MXEBEN
RSB/ NEE , HREATNT—EE 2 WEN , EFR)DRA
1 BEITAE (1024 KB), 5l |, 1R EH 3.1 MB WHEEER , ¥ H
BIETE T — ATt 2 MB BA#E , LA 3.1 MB R (BRNER) WEE |
Bl x-amz-sha256-tree-hash A CEZEEED,

HH . FH
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(=] F& A1 32

Amazon Glacier EEEEANHEEEKR L. BREBETEEE K BHUTUARFERBRIXGEEE,
EXHEBSERERT , BRIBFER , LT % JSON A EREEEE,

{
"VaultARN": String,
"InventoryDate": String,
"ArchivelList": [

{"ArchiveId": String,
"ArchiveDescription": String,
"CreationDate": String,
"Size": Number,
"SHA256TreeHash": String

}

MREBEMBXHEFTETKEREREH2IRE (CSV) @ , AITERXH L CSV B EE XX #
BB, CSV #&XE @M "Archivelds . 1 ArchiveDescriptions . 1 CreationDates . 'Size,
M "SHA256TreeHash) , HEZEZFHERY JSON BB,

(® Note

EEEN CSV A , MU TS URERUALSIHRIERER, TEEHIE SR
WL — RS SRIERR, Hl , my archive description,1 % "my archive
description, 1" {EE, EEENESIHEATEENBAUPNES|HEFT , REAETHD
HEMERFHEFTERE, HI80 , my archive description,1"2 #%& "my archive
description,1\"2" #&E , my archive description,1\"2 #%& "my archive
description,1\\"2" EE, RFRFTIEgEL,

JSON E[FERXEBELLT JSON i,
ArchiveDescription
HENRHA,

BHR . FH
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517

HEH 1D,

B . pe
ArchiveList

HEFRENNES, FEPNSENHERTIXHFEFTEN —EFENTRER,
EA .

CreationDate
B HEM UTC HERFBRER,

A : 1SO 8601 HEA KM FHRRRZE , Hl0 , 2013-03-20T17:03:43.2217Z,

InventoryDate

ENHESEETROXGENZEEEN UTC HEIMERE, B Amazon Glacier 8 X% —
REEERF , AREA LREFURRFERFEMEIMERE , TSEFEFAB,

FH . SO 8601 BHIRAMWFERRZE , #ln |, 2013-03-20T17:03:43.2217Z,
SHA256TreeHash

BENRER,

FE . FH
K

AR (Z7TiE).

R HF
VaultARN

S SREFHEEAY Amazon Resource Name (ARN) &R,

| Fa

i

?

WZE Amazon Glacier FIAR R FEERAEWEREENR , T2 B R EE,
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gl
T AR B E F AR FER,

o1 THEH
e HIEHE Amazon Glacier 4 [ BB H 7 HBUER B R MERNE R,
BIBIFER

GET /-/vaults/examplevault/jobs/HkF9p607yjhFx-

K3CG1l6fuSm6VzWIT7esGQf co8nUXVYwS@jlb5gqlIZ55yHgt5vP54ZShjoQzQVVh7vEXAMPLE jobID/output
HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-

version,Signature=9257c16da6b25a715ce900a5b45b03da0447acf430195dcb540091b1296612a2

(o] FE &6 451

LT RHEFEHEEXNESIEE, 5= , Content-Type R application/octet-
stream, ¥ H x-amz-sha256-tree-hash BEEEELES  EXREBFMEEHER.

HTTP/1.1 200 OK

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
x-amz-sha256-tree-hash:
beb@fe3lalc7ca8cbc04d574ea906e3f97b31fdca7571defb5b44dca89b5af60

Date: Wed, 10 Feb 2017 12:00:00 GMT

Content-Type: application/octet-stream

Content-Length: 1048576

[Archive data.]

LTREFHEIIXNESIEE, 5% , Content-Type Z58E R application/json., B3
=  EFETREE x-amz-sha256-tree-hash ZHE,

HTTP/1.1 200 OK

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT

Content-Type: application/json

S API fR7s 2012-06-01 453



Amazon Glacier HBEABER

Content-Length: 906

{
"VaultARN": "arn:aws:glacier:us-west-2:012345678901:vaults/examplevault"”,
"InventoryDate": "2011-12-12T14:19:01Z2",
"Archivelist": [
{

"ArchiveId": "DMTmICA2n5Tdqq5BV2z70g-
A20xnpAPKt3UXwWxdWsn_D6auTUrWekwy5QyjOxd1MCEImBYVvMQ63LWaT8yTMzMaCxB_9VBWrW4Jw4zsvg5kehAPDVKcppl
oA",

"ArchiveDescription": "my archivel",

"CreationDate": "2012-05-15T17:19:46.700Z",

"Size": 2140123,

"SHA256TreeHash":

"6b9d4cf8697bd3af6aalb590a®b27b337da5b18988dbcc619a3e608a554ale62"
.
{

"ArchiveId": "21HzwhKhgF2JHyvCS-
ZRUF@8IQLuyB4265Hs3AXj9MoAThz7tbXAvcFeHusgU_hVi01lWeCBe®N51sYYHRyZ7rrmRkNRuYrXUs_sj12K8ume_7mKO_
uHE1oHqaW9d37pabXxrSA",

"ArchiveDescription": "my archive2",

"CreationDate": "2012-05-15T17:21:39.339Z",

"Size": 2140123,

"SHA256TreeHash":

"7f2fe580edb35154041fa3d4sbsldded3adaef@c85d2ff6309f1d4b520eeecdal3™
}
]

gHl 2 ETHH @

Lt E5 451 L EHEE Amazon Glacier & B FER B H 7 HEER B R MERN —H 2 7. FREATEN
Range 8RR BEEET 1,024 2 7Til.

BIHIFER

GET /-/vaults/examplevault/jobs/HkF9p60o7yjhFx-
K3CGl6fuSmeVzW9T7esGQfco8nUXVYwS@jlb5gqlJZ55yHgt5vP54ZShjoQzQVVh7vEXAMPLEjobID/output
HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

Range: bytes=0-1023

Xx-amz-glacier-version: 2012-06-01
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FMBABER

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/

us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dch540091b129662a2

(=] FE £ 451

TR EEER 206 Partial Content EIfE, ZELUBERT , EIEHEEE —{@Content-Ranget®

58 , ¥87F Amazon Glacier BERIN{ TTAEEE,

HTTP/1.1 206 Partial Content

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q

Date: Wed, 10 Feb 2017 12:00:00 GMT
Content-Range: bytes 0-1023/8388608
Content-Type: application/octet-stream
Content-Length: 1024

[Archive data.]

R E A

. JR{EH (GET JobID)
. FAE)EHE (POST %)

- Amazon Glacier B Identity and Access Management

BUEMEFS (POST 1£7%)

LR EESRE T I EEH Amazon Glacier (Amazon Glacier) F% :

« archive-retrieval : HEEH 17
. inventory-retrieval : FEREE

i

s VBRI ESREFEEFHERTIE
. B

.

- MEBES

RRENMET
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B ERERFEEFERNTIE

HEHESREFEEEFZRIERSEE , SELRE I, —BRE , EZEVEEX. RREMESL
=

1. S5 BEEFS (POST 3 RIS HEEER.

/A Important
ERFEER A e E B B EZEFE R KB , 3R PolicyEnforcedException,
MEEBEERERNBERNFMEN , 528 Amazon Glacier ERHEEUEE., WF
PolicyEnforcedException BIAMMRAHNEFMERF , FSE EEREE,

2. EB KR , A TEUSESEE, (GET @) BRAETHMTE.

LIERZ A XMTHINGER, EGRHMBEEKRE , Amazon Glacier ®RBME% , WD EHEEE
# 1D, & Amazon Glacier TRAEK K , LR LMEEKEY (HEFNEFER ) . NFFENEE
BaHWFRES  F20 "BUSERB L, (GET @) #14%E.

HATHRAER  FREBEEHEL, EEHEERAETHK , BETHIEE

£ Amazon SNS @ — B HLUEE Amazon Glacier A] AEEFE TR 2 M E ZH Amazon
SNS £, Amazon Glacier BRI LA ABREEHEFERIEE—E SNS =&, RE7E Amazon Glacier
EREBKE , TEEEBH. RTEESEIERERN SNS BN , EUAREERERTFE
B, UEAMBEEEEIEEHN, NEFAEH A FSERERTFEBAMERE (PUT BAIHE

- RS TIEFMEN . TEETHE , BaLURE HIAEH (GET JoblD) FERUAEES TEMREER.
B2 , EF Amazon SNS BHI YK THEMEBEZHEEERE,

(® Note
EBBANENET , REFWY #HIXER (GET JoblD) FTEVSHEAME.

MRSERESH  KUNERFELFMEBRNERE , Y ERBERFRFIEE SNS £ , Amazon
Glacier EEXEMEEX, MEFMER , F2RRERFEEANBERE (PUT BHAVERE),
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REFEER

Amazon Glacier KN BRXEHF — X REEERF , ®REF—XEHELEEREENR—XAK, MR
HERBEUR , REMEBAMBEXHENERE , IBEHHTEEN. ECXRBRTEEENES
BF , Amazon Glacier EEEHEXHNHRR —EER , ERpoint-in-timetRR , M E2EIRER,

Amazon Glacier RRFEEZUE —HERFER K BEFEFXXRI -—RNKE T el ER.

BARRAREASEFE LEENHEFTENTRE. T , RRETAFREZERE K BHEL
8% Amazon Glacier < HENMHEETRER . AR K CEUREBRANMFEFENTE , TUAREER
ERETFEABRNXHETERAHEN. NEFEEFERBEPERNENMUNFEER , &
28 LERX,

B E
B EREEERTFEREY A HRRERGRRHFEFNINREEEFRENRE,
EBHFEY BHETEE

BALLEBERB TEBRPIEEELSHMNE , KRHEEE StartDate # EndDate 2EE I 2 H
FHERFEH, £ StartDate 2 2% , AN EndDate 2 BIFFE M M HFZHED, MREIIE
45848 StartDate B EndDate , RI#HY StartDate e RBVHWAIEHENERTF., NRERIEM
EndDate MJ&HA StartDate , BI#EEN EndDate 2B H 2 BTN ATE H1ZHER.

PRl E AR EfF TR E

BULUEBEMB THEFRPRE Linit 28, RRFELNEFERERE, EFEKHHISESR
BE Limit NEFRE, MRFESHEFHEETH , IBREETIE. EEBTRE , BUNE
R #REF (GET JobID) RERIGEERBHIMBERFRPERANRL, FRLE~EHENT -4
EFEREMEN, SULEBEREE TFEETFNRCEER BB TFFRRAEREER
ERM—EIEREREBNEERNZRE , RIIBEESHERFEBE TH.

BN Limit SBEAREESH—BER,
= v Y A7 1R EL

BRI AZRER TR FHERBHFHEN. RN FERNVELT , SEEEENTHEEER

EEHTF, EENEELANEEEMLTE (MB), ##52 , #ERHKELETH 1 MB BB, W HE
BEiEREMLE 1 KATEER 1 MB EFRHFNER, NRERHFHEINATNS MB , RILREZER
400 B, LA, AT HRAEREGESE ((IESEKEL, (GET @) THNENESRERN
B, ZBELALATEHRER, NFARERERFSHENFMAET  F2E TRERFER
BREBM,
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2. BENKELR
ERBHFEI TR , AIUEBRAXHN Tier MUPEETIIEEHEZ—

« Expedited : "**V%WEEE%%E%_EHT?HT , SHBERRFIER, HREFREAENHRE
(250 MB LA L) , FRSH A RMEERNER , BESE 1-5 2 ERBAFEH,

- Standard : BRUEEAREL DRAFIEAEE. FRAEESRFINERBEE 3-5 N
WA . BRIEEAREE , EEREKFRNEREE,

« Bulk - XE=2 Amazon Glacier RAREMN AR , IBLE—RXRAURBEENERERAESE
#,EEZPB, FAXKEFRFINEREE 5-12 /MR,

:IJI‘II+

NEERIHNAKERNVFHAESA
=R

ERREMEZE |, WA LIER HTTP POST S7EMEER , YR REGEIREAZRZERN jobs FER. &
AT LATEFERAY JSON MM EEEBFERNVFMHEN. TEEREH Type MUEEN., IE , &7
LA$ETE SNSTopic #1L , LA¥ER Amazon Glacier £ 5T R E# & 7] 2 #riB A#Y Amazon SNS £,
Amazon Glacier

2B ®BEEL Amazon Glacier Archives,

(® Note
EERBARME Amazon SNS , MR FEEFFRE , EXEBITEMYZEE, Amazon
Glacier T8 RLEY THE, FTELHAEFH Amazon Glacier fR1FEEK HMRYIHIFF
Al, Amazon Glacier T EREFERTFESDEERMELTEMNT. NRAREZEEENHER , A
FEBTRE , BLTETSRBEL,

B
BT REAEERRIFERE R

POST /AccountId/vaults/VaultName/jobs HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue
x-amz-glacier-version: 2012-06-01

{
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"jobParameters": {

"ArchivelId": "string",
"Description": "string",
"Format": "string",

"InventoryRetrievalParameters": {
"EndDate": "string",
"Limit": "string",
"Marker": "string",
"StartDate": "string"
I
"OutputLocation": {
"s3": {
"AccessControllList": [

{

"Grantee": {

"DisplayName": "string",
"EmailAddress": "string",

"ID": "string",

"Type": "string",

"URI": "string"
I

"Permission": "string"

15

"BucketName": "string",
"CannedACL": "string",
"Encryption": {

"EncryptionType": "string",

"KMSContext": "string",
"KMSKeyId": "string"
1,
"Prefix": "string",
"StorageClass": "string",
"Tagging": {
"string" : "string"
},
"UserMetadata": {
"string" : "string"

1,

"RetrievalByteRange": "string",

"SelectParameters": {
"Expression": "string",
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"ExpressionType": "string",
"InputSerialization": {
"csv": {

"Comments": "string",
"FieldDelimiter": "string",
"FileHeaderInfo": "string",
"QuoteCharacter": "string",
"QuoteEscapeCharacter": "string",
"RecordDelimiter": "string"

}I

"OutputSerialization": {
"csv": {
"FieldDelimiter": "string",
"QuoteCharacter": "string",
"QuoteEscapeCharacter": "string",
"QuoteFields": "string",
"RecordDelimiter": "string"

iy

"SNSTopic": "string",
"Tier": "string",
"Type": "string"

(@ Note
AccountId EREEREZEMIRSE AWS tRF ID, EAILUEE AWS IRFE ID B EHIEEE
— ' (EFH) , BEEEERT , Amazon Glacier & A REBHE R 2 B A& BB
B AWS BRFE ID, MREMEARSE ID , BVE ID FEEEMEZE ()0

3

RERE

N

A

AAREZFERANHHR JSON B UTER,

jobParameters

RUEEEEHEANEE,
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/A : jobParameters¥I#

PVE .2

)3

Amazon Glacier @2 X%, EEEH | ©SEEETHEN URI,

M

o

|

HTTP/1.1 202 Accepted
x-amzn-RequestId: x-amzn-RequestId
Date: Date

Location: location

x-amz-job-id: jobId
X-amz-job-output-path: jobOutputPath

B FEAR SR

=EE Description

Location

EHHHEYE URI BRE, SAILMERAL URI BEREKEIFREE, MEFME
A, ESEWIREF (GET JoblD),

A . F &
B

X-amz-job-id

71 ID, WEHEEE Location {ZEHEH,
R . FH

CE
X-amz-job-

OUtpUt—path ﬁﬁﬁﬂﬂﬁ%ﬂ'\]ﬁlﬁﬂ'ﬂ%@:o

RREET API| R 2012-06-01 461



Amazon Glacier HBEABER

(=] F& A1 32

AR S E R EERA .
§RER

B T FTE Amazon Glacier & VE%EE’J—I R, BREESTETHERR, WE Amazon Glacier
SN EAMBRNRIEEE |, B2 558 FE

Code Description HTTP AREEHS Type
InsufficientCapaci MRLSEZHANENEELSM4EE 503 Service  Server
tyException Kk, BREl, EEREERARSHF  Unavailab

W, MAEAREERREREE le

o

g5
gEHIFER : BB FEIER

POST /-/vaults/examplevault/jobs HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dcb540091b129662a2

"Type": "archive-retrieval",
"ArchiveId": "NkbByEejwEggmBz2fTHgJrg@XBoDfjP4q6iu87-
TjhqG6eGo0Y9Z8il_AUyUsuhPAdTqLHy8pT15nfCFImD12yEZONi5L260mwl2vcs@IMNGNtHEQL8MBTGlqrEXAMPLEArchi
"Description": "My archive description",
"SNSTopic": "arn:aws:sns:us-west-2:111111111111:Glacier-ArchiveRetrieval-topic-
Example",
"Tier" : "Bulk"

UTR—EFRAXWES , ZFEREEZSEHFHEEMEA RetrievalByteRange H 1L,
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"Type": "archive-retrieval",

"ArchiveId": "NkbByEejwEggmBz2fTHgJrg@XBoDfjP4q6iu87-
TjhqG6eGo0Y9Z8il_AUyUsuhPAdTqLHy8pT15nfCFImD12yEZONi5L260mwl2vcs@IMNGNtHEQL8MBTGlqrEXAMPLEArchi

"Description": "My archive description",

"RetrievalByteRange": "2097152-4194303",

"SNSTopic": "arn:aws:sns:us-west-2:111111111111:Glacier-ArchiveRetrieval-topic-
Example",

"Tier" : "Bulk"

(=] FE £ 451

HTTP/1.1 202 Accepted

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q

Date: Wed, 10 Feb 2017 12:00:00 GMT

Location: /111122223333/vaults/examplevault/jobs/HkF9p607yjhFx-
K3CG16fuSm6VzWIT7esGQf co8nUXVYwS@j1lb59qlIZ55yHgt5vP54ZShjoQzQVVh7vEXAMPLE jobID
x-amz-job-id: HkF9p6o7yjhFx-

K3CG16fuSm6VzWIT7esGQf co8nUXVYwS@j1lb5gqlIZ55yHgt5vP54ZShjoQzQVVh7vEXAMPLE jobID

BHIFER : MBEFHEEER

LTERSRE —EEFEIRIE , LMER examplevault REETIWESHFEE, EERANXHH
Format §%4& CSV X RERFL CSV #&#XEE,

POST /-/vaults/examplevault/jobs HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

Content-Type: application/x-www-form-urlencoded

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da®447acf430195dcb540091b12966F2a2

"Type": "inventory-retrieval",

"Description": "My inventory job",

"Format": "CSV",

"SNSTopic": "arn:aws:sns:us-west-2:111111111111:Glacier-InventoryRetrieval-topic-
Example"

}
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(=] FE £ 51

HTTP/1.1 202 Accepted

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q

Date

Location: /111122223333/vaults/examplevault/jobs/HkF9p607yjhFx-

: Wed, 10 Feb 2017 12:00:00 GMT

K3CG1l6fuSm6VzWIT7esGQf co8nUXVYwSQjlb5gqlIZ55yHgt5vP54ZShjoQzQVVh7vEXAMPLE jobID

X=-am

z-job-id: HkF9p6o7yjhFx-

K3CG1l6fuSm6VzWIT7esGQf co8nUXVYwS@jlb5gqlIZ55yHgt5vP54ZShjoQzQVVh7vEXAMPLE jobID

BHIFER  BBMEA ARG ANSENREFRRENEFRENT —F , MBEFHERES.

LUTFREREBER B A EREA

"ArchiveId": null,

"Description": null,

"Format": "CSV",

"RetrievalByteRange": null,

"SNSTopic": null,

"Type": "inventory-retrieval",

"InventoryRetrievalParameters": {
"StartDate": "2013-12-04T21:25:42Z",
"EndDate": "2013-12-05T21:25:427",
"Limit" : "10000"

},

ARE PR FI R B R B EF FRER TR

ST REH] | HEEREARE AR (GET JoblD) FFEVEH R SR ERFEE 1 T — .

{

"ArchiveId": null,

"Description": null,

"Format": "CSV",

"RetrievalByteRange": null,

"SNSTopic": null,

"Type": "inventory-retrieval",

"InventoryRetrievalParameters": {
"StartDate": "2013-12-04T21:25:427",
"EndDate": "2013-12-05T21:25:427",
"Limit": "10000",

RENE API hZR 2012-06-01 464



Amazon Glacier HBEABER

"Marker":
"vyS0t2jHQe5qbcDggIeD50chS1SXwYMrkVKo@KHiTUFEYXxBGCqRLKaiySzdN7QXGVVV5XZpNVG67pCZ_uykQXFMLax0SL
I
}
5] FE & 451

HTTP/1.1 202 Accepted

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q

Date: Wed, 10 Feb 2017 12:00:00 GMT

Location: /111122223333/vaults/examplevault/jobs/HkF9p607yjhFx-
K3CGl6fuSm6VzWIT7esGQf co8nUXVYwS@j1lb5gqlIZ55yHgt5vP54ZShjoQzQVVh7vEXAMPLE jobID
x-amz-job-id: HkF9p60o7yjhFx-

K3CGl6fuSm6VzWIT7esGQf co8nUXVYwS@j1lb5gqlIZ55yHgt5vP54ZShjoQzQVVh7vEXAMPLE jobID
Xx-amz-job-output-path: test/HkF9p6o7yjhFx-
K3CG16fuSm6VzWIT7esGQfco8nUXVYwS@j1lb5gqlIZ55yHgt5vP54ZShjoQzQVVh7vEXAMPLE jobID/

MR E A

« $REFE (GET JoblID)
- "HNSEKEE . (GET &@H)

« Amazon Glacier B Identity and Access Management

5| T4 (GET )
Description

BEIRAEDI XA ERVAERS | S48 EEE T ER M &L 5T AR ERS.

(® Note

Amazon Glacier (Amazon Glacier) @ 7ZEMRER 2 IR BERIETHNWER —BRERE ; T8 , &
HREBRETHANTE. TMERENIEN@EE. EERIER , TEBRE—RE™ , 7
FEUUEHEBIAETREANBERATRESIFRE , SREAE-XEATRIERERN.
il , BERECHBHEERIEATREEF, TETHE , CHEBTHHT , BRERRKRE
B, EHERFP  BANEIEEERERT THHE,
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List Jobs BEZEDEH, LEZMERRERE Marker M, MREREESHWIEET

i, Marker HUERES null, MREIHEZTE , Marker MIUKRERIEZEE , BRI UERAK
ERBEEFENIEH, EEEERBETEHBNIESBE | 5% marker B RSBERELR TN
Marker FEREVGH TR List Jobs fE.

BELGEBERRPEE linit SBRREL BT EQN THEBENZARE, RARRHA 50, EE
M TAEBAEDRERS , BERN THERKEFSEBRE,

A, BELUEBIEEEAMN statuscode B8 completed SH I ME R EEEH TIEFE,
fFH statuscode 28 , LIS EEIREE InProgress, Succeeded = Failed MREFEHN T
E. £ completed 28 , BULIEEREEEEHKMN (true) W IEIAKRTRM (false) I,

ZR
EEEFMAERENIHESE, Fi6 GET FRERBIHEN jobs FEIF URI

GET /AccountId/vaults/VaultName/jobs HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue
x-amz-glacier-version: 2012-06-01

(® Note
AccountId EREEREFEENIRE AWS 1RF ID, EAILUIEE AWS IRFE ID SiEEMIEE
B—'' (EZH) , EEEERT , Amazon Glacier @F HEARZBHE R 2 EAE B HEET
BEY AWS RS ID, MIREERIREE ID, F2E ID D EEEMEFEE ().

ERBH
=y iR PHE
completed =

EELOIN ITERRE, BAIEEA true 5 false,

BH  AME
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=1 iR ME

PRAEIGRMF - &

limit &
FMEELNN T/EHE LR, FARRHEIA 50, EEMN IT/EH 8L
RIEENRS , BERMN TEEKETFTSBBRES,
BE ¥R
R N EBEES 1, RABREES 50,
marker &5
AR ENATEHFTE  ANBEI/EEEERBNI/E, &1
LAt 2 BI#Y marker EIfEARENS List Jobs B, MREEHEE
PMTEZBI marker BRPRBHNER , IREZE List
Jobs o
BHE ¥R
PR FI R4 - &
statuscode &5
EE M TERRBEE,
BAE . FH
PR : InProgress . Succeeded = Failed HYE A —1@
ETS
AREHE
WIREEFERA RSB, EETE ENEOEIZEE, NEEROEEZENEN , F20 FROEERE,
ARERE
WRERBHERAX.,
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=l &
e

HTTP/1.1 200 OK

x-amzn-RequestId: x-amzn-RequestId
Date: Date

Location: Location

Content-Type: application/json
Content-Length: Length

"JobList": [
{
"Action": "string",
"ArchiveId": "string",
"ArchiveSHA256TreeHash": "string",
"ArchiveSizeInBytes": number,
"Completed": boolean,
"CompletionDate": "string",
"CreationDate": "string",
"InventoryRetrievalParameters": {
"EndDate": "string",
"Format": "string",
"Limit": "string",
"Marker": "string",
"StartDate": "string"
},
"InventorySizeInBytes": number,
"JobDescription": "string",
"JobId": "string",
"JobOutputPath": "string",
"OutputLocation": {
"S3": {
"AccessControllList": [
{
"Grantee": {
"DisplayName": "string",
"EmailAddress": "string",
"ID": "string",
"Type": "string",
"URI": "string"
I

"Permission": "string"

PR
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1,

"BucketName": "string",

"CannedACL": "string",

"Encryption": {
"EncryptionType": "string",
"KMSContext": "string",
"KMSKeyId": "string"

1,
"Prefix": "string",
"StorageClass": "string",
"Tagging": {
"string": "string"
},
"UserMetadata": {
"string": "string"
}
}
1,
"RetrievalByteRange": "string",
"SelectParameters": {
"Expression": "string",
"ExpressionType": "string",
"InputSerialization": {
"csv": {
"Comments": "string",
"FieldDelimiter": "string",
"FileHeaderInfo": "string",
"QuoteCharacter": "string",
"QuoteEscapeCharacter": "string",
"RecordDelimiter": "string"
}
1,
"OutputSerialization": {
"csv": {
"FieldDelimiter": "string",
"QuoteCharacter": "string",
"QuoteEscapeCharacter": "string",
"QuoteFields": "string",
"RecordDelimiter": "string"
}
}
1,

"SHA256TreeHash": "string",

PR
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"SNSTopic": "string",
"StatusCode": "string",

"StatusMessage": "string",
"Tier": "string",
"VaultARN": "string"
}
]I
"Marker": "string"
}
[E] FEIZ TR
HWREEFRAASIPEEERNEEEE, WEEROEEENEN A F2E ER0EEHE,
5] FE A1 3

EIEANXZE AT JSON ML,
JobList

THEOHREE, SETENHISHEETHENHEER.

A GlacierJobDescription ¥4 BE %l

Marker

—EFRBERFEE  RREEERPEC2R, B LVEFHH marker B3RP EA List Jobs EXR
BB BEFRNEZ T, MEREESHWIEYE , BIkES null,

HE . FH
g5Ea
% Amazon Glacier HISMR R MEERAENEEEN , B2 5RO FE,
#3451

UTEHRBUNMERDRRXHEERNEN. F—EHMNELMmETHFFE  F_EHFHIEEHs T
=

g5l . BEMmAIE
gHIFER
LT GET FEREE X # ERNER,
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GET /-/vaults/examplevault/jobs HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16da6bb25a715ce900a5b45b03da@447act430195dcb540091b12966F2a2

(=] FE £ 51

LT EESEEEBIIERANEEHEEEYE K EhEsARGBY M EEFEHEHET Y ENER. @
FEREFER Marker R ES null , ERTEEEZHN IS,

HTTP/1.1 200 OK

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT

Content-Type: application/json

Content-Length: 1444

"JobList": [
{
"Action": "ArchiveRetrieval",
"ArchiveId": "BDfaUQul@dVzYwAMr8YSa_6_8abbhzqg-
110T69g8ByC1fIyBgAGBkW12QbF50s851P7Y7KdZDOHWIIn4rh1ZHa0YD3MgFhK_g@oDPesW34uHQoVGwoIqubf6BgUETQn

"ArchiveSizeInBytes": 1048576,

"ArchiveSHA256TreeHash":
""25499381569ab2f85elfd0eb93c5406a178ab77c5933056eb5d6e7d4adda6@9b”,

"Completed": true,

"CompletionDate": "2012-05-01T00:00:09.304Z",

"CreationDate": "2012-05-01T00:00:06.6637",

"InventorySizeInBytes": null,

"JobDescription": null,

"JobId": "hDe9t9DTHXqFw8sBGpLQQOmMIMO-

JrGtulO_YFKLNnzQ64548q]c667BRWTWBLZC76YgyljHYrugXkdcAhRsh@hYv4eVRU",

"RetrievalByteRange": "0-1048575",

"SHA256TreeHash":
""25499381569ab2f85elfd0eb93c5406a178ab77c5933056eb5d6e7d4adda6@9b",

"SNSTopic": null,

"StatusCode": "Succeeded",

"StatusMessage": "Succeeded",

"Tier": "Bulk",

"VaultARN": "arn:aws:glacier:us-west-2:012345678901:vaults/examplevault"
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}I
{

"Action": "InventoryRetrieval",

"ArchiveId": null,

"ArchiveSizeInBytes": null,
"ArchiveSHA256TreeHash": null,

"Completed": true,

"CompletionDate": "2013-05-11T00:25:18.831Z",
"CreationDate": "2013-05-11T00:25:14.9817",
"InventorySizelInBytes": 1988,
"JobDescription": null,

"JobId":

"2cvVOnBL36btzyP3pobwIceialebM1bx9vZ0OOUtmNAr@KaVZ4wkWgVjiP1dl73VU7imlm@pnZriBVBebngaAcirZq_C5"

"RetrievalByteRange": null,
"SHA256TreeHash": null,
"SNSTopic": null,
"StatusCode": "Succeeded",
"StatusMessage": "Succeeded",
"VaultARN": "arn:aws:glacier:us-west-2:012345678901:vaults/examplevault"
"InventoryRetrievalParameters": {
"StartDate": "2013-11-12T13:43:12Z7",
"EndDate": "2013-11-20T08:12:457",
"Limit": "120000",
"Format": "JSON",
"Marker":

"vyS0t2jHQe5gbcDggIleD50chS1SXwYMrkVKo@KHiTUFEYXBGCqRLKaiySzdN7QXGVVV5XZpNVG67pCZ_uykQXFMLax0Su

}
1,

"Marker": null

#00 : EEL (e B A

BBIFER

AT GET FEREME M marker 2BIEEMN TH, #& limit BEREAR 2 MEEKZEEWETE.

GET /-/vaults/examplevault/jobs?marker=HkF9p607yjhFx-

K3CG1l6fuSm6VzWIT7esGQf co8nUXVYwSQjlb5gqlJZ55yHgt5vP54Z2ShjoQzQVVh7vEXAMPLE jobID&1imit=2
HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

Xx-amz-glacier-version: 2012-06-01

PR
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Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dch540091b129662a2

(o] FE &6 451

LTERERERNMETLE  Marker MURERFZE , TRAREETFEENDTE,

HTTP/1.1 200 OK

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT

Content-Type: application/json

Content-Length: 1744

"JobList": [
{

"Action": "ArchiveRetrieval",

"ArchiveId": "58-3KpZfcMPUznvMZNPaKyJx9wODCsWTnqcjtx2CjKzZeb-
XgxEuA8yvZ0OYTPQfd7gWR4GRm2XRO8gcnWbLV4VPV_kDWtZIKi@TFhKKVPzwrZnA4 -
FXuIBfViYUIVveeiBE51F04bvg",

"ArchiveSizeInBytes": 8388608,

"ArchiveSHA256TreeHash":

"106086b256ddfOfedf3d9e72f461d5983a2566247ebe7e1949246bc61359b4f4",

"Completed": true,

"CompletionDate": "2012-05-01T00:25:20.043Z",

"CreationDate": "2012-05-01T00:25:16.3447",

"InventorySizeInBytes": null,

"JobDescription": "aaabbbccc",

"JobId": "s4MvaNHIh6m0alf8iY4ioG2921SDPihXxh3Kv@FBX-
JbNPctpRvE4c2_BifuhdGLgEhGBNGeB6Ub-JIMunR9JoVa8y1lhQ",

"RetrievalByteRange": "0-8388607",

"SHA256TreeHash":

"106086b256ddfOfedf3d9e72f461d5983a2566247ebe7e1949246bc61359b4f4",

"SNSTopic": null,

"StatusCode": "Succeeded",

"StatusMessage": "Succeeded",

"Tier": "Bulk",

"VaultARN": "arn:aws:glacier:us-west-2:012345678901:vaults/examplevault"

"Action": "ArchiveRetrieval",
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"ArchiveId": "2NVGpf83U6qB9M2u-
Ihh61yoFLRDEoh7YLZWKBN80A2i1xG8uieBwGjAr4RkzOHAQEQ7ZjtI267R03Z-6Hxd8pyGQkBdciCSH1-
Lw63Kx9qKpZbPCdUQUTW_WAdwF61R6W8iSyKdvw",

"ArchiveSizeInBytes": 1048576,

"ArchiveSHA256TreeHash":

"3d2ae@52b2978727e@c51c@a5e32961c6a56650d1f2e4ceccab6472a5ed4an”,

"Completed": true,

"CompletionDate": "2012-05-01T16:59:48.4447Z",

"CreationDate": "2012-05-01T16:59:42.9777",

"InventorySizeInBytes": null,

"JobDescription": "aaabbbccc",

"JobId":

"CQ_tf6fOR4jrICL6IMFkEVMO30Y81mNWKI3KK4AgLiglUPAbZiN3UVAG_5nq4AfmIHQ_dOMLOX5k8ItFvOwCPN@oaz5dG"

"RetrievalByteRange": "0-1048575",

"SHA256TreeHash":

"3d2ae@52b2978727e@c51c@a5e32961c6a56650d1f2e4ceccab6472a5ed4an”,

"SNSTopic": null,

"StatusCode": "Succeeded",

"StatusMessage": "Succeeded",

"Tier": "Standard",

"VaultARN": "arn:aws:glacier:us-west-2:012345678901:vaults/examplevault"

}
1,
"Marker":
"CQ_tf6fOR4jrICL6IMFkEVMO30Y81mNWKI3KK4AgLiglUPAbZiN3UVAG_5nq4AfmIHQ_dOMLOX5k8ItFvOwCPN@oaz5dG"
}

MR E R

. HR1EFE (GET JobID)

« Amazon Glacier B Identity and Access Management

EEEBRERFERANERER

LA 28 Amazon Glacier FEVERFIRERELFEANEREE,
-]

« CSVinput

- CSVOutput
. %
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FMBABER

GlacierJobDescription
ERE

InputSerialization

InventoryRetrievalJoblnput

jobParameters

OutputLocation

OutputSerialization

S3Location

SelectParameters

CSVinput

BEARERDRE (CSV) BRNER.

B %

i

=4
nffd

E-FRARKTEZXFTHREEZERIINFERREZZHEZERS.

BHR . FH
PNE &K

FieldDelimiter

E—-F T RAREST 2 RER MM 7 T4 BER 32-126 #EAARY \n. \1r H ASCIl Fit., X

EE% (/)O
HR . FH
TER% :

PVE B

FileHeaderInfo

—fE{E , AR#ERMARE R ANE—1T,

CSVinput
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FMBABER

HR . FH

BME : Use | Ignore | None

PNE B
QuoteCharacter

RAEEEFZFINE—Fx , HhBNIRTFREZXEN —BD.
HR . 7R

RE &

QuoteEscapeCharacter

E—-Fn, AREERHNERZESIHRF T,

HR . FH
PNE &

RecordDelimiter

E—-F AR RE b,

| T
HE 5
FHER

- BMEEH (POST £#)

CSVOutput

BEEHRFIBEERNERS RE (CSV) KB EA.
B &

FieldDelimiter

E —F T AR RS 8% 20 PR 8 B 8 £z

CSVOutput
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FMBABER

HR . FH

ME B

QuoteCharacter
AEERHFEIMNE—F , HEbh RS BAEEXEN —Z 2,
HR . FH

RE &K

QuoteEscapeCharacter
E—-Fn, AREERHNERRLSIHF T,
HA . FH

PNE B
QuoteFields

—EE , ErRRRESER LRI EESIRA.
B3ME : ALWAYS | ASNEEDED

BR . FH

LR/

RecordDelimiter
B—F AR RE i %o,
BHR . 7R

PVE K

FAE

- BEMEH (POST £#)

hnzr
‘TEEBARE Amazon S3 FREEFEIEE RN MBEA.

oz
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hnz

# TR RFETEE Amazon S3 REFEAN AR IRNZEE X, AREETNE,
HR . 7R

BWE : aws:kms | AES256

PNE &
KMSContext

EH, MENZBEHRE aws:kms, , AU ERAREREEEEZEROMNZRSR,
HR . 7R

PBE R/
KMSKeyld

BARAYHINZK AWS Key Management Service (AWS KMS) €& ID,
HA . FH

ME B

A

illll

- RRENEH (POST £7)

GlacierdobDescription
‘A& Amazon Glacier (Amazon Glacier) £ 1R

B &

Action

IT{EfEA, ©R ArchiveRetrieval. InventoryRetrieval = Select,
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BISE A BIER
HR . FH
1z

SHENEER HFHEBEEFERNEE ID. &8I, t#NA null,
H|A . FH
ArchiveSHA256TreeHash

ARBFHREENEZBEEFN SHA256 fikME. HRAEFEEESE , LB A null,.
H|A . FH
ArchiveSizelnBytes
¥ ArchiveRetrieval % , ERBERTHNBFH K/, MuUTBHAEN. HR
InventoryRetrieval £# , %A null,
A . gF
2K
MREBZHE , BlA true BRIA false,
A HAME

CompletionDate

EBTARE B R

EBFRTRNERRERE (UTC) KB, EEHRETETR , XER

wJ I o

FH SO 8601 BHIRWEERRE , Hli0 , 2013-03-20T17:03:43.2217Z,
CreationDate

EBERRABEIBRSRERRE (UTC) B,

A :1SO 8601 BHIAMFHRIE , flaN , 2013-03-20T17:03:43.2217,
InventoryRetrievalParameters

AREZREFHEINBAS .

A . InventoryRetrievalJoblnput¥1#F

GlacierJobDescription
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FMBABER

InventorySizelnBytes

¥ InventoryRetrieval % , ERBERTEKNEFH KNI
ArchiveRetrieval 5 Select F# , EA null,

HA . gF

JobDescription

BBV ERRANERRA.

£ Amazon Glacier F3&BI{EH ID.

HR . FH

JobOutputPath
SEEBEEHNE,

HR . FH

OutputLocation
— @Y HH 32 ERRFERERERNERNENEA.

A : OutputLocation¥ 4

RetrievalByteRange

, MU T AEM. HR

AR FHEEESNEELTEEE , 8N4 "StartByteValue-EndByteValue, 1+ WMRHFHEF
FEENREIE EEE, BIFEERE$1F |, StartByteValue 1 0,  EndByteValue SR 178 K/

WA 1. HREFEEUESR , @S null,

BFR . F&H

SelectParameters
— @YY EFEEERARBENSENEN.

A . SelectParameters¥I 4

GlacierJobDescription
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SHA256TreeHash

FrRE RNV E 78 ERY SHA256 BRMZEE, WREBFR BEER (POST %) FREE T &k
MERENEE , M eER —EE. NFRRHFEERNNERMEENFEES  F2H8
THEHKEZERBERN,

HRENEBEHENIEERS , tkEE ArchiveSHA256TreeHash E#[E,

U EATERTA null :

- HEFEHEREEMEENEETFARRME,

- EEHEZEEHFNEEMRENENEENHFEK R InProgress,
- EERE®

- EHER.

HR . FH

SNSTopic

WRETITERE (RMEEFR (POST 15)) FERE TEA , Bl Amazon Resource Name (ARN) X 5%
BiX TEE R E R BB AR Amazon SNS £,

HR . FH

StatusCode
RREBAREHRES,
BME : InProgress | Succeeded | Failed

HR . FH

StatusMessage
EBARRERA R

HA . FH

&
AREZERHFHEIRNENFEL R,

BHME : Expedited | Standard | Bulk
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FMBABER

HR . FH
VaultARN

Z TR TERNREFE ARN,

F|A . FE&

A
- BEBEH (POST £%)

Sl

R

SEMRETHEN.
B 8%
AR

R

| REEWH

VE B
&y

1B TAERRER .

B

g{_l_lll

- BRENER (POST £%)
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FMBABER

ERE

BEERERENEA.

B 8%

DisplayName
ERENEFTEHE,
HHE . F&H
VE:B

EmailAddress

AREWE FE bt
H|R . 7R
RE &K

ID

ERENENERE D,

PVE &

;’EJ‘FU
RBENER,
BR  TE

B3{E : AmazonCustomerByEmail | CanonicalUser | Group

RE &/
URI

AR EFER URl,

BHR . FH
PVE B
EEE
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FMBABER

S

- RRENEH (POST £7)

InputSerialization
EREHEFERAEH,
B &
oYY,
iR CSV MmN 7By .
R : CSVinputh#
MBE B

A

illll

- BEEHK (POST £%)

InventoryRetrievalJoblnput
RIEANEESEEFRIVEBNIEE,
B &

EndDate

REEEFHNEENEREY , LUTC KT , HPE2E B EYNHE.

BHME : 1SO 8601 HEIEZ (YYYY-MM-DDThh:mm:ssTZD) WEFEEBERRZE , #l

w, 2013-03-20T17:03:43Z,

A - F&H 1SO 8601 HHAE R (YYYY-MM-DDThh:mm:ssTZD) WEERRZE (AW ABEN) , 4

w, 2013-03-20T17:03:43Z,

PE B

InputSerialization
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Format (1#&=X)

REEEFFENGHEN  ZFERERB THFUEIRFEERFRA MEEH (POST £5%) &
RATERER o

B : CSV | ISON
VE B

F|A . FE&
B #1

BERTFEEFHEEGERAILNERNERFEENER ERE,
BRE : KREFER 1 NEBEIE,

Marker

—ETERANTFE  RIEBEIENREFEEFHEIGR. B EHD Initiate Job @R
PEALRRRIGENEFRE, IRZFHEMERFIER , EEEAZ.

StartDate
REEEFEHEINEHEBENER  LUTC KRR, EF 3 AR BINHZF,

AME : ISO 8601 BHIK (YYYY-MM-DDThh:mm:ssTZD) F&ERRE , F
M, 2013-03-20T17:03:43Z,

|A . & 1S0 8601 HEIEX (YYYY-MM-DDThh:mm:ssTZD) WEFEERRZE AW ABEN) , F
i, 2013-03-20T17:03:43Z,

RE &/

&R
- BEER (POST £7)
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jobParameters
REGBERER T,
B &%
17
FIREHEN 1D, WR Type WIRES select = archive-retrieval , BB EME

M, MRAEFHINTEFRIECLMNY , AIgREHER,
ANE . HAEREMRETE Amazon Glacier (Amazon Glacier) K EE RIS B X EHZ D
BE ¥R

ME B, B Type BBEH select K archive-retrieval,
PO

TR ALER A,

BRE RS EPRBEFR 1,024 Ui, AFNFRIRRIBELZHNRTEN 7 LT ASCIl, LH
ASCII {E2 32-126 +# &5k 0x20-0x7E +7<# &,

BE . FH

PVE B
Format (#3X)

CEA) B, ARBEBUERNHERE, MREMBERF TEILRIEE Format 1L,
A JSON 2 FEEREIHE .

B3{E : CSV | ISON
¥AE . FH
VE K/

InventoryRetrievalParameters

RAREEEFHINEAZE,

A : InventoryRetrievalJoblnput¥] 4

PVE ./
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OutputLocation
—fE@H  Eh e flRFENTEERNENESA.

A : OutputLocation¥I 4

PHE 2, BN select TEMS.
RetrievalByteRange

EA archive-retrieval #EIW I T/HEE |, KA

FStartByteValue-EndByteValue,s . MMRAFIEEHMA , MIENEEHT. NRIEELE
i, B cAE S E A4 AT E MB (1024* 1024), MB - 54 KRR StartByteValue 24ZE# 1 MB & |
It B EndByteValue it 1 ZAET# 1 MB BZRHEREEAHFULEXNMIRE 1 WHENE
E. R RetrievalByteRange A& MB , Bl EiGERE 400 EIFE,

MR A inventory-retrieval = select TBERIBELMM , AIEREHE,
B FH

RE &

SelectParameters
— @YY AP IEEERARNEENSEWNER.

A - SelectParameters¥1 4

BVE B
SNSTopic

Amazon Glacier £ £ 5 5 B i i 2 i i @ T HEHEIX B HKY Amazon SNS E&EH Amazon
Resource Name (ARN), Amazon Glacier &/ £ B8 &1 3 #r B HL 5T B @ AR 3%

SNS XEMNEFE. MREAE , Amazon Glacier TEAEBEM., I , SNS TEHLEEEH
K, TZRECELIENIRFEASERMIZKEIE, MEHFR SNS TEZBNFHREF , F28
Amazon Simple Notification Service APl 2% m#J CreateTopic.

BHR . FH
PNE &

=
AREESEEFEHEIIHENSE R, Standard 2EHANTERE.
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FMBABER

Amazon Glacier

AMUE : Expedited | Standard | Bulk

¥R . FH
PVE B
bR
THEERE, SR LIRE T , HEFEHIT select £, HEFEIREXHENBE,
BME : select | archive-retrieval | inventory-retrieval
B|A . FH

PVE .2

AEEA
- BEEH (POST £7%)

OutputLocation
BERARREEEERNEBNIBNER,
B #%
S3
— B3R T Amazon S3 2B MIZIGE RFERNE R,
Type (&) : S3Location

ME 2

FAIERA
- BEEH (POST £7%)

OutputSerialization

HR & oAl 3L
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B %

CSV

Y | HIRESR D RE (CSV) MmBHNEHRZERNEHL,
B|AH . CSVOutput¥#

PVE B

AAIERA

- RRENEH (POST £7)

S3Location
BEBBMNE Amazon S3 FREFIEERRZNVENESR.
B &
AccessControlList
EHHREFERNTFHZRESE,
HE  BE YHE5
LE B

BucketName

THERERFAFFIEZ Amazon S3 RTFEFBNEHE, RETRLARES W AN ENHNREFER
RIEE/ AWS B,

BHR . FH

PNE 2
CannedACL

EEAEAEBERNEEFEURHEE (ACL)

BHR . FH
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FMBABER

BME : private | public-read|public-read-write | aws-exec-read |
authenticated-read | bucket-owner-read | bucket-owner-full-control

VE B
&

TEEBRRARGBEILENNZERNY 4 RSB RTE Amazon S3 A,
BH . EH

PVE K
8

LFERENEZXFRERNIEH, FENRARES 512 Uil

HE . FH
VE B

StorageClass
ARREERERNEBER,
A - R
B%{E : STANDARD | REDUCED_REDUNDANCY | STANDARD_IA

VE K
Ei

ERAITEBERNERSE,
B . FRIFRYEE
VE K/

UserMetadata

ERETHEERFETN Amazon S3 ZHHEERIKHFE,
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S

- BEEFHK (POST £%)

SelectParameters

BEEBARNRENSBNER.

B #%

EER
AREEYHHERN, EFEXTEEIR 128,000 @7 THE .
BH . 7

PVE .2

ExpressionType
RENEFAER | flw sqL.
BME : SQL
BH . 7

ME 2

InputSerialization
HREZEREPYHNF IR,

A : InputSerialization ¥4

PHE &/

OutputSerialization
EiR A S CEREERNER.
VE B

A - OutputSerialization¥ 4
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S

- BEEFE (POST £7%)

ERHEEURE

LAF 2 Amazon Glacier & 7] Fi #Y & R #EEVAE B 1R 1E
FE

- BMEBERHEEEEE (GET BX)

- JIEHERE (GET HENEE)

- BEHERE POST ENEE)
- REBRBEBER (PUT BUR)

B EREEBUER (GET BR)
el

WIRESEEGETHERFIEEZ AWS IRE 1 AWS EiFH B sl ERHEEE., NESBREREEEE
HEEHE |, 552 Amazon Glacier ERHEEUBUER,

HR

EEE B R ERHEEUEER, BiX HTTP GET R EBHHEEUBER URI 1T EE 541,

A

GET /AccountId/policies/data-retrieval HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue
x-amz-glacier-version: 2012-06-01

(® Note

AccountId EA AWS tRF ID, WWEXBEARBZZBHERNEAERMHEBEREHN AWS IR
F ID A, BuLEE AWS tRF ID SN IEEE —'-' (EFH) , EEEBR
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T , Amazon Glacier €FEFHERARFBZR 2EAELRIHBAEN AWSIRF ID, IREERTE
II’EE ID 5 EEEEZJE ID I:F@E1I'ﬂ 7"5)1: ("')o

2
®

RBH

LRETERBERSH.

AR RIR TR

HREECAMBRERERNFRER, NFEERBREENESA ,
ARER

LR ERBFERA

G

A

E
®
&n
3
o
Pl
\Z('t
di
&

HTTP/1.1 200 OK

x-amzn-RequestId: x-amzn-RequestId
Date: Date

Content-Type: application/json
Content-Length: length

{
"Policy":
{
"Rules":[
{
"BytesPerHour": Number,
"Strategy": String
}
]
}
}
[B] FEAR TR

REEEAASIOEERNOESE, NEEROEEENEN , 728 EROEEE,
[E] F& A3 32
EIEANXZE LT JSON #1fL.
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BytesPerHour
&% A — /M A RRERY A TTAE R
RAEEXRBMNNES BytesPerHour B, LB T & HE,

BE  ¥F
HA

BERA, HAERFERE  BEREE—EAR , HhISKEMLF AEH BytesPerHour
WL,

H|A [
KRB

BREER R R,
F|A . FE&

AMUE : BytesPerHour|FreeTier|None, BytesPerHour MERE A PR ER AN
R, FreeTier HEREZRAPEEERRESL R, None HEREZZAPEEEMIECR,
MEEEZEATPREZERMEBERNFEMERNR , 5528 Amazon Glacier ERHEEUBR,

gze
#0% Amazon Glacier BI/MRR RSEEALMMBET, , FHH0 O,
i1

BAF #6450 7% B0 A0 B8 E RHAR B

PR

HEMEEHIT | #& GET FAREETBERMEN URL

GET /-/policies/data-retrieval HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447actf430195dcb540091b12966F2a2
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(=] FE £ 51

FX IRV FE LA JSON #5388 R B FE ;) SC AR Y B RHEENBUR

HTTP/1.1 200 OK

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT

Content-Type: application/json

Content-Length: 85

{
"Policy":
{
"Rules":[

{
"BytesPerHour":10737418240,
"Strategy":"BytesPerHour"

}
]
}
}
MEREE

- REERBEUBE (PUT BUR)

- RRENEH (POST £7)

JIHMERE (GET HENEE)

LLEEETIHIEE AWS IRFINMHEREEN, IEMEZRENFEEEN  F2H "HFEENE

EJO

HEREENVNERE—EA  KEENBPNEERS , DARKEH. ENEEEHANERES ,
BiFAtE B MBI SR BTN W BHIESF —@BA.

MRFARBAMREEBEANE 31 X, BHERARTEANKRERE —R, flm , MRFAKBEHR 8 A
31H, BHEMAIR9A30H. MRFKEHZE1 A3 B, BHBEMAIR2 A28 A, LAIUESE
CIFEEE 5] AT ThEE.
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RARFED

BRIHIIRFHMAEBEINAER |, 588 HTTP GET FREXZMERE URI , WA TEESEHIFIR.

GET /AccountId/provisioned-capacity HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue
x-amz-glacier-version: 2012-06-01

(® Note

AccountId fEA AWS tRF ID, LLEXERFSEAREZERZRNEAERHEBEEN AWS 1R
F ID, #BAEE AWS 1RF ID SHEEMIEEE —'-' (EFHR ) , BEEBRT , Amazon
Glacier S FHEEARBEFB R 2B ANEREEABH AWS 1RF ID, MREEREEWRS ID , 5
707 ID HEBEEMEFR ().

ARBH

LRENERFRSE

FARIRE

HREECAMBREERNFRER, NFEERBREENESA ,

3
9
dn
hll3
@
Pl
ed
i
i

ARER

BRESBERERAL,

[ FE
WRBERT , RIFREER HTTP 200 OK B,
[ FERE

HTTP/1.1 200 OK

x-amzn-RequestId: x-amzn-RequestId
Date: Date
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FMBABER

Content-Type:
Content-Length: Length

application/json

{
"ProvisionedCapacitylList":
{
"CapacityId" : "string",
"StartDate" : "string"
"ExpirationDate" : "string"
}
}
[ FE AR R

REFEFEARBIQEERNORERER, NFFEREEEENEN ,

B FE R 3L
EEAXZTELT JSON L,
Capacityld

It ID RAREBIMGES

SEEL

EA -
StartDate

FE

B B ROEEE,

BEMETEENVNANY  UEBRERERRE (UTC) /%,

A -

ExpirationDate
HhEREE
FER

(=]
)

i

]

#ZE Amazon Glacier 50 iR R A0 86
#3451
AT &E6I5 HiRF B HAEREE N,

T8 SO 8601 BHIAMFERRZE , #liN |, 2013-03-20T17:03:43.2217,

EVEIHR B, SIERFRRZERRE (UTC) A%

ISO 8601 HHAK KM FHERTE , flf0 , 2013-03-20T17:03:43.2217,

2838 M MR A

IR E
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Amazon Glacier HEABEE
5B
EE/ESHFF , FiX GET FRUEEBIEERFNHRAEENNFE,

GET /123456789012/priority-capacity HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16da6bb25a715ce900a5b45b03da@447acf430195dcb540091b12966F2a2

(o] FE &6 451

WMRFERK I , Amazon Glacier (Amazon Glacier) €/&E HTTP 200 OK , EFE@SRFNHERRE
BMRE , T HEHIFRR,

E—ENHNHEREEVRRAKAEHA 201751 A 31 BEBHBE#A 2017 £ 2 A 28 HWE(
g6, mERAR , MRFABAHREREANE 31 X, BHAHRARTEANKRE —XK,

HTTP/1.1 200 OK

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:02:00 GMT

Content-Type: application/json

Content-Length: length

{
"ProvisionedCapacitylList",
{
"CapacityId": "zSaq7NzHFQDANTfQkDen4V7z",
"StartDate": "2017-01-31T14:26:33.031Z2",
"ExpirationDate": "2017-02-28T14:26:33.000Z",
.
{
"CapacityId": "yXaq7NzHFQNADTfQkDen4V7z",
"StartDate": "2016-12-13T20:11:51.095Z2"",
"ExpirationDate": "2017-01-13T20:11:51.000Z" ",
},
}
MEBEE
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- BEMERE POST HENEE)

BEMERE (POST HMENEE)
EMERIER AWS IRFIBE — B R RRE(,

HEREENVNERE—EA  EENBPNEERS , BARKEH. ENEEEHAHERES ,
BNpEte A MBSO MBI IESF —@A.

MRFABBAMREEBEANE 31 X, BHERARTEANKRERE —R. flW , MRFAKBEHR 8 A
31 H , BHEMAIR 9 A30 H. MRAFKAEHE 1 A3 B, BHAMAIR2 A 28 A,

HEREFPRAERREENEFERETANENAE, FENSEEVHERREASEZTDAUH
T=ERERER , TRHEZS 150 MB/s WHERERE, IEMEZBTENFAENR , F280 "HiFHE
HEEIEJ o

@ Note
FE REMEMEREEN AWS 1RF,

EEES WHERBAEEN | B HTTP POSTEER AWS IRFE BEX:EHMERE URL,

A

POST /AccountId/provisioned-capacity HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue

Content-Length: Length

Xx-amz-glacier-version: 2012-06-01

(® Note

AccountId {HA AWS IR ID, WWENLFEERARBFFFRNEAELHEBEBN AWS ik
F ID #ff, EALEE AWS IRF ID SUREMIEEE—"-' (EFHR ) K EEERR
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T , Amazon Glacier €FEFHERARFBZR 2EAELRIHBAEN AWSIRF ID, IREERTE
RE ID , 3827 ID REBEFMEFE ()

ARBH

s

AR TR

3
¢
dn
W
&
il
%
Sl
2

REEERAMEREERNBEREE, NMFERFREENEA ,
mRER
LHBRERBFRA
[l f&
MRBREFRERY , MIRBEEE HTTP 201 Created EFE,
B

HTTP/1.1 201 Created

x-amzn-RequestId: x-amzn-RequestId

Date: Date
X-amz-capacity-id: CapacityId

B FEARER

B EIER T FREERBRNCEER ) B8 TIHREERER, NFFEROEEENFEES ,
w2EEROESRE,

=E HiR
X-amz-capacity-id It ID RAKBEMEREE N,
¥A . FH
5] FE R 3L
HAEET S EEEAIEER .
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§HER

Bk T FiB Amazon Glacier &% Rz, WEBREEEETYERR., WFE Amazon Glacier
SEERNEAMBRRIBEE , F2 Eﬁ ﬁ‘*i"

Code Description HTTP AREEHS Type
LimitExceededException MREENFERBBIRFNHESR 400 Bad AR
EENVHRES , BlIER, Request 7
i1

UTHAIBRIRFNARERE,
gHIFER
AT €8651{85% HTTP POST BB RUBEMEREEL,

POST /123456789012/provisioned-capacity HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16da6bb25a715ce900a5b45b03da@447actf430195dcb540091b12966F2a2
Content-Length: length

x-amz-glacier-version: 2012-06-01

(=] FE €451

WMRFERK I , Amazon Glacier (Amazon Glacier) €& EHTTP 201 CreatedEfE , i~ 5 6IFT
o

HTTP/1.1 201 Created

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:02:00 GMT

X-amz-capacity-id: zSaq7NzHFQDANTfQkDen4V7z
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- JIHMERE (GET HENEE)

AREERHEEEER (PUT BUR)
el

BRFEEPUTERPIEEN AWS BEIFPEREL FIEERHEIBUR, B UASE AWS EFERE—
BBR AWS tRF. BERRHEMRIIA PUT RFE D EBARTIER.

REHRRETSFEMNEE , EEHERR 2 ECEETFH. NEERERNENBRNFRE
A, 5528 Amazon Glacier ERHEEUBUE,

BEREERHIEBGR | UL T RS G~ EE HTTP PUT 555K BB RHEEUBUR URI,

PUT /AccountId/policies/data-retrieval HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue

Content-Length: Length

x-amz-glacier-version: 2012-06-01

{
"Policy":
{
"Rules":[
{
"Strategy": String,
"BytesPerHour": Number
}
]
}
}
(® Note

AccountId EA AWS IRF ID, WEXABEHARESHERNEAELHERAN AWS 1R
F ID A, BuLEE AWS tRFE ID siBEMIEEE —'-' (EFH) , EEEBR
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T , Amazon Glacier €FEFHERARFBZR 2EAELRIHBAEN AWSIRF ID, IREERTE
RE ID , 3827 ID REBEFMEFE ()

s

N

RBE

BRENERBRBE

A RIR TR

REEFEAFMBREERNFBRER. IFERBREFENET , F2RH EREREE,

ARERE

BRAXIELLT JSON L.

BytesPerHour
&% A — /M A ERELRY (2 TTAE B

WM R EERBEHAVNES BytesPerHour BFEE, EXRBEMIKILES BytesPerHour
TIRERTE T WAL , B89 PUT RESWIER,

BqH . ¥
PHE 2, MRRBEMIELES BytesPerHour, BRIAR,

BYE : &EBHE 1. RABBES 2/63- 28 1,
HA

BRFBA, #AERFERE  BEASAEE—ERA , HP IS RBRMLN TEN
BytesPerHour ##1i,

B pE5
VE B
KR

ERENERFEIBERNER,

BHR . F&H

REE BB E AP W< 2012-06-01 503



Amazon Glacier HBEABER

PVE .2

BME : BytesPerHour|FreeTier|None, BytesPerHour HERTE X124 FIiRIE R AHEE
R, FreeTier HERETRAPEEERRESL R, None HEREZZEAPEZEEMEECR.
MBBEFEETEZERENBERNFMEN , 552 /E Amazon Glacier ERHEEUB XK.,

=l &
&

ol
|

HTTP/1.1 204 No Content
x-amzn-RequestId: x-amzn-RequestId
Date: Date

B FEAR SR
REEEARBIOEERNOREER, IFFEROESEENE

iull

, B2 R EREERZRE,
[E] & A1 32

BT S EE A E R,

$EER

WFE Amazon Glacier FISMRRMEBERFALZNHEEEF , F2H G20 E,

iR

155>

LA 88 HI{EE RIS MR E B BytesPerHour B9 HTTP PUT 5K,

PUT /-/policies/data-retrieval HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16da6bb25a715ce900a5b45b03da0447acf430195dcb540091b12966F2a2

"Policy":
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{
"Rules":[
{
"Strategy":"BytesPerHour",
"BytesPerHour":10737418240
}
]
}

T & HIEIAREMAUIRESR FreeTier B HTTP PUT Ko

PUT /-/policies/data-retrieval HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

Xx-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16da6bb25a715ce900a5b45b03da0447acf430195dcb540091b12966F2a2

{
"Policy":
{
"Rules":[
{
"Strategy":"FreeTier"
}
]
}
}

LA S R ML 3R E S None B HTTP PUT &Ko

PUT /-/policies/data-retrieval HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16da6bb25a715ce900a5b45b03da0447acf430195dcb540091b12966F2a2

"Policy":
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{
"Rules":[
{
"Strategy":"None"
}
]
}
}
(2] FE 6451

WRFERK I , Amazon Glacier (Amazon Glacier) € EBE IR HTTP 204 No Content , %M
TSI BIPR o

HTTP/1.1 204 No Content
x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q

Date: Wed, 10 Feb 2017 12:02:00 GMT

MR E A

- IEERBEEBE (GET BX)

- BEEFH (POST £7%)
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FMBABER

MR S RO 8%

« BREIERMA : 2012-06-01

T3REREA 2018 &£ Amazon Glacier FIZZ ABIERAEBEMRANEEEE, NEFBEUXHEFHFNWELM ,

&I LART R RSS FTEIR.

g

WEZEIB S3 #LRIRERHZ
#15 JR 55 K 1Y B 46 R

¥ S3 Glacier Flexible
Retrieval 1 S3 Glacier Deep
Archive , Amazon S3 XiEE
S HERFBERER

Amazon Glacier ZBEF

B IE AT LAUZEIR RSS BB E#

I EE

£

iR

ZEiB S3 #LIRERH BT
AORIVRERE , RETESE
DEARFRR. WEFEER
AR HEFEEUEE,

¥ S3 Glacier Flexible
Retrieval 1 S3 Glacier Deep
Archive 785l , Amazon
S3 XEEXRFESE AWS IR
F 8% 1,000 EX5NERF
Ko

Amazon Glacier B2
Amazon Glacier , &k Mt
Glacier B8 Amazon S3 &

A
Ho

BHAETLETR RSSHE , X
$2U8 Amazon Glacier A S
RN EFE,

B

20238 A9 H

2022 11 A 15 H

2018 £11 A 20 H

2018 7 A5H

T&REREA 2018 £ Amazon Glacier B A EEESEREANEESE,

ERERN

API hzZ 2012-06-01 507


https://docs.aws.amazon.com/amazonglacier/latest/dev/downloading-an-archive-two-steps.html#api-downloading-an-archive-two-steps-retrieval-options

Amazon Glacier

FMBABER

g2E

PRI K B EBHR
HY

M EHE

REERR

MHEFEERE

ERHEEUBR NS
Aok

E# Java &4l

Description

BT BERIELZ 7L , Amazon Glacier I 1EiE X EHRIEF
REERER, MEFMENR 6 F2REIEHEEUEE,

Amazon Glacier BEXBERTFEHE , IREEH

RIFEHEBR , £185] Amazon Glacier R FE L
BRESSEFBTERES, WEHMAENR , B2
B Amazon Glacier RIFEHER RTFEHEB XK.

Amazon Glacier 3 7L Al & ZE 52 Amazon Glacier 4R
FE, MERERNRAERE, EEEEUUERNT
HRFEEVEBHNER , £AERTA AWS KAk
LEREFLERIIGE, NHEFEMENR , FSEER
Amazon Glacier ER & Z52 &K Amazon Glacier {R 17
JE

Amazon Glacier BE X EEAREFEEFIRBRREEH
&5l Amazon Glacier RIFENFR, R#E , BALE

BERFELERFEBE K KMERSZ EEBAIPH
FAEMERBFAUARADEEE XX TFREEFIVE
R, ME/EFHMENR , FSRRTFEFIEE.

Amazon Glacier 3 1E 3 B & BHEEUR R ML 8%
B R R ER SR T R AR AR 3 B AE R R BN PR N L B
PR AERE, BALE PiR—THEA Amazon
Glacier API AWS BB X4 REZE B CHWER IR
Hl, MEFHMEH , 2B Amazon Glacier &R FEEUK

Ko

Bt5h , Amazon Glacier BE X EFE A %L AWS
CloudTrail , EE&5E & &R S H Amazon Glacier API
W W AFEERITELRIEER Amazon S3 /#1FET
8. MEFHNEN , FSHEA 28k Amazon Glacier
AP| B4} AWS CloudTrailo

EHAERTER BAR Java B9 AWS SDKHY Java
EXBEH,

ENSE

2016 £ 11 A 21
H

20155 7 A8 H

2015 % 6 A 22 H

2015 % 4 A 27 H

2014 £ 12 A 11
H

2014 £ 6 A 27 H

BIRE#H
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FMBABER

gE

REIREEEFHE
By

BEREEHIM URL
> EEIE#RE

HE R

Description

SQIRE A LUZEIB ERR 1E B 7 T B H) 5RRE BR I 3R R
HEHINRFEEFRENHE, NFERERGERRE
WWEFEES  F2R EFHENEE TEPH BSE
#% (POST £#).

REXNREFFEBRENENRZEBERR URL .

Amazon Glacier BEX EHEIRHTFNISESE, B
RUE)ZER Amazon Glacier 2{HREHFH— 0 1z
DMTRETEHNER, EFFFEEEKR , CSRBE/K
BZEEBEXRERBENHEARRES

WMEFHMER , FSBE Amazon Glacier F T &3

o

|t

iE & Amazon Glacier B3 A EEEHN % — B,

R B

2013 £ 31 A 12
H

20135 7 A 26 H

2012 £ 11 A 13
H

2012 8 A 20 H

BIRE#H
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