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S3 on Outposts 2 REST k¥, BHAER AWS FREHERNE (HEILER RESTAPI) , EiAFH
5RZE S3 on Outposts , #EMELREXRATER. il , BREHSEENTFRENFESEE, UBHH
EELHERR, EEERURBHERFER. MFEHFE AWS SDKs WEH , SENATRMNZEE
M, FESREEITE AWS,

X {4 S3 on outposts

BT LABE B &8 AWS Outposts #ZR4ARE | #£4 Amazon EC2 #{TEEEMER . Amazon EBS —fix &
E RERE Rk (SSD) MRk [E (gp2) M S3 on Outposts, EETFEH, TE, ERRERKEHEE. UR
HEEHEXMAR.

WMESHMER , 5528 AWS Outposts rack EE,

®RET R

WMEFRAFER S3 on Outposts WEFMAE , F2ETHIERE -

B

» &X1E Outpost
« Amazon S3 on Outposts &2 Amazon S3 EAR[E ?

« Amazon S3 on Outposts A P9
« BAR S3 on Outposts KIAEEE
« {#H S3 on Outposts fEfFiTEE
« {£f S3 on Outposts ¥4

+ S3 on Outposts R L £ M

« & S3 on Outposts fEIFETE

AWS SDKs API hZ 2006-03-01 7


https://aws.amazon.com/cli/
https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/cli/latest/userguide/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/s3api/index.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/s3control/index.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/s3outposts/index.html
https://aws.amazon.com/tools/
https://aws.amazon.com/outposts/rack/pricing/

Amazon S3 on Outposts EREER

+ {8 Amazon S3 on Outposts i#t 1T B %

BrESR API M7 2006-03-01 8
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A% E Outpost

= ZRKBEA Amazon S3 on Outposts , BEEEREPIEAR Amazon S3 BEHR Outpost, INFEET
8% Outpost 1 S3 REREMFMEF , F52H AWS Outposts, &EEMEEM Outposts 2B HE S3 &
E , BALAEA ListOutpostsWithS3 API FEIL, B EIR & AR EBEAF S3 on Outposts B2 Amazon S3
BAFE , 528 Amazon S3 on Outposts &2 Amazon S3 BATRE ? .

MEFHMET , F2ETIERE,

&
« FTHEEFT Outpost

5] BB Outpost

MREFEEFTHEES S3 RERF Outpost , 552 AWS Outposts FEE , SAB#E Amazon Elastic
Compute Cloud (Amazon EC2), Amazon Elastic Block Store (Amazon EBS)  Amazon S3 I & £1E
15,

BERZNEREZR , B4R AWS Outposts ERAFEFIEEFRIE L Outpost FETHE Outpost BEW S ER
B1E,

STEEHT Outpost API fR78 2006-03-01 9


https://aws.amazon.com/outposts
https://docs.aws.amazon.com/AmazonS3/latest/API/API_s3outposts_ListOutpostsWithS3.html
https://aws.amazon.com//outposts/pricing/
https://docs.aws.amazon.com/outposts/latest/userguide/order-outpost-capacity.html

Amazon S3 on Outposts EREER

Amazon S3 on Outposts B2 Amazon S3 B[ ?

Amazon S3 on Outposts E#E Y4 FE 1782 32 EHEHREREEE AWS Outposts FRiE, M S3 on
Outposts AEBKERNRBERIEATBEBRARINMNE |, HEIERERMEE, EREE, FE
AT MAEETE SR, HMA S3 on Outposts £ Amazon S3 APIs FZhaE , Rt nELREEHEE. RE. £
0. I FIEEY Outposts EERIEE |, Wi AWS ERRGIEEZAIIPBRIE , LUES—FW
REEER.

UNZE S3 on Outposts 45BN EFMER , FSR T EE,
3|

« S3 on Outposts E1&

« S3 on Outposts X EH API #4E

« Amazon S3 AWS CLI S3 ip 5>

« S3 on Outposts T EK Amazon S3 ZI&E
« S3 on Outposts #EER

S3 on Outposts #H 1§

* Outposts fEfFirf@ X/N LBRA 50 TB.

« Outposts EIFATR PRI H K/ ERA 5TB.

- =18 AWS 1RFEH Outposts fEFEFEEEE LBRA 100,
- RBEfE A FEUE i B 2R FH Outposts A FRTRE

« &8 Outpost REETRAFIEHEE LRA 10,

- FEUEBURM KR/NREIA 20 KB,

 Outpost BEEE M LAER £ HEEBERA AWS Organizations BI7ZEL AWS Resource Access
Manager. FIE &% ZE Outpost IR F 4 FE L EE AWS Organizations P Y #EH F itk & MR EE
Wo

* S3on Outpost @ FITREEEIRF —ERRBIFITBRTIIEVHENERTE,
« S3 on Outpost EFETBHEE HikF AR IFIFRBITHESE,

o YK/ BRHEIE Amazon S3 —H.

- FREfETETE S3 on Outposts LW ¥4 EBFETFTE OUTPOSTS REFEBIH,

BRI API hiz7s 2006-03-01 10
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 FHFE OUTPOSTS R RERIPHAE W4 AR A LR AMRR R NZ 2 Amazon S3 ZEMZE &R
(SSE-S3) 1T, &t A LARMEZEMER ARF R MNBET FRANMBEEH (SSE-C) RIFHY
o

- MREEAWEBATUFEER Outpost LEFYH , API SERBEFZAFIFRR (ICE).

S3 on Outposts XEH API ##1E

N S3 on Outposts XK API IREEE , 552 B Amazon S3 on Outposts API #&4E,

Amazon S3 AWS CLI S3 &7 %

Amazon S3 AWS CLI on Outposts B 81 F 5l Amazon S3 S, MEHMET , F2H (o552

%) FHAA AWS CLI 5%,

« cp. mv M sync LRHEH Outposts fEFEATEEA , HEASBIREFEMN Outposts E AT Z [,
. 1s
* presign

e rm

S3 on Outposts TS TEH Amazon S3 Ih&E

Amazon S3 on Outposts B BI A% T % Amazon S3 Jh&E, EMERFEACIIREHSEIERE.

o REXBR

- FHURHIFE (ACL)

- BRRERDZE (CORS)

« S3 Batch Operations

- S3 EFHmE

- BFEARRBETRME

- NERTFER

- ZEEREMFEF (MFA) MR

- S3 EmBHER (MHMERMNEATTEN D R LERA)
« S3YHEHEEZBRE

TEH AP RE API R4 2006-03-01 11


https://docs.aws.amazon.com/cli/latest/reference/s3/#available-commands
https://docs.aws.amazon.com/cli/latest/reference/s3/#available-commands
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/s3/cp.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/s3/mv.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/s3/sync.html
https://docs.aws.amazon.com/cli/latest/reference/s3/ls.html
https://docs.aws.amazon.com/cli/latest/reference/s3/presign.html
https://docs.aws.amazon.com/cli/latest/reference/s3/rm.html

Amazon S3 on Outposts EREER

VI SEHERE

£ AWS Key Management Service (AWS KMS) £ #& 19 ] IR 85 3% 11 2% (SSE-KMS)
S3 EE KRS (S3RTC)

Amazon CloudWatch F&3R{5#Z

ERAR

Transfer Acceleration

S3IEHIEA

RFEENRFEFTE

S3 Select

AWS Lambda S

Server access logging (fflBR 25 FEXGE &% A &%)
HTTP POST &K

SOAP

8 uh 17 B

S3 on Outposts I ER

& EMFE KA ZE S3 on Outpost FELE , BAERIUFERE S3 on Outposts 2. T~ 5 R HliE A
A S3 on Outpost BY i B -

« Outpost LHIE @ Virtual Private Cloud (VPC) T IAE —{EMEEABiRY %2 , ™ B & Outpost &%
AT LA 100 M3

- BALKZEFRHHEER — ik,
- BAREKRAFIBEEHF LT CIDR £E 72+ CIDR E#A VPC :
* 10.0.0.0/8
« 172.16.0.0/12
* 192.168.0.0/16
L RER EHIEEE CIDR EHRAY VPC 231 Outpost i B,
B ABERHE Outpost FHREBAE T Ix 2,
IR i B F BB 4 A8 2 A it S3 on Outpost AR H1E IP izt

MRBIEEEFHEEN IP (1t EE (ColP £[E) , BB E T S3 on Outposts ERA K E{E IP
ks

O

HBBE PR API iRZ< 2006-03-01 12
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« 518 VPC #9418 Outpost R AERE I —{Eir 2

B BE PR API kg7 2006-03-01 13
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Amazon S3 on Outposts AF§

B Amazon S3 on Outposts , A LLFE AWS Outposts L3837 S3 TR | YWHHEEREERE
HER, ~HENEENERNEENERAER  TAMBTERRTHRAMBEEY 4. S3 on Outposts 12
H—{ELFEFEFRER , Bl S3 Outposts (OUTPOSTS) , A Amazon S3 APl , B I 2E&RH AWS
Outposts Outposts EHZEEEMF RS LUAFA. BRENAXERER . SOUERAFERENER
Virtual Private Cloud (VPC) K 2584z , E248#) Outpost TFETEEHETEM . MHRTE Amazon S3 &
FETEE—# , 87 Outpost RFETH L AT LIEARAR APl FIhee | LIFEFEEER, MEMNERK. &
ATLLEIR AWS BB XA, AWS Command Line Interface (AWS CLI), AWS SDK = REST API {#
F S3 on Outposts,

A 7 Amazon S3 on Outposts , &7 8] LU Amazon S3 E##/E—# , £ AWS Outposts L1
Amazon S3 AP| F¥I#-#17. FEUBUR, MEBMELZFEE, WFE S3 on Outposts WE , F2H

R Amazon S3 on Outposts ? o

3]
- BITAGEA AWS BTt A
- FRBEREAR Java B AWS CLI Fl BREHS

FIRFER AWS EEIZA

A Amazon S3 on Outposts , & A LLFE AWS Outposts L2 S3 ffZTEE |, WEHHEEARMEER
FH., AMERNZRENENEENERARER K ERPHBERFTHRMBEEWIH. S3 on Outposts 21
Y FEE B S3 Outposts (OUTPOSTS) , EfEH Amazon S3 APIs , BEEZNZEEEMMF RS L
DEFA BEENARFHER AWS Outposts, &R LAE A FEUEFEIR Virtual Private Cloud (VPC)
M imBIEAR , BEEEH Outpost RFETRETEH. BB Amazon S3 EEFITE —# , &7 Outpost f#
FEFRE LA A REH API FIThee , BIEFEUBCE. MBNERL, B LUER AWS EEEEA.
AWS Command Line Interface (AWS CLI), SDK & REST API £/ S3 on Outposts. AWS SDKs 0l
FEFHMER , 58 RB1EE Amazon S3 on Outposts ?

EERBEEBERAMEM S3on Outposts , FBR THEE, FEFHKEMER AWS CLI X BAR Java
HY AWS SDK , 528 R EAEAR Java B AWS CLI 7 B EH.

ES ]
- BUREIE, FERENIGR
- RESER

5 S3 £ A AP WA 2006-03-01 14
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B {#FireE. FHEMimE

THRFREMAIE S3 on Outposts FEVE—ERFEFITR. EAFHIESEVLREFIER , B8
SRV BAENSNEFRETEEBNIRE , WEEATL MR ERFETERERYHE.

1. BEAAWS BEE#EA WFRBUIR https : //https://console.aws.amazon.com/s3/ B Amazon S3
EEA,

2. HEERAIEEEKS  i#IZE Outposts buckets (Outposts E1ZET ).
. iZ4Z Create Outposts bucket (3L Outposts fE1ZEr i),
4. 7E Bucket name (AFiFHEEMW) P , ARETRWAFTSBHEBBRM (DNS) REW BB,

EFIrBRBAA ;

- £ AWS #RF. Outpost 1 Outpost FTEH) R EME— AWS EiE #,
- REMSENRK 3-63 @FTZA,

« FERBEFT,

- UNBFEHHFHE.

BUBRENER K EELISFEHSHE. IFARETRGBNMEEEN , 5268 (Amazon S3
ERAEER) T —RARREETEGRERA,

/A Important

BRERFTESBTESBRENR  HIMIRFHRE. EiEOREFITEPZYHH URL
b, ERTREETEERE,

5. 1 Outpost # , EEFELERFITREZEH Outpost,

6. 1E Bucket Versioning (7788 R 442H]) T , # S3 on Outposts EFETEEAY S3 Mx A2 HIARRERR
ERTHHEF—EZRE :

« Disable ({£ 1) (FARR) - RIFAFrBERE RRAZHIAIRE,

- Enable (BA) - $tEIREFITR P HRUA S3 lAZEHl, FMEFMBZRFIENYEBSKE
ME—RYRRAS 1D,

WMEE S3 MRARBINEFMEN , 528 T ¥ ERY S3 on Outposts FETREEEIE S3 ARAIZER L -

7. (BIEM) I EH Outposts 7T I8 2 L EABIAY 1T optional tags (BAER). EUEAER
REMENERS —EERWRY , REFEARLT S EEBRERFFITSE,

BYREIE., FERMGR API R4 2006-03-01 15


https://console.aws.amazon.com/s3/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/bucketnamingrules.html

Amazon S3 on Outposts EREER

TZHFE Outposts EFETE AWM EYMHTER A A AR IHINZE Amazon S3 ZSEMR S8
(SSE-S3) # 1T F. Bt a AR BEFEAMARSIRMNZEEFRENNZ S8 (SSE-C) REM
Y, EESFMFRER | EBXLEMFEH REST API,  AWS Command Line Interface (AWS CLI) 2%
AWS SDKs,

8. 1£ Outposts access point settings (Outposts FEREHERE) BERF , MAGTEIE B,

S3 on Outposts 77EU R & ¥f S3 on Outposts FIVHAERIE , B THAREERFRNEE,
ZEL B A& 3 Outposts fEFET BN E R MRS, |, B0 LUE AL i B RHIT S3 WiHFiRE,
MBFHMEA , F2RFEE.
EFEE BB EHH Outpost WIRF AL BERM— |, W ERFEEFEEIRER S,

9. ¥t Amazon S3 on Outposts ZHUEHZIZE VPC,

MRERE VPC |, BEiRIZ Create VPC (B3 VPC), MFEHMENA , 528 (Amazon S3 A H
B PHENERERALEER (VPC) AN TFIE.

Virtual Private Cloud (VPC) AIZE & AWS ER B Z A ERNERAR, SEAEREBRELSE
BRAPOFIRENERMERIEERC , BEHER TERERRENESR AWS

10. (HREHR VPC Ti&) FAENImEIEZEEndpoint subnet (I F F#8E).
TR RIEH VPC By IP i E, MRERBEEEN T , 55121 Create subnet (B F
M%), MEFMER , BB ERAR S3 on Outposts FIHERE .

11. (BREF VPC 1:&) F AL FEEEndpoint security group (B L £FH).

ZEEIEMAERE X BUARFEARBELRE.
12. (BREEAE VPC 1i&) F5i#Z Endpoint access type (mEFHEER)

- ?B-E VPC —2EMA,
- EFHAEN IP- EREHEFEEANEFHEEN IP LUK E (ColP £E) —EEM,

13. (#HA) #8E Outpost FELEBUR, R AL BEBHEREFEEA Amazon Resource Name (ARN) ,
BRI UEBRERPEAZE R,

14. J&$E Create Outposts bucket (237 Outposts EFZETE).

BYREIE., FERMGR API R4 2006-03-01 16


https://docs.aws.amazon.com/AmazonS3/latest/userguide/access-points-restrictions-limitations.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/access-points-vpc.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-security-groups.html

Amazon S3 on Outposts EREER

® Note

B IEHY Outpost IR F AR EN R FArBEMHRE T AER , JEFEE 5 P8, FERE
HibfRFEFRBERE , 2 View details (RIBFMEN)

®RET R

¥/ Amazon S3 on Outposts , Y1 ERIIR#EFMIE Outpost £, E AWS Z 2 Outpost BEZREF |
B ERFHRERE Outpost A | UFESERMBESR. ENYWHKETESEEAEM Outpost , t
FEEAWS EBiFH, HR AWS EEIZRA 2 BEPFREE K RUEESEEFERA TEARLESE
# Outpost FHIYI., T8 , LA LUEA REST API,  AWS Command Line Interface (AWS CLI) 1
AWS SDKs ZEiB7EUE EEMEEY 4,

#13 S3 on Outposts fEFITHE, FTHEHMKE R , BRI LAERBERAR Java B AWS CLI 5 SDK #
ML EEREITE, WEFEENR  BF2EAYWH LEZE S3 on Outposts f#1FETEE.

BB ERERR Java B AWS CLI §] AR EH

&8 Amazon S3 on Outposts , AT LLE AWS Outposts L2 S3 fFETEE | WEHHWEEAKER
FH, AEERNEENENBRENERAER K FANHSRERFHRAMEEYI 4, S3 on Outposts 124
ey 7885 S3 Outposts (OUTPOSTS) , HfEA Amazon S3 APIs , EEEZNZEEEMMF RS L
DA Blis@EN A XN ERER AWS Outposts, & 0] LAE A FEUEAEB Virtual Private Cloud (VPC)
Y ium BHEAR | BERRY Outpost RFETRRETEM. FHE Amazon S3 FEFETHE — & , 87 Outpost &
FETRE E A UAE A REH APl F1Thee , BIEFEUBEE. MBMERL, B LUER AWS EEEEA.
AWS Command Line Interface (AWS CLI), SDK & REST API £/ S3 on Outposts. AWS SDKs I
FFHMER , 52 RB 1 EE Amazon S3 on Outposts ?

EEMKBEA S3 on Outposts , BUERVUFEFETR, FIENKE, #F  SUlgVtLE
BIENFEITE, THEGREMAEHBERR Java 9 AWS CLI 71 BIREH |, BIAER S3on
Outposts, EERBRFEAEEE , F2H HHEFEH AWS EEEXES,

ES |

- SR EVRERE
- SR2: BYEFRH

- SRI: BEVIRE

BRESR API iR 2006-03-01 17
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- SB 4 YA EEZE S3 on Outposts fEZETEE

SR BARFEE
T %) AWS CLI FiB AR Java # SDK EHIREa1ME I S3 on Outposts fEFETEE
AWS CLI

Example

T 5 HIfER AWS CLIZE I S3 on Outposts f#ZETH8 (s3-outposts:CreateBucket), HEH
TS , BUEBESWERIMN user input placeholders,

aws s3control create-bucket --bucket example-outposts-bucket --outpost-
id op-0lac5d28a6a232904

SDK for Java
Example
MEMMAFEERR Java B9 AWS SDK 237 S3 Outposts fE1ZEr R EIH] | FFS2BAWS BAR

Java B9 SDK 2.x X i &I+ # CreateOutpostsBucket.java,

SR 2 BAFEE

£ EZH Amazon S3 on Outposts fE1ZE78E | MU BRI MR EFIE, ELEHFIFRBAMMEER AWS
CLI fMiEAR Java 9 FBREHREZILFIE,

ZEUE S Amazon S3 FHIHABRE  BLEEABRENERER. FNESAEEIIFREFTENIE
ERE IR |, T LA S LR B R 1T Amazon S3 ¥I4HR1E |, #l40 GetObject F PutObject,
5/ S3 on Outposts , &7 EFHFEUERZE Outposts EEITEFNE M4, FREESEER
SEERNELU.

AWS CLI
Example

T35 AWS CLI 86| &%2 I Outposts FIFENEFIE, FEHTHST , FUEECSHEFARRK

user input placeholders,

SR BURFEE API kg7 2006-03-01 18


https://github.com/awsdocs/aws-doc-sdk-examples/blob/main/javav2/example_code/s3/src/main/java/com/example/s3/outposts/CreateOutpostsBucket.java

Amazon S3 on Outposts EREER

aws s3control create-access-point --account-id 123456789012

--name example-outposts-access-point --bucket "arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outposts-
bucket" --vpc-configuration VpcId=example-vpc-12345

SDK for Java
Example

WMEMAIEAEAR Java 9 AWS SDK £ S3 Outposts REFEFEE Y FHEMNES | FFSEAWS
ERAR Java B9 SDK 2.x 2 EE&E 6|+ Y CreateOutpostsAccessPoint.java.

SER 3 BilimE

& E#FE KA ZE Amazon S3 on Outpost FERE, , BAEE I MFZE S3 on Outposts imd. HEE
Mm%, WFEEHE Outposts EE [EIF K IRFGER B MEREE, Outpost LHIEE Virtual Private Cloud
(VPC) AT LAE —EAERIHA A i B, INE ik BEEMNHMER |, 28 S3 on Outposts B ER, B4
AEIGE , TEEFEUEM Outposts RFETBABTYHIRE, WHEFHEEF , F2E R,

IELEFHIEREA M{aIE A AWS CLI FiBAM Java B AREHRET KB, MEERITNEEIREMER
AIHIEEMERA |, 5528 A S3 on Outposts i BHEIEF T o

AWS CLI
Example

T35 AWS CLI €fifEA VPC ERFEIEE A Outpost B ik %, VPC $T4H 7K. BEERT
e, BUEBECSWEREM user input placeholders,

aws s3outposts create-endpoint --outpost-id op-0lac5d28a6a232904 --subnet-id
subnet-8c7a57c5 --security-group-id sg-abl9e@d1

T5 AWS CLI Ei5IEREFH#HEM IP it £ [E (ColP £[E ) FEMEE , A Outpost B im
EEHTHGS , FULBCWEREN user input placeholders,

aws s3outposts create-endpoint --outpost-id op-0lac5d28a6a232904 --subnet-id
subnet-8c7a57c5 --security-group-id sg-abl9e@dl --access-type CustomerOwnedIp --
customer-owned-ipv4-pool ipv4pool-coip-12345678901234567

SR3: BUIRE API k7 2006-03-01 19


https://github.com/awsdocs/aws-doc-sdk-examples/blob/main/javav2/example_code/s3/src/main/java/com/example/s3/outposts/CreateOutpostsAccessPoint.java

Amazon S3 on Outposts

EAEEE
SDK for Java

Example

UNEE f0aI f6F A SE B A Java B9 AWS SDK A& S3 Outpost B iRV Ei%] | SEZ B AN AWS Java

# SDK 2.x RS &E 5l #Y CreateOutpostsEndPoint.java.

SER 4 Y L{EZE S3 on Outposts fE17ETEE

EE -EYH  FSB B4 EEZE S3 on Outposts EFETE,

S 4 BBYH EEZ S3 on Outposts fE17ETEE API WA 2006-03-01 20


https://github.com/awsdocs/aws-doc-sdk-examples/blob/main/javav2/example_code/s3/src/main/java/com/example/s3/outposts/CreateOutpostsEndPoint.java

Amazon S3 on Outposts EREER

EA M S3 on Outposts KIS

BRI LA A Amazon S3 on Outposts , S FEEAMEREZEER, EREENEREENERAERN , X
ERMERAIBHEN 4. I ERAFE S3 on Outposts KB ER,

£

- RESNERFIER

- 17EX S3 on Outposts & FET 88 M ¥4
- BIRFEMEE SR E

B E AR AR IR

IBAT LA VPC RS AT SR E MRS 2N S3 on Outposts. #& A LAfE F I EX B A& B i BhE 4R | &2
8B Outposts EFEFEETEF. HELHSE AWS BEARESR VPC B2 S3 on Outposts /1E

BN RE, BinEE  SXEKRETFEREAEEESR Private (BAR VPC BH)

CustomerOwnedIp (EFAREF BE] IP it &E[E (ColP £[E)),

« Private (8% VPC BEHKH) - EFEEFEBIEE |, AIFEER S3 on Outposts A Private,
£ PrivateZEUEER | Al VPC FHVETEIRAFELHE IP Hbit , BIA[EE Outposts HHIERE
Ao BAILAMEATE VPC AMEA S3 on Outposts, EHiREELBIBEE VPC BB RAZBIDEMAE
FHl, MEFMEN , 528 (AWS Outposts FAEIER) PR AKEERHE,

 CustomerOwnedIp (& ¥f ColP £[E) - IR EFER LM Private FEFER , REZIBIE
CustomerOwnedIp , A EIERE IP thut EE, Er AR L FEERE AL HEEMN VPC A
£ S3 on Outposts, £ VPC W7ZEL S3 on Outposts B |, B RESZRASKEENEE.,

7ZHY S3 on Outposts &7 BT 88 74 4

% Z17H S3 on Outposts AFETREMWH , HEERTHIER

® VPC ElgﬁHyi%Eo
° *Elﬁl VPC H’gﬁ#‘ﬁ%o

- Outpost B2 AWS B 5 2 B ERPER. MFWAAF Outpost :EIRE BT FFMER |
Outpost A& Outpost EEIEE AWS [Eif, AWS

s
W%
a1
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https://docs.aws.amazon.com/outposts/latest/userguide/routing.html#direct-vpc-routing
https://docs.aws.amazon.com/outposts/latest/userguide/how-outposts-works.html#region-connectivity
https://docs.aws.amazon.com/outposts/latest/userguide/how-outposts-works.html#region-connectivity
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WMF B EIFEL S3 on Outposts FAFETERMY VAR , F2S6 £/ S3 on Outposts FFETEE
F £ S3 on Outposts ¥4

5 W 5 B 1 A B SR

S3 on Outposts iHHZE A Amazon EREHE (ARN) T EMNER, BUELIREEF , € AWS
Outposts R EZEBEIREEM M NHE. S3 on Outposts IR S EM AR A EMEH @K AEER |
BEEUTHIAAMR : S3 on Outposts EAGEE IR S EM B R EE Amazon EC2 #1T B B8 E3Es

S3 on Outposts #BIFH A BRE (DNS) EH L FBEIRSEMER AT RFEEHEWHER, S3on
Outposts BELWIRE PR BIRSEMMEE AT AWS |, AT Amazon EC2 =AM N HEER
g8,

HRER ColP £EEFEERA L , S3 on Outposts EREXER ColP £EEEE IP it , WigHEE
PR B M B RN R ML BB

FABRFEMREAAEERER API iR 2006-03-01 22
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£/ S3 on Outposts fE1FETEE

£ Amazon S3 on Outposts , &R LAFE L2 S3 fE1ZETEE AWS Outposts |, W ¥ EEARME R
FH, THERNEBENERBEZNERAEN  TANBEERERMNEEY . S3 on Outposts 21
YV FEEHE B S3 Outposts (OUTPOSTS) , EfEA Amazon S3 APIs , BEEZNZEEEMMFRSS L
DEFA BREENSRFHER AWS Outposts. FRIRTE Amazon S3 —# , #&1E Outpost 7 Er#8 LA
DAERAREE API FThee , BIEFEEE. MBEMER. MEFMEH , F28 1= Amazon S3

on Outposts ?

&) LA A 2 EVE FNIER Virtual Private Cloud (VPC) BYim BhiELAR , E2/8 /Y Outposts fEZETEEETE
o EEFH S3 on Outposts REFETEMNYH , K EE VPC WiFIE , WAL EEHIHERE VPC 1
Uhah. WEFMEN , FSEEAM S3 on Outposts IR .

REH

£ S3 on Outposts A , FEFRTE B BE Outpost 2HE—HY , W HFEE AWS [E1] Outpost FTTE [E1FHY
2. AWSBRFE ID, Outpost ID MEFITEZBREIESH.

arn:aws:s3-outposts:region:account-id:outpost/outpost-id/bucket/bucket-name

MEFMEF , FSEEARM S3 on Outposts BIE R ARN,

TFEL R

Amazon S3 on Outposts X E{EFR E#IAEEiR (VPC) WEEERIEAEE Outpost HE1FETEEAI M —
FiE

TZEVBE Y Amazon S3 I HAERE , Bt EBEARENEREFEE, FREAEERFEITEMNE
EHBR IR E, | T LU B L i B SR 11T Amazon S3 ¥)4HR4E |, 0 GetObject M PutObject,
£/ S3 on Outposts , RAZEE A FEUERFE Outposts EFETR PN EMY4. FREBEIEER
SEERXELU,

TH&EHIFERT S3 on Outposts FHEFEAR ARN X, FHUE ARN @& Outpost FfE EZH
AWS EiF X, AWS 1kRF ID, Outpost ID FIZEE B R,

arn:aws:s3-outposts:region:account-id:outpost/outpost-id/accesspoint/accesspoint-name
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Ll
ity o

& EHFE R A ZE S3 on Outpost 7FELE: , BAARIFERE S3 on Outposts Ui B, ¥ S3 on
Outposts i 2 , WA L& VPC FAZ 1B AR E Outposts #1FETE, S3 on Outposts i 22 Outposts
A8 S3 AN ERKE —EREBIR (UR), EXHHRKFERE. THASETAKN VPC T
.

Outpost LK% {@ Virtual Private Cloud (VPC) A LA — BRI H# A % 25 , ™ B &8 Outpost & Z A LA
100 ix 2, BUHBEEINEL RS , FREEFEEUEH Outpost REFETE Y HITWHIRE, BUEL RS
th S ZMRE A IRIEIE S3 M S3 on Outposts FIB/E , i API R F1TAERE,

BEA R S3 on Outposts BY API

= EEE Outpost #1ZEr# API #24E , S3 on Outposts EFEE — 852 Amazon S3 % E T E K & L %
2. timEA s3-outposts.region.amazonaws.coms

EHEEA Amazon S3 API 84 , XAFEALERN ARN X EBEZERFITBAY

., BXLAR AP RESERS ARN , BUE Amazon S3 FEEFE R 2 &t ¥fAmazon

S3 (s3-control.region.amazonaws.com) i=& S3 on Outposts (s3-
outposts.region.amazonaws.com), RIE ARN & , S3 FER A LAEE th 2B M BFE R,

BEMRBREIEZE Amazon S3 25T HE , BREHS% ARN PR H , Y38 —EENNER
x-amz-outpost-id , EHEEH ARN BB outpost-id B, RE ARN KRS 8 F 2RIEBK H
3£ %] S3 on Outposts s E 2 AIFHBHER., ZTABERARMEHR s3control AFIREEN API 12
£,

T%%IH T Amazon S3 on Outposts FIERE API &4 , REMBEE RN Amazon S3 WEE,

API S3 on Outposts 2 & &

CreateBucket E%R ARN NREFETRRER , O
utpost ID

ListRegionalBuckets Outpost ID

DeleteBucket R ARN HREFETBER

DeleteBucketLifecy ER ARN NfRETFETIRETE

cleConfiguration
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ERAEER

API

GetBucketLifecycle
Configuration

PutBucketLifecycle
Configuration

GetBucketPolicy
PutBucketPolicy
DeleteBucketPolicy
GetBucketTagging
PutBucketTagging
DeleteBucketTagging
CreateAccessPoint
DeleteAccessPoint
GetAccessPoint
GetAccessPoint

ListAccessPoints

PutAccessPointPolicy
GetAccessPointPolicy

DeleteAccessPointPolicy

S3 on Outposts Z2HE

ER ARN NiEFErEERE

1E% ARN AT B8

5 ARN REFRTE 2B
1E% ARN R FRTEE B8
£/ ARN WiEFErEE
5 ARN RTS8
E5 ARN AT 2 18
£/ ARN NiEFErEE
ES ARN NIZEU R & 18
1E& ARN N I7ELRE & 18
£% ARN NIZEREEE 18
ES ARN NIZER R E 18
1ES ARN NI7ERRE & 18
1£% ARN NIZERREE 18
E5 ARN NIZEREE & 18
1ES ARN N I7ER R & 18

I FMEIE S3 on Outposts FETFETEE

MEFBEIMERE S3 on Outposts FETFETEERY

AR BSWTHEE,

B FMEE S3 on Outposts 7T
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#2137 S3 on Outposts fE1FETEE

3B Amazon S3 on Outposts , Z A LAIE AWS Outposts L S3 REEFTE  WHEEEAKERE
EER, THENERNENBENERAREN K ERBHSERTFTHMNMEMI4. S3 on Outposts 1
ft— A< H ey EEEER , B S3 Outposts (OUTPOSTS) , B{EM Amazon S3 APl , By 21E4EH AWS
Outposts Outposts L ZEEBEMMA RS LUABA. BENAXEFEHRER ., SR FEENZER
Virtual Private Cloud (VPC) #Yim BhiEAR , B2/ MY Outpost EFEETEEHETERA . FHETE Amazon S3 &
FETBE — & , 87 Outpost REFETRR LW UEAREKN API MThee , BREFIEEE. MENER, &
ATLLEIR AWS BEE XA, AWS Command Line Interface (AWS CLI), AWS SDK = REST API {#
Fl S3 on Outposts, MMFEFFMER , FHSB T/EZ Amazon S3 on Outposts ? .

(® Note
BAURTFITREN AWS IRF #EXREEITR , BRH— U RHERRBENKRSE. RFITEE
BHEREEY |, 20 Outpost, BE,, FERNEMEMHRE, FRERESTEARTFRRERE
ROYHNESEIAEER (VPC) MIEFIHEBE , URHMPEER, WEESHMEENR , 72
B3 S3 on Outposts 1%
MREVERY —HARETR K BrEBLNERILEERK (VPC) FHTE VPC inBE
F8 AWS PrivateLink 12t fEZEr @ Min B E R EE | 55288 A S3 on Outposts B AWS
PrivateLinko

THEFIREBIAFER AWS EEE#EA, AWS Command Line Interface (AWS CLI) # AR Java
#9 AWS SDK 237 S3 on Outposts 17 8T8,

£/ S3 X2 A

1. BAAWS EEI#ES | WL hitps://console.aws.amazon.com/s3/ B9 Amazon S3 12

Ao

2. TEERAIEEEKS | ##2 Outposts buckets (Outposts F1ZET ),
3. iE#Z Create Outposts bucket (3 Outposts fE1ZET ),
4. 7£ Bucket name (RFEFHRER) 1 , ARETEAAFSBEE BRI (DNS) REBHEE,

RETEAELA

« £ AWS BRF. Outpost , SAX% Outpost FfTE AWS EEiz AEI 2B —E =M,
- REMVZANN 3-63 EFTZE,
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- FERXREF T,
- UWNEFRHBFHRE,

BURFIRER K ERIBEFHLAHE. UFARFETROAENMEEEN , 528 (Amazon S3
ERAEER) FHN—ARREFTEGERA,

/A Important

BRERFTESBTISBRENR  HINIRFRE. EiEOREFITEPZYHH URL
b, ERTREETEERE,

5. 1 Outpost ¥ , EEFELERFITREEH Outpost,

6. 1E Bucket Versioning (@ FETB8RZAEHI) T , #& S3 on Outposts fEFFETEEHY S3 iR A= FIARKEES
ERTHIHEP—@EER :
- Disable (f£ /) (F83%) - 7R SR E RRAZEHIHARE,

- Enable (BA) - $tHIREFITR P HRUA S3 lAEHl, FMEFMEZERFTENYEBSKE
ME—RYRRAS 1D,

WMEE S3 MRARBIMNEFMEN , 528 T ¥ ERY S3 on Outposts EFETREEEIE S3 RAIZER L -

7. (EEM) FIWEEE Outposts RFETRE L EIBR I optional tags (BAER), BRI UEAER
KB ERNERS —HERNEY , IEEARNET D BEEBERERFE TR,

T# W 7E Outposts REFETB PN EMHTEER A LA RRS[IRIMNZEE Amazon S3 ZEMZE £

(SSE-S3) #1TRF. LA AR EEERAARSHNBZEEFRMANME S (SSE-C) RE
B, EENMZEEE | KA REST API, AWS Command Line Interface (AWS CLI) %
AWS BB EH,

8. 1£ Outposts access point settings (Outposts FEREHERE) BERF , MAGFEIE B,

S3 on Outposts 77EU R & ¥ S3 on Outposts FIVHAERIE , B THAREERFRNERE,
FHL B B E 3 Outposts fEFET BN E R MRS, |, B0 LUE AL ix B RHIT S3 WiFiRE,
MBEEZFHMEN , FS2H FEEL
EFEE BB EHH Outpost WIRF AL BERM— |, W ERFEEFEEIIRER S,

9. ¥t Amazon S3 on Outposts ZHUEHZIZE VPC,
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Amazon S3 on Outposts EREER

MERERE VPC |, EiRIZ Create VPC (B3 VPC), MFEHMENA , 528 (Amazon S3 A #H
BrE) ':FE’JE_L{”FEFE}?ﬁAﬁfEﬁ#ﬁ (VPC) fE Y = ER B

Virtual Private Cloud (VPC) AIZR&#& AWS BRI BN ZI IR E R E AR, EEERMRREHE
ERPOPRENERERIFEERL , BEERER TEREERRENEZAWS

10. (BRIEF VPC &) F AW is B iEEEndpoint subnet (i 2 F#E2%)o
FHREE A VPC 1Y IP fuutgiE, REREEEN FHEE , 75212 Create subnet (B ¥
). MEFEZFHMENA , B2 BEAM S3 on Outposts A

1. (BREF VPC 1i&) F AL FEEEndpoint security group (B L £FH).

LZEEHEMAERABUARFBEARBELERE.
12. (BB A VPC 1i&) F5i#Z Endpoint access type (mEFHEEER)

- ?B-E VPC —2EMA,
- EFHAEN IP- EREHEFEEANEFHEEN IP LUK E (ColP £E) —EEMA,

13. (i#A) #8E Outpost FELEBUR, R AL BEBEREFEEA Amazon Resource Name (ARN) ,
BRI EBRERPEAZER.

14. J&$E Create Outposts bucket (237 Outposts EFZETE).

® Note

BB Outpost I B AR ENREFITBERMRETUMCH |, sEEE 5 PiE, EERE
HiEEFETERE , 57582 View details (RFFME )

£ AWS CLI
Example

T HIEa5I6E A AWS CLI 37 S3 on Outposts f#17ETEE (s3-outposts:CreateBucket), BEHIT
e, RUEBECSWEREBMN user input placeholders,

aws s3control create-bucket --bucket example-outposts-bucket --outpost-
id op-0lac5d28a6a232904
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FEREARN Java ¥ AWS BB EY

Example

WNEE GN{AIf6E A A A Java B9 AWS SDK Z137 S3 Outposts fEfZETEEREH] |, 5528 CGERAR Java 1
AWS SDK 2.x NG &i51) F#Y CreateOutpostsBucket.javas

#118 S3 on Outposts fE1FET B K IE R
ST LLH 8 S3 on Outposts FF I BIEHE | MUBKHER SRR ERREN RN LY.

(® Note
BAUREITRN AWS IRF BERFEEE AR - UREHERNIRS,

£/ S3 x4

1. BAAWS EEX#EA , WA hitps://console.aws.amazon.com/s3/ B Amazon S3 F 12
Bo

EERIEEEKF | 22 Outposts buckets (Outposts FETZETEE).

BETELEREHEZEN Outposts RAFETE.

EEBMREIER.

Tt Tags (B’&,) T 7 , ##E Edit (f"EE).

#IF Add new tag (FTIEER) , AR A SW/ABIEE,

¥riEEEE Outposts REFITB BB ETER , LUEHHER BERHFREFHEMNGRE
7. i#iZE Save changes (RREEE),

o a0 kA DN

fEH AWS CLI

T %) AWS CLI €465 B BIERKHIEEZER (tagging. json) B JSON X # |, SEBHALEE
A S3 on Outposts RFETEE L, EEMFEALES , FALREBCHWERNREE user input
placeholder,

aws s3control put-bucket-tagging --account-id 123456789012 --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outposts-
bucket --tagging file://tagging.json
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tagging. json

{
"TagSet": [
{
"Key": "organization",
"Value": "marketing"
}
]
}

T % AWS CLI #EiflEE#fam TS EHBERER M S3 on Outposts fEFETE L,

aws s3control put-bucket-tagging --account-id 123456789012 --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outposts-
bucket --tagging 'TagSet=[{Key=organization,Value=marketing}]'

MEBSWEFMER , 52/ AWS CLI 2EF ) put-bucket-taggingo

FARFFIRBEEE Amazon S3 on Outposts FE1ZETEER1ZEY

FHEITREREERA AWS ldentity and Access Management (IAM) BUE |, o] B RAGZENEF AT 1% T 17
FEEEEREGTHYG. AERETERESETERIBRERAETENRE., EZIRTERNTTE
EAZERETEHREERFEENMERErRYHY. REFEBERNX/NREHA 20 KB, MEFHE
7, F2RRETBEE.

BRI E R R EBRUEEYH Amazon S3 on Outposts fE1ZErEEIIZEL, MEFMEN , BHSH
THIEE,

£ |

- W HEmE Amazon S3 on Outposts fE1ZET M FHZETRBER

« ¥4 Amazon S3 on Outposts FEZITENEEFEIFEEER

- MiBX Amazon S3 on Outposts FEZET BN FEEFEITEER

- FFETRBREM]
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18 K #wmEE Amazon S3 on Outposts FE1FETEE M FFEr BB BUR

HEERBERREERE AWS Identity and Access Management (IAM) BUR | o] A SRAS1FENGEF AT % F o
FEEEEREGTHYG. AERETBEREESEVEIBRREREFTENRE., EZIRTIERNTTSE
ERERTFIBHEERFEEENAMERFIrBYYE. RTITRBERHNANRFA 20 KB, MEFMHE
7, F2RREFEEE.

THEBERBUMAFER AWS EE XA, AWS Command Line Interface (AWS CLI) 2 E#7
Amazon S3 on Outposts 7T 88 BUR EA R Java 5 AWS SDK.

£/ S3 A

BUSmEMTIEBR

1. BAAWS EEFHEA WHABMR https : //https://console.aws.amazon.com/s3/ B Amazon S3
FEA,

ELEBIBEEKAF |, 82 Outposts buckets (Outposts fE1ZETEE),
BEELERFEHRZEFIFRECERN Outposts /EFETE.

BEFFAURLIER,

£ Outposts R FIFRBEE D , EEEURMEMBK , FEEEdt (RE).

o ~ w0 b

REE A LA R 4mEE S3 on Outposts EFETRRIBEK, MEFMEF , FSEFEH S3on
Outposts 5% E IAM,

£/ AWS CLI
T %) AWS CLI #%|&7E Outposts 1ZiTE EMBEBUR,

1. BUTRFEBBERFRFE JSON ERHR, EH&EHFH , BRWE A policyl. json, UERS
BB user input placeholders,

JSON

{
"Version":"2012-10-17",
"Id":"testBucketPolicy",
"Statement": [
{
"Sid":"st1l",
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"Effect":"Allow",
"Principal":{
"AWS" :"arn:aws:iam::123456789012:xoot"

}I

"Action":[
"s3-outposts:GetObject",
"s3-outposts:PutObject",
"s3-outposts:DeleteObject"”,
"s3-outposts:ListBucket"”

]I

"Resource":"arn:aws:s3-outposts:us-
east-1:123456789012:outpost/op-0lac5d28a6a232904/bucket/amzn-s3-demo-bucket"
}

2. 123 JSON #EZRLUMA put-bucket-policy CLI S —Ep5, EEHTHGT , FUEED
WE B user input placeholders,

aws s3control put-bucket-policy --account-id 123456789012 --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outposts-
bucket --policy file://policyl. json

FERBEAR Java B AWS BEZEH

THEMAR Java KB B EHF 4|7 Outposts fEfFRTHE L B HR,

import com.amazonaws.services.s3control.model.*;
public void putBucketPolicy(String bucketArn) {
String policy = "{\"Version\":\"2012-10-17\",\"Id\":\"testBucketPolicy\",

\"Statement\": [{\"Sid\":\"st1\",\"Effect\":\"Allow\",\"Principal\": {\"AWS\":\"" +
AccountId+ "\"},\"Action\":\"s3-outposts:*\",\"Resource\":\"" + bucketArn + "\"}1}";

PutBucketPolicyRequest reqPutBucketPolicy = new PutBucketPolicyRequest()
.withAccountId(AccountId)
.withBucket(bucketArn)
.withPolicy(policy);

PutBucketPolicyResult respPutBucketPolicy
s3ControlClient.putBucketPolicy(reqPutBucketPolicy);
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System.out.printf("PutBucketPolicy Response: %s%n",
respPutBucketPolicy.toString());

}

¥#8 Amazon S3 on Outposts fEfZErBE MY REZETEEBUR

FERBEREUNERAERA AWS Identity and Access Management (IAM) B3R |, &R LA B L&
BRREEFENFAIRTRFTRBRETYYH. REREFTREEEVTEVBRERFIROER, &
IRETrRNITESERERTFTREGERFEENERETBYG. BRETRBEEN K DNRFA
20 KB, MNEEZFHMEN , F2H BFIEER.

Ty EBEREBUMEH AWS EEE$#E A, AWS Command Line Interface (AWS CLI) = i@ AR Java
#9 AWS SDK 3448 Amazon S3 on Outposts 17 Er B2 BUR

/A S3 2 A
B SimE R F R BUR

1. BEAAWS BEEX#A , WFABYLR hitps://console.aws.amazon.com/s3/ ) Amazon S3 &

=

2. HEERAIEEEKS , iEIZE Outposts buckets (Outposts E1ZETE).

3. EELEREHEHFTAM Outposts FEFETEE.

4. £ Permissions (5 ) 2%,

5. 7 Outposts EFETRBBERT , KA URRARENRFIRBEE. NFESFHFHEF , F28 £A
S3 on Outposts X 7E 1AM,

£/ AWS CLI

T %I AWS CLI £5|H#8 Outposts FEZETENEBIR., ZEHTHG S , BALBCSWERIN user
input placeholders,

aws s3control get-bucket-policy --account-id 123456789012 --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outposts-
bucket

FERERR Java B AWS EEBEREH
THEAR Java B EHEFIENE Outposts fEFEITEHEER,
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import com.amazonaws.services.s3control.model.*;

public void getBucketPolicy(String bucketArn) {

GetBucketPolicyRequest reqGetBucketPolicy = new GetBucketPolicyRequest()
.withAccountId(AccountId)
.withBucket(bucketArn);

GetBucketPolicyResult respGetBucketPolicy
s3ControlClient.getBucketPolicy(reqGetBucketPolicy);

System.out.printf("GetBucketPolicy Response: %s%n",
respGetBucketPolicy.toString());

filEX Amazon S3 on Outposts & FETEE MY fEFETREBUR

RERBERRUERABERRN AWS Identity and Access Management (IAM) BUR |, & A LAEFE L
BRREEFNFAIRTRFTURBRRETYH. RERGFETRBEEETEVBCRERFIROBN, &
IRETrRN IS ERERTFITRERERFEENEREITBYMG. RETRBEEN X NRFIA
20 KB, MIEEZFHMEN , FF2R RETRBECE.

Ty EBEREBUMAER AWS EEF#EA 5 AWS Command Line Interface (AWS CLI) R#21%
Amazon S3 on Outposts fE1ZEFEEBUER,

M S3 =2 A
& ZMBRAEFIBERE

1. BABUMYR https://console.aws.amazon.com/s3/ B Amazon S3 £# A,
EERIEEEESF | 22 Outposts buckets (Outposts HE1ZETEE),
BELEHFBEHTH Outposts EFETE,

22 Permissions (55 1) 2%,

£ Outposts bucket policy (Outposts @& #FET B BUR) [BERH |, iEIE Delete (MHER).
HERRMIBR .

2
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£/ AWS CLI

T5IgHlREEA AWS CLI ik S3 on Outposts #7578 (s3-outposts:DeleteBucket) Hf#EF
BFEER, EERTUGS , RULZBCWEREN user input placeholders,

aws s3control delete-bucket-policy --account-id 123456789012 --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outposts-
bucket

R BRI

£ S3 on Outposts REFEFEBE | WA LIR 2 #h77E S3 on Outposts REFEFEPHYMG , FER
EEEEENTNERESEEREM. CEZTUM L ERBEESEEETTNFEAERFER S3 on
Outposts iR

AEFFE T S3 on Outposts EFETHEBER 2 —MEARGIVES, EETAUHAELEBX , FEALECEH
B (Bl EIrEE®) B user input placeholders,

EERTHIERE AT | EALLE Amazon Resource Name (ARN) MEMtE EFERAERF T
(*)o BN , WAIEHEAEAFERBESI UGB ENBIEEE RN —EYWHEEHE , 6110 .html,

% AWS Identity and Access Management (IAM) BURRE S WEFMIE R , 5520 £/ S3 on
Outposts 5% E IAM,

(® Note

£/ Amazon S3 1 A FBIE s3outposts FFAIEF , BAARFERAMENEAET
A] : s3outposts:createendpoint, s3outposts:listendpoints , SALtLERH#E,

RAREMFEEIFRBCRIEtER

B

\

« WFEEE L S3 on Outposts REFITRBBERRIEAN IAM BEREIE., ERNRHERFE K F28
Amazon S3 on Outposts BV EIE., BRFFEHSE.

« WMFEE I S3 on Outposts BRI S| , FES BB % Amazon S3 on Outposts f#FETEE Y /17
BB IR,

e
- BIBEE IP Uit EE Y Amazon S3 on Outposts 7T 1ZEY
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BIFEE IP Lt EEE Amazon S3 on Outposts f# 17 BT B8 #Y 17HL

I RBERREERE AWS Identity and Access Management (IAM) B3R | o] FA SR AS 2 EN G AT 52 F o
FEBREREGTHYG. AEREFTFBESEVRYBREREFIFBNEN., ERIRFrRNTTE
EAERFTRESERFEENMERETEBYG. RFTRBRBEENKDRFIS 20 KB, MEFHE
A, F2RREFEFEBE.

FR&ISHEHSE IP U I TEER

THEHERBAAEREHEERFITBHOMHBITEM S3 on Outposts FE , BRIFFBRRBIEE
Y IP st S5,

@ Note

BREVEAFE IP Lt FENRS | SEFEESRMIEE 7 WL VPC 3. VPC RIR IP f ikt Ep
IP {31t /T LA7FEX S3 on Outposts f#7Erie. B H , IR EHNBURIERMMEEAEZEL A S3on
Outposts 18T 88 Y W B11TE @ s3outposts #B4E , MERBZEFMBEENEFT , BITTEE
SAEHREFITRNFEE,

L BURREY Condition BRANEA 192.0.2.0/24 BHI A RFF 2R BERBEAIBES 4 IR (IPv4) IP
it EE,

Condition E##EH NotIpAddressi&HF aws:Sourcelp RHREIE , B2 AWS BEFHR5]
#, aws:Sourcelp RHSBETRARLE IP ut#HE, WEELEHSBFHMEN K F2HREAR
S3 on Outposts BEIYE, ERFAMFEH L8, aws:Sourcelp IPv4 EEFEHIEX CIDR K%, MERF
MEF , F2H (AM EHEERM) 8 1AM JSON BHETESE,

/A Warning
fEA L S3 on Outposts R 2 8l , s AEE WA RGEER L EHIFE 192.0.2.0/24 1P
utEE, B8 , BAEFIEFITEBNEED,

{

"Version": "2012-10-17",
"Id": "S30utpostsPolicyIdl",
"Statement": [

{
"Sid": "IPAllow",
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"Effect": "Deny",
"Principal": "*",
"Action": "s3-outposts:*",
"Resource": [
"arn:aws:aws:s3-outposts:region:111122223333:outpost/OUTPOSTS-ID/
accesspoint/EXAMPLE-ACCESS-POINT-NAME",
"arn:aws:aws:s3-outposts:region:111122223333:outpost/OUTPOSTS-ID/

bucket/amzn-s3-demo-bucket"

iF
"Condition": {
"NotIpAddress": {
"aws:Sourcelp": "192.0.2.0/24"

}

B AEF IPv4 F IPv6 {23t

EFAER IPve itk , BERTRE IPv4 SE A EEM IPve (it SEREHABMN AR
R, ERMABRBRBREEIRS IPv6 REEER.,

T % S3 on Outposts AFITBHRREHF S RENESHER IPv4 B IPv6 Lt EE , SUREMBAB AT
ENAERIP ik, BERSHAFFFEL IP k&6 192.0.2.1 88 2001 :DB8:1234:5678::1 , ¥ H
IR 203.0.113.1 B2 2001 :DB8:1234:5678:ABCD: : 1,

aws:Sourcelp RHSBETARLE IP [yt £ E, aws:Sourcelp By IPv6 EXEAAIZE%E CIDR
B & IPve , RPIXEMFEA :: KK 0 WEE (Hla0 , 2001:DB8:1234:5678::/64), WITEFFHH
&, #28 ((IAM FRERE) P8 IP HHEHFEE T,

/A Warning

Rt S3 on Outposts R 28l , BLAEE W FEARGIETLLEF P IP U EHE, &
Bl , #agee Rk EFIFEITRNEED

JSON

"Id": "S30utpostsPolicyId2",
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"Version":"2012-10-17",
"Statement": [
{
"Sid": "AllowIPmix",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:root"
}I
"Action": [
"s3-outposts:GetObject",
"s3-outposts:PutObject",
"s3-outposts:ListBucket"
1,
"Resource": [
"arn:aws:s3-outposts:us-
east-1:111122223333:outpost/op-01lac5d28a6a232904/bucket/amzn-s3-demo-bucket",
"arn:aws:s3-outposts:us-
east-1:111122223333:outpost/op-01lac5d28a6a232904/bucket/amzn-s3-demo-bucket/*"
1,
"Condition": {
"IpAddress": {
"aws:SourceIp": [
"192.0.2.0/24",
"2001:DB8:1234:5678: : /64"

},
"NotIpAddress": {

"aws:SourceIp": [
"203.0.113.0/24",
"2001:DB8:1234:5678:ABCD: : /80"

5l Amazon S3 on Outposts AT EE

£ Amazon S3 on Outposts , &R LAfE AWS Outposts EE I S3 EZTE | WHHEEAKER
FE, AEEREENEREZENERER , TANHBEBRRERAEEI M. S3 on Outposts {4
#9128 5] S3 Outposts (OUTPOSTS) , ©f# A Amazon S3 APls , EEEEK 2% E M MRS L
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D#EA Bis®EN 5N ERER AWS Outposts, & 0] LAE A FEUE M EB Virtual Private Cloud (VPC)
A im BHEAR | BEIRMY Outpost EEETEEETIEMN . MMBRTE Amazon S3 EFETHE —# , &1E Outpost &
FEFEE LA UAFE A REH APl FThee , BIEFEUBEE. MBENMERL. B LUER AWS EEEEAE

AWS Command Line Interface (AWS CLI), SDK =% REST API £/ S3 on Outposts, AWS SDKS in
FFHMER , 58 RB1EE Amazon S3 on Outposts ?

WMFEREA S3 on Outposts FEFIFBENFMEENR , F2E £/ S3 on Outposts FFITE

THIEHIERBIAER AWS EXE XA AWS CLI, H B S3 on Outposts fEZETEHEE BAR
Java B9 AWS SDK.

/A S3 XA

1. BRI https://console.aws.amazon.com/s3/ BJ Amazon S3 £ 5,
2. EERIBEHKT , ##2 Outposts buckets (Outposts FETFETEE).
3. & Outposts #FETE T , 847 S3 on Outposts EFETERIEE.

A AWS CLI

T 5 AWS CLI £85I &H48 Outpost FHIREFETREE, EEFTIHGS , FUALEBCHNEARRE
8l user input placeholder. MFE W THFMEN , FSE AWS CLI BEH M list-regional-
buckets,

aws s3control list-regional-buckets --account-id 123456789012 --outpost-
id op-0lac5d28a6a232904

FERAEAR Java B9 AWS BZEH

THEAR Java B R EHEHIES Outpost FIVREFETRIBE., WFEFHMAE
Simple Storage Service API & i}y ListRegionalBuckets,

5528 Amazon

iull
3

import com.amazonaws.services.s3control.model.*;
public void listRegionalBuckets() {
ListRegionalBucketsRequest reqlListBuckets = new ListRegionalBucketsRequest()

.withAccountId(AccountId)
.withOutpostId(OutpostIld);
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ListRegionalBucketsResult resplListBuckets =
s3ControlClient.listRegionalBuckets(reqListBuckets);

System.out.printf("ListRegionalBuckets Response: %s%n",
respListBuckets.toString());

FRAERAR Java B AWS CLI # BIEZEHES S3 on Outposts f#
FETRE

&8 Amazon S3 on Outposts , A LLE AWS Outposts L2 S3 fFETEE | WEHHWEEAKER
FH, AEERNEENENRENERAER  FANHSRERFHRAMEEY 4, S3 on Outposts 121
ey 7885 S3 Outposts (OUTPOSTS) , ©fEA Amazon S3 APIs , EEEZNZELEEMMF RS L
DA Bis®EN 5 XN ERER AWS Outposts, & 0] LAE A FEUE M EB Virtual Private Cloud (VPC)
MY BHEAR |, BERRY Outpost RFETRRETEM. FHTE Amazon S3 FEFETE — & , 87 Outpost
FErRE LA UAE A REH API FIThee , BIEFEUBCE. MBMERL, B LUER AWS EEEEA.
AWS Command Line Interface (AWS CLI), SDK & REST API £/ S3 on Outposts. AWS SDKs I
EFMER |, m2E T ER Amazon S3 on Outposts ?

T % &35 57 88 an{a] 55 F§ AWS CLI 1 EX1§ S3 on Outposts 2878 EH M Java B9 AWS SDK.,

® Note

E#8&iB AWS CLI AWS SDKs £/ Amazon S3 on Outposts B , A LLA Outpost 12 77E
2 ARN , B RFEEAEE, 7HE ARN FEAUTHER , Hf region 2 Outpost FT7E[E
B AWS B X5

arn:aws:s3-outposts:region:123456789012:outpost/op-0lac5d28a6a232904/

accesspoint/example-outposts-access-point
I S3 on Outposts ARN WFFHIEEA , 752 E EA M S3 on Outposts FWER ARN,

A AWS CLI

T 51 S3 on Outposts &fiIfEA AWS CLINSREFETE, EEFTIGS , FALCEBCHNEFRREME
user input placeholder, MFTE W FHFHMEN , FSE AWS CLI B2EH W get-bucket,
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aws s3control get-bucket --account-id 123456789012 --bucket "arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outposts-
bucket"

FERABEAR Java B9 AWS BEEH

T %I S3 on Outposts EHIEABAR Java WEREHNH , IS —EREFTE. NEFHMAEHR ,
Amazon Simple Storage Service APl 2Z f ) GetBucket,

3
¢
dn

import com.amazonaws.services.s3control.model.*;
public void getBucket(String bucketArn) {

GetBucketRequest reqGetBucket = new GetBucketRequest()
.withBucket(bucketAzrn)
.withAccountId(AccountId);

GetBucketResult respGetBucket = s3ControlClient.getBucket(reqGetBucket);

[ n

System.out.printf("GetBucket Response: %s%n', respGetBucket.toString());

ffl Bk Amazon S3 on Outposts #1785

%8B Amazon S3 on Outposts , A LATE AWS Outposts L2 S3 REFHE  WHHEEAMERE
BER, AEEREENENEENERER K ERASHBRIFHMBEEMHF. S3 on Outposts 12
H—E=FHFEEER , B S3 Outposts (QUTPOSTS) , /A Amazon S3 APl , B2 EEH AWS
Outposts Outposts F I ZEEEMERISE LURFA, HEANAXNFRER., BUEATRENER
Virtual Private Cloud (VPC) B BiiE# , BE2EH Outpost FZETEETEH. MR Amazon S3 &
FETE — & , 87 Outpost REFETR LW MAEAREHN API MThee , BREFIEER. MENER, &
AT LR AWS BEEEEA. AWS Command Line Interface (AWS CLI), AWS SDK = REST API i
A S3 on Outposts, MFEFMEN , FFZ B TE=E Amazon S3 on Outposts ? .

WEEREA S3 on Outposts EFETRERIFFMIERR , 52/ £ S3 on Outposts EFETE.
BURFITEN AWS IRF HERHEERE AR —TLUSEHMERIIRS,

(@ Note

« Outposts EFETREMBRZ BT LA LFZE,
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Amazon S3 £ AT K& S3 on Outposts ¥HENE., & ZEMIER S3 on Outposts FEFETEEH
Y4, S%AEHA REST API, AWS CLI 5 AWS SDK.,

o IBABELEMBRFEZETEMFTA Outposts ZELEL , FBEMIBR Outposts fEZITHEE, MEE S
B , B2 MBREFEEE,

- BERREMBRRNFEEFRTE,

THEFIREMAER AWS EEE#E A F AWS Command Line Interface (AWS CLI) filBk S3 on
Outposts A FHTRE.

£/ S3 x#A

1. BAAWS BEXEA |, WA hitps://console.aws.amazon.com/s3/ B Amazon S3 F 32

=
2. EERIEEBE®KD | B2 Outposts buckets (Outposts FE1ZETEE),
3. EELEMBRMNBEFETRE , RREE Delete (MER),
4. FEFEMIER.

A AWS CLI

T &I REERA AWS CLI Bk S3 on Outposts 7 Er#8 (s3-outposts:DeleteBucket)e HFE
TGS , BUBBECSHWERRN user input placeholders,

aws s3control delete-bucket --account-id 123456789012 --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outposts-
bucket

{# Amazon S3 on Outposts 1ZEUE

& Z17H Amazon S3 on Outposts A FETEE , BAX AR MEEFEE.

FHE$H % Amazon S3 FHIHAERE  BILEEABRENERER. THEAEEIIFEFITENIE
TERRE B |, ST LA S LU B R 1T Amazon S3 ¥I4HR1E |, #l40 GetObject F PutObject,
£/ S3 on Outposts , &4 AEAFEERFZE Outposts FEFITR PN MG, FREESEER
FHBEE L
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® Note

B3I Outposts #FRTERAY AWS IRF HERZMEFTE | ARME —TTUAEERFIHAYIR
Eo

THEERE T MAE I FEE S3 on Outposts fEFZETEFEE,
£

« ¥ S3 on Outposts fZHV B

- $H¥ER S3 on Outposts REFTBERHFEHAREITBEXEA
- BB FERBAEREMAHEBIEFA

« 18 Amazon S3 Outposts FEV B E

- MIERTFELE

- FBYIRETIAMBER

« &F S3 on Outposts FEEBE

#2137 S3 on Outposts 1ZHLE

% Z17H Amazon S3 on Outposts A 1FETEE |, EAEE S FEREFEE.

ZEVEE Y Amazon S3 I HAERE , BLEBEARENEREFEE, FREAEZERFEITENE
EHBRIRE, | BT LU A IE L i B SR 11T Amazon S3 ¥I4H R 4E |, 0 GetObject M PutObject,
£/ S3 on Outposts , RAZEE A FEUERFE Outposts REFETRPWEMY4. FREHEIEER
SEERXEU,

THIgEEFIREIAER AWS EEE# A, AWS Command Line Interface (AWS CLI) # i@ AR Java
#) AWS SDK Z1I S3 on Outposts ZE1 %,

(® Note

B3I Outposts @ FRTEEAY AWS IRF SRR ETE | ARME - UAEEREFIFA IR
F.
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£/ S3 XA

BRI hitps://console.aws.amazon.com/s3/ B9 Amazon S3 A&,
EERIEEEKS | 122 Outposts buckets (Outposts 17T ).
BIEZLEAHRE Outposts 7ELEHY Outposts 7T 8.

i##2 Outposts access points (Outposts ZE ) R5IEZEH.

7 Outposts access points (Outposts fZEUEL) EBERH |, iE1E Create Outposts access point (1L
Outposts ZHLE).

6. 1E Outposts access point settings (Outposts FEREEZE) F , MATFERENERE K RRBEFTRN
ZL#Y Virtual Private Cloud (VPC),

7. WMREEEFIGEIEMBE , ATLLTE Outposts access point policy (Outposts ZERBHBUR) [EE
B,

o & w0 bd =

MEBEZFHMEN , 528 £A S3 on Outposts F%E 1AM,

£/ AWS CLI
Example

T35 AWS CLI €862 31 Outposts EFETRMNEFINE, EEHTHGT  FUEEACSHERDK user

input placeholders,

aws s3control create-access-point --account-id 123456789012

--name example-outposts-access-point --bucket "arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outposts-
bucket" --vpc-configuration Vpcld=example-vpc-12345

EABEAR Java B AWS BRBFEREN

Example
M £ FEA % Java 9 AWS SDK % S3 Outposts BEH BRI FREWEA , HSH GEAR

Java B9 AWS SDK 2.x 25 #ifl) H ) CreateOutpostsAccessPoint.javas
E¥ERY S3 on Outposts RAFETRRFEEFE AR FITREN A

# R S3 on Outposts , A MAFMERAE Outposts WP AWE, SRELMRER
#HFEEEE | S3 on Outposts B EBEEFRERSE. H TN ETENTEREEALER
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2 R1% , MARFHE Amazon Resource Name (ARN). #if | & AT LAE A ZELE BB RBITYHE
W, Bl PUT, GET, LIST &%, WFELRENEE , 20 EARNEEYHH Amazon S3
AP| #1E,

THIEHIFERT BB my-access-point 2 1FEEH ARN FEEEBIE,

- 77H1% ARN - arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/accesspoint/my-
access-point

s FHUERIE —my-access-po-00lac5d28a6a232904e8xz5w8ijx1qz1bp3i3kuseld--op-s3

MEFE ARN HWEFHER , 52 (AWS — 2 %E) H# Amazon Resource Name (ARN),

MEEDRHBBNFHEES , F2ETIERE,
ES-
- FHERIE

« 7£ S3 on Outposts Y1 EEFFERFEREEIA
- IR

TFELRE Bl &

FEE BIA R 1EE S3 on Outposts AFEFRERNGTEZEARIN, ELELFIEE , S3on
Outposts EEBE4AB|EZEFENFIHAE. FEHBIBZRFEE M S3 on Outposts fEFETE B BHVAT
BER , WHTHEDHEK :

access point name prefix-metadata--op-s3

® Note

--op-s3 BBERBAENENE , ALESTESHANGRETrEREINEEE, WFE S3on
Outposts EFETE TR AMNEFMERR , 5520 F£H S3 on Outposts FHFETE,

SHREDMHEB

T 5| &6 @R R EHR Amazon S3 £ A AWS CLISHRZEHEAIE.
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Example : £ Amazon S3 £ A S KU EREFIH A

EXRADENEFEEE 2% , B L Access Points (12EUE) 7BEF K Access Point alias (1ZHUE B!
) WEEEIREEE.

BREWMEG A

1. BRI https://console.aws.amazon.com/s3/ B Amazon S3 £ A,
2. HEEAIEEEKS  #IZE Outposts access points (Outposts FHLE).
3. EERRTFIHAE , FEITTIHAP—EEE

 7£ Access Points (7EUE) BEF , ERENHBEEEMNBEZRE , AERIERE Copy Access
Point alias ((BREFHEBIR).

- BEFINEAERE, A% , £ Outposts access point overview (Outposts ZEREB#IE) T , ER1E
V2

Example : fEf B FHE , AWS CLI ¥ EEEHSKFIE RS

T %] create-access-pointdis AWS CLI Sl 2V FEE , YENEHEENEFRERNE, &
EHTHGT , FUEBECWERAERMN user input placeholders,

aws s3control create-access-point --bucket example-outposts-bucket --name example-
outposts-access-point --account-id 123456789012

{

"AccessPointArn":

"arn:aws:s3-outposts:region:123456789012:outpost/op-0lac5d28a6a232904/
accesspoint/example-outposts-access-point",

"Alias": "example-outp-o00lac5d28a6a232904e8xz5w8ijx1qzlbp3i3kuseld--op-s3"
}

Example : £/ EUEFEER BI& AWS CLI

T %l get-access-point@H AWS CLI @l EREEFIMENEBER. LEATIEFTIER
F. BEEHTHGT , FUEBCWEREBN user input placeholders,

aws s3control get-access-point --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outposts-
bucket --name example-outposts-access-point --account-id 123456789012
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"Name": "example-outposts-access-point",
"Bucket": "example-outposts-bucket",
"NetworkOrigin": "Vpc",
"VpcConfiguration": {
"VpcId": "vpc-01234567890abcdef"
I
"PublicAccessBlockConfiguration": {
"BlockPublicAcls": true,
"IgnorePublicAcls": true,
"BlockPublicPolicy": true,
"RestrictPublicBuckets": true
I
"CreationDate": "2022-09-18T17:49:15.584000+00:00",
"Alias": "example-outp-00bld075431d83bebde8xz5w8ijx1qzlbp3i3kuseld--op-s3"

Example : £/ 5 HFER S HFERBIE AWS CLI

list-access-points W HM T5 AWS CLI €45 HisEFIREWEREEF. LLERATFEEFIE
BB, BEEHTHGS , BAEBECHENARN user input placeholders,

aws s3control list-access-points --account-id 123456789012 --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outposts-
bucket

"AccessPointList": [
{
"Name": "example-outposts-access-point",
"NetworkOrigin": "Vpc",
"VpcConfiguration": {
"VpcId": "vpc-01234567890abcdef"

b
"Bucket": "example-outposts-bucket",
"AccessPointArn": "arn:aws:s3-

outposts:region:123456789012:outpost/op-0lac5d28a6a232904/accesspoint/example-outposts-
access-point",
"Alias": "example-outp-00bld075431d83bebde8xz5w8ijx1qzlbp3i3kuseld--op-s3"
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£ S3 on Outposts ¥R EH F A FEUE BB

RRAFIEE , AU UAERAFIRHE K MATEETARENERNREE,

It AWS CLI EI% 7~ S3 on Outposts f#FhTEget-objectViR{E, WEHISERTFTIHERBRIER
--bucket W{E , MIEZTEFEE ARN,

aws s3api get-object --bucket my-access-po-
00b1d075431d83bebde8xz5w8ijx1qz1lbp3i3kusel0--op-s3 --key testkey sample-object.rtf

{
"AcceptRanges": "bytes",
"LastModified": "2020-01-08T22:16:28+00:00",
"ContentLength": 910,
"ETag": "\"00751974dcl46b76404bb7290f8f51bb\"",
"VersionId": "null",
"ContentType": "text/rtf",
"Metadata": {}

}

PR %

- BEREERENS
- FEEERRIAEEMBR. BRIER,

o BEEASTFEVEBIE AR S3 on Outposts 2 #|FH#EE, WZE S3 on Outposts EH| FHIRMEFE |
ESRERANEEM#FZEEM Amazon S3 Control API #24E,

 BI&TBER M AWS Identity and Access Management (IAM) B3R,

BRI AARERY B E

TZE BT Y Amazon S3 FHAERE , Bt EBEARENEREFEE., FREAEZERFEITEMNE
EHBEIRE, | T LU A IE L i BE SR 1T Amazon S3 ¥)4H R 4E |, I GetObject M PutObject,
£/ S3 on Outposts , AZEE A FEUERFE Outposts REFETRPW M4, FREEIEER
FEERXELU,

THIEERPBUMAER AWS EEEEA. AWS Command Line Interface (AWS CLI) #1 E S3 on
Outposts FERE M REEFA BAM Java B9 AWS SDK,
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£/ S3 XA

1. BRI R https://console.aws.amazon.com/s3/ BJ Amazon S3 &,
2. EERIBEBKF , I Outposts access points (Outposts FHUE).
3. EELEMRERFMENN Outposts FELE,

4. £ Outposts FEUEBIET , REFERMWARFHEEN.,

/8 AWS CLI

T 5 AWS CLI £85I &€H48 Outposts fEFETRHNFEE. SUEBSHWEARNR user input
placeholders,

aws s3control get-access-point --account-id 123456789012 --name arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/accesspoint/example-outposts-
access-point

FRERAR Java B AWS BIREH
THEAR Java R EMHEHIES Outposts FEFATEAFENE,

import com.amazonaws.services.s3control.model.*;
public void getAccessPoint(String accessPointArn) {

GetAccessPointRequest reqGetAP = new GetAccessPointRequest()
.withAccountId(AccountId)
.withName(accessPointArn);

GetAccessPointResult respGetAP = s3ControlClient.getAccessPoint(reqGetAP);
System.out.printf("GetAccessPoint Response: %s%n", respGetAP.toString());

¥24R Amazon S3 Outposts FHUEEE

TZEVBE Y Amazon S3 FIHAERE , Bt EBEARENEREFEE, FREAEZERFEITEMNE
EHBEIRE, | T LU B L i B SR 11T Amazon S3 ¥4 4E |, I GetObject M PutObject,
£/ S3 on Outposts , AZEE A FEUERFE Outposts FETRPW M4, FREEIEER
SEEERXELU,
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THEBERBMMAER AWS EEF#EA, AWS Command Line Interface (AWS CLI) 1 E S3 on
Outposts FFEVEHYEE BEAR Java B AWS SDK,

£/ S3 A

1. BARKfIM https://console.aws.amazon.com/s3/ B Amazon S3 £ A,
2. TEERIEEE®KD , B2 Outposts access points (Outposts FZELE).
3. 7 Outposts FFEXVE T , #EJ S3 on Outposts FFELE.

£/ AWS CLI

%] AWS CLI €415 1 Outposts EFETRMNEFIME, EEIHTHGT K FUAEACSHERDK user

input placeholders,

aws s3control list-access-points --account-id 123456789012 --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outposts-
bucket

FERERR Java B AWS BEBEHS

THEAR Java WRAREMHEHISI L T Outposts /EFETEE A FELE,

import com.amazonaws.services.s3control.model.*;
public void listAccessPoints(String bucketArn) {
ListAccessPointsRequest reqlListAPs = new ListAccessPointsRequest()
.withAccountId(AccountId)

.withBucket(bucketArn);

ListAccessPointsResult resplListAPs = s3ControlClient.listAccessPoints(reqlListAPs);
System.out.printf("ListAccessPoints Response: %s%n", resplListAPs.toString());

il BR 17 B R

TFER & ¥ Amazon S3 FIVHAERIE ML ERARENERNER. FREAEZIREITENIE
EHBREIRE, | T LU B L i BE SR 1T Amazon S3 #I4F#R4E |, 0 GetObject M PutObject,
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£/ S3 on Outposts , EHZA M FEFRFE Outposts EFETER P EMYH, FIREEXEER
EREXEL.

T oI REBMAER AWS EEFEA M AWS Command Line Interface (AWS CLI) R 7ZEX

£/ S3 =2 A

1. BIRIM https://console.aws.amazon.com/s3/ B Amazon S3 A,

2. TEERIEEEKD , ##Z Outposts access points (Outposts FZELE),

3. 1£ Outposts access points (Outposts FEUE) EEF |, EEFEELEEZMBERA Outposts FFELE,
4. E#Z Delete (MER),

5. MR,

£/ AWS CLI

T 5 AWS CLI £4IfBx Outposts FFELE ., EEHTHW T , FUAELBSHWERRN user input
placeholders,

aws s3control delete-access-point --account-id 123456789012 --name arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/accesspoint/example-outposts-
access-point

#T i SR BB IV BUR

ZHUEE Amazon S3 on Outposts IR EBZFREETHEMBE RIIEAN TR MAEKEE,
SEFNHEEHSEFATEITNEREBER , BRI ESHNEERREETENF I EBRERE,
MEFZFHMEN , F2E FEE.

THEBENBAER AWS EEXEA. AWS Command Line Interface (AWS CLI) M @A R Java
A AWS SDK #Ti8 =i #%¥8 S3 on Outposts FERBBUR,

£/ S3 £ A

1. BRI https://console.aws.amazon.com/s3/ B Amazon S3 £## A&,
2. EERIEEEKD , ##2 Outposts buckets (Outposts FE1FETEE).

3. EELERBFIEBER Outposts #FETEE.

4. iBZ Outposts access points (Outposts ZHL %) &5 &,
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5. 7 Outposts access points (Outposts FEH) B+ , ERNEAERFEHBERNFIE K RREE
Edit policy (fR¥EEBUR).

6. 7E Outposts access point policy (Outposts FEUEBE) BB HIEHREREX. NWEEZFHMEE
A, 2B £/ S3 on Outposts FRE IAM,

£/ AWS CLI
T %I AWS CLI £ #& BUR iR iE 7 Outposts FFENE £,

1. BUTEFRHBERFHTE JSON ER, FHEHld , BRMEAH appolicyl.json, UEBEEH
BIAEMR user input placeholders.

"Version":"2012-10-17",
"Id":"exampleAccessPointPolicy",
"Statement": [
{
"Sid":"stl",
"Effect":"Allow",
"Principal":{
"AWS":"123456789012"
.

"Action

s3-outposts:*",
"Resource":"arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/accesspoint/example-
outposts-access-point
}
]

}

2. %X JSON ERLA put-access-point-policy CLI i SH—Ep0 . LB EREK
user input placeholders,

aws s3control put-access-point-policy --account-id 123456789012 --name arn:aws:Ss3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/accesspoint/example-
outposts-access-point --policy file://appolicyl. json

FERBEAR Java B9 AWS HEFEREY
THEAR Java R EMHEHIFE Outposts FELE EMEBEBUR,
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import com.amazonaws.services.s3control.model.*;
public void putAccessPointPolicy(String accessPointArn) {

String policy = "{\"Version\":\"2012-10-17\",\"Id\":\"testAccessPointPolicy\",
\"Statement\": [{\"Sid\":\"stl\",\"Effect\":\"Allow\",\"Principal\":{\"AWS\":\"" +
AccountId + "\"J},\"Action\":\"s3-outposts:*\",\"Resource\":\"" + accessPointArn +

"\"}1}";

PutAccessPointPolicyRequest reqPutAccessPointPolicy = new
PutAccessPointPolicyRequest()
.withAccountId(AccountId)
.withName(accessPointArn)
.withPolicy(policy);

PutAccessPointPolicyResult respPutAccessPointPolicy =
s3ControlClient.putAccessPointPolicy(reqPutAccessPointPolicy);
System.out.printf("PutAccessPointPolicy Response: %s%n",

respPutAccessPointPolicy.toString());
printWriter.printf("PutAccessPointPolicy Response: %s%n",

respPutAccessPointPolicy.toString());

2 & S3 on Outposts TFEVE R

FHUEE Amazon S3 on Outposts ¥ 1A BB FER BT EIFERFFE R 8 & 55 7 FABRE 126,
BREENHFSEFANTEITNEFENHEE R TESHNZERFEIRBNRFITBBERERE,
NEESHMENR , F2E 7.

WMEEEM S3 on Outposts FERFRFFMAERA , 552 E £A S3 on Outposts FFETH#E

Ty EBEREBUMAER AWS EEFEA. AWS Command Line Interface (AWS CLI) 1 BAR Java
#) AWS SDK #4% S3 on Outposts ZELEHBE

fE/ S3 £z A

1. BRUIR hitps://console.aws.amazon.com/s3/ B9 Amazon S3 A&,
2. EERIEEBEIKD | B1F Outposts access points (Outposts ZHE).
3. BRELEREBFIIBERN Outposts ZEL S,

4. 7FEPermissions (FF A )E®E L , ¥ S3 on Outposts FEXEBIR,
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5. FEREBFIMIK , F2HE MU IREFINHBR.

£/ AWS CLI

T %) AWS CLI £#|E11§ Outposts FEUHHER . BEHTUHG S , FUEBSWERATN user
input placeholders,

aws s3control get-access-point-policy --account-id 123456789012 --name arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/accesspoint/example-outposts-
access-point

EABEAR Java B AWS BEBFEREN

THEAR Java B EMHEHIENS Outposts FEUEEYBUR,

import com.amazonaws.services.s3control.model.*;

public void getAccessPointPolicy(String accessPointArn) {

GetAccessPointPolicyRequest reqGetAccessPointPolicy new
GetAccessPointPolicyRequest()
.withAccountId(AccountId)

.withName(accessPointArn);

GetAccessPointPolicyResult respGetAccessPointPolicy
s3ControlClient.getAccessPointPolicy(reqGetAccessPointPolicy);
System.out.printf("GetAccessPointPolicy Response: %s%n",

respGetAccessPointPolicy.toString());
printWriter.printf("GetAccessPointPolicy Response: %s%n",
respGetAccessPointPolicy.toString());

{#F Amazon S3 on Outposts i 2}

E TR B ZE Amazon S3 on Outpost FELE: , 4B I FERE S3 on Outposts U2, & B
Min s, MFEEE Outposts = E[RIFHAY R FGEFE B FERE, Outpost EHIE{E Virtual Private Cloud
(VPC) AIAE — BB mE ., MFRHEEENFMEERNR , 528 S3 on Outposts HBEFEKR. B4
REVIHE , TEEFEEN Outposts REFIFBLMTUHIRIE. WEELFHMENR , BF2E HE
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BMinRE&  EALER TIREL WMART BinRiRE, BER Outposts BREERMRE , RS EE
CREATE_FAILED, B UMERKEMZVER. MERmE K ARETERRERERBRIEAE. OF
HsERABIR , F2RTHIRE. NFESHMAEN , F2HE RmH.

API Status KR HERKE AR - REMRER

CreateEnd Create_Fa  OutpostNotReachable X &8 Outposts x E [E15 1Y B BE &

point iled ERAY , FTABEE VRS, FRE
R EARARAE, MIBRIGE: , REREBHE—
/Ao

CreateEnd Create_Fa InternalError HARIPEERR , MEE VRS, FMBR

point iled MM ARBEREN X,

DeleteEnd Delete_.Fa  OutpostNotReachable X A E2 Outposts * E B IR B EEE

point iled RAE, FTAEEMRR RS, FRER
HIERRE , REBHE IR

DeleteEnd Delete_Fa InternalError ARRIREEER |, |EAMBRIEE. FHEHA

point iled — R

:I:IiH.

IFFE S3 on Outposts LERAFREFRTENFMET , 52 H £/ S3 on Outposts #FATE.

DA T8 H#R {22 7 MEE S3 on Outposts B iHE,

IE

« 7£ Outpost 23 %2

« ¥4 Amazon S3 on Outposts i 2 £ 558
« B Amazon S3 on Outposts i 24

£ Outpost %2 37 i 2

EEHEFEREHZE Amazon S3 on Outpost FELE: , BABR I FERE S3 on Outposts B, & B
MinE , MEEE Outposts = E[RIFHAY AR FERFE B FERE, Outpost EHIE{E Virtual Private Cloud
(VPC) AT LAE —E BBV in B, WFIn M REM G ERR , 528 S3 on Outposts K FER, B4
REVIHE , TEEFEUEM Outposts RETFIFBYMTUHIRE. WEELFHMENR , BF2E HE
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AT A

MERNImEFTEF I EERNR |, 828 B S3 on Outposts Im B EYEF A 6

BB VR EEAF | S3 on Outposts B & BRI AWS 1RFE REV R EREAE, IEESHMENA ,
52288 $1% Amazon S3 on Outposts &R ERE AT,

=Y
==}
==
AR

AT EFIREMMAER AWS EE XA, AWS Command Line Interface (AWS CLI) #1 AR Java
# AWS SDK #1317 S3 on Outposts i B

£/ S3 =2 A

1. BEAAWS BEX#A , WM https://console.aws.amazon.com/s3/ B Amazon S3 E#
L

Ao

EERIEEZEG | i2IZ Outposts access points (Outposts FELE).

i#4Z Outposts endpoints (Outposts i %) &5 2%,

iZ#E Create Outposts endpoint (31 Outposts Ui Eh).

£ Outpost T , i#E Outpost LA I bk ik B

£ VPC T , BEEREmEERS Ourposts in R AIK VPC,

I T

Virtual Private Cloud (VPC) AJZE &% AWS ER B ZIEERNERER. ERERMERKRERE
ERROPRENERMEIEEAL , BEERER TEEERRENESZAWS

MR EZE VPC , 55842 Create VPC (21 VPC), MEFHMEF , 528 (Amazon S3 EHH
B PWENERERALEER (VPC) AN TFIE.

7. I Create Outposts endpoint (231 Outposts i 2).

£/ AWS CLI
Example

T35 AWS CLI €fifEA VPC BERFEFEEE T Outpost Mk B, VPC $T4H B TR, BEMTIS
T, BUAZRBECHNERRR user input placeholders,

aws s3outposts create-endpoint --outpost-id op-0lac5d28a6a232904 --subnet-id
subnet-8c7a57c5 --security-group-id sg-abl9e0dd1

T%) AWS CLI Ei5IE R EFHEA /M IP (it E[E (ColP £E) FEER A Outpost B inE, BEEHIT
e, BUEBECSWEREM user input placeholders,
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aws s3outposts create-endpoint --outpost-id op-0lac5d28a6a232904 --subnet-id
subnet-8c7a57c5 --security-group-id sg-abl9e@dl --access-type CustomerOwnedIp --
customer-owned-ipv4-pool ipv4pool-coip-12345678901234567

FERBAR Java B AWS EEREREY

Example

WNEE G0faI f6E A A A Java B9 AWS SDK & S3 Outpost B im BV &6 |, 5526 GERAM Java B9
AWS SDK 2.x BTG &if51) FHY CreateOutpostsEndPoint.java,

48 Amazon S3 on Outposts % B EHIFE

& E#457EKKEHZE Amazon S3 on Outpost FERE , BAERE I MERXE S3 on Outposts i H. EEE
MinE , MEEHE Outposts = E [EIH MY R I E B WEEE, Outpost LHIE{E Virtual Private Cloud
(VPC) AT LAE —E BBV in B, WFIn ARG ERR , 528 S3 on Outposts AR FER. B4
RENImE , FEFEUER Outposts RBFIFB L TYHRE. MBEFHEF , F2HIRE

THEFIREIMAFER AWS EEE#EA, AWS Command Line Interface (AWS CLI) 1 #E S3 on
Outposts im#HFE BRARK Java B AWS SDK,

£/ S3 £z A

1. BRI https://console.aws.amazon.com/s3/ B Amazon S3 i A,
2. HEEAIEEEKS  i#IZE Outposts access points (Outposts FELE).

3. 7E Outposts access points (Outposts FEUE) B H L , i##F Outposts endpoints (Outposts i 2h)
B,
4. 7 Outposts endpoints (Outposts iwm2h)F , LA LLEE S3 on Outposts imBFE.,

/8 AWS CLI

T %) AWS CLI 4% H 2451 5 4B B8 H 2 AWS Outposts BRI IHE, MFELGSHNFEMEN ,
B AWS CLI &1 list-endpoints,

3
¢

aws s3outposts list-endpoints

FEREAR Java B AWS BEZEH

THEAR Java WBIREHREHIFIH T Outpost Mk B, MFFMEA , 552 B Amazon Simple
Storage Service APl 2& H1#y ListEndpoints,
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import com.amazonaws.services.s3outposts.AmazonS30utposts;

import com.amazonaws.services.s3outposts.AmazonS30utpostsClientBuilder;
import com.amazonaws.services.s3outposts.model.ListEndpointsRequest;
import com.amazonaws.services.s3outposts.model.ListEndpointsResult;

public void listEndpoints() {
AmazonS30utposts s30utpostsClient = AmazonS30utpostsClientBuilder
.standard().build();

ListEndpointsRequest listEndpointsRequest = new ListEndpointsRequest();

ListEndpointsResult listEndpointsResult =
s30utpostsClient.listEndpoints(listEndpointsRequest);

System.out.println("List endpoints result is " + listEndpointsResult);

fHl Bk Amazon S3 on Outposts % 24

= EASFEREEHZE Amazon S3 on Outpost 7EXE: , BAER M FERE S3 on Outposts s, &EE
MinE , WEEHE Outposts EE [EFH K RIS ER B MERE, Outpost LAIE{E Virtual Private Cloud
(VPC) AT AE —EMEB N n R, MFRAEENFMERN , 5528 S3 on Outposts M FER, B4
REVHE , TRETFEUER Outposts RETFEFBLBMTYHRE, WEFAENA K FSEEH.

THIgfIREBmAER AWS EE XA, AWS Command Line Interface (AWS CLI) 1 filEk S3 on
Outposts ¥ 26 BAR Java B9 AWS SDK,

£/ S3 XA

1. BABUMYR https://console.aws.amazon.com/s3/ B Amazon S3 £# A,
2. TEERIEEE®KD , B2 Outposts access points (Outposts FZELE),

3. 1E Outposts access points (Outposts FEUEL) EE L , i#1#F Outposts endpoints (Outposts i )
EE,

4. 7£ Outposts in T , BIFLEMERIVIFRE , ARIEEZEDelete (MBR).

£/ AWS CLI

T %] AWS CLI g8 &M kR Outpost HNinE:, BEHTHG T , FUALBCWERARN user input
placeholders,
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ERAEER

aws s3outposts delete-endpoint --endpoint-id example-endpoint-id --outpost-
id op-0lac5d28a6a232904

FERERR Java B9 AWS FREEH

i3}
T 558
user input placeholders,

import com.amazonaws.arn.Arn;

import com.amazonaws.services.s3outposts.AmazonS30utposts;

import com.amazonaws.services.s3outposts.AmazonS30utpostsClientBuilder;
import com.amazonaws.services.s3outposts.model.DeleteEndpointRequest;

public void deleteEndpoint(String endpointArnInput) {
String outpostId = "op-0lac5d28a6a232904";
AmazonS30utposts s30utpostsClient = AmazonS30utpostsClientBuilder
.standard().build();

Arn endpointArn = Arn.fromString(endpointArnInput);

String[] resourceParts = endpointArn.getResource().getResource().split("/");

String endpointId = resourceParts[resourceParts.length - 1];

DeleteEndpointRequest deleteEndpointRequest = new DeleteEndpointRequest()

.withEndpointId(endpointId)

.withOutpostId(outpostld);
s30utpostsClient.deleteEndpoint(deleteEndpointRequest);
System.out.println("Endpoint with id " + endpointId + " is deleted.");

AR Java KBA S E 4 SEHIMER Outpost WimRE. BEEMA LS , FUEEHCHWEFARNK
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£ S3 on Outposts ¥4

£ Amazon S3 on Outposts , &R LAfE AWS Outposts EE I S3 EZTE | WHHEEAKER
T, AEEREENEREENERER , EABERREFRMEEI 4. S3 on Outposts 121
#9128 5] S3 Outposts (OUTPOSTS) , H#E A Amazon S3 APls , EEEZK Z @4 E M MRS L
DEX BEENARNFHRER AWS Outposts, ] LA A ZEVEEMEIR Virtual Private Cloud (VPC)
A BERR |, B2 Outpost RFETRETEN. MBRTE Amazon S3 REFITFE —#& , 7 Outpost f&#
FErR LA A A REH APl FThee , BIEFEBER. MEBMEFEL. BALUER AWS EEEEA.
AWS Command Line Interface (AWS CLI), SDK =z REST API £/ S3 on Outposts. AWS SDKs

YI#F = FF FE Amazon S3 on Outposts FHEARER ., SEYHHISERFIE+H. BXEASER
FEUE RTFHE Outpost EFETBAHNEAYH. stEHYHREEERFITER , S UAEATIE
Amazon Resource Name (ARN) S FEUE BB, MEFNEBNFRENR , F2E EH 81 S3on
Outposts EFIFBFIHFEAREFEEXIIE,

T & HIFER S3 on Outposts FELEEY ARN #&3 , EFEE Outpost FTEEFHH AWS EiF 23X
B. AWSHRF ID, Outpost D MZEZHE :

arn:aws:s3-outposts:region:account-id:outpost/outpost-id/accesspoint/accesspoint-name

2% S3 on Outposts ARN KYEFHIEH , S E BAM S3 on Outposts E IR ARN,
AW

YI#F ARNsTER T 511830 , HhafE
BEEND4EER

[E15 Outpost FTER . AWS RS ID. Outpost ID. REEFET

arn:aws:s3-outposts:us-west-2:123456789012:outpost/ op-0lac5d28a6a232904/bucket/amzn-
s3-demo-bucketl/object/myobject

¥/ Amazon S3 on Outposts , Y1 ERREFMIE Outpost £, E AWS Z 2 Outpost BEZREF |
FHERERETE Outpost AH | IFEERBRBER, ZNYHKETEHAEM Outpost , th
FEEAWS BiFH, HR AWS EEIZA =& BEEPRE K RUEESEEFERA TEARLELE
B Outpost FHVYIHF. TiB , LA LAEA REST API,  AWS Command Line Interface (AWS CLI) F
AWS SDKs ZiB 7 L EMERYH,

&
- ¥4 EEZE S3 on Outposts 12 ET 88

- £/ 1 Amazon S3 on Outposts RFITE P ER Y4 BAR Java B AWS SDK
« #% Amason S3 on Outposts {17 i7 B ER S ¥4
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« B Amazon S3 on Outposts 17 BT B FF Ry ¥4

« MIBX Amazon S3 on Outposts 17T B FF Ry ¥4

 {£F HeadBucket ¥/Ef S3 on Outposts REITEEAEE , YA EARAHEEIEH
- FAEAR Java WHRBRERAFTHNEEIRLE

- FEREAR S3 on OutOutposts KIFE L EEE URL

« ¥ EfE A Amazon S3 on Outposts F1ZA<# Amazon EMR on Outposts

- REHES S BEBRE

&Y LB ZE S3 on Outposts fE1FETEE

Y14 = 1FHTE Amazon S3 on Outposts FHEARER, SEAVHHTSEREIrRY., ZXAFH
FEVR R FEY Outpost EFETEPHEMW4. stEMHREEERTFRE , ZUFERFIE
Amazon Resource Name (ARN) S 7EXE A&, MEFEEBENFMENR , F2E8 $HHEH S3on
Outposts AFETRRFTREFARTFIEBERIE.

THEHIFESR S3 on Outposts FELERY ARN #&= , EFEE Outpost FREEFEH AWS EiF EX
. AWSBRF ID, Outpost ID fMFHWEZE :

arn:aws:s3-outposts:region:account-id:outpost/outpost-id/accesspoint/accesspoint-name

I S3 on Outposts ARN WFFHIEER , 72 E EA M S3 on Outposts FIER ARN,

¥ Amazon S3 on Outposts , Y1 ERIREFMIE Outpost £, E AWS L2 Outpost BEZREF |,
BN E R ERETE Outpost WA | LIFEEREZER, EBNYHKETSEREH Outpost , 18
TEEAWS EBigHh, AR AWS EEXHA 2 BEEPFEE  AUEELIER TRARLERE
¥ Outpost FHIMIH. TiB , LA LAEH REST APl, AWS Command Line Interface (AWS CLI) #
AWS SDKs ZiB 7 L EMERYH,

T%) AWS CLI #1 B AR Java B9 AWS SDK i3l /= €5 an a5 F FER B AS ¥4k L2 S3 on Outposts
RFETE,

AWS CLI
Example

T5IEEHIER AWS CLHS B A sample-object. xml B9¥I4FE1E S3 on Outposts 17T 8
(s3-outposts:PutObject) £, BE#HTH ST , FUALECWEARNKSME user input
placeholder, WMELMTHFHFMERNR , FSE AWS CLI BEHH put-object,
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aws s3api put-object --bucket arn:aws:s3-
outposts:Region:123456789012:outpost/op-0lac5d28a6a232904/accesspoint/example-
outposts-access-point --key sample-object.xml --body sample-object.xml

SDK for Java

Example

B

BAWS

WMFEMAEREAR Java B AWS SDK ##) 4 L& = S3 Outposts FFRTRERVEESI |, 75
EAR Java By SDK 2.x B IFEHIH R PutObjectOnOutpost.javas

{$H £ Amazon S3 on Outposts & FZErRHPERYHEF BHR Java
B AWS SDK

YI#F = #F TE Amazon S3 on Outposts FHEARER ., SEAYHHISERTFIER. BXESEH
FEVE R1FHE Outpost EFETEAHNEAYH. stEYHREEERFITER , S UEHATRE
Amazon Resource Name (ARN) S FENE BB . MEFNHEBNFRENR , F2E EH S/ S3on
Outposts EFIFBFRHFEAREEEXIE.

T 5| HIZ R S3 on Outposts FELEEH ARN # 3 , HF @& Outpost FIEEFHK AWS EiF X
5. AWSHRFE ID, Outpost ID FMIZEEEE :

arn:aws:s3-outposts:region:account-id:outpost/outpost-id/accesspoint/accesspoint-name

2% S3 on Outposts ARN WYEFHIE R , 552 B E AR S3 on Outposts BIER ARN,

¥ Amazon S3 on Outposts , Y1 ERIREFMIE Outpost £, E AWS L2 Outpost BEZREF |,
EHERFRETRE Outpost A | LFSERMBESR. ENYHKETESEEAEH Outpost ,
FEEAWS EBiFH, HR AWS EEIEA 2 BEEPREE K RUEESEEIFEHA THEARLESE
# Outpost FHIMIH. TiB , LA LAEH REST APl, AWS Command Line Interface (AWS CLI) #
AWS SDKs ZEiBFEUE L EMEEY 4,

THEFIREBIAER BAR Java B AWS SDKESR S3 on Outposts 1778 HE Y4,
FEABEAR Java W AWS HEEH

T % S3 on Outposts EBHIEABEAR Java WEREH  BMHERIIE —RFFEBIOHFNYE. &
EFALES , BFUEBSWERIN user input placeholders,
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import com.amazonaws.AmazonServiceException;

import com.amazonaws.SdkClientException;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.services.s3.model.CopyObjectRequest;

public class CopyObject {
public static void main(String[] args) {

String accessPointArn = "*** gccess point ARN *#**";
String sourceKey = "*** Source object key ***";

String destinationKey = "#*#** Destination object key ***";
try {

// This code expects that you have AWS credentials set up per:
// https://docs.aws.amazon.com/sdk-for-java/vl/developer-quide/setup-
credentials.html
AmazonS3 s3Client = AmazonS3ClientBuilder.standard()
.enableUseArnRegion()
.build();

// Copy the object into a new object in the same bucket.
CopyObjectRequest copyObjectRequest = new CopyObjectRequest(accessPointArn,
sourceKey, accessPointArn, destinationKey);
s3Client.copyObject(copyObjectRequest);
} catch (AmazonServiceException e) {
// The call was transmitted successfully, but Amazon S3 couldn't process
// it, so it returned an error response.
e.printStackTrace();
} catch (SdkClientException e) {
// Amazon S3 couldn't be contacted for a response, or the client
// couldn't parse the response from Amazon S3.
e.printStackTrace();

£ Amason S3 on Outposts fE1ZETEEEE Y4

Y1 R FHAE Amazon S3 on Outposts FHEARERR., SEAVMHHISERETRED, ZXEFEH
FEVR R FE Outpost EFETEPHEMW4. stEMHREEERTIRE , ZUFERFIE
Amazon Resource Name (ARN) S 7EXEBIH . MEFEEBBNFMENR , F2E8 $HHEH S3on
Outposts RFIFBENMETARETFEBEXAA.

SECLyELS API k7 2006-03-01 63



Amazon S3 on Outposts EREER

TSI HIFE R S3 on Outposts FFEVEHY ARN &3 , EPEE Outpost FTE EFHK AWS EiF X
. AWSHRF ID, Outpost ID MEFMEZE :

arn:aws:s3-outposts:region:account-id:outpost/outpost-id/accesspoint/accesspoint-name

2N S3 on Outposts ARN HYEEMIEF , 2B 1 AR S3 on Outposts FER ARN,

¥ Amazon S3 on Outposts , Y1 ERREFMIE Outpost £, E AWS L2 Outpost BEZREF |,
R E R ERETE Outpost AR | LIFFSERBEBEER, ZNYHKETSBFAEM Outpost , th
TEEAWS BiFgH., AR AWS EEXEA 2 BEPFEE K RUEEELER TRARELERE
B Outpost FHI¥I, FiB , LA LAER REST AP,  AWS Command Line Interface (AWS CLI)
AWS SDKs ZEiBFEU R L EMEED 4.

T 5 &I R EFan{aE A AWS Command Line Interface (AWS CLI) # iBA R Java By AWS SDKT &
(BN18) ¥,

f£A AWS CLI

T5I€EHIfEA AWS CLI#E S3 on Outposts f#FETE (s3-outposts:GetObject) EEBA
sample-object.xml ¥, BEEHTHG S , FUAECEBCHWERBRREME user input
placeholder. ME LW THFMEN , FSE AWS CLI B2EH W get-objects,

aws s3api get-object --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/accesspoint/example-outposts-
access-point --key testkey sample-object.xml

FERAEAR Java B9 AWS BZEEH

T % S3 on Outposts EiHIEFABAR Java WEZREHIESYH. EEMEALES , FUEBECHWE
AR EME user input placeholder., MFEFHMER , 28 (Amazon Simple Storage Service
APl &) H#j GetObject,

import com.amazonaws.AmazonServiceException;

import com.amazonaws.SdkClientException;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;

import com.amazonaws.services.s3.model.GetObjectRequest;

import com.amazonaws.services.s3.model.ResponseHeaderOverrides;
import com.amazonaws.services.s3.model.S30bject;

import java.io.BufferedReader;
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import java.io.IOException;
import java.io.InputStream;
import java.io.InputStreamReader;

public class GetObject {
public static void main(String[] args) throws IOException {
String accessPointArn = "**%* access point ARN *#**";
String key = "#*** Object key ***";

S30bject fullObject = null, objectPortion = null, headerOverrideObject = null;
try {
// This code expects that you have AWS credentials set up per:
// https://docs.aws.amazon.com/sdk-for-java/vl/developer-guide/setup-
credentials.html
AmazonS3 s3Client = AmazonS3ClientBuilder.standard()
.enableUseArnRegion()
.build();

// Get an object and print its contents.

System.out.println("Downloading an object");

fullObject = s3Client.getObject(new GetObjectRequest(accessPointArn, key));

System.out.println("Content-Type: " +
fullObject.getObjectMetadata().getContentType());

System.out.println("Content: ");

displayTextInputStream(fullObject.getObjectContent());

// Get a range of bytes from an object and print the bytes.
GetObjectRequest rangeObjectRequest = new GetObjectRequest(accessPointAzrn,
key)
.withRange(0, 9);
objectPortion = s3Client.getObject(rangeObjectRequest);
System.out.println("Printing bytes retrieved.");
displayTextInputStream(objectPortion.getObjectContent());

// Get an entire object, overriding the specified response headers, and
print the object's content.
ResponseHeaderOverrides headerOverrides = new ResponseHeaderOverrides()
.withCacheControl("No-cache")
.withContentDisposition("attachment; filename=example.txt");
GetObjectRequest getObjectRequestHeaderOverride = new
GetObjectRequest(accessPointArn, key)
.withResponseHeaders(headerOverrides);
headerOverrideObject = s3Client.getObject(getObjectRequestHeaderOverride);
displayTextInputStream(headerOverrideObject.getObjectContent());
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} catch (AmazonServiceException e) {
// The call was transmitted successfully, but Amazon S3 couldn't process
// it, so it returned an error response.
e.printStackTrace();
} catch (SdkClientException e) {
// Amazon S3 couldn't be contacted for a response, or the client
// couldn't parse the response from Amazon S3.
e.printStackTrace();
} finally {
// To ensure that the network connection doesn't remain open, close any
open input streams.
if (fullObject != null) {
fullObject.close();
}
if (objectPortion != null) {
objectPortion.close();
}
if (headerOverrideObject != null) {
headerOverrideObject.close();

private static void displayTextInputStream(InputStream input) throws IOException {
// Read the text input stream one line at a time and display each line.
BufferedReader reader = new BufferedReader(new InputStreamReader(input));
String line = null;
while ((line = reader.readLine()) != null) {
System.out.println(line);

}
System.out.println();

5| if Amazon S3 on Outposts 77 & 88 R ¥ 4

Y14 R 1FHTE Amazon S3 on Outposts FHEARER, SEVHHISEREIREY. ZM4AFEH
FEVR R FEY Outpost EFETE P EMYM4. stEMHREEERTFIRE , ZUERFEE
Amazon Resource Name (ARN) S 7EXEBlH ., MEFEEHBBNFMAENR , F2E8 s EH S3on
Outposts RFIFBERECTARETFEBERXAA.
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AT €61 R T S3 on Outposts ZEXERY ARN 1= , HH @1 Outpost FIEEEFHH AWS EF R
. AWS BRFE ID, Outposts ID , AREEEEHE :

arn:aws:s3-outposts:region:account-id:outpost/outpost-id/accesspoint/accesspoint-name

BN S3 on Outposts ARN KYEFHIERR , 52 B A M S3 on Outposts FIE R ARN,

@ Note

¥/ Amazon S3 on Outposts , ¥4 & BHIR#& 77 7E Outpost £, & AWS L& Outpost #2R
B, B ERSREESH Outpost £, URZERENER, BHMHKETRHEEZN
Outpost , i FREE AWS EiF ., AR AWS BB XA REEESR , BEEERATEA
HEHEE Outpost PEIYIH. A , BAILAER REST API, AWS Command Line Interface
(AWS CLI) A% AWS SDK ZEiBFEH L EMEBENYHF,

THEHIRE I ER AWS CLI # BAR Java B9 AWS SDK % S3 on Outposts fEZETE& R
.

£ AWS CLI
T5IgEHIfER AWS CLI 5l S3 on Outposts f#FETE8 (s3-outposts:ListObjectsV2) FHIY]

., BEHTUGD , FBULECHERABRREE user input placeholder, WMFEILTSHIFEM
B, 552 E AWS CLI 2ZFH list-objects-v2,

aws s3api list-objects-v2 --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/accesspoint/example-outposts-
access-point

® Note

&EiB AWS SDK #§1lt B #EE2 Amazon S3 on Outposts BB EAEE |, &AL

R4 Outposts FHUEE ARN BRI REFETEBER , BT : arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/
accesspoint/example-Outposts-Access-Point., 3% S3 on Outposts ARN HIE¥#HE
A, BB AR S3 on Outposts FIE R ARN,
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ERAEER

FEREARN Java ¥ AWS BB EY

T %1 S3 on Outposts EHIFEABAR Java WEREN , ZREFETEPIEYE. EEFERLEH
EUEECNEABRNKBE user input placeholder,

/A Important
1t &l fE A ListObjectsV2 , iR ListObjects APl BRIEMNRIISITIR, BREME A ISR
&K AP REETEARNETHE. BT EWHESMY , Amazon S3 EREXEI AP 2
R B MR AN,

import
import
import
import
import
import
import

public

com.
com.
com.
com.
com.
com.
com.

amazonaws.AmazonServiceException;
amazonaws.SdkClientException;
amazonaws.services.s3.AmazonS3;
amazonaws.services.s3.AmazonS3ClientBuilder;
amazonaws.services.s3.model.ListObjectsV2Request;
amazonaws.services.s3.model.ListObjectsV2Result;
amazonaws.services.s3.model.S30bjectSummary;

class ListObjectsV2 {

public static void main(String[] args) {
String accessPointArn = "*** access point ARN *#**";

try {

// This code expects that you have AWS credentials set up per:

// https://docs.aws.amazon.com/sdk-for-java/vl/developer-guide/setup-
credentials.html

AmazonS3 s3Client = AmazonS3ClientBuilder.standard()
.enableUseArnRegion()
.build();

System.out.println("Listing objects");
// maxKeys is set to 2 to demonstrate the use of

// ListObjectsV2Result.getNextContinuationToken()
ListObjectsV2Request req = new

ListObjectsV2Request().withBucketName(accessPointArn).withMaxKeys(2);

ListObjectsV2Result result;

do {

B 4
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result = s3Client.listObjectsV2(req);

for (S30bjectSummary objectSummary : result.getObjectSummaries()) {
System.out.printf(" - %s (size: %d)\n", objectSummary.getKey(),
objectSummary.getSize());
}
// If there are more than maxKeys keys in the bucket, get a
continuation token
// and list the next objects.
String token = result.getNextContinuationToken();
System.out.println("Next Continuation Token: " + token);
req.setContinuationToken(token);
} while (result.isTruncated());
} catch (AmazonServiceException e) {
// The call was transmitted successfully, but Amazon S3 couldn't process
// it, so it returned an error response.
e.printStackTrace();
} catch (SdkClientException e) {
// Amazon S3 couldn't be contacted for a response, or the client
// couldn't parse the response from Amazon S3.
e.printStackTrace();

ftiBk Amazon S3 on Outposts #7178 Y ¥4

Y1# = FF MFE Amazon S3 on Outposts FHEARER ., SEAYVHHISERFIE+R. BXESER
FEUE R1FHE Outpost EFETBAHNEAYH. StEHYHREEERFITER , S UAEHATIE
Amazon Resource Name (ARN) S FEUE BB, MEFNHABNFRENR , F2HE EHE/ S3on
Outposts EFIFBFRHFEARETEEXIIE,

LA EI5ER T S3 on Outposts FEUEE ARN &3 , HA3$E Outpost FIEEFH AWS EiF A
. AWS #RF ID, Outposts ID , ARIFEIEER :

arn:aws:s3-outposts:region:account-id:outpost/outpost-id/accesspoint/accesspoint-name

2% S3 on Outposts ARN HYEFHIEER , F2 B EAM S3 on Outposts K EIR ARN,

¥ Amazon S3 on Outposts , ¥4+ & BHR#EFAE Outpost £, & AWS Z £ Outpost #EZREF |, &
B RHER B EA M Outpost £, URmEERZE P ER, BONYWHKETEHEAEN Outpost , R
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B AWS BiF F, AR AWS BEEXRA EEEESA , BB ECEAETEE LESHEE Outpost A
WY, Am , BRI LAEA REST APl, AWS Command Line Interface (AWS CLI) A% AWS SDK %
BEFIE EENERZN Y4

T 5 €6 R & an{aE B £ AWS Command Line Interface (AWS CLI) #1 @A R Java #9 AWS SDK
HAMER S3 on Outposts 7T H B/ HHZ @4

A AWS CLI
THIEHIRE MK S3 on Outposts {717 &7 BE & M BRE B W4 =N Z B4

delete-object

THIEEHIfEA AWS CLI #& S3 on Outposts f#77Er#8 (s3-outposts:DeleteObject) MIBREE
% sample-object.xml ¥, BEEHTHGS , FULECHWERBNREE user input
placeholder., MELWTHFMEN , FSE AWS CLI Z2EHH delete-objects,

aws s3api delete-object --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/accesspoint/example-
outposts-access-point --key sample-object.xml

delete-objects

T 5I&a5I6E A AWS CLI #& S3 on Outposts f#1FETEE (s3-outposts:DeleteObject) MRS &
% sample-object.xml # testl.text E’JW1%1¢ EEHTHGS , BULECSHERIR
18 user input placeholder., WMFEHTWEFEMERN , FFSE AWS CLI 2EFH delete-
objects,

aws s3api delete-objects --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/accesspoint/example-
outposts-access-point --delete file://delete.json

delete.json
{
"Objects": [
{
"Key": "testl.txt"
1,
{
"Key": "sample-object.xml"
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}
1,

"Quiet": false

FERBEAR Java B AWS BERREH
THEHIREEIM A S3 on Outposts f#FETEE M ERE B4 2 B4

DeleteObject

T %I S3 on Outposts EHIEFBERAR Java WREBREH K ERETEDBRDH, EEFEHLLE
5l , 34 Outpost IEEFEE ARN , Y RBEMBRNIHFIEELRERE. WFFHNENR , F2E8
Amazon Simple Storage Service APl 8Z fijDeleteObject,

import com.amazonaws.AmazonServiceException;

import com.amazonaws.SdkClientException;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.services.s3.model.DeleteObjectRequest;

public class DeleteObject {
public static void main(String[] args) {

String accessPointArn = "**%* access point ARN *#**";
String keyName = "*** key name ****",
try {

// This code expects that you have AWS credentials set up per:
// https://docs.aws.amazon.com/sdk-for-java/vl/developer-quide/setup-
credentials.html
AmazonS3 s3Client = AmazonS3ClientBuilder.standard()
.enableUseArnRegion()
.build();

s3Client.deleteObject(new DeleteObjectRequest(accessPointArn, keyName));
} catch (AmazonServiceException e) {

// The call was transmitted successfully, but Amazon S3 couldn't process

// it, so it returned an error response.

e.printStackTrace();
} catch (SdkClientException e) {

// Amazon S3 couldn't be contacted for a response, or the client

// couldn't parse the response from Amazon S3.
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ERAEER

DeleteObjects

e.printStackTrace();

T %l S3 on Outposts #EHIFERABAR Java WEREN  ERETEPLE , REMBRYH. &
EFALES |, 555 Outpost I5EFHE ARN, MEFHME , 3528 Amazon Simple Storage
Service APl 2Z 1y DeleteObjects,

import
import
import
import
import
import
import

import

public

com.
com.
com.
com.
com.
com.
com.

amazonaws
amazonaws

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

services.
services.
services.
services.
services.

java.util.Arraylist;

class DeleteObjects {

.AmazonServiceException;
.SdkClientException;

s3.
s3.
s3.
s3.
s3.

AmazonS3;

AmazonS3ClientBuilder;
model.DeleteObjectsRequest;
model.DeleteObjectsRequest.KeyVersion;
model.DeleteObjectsResult;

public static void main(String[] args) {

String accessPointArn = "arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/accesspoint/example-
outposts-access-point";

try {
// This code expects that you have AWS credentials set up per:

// https://docs.aws.amazon.com/sdk-for-java/vl/developer-qguide/setup-
credentials.html

AmazonS3

s3Client

build();

AmazonS3ClientBuilder.standard()
.enableUseArnRegion()

// Upload three sample objects.
ArraylList<KeyVersion> keys = new ArraylList<KeyVersion>();
for (int i = 0; i < 3; i++) {
String keyName = "delete object example " + i;
s3Client.putObject(accessPointArn, keyName, "Object number " + i + "
to be deleted.");

iR 4+
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keys.add(new KeyVersion(keyName));
}

System.out.println(keys.size() + " objects successfully created.");

// Delete the sample objects.
DeleteObjectsRequest multiObjectDeleteRequest = new
DeleteObjectsRequest(accessPointArn)
.withKeys(keys)
.withQuiet(false);

// Verify that the objects were deleted successfully.
DeleteObjectsResult delObjRes =
s3Client.deleteObjects(multiObjectDeleteRequest);
int successfulDeletes = delObjRes.getDeletedObjects().size();
System.out.println(successfulDeletes + " objects successfully
deleted.");
} catch (AmazonServiceException e) {
// The call was transmitted successfully, but Amazon S3 couldn't process
// it, so it returned an error response.
e.printStackTrace();
} catch (SdkClientException e) {
// Amazon S3 couldn't be contacted for a response, or the client
// couldn't parse the response from Amazon S3.
e.printStackTrace();

{#F HeadBucket ¥/ S3 on Outposts fEZErEERFE , YK
EREEEEGTY

Y1# = #F FE Amazon S3 on Outposts FHEARER ., SEYHHISERFIEH. BXEAER
FEUE RTFE Outpost EFETBANEAYH. stEHYHREEERFITER , S UEATIE
Amazon Resource Name (ARN) S ZEFIH. MEFTIHBNFHEENR , F20H 65 EH S3on
Outposts EFIFBFIHFEAREFEEXAE,

T 5IgEHIFE R S3 on Outposts FFEVEHY ARN X , EHREE Outpost FTE EIFRY AWS EiF B
5. AWSHRF ID, Outpost ID MIZEEEHE :

arn:aws:s3-outposts:region:account-id:outpost/outpost-id/accesspoint/accesspoint-name
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N S3 on Outposts ARN WEFHIEEA , 752 E EA M S3 on Outposts FIE IR ARN,

® Note

¥ Amazon S3 on Outposts , Y1 E R R FMIE Outpost £, E AWS L& Outpost #ZR
i, B ERFRET Outpost M , UFSERBESER. ENYHXKETEHBEN
Outpost , B FRETE AWS EfFiHh, AR AWS BEEXHEA 2 ESHEE Rt EBEEFER
FEARLENEE Outpost FHIYIH, 718 , BRI LAEA REST API, AWS Command Line
Interface (AWS CLI) #1 AWS SDKs EiBZE 2 HEMEE Y4,

T %] AWS Command Line Interface (AWS CLI) 1 B A K Java B AWS SDK &5l 7= &8 20 4a 52 /3
HeadBucket API £ /EXR¥IET Amazon S3 on Outposts fEZErE R R T , URERBEEER
A, MEFMER , 5526 Amazon Simple Storage Service API £& H#) HeadBucket,

£/ AWS CLI

T % S3 on Outposts AWS CLI £l head-bucket® S RY B EIFEEAEFE K MALEERE
BREFTFEBNTT, EEHTHGD , BUACECHNERARREE user input placeholder0 m
FEWHTHEEER |, F2 AWS CLI & F# head-bucket,

aws s3api head-bucket --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/accesspoint/example-outposts-
access-point

SFERERAR Java B AWS BEEEH

T %I S3 on Outposts EHIFERUNAHERFERBRETFE , UREREEFENF T, EEMFHLE
$5l , 8% Outpost I8 EFEUE ARN, WFEFFMEA , 552 B Amazon Simple Storage Service APl 2
Z iy HeadBucket,

import com.amazonaws.AmazonServiceException;

import com.amazonaws.SdkClientException;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.services.s3.model.HeadBucketRequest;

public class HeadBucket {
public static void main(String[] args) {
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String accessPointArn = "*** access point ARN *#**";

try {
// This code expects that you have AWS credentials set up per:
// https://docs.aws.amazon.com/sdk-for-java/vl/developer-guide/setup-
credentials.html
AmazonS3 s3Client = AmazonS3ClientBuilder.standard()
.enableUseArnRegion()
.build();

s3Client.headBucket(new HeadBucketRequest(accessPointArn));
} catch (AmazonServiceException e) {
// The call was transmitted successfully, but Amazon S3 couldn't process
// it, so it returned an error response.
e.printStackTrace();
} catch (SdkClientException e) {
// Amazon S3 couldn't be contacted for a response, or the client
// couldn't parse the response from Amazon S3.
e.printStackTrace();

EAERAR Java NEREAATNEESRLE

£ Amazon S3 on Outposts , A LA#E AWS Outposts ER L S3 REHE  YAEEAKE
AER, THENEERNENBEENERARXEAIBEFMMNBEYI4, BLUER AWS EEE
&, AWS Command Line Interface (AWS CLI), SDK =% REST API £/ S3 on Outposts, AWS
SDKs tFEFHMEM , 2B 1= Amazon S3 on Outposts ?

T 5 &I REEan{a#E B £/ S3 on Outposts BAR Java B AWS SDK , AT EE S B L&,

ES ]

* 7 S3 on Outposts TP HATHHN TR LE

- A2 R L{E% S3 on Outposts fEFETEEPER KR4
« 3 S3 on Outposts #EFEBTUHNAE

» $#H S3 on Outposts FFBEPETHHN TR LEEFE
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£ S3 on Outposts EFEFBFHTWHFN TR LE

T %I S3 on Outposts il {EAEAR Java WEEEMH , 7 Outposts RFITBME). LEMZTHIH
Mo LB, EEFRALES , FALRBSNERBNREE user input placeholder, WMEFHM
B , 328 (Amazon Simple Storage Service fEA &) FWER DR EER EEYH,

import com.amazonaws.AmazonServiceException;

import com.amazonaws.SdkClientException;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.services.s3.model.*;

import java.util.Arraylist;
import java.util.list;

public class MultipartUploadCopy {
public static void main(String[] args) {
String accessPointArn = "*** Source access point ARN ***";
String sourceObjectKey = "*** Source object key ***";
String destObjectKey = "#*#** Target object key ***";

try {
// This code expects that you have AWS credentials set up per:
// https://docs.aws.amazon.com/sdk-for-java/vl/developer-quide/setup-
credentials.html
AmazonS3 s3Client = AmazonS3ClientBuilder.standard()
.enableUseArnRegion()
.build();

// Initiate the multipart upload.

InitiateMultipartUploadRequest initRequest = new
InitiateMultipartUploadRequest(accessPointArn, destObjectKey);

InitiateMultipartUploadResult initResult =
s3Client.initiateMultipartUpload(initRequest);

// Get the object size to track the end of the copy operation.

GetObjectMetadataRequest metadataRequest = new
GetObjectMetadataRequest(accessPointArn, sourceObjectKey);

ObjectMetadata metadataResult =
s3Client.getObjectMetadata(metadataRequest);

long objectSize = metadataResult.getContentLength();

// Copy the object using 5 MB parts.
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long partSize = 5 * 1024 * 1024;
long bytePosition = 0;
int partNum = 1;
List<CopyPartResult> copyResponses = new ArraylList<CopyPartResult>();
while (bytePosition < objectSize) {
// The last part might be smaller than partSize, so check to make sure
// that lastByte isn't beyond the end of the object.
long lastByte = Math.min(bytePosition + partSize - 1, objectSize - 1);

// Copy this part.

CopyPartRequest copyRequest = new CopyPartRequest()
.withSourceBucketName(accessPointAzrn)
.withSourceKey(sourceObjectKey)
.withDestinationBucketName(accessPointArn)
.withDestinationKey(destObjectKey)
.withUploadId(initResult.getUploadId())
.withFirstByte(bytePosition)
.withLastByte(lastByte)
.withPartNumber(partNum++);

copyResponses.add(s3Client.copyPart(copyRequest));

bytePosition += partSize;

// Complete the upload request to concatenate all uploaded parts and make
the copied object available.
CompleteMultipartUploadRequest completeRequest = new
CompleteMultipartUploadRequest(
accessPointArn,
destObjectKey,
initResult.getUploadId(),
getETags(copyResponses));
s3Client.completeMultipartUpload(completeRequest);
System.out.println("Multipart copy complete.");
} catch (AmazonServiceException e) {
// The call was transmitted successfully, but Amazon S3 couldn't process
// it, so it returned an error response.
e.printStackTrace();
} catch (SdkClientException e) {
// Amazon S3 couldn't be contacted for a response, or the client
// couldn't parse the response from Amazon S3.
e.printStackTrace();
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// This is a helper function to construct a list of ETags.
private static List<PartETag> getETags(List<CopyPartResult> responses) {
List<PartETag> etags = new ArraylList<PartETag>();
for (CopyPartResult response : responses) {
etags.add(new PartETag(response.getPartNumber(), response.getETag()));

}

return etags;

{# 90 Ex £ 87 S3 on Outposts fFErEE hER KB Y4

T %1 S3 on Outposts E35IfEAEAR Java WHREZREHERFIRBPERYG. EEFERHLEH
BB NERBNREME user input placeholders

s

import com.amazonaws.AmazonServiceException;

import com.amazonaws.SdkClientException;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.services.s3.model.*;

import java.util.Arraylist;
import java.util.list;

public class MultipartUploadCopy {
public static void main(String[] args) {
String accessPointArn = "*** Source access point ARN ***";
String sourceObjectKey = "*** Source object key ***";
String destObjectKey = "#*#** Target object key ***";

try {
// This code expects that you have AWS credentials set up per:
// https://docs.aws.amazon.com/sdk-for-java/vl/developer-quide/setup-
credentials.html
AmazonS3 s3Client = AmazonS3ClientBuilder.standard()
.enableUseArnRegion()
.build();

// Initiate the multipart upload.

InitiateMultipartUploadRequest initRequest = new
InitiateMultipartUploadRequest(accessPointArn, destObjectKey);

InitiateMultipartUploadResult initResult =
s3Client.initiateMultipartUpload(initRequest);
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// Get the object size to track the end of the copy operation.

GetObjectMetadataRequest metadataRequest = new
GetObjectMetadataRequest(accessPointArn, sourceObjectKey);

ObjectMetadata metadataResult =
s3Client.getObjectMetadata(metadataRequest);

long objectSize = metadataResult.getContentLength();

// Copy the object using 5 MB parts.
long partSize = 5 * 1024 * 1024;
long bytePosition = 0;
int partNum = 1;
List<CopyPartResult> copyResponses = new ArraylList<CopyPartResult>();
while (bytePosition < objectSize) {
// The last part might be smaller than partSize, so check to make sure
// that lastByte isn't beyond the end of the object.
long lastByte = Math.min(bytePosition + partSize - 1, objectSize - 1);

// Copy this part.

CopyPartRequest copyRequest = new CopyPartRequest()
.withSourceBucketName(accessPointAzrn)
.withSourceKey(sourceObjectKey)
.withDestinationBucketName(accessPointArn)
.withDestinationKey(destObjectKey)
.withUploadId(initResult.getUploadId())
.withFirstByte(bytePosition)
.withLastByte(lastByte)
.withPartNumber(partNum++);

copyResponses.add(s3Client.copyPart(copyRequest));

bytePosition += partSize;

// Complete the upload request to concatenate all uploaded parts and make
the copied object available.
CompleteMultipartUploadRequest completeRequest = new
CompleteMultipartUploadRequest(
accessPointArn,
destObjectKey,
initResult.getUploadId(),
getETags(copyResponses));
s3Client.completeMultipartUpload(completeRequest);
System.out.println("Multipart copy complete.");
} catch (AmazonServiceException e) {
// The call was transmitted successfully, but Amazon S3 couldn't process
// it, so it returned an error response.
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e.printStackTrace();

} catch (SdkClientException e) {
// Amazon S3 couldn't be contacted for a response, or the client
// couldn't parse the response from Amazon S3.
e.printStackTrace();

// This is a helper function to construct a list of ETags.
private static List<PartETag> getETags(List<CopyPartResult> responses) {
List<PartETag> etags = new ArraylList<PartETag>();
for (CopyPartResult response : responses) {
etags.add(new PartETag(response.getPartNumber(), response.getETag()));
}

return etags;

5l S3 on Outposts fETZETEE ¥4IV F EY

T3l S3 on Outposts HIEABAR Java WHERENH  EREFEPIHNGNFE. EEFERAL
g, BULRBEHNERARREE user input placeholder,

import com.amazonaws.AmazonServiceException;

import com.amazonaws.SdkClientException;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.services.s3.model.*;

import java.util.list;

public class ListParts {
public static void main(String[] args) {
String accessPointArn = "*** gccess point ARN ***";
String keyName = "*** Key name ***";
String uploadId = "*#** Upload ID ***",;

try {
// This code expects that you have AWS credentials set up per:
// https://docs.aws.amazon.com/sdk-for-java/vl/developer-quide/setup-
credentials.html
AmazonS3 s3Client = AmazonS3ClientBuilder.standard()
.enableUseArnRegion()
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.build();

ListPartsRequest listPartsRequest = new ListPartsRequest(accessPointArn,
keyName, uploadId);

PartListing partListing = s3Client.listParts(listPartsRequest);

List<PartSummary> partSummaries = partlListing.getParts();

System.out.println(partSummaries.size() + " multipart upload parts");
for (PartSummary p : partSummaries) {
System.out.println("Upload part: Part number = \"" + p.getPartNumber()
+ "\", ETag = " + p.getETag());
}

} catch (AmazonServiceException e) {
// The call was transmitted successfully, but Amazon S3 couldn't process
// it, so it returned an error response.
e.printStackTrace();
} catch (SdkClientException e) {
// Amazon S3 couldn't be contacted for a response, or the client
// couldn't parse the response from Amazon S3.
e.printStackTrace();

#HEY S3 on Outposts RFETFREPEITHN TR LEFE

T %1 S3 on Outposts 34| FE R ANAIEAEA R Java BIBIREH |, 1 Outposts fETFETEREEUEITH Y
PTEREEEE, BEECALES  FUEEBCWERRNRERE user input placeholder,

import com.amazonaws.AmazonServiceException;

import com.amazonaws.SdkClientException;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;

import com.amazonaws.services.s3.model.ListMultipartUploadsRequest;
import com.amazonaws.services.s3.model.MultipartUpload;

import com.amazonaws.services.s3.model.MultipartUploadListing;

import java.util.List;
public class ListMultipartUploads {

public static void main(String[] args) {
String accessPointArn = "**%* access point ARN *#**";
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try {
// This code expects that you have AWS credentials set up per:
// https://docs.aws.amazon.com/sdk-for-java/vl/developer-quide/setup-
credentials.html
AmazonS3 s3Client = AmazonS3ClientBuilder.standard()
.enableUseArnRegion()
.build();

// Retrieve a list of all in-progress multipart uploads.

ListMultipartUploadsRequest allMultipartUploadsRequest = new
ListMultipartUploadsRequest(accessPointAzrn);

MultipartUploadListing multipartUploadListing =
s3Client.listMultipartUploads(allMultipartUploadsRequest);

List<MultipartUpload> uploads =
multipartUploadlListing.getMultipartUploads();

// Display information about all in-progress multipart uploads.
System.out.println(uploads.size() + " multipart upload(s) in progress.");
for (MultipartUpload u : uploads) {
System.out.println("Upload in progress: Key = \"" + u.getKey() + "\",
id = " + u.getUploadId());
}
} catch (AmazonServiceException e) {
// The call was transmitted successfully, but Amazon S3 couldn't process
// it, so it returned an error response.
e.printStackTrace();
} catch (SdkClientException e) {
// Amazon S3 couldn't be contacted for a response, or the client
// couldn't parse the response from Amazon S3.
e.printStackTrace();

{EFE AR S3 on OutOutposts KFE k& EHZ URL

BHERTHFRESHE Outpost EMHNERIFEFIER  MASEMRFIBEE , B LER
FSHE URL, ERARLAHEE URL, BARETEBREENETUREERLAERIR (VPC) RAVEAH
=8 IRTFaM EESMERY 4D
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& 18 EFH AWS SDKsE, AWS Command Line Interface (AWS CLI) B FE%LEHEZR URL B |, &1
B URL B EBFEEVER. SEAINEEBINRE (RE1¥ , &5 7 X) REFTREAHE
URL BRBENEFEE, EARLAELEEE URL B, VPC HEVEATTUAEITERA URL FEVENE |, 10
BRABECAE K. B URL EZERHIRREE , 3% URL BiEBH BB 0B EEE,

BRI LB ERY URL Zhae

FEBMEN URL BIZHEE , REIBVCHNERETIARG. BEL , AAREN URL B—EAERF
i, TABAELPUNETFREFIE, it , RPEBLEZEREECH.

AWS Signature 2 4 i (SigVv4)

= EEFEA AWS Signature 28 4 iR (Sigv4) BRFBFELEEMN URL FFRERFIBITHETSH , &
AUERETFBREENEREBERPERGRGSSB, 6l SR FFIFBECR , £/ s3-
outposts:signatureAge RHRIEBIEM example-outpost-bucket FEFEEFEFAYH LM
Amazon S3 on Outposts T % E URL R (B XEZRIB 10 i), EEFEFLEH |, FULEECS
BB user input placeholders,

JSON

"Version":"2012-10-17",
"Statement": [
{

"Sid": "Deny a presigned URL request if the signature is more than 10
minutes old",

"Effect": "Deny",

"Principal": {"AWS":"444455556666"},

"Action": "s3-outposts:*",

"Resource": "arn:aws:s3-outposts:us-
east-1:111122223333:0utpost/op-01lac5d28a6a232904/bucket/example-outpost-bucket/
object/*",

"Condition": {

"NumericGreaterThan": {"s3-outposts:signatureAge": 600000},
"StringEquals": {"s3-outposts:authType'": "REST-QUERY-STRING"}
}
}
]
}
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MEMESTARBHBTRETH (EERAE 4 RBXBEFRIFALEEN URL FRE) VR4S
Hi RS HIEE , F2B AWS Signature 5 4 kR (SigV4) S0 REBRBEBEER,

A8 B B AR PR A

MREBERBIFEAFELEE URL S EMRBEWFTE S3 on Outposts FEUE , EBAINRES
ERTERERECNBER, EEHHTFUA IAM EERERS , BOLUEER S 28 AWS Identity and
Access Management (IAM) B3R ( flanfERAE. BERACRKE ) . HEE S3 on Outposts EiR £
REMNRS , BRUUAFERERBEBE (HlnFEFEEBNEEREBE).

IAM EREHRERKERFIFTRELBRNEAEREENMBER LI R, BETEIFIF LR
ERFAEHZERNBRBREEER. ELRHBUEARELEEN URL REIZ5.

IBERKN IAM £ EGECRAREER, MRMEIEEFEA S3 on Outposts AN EIRE , BER
aws:Sourcelp, HRMEIEFEMEH S3 on Outposts BY VPC i , 55 H aws:SourceVpc 5
aws:SourceVpce,

T5 IAM BERBRIRX ERFBFEA AWS REERIEENBREETER . ARLBEER , AIEFEIX
BREXEE, EZEFE AR S3 on Outposts FAEEE URL iER. EEFEHLES , FALEDS
REAEM user input placeholders,

{
"Sid": "NetworkRestrictionForIAMPrincipal",
"Effect": "Deny",
"Action": "*",
"Resource": "*",
"Condition": {
"NotIpAddressIfExists": {"aws:Sourcelp": "IP-address-range"},
"BoolIfExists": {"aws:ViaAWSService": "false"}
}
}

WEMEA aws:SourceIP AWS 23R4 E\iG# S3 on Outposts 17 57 B HY 17 BN R HIl 72 45 £ 48 5% €8
B EHIFEFR K , 28 £4 S3 on Outposts FXE |AMo,

RE AT AV TR SEEERY URL

FANEBERLZLBRENEAE  HUTRIRLEEN URL, BATE VPC FHERERIRFFEY
f, MAEEN URL XEHBEATHELEREN URL HAERZRIFHASREIL

BT LAMER T 5IBREREIM AL EE URL
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- IAM #ITERBERERE - ERHRERER 6 N,

« AWS Security Token Service - 2L AWS tkF REAED IAM FREBREZSKARIEER , AN
HIBRE & 36 /o

« IAM EHE - E&EH AWS Signature 5 4 IR , EXHREREBE 7 X,

EEBVERHRRRE 7 RWFALEE URL , BEH# IAM FAERE (FTRERNALRSB) ZRG
IBIEERAK SDK, A% , £H AWS Signature 5 4 IREETELXZHEEH URL,

® Note

- MRERAERFAFELTHLEZN URL, Bl URL SEFBHABHE , BIEEER R
HYIB BRI 2 3L URL 7R5%,

- HRATELEE URL €75 S3 on Outposts EFETENFEER FH#E URL WEMA , ALt
RMERECZERETEL URL, NERBFALEEN URL WEFEER , FSRBREHITALS
EH URL IhEE,

S3 on Outposts AR ETE L EHER URL FRVEEI B HAFIBFRS 2

S3 on Outposts R H HTTP FERE , RES#E URL WEIHI B HAFIEE. flwn , mEAFIREER
B —ZTHATHEARER , EETHHHBHT , THESEE. AW, WRERPEIL BH
FnERHRERRERENMMBTE , ITHEZ XK,

MEFAFELEEE URL REZSH LEYHNFHBENR , F2ETIEE.
FiE

- FRAELEEEN URL REAYH

- EAETELEE URL LUEYWH EEZE S3 on Outposts #1778

EAALEZRN URL REBY 4

BERTHFREASH Outpost EMHNBRKBEIER , MASEMREETEEBER , BUER
AT URL, EAFARAEE URL, BAREFEHERTENETURERILEER (VPC) RHVEAL
ZW4 R T LERMERI AR
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& 18 EFH AWS SDKsE, AWS Command Line Interface (AWS CLI) B FE%LEHEZR URL B |, &1
B URL B EBFEEVER. SEAINEEBINRE (RE1¥ , &5 7 X) REFTREAHE
URL BRBENEFEE, EARLAELEEE URL B, VPC HEVEATTUAEITERA URL FEVENE |, 10
BRABECAE K. B URL EZERHIRREE , 3% URL BiEBH BB 0B EEE,

ELEVELAEE URLK , #BARHERZEBRE  RREETIIER .

 EAR Amazon S3 on Outposts f##FET#EHY ZELE Amazon Resource Name (ARN)
- MHRE|R

« HTTP 753 (GET AR T&EH¥H)

- BH HEARRAE

HAHEE URL EEEENHEATN. IR  BLREDH B HMEFE2aF%E URL FR TR
BRI, BULZXEAFLEE URL, EXZHBEHPNERAL, MREAEKRFZHEYTHLEE
BY URL , 3R URL SEFFIBHKBH  BESEARBRNBHKEREIL URL A,

ERMEER (VPC) PAIFIFALHEE URL WEAETUEFEEYH. flln , ERETRIPE—BE
BRFITREVHERIE BN EBELEFELASZEN URL REHMASDEEREH. AHRELEE
URL &#% S3 on Outposts fEZETEMNEZEER THE URL HEAA , ELBRMERLZEREBEL
URL, IEFEAEARBEFECTEE URL WEFMAEF , F2RERFFELESM URL Thee.

FMERMBERLZEBRNEAE , GUTRUBRLAEEN URL, A, AEERHFANTERELEE
URL ERRIFHAR , TREYFALEE URL, MFHFMER , F2RMEIUEVALEEN URL,

EATLAE A AWS SDK E2 AWS CLIZRE4FESEEE URL , BATE S3 on Outposts FETRRHPHEY
. MEFMEEHN , FSETHEH,

5/ AWS SDKs

EALAE AWS SDKs REA AIIRMHAHM ANTESLEE URL , LAEA{ AT LAREER D 4,

(® Note

EREH AWS SDKsEATELHEER URL BF |, TALEEE URL WBHIERE LRAREEER
B7X,
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Java

Example

UTHPIEELEFALEEEN URL , BRI HERMIGHEMA , FiFI A LAHE S3 on Outposts @
ETEEFRER M. WMEHMERN , BSEFEAEARN S3 on OutOutposts B EE URL, EEMH
LeEEfl , FFUUE B S WEREM user input placeholders,

import com.amazonaws.AmazonServiceException;

import com.amazonaws.HttpMethod;

import com.amazonaws.SdkClientException;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.regions.Regions;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;

import com.amazonaws.services.s3.model.GeneratePresignedUrlRequest;

import java.io.IOException;
import java.net.URL;
import java.time.Instant;

public class GeneratePresignedURL {

public static void main(String[] args) throws IOException {
Regions clientRegion = Regions.DEFAULT_REGION;
String accessPointArn = "*** gccess point ARN *#**";
String objectKey = "#*#** object key ***";

try {
AmazonS3 s3Client = AmazonS3ClientBuilder.standard()
.withRegion(clientRegion)
.withCredentials(new ProfileCredentialsProvider())
.build();

// Set the presigned URL to expire after one hour.
java.util.Date expiration = new java.util.Date();
long expTimeMillis = Instant.now().toEpochMilli();
expTimeMillis += 1000 * 60 * 60;
expiration.setTime(expTimeMillis);

// Generate the presigned URL.
System.out.println("Generating pre-signed URL.");
GeneratePresignedUrlRequest generatePresignedUrlRequest =
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new GeneratePresignedUrlRequest(accessPointArn, objectKey)
.withMethod(HttpMethod.GET)
.withExpiration(expiration);
URL url = s3Client.generatePresignedUrl(generatePresignedUrlRequest);

System.out.println("Pre-Signed URL: " + url.toString());
} catch (AmazonServiceException e) {
// The call was transmitted successfully, but Amazon S3 couldn't
process
// it, so it returned an error response.
e.printStackTrace();
} catch (SdkClientException e) {
// Amazon S3 couldn't be contacted for a response, or the client
// couldn't parse the response from Amazon S3.
e.printStackTrace();

}
}
}
.NET
Example

DTEHASEETALEEN URL , BRI SUSHREMRGEHMA | BMPITLLEE S3 on Outposts #EEF
EFEEE . MEFMER  BESBEEAEAR S3 on OutOutposts FIFELEEE URL, HEFEH
WEH | BUAEBBECHNERE user input placeholders,

using Amazon;

using Amazon.S3;

using Amazon.S3.Model;
using System;

namespace Amazon.DocSamples.S3

{
class GenPresignedURLTest
{
private const string accessPointArn = "**%* access point ARN #***";
private const string objectKey = "#*** object key ***";

// Specify how long the presigned URL lasts, in hours.

private const double timeoutDuration = 12;

// Specify your bucket Region (an example Region is shown).

private static readonly RegionEndpoint bucketRegion =
RegionEndpoint.USWest2;
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private static IAmazonS3 s3Client;

public static void Main()
{
s3Client = new AmazonS3Client(bucketRegion);
string urlString = GeneratePreSignedURL(timeoutDuration);
}
static string GeneratePreSignedURL(double duration)
{
string urlString = "";
try
{
GetPreSignedUrlRequest requestl = new GetPreSignedUrlRequest
{
BucketName = accessPointArn,
Key = objectKey,
Expires = DateTime.UtcNow.AddHours(duration)
I
urlString = s3Client.GetPreSignedURL(requestl);
}
catch (AmazonS3Exception e)
{
Console.WriteLine("Error encountered on server. Message:'{0}' when
writing an object", e.Message);
}
catch (Exception e)
{
Console.WritelLine("Unknown encountered on server. Message:'{0}' when
writing an object", e.Message);
}

return urlString;

Python

T5I&5IfEA T SDK for Python (Boto3) REATELEHEMN URL LA AW, a0 , £/ Boto3
A Fiw#M generate_presigned_url BEERELE LA GET UM FELEER URL,

import boto3
url = boto3.client('s3').generate_presigned_url(
ClientMethod="'get_object',
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Params={'Bucket': 'ACCESS_POINT_ARN', 'Key': 'OBJECT_KEY'},
ExpiresIn=3600)

MFEHBFFEA SDK for Python (Boto3) EAFELZZERN URL WEHMER , 528 (EAR Python
(Boto) ¥ AWS SDK API £&) Hf# TPython.
£ AWS CLI

T 5IEE 65 AWS CLI tn &4 S3 on Outposts EFETRELTRLHEN URL, BE-MAILES , F
BECWEAEM user input placeholders,

(® Note
EREM AWS CLI EXFEAEEN URL K, HAEEN URL RRBERRBAELR 7 X,

aws s3 presign s3://arn:aws:s3-outposts:us-
east-1:111122223333:outpost/op-0lac5d28a6a232904/accesspoint/example-outpost-access-
point/mydoc.txt --expires-in 604800

MEFHMER , F20 (AWS CLI S H8E) H# presign.
EATELEHEE URL SUiEY# LEZE S3 on Outposts 7T 8

BERTHFREASH Outpost LU BRKBEIER , MAEEMREETEEBER , BUER
FLEHEE URL, EHFELEE URL, SARETEBERSENETUEERILAER (VPC) PHEAH
EZW4 R T EERMERI RIS

EI&EH AWS SDKsE, AWS Command Line Interface (AWS CLI) B FELEEMN URL B | &7
LA URL BB EBMER VBB, BHTIEZRTIHEE (RE 1Y, &8 7 X) REFREEE
URL ERRFENFZEE, EERHATELEE URL K, VPC HIVEATHITERA URL HEVENE |, 0
ERAREFHE—H, & URL ZEDHREE | 2% URL Ri2BH A B thELiEHE,

EREVELAEE URLEK , #BRERZEBR , RREETIER .

« EAR Amazon S3 on Outposts f# 7T EEHY ZEUE Amazon Resource Name (ARN)
- YR8

- HTTP %3 (PUT AR LEYH)

- BH B ER B
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HEEE URL EEREENHBRER. UHRER  SXEESH B HMERRE 281 URL Fr2EFH
B, BULNZXEAFLEE URL, EXZHBEPNBEBAL, IREAERFHEYTHLER
B9 URL , B URL SEFFIBHRBHE  BESAEARBNBHREEL URL A,

MREEBEEN URL FTAFTNEMESSZBS R BIUSsBRLE) , AIEGXEEIHCaBERMES
R, W3R S3 on Outposts EFALLBH URL BT R , BRINEIFHEE,

ERIAER (VPC) FAIFIELHEE URL WERET LEYH, i, VPC R ERFAFIEL
#]E URL NEAEZE TR YH LERENREETE. BRELEE URL €48 S3 on Outposts f#F
FFRNFIERT VPC HHARLEE URL FEENTMAERE  BLERMRBEZERIFEL
URL, MERBRERLEE URL WEFEEHS  F2RIRHELEERN URL 8,

FMERMBERLZEBRNEAE , GUTRUBRLAEEN URL, A, AEERHFANTERELEE
URL ERRIFHAR , TREYFELEE URL, MFFMER , F2RMEIUEVALEEN URL,

£ AWS SDKs% S3 on Outposts ¥R EEETARLEER URL
Java
B AR Java 2.x B SDK

Lbk 56 451 BB 7 04 7 4 ] BARA PR TE B A A SRS W0 48 {8 E S3 on Outposts RN RE
URL, MEFFMENR , BB EAEAR S3 on OutOutposts I FE L E URL,

public static void signBucket(S3Presigner presigner, String
outpostAccessPointArn, String keyName) {

try {
PutObjectRequest objectRequest = PutObjectRequest.builder()
.bucket(accessPointArn)
.key(keyName)
.contentType("text/plain™)
.build();

PutObjectPresignRequest presignRequest =
PutObjectPresignRequest.builder()
.signatureDuration(Duration.ofMinutes(10))
.putObjectRequest(objectRequest)
.build();

PresignedPutObjectRequest presignedRequest =
presigner.presignPutObject(presignRequest);

EEYH API k7S 2006-03-01 91



Amazon S3 on Outposts EREER

String myURL = presignedRequest.url().toString();
System.out.println("Presigned URL to upload a file to: " +myURL);
System.out.println("Which HTTP method must be used when uploading a
file: " +
presignedRequest.httpRequest().method());

// Upload content to the S3 on Outposts bucket by using this URL.
URL url = presignedRequest.url();

// Create the connection and use it to upload the new object by using
the presigned URL.

HttpURLConnection connection = (HttpURLConnection)
url.openConnection();

connection.setDoOutput(true);

connection.setRequestProperty("Content-Type", "text/plain");

connection.setRequestMethod("PUT");

OutputStreamWriter out = new
OutputStreamWriter(connection.getOutputStream());

out.write("This text was uploaded as an object by using a presigned
URL.");
out.close();

connection.getResponseCode();
System.out.println("HTTP response code is " +
connection.getResponseCode());

} catch (S3Exception e) {
e.getStackTrace();

} catch (IOException e) {
e.getStackTrace();

Python

B AR Python #9 SDK (Boto3)

1L 5 45 B8 R 2 4A] 2 A B A PR E R B W #1117 S3 on Outposts BI{ERI AL S E URL, MEFME
A, BEZEFERABERR S3 on OutOutposts AL E URL, ZEEMA URL IRHEFER |, BBEH
Requests E#,
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import argparse

import logging

import boto3

from botocore.exceptions import ClientError
import requests

logger = logging.getlLogger(__name__)

def generate_presigned_url(s3_client, client_method, method_parameters,
expires_in):
Generate a presigned S3 on Outposts URL that can be used to perform an
action.

:param s3_client: A Boto3 Amazon S3 client.
:param client_method: The name of the client method that the URL performs.
:param method_parameters: The parameters of the specified client method.
:param expires_in: The number of seconds that the presigned URL is valid for.
:return: The presigned URL.
try:
url = s3_client.generate_presigned_url(
ClientMethod=client_method,
Params=method_parameters,
ExpiresIn=expires_in
)
logger.info("Got presigned URL: %s", url)
except ClientError:
logger.exception(
"Couldn't get a presigned URL for client method '%s'.",
client_method)
raise
return url

def usage_demo():
logging.basicConfig(level=1logging.INFO, format='%(levelname)s: %(message)s')

print('-'#*88)
print("Welcome to the Amazon S3 on Outposts presigned URL demo.")
print('-'#*88)
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parser = argparse.ArgumentParser()
parser.add_argument('accessPointArn', help="The name of the S3 on Outposts
access point ARN.")
parser.add_argument(
'key', help="For a GET operation, the key of the object in S3 on
Outposts. For a "
"PUT operation, the name of a file to upload.")
parser.add_argument(
'action', choices=('get', 'put'), help="The action to perform.")
args = parser.parse_args()

s3_client = boto3.client('s3'")
client_action = 'get_object' if args.action == 'get' else 'put_object'
url = generate_presigned_url(
s3_client, client_action, {'Bucket': args.accessPointArn, 'Key':
args.key}, 1000)

print("Using the Requests package to send a request to the URL.")
response = None
if args.action == 'get':
response = requests.get(url)
elif args.action == 'put':
print("Putting data to the URL.")
try:
with open(args.key, 'r') as object_file:
object_text = object_file.read()
response = requests.put(url, data=object_text)
except FileNotFoundError:
print(f"Couldn't find {args.key}. For a PUT operation, the key must
be the "
f"name of a file that exists on your computer.")

if response is not None:
print("Got response:")
print(f"Status: {response.status_code}")
print(response.text)

print('-'*88)

if __name__ == '_main__"':
usage_demo()
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& B Amazon S3 on Outposts FZ4<# Amazon EMR on
Outposts

Amazon EMR 2—ERZEEE TS , S{tE LT AKEIRLEHE , 0 Apache HadoopH Apache
Spark , AWS UEEBMA T KEER, BBEASEEBNEENRAMRERBER , £ UEEAR
DHARNEEEETHEEHENER ., Amazon EMR L A[i#BI G EIRAEBER , WEHBANBHE
ft AWS ERFHREMERE , I Amazon S3 on Outposts, INE Amazon EMR WEEAET , 3B
2/ (Amazon EMR BE18/) FH Amazon EMR on Outposts,

¥ Amazon S3 on Outposts , Amazon EMR 7.0.0 fix B X #EH# Apache Hadoop S3A EiE
2%, Amazon EMR W RHMRA T ZE A S3 on Outposts , B X EMR XX (EMRFS),

xENEAEN

& Amazon S3 on Outposts BJ Amazon EMR X E T HIEAER :

» Hadoop
» Spark

* Hue

* Hive

* Sqgoop
+ Pig

* Hudi

* Flink

WMEHMER , 5528 (Amazon EMR [RAIERE)

3 MF’RE Amazon S3 on Outposts 17T

Amazon EMR £/ B R Java B AWS SDK #E Amazon S3 on Outposts R 77 KiE A & R M E
£, BH Amazon EMR B ERERFELEENEE Amazon S3 L& , MAEURES XRFE
Outpost £, MEFHMEN , F2H (Amazon EMR BEi#5/) H M Amazon EMR HE&o

574 Amazon S3 1 DNS E3R , S3 on Outposts fEZEriR E AKX ENH BN RER S, MEFHMA
B , 552/E S3 on Outposts FEFETEE,

HEEAEA Amazon S3 on Outposts FZ<# Amazon EMR API iRZ 2006-03-01 95


https://docs.aws.amazon.com/emr/latest/ManagementGuide/emr-plan-outposts.html
https://docs.aws.amazon.com/emr/latest/ReleaseGuide/emr-release-components.html
https://docs.aws.amazon.com/emr/latest/ManagementGuide/emr-manage-view-web-log-files.html

Amazon S3 on Outposts EREER

£/ Amazon EMR 7.0.0 MR & EFHTMRAE: |, &0 L% Amazon EMR E2 S3 on Outposts 1 S3A 2R R
BB,

FERMRAF

S3 on Outposts 7] — B2 1 Amazon EMR #{TEEERER , SN AEBHLEEE S3on
Outposts B AWS Identity and Access Management (IAM) @8 &R ZEE, S3 on Outposts EHEHCH
MR ZM s3-outposts*, MEFBMEAL TR ZRMNWBUERERF , FFSBF A S3 on Outposts & TE
IAM,

S3A E#ERS - BEERTE EMR #5 |, LU Amazon S3 on Outposts fFETREINER , BH4EFER
Apache Hadoop S3A &85, ZEFRABERS , BRAZNAE S3 URI9FEH s3a FEHER, W
BARER , BUMUREAN EMR BENERRKEE , WERERMEHAEHN S3 URI B2 S3A E#EER.

EERERRREERTEAFEH S3A EEE , B LUMEHA EMR #5EM fs.file_scheme.impl
fs.AbstractFileSystem.file_scheme.impl #REEBM , Hi file_scheme HEREIHEH
S3URI EH, HEEATHES  FUEBSHWERDMNK user input placeholders. Bl , &
EE8FMHA I FBHRZ SSURINERRMRENR  FEETIIREHREEM

L
{

"Classification": "core-site",
"Properties": {
"fs.s3.impl": "org.apache.hadoop.fs.s3a.S3AFileSystem",
"fs.AbstractFileSystem.s3.impl": "org.apache.hadoop.fs.s3a.S3A"

}
}
]

EEFH S3A, B8 fs.file_scheme.impl {HREBHRES
org.apache.hadoop.fs.s3a.S3AFileSystem , YW #%
fs.AbstractFileSystem.file_scheme.impl BHRES
org.apache.hadoop.fs.s3a.S3A,

Flan | MRIEFIWERE s3a://bucket/. .. , & fs.s3a.impl BHHRES
org.apache.hadoop.fs.s3a. S3AF11eSystem , W% fs.AbstractFileSystem.s3a.impl

BMERES org.apache.hadoop.fs.s3a.S3A,
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A B 65 Amazon S3 on Outposts 1 Amazon EMR Y A F9#g 5|

T 5 EERBE MR EER Amazon EMR #8 Amazon S3 on Outposts.
£ |

- BMNFABE

- BUNBEESE

- fHEEHEE

- EEEE

BMFFAIEER

FEE M EA Amazon S3 on Outposts B EMR &2 8l , BAELEL IAM IR EZEEZEEN
Amazon EC2 #TEBEREE. BEHLEEEFFE S3 on Outposts FHLE Amazon Resource Name
(ARN) #9350, tNZEAREIA S3 on Outposts B IAM BUERMFHAER , 552 B S3 on Outposts
ERE 1AM,

THBREHEREBNARFAENGTT. BUBERR , SBREZZANEY EMR 28N HIT(ERE
BREEALR , W the section called “BIUFFREEE" —GiHPAR. EEFALES , FUALBEHE
AE user input placeholders,

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Resource": "arn:aws:s3-outposts:us-
west-2:111122223333:outpost/op-0lac5d28a6a232904/accesspoint/access-point-name,
"Action": [
"s3-outposts:*"

]

BEUYNRERSE

EEEVFEH S3 on Outposts #1T Spark HWEE |, BETEATER TSR,
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3 {# A S3 on Outposts #1T Spark Ky # &

1. FB1E https://console.aws.amazon.com/elasticmapreduce/ BiRX Amazon EMR £# &,
2. EEAISEERPEEERS.
3. EREBIUERLE,

4. ¥ Amazon EMR fRZ |, F5i#1E emr-7.0.0 EHFIRAS,

5. #HEAENEMN A FRIE Spark BBIX, ARENLEQSHERELNEMNEGIERAR
o

6. FEZERUA Amazon S3 on Outposts , a8 A EHIAERERRE

EEFEATIEGBEREE , FUEBESHWERIN user input placeholders,

"Classification": "core-site",
"Properties": {
"fs.s3a.bucket.DOC-EXAMPLE-BUCKET.accesspoint.arn": "arn:aws:s3-outposts:us-
west-2:111122223333:outpost/op-0lac5d28a6a232904/accesspoint/access-point-name"

"fs.s3a.committer.name": "magic",
"fs.s3a.select.enabled": "false"
}
},
{
"Classification": "hadoop-env",
"Configurations": [
{
"Classification": "export",
"Properties": {
"JAVA_HOME": "/usr/lib/jvm/java-1l-amazon-corretto.x86_64"
}
}
1,
"Properties": {3}
},
{
"Classification": "spark-env",
"Configurations": [
{
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"Classification": "export",
"Properties": {
"JAVA_HOME": "/usr/lib/jvm/java-1l-amazon-corretto.x86_64"
}
}
1,
"Properties": {}
.
{
"Classification": "spark-defaults",
"Properties": {
"spark.executorEnv.JAVA_HOME": "/usr/lib/jvm/java-11-amazon-
corretto.x86_64",
"spark.sql.sources.fastS3PartitionDiscovery.enabled": "false"
}
}

7. TEEBERT |, EIE AWS Outposts MR FHNERILEE L (VPC) M F#8E%, % Outposts £HY
Amazon EMR BYEHHEA , 5528 (Amazon EMR BE3#88) W2z AWS Outposts E#) EMR #
%,

8. HEHEAM Amazon EMR Y EC2 #TRIBREEREERP , BEFEREBLNET ZFFABEN IAM
At

9. BRERFHNBERTE K AREREBIUELR.

TR

TREHRA S3A HREE | IR EEEREMA S3 on Outposts #EE Amazon EMR HE KR K EAHSH
EENE,

Y FER% S3 on Outposts Y44 FREA
=E
fs.s3a.aw WMRKIEE ,S3AE  S3onOutposts fFE  Amazon S3 on
s.credent SEREHREFTE(E FENOFEE ARN Outposts X EER
ials.provider & Outposts FEFETE EHILEEIR (VPC)
Z1) 1 S3, BB RIEA TR
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ERAEER

B8

fs.s3a.co
mmitter.name

fs.s3a.se
lect.enabled

JAVA_HOME

TRRH
FM{E,

Tt

28

spark.sql
.sources.
fastS3Par
titionDis
covery.enabled
spark.exe

cutorEnv.
JAVA_HOME

FaK

file

TRUE

/usr/lib/jvm/
java-8

FasK

TRUE

/usr/lib/jvm/
java-8

S3 on Outposts K24
EE

magic

FALSE

/usr/lib/jvm/
java-11l-amazon
-corretto
.x86_64

S3 on Outposts K24
EE

FALSE

/usr/lib/jvm/
java-11-amazon
-corretto
.x86_64

A

Outpost FEFET BRI ME
_jj_iio

Magic Committer 2
S3 on Outposts M —
X ENBERER,

Outposts EFX#& S3
Select,

S3A E£H S3on
Outposts TFEE Java
11 o

IREREFAEL Amazon EMR £/ S3 on Outposts BB ER  EAH S EIEEN Spark 1HAE

A

S3 on Outposts 3%
BREDEIE,

S3A £# S3 on
Outposts FTEE Java
11 iR

FEE A Amazon S3 on Outposts #l Amazon EMR #J A F935 5|

API fR7s 2006-03-01 100



Amazon S3 on Outposts EREER

ZEE

& 184& Amazon EMR E2 S3 on Outposts & FiFEEAE K FEZETHEE

« Amazon EMR 7.0.0 fix R E#ThR 42 #& Amazon S3 on Outposts.

- IREE S3A EIERF LS S3 on Outposts & Amazon EMR ?Piﬁﬂﬁﬁﬁo H%E S3A EFE S3on
Outposts AT EBIFTEMNINA. INF S3A BEER[[EEN , BB EREH.

. Amazon S3 on Outposts E X EFEH Amazon S3 ZE 8 (SSE—S3) B Amazon EMR B @ iR 25
W, MEFMET , FSMBthe section called “& ¥ %

« Amazon S3 on Outposts A% ##FH S3A FileOutputCommitter #1TE A, £ S3 on Outposts
7 ETE £ # S3A FileOutputCommitter E AR EH T FI$EER : InvalidStorageClass: The storage
class you specified is not valid,

« Amazon EMR Serverless = Amazon EMR on EKS &% # Amazon S3 on Outposts.

« Amazon EMR B 2R EFELIZENEE Amazon S3 VB , MASURES R FFETE S3 on
Outposts ##FETREH,

REE S 7 BEIRE

S3 on Outposts L2 i REX Outposts #2R PV A BB BREE R, RENGBKR AWS EiF
BEBRARRTR, EHRERTRFENNWEE, FB S3 on Outposts FHI & 7 BT M TER
HY , R LARR SR — BUEE R IR (TRIEE Outposts 1 AWS [EiF 2 B K ERILIE),

B8R H S3 on Outposts API 553K , R BRI E I RFNBZEER . RE , KESFEAR
ENE R RERFH R B S3 Y API 555K, S3 on Outposts LEEFEHARZARA 4A (SigV4A) HBFER
B, RIS RBEMNREER, RIS K FHFE S3 on Outposts lRIEAKY Outposts £, EF
R S3API FERE , RELSLURSHREHMBERN, RASBRENE , METEHHXFHE
imE S MR Outposts L,

E Outpost E#RE| AWS EiFK , REWERBRERES 10 7iE. EEIREH S3 on Outposts API 53K
B, RRGLSERS AN EMEERE , LUREARFEASZITHVBE, MR Outpost B2 FENHELR AWS [E
5, REWERHERA 12 D,

ARERBN & 2 BEIRE

S3 on Outposts € HENMREVER SigV4A BEELZHB2ERN G/ RBENREER, MEFHMAER ,
S BAWS Identity and Access Management { £EA&EERM) FHIZEE AWS API 555K, SigV4A &

R 5 o B FE R ERL API fR4s 2006-03-01 101
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BT ERIFRAH AWS SDKsHFEH, EALLUEB AWS Common Runtime (CRT) F23 E Y MK 1%
REVEZIER.,

BEEFEARIMRAN AWS SDK , W REFHIRAH CRT, a0, EAILA#IT pip install
awscrt REVSRFTMRAH CRT (EF Boto3),

S3 on Outposts T EREUEA SigV4 BEEEZHBZERNE I BBNREER,
EafE SigV4A % B

BRI LAE A AWS CloudTrail B8R 2B 2 A SigV4A #E., WFE A S3 on Outposts X E
CloudTrail BVE¥#BE A , FZEEH AWS CloudTrail HFEES#E S3 on Outpostse

X XE CloudTrail 2 , A LAFE CloudTrail BF6HY SignatureVersion M HEBEBERNEES
Ko M SigV4A EBWERDHE SlgnatureVer51on %5 AWS 4-ECDSA-P256-SHA256, f§H
SigV4 #EBMFERE#E SignatureVersion %4 AWS 4-HMAC-SHA256,
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S3 on Outposts A Z £

MERZEME AWS REESEEIEF. 58 AWS BF |, KA UZHZRNERPONBHERE | BLEER
RB/TRERRZEHBMEBHNFIRMAEE,

ZEMR AWS BEECBNARRE, AFSEEAFEERRERNEEYE K NERPHLZEM

- TiRHNELEM -AWS B EREE AWS R DHTHERERRE AWS EF,. AWS 1t ABRRMHTL
2FERANEK. FAWS EHRHEP , F=ARRRAEEEHARNBERMANZEENE. BET
fRIE 5 Amazon S3 on Outposts BN EHRETEl , FSEAWS &RETEIN REHE,

- EIRNZEM - BNETEURAEER AWS RE 1 . R4 EHEMREZESE , S FERNEER
P, BATNERMNBEAEENER,

ANHEBRE T HBIMEREH S3 on Outposts RERAHR BN EEER, THEERBMNATHE S3 on
Outposts FREAZZZNLZEREREE, BH2THUNMEREM AWS R RiGEHEERFRE
S3 on Outposts ER.

e

« M S3 on Outposts & E IAM

« S3 on Outposts A {9 E £}

AWS PrivateLink 1B S3 on Outposts

AWS Signature £ 4 iR (SigV4) B0 BBHB EBER L8
« AWS Amazon S3 on Outposts B ZEHBE

#% Amazon S3 on Outposts A RIEEE A E

£ S3 on Outposts FZE IAM

AWS Identity and Access Management (IAM) 2 AWS fR¥ , Al HBIEE E T £ iR H¥ AWS BR
WIFEL. IAM EESTEFIHLASETEDRE (BA) WESIRE (EGFH) SEA Amazon
S3 on Outposts Bif. IAM R—EEAI UK EFEAN AWS IR . BIETER , FAETEMR S3on
Outposts ERMIBIENFFA, EEEF S3 on Outposts ERH AP IBIENZHVER , A LUER 1AM
BAuUGAE, BERAE , XWHMFA,

FERMEFIE K FHEERESNERE. HERAE

- FRHI{EREFMELE AWS IAM Identity Center :
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BAURREE, FRR (AWS IAM Identity Center EAEIEME) PHEVEREERAETERAE,
- BBESREEE IAM AEENERE

BUBESEINAG, EfE (AMEAEER) WAE=F52REHE Be) BE1ACHNIETR.
. IAM EAZE :
- BYBWERAETNRINAR, BRE (AMEAEER) WA IAM EREZEIAGHNIER.

o (TER) BSBREENNEERE , UREAEMEEEHEHE. 78R (AM EREER)
MFTEFT A REAE (E2E8) FIETR.

BRT IAM 2B BES | S3 on Outposts thE R BRETFIBMTFRERE., RETBBCRETIE
Bk 2E# 5| S3 on Outposts BRI EREBUR,

- FEFRIRERIFERR , YRBERPHTRRAFHIEBERFIrBNEPYFLIFER.
- M2 T, FRRREEZIEFIE , Y AFHIEEHFRFNER,

FEBBUR TR ELEZ R B S3 on Outposts B EITFBNREFIRBER. EEEEAENFERHERE
#73%iB S3 on Outposts FFEV B3R ZHL S3 on Outposts FEZEFEF Y4 |, BB BE M ZEIr K
REVBEAFZHBER,

BLEFREBRTISHREEEAEBZFMMETHFER, fim, MREFRMEEIFEFTE R
BELEATRHBRRAFNEEEZARFIBREBINGER, T8 , CERERFTERBRNRE T
g RATHIEBEED M FITRIEBFIRREHNFER,

£ IAM BERSRERBBER S |, B[ LUEZMLE S3 on Outposts BMEEZ 2| R FFRIEL. S3 on
Outposts EjE¥ FE4FERY S3 on Outposts API #4E, S3 on Outposts BIEEEMA s3-outposts: @
BZEBFTHE, ¥ FH S3 on Outposts 25 API IZHIVFER , AWS &1 LA K ¥ Outpost LRI ¥4 API
MBI HAESR , 2FA IAM #TRE | YiREs3-outposts : HBRZEHFEHETRIE, EEFH
S3 on Outposts , FERELEMN IAM FHFE |, WE¥ s3-outposts: IAM F B Z=REREMFEHE,

MEFHMER , F20H (RBERESE) P8 "S3 on Outposts WENE, BERFIREZ, -

® Note

« S3 on Outposts T X EFEUEH)EE (ACL),

« Posts LH) S3 ARENFEEFIrBRRERAMAHEEE  UiHbRAcREFIENETEE
BT IS BR DA
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* Outpost L#) S3 —FERA S3 HELBAFEER , UHBREADHEKETSE LB FIE
PR o

WMFE AR S3 on Outposts FXE IAM HFEMER , S T I XA,
e

« BAR S3 on Outposts BEM E 88

« EAM S3 on Outposts KV E R ARN

« BAR S3 on Outposts A &I B

+ BAR S3 on Outposts ik B K EF 1]

+ S3 on Outposts K RIGEEH B

B AR S3 on Outposts BUERHY F £

BB ERBEBERLRF S3 on Outposts HEZETRNEFEVER | B4 EMEH Principal TERIE
EAHZEREHEBERREBROAERERAER. ¥ S3 on Outposts B , BAILAERTHIH
—IE3EE .

. —{@ AWS IRF

. IAM ER#E

. IAM A&

« BERMEA Condition TERRHIHIFE IP SEFEIMNFIETE BEERFET )

/A Important
BEESHHTE Principal TEPRFEABRAF T (*) B S3 on Outposts EFATIERBEEE |
BRIEZBFRETSRAEISE IP it S8EFEAY Condition. LERRFIFBIERE L NEER
S3 on Outposts #FETEE. WFEEH , F5SR B AR S3 on Outposts HYEFIEZE

WFEAR Principal TEMNFMER , F2H (AM EAEER) P "TAWS JSON BETE : =
%J o
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ERAEER

B AR S3 on Outposts BE R ARN

S3 on Outposts B9 Amazon Resource Name (ARNs) ‘@& Outpost ID , L% AWS [E15 Outpost FT1E
. AWS RS ID MIEREE, EEFIIEY Outposts REFHENYWHATEE , BXLEFATE

PERIES—E ARN %X,

ARN HipartitionfERIE WEHE AWS B, SE AVEE AWS 1kRF R —EsEIE. ATREX

ENDEIRE -

« aws - AWS [EF

+ aws-us-gov — AWS GovCloud (US) E

T3 BER S3 on Outposts ARN &=,

Amazon S3 on Outposts ARN

#1778 ARN

FHE ARN

Y4 ARN

ARN #&3%

arn:partition :s3-
outposts: region:
account_id :outpost
/ outpost_id /
bucket/bucket_name

arn:partition :s3-
outposts: region:
account_id :outpost

/ outpost_id /accesspo
int/ accesspoint_name

arn:partition :s3-
outposts: region:

account_id :outpost
/ outpost_id /

Lt

arn:aws:s3-outpo
sts: us-west-2

1123456789012
outpost/ op-0lacsd
28a6a232904 /
bucket/amzn-s3-demo-
bucketl

arn:aws:s3-outpo

sts: us-west-2
1123456789012

outpost/ op-0lac5d

28a6a232904 /accesspo

int/ access-point-

name

arn:aws:s3-outpo
sts: us-west-2
1123456789012 .
outpost/ op-0lacsd
28a6a232904 /

EHA R S3 on Outposts B ARN
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ERAEER

Amazon S3 on Outposts ARN

S3 on Outposts ZEV B ¥4
ARN (AR A

S3 on Outposts ARN

ARN #& 3%

bucket/bucket_name /
object/object_key

arn:partition :s3-
outposts: region:
account_id :outpost

/ outpost_id /accesspo
int/ accesspoi

nt_name /
object/object_key

arn:partition :s3-
outposts: region:

account_id :outpost
/ outpost_id

B AR S3 on Outposts K &I BLER

i 5

bucket/amzn-s3-demo-
bucketl /object/m
yobject

arn:aws:s3-outpo

sts: us-west-2
1123456789012

outpost/ op-0lacsd

28a6a232904 /accesspo

int/ access-point-

name/object/myobject

arn:aws:s3-outpo
sts: us-west-2
1123456789012
outpost/ op-0lacsd
28a6a232904

Example : 8 AWS 1RF ZFE AR S3 on Outposts FEFEFBEBE

THRBEFETRBRMER AWS 1RF ZFEARIRE F¥# S3 on Outposts FEFITENFEE, EEFEALRE
FEREBGR , BUEBECNERRAR user input placeholders,

Example : ERABAZ T (*) TEIMEH L4888 S3 on Outposts EIFEFEEER |, LIRSS 43 E IP it
#iE /Y 7N

THRFETERBRREAERAFETERE (*) E aws:Sourcelp RELIRFIEIEE IP it SHEENEF
B, EEFALKRTFIEREBEEK A FBULBSHNERARNK user input placeholders,

B A S3 on Outposts i B Y EF A

S3 on Outposts FE IAM FH#EBWETA , REE S3 on Outposts ik B ENE.
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® Note

- HAFERAEFHEM IP thit 2 (ColP £E) FEEEMNGHS , B4 EEFRE ColP £E
£ IP # it AFFAT , IR RATR,

- ¥R FH S3 on Outposts By AR F AWS Resource Access Manager , iE£ A
REFNEAEELIELATRR LBEYECHNIRE., IREARFANERAEENEEE
BEMinE , AL ARSSET Outpost LB BHE W FilkE. WHEFHMEEN , F2Hthe
section called “3t A S3 on Outposts”s

T Z&#~E S3 on Outposts iwZHEEIAY IAM FF 7,

Action IAM FF 7]

CreateEndpoint s3-outposts:CreateEndpoint
ec2:CreateNetworkInterface
ec2:DescribeNetworkInterfaces
ec2:DescribeVpcs
ec2:DescribeSecurityGroups
ec2:DescribeSubnets
ec2:CreateTags

iam:CreateServicelinkedRole

HRAEARNSHBELEEN IP hutERE
(ColP £[B) #FEEEMN IS , FEETIEAN
B o]

s3-outposts:CreateEndpoint
ec2:DescribeCoipPools

ec2:GetCoipPoolUsage
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Action IAM &5 1]
ec2:AllocateAddress

ec2:AssociateAddress
ec2:DescribeAddresses

ec2:DescribelocalGatewayRou
teTableVpcAssociations

DeleteEndpoint s3-outposts:DeleteEndpoint
ec2:DeleteNetworkInterface

ec2:DescribeNetworkInterfaces

HREAATBEEFHEEN IP iR
(ColP £[E) ZEEANIKE , EETHEINN
&l

s3-outposts:DeleteEndpoint
ec2:DisassociateAddress
ec2:DescribeAddresses
ec2:ReleaseAddress

ListEndpoints s3-outposts:ListEndpoints

® Note
BRI AEE 1AM BURF fE B IR B R E T

S3 on Outposts W RIGEL AR

S3 on Outposts A IAM fRIFEZARRKEEY —LRRER, NEFMAEHR ,
Amazon S3 on Outposts f# i RIGEFE A,

E
¢

ZEEHH
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S3 on Outposts A HYE Kl N %7

fikFEER , FTEFHXTE Amazon S3 on Outposts FHERHIIE A R RESm N EE Amazon S3 ZE N
Fi® (SSE-S3) #TNE, MEFMENA , F2E (Amazon S3 FAHEIERM) FRMEE Amazon S3
S &£ 8 (SSE-S3) Al RESim MR o

B LGEEM U FREMMZ SR (SSE-C) ERAMMKRRIRME, HEMEMA SSE-C , FiEEME R
AYH APl BRI —E70 . ARRRMBISNEWHER , FFWHFPRER. WEFHEEA ,
2% (Amazon S3 EAEER) PHNELE FRAMN SRER FARSFRMNE,

5

3

(@ Note

S3 on Outposts FZEEH AWS Key Management Service (AWS KMS) &8 (SSE-KMS) it
TRMRIFHINE .

AWS PrivateLink 1@ A S3 on Outposts

S3 on Outposts X #& AWS PrivateLink , I ZEEBEBAERE PN ARE , BEEEEH S3on
Outposts E 7N FE. MLEFREERBSHERLEZIR (VPC) PHFAE IP fuit , EMELA
ERHE R 2R ML £ SRV Outposts M7 LB ITERIRIE, A AWS PrivateLink T EEFEALE IP
ok = R A R BR o

{5 AWS PrivateLink for Amazon S3 on Outposts , & 8] L fE E#FAE Eix (VPC) FMENTE VPC
una , BAFFER S3 on Outposts @7 ET 88 EIE Mim 2 B 3E APls, B EiBERFAE M (VPN) = AWS
Direct Connect , Bt ZBERE VPC AR ASBEINWEAREXNFENE VPC inE. BRI LIER 7
Ef#ZEr B Mim B EE APIs AWS PrivateLinko AWS PrivateLink 3z & £H5# API #4E |, H140
GET. PUT f¥E{LIEY APIs, iELIRAEDEIB S3 on Outposts in B M FEVEAHRERL T &, MEEA
B, E2EEAR S3 on Outposts KA.

NEHEH—ERZEEERENE (ENI) RETR , ELERE VPC N FEERIERNTAE IP i, ¥
S3 on Outposts NHEHEHBHWERSEHEHEAET AWS M LM S3 on Outposts FZETEMIEEE
B APl, &t LUEIB AWS Direct Connect 3% AWS Virtual Private Network () , ffRZHEEAER

FH VPC H /T E i HiSite-to-Site VPN, MEBBMMAAE VPC BRI EMEERNFMENR , B

2/ (Direct Connect A& M (AWS Site-to-Site VPN EHEIEFE)

N HEHSEIER AWS FBEEMER BAFER S3 on Outposts FEFEFEMIEHEIE APIs AWS
PrivateLink , 0 F BT Ro

ER API fR7s 2006-03-01 110


https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingServerSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingServerSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/directconnect/latest/UserGuide/Welcome.html
https://docs.aws.amazon.com/vpn/latest/s2svpn/VPC_VPN.html
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CUEN AWS Cloud Customer premises
S —
AWS Outposts

Service link %

i S3 on Outposts
S3 on Outposts bucket AWS PrivateLink Interface VPC endpaint P!
management and for S3 on Outposts
endpoint management
APls

MEEBEN WS —MRER , FSE (AWS PrivateLinkigRE) FH N E VPC imE (AWS
PrivateLink ).

£ |

- ERERF

1ZEY S3 on Outposts 77 [ i 2

EATAEEEE DNS A5

% S3 on Outposts B3 VPC s BHBUER

% S3 on Outposts B EAFETEEURE VPC imHBUE

R B PR I

B #5%IB 17H S3 on Outposts fE1FErE iR B ETE APIs B AWS PrivateLink , @&/ VPC fR#l, 0
FHMER , F26 CAWS PrivateLink $8R3) #9771 [H i 24 5 14 A FR ) AR AWS PrivateLink Bt &,

5k, AWS PrivateLink A T 3IER :

- BPEREBZE (FIPS) B
+ S3 on Outposts E#HEE AP| , flan GET. PUT MBELIVYH APl R4E,
- #.F DNS

SERRERR API hZ 2006-03-01 111


https://docs.aws.amazon.com/vpc/latest/privatelink/vpce-interface.html
https://docs.aws.amazon.com/vpc/latest/privatelink/vpce-interface.html
https://docs.aws.amazon.com/vpc/latest/privatelink/vpce-interface.html#vpce-interface-limitations
https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-limits-endpoints.html
https://aws.amazon.com/compliance/fips/

Amazon S3 on Outposts EREER

17HY S3 on Outposts 97 H % 2

£ E#F A 7H S3 on Outposts fEFETEE MK B EE APIs AWS PrivateLink , S BEHENERARER
LUERIRESTERN DNS B, ELEV A EWERF , AWS PrivateLink € E4+MERE4EERN S3 on
Outposts £ : EBFME,

- [EiF DNS B - @ EM—1 VPC in® ID, BRFEFEBIAF AWS [EF, H vpce.amazonaws.com,
flan vpce-1a2b3c4d-5e6f.s3-outposts.us-east-1.vpce.amazonaws.com,

- B DNS £ - I SMH—/ VPC in® ID, WARESE. RBHBIFF AWS EiF,
vpce.amazonaws.com , 5l vpce-1a2b3c4d-5e6f-us-east-1la.s3-outposts.us-
east-1.vpce.amazonaws.com. MRENEBAIERERTAESE , RITTSAEALRE, fln, &5
LS [E DNS & AR KR8 Lk bR (2 15 & B HE 8 AR A

/A Important

S3 on Outposts S E 22 HE DNS BiEfE MBS, S3 on Outposts T EFE DNS, &
U/ BREEEERE API FA --endpoint-url 28,

AWS CLI &34l

£/ --region M --endpoint-url S&iEiB S3 on Outposts N EHHFNFEAFrEEEERYEE
I AP,

Example : £ fim® URL 5 B8 S3 #2418 API Wi#FATE

ET5EHFP |, R us-east-1, VPC 3 URL vpce-1a2b3c4d-5e6f.s3.us-
east-1.vpce.amazonaws.com RIRFE |D 111122223333 X ABENEN.

aws s3control list-regional-buckets --region us-east-1 --endpoint-url
https://vpce-1a2b3c4d-5e6f.s3-outposts.us-east-1.vpce.amazonaws.com --account-
id 111122223333

AWS BHEE 4 &4

# SDK EFEHHRA , WERELRKN A FimfEAiHE URL , SL7FEX S3 on Outposts /T EH S3
=% API,

#2H S3 on Outposts 71 E#H 2 API hZs 2006-03-01 112
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SDK for Python (Boto3)
Example : %2 URL 72EY S3 124l API

ETHEFF , B us-east-1 F VPC %3 URL vpce-1a2b3c4d-5e6f.s3-
outposts.us-east-1.vpce.amazonaws.com S BB ENER.

control_client = session.client(

service_name="'s3control’',

region_name="'us-east-1",
endpoint_url="https://vpce-la2b3c4d-5e6f.s3-outposts.us-east-1.vpce.amazonaws.com'

)

WMEFMEERNR |, 7528 (Boto3 B ABIER) Y AWS PrivateLink for Amazon S3,

SDK for Java 2.x
Example : %% URL 72EY S3 #4] API

ETHIEH|F |, 3 VPC 33 URL vpce-1a2b3c4d-5e6f.s3-outposts.us-
east-1.vpce.amazonaws.com MEIF Region.US_EAST_1 R AEENER.

// control client
Region region = Region.US_EAST_1;
s3ControlClient = S3ControlClient.builder().region(region)

.endpointOverride(URI.create("https://vpce-1a2b3c4d-5e6f.s3-outposts.us-

east-1.vpce.amazonaws.com"))
.build()

WMEFEES , 20 BERAMN Java B9 AWS SDK APl 2t S3ControlClient,

BT EDEEE DNS #HRE

{5 s 245 7E DNS B BRFEN S3 on Outposts RFFEEEEIFEEE AP WM HIRER , BFH%
EHAEIERE DNS #7258, B LUEMA/AHE S3 on Outposts DNS #iE R M E i HIFE IP sk , K
fEAT IR BH45 TERY DNS B8,

£ S3 on Outposts 237 VPC i BB R

E#EA S3 on Outposts #IL VPC /rHiHE , 552E AWS PrivateLink 38R ME L VPC i H.
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https://boto3.amazonaws.com/v1/documentation/api/latest/guide/s3-example-privatelink.html
https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/services/s3control/S3ControlClient.html
https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html#create-interface-endpoint-aws
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%/ S3 on Outposts 2\ A FATBBEREE VPC un B BUR

AT DAt B BUCRIE 2 £ 425 S3 on Outposts 7EUERY VPC im B, R A LAEMA S3 on Outposts f#
FEFBBURM aws:sourceVpce &# , REEHIHEE VPC I M S ER BN EFE. BB VPC ik
FHBUR | BRI LAE 77BN S3 on Outposts R FITEERE AP ERIRHEE AP, EBRETFEEX A &
A AR HI7FEL S3 on Outposts EFETREE APl, Am , BEEMFEH aws:sourceVpce EEH S3
on Outposts H ¥ B ER FEL

S3 on Outposts WEFEEEEE F5IEH :

- RAHFHIEBEER AWS Identity and Access Management (IAM) £ 8,
- EASRIEEN S3 BHEEE,

C
- BN

m
%
&5
>
=
w

TH&EHHERTREBFITFERREFEEABEKR., WE VPC ERNFMENR |, 3
Network-to-VPC E#Fi2IE Amazon Virtual Private Cloud,

/A Important

- EERAXEARN VPC InHEHIBERR , AUESEEEBANESHRFIRNFR, &
[REIFEEITRBEIREE VPC iR ERNFEEITRE T , TRt HmeHEFIEN
EiR. MERBRUNMSELEENES  F2RENREFITBEBRAEZAN VPC 5 VPC ik
2 D, WEMABEBR , FRAUFIREEFE ? (VR XE AEP L),

s FATHEGRFIEERECN , FUBSEEHARMNEEETNR VPC %2 ID. FEI,
B EEERE TR

o MREBHBEREAFRIZE VPC imEi17FE S3 on Outposts fEFiTHE | ReeFRYZMHEE
FENEIEAFEIE K RAXTEABRTR2REEEN VPC iHEH,

3|
- il : BR$ITE VPC i ¥ ERFAT IR
- #if5l . 7£ S3 on Outposts EFATRRBERPIEL RIS E VPC imEFE
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https://docs.aws.amazon.com/whitepapers/latest/aws-vpc-connectivity-options/network-to-amazon-vpc-connectivity-options.html
https://docs.aws.amazon.com/whitepapers/latest/aws-vpc-connectivity-options/welcome.html
https://aws.amazon.com/premiumsupport/knowledge-center/s3-regain-access/
https://aws.amazon.com/premiumsupport/knowledge-center/s3-regain-access/
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g4l - BRFITE VPC InBh¥ i E R FIr iR

BT LA M IR BBUR | LABRAI R EEUSE S3 on Outposts 12888, LA THEAS GetBucketPolicy B
ERNEFEEERSIA example-outpost-bucket, EEBFEREMMBE , FEREWNEREKEHI
=

JSON

{
"Version":"2012-10-17",
"Id": "Policy1415115909151",
"Statement": [
{
"Sid": "Access-to-specific-bucket-only",
"Principal": {
"AWS": "111122223333"
}I
"Action": "s3-outposts:GetBucketPolicy",
"Effect": "Allow",
"Resource": "arn:aws:s3-outposts:us-
east-1:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outpost-bucket"
}
]
}

#if| : £ S3 on Outposts EFEFBBERPIEB I E VPC in HFE

LR S3 on Outposts EFETBEBURIEEEIR vpce-1a2b3c4d VPC inBTE example-outpost-
bucket f#TFhr#8 L77EX GetBucketPolicy.

aws:sourceVpce RHESEERE , BEFAEE VPC iwEEIRK Amazon Resource Name (ARN) , R
FTERH ID. EEFAEMEEK , BEASWERRRESE,

JSON

"Version":"2012-10-17",
"Id": "Policy1415115909152",
"Statement": [

{
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"Sid": "Deny-access-to-specific-VPCE",
"Principal": {

"AWS": "111122223333"
}I
"Action": "s3-outposts:GetBucketPolicy",
"Effect": "Deny",
"Resource": "arn:aws:s3-outposts:us-

east-1:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outpost-bucket",

"Condition": {

"StringEquals": {

"aws:sourceVpce": "vpce-1la2b3c4d"

}

AWS Signature 38 4 iz (SigV4) B0 RFBERTEHE SR

T FREEREE AWS Signature £ 4 iR (SigV4) B 5 BRFAEBEN R4 S8 , B LUEE Amazon S3 on
Outposts £, ERFIBBERS , B UMEELRN  UMEEEASE 4 RBEEEFRBIFRE
BEBTRETR. WEHFEHE  F2H A% 4 REEEFHEBRISRO R FIRBEEEM,
WFEREA Signature 55 4 IRBRREFF RN FMER , F2H (Amazon Simple Storage Service API 2
£) PHERFEFER (AWS Signature 5 4 kR )

HRE® Description
s3-outpos S3 on Outposts XERZBTRN G BT L. EERFEABTREAE
ts:authType EEDBIERZE , BUUERLERGES®, Fla0, &7 LA R4t

€488  EAFF HTTP Authorization EERAERZERE IR,
BXNE :
REST-HEADER

REST-QUERY-STRING

s3-outpos HEECRIFRPERNNGERE CLERAEN),

ts:signatur

eAge WA AT S8 URL.

% 4 IREBEF (Sigv4) BRI API fR4s 2006-03-01 116


https://docs.aws.amazon.com/AmazonS3/latest/API/sig-v4-authenticating-requests.html
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HAEH#® Description

ERERIREBEFP  ZESRBNERBRER LR, Hlt , BENE
WHREERREtR. WEFMEENR , 528 (Amazon Simple Storage
Service APl &) iy "HEBREN . » BUUFERALERGRE—SR
HlEEFEH,

g1/5|{& : 600000

s3-outposts:x- BRI ARG SBURT AT ERTITRPREZENASR,
amz-content-

- EEERAE 4 REFRFR S8 Authorization BEWHER

SEXBHEDPHIE x-amz-content-sha256 &EHE , REEHER
EAMERE,

B ERETFEBERPERAL RGN | EEEERAREEAHN LE
HHE. flan

- IEBMFEHT Authorization EBERBRFEREWRBFBREFH LE
HEB, MEFMER , 528 Amazon Simple Storage Service AP 2
iy EEER T ERAR.

- ERFEAFLEET URL W EE, FAEEST URL —FH UNSIGNED_
PAYLOAD . IFEFFMER , 552 B Amazon Simple Storage Service
API Z2ERNE T BEB RN OBEL .

B3{E : UNSIGNED-PAYLOAD

A% 4 REBEFHEBRE BN RAFTEBEREH
EEFATIERS , FUEBEIHWERRN user input placeholders,
Example: s3-outposts:signatureAge

THREFEBRESIEE example-outpost-bucket F¥# EHIEM S3 on Outposts FELEHE
URL R (R ZEEEHEIB 10 7 EZK).
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https://docs.aws.amazon.com/AmazonS3/latest/API/sig-v4-authenticating-requests.html#signing-request-intro
https://docs.aws.amazon.com/AmazonS3/latest/API/sig-v4-header-based-auth.html
https://docs.aws.amazon.com/AmazonS3/latest/API/sigv4-query-string-auth.html#query-string-auth-v4-signing
https://docs.aws.amazon.com/AmazonS3/latest/API/sig-v4-authenticating-requests.html
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JSON

"Version":"2012-10-17",
"Statement": [
{

"Sid": "Deny a presigned URL request if the signature is more than 10
minutes old",

"Effect": "Deny",
"Principal": {"AWS":"444455556666"},

"Action": "s3-outposts:*",

"Resource": "arn:aws:s3-outposts:us-
east-1:111122223333:outpost/op-0lac5d28a6a232904/bucket/example-outpost-bucket/
object/*",

"Condition": {

"NumericGreatexThan": {"s3-outposts:signatureAge": 600000},
"StringEquals": {"s3-outposts:authType'": "REST-QUERY-STRING"}
}
}
]
}

Example: s3-outposts:authType

THRFEEZEEEBBREAKRFER Authorization EEUMBERBENEMER, EMELEE URLHE
REFSERER , FAELAEE URL EEAEHSBREHBRNBRIEA. WEFHEEA , F2H8
{Amazon Simple Storage Service AP| &) Fly "E2EBFTE T L -

JSON

"Version":"2012-10-17",
"Statement": [
{

"Sid": "Allow only requests that use the Authorization header for
request authentication. Deny presigned URL requests.",

"Effect": "Deny",

"Principal": {"AWS":"111122223333"},

"Action": "s3-outposts:*",

A% 4 IREBEFEBREZRNREEITERBERES API hz7s 2006-03-01 118
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"Resource": "arn:aws:s3-outposts:us-
east-1:111122223333:outpost/op-0lac5d28a6a232904/bucket/example-outpost-bucket/
object/*",

"Condition": {

"StringNotEquals": {
"s3-outposts:authType": "REST-HEADER"
}
}
}
]
}

Example: s3-outposts:x-amz-content-sha256

THRFEFEBRRSESTMESREBREW LEEE | SINMFEHAELES URL W EE, NEFH
BF , 5528 Amazon Simple Storage Service AP| 2ZFR 5 DB FERME D BFE S %,

JSON
{
"Version":"2012-10-17",
"Statement": [
{

"Sid": "Deny uploads with unsigned payloads.",

"Effect": "Deny",

"Principal": {"AwWS":"111122223333"},

"Action": "s3-outposts:*",

"Resource'": "arn:aws:s3-outposts:us-
east-1:111122223333:outpost/op-01lac5d28a6a232904/bucket/example-outpost-bucket/
object/*",

"Condition": {

"StringEquals": {
"s3-outposts:x-amz-content-sha256": "UNSIGNED-PAYLOAD"
}
}
}
]
}

A% 4 IREBEFEBREZRNREEITERBERES API fz7s 2006-03-01 119


https://docs.aws.amazon.com/AmazonS3/latest/API/sigv4-query-string-auth.html#query-string-auth-v4-signing
https://docs.aws.amazon.com/AmazonS3/latest/API/sig-v4-authenticating-requests.html
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AWS Amazon S3 on Outposts B Z&BXK

ERAEER

AWS SEHRFEH AWSAWS SERFRYNEENEIRESEATSEARMEMEGT , UESR
ALARBRSHISRGERE, FENAE,

FARCIE , AWS REBRABTERTFTRECARIINFEERT , BRAELFITAHAE AWS &
FEA. BMEREERBENEARINETSEERE , WMEE-SRBDFF,

REEESTE AWS SEREPEZWLT, R AWS EFHZ AWS EREPERWNGT , IFHE
ERXREENTETEREY (FHE. BENAR® ), EHN AWS R REBHEHH AP BETHR
RERBEE , AWS B UEEH AWS ZEBUR.

WEFMEF , F2EH IAM EAEREREPR AWS ZEBXE,

AWS ZE R : AWSS30nOutpostsServiceRolePolicy
ERRIEELL AT AWSServiceRoleForS30n0utposts B —28% |, B EBRBEE R,

EERGLBERMETR , 28 AWSS30n0utpostsServiceRolePolicy.

S3 on Outposts & AWS BB KN E

8 Bt BRAEBE 2R B MY 1B L 2 T LA S3 on Outposts AWS ZEBEREHMFEMER.

Date

g8y iR

S3 on Outposts #i# T S3 on Outposts #i# T

AWSS30n0utpostsSer AWSS30n0utpostsSer

viceRolePolicy viceRolePolicy 1A
BRI ER A AWSServic
eRoleForS30n0utpos

S3 on Outposts FIREBKH 2 F

ts B—E% , UiHBEER
BRER,

S3 on Outposts BB M E
AWS SEBEXENEE,

2023 10 A3 H

2023 10 A3 H

AWS SEHE
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
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&% Amazon S3 on Outposts EFRARIGEL AR

Amazon S3 on Outposts i AWS Identity and Access Management (IAM) fRF5E#E A€, RIEER
At EEEERZE S3 on Outposts I —FE4E %k IAM BEER, REEZL A A S3 on Outposts T L
Ex , YISERBERARETUEA AWS BREFTENPIBET

IR EFE LB ERE S3on Outposts BEAR S , ARETLFHIEBHLEMNFFA. S3 on Outposts
BERHBRBERACNT , RFESEES , ®AIRE S3on Outposts AIMBEREAE, ERMFT
AESEEEBRMFTFUEBE , BRFTUBRE LM MEH M IAM BEE,

B AEMBRREEEACHMEEBER , TREASHMER, Ltk TRER S3 on Outposts BR , HF &
RPOBBRERERNET I,

NEREXERBEFACNEM RBENEF  FSEAWS BB EEACHTEAR IAM BART |,
YEREERNWERE. BEEFEENE , SIREXRBHRBERS XM

S3 on Outposts B IRFERE A EFF A

S3 on Outposts & & AWSServiceRoleForS30nOutposts B IRIEERE A & 5K 17 B IR E IR FERE
Ro

AwSServiceRoleForS30nOutposts RISEZABEFTIREUREASE -

* s3-outposts.amazonaws.com

£ 5A AWSS30n0utpostsServiceRolePolicy AT AIEE AFF S3 on Outposts ¥ 5 EME IR
SER T 5IEE -

JSON

"Version":"2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": [
"ec2:DescribeSubnets",
"ec2:DescribeSecurityGroups",
"ec2:DescribeNetworkIntexfaces”,
"ec2:DescribeVpcs",
"ec2:DescribeCoipPools",
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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ERAEER

"ec2:GetCoipPoolUsage",
"ec2:DescribeAddresses"”,

"ec2:DescribelocalGatewayRouteTableVpcAssociations"

1,
"Resource": "*",
"Sid": "DescribeVpcResources"

"Effect": "Allow",

"Action": [
"ec2:CreateNetworkInterface"

]I

"Resource": [
"arn:aws:ec2:*:*:subnet/*",
"arn:aws:ec2:*:*:security-group/*"

]I

"Sid": "CreateNetworkInterface"

"Effect": "Allow",
"Action": [

"ec2:CreateNetworkInterface"
1,
"Resource": [

"arn:aws:ec2:*:*:network-intexface/*"
]I
"Condition": {

"StringEquals": {

"aws:RequestTag/CreatedBy": "S3 On Outposts"

},

"Sid": "CreateTagsForCreateNetworkInterface"

"Effect": "Allow",

"Action": [
"ec2:AllocateAddress"

]I

"Resource": [
"arn:aws:ec2:*:*:ipv4pool-ec2/*"

1,

"Sid": "AllocateIpAddress"

S3 on Outposts K RIS ERE A BT

API WA 2006-03-01 122



Amazon S3 on Outposts EREER

"Effect": "Allow",
"Action": [

"ec2:AllocateAddress"
]I
"Resource": [

"arn:aws:ec2:*:*:elastic-ip/*"
1,
"Condition": {

"StringEquals": {

"aws:RequestTag/CreatedBy": "S3 On Outposts"

}
}I
"Sid": "CreateTagsForAllocateIpAddress"
}I
{

"Effect": "Allow",

"Action": [
"ec2:ModifyNetworkInterfaceAttribute",
"ec2:CreateNetworkIntexrfacePermission",
"ec2:DeleteNetworkInterface",
"ec2:DeleteNetworkIntexrfacePermission",
"ec2:DisassociateAddress",
"ec2:ReleaseAddress",
"ec2:AssociateAddress"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"aws:ResourceTag/CreatedBy": "S3 On Outposts"
}
},
"Sid": "ReleaseVpcResouxrces"
},
{

"Effect": "Allow",
"Action": [
"ec2:CreateTags"
]I
"Resource": "*",
"Condition": {
"StringEquals": {
"ec2:CreateAction": [
"CreateNetworkInterface",
"AllocateAddress"
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1,
"aws:RequestTag/CreatedBy": [
"S3 On Outposts”

1
}

},
"Sid": "CreateTags"

EAARERTH , IAM B (NAS) R, mEIMREREEESE, WHEFHER ,
IAM R E R PR EE A BF,.

3
W
b

A S3 on Outposts B REEFE B/

BAEEFHEVRKELEAER L ELEAWS EEFEA. AWS CLIZ AWS API FE 37 S3 on
Outposts Ui 2EEF , S3 on Outposts @A BRI REELEAE,

EERRILEBEEEAR  2REEBXREY , fULERFHEAEEBEFENELAR, BRI
S3 on Outposts Ui 2EEF , S3 on Outposts EBR BB R EEAE,

B LAER IAM 18 & , 8% S3 on Outposts EFARGIZRE Y RISEZ AR, £ AWS CLI I AWS
APl # | FAREBBETIs3-outposts.amazonaws. comRIEERZ AR, MEFMER , F2H
(AM EREIERE) FH TEURKESEAR,) . MRERBRERKELZAE , BRI LERE
BFUABREIZAE,

#m#8 S3 on Outposts RIS EE A

S3 on Outposts R FF&#mEE AWSServiceRoleForS30nQutposts lRIEEZEA R, SRABNSE
BETFARE , IATRESETANERSEAG, AN, ZAUFEAH IAM RFEACHER, MEH
HEF , F2E (AM EAEER) PNERERKELEAE,

fHlB& S3 on Outposts K RIGELE A

EETBEARTERBESACHIIEDRE , RAZRERHRZAC, - , ERRIEREDE
BEHREENARERAER. AW, EFDRERBRBESACH , ELAXBTRER.
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® Note

# S3 on Outposts RFELEEMBRERBEEFEAZAR MRS AR, ZHBERE
4 BEFE S ERYERERRE.

B AWSServiceRoleForS30nOutposts A& & A/ S3 on Outposts &R

1. AWS IRF 7£FFE F 1Bk S3 on Outposts im 2 AWS [EiF,
2. fEHAIAM MBREREEEAE,

R IAM 35 AWS CLI, =% AWS API Rl BRAWSServiceRoleForS30n0utpostsiRHEE
EAG, MEFAENR  F28 (AM EAEER) PHRBREREEZAE,

S3 on Outposts fREEFA RN ZEESE

S3 on Outposts T EEFTERERKE AWS EiF 1 FEARKEE AR, WEFMEHR ,
on Outposts [E 13 #i% 2 o

s
¥
&
J%
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B S3 on Outposts fE1FETEE

£ Amazon S3 on Outposts , &R LA#E AWS Outposts LB S3 EFTE | WHHEEAKER
T, AEERERENEREZENERER , TANHERREFRAEE M. S3 on Outposts 24
#9128 5] S3 Outposts (OUTPOSTS) , H# A Amazon S3 APls , EEEZK Z % E MRS L
DEX BRENARNFHRER AWS Outposts, ] LA A ZEXEEMiEIR Virtual Private Cloud (VPC)
B i BHEAR | E2R MY Outpost R ETRRETIEM . MMBRTE Amazon S3 FEFETE —#& , &1E Outpost &
FEFE AT LA AR APl FIThEE , SIEFEUE., MBFNER. EALUER AWS EEFEA,
AWS Command Line Interface (AWS CLI), SDK =% REST API £/ S3 on Outposts, AWS SDKs #0
EHMER , B2 B E R Amazon S3 on Outposts ?

MEEEMILE Amazon S3 on Outposts fEFEFRAENFMEEN , FSETIEE,
&

- $H¥I8M S3 on Outposts fEFETEEE S3 MRAIEH

- BEIFMEE Amazon S3 on Outposts fEF TR £ miBERERE

« #E S3 on Outposts K ¥4

- f£H AWS RAM # A S3 on Outposts

« f£F S3 on Outposts AWS FR¥E B9 E ftb

&H¥HERY S3 on Outposts EFETEEIE S3 A&

AR , S3 RAZFEEHENREEFTEBTRENHFNZETREAE, ERIMER S3 RAES , &
H. WHUNIERTE Outposts @ FATRR P AT RS EWH N & BIRA, S3 WA i# B SR B8
EREBENEREARRFER,

Amazon S3 on Outposts EFEFEE EE =BRAEFIAREE

« Unversioned (RIRA1EH) - i REEARERFIRB LBAREE S3 A2 H |, BIRRAKRRAE
#l , 3 B A EEEE{T S3 iRAEFIAREE, MF S3 RAEFHWFHMENR , FSHE "HEEMW S3on
Outposts #FITRREIE S3 IlRAEZEH. »

 Enabled (ERA) - $HYREFFEHNOYHA S3 RAEE, FIEHMEERETFENYHTSWE

ME—BYRRAS ID. RUARRAZGE S FERREFABPYAMRE ID & null, MREEHHER
S E L (S E ML) ¥4 , filfn PutObject , IS EVSHE —BIARAS 1D,
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* Suspended (2E %) - SHEFREITEBTOMHEF S3 RAES, IBERAZRFHEFRMEER
FRIENMAHSHESWREIRA ID null, MEFMEER , F268 (Amazon S3 ERAERER) THHEY
XTI E EERA R AT,

& &% S3 on Outposts RFETREA S3 IRAEH & |, REFFBKEELZBREAREARA
BEIAREE, TiB , WA ERAEES, NFE S3 MAREINFMENR , BB Te8H 488 S3on
Outposts #FITREIE S3 IRAEZEH. o

HARETETINESEDY  EHBE—EERIRE , ARFEULNEBTIRE, EERKBTRK
B R S AMmBHRAREAERENRKRECRFEIFEIMRANBEH, WEHMBENR , F2
BIZE M MEE Amazon S3 on Outposts fH1ZETEEHY 4 B B AHAE,

THEFIREIAFER AWS EEEE S F AWS Command Line Interface () BRI ERAIRE S3 on
Outposts fEFETEHRAIZHIAWS CLI, EERI EBARAEFN S3 FFEreE |, 5520 23 S3
on Outposts FEFETEE.

® Note

BURGFITE AWSIRFE W #EZAEFTE  RHE—IUHHERBENREFTR. RERT
REGHEEBM , 0 Outpost, ZEH,., FERMBNEFRERE, FRERETSANFER
FErRPYHHNERAEER (VPC) MEREEE  UREMPEER ., NEFHEHR A F2
BIS3 on Outposts 1.

£/ S3 x# A
fmEEfEFRTEEM S3 MRAMEHIRE

1. BAAWS EEX#H |, I https://console.aws.amazon.com/s3/ : /| AR Amazon S3 £1&

=1

EERIEEEEG | 22 Outposts buckets (Outposts FE1ZETEE),
BELEEHHEMA S3 iRAZEFIH Outposts REAFETE.
EEBEMRSIER.

£ Bucket Versioning (fERETBRAZEE) KT |, 1##F Edit (FRE).
BETIHES —EEERFEMFEITEA S3 IRAZHERTE !

o g A~ W b

- ZEEE S3 MRAEFWF LRI IR | 55212 Suspend (E1F).
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- FE/MA S3MAEHAEBFEENGNZERRER , FEE Enable (BLA).
7. BEREEE,

A AWS CLI

EEMR MASEARAERN S3 MAEE] AWS CLI, 55/ put-bucket-versioning@® ,
MTRHNEFIFTR, BEECRELESF , BUALREBESHWERARREE user input placeholder,

MEFHMEFR , F2E (AWS CLI 82&) H# put-bucket-versioning.

Example : Bt S3 kR $2 &l

aws s3control put-bucket-versioning --account-id 123456789012 --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outposts-
bucket --versioning-configuration Status=Enabled

Example : E{& S3 kR $%

aws s3control put-bucket-versioning --account-id 123456789012 --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outposts-
bucket --versioning-configuration Status=Suspended

B FMEE Amazon S3 on Outposts #FETEN £ i HIERE

BT LAGER S3 £dniBH , HfE{t Amazon S3 on Outposts HNREERE, BRI BT AW EHRE
EYMHEB R ABRNRAGEELEYH B, BUUEY, A, FRAMBREMBERA,

WMNE S3 AmBHNEAENR |, B2 B MEE Amazon S3 on Outposts 17 Br 88 1Y 4 aniE Hi 4R

b
R&o

(® Note

BYREFIR AWSIRF W AT, MEARK —AIEY., BA. FASMBRERBRRA
BY o

EEAMEM S3 on Outposts FEFIFREELNEEEWIBEEAR 72

\\)ib

BT % ERE,
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FE

- FHEVHNEREmBHAR AWS EETES

- EAEAR Java B AWS CLI #l SDK 2 37 f & 18 4 aniE HifH A8

A BEUMEREwBEHRA AWS EEEFRE

R LAE R S3 £ aBHE |, &1E{t Amazon S3 on Outposts I FAE, BRI MEN AamERHRA
EMHZ R ABFTNMRARESLEYHBE, BEY, A, EASMRERBERAL

WME S3 AmBHHAEN |, 520 EYAMEE Amazon S3 on Outposts 17 Br 82 /Y 4 fniE HA4E

E
s8N0

¢k

(® Note
BURBEFIE AWS IRF N AT MARM -—TTLUEY, A, FANMEBRENBHSRA
B o

EEMEA EUMEE S3 on Outposts WAWIBEIFA A AWS BB RS |, F2ETIEE,

3

ES]

- BUAaniBHR A
- BALWBHRA
- fmEELIBERA
o MBRA dniE HA AR Al

BB A

1. BAAWS EEX#A |, A https://console.aws.amazon.com/s3/ : /| BFARX Amazon S3 £
AN
Ho

EERIEEEZEG | #IZ Outposts buckets (Outposts FE1ZETEE),
BELZAHBI A mBEHR AN Outposts FEFRTHE.

iE1E Management (B1) R5[1Z2H , AR IEEF Create lifecycle rule (B3 £ miBHER ),
B A Lifecycle rule name (B HR B & #B) WE,

£ Rule scope (R AIEE) T , BET Y HP —@EHE .

o 0o k& Wb
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7.

10.

- ZEREERF BB EETZRKRME , HEE Limit the scope of this rule using one or more filters

(EA—HZEHFRFEARFLRUNEE), AR HEFEEREE, RIBEBRIIH KD,

- EERRAERAZREETRPNMBEYNH , 55EIZE Apply to all objects in the bucket (B Zf#

FRrE PR,

£ Lifecycle rule actions (£ ariBHAR BIE{E) T , BET I H P —EEE .
- Expire current versions of objects (Z B BIARAMN Y4B H) - A B A RAEH N FEFZE

8 , S3 on Outposts EFTIEMIBRIELR , WKW HRE HIEB BTMRA. HRKREMR S3 RAEHIH
517878 | S3 on Outposts &K X MRS ¥4,

« Permanently delete noncurrent versions of objects (3K A B} IE B BIMRAHI ¥ 4F) - S3 on

Outposts &K AMERIE B BIARA 4.

« Delete expired object delete markers or incomplete multipart uploads (fl BRiB 28 47 4 M R 22

AT 2 B L) - S3 on Outposts &7k A MilBRE ¥ 4 MR EEFE HAR TR 20 B L&,

MREERAYHEBRES L ERRAWEE , Al LEZE Delete expired object delete
markers (1 BXiB HA 4 4 M BRAEEE), TR IEIEIE Expire current object versions (2 B BT RAHI )
HiBER) , %122 Delete expired object delete markers (M BRiB 2474 M BRIEER).

® Note
RNBERERG B LEMBRRLCMRTEAN D R EERBEER,

R ZEIE Expire current versions of objects (2 B BIRANH Y1418 HA) = Permanently delete
noncurrent versions of objects (K A MIBRIE B BIMRAEI M) , FFIRIBIFE BRI WHNFTEHR
5% TE A Al A5 B R 1o

IRIEIRIE T Delete expired object delete markers (IERIBEI YA MIBRIZESS) , B T EREAAEZH
BRI HA Y 44 M BRAESS |, 5IZHN Delete expired object delete markers (M BRi8 £ #144 MIBR1ESE)

£ Timeline Summary (REHFEE) T , RESNEMBEHREA , A%RERE Create rule (B R
),

R E e HR Al

EERARERRTErRESBHAR

1.

BRI https://console.aws.amazon.com/s3/ B9 Amazon S3 32 A,
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2.
3.
4.

EERIEEEEG | 22 Outposts buckets (Outposts FE1ZETEE),
BRELEZMARERAEE®BER AN Outposts E1FETHE,

i#1Z Management (BI2) &35 , KRR Lifecycle rule ((EaiBEIRA) T | BELERASRE
AR AL,

HH Action (B14E) , &8 Enable or disable rule (BRA=E AR ),

/

fmeEL oA AR A

o o b~ w0 DN

BRI https://console.aws.amazon.com/s3/ B9 Amazon S3 £ A,
EERIEEEKS | 22 Outposts buckets (Outposts #1ZETE).
BRELEAHFESDERE AN Outposts EFETEE,

#1F Management (B) R5| 8% , AR BIFLEHFED Lifecycle rule (EmEHAR A,
(ZF) E# Lifecycle rule name ((£aiBHIR B &) M{E.

£ Rule scope (FREIEE) T , REEHFEEE

- ZPEREERSBBEEZRME , 55 EZF Limit the scope of this rule using one or more filters
(EA—HZEEHEREREHLERINEE), AR, MEFEEHRRYE. RoIERIWHEKRDN,

- ZEEBRAERZERETBRNFTEYH , 552812 Apply to all objects in the bucket (B ZEf#
FEEPNFIEYH).

£ Lifecycle rule actions (£ aiBHAR AIEE) T , BET I H P —@EE .

- Expire current versions of objects (5 B BIMRAHN YI4F1BH) - BR ERAMRAEFIN R TR
#8 , S3 on Outposts EHTIEMBRERS , WS HREAIEEBIRAR. HRARMEH S3 RAEFHIH
f17ET 8 , S3 on Outposts B K A MBRE LW,

« Permanently delete noncurrent versions of objects (K A B IE B I ARAHI ¥ 4) - S3 on
Outposts &7k A MBRIE B BT RRAHY ¥4 o

- Delete expired object delete markers or incomplete multipart uploads (M BxiB 58 47 4 M BR A2 52
WARTER M 2 B E1E) - S3 on Outposts B 7k A MBRE E ¥ M R RFE R AR TR 20 B L&,

MREEERYNHEBRRRBRH LT BRRRNEE , BIEERZE Delete expired object delete
markers (Tt BRiBHA Y - MIBRIZEC), MR IZEIE Expire current object versions (3 B Bl AR AHIH)
HiBHA) , th#%5%184Z Delete expired object delete markers (M Bxif HA #7148 M BR A2 )
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® Note
RNBERERG B EEMBRRLCMRTEAN D R EERBEER,

8. MIRIEEE Expire current versions of objects (£ B BIMRASHI ¥ 4B HA) = Permanently delete
noncurrent versions of objects (kK A MBRIE B BIMRAK ¥I#F) , SBRIBISE B B W77 8B B 2R %
TE# RIS R R

9. MWRIEEET Delete expired object delete markers (BRI Hi ¥ - MIBRIERS) , B 7 BFREAEM
BB HA Y 4 M BRAEEC | F5IRHN Delete expired object delete markers (BRI 234 4 M BRAERE) o

10. BE/MT.

i BR 4 28 HA A5

1. BRI https://console.aws.amazon.com/s3/ B Amazon S3 £ A,
2. HEEREEEKD B Outposts buckets (Outposts FE1ZETEE),

3. EELEAHMBREWBERAA Outposts EFETE.
4

i#1E Management (BE) R5|1EH , RRTE Lifecycle rule (£amiBEIAR A |, BRIZBLZEMBRAVR
A,

5. EEMBR,

FEAERAR Java B AWS CLI 1 SDK By MEE 4 A Ei4H R

IBATLAER S3 £ aniBH , BfE{t Amazon S3 on Outposts HREERE., SR LB AmEHRE
EYMHEB R ABFNRAGEELYHIBE., BUUEY, A, FRAMBREMBIERR,

WME S3 AmBHNFMEN |, B2 EYMEE Amazon S3 on Outposts #1782 1Y 4 an B HA4E

=1
BE
oS

s

o

(® Note

BYRFER AWSIRF M AT MARK-—AIEY., BA. #AKMBREGBEHRA
B9 o
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ZEZ A AWS Command Line Interface (AWS CLI) 1 23 FIEHE S3 on Outposts FE1EETEE Y 4 v
HA4ERE BRI Java B9 AWS SDK , 52 B T 54,

x5

- WEBLEmIBHERE

« HY18 S3 on Outposts 7 ETEE A 4 tnE HAAE A&

AWS CL

T5%] AWS CLI €6|&7E Outposts EFErl L MEA mBRAREE, LWBXREE , IEE288R
FH (myprefix) MEBRWYHEE 10 RRBH., BEEMALLES , FUAEECHEFARKESE

user input placeholder,

1. BEmBHARFRAGREE JSON BER, EHEHd , ERwmEH Llifecyclel. json,

{
"Rules": [
{
"ID": "id-1",
"Filter": {
"And": {
"Prefix": "myprefix",
"Tags": [
{
"Value": "mytagvaluel",
"Key": "mytagkeyl"
},
{
"Value": "mytagvalue2",
"Key": "mytagkey2"
}
1,
"ObjectSizeGreatexrThan": 1000,
"ObjectSizelessThan": 5000
}
1,

"Status": "Enabled",
"Expiration": {
"Days": 10
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2. 1K JSON HERUUMA put-bucket-lifecycle-configuration CLI S —3%. &
BEHTHGS , FUEHCNERARREE user input placeholder, ME M GHHHIELM
B , 5528 AWS CLI &% put-bucket-lifecycle-configuration,

aws s3control put-bucket-lifecycle-configuration --account-id 123456789012 --
bucket arn:aws:s3-outposts:region:123456789012:outpost/op-0lac5d28a6a232904/
bucket/example-outposts-bucket --lifecycle-configuration file://lifecyclel.json

SDK for Java

THERAR Java WHBEHSHISEmBRERMER Outpost EFATE L. ttAEmBERERE
EBE , MESSERTE (myprefix) NIEBNYHEE 10 REZRBH., ZSEEHLEH , F
IECHNETABRNREE user input placeholder., WEHMENR , 5528 Amazon Simple
Storage Service APl 2#& H /) PutBucketLifecycleConfiguration,

import com.amazonaws.services.s3control.model.*;

public void putBucketlLifecycleConfiguration(String bucketArn) {

new S3Tag().withKey("mytagkeyl").withValue("mytagkeyl");
new S3Tag().withKey("mytagkey2").withValue("mytagkey2");

S3Tag tagl
S3Tag tag2

LifecycleRuleFilter lifecycleRuleFilter = new LifecycleRuleFilter()
.withAnd(new LifecycleRuleAndOperator()
.withPrefix("myprefix'")
.withTags(tagl, tag2))
.withObjectSizeGreaterThan(1000)
.withObjectSizelessThan(5000);

LifecycleExpiration lifecycleExpiration = new LifecycleExpiration()
.withExpiredObjectDeleteMarker(false)
.withDays(10);

LifecycleRule lifecycleRule = new LifecycleRule()
.withStatus("Enabled")
.withFilter(lifecycleRuleFilter)
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.withExpiration(lifecycleExpiration)
withID("id-1");

LifecycleConfiguration lifecycleConfiguration = new LifecycleConfiguration()
.withRules(lifecycleRule);

PutBucketLifecycleConfigurationRequest reqPutBucketlLifecycle
PutBucketLifecycleConfigurationRequest()
.withAccountId(AccountId)
.withBucket(bucketArn)
.withLifecycleConfiguration(lifecycleConfiguration);

new

PutBucketLifecycleConfigurationResult respPutBucketlLifecycle
s3ControlClient.putBucketLifecycleConfiguration(reqPutBucketLifecycle);

System.out.printf("PutBucketLifecycleConfiguration Response: %s%n",
respPutBucketLifecycle.toString());

B8 S3 on Outposts A FETE A £ ariBHIERE
AWS CLI

T %I AWS CLI E4IE{S Outposts RERFREMVEMBHERE, EEFTUHGS  FUEEHCSHER
WAREME user input placeholder. MFU G THFMEN , F2H AWS CLI BEHH get-
bucket-lifecycle-configuration,

aws s3control get-bucket-lifecycle-configuration --account-id 123456789012 --bucket
arn:aws:s3-outposts:<your-region>:123456789012:outpost/op-0lac5d28a6a232904/
bucket/example-outposts-bucket

SDK for Java

THEMAR Java R EMHEHIENS Outpost REFETRMNAmBERERE, MEHMEAR ,
Amazon Simple Storage Service APl 2ZH i) GetBucketLifecycleConfigurations

T
W
B

import com.amazonaws.services.s3control.model.*;
public void getBucketlLifecycleConfiguration(String bucketArn) {

GetBucketLifecycleConfigurationRequest reqGetBucketLifecycle = new
GetBucketLifecycleConfigurationRequest()
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.withAccountId(AccountId)
.withBucket(bucketArn);

GetBucketLifecycleConfigurationResult respGetBucketLifecycle =
s3ControlClient.getBucketLifecycleConfiguration(reqGetBucketLifecycle);

System.out.printf("GetBucketLifecycleConfiguration Response: %s%n",
respGetBucketLifecycle.toString());

£ & S3 on Outposts K ¥4

BARK S3 B E BF AWS Outposts , AT EUAE Amazon S3 on Outposts 3% E A HE#E B T Outpost
ZEH S3 Y1 , K1EMEE Outpost LW REFETR BB E S3 Y1k, B LUEA S3 Replication on
Outposts , FEAHE R TR Outposts PHETRMIRFHBERNZEER , UHBHHFEERNESRE
K. S3 Replication on Outposts BRI EERFEEER , UREIRFERLA, MREZHRFAER
BENGRERMEE |, BRI LAMEA S3 Replication on Outposts REZ MR FFTAFEERYHEZR | Hlin
YR RKE,. EEARA D,

S3 Replication on Outposts R HFFHNIERMEHN , AERREIrBZBANNHFREMRE, ETH

£/ Amazon CloudWatch R EBEE , S EAEBMUTHEFEE. BEEHEE , UERKRREE
ERFFFECEANESITEE, EEREDE Y E FHARERE , SW A 54§ Amazon EventBridge 52 E &
BERWEBEEESMHARNBEN, WEFHMBENR , F28 EEEE,

X

« S3 Replication on Outposts HJER

- BEERBAM?

- REERBRAHM?

« S3 Replication on Outposts A EHLEIE R ?

- REES

- EEER
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BERERE

S3 on Outposts LA XML WERFHEEHLE. TEEHEE XML ER+ , B LUHEE AWS Identity
and Access Management (IAM) &M —=Z@E#E A,

<ReplicationConfiguration>
<Role>IAM-role-ARN</Role>
<Rule>

</Rule>
<Rule>

</Rule>

</ReplicationConfiguration>

EREEBHEFT , S3 on Outposts FEEEEWH., BULUERAESHEFIEEN IAM AERKIKXF S3
on Outposts ¥ A, S3 on Outposts E&EZ IAM A& RREETYH. BLEEMENTTETF
IAM B REBEFTEERKES., WMFEEL S3 on Outposts FFAMEFAER , BSE 21 IAM Bf,

SHHTIRER , B EERAEDHE—ERA

- BRBRERMBNH.

- BREERVHTE, SERNDHEEERSE  UENYHTE, EUUESERGPEENGHS
BUR. R, WEMENES  LEIEZEARUNIH TE.

HREERTENYHTFE  TUEERERPHESRAA, ESERAUP , LTS EESEHREN
BEMAENIMGTFE, flan, BULREEREH tax/ 3 document/ RE|IBFENYH. EMFIE
—H BEEHMEMERIY , —EEE tax/ RIBFEEFERMS , 5 —MBIEE document/ 3R5|EF
Ho

3% S3 on Outposts ERAEMERT R KN FMENR , F2H (Amazon Simple Storage Service API
£#) HHReplicationConfiguration.

S3 Replication on Outposts Y& 3K
BEEERAT :

s
¢
g
o
&
a

- E i Outpost CIDR &iE 2% EEE5KR Outpost FHERS RAGAEEIN ., WEFMET
35 B S0 R4
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- RIREB M FEFITEESLEMA S3 RAEE, MERKEGINFMEERN , F20E TEHEHEMN S3
on Outposts EFETEBEE S3 lAEZEH -

« Amazon S3 on Outposts AEE(EFFA , TER B MHERREFZFIrREEEBNibFEFITE.
EEKREZFEVAERY —ERBEAE , #& GET M PUT FFAIZER#A S3 on Outposts,

1. BBV RBARCE , ELBEHRFRREFITEESR GET 510, URHENREEITEES PUT 5F
LB

2. EERYRFEA LA IR S3 on Outposts , BABLIREST , AR IAM B (FH
EHAE) #IT iam:CreateRole H iam:PassRole BifE, A% , AELIAM EBEIREA
1, ZEZ S3 on Outposts KIEBERE AR |, XH#& GET M PUT FFAIZERE S3 on Outposts
BB ENEEMNFUIBRRERGZAR, MEIEL S3 on Outposts FATHEFME |, 52
B 2T IAM A6, NEERYREAGHNFREN K F2REIREAE,

BEEABARM?

fkFE5% , S3 on Outposts EE B THIIER :

- EEHEERARCREMNYH.

o REREMGEERNYHPEER,. IFNAEPEERRERETERFYHNEEER , F2
BRI Outposts E#Y Amazon S3 A&k [EH B E B Ak e,

- MHER (MRAB).

MERBEHERHTE

MRERRBERFEEPRRYG  BERSHTTIEE

- MRHREH DELETE BFREKRIBEWHARA ID , Bl S3 on Outposts E#TiEMERZESZ. S3 on
Outposts B30T BRI M BRIZEES
- S3 on Outposts TR T &8 EMIERER.

- B2 , ATLSHBERERTAEFRBLAN. NBNAEEREESHAMNGRREROH
MET,  BSHER S3 TBA,

« WREIE DELETE BRPEEEMBRAY4HARZ ID , S3 on Outposts & 7K A Ml ER AR 7 BT B8 P AY
MR, T1B , TEEENHRFTRTERMER, ROUFER , Amazon S3 TEHE L RET
RrRE T MIBRAR B AV RRAS o 1T A AT B L B RE B BB M ER

BERRBAM? API hzZ 2006-03-01 138


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html

Amazon S3 on Outposts EREER

REERBAM?
fkFE5% , S3 on Outposts T EE B TF|EH :

- RERETRTHEMEETSRAUFMBLINIHER, i, ZEEREEE , HPREFITFBAER
R, MEFITE B 2REMNM, RE , RREHES —BESHERE  HhRFEFTE B 2RR , MER
EFi8 C 2Bk, EUBERT , MERRBFER B PSR HEFETE A PHWYHESR , AITEEE
ZREFETE Co

- RERETEFCEETETRENNYE, Fln  MRESFREETHETHNENRETITE
Al S3 on Outposts TEBXEBTELEWH.

- EEAEFEFTRMINZ S8 (SSE-C) ETRRSHMBZER T2,

- BEFITEERTFERNELR.

plan , MREBERRFFIR ENEGBERER  UEBAACHEERRRETR  SLBEY
TEEREENHFHEFE. LhRUTRRRAFRFIrERENLRFTES A TRNERE,
- AimBHIEEHTHEE,

pign , MRERERRFRFATE EBAEARERE , WEREZHEE , A S3 on Outposts &A1
M EYMBRER  EFEELRREREANLRFIE. MREEEKHRNEmERHER
EAERFRENGRFENR  FEEMERFTE LRARENEGBHRER, NFLaBHRER
MEBE  FSH "TEYNEE Amazon S3 on Outposts fEZ B £ mBERHEE, .

S3 Replication on Outposts RN EHLEIEE ?
S3 on Outposts BRIFX&E T3l S3 EE I

- S3 EBEREES (S3RTC), 7% & S3RTC , B4 S3 Replication on Outposts P RER
ERBAIEBEE (AERE) i, NEAEFRENHEBENR , 528 (AWS Outposts A EE
) PHERAEAKEIE,

- EARHEKIREN S3 BR.
HERR
® Note

BREERCIREFERRETRINYATESEBER. MIFER , Amazon S3
on Outposts TEERERYH. FEERLEEFTHEZEYNYY , BUEA
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CopyObject APl RIS HEERIERINFEFiITR. SRV  ELYHESERTE
RBHAERA "W YUY BEESHEKRERAZEEYH, NEERYHNFMENR K F2HE
{Amazon Simple Storage Service AP| 2% ) Ry £/ £ Amazon S3 on Outposts f#1FHT 58
hERYG BAR Java B AWS SDK # CopyObject,

= ERIA S3 Replication on Outposts , A8 B # BI#T18 2 RJR Outposts EFETiE. BERASEA
S3 on Outposts IKIEE AN EBENH. EERHRAP , BXERMUIUTERE

« XR Outposts EFETEEZHE — &4 E S3 on Outposts HEFEE YA ZELE Amazon
Resource Name (ARN) s FEUE A& . MHEFEAFRHENENFMHENR , F2BHEEMN S3on
Outposts FEEFE AR FEEELIE.

- BEEBNYH - B ER KR Outposts EFATFETHMAENH MM TR, EUEEEPR
HEVBBIR. —VSEVHEBRIWE | KEBF5.

fflan , MREKESTHRAUAREAEETEESREBIRA Tax/ W¥WH , Al S3 on Outposts &
BEEH Tax/docl = Tax/doc2 EL£BHAIYH. BEFEEEESE Legal/doc3 €|, MR
IR EFEUR -2 EZ% , 8] S3 on Outposts EEE B EMBEERSIBFENERNYH,

- B ## Outposts #FErH — {848 E S3 on Outposts EEWH I FEZETE ARN SEIRERE.

BOJLAEA REST API, AWS SDKs, AWS Command Line Interface (AWS CLI) 2 Amazon S3 %
BEeERFEESHA,

S3 on Outposts thigfit API BERZEREEERA, NEFHEE
Storage Service AP| 2Z T 5| x4 :

A , 528 Amazon Simple

» PutBucketReplication

» GetBucketReplication

» DeleteBucketReplication

*RE
- BUEERANEREYE
« B3I Outposts EHIEE R I
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B EE R R R R

e

o EFEEHHFEMN B B Outpost T8
« B IAM At

EAR B K SR B #93 Outpost F AR

BERCNERREZBAHEERIR Outpost EIAE| B W ith Outpost , 82478 5 8 ¥ 2% F 3RER EH
iR BULARFIEMNEREEREEEH (CIDR) HEEEERE —£, BNESYHFIE , BRFERTE
— IRULIELR

RIREAZENBEAHER R Outposts MBENFEEE | REERNELSHEEFMTE. HEHHNFEER
ANE (EEZEEBEALESER [VPCl] ¥H AWS Outposts) REFHEMN IP ( ANBBERTINES
WE P HiuEE [ColP £E] ).

$EB 1 SHHIR Outposts iwEi#Y CIDR £ E
SR ERRFER BB R R in B /Y CIDR & E

1. BAAWS EEX#H |, I https://console.aws.amazon.com/s3/ : /| FARX Amazon S3 £

=

EERIEEEKS | 122 Outposts buckets (Outposts E1ZET ).

£ Outposts R FRIFRFED , BEELZETRENRFRRFITE,

#1F Outposts FEUHZS|IER , AR BETRAZEERRFTITEA Outposts FELE,
i#Z Outposts Ui B,

BRETTER S PEANFHEEE D,

& AR 28R Outposts % B CIDR EE K 7 ZBUAR IR BRI FZEUER,

N o g & DN

% Outposts WEBIBER+ , HSBFIER,

- MRENERANE K FEREETH 6 PHEANEEREHBEKA (CIDR) E.

- MRENERATFHEEN P, BT TIEE
1. BEREFHEN IPv4 ERE , LERERERHALUERERD D,
2. £ https : //https://console.aws.amazon.com/outposts/ BIREL AWS Outposts £ &
3. EEEERY , BEEXAEBERRAR,
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4. EIE IR Outpost IR ERK B ID o

5. EFMEFAERT , 1BE ColP REREIRE. BERAER ColP £E ID WEMIESS
B,

6. MK ColP £[E , BRNIR Outposts i HIEFE CIDR B , WELESE 6 hEMA,

SR 2 S B M Outposts im BhEY FHBEE ID 1 CIDR & E

HES R A FEURE R B A ithin R AY F#E5% ID M CIDR 88 , FE/LIR 1 FHHEREF
SB O IEERELEFIBE , EXF Outposts i BHEE A B ## Outposts imBh, ERE R
Outposts ¥ RGHY F#EE ID fH , AEHELSER 6 RER, HRE M Outposts irBHY CIDR B , LAE
FELER 5 PR,

$EB 3 SR Outpost HIZAKERTE ID
S MR Outpost I ASHERSE ID

1. 7£ https : //https://console.aws.amazon.com/outposts/ FARX AWS Outposts EE A,
2. BEEASEERT , BEELAHRE,

3. EAMEEERL K SREZANEERIE Outpost B Outpost ID,

4, EHRFIR Outpost WAKREIE ID H , MEELSR 5 hEA.

MEAREEENFMEN , 528 (AWS Outposts FHEIER) HHAEREE,
S 4. S, B Outpost BIAEEREE ID

EESH B MM Outpost WAKRIE ID , FFERIE 3 FWHERB FL B , (ES3K B #ib Outpost BY
Outpost ID F BRI, EHE B ## Outpost FIAHEREE ID B , LMEESEE 6 hfEMA,

FSB5 FRERRIR Outpost FHEEEE B Kith Outpost F B HYEAR
IR Outpost FHEMELR Z B Y Outpost T #EE

1. BEAAWS BEEE#EA WFRBUIR https : //https://console.aws.amazon.com/vpc/ B VPC 32

Ao

2. EERAIBEEKT |, BIF Subnets (FHE).

3. HESFHHRP , MALEDSE 1 hATEREIZRIR Outposts imFHY F#8E% ID. BIFE/AN TR
ID B9 F R

4. HREMFHTEREE  FEEL T EENERARE,

BREER API WA 2006-03-01 142


https://console.aws.amazon.com/outposts/home
https://docs.aws.amazon.com/outposts/latest/userguide/outposts-local-gateways.html
https://console.aws.amazon.com/vpc/

Amazon S3 on Outposts EREER

EEAEFMERBRNEEL | BEDE , ARBEFERH.

ERHEERTD  ERFERH.

EENMT  WABELSE 2 PATKEI B #9# Outposts ik BH CIDR E.

FEEET , E#E Outpost N FE , RAERWARELS R 3 RATHKEIFIR Outpost HI AR E 1D,
. BERTFEE,

10. TRERHAMRERERF,

© © N o O

SR 6 BRENHEM Outpost FHEEE EI IR Outpost FHERE HIE AR

1. BAAWS EEF#EA WHABMR https : //https://console.aws.amazon.com/vpc/ 8§ VPC 12

L
Ho

2. EERAIBEEKRD , #EF Subnets (FHE).

EESHHRYD , MALELSR 2 DT E B Wit Outposts imBHY F#HEEK 1D, EFEEGMHE/ FHERE
ID By F#BE& .

WRIBGH TERIER | FEEL TERNBERE.
HEEFERMENEEL  REDE  ARBEFEEEE,

R BEET | RERERS.

HEEWT , BALESE 1 AR SIFR Outposts #8589 CIDR #E,

EEET , i#1F Outpost A#EREE , ABRWMABELE 4 AT EI B 893t Outpost BY A< B iE
ID,

9. EBRRFEE,
10. FEEBBHREREMF.

o

© N o o &

EE R B fithFEVEA CIDR MR EE v % , BABER I AWS Identity and Access Management
(IAM) Af,

B IAM A&

RIZFERL , PTE S3 on Outposts ER (RFETE. MHHEMEETFER) BANLE , BERBERESEST
AI1ZEEZE R, S3 on Outposts EEMR MR Outposts fEZErE BENMESTYWHNEFT, BRI E IAM
REAEYEENESHETEEHACURTELFI,

AEHRBEIBRERESVEHFITRE, ELHBFEMRIEMET IAM ACNZELSHRE, MEFAE
A, BESBE Outposts FHEBERE, ME IAM AENEFMAEN , B2 IAM FAEREETHN
IAM B,
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o UTEHBEREERR , B UEHRDH S3 on Outposts @I B T REZABHREEE.

JSON

"Version":"2012-10-17",
"Statement":[

{
"Effect":"Allow",

"Principal":{
"Sexvice":"s3-outposts.amazonaws.com"

},

"Action":"sts:AssumeRole"

}

s UTEHIERFERER , fUUEHFRFAGH IRREHATESIEE, & S3 on Outposts #&
EZAER , NEHFESENRBRPIEENT T, EECALBRK , FUEECHNEAIR user
input placeholders. sERAHEHEEARIRA B # Outposts #Y Outpost ID , AR HKIEF B
fith Outposts RFFBNRBEFIREBINFIMEERE.

JSON

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"s3-outposts:GetObjectVersionFoxReplication"”,
"s3-outposts:GetObjectVersionTagging"

]I

"Resource": [
"arn:aws:s3-outposts:us-east-1:123456789012:outpost/SOURCE -

OUTPOST-ID/bucket/SOURCE-OUTPOSTS-BUCKET/object/*",
"arn:aws:s3-outposts:us-east-1:123456789012:outpost/SOURCE -
OUTPOST-ID/accesspoint/SOURCE-OUTPOSTS-BUCKET-ACCESS-POINT/object/*"
]
},

{
"Effect": "Allow",

"Action": [
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"s3-outposts:ReplicateObject"”,
"s3-outposts:ReplicateDelete"

1,

"Resource": [

"arn:aws:s3-outposts:us-
east-1:123456789012:outpost/DESTINATION-OUTPOST-ID/bucket/DESTINATION-OUTPOSTS-
BUCKET/object/*",

"arn:aws:s3-outposts:us-
east-1:123456789012:outpost/DESTINATION-OUTPOST-ID/accesspoint/DESTINATION-
OUTPOSTS-BUCKET-ACCESS-POINT/object/*"

]
}

FREBERER T THIEFENGTA :

« s3-outposts:GetObjectVersionForReplication — HFFEYWH R FILEMEMFFT , AR
#F S3 on Outposts EN{5 B2 {E Y1 4 HH BB Y 4 E VI RS,

« s3-outposts:GetObjectVersionTagging — SOURCE-OUTPOSTS-BUCKET fZErE8 (FRIR
FEZETEE) Y4 EEEBERIEF T , HAFF S3 on Outposts BRNEE BN YHER, MEF
& , 552 [#E S3 on Outposts FFETEEES. WR S3 on Outposts TEFELEFT , Al&
EEYH K BEFEEBEUHESR.

« s3-outposts:ReplicateObject EE s3-outposts:ReplicateDelete — DESTINATION-
OUTPOSTS-BUCKET f#1z&rf8 (B Mt FEFATRE) DA LEELBEMEFA , HAFF S3on
Outposts #¥1#F =R MIBREFCE E E B Witk Outposts FEFETE. MEMBRERNWEN , FSE M
BRIREHERENEE,

(® Note

« DESTINATION-OUTPOSTS-BUCKET fi7iTH#8 (B Mt FEFETHE) L s3-
outposts:ReplicateObject BIFHNFF AT AFERMHER, Hit , EFFEH
% F s3-outposts:ReplicateTags EERIEF T,

- HRBIRFEE , BWith Outposts REFITFBHNHEELAENHEHRETRER , UR
T ¥f DESTINATION-OUTPOSTS-BUCKET B9 s3-outposts:ReplicateObject &

YEEF T, s3-outposts:ReplicateObject B)EM i S3 on Outposts #& ¥4 F ¥4
EBEE T B it Outposts E1FATEE
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4N S3 on Outposts EFRYFE , 7526 S3 on Outposts EZKI B fF,

/A Important

AWS 1RF #E 1AM el KAEERT IAM At 2 BENFFA,

f5lan | REZRIR Outposts EFETRE I E S — 8 AWS IREFIBER N4, MHNEEE L
AEBFBITFIEBERNFIEECK , HERT AWS IRF #E8 IAM BENMXEHRT, &

Bl , S3 on Outposts FEEFEUELYH , MEBYMHNER KK,
WEHRNFTREEAEEHEHRARB, MRSBZMEENNESHERE | IXEBENGT
& F#5 S3 on Outposts,

E 2R B ik Outposts REFITREBATRE HERR T AWS IRFE

E R B ik Outposts REFETRRTBAERIRSE , Atk Outposts REFITBNEEELAEN
B FITRNFEFITENTIEBE, SLBEMLEHNIR Outposts FEFETHEM IAM RIEAEH
BEERTHTEEHENTT , WRATHBEREFMR , ERET , BRI LK, EELBEREHH
R, DESTINATION-OUTPOSTS-BUCKET 2 Bt FETHE, EEMMAELBXRES , FUEECH
BN user input placeholders,

MBEREFHEY IAM REAE  BiEARKERES role/service-role/ , T HIBUR & 5P
To MEFHMET , F20 (AM FHAEERE) B8 IAM ARN,

JSON

"Version":"2012-10-17",
"Id": "PolicyFoxDestinationBucket",
"Statement": [
{
"Sid": "Permissions on objects",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/service-role/source-
account-IAM-role"
}I
"Action": [
"s3-outposts:ReplicateDelete",
"s3-outposts:ReplicateObject"
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1,

"Resourxce": [
"arn:aws:s3-outposts:us-east-1:444455556666:outpost/DESTINATION-
OUTPOST-ID/bucket/DESTINATION-OUTPOSTS-BUCKET/object/*"

]
}
]
}
JSON
{
"Version":"2012-10-17",
"Id": "PolicyFoxrDestinationAccessPoint",
"Statement": [
{
"Sid": "Permissions on objects",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/service-role/source-
account-IAM-role"
}I
"Action": [
"s3-outposts:ReplicateDelete"”,
"s3-outposts:ReplicateObject"
]I
"Resource": [
"arn:aws:s3-outposts:us-east-1:111122223333:0outpost/DESTINATION-
OUTPOST-ID/accesspoint/DESTINATION-OUTPOSTS-BUCKET-ACCESS-POINT/object/*"
]
}
]
}
® Note

IR RR Outposts FEFITRPHMHEER , FEET IS
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MR R Outposts FEFITEBEE E S s3-outposts:GetObjectVersionTagging £ s3-
outposts:ReplicateTags BIEMYEFAI#RF S3 on Outposts REBE WM HEE (EB IAM &
f2) , Amazon S3 EERYH —REBER., WFE IAM AEHNER , 206 21 IAM AR,

#1I Outposts EHEE# A

Outposts t# S3 EERMHRER TR FITR BN HEEIERPSEE AWS Outposts, EEZAER
JR Outposts RFEFBHPHEILNYHENYHEFHRERZE B Wi Outposts RFETE. WEFMENR ,
52 B8 5 S3 on Outposts I Y14

® Note
FTEEERRERTRAUZIIMEFERRKIER Outposts AFTEPIYHF. BAFER , S3
on Outposts TEHEHEEYH., EEETLEESHRECIHEINYY , B FEH
CopyObject API RELISHERIERINFEFEITE. SRR  SLEYHESERTE
BhERE "H N BESHESERZELYH. NEERYHNFHRES  FSHE
{Amazon Simple Storage Service API 2%) iy £/ £ Amazon S3 on Outposts f#1FHT 58
FERYH BRARM Java B AWS SDK F1 CopyObject,

REEER , 2EERAIFEZERIR Outposts fEFETR. EERAUISEZEE TR IR Outposts
RETEYH  UREHREESYHR B Outposts ZETEE, SR UEYHRE , UEENEE
ZHER. —IZEYHER. IMEHA , EERFITBTNMEYH , S —Bo0YW4. BN
Outposts #1777 #8 AI LATEEERIR Outposts EFZETE R Outpost A , A LAZEFREFHI Outpost H,

¥ S3 on Outposts BB A |, AU AR BRAIRIR Outposts 77 kr B Y FEXE Amazon Resource
Name (ARN) F1 B ## Outposts EFETE A ZELE ARN , A2 RIEHM B Witk Outposts RFETE A
o

RIS E EMIBREI YIRS ID , S3 on Outposts EMIBRIIR Outposts fEZETE PR, B
&7 B Outposts fEZETEE P TMIBR. BARER , BT SR E K Outposts FE1FETEE MR
HEN YR, iTATIRhIEEREDEZ MR,

B ERARAFEE Outposts RFATERE , MRREMALRA , BRAUEEREF R ILAERF,

EHEHID |, FBEERERIREEB it Outposts R FETE AT E Outposts BF— AWS IRFFI#EER
BB, 2EHFEH Amazon S3 E£# A, AWS Command Line Interface (AWS CLI) # @A Java By
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AWS SDK 1 By &if5) BAM NET B9 AWS SDK, INEBEIRFE S3 on Outposts FF AT HEAEFR |, 582
B E2REM B B Outposts REFETRRHE TR HERE T AWS IEF,

#NTEXTE S3 on Outposts MBM BN R | BLE B IEEHEN SR EHE.

£/ S3 == hA

E B 93t Amazon S3 on Outposts 1T 88 82 3R Outposts EFEFEM R T EIM Outpost BF | FEHKER
BLSBEEEERA

R B #93t Outposts R 1ZET BB EEL IR Outposts RZITETEIMNIRE S |, BAEKREFIER
KB E B M Outposts FEFETEE , MUASEE B ## Outposts fEFETE P W4T TR T RIR
Outposts EFETRIEF#HEE.

BUEEHRA

1. EAAWS BEEF#EA WHARBYIR https : //https://console.aws.amazon.com/s3/ B Amazon S3
FiA,

2. 1E Outposts EFITEBEEY  BELEHFARARERFRETENBEEIEERE,

3. RETHERSIEE K NTERHZEEERIER K RRBEERUEEHRA,

4, HRERRAUERE K WARNERE  UREZJBILRR, LEBAKE , BEREFFRALER
HE_EI‘JO

5 HEMET K BREEECHA. CHRARIELREECZARSIIEE, IRFLEHEERAL
RA, FEECSEFER

6. EEEERFT K MRFLERAUSE , ARANEXIEFESREEEANKRA. EVHIEEZE
ERERAUNEE AR , S3 on Outposts EFEAELEEIEFERERER, KFHER , RSN
EeRBEEIEFMEEERERE, HFES , BEXIEFES.

EREFRANBRIRF  FEREFRAUE  #RERKRUBFETERERNLHE, BEBFE K RE
BEREELIEF.

7. EREFEREFEFECT SR TIRRITARREERTHE

- FERRBAMRENR  BSEEREAERENEBTNRENG,
- FERFEYERGEEAEERNRE  FEECERA - EGHEFRERILRINEE, &7
LEtt7 B RER,

- EEEREAHETFENAENSG  BEFETNARTAATE. EAFEEEFRGURS
EREBUMEEBEFH (B |, pictures) BAENFEDH.
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10.

MEZMANFTERERKRERE , BXAFEH / (ERR) EARE—EF T (4
| pictures/).

- FEEREE—(ESZEERYGEEBRNIIEYHY  SRENEER K ARTEAR P AR/
B, EEMES —EXRSIER , FEERERF , . UENHERNFHEN B2 g
S3 on Outposts AFETIEVIER .

EZ17H S3 on Outposts RIRFEFETBUETEE , FERRFREEB T EEEEEREME
BB A ZERE

EERT | BIFEEE S3 on Outposts EEAEB Y449 B 891tk Outposts FEFETE A FEE
ARN, B #it: Outposts fEFETEE T LA AWS BRF EZZKIR Outposts R FITB M AMEBER TR
=,

MR B Wi A FET R E B RIR Outposts RFEFRTRMIRS P , BUERRBFIRBBENREE

B #93# Outposts f1ZETEE |, LUSE S B ## Outposts FEZETEE R YR FF % F 3R Outposts

BEITERFHEEE, MEFHEEN , F2EEREME Wi Outposts BFIFEBETRE #ERHER
F A AWS IRE

(® Note

INERARTE B Y4 Outposts AT ERUARA RS , BRI TS RARAFEFZE
BEAE, EFMERE  SERERTR DRBUBRAES,

EXXE S3 on Outposts AT HE{ERY AWS Identity and Access Management (IAM) FRIE & & | BIRKEK
LEBEWMHE.

BERE IAM AG |, FEIAMBET , M7 FIEP—EBE :

« ZEE S3onOutposts BN ESTHEBEFN IAM A€  HRERBEEN IAM A&
B A AREEREUWAG, EAREFEAAE , RS ATEFNRENRIRER Mih Outposts #F
M IAM ABEEHERA, ERLEEEUHAG,

- BUALLEEERARE IAM AG, MREEY , AIXEBREBLEEEHFTRT S3on
Outposts AR, NRLEABRMKENEER R T S3 on Outposts ZHHFTFH , AIBEE X
B

EEEREREAGC , FEERES IAM AGHIRE  RERTHARUEERPREAR, BT
LUZZS A IAM B ARN , RZE A IAM B&8 Amazon Resource Name (ARN),
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/A Important
B IBEEHRAZE S3 on Outposts FEFETEEKF , 4E#EHE iam:CreateRole M
iam:PassRole FF 1 , FREE I FEER T S3 on Outposts EEFHFTH IAM A€, WE
HHEH , F2E (AM EFRAEER) PRTFEAESACEERESE AWS IREHETA,

11. fk¥85% , Outposts R FEFBHPHNFIEYHEHESINE, W0F S3 on Outposts INEZENEFMER |, 82
Bf S3 on Outposts Y E RN, RLEMEA Amazon S3 BEE &R ARSI INZ (SSE-S3) #1T
BN HEFTMUEE, TXEMFEHA AWS Key Management Service (AWS KMS) < §& #9 {7 IR
23UR %R (SSE-KMS) REAKLHEZF FIRMH MBS B FARSTIHINE (SSE-C) T IMHRN W HE
=18

12. REEBRAUBRER K AEERATIHBEE :

- MREEEBEESHEFRA S3 on Outposts EBEIBIE |, BEMERIEE, MEFHMEA ,
SRAFERESIEEEREE,

- MREGHRETEREHBPRAMBRELERE , 75 EE Delete marker replication (fHlEr#Ez2E
B), MEFHMER , F2EMNGRREHEENTE,

- MREBEZHEAMBHPEENEBFESERENY , FEEREUEL ., WEFHMER ,
52 B EUA Outposts £ Amazon S3 B AE R EI S ENESAREE,

13. BEEEK , FEEEMLARA,

s

RERAUZE  BHE, A, FRAIMBRRA, FEEREY , FrIERIR Outposts R FATIRIVE
HERSIER K MTHEHEERAER , BELHHRA , AREEFERA.

/8 AWS CLI

= EERFEH B #ith Outposts REFETEBHAER BEERER AWS CLI BREEE AWS IRFE |, BB#IT T
HIEE -

« B RREER K Outposts fE1ZETEE,

- EMEREE LRARAEE,

« B IAM A& | 5 S3 on Outposts BB HHIEFT,
- EEBHERHIEERIR Outposts FEFETEE,

BT ORI AR R AR E
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FE R M B B Outposts fEFATEEHMEE HAERRERS AWS 1RF

1. ERE AWS CLINBRERE, FLEHIP  RAERHERESRE acctA, WEREBIFHIREN
HEIER , H2H (AWS Command Line Interface fEA&ER) FHERERE,

/A Important
ARALRENEREXBEELENTA, flin , BUEEEHAREFIEE S3on
Outposts AT ABER IAM fRIEA R, REEEMANERIESR iam: CreateRole
M iam:PassRole FFAIBEF ATEIITILIESE, WEFMER , 528 (IIAM FREE
B (bPEFEAEKAGEEE AWS RENFT. IREEHEEERBEIERH
g EREREREEHITIE TN L ERTF,

2. B3 source TFIBUBTHAMAEES, T3 create-bucket W HEEEBRI (S
o4t ER) (us-east-1) B E Y SOURCE-OUTPOSTS-BUCKET f# 178788, EEFH LGS , F
LIEECERARM user input placeholders,

aws s3control create-bucket --bucket SOURCE-OUTPOSTS-BUCKET --outpost-id SOURCE-
OUTPOST-ID --profile acctA --region us-east-1

T % put-bucket-versioning &3S RXA SOURCE-OUTPOSTS-BUCKET 12888 £ YR A2
#l, BECALDS , BALBESHNEARN user input placeholders,

aws s3control put-bucket-versioning --account-id 123456789012 --bucket arn:aws:s3-
outposts:region:123456789012:outpost/SOURCE-OUTPOST-ID/bucket/SOURCE-OUTPOSTS -
BUCKET --versioning-configuration Status=Enabled --profile acctA

3. B destination RFEFRIBTCRMARAIZES, T3 create-bucket W EEXEALD
(RER) (us-west-2) BIEAEI DESTINATION-OUTPOSTS-BUCKET 88, EEMFEALL
WY, BUEBECHERARN user input placeholderso

(® Note
&R AERIFEHN E /Y Outposts FEFRTREEMU R AR ERRERTHARE AWS 1R |, FFfE
RERNEERER. LEFER acctA, EEEREFIFEHTE HARAAERAR
AWS IRF , BUABEREIrREETENRER.
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aws s3control create-bucket --bucket DESTINATION-OUTPOSTS-BUCKET --create-bucket-
configuration LocationConstraint=us-west-2 --outpost-id DESTINATION-OUTPOST-ID --
profile acctA --region us-west-2

T % put-bucket-versioning @ BUA DESTINATION-OUTPOSTS-BUCKET 17T EHIAR
riEH, EEFRALGT , FUEBCWEREBN user input placeholders,

aws s3control put-bucket-versioning --account-id 123456789012 --bucket arn:aws:s3-
outposts:region:123456789012:outpost/DESTINATION-OUTPOST-ID/bucket/DESTINATION-
OUTPOSTS-BUCKET --versioning-configuration Status=Enabled --profile acctA

4. B3 IAMREAR, HETERHER K LB REACHIEE SOURCE-OUTPOSTS-BUCKET
128788 . S3 on Outposts MERFTLUARUREEEYH, B IAM ACEEMESE

a. B IAM A,

. BHRTIEEBE , IS CREELAMEMBETEHKTEBA s3-on-outposts-
role-trust-policy.json MIERT, LLBEEER T S3 on Outposts fRIEF B IET
RIEA BN,

JSON

"Version":"2012-10-17",
"Statement":[

{
"Effect":"Allow",
"Principal":{
"Service":"s3-outposts.amazonaws.com"
}I
"Action":"sts:AssumeRole"
}

}

i. BITTH GHURBIAG, WEBCHWERRN user input placeholders,
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aws iam create-role --role-name replicationRole --assume-role-policy-
document file://s3-on-outposts-role-trust-policy.json --profile acctA

b. MIFABREZIBHAE,

. BERTIFUBE , YEeHREESAMEKBTB&PE A s3-on-outposts-
role-permissions-policy.json WIER, LLBERER FEE S3 on Outposts f#
FErREYGBENT. EEFRALKBER , FUAEECSWERARRK user input

placeholders,

JSON

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"s3-outposts:GetObjectVersionFoxrReplication"”,
"s3-outposts:GetObjectVersionTagging"

]I

"Resource": [

"arn:aws:s3-outposts:us-
east-1:123456789012:outpost/SOURCE-OUTPOST-ID/bucket/SOURCE-OUTPOSTS-
BUCKET/object/*",

"arn:aws:s3-outposts:us-
east-1:123456789012:outpost/SOURCE-OUTPOST-ID/accesspoint/SOURCE -
OUTPOSTS-BUCKET-ACCESS-POINT/object/*"

]
},
{

"Effect": "Allow",

"Action": [
"s3-outposts:ReplicateObject"”,
"s3-outposts:ReplicateDelete"

1,

"Resourxce": [
"arn:aws:s3-outposts:us-
east-1:123456789012:outpost/DESTINATION-OUTPOST-ID/
bucket/DESTINATION-OUTPOSTS-BUCKET/object/*",
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"arn:aws:s3-outposts:us-
east-1:123456789012:outpost/DESTINATION-OUTPOST-ID/
accesspoint/DESTINATION-OUTPOSTS-BUCKET-ACCESS-POINT/object/*"

]

i. FTTHGTHUEYEE , Y CEREAG, UEECHWERARN user input

placeholders,

aws iam put-role-policy --role-name replicationRole --policy-
document file://s3-on-outposts-role-permissions-policy.json --policy-
name replicationRolePolicy --profile acctA

5. ESHEEHRIEZE SOURCE-OUTPOSTS-BUCKET 0T,

a. ¥ S3 on Outposts APl FE XML X EEHRE , B AWS CLI FEELL JSON BXIEE
BEEHEE, BT JSON REZLEMAMEHETH replication. json BRP, EEFE
ALtise  BULRBSHERARN user input placeholders,

{
"Role": "IAM-role-ARN",
"Rules": [
{

"Status": "Enabled",

"Priority": 1,

"DeleteMarkerReplication": { "Status": "Disabled" },

"Filter" : { "Prefix": "Tax"},

"Destination": {
"Bucket":
"arn:aws:s3-outposts:region:123456789012:outpost/DESTINATION-OUTPOST -

ID/accesspoint/DESTINATION-OUTPOSTS-BUCKET-ACCESS-POINT"
}

b. #ITT %I put-bucket-replication % , #5EEHEIIEEEARIR Outposts FEFET
B, ZEFHLS S , FUAEBSHWERRK user input placeholders,
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aws s3control put-bucket-replication --account-id 123456789012 --
bucket arn:aws:s3-outposts:region:123456789012:outpost/SOURCE-OUTPOST-
ID/bucket/SOURCE-OUTPOSTS-BUCKET --replication-configuration file://
replication.json --profile acctA

£ get-bucket-replication i HRENEEHLE. EEFALTS , FAEECHE
AR user input placeholders,

aws s3control get-bucket-replication --account-id 123456789012 --bucket
arn:aws:s3-outposts:region:123456789012:outpost/SOURCE-OUTPOST-ID/
bucket/SOURCE-OUTPOSTS-BUCKET --profile acctA

6. 7£ Amazon S3 EEAFBIFRE :

a.

EAAWS BE XA | I hitps://console.aws.amazon.com/s3/ : // BIEL Amazon S3 £

v'n L
T Ho

£ SOURCE-OUTPOSTS-BUCKET f#1Z8rr K B8 A Tax WERK,
WSS HI Y ET 8 E SOURCE-OUTPOSTS-BUCKET R 1ZETEEM Tax EE &,
1£ DESTINATION-OUTPOSTS-BUCKET f17irE8 R T HIE1E

« S3 on Outposts EE B #.

® Note

S3 on Outposts BB H AR EFEREIRRVHER D, MFWAEFTERMRE
MEEES A F2HE NEESREET.

- EYHBERES  ERRECKREAER (BLEB SESYH).

BEER

AE R S3 on Outposts FA] A Eth B FAEREE R, MAHEEBRE , IR NAEHFHRESR.
WERODERHAENET , FSHR REES.

£

- FRAESEEERER

- BEEREEMA

EEES
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- WEHREER
¥ Outposts E#Y S3 EEFH EventBridge

EREREREREE

Outposts £H) S3 EERM TEBHBNETHRAUNFMESR. ERERBEEENUTHE. BT
ENEXRE B US 5 2EUEERERE  EREEEE., BH A LERE Amazon EventBridge S
BRWEEABUBA | HEhEEH M TEERE,

RUAEEEEZE®R |, Outposts £HY S3 EE 24 T HIIEZ &M ZE Amazon CloudWatch :
- MEREMNMTHE — SrHIEENEERR , BERETN Y4 THEBEE,

- BREE — HBEENERRL  EREENLRFIFRBURRRREFTRESNVHLR,
- REERNEX - HHEENERRR  REERSNEXRE. FXESUH. RBREENER.

® Note

Outposts E# S3 BB IZEMFTE H B CloudWatch BETISEHE. MEFHMENA ,
CloudWatch E1E,

3
¢
8

WMEERREEF

BEEMRET 5B EH B E R Amazon S3 on Outposts 5 2 ¥4 #Y B aTikEE, RV HFNE B RER
2{& [0 PENDING, COMPLETED = FAILED, #EANEBE RS SEE REPLICA,

EEEYF  BE—BARFFEFIE , ZUUEH LEREREE S3 on Outposts B = YK B My it &7
g, ERRELRBFITEERYH (FH GetObject) M HHEER (£ HeadObject) B, S3
on Outposts B7EE EFEE x-amz-replication-status =5 , MFFIR :

- ERRRRRETEFARYMN  IRFBRPOYHFEEBER , S3 on Outposts BIEEH x-

amz-replication-status &,

Bl | BERIGEESHEDIEEYH IR TaxDocs , & %1 S3 on Outposts EBEEE SR BABAIR
TaxDocs ¥k, RASEELLEBEERLESREBER (B0 TaxDocs/documentl. pdf) Ky
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Et. SHEEFHESBBBABRNYHFER , S3 on Outposts B E x-amz-replication-
status {Z8E , URARVHEEREN THEA—BE{E : PENDING, COMPLETED = FAILED,

(® Note
EVMHEREL LETMGRAN , AISBLERER. ELEBXALENH. HRRDE
BAGHIRNRETEITUTERE , WHSEEA FAILED AREE, HRNERMEER , Al ,
WMRFEFEEE Outpost FEMEAR , ERMRETSFEMAK FAILED , EER¥F PENDING, &
RIRELR EARBE® | S3 on Outposts SH#EE BELWH,

- ERRENREITRERYGE , WREBRPHNYHR S3 on Outposts EIZHV#EZA |, S3 on
Outposts €& [EI{EA REPLICA ) x-amz-replication-status &%,

(® Note

EREMAEBHRERFIEPRERDG <8 , BEXTREVHNERRE , BREESR
k.

B Outposts E#) Amazon S3 EAEE L I E B RRE

ELNEEHRAIBA S3 on Outposts BB RE LS , AT LIRS REPLICA BUANHRAE, R AF
MENEBFIEEBRIBRED , AIEE x-amz-replication-status ZEEE[E PENDING, MRE

AENERSEEESTHHER  AESEESED FAILED, NRHPEERIEES K EEEESER
{& REPLICA,

WIEHRREE

HEERREEB2E , WRYHEARKRHEEB K Amazon S3 on Outposts fEfZETEH | FBFEHEL

HBE RO I £ 10 BARE Bl 348 IE R R

« S3 on Outposts EEVHFIFENREREIRNEERR , B1ERIENE## Outposts KIBEERE , KA
R KD

FBORERFENHNETRE, MEMHEEARES PENDING , TR S3 on Outposts # KR TR E
B. MRMHERMRESR FAILED , BFRERFERFEFIBPARNERHRE,

- ERFERBFIRBIVETERESD  BETYEA
- BWFEEET A ZELE Amazon Resource Name (ARN) IE#,
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- SREBAMER, Hlu, MEERECHERESEETIR Tax WPH , AIRSEEEE Tax/
documentl =% Tax/document?2 ELWEBHYMH, TZEEEEEWEM document3 BN
%,
« REEA Enabled,
- MRETMABEFETFRELOIECEENMRAES, RIRER it A FET8 & L ERARAEH,

C MBAMMEEREGE —ERTERES AVS S | BRREEEEESEEE N BETERE
BREEREE  AFRRRENREEEERYG, MBS | S0 SRR 8 Outposts
RESRETE BERETHT AWS ES.

- MRENBRERFTERPAREBEYMAHES AR THIMERR T EBEE

- MRRERFTBIOY4HRHS —EERFEALREILNER , Al S3 on Outposts T EERBZE
R, Bl , MRS ERACRMBEITE A REIRFTEB, BRREIMETEC, B/ S3on
Outposts &2 FATE B PHNHELIERERTFTE C,

MECERELEGEFTEANYGERIRBETEB NREFETEC, BETANESRAF , AX
REFITEBESHERELEARETFBENM, flU , EREFFITEA LBYMBEESHRA
Hph—ERATESIENHFERFTEB, Z—ERAUEER BN HFERERE C,

- FEGBETEESETVURTHMG EEYHN AWS IRF 350, BIBER , REMETEHEEE
FEHMIREFIZM 2 MENEMET, EEHERSEERERETEHEE EHBENGFITNY
. ATHREERE , REREFTREEETUR FHAM AWS IRF 579 , BG4 hEIY
#, EEEEYHNRREEEGT.

- BELEESHERBTRE—ERE , MEEEREEENYHFE. ERHIERT , EXEREBIYH
RFigMIS EEB SIEE , LUE S3 on Outposts BB, MREEBRIYY , 2B T BEBHE
ZWRAEYH , S3 on Outposts A EEBZ W4

- MRBETEBRREEFENTIEMNBENERAR , AIEREXRM :
KR AT EE

"s3-outposts:GetObjectVersionForReplication",
"s3-outposts:GetObjectVersionTagging"

B Ry ATRE

"s3-outposts:ReplicateObject",
"s3-outposts:ReplicateDelete",
"s3-outposts:ReplicateTags"
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- EVHAREZTETHB M Outposts B , Amazon EventBridge Rl SUB IR, MNEFHMEN , B2
BR &+ ¥ Outposts EHY S3 8B E £ EventBridge,

$+¥f Outposts £#Y S3 BE £ EventBridge

Amazon S3 on Outposts ®E2 Amazon EventBridge 4 , ¥/ s3-outposts &%
. EventBridge REMRBBHERRYE , IRLARNSEARIERBEEERFENER EHE
R WFEFHMER , 5528 (Amazon EventBridge R EIER) PH T ER Amazon EventBridge ?

& A LAER E Amazon EventBridge SUBERE B XREHEH , BB R HERIMNERESHERE, EY
HREEZHHBEMH Outposts B , EventBridge AT AEETREBHBHNE, MEFMTHREEYHN
BRIARRE , FF2E 5 REHRE,

'8 Outposts EFETEZ4EEH |, S3 on Outposts M EAEEHEIXEE EventBridge, HEM B WitTF
B, EFFEENREEENSHEE, BHJLUEA EventBridge RAIEHRAZHMBEE, KA
EventBridge #& , S3 on Outposts &#% T 5P B B4 &ix E EventBridge,

=i Description HE =l
Operation BERNRANMHES K, WEFMET s3-outposts
FailedRep fi# Outposts LK S3 EBEAMERER , F2
lication B £ EventBridge 4% Outposts £ #J

SIEERMER,

£ F EventBridge 48 Outposts £ S3 B E XKER

T&RFH Outposts £HY S3 BEAKIRER, BHLUHE EventBridge # AIFE A3EiB Amazon Simple
Queue Service (Amazon SQS) AWS Lambda, Amazon Simple Notification Service (Amazon SNS)
% Amazon CloudWatch Logs MR XBRE, MEFM T #EE EventBridge FHAELEIRMN
MERER | 2R EventBridge FERAERAEBUR,

BEXMER Description

AssumeRoleNotPermitted S3 on Outposts L BT EEHERIEEN
AWS Identity and Access Management (IAM)
A,
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ERAEER

BRRABMER

DstBucketNotFound

DstBucketUnversioned

DstDelObjNotPermitted

DstMultipartCompleteNotPermitted

DstMultipartInitNotPermitted

DstMultipartPartUploadNotPe
rmitted

DstOutOfCapacity

DstPutObjNotPermitted

DstPutTaggingNotPermitted

Description

S3 on Outposts H A EERSHEFRIEEN B W
i i 77 BT B

Outposts B Ky ith 178788 R MR A2,
ZZ L, Outposts LY S3EBREZTYH , &
AR Bt FEFET 88 LAY AR AR B,

S3 on Outposts FEEAMBRIEEEEEI BB
thfFETEE. WREERD BV EFATREM s3-
outposts:ReplicateDelete &,

S3 on Outposts LK B b fEFETEH
MHEN DB LEE, e BNVt FEFETEN
s3-outposts:ReplicateObject i
A,

S3 on Outposts L H M thfEFATE S
B DR EE, FTRERD BVibREFETRN
s3-outposts:ReplicateObject &
A,

S3 on Outposts #E7E B Kb EFETEE L&
DERYIMH. AREERD B Mt FEFATRRAY S3-
outposts:ReplicateObject Al

S3 on Outposts £ E F B #9 i Outpost ,
K& Outpost £ S3 REEBREH,

S3 on Outposts LAY EEE B #Y it
REFITR. TP ENHFEFETEN s3-
outposts:ReplicateObject A,

S3 on Outposts FEEEMHFEBRETEEN
ihFEFETR, TR BNRFITEMN s3-
outposts:ReplicateObject Al

EEES
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ERAEER

BRRABMER

DstVersionNotFound

SrcBucketReplicationConfigMissing

SrcGetObjNotPermitted

SrcGetTaggingNotPermitted

SrcHeadObjectNotPermitted

SrcObjectNotEligible
MEFMTRESRYEE  F2RTIEE

- BV IAM A8
- BEHBRER

BA CloudWatch E5#% EventBridge

Description

S3 on Outposts #EEE B iR FEFE PRI
FREE YIRS , BB RAN P EE
o

S3 on Outposts % E|E2 3R Outposts 77
ErEEMEBN FREEEMARE,

S3 on Outposts #EEFZEURIR TR+
R AETER. TRRDRRFE TR
#) s3-outposts:GetObjectVersio
nForReplication &,

S3 on Outposts &£t RIR 7 ET B8 FEN
NHEBRERA. TeERDIRFAFITERN
s3-outposts:GetObjectVersio
nTagging &,

S3 on Outposts LM R 7% 77 A 88 B EN
VP EER., TR FRHAFETEN
s3-outposts:GetObjectVersio
nForReplication &Fml,

MHETHEERER. WHINHEEBINS
BERARE,

Amazon EventBridge 82 Amazon CloudWatch B & #1718, EventBridge €& % £ B #1#%
EBEE Z CloudWatch, EXIEETECHEFRINSHEHE  URABUAEENRE, &

EEES
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EventBridge F#1THA AIRF , AR ABBHATE EERSZI WA, BUERTIARK | EB
CloudWatch E£3% EventBridge 17 5.

« BT LLTE CloudWatch & &R 4R , E5#2 EventBridge R BIB AT A EventBridge 1812, A% , O LA
CloudWatch fyZhgg (B0 CloudWatch BR) ERREEBELBREE R, MRELEREINEEERT
EENBTRE , ZRgWEEH , B T EREUEEE1F,

« BT LA Amazon CloudWatch Logs %€ & EventBridge # BIfY B2, #3%E |, EventBridge €%
M BEFER , M CloudWatch Logs 8 EHFNNFRFABFIERE. UFEFHENR , T2
EventBridge #] CloudWatch Logs.

WMIHRFM T MR {588 EventBridge EHEENBFEH , 2R THIEHE .

- EHERBERNEAENT T
- ¥1F EventBridge &4

£/ AWS RAM # A S3 on Outposts

Amazon S3 on Outposts X AWS Resource Access Manager (AWS RAM) , TEAR#8 A Z @R
FE2RBH+H S3 A&, i%iB S3 on Outposts A , LA A EMBAELEN Outpost LB METEFH
FETEE. IR BAFECE,

AEFEREWMAFERH AWS RAM |, B2 AWS A S — 18 AWS tRFEH A S3 on Outposts,

DE R
« Outpost BB & IRF B 1 AWS Organizations FEREMB. MEFMENR , F2E (AWS
Organizations EA &) PHEIEE.

- EBEREHLEEEHA S3 on Outposts REM AWS tRF ., MEFHMENR , F2H (AWS
Organizations £ AEEFE) FHEEEBFE AWS kP,

- ENEBEHANTIERz -, LEENE_FER (FABHN Outposts) , T REFEURR, IHEE
EFHEERIE S3 on Outposts EHIE RIEFH —IBHEEER,

= 1 B2IE 2

S3 on Outposts S3 on Outposts
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_org_create.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_accounts_invites.html#orgs_manage_accounts_invite-account
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ERAEER

2= 1

AEFEAETE Outposts MENH FEIREFET
B, WY RIEREEREFELTE,

¥ 3

R EAEFE RS Virtual Private Cloud
(VPC) LAK B I& K 748 B8 EA S 19 i B o

B

1.

{E A Outpost B AWS IRE B AAWS BEE#A |, REF AWS RAM £# 4

console.aws.amazon.com/ram/home,

EIE 2

AEFEAETE Outposts MERH FEIREEFET
R, WAEYHRIE R EERAEFELE,

Outposts

ARFEAEEE S3 AEE KM AWS Outposts
IEAEEE, BAFEAZEELA Outposts £
B TR R,

. https://

BELREIE AWS RAM F A E AWS Organizations 2 f. MEFMENR , F2EH (AWS RAM
FEHEIERE) PHTE AWS Organizations FEAAEFRL A,

FRCAMFTPRRIE 1 RE2BEVERREE, MREEZE S3 on Outposts EIR , FFEIE
HAME IR Amazon Resource Name (ARN), &ZERHixE , B AEMN 7 Outpost,

MEMAETEFRHEANEN , 52680 (AWS RAM EAEER) FHNEVEFRLA,
CEEAREIR AWS Ik FRERXBES A S3 on Outposts, ARIFETE SRR FHIBEEHE

H, RERFERERATIIER :

EIE 1
Outpost ID
VPC ID
F#8E% 1D

Z2EHE ID

B’IE 2

Outpost ID

=R
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® Note
FRETLUAER AWS RAM £ &, AWS Command Line Interface (AWS CLI), AWS SDK
o REST API REEFZFERSEMMLAH. FEAETUEH get-resource-shares CLI (i S REF
HRBFERLA,

52 A g 51

FERES —ERF £ AEK S3 on Outposts BEIR#E , ZIRF AT UEEEH Outpost LW REAFETRAY
. MRELA Subnets (FHRK) ER , BEXIRFIUEAZEIN G, THEGFREEREN
fAIfEA AWS CLI , EEHAIELERAZE Outpost E &),

Example : B 7T

T EHIETE Outpost op-0lac5d28a6a232904 LI B A amzn-s3-demo-bucketl HIfEEET
B, EERALGSZE , BEEME user input placeholder B BE A EHE R RHIME,

aws s3control create-bucket --bucket amzn-s3-demo-bucketl --outpost-
id op-0lac5d28a6a232904

MERGONEMENR , 5528 AWS CLI 2Z /) create-bucket,

Example : B3 1FEE

THEHEFERATRTINEF S |, # Outpost LBV FINE, EEALGSZH , BEIEL user
input placeholder EM AWS [EiF BB ABE S EWNEHARFINE.,

2% B :

¥R ID 111122223333

FEHER example-outpost-access-point
Outpost ID op-0lac5d28a6a232904

Outpost AFErREHE amzn-s3-demo-bucketl

VPC ID vpc-1la2b3c4d5e617g8h9
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ram/get-resource-shares.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/s3control/create-bucket.html
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@ Note
1&F ID SBLARMBEIEESE HAERE) 1 AWS IRF ID.

aws s3control create-access-point --account-id 111122223333 --name example-outpost-

access-point \
--bucket arn:aws:s3-outposts:us-east-1:111122223333:0utpost/op-0lac5d28a6a232904/

bucket/amzn-s3-demo-bucketl \
--vpc-configuration VpcId=vpc-1a2b3c4d5e6f7g8h9

MEF W SHWIEEFMENR , FSE AWS CLI 2EH ) create-access-point,
Example : -&¥4

T oI EEBH AWS RF 111122223333 #H 2 Outpost op-01ac5d28a6a232904 FHIFER
% example-outpost-access-point , RFEAENEIBERRKLEER my_image. jpg BB A
images/my_image. jpg B¥ItF. EFEALG T ZE , BHEEL user input placeholder {EH
AWS EiF R ABESZNFERARMINE.

aws s3api put-object --bucket arn:aws:s3-outposts:us-
east-1:111122223333:0outpost/op-0lac5d28a6a232904/accesspoint/example-outpost-access-
point \

--body my_image. jpg --key images/my_image. jpg

MFLRBTHFMER , FSE AWS CLI 2ZEH#H put-object,

® Note
R LR EE B Resource not found (A EER) SRR EEIFE , BIEH VPC AIgE R EHA
Vi 2

EERBEREREERZERE , 5BF A list-shared-endpoints AWS CLI 5. MRRELEIR
%, F8EE Outpost EEE SR —EinE, WMFEFMEN , 552/ Amazon Simple Storage
Service APl 2Z i #y ListSharedEndpoints.

Example : B3 ix 2

TH&EHIFEH A Outpost LB inE, EFEALGESZE , 54 Outpost ID, FHEEE ID MZ 284 ID
W user input placeholder EEXAEA LW ERRFINE.

ER A API hzZ 2006-03-01 166


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/s3control/create-access-point.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/s3api/put-object.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/s3outposts/list-shared-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_s3outposts_ListSharedEndpoints.html
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® Note
FHAERBEERLATE Outposts EREF , FHEBITILIRIE,

aws s3outposts create-endpoint --outposts-id op-0lac5d28a6a232904 --subnet-id XXXXXX --
security-group-id XXXXXXX

MEYRGSHEFMENR , FS/ AWS CLI 2EHH create-endpoint,

£ S3 on Outposts AWS BR#& rY H 4tk

HbfE ST AWS IR 9 AWS Outposts 1 8] LAfE A #2HY Amazon S3 on Outposts BE. &
Amazon CloudWatch # , S30utposts @& Z B S3 on Outposts AR FETRIEEMFHEER ,
BELEETTF/HEHM AWS BRBHNFERAE, EEEEHM AR AN S3 on Outposts FE AWS AR
%, F2ETRPNEA.

AWS AR Description HE— TR

Amazon S3 Fi& S3 on Outposts £ A2 &#HE LA RIIRF M F#EFETE B2RER
CloudWatch #51&,

Amazon Elastic ¥ Amazon EBS on Outposts , 8] LUEE AWS HE—F TR

Block Store Outpost fEARIBE Wit , WHEAMIFKTE S3 on Outpost

(Amazon EBS) H,

Amazon BRI LAE A Amazon RDS At i3 14 RDS R FHEER E-—FSTH#

Relationa b Outpost L,

| Database

Service (Amazon

RDS)
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/s3outposts/create-endpoint.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/S3OutpostsCapacity.html#S3OutpostsCloudWatchMetrics
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https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/rds-on-outposts.html
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EZf% S3 on Outposts

£ Amazon S3 on Outposts , &R LLFE AWS Outposts L2 S3 7T |, WEHHHEEAMER
FH, THENEENERBEZNERAES  TANBELRRERMNEEY 4. S3 on Outposts 21
79 EE 1238 5] S3 Outposts (OUTPOSTS) , E/EA Amazon S3 APls , SEELN S EEBENARE L
DEFA BREENSRFHER AWS Outposts, &R LAE A FZEUEFEIR Virtual Private Cloud (VPC)
A im BhE AR |, BERHY Outpost @ RrBETIEM. FMEE Amazon S3 REFETEE — 4 , &7E Outpost f##
FEFE LA UAEHREM API FITheE , BIEFEUBEE. MBNERL, BLUER AWS EEEEA.
AWS Command Line Interface (AWS CLI), SDK =% REST API f£/ S3 on Outpostss AWS SDKs 0
EFMER |, BmSETER Amazon S3 on Outposts ?

illll

INZEEEE Amazon S3 on Outposts RAFETRRABENFHEN , FSR T I EE,

£
* {£/ Amazon CloudWatch #E#2E ¥ S3 on Outposts &

« {#F Amazon CloudWatch Events % S3 on Outposts 4@ Al
« fEF AWS CloudTrail A& E5#2 S3 on Outposts

{5/ Amazon CloudWatch & S3 on Outposts BE

EEWHBEE Outposts LK S3 REEE , BEEEY CloudWatch 1REE | EREFEHEFEAXRRIBE
ERRERSHE, ME S3 on Outposts Z CloudWatch I8 FEME , 52 CloudWatch 51E,
R4 2 S A0 22 B AT LLTE SR HY Outpost LRI , APl 2/ELEBREF ZHINRR (ICE), EERKZ
B, WA IR CloudWatch 1288 , HE AN ERMER , IEALE MBI BEREM B,
EEAEMBRZBIREER , S LR AWS DataSync #$& ¥#£ Amazon S3 on Outposts fEZETE#E
SE P S3 HEFETE AWS EiE, INEFEMEA DataSync EEAER , 5528 AWS DataSync
A&EBEPH AWS DataSync AFd,

CloudWatch 54&

S30utposts & ZE MBS T % Amazon S3 on Outposts EFETEEIEE, HAILAEEEMER S3 on
Outposts (U THEE ., MU THNMTEBE , URBERTFIBNMENH R NMESFT. FIEER S3
AENFERETRIIRESHBIEE, B S3 A& (HlE7 Outpost £ 771 Amazon Elastic Block
Store ¥R BB 5, Amazon Relational Database Service {&13) €% S3 A& , EX B ERETE
otk FAERAIEEF . WMFE Amazon EBS FAERBHFFMEF , 5528 Outposts £HY Amazon EBS 7
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ERAEER

BRE, EEEFEH Amazon EBS BT , 781&#h https : //https://console.aws.amazon.com/
costmanagement/,

® Note

S3 on Outposts EXE T 5IIEEFE , MAXZEHM Amazon S3 151F.
H S3 on Outposts EEEEREMRH , HLEZREE T CloudWatch 1ZEE , UEREFZEME
AEEBRFERERBAEZ,

B

Outpost’
talByte:

Outpost!
eeBytes

BucketU:
dBytes

Accountl
edBytes

BytesPel
ingRepl:
ation

Operati
sPendin
eplicat:
n

Replica
onLaten

Description

Outpost WEBEMET (LT
#)o

EHEFERH Outpost AT A
L TTHEETEL

EEREFIENIAYHREX

o

87 Outposts 1R F B FTE Y
R/N#EE

HEEEEERNERFEEN
WAL TARE R, G iR RR
AEEEENFREN A 72
B371E Outposts 2 BRI EEHR
Al,

HEEEERERANEFERTW
BRIERE, NENFABAES
EENFHENR , #2381

Outposts 2 B EEHR A,

HYIEENESRA K E8H
M FET B E R RREREET
B EEERE, MEWM

R ER

578

5 i

57§

5588

5 i

5 o

B

fu Al

fuii

Al

Al

Al

e

Wig

Type

S3 on Outposts

S3 on Outposts

S3 on Outposts, {ZPRE#E S3
A,

S3 on Outposts, EPREH#E S3

méo

#H, AR S3 Replication
on Outposts,

#H, BERARM S3 Replication
on Outposts,

EMA, BAR S3 Replication
on Outposts.

CloudWatch $84&
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/snapshots-outposts.html
https://console.aws.amazon.com/costmanagement/
https://console.aws.amazon.com/costmanagement/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication-between-outposts.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication-between-outposts.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication-between-outposts.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication-between-outposts.html
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BE Description AR ER By Type
BAEEEENFHEENR , 7
B 7 Outposts 2BV EE
BAl.

£ Amazon CloudWatch Events #U S3 on Outposts E4iE 4l

ETI LAE R CloudWatch Events &4F{f Amazon S3 on Outposts API B4 E IR A, 223735 A6

B LUERRIBT A XM CloudWatch B R#EZBUEH , ©3E Amazon Simple Queue Service
(Amazon SQS). Amazon Simple Notification Service (Amazon SNS) 1 AWS Lambda, MFEFHE
# , 2B Amazon CloudWatch Events £ A EEEFH AJ1/EA CloudWatch Events B FRHIAWS AR
KEE, BEREZEEMEA S3on Outposts H B ZMRH , 552 & (Amazon CloudWatch Events A%
fErE) PEVER £ AWS API LY E2E 37 f§ 2 /Y CloudWatch Events #8 B AWS CloudTrail, Amazon
CloudWatch

@® Note
#H S3 on Outposts WHHiRE , REELNER (ZACEASMHENES ) REABERELEE
8 , CloudTrail X8 AWS API FIUE4TE/FSENREA, MEFHMER , 528 AWS
CloudTrail fEFA&EEH M EH CloudTrail BF1E =R,

Example

LAF 2 DeleteObject BEMEFIRA, BEMCALEHIFRA , FFFEA S3 on Outposts EFET Y
ZEMK amzn-s3-demo-bucketl,

{
"source": [
"aws.s3-outposts"
1,
"detail-type": [
"AWS API call through CloudTrail"
1,
"detail": {
"eventSource": [
"s3-outposts.amazonaws.com"

]I
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication-between-outposts.html
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/events/WhatIsCloudWatchEvents.html
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/create-event-selectors-for-a-trail.html
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"eventName": [
"DeleteObject"

iF
"requestParameters": {
"bucketName": [
"amzn-s3-demo-bucketl1"

]
}
}
}

5 AWS CloudTrail H&FE5#2 S3 on Outposts

Amazon S3 on Outposts B 82 & AWS CloudTrail , ttIRIFIRHEEHRE. A& S3 on Outposts
AWS fR#& A FRERERENERIEC 8%, BRI LLBER AWS CloudTrail 3REX{E S3 on Outposts #1778 Bk
MY ERFERWEBEN , AR FEEE S3 on Outposts BHEH

& EEH¥IFT A Outposts EFETER4FE Outposts FEFETERBEERA CloudTrail EREH |, BXAKE
CloudTrail R F B2 EH, 0T CloudTrail BFEEE B WEFMHE , 5528 S3 on Outposts HiE1E
BB,

#FE S3 on Outposts B CloudTrail ERIEHTEFE , F2H (Amazon S3 EAERERM) #1
CloudTrail ## Amazon S3 ERE#.

(® Note

- RIEEKESE AWS CloudTrail ERE# Outposts EFIFBEVAGBHBEK, RELD
HEHR K ELFTERRABFENRRZR  EHRBRELAFE. EEMAREE Amazon
Athena St I BEEHI TN ERE, WEFHEF , FSBELFNEE Amazon S3 on
Outposts @R FET K £ aniBEIAERE,

- MFEBBWMAIE CloudTrail B , 552 AWS KBURSER X E (A AWS
CloudTrail #l Amazon Athena KA E£. SRMNEETE) .

£H¥t S3 on Outposts R FEFRE PRI YIHRLA CloudTrail fé &

IETILAE A Amazon S3 £ A RERE AWS CloudTrail JlBH#t , LA524& Amazon S3 on Outposts f#1ZET
BhYHFNEREH. CloudTrail ZE5E# GetObject, DeleteObject BZ PutObject % S3on
Outposts ¥IHE#k APl R{E, ELEHBABEREH,
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-a-trail-using-the-console-first-time.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-a-trail-using-the-console-first-time.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/cloudtrail-logging-understanding-s3-entries.html#cloudtrail-logging-understanding-s3outposts-entries
https://docs.aws.amazon.com/AmazonS3/latest/userguide/cloudtrail-logging-understanding-s3-entries.html#cloudtrail-logging-understanding-s3outposts-entries
https://docs.aws.amazon.com/AmazonS3/latest/userguide/cloudtrail-logging-s3-info.html#cloudtrail-data-events
https://aws.amazon.com/blogs/big-data/aws-cloudtrail-and-amazon-athena-dive-deep-to-analyze-security-compliance-and-operational-activity/
https://aws.amazon.com/blogs/big-data/aws-cloudtrail-and-amazon-athena-dive-deep-to-analyze-security-compliance-and-operational-activity/
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RIRTER | CloudTrail BHIFRRSEHES, T8 , HABREEHREEFIEEZ S3 on Outposts
RERMOEHE | RITH AWS 1BS RS S3 on Outposts RFE ISR,

CloudTrail "&£ CloudTrail E#BERERLHEFEAEREMH, LI, AIEMER S3 on Outposts FEE
EFBBER AP RIEFZIE A CloudTrail EHB R &P, MFEWNAEM CloudTrail BFEHFMERR |
B2 AWS HEAF OB ERA Amazon CloudWatch Logs &&= #1 Amazon Athena & CloudTrail
B

EERTEIEHERECH S3 on Outposts EFETRNEREH , B LAER AWS CloudTrail &
Amazon S3 £ &, MRBERTERRRKEE FATE S3 on Outposts EFITERINEREMH AWS 1R
E , £/ CloudTrail E##ASF &R, WEMFEA CloudTrail T2 AR TEEMHEZ 4 S3 on Outposts &
RIEHNHEEET , EF2/8 (AWS CloudTrail SERERRE) FHNEREH4,

/A Important
EREHEXNEANEM. MFFEEF , 586 AWS CloudTrail EfE.

THRFREIMAER Amazon S3 IR ARE CloudTrail 1B} , LLFE4% S3 on Outposts #1ZETEEHY
EREH,

(® Note

BURGTFITRE AWS IRF 1) BT , MEB =K —JUREEMEIX S3 on Outposts &R EHH
AWS CloudTrail,

#+¥f S3 on Outposts @EFETE PV HRLA CloudTrail ERIE #4508

1. BAAWS EEX#A | I https : //https://console.aws.amazon.com/s3/ BIEX Amazon S3 *
Ba,

ELEBIEEEKAF |, B2 Outposts buckets (Outposts fE1ZETEE),

EIELEMFH CloudTrail i2sHE R EMHM Outposts REFITRERE.

i#1Z Properties (BH).

£ AWS CloudTrail ERIESHEEF , REZIEETE CloudTrail FERE.

o bk~ 0N

AWS CloudTrail ==& FREENB R,

&H¥f S3 on Outposts ¥ EA CloudTrail 52 # API fR4s 2006-03-01 172


https://aws.amazon.com/premiumsupport/knowledge-center/find-cloudtrail-object-level-events/
https://aws.amazon.com/premiumsupport/knowledge-center/find-cloudtrail-object-level-events/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-data-events-with-cloudtrail.html#logging-data-events
https://aws.amazon.com/cloudtrail/pricing/
https://console.aws.amazon.com/s3/
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9.

A LA FHY CloudTrail EMRBRERARENER , WREETEBHRPICHERN S3on
Outposts EHEH,

£ CloudTrail EE A ERIREH L , BERIIEBK,

ELB 1 ZEEHEMERL  REHEMNERE., 1BE S3RETFEREMEMI K. EELEE
HEMEMERE K RBBET L,

ESR 2 EEEIFEHEENEHERT  BEEFERNEH,

S EREHET | 1812 S3 Outposts, BIET—F,

(@ Note

- BEEETER , WY S3 on Outposts WEREERIEHCHEF N ELEMIEEERSE
HER,

- MREFEH CloudTrail A |, FErHERSHIERIERE S3 Outposts, WFE EITE
CloudTrail T2 AHEVEHNVEBEENR , F2K (AWS CloudTrail £ EEE) #
WEAEESEVINEIER, MFEMM@IE CloudTrail £ B HERE S3 on Outposts
BEREHCENEEED , 520 (AWS CloudTrail A &) FHIEEEHE Amazon
S3 MM ERIEH,

- MREMFEH AWS Command Line Interface (AWS CLI) 28 AWS SDKs , 5&#%
resources.type W ERES AWS: :S30utposts: :Object. MEWM{AIFE A 5C6%
S3 on Outposts ERIEHHEEME A AWS CLI , 32 BIAWS CloudTrail { EF &S
&) FHYEEEE S3 on Outposts Bk,

« MRIEMFEH CloudTrail £ A Amazon S3 AR EEH , K52 S3 on Outposts
HETEBNERESH |, Al Amazon S3 R ASHE N FETEBERAYHEHRCHK,

ESRIRAYEVEE L  BEERENERBUENBFEH. AR EFEVER.

#+¥f S3 on Outposts @EFETB PV Y HEH CloudTrail ERIE 50 8%

1.

A AWS BEEFEA WHFBUIRA https : //https://console.aws.amazon.com/cloudtrail/ &Y
CloudTrail £# &,

EEASESEKRT , ERIFEH,
RIBR OB RECEE S3 on Outposts fEFETEBEHNEHERE,
HFEMNFAETER L  BEALLANFILEE.
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-data-events-with-cloudtrail.html#logging-data-events
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-data-events-with-cloudtrail.html#logging-data-events-examples
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-data-events-with-cloudtrail.html#logging-data-events-examples
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-data-events-with-cloudtrail.html#creating-data-event-selectors-CLI-outposts
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Amazon S3 on Outposts EREER

5. HHRMHFELHRD , EEFILRZE.

Amazon S3 on Outposts AWS CloudTrail B ERIEE

Amazon S3 on Outposts EEE4A[%EIB B8 AWS CloudTrail, b4k , BAILLEE A AWS
CloudTrail P BRI EHRA B S8

EBRR—EERE  EESHURFERNEARINELEMIEEREMN S3 /7B, Outposts
7 ETE MY CloudTrail B3 & —{E# ML edgeDeviceDetails , Al IS E /R ETRBATIERY
Outpost,

Ht BERAUESERNEE, BENBHMERE , URERZH, CloudTrail BFEERLIFKLHE
AP| FFIE HERC SRV EBEEF | R A EUEFEIRF HR.

DT EHBETRHRRTE s3-outposts BREX PutObject B CloudTrail HF$EE .

"eventVersion": "1.08",
"userIdentity": {
"type": "IAMUser",
"principalld": "111122223333",
"arn": "arn:aws:iam::111122223333:user/yourUserName",
"accountId": "222222222222",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",

"userName": "yourUserName"
},
"eventTime": "2020-11-30T15:44:337",
"eventSource": "s3-outposts.amazonaws.com",
"eventName": "PutObject",
"awsRegion": "us-east-1",

"sourceIPAddress": "26.29.66.20",
"userAgent": "aws-cli/1.18.39 Python/3.4.10 Darwin/18.7.0 botocore/1.15.39",
"requestParameters": {
"expires": "Wed, 21 Oct 2020 07:28:00 GMT",
"Content-Language": "english",
"x-amz-server-side-encryption-customer-key-MD5": "wJalrXUtnFEMI/K7MDENG/
bPxRfiCYEXAMPLEKEY",
"ObjectCannedACL": "BucketOwnerFullControl",
"Xx-amz-server-side-encryption": "Aes256",
"Content-Encoding": "gzip",
"Content-Length": "10",
"Cache-Control": "no-cache",
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"Content-Type": "text/html; charset=UTF-8",

"Content-Disposition": "attachment",

"Content-MD5": "je7MtGbClwBF/2Zp9Utk/h3yCo8nvbEXAMPLEKEY",
"x-amz-storage-class": "Outposts",
"Xx-amz-server-side-encryption-customer-algorithm": "Aes256",
"bucketName": "amzn-s3-demo-bucketl",

"Key": "path/upload.sh"
I
"responseElements": {
"x-amz-server-side-encryption-customer-key-MD5": "wJalrXUtnFEMI/K7MDENG/
bPxRfiCYEXAMPLEKEY",

"Xx-amz-server-side-encryption": "Aes256",
"x-amz-version-id": "001",
"Xx-amz-server-side-encryption-customer-algorithm": "Aes256",

"ETag": "d41d8cd98f00b204e9800998ect8427f"
I
"additionalEventData": {
"CipherSuite": "ECDHE-RSA-AES128-SHA",
"bytesTransferredIn": 10,
"x-amz-id-2": "29xX@BV20
+XOHKItvzY1sulLvli6A52E0z0X159fpfsItYd58IhXwKxXAXI4IQkp6",
"SignatureVersion": "SigV4",
"bytesTransferredOut": 20,
"AuthenticationMethod": "AuthHeader"
},
"requestID": "8E96D972160306FA",
"eventID": "ee3b4e@c-abl2-459b-9998-0a5a6f2e4015",
"readOnly": false,
"resources": [
{
"accountId": "222222222222",
"type": "AWS::S30utposts::0bject",
"ARN": "arn:aws:s3-outposts:us-east-1:YYY:outpost/op-0lac5d28a6a232904/
bucket/path/upload.sh"

1,
{
"accountId": "222222222222",
"type": "AWS::S30utposts::Bucket",
"ARN": "arn:aws:s3-outposts:us-east-1:YYY:outpost/op-0lac5d28a6a232904/
bucket/"
}
1,

"eventType": "AwsApiCall",
"managementEvent": false,
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"recipientAccountId": "444455556666",
"sharedEventID": "©2759a4c-c040-4758-b84b-7cbaafl7747a",
"edgeDeviceDetails": {
"type": "outposts",
"deviceld": "op-0lac5d28a6a232904"
I

"eventCategory": "Data"
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fY U BB AR |, BESEMY Outpost RFITRETEH . BMBRE Amazon S3 #7FETE — B , &£7E Outpost f#
FEFEE LA UAEAREH API FIThee , BIEFEUBCE. MBNERL, B LUER AWS EEFEA.
AWS Command Line Interface (AWS CLI), SDK & REST API £/ S3 on Outposts. AWS SDKs 0l
FEFHMER , F2 BT ERE Amazon S3 on Outposts ?

THIERERMEFEA S3 on Outposts HEITHNEA
B

« S3 on Outposts XEW [EiT

« Amazon S3 on Outposts AP #4E

- FREAR Java BWEAREMHERE S3 on Outposts B S3 12 & H Fim
- 3%iB IPv6 6 S3 on Outposts 12 HFES

S3 on Outposts X EH &I

S3 on Outposts LT AWS EiF ZEIZE :

- XEIRIP (HES B IILEP) (us-east-1)

- EERI (BXMR) (us-east-2)

- EEFEP (hnFIEEEEEILER) (us-west-1)
- EEEI (RERE) (us-west-2)

« IEM (AER) (af-south-1)
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- TmAHE (KBR) (ap-northeast-3)
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« TAHB[E (ETHN3K) (ap-southeast-1)

(B

- DEAKH[E (FH) (ap-southeast-2)
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M (
(
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AEBEHH T E A LAE Amazon S3 on Outposts #EELE A K Amazon S3. Amazon S3 Control
Amazon S3 on Outposts API ##4E,

e

- HRAREEYHH Amazon S3 API #B1E

- BRAREEMIFZITEN Amazon S3 Control API i24E
« BAREE Outposts B S3 on Outposts API g E

EAREEYHR Amazon S3 AP| ##14

S3 on Outposts &5t A EE Amazon S3 — B ERAMERKN Y4 API R14E, EXUEFERFERRFE
Outpost FEZEr BB R IEMIYI4., E#E S3 on Outposts ER Y4 AP IR4ER | EATLUEM Outposts
FEUES Amazon Resource Name (ARN) (7 EXE A&, MFEFIEHBENFAENR , 528 #HE
#y S3 on Outposts EFIFEEFNAEEARETEERXIA,

Amazon S3 on Outposts X #& T 5l Amazon S3 API 1&1E :

* AbortMultipartUpload
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ERAEER

EBRAASEFZFZIEN Amazon S3 Control APl ##4E

S3 on Outposts X & T 5B ARG FET88# Amazon S3 Control API #4E,

CompleteMultipartUpload

CopyObject
CreateMultipartUpload

DeleteObject
DeleteObjects

DeleteObjectTagging
GetObject
GetObjectTagging
HeadBucket

HeadObject
ListMultipartUploads

ListObjects
ListObjectsV2
ListObjectVersions
ListParts

PutObject
PutObjectTagging

UploadPart
UploadPartCopy

CreateAccessPoint

CreateBucket

DeleteAccessPoint

DeleteAccessPointPolicy
DeleteBucket

DeleteBucketLifecycleConfiguration

DeleteBucketPolicy

DeleteBucketReplication

HERAREEMEEERN Amazon S3 Control API #24E
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteObjects.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteObjectTagging.html
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectTagging.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_HeadBucket.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_HeadObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListMultipartUploads.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListObjects.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListObjectsV2.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListObjectVersions.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListParts.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutObjectTagging.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_UploadPart.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_UploadPartCopy.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_CreateAccessPoint.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_CreateBucket.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_DeleteAccessPoint.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_DeleteAccessPointPolicy.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_DeleteBucket.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_DeleteBucketLifecycleConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_DeleteBucketPolicy.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_DeleteBucketReplication.html
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DeleteBucketTagging

GetAccessPoint

GetAccessPointPolicy

GetBucket

GetBucketLifecycleConfiguration

GetBucketPolicy

GetBucketReplication

GetBucketTagging

GetBucketVersioning

ListAccessPoints

ListRegionalBuckets

PutAccessPointPolicy

PutBucketLifecycleConfiguration

PutBucketPolicy

PutBucketReplication

PutBucketTagging

PutBucketVersioning

CreateEndpoint

DeleteEndpoint

ListEndpoints

ListOutpostsWithS3

ListSharedEndpoints

FRERAR Java AR EHEEE S3 on Outposts BY S3 12 F| A Fim

THEFIER BAR Java B AWS SDKAE Amazon S3 on Outposts
EFALkES , FUEEBCHWERRNREME user input placeholder,
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_DeleteBucketTagging.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_GetAccessPoint.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_GetAccessPointPolicy.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_GetBucket.html
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_ListAccessPoints.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_ListRegionalBuckets.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_PutAccessPointPolicy.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_PutBucketLifecycleConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_PutBucketPolicy.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_PutBucketReplication.html
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_PutBucketVersioning.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_s3outposts_CreateEndpoint.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_s3outposts_DeleteEndpoint.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_s3outposts_ListEndpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_s3outposts_ListOutpostsWithS3.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_s3outposts_ListSharedEndpoints.html
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import com.amazonaws.auth.AWSStaticCredentialsProvider;
import com.amazonaws.auth.BasicAWSCredentials;

import com.amazonaws.services.s3control.AWSS3Control;
import com.amazonaws.services.s3control.AWSS3ControlClient;

public AWSS3Control createS3ControlClient() {

String accessKey = AWSAccessKey;
String secretKey = SecretAccessKey;
BasicAWSCredentials awsCreds = new BasicAWSCredentials(accessKey, secretKey);

return AWSS3ControlClient.builder().enableUseArnRegion()
.withCredentials(new AWSStaticCredentialsProvider(awsCreds))
.build();

&8 IPv6 [ S3 on Outposts & H 55K

Amazon S3 on Outposts # S3 on Outposts & Bir BT EFEA IPv6 = IPv4 BEAE , ¥ S3 on
Outposts FE1FETEEIRHFER. BT S3 on Outposts B9 IPv6 X8 |, BALAEA S3 on Outposts API 2R
EiB IPv6 R FERNRERFTENEHTEER,

(® Note
IPv6 #BE& & S3 on Outposts Y EI1E (Hl40 PutObject = GetObject).
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« {8 S3 on Outposts & it B im 2

IPv6 AF9

£ EEB IPv6 [ S3 on Outposts FEEETEIRHER , BXAFHEMEIRE, TERBUMERAEH
B 2ER IPv6 2 HER,

THREREE IPv6 17H S3 on Outposts EFITECINEEEZE -

- FEREFRTRAAFIREERLEMASTRERER IPV6,

. EETEREERRERBLE Pv6 FH, MERMET  FSEEM S3 on Outposts B B i

- MR AWS Identity and Access Management (IAM) {# & S3 on Outposts HEFETEEBE+
EARIR IP it EFE |, AIXEEHRBRATE IPv6 it EEE,

® Note

L EREFAR S3 on Outposts REFETERIFME , UK IPv6 ERAVIEFIFEHER, 1Pv6 4
X Amazon S3 on Outposts ¥4 E1E,

« F/ IPv6 B |, AIARESS1ZEN IPv6 XM B ERA SN IP i, B4 EEH AR S3 on
Outposts BFERMIRATE, EOTHEHEHE | =B L1E A LI IPve BRI IP fIit, A
%, O EFNIE, BSEMNEEGERIN IPve HXAER IP {7t

EREHERIRERIER IPv6 KR HFEX

&EEIB IPv6 £/ S3 on Outposts API FEILIZ HFESR |, B AT LAEB AWS CLI 2 AWS SDK fE & i
Bin3, BREEB IPv6 BIAWBED IPv4 BFAEEFE S3 on Outposts , Amazon S3 ##l API 1§
YER S3 on Outposts APl IR{ERVEES XN EMERE. FiB , FFEE , IPv6 A& S3 on Outposts
Y14 E)VE (4130 PutObject = GetObject).
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« AWS SDKsiEZ R #t AWS SDKs £/ S3 on Outposts £ i & i 2,

£ IAM JREIR{E A IPv6 bk

FEERERA IPv6 BB ERFE S3 on Outposts EFETREZ AT , FBRARAR IP Ui EERRER IAM £
&= S3 on Outposts RFITRBERECEHH , LTS IPve UutEE, MMRARER IP L EFRBUER
DARREE IPv6 {utk , RIEREA IPve BAAHER , JEER K E¥ S3 on Outposts 77 AT it A 7 EURE,

ERi IP sk IAM BUERERA IP s MHEE F. % S3 on Outposts fEFETERBEREFEA IP it
FREEE FHRE A2 IPv4 (iR 54.240.143.% |P 858, 1Bt 8B S\ AI1E4 IP {zut7FEL S3 on
Outposts f#7FHTE8 (DOC-EXAMPLE-BUCKET), EAFTERY IPv6 thut #B7E RFFAEESN , FrALLRAI
AliE 52 IPv6 Hohk 1§ SA7FEX DOC-EXAMPLE -BUCKET,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "IPAllow",
"Effect": "Allow",

"Principal": "*",
"Action": "s3-outposts:*",
"Resource": "arn:aws:s3-outposts:us-

east-1:111122223333:0utpost/OUTPOSTS-ID/bucket/DOC-EXAMPLE-BUCKET/*",
"Condition": {
"IpAddress": {
"aws:SourceIp": "54.240.143.0/24"
}

& T LAME R S3 on Outposts EEZEFEBIER Condition T , fAFF IPv4 (54.240.143.0/24)
E2 IPv6 (2001:DB8:1234:5678:: /64) U £1E , tn T~ S &EFIFT R, &0 AFIFTRAREE
Condition E#f , EFEMN IAM A EEFFEERA,

"Condition": {
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"IpAddress": {
"aws:Sourcelp": [
"54.240.143.0/24",
"2001:DB8:1234:5678::/64"
]

£/ IPv6 28l , BAEEFFAEMHERBEN IAM FREEGETERY , eMSER IP it EhREER
F IPve Mt EIE, BRIRAEM IPv4 it B | BB ERH IAM RRAINEHEE IPv6 i &E, NFE
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B, flan , Z#EEB IPv6 BIEEE Amazon S3 on Outposts i BHVERR , M dig s .

dig s3-outposts.us-west-2.api.aws AAAA +short
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dig s3-outposts.us-west-2.api.aws AAAA +short
2600:1f14:2588:4800:b3a9:1460:159f :ebce
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2600:1f14:2588:4801:d802:8ccf:4e0@4:817
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Example- S3 on Outposts f#1ZET R

ZE R FF S3 on Outposts EIRK VPC i B E , A LAEH S3 on Outposts BUR , M AR :

{
"Statement": [
{
"Effect": "Allow",
"Action": "s3-outposts:*",
"Resource": "*",
"Principal": "*"
}
]
}
AWS CLI
@ Note

EHEE VPC imdh ERUA IPve % | B4 7ER S3 on Outposts KY
SupportedIpAddressType EFHEFEMHERE IPV6,

THIEBIER create-vpc-endpoint a5 BRE I HTHY &3 &\ Him B

aws ec2 create-vpc-endpoint \

--vpc-id vpc-12345678 \

--vpc-endpoint-type Interface \

--service-name com.amazonaws.us-east-1.s3-outposts \
--subnet-id subnet-12345678 \

--security-group-id sg-12345678 \

--ip-address-type dualstack \

--dns-options "DnsRecordIpType=dualstack"

1RI% AWS PrivateLink FRIGAERE | TRV HIREERTEEEER VPC inHREIEMEES | T8t
R, MEFHMET K FSH <<AWS PrivateLink fEF & 15F) HIVEZ FIEE IR BIEHFEFE R

THIEEFIEA modify-vpc-endpoint % , #ER IPv iy VPC in B EH AL HBIRE, €
BiREAHFE IPv4 # IPv6 5.
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aws ec2 modify-vpc-endpoint \
--vpc-endpoint-id vpce-12345678 \
--add-subnet-ids subnet-12345678 \
--remove-subnet-ids subnet-12345678 \
--ip-address-type dualstack \
--dns-options "DnsRecordIpType=dualstack"

WMEIAIRA IPv6 HREHYFEME A AWS PrivateLink |
ﬁﬁﬁﬁ |PV60

F2 B A AWS PrivateLink AR5 0 25 b0

£ S3 on Outposts & it & i 2

S3 on Outposts % it & ix B 7 #£3%18 IPv6 B2 IPv4 ¥t S3 on Outposts A FITEIRHER. AERAWM
A€ S3 on Outposts it B iR E,
e
« S3 on Outposts £ i B i 2
- R FREHBERE AWS CLI
« % AWS SDKs £ S3 on Outposts £ 3f & ir 2

S3 on Outposts % i & i B

B EHB IR BEFRHFERE |, S3 on Outposts #EFETE URL 2fF4T4A IPv6 = IPv4 {tt, mEEm
{AiEiB IPv6 72EX S3 on Outposts FEFATREEFME , F2EEIB IPv6 [@ S3 on Outposts 1E HEFE

SK
7

o

EEFEIBEHBIREFE S3 on Outposts EFETHE , FEAKRERNIHmEEME, S3 on Outposts EX
EESEHBREEE T, EENEBLEATEESE,

st BRI A FIP IRk, SBERA T eREN

s3-outposts-fips.region.api.aws

SHEMEDRIE FIP Inf , FEATIwRES

s3-outposts.region.api.aws
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® Note
S3 on Outposts PR X EERTEERNHH BB,

¢ EAEHEwE AWS CLI

AEREAROEHBIREIRHEFERN AWS CLI to &6, MNERTE ISR AWS CLI , F2E B
EAEAR Java B AWS CLI 1 BIEEH,

A LATE AWS Config I RMREE true FASHEREERE R use_dualstack_endpoint , #% s3]
s3api AWS CLI i SR HIFIE Amazon S3 B REMEEEEFHNWEHBIRE, BTN EHERBESR
R TR --region BRIEREEEH,

R 5 BB AWS CLI , E3Epath i, MERERRENEHERERERE
BEERAETMEESD  REASHE URL &, MBESEET , HSH (AWS CLI BAEER) Bl

s3outposts.

EEEIB FHEHBIRE AWS CLI, 8 --endpoint-url S8 http://
s3.dualstack.region.amazonaws.comzf https://s3-outposts-
fips.region.api.awsimEEE AR , LAREM s3controls s3outpostsin®o

Hlan -

$ aws s3control list-regional-buckets --endpoint-url https://s3-
outposts.region.api.aws

£ AWS SDKs f# S3 on Outposts £ i & i 2h
AFRMHMMER AWS HREHFIREHBIRHNEH,
AWS SDK for Java 2.x & it B i 2 &5 451

T 5B RE AT TEE A AWS SDK for Java 2.x2 31 S3 on Outposts A FiwbEF , £/
S3ControlClient # S30utpostsClient FRIRMAEHBIRE, MFEE L KAIE Amazon S3 on
Outposts K AJ1T Java EHINIET , FSRBEREABEAR Java B AWS CLI Fl HEBEH,

Example- A& B is BB R T &L S3ControlClient 37

import com.amazonaws.AmazonServiceException;
import com.amazonaws.SdkClientException;
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import software.amazon.awssdk.regions.Region;

import software.amazon.awssdk.services.s3control.S3ControlClient;

import software.amazon.awssdk.services.s3control.model.ListRegionalBucketsRequest;
import software.amazon.awssdk.services.s3control.model.ListRegionalBucketsResponse;
import software.amazon.awssdk.services.s3control.model.S3ControlException;

public class DualStackEndpointsExamplel {

public static void main(String[] args) {
Region clientRegion = Region.of("us-east-1");
String accountId = "111122223333";
String navyId = "9876543210";

try {

// Create an S3ControlClient with dual-stack endpoints enabled.

S3ControlClient s3ControlClient = S3ControlClient.builder()
.region(clientRegion)
.dualstackEnabled(true)
.build();

ListRegionalBucketsRequest listRegionalBucketsRequest =

ListRegionalBucketsRequest.builder()

.accountId(accountId)
.outpostId(navyId)
.build();

ListRegionalBucketsResponse listBuckets =
s3ControlClient.listRegionalBuckets(listRegionalBucketsRequest);
System.out.printf("ListRegionalBuckets Response: %s%n",
listBuckets.toString());
} catch (AmazonServiceException e) {
// The call was transmitted successfully, but Amazon S3 on Outposts
couldn't process
// it, so it returned an error response.
e.printStackTrace();
}
catch (S3ControlException e) {
// Unknown exceptions will be thrown as an instance of this type.
e.printStackTrace();
} catch (SdkClientException e) {

E
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// Amazon S3 on Outposts couldn't be contacted for a response, or the
client

// couldn't parse the response from Amazon S3 on Outposts.

e.printStackTrace();

Example- B3 B A& H BirRRY S30utpostsClient

import com.amazonaws.AmazonServiceException;

import com.amazonaws.SdkClientException;

import software.amazon.awssdk.regions.Region;

import software.amazon.awssdk.services.s3outposts.S30utpostsClient;

import software.amazon.awssdk.services.s3outposts.model.ListEndpointsRequest;
import software.amazon.awssdk.services.s3outposts.model.ListEndpointsResponse;
import software.amazon.awssdk.services.s3outposts.model.S30utpostsException;

public class DualStackEndpointsExample2 {

public static void main(String[] args) {
Region clientRegion = Region.of("us-east-1");

try {

// Create an S30utpostsClient with dual-stack endpoints enabled.

S30utpostsClient s30utpostsClient = S30utpostsClient.builder()
.region(clientRegion)
.dualstackEnabled(true)
.build();

ListEndpointsRequest listEndpointsRequest =

ListEndpointsRequest.builder().build();

ListEndpointsResponse listEndpoints =
s30utpostsClient.listEndpoints(listEndpointsRequest);

System.out.printf("ListEndpoints Response: %s%n",
listEndpoints.toString());

} catch (AmazonServiceException e) {

// The call was transmitted successfully, but Amazon S3 on Outposts
couldn't process

// it, so it returned an error response.

e.printStackTrace();
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catch (S30utpostsException e) {
// Unknown exceptions will be thrown as an instance of this type.
e.printStackTrace();

} catch (SdkClientException e) {
// Amazon S3 on Outposts couldn't be contacted for a response, or the

client

// couldn't parse the response from Amazon S3 on Outposts.
e.printStackTrace();

MR EIE AWS SDK for Java 2.x Windows EfER |, & A[gE
M

BEXRE TS Java EFHER (JVM) B

java.net.preferIPv6Addresses=true

g
E
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