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1. TELATHEULBERL IAM £ A : https://console.aws.amazon.com/iam/o
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ENZACER (TENZEBENKIAHR) NEEAE,

#1F Attach Policies (E# B ). Create Policy (B3 BK).

> w0 D

Ay B R R AR = FERBA K
5. iE#E JSON ZE®, , W A T 5| JSON BRI #-

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"logs:CreatelLogGroup",
"logs:CreateLogStream",
"logs:PutLogEvents",
"logs:DescribelLogStreams"
]I
"Resouxce": [
wxn
]
}
]
}

6. STHUEF , i%3E Review policy (BRBIBIER), Policy Validator (MERBRETL L) S EHRIEME LS

7. £ Review Policy (REBIESR) EE L , BRIEEEIHBEE A Name (& 78) B Description (1
iR) GEA). MBIBER Summary (B E) REFLWBERFIRFHEET, R%ZEIZE Create policy (2
MBUR) REFEEHITE,
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FEiBMEA CloudWatch Logs ZHEREX A& awslogs EXZHE A RPM MIE |, B THEE SR BHWEH
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1. E#RE Amazon Linux #1TIERE, MFEFMEER , F2E (Amazon EC2 EAERERE) FHER
EHENHITEE

MEESEENMER | 28 (Amazon EC2 HEAEISE) hHEEE T EBNKED
B

2. E¥ Amazon Linux #1788 , LB EHREEEFTNRNEE,

sudo yum update -y

3. Z# awslogs EE R, iERE Amazon Linux #1788 L Z 8 awslogs R T %,

sudo yum install -y awslogs

4. #mEE /etc/awslogs/awslogs.conf ERRBREZTEHAN B, MEREERNFMEN |
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5. 1RIEFERR , /etc/awslogs/awscli.conf 85[0 us-east-1 [BiF, EEMEN HEHIEZETE
HELE , 5B4E awscli.conf BRELILEXET.

6. R{E awslogs R,

sudo service awslogs start

MR EHITHIR Amazon Linux 2 , sBfEA T Y e REE) awslogs R,

sudo systemctl start awslogsd

7. (ER) $rE R BRI AL ERAVEEER , & EX /var/log/awslogs.log fE=R,
8. (EBA) MITUTHSUESRRKEMBEME awslogs R

sudo chkconfig awslogs on

WMREHITHR Amazon Linux 2 , EEAESERKERE N T 59w S REE RS
sudo systemctl enable awslogsd.service
9. EREEABITLIER , £ CloudWatch TR AEZSEIMELWN BFHEN BFRR,

MEFHMEN , F2EEEEE CloudWatch Logs B H5EE #l.

£E A Ubuntu Server, CentOS = Red Hat #1T{EEE £ L # FERE CloudWatch Logs

MREFERARHIT Ubuntu Server, CentOS, = Red Hat B AMI , BEERA THREF , LFBEEN
¥1T{E % %% CloudWatch Logs {RIBRE

1. BRE EC2 YUTEM. MEFMER , B (Amazon EC2 EAEIER) RMERELHHIT
a8,

MEBEEENAET, , 528 (Amazon EC2 BAEIEE) THWESEEHTEBRNKED
B,

2. FEAUTMEEEREHES 2 — KT CloudWatch Logs RERXNLZEER. B UIEHEBRRERKERE
BITH THERLE B L #IT,
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® Note

MREHITH R CentOS 6.x. Red Hat 6.x E{ Ubuntu 12.04 , FEFEA THARTHE I LS

BEANSR, EERETXEEREMERMEELE CloudWatch Logs RIEER.

® Note
£ Ubuntu E#11T apt-get update , BEIfTUU &S,

EERPBEREREYT  FEATISTAKRETR !

curl https://s3.amazonaws.com/aws-cloudwatch/downloads/latest/awslogs-agent-
setup.py -0

sudo python ./awslogs-agent-setup.py --region us-east-1

T
0
EI-III,I

MR ERGEFER ,
sudo python3 ./awslogs-agent-setup.py --region us-east-1

BEZNHAIEFHNT  FEATIDSAEKRER :

curl https://s3.amazonaws.com/aws-cloudwatch/downloads/latest/awslogs-agent-
setup.py -0

curl https://s3.amazonaws.com/aws-cloudwatch/downloads/latest/
AgentDependencies.tar.gz -0

tar xvf AgentDependencies.tar.gz -C /tmp/

sudo python ./awslogs-agent-setup.py --region us-east-1 --dependency-path /tmp/
AgentDependencies

POEAF : EEATHH EC2 Linux BTERE LR EREBRRX
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B LUSEE us-east-1, us-west-1, us-west-2, ap-south-1, ap-northeast-2, ap-
southeast-1, ap-southeast-2, ap-northeast-1, eu-central-1, eu-west-1 = sa-east-1 BRI %
# CloudWatch Logs RIEFEK,

® Note
W% awslogs-agent-setup BAIMRAEMABLRHENESER , F2H
CHANGELOG.txt,

CloudWatch Logs REEXZEEXAEREMBRERENET. Rz  LEENERER
R BESEREKBEHEN. SHERZTIER.

HH Description

AWS FEEZ#® ID WMREA IAM A® |, B Enter 8B, B[H|, FBWALZKH AWS FE
2 1D,

AWS FLEBREFI SR WMREA IAM A® |, B Enter 8. TR, BWAZKH AWS 5%
FERER.

FRREEES & Enter, THXA us-east-2, EAJLAGR A us-east-1. us-west-
1. us-west-2, ap-south-1, ap-northeast-2, ap-southeast-1, a
p-southeast-2, ap-northeast-1, eu-central-1, eu-west-1 = sa-
east-1,

TEER G H A REEZE B ¥ IZ Enter &,

EENAFERE DEEEXZAFENNERVE., REREXERALERRKRE,

Destination Log Group

=1

Destination Log
Stream &1

RFE#E KN

BHRRHEEE, REEXERECRBAGHERN,

EHEREBEAT  WATHEE, REEXE/CESIIHERE,

EEEREEARETNEERLER. EEETUEECECHE
Ho
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1HH Description

RIE b WA L EER, GRS start_of file L L EERERTNAEE
B, S2EA end of file LR EEHKMINBER,

HEETRELSRR  REEAGBERRES —EHFE, SUUHEEAFENCRENRES
RPTERF. IREEELIFEMNBERNARE  FEREEARTERES —ERFHEEN
(&) MEARERAERERPRENFMAENR , 52 H CloudWatch Logs REREAXS E,

(® Note
ITXEREZEABRR , SERMEEIIER B SR,

3. EREBERIXFITLSER , B CloudWatch T AEZESEIHEVIN ASHEAN BZET.
WMEFMENR |, B2Em5EEEZ CloudWatch Logs By HFEE L.

RIEAPT : £ EC2 Linux M{TEIRMEIRZEFMEZZE CloudWatch Logs X3
2

® Tip
AEETFMAVEM CloudWatch Logs IR BNAE BEBR, EZUEBR R NAF I — CloudWatch
REEX , UERKEBFNIER. A, B CloudWatch Logs REEXFE Python
IIFEERA , MEREER , EERATEREEHN EC2 HTHEE L, WEHK—
CloudWatch XERXKFFHENR , FSR L ZE CloudWatch KERE,
ZE Y H A28 SREAE MR CloudWatch Logs REERWER R,

£ EC2 Linux #1TEB MBI R R ERM CloudWatch Logs fREEER

IEALAE A Amazon EC2 & &R (&R Amazon EC2 W —IEINAE , A EHTHEEMEBFSSEE
ABEREBTER) , EXHTEE LHNLERNERE CloudWatch Logs REREX. BHEH CloudWatch
Logs RIBREX M LT EMBREE FEELS Amazon EC2 |, BRI LUR MR E hAVAERERE R (Flan
Amazon S3 fE1FETE),

TR EREZEAFRE , SEREEIERBFHR,

POEAF] : 7 EC2 Linux BITERBMBBRZERAERERN 19
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FRMRAF

BIREENAREE  HeWAZHFEAFHANBHESER,. ER—AXFER , HERREERN
HEEUR AFGHENSECMA LEEHEPHNAFGER. ﬁfﬁz‘ﬁéiﬁﬁlﬂzﬁﬁﬁﬁﬁf WHARES A &
ErANME BFHE. IEREBEEXNEEBERPERENFMHENR , F2[E CloudWatch Logs REER

T REAR Amazon Linux 2 By XERE X HEREEREHI

[general]
state_file = /var/lib/awslogs/state/agent-state

[/var/log/messages]

file = /var/log/messages
log_group_name = /var/log/messages
log_stream_name = {instance_id}
datetime_format %b %d %H:%M:%S

LT REAM Ubuntu WEGIRERERBREESE

[general]
state_file = /var/awslogs/state/agent-state

[/var/log/syslog]

file = /var/log/syslog
log_group_name = /var/log/syslog
log_stream_name {instance_id}
datetime_format %b %d %H:%M:%S

RE IAM B8

1. ELTHUEARK IAM £32 4 : https://console.aws.amazon.com/iam/.
2. HEEBEHEKTIERE Policies (Bi%R), Create Policy (B3 BX%).

3. 1£ Create Policy (M B%X) EE L , #¥f Create Your Own Policy (BB 2 WWEER) |, 1B
Select (£H), MFEIBFIBERNFHMEN , 5528 (Amazon EC2 R EER) T Amazon
EC2 By IAM B3R, Amazon EC2

4. 7 Review Policy (MBI B R) BEE LM Policy Name (BURE M) F , MAZBEERE,
5. 1£ Policy Document (LR X #) # , BE ELATREUGR -
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/iam-policies-for-amazon-ec2.html
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ERAEER

"Allow",
[

:CreatelLogGroup",
:CreatelLogStream",

PutLogEvents",

:DescribelLogStreams"

"arn:aws:logs:*:*:*"

"Allow",
[

"s3:GetObject"

"arn:aws:s3:::amzn-s3-demo-bucket/*"

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect":
"Action":
"logs
"logs
"logs:
"logs
]I
"Resource": [
]
}I
{
"Effect":
"Action":
1,
"Resource": [
]
}
]
}
BEETEUR,

© © N ©

HEEBEKTF |, i#ZE Roles (A1), Create New Role (BIAFAE),
£ Set Role Name (FREABERE) EHHL K WAZACHNETE , A%RIEE Next Step (F—%),
£ Select Role Type (ZEEAGIERE) EE L , i#F Amazon EC2 3/ Select (ZH).

10. 7E Attach Policy GE#BEUR) HE LM RIEEER | #F Policy Type (BEHHE!), Customer

Managed (BEFZEHE),

11. BEUEEIYM IAM BER | REIZSE Next Step (T —F),

12. BERV AR,

HPIEAFS : 7£ EC2 Linux ST EEMEBFLEREER
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MEEAENBROFMET , B2 (AM EFEER) P9 IAM EAENHEURER AM
L

BB T #AT BB FELA CloudWatch Logs

1.
2.

BI1E https://console.aws.amazon.com/ec?/ BIEX Amazon EC2 i A,

BEERMBHITER.

WEFFMENR |, 5820 (Amazon EC2 &SR RHIEEN#1TEEE. Amazon EC2

£ Step 1: Choose an Amazon Machine Image (AMI) (288 1 : i#1E Amazon Machine Image
(AM1)) EE , BEZREHN Linux B1TERBESR , SAE T Step 2: Choose an Instance Type (8§
2 BREHTEEER) HE , i#IE Next: Configure Instance Details (T —% : 52 E S TEBEFFH
&8

SEREE cloud-init @& &K Amazon Machine Image (AMI) #, Ubuntu 1 RHEL & Amazon
Linux AMIs 1 AMIs E&%& cloud-init , 1B F# CentOS FE M AMIs AWS Marketplace AT 888
B,

£ Step 3: Configure Instance Details (088 3 : BREHTEBFFMEN) EE L , &% IAMrole
(AM B ) | BEVRR I IAM B,

£ Advanced Details (EPEFFHIERR) , &% User data (EAEER) H‘—f’rJ«XT?E‘%E%EEEUJ'J'iﬁEFO R
%, EBK - c BENEEFAREBEENBEERNUBEREMZES

#!/bin/bash

curl https://s3.amazonaws.com/aws-cloudwatch/downloads/latest/awslogs-agent-
setup.py -0

chmod +x ./awslogs-agent-setup.py

./awslogs-agent-setup.py -n -r us-east-1 -c s3://amzn-s3-demo-bucket/my-config-file

HYTERETHMEE, REAMBRE , RERIEE Launch (E).
EREEXFTEDER , £ CloudWatch FEAEXS R I B M BFEEN BFSE R,

MEFMENR |, BF2EWEHEEEE CloudWatch Logs BI HFEE#l,

HPIEAFS : 7£ EC2 Linux ST EEMEBFLEREER 22
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HRIE AP : ZFH 1T Windows Server 2016 BJ Amazon EC2 #1T{EB&
CloudWatch Logs X B 55 8iA E CloudWatch Logs

® Tip
CloudWatch @ &#H MK —RERN , I EC2 #TERM AL IPE [ REFE U E A FMN
BiE, RAEBEERAFRBKE — CloudWatch RERER ., MEFFHMEN , F2HEREH
CloudWatch Logs.
A H A 2R SREA B MR CloudWatch Logs RERERWER AN,

Z#H1T Windows Server 2016 B Amazon EC2 #17{E & £ 8 B CloudWatch Logs &
BREN 4 B 5 Eix 2 CloudWatch Logs

BZEAETEHIT Windows Server 2016 B 1T {E 88 4% B #5122 CloudWatch Logs, A&
ER{E A Systems Manager Run Command. & HAMAIRERN A ENFMENR , F2REEF. SH
AR sBesT 885 Ei% 2] Amazon CloudWatch,

HER

- THEPIBRESR

« 5X7E CloudWatch 9 JSON =

« ¥ Systems Manager #J IAM A€

« BR% Systems Manager 7 R1&4

- BT S T EY

« £ Systems Manager Run Command LARX A CloudWatch Logs

THEHERER

UTEFREETHINENER : AWS.EC2.Windows.CloudWatch. jsone

E%E CloudWatch #J JSON &3

HHEBERTEEEHNERE | LUREMLE BFFEEE CloudWatch, B WERS EERENEF.

FEPEHEANFE TN, — BRI THE , BT AEPMBNHITER L EEERXERE

E 38

HER

RIEAPI : CloudWatch Logs &2 Windows Server 2016 #1T{E 78 — &2 23
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https://s3.amazonaws.com/ec2-downloads-windows/CloudWatchConfig/AWS.EC2.Windows.CloudWatch.json
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- $EB 1. BA CloudWatch Logs

- BB 2 . #47 CloudWatch BYEXE
- SR3: REBFEENER

- SB 4. BREREEG

- ZBR5: #fF JSON RE

£ B 1 : BUA CloudWatch Logs

1£ JSON fERTEER , ¥ IsEnabled #§ falsey ¥ A Mtruel o

"IsEnabled": true,

B8 2 : #1T CloudWatch HIEEE

EERE. B, AFHEEBINAFRERAGE M, EVEHNITEEA A FEREEET CloudWatch
Logs. ZEAMMHENAFEREXITRENMNVE , B LAEHAKE—# ID (4)20 "CloudWatchLogs2"
"CloudWatchLogs3") #TE RN EE , X AEE ID FHEFREESE,

HEITERE M B FHERMEEE CloudWatch Logs

1. 7£ JSON = , &%l CloudwatchLogs EEL,

"Id": "CloudWatchLogs",
"FullName":

"AWS.EC2.Windows.CloudWatch.CloudWatchLogsOutput, AWS.EC2.Windows.CloudwWatch",
"Parameters": {

"AccessKey": "",

"SecretKey": "",

"Region": "us-east-1",
"LogGroup": "Default-Log-Group",
"LogStream": "{instance_id}"

iy

2. & AccessKey M SecretKey WMUREZEH. £A IAM AERERE.
&H¥f Region , WA AFEREXEMNES (HlM0 , us-east-2),

4. #¥ LogGroup , WAL BREMEN SR, LEMWEE CloudWatch TR AH Log Groups (B
BHE) BE LB,

RIEAPI : CloudWatch Logs &2 Windows Server 2016 #1T{E 78 — &2 24
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ERAEER

5.

&% LogStream , A Bt HEEHER. LkBHBFE CloudWatch EE AR Log Groups >
Streams (AFEHHE > &BF) E@LHR,

HHEA {instance_id} (AKME) , BFEFRBBRA K/ LITERAYFAITEER 1D,

MRIEEN BFERBBIREE , CloudWatch Logs BB ABEN, BRI LMERAEETS.
FEAEZWER {instance_id}., {hostname} H {ip_address} , RMAEELIER , RE
EAFBERERE,

HER 3 REEEENESR

R

/Ch

AL EH BFEE R, Windows EHERE (ETW) ERFH AL B & BHEIEZE CloudWatch Logs.

# Windows FEARENEH AFEREEE CloudWatch Logs

1.

£ JSON #Zeh | # % ApplicationEventlLog B,

"Id": "ApplicationEventlLog",
"FullName":

"AWS.EC2.Windows.CloudWatch.EventLog.EventLogInputComponent, AWS.EC2.Windows.CloudWatch",

"Parameters": {
"LogName": "Application",
"Levels": "1"

},

8 Levels , EEEHEARNER, EULUEETYEHA—EE :

- 1-ELEHEEA

c 2-EFELEELAE,

c L-{ELEE

BRI B EES L)\@E§71|E|§'E§=Eﬂ§o flan | EhE 3 LEERALE 1) NESHALE 2). EAE

7 € LEHERALE (1), BEAR (2) MNEFAAL (4).

# =4 A FERHMEIX ) CloudWatch Logs

f£ JSON #ERe , &% SecurityEventLog EE,

HRIEAPY : CloudWatch Logs % Windows Server 2016 #1718 8 — 2 & 5
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EREERE
{
"Id": "SecurityEventLog"
"FullName"

"AWS.EC2.Windows.CloudWatch.EventLog.EventLogInputComponent, AWS.EC2.Windows.CloudWatch"
"Parameters": {
"LogName":

"Security"
"Levels": "7"

iy

2. &t¥t Levels

wmA 7 A LEEFREALE,

BRFEEH A FEREIZE CloudWatch Logs
1.

£ JSON &R+ , ¥ % SystemEventLog EE,

"Id": "SystemEventLog",
"FullName":
"AWS.EC2.Windows.CloudWatch.EventLog.EventLogInputComponent, AWS.EC2.Windows.CloudWatch"
"Parameters": {
"LogName": "System",
"Levels": "7"
}
1,
2. &¥f Levels, FEREWER, SULEETHIEF—REE
- 1- Z LEIERA
- 2-ELEEBEEFAR
-ELEEFAAR
ﬁTu%Eﬁ
7 &8 LEER

, LBEZEBERAR, i, ER 3 § LEERS
AE (1), BEESAR (2 MEAFAE (4)o

= N=V
v =R

B (1) MEEER

AE
BEMFEANESF AFERE

(2). EA
1.

#| CloudWatch Logs
£ JSON ERHPHIBER. BEERLEETR—H Id,

R3EAPFS : CloudWatch Logs 8 Windows Server 2016 #1T{EEE —i2 &
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{
"Id": "Id-name",
"FullName":
"AWS.EC2.Windows.CloudWatch.EventLog.EventLogInputComponent, AWS.EC2.Windows.CloudWatch",
"Parameters": {
"LogName": "Log-name",
"Levels": "7"

iy

2. #¥E Id, WMAZSBAKRELEWHF (fl20 , windowsBackup).
3. &% LogName , W AELEAFNER., EUUBSAFNER , WTAAR.

a. BRREHmESR.
b. HEEBEHKF  #IZE Applications and Services Logs (FE AN R B ).
c. BEZHAF 6 ARRERIBIZE Actions (BI1E). Properties (B1%).

4. ¥ Levels , EEELEAEMNER, BLUEETHHF—EHE :

1- & LEHERAL,
2- ELEBESIALS.
-ELEEFARAS

B AEERS L)\@E%1 HHAL., flm , EH 3 g LEHERAR 1) MESAR (2). ER
7€ LEERAL 1), BEAE (2) MERAFAEL (4).

#§ Windows ZE#H1E it & BHEIX £l CloudWatch Logs

ETW (Windows VS #FIEHEZhEE) R B R EMFMAVHES , BRARXAKBAFEARED, 26
ETW BEZEBTEMEEESES  REEEXTRBNFLEETERE. SETFERBRRERMAE
M—ERZEERE

1. £ JSON =R , &F ETW EBE,

"Id": "ETW",
"FullName":
"AWS.EC2.Windows.CloudWatch.EventLog.EventLogInputComponent, AWS.EC2.Windows.CloudWatch",
"Parameters": {

HRIEAPY : CloudWatch Logs % Windows Server 2016 #1718 8 — 2 & 5 27
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ERAEES
"LogName": "Microsoft-Windows-WinINet/Analytic",
"Levels": "7"
}
}I
2. &% LogName , MAE LERFNER,
3. #t Levels , KRB L MASHME, STUEE THIET—1BE :
- & EEEBRAE,
- 2-EHBEEAL.
-ELEEARL
BO LG EES  LEeSEEEAS, i, EA 3 8 LEERALR 1) NESHFHAR 2). EA

78 LEHEY aﬂE( ). BEAE (2) MEFAAE (4).

# BET A (EAXFE AFER) Hi£ 2 CloudWatch Logs

1. 7£ JSON =+ , & F CustomLogs [EER,

"Id": "CustomLogs",
"FullName":

"AWS.EC2.Windows.CloudWatch.CustomLog.CustomLogInputComponent, AWS.EC2.Windows.CloudWatch",
"Parameters": {

"LogDirectoryPath": "C:\\CustomLogs\\",

"TimestampFormat": "MM/dd/yyyy HH:mm:ss",
"Encoding": "UTF-8",

"Filter": "",
"CultureName": "en-US",
"TimeZoneKind": "Local",
"LineCount": "5"

}I

2. &% LogDirectoryPath , B AE#ITEEE L5 BRI ERR,

3. #¥ TimestampFormat , MAEFANKEELZEN. NEARIEZENFHENR
MSDN LW BT HHABE R FEEE,

50
W
&5

HRIEAPY : CloudWatch Logs % Windows Server 2016 #1718 8 — 2 & 5 28
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/A Important
BNRG BFEESEBFTHRAERSAAAREEL , A ERERL RS AEE —EZ
o

4. #¥ Encoding , A EFEANERRES (Fl0 , UTF-8), NEXEBEMEZE , 5528 MSDN L
B Encoding $85F &,

(® Note
EARBERE  MIERTER,

5. (EA) ¥ Filter , MABRFEBNIR. SLSHER , UEEMERER, UFEERIECE
S ER , 5528 MSDN L FileSystemWatcherFilter B4 ¥ &,

6. (EH) &¥ CultureName , WA ERXKFBEE LN BERE, & CultureName Bz , HE%E
X A8 Windows #ITEIEB B RIEANMERERE. WHEFMENR , 528 MSDN HlLanguage
tagEmITAETEPREN W,

® Note
A% div, div-MV, hu Ml hu-HU &,

7. (ZBF) ¥ TimeZoneKind , 588 A Local 3 UTC, EA LA ELLAE BEFREE L RS
EEMBEEARFREHEEENR, NRKSE8ZTH , BENRENEEBRETISRKEENA ,
CloudWatch Logs AR AR KK E, MEENFEHECCETESHEEN , ISZKESE,

8. (EA) &Y LineCount , MAZEERNTE , UMHBBFER. flW0, IS BFELFHEEH
BNEE, S| A 5, EEENAFEEENT =Z/TRETHE. £ 1S AFEY , F=1T2
BHAEESE , ETRERBEEZAFERERTRAN. it , RMEZRSEELD —TERN
HEEER | A A RME— ¥ B FHENER.

# &4 A FERHEIEE CloudWatch Logs

1. 7 JSON ™ , #E IISLog EER.

"Id": "IISLogs",
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"FullName":
"AWS.EC2.Windows.CloudWatch.CustomLog.CustomLogInputComponent, AWS.EC2.Windows.CloudWatch",
"Parameters": {
"LogDirectoryPath": "C:\\inetpub\\logs\\LogFiles\\W3SvC1",
"TimestampFormat": "yyyy-MM-dd HH:mm:ss",
"Encoding": "UTF-8",

"Filter": ""
"CultureName": "en-US",
"TimeZoneKind": "UTC",
"LineCount": "5"

}’
2. #&¥ LogDirectoryPath , Bt A& EBIMBUEFETF IS BEFEMWERIK (Flan , C:\inetpub
\logs\LogFiles\W3SVCn),

(® Note
A& W3C BeEtER. FXE IS, NCSA M BTN,

3. &% TimestampFormat , AEFANEEELEER. NFEERIBZENWFHER , F2H
MSDN E# BT H BB F B EE,
4. $¥ Encoding , MAEFHANERRS (S0 , UTF-8), MEEARSZECZENFMENR A F2B

MSDN &Y i % 5 5l £ &

(® Note
ERARBEE  MERTER,

5 (EA) &r¥ Filter , MABFEBHIR, HUSEBEQ , UEEMEER. UEERAXEZE
HEEHHER , 5528 MSDN £ FileSystemWatcherFilter B4 ¥ &,

6. (ZEA) &% CultureName , WA B HFEBEWIBERE, & CultureName BZ , HEHE
XA B Windows #TERBIEANER®ERE, MEXBZENFHENR , 5528 MSDN
HlLanguage tagEMITAEEFREN .

(® Note
A% div, div-MV, hu # hu-HU &,
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https://msdn.microsoft.com/en-us/library/system.io.filesystemwatcher.filter.aspx
https://msdn.microsoft.com/en-us/library/cc233982.aspx

Amazon CloudWatch Logs EREEmR

7. (IEA) &¥ TimeZoneKind , #iA Local = UTC, BALURENUE AFHEEEATS
FABEEEABREBEET. NRLESEZTA , BNRENBEESTEEREEA , A
CloudWatch Logs AR AR KK E, MRENHEBECISREEN , ISRBLSE,

8. (EA)#¥ LineCount , WAREPMNITE , UPEBFER, i, IS BFEXTHERE
EIMEER, S A 5, ESRNAFEERNATRETHRE. £ IS BFEF , F=1TR
ANMKERAR  EFRERBBLCEAFERRERTEN, Bt , RAZBRSEELD —TEERDN
AESER , S — 28 A RN B

HEBR 4 REREES

BEERERXNAHETRT Flows BERPWMEBEB N, 0, EEKBFTEFE. ETW BEMRE
H# &% F) CloudWatch Logs , #% (CustomLogs,ETW, SystemEventLog), CloudwWatchLogs
¥ ZE Flows BER,

/A Warning

MAEMN S ERESEBRE. Al , MRAMEEURERSR , BRTEERIAHE , ARES
KB SRS E R H#H,

B ERN B EEARZEENH, flil, MREKERAREN BFEXRER
£ CloudWatchLogs EBRHMERNMETR B/ , FF1E Flows BERFMA
ApplicationEventLog, (CloudWatchLogs,CloudWatchLogs2),

HEMRZEES
1. £ AWS.EC2.Windows.CloudWatch.json R+ , %l Flows EE,

"Flows": {

"Flows": [
"PerformanceCounter,CloudWatch",
"(PerformanceCounter, PerformanceCounter2), CloudWatch2",
"(CustomLogs, ETW, SystemEventlLog),CloudWatchLogs",
"CustomLogs, CloudWatchLogs2",
"ApplicationEventLog, (CloudWatchLogs, CloudWatchlLogs2)"

]
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2. #¥ Flows , MBE LENEMEEREE (flt0 , ApplicationEventlLog) RE B &t (4l
il , CloudwWatchLogs).

HER5: ff#F JSON AR

REECKETHRE JSON BR, #1THT , URERARUIE —ERETNNFRES. Li8F
ENEFERBASBRINERAR,

#3 Systems Manager 9 IAM B

B & A Systems Manager Run Command & , EEHTEBEEN IAM A€, LAGHE
Systems Manager E#{T{ERE L #TEIE. WFFMER , F2H (AWS Systems Manager £A#H
1EF) HHIERE Systems Manager WEZ =M A€, NEFENAHK IAM S EEZEZEHAEHNTERENGFAE
# , m2H (Amazon EC2 EAEERM) M4 IAM AEEEZHTER.

Eh 7% Systems Manager %3R4

£/ Systems Manager Run Command Kz%E 2 CloudWatch Logs B& 2 a8l , AR ENHIT
BERFEREER, WEFMENR , F2E (AWS Systems Manager £ E1ER) K Systems
Manager 5CR 1G4

REEREREFN

Amazon EC2 Windows Server HI{TER N Z EHNTER L AN BRMIRFE , T 8ei8 BREMEH
ERMEEE CloudWatch, MFEABMARERBERFIRNFMAES , F28 (Amazon VPC A%
Er) PRREERREE.

£/ Systems Manager Run Command LARXA CloudWatch Logs

Run Command (#{T1E5) IRLREEEEHTRBNMERL. BIEE Systems Manager X . EEZ
Y ARE—SZERTER LTS, HITER LR SSM Agent BKIEEREE S MR EHT
B8,

£ /A Run Command % &2 CloudWatch Logs &

BI1¥ https://console.aws.amazon.com/ec?/ BIEX Amazon EC2 £ A,

BRI https://console.aws.amazon.com/systems-manager/ B SSM £#2 A&,
EEEERT , BEE #BTHT.

i##2 Run a command (B{THES).

&t ¥ Command document (8= X #) , ##F AWS-ConfigureCloudWatch,

o K~ w0 Dd =
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6. &% Targetinstances (B E#1T1E8) , :#FEEE CloudWatch Logs BE M TEE. WRH
TEEARHBEALEES | TJREREES Y Run Command #1TERE, MEFHMEN , F2HE
{Amazon EC2 & #Er) HH Systems Manager 5&iRE 4

7. &% Status (ARE8) , 551##F Enabled (BXA).
8. ¥ Properties (B1f) , RN FBREZHEBEILR JSON BA,
9. EREBERTHZREMN , A%REE Run (F17).

FRA TR , £ Amazon EC2 I AREGTSHITNE R,
ExXEAshmREcE N

1. EEUES.
2. 1EE Output () R5IEH.
3. EF View Output (R H), HETHEEESETESHITNER,

RIEAPT : ZZ#H 1T Windows Server 2012 1 Windows Server 2008 £
Amazon EC2 #1T {84 A 55 &)%xE CloudWatch Logs

® Tip
CloudWatch @ E#H MK —RERN , I EC2 BT ER A AP IPE [ REFE BFUE A M
EE, BMEBRLERTMRAM— CloudWatch RKEREN, MEFMENR , FSHEBER
CloudWatch Logs.
EFHY H A E 9 EREA B AR CloudWatch Logs REEERNMEH A R

Z# 1T Windows Server 2012 Fl Windows Server 2008 9 Amazon EC2 #/T{E S H
&£ F CloudWatch Logs

AL T S ERZEE1T Windows Server 2012 1 Windows Server 2008 1 {TE B A A 5 &% 2
CloudWatch Logs.

THEHERER

LU T &3] JSON R THEIEHER : AWS.EC2.Windows.CloudWatch.json., U TSEBELT
TN
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Z%E CloudWatch B JSON #E 2

7£ JSON HEERERPIEELMIRE | LUREM L B 3H X E CloudWatch, I 8 R 18 EBEFM
BF. FE30 7EHEANKETH. —BEKILTHE , ERALERBRIATEE - EE5EHZE

REER,

SR

« SB 1 : A CloudWatch Logs

- $ER 2 . #4T CloudWatch HYERTE
- SR3: REBFEENER

- FBR 4 REREES

S B¢ 1 : BUA CloudWatch Logs

£ JSON HERTEES , $t¥ IsEnabled #§ falses BE A truel o

"IsEnabled": true,

B 2 : #1T CloudWatch HIERE

EERE. BE., AFHESBNBAFRRAGTEZTZHE, EEIATEE BFEREEE CloudWatch
Logs. ZEAMEEN AFERMEXRZTRIMNMNE , B LAEAME—# ID (4l "CloudWatchLogs2"
"CloudWatchLogs3") #T8 AN EER , ¥ AFE ID FEFEEE.

TR E# B HERMEEE CloudWatch Logs

1. 7£ JSON R+ |, #F CloudWatchLogs [EER,

{
"Id": "CloudWatchLogs",
"FullName":
"AWS.EC2.Windows.CloudWatch.CloudWatchLogsOutput, AWS.EC2.Windows.CloudwWatch",
"Parameters": {

"AccessKey": ""

"SecretKey": "",

"Region": "us-east-1",
"LogGroup": "Default-Log-Group",
"LogStream": "{instance_id}"

iy
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2. & AccessKey M SecretKey WMUREZEH. £A IAM AERERE.
3. &% Region, MIABFEREAFNESR (HII0, us-east-2).

4. &% LogGroup , AR HRREANER, LABEE CloudWatch E#EEH Log Groups (A&

BiE) @ LR,

5. &¥ LogStream , A BWH BFEHE R, BB E CloudWatch = A Log Groups >
Streams (H#EAHE > &) EE L HA,

£ {instance_id} (FARE) , REBA BT EEBNVEITEE ID,

MREEN BFRREBEARFE , CloudWatch Logs EEBALEY. BUUERAEEFS.

FEAERWER {instance_id}. {hostname}  {ip_address} , HRHASELIEE , RE

HEAWBEREH,

TRI BREEEENESR
B LS EH BHFE R, Windows E4EM (ETW) ERAEH AL B 5FEREIXE CloudWatch Logs.
# Windows FEARENEH AFERFEE CloudWatch Logs

1. 1£ JSON #= |, ¥ F ApplicationEventlLog EEk,

"Id": "ApplicationEventLog",
"FullName":

"AWS.EC2.Windows.CloudWatch.EventLog.EventLogInputComponent, AWS.EC2.Windows.CloudWatch",

"Parameters": {
"LogName": "Application",
"Levels": "1"

}I
2. #¥ Levels , EEEZELEASNEE, SUUEETIIEF—EE :

B AEERS L)\@a%ﬁl’x*ﬁ . Bl EA 3 LERRAS 1) MEEAE (2). EA

7 € LEERALE 1), BEAR (2) MEFAALR (4).
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¥zt B ERMEIEE CloudWatch Logs

1. 7£ JSON =R , % SecurityEventlLog [EBE,

"Id": "SecurityEventLog",
"FullName":
"AWS.EC2.Windows.CloudWatch.EventLog.EventLogInputComponent, AWS.EC2.Windows.CloudWatch",
"Parameters": {
"LogName": "Security",
"Levels": "7"

}I

2. ¥ Levels , BaA 7 L EEFABALE,

#RAEEH BFERMEIEE CloudWatch Logs

1. 7E£ JSON #E= , ¥ % SystemEventLog EEL,

"Id": "SystemEventLog",
"FullName":
"AWS.EC2.Windows.CloudWatch.EventLog.EventLogInputComponent, AWS.EC2.Windows.CloudWatch",
"Parameters": {
"LogName": "System",
"Levels": "7"

iy

2. #¥ Levels , EEELEASNEE, KAUEETIEP—MEE

-ELEERAR
c 2-ELEESEAR.

'Et1§§§ B /Bh0
B A EEE Waa %ﬂil*ﬁﬁuaﬂw flan |, EA 3 € LEHEBRAR 1) NESFAR 2). BEA
7 € LEHBEAR (1), AR (2) MEFAAR (4)o
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HH AR N E 4 B 5EERHEIEE CloudWatch Logs

1. 7 JSON ERFHEER, BEERLERTHE—H Id,

"Id": "Id-name",
"FullName":

"AWS.EC2.Windows.CloudWatch.EventLog.EventLogInputComponent, AWS.EC2.Windows.CloudWatch",

"Parameters": {
"LogName": "Log-name",
IlLevelSIl: II7II

}I

2. #$HId, WMABBRRELENAF (B0 , windowsBackup).
3. &% LogName , IAZE LEHFNER. BUUBSHFNER , W TR,

a. FRMEHmIERR,
b. HEEBHKH  #IZE Applications and Services Logs (FE AR B &)
c. BEZHAF , ARERIBIZE Actions (BI1E). Properties (B 1),

4. ¥ Levels , BEELEAEWER, BRuiEETIEHF—EE :

BRI ERS , LS EERAL. fim, E4 3 S LEERAR 1) NEEAR 2). BEA
7 8 LEHERALE 1), BEAL (2) MERAFAE (4).

#& Windows SE41& Mt & #lEix E| CloudWatch Logs

ETW (Windows RSB HEZhAE) RE B MR MFMACHMES , RARXTKBEFEAREP., 26
ETW EEBTEMEEESES  REEEXTRBNFILREETERE. SETFERBRRERMAE
M—ExZEERE.

1. #£ JSON =R , &I ETW BE,

{
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IIIdII: IIETWII’
"FullName":

"AWS.EC2.Windows.CloudWatch.EventLog.EventLogInputComponent, AWS.EC2.Windows.CloudWatch",
"Parameters": {

"LogName": "Microsoft-Windows-WinINet/Analytic",
"Levels": "7"

iy

2. &% LogName , MAE LERFNER,
3. &t¥ Levels , EEELEASHER, ZAEETIHEP—EE

B ERS J«,{’FEE ZEBHAS. flm, EH 3 gLERRAS 1) MESEAE (2). EA
78 LEHEY aﬂE\( ). BEAR (2) MEFARAE (4).

# BET A (EAXFE AFER) Hi£ 2 CloudWatch Logs

1. 7£ JSON =+ , & F CustomLogs [EER,

"Id": "CustomLogs",
"FullName":
"AWS.EC2.Windows.CloudWatch.CustomLog.CustomLogInputComponent, AWS.EC2.Windows.CloudWatch",
"Parameters": {
"LogDirectoryPath": "C:\\CustomLogs\\",
"TimestampFormat": "MM/dd/yyyy HH:mm:ss",
"Encoding": "UTF-8",

"Filter": "",
"CultureName": "en-US",
"TimeZoneKind": "Local",
"LineCount": "5"

}I

2. &% LogDirectoryPath , B AE#ITEEE L5 BRI ERR,
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3.

$H¥f TimestampFormat , A EFANFEELEEN. NEARIECZENFRENR , 28
MSDN £ HET B s GER X FEEE,

/A Important

EHRE AAEESERGSTHREHRSARRERERL , BERERAL RS AEE —Ez
%o

¥ Encoding , A EFERAMNERES (Fl0 , UTF-8), EBARIECENWFMER ,
MSDN Ry #miSEE B3 &,

e
s
&1

® Note
EARBERE , MFEREE,

(BA) 8% Filter , WA BFEBNIR. HUSHEQ , LEEMEER. UFEHERXEZE
HEFMERN , 5528 MSDN Lt# FileSystemWatcherFilter B ¥ 78,

(EMA) ¥ CultureName , A B KEEB LN BERE. & CultureName Bz , HEWE
X8 Windows #/TEIB BRIEANMER M EERE. IR XBZENFHENR , 528 MSDN
FlLanguage tagEmiTAEERREN .

(® Note
A% div, div-MV, hu # hu-HU &,

(#F) ¥ TimeZoneKind , B8 A Local = UTC, EAILAERELLLATE BRER BB RS
EEMBEEEANREHFEER. NRLKSEZH , BNRENEEABETISREEA , B
CloudWatch Logs AR A A KK E, NMRENHEBFECISREEN , ISRBLSE,

(EA) #¥ LineCount , MAREPNITE , UPEARESR. W, IS BFEELTFHERHE
EIRRE, S8 A 5, EERNAGFERRN =TRETHE. £ IS BFHEF , B=1TR
AHMEBEE  ETREBFEBLEARERRETEN. Rt , RMEZBEREEL —TEEN
AESER , A MR — P B BRI R

K24 A FEREIEE CloudWatch Logs

1.

£ JSON IERH , % IISLog B,

{
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"Id": "IISLogs",
"FullName":
"AWS.EC2.Windows.CloudWatch.CustomLog.CustomLogInputComponent, AWS.EC2.Windows.CloudWatch",
"Parameters": {
"LogDirectoryPath": "C:\\inetpub\\logs\\LogFiles\\W3SvC1",
"TimestampFormat": "yyyy-MM-dd HH:mm:ss",
"Encoding": "UTF-8",

"Filter": "",
"CultureName": "en-US",
"TimeZoneKind": "UTC",
"LineCount": "5"

}I

2. &t¥ LogDirectoryPath , B A&+ ¥EBIMERESE 1S BN E R (FlE , C:\inetpub
\logs\LogFiles\W3SVCn),

(@ Note
RA%EW3C BeEER. FX&E IS, NCSA MAFTHEN,

3. ¥ TimestampFormat , WAEZFANKEBLEER. UEERXECENFHENR B EF2H
MSDN E# BT H BB F B E/E,

4. #¥ Encoding , MAEFEANERES (Hlan , UTF-8), IEBRZXEZENFHREN , F2H
MSDN L&Y i % 5 5l £ &8

® Note
ERREEE , MIFRETER.

5. (BA) &Y Filter, MABFEBHNIR. BUSEEQ 6 UERMEER. IERARXEZE
HEEMERA , 5528 MSDN £ FileSystemWatcherFilter /814 £ &,

6. (ZEA) &% CultureName , WMAEBEHFEBENWIBERE, & CultureName BZ , HEH

XA B Windows #TERBAIEANERERE, MEXEZENFHENR , 5528 MSDN
HlLanguage tagEmITRAEEFREN .

(@ Note
AX#E div, div-MV, hu M hu-HU &,
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7. (IEA) &¥ TimeZoneKind , #iA Local = UTC, BALURENUE AFHEEEATS
FABEEEABREBEET. NRLESEZTA , BNRENBEESTEEREEA , A
CloudWatch Logs AR AR KK E, MRENHEBECISREEN , ISRBLSE,

8. (EA)#¥ LineCount , WAREPMNITE , UPEBFER, i, IS BFEXTHERE
EIMEER, S A 5, ESRNAFEERNATRETHRE. £ IS BFEF , F=1TR
ANMKERAR  EFRERBBLCEAFERRERTEN, Bt , RAZBRSEELD —TEERDN
AESER , S — 28 A RN B

HEBR 4 REREES

BEERERXNAHETRT Flows BERPWMEBEB N, 0, EEKBFTEFE. ETW BEMRE
H# &% F) CloudWatch Logs , #% (CustomLogs,ETW, SystemEventLog), CloudwWatchLogs
¥ ZE Flows BER,

/A Warning

MAEMN S ERESEBRE. Al , MRAMEEURERSR , BRTEERIAHE , ARES
KB SRS E R H#H,

B ERN B EEARZEENH, flil, MREKERAREN BFEXRER
£ CloudWatchLogs EBRHMERNMETR B/ , FF1E Flows BERFMA
ApplicationEventLog, (CloudWatchLogs,CloudWatchLogs2),

HEMRZEES
1. £ AWS.EC2.Windows.CloudWatch.json R+ , %l Flows EE,

"Flows": {

"Flows": [
"PerformanceCounter,CloudWatch",
"(PerformanceCounter, PerformanceCounter2), CloudWatch2",
"(CustomLogs, ETW, SystemEventlLog),CloudWatchLogs",
"CustomLogs, CloudWatchLogs2",
"ApplicationEventLog, (CloudWatchLogs, CloudWatchlLogs2)"

]
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2. #¥ Flows , MBE LENEMEEREE (flt0 , ApplicationEventlLog) RE B &t (4l
il , CloudwWatchLogs).

BEECRKRTRRE JSON ER, R ESBISEASILESR,
BERERER

ZEE#HIT Windows Server 2012 2 Windows Server 2008 #J Amazon EC2 #{T{EE& S A X Z|
CloudWatch Logs , 58 EC2Config fR# (EC2Config.exe). BHEIITEE KRR EC2Config
4.0 REFRA , mMBAETAERLKER.

£ EC2Config 4.x 2RE&E CloudWatch

1. BEBEELEFDREMN AWS.EC2.Windows.CloudWatch. json ERBRERE, A EE
BOM By UTF-8 fmi&. #¥ , £ Windows Server 2008 — 2012 R2 S {T{EBE A LA T E R R FH 7
= : C:\Program Files\Amazon\SSM\Plugins\awsCloudWatch\,

2. {EM Windows R#E#E A , REA T3 PowerShell &85 , AREIREFHEE SSM Agent
(AmazonSSMAgent.exe) :

PS C:\> Restart-Service AmazonSSMAgent

SSM Agent EFTR B v A SEAIEEER , WERE CloudWatch B HTEE, MRESEARMERE
BEFNSHERT  LEEEHMRE SSM Agent RxMEE, ZEEAHTEE LA CloudWatch
BS54 IsEnabled ¥ A false , WHEFHEEERTMESE,

{2 CloudWatch Logs R IEF2 I AR AE
SEEA T HREFR#EE CloudWatch Logs REFENE EC2 H11T{HEE L HARRE,
HEREREXAAREE

1. EREEC2 YUTHEM. MBFMEF , FSH (Amazon EC2 AEIEH) RNERELNHT
a8,

NEEREENFEENR |, 7528 (Amazon EC2 R EIER) FHERE HTE A HIEDE
2. EDPRR, BAATIGS

sudo service awslogs status
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Amazon CloudWatch Logs
mREHITHI R Amazon Linux 2,

AAEMATIST
3.

sudo service awslogsd status

(&S
o

B & /var/log/awslogs.log &R R EEE{TE CloudWatch Logs KERE X HER

=0
Ao~

. BEEAE
B & CloudWatch Logs (RIS

R EC2 #1T{ERE LAY CloudWatch Logs REEAELZERRFEDME , EESFLREENX , &
ALAMERNTEFREEBRERER.

RBEREREN

1. E{RE EC2 #TEE, WFEFMEEA ,
&8,

%28 (Amazon EC2 EREIEE) T EREANAT
R P SR E
B

E@HTRR,

58 (Amazon EC2 ERAEIERM) FHEREH(TEBNKED
ERATHSS -

= =)
sudo service awslogs start
MR EHITHE Amazon Linux 2 ,

AEATSIGS

sudo service awslogsd start

{Z1k CloudWatch Logs XEBZE=

AEATIREFRELLE EC2 #1T{ER LAY CloudWatch Logs KEFE =,
FLERERER
1.

=3

nﬁé}

ERE EC2 YITEMR. WEFHMEEA
(L

By {Amazon EC2 A EEmM) PHEREENHT

X&) CloudWatch Logs {REEFE
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MEEREENFMES , F20 (Amazon EC2 EAEER) TPHEREZHTERNKMIED
ﬂo

2. EHTRT, FBATISS :

sudo service awslogs stop
MREHITHR Amazon Linux 2 , BHA TGS :

sudo service awslogsd stop

CloudWatch Logs REBENSZE

/A Important

AERZEHAEZEM CloudWatch Logs KEEANSE, MEEEANRATEEFEER R
%5 2 i IMDSV2) , BI4AEfE A EIHE — CloudWatch KEBRER. T , BMELT2ER
IMDSV2 , I8 ZIZE 6B A — CloudWatch RERER , MAEEELA CloudWatch
Logs REBRER., NEEBEHMM— CloudWatch REERXWER , F2BFEH CloudWatch
REREXM Amazon EC2 HTEBEMNA B RRE[WEEEN Bit. WEFRREEH
CloudWatch Logs RERXEBER —RKEEANENR , FEABEE L CloudWatch KERE
NEEER,

CloudWatch Logs KRR T B 84§ A 7 E B £E Amazon EC2 #11T{EEE X ZE CloudWatch Logs. X
BEXNIETIH

- & BFER AWS CLI #3iXZE CloudWatch Logs B9 #MEER,

- BETE (ERER) , ERBER#EIEZE CloudWatch Logs BIFEFF.

- BRBYHEXISFEHITH Cron T,

REREXEEER

CloudWatch Logs R IEF2 AR RERE R CloudWatch Logs REERRAFAENEA. RERENALEER
B [general] BERER T BAMAE K MELBERSERFIMB AFEHEMR. [logstream] BERESER T A5 H#
BREXIEHAFEREMENEA. BB ZE [logstream] B , ESRAERTHABERSP
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MAHBEEMH—METE , HI | [logstream1]. [logstream2] , LALLEEHE, [logstream] EEE HEEEF M
—1TEH , AREZAFENE D,

[general]

state_file = value

logging_config_file = value
use_gzip_http_content_encoding = [true | false]

[logstreaml]

log_group_name = value

log_stream_name = value

datetime_format = value

time_zone = [LOCAL|UTC]

file = value

file_fingerprint_lines = integer | integer-integer
multi_line_start_pattern = regex | {datetime_format}
initial_position = [start_of_file | end_of_file]
encoding = [ascii|utf_8]..]

buffer_duration = integer

batch_count = integer

batch_size = integer

[logstream2]

state_file

EEMREBERNFRILE.
logging_config_file

(2 BERBEEAAFHEERNNE, IREBARELEEREEXAFEEER , BEHAE
ISR awslogs.conf, MRBUETHLRERERER , ARNWERMNER /var/awslogs/etc/
awslogs.conf , TR rom RERIEELN , BIR /etc/awslogs/awslogs.conf, LLIEZE
A Python fAREE R (https://docs.python.org/2/library/logging.config.html#logging-config-
fileformat), ZRAILLBETEBUT BB,

cwlogs.push
cwlogs.push.reader
cwlogs.push.publisher
cwlogs.push.event
cwlogs.push.batch
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cwlogs.push.stream
cwlogs.push.watcher

UTEMSHERENRMENBREESR WARNING , MHERKES INFO,

[loggers]
keys=root, cwlogs, reader, publisher

[handlers]
keys=consoleHandler

[formatters]
keys=simpleFormatter

[logger_root]
level=INFO
handlers=consoleHandler

[logger_cwlogs]
level=INFO
handlers=consoleHandler
qualname=cwlogs.push
propagate=0

[logger_reader]
level=WARNING
handlers=consoleHandler
qualname=cwlogs.push.reader
propagate=0

[logger_publisher]
level=WARNING
handlers=consoleHandler
qualname=cwlogs.push.publisher
propagate=0

[handler_consoleHandler]
class=logging.StreamHandler
level=INFO
formatter=simpleFormatter
args=(sys.stderr, )

[formatter_simpleFormatter]
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format=%(asctime)s - %(name)s - %(levelname)s - %(process)d - %(threadName)s -
%(message)s

use_gzip_http_content_encoding

A true (FERR) BFERUA gzip http RBHRIE , 5B EEIXE CloudWatch Logs.

EEMIK CPU fEAE. FB{K NetworkOut BB D HEX R, BEEEALLINEE B
use_gzip_http_content_encoding = false 78 % CloudWatch Logs fVEEFENAHAEIE RV [general]
EE , RAEEHRBREREN,

(® Note
L EREE B A M awscli-cwlogs 1.3.3 R E AR,

log_group_name

EEBNMAREHE. NRARHEEATE  SSEDEY. AFFENEBRETNRN 1 5
512 BFnz@. AAANFRM az. A-Z, 0-9, "_y (K#R). -1 (BFH). /1 (ERHR) M
r.J (IEJ%!E)O

log_stream_name

EEBWiAFERER. BALEAEETE. AAEENEE ({instance_id}. {hostname},
{ip_address}) EMEMNEES , UERAFEREE. WRBAFKERERTE , ¥EEBHEIL,

datetime_format

EERAFHEINEBERZN AN, ENEEEARBENARFEARELEE, ERIEMH
datetime_format , B SIS AR SE B FEH. MREMHE datetime_format EERIEER B
AEMSREMN , EREERARE - AFERBBEMIITNZ BFEHNEBERE. nREE
Z BN BEEEH |, &R B ek,

BUTRHIHE RB datetime_format 8%, &8 A AEA1E{T Python X &M datetime_format 1%
1. datetime.strptime()o N EBEFEMNE (%z) , #A Python 3.2 ZEIRALEFXE |, [+-] HHMM
E|EBWR (). WHEFHMENR , B2 stritime () M strptime () 17 5o

%y : F, FTEENERE TENMNRTIHVELEF, 00, 01, ..., 99

%Y : F , BEUATENRTHELEF. 1970, 1988, 2001, 2013

CloudWatch Logs RERN &Z& 47


https://docs.python.org/2/library/datetime.html#strftime-strptime-behavior

Amazon CloudWatch Logs EREEmR

%b: B , EtbHEEE#, Jan, Feb, .... Dec (en_US) ;

%B : B , Bt EEEZ |, January, February, .... December (en_US) ;
%m: A, ERENTEMLEF. 01, 02, ..., 12

%d : B , ERENTEMLEF, 01, 02, ..., 31

%H : /N (24 NEEHD)  EXRTERHENMEF. 00, 01, ..., 23

%l : NEF (12 /NEFSHD) , ERENTEMEF, 01, 02, ..., 12

%p : HEREH AM = PM,

%M : 7iE , EREN+EMEF, 00, 01, .... 59

%S : Wig , EXRTEN +HEMLHEF, 00, 01, ..., 59

%f: WF , TEMEF , ZR/IEEFXSE. 000000, ..., 999999

%z : UTC u% , %=X A +HHMM = -HHMM, +0000, -0400, +1030

g

Logsj: '%d %b %Y %H:%M:%S', e.g. 24 Jan 2014 05:00:00

IS08601: '%Y-%m-%dT%H:%M:%S%z', e.g. 2014-02-20T05:20:20+0000

time_zone

EERBREHKERCHFE. XENMEEAS UTC M LOCAL, MREEMIR datetime_format
HETRE |, TRRES LOCAL,

file

EBELEH#IXT CloudWatch Logs I B, BRUEOBEERIZEER (£

AT, Bl varllog/system.log*). RIBERNENERE , RSSO ER#E

&l CloudWatch Logs, HMEZLEFEAEAFAREE - RINWMHEEEENESR | filw
access_log.2014-06-01-01, access_log.2014-06-01-02 , LALL¥EH#  EFBRAASEEENE
2= , 530 access_log_80 M access_log_443, ZEEREEZEEENER , U432 —EBEFERRHN
BEEBER  FSEEENAFEEATANAFER. TXEBREER,
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file_fingerprint_lines

EERARBBERNTEER. SRER—EHFIAMEURTHRIRBHEF , 1’}'JZIEI M.
r2-5) , ARER "1, , AUE—ITARFEREN. REMBEENTETAR , BRIFTEKEK
17183% 3| CloudWatch Logs.

multi_line_start_pattern

EEARBR BFASHRENER. AFAERHAFTEEIN —JIRTRHEER T T4
SIFTAEL B o ﬁx‘iﬁ%%ﬁﬂﬂﬁé‘t:ﬁ {datetime_format}, £/ {datetime_format} & , FEIEE
datetime_format i#18, FEi% EHFANﬂJ HitMEFERAFEEFF NE A ETER 2B B
AR, WEARETA AR,

initial_position

EERRBEIE LR (start_of file 2 end_of file) WLE. TAEREA start_of file, RBEEBFERR
BERERIEERTE.

i 15

EEAFENRE  UEEREIER., REREAR utf 8, EETLEA Python codecs.decode ()
X ENRS.

/A Warning
EETEENGEREUREHENEXR  RABIRBENFTEWHRA - EHMANF T,

UTR—&EERNORES :

ascii, big5, big5hkscs, cp@37, cp424, cp437, cp500, cp720, cp737,
cp775, cp850, cp852, cp855, cp856, cp857, cp858, cp860, cp86l1l, cp862,
cp863, cp864, cp865, cp866, cp869, cp874, cp875, cp932, cp949, cp950,
cplo06, cpl@26, cpllsd, cpl250, cpl251, cpl252, cpl253, cpl254, cpl255,
cpl256, cpl257, cpl258, euc_jp, euc_jis_2004, euc_jisx0213, euc_kr,
gb2312, gbk, gbl18030, hz, is02022_jp, i1s02022_jp_1, is02022_jp_2,
1s02022_jp_2004, 1s02022_jp_3, 1s02022_jp_ext, 1s02022_kr, latin_1,
1s08859_2, i1so8859_3, iso8859_ 4, iso8859_5, iso8859_6, iso8859_7,
is08859_8, is08859_9, iso08859_10, iso8859_13, iso8859_14, iso8859_15,
is08859_16, johab, koi8_r, koi8_u, mac_cyrillic, mac_greek, mac_iceland,
mac_latin2, mac_roman, mac_turkish, ptcpl54, shift_jis, shift_jis_2004,

CloudWatch Logs RERN &Z& 49



Amazon CloudWatch Logs EREEmR

shift_jisx@0213, utf_32, utf_32_be, utf_32_le, utf_16, utf_16_be,
utf_16_le, utf_7, utf_8, utf_8_sig

buffer_duration

EEHRSHHRERNFERE. &/JMEA 5000ms , FHEREA 5000ms.

batch_count

EERXFHERSEHEAHE , &ZZE 10,000, FHREA 10000,

batch_size

EE#HXFPHNBEFEHEAKRD , MU TBER/EN , &S ALE 1048576 U til. FAREA
1048576 L jtil. EREIK/DWFTEAXRUME UTF-8 S4FLE , N EBAREHESH4 26 E{LT
.

EB HTTP REE A CloudWatch Logs KEBRER

BRI LUER HTTP KEREMA CloudWatch Logs fKERZ .,

(® Note
awslogs-agent-setup.py 1.3.8 REFRAZE HTTP K E,

EiB HTTP REAEH CloudWatch Logs {RIBFER
1. #FITUTEE—E:

a. ST ZEM CloudWatch Logs RIBRER, |, BHT T HGHS :

curl https://s3.amazonaws.com/aws-cloudwatch/downloads/latest/awslogs-agent-
setup.py -0

sudo python awslogs-agent-setup.py --region us-east-1 --http-proxy http://your/
proxy --https-proxy http://your/proxy --no-proxy 169.254.169.254

B THIZER EC2 #H1TERE E# Amazon EC2 FEERIIRTE , 55 A --no-proxy
169.254.169.254 (&), ME/EFMENR , 52E (Amazon EC2 FAEIER) P TEE
hEERAEREER
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f£ http-proxy M https-proxy BWEER , EXLEEEEME URL,

b. #H¥IRBEELEM CloudWatch Logs KERER , 55#RE /var/awslogs/etc/proxy.conf , I #7ig
BHRE

HTTP_PROXY=
HTTPS_PROXY=
NO_PROXY=

2. ENMREBAERRN 6 BEELMN:

sudo service awslogs restart
MBEFEHE R Amazon Linux 2 , BEA TG SREFMABRERERN :

sudo service awslogsd restart

5 B@ CloudWatch Logs REREXEREER

WMREE AR awslogs-agent-setup.py 1.3.8 EH AR A K awscli-cwlogs 1.3.3 EFHARA , &

A LATE /var/awslogs/etc/config/ B P EZFEANBARERER K ARERHBIEATENRRE

H&, CloudWatch Logs REERAMBFE LS ELENEEBERPNEMERERE, [general] EE
FHEREE M LB E X EHEER (/var/awslogs/etc/awslogs.conf) FEZ , I B 7E /var/awslogs/etc/
config/ Y EIEESNY AR REAE R PR 2B,

MREREFER rom ZEREBRER , LR A /var/awslogs/etc/config/ B & , BRI AR A A /etc/
awslogs/config/ B .

EFRBRERN K FEELEN
sudo service awslogs restart

MR EEHAR Amazon Linux 2 , B EA TGS REFBBREE ;

sudo service awslogsd restart
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CloudWatch Logs R EEZXERBEE

R EMLER AR R 2

SEUTERERET

- LEERBEFTGERENAFE  REEFELFHBNZEZBFEE. Hl10, /var/log/syslog.log E
¥ BB Ivar/log/syslog.log.1. #1 &R /var/log/syslog.log.1 £ Z BTN EZE , ©HESEH®
£ 5 Ivar/log/syslog.log.2,

- EEVRIAZR , SRS HEZNVEREHBBFE. 0, /var/log/syslog.log & & E /var/log/
syslog.log.1 , /var/log/syslog.log ##E &l . EEBIERT , ERTEEELX , RLEEEFEH
LS REm i,

- FREEERMERNERAEREIHER, Sl , /£ /varlog/syslog.log.2014-01-01 , I6E T /
var/log/syslog.log.2014-01-02,

ERWEM (R ID) WA EFARMEAREREMEAERNE—TAR. BEEBBRTH, A
A file_fingerprint_lines 1218, HARRBIAR K FNEREXSEFINRE , BENERTEZXEH
MRS REEXEEEHENEERZRHETNESR,

By EREANRERX R BERA ?

MR B FEAREEFTHRLE CloudWatch Logs RIEBREX , LA LAEA /var/awslogs/bin/awslogs-
version.sh R ELFEANRERINZWERE, SEINEREBRXNRAREEEH KM, W
RRMEA yum R%Z % CloudWatch Logs XEREX , BRI LA "yum info awslogs" A "yum info
aws-cli-plugin-cloudwatch-logs" 24 & CloudWatch Logs A IBE R F /RN AR,

HFE B MAERS RSS2

ARFES4oemERY SA4RERNKEER , URERBFGALR. KIZEE , BEER
FEAFZTNEMIEARER BN BRFALE (NMRENE) , THAFNEFAS. EEE
BItITH , ATLAEA multi_line_start_pattern , & L ERX WM SIS SEREFTN BFALE,
WAE S T L2 FE T regex 2 T{datetime_format}, . Hli0 , MRBERFAENE—TEE
BEREEEC , 4l '2014-01-02T13:13:01Z' , B multi_line_start_pattern AJ 5% E A "\d{4}-\d{2}-
\d{2}T\d{2}:\d{2}:\d{2}Z's & T f{LAARE , MR EIEE datetime_format option , XA LAE
M{datetime_format}s 8%, UMHEMNEFIMS , 2R datetime_format 385 '%Y-%m-%dT%H:
%M:%S%z' , Bl multi_line_start_pattern AJLAR 2 "{datetime_format}, o

& RIEMH datetime_format , B BIBEES AR EE B FHEH. WMREMHM datetime_format HRIEE
WEFAEMS ZRENN , SEAKE —EXDIMFEELNAFTEHNEERERL. UREEZ
BN BEHSEY  SEAENEE, EEFS40 EZERIRARN N BEFEHRRE | SERKRE
HAE,
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REBCARBENMAFS4HYELER , ALNRSEEHEBRNVEN , ATESEREEMEAF
# , ¥ EEEEERNER.

AEEHS N AETHIRER ?

BT SR — BRI , #ERHS BRI F AR

1. RFIWE — @ AFEHLR , 2B buffer_duration BEERE.

2. ER%E /R batch_size B BFHE4 , BB HEIB batch_size KIFT BFEEH,

3. iZ%| batch_count B B EHHE,

4. WHEREY B RS 4R IFERIR 24 /NG |, EFEFT BFEHIBREEB 24 )EFRE
ESEREFEE. AFSEH , SHREDRBRBE ?

HEEME PutLogEvents BEMNRSE , LT EEATRESEH HRESHIRETHEB,

@ Note
%18 & HIEF , CloudWatch Logs R EREXEKEEE A B,

WRBFEHHA/NEIR 256 KB , #ETLHKBXBFEH
MR BFEHNKEABLCEBRR 2 M, BEWRBXBFEMH
MRBFEHNFEABLCERBREL 14 X |, BEHBXBFEMH.
MEEMAFEM4ER A FHFANRENE , SERERELIK.

WMREE— PutLogEvents R AFSHHIXIFERIB 24 /M |, B PutLogEvents &1
SR

BRRIERA RS AR /B 2
RAEEREME AR ERMTZRARERERR , AT EEREHEK/ES, CloudWatch
Logs RERR ARSNGB , LRGHLEHEH,

RRFTURMRRTRNE | TR B SRIEERN B ER ?

TR EREZEAFRE , SEREEIERBFHR,
RIBEX B HWL AP WY (HREZAETLBEREE IAM BUE) ?

o K~ w0 Dh =

CloudWatch Logs R EREXFEEZHT

CreatelLogGroup, CreateLogStream, DescribelogGrooupd.
DescribelLogStreamsPutLogEvents®l PutRetentionPolicyE{EMEF ], MREFERHHZ
BHNRERER , AIFEE DescribelogStreams, EZEUT IAM BEREHI,
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JSON

{
"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"logs:CreatelLogGroup",
"logs:CreateLogStream",
"logs:PutLogEvents",
"logs:DescribelogStreams",
"logs:DescribelogGroups",
"logs:PutRetentionPolicy"

1,

"Resourxce": [
"arn:aws:logs:*:*:*"

]

}
]
}

KT #FHE CloudWatch Logs REREX BEBE VY AFEHEAS BFRR. RENMPFLEREBEXNEHRET
AFEHEEAFER ?

BALATE IAM BERF REIRERX REHITUTR
{E : DescribelLogStreams., PutLogEvents,

HRIEFENIHES CreateLogGroup M CreateLogStream FFAlAI , B4 BV ELEZRERER
FANBFHFENBFSER. AFKREEXSEECCEYNAFFHATEIAFSERN , RIEHHE
B CreatelLogGroup # CreateLogStream §Fd,

HEITHELERRE , REXEEWERE?
REBEAZEBHFENVRN /var/log/awslogs-agent-setup.log , REBERX AFMNR /var/
log/awslogs.log.

BIEAFY : £ CloudFormation 2RBIAEEA CloudWatch Logs

AWS CloudFormation AJ &L JSON #&NIBIAFMHE AWS BR, LA ZNERIIRREMLIE —E (Y
EE AWS EREES , URRREEFHESEN AWS EiR.
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EI&R AWS #/ M2 B CloudFormation , & LA T SRR AWS EFEAMNER, UTEHHI 22—

BEAEXBHE , HE2Y—EH wm\ﬁ‘fﬂ%ﬂhﬁﬁﬁ&ﬁ#k{#%ﬁ 404 BAERBI AU HEEER
R ATAH o

"WebServerLogGroup": {
"Type": "AWS::Logs::LogGroup",
"Properties": {
"RetentionInDays": 7
}
I

"4Q4MetricFilter": {
"Type": "AWS::Logs::MetricFilter",
"Properties": {
"LogGroupName": {
"Ref": "WebServerLogGroup"

},
"FilterPattern": "[ip, identity, user_id, timestamp, request, status_code =
4Q4, size, ...]",
"MetricTransformations": [
{
"MetricValue": "1",
"MetricNamespace": "test/404s",
"MetricName": "test40Q4Count"
}
]

ER—AEAWES, BOLUMER REEE EM CloudWatch Logs 2B CloudFormation, 1S4
EHIEFER , 528 (AWS CloudFormation fEA&#ER) FH Amazon CloudWatch Logs #i

TEXBHB. WEERAMNFHEENR , 528 (AWS CloudFormation EFA&1Em) HH AWS
CloudFormation AF9,
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1B HTTP i B 50 % FEEY

Amazon CloudWatch Logs 2t HTTP i% % , Al FEARSEMN HTTP POST BRI B EREER
CloudWatch Logs. iELinBE X & SigvV4 MRS F R D EHE.

/A Important

EMEREULUES AWS SDK WMBEEITEAHMER Sigv4 9 8F. Sigvs FREHE
AER , WIRHREANRZERE, RBFH AP £88 ) B2BREEAR Sigv4s T THHE
o, BlINAF 2| AWS SDK BEWE = Bt EixsE. WEFHMER , F28 (AM EAEE
B PREHERSRNERSTR,

CloudWatch Logs X #&E T % HTTP #EUR S :

Endpoint iz S NAEEHR -5
OpenTelemetry /v1l/logs application/json I OTLP JSON &
Logs application/x-prot Protobuf
obuf
HLC Logs /services/collecto application/json HLC #&3X
r/event
ND-JSON Logs  /ingest/bulk application/json =  HITHRE
application/x-ndjs JSON
on
Structured JSON  /ingest/json application/json JSON #4455 fe&
Logs 5
Al B 4=
FRITA
B HTTP HEURRME LA TIITA :
BoEmE

FREmEH T Sigv4 NAEHFZFS I HE

BERGOA 56


https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-workloads-use-roles
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« SigV4 (B ) -BEAWS BEXE 4 REE. SELNEARANERREZE AWS SDK & 7]

LAZEEBFE KR |, 556/ Sigv4, Sigv4 FREHER , RREZ2NEPBRE R %,
. FEEFZH - FH Authorization: Bearer <ACWL token>#&HH,

- ERXARENE ACWL AR, MERERA , FFLE the section called “EEF R 5 7 5

%

Az o

« 2% logs:PutLogEvents#l logs:CallWithBearerToken IAM &5,

BESEHEN B SR

- FEIBZEEREM : x-aws-log-groupH x-aws-log-stream

« BRT ?logGroup=<name>&logStream=<name> OTLP 24 , FiExEt X EEHSE,
- BEEHHENZBEREREASHNERER,

- AFEENBRERBELEN,

[l fE

« I : HTTP 200fEA R {}
- ERTEERES . HTTP 400
o BRFARE : HTTP 401

RERRFRH 2 BE
EEAARTR BB HTTP HIUSEER B2 , A8 -

- f£f CloudWatch Logs FFAJZ2 3 IAM &
- EERBBENEAER (RBFH)

- B BWBENBFEER

- EEFRELBARRFHE S BE

/A Important

BRMEBEHMAE THEEHNER Sigv4 FoREREERZAER , BUEKILEH, Sigv4
RESKBANZENRE. RIUTENBRERS > RIFTTTHERLTER API 28] ( AHF

ARFZNE TR

57
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). BEEREHE CloudWatch Logs MAERESZEFERNEARERE , LRXIREE
HBRE. EFHMES  F2H (AM E£REER) PHEHFRERNENRL =,

BIE 1 EA AWS TS RIER IR

AWS EETERAREMCHIERE , & HTTP mHEFINEL APl 8,
ERERERE HTTP imEFH

1. BAAWS EEFEA,

2. EEZF CloudWatch > §%E > H#%.

3. EAPI RERT , BEEL AP 28,

4. HR AP SBH |, FHT THEFP —HRE

« EHL1, 5. 30, 90 = 365 XK API ©i8i8 HiFER A,
- BEETHERBUIEEST AP 2BIBHAH,
- BEUKTBH (FEBZ).

5 EEE4L APl 218,

FEAEHE

- BEYEREEFUNH IAM E£HE

« 1% CloudWatchLogsAPIKeyAccess ZEHR (‘@8 logs:PutLogEventsHl
logs:CallwithBearerTokenFfd )

- EERBRENZEAER (APl €88 )
6. BERILZLHHEFBETHNEAESR

- APl £88 ID ( RIS ENZ AER ID)
- API £8BUWE (REFEH)

/A Important
MEN#F APl RUHR . CHEELREN, MREX , SRFEELEH APl 8,

7. BIMBFHH B BESEENBFESER

BIE 1 A AWS TERARIERKRER 58
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# Create the log group

aws logs create-log-group \
--log-group-name /aws/hlc-logs/my-application \
--region us-east-1

# Create the log stream

aws logs create-log-stream \
--log-group-name /aws/hlc-logs/my-application \
--log-stream-name application-stream-001 \
--region us-east-1

8. HEHRHELBMAREFNEIRE

aws logs put-bearer-token-authentication \
--log-group-identifier /aws/hlc-logs/my-application \
--bearer-token-authentication-enabled \
--region us-east-1

ERFEMERE -

aws logs describe-log-groups \
--log-group-name-prefix /aws/hlc-logs/my-application \
--region us-east-1
SENFT : BEERYM IAM EAERKEE T

 logs:PutLogEvents — #§ B S #&iXZE CloudWatch Logs
« logs:CallwWithBearerToken - £ AAS F A TERFH

- kms:Describe*, kms:GenerateDataKey*, kms:Decrypt-FEXKMS mMZEAFEHHE (EF
BRI 4 B SRR )

215 2 FHEHEE
MRBRTFE IAM AREHTESEE |, KFEEFETHT , BULLFERE HTTP W% EFEL.

S B IAMERE

BM RN BFSHEERY IAM R #E
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1. BAAWS EEFRAWEEE IAM,

EEREEERS |, #IF Users (EAE).

i#1Z Create user (BIAEAE),

WAFEAERZR (B0 cloudwatch-logs-hlc-user).

BET %,

EETHHEA—@E IAM BEK :

o o kA~ w D

BEA: R SEBRX (E#H)

iE$#Z CloudWatchLogsAPIKeyAccess Z B BUR

BIEB: BUHFTBGR

BYWEETH IAM BUR

"Version": "2012-10-17",
"Statement": [

{

"Sid": "LogsAPIs",

"Effect": "Allow",

"Action": [
"logs:CallwWithBearerToken",
"logs:PutLogEvents"

1,

"Resource": "*"

3,
{

"Sid": "KMSAPIs",

"Effect": "Allow",

"Action": [
"kms :Describe*",
"kms:GenerateDataKey*",
"kms:Decrypt"

1,

"Condition": {
"StringEquals": {

"kms:ViaService": [
"logs.*.amazonaws.com"
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}I

"Resource": "arn:aws:kms:*:*:key/*"

}
7. BET—F K RREEZEEUCERE.

(® Note

WMREETEINE BFEEE KMS ZW BFFEHE , AIEE KMS 559, FHRE KMS REEFE
3EiB CloudWatch Logs BRI ERH &8,

SR EERBEIENEAER (APl £18 )

£/ CreateServiceSpecificCredential APl 4 CloudWatch Logs API £8&, &t Al LAEMA create-
service-specific-credential CLI i 5. IR BREFEH , BILUEENMR 1-36600 RzBEHE, MRK
EERBEEE , B API €8T 2B H,

BEELIBH 30 XH APl £ :

aws iam create-service-specific-credential \
--user-name cloudwatch-logs-hlc-user \
--service-name logs.amazonaws.com \
--credential-age-days 30

[E|fE R ServiceSpecificCredential ¥4, ServiceCredentialSecret ER&H CloudWatch Logs
APl 8 ( AHFR ).

/A Important

SEYERETE ServiceCredentialSecret B , AAZ & SELBHINTE., MREX , &4
FEEELHHN AP £48,

SER 3 BV BAFSEEN BFEHR

BYS&FH AN EREENBERSER
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https://docs.aws.amazon.com/IAM/latest/APIReference/API_CreateServiceSpecificCredential.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/iam/create-service-specific-credential.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/iam/create-service-specific-credential.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_ServiceSpecificCredential.html
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# Create the log group

aws logs create-log-group \
--log-group-name /aws/hlc-logs/my-application \
--region us-east-1

# Create the log stream
aws logs create-log-stream \
--log-group-name /aws/hlc-logs/my-application \

--log-stream-name application-stream-001 \
--region us-east-1

R4 BAREFTHEIRE
ERRRE LRAERRPHE SR

aws logs put-bearer-token-authentication \
--log-group-identifier /aws/hlc-logs/my-application \
--bearer-token-authentication-enabled \
--region us-east-1

BREAARE

aws logs describe-log-groups \
--log-group-name-prefix /aws/hlc-logs/my-application \
--region us-east-1

ZHEIEEMAER CloudWatch Logs APl £ #8HI5F 7]
CloudWatch Logs AP £#8HIEAEFE A H CloudWatch Logs 1 IAM BRFE 7 B9 BN E R4 S8R 322
2% CloudWatch Logs APl £ E A

iam : CreateServiceSpecificCredential B 2RI EERFISEN £/ ( HIW CloudWatch Logs API
<) . BULUSLEENEERES IAM FERE , AR TUARELSBNFERE.

B AR T HRHZREIE |, ¥ iam:CreateServiceSpecificCredential E)YERYEF AT HE DK
%

« iam:ServiceSpecificCredentialAgeDays — AR ERGFFISESWBAVBHFE , UXABE N, 4
m, EASAEARGRARSIE  EAFEILENEA 00 XM API £148,

EEEEFMER CloudWatch Logs API &4 K95 7] 62
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_iam-condition-keys.html#ck_ServiceSpecificCredentialAgeDays
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ERAEER

- iam:ServiceSpecificCredentialServiceName — Al BEE RGP IEERBHN BT, Hlwm , BRI LER

LEARH 23R IRE /7T A CloudWatch Logs B3 API £8% , M3EH M BR#%.

24| CloudWatch Logs API & $& /Y6

logs:CallWithBearerToken Ej#E#2#] CloudWatch Logs APl €8I FEH, EEIEE D

CloudWatch Logs API &8 , 55753E#&logs:CallWithBearerTokenBIfEM R EE ZEH SRR

Bigy 1AM EAE,
BUR gE 45

By 1t B 2 E £ M{EA CloudWatch Logs APl &8

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "DenyCWLAPIKeys",

"Effect": "Deny",

"Action": [
"iam:CreateServiceSpecificCredential",
"logs:CallWithBearerToken"

1,

"Resource": "*"

}
]
}
/A Warning

HBREHERAPMEXEREYBRBRERAENN AWS RBEUEAER, W%

EZE IAM EHENRESERE.

B 1k & % A CloudWatch Logs API £ &

"Version": "2012-10-17",
"Statement": [
{

AAEA

EEEEFMER CloudWatch Logs API &4 K95 7]
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_iam-condition-keys.html#ck_ServiceSpecificCredentialAgeDays
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_service-specific-creds.html
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"Effect": "Deny",
"Action": "logs:CallWithBearerToken",
"Resource": "*"

RE7E CloudWatch Logs €887 90 XNBHIE: , T AT BRI S48

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "iam:CreateServiceSpecificCredential",
"Resource": "arn:aws:iam::123456789012:user/username",
"Condition": {
"StringEquals": {
"iam:ServiceSpecificCredentialServiceName": "logs.amazonaws.com"
},
"NumericlLessThanEquals": {
"jam:ServiceSpecificCredentialAgeDays": "90"
}
}
}
]
}

i AP| £i8
ERRIREN AP SR TRERCESENEREAR, REEBLRISSLBBE L BENHRE

o

WiRE

BEETHE HRIMNER @R AP €8, FEETIERF
1. RIAMERERMHH (RE) BAEH

aws iam create-service-specific-credential \
--user-name cloudwatch-logs-hlc-user \
--service-name logs.amazonaws.com \

Wit AP £18 64



Amazon CloudWatch Logs EREEmR

--credential-age-days 90

N

(A ) BHBEAEREFERE -, AWS Secrets Manager B &£ #EH B B,
3. BFEABHEAREHADREE  AEFHENERAEIARERUERATN APl £8,
4. BEHBEANENREAFERAS

aws iam update-service-specific-credential \
--user-name cloudwatch-logs-hlc-user \
--service-specific-credential-id ACCA1234EXAMPLE1234 \
--status Inactive

5. 7t CloudWatch IncomingBytes REIZ AFHENIER K BMRAFBXIARZIINZE, NFFHH
B , 2B A CloudWatch IEEERFRE,

6. ERAMETWMIETRDRMNER , FMRETVEAER !

aws iam delete-service-specific-credential \
--service-specific-credential-id ACCA1234EXAMPLE1234

ERsRBH

EEREREA AP SHVE HHARARRE | F5F A list-service-specific-credentials a5 :

aws iam list-service-specific-credentials \
--user-name cloudwatch-logs-hlc-user \
--service-name logs.amazonaws.com

EEEESEZEAStatusERIH CreateDateM . EALLEFARE BN ERAER RE
HiBWmRBUR LTI ZR,

ClIEZE AEH APl €88
INRFIEEE API £ CBE | BFIUEEIWTYISER :
1. MEMERSBUPY I — % R SIS R -

aws iam update-service-specific-credential \
--user-name cloudwatch-logs-hlc-user \
--service-specific-credential-id ACCA1234EXAMPLE1234 \
--status Inactive
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/CloudWatch-Logs-Monitoring-CloudWatch-Metrics.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/iam/list-service-specific-credentials.html
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2. 1#Bd CloudTrail BEEUHIE RARERENFIREE, WFENARA APl 238 A2 Rihe section
called “fE A CloudTrail i2é% API £RAE" , F2MH .
. B FTRNwREFE LB E#the section called “BWIREF",
4. BRTHEMBREARNES

aws iam delete-service-specific-credential \
--service-specific-credential-id ACCA1234EXAMPLE1234

5. MREFEERERIUAHH IAM ERAENFERHEFAFI , FEEEEBX

{
"Version": "2012-10-17",
"Statement": {
"Effect": "Deny",
"Action": "logs:CallWithBearerToken",
"Resource": "*"
}
}
(® Note

EEEB APl HTIELEIME , BXLEFEH AWS BEAERHETERE , MA2FA CloudWatch
Logs API £8H#E1TERTE

WA LER TS IAM AP R EREEEIARH TR

- ResetServiceSpecificCredential - EFXSMUEEFZER , MARBRBEAER, €SR/TEEEH,

APl SN EZ 2 REEH
BEELHREEBERRESEHN CloudWatch Logs APl &8 :

- INERBEXNBHHRA AP £, FVEEARIEIBIEIRE API 288 , IIFHERER
ABERG, WRERBNERIANEREE , AWS HELRHETASERE , BEX GRS
i,

- FRAMBREEES, % APl 2887 I AWS Secrets ManagersSi A SN B EEMRF RSP, EARK
AEPXFEES], EEE&NEBWmiR,
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