adws

EAEEE
AWS Resource Groups

Copyright © 2026 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.



AWS Resource Groups EREER

AWS Resource Groups: &5/

Copyright © 2026 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.

Amazon WA EMEENB B RAMEMIE Amazon WERBRYE , BT ITREERFF IR
&, R EDSE Amazon BEZENHNFEH Amazon WEEZENEENE, A HEHMIE Amazon 5
ENEENAHRSEHEENME  SLHEETEMEBR Amazon , RE Amazon BEEBE , 7R
=% | Amazon #B8f,




AWS Resource Groups EREER

Table of Contents

FEEERETRBEAL 2 oottt bttt ettt ettt s 1
B R R EBHATETY ettt 1
R AIE R TR oot 2

AWS Resource Groups Fl BF T .....oviiieeeeeeeeeeee et e et e e et eteeteeaeneeteeeeeaeaeeresteeee e ane e 3
AWS RESOUICE GroUPS EEIR .oocveieeeeeeeeeee ettt et e et e e teeteeteeae e et e eteeeeateeaeeneenes 3

B R Y B E T Th ittt ne et n s 3

B B ] .ottt bbbttt b et b et s e en e 4

e R BR A oottt a ettt ettt 4
BB R TZEURE oot 10
AWS EF B BRFE AWS RESOUICE GrOUPS ....ceoveiveeeeeeeeiteieeeeeeeeeeteeeeesteseeeeesasssteeeeeesnseeeseenneneans 10

B T B R .o ettt e e et e et e et e e e e teenteereeteennas 14
2 ST T TSRS TTTRT 14
BB & BB ettt 14
FHRBEERIRNB B ..ottt 15

F Ay < 1= SRRSO 33
B RBHE T RIIIEETL bttt 33
B B A B B B oo 37
37 CloudFormation HEBIIBEAR ... ..o 39

B T A .ottt b ettt e ettt ettt ettt e 41
B A B BB .ot 41
FE# CloudFormation MEBAEIEEAR ... e 43
R RBHEITEB T ettt 46
B B B A A T B ot 47
BB EEIEAIBR] e 49
BRI ERES ERAE B EIEAEE 52

B B B A A T B et 52
B B BB oottt 54
etad L BB BT ettt 55
BERTEHRETNEIB ..o 62

R E 2 4 OO 65
Bz b0t i OO SOUU SRRSO 66
F A ST 1= =T 010 1 4] oY 1S R 67
AMAZON AP GAEWAY ...ttt e e e e e e e e e sttt et e e e e e e e e e e e e b b 67
AMAzoN AP GateWay V2 ... ...ttt e e e e e e e et e e e e e e e e e e e e e 68




AWS Resource Groups EREER

IAM ACCESS ANAIYZET ...t e e e ettt e e e e e e ee et e e e e e eeasa e eeaeeeasnaaaeeaeennes 68
F AT S T N £ o 1 U EPERPRPR 69
AWS APP RUNNET ..ttt e e e e e e e e e e e e e e e e e e ettt e e e e e b e e e e e e e eaaaaaaaaaeeees 69
AWS APPCONTIG ..ottt ettt e e e e e e e e e e e e e e et e e e ————————————————— 69
AWS APPFADIIC ... ..ttt e e e e e e e e e e e e e e e e e e e e eeeereeeaanaaraa——_ 70
F N g = o] Y o] o 1 [ 1 RSP 70
DAY o] o 1 (=Yo | r=1 (o) 1= RSP 71
AWS APP MESK ...ttt e et e e e e e e ettt aaaaaaaaaaes 71
AMAZON APPSIIAM .. ... e et e et e e e e e e e e e et ettt et e e e e e e e aaaaaaaaaaeaaeeeeera————_ 72
AWS APPSYNC ...t e et et e e e e e e e e e e e ettt ————— e eaaeeeeeaaaaaaaeeeeeeerea———————————— 72
Application AULO SCaliNG ......ccooiiiieee et aaaaaaaaaaas 73
AWS Application Migration SEIVICE .........uuuuuuuiiiiiei i e e e e e e e e e e e eeees 73
AT EEIRIE (AIOPS) vttt e ettt ettt et eae et e e te e e e eteete e eneeeeeteseeennnane e 74
AMAZON ATNENA ... . e e e e e e e e e e e e e e e eeeaeerannnannna 74
AWS AUIt IMANAGET ......oeeeeeiieeee ettt e e e e e e e e e e e e e e e e e e eeeeeeeeeeassrananaannann 74
AWS B2B BRI A .ottt ettt ettt e ete e ans 75
AWS BACKUP .eeeiieee e et e e e e e e e e e e e e e e e e e e e e e et e e e eeeee s s eaa e e e eeeaaeaaaaaaaeeeeeeerraarara 75
AWS BaCKUP QAEWAY ......ooeiiiiiiiiiiiieie e et e et e e ettt e e e e e e e e e e e e eaeaeaaeeeeeeeeeessaasnnnaannns 76
AWS Backup BB ..ottt ettt et e e te e e eneens 76
E AT S T = = e o OO SPEEEURRR 76
AMAZON BEATOCK ... e e et e e e e e e e e e e e e et e e e e et eeeeeeannnnnnn s 77
AWS Billing CONAUCTON ......uiiiiiiiii et e e e e e e e e e e e e et e e e e e e e e e aaaaaaas 78
AWS R B B B N B I ..ottt e ettt et et e et e e e ete e e eateaneas 78
AMAZON BrakKet ... e e e e e e e e e e e e e e e e eeerananannaa 78
AWS BUAGELS ...ttt ettt e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e b b aaaeas 79
AWS BUGBUSL ...ttt e e e e e e e e e e e e e e e e e e e e e e e e et aareaaaaaaaeens 79
AWS Certificate IMANAGET .........ouveeiiieceee ettt e e e e e e e e e e e aaeaeaeaeeeeeeeeeesssannnnes 79
AWS Certificate Manager FAB BB R A ... 79
IIREARERXFH AMazon Q DEVEIOPET ........ccccv i ee ettt enene s 80
N3 4 F= 4o o O 1o T SRR RRR 80
AWS ClEAN ROOMS ....eiiiiiiiiiiee e ettt e e e e e e e e e e e e et e e eeaaaaaeeeeaaaaannnsstaseaeeeeeaaaaaeaeessaans 81
AWS Clean ROOMS ML ....coiiiiiiiieeee ettt et e e e e e e e e e e e s eeeeaeeaaaaeeeeaaanns 81
AMAazon IR SF ..ottt et nn et e et enn e 82
AWS ClOUAD ...ttt e oottt et e e e e e e e e e e e e aa e naesseeeeeeeeaaaaeeeeeeaaaannnnnnnneees 82
(@3 (o T T | T4 0 =1 (o o 1 PRPEPRRRRR 82
FaN g 4 F= 4o o T O o0 T | e o | O EEERPPPR 83




AWS Resource Groups EREER

AWS CIOUAHSM ...ttt e e e e e e e e e e e e aaaeeeeeeeeeeeeessnnssaannes 83
AWS ClOUA AP ...ttt ettt e e e e e e e e e e e e e e eaaeeeeeeeeeesesesasssaan s 84
AMAZON ClOUASEAICH ......ovieeieeee e e e e e e e e e e e e e e e et e e e e e e e as 84
AWS CloUATTAIl ... ..ot e e e e e e e e e e e eaaeeaeeeeeeeeeesssnssannnes 84
AMAzZON ClOUAWAALCK ...t e e e e e e e e e e aaaeaees 85
Amazon CloudWatch Application INSIghts .............ooiiiiiiiiie e 85
CloudWatch Application SIgNalS ...........oeuumiiiiiiiiiieiieee e e e e e e e e e 85
CloudWatCh EVIAENTY .....oveeeeeiieeee e e e e e e e e e e e e e e e e e s s 86
AMAazon CloUdWatCh LOGS .....ouuiiiiiiiiiiiee e e e e e e e e e e e e e e e e e e e e e e e e eeaaseeaannnes 86
Amazon CloudWatch AT BIME B IR R e 87
Amazon CloudWatCh RUM ..........oiii e 87
Amazon CloudWatch SynthetiCs .........ooooiiiiiiie e 87
AWS COAEATTIFACE ... e e e e e e e e e e e e e e e e e e e e e e aas 88
AWS COAEBUIIA ...ttt e e e e e e e e e e ettt et s e e e e e e e aaaaaaaaaees 88
AMAzZoN CodeCatalySt .........cooiii it ———————————————————————— 88
AWS CoAECOMMIL ... e e e e e e e e e e e e e e e e e e e e e et e e a e e e s e e e e eeeaaaaaaaaeeeeeeens 89
AWS COAECONNECLIONS ...t e et et e e e e e e e e e e ettt e e e e e e e e e aaaaaeaaaes 89
AWS COAEDEPIOY ...ttt ettt ettt e e e e e e e e e e e e e aaeeeeeeeeeeeeesaassr s s 89
AMAazon CoAeGUIU REVIEWET ..........cooiiiiiieeeee ettt e e e e e e e aaaaaas 90
Amazon CodeGUIU Profiler ... e e e e e 90
AWS COEPIPEIINE ...ttt ettt s e e e e e e e e e e e e e e e eeeeeeeeeeeessssssaannes 90
J N TSR e (=551 v= T - PSP 91
AWS COAECONNECLIONS ...ttt e e e e e e e e e e e et e e et s e e e e e e e e aaaaaeeeees 91
AMAzZON COAEWNRISPETET ........coeeeieeeeeeet et e e et et e e e e e ettt e e e e e e e e eeaaaaaaaaeeeeeesenessnes 92
AMAZON COGNILO ... .ot e e e e e e e e e e et e et e e e et e et e e e e e eeeeeaaaaaaaeaeeeeeeeanarrnnnraanaas 92
AMAzZoN COMPIENENG ........eeeiieiciee e e e e e e e e e e e e e e e e e e e e e e e e e e e ea s s s s es 92
AWS G0N g ittt oot et e e e ettt et e e e e e e e e aaaaaaeaeeeeaereaaaaaaar————— 94
AMAZON CONNECL ... ..ottt e et e e e e e e e ettt et e e e e e e e e aeeaaaaaaaeeeeeeeeeesssssnnssannns 94
AMAZON CONNECE CASES ......ccooiiiiiiiieeeeeeee et e e e e e e e e e e e e e e e et e e e e e e e e e e e e e e aaaaaaaaaaeeees 96
Amazon Connect CUStOMEr Profil€s ...........ouuueiiiiiiiieeee e 96
Amazon Connect Outbound CampPaigNs ..........uuuiiiiiiiiie e e e e e e aaaeaes 96
AmMAazon ConNECE VOICE ID .......oooiiiie e e e e e e e e e e e e e e e e eeees 97
AMAazon CoNNECE WISAOM ......ouiiiiiiiiiieie et e e e e e e e e e e e e e e e e e e e e eeeeeeeeaenssaannnes 97
AWS CONIIOI TOWET ..ottt e e e et e e e e e e e e e e e e e e e e e et e e e e e e e e e e e e aeaaaaaaaaeeeeeeees 98
AWS COSE EXPIOTET ...ttt e e e e e e e e e e e e e e e e e e e e e e e e e e e s s s e eeeeeas 98
AWS Cost and Usage REPOIt .........ooiiiiieeeee et e e e e e e e aaaaeaes 98




AWS Resource Groups EREER

AWS BRI AT .ottt ettt et ettt e ete e ta e teeneeaaeen, 99
FN R 1 i1 « RO 99
Amazon Data LifeCyCle ManAgQETr .........ccooeiiiiiiii et e e e e e e e e e e 99
AWS Data PIPEIINE ...ttt e e e e e e e e e e e e e e e e e e e e e e aaaaaaaaa 100
AWS DAASYNC ..ottt et e e e e e e e e e e e e e e e e e e e e et e e ————————————————————— 100
AMAZON DAtA@ZONE ..ot a e e rr 100
AWS Database Migration SErVICE ........cccooiiiiiiiiiii et e e e e e e e 101
AWS Deadling ClOUd ..ot et e e e e e e et s e e e e e e e e aaeaaaeeaeeeeees 101
AMAZON DEIECHIVE .....ieeee e e e e e e e e e e e e e e eaa e e e e e eeennnaas 102
AWS DEVICE FaAM ...ttt ettt e e e e e e e e e e e e e e aaaaeaeeeeeeeeenesssnnes 102
AWS DIiodE MESSAGING ...evvrveiiiiiiiiiieee e e e e e ettt e e e e e e e e e e e e e aaeaaaeeeeeeeeeeassannnaannnas 103
AWS Diode ODbJECE TraNSTEI ...t e 103
AWS DIr€Ct CONNECT ...t e e e e e e e e e e e e e e e e e e e e e eeeeeeassssesaaanne 103
AWS DIrECIONY SEIVICE ...ttt ettt e e e e e e e e e e e e e aaaeeeeeeeeeeeessannasanna 104
Amazon DocumentDB ElastiC CIUSIEIS .........ccoooiiiiiiiie et 104
AMazon DYNamODB ... 104
DyNamoDB ACCEIEIAtOr .......coooeiieei e e e e e 104
N = o o T = | PP 105
AMAZON EMR B BE oottt ettt et e et e et e et ettt et et et eete e eae e e eeenes 105
AMAzon EMR SEIVEIESS ...ttt e e e e e aaaaaa s 106
AMAzZON EIGSICACNE .......eeeeii et ——————— 106
AWS Elastic BEANSIAIK .........ooeeieieieceee e ————— 107
Amazon Elastic Compute Cloud (Amazon EC2) ........oooovimimiiiiiiicciee e 107
Amazon Elastic Container REGISIIY ........ouvvieiiiiccieee e 112
Amazon Elastic ContaiNer SErVICE .......cccooiiiiiiiii it e e e 112
AWS Elastic DiSaster RECOVEIY ........coooiiiiieeeeeee ettt 112
Amazon EIastiC File SYSIEM ......ooeiieeee e e 113
Amazon Elastic Kubernetes Service (Amazon EKS) ... 113
Elastic Load BalanCiNg ...........oiiiiiiiiiiiie ettt s e e e e et e e e e e e et e e e e e e et e aaaaee 114
AMAazon OPENSEArCH SEIVICE ......ccoooii ittt 115
AWS Elemental MeAIaLiVe ..........ouuueuieiiiiii i e e e e e e e e e e e e e e e e e aaaaanaas 115
AWS Elemental MediaCONVErt ...........uueiiiiiiii e e e e e e e e e e e e e e e e e e eaanaeaes 116
AWS Elemental MediaPackage V2 ...ttt e e e e 116
AWS Elemental MediaSTore ..........uuuuuuuiiiiiiiie s e e e e e e e e e e e e e e e e 117
Y =To 1= 1= o RSP RPPTPPRN 117
AWS TEERZIEERBD oottt 118

Vi



AWS Resource Groups EREER

AWS B A B B AT et 118
AWS Entity RESOIULION ... .ot e e e e e e e e e e e e 118
Amazon CloudWatCh EVENLS .........ooooiii e e e 119
AmMazon EVentBridge PIPES ... aaeae 119
AmMazon EVeNntBridge BERE RS ..ottt ettt n e 119
Amazon EventBridge FEREIEIR ... ..o 120
AMAZON F O X oottt e e et e e oo e e e e e e e e ettt e e e aaaaaaaaaaaaaaaeeeaees 120
AWS Fault INJECHON SEIVICE .....ooeeeieiieeee e e e e e e e e e e e e e e e e e e e e eeeeaeaaes 121
Amazon FinSpace fERBIEIR ... e 121
AWS FireWall MANAQET .......cccooiiiiieeeeeee ettt e ettt e e e e e e e e aaaaaaaeeees 122
AWS 10T FIEEE HUD ...t e e e e e e e e e e e e eeeeeaaeeeeeeas 122
AMAZON FOMECAST ... e et e e e e e et e e e e e e e e aaa e e e e e eeennnaas 122
AMAzZON Fraud DeteCIOr ... ..o 123
FrEE R T O S .. ettt et oo oo oottt eeeeeeeaeeeeaaaeeeta—————————————————— 124
Amazon GameELIft SEIVEIS ........coooe e 124
AWS GIODal ACCEIEIALON ...ttt e e e e e e e e aaaaaaeaes 125
AT T 1 TSP 126
AWS GIUE DAtaBreW ......coooeiieiiiiiceee ettt e e e e e e e e e e e e e e e e e e a e ——————— 127
AWS Ground STAtiON ........ueiiiiie i e e e e e e e e e e e e e e e e e e ———————— 127
AMAzZON GUANADULY ..ottt e e e e e e e e e e aaaaaaeaaaeeaaes 128
AWS HealthlmMaging .......uuueeiiii et e e e e e e e e e e e e e e e e e e e e e s 128
AWS HEAINLAKE ...t e e e e e e e e e e e e e e e e e e e e e as 128
AWS HEAINOIMICS ..o e e e e e e e e e e e e et e e as 129
Amazon INteractive VidE0 SEIVICE .......uuuuiiiiiiie et e e e e e e e e 129
LA e e — e et e e eaeeeeeeeeaaaaaan_hEtaeteteeeeeeeaeeeeeaaaaaannnntraneeeeeeeeaeaeeeaeeaaaanns 130
AWS Identity and Access Management ...........cooiiiiiiiiiii i 131
EC2 IMage BUIIAET ... e e e e e e e e e e e e e e e e e e e e e e e e eesaaenaaanaa 131
N g = o] T 1< 01T (o ] PP 132
B B B A B .ottt b ettt b et b e ee ettt et st s et et n e 133
N AT T Lo PR 133
AWS [OT ANGIYEICS ..ottt ettt e e e e e e e e e aaaaaaeeeeeeeees 134
AWS 0T COre DEVICE AQVISON .......ooeieeieeeeeet ettt ettt e e e e e e e e e e aeaaaaeees 135
AWS [OT EVENLS ..ottt e e e e e e e e e e e e e e e e e e e e e e e e e e ee s s e s e e as 135
AWS [OT FIEEIWISE ... et e e e e e e e e e e e e e e e e e as 136
AWS [OT GIrEENGIASS ... .cceeeieieeeeeeeeeeeee e e e e e e e e e e e e e e e e e e e e e et et et e e e e saa e st b e e e eaaeaeaaaaaaaaeaees 136
AWS 10T Greengrass VEISION 2 ......cccooeiiiiieeie et e e e e e e e e e e e e e e e e e e e e e e e as 137

Vii



AWS Resource Groups EREER

AWS 10T SHEWISE B d B oottt e e et et et e e te e e teeeteaneeeteenteereeeeeens 137
AWS 10T WIFEIESS ...ttt e e e e e e e e e e e e e e e e e e e e aaaeeeeeeeaaaannnnseeenees 138
LN g aE= Vo) o I (=T o T [ = 139
Amazon Kendra Intelligent RanKing .........ccoooooiiiiii e 139
AWS Key ManagemeEnt SEIVICE ......ccccooiiiiiiiiiii et e e e e e e e e e e e e e e e e e r e 140
Amazon Keyspaces (B Apache Cassandra) ...........ccccocueeeeoeeeeeeeeeeeeeeeeeeee e e eeeeneas 140
LN Vo) o T ] 1T 140
Amazon Managed Service for Apache FIINK ..., 141
AMaAzon Data FIrENOSE ... e e e e e e e e e e e 141
Amazon Kinesis VIAEO SrEAMS ........uuiiiiiiiiiiiiiee e e e e e e e e e e e e e e 141
AWS LambDaa ... et ea e e e e e e e e e e e e e e nnnnrrrennees 142
AWS LaunCh WIZArd ...ttt e e e e e e e e e ettt e e e e e e e e e e e e e e e e s nnneenneees 142
N TV o) T I G PPPURSTRRR 142
AWS LICENSE MANAGET ... oottt e e e e e ettt e e e e e e e e aaaaaaeaeeeeeees 143
AMAZON LIGhESaIl ....coeeei e et e e e e 143
AWS License Manager FIHY Linux BTEA ...oooirie e 144
AMAzZON LOCALION SEIVICE ...ceiiiiiiiiiieee et e e e e e e e e e e e e s e eeeeeeeaaaeens 145
Lookout for EQUIDPMENT ......eeeeeeeeeece e e e e e e e e e e e e e e e e e e e e e e e e eaaaaaaa——— 145
Amazon LOOKOUL fOr MELIICS .....coiieiiiiieeeicceee et e e e e e e e e e e e e eeeas 146
(0T (o1 UL {0 VAT T o S EEEEPPPRR 146
3.4 F= o o T L O EEEPRRPR 146
AMazon MacChing LEaArNiNgG .........coouuuuiiiiie ettt e e e e e et e e e e e e e eata e e e e e eeessaaaeeaaaennes 147
LN aE= Vo) o I 1Y =T 1 O 147
AWS Mainframe Modernization ..o e e e e e e ee s 148
AWS Mainframe Modernization BEFTEZURIER ..o 148
Amazon Managed BIOCKCNAIN .........ccooiiiii e 148
Amazon Managed Grafana ............ooooiiiiiiiiie e 149
Amazon Managed Service for PrometheuUS ..o 149
Amazon Managed Streaming for Apache KafKa ... 150
Amazon Managed Streaming for Apache Kafka Connect ................oovvviiiiiiiiiiiiiieeeeeeeee 150
Amazon Managed Workflows for Apache Airflow ..............ooorrimmmiiiiicccei e, 150
AWS Marketplace Catalog AP ... e e e e e 151
AWS Elemental MediaCOnNECt ...........uuiiiiiiiiieiee et e e e e e e e e e e e e e e e e ennes 151
AWS Elemental MediaPacCKagEe .........ccciiiieiiiiiiie e e e e e e e e e e e e e 151
AMAazon MemOIYDB ... ..o e e e e e raa—— 152
AWS Migration HUub Orchestrator .............vvueiiiiiiiiiiiee e 153

viii



AWS Resource Groups EREER

AWS Migration Hub Refactor SPaces ..........oooooiiiiiiieeee e 153
N g = o] T NN (=T o] (U =PSRRI 153
AWS NEtWOIK FIr@WAIl ......oeeeeiiiieiiee ettt e e e e e e e e e e e e e s e eeeeeaaaeens 154
B B e A R oottt a ettt 154
AWS NEtWOIrK IMANAGET .......oeeeiiiiieee ettt et e e s e e e e e e e e e e e e e e e eeeeeeeeeessssnnasanan 154
N3 4 F= 4o o T ] = O SEEPRRPR 155
Amazon OpenSearch Service OPEeNSEArCh ...........uuuuiiiiiiiiii e 155
OPENSEAICN SEIVEIIESS ... e e e e e e e e e e e e e e e e e e e e e as 156
AmMazon OPENSEArCh SEIVICE ......ccoooii ittt 156
Amazon OpenSearch Service FHEN .......ccoooiiiiie et 156
AWS OPSWOTKS ...t e e e et e et et e e e e e e e e e e e ettt et eeee e e e e e e e e eeeeeaaaaaaaaeeeseeeesensssnnnnes 156
AWS OrganizZatiONS ........uuuueieiieieee oo e s e e e e e e e e e e e e e e e e e e e e e e e e e e e e e aaa i ——————— 157
AWS OULPOSES ..ottt et e e e e e e e e e ettt e e e e e e e e e e e e e aaaaaaaaaaaaees 157
L AT IS T =T T = o = PP 158
AWS Parallel Computing BRI ......oooiiiieeeeeee e, 158
AWS Payment CryptOgrapRiy .....uu e oo e e e e e e e e e e e e e e e e e e e e e e e e e e aeeeraaaaaaaaaa 158
AMAZON PAYMENTS ...t e et e e e e e e et e e e e e e e e e s e e e e e e e aa e e e e eeennaaan 159
Amazon Relational Database Service ZEENR .....c.ooovriiiee e, 159
AMAZON PErSONAIIZE ..o e e e e e e e e e e e e e e e e e e eeeeeeenaennnnes 159
N g = o] T T 0T 0T 1 o | USSP 160
Amazon Pinpoint SMS FUFETE APl ...ttt 160
FN R = = = = RO 161
AWS FA%5 CA B Active Directory BUTEIERT . ..o 161
AWS Private CA B SCEP B B RS ..o, 162
AT S T o (] (] o PP 162
Amazon Q Business FERITETN ..o, 163
AMAzZON Q BUSINESS ....ceoiiiiiiiiiiee ettt e e e e e e e ettt e e e aaaaeeeeeaaa e nnaneteeeneeeeeeaaaaeeeeeaaaaannes 163
Amazon Quantum Ledger Database (Amazon QLDB) .......cccccuiiiiiiiiiiiieee e 163
N 4 F= o o T 1o PR 164
AWS DEEPRACET ...ttt oot e e e e e e e e e e e e e e e e e e e e e e e — i ———————— 165
=0 1 RO 165
FN g 4 F= o T = To L] 11 1 PR 165
Amazon Redshift SErVEIIESS ... e e e e e e e e e e e 166
FaN g = o] T =1 Ko o | 11 [0} o PP 167
Amazon Relational Database Service (Amazon RDS) .........oooviiiimiiiiiiciceceeeeeeeeeee e 167
AWS RESIIENCE HUD ...t e e e e e e e e e e e e e e e aaaeaeeas 169




AWS Resource Groups EREER

AWS ReSOUrce ACCESS MANAQGET ......cooiiiiii it e e e e e e e e e e e e e e e e e e e e esaanaaaanaas 169
AWS RESOUICE (GIOUPS ...uuuiuiiieeiieeee e e e e e e e et e e ettt e e e e e e e e e eeaaaeaaaeeeeeeeeeeessssssssannnnnnnan 169
F AT S T (o] o To ] 1 4 F= 1T PP 170
FaN g Vdo) o T TN | (T3 P 170
FaN g Vdo) o T TN | (T3 P 171
AmMazon ROULE 53 ProfileS ... e e e 172
FERRRNERZEFIEF (ARC) ) Amazon Route 53 BRI ..o, 172
AMAzon ROULE 53 RESOIVET ... s 173
Y 4 F= o T 1= Vo =T U EEERRRU 174
AWS SQL WOIKDENCK ... .ttt e e e e e e et e e e e e e e e e e e e e e e e e nnnnenes 174
AMAZON SAGEMAKET Al ... e e e e e e e e e e e e e e e e e e e ———— 174
Amazon SageMaker Al HIEBZEME] ..., 178
SAVINGS PIANS ... ettt e e e e e e e e e e e e e e e e e e e e aaaa—————————— 178
AWS SECIEtS IMANAGET ...ttt e e ettt e e e e e e e e e e e e e eaeaeeeeeeeeeeeesssannananna 178
AWS SecUrity HUD CSPM ...ttt e e e e e e et e e e e e s nnsneeeeeeeannes 179
AWS SErviCe CatalOog ......cooeeiiiiiiiiiieiee e e e e e e e e e e e e e e e e e ————— 179
AWS Service Catalog APPREGISIIY ...t 179
1= AV ot O TH o) = T USSP 180
AWS SHIEIA ...ttt ettt e e e e ettt e e e e e e e s ee e e e e e s aanaae e e e e e e e nnneeeaeeeanbreeeeeeeanrees 180
AWS SIMSPACE WEAVET ..ottt ettt e e e e e e e e e e e e e aaaaaaeeeeeeeeeeesssannnees 180
Amazon Simple EMail SEIVICE ........ooooiiiieeee e 181
Amazon Simple NOtIfiCation SEIVICE .........uuueiiiiiiiee e 181
Amazon SiMPle QUEUE SEIVICE .......uuuiiiiiiiiieee ettt e e e e e e e e e e e e e eeeeaaaaaaeeeeeeaannnes 182
Amazon Simple Storage Service (AMAzon S3) .......uuuuuiiiiiiiiiiie e 182
Amazon Simple WOrKFfIOW SEIVICE ........uuuueiiiiiei et e e e e 182
AWS Snowball EAge ZRB B R .....oo ittt et teeaeas 183
AWS SEEP FUNCLIONS ... .ottt e e e e e e e e e e e e aaaeeaes 183
StOrage GaAtEWAY ........oooiiiiiieiii ettt e e e e e e e e e e e e e e e e et e e e aaaa————————— 183
AWS SUPPIY CRAIN ...ttt e e e e e e e e e e e e e e e e e e e e e e e e eeraaaaaaaaa 184
AWS SyYStEMS MANAGET ...ttt e e e e ettt e e e e e e e e e aaaaaaaes 184
AWS Systems Manager Incident Manager .............uuuuuuiiiiiiiiee e 185
AWS Systems Manager Incident Manager BB A ..o 185
AWS Systems Manager TRIEEZTE .......ccooveeeeeeeeeeeeeee e ee et eee e eete e eae e e e eeeeeteetesteeaeereeneenes 186
AWS Systems Manager TR SAP B ..ottt 186
FN SR R o 3= i = RS 186
FaN TV o) o T = = T R 187




AWS Resource Groups EREER

FaN g = o] T T4 U= TS] (Y= o o PP 187
AMAZON TIrANSCIIDE ... .ttt e e e e e et a e e e e e e e asa e e e e e eeeasneeeeeeeensnnns 187
AWS Transfer FamIly ..o e e e e e e e e e aaaaaaas 188
AMAZON TraNSIALE ...t e e e e e e e raaaa 189
YN A SR 2 = - 31 P 189
FEIBEF B TR AWS LiCeNSE MANAGET .........cveoveeeeeite et eteeeee ettt eeeee e nee e 189
AMAZON VPO LatliCe ...ttt e e e e e e e e e e e aaaaaas 190
AWS Marketplace BRI R ....c.ooeoee ettt 191
AW S WV AF ettt e e e e e e e e e e e e e e ——— e et e aaaaaaaeeeaeaaaaaaaararraa—aas 191
AWS WAF ClassiC I ........ooovieoeie ettt ee et e et e eate et e e eressneeeereeeneea 192
AWS WEII-AIChIteCted TOON ...ttt 192
AWS WICKE ..ottt e e e e e e e e e e e e e e e e e e e e e aeeeeeeeeeeaennsssbessnenes 192
AMAZON WOTKIMAIL ... ..ot e e e e e et e e e e e e e e s e e e e e e eeasa e e eeeeeensnnns 193
AMAZON WOTKSPACES ......ccooiiiiiiieeeeeee ettt e e e e et e e e e e e e e e e ettt e e e e e e e e e e aaaaaaeaaeeeeeeeeees 193
AmMazon WorkSpaces B Bl RS ..ottt 193
Amazon WorkSpaces I B ol ..ottt 194
AWS XoRAY ..ottt — e e e e e e e e e e e e e e e e a—b——————es 195
B B T B R B ettt 195
fFF AWS CloudFormation BRI L BEAE ..o 196
BEREHER CloudFormation BIZR ............coovivieeieececcceeeee e 196
HE—25 T BB CIOUAFOIMMALION ...t 196
- SRR 197
B R ettt ettt ettt e et n et ae et ae et ene e neeneaeas 197
== 11 TR 198

B B A B T B BB AT .ottt enenes 199

B ETEEUE IR . oottt n ettt 199
SR 2 199

B D B D BT oottt 200
A B R B B A R ettt 201

= e I G Y v T T 202

F N S =1 & <R 205
el = = RSO 210
BDBIBUREIB ..ot 212
B T ettt et et et et et n et e tenea, 216

B R R R A B ettt ettt nneaen, 218
(0o YU T I =1 5= TR 218

Xi



AWS Resource Groups EREER

B BB B R .ottt ettt n et ae et te et aeenaaas 220
LG == 1=0 SR 221

B g e 2t - SRR 221
AWS PrivateLinK ........ooooiiiiiiiiiee et e e e e e e e e e e e e e e e e e e e e e raaaa————— 222

= — = R 222

B L N T I Bl oottt ettt a s en s 222

R T B R oottt ettt ae et ae e 222

R R E B R oottt 223
SEIVICE QUOLAS ... et e e e e e e e e e e e e e e e e e e e e et et e e e e eae e e s e e e e e e e aaaaaaaaeaaaes 225
B oo o 226
i O 234
..................................................................................................................................................... CCXXXV

Xii



AWS Resource Groups EREER

TERERAHE ?

BA L E R E R ERMES AWS EIR. AWS Resource Groups 2 — BRI , AIZE—XEENEE
L REERWELR. KIERRBAMAIE AWS Resource GroupsH B MEBEREH, B UEER
FITHEESRBEER AWS WIRBEMAMTE. % XEMNRKEEE , AWS Resource Groups
DR BEREAFEEAERBAMNTNRENEERE , FSE AWS 4 B fR#E AWS Resource
Groups.

BRI LUEBR T IME—EA R EIEREE.

- E WEREBSIAWS EEFEAH | EERE. AREEEHERZET , REERFEANERIESE
o

EHHE# : AWS Resource Groups £ A

- BB EREE AP, £ AWS CLI te =X AWS SDK BRERFEE. WEFHEA ,
AWS Resource Groups APl &%,

T
W
&

5 AWS EE T E RPNWEFREE

1. BAAWS EEIEA,

EEEY| LiEE Services (RFF)-

EERHERET  BEEERFEANEEREESR.

EEREEERY  ZECRFERFEUEAREHE  BEEYRAUETMVEE

nal N

ERNERFARHE

B AWS , BEREZSUUEANEEE, #4682 Amazon EC2 #1T{EE. AWS CloudFormation
B Amazon S3 TR, NIREFEAZEER , SRR UBEAFLAEEEM K MAEAS
BEEZR—E AWS REEEE —EARBERER. MREEEBEAREMBFEER (flin , AXEAEXEN
EC2 #11TMEEE) , BUREZTE— X EELEERLHTAREEE,. KEBENEFIIE

- EREHRETEMBHER,

- FiRERRER,

- BIRAEREARRARER R ENEIEIE,

. MEBNHITEEEBERESERRILERER,

ERNAEEFERR 1


https://console.aws.amazon.com/console/home
https://console.aws.amazon.com/resource-groups
https://docs.aws.amazon.com/ARG/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/ARG/latest/APIReference/Welcome.html

AWS Resource Groups EREER

BERFERERNES  EL AWS ERFBUAMEEMN  AWS B , BFSFHAEHTE
EWRM. AERHET  AREEENERTHRRERHE. EMEERER TSN

AWS: :service: :resource IEENER,

- UEBRAER

EREGFRAEUEEEREENERFENEAAER, FRARSIR , WEBBEBIMIEFEGER
MER, SREEM LIS RIBNE,

/A Important

AR EABBER (Pll) REMRRIHBEARFERR T, RAEARBRRAGREAHK
ENEERE. ERTEARLAERBRER.

« CloudFormation H#t& &

CloudFormation #f 2R EREALUEHAERE K EHWESFPEESLIRSE P CloudFormation H#
B, SZUEEEHERNEELEEHENTNERER, K280 —1{@ CloudFormation & A EE
NEH,

RIEREEREE

BEAWS i ERERAE , BFRECAZBRBENEZEEMN APIs REMLMNERE, BulEERFE
FEEPHEEHEFITNRERRES, MEFEFMEENR , 528 ( AWS Resource Groups APl &
fEr) PHEREENREHEE,

ERBATURES | BFETR2ER - ESNAE LR,
BEREENERARS

RIFETESR , AWS EETEA 2K AWS REER. ER2 , BBEREE , B EIBITEEA R
BEE D IEENEHES CloudFormation B ERFMABMESHERA. UTEFERPEREETLL
B AR IR E R — L6,

- EAREXETRMMBEER , flin%, BisfEE,

- ERAZEDBPREAETE,

. —HARNERERPER , SIREELURENFXETERERE AWS BWER,

- EREFA (Bl Android = i0S) E#IT2EARNIEEN —BER,

BIRFHAN E A= 2


https://docs.aws.amazon.com/ARG/latest/APIReference/about-slg.html

AWS Resource Groups EREER

flan | WERIR Web BRI , MEEH alpha, beta MBTIEMEEBNERE, SERE
#B4# A Amazon Elastic Block Store fZHiEk E 7 Amazon EC2 £#11T, A LAfEMA Elastic Load
Balancing REHE & , FA Route 53 REEZLNME ., MRREEREHE , BURRAZEFNZ
EEEERBRERKEHVARE , IBEXEABRINEBRENERE.

EREREME , BUUEAE-—EARBRNERER, Sl , BEREEA TEAEREXNESRER
7K - Alpha, Beta \RMIZITHRAS - B ERFE. EERELNERARER alpha RANWER , FHEEE
WEREH, AREENERFEIEE L RARENEF. FEBRREER , FELANERFEER
FEEERNER , MEREMERENREEZEA,

AWS Resource Groups # 1]

ERBAEADEFAINVAIRFBR. AEXLBAEBIRFHN IAM 8 , flaseNEREEFE#N IAMFF
A, AFIRE AT SAGE A SR L M B EHAE

BEBAERNEY  £ECMEEENBERFcBAR. HFIREXRFETHNEAETIERERAN
AR (BR) RfE  UBUHHAGHBEAAEENERRE. #EEANERURTECRELR
ERFER , TERUVEBREABRIBLEFTR,

AWS Resource Groups &R

EEREAY  E—AANERRHFE, BFABAHEHEBBRM — Amazon Resource Name (ARN),
WEE ARNs HVEEHERA |, 520 () ## Amazon Resource Names (ARN) AWS Hl R #5 i & %2
EAmazon Web Services —f& 2%,

BRER ARN KR

Resource arn:aws:resource-groups: region:account:group/group-name
Group

(BiRE

#8)

RRCHVIE(ETT

ERLSuNEY AP EERREBEN AWS BR, SRAZSHE AWS EiF |, BALLUBEREE
M ERHTIEESR , W Amazon EC2 #1T{EI#8. Amazon S3 REFFFBIHMER, TiB , B0

AWS Resource Groups # £ 7] 3


https://docs.aws.amazon.com//general/latest/gr/aws-arns-and-namespaces.html
https://docs.aws.amazon.com//general/latest/gr/aws-arns-and-namespaces.html

AWS Resource Groups EREER

ERRBRESR , SRR EESAXENER, SUUASERENERELEN , REER
ERRTHE. BRIDRKEFHER, EBEAEHG AND EEFEREER , At , EHEED
RHEEEEREENMAEERBRNEMTER.

/A Important

AR EABBESR (Pll) REMCRRHHBEARFERRD, RAEARBRAGREHIRE
NEERK. ERTERARLERBRAER.

NERENFAES  F2RERREREAEER. SUNAERARRRESRAZENERINER
UREEERPEUNEEERNRBEEZEDERINRERIIE , H—ERENANERMNER,

A P9 AWS Resource Groups

EHAWS , EREREUUFEANERE, #4]3$E Amazon EC2 #11TE#. Amazon S3 fEFZErEE
Amazon Route 53 SEEEE, NMELFEAZMEER , BuESREETCHAEARETE MIARAE
EEHKE—@E AWS BREBZE S —BRERER.

ZREFERBA LRI BE 2A 5 A AWS Resource Groups. B %t , EEEEmESPIER AWS ERREMEIR.
RBEERFATEEESS , E1 8 SEHETRENERERE  UREBCEAZERNER,

EERBATEYEREEC® , BFEABEHLE AWS Systems Manager T E R & EREHEANE
BER,

MEFKBFER AWS Systems Manager ZhREM T EMFMER , S BEAWS Systems Manager { &
AEERE) .

XA
- fEF B SRIEH AWS Resource Groups
—% 7 f# AWS Resource Groups 1217 HZ &l

fFF B9 50R1GH AWS Resource Groups

FMRERAEREECH K FREEWERS AWS IRFEEREERMEENER , THERMLESR
FEEMBE,

ES- |

R ER !


https://docs.aws.amazon.com/tag-editor/latest/userguide
https://docs.aws.amazon.com//systems-manager/latest/userguide/what-is-systems-manager.html
https://docs.aws.amazon.com//systems-manager/latest/userguide/what-is-systems-manager.html

AWS Resource Groups EREER
- M AWS
« By BR

. BEHT

Eff AWS
MRIERE AWS IRE | R TS BRESL—E,
S AWS tRF

1. BARK https://portal.aws.amazon.com/billing/signup,
2. FREEMRLIETET

Mo EMEFFREPRENEN , LEESFR B ARER,

EEGEM B AWSIRF , AWSIRFREAESREY . REAEFRTFEKIRFFHFRE AWS IR
¥HNER. FRZERAER  FREEFIEERGERASE  YEECRAREAERUTER
REMEFIENEL,

By BiR

BRI BUZNEREE  BEFETEERzE , BELHERFENEHTEMNEE, WEXEE
FRERMNFMET  BSEETLUERE AWS Resource Groups #l Z B imiE s F AN ERER,

RRERTH

ATEENAERFENERFEES  LURFEHEINNT , RRAERN LEBIEFTEFRNERR
SlENE, ELFATAUTER :

- BRIRBHT , EHETUARENRLERBAHERMEER , YEMISEERFEP.
- ERAGRRESRTRAMENRTA
- fEF AWS Resource Groups £ & 1 API FrERFF A,

MBELIEES | B LUEIB AWS Identity and Access Management (IAM) IRIEEYBE , BEAE
R, FEEBIZEFTA, flwn IAM SEHEAE , REABL REBADE 2 EEH AWS R
BRI BIBE AWS IAM Identity Center, A% , BRI LMERFERAEMENTIREABRE. WEEILM
EE IAM BERNWER , F2REABE,

TORIRE 5


https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com//IAM/latest/UserGuide/ManagingPolicies.html

AWS Resource Groups EREER

18 51 AR 5 B 3F 7T

/A Important

AERPMBEEAEREAEHMBBEEEAM AP WERNLEEER |, LR ELERMEINE
FREHERFTENEFT,

MERREFEEEFE  SEERFERARAA - EEBRIBIECEERENERES,
EEREBRTEIER , CREERMBREIENFTT. Sl , FHERIC Amazon EC2 H1TERE |
1B BDEBEEZRIE AP HRECEMERVRT AT |, 680 Amazon EC2 £ % 157 H 5l RV RAC B

ATZENAERBEEDRE  SEEEMHT , UAFEFEIRENEZEATEZENERES, NFE
Amazon EC2 EEBEMNE B |, 5528 (Amazon EC2 EAEIER) T HTE Amazon EC2 £ A HE
YERYEB5IBLZE . Amazon EC2

ERFENEREESRVLENT

EEEAERFENERBES LA TIHFFAHEE IAM FHNERAEBRERRN. SRS ES
#E I R FFup-to-date) AWSTE—REHE AWS |, AT LB U MR B S H BT BER

HEERBEANERFEERTUER AWS ZEBE
AWS Resource Groups M ZEB{RIESIZE T AWS ZEHBX , B ELERRAEBHNERAER

H-EREEBRNFT. EUNKELZTERRERIETACRAE. sERFHE  REERINEMH
B BR — Ko

ResourceGroupsandTagEditorReadOnlyAccess

HBRERTEEN IAM AGHEAENT , UFUERFENSEREERVEFTRE, SEH/W
ERNER  LELAEBERNNBREFZERNT (F2ETIEERE)

ResourceGroupsandTagEditorFullAccess

HBRRTEEZN IAM SERERENT , AFUEAERFARENERFRESRTHRERDIRA
BREE, eEBNHEAERNER K LELAEBERNBRINEXERNT (F2RTIE
Bt ) o

TORIRE 6


https://docs.aws.amazon.com//AWSEC2/latest/UserGuide/Using_Tags.html#Using_Tags_CLI
https://docs.aws.amazon.com//AWSEC2/latest/UserGuide/iam-policies-ec2-console.html
https://docs.aws.amazon.com//AWSEC2/latest/UserGuide/iam-policies-ec2-console.html
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/ResourceGroupsandTagEditorReadOnlyAccess
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/ResourceGroupsandTagEditorFullAccess

AWS Resource Groups EREER

/A Important

R MEBRER FHUERFENERFERBELCARLTRANTT. HREREFE

BE 6 ELEBECRYH IR FEAERFETIEADPEMERMENAE T,

T8 R EERRENERFRESRTES , FUEARH. SLHETERGWUA BENGTT,

ERELERTRHER2EEERNEENT. EERTAERNFIE  LELEEET

PIE A —EBER :

« AWSEEHR ReadOnlyAccess B A ERBHNERE FHEBRENT T, B AWS R
AR, AWS g BB BRREESHMMRE.

- % RBRMRKSENHE AWSZEBER , KA ARRFI REFRZBRBRENER,
520 , Amazon EC2 £ AmazonEC2ReadOnlyAccess.

- BULEVBACHEEK , EHHEFEEAEFINLBBRBENER , RTHIEERKEMER
BRENFEUE, WBERER "RFFEE ) RESIEBBFERRK,

AFBFERKENAHEAREBFINEE , EXEEBRTHABAFSIL. it , EWE
RBELT SIS BUER

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [ "resource-groups:*" ],
"Resource": "arn:aws:resource-groups:*:123456789012:group/*"
}
]
}

qE , BULER TEEFE, Rt , A FHEHBEHENERMINNAEER.
JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Deny",
"Action": [ "resource-groups:*" ],

TORIRME


https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/ReadOnlyAccess
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/AmazonEC2ReadOnlyAccess

AWS Resource Groups EREER

"Resource": "arn:aws:resource-groups:*:123456789012:group/*"

FEHFEERFANERFERT

- resource-groups:* (LFFAAFMBERFEEE. NMREXARHEAETANEE , &7
LD B MR ASEEREHEEE , RNERSRVEIESE )

e cloudformation:DescribeStacks

* cloudformation:ListStackResources
e tag:GetResources

* tag:TagResources

* tag:UntagResources

* tag:getTagKeys

* tag:getTagValues

* resource-explorer:*

(® Note

ERFERAERRC|IBHEEZE S | resource-groups:SearchResources& al R FFE
BimERIIHER.
resource-explorer:ListResources F A ERFERTLESERRIEER , M
BEEETRESER.

EERIEAPERAERBEANERGES  BHUEEHIT resource-
groups:ListGroupResourcesEMEMEF A, LEFFARIIE B ESFATAERERNSLE
A, resource-groups:ListGroupResources B BIFXEHEE FHBERKEME

At

& FEH AWS Resource Groups #l EZ& R T
& ZHE A AWS Resource Groups MEEFESRNERGERAE , BT T EBHE,

1. FRIAM £ &,

TORIRE 8


https://docs.aws.amazon.com//IAM/latest/UserGuide/list_awsresourcegroups.html
https://console.aws.amazon.com/iam

AWS Resource Groups EREER
2. EEBEERKP  BEEARE.

3. SREERFHFEMAE AWS Resource Groups MIEBmESFTF o, RIEMFHA BN B BRERBEH
EBMEM,

4. BEFEFA,
5. EEEREERAEX.
6. EFEVBX.
7. 7£JSON E®L , 8L FHIBERAR,
JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"resource-groups:*",
"cloudformation:DescribeStacks",
"cloudformation:ListStackResources",
"tag:GetResources",
"tag:TagResources",
"tag:UntagResouxrces",
"tag:getTagKeys",
"tag:getTagValues",
"resource-explorer:*"
1,
"Resource": "*"
}
]
}
(® Note

WEHIBERRIAN ERF M EBmESTHEN AWS Resource Groups 5l EXAHE
HY AWS Resource Groups £ A H# AWS Systems Manager 13, #lf | KBRS S
& F1&4EH Systems Manager Automation S HIEF A, B EEEREHE LT Systems
Manager £% , 824848 Systems Manager 5F ALEZZIEABER ( HlW0 ssm: *), WFE

TORIRE 9



AWS Resource Groups EREER

& F Systems Manager FEUERNFFHEF , S BAWS Systems Manager ( ERA#EE
) FHERE Systems Manager I ZEUE,

8. IERIERBIBIEK.
9. AMBUREEMHBBAMER (B0 , AWSResourceGroupsQueryAPIAccess)s
10. BEEVBK.

1. REBRCEREE IAM F | AU HEREHMERE, NFNAEBRTEEERENFHE
&, F2H (AM EAEER) PHEBEEEBRERE /S RNFEFT .

#E—% 7 i AWS Resource Groups 1Z# M 1ZERH

BERFEXETIIRE,

- LIEMERERIBUR, fl , EE LR RFHER EHTListGroupsRIFMI B |, BF RFFE MR
=

- BREWRET. BREFEIEMEM ARNs EREPEEEBIEIR,

© UEBABRNEM, RMEBERERA T RARRRE. N STXRT—ERE A
BRREEAEEE IO RRNRA.

- EEMEAER, FHETUERLEF AWS Resource Groups BRENBERRIBEA G,
ERBEETTBUERAERNBUR,

MEEREBFENERRESNMEL AWS Identity and Access Management (IAM) B &K FFHE
ZBAWS Identity and Access Management R EERE) PN THIEE,

E‘;ull
s

- AWS £/ IAM B9 BR#&
- WEIME, ERMEHEFESIE AWS Resource Groups
- EH BUREHIFER

AWS FH B BR#E AWS Resource Groups

BT LAY B A T %5 AWS BR#E AWS Resource Groups,

BRFARENFEURS 10


https://docs.aws.amazon.com//systems-manager/latest/userguide/systems-manager-access.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/id_users_change-permissions.html#by-direct-attach-policy
https://docs.aws.amazon.com//ARG/latest/APIReference/API_ListGroups.html
https://docs.aws.amazon.com//general/latest/gr/aws-arns-and-namespaces.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html#management_svcs
https://docs.aws.amazon.com//IAM/latest/UserGuide/list_awsresourcegroups.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/access_controlling.html

AWS Resource Groups

ERAEER

AWS BR#%

AWS CloudFormation — CloudFormation 5 FA 3t

BEAE PEVEREE,

CloudTrail — £/ HENVFTE EREFHEENE AWS
CloudTrailo

Amazon CloudWatch — B B BFES$2= 1Ry AWS
BERMATHEARES AWS,

Amazon CloudWatch FE #2362 — {558
LA NET # SQL Server BEBHNERARERANE
EF‘%E‘EO

Amazon DynamoDB & ¥ &k &8 - S8
DynamoDB BRI REBARBESE , BLER
R EEER.

REEREEER

EREMEMER AWS ER, KERERE
Ro % —EMBHABER. £H Amazon
CloudWatch W& AWS EREHHERHN

AR, SERA HREURIESEE AWS Systems
Manager.

NEEFMMEEA , 352 BIAWS CloudFormation
(EFAEERM) T8 ResourceGroups ER¥E
BaE,

WEHEEREE LHATRENERET , 2FH
TERENAE (IAM X8 |, flUnAate, EFREWR
AWS BE#%). BITEMEREFRE. BMFEREMNNE
(R IP #uk ) FEFMEF. R, ELRCHK
AR D TR REEF,

MFFHMENR , 55268 "FH CloudTrail E4E

SERHMREMS .

RERE , METREE-ERFENEENE
Ro

WMEFHMER , F2BH (Amazon CloudWatch
EAEER) PNEITREREETNEENE
o Amazon CloudWatch

EmENEREEMN NET M SQL Server FEA
ERXER,

WMEFHMER , F52E (Amazon CloudWatch
EHEERE) PIXENERER T,

& DynamoDB B){EThRER L., fimEE MR
DynamoDB & ¥l F&k 9 B #H

MEFEFHAEA
HAEEM,

552289 Amazon DynamoDB B

AWS £/ B9 BR#E AWS Resource Groups


https://docs.aws.amazon.com//AWSCloudFormation/latest/UserGuide/
https://docs.aws.amazon.com//AWSCloudFormation/latest/UserGuide/AWS_ResourceGroups.html
https://docs.aws.amazon.com//AWSCloudFormation/latest/UserGuide/AWS_ResourceGroups.html
https://docs.aws.amazon.com//awscloudtrail/latest/userguide/
https://docs.aws.amazon.com//awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com//awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com//AmazonCloudWatch/latest/monitoring/WhatIsCloudWatch.html
https://docs.aws.amazon.com//AmazonCloudWatch/latest/monitoring/CloudWatch_Automatic_Dashboards_Resource_Group.html
https://docs.aws.amazon.com//AmazonCloudWatch/latest/monitoring/CloudWatch_Automatic_Dashboards_Resource_Group.html
https://docs.aws.amazon.com//AmazonCloudWatch/latest/monitoring/appinsights-what-is.html
https://docs.aws.amazon.com//AmazonCloudWatch/latest/monitoring/appinsights-what-is.html#appinsights-components
https://docs.aws.amazon.com//amazondynamodb/latest/developerguide/Introduction.html
https://docs.aws.amazon.com//amazondynamodb/latest/developerguide/Introduction.html
https://docs.aws.amazon.com//amazondynamodb/latest/developerguide/Introduction.html

AWS Resource Groups

EAEE

M

AWS BR#%

Amazon EC2 ERX# - FAZLRANEZEE
Aim, BEROABEERKEFRBIRE  S5F
Windows Server, Microsoft SQL Server, SU
SE # Linux Enterprise Server,

Amazon EC2 BE{RHE - & Amazon EC2 #1T
EREZERE , WEELESERFEH, BAE
ERERENEY K FHEBRAAERAHETEM
& #9 Amazon EC2 #11T{EEE,

AWS License Manager — VA5 81 B8 R PS 12 2
BAERNER,

AWS Resilience Hub — (& (R B /R WA TE
NERFE,

AWS Resource Access Manager — EBE iR 5
HALHMENEE AWS B,

REEREEER

EEHERBFHEPEE Amazon EC2 #1T1E
B UHBERAXCEREHOERER,

WMEFHMENR , 5528 (Amazon EC2 FRHEE
B PMEHAERAE#, Amazon EC2

EEE B ZERERENERFATREBEW
Amazon EC2 #1T{E 8., MEFEREEEHEA
BHNERERE , URFIBRHTEBNTAR
B, BTEARSUEEHTEARNEIHT. W
RERERSEHETNREREHEBEEEHAE , 3
TEBEEHE A, YBREEERE,

WEFFMER |, 582 (Amazon EC2 &S
E) PNEABREREEH. Amazon EC2

REFHMEREE |, Z License Manager B2
B ER R,

MEFHMER , 520 ( License Manager
A&IEE) F1 License Manager F ) X #&E
REEAE

RREABERFAEENEARER,

MEFHMER , FSEAWS FEISEEPHE
A AWS Resilience Hub 8| 2 F1 S E & 1) FE A 12
A5EM

5 £AFEHEREHE AWS RAM,

MBHAAT , BSW (EAEER) FHT
SAHEE. AWS RAM
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https://docs.aws.amazon.com//AWSEC2/latest/UserGuide/dedicated-hosts-overview.html
https://docs.aws.amazon.com//AWSEC2/latest/UserGuide/how-dedicated-hosts-work.html
https://docs.aws.amazon.com//AWSEC2/latest/UserGuide/ec2-capacity-reservations.html
https://docs.aws.amazon.com//AWSEC2/latest/UserGuide/capacity-reservations-using.html#create-cr-group
https://docs.aws.amazon.com//license-manager/latest/userguide/license-manager.html
https://docs.aws.amazon.com//license-manager/latest/userguide/host-resource-groups.html
https://docs.aws.amazon.com//license-manager/latest/userguide/host-resource-groups.html
https://docs.aws.amazon.com//license-manager/latest/userguide/host-resource-groups.html
https://docs.aws.amazon.com//resilience-hub/latest/userguide/
https://aws.amazon.com/blogs/aws/monitor-and-improve-your-application-resiliency-with-resilience-hub/
https://aws.amazon.com/blogs/aws/monitor-and-improve-your-application-resiliency-with-resilience-hub/
https://aws.amazon.com/blogs/aws/monitor-and-improve-your-application-resiliency-with-resilience-hub/
https://docs.aws.amazon.com//ram/latest/userguide/
https://docs.aws.amazon.com//ram/latest/userguide/shareable.html#shareable-arg
https://docs.aws.amazon.com//ram/latest/userguide/shareable.html#shareable-arg
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ERAEER

AWS BR#%

AWS Service Catalog AppRegistry — E&ME
BEEAREAREFEER,

AWS Systems Manager — Bt AWS & JRHY 7]
RS,

Amazon VPC Network Access Analyzer — & 5
HERNATFEENRRER AWS,

REEREEER

E & 1E AppRegistry FEV ERAERE , ZRHK
SEHARERAERRNEBIEREE, EARXE
REEREARXTMEERNES. WRK
tEAEEAEXHERNSEEEE S
CloudFormation B & R4

MEFHMERN , F2E  AWS Service Catalog
EEEEE) PHEA AppRegistry.

WELERR , WHUERBEAERNERRE
NI AEEE, £ AWS Systems Manager &
& |, Application Manager Custom FEF#E
NEASEBHEANBRUAERFEAERN
EREXNREER, ERILER Application
Manager FREVEFR , 15 Bh &3 & /e A 72 =X 5 B
EERERBETEEE , URBEEREES
1E.

MEFMERN , FSEAWS Systems Manager
 ER&EHE) FHTE Application Manager A
EREAREIN.

BAILAE A RIEEEMREINEROREME B
# AWS Resource Groups., & A] ZEREZ(E
AWS IRIENPER T , FTZEREBBN AN

8/
5{5%0

WNEFHMER , F52E (Amazon Virtual Private
Cloud fEFEEF) YRR A& REFAHEEE
REIEE,

AWS £/ B9 BR#E AWS Resource Groups


https://docs.aws.amazon.com/servicecatalog/latest/adminguide/appregistry.html
https://docs.aws.amazon.com/servicecatalog/latest/adminguide/appregistry.html
https://docs.aws.amazon.com//systems-manager/latest/userguide/what-is-systems-manager.html
https://docs.aws.amazon.com//systems-manager/latest/userguide/application-manager-working-applications.html
https://docs.aws.amazon.com/vpc/latest/network-access-analyzer/
https://docs.aws.amazon.com/vpc/latest/network-access-analyzer/working-with-network-access-scopes.html
https://docs.aws.amazon.com/vpc/latest/network-access-analyzer/working-with-network-access-scopes.html
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EREFEA BRIFERE

ERBATREUEVEAEE AWS EFNES, AL AWS RESEBHRENTEREHITHES
HREREWER. LERBITUAREFEEN IJEHHEJZEE’J"“* g AE S BF4ERY JSON BRIE
BRI ERE,

AEBERATEN AWS BR% A A AVHERERR E

ES]

« WMEREEEEREENRBERE
- FRIFEAER JSON 75

- XENHEBEENZH

A 17 BE 432 = R B AE BV BR A 4B 78

TERBELAFHEANBREEESEFEAXRBREEN I ERASRKREHARE , fINXBRBENEREEEE
H AWS CLI fl AWS SDK #&F, REREeTERHRKELTE  RIEFELEIBES AWS RIE
RHEMNGOAH , BASRELIUEMLERNBEREM. FiB , ERLERT , BAILE AWS SDKs s HE
AWS CLI & E B FREA T API R2/EREREAEES -

- BIEMERA CreateGroup BRI EER , BA LIS B S WA ERDIEAE,
« B LAMERA PutGroupConfiguration RERISUIRIZEZFHERN B siHRE,
o« AT LAFENY GetGroupConfiguration #4ERMREREFAAAY B Bl RE,

AR #5#H REHY JSON &S
HRFETLAREE , ERERAETRRHARE 2 ERNBERERE,

fHREELL JSON MfE KRR, R LE , HERFHEREENMES, SEFEMACEEHIEWN
BTk : TypefAREM MR ParametersEEN —1H . BESHIITE Name M —H 2@ Y&
HlValues., FIEF###NEPIBRE —SEHEREENERBNERT ., HEFBEREEMESH
WER  UREEMEENSEZE. T—HENRERERNEE, 28 MNE,

"Type": "configuration-type",
"Parameters": [

RIS AR RE 14


https://www.json.org/
https://docs.aws.amazon.com//ARG/latest/APIReference/API_CreateGroup.html
https://docs.aws.amazon.com//ARG/latest/APIReference/API_PutGroupConfiguration.html
https://docs.aws.amazon.com//ARG/latest/APIReference/API_GetGroupConfiguration.html
https://www.json.org/
https://docs.aws.amazon.com//ARG/latest/APIReference/API_GroupConfigurationItem.html
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{
"Name": "parameterl-name",
"Values": [
"valuel",
"value2"
]
},
{
"Name": "parameter2-name",
"Values": [
"value3",
"value4"
]
}

XENEEERENSZHY
ERBHAXEER TIMERE, SEECERSE —BHRERARNSE,
8

« AWS::ResourceGroups::Generic

« AWS::AppRegistry::Application

« AWS::CloudFormation::Stack

« AWS::EC2::CapacityReservationPool
« AWS::EC2::HostManagement

« AWS::NetworkFirewall::RuleGroup

AWS: :ResourceGroups: :Generic

HEREASEEHERBEERFHTREERERNRE , MT2A AWS BEZEREEREEN
TH. WIRBEFFESEBHEHARER | i AWS: :EC2: :CapacityReservationPool#
AWS: :EC2: :HostManagment#g#&,

T%|ParametersiBAMAAWS: :ResourceGroups: : Generic REELEEFE Type.

* allowed-resource-types

ERRRBENB Y 15
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2HEEERFAR IS EEREREENER.

ENEREE 7B

AFFHIE

« AWS::EC2::Host - BRIt T E BEMN i, EEConfigurationEF WS EHH
{EConfigurationfy AWS: :EC2: :HostManagement, & AJ#{RHostManagement & RAEE
& Amazon EC2 ERF#,

« AWS::EC2::CapacityReservation- EfREERE LI EEE Configuration®WIEH B ,
EE(ConfigurationEB WS B EM AWS: :EC2: :CapacityReservationPool, iEAJ#
fRCapacityReservation##H R 8@ E Amazon EC2 RERERE.,

PE ARG, LEEEERFENHMConfigurationtEAER ., WFEANNE , F2EL—
BEE.

THIEHIA& B R E PR &1 B PR Amazon EC2 E##1T{EEE,

[
{
"Type": "AWS::ResourceGroups::Generic",
"Parameters": [
{
"Name": "allowed-resource-types",
"Values": [
"AWS: :EC2: :Host"
]
}
]
}
]

* deletion-protection

B HIEETEEMREREE , RFECTIEEMARE. WEFMEN , 28 ( License Manager
FERERRE) PR EREREE

ERNERER . FHMET
RIFNE  HE—RFFWES [ "UNLESS_EMPTY" ] (EXEAKE ).



https://docs.aws.amazon.com//license-manager/latest/userguide/host-resource-groups.html#host-resource-group-delete
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MHEIFEER  WEESEREANEMConfigurationtEAER, AEEEREELERSRE —
BEE Type 2 M9 Configurationt®Ek , TEEWSEAWS: :EC2: :HostManagement,

BRIFFHERARE  BRITSIS6ERUAFEMERRE,

[
{
"Type": "AWS::ResourceGroups::Generic",
"Parameters": [

{

"Name": "deletion-protection",
"Values": [
"UNLESS_EMPTY"

AWS: : AppRegistry: :Application
ttConfigurationBMEEEERBENKE BIHWEARE AWS Service Catalog AppRegistry.

LB EREFE T2 H AppRegistry BRIEEE |, B T £/ AppRegistry IR TR 2 |, EAEEE
By, ERHSMmER.

(@ Note

HRALEENERFERH BHEYMNERE , AWS MIFR FAEEE , AEELEREET
BITALAINE PEV o EREEBE LR AWS ik ERVECEERF,

MESHMET | 528 (Service Catalog A EISE) PEER AppRegisiry.

E AppRegistry 2 7 W AW REELEEREHER  t2AHEERAENHEHNSE AWS
CloudFormation 3£ & B 872 37 & 5l Ky B2 4\ CloudFormation fR#&EREEH4H,

AppRegistry EEBAHBR YW EREELHEDSE , FB
% , AWS_AppRegistry_Application-#HEEEARIANER
AWS_AppRegistry_Application-MyAppName



https://console.aws.amazon.com/servicequotas/home/services/resource-groups/quotas
https://docs.aws.amazon.com//servicecatalog/latest/adminguide/appregistry.html
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AWS: :AppRegistry: :Application RIGEREFHHEEHNTETISH,

* Name
LS BIEEFEAERE AppRegistry PEVERERXRAERNERAEXZEER.
ENEREE 7B
SUFTHYME : AppRegistry RSB ARXBBAFNEAXZF S,

VE B

* Arn

WS EIEE AppRegistry FrigREAERH Amazon Resource Name (ARN) B§18,

ENEREE 78
JLRTHY{E : BHEY ARN,

VE .2

® Note

EESFAMELTE , BHLAFEA AppRegistry T2 A RZIRIEH AWS SDK #1 AWS CLI
BEREHERARER,

HWEARKXERFES B A CloudFormation B2 AppRegistry FERARE BB BRI N EREE
FEMARBEK B, AppRegistry A BIEA ListGroupResources BREREFEL FHE,

T 5 EHIFERAWS : : AppRegistry: :ApplicationRFGEFEEFHENEREREERMNINE,

[
{
"Type": "AWS::AppRegistry::Application",
"Parameters": [
{
"Name": "Name",
"Values": [

"MyApplication"



https://docs.aws.amazon.com//general/latest/gr/aws-arns-and-namespaces.html
https://docs.aws.amazon.com//ARG/latest/APIReference/API_ListGroupResources.html
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]
I
{
"Name": "Arn",
"Values": [
"arn:aws:servicecatalog:us-east-1:123456789012:/applications/<application-
id>"
]
}
]
}
]

AWS: :CloudFormation: :Stack

tConfigurationB|EEE BHIK AWS CloudFormation #8& K HEERZMBET AWS &
Ro

E 18 CloudFormation #&EE AppRegistry BRIEE VEBEIR , RS EBACEVNERNE RS
#H. BRIEFEA AppRegistry RN T E , BRIGEZEY, EMBMRELEFE

AppRegistry EEBIAEBZ VM EREELBHEATSE , FEA , AWS_CloudFormation_Stack-#&
HEEHBNER . AWS_CloudFormation_Stack-MyStackName

(® Note

HRAKEENERFERH BHEVNEE AWS K MIERERAEEE K R ELERFET
EMALE PUEY cEFREERE LR AWS kR FECHER S,

MEBFHMER , 5520 (Service Catalog fEAEIER) FHFEA AppRegistryo

AppRegistry & B 1 & %2 82 AppRegistry FE AENHEB @ CloudFormation &2 37 th I A HI AR
BEEEREE, EEERBEMASTHAE AppRegistry ERAREN R EREENFRE,

Itk CloudFormation BEREH AN K ERE L A#ME — 5 AWS HWEIR,
AWS: :CloudFormation: :Stack RIS EFEEFHAFHTE TS,
* Name

WS EIEEE T CloudFormation &K | FHERRMEEZLEERE,

ERRRBENB Y 19
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ENERER . 5
FFFBY{E : CloudFormation fRI&ET ¥ B EZBATFNEMXFEFE,

ME 2

* Arn

LS 88 EEEE| AppRegistry FERAREH CloudFormation #8# Amazon Resource Name
(ARN) PR,

ENEREE  F&H
SAFFRE : BMH ARN,

VE B
® Note

EESFAMELTE , BH4AFEA AppRegistry T2 AHEZE AWS SDK # AWS CLI #4E
RIEWEAER,

THIEEHIZERAWS : :CloudFormation: : Stack RIS E 4L B HE Y ERE R BRI NE,

L

{
"Type": "AWS::CloudFormation::Stack",

"Parameters": [

{
"Name": "Name",
"Values": [
"MyStack"
]
},
{
"Name": "Arn",
"Values": [
"arn:aws:cloudformation:us-east-1:123456789012:stack/MyStack/<stack-id>"
]

20
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}
]
}
]

AWS: :EC2::CapacityReservationPool

ttConfigurationBREEERBFERNRFEREREANERFERE, HERFENKENLER
Amazon EC2 RERE., ERFEITUNTSLERFHPEENETERSE , URER BEEHLANTER
B AWS Resource Access Manager, & Al EZAFEALLERFAMARTERESHWERME Amazon
EC2 #11TEE. ESLBTIHIRER  BTERSER #EAPTANEZRE.

MREERFHAREUARE , RIFCKERBBEREAMFER Amazon EC2 UltraServer REER |, &
AT RBEEEENAUBINEEANTERRE., WEFHMAER , 528 (Amazon EC2 R EIE
B RNERARERBEE.

MREFREEGMER Configuration®B AWK ELZEREE , AKX AEEEEET T IERNE
BlConfigurationiE g :

- EE—BAZEHAWS: :ResourceGroups: :GenericEH :
- Z8allowed-resource-typesHl FWE—{BEAWS: :EC2: :CapacityReservation, E TR
2B Amazon EC2 RERE A UREREHENKE,
- EEMESEAAWS: :EC2: :CapacityReservationPoolEH :
+ reservation-type— REEER A Amazon EC2 UltraServer REEBRBR EREREHER ST
E, MWW PE—RFFHES capacity-blocks
 instance-type— REEZEA Amazon EC2 UltraServer REERRERERZHREBIEE,
AR RFFHIES trn2u.48xlarge®l p6e-gh200.36xlarge,

THgEHEREERERER ConfigurationEE :

{
"Configuration": [
{
"Type": "AWS::EC2::CapacityReservationPool",
"Parameters": []

"Type": "AWS::ResourceGroups::Generic",
"Parameters": [

EEREASE 2


https://docs.aws.amazon.com//AWSEC2/latest/UserGuide/create-cr-group.html
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{
"Name": "allowed-resource-types",
"Values": [
"AWS::EC2::CapacityReservation"
]
}

T 5%~ 8 Amazon EC2 UltraServer A2 E# Y ConfigurationEEk :

{
"Configuration": [
{
"Type": "AWS::EC2::CapacityReservationPool",
"Parameters": [
{
"Name": "instance-type",
"Values": [
"trn2u.48xlarge"
]
I
{
"Name": "reservation-type",
"Values": [
"capacity-block"
]
}
]
I
{
"Type": "AWS::ResourceGroups::Generic",
"Parameters": [
{
"Name": "allowed-resource-types",
"Values": [
"AWS::EC2::CapacityReservation"
]
}
]
}

RSB E 22



AWS Resource Groups EREER

]

}

B reservation-type Amazon EC2 UltraServer ZE E#EF , # instance-type#l #i¥

FERFEARER , THTAERARZKEREE

s UL KEMREREHMIEENERFHEEARE BHMORE LS EWR reservation-

typesXEA capacity-block , ¥#§ instance-types®EA trn2u.48xlargedk p6e-
gb200.48xlarge,

- BEl, WE—RFFEreservation-typeA capacity-block , M KM — A FF{Einstance-
type# trn2u.48xlargefl p6e-gbh200.48x1large,

o BIEER ML Y Amazon EC2 RERIRFTIEEFREE reservation-typeMl instance-typef
RENEREHE.

« #118 reservation-type#l capacity-blocki{lES B A SR EHMERBREBERENERF.
- MRERBATBRAERERMREE , IBEANRESREEAD , BERFTEBKLEAL,

- BHl, BEH reservation-typefl instance-typefl S BN E REEE EZEVBREELEN.
EEEFYBREARE  BXARBREE  REFERAWERERITNEE,

- BEEEZAFETRBBTER , EBITERUHEZ AFFE.
AWS: :EC2: :HostManagement

W BIFEIEE Amazon EC2 T MEEAIERE AWS License Manager , LA St EHE R B8 EI 81T
WERTE. MEFMEN , F2E P EHEREE AWS License Manager,

MREREEGNME R ConfigurationTB AWK ELEREE , AKX AEEES TIERNE
AlConfigurationIEH :

« AWS::ResourceGroups::Generic & , 884 allowed-resource-types , E—EA
AWS: :EC2: :Host, EA#HRRHE Amazon EC2 ER ML R BHENKE,

« AWS::ResourceGroups::Generic & , 284 deletion-protection , E—EA
UNLESS_EMPTY, EFIFERERIEFHEAZT , B RIMAMBREE.

AWS: :EC2: :HostManagement FRIEEFZFEBFR LT ETISE,

 auto-allocate-host

ERRRBENB Y 23
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ERAEER

2HEENTEEREREERAEIH LAY  EREFTMEFAFERHN THEM LS. WEF

HMEF , F2E (Amazon EC2 fEAEER) M T B B ENH MM,

ENEREE  mME

AREFME . Ttrues = "falses (XERPE)

VE B
L
{

"Type": "AWS::EC2::HostManagement",
"Parameters": [

{
"Name": "auto-allocate-host",
"Values": [
"true"
]
1,
{
"Name": "any-host-based-license-configuration",
"Values": [
"true"
]
}
]
1,
{
"Type": "AWS::ResourceGroups::Generic",
"Parameters": [
{
"Name": "allowed-resource-types",
"Values": [
"AWS: :EC2: :Host"
]
I
{
"Name": "deletion-protection",
"Values": [
"UNLESS_EMPTY"
]
}

24
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ERAEER

]

 auto-release-host

2HEREFETHNEAIHESTEE LRITHHTERR LREDBE. WEFHREA ,

B {(Amazon EC2 &) P RITER T,
ENERER - FMHE

AREFME : Ttruey = falses (XERPE)

PVE ./
L
{

"Type": "AWS::EC2::HostManagement",
"Parameters": [

s

®

{
"Name": "auto-release-host",
"Values": [
"false"
]
.
{
"Name": "any-host-based-license-configuration",
"Values": [
"true"
]
}
]
.
{
"Type": "AWS::ResourceGroups::Generic",
"Parameters": [
{
"Name": "allowed-resource-types",
"Values": [
"AWS::EC2: :Host"
]
},
{
HHREERNSH 25
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"Name": "deletion-protection",
"Values": [
"UNLESS_EMPTY"

* allowed-host-families
WSEEEMANEERENHTERTASAMEATEBEE RS,
BEWERER . FEHME5,

REFHNE . BE YEBERENH Amazon EC2 #H/TEEEI R 5 AIRT , Hl@0 C4, P3dn, M5
R5d,

RE &K

THISEHIEREE B IEERMBAYHAITHEERRER C5 X M5 HITERBEERIINKE,

[
{
"Type": "AWS::EC2::HostManagement",
"Parameters": [
{
"Name": "allowed-host-families",
"Values": [
"c5",
"m5"
]
I
{
"Name": "any-host-based-license-configuration",
"Values": [
"true"
]
}
]
I
{
"Type": "AWS::ResourceGroups::Generic",

ERRRBENB Y 26
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"Parameters": [

{
"Name": "allowed-resource-types",
"Values": [
"AWS::EC2: :Host"
]
},
{
"Name": "deletion-protection",
"Values": [
"UNLESS_EMPTY"
]
}
]
}

* allowed-host-based-license-configurations

HWSHEELEEAEZHEKEN —HZER/AEBEREHEREMN Amazon Resource Name (ARN)
BB,

ENEREE : ARNsEZ,

ARHWNE  BEEBEXEREMY License Manager #8588 ARN,

ME  BIRGRE, EXBRERSBEEHR any-host-based-1icense-configuration , {BF&E
BREEME. EMREERFN.

T5IEEFIAREIE R IEERERE A A EAMEREER License Manager 7,

"Type": "AWS::EC2::HostManagement",
"Parameters": [
{
"Name": "allowed-host-based-license-configurations",
"Values": [
"arn:aws:license-manager:us-west-2:123456789012:1icense-
configuration:lic-6eb6586f508a786a2baslEXAMPLE1111",
"arn:aws:license-manager:us-west-2:123456789012:1icense-
configuration:1lic-8a786a26f50ba4l6eb658EXAMPLE2222"
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}
]
},
{
"Type": "AWS::ResourceGroups::Generic",
"Parameters": [
{
"Name": "allowed-resource-types",
"Values": [
"AWS::EC2: :Host"
]
I
{
"Name": "deletion-protection",
"Values": [
"UNLESS_EMPTY"
]
}
]
}

* any-host-based-license-configuration

B REEETESBERMBERENE FHERVEE, TEBEAT , ENERERFHEMI TUE
RAmAROBAREREERE. IREETRYEBNRE  YRBKECERERR , FEMLR
Eo

ENERER . AME
AREFME : Ttruey = falses (ZERPE)

PHE - BEGRE, BSNBERENRSHR allowed-host-based-1license-configurations
BFrgEREEEME. ceMRERH,

T3S FIERETE B 15 E BB A & o] LAGE R BT 208 Flim B IR AR 7

L

{
"Type": "AWS::EC2::HostManagement",

"Parameters": [

{

"Name": "any-host-based-license-configuration",

ERRRBENB Y 28



AWS Resource Groups

ERAEER

"Values": [
"true"
]
}
]
I
{
"Type": "AWS::ResourceGroups::Generic",
"Parameters": [
{
"Name": "allowed-resource-types",
"Values": [
"AWS::EC2: :Host"
]
},
{
"Name": "deletion-protection",
"Values": [
"UNLESS_EMPTY"
]
}
]
}

THIEFIRAMAERIE T RERERETSEE—HESD,

"Type": "AWS::EC2::HostManagement",
"Parameters": [

{
"Name": "auto-allocate-host",
"Values": [
"true"
]
b
{
"Name": "auto-release-host",
"Values": [
"false"
]
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ERAEER

iy
{
"Name": "allowed-host-families",
"Values": [
"c5",
"m5"
]
}I
{
"Name": "allowed-host-based-license-configurations",
"Values": [

"arn:aws:license-manager:us-west-2:123456789012:1icense-
configuration:lic-6eb6586f508a786a2baslEXAMPLE1111",

"arn:aws:license-manager:us-west-2:123456789012:1icense-
configuration:1lic-8a786a26f50basl6eb658EXAMPLE2222"

]
}
]
},
{
"Type": "AWS::ResourceGroups::Generic",
"Parameters": [
{
"Name": "allowed-resource-types",
"Values": [
"AWS::EC2: :Host"
]
1,
{
"Name": "deletion-protection",
"Values": [
"UNLESS_EMPTY"
]
}
]
}

AWS: :NetworkFirewall: :RuleGroup

LRI e E st B E K B R EI#TH AWS Network Firewall 38 BIBE#HE%E .

B K i E 32 & W] BA4R

EMFHEREFEN ARN , LEBETE AR BEHEREN IP it , MAKFEF| HEEI, W0

EHMEN , E2EE pERERIEREE AWS Network Firewall,

HERERNSH
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#0] LLfE A Network Firewall £ & H#1T AWS CLI 5553 AWS SDK E/EREE 7 AR BB FE RV p & R
B,

IEREANERFAER THIRS :

- BN EESE Network Firewall XENERER,

- AL ACERRESHREEHENKEER  HNEANSEHCEENXEREER , e85
B AEENKE,

o WiHREEAIParametersTXE
- ZEEMBRIERERWEREE , 17 Network Firewall R BB B & E L2 EE,

THEHIFRF I BREHAMN Configuration® ResourceQueryEER,

{
"Configuration": [
{
"Type": "AWS::NetworkFirewall: :RuleGroup",
"Parameters": []
}
1,

"ResourceQuery": {
"Query": "{\"ResourceTypeFilters\":[\"AWS::EC2::Instance\"],\"TagFilters\":[{\"Key
\":\"environment\",\"Values\":[\"production\"1}13}",
"Type": "TAG_FILTERS_1_0"
}
}

T3IEH AWS CLI s T EERA LR AN ER R EREFE,

$ aws resource-groups create-group \
--name test-group \
--resource-query '{"Type": "TAG_FILTERS_1_0", "Query": "{\"ResourceTypeFilters\":
[\"AWS::EC2::Instance\"], \"TagFilters\": [{\"Key\": \"environment\", \"Values\":
[\"production\"]3}13}"}"' \

--configuration '[{"Type": "AWS::NetworkFirewall::RuleGroup", "Parameters": []}]’

"Group":{
"GroupArn":"arn:aws:resource-groups:us-west-2:123456789012:group/test-group",
"Name":"test-group",

"OwnerId":"123456789012"
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},
"Configuration": [
{
"Type": "AWS::NetworkFirewall::RuleGroup",
"Parameters": []
}
1,

"ResourceQuery": {
"Query": "{\"ResourceTypeFilters\":[\"AWS::EC2::Instance\"],\"TagFilters\":
[{\"Key\":\"environment\",\"Values\":[\"production\"1}13}",
"Type": "TAG_FILTERS_1_0"
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£ HEBEUEHBEE AWS Resource Groups

EREFETHNER

£ AWS Resource Groups , B R EHRFENER, Su U BEERFEUUTREERERAFH
_ﬂﬂkgﬁo

UEBAER

BERUBHDIFLLTHIRE AWS: :service: :resource. M EBBRIEENERERNETE, EBA
#olg  EPEBMEFASTINER, ERE2EHHEIERGIENE,

HEUERAERNEH  SHUUNEELEENAFENENERMLANESR. flin , mR
ERERVEREE , HP 32 CARFITEARIAEEERNATE Amazon EC2 #1T{ERRH
Amazon S3 EFETHE  MESHEUEEANERENBTERNREFTR BTN FETEE
AWS: :S3::Bucket AWS::EC2::InstanceMERER K RAREETERES|HE Stage , EREA
Test,

ERAEREEN ResourceQuery 2EEEZEETITE :

* Type

rEiELHEEHEEENERBE, 2EEVERRERHEE K BiEEE
TAG_FILTERS 1 0, O FAIR :

"Type": "TAG_FILTERS_1_0"
* Query

rRERARLE ERNEREN, CEB2REETIITEN JSON FEFHERRE

* ResourceTypeFilters

HTERERERBRIAEFEHRRENERER., SBUIUEETIIE :
« "AWS::AllSupported" - EERR AN T ERECEHAEERFHARSE A sl X ENTMER
=98
« "AWS::service-id::resource-type - ERBHERRFTENIER I RFE , B W
T : , fl#m "AWS: :EC2::Instance",
 TagFilters
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hrEREEESRETRY K ELFRYSRERFERNERETLR., EAFSEERN

ZEBRSIBANENASSESE BT, SEGRFRGHTSTIITE

« "Key" - EREREBNFH. AAEFANTRCIZBBWEBNERFTSHERS , AR
BHAEANKE,

« "Values" - F& , HHESERSRNEERSIBEFE. RAEEAMERRSIEMN
REWFERENER , T REENKE,

FIEIEL JSON TEHHESH A JSON BEBNETFERRE, HllN , FEEQueryEFTHE
f5) JSON & , HWEHEEELYESRS "R, BEA TAE. 8 Amazon EC2 #{TEEE,

{
"ResourceTypeFilters": [ "AWS::EC2::Instance" 1],
"TagFilters": [
{
"Key": "Stage",
"Values": [ "Test" ]
}
]
}

& JSON A AR RATHETFSE , WHE QuerytEMNE., HM JSON EENESLEARE S|
FHE, AEXARHEMARESIHEFAHNEREF T, EE—EFcaiEMERBE , WFFT
N

"Query":"{\"ResourceTypeFilters\":[\"AWS::AllSupported\"],\"TagFilters\": [{\"Key\":
\"Stage\",\"ValueS\":[\"Test\"]}]}"

R1& , TRMResourceQueryFERE U TR , A CLI HHBEERR :

--resource-query '{"Type":"TAG_FILTERS_1_0","Query":"{\"ResourceTypeFilters\":
[\"AWS: :AllSupported\"],\"TagFilters\":[{\"Key\":\"Stage\",\"Values\":[\"Test
\"1}1}"}!

CloudFormation & &

1E 3t & CloudFormation BE I F | BT LA7E B &7 [E15  AY 1R F #31#4$E CloudFormation & | A%
EHEMEELEEHETNERER, B REELL—{E CloudFormation & A E BN EM,

ERFEEANER 34
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® Note

CloudFormation & A LA E& Hth CIoudFormatlon ¥, #E A TR HBA
ERMERBEATSURERES »BBE FHEBNER, ﬁ/ﬁﬁ%ﬁﬁz‘ij?iﬁ BITIEER
RN EREAMAE —HAKSE , ﬁﬁ’f’ﬁ)ﬁﬁﬁ ©1f.

ERBESZEBUEETIHP —EREMN CloudFormation B AEBHNEN,
* CREATE_COMPLETE

« CREATE_IN_PROGRESS

* DELETE_FAILED

« DELETE_IN_PROGRESS

« REVIEW_IN_PROGRESS

A Important

BEEVATHTHE oM ER , TETEEERFMEP. CloudFormation H# &
EZE%&ElE’JﬁﬁT%EZ%ﬁ%ﬂE’\JEﬁEO flan , R Z 7 BEIEEFE CloudFormation
WAMEEBN—I0 , AIZXBBEEFENAFENRKE, T8 , XEDERFETRERRE
3K Amazon EC2 #1TEB R 2 CloudFormation & H EREHANKE,

MR IERIF CloudFormation B EVEH L BHBNREEFTFATHEIEMNA SHETHERN
Bf4{HDELETE_COMPLETE , RIZERBEAMNATRE , BREKEER.

BYERBECE , KUNEREPNERAITES,
CloudFormation B8 & & REHA ResourceQuery BHEXEETIITE :
* Type

rREHBEEHSERLEREAE,

£ E#E CloudFormation & & REF4E | 555 EE CLOUDFORMATION_STACK_1_0 , 3AFFR
N

"Type": "CLOUDFORMATION_STACK_1_0"
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* Query
R ERARLY ERNEREHR. E22E8 THTERN JSON BEFERTE .

* ResourceTypeFilters

hrRESERBHAEFTEHRFGNERER, EUYNEETIE

« "AWS::AllSupported" - EEBRUTUTEREETHNEMERER,

« "AWS::service-id::resource-type - ERERERKRFERNERIBEE , BXUT
570 "AWS: :EC2: :Instance"s

» StackIdentifier

WRREELEFERITEEFHEAFTHNHEBE CloudFormation Amazon Resource Name (ARN),

FTBEIEL JSON TR HNHEEHA JSON BN ETFERRRZE, HlW , FEEQueryEF T HEHI
JSON #&#EH ., hEHEREELYHEMIEE CloudFormation #& —% #) Amazon S3 F17ETEE,

"ResourceTypeFilters": [ "AWS::S3::Bucket" 1],
"StackIdentifier": "arn:aws:cloudformation:us-
west-2:123456789012:stack/MyCloudFormationStackName/fb0d5000-aba8-00e8-

aa9e-50d5cEXAMPLE"
3

=

&% JSON AILARRATHETF & , WHF QueryTHEME. HR JSON BRNELARLSIHF
F, A ESREEHEMARESMAARNENRFE T, B8 —EF T EMNERBHR , MTAR

"Query":"{\"ResourceTypeFilters\":[\"AWS::S3::Bucket\"],\"StackIdentifier\":
\"arn:aws:cloudformation:us-west-2:123456789012:stack\/MyCloudFormationStackName\/

fb0d5000-aba8-00e8-aa9e-50d5cEXAMPLE\"

A% , TEMResourceQueryFHEEBIM TR , U CLI W HBEKRT !

--resource-query '{"Type":"CLOUDFORMATION_STACK_1_0","Query":"{\"ResourceTypeFilters
\":[\"AWS::S3::Bucket\"],\"StackIdentifier\":\"arn:aws:cloudformation:us-
west-2:123456789012:stack\/MyCloudFormationStackName\/fb0d5000-aba8-00e8-

aa9e-50d5cEXAMPLE\"}'
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EEERAEEHIEEE

TIRFRANMITEZESREEN  WEACREYEREE,

Console

1.

2
3.
4

& A AWS Resource Groups £#2 A&,

ESBERY | BEEIEREE

EEVEHABEERNBEARET  BEEBRBARA,

EDHEEGT  BEELEEERBATPNEREE, SEEHPHRSIUE 20 BERER,
ARIZE SR | 551212 AWS::EC2:Instance B2 AWS::S3::Bucket.

MEDHEFEGT |, $rEHER |, EEERRCIBIEBRSIEBANEY , URFHIEFNERESIE
FREZEEENLEENER. THRERK |, 1#1F Add (3718) IIZT Enter 88, EE@EEHI
i, ¥ 8 Stage (BER) EBFRSIBNERETENR, EBERERAN , ElE—SHENE
HPER, ZUUEEBECHFEREE T , AEBSRINESEE. EENEESER
FEIEIE Add (i), EEEHK AND EETEREEE At , EHSEEFSREEEREEA
FIEEEEBNERNER,

EDHEEFEMGT  BEEERAER , LEERFHPFSEEEERSIEIERSEH EC2 H1TE
BB S3 REEITRIBEE.

MEEEENERE K FREBLHEHAELFHFAE,

a. ERAFMEAT 6 SHHFHEARE K BAERFENEHE,

ERFEEBRZTA 128 7 , @EFE. BF. EFH. IHVER. EBHRET
A= AWS B aws., ELRAEF, ERFEASBERRFIN BB AHERZHE -,

b. (i#F) £ Group description (B¥#HER) & , I ABHMEIR,
c. (ER) £ Group tags (BHEER) 1 , MTEBEREAREREHE (MIEFETHHNEER) 1Y
BB %S| MEH,

MREHEBUHENAEARENKE , AIFERREEH. RAEUBHEATEREES
D—EFRBRE|8 , FHERE Group tags (FHERR) PREL —BRBRCI BN E A5
B EHRE S MERBHER R,

TR BEERMEE

EEGRRERAYETE 37


https://console.aws.amazon.com/resource-groups
https://console.aws.amazon.com/resource-groups/groups/new

AWS Resource Groups EREER

AWS CLI & AWS SDKs

DESAERNBEESBIBEER TAG_FILTERS_1_0 WEH.,

1.

£ AWS CLI T/EMERR , MmALLT AR , REEK Enter , BEERT, #HR, EREE, &
BRIIBNERENENRALECHE, BAKSZARF 12 EFT , BREFE. 87, EF
. JEAR. BHARNER, SESHPRSALUE 20 BERERE. ERFARBRSZ IR
128 @7 , @fFH. BF. EFHR. GRNER. BEABRTTR AWS H aws, BLERR
BHF, ERBHEEBEENIRFHALARE -,

ResourceTypeFilters EAVFE—E. FEEEMEERER , BFEA
AWS: :Al1Supported ¥4 ResourceTypeFilters B,

$ aws resource-groups create-group \

--name resource-group-name \

--resource-query '{"Type":"TAG_FILTERS_1_0","Query":"{\"ResourceTypeFilters
\":[\"resource_typel\",\"resource_type2\"],\"TagFiltexrs\": [{\"Key\":\"Key1\",
\"Values\":[\"Valuei\",\"Value2\"]1}, {\"Key\":\"Key2\" ,\"Values\":[\"Valuel\",
\"Value2\"]}]}"}'

THREH BT

$ aws resource-groups create-group \

--name my-resource-group \

--resource-query '{"Type":"TAG_FILTERS_1_0","Query":"{\"ResourceTypeFilters
\":[\"AWS::EC2::Instance\"],\"TagFilters\": [{\"Key\":\"Stage\",\"Values\":
[\"Test\"1}1}"}'

UTHTASEMEXENERERMNEN,

$ aws resource-groups create-group \

--name my-resource-group \

--resource-query '{"Type":"TAG_FILTERS_1_0","Query":"{\"ResourceTypeFilters
\":[\"AWS: :Al1lSupported\"],\"TagFilters\": [{\"Key\":\"Stage\",\"Values\":[\"Test
\"1}1}"}"

LUF 2 E T mER A,

- BEEV 2 EBERNTERHA,
- BRAREYFHEANERESM.
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- BEEHBEBABIAVRER,

3] CloudFormation 3 &R 848

THREFRANMEEH#EBREN  WEACREYEREE,

Console

1.

2

3.

4

5.

6.

7.
a.
b.
C.

8.

& A AWS Resource Groups £ A,

EEEERYD , BEEEVEREE.

EEVEHAFENTFEAERET | ##Z CloudFormation &R B EEA,
BESRERALNFEERNHEE, —AERFERERBE—EAHE. FEGBRHEENE

B,

ARt AENEERL. REEAEXERENHESRRERESF,

BEMHENAEEGSEFETNERER, SHLZEIHER , RETERE , Al supported
resource types (FTEXEMNERER), NEXERUEFEAFTHNERBEENFHEN , 78
B8 0] LAFEBE AWS Resource Groups #l {Z B imiEss fF AN ERER,

BEREREER , LMED CloudFormation 2R S EMBEEREHENERBEE,
MEEERENFERE  BEBLHERELHA,

ERAFMEEAT , SHEHFHESE O AERFENEE,

ERFEEBEZTE 128 @Fx , 3EFE., 8F. EFHE. ARANKR. SBHAET
AT AWS = aws, EXRTAEF. ERFEABSBESRFHPNE I BE P XA -1,
(i f) 7£ Group description (B¥#HIEIR) | & A B A EIR,

(E M) 7£ Group tags (BHAER) F , MEREAREREE (MEFAHPIKEER) B
EBFRS|EMEHE,

MREHERUFHERSEAFHENKE , IFHERERERA. BARUHETEREES
D—ERBREIR , FFHERHE Group tags (FHERR) PHEL —ERBRSIBMEEES
B ESMRA S MEARFHER R

TERE , BREEVEFE,

AWS CLI & AWS SDKs

CloudFormation &R E AR UER NWEHSEMCLOUDFORMATION_STACK_1_0,
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1. BT, $EEEE. #d, HEFNFNEREENENRACECHE. HERS
AR S12fiF R , afEFR. BF. EFR. KR ERHFRNZER,

MREREEEREE  EFRFESEHBETIEMEXENEREE, SEEFPRS AU
B2 BAEREE, ERFEEBEZTHE 128 8F T , @FEFH., #HF. EFH. 9RAE
#r. BBEETAR AWS = aws, ELERAET, ERFERBELRNIREPLARKE—H,

stack_identifier 2i& ARN , M HIFHS FFIRo

$ aws resource-groups create-group \
--name group_name \
--description "description" \
--resource-query
'{"Type":"CLOUDFORMATION_STACK_1_0","Quexy":"{\"StackIdentifier\":
\"stack_identifier\",\"ResourceTypeFilters\":[\"resource_typel\",
\"resource_type2\"1}"}'

THREH BT

$ aws resource-groups create-group \

--name My-CFN-stack-group \

--description "My first CloudFormation stack-based group" \

--resource-query

'{"Type":"CLOUDFORMATION_STACK_1_0","Quexry":"{\"StackIdentifier\":

\"arn:aws:cloudformation:us-west-2:123456789012:stack\/AlWStestuseraccount\/
fb0d5000-aba8-00e8-aa9e-50d5cEXAMPLE\", \"ResourceTypeFilters\":
[\"AWS::EC2::Instance\",\"AWS::5S3: :Bucket\"]1}"}’'

2. UTREEGRSMERN.

- BEEV AN TERH,
- BRREYHENERES,
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£ PEFHEE AWS Resource Groups

FEEHMERFATHEREERFAE , CUREHEERNEINER, CREZEBEAEANE
BNEFE  RBETHENBRER, CEZZENEZFNEEHEINFAPBRENEEER. AN
HIBBREEERNREFERFEEERNER. A2 RBEENERREEREAETESNERE
B L ERIRARERERERETHER.

= EE# CloudFormation #BHEREFE , SANREFTENHE, SHAURENATHE BN
HEBDHEIBREFEDL, ZEEFHEBRITANER , FENARELHEEM CloudFormation &
K REEEPEFHMHEE CloudFormation, INFEMAEF CloudFormation B FEMER , BHSH
( ER&EE) PHCloudFormation HBEEH, CloudFormation

£ AWS CLI , ZE2EmBEmtPEHRTFE,
- update-group , BEH TG CREFHFARSA,
- update-group-query , ZFEHTUHDHTREMEREHNER , EBESATEHERNENER.

E EEEH | B8%4 CloudFormation BRI HESFAERAEHEHE , R TR, T8 , BaT L
FF BEREA AP RHTILRE , BFEE + AWS CLl,

EEREEHEA
THREFRANAENEREEHFAE,
Console

SPFRHEMKENEITNEREENER  REFUEBLAERNEE, SIS ERH
B AV R

1. & A AWS Resource Groups £# &,

2. HEBERNCOCREEREFAT , BEFEHANERE  RARBERE.

(® Note
BRARENECHENERFE. #EEWMERBAERFENIRFHEE, Z3 AR
EHAE & NN MREEEESEIY AWS License Manager, MEFMEN , F2H (
License Manager fEFAE#EmM) FHE PFEEEREAE AWS License Manager,

N BRDE NN Yy
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3. ERBFEEEMNSBERGT  FEIBREREE, SEEHPRZILUEA 20 BER
B, FEBRERED  RESZREHER LM X, 22 View group resources (MR &
HER) LEEZEFNMNEELNERFERE, EUESHRY , ZMASKERER
AWS::RDS::DBInstance ¥ Z&#,

4. PESBEHRET  AEEREEER. EEEEH+ , RMEHES Stage (R BEBRSIRBHNE
REETERRI T Test CAIR) WEBE, EREREAN , E0NE—SHIEANER. &
ERRES  FEEEENER LN X,

5. 1£ Additional information (¥ ) [E1F , BRI REFEER. ETEEFHERIRRER
HRBERE,

6. (EA) EFEEEY , EUUHMEIBRER. HEEESERERFENPEER, M
FTeYEREER. EESFERHATHEONER , BREIAKRETHER,

MREHEBMLFHERAEARFENKE , FHEERERER, ELEERERBRERT6E
MEE, Rt , FELKBFEARRTELA —AERRCIENEELEFHARRERATENE
8o

7. REFEEREAER  UEBGIKRFAFEEERRRS/IE 2 EC2 H11TEEE. S3 fMETEM
Amazon RDS EXE#HTERBNENFE, NRERBERMNBEEFRTIER , FHRERR
£ A& FE Grouping criteria (BHERMH) PREEZEBAE RN LERR,

8. SEAEF , 55&#F Save changes (FAZEE).

AWS CLI & AWS SDKs

£ FAWSCLI , ZEFHMBENEN , IFARMBEFRBNTSREMNERFEANER, BELR
BIREHENER, £ P AWSCLI, Ba LS ERAEEEE A CloudFormation BRI EE | &k
2R,

1. MREFPESEHENRE , FREBUTRIBET —ELFR. £ AWS CLI TIEREH ,
BWALTRE , AR Enter , #HERBNHELINERKKEECHE,

$ aws resource-groups update-group \
--group-name resource-group-name \
--description "description_text"

THIREHBT.

$ aws resource-groups update-group \
--group-name my-resource-group \
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--description "EC2 instances, S3 buckets, and RDS DBs that we are using for
the test stage."

e EE T EE N EHERA,

2. AEEHRENEANER K FRATIST, SHESHE,. BREE. ERRSISNERE
MERRAEZESHWE, A% pres Enter, BEEHPHSAUE 20 BEREE,

$ aws resource-groups update-group-query \

--group-name resource-group-name \

--resource-query '{"Type":"TAG_FILTERS_1_0","Query":"{\"ResourceTypeFilters
\":[\"resource_typel\",\"resource_type2\"],\"TagFiltexrs\": [{\"Key\":\"Key1\",
\"Values\":[\"Valuel\" ,\"Value2\"1}, {\"Key\":\"Key2\",\"Values\":[\"Valuel\",
\"Value2\"]3}1}"}"

THREH BT

$ aws resource-groups update-group-query \

--group-name my-resource-group \

--resource-query '{"Type":"TAG_FILTERS_1_0","Query":"{\"ResourceTypeFilters
\":[\"AWS::EC2::Instance\",\"AWS: :S3: :Bucket\",\"AWS: :RDS: :DBInstance\"],
\"TagFiltexrs\":[{\"Key\":\"Stage\",\"Values\":[\"Test\"]1}1}"}"'

R TEERENNEHMARR,

B #T CloudFormation #& R E¥4R

THIFEF R M{AEH CloudFormation H& AV E¥4H
Console

8L & CloudFormation B REHAREAREBAEEE AWS EEFRE, T8 , LWL
EHEMENER NP FLEQLSEFHETHEEERER, ShUERNSEHENEIL,

1. & A AWS Resource Groups £ A,

2. EEBERNCREEERFAT , BEFANERE  RRRERE,
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3.
(@ Note
BARENECHENEREE. #EEWMERBEAERBEENIRFHEEE., Z3 AR
EHEAEUNNEMEEEH S EIL AWS License Manager, MIEFHMET , 528 (
License Manager £ &E®E) FME RFEEEREHE AWS License Manager,

4., ERBFHEEENERET  ZESFHEAMENEE  SRTHXNBFEPEEHEE, —A
ERBARGERE—(EHE, EEGEMEBNFE  BRA I HBNEERK, REEEXE
MEHMEBSERERED, NEIENRENEE K BSRAERPNE PEVSHEFHE
AWS Resource Groups.

5. MELABKRERER, REHESTTHNERBERETEERETHEE, ERER Al
supported resource types (FTEXENERER), ZEEHPHZSZIUE 20 BERER, &
EBRREREE  ZEEREREEE LN X, NEZERUTEHEPNEREEWFEENR
2B UIEE AWS Resource Groups M & imig s AN S FRER,

6. RETEEBEMEER , FAE CloudFormation # B FFSEFNZE RERNERBE,

7. 7& Additional information (Lt &) EiF , B LREFARR, BT ERERIRFEH
HWE B,

8. £ Group tags (FHEZEH) & , MEHBKRESR, HEACEEERERFENPEER. AT
eYEREER,. EESFERBAEHERMNEIR , £ Grouping criteria (BHEF4) fREE
%,

MREFHERULFHERSEAFENKE , AIFHERERER, ELFEEERRENTEE
MEE, Rt , FELSFEARRTEL A —AERRCIENEEEFTARERERAFTENE
8o

9. SEREF , 55%$E Save changes (REEE),

AWS CLI & AWS SDKs

£ FAWSCLI , ZEFHMBENEN , YFEAMBEFTRANTSRENERFEANER, BELR
BIRAHENER, £ P AWSCLI, Ba LS ERAFEEE A CloudFormation BRI EE | &
2R,

1. MREFTVESERENRYE  FHBULSRIBET —EADR, MIT TGS , SHESSE
M#ERNERRAEECSHE,

$ aws resource-groups update-group \
--group-name "resource-group-name'" \
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--description "description_text"
THREHRT

$ aws resource-groups update-group \
--group-name "My-CFN-stack-group" \

--description "EC2 instances, S3 buckets, and RDS DBs that we are using for
the test stage."

e EE T EE N EHERA,

2. AEEHRENEANER K FWT TGS, BEHESHE, HEARNFNERERNEDRR
REECHE. EENMEEREE K FEGTTRUZBENEREREE K MTEELENE
MEREHE, SEEHPHRZTUR 20 BEREE,

stack_identifier 238 ARN , & HlGSHFIR.

$ aws resource-groups update-group-query \
--group-name resource-group-name \
--description "description" \
--resource-query
'{"Type" :"CLOUDFORMATION_STACK_1_0","Quexy":"{\"StackIdentifier\":

\"stack_identifier\",\"ResourceTypeFilters\":[\"resource_typel\",
\"resource_type2\"]1}"}'

THR&HHS,

$ aws resource-groups update-group-query \

--group-name "my-resource-group" \

--description "Updated CloudFormation stack-based group" \

--resource-query

'{"Type":"CLOUDFORMATION_STACK_1_0","Quexry":"{\"StackIdentifier\":

\"arn:aws:cloudformation:us-west-2:810000000000:stack\/AWStestuseraccount
\/fb0d5000-aba8-00e8-aa9e-50d5cEXAMPLE\",\"ResourceTypeFilters\":
[\"AWS::EC2::Instance\",\"AWS::53: :Bucket\"1}"}’'

R TEERENNEHMARR,
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AAEmBEREN  ERERBERESREE

£ AWS Resource Groups #$& R R EEE S ERELERERTEUSHERN L RIGEN
B8F, SN EEHEASHNERN , RALKNEESENRARE. Sl , BULRESEREN
REEREFREENBN, SR EHERESNEGRBER Lambda BHE , UEXFZEH AR
BEEE  URARFNEEREFSEBEENERER, B Lambda HEANATHFRELER
WEAFBEREHTEBEE. BREAREMERNEHTHESHERYTEMSLEERMN Lambda
BRE, {5l BRER A E IR

EBFERERFENFEEmEHENS , BieEZE Amazon EventBridge HEREBEEHEEBENEH |
WG HIRMH4E EventBridge X ENZREEERKE. A%, ZALKELBEERBERERBBHUTE
HWERPIFFENEMEE, ELEESFEEZE AWS REE , 20 Amazon Simple Notification Service
(Amazon SNS). Amazon Simple Queue Service (Amazon SQS) 1 AWS Lambda. f#/ Lambda
ZENER®E  CHS4TUBRREARIBRATEZTENTABENEXREE, UFEETIUEE
F EventBridge $87E AWS HIBR#EE |, 528 (Amazon EventBridge A EER) F# Amazon
EventBridge B4, EventBridge

ECABEAEMmBHEMHE , & AWS Resource Groups 2 F%|ER

- BEEFFAH AWS Identity and Access Management (IAM) RIS ERE A E® |, ATEEERNERMN
CloudFormation @R EEEMEE , URHAHE—BINERRSEENEE,

- EREHEZE EventBridge fR Al , AIHRERNTMAEHRIHEESENFMEF. EventBridge £H
HHRARBHMERFEELEE, RE , ERFHEHSELENEERSHEIEZE EventBridge , B {#
B BFTRAIEE,

B EHEACRER ERFARKEE. T ERFAARLRZBRBEEACHNFMENR K F2
B EAERAENRBEEEAE,

FRLIhRERY , BEHERBEETEMN T ILER  ERFEASELESH

- B EIREE,

- EHMEREHEEREENEERNEN,
- ERTRISERSEREENAR,

- EXEREBAREL,

- MIBREREAE
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- EBRFEFEIBRER K SEERBENREER, EFEBEEDN CloudFormation HEBEE
R, B RE B EEEREE,

/A Important

- BERNBZRNOEERESH , S4B EEREEN EventBridge, &R LUIREMIIEF
1TRE  BENEMERBETEECH , TERBFESHEME EventBridge B Ko

- ERBEESETOSHMEERBFEAS 2EAEENEE, TERBRENEREE
EXEH B AEFAFERaws . tagRIRH EventBridge R8I , M3Faws . resource-
groups ¥R, MEFMEN , 552 (Amazon EventBridge fFA &) FHMWEAWS &
B EEREFEEH,

T

- EERFEPHBEELEWEREHR

 E 3 EventBridge # B ARRER B AE 4 an B HA S5 4 N 2% #0388 00
- EARABHEAETBAEES

- ERBEEmBHEHNBEBNGE

REREETFREEEmBHSMH

EERWERBAEMBHEENEL , B FMEEALEMBESRSEH, A% ERFESRMFEY
Amazon EventBridge 2B tHEEE M. £ EventBridge 1 , LA LAMFE R ETE EventBridge lRIEH ESH
H R A REE A MR IR T,

@ RIEFFA
EEE PHRMBEEMBERESH AWS IRF |, BZXANEETSIFFAI/H AWS Identity and
Access Management (IAM) X85 & A :
* resource-groups:UpdateAccountSettings
* iam:CreateServicelinkedRole

 events:PutRule
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https://docs.aws.amazon.com//eventbridge/latest/userguide/event-types.html#tag-event-types
https://docs.aws.amazon.com//eventbridge/latest/userguide/event-types.html#tag-event-types
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* events:PutTargets

* events:DescribeRule

* events:ListTargetsByRule

* cloudformation:DescribeStacks

* cloudformation:ListStackResources

* tag:GetResources

BIE—FRE PHBEEEDBPSEHE AWS IRE  ERBESRYE A WREEEA
BAWSServiceRoleForResourceGroups. WEEACREFFERAEREHESZE EventBridge # AIRY
A, WRBISEREES FRM CloudFormation % , URERFHNHEEESHEEFNEE, A
% K BRBESSELESFRME Amazon EventBridge HIVFEREHERE. WRELEEIZE
#) EventBridge &3 BlManaged.ResourceGroups.TagChangeEvents, LIt BISHEE &R
ERESFEFHHET. EUEERFHEELEREERSHUEIELE EventBridge , A EN BETHRAIE
B, A% , B EventBridge R B AT LUEBEEBAEIR R EN B 2R E EEH,

ERELSRE  SKHELEHNRARKEELEIERRKEREM,

IERLAMER SHEMRE AWS CLIAWS EE XA SHH — 18 SDK APIstn & R RE B L B S
o

® Note
MRENERFARBEAS , AELEMBFALEDBREN. NFEFEHER , F2RRERYE
B#.

AWS EEF#EA
HERFATEEPRMBEEEBRSEN
1. EERBEEZRAPRABGRERH.

2. ERALWBHE4ERT , RIEBNBEFAZHRE,
3. HEMRYFELHRT , EEFRBEA.

RSB R E XN E R,
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https://docs.aws.amazon.com/servicequotas/latest/userguide/gs-request-quota
https://docs.aws.amazon.com/servicequotas/latest/userguide/gs-request-quota
https://console.aws.amazon.com/resource-groups/groups/settings
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EEEREFNE— . FREHEHE , BT LUE Amazon EventBridge R HIEVE I
3, WHEHEXE CHFE AWS R ETREE,
AWS CLI

£/ AWS CLI 5 AWS SDKsBi R B £ aniBEi =14

THIgEFREMAER AWS CLI REMEFRFATWFHELEWEREN. T2RRAR , £/ K
BEIRSB@A 5, WHSERYENBIRENFAERE,

$ aws resource-groups update-account-settings \
--group-lifecycle-events-desired-status ACTIVE

{

"AccountSettings": {
"GroupLifecycleEventsDesiredStatus": "ACTIVE",
"GroupLifecycleEventsStatus": "IN_PROGRESS"

}

}

BULBTTIESRS  BRDECHM. EMERERUBETARNER , BETH.

$ aws resource-groups get-account-settings

{

"AccountSettings": {
"GroupLifecycleEventsDesiredStatus": "ACTIVE",
"GroupLifecycleEventsStatus": "ACTIVE"

}

}

WEFMES , FSRTIER :

« AWS CLI - aws resource-groups update-account-settings #1 aws resource-groups get-account-

settings
« API — UpdateAccountSettings 1 GetAccountSettings

33 EventBridge # B LABEEREH 4B A ap B B S 4 M0 B¢ M@ A

B AE DPERERFEANEEETBHES AWS Resource Groups , #EHBHE Amazon

EventBridge., #A#% , BA[LAZ L EventBridge A Al , FEBAG ©MEER Hih AWS RIE EITE—F R
BERE EELEH,
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https://docs.aws.amazon.com//cli/latest/reference/resource-groups/get-account-settings.html
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AWS CLI

£ EventBridge FEVRAINERF , ZAVSHERNEHYSEHEXZTERENBEZRE , YXA®R
BEFEH CLI &5 :

1. 23I EventBridge RIS EEUEEENEH
2. B EESHH B ZEEREE EventBridge 8l

$ER 1 . B3I EventBridge # B ABEERE 4

T %5 AWS CLI put-rule#flas S EEIL EventBridge R Al , MBI EEREFEEWIEHEH
2%,

$ aws events put-rule \
--name "CatchAllResourceGroupEvents" \
--event-pattern '{"source":["aws.resource-groups"]}'

{
"RuleArn": "arn:aws:events:us-east-1:123456789012:rule/
CatchAllResourceGroupEvents"

}

& B EF R AH Amazon Resource Name (ARN),

(® Note

DEEIHRFENSEE , FRBEEANEERRLMN Shell EETFENENAR, HR

AiIgEPES , RPIERBEAR Linux BASH shell B8y H. MEHY HMIEZRKME
BREREIHEE R FZEHREA |, H20 Windows SR RFE T , F2EAWS Command

Line Interface A EIERM) PWEFEREMHSIHK.

MESEFTEREBEEM K RNFEREIZHETRKERS , tRIOBERR, MF
EEEEGDIPBASEE,

THEHERNEREMRE[EREEHEMEANES , XHE ARN i, WEHAEXZEH
#) JSON F& , BEAETHERREHN JSON FEE | HABEMEKIERK. Balds®
CERERERSP,

RHEHEN JSON ZEEFREBRSD. A TIEXNRHEHIH , RS eventpattern. txt,

{
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https://docs.aws.amazon.com//cli/latest/reference/events/put-rule.html
https://docs.aws.amazon.com//cli/latest/userguide/cli-usage-parameters-quoting-strings.html#cli-usage-parameters-quoting-strings-containing
https://docs.aws.amazon.com//cli/latest/userguide/cli-usage-parameters-file.html
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"source": [ "aws.resource-groups" ],
"detail": {
"group": {
"arn": [ "my-resource-group-arn" ]

}

A&, BHTHGSRELRR , # BERENETSAHER,

$ aws events put-rule \
--name "CatchResourceGroupEventsFoxrMyGroup" \

--event-pattern file://eventpattern.txt
{

"RuleArn": "arn:aws:events:us-east-1:123456789012:rule/
CatchResourceGroupEventsForMyGroup"

}

EEHNMEMERNNERBAEN , Bi8--event-patternZ 2R BERGEYS , MER FT
RAEEFHEHIN EventBridge BE] B4 ER &6,

SR 2 BURESM4HN B FEREE EventBridge # Al

RELE—ERNTUMNBEBNES  SUEEZE—SZEEE , HEAITEERERNE
",

T %) AWS CLI put-targets@® S E#E A B Amazon Simple Notification Service (Amazon
SNS) FEEEF AL EH PRI my-sns-topiciRAl, ERBDIEENFAREEE
i, TENEITRENERIER,

$ aws events put-targets \
--rule CatchResourceGroupEventsForMyGroup \
--targets Id=1,Arn=arn:aws:sns:us-east-1:123456789012:my-sns-topic

"FailedEntryCount": 0,
"FailedEntries": []

L, FERAAFEHEANTAHRELERSEDEEERENER, MRNTEEFIFAR
B&% Amazon SNS £ , RIZFENFAETRERSRI TS EHNAL , MhAREREE
LB EANERNEE.
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https://docs.aws.amazon.com//cli/latest/reference/events/put-targets.html
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WEFMES , FSRTIER :

« AWS CLI — aws E4 put-rule Ml aws =4 put-targets
« API - PutRule M PutTargets

EVRAERIRESERFALEwEREAEE

FZANEVEERITSHENNRA , IEX R SENEREBNEY, NFNAEABITSHENE
BEASHNTEFMET , 528 (Amazon EventBridge # A &1ER) FH Amazon EventBridge
=4,

i, BEREFERAERERERTEVHERFENERFEBRH, S UERBLTSIEHE
AIEHER,

{
"source": [ "aws.resource-groups" ],
"detail-type": [ "ResourceGroups Group State Change" ],
"detail": {
"state-change": "create"
}
}

ZERRTASHEREERCT EFELRIENSMH. NFUTHELH MUNTREEE
EREALEMBHREHNEBNEE.

T
W
&

BARA A £ A RIS 4

IS LARAEA B A £ driBHAEH , AWS Resource Groups LA{Z Lk [8] Amazon EventBridge 2 HE#, &
AAEA REARE AWS BEEEEA 5 AWS CLI A — 1 SDK APIsti & REIT LR 1E,

(® Note

BEEARALE T ENSEHEMRARBEEREEN CloudFormation B REEEENEREH
#8%& EventBridge # 8l, ERFERLZEKELEFEEZE EventBridge. &7E EventBridge
FEZNEMASKRERFEESHANRAAUBEELERERENSE4., MRERREAEHXFERK
BAEmBEHESG  SUNEAKRE, MRETHEBXRERELRA , E0TLUMBRE .
MEFHHEN , 528 (Amazon EventBridge & Em) F #{E =Mk EventBridge #
Al, EventBridge

BYRAERRSERAEmBERSAEE 52


https://docs.aws.amazon.com//cli/latest/reference/events/put-rule.html
https://docs.aws.amazon.com//cli/latest/reference/events/put-targets.html
https://docs.aws.amazon.com//eventbridge/latest/APIReference/API_PutRule.html
https://docs.aws.amazon.com//eventbridge/latest/APIReference/API_PutTargets.html
https://docs.aws.amazon.com//eventbridge/latest/userguide/eventbridge-and-event-patterns.html
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EREBELEmERE4ETEMRREEEAE, WRELEMLA IAM , 7] LA F Bl BR AR %58
mAG, IREHERFTEBRMBEEE BRSNS  ERBEGACTEE , BREEEEH
BEME.

@ =IEFFH
EEERAB A PHBEEMBEHEYS AWSIRF |, BX4EUEF THIFFATH AWS Identity and
Access Management (IAM) =R &2 & A :

* resource-groups:UpdateAccountSettings
* events:DeleteRule

* events:RemoveTargets

* events:DescribeRule

* events:ListTargetsByRule

AWS EBERA
B3R EventBridge MY AR 4 dniB HAE i@ 41

1. BEERBEEFEZEPRBERERR,
2. HEFHELDBHEHERTD  BREFRBBEHNZELE,
3. HEHRHFmEAOHT , EEERBE.

FURIAERIRE - RSB,

teE , BREETEBREMEEE EventBridge AREHERE , URETBRIERE <&
BREAAEAR R 8T SURE M b M BRI L3R Al BATE OB BRo
AWS CL

B3FA EventBridge B 4 B EiEH B A
THEFI eI ER AWS CLI B3R ERFHEPWEBLETBHRES,

$ aws resource-groups update-account-settings \
----group-lifecycle-events-desired-status INACTIVE

{

R EmRREY 53


https://console.aws.amazon.com/resource-groups/groups/settings
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"AccountSettings": {
"GroupLifecycleEventsDesiredStatus": "INACTIVE",
"GroupLifecycleEventsStatus": "INACTIVE"

MEFEFHMET  F2ETIER :

« AWS CLI - aws resource-groups update-account-settings 1 aws resource-groups get-account-

settings
+ API - UpdateAccountSettings # GetAccountSettings

ﬁlﬁﬁ%ﬁi ap ‘ Hﬂ?#ﬂ’]%ﬂﬁ%ﬂ AR /

IRE
« detail MU EE
« FEMERZEHFIH EventBridge BETEHE R 214

WAEDBHEHEA T —&EXM JSON #1457 5= AWS Resource Groups .

"version": "Q",

"id": "08f00e24-2e30-ec44-b824-8acddflac868",

"detail-type": "ResourceGroups Group ... Change",

"source": "aws.resource-groups",

"account": "123456789012",

"time": "2020-09-29T09:59:017",

"region": "us-east-1",

"resources": [
"arn:aws:resource-groups:us-east-1:123456789012:group/MyGroupName"

1,

"detail": {

WFEFFAE Amazon EventBridge SHBRAMMNFHER , 528 (Amazon EventBridge A E S
F) HH Amazon EventBridge £, TRRAERFARENFHREA
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https://json.org
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BWUBER Type Description
detail-type String HREREE , detail-type WU—ERTH
Ho—{E{H :

* ResourceGroups Group State Change -
REREEFEARERABUENEE,
* ResourceGroups Group Membership

Change - RREEKEERNEE,

source String HREREHE , lkE—#A "aws.resource-

groups" o

resources Amazon Resource A —EEEEEM Amazon EFRAHE (ARN) ,
Name (ARNsF&E %l HPh Gl UEHNESR,

MBEA , Bt S S REAFIERBERN
{EEIRARNS,

detail JSON ¥)#F & EREHMNASH, detail MUNRKREZIRE NE
MARREdetail-type . NEREET , B2
ﬁ—F_E’ro

detail W{ZHIFEHE
detail MY BERERENFRADRBERYBEHMER, detail WU TURAMER X2 —
BERERERHBERET | N L —HAEMdetail-type M ERERH,

/A Important

EBEEHATNERFHERBZBEA ARN MEE UUID "unique-id" RIMAI VAR S R,
EB# UUID B2 ERFHENE DS , B UES EMBRNEFAMBRIUEERBREILN T
EE#E. HMEZRERE ARN MlE— ID NWFERARELEHED <ENF FENER.

FHERERE

"detail-type": "ResourceGroups Group State Change"
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https://docs.aws.amazon.com//general/latest/gr/aws-arns-and-namespaces.html
https://wikipedia.org/wiki/Universally_unique_identifier

AWS Resource Groups EREER

ttdetail-typeERREEAFHNRECEE K SEHPEER., LEBFESEEY. ENUMBREHE
B34 | 20 B "change" WA/ Rdetails

EEEdetail-typeltIHBAK , detailsERPIEMNEASTE TRATRAIRAL,

WuER Type R EA
event-seq Double EREMET , EERERENEHFS, EEM
uence BREEN S AERESREL S —EEER K 8Fe
B,
group Group JSON ## EEHHEBEAYYE | fkH ARN, BBHMME—
ID,
state-cha String BAENMREREER, AR THMEMAE :
nge
* Create
* update
* delete
old-state GroupState JSON SBFHNEFERE. YHEISCEEZBEN
Y4 =
new-state GroupState JSON BERN HERE, YHEQSSEEEZEBMENE
v 3

group JSON ¥ B & F&RATRN THE,

WuERE Type Description

arn String BHHHAY ARN,

name String BHENZREE8,

unique-id GUID E—# GUID & , ATE S 2 MIBREYBFE M TE & M

EE&BMARN ZEUNFEHE. EEXBHEAE
LR |, 5/ ARN ML E N BE B EEN M —
&R,

detail MILHRIB 56
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GroupState JSON ¥+ 8 & TRARK TER,

WuER Type Description

description String EFRMHMNEREHEER,

resource- ResourceQuery ERFEKE2EHH JSON RRJE, M E

query JSON #1# HRARUEHAAERNEHE, BUNEEZRHS
ResourceQuery AP ERERMER. &S
EEVNENSHEHD,

group-con Configuration Bl iR 5 E S B A A BAER VAR RE B - JSON KRR

figuration JSON ## *. WMEFFMER , 5528 AWS Resource Groups

AP| 2Z R B REHE Y AR IFAERE

THEERN G HERAEEstate-changeERY detail WUAR,
By
"state-change": "create"

SHEHERVHNEE. SHEBTERLAENERENFMAFATRERBM. RIFFARE
B, BAILEHEREREZEFEXEEREAVESZ—. EF nul ENBETERTESEHR
XH,

THEHEHIEEFEINEREME , A my-service-group, EEFH , BEFHERRSE
#, AEHEEEZER 9 Amazon Elastic Compute Cloud (Amazon EC2) #{T{EB " "project"="my-
service',

"version": "Q",

"id": "08f00e24-2e30-ec4t4-b824-8acddflac868",

"detail-type": "ResourceGroups Group State Change",

"source": "aws.resource-groups",

"account": "123456789012",

"time": "2020-09-29T09:59:017",

"region": "us-east-1",

"resources": [
"arn:aws:resource-groups:us-east-1:123456789012:group/my-service-group"

]I
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https://docs.aws.amazon.com//organizations/latest/APIReference/API_ResourceQuery.html
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"detail": {
"event-sequence": 1.0,
"state-change": "create",
"group": {
"arn": "arn:aws:resource-groups:us-east-1:123456789012:group/my-service-
group",
"name": "my-service-group",

"unique-id": "3dd07ab7-3228-4410-8cdc-6c4aldfcceea"
},
"new-state": {
"resource-query": {
"type": "TAG_FILTERS_1_0",
"query": "{
\"ResourceTypeFilters\": [\"AWS::EC2::Instance\"],
\"TagFilters\": [{\"Key\":\"project\", \"Values\":[\"my-service\"}]
n

B
"state-change": "update"

EFEHRAHACEBREESNEN. EHARSAFRELINELENE ML, REENBETEET
EEHAXH,

THEfEMHEH L —AEfERFETHERREHN B RAERE T L EE Amazon EC2 HIRE
&R

"version": "Q",

"id": "08f00e24-2e30-ec44-b824-8acddflac868",

"detail-type": "ResourceGroups Group State Change",

"source": "aws.resource-groups",

"account": "123456789012",

"time": "2020-09-29T09:59:017",

"region": "us-east-1",

"resources": [
"arn:aws:resource-groups:us-east-1:123456789012:group/my-service-group"

1,

"detail": {
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"event-sequence": 3.0,

"state-change": "update",
"group": {
"arn": "arn:aws:resource-groups:us-east-1:123456789012:group/my-service-
group",
"name": "my-service",

"unique-id": "3dd07ab7-3228-4410-8cdc-6c4al@fcceea"
.
"new-state": {
"resource-query": {
"type": "TAG_FILTERS_1_0",
"query": "{
\"ResourceTypeFilters\": [\"AWS::EC2::Instance\",
\"AWS::EC2::Volume\"],
\"TagFilters\": [{\"Key\":\"project\", \"Values\":[\"my-service\"}]
}Il

.
"old-state": {
"resource-query": {
"type": "TAG_FILTERS_1_0",
"query": "{
\"ResourceTypeFilters\": [\"AWS::EC2::Instance\"],
\"TagFilters\": [{\"Key\":\"Project\", \"Values\":[\"my-service\"}]
3"

il B
"state-change": "delete"

EHEHEEHECHER. FAEFABMMCTSESFABBUNANPEER ., RIBEZ , event-
sequence MU EHEUEHZRERAL arnfl H&RE —EEHunique-id,

"version": "Q",

"id": "08f00e24-2e30-ec44-b824-8acddflac868",
"detail-type": "ResourceGroups Group State Change",
"source": "aws.resource-groups",

"account": "123456789012",
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"time": "2020-09-29T09:59:017",

"region": "us-east-1",

"resources": [
"arn:aws:resource-groups:us-east-1:123456789012:group/my-service"

1,
"detail": {
"event-sequence": 4.0,
"state-change": "delete",
"group": {
"arn": "arn:aws:resource-groups:us-east-1:123456789012:group/my-service",
"name": "my-service",
"unique-id": "3dd07ab7-3228-4410-8cdc-6c4al@fcceea"
}
}
}
HEKEERESE
"detail-type": "ResourceGroups Group Membership Change"

ttdetail-typeERTEFENKEERCHFEEFHERRFHEPBRNERMEBE, EEdetail -
typeltiBIHRE; & LEresourcesUBTEHREERCEE 2FHEMN ARN , URHIEEFAD
B EPBRZEMERA ARNs,

fExEdetail-typeltIHE B , detailsERHPIENERAITE T RFATIRHIBAL,

WuERE Type REA
event-seq Double BERENMT , EHBEHFEANSHFY, MRS
uence HMEHMKE—IDEBER K HFSER.
group Group JSON ## KEHH ARN, BBFIME— ID K5I EE 48R3
B BRI
resources ResourceChange HEREERCEBENERES,
JSON ¥ #fE5l

ltResourceChange M EE28EERN T HIH
i :

« membership-change -{E%A "add"=
"remove",

detail MILHRIB 60
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HWAEHE Type R
- arn - FERBHRAER ARN,
- resource-type - FEHBROEREER,

THEABHEIIRALEREERBERENEHAR, LEFBETS —EERFEEFAE , AR —
BERUEFEFBER,

"version": "Q",

"id": "08f00e24-2e30-ec44-b824-8acddflac868",

"detail-type": "ResourceGroups Group Membership Change",

"source": "aws.resource-groups",

"account": "123456789012",

"time": "2020-09-29T09:59:01Z",

"region": "us-east-1",

"resources": [
"arn:aws:resource-groups:us-east-1:123456789012:group/my-service",
"arn:aws:ec2:us-east-1:123456789012:instance/i-abcd1111",
"arn:aws:ec2:us-east-1:123456789012:instance/i-efef2222"

1,
"detail": {
"event-sequence": 2.0,
"group": {
"arn": "arn:aws:resource-groups:us-east-1:123456789012:group/my-service",
"name": "my-service",
"unique-id": "3dd07ab7-3228-4410-8cdc-6c4aldfcceea"
.
"resources": [
{
"membership-change": "add",
"arn": "arn:aws:ec2:us-east-1:123456789012:instance/i-abcd1111",
"resource-type": "AWS::EC2::Instance"
.
{
"membership-change": "remove",
"arn": "arn:aws:ec2:us-east-1:123456789012:instance/i-efef2222",
"resource-type": "AWS::EC2::Instance"
}
]
}
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}

REERAZESHIM EventBridge BET =4 E X £ 4l

T 5886 EventBridge B EH RN SR ERHEELENEHHELSECHRESHRUNERRER
IS4

ETEXRFEGS , MRFERERENER , FULE SN EARRBEa######## o
FIREREEEMH

{

"source": [ "aws.resource-groups" ]

}
HAREIREERBESH
THEABEIEARIARFEARERE,

{

"source": [ "aws.resource-groups" ],

"detail-type": [ "ResourceGroups Group State Change " ]
}

THEABHEIIEARTEHEAREEREE,

{
"source": [ "aws.resource-groups" ],
"detail-type": [ "ResourceGroups Group Membership Change" ]
}
BEFHENSEH
{
"source": [ "aws.resource-groups" ],
"detail": {
"group": {
"arn": [ "my-group-arn" ]
}
}
}
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E—EsEfSHEREEFANEE. EHERS —EHENKEERE , THSEFSHTHENE
B, L EEIEE,

{
"source": [ "aws.resource-groups" ],
"resources": [ "my-group-arn" ]
}
BEERNSEH

BHREHHREXEERGEFEXERESH,

{
"source": [ "aws.resource-groups" ],
"detail-type": [ "ResourceGroups Group Membership Change " 1],
"resources": [ "arn:aws:ec2:us-east-1:123456789012:instance/i-b188560f" ]
}

BEERBEENSEH
A LAE A F B LB B ARNs REB R EERBERNEH,

{
"source": [ "aws.resource-groups" ],
"resources": [
{ "prefix": "arn:aws:ec2:us-east-1:123456789012:1instance" }
]
}

HE , BAMERBERIresource-typeFREMATEMEA , AR NS EHE, REAmH
gEHIARE , FTHEFRASLEHFHEREEREESH , RAFEKEREEH I HEERLPES

resources #fZdetail,

{

"source": [ "aws.resource-groups" ],

"detail": {

"resources": {
"resource-type": [ "AWS::EC2::Instance", "AWS::EC2::Volume" ]
}

}

}
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FBERBREMNH

{
"source": [ "aws.resource-groups" ],
"detail-type": [ "ResourceGroups Group Membership Change" ],
"detail": {
"resources": {
"membership-change": [ "remove" ]
}
}
}

BEERNMEERBREN

{

"source": [ "aws.resource-groups" ],

"detail-type": [ "ResourceGroups Group Membership Change" 1],

"detail": {

"resources": {
"membership-change": [ "remove" ],
"arn": [ "arn:aws:ec2:us-east-1:123456789012:instance/i-b188560f" ]
}
}
}

TEESEINBERNESEHRE  FRAAEHE —E&EFPFEHRANIERresourcesl?l, ERRATE
Bresources tEFTHNERVAERENEEZHENER , MESHNAERT, BAER , THER
BEH e EREFEHNESN, ke , BER L — @S5 T BERNEE,

{

"source": [ "aws.resource-groups" ],

"detail-type": [ "ResourceGroups Group Membership Change" ],

"resources": [ "arn:aws:ec2:us-east-1:123456789012:instance/i-b188560f" ],

"detail": {

"resources": {
"membership-change": [ "remove" ]
}
}

}
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% MIBRE FEEE AWS Resource Groups

IEALAE R AWS Resource Groups £ A AWS CLI #EF M BR&ERE #H AWS Resource Groups.
R EREFETERRBERFERNENERINEERLNER, CRESRRFEARBNETAEFEBR
BER,

Console
Tl BR & R B4
1. & A AWS Resource Groups £# &,
2. EEEBERD , BECRENEREE
3. EELEMBRMNERFEESR A AREBEQEFHAENR.
4., HEFENFHEEARAEEL , BEL LANRBR.
5. HBRTELMEIEMERE | B2 Delete (MIBR),

AWS CLI & AWS SDKs
il BR & R B 4

1. #ITTFHGS , # resource_group_name AR BENEEETE,

$ aws resource-groups delete-group \
--group-name resource_group_name

2. BEXRRRETREHEEMBRE , FBEA yes , RRBRET Enter £,
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AWS Resource Groups EREER

187 LLE B AWS Resource Groups fl & iRESFEHAMNE

IRARE

B LAER AWS BEE XA 3 AWS CLI RENEREHE , AR BSBELHEEREERES, &
DHEEHIEBETS AWS B , ARFACGLESREEFHAKEER. ATERPETUCH &£
BERBBATEE AWS HWERERE AWS Resource Groups , AR BRI LUME A ERFESREZHNER
ﬁﬂo

/A Important

ERFEXEEREENEANERFEATURZREEDHERE  RAERFEXENE
R, EEBBAMEXENEREE ERAFERRELATEHRILIAEMABRERK , FE
B, BFEAURELEE - REVFEREHETFESNER LHT, ERTREKELSEM
EFREVHNEBVCRAERSEAZTRFERANER , IEBEEZXDTRNER. EELE
RT , BRI ERERGE RS  UEERAEERENERITURAFEN -2

Create query-based group

Grouping criteria

A resource group is a collection of resources that share tags. You can define the grouping criteria based on resou

| 7

(All supported resource types D

TRIMXEEERRESRTRECNEREE, EREMAEFHETHIXEER , UK CloudFormation
HEBAHEPNKEER.
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- EBRESRERT - S FERAEREESTEARETHBERENER, &8, Z4AFER AWS
Resource Groups Tagging APIS &R #E K RE X ENELRE.

- EHARE - S EHEREERAEEZERNESAENERFETESHERNER. A
SETEERSIBEBINE , MESHEFEENENERBL BN ARHEMN —IP

« CloudFormation @& &HH - BRI LAIEH K EE#H CloudFormation & EPE_LE’JﬁzJ?%EﬁKE’Jﬁ

FREEPLESHERNER, BRESETHEN ARN, MEEMEERASEBRABRENKE,
HEERIFIEZE CloudFormation &S E M E T,

NEFEERFHECEABTBXENERBEEE  F2RATERRECEANEREEN —H,.

® Note
ERFENERFRESXETRTNEREE  BRLEGREA AJRMLEEN PEMH AWS
B,

AWS DeepComposer

&R ERfFEs ZEBIEME CloudForm
EE ation &
pich.c3 1|
AWS : :DeepComposer: : Composition ) v = X &
AWS : :DeepComposer: :Model X & Ve X &

Amazon API Gateway

iR EEmEss ZEBEHME CloudForm
KRac ation &
pick:cd |
AWS: :ApiGateway: :Account X & X & v
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ERAEER

&R

AWS:

AWS:

AWS :

AWS:

AWS:

AWS :

:ApiGateway:
:ApiGateway:
:ApiGateway:
:ApiGateway:
:ApiGateway:

:ApiGateway:

:ApiKey
:ClientCertificate
:DomainName
:RestApi

:Stage

:UsagePlan

Amazon API| Gateway V2

&R

AWS: :ApiGatewayV2: :Api

|IAM Access Analyzer

&R

AWS: :AccessAnalyzer::Analyzer

BEREES
e

x X
17 B 17

>
7|

BB
&5

BEREE
e

ERAERE

BRARE

ERAERE

CloudForm
ation H#t &

ikt |

v =

7|

X

CloudForm
ation H#t &
RIEER

X &

CloudForm
ation H#t &

ik e |

X &

Amazon API Gateway V2
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ERAEER

AWS Amplify

R

AWS: :Amplify: :App

AWS App Runner

&R

AWS: : AppRunner:

tion

AWS: : AppRunner:

AWS: : AppRunner:

ration

AWS: : AppRunner:
AWS: : AppRunner:

AWS: : AppRunner:

:AutoScalingConfigura

:Connection

:0bservabilityConfigu

:Service
:VpcConnector

:VpcIngressConnection

AWS AppConfig

&R

AWS: : AppConfig: :Application

ERiFES E®RIABAE CloudForm

E&e ation Ht &
pitkc2 |
X & v = X &

ERimES ERAEAE  CloudForm

Ei ation &
RUEAA
X & v = X B
X & v B X &
X & v = X B
X & v = X &
X & v = X &
X & v = X B

EERiFES ERAEBAE CloudForm

Eie ation H#t &
RUEHAA
X & v = X &

AWS Amplify
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ERAEER

&R

AWS: : AppConfig::ConfigurationProfile
AWS : : AppConfig: :Deployment

AWS: :AppConfig: :DeploymentStrategy
AWS: : AppConfig: :Extension

AWS: : AppConfig: :ExtensionAssociation

AWS AppFabric
&R
AWS: : AppFabric: :AppAuthorization

AWS: : AppFabric: :AppBundle

AWS: : AppFabric::Ingestion

Amazon AppFlow

R

AWS: : AppFlow: :Connector

AWS: : AppFlow: :Flow

BRimER
e

>
7]

BERES
e

BB
&5

>
7]

EBAEE4H CloudForm

ation B
pick:c 3|
v 2 X &
v = X &
v = X &
v = X &
v B X &

EBAE4E CloudForm
ation H#t &

patk:c2 |
v B X &
v 2 X &

v 2 X &

EHRAEME CloudForm

ation &
pitkc2 1|
v = X &
v = X &

AWS AppFabric
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Applntegrations

BIR ERimEsR BHEFE CloudForm
KR ation &
pickicd |

AWS: :AppIntegrations: :Application X & v = X &
AWS: :AppIntegrations::Datalntegratio
" ppInteg g X & VR X B
AWS: :AppIntegrations::EventIntegrati

PPAMTES J X & VR X &
on

AWS App Mesh
EiR ERimeEsy ZEBEHME CloudForm
R ation &
pick.c 3|

AWS: : AppMesh: : GatewayRoute X & v = X &
AWS : : AppMesh: :Mesh X & Ve X &
AWS : : AppMesh: :Route X & v = X B
AWS: : AppMesh: :VirtualGateway ) v = )
AWS : : AppMesh: :VirtualNode X & v = X B
AWS : : AppMesh: :VirtualRouter X & v = X B
AWS : : AppMesh: :VirtualService X & v = X &

Applntegrations 71
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Amazon AppStream

&R BERmESE BFRIEFHE CloudForm
) ation &
BEA
AWS : : AppStream: : AppBlock X & v = X &
AWS: : AppStream: :AppBlockBuilder ) v = X &
AWS: : AppStream: :Application X & Ve X &
AWS: : AppStream: :Fleet v = v = v =
AWS: : AppStream: : Image ) v = X &
AWS: : AppStream: : ImageBuilder e v = v 2
AWS: : AppStream: :Stack v = v = v =
AWS AppSync
&R EHiREsE SE®|EBME CloudForm
KR ation &
pidk:c3 |
AWS: : AppSync: :Api X & v = X &
AWS: : AppSync: :DataSource X & X B v =
AWS : : AppSync: :DomainName ) v = X &
AWS : : AppSync: :GraphQLApi X & X B v =

Amazon AppStream 72
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Application Auto Scaling

BR EBiREsS ZE8RUEE CloudForm
Eie ation Ht &
pitkc2 |

AWS: :ApplicationAutoScaling: :Scalabl

pplicationAutoScaling « & /2 « &
eTarget

AWS Application Migration Service
BiR ERiREsE EBAEBHE CloudForm
=& ation Ht &
AU
AWS: :MGN: :Application X & v = X &
AWS: :MGN: : Connector X & v B X &
AWS: :MGN: : Job X & v = X &
AWS: :MGN: :L hConfi tionTemplat
aunchConfigurati P « & /2 « &

e
AWS: :MGN: :ReplicationConfigurationTe < & /B « &
mplate
AWS: :MGN: :SourceServer X & Va3 X &
AWS: :MGN: :VcenterClient X & v = X &
AWS: :MGN: :Wave X & v = X &

Application Auto Scaling 73
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EREEE
£ 40
AT B ERE (AIOps)
BIR ERimEsR BHEFE CloudForm
KR ation B
pickicd |
AWS: :AIOps::InvestigationGroup X & v = X &
Amazon Athena
EiR ERimEss ZEBEEHME CloudForm
KR&c ation &
pick:cd |
AWS: :Athena: :CapacityReservation X & v = X &
AWS: :Athena: :DataCatalog X & v = )
AWS: :Athena: :WorkGroup X & Ve X &

AWS Audit Manager

&R ERimEsE BHEFME CloudForm
R ation B
pick.c 3|

AWS: : AuditManager: :Assessment X & v = X &
AWS: :AuditManager: :AssessmentFramewo

J X & v R X &
rk
AWS: : AuditManager: :Control X & v = )

AT EEEE (AlOps) 74
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AWS B2B & Rx

&R BERmESE BFRIEFHE CloudForm
) ation &
BEA
AWS: :B2BI::Capability X & v = X &
AWS: :B2BI::Partnership X & v = X &
AWS: :B2BI::Profile X & v = )
AWS: :B2BI::Transformer X & v = X &
AWS Backup
&R EHiREsE SE®|EBE CloudForm
) ation &
BEA
AWS : :Backup: :BackupPlan X & v = X B
AWS: :Backup: :BackupVault ) v = X &
AWS: :Backup: : Framework ) v = X &
AWS: :Backup: :LegalHold X & v = X &
AWS : :Backup: :ReportPlan ) v = X &
AWS: :Backup: :RestoreTestingPlan X & v = X &

AWS B2B BRI 75
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AWS Backup gateway

&R EHimEss E\BEHME  CloudForm
) ation &
pickicd |
AWS: :BackupGateway: :VirtualMachine X & v = )

AWS Backup ¥ &

=9 ERimEsE BHEFE CloudForm
=i ation &
pick.c 3|
AWS : :BackupSearch: :SearchExportJob ) v = X &
AWS : :BackupSearch: :SearchJob ) v = X &
AWS Batch
&R ERfFREs ZEBEEME CloudForm
EE ation Ht &
pich.c3 1|
AWS: :Batch: :ComputeEnvironment X & v = X &
AWS: :Batch: :ConsumableResource X & v = X &
AWS: :Batch::Job X & v = X B
AWS: :Batch: :JobDefinition X & v = X &
AWS: :Batch: : JobQueue X & v = X &
AWS: :Batch: :SchedulingPolicy X & v = X &

AWS Backup gateway 76



AWS Resource Groups

ERAEER

Amazon Bedrock

R

AWS: :Bedrock:

AWS: :Bedrock:

AWS: :Bedrock:

ofile

AWS: :Bedrock:

AWS: :Bedrock:

AWS: :Bedrock:

AWS: :Bedrock:

AWS: :Bedrock:

AWS: :Bedrock:

AWS: :Bedrock:

AWS: :Bedrock:

AWS: :Bedrock:

AWS: :Bedrock:

AWS: :Bedrock:

AWS: :Bedrock:

:Agent
:AgentAlias

:ApplicationInferencePr

:AsyncInvoke
:CustomModel
:EvaluationJob
:Flow

:FlowAlias
:Guardrail
:KnowledgeBase
:ModelCustomizationJob
:ModelEvaluationJob
:ModelImportJob
:ModelInvocationJob

:PromptVersion

BEEES
e

x X
17

>
7|

x
7|

ERAEHE CloudForm
ation &

ik e |

&
fim

LN AN DN BN LN
fm @A @D AD Fm  AD FD D

<
i

X &

X &

x X
D

x
iy

>
7|

Amazon Bedrock
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AWS Billing Conductor

&R BERmESE BFRIEFHE CloudForm
) ation &
BEA
AWS::BillingConductor: :BillingGroup X & v = Ve
AWS: :BillingConductor::CustomLineIte o o
X & v = v =
m
AWS::BillingConductor: :PricingPlan X & v = v =
AWS: :BillingConductor: :PricingRule X & v = Ve
AWS IREEE R AN E
BiR BERmESR BFRIEFHE CloudForm
) ation &
pickicd |
AWS::Billing::BillingView X & v = X &
Amazon Braket
&R EHiREE SE|EBE CloudForm
B ation &
pick:c3 |
AWS: :Braket: :Job X & v 2 X &
AWS: :Braket: :QuantumTask v v B X &
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EREEE
AWS Budgets
EiR BERmESR BFRIEFHE CloudForm
KR ation 8
pick:cd |
AWS: :Budgets: :Budget X & v = X &
AWS : :Budgets: :BudgetsAction X & v 2 X &

AWS BugBust

&R ERiFEs ZEBEEME CloudForm
EE ation &
pick.c 3|
AWS: :BugBust: :Event X & v = X B

AWS Certificate Manager

BIR ERimEsR BHEFE CloudForm
R ation &
pick:cd |
AWS: :CertificateManager::Certificate v = v = v =

AWS Certificate Manager A B IREHE

iR EEmEss ZEBEHME CloudForm
KRac ation &
pick:cd |
AWS : : ACMPCA: :CertificateAuthority X & v = X &

AWS Budgets
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B K FEAEXH A Amazon Q Developer

BR EBiREsS ZE8RUEE CloudForm
B’ ation Ht &
pitkc2 |
AWS: :Chatbot: :ChatbotConfiguration X & v = X &
AWS: :Chatbot: :CustomAction X & v = X &

Amazon Chime

BiR EfimiEss EZEBAEME CloudForm
B’ ation Ht &
RIEEHR
AWS: :Chime: :AppInstance X & v = X &
AWS: :Chime: :AppInstanceBot X & Ve X &
AWS: :Chime: :AppInstanceUser X & v = X &
AWS: :Chime: :Channel X & v = X &
AWS: :Chime: :MediaInsightsPipelineCon
. ) = > X B v B X &
figuration
AWS: :Chime: :MediaPipeline X & v = X &
AWS: :Chime: :MediaPipelineKinesisVide
P X B v B X &
oStreamPool
AWS: :Chime: :SipMediaApplication X & v = X &
AWS: :Chime: :VoiceConnector X & v = X &
AWS: :Chime: :VoiceProfileDomain X B v = X &

HXERRRXFH Amazon Q Developer 80
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AWS Clean Rooms

BiR EBiREsS ZE8RUEE CloudForm
Eie ation Ht &
RIEEE
AWS: :CleanRooms: :AnalysisTemplate X & v = X &
AWS: :CleanRooms: :Collaboration X & v = X &
AWS: :CleanRooms: :Confi edAudienceM
e rgurediud X & /B X &
odelAssociation
AWS: :CleanRooms: :ConfiguredTable X & v = X &
AWS: :CleanRooms: :Confi edTableAsso
o o X 7 /B X %
clation
AWS: :CleanRooms: :Membership X & Ve X &
AWS: :CleanRooms: :PrivacyBudgetTempla
ey > X & /2 X &
te
AWS Clean Rooms ML
BiR ERiREss EBAEBEME CloudForm
B ation &
RIE¥HR
AWS: :CleanRoomsML: :AudienceGeneratio
udi rati < & /B <
nJob
AWS: :CleanRoomsML: : AudienceModel X & v = X B
AWS: :CleanRoomsML: : Confi edAudienc
igur udi < & /B <
eModel
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EHAEERE
iR ERiREsE EBREEBHE CloudForm
=i ation H#t &
patk:c2 |
AWS: :C1 R ML: :Confi dModelAl
' eanRooms onfiguredMode « & /8 < T
gorithm
AWS: :CleanRoomsML: : TrainingDataset X & v = X &
Amazon Eiw% B 8%
iR ERiREss EBAEBHE CloudForm
Eid ation £
RUEHAA
AWS: :CloudDirectory: :Directory X & v = X &
AWS Cloud9
BiR EBiFEE:E Z8RIUEE CloudForm
Eid ation £
pivk:c2 |
AWS: :Cloud9: :Environment v = v B X &
CloudFormation
BiR EBiFE:E Z8RAUEE CloudForm
Eid ation &
R
AWS: :CloudFormation: :Stack v = v = v =
AWS: :CloudFormation: :StackSet X & v = X &

Amazon Zi B #%
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Amazon CloudFront

&R BERmESE BFRIEFHE CloudForm

) ation &

BEA
AWS: :CloudFront: :Distribution v =1 v 22 v 22
AWS: :CloudFront: :StreamingDistributi
v =1 v &2 v =22

on
AWS: :CloudFront: :VpcOrigin X & v 22 X &

1 ERFAEAXBERE (MBI ) BENEXBEHRER. SEEARRFRERREY SR
EFREENER SO AEERGERTIEATSRERKCNER THus-cast- 1EZMEFEFEH

2o

2ERTAEEZERL (HMEFREILI ) EEHNEKBEEER. ARERFAS Y SEEEER#
E @2 Es Y AWS EEXHEES T AWS Bl IR BECEEHETERN . BERBITE
2HERNEREFE  SXACAELANEEEESRE AWS EBXRE REAZBERE (#FE
T4bER ) us-east-1 AWS BEEXEA,

AWS CloudHSM

BiR ERiREsE EBAEBHE CloudForm
E&e ation Ht &
R
AWS : : CloudHSM: :Backup X & v = X &
AWS: :CloudHSM: :Cluster X & v X &

Amazon CloudFront 83
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ERAEER

AWS Cloud Map

R

AWS: :ServiceDiscovery: :Namespace

AWS: :ServiceDiscovery: :Service

Amazon CloudSearch

R

AWS: :CloudSearch: :Domain

AWS CloudTrall

BR

AWS: :CloudTrail: :Channel

AWS: :CloudTrail: :Dashboard

AWS: :CloudTrail: :EventDataStore
AWS: :CloudTrail: :Trail

ERiFEE:E ZERILEE CloudForm
Eie ation Ht &
pitkc2 |
X & v = X &
X & v B X &
ERiFEE:E ZERILUEE CloudForm
E&e ation Ht &
R
X & v = X &
ERiREss EBAEBME CloudForm
Eie ation H#t &
pitgc2 4|
X & v = X &
X & v X &
X & v B X &
v = v 2 Ve -

AWS Cloud Map
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Amazon CloudWatch
BIR ERimEsR BHEFE CloudForm
KR ation &
pickicd |
AWS: :CloudwWatch: :Alarm v = v = v =
AWS: :CloudWatch: :Dashboard X & X B v =
AWS: :CloudWatch: :InsightRule X & Ve X B
AWS: :CloudWatch: :MetricStream X & v = X &
AWS: :CloudWatch: :ServicelLevelObjecti $E /B2 « &
ve
Amazon CloudWatch Application Insights
&R ERimEsE BERAEBHE CloudForm
KR ation &
pick:c 3|
AWS: :ApplicationInsights::Applicatio < & /e « &
n
CloudWatch Application Signals
EiR ERmEss ZEBEEME CloudForm
G ation B
pickicd |
AWS: :ApplicationSignals::Serviceleve < & /e < &

10bjective

Amazon CloudWatch
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CloudWatch Evidently

&R BERmESE BFRIEFHE CloudForm
) ation B
BEA
AWS: :Evidently: :Feature X & v = X &
AWS: :Evidently: :Launch X & v = X &
AWS: :Evidently: :Project X & Ve X &
AWS: :Evidently: :Segment X & v = X &

Amazon CloudWatch Logs

&R EHiREsE SE®|EBE CloudForm
1R ation &
BEA
AWS: :Logs: :AnomalyDetector ) v = X &
AWS: :Logs: :Delivery X & v = X &
AWS: :Logs: :DeliveryDestination X & v = X &
AWS: :Logs: :DeliverySource X & v = X &
AWS: :Logs: :Destination X & v = X &
AWS: :Logs: :LogGroup X & v = Ve
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Amazon CloudWatch A& R EE S

BR EERimESR ZHRAEEME CloudForm
Eie ation Ht &
pitkc2 |
AWS: :0am: :Link X & v = X B
AWS: :0am: :Sink X & v = X B

Amazon CloudWatch RUM

&R ERimEsE BHEFE CloudForm
EE ation &
pick.c 3|
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/ResourceGroupsServiceRolePolicy
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/ResourceGroupsandTagEditorFullAccess
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/ResourceGroupsandTagEditorFullAccess.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/ResourceGroupsandTagEditorFullAccess.html
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AWS ZEBUER : ResourceGroupsandTagEditorReadOnlyAccess

EREBEREEZEEETIAETEE £ F 7 policy. AWS managed R ESHN BRI |, B4
PEBTRENFERNEFERRGSEENTIERGEARAE. #ENAE,

BBRERT ERFANSERIFEER N HERFEERFET T,
FEERI AWS ZEBRNRHRAE , F2H IAM £

AResourceGroupsandTagEditorReadOnlyAccessH i ,

WMELBERWFEES , F20R (AWS XERRSEER) T8

ResourceGroupsandTagEditorReadOnlyAccess.

AWS ZEHE : ResourceGroupsTaggingAPITagUntagSupportedResources

ELKBRERERTABTBRE  £FR T policy. AWS managed R ERNERT W , BEL
VABTRERSBRKEER LS EENFIERGERE, HENAE,

WH RS FEELEMEUHESR AWS Resource Groups 1Zi2 APl X BN MMEERERME
AIEFATAWS : : CloudFormation , 1B AWS: :ApiGateway, AWS::CodeBuild, %0 Bk

SMAWS: :ServiceCatalog. EREMEUEZLELHBRNEREETERNNREFIESTT , LAHFE
SEHEBUEERANANEE, T EERPELNEBUEZELBERPH RN ERERMMENET -

S

« AWS: :ApiGateway BEREEFEE API Gateway BJRH apigateway:PatchiFa , MEZEH FEIR
%= E apigateway:Put, apigateway:Get, apigateway:DeleteFF ™,

« AWS::CloudFormation EfREEFEE cloudformation:UpdateStack
cloudformation:UpdateStackSet&Fd,

« AWS::CodeBuild EREEEE codebuild:UpdateProject& .

« AWS::ServiceCatalog EREMNEE
servicecatalog:TagResource, servicecatalog:UpdatePortfolio,
servicecatalog:UntagResourcefl servicecatalog:UpdateProduct& ™,

BEREERTERBERFERL AP IR CRE R Lo OB ERAENFTA,

HEERI AWS ZEBRNRHMA , F2H IAM £25
ResourceGroupsTaggingAPITagUntagSupportedResources® Y ,

WMELBERNFMEER , B8 (AWS ZEBRSEEE) PW
ResourceGroupsTaggingAPITagUntagSupportedResources,
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https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/ResourceGroupsandTagEditorReadOnlyAccess
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/ResourceGroupsandTagEditorReadOnlyAccess.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/ResourceGroupsandTagEditorReadOnlyAccess.html
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/ResourceGroupsTaggingAPITagUntagSupportedResources
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/ResourceGroupsTaggingAPITagUntagSupportedResources
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/ResourceGroupsTaggingAPITagUntagSupportedResources.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/ResourceGroupsTaggingAPITagUntagSupportedResources.html
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ERAEER

AWS 2 EBURK EIREF B E#

REBLRBFARERELBELR , EREE AWS SERREFNFMAET. NFLEESENE
BiRE  FBEIREEREENHESRGCEEN LK RSS HE,

-3 DU

FHTHIBIR — ResourceG BERFHECEMUBER |, 2

B/VEFHRBHFTA , BIE

UntagSupportedResources Amazon Application Recovery
Controller (ARC) 1 Amazon
VPC Lattice, T3IFF 7] 2578

roupsTaggingAPITag

EBER

kinesisvideo:TagRe
source

kinesisvideo:Untag
Resource

redshift-serverles
s:TagResource

redshift-serverles
s:UntagResource

route53-recovery-c
ontrol-config:TagR
esource

route53-recovery-c
ontrol-config:Unta
gResource

route53-recovery-r
eadiness:TagResour
ce

route53-recovery-r
eadiness:UntagReso
urce

Date

2024 £12 A 20 H
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ERAEER

gE

¥TBUK - ResourceG
roupsTaggingAPITag
UntagSupportedResources

BUERE# - ResourceG
roupsandTagEditorFullAccess

BUERE# — ResourceG
roupsandTagEditorR
eadOnlyAccess

TR — ResourceGroupsServ
iceRolePolicy

U
* ssm-contacts:TagRe
source

* ssm-contacts:Untag
Resource

* ssm-incidents:TagR
esource

* ssm-incidents:Unta
gResource

* vpc-lattice:TagRes
ource

* vpc-lattice:UntagR
esource

* workspaces-web:Tag
Resource

* workspaces-web:Unt
agResource

BIRBHAERE 7 H#BUER |, ML
RUFRLMNBUEZER AWS
Resource Groups E5B &R
AP| X BN FIEEREEME
HEF A,

ERBECENBEK , A8
H b AWS CloudFormation 5f
m,

ERBECENBEEK , B8
H b AWS CloudFormation 5f
ml,

EREFENE T XEERBE
EABRNMBER.

Date

2024 £10 A 11 H

20238 A10 H

20238 A10 H

2022 11 A 17 H
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2% iR Date
BRBACHBEREE BEREBERBERE AWS Z 2022 £ 11 B 17 A
EBERNEE,

ERHERFENREEESE

AWS Resource Groups use AWS Identity and Access Management (IAM) R ERE £, RIS ELS
AERERERZZERBHENKE— IAM ACEE, R EEACHERFEELEER K Y ISXRE
AWS R KREWWUHE A FrENFIERT T,

REEFACATELEFRRMBREERFE  RASZTEEFHMEXENTT. ERFHESERHER
BEFAGNH , YRESEAGHNEERR , MRARRFERFARBTUREEAR®., EHRMNET
A EFEEERKRMFFAIBE , ¥ AZFFUTHREFRERIEMEM IAM B,

NEFRXERBEGACHEM RBNEF , F2RRKEEA M E AWS IAM HE A IR
¥, USKEARNEYE. BEEEAERNR  LeRZRBNRBERAGXHS,

ERFENRBEEAGTA

ERFECATIREEFAGRIERELMENEN. BEEAGEBLNER  UWEEERYAGZ
®E IAM EZEPREAG,

 AWSServiceRoleForResourceGroups

ERBESFEALACHNHF I REDBEELER AWS R 1 |, LUBBIBITEEAKEER , YiSEH
R Eup-to-date, E A FHFEIREHEE Amazon EventBridge BR#% 2% H IRIEHBAE 4,

AWSServiceRoleForResourceGroups R ERZEABECEETIRBREIZAL

* resourcegroups.amazonaws.com

BEEAGMNANRA T AWS ZEBR, REBRREBLNER , WK IAM ERA8FREBK,

« AWS # #### AWS Resource Groups
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://console.aws.amazon.com/iamv2/home#/roles/details/AWSServiceRoleForResourceGroups
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AERFHEEVRBEZRAE®

/A Important

NMREAEFERAGTECHENEMREFTREE , EHEEAEREHREENIRS
B, MBEFEEF  FSREBN PHBANHAES AWS IRE,

FEEVRBEREAE  FRBEELEmBEREFIE,

mEERHENRBEEAG

B RBET A8 4mE AWSServiceRoleForResourceGroups RIS E# AR, RATRESEESRES
SERBERZAC  FULERLIEBRIYAGCREFHERE. AW , BUFEH IAM RiFEAGHER,
MEFHMEF , F2H (AM FREER) PRRERKEEZHE,

MR EREFENRBES AR

REGELEMBEALEMBHE4R R , TRMREHERAE.

/A Important
- AWS B ILEBREKEEAS  BEXEXHAEVZACHNEHEE R BHSHIEE
18

- ERETERMRBRBEGAE , RELN PREMEREE AWS tkF . WREM RIS
&, EREEREMEEEHE M BB AWS R REEBENEE,

FEMRRHEEAE

5/ IAM E£#& AWS CLI, = AWS API Bk AWSServiceRoleForResourceGroups AR E#E A
B, NEFAEF , F28 (AM FAEER) PRREREEEA S,

Console
MERERBERKEEAER
1. BRIAM EEAZEACEH,

EABBERAE TE


https://docs.aws.amazon.com/IAM/latest/UserGuide/troubleshoot_roles.html#troubleshoot_roles_new-role-appeared
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://console.aws.amazon.com/iam/home#/roles
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2. S, B A AWSServiceRoleForResourceGroups K& | ARZBIZREHE Z8HEUT B,

3. EIE MBR
4. EFRPAALSCHER K BREMRACHEERE , REZIBEMER.

AEER IAM TRATNABEEFHRK,
AWS CLI

M ERFARKERAR
EEMBRAE K BE2EBHAR , EASBBATIGT. F2RAEM[E,

$ aws iam delete-service-linked-role \
--role-name AWSServiceRoleForResourceGroups

{

"DeletionTaskId": "task/aws-service-role/resource-groups.amazonaws.com/
AWSServiceRoleForResourceGroups/34e58943-e9a5-4220-9856-fc565EXAMPLE"

}

WREEEER ID. BERNAEMREEASARET, BUNEBKRHNERBETEEE
T35 AWS CLI 5% , RIgE A BRI MRE,

/

$ aws iam get-service-linked-role-deletion-status \
--deletion-task-id "task/aws-service-role/resource-groups.amazonaws.com/
AWSServiceRoleForResourceGroups/34e58943-e9a5-4220-9856-fc565EXAMPLE"

{
"Status": "SUCCEEDED"

}

ERHERBERACIEN B

?ﬂiﬂ
W

BERFEXEEMARERE AWS BE B PEARKERAR. NFFEEN , F2H AWS EF

Ed w2 o
AWS Resource Groups & 4 4 B &5 451

BRIFEFERR , IAM X8  flnBefERE  REERYSSRNERFEERNF, MmMbELER
AWS BIE XA AWS CLITE AWS APl #{TER, IAM BEEENXNEREY IAMBE  BRFETAEEHE
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https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/general/latest/gr/rande.html
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FIENIEEERYITIIE AP RIEWNFFT, AR, EEEMARELEIRERIFTEELFTNE
8

BE T RNMAIERAELES JSON BERXHEY IAM B2 BEBER |, F260 IAM EREERTHNE
JSON REIER EEV K,

ES |

- BRREER

- EHEREETIZEN AP

- AFERAERBMFIECSHETH
- REERRAEE

HERREEK

BoRABREHEERFPNEBASRETUREY, FRIAMKERFEER, ELBETESRSL
B AWS tRFEAEM. EERUSRES 7 HBURE , FEE T EIRERER

- FIEER AWS SEBRRAEBRRKEERTT - EERBRFIRTENCERAENTEER , B
BT R TS EREARGN AWS REBKR., ©MTELN REMA AWS IRF, RAIEZREESR
BREREARS AWS WEFZERXR , WE-FRDH . WFEZEA , F2H (AM E£REE
) T AWS REBURREBBEENAWS ZEBK.

- EAREERFT - 52E IAM BERNFAR  FERTHTERMENFT. KSERLEN , &
UERERERG T AUHBEERRINEEF , EUBARBERTT. WEER IAM ERFFA
MEZHEER , F2EH (AM EAEER) P 1AM PR BERMFF A,

« R IAM BER PR F4GE— S REIFEE - SO LUSHRAFIEEBER |, UREIESEMERNEE.
fFlan | BATLURBEBERRG , EEXEMEMA SSL BEFER R, MREBIE Sl FHRKEE1E
AWS FREE , &t o] LAME B R4 3R 4% F HZ U CloudFormation, MEFFMMET , 552 (IAM £
ZIEE) FH IAM JSON BURTTE © 4,

£/ IAM Access Analyzer B& 3% IAM BUR |, BRFT A 24 B 7 iE BE&4E — IAM Access Analyzer B
BHBERMBBEBEE |, BERELBERER IAM BUEEFES (JSON) #l IAM HR{EEH. 1AM Access
Analyzer 121 100 ZHEBRBRERVENTHWER , THEERREZSHERNBE, NMEFHEE
A, F2E AM FHERERE) PHEEA IAM Access Analyzer B 38 BUE

- EEZEEERE (MFA) - MRENRFIEZE IAM FHESR PR ERE AWS IRF | BB MFA
UESL4M, MEETFEU AP R/ERER MFA | 318 MFA (REFHEZERNEBEE, MEHAE
A, F2E (AM EAEER) PHEE MFA WE £ APl 77HL
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https://docs.aws.amazon.com//IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor
https://docs.aws.amazon.com//IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
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ME IAM D SEEBWAEBRER , 520 (AM EAEIER) PK IAM 22 5EE%,
FEREREMATIEAER AP

% ZE7H AWS Resource Groups MZEmESR L EM AP, BUERE —HHKEFT, ELFFTH4
AATFEIEFEIR AWS IRFAHAERBEERNFHEF. IREEIHBELEFTEBRENE D
BBE , AEEEMAPI P HREERBERNEE (AM ACREFERE ) BELNEREE,

ATHRRELERNAUUEREREFE , FRETIBE (REBSTIHBERMIIFFTHBER ) BEEE
B, mFEEZEA  F2E IAMEREEETNHETRERE

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"resource-groups:*",
"cloudformation:DescribeStacks",
"cloudformation:ListStackResources",
"tag:GetResources",
"tag:TagResources",
"tag:UntagResources",
"tag:getTagKeys",
"tag:getTagValues",
"resource-explorer:List*"

1,

"Resource": "*"

NMERTFERBHEAFIENFHEENR  F2EREEKEFFEH AWS Resource Groups #l 2 & iRigas
AIEF AT RN

R ERAERAMMAECHFT

WEH S REMMBILIBER , A IAM EREREMMEMPERES2WAREZEBER, WBER
SEeEEEAFHEA HAWS CLI AWS APl U REREH A X TR B EN S,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
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ERAEER

"Version":

"Statement": [

{

"2012-

10-17",

"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [

lam:

lam:

lam:

lam:

lam:

1,

GetUserPolicy",
ListGroupsForUser",
ListAttachedUserPolicies",
ListUserPolicies",
GetUser"

"Resource": ["arn:aws:iam::*:user/${aws

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",

lam:

lam:

lam:

GetPolicyVersion",
GetPolicy",
ListAttachedGroupPolicies",

iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

BRiFEHRRAEHE

R

/Ch

:usernamel}"]

AUESDEBRFERAGRS  REERRHNERFHEERNEFN. LGB RMMET 5

BEERVBER , FHEHPAERRE, T8 , RAEEREREproject EARERETWIU TR
MprojectZHBMEEMNER , TR T,

JSON

=1
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BUR )
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"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "resource-groups:GetGroup",
"Resource": "arn:aws:resource-groups:us-

east-1:111122223333:group/group_name",
"Condition": {
"StringEquals": {"aws:ResourceTag/project": "${aws:PrincipalTag/
project}"}
}
}

BB REEZECIRFTINETEA. IREGEBZES|IBproject NIEREN ERalphaE
SRR EREE , AIBEBXENEER project=alpha, BRAIZEREAEFIN, REEEE
project ff& Project M project , RARHGZSIREBTES K/ NE., MBFFHENR , B2
B (IAM EF &3’ FHY IAM JSON BUR T E - %4,

¥t AWS Resource Groups & 2 fMFEUGE T ER E

FRAUTEARGBEDEFIEECFEREREAMN IAM BOEBRNE BEE,
FE

- REEETERBBEPHITHE

o BRAXEBHIT iam:PassRole HIFIE

- RBEARHF AWS IREAN A EFEIENEREA

BERTERFADIATIRE

MR AWS EEFRE SHREABREINT BF , AIXFABRIBERSSRHE, ENERER/ER
HBEERENAR,

THEHIEREEFEAEnateojacksonERFA TR ERGFHENFMEESRNR |, B)8F resource-
groups:ListGroups FFRAIBFE 4,
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https://docs.aws.amazon.com//IAM/latest/UserGuide/reference_policies_elements_condition.html

AWS Resource Groups EREER

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to
perform: resource-groups:ListGroups on resource: arn:aws:Iesource-groups::us-
west-2:123456789012:group/my-test-group

FELERT , Mateo 2EFREBEEFTHMHBEK , AFFMEA my-test-group EEFE

resource-groups:ListGroups &R,
R AKREBEIT iam:PassRole RyIZHE

MRBWBEER |, EHEEEHIT iam: PassRoleB)F , BNBERLAER , UAFEKAGEER
EREHE.

BE AWS B AIREEREACEERGERE K MARBUFNBEACIRBEEAC, NF
TR , ELARERACBEEZRBNFTT.

E®A K IAMmarymajor A EERERA TR AEERHETHTEFE , ERETHIEHIER,
BR , BEFRBEHEEBRBACR TN T, Mary REKAGEERRRBHF,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEEERT , Mary WBUERABEEH , AFFM#IT iam: PassRole Bk,
MREEFEERE) , BHEEZN AWS EEBE, FNEBEESRHENEERE.
REEARF AWS IRFANABFERRNEREHE

BUNRN—EAE  BEMRFINERENEEBATNAEFIENER, LU IEEZ R
EEENHENEXAR, HHXEERERNBERIFEUEHIEE (ACL) BVARES , &I LUE A ALK
RRBEFAETFIENE RN,

MEE-—FTH K FL2EUTRE

- BETHERMAREXEBELYRE  F2H ERAHEMNTE IAM BB &R,

- BETHENMEAWS 1RF EEHEHN ERERAEFIE 260 (AM EHEER) FHESHE
B AWS IRF 895 — 1@ IAM £ & PR FEE,

- BETHNMEERNFERERMRIGE=7 AWS IRF , 2K (AM EREER) PHNEFEUER
HieE =5 AWS IRF #H,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
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. le] THRNAEBHE G oRUTFEE , 528 (AM £AEER) PHEFEEREEENIE
T5BRINFERE BEED).

- MFTHREASENEFREBRRETEIRFFRCEANZR , 528 (AM £REER) 8 IAM
PR EBRE ERFE.

ERFAPGEsRAEE
P& AWS Resource Groups EjfE#& & A AWS CloudTrail,
£/ 528% AWS Resource Groups API A} AWS CloudTrail

AWS Resource Groups MZ&miEE O lREES AWS CloudTrail , SLIREIRHERE. AEH &
BREASZEBRRESR P AWS REFTHRIEERN G, CloudTrail €i5& REHNFTE APl FILEEELA
= SERBERBEREBFESRIESNELN | URREHEREHE APISERNBEWN, mRE
BYEER , BT L& CloudTrail B4 8 HE Amazon S3 REFHE  SREREMEANSEH, BIME
BARFREER , AT LUEIR CloudTrail EEAEPNEHREEHEREZHEMH. £ CloudTrail I
EMNEF BB RERFAREAER, REBERW IP ik, BHFBEROAS, BEBEROKE
B, AR EMEFHEER

EEH—25 T # CloudTrail , 528 "AWS CloudTrail fEH &M -
CloudTrail HHYE REFHEEA

BB AWS RF K , SEEMIRS LA CloudTrail, EEBEERFEIERRESRFIZETP
BAR  REHEREAELLHFPNEM AWS BRBEH —FEEE CloudTrail B4, B E
AWS tRFE iR, BSNTHRONSEH. MFFRER , F2H (ER CloudTrail S E L FEHR

HEMHD https://docs.aws.amazon.com//awscloudtrail/latest/userguide/view-cloudtrail-events.htmlo

EERERESE AWSIREFFNES , S RBRERFENEY , BELEN., HERBEE CloudTrail #% BE
BRI ZE Amazon S3 f#ZiTHE. RIFER  ELEIRABRURRE , RREEATME EBHE,
MR AWS S EIEFIEESNEGH |, Wig A FEREEIEIBEN Amazon S3 #FETE. It
S, IO LARREE At AWS BRFE , LUE—F T MEREE CloudTrail BEFMMKENEHER, MEFMA
B, B2HE

B ERAEE
» CloudTrail X EHRBNES
« EXXE CloudTrail B Amazon SNS &4
- #EZEEFEW CloudTrail BFER , MRS EIRFEWK CloudTrail HFFER
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com//awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com//awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com//awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html
https://docs.aws.amazon.com//awscloudtrail/latest/userguide/getting_notifications_top_level.html
https://docs.aws.amazon.com//awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com//awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
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CloudTrail 228 FTE EREAEIE , WFCEEAE AWS Resource Groups APl 2Z /1, CloudTrail 1 #Y
ERBEBESERBEN , EXRresource-groups.amazonaws.comA AP| ix 2, #la | ¥
CreateGroup, GetGroup BAK UpdateGroupQuery B){E% HAI A ETE CloudTrail HRFER+TE
4#18H, CloudTrail R ERETFNERFEESBE , WLLAEE APl ImBresource-explorerlf
ARFNEHET.

B-EEMHUARERNSLSELEFRENET. B EATHEEHE T3IEH !

BEARE IAM EAERFRL,
. E&%Eai}i ¥, REEATREACIBMES S ERAENERRZEER.
- FREBEHHEM AWS BRBREH,

MEFMER , 5520 CloudTrail userIdentity THE,
THRERFEBFERER

BHtRE-EEE , ERBMHUERERNEARNREIEER Amazon S3 #7778, CloudTrail BF
BRUS-—VSEEAFER, —EEHAEARFRENE-FR , AIEFRBDE,. FRHBHAE
B, FRBEFEA. CIoudTra|I AFERAIFKRNE API FFUDERIGC SR R EUEM
BEEFLHR.

LTEHERNERRER CreateGroup B4R CloudTrail BEEHEE .

{"eventVersion":"1.05",
"userIdentity":{
"type":"AssumedRole",
"principalId":"ID number:AWSResourceGroupsUser",
"arn":"arn:aws:sts::831000000000:assumed-role/Admin/AWSResourceGroupsUser",
"accountId":"831000000000", "accessKeyId":"ID number",
"sessionContext": {
"attributes":{
"mfaAuthenticated":"false",
"creationDate":"2018-06-05T22:03:47Z"
I
"sessionIssuer":{
"type":"Role",
"principalId":"ID number",
"arn":"arn:aws:iam: :831000000000:role/Admin",
"accountId":"831000000000",
"userName":"Admin"

}
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}

.
"eventTime":"2018-06-05T22:18:237",

"eventSource":"resource-groups.amazonaws.com",

"eventName":"CreateGroup",

"awsRegion":"us-west-2",

"sourceIPAddress":"100.25.190.51",

"userAgent'":"console.amazonaws.com",

"requestParameters":{
"Description": "EC2 instances that we are using for application staging.",
"Name": "Staging",
"ResourceQuery": {

"Query": "string",
"Type": "TAG_FILTERS_1_0"
},

"Tags": {

"Key":"Phase",
"Value":"Stage"

}
I
"responseElements": {
"Group": {

"Description":"EC2 instances that we are using for application staging.",
"groupArn":"arn:aws:resource-groups:us-west-2:831000000000:group/Staging",
"Name":"Staging"

},

"resourceQuery": {
"Query":"string",
"Type" :"TAG_FILTERS_1_0"

}

+
"requestID":"de7z64z9-d394-12ug-8081-72zz0386fbcbh6",

"eventID":"8z7z18dz-6z90-47bz-87cf-e8346428zzz3",
"eventType":"AwsApiCall",
"recipientAccountId":"831000000000"

}
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{
"Statement": [

{

"Principal": "*",

"Effect": "Allow",

"Action": [
"resource-groups:CreateGroup",
"resource-groups:GetAccountSettings",
"resource-groups:GetGroupQuery"

1,

"Resource":"*"
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