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https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/

Amazon WorkMail EERER

HFHEERF L , RIONEBEUERT AWS Ik ZIEHEH AWS IAM Identity Center 2% AWS Identity
and Access Management (IAM) RENARAF. X , 8MNAFPRREBETHIERIRAMENNR.
REWEBIE AT AR EIE

s NENMNKFFERZESHRIE (MFA)
« FAF SSL/TLS 5 AWS BREE. BMNERFER TLS 1.2, B TLS 1.3,

- FRIRE API MAFPES BE AWS CloudTraile XA CloudTrail RERIHIR AWS SEFIMEER |
EZ# (AWS CloudTrail AF1ER) FHER R CloudTrail £

- £ AWS MZE#ERT RUAREFHRAERIALZ 24 AWS RS,

- FRASRIEERZLRS ( HlW0 Amazon Macie ) , BB BT AR Z#E Amazon S3 A EY B
iz

- WMREE AWS BE G SITRES AP #TIHEINEELT FIPS 140-3 RIEM INZER | EER
FIPS i . BXAAMN FIPS IsRNNEZER , B5H (XERFEELEIRE (FIPS ) % 140-3
MY https://aws.amazon.com/compliance/fips/o

BABRWE RN BEERHBER (WEFFNE TR ) RAREHEABAXEFE
(WMBMRFR ) . XBEL AWS RS ERZH A, APl WorkMail 5 Amazon s E ML AWS
CLI&fERt AWS SDKs, AT EMHMNIREDH B B A XA FZRPHANEAHRERTE2A TSR
Y AE, WREMABRSF[/RM URL , BB EFEENUL P I EFIEEERBIEX Z RS R
RYTE R

I 5 5%h t04a] WorkMail £ AWS KMS

EFMEBEARE 28 , Amazon XA IS # WorkMail 48 4R B} 58 5 49 P B BB 4433 17 WorkMail &
BANE , BAFHEES , ©RERMBRIXLENGE, BREZRAMNE, HTRIPARFPEENNRR
£ , Amazon £/ WorkMail T AWS Key Management Service (AWS KMS),

Amazon WorkMail JE 12 T AR PR A EZ BN MNZR B FRRA4FAVEDT, LNZRThEERER AWS
KMS, BXEZEE | BHSR B ACLA NS MEH B FlB4F,

S
« I 5% WorkMail jnz?
o BIXMERH CMK

o 5% WorkMail INZZIRE
o ST D5 2K WorkMail E3 AWS KMS
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-trails.html
https://aws.amazon.com/compliance/fips/

Amazon WorkMail

I 5y WorkMail inz?

#£ Amazon ¥ WorkMail , 8 MAR TSR SN , AAPNEBINAFRNN—MEE. FIEER
(SFEEFHENBRM ) BFEERFNEBED,

AT RIPIER Amazon WorkMail AR FHERFEAN S , Amazon 2EFTE BB B AR < s Xt H it

1T WorkMail 1i%. EA%EFRHEERENATE 76,

BREEMEAE—NBRENZRZAETNR, B4ZAZMERARY , BEFHILNAH T 1258
RYME— INZ R4, BRFERIAMER AWS KMS F/7 &4 (CMK) #ITINE |, ZEAKZF 24T AWS
KMS RZRES. TEERT AWS KMSHMZHEE, MEBEEEZEA, MBHBEZAMALH CVMK

ZERIR R,

-

N
Customer master key
AWS KMS )

Mailbox key

v

o

Message

Message

s

P

P

Message

Mailbox

T 557k 4047 WorkMail £ AWS KMS
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Amazon WorkMail EERER

NALIRE CMK

B2 Amazon WorkMail A4RRT |, BA]LLUERE R IZA R EFE AWS KMS B E %4 (CMK), It CMK R
FiZALRPHEREZER.

R LAA Amazon ERERIAK AWS £E CMK WorkMail , th AJ LA R BCHENERNNEEF
& CMK, BXEZER , H3 (AWS Key Management Service F X A RIE/E) FHEF 54
(CMKs)o ZAIARBNMNALRERERLN CMK RFEH CMK , E— Bk CMK , REZEHE,

/A Important

Amazon X WorkMail Z#EX# CMKs, B8R CMK, BXHE CMK X1 #7
ERIENFVEEY | BSR (FREARIER) PRI HFIENFR CMKs, AWS Key

Management Service

EERFRALN CMK , BEAIERKFWUA AWS CloudTrail BES%EB., AWS KMS
B ERFERYME— N Z A

LB EHRFERT , Amazon WorkMail &3 HA\EBRYBRFE £ X —NE— /Y 256 1 & R N8 (AES) Xt
MINZ24A |, HRERE 4. AWS KMS Amazon WorkMail {5 F3 Bf 58 2248 Sk 4% 37 B 58 7P 2 S e 4 89 40
R4,

HTIRIPERFEZR4A , Amazon WorkMail 3R AWS KMS SH4E4AH CMK TRYBBFEZ4AFE TN, A
&, e NRNERE R EE R T HRIES,

® Note

Amazon WorkMail &£ X #REBFE M2 2 4A KR H R 240, LABT , Amazon A IEX #RZREAXY
WorkMailfR#F BN . EEALERANES NEERS  HEALERARBZEA, A
B AZAZEHAN CMK RF . RIBWIRETEERENMTHEZAN . LERT T MR
RBEEENES,

kA SEL TS

LA EaB AR INHRAFET | Amazon WorkMail &7 BB 58 2 SNBY BB 44 4 B — N MHE— B9 256 {2 AES X #5
mZEZ4E, AWS KMSEfEHIXANEEZ A EEHITINE, Amazon WorkMail Xt BB 82248 T HYH B
FEBTINE | HENFAHEFASHE—EFE. AR, eEAALHN CMK IR,

T 5% 4047 WorkMail £ AWS KMS MRS 1.0 11


https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys
https://docs.aws.amazon.com/kms/latest/developerguide/find-symm-asymm.html
https://en.wikipedia.org/wiki/Advanced_Encryption_Standard

Amazon WorkMail EERER

IR RTERAE

Amazon WorkMail 12 EFER , 2FEAUTIERERA TERMNZERFHERFE,

« WEFH AWS KMS Z /ABIHRFE WorkMail 4 EXME—#Y 256 {2 AES XN #RINZE 4R

. WD WorkMail #:2H “ AWS KMS 155" 45, 45 AARMEBERATES T34 (CMK) Kb
R, AWS KMS BB CMK T Mz db EZ 41 15 3o

« Amazon ¥ N %% &Y BB 58 %7 £ 5 BB %8 7T BUHE — &2 WorkMail F4#

InZRHR FEE B

EXHEE# TN , Amazon WorkMail £/ LA T RE,

1. WS WorkMail J3 8 B £ —NEE—H) 256 i AES X #H#H. EREAEXREEZANSRME
FrAE (AES) B EX A BEEHRTINE ., AWS KMS

2. R TRPEBFEZR4A TR EEZ4E | Amazon WorkMail EEMEZMERE |, ZBRBABRLUNBEERE
fitfo

Amazon WorkMail A “ AWS KMS ## %" RIEHZ AMBHIMRFEZRZH. AWS KMS FREALRN
CMK fEZHRFE 4R | ARSI ABRFE 2 4AR B4 Amazon, WorkMail

3. Amazon WorkMail {8 A 48 X Z<HR FE 25 4R M & R N BB FRAE (AES) ESEXT SN ERRY BB 4 22 £A 2 1T I 28
AWS KMS

4. Amazon fF In%H 8 %48 WorkMail FEEMBEEN THEF , LERTUNEHRTHE,

FREZHRFEE B
EMPZHEE | Amazon WorkMail 8 LT HE,
1. Amazon WorkMail A “ AWS KMS f# 2" & EHE AMZNERFEZEH. AWS KMS EAHLALR

CMK fEZRHRFE 4R | A4 St ABRFE 2 4AR B4 Amazon, WorkMail

2. Amazon WorkMail {5 Ff £8 SC A BB 56 22 47 M = AN B IR A (AES) BIENRERZ /NIRRT I Z BR 4 2240
AWS KMS

3. Amazon WorkMail & F 8 XA H B 22 4Rk SR 22 N 22 YR B

T 5% 4047 WorkMail £ AWS KMS MRAS 1.0 12


https://docs.aws.amazon.com/kms/latest/APIReference/API_Encrypt.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_Decrypt.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_Decrypt.html

Amazon WorkMail EERER

Z TR

R T IREMREH R APRE HH X BN AWS KMS , Amazon A # WorkMail EESNMNEFIRNE
NEXABEZRARSZ — o8, EEFHLE RN, SHBRBEZEHR. IREEEFHEFTEZEFIHAYHR
F#4R , Amazon WorkMail ATSAMEFHIREVZZEA , MALREA AWS KMS, MEZPEEFEFS

R, HEXKEF2UAXERBEABE P,

BIXEH CMK
4 Amazon 1E M EMEH WorkMail EEAZEF 34 (CMK) Y , ERRBEERTE,

ERREMHER AWS KMS EF E%4] (CMK) SREVEZ , EBAYNEBTUTNIR, EBHE IAM F
B 2% 25 40 SR R P 18 TE X LE PR B VAN BR o

* kms:Encrypt
* kms:Decrypt

* kms:CreateGrant

EAYT CMK RAFEBALD#HMIER WorkMail , B8 AT kms: ViaService &t 5E — 2

H. workmail.<region>.amazonaws.com

LR ENE LT XHRZAARERET CMK BT INERENZRME, Fl, 7I7E IAM A K
NHEPEAFRHRERGEER , RERNPEARNIR,

AWS & CMK B4 KR

AEYTEBRKXAFAIREEREN , Amazon AWS WorkMail 3% CMK N ZR4AER T AFRFAER
CMK #1THEERE. WorkMail Z4AKBEARRVFEMAFEEFER CMK,

W ZAREERE AWS HEZAWRBEL , SRZBRSKEY, BT EERZARK , 877
BE, BXEMAEER , B2/ (AWS Key Management Service F A A RIERE) FHEEZBHER.

ZARMPHRBBAEEUTN

- RFKFMXOAFFER CMK #TINRREMGIZEZNR , B2 3% WorkMail KEMAI AL
HiER, kms:ViaService $:44-%34A 058 S5 HE L PR &,

- RFiZ AWS K RIZ IAM Kl |, RFAFES CMK BHEMBUERN.

LA 2 Amazon AWS WorkMail 3% CMK REIH <R,
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https://docs.aws.amazon.com/kms/latest/developerguide/policy-conditions.html#conditions-kms-via-service
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-viewing.html

Amazon WorkMail EERER

JSON

"Version'":"2012-10-17",
"Id" : "auto-workmail-1",
"Statement" : [ {
"Sid" : "Allow access through WorkMail for all principals in the account that
are authorized to use WorkMail",
"Effect" : "Allow",
"Principal" : {
"AWS™ . "M
},
"Action" : [ "kms:Decrypt", "kms:CreateGrant", "kms:ReEncrypt*",
"kms:DescribeKey", "kms:Encrypt" 1],

"Resource" : "*",
"Condition" : {
"StringEquals" : {
"kms:ViaService" : "workmail.us-east-1.amazonaws.com",
"kms:CallexrAccount" : "111122223333"
}
}
3, {
"Sid" : "Allow direct access to key metadata to the account",
"Effect" : "Allow",
"Principal" : {
"AWS" : "arn:aws:iam::111122223333:root"
}I
"Action" : [ "kms:Describe*", "kms:List*", "kms:Get*", "kms:RevokeGrant" ],
"Resource" : "*"
} 1

{55 A & 3% 524 Amazon WorkMail

BR T ZEAKBE SN , Amazon & WorkMail fEBR R A ENALRINT CMK IR, EEFZKF, H
CMK MY , iEfEAListGrantsi®{E,

Amazon WorkMail £ #Z X [1iZ ALK H CMK RN TR,

A fikms:EncryptfoiF Amazon WorkMail il % BB 78 % £ B9 A PR o

T 5% 4047 WorkMail £ AWS KMS MRS 1.0 14


https://docs.aws.amazon.com/kms/latest/APIReference/API_ListGrants.html

Amazon WorkMail EERER

* 7 fikms:DecryptR¥F Amazon WorkMail £/ CMK fEZERFEZEARINR. Amazon RN A
WorkMail FEZE LR , BN FERBFEESNBEREANR EZFRMENAFNEL LT, ZiF
RAGER AWS K RVIER, HENHALEFE - CMK BF , Amazon F& WorkMail 12 1R,

AT RIETRN , Amaz CreateGranton AR BN IZA LM A F B WorkMail 8. AT RIZRIN
AR PRk B ZEAKEE, XI5 WorkMail RRBNAFRHERN , ZBERAFKF AP E
HCreateGrantf4£#) CMK,

A REGE R VFIKF root X AWS RERHANEN, BR , WREHHERN , Amazon
WorkMail 753% #% 2 {8 BR 58 P Ry i 2 Bz o

I 5% WorkMail jnZ335 48

MZEETXR—AESEEEFNZHENREN. YEENBRRENBERDPEEMEZE LT X , 2LU0
= AWS KMS AXFME L T XHERMBEHE. ERERIE , ZX5FAHBHMNE L TX. X
EZEE |, HS AWS Key Management Service F X A RIEEFHINZERNE,

Amazon EFTE INZ R4S WorkMail EAHERER AWS KMS MN&H E TXER. EaERMBZE LT
FEEIHE RN B ERFRIRINFIRE ( HE AWS CloudTrail ) , FF N LT XAEERKBANER D
TENHERME,

EXRWINZFAZERD | AWS KMS Amazon WorkMail {2388 | H B4R

Haws:workmail:arn , ERNELKNTL S#EREF (ARN).

"aws:workmail:arn":"arn:aws:workmail:region:account ID:organization/organization-ID"

flgn , AT NE £ TFOFRAIEL ARN BEERMEX ( ZR=) (eu-west-1) XFH,

"aws:workmail:arn":"arn:aws:workmail:eu-west-1:111122223333:0rganization/m-
al23b4c5de678fg9h0ijlk21m234no56"

Y5120 5 b 5 2 #Y WorkMail Bz AWS KMS

IEALAE A AWS CloudTrail 1 Amaz CloudWatch on Logs RER BRI S AWS KMS R K&
WorkMail ZiEHER,
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https://docs.aws.amazon.com/kms/latest/APIReference/API_CreateGrant.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#encrypt_context
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_Encrypt.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_Decrypt.html

Amazon WorkMail EERER

Encrypt

HIBBRMRFER , Amazon WorkMail 24 BB HAH AWS KMS XN ERFEZ4A# TN, 15

# WorkMail [A1 &KX NZER , AWS KMS H G2 81 XXHRFE 247 ML B #h4H 42 1Y CMK #RiRFAF,
WorkMail

123k Encrypt BENSEHEUT REISEHEL. AP R Amazon WorkMail fRSs. XES#HEE CMK

ID (keyId) F1iL & # WorkMail 4A4REYINEE £ T X, Amazon WorkMail &£ ABBFEZ4 , (BiZZH
F£12% 7 CloudTrail BEH,

"eventVersion": "1.05",
"userIdentity": {
"type": "AWSService",

"invokedBy": "workmail.eu-west-1.amazonaws.com"
.
"eventTime": "2019-02-19T10:01:09Z2",
"eventSource": "kms.amazonaws.com",
"eventName": "Encrypt",
"awsRegion": "eu-west-1",
"sourceIPAddress": "workmail.eu-west-1.amazonaws.com",
"userAgent": "workmail.eu-west-1.amazonaws.com",

"requestParameters": {
"encryptionContext": {

"aws:workmail:arn": "arn:aws:workmail:eu-west-1:111122223333:0rganization/
m-al23b4c5de678fg9h0ijlk21m234n056"

I,
"keyId": "arn:aws:kms:eu-
west-1:111122223333:key/1la2b3c4d-5e6f-1a2b-3c4d-5e6f1la2b3cad”

.
"responseElements": null,
"requestID": "76e96b96-7e24-4faf-a2d6-08ded2eaf63c",
"eventID": "d5a59c18-128a-4082-aa5b-729f7734626a",
"readOnly": true,
"resources": [
{
"ARN": "arn:aws:kms:eu-
west-1:111122223333:key/la2b3c4d-5e6f-1a2b-3c4d-5e6fla2b3cad”,
"accountId": "111122223333",
"type": "AWS::KMS::Key"

1,
"eventType": "AwsApiCall",

T 5% 4047 WorkMail £ AWS KMS MRA< 1.0 16


https://docs.aws.amazon.com/kms/latest/APIReference/API_Encrypt.html

Amazon WorkMail EERER

"recipientAccountId": "111122223333",
"sharedEventID": "d08e60f1-097e-4a00-b7e9-10bc3872d50c"

Decrypt

WERIN., EFRMERHEFEE E BT , Amazon WorkMail £E3R AWS KMS i ZHR5E 4R, 5 #h
WorkMail B KX fAZER , EhEEINE AWS KMS WERERANT D HA LR CMK $R18%5,
WorkMail

2% Decrypt BIENEHSLUT RAIEHEL., AP R Amazon WorkMail B, XESHBIERIC
FERASHWINZIFER (RN blob ) M Amazon AL IR LT, WorkMail AWS KMS
MEZXHIREL CMK B ID,

"eventVersion": "1.05",
"userIdentity": {
"type": "AWSService",
"invokedBy": "workmail.eu-west-1.amazonaws.com"
I
"eventTime": "2019-02-20T11:51:10Z2",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",
"awsRegion": "eu-west-1",
"sourceIPAddress": "workmail.eu-west-1.amazonaws.com",
"userAgent": "workmail.eu-west-1.amazonaws.com",
"requestParameters": {
"encryptionContext": {
"aws:workmail:arn": "arn:aws:workmail:eu-west-1:111122223333:0rganization/
m-al23b4c5de678fg9h0ijlk21m234n056"
}
I
"responseElements": null,
"requestID": "4a32ddal-34d9-4100-9718-674b8e0782c9",
"eventID": "ea9fd966-98e9-4b7b-b377-6e5a397a71lde",
"readOnly": true,
"resources": [
{
"ARN": "arn:aws:kms:eu-
west-1:111122223333:key/1la2b3c4d-5e6f-1a2b-3c4d-5e6fla2b3cad”,
"accountId": "111122223333",
"type": "AWS::KMS::Key"

T 5% 4047 WorkMail £ AWS KMS MRA< 1.0 17


https://docs.aws.amazon.com/kms/latest/APIReference/API_Decrypt.html

Amazon WorkMail EERER

iF
"eventType": "AwsApiCall",

"recipientAccountId": "111122223333",

"sharedEventID": "24lele5b-ff64-427a-a5b3-7949164d0214"

Amazon B B4 fMiF k& E WorkMail

AWS Identity and Access Management (IAM) AWS BRSs AI#HBIEE R T2 iR 53X AWS BRI
FRR. IAM EE R EHE T AES FHRIE (BF ) RN (HENRR ) £H Amazon WorkMail %
Ro BAILMER IAMAWS RS , TEXSFNEA,

£}

- B

- EASHHITHHEUE

- ERARBERERH

o 0 53#h 304 WorkMail £ IAM

Amazon WorkMail £ F &4 8 BEE =61

« X Amazon WorkMail & % 17 713 17 S EHERR

AR

BEIE A 53 AWS Identity and Access Management (IAM) Rf&H B EMR :

- BREAF  MRETEHRIEE , BNEBRLERNR (1ESHX Amazon WorkMail 5 15 #1757
HATHREHERR )

- REEER : BEAFHENBRHRINRER (1FSFEIL D% 047 WorkMail £ 1AM )

« IAM BEER  EATERFRNRWEKE (F5ZSFAmazon WorkMail EF S EETHA )

£ & 21T B IR AIE

SHRIERE AWS FRAFHEIEZRRN AN, BLTL IAM AF FH3TH AU AWS IKFRA
P, EBETEE IAM Ae# 1T ORI,
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Amazon WorkMail EERER

ST LAME ISk B 54 RAVIEPH AWS IAM Identity Center ( 51#0 ( IAM Identity Center ) , B S&FKE
B UEE Google/Facebook iEF , MERE H M B R, BXBRNELZER , 5251 (AWS Ex AF
) PO EREN AWS IKF,

S FRIEFE , AWS 124t SDK M CLI KX ERFITINRZEE, BXREZELR , H3H (IAM AFE
B HMERT APl ERAWS LZ A 4,

AWS K F root A F°

BIER AWS K™ , BRESB— 1B AWS IKF root BFNEREH , ZHDAUT2HRAAER
B AWS RS MR R, BIMNBNEBUAEFARAFHTEERES . AXERBAFRIENGES | 8
25 (IAM fFiEr) PREERASRIENES.

IAM A P~ &F4A

IAM AP RMENMARRNARFEFRENRN — 1540, BUERARNEIE , MIEEFKHEIE
B IAM AP, BXEZER , B2H IAM AFERETHNERARASEAS O RHAFNRS S HRIE
F B AWS i A I B IE B AT 5 o

IAM (HIEE—4H IAM AF , ETERMN AKERAFP#HITNRERE, BEXEZER , 555 (AM A
FIERE) i IAM B E R =46,

IAM A&

IAM BEREERENRNSH , TRHEIRNZEILE. BABIMNAFTRE IAM A6 (ZFHE ) R
A AWS CLI 5t AWS API RERRAB R, BXEZEER , BZH (AM AFERE) FHEEAE
By 5 %

IAM B FERREAFHE, me IAM BFRR, BIKFiGE, BRS 7GR R E Amazon EC2 Lz
THRAREFHEEER. BEXEZER , B5H (AM AFEE) B8 1AM F Y EIK P &R,

fi F SR g E R 13 (7]
SR AWS B SIS ST M INE AWS B RAFRBH TR R KRELT550R

RRRKETONR. AWS EZERAR B BRI IFEXLEBR, KSHEREELL JSON X1y AWS F&
A FREEP. BX JSON KBXHEHNESEE , F2H (IAM B Em) F 8 JSON KR,

EREARE , BYEBNEETAEAARKAE T LT RHIT WL REREEER TR

o

N M
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https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_sigv.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/gs-identities-iam-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json

Amazon WorkMail EERER

MABRT , AFNAERENR, IAM EE R IAM REFREFIBEEH , REAFTNUE
EXEAE, IAMERKBEUNR , SHRITREMANG ETLR.

ET BRI REE

ETHNNRBREMMBSH (A/., AWAR ) B JSON NRKMI A, XEREIZH 557
BHATH ARE, HBERFEHRTUAREMLAZHTHT. BETHROMCIRZETSONKRE , §5H
(AM AiFfEr) PEAESEEREERE LB EXL IAM IR,

ETHEMNIRBEALURARKKRE ( EZRAZNENGHP ) AEERE (HNEZNHHHIRLE
B ) o BETHROAEREEREMAREKE 2 BRITER , H2H (AM AFERE) PRERERRSE
NER R B < R AT

ETHR K

ETHRAYKESZ M NE R IR JSON KX, T~HI2HE IAM BREERKEMN Amazon S3 71
K, EXRHETRARNEBARSH  BRSEERATUERACIREFNBERFNLR. SLMIE
E T RIRAYREE P IEEE K,

ETRFNRERNM T ZRSFHRNEKERKE, ETREETRARNKBEHER IAM FE AWS EX
B

AR SR (ACLs)

HREFIFIR (ACLs) 2HIBLEREA (KFKA, ARZA. ) BNBRER, ACLs SETHIRM
REERM , RECAIAER JSON R,

Amazon S3 #l Amazon VPC fi2 X FH RS ~¥| ACLse AWS WAFE T EZ{EE ACLs , ESH
(S fE R FM RS A EIERE) R ERIES SR (ACL) BHiR,

HREgRE

AWS ZHHMRREER  XEFHERAAUREFENNRERERFHRANR

- NRBA -ZEBEETEONRBEILURET IAM AN RANE, BXEZEE , 55H (IAM AF
B FH IAM SEEHBRD R,

o FRSIEFIKRE (SCPs)-EHFIEEALARALEMINHZE AR AWS Organizations, EXREZER , B
25 (AWS Organizations A5 HY ARSI IR BE

o BWRIEHERE (RCPs)-ZEKF AR FENHZRATHANE. BXEZEL , B8SH (AWS
Organizations FAFER) M EIRIEHIKE (RCPs),.
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- 2ERK - ENACTRSAF RGN SER , FASBEENERRE. BXESER , BS
5 IAM BF$ER) PR EERE,

S REERE

SN REPWRBEA T —MERE , ERORREMERNELIRR, BT HRES RS HRBEER
WA AWS ER B AVER , FSH IAM AP EE R R ITEEE,

I & #h a04a] WorkMail £ 1AM

EEA IAM BB D28 175 R A PR 2 8 WorkMail , &% 7 #2315 5%h 7] LA{E F R LE 1AM ThEE
WorkMail, E4HE 7 ## 1 &% WorkMail MEM AWS RS NAE IAMBEER , F5E IAM B
EHRHES IAM B EEFARAWS RS,

£

. W% WorkMail ET 5 HHBEE
« Amazon WorkMail & F &R EBUR
- ET WL WorkMail #rZH RN
I 5% WorkMail IAM &€&

I 5% WorkMail EF 590 BEE

BEEA IAM ETEMNERE | SALEEARAFSIELNBREMNTRUR A IFSIELIRIENS
. Amazon WorkMail Z#F4SEMIRME, REFNZHGE, ET7HE JSON XEEHEANFMETE , B
21 (IAM BFPiEE)Y B8 IAM JSON FTESE,

BR1E

EIE R A LAER AWS JSON REERIBEW ARG RMT L. HHRY , BN EAEATLIMT AR RIMITER
E , UREMFARHETHIT,

JSON REEHY Action TEMRTA TERKP AFIIEL B RINVRE, ERBHFISREUARTR
ITRERERRR,

Amazon/ iy SR BE R ETE R VEBT WorkMail EA A T aI %k :workmail:. fltn , E&RFHE A WorkMail
ListUsersi@id Amazon APl #EKRZAFIIRINER , BFEE R Zworkmail :ListUsersi#FE
SHEMIMKEIE R, R FAMMEE Action 5 NotAction ;tE. Amazon WorkMail EX T EHE
B —ARE | XERERRT B UERLRSHITHES.
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Amazon WorkMail EERER

EERMEUREESTURE  BEMAESHENRIT , MTHRR

"Action": [
"workmail:ListUsers",
"workmail:DeleteUser"

BT ERBES (%) BESMRE. Hln, BEIRTELLRE List FANAERE , 8FUTE
£ -

"Action": "workmail:List*"

EEEFTI# WorkMail #24E51% | F5H IAM B 1ER WorkMailh #yL &#h E Y Ay 1E,

IR
EIE R A LAER AWS JSON REERIEEW ARG RMT L, WHRYH , BN EAATLIT AR RRITER
&, BAREA ARG TIIT,

Resource JSON KB TEIEEZRENAREN —IHZ IR, FAZEREK , BEMAE Amazon
RFEEW (ARN ) EERK, NTAGRRENRONEE  BEABER () EREINATHER

3
o

"Resource": "*"

T 5% WorkMail X35 T 5 #h4H DR ERRNPR. WorkMail

Amazon WorkMail H4RFFEERFLLT ARN :
arn:aws:workmail:${Region}:${Account}:organization/${0OrganizationId}

HXRERWEZEE ARNs , FS 1 Amazon FREAF (ARNs) # AWS RE @& ZEiE,

flan |, BEEBEBAHRIEE m-nlpq2345678r901st2u3vx45x6789yza 4R | iEFEALLT ARN,

"Resource": "arn:aws:workmail:us-east-1:111122223333:0rganization/m-
Nlpgq2345678r901st2u3vx45x6789yza”

EEERTREKSHFAALAR  BEABEM (%)

"Resource": "arn:aws:workmail:us-east-1:111122223333:0rganization/*"
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KL Amazon WorkMail 4 ( flanel B2 7R IEE ) TENBFERFRNIT. EXEERT , B40E
RABER (%)

"Resource'": "*"

EEEFT L% WorkMail BRERK HBIER ARNs , 155 IAM A F R’ WorkMailF B9 A mazon EX
HER. BETHEUUAESHERN ARN I5EWMLIRE | ESHE A mazon BIRE, TRAMEZM4E,

WorkMail

S
Amazon WorkMail XU T2 B&4%#.

* aws:CurrentTime

* aws:EpochTime

* aws:MultiFactorAuthAge

* aws:MultiFactorAuthPresent
* aws:PrincipalOrgID

* aws:PrincipalAzn

* aws:RequestedRegion

* aws:SecureTransport

e aws:UserAgent

AT RAIRBR A FEBE MFA B8 IEH AWS eu-west-1 #1XH IAM ZFE A AR S WorkMail
BHA,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ses:Describe*",
"ses:Get*",
"workmail:Describe*",
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"workmail:Get*",
"workmail:List*",
"workmail:Seaxch*",
"lambda:ListFunctions",
"iam:ListRoles",
"logs:DescribelogGroups",
"cloudwatch:GetMetricData"
]I
"Resource": "*",
"Condition": {
"StringEquals": {
"aws :RequestedRegion": [
"eu-west-1"

},

"Bool": {
"aws:MultiFactorAuthPresent": true

EEEME AWS 2/&HR , E2H IAM AFREEPNAWS 254 £ TXER,

workmail: ImpersonationRoleId®& Amazon WorkMail S2iFH M — RS 1S E R H2R4R,
AT RIS AssumeImpersonationRolelRESEEI 4/ E4F ERY WorkMail AL FER A,

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"workmail :AssumeImpexsonationRole"
1,

"Resource": "arn:aws:workmail:us-east-1:111122223333:0rganization/m-
nlpq2345678r901st2u3vx45x6789yza",
"Condition": {
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"StringEquals": {
"workmail : ImpersonationRoleId":"12345678-1234-1234-1234-123456789012"

=~

E&EFE Amazon WorkMail E T BRI BERTRH] , ES 8. Amazon WorkMail & F 5 489 B R4

Amazon WorkMail E T &RV B R
Amazon WorkMail R X8 F &R BER,
ETF T 5% WorkMail $rZ /B4

] SO AR KT AN ZITE B % WorkMail ‘BIR , Al SATE B R PSR AT S# WorkMail, EE
FrrZEElmmE , BEEMA aws:ResourceTag/key-nameaws : RequestTag/key-name B
aws:TagKeys R BERBNZH TEPREMRZIER. HXR Amazon WorkMail B FRRINFRZH
BEZEE , BSRMRICAL,

I 5% WorkMail IAM &
| AM A &2 EE AWS Ik E B4 ENBRA S,
£ Amazon L&A IEEHIE+ WorkMail

A LAE A IR EIER THRE EHRRIEESR , 2K IAM 2R REKF, AR, BuLUENE
FAssumeRole= Z FH AWS STS API #/ERIREIE Bt Z2 £ iE 5 GetFederationToken,

I 53 WorkMail %4358 B IS BHiE P,
RERBEAE

RS HEX A E RV AWS RS HRHMRS PR FUARRETRIRE. REXKACETRE IAM K
P, ARZERSA. IAM EERAJUERESRFERS KA EHNR,

Amazon WorkMail ZFRFHEXAEB, BXxEIEZHEE Amazon WorkMail RS HEXx B EHIFME
B, #5HAMEAERT Amazon BERSE <A E WorkMail,
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BSAE

HHREATRSAREEBERSAE, LABARTFRSHRIEMAERS FHTRUARETHRIRE. RS
AEERE IAMKSH , ARZKFRE, XEKRE , IAM EERAIUERZAECHNR. B2, X
B T RE & P T AR S5 HY Zh RE.

Amazon WorkMail X3RS AR,

Amazon WorkMail &F & 58 B R4

RIMERT , IAM AP AT ZSEH Amazon WorkMail &R, i1t TTEER AWS EiEiE
# & AWS CLI, = AWS API U 1TES. IAM BEE G AMEIE IAM RKEE |, MERAFMNSERFTNER
LN FIENEERBRRITISEN APl R, RE , BB AVIUX LRI T EEZXLENRN IAM
BAPEya,

BT RMAERX LR JSON KEE 62 IAM ET S HNEK |, 5K (AM BFERE) FH7E
JSON JET+ L 632 KK

£

- RMEXE

- fFAIS# WorkMail 2 &

- ATAFEEMAIE SR

- ATAPUREFRHFE Amazon WorkMail R

REERIEREK

ETEHNEBRET REEATLELZHWIKFFAIZE, 7R =ML D% WorkMail FiR. XLERHE
ARESfE AWS IKF = R4, SIESRAEET BMHREERN , HERUTIERMEI

- FFEAMER AWS HERBHAEORIENENIR — EFARAFMNITEARRTFNR , SEARNTFS
ENAGIRFRBEHAWS HEXE, SIEMRPMRAFTH AWS KF, RNBWEESE X
BB AWS BEFEEFRERE—SRONE, BXEZEL | H55H (AM AFEE) F1
AWS FEE RIS TEIRAEMAWS T E R,

- NMARENR : EEH IAM REERENRE | BEBEFRITESFENNR, Atk , BALUE XL
ERERHGTUIUNBERBFRRITHERE , SR NRENRIEFTT, EXER IAM BMANRNESE
B, BZHE (IAM AFErE) R IAM F YR B IR

« M IAM KPR S — S BREIE B AXBR ¢ 4877 LA 6] 5% BE 7S h0 5% 44 SR BR I X R 4E R0 &R B 15 1] o
Blan | EBAIURERBEGRIEESAMER SSL REMAIER,. IRBSEBEEEEIBENSRE
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AR, Nt o AERRHRZR T RS RENHRNERE AWS RS , #5120 CloudFormation, BXE
ZER ,ESE (IAM AF#ErE) F8 IAM JSON B TE &4,

- M IAM Access Analyzer BiEZH) IAM KB , SUAKRNEHN LS MHEMINEENY | IAM Access
Analyzer 2BIFF KB FIMNBRE , UBHARKERFS IAM KEIES (JSON) M IAM H{ESE
B2, 1AM Access Analyzer 12 100 ZTURBER EM AIRENEI , SHBEBEFIELZ S BINREMRN
KEk, BXEZEER , BESHE (AM BFigm) PR IAM Access Analyzer i SR B,

- EEZEFHRIE (MFA)-INR AWS IKFEZNZEFE IAM AFRSRAF , EFE8HA MFA RS %
=, ZELAR AP BERNEE MFA , B MFA RAERNMBZHNERD, BXEZER |, FS
F (IAM B F38r) M ERA MFA RF API 1A,

BX IAM A SESENESER | B35 (AM AFERE) F8 IAM P R4 8ESE,
£ AL % WorkMail 414

Ei5E8 Amazon WorkMail #2#1& |, BATHEE —HRENRE, XENRELMATFEIHMEFEFRE
AWS K 7 & # Amazon WorkMail ‘BRI FAEE. RGN ENET SRR ENSENIR
B, WEENEEZFEBROE (IAM BFRSAR ) EEETEE A

RERIX LSRR BT LAEH Amazon WorkMail 4|4 |, EEFUT AWS 1£E KBS M INE|iX LesE
£, AmazonWorkMailFullAccessEXEZELE , TS5 (IAM BFIER)Y BN AR E,

ZAmazonWorkMailFullAccess LR % F 1AM A 3¢ Amazon WorkMail ZREY £ H RN R, ZBR
RFAFHEFAELD# WorkMail AWS Key Management Service, , I I i#h f&] 8 85, F BB 4 AR 55 0
AWS Directory Service 1€, XZEEHETL L # WorkMail EERKREHITHZIM Amazon EC2 B1E,
BT HR 4 E 4 iE R 1ogs FIFE Amazon WorkMail 2 #l &P EEEBIREEMcloudwatchfX PR, FitH
FfEA CloudWatch B, Amazon S3 ML B ¥3E FireHose # 1T logs. BXREZELR |, B
% £ Amazon FidZHMEEE WorkMail,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "WorkMailAdministration",
"Effect": "Allow",
"Action": [
"ds:AuthorizeApplication"”,
"ds:CheckAlias",
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"ds:CreateAlias",
"ds:CreateDirectory",
"ds:CreateldentityPoolDirectory"”,
"ds:DeleteDirectory"”,
"ds:DescribeDirectories",
"ds:GetDirectoryLimits",
"ds:ListAuthorizedApplications"”,
"ds:UnauthorizeApplication"”,
"ec2:AuthorizeSecurityGroupEgress",
"ec2:AuthorizeSecurityGroupIngress",
"ec2:CreateNetworkInterface",
"ec2:CreateSecurityGroup",
"ec2:CreateSubnet"”,
"ec2:CreateTags",

"ec2:CreateVpc",
"ec2:DeleteSecurityGroup",
"ec2:DeleteSubnet"”,

"ec2:DeleteVpc",
"ec2:DescribeAvailabilityZones",
"ec2:DescribeRouteTables”,
"ec2:DescribeSubnets",
"ec2:DescribeVpcs",
"ec2:RevokeSecurityGroupEgress",
"ec2:RevokeSecurityGroupIngress",
"kms :DescribeKey",
"kms:ListAliases",
"lambda:ListFunctions"”,
"route53:ChangeResourceRecordSets",
"route53:ListHostedZones",
"route53:ListResourceRecordSets",
"route53:GetHostedZone",
"route53domains:CheckDomainAvailability",
"route53domains:ListDomains",
"ses:*",

"workmail:*",

"iam:ListRoles",
"logs:DescribelogGroups",
"logs:CreatelLogGroup",
"logs:PutRetentionPolicy",
"logs:DeleteDeliveryDestination”,
"logs:DeleteDeliveryDestinationPolicy",
"logs:DescribeDeliveryDestinations",
"logs:GetDeliveryDestination",
"logs:GetDelivexyDestinationPolicy",
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EERES

3,
{

"logs:PutDeliveryDestination",
"logs:PutDelivexyDestinationPolicy",
"logs:CreateDelivery",
"logs:DeleteDelivery",
"logs:DescribeDeliveries",
"logs:GetDelivery",
"logs:DeleteDeliverySouxce",
"logs:DescribeDeliverySources",
"logs:GetDeliverySource",
"logs:PutDeliverySource",
"logs:DescribeResouxrcePolicies",
"cloudwatch:GetMetricData",
"firehose:DescribeDeliveryStream",
"firehose:ListDeliveryStreams",
"s3:ListAl1lMyBuckets"

"Resource": "*"

"Sid": "AuditLogDeliveryThroughCWLogs",

"Effect": "Allow",

"Action": [
"firehose:TagDeliveryStream",
"logs:PutResourcePolicy",
"s3:GetBucketPolicy",
"s3:PutBucketPolicy"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"aws:CalledVialLast": "logs.amazonaws.com"

"Sid": "InboundOutboundEmailEventsLink",
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "*",
"Condition": {

"StringEquals": {

"jiam:AWSServiceName": "events.workmail.amazonaws.com"
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},
{
"Sid": "AuditLogginglLink",
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "*",
"Condition": {
"StringEquals": {
"iam:AWSServiceName": "delivery.logs.amazonaws.com"
}
}
}I
{
"Sid": "InboundOutboundEmailEventsUnlink",
"Effect": "Allow",
"Action": [
"iam:DeleteServicelLinkedRole",
"iam:GetServicelLinkedRoleDeletionStatus"
1,
"Resource": "arn:aws:iam::*:role/aws-sexrvice-role/
events.workmail.amazonaws.com/AWSServiceRoleForAmazonWorkMailEvents*"
}I
{
"Sid": "InboundOutboundEmailEventsAuth",
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::*:role/*workmail*",
"Condition": {
"StringLike": {
"iam:PassedToSexrvice": "events.workmail.amazonaws.com"
}
}
}

FFREA AWS CLI 5 AWS API AP , BEERNEREREEH AR, Bk , AALFHRSE
2R MITH APl B/EM TE R E,
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EERES

ARFAFEEMITE SRR

ZORBIGLER T A R |, SAAY IAM AP EER B EAF B ONNERAMITE R, R

DRFERH A LBERA AWS CLI 3t AWS API L4127 = 5E B IR ERY IR

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1)

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

b
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}
]
}

AR LLRIER K HE Amazon WorkMail &R

LTEHREFHARE IAM AP FX Amazon WorkMail ZREY RiEiH RINER, 1SR REIR A9 15 B4R
JB 5 AWS & K E AmazonWorkMailReadOnlyAccess. XH MR 2 AL FRIAE
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Amazon WorkMail Describe W%, FEiHAZ AWS Directory Service DescribeDirectoriesi®
YEZ BEIRENE <&/ Directory Service B ZHEE. FEE Amazon SES IRE-HI 1 =X BR = BEIREX
BXEEBEMNER. EEHRIFEE AWS Key Management Service 3R88<Fr A IR Z4AME

B logsHMcloudwatchfX R 2B FERHEHid R ME Amazon WorkMail #ZHl &R EFIBIFMLE
B, Fit B&EME A CloudWatch H&E., Amazon S3 1L B ###E FireHose #1TEflogs. AXES
E8 , 2/ £ Amazon Figx M IE WorkMails

JSON

"Version":"2012-10-17",
"Statement": [
{

"Sid": "WorkMailReadOnly",

"Effect": "Allow",

"Action": [
"ses:Describe*",
"ses:Get*",
"workmail:Describe*",
"workmail:Get*",
"workmail:List*",
"workmail:Seaxrch*",
"lambda:ListFunctions",
"iam:ListRoles",
"logs:DescribelogGroups",
"logs:DescribeDeliveryDestinations",
"logs:GetDeliveryDestination",
"logs:GetDelivexyDestinationPolicy",
"logs:DescribeDeliveries",
"logs:DescribeDeliverySources",
"logs:GetDelivery",
"logs:GetDeliverySource”,
"cloudwatch:GetMetricData"

1,

"Resource": "*"
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¥ Amazon WorkMail & 3 #0177 8] 3 17 & FE BERR

AL TEERBEE LK NEEEEH Amazon WorkMail 1 1AM B 7] 8238 2 89 3 0 (8] &,

£

« BREMIE Amazon ERITETERIE WorkMail

« RFIMIAIT iam : PassRole

- RAEATF AWS K U AR EE Amazon WorkMail 3R

EILNIE Amazon EHITETIRIE WorkMail

R AWS EEEZF & FIFEETMITEIURE , WLABRREER FRED, EERARERHA
FEMBBHAR

MR EH workmail :DescribeGroup fXPRHY mateojackson IAM AP ZiAERABEHAEEE XA
HiFHESR , BMaREUT REEIR,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
workmail:DescribeGroup on resource: group

EXFERT , Mateo ERAMMMEE R EHEKE , LA FMER workmail :DescribeGroup B4E
E group &R

AN AT iam : PassRole

MRS EIREE | REBTHINITiZiam: PassRolelgfE , MIAREFRENEE , LA TFERTAR
1&3% 2510 5% WorkMail,

BE AWS S A ERIAEABKEL1ZRS , MTARAIRMNBRSAGIRSHEXAE, Nit,
BBMEBF A LSS RSINR.

HKEZAH IAM AR marymajorZin A EF & E Amazon RIITRER , 2HI T REIEIR
WorkMail, B2 , REHMEARSACHR TN RS ATRITHHIRE, Mary TEENACEZEZFIR
SRR,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole
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EXMERT , XIEH Mary B KB L A F#EINAT iam: PassRole #1E,

MRBEEHE  FHRRAEMAWS EER, FHNEERRRHEZEILIN A,
FAB A F AWS K P LAV A 15 R R AEY Amazon WorkMail %R

ZaR—-1MAE , UMEAMKFPHNAFREALNANARTUERZAGKILRIEN TR, &7
BEERESEY , AURAAG, X TXHETRIFA R RZEH IR (ACLs) WARS , BT
158 P IX L5 SR BE (0] AAT)HR T 173 (R 8B B R A A PR

ETREZEERE , BBANUTRA

- ET# Amazon & WorkMail ZHIXLTHEE |, iS5 H I S #2047 WorkMail £/ IAM,

- ETHEIMAREXEHENERERNE AWS IKF | F55E 1AM AP EETR R ERE AWS
K 5= IAM B PR T R ABR

- ETHRINAEE=FREXNEHERAOGRNE AWS KF , BSH IAM AFERETRHREE=4E
BiARBR. AWS K

- ETHRIMAELSHKERIERHATFRNR , F56 (IAM AFERE) FHAELE IS BRIEN
B ( BRBERIE ) BETHRRER,

- ETHEAACNETRRNRBEHTERKFFRZBENES , §5H (AM AFER) 8 1AM
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FRBPFITEH , XEEHTEEHE CloudWatch B, Amazon S3 2 Amazon Firehouse, &
AUEATITASKGEZEAFPBHLAMBENRE, FHRIEZ. HREZESIRNEE, NABRENIT
ATAMEMERA , UREANMNAGESHERSS, AXEEFITARERNER , BSREAFIT
H&EiEH,

UT&HNET Amazon WorkMail iR R FITEH. SHMAHRNEUREXEHTENES,
BRFE 5 | B &

ERFE T M B REERN BN EBEN KRR (HEH ) THLARENER. N TEZHNEBEHNIE
FXHRETHEMRE , BLER-—MRBHRIEMH, XESHEXNTHEFITXNBERENTRIEER
Mo

FER 88

event_timestamp EHREME , BLB Unix LTSRN EZER K
KRR

request_id M —HRIRERH ID,

organization_arn £33 54 RIER AP FTE B Amazon
WorkMail 428 ARN,

user_id £33 5MBIUEHNAFH ID,

impersonator_id BHILER ID, (RENERER TELThBER
£ Ro

542 Amazon WorkMail it B& WA 1.0 47
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EERES

FE

protocol

source_ip
user_agent

action

owner _id

object_type

item_id

folder_path

folder_id

attachment_path

action_allowed

58

ERANTPN. MILATER : AutoDisco

ver , EWS, IMAP, WindowsOu

tlook . ActiveSyn

c . SMTP, WebMail, IncomingEmail &}
OutgoingEmail .

BERAVR IP #hik,
RHERHAFRE,
XX RATRYIRAE |, TS

7= : read, read_hierarchy ., read_summ
ary , read_attachment . read_perm
issions . create. update. update_pe
rmissions . update_re

ad_state . delete, submit_em
ail_for_sending . abort_sen
ding_email . move. move_to. copy =
copy_too.

AF® D, ZAFRAEEEXHNTRERNN
Ko

MERRE | AR XK, EBAER4.

FFHE—#RRER 489 ID | ZEB G ASHNEE
BB ENEHEBAMAF

EEXNHEPTRENHRNER  HNEEEE
X EMATIRERN T E B RV ER R

T HE—#RIASHRAEY ID |, ZXHRABHREY
FEREEENEHEENXR,

2 R EY B R B R AR

= A XEFRITIZIEE. TR true = false,
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EERES

RS B E

FHLAEFEARNBITEE , RERTBRER S, XEBENTF IR TR SRR T R E

BRAEM,

FER

event_timestamp

request_id

organization_arn

user_id

impersonator_id

protocol

source_ip

SEE

rule id

access_granted

L
EHREHNE , UE Unix ETHARNEDE
&R,

E— IR RA ID.

233 54 IR B F AT WorkMail & 42 45 i
ARN,

£33 FHRIENAFH 1D,
BINERY ID. RINFERMER TR BERS T

& Ro

FEANTY , TR : AutoDisco

ver , EWS, IMAP, WindowsOu

tlook . ActiveSyn

c . SMTP, WebMail, IncomingEmail &}
OutgoingEmail .

BERAVIR IP bk,

ANASBE , ATLAR : AccessCon
trol . DeviceAccessControl =%
ImpersonationAccessControl .

LB Ry 5 RIER I AEY 1D, 2% 8 ITE M N
HT.I. , rule_id A A,

BAEXEHE, AR true B falses
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SHBIERE

EHRIIEHESEXRFHRIIZHNEE

(® Note
A&7 EE Amazon WorkMail WebMail N AR B AR RITEHERK B B RIFEH,

FE& i B3

B4 RERNRE , LB Unix LTTARNEDE

event_timestamp

request_id

organization_arn

R0
ME—FRIRE R ID,

233 54 IRUERY B P P WorkMail & 42 45 #:
ARN,

user_id KT EHRIENAFH ID,
A =B ITERRIENEANAFSE,
protocol A , AR : AutoDisco
ver . EWS, IMAP, WindowsOu
tlook . ActiveSyn
c . SMTP, WebMail, IncomingEmail &}
OutgoingEmail .
source_ip BRIIR IP Hbiik,
user_agent RHEHERBAFRKE,
method SHRIERZE. BONZRERSHRIE,

auth_successful

auth_failed_reason

BHORITEERARERID. LA true = false,

SORIERVNER. RESFORIEABNT 2

HH,
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FE L
personal_access_token_id AT S MBI/ AGRSHEN ID.
MABETEBE

NTHR=HCNBIMER AL E T, BMIERDMATRTHE (PAT) B4, MABRTHEEFREH
BRAFPREBEIDEENALATHENER. PTABETEESHTHEITRELASZNBERE S
BRTHEIEEER PATs AFEANMATETEESRREABSNRIEAEHERSEN. BXEZE
B, BZRASHKIEHS,

¥

event_timestamp

request_id

organization_arn

5B

EHLZEWRE , LLE Unix LTSRN ERE
RN

ME—FRIRE R ID,

233 54U R B P A WorkMail B4A LR 1
ARN,

user_id Z33 FHRIENAFH 1D,

RF WITZBRIENBFHNAF S,

protocol BPATZBREFTER MY , ATBAR : webapp
source_ip BERWIR IP bk,

user_agent RHEROAFRE,

action MNAVIRTHERIRIE |, ATLAR « 2IEMIER,
name AN AT )5 Y A o

expires_time

S

MNAVRSHEEIHAY B 8.

X ER YN AT R R RAVSEE
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Amazon WorkMail EERER

AMREEAR

WorkMailAmazon K xXEREEN AT AMREHEBLAHNES N TAMBEREBLSERTAMREHRBEES,
XEEHNFEARTASRERAREEREH.

FER

event_timestamp

request_id

organization_arn

user_id

]

function_arn

ews_endpoint

error_message

L

B4 RERNRE , LA Unix LTTARNEDE
R Ro

ME—FRIRE KRR IDo

233 54U B P P WorkMail B4R 1
ARN,

£ SHRUENAFH 1D,

FEEFARANTTAMEHENER TR : EWS
% LAMBDA,

A AMES ERIMAH.

MNEREA N LAMBDA , NI REARARK Lambda B9
ARN, &N | HARERZFER,

EWS s REVRE N EWS, BN , HFEREZF
288

BRRMRHAHES . MRBERK , WRER

ZF R
availability_event_successful EERIALET ATAMEER,

£ Amazon Lf#H CloudWatch M. WorkMail

MR A Amazon WorkMail #BHEFFE TR FHASHIERINEIEATAAEERFZA
CloudWatch & , WA LAfE A Amazon CloudWatch Logs Insights REHEHNEH B LR, BXBAEF
HBYEHAFCEINESEE , BSHAEABFH4HEHHEIEZR, BX Lo CloudWatch gs Insights
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Amazon WorkMail EERER

NWEZEER , 5% Amazon Logs AP EMHT WA CloudWatch CloudWatch B &AL ## 741 B &3
.

DT RAERIMAERER EE.%EHBFF%FFE’J CloudWatch A&, ¥RAIEAFE CloudWatch 2§ & HiE1TiX
EEH, BXRUIMAESTIXLEERNIRE , 1§26 Amazon L CloudWatch ogs AAFIEEFHHIE : 1217
HIESURBIER,

ExampleZEE RAAF B3 BEWEIAF A RIAR B FHR4,
UTRBREERTNAEARF ABAF B RENEZHBFIH (RFEEHERF ) .

fields @timestamp, traceld

| sort @timestamp asc

| filter (event.from like /(?i)userA@example.com/
and event.eventName = "OUTGOING_EMAIL_SUBMITTED"

and event.recipients.@ like /(?i)userB@example.com/)

XRFRE B & EERAFMRER ID. ERANATRBRAPHNRE ID EWEREMANEHBE.

fields @timestamp, event.eventName
| sort @timestamp asc
| filter traceld = "$TRACEID"

XfFIR O B Fhp4 ID M FHR4=E4, OUTGOING_EMAIL_SENT RREFEHHE X

%, OUTGOING_EMAIL_BOUNCED R/REEFHBHHIRE, ETHMEEWETEFHME  BEAUTR
B RGP A BB ID HITEIR,

fields @timestamp, event.eventName
| sort @timestamp asc
| filter event.messageld like "$MESSAGEID"

XIERZIRE W EERE , B EEHRNEY ID. EAMLTRERETHIRE ID AIERXEER
/Ro

fields @timestamp, event.eventName
| sort @timestamp asc
| filter traceld = "$TRACEID"

XOFFIR 4% % BRAE AR AR & BRI BN R 4R
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ExampleZ & M\ EAN A 7 518 Uk 2 89 P B il 44
DTREROVER T AEBMNIEE R ERB TR,

fields @timestamp, event.eventName

| sort @timestamp asc

| filter (event.from like /(?i)user@example.com/ and event.eventName =
"ORGANIZATION_EMAIL_RECEIVED")

LTRBREER T A E MM E SR PR E R4,

fields @timestamp, event.eventName

| sort @timestamp asc

| filter (event.from like "example.com" and event.eventName =
"ORGANIZATION_EMAIL_RECEIVED")

ExampleZ& & #1E [E 8B FHR 41 &K 14 A
DTREROVER T AEBHIRE /%L HEFEb4 , HIRETRENERERR,

fields @timestamp, event.destination, event.reason
| sort @timestamp desc
| filter event.eventName = "OUTGOING_EMAIL_BOUNCED"

BT RBREERT A EIREIMNE AR FERMF, ©iE 2R E IR B 64 rY WA AR B BB 4F 1t 11k 7R
B RR.

fields @timestamp, event.bouncedRecipient.emailAddress, event.bouncedRecipient.reason,
event.bouncedRecipient.status

| sort @timestamp desc

| filter event.eventName = "INCOMING_EMAIL_BOUNCED"

Example& & IE £ &34 S o 4 #Y 15]
AT REBRBIE R 7 I0a] &5 1) S840 42 Fp 1F 7 43 WK 352 i 44 9 L4 K o

stats count(*) as c by event.recipients.0

| filter (event.eventName = "ORGANIZATION_EMAIL_RECEIVED" and event.spamVerdict =
"FAIL")

| sort c desc
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LT RBROER T i{AIEH 1 3R 8BFER A R A

fields @timestamp, event.recipients.@, event.sender, event.from
| sort @timestamp asc
| filter (event.spamVerdict = "FAIL")

Example&E & J3 1A &8 1 BB 4 & &35 B WA A B 5235 B 44 32 4 5%
UTRBREIER T A E R IATE 3R ER 469 B F R4 ( IEBBITIE ) o

fields @timestamp, event.recipients.@, event.spamVerdict, event.spfVerdict,
event.dkimVerdict, event.dmarcVerdict

| sort @timestamp asc

| filter event.subject like /(?1i)$SUBJECT/ and event.eventName =
"ORGANIZATION_EMAIL_RECEIVED"

R T LUBTS B FERAFERER ID B ITEWUER ZE FERFNATE S,

Example& & 5 8,1 R 4457 A W [T EC #Y 8B F iR 44
LT RBRGIER T WA &) 5 vk 8 7 oR 4 5 A CTBE 79 88, F lp 44,

fields @timestamp, event.ruleName, event.ruleActions.@.action
| sort @timestamp desc
| filter event.ruleType = "OUTBOUND_RULE"

T REBRONER T A E 7 5 A vh 6 F BR A5 NPT EC B9 B8 BB 45

fields @timestamp, event.ruleName, event.ruleActions.@.action,
event.ruleActions.0.recipients.0

| sort @timestamp desc

| filter event.ruleType = "INBOUND_RULE"

Example& & &Y H QB S &ZIE WY B F R4 B E
TR R REER T (& 158 4H 40 B =R A B2 U BB T iR 44 3K

stats count(*) as c by event.recipient
| filter event.eventName = "MAILBOX_EMAIL_DELIVERED"
| sort c desc
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LTRBROER T MAERSARFNENRMG AREN B FEHRHE

stats count(*) as c by event.from
| filter event.eventName = "OUTGOING_EMAIL_SUBMITTED"
| sort c desc

{2 =T &% WorkMail API 8B AWS CloudTrail

WorkMail Amazon 5 AWS CloudTrail—BRF &R , ZRFAIEZAF. AEHL S AWS RS
HR 9 A P PSR EREY R 4E WorkMail, CloudTrail SIS # I FTE APl BAHIR WorkMail i =4 |, 21F
Sk B YL S5 WorkMail 3225 & #Y 18 A F 3T WL S 9 R E3 8 A WorkMail APls, IIREAIE T IRER , M
A LA AR CloudTrail E431F& £ % 2] Amazon S3 T |, @SN T I#MNEH WorkMail, 1R
BARBERE , BT LE CloudTraill B#HANEHHLIERPEEETNES,. BIRENER
CloudTrail , B AHEE @ L & HAYiER WorkMail, K HERM IP sy, #IRHER, @RS
BRUAREMIFHLER,

ETHEZEE CloudTrail , & ® (AWS CloudTrail AFEFE) o

I 3% WorkMail 5 42 F CloudTrail

CloudTrail FTEf&BIZEKF AWS Ik it EEEBHWKF, EBA. 2 Amazon A LESESIE WorkMail |, 1%
SEHASEHM CloudTrail B4 —R2i2RK7E AWS RS EHHLIERKF, BUUEFEE, BRMTEH
BIEEENEHF AWS KPP, BXEZER , BSHERSEHHSESE CloudTrall &4,

EFZIIREN AWS IKFHANEHS , SRLSHHEHS WorkMail , BRI ERER. RERAWTF
CloudTrail A& 425 2| Amazon S3 Fi#ER. BINMERT , EERF AP LIRRIRICFKN |, HLERER
IBXRMATMAE AWS XiF, HRERICRE AWS 2 XHieZRAEXEHNEHN , ANAEXMHEREE
BIEEMN Amazon S3 TR, LI, BRI SIEEHM AWS RS , Uit —5 2 fM4b 2 CloudTrail B
EHPRENEHEIE. BXESER , BSH:

- BIRRERBLRK

« CloudTrail ZEFHRFZFER

 BiE Amazon SNS &4l CloudTrail

- BEUWkBZAMXIEH CloudTrail BEXHMERKR B ZNK/ W CloudTrail BEH

FABTL Si# WorkMail #4398 (LS # WorkMail APl 2% ) 185 CloudTrail F}iERER. Hl0,
CreateUser, CreateAlias #l GetRawMessageContent API #4EREARE CloudTrail B&E
HEREZE,
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Amazon WorkMail EERER

BIMNEHHATREBESEXRERBFRNAREGR. BHEETHEBEHEUTRE

- EREFEAEAFREILIER IAM BFREILEAHMW,
- BREREEAACERKASAFNIENZEEIERXHM,
- BRESHEM AWS BF A H.

BXREZER , 2 H CloudTrail userldentity T,

T f## Amazon WorkMail B & #%E

RFRR—MEE , APRNE4EN BEXHEREIEEEN Amazon S3 Fi#, CloudTrail BEX#
BE—NHSNEERE, —IMNEHARTIREFMERN—MER , BEAXMBERVEE. BENEH
MetE, BERSBESENFELR. CloudTraill BEXH4HTR LA API HANEFH#ERRE , HiLEq]
TR EIRF E Ro

AT RHIE R T &R Amazon WorkMail APl FCreateUserig/ERY CloudTrail BE% B,

"eventVersion": "1.05",

"userIdentity": {
"type": "IAMUser",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::111111111111:usexr/WMSDK",
"accountId": "111111111111",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
"userName": "WMSDK"

},

"eventTime": "2017-12-12T17:49:59Z",
"eventSource": "workmail.amazonaws.com",
"eventName": "CreateUser",

"awsRegion": "us-west-2",

"sourceIPAddress": "203.0.113.12",

"userAgent": "aws-sdk-java/1.11.205 Mac_0S_X/10.11.6 Java_HotSpot(TM)_64-
Bit_Server_VM/25.151-bl12 java/1.8.0_151",

"requestParameters": {

"name": "janedoe",
"displayName": "Jane Doe",
"organizationId": "m-5b1c98000QEXAMPLE"

1,
"responseElements": {
"userId": "a3a9176d-EXAMPLE"
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EERES

},

"requestID": "dec8le4a-EXAMPLE",
"eventID": "9f2f@9c5-EXAMPLE",
"eventType": "AwsApiCall",
"recipientAccountId": "111111111111"

LA RIS R T ESR Amazon WorkMail APl #CreateAliasiE4EM CloudTrail B&E%H.

{

"eventVersion": "1.05",

"userIdentity": {
"type": "IAMUser",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::111111111111:usexr/WMSDK",
"accountId": "111111111111",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "WMSDK"

b

"eventTime": "2017-12-12T18:13:447Z",

"eventSource": "workmail.amazonaws.com",

"eventName": "CreateAlias",

"awsRegion": "us-west-2",

"sourceIPAddress": "203.0.113.12",

"userAgent": "aws-sdk-java/1.11.205 Mac_0S_X/10.11.6 Java_HotSpot(TM)_64-

Bit_Server_VM/25.151-b12 java/1.8.0_151",
"requestParameters": {
"alias": "aliasjamesdoe@testofconsole.awsapps.com"
"organizationId": "m-5b1c9800QQEXAMPLE"
"entityId": "a3a9176d-EXAMPLE"
b
"responseElements": null,
"requestID": "dec8le4a-EXAMPLE",
"eventID": "9f2f09c5-EXAMPLE",
"eventType": "AwsApiCall",
"recipientAccountId": "111111111111"

ATFRBIERT —A CloudTraill BES%E , %% BETR T Amazon Mess WorkMail age Flow API H

#GetRawMessageContenti®{E,

"eventVersion": "1.05",

IR HI S# WorkMail API ¥ AWS CloudTrail
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"userIdentity": {
"type": "IAMUser",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::111111111111:usexr/WMSDK",
"accountId": "111111111111",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "WMSDK"

I

"eventTime": "2017-12-12T18:13:447",

"eventSource": "workmailMessageFlow.amazonaws.com",
"eventName": "GetRawMessageContent",

"awsRegion": "us-west-2",

"sourceIPAddress": "203.0.113.12",

"userAgent": "aws-sdk-java/1.11.205 Mac_0S_X/10.11.6 Java_HotSpot(TM)_64-
Bit_Server_VM/25.151-b12 java/1.8.0_151",

"requestParameters": {

"messageld": "123A4A5A-67B8-90C1-D23E-45FG67H890]1"

I

"responseElements": null,

"requestID": "dec8le4a-EXAMPLE",

"eventID": "9f2f@9c5-EXAMPLE",

"readOnly": true,

"eventType": "AwsApiCall",

"recipientAccountId": "111111111111"

ERBfEHSEHEEIER

& B LATE Amazon WorkMail 2 & & 5 A B FIHASEHICRE , SMERBRRALMN L FHR4F, BFHB
HEHIBFEER AWS Identity and Access Management lRS XA (SLR) B F N E FHHE4

BHEX#Z Amazon B BR, CloudWatchEX IAM REHXACHNEZER , BSREREAT
Amazon Y RE X A€ WorkMail,

£ CloudWatch B4 A &S |, LA LUE A CloudWatch E,ZEIE$D?E1‘T\§EERE% SHE H R RE T B34
Bl &, Bx Amazon WorkMail X2 EHAENEZER CIoudWatch SR %# Amazon
WorkMail B8 FB4=4 HE, BX CloudWatch BEMNEZEER |, H5H Amazon CloudWatch H7&
FﬁF*E@O

ES ]
- BEREFMASHAFICR
- PIEEENBEEAMN IAM AELGHITHE FERHFSHBEERICR
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EERES

« RABFEAHSEHHESIER

- BhIEBRSEEER

HIEFERAMIAMZE ( Amazon ) FFE B FHHFSHIERKER , RHEILLTHER WorkMail :

- B2 AWS Identity and Access Management fRS5#5< A 8-AmazonWorkMailEvents.

« Bl CloudWatch H&E4H — /aws/workmail/emailevents/organization-alias.
« ¥F CloudWatch B ERE BT EIZE N 30 Ko

BR®BFERHEHRTILR

1.

$TFF Amazon WorkMail #2#|& , Mt R https://console.aws.amazon.com/workmail/o

WAKE  FEXR AWS X, EEFHAEO0MMNER , TFERXEIR  REEEFE—

B, BXEZEL , 525 (Amazon Web Services —f&3E) /Y X1 #iw 2o

2. TESMBE®RT  ERALN  REEBRTALNETR.
3. ESMmE®RT , EBRBERICRKIRE,
4., EEBFHMFRBEKIREIEDF,
5, EBEFHERAZTREIDF , EBREE,
6. THERAWHEEHERBIFBME.
7. BRITUTEEZ—:
(#E ) ERFERARINRE,
(A ) BERERARINEE  AEMNERNIIRPIEZFBRAEAN IAM A,
(® Note
NEHEBEFERH AWS CLIBIZBFEEANBEEN IAM B85 , T ERBHED, BXEZE
B B2 EBENHEERN IAM &Ll TH FHEFEH HEIZSR.
8. EEFEEN Amazon WorkMail FHLEEERNKF, P EH HE.
9. &EERTF.
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SIZBEEN BEAN IAM SEUHTEFHHSHERIER

EAEIIERN Amazon B HE FEEEHIC KA EHARINRE WorkMail, MMRBREFERE L ISEE
B, N ERCZRATHETFMHEHIEENETRAEEREAMBEN IAM A6, AWS CLI

BIEZEEN BEAMN IAM AU TEFEH4E4BEFTIZR

1. AT AWS CLI S 7E 588 Amazon WorkMail A4RFERIH AWS XigihalZ B EH, Bx
BZEE , B5H (AWS CLI 5555 %E) FH create-log-group.

aws --region us-east-1 logs create-log-group --log-group-name workmail-monitoring
2. BB, EPIELUTRE

JSON

{
"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": "events.workmail.amazonaws.com"

Y

"Action": "sts:AssumeRole"
}
]
}

3. EALLT AWS CLI SR8l IAM At X4HERNACKEEHM M. BXEZELR , HS5H
(AWS CLI (s 55#&) #HH create-role,

aws iam create-role --role-name workmail-monitoring-role --assume-role-policy-
document file://trustpolicyforworkmail.json

@ Note

WMRER WorkMailFullAccess BEXFKHAF, , B4MNME/BEHPIIERIE
workmail, LtIEERBNXAGFEERABHFPTE workmail WAREER FH4EHH
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FidF, BEAESEL , B5H AV AR EEROET AL E AWS RS £% A BN
R

4. BIE—AX4  HPEE2EEL—SHOEN IAM BEBHNERK. £4 , ZREAANEAER TN
BE El?(ﬂ @TH@UE H /ux/)lb#‘{vf H IU\$1¢HAK‘3E% 1 5@“@% E/u\éﬂo

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"logs:CreateLogStream",
"logs:PutLogEvents"
]I
"Resource": "arn:aws:logs:us-east-1:111122223333:109g-
group:example-log-group*"
}
]
}

5. {ERALUT AWS CLI i S F KB STEMINE IAM B, BXEZELR |, E2/ (AWS CLI #$S
Z) HH put-role-policy,

aws iam put-role-policy --role-name workmail-monitoring-role --policy-
name workmail-permissions --policy-document file://rolepolicy.json

X B F RS B RIS R

M Amazon WorkMail #2 &1 & XA B FEHEHIERK. NMREBIFTBEEFHABEFIBHEHERILSE , &
ME VIR E B BRAE<HY CloudWatch B EAMBRSHEXAR, EXEZELR |, 5 Mk Amazon
B BR S5 48 < A & WorkMail,

X P R FER M B4 B S IE R

1. 3TF Amazon WorkMail ##l& , it Fhttps://console.aws.amazon.com/workmail/o
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_passrole.html
https://docs.aws.amazon.com/cli/latest/reference/iam/put-role-policy.html
https://console.aws.amazon.com/workmail/
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MEXE  BERAWS XiE, EEEHAEOMIBHEF |, FHERERXEIER  AREE—IKX
B, BXxEZEL , 555 (Amazon Web Services — &5 %) Sy X% S,

ESMERSD , ERALN  REEERALNER.
ESMBERET |, % Monitoring (K1%),
ERAFRERDH , EERE,

B A SRR B B RAMIE,

EFRRT

2

B 1L 5 AR 55 58 78 PR TR

BERERER-IMREMEE , DFEFRFERITRROS A ARSIBEERTESNRNKERIT
ZRE, R AWS , BERFEGTRLSERIANBIFRE, — MRS ( FURS ) A% —TURS
( RBRYARSS ) Bt , TR REBRSELL,

AR A R SS A E R ENRX B — M E AN RFRITRE (ZRSEEATHRAEHENER) .

ATBHLERXFER , BRITAWS R T —£ TR | BHERFAERSHKE K SERSEEACHR
F U5 F K P o R AR

RINBIERREEBPFEHaws : SourceArnfaws : SourceAccount £ BEME L T X R4ARRE &
CloudWatch BEF Amazon S3 @A K B EHNRFZ R TFHNXE, MEERAFINEREZHLTXR , &
B —REFAFERAN | XEELRERERNIKF 1D,

H{Baws : SourceArn& 24 5K H & ARNs RIEHIRIVE,
BSEREERERBSEERN A EREA aws :SourceArn £2B&HF L T ERINTE ARN,

RETHERFRNTE ARN , SEEEESMNER , B X ARN KA o ERAFEEE (*) 1
aws:SourceArn £ & £ T X&HB%,

BRTITARIER

LA LRI B ERBIREXEN Amazon WorkMail AL FERERNFHAER, FitAETAHATYS
BRAPXNERENGR, FitREEEEES , URIER G RZESMAMRESEE,
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https://docs.aws.amazon.com/general/latest/gr/index.html?rande.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourcearn
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® Note

AmazonWorkMailFullAccess It E R T BIEEE A EEHMATENFAENR, MBEFERILE
B ITEE WorkMail , FHRARATEREBSEZRNEZERA (Hl , RANAR ) LEGFREL
ENER,

I 3% WorkMail & # EI,.J\E’J_/\% LB #it : B CloudWatch &, &% S3 FiIZ#: Data
Firechose, BEXEZER , iHZH Amazon Logs AFEEFHFEEHFMIMURH CloudWatch BHEigx

V2]

BT HEEERTIHNFEZIANIR [V2] BRI , Amazon & WorkMail F Z# YR BRKELE A &
f&%i - workmail:AllowVendedLogDeliveryForResource,

THEBERBH=ZANTRA :

« DeliverySource , —PMEBENR , RFRZEBEN —IPRZNMER. W TLHEHRE WorkMail , X
= 5 # WorkMail4H 43,

- DeliveryDestination , X 2 &REBr & i B ARHZ BRI R,

- Delivery , X% RE BRI E 5 B 5o

£ Amazon WorkMail M B#rZ BB E B & & |, B LUIRITULTIRE -

. R AIE R {FKIFPutDeliverySource,
{2 E X B/ PutDeliveryDestination,

- MREEBEKFEIEAE , MAHIE B FrIKF PutDeliveryDestinationPolicy A £ i [a] B #5208t 1AM
REg, WRBENCBMNKS A PHEZHREIKS B FHEH B irMEH,

BaS 6 F — ANELE SRR A —NEL X B B b R Bl X R8I 2 BLix CreateDelivery,

UTERHEFEMANBELEZUENEEEHRENESHERY BRI SMEZWINIR, X LN A LZ
FEEZNERN IAM B,

/A Important
Ex B SERTIRRE , BARBER B S4E 8RR
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AWS-logs-and-resource-policy.html
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https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_CreateDelivery.html
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EERES

EERBRBETERRREBRESEBRR , BIITUTER,

1. fE A DeleteDeliveryi® M BRELE
2. DeliverySourceff fl DeleteDeliverySource R /E M BR
3. MR E&RI NI il B & DeliveryDestinationDeliverySource < Br X A F b 4 X FA & DeliverySource , N

A LA Fi DeleteDeliveryDestinations VB4 EL M Bx

£ Amazon WorkMail 24| 8B F#&% B %

R

AN

1.

o a0 bk~ w DN

A LAFE Amazon WorkMail 4l &8+ HEFZ B :

$TFF Amazon WorkMail #8&|4& , Mk A https://console.aws.amazon.com/workmail/o

WAKE  FERAWS X, #2885 ANMHNESR , THERXENR , REEE-IX

3, BXEZEER , 5/ (Amazon Web Services —fi§5#£) iy Xig % 5.
ESMBEESD , ERALN K REEEREALNER.

%R ARIDFKIRE,

EEFITAFRREERTF,

ERAMENNNAHAEN B EREEERE.

TR

K1%EZ BEH CloudWatch B &

R PR

EZAMEBEKIZE CloudWatch B |, &AM A LU TR &,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "ReadWriteAccessForLogDeliveryActions",
"Effect": "Allow",
"Action": [
"logs:GetDelivery",
"logs:GetDeliverySource",
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https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_DeleteDelivery.html
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EERES

"logs:PutDeliveryDestination",
"logs:GetDelivexryDestinationPolicy",
"logs:DeleteDeliverySouxce",
"logs:PutDelivexyDestinationPolicy",
"logs:CreateDelivery",
"logs:GetDeliveryDestination",
"logs:PutDeliverySource",
"logs:DeleteDeliveryDestination”,
"logs:DeleteDeliveryDestinationPolicy",
"logs:DeleteDelivery"

1,

"Resource": [
"arn:aws:logs:us-east-1:111122223333:delivery:*",
"arn:aws:logs:us-east-1:111122223333:delivery-source:*",

"arn:aws:logs:us-east-1:111122223333:delivery-destination:

"Sid": "ListAccessForLogDeliveryActions",

"Effect": "Allow",

"Action": [
"logs:DescribeDeliveryDestinations",
"logs:DescribeDeliverySources",
"logs:DescribeDeliveries",
"logs:DescribelLogGroups"

1,

"Resource": "*"

"Sid": "AllowUpdatesToResourcePolicyCWL",

"Effect": "Allow",

"Action": [
"logs:PutResourcePolicy",
"logs:DescribeResourcePolicies",
"logs:DescribelLogGroups"

]I

"Resource": [
"arn:aws:logs:us-east-1:111122223333:*"

"Sid": "AllowLogDeliveryForWorkMail",
"Effect": "Allow",
"Action": [
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"workmail :AllowVendedLogDeliveryForResource"
]I
"Resource": [
"arn:aws:workmail:us-
east-1:111122223333:0xrganization/organization-id"
]

B A 4H 5 R SR

BYWBENESAXNMERTERENRNRREKE, IRAEALSIEERRRE , HERERE
BEWAFHAIZARAMNLogs :PutResourcePolicylogs:DescribeResourcePolicies,
Mlogs:DescribelLogGroupsiXPR , MIFEEFF 4R A E KA E CloudWatch Logs BY , AWS £H3)
NEBIBLT KRS,

JSON

"Version":"2012-10-17",
"Statement": [
{

"Sid": "AWSLogDeliveryWrite20150319",

"Effect": "Allow",

"Principal": {

"Service": [
"delivery.logs.amazonaws.com"

}I

"Action": [
"logs:CreateLogStream"”,
"logs:PutLogEvents"

]I

"Resource": [
"arn:aws:logs:us-east-1:111122223333:10g-group:my-log-group:log-

stream:*"

]I

"Condition": {
"StringEquals": {

"aws :SourceAccount": [
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"111122223333"
]
},
"ArnLike": {
"aws:SourceArn": [
"arn:aws:logs:us-east-1:111122223333:*"
]
}

B EE R R RN RFDERSE M

XERFHAERFEREFIHEQRREBESNENEEH, CloudWatch B &5 IR R #E R &I 7E
5,120 MERUA, FEERETKEBTAR RS ATEELIBRLRF,

AT EFEXTPER , CloudWatch BESMERE BENRSFIFEANRREBHO KD, HERUBIE
BEIEIE 5,120 NI K/NR&IRT | CloudWatch Logs & B 31 /aws/vendedlogs/* ¥ i% RS HY &R
REEFBH. 25, BULFFHRFEFEL /aws/vendedlogs/ FF3k iy B BB 1E R X LIRSS Fr KX HY
HEH B 5.

&3%3 Amazon S3 By A&
B FR
EFE M Amazon S3 X% B |, BATER LT ERF,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "ReadWriteAccessForLogDeliveryActions",
"Effect": "Allow",
"Action": [
"logs:GetDelivery",
"logs:GetDeliverySource",
"logs:PutDeliveryDestination",
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"logs:GetDelivexyDestinationPolicy",
"logs:DeleteDeliverySouxce",
"logs:PutDelivexyDestinationPolicy",
"logs:CreateDelivery",
"logs:GetDeliveryDestination",
"logs:PutDeliverySource",
"logs:DeleteDeliveryDestination"”,
"logs:DeleteDeliveryDestinationPolicy",
"logs:DeleteDelivery"

]I

"Resource": [
"arn:aws:logs:us-east-1:111122223333:delivery:*",
"arn:aws:logs:us-east-1:111122223333:delivexy-source:*",
"arn:aws:logs:us-east-1:111122223333:delivery-destination:*"

"Sid": "ListAccessForLogDeliveryActions",

"Effect": "Allow",

"Action": [
"logs:DescribeDeliveryDestinations",
"logs:DescribeDeliverySources",
"logs:DescribeDeliveries",
"logs:DescribelLogGroups"

1,

"Resource": "*"

"Sid": "AllowUpdatesToResouxrcePolicyS3",
"Effect": "Allow",
"Action": [
"s3:PutBucketPolicy",
"s3:GetBucketPolicy"
]I

"Resource": "arn:aws:s3:::bucket-name"

"Sid": "AllowLogDeliveryForWorkMail",
"Effect": "Allow",
"Action": [
"workmail :AllowVendedLogDeliveryForResource"

1,

"Resource": [
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"arn:aws:workmail:us-
east-1:111122223333:0xrganization/organization-id"
]

BEWBEN S FHAXNMEE ISR ENRN T RRE, WRFERYIXERERE , MREAE
ERWAPXNE#MBESR S3:6GetBucketPolicy # S3:PutBucketPolicy IR , A HEIF AN
HE%IEZE Amazon S3 i, AWS £Bzh R HBIBRU T REE,

JSON

"Version":"2012-10-17",
"Id": "AWSLogDeliveryWrite20150319",
"Statement": [
{
"Sid": "AWSLogDeliveryAclCheck",
"Effect": "Allow",
"Principal": {
"Service": "delivery.logs.amazonaws.com"
},
"Action": "s3:GetBucketAcl",
"Resource": "arn:aws:s3:::my-bucket",
"Condition": {
"StringEquals": {
"aws:SourceAccount": [
"123456789012"

},
"ArnLike": {
"aws :SourceArn": [
"arn:aws:logs:us-east-1:111122223333:delivery-souxrce:*"

"Sid": "AWSLogDeliveryWrite",
"Effect": "Allow",
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"Principal": {
"Sexvice": "delivery.logs.amazonaws.com"
},
"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::my-bucket/AWSLogs/111122223333/*",
"Condition": {
"StringEquals": {

"s3:x-amz-acl": "bucket-owner-full-control",
"aws :SourceAccount": [
"123456789012"
]
}I
"ArnLike": {
"aws:SourceArn": [
"arn:aws:logs:us-east-1:111122223333:delivery-source:*"
]
}

FEZ AR BE P aws : SourceAccount , NIEEEN A K& M I FHEMEHIKS 1Ds 5
Fo X Faws:SourceArn , EREHIEEEK B ENRIRIIFarn: aws:logs:source-
region:source-account-id:*, ARNs

MRAFEBEERFERR , EZRKBTEEL— I EBPATRNEA , HEREAFTIEEKNAFP X 76
#EH S3:GetBucketPolicy M S3:PutBucketPolicy PR , MiZiE AR M MBI FH B RERER
B

@ Note
ERLEERT , AWS CloudTrail IRKREFEFs3:ListBucketXR , NATRELEFF
FlAccessDeniedffi®delivery.logs.amazonaws.com. & CloudTrail B & H
MXLEIR , BUTRFs3:ListBucketiXRdelivery.logs.amazonaws.com, ¥
MEBESHEIENEMEBREDIREN s3:6etBucketAcl MR —EERH Condition
S, AELX—3FE , TAE#E AWSLogDeliveryAclCheck EFl “Action”:
[“s3:GetBucketAcl”, “s3:ListBucket”] , MARBIE—/NHH Statement.,
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Amazon S3 17 1 BR 55 2R um DN 25

BT OB £ Amazon S3 & 248 15 A IR$-850m %R (SSE-S3) =i f 174 £ SSE-KMS H iy 2248
B ARSI INE (SSE-KMS) K4RH#* Amazon S3 F& @K AWS Key Management Service $3E.
AWS KMS BXxEZEER , SR A RS 250m R BdE.

WMRIEE SSE-S3 , WAFEFHNEIE. Amazon S3 LLEMBHEH,

/A Warning

WRIGIESE SSE-KMS , NMAFERFEFEEZSR , RHXT AWS RERXARH BRI EFE
o MREEM AWS FHEZRRENE , N B TR AT RB KRR IE,

HIEEAFFEE AWS KMS Z4it , B LER AFRBNZEREES S EEZHAN Amazon BIR
A (ARN), FUTARRMIBEF ETERRZANRHARE (T2 S3 FHEBNFEMBERE ) B
LERSEAIKSTUAEA S3 FM.

WRiEE SSE-KMS , M4AEAEFEETEREZRY , RAMGKAIXIEER AWS REXEHR. 5
IBEREFIEE AWS KMS Z4irt , B ERAFRBNEEES S EERHAN Amazon BRE

S (ARN)o RUTRBEFMEFF BT EERBRANBARE (T2 S3 FHBNFREMBRRE ) F , U
EAFEERBIKFAUEA S3 761,

"Sid":"Allow Logs Delivery to use the key",
"Effect":"Allow",
"Principal":{
"Service":[
"delivery.logs.amazonaws.com"
]
I
"Action": [
"kms:Encrypt",
"kms:Decrypt",
"kms:ReEncrypt*",
"kms:GenerateDataKey*",
"kms:DescribeKey"
1,
"Resource":"*",
"Condition":{
"StringEquals":{
"aws:SourceAccount": [
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EERES

"account-id"

]
1,
"ArnLike":{
"aws:SourceArn": [
"arn:aws:logs:region:account-id:delivery-source:*"
]
}

¥ Faws:SourceAccount , FIEEEFAXEETHEFEBHOKS, IDs Fk, Xt
Faws:SourceArn , EREFIEEER BEMNEIRYIFKarn: aws:logs:source-
region:source-account-id:*, ARNs

H& KX ZE Firehose
A PR
EZ A Firehose K% A& | BATERU TR ERF,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "ReadWriteAccessForLogDeliveryActions",
"Effect": "Allow",
"Action": [
"logs:GetDelivery",
"logs:GetDeliverySource",
"logs:PutDeliveryDestination",
"logs:GetDelivexyDestinationPolicy",
"logs:DeleteDeliverySouxce",
"logs:PutDelivexyDestinationPolicy",
"logs:CreateDelivery",
"logs:GetDeliveryDestination",
"logs:PutDeliverySource",
"logs:DeleteDeliveryDestination”,
"logs:DeleteDeliveryDestinationPolicy",
"logs:DeleteDelivery"
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EERES

1,

"Resource": [
"arn:aws:logs:us-east-1:111122223333:delivery:*",
"arn:aws:logs:us-east-1:111122223333:delivery-source:*",
"arn:aws:logs:us-east-1:111122223333:delivexry-destination:*"

"Sid": "ListAccessForLogDeliveryActions",

"Effect": "Allow",

"Action": [
"logs:DescribeDeliveryDestinations",
"logs:DescribeDeliverySources",
"logs:DescribeDeliveries",
"logs:DescribelLogGroups"

1,

"Resource": "*"

"Sid": "AllowUpdatesToResouxcePolicyFH",

"Effect": "Allow",

"Action": [
"firehose:TagDeliveryStream"

]I

"Resouxce": [
"arn:aws:firehose:us-east-1:111122223333:delivexrystxream/*"

"Sid": "CreateServicelLinkedRole",

"Effect": "Allow",

"Action": [
"iam:CreateServicelLinkedRole"

1,

"Resource": "arn:aws:iam::111122223333:role/aws-service-role/

delivery.logs.amazonaws.com/AWSServiceRoleForLogDelivery"

},
{

"Sid": "AllowlLogDeliveryForWorkMail",
"Effect": "Allow",
"Action": [
"workmail :AllowVendedLogDeliveryForResouxce"

1,

"Resource": [

BAFITALIER

MR 1.0 74



Amazon WorkMail EERER

"arn:aws:workmail:us-
east-1:111122223333:0xrganization/organization-id"
]
}

ATREXR IAM A&

B TF Firehose TERARERRE , AWS RLtEIRBEE LT Firehose I BER AR IAM A&,
AWS #2#& AWSServiceRoleForLogDelivery R I RS X AR, LWIRFSHEXBEBIEBEUTINR,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Action": [
"firehose:PutRecoxd",
"firehose:PutRecoxrdBatch",
"firehose:ListTagsForDeliveryStream"
]I
"Resource": "arn:aws:firehose:us-east-1:111122223333:deliverystream/
workmail-*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/LogDeliveryEnabled": "txue"
}

},
"Effect": "Allow"

RS HEXACR FIRLRENWFTE Firehose t&i%iLogDeliveryEnabledfI X PR, true AWS
FIRE AFRICRA |, FUHARZRALS BARMEIER.

WREHXABEERS AN delivery.logs.amazonaws.com REEFXARRAFTERSHXAR
WEERE, ZEERBUOTAT
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JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": "delivery.logs.amazonaws.com"
},
"Action": "sts:AssumeRole"
}
]
}

25 B 4 E R PR

BRT RIJLTT B HAV R BRAN | INRIEER G A MARIZER AERKRE BEL R APIs , MEFELLTR

BR :
JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "AllowLogDeliveryActions",
"Effect": "Allow",
"Action": [
"firehose:DescribeDeliveryStream",
"s3:ListBucket",
"s3:GetBucketLocation"
]I
"Resource": [
"arn:aws:logs:us-east-1:111122223333:10g-group:*",
"arn:aws:firehose:us-east-1:111122223333:delivexystream/*",
"arn:aws:s3:::*"
]
}I
{
BR®TItALRIZF
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"Sid": "ListAccessForDeliveryDestinations",

"Effect": "Allow",

"Action": [
"logs:DescribelogGroups",
"firehose:ListDeliveryStreams",
"s3:ListAllMyBuckets"

1,

"Resource": "*"

Amazon SR IE WorkMail

WorkMail fER ZTMEMITRIN —F 0 , FE=ZFFIHPIFHLEZBRHNEZEE AWS §H 4, HFIHE
SOC. ISO # C5,

BXBEESMITYEE A AWS RFFIXR , BSRZEEMIT RIS HSEE NN AWS RS, BX—K
B8 , BZH AWS M itKl.

BO LA THE=ZFFITIRE AWS Artifact, BXEZEE |, i5SRTE Amazon Artifact T 23R

o

|of

BIEEH Amazon WorkMail R EMBEIR T BN BENERBM, AN EMBRURERNE
BENEM., AWS BEHTUTRBERBEISST SN

- ZEEEPMREANTER — XERBEFTC TRWIESN , ARRTELRENZLHENE
MENERNEERREN SR, AWS

« AWS EMFIR — W THEBNIEEETRER T M ENT L MATE .

* AWS Config— % AWS IR ITFEEHN T REBES AEE LHESAEREK, TAESHHAEM,

« AWS Security Hub CSPM— It AWS RS T £H T RENZ SRS AWS | BB ZRERZETHER
2T ENRESE,

NI L, #h Y 28 £ WorkMail

AWS £KEMREEELS AWS XEFMATAXHEN., AWS XFRUSAAYEREMNRENTH
X XEAXRBEIEEERE, aFHENSEARNNEHEE, AATAKX , S LURITRELETH
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XzBTZH i Az XARREBHNNARFNREE, SEENENHS I REFOEMBHEL
THXERESHNTRAE. REENTT Bt

BXAWS XEMAAXMNESEE , BSRHAWS £REM R,

BT AWS £ IRERZHESL , Amazon & WorkMail 12t S ThRE Rk B XIS W HIERMENZ O E
Ko

Amazon W EM & Z £ WorkMail

(® Note
I 53 WorkMail EFLEXEZHEZRS (TLS) 1.0 M 1.1 X%, MREFEANR TLS 1.0 K

1.1, AT TLS BRAALRE 1.2, BXEZELE , i5S# TLS 1.2 to become the minimum
TLS protocol level for all AWS API endpoints,

ER —IEE RS , Amazon WorkMail ZF| AWS £IRMER MR, Bx AWS Z2REURI
il AWS RIFERIERIER , BSHAWS =% 2, EfFAEMIZHET SN RESERZITEN AWS
INE | iES® S AWS ecurity Pillar Well-Architected Fram ework A #Y B Ai% He R 3o

BALAERA AWS EXR T H APl A WorkMail B ML RIL S, BFRMSAZIEATAR

- RREREMDIL (TLS ) . BINEREH TLS 1.2, BIWUEA TLS 1.3,

- EERLMAERE (PFS) WHRIBEH , N DHE ( 58T Diffie-Hellman ) 5 ECDHE ( I B4 [ 4
¢ Diffie-Hellman ) o AZHIARE (W0 Java7 RESRA ) X IFXLEER,
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Fr 2448 A L 5% WorkMail

SERJE EREE |, BRI LA A ER Amazon T WorkMail, BEXEZELR | F5 FiRER T D%
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BRI SUEATET REM T #F A I EHR R E B B 5 WorkMail, 5 Microsoft Exchange B B 1%
Vet LR T B 5% WorkMail EE&fl.

£l

- FFHRERAL T WorkMail

- EBELS# WorkMail

+ W 5# WorkMail %%k Exchange Z B BREH
+ 7£ Amazon tEE AT HIRE WorkMail

+ 7£ Microsoft Exchange F it & 7] 1R E

» TEER Exchange #I 5# WorkMail F 77 2 8 /3 F 5B F 8R4 B H
- FAFPERAB FH4KEH

- EHIRERE

- BMHEFIRELE

- RAEREEXHERABHRS SR

- REHEE

o 5% WorkMail BLER

FF #4865 5#h WorkMail
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AT SRITFRERL S,

(® Note
T 4455 FA B S5 SE AR ST IR S A o
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FriaE AL % WorkMail W7 1.0 79



Amazon WorkMail EERER
- £25  RELHITS# WorkMail M5
- £3% RETWD# WorkMail 5 RIER

%1% . B3 Amazon WorkMail #8414

WA S B F Amazon WorkMail B $|& |, AEFTERIMA R AEE MK FMBBFE .
% Amazon WorkMail 3241 &

1. 3TFF Amazon WorkMail #2#|#& , Wit A https://console.aws.amazon.com/workmail/o

2. WMAEME  FERAWS XiF, #R4AE0MBHES | FTHFERXKEHIER , REEE— KX
5, BxXENEZEL |, 555 (Amazon Web Services —fi&5E) iy X% S,

25 RELHIT S WorkMail 14
1. &% Amazon WorkMail #1885 , BAILUREA L H R MR . FRANEIE RN BT 5%
WorkMail ARFEATRER. BXEZER , BSRAEDS R NE,

2. (A& ) BABLEREER Amazon BN ZFNHIHAAE WorkMail, INREEFMITILIRE , FREE
HIR 4,

® Note
MR B FEALLTHER : alias.awsapps.com. BHTRIER |, BidE , EReeERA MR
BT, FEEEFHREFRFERAMNE, I B8 Amazon WorkMail LA 43 Fr A E 2>
E—1EBRANAF, MRESEERRANAF , Nz THEaEFEMAER,

3. MREERANIE , TEI @B RS (DNS) RS AN INAENAY A (TXT) MER4FR# (MX) 18 FK
BiIEZiE. TXT iBRAVWEE DNS R AER. MX IBREE T&AMARS SR, H5L/ERE
RENRALNRIANE. BXREZER , FERRIEEMERERIAE,

4. 7 Amazon BIZHAFPREAIE B FZAF WorkMail, BXEZER |, HSR SIAF,
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HEERH L S # WorkMail M4 N AR URL

1. TF Amazon WorkMail ##|& , Bt Jhttps://console.aws.amazon.com/workmail/o

MENKE  BFERAWS XiE, At , FITAVTEREAMMERXESIXR , AEEEFMENKX
B, BXEZELR , F3 (Amazon Web Services —fi§5E) iy X5 Fis 2o

2. HSMERF , GERALN  RAREERALKNEN.

WA ERALRENE , A EAFERTETR URL, fif] URLs RAXMER :
https://alias.awsapps.com/mail.

2 3% iREITZ#E WorkMail A i5 R R
MU T &I A 3 7% B LR iE Amazon WorkMail B P 175 8] X BR
+ 5/ Microsoft Outlook HEF MW N B REEFWRERAFIHRNE, BXEZEER , B5H

Connect Microsoft Outlook ZE#EI¥REVIL S # WorkMail 1K,

- \Bzhi&%& ( # Kindle. Android, iPad = iPhone ) RBRAFIHEINR. BEXELZEER , BSHAT
WRERABHRE.

- ERERAFHENER , EEASEBRMNERE RPN (IMAP) I HREANERAE iR Y. BXES
§8 , i85 Connect IMAP & F ik 2 & Y I 5 % WorkMaillk o

EZRIR
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« 5% WorkMail ##§%X Exchange 2 B9 B R 1EM
« I 5% WorkMail Bl

T8 E 5% WorkMail

BE LSRN EEMKREEE , WorkMail MBEK Exchange. #%k Office 365, G Suite Basic ( 8] &
N Google THENARRF ) MHMFEEEIBRENLS#H, EXRINSEXRENEZEER , HSH Amazon
WorkMail Zh&E,
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S 1 £ Amazon H 8|2 F HAF WorkMail

EXBAF 28, 41E Amazon F7RINIX L AP WorkMail ABLE A1 EFE, BXEZER | i
IRy S

Ifi
O

£ 2% EBEL L% WorkMail

BA L LSE{[A AWS TEBEENEESETEE Amazon WorkMail, BxXXLEBEFHNER |, 55
Amazon WorkMail Zh&E.

EXBENEREE , HOE -1 EITHW Amazon WorkMail BFRZYTIREE R, TENIREZAF,
BFIHRAL T EHR R R,

PIREREER
1. BWITUTHREZ—
« #£ Amazon WorkMail ##l&aH , QIZ— M TAFKARLIIREER, AXEZER , BS3H 5

A

- TE&MW Active Directory |, BIEZ—MNTRAFPRZYIBEER , RAENZAFE A Amazon
WorkMail, BXEZEE , F2H BRAS.

T 5 # WorkMail ZHl &S EHRF , %&$#F Or g anizations , RFEFREHWHLAEZ .
ORIERELQRE, TBMNEE.

HERERAIBBRBYIFENE.

I EREER FRE—DAF

EFRRF

2

SR 3 ST EIEEERE WorkMail

IR B BB, F AR K 77 32 2] Amazon f§ WorkMail |, & A LARIE DNS B R A BB AN SENBHES
o
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1. ¥IAFrE DNS icFHEE2EFH B E113EME Amazon WorkMail, HXFrE DNS icZHNEZEE | &
e AN

® Note

DNS iEREMI R AT E/L/IE, MRER MX IS FATREBFEH HIEMFHBE , WA
£ DNS BREHEEMETER TERIBHMBE .

2. BXNAEIBIEFHEENEATLDRNEZER WorkMail , 25 (I 5# WorkMail A
FIER) FI “F Microsoft Outlook JE#ZEI{RAI I 5 # WorkMail ik ",

I 53 WorkMail %% Exchange 2 BRI Hig /e

T 53 WorkMail 1 Microsoft Exchange Server Z [B8]#Y B i&4E A iF S MR AT B 2L B =k 55 A
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0. ERERARAFS , BITHAS BB FE R EPRIS R,
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® Note
WMRTF Exchange AEBEN AT AMRUAE GG , MFEFE Exchange FOIERS K

EiF R B free/lbusy 58 |, 5% Exchange 1L &k k12 — MRS K WorkMail, %k
Exchange RSk 23X Exchange LB G R E M Exchange AP B free/busy 8 2 M E{ATH
Fo BRMABRTRFZIBRENRE ; Bt TERFHRNE.

Bl , 5% WorkMail BRSSP 2381 5% WorkMail £& AR H A4t 5 WorkMail B BA
free/busy EEMEAAF . XHERRINMER TETFH, ELMEZRM B FHOIET SE WorkMail A
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NAFPSEA S A Amazon B WorkMail , BT ERBXLERA R MBEFAN B b4 f5lH, XLR
Bt HFET Exchange BE A /OB TEIE. Amazon B/t WorkMail B4 — X E B FHHNER,

A F B EE N WorkMail B , FTo3E7E Amazon REIESREARIR. B2 , BHFTE Exchange & RER
A LATENL B # WorkMail BiflsEH K2 , HETUGEE—H#ATZEHES.

£ Amazon L& o] A& E WorkMail

£ Amazon EEETTAMIRE , WorkMail SAE BRI RS, RHEBHIHEEMIRENE 7T free/busy
88, Amazon WorkMail XFFA I MIZZERSIRE free/busy EEMER :

- Exchange Web Services (EWS) — EELEH , Y 5i# WorkMail fFEH EWS i [@ Exchange
RS ESHE M WorkMail HAEH A AMELR., XRHEFHEMEE , HER Exchange IR 251
EWS % =A@ 28 3 B B #1715 4] o

- BEMATAMRMERS (CAP) - EHEES , EE A ATLUEE AWS Lambda BERLAIRESA E B FHR 4
HHWAFPTAMER. BEZNBFIHRSSETESE , & CAP 5 Amazon BL& A WorkMail AT #2
HUAT L -

o TLEHEITFFBE X , ENAIAAER EWS 3REVA F o] A WorkMailo
« M Google Workspace ( SABI#:9 G Suite ) & 3F Exchange =3Ik EWS R4 IREVA - ] A,

F&

- BEET EWS WA AR HRS

- BRiEEEXATA R

- MEREXATRAMREHER Lambda B

BEET EWS W AHRHEE
zERHA LREET EWS WTAKRE  BRRU TR :
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MEXE  FEHRAWS XiE, Atk , HITF VN TFEREAMAERXEYIR  REEEFAENEX
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2. HESMERP , ERALN  ARERALNER.
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- EWS Mt — Y 5i#h WorkMail F¥ &g [ EWS LixT S ALk URL, &S FEAIERMIREL
EWS URL %%

- AP FER4ibut-AT @ EWS in R T H ORI AP B Fif 4t WorkMail
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EERF.

XEL EWS URL

E A Microsoft Outlook 3REX Exchange #9 EWS URL , 55K THE :

o kb w0 bd =

¥t F Exchange SREFHEMAF , EFXE Windows F#Y Microsoft Outlooko
BT Ctrl BHEMESZFH Microsoft Outlook BIAR EITHF E T X (A& T) X&£,
%32 M= 8B F R4 AutoConfiguration.

# A Microsoft Exchange A F° B B8 FHR bt R 2885 |, ARG Test,
M“Results”& O # £ # Availability Service URL #91E,

EH EWS URL #1T3X#t PowerShell , PowerShell FEEBRETHITUTHRS :

Get-WebServicesVirtualDirectory |Select name, *url* | fl

TIREWT B2 #9 EWS Mk WorkMail , 18 %L 5% WorkMail £ix¥7 S MBELE TR 2 EWS 8, #A
EWS URL (https://"EWS domain"/EWS/Exchange.asmx) , SREFEWS = &# N EW EWS

i,
Bc

5 B E XA AERERE

EREAENTAMRME (CAP) , BERUATIEE

1.

$TF Amazon WorkMail 2% & , Mk https://console.aws.amazon.com/workmail/o

WAKE  FERAWS X, Akt , FIIFNTRREAMNEREXEIR  REEEMENX
o
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4. EEFMAAMEEE , RERALTER

« KA _ %3 CAP Lambda,
« 13- WorkMail =i ERALEEERNETAMEENE,
« ARN — FHEMH A A4S E R Lambda BNE A ARN,

EME CAP Lambda ¥ , BSHWEBE N 1] AHRMEE Lambda K%,
HEESENTTAMREMARE Lambda B

BENX AT AMRMUER (CAPs) EAET JSON HERMBAHIHTEE , ZMHUABRTEE LK
JSON #1945, Lambda BBUS T8 R H 12 At E RE R,

F&:

- ERMMWALTE

- BFHERR

o 5% WorkMail fEF CAP Lambda BEKHY =51

B SR A 0@ R T 3
BERTE

LT REATH Amazon WorkMail AP ELE CAP R RBIESR -

{
"requester": {
"email": "userl@internal.example.com",
"userName": "userl",

"organization": "m-0123456789abcdef0123456789abcdef",
"userId": "S-1-5-18",
"origin": "127.0.0.1"

},

"mailboxes": [
"user2@external.example.com",
"unknown@internal.example.com"

1,

"window": {
"startDate": "2021-05-04T00:00:00.000Z",
"endDate": "2021-05-06T00:00:00.000Z"
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}
}
BRA=ZANEDEMK : requester, mailboxes M window, AIEFEHY FRE. Mailboxes F &0 ZBo
PRINABTXERAR,
BERE

“BRE” FoRMEE XM Amazon WorkMail #HRBIERNVAFWEE. CAPs FRAMEBRENRE
HENTR, i, KBETRATELERTAMREE LNE—BAF , & LR & R LiF
WMEE,

FER .88 HIE
Email BRENEE B FfHFibit, =
Username BERENAF A, =
Organization BEREMNAL ID, =
UserID ER#E IDo =
Origin BRI EHb &
Bearer BREFRER, B
Mailboxes

mailboxes L BEAFHLLUES DR E FER4tut 3R , AT ERETRAMER,
B0

window oA ERATAMEENEED, startDate M endDate ¥UXH UTC BRIBE , H
BIE RFC 3339 IREKN. MITBEHT BN, HLITFH , MREHMHAEENL StartDate Zﬁuﬁ
W, MURHE A R 28 TF 4R e 1ED o

e B T &

T 5% WorkMail F%4#F 25 ¥+ 2 EI5k B CAP Lambda BB IR, 25 Ff5 , Amazon
WorkMail FHRiIZ1ZIhBE B kM , HTE EWS GetUserAvailability 19 575 R BB R E R E, XF o
S HE GetUserAvailability & E KK,
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EERES

LA B3R B A B0 20 FF 3K & LAY B & A W B2 R 451

"mailboxes": [{
"mailbox": "user2@external.example.com",
"events": [{
"startTime": "2021-05-03T723:00:00.000Z",
"endTime": "2021-05-04T03:00:00.000Z",
"busyType": "BUSY"|"FREE"|"TENTATIVE",
"details": { // optional
"subject": "Late meeting",
"location": "Chime",

"instanceType": "SINGLE_INSTANCE"|"RECURRING_INSTANCE" |"EXCEPTION",

"isMeeting": true,
"isReminderSet": true,
"isPrivate": false

1,
"workingHours": {
"timezone": {
"name": "W. Europe Standard Time"
"bias": 60,
"standardTime": { // optional (not needed for fixed offsets)
"offset": 60,
"time": "02:00:00",
"month":
"JAN"|"FEB"|"MAR"|"APR" |"JUN"|"JUL" | "AUG" | "SEP"|"OCT"|"NOV"|"DEC",
"week": "FIRST"|"SECOND"|"THIRD"|"FOURTH"|"LAST",
"dayOfWeek": "SUN"|"MON"|"TUE"|"WED" |"THU" |"FRI"|"SAT"

},

"daylightTime": { // optional (not needed for fixed offsets)
"offset": 0,
"time": "03:00:00",
"month":

"JAN"|"FEB"|"MAR"|"APR" |"JUN"|"JUL" | "AUG" | "SEP"|"OCT"|"NOV"|"DEC",
"week": "FIRST"|"SECOND"|"THIRD"|"FOURTH"|"LAST",
"dayOfWeek": "SUN"|"MON"|"TUE"|"WED"|"THU"|"FRI"|"SAT"
},
.
"workingPeriods":[{
"startMinutes": 480,
"endMinutes": 1040,
"days": ["SUN"|"MON"|"TUE"|"WED" |"THU"|["FRI"|"SAT"]
1]
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}

A
"mailbox": "unknown@internal.example.com",
"error": "MailboxNotFound"

]

I B2 — N mailboxes BFHEK , ZHo T EMRESIR. RURBHEATAENENMIEIR=1NE2
4 BX - mailbox. events Hl workinghours, R A A RERETEREEBFENATAMEE , WixE o B
FNEBDE K : mailbox F error, A3EEIMY Mailbox, Events, Working Hours, Timezone, Working
Periods M f1% A2 BINETXERR,

Mailbox
mailbox &% = E 15K mailboxes Zp5 HH BNHY A F AV B FHB 43k,
Events

events B RIFRNEOPRENEHBIIR, BIEHBERAUTSHHITENL :

FE B8 WAIE
startTime EHNTFHREE , RAUTCHE =2
I, , HRHE RFC 3339 B
No
endTime EHNLERRE , RAUTCHE =2
I, , H#1RHE RFC 3339 B
N
busyType EHMCRE, AR =

Busy. Free Z Tentative

o

details EHMiFEMAEE, )
details.subject EHHNES, =
details.location EHEENNE. =
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EERES

FE

details.

details.

details.

Set

details.

instanceType

isMeeting

isReminder

isPrivate

Working Hours

workingHours T2 ZE B XBEMEEN TENEINEE. EZERNEL : timezone

workingPeriods.

Timezone

ik
EHHRAIRD,

A LA Single_1In
stance . Recurring
_Instance =} Exception

o

—MMeRE, ATERSHE
BRESEE,

—MMaRE, ATERSHR
BIRE T RRE.

—RE, ATEREHR
BRENLE.

i

fim

fim

timezone F&RH HEA T HRFEFTBEEFFEN X, HEREETFRANN XTI , EHRENAFHNIHE
REFFEE, THMRHPELARBEANEX K MAREABWR, ERARECR XHERAB)T# %

XA TE,

FE
name

bias

standardTime

daylightTime

% B8
A X8 B Fro

5 GMT NRIARBE ( A2
HARN ).

18 7E B X AR A B (8] B9 7T 4R B
=T

EENXE SR IR E,
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MHAERE Y standardTime #l daylightTime , E&BBEFHE, standardTime H
daylightTime MR FERTIE :

FE 1,87 AFNE
offset AN TFERIAMRBENREE NA
(A8 REN ),
time ERBMESR 2B X NA
ErpetE | BER
hh:mm:ss,
month FRER B ME SR Z B XER JAN,FEB, MAR, APR, JUN, JUL,
ATEW B, AUG, SEP, OCT, NOV, DEC
week 1€ B AR ER R M E ST FIRST, SECOND, THIRD,
ZERERBRFTENE, FOURTH, LAST
dayOfWeek EERANERBEMESERZ  SUN, MON, TUE, WED, THU,

Working Periods

[B] & A R R B = Ko

FRI, SAT

workingPeriods B0 28 — 1M RSZNMTHEFAHN R, SNMNEMEL-—XRHSKRIERNTFHRAER,

FE 1, BF AFNE
startMinutes TEBRNFH , NFRER NA
(Ao EREN ),
endMinutes THEEWER  NFRERL NA
(A5 REN ),
days WEARERNI/ER, SUN, MON, TUE, WED, THU,

FRI, SAT

#2 CAP Lambda &%k
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EERES

iR

error FERT L EBEEEHRHEE, TRIETEHMNRBE EWS 1B HWIRE . A HEMEEEE
A5t 2] ERROR_FREE_BUSY_GENERATION_FAILED,

(=}

MailboxNotFound

ErrorAvailabilityC
onfigNotFound

ErrorServerBusy

ErrorTimeoutExpired

ErrorFreeBusyGener
ationFailed

ErrorResponseSchem
aValidation

BT mER R

EWS iR

ERROR_MAIL_RECIPIE
NT_NOT_FOUND

ERROR_AVAILABILITY

_CONFIG_NOT_FOUND

ERROR_SERVER_BUSY

ERROR_TIMEOUT_EXPI
RED

ERROR_FREE_BUSY_GE
NERATION_FAILED

ERROR_RESPONSE_SCH
EMA_VALIDATION

M AWS Command Line Interface (AWS CLI) iZ21TEA T Lambda @55, Lban s AT 82 R 5% BE 7 I 21 %

#T CAP By Lambda B, MBI TFILD % WorkMail A MRS E A

aws lambda add-permission \
--region LAMBDA_REGION \

--function-name CAP_FUNCTION_NAME \
--statement-id AllowWorkMail \

--action "lambda:InvokeFunction" \
--principal availability.workmail.WM_REGION.amazonaws.com \
--source-account WM_ACCOUNT_ID \
--source-arn arn:aws:workmail :WM_REGION:WM_ACCOUNT_ID:organization/ORGANIZATION_ID

HEaTH  EETHVERIATSH

1R

70N

B Lambda B%K,

#2 CAP Lambda &%k
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« LAMBDA REGION— &B2 CAP Lambda W XIBME#r. il us-east-1,
« CAP_FUNCTION_NAME— CAP Lambda BZH & o

® Note
XA AR CAP Lambda BB BT, BBHEZI D HEZF ARN,

« WM_REGION— I 55 WorkMail A42 8 B Lambda B Z 8 X187 #ro

(@ Note
REUTXEAE CAP £& A :
. ZERI (HERLMILE )
- ZEFEE (RHRM )
- BRMX (ZBAR=)

« WM_ACCOUNT_ID— ‘A4 HY ID,

« ORGANIZATION_ID— V§H CAP Lambda RY4HLRHK ID, flfn , AL ID :
m-934ebb9eb57145d0abcab566ca81a21f,

® Note

LAMBDA_REGIONRBEEWM_REGIONEZEEBXFHF WU F2EMAE. MRFAFZFEBXEE
A, NelilFRMEERMN.,

U 3% WorkMail £ CAP Lambda BI#k i =451

BRI L5 WorkMail £/ CAP Lambda B E# EWS Kim T SRR , ESF < T I 5 174
MRS sr L AR FRYIAWS RIS AEF. WorkMail GitHub

£ Microsoft Exchange H & o] A4 1R E

EFNCEABAFPWNAAE B free/busy E RIFEREEMEL Si# WorkMail , i§7E Microsoft Exchange
FRigiE A A tth ik 22 8]

A LLT PowerShell #55fl 2 b1k 22 (8] :

£ Microsoft Exchange FELE 7] AR E M7 1.0 95


https://github.com/aws-samples/amazon-workmail-lambda-templates/tree/master/workmail-cap-exchange

Amazon WorkMail EERER

$credentials = Get-Credential

RIFER TR A Amazon WorkMail RSk P HEIE. BFRAF B AN domain\username ( Bl
orgname .awsapps.com\workmail_service_account_username ) ., bt4torgnamez:R
Amazon WorkMail AR ET. BXEZEER , 55 H EHE Exchange L 5 i 41 2 AR 55 0K
WorkMail,

Add-AvailabilityAddressSpace -ForestName orgname.awsapps.com -AccessMethod OrgWideFB -
Credentials $credentials

BXEZELR , S AvailabilityAddressSpaceft Microsoft X84 L7 10- AR,

TE$%% Exchange #1315 i# WorkMail B P 2 18] /3 F & F B 4 3% B

33 % Microsoft Exchange Server L D i# WorkMailZ [E]3 T FRE4FIEH , AFTUEEIBITL
#ERE AR B FER it it WorkMail, E8-FHBHEE B 48 4% Microsoft Exchange Server fE 441
U F B ARy = E R R AR E T (SMTP) BRS5 28,

AR FERERER 2R , BEBETHRAT BRFEH

- RALNZHBEREERES, BXEZEE , BSH BHAEREMN,
o WRIBIE Amazon WorkMail 1241 & F & 2EMEZ,

« WIFEAIH Microsoft Exchange Server EA AT LU B FERM4EREZIEBRMN, BAEEERE X
EEERSR, AXREEEZESNESZFER |, BSH Microsoft X HITE Exchange Server 4
BRIEEZES R R X B BB,

ARF B AR FER4r

BULENNZAPTERATER , REBNERNAEMENR.

1. BREEIBE Amazon BIAFIKF WorkMail, BXEZER , BSHRBAINER .
2. 7 Amazon WorkMail 2|8 % , BREDEWA B FEb4ibit 5253 A/ AP XE.
« <workmailuser@ orgname .awsapps.com> ( XZHBRME , TEMIEK Exchange BN A A
FR, )
« <workmailuser@ yourdomain .com> (XZBZNRME , R Exchange B E#bit, )

BREZER , BFSREERS BT ElfFihur,

TEBER Exchange ML Di# WorkMail f F= 2 i8] J5 F &8 FER 4R F M7 1.0 96


https://technet.microsoft.com/en-us/library/bb124122.aspx
https://docs.microsoft.com/en-us/exchange/mail-flow/connectors/internet-mail-send-connectors?view=exchserver-2019
https://docs.microsoft.com/en-us/exchange/mail-flow/connectors/internet-mail-send-connectors?view=exchserver-2019
https://docs.aws.amazon.com/workmail/latest/adminguide/enable_user.html
https://docs.aws.amazon.com/workmail/latest/adminguide/edit_user_email_addresses.html

Amazon WorkMail EERER

3. BREFIELIEM Microsoft Exchange FREVERFE T B ZIW S BVBRFE WorkMail, BXEZEE | &
Z X% 2| Amazon WorkMail,

4. TR FEMEBIERE , 7 Microsoft Exchange EERZAFHERFE, RAfF , SIE—NFIEE SMTP it
1k¥E @ Amazon WERFRF ( R AR AF ) o WorkMail 9tk , i§# Exchange Management
Shell FERAUTHS :

/A Important
UTSBRUERMBENNE. £33 A B 74 B WorkMail 281 , FREREHE
EE IR Amazon, HEZEITI S WorkMail B, ELEaf4E P iR 2T TR E
Amazon, BEXxEZER , H5H MHEE - HEE,

$0ld_mailbox = Get-Mailbox exchangeuser
Disable-Mailbox $o0ld_mailbox

$new_mailuser = Enable-MailUser $old_mailbox.Identity -
ExternalEmailAddress workmailuser@orgname.awsapps.com -PrimarySmtpAddress
$0ld_mailbox.PrimarySmtpAddress

Set-MailUser $new_mailuser -EmailAddresses $old_mailbox.EmailAddresses -
HiddenFromAddresslListsEnabled $o0ld_mailbox.HiddenFromAddressListsEnabled

£ EiRds S |, orgnamefRRIEH Amazon WorkMail HLANEH. BXEZELR , HSHE
Microsoft - %% F BB %8 #1 /= F BB 44 F F° TechNet,

5. MARKIEN XL FEH (£ LEMNRHEIP , 5 workmailuser@yourdomain.com ) . 1R IEH
BRTE RS , WA/ RiZBE® B FHAmazon WorkMail #R 58 3 32Uk 88 F BB 44,

(® Note
RELBEEHNNE 2B EEEREM | Microsoft Exchange & —BEER £ A BT BB 489 X AR
%8R, A THRE Microsoft Exchange W E#/EE , DNS 2Rk N /5 E# ELHE WorkMail [@
T 5 3#h,
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https://docs.aws.amazon.com/workmail/latest/adminguide/migration_overview.html
https://technet.microsoft.com/en-us/library/jj863434(v=exchg.150).aspx
https://technet.microsoft.com/en-us/library/aa996549(v=exchg.150).aspx

Amazon WorkMail EERER
RARERE

R SR A BB FE M B3R Exchange Server 38 | 5 # WorkMail , B FAFENBKRRAREE
%K Exchange #. AT E2XBAFIAERA TR , Microsoft Exchange Server #ein T H 249
R, TREIBAREEEFREHMEEER,

« BABRT , ZAF AR EMARESB FERM. ERALLIIEE , XIFAFRMAMELANZTL K
HAFIERFP, BEXEZEFEE , HSH Microsoft LRI {FEE TechNet,

- APARELTEMITRIR. EREALIIE , BTREAFZEHRNAERIRN
ProcessExternalMeetingMessages. BXEZEER , 2 # Set-CalendarProcessing on
Microsoft TechNet.

BB 4+ 2 - i B i

AR R o T T 48 DR E) Amazon WorkMail, SXER S BER AR RTEMIZESE, TR
BB B EERT TR,

« Windows E£H Microsoft Outlook - EEE#/E3) Outlook. FHNET |, &FEE L IFMEEAE A [HMRFEIE
EFEAImETERRE, EFIEATHRFE LT, AR EFMBEE Microsoft Exchange HF 58,

« macOS L&Y %R Outlook — 2 Outlook EFi B IR , ERETRIUTEE : Outlook EEEMQ RS
g% .awsap ps.com, orgname= B HLENRFHEELNIZRE? EZEBI,

« i0S EHYBRH — Z BB B TR F = L B R R T B H A K can't get mail $BiR. EFCIBHEFE
iB Microsoft Exchange BB%H.

ZHBERERNAF R IRSS 25

£ RS #EE Microsoft Exchange BRFE/E WorkMail , {RATAZ A BERERR ., NREERIBEM
APRRIER , IEZAEREEX TR EMERE.

/A Warning

EZEABEREER2H , FRRTRABELENSR. BUARLSHEFHERRERAE
BAMTA. MREEATREIR , RAERELTERSHALA T, ST EMBELERE,
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https://technet.microsoft.com/en-us/library/bb123722.aspx#deliverymanagement
https://technet.microsoft.com/en-us/library/dd335046.aspx
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ERERERATE

1. TF Amazon WorkMail ##|& , Bt Jhttps://console.aws.amazon.com/workmail/o

MRAFE , AUER AWS XiF, EEHEEOQMIPHEFR |, THFERXEIR , AREE—IK
H, BXEZER , 55 (Amazon Web Services — &%) ## XiFfiwm o
2. ESMERT , EREAR  ARERLENHEAERFEINAL,
. HRHALAREDR , EREREREERR,
4., EEZRAEREEINNEES , MAALANEHRHERZERERERR,

BAHEREMTER , KB B Amazon WorkMail 9B P MEAGMNERSHMER, BMARTTLER
Amazon WorkMail #2&1 4 5 AEAHREAN AP REH | HFMAEIDRmEERE,, EERA TSR
Bl , 7o3% /8 A Microsoft Exchange FHRIR , H AXERFEF2EREBTBEF,

« £ Amazon F 8|2 &R WorkMail — & 0] LLFE Amazon R8I RIR , WorkMail ARG 11X L% R EL
EZREMMITER, BXEZER , BZHEEARR.

- B AutoDiscover DNS i23xk- N H AR Fr BB 4H1FiEL & AutoDiscover DNS B, XM F&E
% MBER Outlook MBE FIHIEEE (1ML S WorkMail BR . BEXELZER , BSHRAT
AutoDiscover Bt & £ i T Ko

- FQ@ EH MX DNS 2 Z# BT 5 WorkMail — 557 A WSS 88 F BB 44 & 3% B T I 7
WorkMail , #&250fF MX DNS 12 4R ET 5% WorkMail, ¥ DNS iR ERRZAREEFE 72
/Nt BEAR 1B EIFTE DNS ARS8,

- ERENEBHIRSEE — EERBIAFTE B FER A EREZ XX F] Amazon 2 g WorkMail , i1 RIEF4T
HESEERAENmARSSE , N AMER RS,

o BHEE
TEIE THNIEELN Amazon WorkMail EIREHFNTREIRNBRA R,

Exchange Web Services (EWS) URL TRH L AL R -RELREEFEHEWHN EWSURL, BEXES
E8 , B3 £ Amazon L& o] A& & WorkMailo

EWS Wif #iE) HILEESE - XREMNHEIR , TEHATRESE :

« Microsoft Exchange #&% 8 BB W%,
- BB KEARBEEN AVFRBEBRMB TG, #RIKO 443 (HTTPS &R IANR D) & FHFR

N

72BN o
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https://console.aws.amazon.com/workmail/
https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/workmail/latest/adminguide/resources_overview.html
https://docs.aws.amazon.com/workmail/latest/adminguide/autodiscover.html
https://docs.aws.amazon.com/workmail/latest/adminguide/autodiscover.html
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MREEWNEBRMEREMPBAERE , BEIRNDAFE , BER AWS Support,

BLi& Microsoft Exchange BEREMFT AP B MEZEBLTR - XRENSEIR , TEAUTRERRESIE -
- AFEXRFEAMELR. BEAUTES :

DOMAIN\username

 #&H Microsoft Exchange RS 84 BB NN EWS HITEARGHRIE, BXEZEE , ESH
Microsoft MVP R it X{E% LA E LB % : Exchange 2013,

AP W ET A winmail.dat Fi 4 B F R4 — Z % S/MIME & FHR4M Exchange &% EIL 5 #h
WorkMail#7£5& i T Mac # Outlook 2016 =X IMAP & Fim R iZ AT |, AlES R EXTER. BRA
Z 2 Exchange Management Shell FiE{TUA T &% :

Set-RemoteDomain -ldentity "Default" -TNEFEnabled $false

MREEHEALRILR , BERDAERE , BHHKER AWS Support.

I 3 WorkMail it Ei

A E A FNEFEH WorkMail AIEA Amazon, BRABN A SHERARGIMETEEEX BN
REAEDR , BERMNESBRILASM Internet A m. Hit , —EFF/ATRLSBIRMNREE
WMo RPN AXLEEEAR AN H B ITER,

HBOMIAETUNER , 2E—EEMHRHIALTEER. EXERENEINEZEE , 55H (Amazon
Web Services —fi85Z) HHIAWS IRFFEEHI,

Amazon WorkMail 48 40 F1 F F Bt &0

BB LU 25 NAPRINEIER Amazon WorkMail 4427 | 3k18 30 R GBI H., EULHRS
B, BEENMBEFEHRAFASE | BRIELGEMR BR= XA &R Amazon WorkMail i F .

EiMEXERHN  FERREIEMGAFNAAERE, XETFEHRTANMEIRARNEEQNE T
BRfF. SWIER, KWER, FFERMER.

@ Note
BEREMBEALANEH , KHEEFERFLEAREW.
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https://aws.amazon.com/premiumsupport/
https://docs.microsoft.com/en-us/archive/blogs/mvpawardprogram/virtual-directories-exchange-2013
https://aws.amazon.com/premiumsupport/
https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html

Amazon WorkMail

EERES

RIR

N AWS Tk F Y T 552
WorkMail 4H42 %

FMNLE# WorkMail AR
AP

®BHAAF

BREN AWS K7 B WA A
ok

ARIABC#

100

1000

Bl 30 X& % 25 MAF

100000 NMALANEBUH A, 3

4H 40

/N

#

BRI A A B R IR FE M B

ERERWER

ATLUARYEH AR B FK G
tn. &R LAMAWS Directory
Service 2l & & & Directory
Service ECEAFNE R MNBLE
BEXEZER  ESH (AWS
—ix2E) PHRSEE,

A LB IRA AN B R G
i, WTFRR

« Amazon WorkMail B3 : %
& 1000 FRAF

« Simple AD 3 AD Connector
, K& : &% 5000 MAP*

« Simple AD 3§ AD Connector
, /N BR% 500 MR

« Microsoft AD , £&H
Directory Service : %k
1000 TAF , EABURTAR
HIREMEE ,

*IREE AR Simple AD
AD Connector , i5Z @ AWS
Directory Service RZREE %

1% B
[= RT3 Y]

RBRAHOGER TEMEAR
REYEN 25 MR, {EAEAM
APESTrafaER R ARLE
i

T LB, {82 , Amazon
WorkMail 2 — I 4>l B8 Fip 4
RS, FTEATHES FHB

Amazon WorkMail 4843 #1 F /= B2 3
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https://console.aws.amazon.com/directoryservicev2/
https://console.aws.amazon.com/directoryservicev2/
https://docs.aws.amazon.com/general/latest/gr/ds_region.html#limits_ds
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/what_is.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/what_is.html

Amazon WorkMail

EERES

RIR

BREAEANHEE BN
AWS I 7= I 4 A

AR ECE = AR B FIREM

WorkMail 4B 4R 1% & Bt Ei

ARIABC#

200 MREFA , TER B Y

BIR L QIR
& Amazon WorkMail A48 RV IE & B2 1000
X2

FAAN B FEERAN RN EFARIHE 250

XA

BNALNB FEHERANPHRHEARKBE 1000

R E#

EiMEXER#AEN | FERREIEMGRASNAAEE
SWBRL, ESERIELR

R, 2UFEK,

=R

FiR R Y B AR/

XA

~ O J\zu::

ARIABECE
50 GB

XREMEM , TEER.

ERERWER

RS, BRHtE B FERHAR
% , %2 Amazon SES B
Amazon Pinpoint,

MR AR IEM. &
MNEWERME S HEHER
EAEN R IASE,

BHEE , TEAER.

TEER,

La\;fﬁaﬂo

CRERTANM B RARNEEQNE T

ERE R B LR

TEA

WorkMail 4H421% & Ei &t
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https://aws.amazon.com/ses/
https://aws.amazon.com/pinpoint/
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EERES

RIR

BIRAPNRAEH

BIMAFSRERECRBHE
1) 2L R 35 B A B LA A 3R

H S B

AR IABCH
100
XREEEH  TEER.

10000 NMALNEUH A, 3
AL A ERK A ABARIREMEED
o

ERE R B LR
FEH

LR, 1E=2 , Amazon
WorkMail 2 — 311t &8 F iR 4
RS , NITEATHEE B FHR
HRF. BxitE B Fhp4R
% , 5 H Amazon SES =
Amazon Pinpoint,

X RN |, FERREINEMBAFNAEES, XEIFHTANMAFIERAREEENE T
BRAF, SWHER, 2WEN, EFFERNEL.

=R

& ABR#FEY R R A/

f& H BB 4 By SR R AR

BBy R R AR

SESLT LSO N I

ARIABCE

29MB HY R 4R 15 ERHE

BL MIME &0 R ER 4, & A B MIME B4y
B AKX/ 40MB,

XEREMEERS  TEER.

29MB Y R 4miB BHE

BL MIME #8838 Z3E R4, 1& HEY MIME BBy
B AKX/ 40MB,

XEREMEER  TEER.

500

XREMEM , TEER.

500

HE B
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https://aws.amazon.com/ses/
https://aws.amazon.com/pinpoint/
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RIR AR IABCH
XEREEEH  TEER.
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f5E FH4H 4R

1£ Amazon & WorkMail , ALK KRKXRFZLNTWAF . £ Amazon WorkMail #BH|& 7 |, O LAF R
BRI AELGIR, NMREEETANALR , MAMBIE—PMELFRESE A Amazon WorkMailo

ES ]

- BIED

- MIBRELR

- BB FERH I
- ERLARAKRE

- RIZELR

o BEA VA R14R HIAL N
o IRIEHRRE R B R A

Bl

E A Amazon WorkMail , AMERIER—NHAL, —N AWS K~ o BAE 24 Amazon WorkMail
AN, BIBALE | BERTURALERBREHRERFBEZNMBRRE,

BT LAt 2 # I S # WorkMail B 4R WorkMail A48 |, Mo LU 5% WorkMail S A
HFRERK., Ba LU Amazon WorkMail ELA TR IMEE F—RER -

« ZKih Microsoft Active Directory
« AWS & Active Directory ( B AWS Directory Service B EHI#%E AD )
» Simple AD

BE SR B FER , BALIE Amazon RERAIERAF WorkMail MF4E , AR AUERAHNEE
B F. MREFEANRAME F , X0 5%E AWS Directory Service®H 1% AD Connector, AD
Connector AR A P MBH 5T D% WorkMail BiERS , AMTHFBRRILER, BXES
85 , 2 # (Directory Service EE R 1ER) Y Active Directory Connector,

IBRIE AT OSSR S 7 AWS KMS key WorkMail FISRINZBERFE A B . BRI Amazon IERERIAR
AWS & £ %40 WorkMail , th AT LUFE AWS Key Management Service (AWS KMS) I KMS
ZH. BXAUEHRN KMS ZHAMEE , 551 (AWS Key Management Service FF K 1Ef) I BIE
H4. WRELL AWS Identity and Access Management (IAM) A &% % , BFBEZRA KMS &
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https://docs.aws.amazon.com/directoryservice/latest/admin-guide/directory_microsoft_ad.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/directory_ad_connector.html
https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html
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ANZAEER, BXEZELR , 551 (AWS Key Management Service FF R A RIER) HHEA
MEAEA.

EEEIM
#12Z Amazon WorkMail 488 , HidELATILA :

- W53 B & WorkMail A X #FRE5Z /N K- £ ZWFEE Microsoft Active Directory BRS5 .

- MREET A Microsoft Exchange 1 AD Connector BYZ<#: Active Directory , BATBIE R AL
BREEBREMIRE, X# , HBFRRETB R Amazons 535 4 2 B8R FE 6 A Amazon WorkMail
B, AT ARREME A WorkMail AP TH. BXEZEER , H35H L 5% WorkMail R
Exchange Z Bl BIR{EM,

o MRBIEFRRTNEED , W AT S AR ARSI 1R 6 A EH Amazon WorkMail 4H43,
MR ER L TR : example.awsapps.com. REZRIET I # WorkMail AL RIEEARAF
WorkMail , B AU eR 4 A T S M E M M AWS RF. B2 , TeEglitsATH
e K. MREH Amazon WorkMail AARREBEL—ANESBANAF , MRS sE T #H A
BEFAMMER,

« Amazon WorkMail A% 5% Xig B .

o IS r/at WorkMail 5 B FHIEES AWS £ EEzN B . Simple AD 1 AD Connector @ —

N
Ao

£ AWS REEH B FKNEEE X

I Si# WorkMail IEEEH EE X R AWS HEES HR (£E AD ) WALRHRNER, LEHL
W Amazon 5 B REIEM WorkMail REF R , FERERMEAERERBHRGLEZT.

LR, HERA AWS F£EES) B FAI BT T WorkMail A48t | Y5 # WorkMail 45 FA BR S5 4% Bl X R
EREAD #ITRE, ATUEFERFHNEREENMEEEAGSTT , WorkMaili#E#] & I1EF
& AWS Directory Service $3& (DS-Data) APIs £ AWS £ &EEF B ZH I EREHB - MEAH,
APIs B3 WorkMailf2 #l & H1TiX LEREN IAM ZIEARE APIs EFERNF 8EXT 5H WorkMail 4
AXBIEE AD FEHEMM DS-Data #1E , NIREER AN EHH FEiFihs IAM KEEEK.

TRE 2 FEH Managed AD BIE2#T4ALR , R BFHLFEA Managed AD , IR EFEREES
WorkMail #&l 8012, EHMAMERAFAFEAE APIs , HE , BHSATHREMEELS R , WAREH
EHEREREBIEFEZIT. HXHER , i5ZHthe section called “FEEZX AD &£

£}
- SR

REXAD WEEFEY 7 1.0 106


https://docs.aws.amazon.com/kms/latest/developerguide/enabling-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/enabling-keys.html
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- BEi& AWS Managed Active Directory S5,
- BFALNFHAER

« &£ WorkSpaces B 3

o HLURS AR

Bl
1£ Amazon WorkMail 2% & PRI 2 FHELR,
Bl AN

1. 3TFF Amazon WorkMail #£#|#& , Wit A https://console.aws.amazon.com/workmail/o

MBEE  WLUERAWS XiF, ERFAEOMBOESD | THFERXKBIR , RAREE—IKX
B, BXEZELR , F3 (Amazon Web Services —#i§5£) iy X5 ik o

2. ESMEF , BRAL,

IR HRALANEHERENEAR (WRE ).
3. EEGIBRAL.
4. FEEFEAET  ERBEAHTARDS FHRMFbIERE

- I A Route 53 17 : i&FZEFE A Amazon Route 53 (Route 53) T EX BB A1,
- ##9 Route 53 iH& — JEM— N H Route 53 3B LAMEE I Sk EFEH WorkMailo
- SAEBE - W ABERANALEE RS (DNS) REBEENIEE,

o RFENREBZ-EH Amazon REMZFZEN R BE WorkMail, 2 0] LA M= 18 & % ¥ Amazon
WorkMail , AR BEENALFINESE,

5. (A% ) WRENEREY Amazon Route 53 #HTEE , NIFF Route 53 TERX , HEFEMH
Route 53 13,

6. HEAEBH A6 WALRNE—ZIE,
7. ERSHRE , AEXNTRHFBER , BBUTETZ— :

« BIE#FHA Amazon WorkMail B — SIZRA T AMMEEBRAFWWH B .

- FRYEER: FRANEEXREERF , 02 Microsoft Active Directory, AWS Managed
Active Directory 3 Simple AD.

8. NWTME , EEUATIEIZ— :
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https://console.aws.amazon.com/workmail/
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 f£A Amazon WorkMail £ EZA-EEMN K ol ZF A MZEZH.
- FERAIME KMS B4 : FRESTE AWS KMSHEIZEMIE KMS F4,
9. EFAIBAL,

MREER —MINERE , BRI [ DNS ARSS AN INAE LAY SLA (TXT) MR E: (MX) 128 FREIUEZ
Bl TXT ERAWERMARR DNS RSHER. MX IBREE T & A4 RS 2R,

FSLFENRRENRALNRUNE. BXEZEE , BERRIEEMIERERIAE,

HEA QL TEHRSE , BOULAMERMAFAREEBFHEE K, BXESER , BSAMA
F A Amazon RE B FH4E Fiwm WorkMail,

Bl & AWS Managed Active Directory £

EIEHT D% WorkMail 48R AWS £EEZS B X6, FINNEES R IHREF EHNRIUER
EEET.

NFALEERER AD EX

1. 7£ Directory Service ZHl&H , SMEZEHWFEE AD (Microsoft AD) , =& ML S WorkMail 13
FlE, EENSHERPEZAFSEAE  AGETTERDREERN B R,

2. HNAFNAEEREEER. MANBRTEAZRE , B4AEALRESEXNAFSMARTER
=

3. BUMMEBEUTRENKRE , BR IAM ZAREMFEHNRR

ds:AccessDSData
ds:ResetUserPassword
ds-data:CreateGroup
ds-data:DeleteGroup
ds-data:AddGroupMember
ds-data:RemoveGroupMember
ds-data:CreateUser
ds-data:DeleteUser
ds-data:UpdateUser

ERAENFEER AD AR

1. ¥ Amazon WorkMail 8 &I & R8P s 8 A T ESARBUEBE A,
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2. HEIBEHE , FFEEAEHN B FRENTIBEIFHN B FKRKRS APIs.

3. &E , BHRESTE Directory Service BHAEFERARAFRMBEAER , HEHA L - HMRFT
FEH DS-Data XBREHFH K IAM KEE,

FARFER AWS B ZIRSEIE (DS-Data) APIs 812, EFHMMIRA P NFEHEKRIT S # WorkMail A
LFERIEE AD ( 2BIRBHALLIIEE ) o

ERHLANFAREE

BE = Amazon WorkMail AR &R LLE RALFENE, ZNEBEEE REXREHALNEES IDs |,
aFEa 5 —RBEANEE AWS Command Line Interface. ME LB EEEALE RTERZEMNA
AMENEMLSE , HINMAZRITVESHROAF, XEEHEERRETIRELES FHHEFFIKTENR
Elg%_io

EFALAFMER
1. ESMEDR | ERER,

BeE R VA R TE A & R IERVA LR,
£

2. ERBEEREMNA

\NO

&£ X WorkSpaces H %

E¥ Amazon WorkMail 5E & A WorkSpaces , AU TSR ERE B Fo
A INFRZ WorkSpaces H &

1. EABIERFHRAB % WorkSpaces, B> WorkSpaces B , S I Z# WorkSpaces & 15
m) EY Y # WorkSpaces RIFIFE AT,

2. HTEILS# WorkMail & F , RIREH T S# WorkMail AR HEFEAINE B FREBZA
N, BXEZER , B3E tIESD,

A LURS A

HEORALAZE , ELERUTREZ—
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State i8R

JEER BNHLARERE | TUER,

Creating TERBEEEZETURNESNALD,

XK TR BIERA LR,

Impaired (Z 1) SRRV LA 40 S I 4B A T B [E)

JESEER R A LA T IETFERRES

Requested (B i&3K) BHVA DO ERERSIR | EEFFOUE,
EERIE EEREBEHALANAARENEITRR.

il BR4E 4R

WMRIBAFAEBFERHT ZE WorkMail ZIEFTHLRE FERH | AT LU ERAYH L8 ML 5 52h A il BR
WorkMailo

® Note
WRETERE. MBRARE , SRTEREMERIE.

I BR4H 4R

1. ¥TFF Amazon WorkMail #2#|& , Mt Fhttps://console.aws.amazon.com/workmail/o

MRTFE  WLUEHRAWS XiF, ERHAEOMIBHES | ITHFERXKEIR , AREERE—IKX
B, BXEZER |, F5% (Amazon Web Services —figZ£) &y X% =

2. EHALARBENALIIRS | ERERBRWAR , RFEZERER.
3. NWTHBERALR , aERNBRERRENETRAFBER , AEWALLNEN,
4. EEMEREAL,
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(@ Note
MBEZE RN Amazon EEBECH B F WorkMail , BRITEAEEIER -1, WRIEIERRAR
RHREBUILIE B % , WIBRIEZ B RIEH Amazon WorkMail WorkDocs, = WorkSpaces, &%
EMER , BSRHEME REKEEN,
ERRZE R, e AEAHEM AWS NARRF. EXEZELR , H5H (AWS Directory
Service BEER) PHIMIE Simple AD B F =M AD Connector B 3.

LR HAMIBRA LR | BARESUEITTHA Amazon Simple Email Service (Amazon SES) #II$E5E
EIRHE, MELSKEILAEIR | 1B Amazon SES % & H4%%E Amazon SES HLII FH MR T 3B
NIEE, BHRERIMNEZ IR EEEN Amazon WorkMail A48 ID, BEXEZELR , 25 (Amazon
Simple Email Service FF &R AR IEFE) YOI ZZ WA,

MREFEZBEBINANEETY , FAREAN, HELRFHIAMER REREE,

B35 B F BB 4 it 3t

BANZEAR, RRFAERENARPREER T EN B FERHFibit,
B FHR 4 it 3k

1. $TF Amazon WorkMail ##l4& , it Fhttps://console.aws.amazon.com/workmail/o

MREE  TLER AWS XiF,, FEGHAEOMINESR | FTHERXEIIER , AREE—IKX
B, BXEZEL , 5255 (Amazon Web Services —fi&5 %) Sy XE %S,

2. ESMBEHRD , RBAL  REERALNER.
. TEHELATIEAP , ERERB FHRHFHbut,
4. EEER,

EAHELRE

BATR &7 154 B 20T £ AR 0 S i#h WorkMail AR AT VIRIE ., BUERMIREFNA TENMEL.

ES ]
- ERAHEIER
- BABRE
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Amazon WorkMail EE R
- BRAERENE

- B SMTP Mx

- EEHEFHER

o X4E A B FERHIIT DMARC KRB

5 RERFEIER

HYRAEFHRFE M BER Exchange 2 G Suite Basic & 3RIRE& 2L S WorkMailsst |, YRATLLJS FABBFE
T8, BUUHIBENEAMNEIBRIEN —BoRKEHA. BEXEZEE (SRRELE) , HSH
AEMAITE 2 FRYIER ZL S # WorkMail,

FRBE

BAERABAERIEKEFEHHEERE. CAREN  BEEAERAE = FFHENEFHBERRIE,
AEETHEARERZHEFZR. BARPANEERFNEAMEM.

BXEZER (SRERESR) , BSRAKRERAITES FHTE Amazon WorkMail F {5 F B F B4+

=

BEREREN

EREM AR TFEM Microsoft Exchange E# 3 A I % WorkMail £ A FHRFEH F&E. BXES
ER (BFERESR) , FSALERAITES HHE Amazon EEE A AMIRE WorkMailo

B A SMTP M%<

&0 LAJS P (BT B R AR AL B T (SMTP) MX A S H ik s FRREFFMNESFER, HIGE FHB4RMN i
YFIREE SMTP M% B B MIER Amazon WorkMail AR & XK B FElE. BXESEL , ESH H
Uk B8 F BB A A R AE

(® Note

B FER RN BB K SMTP MAXAMFEREZIERMENEMEAIEPZFERER
MM (TLS) 1.2 ke RAZFEARF BRI,

BLiE SMTP Mx<

1. $TF Amazon WorkMail ##l4& , it A https://console.aws.amazon.com/workmail/o
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MRFE , JUER AWS XiF, £EFHAEEOMIBAESR |, ITFERXEIEK , REEE—IMX
B, BXxEZEL , 555 (Amazon Web Services — &5 %) Sy X% S,

2. HESHmBERD  GRALN K ABEBRALNEZR.

3. ESMEMRPEFALNRE,

I B B 4E AR IR B TN TR R — AR TR
4. &FE SMTP MEH+ , REIEFCIEMX,
5. WMALUTEER:

« WXEBH WA —E,
o Mttt BMAMKXHENBD IP bk,
- WOS  MAMXHROS,
- AFE  WARFSE,
- B mABRESE,
6. EFBIE,

SMTP Mk 7] & i vh 8 FHR M &S S £ o
F SMTP W XBELE N &5 H R RN — 2 EA , Bt ZERZANE SMTP R8It
5z PT B Y iR 45 5% F B RIRY SMTP WX, ARG HZM R B FERHFEENE R .

&R WorkMail Amazon &5 SMTP Mk |, RESTBEFEHERES AT A. MREXEXMER ,
BERBIEHNTSREEMKRE,

BB AR

ERBEER TR |, BAILIRE B FERARMN . B FERAF RN 7T SUARYE B F BB 4F A b ik SR B
FHRAFNAT — TR S TURME, S8 AT LA R AR AN A B B8 7B 4 3t 1t 50350468 F B8 F R A S A I o

DI FERASTMNIET | TSR TE S R MM =t e ot A T o TR R S 12 4,
£33

. ABEEFEBA MR A

. W5 T ER AR

o BHEARME AR

. BIE B FERA TN
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- YR FHRERAN

 J Amazon AWS Lambda # 1T &2 & WorkMail

- BEEX Amazon WorkMail 58 27 API #9177 B4R
o i B FER AR AL

o I B e R 4 SR AL I

AU B8 F BB 4 A U 48 4F

AV FERAERA N A B TR IERZ DA B FERA AP AR, AUSE FHRARAN (BRI
NRE ) 28R AT XKIELEH Amazon WorkMail AL AZBA RHFFE R TFERE, X5 HFERN
B FHREHL AR o

® Note

HE , BALMERTE AWS Lambda THEERIM N |, FE4E AR FHR4 RIX S A P HERFE 2
BN E#TAE, BxELD% E#EH Lambda WEZ{EE WorkMail , 3@, 1 Amazon
AWS Lambda #{THE & WorkMaillE 5% Lambda WEZ{E L. , S5 AWS Lambda FF XA R
HEHE.

AL FEBAFRAN (e FRRANEE ) BN AT RIZLH Amazon WorkMail AL AZTBARBFTEE
T, 5B E TN TE,

LUTF NIRRT B A S 8B F R o XY T/ | BERHFAMBHEAEX AR AT REZ

o

Action 1, B

Tl Bk BB, F BB 44 BN AR, EXRER , FETLBHX
A KRIEE,

K% IR [E] hB 44 Mje) 2 BT EBFARIEIR |, F B IR B iR 458 & & 4
A*LLO

1% 35 B 357 3% B 44 3T 44 3% EN{E H A KR4 Amazon 73R BB 448 N R S50 B

REIREREE | Z B FERE S RIEF AR
BR 442k WorkMail 323K 343K,
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Action 1%, BB
ZRIA B, F B2 Amazon WorkMail 3235 Bif 4446

RERBFTIER BIIRARAHIF R A E B 373 HR
TR, PR H M8 BB R AR R S B
i

MABEMERSTARBEN R F AR Y BTl
FERAN o 2 o) & T35 B8 T BB AF R A I 7 hn 45
S\, BEAERBN R4 AEIEERINRE,
BREZER , F5H KA AMNBHEAES,

M A% 3 B 1 3% B 4 ST 4 SR BN 8, F BB -4 Amazon 173K BR 446 T TR 45
RBIRBRERHE |, AR & KIZEIAF YUK
WorkMail 4458,

/A Important

A0SR A A AR AR SR BB A 40 R ¢
N&ERAFEIEK B SEEN IS

AR,
¥ AWS Lambda T FER R OB A P R AR 2 BT S A

A RF B, F BB 4£ 3% B Lambda BIERUAE 1TALEE,

@ Note

AVh B FHR B S RIEF] Amazon SES , REBRIE L S# WorkMail, #1ER Amazon SES
BHIE A SHER FHR4F , MU NIRETRER. Hl0 , Amazon SES 2ERMEEAFERHTE
3 IP JEEH N T BE L BB F R4, IEEMMIEME (Flan , Default (BRIA). Deliver to junk folder
(& IE B B3R BB 44 T4 3R) B} Never deliver to junk folder (M & & BB IR BR 4 STHER) ) T2 4E
58
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tH v B8, F R AR LU R 4

SET LAE R U B FER R AL NES SMTP Rx E 6 8B Faf4F |, B L& 4 AR B Foi4 RixSAHE
ENWHEA, BX SMTP RxWEZER , BSHEBE A SMTP Mx,

#3351 LA A 1 vk BB, - BB 4 TR U 55 B F R 44 R X B AWS Lambda B3R, MUMEE R IX B FaR4EE 3T
432, BHX Lambda WEZEE |, 1§50 AWS Lambda FF X A R,

LT MR E CANfaT 4L 32 i h B8 F B X TRAMN |, BERHEAMBAAEAEX AR LT HREZ

o

Action 1 EA

%ﬁik ﬂﬁl_IEEﬁum$£Zil_qialmB#F

il B EB.F HB 44 BFER I IRR. ERERE , HEFTRBAK
A RIER,

&353R [ BB 44 M B BFEMRRIE  MAHFABHMEEAMEILT S
TFHRHFHYE B

BB E SMTP M3x BB ERN SMTP Mo & B F R4

1217 Lambda EREBFHF 2B AR , Al FEp 4 RiE

F| Lambda BRI 1TALIE,

AR AT AR

B ERE AN AT R T E B FER At |, S ESR —AE THAE R R, EXEKXRK
B8 TE AL P B2 A T B BB F B4t ko

EHEARMBHEAEXHERAATERNZ— :
- BFHRHHbhE 5 AN FER Rtk PUEE ; g0 -
mailbox@example.com

« B 5ZEZ THFRAE B FaR 4tk PR ; il

example.com
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- BEMEEZEREME FEZ THAE B FEb4itbit i, BREAFR HIEAAIE ; Fla0

* example.com

- ESEEMEZ TREE FER it e,

® Note
+ AEERMFABBFEARTAEH,

AR —NMANEESHER, BXEZER , FSF AR TR REMN H U B 7 R A R
EO

WMRAVEEBFHRA A Sender = From Ak SEMERX TE | WA A A VLB FHRARAN, R
CHE |, S EECHE Sender ik, MERIZAE Sender ¥Rk Sender Frk A E(E{aHL N PTE |, M PTHg
From ibiit, MNREZSNEFEBHFKRHEFASTRFNTE , NEANHN A T P i 8y W4 Ao

W0 R vk B F ER A P Y I A Sender X From #Rk SRR ITES |, UIHF 52 A vk BB F BB 47 A
e MREZSANEFEHRAREAETERRANTE |, UEAHN R A T Fr =R B Ao

MRS ANFNTE |, WA AR AN AV IRIE. Hla0 , #3445 E B F iR fr b ik AU B L B RS T 5t
NEBEANFHMM, MRS IMANEFHRNABEGE  NNAKRZRENERE, Fl20, Drop BELET

Bounce #&F, BIERL KIS EANFE A UA B 7 B A 4R 45 0 H Uh e - B 44 50 I 45 4 b 31 HH B9 I e
R

® Note

EOREREBMN K AERX K Drop 5 Bounce BRAEMANIET , gD, BANIMLE
I ] BE 2§ B 2 A VAR F R RIEIK,

B 22 &8 iR 4 7 AL

B RN RN RER A T2 AFME HEB FofF. S EEEX TR , XERERER.
FTHY B F BB AR SA AL R 3L BD A 3K
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B2 & 7 EB AR AN

1. TF Amazon WorkMail ##|& , Bt Jhttps://console.aws.amazon.com/workmail/o

MREEFEE | WJUERAWS XiFl, EERFHAEOMNBHESR | ITHFERXEIER , RAEEE—IKX
., BXxEZEL , 525 (Amazon Web Services — &5 %) Sy XEFiH S,

2. ESMBERT  EREAR  RRERALNEN.
3. HESMERFERAL{RE,

e HRALQIREREHER—HRTIF, ERHAET , EUAIRABRREEAN, ATHER
UiER T 204 6 2 X F AL

k= DN

-_—

CIEBAWEANET R , REIEFIR,

2. EMNZFIESR | WAKE—MEFR,
3. ERET |, THIRHER -TRE, IRPHVENNEHETERE , BELIRETHRESHE
%,
® Note
MRBIERIZIT Lambda 21, NS EREMEBEH, BXxEAXEEGNER | ESH
T—#8% : 3 Amazon AWS Lambda 3# {78 & WorkMailo
4. ERHEATE MU T | WA ZEN AN &4 At
5. EBFrEEMIT | WA BAREME FRB At EZAS,
6. EFEBIE,
/12 H uh

1. EFHEHNET |, REEFE,
2. EANBFMES , MAME—RIBER,

3. BRET |, TIFFIRAEE-TRE, JIRPHBINEBITEHE  FEERE THESE
%,
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® Note

MRBIERIZIT Lambda 21 , NS EREMEBEH, BxEAXEEGNER | BESH
T—#4%“H Amazon AWS Lambda # 1TEi & WorkMail”,

4. ERHEABH U T , WABRR G AN EFHR4FH N ESAS,
5. HBMREEU T , MABKB RSN E FER btV ESAS
6. EEIE,

BT LU ISR R A FT R FEBERAN ., BXREZEE |, HSH N B F oA RN,

YR ER BB FHR TR A

BHEEEE NE TN IR SN RIER |, O LURE B FRRAERMAN,, Ao HRWTTRER
T & A% H B F R4,

4w 58 BB BB SR A

1.

o

$TFF Amazon WorkMail #24%#|& , Mt Hhttps://console.aws.amazon.com/workmail/o

MREE  WUEHR AWS Xig, EEHABEOWIHNES | ITHERXEGIR , AREERE—IK
B, BXEZEE , 30 (Amazon Web Services —fx5%E) H# Xigi i Ko

ESMERF , BREAR , ARERALNEN.
ESMERFERAELRE,

BeE R A QIR E R EH B R —HIET R,

IR A VAL S H uE A AT+
EREF RN Z LN RIERE , ARERREE,
BREFEEIAN PN -—ARZSIRE , RAEEERTF.

A Amazon AWS Lambda # {178 & WorkMail

1E U5 R H vk 68 FEB AR AN R E A 9Z1T Lambda” 24 |, REFEHNAY B FoR4E1E#E L4 AWS
Lambda B¥UE 1T B,

MU T B kiR 2T 5% EiE9T Lambda” 4. WorkMail
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Bz 1T Lambda Bt &

ERESZESRAN CE B FIRE 28 , 2FIE FERHZIELS Lambda BBUH T, &£
FALEEEREBFIENST. B8 7L XG0 A R B 6 A SR b vt B F R, flmn , &
i% 2| Lambda B Ek A9 A N 0] SARH 1 BUR R F R RO 4R IR, MIBRE SR IN R SR EA

F£121T Lambda BB

HRIZHAE IS RN CE A B FEREFRY | SRFI R FERHEE4S Lambda BB ITAL IR, HEE
T mE FEREEE | HERTWEA G G E FIR A IEIREES.

T ERESHRELRFRSEE |, £EF Lambda BN EHNRETE A H kB FERHFEH
Ry TR, R AER T HBIERVERF ID RiZEEFHENEBANET. BXRESZER , 55H EA
BEHEANE AWS Lambda, BXBFHHESHNESES , S/ Lambda EHHIE.

BERAGMBEBEFHERANNEZES , FSREEBRFHER. BX Lambda WEZER | &
2 AWS Lambda FF X A R¥EF,

(® Note

B #] , Lambda B FHBHEHMMIN S| AR — AWS X185 F IF 7 &t & A9 L B WorkMail 443 Fh i
Lambda B, AWS MK

Amazon AWS Lambda kit A[] WorkMail

EFBETL S AWS Lambda E£fEH WorkMail , AT ICEF WorkMail Hello World Lambda BREUM
8= AWS Serverless Application Repository ZIRHKF ., ZEBEEFMELENRRERNEEEN
MR, BXEZ A, S EMWamazon-workmail-lambda-templates 76 E GitHubo

MREEFELIEB K Lambda B , M A5 EH AWS Command Line Interface (JAWS CLIEE E X
fRo EUTRBlIGHH , BHITUTHRE

* % MY_FUNCTION_NAME E# N &/ Lambda BEH & K,

« REGIONE# R &K WorkMail Amazon AWS X, B Amazon WorkMail Xig2#Fus-
east-1 ( ZEEXRZ (HFRLILIF) ). us-west-2 ( EETEZP (BEX ) ) Meu-west-1 ( KK
M(BRZ) ).

« ¥ AWS_ACCOUNT_ID 7 I&M 12 2 AWS IKF ID,

« WORKMAIL_ORGANIZATION_IDAEHIL % WorkMailB RS B, B UAELALATE EHFHAS
MR H R LR EZ D,
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Amazon WorkMail EERER

aws --region REGION lambda add-permission --function-name MY_FUNCTION_NAME
--statement-id AllowWorkMail

--action "lambda:InvokeFunction"

--principal workmail.REGION.amazonaws.com

--souxce-arn

arn:aws:workmail :REGION:AWS_ACCOUNT_ID:oxrganization/WORKMAIL_ORGANIZATION_ID

EXEAMNEZEELE AWS CLI, &35 (AWS Command Line Interface FAF$ER) »

Bti& E£1=1T Lambda 01

EREFDIZEIT Lambda AN , EEAIZETT Lambda REGIBBFERFRMN , RAEEFRPEITE
B, AREBMERANNESER  FSHALIE S FERAHERAN

ETRES AN EEE , FHH I Lambda Amazon &R (ARN) HELE LA T,
Fallback action (E3RB#&4E)

¥ Lambda EREUE1T A MET |, TS #F WorkMail BB iZIR4E. MR KIZE allRecipients Fr& |, NI
IR {EER T Lambda M5 AR & BB EMBHEF A, ENRIZETEER S — I Lambda 21E,
Rule timeout (FINIERT) ( A28 EA )

R 5% WorkMail 7% Lambda B%k , N E i ZEEARTE R, ELATE RS RetHNA
Fallback action (IR 4E).

® Note
F12i21T Lambda MU ZFF * BIR5RMF.

Lambda =S4 HIE
FRAUTEHHEME Lambda B, BENENARNLERTE , E4AERT BT Lambda EEH

wWIEIES,

"summaryVersion": "2018-10-10",
"envelope": {
"mailFrom" : {
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"address" : "from@example.com"
.
"recipients" : [
{ "address" : "recipientl@example.com" },
{ "address" : "recipient2@example.com" }
]
},
"sender" : {
"address" : '"sender@example.com"
.
"subject" : "Hello From Amazon WorkMaill!",

"messageld": "00000000-0000-0000-0000-000000000000",
"invocationId": "00000000000000000000000000000000"
"flowDirection": "INBOUND",

"truncated": false

=4 JSON ZELUTEIE.
summaryVersion

LambdaEventData BIMRAB ., XY &7 LambdaEventData R#H{THETF RN E XA |, 3K
BFELEH,

envelope

BFEHAHFNES  HPaFUTFE

mailFrom

From (R#A) it , EBERRED FERAHRN AR FEbfribut, MRZA/SUEMAS S
NHREREAMA P KIEEFERH , M mailFrom FEIR B R H & 15 B F R 449 F 7= #9 88 F iR 4
#osik , MARRERR M AR B FER ARt

recipients

Ui A B F R By B TR, Amazon WorkMail X4 “UR ik A7, “iE” = “B W%,

(® Note
XF AU FEBEERAN | R IIEBREE B QRN Amazon WorkMail LHLE
FrEEHRHWH A, Lambda RBSHT XHFARNEN SMTP 2@#TR4MEAR , #8
WHANFERY HiZ SMTP XiERIRAA. TEIEEEANZBEH WS A

EEE R R 1.0 122



Amazon WorkMail EERER

sender

RREMAF RSB FHAAFNE FERFbIt. RERKREMAS RIAR FERAFITRELF
B

subject

B EBIT, HEHET 256 N FRFR SRR B

messageld

A Amazon Message Flow SDK &} , A F 1/ &8 F#R 4 WorkMail JE BRI £ EBA A HIME—

invocationld

HE— Lambda @K ID, HEE— Lambda BIE#E Z AR |, It ID RER
3, LambdaEventData A FRNEBIXAH BEEE,

flowDirection

SRR FEBARAY A , BN INBOUND (A¥h) 38 OUTBOUND (Hi¥h),.

truncated

ERATHREKRD, MAREBITKE. 3N true it , AFANET 128 KB BV LR , Rt A
PR EN , SMERZRE

[E2i21T Lambda g 74843

M BERES Run Lambda 2 4ERY B8 FER RN 5 A Uh 50 v 88 FaB 4 PTELAS , Amazon £ WorkMail
FRABEN Lambda RBHAEZEFEEE  AEBNBEFHE4XEITH ., Lambda REERETE XK
REIMA | ZZEMGIH TRE, BEXE, BRSEURBREEHOREA,

LT REIERT ELE1T Lambda @R, MW EATF Lambda BRI RIZIE S M o

"actions": [
{

"action" : {
"type": "string",
"parameters": { various }

iy

"recipients": [list of strings],

"allRecipients": boolean

}
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]

EERES

}

G R JSON B AT 843,

action
ERNRSEARITHERE,

BEXRE, NTRPEZIT Lambda B , FTRIREBMAERE,

AEH R ER B ZFE BOUNCE, DROP, DEFAULT. BYPASS_SPAM_CHECK #
MOVE_TO JUNK, BXxEZ{EE | HSH Ak S Fap4EMNE4E,

HIE AR ER B T FE BOUNCE, DROP Ml DEFAULT, BXEZEELE , S Hib B FEf4M
MR AE,

parameters

HiRES ., X BOUNCE BREXEEHNEE R bounceMessage A string B JSON F K,
LEIR E BB A T 012218 [ 8 F R4

recipients

B3 ERATIRIER B F Bttt BB R, ATCAERRLRNEFT WA |, BMEXEFHIKGARBETE
R ARt 2, WNRIEER allRecipients 9 true , M FFELFER,

(® Note

HRNAVEEFER A Lambda 4E8Y |, BRBERMK A RALAFUE N, FF A
#£3 BCC (BHE) A INBIBAIH

allRecipients

WRA true , MFHRENA T T Lambda Mg N E 4G ER AR ATBRE A

B2 Lambda 2 4ER &
ML Db N EHIE1T Lambda #&4E WorkMail A Lambda Ba#ket , ATFR&IER -

* Lambda BEIEAIIE 15 WRBITEAL , 2 NRFHI Iy K KA 18 o
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® Note
ROFRBEEENANERBEREXBA.

» Lambda B4 %0 R 8 & K AL K/N A 256 KB,
- MNHKZAETE 10 MHE—RE, 10 MANARIRERNZEEH Fallback action (EEERE) AR,
W4 Lambda EE & Z /¥ 500 N A

* Rule timeout (AN WERKERN 240 25, MRFHR/MEEER 0, NFE Amazon WorkMail R
AERBREZFILTEER,

B451Z1T Lambda #4EX K

MRTL#HA TR, MATLHRE Lambda BT WorkMail o3& R &K Lambda Bk , WL D%
SFERAEHSIRE WorkMail ERX A , NRERLEERR | BERHMNERETRILER, RS , Fallback
action (ELRRE) BN A TR FHHFNFMERGA. BEXEZER , BSH BERF P =TT Lambda #
i,

@127 Lambda M Bz =i

LT RBEPETRT ERELHZIT Lambda a5 H 45

Example : M EF R 44 7 M BR 8 2 B W A

LU RGER T AT M B F B BRI ARIRIIE1T Lambda W8 R1#Y 459

{
"actions": [
{
"action": {
"type": "DEFAULT"

I
"allRecipients": true
I
{
"action": {
"type": "DROP"
I

"recipients": [
"drop-recipient@example.com"

]
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}
]

Example : B[El B E X &, FHp 44

LT RGVERT ATIREEE NS FERHFHNELIZ1T Lambda M RIHY 454

{
"actions" : [
{
"action" : {
"type": 'BOUNCE’,
"parameters": {
"bounceMessage" : "Email in breach of company policy."
}
.
"allRecipients": true
}
]
}

Example : Y A7 N E) B FHp 4

LT RBNER T BT R AR N2 e F 8B B 53217 Lambda WM AYEEH . X T EHTE FHp4F
#Y To (W A) = CC (MiX) FE

"actions": [
{
"action": {
"type": "DEFAULT"
},
"recipients": [
"new-recipient@example.com"
]
},
{
"action": {
"type": "DEFAULT"
},
"allRecipients": true

}
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]

BXRNIE1T Lambda BESIZE Lambda BRI EFE AN EZ KRB A , 58S R S# Lambda 1R,
WorkMail

BAETL# A Lambda BE ZE 8 WorkMail

R TLATG R % Lambda RENVEE FERF TSNS, BXEZER | 5 FARFHEAR
AWS Lambda,

FEAKRZFEENA AWS Lambda

& A T&EE Amazon B FHBH 7Y AWS Lambda BNE/E WorkMail | ,U\—IL,{U?'IEH EFH Lambda &b 3
NEFHENSBANE. BXRITHRERT DR Lambda BIE Z{E 8 WorkMail , 3, I Amazon
AWS Lambda # 1TELE WorkMail

EijE B FHAEN SRS , BFEH Amazon Mess WorkMail age Flow API
#GetRawMessageContenti®{E, ARME#ELS Lambda BEH B FEB4F ID £[1Z APl KiXiE
Ko RE |, Z APl & EHE TR ZE MIME ABHTHE, BEXEZER , H5H (LI#
WorkMail AP1 &) H# “YI L# WorkMail 382"

LT RBIERT ER Python 21T ERER Lambda BB R TEWEBHEAR B

® Tip
MR IEHE M AWS Serverless Application Repository [6&#I K F~ 2828 Amazon WorkMail
Hello World Lambda B3 , M RELELNIKS P elZ—NEEMEXERFRMNER
Lambda Bk, A5 , B RERFE AR FZEFME lambda B,

import boto3
import email
import os

def email_handler(event, context):
workmail = boto3.client('workmailmessageflow',
region_name=os.environ["AWS_REGION"])
msg_id = event['messageld']
raw_msg = workmail.get_raw_message_content(messageld=msg_id)
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parsed_msg = email.message_from_bytes(raw_msg['messageContent'].read())
print(parsed_msg)

BXDWERPHBERNBTNS EZNEZSFARG , ESH LMHamazon-workmail-lambda-templatesfF
& FE GitHub,

(® Note
& AREMEA Amazon WorkMail JHESHR APl K15 R4& 5 R Y BB T BR 4, I8 RBETE BB 4R & aX =R 332
WG 24 pEfAER, BEURESNGRIAFEERNERG | SEATL ISR FNEMMLZ
— WorkMail , %40 IMAP =% Exchange Web RS (EWS).

A AWS Lambda EFHFEHRE

BERY AWS Lambda EECREE B FHRERIG , B LAEA Amazon Mess WorkMail age Flow AP
F#JPutRawMessageContentREREFHER P B FHENANE . BXFTHRERERT Amazon
My Lambda BB E ZE S WorkMail , 55, EERSZ1T Lambda #NEX API NEZER |, &
2% PutRawMessageContent,

(® Note

PutRawMessageContent APl &£ & boto3 1.17.8 , &R A LATE Lambda BEREFHIN—NE,
ETFIEWB boto3 kA , EZH LM boto WEH. GitHUbBXBMEMEZEER , HZHMER
BERBUAERAE.

THR—NRHIZE : "LayerArn":"arn:aws:lambda:

${AWS: :Region}:489970191081:1ayer:WorkMaillLambdalLayer:2", ELRHIF |
F ${AWS: :Region} B R EZHM AWS XiF , @ us-east-1,

® Tip
WRIEH %R AWS Serverless N AR FEMEHH Amazon WorkMail Hello World Lambda
BEHBEBEENKS, , WRELELZNKS PEIE - PN EAXERREMNRA Lambda B .
ARiE , B LUREFE A RAIF L EZB 8RR MNE lambda B,

BREMBIEERATILR

EEB TR R 1.0 128


https://github.com/aws-samples/amazon-workmail-lambda-templates
https://docs.aws.amazon.com/workmail/latest/APIReference/API_messageflow_PutRawMessageContent.html
https://github.com/boto/boto
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« i GetRawMessageContentAP| R ZRIEEHERNT, AXEZEL , B FARFEERNS
AWS Lambdas,

- RERBHHSE , FEHR MIME RE. TG , HEfH4 & BEKF SR Amazon Simple Storage
Service (Amazon S3) F &, #{R S3 FHEMEFEA 5EM Amazon WorkMail #4 AWS K~ #[E
B AWS XiE , AR EERASEN AP ERHERKN AWS X,

« WorkMail 38 71k Amazon £:EBiER , £ S3 FHBLNEFEHMKREE S 8E1HE S3 MR, BX
EZEE |, iB5/ Example S3 policyo

- £/ PutRawMessageContentAPI fF & /58 E B AR &% B 5 # WorkMail,

(@ Note

PutRawMessageContentAP| AIHREHEE R MIME AARFE RFC #R&EL
K RawMessageContentZ IR B hiZ R AR HE. AMEEIEH Amazon WorkMail 4H 42§ 58, FHB
BHTERFEXESRE | Hitk PutRawMessageContent APl ATRESIEL X LobRifE, 1EiXFh
BRT , BUUERRENEIRER , THREXIARREMEAENESE R,

Example S3 ZKEg R4l

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "workmail.REGION.amazonaws.com"
}I
"Action": [
"s3:GetObject",
"s3:GetObjectVersion"
]I
"Resource": "arn:aws:s3:::My-Test-S3-Bucket/*",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "111122223333"
},
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"Bool": {
"aws:SecureTransport": "true"
},
"ArnLike": {
"aws:SourceArn": "arn:aws:workmailmessageflow:us-
east-1:111122223333:message/WORKMAIL_ORGANIZATION_ID/*"

}

LR REIERT Lambda REGNAIE A Python 1217 B B #4% % 4 B8 F BB 4F 9 £,

import boto3
import os

import uuid
import email

def email_handler(event, context):
workmail = boto3.client('workmailmessageflow',
region_name=os.environ["AWS_REGION"])
s3 = boto3.client('s3', region_name=os.environ["AWS_REGION"])

msg_id = event['messageld']
raw_msg = workmail.get_raw_message_content(messageld=msg_id)

parsed_msg = email.message_from_bytes(raw_msg[ 'messageContent'].read())

# Updating subject. For more examples, see https://github.com/aws-samples/

amazon-workmail-lambda-templates.

parsed_msg.replace_header('Subject', "New Subject Updated From Lambda")

# Store updated email in S3
key = str(uuid.uuids4());
s3.put_object(Body=parsed_msg.as_bytes(), Bucket="amzn-s3-demo-bucket",

Key=key)

# Update the email in WorkMail
s3_reference = {
'bucket': "amzn-s3-demo-bucket",
'key': key

EEE R
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}
content = {
's3Reference': s3_reference

}

workmail.put_raw_message_content(messageld=msg_id, content=content)

BXRDMEHRPEHEABRNWE S HERA |, FSEF M amazon-workmail-lambda-templatesTZ B o
GitHub

EIEY Amazon WorkMail 8 257 AP 8915 R £ BR

£/ AWS Identity and Access Management (IAM) R B& R E X I 5 # WorkMail SE 25 API #9517
PR o

Amazon Mess WorkMail age Flow API {R £l —#h g fRK A | BME M PRV B Fif . BEERFHE
FHRHFI9 BB 5 2 B — Amazon BIRE M (ARN),

UTRROIERT EERPREFERARXERH ARN BViEE,

arn:aws:workmailmessageflow:region:account:message/organization/context/messageID

ELRRHIF , TERNFERUM TR :

- Xig — ZH 5% WorkMail HEH AWS XiF,

o« JKF-RE T S # WorkMail B4R H AWS K 1D,

o« HLR-BHI T WorkMailtl R w5,

o ETFX : ERBHRAKE (incoming) BALR | ERMNEWHLA L (outgoing).
BB ID : FER B AZRIEL Lambda ESERAY E — BB F B4 1D,

LU 7R 6 IDs ‘B45 5 4% fi h i 42 A B8 F BB 4FRBRRY ARN RA,

arn:aws:workmailmessageflow:us-east-1:111122223333:message/m-
nlpq2345678r901st2u3vx45x6789yza/incoming/d1234567-8e90-1f23-456g-hjk71mnop8q9

ALl ARNs S EBESZN IAM AP B RResource 2 FH AR , LAEEXNEHFH Amazon
WorkMail 58 B/ 15 [ BR .
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Amazon WorkMail JH E R 15 RN REY 1AM R EE R 5

AT ROIKBEEEF IAM 24T BB EF A Amazon WorkMail B4R I FRA A S5 F1 H 6 58 B 1 5T 2 1= BUN BR
AWS T,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Action": [
"workmailmessageflow:GetRawMessageContent"
]I
"Resource": "arn:aws:workmailmessageflow:us-
east-1:111122223333:message/*",
"Effect": "Allow"

MBHRWALPESNAL AWS IKF |, MEAURSIF — MRS NAL B RINR, tHRFL
Lambda BRERAX A FAFEALR |, el LAE A L IhEE,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Action": [
"workmailmessageflow:GetRawMessageContent"
]I
"Resource": "arn:aws:workmailmessageflow:us-
east-1:111122223333:message/organization/*",
"Effect": "Allow"
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BRI LARIEBEE R AE (incoming) WAL KR RMNEMAL L E (outgoing) , EERFIEEHN

HEIRR. EHITIERAE | i5E ARN REABRER incoming 5 outgoing,
LU RBISR BRAR 32 F 33 & 1B A R B0 E B9 17 | AR o

JSON

"Version":"2012-10-17",
"Statement": [
{
"Action": [
"workmailmessageflow:GetRawMessageContent"
1,
"Resource": "arn:aws:workmailmessageflow:us-
east-1:111122223333:message/organization/incoming/*",
"Effect": "Allow"

LT RAIERBEET IAM ST B RS Amazon WorkMail EELMAAE A B EENTSIEIANE

R AWS K

JSON

"Version":"2012-10-17",
"Statement": [
{
"Action": [
"workmailmessageflow:GetRawMessageContent",
"workmailmessageflow:PutRawMessageContent"

1,

"Resource": "arn:aws:workmailmessageflow:us-
east-1:111122223333:message/*",

"Effect": "Allow"
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M 1=, BB T BB 44 SR A0 U

EREHAHNEE , &0 LUK Z B E X 45 1E BB F 0B 4 b AT L IR 4E,
3= B8, R 4457 A0 )

1. 3TFF Amazon WorkMail #£#|#& , Wit A https://console.aws.amazon.com/workmail/o

MBEFEE  AUER AWS XiF, EE4I8E0TSNHES | JTHFERXENIER , RAFEE—PKX
5, BXxEZEL , 55 (Amazon Web Services — iS5 E) iy X% S,

2. ESMERT , EREAR  AGREERALNEN.

3. ESMBEKD , KXIER Organization settings (H£11&&E) 1 Inbound/Outbound rules (A 3h/H ¥k
A,

4. £ Test configuration (MR E) 5534 , w AENLH K4 AU AR STE B F R4 that,
5 &EMNR, NERERNRALR B F R4t ik REVIRE,

il B B, F B 44 57 50

Ef@ﬂﬂ“ﬁ%%%ﬂi“q:umﬂml“: EE&_LED}A—FHo
i) Bk BB, < B 44 SR AR U

1. 3TFF Amazon WorkMail #£#|#& , Mt A https://console.aws.amazon.com/workmail/o

MREEE  AUER AWS XiF, FE4IAE0MIHES | FTHFERKEIIER , RAREE—IKX
H, BXEZEL , 555 (Amazon Web Services — &5 E) i XEH i S,

2. ESMERF , BRARQ , AREEFEALNEN.

3. ESMBEHKH , KXIER Organization settings (HR1&E) 1 Inbound/Outbound rules (A 3h/H ¥k
Ao

4. EEHN , RE1%EE Remove,
5. EBIARERAT , £3F Remove (HIER).

X% A B FHRFH1T DMARC KR

B ER A E A RS (DNS) iEZR\BRES, EMNTURFENAFRZERNIE , Fl0HKTk
FMEHE, DNS EXRBEZFETHNERHFHRIE. REN - (DMARC) 1Bk , XLEIEKH
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FEBTEHRENEFFEEIRE. DMARC 12X BEMA THEE S B 74 REY DMARC RERFTER
ITHVRER R, B EERERENRIEL EHNALMNE FER 41T DMARC KR,

KIABERT , WIS WorkMail 4A43 B FF /5 DMARCH £,
/5 /i DMARC #47

1. 3TFF Amazon WorkMail #2#|#& , Wit A https://console.aws.amazon.com/workmail/o

MBEE  mLUERAWS XiF, ERFAEO0MBOESD | THFERXKBHIER , RAEEE—IKX
5, BXxEZEL , 555 (Amazon Web Services —fi&5E) iy X% S,

2. HESMERP , ERAEQR , ARERFREALNER.

3. ESMERPEFRAL[RE, HAFEHRALRENEHE R —HETF,

4. %% DMARC £+ , REEERRE

5. ¥ DMARC #ITBRBHEFELE,

6. EHEKEIA , FF/E DMARC RITHRES S BE A B FHRFHEMIMRERE , E4ABRT R4 AN
BLE SN EIEE,

7. EERE.

# A DMARC #4T

- BB L0 PRLSRIEE , B DMARC ITERBI B XA LB,

fE A B FRR -S4 B R KRB E DMARC #H1T

/5 i DMARC $\{T AT BE &5 BRA U BB F o AF 4R i BR S AR 10 R ER 4 , EABUR TR ANAERER
B, MREAHANFBEFEHHEESER , WAL EBEREEBFIYE. ERERBTERKIE
SRAPHWEBE TG , BULURT S WorkMail AR EAEFEBHEEHIER. AFE , TN RERGA
#9 DMARC ZKEE L HE & A B FoR &R B TR B4 A &,

EFER B FIHSEHICRKRKREE DMARC T2 8 , i5%£1E Amazon WorkMail 2% & /3 B 8274
EHICK. NTZDFNBEERE , BELCZREFHGSHNERNSEE —LrtE, BXRXEZEEME
B , 2 the section called “/8 Fl 8B FBR =4 B Eid K"

£ 88 FHR =4 B R 12 K IRER DMARC #1T

1. 7£ CloudWatch Insights #2#I& 8 “BE" T |, &% W&,
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2. EERBAEZAT , EFREH Amazon WorkMail ALR BEH, FlH0 , /aws/workmail/events/
organization-3%& .

3. ERELTWREEER,
4. B1TLAT & : stats count() by event.dmarcPolicy | filter event.dmarcVerdict == "FAIL"
5 ®‘EFEIETEN,

RN XESHREEELIER. AXEZEER , BRI BERFLRS,

FRicALR

&I Amazon WorkMail AR FFRARINFRL | EBa[ LA -

- EAWS IKEERAEE BHAPXTHELA.

« BT D WorkMail AL % RARMNE AWS Identity and Access Management (IAM) X PR 3R #& 75
BAHResource T3 R Hil 3T X L7 RHY 17 8],

B X Amazon WorkMail BERNBRHNEZEER , BS5H, BREXETHRZEEHHRANEZER | 15
ZHEE T 5 WorkMail $FrE K F .

I 5% WorkMail B 5 7] LAfE L % WorkMail 241 & RALRMFZ,
@ Amazon WorkMail 48 £ inFR &

1. 3TFF Amazon WorkMail #2#|#& , Wit A https://console.aws.amazon.com/workmail/o

MREEE  AUEXR AWS Xig, FEFIAEO0MIHNES | FTHFERKEIIER , RAREE—IKX
B, BXEZELR , H2@ (Amazon Web Services —fi#5E) i X5 M ik 5o

2. ESMERT , ERER  ARERRALNEN.

3. EEHX,

4. XIF Organization tags (HRRX) , BEE Add new tag (R IMFIFRE),
5. E8% , BAMRRRENER.

6. (A& ) XTF Value (fB) , WARZIWE,

7. (W) EESR 4-6 UMALRMESIRE, &Z LR 50 MrZ,
8. & RE URELENER,
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/MonitoringPolicyExample.html
https://console.aws.amazon.com/workmail/
https://docs.aws.amazon.com/general/latest/gr/index.html?rande.html
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& AT LATE Amazon WorkMail 4|8 F &EF BN A LR,

FERAREAEAER AWS SDK 8 AWS Command Line Interface (AWS CLI) ¥ri24HEA, BXEZE
B | 2 Amazon WorkMail APl £ 5UntagResourcefi S ZH K ListTagsForResource,
MAWS CLI 555, TagResource

B LABE AT F§ Amazon WorkMail 324 & MA LR P BBRITE,
M Amazon WorkMail 4840 B BRIRZE

1. TF Amazon WorkMail ##|& , Bt 7 https://console.aws.amazon.com/workmail/,

MREE  ALUERAWS XiF, ERFIAE0MBOES | THFEBRXKEBHIR , RAEEE—IKX
B, BXEZEELR , F5E (Amazon Web Services —fi§5E) iy X5 ik 2.

ESMERP , ERELQ , AREEREALNEN.

EEIRZ,

3 F Organization tags (HAHRX) , EFEMBRAIFZEZBH Remove (HIBR).
1% Submit (12X) I REFEEMNER,

o &> oD

52 A 13 [R) 422 w1 A U

0 S 49 15 (Rl R AL WorkMail FoYF & 28 & 2 ) a0 [a) LA 40 09 A P MR R A & 42 51 8] 11 5 2 A X
PR, WorkMailZ4 Amazon WorkMail AR # A ZRIAR THRFZRSIFN | ZHN A EFFrE A E FRmE
ZHELAPHEL AEIGRERFE , T i1 ARG RN 1P thit, B & W AYREERIAF N =R
HE®RNESHAN, 75000 =5 kR

/A Warning
MREIEFMERTAHENFAE I RIESMN , Amazon I WorkMailPE 1E X iZ4H R BB 58I PR B 15
&) 1 BR o

EIE R W LA FRFARSE DA T SR AR VR SR AR U5 RIRY 15 R4 AL

- X AFAEEBENDIN. RASFEEZKI. EWS, IMAP, SMTP ActiveSync, Windows ki
Outlook #1 Webmail,

« IP #hut-A TG ERFERY IPv4 CIDR SEE .
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« Amazon WorkMail AP -BE LA TFiHRIeEm AR,
- EilAG REALFATFHRMENEL AR, BEXEZER , 55N EEEL AR,

BRTRAFHMBNXERIRZA  EEAERSNAHEZEFRAN. BXESEE , BSHEERERFEN
BR {Amazon WorkMail AFF1EE) M “H=Z R THRTR",

(® Note

« 3 Windows kR Outlook By i5 RI#XBRET , 22 ERS /B A Autodiscover #l EWS BV [B]4X
PR,

o THEEFIFNFERTF Amazon WorkMail ##1 & SDK 15 B fXBR. EXA AWS Identity
and Access Management (IAM) B S K, BXEZELR , BSH Amazon B 5 4 FijH
B WorkMailo

Bl 22 17 ] 322 & A0 0|
M Amazon 2§ & I F AV 5B WorkMail 3= EIFL N,
B 28 57 B9 17 (8] 42 1 A0 )

1. $TF Amazon WorkMail #&l& , it A https://console.aws.amazon.com/workmail/o

MREE  ALUERAWS XiF, ERFAEO0MBOES | FTHFERBRXEHIR , RAEEE—IKX
B, BXEZEELR , H5E (Amazon Web Services —fi§5E) iy X5k 2o

ESMERTD , ERER  REEBRREALNER,
1%£$# Access control rules (V5 R #Z2HIFLN),

%% Create rule ( BIZHN ) .

¥t F Description (#iR) , W AHN AR,

Xt F Effect (AR) , &#F Allow (7o) T Deny (4), XFBFEET —THPIEENFHARAF
L ILE,

7. WNTHANMATFHFEATERENER..., EBRENATANNSEE , il , S SRS EN T
W, IP k., AFRSENAR,

8. (W& )WRMAIPSEE, APHELAE , FERFRMUCFERMEIFN F,
9. i&#E Createrule ( BIZEHM ),

o g K~ W D
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Amazon WorkMail EERER
YmER A [B] 45 I FL
M Amazon 2 & 4w M ERIARY 5 18] WorkMail #2=HIF N,

Ym BB 173 (7] 42 A ML

1. 3TFF Amazon WorkMail #2#|#& , Wit A https://console.aws.amazon.com/workmail/o

MREE | AUER AWS XiF, 48 E0MMHES | FTHFERKEIIR , RREE—IKX
H, BXxEZEL , 55/ (Amazon Web Services — iS5 E) iy X% S,

2. ESMBERT  EFAL  RARERRALNEN.
3. i&# Access control rules (T [EI3Z=EIFN),
4. EFERBHRN,
5. EFREBEAN,
6. REFTERBHLR, HRNEH,
7. EERREEI
/A Important

ERGEANE , REMAEE TR EL D BEERAMN, FLLiiE |, 15280
BN F PR AR HIAF —BWITH. BR , BN , B2 VB EBNITN. B
KUHAANNESZEE , AT —E2FWHEXRT R,

A 5t 173 1) 322 £ 0
BTRRAAW VRN Z AR , FE Amazon WorkMail 28] & FR XL,
A R T B R ALY

1. 3TFF Amazon WorkMail #£#|#& , Wit A https://console.aws.amazon.com/workmail/o

MRTFE  WLUEHRAWS XiF, ERHAEOMITHES | ITHFERXKEIR , AREERE—IX
B, BXEZER |, 5% (Amazon Web Services —figZ£) iy X% =

2. ESMBRSB , RBALN K REEERRALNEN.
1E£$E Access control rules (VB2 HIFLN),
1E£$# Test rules (NXHN)o
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© © N o

¥t F Request context (IR LX) , IEFEN A,

33 F Source IP address (R IP #biit) |, % AN XA IP ik,
NFERKITE , ERERNENENAFRSIEUAE,
ERERNENENAFRIEL AR,

TN,

M 45 R E R Effect BXR) To
i B 7 1] 422 o1 A0

M Amazon 2§ & i BRIET B EZE/ 5 R WorkMailiZ= HIF N,

/A Warning

MRETE R MR T HLAMFTAGRIIEEIFN | Amazon ¥ WorkMailPE Lt X iZ 4B LS BRFE I PR E 15
& A PR o

T R 175 1] 422 A1 A

1.

i%

o gk~ w N

$TFF Amazon WorkMail #8&|A& , Mk A https://console.aws.amazon.com/workmail/o

MREEFEE | WJUERAWS XiFl, EERFHAEONBHESD | ITHFERXEIER , REEE—IX
5, BXxEZEL , 55 (Amazon Web Services — &5 %) B XEFiH S,

ESMERTD , EREQ  REERREALNEN.
i%#& Access control rules (V5 E/3Z=EIFN),

T EMIBRATAL

1% Delete rule (IBRA M),

R BR

|5 P A R B SR g

O] LA &) Amazon WorkMail AR EMAEREBR. RERKAELSEENNREREEINAF
BRFE I BREE F R4, EBALLEREN ARG REOMAEXEHR, i, ETUEERENTENXXH
RIEBETFRNEE R, BERIERNATENALTNFAEAFPHBEPNEEIHR, AFPTEE
ERBEE,
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R B BB A R B SR B

1.

$TF Amazon WorkMail #8&|A& , Mk A https://console.aws.amazon.com/workmail/o

MREE  TLER AWS XiF, FEFHAEOMINES | FTHERXEYIER , AREE—IKX
g5, BXxEZEL , 55 (Amazon Web Services — &5 %) Sy XEFiH S,

ESMBERT , EBFEHLA , ARERRALNEN.
i%#& Retention policy (fR E K H&)o

X} F Folder actions (X #R#4E) , EESHEERBKPNE MNBFEHRED |, 1EF Delete (HiBR)
5 Permanently delete (K A M BR)o

a1 A TE M BR =B 7 BB 4 2 B RF BB T BB 4F AR B 1E 2R R SUAF SR R Y R B
EERRF

BH 48 MR AALNARERE, MBEIER “BIBRSIHR #24E , WA F AT LA Amazon
WorkMail Web M AR FMZIFMNEF IRIRE S MR B Fob4, MRIEFKXMIBR S HRIEE | NS
TFHBHFTEM BR B TSR IR E .

REXBREVENRHBETHENCR, BEXRSBHEE, S, MREFREE - FEMERAE |
M Z R EERFMEIZIZTE RN ZTE REREE 2 BBITERERE. EFZNERERBEHN BH

K0,
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{5 13

& LA Amazon BLiE WorkMail AfERBE IR, REAILUERIRNEALRNBRINGE R , RE
AutoDiscover (% Outlook /5 FAE A&,

F&:
o Wi

o MRRIE

- EFEIAE

- BABE AutoDiscover KimT R

- REESHORK

- {£5 SPF Xt &8 FHR it 1T H 3K
- BE B ENX MAIL FROM 3

AR

185 % T LA S8 B9 S WorkMail 442750 100 ME B . ERMFEE , Amazon Simple Email
Service (Amazon SES) KA BRI BaRMEIE & AR, XEIL L7 WorkMail 7] LA 8] I& 1Y
HEZ W FTEAmazon SESKERE , AR FEGHFEHEEEREEBNE R, BEALUEHEFIEERE
e B A EB 1,

(® Note

ERBRIERE | BNZNFIEERIN <postmaster@> M <abuse@> K3|&., MREFHEA
LR E R P EBUR A BX L3 2 R BB |, AT BA N IX L5l & ol 2B A,

LMBFEH B E VT BEE Amazon WorkMail E4R 6T |, HiZEUATEREIHEZH DNS iI2EZWEER
« ST MX FEZ &I CNAME 2% , RATRBCGAE R E (TTL) EiZEN 3600, WD TTL THE
BRI RS B/ IAELEH MX EXBTBMAESERA IR TRH MX 18,

- SIERAFMBNAHKIIEIRMARS , NEH MX IBFUF G874 5% & F Amazon
WorkMail, ¥t DNS 2 XM E#H AT sEFEE KK 48 DR,

yilibs kR 1.0 142



Amazon WorkMail EERER

- H& DNS REBES A3 FEAMINE DNS EXHN KR, AIEE=

% (I _amazonses.example.com ) HiZ XA LS BEEES (W
_amazonses.example.com.example.com ) , ERFIERKBMPHNHEZES , 7% DNS i ZFHIE
BERAMAR, XEEHN DNS RHEERE , EXEMEZTEREN , FTEENTEE. ©EAM
1F DNS R#trEE mE g E .

. E4INICEEBNELEEB. BIELMFEHAN DNS RS |, HE TR B DNS ie%H,
- BIZ DNS i2X/5 , % Amazon WorkMail #5118 LW RIFERAEBZBRIPASMIERKE, BXE

EEHNESER , HFZRERBIEE,

o RAVBIUESEBEE RN MAIL FROM 18, E4E i AutoDiscover OS &% L2 |, XIS ENEE &

HAMAIL FROMiZ, BRI LAEREIANESE AR S HEF MAIL FROM BIHVIRS, BXEZE
B 5 BEBEN MAIL FROM i3,

AN

1.

BF AWS EEEHIA HITF Amazon WorkMail #2EI1E& , Mk A https:/
console.aws.amazon.com/workmail/.

MREE  TLER AWS XiF, FEFHAEONMINES | FTHERXEYIX , RAREE—IKX
H., BXEZER |, F5% (Amazon Web Services —fig2£) &y X% =,

ESMERT , GRER  RREFERHMNSENALRB B,
ESMERP |, GFE , AEERRm.
ERMBREL , A NS, HBRESTSERATIE (ASCIH) FH/.

@ Note
WMRIEE —NEE T Amazon Route 53 AHITEEXHE , M MNAATBENETRHT
P8 AR RIZ
pri =yl IbI

BT — N E , EH5IH 7 #EA DNS 125, ZRERERD AT IS

. WA

« WorkMail Eti&

- RETREM

o« BUH T B FERAMEIE
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HPpSNMEOoWMETE —RAZ KX DNS iEF , BRIEZFWME R —MRBE. ATIRERTIEFERK
HEARSE,

TXT FTENX
Verified ( BRI ) — 12 B @7 FKIIE,
Pending ( F4:E ) - idF s RREIE,

Failed ( BEXW ) - TERIEFIEN. IBEXFTEEHTEHFR,
MX WorkMail &t &

Verified ( BRI ) — 18 B @47 FRKIIE,
Missing ( R % ) — TBEEMTIE R,

Inconsistent ( *—3 ) - EEMHIZFFTH.

AutoDiscover
Verified ( BRI ) — 18 B @47 FKIIE,
Missing ( R X ) — TBEEMTIE R,

Inconsistent ( *—3 ) - EEMHIZFFTH.

® Note

AutoDiscover B I fEiE &4 & AutoDiscover REBR B EH, ZIELRIIET /N E
WEERE, RIETHE , REVFHNERIEZLLER—NEEEEFIC. B
BHREFEEERIIL K EFRTBRIE 7T WL . BX AutoDiscover B E Z(E

2, B2 B BB E AutoDiscover LimT =,

DKIM CNAME
Verified ( BRI ) — 18 B @47 ML,

Pending ( F4:E ) - idF s RREIE,
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Failed ( EXM ) - BERIUEFIEN, IBZRAEERTELR.

BXEZEER , 55® (Amazon Simple Email Service FF X A RER) FHTE Amazon SES
F 5 DKIM X B8 FHB 31T 5 B R,

SPF TXT

Verified ( BRI ) — 18 B @47 FKIIE,
Missing ( R X ) — TBEEMTIE R,
Inconsistent ( *—3 ) - EEMHIZFFTH.

BX SPFRIEMNESEE |, ESRMEH SPF X B FopH#H1T 50 KIE,
DMARC TXT

Verified ( BRI ) — 18 B @47 FKIIE,
Missing ( R X ) — TBEEMTIC R,
Inconsistent ( *—3 ) - EEMHIZFFTH.

BRI L#HDMARCIEENEZEE WorkMail |, 555 (U 5% & 8 68 F o4 RS T X &8
) i HAmazon SESESFDMARC,

TXT MAIL FROM

Verified ( BRI ) — 18 B @47 FKIIE,
Pending ( F4LE ) - idF s RREIIE,

Failed ( BXM ) - TERIEFFBN, IERATERTEH R
MX MAIL FROM 1

Verified ( BRI ) — 12 B @47 FEIIE,
Missing ( kX ) — TBEEMTIE R,

Inconsistent ( *—3 ) - EEMHIZFFTH.
7. ET—%+ , BELFEHLN DNS REEERELWIRE,
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MR EEH Route 53 15

- ERERE , EHEHE Route 53 FEFH £ ER,

MR IEEAE A DNS 1214

« EFNCFEAFEMETER DNS BT, SAUBtEEF ISR , WA E-EHicRk, B4t
EEHcR , FAREHES, XFEIBR - XHXE , BULURES AR DNS RHEH. E
B—EH1tR , FRERICREMBUNER TR , AEFEFRICFHELTEA DNS REBEH,

8. ERRIFENREFERICEKNWAS, XFRIEEMNIERMAENAREE Amazon E# WorkMailig]
ZEERAILER,

Al B 13

HETBEREEGN , ALRERE. B2 , S5 ERBRERZEFEN HE FaRfF it e M ARE
i

i B 33

1. $TF Amazon WorkMail ##l4& , it H https://console.aws.amazon.com/workmail/o

MBEE  fLUERAWS XiF, ERFAEOMBOESD | THFERXKBHIR , RAEEE—IKX
B, BXEZELR , F3 (Amazon Web Services —fi§5E) iy XEE F i =,

2. ESMERF , BRAR[ , AREEFALNEN.
3. HHEIIRP , EPEHBZUNEIRE , RFIEEMER.
4. ERRENEFEES  BAEBROBHRN , RAEEER R,

IEFERRIAE

AL EENALARBRNBRENZALKFAFNANRK NG, E—NMEENRNBETFT2ELINER
FHER ARt
£ —NELA Y RRIAEL

1. TF Amazon WorkMail ##|& , Bt 7 https://console.aws.amazon.com/workmail/o
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MREEFEE | WJUERAWS XiFl, EERFHAEOMNBHESR | ITHFERXEIER , RAEEE—IX
5, BXxEZEL , 525 (Amazon Web Services — &5 %) HiXE B HHiH S,

2. ESMERP , EREAQ , AREEFREALNER.
3. HEHEIIXRF , RPEFEANERFLNERE , REEFERENRIAE,

IO EE

£ Amazon WorkMail & &R NBEE , BUANEFTRIE, BIFHLNTHIAEEEZEE |
H R 6EA Amazon WorkMail 467 1%33 % B9 & FER AR SS o

AT BUBIE E DNS BRSS F B R o0 TXT # MX 12 RRKWIFE. TXT iDRAUFEE DNS RS R INE
B. MX 1IERIEE T 15 ABRH-ARSS 850

& A LA Amazon SES #Z2&| A 612 TXT M MX i2% , AEFEAL D WorkMail 24 & X 0 F
WNINEER DNS BRSS. ITU TSR,
B2 TXT 1 MX I8 &

1. F#TFF Amazon SES ##|& , Wit R https://console.aws.amazon.com/ses/o

2. HESMERF , ERE  RARERRIEHE,

BEAH B RIS IEFTIE T B AR
3. EHER , MATERINEERS AP o2 B .
4. (A% ) MREFEHA DomainKeys IRBI#R 4 (DKIM) |, iEIEAH “4 K DKIM RE” EiEHE,
5. IZRFRINUELE,

LB R & & E R TXT M MX i2RH 5K,
6. EEMT TXT JIRTHEFIERETEN CSVEEE,
A ERBS AN EE. ERTHUE , RRERRT.
7. IFHTEM CSVXHAEHEMBAR.

BIE TXT M MX i2%/5 , BIRPRFER IS ERY DNS iREtr. U TSR ER Route 53, MREMEH
Hft DNS #R¥Em , BEFHENARMNIEE , BEFRHEERFNE,
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1. BF% AWS BE#EGHA HITH Route 53 #2#|A , Mk https://console.aws.amazon.com/
route53/,

2. ESMERT  EREEX. AF , BPERIFRYEEDEERE,
3. MERER DNS i2RFxRF , EFF AXE XM,
4. EXEHXHT , FEFNIEERWERXFES, XGIRFEREXFETH,
5. MTRIFNINRKRE , RFEERES A
® Note

REZFE 72 P REERRIETSRE.

FEAER DNS BRERIE TXT iIe%M MX idF

BIAA TRIEEMBEZER TXT 12X 2 E#EH RN ERY DNS RSH. IR EA nslookup TR,
BEIXFMNFEEE Windows H Linux. 7£ Linux £ , &7 LLEA dig.

ZfEMA nslookup TE , BAMEEKRLEENIFH DNS fRFeR. A , DA UERIXLERSIE
BEF TXT 2Rk, ZAERIFHEN DNS fi%es , AAXLRSH[DENE up-to-datelEEH %, WE
EWREFE—ENNES 2EESHi DNS RFH.

{# A nslookup BiFZH TXT iEZREESHNZ DNS RS
1. BERENEHRSSR

a. ITHGSERRA (Windows) L& (Linux)o
b. BETUTHSUIEAELBRENENEHRIRSER. example. conAERHNEE Bk,

nslookup -type=NS example.com

ERET-—SHPEREP-—IMEURSSE.
2. WIFRABIEBHMT LS WorkMail TXT ig%,

a. BITUATHS , example.comBRNIEBMIHBnsl. name-server.netMEH 1 B
BRS5 8%

nslookup -type=TXT _amazonses.example.com nsl.name-server.net
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b. #&%E nslookup WP I RH "text =" FHH, BINLFEFERE Amazon WorkMail 13 ]
AN BRITAHEAN FIRFEHNERH TXT ERCTE,

EUTREIF | BEEFERN fmxqxT/ic0Yx4aA/bEUrDPMeax9/s3frblS+niixmgk= #9
_amazonses.example.com By TXT iEF., MREE2EBHEFHICFK , ZTFEFUTEE !

_amazonses.example.com text = "fmxqxT/icOYx4aA/bEUrDPMeax9/s3frblS+niixmqgk="

FH dig BIEEH TXT iILX2B 2R ME DNS RS
1. HFLRIRLE,
2. BITUTHSUSHENEN TXT 18%. example. comFERNE S ik,

dig +short example.com txt
3. RIESMTHEHTXTHFEENFHRERESEELDH WorkMaili2 Bl 51 “ERIERH A" FIRF ik
BB FEW TXT EME TR,
{# /A nslookup REIFEH MX i ERIMNZTER DNS RS
1. BERENENEHRSES
a. ISR RR.

b. ETHUTHSUIEENIHNIEBHRRSEE.

nslookup -type=NS example.com
BRET-—SHPEREF —NEHRRFEE.
2. WIFEEMZRM MX g% :

a. BITT@®S , example. comBRAIRNFEMnsl. name-server. net{REL—SHHE
) — M B RS8R

nslookup -type=MX example.com nsl.name-server.net
b. E@mSHET , Bif mail exchange = ENFREEREESUTEZ—ITH

EEFRD (FFRLMILER ) X - 10 inbound-smtp.us-east-1.amazonaws.com
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XEFES (HEXM ) X - 10 inbound-smtp.us-west-2.amazonaws.com

ROt X ( B/R=Z ) X - 10 inbound-smtp.eu-west-1.amazonaws.com

(® Note
10 AR MX BIETHY B E S LR

£ dig WIEEH MX I8 27 NE DNS RS

1. fIFLwRSE,
2. BITAT @5 EASI AR EA MX 1B,

dig +short example.com mx
3. RIEMXENFHERESUTEZ T
EEFRZ (FFRLMILE ) X1 - 10 inbound-smtp.us-east-1.amazonaws.com
EZEEI (HBXM ) Xifi - 10 inbound-smtp.us-west-2.amazonaws.com

ROt X ( B/R=Z ) X - 10 inbound-smtp.eu-west-1.amazonaws.com

® Note
10 &k MX BEETHBERE LR,

I B PR HEBR
BHEHBIEHERAE , FSHUTRY
#2149 DNS FRS T AV TXT BREHHEA THL,

M TXT IEZBMHPE B _amazonses,
BREZRBIER—/MNE , EFEESNEGHEBHM TXT ik

WRIEH DNS RS A AW EHA SN ERMHEERMH TXT 2% , BEANTHBRGE2— !
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( HE) yu% DNS BR&E AW |, iFH TXT iExZRDBEZMME. #lin , RER DNS H Amazon
Route 53 B , BAILLARE— TXT icRKIREZNME , MR :

1. £ Route 53 #=H| A/ |, EEFELBERIUESE —MXF A HRIMNE _amazonses TXT id%,
2. ¥ TFE , EE—MEZEE Enter,
3. AKX EE  RERFIERE,

s MREBRAFERIUFH S , MBI RIEREMHPE _amazonses B TXT IBFZREIE—X , A
FRES —RIEKEBMPARE _amazonses Wi FHRKRE U — X,

Amazon WorkMail 2 #l & R & 15 B K iE < K

Amazon # WorkMail TEIZ#) DNS FREFTEM TXT ik, RBEAEH DNS RS EIUE TXT id
FH MX 1IEFFHERE , RIUEFFEM TXT EXEEC EBHRMEIER DNS RS

819 DNS RREE B M TXT iR KRE.

AMEBEEA (W1 _amazonses.example.com ) WiEFKTREASBUHEBRESE (W0
_amazonses.example.com.example.com ) . ERRIZRBEMFHIBBEE , BE TXT IERKPHIE
BERRMMAR. XEER DNS REEHKRHA , ZEXEMEZEREN , HESFHZEBEETEE
TXT id%H,

Amazon WorkMail 3 R&E#H MX i2ZF—H

NI EBR RS EEERAT , MX IERATREESIRE R —HAIRES . EHEMN MX iZFLIED
Amazon , WorkMail i A 2R 2 B 4RS . 5 Amazon —RBFERAE =B FHHRE
Bf, MX i8R tFER “F—B IRE WorkMail, MNRRX#ER , B UL L BT —HREL,

B Hitit & AutoDiscover L ipT =

AutoDlscover FOVFPRAXAE FA YR Y BB, F B 44 ith 11tk F 2555 SR BL B Microsoft Outlook Mz & F ik, %

FafRkEFE Amazon Wi , WorkMail HEEERL G T RRREMNEN A IRE, I, &
AutoDlscover RFEHEFE R EM Amazon WorkMail Zh&E |, FlanE B8, Assi Out-of-Office
stant AR E B EF free/busy BFEIFIThEE,

E P imITELT AutoDiscover Bt E&R R+ M AR S5 853 &= URLS :

- 155 1 B - B mAT AR Active Directory ITZ £ E HIMY (SCP) &k, MRENEFFRMA
15, , M| AutoDiscover Bkid ikt 558,

« F2HMEBE —FFIHRAUATARKIZER URLs ARIUEE R, REERET HTTPS AKX LIRS,

BB E AutoDiscover KT = FRZ 1.0 151
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* https://company . t1d/autodiscover/autodiscover.xml

* https://autodiscover, company . tld/autodiscover/autodiscover.xml

- % 3B - B umXT autodiscover.company.tid #1117 DNS & M F 7 9 &8, hB 44 ik [0 5% 4 B9 i
REERZGHRIEN GET R, MRRSEH[IRE 302 EEM , MEFEFHSEHIIREMN HTTPS i
BEH &% AutoDiscover &K,

MRFABXEMBRELRY , WEEZEIREF K. BXFIREBNRENER , BERFHEES
AR & o

YRR R RN INE Amazon B, RESIRRIESRF AutoDiscover DNS 2 ZAINEI SR E S
WorkMail, X2 imeEf 1T AutoDiscover RIEME 3 MR, BR , XESBHIIEERATHEBD
®E , IAEM Android B FEBHFNBRERF. EIt , BOJeeZEEFFRESE 2 AutoDiscover B kR,

WA LAMER LT HERNEBRIE B 1RESE 2 AutoDiscover MHER :

(#%EF ) £/ 53 5B Z# CloudFront

(® Note

AR BRREA T A{A8 https://autodiscover BIEKIE, company. t1d/autodiscover/
autodiscover.xml, B https://company . t 1 d/autodiscover/autodiscover.xml SIZZKE | FiR
BUTSEME M ERautodiscover. B,

£/ CloudFront 1 53 S AR ARERF4EFH. EXEAENMNESERE , BZRHILIHE
CloudFront 4t #13L B # Route 53 E -

£ 53 5% , BHAZ 2 AutoDiscover B E& CloudFront

1. REATFEIFLZIN SSLIEH, company.tldHFHE L& F) AWS Identity and Access
Management (IAM) 2t AWS Certificate Manager. BEXEZEE , H5H (IAM AF#ERE) +
M9 55 FI AR S5 25 IE = (AWS Certificate Manager AP $5/) FH AT,

2. BIZ% CloudFront X1ThX :

1. ¥TFF CloudFront ##l4& , Mt A https://console.aws.amazon.com/cloudfront/v4/homes
2. ESMBERS , BRI,

3. #%# Create Distribution ( BIE2E ) -

4. £ Web T , EEFFBEA,
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5. ®RREF , MALTE :
- BEA - RENXiEEm AMENMYIES -

- EEXEZ ( FEREILILEP ) - autodiscover-sexrvice.mail.us-

east-1.awsapps.com

- XEFEE (R#NX ) - autodiscover-service.mail.us-west-2.awsapps.com

« BAMibX ( F/R ) - autodiscover-service.mail.eu-west-1.awsapps.com

o JRIDIKRE - FIEAIREE - Match Viewer

® Note
HRBEEZE, BPNEWRR ID WBEIERE.

6. ERNEFTHIREF , NIIHNREZFEUTE :
» Viewer Protocol Policy : HTTPS Only
* Allowed HTTP Methods : GET. HEAD, OPTIONS, PUT. POST, PATCH. DELETE
- Cache Based on Selected Request Headers (B FiZ B ERIRLHITER) . 58
» Forward Cookies : All
* Query String Forwarding and Caching (BEHAFZARELAMNER) . T (HERF)
» Smooth Streaming : No
+ Restrict Viewer Access : No
7. 79 Distribution Settings (7' BLiZ &) &R LA TE -
» Price Class : Use only US, Canada, and Europe

- E&FAE® (CNAMEs) # , #ii Aautodiscover.company. tldscompany.tld , &
Hcompany. tld2EHIFE,

. SSLIE# : BEN SSLiEH ( 47 IAM )

« Custom SSL Client Support (BE X SSL kX ) : %% All Clients (FTEE i) =

Only Clients that Support Server Name Indication (SNI) (XX RE 252 B R (SNI) IE
Fi%)e BRIBRAH Android AT RETCEME G — Nk,
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® Note
R EIESR All Clients (FTEEF i) , i&™ Default Root Object (BRIABITR) RE R

o

Het

« Logging (B&iE%) : #%&$F On (FFB) = Off (M), FEFRREAAFIER,

« X¥F Comment G£%) , #i A AutoDiscover type2 for
autodiscover.company. tld

- DERES  EBEBA.
8. 1%£#%# Create Distribution ( 8122 & ) .
3. 7£ Route 53 #Z#l&EH , A —FKidxk , FENEENEBRMRERBEEH CloudFront 7B

® Note

XS RFE example.com Y DNS 12X E 7 Route 53 A, MREFR{EA Route 53 ,
E1R R DNS 1R EE L5 & P S B 1TIRE,

1. ERHENSMERP , EREEX , AEEFE— M.

EFHRP , EREFANEE,

FidxHF , EFEGEIZR,

EREVBIEET , REUTSH :

« HIEFEBRT , RIEFHAE T

- ERBEKT , EEEREEH,

- EEINBBRFEITH. & THABRSH , BRETANESR,

o FIEFERBIIKRS | EFE ARERBT — IPv4 b3t — L& AWS RIRo
- EFRERADIRF , EFE CloudFrontD BLHI 51 E .

- WEIRERAEIRTREIN-—MERE, EXFEPRALD CloudFrontD B & 75, &
WA BAIE R B RAE AT E R SR PR RSN 2B

5. LE A RICFK,

A w0 D
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{5 Apache Web IR&25

AT SRR T an{aE A Apache Web BR$585 7 https://autodiscover BIZRE, company. tld/
autodiscover/autodiscover.xml, EH https:// company . t1d /autodiscover/autodiscover.xml 821X

B, BRI BRI, MEHMIBR autodiscover.” BT 4,
£/ Apache Web fR5588/8 A 2 AutoDiscover Bt E%

1. TEBHAT SSL ¥ Apache lRE 8 LETUTES :

SSLProxyEngine on ProxyPass /autodiscover/autodiscover.xml https://autodiscover-
service.mail.REGION.awsapps.com/autodiscover/autodiscover.xml

2. REFEFE, SHLLT Apache B3R, MREFR T EUMIERE , ESH Apache #B :

* proxy
* proxy_http
* socache_shmcb

* ssl

BXRNAFBEHBRVE R |, BS LT E 9 AutoDiscover,
AutoDiscover 2 2 B ER TR FEHERR

RNELE T DNS 1R1E /5 AutoDiscover , & A LUK Y AutoDiscover AmTT REE T, MREEIE
HERERS , CAFEARLENNERYEEHITER,

RHESHREBENHNER

1. MAImOAKRSIERZ S HRIEA POS AutoDiscover T iE3K,

$ curl -X POST -v https://autodiscover.''company.tld''/autodiscover/
autodiscover.xml

MRENIHESEREILER  ©AIRE 401 unauthorized HE. , MU TRBIFFR :

$ curl -X POST -v https://autodiscover.''company.tld''/autodiscover/
autodiscover.xml
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HTTP/1.1 401 Unauthorized

2. ETXR, Wi —MNEXH AutoDiscover ER, BIEIELUT XML BEH request.xml X4 :

<?xml version="1.0" encoding="utf-8"?>

<Autodiscover xmlns="http://schemas.microsoft.com/exchange/autodiscover/mobilesync/
requestschema/2006">
<Request>
<EMailAddress>testuser@company.tld</EMailAddress>
<AcceptableResponseSchema>
http://schemas.microsoft.com/exchange/autodiscover/mobilesync/
responseschema/2006
</AcceptableResponseSchema>
</Request>
</Autodiscover>

3. EAZtIRBrequest. xmly X HH @L T R AutoDiscover X HE T HHRUEMNER, id
Btestuser@company . t1dFERE B FHB 4 b1t B

$ curl -d erequest.xml -u testuser@company.tld -v https://autodiscover.company.tld/
autodiscover/autodiscover.xml

MRIH[RBEIET , NIRRT AT RE)

$ curl -d @erequest.xml -u testuser@company.tld -v https://autodiscover.company.tld/
autodiscover/autodiscover.xml

Enter host password for user 'testuser@company.tld':
<?xml version="1.0" encoding="UTF-8"7?>
<Autodiscover xmlns="http://schemas.microsoft.com/exchange/autodiscover/
responseschema/2006" xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance">
<Response xmlns="http://schemas.microsoft.com/exchange/autodiscover/mobilesync/
responseschema/2006">
<Culture>en:us</Culture>
<User>
<DisplayName>Userl</DisplayName>
<EMailAddress>testuser@company.tld</EMailAddress>
</User>
<Action>
<Settings>
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<Server>
<Type>MobileSync</Type>
<Url>https://mobile.mail.us-east-1.awsapps.com/Microsoft-Server-
ActiveSync</Url>
<Name>https://mobile.mail.us-east-1.awsapps.com/Microsoft-Server-
ActiveSync</Name>
</Server>
</Settings>
</Action>
</Response>

YRR B 1 RS

B B4R N FHIRIE ( WEERE FHRMY ) IEENPR, #lan |, &0 LU B i 4 E & @) Z R AY
Amazon WorkMail 48 £ /B9 1 {r] B8, F AR {4kt 31k

® Note

B 2022 F4 A1 H8&, L5# WorkMail FtEEARSEREARE AWS IKFZEFRAHRTER
N MREIE2022F 4 A1 BZundmrEE , WAIBEEA AWS K- ZHE A TRXAIH
BX. MER , BNEWEEFHIEF K, 2o PWEXSTR RPN MIRE, EFHE
B , AV AT UREE IE R IE B TR

REETEABEN Amazon SES REEHEIRT , F AT MURRIX ESRIRE, MREEREEN
Amazon SES K& , WAMBETHITHXREN . BXREZEE , FERAEEFHEN B E L Amazon
SES RS E KR,

/A Important
FERRENNEE, WREXFM , FPHBHRES. ERFEFRRANETH,

SERTI B 4D SR g

1. $TF Amazon WorkMail ##l4& , it H https://console.aws.amazon.com/workmail/o

MEXE  BFEHRAWS XiE, At , HITFAVTFEREAMAERXIEYIR K REERFAENEX
5, BxXENEZEL , 555 (Amazon Web Services —fi&5E) iy X% S,

YmiEIE B 10 SR RE W7 1.0 157
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2. ESMERT , RRAQR , AREREREALNEBN.

3. EEMSMBERS , &FHE,

4. RHETRHEFEEFNWMANINEN , AEEFRME,

BB RF R R AR DT 1A AE
5. HEFNBMELBEEESD , AEEFRME,
6. NWARFWHRHEEEITEES D,

B E M Amazon SES RS = (K EE

WMRIEME A BE X Amazon SES K | HIHR I REILEENEHER,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "AuthorizeWorkMail",
"Effect": "Allow",
"Principal": {

"Service": "workmail.REGION.amazonaws.com"
}I
"Action": [

"ses:*"
1,

"Resource": "arn:aws:ses:us-east-1:111122223333:identity/WORKMAIL -
DOMAIN-NAME",
"Condition": {
"ArnEquals": {
"aws:SourceArn'": "arn:aws:workmail:us-
east-1:111122223333:0rganization/WORKMAIL_ORGANIZATION_ID"
}
}
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£ SPF XY &8 F BB 4 1T & 12 3 iF

EYEARIEAESR (SPF) 2 —F e FH4RIEIRE | EEITTE TGN, RERBEEETHELR
ENEBETHHERERGESEAFAENEFIENITN. BXA WorkMailigZ B S5 BE & SPF
HEE , SR Amazon SES F £ SPF X B8 FER4Fi#t 1T BB K1,

L& B E X MAIL FROM i3

BIAMBERT , LS5 WorkMail £/ amazonses.com H’J%ﬂi% YER B KA B FEBFAIMAIL FROMIZ
o WREHE LK DMARC REEUE X SPFIRE , XA S LA AN, BRREAR , HHE
BCHEEER MAIL FROM i, ETﬁﬁﬂuﬂHEﬁ%mB#iﬁlﬁEﬁ MAIL FROM 3 , i5Z0F {Amazon
Simple Email Service FF R AR 1EFE) PHREHE N MAIL FROM 1,

/A Important
1£ i0S &% L /5 A AutoDiscover Bt , EEBHE N “BR R84 A" 5,

EXBEN MAIL FROM B EZEEL |, 2 H Amazon SES M X iFHE Y MAIL FROM i3,

f§ /A SPF X 88 FHR 43 1T B DI WA 1.0 159
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e AP

& LAM Amazon WorkMail eI MBIBRAF . ki | BEUEBER B T4, SEEMHR
FEF AR Z I RIANER |, AR IS E o FER,

&

- BEFALK

« AMAF

- BERAF

- EEASAA

- ZRAR

- REASFAEE

- EEAFED

« Amazon WorkMail 2553 K B R B HE &
- ERBEA

- BACEASEMBERN B FHRH

EERAFAIR

EFEAFIIR

1. 3#TFF Amazon WorkMail ##|& , WutA : https://console.aws.amazon.com/workmail/o

MREE  ALUERAWS XiF, ERFIAEO0MBOES | FTHFEBRXEHIR , RAEEE—IKX
B, BXEZEELR , H3@ (Amazon Web Services —fi§5E) i X5k 2o

2. ESMBRSB , RBALN  REERRALNEN.
3. ESMBERD , kB Users( AF ),
4. A RAUEZERAFE, ESREMREEZH FERH bt FEA P,

® Note
BRXDKIME,
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A P

WA AP, Amazon WorkMail £ Bz At 1612885, A F AT M Amazon WorkMail Web K
ARRFE. BIEEHEFEH macOS = PC L& Microsoft Outlook & 3 F1ij5 ja] E iR 4,

an{er A bn A

1. $TF Amazon WorkMail #&l& , MiLR : https://console.aws.amazon.com/workmail/o

MREE | AUER AWS XiF, 48 E0MMHES | FTHFERKEIIER , RAREE—IKX
B, BXEZEELR , F3 (Amazon Web Services —fi§5E) iy X5 ik 2,

2. HESMERF , ERALN  AEERZEQHERMNAFELS,
3. HESMERT , EERAF , REEFERNAF

FFHIRIA P RE.

4. ERPEAGETHAFBRFERS  AARFNER. ZBNERXERER T EuESR, R
BHRLEAFNEFERF Ut EERFBRE , N A LAYmiE B 1 BR 4t a7 ER

(Wik ) ERFNHREFRARFNEZNER,
ERRBWMET , AR HERER.
R FHR bR | EZ B FERr 5] B B AR MR

BRABRT , ARERESKEUSIRFP, BEESKUIIRPEBBAS |, BERESKBALHIR
PERERE,

9. EFETGIEEE , LLRAFENZERFRINREALR,
10. EFWRET K EEBNESEEETHAAFNED.
M. EERMAF.

© N o O

=)

L I&JF Amazon WorkMail 5522 G#9 Active Directory AT , SREEH Simple AD EZRFEETH
WA A, ATLATE Amazon WorkMail FE AIXERA P, BETUZRBUTSREN S AEKFHER
WAF,

BRRAF

1. 3TFF Amazon WorkMail #2#|#& , WL : https://console.aws.amazon.com/workmail/o
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MREE  TLER AWS XiF, FREFHAEOMINES | FTHERXEYIER , AREE—IKX
B, BXxEZEL , 555 (Amazon Web Services — &5 %) Sy X% S,

2. ESMBERTP, RBRHELN  AREFRENHBEAAFNAL,
3. ESMBERD , kB Users( AF ),

HETRAFSIR, £TER. ZANREAFRSHNAFKS EREZIIRT.
4. MNEERKFHAFIERSD  EHESANAPNENERE  REEEER,

LR RS A PR
5. REFE A EFAFRBMNRALNIR TR , RFERER.

EBAF3A

&R LN R P AN NS B BREE FER 4R 5 B o
[a A 7= 78 DN EE - BB 44 31

1. 3#TFF Amazon WorkMail #2#|& , WL : https://console.aws.amazon.com/workmail/o

MBEE  fUERAWS XiF, ERFAEOMBOESD | FTHFERXKBHIR , RAREE—IKX
5, BXxEZEL , 555 (Amazon Web Services — iS5 E) iy X% S,

ESMERT , GRELN  REERENEPMNAFWEARN B,
ESMERT , GFAF  REEEEREMMNRI A AN BRR.
ERPFMAEEESD |, mE5RRT R,

ERBEBFT , EEFMAR

EABES , MABE,

N A B IEE— D,

prit 718

© N o g K~ D

MR BERE R3S

1. 3TFF Amazon WorkMail #Z#|#& , WL : https://console.aws.amazon.com/workmail/o

MBEE  fLUERAWS XiF, ERFAEOMBOESD | THFERXKBHIR , RAREE—IKX
5, BXxEZEL , 555 (Amazon Web Services —fi&5E) X% S,
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2. ESMERT , ZRAR K RAGEREMNFBERAFHALN BN,

3. ESMERT , BERAFS  REEREMNFBERIIEHAFHER,

4. ERPEHAFEERD , EEBERF,

5. HERBRETFT , P EBRENBIEN N EILE,

6. WIEEBERNE.

7. EBRINBEOG , EEBER.

ZRAF

AL ERARATNEARS, HEERENMAFR , ZAFRIMAERBEZETR. ZAREEY

30 XK AP M Amazon WorkMail A il BB U458 o

1. $TFF Amazon WorkMail #2#I1& , B#ER : https://console.aws.amazon.com/workmail/o

MRFE  ALUEHRAWS Xig, ERHAEOMIBHES | ITHFERXKEINR , AREERE—IK
H., BXEZER |, H5% (Amazon Web Services —fi§5£) iy X% =,

2. ESMBERKT , EBEAN  RAEEECSERANAFNEALR,
3. ESMBERT , &B Users( AF ),

LR HIRERAFNGIER  ERERLETER,. BRANRSERAFRSHIKS .
4. MNEERAFWIIRF , TP ERANKSXNNHEEE  REEEEA.

B R REE A A P AR
5. &®E EA,

REAFFHAGE
RRASFAEEN  ZTUERATHE -

o MBI #R. BEFHb4b, BESBNEANAFERER,

« ERFEELE ( K/ )  BESEE LM 1 MB 2 51,200 MB ( 50 GB ) 7%, Amazon WorkMail &7
FFREIEER 90% FHBHIAF . A, EXAFHBERFTaFNEN. BXENNESE
B , % Amazon WorkMail Ets

- BHRZHENR : MERANBBRER , UREFTRRZFHAES.

- ERFETFRIMNER - ®TFAFEREBRFENRER , AP RTFTREER B AR R FR.
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« NAFEITHE (IAM Identity Center B/Z R ) : & FMMIERAN A 15 E 5,

(@ Note
WRIERF Amazon WorkMail & AD Connector B Z&ERK , ML EN AWS ERREIS HiE
XLEFMER, BMMER Active Dlrectory ETETERBETCT]. YENALLFERERR
B, S ERXERE, EXEZER , F250 BigEENFHRES,

RERFEAGEE

1. #TFF Amazon WorkMail #&1& , Mt} : https://console.aws.amazon.com/workmail/o

MREFE , AJLER AWS Xig, fEEHAEOMIHEHR | ITFERXEIIER , REEE—
H., BXEZELR , HZ (Amazon Web Services —fi§5£) F#y X8 M ik 2o

2. ESMERT , RRAQR  AREREFEANEAL.
3. HESMERT , EERAF , REERERBNAFNAEN.

W ARIE

1. T:Eﬁgéﬂﬁn l:Fl ﬁ?%ﬁﬁﬁ:o
2. EAFPFAGEET  BREFSEMAZIEXAFHNMAGER.
3. ERfE, ERREFEXR.

5 |AM Identity Center F FF =Bk

1. EAPRARET  &RERE.

2. RBABEXEM IAM Identity Center AF WA ID, & AILAE IAM Identity Center TTEI X IAM
Identity Center ZEHI AN D ENAFP R TERTERER.

3. EBERFER.

YmiE ER A AN

1. ERAFEAEGET , EREFETF , REEERRE,
2. HEEMEPFEEFTES , MmABEN KD, BRI LB ANT 1 Bl 51200 2 AHNE,
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3. LEERFREFEER.

EEBIIRZHE

(® Note

EEEBERYIRE , FNAFEETENSHERERETEMN Amazon WorkMail 324, BRiEE
BIEREMNEELR , B3 Amazon WorkMail iZ BB ZIZER B ik,

1. ERAPEAGET , EEBIRBIETF,

2. EEFYHEMNREZIIR , BEERF.

3. EEFRFZFMNEMEER , BMIER ID FFEFIRER .

4. EMBRFEBRIZE , FRBERFENS LN EEZE  AERES EEERRIER.

5. EREETRHXFEES , WIABBRNERRE, FicE , SAFBRXFEHRES Amazon
WorkMail E58Y , 12 EFHM,

R R AR

1. %&$* Permissions ( fXBR ) W+,
2. BEWRITTRI®REZ—:
1. ERMR |, FEFERMRR, ITHRMFNRIIKRHEFEAFRE , ERZAFPFENNR
RE , REIERRE
2. EREAPNR , BERAFEZUNZRE, EFRE  REMENEDR , REEERRE

BXNRETNESER , TS HAEAIRENER.
3. EMERFIENR , FEEMER , REHIAWER,

B BR AN AV 7] 5 B
(® Note

BRI R FERFFIRER B EEERAEEN RO T, ETEBERPFERER  FS
£ 12T B P i 5 40 380 E i
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1. EENABRTEEIFR,

2. MANAGRTESIRS  EFREREREADAGR S,
3. EEMIBRT M.
4. TEEINAEFRHARE,

EEMFED

MR AP IEEBHEEF Amazon WorkMail BHEEIRIE |, BRI AN HEEZFB,

(® Note

- MREEFF Amazon WorkMail 5 AD Connector B &K , N AIE Active Directory R E
B M P&,

- MREENF Amazon WorkMail & IAM Identity Center ££5% , N AT LLUE R EE A F %13,
BAXEZER , 5550 (AWS IAM Identity Center A #E) FHNEESLXAFH IAM
Identity Center i FF %%,

EERF#D

1. FTF Amazon WorkMail ##& , Mt} : https://console.aws.amazon.com/workmail/o

MRTFE  ALUEHRAWS XiF, ERHAEOMIBHWES | ITHFERXKEINR , RARERE—IK
H, BXEZEL , F5% (Amazon Web Services —fig5£) iy X% =,

ESMBEED , EFRALN K REEERAEALNER.
ESMERKT , &8 Users ( AF ),

ERPA&RP , EPAFEZSENERE K REEREEEDB.
EEBFBEMNEES , BAFEE , AGLEREE,

o b~ 0N

Amazon WorkMail 218K rE Bl B &=

MREEFHARY , FRIUEFHLDEESFEHHRBER,

BRI R ERIURT ER Amazon WorkMail AR ERBE FRE,
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Amazon WorkMail B F#1 Simple AD B F#18 K i

ZRINER T , Amazon WorkMail B 33 Simple AD B FH XM :

Het

.
L

E
- BEDBAFH

- TEHE 64 NFEH

- MEARRTZHR Latin-1 EIFRFAMR

RBLABELUT 5 AFHFHN 3 AFH -
- REFH

- NEFH

BF (0% 9)

B®RFRF (W, <. ~=H!)

Latin-1 2R (Bla0, 6. G A)

Amazon WorkMail B ZZL KT EEE X,

EE K Simple AD Z1E K RE | i51E Simple AD B 3% Amazon Elastic Compute Cloud (Amazon EC2)
Windows =6l EEFH AD BT E, BXEZELR , 5560 (AWS Directory Service EXEIER)
B2 % Active Directory B2 T B,

AWS Managed Microsoft AD Directory 223 5% B

A X AWS Managed Microsoft AD B FHERIAZBRENES , ESH (AWS Directory Service B
™M) FHEE AWS Managed Microsoft AD BB E# o

AD Connector 28 %K &

AD Connector £ ©E M Active Directory IHHI ZEKEE, BXBEBRERIENEZFEL | B
27 Active Directory 139 3T,

f£ @ AN

£ B Amazon WorkMail Push Notifications AP| , & A AN E R ENEREFHNERMNHIX BN |, 2iF
FEE TR BT ER. BATUM URL ( SRR BEXNWNRER ) FEEZWEH, EBILINEE , F k&

55 F @ &0 WA 1.0 167
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AR AL Amazon WorkMail A eI Z2REMNNARF , AEREQNARFBHAFSREPHNE
Ko

BXEZER , F3H Exchange RRVEAITH, BREEHH EWS,

BRI AT RS E 4R (s AAT ) |, Al BUTRBEE NS MM E XXX ( SEFEH
%, “BRIRMEBEX ).

AL R i (40 EWS Java APl &R EWS C# API ) R EH A, AWS GitHub TUE L
RME T EH AWS Lambda 1 API Gateway ( £/ AWS Serverless 12 ) FF X FI T B #IX RN RF R
BIRAREF. ©FEA EWS Java APl,

THEHZ-MNROMEIEITEER

<?xml version="1.0" encoding="UTF-8"7?>
<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:t="http://
schemas.microsoft.com/exchange/services/2006/types">
<soap:Body>
<m:Subscribe xmlns:m="http://schemas.microsoft.com/exchange/services/2006/
messages'>
<m:PushSubscriptionRequest>
<t:FolderIds>
<t:DistinguishedFolderId Id="inbox" />
</t:FolderIds>
<t:EventTypes>
<t:EventType>NewMailEvent</t:EventType>
<t:EventType>CopiedEvent</t:EventType>
<t:EventType>CreatedEvent</t:EventType>
<t:EventType>DeletedEvent</t:EventType>
<t:EventType>ModifiedEvent</t:EventType>
<t:EventType>MovedEvent</t:EventType>
</t:EventTypes>
<t:StatusFrequency>1</t:StatusFrequency>
<t:URL>https://YOUR_PUSH_RESPONDER_URL</t:URL>
</m:PushSubscriptionRequest>
</m:Subscribe>
</soap:Body>
</soap:Envelope>

THRAAITFEERER

<?xml version="1.0" encoding="UTF-8"7?>
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<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema" xmlns:xsi="http://www.w3.0rg/2001/
XMLSchema-instance">
<Header xmlns="http://schemas.xmlsoap.org/soap/envelope/">
<ServerVersionInfo xmlns="http://schemas.microsoft.com/exchange/
services/2006/types" MajorVersion="14" MinorVersion="2" MajorBuildNumber="390"
Version="Exchange201@_SP2" MinorBuildNumber="3" />
</Header>
<soap:Body>
<m:SubscribeResponse xmlns:m="http://schemas.microsoft.com/exchange/
services/2006/messages" xmlns:t="http://schemas.microsoft.com/exchange/services/2006/
types">
<m:ResponseMessages>
<m:SubscribeResponseMessage ResponseClass="Success">
<m:ResponseCode>NoError</m:ResponseCode>
<m:SubscriptionId>hKJETtoAdi9PPWOtZDQ4MThmMDoVYB</m:SubscriptionId>
<m:Watermark>AAAAAAA=</m:Watermark>
</m:SubscribeResponseMessage>
</m:ResponseMessages>
</m:SubscribeResponse>
</soap:Body>
</soap:Envelope>

ME , BAFRERETRBERPEEN URL. THRRFEA

<soap:Envelope
xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Header>
<t:RequestServerVersion
xmlns:t="http://schemas.microsoft.com/exchange/services/2006/types"
xmlns:m="http://schemas.microsoft.com/exchange/services/2006/messages"
Version="Exchange2010_SP2">
</t:RequestServerVersion>
</soap:Header>
<soap:Body>
<m:SendNotification
xmlns:t="http://schemas.microsoft.com/exchange/services/2006/types"
xmlns:m="http://schemas.microsoft.com/exchange/services/2006/messages">
<m:ResponseMessages>
<m:SendNotificationResponseMessage ResponseClass="Success">
<m:ResponseCode>NoError</m:ResponseCode>
<m:Notification>
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<t:SubscriptionId>hKJETtoAdi9PPW@tZDQ4MThmMDoVYB</
t:SubscriptionId>

<t:PreviousWatermark>ygwAAAAAAAA=</t:PreviousWatermark>

<t:MoreEvents>false</t:MoreEvents>
<t:ModifiedEvent>
<t:Watermark>ywwAAAAAAAA=</t:Watermark>
<t:TimeStamp>2018-02-02T15:15:14Z</t:TimeStamp>
<t:FolderId Id="AAB2L089bS1kNDgx0GYwOGE50TQQ="></
t:FolderId>
<t:ParentFolderId Id="AAB2L@89bS1kNDgx0GYwOGE="></
t:ParentFolderId>
</t:ModifiedEvent>
</m:Notification>
</m:SendNotificationResponseMessage>
</m:ResponseMessages>
</m:SendNotification>
</soap:Body>
</soap:Envelope>

ERAEEBARNEFESWIEAN , EXAMENTER

<?xml version="1.0"7?>
<s:Envelope xmlns:s= "http://schemas.xmlsoap.org/soap/envelope/">
<s:Body>
<SendNotificationResult xmlns="http://schemas.microsoft.com/exchange/
services/2006/messages">
<SubscriptionStatus>0K</SubscriptionStatus>
</SendNotificationResult>
</s:Body>
</s:Envelope>

EHUHITREWHIXEN , EFSME SubscriptionStatus FERHPLKZXEUHITEMA , XOFT

HIX ¥

<?xml version="1.0"7?>
<s:Envelope xmlns:s= "http://schemas.xmlsoap.org/soap/envelope/">
<s:Body>
<SendNotificationResult xmlns="http://schemas.microsoft.com/exchange/
services/2006/messages' >
<SubscriptionStatus>Unsubscribe</SubscriptionStatus>
</SendNotificationResult>
</s:Body>
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</s:Envelope>

I E SR B9 HERK @ &N R R H92 1T IROR |, Amazon WorkMail 2% —MNRMES” ( BFHR
StatusEvent ) . ZEKMBFHEMNBITREERPIRMHN StatusFrequency S¥HEE, Hila0 ,
MR StatusFrequency &F 1, MBS #EIE—1 StatusEvent, WETENTF 1 3 1440 245
Z 8, It StatusEvent RLFTEIXHF :

<?xml version="1.0 (http://www.w3.0rg/TR/REC-xml/)" encoding="utf-8"?>
<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Header>
<t:RequestServerVersion xmlns:t="http://schemas.microsoft.com/exchange/
services/2006/types" xmlns:m="http://schemas.microsoft.com/exchange/services/2006/
messages' Version="Exchange201@_SP2"/>
</soap:Header>
<soap:Body>
<m:SendNotification xmlns:t="http://schemas.microsoft.com/exchange/services/2006/
types" xmlns:m="http://schemas.microsoft.com/exchange/services/2006/messages">
<m:ResponseMessages>
<m:SendNotificationResponseMessage ResponseClass="Success">
<m:ResponseCode>NoError</m:ResponseCode>
<m:Notification>
<t:SubscriptionId>hKJETtoAdi9PPW@tZDQ4MThmMDoVYB</t:SubscriptionId>
<t:PreviousWatermark>AAAAAAAAAAA=</t:PreviousWatermark>
<t:MoreEvents>false</t:MoreEvents>
<t:StatusEvent>
<t:Watermark>AAAAAAAAAAA=</t :Watermark>
</t:StatusEvent>
</m:Notification>
</m:SendNotificationResponseMessage>
</m:ResponseMessages>
</m:SendNotification>
</soap:Body>
</soap:Envelope>

MR E P UmHEA B A MR F AR AL S LRI RIH OK RSB TIMAL , MEZE StatusFrequency
PHAELBA, Sl , R StatusFrequency FT 5, BE—NEHAELN , WWEHKRZE S5 7HA
B, HEESXEHZAFEAEHRER, MRESHANBZEBERAZBELN , MITREFLRK , BT
REIFEAFHEHN, BLTOIERITEASEERERBEEHNEN. Bal , BMERZILUE 3
MT .

55 F @ &0 WA 1.0 171



Amazon WorkMail EERER

R EZAHEMER B FHR4F

&R LAER SIMIME EA P REB EALAARMMARREE LR R EMER B FHRHF,

(® Note
N EEEM Active Directory REX 52 Fithut 5|5k (GAL) IV FIE$,

£ P REB X X R N EMERY B T Hb4F

1. iRE& Active Directory (AD) Connector, fEFZith B Fi%E& AD Connector fEA FREB M FEAHE
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aws workmail create-mobile-device-access-rule --organization-id
m-a123b4c5de678fg9h0ijlk21lm234no56 --name BlockAllAndroid --effect DENY --device-types
"android"

LTREIGET —MXAEERASH i0S AN, 555 HMBRERIARY ALLOW-a11 H0,

aws workmail create-mobile-device-access-rule --organization-id
m-a123b4c5de678fg9h0ijlk21m234no56 --name AllowlLatestiOS --effect ALLOW --device-
operating-systems "iOS 14.3"
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aws workmail update-mobile-device-access-rule --organization-id
m-a123b4c5de678fg9h0ijlk21m234no56 --mobile-device-access-rule-id 1a2b3c4d --
name AllowlLatestiOS --effect ALLOW --device-operating-systems "i0S 14.4"
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aws workmail delete-mobile-device-access-rule --organization-id
m-al23b4c5de678fg9h0ijlk21m234no56 --mobile-device-access-rule-id 1a2b3c4d
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aws workmail get-mobile-device-access-effect --organization-id
m-al123b4c5de678fg9h0ijlk21m234no56 --device-type "iPhone" --device-model "iPhonel@C1"
--device-operating-system "i0S 14.2.1 16F203" --device-user-agent "i0S/14.2 (18B92)
exchangesyncd/1.0"
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PR{E $NONE , AT LU Eix g & #t {TIEBL, Bl , @& DeviceTypes=["iphone", "ipad",
"$NONE"] BFI N RFPCE 3R E 1R R XA N "iphone" = "ipad" WiIRZ RV EATREIRZ R AL
%o

NotDeviceTypes B NotDeviceUserAgents EBEEXHEXEEERLE, Fln , 25
NotDeviceTypes=["android"] WMNFEEFEFREZELXEFR "android" HiRE. BR , &N
MASTEBAFTRERELXRBEWNZR,

EEBIRBNEES

BULERBHRZFP RN BEERBZBHREFFAMANNER, BEATHEEAFNRE , B4
RFEFRINGRIAN , LR AERABERGIBTFRIMNUE —REBS , HAFRELEENAF MRS
Mo MHh , EALGERS DefaultDenyAll BERZHEMAMNEEER . XHFIHRRERELET E
ZHBHRZEE (MDM ) BRAR. AXRESER , FEHN EEEEZ N EBYRBEERRT =
354

£}
- BYRBIPEESN THERE
- EEBE

BoiRRipRBEEN TERE

BB EAFNREN VR RZTRAES. THAEAFPMEZNBIRZHRANN , BE
SREBRINGRIER, flan , mRFRMNBEEL TR , WiGRBZAFZAFPFREZED HE FEB
%, ik , MRFRANBEEARFHRE , WA GIEELEAFRMEEESHBGNES. SERERB
RZIHEBEZR , Amazon WorkMail TR E—RBMIZAFMRBER FIHRINERRN , 2BXEREHE®
HERIF RN LE R

/A Important

HIZE N Amazon WorkMail AL BEIRRHRBEN , SEMNWIRZEEER DT RE
BREFTNEES.

BEBYREHEES WA 1.0 201



Amazon WorkMail EERER
EEEE

AT LAE A APl 5 AWS Command Line Interface 2., E#H MR EEZFEEBEE. X AWS CLI
WEZER , BH5H AWS S TREAFIER,
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HIHBHEZHEEE
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aws workmail list-mobile-device-access-overrides --organization-id
m-al23b4c5de678fg9h0ijlk21lm234n056
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XFRIEB D RBFRER , SUIELXTIEE Amazon WorkMail A48, AP MIRE ID KA,

aws workmail put-mobile-device-access-override --organization-id
m-al23b4c5de678fg9h0ijlk21m234no56 --user-id userl@domain.com --device-
id 6APMEKPHCP2ND42VIJ4BRS8ECDO --effect DENY

ALMERIM BN B RZBBRABZUEATEANNR, XHEMZACIENBHRBFEES , AR
BRI =IELE,

aws workmail put-mobile-device-access-override --organization-id
m-al123b4c5de678fg9h0ijlk21m234no56 --user-id userl@domain.com --device-
id 6APMEKPHCP2ND42VIJ4BR8ECDO --effect ALLOW

MEREBERR TR EES
X fS 1 BR#E E Amazon WorkMail A48, AP FRE ID WEBIIRR TR ES.

aws workmail delete-mobile-device-access-override --organization-id
m-al123b4c5de678fg9h0ijlk21m234no56 --user-id userl@domain.com --device-
id 6APMEKPHCP2ND42VIJ4BRS8ECDO
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1T EAS A, BXEZELR , BHSEEAHREZESHN,

TEHERTHAENKEEXRE,
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aws workmail create-mobile-device-access-rule --organization-id
m-al23b4c5de678fg9h0ijlk21m234n056 --name DefaultDenyAll --effect DENY

MRBRBSERMERNACIRBHRBIFEAES
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EHENAR

EiFRIEBFETIE , EEA Amazon WorkMail API #4E AssumeImpersonationRole, B3 Amazon
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T ROVERIAFELAEE EWS thilERER. RATERNERIEE T EGNALNMKSFrEs
BT iEAESR -

WORKMAIL_ORGANIZATION_ID — Amazon WorkMail 2432 1D
IMPERSONATION_ROLE_ID - #E#\A® ID

WORKMAIL_EWS_URL — Amazon WorkMail i = F B & IR 89 EWS xR
EMAIL_ADDRESS — FA P~ ERF& Y B8 F R 44 b it

Example Java - EWS Java API

import software.amazon.awssdk.services.workmail.WorkMailClient;
import software.amazon.awssdk.services.workmail.model.AssumeImpersonationRoleRequest;
import software.amazon.awssdk.services.workmail.model.AssumeImpersonationRoleResponse;

import microsoft.exchange.webservices.data.core.ExchangeService;

import microsoft.exchange.webservices.data.core.enumeration.misc.ExchangeVersion;
import microsoft.exchange.webservices.data.misc.ImpersonatedUserId;

import microsoft.exchange.webservices.data.core.enumeration.misc.ConnectingIdType;

/rr

AssumeImpersonationRoleResponse response = workMailClient.assumeImpersonationRole(
AssumeImpersonationRoleRequest.builder()
.organizationId(WORKMAIL_ORGANIZATION_ID)
.impersonationRoleId(IMPERSONATION_ROLE_ID)
.build());

ExchangeService exchangeService = new
ExchangeService(ExchangeVersion.Exchange201@_SP2);
exchangeService.setUrl(URI.create(WORKMAIL_EWS_URL));
exchangeService.getHttpHeaders().put("Authorization", "Bearer " + response.token());
exchangeService.setImpersonatedUserId(new
ImpersonatedUserId(ConnectingIdType.SmtpAddress, EMAIL_ADDRESS));

Example.Net - EWS Managed API

using Amazon.WorkMail;
using Amazon.WorkMail.Model;

using Microsoft.Exchange.WebServices.Data;
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// ...

AssumeImpersonationRoleRequest request = new AssumeImpersonationRoleRequest();
request.OrganizationId = WORKMAIL_ORGANIZATION_ID;

request.ImpersonationRoleId = IMPERSONATION_ROLE_ID;
AssumeImpersonationRoleResponse response =
workMailClient.AssumeImpersonationRole(request);

ExchangeService service = new ExchangeService(ExchangeVersion.Exchange2010_SP2);
service.Url = new Uri(WORKMAIL_EWS_URL);
service.HttpHeaders.Add("Authorization", "Bearer " + response.Token);
service.ImpersonatedUserId = new
ImpersonatedUserId(ConnectingIdType.SmtpAddress, EMAIL_ADDRESS);

Example Python — Exchangelib

import boto3

from requests.auth import AuthBase

from exchangelib.transport import AUTH_TYPE_MAP

from exchangelib import Configuration, Account, Version, IMPERSONATION
from exchangelib.version import EXCHANGE_2010_SP2

work_mail_client = boto3.client("workmail")

class ImpersonationRoleAuth(AuthBase):
def __init__ (self):
self.token = work_mail_client.assume_impersonation_role(
OrganizationId=WORKMAIL_ORGANIZATION_ID,
ImpersonationRoleId=IMPERSONATION_ROLE_ID
Y["Token"]

def __call___(self, 1):
r.headers["Authorization"] = "Bearer " + self.token
return r

AUTH_TYPE_MAP["ImpersonationRoleAuth"] = ImpersonationRoleAuth

ews_config = Configuration(
service_endpoint=WORKMAIL_EWS_URL,
version=Version(build=EXCHANGE_2010_SP2),
auth_type="ImpersonationRoleAuth"
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)

ews_account = Account(
config=ews_config,
primary_smtp_address=EMAIL_ADDRESS,
access_type=IMPERSONATION
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S HERFEA A

EAIS# StartMailboxExportJobAPI £ H ) WorkMail API #4EFFIE 5 WorkMail BBFEN B S
FI 5 52h 8] 2. 1764 AR S5 (Amazon S3) 7M. LLERMES L MIME #& X5 EhBFE P RY PR B B2 FHB 4 A0
BRI E & H 2 Amazon S3 FHEFHN — .zip XHH., FLSHBKRANESSHMATE.

SERERFES B FTEM B BUR TFEREF T E N AR NAHBE, HTHESHELLFE &
A, B EFRRRBEANBZTEENNELNRE, EEFSHAFSHRS , EEALS#
ListMailboxExportJobsAP| 2 f #y DescribeMailboxExportJobs, WorkMail API & 4E,

MRFES HIES TG , Amazon S3 FEEHH . zip X HFFE A SR E N FF AWS Key Management
Service (AWS KMS) & £ %4 (CMK) #1TiN%. BT AWS KMS tn# 25 Amazon S3 £5X , At
REAFPAENRAE CMK , TERBENHRERTUETENAFEL. AWS KMS

TR

LT 25 HEB A B M ERFEM

- wEBES,
o MIG# WorkMail EIERIKF,

s — N AFLXEIHFB Amazon S3 FEE. BEXEZEER , BZH (Amazon Simple Storage
Service AF1ERE) LA Amazon S3 Rk Hi7 BN R Amazon Simple Storage Service A
FiEE.

o —/PXHH AWS KMS CMK, BXEZEER , 525 (AWS Key Management Service 7F & A R 1§
) RHAIT,

« —/N AWS Identity and Access Management (IAM) & |, HEKrE R B A Amazon S3 1Z i@ H F
F AWS KMS CMK B BRIEN X . BXEZEE , E5H L 5# W@ WorkMail £/ 1AM,

IAM SR BRI F A & 6] 2

DLTFRBIERT — 1AM KB | ZREEIR FEA Amazon S3 7 EH£H AWS KMS CMK &2
RIENHHNR, EEUT TS SHMMEAETBPEALRAIER , BN ZREISFAIXEFER
mailbox-export-policy.json 9 JSON 324,
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JSON

{
"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [

"s3:AboxrtMultipartUpload"”,
"s3:PutObject",
"s3:GetBucketPolicyStatus"

1,

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

]

}I
{
"Effect": "Allow",
"Action": [
"kms :Decrypt",
"kms : GenerateDataKey"

]I

"Resource": [
"arn:aws:kms:us-east-1:111122223333:key/KEY-ID"

1,

"Condition": {

"StringEquals": {
"kms:ViaService": "s3.us-east-1.amazonaws.com"
},
"StringlLike": {
"kms:EncryptionContext:aws:s3:axrn": "arn:aws:s3:::amzn-s3-
demo-bucket/S3-PREFIX*"
}
}
}
]
}
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LTRRAERT —NHMBECIESN IAM S5 1AM SEXK, EEUT R  SHBERNEIRS
FERAWROIKE | FHHZEBBEN XM B mailbox-export-trust-policy.json B JSON X
.

B NEEHER aws :SourceArn fl aws:SourceAccount &4, il , IREEEFHERNA
R — AWS K T S Haws : SourceArn3k B R [E Amazon WorkMail (H4R VR4 | BT SAMBER

FfiBR, BRFZHERBNEZEE , ESH (AWS Identity and Access Management FIF 5§/ FH
AWS £ F&H £ TR,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "",
"Effect": "Allow",
"Principal": {
"Sexrvice": "export.workmail.amazonaws.com"
},
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "111122223333"

}I
"ArnLike": {
"aws:SourceArn": "arn:aws:workmail:us-
east-1:111122223333:0xrganization/m-a123b4c5de678fg9h0ijik21m234no56"
}
}
}
]
}

BOLEABRLZTU TR SEENK,F6IE IAM A6, AWS CLI

aws iam create-role --role-name WorkmailMailboxExportRole --assume-role-policy-
document file://mailbox-export-trust-policy.json --region us-east-1
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aws iam put-role-policy --role-name WorkmailMailboxExportRole --policy-
name MailboxExport --policy-document file://mailbox-export-policy.json

BEXEZEE AWS CLI, 2% (AWS Command Line Interface FAFIEE) »

B S HEERR

Lo a2 IAM BEHNEEE , BERAUTSRSEMENRT, ZLTREECSHL T #
WorkMailéE 42 ID FAF ID ( E46 1D ) , BA AL Bi# WorkMail 2% & 2 AL S WorkMail
API # 1T,

Tl S HEBAENE
1. EAE3) AWS CLI BRFES HifEll .

aws workmail start-mailbox-export-job --organization-id m-
al23b4c5de678fg9h0ijlk21m234no56 --entity-

id S-1-1-11-1111111111-2222222222-3333333333-3333 --kms-key-

arn arn:aws:kms:us-east-1:111122223333:key/KEY-ID --role-arn
arn:aws:iam::111122223333:role/WorkmailMailboxExportRole --s3-bucket-name amzn-s3-

demo-bucket --s3-prefix S3-PREFIX

2. {5 AWS CLI k45 312=4&8 Amazon WorkMail H MBS HES RS,

aws workmail list-mailbox-export-jobs --organization-id m-
al23b4c5de678fg9h0ijlk21m234no56

®¥E , £/ start-mailbox-export-job dnHERKKEL ID {RUSIZZHFFE S HAE L BVIRTS

aws workmail describe-mailbox-export-job --organization-id m-
al23b4c5de678fg9h0ijlk21m234no56 --job-id JOB-ID

HERFE S HAEW RSN ETKE , SHNMBET B 2L . zip XHHNFEXFETEERN Amazon S3 7
N o

LAUF 25 BB FERY far i B S RHI
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"totalNonExportableItems" : "13",
"totalMessages" : "76",
"sha384Hash" : "4de93a***96aldd",
"totalBytes" : "161892",
"totalFolders" : "15",
"startTime" : "168***380Q",
"endTime" : "168***384"

}

(@ Note

totalNonExportableTl B @ A X HFWIE , fli&E =FHBER R,

S HERTF Amazon BIBRFEES R , EEZE LT EESEIM WorkMail :
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