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Actions -,  Share
Ubload new version
Download
Favorite
Request Approval
Settings

EPC L, BIABERT , T&EHAIXHL Downl oadsWorkDocsDownloads// SR E#HFEH. &
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M Web T &3 £k

@ Note

SIRTEXHERE , fRESTHRXHFRPHABNF, MREIABTHRENHRPHFELEX
fr, FRAEENNHBIHMUBERE W , RETHEXHX.

M Web T #3#% 4



Amazon WorkDocs EEER

M Web TEiX#R

1. %&3%%| WorkDocs
2. EAETHENENXHRZLNEIEE,

8-

FTIFF R, REIERPETHOEMAFXHFRFZDHERE,
3. 17 “BF REFEE TH. o

ZEPC L, BRiMERT , TEA XL Downl oadsWorkDocsDownloads// X 4% & H1EK. 7
Macintosh £ , BRIABER T , XHLAREE R EFE R /Users/ A B/1F M. WorkDocsDownloads

£ WorkDocs =um i & T 8 XA F 344 &

® Note

BRI Z % WorkDocs TIimfEE FTRETERUTE R, BXEZER |, H5H ( WorkDocs =i
WEAFEE) F1 “E&WorkDocs =ImfER",

M WorkDocs Z=um B8 £ T 8 344 F 344 3=

1. B3 “XHRFREER H HR", REHTIT W: Eahk.
2. EBRBETHIXHERIEIMF,
3. REHRME (ARET ) MATEFEEF S8, RAEHERIAT B BB E.

5§~

Frrk R EFNE,
4. M WorkDocs z= i F& 7 A ] BR JR 28 3045 -

RHE2 . FRATBIEAE

M YRAEF WorkDocs FrE 3BT WorkDocs ¥ a8t |, fRATLUEREIR I E,

5 WorkDocs =8 T & ST R S04 Sk 5


https://docs.aws.amazon.com/workdocs/latest/userguide/drive_install.html
https://docs.aws.amazon.com/workdocs/latest/userguide/drive_install.html

Amazon WorkDocs EEER

I8 ITEFHENGELIBIE Amazon B EEFRRSFHEE. ZTENSIHPCE—NER ZIP
M. BN H2IEE WorkDocs ¥R LMK AP RAAXAMIFR, RA, R, ez

o

F&
- RREH

- R

- ETEBIE

- M Amazon S3 FTHIEBHHKIE
- EELANEBHELIER

FRFAF
BEAEIBTE , BAELEUTHR.
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ERT &R WorkDocs 1XUBR |, IBELEFMEWERE , AT REIFTR. ZREEHE
Haws:SourceAccountflaws :SourceArnF 4 ERB/NRIEASEE , XE—LZ L HFEXE,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowWorkDocsFileUpload",
"Effect": "Allow",
"Principal": {
"Service": "workdocs.amazonaws.com"
},
"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::BUCKET-NAME/*",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "AWS-ACCOUNT-ID"
},
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"ArnLike": {
"aws:SourceArn": "arn:aws:workdocs:REGION:AWS-ACCOUNT-
ID:organization/WORKDOCS-DIRECTORY-ID"

}

(@ Note
* WORKDOCS-DIRECTORY-IDRIE WorkDocs MR 4R ID, XA LATE AWS WorkDocs
BHEHIAH ‘R RPKRE
- EXEEEHBERENESZEER |, BSEEH Amazon S3 2 &l & 7N 0174 i@ 5E B

« |IAM KB, EHE WorkDocs & EFRiER | IAM AR ZFE AN RELTM LA T KK

"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowStartWorkDocsMigration",
"Effect": "Allow",
"Action": [
"workdocs:StartInstanceExport"
1,
"Resource": [
"arn:aws:workdocs:REGION:AWS-ACCOUNT-ID:organization/WORKDOCS-
DIRECTORY-ID"

]
},
{

"Sid": "AllowDescribeWorkDocsMigrations",

"Effect": "Allow",

"Action": [
"workdocs:DescribeInstanceExports",
"workdocs:DescribeInstances"

1,

"Resource": [

-

]

.
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{

« HE , BAILER AWS KMS ZANFHBTHBRSHRERTMNE. R
ERBAIENRIRE, AXESER

EEMA AWS KMS %47 |

HYE BN B

"Sid": "AllowS3Validations",

"Effect": "Allow",

"Action": [
"s3:HeadBucket",
"s3:ListBucket",
"s3:GetBucketPublicAccessBlock",
"kms:ListAliases"

1,

"Resource": [
"arn:aws:s3:: :BUCKET-NAME"

"Sid": "AllowS3ListMyBuckets",

"Effect": "Allow",

"Action": [
"s3:ListAl1MyBuckets"

1,

"Resource": [

"y

"Sid": "AllowKMSMigration",
"Effect": "Allow",
"Action": [

"kms:CreateGrant",
"kms:DescribeKey"

]I

"Resource": [

"arn:aws:kms:REGION:AWS-ACCOUNT-ID:key/KEY-RESOURCE-ID"

TREEH  WNAE
BESH (EAWS AEERSTRARIER) FHCIRESA.

B IAM REERRMUA T ER, BFEHR SYMMETRIC_DEFAULT 323

TR
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Migrate Data: your-workdocs-site-alias X

This action will transfer all folders and files (along with file versions) frem the WorkDocs site data-migration-
pentest-2 to the designated $3 bucket. Any file comments, annotations, and permissions will be preserved in a
separate file.

The data for all users on the WorkDocs site will be compressed (zipped) and made available for download from 53. Your
migrated data will be available in 53 and can be accessed via the AWS CLI, the AWS SDKs, or the Amazon 53 Console. Note
that pricing for storage at the 53 URI destination will be subject to the pricing and terms available here. Please refer to the
migration blog post to learn more about data migration.

Choose an S3 bucket

To start data migration, enter the 53 destination bucket URL. If you de not have a bucket, please visit the
53 console to ensure you have a bucket. Please configure the bucket permissions as described in the pre-
requisites section here.

53 URI

[Q 53://your-properly-configured-bucket )(| | view [4 | | Browse 53

Notifications [Optional]

Enter email addresses for notification recipients. These people will receive status updates on the migration.

| person@domain.com

‘ person@domainl.com X | ‘ person@domain2.com X

¥ Advanced Settings

Choose an AWS KMS key

We will use the chosen AWS KMS Key to encrypt the data once It is migrated to the designated S3 bucket. In the absence of a selected key, the
compressed file on 53 will be encrypted using the standard SSE-53 encryption.

Q, arn:aws:kms:us-east-1:123456789123:key/123456789-abc1-def2-hij3 X Create an AWS KMS key [

AWS KMS key details
Key ARN
am:aws:kms:us-east-1:123456789123:key/123456789-abc1-def2-hij3-abc 123456789 [

Key status
Enabled

Key aliases
your-kms-key-alias

» Ongoing Migrations and History

E'?Wﬁ which will be subject to 53 pricing. Once you have validated that the data is migrated, you can stop your WorkDacs billing by deleting 11
the WarkDoes site. To delete WorkDocs site, please refer to these instructions.,

To confirm migration, type migrate in the text input field. EEEEEE—
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- ZIE2mREHERE AN KIE ‘K" BFH4 (0RE ).

- BT D% S3 FEENEE —/ /workdocssite-alias///created-timestamp-UTCX R, Z%
XHRTEBNMNEMW EERENAFNESR 4R, BNERXHREBI SRR,

BIERGT CSV XA RAMERE

- MRAFEIBZEMBERT A , WFR2ERZAFESRXHEX.

¢ RAB-EESMREANIEERS  BRA _ SIEREBIFMRS. HEABERALTEY, fln, &8h
“TestFile.txt” BB MNMRASH XA TR -

TestFile.txt (version 2 - latest version)
TestFile_version_1707437230000.txt

« MBR-LUTROIERT HBEMNER CSV XHHWAR

PathToFile,PrincipalName,PrincipalType,Role
/mydocs/Projects,userl@domain.com, USER, VIEWER
/mydocs/Personal,user2@domain.com,USER, VIEWER
/mydocs/Documentation/Onboarding_Guide.xml,user2@domain.com,USER, CONTRIBUTOR
/mydocs/Documentation/Onboarding_Guide.xml,userl@domain.com,USER, CONTRIBUTOR
/mydocs/Projects/Initiative,user2@domain.com,USER, CONTRIBUTOR

/mydocs/Notes, user2@domain.com, USER, COOWNER

/mydocs/Notes, userl@domain.com,USER, COOWNER
/mydocs/Projects/Initiative/Structures.xml,user3@domain.com,USER, COOWNER

. WIE-UTRAIER T BB FE CSV THHAE.

PathToFile,PrincipalName, PostedTimestamp, Text

/mydocs/Documentation/

Onboarding_Guide.xml,userl@domain.

/mydocs/Documentation/

Onboarding_Guide.xml,user2@domain.

/mydocs/Documentation/

Onboarding_Guide.xml,user3@domain.

/mydocs/Documentation/

Onboarding_Guide.xml,userl@domain.

/mydocs/Documentation/

Onboarding_Guide.xml,user2@domain.

com,2023-12-28T20:57:40.781Z, TEST ANNOTATION 1

com,2023-12-28T22:18:09.812Z, TEST ANNOTATION 2

com,2023-12-28T22:20:04.099Z, TEST ANNOTATION 3

com,2023-12-28T20:56:27.390Z, TEST COMMENT 1

com,2023-12-28T22:17:10.348Z, TEST COMMENT 2
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/mydocs/Documentation/
Onboarding_Guide.xml,user3@domain.com,2023-12-28T22:19:42.821Z, TEST COMMENT 3
/mydocs/Projects/Agora/
Threat_Model.xml,userl@domain.com,2023-12-28T22:21:09.930Z, TEST ANNOTATION 4
/mydocs/Projects/Agora/
Threat_Model.xml,userl@domain.com,2023-12-28T20:57:04.931Z, TEST COMMENT 4
o BEEENH-UTRAERTHBEMBEXH CSV XHNRNE. ATREMEMYE , RIHEET ID H
Bk 7 RREE.

FileOwner,PathToFile,DocumentId,Versionld,SkippedReason

userl@domain.com, /mydocs/LargeFilel.mp4, 45e433b5469...,170899345...,The file is too
large. Please notify the document owner...

user2@domain.com, /mydocs/LargeFile2.pdf,e87f725898cl...,170899696...,The file is too
large. Please notify the document owner...

M Amazon S3 TH B EIE
HTF IS8 MEN Amazon S3 A , ALE T LU ERBAETEM Amazon S3 TH B H b7 R
FR, ZAFBNAMATHEIBWEE , HIRE T EEELLEIFEHBRG RNE,

(® Note
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Amazon S3 AFEEHI FE Ko
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1. $T7F Amazon S3 #2#|& , WA https://console.aws.amazon.com/s3/.
2. EEBENRGEHEBHSMIEIMEEIE.
3. EHRERXHRESDHEIERE,

8-

THAESRXHR , AR RENMNAPEPIZXH I XHREZDHEEE,
4. EETH,
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M Amazon S3 TEITFBHIEHIE 13
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£

/BN 0
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WorkDocs & T &R KB

WorkDocs X #5#& T R IRKY R I,

BT WorkDocs #RZE Y 21X

WorkDocs X #5#R 18 B R s E T Hr 2 611 B R
WorkDocs IAM A&

| AM £ &R &K AWS Ik BB %5 ENRAYSEE,
Fim et EIES WorkDocs

BB FEAIGNEIERTHREEHER , BF IAM AEREXTEKF A€, A AETH
HAssumeRoleT 2 £ H AWS STS API #4E3RIREUIE B 2 £ iF 5 GetFederationToken,

0 3,57 4048 WorkDocs £ 1AM
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https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRole.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetFederationToken.html

Amazon WorkDocs EEER

WorkDocs 5 4# F ImatiE B,

BSHAXAG

RS HEX A &RV AWS RS HREMRS PR FRURRETHRIRE. REEXAEETRE IAM K
P, ARZBSHAE. IAM EERATUEFETREERSHEXARHNR,

WorkDocs A X #FREHEXE G,
REAE

HIHEATRSAREEERSAC., ABAWRSHRAEMKRSPHRRARKRETHRE, RS
AEERE IAMKSH , ARZKFRE, XEWKRE , IAM EERAIUERZBEHNR. B2, X
B AT RE & P T AR S5 RY Zh e

WorkDocs A #ERES A6,

Amazon WorkDocs & T 5 13 # B R4l

® Note
ANTREZLMY , ERURMEKSEAFTAZ IAM AF,

RNBERT , IAM AP MA®XEIZIIE R WorkDocs RIRRINR, MiItBFTEER AWS EER
#& AWS CLI, = AWS API Hi{TESS. IAM EE R XTI IAM K , LERNAFNA2R TR
B ENEERRIITIHERN AP RE. AfF , EEAMTURFXLERBEM MBI FEXLNERN 1AM
AP EE,

@ Note
NEREOEREME  FEXRBKTEE zocalo B, Hlm

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "VisualEditor@",
"Effect": "Deny",
"Action": [
"zocalo:*",
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Amazon WorkDocs EEER

"workdocs:*"

1,

"Resource": "*"

ETROMERIXL RG] JSON REEXHBIZE IAM ET HHNER , 555 (IAM AFER) PHE
JSON JETF L 632 KK

£

- RMSEREK

« A8 WorkDocs 2#l&

- ATAREFEMHIIBE SR

« RYFAFX WorkDocs &R 1T i ij5(A)
« % WorkDocs ETF & 17 H) KB =6l

R R fE SRR

ETHNNERBRE T RARBHUUEENK,/ P, HREMER WorkDocs iR, XL METEE
S AWS IKPFERAE, tIERREE T SR  FHERUATERMER

- JFHAER AWS RERMHA RO RENBENR — BEFHOAFPMTERBER TR , EEAN TS
FIRAGIRTRRNAWS HERKEE, ENEMRNRERITRA AWS IKF, FRITZUEET E LEHXS
BRI AWS ZEFRERBRAE-DBINR. BXESZEE , HZH (IAM AFERE) F/Y
AWS FEEA R R TFRENAWS HEXEKK,

« NASENR : £EA IAM RERENRE , BREFRITESENNR. Ak, EAIER
EREFRG T AUNBERFRRITHRE , BN RERRFA. BXEM IAM NARRNESE
B, #F5H (AM BAFER) S8 1AM R RENRR,

o fEF 1AM SRBE AR BV St — B BRI 15 [RIAX PR : &R LA 6] 5% B 2 B S 44 SR PR I X R AE TN R R BV 17 18]
Bl | B LURERBE G REEMANFER SSL KEFMEIER, MERZSBEEREIBENHRE
A, M AEARAERRE T RS IEENTFRINER AWS ARS , i CloudFormation, BXE
ZEE , BZH (IAM AFiE®™) 1 IAM JSON ErTER | &,

« £/ IAM Access Analyzer WiE&HY IAM KB , SUIBARNRE T2 M IIBEM - IAM Access
Analyzer 2BIFF RN B RKE , UBRKEHS IAM KEIES (JSON) M IAM HR{ESE
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html

Amazon WorkDocs EEER

B2, 1AM Access Analyzer 12 100 ZTURBERL EMAIRENEI , HBBEFIELZ S BINREMRN
KEk, BXEZEER , BESHE (AM BFigm) PMEA IAM Access Analyzer i SR B,

- FEEZEFHRIE (MFA)-TNR AWS IKFEZNZEFE IAM AFRSRAF , EFEHA MFA RS %
=, ZELEAR AP BERNEE MFA , B MFA RERNMBZHNERD, BXEZER |, FS
F (IAM A F#8r) M ERA MFA RF API 1A,

BX IAMHFHREIRNESFER , 20 IAM AFEETH IAM AN 22 HETR.

£/ WorkDocs 124l &

Eif 8 Amazon WorkDocs #2418 |, B4 TRAE —AREN R, XENBRAMATFERGIHFER AWS
K 7~ & WorkDocs BIRIVIFMEE. MRECIENETENNERBLEFIENRKENRE™E , NTE
R IAM AR A R KIRMEBETII RS S,

NERX LR T LAER WorkDocs %18 , EEFUT AWS 8 REEMINEIX LK, BXMHMNE
BNEZEER , HZH (AM AFERE) PR EA 2RI R

» AmazonWorkDocsFullAccess
+ AWSDirectoryServiceFullAccess

» AmazonEC2FullAccess

XL RZF AP 15E WorkDocs &R, AWS Directory Service EC2 ##4EFL &% IF ¥ T4E
WorkDocs P BRI L Bz E i T2 15 B AR .

X FARFA AWS CLI X AWS API IR, BEFAEREFEZHFHENR, R , IRFHREE
ZEHMITHY AP RVEME ITEL AV IR 4F

ARUHFEFMIE SR

ZRGIGER T A A RKRE |, AV IAM BFEEMNBEAF S ONRNBRMTEN R, R
SREEERHE LSEERA AWS CLI 3 AWS API BU4wE 75 = 5T B R AR AU BR

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console

Amazon WorkDocs EEER

iam:GetUserPolicy",
iam:ListGroupsForUser",
jam:ListAttachedUserPolicies",
iam:ListUserPolicies",
iam:GetUser"

1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
.
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}

A YFF P WorkDocs &R 1T i8]

LA AWS £ & AmazonWorkDocsReadOnlyAccess K B 1% F IAM B X WorkDocs &RHI R
BEFRINPR, ZIKRE A2 A PG R FTE WorkDocs DescribeigfE, i RIX N Amazon
EC2 #&4E , IX# WorkDocs = REIR1B8H VPCs M 7B FIER., FEEH\iZ Directory Service
DescribeDirectoriesB{EF BEIRENE X & Directory Service B RHE R

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"workdocs:Describe*",
"ds:DescribeDirectories",
"ec2:DescribeVpcs",
"ec2:DescribeSubnets"
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]I

"Resource": "*"

}

¥ % WorkDocs & T 5 489 K& R4

IAM B2 A n AR 2 B KRS LA IAM B8R A Fi51EiZ WorkDocs APl, BXEZER |, 55H
{WorkDocs FF X AR ¥EF) FMNEENAREFN B0 REG,

¥ Amazon WorkDocs & 14 17 5] 3 17 U P& HE BR

ERUATERRFEBE S AE S EER WorkDocs M I1AM B AT BEI& B AV % 0 7)o

£

« BERENATERITEE WorkDocs

« RFIMIAIT iam : PassRole

- BRBEAT AWS K- 2 AT E K WorkDocs &R

RENELUTLERITRE WorkDocs

R AWS EEEFE FIFEETITREIURE , WLABRREER T RHEL, EEARERHEA
FEMBEHAR,

LA AT iam : PassRole

RSB E] —MNEIR | RIEBTHINIT iam:PassRole B , A TMEHFERUA GBS ABEDRLS
WorkDocs,

BE AWS RS A ERIAEABKEL1ZRS , MTARAIRMNBSALIRSHEXAR, it
BB MERFH A ELEERSINR.

LN marymajor B IAM AP ZiR AR H A WorkDocs RHUITIRIERT , 2@ X £ LT ROIEIR.
BR , RELTMEERSHCHERTFHRBRS AIMTIHRE, Mary TEENAGEZIEZIRSZHNR,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXMERT , XIEH Mary B KB L A F#EINAT iam: PassRole #1E,

R 29
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MREFEHRE , BTHRREN AWS BEER, ENEEARRHEREILEN A,

FAB A F AWS kP 25 0 A1 KA WorkDocs &R

FatlE—1Aae  UEEMKFPHAFFEELANARTUERZABKRIBRIEHRIR, &7
DEEH#EREY , AURASE, XN TXRHETHRNRBINE FZH IR (ACLs) BARSS , &RIEL
15 A IX L5 SR BE [0 ATV R T 175 (R R B B R A A PR

ETREZEERE , BSANUTRE

- ET#RA WorkDocs XX LEIhEE , 1S H I T 2047 WorkDocs 4 1AM,

- ETHIMITRENESHEENERNGERNE AWS IKF |, B50H 1AM AP EETRHEERE AWS
K %S —N IAM AP R E AR R.

- ETHOMAMEE=SRENEHRFHHENE AWS IKF , H2HE IAM AR ERETHEE=HE
HiFER, AWS Ik

- ETHIMES S MRERIERMFRNR , H2H (AM AFER) PHAILINTSHRIEN
B ( BRBRERIE ) BETHRRER,

- ETHERAACNETRRNREHTERSIGRZENES , H25HE (AM AFER) S8 IAM
Y B K P R R o

£ Amazon Aid k& 1% WorkDocs

Amazon WorkDocs M EB R A UEENS HEANANEKESRE, ©i14E7 L AWS CloudTrail A
XM WorkDocs 2 &l & #HIREH.

£l
o SHUESSEEEDIR
« AWS CloudTrail A F i &L 5# WorkDocs API iE

S v RBEESNR

EERAAUEFEMNSHENEQREDIR. EfALINGE , BXMELRE C WorkDocs ompanion, E
#Z % C WorkDocs ompanion , BZ R MNAREFMER. WorkDocs
=

ENSHMSSEEEIR
1. 7 Web RRERFY , BEEDF,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://amazonworkdocs.com/apps.html

Amazon WorkDocs EEER
2. BTSSR  AEBIWSSEEIEBR G AFERS.
3. EEENRBBFESRY  REFELEFEXBHRE , RAEEENA.

4. RNTEREHENRERE , BXM, XARFAFBERUBNERNTE, BETUREFTE
AN DS BR Ok S o

5. REESHARENRSHNKRELDN .csv M .json X, RESRNHSHEIUTREZ—

« Windows — EBJX T £ WorkDocsDownloads 3 44 3 F §Y 3244 3%

* macOS - /users/usexrname/WorkDocsDownloads/folder
S HH & R BRIER B B E TR S

® Note

FEBRAFREEENSHBCHNANESR. BXEZELR |, 5 Amazon
WorkDocs AP iR EEET R,

AWS CloudTrail i Fig &I 5# WorkDocs API & F

Al LAE R AWS CloudTrail; 38123 Amazon WorkDocs APl . CloudTrail 2t THAF. AGR
AWS BREEFHITHIRIEMNIZFE WorkDocs., CloudTrail $5778E API A%k WorkDocs hE# |, &
¥&5k B WorkDocs 12 &I & 1Y 8 A FMx #5538 A WorkDocs APIs.

MBEBERTIRE , NALL AR CloudTrail B4 #F4E£ 8 E| Amazon S3 17 1@ , 2RENEH
WorkDocs, MREFRBEZIRER , BNARTILLE CloudTraill B4l ANEHF LRI EERTNEH.

WERE R CloudTrail @¥EiEK. KHIERM IP ik, RHEERWAFURERBH,

BHRHEZEE CloudTrail , 555 <AWS CloudTrail AFEE) .

WorkDocs {E E 7 CloudTrail

CloudTrail &1 AWS IKF R EEENKS EER. HESRKERFEFE WorkDocs |, ZEFHE2EH
s AWS BR% CloudTraill E4—RiIZREEHFAFIEFH, BAUEEHSH AWS KfFdhEE, EER
THRRIEXENEH, EXREZEE , BSRAMEASHHFLESE CloudTrail &4,

ERZIEFEAWS K PEHS |, BEMNEH WorkDocs , HRIERER, RERLTF CloudTrail ¥ H
B8 E] Amazon S3 FfEME, RMIAMBRT , ERH S FOZRERICREN , WREFICEXNATAE
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https://docs.aws.amazon.com/workdocs/latest/userguide/activity_feed.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html

Amazon WorkDocs EEER

Xig, BRERIZFK AWS 5 XHAEXENEHSH , H i B EXHEESEEER Amazon S3 7. It
S, BB EHME AWS RS , U#E—F 5 MALE CloudTrail B ERINENSHHIE. BXEZE

ISUNE - E

o BIERERELE

« CloudTrail XK RS LR

- Bt Amazon SNS & CloudTrail

o BRKREZANXEM CloudTrail B EXHMERK B Z AN K CloudTrail BEX 4

P8 WorkDocs #4E¥H Amazon WorkDocs APl £ 183k CloudTrail #idXER, fln |, iF
FACreateFolder, DeactivateUserfUpdateDocumentT &7 CloudTrail B EX AR S
Ho

BONEHRASREBEEERERFRNVARAGE. SOERAIHEDEHEUTRE

. BREGHBRASSIEL AV BREELEN.
- EREFEAAGTEHAMASNIBNES TR,
. ERETHEMAWS BE KL,

BXREZER , 2 H CloudTrail userldentity T,

7 i WorkDocs HEX 4% H

BRERE—MEE 6 AFSSHERNBEXHEHEEEERN Amazon S3 71, CloudTrail B &34
BE—NEENMNAEZRE. BHRAKRKRBEARENEMER , B/ EXFRWRE. BEN BN
B, BRSHBENFER. CloudTrail BEXHTRAH AP BANEFHRRE , HELETSRE
A4 EIRF I,

WorkDocs £ KA RIFEEH CloudTrail % B , 2 3IREEHITFTEHNZENREBEFLENRKE, —&Z
BHNEEXBET , #4IEEEZENAPSHRE IAM AP, BEFTEZXBENAF 542 WorkDocs B
FAF,

® Note
ANTREZR2M , BRABGRKSASMTE IAM A,

CloudTrail B&ig% 32


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-integrations
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/getting_notifications_top_level.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/workdocs/latest/APIReference/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html

Amazon WorkDocs

EEEmE

REBTREHPERBRAER  HINFD, FHRIEIRE, XHITRAXART, XEE
HERHER} HIDDEN_DUE_TO_SECURITY_REASON, CloudTrail X£ERAERETRH
HIDDEN_DUE_TO_SECURITY_REASON, CloudTrail

LUTFREERTHEA CloudTrail BE% B WorkDocs : £—&icZA T4 FmEigE  E-KIEZAT

BIEFERE
{
Records : [
{
"eventVersion" : "1.01",
"userIdentity"
{
"type" : "IAMUser",
"principalld" : "user_id",
"arn" : "user_arn",
"accountId" : "account_id",
"accessKeyId" : "access_key_id",
"userName" : "user_name"
.
"eventTime" : "event_time",
"eventSource" : "workdocs.amazonaws.com",
"eventName" : "RemoveUserFromGroup",
"awsRegion" : "region",
"sourceIPAddress" : "ip_address",
"userAgent" : "user_agent",
"requestParameters"
{
"directoryId" : "directory_ id",
"userSid" : "user_sid",
"group" : "group"
.
"responseElements" : null,
"requestID" : "request_id",
"eventID" : "event_id"
.
{
"eventVersion" : "1.01",
"userIdentity"
{
"type" : "Unknown",
"principallId" : "user_id",
"accountId" : "account_id",

CloudTrail B&ig%
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EEEmE

}
]
}

"userName" : "user_name"
.
"eventTime" : "event_time",
"eventSource" : "workdocs.amazonaws.com",
"awsRegion" : "region",
n n . L n
sourceIPAddress" : "ip_address",
"userAgent" : "user_agent",
"requestParameters" :

{

"AuthenticationToken" : "**-redacted-**"

iy

"responseElements" : null,
"requestID" : "request_id",
"eventID" : "event_id"

Amazon & MR IF WorkDocs

ETHEEETHRESATXINER , &
BRNEAITR. AWS RS BX—KREER

WA LAERA TEE =S FitkE AWS Artifacte BEXEZELR |
Artifact,

BEMER AWS RS R EAREBUR T BN BIR SURM .

M. AWS RE T U THIFERABZIMEHM

SFEAWS RS “HEMITRR 2 EE" ", REIERERNM
BSREAWS EMITRIAWS,

FSEPH TERET PR “AWS

BRARINEMBIRARE R ERNE

« Security Compliance & Governance : X4 R REBERITICTRWERRE , HIERTHEL

SHNEAETIREN T TR,
. fFE HIPAA ERHIRESZE : SIHFTE HIPAA EXRMIRS . HIEFTE AWS BRSS AERFE HIPAA

R&o
« AWS EFEIRAWS — It TAEEMIEr S v 885E A T IEFTE AV 1Tl MR 1E 3 X

- AWS B EMIEE — NEAAETHBRERABER, XEEMEE TRIPNVRESIE , AWS RS

FREERFIESMER ( SREXEERFESHERFARER (NIST), XNFRTILREIMEZRS
(PCl) MEFRRFRELALR (1ISO) ) WRLHEH .,

« EAAWS Config 7T & A & $5 F BYFL 1T 5 5 )R — % AWS Config BRI SN R IREEES K

BRELREARREK, Tl AENNER.

SMERIE
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https://aws.amazon.com/compliance/resources/
https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
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« AWS Security Hub CSPM— iX AWS Bk AT LA H T RN 2 2R AWS, Security Hub B3 &
2RHERITEEN AWS RRAREERRAFSRETUFENRESR. BXZTIHRIZREH
ERNFIR  BSHE Security Hub 2 #IE S Z,

« Amazon GuardDuty — BB KRB AWS IKFIRERERFEEMEZES |, kK AWS RS
BNEHN ITEAR., RHRENIBEDRNEBERM. GuardDuty BIHERLEHMERAENAR
RAUWER  JUEBEHESHEMNEER , Hlan PCI DSS.

« AWS Audit Manager— X AWS RS A AR B R4 w1t AWS SEAER , M fai{bXUBS & 38 A K
Y EMFITAFRERNERE,

Amazon B3 WorkDocs

AWS £k EfRERE S AWS XEEMTAXMHEN, AWS XERAES N EREEMBEE A
X, XEARBESIREERE. aFHENSETROMENRE, MATARX , BULUEITAREETH
Xz ELHh i BRI AR EBNNARFNREE, SEEANENRZSNBEFOLEMEMMEL
ATAXEEESHA A, FEMENATT B,

AR AWS XEMAAXMNESEE , TSRAWS £REM IR,

Amazon W ER % it %&£ WorkDocs

ER—TEE RS , WorkDocs Amazon % AWS £ENELZERBFNRT. BEXEZEL , HSH
IAM B FEB B AWS Identity and Access Management I E iR HEZ £ LA % AWS R0
NWZE, FONEHRESE.

BALAER AWS E XY APl A WorkDocs B M &# TR, BFRMAZFERELZSMY
P (TLS) 1.2, BATEWUER TLS 1.3, BEFRELNEZRHEEZTLANRBNEBES |, flm
Ephemeral Diffie-Hellman 2% Elliptic Curve Ephemeral Diffie-Hellman, KZHIMKRE (WM Java7 &
EEMAE ) BRiFXLER,

Lo\, HAERG RIS ID M5 IAM EAEXBRAORZT B BHARNBERH#TZEE, HE , BUUER
AWS Security Token Service ( AWS STS ) £ R Ifit Z £ FIERITFERFIITLEE,
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https://aws.amazon.com/about-aws/global-infrastructure/
https://docs.aws.amazon.com/IAM/latest/UserGuide/infrastructure-security.html
https://aws.amazon.com/architecture/security-identity-compliance/
https://aws.amazon.com/architecture/security-identity-compliance/
https://docs.aws.amazon.com/STS/latest/APIReference/Welcome.html
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