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Amazon Web Services (AWS) AFELIRENERXNNITFLE AWS BRI B AHE. BMIEHEHA—

NEFAM—NATEEEARNEEFRE  ATEHEEXBRRNEEIREETZRRLNBE. FAEFE
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5.
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B, SAILMER AWS EEEHA RBRIEMMN AWS Well-Architected Tool , BI&E&Z M HEMEFKK —
HEE , aREXERESRREB N ITERE,

BRERMNESLTRESNRESXK (SERMHE,. BRVNEKED ) , FSHE AWS ZEZHH D,

fai v
AWS AWS B3 a2 %R ( I Amazon EC2 356l, Amazon EBS &, &4 FMAWS Lambda &
), TUBMMEFREIEAR. BENRNER  SEUT BN BRENAER. FREBIE
My B AWS ERiZR¥H AWS BIRA T, FEEEKN AWS FAEEMEBEZMNNARFNSHERE
B ANEE-RYGREREREBLE T RIS TH I ARER. MAX—HZHEENZEERED , flW
AW, BHEE, #NT., FOMIGRES,

EAMRES  REARERRFEANEERS, YAEERGANSLENES. CAREEEY
#75 (CMDB) , AL ERREEERSIRREM NS RAX 0 AT RE, JHEETRICAR ,
EEIANFRNLY T, BTURALFERSEHR , BAREHRESSERNEL,

& E A Well-Architected 715 ? 1


https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/organizing-your-aws-environment.html
https://docs.aws.amazon.com/whitepapers/latest/establishing-your-cloud-foundation-on-aws/welcome.html
https://aws.amazon.com/architecture/well-architected/
https://console.aws.amazon.com/wellarchitected
https://aws.amazon.com/well-architected-tool/
https://aws.amazon.com/architecture/
https://aws.amazon.com/ec2
https://aws.amazon.com/ebs/
https://docs.aws.amazon.com/AWSEC2/latest/DeveloperGuide/using-network-security.html
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
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— Philadelphia data center
— web tier

— unique identifier

hostname: phlpwcspweb3 = FI'T p W csp web3

- Customer Service Portal

production
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2010 |, AT AWS #EH T REHE , MRE - R EETT BROIE , AT HTBER IR 7
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https://aws.amazon.com/blogs/aws/new-amazon-ec2-feature-resource-tagging/
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WREBEE ACHRS L APls, FEIENRE  FEARNER , THNATHFHEHBEE 0 AS

BEE (PN,

AFER AWS CLI, API Si8I2H AT AWS BRHNIRE AWS EBIRE A AP ELHIRES,
— i AWS BRZ AWS CloudFormation , 513 Elastic Beanstalk %1 Auto Scaling , 2 B3R BA18IEH
EENERIENS, XEFHFEHRAN AWS ERHRE , BEWE aws 818, ZIRTeEATRAF,

EXWIREZH,

A BA[E AWS BIRAMB AP ELRERERAERNBERS, BXEZER ,

BEZHE (AWS BRZ

ZEE) PHREHERFIFER, AWS EEMFERITT XL AP ELHRERE,

& 1- AFEXHIREZANERH

X4 1D HEEHA

i-01234567abcdef89a CostCenter
Stack

i-12345678abcdef90b CostCenter
Stack

& 2- AWS 4 BRI RE R A

AWS £ PR EH 4R

aws:ec2spot:fleet-request-id

aws:cloudformation:stack-name

lambda-console:blueprint

REE
98765
Test

98765

Production

EH

R3F311Z EC2 KHIHY Amazon M B HIE

%

FRIRBI 2 & RH AWS CloudFormation 4%

FRiRFAYE AWS Lambda EEERNIER



https://docs.aws.amazon.com/tag-editor/latest/userguide/tagging.html
https://docs.aws.amazon.com/resourcegroupstagging/latest/APIReference/supported-services.html
https://docs.aws.amazon.com/tag-editor/latest/userguide/best-practices-and-strats.html#tag-conventions
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elasticbeanstalk:environment- FRR BT RN ARRF

name

aws:servicecatalog: provision HR 7= mAYEY Amazon BIREZ R (ARN)
edProductArn

aws:servicecatalog:productArn M B E &= @i~ me ARN,

AWS £ MRZE K E R ZER, I8 | £ CloudFormation #ikd | AL EN —HE—i2

BB ERstack , Hstack-nameREBRRRT MO BN EREE . WREREFN
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https://docs.aws.amazon.com/whitepapers/latest/establishing-your-cloud-foundation-on-aws/choosing-tags.html
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(@ Note
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https://docs.aws.amazon.com/tag-editor/latest/userguide/tagging.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_tags.html#id_tags_rules
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and
Use Cases

Measure Define
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SiRMYE XABKRAER (FIW, FH SaaS mRIXERS ) RAKEKEF B 57 & 4EH A
BHRE,

« REMNENMITETHBENSE (FlW, XF., BRINE ). BELELBEERTEREMRER
EANFITEEAR , URBRSHREE (RFBINARFRENUZEXEE ) , UENAEHWIE
FIAMEE | BIINAPR, SREEFIMEEE,

- BEMAERBIEETHRIEARETEAY, AIXE-mAEENE. KAMBENER (flw, F7F
£, Wix, £7F7 ) REEXUIFEARANAZEXEEEER, 2EEENNEHZH, b
T, ITUEMEMNREEFRR,

« SR &£ (InfoSec) MEEIRME (SecOps) BEIR T 2477 N1 F TR LL 122 51 38 HE LA K H#E 7 f5 7 VAR LE 422 15 45
#Eo. InfoSec BEE IR EMEIER , H SecOps BEAREBE X EREIETE.

BEFLEWALG., RER. AAMENMZERR  BAREEZALARNTERAKNNRE , flams (28
XMW ), ERERE, ZXFHINTIEE., LEFBENABRFNREMBEENNAR , URINT., O
£, B2 FFEENTERESFE. SEAXRTETHDIFCRBEHEL, KEMBRTME, 1]
RMFZBXREREAFHREDTE , HEFRERER NS, EFT2LE , B2 ZACH
MR/AMER , AR EREEE, FARPREFEIHAZTHAMNFHSEERESERR.

Fl2s AR F & ] LAE LB UR G AR SN FEE |, HRAERSHEERERN. A, WSEA
REEINRBRENIBHARD L, LWHFIPIIHAEMERK. Hit , I TELXERFGREERLZZHA (6
0 CostCenter M BusinessUnit ) ®RAEHIME, MAIFRENTESRESEAHEMIZEREINE
1t , Hl EnvironmentName, OptIn 5 OptOut,

FTEMNBHEXEFTEMINCRE A EZEAHR |, HiCFEAMNGERXRRBENER , Hlm
- FERRMLRH 2

- WARRCRR (XK ) ?

© ARATIRE | RHERBESEMBML (EHTES) ) ?
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https://www.youtube.com/watch?v=aFdpBqmDpzM
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RiE , nEE. TUFSHLENZFAETEFULSIREEINRATUEFERICREHNEEFRERTEN
R BIEEHRE, BRESNRLESE THEEHEFPDHEIFFICRBEERAFBRNAN — Bk,

EXMAEMIRCH R

EH - A EX AWS BRH#TIRE , SRESERSHTERES, 2ENFIEARETFRIXG—
Btt, AR RBIRIAE BT 44

- TR HIEREE A

- EXTEZINENGRIHERAN (XERNE, BTSSR THE, BRERE)

- WIAMETHENAFBEE (PI)

o REUALE LA EFMITZZ4A

o T8 E Q0R1Z AN ET 89 58 i M AR E F 20 B B A EAR

BEETENFIEESIR , EAMENENRIEARPARSENABTHNEE, ZMAZTERERIE

HAERNAE  UREMERAANE, HRICHRREEEPNIMEE WA SRR,
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https://docs.aws.amazon.com/tag-editor/latest/userguide/tagging.html
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EMFREERRE , NERAZEHNEFEEERLR , AMBAXANRMEXEERALGRZEFEE , SMET
SENREREH. MG ERSTHE , KU TREH.

AWS Organizations — PREBUER

Y SRBE AWS Organizations R VFERTEHE AWS Ik AN AEMERREE, SRR E M
JSON FERX RIXEBHARICEM , LUEF A AT LAEZRK AWS IRE AR IR G FHE R M R FIRITIZEME, #5
TERBENTRERRERENFSZATESNE. ZREUTUXAEIRNER , SUXATRE
IEERA (*) WER. MREISETUEREIRTE , EEFERRRK.

AT RGIGEEA T A E AR IC RBESRIDIE R E R A R E, RIFRMHAEACRBESNL , BALH
REFEEERE - IMHZMrEREP . ATLERRMPNRBERIGRENAENR , HELLERKE AR
ERTREZR.

Examplelnc-CostAllocation .json
LA R B A 2 B An L M AR 5 SR B R B

{
"tags": {
"example-inc:cost-allocation:ApplicationId": {
"tag_key": {
"@@assign": "example-inc:cost-allocation:ApplicationId"
I
"tag_value": {
"@@assign": [
"DatalLakeX",
"RetailSiteX"
]
}
},
"example-inc:cost-allocation:BusinessUnitId": {
"tag_key": {
"@@assign": "example-inc:cost-allocation:BusinessUnitId"
},
"tag_value": {
"@Eassign": [
"Architecture",
"DevOps",
"FinanceDatalLakeX"

]

AWS Organizations — FRE R 12


https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_tag-policies.html
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}
.
"example-inc:cost-allocation:CostCenter": {
"tag_key": {
"@@assign": "example-inc:cost-allocation:CostCenter"
.
"tag_value": {
"@@assign": [
"123-*"

Examplelnc-DisasterRecovery .json

BT RIBEREMREIRE AR LRI R A

"tags": {
"example-inc:disaster-recovery:rpo": {
"tag_key": {
"@eassign": "example-inc:disaster-recovery:rpo"
.
"tag_value": {
"@Eassign": [
"6h",
"24h"

ERHIH | ExampleInc-CostAllocationtr&EKBEHIMNZ| Workloads OU , EithiE
FProdMTest FKkSHEFTEMKS, OUs, [@# , ExampleInc-DisasterRecovery ¥ 5B KN
3| Prod OU , ABtGER TiZ OU AT . A ZANK - HARE BB EIF MR 7 HEN
OU £,

Examplelnc-DisasterRecovery .json 13


https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/organizing-your-aws-environment.html
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| .D\% Workloads ----r=r-rmmmememm attachment --------------- ------| " B Esarnpleinc-CostAllocation

Dil Prad ------------- attachement . _____|* P, Examplelnc-DisasterRecovery
consumer-services-prod
consumer-services-beta
-
a a-lake-pr
:I.ﬁ .
o manufacturing-prod
— marketing-prod
[ 24
— consumer-services-test
fa
— data-lake-test E ou
— manufacturing-test [Oy| Account
E— Tag Policy
— marketing-test

r_:\lj,\\ effective policy

R R BEFINE OU 4

EEEDH marketing-prod Ik , I MRERBHER TZK, , AEZRINHME 7T ERKEHHE
2, EATRFNEERENERNER, NREZEEFHERERR , WTLUBIHREF & F
WEREANTERERS  TEXBREFENRE., WREEAEMZEEIKHE (1aC) AR EEHF
R, MATEAGERA AWS: :Organizations: :DescribeEffectivePolicy API @,

KHEMMATIRIC

EATH  BITEAENETRATUTRAREERENIE : F3), BB E (1aC) MiF&
integration/continuous 3X{J (CI/CD), XL A RBE TIBBHSARBRMBE,

FHRENTIR

XEBEEETHEAEMIIBM BN IEAR. BE , XETEMBERLRRSH , 2EFRKS
WHEEBFHEN , & 2FEHE W AWS Application Migration Service At I8 2 KK T B3R R IT
BHI AR, TBIE (Hli0 Migration Hub IR ARFIBRS ) TAEEIBEEFRARE, B
B CUNRERAIBHERNANGE K RELERCEMEETEL , WirXRmESS ( BEE AWS &
BiEfs ) AFEFERASHERRGEREAFRAMERM, BXIBERIFE, BRZAETUNEETES
FTHAERBERSHENRR. AWS BIRIRIE APl AFEUREF RINITIXEIEE,

KHEMMATIRC 14


https://console.aws.amazon.com/resource-groups/tag-policies
https://docs.aws.amazon.com/organizations/latest/APIReference/API_DescribeEffectivePolicy.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-program-implementation/reviewing-frameworks.html
https://docs.aws.amazon.com/ARG/latest/userguide/tag-editor.html

FRIZ AWS SR B KBS AWS £ 5%
EEXLETHEASRNIRL , sSINTENBT BAFRFRE, XEFREXEEFEANHUENER
WHEREEED. oY MARRKEEE Amazon EC2 34l , BETRENFHE EC2 KHI5F 3 0IEH
BRRIEF—H. Amazon EC2 EFERRME TEEET BNNA T HOZHNKAIMNIREN 5,

LUFEHEBITEARNRRN , B ERRLBEHE ., B ESHMBRAR, —MAEREA
AWS Config M0 , EaI A Erequired_tagsH/E3) Lambda BRECRRBIAE(]l. AWS Config #L1I
HMEREABRBFHFEANSA.

Bt iR he B (1aC) HE RIR

AWS CloudFormation 2t 7 —Hi@BAES , ATEEN AWS IEHE ErPTE &Rt R E IR,
CloudFormation R 2L B3 5N AIE AWS BIRA JSON = YAML X#. A CloudFormationt&
B AWS FIRET | BATLAEEA CloudFormation BRIFE B ME IR NFRENA TN ERSE
#, £/ laC EERSNERETHR — it

MR B eI 2R AWS CloudFormation , iZBRFZ 2B —44EH AWS BEE X KIFREN AT AWS
CloudFormation #EiRBIZN TR, XLRE :

aws:cloudformation:stack-name
aws:cloudformation:stack-id
aws:cloudformation:logical-id

B LARYE AWS CloudFormation H#ER BHAE SURTRA . X 02 /Y R

HRAFGXLE AWS EUHIIRE, B2 , X¥ T Auto Scaling A+ # Amazon EC2 3

5] , AWS: :AutoScaling: :AutoScalingGroup TagPropertyZE E7 AWS CloudFormation R &
Auto Scaling AE X H#ITIRE, B, WREFEANRHFEE T HBAN EC2 BaniElR , MARE
HEYHENFRE, B EC2 B3R5 Auto Scaling B AWS BeslRES—REH, XERS
BB THARI Amazon EC2 EHI3 T —HBMFRIC , EXIFESHEFIREMWEETN BT 4 , M
mizE ¥ EIRE D H R ITTERA,

AWS CloudFormation Hooks AFF R AR RM T —ENAREFHNXBrASHALRERE -
WEZE. EHTRENRHESHRELSE, LIEKESREERTPHXBRELE , AINREY
Auto Scaling AERENFEFENNIRENATHENWATE Amazon EC2 =6l , REBWREAE
N2 i% EBIEFTE Amazon S3 FEE. EXFAAERT , IXMHEAENIAHRENEIENE
AR BRiB32 AWS CloudFormation #E£93# 1TH .

AWS CloudFormation 2 MM RIRER N FR (FZHEREQNAIFIR ) A8THE AR TR
AR TEEEMMNEREETLN . SMERAMENRE. MREERA B LERFRENRATE
I 1aC HENFRL , MERREBRXLERE , N5IARE. EEA 1aC &, B BIEICRHEMR
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-launch-templates.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-as-tags.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-launchtemplate.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-launchtemplate.html
https://aws.amazon.com/blogs/aws/new-ec2-auto-scaling-groups-with-multiple-instance-types-purchase-options/
https://aws.amazon.com/blogs/mt/proactively-keep-resources-secure-and-compliant-with-aws-cloudformation-hooks/
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/resource-import-supported-resources.html
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BERERN laC ERH —BoHITEE |, S2I AWS CloudFormation ¥4 , A XA HB{LERAR
AWS CloudFormation B3P #HL I £,

CI/CD EERERIR

fEE TEABRAENRS , RAURSXARFEEXNBFLEEE (CI/CD) FEAR, XEKRBEBIRSN
HOBHEE , TUAER e E BB N ENR , NMAB TRESEXK. AWK MREE
RAUBMEFEROBMTH , BEENAFERS IR TEIERRE, HESRBBHRHRE
Bt NARERTERAT, —IHFEUANBREENEAREER , FITRAEZES , FRTHE
EMEBRNEF R 2 ARTNHAMITfL, EFXMNEE (DevOps) AaEEAp | BSNBRFREIES
THERRDRAE |, HERBLGAHN AN HERITRIE.

BRBAT , BHFEEERENREHMNERHERXLERE (20 AWS CloudFormation HEHIR ) , XEFR
Fh AT LATE AWS CloudFormation #REFF & BRIt EV 2 B BEEIRATS B KR,

AWS CloudFormation Guard 2.0 124t 7 HR AT LUE LW A B REMBLEESAA NN 5%,
CloudFormationiz &1k EARBEF KM EFNMNHTRIE, A , WIEEEZMHNA , EEEABE
P BRIV RE LA LABRAWS : : AutoScaling: :AutoScalingGroup TagProperty#44% {5 F
R

LLTF £ CloudFormation Guard 30 #9 =451

let all_asgs = Resources.*[ Type == 'AWS::AutoScaling::AutoScalingGroup' ]

rule tags_asg_automation_EnvironmentId when %all_asgs !empty {
let required_tags = %all_asgs.Properties.Tags.*[

Key == 'example-inc:automation:EnvironmentId' ]
srequired_tags[*] {
PropagateAtLaunch == 'true'

Value IN ['Prod', 'Dev', 'Test',6 'Sandbox']
<<Tag must have a permitted value
Tag must have PropagateAtLaunch set to 'true'>>

}

rule tags_asg_costAllocation_CostCenter when %all_asgs !empty {
let required_tags = %all_asgs.Properties.Tags.*[

Key == 'example-inc:cost-allocation:CostCenter' ]
%required_tags[*] {
PropagateAtLaunch == 'true'

Value == /7123-/
<<Tag must have a permitted value
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https://aws.amazon.com/devops/what-is-devops/
https://aws.amazon.com/blogs/mt/introducing-aws-cloudformation-guard-2-0/
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-as-tags.html
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Tag must have PropagateAtLaunch set to 'true'>>

EREREIF |, BAIFIE TP FTAE AutoScalingGroup REHWERE , REHETHEAN

- tags_asg_automation_Environmentld - REZAFEEBURFHNKRE , HERSEA TN
BEHRAN , LUK PropagateAtLaunch 2Fi&RE RN true

- tags_asg_costAllocation_CostCenter - RERBFEEAUBHNGRE , HERBUEN
W BIZRETTL , BAX PropagateAtLaunch 2&FiREN true

AT

WETATR , R esource Groups & Tag Editor 12t 7 —fp 534K IR B BV R R T EHE R A THLANR
ZEMHPEY OUs MIRIZERM A, M Organization B & M /i R RRA MRS RIESSEH AT
8 2ETEATZRFAHER , UREZKFAFFRFENERBERN TR, MRELEEK A HTH
| (MRIREREEE TEBHRSHF AT HREMNERE AWS Organizations ) , M A AEFHLFFIE X
BRIk P AR SR S HL M

ENERBAREH  SBu AN EERRERNNITINEE, EUTERERAS , BIRMT T
Bt , ERFTA ec2:instance M ec2:volume KB R FRES AT EIZEKE, B— LS HWES ,
BIINER E A MEFRZE T RERRES RN EH# TG, BXIR , BSAXEFEATERBHIITHNAE
B

Examplelnc-5X 2= 7 &t.json
AR 23R E and/or B HIMIT A 2D BLAR S R K R BE R~

{
"tags": {
"example-inc:cost-allocation:ApplicationId": {
"tag_key": {
"@eassign": "example-inc:cost-allocation:ApplicationId"
1,
"tag_value": {
"@Eassign": [
"DatalLakeX",
"RetailSiteX"

M7 7


https://docs.aws.amazon.com/ARG/latest/userguide/tag-policies-orgs-evaluating-org-wide-compliance.html
https://docs.aws.amazon.com/ARG/latest/userguide/tag-policies-orgs-evaluating-org-wide-compliance.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_supported-resources-enforcement.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_supported-resources-enforcement.html
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"enforced_for": {
"@@assign": [
"ec2:instance",
"ec2:volume"

}
},
"example-inc:cost-allocation:BusinessUnitId": {
"tag_key": {
"@@assign": "example-inc:cost-allocation:BusinessUnitId"
},
"tag_value": {
"@eassign": [
"Architecture",
"DevOps",
"FinanceDatalLakeX"
]
I
"enforced_for": {
"@@assign": [
"ec2:instance",
"ec2:volume"

}
},
"example-inc:cost-allocation:CostCenter": {
"tag_key": {
"@@assign": "example-inc:cost-allocation:CostCenter"
},
"tag_value": {
"@eassign": [
"123-*"
]
I
"enforced_for": {
"@@assign": [
"ec2:instance",
"ec2:volume"
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AWS Config (required_tag)

AWS Config  —H AT &RITE, FITHITEE AWS BREBNRS (BESRIENEREE AWS
Config ) o FEARIBAE , RATALAER required_tags MNSKIRBIHLE R IRER D B EZHAMNIR
X (1EZH required_tags TFHNEIFREE ) , BEFEIEMH RO , HAOTLAMHFTE Amazon EC2 3£
fIREFEEZER. WRFHRAEFE , WiZEZHFEEM N FTEM. Lt AWS CloudFormation #E1x 1
RT — AWS Config &HN , AT AR HE RPN ARG ZEHREFET Amazon S3 7R, Amazon
EC2 3=4|#1 Amazon EBS & L,

Resources:
MandatoryTags:
Type: AWS::Config::ConfigRule
Properties:
ConfigRuleName: ExampleIncMandatoryTags
Description: These tags should be in place
InputParameters:
taglKey: example-inc:cost-allocation:ApplicationId
tag2Key: example-inc:cost-allocation:BusinessUnitId
tag3Key: example-inc:cost-allocation:CostCenter
tag4Key: example-inc:automation:EnvironmentId
Scope:
ComplianceResourceTypes:
- "AWS::S3::Bucket"
- "AWS::EC2::Instance"
- "AWS::EC2::Volume"
Source:
Owner: AWS
Sourceldentifier: REQUIRED_TAGS

NTFHERFRVIME , AJLUEZE AWS Config N |, @B1F AWS Lambda Ei#k B 31 & & RHERD Y
HRERAEIRMNBERD, BRAXEATHASIEAS , BUHEFRES laC MBBEERLERR
B, HRRLZFH R,

AWS Organizations — fRF5 1=K EE (SCPs) 2 —fHAKE , TR TEBRALPHNPR, SCPsEH
REIHQHHELN RN (OU) PABEK &R AT AN, SCPs X¥EMARE TAHLANKFAEENAFA
A, BRATNTLEEFIER , E2RHIAFNACHNIE , SFERICRENNR. XTHIE, BR
THREREE SCPs AILUR MM AR , BRI AMRZSRFIRITIRETMANBHAE.

FEUTREIF | ZREEFIEY R1F/E example-inc:cost-allocation:CostCenter &K
ec2:RunInstances &K,

LA 234 SCP

AT 19


https://docs.aws.amazon.com/config/latest/developerguide/resource-config-reference.html
https://docs.aws.amazon.com/config/latest/developerguide/resource-config-reference.html
https://docs.aws.amazon.com/config/latest/developerguide/required-tags.html
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JSON

{
"Version'":"2012-10-17",
"Statement": [
{
"Sid": "DenyRunInstanceWithNoCostCenterTag",
"Effect": "Deny",
"Action": "ec2:RunInstances",
"Resource": [
"arn:aws:ec2:*:*:instance/*"

1,
"Condition": {
"Null": {
"aws :RequestTag/example-inc:cost-allocation:CostCenter": "true"
}
}

Higit EA TR RIER THEXKS A MRS EFRKE, EREEARCHERT SCPs , &
ERFRARREY , XEMENTRBRECHERFSECNATHEKRKSHBE, AEKPHH
CloudTrail B4 R4 RIEFENR AT LT R A R ERFRFSANHITEIRES

B EIRCHE M A HES) S
TR | ATRIERFAAIREREARE. BAMNERPERRAATR. fim .

« RAIAE - BRI LAEA AWS Cost Explorer 8 AWS BAFMEABERIREETE  RBESIHREGER
BRI EER, fln , BUUREFERANEHRIEEARANIER RN EDL , SR EEESENIR
L4,

- Bt - BARFEFITRERE THHMNBR. S, 3E4£E7 Amazon EC2 SKHIR B TERtHE
BAERE , FitZEIM B3 M{E L,

B/ PR ERANR S RESR R THINNNEE , TN ARFREERKS RS REEMIE,
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https://aws.amazon.com/aws-cost-management/aws-cost-explorer/
https://aws.amazon.com/aws-cost-management/aws-cost-and-usage-reporting/
https://docs.aws.amazon.com/ARG/latest/userguide/resource-groups.html
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BEMMCERMENNELER  BERSTERHREREALSR , SIMAGEN. FRICHRNKER
W7, HTLENERAEE LAY , EFRTTMBRR, ERANERTRE G  EAUERRENESD
ko

ATEENRRIFITERFICHEFRARANBREAR  FitIZEZINEXREE, XHTEH
RAE AWS XA REABEREBNE —FARE. IARNETENARFNZSMARAREESR
FHREE, Organizations REFER BRMNIERERNBBXAFTZEROFER , Rt tER T,

B EARICHE R H HE B Do 21
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¥ric A 4

F&
« BADENYSERNRE
« BENXFHIRE

- BlEeE. RREEMHREFHNES

A2 B 5 E R AV AR S
BB E EERRN — MR AARRARRAERER O TUIMAEE, XBHENARE

- XEER-IMREEFENZR  FREIAFMAAG, Flm  HSEARFEEEES RS, T,
T 7= 2B BA B TAR S B M B A iR MR SRR SRBURAS AT LA Y 75 08 2 — B X B IR 1T — BV AR iS,

- PEENIREREE, B , AANMSRETELFERSRDEANSG , Sl , ERAFO, WHFHE
], EIRASHALRERAER TR ER.

o BRE, AMAVREDR, HRFERIC -, BRATNARER BRI E AR RARCES | Flin, X3 EIR
HATHE, B3 BHIIATR.

THRECRUMMSERAN , AWS ATMEHBAENMSERE, THREEREFE, THERE, BANRZHEAR
FEEFENRE , B BB SHMENLSHRRAL  £ERRE LAAXANNE,

TRREANARRERRUSEENER. BIEEE AWS USEEZTWRENAST , BN IREMNTXR
FBA# AT AWS WSS EBREMAIRZY , AEMSMIEZRAEZIULXRUEE R , FinOps XHF
EMTHLSESAHENER , HRBEARERRNEBRA, “RHTEERNRAMLA A FH
METEURFNWS KK , BRIMNFERABRBLFRNTE-LEERERN,

AR BLAR
RESBEEZRATHE  FREWAEDERD RAXLERFNEAERZHA. ERARBHY
2T, RIGREIBANFAREE | FKANK.

MK TENNHE TREXARTIR, HIREHTREXRAFREERAZIR. WKRXTRHERME (5
Wb SFER). NAERF, RPSRAFL ) FENKARNSIR, TEMRE. S0 Btk TER
AR EN AR AWS XHAFH X £, HIRREEBIEALNARBLITRE (HUVSREH21ITE
i ) MREMRAREFRIZAX LA E, Fl0  NERIZETREEARS AWS EFHRT X =

A7 BRI S EERRE 22


https://docs.aws.amazon.com/wellarchitected/latest/cost-optimization-pillar/welcome.html
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Too " ERFHERT , WRRHTELRCHRATRALIEASME , - ETREAAE
(NE/S

RALANMSEREMIITRFENNARERF, WHE]. ARA R OHNE AR B £ 8 RARITER
B, ERADEGENZEBTHITRAEE , TAGRESXENEIE , SUEBAE SAMNEYIRCHE
R E R B,

« FIREF - BREREIEEARAREANAR. THE-RF[/IPMEAATIHEFENRSE.

- MSEBERE - ESNFSRUEZERNEHERMNEEXNRADN , BWiETHEAT ITHAES
BLiEo

- HENITRRA - RE\EVE. NARFRUSEERERRALRRE , EH RS MHEFNILSR
B, Hm, el NARFIBRES RS,

B BMADERERETET#

- ERAXHEARTHERITMRAL ?

- METHERR, NABRFITmTET XH ? EBNRRRHE ?
o WRLE ST U KA IR ?

- RELENBES , TUMN AWS EHRNBKRZS DT ?

- BFEIEAR. NARFISmPHRERRCTELFE4 AR ?

NEAEDEHERBFREETENALARNTNEERXER , XEMETATRMA AWS EABRH TR
#, NTRESXHRATHNERE, CEMNETEREIMERBER IS EERELSNNEKTE , H
B EREM KPI RERREWEERTH.

il E AR 0 B SR B
E X MK A7 B iR B

NEBBEFHRFRIEK S FEALEH AWS, BE AWS AR, XERARZNM=ERN , AKX
ERANFEESFERZBNXR,. BRWEAEHETF AWS Organizations AWS Ik, . FRERA
AWM, flILFSERTEAR. RAEHRAUETZSREYE , AMEUAFTAARBIFEREKFE T
BERA , flAFENTHEARNRACEBHAARS L SEE,

ERFEETHAR RN — R AR R |, MARTESS /Y 3 5 12 B N 77 HA A9 A 58 M SR A AR 5 B AL &l
XugeaEREH, TETAMNXILEESENZRERZR, AWS BEFBEN=MRITHHR RS EE
BA4s

R E AR A 2 B SR 23


https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/cost-alloc-tags.html
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- ETKF — WEEMENIRESS , ARTURHSBENAKNERSE ERATERABK,SE
HMPWALR (AEE (EASNMKSELAEN AWS 3HRE) ARPHRNEBU— ) . ZF , MK/
BAER—E TR, ERATREMSESE , EATAER AWS Cost Explorer, B {E BRI
EEK AWS FERTRALZEMBR, XETEBIUTHREHREM D HIET AWS K/ M
BRASBEHNAERE | XHPE T LMERBT X BN GIRAERERC.

« WHEHIIRETHB - A D ELERWAZBEB, LHFHIIHALR, XMEXMENTFES
B NKMNRNERERS , GEATEEHBK,EY (BEEA AWS Organizations ) ,
EH, NSARFMIEMSRER AL TFHAR, XN SERNNAREFRMYE T EMARAT
M HERETEEADN AWS kP PREEI AWS IRESIRERIREE, Blan , FANEHBA ATEER B Mk -
( prod, staging. test. dev. sandbox ) , #FEEARNMARMNARFHFTaLAR -
WP, HAEXHRNSEH , AWS Cost Categories Bt o] UR K P SR EMARE (“JThrid” ) HEH
Ihee , HAEN LAIPREIN I E#HTRER. BF4EE , AWS Organizations o X ik - F4H 41
B4/ (OUs) #1THriE , ERXERZFREATHATEMKEIRE (ERMRW , BT EE AWS Cost
Explorer 4B LR LA R AT D ABIFIE ) o AWS NILRIEA Cost Categories.

- ETHRE - 5aiAfEREE , SHMEXTEESINIEE  EAUREERNSLBRRESS
EEMEAXNIKMIIR. BABRMNBUBNEXA “EHSNKFEL AWS 5" B B P EHRA
%, BXERE , BERFEELRIEBCHKFLEEEEMESR , EE—BRNASEIBREE, XS
MT , RHEERERNIREEREXE , AR/FEBIlling and Cost ManagementiZ &l & FE0E 4 < bR
LU ITHRA DB ( FEH AWS Organizations , REENE B RAM P BUERS B TRADHE ) o
ERERTRASENGERE , B0 AEAIE S E PR ER AT AR 2 B T S 4T3 K A3
Mo FAE  BESPENITEFENY  REERERATHASENKERENMARRERETIES ,
T aHINERLERE MR ARRERETESR,

EMEZ , MRLFEERISEITREREA , WA LAEHAWS Cost Categories X AWS 442 A Y < Bk
M FHTHENMNDE  HEKEREPEFRDEH, EREFRENFEEFRESCRIK,E |, £k
A[LAE AWS Cost Explorer T EF i SIRBEHIHIEAR , HEHA AWS MERRXLERE, &RE ,
MELNAGEEETRANRARE , flURENTEASEBNARFEHITRABER |, M T LN X Lk
FPHROFRFHTHENRS , ZEEKS LBEXEATRASD NSRS , RAREKERE TERIR
FRE A TRIRZ A,

B AR ENENREF

BABEXNAMANZEREEENRARE (fl, SAXH, BERSFUHTEARAS, B X ITENK
R, BERE ), X, SEHFHRL AWS R FRHEL , EUUERBFESEAIREHABRNTNE
R, FRERMTRARXEREHFROBEE. MNIREFREHRED AN ENITEREMESE | BUR

I TE B AR 0 B SR B 24


https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/organizing-your-aws-environment.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/ce-what-is.html
https://docs.aws.amazon.com/cur/latest/userguide/what-is-cur.html
https://docs.aws.amazon.com/cur/latest/userguide/what-is-cur.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/budgets-managing-costs.html
https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/manage-cost-categories.html
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/organizing-your-aws-environment.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/activating-tags.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/activating-tags.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/manage-cost-categories.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/manage-cost-categories.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/ce-what-is.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/budgets-managing-costs.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/activating-tags.html
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BREMBEAIHNMSMENEE, AHAHABNHEN , —EZTHERTHMERTHAZINE
1#], IHERATUBERERTERITE AR FERIBLITS,

EHRIEXTRA D BEAIFRICRIER |, NEIBUTESR .

« AWS Organizations - Z/MNKF A A D E TRKS . KAASAXLEKS FRNRRUBIFEH
H1T. REZEDNDAKF PR REREZMIREE AWS Organizations REER T EEKF B R AR 2
[T

- AWS Ik -— NIk AR A2 B AWS Ik ATBUBE Hb4EE ( FlINBRSHXE ) RingT. &R
H—SRIEKF AN ER , AEAXERREREH,

« RADEIRE - HER , AFSIBIREN AWS A RIS EE , ATRADHE. EKEzE
B ( PEEKSH AWS Organizations ) F/8 ARA S BEREH B T EEIRFBK,

- C@@ ost Categories- AWS Cost Categories foiF7E AWS AL A K #1700 E M9 HIRE (“TT
FRig”) |, X —FSRM TES AWS FEH AWS EAMFERAERIREZE AWS Cost ExplorerTE %
W EX LR FIAE I AR ThEE,

Al AR SSER], B BAERA LR T K M HIFK

EAARGHNMEADBERENZFT , FRARADERERTRADE. FEATRHTRMEZEATM
BABNFEXERARNTTAIE AR IB XM T AEAN T BTN X H ey TTE AR X £ 5% A 2 10
AFERN, MEZEAFTAARNEARITIR , UREMTNATERN TR H |, Fibad] 7 #XEREAR
HEERNFR,

HEMBEARRLME KPIs

RE—HBMNKAR KPI 5 , AEEEN M SEBRRANIW, XTI AR BRI S RZHEX
FRET —MHARBES , AHRT —TETRENHE , AR —IMRXEFLNETHNRE, WFT
BMEZEE , FEBLEE , EPNA T 2 UENAAER THILSSEREE 2 [H 27 — B4,

DEAF A5 BRI H

BFEBHLAWNXITRG , FTREINKRBRRBETEFTETRNLE S, BELERICHRRIEAZER,
REFAEANBRSNITNEANRES  SENALENBELRXFTTsEZHANH, fl, FEF
{AWS Resource Groups M#rZHF1ER) H AWS Resource Groups M- ZfmiE e X IFH BRI

o

FTEFRICH AR BN —NER G F R —EETARRNITNN — LA , maFE K6 (RI) MTEITL
(SP)o RRITHRBZAMAEMD SP M RI KATEEK LIRS TEFRFIRE , BETUAESFERIR

R E AR A 2 B SR 25


https://aws.amazon.com/blogs/aws-cloud-financial-management/unit-metrics-help-create-alignment-between-business-functions/
https://docs.aws.amazon.com/ARG/latest/userguide/supported-resources.html
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RI A SP #r#0fa 5 A F AWS Organizations FEIKF, BRERERZ, Hla0 , JUEEMHERKA
BEHEXHRSEN I HBETOE , ANASEWABIMBERFIERYSE. AWS Cost Explorer £ AWS
BRAMERABE LIRS (CUR) # |, A LFEH S RI A SP IHIFT RSN FERABRMENMNT (BE
CUR XM AFIH D, PRKRESZSHE ) , REEFENEEHEXHS., AEADEMBENEMIZER
AFPNETE CORREREN R —2d | XEHMESEKERE (HWAERETDERSE ) PHE
TEREL, MEEZSEEE , BEF AWS Well-Architected Labs , T M CUR HIEHIREUH A
MEABERBRDE RO,

=

BRT AR AWS TERBBAENKMEAFEMNSA , EE—RIHEHME AWS I ME=H 1 #
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https://docs.aws.amazon.com/prescriptive-guidance/latest/patch-management-hybrid-cloud/welcome.html
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https://aws.amazon.com/blogs/mt/avoid-zero-day-vulnerabilities-same-day-security-patching-aws-systems-manager/
https://aws.amazon.com/blogs/mt/avoid-zero-day-vulnerabilities-same-day-security-patching-aws-systems-manager/
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https://aws.amazon.com/blogs/mt/automating-amazon-cloudwatch-alarms-with-aws-systems-manager/
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https://aws.amazon.com/about-aws/whats-new/2021/05/amazon-macie-supports-criteria-based-bucket-selection-sensitive-data-discovery-jobs/
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https://aws.amazon.com/blogs/storage/simplify-your-data-lifecycle-by-using-object-tags-with-amazon-s3-lifecycle/
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https://aws.amazon.com/blogs/security/securing-resource-tags-used-for-authorization-using-service-control-policy-in-aws-organizations/
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://aws.amazon.com/blogs/security/configure-aws-sso-abac-for-ec2-instances-and-systems-manager-session-manager/
https://aws.amazon.com/blogs/security/configure-aws-sso-abac-for-ec2-instances-and-systems-manager-session-manager/
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html

FRIE AWS FIR SR ESKER AWS B KR H

512

AWS T LA T Z 3 B X RIFRRATIRC , MRRERA 2 B RS B2 BE (L RMIL A AWS HiR.
HTSRHOANBERSHARERS , AR EDNRERRNIREGE CRAEEET , KEFZRBERN
RERLRY ATREERHEM.

EAARBH , BINBREFEREXK, SEXWRAG, REDSRHORZAEREUR AWSEHEKH TEM
RS, SR T AXRELALAFRITMEBAMCRENEN, BARICKEMES , IR —MNEAM KT
B, ZEXIMEEF , BENIFZ/MMEF , BEBNMANAXAS , AEREFEXRNRER
BAFR , ANTHEENRESENME. RIMNELEL , AARTE LABNRIRN TSR AWS £
FEESATEFENRFENILSS B WAERBRRER , Nt 5ELKBEMNERE -2

35



FRIE AWS FIR SR ESKER

AWS B H

kA
AR R DI

« Amazon Web Services & F UL HEAREFZHE Chris Pates

- Amazon Web Services ) X #EE Vijay Shekhar Rao

« Amazon Web Services & & L HARE L8 Nataliya Godunok

« Amazon Internet Services Private Limited SR R5 REMIT Yogish Kutkunje Pai
 Amazon Web Services @R F L HFRE7ELHE Jamie Ibbs

36



FRIE AWS FIR SR ESKER

AWS B H

HE {6 58] 152
ESER HEHUTHR

« AWS re: Invent 2020 : @/ #E#t : W SRR BIFT 505
« AWS Fe 38R : A Systems Manager Bz E4MNEA = B9 A1 33245 AWS

« AWS EH A0

AWS Well-Architected

« AWS R FZEEMELR

« BHUEE T HE—Well-Archit AWS ected S

« RMEWME TR (DR)-Well-Architect AWS ed ] S+

o AL ZAE-WellArchit AWS ected HEZE

« AWS Well-Architected Labs : AWS/E A4 BRI B AR 2 BLAR &
« AWS Well-Architected Labs : #rEBUE

+ AWS Well-Architected Labs AWS : CUR &ififE

AWS 8%

AWS Health Aware — HALFNA AWS K- B E XL AWS Health 12EE
WA B FFRICE D EC2 RIRANEAN AP B4

AWS £ A D BERESAFEXHEE D EFE

5 A B A Fr 12 #M$R & AWS Organizations

AT SIS AWS Systems Manager *MREHY Windows EC2 SE4i
FHREBRL T RBAEREINEE AWS Systems Manager

AWS Y4

s FAREDEIRES- AWS KESHAER

« AR AWS RAMEAERIRE

« AWS Resource Groups AP| &

« W{ARER IAM RREPREE SRR FI 6] EC2 KA EBS B A ?

37


https://www.youtube.com/watch?v=aFdpBqmDpzM
https://docs.aws.amazon.com/prescriptive-guidance/latest/patch-management-hybrid-cloud/patch-management-hybrid-cloud.pdf
https://aws.amazon.com/architecture/
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https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/welcome.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/plan-for-disaster-recovery-dr.html
https://docs.aws.amazon.com/wellarchitected/latest/cost-optimization-pillar/welcome.html
https://wellarchitectedlabs.com/cost/100_labs/100_1_aws_account_setup/8_cost_tags/
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