adws

AWS HE$
T AWS L#) GDPR §#l 1%

Copyright © 2026 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.



T# AWS EH) GDPR &M% AWS B H

TH# AWS £H GDPR &M 1%: AWS HEH

Copyright © 2026 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.

Amazon BEFRME WL AR R EHTEMIE Amazon WERBRS , B BLUEMAIRES I BEFIRE
HERIKKIKK Amazon WA REH, PIEIE Amazon HEMNEMBEIRO AR BFIEENMT | XL
FrE& T BEME T Amazon., 5 Amazon BxBk=iH Amazon #Bh , th AIEER 2 aNkk,




T# AWS EH) GDPR &M% AWS B H

Table of Contents

B ettt ettt a ettt h et a sttt s ettt a ettt e st s e s e s sene s 1
B ettt a ettt bttt a ettt a et b et b et s e enens 1
CRRBABRIFRBDD BEIE oot 2
GDPR SBERBEEMALTIRIIZEIL (oo 2
AWS £5XF GDPR FTEYEETR oottt ettt sttt eaens 2
AWS ZHIBALEEHTTE (DPA) . oottt ettt e e e ete e e eaeeete e ens 2
IRIE GDPR FTE AWS BIVEF oottt 3
AWS TERBIIEALERE ..ottt 3
AWS FE BB IR IR oottt 3
R B R B ettt 3
BB M EIAEZRTNZ EFRIE oottt 5
F N = | OO 5
Sl E A RBIE T ettt 5
B BT IEIAER I .ottt ettt ettt ettt a et r ettt n et et 6
AWS Identity and Access Management ...........coooiiiiiiiiiiiiieeeeeee e ———— 6
BT AWS STS Bl I AT T B R oot 7
BEBDIUE ..ottt 7
1] I N R 0 RS 8
TE X XIMEBR S TTEIETIZ TR oottt 9
HEX Web MARFERBEIRIATRFEAITTIAD oot 10
R I R T SRS 12
B AWS Config B B A B B R 1= ..ottt et e e eeeteete et e s et e ste e e e etesteeeennanes 12
B B T A M T AT oo 13
=g 1 S = RSO 14
B R I R R IR .ot 15
B T R B B I ettt ettt ettt ettt eaens 17
o NV SR =R 19
B BB N EE . oottt ettt 19
BB B B B oottt 20
11 L RO 20
AWS Key Management SEIVICE ......cccoiiiiiiiiiiiice et e e e e e e e e e e e e 21
AWS B IR GE H  B ooeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeteee ettt eae e ans 23
TR THRIF BRI A ERIATEIIL oot 24
AWS A A R B Bl .ottt et et et e e teeaa et 25




T# AWS EH) GDPR &M% AWS B H

BRI .ttt E £ h b h £ e bbbttt 27
STRHMETT oo b ekttt 28
B B ettt r ettt Re e et eR e Re e Re et oAt e Rt et e R eR e Rt R e esen e e Rt eReee et eneerenae s eneeneenns 29




T# AWS EH) GDPR &M% AWS B H

T#E AWS LtH#Y GDPR &8l

KA 2020 £ 12 A ( XXHEEIT)

mE

RN 4B T BHX Amazon Web Services ( AWS ) I EFRENBSMERNESR , UBBEFTE
TREEA TEFENRKE (—MREBIBERP A (GDPR) ) WER, WA BRGIFEFTEM IT &4
KRB AWS WEITESAMIR4IE F (C5) AL, BFRUNSER R IR 12 4t7 ( CISPE ) 1T

NEN | EEBREREASBEGRZES, KBRMNAFTERIE  IBNRAEEINE,

BE 1



T# AWS EH) GDPR &M% AWS B H

(—IRBBRTFH) BLRK

(—MBIERF %A (GDPR) ) R—IRMBRFAE (2016 £ 4 B 27 HMAHWRKN N AMNEES
2016/679 5541 ) , F 2018 £ 5 A 25 BF AEFIEHE. GDPR B T RREEBFERIFES (B
95/46/EC ) , EENMKERAENAEEAR DN E —BIERIE , NTIHARINKE (EU ) IR
BRI,

GDPR EATUTAHALAXN M ABBEHITHMELE : ERBRENMVALR , SFEOMKREN AR
m. REFEZKRBERTHRLERBERNMABRENAL, MABERESERIIFTRINER
AERBARER

GDPR S EMRBIZENHLATRIEIL

GDPRH—1MNEESFHERCHBERERAERZ ARNARELLE, FRANKBRMNABESERE—
B, AAMTRENEPRFTERRMNARERARER T MNABBELEBNESAEBER , NMIFLIEH
HAENBENLZ2HES GDPR 6#1%, £iEKk GDPRMIE , REBUENHERE RS 2000 77K
TREREZWH 4% VTR, LBREE R H,

AWS £t X+ GDPR ATy %

AWS E#ltE, BIRERPNZeMHEREHRETAZSHNES | BZMMRE , HA B4 N 4R
GDPR E=-HizTIEAZHMER ., XEFARESIETE GDPR WERTZE AWS HEZER.

® Note
KATABABIAFRE AWS BR55194% GDPR MLEMEA.

AWS BIELEHi % (DPA)

AWS #2147 —T 4 GDPR KB K F (GDPR DPA) , &P 8% F4S GDPR AR XS, AWS
GDPR DPA @&7 AWS RE%A+ , Ba1ERAT£XEE AWS &S GDPR WFIEEF,

2020 £7 A 16 B , BRBRJERL ( CJEVU ) A T —HIx TRREB-XERRF B MR ESE RN (SCC)
(AR TREERR ) WER, CJEURTE , ME-XERLETEEATMKE (EU ) @%XE (US)
RRANALYE, BEZIEARP , CIEU WINR T AT ABEEH SCC 1By R 8R4 i IR B A A b X
YA

GDPR £ERBEZEMWHRA TR 2


https://ec.europa.eu/info/law/law-topic/data-protection_en
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32016R0679
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32016R0679
https://aws.amazon.com/blogs/security/aws-gdpr-data-processing-addendum/
https://aws.amazon.com/blogs/security/aws-gdpr-data-processing-addendum/

T# AWS EH) GDPR &M% AWS B H

BRFXTER , AWS B MEERH AT URBRBHEFERT EE (28 (—REBERP &L

(GDPR) ) ) , #&fEM AWS HRABRMEMNEREIZEAREMER/EX, MR AWS FFEFRE
F GDPR FHEAMBIBRBUAAMX | ATLUF AWS BB EHF ( DPA ) REEH SCC ERERK
2. EELENMERENRRE , RIS IBRRBINVEFESEAFEE N EE L IBREARE
¥ AWS lRFEHRL. BXREZEER  FERAKRE-ZERAFEELRE,

B GDPR ME AWS #I1EH

BHE GDPR , AWS Erf A BHIFELEENBFEZHENBE,

B 32 HAME , BHENLEELN . KEEINRARMALER" , AZRAFTRRNEEHKREE
ReBHVEFT, BE. ERAMEN , URAESBRAANRFMNBBHFERNFETEENTERENX
f&”. GDPR # X AR EERBNZ 2B BIRME T EFRI , 8

o S ABUER T BE MBI,
. EBBRLERSNRSNEENTY, SBE, TALRNREED.

. ERAEMERFEARERE | B0 RN TRE A ABIE T E MR AR,

. HE-AREREENE, TPERITN AR NELEEN AR | UBRLENR S,

AWS R BB EE

HEFF AWS SEUEMSE (APN ) SERHEER AWS RESRGCBEABZHHNAKEN , AWS
ZUBBELEE, BTN APN SEMKETTEER AWS RSFHIRENZFER (2 EReEBEHE
BE ) RAGIBNABE, EXLEERT , S APN SENETTRERE Y BIFEEHERBELEE , ™
AWS NI AL BFELBER FLEE, AWS BT —IAF4S GDPR HEIELEH X (DPA) , EHhEE
AWS 1EJ BiEAL BB R

AWS 1E R B iz HlE

4 AWS WENABIEHABELBIRNMABENBONME X | TR BIREESE, 5
o, AWS 43 AWS IKFIIIKFER , ATIKFEM, B2, REBEIEKRES , LELFEF/XH
TRREMAFEBN , BRI BIERGE,

HERZE&TEER

Z2MMNEAMER AWS EEFHHERME. SF/FITENRENEEIBI TN , FFRERES
REMRHEERIBERLTE, HFFIBE AWS BB, AWS ATRFEZEIT AWS =HRMENATE R

1R3E GDPR #ME AWS KIEHA 3


https://aws.amazon.com/compliance/eu-us-privacy-shield-faq/
https://en.wikipedia.org/wiki/Pseudonymization

T# AWS EH) GDPR &M% AWS B H

SHEREMIEHE, F Amazon S3 #l Amazon DynamoDB X# M RRS , AWS R ATIRERS
MEENEZEM, B APN SEAKEZLABERHESIBBELEEN , NYFRASSIEZI =N
FERARNBAR. RENZXHXS2BEHRIZNLZE2HERZPNLE N, ZHZERTUREDEFRBEE
BN, ANMNREAEXENRFHENZN , UMEE AWS ZHBEHEMRRE. BXEZEL , #
SR AWS FEHEEN,

GDPR T &% AWS WRAHRERN , ZEAMARELT ITEARITERSHESM APN SEKHF
X, TEHBEXR —FEH AWS (ENHRBELEERFLEE ) UREF R APN SEREF (E
NEBIEEHESBIELEE ) £ GDPR THAEREN A REE,



https://aws.amazon.com/compliance/shared-responsibility-model/

T# AWS EH) GDPR &M% AWS B H

BAEDNENERME £IRE

BIE GDPR , EMHEARMALERITREFESHE . BRUERSENBRSHFENZE, TBME, 7
RMEMBRENEEN , MR AFMNRE, Wi MBEXEERRE,

AWS &M itxl

AWS FEFLHRITFFELRLE > ANBRERS BN, B2HREERINBALERNHSR
_Re B HHE0C. AWS AEHIESMTHES HINEFI , SURIEREIEY BIRBET.

FEMAHE , AWS 2RESHEXAFLHEHLRAX RSN ZLERESTIT, B, AWS 35
7 50 SWARMFiHit.

XEE TS RSHRITGENBIERHET AWS Artifact IBEL4FFE AWS B, AWS Artifact 2 — N
BHEBRSIIF , BTFREHR AWS §HMIRE, HFRELHE , 1147 AWS Artifact F12
| EEFEEILAGRFIREG , BEREEREENE AWS W EEHESEHH,

ERANEZIRINREBERATHIANENABEETRNFL , XAERBEFE =B ERR
K, WERTERLMM 1SO 27017, AT =AM 1ISO 27018, SOC 1, SOC 2 # SOC 3. PCI
DSS % 1 KUK EftdriE, AWS RLFEBFEFAFE LR EINE , W1 BSINBAZITEZRG B R
(C5) , ~THEEBFRHIFNEIE,

BX AWS NIEHX, EME=ZSLUENESFHAES , BSH AWS &Mt BRENMRSHE
EER , BZH AWS BE AN RS

SiITEEMEEG B %

CITEEHMERGEER (C5) R—HNHEBEEBFAXFNINLIY , HEERFBEERZ2DRE (BSI)
BIA. Rt X EEFDALEREBMHNCREENZ2EUNEERNRRBEELMERENEE
Zatt,

BREARPEANALRERAREERZEEEURBER SN BEHRRBREFONZE, TBEENTH
., C5 EXN T EHERFHEINZLER, AWS BEFRESABMBEEF TEAZIBE =P, 7
BABER C5 NIER T ## AWS N MR HH IT Z2RERSSHVERE. C5 T & IT-Grundschutz 18
HREAAEN IT Z2RF , UARBFET RSN,

C5#EmTEZMEGHED , TREFXBEME. REME. ERMt. AL EEHRELSNE
BUR—1E&FUBRSHA, FALKESRS , EUMESERRITERSHEXAEREN ( MBIER
). BOHERBEHEBMIAER.

AWS EFITXI 5


https://aws.amazon.com/artifact/
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https://aws.amazon.com/iam/
https://aws.amazon.com/ec2
https://aws.amazon.com/ec2
https://aws.amazon.com/rds/
https://aws.amazon.com/dynamodb
https://docs.aws.amazon.com/lambda/latest/dg/lambda-permissions.html
https://aws.amazon.com/lambda/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://aws.amazon.com/sqs/
https://aws.amazon.com/iam
https://aws.amazon.com/kms/
https://docs.aws.amazon.com/AmazonS3/latest/user-guide/access-analyzer.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/access-control-block-public-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
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https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://aws.amazon.com/organizations/
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://aws.amazon.com/console/
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“Statement”: [

{
“Sid”: “AllowAllActionsForEC2”,

“Effect”: “Allow”,
“Action”: “ec2:*”,
“Resource”: “*”

}I

“Sid”: “DenyStopAndTerminateWhenMFAIsNotPResent”,
“Effect”: “Deny”,
“Action”: [

“ec2:StopInstances”,

“ec2:TerminateInstances”

1,

“Resource”: “*”,
“Conditions”: {

“BoolIfExists”: {“aws:MultiFactorAuthPresent”:false}
}

EREH Amazon S3 FHEBARMFANNLZLE , B LEE MFA MRk |, thIhEESX E 176 MBHI AR
PR HPRAS TR A BRI RARAHATEHAN FBRIE. “MFA B BR" 7 £ B/ L £ FILE B iR R et 12
LB Ve

E(FEFAMFA BIBR” , SO LAEAEGHEL MFA BREFRERFHRIERE, BXZENESIEL
MFARZMNYIXR K BSHZESHRIETNE,

B AWS &R

N TRUBAHFIEN AWS BIR , ZALEFRRARZRRFFERFWRERGRFERER, Hla,
BT AR R RE LR P 5E215E Amazon EC2, Amazon S3. DynamoDB, Amazon Redshift F1H 4t
AWS R

SNTFEMAF , SR RE T E L Amazon S3 F# BN RiZHRIAE | A2 NXEEFE L Amazon
EC2 LA PR |, 2N IH R &K EE R,

LUTERBERE—FAENRE |, BALABEEE A FX4EE Amazon S3 FEEMITATEIRIE , HEAHIEL
1518 Amazon S3 2K EN AWS RS,
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https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingMFADelete.html
https://aws.amazon.com/iam/features/mfa/
https://aws.amazon.com/redshift/
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“Version”: “2012-10-17",
“Statement”: [

{

“Effect”: “Allow”,

“Action”: “s3:*”,

“Resource”: [
“arn:aws:s3:::bucket-name”,
“arn:aws:s3:::bucket-name/*”

1,
},
{

“Effect”: “Deny”,

“NotAction”: “s3:*”,

“NotResource”: [
“arn:aws:s3:::bucket-name”,
“arn:aws:s3:::bucket-name/*”

]
}
]

BRI RBEHM B AR K SHAR. BX IAM RKBHNEMTRS , FSRET IAM 558K RHE.

E X X1 AR SS 15 R /Y2 5~

ERER , EXBCHRNBTREMENR , EEATLUEEFERABI AWS RFLE, FHNTEEEHN
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FRENNEN AWS X , IHFELERTUABRFEEC T EVENEAER , THACEENB IS
AWS BRS5. filtn , MREBEBREHNBRUTEON , AFBLERRXEHEP NN AWS XFEE
AWS AR5 .

IAM 3R BE 12 it — R ] 22 Y AL ISR PR B T E KBRS M iA . B2 /&

( aws:RequestedRegion ) RINEIEH IAM AR IAM KBS |, KXY FTE AWS R 5EEIHIT
&M, Bl LLRERIEERESR Deny MR NotAction TE , MR ERMNXEF 2 RN X1 |

CABEEIELIFREAR A HNMAEERIE. CloudFront, IAM, Amazon Route 53 F AWS Support
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_examples.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requestedregion
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_examples_aws_deny-requested-region.html
https://aws.amazon.com/route53/
https://aws.amazon.com/premiumsupport/
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{
“Version”: “2012-10-17",
“Statement”: [

{

“Sid”: “DenyAllOutsideRequestedRegions”,
“Effect”: “Deny”,
“NotAction”: [

“cloudfront:*”,

“iam:*”,

"route53:*”,

“support:*”

1,
“Resource”: “*”,
“Condition”: {
“StringNotLike”: {
“aws:RequestedRegion”: [
“eu-*"

]

LRl IAM SRBEIE ] LATE AWS Organizations FER RFZEFIREE ( SCP ) ke , EEMXNATHE
MAFE AWS K s E LT (OU ) MR R, XUBTUESFZEMNZIKFIRE ARG AN XE
AR 55 89 5 R PR o
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T Web K172 R R385 2h 51 IR A B 1 1
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https://docs.aws.amazon.com/general/latest/gr/rande-manage.html
https://docs.aws.amazon.com/general/latest/gr/rande-manage.html
https://aws.amazon.com/cognito/
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-identity-pools.html
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KA AWS Config , &L

o WEEH AWS RREEURIIRERBER,
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https://aws.amazon.com/config
https://aws.amazon.com/ebs/
https://aws.amazon.com/vpc/
https://docs.aws.amazon.com/config/latest/developerguide/resource-config-reference.html
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https://aws.amazon.com/cloudtrail/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://aws.amazon.com/athena
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-insights-events-with-cloudtrail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-insights-events-with-cloudtrail.html
https://aws.amazon.com/blogs/big-data/streamline-aws-cloudtrail-log-visualization-using-aws-glue-and-amazon-quicksight/
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/events/Create-CloudWatch-Events-Rule.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/aws-services-sending-logs.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/install-CloudWatch-Agent-on-EC2-Instance.html
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https://aws.amazon.com/elasticsearch-service/
https://aws.amazon.com/kinesis/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/MonitoringPolicyExamples.html
https://aws.amazon.com/blogs/security/how-to-receive-notifications-when-your-aws-accounts-root-access-keys-are-used/
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerLogs.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerLogs.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/LogFormat.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/logging-with-S3.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/logging-with-S3.html
https://aws.amazon.com/kms/
https://aws.amazon.com/kms/
https://aws.amazon.com/athena
https://aws.amazon.com/quicksight/
https://aws.amazon.com/guardduty/
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https://aws.amazon.com/macie/
https://docs.aws.amazon.com/macie/latest/user/managed-data-identifiers.html#managed-data-identifiers-pii
https://aws.amazon.com/security-hub
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https://aws.amazon.com/controltower/
https://aws.amazon.com/solutions/implementations/aws-landing-zone/
https://aws.amazon.com/solutions/implementations/aws-landing-zone/
https://aws.amazon.com/security-hub/
https://aws.amazon.com/inspector/
https://aws.amazon.com/guardduty/
https://aws.amazon.com/inspector/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/events/CloudWatchEvents-CrossAccountEventDelivery.html
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https://aws.amazon.com/organizations/
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scp.html
https://aws.amazon.com/systems-manager/
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https://d1.awsstatic.com/whitepapers/AWS_Securing_Data_at_Rest_with_Encryption.pdf
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ssd-instance-store.html
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https://docs.aws.amazon.com/vpc/latest/userguide/vpn-connections.html
https://aws.amazon.com/directconnect/
https://aws.amazon.com/directconnect/
https://aws.amazon.com/certificate-manager/
https://aws.amazon.com/compliance/data-privacy/service-capabilities/
https://aws.amazon.com/kms/
https://docs.aws.amazon.com/en_us/crypto/latest/userguide/cryptography-concepts.html#define-master-key
https://docs.aws.amazon.com/en_us/crypto/latest/userguide/cryptography-concepts.html#define-data-key
https://docs.aws.amazon.com/en_us/crypto/latest/userguide/cryptography-concepts.html#define-data-key
https://aws.amazon.com/kms/features/#AWS_Service_Integration
https://aws.amazon.com/cloudhsm/
https://docs.aws.amazon.com/en_us/crypto/latest/userguide/cryptography-concepts.html#define-hsm
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/introduction.html
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« Amazon DynamoDB MZEEFinRM T —NEFmMEE , ATESRERAEIBREERS
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AWS Key Management Service

AWS Key Management Service 2 —MEERS , AL EBENAIEFNZS A T MBHIENNZZRH |
CEAEGHZEER (HSM ) RIPFEHNZHAZ S, AWS KMS EL5HAMLI AWS [RFSER , TFH
BB RP BN IX LRSS EHEABIE, AWS KMS &5 AWS CloudTrail £/ , Al A BB HICRIE A
FRABRANWARE , BRENERAMEREER,

&I LUEY AWS EEEH & NEFEA AWS SDK 5t AWSAWS CLI BH B2, SAMEREN , &
A BAE R RS HITERARR.

AWS KMS #1f) CMK , TIERHEE AL RH KMS RRECIEN , BUANMBERXFHRESERFAN

it URBBERERENALUEREN. BUUERL KMS S5 B3 % —IRIE KMS Pl
CMK , MEAFREMMBEERAETBAMBNRE. EFFERREIBREN CVK , EAEZEAHRE
LRI BAERT , KMS ATLUR X L 224R,

3 F AWS KMS FEE CMK , BEUBR FZiHRES ( SERT. BHKEDR IAM RKEFH R
ARBEEMY ) REHEENHRXERAURENTATHERS., ZETUNEBCHWBHAEEEMIZ
S AR |, HE KMS i Aix LR,

flan , AT RBEMER kms:ViaService & , NHERKBRRBEAF (ExampleUser ) WIFE
X1 ( us-west-2 ) F 89 Amazon EC2 5 Amazon RDS & , F AFREFIEEN CMK B TFiEE/E
.

{
“Version”: “2012-10-17",
“Statement”: [
{
“Effect”: “Allow”,
“Principal”: {
“AWS”: “arn:aws:iam::111122223333:user/ExampleUser”
}
“Action”: [
“kms:Encrypt*”,
“kms :Decrypt”,
”kms:ReEncrypt*”,
“kms :GenerateDataKey*”,
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https://docs.aws.amazon.com/crypto/latest/userguide/awscryp-service-ddb-client.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/Introduction.html
https://aws.amazon.com/kms/
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https://docs.aws.amazon.com/crypto/latest/userguide/awscryp-service-encrypt.html
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https://aws.amazon.com/blogs/security/how-to-protect-data-at-rest-with-amazon-ec2-instance-store-encryption/
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