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99% , “=MN"RER 99.9% , SALEH ) . SXRBIES O AWS Z B #F RS RE A A8
BEBRFRINARFHATAERE,

P& B IRTT SR A ARV R B R B 24

« MREW AWS BRTTESRN A FTRBERE , EMNEEREZT? R2TFR?
(R A RZ R R 430 B9 1T RS HLES (R 2457 W] A M fE 4R 8 R EERRTE AT A HE 4RI 2
- BRNAHEEMEZENTRYE (SNRAEFNBESTREDTT ) ?

TERNUREENATAERS RETEXRUTETRAENEUM LN,

MR RS RE

BRI E RE N BIE THERBMNEM IRERERRS HHIRE. SISREUTERFURZERURB D H
W ( MEIREENE A EMNERE ) AR, MRBITRMEEM (5EHE, MEREF ) WITAEEST
RUBRMBHETINE K WEKERERIDRSEFER, SHEBNERE , AFEREE  FRETRE.

W& R R T R R E RE DRI K R R BE

o BRI AV EE R B R L 2
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BE, BEAENRE , HTESN N EANKEERRARBETESKTENTEYE , METEHKERNRE
StESEREMAAR, ERESRYP , FUL[ITEFENTE (ARNTRE ) WiEE , ERAENAXNLS
WEIMRA , MXFWERATEFTEZEERRINNTEYE , RAREREEHAIT LSRN, B
2% (AWS Direct Connect 4 E1) , RACHBTERITHFHRSHEME AWS WRERK, AWS
Direct Connect

NTRUMAFNREMNEEREBRTROBERER S , RUTFEZERUAT/LAGE :

« IR EEEREENGERBEETNEMEQINE , SFETRTRNEERE, LENEZRZ, B
AAXMODAARRUENTRARRZER, KIBREMBERS. AWS XRERABRFHBEH
MEEMS , TRMETMEERE, LEREZ (HIMEFRKIRE ). AWS DX LEM AWS X1
(NTHXEEN ),

- AIRMAMEBAN EREEARD , RETRANERESIT , BTEERENRS LMITHEINEE.
EHEAERE-—HESHATFREL , RAENSRRITMHN TRAGEFETRRES T ET—HTE
RER , ENWMERBETLATE , \MSEBEMERTZNEET R,

o RWEBNE  AREBNEREFRDAGESEETHHACHENNE., AREBREBEZIMNHA
R RMNBHEZEESKNE., BAHEEEZSESKMNE , URNEXNBINENERTS,FTES
KEtEl, SRR PSRN (DPD) MVPNEER MM @ E LM (BFD) 7] LAkt #HER AWS
Direct Connect l. /E ARBIEZENNE TEEFERE ( IRXLEEZRBALTENRS ) , LAER
RENNEED (WREESHAMEENVPNIER )  SAUERK (IREEBHYERRIEE
FRE). BARNEHEKBIBEERBIEFNERNNEBMUGETH , SHEHAMUEE TR K
et FMBEEED , XEREELE TAAEBWEE,

 FEIR : TRE BRSNS EEEITPNHREIESERRELENBEBR TAENNAFKRS
ANTREZENEE, BIOBREHRERITHES , IEEETHBRARETBNHERR T F UMz
7, URRBREHCLES, X—BIFTR—LEIANREIRERAY , SERSESMEEZERBR
FENBEHREIREEHDKE, X TFHRENAWS Direct Connect #9BGPITIE T M BHRER L
MRXEBIRAFR (X, BGPAMREF. ASPath KE ), ERUIERNREIRBRAIR , £
ERXD THREN AWS MEHAERBITEFERTEMALE IP KA , AR MERERN TR
W&, XA ENFAEETERXENITICBEZRN. BXEZER , HSH T ransit Gateway
ZiPEIFF, Site-to-Site VPNERE AL %44 M Direct Connect 3§ H , H RIEEEEEBGPIHY,
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® Note
FEVPCHERT , UL S HMERBEERANNIRIIRK. EXLAINESEE ,
BESRBHIERNBERMLLHK. AWS Transit Gateway BHKR B XIFHRIE , ER—BNH
THIRIEK , By BRI ENRKBESE,

AT BB RN Site-to-Site VPNIE 1 R4

ZSET—NIEXIE S, BYERMER T AWS Xif RVPNEZEZET £ MR AWS
Transit Gateway, B 10 FIRWREIRRITRA , BIREIR , ZAURMERIERE , NTRSE
BEERRLRATEMY

- BHESVPNER  SMNREEBRERUERNEERE , FASEHANI (BGP) XFEIHE
B8, B AVPNR BT Sk M Sk hn iR s bR R E

- MREME  ECMPEF/MNVPNEE#TEE , AWS Transit Gateway BB TR AR E it i2 5K
VPNEEHR, SiE , B 5TEN. EEFNREURMKRBERSE , MUY EER VPN
EEZ B
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' BGP Advertising route |
Route toward on-premises network
Routing preference is based on IP

prefix longest match Corporate
data centers

~—
! 172.16.0.017
P 1o 172.16.00/17 i 5 18 0.0/ L)l N
. St
~— 172.16.128.0117
To 172:16.128.017 B 1810 016 -1 ? B o

-

| —

172.16.0.0/16

-
i AWS Transit Gateway

Site to Site IPSeec Tunnels with ECMP

10 — A EEA AN Site-to-Site VPNIE 3 7R 451
BB ZA DX EEHINE A i ik SR 51

M AR RER TN TARMEXBEHRE NN HBTFEFOUER , AWS FASRARMEERER
(ERMEWPHTTHER) , FEAFM AWS Direct Connect #41TDXGWiE#E, AWS Direct Connect
VGWiX F AN A i oh BN B /0 BiE (DCI) R EERE, BTZRES MR IP 514
(192.168.0.0/16) NN A BIEF LU [RBITES . ARV EREMABED O 1. MRBEH O
1HFAN DX UEHHIAHKE , #HZRITURNREFAREBRIBERL 2, A, SNEEHR
DEE—NMEELRN IP IR, XENRFEEEHE , MRER DX LEHHAKE , WFEEESY
5 —MNEBEE O RFE,

B IBGP#XE M 5@ & IR BBk AWS DXGW , e UMM E S H O 88 Ri%EF, AWS
DXGWiX o4t X B i 4 0 Bl A B & KRR AWSH ‘BGPA#EH LI B, AXEZER , H54
AWS DX BRI ABGP# X,
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NTBRAREM®RESZ AWS X8 KAEZN IS , 83 AWS DX EZEHITTEE , ECMPELE
AR EAMEESN A I QM2 BRTHFEEH. AWS

Prefix 1: 192.168.0.0/16
BGP Community set to 7224:7300 (High preference)
Prefix 2: 10.10.0.0/16

Traffic o on-p networks BGP Community set to 7224:7300 (High preference| Advertised VPC IP prefixes towards the WAN,
L tf {Highp ) with preferred routing metrics to ensure remote

Prefix 3: 10.20.0.0M16
route advertisement gateway BGP Community set to 7224:7100 (Low preference) sites outbound traffic towards AWS prefers a
BSH IAWSIDX ul P path via data center 1
s AWS DX Location 1 Corporate
Region A data center 1
# __m_---- ‘I--.‘-_-_-_.(.P---;
: DX Router Cusfomer Router )
! : (\b Sl Remote site 1
e C s Prefix 1: 192.168.0.0/16
! ;. Prefix 2: 10.10.0.0M16
| Avallabiity Zone B 7= = EWS D);Lmﬂ"m 2
DX gateway Son
182.168.0.0/24

To 192.168.0.016 ---<-‘F-> :------m-: ------- m-y @
AT,

1215)
=N_/
L

)

. Remote site 2

Private WAN \—
192.168.0.0116

,' DX Router Customer Router
E P To 10.10.0.016
l,’ AWS DX Location 3 Corporate
‘r{.. T
PR 010200016 R TR I PR
F Region B ",*

i Region B data center 2
m m 192.168.1.0/24
\.L/ __w} E| Remofe site 3
™
DX Router ——>
Prefix 1: 192.168.0.0/16 3
H . ¢ 0 . Prefix 3: 10.20.0.0/16
! Availability Zone A~ 11 AWS DX Location 4 192.168.2.0/24
| Vaan Region B —
e s
1 Availability Zone B = <
; v el B T0 10.20.0.016 SR —= __{%))_,
DX Router

Prefix 1: 192.168.0.0/16

BGP Community set to 7224:7100 (Low preference)
Prefix 2: 10.10.0.0/16

BGP Community set to 7224:7100 (Low preference)
Prefix 3: 10.20.0.0/16

BGP Community set to 7224:7300 (High preference)

11—EBZ A DX EENNE A i v [URBG)

BEXMIRIT , REXREME (EAHRNESIAKAKENBGPHX ) RER 5 HEESNMELRIER
HYX DX E# £, ECMPER , IRECMPARERIBET DX EERTHRAERE , WA LR sl ETieH#
FE 5% FA 2R BE ABGP AL X 344 fp #8108 Y M8 B B 2 R 3 — i 1T DX B 24 Bl AV S Rk %

AE  NMBEARMBEFLANBEFELZSRE , IEETXLRZHRENATFREBET —/ DX 5K
BEFE—HEHROHSAMN S — DX 4£58 ( FRBNERECMP )

VPNE#ZERN AWS DX B & 0EE R

VPN LUE R R E IR A Z AN AWS Direct Connect 12, BE , iXFR B M EEE R E B R AR
P, ENETERMENEETEE  ENBNEAEZEERARREHNTESERE K MBI H
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EEMHATEENTERESLAXM A RE S, ER—MHMERNEEERANREREER  NEREZ
BEEZRRZEMESRNBEATER , LAENIRNBRAR , EETLUEER A DX. B 12 %8
TIZEZEERNERT, IRV - I REEREIRZE , EAUUERVPNEZEEN DX EZBEN
B AL AWS Transit Gateway , ZVPNEZTUBEESHER , HP M DX EEHLLETF. AWS
Transit GatewayiX AJge 2 S H A EBENEBE R, BRLERBH —NEMREZTFMXIEE (CGW) £
AMVPNEZEWEWEBEERBTRE , RAFESCEKA,

EE B LB ELEA AWS Transit Gateway , BEEAERAXRTPIEEIEETEMGHIES AWS
Transit Gateway B H , MEREEEANERBALENE,

M AWS Transit Gateway BHEKRNAERE , KAib 5K HBEMN AWS DX iE# ( BEIDXGW ) #
W, M DX E#EVPN , IR KEMEE. RBHEABANLLESEE AWS Transit Gateway , Bid Direct
Connect EW B RIME RS TV A Site-to-SiteVPN |, it |, BEA b B &1 B L KR AWS
Direct Connect f§ 2 BiA A it & HY B ik

+ Route filtering Accept only summary route
« Set lower metric e.g. BGP Local Preference value

- - AWS Transit Gateway route table —

F Region A DX gateway path is prefered, over | BGP Advertising route
= VPN, when same prefix length is

propagated to AWS Transit Gateway

datd centers

___________________________ o~
Availability Zone B = ~i g 172.16.0.016
LY . o
........................... A
{1
!
— [
ey ' AWS DX Location 1
PTTTTTTTmmssmmoommeoeees i o Region A
! Availability Zone A i T ml L
S | =8 - D).
i Availability Zone B o f
DX gateway DX Router Customer Router

172.16.0.0116

-
i AWS Transit Gateway

« Accept summary route and any specific route
» Set higher metric e.g. BGP Local Preference value

12 — VPN E#4EHN AWS DX M & 10E#E R 51

THEMNREMGFIESEMEFIENRE , U TRE (FRKITEMY ) BEEMEERE, BXEZER
&2 ¥ AWS Direct Connect tiEERE I T EA,
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What is the targeted up time of the hybrid network
connectivity?
Solution:
High resiliency

Two single DX connections to
multiple DX locations

'

o

Solutions:
Maximum resiliency
Separate DX connections that
terminate on separate devices
in more than one DX location

Solution:
VPN connection as a backup to
existing VPN

Solution:

VPN as Backup to DX
connection

Solution:
Separate DX connection

AR E
ZFEEVPNA SD-WAN

& 13

E X
ERMEZER —HEm , TATRESFHRESEEN, —EXFERERRMCWAN EHZENRS

R, MARHEBNZELEMNEWAN, RHEE LR EM (SD-WAN) o2 BIWANIE 15 1 b 5 F 3K
fFrRREEBMEPEEXPELME, HtpFEFEERAEZENBRERERVPNsE R,

xR 1T R KA S

SD-WAN M&EFEEMVPNs T SUBN BB MiZ1T , 2#& AWS Direct Connect. SD-WAN ( S E{A%X
HVPNENE ) EREMEEE—HETRE. At , AEEBEINCHTEENSLATESHAE
EA. pln, B EBRMEEFEWANENR L ERMESEERM EENMEE S 4 AWS Direct

Connect,
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« BRBEXRMEMEWANRER SD-?
- BREFERLERENDEE , XERRERTVPNE LN FELEELRE LA ?

BARERTT R

AWS Z 1 SD-WAN & SD ££AWS Transit Gateway Bt AWS Transit Gateway , 7 & i ZiFE KK
HEPEEE, AWS ATAFE Y SD WAN iSO SRR, £ AWS TAATERBEESETSE
MEHRENMEFH AWS @ SD WAN FEL&BREREER, SD-WAN iR AR FEIEM AT ARE
HITEHHERS  HEENEEERPRETANGZENTNRE M, S&SGMHEL  TZEAE

EEMBC T URIVREEREMTNMEWANs, B2 , BRENMBEFENEATESTRAEZSFER
T AR TEEMEL,

HEEEHERT  BUNEREREBVPNIRNELIRE, EREREENENRBNERSEREAR
BAEUREMZHERIPINREM . HLERFEAEC2RAIFHMEBNELRZN B REBEWANE RS
EVPNHSD-#RG R , BHREBMRRE, EENRELRFZFZANS THEMRRER, X
HIRIT R INENEERE , BARNERBREANREME. ZBERG ZRNVFENSERR T RIEEN
ERE .

AWS Marketplace @& Z & W LAE Amazon EZEHNVPNERIHIEREC2, AWS EiUM AWS
& S2S FFAVPN , MRAFEEMNER | BEREMLET, EMRRNEEFHBEEFAE,
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AR ZER BRI

HEPHNX—HBoRRT MAEAIEEN,. FRENLRBINREHREBEREREREMERIT,
AR MREERFFEEE , RN CTEAERRIHOE A, FRIRIER T LGE %3 — SR iTIEN.
MRVAEHFERIT, MERRTEFLE , ERNRFERIBWE , MORESLTHEER , SR
ARE#FHDXPELNEE  FEENBELRBRXTERN KL,

X FUROSERBENETF RO, IFLEE AWS LHISHEE - NS HHTE. 2HTEN
EToWRELAHEN TEFNRBEAR L ABEFROPERNEMBIREE. &1 , 2 FELNEIN
NHEMNFE—D AWS K. —4 Amazon VPC ML FRRFEEL= NI RHE, T8 FHARBEF
WMIE, NERRRRE TR REANR, BINNERRE=ZDMAERALES,

RBRERREITRIRE AWS AT EAMJLATE | #li, ERK 6 MARFH ERP R4, EUKHE
EtigiE (VDI) MBI 20 MR ABRFMNAREEBE AWS, BT EN—LEERDBEBES , BRHA
&, BN AWS = EHELE M,

RHAEARRERAA AR BHERN T E, IERSMEREH T EIRH FRE LR BNRIRE A AE
B, Mg iRz,

CMNNEEERBEBRNERITG , TRYWLHITT ELE.

®R A—RBIRERT A ESERA

ERR AR RIIREM FBRE X FE 21

EREaT A DEMENNEHMETA? L« FERME 1 ANA
et LR, JLAZERILA . &7 3A4A
A?

g kS LNREERIBRREAT  « FRMR : AJLUHES Site-
BT B B f5E A AN 35 K to-Site VPN
EAWS , RRBHEATAN . 47 . sEtERS
RIERR?
MNATAMSGEREN K NEE & REANARNE,
RBVIRMER PN ?

SLA REREQAERSFRIMWES - FRAR: &

#EH# SLA? «c B R
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EERBEERIREM

%N

BRELIE

ERETHRABRERMTA?

BENEERNKXRRESTERZ
TR B B ¥R ?

FENEHERZD ?

AWS B 75 ith R 45 12 [] 7] 132 32 1Y
RARIERRERZD ?

JEZINRAMEHHRS

%2

BEAZEMD AWS RIZZDH
2

BBAEM AWS RIEZ D
=7

XMERR KA ?

fim

2z

[=]

o FFRMIE : FiEA
o 47 :99.99%

FERMIE - FEA
77 2
F &/ - 100 Mbps

47= : 500 Mbps 8K F| 2
Gbps

FERMR  SREEHEER
£57= . /pF 30 ms
FRME  REEHER
57 rENZRDED

s FERMIR : 2TB
e A7 :20TBBKZI50TB
o FEMIA :1TB
e £/ :10TB K% 25 TB

BEWZNER , REEARNERTE 9 AREREREREN, XELEBHAREBREF &, MAME
FIREMEERRE, WTFESRE | NZE T HMARNOER, IFFERMNR , REVESEL T
MBI EBRME L Site-to-site VPN, EE~HH , I FERFSRUEBEE , FHARAMEZE AWS
Direct Connect E#EE XK, RHISELX TRV ERFEM Direct Connect I EEE , BEHTEEAWS
f# SLA |, #{13%£3#8 T Direct Connect & A%,

WEERREE , T-IRBREWEZRITEENER, X52

RAER L AWS RS R FlFHERERK,

B|IRIHEX , Bl R &

ﬂ]%ﬁﬂSfHﬁJﬁﬁ%ﬂﬁEﬁF“%? , RAEIRAER T AR BRI PHNERELRAZ. TERERT S
MEBBTAEXHER,
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3

EERITIERERSEM
CIE::3

R

BRELIE

SRR FEEEES -
ZNAHIERR VPC BER

D2

X VPC REFBEEN AWS
X ERZNXE ?

FEFS DN QUEED
AWS ?

BNERBEZSLEFNXRE
FEERT AWS?

MiHFE AWS VPC B 5D
SEE , LRHITA AWS 8
W E % DR 2

RERUXNZRETANRR
Bing AWS EENHIR ?

Y/

REZFERA VPC BEE (K
R M/EE X ) ?

=B

/

FEEZEMAR TR AWS
NHIFRBRS ?

REFENRBEM VPC i
18 AWS fRSS 2

&

24,6 MNAEEE 30N

BEANXE

2 MFEFR O

BABEEF L 2 BIKHER

- EEET AWS WERH : 20
e 3353

« EMAWS ERHELH : 1
/16 &

o FFR/MF : 100 Mbps
« 47 : 500Mbps 8K Z|
2Gbps.

=, & AWS XiF A

fim

7|

BIEHA , REERNER TIEZRITHIHNREN. ATMITRE 6 NAR VPC HEFM 2 NMEMNE
30 1, RHEBNREEA AWS Transit Gateway fE N EEN L inMX M VPC ZBIMEEH, i AWS
Transit Gateway fF4& 1E A FH A MNRH VPN iE#E |, AR5 AWS Direct Connect B4 =, £
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A2 B AWS Transit Gateway AT AL EEE |, IR 2 F AX/MIRFEME~HRE, HF AWS
Transit Gateway , £7=FEZ AWS Direct Connect M3k, 228 VIF A TiHE AWS 2 HiE SRS
14 80 7T RIBURE R W TR RFEH L REIEER,

Is the output of your previous decision
tree(s) VPN or Direct Connect?

™ Production —=—~—~-
Review AWS service
quotas

DX

7 =
i

Do you want to minimize operational overhead as
you build out your hybrid connectivity?
+

*____,..-

Do you want to minimize operational overhead as
'you build out your hybrid connectivity

DX + DX gateway +
AWS Transit
Gateway

DX + DX gateway +
VGw

14——RBISZE R BEEIR TR R

EEERZUY BENBEREZRNBRARE , T—IRERMETRMEAXNER, XEMEN
A A KRR,

NIRMAFEEER , REHARER T AR PRAXBTPNERELRR, TRELETER,

£ 6 TRUEBRAL
BRI BIEER BREN A B4
EE 15 MRBAWS HIVERRE X - TR : B

WEHEBAES K ? Y iy

MFAERE , AWS L « FRAE : &
EEHERENRARESTN . 42=. 82
AWS FE S A FEMEEEN

BAR ?
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RFEFAREINEN , RXEARNER T AR BRI AT AN AT FEHEESWMEH L PHRER. ZRE
SEFEENEEZSTHBEIERN 99.99% , ARBRSHEX L SH-ERE , EREKRREEA 2
Direct Connect L& , HFN\E ARt ZHEH /0 FE > Direct Connect LB IRE 2 ME#EE (3 4 Mk
), AFFEAMNRE VPN EBEDFERATED VPN EBERIEMTR, RS RiTiCH
HAIRER , FRUTHFABEEEE

« EFRANAIES , FEA ECMP B 2 ZEBEXNBEEREF O RERITARFE, XHT
DRREEHE, MREBERENE  REABEERABERONREE,

s BEFFE , X5 AWS 2 EEiIE— Direct Connect (VEMIERFEFEM L, EXMERT , X¥F
BEEEREFONSRBRE , REBIFHMEZIERRED O AWS MM 2 8] 1R EFHIT R
Y, BF  XNTEFAREPOSTHERERS  RENFERHBREDONANEZE BN REH
TR T E. WRERKXW , BGP FEHRITRRER.

A 15 BB T RIFWRER BB FRE R KM £ REBI B

What is the targeted up time of the hybrid network
connectivity?
———————— -~

v v T
. Solutions:
Solution: ngls1t:'|::ltl::;1 Maximum resiliency
VPN connection as a backup to, Is it primary Connection DX? Two single DX oonng:tlons - Separate DX connections that

terminate on separate devices
in more than one DX location

existing VPN multiple DX locations

Dew/Test
Production = == == = =

Solution:
Solution:
PO I RO LG Separate DX connection
connection
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16— R B %E 2 B AT SR KA

RN TR R
TE B8 7 RO L FHERE TR KA 3 6 81U 5 o A RORFR 558 924,

CEEBRM EEHAL AWS AL %K AWS Transit Gateway S2S VPN BT X FMiH, RE , ©F
AWS Direct Connect & Direct Connect < #1858 =4 AWS Transit Gateway A F £~ RE, AWS
Transit Gateway AIFF VPC HEH. NBERENAERE , THIEHOMN VPN RREH AET XM
MANERE , MBEZABEPONRBENFEAELAREBER, XTEFRE , MEEEHENE
A, BEAREMENKEEHRLD , KRB AWS WRESMELERFUERAMELERE, RIKEXT
FAXCUWBHAIEREAR , £60 AWS KERENREEFSENER , BREANKTRERER , &KX
BR B i i D A it = BUE PO M & ABTEF O 2B A RSN ER.
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AWS Cloud

(D

AWS Transit Gateway

&

AWS Transit Gateway

AWS DX Location 1

DX Router

DX Router

AWS DX Location 2

DX Router

AWS Public Resources
DX Router
Amazon Amazon 53
DyanmoDB

5§ 16—

RN RRERNRRFRNESIEZER

Customer Router

Customer Router

Customer Router

Customer Router

IPSEC Site to Site tunnels

Corporate

data center 1

Ksle

Corporate

data center 12

Transit VIF
[TTTe (T TL | AT —

AWS Transit Gateway Attachment
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BEEEEARRARITENEFBRZ—. BRAARPHFHRENERRERRE , TUHEEEA
BRERMNEEME,

ZERESFEREBINFIHIINEESET. ZINFS5LRFENMENLEMATERN BLEEXEFEH
U, ERAZEESEIG , REMAFRBLEFERRSX , IMERAZRBR. BURSAN , — &I
SEWMAMENNEWERFRNBERER, EXMPREAT , FHAREKE  SURFSEERLEER ML
&, REREFSENLSMERERVREHRG R,
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« Amazon Web Services BEf#FR T RE T James Devine

- Amazon Web Services B E M &R REHIT Andrew Gray

« Amazon Web Services S fif R 77 EH T Maks Khomutskyi

« Amazon Web Services f#R75 13T Marwan Al Shawi

- Amazon Web Services ¥R E£E Santiago Freitas

« Amazon Web Services & & R 5 R FIJH Evgeny Vaganov
« Amazon Web Services %l &R 75 R HIT Tom Adamski

« Amazon Web Services f#R75 ¥ M Armstrong Onaiwu
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