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https://aws.amazon.com/cloudformation
https://aws.amazon.com/cdk
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AMIs.html
https://aws.amazon.com/codepipeline
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https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/CHAP_CommonTasks.BackupRestore.html
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https://docs.aws.amazon.com/redshift/latest/mgmt/working-with-snapshots.html
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https://docs.aws.amazon.com/neptune/latest/userguide/backup-restore-overview.html
https://docs.aws.amazon.com/documentdb/latest/developerguide/backup_restore.html
https://docs.aws.amazon.com/fsx/latest/WindowsGuide/using-backups.html
https://docs.aws.amazon.com/fsx/latest/LustreGuide/using-backups-fsx.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/using-backups.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/using-backups.html
https://docs.aws.amazon.com/fsx/latest/OpenZFSGuide/using-backups.html
https://aws.amazon.com/s3/features/replication/
https://aws.amazon.com/backup
https://aws.amazon.com/ebs/
https://aws.amazon.com/ec2/
https://aws.amazon.com/rds/
https://aws.amazon.com/rds/aurora/
https://aws.amazon.com/dynamodb/
https://aws.amazon.com/efs/
https://aws.amazon.com/storagegateway/
https://docs.aws.amazon.com/fsx/latest/WindowsGuide/using-backups.html
https://docs.aws.amazon.com/fsx/latest/LustreGuide/using-backups-fsx.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/using-backups.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/using-backups.html
https://docs.aws.amazon.com/fsx/latest/OpenZFSGuide/aws-backup-and-fsx.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/Versioning.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/delete-marker-replication.html
https://aws.amazon.com/cloudformation
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/CopyingAMIs.html
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https://aws.amazon.com/backup
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://aws.amazon.com/sns/
https://aws.amazon.com/sns/
https://aws.amazon.com/lambda/
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https://aws.amazon.com/s3/features/replication/
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_ReadRepl.html#USER_ReadRepl.XRgn.Cnsdr
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/aurora-global-database.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/GlobalTables.html
https://docs.aws.amazon.com/documentdb/latest/developerguide/global-clusters.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/dg/Redis-Global-Datastore.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/replication-time-control.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/replication-time-control.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/aurora-global-database-managing.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_ReadRepl.html#USER_ReadRepl.Promote
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_ReadRepl.html#USER_ReadRepl.Promote
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/aurora-global-database.html
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/pseudo-parameter-reference.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/conditions-section-structure.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/conditions-section-structure.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/what-is-image-builder.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/what-is-image-builder.html
https://aws.amazon.com/ec2/autoscaling
https://aws.amazon.com/route53
https://aws.amazon.com/route53/application-recovery-controller/
https://aws.amazon.com/global-accelerator/
https://docs.aws.amazon.com/global-accelerator/latest/dg/about-endpoint-groups-health-check-options.html
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https://aws.amazon.com/cloudfront/
https://aws.amazon.com/disaster-recovery/
https://aws.amazon.com/vpc/
https://aws.amazon.com/vpc/
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https://aws.amazon.com/ec2/autoscaling/
https://aws.amazon.com/ec2/autoscaling/
https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html

THEARNRERE AWS

L BRRE

AWS Well-Architected 128

BT Auto Scaling 2 —BUZHSFEIES) , R EBiE 2EEZERE R EE. X2 —HNER

. BALERMEBEEBHNAE , MEREXHEBERENLELBEFNH. IHBSRENEKE

MARGFIN (BAT—T )., E , EUNEREEELNER , XERASER , BERB T Auto
Scaling, #%& DR X LHFBEB N RFERLENHBRE , NMEFRE RTO , AEASE Auto Scaling

R IEERE,

ZUWMRENED)

NS REN/EHHARRAEN FWAREHN—HD , BAUESNMXBRNESTIERR. ZUR

active/active KRB ERBRINMEXEHNRE |
XA T RERE ., FHZILS active/active F3E , AP A LUE SR8 T /5 M E [ X335 B &

MmAZANAREENXBHNRERERS , MHE

WIERE. XA ERRESR. RARENRERESZ , ERNREREBAIFEARMER , ©7 0
FRSHIGENMENABFEINIZES (ER , HERFTRHRFTEABTZHN , XEEL2SBRERKT
RNE) . REZASEAW active/passive EECNAFERREMNXE , KEREXFFSARE. KZ
BEFEAN , IRMNEEF-AXEEITENRE , BLEF/EHFEHRAER

BB TIE,

BEUH. HE , W
RETEEMERARMNXERLERFRE , L Warm Standby 12T —MELZXF, BELTHL

QUE] AWS Cloud
Route 53
Active Active
F‘ Region l:‘ Region
————————————————————————————————————————————————————————————————————
Availability Zone Availability Zone : Availability Zone Availability Zone
T T
&) | VPC Isti i &3] | VPC |
& ! Elastic Load Balancing & ! Eldstic Load Balancing
1 1 1 1
1
1
1
__________________________________________________________________________
[ 1 my 1 1y
'y Front end ! Frontend ', 1 Front end f Frontend 1,
server Iv'\utu Scaling group: server server :I\uto Scaling f]roup: server
S S S S N
1
1
_____________________________________________________________________________________
0! - ! 1 | ' o 1 = .
"1 Application j E ! == ' j E Application !'1 Application {::E ! s i {:} Application
Server :/\uto Scaling group: Server Server :/\uto Scaling group: Server
1 1
------------- I-----------:---------------n| e ---I-----------:----------------|
T T
____________ 2 DynamoDB :________________ e 2 ! DynamoDB :________________
Bk g E
DynamoDB DynamoDB
continuous backup DynamoDB global tables continuous backup
automatic replication

12-Z V6 X active/active 288 ( W TR , F—FEIBREEIN “IEET” )

SR ER/EF

24



TEARMNTERE AWS : THIRE AWS Well-Architected 128

BT EEX A % Ractive/active, because the workload is running in more than one Region, there is
no such thing as failover in this scenario. Disaster recovery testing in this case would focus on how
the workload reacts to loss of a Region: Is traffic routed away from the failed Region? Can the other
Region(s) handle all the traffic? Testing for a data disaster is also required. Backup and recovery

are still required and should be tested regularly. It should also be noted that recovery times for a

data disaster involving data corruption, deletion, or obfuscation will always be greater than zero and
the recovery point will always be at some point before the disaster was discovered. If the additional
complexity and cost of a multi-site active/active ( AR E A ) FERRFZEESHRERE , LR
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