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® Note
Resources B2 P T RAIE AEERSENHRERE , AREENARFRERE,

Example

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "Allow-AppStream-to-access-home-folder-and-
application-settings",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:sts::account-id-without-hyphens:assumed-
role/AmazonAppStreamServiceAccess/AppStream2.0"
I
"Action": [
"s3:ListBucket",
"s3:GetObject",

VPC I = 7
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"s3:PutObject",
"s3:DeleteObject",
"s3:GetObjectVersion",
"s3:DeleteObjectVersion"

1,

"Resource": [
"arn:aws:s3:::appstream2-36fb080bb8-*",
"arn:aws:s3:::appstream-app-settings-*"
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https://docs.aws.amazon.com/appstream2/latest/developerguide/access-api-cli-through-interface-vpc-endpoint.html
https://docs.aws.amazon.com/appstream2/latest/developerguide/creating-streaming-from-interface-vpc-endpoints.html
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https://aws.amazon.com/fsx/
https://aws.amazon.com/fsx/
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https://docs.aws.amazon.com/appstream2/latest/developerguide/client-system-requirements-feature-support.html#feature-support-native-application-mode
https://docs.aws.amazon.com/appstream2/latest/developerguide/client-system-requirements-feature-support.html#feature-support-native-application-mode
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/appstream2/latest/developerguide/using-iam-roles-to-grant-permissions-to-applications-scripts-streaming-instances.html#how-to-use-iam-role-with-streaming-instances
https://docs.aws.amazon.com/appstream2/latest/developerguide/using-iam-roles-to-grant-permissions-to-applications-scripts-streaming-instances.html#best-practices-for-using-iam-role-with-streaming-instances
https://docs.aws.amazon.com/secretsmanager/latest/userguide/tutorials_basic.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-paramstore-su-create.html
https://docs.aws.amazon.com/appstream2/latest/developerguide/s3-iam-policy.html#s3-iam-policy-delete
https://docs.aws.amazon.com/appstream2/latest/developerguide/s3-iam-policy.html#s3-iam-policy-restricted-access
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{
"Effect": "Allow",
"Action": [
"appstream:createStreamingURL"
1,
"Resource": "arn:aws:appstream:us-east-
1:031421429609:stack/BestPracticesStack"
}
]
}
(® Note
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. Connectivity to AppStream 2.0 uses HTTPS via TCP443 over the internet

2. AppStream 2.0 presents a network interface in the customer VPC for accessing customer resources.
This can be controlled with security groups. All user-generated traffic is through the customer VPC.
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1. Connectivity to AppStream 2.0 uses HTTPS via TCP443 over the internet

2. AppStream 2.0 presents a network interface in the customer VPC for accessing customer resources.
This can be controlled with security groups. All user-generated traffic is through the customer VPC.
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https://aws.amazon.com/compliance/shared-responsibility-model/
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https://docs.aws.amazon.com/fsx/latest/WindowsGuide/encryption-at-rest.html
https://docs.aws.amazon.com/fsx/latest/WindowsGuide/encryption-in-transit.html
https://docs.aws.amazon.com/fsx/latest/WindowsGuide/encryption-in-transit.html
https://docs.aws.amazon.com/kms/latest/developerguide/services-ebs.html
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KXABRHARUBREARE B ELFI0E, B3 MEFKETE
KA RIS LTS EWFE

KAZE R ZE 17 LA L S H3¢

B RVDMLILH 10 RiE

R AR REHERAY I B

ImREEHNERE T EMKERENER G , ATREERE.

BE B Office Scan Sz 7 Il = H E il 2 ¥——Apex One/ OfficeScan (trendmicro.com)
CrowdStrike LA 211a] 4 24 /0 &2 % CrowdStrike 358

Sophos # Sophos Central Endpoint : iMIZEESERE L LUHSEEMN F 14 M Sophos
Central : EEESEFEPZE Windows ik KB FRIEKE

McAfee AR fEE I\ R EEM BN RS L BB MELEMcAfee I
e ML MR IEKAVDIITENE E Microsoft Defender BhiEE M F——MERIFH#H X

B BRI

R AppStream 2.0 RIR LR T ZEHM4 , WEEHRHEFETHIUTHE,

& 6 — AppStream 2.0 B Z 2 HHFT B TFIUAT#HE,

AR S5 piid 5

AmazonCloudWatchAgent “C:\Program Files\ Amazon\AmazonCloud
WatchAgent\ start-amazon-cloudwatch-age
nt.exe”

A mazonSSMAgent “C:\Program Files\ Amazon\SSM\ amazon-ssm-
agent .exe”
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https://success.trendmicro.com/solution/1055260-best-practice-for-setting-up-virtual-desktop-infrastructure-vdi-in-officescan
https://www.crowdstrike.com/blog/tech-center/install-falcon-datacenter/
https://support.sophos.com/support/s/article/KB-000035040?language=en_US
https://support.sophos.com/support/s/article/KB-000039009?language=en_US
https://support.sophos.com/support/s/article/KB-000039009?language=en_US
https://kc.mcafee.com/corporate/index?page=content&id=KB87654
https://techcommunity.microsoft.com/t5/microsoft-defender-for-endpoint/configuring-microsoft-defender-antivirus-for-non-persistent-vdi/ba-p/1489633
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NICE DCV

AppStream 2.0

MR

WRTE AppStream 2.0 SEHIRZE T Z2EH M4 , M ZBEHEFESTIHRUATXHX :

Example

O O 0O 0O N0 0O N

:\Program Files\Amazon\*
:\ProgramData\Amazon\*

:\Program Files (x86)\AWS Tools\*
:\Program Files (x86)\AWS SDK for
:\Program Files\NICE\*
:\ProgramData\NICE\*
:\AppStream\*

NET\*

piid 3

“C:\Program Files\NICE\DCWV\ Server\ bin\
dcvserver.exe” “C:\Program Files\NICE\DCW\
Server\ bin\ dcvagent.exe”

“C:\ProgramFiles\ Amazon\ AppStream
2\StorageConnector\ StorageConnector .exe”

£ X3k "C:\Program Files\Amazon\Photon\"
‘s \ Agent\ PhotonAgent .exe”

“c \ Agent\ s5cmd.exe”

“c \WebServer\ PhotonAgentWebServer .exe”

‘o \CustomShell\ PhotonWindowsAppSw
itcher .exe”

“> \CustomShell\ PhotonWindowsCusto
mShell .exe”

“s \CustomShell\ PhotonWindowsCusto
mShellBackground .exe”

MR
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C:\Program Files\Internet Explorer\*
C:\Program Files\nodejs\

mREEREEFE

54 F P12 N AR E B2 i 2 B3 fTiE R |, Amazon AppStream 2.0 B2 I HHI M — K6, X
EXHHEEHE—WER , HEERARLEERHEPTWE, FBY 4 XREKNE (REE , E
HEURTF AppStream 2.0 2iFHEA ) WAREASHITENRENBIER , TURARE RS &R
S HEASE BB E,

P 4% Bk BRI
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® Note
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H&k. ERFIFHRGERRBOEFTEFIEN , BEZAUXKIN LA, REEZS T AYREI]
BRE2ENANMEERE. WTHNLEA , EFEANI0HN L2 HI 2 H SSHIRY H bR A U6 P 28 IR R

ANACL ZREWNTRZELEVPC , EXHTTRSHAE , ATFEH#EE - NN FRORE. B
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https://aws.amazon.com/blogs/desktop-and-application-streaming/using-microsoft-applocker-to-manage-application-experience-on-amazon-appstream-2-0/
https://aws.amazon.com/blogs/desktop-and-application-streaming/using-microsoft-applocker-to-manage-application-experience-on-amazon-appstream-2-0/
https://docs.aws.amazon.com/appstream2/latest/developerguide/data-protection.html#application-access
https://docs.aws.amazon.com/appstream2/latest/developerguide/data-protection.html#application-access
https://docs.aws.amazon.com/appstream2/latest/developerguide/managing-network-security-groups.html
https://docs.aws.amazon.com/appstream2/latest/developerguide/managing-network-security-groups.html
https://docs.aws.amazon.com/appstream2/latest/developerguide/managing-network-security-groups.html
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Security.html#VPC_Security_Comparison
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&SRB AppStream 2.0 SEHIME AR E

EEOREELANS  EENRERZHA/ A AppStream 2.0 S2FIF AT LFRINA S, MEH O
(e ) BBRRMTLAHETF ? BEERKRLAFEH AppStream 2.0 2415 R A Internet , E itk
FEEZEEEMEREFFKE WebProxy RABTEMRRE R, HirZEEMBEAR MRS NAERF
M AppStream EHIA I HMIFE R L LER (EXEZSFE , BN GRARZENMHESE I9 ) .

R AWS RS

AWS ldentity and Access Management

ERIAMA & E AWS RS HEM MBI ZAEMNIAMEKRR P EARAR —feESREK , IR
AppStream 2.0 2 FFHNAF TR M AR EERMER. HE8MEHE AppStream 2.0 FEAIAMA
BN REXEK,

BIRIAME R KR Amazon S3 76 , SEFHEBEN T EEXHRNNARFREFRER K
EmelEN, XM EIE AppStream 2.0 B A #H1TIHE,

VPCiwm &

VPCA T S I EEBVPCHMZFH AWS IRFUK HEM X IFHNVPCARET RIRFZRE BT
AWS PrivateLinko AWS PrivateLink 2 —f A B FERAILE IP it AR HERESHER, BVPCE
HMRS 2 BN RET 2B Amazon Mg, MRMN AWS RZFEHBLNHEERMN , NVPCHk 2 fF
TEEUERNATR XA EBR MM KX ER,

£ BLBIRHTF XA R EEAPIEA AppStream 2.0 BWEREH | 7 2.0 APIRESIE#E O VPCiR

Ho AppStream i , WRIAE FMHPFETEFRIZLM Internet KHEC23L] , MAPITLAEFA
AppStream 2.0 BIVPC& %17 K8 A AppStream 2.0 API ##4E , #lfliCreateStreamingURL, FTERE
AT —NRBIRE , HP Lambda BEAEHAPIFISEBIER AppStream 2.0 MR A HIVPCLiRT K. EC2

2%I5k B AppStream 2.0 SEHIHY H O R E 49


https://docs.aws.amazon.com/appstream2/latest/developerguide/using-iam-roles-to-grant-permissions-to-applications-scripts-streaming-instances.html#best-practices-for-using-iam-role-with-streaming-instances
https://docs.aws.amazon.com/appstream2/latest/developerguide/using-iam-roles-to-grant-permissions-to-applications-scripts-streaming-instances.html#best-practices-for-using-iam-role-with-streaming-instances
https://docs.aws.amazon.com/appstream2/latest/developerguide/s3-iam-policy.html
https://docs.aws.amazon.com/appstream2/latest/developerguide/s3-iam-policy.html#s3-iam-policy-restricted-access
https://docs.aws.amazon.com/appstream2/latest/developerguide/access-api-cli-through-interface-vpc-endpoint.html
https://docs.aws.amazon.com/appstream2/latest/developerguide/access-api-cli-through-interface-vpc-endpoint.html
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_CreateStreamingURL.html
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VPCiif R

TRBEAVPCAIRT RAFZBEAVPCEHET AR ERAIE. REAZEOKENT DERECRERE
EENATVPC, REARETEGRER, USB, AF@A, ., BIMIR, XHLEEAFTHRUARITE
MR8, EFEAVPCAIRT & , %M AppStream 2.0 #k S AVPCIERIRE. HLELMNEEMFRE
BEOERNERBES ARERMANECRAFSE , XATMERI—RERAER , HETCALUER Direct
Connect KHI#1TiH R, BEVPCAHT ARANEZMAFQETEREATERY .

s BEENKFTRXBNEZLAMMAGTXAFEZN IP utSeE AR O 443 1400-1499
(TCPTCP) i A () #1TAMIFE,

o FREI L& a3 8 B R A S VM I B R 4§ 3% O 1024-65535 (TCP) EI A FIEERY 1P k38 Bl i
HIERE,

. BEEBMEET AN AT S HWIEH RS AppStream 2.0 FITH B MR,

E¥ T RN AppStream 2.0 BR&EI AWS REHRE | BSEVPCAHT SOlBMARERNE
B,

UEBT LW AR BEERMIGRA , HIFFE Image Builder L2/ Internet Explorer i#38 & £ Eil &
(ESC)e AXEZEL , HS 19 AppStream 2.0 BRI LAZ H Internet Explorer 38 H Z & il &,
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https://docs.aws.amazon.com/appstream2/latest/developerguide/creating-streaming-from-interface-vpc-endpoints.html
https://docs.aws.amazon.com/appstream2/latest/developerguide/customize-fleets.html#customize-fleets-disable-ie-esc
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R

Amazon AppStream 2.0 HE T BEZA=ANATAXH TR, XEKE , IRAFEERENTAXFE
—NEFLFE  MMNAFTHAEEAENMEEZDT , REE—NEENTAXARELE , IRREE
EBHNAE, EAXERFHNEMTETAY , ENRRSEXSEMEREE , ML ERERNERE
RRAR,

ERNEH AppStream 2.0 AFREIEREITX , BB EFTETHBIXEHWE— AppStream 2.0 ¥k
B, NMZITAEXRE , KRENESENAINERY TRIEE (NREA ) , HETRMAKEXE,
flan | tRIEH AppStream 2.0 SEHIE SN A , WA N Z B XS EPB H iR HI8s | HE
BV SRS . M AppStream 2.0 WAEXE , KRNI E5EEXBHEBNEHIENHEKRIZE, =
BIEARGMZTHENEMBRG , ZBRETUELEH AU FGEARNEFNBEZNHEBIXE., MRE
AppStream 2.0 2FHETHNABRFSENEXBERFBREBXR , NN EEXETR , LBERA
PR LE X H IR ER N ARFNER. B BRI RS R 5 R E NS E88 £ X158
T,

gl

EXREMEGRF , BAMNTENGEZAURANNARFNER. B4ME KR ENTER 2L
ETOMAFAFEMRRRFEB X, E—HEERE IdP FEAEA AppStream 2.0 NAEFEE
WITH , BE-MAERERAM N EMNNAEFEE.

BE 1 EANARERFHPRIRS

LUHAPMNEMIRMHRE (IdP) ZFE| AppStream 2.0 i , EHTEHRIEE , WP HE —ME

E URL , % URL S#{1TE BN KFMHERE—H. BXPFLRS URLNESER , E5H
Amazon AppStream 2.0 EE{EM. EEATUETEEZXIHHERK AppStream 2.0 REE & — B
Xtk , HAFHTARER, EEARFENPLRS URL , EHIEEMAREZHK , B2
EMERE, BEFLFEEFEET , BELLXEKN IAM RBEAFHRENHER ( EHRMAWEBH
). BXRUMEEXY IAM XREANEZSFMAER , ESH T ROIKRE,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "VisualEditor@",
"Effect": "Allow",
"Action": "appstream:Stream",

B HEEH 51


https://docs.aws.amazon.com/appstream2/latest/developerguide/external-identity-providers-setting-up-saml.html
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"Resource": [
"arn:aws:appstream:PrimaryRegion:190836837966:stack/StackName",
"arn:aws:appstream:FailoverRegion:190836837966:stack/StackName"
1,

"Condition": {
"StringEquals": {
"appstream:userId": "${saml:sub}"

}

F3E2: £ IdP RELEF A AppStream 2.0 N HER

WHEEREE R IdP 8 AppStream 2.0 RN EMP N ARER. RE , IR ER~A
MNEARFRHILAFPERERE , I UBE/RBAARER , BEREEHTARIR, XA LEEE
BULKAFPLENLESINFEARS, XEAPNZARIENRSHTRNEGE , At , 2BERNR
RAEFRAUNLMIERN SR ENXBEENNARZEF. XUAILBEHTENK , BEXESZERE , BSRAKLE
BNE,
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