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https://aws.amazon.com/architecture/well-architected/
https://console.aws.amazon.com/wellarchitected
https://aws.amazon.com/well-architected-tool/
https://aws.amazon.com/architecture/
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https://memcached.org/
https://www.ietf.org/rfc/bcp/bcp38.html
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/security-group-connection-tracking.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/security-group-connection-tracking.html
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https://www.usenix.org/system/files/sec21fall-bock.pdf
https://docs.python.org/3/library/xmlrpc.client.html#%3A~%3Atext%3DXML%2DRPC%20is%20a%20Remote%2Cand%20get%20back%20structured%20data
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https://aws.amazon.com/products/networking/edge-networking/
https://aws.amazon.com/products/networking/edge-networking/
https://aws.amazon.com/waf/
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ff Amazon RSN FALIH FF Elastic ACLsTE A 55

CloudFron  J%2% (BP1) Route 53 Load Amazon f  EHITE
t(BP1) & (BP3) Balanc AR = (LS5
AWS WAF BP6ing () AFML  EC2) Auto
(BP2) —#2 5 AWS VPC (BP5)  Scaling
fEH WAF (BP2) (BP7)

— A



https://aws.amazon.com/pm/ec2/
https://aws.amazon.com/pm/ec2/
https://aws.amazon.com/pm/ec2/
https://aws.amazon.com/pm/ec2/
https://aws.amazon.com/pm/ec2/
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https://docs.aws.amazon.com/elasticloadbalancing/latest/application/introduction.html
https://docs.aws.amazon.com/waf/latest/developerguide/ddos-srt-support.html

AWS DDoS# t &£ Xk AWS HEH

- BROKRNRETUER W FREFMATIDDoSEE RS , S 5™ M IP hut—EERAN | ATkE
LS FHEC2 ( BEHE N ER ) HMERHITERRH time-to-mitigate B

- S—RBEAN  ETNAERFNELAREERXESEFHINE 7 ZRN AWS WAF

- Bz R FAEDDoSEM |, Shield Advanced B &I, L FZBE EHE L AWS WAF 0 5R0@ K748
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DDoS4%& f# 15 e iV B £ K

EUTETH , RERAME RS HENDDoSEMRERE, BXANBDHIS Web NAEF
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KREFBEM R HEEDDoSK ., DDoSHEE AWS , R4 BIRMEDDoSEMIAE ; EE A LA %
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B (20 Amazon EC2 k| ) # S WERENRE,
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https://aws.amazon.com/firewall-manager/
https://docs.aws.amazon.com/waf/latest/developerguide/ddos-overview.html#ddos-advanced-protection-groups
https://docs.aws.amazon.com/waf/latest/developerguide/ddos-overview.html#ddos-advanced-protection-groups
https://aws.amazon.com/console/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/working_with_metrics.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/network/introduction.html
https://aws.amazon.com/ec2/
https://docs.aws.amazon.com/waf/latest/developerguide/ddos-overview.html
https://aws.amazon.com/blogs/security/how-to-protect-dynamic-web-applications-against-ddos-attacks-by-using-amazon-cloudfront-and-amazon-route-53/
https://aws.amazon.com/blogs/security/how-to-protect-dynamic-web-applications-against-ddos-attacks-by-using-amazon-cloudfront-and-amazon-route-53/
https://aws.amazon.com/blogs/security/how-to-protect-dynamic-web-applications-against-ddos-attacks-by-using-amazon-cloudfront-and-amazon-route-53/
https://aws.amazon.com/blogs/security/how-to-protect-dynamic-web-applications-against-ddos-attacks-by-using-amazon-cloudfront-and-amazon-route-53/
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M,

EC2# & Auto Scaling ThEERY L S (BP7)

RHMEMBRENNABRRENS — A EZRAMEEZE, MREE Web AR , NI LERRES
HENRESTRIAEREIFRKEENEC2EZIT BH Amazon SKFl, XLESKHI 7] LA R E{T R
EMAENRAREZE , BIEANBAFINAEFEDDoSHE., & A ELF Amazon CloudWatch 2
WIRE RN B3 Auto Scaling , SARIBEE LWEH ( HIINICPUMSE 110 EZHENIER ) Bay BEW
Amazon EC2 BAFI#I#E, RAM

HEREBNEMEY , XRFEAURFENARFNTAY. ENAREFEFER Amazon
CloudFront, Application Load Balancer, Classic fa#39#gss M & A I9E =St , TLSHhEE o B
(Amazon CloudFront) Si A EII IR E, XEEEER T BULESEBERMTLSEA KT , #BR
PR RZTLSE FREM M,

BXRFEALS# CloudWatch A Auto Scaling WEZER , HSRSIEER Auto Scaling A FSEHI
fII &3 CloudWatch 3547,

Amazon EC2 REtAIAE R IHNITERE , AT UBRBEERNT(REQ LIREO T R, &R
B3 ¥ B Amazon A EC2 uto Scaling A K/ Bz @ N AR RINEFIRFETKET & , LA EA
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B A Amazon RDS Proxy , BRAIUAWTNABRFAEZENLEREEEE , URESHT BENLESR
—Hﬁ}”UE’J?&ﬁﬁumsﬁii‘EE’\JﬁEﬂo WA LAR Amazon RDS BIEEXGIEAE#BISER. BXES
8 , BRI A Amazon RDS Ei Bz BINGE B EEBRE,

EC27 & Auto Scaling ThEE L 5 # (BP7) 12


https://aws.amazon.com/ec2/pricing/dedicated-instances/
https://aws.amazon.com/ec2/instance-types/
https://aws.amazon.com/ec2/instance-types/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/enhanced-networking-ena.html#test-enhanced-networking-ena
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/enhanced-networking.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/enhanced-networking.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/as-instance-monitoring.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/as-instance-monitoring.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/scaling_plan.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/rds-proxy.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_PIOPS.StorageTypes.html#USER_PIOPS.Autoscaling

AWS DDoS# t &£ Xk AWS HEH

Elastic Load Balancin BP6 g (

KREDDoSK T AJREEHE /N Amazon EC2 SEHIMNBETRIEE M, 188 Elastic Load Balancing

(ELB) , BRI B E SN ainsEfl 2 Ao EREREENARZFIEHI KB, Elastic Load Balancing
ALz B , AT SELNZELTENTNRE ( HlH FABABESDDoSK S B F IR
E)NEEEFEANBE. WTHE Amazon AZBHEMNNMARFVPC , REZNNARFRE | ELBs
FEER=MRE  NABRFAEITIHESE (ALB). MEMFHHESR (NLB) M Classic Load Balancer
(CLB)

3F Web R , A LA Application Load Balancer BIEARKHARE , F B{UZZHEA LR
B Web 53R, Application Load Balancer A] SAPE 1L iF 2 & MDDoSHK & , HlINSYNHE KK EHHRUDP K
HRE , NIRFEHVRNARFRZIRE., HRNEXLERBNKER , Application Load Balancer &
B BURKFANRE. BTEMEREREMSHNT BEIXN AWS BEFRERERN , T2
AN I

B X EHA Application Load B alancer fR#* Web NARRFHNEZEE | BSRNARFAEIGEEA
7T,

S FIEHTTP/HTTPSR AR , BRI LAE A Network Load Balancer LUB{KRY EER 57 £ 8 B E B #R

( 13 Amazon EC2 34l ) » Network Load Balancer B9 — /N XEBEZERER , B AR MITESEE
B ERMEMTCPSYNSUDPREE FHEHAEEE R , MARERY , BXTEATLLLERE
#9 TLS-listeners, TCPX T ATCPIIITERM ME AT , RNBIUEBB L RMEEFRPESYN
K,

& A LAfE A Shield Advanced 3844 IP b3t Bt EDDoSRIP . HEN A XK M IP it 2 BLA M %
ME S E ST , Shield Advanced Xt P 4% fa £ 9 #7837 & S #<DDoS &R #,

B < {E A Network Load Balancer R TCPHIUDPRIAEFNEZELE | 5SS HNENEYESEA
T,

® Note

BREZLANEE K TEREARLEANTRERAEERRRBREXRARENER , XTES
EIn AL EINEENEE D , RN RERNERBRERR,
MEZLABRBSTSEIREEM IP it ( H1200.0.0.0/05%: : /0 ) BREHAOHRN |
BRBEATEARENEMML , N2+ EHEREZERREERATREMIRE. WREKE
DDoSK & , FTIREM R KEERTRELER. EREHEMELARE Application Load Balancer
=% Classic Load Balancer #YDDoS3# M , FHHAKN S AN AT IIERRBENZLATE N T E
PREZRE ( RBERWIERE )  XEREMRTIEZRERINIR,
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https://docs.aws.amazon.com/elasticloadbalancing/latest/application/application-load-balancer-getting-started.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/application-load-balancer-getting-started.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/network/network-load-balancer-getting-started.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/network/network-load-balancer-getting-started.html
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/security-group-connection-tracking.html#untracked-connections
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/security-group-connection-tracking.html#untracked-connections
https://aws.amazon.com/s3/
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/serv-side-encryption.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/private-content-restricting-access-to-s3.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/GettingStarted.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/GettingStarted.html
https://docs.aws.amazon.com/global-accelerator/latest/dg/getting-started.html
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https://aws.amazon.com/builders-library/workload-isolation-using-shuffle-sharding/
https://aws.amazon.com/blogs/architecture/a-case-study-in-global-fault-isolation/
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/getting-started.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/getting-started.html
https://aws.amazon.com/route53/pricing/
https://aws.amazon.com/route53/pricing/
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https://en.wikipedia.org/wiki/Slowloris_(computer_security)
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/RequestAndResponseBehaviorCustomOrigin.html#request-custom-traffic-spikes
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/origin-shield.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/cache-hit-ratio.html
https://docs.aws.amazon.com/waf/latest/developerguide/waf-rule-scope-down-statements.html
https://docs.aws.amazon.com/waf/latest/developerguide/waf-labels.html
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=
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https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups-list.html
https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups-ip-rep.html#aws-managed-rule-groups-ip-rep-amazon
https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups-ip-rep.html#aws-managed-rule-groups-ip-rep-anonymous
https://docs.aws.amazon.com/solutions/latest/security-automations-for-aws-waf/component-details.html#ip-lists-parser
https://docs.aws.amazon.com/solutions/latest/security-automations-for-aws-waf/component-details.html
https://docs.aws.amazon.com/solutions/latest/security-automations-for-aws-waf/component-details.html
https://docs.aws.amazon.com/waf/latest/developerguide/waf-bot-control.html
https://docs.aws.amazon.com/waf/latest/developerguide/waf-bot-control.html
https://docs.aws.amazon.com/waf/latest/developerguide/waf-managed-protections.html
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https://docs.aws.amazon.com/waf/latest/developerguide/ddos-automatic-app-layer-response.html
https://docs.aws.amazon.com/waf/latest/developerguide/ddos-automatic-app-layer-response.html
https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/georestrictions.html
https://docs.aws.amazon.com/waf/latest/developerguide/getting-started.html
https://docs.aws.amazon.com/waf/latest/developerguide/logging.html
https://docs.aws.amazon.com/waf/latest/developerguide/web-acl-testing.html#web-acl-testing-view-sample
https://aws.amazon.com/blogs/aws/protect-web-sites-services-using-rate-based-rules-for-aws-waf/
https://docs.aws.amazon.com/waf/latest/developerguide/getting-started-fms.html
https://docs.aws.amazon.com/waf/latest/developerguide/getting-started-fms-shield.html
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https://aws.amazon.com/blogs/security/how-to-help-prepare-for-ddos-attacks-by-reducing-your-attack-surface/
https://aws.amazon.com/blogs/security/how-to-help-prepare-for-ddos-attacks-by-reducing-your-attack-surface/
https://docs.aws.amazon.com/waf/latest/developerguide/enable-ddos-prem.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/add-origin-custom-headers.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/add-origin-custom-headers.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/restrict-access-to-load-balancer.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/restrict-access-to-load-balancer.html
https://aws.amazon.com/blogs/security/how-to-enhance-amazon-cloudfront-origin-security-with-aws-waf-and-aws-secrets-manager/
https://aws.amazon.com/blogs/security/how-to-enhance-amazon-cloudfront-origin-security-with-aws-waf-and-aws-secrets-manager/
https://aws.amazon.com/lambda/
https://aws.amazon.com/blogs/security/how-to-automatically-update-your-security-groups-for-amazon-cloudfront-and-aws-waf-by-using-aws-lambda/
https://aws.amazon.com/blogs/security/how-to-automatically-update-your-security-groups-for-amazon-cloudfront-and-aws-waf-by-using-aws-lambda/
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/LocationsOfEdgeServers.html#managed-prefix-list
https://docs.aws.amazon.com/vpc/latest/userguide/working-with-aws-managed-prefix-lists.html
https://aws.amazon.com/blogs/networking-and-content-delivery/limit-access-to-your-origins-using-the-aws-managed-prefix-list-for-amazon-cloudfront/
https://aws.amazon.com/blogs/networking-and-content-delivery/limit-access-to-your-origins-using-the-aws-managed-prefix-list-for-amazon-cloudfront/
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/security-group-connection-tracking.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/security-group-connection-tracking.html
https://aws.amazon.com/api-gateway/
https://docs.aws.amazon.com/apigateway/latest/developerguide/api-gateway-setup-api-key-with-console.html
https://aws.amazon.com/api-gateway/getting-started/
https://aws.amazon.com/api-gateway/getting-started/
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https://docs.aws.amazon.com/prescriptive-guidance/latest/load-testing/welcome.html
https://aws.amazon.com/security/ddos-simulation-testing/
https://aws.amazon.com/security/ddos-simulation-testing/
https://docs.aws.amazon.com/waf/latest/developerguide/health-checks-examples.html
https://docs.aws.amazon.com/waf/latest/developerguide/health-checks-examples.html
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/GettingStarted.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/GettingStarted.html
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Global activity detected by AWS Shield

The following is a summary of events detected by AWS Shield across all applications running on AWS. With AWS Shield Advanced,
you also receive a dashboard that's specific to your applications.

Last two weeks summary

Largest packet attack 204 Mpps
Largest bit rate 9897 Gbps
Most common vector SYM flood
T - @5
W "y : & Threat level Mormal
b
) Total number of attacks 149,575

'-I-

KM B £ B5ES) AWS Shield
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https://docs.aws.amazon.com/prescriptive-guidance/latest/logging-monitoring-for-application-owners/introduction.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/waf/latest/developerguide/logging.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/AccessLogs.html
https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs.html
https://aws.amazon.com/blogs/aws/vpc-flow-logs-log-and-view-network-traffic-flows/
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/load-balancer-access-logs.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/classic/access-log-collection.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/network/load-balancer-access-logs.html
https://cheatsheetseries.owasp.org/cheatsheets/Logging_Cheat_Sheet.html

AWS DDoS# 14 & fE 3R AWS B H

oo

AWS Organizations

J !
[ [e8

Production OU Security OU
l DOaE Al DDa5 Alarm and
0 m S compliance findings
0! d & d
AWS Shield AWS Firewall AWS Security Hub
Advanced Manager
Enforces compliance of
protected resources

—————————————————————————————————————————————————

AWS Shield Advanced protected resources

o |

Application Load Download Elastic IP address
Balancer distribution

e i e e ]

YR E R T A Firewall Manager 1 AWS Shield Security Hub ¥ 12 R #9 % R

BXREPK Shield RIFBFNESFEE , BSHANDDoSEHREET BN BN EETEARR.

5514 Ve 7 R B MR A TF 74

HEDDOSHEEH MUK H B R ZRMEYZLEMH R RENFIALAABMEXEE. HENSE
RBENISTRWWS R ( fliREILEE. &8, RENBTEEIN ) FEHINX FRHETER. 6
m, #HtT Web BARERF DoS HDDoSHEH MM FMMER REl, HttBIREAIE (AWS Z2E41H
RMiErEE) FHE,

BB B B e AR AE T AT 30


https://aws.amazon.com/blogs/security/set-up-centralized-monitoring-for-ddos-events-and-auto-remediate-noncompliant-resources
https://github.com/aws-samples/aws-incident-response-playbooks/blob/master/playbooks/IRP-DoS.md
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/welcome.html
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/welcome.html
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