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AARBEER T EF 0M[EH Amazon Web Services (AWS) RiZ1TE (EERERRAESTE
ER) (HIPAA) KENBEBIEAR. BINEFESNARFZIRFHVREEE (PHI) B9 HIPAA BRI
ZEMN , AR AWS MEEEPHBBNHESKEE , UROMAIER AWS THEERIZTEZE PHI #
TR,
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s AN
Gkl

1996 (BEREFRBERTZE) (HIPAA) BAT “SHESMAE M Bl fE", 2009 £, (LFMiE
FRERERERESERKAE) (HITECH) X HIPAA #TTH B,

HIPAA 1 HITECH #IE T —E B E®R¥ PHI Z£MBRFMEFHIRE, HIPAA Fl HITECH X4 F
REZRFHWEREEER (PHI)., R PH WESRESRE, MARIMNEERFRETER, Bx
HIPAA 1 HITECH WEZ{E R |, iR REEERIAER,

SZREAEREH ST LAER Amazon Web Services (AWS) 2t Z <, T B, BERAN ITA
HRERFE HIPAA Fl HITECH M ERMWMARF. AWS =## T —4 commercial-off-the-shelf&
igEFES | ZFEEFTAIATHINEME T , #l401S0O 27001, FedRAMP MARFZ AL EHIIRE
(SOC1, SOC2 #1 SOC3) , AWS RESHMBEF LEEZEEZENYELZS , B THEAZTFEE
PEEMNZEMH, AWS ZRERERA. TEEETHRNAERERM pay-as-you-use Bt , BT M8
WETITLNARFNEMAERNRERE R,

AWS £ HIPAA AR FHREAREE KB R LB, FHMER PHI, L5, B 2013 F
7 B2, AWS AIEEF RS TR R KM S (BAA), 1T AWS BAA NEF ATLAEIEER
HIPAA Tk = B9 0k 7= 5 8 F4E 1] AWS BRSS , B RBERER AWS BAA HE XV AFS HIPAA B HY AR
SRAE, FEMLE PHL, AXXERSHTEIR , BESHE HPAA &ESSERE,

AWS SSEETHRAENX K EEITY , BERSTE HIPAA ABHNRSEIIXE HIPAA BT, HARM
YIBRPIER, FRAXLRSKESE. LENEH PH OJUEBBINEFN AWS B2 ERATET
AWS 2AE L HZEEH HIPAA EXK,

AWS 1y BAA EREFREDIES AR RS (HHS) NIESHE , W EHEEFESHIPAARRHI RS
RIFESERE PHI BETME . REBNNNATEER, TEENFILEERETZENZRIPEER
EEMIEE (B ) . BZELARY , RAECWRLERH , HAARESE HHS BEMNEEMY (W
X ) Muh ERE,

AWS M T —BENENRS , £ PH WZAETENNELEE TEENFIT , 8% AWS Key
Management Service (AWS KMS), £4F HIPAA EMERMNEZF S EZIAHE PHI WMBERAFEER
R REM,

EREWMMAXENZRN , B/ AL MAARFE HIPAA BARRSRERNNZE. HE , T A
LBERAFE HHS ES AL XA R MBEER,



http://www.hhs.gov/ocr/privacy/
https://aws.amazon.com/compliance/fedramp/
https://aws.amazon.com/compliance/iso-27001-faqs/
https://aws.amazon.com/compliance/fedramp/
https://aws.amazon.com/compliance/soc-faqs/
https://aws.amazon.com/compliance/fedramp/
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
http://www.hhs.gov/ocr/privacy/hipaa/administrative/breachnotificationrule/brguidance.html
http://www.hhs.gov/ocr/privacy/hipaa/administrative/breachnotificationrule/brguidance.html
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HIPAA Z2 RN BENE@T (“ERih” ) MFE#E (B85 ) B PH ZTHNEN AT FUAZAATE, R
EXRZ HIPAA RE R KEAE |, B AWS EXFFREFEIESLVHRSEK (HHS) MESHH :
(EAZRFNBEEELEER, TERRBLERRERTNNARRNER) (‘FEE")  NF
EENFSHIPAAR B IRSS P EARFSHIPAAR BV RS R EY PHI #HATIE . FHHRAMY , K
NEWRLSERM , F AT HHS BEMEEMR ( HAXMY ) LRM.

AWS R T —BENGERMERS , £ PH WEHAEENNEESZ TEENFIT , @ AWS Key
Management Service (AWS KMS), £5F HIPAA EMERNE L EZIAHE PHI WMBERAFEER
R RSEM,

EWHENMEEMZN , 2R AR ENRARFE HIPAA RENRSFIEENMZEIIEE |, b UES
SEHHS 58S — B HEMAXNFEMBER, UTETRMTEXESTAS HIPAA FHHWRS HE
ATAMZIhseMEMERXST PHI #4T % , AR MEER AWS KMS 1nZ A F&E AWS Einz PHI
WEANSRAT,

ES ]

* Amazon API| Gateway

* Amazon AppFlow

o M 5i# AppStream 2.0

* Amazon Athena

* Amazon Aurora

» Amazon Aurora PostgreSQL

* Amazon CloudFront

* Amazon CloudWatch
« 5 CloudWatch JEZh

« Amazon CloudWatch B#&

* Amazon Comprehend

* Amazon Comprehend Medical

* Amazon Connect

« Amazon DocumentDB ( 5 MongoDB #%& )

* Amazon DynamoDB



https://www.hhs.gov/hipaa/for-professionals/breach-notification/guidance/index.html
https://www.hhs.gov/hipaa/for-professionals/breach-notification/guidance/index.html
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Amazon Elastic Block Store

Amazon Elastic Compute Cloud

Amazon Elastic Container Registry

Amazon Elastic Container Service

Amazon Elastic File System (Amazon EFS)

Amazon Elastic Kubernetes Service(Amazon EKS)

ElastiCache i&f F Redis #¥J Amazon
I &% OpenSearch BRSS
Amazon EMR

Amazon EventBridge

Amazon Forecast
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Amazon HealthLake

Amazon Inspector
&R F Apache Flink B9 S EE RS
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Amazon Quantum Ledger Database (Amazon QLDB)

Amazon QuickSight
Amazon RDS for MariaDB
Amazon RDS for MySQL




Amazon Web Services E#J HIPAA Z& MM EM LN

AWS HEH

Amazon RDS for Oracle
Amazon RDS for PostgreSQL
Amazon RDS for SQL Server
Amazon Redshift

Amazon Rekognition

Amazon Route 53

Simple Storage Service (Amazon S3) Glacier

Amazon S3 Transfer Acceleration

Amazon SageMaker

Amazon Simple Notification Service (Amazon SNS)

Amazon Simple Email Service ( Amazon SES )

Amazon Simple Queue Service(Amazon SQS)

Amazon Simple Storage Service (Amazon S3)

Amazon Simple Workflow Service

Amazon Textract

Amazon Transcribe

Amazon Translate

Amazon Virtual Private Cloud

Amazon WorkDocs

Amazon WorkSpaces
AWS App Mesh

AWS N AEFIEBRS
AWS Auto Scaling
AWS Backup

AWS Batch

AWS Certificate Manager
AWS Cloud Map

AWS CloudFormation
AWS CloudHSM

AWS CloudTrail
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AWS CodeBuild
AWS CodeDeploy
AWS CodeCommit
AWS CodePipeline

AWS Config
AWS Data Exchange

AWS Database Migration Service
AWS DataSync

AWS Directory Service
AWS Elastic Beanstalk
AWS 58t IR E
AWS Fargate

AWS Firewall Manager
AWS Global Accelerator
AWS Glue

AWS Glue DataBrew

AWS loT #%/0:# AWS loT Device Management

AWS loT Greengrass

AWS Lambda

AWS Managed Services

AWS OpsWorks & T E I 8311t
AWS OpsWorks i& B F AR{E 1l
AWS OpsWorks %
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AWS Secrets Manager
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AWS Serverless Application Repository
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» AWS Shield

* AWS Snowball Edge

+ AWS Snowball Edge i1 %

* AWS Step Functions

* AWS Storage Gateway

 AWS Systems Manager

* AWS Transfer for SFTP

« AWS WAF — Web R AR B X%
+ AWS X-Ray

» Elastic Load Balancing

* FreeRTOS

« AWS KMS B TX¢ PHI #1T %

* VM Import/Export

Amazon API Gateway

E P A LAEA Amazon APl Gateway R EFZ R ZRFWBREFE S (PHI). R Amazon API
Gateway B3I £/ HTTPS Kin T RHFTHDMNE , EEF A NEREEFIHEMZEERAR. AP
Gateway B NFZEFMEFEFHE , TOFEBAME., EFRATLUSEA AWS XHRAK 4 BY
AP| Gateway #H 1T, BXEZER , BZHATIAA :

» Amazon API Gateway EWL[E)#& : Z2 BN
« 7£ AP| Gateway F#ZHI FEEX REST API By i AR

ER A EEMEREE API Gateway RS &R , AR Y SR PHI Y , RENEEXMAS (EE)
M BAA —H. BXFF API Gateway 5EFHBRFEXNEER , IHZSHTE API Gate way Fi%E REST
APl 137&,

E AT LAEA AWS CloudTrail #1 Amazon CloudWatch B A HEAEERMW BEIZRK. BERE
X API Gateway & EREM PHI ( Hlankrk, MutFER/MIFF ) REREE N SER—BNH
& HIPAA BEMIRSHIR, BXRMEH APl Gateway #HTARICEKNEZER | HSENMAE A
CloudWatch BELAXI E Y AP Gateway REST API 5} WebSocket AP| # 1T 8 fEHERR 2

Amazon AP| Gateway 7


https://aws.amazon.com/api-gateway/faqs/#security
https://docs.aws.amazon.com/apigateway/latest/developerguide/apigateway-control-access-to-api.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/how-to-method-settings.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/how-to-method-settings.html
https://aws.amazon.com/premiumsupport/knowledge-center/api-gateway-cloudwatch-logs/
https://aws.amazon.com/premiumsupport/knowledge-center/api-gateway-cloudwatch-logs/
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Amazon AppFlow

5 AppFlow 2—IIEERXEENERRS , ©EERFEEB £ WSalesforce, Marketo, Slack#lz
KW SaaSHN AREFE5AWS oftware-as-a fRS5 ( BlEIAmazon S3 ServiceNow FlAmazon Redshift ) Z
B R A RMBIE. AppFlow AIREFERNMBETHER — RiTX, WAL SSHHIREE
1T BFETUEEENFENEIE 2 RNBIEZIRINGE , LERENRERT —E5HIFZE ready-
to-use HE , MEAFMITHMIPER,

Amazon AppFlow AT A FAEBFEHIE PHI HEIE. BRINBERT , A TLS 1.2 ESMRAR
AppFlow 5B E MR/ B Bith 2 B &M BTBEH TR, BSTFHEE SIHPNWRECAEFEEN AWS
KMS 48 ( ABI#N CMK ) Bz . XN T&HEI3E S3 BFRM PHI BdE , B L 4RATE B Ryt
HBSEEFEEZSER, AppFlow BESEK AWS CloudTrail 3ki2%k API @A , Amazon A LA
K HRERITEMHS EventBridge , NTIEI M AREFKIE,

NI 5% AppStream 2.0

Amazon AppStream 2.0 E— M EERENNARFREAES. EFAEECHRE  STUFEH
BEERNAREESLERN Windows BARERF. EFRFTUBEEXHREEKAFM. FH Amazon
S3 H SSL i KX X HMXHR#TEMPINE. €A Amazon S3 FEE R IR 40 3T 34 A Skt
TBANR, BXEZELR , BB NEN AppStream 2.0 A E AMEE K A FZ M MR FFRBME
RAE=ATFHBRAR , MMENERTHERZBALTENEESIERM —H. 5 Amazon AppStream 2.0
WATE L AP BEHEMEA TLS #HTME, BXEZEE , S Amazon AppStream 2.0 3T,

Amazon AppStream 2.0 5—IRSE ER AWS CloudTrail , ZRE AIEZRFH AWS Ik~ id FHAT
Si#h AppStream 2.0 SR TREHITH API BA , A AEXHERHEIEEN Amazon S3 F# .
CloudTrail #3RMIL S # AppStream 2.0 2 HI AR L # 2.0 APl &K API . AppStream

E P& LAEA Amazon CloudWatch iB X B REAEER. BXESEER , B FHKEE Amazon
AppStream 2.0 &R F{E 125 AppStream 2.0 API i@ AWS CloudTrail,

Amazon Athena

Amazon Athena 2 —fI R EXEWRS , iLZRseB RAEAFRAE SQL E#E 2 Amazon Simple
Storage Service ( Amazon S3 ) HHEIE, Athena HBEIEF 2 #ZfE7E Amazon S3 REYIELEFIL.
M MERLEIE, RFEIEHE CSV, JSON HIRXBIFEE , &0 Apache Parquet 1 Apache
ORC. & AL Athena JBId ANSI SQL Z1TEIEEW , MEFFEFER SN EF Athena #F,

Amazon Athena MERT A FAEBEE PHI BIEIE. BRIAMBERT , 8 SSL/TLS X7E Amazon Athena
M S3 2 HERMABIBHITIND, £ S3 LA FTE#HIDRASH |, MNIEHR S3 2o HIREMIES X PHI #1T
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https://docs.aws.amazon.com/appstream2/latest/developerguide/persistent-storage.html
https://docs.aws.amazon.com/appstream2/index.html
https://docs.aws.amazon.com/appstream2/latest/developerguide/monitoring.html
https://docs.aws.amazon.com/appstream2/latest/developerguide/monitoring.html
https://docs.aws.amazon.com/appstream2/latest/developerguide/logging-using-cloudtrail.html
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n®, RMERAMER Amazon S3 FEE%4A (SSE-S3). E 4 (SSE-KMS) HWIRFFimMBRFEAITE
FEAME P iR NZE (CSE-KMS) AWS KMS3 /S AXI 5k B Amazon Athena FIAENERNLER ( BFEY
FER ) BWME, AWS KMSIE S # Athena AWS CloudTrail fEAi2%FrE API #H,

Amazon Aurora

Amazon Aurora A FEFERMMNEENZANEFESH Aurora BB E S FIRBHE TN AWS
KMS. £ Amazon Aurora INZETHHBESG L  B#AGHEREEEPHBBELEMNE |, B
FEH, RFREIARMREBHEI L,

HTiEEUELEH , EF MM FEE Amazon Aurora INZRE R EHEHNMNEEER,
BXEH Amazon Aurora HITERSINEZENESZER |, TSR ER N2 R BIE,

51Z17 Aurora MySQL FWBIEEEFHNEZXNERAEZRNE , FARELEEFTE (SSL) S2HER
4 (TLS). H%3H SSLITLS WESEL |, 557 Aurora MySQL BuiEEE B E A SSL/TLS.

Amazon Aurora PostgreSQL

Amazon Aurora S ¥FE P fE R b1 E R B AX B SH Aurora BUIRFESEMIRREITINE AWS
KMS, #£M Amazon Aurora B SITHREESRS L , #5FREREFETPHNBEL2HNE |, B
FEH. RBREAMRBHER UL,

HFEETRASEH , RtEF NEEITEFEE Amazon Aurora MERBRZHEMNLEER,
BREEMA Amazon Aurora BITBRSNEZENESEE | BTSSR EA MBE R HIE,

53217 Aurora PostgreSQL HEIEFEEHNEEATNFEREMNE , FRLZ2EEFTE (SSL) SifEHm
BZ% (TLS), BXXU SSLITLS WESZEE , BHSHMER SSL &% Aurora PostgreSQL ##z.

Amazon CloudFront

Amazon CloudFront E—M£ KA B D XKML (CDN) BRS , ITNEEZEFRL, AP, MR ASHE A
MERF=WR T, ©E5HM Amazon Web Services “RER , I FEAZ MU EET —FEEH
AR, IUMEQRLAFRHENE K MESREFEAERE. NAREEAHIERPXS PHI #HITHINE
CloudFront , &/ % ELE CloudFront £ end-to-end MRS E|EEIFH HTTPS,

XBFEEEFHE CloudFront ZEHRE. kB BENXKIRMN CloudFront E#T CloudFront 2Bt LA & A
Amazon S3 R#HTH K. BFENMBREFRIEXNHEBHTME , LBEKIEE CloudFrontE FHRIF
BAMBRS. MR Amazon S3ERKIR , MEF AR S3 RS[WMBINEE. WREFMN
BESMCRIFE#HTY & , W AZEFREREX HIFEHIT N,
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https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/Encryption.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/AuroraMySQL.Security.html#AuroraMySQL.Security.SSL
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/Encryption.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/AuroraPostgreSQL.Security.html
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Lambda@Edge

Lambda @Edge & —TItERS , A FE AWS B4 ¥ S 1T Lambda ¥, Lambda @Edge ™ F
FHENBIEENRNA. CloudFrontff Lambda @Edge & PHI BE& AR , B MBREFERE
®. CloudFrontiA3 & Lambda @Edge BOE EERRIEA HTTPS = SSL/TLS #17 i,

Amazon CloudWatch

Amazon CloudWatch 2 —Ii¥51E AWS =R RMEFE AWS LETHNAEFNERES. B ATE
F3 Amazon CloudWatch WWEFRERIEIR, WEMNKEAEXHURIEEER, LS# CloudWatch 74
BHTER, FEESEH PHI, B TSUEA Y% CloudWatch APl A AWS CloudTrail, BXE%
E8 , HFZFEEAIZS Amazon CloudWatch APl ¥ AWS CloudTrail,

EXBEERNEZFMESR , 535 Amazon CloudWatch BEZB2 -

I 3% CloudWatch &8

Amazon CloudWatch Ev near-real-time ents 12t 7 —RFER T AWS BRIV RGEEH., BF
MR PHI A& A CloudWatch E# , HEEM A B FM,. LESH/EH PHI CloudWatch BIE 4
AWS BRI IZBIEmHFETERE.

Z P A LA Amazon E CloudWatch vents Bt & M8 AWS API @A CloudTraile,. BXEZEER
BFSRERAEE AWS API F AR A CloudWatch I 4E# | AWS CloudTrail,

Amazon CloudWatch H &

Z A LUER Amazon Lo CloudWatch gs M43, 1M ik BT D #hs% 4 it B = (Amazon EC2) 3%
% AWS CloudTrail, I D# Route 53 %uﬁﬂﬂ;f%ﬁao AEX . RE , AT Logs i BRI
CloudWatch A&E%IE, AEKBEEEATEPNSE DRSRBLXINR, Wit , TEEHNBEMH
PR %% % H H 451X F| CloudWatch B E/ PHI,

Amazon Comprehend

Amazon Comprehend £/ B RE S ERIENAE X XN AN AAE, Amazon Comprehend B B4k
B UTF-8 XM EMXAX S, C©aUEIRBI PR, XBEE. B, BENHEMERLT
RERN#E. Amazon Comprehend A1 i T EEE PHI B9¥#E. Amazon Comprehend TR EBHEF
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/logging_cw_api_calls.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/events/Create-CloudWatch-Events-CloudTrail-Rule.html
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AR |, X API (W B ASEMER SSL/TLS 1%, Amazon Comp CloudTrail rehend A F i &P
£ API #R,

AWS ldentity and Access Management

4 [A Amazon Comprehend FEEZR£1FRIZIEE , FlINH A IIEMITN |, XLEThEERT LB (IAM) 3
#TAWS Identity and Access Management#2 &l , F B A AERIEHKILR IAMe EXEZEER | BES
% I # Comprehend FF3ER) A #Y Amazon Comprehend & 953U #i4 [B] 2§l

K EE

RINERT |, IAM B P TR ZH &K Amazon Comprehend &R , B AEHA Amazon
Comprehend APl 0 TEF. I TATAFCIESBR R RHANTES , ERERERA IAM K& @
BAFRFRAFEEFANBSERIR (520 Amazon Comprehend 1 API #1E ) BIRR , AR
MEEERENRNAFREA,

f&Bh Amazon Comprehend , AWS Identity and Access Management & A BAER (IAM) €122 E 45K
RS A 7 , LUS A Amazon Comprehend X PR, E , B LLERCIZEM MBI ACGHEE K
B, R, BAUNZACTNEER , FHESBRFEALE UHNET AR 17 B R M &SRR
¥ Amazon Comprehend BI2# API,

5 43 W15 R X BR

f&Bh Amazon Comprehend , B/ LERAFBREFEH AL AWS FHRIENERFERAZSESHRIEH
T BRI,

£/ AWS EREFIE | IAM EEA AU GIRESEERE  ZRBELKRAFEEECHIERHM
MFA iR & PR BRI AT AR, JSON KEEER AT IAM 25 &8 “BH RS K" WE LK

E,

HE , BALFNAE IAM EENHERBNE=S MFATIEE, BXEZEER , BSH IAM SR,

EE

BATE IR Amazon Comprehend IEFE T H AWK , EiZKKF , KPEEITUME IAM 514
(AP, B#4ANA® ) HINNERER , MTRZRFIF Amazon Comprehend BRI ITIREM R

Amazon Comprehend #J AP I#1E5IRAI7E APl ZEZEMHPKRE, BENEZERBRBEAFIACHRE
BEMETASNELAER , MR FNRENLH IAM KEE, ZFF 1AM KB AP REHN TG R
R BXEZER , BZHAAREBEREPHNFEAIT Z# Comp renend AP,
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https://aws.amazon.com/iam
https://docs.aws.amazon.com/comprehend/latest/dg/what-is.html
https://docs.aws.amazon.com/comprehend/latest/dg/auth-and-access-control.html
https://docs.aws.amazon.com/comprehend/latest/dg/what-is.html
https://aws.amazon.com/iam/partners
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_Operations.html
https://docs.aws.amazon.com/comprehend/latest/dg/using-the-api.html
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NEEBRIE

Amazon Comprehend 5/ IAM AEHNEKE & RIERS. X# , Amazon Comprehend &/ A F
ROUUBIHEEER AWS BEENAGHTERARIE, AWS FRARKBHAARE=HNEEHRITH
B AFEEDEAR,

AWS X Kerberos #l Active Directory I X #F IR TN BEFERAF#HITEQIEFZNES FHRIUIAN T
. AWS AP A LLERTE Microsoft Active Directory A AWS Directory Service 5% F A& #th Active
Directory R EEFZ % AP &,

RE I AT BRI

AWS ER IR H ERBELEENZ M APN SEN R MH411E AWS = H Amazon
Comprehend i AMEANABTEAR. BAFFEA IAM KBS Amazon Comprehend KY Zi#E 5
A F0% B R

BREETF N ZER

= AWS HEEFERTIL D% Comprehend FRIBIERY . MAKEFMR AWS |, ATRIFIELT
iR AWS ZHY £ KREMEN, EAREFNEEELEM IR LHABTNERE, AR SEEEHD
AWS RSN EZEBEEMERES . AXAHRERANESER  FSREERLEILRE,

{Amazon Comprehend FF &% &358) FH “Amazon Comprehend I IERI” oM T ERP
BENNERNVET , fSINER TLS #iTEAURERFBBREERAREREHEXFETF,

K IN%; data-at-rest

Amazon Comprehend 5 AWS Key Management Service (AWS KMS) BE& R , N BN EIERH
WeE IR, T EEF#RS (Amazon S3) ER AT BECERNASH, TTEEFEEN
Amazon Comprehend E55 BT X i A B ITINE . AWS KMS BEE&ERK , B UNEF#ESHRY
BB FEIE ElL , HERLESHWBAXNEZ LR EHERH#ITMNE, AWS KMS

Amazon Comprehend R FHIRIEMCER , REHALABER , FATHKN S3MEBEMRARMAFEA
X149 Amazon S3 TN,

FRBECH AWS B4 A Z4A% Amazon Comprehend E#IER# TN, AWS KMS XF AWS
CLI , Amazon Comprehend AJ LA AWS KMS B2 W ZARIRHEANEFFFEER (CMK) NBEENX
BERBITINE,

MREFERAFEREME AWS EEZH A |, WA BUERAT —FHAMALES X
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq
https://docs.aws.amazon.com/comprehend/latest/dg/what-is.html
https://docs.aws.amazon.com/comprehend/latest/dg/comp-data-protection.html
https://aws.amazon.com/kms
https://aws.amazon.com/s3
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« BME-H4R Comprehend AR EBS B LM BIEHEIIG/HEHRLIME ( BIRE IS/ HEEFR
o, Rt BANREELFITHFEX ) o

- MEERNE-ATEARTFRHENEAXN comprehend FREERFFRBPHHEITMNE. AWS
KMS

BXmMEZRE (HlUtENE ) WEZFEE , S H Amazon Comprehend FEIAWS KMS 0%,

MTABBER

&I LAE A Amazon Comprehend &1 B APl SREME XX AKX PN PMAESHEE (Pll), BXE
MAFRIE Pl EELUARIBERN Pl 2 ESHEZELR |, 1SR Amazon Comp rehend FF & &5/
FRNMNASHBEERSD,

TR R B

MRERFEA Amazon S3 FHik#E AWS KMS B B2 W E4AH Amazon Comprehend &/ , Il AWS
KMS N ZEBIRFEMINHELQLERMEZAHEXHEMBNEFER, B Amazon S3 B AWS KMS
oSBT ABERTR/A I,

45 3 ER AR

ER —TEE RS , Amazon Comprehend EBFAWS 24, B AAMH FIESLE,

BXREENRNEZZERTFER , 5250 (LS# Comprehend FF £ EIEF) FH Amazon
Comprehend ARV EMIZEHEZ £,

ERATLBELMER (L S% VPC ) RIF4EL

Amazon Comprehend {f f % fh 2 £ & i R A R SR BIETE Amazon Comprehend £ F BB F & £ 3K
MPELRBINLE, BR , FEAH[LE Interne AWS t IFRIER , flINA FEEEENERT
## Amazon S3 1ZiER,

BRI ENERRB[MBEENFR , RMNBUVENEZE-—NMNEMFE = VPC |, HEEZ VPC LUE

TEBSEBRMETHR, BXENEE VPC WER , 21 (Amazon VPC BFEERM) F1

Amazon VPC Al'l, £/ VPC BB FRIFEHEIE ljl""—IJJ\EE% VPC UEEFEEEIEERMN,

£ VPC , A LAEN VPC M AERGEZ#H HIELBRBNAEMERE, BXEZER , BSH
{Amazon VPC FIF{EmM) ## VPC it HE,

M 4% 55 ER AR L 13


https://docs.aws.amazon.com/comprehend/latest/dg/kms-in-comprehend.html
https://docs.aws.amazon.com/comprehend/latest/dg/pii.html
https://aws.amazon.com/architecture/security-identity-compliance/
https://docs.aws.amazon.com/comprehend/latest/dg/comp-infrastructure-security.html
https://docs.aws.amazon.com/comprehend/latest/dg/what-is.html
https://docs.aws.amazon.com/comprehend/latest/dg/comp-infrastructure-security.html
https://docs.aws.amazon.com/vpc/latest/userguide/what-is-amazon-vpc.html
https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs.html
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tIEAELE  KBEIEEFMNRLEREE VPCBRE, HBEEFNMEZL4AR , Amazon
Comprehend R EIEEH A —NFHANELLEXRBKNBEMERER (ENI)o ENI BPRHERYFILL A 2R E
3 VPC HIVAIR. BX ENIWES , F5H (Amazon VPC AIFIEE) FRVEMEMEED,

® Note

TR, ARERARMUANNER VPCERETN , HPXHERERH 21T, Hx VPC HE
BHNESER , 558 (ERAT Linux X618 Amazon EC2 A iER) T AL,

BT LAUEE BN VPC LT =7 VPC A Amazon Comprehend Z BIEMN A EIEE, BEXEZE
B, i#5Z# Amazon Comprehend #1#Z 0 VPC 4T & ()o AWS PrivateLink

EH MR EERL

RIFFE AWS HiEERE | Amazon Comprehend AWS FRER AL A BR&ER{LE AWS 1E 8 — T2 4#
M AR S BT,

ZHM/

NTEENEWEMNRS: , RNBUESNEUATZSHF RSB

- REALTRIER B FEpFiy  REFESCERNAFBRES, REFLIENNAEFRIERE
HESNER IdP B4t TR IFUFRARY B FERMF b It M BIE S50, AR REXENRNESHAGR , 1
SREMERRNEE.

« WRREFNAFEEXHEMEERTALHALEMN. EBAMTNEBEIUXLEEMS, I, @M
RAEFEFRRETNE N R R E R,

- ENLBIAP ERARBFEFmZEIMFER 1.1 B , S RERNNEBRE/ R, SEIHEB IdP
% B 2B B Amazon Cognito 1% Cookie WA , BJLAiFRIEEAER 1dP B EFE R A
BF.

- ERABRFPRESHES EENEREEN , BREIA, , S FEEXATRRXAFGRESHY
StF, BEHN , MREANE IdP #ITHRE AR , FREBEFEHREEFEEER  FELEBR
R P A R AR

B IS AR S5 IR B E

TARZNEFEHER—NSHELRERE , BTEITRERNSME T IR BN E S SHE TR
. = AWS | BRSEGARSSBRBINEIFRE. — MRS (FARS ) BAS —TURS (#
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-eni.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/dedicated-instance.html
https://docs.aws.amazon.com/comprehend/latest/dg/vpc-interface-endpoints.html
https://aws.amazon.com/compliance/shared-responsibility-model/
https://docs.aws.amazon.com/cognito/latest/developerguide/user-pool-settings-attributes.html%23user-pool-settings-attribute-%2520%2520%2520%2520%2520%2520%2520%2520%2520%2520%2520%2520%2520%2520%2520%2520%2520%2520%2520%2520%20permissions-and-scopes.html
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RWARS)E , TS RXEBRSEL, TURNAARSUAEAENENS - NEFHNRRIETR
£, BNZRSFTNEHRNR, I THLEXMER , BIMNAWS 2T & TE  XETER LB
BRPFMERSHEE , XERSERACHEBTIRNEKFSPRRENVIFRNERE, EXELER , BEH
R % 4 B BAT R Z B REEE , B2 Amazon Comprehend 7 & & Y iR 55 R AL BI F 7
Bfo

Amazon Comprehend Medical

xS , %R L —Amazon Comprehend¥i,

Amazon Connect

Amazon Connect 2 —ME T =N EBXBKEHRORS , TXIMEMAAENDS, M EAMBRNER
B3, HFTRBTE Amazon Connect FEEEBRAF, Z2RARMNBKRAREMENEMAFERIEEM
PHI,

Amazon Connect & 422 Amazon Connect W —TiZhgE , EABKEZH LR ERHETESLZ—HEF
BRUE , HhIEs&HES  NMRERMEEMMECBEF RS . Customer Profiles E1EBahf#k B
ZENNARFHNEFEEESE —IME—NEFARY , EXFHEREHFRE AR EEREM
SLER. ERMBRER PH BEGEEINREH . SHANKWABTLEMBNMRE , BFHARR
T =,

Amazon DocumentDB ( & MongoDB #%& )

Amazon DocumentDB ( #% MongoDB ) ( Amazon DocumentDB ) @33 S 8% 6 22 HA 8] {2t B2 25 hn
®, ATFEFER AWS REFEE AWS KMSHZAXNBIEFEHTNE, EEAMZENER TETH
BEEXH L, BIEHENBEFRBAOEBPEAARERWERETNE , B&H. RIEFREIFMNR
B2k, ATERURESEH , HEF NS ITEHMFEE Amazon DocumentDB INZE 2 & #H 2
HEMMEEER, BXEMH Amazon DocumentDB #{TE#SINBNEZEL | B MEBET D2
EBIEENBRSHIE.

58%E PHI B 5% DocumentDB KYEZLAFEAZEZ MEZEER (HTTPS) MART R, BIANER
T, #8128 Amazon DocumentDB EENEZFRELZBERZ S (TLS) NELEE, BXEZER,
BSEMBREHPHEIE, 5% DocumentDB AWS CloudTrail B Fid%kmE API BH. BXEZS
£8 , 1§28 Amazon DocumentDB /) B &M K2,

SFHELEEEIHAE | Amazon DocumentDB 5 Amazon RDS HE/MREHRRK, L IE
DocumentDB #2#l&. AWS CLI F API ARIERZ X 5% RDS API iR .

Amazon Comprehend Medical 15


https://docs.aws.amazon.com/comprehend/latest/dg/cross-service-confused-deputy-prevention.html
https://docs.aws.amazon.com/comprehend/latest/dg/cross-service-confused-deputy-prevention.html
https://docs.aws.amazon.com/documentdb/latest/developerguide/encryption-at-rest.html
https://docs.aws.amazon.com/documentdb/latest/developerguide/encryption-at-rest.html
https://docs.aws.amazon.com/documentdb/latest/developerguide/security.encryption.ssl.html
https://docs.aws.amazon.com/documentdb/latest/developerguide/logging-and-monitoring.html
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Amazon DynamoDB

58% PH WL 5% DynamoDB WIEE LM REZ MZEHE (HTTPS) WART 8. BXXEL
TENHER , FSHE AWS RELiET a8,

I 53 DynamoDB #2fit DynamoDB % , AT EFFEAEFEENBRAXNBIEEHTME. AWS
KMSTEfEH Amazon DynamoDB MZZETHHIEESS L , BSEEEREFE PHHENIZRRBAE
EHRARNERNERRTNE , Ba1g40. RREERNREBHLI Mt

MTEERESER , ALEFS NS T EFFEE Amazon DynamoDB MMZER B FEHEAHMMUEE
Ko BXxEH Amazon DynamoDB #{TEAMZNEZELR , 55 % DynamoDB BN,

Amazon Elastic Block Store

Amazon EBS #SMEERARPAMNERNIEE —H. B TEREURESEH , BtbE - R4ET
fEF¥EE Amazon EBS B EBHEHEESHMMUEEER, /A Amazon EBS 1% , RAE/ EBS &
ER—PME—NBNBEZR. B AR EMEREER AWS Key Management Service B> KMS 2
ARMBEBNEZHH. BEXEZEL , HSH Amazon EBS %,

Amazon Elastic Compute Cloud

Amazon EC2 2—WAY B, AFPARENITERS , XS NEBRSKBENF L, i, HE
Amazon EC2 KB EENRARFIBEEFLAPLEN , B ATEQEREXN PH TR ARER
RERENE, HEBEEANARFER (HlJavasi.NET ) REFREENHBIERITNE ; FEH
Microsoft SQLZ OracleF FEAIEMZETHRE | REFHME=SMETHH4EIRS (SaaS) HERA
RERBHEHNAREF,

FF AT LUE R HIE Amazon EC2 HIZTTHINAREFS AWS KMS BEF R TEEEK , MNTELE
AEBRNMEFEIRE. ERETUERAAWS Marketplace EERFHRANE = H AR XA RSN
ZTE (fl dm-crypt. LUKS F ) , ERAXHRIEE N (FDE) X #HSHBHITINE.

BE PHI R ERELT R R PBIERHTNE. N THABRERE (FINERNIESR ITHE) 5
Amazon EC2 2 HHRE , B NEAT B ERNEZRMBNSG , flinEHmERE (TLS) 5 IPsec
EERAMLE (VPN) , X5 ($EF) —3 & Amazon Virtual Private Cloud (VPC) A&B , Xt F1&
Amazon EC2 Kl z BMEMEIE , XN EBE PHI WREREHTINE ; KSBNARFHZHF
TLS EMREEZHPMBNDN , AVFHEENEERERE . I TAXEHENBENNARERFMN
L, TRESRBIZEEA IPsec SELIRSZIE MFARRE K IA &R PHI H&iF,
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https://docs.aws.amazon.com/general/latest/gr/rande.html#ddb_region
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/EncryptionAtRest.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSEncryption.html
https://aws.amazon.com/partners/
http://www.hhs.gov/ocr/privacy/hipaa/administrative/breachnotificationrule/brguidance.html
http://www.hhs.gov/ocr/privacy/hipaa/administrative/breachnotificationrule/brguidance.html
http://www.hhs.gov/ocr/privacy/hipaa/administrative/breachnotificationrule/brguidance.html
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Amazon Elastic Container Registry

Amazon Elastic Container Registry (Amazon ECR) 51 5 #3# 4 A28 RS (Amazon ECS) &£/ , &
HEFRAEMR, STNEEEL D% ECS LETHNARFN ARG, BRFEEFSENPFEE
Amazon ECR TZ& & , Amazon ECS 51 H 5 T2 548 88 R A BR 1%

A3 E PH HASRBGEH Amazon ECR TERHRS R, REMGERMIEPHITME , £FH LR
AT A Amazon S3 R EBRiRINZE (SSE-S3) #ITME 7M.

Amazon Elastic Container Service

Amazon Elastic Container Service (Amazon ECS) R—MSE AT &, SHENSSREERS , ©X
¥ Docker B2 , AT EFEH Amazon EC2 SRAIHARMNIEEERE L RWNEITNAERF. Amazon
ECS FEFEELRR. BRENT EECHERFEEEM KK,

BYEEN APIEA , R UUBHAEIESE Docker WA ARRF , EWHERNTERS , Fi5R
FZHEMIhEE , fliZ 24, Elastic Load Balancing, EBS &l IAM &, & A LA#EA Amazon
ECS RIEHBERERMNITAMEREHEEFPRHBTR/NNE.

¥ ECS BEAE PH W IR —EBFEA , TFEF/NEE. ECS ZHMMBRS , AFiHAEEC2 £
BE (BBEMESIH ) WED , EFNEERFEN TEARPOREHRTRE , EFENEE
IHEE TEAE P HBRIEHRITIRIE, BIE HIPAA SEHA AWS Bl LM% , fEF ECS BHINA
ERIFRIET , PHI MTEA M AERASNHTNE, 840 AWS ZEI ( $lan S3. EBS Ml KMS ) #H&
ZHBSNBNE, BRENBR[ZBELEN PH RHITESNBETRSBEFDEBEZME (W
VNS3, Weave Net RELIFME ) , URBHITRWMBE, B2 , ERNEATENBRICE (fHlw, &
I CloudTrail ) , F# BB A 2ER6I BE& R E @ E CloudWatch,

{# /3 Firelens # f AWS or Fluent Bit & B 438 PHI W TERBLTEFHNEE , RIEEBEI S PHI, W
RAEITEPH, NRFEBEATHEMNE , FUFAFELEE AR, MK ZHR , FEHR
AEFRENFERLZETMERE/AEIR , XEABENHEIWE., FireLensBH |, BRIEEB A 7 #
ZMNE , BNAFER Fluent Bit BAXHEH, &5 , AEBIRSMXEEF encryption-in-transit ; AWS
for Fluent Bit FEYFIE AWS IRS H i il A &R IR A TLS MNER S H B

Amazon Elastic File System (Amazon EFS)

Amazon Elastic File System (Amazon EFS) {2{tf&j &, Ay B BEMX4EZH , AT AWS =fRSH
i FR, S THERA, FEEE , ATEFPRERZWNh O ENEEXHRSE. Amazon EFS EEE
THENARFHNER TREEEYT E , HESBBEE P RIABBR 4 838K ME D,
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ATHR PH EBRSHMENER , EFS LERZBRERTH, SIEHXHRER , EFS XIF&HASM
%, ERIEIRYP , NiEF BABRSEEMNE R, %FLHIETAERER AES-256 MR AWS
KMSHEZAXMEBTE EFS XHRE LWFTERERITMNE, B ILLUEREFHRERA EFS 2
BN EB#TNE , EEEMHITEAREENELENRHAEE,

FRIfF PHI REEMAXH AR RBHA IR —EB5 . Amazon EFS ZHRINEFH PHI i1 H
EFS BEMER NG REHNRPIzBNERERSE (TLS) 2, EFSRHTHRHBYBERF , ETEFEH
TLS EEBIXHRE, RIAMBERT , FEMA TLS , £/ EFS ERHEBYHEFEF XM RS XAE A
TLS, BARERGTTEIE “-otls” RIMLAF A TLS &, HE , BEFTEH EFS EEBPHEFNEFS
ALK ER EFS AN E NFS F A isE B H 81T TLS BRE# 1TER,

Amazon Elastic Kubernetes Service(Amazon EKS)

Amazon Elastic Kubernetes Service ( Amazon EKS ) 2 —MEERS , AliLEFEF~BAME AWS £
Z1T Kubernetes , ML E MR R4 B O K Kubernetes #24|FHE. Kubernetes 2 — MR FXMAE
BERARFNEE, THRNEEEI LA RRGE. BXxHMLZL25EENMER |, HSH A mazon
EKS EH HIPAA Z2 58 EHA KRB,

ElastiCache & F Redis By Amazon

Amazon ElastiCache for Redis  —15 Redis #FANWHNEFEHFELEWRS , THEREEEIEF. N
T 156 PHI , BF XABEEMAI1ESTH 244 HIPAA ElastiCache ERHH $T Redis 5 Z AR A< F1 2 &1
— ¥ "k A, Amazon ElastiCache for Redis X1FZ# U T 2R E M Redis 51ZRAH PHI :

o TREH  NEREHF—K (Fl, BERAEBELEME , M4, M5, R4, R5, T2, T3)
« ElastiCache i& T Redis 5|Zix2< : 3.2.6 M 4.0.10 RESRA

EXERYI—RTANESZER |, 55 Amazon ElastiCache Efft. BX%&1F5EA T Redis
ElastiCache WEIZHWEZE L , 52 R edis ElastiCache WL #2144 ?

BEFELIERNERNERINT ARENMBERSKE. BRAMMNENES A Redis i S &4
Wif, A , BEREXABRE ‘BUNABLAS (BWNAEFNELAY ) IXIz , £AK
i 2e RAREZEFREFTMAIIN Redis £F, BEXEZEE , BSRUTEHD .
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https://docs.aws.amazon.com/whitepapers/latest/architecting-hipaa-security-and-compliance-on-amazon-eks/architecting-hipaa-security-and-compliance-on-amazon-eks.html
https://docs.aws.amazon.com/whitepapers/latest/architecting-hipaa-security-and-compliance-on-amazon-eks/architecting-hipaa-security-and-compliance-on-amazon-eks.html
https://aws.amazon.com/elasticache/pricing/
https://docs.aws.amazon.com/AmazonElastiCache/latest/UserGuide/SelectEngine.Uses.html
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- SR
« RIFH ElastiCache RS E#

Yk

Amazon for Redis ElastiCache N EHEFRMUBIEME , UBBHRFBESHE. SEFEEFUENG
AEASEE | Amazon for Redis £ &L E Y EIE H B3 ElastiCache & 18 Redis, Wi EHEF
BEEABEG RN SR INZIRAE (AES) -512 WHBEAHRITINE . Redis RMBEIL S S3 EEMN
Nz 40 (SSE-S3) B IT®, BRARSERWMBEN S3 FHHEEABE4 RN SR INZIRAE (AES)
-256 NMEZANBIEFHTNE , ATBHHREEE®ERD.

BRI S3 HENMEZI (SSE-S3) WEZHMER , BoREATAE LD #H S3 HEMEZH
i AR 55 25 U N 25 SR AR 37 B8 (SSE-S3). EIZ1T 1N ElastiCache B9 Redis 8 ( 2T RHZTR )
B EEABENERBAAEBRANERNWIERHT NS, XOEEE EWBEN S3 F&mH
WEZINZM. HTIERURASENR , AEF NS TEMEEE Amazon ElastiCache for Redis %
EEREHAMNMBEER, HXMEH Amazon for Redis #1782 % ElastiCache WEZE R |, iF
25 Redis ElastiCache B &b 2+ A4 ?

& hn &

Amazon ElastiCache for Redis £/ TLS X& % P HIEFH TR, 58E PHI ElastiCache

# Redis BEZEXLMERERNE A THEERESER . EXEZER , S

% CreateReplicationGroup., BX/EAERMENEZEE. | ElastiCache 5[ Redis 1% i 1 1%
(TLS),

S IiE

‘@& PHI ElastiCache #J Amazon for Redis & ( £/ R ) XIIEM Redis FHRIETHTERE A
Redis i T B HKIE, HENEABRSNZENZAFPNZEN |, Redis AUTH AT, &ZF RN Redis
AUTH 2B E IMART , BELUTRS :

)|
- Hge

R ATHTENHY ASCII ZF4F
REDH 16 MEREKETET 128 A2
- FRASUTEATH 1. " R'@

[ ]
N
R
"/
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https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingServerSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingServerSideEncryption.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/UserGuide/at-rest-encryption.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_CreateReplicationGroup.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/red-ug/in-transit-encryption.html?
https://docs.aws.amazon.com/AmazonElastiCache/latest/red-ug/in-transit-encryption.html?
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L EEAMECE Redis EFIE (£/ZTR ) BNBERSHEAHRTRE , HEITUEURERHTER
TE#H. AWS i AWS Key Management Service (AWS KMS) I&Z It &, Bx Redis S KRIEH
E %58 , ElastiCache {25 Redis &% % (TL S).

BRI ElastiCache JRE E#

‘@& PHI 9 Amazon ElastiCache for Redis 8 ( /2T R ) XM ‘BB BEEILBE HXH 28
FRARHN 22 XRURSEFHITEH. ElastiCache ITFHIEN BBIRSZ AERE , B ATLUMER
ZUEERNRERNNNAEH. SMNRFEFHTE TEY N BURBHRE , HEGERATE
FA#Y Redis & #l4.,

RS EFINBERH “SLA Met” FEFRAEH BE ‘HERBBLAYN R ZANA. MREFIER
£ BYWNABILERE 2o ™ NEHMATERK Redis EF4 , N ElastiCache T & XEUYE A HE
RNAXEEH, ERUUEARSEFRTILIERAURBKET —BNERNEHFNHE Redis AR
BAER. BXRIAFEALLINENEZEE |, 55/ Amazon F ) B BIIRSS E# ElastiCache,

I &% OpenSearch AR5

Il 5# OpenSearch RS EFFREBETANITSBRELIES (IL5# VPC ) FETHEE
OpenSearch &4ty Elasticsearch OSS &8, 1 PHI F{£f OpenSearch fRF Y , EF NEA
OpenSearch 5 Elasticsearch 6.0 & ShA<, EFRMNHFERE Ama OpenSearch zon BRS 3T 55
e R PHI BTN, B ATBAER AWS KMS Z4ANE RN H OpenSearch ARSI H B2 S5
&, X{UEMA T Elasticsearch 5.1 S AS, OpenSearch BXxUAMEZEBRSHENEZERS | 18
2% Amazon S OpenSearch ervice FIEEASIIEMNE,

B OpenSearch fREIHEHBEB S VPC Hi=1T. B BiJ3 A node-to-node % , ZIhEeEA T I
B OpenSearch MRZASLA K Elasticsearch 6.0 E SR, WMREFFEIT HTTPS [@ OpenSearch RS
KIEEHE , W node-to-node MNEEEI THRAREKIFEEEANER S OpenSearch 7k ( MEF 2K ) &
RIEMBIRS ., MREHEBE S HTTP KINFEE , N OpenSearch RS AERERREFH S HH#1T
iz, Bt , FEa# AL S# OpenSearch RS EFFH PHI #RIEE HTTPS Kix. BXEZER
2 Amazon OpenSearch fRS5EY N ode-to-node 11%,

A BAE IR B OpenSearch RS ELE API 19 B AWS CloudTrail, BEXEZEER , BSHAFERAK
2=\ 5 # OpenSearch fgZs APl @ AWS CloudTrail,

Amazon EMR

Amazon EMR EZ K P2 FEE —4H Amazon EC2 324, B A Amazon EMR ## 1T 133
NEER , BSRMNEZ®I,

R FA ElastiCache IRE B #T 20


https://docs.aws.amazon.com/AmazonElastiCache/latest/red-ug/in-transit-encryption.html?
https://docs.aws.amazon.com/AmazonElastiCache/latest/red-ug/Self-Service-Updates.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/encryption-at-rest.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/ntn.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/managedomains-cloudtrailauditing.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/managedomains-cloudtrailauditing.html
https://docs.aws.amazon.com/ElasticMapReduce/latest/ReleaseGuide/emr-data-encryption-options.html
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Amazon EventBridge

Amazon EventBridge ( 8183 Amazon CloudWatch Events ) 2 —fERZEFEHE4% |, TJiLE0E
AT ROEHRINAREF. EventBridge K BEHIR ( HIH0 Zendesk, Datadog = Pagerduty )
FUSERT BRI | X L BERE B B kXM B #R.  AWS Lambda

ZRINER T , fEF AW EventBridge S I8/ CMK T8 256 &R INZHFRE (AES-256) X BriE# 1T
mnZ  XEBTRIF\PEFBEREREGENNHRE. BFNAREMAMREM, LEHELH PH WE
HH AWS BIEBIRBREZRHETRE.

Amazon EventBridge 245 AWS CloudTrail Amazon £5 , & A BAfE CloudTrail Z#H &8 “EH4HE
BR DEERFEH. BEXEZELE , BHSHFHEventBridge 5 &2 CloudTrailo

Amazon Forecast

Amazon Forecast @ —BIZE£ X EWRS , cFEAVSEIREHSELBAOTN, ETES
Amazon.com MR HLEFFE I MR, &5 Amazon Forecast W8 — X B3 &2 Z NHR

. Amazon Forecast L EBWEMAREELI T SR FRAEERRSERAZTABHAHIITNE , AEREF
FERZIRSH AWS X ITES IR,

Amazon Forec AWS CloudTrail ast 5—TRFEK , ZRFREMAA,, A AWS RFE Amazon
Forecast R EURVIREAIIEF, CloudTrail ¥ Amazon Forecast WFTE APl AAERNEHHIK.
FRE9 V8 B ¥E>R B Amazon Forecast 12 & & B8 A R Xt Amazon Forecast API #ERRBAH, MR
EFGIETRIE , WEFTUAYR CloudTrail EHFE&EME Amazon S3 F#4# , 818 Amazon
Forecast WEH., EXEZEE , ESHMEA LR Forecast APl 18 A AWS CloudTrail,

IAERT |, 423 CloudTrail BIHF# BN BEXHHL S REFEEIRMNZ , 4 Amazon S3 £EH
n# %40 (SSE-S3) #ITMHE., A TRMAEREENZ SR , BERUURAERTE AWS KMSHEE
#4H (SSE-KMS) WY RS e5im % R4 HE . CloudTrail /B AR 2R N F R SSE-KMS i
REEZENXHMAMBZBESH., HEXHAFER Simple Storage Service ( Amazon S3 ) £ & INZ % 4A

( SSE-S3) m#.

AWS Forecast M S3 ZEES ANS H#HKIE. M Amazon S3 ARG HEKER , B NERUEE
BB AXEE S3 FEE. BEXEZER , BESH Al

Amazon FSx

Amazon FSx 2—HT 2 EENRS , RHIEFEASMENIHRE, EHA T Windows File
Server By Amazon FSx Rt ETEM AT BH X476 , BN RS EE SR (SMB) M 171
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https://aws.amazon.com/about-aws/whats-new/2020/11/amazon-eventbridge-adds-server-side-encryption-sse-and-increases-default-quotas/
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-logging-monitoring.html#eventbridge-info-in-cloudtrail
https://docs.aws.amazon.com/forecast/latest/dg/logging-using-cloudtrail.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingServerSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingServerSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingKMSEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingKMSEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingServerSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingServerSideEncryption.html
https://docs.aws.amazon.com/forecast/latest/dg/getting-started.html
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B, Amazon FSx for Lustre AitE TEMFIRESHETRE , HAER LEIVONSHEXH RS
Lustre 12t %,

Amazon FSx X ERN XHRENE  EHEPOBIENZNESNE, EHATF Windows File
Server B Amazon FsX & xR i2xkAE API @A AWS CloudTrail.

EX#F SMB 1Y 3.0 LESRARITESEH| L |, AT Windows File Server B Amazon FSx X #x}
ERIPHBIEHRTNE  EXHFREPNZENL S EC2 24| £ |, WE# FSx for Lustre ZFXI &
FRBERTNE, RNE , B UUENHRIEFME Amazon FSx 2 BiXN H#HTNE , EEEEER
TMEIBRMZRASE,

5/ AES-256 MNBRE EMILER4A 0|2 Amazon FSx XHREE , 2831 B BAHE AWS KMSAZIE N
Z, BRENTHBBEEEANMEREZHBINE  AE2NANARF BB E, TREFMX
B X HEREHBPER PHI,

Amazon GuardDuty

Amazon GuardDuty & — TR ERMEN RS , THEEREERRERENNITH , SHEBEFARF
HAWS kP ITEAE, coa%ZBEMED , AINRE AP HAS TAERLBZNNIE | XEFEHEX
BNk 7 AT B 2 AR, Amazon GuardDuty 3& <48 7 85 & 2 A 2 B SE 61 B T & B9 0T o

Amazon GuardDuty F&E K Z M 2L TEIER : VPC R BE. AWS CloudTrail &4 BE# DNS H
Fo EEARMIBHRIER (HIEE IP MFEIR ) URHBFEI KRG AWS SMERE/N B AIRERE

BHEEES . ALk , Amazon GuardDuty FRIBEMER PHI , BEAXEHRBEFAE#HE LY EHN
EMETF AWS BEIER S,

Amazon HealthLake

Amazon HealthLake EEFREMEGRZTILNEFEBE M. KR, ERNIH PB ANEEHK
o ERTLAEMA Amazon HealthLake 1551, LEBFEFM PHI. ERIAVER T , Amazon £ HealthLake
NBEFHRBEEHEPIESHEE. ERSEENAHBESEARSHEN KMS ZHMTNE, RBIE
Fast Healthcare B2/ R IR (FHIR) 38 , MRZFFHIER FHIR IR , W RS HEHEREEX , THER
R, HYHBRSRELUETIRAEES, HEF A StartFHir ImportJob API B |, I 5% HealthLake f¥
BEIERGHIES HE MR Amazon S3 F# .

Amazon HealthLake Xt &3 BRI EBRASHIEHTINE ., EXEHTHNRIBHEHITNES | &AL
FH AWS £ H APl A HealthLake BN ME#H TiHR, BRHMMZEEAREZ M (TLS)
1.0 RESHA, RIMNERFEA TLS 1.2, BIUEA TLS 1.3, BEFmEMSMEZFEETLEAIRE

Amazon GuardDuty 22
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( PFS ) WZBEH , Hli Ephemeral Diffie-Hellman ( DHE ) 5% Elliptic Curve Ephemeral Diffie-
Hellman ( ECDHE ) » AZHIKRRSE (W Java7 RESMRA ) HZFXEERN, I, XAERH
B 240 ID FE IAM EEXERNBBRIHRIZHRNERFTER. RE , B TSUERH AWS Security
Token Service (AWS STS) £ IGIN ZLIUEBREFBEFER, I TMEHSHKE , BRMIABERT , Amazon
HealthLake £ A& FHER AWS KMS B4R RS AR AWS KMS Z4AX T F iz 176 o 9 Szt
INE. FERFSHBENTBESERRSHEEN AWS KMS BABTERSINE,

I O3 HealthLake 55 AWS CloudTrailo CloudTrail J¥Xf Amazon 88 APl i@ A HealthLake
EREHHEIR , 2FE5 AWS EBRHIAGSTED (CL) XEm#THWER , UREARHEFAEHR
(SDK) A REEAF R THIRA,

Amazon Inspector

Amazon Inspector 2 —I B3I Z2 TS , HAIRESHEE AWS LN ARFHNZ MR
EHMENEF, Amazon Inspector 2 BN ARFNRAUARREREXEROBER. HITIEEG
J& , Amazon Inspector 24— R EREHIIREINFHNLZLBPEL RN IFMIIR, FEFRAMUE
‘EE PHI By EC2 34l L3217 Amazon Inspector, Amazon Inspector 33833 M & 1& M FT B BB A K
BAFMMFTEENBIER TN,

BT Apache Flink 9 M EE RS

Amazon Apache Flink B RS ERFEBRERE SQL 1B , LUE PR ANIFLELIEER, LB

EEBIE. FEAXRHRENIAE SQL i , BEF AU B DB R IR H REXBIEN NN N AE
FF. EAT Apache Flink B3 & RS % 35FK B Kinesis Data Streams # Firehose X RB M AER 2
WRRARFHXER, NREKIEREME , MERT Apache Flink WIEERSEEHR —SEHB BRI L

R INZR AP EIE, EAT Apache Flink BV E RS T F# M Kinesis Data Streams $REUHY K N %

BiE. BXEZER , BoREENARERH A

&R T Apache Flink BW3EE RS SH & M AWS CloudTrail Amazon Logs £/ CloudWatch , AT &
ARFYE, EXEZER , F2REET EMERA Amazon CloudWatch HE,

Amazon Data Firehose

UEPFHEEMNERIEERE XX MAIIH Kinesis BIFFAT , Amazon Kinesis Data Streams &1FF
AWS KMS ZHAXHF#HTINE , AEENHE#EERDRES. H Firehose ZHHRM Kinesis Fi A %
EXZ#ERT |, Kinesis Data Streams 2 H A REHIE , ABFHE KX EF Firehose, Firehose BIEE 15
ENEARTNEHERHEANESD,

Amazon Inspector 23


https://docs.aws.amazon.com/kinesisanalytics/latest/dev/how-it-works-input.html
https://docs.aws.amazon.com/kinesisanalytics/latest/dev/monitoring-automated-manual.html
https://docs.aws.amazon.com/kinesisanalytics/latest/dev/cloudwatch-logs.html
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RE , CREERZIBENH K MAFEERNBHESEIE, BXMEMA Firehose #ITMFENEZE
B, B5 I 5REIE Firehose R BIE R

AWS EHEf T BMHE S AR ILSIE Amazon Data Firehose , ‘@35 §# CloudWatch 1§, T 5
CloudWatch B, Kinesis RELUKR AP| BEMFARIEK. BEXEZELR , HSRGET SHHE
Firehose,

Amazon Kinesis Streams

Amazon Kinesis Streams & PR WEBENXNARERF , XENARERER JUBRERSKRE RLE
ROMREIE. RSB[R MEZINBEATELANBSKIEBHTNE, SARS|[IRMEE |, Kinesis
Streams FE A4 AWS KMS NEIE#H TINZE , AEBUHEMEMAE L. BXEZER , F5H
Amazon Kinesis Data Streams ##E#R ¥ . 58E PHI B Amazon S3 HIEZXNERZEIZ ML R
(BN HTTPS ) AT K. BXXIFBLRT RMNYIE , BESH AWS RELHT Ko

Amazon Kinesis Video Streams

Amazon Kinesis Video Streams 2 —I £ EMN AWS RS , B/ AT ©RIGFEB MMM IZ
EZERAEEE AWS = , REWEA TR BRI BUM ST NARER. REH[HMEZER
Kinesis Video Streams H#) AWS KMS —IiZh&E , EEAEFFIEENZH ( LABIFHN CMK ) B3
REASHE. BIEEEB A Kinesis Video Streams HF#EZ SN E#HTNE , NEEFRERER
2R,

I 53 Kinesis Video Streams SDK Al F{& @5 PHI B R EARM A ETE. BRINERT , SDK E
A TLS N LETCHEHIRZERNMAMS RHFTMNE, SODK AEB U AZNBESEENEE, LIT#%
Kinesis Video Streams AWS CloudTrail fEAi2&FrE API A,

Amazon Lex

Amazon Lex 2 —31 AWS R , AFHERBEZINXXARANARFEENERE. &8 Amazon

Lex , AT &K B EB A LAE A X 3F Amazon Alexa BIX1iES| 2 , R B EFN AN EHNNAERF
HWESEZENBAREBESHRIEEA. Amazon Lex R BRIESER (NLU) M B3NEZIRE (ASR) BIIR
EaEMREY , Rt EFAATUBYEENNEENRITERERS| AN AF KR , HOEHN~HAE

o

Lex fEF HTTPS MY EEF UK E M AWS RE#HTEE. X Lex HIHRIA API IKzh , o] ARRHIAIT
EYM IAM FIERB, BXEZEER |, i5SH Amazon Lex R EIERF,

Amazon Kinesis Streams 24


https://docs.aws.amazon.com/firehose/latest/dev/encryption.html
https://docs.aws.amazon.com/firehose/latest/dev/monitoring.html
https://docs.aws.amazon.com/firehose/latest/dev/monitoring.html
https://docs.aws.amazon.com/streams/latest/dev/server-side-encryption.html
https://docs.aws.amazon.com/general/latest/gr/rande.html#ak_region
https://docs.aws.amazon.com/lex/latest/dg/data-protection.html
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WX T4 E Y Amazon Lex BI R8s AWV AT %, TRAMMMEIFEEEE, EEER Amazon
Lex HlBF AMZE TR , BEAIL S CloudWatch, f&BS CloudWatch , & o] BURELE K F 9 &4
Amazon Lex B2 E 2 ik Amazon Lex 2E M iEFr. BFFIE LR E CloudWatch iRk , MEE—1
ENMERBEEEFENHRERKEEAD, flin , ER USRS ERBERA DY A L HOERE
B, EENNBERNVER  ETHREIRENRKHER, Lex BEREIH AWS CloudTrail L1k
Lex API ., BXEZEE , H5/ Amazon Lex F RIS,

Amazon Managed Streaming for Apache Kafka (Amazon MSK)

Amazon MSK N EBSHIEME RPN HIEREMZRTIEE, N TESHIEMS , Amazon MSK EE £ A
Amazon EBS RFZ 2% MM AWS KMS ZARIMBREZ@ S, W TFEAPNEIE | Amazon MSK £&
EEN TLS BANE , ATFRERES.

REEHNSBEAMNZERBIRE, I, RIABRT , M TFES CLI 5 AWS B ACIRNES | &N
FINZIRERN TLS, B RFEEHRTHMEE S EER TLS MESEHEE. FERUUBETIEE TLS/
PlainText iR EXERXBRIAMBIRE, BEXEZEE , i5S R Amazon MSK 1%,

EFP A LAERA Amazon MSK ##|&., Amazon #HANEEFEHNME  EF - IJUERFRE
PR 75 R Prometheus BT AR 323k 518 JMX F1EH1HEFR. CloudWatch

% 7i8E Prometheus § tHesmi% it 89 T 25 Open Monitoring 3% , #l#0 : Datadog. Lenses, New
Relic, Sumologicsl Prometheus fR55 85, BRABRNLENEFMER , BSH Amazon MSK FF =
W53,

EXE , 5 Apache Kafka #I487E —#2#9 Apache Zookeeper FIBRIAMRA AR MR, ER |, BEEE
EM = , Apache Zookeeper Fl Apache Kafka KE Z B BEFENRTRE, TFEMI?XRESER. M
Amazon MSK B4 K MERABIENHE—F EZRBEH VPC P EFinE Amazon MSK &8 2 [E]#Y
FABERE, Amazon MSK FX#EF A HLFT o

Amazon MQ

Amazon MQ 2 —U& A F Apache ActiveMQ WIREEHERERS , Tt BREZPFRWNZENREE
BERE, Amazon MQ EEEFFEE. REIEFECHEERS , AFERANENARFAERS. B
TEAERRBEREDX PHI BIEHTME , NEALTEA TLS MGG R !

« AMQP

« MQTT
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https://docs.aws.amazon.com/lex/latest/dg/monitoring-aws-lex.html
https://docs.aws.amazon.com/msk/latest/developerguide/msk-encryption.html
https://prometheus.io/
https://docs.datadoghq.com/integrations/amazon_msk/
https://help.sumologic.com/03Send-Data/Collect-from-Other-Data-Sources/Amazon_MSK_Prometheus_metrics_collection
https://blog.newrelic.com/product-news/monitor-amazon-msk/
https://docs.lenses.io/install_setup/deployment-options/aws-deployment.html#msk-prometheus-metrics
https://help.sumologic.com/03Send-Data/Collect-from-Other-Data-Sources/Amazon_MSK_Prometheus_metrics_collection
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i# S3, ¥ DynamoDB, Amazon Logs CloudWatch ., Amazon EBS ) Z Bl MV EIE. ZRE T
ERAREEN T A3 MERE.

Amazon Pinpoint

Amazon Pinpoint AFF X ERMHEN API B, CLI XEFEMEFI% SDK X#F , Uy BNAEFSERAFH
BERE, FEXMNRESTHE . BFH4. EE. BIHEABEANMBENERE, Amazon Pinpoint i&
RET Mo RE , ATRENARFAFTAINAFRSEE, BEXURS , FRARANUT #E
MNAFREFNEH AR , HAUMUMCAFKRRURSAFFEE,

Amazon Neptune 26



Amazon Web Services LK HIPAA R MRS HELEN AWS HEH

Amazon Pinpoint X AT SAFE BN T A EfRRSTEEZREAS , fINEREESIRBELE., EEEEHE
HEURETEHNEEMEE, BIET Amazon Pinpoint ERMEAFERLAFSERE |, 7
RARAUBIBEREEFEMIN 360 EAFS5WE. Amazon Pinpoint F#AF, KisT M
E4RE  ALEFATUUEXE, mBHAREEENHERSEHE.

Amazon Pinpoint S &S FERPHBBEBHITNE. BEXEZELR , S H Amazon Pinpoint & IL[a] &
B, B Amazon Pinpoint 23 FIES#SMERPNRBEHTNE , ERARE (HNEEFHEF
HR4F ) ATRERNE , BRMAFEHERN S REBEEMRE,

o FEELEERELRE PH NEFNEMATANENRD (5, 6 BN REBRIESHH ) KAKA
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https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Overview.Encryption.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Appendix.Oracle.Options.AdvSecurity.html
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https://docs.aws.amazon.com/general/latest/gr/rande.html#sns_region
https://docs.aws.amazon.com/sns/latest/dg/logging-using-cloudtrail.html
https://docs.aws.amazon.com/kms/latest/developerguide/services-ses.html
https://docs.aws.amazon.com/kms/latest/developerguide/services-ses.html
https://docs.aws.amazon.com/ses/latest/DeveloperGuide/security.html
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