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https://docs.aws.amazon.com/whitepapers/latest/aws-fault-isolation-boundaries/regional-services.html
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% , MR fEMRegion, Availability Zone ID, ControllerAction, HMInstanceld{ER4
EENEE (NREFERANRMERS , WA MERARSEHRMHTTPE ZM T 2R HIEFIRIER ) o
XEEY  RRASFEFAXEIRBRERFDRENBE , MAFE Web RESRBPARRA L M=
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RHEEH Web AR, TAKX ID 4EFETUEY —BNWARBETHXETRR AWS Ik AR,
BULBEZHTARNAREIEARTERITAHX ID, BSRKFEFA-FIMATAXID, TH—ER
il

BRREERFPEECATLSHREC2ERITERIR , BInstanceId T AL L8 AR
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https://aws.amazon.com/builders-library/instrumenting-distributed-systems-for-operational-visibility/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch_concepts.html#Dimension
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/use-fault-isolation-to-protect-your-workload.html
https://en.wikipedia.org/wiki/Model%E2%80%93view%E2%80%93controller
https://docs.aws.amazon.com/ram/latest/userguide/working-with-az-ids.html
https://aws.amazon.com/ecs/
https://aws.amazon.com/ecs/
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£ Synth CloudWatch etics LiZ1TH &£ 2 EN RSN XFiH S AWS Lambda BE% NLB

BOSEREEXEEENIEIR , LA LUEY Amazon CloudWatch 3R , M AMSRIERE X £ LAY,
XLEBIRSBHNE, SUUEAEFERREDTIXLEHE. HTERFEAEFRMBE , Amazon
CloudWatch ##t 7 # AKX IEFRE X (EMF) , FEEBE B EBEPHRA BELIENF, CloudWatchB
IREEE BN , LESATUNE# TR HRAEER. AWS ATRANGERESRBETSAES
iwkE , BT AMNEMF. BM1AUETS#HEC2, WEFHECSEKSAWS Lambda, Y 55 728 #h IR3%E —
REMA, EXFERRARABESD , BEALUER Amazon CloudWatch k& IL#R SR B R E
BENNEFEIIER, X8, BRIMNRTUERREE (@0 AZ-ID, Instanceld 5 Controller ) M
HEFHEMEAMFER (W0 SuccessLatency = HttpResponseCode ) AR EIE,

{

_aws": {
"Timestamp": 1634319245221,
"CloudwWatchMetrics": [
{
"Namespace": "workloadname/frontend",
"Metrics": [
{ "Name": "2xx", "Unit": "Count" 3},



https://docs.aws.amazon.com/elasticloadbalancing/latest/network/network-load-balancers.html#dns-name
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Dashboards.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Embedded_Metric_Format.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Embedded_Metric_Format_Libraries.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Embedded_Metric_Format_Libraries.html
https://aws.amazon.com/lambda/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ContributorInsights.html
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{ "Name": "3xx", "Unit": "Count" 3},

{ "Name": "4xx", "Unit": "Count" 1},
{ "Name": "5xx", "Unit": "Count" 3},
{ "Name": "SuccesslLatency", "Unit": "Milliseconds" }

1,

"Dimensions": [
[ "Controller", "Action", "Region", "AZ-ID", "InstanceId"],
[ "Controller", "Action", "Region", "AZ-ID"],
[ "Controller", "Action", "Region"]

}

1,

"LogGroupName": "/loggroupname"
1,
"CacheRefresh": false,
"Host": "usel-az2-name.example.com",
"Sourcelp": "34.230.82.196",
"TraceId": "|e3628548-42el64ee4d1379bF.",
"Path": "/home",
"OneBox": false,

"Controller": "Home",
"Action": "Index",
"Region": "us-east-1",

"AZ-ID": "usel-az2",
"InstanceId": "i-01ab0b7241214d494",

"LogGroupName": "/loggroupname",
"HttpResponseCode": 200,

"2xx": 1,

"Ixx": 0,

"4xx": 0,

"S5xx": 0,

"SuccessLatency": 20

WATE=ZH4EE, I=MEERNEHF , N\EHETHAXBEZEIXE ( Controller M Action #h
KRAEERTEF ), BT, BAUMESRN THEARTORER , JUEREASIH, 2EATAK
REN AWS XA SERH SIREANZREm, XEEEFERTITE 2xx, 3xx, 4xx f 5xx HTTP
o RIIEFREY TR , AR EINESRIERMEER ( MRFEREXY , EXRFIEFRMMFERLERIENR ) o %A
ERICFREHMER |, FHIMHTTPRE, BRENF IP LRI EREREERFAMESR, RE |, XL
BRESATATIHESNAPITEASRENTAMENER,
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HYo
Pl | MRESIAT EFHRAVRARIE | 84 7 2 SIAK AT LRI ER |, BBA 400 WAL ATEE
PMETAM TR, RE , BFREERFF, , BLIRE 429 MR, 2AREIE T URE &
HBRS: , EHAEF AN  ENEFEFNAERE  WRENRS RELEMINER, BFE
REREF 4xx WA AHBRMATAEITES,

BARTEIR T A CloudWatch fERNIMEFM D ATIEIRN 5 | BIXH T R0 LAE AR ME—fFR
FR, BHA BUERFIERR K% E Amazon Managed Service for Prometheus #1 Amazon Managed
Grafana ( —f Amazon DynamoDB & ) , R AJAFRAE=ZFHEMRE R, XBET , ZN IR
HERWERLTNETEEXITEARBERELRN LT,
BRMERERNEESHEREL R — B TR, S SISKIARN 7] A X PR B SRR o 4.
LT BT =ATRUEENTAXZHR S BEENTELTE,

£l

- £/ CloudWatch £ &Rt 1THERLN
- FERAFEERNHTHRERN

o X5 SR X8 R 4T R A M

« Summary

£ CloudWatch £ &3 1T FER N

£ CloudWatch 1E#rH | SNEEERE —MNE—IENR , BUUAENEE G2 CloudWatch ik,
Rig , B LLBIE Amazon CloudWatch & & Z 550 89X IR,

NTHEBRNES , 2 paper PR ROIFA BN EEREEARPFRER CloudWatch BIREH, B
NERNEFHEEREN -2 , SERES DN ZERTIME—R. B—HHEEAEEN=TEHR
ENBER , EAREEFITAPNARERNBESRBIRENS , IFEZENREET =204, #
“HEERERM (H&RAAN) TER , ARFTEHRENT , FRABRNBERBIREN= , &
FEAZHNBERNERS 3 MMELRBHRE. XIHTURNEEESUARERBRNKIES, it
ENFENRANEE/IHEAHSE | EREAN TSRS ENE.,

£/ CloudWatch £ & BiR##1THER N 11


https://en.wikipedia.org/wiki/List_of_HTTP_status_codes
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Create_Composite_Alarm.html
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K TE AT A X A Y S

FERALMER |, AJAEERAFEM Controller, Action, Instanceld. AZ-ID 1 Region £EM T
AR, TEABRERMNEESE , R NER , EMNEHSESE—NMEE , 23R IR TR
51" BT us-east-1 KW =ATAXPET. EFNENTHXFHEAN Controller M
Action AESRIER N AMER , URANMNERER, RS, BUEFEMEHHNEA Controller
MAction AERIBTAMESER. B, BUE—IMEABR , ZBRLCETTARNMETH
MER. FSNANENTAKX usel-azl WU TETR , ZAAXEX & Controller M Action
HEFERATENESEIR (usel-az2 Musel-az3 THARKBEAELCNER , EREERAKRE
~)o

Controller: Home Controller: Home Controller: Controller:

Action: Index Action: Index Action: List Action: List

AZ ID: usel-az1 AZ ID: use1-azl AZ ID: usel1-az1 AZ ID: usel1-azl

Evaluation Periods: 3 Evaluation Periods: 5 Evaluation Periods: 3 Evaluation Periods: 5
Datapoints to Alarm: 3 Datapoints to Alarm: 3 Datapoints to Alarm: 3 Datapoints to Alarm: 3
Threshold: Availability < 99.9% Threshold: Availability < 99.9% Threshold: Availability < 99.9% Threshold: Availability < 99.9%

y

az1-home-index-availability
ALARM("home-index-consecutive”) OR ALARM(“products-list-consecutive”) OR
ALARM("home-index-m-out-of-n") ALARM(“products-list-m-out-of-n”)
I I
v

az1-availability
ALARM(“az1-home-index-availability”) OR
ALARM(“az1-products-list-availability")

usel-azl PR AMESEBIRNG

R BERBERER T NIERHERLNEREN,

Controller: Home Controller: Home Controller: Controller:

Action: Index Action: Index Action: List Action: List

AZ ID: usel-az1 AZ ID: use1-azl AZ ID: usel1-az1 AZ ID: usel1-azl

Evaluation Periods: 3 Evaluation Periods: 5 Evaluation Periods: 3 Evaluation Periods: 5
Datapoints to Alarm: 3 Datapoints to Alarm: 3 Datapoints to Alarm: 3 Datapoints to Alarm: 3
Threshold: Latency > 100ms Threshold: Latency > 100ms Threshold: Latency > 150ms Threshold: Latency > 150ms

y

az1-home-index-latency
ALARM("home-index-consecutive”) OR ALARM(“products-list-consecutive”) OR
ALARM("home-index-m-out-of-n") ALARM(“products-list-m-out-of-n")

ALARM("az1-home-index-latency”) OR
ALARM("az1-products-list-latency”)

usel-azl RIERESEBIRNSE

M 7E AT X AR Y 0 12
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EARBIHVERERF , RE azl-availability f azl-latency EAERFERETNE, XL
SE4E1R (azl-availability M azl-latency ) FEFEITEABRNEMRIERETARFR
BEEETARBTENHREREREIENNRENER. EUEEFEZRMNEFHE , LRAUX
FHITEABRELENTARFZRITEERNTM, ST UFS42 K% HNERERNEIREREX
EEEEBRT, X, IRBRSHRREAHRITAMRIERZIEE , RIBER.

BRI 2 XA

S—HEEERTATHRACRRENTARSEHRETER. XUHE  BRENTARNESE
R4EF ALARM IRASH , R ATAXHNESEBRNML T OK RS, Hit , BEANSINTARE—1TNE
BER, TRERT —PRH (EEE |, usel-az2 M usel-az3 HFERERMITAMER : az2-
latency. az2-availability., az3-latency f az3-availability , AfEEEN , KFXL
BRLFERT)
az1-availability

ALARM("az1-home-index-availability”) OR ALARM("az1-home-index-latency”) OR
ALARM("az1-products-list-availability") ALARM("az1-products-list-latency”)

(ALARM("az1-availability”) OR ALARM("az1-latency”)) AND NOT
(ALARM("az2-availability”) OR ALARM("az2-latency”)
OR
ALARM(“az3-availability”) OR ALARM(“az3-latency”))

AT RN LN EEE AZ W HMEE A BRNLEH
RSN = B R SKBIE AT

BARS ( REAEPIEN—PIES ) 2N ATRAMMNERERERYE , FERERAE=R , BLEN
BATRAXEEREE , MXBR LML, ERETAXMEL  BRENBRBEMNZFER , BEMF
B

SHIMBREEFANEERR , 2FEREIM AWS Auto Scaling 2 EHWBRSFAENR. BXEIBHEH
RHEBTR MBI FTHY CloudWatch Bk ( {EEH Amazon EventBridge 5 Amazon A EC2 uto Scaling £
W EAHENEERTAEN ). ik , BALUEHA “CloudWatch Tk E W& Sk E o] B MR IR FEAR 1
R ERE.

Blan , XF HTTP Web NARRF , B UG —FANKRZIEANTHXA 5xx HTTP W R & A3
MiE, XHAEMEXHSHTTRAMETR (BNELXPEXWTALERRERNFE 5xx HiR
MRXEYE ) . EREMFEERE , FRAZEBAEMMInstanceld. AT , L HttpResponseCode
FERFEEBE, WRHIZE usel-azl ATARKHN,

BREBTRXEMER 13


https://aws.amazon.com/autoscaling/
https://docs.aws.amazon.com/autoscaling/ec2/userguide/cloud-watch-events.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/lifecycle-hooks.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/lifecycle-hooks.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ContributorInsights.html
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{
"AggregateOn": "Count",
"Contribution": {
"Filters": [
{
"Match": "$.InstanceId",
"IsPresent": true
},
{
"Match": "$.HttpStatusCode",
"IsPresent": true
},
{
"Match": "$.HttpStatusCode",
"GreaterThan": 499
},
{
"Match": "$.HttpStatusCode",
"LessThan": 600
},
{
"Match": "$.AZ-ID",
"In": ["usel-azl"]
},
1,
"Keys": [
"$.InstanceId"
]
.
"LogFormat": "JSON",
"LogGroupNames": [
"/loggroupname"
1,
"Schema": {
"Name": "CloudWatchLogRule",
"Version": 1
}
}

CloudWatch 2 a] URIEIX L NI 6 B IR, B LAERERHEMNTE UniqueContributors 1§
FREY INSIGHT_RULE_METRIC BR¥ARHE Contributor Insights # NI G 2 &R, BRT THEMEZH , &

BRI TR R BN LHIERN 14


https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/using-metric-math.html
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EE] AR E M Contributor Insights # , HP B EERHEIRTTEE IR CloudWatch B1R.
XEERTUERENTARENESER —EFR , MBRENKHITLBEER. usel-azl ¥
Contributor Insights BN A EFR AT BES 2 T EIXHE -

INSIGHT_RULE_METRIC("5xx-errors-usel-az1l", "UniqueContributors")

HZIERATRE (ARGIFH 2) 5t , BRTNELER. 5 5xx MENMETERERSZREN |, &
AR BN LRSS, BRARSBHE. LERERAXTERMARNTHRHERRN 7THER
MEHTEEHRENENT2MEER. XRTEWFRKEENISG, BTUREENNATERTAE
BitHE, —REFZFHEREATARPRREREHN 5% RES. NRHFEEXEZB KX , B 5% W&
BRI NEGRIUTZEEY.

HEERK
TEERTEMTAKNREE SBREN :

az1-availability
ALARM("az1-home-index-availability”) OR ALARM("az1-home-index-latency”) OR
ALARM("az1-products-list-availability") ALARM("az1-products-list-latency”)

(ALARM("az1-availability”) OR ALARM("az1-latency”)) AND NOT
(ALARM("az2-availability”) OR ALARM("az2-latency”)
OR INSIGHT_RULE_METRIC("5xx-errors-use1-az1",
ALARM("az3-availability”) OR ALARM("az3-latency")) “UniqueContributors”) >=2

— == . ALARM(“use1-az1-impact”) AND

I — ALARM("not-single-instance-use1-az1")

SNS topic

ATHELRTAXENNTRESEBRE

HERRETAXERERTAMEMNE SEIR usel-azl-aggregate-alarm & F ALARM RZS
BRE—ATAXHETF Contributor Insights BN EER not-single-instance-usel-azl W4T
ALARM RZS ( RRFEIIKRBEZNESH ) Y , 2EERAESEIR usel-azl-isolated-impact, &
FHREN THEARFEANSN A X2 T BRH#%,

BRI ERE—NERPIHINL D # 2B HBRS (AmazonSNS) BiR., < BINATEBRIMAREER
. RETUBI B FABHERER  LEFBRFHEE, CEAUEHEIRETAX. B,

HERRK 15


https://aws.amazon.com/sns/
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FEERENXLERENBFNN, BEATAXKE , MiZEHUTHRR | HRREMNERSIERE
BRIREES OK RS, MREMREES —MTRAKX , BLRETRSBHE-NHIE=ATAKX ,

HEMARBRIEABNMETREE. WITENLRER , NMRERBSESHITHRERE. ERIHE
Bl , AR RET REM A XN E IR,

LB E MVC Web B AREFRHMNBRSRMFHEESEZRIRE , KE—MBME , FNERME
EREMEMIIEEN  SREEERREPEIULNEIRENT, LR ZHIhEERIZE TR ] A
HERER , ARREFNEMNNTAXN N AT AENERESER (ELREAPDEIN azl-
availability Ml azl-latency ). HRNWESERERESGREFREDS. X , 5| AFIIENTE
TR/EMEE,

£ F 5 % [ER0 N 1T S fE AL

HENMNTARKBETAMENERBIRERRE LANBRN , 51— EZNREREIERT . BR—
TRENGR  ENEC2ZRHIRBFE=NTAHKX , TAMBERREN 99%. AE , HRENTAKX
B RETHSZXA , SBZXKENTAEREE 55%. B , BETRNATAXH , EHNEC23LH)
SERHEBSB LHMFIAEMZR , AT EZBEABENH, XSHEFRIBELEIR , BEMATR
BEABEESRSTRARE , RAIREREFMRBAREX . XSBZARAXHTHEEREE
98%, XMERTLMEENTAXKENER , ANEEGNTALKZEEHRESATAX, B,
SRR AT LU S ZHRRY AT A X RE B LT PRA R R

ARERBNTERAESD  EHIHATHAX TR -ERIER  EXNXPER , 288 A AR
BETFTH. % AWS Lambda Mil-F. AWS R¥FEF 12 B S HRBEE Lambda RMEFIETT, B
ERZRS | BLIFAE EERZIPXHS , BFEABE , AELNEBENAOR, EREREF&F
HXE L , HlE0 , A TS TIEZIPXXH PR R BEBIKRR , EE Lambda EBE L PRA T HIR
MNEEEN. XRSBEBARAAMHSBEIR, AWS Lambda KFSBIIXEHER , BElIHTE
MEAEEH-—ERTREN, TR , THARKBRAZRNERZ B TRSHXLEHR.

ENPRUSITRAMEEKEIR  EAUEARBERNKRAES N THXNERBBESRITZE L
REAFEEERE. REBINRUSANTRAXBPEIER , BNREP—NATHXBESHIKE |, @it
ZARARNBRR2LEMARAXSES , UURKES, EREZLHESD?

AT —FAEZREREARI () RENTAR 2 AHRBHA TS EEER (QITREE
BRABHSAENEE ) o BIRTHE -TFARENTHFEFRE,

FHRBEATETRHANER S FHBR, EXHP  RINELEELESFHNHEIRD B BNB
AZs, EWRBIH , ATRCHBZEESE , RMNEAENMTHKX,

ERREERN B ITHERN 16


https://en.wikipedia.org/wiki/Chi-squared_test
https://dataprocessing.aixcape.org/DataPreprocessing/DataCleaning/OutlierDetection/index.html
https://dataprocessing.aixcape.org/DataPreprocessing/DataCleaning/OutlierDetection/index.html
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B, BYRRR , EXEARRNERSRAAH, BitAEHS , FRXEEHEHRESNITAHK
FH95 M. RE , ERFERR , MERIHAES , WRATHXZHR, NE , B AERERS
HBERLBXERR, Al , EEXERBITRSE , AED %, RIREEXRITEIKE 1000 2
RENBREL , HPEHE 100 MEiR. &t , MR2HHS , S NTRHXONERBES 25%. &
RTRRENTH SRS RN .

&1 MHHEIRESREREIRN T

ATAX T &R SRR
usel-azl 25 20
usel-az2 25 20
usel-az3 25 25
usel-az4 25 35

BARDIEFN I HETHIN, YR, LAEANXERTERENRIESFZE—ERENREHYE
Fid. RHEBEL  HAERTAESEIXMEANSH , BRIZEBRIRHE, XHEIETUTEE
REZELMBRFENERNBRES IR ? NEZEREFEUNRE  WELRRE. HELSIT
2EEM  FEERNF 5% REK, |

! Craparo, Robert M. (2007) , “SZ# 4K 31” , Salkind, Neil J. (NESZITENSH) 3 84 , MAE
EXLM F1#7h : SAGEH R, 5 889—891 T, ISBN1-412-91611-9,

AT EIX R RNBER 2 SALER ° St A% RAUEEREEAWRS T, TATRERS
R NIR G 20 b R vm = B AR w45 SRV BER

E; = expected observations of type i
0; = actual observations of type i (1)

2 _ Z (0; —Ep?
X E,

ERMNORAIF , ERE -

ERREERN B ITHERN 17


https://en.wikipedia.org/wiki/Statistical_significance
https://en.wikipedia.org/wiki/Statistical_significance

BT AXEMEER

EoRIENEE S =k

2

(20— 25)%2 (20 -—25)2 (25-25)% (35— 25)2
= + + +

X

—52

25
—52 (2

25
102

XZ
x* =
XZ

25 " 25 +25

1+1+0+4
=6

+25

25

(2)

EBIRFHE , 6 EREMFALA? SEEREFHSHN , SECAEINEHAE. TRERTAEEHE
THINFED .

filz),
0.5 -

0.4
0.3 7
0.2 -

0.1-

—
‘\§-~.
T —

AN
O O == W N

TERBEHETHFEDH

BEHENTESZRARKBTFNERBE —. EARAT  ATEEMNTAK , BHEHERN=. R
B, EFERE k=3 Bx26 W& THNER (R ). EEUUERTEITENR K Ehask
T ENERE.

A F B BN AT HEER
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®2: FARRIEFER

HHE PMFIGFENEER

0.75 0.90 0.95 0.99 0.999
1 1.323 2.706 3.841 6.635 10.828
2 2.773 4.605 5.991 9.210 13.816
3 4.108 6.251 7.815 11.345 16.266
4 5.385 7.779 9.488 13.277 18.467

BHEN3& , FAEG6MLT 0.75 M 0.9 iR zH, XEKEHAXM OB TEEES 10% ,
HAFBETHES%. At , EEZRBRRABETARTNERETEZRITZEEER,

CloudWatch #EMBERSGFIFRITFARITNE , HEEEFEENPKRESZTANEIRER
CloudWatch H##E Lambda X#MITEREREZETMUR, BASUREEMVCE HI2S/RED £ AR
SRFNFATAXRANTHUR, BEEZRTAXBRIREESXN SN EHER/BREIMBRSLERE
g, REDNSHEZEXNEEREANBERFHERSMIESRAHERSEXE W , RASEHE
RETELERENEZTM, TRWHMER , BEERMENNEEXRCEER., NERFELTNE
812 # CloudWatch iR & R,

WEEER B NS T A XMEGESEARENERITERER. 8%, FFARENITEERREN
true ( FESUFEEREZ ) o false ( TREELRITZEERE , 2R , BRIRHNIL ) . MRE
FA false , WEAEHRREH —D 0 BBEBL/ENBNTARNFAREBE R, MRERN true , MR
HREMBEHERZNTARAT — M BELS , N HETARRE—NMOHER (EXTAT
Lambda EEH RHIAEE , BSH MZXB - FHUHETH ) . BAURAEZHN T ALERMERN
FiE , BIE T Lambda B4 AR BUE B EELE CloudWatch =# CloudWatch HliEFR B IR E %
Z=WNERER. SZaR—# SR UEREPNBIE , UEEHERME , BiNgmdHE
&5

/AN O

RE , FXEBERFMBZFRNREASTENTRAXTAMERS , M TERR.

ERREERN B ITHERN 19
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Controller: Home Controller: Home Controller: Home Controller: Home

Action: Index Action: Index Action: Index Action: Index

AZ ID: usel-az1 AZ ID: use1-azl AZ ID: usel1-az1 AZ ID: use1-az1

Evaluation Periods: 3 Evaluation Periods: 5 Evaluation Periods: 3 Evaluation Periods: 5
Datapoints to Alarm: 3 Datapoints to Alarm: 3 Datapoints to Alarm: 3 Datapoints to Alarm: 3
Threshold: Availability < 99.9% Threshold: Availability < 99.9% Threshold: Chi-squared true Threshold: Chi-squared true

I I
v

az1-home-index-availability
ALARM("home-index-consecutive”) OR
ALARM("home-index-m-out-of-n") OR
ALARM("“home-index-chi-squared-consecutive”) OR
ALARM(“home-index-chi-squared-m-out-of-n")

FFASIREEESBRMAERK

MATFRE | MR TR S IMAF DR | &

E R BB CIRH X 1ZHIHAEAYAE N CloudWatch 4R &
|/, AEHECBREREHNTNT —RUIEXLRE

|
XEBERA T, BREWHERB D RIFHS

Xof B S5 (X 3 B IR 1T HR R A

ERELEBERT , BB XERRNENEDRS , REANRETELEREHN , fIXRBERE
( 10 AmazonRDS ) S0 R E1F (I Amazon ElastiCache (Redis OSS) ) , MR EATHAXR
REMTERFAENTAX , WAELEEHRZERASENTAX, XAELSHENTHXEE
HEAMRE , MRHIAXMPER , F—RAEELEZEBRIENTHXAEERER. A, T8
HINSNTAXERZECNER , FEREREESMELTERNEIFE, XERSEZTESAAN
B9 AT SR & 1A X F 4B R .

FHEONFRRAUESEKBCHNEITIRRER , EREVAXZHRANE , 2R R ERHEX LR
Ro EXMIBAT , ENZOBRERER , ATHACHNLTEERS. IRECLKUETERE
PRANERE T EHR , MALLHEREENFREABEANEN, XEBHTETRARREFLREHR
&, AEALIEEENREANESEMM (HZRAR N ) BiRF,

ERER\HEFRSTRANERD , BB AREREEINRA —NMENETNEER. NRRFERE
BTERBNRE , BABTENXRERERRRIBIES E, EUREFFEEEN TR HER ,
RANERESEGRT , ZETREEEREZIH, KNI B &1 75 %2 6 Mt R85 7R E
BiEPR. EAHIH  RINFECAESBERKON SN THAXENTE, XLEBERNMERSRREXH
JUIANKRBERRR, TERSIHTJLNMIF

- FIEE -HATHEETHNER, XTERES. BN BAF,
- A% -HERDERMB THEETHRE.
« R - MEBEXBREERDIIITIENERN SN E TV

X B SR X430 B IR AT PR A 20


https://aws.amazon.com/elasticache/redis/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html#alarms-and-missing-data

BRZTAXFEMEERN

EoRIENEE S =k

B !ﬁTLXﬁEiET%E’\Jﬁ/\?Eﬁ?é%U':F'E’\Jﬁ/\i‘a‘ﬁﬁﬂﬂi_iiﬁ M ( &ANA N) EBIRER. MUE
B, MAELAZRRERENTARNEERE, EFEED
g, BEERR-ERRMETAX. XMEENESEHRNER

—# , REBRAUSHE-—IES
ERAESERRIAN ST AKX

ST B R

Resource: Primary database
AZ ID: usel1-az1

> 1%

Threshold: Failed transactions

Resource: Primary database
AZ ID: usel-az2

Threshold: Failed transactions
> 1%

Resource: Primary database
AZ ID: usel-az3

Threshold: Failed transactions
> 1%

(ALARM("az1-db-availability”) AND ALARM("az2-db-availability"))

(ALARM("az1-db-availability”) AND ALARM("az3-db-availability"))

(ALARM("az2-db-availability”) AND ALARM("“az3-db-availability"))

(ALARM("primary-database-availability”) OR
ALARM(“primary-database-latency"”))

Resource: Primary database
AZ ID: usel1-az1
Threshold: P99 transaction
latency > 75ms

(ALARM("az1-db-latency”) AND ALARM("az2-db-latency”))

(ALARM(“az1-db-latency”) AND ALARM("az3-db-latency”))

(ALARM(“az2-db-latency”) AND ALARM("az3-db-latency”))

Resource: Primary database
AZ ID: use1-az2
Threshold: P99 transaction
latency > 75ms

Resource: Primary database
AZ ID: use1-az3
Threshold: P99 transaction
latency > 75ms

DI B R B A FHRX 4N 7] A K& R AY Rl

!f&éiiai LRI N E A B R BN ERERARESERNEREHHAERD . XRRNEAN
LERRBAEREME , FRFEFAIZFRAERFNEBES, TREFEURENS N IHEXLERS

-'?o

WA BRZEERZ primary-database-impact B RHARER/ETHAX KB, X2R N EHE
EXRFR AN TFEEENFEANEATAXS , HAZE - CloudWatchiEfrAI B EENE, L&
EXHBHREBEN , AYHAERRUREEEZRNENGES , HEIAREBRI S —MNTAKX (R
REFIT) . HEREBIZ—ANTAXE , BULBEE—T , EERENTAXEREST 2T ,
wAISLERER G A | ARG AXEE TR,

X B SR X430 B IR AT PR A 21
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Summary

REBINAT =ZMHEPRAENTARRINTGT E. BRF=MFEESHER  U£E T7HITERED
BT

CloudWatch ERBHR G EA LRI TARREESIUTZ LFAEZENRE |, Hl0 98% ( ZMAVATA
X). 100% 7 99.99% M AT At , XERBEFRHENHEZRREIEMN,

FEERNFHERNENTHXRAE , DSPITHXPREFTHAXNER , AXERRBEDS T EH
BERERE,

RE , RABANKFIXHFROEREE T LRI T A XRRA 2 0EE A X AZHHIR,

XEREXPBHEXFTENERTUAEK — CloudWatch EEBIRE XL , LRI A HIEA
A A X #5345 S0 TAE S A9 v A M SR ESR

Summary 22
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A XEEERN

RUNBZLZWHENTARE , T-PRBEZTAX, RHREEXRIHIER.

B, SREFLAZERNTARRETHE, EFTENRES  BEANTEELTRE. EiER/MAE
THEAHT  XEREFELFIREZFFH HTTP 5 gRPC BRAIEEZTAXNARGEHHRH R
Ho ERANEHAILGERSE S , XTREREFLITERRLCESEZWITAXTNITHE, LEF
ERLERZEZRNTAXPNEREZZWATAXHNRRRE , fl, EC2 RAmZEMAAXRA
B D VPC in R RIERE , SEERIBIEER E3L01,

BFoANMRRALEEZENITARAEEHAE. X—AREE, ANESZSENTAXPEENH
BWIR (W EC2RHIHAEE ) TR ENERFHEENIE L, kA, ATE-IMRRLHELEEE
MNEZEIE , BN EBREANEEATILCENAR. X2SBNERREHVAFEM , KL
EHTEARBLBTEEKR, EEABERT , AWS A[RE/LiM Bz BRS : Amazon EC2 Auto
Scaling. Application Auto Scaling #1 AWS Auto Scaling. Itk , Amazon ECS, Amazon EKS #l
AWS Batch ATLATE VPC R AAX A ENLZHIE , XRHEEEEZTH -3,

ES}

o« ATA XI5 1%

- EHIERMBEER

- BYBIEERZH A EE
- BN G ERZ S A EE
gL

A F X349 57

EXPE-—IHR , EFLAZERNATAXRETE , EEESTAAXIRTYE (AZI) , BrHBERE
AXEME , RRIBE, IHEREXRE T TAXANER , FHIETETHAXPRER BET
RE , RIELNFE (NEEIEMGTAXFPHEHREEFRSG ) .

EERMIBEE N THEAESP , EXU AZI, BFELANAEFAZHEE R (ALB), 2HAFIGESR
(CLB) MM 45 985 (NLB) M5 XS E 5% ( BINMBRA T , NLB XS s gt TERR
D). FRABEXESREGEN  FERENEG. ZABXSNHGERE , TRENMNTAXFEZIR
Bl REHLFHTBREFBNIATAX, IREFTHENHRNET HE , WTRLKLFRRINT
RAXERFINE, MTEAR, TAK 1 FERANKE , FEK 25% WHE , mUTAX 2 pEED
KB, FEEW 10% B,

A A X3 57 1% 23


https://docs.aws.amazon.com/vpc/latest/privatelink/vpce-interface.html
https://aws.amazon.com/ec2/autoscaling/
https://aws.amazon.com/ec2/autoscaling/
https://docs.aws.amazon.com/autoscaling/application/userguide/what-is-application-auto-scaling.html
https://aws.amazon.com/autoscaling/
https://aws.amazon.com/batch/
https://aws.amazon.com/builders-library/static-stability-using-availability-zones/
https://aws.amazon.com/blogs/architecture/improving-performance-and-reducing-cost-using-availability-zone-affinity/
https://aws.amazon.com/blogs/architecture/improving-performance-and-reducing-cost-using-availability-zone-affinity/
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/disable-cross-zone.html#cross_zone_console_disable
https://docs.aws.amazon.com/elasticloadbalancing/latest/classic/enable-disable-crosszone-lb.html#disable-cross-zone
https://docs.aws.amazon.com/elasticloadbalancing/latest/network/target-group-cross-zone.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/how-elastic-load-balancing-works.html#cross-zone-load-balancing
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https://docs.aws.amazon.com/vpc/latest/privatelink/vpce-interface.html#access-service-though-endpoint
https://docs.aws.amazon.com/vpc/latest/privatelink/vpce-interface.html#access-service-though-endpoint
https://docs.aws.amazon.com/AmazonRDS/latest/APIReference/API_RebootDBInstance.html
https://docs.aws.amazon.com/AmazonRDS/latest/APIReference/API_FailoverDBCluster.html
https://aws.amazon.com/cloud-map/
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-parameter-store.html
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https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/Aurora.Overview.Endpoints.html#Aurora.Endpoints.Reader
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/Aurora.Overview.Endpoints.html#Aurora.Endpoints.Custom
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X, MERTAEREN , SNTRAXPHFINIEE 50% HAERLBEBEAR, XHF , WREXE-T
RAX , EFrRENEEREL 100% AEER  MAKEAEFIERREEESSTE,

e, REEREMEM EC2 B3 SRS , FRREN B3Y %4E (ASC) ERBHET2EELAER
XELMEBLERN , ZNAPNERBHNIERLELZNEFNRE, X—R , FELHRENT R4E
(ASG) NREFMERERBLEBLEIATNES AR, EETUBIERERPEAFEE , IAERE
B EIERR (40 P90 5 P99 ) RIBRBZIY 484 (ASG) FLEILE .

ERBEIED  THELERENARNMNARNIZIERER  MEMRFRNANAERLRLEHRER LN
"B, ENEREFPHELTRERS , XET U EHNEQRREE. &5, EETUN ALB M

BN HIEEARIES R B 28


https://aws.amazon.com/builders-library/static-stability-using-availability-zones
https://docs.aws.amazon.com/whitepapers/latest/aws-fault-isolation-boundaries/aws-infrastructure.html#control-planes-and-data-planes
https://en.wikipedia.org/wiki/Andon_(manufacturing)
https://en.wikipedia.org/wiki/Andon_(manufacturing)
https://aws.amazon.com/builders-library/timeouts-retries-and-backoff-with-jitter/
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/target-group-health.html

BRZ A XEEES EoRIENEE S =k
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https://docs.aws.amazon.com/elasticloadbalancing/latest/network/target-group-health.html
https://docs.aws.amazon.com/r53recovery/latest/dg/arc-zonal-shift.html
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8 RBTE, EAGSUTUFRERLSITFERF , MEFHIRMER, TRAXEBEHETA
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https://docs.aws.amazon.com/elasticloadbalancing/latest/network/network-load-balancers.html#dns-name
https://docs.aws.amazon.com/r53recovery/latest/dg/routing-control.html
https://docs.aws.amazon.com/r53recovery/latest/dg/route53-arc-best-practices.html
https://aws.amazon.com/premiumsupport/knowledge-center/route-53-cross-account-health-checks/
https://docs.aws.amazon.com/ram/latest/userguide/working-with-az-ids.html
https://docs.aws.amazon.com/ram/latest/userguide/working-with-az-ids.html
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https://aws.amazon.com/about-aws/whats-new/2020/10/aws-cloud-map-simplifies-service-discovery-optional-parameters/
https://aws.amazon.com/about-aws/whats-new/2020/10/aws-cloud-map-simplifies-service-discovery-optional-parameters/
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https://aws.amazon.com/blogs/networking-and-content-delivery/creating-disaster-recovery-mechanisms-using-amazon-route-53/
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/health-checks-types.html
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https://aws.amazon.com/api-gateway/
https://docs.aws.amazon.com/apigateway/latest/developerguide/apigateway-rest-api.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/api-gateway-api-integration-types.html
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WMRIZBEMHNA true (KFFHE ) , APl Gateway £4H HTTP 200 RIEFZTRRRE ; MRIZEH
7 false , MIBEF HTTP 500 # 1T, LRI T BT,

/usel-azl.txt

______________________

Network Load
Balancer

Network Load
Balancer

"

or—

Network Load
Balancer

Instances

1
1
1
1
1
+ -
1
1
1
Amazon |
Aurora 1
S '
1
1
1
1
|
1
1
1
1

Amazon DynamoDB

Amazon
Aurora

Amazon Aurora read
replica

Amazon Aurora usel-az1 true

primary instance

Amazon Aurora read
replica

usel1-az2 true

Availability Zone 1 Availability Zone 3

use1-az3 false

fF API Gateway #l DynamoDB #EJ9 Route 53 =TI ERY B #R

ERERF RS | MEETE DynamoDB BIE A API Gateway , XBHEFM UL A FiwR , FHRHER
URL Ff1n%El DynamoDB B GetItem EXR™H, ZMRARFERTE , AFEEBERP IS HMBHKIE.
flan , MREECEERAIRE , FIRBERARERF , WALLHETRAKRE URL BEE N ERRF
RENARERF ID 55 DynamoDB Ul B LE N EiHFHF S,
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EREAKEMEER D 4% R 6 B bR
ARAKRSHATAERIE | XEFRRE AWS kP WS MNETRARERREHTAEHAERE—3K
WA AXETRRAE ( BRER APl Gateway REST API #1 DynamoDB RZ I BRAEHE ) |
BEXEHEZ Route 53 TR E,

BRI LAEEA Amazon DynamoDB £ R &R MENX1H#i APl Gateway REST API BIAKE Z 4 AWS
XiE FRIZBRA R, XHEATLUBG AR REBENXE , HREETAM, BAUR@RRE R
HEI=ENMNXBHAEATNMNKENTAXEITRR , SHETUERARSHRERNERTERERE
EM. IHGAAUELRRP—BHEHER , HEMAEMAB RN RMG, Fla, nREEH
BN, R =ENRARETARETRAFE , —MrRBRETAKETRAREF , — Mm% E
MERL , BRABA LUE R Z A A XA A STRRFE. BB Route 53 TEMETRERE |
£/ mof n iITE G EMITIZSE , ATEE TR XHNETRIR.

MRIENEANFHNHRBRER , HAAZBRFRBEARAXESITRR , BAERBRIERE , ETHR
ERFEEEA  MAANSTRLRERHANEWSE, STLEREN—HFERBIENEREITHN
SNS EF&l, HBEMRMTELERAT , BE SNS FBRA—FHEE , EHB N TARXRR, XMEEE
B—RAEREFE., ELECNENEZIT APl Gateway EftiiRiE , B EFEMITREEE, ©ETRE
Rt LB AT AR, BR , EXENITIRE ERIIEE , BA&H SNS £ S REKBRE N iK<LH
RRBEBEH, CRERESNTHERERFRSEHHE MK SNS BAFH X EREURENTT X,

plan , BEREAH EC2 KOINARBEEAESISHRMER HTTP mRATHER, RE , 81K
EEURMG , METAEBHNRKR. A, MRXFIZIZE4EME , NAERLKEHEEAN
HHRETHE, AW, GENEEMN , XOFAEENEERZERM , H AT BUEREREUT LRI #EHE.

FOEHEIX BN E 5% 2E A KH WebSocket 3%, Amazon AP| Gateway 7] i T2
WebSocket API , At EAEEENBEWEIHRS RIENEE. &8I WebSocket , SEH5IBE 7] LAE HAtA
THERELBRILEZEEE | X JZRELER #IEE A,

IS 128 1 T Al 22 Rl Y TS

F-MEXERBEERRERELEZZRNTAXPRTIE  NIEBESHHZE, B2 , B
RNRETRFAEANRGER  ELXEZNESETNERESTRARE, E , EURFEELED
FARNEETHEITRIEILFFAEHERZ LM AKX,

AT RNMNEXAPER , BEERTERFERREREFRREE, ZEXNESEENZRE AT AEHTN
BR%S , 130 EC2 Auto Scaling, Amazon ECS, Lambda &, EEEHNEIRSEENRDB , Bl K2
BEBREREER, ABNANNEHNBRERERERIT , UBARERBOFAENKRBIN, HAZE
WEXRENT BT,
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https://aws.amazon.com/dynamodb/global-tables/
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/health-checks-creating-values.html#health-checks-creating-values-calculated
https://docs.aws.amazon.com/sns/latest/dg/sns-message-delivery-retries.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/apigateway-websocket-api.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/apigateway-websocket-api-data-from-backend.html
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' Supported Resource |
Types

Application Load

Balancer i
: ﬁ “AZ" : "use-az1",
! o (\\@ “Action” : "EVACUATE", 8
|FE : S “ResourceType” : “ALB"

{

N

Big Red Button }
AWS Lambda  pitomation ~ AWS Systems Manager Operator

ECS Service

T

=

4
Auto Scaling group

Lambda function i Amazon DynamoDB

9 8188 T P X T 447 #0328 U EAR S 37

1. EMASIE T ISE LB RR (FIMEHT HA. ECS RS Lambda BH ) FMARE R
RRETM., THODFRRATHANRE.

2. CETHENFRNTAREHERIFHTAR ID (fENHASBIRHE ) #1T BRI E SR
BT,

3. RENRERECEFUBREAZIN M,

4. BHMF(ERIZRTE DynamoDB Frh, AAK ID fFH 5 K@H#TEME , TR ARN HEHIl
R R T, CHRGTRUEN TR RMARTEE. BE  TAF/HATEE 3
£ B-HR3| (CSI) WRHER,

WA CK TV ER , RIS EERFMER , ML ELEBBEWIRE , M TEMR.
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https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/HowItWorks.CoreComponents.html#HowItWorks.CoreComponents.PrimaryKey
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/HowItWorks.CoreComponents.html#HowItWorks.CoreComponents.PrimaryKey
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/HowItWorks.CoreComponents.html#HowItWorks.CoreComponents.SecondaryIndexes
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. Supported Resource
Types

@

o e s

{
“AZ" : “use-az1”,
“Action” : “RECOVER"

Application Load
Balancer

“ResourceType" : "ALB"
}

Operator

N

Big Red Button
AWS Lambda Automation AWS Systems Manager

ECS Service

T

-

1
Auto Scaling group

{
“AZ"
“Action” : “RECOVER",

&

Lambda function i Amazon DynamoDB

@

“ResourceType" : "ALB"
}

JRE ] X E R TR H EARE

MELSIR

1. & GSI BREENEETAK (MRKREE , WAMETARX ) FEEXBEN SR T RBIBRE 7
™,

#IRTE DynamoDB EHHF K EN BN ERURIME LFIMEEE,

FFHFMEEEF K FMEMN DynamoDB EifHK REIM FRE Ho

FERAHMNFRNEEH TRHMEEE,

EHMIhEKE , M DynamoDB & & il BriZ id .

o &~ 0D

XipEARABE AT AR I TRRASZEMO ATAKX , XA ESHNRENERNXLETARX, )
T RPN A s S R E RS KTz,

 Lambda — EFEEM VPC B & LA BRIEE AT X P F M,
- B 4E — M ASC EEFMERFN , XNERFKRUTAXTHNZAE,
« Amazon ECS — E#1 ECS AR5 VPC i & LAMIBR F M

« Amazon EKS — WZEMNATAKTPNTRNAS S , ARZNERRAE (pod) HirLEHREEH
ﬂﬂ?é%%éﬂ (pOd)o

BURSNEEENNRMUELBRATE, Il , Amazon ECS HEEHEEMRSHHELRE |, H
bR RS RR B BB R IE/ AR
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https://docs.aws.amazon.com/lambda/latest/dg/configuration-vpc.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/as-add-availability-zone.html#as-remove-az-console
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/update-service.html
https://kubernetes.io/docs/concepts/scheduling-eviction/taint-and-toleration/
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/update-service.html
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NTFREETHERBKYE , SEEHMURESTREF TEEBIEENTAX, REZTERE T EHIGZ

HENREHSRE (ERNRNTAXPHREREEBHNBTERLE

MEEZRSHAZEMTAXFNEE,

ERENATAXNIE) , B8

® MREUVNEMCEABXEANROENARIER[NERE (BT BE ) MEEE , FE8

fELtismE,

Auto Scaling 2EAHE A AXEH FEZEXNX - BB RN, ©FEHEMTHXE3KHE

LRREMEBENETE , AR LEBBRNTAXHHESG, B2,

ERBILIEHIRS |, SEE

ER AR ESINTAKX ( 2EEM ASC PBRNTRAKX ) 2B P57 ERE, XAERS
BZTAXHRRBERY , EZFAXGIEKINAL L, X507 A XIHI M #EEFZEAE
BRERABEXSASHEE SN THXT P, NEeHIkRER , SN0

- MATHETAX , IHRERIASER RN THXZR®
EBTIRR BEH B R IT #0517 DNS #EHE |, LAPCE %o A XA Ry &K B Fr 3

-}
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o

T8

KRB TBARERFITHLLEFRREREDEBERNATARX,

mE
TRELTHNROHEEXORRA,
£ 5 MERRHEHRE
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BRIZEREL L7 B B0 T 7 P
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https://docs.aws.amazon.com/autoscaling/ec2/userguide/as-instance-termination.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/target-group-health.html
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FE TR RS
MNEZEENTARBRAEE FEHNEURSEEND
==}

7 B TARSTZEA TERL
REIRTEEERHEEY

ol =]

BAE

EAAXEEITS , SrRcENMEAXRINE L. BAEAREEREFNEERE  SEREE
EWRRERINELZEEATAXFNTHE, RE, —ESNNEBSIEHE , WA TESIER
BEANHERE (WMREBUANNELE).
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512

AR TREHERERATR , AR TN LAGFTEEYANUSTBE LR, UMEREXESR
BNEMNERAZE, ET—MoF , SR T 27 A XAV 4R 7] U  # A7 A X =
Mk, ERE—D , AXNETAHITAARKBENEN L Z. £-RAEERBEERIRER
BALLR TAERE R BIZZMA AT AX |, MeE A AN ER R ERRERBLEEZSZRNTAXPEE
RE, XA AEREXRAT TRAXBEMBEINFHNER.

AR MEEXNRAIEREAEWEZENHERERRS RN —BD. XPLELTHAXKRE
HENGEEEFRIETEREERNXEHEARFENMNRUARNNZERENTE, B2 , X¥TiF
ZTHEME  EHEZSXERMMAEL  INERFEREME. KAER, i, ESXEREIREM
b, SRR ERN RPO M RTO (MNMREIEABMTAY ) .
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fiik A - FRERATAX ID

MREFEH AWS NETFAITES (URHMF LA TES , Fli0 JavaScript ) S1E EC2 24l ( 24E
Amazon ECS #l Amazon EKS ) EiZ1TR 4 , MAIEEREA AKX 1D,

- AWS NETHFRKITES

Amazon.Util.EC2InstanceMetadata.GetData(”/placement/availability-zone-id”)

« EC2 LB TBIFERS

curl http://169.254.169.254/latest/meta-data/placement/availability-zone-id

EHMF AL, 10 Lambda # Fargate , BFEERZTAXENR , ARKRIESETAHKX ID RS,
RETAXEME , BABERN TAERETAHK ID

aws ec2 describe-availability-zones --zone-names $AZ --output json
--query ‘AvailabilityZones[@].ZoneId’

UTRTEREE LERFIFEANTAXE R REIRER AWS CLI M2 jq % bash FRER.
ENEEERNATENITEABNREES.

« Amazon ECS - IR T B IBRS (IMDS) #EHLEELE | NI a] LA A B 88 T BUE S

AZ=%$(cat $ECS_CONTAINER_METADATA_FILE | jq --raw-output
.AvailabilityZone)

- Fargate ( FERAE 1.4 HEST )

AZ=$(curl $ECS_CONTAINER_METADATA_URI_V&4/task | jq --raw-output
.AvailabilityZone)

. Lambda—ﬂﬁﬁ@$l§?§ﬁ@§&ﬁﬁ&o EXIE , BREEZTH/LTEE. Ak, EEENE—IT
B API Gateway REST iR , A TIREEREWN IP k. XFIR5 5 Bo4h 1% B B IE 72 5 A A58 4

MEZEOWFAE IP,
« M Lambda GetFunction API k&R EEKH VPC ID,

42


https://stedolan.github.io/jq/
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- A API Gateway IR SRIRENBHERAY IP,
- &80 IP # VPC ID , HEIZREBEHMMLEZEOHERTAHX,

VPC_ID=%$(aws lambda get-function --function-name $ AWS_LAMBDA_FUNCTION_NAME --
region $AWS_REGION --output json --query ‘Configuration.VpcConfig.VpcId’)

MY_IP=$(curl http://whats-my-private-ip.internal)
AZ=$(aws ec2 describe-network-interfaces --filters Name=private-ip-address,Values=

$MY_IP Name=vpc-id,Values=$VPC_ID --region $AWS_REGION --output json -query
‘NetworkInterfaces[@].AvailabilityZone’)
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ff% B - FHITERH

T RBEHRERANBEH T FARE R, ZAEERKRIEF~RE

W38 BRETEEIFEFRENHSSKIE, BAIZEMI KGR ZEENER,

, BRSPITHENHIR

B 5E , Amazon EventBridge 1T XIS #8284 BA —IX Lambda E¥ . ZSHNWHNBEEEUTH

1= -
{
"timestamp": "2023-03-15T15:26:37.527Z",
"namespace": "multi-az/frontend",
"metricName": "5xx",
"dimensions": [
{ "Name": "Region", "Value": "us-east-1" 3},
{ "Name": "Controller", "Value": "Home" },
{ "Name": "Action", "Value": "Index" }
1,
"period": 60,
"stat": "Sum",
"unit": "Count",
"chiSquareMetricName": "multi-az/chi-squared",
"azs": [ "usel-az2", "usel-az4", "usel-az6" ]
}

XLEHER TIEERRMERM CloudWatch 545 ( ME R ZEE, ERBHMNEE ) IENELRE A
BEGENTARMNEARELE R, A Python 3.9, Lambda RBHP W RBU TR, fBmMS<, ©
WEH — D HIEER CloudWatch $848: , W ZBEETFHFRE , AREAHMEXB N EETHXAKE

£ 82 H CloudWatch f8#5.

import os

import boto3

import datetime

import copy

import json

from datetime import timedelta

from scipy.stats import chisquare

from aws_embedded_metrics import metric_scope

cw_client = boto3.client("cloudwatch", os.environ.get("AWS_REGION",

"us-east-1"))
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@metric_scope

def

def

handler(event, context, metrics):
metrics.set_property("Event", json.loads(json.dumps(event, default = str)))
time = datetime.datetime.strptime(event["timestamp"], "%Y-%m-%dT%H:%M:%S.%fZ")

# Round down to the previous minute
end: datetime = roundTime(time)

# Subtract a minute for the start
start: datetime = end - timedelta(minutes = 1)

# Get all the metrics that match the query
results = get_all_metrics(event, start, end, metrics)
metrics.set_property("MetricCounts", results)

# Calculate the chi squared result

chi_sq_result = chisquare(list(results.values()))

expected = sum(list(results.values())) / len(results.values())
metrics.set_property("ChiSquaredResult", chi_sq_result)

# Put the chi square metrics into CloudWatch
put_all_metrics(event, results, chi_sq_result[1l], expected, start, metrics)

get_all_metrics(detail: dict, start: datetime, end: datetime, metrics):

Gets all of the error metrics for each AZ specified

metric_query = {
"MetricDataQueries": [

1,

"StartTime": start,

"EndTime": end

for az in detail["azs"]:

dim = copy.deepcopy(detail["dimensions"])
dim.append({"Name": "AZ-ID", "Value": az})

query = {
"Id": az.replace("-", "_"),
"MetricStat": {
"Metric": {

"Namespace": detail["namespace"],
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"MetricName": detail["metricName"],
"Dimensions": dim
},
"Period": int(detail["period"]),
"Stat": detail["stat"],
"Unit": detail["unit"]
},
"Label": az,
"ReturnData": True

metric_query["MetricDataQueries"].append(query)

metrics.set_property("GetMetricRequest", json.loads(json.dumps(metric_query,
default=str)))

next_token: str = None
results = {}

while True:
if next_token is not None:
metric_query["NextToken"] = next_token

data = cw_client.get_metric_data(**metric_query)

if next_token is not None:
metrics.set_property("GetMetricResult::" + next_token,
json.loads(json.dumps(data, default = str)))
else:
metrics.set_property("GetMetricResult", json.loads(json.dumps(data, default

= str)))

for item in data["MetricDataResults"]:
key = item["Id"].replace("_", "-")
if key not in results:
results[key] = 0

results[key] += sum(item["Values"])

if "NextToken" in data:
next_token = data["NextToken"]

if next_token is None:
break
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return results

def put_all_metrics(detail: dict, results: dict, chi_sq_value: float, expected: float,
timestamp: datetime, metrics):

Adds the chi squared metric for all AZs to CloudWatch
farthest_from_expected = None
if len(results) > 0:
keys = list(results.keys())
farthest_from_expected = keys[0]

for key in keys:
if abs(results[key] - expected) > abs(results[farthest_from_expected] -
expected):
farthest_from_expected = key

metric_query = {
"Namespace": detail['"namespace"],
"MetricData": []

for az in detail["azs"]:
dim = copy.deepcopy(detail["dimensions"])
dim.append({"Name": "AZ-ID", "Value": az})

query = {
"MetricName": detail["chiSquareMetricName"],
"Dimensions": dim,
"Timestamp": timestamp,

}

if chi_sq_value <= 0.05 and az == farthest_from_expected:
query["Value"] = 1

else:

query["Value"] = 0

metric_query["MetricData"].append(query)

metrics.set_property("PutMetricRequest", json.loads(json.dumps(metric_query,
default = str)))

cw_client.put_metric_data(**metric_query)
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def roundTime(dt=None, roundTo=60):
"""Round a datetime object to any time lapse in seconds
dt : datetime.datetime object, default now.
roundTo : Closest number of seconds to round to, default 1 minute.
if dt == None : dt = datetime.datetime.now()
seconds = (dt.replace(tzinfo=None) - dt.min).seconds
rounding = (seconds+roundTo/2) // roundTo * roundTo
return dt + datetime.timedelta(@, rounding-seconds,-dt.microsecond)

RiE , BOULUABNTHARBEER, UTRAEI usel-az2 , NAEA=ZNELE — 7 HBESNE
R, IEHREAANEREET 1 (1 RFHAREBESAREFESRITZEERENEAMWIEIR) -

"Type": "AWS::CloudWatch::Alarm",
"Properties": {
"AlarmName": "usel-az2-chi-squared",
"ActionsEnabled": true,
"OKActions": [],
"AlarmActions": [],
"InsufficientDataActions": [],

"MetricName": "multi-az/chi-squared",
"Namespace": "multi-az/frontend",
"Statistic": "Maximum",
"Dimensions": [
{
"Name": "AZ-ID",
"Value": "usel-az2"
.
{
"Name": "Action",
"Value": "Index"
.
{
"Name": "Region",
"Value": "us-east-1"
.
{
"Name": "Controller",
"Value": "Home"
}
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1,

"Period": 60,

"EvaluationPeriods": 3,

"DatapointsToAlarm": 3,

"Threshold": 1,

"ComparisonOperator": "GreaterThanOrEqualToThreshold",
"TreatMissingData": "missing"

EoRIENEE S =k

BETLBIEM (BRANN ) B, AFXFNEREESEREHE—E, ELEFENESIMTAX
TR ENMRHRREASHMRSUZARNER. &5  SUUFFAESERAMNIEMEREE/
REASHITHXBEEERT , 0 £AFEERUHTHERN IR,
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EESEM

EPARENAXETNERRITREMTN, R : (o) RESE |, (b) KRIBH AWS FmAK
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MREM NS Z AWS HHEL , AXETR AWS ERFEZEMUH —82 , TR Z RS
Ko

© 2023 , Amazon Web Services, Inc. REME AT, FHAAENRF,

52



BRZTAXFEMEERN EoRIENEE S =k

AWS RiEFR

BEXARTH AWS RiE |, FH5H (AWS "ELxRSE) B py AWS L&,
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https://docs.aws.amazon.com/glossary/latest/reference/glos-chap.html
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