AP sR
AWS Well-Architected Tool

Copyright © 2026 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.



AWS Well-Architected Tool AriEE

AWS Well-Architected Tool: A

Copyright © 2026 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.

Amazon FIEFRFE L AR A BB FEMIE Amazon WERBRS , AR BLEAATRESIEEZFE
&, BRKIKS Amazon WA REH., PIEIE Amazon HEMEMBEIRO AR BFIEENMT | XL
FrE& T BEME T Amazon., 5 Amazon BxBk=iH Amazon #Bh , th AIEER 2 aNkk,




AWS Well-Architected Tool AriEE

Table of Contents

FF AR AWS WEI-ATChItECIEA TOOI 7 ..ottt 1
fF AR AWS Well-Architected FrameWOIK 2 ........oovieeeeie oot 1
AWS Well-Architected TOOl TAITEER ......ooeiieeecee et e e eee e te e eee e 2

T BB B P ettt ettt e n e 3
R AWS WA TOOl BITTIRIABR 6 oottt 3
BB T BE T .ot ettt ettt ettt 4

D O Y o] o a =Y e 113 1 AR 4

O WY (= o I Vo AVA[=1o) TR ORRT 5
TESLIAEDIER oottt ettt nens 12
TR IAETUER oottt sttt 15
BT R L Bl oottt 16
BEE Trusted AAVISOr FEET ..ottt e et e et e e saeeeen e e reeeaeeaes 17
R TR R B ettt e e 18

R R T B DB oot 20
IR A B N B R oot 20
R 2 1 T R L E B R oot 21
IR 3 BRI T R e 24
B 4 BT O T B I e 26

Well-Architected Framework BE ( WAFR ) ..o, 28
A R BT R .o ettt et e e e e 28
0 W AR R B E B oot 28

T B B A B B .ottt ettt 29
A BRI ettt ettt ettt e e, 30
N R A B T T ..o et e e 31
L e ettt en 33
B B R e e et aa e 34
B B ettt ettt ettt ettt e e e 34
BT WV AR R oot e et 34
TEFIT WAFR B . eeeeeeeeee oottt e e et e et e ettt e et e et e e et et e e e e e e eeaaes 35
B B R R oottt e et et e e et e e e e —e e e te e e e ee e e et e e e et e ae e e aa—aaaas 35
BT WV AR R oo ettt e e e e e e et 36
LA T Bl B .ottt ettt e et e e e 36
B B e ettt e et e ettt ettt n et e e et 37
U L B U oottt 37




AWS Well-Architected Tool AriEE

TRBURN TR ... oottt ettt ettt ettt ettt 38
B T I B B R 5 B oottt et ettt 40
B T B BT JE LI ..ottt ettt 40
S A R I oottt ettt ettt ettt 42
WAFR ZJEBIBTIEIZR ..ottt ettt ettt ettt ettt en e e, 43
AWS Well-Architected Tool H BT T ETLER ....oooeeeeeee et 45
SXEERIB (HRI) FEBRZEXPBE B (IMRI) ..ottt n e 46
TE S B BB oottt 46
BT L BB oot 47
R L E DB oot 48
B T T B B oo aa e ——— 49
B Tl oottt ettt 51
PRI BR LT TTIBIAUBR ..ottt ettt en 51
B B A E T T IAIAUBR .ottt ettt ettt ettt 52
T B T oottt ettt 53
B R B DB ettt ettt e, 53
B R LB T R R oot ettt ettt 54
B T R B I IS B oottt ettt 54
IR IEITUAR .ottt ettt ettt ettt et en e 55

B R B TT I .ottt ettt 55
B d T TR oottt ettt ettt ettt ettt en s 56
B T TIT R oottt ettt ettt e, 56
BB B ettt ettt ettt ettt 58
T T Bl AT ettt ettt ettt e, 58
B B T BT .ttt ettt ettt et e et e e et e e e e 59
B B B T T R S I oottt ettt 59
“OVervieW (BBEIR) JEITA .. ..ottt e et e et e e teeteeteeae e e eeenes 59
BT R IEITAR ..ottt ettt ettt ettt e e, 59
Tl .ottt ettt ettt ettt ettt et 60
B T B T e ettt ettt et 60
B B TE AT ettt ettt 60
B B e AT ettt et 62
BT B B BRI ettt ettt ettt 63
R AT B T T oo ettt e, 63
R A T BT BT et ettt ettt ettt ettt 64
T e ettt eans 65




AWS Well-Architected Tool AriEE

o) Bl T N IR B ettt ettt ettt ettt 66

B R B BT ettt ettt ettt e ettt e e e en e 67
BT B T T ettt ettt ettt 67

Bl AT TE R ettt ettt ettt e, 74
B T T T T T T ettt 74
T R T ettt ettt ettt ee e, 75

Bl T B B e ettt et ettt e, 76
BT B A .ottt ettt ettt ettt et ettt e et ettt en e en e, 78
B BT IR AR ..ottt ettt ettt 78
R R BT BB A ..ottt ettt ettt 79
B T BT R B AR oo aa e e ———— 80

B B B I T S DB oottt ettt 80
B B B A RBE AR ..ottt ettt e et e et e e et n e e 81
B B A .ottt ettt ettt e, 83
B B B B ST .ottt ettt 83
R B B B A .o oottt 83
B T B B Nl oo aaaa e ———— 84

] A T B I BT B STAE ..ottt ettt 84
M A G B B BREL B STAE ..ottt ee e e 85
B B B B ST ...ttt 85

B 1 = 87
R B E RS oottt ettt ettt ee e 87
B B BB oottt e e ettt 89
B DBl ettt ettt e, 91
B E BB ettt ettt ettt e, 91
B Bl e e e e, 93
BRI E R ettt ettt 93
B B B e 93
R R R A oottt ettt ettt ettt 94
B B TE ettt ettt ettt ettt 95
T B aE e aaa e 96
B B BT Lottt ettt 96
B ettt ettt ettt 97
BRI ..ottt et ettt e e, 97
B B ST A ..ottt ettt 97
PRI TEIAI .ottt ettt ettt ettt ee et 99




AWS Well-Architected Tool AriEE

SUMIMAIY ..ottt ettt oo oottt e e e e e e e e e e e eeeeeeeeee e e e e e essssssesaaaa s e e e e eeeeaaaaaaaaeeeeeees 99
BN ZHEH Well-Architected Framework [EIEBR ..o 99
BN TEREK Well-Architected Framework [FIBE ........cooviviieiieeee e, 100
FANUOEITRITB B9 Well-Architected Framework BIBEEL .........ocoevevieieeeeee e 101
T M e e et e r e et a s 102
B R R oot e 102
BB TS B e 103
BRI INER <ottt ettt 103
AW S AT B R B BB oo e et 103
Identity and access ManagEeMENT ........ccooiiiiii e anan 104

B R ettt et e et — e e e e et e —e e e e ——eeee—eeeee—teeae e e e e e e eae e e aai—aaaas 104

ER BB BEITEADIIE ..ottt 105
EaE I = Ry 1) R TR 106
AWS Well-Architected Tool ZMAIE IAM TE TAE ..o, 107

BT BBITRBE TR oottt 112
AV S FE B B TR B ..ottt 118

B BB B R ..ottt e, 123
BRI ..ottt ettt a ettt ettt n s s e et et ettt et n s en s s et ettt enanans 124
BHMEIRTIE ..ottt ettt nn ettt an e 124
BB BB T B B T .o ettt 124

B R M T B oo e e 125

B B A BT 0 0T ettt 125

B L B R S B B B T ..o ettt 125
R B B R e ettt 127
£ AWS Organizations BB E R R B .ot 127

R R R R e et e e e e e 129
BRI B AR e e 129
R R R B T R oottt 129
R B B .ottt e e e e e et e e e et e e e e 130
B T B A B I P R oottt e, 131
TE B T T AN R B N I R oot 131
HBEANETRRIFIBIBRERES oo, 131

B T AP B B R e et 133

Bl R T 3 oottt e e e e e e et e e et e e e e e e e e e e e e e e e e e e e e aa—s 134
CloudTrail FIEY AWS WA TOOI BB ..ottt 134
TR AWS WA Tool B SR B e et 135

Vi



AWS Well-Architected Tool AriEE

Y=Y a1 = o [ 1= PP 137
SRE AWS WA Tool BIRBIZEHE ..ottt 138
SEBEIETT oottt ettt st a et ettt ettt s ettt s et s st b ne s 142

AWS RiEF&

Vii



AWS Well-Architected Tool AriEE

4 2 AWS Well-Architected Tool ?

AWS Well-Architected Tool ( AWS WA Tool ) R=HH—TIRS , AIRH—BNWIEHEFER AWS
RESZBRNTENEL, AWS WA Tool BR AT AREFmEBEMNEmBARD N ERMEHE

. BYAE R M B R
- BERERBEMAT IO THERRNEY
. ESEULTEARTAETR. 2. BUALFER

BaT LAER AWS WA Tool |, @33 AWS Well-Architected Framework A1 #Y & {E£ St Sk ic F AN T ER
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KM, WERNGERWIERT B SEZE , HIEHIES RSN E#HBREERT/LMT BWIR
it

BRT AWS B{ERERSN , BEATLUER BEX BN , BIEEH CHREKBERNTEN THERE, BT
ESEFEELHNPRETEHRANAZ , KEFPTERELLNEEFTRORE. BELHN
BT AWS BIfTiRENES.

5 AWS Trusted Advisor 1 AWS Service Catalog AppRegistry 5% H B T8 E B it £ T E1 2 AWS
Well-Architected Tool E#& BB BN E R

FRSERATSEERTRARNAR , IMERERRE (CTO) . WM, FRARMESEBAMK
Bo AWS ZFER AWS WA Tool RIZFERW, REFRABKREURTHENEEERA=RASE
REYXUBR -
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- SXERA (HRI) 2 AWS £ AIgE xSl ER ™ EMEE MO EREFZEIRERE, XE HRI T
BEEaTMEHLQZE, BN
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EFRER AWS Well-Architected Tool , BEXAENAF, HEAMNSEEHEYNNR , REBUEX
BEE T AWS RS FEHM AWS WA ToollI s, TR, EXHIERIEAH. R AREIER
HYUTRASHERE,

BAUTR B B8 A Fr s 5 AWS WA Tool. BXERIMAEHR AWS Well-Architected Tool #5325 %
2, HSFA%E  icF AWS Well-Architected Tool T4Ef &,

&

- AR, AxFAERA AWS WA Tool i B BR

« £ AWS WA Tool FBUEXN Hi AWS RS X HF

« 1£ AWS WA Tool EX TERE

« 1£ AWS WA Tool FigRITERR

« i AWS Well-Architected Framework & TERAE
- EFENIEREM Trusted Advisor B E

« £ AWS WA Tool FREI AN EER

RAPF., AxAEIREME AWS WA Tool i BIH R

TR TRP, BARA BT AWS Well-Architected Tool B 5 E 1 8] PR ER R L 1F R BR
REXT AWS WA Tool #9781 PR
1. ERMHENE , ERENAFR. ARBERMNNER :

« AWS IAM Identity Center S #Y R 7 FNEE4A -

BIENRES, KRB (AWS IAM Identity Center AP $ERa) = 6 22 AR 5 #9151 BF 3t 1T IR 46,
- BIERIREEE IAM FEENAF

PIREATENRERIENAE, ER (AM AFER) PHNE=S5HRRHEECEAE
(BRESHRIE ) AR BARITERE,

< IAM AP :
- UBRENAFTUEENAE, ER (AM BFER) 93 1AM A ol2 A en iR TH§
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« (THEER ) FRBEZMMNIAFIFRASRNEAFE, B8 (AM AFER) $E
R ARMSER (255 ) PRHARITERE.

2. EEFTLEEIN , iFF WellArchitectedConsoleFullAccess EEREMNMNATHRESHE,

T2 AR AFEEATE AWS WA Tool FIITRREIRME, EXL TR, BERIERE, EF
TR, BT, AETHERE. 02 AELSITURATEE LEHTFEZ i R
PR

3. EFFRIFHEMNER , 51 WellArchitectedConsoleReadOnlyAccess FEE R K& TR E
A, EEHACGHNERAREEERR.

BERAXERBNEZEERE  BSHEAWSERT B £EXEBAWS Well-Architected Tool,

£ AWS WA Tool HBUEX Efth AWS RS HI X5

BUE Ml 15 B X PR o iF AWS Well-Architected Tool IREB X WEWHHNER , NMERMHE
BR (BXEZEE |, 55 #the section called “7£ AWS Organizations PIEUERREE" ) . BUE
Discovery & M AWS Trusted Advisor, AWS Service Catalog AppRegistry BAR < &IR ( 51
0 AppRegistry BIRE S F Y CloudFormation ¥tk ) FIRERFEE , BB TERERN LI EZ Well-
Architected EERFAFFEMNE L , HEXN IEAFHE S EH Trusted Advisor B &,

BUE AWS Organizations B X 1F5385E Discovery XH 2 B N EHNIKF 2 RSHEXAE,
EFFI AWS WA Tool IAEZ2XENEECREN R , ESMEIEE",

1. EM AWS Organizations RPURERE L , BT BBCE AWS Organizations X,
2. FTBBUE Discovery ¥ , NEE AWS RS MEREE S

3. EREEFEACNBRUEETERFHEXACNRIGSEXRRKKE,

4. BERRFRE.

N IEREEE AppRegistry
£/ AppRegistry 3£ , AWS Bl F 4l T HE A BUR THEREFH1TEE

5 FF 5 Discovery ¥ 3 B AppRegistry S I A K TER B , AWS Well-Architected
Tool FLBIE—NMRESEENEMA. AppRegistry P TTHIER AT E THEREFE ARN, ITERE
BHMUR S TEASMEXAXE,
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- FF/3 Discovery X¥Ff5 , BETHABRETLR , BHAHFH TR,

- X Discovery X#Fx AN ARERFMNTEARKPRERE , FFM AWS Service Catalog il Bk T 4E 51
HEL

W REABLE AppRegistry B AR EAM Trusted Advisor FIREVHIEIE , BF ITEATERRERE
7 AppRegistry B2 &B, & &the section called “#& IAM FgUE Trusted Advisor' P IIERE , NEERY
MARFHRAERENEKFARAE,

R ITENEBUE AWS Trusted Advisor

BT LR B M E K AWS Trusted Advisor , F413 AWS @l Ml TFFFBRIEARRITEE. £
BX Trusted Advisor 1 AWS WA Tool FEVE ATER A , {BE 7 ## Trusted Advisor EMMiF1E , EZH
AWS Support it %,  THEREHE Trusted Advisor IR ERE—NELE. EAL, EZUE
WA ERFENLILIERH AWS TEMR, XAUREBERETEARNWAEYE, T8, HeEMRAR
1k,

R TS EBSE Trusted Advisor
1. EBUE Trusted Advisor , TERBFAEE T EAERA AWS WA Tool EIIE THENE , SiEEY
ERE N THEABKREIEFTN TEAS.

2. TEMKF IDH %A Trusted Advisor SERAMIIKF ID A R/FENARFFRPER— I NARRF
ARN , & Trusted Advisor,

3. 7E AWS Trusted Advisor Z7 , 1EFRBUE Trusted Advisor,
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Account |Ds - optional

Type the IDs of the AWS accounts your workload spans across Trusted Advisor checks *

111122223333

AWS Trusted Advisor provides
recommendations that help you
follow AWS best practices. Trusted
e Advisor evaluates your account by
Specify up to 100 unigue account 10s separated by commas using checks. These checks identify
ways to optimize your AWS

Application - optional Info
An application s a custom col
Mame [ARM) is 2 unigue Identifier

infrastructure, improve security

tion of resources, metadata, and tags that performs a function to deliver business value. Your application's Amazon Resource
fiar an AWS resource, which ks maintained by AppRagistry. and performance, reduce costs, and

manitor service quotas. You can
then follow the recommendations

arn:aws:servicecatalogius-west-2: 111122223333 fapplication/######H#E hd |

to optimize your services and

Architectural design - aptional resources. Activating Trusted

A link te your architectural design

Industry type - optional Trusted Advisor documentation [

Advisor support aids worklead
| reviews by providing automated

The URL can be up ta 2048 characters and must begin with one of the follow protocals: [http, https, fopl. 2048 characters remaining context for supparted questions.

The industry that your workload Is associztad with

| Choose an industry type v |

Industry - optional
The category within your industry that your workload Is assoclated with

Choose a industry

AWS Trusted Advisor - new

AWS Trusted Advisar |nfo
Trusted Advisor uses infarmation from your AWS Reglons and account IDs entered above to ald workload reviews, providing you autemated context for supportad
guestions.

Activate Trusted Advisar

Resource definition
Choose how resources are selected for Trusted Advisor checks.

AppReglstry v |

Additional setup needed View AWS documentation [4 |
To pull Trusted Advisor data from other accounts, grant permissions to the AWS
Well-Architected Tool to access Trusted Advisor data.

BR A THEATBUE Trusted Advisor Bt , 28 RF6IE IAM REACHNEH, EREENRELE
T~ IAM BENR, BALE IAM FEFEACEHUK B3I N ZCIZMNNRMEFEXRK JSON, Bl
BAGRE , X TRHELEBUE Trusted Advisor W TERE , REREEFTINREEH,
ERBEMLTHIIRSD , BULUERTEARTHIE,. AppRegistry 2B, RIRESERE
X7 AWS WA Tool M Trusted Advisor FEREXBBLEHIE | UEE THEARFRFRES Well-
Architected SfESLERAX R RVRSKRE,

THRAHTTHE - THEABRBEKS ID URETERBEPEEN AWS XEIE Lo

AppRegistry - TR HE TEAZEREE AppRegistry B ARF P FEMNEIR ( Hiln
CloudFormation 4% ) & %o

B5E Trusted Advisor
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23 - TEASAITEAE THIERN AppRegistry BIRE Lo
6. iij:%-lt_io

7. ¥ AWS Well-Architected Framework B T TEME , AEERBE XX TEMNE, Trusted
Advisor #Z{X 5 AWS Well-Architected Framework Bk , 5EEZIHTx,

AWS WA Tool EHIERE IAM FEIZH &AM Trusted Advisor SREVH IR, MEH N ITEARFESE
B2 IAM B, BR , EEF Trusted Advisor 58 , TEHE EEXEKK - B FTE & &L MEF
IAM HElZAE K BXEZHMAEE , FSH?2?7. MRKAGBTFE , I AWS WA Tool FTiEIRENZ
MK 7B Trusted Advisor € B H & REEiR,.

A x71E AWS Identity and Access Management ( IAM ) REIZABNEZELR | E5H (IAM AR
) FHN AWS RF (EBHE) BRI,

£ IAM # 3 TEABIHCE Trusted Advisor

® Note

THERZEMEENEBIE Trusted Advisor TAESFEL 2 51 H EH Ik 7 BUE Discovery X1, E#EH
5& Discovery XN AIBTHEABMEEFMENAC, WAMEHMXEKKFEAU TSR,

E8UE Trusted Advisor B THESEREBXIK P FTE & SMTE IAM FRIBZAGBTREEEF AWS Well-
Architected Tool ##J Trusted Advisor {E &,

£ IAM F 3 AWS WA Tool 8IZZ A& LM Trusted Advisor FIREVE &

1. BFF AWS EE#&|A FHIE https://console.aws.amazon.com/iam/ L3 FF IAM #2414,

2. EIAMEZEFIENSMERD  ERAE , ARERUEAR,

3. WNWFAEXRMAEE  EFEHENGERE,

4. FUTHEHENESEFEHE S FIEED IAM 246589 JSON ZBRH | I TEAR. &
WORKLOAD_OWNER_ACCOUNT_ID BN ITHEABMBEENIKS ID, REERET—%,

JSON

"Version":"2012-10-17",
"Statement": [

B5E Trusted Advisor 7
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"Effect": "Allow",
"Principal": {
"Sexrvice": "wellarchitected.amazonaws.com"
},
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws :SourceAccount": "WORKLOAD_OWNER_ACCOUNT_ID"
}I
"ArnEquals": {
"aws :SourceArn":

"arn:aws:wellarchitected:*:111122223333:woxrkload/*"

Custom trust policy

}

Create a custom trust policy to enable others to perform actions in this account.

g {
2 "Version": "2012-1@-17",
3 - “Statement": [
4- {
5 "Effect": "Allow",
6- "Principal”: {
7 "Service": "wellarchitected.amazonaws.com"
8 h
9 “Action": "sts:AssumeRole”,
10 - "Condition": {
11- "StringEquals”: {
“aws : SourceAccount”: "111122223333"
13 h
ke "ArnEquals": {
15 "aws :SourceArn”: "arn:aws:wellarchitected:®:111122223333 :workload/*"
16 }
17 }
18 }
19 1
20

4 Add new statement

JSON Ln12, Col 3

Edit statement Remove

1. Add actions for STS

Q [Fitter actions

All actions (sts:")

Access level - read or write

AssumeRole €)
AssumeRoleWithSAML €
AssumeRoleWithWebldentity €}
DecodeAuthorizationMessage €)
GetAccessKeylnfo €
GetCallerldentity €)
GetFederationToken €}
GetServiceBearerToken @
GetSessionToken )
SetSourceldentity €

2. Add a principal Add

3. Add a condition (optional) Add

Preview external access

Gancel m

B5E Trusted Advisor
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® Note

2B B ENBEERBERMGIRFPH aws :sourceArn &
"arn:aws:wellarchitected: * : WORKLOAD_OWNER_ACCOUNT_ID:workload/*" ,
XE—NMNEAZM , RZABTLHE AWS WA Tool AT TEAHFEEN TERS.
BR , AL ESEE SNBSS EN TEMAE ARN s —H ITERE ARN, EIEESZ D
ARN |, BEZF U T RAIEERRE,

JSON

"Version'":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": "wellarchitected.amazonaws.com"
},
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "111122223333"
}I
"ArnEquals": {
"aws:SourceArn": [
"arn:aws:wellarchitected:us-
east-1:111122223333:workload/WORKLOAD_ID_1",
"arn:aws:wellarchitected:us-
east-1:111122223333:workload/WORKLOAD_ID_2"
]
}

5. EAMNEBEREL , X TNERERE , EREREEIIRF AWS WA Tool M Trusted Advisor AL
BHBRHONR, ERUNERBSITHF—1MNFHFEAQ,

B5E Trusted Advisor
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® Note

sk, ERIARECI R AR CIZNIR , A EtIR2ACRRRERE, EXIE
BEAGRERTERERAC , RAEMNRGET RN R T A5 &R Pk o2 MEBR
B

6. FUTNRFEBEHIFHIENEE JSON FE&H, £ Resource ARN A | I’ YOUR_ACCOUNT_ID &
BRRAEECHKF, ID, EEXKEHES (*) , REERT—F: 7%,

BX ARN BRBFAER , BSH AWS —RSEZEEF M Amazon Resource Name (ARN),

JSON

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"trustedadvisor:DescribeCheckRefreshStatuses",
"trustedadvisor:DescribeCheckSummaries",
"trustedadvisor:DescribeRiskResources",
"trustedadvisor:DescribeAccount",
"trustedadvisor:DescribeRisk",
"trustedadvisor:DescribeAccountAccess",
"trustedadvisor:DescribeRisks",
"trustedadvisor:DescribeCheckItems"

]I

"Resource": [
"arn:aws:trustedadvisor:*:111122223333:checks/*"

}

7. WMRENITERAZEBE Trusted Advisor HERRENIRE N AppRegistry 2 EB , W FTHE 1E M0
B Z TESEH AppRegistry B AR FIHAE R IRIK - EXLMIEH Trusted Advisor HEHIIXFR
REE RN INLL T ABR

B5E Trusted Advisor 10
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8.
9.

10.
11.

12.

JSON

"Version":"2012-10-17",
"Statement": [
{

"Sid": "DiscoveryPermissions",

"Effect": "Allow",

"Action": [
"servicecatalog:ListAssociatedResources",
"tag:GetResources",
"servicecatalog:GetApplication",
"resource-groups:ListGroupResources",
"cloudformation:DescribeStacks",
"cloudformation:ListStackResources"

1,

"Resource": "*"

}

( Ak ) AL, BB T—F : F&
KEXE K NEEERN , AEERCIRKE,
EAGNHMINRIEL , ZFERREZNRERS , REEET-F.

WMABBREN , ZBAMSMERLTIE
3£ : WellArchitectedRoleForTrustedAdvisor-WORKLOAD_OWNER_ACCOUNT_ID , ARG
ERNEL®., F WORKLOAD OWNER_ACCOUNT _ID BHiR TEAEMEENK, ID,

BRIZERENBER-FRIELR , BREEURAE,

EEEAGNXRBENNBRERE  BELNSMESFNHREET  ERACHER
WellArchitectedRoleForTrustedAdvisor-WORKLOAD OWNER_ACCOUNT_ID &%, 1%k
AREMURITENRMEEXRRREER,

RN IR EEA Trusted Advisor

R IERMEEH Trusted Advisor

B5E Trusted Advisor 11
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AT LA AWS Well-Architected Tool BT 4w % T/EA R HBUHIE R BUE Trusted Advisor 3k 1E4A
TS EER Trusted Advisor, BXEEIENBENEZEER |, i5SRthe section called “4r%E T/ESH
o

M AWS WA Tool H12f Trusted Advisor T&HIBRTE IAM FEIEZH AR, M IAM FHiIfRACEES
IMEEEBER., T/EMEMA B RREIKF B FFE & S BRE AWS WA Tool H1EH Trusted Advisor
IR IAM Bt |, SE 1L AWS WA Tool Z1E R TEHRSHUE Trusted Advisor ##E.

1£ IAM # Bk WellArchitectedRoleFoxTrustedAdvisor

1. BFIE AWS BEE4H|A FHIE https://console.aws.amazon.com/iam/ L3TFF IAM 2&| &,
2. EIAMEFENSMERD , ERAG,

3. #ZEwellArchitectedRoleForTrustedAdvisor-WORKLOAD OWNER _ACCOUNT _ID }i%&i%
A,

4. EEMER. EREEOP  BAZBIANIBRNAGEN , REBEERER.

BXMNIAM RIBRAEHNESER , H2H (AM AFEE) HHMER IAM S (2488 ).

£ AWS WA Tool EX TEME

THEAERREREBULMMEN —EHAHF. Hlin , TEARTEREHNM., EFESNL,. BIRNAER
BRMONER. EEEN TEASHEBTHREX B AWS Well-Architected Framework X33 T2 H
wE,

EMTERR

1. BFAWS EEEZFIE , HEE A TMUEITIHF AWS Well-Architected Tool 2% & : https://
console.aws.amazon.com/wellarchitected/.

2. MBEBEFE—XFEH AWS WA Tool , BLFE—IMNERSINEENTAE. £ Define a workload
(EXTHERR) B2 , 1%3% Define workload (B L TEHRE).

HE , EEMSMEKPEE Workloads (THEMLR) , A/FiE#E Define workload (B X TEH
#)o

BX AWS IAERETEABRBFENFMRES |, BEE AWS N LAFERBEE R £ At
BwiE 2

3. 7 Name (B#) EH , WA THERBEN B

EM TR 12


https://console.aws.amazon.com/iam/
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage_delete.html#roles-managingrole-deleting-console
https://console.aws.amazon.com/wellarchitected/
https://console.aws.amazon.com/wellarchitected/
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10.
11.
12.
13.

® Note

BMKELANT 3 8 100 MEHFzBE. ELA=ZANFHILBFNZEH, THEARBEHLMA
RM—FLEH. REE—M , FEBRZENKE,

£ Description (#iR) 4 , B ATEARNER, HEHRLME 3 F 250 NFERFZ[H,

£ Review owner (BRI EH) BF , ARE I EARFTRRENETAIMIANBHR, EFo4
ik AR IR o

£ Environment (FME) EH |, &FE TEAFBIRE
7 - TEAREEFRHIET,
4™ - THREAREMESREFIEIT.
£ Regions (X)) #H e , R TEATRMN X
- AWS X - B—EBETIEARN AWS XiF,
IE AWS XiF — A THEAREEFIZTH AWS 2ANXE, BRZSUTLIEERENLES S
Frs Y ME — X430
WMREEEBN TR, NESERIXE LD,
(A& ) &K/ ID EEH , MASEN THERBKEKN AWS IKFH ID. B&RZAILIEE 100 MR
ESRIE—IKS ID.

R Trusted Advisor E8UE , NIEAIEEMEMIIKS ID M Trusted Advisor FIRENEIE, BERF
AWS WA Tool £ IAM F{REIREL Trusted Advisor BB IR , SR N TI/ERSEE AWS
Trusted Advisor,

(k) ERARFES , M AESZTEATKEKN AWS Service Catalog AppRegistry H#Y B
AREFNNARR ARN. BNMNIHERBREEEE—NARN , HENARFMIEARMSTNTE
_lziﬁo

( /3% ) 7 Architectural design (3% 1t) EH , W ARMRITH URL,

( ATi& ) 7E Industry type (1TALRHE) 2/ | B EEHN TEAFRBKMITILER,

( A& ) 7E Industry (7)) |, EBHESEH TEHFTIL,

( /3% ) 1 Trusted Advisor #% , EFEX TEMRFM Trusted Advisor RE , BFIEFEIE
Trusted Advisor, AJREBEN SR TENBXBKHNKAHITIHRE, ERF AWS WA Tool 1%
FIBIREN Trusted Advisor ZHIEBVINPR |, &S Fthe section called “BUE Trusted Advisor’s W&
BENTHIERERTHIE, AppRegistry & ZBP# 1TEEF , LUE XL AWS WA Tool A TFiE1T
Trusted Advisor ¥ & &R
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https://docs.aws.amazon.com/wellarchitected/latest/userguide/activate-ta-for-workload.html
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14. (®iE ) 7 Jira B9 , ERITEARTF B IEARERHN Jira @S EE , BEREFEEZKS R
IRE, Tﬁ'é?a%ﬂ‘f‘%"‘lf’ﬁﬁﬁk%ﬁﬂ’]F'KFJ&?‘T%H% ZE. EFmH E*ﬂﬁﬂ%&?&%ﬁ BES
AWS Well-Architected Tool Connector for Jira, MFEEZ THEAT, RS IENE - FHFNES
TR - B TEETE , ATLUERBAERSH Jira T E ZH.

® Note
MREFBERFRINNRE , N ITHEABRERIANKSRBIN Jira BFRE

15. (A& ) EREHD , ANES TEARKBKBFAEIRE,

BXRENEZEE , BSFEXAWS WA Tool FIR IR,
16. iij:%-lt_io

MRENCENENZHEENELR , WSFEBRIZFAD , KRG REHSE,

17. (Wit ) ENAREXHSRY , BIaRAARENY. BREENHENTEREXHETER
BAEXRE , AR EBEENHREBREEX . BET—%,

18. BEEATHTEARNER. — N ITHEARKSATLURM 20 M. BXEFH AWS HHTavHE
&, ESREEI.

ERBM B E NN (IR EEN AWS IKF RERNEIN ) M/ TE R MEREANTES
B (AWS BRI , It B AP ER ) FEESH.

® Note
MR RO EEXEAT , B S AT AR LA, B E X ATSS N,

® RR7FH
R/ Efth AWS AP SIS RIZM B EX BN , IR RNERSEMAF eIZ2UR
EEHZNAENHNET AWS BEFHUFAENE=FAR,

19. #%4% Define workload (B X T{EfH ).

MRENMVFEWENZHEENELTR , MATIEE L TR B R ZFE,

EM TR 14
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£ AWS WA Tool i FITEME

£ AWS Well-Architected Tool FENX TERAE T , BALITHFEE I AT TEARIEZERS, X
A ARS BY 1M TAES B H IRER T RERT B B H E

ERTHERARRES

1. BERSYENTIHENEE , 28— 1H , EPERIEASN I FEHMAEE. 1% Start
reviewing (FFia® #%) AFF 4.

BN, EEMSMEEPIEEFE Workloads (THERR) , RAREFRITHEABNEHRUITTF TEARE
MEERNE, % Continue reviewing (HE&EF#),

(k) MREEXHSENTEAREXEK , WEUSHERFISERERERTEARFTRK
RIBFIR , & LA X LR R IR TERBFZRE.
2. DMEFEEZERE-—NEE, NTENEE :

a. FREBEHBEEZRNERTERTENITERR.

BXESES  BEEREEAEERYERPHER.

. WMRRBTREATEN IR , FHiEE Question does not apply to this workload (7]
TEATFHIERR).

« BN, NIIRPIERELFTENRESER,
MEBHF AR FRFEMIXEHFIESTE | FEE None of these ().

BREMATNENESES  FREERAEFHYERPHER.

b. (Wik) MR- ANHESNBREZRTEATENIELE , BEABRFETER TR IEAEN
REXEK , AERFHREF, NTEPEENRESRE , EUTNERERRARRECFAREE.

c. (A& ) EM Notes (EFF) EXRIZFZFRIBMRXNER.
Pl , BARSEANTLARBEFER , RERGEPTE RN RESSERAMINFEMAEE
d. & Next (F—2) UELEZET —MNE#,

WNEBNZEPANENRBESIXLEDSR,
3. PFERTIESF Save and exit (RIFHBE)UAREFEEXHEFIERKRIENE,

BRIERE 15
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BRIEASE , BUUERRE R BRE TR, BXEZELR , IHSH Reviewing a workload with
AWS Well-Architected Framework,

£ AWS Well-Architected Framework &4 T &

ZAINERFENEEIFAR TH L FREN ITEAR., ZRREEX TFEASMENRESEM
BERRR.
¥ Prioritized Mew Well-Architected Tool > Workloads > Workload > AWS Well-Architected Framework > Review workload Helpful resources X

o AWS Well-Architected Framework 9 e

Add a link to your architectural design

REL 1 - prioritized

How d

1 design y

workload to adapt to changes

in demand?
@ The answer has been updated based on lens or profile changes, b 4 -
A A

SEC 1 - pricritizad O Amazon Web Services YouTube Channel
e e et vt Erusted Advleor check © AWS Online Tech Talks YouTube Channel

uestion rusted Advisor checks AWS Events YouTube ¢ .
validate the security © AWS Events YouTube Channel
properties of applications
throughout the design, Stay up-to-date on new resources and
development, and PERF 1. How do you evolve your workload to take advantage of new releases? info services

i et Evaluate ways to improve performance as new
Ask an expert [ e ey prave pe N
services, design patterns, and product offerings
become available. Determine which of these could

REL 2 - prioritized

do Jata? — " . improve performance or increase the efficiency of
How do you back up data? When architecting workloads, there are finite options that you can choose from. However, over time, new technologies and approaches P Y

become avallable that could Improve the performance of your warkload the workload through evaluation, internal

discussion, or external analysis.

COST 1 - prieritizad

. E——— (O Question does not apply to this workload  |nfo
ow do you implement cloud Evolve workload performance over time

financial management?

Select from the following As an organization, use the information gathered

; through the evaluation process to actively drive
nfo

£ PERF1 - prioritized adaption of new services or resources when they
How do you evelve your become available.
workload to take advantage
of new releases? " - .

Evolve workload performance over time  |nfo Define a process to improve workload
performance

SE¢ 2 - prioritized Infa Define a process to evaluate new services, design
How do you classify your patterns, resource types, and configurations as they
data? become available. For example, run existing

performance tests on new instance offerings to
None of these o
determine their potential to imprave your workload

L cosT 2 - prioritized
How do you decommission
) None of these
esources?
» Mark best practice(s) that don't apply to this workload Choose this if your workload does not follow these
best practices.
SEC 3 - prioritized
How do you detect and ) . .
This question dees not apply to this

nvestigate security events? .
: ’ Motes - optional workload

Disable this question if you have a business
REL 3 - prioritizad justification.

How do you use fault

solation to protect your

workload?

1. B ER TN TE , BN ITERBEFAER THPERAEFTZ, ENSMELE RSN
XENEHE, LEEENRBIRIEATR. EFMNEPEEZNRBERE REZIERBREL,

FANESREXEEH  ARSREEERSNAE , SRIE bR RE,

(AIiE ) MRBENHEER TERZMARE , M AWS WA Tool EREEX4HFHEERBET
FEAEFEFZTNBLERBEREMLR , MERBENERTENLS, EEMNSHERS , LA
EABREMLERFABRIMRTAEARFEZRE, HRNESRELERABIRFHRBAZTL S
HI — N BEHE AR,

TR TR 16
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2. FEERFPEREANEE, EREFMOENRESER, &8 Info (§R) UREVE X R R &
FRERNEMER., EFERTRER , AiFRIFIEX AWS Well-Architected B9 AWS re:Post 4t
X, AWS re:Post & AWS BRIZE TFBH R ZHEX B R, £ re:Post , BALUKRFER, BE
B, MABA., XFRNTFEIAURNERERNEBNERHITERE,

(A ) BN IS RESIBRFIEATER , FERRLETEA TR I AERENRESEK , R
JRRrEIER,

EA L E R REBAV IR VR T — MR | REE—NEE , SR TFENERHFBE,

3. AMABMBERD I RECEEMNERANER, EFERERIEE BB ZFITEH X AWS Well-Architected
B AWS re:Post #t X, FEXM#EXA | AR HXFE AWS EiRit, W2, PB4 TER
HHEE,

EF BN TENED Trusted Advisor BE

MR EREN TEREBE Trusted Advisor , M & TERBSELE R — Trusted Advisor K EIRIF,
MREHNREESERHORE  NEEERIEFLER—FBA |, WA Trusted Advisor KER A, 1%
BREERELMET R Trusted Advisor BRI,

L Question Trusted Advisor checks Helpful resources «
COST 3. How do you monhitor Ask an expert [4

usage and cost?

COST 4. How do you
decommission resources?

COST 5. How do you
evaluate cost when you
select services?

COST 6. How do you meet
cost targets when you select
resource type, size and
number?

COST 7. How do you use
pricing models to reduce
cost?

COST 8. How do you plan for
data transfer charges?

COST 9. How do you manage
demand, and supply
resources?

COST 10. How do you
evaluate new services?

COST 5. How do you evaluate cost when you select services? info

Amazon EC2, Amazon EBS, and Amazon S3 are building-block AWS services. Managed services, such as Amazon RDS and Amazon
DynamoDB, are higher level, or application level, AWS services. By selecting the appropriate building blocks and managed services, you
can optimize this workload for cost. For example, using managed services, you can reduce or remove much of your administrative and
operational overhead, freeing you to work on applications and business-related activities.

P Question does not apply to this workload Info

Select from the following

[7] 1dentify organization requirements for cost |nfo

[C] Analyze all components of this workload Info

[C] perform a thorough analysis of each compenent |nfo

[ Select software with cost effective licensing |nfo

[] Select components of this workload to optimize cost in line with organization priorities nfo
[C] Perform cost analysis for different usage over time Info

[*J None of these Info

@ Trusted Advisor checks available

To help you answer the question, we have automated checks that will give you more context on
what you have in your account.

B Cloud products
B Amazon S3 storage classes
25 AWS Total Cost of Ownership (TCO) Calculator

Identify organization requirements for cost

Work with team members to define the balance
between cost optimization and other pillars, such as
performance and reliability, for this werkload.

Analyze all components of this workload
Ensure every workload component is analyzed,
regardless of current size or current costs. Review
effort should reflect potential benefit, such as
current and projected costs.

Perform a thorough analysis of each
component

Look at overall cost to the organization of each
component. Look at total cost of ownership by
factoring in cost of operations and management,
especially when using managed services. Review
effort should reflect potential benefit: for example,
time spent analyzing is proportional te component
cost

Select software with cost effective licensing

Open source software will eliminate software

1£ Trusted Advisor R &EEXIF L |, LA LAM Trusted Advisor P EEEXHESEBRENEZIFAE
B EHBBREEFPES Trusted Advisor 4 EERE  HETHEREFMER , XS CSV XH
FRIBHSFRESIEM Trusted Advisor REFIRSIRE

& & Trusted Advisor & 17
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RAriEmE

decommission resources?

COST 5. How do you
evaluate cost when you
select services?

COST 6. How do you meet
cost targets when you select
resource type, size and
number?

COST 7. How do you use
pricing models to reduce
cost?

COST 8. How do you plan for
data transfer charges?

COST 9. How do you manage
demand, and supply
resources?

COST 10. How do you
evaluate new services?

b Sustainability @

AWS Well-Architected Framework

Add a link to your architectural design

Question Trusted Advisor checks

Best Practice: Select components of this workload to optimize
cost in line with organization priorities
Last fetched: Oct 26, 2022 1:29 AM UTC-5

¥ Download check details

© savings Plan  Info
Account statuses (&) 2

@ Amazon ElastiCache Reserved Node Optimization  |nfo

Account statuses (&) 2

(©) Amazon EC2 Reserved Instances Optimization  Info

Account statuses (&) 2

@ Amazon OpenSearch Service Reserved Instance Optimization |nfo

Account statuses (&) 2

/A Amazon Redshift Reserved Node Optimization  Info
Accountstatuses A 1 @1

@ Amazon Relational Database Service (RDS) Reserved Instance Optimization  |nfo

Account statuses () 2

Amazon Redshift Reserved Node X
Optimization

A Investigation recommended

Checks your usage of Redshift and provides
recommendations on purchase of Reserved Nodes to
help reduce costs incurred from using Redshift On-
Demand. AWS generates these recommendations by
analyzing your On-Demand usage for the past 30
days. We then simulate every combination of
reservations in the generated category of usage in
order to identify the best number of each type of
Reserved Nodes to purchase to maximize your
savings. This check cavers recommendations based
on partial upfront payment option with 1-year or 3-
year commitment. This check is not available to
accounts linked in Consolidated Billing.
Recommendations are only available for the Paying
Account.

Trusted Advisor checks reference [
Account statuses
A\ 1 Investigation recommended

© 1 No problems detected

KB Trusted Advisor WREXRFE RAFEER , SIMERZLINEFE R T RRSHIKSHE,

o BUURME (4 ) - Trusted Advisor B &3 TR RE,

« BWAT ( #F ) - Trusted Advisorke U Z#¢ 25 1Y 7] e[ &L,

o REMB)EB (L ) - Trusted Advisor RN EH 2 #Y BB,

o HERRMVINE (e ) - SEHRTBENRERY , HINEFEREZRI TR,

B X Trusted Advisor RIEHRENEZEER |, BESR (XiF AFER) FNEFERERE,

EREFT Trusted Advisor RESINEREECERPARERPETREXZRENEE, BXES
E8 5l (XF AF#EmE) BAWS Trusted Advisor RESZE,

£ AWS WA Tool FREIEAEHNERE
FBALBENREIEABNEEZR, EEBRIERITEATRHN YIRS,
REFEEME

1. WIEARFMAEETEL , % Save milestone (RFEREE),
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https://docs.aws.amazon.com/awssupport/latest/user/get-started-with-aws-trusted-advisor.html#view-check-categories
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2. £ Milestone name (2B EH , mAEREEENBN,

® Note

BMKELANT 3 B 100 MEFzBE. ELA=ZANFHILIBNER. ETHEAFREN
EREBEMSTERE -1, REHE M , N2BRZRIKE,

3. &ERIRF.

RIFERMEE ST EERNZEREPHRN THERREE.
BEXEZER , w2 H 2,

REFERR 19
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A2 - idF AWS Well-Architected Tool T4

RN B ER AWS Well-Architected Tool i FZMETE TR, L REIZESLS P WNAENFIZES
EBTEESMILN TERE,

ES ]

« T, EXTHERR
TR 2 BRIHEATRS
SR 3 . WO I
S|4 HTRENGEEE

S ELTHERRE

BE , EXN—NIENH. EXNTEHMENFEZERT, EXAHED  RINTL4BRETREREN ITE
N, BRBREFZEREN TENENEZHFMEE |, i5SH@the section called “E X TIERE,

EXTHERR

1. B AWS EEEGA , HEL U TMULITIF AWS Well-Architected Tool ##I& : https:/
console.aws.amazon.com/wellarchitected/.

(@ Note
ERTEABIRSH AP LFHAEI AWS WA Tool B 52217 AR,

£ Define a workload (E X T EK) &80 , 1%3% Define workload (B XL TEHEK).

£ Name (&%5) % , % A Retail Website - North America EHN ITERZHB o
£ Description (&) ¥ , i A TERAEKRHEIR,

EHEZAEEEY  MAARIEARFTFRAENAGHNES,

ERBEESR |, BHITEABRLEEFRRAR,

BN TEARRBRE AWS MENTH R b EIEH BT -

N o o bk~ w N

a. EE AWS X , RFiaRdbEi XETt THERBBIHANXE,
b. BHEFEIF AWS X8 , AR BEIE OB,
8. WK/ IDEREDNAT, FZRHEM AWS IKF 5 TAERBKER,

LB EXTERE 20
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9.

10.
11.
12.
13.
14.
15.
16.

17.

RMARFERTED, BOALITEASEBARARE ARN,

RYEERED, FRREE S THEARKE.

Industry type (T3 ) A Industry (1T)k) ERFIEH , KAk THEARIEEEA].
Trusted Advisor #B5 R AlEH . BRI THEABIBUE Trusted Advisor .

Jira B0 R ANEHN . X T EZIENR , BAEES Jira BoPHBEZKFARFINRE.
ERGIF , FON TEABNAERARE. EFT -5,
BABREXHLSRATMESR. BOAMTEABRNAREX S, EET—F,

ARG | BABE3IEEREN AWS Well-Architected Framework 4, %3 Define workload (B X
THEAR) URFXLEEHEXTEAR.

ENTERE G |, % Start reviewing (FFIAT#) LAFFBIE K TERBHRS

2 BRIEAERS

BRI EMAENRES , BEEQZE S K ELT AWS Well-Architected Framework 3% A B9 A%k 2 47 89 8]

M

FHIZE, REM, TR, MR, RAMICMAEFSEM,

NTFZNEAE , FNREHRBIIRFERERENRERER, MREFEEXRFEXKRNFAGE , Hi
# Info (5 8) AEANHERFEFHMEFEEMER.

% EEREE B ETEX AWS Well-Architected B9 AWS re:Post # X, XX |, EA LR
HXFHE AWS Eigit, WE, HBMNEE TEAFNRE,

S8 2 BRIEATRS 21
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¥ Operational Excellence

OPS 1. How do you
determine what your
priorities are?

OPS 2. How do you structure
your organization to support

your business outcomes?

OPS 3. How does your
organizational culture
support your business
outcomes?

OPS 4, How do you design
your workload so that you

can understand its state?

OPS 5. How do you reduce
defects, ease remediation,
and impreve flow inta
preduction?

OPS 6. How do you mitigate
dieplayment risks?

OPS 7. How do you know that
you are ready to suppert a
workload?

OPS B, How da you
understand the health of
your workload?

OPS 9, How do you
understand the health of
your operations?

OPS 10, How da yeu manage
workload and operations
events?

OPS 11. How do you avolve
opearations?

OPS 1. How do you determine what your priorities are? info

Well-Architected Tool Warkloads Retail Website AWS Well-Architected Framework
Review workload

AWS Well-Architected Framework

Add a link to your architectural design

Ask an expert [3

Everyone needs to understand their part in enabling business success. Have shared goals in order to set

priorities for resources. This will maximize the benefits of your efforts.

B Question does not apply to this worklesd Infa

Select frem the following

Evaluate external customer needs  |nfg
Evaluate internal customer needs  |nfo
Evaluate governance raguirements  |nfo
Evaluate compliance requirements Info
Evaluate threat landscape Info
Evaluate tradeoffs Info

Manage benefits and risks Info

None of these Info

* Mark best practice(s) that don't apply to this workload

Motes - optional

2084 ch.

« rermaining

Save and exit m

Helpful resources *®

Ask an expert [4

5 AWS Support
% AWS Cloud Compliance

Evaluate external customer needs

Involve key stakeholders, including business,
development, and operations teams, to determine
where to focus efforts on external customer needs.
This will ensure that you have a thorough
understanding of the operations support that is

required to achieve your desired business outcomes.

Evaluate internal customer needs

Involve key stakeholders, including business,
development, and operations teams, whan
determining where to focus efforts on intermal
customer needs, This will ensure that you have a
thorough wnderstanding of the operations support

that is required to achieve business outcomes,

Evaluate governance requirements

Emsure that you are aware of guidelines or
ohligations defined by your organization that may

mandate or emphasize specific focus. Evaluate

internal factors, such as organization policy,

standards, and requirements, Validate that you have
mechanisms to identify changes to governance, If no
governance requirements are identified, ansure that

you have applied due diligence to this

determination,

Evaluate compliance requirements

Evaluate external factors, such as regulatory
compliance requirements and industry standards, to
ansure that you are aware of guidelines or

abligations that may mandate or emphasize specific

focus, If no compg:
ansure that you apply due diligence to this

determination,

=y

ermerits are identified,

Evaluate threat landscape

1. &8 Next (T —F) UMHKET - RE, SAUERAENERSMEE —ZEHNTERERFE

XAERREE,

2. MRLERFRENERTHIEARIALEBRRE , AWS BURIEEH

FHEN THEABRIREN —H5 , LB FHRN THEAERRITERMER.

® Note

BAERMARR, XLE&F

FE , BRI HEM ARKERBRRIENTER, BFERICTER T THEREB
REXEK  AREETEANRESK. SUNERRRARMECEFAER. IR
ERANRESKES LRE.

S 2 ERIEATRS
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None of these Info

¥ Mark best practice(s) that don't apply to this workload

If one of the best practices within this question does not apply to your workload,
you can mark it as not applicable. You can also choose a reason and provide
additional notes for documentation.

Evaluate external customer needs Info

250 characters remaining

Evaluate internal customer needs Info

Out of Scope v

Internal customer needs to be addressed in following release

190 characters remaining

Evaluate governance requirements Info

(® Note
B ETEREREHFBREREFLERE. BERRIRE , BT AWS WA Tool #5]
AFAEEMNSMERPEE THERH,

3. EBIEABNBEMUITA TEAREARAEENME.
4. 1% Continue reviewing (#£EF#) , AR SMEEEFHMLE.

HR] 2 BRITERBENRS 23
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5. EHEAAERER , RERTEASNBENE. SANVNEEXLFMAES , EUUAEEESE
M SHEH FEE Workloads (TERE) AR TEAREHEMIXLEFMAEE

EERERITEMSBNRERE , ENRFERBA LR TEARKRE.
BEREEBHERIEASNLIRES , HFiLESERBEIHITT#HTERNEEH E.
MIERRFEAEETERITUTERE

1. EIEHNEERES  EBRREEERIRY,
2. %A Version 1.0 - initial review fENEREE T,
3. EERE.
4

BEERTHEARKRE  FARMFEAFERERRSE , e Fel2 -1 PDF X, WXHEE
TR, BRI KB R ZW YRR TIR,

SR 3 WO ITY

RIEEERNERESSE , AWS WA Tool x4 8 AWS Well-Architected Framework St 1T# & , XL
BEFES XM P EX RS,

R IT R

1. MBLRTTE R ST S8 2 %R AWS Well-Architected Framework,
2. REIEE Improvement plan (B3 1T RI)o

3 F 4 E REI TERE , AWS Well-Architected Framework B E T =N X KR EEF —MNh &
XUBE ) 7,
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RAriEmE

Well-Architected Tool Workloads Retail Website - North America AWS Well-Architected Framework Lens

AWS Well-Architected Framework Lens

Overview Improvement plan

Improvement plan overview

Risks

(®) High risk 3
/A Medium risk 1

Improvement items

FH TEARNSERE |, BUERBAME R 8 TEAR S,

EFRSOHRE , BIRITUTRE

1. FERHITRP  EENENPNTES BRETEPH TR (Retail Website - North
America ) &

2. BEHEMETF,

3. SMEIEARREES , AENT R RFPIEFEERTLH,

Workload status

Improvement status
Choose the status of your workload improvements.

Not Started

None

Not Started @

In Progress Not Started

Complete

Risk Acknowledged

H] 3 WA
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4. BEHEEHRET+ , RERIITERDH AWS Well-Architected Framework £ , NE AT +&
fnE gt it R, ARG E R EIRIPAY S i RIED <

Improvement items (K#HI B ) A ERETEARPEHENENNSHTIE, RIBRFZENZENR
EEBITHR , AFHERKREE , AEFRHPERRKFID,

R FF Recommended improvement items (RS IE ) LS REXT RIBHYRIERER, SNENUHK
BB BREMEEIFANETRIES , UBBEERIEDEHRBTENXE,

MREEXHETEAZKEK , NEWEITIESRE22E RMEAXKRNKE | BB LR S RE
B MR EL A RRIFIESOHINE Fk, HMEIRETRERELRERFE,

FR 4 HITHHNGEHE

it RS, 2833 Amazon CloudWatch 1 AWS Auto Scaling SX35R B TR FRT He
—1 Eml‘ﬁlﬁl%ﬂo

ML B ZBA AT TIRE -

1. ERMEXRBHERAENRERERURRER, 00T JBABIE R,
2. RFEERFRFFIREUER TERBEVRS.

3. HITEHE , BALURE Improvement plan (R#iTH]) HAEFEXEEIN TEAZHFM, EX
filmp | XLeRERUE T KRR  FE XK EBENBEEN=NEDER -1,
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Well-Architected Tool Workloads Retail Website - North America
Retail Website - North America Delete workload
Review Improvement plan Milestones Properties

Improvement plan overview

Risks
(¥) High risk 1
/A Medium risk 2

HEHEA LR EERE | REEE Milestones (BF2H) , UEEMAEHE T THAZ,

SR 4 RHTRANGERE 27
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Well-Architected Framework &% ( WAFR )

Well-Architected Framework #i T E =R S| ZME T TEHNENRBHMSMRITEN, eEBTET
fRIGIE AWS F B REFTRKNMLERS, BENZER , B THATRIINZTISR,. Z2. 5
MERFRENTRHENAEFNRYRESE,

£ Well-Architected Framework & ( WAFR ) Hi[d] , B EZE—RFIERRB , LUE T BENEY
ERREIENEZSEE , AR RIHNIES.

WAFR B E&
WAFR IFEH=NEEMEREAR :

- HER  BESEINAYAREFEEXEER -, NEEBRI M E&
« HE X AWS R{ESKNEHTRER TN
o U CREERIEC N HN TERRR IS AIITH SUE B

AXEFESEZHZX=ZANER , RIEEREME T RONES , LMENFENRFPREZANE, &
& RHE S B WAFR HER IR N TR TR AT R,

I WAFR #UE&

EXREENR , TEEREMTF XD EZHER T 2T #H1T Well-Architected Framework &
(WAFR) . BRATETHAESHZIBERENNELTAHNERK  XEFEFTAEGINER |, HEXE
THEEE MR,

FERWFENHAMAADRAE ., WR/NASERK R AT AR BT AR, N AT BT B R 4R BRAY Y
B, ANREMBRFTEEZARASNEN, XEAUESHELWAMNMKAFSBERR , RKIEBRX
BEAMEN/NATIEHER,

RAEBELERR TR, TEABNVERLFRE, HENURIFEARSAL/LSIREN - , B8
THREFENRHM RMEEFRIKR,

HEEMBRA=ANXBEERAMN :

1. TEAZENEE
2. AR
3. TSN ERIRHE

WAFR Bt E& 28
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B AWS Well-Architected Framework :

THEAHR-RIGEFEMARD , eNTRHEFLMNME , NEAFSHNARFRERT
Bo —MNIEABRTRHEEN AWS KPR -2 RRAK , HAIEEREZ N AWS IK
FPHZINRRNES. — OBV ARRB/LNIERAR , MARDDAIEEHTIT
.

THEABTIMMNBREB/RS AR, ©EBFEAR. FAK. REMNESTFHR , UREHLSNENEARHM
EAtiRiE. EMIT WAFR 28l , BIE LR ER T EMCRTEAENENMEREST. XY TEER
B ERTERIE,

A WAFR & T EME
EH WAFR HE& THEAR , E5HAMITCU TS

- WHRBTHENE? NRITEARPHEMELS , #ENAR?

- TEABNENRMTALA? BHXULSHIHE ? eBAPE. JIENARICRDE ?
c WTHENBREFEFE? UREIECXREQEHK?

- TREAHEREBEFERRAIE ?

« TEARRESTUN , ERFEFHEN ?

« THEAFATHEREHNWBABER ?

- MRITEAEPH  2BHLRE?

- TEARBHNRRRMTL?

« BWTHERBRBBERBIRR ?

HEHEZIT WAFR 28 , EIHE TEREE , BN ZEBEEBEZEPN RS HEE,
HEREERTA?

RE WAFR RARMEBERNAAESAE , BRMNAUEMHRRZABEREF TH LT, —1MNF
MERRNERREEHEMLLINFN AR TEABNFETE L.

ENEANEERE , ERX—EMRATHER , RRHRTER , SR TEN TR S CIEE
ZHME.

ZRRIMIBERIEE
1. BESHRLSMEARTRAREESHMI =M EEIH
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2. BERITEAREREEHHIMNME
3. KRBT ARBENERE , NESXHESTERE

Bt — A NEE , BEREHNEN THERRRIT R,
AR AL

BIMNIEABBRZ-IAEE , HEETFEAENESEARG , TRSSRREARANMANK. ER
EHAT WAFR 28l , BATERBRE —PMELEMREE (STO) .

L ABTMEEB M HIRKHZEFITNE, R TABMBLE, ZASHNRAISLFE~RATRA, FREE, &
FERWMHETRELE,

BREE , MIRTEABRTBRTMET , NHZARR.

BT STO #1T WAFR UBERREXREE, M , BARSK AN TFEARNIGHTE |, BEFXL
BEENAT mREER A EIBREN. HE , EARELRERE A FKTRE T,

XBESBAREINR —NEEXUANFNEIERE, STO R TEEEXIMER | AWK
3% WAFR #} B2 5&/MiE.

FTEMNRIZZERE

STO HAFBERZE LI AT, 2 ARNEAKRSE T TEAHNWERIRIT. k. RPREE I,
RIFBALNERMNTEABHN KD IS ENARZHAXENANNKRELSEFITE,
EZRUTRXTFRZMHEXEW A

1. BEQZE—XNB , #EEEH?

2. £ WAFR By BRLEER 5 R | BRERIRABXEBEETER ?

3. MR EF A ANTFE MR ZMHERE ?

THESE

Well-Architected Framework IS KA HARK. RAEN STO EXEE | BEEAFEEENRESNIX
BERENESERHP EN R , UNR WAFR REHIESHIME,

EUXHEESERRTFE , 17N
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BEREET , AT TEETR2EH AWS CloudFormation, AWS CDK = Terraform ZEEL &% #E B
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» AWS Reference Architecture Diagrams

 Architectural Decision Record Process

« ADR GitHub T

» Why you should develop a correction of error (COE)
» Workload Discovery On AWS Solution
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* How to perform a Well-Architected Framework Review Part 2
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Start here

l

Identify risks

Implement &
track improvements

Prioritize improvements Understand risks

Determine
prescriptive solutions
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£ AWS WA Tool R[] eSS I0E 7

EITEAEDRNEMBE TEEF T HEMNLRR]  BESIHME , ABREN THEABER

RERXEK,
[6) TAE LB 01 R

1. BFAWS EEEHAE , HEI A TMUEITH AWS Well-Architected Tool %A : https://
console.aws.amazon.com/wellarchitected/.

2. EEMSMBERESF , 1EFE Workloads (THEREK).
3. EEMEIEMR , AFER View details (BEFFHAER).
4. EBREFMOIN , REEERERT.

&R LA B TE SCRIAT /S EIAT B R Rt TIE R,

— N TERBEZ ATLARD 20 NI,

Bx AWS BB ZMEZELE |, F1HE AWS Well-Architected Lenses, Eix= , HIEMEZIMBEE
4T E AT B ZAR SR,

NI4T 58
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© fFEEH
U B R/ R EAte AWS FEF S P 0l M0 B E L EIAT | R R SR B A AR AR5 S
HEHWATNEFET AWS B HUFAENEZ 5 HA,

£ AWS WA Tool # M T 4E 51 £ 5l BR 3047

MEENHTABESEHTEREMAX | TR,
M TR B BR 1T R

1. BF AWS BEEEFE |, FBE I TMULITFHF AWS Well-Architected Tool %14 : https:/
console.aws.amazon.com/wellarchitected/.

2. EEMSMBERKT , & Workloads (TERE).
3. ERFEIENR , REERE View details (BEFIFMAER).
4. BUHIZBREBRNIN , AREERT.

ToEM T ESAE B MR AWS Well-Architected Framework 47 .
S##XBRNBENEARE. MBEMFEBRERRMNE TIEAE , NERENEER,

£ AWS WA Tool FEF TNV FTFHE S

&I LALTE AWS Well-Architected Tool B HI &P EF I FAFE . EEFEXEFHRNFAEE | B
R RERE,

“Overview”(#1iR) &I+

Overview (B1iR) B+ HRH T AR FHEN—RES | SINMEENREKRE, FLHEDT+FH , &7
it —SEE TR, ERRERREFHES T

"W R TR

Improvement Plan (2t it Xl) ETFRME 7 HE TEARNBIIREIIR, SR LUBREX M=%
TRIERERIL

A B 477 59
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EE

NTEELEN  AZRTFRBETESZHEINE IAM ZHEATIX,

£ AWS WA Tool B3 TENE B E NS

EALERE TR, BE, BB RIRAREE N EA. SRR AWS RS
F— R ENERRAT TEAS., SETNUSEM AWS K/ S SEIRM B , BTsls
IR3E S A B O B LB

BANESEFBELHNFHETEEARNRE , e EHELLNEERTROEE , REEY
R Well-Architected Framework # AWS R HIESHRE, SEREBHT—# , EULELCIRER
HERERE—BREANEE , FELERRERERERRS.

F&

« £ AWS WA Tool & & BEXLEIN

£ AWS WA Tool F 5 THEARKIE B EEHT

* 7£ AWS WA Tool Hflis THERZK B E L BT

* ¥ AWS WA Tool FER &M B EXHHT

£ AWS WA Tool F & BE X ST EH

* 1£ AWS WA Tool #HZHE X

* ¥ AWS WA Tool [ B E X EIH A HIFRE

« £ AWS WA Tool # il Bk B & X EI4T

« AWS WA Tool FH ST XA

£ AWS WA Tool FEF BE X EIHT

BALUERERENEELHT AR ESLHENAE LHMNEAER.
BEEEIMN

1. BFAWS EEEGHAE , HEI A TMUEITH AWS Well-Architected Tool 2% A& : https://
console.aws.amazon.com/wellarchitected/.

2. EENSMERTD  &FBENLE,
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® Note
MREHRVNEZEENLFN , REXEEEHENAENEIN , MBENLHTHD N ZE,

3. EREZRMBEENIIN
BRIAEN - ERECIEN B E LR,
ERAEN - ERESEHENEE LI,
4. BREUTHEZ-EFREEEHNEESLHIH
gt b i DR I
EFREN , REERERRAREE.

FELERER £ AWS WA Tool FEE TEMBW BN IFHAES TH.

BEXLHFUEEEUATFR
B

HHTEY B FRo
FRE

BEBEXBIMH AWS K/ ID.
L7

RENERBRTEBELHNERST , AUNATIEREIEHME AWS IKFHE,

RENERKRTRAEXBTEIRER RES. YMERTEAELEIN , RAESeHENATITE
ﬁﬁjgﬁf&mﬁF /\?—o

TS

B E BB AR A B #Ro
EIREFAt R

LIRER B E AT B B AETE .
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RAriEmE

£ AWS WA Tool R TR AIE B E LI
B8 B 7 IR

1.

o & 0N

BRAWS BEEEGHE |, HBEI A TMuEITIF AWS Well-Architected Tool %A : https:/
console.aws.amazon.com/wellarchitected/.

HEEMSMERP |, &5 EESLH.
EER I B E B,
ER T AT H JSON AR,

EREE RN XA GREIRITIT JSON AR M , RENENBEXJTANEE. XEHESE

A, W, ERfESRERAM U 1T X8R

BREMER  FSHAWS WA Tool FEVEITHEAAT. BEXHTH K /NMFEEEY 500 KB,
IR R AR LR R IERY JSON XX,

(A ) ERZEHD , FNESBE LA KERNAERZL.
EEREIMTR AT AEXLEN , RERRREZRERXEE LRI ARITRR.

MREGER R ML BE SR, WALUERET —SRFEHTTRE | REEFRETEERE

B B E I,

WMRBUERY , BREEN JSON X4 HRHBEROIEBE LN

AWS WA Tool BiE#&H JSON X#f5 , B8y B E LHIATFERE B EX BT F,

PIREENEINGE , AL TERRS. YMELGEHN , ARTRFENAT ITEARIESHM
AWS lKF/\?o

BHE—N AWS KPR E S AR 15 N8 E LI

® RR7FH

BE2EEHN EELHTPRBETEN B EX T ERRERL A HEATRIAN AN A
BHEE (PI) ., MRENBAENFNTRELERAEZAEENKSFEANBELIFBRTE
FWET P, MEFRE : BEBEEAEZELCEITEN P, RHEBHRALFH , HRE
BB RBENSER S,

B B E L EAT
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£ AWS WA Tool 75 TAERER B E LB

e B E BT

1. Bx AWS EEEZFIE |, HEI A TMIEITIF AWS Well-Architected Tool 2% & : https://
console.aws.amazon.com/wellarchitected/.

HEEMSMERP |, &5 EESLH.
Reefiit TERRSHIN . EEMENERBEELIN  RAEERTEFR,
EFRT — SR TR AT

(ALt ) BANETEN SN EPERERERR , RARERRBESRERRNZEH X ESE
AR B St 1T R, MRFEER , ATAERBEIERN JSON #EAR a9 XA

6. JEFBRHTNEAIRE D EESLE.

o & 0N

® Note
&1 v DUBY 72 012 B E X BT B R 1R 3 M T ST Sk 58 B B L&A o

£ AWS WA Tool FE X A% BE N EIH
B EE B

1. Bx AWS EEEZFIE , HFEI A TMUEITIHF AWS Well-Architected Tool 2% & : https://
console.aws.amazon.com/wellarchitected/.

2. EEMNSMERSD  &FBELHI,
3. EEAMBENAENZN , REERRH I,

4. EREFBHEF , BARSEXNE AR, WEKSAEE 3217/, AERETESFZEH
FEFMARKX (") o

5. &R EEMNHIM,

BEXBIWMABE , ©ERLTERBRS

BEXLHMAETUARA T TEARIESHM AWS IKFRAFHE,
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£ AWS WA Tool A &0 B E L& AT R E#T
RAHE B L EIAT Y E R

1. EFAWS EEEFGIE , FEI U TMULITIF AWS Well-Architected Tool #2#I& : https:/
console.aws.amazon.com/wellarchitected/.

2. EEMNSMERSD , &FBELHI,

3. EEAMBENAENEN , RELERRE,

4. MR AREZIFEHA JSON X, FERETHRNHUATHYEELINTNEE, ERAERE
R A RERRE TN JSON X4 |, HHTAENER,

5. ERERXMHTIAREMNIGM JSON XM , AEERFREIMIAL AN B E LB , RELFR
RO EHRERBE LR MA-ITIRE,

B E SHIATH RN 500 KB,

AWS WA Tool BiE&RY JSON XH4/5 |, 1889 B E LEHIHT T EREL TERRSH B ELHHTF.
6. BREEBEMNEIN , RAEEERHIN.
7. ERERAZATEKER , UBRIEXNEELHMAMMNEIARBTER, XBRERIEUATAR :

- BENLHHTER
« XERWH
o« FTIE. SERTAMIBRAY E

BET—F,
8. BEMANERHIRE,
FERA
RRBMEHRTTERER. ATEWEELITE LHNER,
EAMARMN TEARBFRIEL , SHNEBHRENBEEXHFTATA,

FBREAEXRT 2B NATEA BT THERE.
IRERRAS

RRFTEHTTAMER. ATBRINER , HIUNE A E# M 1k 85,
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REMAZE RS B3 MATERBELHATHNTERE.

iij:%-lt_io
9. EMRABHEF , MAREAELANE AR, WEKZAIE R2NFH , HEAEREIEFEH
FEHFMAR (7)o

10. EE R BESLH.
BEXLIME®E , eRHLTERTRS.

EHENEELHNAETUARA T TEARIESHM AWS IKFRAFHE,

MREFREBRAER , WMEAINA T EBTRAFATE TERBEBFREEH , SAEFHMRAT
A, AALUEERAR,

REWMAEFFENNA , MA K HEABER,
&R Z LRI 100 MRAEY B E LB

£ AWS WA Tool FHEZ B E XS4

WAL 5 H M AWS Ik, FF. AWS Organizations AR 847 ( OU ) HEZEBE L E#.
SHt AWS IkFFAFRRZBE SN

1. BFAWS BEEEGHE , HEIUTMuITH AWS Well-Architected Tool #2HI& : https:/
console.aws.amazon.com/wellarchitected/.

2. HEEMSMERSD , EEBELHIH.
3. EREHENEENIMN A REERFEEFFAEFEE.

4. ¥ £ AWS WA Tool FEE TEABNAMFMEE TWEHLE , BERE, REEFCIEMAIAS
KT RHE | OZITHFEEE

5. MABRSZHEEELIMEIATH 12 2 AWS K/ ID 5t ARN.
6. EFEGIEUMIBEEN AWS IKF AP REH T HEEIE

BAILE &% 300 N AWS IKF AP HZ B E LEI
MRERAREZZINAZEE , MBEFEIIH,
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/A Important
EERLZGSLEN (OU) REFENEF 28 , X905 A AWS Organizations 17 A1 R

Sl OU £ A R LB

1. BFAWS EEEH A , HEI AT MUEITH AWS Well-Architected Tool %A : https://
console.aws.amazon.com/wellarchitected/.

2. EENSMERSD  &FBELHI,
3. EREHEMEEIIMN.

4. T HEAWS WATool FEFTERBMEIMFAEE WAL , GRAZ, RELZFIEN N
QUE/\¥O

5, HEZAENHNAZETEL , EREAEMLRFNR , E2@ —PHZD OU BFNR.
6. EFRGIEATHERELHIM,

EEFRHRZT T BELHANIGRNE , EME AWS WA Tool FEE AN FH T IFMAESREH
EEREAE

© aRFS
SEAE AWS B P E A B R LEH | BRREER AWS R B2 TR H
P BRI E S0 AWS TP T B BT I T 40 AWS B | X E R At
T U5 1 R F 0S4 00 B SLEUAR

£ AWS WA Tool @ B E L EH R NrE
B B E X E N bR

1. B AWS EEEGA , HES U TMULITIF AWS Well-Architected Tool #2##I& : https:/
console.aws.amazon.com/wellarchitected/.

EEMSMERS |, &5 B ESLE.

EEEEHE B ELHI.

EARERRD |, REREEIRE,

EERNFREL , RENEMNHSNMRE @A RNE,

o M @b

) AT AR & —~
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6. ‘&R

TIRARE | 1553 S BR A0 AR 2 35 A0 I BR
£ AWS WA Tool I B& B E 27
I B B T AT

1. BRAWS EEEEH A , FES U TMUEITH AWS Well-Architected Tool 2% & : https://
console.aws.amazon.com/wellarchitected/.

2. EEMSMERT , BEEELEN,
. IERBRERRREY B E I, REERER R,
4. EEMER.

RAZIFHAETEABRSWIEAN  SNEBELHFTEHEMBR , BT AREFER, BEHHT
To BB N A T TER .

® RB"FH
EHM AWS Ik~ HZEH B ELHN , IRTERE AWS &M B E X IR 4t Hiblk
o EMEZSMBTH AWS IKFMIER T BE L EIMT A LT B AWS K/, XEH MK
A RESAREL U5 R M AR HZ /Y B E S

AWS WA Tool FHIZri&XME

HATRERAIFERN JSON BRENH . FFiaelE 8 EHE , ATLUER THER JSON X, &7
PERXAHERN BENLEITAVEM , AN TEX T XE, B, RESKEMSEITINERLEH,
= 47 &R 7

FBHELT BELEINAGNEN. XREHEHRNEIL.

* schemaVersion : EEANBE LI EXNRAR, AERIRE , HTOEL.

* name: FIfTBY B #. BMRZSATUE 128 MFHF,

* description : AT XAHER, HEFFHI A LAE €12 TR IR AN SIEFH A AEE A T
BIFEAEN , 2ETRLEXAER, #HEKERSZH 2048 MNFH,

Tl BRE A 67
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"schemaVersion": "2021-11-01",
"name": "Company Policy ABC",
"description": "This lens provides a set

of specific questions to assess compliance

with company policy ABC-2021 as revised on 2021/09/01.",

X AERR 7

RO ENLT EBEEXBTARAZE, BILURFE
M XEN/SE L B X,

RS UERENHIMARENL 10 M,

7Y [a] B AR 59 2 AWS Well-Architected Framework

« id: XAFERY ID, ID ATLAEE 3 B 128 NFRF , ARNETEFHBFENTRIL (") FH. XEHE

H

"

Y ID T2 ME—RY,

&Y ELBR G BIAE SRRV STAERY |, BERMNT ID ¢
operationalExcellence

security

reliability

performance

costOptimization

sustainability

* name : XAEMNB., BMHRZALE 128 NFER,

"pillars": [

{
"id": "company_Privacy",
"name": "Privacy Excellence",

1,

{
"id": "company_Security",
"name": "Security",

BT AE
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a) B & 75

AEAEXT EZHEEXHEE,

BB Z AR BE LA —NZEE L 20 MNE#E,

- id: [EK ID, ID AINAEE 3 F 128 NERKF , HENTEFEBHRFNTIEL (<) 6. mEH
{EFARY ID HARME—,

« title : RIBEMIRE, RBRZALUE 128 MFH.

« description: EFMAER T RIB, EHRKERZHN 2048 NFR.

« helpfulResource displayText : Ak, RHEEXRBHEREENXER, XAKRZALUE
2048 NERF, MRIEET helpfulResource url , MAMEE,

« helpfulResource url : Ai%&, FEFMAibFRRBA URL BIR. URL 4 http:// &
https:// Fk.

® Note
FEENZTTHEAFRRB L E Jira BT, “questions’Zp 02 B8 E R B B “id” F “title”s
Jira TEAFEANKERE [ QuestionID ] QuestionTitle.

"questions": [

{
"id": "privacyol",
"title": "How do you ensure HR conversations are private?",
"description": "Career and benefits discussions should occur on secure channels

only and be audited regularly for compliance.",
"helpfulResource": {
"displayText": "This is helpful text for the first question",
"url": "https://example.com/poptquest0l_help.html"
1,
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I
{
"id": "privacyo2",
"title": "Is your team following the company privacy policy?",
"description": "Our company requires customers to opt-in to data use and does

not disclose customer data to third parties either individually or in aggregate.",
"helpfulResource": {
"displayText": "This is helpful text for the second question",
"url": "https://example.com/poptquest02_help.html"
1,

R IER 5

REHENLT SEBEAE R IED,

BRZALNBEFFTHH—DMRIBEE X 15 METL,

« id : iETHY ID, ID AILAEE 3 F 128 MNFRF , ARNRNEBEFHBFNTIL () F/H. BTH
BB METIEEME—R/Y ID. AIERN _no WIETURERN EEH None of these &I,

o title : EWWARE, HBRZALUE 128 N FH.

- helpfulResource displayText : A%, RHEAXREINEREENXYER, XAKZALUE
2048 NFEHF, MRIEET helpfulResource url , MHMEE,

« helpfulResource url : A1, EFMAihFRIETR URL #iR. URL 4 http:// &
https:// k.

« improvementPlan displayText : R a0t kMM XA, XARKZALE 2048 NFEFF. BR
improvementPlan &I , B MEIEAE None of these,

- improvementPlan url : A&, AJBAEBIS#M URL BiR. URL 49U http:// =K
https:// ko

- additionalResources type : Ali%E, FNAREFENEE, ER AR HELPFUL_RESOURCE
IMPROVEMENT_PLAN,

- additionalResources content : A%, NEHERFRIEE displayText Murl B, JZZFAMN
RN—NETEEENMNANNERARBRARENFA R ITRITE .
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« displayText : ik, #HAEARBERIFITRIONAR, XAKZULE 2048 NERF, MR
ET url , NHMETE,

o url : A%k, ERARBESREHITRIA URL BIR. URL A http:// = https:// FFko

(® Note
FBHENEFTEAERLSZ Jira B, “choices”2p 54 Z REIBAFERMN id” , ARKIEFE
By “title”o

FANERE [ QuestionID | ChoiceID ] ChoiceTitles

"choices": [
{

"id": "choice_1",

"title": "Option 1",

"helpfulResource": {
"displayText": "This is helpful text for the first choice",
"url": "https://example.com/popt0@l1_help.html"

.

"improvementPlan": {
"displayText": "This is text that will be shown for improvement of

this choice.",

"url": "https://example.com/popt0@l_iplan.html"

"id": "choice_2",
"title": "Option 2",
"helpfulResource": {
"displayText": "This is helpful text for the second choice",
"url": "https://example.com/hr_manual_CORP_1.pdf"
},
"improvementPlan": {
"displayText": "This is text that will be shown for improvement of
this choice.",
"url": "https://example.com/popt02 _iplan_@1.html"
.

"additionalResources":[

{
"type": "HELPFUL_RESOURCE",
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"content": [

{
"displayText": "This is the second set of helpful text for this
choice.",
"url": "https://example.com/hr_manual_country.html"
I
{
"displayText": "This is the third set of helpful text for this
choice.",
"url": "https://example.com/hr_manual_city.html"
}
]
},
{

"type": "IMPROVEMENT_PLAN",
"content": [
{
"displayText": "This is additional text that will be shown for
improvement of this choice.",
"url": "https://example.com/popt02_iplan_@2.html"

},
{
"displayText": "This is the third piece of improvement plan
text.",
"url": "https://example.com/popt02_iplan_0@3.html"
}
{
"displayText": "This is the fourth piece of improvement plan
text.",
"url": "https://example.com/popt02_iplan_@4.html"
}
]
}
]
},
{
"id": "option_no",

"title": "None of these",
"helpfulResource": {
"displayText": "Choose this if your workload does not follow these best
practices.",
"url": "https://example.com/popt02_iplan_none.html"
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}

X B H 0 5B 5

AEE X T AL AT RE XL BE 4R o
BEREZTUNBIRBEEL=ZFARAN , BIRREFERE —F.
 condition : MM REEREFRHNETINMRKAER , 3 default,

BN RIBESLIE — default XS,
e risk : RREZFHFHERHXKE, ERESFE HIGH_RISK, MEDIUM_RISK #1 NO_RISK,

REMNBWINFREE, F—MEER true B9 condition FHEERIBRIXEE . SSHEX S AN A E W,
BXERMERDN (BEEREH ) WANFE K REELSLEABRKREK (ZTEME ) (AN,

Hlan -

"riskRules": [
{
"condition": "choice_1 && choice_2 && choice_3",
"risk": "NO_RISK"
.
{
"condition": "((choice_1 || choice_2) && choice_3) || (!choice_1 &&
choice_3)",
"risk": "MEDIUM_RISK"
},
{

"condition": "default",
"risk": "HIGH_RISK"
}

MR FFEE =ML ( choice_1, choice_2 Mchoice_3) , MXLXEMNESHUTITRN :

« MBIRFFRA=IET , IEREXK.
o WRiES choice_1 5 choice_2 , HHi&iES choice_3 , MAFEX,
o WIRKRES choice_1BEF T choice_3 , M AFEXK,
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« MRBEBHRXLEZABEN true , MASKE,

AWS WA Tool B ZI4T H 4K

FEESIAFHRS. RILETEZNRENNEREZRUARBPINFHRESEE |, AWS Well-Architected
Framework ZIMT ] AWS W E TN B EETH. H1FHAFRATT AR , AWS WA Tool FF##17H
RURMEFNRESRE, ENXWEAH T/EREEE R IR,

HIENAT TEABHFELERN BELHNTES 7T HNEBREN , BT AR,
HMARARTEUTARHNE—LSE :

o ANHUETRY R B A SR Bk
 MIBRT B H#EAYIARBE SR
- EXUARESRREREK

o« AINEHIBR S AE

REENAB B ESR.

(® Note
BEZHEIM AR FTEARARISHETERARE , BFTERE ST HRAEB .

£ AWS WA Tool R #EE A REY &I
B EEBARE , £ LRI L T AR ERE R B AR,
BANELE RSN THEARHUTES :

=R
T ERERNE .
RIRRKE

RIRAVRE, XALR THEARTFZER.
KERHY R IR

AT EY B o
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el

FARBEARRE,
* Not current (3E&#T) - TERBREANEFTBERIMOEERAE . BEARISHFHERAUREE
HES.

« BAAK - TEABEANETBRIREERERNITRE, FRIZ[0FBERE,
- CHIBR - THEAEERAN R S HEFREE R BRI,
158 A B9 Rl AN

ST TR FERA.
= 5 7] A B AR AR

A HFAROTATRA , WRHATERMIBER , MATE,

EARAEESITEASRKNIER | FIEFZ THEAEIHER Upgrade lens version (F AR IFFERA),
£ AWS WA Tool FFHEREIHT
A LA TAE AR T TR AR A R AT,

(® Note

BTERORRIT AR, FITEABRFEFRERARIKIHETRERE , BFEERE LTRE
B EI#T.

N TR FAREN
1. EBEAREL  ERBEARZNITFEAR  REEBRARITRES. RERKTEIMNEERT HLE

W%Q‘EIQ{E;%«)

(® Note
Bt UM TEARBIRET FFEFEEETRAAR.

2. NIEABRARINH , QE-NERERREFAE TEARVRES , MRS E, 22E2E
EMFRAAEEENE—& .
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3. BEFETHARIXLEFHRZINHIAME , RAEEERT.

ARBENE , BTN EREET R EE KR RAAHIT,
N E AR TR B

1. BERAFRERARIAN , HEEF

2. EEAREL , EREARNFZER , REEEARINRER, RESKTEIEERT HLE
RENER.

(@ Note
B A UM EZAERBLA RN P EBEEE A AR,
3. EFETHEHEIXEFTFREZINEIANE , ARERARHREERERZR FEFZENRFESE
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HHAZHNTOFREEREMRN  WREFEEMERITRBEN TERR , SREKE—FEA , EAL
MARTAEIA TEREPER I , BT EFZS A NE R TEREP

Be B A E Al

BEXHBEARFIHRE .

- BREXHAR
o ECEXAHMIBR

BESTIEMEXBENEEXXHE (BXEZEER |, 2 Wthe section called “‘REEEXH ) |, BE
XH BT 2R REFHREE XA EA,

AHEMEXHNABEEFEMRE , MREFECHBREE XXM TEAR , SRR —&FE
A, SHEMATAERE TEARFERZEEXH | BTEFLEE XA INEHH TERBEP,

TR BB SRR A

1. EEMSMERSD , ZEEH,

2. MEEXHBHETFENIRPERTERBNES  WEARRERTEAEBNETER,
3. IERAREEXMRA,

4. HEEINRD  EPRTEAEIXEFTRNBEIAE.

5. (k) MRARREFEER  BhRPREFEEBEFREEEREN.
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6. ‘&R

RAriEmE

BEXHALRE , BFRASNERBPFERETEABNEENXHES .
SR EEXH TRESEER
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122 15 T A

EfY SR E 7 28 HR , LB ER TEMBRREXBRNFERBRRE, BETUAAESE
HEN TR, EHEREEENMED

c BE-ETRTIEARER,. EZLIEABEESXNRMTPEXNR  URMEIEABREFES KRN
dhZ XS B B TR B

- FNXZHEM Well-Architected Framework R — AR IR E RBEI AR 208 TEMAR
B =5 X B 0 XU B: [] R 28

- BN TEAEM Well-Architected Framework BIEE — & RIEZ X2 BN TEAEN S KR
H & XL 5] L 2K

o TAEITRIIE B Well-Architected Framework RIB 3 — £ RFFE T/EA /Y S0# 1% B .

Summary

AE2DE R T EA Well-Architected Framework FIHT M EHECHMT PN TEAREBURFESK
BRAPZEREAEN TEASKE, SRTHEIEASR (HEREREEN AWS KFARE ) hiE
XS 0 o 25 XU B 8] AR K

BRREUESEAEZNITEAR  UERESITHE. BERGNETREIERI D B ARG TR
BNEEEAENTHERE,

ERERRE , NEGIE PDF XHEEANESRE.

REBHIERXR : wellarchitected_consolidatedreport_account-ID.pdfs

FENZ AR Well-Architected Framework [a] & #k

BB Well-Architected Framework BB E 0 LB R RERNE REIEX 20 FTE TERE
B S KBS F A 5 XS 7] B EK

EREHERIERBDIN—DMFARBBE T —MFARB.

(® Note
IR ‘A E Well-Architected Framework 2 4 91 #Y 8] &,
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FNTEMEM Well-Architected Framework [A] B %k

BN ITEAER Well-Architected Framework BB 2 ER T BN ITHEAENEER,

Operational Performance Cost

Name Total issues Security Reliability L. L Sustainability Last updated
Excellence Efficienc! y Optimiza tion

Retail Website - EU High: 15 High: 0 High: 1 ® High: 7 High: 5 High: 2 High: 0 Mar 15, 2023 12:31 PM

Questions answered: 46/46 Medium: 11 Medium: 5 Medium: 0 Medium: 1 Medium: 1 Medium: 4 Medium: 0 uTC-6

Lenses applied: 1

RELERBIMNTIHEABHUATER

A
THEABENENR. EERTEQZENRBHREARNAT TEARBIITHE.
ERIEARBHUGEIEASRFACEENE , HESERE, dHitIRE,

] S B
T YES15k Well-Architected Framework 2475 E 89 8] 8 5. 34,
EREXREPEXNRFBHHE | LEFHI X LR B E N SFH TR
2HIEE
ITEABEFBEENXTEEEEIANSXERRE (HRI) MHREXREE (MRl ) HE,
ZeM
BEMNRTFZEIEM HRI A MRI B &,

ATSEM

BEMNXRTFIEMEIEN HRI T MRI #&,
HRENE

HEMNXTHEREIZZN HRI M MRI HE.
RAEAL

BENX THRALICIZAERN HRI F1 MRI 2(&,
CIE=3-4:3

HWEMNXTAFEMEIEN HRI A MRI &,
EREFH

EIRER TSR B HIAETE,

BMNITEREM Well-Architected Framework [B] 8%k
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NTEIITENE , BLREETSRRFAZA (HRI ) BEZSZSHIZHE.

® Note
AREB XA E Well-Architected Framework 2 4 F #Y 8] &,

S 1T X)W B 89 Well-Architected Framework [8) 812k

FA YT RN E B Well-Architected Framework [B]Z #2849 & R 7 PG T/E S E R S 11 %30 B
B, BULBEIREN™ELERKETE,

REQERENMRBUYTMENUATES !
I E
S IT X TE BB AR
ERAMTERE R ITXIT E RN RERXE,

X
SUGHIE XX .
Risk

EBHEXAERSXRERPEX,
EANIENE

ReEHITREAN THERBRBE.

BRI R E TEEEANTERR,

(® Note
RE NS E Well-Architected Framework 47 89 205 it %I B -

AN S iR B #9 Well-Architected Framework A B13% 101
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AWS Well-Architected Tool FHIZ 44

AWS NEZZEMHNRAEREZS. N THAENZEESEBRBRIVALNER , RINTETEFES T M
HBEROMMERE, FH AWS NEF |, B AT UNXEHFEFOMMEREZ S,

Z2MR AWS MEHNHETE, SEHEBEXHEHERNCNZEMNZIN TSN

- THEEMAWS fIRFRIPE AWS & F521T AWS BBSHEMEH, AWS RHESREHTRLEA
MRS . F=FFRZAEHMNENBIERMNNEZLSHENE R , 29 AWS Compliance Programs
W—E9. BT #HERT AWS Well-Architected Tool BNEHMITRI , FSREMMEITRIEERNH
AWS R,

- TPNZEN—ENREHEEERN AWS BSRE. EEFENEMERAR , 2R EHNRED
BN, BRANERUREREREN.

B RES BN IR T RN TEBE A AWS WA Tool BRI ASERBER, LT EFHANMERE AWS
WA Tool AW L L MNERN LB IR, BEL T BMAEAEM AWS RS AR BN E KR
AWS WA Tool &R

£}

+ AWS Well-Architected Tool 5 K i iER I

« 3 AWS Well-Architected Tool # 17 & 4 #if [F B 1E

« AWS Well-Architected Tool #5541 51

« AWS Well-Architected Tool & R IE

« AWS Well-Architected Tool H 9 5% 14

« AWS Well-Architected Tool RV EMEWE &4

« AWS Well-Architected Tool &K EL B & E 2 47

- MIBRSEEER

AWS Well-Architected Tool PRI ZIR R

AWS FEHIBELFEHRTF AWS Well-Architected Tool FHIBIERY . WMZEXF AR , AWS fas
RIIZITATE AWS = W2 IKERMEN, ZAFREPNAEEHEMEN ENRATHWES, BiER
FIEFRERAN AWS RS WL BEEMNEEES, BXBERINEZER | BSHEBUERILE R
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B, BRENBERFHES , BHSH AWS Security Blog £#) AWS Shared Responsibility Model
and GDPR & X E,

HTHEERPEN , BIUERT AWS K- ZIEHEA AWS IAM Identity Center 2 AWS Identity and
Access Management ( IAM ) REREMNAF, X8 , SMNAFPFRREBEITHIERRMAENINR, &
BB AT AR HIE -

- NBNKFERASESHBRIE (MFA) .

- £/ SSL/TLS 5 AWS ®#FE#H1TEE. HIMNERFEH TLS 1.2, BiIUEA TLS 1.3,

« £ AWS CloudTrail iZE& APl MAFEs) Hidlkidk. BXEA CloudTrail lRERKFIR AWS 5E3H
HEE , 2/ (AWS CloudTrail BF3ER) FRIER CloudTrail IRz,

- £/ AWS MEBFRSERUK AWS RS HFTERINZ 22 H,

- FASREEZEIRS ( Hl10 Amazon Macie ) , EEBI T X FMRI 764 7E Amazon S3 FEVHUR
B,

- MREBIBHITRED API FE AWS HEELZE FIPS 140-3 RIFW MEER |, EEEA FIPS
e, BXARN FIPS BANESEL , B3 (ZEHFBELLEFE (FIPS ) & 140-3

W) https://aws.amazon.com/compliance/fips/o

ARV RN ZEENHARER (MEFFNE FERAFibi ) RARENEBABRAXAEFER
(WMEBEMRFER ) . XBIEEAEFA. API, AWS CLI 5 AWS SDK 422 AWS WA Tool ZH M AWS
RS . FATEMHNREREHABRAXAFTRPHANTARERTERSATIUTRNZH BT, W
REENERS 2RI URL , BABRWEFEEM U HESFILERRBIEXN ZRS R ER.

B ME

B AWS WA Tool 724 B S SR 48 2 8 A5 I ERH

&5 P&

BT AWS WA Tool Hi % BT iR £P A 1E & TR M3
AWS 1Al fsE A IR Ry 204

AWS Well-Architected EIBA& M AWS Well-Architected Tool R EC B 53E , UEREFFREMK
B AWS WA Tool IR N TXHEFHE TEARNEN , Ri1TESE AWS IKFERREEZEAN 5%
FPEI#E. AWS Well-Architected B BA R BEE X BN BB R TEA BB HENEENED. AWS ok
AWS SAEHE AWS WA Tool BIEMEIE,
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AWS Well-Architected FIRA B F R T/EABE M 2TE -

. THEARER
- FRAEE
- BR

* Regions

« K/ ID

« fTARE

AWS Well-Architected H R\ A A :

© THRARH
- Rt
- ERABEAEE

3 AWS Well-Architected Tool # 1T & 43 #1157 & IE

AWS Identity and Access Management ( IAM ) 2 —I1 , AWS BRS Al AR Bh E I8 5 2 & b 32 i3
AWS BIREV AR IAM EIE R 2 EHE AT LEY S HRIE (&K ) RN ( AR ) REA AWS
WA Tool #R. IAM 2—IEFFNEANAIEAN. AWS RS

F&
2

o

- ERSHHITIHRIE

- ERAXBERHE

« AWS Well-Architected Tool #{A5 IAM thE T4

« AWS Well-Architected Tool EF & 3K K #& R~ 451

- AWSEHR T 1 £E X KBEAWS Well-Architected Tool
- HEBX AWS Well-Architected Tool & 14 #1 3] 18]

2R

&5 AWS Identity and Access Management ( IAM ) WA RXE BN HEMF
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- REAF : MREBFTZEFRITHEE , BMNEE AL ERNR (BESHEEBR AWS Well-Architected Tool
SHMiGREE )

- REEER : BEAFPBRINBEHEINRIER (BESHAWS Well-Architected Tool #1{a5 IAM 1
BIE)

- IAMEER : RERATERHRINRHRE (EZFAWS Well-Architected Tool EF B E T
Bl)

£ 50T S0 WIUE

BRI EREMEIEESR AWS W%, BUXTHER AWS IKFRAF. IAM AP HET8E
IAM B &3 1T AR,

BT LAE SR B AWS IAM Identity Center ( IAM Identity Center ) &M RIVEIE, ¥ RE2FEHRIE
=% Google/Facebook il , Bk & HMH#HITE R, BXEXNEZER , FEH (AWS 2R AFE
) PR AEFEN AWS IKF,.

FNFREFE , AWS 12T SDK # CLI K BER#ITINZELZ R, BEXEZELE , H5H (IAM AR
/)Y PHERT APl ERH AWS EZ RS 4,

AWS Ik~ 1R

HEE AWS K/ it , RYUERANE—MNAE AWS RSNAFRREZTEHRNBNERS MG (K
7 AWS IKFRAF ) o BIBABWAEZEEARAFETREES. AXFERAFKIENGES &
Zi (IAM fFiEr) PREERASKIENES.

oS- g7

FERBEXER , BERARAFLAERTE SO RHENKS S ORI 886 A et EIET R AWS
e

RESHERXRBLILBFR, Web SHRHEENAFT |, = Directory Service FRIAF ( XL EANK
B & HRNFEIEHR AWS BS ) . BESORATRERNFIENSE,

EEHMERFRIMNER , BiEH. AWS IAM Identity CenterBEXEZE L |, 250 (AWS IAM Identity
Center AF1ER) BV 4= IAM Identity Center ? .
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IAM A 7= MEF4A

IAM AP RNENMNARINARFEERENRN — 150, BUERAGNEIE , MIEEEKHPEIE
B IAM AP, BXEZERE , B2H (AM AFERE) PHERARASEATES O RHENERS
BRI AE6E A IR B R UE U5 ] AWS,

IAM (HIEE—4H IAM AF , ETERMN KERAFP#HITNRERE, BXEZELR , 555 (AM A
FIER) i IAM B E R =46,

IAM A&

IAM AEREERENRNEH , TREKNFIE. SUEIMNASRE IAM A (255 ) R
A AWS CLI 5t AWS API REREBER R, BAXESEER , HZH (AM AFERE) FHEEAE
By 5 %

IAM B TFEBREAFHE, Ime IAM BFPRR, BIKFiGE, BRS 7GR R TE Amazon EC2 Lz
THRAREFEEER, AXEZEER , B5H (AM BAFIERE) B8 IAM R EIK P FIRE A

fi F SR e B 13 [A)
G OIREM TR M IE AWS SRR , LIRS AWS T, KBESSHRERXKNE

MR, HEMKRHFERE , AWS R EIXLEREE. KSHERBE AWS RIF#EHN JSON X, X
JSON R NHEMESZEE , 55H (IAM AFiERE) 8 JSON R,

EREARE , BYESBNEETAEAA AR T X WL RHIT WL REREEER R R

o

N M

RABRT , AFNARRANR, IAM EEACIE IAM R RERNTARF , REAFATLE
EXEAE, IAMRKBEEXNR , SHRITREMANG EZLR.

ET 5 Or R

ETHMNRBEEMMBSH A/, ARNAR ) B JSON NRKM A, XERKIZH 5457
BHATH ARE, NBERFEHRTUAREMLAZATHT. ETHOMCRETSONEE , §5H
(AM BFfEr) PEAESEEREERE L BEXL IAM IR,

ETEMNIRBEALURARKKE ( EZRAZNENFHP ) AEERE (HNESNHHHIRLE
B ) o BETHROAERERMAREKE 2 BRITER , H2H (AM AFER) PRERERKRSE
NER R B 2 R REAT IR
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
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BT HRMN R

ETRIFHREE M IR FRAY JSON KM, R~HIEHE IAM B EEEREN Amazon S3 F#EH
K, EXRHETRARNEKBORS T , BRSEERA AUEACIREFNBERFNGR. BLME
E T RIFH RS I8 E £,

ETRFNRERMTIZRSFHRNEKERKE, ETREETRARNKBEHEARE IAM B AWS £5
KB,

Hfth R EE R E
AWS HIFFAMEMER  XERMRBTLEBHER ANKBRERTHRANE
- RIBLFR - REETSHORBTURT AV RANBARR. EXESEL , H3H8 (AM AP

BE)) TR IAM SRR PRID 5

- PREIEHIZKRE ( SCP ) — $8E AWS Organizations FALAHAL B THRANR, BEXEZER
&2 (AWS Organizations FAFF18R) YIRS = HI K #E

o BREFIREE (RCP) - RENKFPEFENFZTATANR. BXEZEL , ESH (AWS
Organizations FAF$ERM) PR RZEHIFEE (RCP) .

- 2ERE -ENACIREAFCRGNSER , FASBEENERER, BEXEZER , B
F <IAM FFiEm) PRSIEERRE,

S REERE

SN RBEWRBEEA T —MERE , ERORREMERNENIRE, ETH AWS NABEED K
SMERBERENREATER , BSHIAM AP EE PR RE TEEE,

AWS Well-Architected Tool {5 IAM thH[E T 4E

EEA IAM EEX AWS WA Tool MTAEIZET , BR% T FERL IAM Thae /T AT AWS WA Tool,

A L& AWS Well-Architected Tool ¥ EEAK IAM ThEE

IAM ZhEE AWS WA Tool %3#F
HT B HHERRE =
HT BRI ER B
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
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IAM ZhEE AWS WA Tool X
RTHREZNHR (BETES) =
ACL &
ABAC ( REEFRHIIRE ) =
EHIR 2
EsAE %
RFxKAE =

ERET # AWS WA Tool fMEHAM AWS RFMAERZE IAM ThEE—EEH |, E5H (AM AFiE
By P S IAM —EFEAK AWS RS,

AWS WA Tool EF 591 K #E
TRERIZE: 2

EE R WLER AWS JSON REERIEEEHERRIBEMFLARNST. WHMEU , WA EET X LAHIRR
1THRE , UREMALAFZHTHIT,

JSON R Action TEMR T A TERKP AWRIEL L RINRIE, ERBPISREUARTR
ITRERIRERVR,

AWS WA Tool REF &R K
TRETFREWER . &
HEFRBENERZHINEEEN JSON FrEIH, EFRRNERN TASIE IAM AEETEBA

Amazon S3 FHEMERE., EXFETHRNRBHRS T , RSEER JMER EINREHII 4 ER
BRI E. N THEERMMKREHOER , REEE IS EEE AN 2R RNTHREREAREF LSRN
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THIT. BXTEETHRENRBPEEEH. THATUSEKS, AF, g€, BEAFZ. AWS

e

ESABK/ER , SR CHENKS SHEMBKS R IAM XEEENETRRNRERNERE. B
XEZEE , BZH (AM AFER) PH IAM R EYEIK & F R T

FEHT AWS WA Tool BYFBRIZE
TRERRE: 2

EIE R A LAER AWS JSON REERIEEW ARG AT ARR, BRI , B EET X LT IFRR
1THRE | UREALAFHTNIT.

JSON S Action TRMATATERME AV RIEAH AR, ERBHIZRIEUBTH
IRBRIER R

AWS WA Tool HHI KRB IRIEERERNFERALUTEIR : wellarchitected:, 0 , EATFRE/NRE
EUTHEMNS , EBEAMTMIN—N R wellarchitected:CreateWorkload #REMEKRE,
B, R TRIESRERIBR TERE , EE A UM I—ME4 wellarchitected:DeleteWorkload
BRENKREE, RIEIEGSBIE Action H NotAction ;TE, AWS WA Tool EX T EHEH —4HIE
£, XEBREERT AIERAZBRSHITHES.

EEE AWS WA Tool B2EMNFIR | FSR (REENXSE) HH AWS Well-Architected Tool & X HY
BR1E.

R R IR
XPBRERR : B

EE R WLAER AWS JSON REERIEEEHERRIBEFALARNST. WHEY , WA EETT X T LR IR
1THRE  UREMALAFHTNIT.

Resource JSON R TR EEMHENAREN —NMHZ AR, FARESXE , HFEHAE Amazon
HBRABF (ARN) BBERR. N TFAZERERNBRWERE , EERBES ) ENBONATHER
Ro

"Resource": "*"

EEE AWS WA Tool BIFEERHE ARN B35k , EZHA (RFENSE) F AWS Well-
Architected Tool EXEVE R, BT A UEMLEREFIEES NIRRT ARN , FS5H AWS Well-
Architected Tool T X 21,
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https://docs.aws.amazon.com/service-authorization/latest/reference/list_awswell-architectedtool.html#awswell-architectedtool-actions-as-permissions
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awswell-architectedtool.html#awswell-architectedtool-actions-as-permissions
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AWS WA Tool THEREFREBFLT ARN :

arn:${Partition}:wellarchitected:${Region}:${Account}:workload/${ResourceId}

AHx ARN XN EZEL |, 558 Amazon BEAF ( ARN ) F AWS RS e A ZE1H,

ARN TTBE THEASM TARSRBMT LR, S, TEESETEAS , FRTUTRE

"Resource": "arn:aws:wellarchitected:us-
west-2:123456789012 :workload/11112222333344445555666677778888"

EEEETHEKRFNAEIEAE , BEABERA (*) :
"Resource": "arn:aws:wellarchitected:us-west-2:123456789012:workload/*"

TENBFERFRHITEL AWS WA Tool #8#4F , Hlan , BT RIEZMSH THEAENRE, EXERR
T, BRAERBER ().

"Resource": "*"

EEE AWS WA Tool WRIREEKH ARN HFIR , B2 H (RSBRSE) FH AWS Well-
Architected Tool EXEV R R, BT HRETUERLEREFIEESNRIRE ARN , FSH AWS Well-
Architected Tool & X B 1E,

AWS WA Tool KRB S48
TREETFRSNERRZER 2

EIE R A LAER AWS JSON REERIBEW ARG AT ARNR, BB , B EAET X LT IFRR
1THRE | UREFLAFHTNIT.

Condition TERBENNFMHEEFVMERNIT. BALGIRBERAZEZERN (FlW, ST
T ) BEARER , MERBPHFEESERDINVEETE. BEEEME AWS £R&H®E , 51
(IAM BiF4EE) 1l AWS £ /54 £ TR,

AWS WA Tool RS ETFTREMWEMHR (wellarchitected:JiraProjectKey ) , A FEAK
E2REHRE. EEEME AWS 2REXM4E , B2 (RFEENSE) P AWS £ /EZH L TE

EIE R A LAER AWS JSON REERIEEW ARG AT ARR, IR , B EET X T LT IRR
1THRE | UREMFLAFHTNIT.
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Condition TERRFEE LMRHMIEEEFEVMININT. BAINNBRERZGZER (flw , ETHD
F ) HRGREN , UERRFHUREESERTFNENMCE, EEEME AWS £2/EXMHE , H5H
CIAM AFP3ERE) F AWS £ B5&H E T8,

AWS WA Tool H#Y ACL
x#FACL: &

mEEHE IR (ACL ) 2HHEEME (KFKA. AFZAR ) BRBLARER, ACLEETHRRNE
B3R L, BEEMAER JSON R8N,

EF AWS WA Tool FrZEH TR
¥#F ABAC ( REEFIVFRZE ) : 2

ETEMNHRMNERES (ABAC ) R—HEDERE , ZRBETHNIREMEERELRR TN
FHRZEMINE] IAM SKEF AWS IR , RF1RIT ABAC Rl |, UXFEETHRNHEER IR LNRET
BoET AT HR B

EETHREEH R, BMEEMFEA aws:ResourceTag/key-nameaws :RequestTag/key-name B
aws:TagKeys RHBERBNZH TEFREFZER.

MRENMRSN TENRARREBIIGAEX=A&MGR  WNTZRS , ZEAR. IRENRSX
N Ty RBRREZFRAEX=AZMARE , WiZENTD

BXx ABAC WEZEER , EZH (IAM AFERE) RHEH ABAC RIUEUINR, EEFHIRE ABAC
SHRNHE , BZH IAM AFERYNEAETEMENHRINEZES (ABAC) .

fFim st £ UE A F AWS WA Tool
X et EUE

IFETSEIE RN AWS BIRWERHRNR , A ARELFEARSF ORISR BS N B G
M. AWS BIUEABEKIGREILE , MARERAKBHARA. BXESZEELE , F2H (AM AFE
FE) HEY 1AM Eifed R EUE M A IAM 8 AWS RS

AWS WA Tool #Y¥ RS AR
TRERFAIAE (FAS) @ £

HBRBFILTE (FAS ) EAEM AWS RS WEAKKNRR , BEREERN AWS RS &6 , B THFR
FREFER, BXRAH FAS BREPRBIFAFE , BSAKR TR SE,
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AWS WA Tool IR AR

xBRSAR &

R AR -—TURSEE, KRREWTREN IAM A€, IAM BER AL IAM PO, SR
BRESAE. AXESEER , B2H (AM AFERE) FRIEIERE AWS RS ZREN B E,

AWS WA Tool RS HX<AE

TRBSHEXAG T

REABHABE—TE AWS RS XBHNBRSAR., BSTURARRERITRIENAE, RSEE
£&5 RESN AWS P F , HEZBSEE, IAM BB R AUEEETEERERSXEA RN
BB,

BXREUBRFEERSHERACGHEAEE , FSHEEES IAM EEEHE AWS RS, ERTPERR
SHEXABIITEE Yes R, RREREEUEFZRFVERSAXH B,

AWS Well-Architected Tool E T & 1589 K BE 7=l

BRINMERT , ARFNAEEENESRES AWS WA Tool BBENNRIE, SIIHETEER AWS EEiR4E]
&. AWS CLI 5 AWS APl #11T1E%. |IAM BIE R S22 IAM KB | LENRAFNARE TR
NAFENIEERRNITIEEN APIBE, AR, EBEAMTUNXEREM MBI EEXERBENRFASH
4,

ETHNMAERXL RS JSON K612 IAM ET S MK , 28 (AM AFER) $1%E
JSON &+ L 63 K,

£

- EMREXEK

- f£H AWS WA Tool 4l &

- ATAPEEMHIIE S KR

« BFXN IR T2 RXE

o BN ITEREHREERRR

o HR-DNIEREK

- EAT Jira B AWS Well-Architected Tool E#ESHBFABETRSNEZHZED
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S S RO

ETEONKBHEEENART AR, RSB EREK S HE AWS WA Tool iR, XERETTEE
SfE AWS KPP FAERAE, tIRSREEE T HONRKN | HERUTHEEMEW

« AWS HEXRBRERZKENRFAAN  BEFHAAFNITERSER TR , BEH AWS £
ARBRATZSELEAZRR TR, ETUE AWS IKF FHRIXLERE, BUOBEESE
TENERZREN AWS BEFEEARBRE-DRINR, AXESZER , F5H (AM AFE
) FH AWS FEERME TEIREER AWS HEERMK,

- NASENR : £EMA IAM RERENRE , BREFRITESENNR. Ak, EAIER
EREFRAHTAUNBERFRITHRE , SR NRERRYFA, BXEM IAM NARBRNESE
B, BZH (AM BFERE) F8 JAM 89 KEEF R,

« EM 1AM KB AP RS AR — S BREITF RIAXPR - 48 AT LA 5] SR B AN D0 S 44 SR BR 5 3 R AE R 3R RV 15 1R
fitn | BRI ARE R Z M RIEESAEA SSL KIEFIEER. WREIHFE AWS RS ( 5l
CloudFormation ) f£ FfRSS1RMF , EE T AMERFARE T RSBRENBENR. BXESE
B, #ZH (IAM BF1ERE) F/ IAM JSON EMTE | &,

£/ IAM Access Analyzer BiE&EY IAM KBS , UBRNENZ £ MFIhEEM : IAM Access
Analyzer £KITFHFH REEMIM B KR , LBERKRERS IAM KEIES (JSON )  IAM HESE
B, 1AM Access Analyzer 12 100 ZTURBREM ATIRENEI , SUBBEFHIELS BINEMEN
Kbk, BXEZER , 551 IAM AF$ER) RHER IAM Access Analyzer 3 1F SR B .

- FEZEHOHRIU (MFA)  MREAANZGREREN AWS K- #F IAM AFRRRAF |, R
A MFA kigELett. EETAA AP RENTFE MFA |, 5% MFA 4R MEIEHREEFR, BX
BZER , B3 (AM AFiEm) PR MFA &R AP G,

BX IAM HHREIRNESER , 20 IAM AFERETHN IAM AN Z 2 HETR.

5/ AWS WA Tool 24l &

Ei5E AWS Well-Architected Tool#2#| & | AR AE —AREANR, XENRLMAVFESHHM
ERRXREN AWS K H AWS WA Tool BREVIFAER . MRIZLAFENRENRERN =1
METHDARE X THRMTZRBHKE (AFPSHAR ) , 2HaNEEEMBERET,

ERARIX LA AFER AWS WA Tool #24%|4& |, th Al @SS INAT AWS FEE KR -

WellArchitectedConsoleReadOnlyAccess

ERME, EXNBBRTEATREESD , BRHUT AWS FEE R I SK4E
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WellArchitectedConsoleFullAccess

BXREZEE , F50 (IAM BAFiER) PR AP AR,

XNTRFEFH AWS CLI X AWS API A , EENEHRUFZEEGHENR. B , AATIRE
BZEHITH AP RER TRV ERE,

AFAFESHINE SR

ZORBIGER T A B R A |, BV IAM AP EER MBI EAS S ONNERANEE R, R
BREEERS A LRI REREUREEST ANER AWS CLI 5 AWS API FRE R,

"Version": "2012-10-17",
"Statement": [

{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:username}"]
},
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}
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}

BTN TERBRN T2 T RRER

EARGIH , BRLEEEN AWS KFHFNAFRTFNETERBN T2 HRNR. T2 HRRRLTFA
FR7E AWS WA Tool RIITRRERME, EXL TR, BERIERE. EFTHEABUREFRTERE
B FE L5 AR

JSON
{
"Version":"2012-10-17",
"Statement" : [
{
"Effect" : "Allow",
"Action" : [
"wellarchitected:*"
1,
"Resource": "*"
}
]
}

BFX TS Rikin AR

EAXRGF | BHEE[EN AWS KPP AFBFNEIEATEN RIEFHENER, @i RiEihEREER
AP EE AWS WA Tool BRI T,

JSON

"Version":"2012-10-17",
"Statement" : [
{
"Effect" : "Allow",
"Action" : [
"wellarchitected:Get*",
"wellarchitected:List*"

1,
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"Resource": "*"

}
1

R — M IR

EARGIH , EREEEN AWS IKFHRHAFRTN us-west-2 KERENEP M THERE
99999999999955555555555566666666 HY RiE 15 EIX R, &HY IKF ID & 777788889999,

JSON

"Version":"2012-10-17",
"Statement" : [

{
"Effect”" : "Allow",

"Action" : [
"wellarchitected:Get*",
"wellarchitected:List*"

1,

"Resource": "arn:aws:wellarchitected:us-
west-2:777788889999:workload/999999999999555555555555666666666"
}
]

FEAT Jira B9 AWS Well-Architected Tool iE 28 F A E T RSNV EZHE24A

W RBIE R A E 43 E T RS BSR40 wellarchitected:JiraProjectKey SRIZ&IBRLE Jira
1 B AT AR B BRIk P R B TE SR E

TR T RAZANMEXAE

« CreateWorkload: H & ff wellarchitected:JiraProjectKey MM %l CreateWorkload
B, BAEN LR EN Jira B E AIAXRKEIAF QBN EMIERR. S, mRAFZEHE
FAIE ABC tIZE#H TR , EXRENIEET A PQR , NIZBRERMIEL,

« UpdateWorkload: ¥ #&ff wellarchitected:JiraProjectKey MM % UpdateWorkload
B, B L XL R E N Jira U1 E ATAXRKENZASE TEARSEAIERR. fl, mRAF
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SEEATE ABC EFIIETENE , EXRB{UEETME PQR , N ZIREREEL, i, MR
AFRHEEET A POQR XEBRW ITENE , HEHREMZTEATUEXKEIE ABC , NiZERMEF
WIE4E,

« UpdateGlobalSettings: & wellarchitected:JiraProjectKey MNAZ!
UpdateGlobalSettings B , AT LAE X HFLE B E X Jira B1H AT BAKERE] AWS IKF. TIK
FPERAIEEARPEKFATLBERFR Jra iRBN TERE, Hln , WRAFERGE
UpdateGlobalSettings , M1 EREK S PH TEAZKEKI KB PRIEENEMIE

JSON

{
"Version":"2012-10-17",
"Statement": [

{

"Sid": "VisualEditox0",

"Effect": "Allow",

"Action": [
"wellarchitected:UpdateGlobalSettings",
"wellarchitected:CreateWorkload"

]I

"Resource": "*",

"Condition": {

"StringEqualsIfExists": {
"wellarchitected:JiraProjectKey": ["ABC, PQR"]
}
}
},
{
"Sid": "VisualEditorl",

"Effect": "Allow",
"Action": [
"wellarchitected:UpdateWorkload"
1,
"Resource": "arn:aws:wellarchitected:us-east-1:111122223333:workload/example-
workload",
"Condition": {
"StringEqualsIfExists": {
"wellarchitected:JiraProjectKey": ["ABC, PQR"]
}
}
}
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1
}

AWSE AT 1 F£E R EKBEAWS Well-Architected Tool

AWS EA R ZH AWS tIZMEZAIRILRE, AWS REXARMEEN TS EILERRFIRMN
R, MELTUFHEANAF, ANBESENR,

FHiE , AWS REXRBARTRNENREAARIRTFRENR , RN ENTHAE AWS &
R, RMNBVUELENBETEARINE - EEHRRRE —DREDNR.

BT EERAWS HEXARBPELHNR. MR AWS EFHE AWS HEXRKPELHXER , NE
ML MZRBAMMBNAEEASH (RS, ANBE ), HFH AWS RS B3R APl £
TR TORRSE , AWS RETREEH AWS EE XK.

BREZER , F5H (AM AFER) B AWS EE A KK,

AWS IEE XK : WellArchitectedConsoleFullAccess

BT LA WellArchitectedConsoleFullAccess REEHINE] IAM & 13,
LEZERERF AWS Well-Architected Tool #) T2 £ 1 B4 bR

PR ¥ H{E B

JSON

{
"Version":"2012-10-17",
"Statement" : [
{
"Effect" : "Allow",
"Action" : [
"wellarchitected:*"
]I
"Resource": "*"
}
]
}
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AWS IEE XKL : WellArchitectedConsoleReadOnlyAccess

BT LU WellArchitectedConsoleReadOnlyAccess KREEHIMNE] IAM B 17

LRSS F 3¢ AWS Well-Architected Tool B9 Rz i B4R

RERFHES
JSON
{

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"wellarchitected:Get*",
"wellarchitected:List*",
"wellarchitected:ExportLens"

1,

"Resource": "*"

AWS FEE KB : AWSWellArchitectedOrganizationsServiceRolePolicy
BT LU AWSWellArchitectedOrganizationsServiceRolePolicy KEEHFINZEI IAM & 15,

IR BEIR F AWS Organizations 1 8 X3% AWS Well-Architected Tool &5 Organizations £ERFTENE
EBNR, XSRS LEERKS USRS AWS WA Tool HEIRRE,

KR FHE R
ZREEEE A TRR.

- organizations:ListAWSServiceAccessForOrganization - UZERXATURERBEHX
AWS WA Tool BA T AWS RS 17 R PR o

« organizations:DescribeAccount - itZEFX AR REX DU AENKFHEE.
-« organizations:DescribeOrganization - itZEXATMUKRERDUEBHER.
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« organizations:ListAccounts - L ZERAFAUKRZE FEMNELUNIKF FIFER,

- organizations:ListAccountsForParent - itZEFRAATUMBUMAERT SRERE Tzt
Al B K = 51l 2R

- organizations:ListChildren - itZEFHAAUNBUNEERT SREE TS/ K - M
R E

« organizations:ListParents - itZEHEATLUKE OU W AKFIEENERXISIXK,

- organizations:ListRoots - EZERAAUREDWAHFAERT SBFIR,

JSON

{

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [

"organizations:

"organizations
"organizations
"organizations

"organizations:
"organizations:
"organizations:

1,

"Resource":

myn

ListAWSServiceAccessForOrganization",

:DescribeAccount"”,
:DescribeOrganization",
:ListAccounts",
"organizations:

ListAccountsForParent",
ListChildren",
ListParents",
ListRoots"

AWS EE XKL . AWSWellArchitectedDiscoveryServiceRolePolicy

R

Ch

AT LU AWSWellArchitectedDiscoveryServiceRolePolicy KEEHIMNEl IAM &7

LR BE1E AWS Well-Architected Tool R ELiA 1 & AWS WA Tool FIRHEXE AWS RS FR IR,

RERFAE R

ZERBIE U TR,
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« trustedadvisor:DescribeChecks - %I Al AV Trusted Advisor B &,

 trustedadvisor:DescribeCheckItems — #REX Trusted Advisor ® E¥IE , ‘D& Trusted
Advisor #RICHVIRAS R IR

« servicecatalog:GetApplication —3REX AppRegistry MR FHIFHER,

- servicecatalog:ListAssociatedResources - %l 5 AppRegistry B AR F X<BKHEIRo

 cloudformation:DescribeStacks — 3REX CloudFormation #4%#1¥ 4015 2.

« cloudformation:ListStackResources - %l & CloudFormation 4% < Bk kY %2R o

« resource-groups:ListGroupResources - %l ResourceGroup FHI %R

« tag:GetResources - XJ T ListGroupResources %%,

+ servicecatalog:CreateAttributeGroup - EERMSIERZSEEMNBE ML,

« servicecatalog:AssociateAttributeGroup - HRFEENEHAS AppRegistry M AEF
KEcEER,

« servicecatalog:UpdateAttributeGroup - EFRSEBENE MDA,

« servicecatalog:DisassociateAttributeGroup - HRZEEMWEHH S AppRegistry B
EFBUEXEK,
« servicecatalog:DeleteAttributeGroup -EENMERBREZEENE A,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"trustedadvisor:DescribeChecks",
"trustedadvisor:DescribeCheckItems"

1,

"Resource": [

myn

]
},

{
"Effect": "Allow",

"Action": [
"cloudformation:DescribeStacks",
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"cloudformation:ListStackResouxces",
"resource-groups:ListGroupResources",
"tag:GetResources"

]I

"Resource": [
wxn

]

}I

{
"Effect": "Allow",

"Action": [
"servicecatalog:ListAssociatedResources",
"servicecatalog:GetApplication",
"servicecatalog:CreateAttributeGroup"

1,

"Resource": [
mgn

]

3},

{
"Effect": "Allow",

"Action": [
"servicecatalog:AssociateAttributeGroup"”,
"servicecatalog:DisassociateAttributeGroup"
1,
"Resource": [
"arn:*:servicecatalog:*:*:/applications/*",
"arn:*:servicecatalog:*:*:/attribute-groups/AWS_WellArchitected-*"
]

}I

{
"Effect": "Allow",

"Action": [
"servicecatalog:UpdateAttributeGroup",
"servicecatalog:DeleteAttributeGroup"
]I
"Resouxce": [
"arn:*:servicecatalog:*:*:/attribute-groups/AWS_WellArchitected-*"
]

}

]

}
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AWS WA Tool EFT 7 AWS 1T E K

BEBX AWS WA Tool 5 AWS REXKBENWFAESE (MNZRSHBRBEILEERTFH ). &
KU TTEE XA BBIIRR |, BT AWS WA Tool XA4E1T i T E £/ RSS Ko

B iR H &A
AWS WA Tool ERTHERE S "wellarchitected:E 20234% 6 A 22H
B xport*" AiNE

WellArchitectedCon

soleReadOnlyAccess 0

AWS WA Tool RN T BRSHAE  HINT AWSwellAr 20235 A3 H
REE chitectedDiscovery
ServiceRolePolicy

LA AWS Well-Architected
Tool A5 AWS WA Tool %
RAEXH AWS RS AR IR

AWS WA Tool 707 R AT R F ListAWSSe 2022 7 A 22 H
rviceAccessFor0Orga
nization MIRME , UAHF
AWS WA Tool &5 AWS
WA Tool B H# AWS BREH
LEER

AWS WA Tool FF/5 T IREREEH  AWS WA Tool HE AWS & 2022F 7 A 22 H
AREETTE T REER.

HEBR AWS Well-Architected Tool 5 10 F11/ [|] [a] &

ERUTERTHBEZHMAESEER AWS WA Tool M 1AM B AT 821 RRYE R F1E,

&

« BERE RFHITHREAWS WA Tool

HEHB PR
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BRENE PRITIRIEAWS WA Tool

MR AWS EEEFE FiFE , EERRTENMRE , WLFTBRRENEER T KA. EF
CREEFREIUEN A

\IEEF:']

=il

% mateojackson AP 2 FEAEH B01T DeleteWorkload BEEEENRE , 2K E LT RF
HBiRo

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to
perform: wellarchitected:DeletelWorkload on resource: 11112222333344445555666677778888

NFARRE , FEREGHEEZEHENERE , UATEER
11112222333344445555666677778888 1&4E1fal wellarchitected:DeleteWorkload &
o

AWS Well-Architected Tool A8y 4411 B

AWS Well-Architected Tool BYEE4#EIE R 2 — T AWS 4. AWS BEERXN. ERAMNERINERFR
EREHER,

BHEZEi AWS B4EM B BFEE AWS Service Health Dashboard &%,

BEMRB BT AWS Health Dashboard X EMNAMKF . BRUAE A Health Dashboard KI5
B, i#3H (AWS Health AP ERE)

AWS Well-Architected Tool BY& #1446 iiF

ETHEN AWS BFREERESHAMITRCEER , BSRESNE TR D ESEE R AWS fR
5, REEFREBRNBHEAEITR. BXENEE , BSHH AWS ST, .

EALAERA AWS Artifact TEE=ZFFitikt. BXEZER , 55 HE AWS Artifact B T E RS-

BEMEA AWS RS RIS ER SN BRENHRBMN, BTN ERME B RUREREREN
RE. BXREEMEA AWS RS HNEARENESESR , FSH AWS &M,

AWS Well-Architected Tool HP Ry 4

AWS £ IRERL IR RS AWS X M AXHEE, AWS XiF 22N EYE L3y BREN A A
X, XEATAXBEYIEREK, FHESETREENNEERZE—E, MATHKX , &9 Llg it MiEE
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EUAXZBELFPHBZMAREBNNRARFNRIEE, 5SEENENHS N BIE T OEM IR
Mt , TRXERESHN TR, FESENTT BX.

BXAWS XEMNTAXWEZELR | BHSH AWS £ BREM T,

AWS Well-Architected Tool H I EREH LS4

ER —FEERS , AWS Well-Architected Tool Z AWS £EKMELZ R, HXx AWS Z2RFUR
AWS AR EMEHNER |, FSHE AWS =22, BERBEMENZ S RESIZRIZITEN AWS
g | F2HE (L& AWS Well-Architected Framework) ##y Eit &R,

O LAER AWS £ APl ARABEIMEEE,, AWS WA ToolBEFPImMAMEZFUTHRR -

- RRREREMDIL (TLS ) . BINEREH TLS 1.2, BIWUEA TLS 1.3,

- EERLAERR (PFS) WHRIWEH , N DHE ( et Diffie-Hellman ) 5 ECDHE ( I B4 & #h
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aws :SourceArn WEMXA R THEASEII .

AT RBERIAER AWS WA Tool F#) aws : SourceArn  aws:SourceAccount €& # L
T S RBABIRENRE A,

JSON
{
"Version":"2012-10-17",
"Statement": {
"Sid": "ConfusedDeputyPreventionExamplePolicy",
"Effect": "Allow",
"Principal": {
"Service": "wellarchitected.amazonaws.com"
}I
"Action": "wellarchitected:CreatelWorkload",
"Resource": [
"arn:aws:wellarchitected:us-east-1:111122223333:ResourceName/*"
]I
"Condition": {
"ArnLike": {
"aws:SourceArn": "arn:aws:wellarchitected:*:123456789012:*"
}I
"StringEquals": {
"aws :SourceAccount": "123456789012"
}
}
}
}
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R —REE , A TEE4EN AEXMEEREIEEN Amazon S3 7. CloudTrail B
HBE—NRZNMNARBKEZE. —PEHRRREEMRAN—MER , BEEXFTERNRE. BEN
AEAREtE, BRSBESEMNE S, CloudTrail BEXHFTELA AP ARAMNEFHRRER , Aite
NFLBREABEIRFE R,

THHREAERT — CloudTrail B&E%H |, Z% BT CreateWorkload &1,

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE:dev-dsk-xiulan-2a-1111111c.us-
west-2.amazon.com",
": "arn:aws:sts::444455556666:assumed-role/well-architected-api-svc-integ-
test-read-write/dev-dsk-xiulan-2a-1111111c.us-west-2.amazon.com",
"accountId": "444455556666",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam: :444455556666:r0le/well-architected-api-svc-integ-
test-read-write",
"accountId": "444455556666",
"userName": "well-architected-api-svc-integ-test-read-write"

"arn

.

"webIdFederationData": {3},

"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2020-10-14T03:41:39Z"

}I
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"eventTime": "2020-10-14T04:43:137",

"eventSource": "wellarchitected.amazonaws.com",
"eventName": "CreateWorkload",
"awsRegion": "us-west-2",

"sourceIPAddress": "198.51.100.178",

"userAgent": "aws-internal/3 aws-sdk-java/1.11.848
Linux/4.9.217-0.1.ac.205.84.332.metall.x86_64 Open]DK_64-Bit_Server_VM/25.262-b10
java/1.8.0_262 vendor/Oracle_Corporation",

"requestParameters": {

"ClientRequestToken": "08af866a-0238-4070-89c2-b689ca8339f7",

"Description": "***",
"AwsRegions": [

"us-west-2"
1,
"ReviewOwner": "*#*x",
"Environment": "PRODUCTION",
"Name'": "**x*x'",

"Lenses": [
"wellarchitected",
"serverless"

I
"responseElements": {
"Arn": "arn:aws:wellarchitected:us-
west-2:444455556666:workload/8cdcdf7add10b181fdd3f686dacffdac",
"Id": "8cdcdf7add10b181fdd3f686dacffdac”
},
"requestID": "22bad4e3-aa5l-4ffl-b480-712ee@7cedbd",
"eventID": "50849dfd-36ed-418e-a901-49f6ac7087e8",
"readOnly": false,
"eventType": "AwsApiCall",
"recipientAccountId": "444455556666"
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EIEARPERER

"version":"Q",
"id":"Q@0de336a-83cc-b80b-f0e6-f44c88a96050",
"detail-type":"AWS API Call via CloudTrail",
"source":"aws.wellarchitected",
"account":"123456789012",
"time":"2022-02-17T08:01:25Z",
"region":"us-west-2",
"resources":[],
"detail":{
"eventVersion":"1.08",
"userIdentity":{
"type":"AssumedRole",
"principalId":"AROA4JUSXMN5ZR6S7LZNP:sample-user",
"arn":"arn:aws:sts::123456789012:assumed-role/Admin/example-user",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"sessionContext":{
"sessionIssuer":{
"type":"Role",
"principalId":"AROA4JUSXMN5ZR6S7LZNP",
"arn":"arn:aws:iam::123456789012:role/Admin",
"accountId":"123456789012",
"userName":"Admin"
.
"webIdFederationData": {3},
"attributes":{
"creationDate":"2022-02-17T07:21:547",
"mfaAuthenticated":"false"

+
"eventTime":"2022-02-17T08:01:257",

"eventSource":"wellarchitected.amazonaws.com",
"eventName":"UpdateAnswer",

"awsRegion":"us-west-2",
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"sourceIPAddress":"10.246.162.39",
"userAgent":"aws-internal/3 aws-sdk-java/1.12.127
Linux/5.4.156-94.273.amzn2int.x86_64 Open]DK_64-Bit_Server_VM/25.312-b07
java/1.8.0_312 vendor/Oracle_Corporation cfg/retry-mode/standard",
"requestParameters":{
"Status":"Acknowledged",
"SelectedChoices":"***"
"ChoiceUpdates":"***",
"QuestionId":"priorities",
"WorkloadId":"ee73fda518f9bd4aa804c6252e4e37b0",
"IsApplicable":true,
"LensAlias":"wellarchitected",
"Reason":"NONE",
"Notes'":"***"
},
"responseElements":{
"Answer" :'"x**"
"LensAlias":"wellarchitected",
"WorkloadId":"ee73fda518f9bd4aa804c6252e4e37b0"
I
"requestID":"7baell53-26a8-4dc0-9307-68b17b107619",
"eventID":"8339c258-4ddd-48aa-ab21-3f82ce9d79cd",
"readOnly":false,
"eventType":"AwsApiCall",
"managementEvent":true,
"recipientAccountId":"123456789012",
"eventCategory":"Management"

}
}
& B ESEIH
{

"version":"Q",
"id":"4054a34b-60a9-53c1-3146-cla384dbaslb",
"detail-type":"AWS API Call via CloudTrail",
"source":"aws.wellarchitected",
"account":"123456789012",
"time":"2022-02-17T08:58:3472",
"region":"us-west-2",

"resources":[],
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"detail":{
"eventVersion":"1.08",
"userIdentity":{
"type":"AssumedRole",
"principallId":"AROA4JUSXMN5ZR6S7LZNP:example-user",
"arn":"arn:aws:sts::123456789012:assumed-role/Admin/example-user",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"sessionContext":{
"sessionIssuer":{
"type":"Role",
"principalId":"AROA4JUSXMN5ZR6S7LZNP",
"arn":"arn:aws:iam: :123456789012:role/Admin",
"accountId":"123456789012",
"userName":"Admin"
.
"webIdFederationData":{},
"attributes":{
"creationDate":"2022-02-17T07:21:547",
"mfaAuthenticated":"false"

},
"eventTime":"2022-02-17T08:58:347",
"eventSource":"wellarchitected.amazonaws.com",
"eventName":"CreatelLensVersion",
"awsRegion":"us-west-2",
"sourceIPAddress":"10.246.162.39",
"userAgent":"aws-internal/3 aws-sdk-java/1.12.127
Linux/5.4.156-94.273.amzn2int.x86_64 Open]DK_64-Bit_Server_VM/25.312-b07
java/1.8.0_312 vendor/Oracle_Corporation cfg/retry-mode/standard",
"requestParameters":{
"IsMajorVersion":true,
"LensVersion'":"***",
"ClientRequestToken":"03f46163-e95c-4455-8479-266373aa09c7",
"LensAlias":"***"
},
"responseElements":{
"LensArn":"arn:aws:wellarchitected:us-
west-2:123456789012:1ens/6261deecb9def44f9aecc938ca25d94e",
"LensVersion":"***"
.
"requestID":"167b7051-980d-42ee-9967-0b4b3163e948",

"eventID":"c7ef2b47-419d-45b7-8982-fbade9b558c7",
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"readOnly":false,
"eventType":"AwsApiCall",
"managementEvent":true,
"recipientAccountId":"123456789012",
"eventCategory":"Management"
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