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Z2 X - AWS Well-Architected Framework

KMBHE : 2024 F£11 B 6 B ( 3X#H&1T)

KAEBEENE AWS Well-Architected Framework N EZ2M X, ZARPEMNIES  §BHTH
EZRE AWS THEAZENIRIT. RFNEPSEPNARETBANSZEHEN,

&I

AWS Well-Architected Framework 8E% &5 BI R IB R 7E AWS L2 TE S B TR R NE IS
BEFEAKER SN THEXESFRITMETAE. T2, aX. @FXREATHENTEARD
BT EMRESR, ZERRBEHRT —RAZE  LEEBRESESSRESHETENE , NTTAEEE
WHWAE. FAEE , HERUNEEN TEAREE K KIBSEI N F K IHEY e,

ZERET AR :

- Rz
- R2MH
- HHEMH
- MEREME
« AL
- AEFEH

o

AARBER/NMBREM I, XHFETUHFERER/RH AWS B, NTHBEHALSFER
BER, AAKPHEREREREAKUNAR , SIMMEFEHRRE (CTO )., BREERLREE (CSO/
CISO ). ZHfi, FRARNMZERKR

FERAARBE , ERTHRITERIDEIERENZREEMN AWS SR EIUNKE, RARBTERE
HEBATREWER  ELXHNUREERHELIRFSE, BEIRATARBHAIKE |, BT U
BEBRPEHHENRS, BHGRA B ENRSEHHEN,



https://docs.aws.amazon.com/wellarchitected/latest/framework/welcome.html
https://aws.amazon.com/architecture/well-architected
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ZEXFENETOFARAEZERREFHE. RENE~  MNAIHEENZERR. FARFBRENA
THXE AWS EHEZ2 THEABNREIRIES.

RIT RN
BEh , ERSFNTHYAEE TERRNRSM -

« KERANFHRIEEM : XESKENREN , FBINE-RE AWS RRZANXERTELR
PRBHMTIRR S B, EPHTEHER , ABERN KBS FIERN KRB

- REAEHMY  EERNTFENRRIITHRENERHRSER. NREER B ENERBED
g8 , LENREHFRIMITH.

- ERRENRAZEER  ARASHEZLEREESIURERE. NAZMAREE ( flmMaEia
%. VPC, s, S0 RAMITERS. RERS. NARFNAR ).

- BALREMRESEK  FBHETRHNAILRZ2IE BB UENREAEERAYEHN AR
RALZ2Y B, tIERERN , BEXBIERNZEERPARBERELNE RN ZEBEE,

- RPERMPHRFENBSSLE RBREENBERITSR , ARFERELIRAME, SN RZEH
EEZH,

« REXIBIROTIR : MAEXE N TENRBDSOEERN TEZTRRFHLERIENFR, XFET
R R EHRBBENHELERY, HIERARANEIRNXER,

« MEFRNZEMEANERTHE  FIIENSEARERNE4AEENFERRNRE , MFEANENE
HHER TE, FRENSHBUNELES , HEAEFANLDRNTAXRRSEN, BEMNRE
HIEE.
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ZEMMEAER AWS EEFHEEABNTE, IMAEEXATURBESNEERE , BN AWS

2EE., EENZFMNENRERSNELCELANL , —EIRSESEFEVERENZ M. BF R
REERERERS (SREFNRZEIT ) . EtbXBNARFREUR AWS REHRZ AR NiE
MEE. FFNEERERS , BAMENAERENRERBIEANEKRS. BRSE5E IT RREHER

FMEREREEAME R, XMHRERBOMFERT TEF 2B REENIZHEE KA THE. AT
BfiR , RENZIMX2BEERANZEAEN Z2HER TN RSN,

AWS'THZ2 M RIE - AWS ATRRFIZEIT AWS ZHRENERSHEMIRE, ZEMRERE
1T AWS =SB, B, MEMIRIEL Ko

BEFGHRNRENRE - TR REFHEFERN AWS ZIREBEE, XRETEF LTRITHER
HLZeTE—SBoMEEZIEE, 20 , Amazon Elastic Compute Cloud ( Amazon EC2 ) & HR&E#3
KNEMZHEERS (laaS) , At , XFEERFNTAELENLZLRENEEES. §F Amazon
EC2 RAIMNEFAREERERERS (BREFTNLLIT ), BERFEXHLZENEANARER
BRHUGEARER , URSNEMG LR AWS REMNBAE (MAILLE ) BEE. X THRERS (Hlwm
Amazon S3 1 Amazon DynamoDB ) , AWS 2E2E &R EE. BERENES , MEFHRIKR
B FHAREHE. ERAREEMINNOEE (SEmMBEm ), NERF=#HToEURER IAM
T ERAE SR,
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ZETHE AWS Well-Architected 128

CUSTOMER DATA

CUSTOMER PLATFORM, APPLICATIONS, IDENTITY & ACCESS MANAGEMENT

RESPONSIBILITY FOR

SECURITY “IN' THE CLOUD OPERATING SYSTEM, NETWORK & FIREWALL CONFIGURATION

CLIENT-SIDE DATA NETWORKING TRAFFIC
ERVER-S5IDE ENCRYPTION
ENCRYPTION & DATA INTEGRITY [flLE SYS‘?EM RNI;?OR D.:)TM PROTECTION (ENCRYPTION,
AUTHENTICATION INTEGRITY, IDENTITY)

AWS

HARDWARE/AWS GLOBAL INFRASTRUCTURE

RESPONSIBILITY FOR
SECURITY 'OF' THE CLOUD

B 1: AWS JREHIBER

L& FAWS STAEHRBERRT BRE 1T BHEBESE, EWNAWS 5EFFHEBITEZES IT RREARE
—8 B, SEMRIE T 258N TETEIRANAHERE, AWS AREESHFE AWS HF
YY) BRI B R VIR B (W EE TR R AR R AR ) [ NI B R ZFERERGIRE
B HRE. RASNIEFE AWS FWERESFMER , TAEF TUEIREREE T 2HER R
EBRE AWS , NTIFER — MBS ARNERBITRR, REESAER AWS 2 MM XRERR
BREEHTESNTEERIEEF. UTR2HE AWS /5 AWS B EERNIZFE RO,

YRRV IR BIR - B T2 AWS SRR IZHIE i,
< PP MERE IR FIE

HEMEHER - NATEMRBENEFSEVERGERE , BE2MHN LT XHRNEIRNN S
Mo EHEMEHERS , AWS B THEMRENER , EFLTNEER AWS [RFEEACHY
EHEE. ROIEHE

< ITEE - AWS ARBINEEEMIREHHRE , MBS ARBSMIHNRERERSNEAE
FFo

- REEE - AWS £ HEMRBRFNEE MBS AREEMN B CHRERERS, BEEM
MARERF,
- BIRERY - AWS il AWS AT , MBEFAHX B/ R TRHTHY.

TEHA 4
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ERRE - T2HEFARNESNER , ETEPE AWS BSHHENNAERF. ~FaE

- BENBEERFHIEXZE , XURFEFFEREN LN EFRARBEIRBES X,

Governance

ZERBEREBABTZEN -y , EEBIFIERBENEF BIRRAEBEEXE , NMHBBIEIILSEE
o BRERLZEERHEMNSEREREERNRERE K HPh8—FBH9ETH—EmMME, T#H AWS
REHEEXRENEME, XAEWARERTHEERNEFLRIBNTEUREMN AWS B2 7 1

4o AWS Artifact @ —RMSEARIR , LB LUREHE AWS Z2 M EEAMIREARIEENEL D
o

ET—BRHRREEN KRB 2HER. EZERETEEEENINEE. flln , ZZE3FE AWS Ik 5 Ed
2. E5MEMERERF ( HlI AWS IAM Ildentity Center ) ERUA R E LN RS, FEBELRE
W—mbtTZE. ERFEFRERFTH AWS REE , EH AWS Organizations BRSS # #9 AR
FiRHIREE ( SCP ) AT ARSWYIRERREPF NG, BAUFERAEM SCP RKEELNTLZEH
B, RBEMALETEE, XEREBNATESANK,., ARBNUREN AWS AL RS B iR E
B, BARGIRRFSTEMIZENXE , K LERARNMEEGER, ZPEELETESRERE , 6
MEEANREAEE,

Tz =R mEANFR R BRI S  XRRAXERE mEANZRNNARFPTRN. XARER
HENAREFRREHARIESBERSHESMERS B EBZE, REFRARATREE , @407H0
BEM R E]/E A — £ ThEE

TREEMLREEGER , BB -3, DEERK, —RIXNKEEERNFNATHENT
W, XEHKER, ENEEE  BIEAERENERKBRAXNL. SR2EENK, KEE , EUUE
NEmE R, RETREN/IRDER. BE , RAEINEFEES , BUTUER AT EMBER
o, XMERRNE, BEHERANAT—IRSNITERR. TRERT —MERENXERER, A6
HETURNRESHNMR  MERETSEHNMS. FEMEE KA,

Likelihood Risk Level

Very Likely Low Medium High

Likely Low Medium Medium

Possible Low Low Medium High
Unlikely Low Low Medium Medium High
Very unlikely | Low Low Medium High
Consequence | Minimal Low Medium High Severe

Governance 5
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2 REEFR T REMEERF

AWS IkFEEMSE

BMNBUWERERRE, SAMERN-ABAEHER , FEMNKSMAKS RARTHERR , mA
REENALELHNREEH, £ AWS 7, IKFREMB R, Fl, BRBVEITKSRDE | BUE
EFETHEAMBETFRMNETEARDE.

SHEEIKF : AWS Organizations 2 Bz 8|2 M EE AWS IKF , AEQBZEEHIXEKS ., £

B AWS Organizations &ZIKFEt , §FHEREAENEFERFiEIE , RAXFRATEERD
WIRAF . Organizations A ZERFETEAZMNERNAR , FKFDEHRRKRTRNEHLL I
(OU),

ShiRERS  EEHNRA , AATHENRS. XEMRSERE , UHRGIER AWS K 2B H
1THVIR4E, AWS Organizations P& EARSIZEFIRE (SCP ) |, AL, HEAIIIHIK - R FI M
BRI HLE | RMEFER FATE AWS Identity and Access Management ( IAM ) AR FI& &, i
m, A LRI SCP 2iIEAFMNERBABHATFHXEFEEIR. AWS Control Tower BE# LA —FhfE{L
MARNEZENEERESNKS. ©4B3EEMN AWS Organization HiIZEKS . BaiE. RARFL
& (BEWMpBEARN ) | HRE-EFERESIRE TR,

SPEERSMEIR | AWS Organizations AIFSBIECEREW R A TEFMEK A AWS RS, Hlwn , &
A LAEA AWS CloudTrail BB &+ B RIEFKINEE , IBRALFRITHRTEIRE , bl BIZ IR A K
FHBAFICRIEE, BWATLAER AWS Config ERFREBHSELWANNEEE , UEEBFITTHER
HEBAM , HREXNTILMHE R M. AWS CloudFormationStackSets f1F £ 4E 40 42 Fh B8k /= F4H 41
EBITEHEE AWS CloudFormation ik, X# |, SR AL BESIME— N FKFRBEZECHEZLE
Ko

FARERFSNEREERE , FATEENKF,EHLATR (B2 ) KPR 2RF. 2T AWS RF

( #5130 , GuardDuty, Security Hub 1 AWS Config ) X#5 AWS Organizations HWER , SR/ NEE
TheelE B ENKS

B{ESREE

« SEC01-BP01 Rk 2 fs TYE K

- SEC01-BP02 R¥FIKFRAFFE M

AWS K EBF 2 6


https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_accounts.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_ous.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_ous.html
https://aws.amazon.com/iam/
https://docs.aws.amazon.com/controltower/latest/userguide/guardrails.html
https://docs.aws.amazon.com/controltower/latest/userguide/guardrails.html
https://aws.amazon.com/organizations/features/
https://aws.amazon.com/cloudtrail/
https://aws.amazon.com/config/
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/what-is-cfnstacksets.html
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SEC01-BP01 A 2 b TEAE

BEYRMSK,RE , R (WEF, FRANR ) MTEREBEL LB HGNREEE
M. BABRWEKFEEHRTIBEER  XINFAINREME, KEMGFREARANRELR.

HEER  ER—TKFEN , IFRE%E. TXIEABAIREREIN LMK + , NIRSEDS
mEMIREN LM,

FARER :

- FSMMEELXREK , EETEAHREHBRERS N TEREBAR—KSH,
- LBV (OU) EHMREFE,

B RERBRNFL

« AMERZBRN TERARTEPRIART , FEBEBLE D,
« BEBXITIR AWS RS, BRREMXEHITEPIEE,

- IEFEERRBNZERS 4P cEMRENRZEM,

- KK/ IR RERA,

« EREZEMIRERR , NTTRREZNEMNENBEEER,

EARBUXHREXIKNBEATRENRRSER : &
RS

AWS IkF IRt Z2REELR , FTRBERENTEABRRRREESE. AWS EHMEMTE , UZ
WKFRBERANEEERTENR , NIAALBEELR., MERBEX AWS SR KRBT S, B
RHEENIES , B2 H (Organizing Your AWS Environment Using Multiple Accounts) HE$.

MRFEEFEESN AWS KF , KA NETHREMN (OVU ) REMUBRRGH, RAEANELRE
EEE , FARENAT OU MRS, , MMAALNAI R KSEY — s s 6. =
SRV ZREUENY , FEREBTHEMLT OU BREWRER RN R AKS AT ANR, LFH
EMRITRESAAXHERUMENEE  BOREZLRE , BREERYE , AESIRAKINES
RHIRRE T

X F AWS Organizations 1 AWS Control Tower X RS , AIEEK AWS N8 So R & 18 2 Ik
P48, AWS Organizations FBZEBE KA ZIKH—NRZN OU EEXWEREWER , &8
NMOU BT EBEETRAMKS, RSIEEFR (SCP ) FALREER AW K &K BB M Ty

SEC01-BP0O1 A 9% T/ERE 7


https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/organizing-your-aws-environment.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_introduction.html
https://docs.aws.amazon.com/controltower/latest/userguide/what-is-control-tower.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
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MBS |, ™ AWS Config AT TR X B & K 7~ B9 E ) XA 25, 2% AWS RS 5 AWS
Organizations 55 , AIRHEBRBEERZS , HEARNBAEK R KT FRITRSBENES.

AWS Control Tower fZ F AWS Organizations 2 £ , FEEEZXKZIKF AWS HFRMH T —8
NEREXRKIRE, BFXZH Control Tower B W ZIKFIMFEHN A OL, 5 AWS Organizations 4§
Lt , 3R A Control Tower BB & T4k, AILASkHEt K P AERRORH =F LR

- FRFZEHFIHERTRES  TEINA T EABLNKS
- BESMBPNSITAERE | BT BHXAELEE OU AR HLE,

- AWS Control Tower Account Factory AIEALAZBESIIFBIK . |, REBEHFN AR ENEEFE EiE
I,

1 RITALAEMNEN  RITREFNARBNVEWNRD T OBMES RS RH KRR Etb L 22 HH
FENEEME, ARBENEHNELSER, BEBRRBENTEAREHET.

2. AZKFHREAEERX  BERXER/T —BHZ2HMEMIZEERM | LAA MNP TIEF
K. BEIMHB AT, B LAMERAEHINE X AWS Control Tower SRRHERIE

3. BTG BEBERXARELE—BNWRLBFHEl. AWS Control Tower 12t 7 AT EfE
By 4% R AR EINL B IR, S5HE Control Tower Bf £ BB Xk RENE ., EEEH#HEM
AR EINHEIN SR |, HRHEE S EE R EHLE,

4. FREITHEFORMNE X - X TFHHO AWS XiF , EUWAFFMABZEN IAM BIRFNAEE
FIEEN XS, ATLEEA Control Tower BB 2 HI S HITIIRME , LA UBET HE AWS
Organizations Y IAM X R 5% B 1T L1 4E

5. Z[E#H AWS CloudFormation StackSets : StackSets ] # B #&& 1S B #t VRO FIR (23
IAM KB, AEMN4E ) BEEFEH AWS k- FXEH,

IR
X RERE
« SEC02-BP04 X#iEF R F R IRHERF

MR -

« AWS Control Tower

SECO01-BPO1 fEAIK/ 2 e TAERE 8


https://docs.aws.amazon.com/config/latest/developerguide/config-rule-multi-account-deployment.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services_list.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services_list.html
https://docs.aws.amazon.com/controltower/latest/userguide/what-is-control-tower.html
https://docs.aws.amazon.com/controltower/latest/userguide/aws-multi-account-landing-zone.html
https://aws.amazon.com/blogs/architecture/fast-and-secure-account-governance-with-customizations-for-aws-control-tower/
https://docs.aws.amazon.com/controltower/latest/userguide/account-factory.html
https://aws.amazon.com/blogs/mt/best-practices-for-organizational-units-with-aws-organizations/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-aws-environment/building-landing-zones.html
https://docs.aws.amazon.com/controltower/latest/userguide/mandatory-controls.html
https://docs.aws.amazon.com/controltower/latest/userguide/optional-controls.html
https://docs.aws.amazon.com/controltower/latest/userguide/region-deny.html
https://aws.amazon.com/blogs/security/setting-permissions-to-enable-accounts-for-upcoming-aws-regions/
https://aws.amazon.com/blogs/security/setting-permissions-to-enable-accounts-for-upcoming-aws-regions/
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/what-is-cfnstacksets.html
https://docs.aws.amazon.com/controltower/latest/userguide/what-is-control-tower.html
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« AWS Z2®HIitiEmM
o |IAM HR{EREE

» Use CloudFormation StackSets to provision resources across multiple AWS i F° and regions

+ Organizations % I [7] &

« AWS Organizations /RiZF =

» Best Practices for Service Control Policies in an AWS Organizations Multi-Account Environment

* AWS Account Management Reference Guide
- FRZANKSBEEN AWS IRE

AWM

Enable AWS adoption at scale with automation and governance

Security Best Practices the Well-Architected Way

Building and Governing Multiple Accounts using AWS Control Tower

Enable Control Tower for Existing Organizations
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BAFR AWS KFHRREBREESNAS , MKFANAERREATEEEHRANR , #EEBRTE
RREEBNOR, FRANBRASNEREER , "MRAFBYELAEGHNE  FEtBEERRA
P XA TRELTEPRERTIEUAREREARIMENREL,

HELR RPRAFEDTRALRLEABRAFEILENSHEASBERAN TR . BEURNEEE
Pl o AR AERRA P RITRENEE S A R R HER,
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- EARASNITENES  MERELEZNERRAFZIE,
« ZHREBNANRTL , FTRIEXBEMRE. RENAREZIIFR THEERR.
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https://docs.aws.amazon.com/general/latest/gr/aws-security-audit-guide.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://aws.amazon.com/blogs/aws/use-cloudformation-stacksets-to-provision-resources-across-multiple-aws-accounts-and-regions/
https://aws.amazon.com/organizations/faqs/
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_getting-started_concepts.html
https://aws.amazon.com/blogs/industries/best-practices-for-aws-organizations-service-control-policies-in-a-multi-account-environment/
https://docs.aws.amazon.com/accounts/latest/reference/accounts-welcome.html
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/organizing-your-aws-environment.html
https://youtu.be/GUMSgdB-l6s
https://youtu.be/u6BCVkXkPnM
https://www.youtube.com/watch?v=agpyuvRv5oo
https://www.youtube.com/watch?v=CwRy0t8nfgM
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BEEMARE,
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https://docs.aws.amazon.com/general/latest/gr/aws_tasks-that-require-root.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-cis-controls-1.4.0.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-cis-controls-1.4.0.html
https://aws.amazon.com/premiumsupport/knowledge-center/security-best-practices/
https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-update-contact-primary.html
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2. FERNBAFCEGRZESR. WREETHRZEA , HHEHMBR (CIS1.4),
a. SHRBAFWEAKBEREEIL (FRZBHANLEZH )

b. MIREFEERAFTFRIZL , BRFEAXERANHBERIRNFERA AWS Identity and Access
Management ( IAM ) BAE&IGEARZ4R , REHBRER 1A EZER.

. HMERBZEENRAFLFHEIL,
a. REFEMA AWS Organizations BIEFTEIK R MK, , MK AKS ERAF VB ZBFRERN
— AN FREENTTHENE. MREE , FEREA AWS AAEEKFHNEBEBREXRTFR

K
b. XTI AWS IKFHEE AWS ALK, , FERNBAFEH RS F#FILE. ARAF
B A MFA,

4. £ AWS SR FIER | N AKFRA P R s,
a. ZERABAKFBEAT AT RNRA S CIER R AT LS,
b. ZIRAKAMKF, B AT AR, FBHITRETBL BT HLH,
5. MREFERAFEIU , BHITUTRE
a. FRAEFEBE,

b. "iRAFBEAZESHARIL (MFA) , #5312 AWS Organizations B ( & A ) IKF ( CIS
15)

c. ZRFEAEH MFA RZ2XRESHMENZEM , B XM REZEAUELSETE MFA RBIREH
EERTHMAERN TS, RIIREEHERHEMHBHESF MFARE, (CIS1.6)

- ERNRAFEE MFA | BEFOIEEL MFA SHEH MFA IRZ MR,

d. ZREMEZN MFA RZEATEHB. BIANKTHEZ AT 8 MFA 8%,
- EFEER, IRAFEMSN MFA REFEHEAE MFA BZ2EZXNER T IREK S K RE.

e. REWEMER , WRUBFARFHED , UERBEIRMEBXR, TEUAFEHRIE— AWS
K = o BEIR BB A R FHEB,

6. Alik : ERANBRAFFIEEREBRIRITLR,

- FIBEEREXKRIRTENUENBRER. ¥ MFA RFNRAFATKRBEBENLESH

Wi,

- EMESEASZE A RETE S RBNZBHE0E R,

0T 1 422

- BIEBRBIRFRNMBEIENFERER (CIS1.7) . BEA Amazon GuardDuty R iEid
RootCredentialUsage BEXIMXIRAF API ZIERY A TR A HER.
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https://docs.aws.amazon.com/accounts/latest/reference/root-user-access-key.html#root-user-delete-access-key
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_accounts_access.html#orgs_manage_accounts_access-as-root
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_accounts_access.html#orgs_manage_accounts_access-as-root
https://docs.aws.amazon.com/controltower/latest/userguide/strongly-recommended-controls.html#disallow-root-access-keys
https://docs.aws.amazon.com/controltower/latest/userguide/strongly-recommended-controls.html#disallow-root-auser-actions
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_enable_virtual.html#enable-virt-mfa-for-root
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_enable_physical.html#enable-hw-mfa-for-root
https://aws.amazon.com/blogs/security/you-can-now-assign-multiple-mfa-devices-in-iam/
https://aws.amazon.com/premiumsupport/knowledge-center/reset-root-user-mfa/
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_passwords_change-root.html
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_settingup.html
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_finding-types-iam.html#policy-iam-rootcredentialusage
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o WEHEHEER T AWS Config B9 AWS Well-Architected Z 4 XA S 2 P EE RN M2
) , EWRFEA AWS Control Tower , NJiF{E H 351 Control Tower P58 2421 Y 12 HlI#15l

- BEALRPNZENFERAFEZIENAR,
o XAXARN , MEFEHIA— N ARBES FRIFAEXERIUEN MFA KRB RAF B RINBRHE
Mo
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2 ) RIsEH,
s NEBIABERTERARAS (CIS1.7),
- TEBERAAWS RAFPHITEHELES  IFEREEES T AN, RABRAFR GRS, LRTE
ZRAFH AWS 55, FIEHMREBNHARAELSAGHNEMA P HIT.
- EHREXNBRAFNHEREERE , MEEZHIEEXARAFPSIENEIBER ZAIX T EH TN
o
- EHRESKF XN B FIiFiiut AR ZARRATIHEHN B Fif4iit REEN, BRXLHF
BRI RE |, BEIETREM <abuse@amazon.com> FIRFINLZ 2B H ., TEBHRSZKF <N
FRFESBEHER.
- HEZFBHONER , NXRKFEAER. H25 (AWS Security Incident Response Guide) B
R (Ze&MIE) BEBEHEN TS PHNRESSE , THEXN AWS JIK - 12 5400 5 SR BE /Y
BZEER.

R
X REREK

- SEC01-BPO1 MK 2 BB TEM
« SEC02-BPO1 £ f 58 KA & FHLHI

+ SEC03-BP02 ZF &K i E R

« SEC03-BP03 2y Z2 i H#RE

« SEC10-BP05 F& i/ [A1 X fR

MR -

* AWS Control Tower
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https://docs.aws.amazon.com/config/latest/developerguide/operational-best-practices-for-wa-Security-Pillar.html
https://docs.aws.amazon.com/controltower/latest/userguide/strongly-recommended-controls.html
https://docs.aws.amazon.com/general/latest/gr/aws_tasks-that-require-root.html
https://docs.aws.amazon.com/general/latest/gr/aws_tasks-that-require-root.html
https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-update-contact-alternate.html
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/aws-security-incident-response-guide.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/incident-response.html
https://docs.aws.amazon.com/controltower/latest/userguide/what-is-control-tower.html
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- AWS Z2H it

- IAM ERE

« Amazon GuardDuty — root credential usage alert

« B CloudTrail BERFUAFEABRINS TES

- RAES AWS —EERAN MFA 55

* Implementing break glass access on AWS

 Top 10 security items to improve in your AWS Ik 2
« RIEBH AWS K- P EEREERNEVESN N IZEALL ?

MR AL

» Enable AWS adoption at scale with automation and governance

» Security Best Practices the Well-Architected Way

» Limiting use of AWS root credentials from AWS re:inforce 2022 — Security best practices with AWS
IAM
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BRRBIERNZH B, XARLRE, WHANRIENBLAEPET RREEE.
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https://docs.aws.amazon.com/general/latest/gr/aws-security-audit-guide.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_finding-types-iam.html#policy-iam-rootcredentialusage
https://docs.aws.amazon.com/securityhub/latest/userguide/iam-controls.html#iam-20
https://aws.amazon.com/iam/features/mfa/
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/break-glass-access.html
https://aws.amazon.com/blogs/security/top-10-security-items-to-improve-in-your-aws-account/
https://aws.amazon.com/premiumsupport/knowledge-center/potential-account-compromise/
https://youtu.be/GUMSgdB-l6s
https://youtu.be/u6BCVkXkPnM
https://youtu.be/SMjvtxXOXdU?t=979
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Mg EMITAARAE , BEBLEEREGRFMHARZER. XEERHNH T AICPA SOC
2. HITRUST, PCI-DSS. 1SO 27001  NIST SP 800-53,

X TrEERNZEFIBFR , THEPEAN AWS RS A B SSIX L B4R, A AWS Artifact K&
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{AWS Customer Compliance Guides) o
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Config &M EF 4T,
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1 IMEERNNEZ2ER , LS BERSEERRE -,
2. fEM AWS Artifact SREVFTIRERWABERESMTEXE. THREREHIEEXT , SAENEESR
WLRE T AWS | BRLE il 8 IE,

3. £/ SCP., RIRXKE, AREERBMNMEMBEFNSG , BHLHITESAMNTREENRE,
4, FEEEHZE B FRHE — B8 Security Hub CSPM #r£EF] AWS Config &2 ZBE,
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https://aws.amazon.com/compliance/soc-faqs/
https://aws.amazon.com/compliance/soc-faqs/
https://aws.amazon.com/compliance/hitrust/
https://aws.amazon.com/compliance/pci-dss-level-1-faqs/
https://aws.amazon.com/compliance/iso-27001-faqs/
https://aws.amazon.com/compliance/nist/
https://aws.amazon.com/artifact/
https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://aws.amazon.com/config/
https://docs.aws.amazon.com/securityhub/latest/userguide/standards-reference.html
https://docs.aws.amazon.com/config/latest/developerguide/conformance-packs.html
https://docs.aws.amazon.com/config/latest/developerguide/conformance-packs.html
https://aws.amazon.com/partners/programs/gsca/bundles/
https://aws.amazon.com/partners/programs/gsca/bundles/
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_permissions_define.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_detect_investigate_events_app_service_logging.html
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« AWS Customer Compliance Guides

HXIE:

 AWS Artifact
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https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_data_classification_identify_data.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/ops_priorities_governance_reqs.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/ops_priorities_compliance_reqs.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/perf_architecture_use_policies_and_reference_architectures.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/cost_govern_usage_policies.html
https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
https://aws.amazon.com/artifact/
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o

EERATABLRFIEEENBIE Well-Architected EHEE 21
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https://attack.mitre.org/
https://cve.org/
https://cve.org/
https://owasp.org/www-project-top-ten/
https://aws.amazon.com/security/security-bulletins/
https://aws.amazon.com/guardduty/
https://aws.amazon.com/inspector/
https://aws.amazon.com/waf/
https://docs.aws.amazon.com/waf/latest/developerguide/ddos-advanced-summary.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/welcome.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_securely_operate_threat_model.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/ops_priorities_eval_threat_landscape.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/ops_evolve_ops_process_cont_imp.html
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St. RERSEALUG—LREERERS AWS , NTTED BN BFREAMERNIHEEE.
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KHEE S

BOBEE SR AN ITEARNAMHERE AWS £, MREE Amazon EC2 3R] L ZEFETH
MERRS , BAEEGKZLTEY , BEFTERBEANGH. A TRBEZERLEFERNAA ,
BFRETURDSERTERBREADAAEREEEN AWS BRERS , # 7T HOAENEREDE
X RS, i , A Amazon Relational Database Service ( Amazon RDS ) SiB¥iEE , £H
Amazon Elastic Kubernetes Service ( Amazon EKS ) 2% Amazon Elastic Container Service ( Amazon
ECS) mEFReR  NERALKRSHLE. EHEFNARRFN , BFAZEBLERSEHTHDE
HE A& & 2 12 HIFE e Y B 1R R AR A o

EEERSH , EAMERGAREREEERNRERZRZ —. FERSUUN—LEAHEREBS
AWS, EEEHHARKITIE , THREMNNFZEMZENEENRSENFEANFERE , URESHE
X AWS FRZIBREFEHFHANFERREE, B LUNAWS Artifact AR ERZEHRELTFZARSRLE
BN , FEN AWS REBFIERIERE, SR —% AWS TRAFRENFERS , HES
AWS Customer Compliance Guides Ri% i1t M, XEES AR THRE , A TXBRENEEN
AR, BENEENHMEZEEHETE,

EREERSH , ERERABRXERSHRARENRIFMmANTRE (Hl20 , EX Amazon RDS EE
HBAEFERA , REEFH AWS Lambda BB REEZESZTH ) . REXERS TR NEHTI
BE BEREEHNAURTHRXLEEHRONENZEFEMTZE , NREENTE. LERURA
AWS Health FTEEBNMEPRENERXLEEH,
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https://aws.amazon.com/rds/
https://aws.amazon.com/eks/
https://aws.amazon.com/ecs/
https://aws.amazon.com/ecs/
https://aws.amazon.com/serverless/
https://aws.amazon.com/artifact/
https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
https://aws.amazon.com/premiumsupport/technology/aws-health/
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1. HE TEREF AT ARERSEICHA N

a. MRLFTHERBTIBEE AWS , WEITNREEHREE. EN. ERFE, ENNEERERT
g, FERBRONERTHE (HEMAX ) MEREHXE, MNSZRE , EEBFT B

TEANBA , ENAUTNTERERS.
2. IEEEXHE Amazon RDS FREERS , MARRENEE A CHRARBE.
3. fiEM AWS Artifact FEYSEIE S KA BV A E N X TEAB RN R 2 HHE .
4. ICERFIERTRIER R THEFANBSNE L, LEXABRDRIEBENHFIS,

R
X REREK

+ PERF02-BP01 N T/EHBERREUTESR
+ PERF03-BP01 fE & AE# 2 BRI R MEMEERN T ABEFEME
« SUS05-BP03 EHIEE RS

FARH -

* Planned lifecycle events for AWS Health

fHxIE .

* AWS Health
» AWS Artifact

* AWS Customer Compliance Guides

RS

* How do | migrate to an Amazon RDS or Aurora MySQL DB instance using AWS DMS?

+ AWS re:Invent 2023 - Manage resource lifecycle events at scale with AWS Health

SECO01-BP05 /)M R EETH


https://docs.aws.amazon.com/wellarchitected/latest/framework/perf_compute_hardware_select_best_compute_options.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/perf_data_use_purpose_built_data_store.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sus_sus_hardware_a4.html
https://docs.aws.amazon.com/health/latest/ug/aws-health-planned-lifecycle-events.html
https://docs.aws.amazon.com/health/latest/ug/what-is-aws-health.html
https://aws.amazon.com/artifact/
https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
https://www.youtube.com/watch?v=vqgSdD5vkS0
https://www.youtube.com/watch?v=VoLLNL5j9NA
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(1aC ) BREXME EfFERSRHER , WERSZFHREPHER , WidFER CI/ICD EE—F2
MEXR , B FEXIEEEN AWS IR,
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#5EBFE T CI/CD E& , AW AMERE AWS 5, HEREIB R , RITBHHFNHRELER
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KEHE,
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o« RFEEANTAEEE AR F 3 3K HE /0 E A E R R SR T
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.
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BMRNEFENTEY  BPEENFHES. NITEAREARREHRT BBIRSHGIKBELLEN
RSMEE , AR EEHRNEANKE, XHE R BILEEF A S 2R P HIB AR SE .

EARBYXMREIERNBERATRENRNKREFE : &
KHEE S

&8 SEC01-BPO1 A, 2 B TERE P HIRNMECE | BRAFTSZSN AWS kP A TFEET AWS
Organizations BN A EHE, BAXLEHRBEN T EMARUTELETETRANZSEFER , TIET
DSBS N — 22 R EERETIRE L. XENHFEREERETFSHREMER. EXN
ERpRE  UREERATE#HEN> M AENRENE, MEEAEMIZREME (1aC ) FRBE™ %
WA AREFRBALXERNATEMIZERE —# , B LUER 1aC REX T BIER S EHE
o

RualgeAF AR A ( HlanfE AWS CloudFormation # ) E X ZE B HIEHE , HIFiX LR L EF1EHE
FRERNRBEFREF. F£H DevOps KRB HEZFIERE , NTIREGATNMERNRS ,
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https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_securely_operate_multi_accounts.html
https://aws.amazon.com/cloudformation/
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£/ AWS CloudFormation Guard ETEBzh# Tl , RN EHBENEHIERESMEREZ BN
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B, BEEFERAZSNKFALE AWS IMERHES , 8 MRFECH,. Y THMHEEEN K,
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. Bl CI/CD EEXRNIAMIBEER. EXNEHASE , ATRERBERERIR , UARER
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https://docs.aws.amazon.com/cfn-guard/latest/ug/what-is-guard.html
https://aws.amazon.com/codepipeline/
https://aws.amazon.com/codebuild/
https://aws.amazon.com/codedeploy/
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/deployments-ou.html
https://aws.amazon.com/servicecatalog/
https://aws.amazon.com/controltower/
https://docs.aws.amazon.com/controltower/latest/userguide/af-customization-page.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/ops_dev_integ_version_control.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/ops_dev_integ_build_mgmt_sys.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/rel_tracking_change_management_automated_changemgmt.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sus_sus_dev_a2.html
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/deployments-ou.html
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« Automate account creation, and resource provisioning using Service Catalog, AWS Organizations,
and AWS Lambda

» Strengthen the DevOps pipeline and protect data with AWS Secrets Manager, AWS KMS, and
AWS Certificate Manager

HXIE:

 AWS CloudFormation Guard

» Landing Zone Accelerator on AWS

SEC01-BP07 £ A R 48 B iR 51| B i 7 58 7E 48 fE 18 He BV 4L 5E 4%

WATEEMER | LRI 4 — M N TEABNBERD MAXEZRERNEHRICR. BERHML
ERARBLZBRFEHER , ATHE. BUMBA., REIEABUARTHBCHZTEIE | B
FAMES EIER

EARABUXMREXERNBERTRENNRER : &
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TAREHER ?

“REPEERIRG, ABRNERRDRERERE, ATRPERRS, "-TFE Web NAEFZ£TH
(OWASP ) NAEF B ER

NAT AN ZAET B EE ?

RERERN , LB ENEANHEBLTBURBESR, BREBAX , NTMTRHREZLSNE  BE8F
FREENZEE, XEWE IT RITRRFEZZRHRETHEMNNATZR. ATERENERREHL

BFIAENBETS , FEWATEFRELTEZE MM RIANBERD. Rt , EEEXA—MRER
ERFIHEXNREHNEBERY , HIEEBERAVEILEHERNALR K BRELALINABTRAR ,
ERERGNBAREIBTEREEREM,

BB EESEREXMNRESZE , BENRERITIENEHRUNMBREAZ, Lt 54w EHNEHE
b, EREEHAAN TEERNRE, XHHFESLEBRZENENTLRERNE-B. &4 , RpERE
MEALANNREEREMESER , ABIERABMRIINTGTE , BEERESSEHLLHEE,

BIFE AT A BRI T BB AR 2
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https://aws.amazon.com/blogs/mt/automate-account-creation-and-resource-provisioning-using-aws-service-catalog-aws-organizations-and-aws-lambda/
https://aws.amazon.com/blogs/mt/automate-account-creation-and-resource-provisioning-using-aws-service-catalog-aws-organizations-and-aws-lambda/
https://aws.amazon.com/blogs/security/strengthen-the-devops-pipeline-and-protect-data-with-aws-secrets-manager-aws-kms-and-aws-certificate-manager/
https://aws.amazon.com/blogs/security/strengthen-the-devops-pipeline-and-protect-data-with-aws-secrets-manager-aws-kms-and-aws-certificate-manager/
https://docs.aws.amazon.com/cfn-guard/latest/ug/what-is-guard.html
https://github.com/awslabs/landing-zone-accelerator-on-aws
https://owasp.org/www-community/Threat_Modeling
https://owasp.org/www-community/Threat_Modeling
https://owasp.org/www-project-devsecops-guideline/latest/00a-Overview
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AURATZTRNAANRBTRBPEE, REEEES M, SHHAXHBEA/INRK , BNZERE

RESBACHARN, —#ITERM Shostack BYEIHERE 4 FIEELRTTIE , RERRHFAHXRZ , 7
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ZEBAEEFETHEAHENRSEHAEX—BENL , URTHELZEHAXWREAT . 2IER
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B BETXRTRENBIRNEZAT AN TECEENNAR, XEBIMSERBEENAR
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FHITRBEE K RANETEERITHEEEX— Ko

2. 2HIUT LA ?

ZRBAHERFNREFENRD . BHRESFETHXENE , BAEEHRERLHNEN
ERETHRENH. NRTBFEWEAEREIRD , BT,

NFAREEANEE , HEE—IHENIIR. QERIRZFZANTHOMEMNATNSSHIDE
BEIENEXACER SHEFME, BUBIER RS EMAER (0 STRIDE ) REBBIE
Bra, ZBERBWTTENTMEES 2R, EX, E¥. EEHE. ELRSANREH.
AN, BUREFEESEHMNENIIRNARKBYHER 25, FHRRRZX , HH3IFE OWASP Top
10, HiTrust Efh B FMHBHLE SR B Fo

3. RINEBEEALM?

EnENRE—&F  RNFTTREIESEEBERHINATELE. I—SRJFEZZENEZEL-F
hEENRE. BT ENEIHA N,

ZEMMNEMMRES AWS HEFEEBENFTE, EENEERAD , HERBRINBELM 25, £
HHEEATMXAEE 27, THEN AWS 2 AR EFER B TR EE TENEEREEEE
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https://github.com/adamshostack/4QuestionFrame
https://en.wikipedia.org/wiki/Data-flow_diagram
https://en.wikipedia.org/wiki/Data-flow_diagram
https://aws.amazon.com/blogs/security/how-to-approach-threat-modeling/#tips
https://en.wikipedia.org/wiki/STRIDE_(security)
https://owasp.org/www-project-top-ten/
https://owasp.org/www-project-top-ten/
https://hitrustalliance.net/hitrust-threat-catalogue/
https://aws.amazon.com/compliance/shared-responsibility-model/
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HNERERTEN  SEEHEREEER AWS RSEELMMNEACHREBERFERHA

PaN
Ro

NFHEFEF AWS NEBHED , BRI AWS REETFZEAITRAEE R, XLEiTX]AE
BYIRIRME AWS AU F R e EEMMN TERENH, AWS ZF A BM AWS Artifact THIX
BTN FEEIRE

TREEABIAWS RS , ERRAREAE-BoRE , AREXERER-—BNERERENS
EEEMERD, T AWS RSB ENZ2RHERER  CREZRBE R SZERERE

SESONTEER (FHRIEMRK ) . BERF (BSNERET ), EMixgReE. BEIC
FMEZREH, S0 AWS RSN XHEBEE - M EINZEET | HPRHNZLZFNGES
REEEER. EENR  FEZERELEERSNRBRERBKRBI , F2EANRERLE
B HISRBIX X LR, XERFNFTURMARIUI, KTELEMDLALEERNE. BE , XZ
HRAMREAELRBHASIA , R FERRFEX —FH,

4. BIHEBHSG 2

ZREE AR ENHERE  LENEARNNALRSEIMERNREH NRBITEDEENRE,
BAERE, 2. HEARPEESTURSXESH, BERRATHAFZFSAR , BUENH
AR EEMEENEMEESXZRERHI S, I, NREBEEISROMAGRHEES
REALANBARFFREGASFNIES , 555 AWS Z£18E EA (How to approach threat
modeling) —3Zo

Threat Composer

NT HEIHIESHITHIMER | BAIAE R Threat Composer TR | fE# 1T R 2 E S SKH M
ENRE, ZTERPTEMITUTRE

- BRERERMEL, B EBAFLMEITEREPREERANEREMED
o SR AKTERMY E D SR

o ERVBENBHER | AFENERBERN KD

« £/ Insights EHIERBDBEREBERENESCEEFUHMN AT
MEFEZLSZE | iF1HE Threat Composer H 1B RS E N R THERX,
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MR RERE :
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https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/artifact/
https://docs.aws.amazon.com/security/
https://cheatsheetseries.owasp.org/cheatsheets/Input_Validation_Cheat_Sheet.html
https://owasp.org/www-project-mobile-top-10/2014-risks/m9-improper-session-handling
https://owasp.org/www-community/vulnerabilities/Buffer_Overflow
https://explore.skillbuilder.aws/learn/course/external/view/elearning/13274/threat-modeling-the-right-way-for-builders-workshop
https://catalog.workshops.aws/threatmodel/en-US
https://aws.amazon.com/blogs/security/how-to-approach-threat-modeling/
https://aws.amazon.com/blogs/security/how-to-approach-threat-modeling/
https://github.com/awslabs/threat-composer#threat-composer
https://catalog.workshops.aws/threatmodel/en-US/what-can-go-wrong/threat-grammar
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« SECO01-BPO03 iR 5l H % iiF # 4l B #%

« SEC01-BP04 FERY T L £ B A E Y

« SEC01-BP05 #i/N R+ EHEEH

+ SEC01-BP08 EHA Tk H EHERTHI L £ RS F Zh&E

FARH -

+ How to approach threat modeling ( AWS Z£ 8% )

* NIST: Guide to Data-Centric System Threat modeling

MR AL

* AWS Summit ANZ 2021 - How to approach threat modeling

* AWS Summit ANZ 2022 - Scaling security — Optimise for fast and secure delivery

FERIFY

» Threat modeling the right way for builders — AWS Skill Builder virtual self-paced training

 Threat modeling the right way for builders — AWS 3 &

fHxIE .

* Threat Composer

SEC01-BP08 & i ¥l H K HEHT By R £ AR 55 M T BE
WAL 3 SRHE AWS F1 AWS SR HBRNT LRSI  UHLUE TERRNRLTH,

HELER | ELXEUWRAEME , ATIREX AWS #l AWS SEKER BRI FTRERBRSHNER. SXHE
FTHAEREITAE T X LRI REX = 51 M FT IR H B R R T B AR,

ERARER :

« RiTB9 AWS B&FHM RSS IR , ToENAT T BB X N #H seMBRSS
« B FRIFERTHBERLZERS NN T E E3HE

SECO01-BP08 E ¥ { H KM T £ RS M &E 25


https://aws.amazon.com/blogs/security/how-to-approach-threat-modeling/
https://csrc.nist.gov/publications/detail/sp/800-154/draft
https://www.youtube.com/watch?v=GuhIefIGeuA
https://www.youtube.com/watch?v=DjNPihdWHeA
https://explore.skillbuilder.aws/learn/course/external/view/elearning/13274/threat-modeling-the-right-way-for-builders-workshop
https://catalog.workshops.aws/threatmodel
https://github.com/awslabs/threat-composer#threat-composer
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« SRESHEMELHH AWS AFBER TREFHS

BV RESSEAFL - MREBEEN THEMNZ2RS N6 , AN RN TSP EE
BREANXE , SIEHBAENRR, ARTUBETXERRESNTHENMNLLTEERNIANR , LR T#
AT BER AWS BRSSR B SEHTI4HY BLRD -

EARABUXMRZEXERNBERTRENXBRER : €
RS
AWS BE ZMRB@EEF & HIMN L RS MIEE

- AWS KY$IhEE
- AWS FTEEE
- AWS Z£ %
- AWS Z£ 2
- AWS X%

& A LAE A Amazon Simple Notification Service ( Amazon SNS ) 1T AWS S HREEFH B , 3REY
SENESEEHHE, —E£L2RSE (HlI Amazon GuardDuty 1 AWS Security Hub CSPM ) &18
HBECH SNS T8 , HEEMHN THXERERSHHIE. RERNMEMERR,

BEESRETHSW, FHINNEH T2 L, AESATRNFEANBHNRSRINEE. FFH AWS
re:Inforce KL AWURANBRELEMN AWS re:lnvent SW A EFEETE, BIEEZIA AWS i E5HE

LD EXEAEXRLTLENMEMBESHLNANE |, BATLE YouTube EBY AWS Events 58 EEL N E R
ERTHE2 , HARETFENE R,

B AT LAE AWS KK FABA AR SRV Z 2 RS EMMNEN,. UREEXEAMNNEERREES ,
BALEBEHES RS ZEMNREBHKR, B , MREITE T AWS Enterprise Support , HAREF
438 ( TAM , Technical Account Manager ) 8 #HamEB XM EHAR , MEHE AT URHESMITER
FREFESW.

1. ERERERKN RSS HikzR1TRASHBEMLE , HiTHE A IEEER SNS £&,
2. (HMEES MWL AWS 5EZ) , REFXHUENRSHE-—FEE.
3. MRBREMAXREMLZEMSMINENEE , FRIFEEN AWS K FA# T,
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https://aws.amazon.com/new
https://aws.amazon.com/blogs/aws/
https://aws.amazon.com/blogs/security/
https://aws.amazon.com/security/security-bulletins/
https://aws.amazon.com/documentation/
https://aws.amazon.com/blogs/aws/subscribe-to-aws-daily-feature-updates-via-amazon-sns/
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_sns.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-announcements.html
https://aws.amazon.com/events/
https://reinforce.awsevents.com/
https://reinforce.awsevents.com/
https://reinvent.awsevents.com/
https://www.youtube.com/c/AWSEventsChannel
https://aws.amazon.com/startups/learn/meet-your-aws-account-team
https://aws.amazon.com/contact-us/sales-support/
https://aws.amazon.com/premiumsupport/plans/enterprise/
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4. FE&IR1T# Enterprise Support , XEFRAUEHZTHRARETFLE (TAM)
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X REREK

« PERF01-BP01 T A ZE AN RS MINEE
« COST01-BP07 X B T s & 1 B AR SS
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https://docs.aws.amazon.com/wellarchitected/latest/framework/perf_architecture_understand_cloud_services_and_features.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/cost_cloud_financial_management_scheduled.html
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BEREFE MFA |, BHIRITREZEERE , HRUFEBERTH.
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SEC02-BP01 fi F58 KAy & F A% 29


https://aws.amazon.com/iam/
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_securely_operate_aws_account.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/cognito/index.html
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- BHEHTRNMNEBBKE K XERFERENFTERE,

- BHERMTEBERM , EREEREUFEL,

- AFHAFERHEHBE,

« BIEMASOMARAZEILE. BIABMNASR , BUURISINAFRE- AR —HRLEIE, N
ARPHRTEITSMNAFNED,

IAM Identity Center 21X :

* 1AM Identity Center EEAMIAB ZNRETMENNEZEER , ZRBBETEBKE., S&M4AN
EAER,

- HEMFENERINEFK, AWS Managed Microsoft AD 5 AD Connector &} , FFH MFA #7 MFA &
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- RTAFIMBESH MFA R%,
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- EEZBKERE,
® R‘fﬁEFHF' , ESEEFH MFAo
- A Amazon Cognito AP S RLZLRENKI BENSHRIE ( IELTRER ) EIhEE,
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https://docs.aws.amazon.com/verified-access/latest/ug/what-is-verified-access.html
https://aws.amazon.com/iam/
https://pages.nist.gov/800-63-3/sp800-63b.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#enable-mfa-for-privileged-users
https://docs.aws.amazon.com/singlesignon/latest/userguide/password-requirements.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/mfa-enable-how-to.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/how-to-allow-user-registration.html
https://docs.aws.amazon.com/cognito/latest/developerguide/user-pool-settings-policies.html
https://docs.aws.amazon.com/cognito/latest/developerguide/user-pool-settings-mfa.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pool-settings-advanced-security.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pool-settings-adaptive-authentication.html
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IAM A PRI :

- IFRMEA IAM Identity Center BB ES, T , ZAEEE IAM AP, BXFERT , 7 1AM
APRPREFBEXE, SUUCHEBEBRELENR/NKE, ZRRAEEIFEFRAZIENE
Ko

o B2 IAM REEKEHHIT MFA BF , ATAFEEBASNEBMN MFA &%,

BIR
MXERERE :

+ SEC02-BP03 &£ ih 77 M &£ A 248
« SEC02-BP04 IkBIEF X FHIREEF
« SEC03-BP08 HEALA N L L ith HEZ IR

FARHY

« AWS IAM Identity Center 2240 K B
« |IAM A P B RS

« RIE AWS IKFRAF B

* Amazon Cognito password policy
« AWS FiF

« IAM 22 R{EXEK

FAR I

* Managing user permissions at scale with AWS IAM Identity Center

» Mastering identity at every layer of the cake

SEC02-BP02 i A i B FEE

HATEMREN S ORI , RFERARNFIEAASRRKATEIE , REEFUERENZIERTEME,
/\ch?ﬁﬁZ?éEGﬂﬁAo

HEER A TRERBEZIENXNR  RENARSHNRSHERAIGENFEIE, KERILISTRES
R, BlES BRI NS FRETM R, 6 e R ] SRR B R A0 BB R LR,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_passwords_account-policy.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_users-self-manage-mfa-and-creds.html#tutorial_mfa_step1
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_secrets.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_identity_provider.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_permissions_share_securely.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/password-requirements.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_passwords_account-policy.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html
https://docs.aws.amazon.com/cognito/latest/developerguide/user-pool-settings-policies.html
https://docs.aws.amazon.com/general/latest/gr/aws-sec-cred-types.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://youtu.be/aEIqeFCcK7E
https://www.youtube.com/watch?v=vbjFjMNVEpc
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« FRAREBINABRFFRAKBTEESR , REENABEEFREXERH,

- AFBHMRAFPAZERBHRES IR TETLARDEEKHHRZR.

« YA LEAIEREIER |, MRS ER KB HRZER,

EARABUXMREXRERNBERTRENNRER : §
K%

X AWS API #l CLI BEREA B ZEEIE , MAREKHEILE, E/LFAEBRT , X AWS Bk
B9 API Fl CLI iEREAMER AWS TR ZABTER . XLEF R LU A I et IR K B IR 1T
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NFRT, BER. FEARNMBERSRTEH
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NTFE=FEH :
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com//wellarchitected/latest/security-pillar/sec_identities_identity_provider.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://aws.amazon.com/identity/federation/
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://aws.amazon.com/blogs/security/how-to-implement-federated-api-and-cli-access-using-saml-2-0-and-ad-fs/
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
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Anywhere,

REBRTAZFHENEL , KNFECAKHAKILE. EXERAT , ANESRFITARRXLESE
IEMESHERIE R ZER. N TEEZRN IAM AFBRZSR  BERUATHE R

- BRFSEZREVNR :
- BFRENREN (BETRE, BREMSEMF)

« ZEMNE IAM AFETFHN —MIESEH AssumeRole #1E, BIEFEAMLENY , W EEBTR
BENRT S 1AM Fik.

- £ IAM AGEEREP R IFNMEKIRM IP ik,

BiEFERAERFHNAREANRBRIEAITHIREER (F£H AWS CloudWatch Logs 1EFRIFIE SR
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https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_cross-account-with-roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_cross-account-with-roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_identity-vs-resource.html
https://docs.aws.amazon.com/cognito/latest/developerguide/federation-endpoints-oauth-grants.html
https://docs.aws.amazon.com/cognito/latest/developerguide/federation-endpoints-oauth-grants.html
https://docs.aws.amazon.com/cognito/latest/developerguide/identity-pools.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-identity-pools.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-identity-pools.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-workloads-use-roles
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-workloads-use-roles
https://aws.amazon.com/pm/ec2/
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://aws.amazon.com/lambda/
https://docs.aws.amazon.com/lambda/latest/dg/lambda-intro-execution-role.html
https://docs.aws.amazon.com/iot/latest/developerguide/authorizing-direct-aws.html
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/introduction.html
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/introduction.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_audit.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_audit.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
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&, % AWS RS # X 3F5 Secrets Manager direct integration,
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AssumeRoleWithWebldentity ) o
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« SEC02-BP03 Z£ ith 77 1& M A ZE4A
« SEC02-BP04 k&K H B RRHEEF
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FARHY

o W R EFEU
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« IAM Z2REREK

« IAM B

* |AM Identity Center ()

- SORHUEFIRSSHEIL

- RiRipEEH

- B2 EFREBRE R  HRIA 2
« AWS IKFRAF

* Access AWS using a Google Cloud Platform native workload identity

* How to access AWS resources from Microsoft Entra ID tenants using AWS Security Token Service

RS
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https://aws.amazon.com/secrets-manager/
https://docs.aws.amazon.com/secretsmanager/latest/userguide/integrating.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRoleWithWebIdentity.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRoleWithWebIdentity.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html#Using_RotateAccessKey
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_secrets.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_identity_provider.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_permissions_share_securely.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/general/latest/gr/aws-sec-cred-types.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://aws.amazon.com/iam/identity-center/
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html#Using_RotateAccessKey
https://aws.amazon.com/security/partner-solutions/#access-control
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html
https://aws.amazon.com/blogs/security/access-aws-using-a-google-cloud-platform-native-workload-identity/
https://aws.amazon.com/blogs/security/how-to-access-aws-resources-from-microsoft-entra-id-tenants-using-aws-security-token-service/
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* Managing user permissions at scale with AWS IAM Identity Center

» Mastering identity at every layer of the cake

SEC02-BP03 Z £ tth 17 F 4 F % 4A
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1&)&11:[54*11{/&&%[3’]—]55 °
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- BEIHFEARTEBLESA.

- REFERAEHKIERBRKPEL , NTIRLAEKPEIENHE,
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https://youtu.be/aEIqeFCcK7E
https://www.youtube.com/watch?v=vbjFjMNVEpc
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https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/lambda/latest/dg/lambda-intro-execution-role.html
https://docs.aws.amazon.com/lambda/latest/dg/lambda-intro-execution-role.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-identity.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-identity.html
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/introduction.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/activations.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/activations.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task-iam-roles.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task-iam-roles.html
https://docs.aws.amazon.com/eks/latest/userguide/create-node-role.html
https://docs.aws.amazon.com/eks/latest/userguide/create-node-role.html
https://aws.amazon.com/blogs/mt/vr-beneficios-session-manager/
https://aws.amazon.com/blogs/mt/vr-beneficios-session-manager/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/Connect-using-EC2-Instance-Connect.html
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/Connect-using-EC2-Instance-Connect.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/rds-secrets-manager.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/rds-secrets-manager.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/rds-secrets-manager.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/UsingWithRDS.IAMDBAuth.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/iam-roles-for-amazon-ec2.html
https://docs.aws.amazon.com/lambda/latest/dg/lambda-intro-execution-role.html
https://docs.aws.amazon.com/cognito/latest/developerguide/iam-roles.html
https://docs.aws.amazon.com/iot/latest/developerguide/iot-policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/security-encryption.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/data-protection.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/data-protection.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/monitoring.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/auth-and-access.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/rotating-secrets.html
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a. CodeGuru 2§ & o] LAfE A X KV EUETE Secrets Manager # B 2 8| %40,
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https://docs.aws.amazon.com/secretsmanager/latest/userguide/retrieving-secrets.html
https://aws.amazon.com/codeguru/features/
https://aws.amazon.com/blogs/security/extend-aws-iam-roles-to-workloads-outside-of-aws-with-iam-roles-anywhere/
https://docs.aws.amazon.com/systems-manager/latest/userguide/activations.html
https://aws.amazon.com/blogs/aws/codeguru-reviewer-secrets-detector-identify-hardcoded-secrets/
https://docs.aws.amazon.com/secretsmanager/latest/userguide/retrieving-secrets_lambda.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/retrieving-secrets.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/retrieving-secrets.html
https://github.com/awslabs/git-secrets
https://docs.aws.amazon.com/secretsmanager/latest/userguide/monitoring.html
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FAR A

» AWS Secrets Manager A’
- BHRREEFNKS B HRIE
+ Amazon CodeGuru # H Secrets Detector

« AWS Secrets Manager #0{a] £/ AWS Key Management Service

» Secret encryption and decryption in Secrets Manager
+ Secrets Manager &R I E
» Amazon RDS &5 AWS Secrets Manager £

TR

» Best Practices for Managing, Retrieving, and Rotating Secrets at Scale

* Find Hard-Coded Secrets Using Amazon CodeGuru Secrets Detector

» Securing Secrets for Hybrid Workloads Using AWS Secrets Manager

Mx#HIZ

+ Store, retrieve, and manage sensitive credentials in AWS Secrets Manager

+ AWS Systems Manager Hybrid Activations
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https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_unique.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_audit.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/getting-started.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers.html
https://aws.amazon.com/blogs/aws/codeguru-reviewer-secrets-detector-identify-hardcoded-secrets/
https://docs.aws.amazon.com/kms/latest/developerguide/services-secrets-manager.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/security-encryption.html
https://aws.amazon.com/blogs/security/tag/aws-secrets-manager/
https://aws.amazon.com/about-aws/whats-new/2022/12/amazon-rds-integration-aws-secrets-manager/
https://youtu.be/qoxxRlwJKZ4
https://www.youtube.com/watch?v=ryK3PN--oJs
https://www.youtube.com/watch?v=k1YWhogGVF8
https://catalog.us-east-1.prod.workshops.aws/workshops/92e466fd-bd95-4805-9f16-2df07450db42/en-US
https://mng.workshop.aws/ssm/capability_hands-on_labs/hybridactivations.html
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_getting-started_concepts.html
https://aws.amazon.com/iam/
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_create_saml.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_create_oidc.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_create_oidc.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_enable-console-saml.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_enable-console-saml.html
https://aws.amazon.com/cli/
https://aws.amazon.com/developer/tools/
https://aws.amazon.com/developer/tools/
https://docs.aws.amazon.com/STS/latest/APIReference/welcome.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRoleWithSAML.html
https://aws.amazon.com/single-sign-on/
https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source-idp.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/provision-automatically.html
https://aws.amazon.com/directoryservice/
https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source-ad.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source-ad.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/using-the-portal.html
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https://docs.aws.amazon.com/singlesignon/latest/userguide/using-the-portal.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com/sagemaker/latest/dg/onboard-sso-users.html
https://docs.aws.amazon.com/iot-sitewise/latest/userguide/monitor-getting-started.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_finding-unused.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_getting-report.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_manage.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_manage.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups_manage_delete.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/provision-automatically.html
https://aws.amazon.com/cognito/
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« SEC02-BP06 A A A ME M
« SEC03-BP02 ¥ &K i Bl X fR
« SEC03-BP06 £ T 4 7 /B A & 32 15 8] i BR

FARHY

« AWS Y S HERERIE

o |IAM & RERR

» AWS Identity and Access Management Ex{E35iE

+ |AM Identity Center ZREIEA|]

* How to use customer managed policies in IAM Identity Center for advanced use cases
* AWS CLI v2: IAM Identity Center credential provider

MM

* AWS re:Inforce 2022 - AWS Identity and Access Management (IAM) deep dive

* AWS re:Invent 2022 - Simplify your existing workforce access with IAM Identity Center

* AWS re:Invent 2018: Mastering Identity at Every Layer of the Cake

HRTA -

* Workshop: Using AWS IAM ldentity Center to achieve strong identity management

fHxITE :

« AWS Z2BRIEENRE : FHMEHERE

* saml2aws
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https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_groups_attributes.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_permissions_least_privileges.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_permissions_lifecycle.html
https://aws.amazon.com/identity/federation/
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://aws.amazon.com/iam/resources/best-practices/
https://aws.amazon.com/blogs/security/getting-started-with-aws-sso-delegated-administration/
https://aws.amazon.com/blogs/security/how-to-use-customer-managed-policies-in-aws-single-sign-on-for-advanced-use-cases/
https://docs.aws.amazon.com/sdkref/latest/guide/feature-sso-credentials.html
https://youtu.be/YMj33ToS8cI
https://youtu.be/TvQN4OdR_0Y
https://youtu.be/vbjFjMNVEpc
https://catalog.us-east-1.prod.workshops.aws/workshops/590f8439-42c7-46a1-8e70-28ee41498b3a/en-US
https://aws.amazon.com/security/partner-solutions/
https://github.com/Versent/saml2aws

ZETHE AWS Well-Architected 128

SEC02-BP05 & i & it M X ik

EHEITMEHREIE , URFIFTETATHERFENEE, KEFIIESFESKE , TR EHLHR
K EIE R RX LR

HEER  XHEIIERKR , UHEPRERKHFTIEAXKE, ERFITHUETFERLERRRBENE
Mo

RRER :
- FHEITEIENERAER.

- THREBERKHZIL.

- ERAKHEIUE , TEHER,

EARBUXHREXIKNBEATRENRRSER : &

KHEE S

HETEEB T IR RIEMFEZ RPN |, FFITEIL , URIEEXERHER (PIUNZESHE
if (MFA) Bk, EREHRASFEINTRR.

(REFBEIBEZCIE ) EHRIE , UBRXEEBNZEGER. XTARSH , ENERAFEHE
RN EBHER LR ZEA |, AXFEEIE. M AWS Identity and Access Management ( IAM )
ArgRgEdRSon , BAEREIFRERFIHENAF,

BB UEAESHREEPAALKEE MFA, ZBRIBLEE AWS Config #LIIISEEHA AWS Security
Hub CSPM Z£ /i /EREEAFREBEE T MFA., EEEA IAM Roles Anywhere J 1188 5 312t I5
RHEIE, ELEMER IAM A2MIGREIENERT , EEXEFITNRRITERZA,

KHES TR

- EHFEIEIL  NENSHRUEN IAM AEENSOHTHFIT , XEBTRIERELI TN
BT EHEEN TR, EXSHTESEERRT IAM AF. AWS IAM Identity Center F
F=. Active Directory AP A ELFEFHRREEFNAF. flW, BEREFHLIHOAR | HBERT
BEENEKFAR, FIERE , LEHFIT IAM SEFARBRSHNRE. XEDTHEBEEEE
BB REE |, SARBRIERIARABER E’J*XFEO F AEIEIR SR AWS Identity and Access Management
Access Analyzer k& it IAM ZIEFIXR. & AT LAEA Amazon CloudWatch 73 AWS S35 E A #Y
1€ APl B RIRBEIR. Amazon GuardDuty & T ARERIBSIZENNES) , HIUXFIZEE | nXkeH
X IAM FIEREEE TRA , SR T ENGRER.

SEC02-BP05 i % it I i il 23


https://aws.amazon.com/iam/features/mfa/
https://aws.amazon.com/iam/features/mfa/
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_getting-report.html
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-standards-fsbp-controls.html#fsbp-iam-3
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-standards-fsbp-controls.html#fsbp-iam-3
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/introduction.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudwatch-alarms-for-cloudtrail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudwatch-alarms-for-cloudtrail.html
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_finding-types-iam.html
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» Best Practices for Managing, Retrieving, and Rotating Secrets at Scale

* Managing user permissions at scale with AWS IAM Identity Center

» Mastering identity at every layer of the cake
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html#Using_RotateAccessKey
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/introduction.html
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/trust-model.html#signature-verification
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/trust-model.html#signature-verification
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_unique.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_secrets.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/getting-started.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers.html
https://aws.amazon.com/security/partner-solutions/#access-control
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_getting-report.html
https://youtu.be/qoxxRlwJKZ4
https://youtu.be/aEIqeFCcK7E
https://www.youtube.com/watch?v=vbjFjMNVEpc
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c. BEHLAERNKE , FEHFRMNEFANBEULEN , LBRKENNREE,

TR

MXRRERE :
» SEC02-BP04 ki X & B IR HEF

SEC02-BP06 ff A AP AMEM 46



https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_identity_provider.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/configure-abac.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/configure-abac.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_identity_provider.html
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* Managing user permissions at scale with AWS |IAM Identity Center

» Mastering identity at every layer of the cake
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https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_permissions_least_privileges.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/cost_govern_usage_groups_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source-sso.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/configure-abac.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_examples_aws_abac.html
https://youtu.be/aEIqeFCcK7E
https://www.youtube.com/watch?v=vbjFjMNVEpc
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://aws.amazon.com/blogs/security/delegate-permission-management-to-developers-using-iam-permissions-boundaries/
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_scp
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
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https://aws.amazon.com/identity/federation/
https://docs.aws.amazon.com/singlesignon/latest/userguide/security-iam-awsmanpol.html
https://aws.amazon.com/blogs/security/identify-arrange-manage-secrets-easily-using-enhanced-search-in-aws-secrets-manager/
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-parameter-store.html
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/introduction.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html#Using_RotateAccessKey
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https://docs.aws.amazon.com//cli/latest/userguide/cli-configure-sign-in.html
https://docs.aws.amazon.com//cli/latest/userguide/cli-configure-sign-in.html
https://docs.aws.amazon.com//sdkref/latest/guide/access-login.html
https://docs.aws.amazon.com//sdkref/latest/guide/access-login.html
https://docs.aws.amazon.com//cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com//cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com//sdkref/latest/guide/access-sso.html
https://docs.aws.amazon.com//sdkref/latest/guide/access-sso.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
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https://docs.aws.amazon.com//cli/latest/userguide/cli-authentication-user.html
https://docs.aws.amazon.com//cli/latest/userguide/cli-authentication-user.html
https://docs.aws.amazon.com//sdkref/latest/guide/access-iam-users.html
https://docs.aws.amazon.com//sdkref/latest/guide/access-iam-users.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/id_credentials_access-keys.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/id_credentials_access-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://aws.amazon.com/iam/identity-center/
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/introduction.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/security-iam-awsmanpol.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/IAM_UseCases.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#remove-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage.html
https://aws.amazon.com/blogs/security/how-to-control-access-to-aws-resources-based-on-aws-account-ou-or-organization/
https://aws.amazon.com/blogs/security/identify-arrange-manage-secrets-easily-using-enhanced-search-in-aws-secrets-manager/
https://youtu.be/YQsK4MtsELU
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https://youtu.be/3H0i7VyTu70
https://www.youtube.com/watch?v=3qK0b1UkaE8
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-generation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-generation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_access-advisor.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_access-advisor.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-findings.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-generation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/config/latest/developerguide/WhatIsConfig.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://aws.amazon.com/blogs/security/techniques-for-writing-least-privilege-iam-policies/
https://aws.amazon.com/blogs/security/iam-access-analyzer-makes-it-easier-to-implement-least-privilege-permissions-by-generating-iam-policies-based-on-access-activity/
https://aws.amazon.com/blogs/security/iam-access-analyzer-makes-it-easier-to-implement-least-privilege-permissions-by-generating-iam-policies-based-on-access-activity/
https://aws.amazon.com/blogs/security/delegate-permission-management-to-developers-using-iam-permissions-boundaries/
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_access-advisor.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_testing-policies.html
https://docs.aws.amazon.com/controltower/latest/userguide/guardrails.html
https://aws.amazon.com/blogs/security/zero-trust-architectures-an-aws-perspective/
https://aws.amazon.com/blogs/security/how-to-implement-the-principle-of-least-privilege-with-cloudformation-stacksets/
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_access-advisor.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage_delete.html
https://docs.aws.amazon.com/aws-technical-content/latest/cost-optimization-laying-the-foundation/tagging.html
https://aws.amazon.com/answers/account-management/aws-tagging-strategies/
https://aws.amazon.com/premiumsupport/knowledge-center/tagging-resources/
https://www.youtube.com/watch?v=8vsD_aTtuTo
https://www.youtube.com/watch?v=1p5G1-4s1r0
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_identity_provider.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/a-reliability.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/a-reliability.html
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https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_incident_response_pre_provision_access.html
https://docs.aws.amazon.com/whitepapers/latest/aws-fault-isolation-boundaries/control-planes-and-data-planes.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/troubleshoot_general.html#troubleshoot_general_eventual-consistency
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_incident_response_develop_management_plans.html
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https://aws.amazon.com/security-hub/
https://aws.amazon.com/security-hub/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_incident_response_run_game_days.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_planning_for_recovery_dr_tested.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_identity_provider.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_identity_provider.html
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https://docs.aws.amazon.com/singlesignon/latest/userguide/emergency-access.html
https://docs.aws.amazon.com/organizations/latest/userguide/services-that-can-integrate-cloudformation.html
https://docs.aws.amazon.com/organizations/latest/userguide/services-that-can-integrate-cloudformation.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/emergency-access.html
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LR T B ERNR, MREEPHBHIREENFEEILE , X5 ELREPEIETE,
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https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_identities_identity_provider.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_permissions_least_privileges.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_incident_response_develop_management_plans.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_incident_response_run_game_days.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/emergency-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_enable-console-saml.html
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/break-glass-access.html
https://youtu.be/TvQN4OdR_0Y
https://youtu.be/YMj33ToS8cI
https://github.com/awslabs/aws-break-glass-role
https://github.com/aws-samples/aws-customer-playbook-framework
https://github.com/aws-samples/aws-incident-response-playbooks
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HEZ K ANEZHED  STRARONREFETZHEWE , HARKRBERFHE,
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WK P A 5 A L Z MR IR |, 620 Amazon Simple Storage Service ( Amazon S3 ) FAEHEE]
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« f£M IAM Access Analyzer SREEE R : IAM Access Analyzer SREE A R A HBIEE T IAM AP A
B EES) A BB AR I PR R BE

s BEFZABEBREHPEN AN : % , B less critical sandbox and development
environments , J3id IAM Access Analyzer JUiX & fh THEERBEFT EANBR . ARJE , TEFX LR A
FaEF2z8 , BMER, RERIEMNEFRERZESKENMBILXLENR, RIENFRZAOTUAHEEE
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SEC03-BP04 42 D1 BR 61


https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-getting-started.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-generation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-generation.html#access-analyzer-policy-generation-howitworks
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-generation.html#access-analyzer-policy-generation-howitworks
https://docs.aws.amazon.com/prescriptive-guidance/latest/choosing-git-branch-approach/understanding-the-devops-environments.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/choosing-git-branch-approach/understanding-the-devops-environments.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_access-advisor-view-data.html
https://aws.amazon.com/blogs/security/identify-unused-iam-roles-remove-confidently-last-used-timestamp/
https://aws.amazon.com/blogs/security/identify-unused-iam-roles-remove-confidently-last-used-timestamp/
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_access-advisor.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_access-advisor.html
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« EJB1E AWS CloudTrail FigZEIES4 : BUIABERT |, CloudTrail <125 Amazon S3 JRE
SET (B0 GetObject M DeleteObject ) B Amazon DynamoDB &3&E3N ( 4l PutItem #
Deleteltem ) EHESEH. ERINXEEHFEAALRRER , UBERBLAFRNACEEHEEFEN
Amazon S3 &= DynamoDB &I B,

TR
MR 3CH

- RFHENR

- BRAMSENEIE

« 142 AWS CloudTrail ?

- £/ KB

o g% MEE DynamoDB

« X Amazon S3 FEBAMN KA CloudTrail ¥ HEIER
- FREUEH AWS K~ WEIERS

R MM

- EHRZ 60 ZHMEBEIRNAN IAM K& F
- ARSHE,. SENXR, FFEAM CI/ICD
» AWS re:Inforce 2022 - AWS ldentity and Access Management (IAM) deep dive
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-data-events-with-cloudtrail.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#remove-credentials
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/MonitoringDynamoDB.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/enable-cloudtrail-logging-for-s3.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_getting-report.html
https://youtu.be/YQsK4MtsELU
https://youtu.be/3H0i7VyTu70
https://www.youtube.com/watch?v=YMj33ToS8cI
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« EAWS ALARBIEKE AWS K/ |, EFfERA SCP SRR &I EARFULAY 68 A M 7 AR,
« RESENREVNDE TR , BXBEX AR T8y & KX PRERE BT HLH
« #t5 AWS IAM KYERSUIE4L EAL SRR FINR , MERBT SR TIHETHNE X R FNR.

« EE—1 AWS IKFHETENTEAEIE , REMKRE VPC, FRETH IR K M L5 R 58 HI K
RPRL 5o

B WERESKENTL  RHPIEHBETEILAMNVTER FAFENNRIED |, BMENRKES
FHXE RN, XHEAURDEREERNKANREE , NELNERNELNMEE,

EARBURXMRERERNBERTRENKRER : F
KHEE S

BMNBWEERETENGE , MW EKRBEFNSH. ERRATHANEEN , MG ETUARSEME
HhoE D AT RERY R AR EE, FARXMAE , B URESFENREN R FHRNER , MR BT R
BLEHIRMSHEINGRNRK,

BYRRBFIFINE — S 2R EN THEABNNERED 24K AWS KPP, MESEEANR ,
—MNKFHERTEZTR S —NKF PR, BIERNKS M TRE— AWS AASHER —ALR £
(OU) TRk, ERLER OU HEEEMNIKS, 24A N — MR,

ETR, BFBRDATE D AKS FOERRTFHRANRE, At , ST SER RS 125 R i
(SCP) , #HAILUFHENAT OU S/, SCP ATLURSIHMITE MM H ERFIEHE |, flRGIXSE
AWS X iER | BrIEBREMER , REZRAFEEEXNRNRSRE. ENATELRE SCP X
FMERAKS , FTEMEEKS, SCPXEELWHHNER, BH SCP FEE W AIRTF &%
R EMR,

MREFEAB R AWS Control Tower , M AT LARIAHE controls # landing zones 77 I BRI 1= F1 25 ik
FRENEM, BRXXEHT IMMMARENZSELTE  ITRANIEABNNAEFREAT 2
IMEYIK . XEFEBSESFERARSERE (SCP ). AWS Config MNIFIETCEE , BRt:
., SENESAMEE R G R HEE. B , £ Control Tower FEMBERX LUK BE AR
SCP B} , FFiEfE AWS XHHPBRMN RESKRBR PRHABRELWEE , X—[EXEE, X%
£ Control Tower JMEHREE SCP, KA MALR L (OU ) HWIFMEI , S H AWS Control Tower
guidance for AWS Organizations.,

B EFIX AN |, AR F A Control Tower 1=, BREXFMBEN SCP , RETEF BTN
RAFRN ZIKF AWS FRHATE S KRB AR S,
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https://aws.amazon.com/organizations/
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_ous.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_ous.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/controltower/latest/userguide/what-is-control-tower.html
https://docs.aws.amazon.com/controltower/latest/userguide/how-control-tower-works.html#how-controls-work
https://docs.aws.amazon.com/controltower/latest/userguide/aws-multi-account-landing-zone.html
https://docs.aws.amazon.com/controltower/latest/userguide/orgs-guidance.html
https://docs.aws.amazon.com/controltower/latest/userguide/orgs-guidance.html
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b. b4k , EEFE service control policy examples , 3R T i i{a 5 ¥t #i& SCP,

3. A IAM RERBAE/NEE , HEEATHNBRRNTRENSZSE. £ IAM AEEERKEHNE
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AR,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_resource-based
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/singlesignon/latest/userguide/temporary-elevated-access.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps_strategies.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps_examples.html
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https://aws.amazon.com/identity/data-perimeters-on-aws/
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_data-perimeters.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps_examples.html
https://aws-samples.github.io/iam-identity-center-team/
https://docs.aws.amazon.com/singlesignon/latest/userguide/temporary-elevated-access.html#validatedpartners
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https://aws.amazon.com/iam/identity-center/
https://aws.amazon.com/iam/identity-center/
https://docs.aws.amazon.com/singlesignon/latest/developerguide/what-is-scim.html
https://docs.aws.amazon.com/singlesignon/latest/developerguide/what-is-scim.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers.html
https://docs.aws.amazon.com/singlesignon/latest/developerguide/what-is-scim.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html

ZETHE AWS Well-Architected 128

« SEC02-BP04 BiIEHF X G IREEF

MRH
- EEENS IR
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£/ AWS ldentity and Access Management Access Analyzer
IAM Access Analyzer 5 B&4E B

PR

* AWS re:Inforce 2023 - Manage temporary elevated access with AWS IAM ldentity Center

* AWS re:Invent 2022 - Simplify your existing workforce access with IAM Identity Center

* AWS re:Invent 2022 - Harness power of IAM policies & rein in permissions w/Access Analyzer
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https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_identities_identity_provider.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source-sso.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-generation.html
https://www.youtube.com/watch?v=a1Na2G7TTQ0
https://www.youtube.com/watch?v=TvQN4OdR_0Y&t=444s
https://www.youtube.com/watch?v=x-Kh8hKVX74&list=PL2yQDdvlhXf8bvQJuSP1DQ8vu75jdttlM&index=11
https://docs.aws.amazon.com/AmazonS3/latest/userguide/bucket-policies.html
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https://aws.amazon.com/iam/features/analyze-access/
https://aws.amazon.com/security/provable-security/
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-access-preview.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-access-preview.html
https://aws.amazon.com/blogs/security/how-to-use-trust-policies-with-iam-roles/
https://aws.amazon.com/blogs/security/how-to-use-trust-policies-with-iam-roles/
https://docs.aws.amazon.com/config/latest/developerguide/operational-best-practices-for-Publicly-Accessible-Resources.html
https://aws.amazon.com/controltower/
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/controltower/latest/userguide/what-is-control-tower.html
https://docs.aws.amazon.com/organizations/latest/userguide/services-that-can-integrate-config.html
https://docs.aws.amazon.com/config/latest/developerguide/config-rule-multi-account-deployment.html
https://docs.aws.amazon.com/config/latest/developerguide/config-rule-multi-account-deployment.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-getting-started.html
https://aws.amazon.com/blogs/security/how-to-use-aws-config-to-monitor-for-and-respond-to-amazon-s3-buckets-allowing-public-access/
https://aws.amazon.com/blogs/security/how-to-use-aws-config-to-monitor-for-and-respond-to-amazon-s3-buckets-allowing-public-access/
https://aws.amazon.com/blogs/aws/amazon-s3-update-cloudtrail-integration/
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/awssupport/latest/user/trusted-advisor.html
https://aws.amazon.com/blogs/security/how-to-use-aws-config-to-monitor-for-and-respond-to-amazon-s3-buckets-allowing-public-access/
https://docs.aws.amazon.com/macie/latest/user/findings-types.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html?ref=wellarchitected
https://docs.aws.amazon.com/controltower/latest/userguide/controls-reference.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-standards-fsbp.html
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config_use-managed-rules.html
https://docs.aws.amazon.com/awssupport/latest/user/trusted-advisor-check-reference.html
https://docs.aws.amazon.com/awssupport/latest/user/cloudwatch-events-ta.html
https://docs.aws.amazon.com/config/latest/developerguide/config-rule-multi-account-deployment.html
https://docs.aws.amazon.com/organizations/latest/userguide/services-that-can-integrate-config.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/sharingamis-intro.html#block-public-access-to-amis
https://www.youtube.com/watch?v=ip5sn3z5FNg
https://www.youtube.com/watch?v=i5apYXya2m0
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https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_permissions_analyze_cross_account.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services_list.html
https://docs.aws.amazon.com/organizations/latest/userguide/services-that-can-integrate-securityhub.html
https://docs.aws.amazon.com/organizations/latest/userguide/services-that-can-integrate-securityhub.html
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_organizations.html
https://docs.aws.amazon.com/organizations/latest/userguide/services-that-can-integrate-backup.html
https://aws.amazon.com/ram/
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-vpc
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-vpc
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-network-firewall
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-sagemaker
https://docs.aws.amazon.com/ram/latest/userguide/scp.html
https://docs.aws.amazon.com/whitepapers/latest/building-a-data-perimeter-on-aws/building-a-data-perimeter-on-aws.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html#scp-effects-on-permissions
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html#scp-effects-on-permissions
https://docs.aws.amazon.com/AmazonS3/latest/userguide/about-object-ownership.html
https://aws.amazon.com/cloudfront/
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/private-content-restricting-access-to-s3.html
https://aws.amazon.com/kms/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/permissions-management.html
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services_list.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services_list.html
https://docs.aws.amazon.com/whitepapers/latest/building-a-data-perimeter-on-aws/welcome.html
https://docs.aws.amazon.com/whitepapers/latest/building-a-data-perimeter-on-aws/welcome.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AMIs.html
https://docs.aws.amazon.com/ram/latest/userguide/getting-started-sharing.html
https://docs.aws.amazon.com/ram/latest/userguide/getting-started-sharing.html
https://docs.aws.amazon.com/whitepapers/latest/building-a-data-perimeter-on-aws/perimeter-implementation.html
https://aws.amazon.com/ram/
https://docs.aws.amazon.com/ram/latest/APIReference/API_PromoteResourceShareCreatedFromPolicy.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ebs-modifying-snapshot-permissions.html#share-kms-key
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ebs-modifying-snapshot-permissions.html#share-kms-key
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/example-walkthroughs-managing-access-example4.html
https://aws.amazon.com/blogs/security/how-to-use-trust-policies-with-iam-roles/
https://docs.aws.amazon.com/whitepapers/latest/building-a-data-perimeter-on-aws/building-a-data-perimeter-on-aws.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user_externalid.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services_list.html
https://aws.amazon.com/blogs/security/establishing-a-data-perimeter-on-aws-allow-only-trusted-identities-to-access-company-data/
https://www.youtube.com/watch?v=X3HskbPqR2s
https://www.youtube.com/watch?v=iu0-o6hiPpI
https://www.youtube.com/watch?v=SMi5OBjp1fI
https://github.com/aws-samples/data-perimeter-policy-examples
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_permissions_analyze_cross_account.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user_externalid.html
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/introduction.html
https://docs.aws.amazon.com/wellarchitected/latest/userguide/workloads-sharing.html
https://docs.aws.amazon.com/ram/latest/userguide/what-is.html
https://docs.aws.amazon.com/ram/latest/userguide/what-is.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/introduction.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user_externalid.html
https://aws.amazon.com/blogs/security/how-to-use-external-id-when-granting-access-to-your-aws-resources/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/identity-management.html
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https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/identity-management.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/incident-response.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://aws.amazon.com/blogs/apn/tag/cross-account-roles/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/detection.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_unique.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_permissions_define_guardrails.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_permissions_lifecycle.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_permissions_analyze_cross_account.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/detection.html
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c FEBAEENAFEBABENNRETFEK,NR

* How to use trust policies with IAM roles

- A IAM BEZREE AWS IKF 8915 R R

« WMEER IAM TR E YT AWS IKF YRR ?

« IAM 22 HEXR

o B/ REITEZE

c MAEME=ZFEFI AWS IR 1 5 BRET 5/ S48 ID

* Collecting Information from AWS CloudFormation Resources Created in External Accounts with

Custom Resources

» Securely Using External ID for Accessing AWS Accounts Owned by Others

+ Extend IAM roles to workloads outside of IAM with IAM Roles Anywhere

FESR LA :

» How do | allow users or roles in a separate AWS K access to my AWS Ik =2

* AWS re:Invent 2018: Become an IAM Policy Master in 60 Minutes or Less

+ AWS Knowledge Center Live: IAM Best Practices and Design Decisions

MR RE

» BLEX Amazon DynamoDB KJ ¥k /= i ]
* AWS STS Network Query Tool

SEC03-BP09 5E=1mZ 2t ERR
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/example-walkthroughs-managing-access-example4.html
https://aws.amazon.com/blogs/security/how-to-use-trust-policies-with-iam-roles/
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_cross-account-with-roles.html
https://aws.amazon.com/premiumsupport/knowledge-center/cross-account-access-iam/
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic-cross-account.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user_externalid.html
https://aws.amazon.com/blogs/apn/collecting-information-from-aws-cloudformation-resources-created-in-external-accounts-with-custom-resources/
https://aws.amazon.com/blogs/apn/collecting-information-from-aws-cloudformation-resources-created-in-external-accounts-with-custom-resources/
https://aws.amazon.com/blogs/apn/securely-using-external-id-for-accessing-aws-accounts-owned-by-others/
https://aws.amazon.com/blogs/security/extend-aws-iam-roles-to-workloads-outside-of-aws-with-iam-roles-anywhere/
https://www.youtube.com/watch?v=20tr9gUY4i0
https://www.youtube.com/watch?v=YQsK4MtsELU
https://www.youtube.com/watch?v=xzDFPIQy4Ks
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/configure-cross-account-access-to-amazon-dynamodb.html
https://github.com/aws-samples/aws-sts-network-query-tool
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KRMNBEANMIDAK  BARSROEEERRN , UREAMTHRN, 00N ATaEHIEN
RAEFXNEGREHTNS M. FAEMIREENXE (/20 CloudFormation #4Rk ) , BIA@IE
Cl/ICD EEFRRBEHFXERE , EHNBTFEABZIREREFESREE, RAE , BRIER
HEMBREEFMESHER |, EAEALEY AWS, FFIRH AWS SEAKFEIERRERE. XL
EAUHNTHERE RS HESIKNRE , LS NEENAMNBERE 2BV ER. X
TERSITHNARERF , JUREEERBRERNER , SFECAHBHENT REHZNREE
Ko

EEHRTEZIoRN , ENTRIEN , BUUERATESESEREN AP FRE M & HE
ko A Amazon GuardDuty /5 , RE AWS IKF N AR EE/N B JEREENIER SCREEINAT
BReWIRE, SZENABREREFAFEEIFEARPEANTE API BAURSHTLZSRRN
APl A,

AR  BUNRABEREEERIR. BHIEMTH. RAURZ2EREHNEZHKI
2, TRATXERERRE. FERNEANS , EAILATEMRBIMEN A, RUHHDHSHRE
RYSRE, Hla , TS RE TERBHNEE  RHERFNANKE, ENEHFZES THEAEAXH
RS, BERFSHABHRENER, BCERNBANETAEXLNZEN , iLHARKTEES
WITRAE, XENFRREENBNFE , AAUBEENARRNTBREFHEE,

EAWS A | AT AMERARZSHERBRENEYE BB, U TETEENAUNMAFERAXLERE
BERE

« SEC04-BP01 BiERFZ N ARERF A Hidx

« SEC04-BP02 Eir LV EWE BE, BEXRIMIEIR

« SEC04-BP03 XxExF¥ L LB
« SEC04-BP04 BN FAEHM R FRNIES

SEC04-BP0O1 BLERF AN AERF BFICRK

REBRSNNARFNEZLEHBEE, XRFIT, FENCERARMNELRZERN , tRHEKE.
X EE#M ( GRC , Governance, Risk, and Compliance ) #5ff, BURMEBFRIHWEBZEER,

HELR  SRERTABREINS (MZ2BH4MWA ) it , AANREB RN, JEE-ButM
AWS BESNMNARFFRRZEEHAE. ZRFAETEFER , LREEHFNEEKR,

SEC04-BP01 B EfRS5 M AL AR fF H &R IE R 76
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NRER :

A SR A 7 0 F I ER o
« BNABALGR B E
- TEMBFIREHRTHTERENER.
- FRE-—MRENBEET  UBTIHZE,
- RELERNQEHSTEN,

B MRERERNFL  WERESHIBRARR D (RCA) A, ARENKEE, NRSEMAMK
N EREUFEFRIR,

ERBUXMRERERNBEATRENXRSES : 5§

SIS

Eﬁéﬂﬁjgﬂzﬁ‘kﬂ’]ﬁf&ﬁ%ﬁﬁﬂﬂﬁlﬁﬂ FLEERBEEMXRAE , LERH TREHNRE LK
MetELk, BIREXEE ,.J\,L,{#aa'\ﬂy:i?%lt:@)—‘étﬁ’]%{’ﬁo ®E, BR., FENREEN. &
?Z*IL%UR&%?&E%EEO

c RBEABABER. #TR2FEH , BREHRAXELS , LENEBHAXNERE AWS KSR
E. RS TEAFMERHN BER

BERNEFRIENETLSAENERAZRAB,. A AWS CloudTrail 2 AWS Organizations ERER A
B AWS Ik B RER , AN HEEE Amazon S3 7.

AWS CloudTrail @ —H HFZIERXRS , TRERE X AWS 0K H#3Rk AWS RSB FTHATRY APl B
A, eRIANBERTEA , EEEMHRE 90 X , AR AWS EEEH A, AWS CLI 5 AWS SDK
B CloudTrail EHFAFIEFREXEEHR, N TEKAMRENTHRBTESH , FLIE CloudTrail
RERFFEES Amazon S3 FEREL , Al LlizE S Amazon CloudWatch BEAXER, H#E , &
A[LABIE CloudTrail Lake , X AR & CloudTrail BEKZEEZ X , HIEHET SQLHWEHRNIE

AWS B EH VPC WEF 2 BIEEA VPC i B &M Amazon Route 53 Resolver &6 H % 8 M %&
AEM DNS B |, FHEFRREHE Amazon S3 1FE#E CloudWatch BE4A ., ERIELH VPC,

?FMEEM%ED‘@UE VPC#HBZE, XF VPCHRABZE , BALEREARABENARNFNVUE , UE

RRA
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake.html
https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver-query-logs.html
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AWS CloudTrail BZ&. VPC 7t HEH Route 53 T ss EH HER X F AWS AL £ FEMNEARR
FiERR. & A—IJ«MEFE Amazon Security Lake BA Apache Parquet #& = F1FF F ™ 4% &2 £ 28 K HE 248
(OCSF ) &, AL NEFEHIXEAREE , METER, ZL£BEBEXIFHEHM AWS BEMXK
BE=AHBEXF

AWS RS ATUERERBTRABRINBET , BRI HEEER. AWS WAF BE, AWS
Config id%&8 H&. Amazon GuardDuty ﬂEthij.. Amazon Elastic Kubernetes Service ( Amazon
EKS ) #FitB&E , J«)\& Amazon EC2 EHIBRERSHNMNARF BE. BXARICFMISIEIETA
TEYIXK , HSH (AWS Security Incident Response Guide) B Appendix A: Cloud capability
definitions — Logging and Events,

- HARB/IAWS RFMNARFHN BEIERINEE : 80 AWS RFNNARFEHNERME T BER
@ikl , SNEDBEECHWREMEWEAIIEE. RMRENLKN BEFMHEKRSE Amazon Simple
Storage Service ( Amazon S3 ) 1 Amazon CloudWatch, MIRRBHRK , BIEEA Amazon
S3, ENETEARAMRMRENEM BRI, MRFERALRIZFIEDTZ Amazon CloudWatch
Logs , fERA —fikiE , BRZZRNFT AL EH B HEFHE Amazon S3,

R AEEFEME AEEHENEREESLAFEHANERNIE, RE86Eh. BERENRAEx, BERE
B EEILIE Amazon S3 F# = CloudWatch B &4,

Amazon S3 FHRBREZFABL TSN EME K HEAENEMBEAPREE, TR Amazon
Athena ERSEHZEMIE Amazon S3 FHEBTRH AL,

CloudWatch B&4AiES CloudWatch Logs Insights REFAFZHEMNEERNIE,

- BEFEYWEERENK  #H Amazon S3 FEM = CloudWatch B EA 74 B &ET | M\Zﬁﬁﬁ/\
HEREIZENETEY , MM EHFTRERE, EREFUUER=NAZ—FEHNAE
REBHKELF, _Iﬁl’l’.ﬁl]ﬁaaET'I&E’J:&?*F“'%"‘E’J;zégj?l«)\&/ffilfﬂﬁl%&ﬂﬂ’ﬂ/\AI?J‘E
_ﬁo

- ERAESNRE H‘Hﬁ%ﬂiupﬂﬁﬂ%ﬂlﬁﬁﬁ/\ AWS REMNARFEABTIER - FTHARNEN
AWS BREBHNARERF , FERBENASICREERERS :

« B AWS CloudTrail BREr

- Bi& VPCHAXE

« B & Amazon GuardDuty BE XIS H

- BLi& AWS Config ig&

- BLiE AWS WAF Web ACL RE

- BLiE AWS Network Firewall &R E B &
- BEHMAEITEIER AL

E ) 78


https://docs.aws.amazon.com/security-lake/latest/userguide/what-is-security-lake.html
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/detection.html
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/logging-and-events.html
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/logging-and-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs.html
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_exportfindings.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/quick-setup-config.html
https://docs.aws.amazon.com/waf/latest/developerguide/logging.html
https://docs.aws.amazon.com/network-firewall/latest/developerguide/firewall-logging.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/load-balancer-access-logs.html
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- BLE Amazon Route 53 Resolver &if) HE
- BLE Amazon RDS H&
- BiiE Amazon EKS #Z#IHER B &
« 7 Amazon EC2 3Ll #1 At iR 55 2R BL & Amazon CloudWatch {32

- EEMEEBSZERNS T AEER , AJLAEA CloudWatch Logs Insights X i1
CloudWatch B AP BKIEHITEW , £F Amazon Athena 1 Amazon OpenSearch Service
X EZMETE Amazon S3 HIVHIEH ITER, BEUFEAE=FEHIE K NL2EENE4EE

( SIEM ) BE%5.

REATERATENEIREY , NERRLEENAR, RENEARALH, EF-—HREBREEZE.
WHEMBZEERATKAEANEFNTE, Fichd , SEAHENBSHERSETENRISCERN
i, BEERATENTHERS&ZE. ATEREAIZRRG , BESREATENBERATEL,

Bl , EEREAE=ALZLEENEHEE (SIEM ) TEXNTE 90 RNBFEHITENR , BEHT
SIEM By BEREUR AR S , £/ Athena Ki1T 90 R LW EH, KRB AMERELGN , HE
BIFEHN T ERBRURBBRO AT RECEREMENIENRE LA HEREEHHEHE.

- EABESERHER  AWS BYZWMEZ RS RHEIRIDEE
« AWS Config B2 HMIZKEN AWS RIREE , F AVFENRAFENEE B HTIHENEE,

« Amazon GuardDuty 2 —BEME MRS , THFEEEEEEDMARLBZNNITH , UR
P IRE AWS Ik PR THESRE . GuardDuty ATM AWS CloudTrail B2 MBIEEH. DNS H
&, VPC it BEM Amazon EKS it HEERFRE., REMIHES.. GuardDuty Al E#E
M CloudTrail, VPC F# i B&. DNS Zif HEM Amazon EKS 2B N EIER. BLEEE
Amazon S3 FH#ERE , U LTEERBENRENFHAR. MEBENVREBXERE  UELES
BT HEMESTEMR,

« AWS Security Hub CSPM £ R &, HLAMREELERBEZ N AWS RFMAIEE=A~mNE
LERJFAERY , WELLH T HRELLBRMERAERS,

BT UERAEE N EREMSI ZBRULBIXLERFREENLZLERISENFERINEEE
R BXRWEBXLEERMRNAER , ESH (AWS Security Incident Response Guide) FHY
Detection,

YU~IN
TR
MR EREXE :

» SEC04-BP02 #Efr AN EWRERE, BERIMIER
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https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver-query-logs.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_LogAccess.html
https://docs.aws.amazon.com/eks/latest/userguide/control-plane-logs.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Install-CloudWatch-Agent.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
https://aws.amazon.com/athena/
https://aws.amazon.com/opensearch-service/
https://aws.amazon.com/config/
https://aws.amazon.com/guardduty/
https://aws.amazon.com/security-hub/
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/detection.html
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/detection.html
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« SEC07-BP04 EX ¥ BIVHKIELE G A EE
« SEC10-BP06 figfE T E

MRH

{AWS Security Incident Response Guide)

« Amazon Security Lake A’
« Al : Amazon CloudWatch Logs

PR

* AWS re:lnvent 2022 - Introducing Amazon Security Lake

MR =B

- & AWS RHH Assisted Log Enabler
« AWS Security Hub CSPMiB&E X071 £ & H

SEC04-BP02 EifREMIVEWE BE. HERIMIEFR

Z2HEFEEEMAERARS TES , REATRRALIN T RERPUEIHBNEXNES. AT
LMo HMERE , FREZEASNAERNREIRELVE, IEREFSFEITNBES]AT
KEK , F AL TREERK.

HE4LR  EXRAMELLNEEREE., 2R BERE,. AERANER. RELEARTUEHK

KB, PHMARNCTRRENRZREEHE , LEXANEBEENRELEHHRIREER. EXTERLE

BEMEHER ( SIEM , Security Information and Event Management ) REHECHLE , BFEHRM
DT BEEE , UERNIEN, REMERZEEHS,

WRER :

« FARRNMM ATNEE AT IEREERNKE , BRRIT SRl ERIERRER —BH T %,
« BABAR A SRELZ 8 1Y 177 (7] 428 1l 45 58 5K PR 5 AT UR SR i B9 T T A BA e XY B Y E el
- AR BERAEZRE2EE, BERUNENSEESREI XRKPHTEE,
- HRAEEREHFEWER , BT HBEENNTBEEER,

SEC04-BP02 R AL BNERE, AERIAMER 80


https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/aws-security-incident-response-guide.html
https://aws.amazon.com/security-lake/getting-started/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/CWL_GettingStarted.html
https://www.youtube.com/watch?v=V7XwbPPjXSY
https://github.com/awslabs/assisted-log-enabler-for-aws/
https://github.com/aws-samples/aws-security-hub-findings-historical-export
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B WEREKENTL  RARECARCERBRERZRRBENERBSBERSESF , TUAIENTE
ENERPRENNE. NRENATSHEEESHLEEREY , IUREASFERSENRE. &
AR EHENHBENAREENTRER , XREN RREEELBANTREZES, EATUEKT
8, BTREMATMCHBIE | ARMNBEE R,

ERBIUXMBERRYER FRENARER : &+
K S

Al AWS FAENEEKRSES AR TEARTMEREN BN, ATXETEARTTERSE
BREXHATBEINHE , I EAR G RENFHXLEBBENRELEEFRTHK, Z2HARERARS
SEFMEHEE ( SIEM , Security Information and Event Management ) REETE | N KR
WEHBEE , HEmXK, 2MARNETFER. SFEEEE-HEXNRUEHFRSHHEERR , mME
REL, ¥R, N (ETL ) RENBRESTFTRANTH.

ERRXERE , TAEREMEAXNLZL AFERERFCLE - PAFLE/KF |, [0
Organizing Your AWS Environment Using Multiple Accounts FFfiR, X BEENITEAENFES R
SMHERPBIE , URER AWS RESEKBBE , a0 AWS CloudTrail, AWS WAF, 315551
# Amazon Route 53, EAEEMNEKF R , MM AWS MK PR AN B IR SR IX L HAE T
LU RS ML, XMECEES THLEZRENTEASNREPRERTEYR , RHAHEEECTIAERE
ANE—EHA , ANBEREEENEGANRHEMCHER, THEREEXIN. S CENHTE
EANER , BERAEESNZ2BEFRHUENRER.

ATEICBEMAELRNGBENFHENCTIE , BTEELANAEFHKFPRERESHEH

Amazon Security Lake, &R LAF Security Lake Bt&E 5 Bz N FE NS4 R P EREEE |, Hlan
CloudTrail, Route 53, Amazon EKS 1 VPC #i H&. & a] LA AWS Security Hub CSPM Bt iE 1k
N &5 E Security Lake FIEIERIR , XEER AT LUERBHEE AWS BRS ( #5120 Amazon GuardDuty
M Amazon Inspector ) WIAERIEENW AEBIEHEXEK, SETUERAE=SRERFER ,
NEE HEXBIERR. FIESERENFENBIERAL R T RS Z £ ESE ( OCSF , Open
Cybersecurity Schema Framework ) ¥ , HE7 Parquet X #F M 1E Amazon S3 FEEH , M\
HERT ETL A EBER,

FLZeBREEERECNETRESRDTIIE, AWS BIUEN AWS M EFEZETHREDTIE
HBEZLTEKFH  MEZKFRITENBEERKSF, BYXMEZE , BRI LKERANE
FERE , ARARPEENBEEERENTEEANTAY , SHRXEAENIER ST, ZREH
BRS5 ( BlEn Amazon Athena ) RETRERZSMNRBPBRENVREFEE R, EAUEKATHCIE ,
Quicke AT EHERZWHRRAERNWNA AR Z , TRTRZINE SIS RIAERELAALT
ENBEAUBREESHTIRE,. NERWREMECEEFHEULER , REBRATRBEEREREE
o
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https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/security-ou-and-accounts.html#log-archive-account
https://aws.amazon.com/cloudtrail/
https://aws.amazon.com/waf/
https://aws.amazon.com/elasticloadbalancing/
https://aws.amazon.com/route53/
https://docs.aws.amazon.com/security-lake/latest/userguide/what-is-security-lake.html
https://aws.amazon.com/eks/
https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs.html
https://aws.amazon.com/guardduty/
https://aws.amazon.com/inspector/
https://github.com/ocsf
https://aws.amazon.com/s3/
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/security-ou-and-accounts.html#security-tooling-accounts
https://aws.amazon.com/athena/
https://aws.amazon.com/quicksight/

ZETHE AWS Well-Architected 128
= BX

1. SIBBSFEEKFNLZETAKP,

a. f£/A AWS Organizations , EZ £ AR LNV T EBEFEKFNZETEIK,, IREFEH
AWS Control Tower SREEMI , MEBF N EAEBEERKFNZEITEKF, S LIRE
TE HmEATHEMEEXLERSHEBNNE,

2. BEEMENRERIFENE

a. BMERBIMENNRZEHBEANENER, it , BULERABRAKEREMEE. E=FHE™ R
= Amazon Security Lake FHF R, AWS BIUENEHIKFIEZIMAN AWS XiFRIKELZ 2K
&, BIfEIX L X R4 FIE R IR

3. FBIERIRECE N & EEHIRAECLLE

a. BELNZEHENRER , HREXERREENEMBENIRECNE, THRESUMERRBE
S HBENAR K MARPBEEEH KX ETL REMNIF R, £H Amazon Security Lake , & 1]
DI\ AWS RKIRFMERNE=HREWELITE,

4. BB T ERiFRENIREAE

a. Bt& Amazon Athena, Quick E=AMBRAFRETE , KIREUENFREILALEFTERHY I 8] £
R, NXETERBANEREIEKFZHEIT , HEERAN , X BEFRKF B EK %
B Rl, 1£ Amazon Security Lake EBIZITFEA S , SAEMEXLE T EREXT EEIE G RINR,

TR

GES 2N

« SECO01-BPO1 £/ MK/~ 70 bR TS &k
« SEC07-BP04 EXBIREGEAHEE

+ SEC08-BP04 58 i 3 e i (3] 42 %l
+ OPS08-BP02 7 #f THEME A&

MRH

+ AWS Whitepapers: Organizing Your AWS Environment Using Multiple Accounts

* AWS Prescriptive Guidance: AWS Security Reference Architecture (AWS SRA)

+ AWS Prescriptive Guidance: Logging and monitoring guide for application owners
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_accounts_create.html
https://docs.aws.amazon.com/security-lake/latest/userguide/getting-started.html
https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-regions.html
https://docs.aws.amazon.com/security-lake/latest/userguide/source-management.html
https://docs.aws.amazon.com/security-lake/latest/userguide/subscriber-management.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_securely_operate_multi_accounts.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_data_classification_lifecycle_management.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_protect_data_rest_access_control.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/ops_workload_observability_analyze_workload_logs.html
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/organizing-your-aws-environment.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/logging-monitoring-for-application-owners/introduction.html
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» Aggregating, searching, and visualizing log data from distributed sources with Amazon Athena and
Quick

* How to visualize Amazon Security Lake findings with Quick

* Generate Al powered insights for Amazon Security Lake using Amazon SageMaker Al Studio and

Amazon Bedrock

+ |dentify cybersecurity anomalies in your Amazon Security Lake data using Amazon SageMaker Al

* Ingest, transform, and deliver events published by Amazon Security Lake to Amazon OpenSearch

Service

« Simplify AWS CloudTrail log analysis with natural language query generation in CloudTrail Lake

HXIE:

* Amazon Security Lake

« Amazon Security Lake & E{X £ EE X
« ARAMEXLERHELR (OCSF)

* Amazon Athena

* Quick

« Amazon Bedrock :

SECO04-BP03 xEx ¥ TR EER

HIBANEDE , FRPRRARKERSNILZLER , WRFEE-SXBENT TERAEEER
NERER. XA LNZLBRXENYT X , BB TEEHL IR MBI EN.
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https://aws.amazon.com/blogs/security/aggregating-searching-and-visualizing-log-data-from-distributed-sources-with-amazon-athena-and-amazon-quicksight/
https://aws.amazon.com/blogs/security/aggregating-searching-and-visualizing-log-data-from-distributed-sources-with-amazon-athena-and-amazon-quicksight/
https://aws.amazon.com/blogs/security/how-to-visualize-amazon-security-lake-findings-with-amazon-quicksight/
https://aws.amazon.com/blogs/security/generate-ai-powered-insights-for-amazon-security-lake-using-amazon-sagemaker-studio-and-amazon-bedrock/
https://aws.amazon.com/blogs/security/generate-ai-powered-insights-for-amazon-security-lake-using-amazon-sagemaker-studio-and-amazon-bedrock/
https://aws.amazon.com/blogs/machine-learning/identify-cybersecurity-anomalies-in-your-amazon-security-lake-data-using-amazon-sagemaker/
https://aws.amazon.com/blogs/big-data/ingest-transform-and-deliver-events-published-by-amazon-security-lake-to-amazon-opensearch-service/
https://aws.amazon.com/blogs/big-data/ingest-transform-and-deliver-events-published-by-amazon-security-lake-to-amazon-opensearch-service/
https://aws.amazon.com/blogs/aws/simplify-aws-cloudtrail-log-analysis-with-natural-language-query-generation-in-cloudtrail-lake-preview/
https://docs.aws.amazon.com/security-lake/latest/userguide/what-is-security-lake.html
https://aws.amazon.com/security-lake/partners/
https://github.com/ocsf
https://aws.amazon.com/athena/
https://aws.amazon.com/quicksight/
https://aws.amazon.com/bedrock/
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https://aws.amazon.com/guardduty/
https://aws.amazon.com/security-hub/
https://aws.amazon.com/macie/
https://aws.amazon.com/inspector/
https://aws.amazon.com/config/
https://aws.amazon.com/config/
https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html
https://docs.aws.amazon.com/vpc/latest/network-access-analyzer/what-is-vaa.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/security-analytics.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/security-analytics.html
https://aws.amazon.com/cloudwatch
https://aws.amazon.com/eventbridge/
https://aws.amazon.com/aws-cost-management/aws-budgets/
https://aws.amazon.com/security/partner-solutions/
https://repost.aws/knowledge-center/aws-abuse-report
https://aws.amazon.com/blogs/security/aws-cirt-announces-the-launch-of-the-threat-technique-catalog-for-aws/
https://aws.amazon.com/detective
https://aws.amazon.com/guardduty/
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https://aws.amazon.com/cloudtrail/
https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver-query-logs.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver-query-logs.html
https://aws.amazon.com/security-lake/
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_incident_response_prepare_forensic.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/ops_workload_observability_create_alerts.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/rel_monitor_aws_resources_notification_monitor.html
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/aws-security-incident-response-guide.html
https://aws.amazon.com/blogs/security/how-to-enrich-aws-security-hub-findings-with-account-metadata/
https://aws.amazon.com/detective/
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https://aws.amazon.com/eventbridge/
https://aws.amazon.com/lambda/
https://aws.amazon.com/athena/
https://aws.amazon.com/config/
https://aws.amazon.com/security-hub/
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https://aws.amazon.com/security-hub/
https://aws.amazon.com/guardduty/
https://aws.amazon.com/inspector/
https://aws.amazon.com/macie/
https://aws.amazon.com/security-hub/cspm/features/
https://aws.amazon.com/security-hub/cspm/features/
https://aws.amazon.com/pm/lambda
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation.html
https://docs.aws.amazon.com/config/latest/developerguide/remediation.html
https://docs.aws.amazon.com/config/latest/developerguide/remediation.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-cwe-custom-actions.html
https://aws.amazon.com/eventbridge/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-findings.html
https://aws.amazon.com/solutions/implementations/automated-security-response-on-aws/
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https://aws.amazon.com/sns/
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_protect_compute_reduce_manual_management.html
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/detection.html
https://aws.amazon.com/solutions/implementations/automated-security-response-on-aws/
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/monitor-ec2-instance-key-pairs-using-aws-config.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/create-aws-config-custom-rules-by-using-aws-cloudformation-guard-policies.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/automatically-remediate-unencrypted-amazon-rds-db-instances-and-clusters.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation.html
https://aws.amazon.com/solutions/implementations/automated-security-response-on-aws/
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https://aws.amazon.com/about-aws/global-infrastructure/localzones/
https://aws.amazon.com/outposts/
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https://aws.amazon.com/blogs/security/zero-trust-architectures-an-aws-perspective/
https://docs.aws.amazon.com/wellarchitected/latest/serverless-applications-lens/welcome.html
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https://aws.amazon.com/s3/
https://aws.amazon.com/cloudfront/
https://aws.amazon.com/elasticloadbalancing/application-load-balancer/
https://aws.amazon.com/vpc/
https://aws.amazon.com/vpc/lattice/
https://aws.amazon.com/vpc/lattice/
https://aws.amazon.com/lambda/
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AWS re:Invent 2023 — AWS networking foundations

FRRHI

VPC R4l

« £/ AWS Fargate., AWS PrivateLink , MM A5 E 1T Amazon ECS ERBRIFRBRNAE

F

« f# Amazon CloudFront @3 VPC £ Amazon S3 @ P IEMHBSHNE
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https://aws.amazon.com/privatelink/
https://aws.amazon.com/api-gateway/
https://aws.amazon.com/amplify/
https://aws.amazon.com/fargate/
https://aws.amazon.com/dynamodb/
https://aws.amazon.com/kinesis/
https://aws.amazon.com/sqs/
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/plan-your-network-topology.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/perf_networking_understand_how_networking_impacts_performance.html
https://www.youtube.com/watch?v=8nNurTFy-h4
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-examples-intro.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/access-container-applications-privately-on-amazon-ecs-by-using-aws-fargate-aws-privatelink-and-a-network-load-balancer.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/access-container-applications-privately-on-amazon-ecs-by-using-aws-fargate-aws-privatelink-and-a-network-load-balancer.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/serve-static-content-in-an-amazon-s3-bucket-through-a-vpc-by-using-amazon-cloudfront.html
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X, BEESR, XEEM , ARHPUER, FASERBRENRITH—8H2 , ERUEBEARKNR
W, MARMENFEE,

NRER :

« BRAETURNFERRF MG , FENENEEHLREHRER

« BRR—ANWNEXEFNFAEREFELE T HHRIENER.

« BRARRESHARERTT TS, BREXNFAEGHITES,

« BREESMETFEARAFNMZZFIERERXTREHRTHORIENRER.

B MRERERAITAL  XHMCERBTRAOME D RERNBHNRE , HHEN TERSEMN T H
ANRNE, BEHITRERIZS , BALURFZLEANZESTE |, [BE IR 08 R HEE .

EARBUXHREXIKNBEATRENRRSER : &
KHEE S

BARBEMEE , BUUBERITEAZRDEETHLUINEE, BEBBRERIMTHHNAHERIEDLR ,
AEEAURMASHER  EXER qﬂL{EEi{EE*XFEEﬂU;EiE—*ﬁiU TR, NTTRIBEERBANRE
BEIRS, £ AWS | MEZEEARTE Amazon VPC F#Y IP it SEEE A FRHEITE L, St a]
DEATERN VPC RENE |, flnR L FERNMRFZHRHITHH, RSN VPCE , A AWS
Transit Gateway KA HEH,. EAXMLEEATSLEANBRAREE 4L (IP #utfis OEE ) 12
HREES  FTEEULUERAETRS ( $lI AWS PrivateLink, Amazon Route 53 Resolver DNS [
Ni&, AWS Network Firewall F1 AWS WAF ) SREL 8 — SRy 4,

THRIEARNBERINEEERAIEEE , XKSREEZEXES. O, MUFREES,
AR TELEZNERBENDN , NMERFEENRP EROBI (HlW0 , HTTPS MA 2
HTTP ) . EMBZ L RNBIMNEHREXLER, BEXLERE , RENATMERERELTNERE
RED, ERFFE , —RREFNAERE VPC HEARESA  AALLETEUEZRFE R LML
0O (ENI) B&IR , 170 Amazon EC2 3£4l, Amazon ECS £, Amazon EKS &34 (pod ) =
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https://aws.amazon.com/transit-gateway/
https://aws.amazon.com/transit-gateway/
https://aws.amazon.com/privatelink/
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver-dns-firewall.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver-dns-firewall.html
https://aws.amazon.com/network-firewall/
https://aws.amazon.com/waf/
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Amazon RDS ¥iEE. 55 4 BB ARETRRE , ZEHALLUEE—FAN , RBRIRFRATHEEZ S
HWRE , IHEYSEFNEREENBEZAETN , ERTBERLDEF I, BEUUERARELAH B
Uk F S uh AL SR TS IR R

HREE VPC zE B , N TREKBHBEESMER VPC WEEE , W TEFZEBNFEA AWS

Transit Gateway, EAXLLSEE , BRI EREMERN BARMER IP utsE 2@ |, thiARER

., BER , MRENITEARRAZTELETRE VPC PR EAHZ RN RERS , HERMER AWS

PrivateLink #1T R RiE#E. At , FAEMLERSN AL =L , MERSHTLFERE. IFE

BRI BRAM AT YE S , MAM/Z A PrivateLink , AREEZFHSENIEREER, T&‘Fﬂ% , @FE4EER
RS BRE RS VPC MAE IP thit , RSB UER ZMU R HELER. XA ZED T

M%R‘I% EEMNER, T PrivateLink i , FEEHFEL BN AR IEH R,

BRRLANM PrivateLink H A TR TEARNAGZRNRERS , TEEES M EEERE
%, BNanqaris ) Ao i SR B B RTG R BRLE DNS 13 ( 21RE ) . 1RIE VPC 9 DHCP BLE , AT LLEEME
ARMMTREKN AWS BRFEREZIALLEHN. KSHEFEARIAN Route 53 Resolver DNS RS ( tE#5
3 Amazon DNS BR%5885% AmazonProvidedDNS ) , iZBRSF A F VPC , it A E CIDRSBE +2,
BEXRfAE , BRI LAEIE DNS B ASEMN |, RAEFMNXERE VPC , AkBEEXNSRENEHIIRE
ER IR L R 4

MREFEA Route 53 Resolver , REBEFFIE 2 , AIAERANKRENREZRFITHEER 4N
Resolver , FEZEZ& AWS Network Firewall, LIRS EATRSHERSHAN L ELMPEES ,
UHERELERATRE., B LAFEAR ﬂJE’Jj:T/iE B AWS WAF 3R 5% 57 [ 2 1 v 2 B9 A U4
Web RE. BXXLERFNESIESER , S5 H (SEC05-BP03 KisE TR ENRT) -

KHES TR

1. BEE TEMNENEAG 2R XENBER.
2. NFAUEMELRE , RAREREAFENAZHEGER , SEEARSANBARR.

3. & XA VPC # VPC Z[BIIMERE |, A AIEE BHVIEGEHE , Hl0 Route 53 Resolver
DNS B X%, AWS Network Firewall 1 AWS WAF, ZEH AWS Firewall Manager kK& & B
ME TR Y B K IFHN
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X REREK

« REL03-BPO1 iR {a X9 TIEREL
« SEC09-BP02 FE4& i P 1T INZR
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https://aws.amazon.com/privatelink/
https://aws.amazon.com/privatelink/
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_network_protection_inspection.html
https://aws.amazon.com/firewall-manager/
https://docs.aws.amazon.com/wellarchitected/latest/framework/rel_service_architecture_monolith_soa_microservice.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_protect_data_transit_encrypt.html
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MRH

VPC L& HRESXEK
AWS Network Optimization Tips

Guidance for Network Security on AWS

Secure your VPC's outbound network traffic in the AWS =

XTI E:

* AWS Firewall Manager

FAR U -

* AWS Transit Gateway reference architectures for many VPCs

» Application Acceleration and Protection with Amazon CloudFront, AWS WAF, and AWS Shield

* AWS re:Inforce 2023: Firewalls and where to put them

SEC05-BP03 =& TR ER R

EZEMERZBERERELNL] , BREAPHEFSTHNRINERX. 2HRE. THENER
X, METEERIRG . KNMBEES,

HEER  AEMBECEAZFTHRELZLRENREN, AFNELNRER THBAMM, R
BRANREELNITRH. REBZTHBHE , K EERB™K,

ERNRER :

o QUREE T i OMPPLEIBS K EHN , MAR A EERL.

- RIFEBIEI TR E TR E BB R 3 HIE By KN o

c AREMNBE FRERIILBTFRINLE FRERE EERMNARE,
« RANZREELNE , TEEREITANRK,.

BYMWRESKENTL  RUREAEFEERAN , AR REBRIEDFERERAR S AR
ELRE, RESFNVEMDIER M AWS MEFERFERENEEANERE , BNREPIRLSMEEN
ERVEBMA LT, XED T HEFPANMTRTRERNITHE |, BE T IRRATaEM,
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https://docs.aws.amazon.com/vpc/latest/userguide/vpc-security-best-practices.html
https://aws.amazon.com/blogs/networking-and-content-delivery/aws-network-optimization-tips/
https://aws.amazon.com/solutions/guidance/network-security-on-aws/
https://docs.aws.amazon.com/prescriptive-guidance/latest/secure-outbound-network-traffic/welcome.html
https://aws.amazon.com/firewall-manager/
https://youtu.be/9Nikqn_02Oc
https://youtu.be/0xlwLEccRe0
https://www.youtube.com/watch?v=lTJxWAiQrHM
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ERBYXMRERKNELTRENXRLSL : F

XS

{EFH AWS Network Firewall 2 AWS Marketplace £ HE AIEEE M x 1 &39#25 (GWLB ) FE/E
EMARBERS (IPS, Intrusion Prevention Systems ) , X AERSHTRES R EREDH THANE
}?%'Jo AWS Network Firewall %75 Suricata AR IPS 38 , B TR BN ITERS.

AWS Network Firewall Ff£f GWLB WM EBRRAS RBIBFFAEANABRRESSER, Hlwm , &5
PUZEAN VPC HATRE , EATRE VPC REFRHITRE , RENREERNHTHE , BRARRER
£K8E VPC , MEBKMAONEZEAN VPC #HITRE, ZT—1MNERERRE , BRHIREEXSEHILH
BZEMMIL (TLS ) , NMEEBRE—FABRINREHFTRERFEIRE, BXRXERENESE
BRRAAT , B209 (AWS Network Firewall &{EEEIEFE) -

MREGEANRRITEARENBRE R |, flAXIkE L)\;tb,—kﬁitiﬁ'ﬂﬁ MO BRI BIEH 1T
pcap 747 , WA LAELE VPC MEZE G, REREBITAZONTATR , SEEGREWEEREAE
BEERTER, S LUEE AWS Marketplace L%Eﬁﬁ%iﬁﬁﬂ’ﬂlﬁwﬁ}izﬁ , e EEXFE GWLB
fEE#ITHERERE,

NFESETF HTTP WIMUGHTESAEBNAH |, RFEA Web RSB A% (WAF , Web
Application Firewall ) RIF M ARFEZELREH. AWS WAF 2—7h Web AR AE |, ATk
BERFEAEERANK HTTP(S) ERA1EZE] Amazon API Gateway, Amazon CloudFront, AWS
AppSync N ARRF R EEER T , MR HMEIEXEER, FiFE Web MARFM X IEHNIER
ANEEREHRRESIRE , RABEHABERERERLENAL L TLS, EFHBHEH AWS WAF |, &
AL AWS REXAN SECHRNEEER , WA MERNEGN S ERHEER.

AT LAE R AWS Firewall Manager , T2 AWS AR RNEHEE AWS WAF, AWS Shield
Advanced. AWS Network Firewall 1 Amazon VPC Z£ 4,

KL IR

1. AERWUBERE VPC FARANZHEBELEANNEE K ECREFEEANENHIEA VPC
B 73 3%,

2. WTHABRKRERRGT R :

a. INREEMA AWS Network Firewall , W GIZAMN, Br K IERBEMBE R IEA S, BETXER , BA
LUK 7 8 3% B 2 B K 1 v J«MEFFH1R_AL§

b. MRFEATEMXATHITE S ( GWLB ) ME=FEEZ , BE—INIZNTAXHNBENEEE
&, ARF , 812 GWLB., maRS. i , HAREREKA,
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https://aws.amazon.com/elasticloadbalancing/gateway-load-balancer/
https://aws.amazon.com/marketplace/search/results?searchTerms=firewalls
https://aws.amazon.com/marketplace/search/results?searchTerms=firewalls
https://aws.amazon.com/marketplace/search/results?searchTerms=Intrusion+Prevention+Systems
https://docs.aws.amazon.com/network-firewall/latest/developerguide/stateful-rule-groups-ips.html
https://aws.github.io/aws-security-services-best-practices/guides/network-firewall/
https://docs.aws.amazon.com/vpc/latest/mirroring/what-is-traffic-mirroring.html
https://aws.amazon.com/marketplace/solutions/infrastructure-software/cloud-networking
https://aws.amazon.com/waf
https://docs.aws.amazon.com/waf/latest/developerguide/getting-started.html#getting-started-wizard-add-rule-group
https://aws.amazon.com/waf/partners/
https://aws.amazon.com/firewall-manager/
https://aws.amazon.com/blogs/networking-and-content-delivery/deployment-models-for-aws-network-firewall/
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3. WTFHEARERRAR :

1. ERZFABMBISRERTEGNEOL | BA VPC REBE/IIEE, EALUER Amazon
EventBridge #L MM AWS Lambda ¥ , A EECIEH BT RN EEO LEARERE BRI, &
REEGAEENERZINHLERENMEZARITESS,

4. JF AL Web REMRRAE :

a. EfE AWS WAF , B EB E Web 17a)#2#|5%R ( Web ACL ) » Web ACL 2AZHNKE
& , EEESAENERIARE (ALLOW = DENY ) , AT ENX WAF Mt ERE, EalalE
BCHMMFA , ] LLfE Web ACL R AWS 1EEHMI4A,

b. BRELF Web ACL /5 , 4 Web ACL 5 AWS &R ( B AR F A%, APl Gateway REST
API =% CloudFront 7 it ) ><Bx , BN AT F AR Web FRE,

TR
FARH -

* What is Traffic Mirroring?

* Implementing inline traffic inspection using third-party security appliances

* AWS Network Firewall example architectures with routing

» Centralized inspection architecture with AWS Gateway Load Balancer and AWS Transit Gateway

FRRH
« BEMXABIIE R RERER

* TLS inspection configuration for encrypted egress traffic and AWS Network Firewall

fHxIE

+ AWS Marketplace IDS/IPS

SEC05-BP04 Bz 1T M &R 1

£ DevOps £ [HINEMIZEENE (1aC ) M CI/CD EE] BEFHFBEMERY, XLEZBREBT
FBBERAEHRARENERFPERNEE , RESEBEERENNE , HEB TR ERF EE
REERETEMENERE.
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https://docs.aws.amazon.com/vpc/latest/mirroring/what-is-traffic-mirroring.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/inline-traffic-inspection-third-party-appliances/welcome.html
https://docs.aws.amazon.com/network-firewall/latest/developerguide/architectures.html
https://aws.amazon.com/blogs/networking-and-content-delivery/centralized-inspection-architecture-with-aws-gateway-load-balancer-and-aws-transit-gateway/
https://aws.amazon.com/blogs/networking-and-content-delivery/best-practices-for-deploying-gateway-load-balancer/
https://aws.amazon.com/blogs/security/tls-inspection-configuration-for-encrypted-egress-traffic-and-aws-network-firewall/
https://aws.amazon.com/marketplace/search/results?prevFilters=%257B%2522id%2522%3A%25220ed48363-5064-4d47-b41b-a53f7c937314%2522%257D&searchTerms=ids%2Fips
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ML R | B LMERERRELNERYE | AFRREIFRAZFHRES, SEFNZER , B
HEERSED , PAXLETEANANTE, HTRBRENETHSNR , MEERE 28K
TE, BUAEEESBIEFAES , UERIERFERRETRMBET. —BEHERRE’
#, BB EHEINEFHEF,

ERLRELX

« MESNTHEAHRBRS BELTRBHMEHER, RIPBRNEL, FTEPRTMEMELNRE
BRAMERR , S TERBEARER.

« EPRMEFARRELME, REFBRMEDLARBELE. THMEERNRFERENEET
FERBE T EERLZTERRER,

« EMEHARMTERBEE ZRNERCNER 2 BEGES FHE , BT laC #4RM CI/CD EiE
FRA— BN RMBEIRE, REEREERREFSERNITEFHRAENEE.

B MWERESKEATL - ERARRRE LM RT | AT BUE MR AN 12 5 3 50 2R iR A LB RE A B R £ Y 3R
B, EABNLHEKNAMBELE , AIKIARACMATNE | BN HENTS  BPEE
HFHEE.

EARBURXMRERERNBERTRENKRER : F
oNiiEss

SEC05-BP02 #&|M %= bR EFH s M SEC05-BP03 SEEE TR ENRY PR TF S E R 2
FliEmEE A T RESFEMER B EHRNEEAN RS, REF Web ii LB R 25E AWS WAF
FEEMN A AWS Shield Advanced B3R A= DDoS &f#. /A AWS Network Firewall & # I
48, 1o AT B A BB TR PR 23 5 R M B 45 1 o

BRTEEANS , BIVEBWEEA DevOps SRER B HEMEZRIR. RFBERMNEIEENN

N, #ELAE AWS CloudFormation SR FHNE T EM R EERE (1aC ) TEPHRIXLE L ,

FHERBIRAEHRS , HEA CI/ICD EEHTHE. FAXMSETIRE DevOps EEEM L

BEFENESAES  WEETNMEN LA, A AWS CloudFormation Guard & T &3 17 Bzh
B, URRNEBERESMEREZANRES,

RIFETE SEC05-BPO1 BIEMEEFMENRE , BUARAEHEERZMRE VPC , TATAO,
HOMBER. W AWS Security Reference Architecture ( AWS SRA ) AT |, & AT LATE T AW & E At
Rk AR EN XL VPC, BAUFERARMUNER  REPEXHEECKA R ITEARERN VPC, H
Z4e4H, AWS Network Firewall 82, Route 53 Resolver #LMIF] DNS Firewall B B AR HEE M & &
Ro EILUEIE AWS Resource Access Manager SEHEKF HZXLERER, BIEXMSEE , EA L
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https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_network_protection_layered.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_network_protection_inspection.html
https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups.html
https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups.html
https://docs.aws.amazon.com/waf/latest/developerguide/ddos-automatic-app-layer-response.html
https://docs.aws.amazon.com/network-firewall/latest/developerguide/nwfw-managed-rule-groups.html
https://docs.aws.amazon.com/network-firewall/latest/developerguide/nwfw-managed-rule-groups.html
https://aws.amazon.com/cloudformation/
https://docs.aws.amazon.com/cfn-guard/latest/ug/what-is-guard.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_network_protection_create_layers.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
https://docs.aws.amazon.com/ram/latest/userguide/what-is.html
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FMEERN BN ANBEECIINZKS T, AFEE-NBREIT, SUURAEESEARE
PAX—R , IEFRENHAZRELRHERE  ARECRHERERAZT N THEARARRES BHK
Fo

KL BR

-

- BEMENRFPERNBLESEREPENLR , WELER THERRERTULEF N,
CBIRAERN A MBENMERERFEROEE, Hla, ER MRS M FMEE="KS .

 BENAERAEFRSG T FRNETFER, FhPREREFERER T ITEAREFERENF#E
B, M IERSERTFEERET ZTHEARNFRES,

4. BI% CI/ICD BERNAMBELER,. EXNHAGE , ATRERERSAR , UREREEHEL

AIFR A

w N

B
MR BRIERER -

« SEC01-BP06 Bz #BERER S R HIEHE

MRH

* AWS Security Reference Architecture - Network account

MR =B

+ AWS Deployment Pipeline Reference Architecture

* NetDevSecOps to modernize AWS networking deployments

* Integrating AWS CloudFormation security tests with AWS Security Hub CSPM and AWS CodeBuild
reports

HXIE:

* AWS CloudFormation

* AWS CloudFormation Guard

+ cfn_nag
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https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_securely_operate_automate_security_controls
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
https://pipelines.devops.aws.dev/
https://aws.amazon.com/blogs/networking-and-content-delivery/netdevsecops-to-modernize-aws-networking-deployments/
https://aws.amazon.com/blogs/security/integrating-aws-cloudformation-security-tests-with-aws-security-hub-and-aws-codebuild-reports/
https://aws.amazon.com/blogs/security/integrating-aws-cloudformation-security-tests-with-aws-security-hub-and-aws-codebuild-reports/
https://aws.amazon.com/cloudformation/
https://docs.aws.amazon.com/cfn-guard/latest/ug/what-is-guard.html
https://github.com/stelligent/cfn_nag
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Cl/ICD EEH R RABAEIRTT =

ERRELX

- REERBERITX.

« BERZERTEESIXEIBRER THRITREEH

- EREESHNEHRENEGEMSR (EOL ) B4,
- EOMRERBEE , FRBBIIEFHED,
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KHEE S
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RRMILERBETF , UARATEES RN EMNMRE, BatELREFREXZRENER ,
NEBFMTX TEARETEEAFMKRABERBENSHANMEME | URXEEETHF,

RPITE 100
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AWS TEAEREARXERAEENESEZ, REZENX , AWS ARZRPREEMRENZE
BIEIEIT AWS BREWEH. BiF. MEMRE. Bk , BAZEERTF S Amazon EC2 XHIH Amazon
SI N REMSKRENEHE, ReBENEEES.

AWS 2t — RIS KR XIFRAEE TR, Amazon Inspector FHLEHH AWS TEMSFEEFEER
HIRBFMEZESM L E |, T AWS Systems Manager # T SN A B FEEE Amazon EC2 SEHIHY

BT E, XLERSATLLE AWS Security Hub CSPM IX— =R EABEERSER , ZRSTEZN
TAWS Z2RE , EFZLER , HEHALZLE2SENLSEME, ks , Amazon CodeGuru T4

i) T EEAHEBASRB O, KRB Java H Python B R F 1 FF & B ERH 1R A9 B £ 1R R

BEEEEERRAARGTREREY , BUNERESIAEFRR A BRFE , NERE
REBHHRE , HEKRE MR RBHEELE,

KiES R

1. TEREHBER : 8 AWS TEHERK | RTHREERRT THEABENBENIRE, AWS
NERFPREEMRE , MERATRPENNAERF. BENMAERBNRS

2. XEREAE - B ERBIEFERS ( 5120 Amazon Inspector ) |, BME B3I E LA ( HIE0EE L
V. BREIALTHRFH[EE ) , RERRGRE, BERBANEAHREIE,

3. BIRAEERE : EXATIRIEE. BERBMEERNMEER TV RENMIRE, XL EH
EEHREREITR., BIXR T EREARBRERE™EREE ST E X,

4. REBEATER . FANTEERRS , REFWITHEERGSNNARFEWMTESFIHIRERE. &9
USRS EBEERNAERSIFHRODNINT |, HIRITRBHLEXLEXN T, ATAEEMEH AWS Systems
Manager M T B8k H1LThEE,

5 ELETBEHHPAY : SSHEMEMOVLERE NI EFRIEZHME, i, ATLAEREI Amazon
GuardDuty ZZKM T EXR5 4. KM EC2 1 EBS BHHBERMHH A HER. GuardDuty i& TS
FHiEF 423 Amazon SSHINRAREFEAENEERHEFE , AECIEBERE T E#E
BIREUE RS HEE,

6. £ Cl/CD EBHERREAE : WREFEH CI/ICD BEEHITNARFIE , FiRIAEIEER
FEBNEER, B Amazon CodeGuru Z£ 5 TEMA R LT XN T EEHERNAE, 4K
BIMAAG | REMEENZ SR,

7. BEZEUERS  RBL2MERS (H70 AWS Security Hub CSPM ) |, k£E 7B EEZS I =
REFPPLZERRT. ZRENNEHRRUEZSRAELXD , HUGRAECEX2TEM] , UETH
EAL FERANB TR

8. £ Web NARFSENR : MREZWNAREFE Web NARRF , HBEEWALEB L ENEEE
= AT LLBE B SNEB I BY |, B EESEHE Web NARFZBENR , LURBIN AR BB ERE.
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https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/shared-responsibility.html
https://aws.amazon.com/inspector/
https://docs.aws.amazon.com/systems-manager/latest/userguide/patch-manager.html
https://aws.amazon.com/security-hub/
https://aws.amazon.com/codeguru/
https://aws.amazon.com/codeguru/
https://aws.amazon.com/guardduty/
https://aws.amazon.com/guardduty/
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9. MAEMZREMEEIMBINY . FHEMIZHEENMRIE (1aC ) TE ( HlE0 AWS CloudFormation )
KEFBENEERR , SHEIHARINZERS. XAMEEHTEESANAKFNREFLIESE
n—BFAR AL B B IR R,

10 M EAFLEIE  FEERRIERITVNER Y , HEEFSEHTRHE. FREZL2FERI , iF
M THENERMYE , HEM L AREZNRENIE,

IR
AR 3CH

« AWS Systems Manager

« AWS Lambda Z£ 4 #iR

* Amazon CodeGuru

- EAHH Amazon Inspector 3 T = ITEHM BN B LRAEE

« {#/ Amazon Inspector #1 AWS Systems Manager Bz1#1T AWS FHRAEENIEE - £ 1 o

MR AL
- RPTRSFFNERRS

» Security best practices for the Amazon EC2 instance metadata service

SEC06-BP02 M\sa{L RGN E it E

BEMBCREHBETRINR , BOBENGRETHNHMENNS, RNAEEMRIREUETERBIR
(PINARRRENNARFE ) , ARIEHER, CIBACHTRAIMRREEAISRENE | HEE
MEBBREMEM

WLLER  COUTERARRMNBILNEERETRN. LR TEIRRR R EBT (HINEEMR
BHNARFE)  FRERSE, XEARAERESAIRET  SNRIBETRSE. £4%
BWARMMEFREACNT | SE T RXHETHZIF.

ERRERX

o NAEEMRABREGENE , EERACANARIEEE L R#THFAHE.
- BILIRE  ERBEHNHRER D FEININRREN SR,
« ZERFTFHBRERGTHEREDHRNTZENRE S,
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https://aws.amazon.com/cloudformation/
https://aws.amazon.com/systems-manager/
https://pages.awscloud.com/rs/112-TZM-766/images/Overview-AWS-Lambda-Security.pdf
https://docs.aws.amazon.com/codeguru/latest/reviewer-ug/welcome.html
https://aws.amazon.com/blogs/aws/improved-automated-vulnerability-management-for-cloud-workloads-with-a-new-amazon-inspector/
https://aws.amazon.com/blogs/mt/automate-vulnerability-management-and-remediation-in-aws-using-amazon-inspector-and-aws-systems-manager-part-1/
https://youtu.be/kmSdyN9qiXY
https://youtu.be/2B5bhZzayjI
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s RIRETHTREBEFITERRNRICRS. BENRANER  XNETHTH2SBITERRRS
RILIRE, AT AT ERRBM TN EEREEHPRENEE R

By WEREKENTL  BILREGERBTRAOESTRFESD , AIRATFRERNOAFRBRSHTE
AGRBRERE, MRREEMENAGR , BICBRGE AT LGN EETE

EARABUXMREXRERNBERTRENNBRER : &
oNiiESs

ERRLRE  EMNBFRAENRERS. RRRENNARFET R, MNAKT RSB B, Bikk
FIETRENNARER. RS, REFXIERF. MANAFNEEREIE , RER/NRSE, XA EE[A4
BRE , SINERRO , UEQEZ-NMNRARETEABAMERFENDENER, EHEME  EAINE
FLENRG. RERETHE  WUARERTFAHEIERRIFENNEE,

BRI LB AERREMRNIES , MEBKRMZ£10 ( CIS, Center for Internet Security ) AR EEE
FFEE RSB ( DISA , Defense Information Systems Agency ) Z £ HARSEHEIEE (STIG) , AW
BEBICREWAIE, RIMNBEWEMN AWS = APN SEMKREE RO L2250 EG (AMI) FFig |, H
£/ AWS EC2 Image Builder , AHA4R &£ CIS # STIG #HliEER B EE.

BARE T AMNEERE R EC2 Image Builder Bt 5 AT R A CIS = DISA STIG Bi , BEAgEL KRN ,
CIINEESHELEENRERIIET,. EXERT , BUUNRELBICHERBREGTE , ZERHE
RIBZELSRIA CIS FHlERKMNAEZ M, XN FEMBELZRMFETH CIS BElER , HUXRE N
WHTE DISA FEEERANRILEN, RESEBRIIMANTE CIS #H/3E A DISA STIG B
B, 1£ EC2 Image Builder F{# X ZFIiERMEE , R E X RGRILE S,

W F R TS E , Amazon Elastic Container Registry ( ECR ) 2 # 174#% EE 124t Docker BY32 1L MR
&, BT LA S A EC2 Image Builder 5 AMI K8t B a1,

ERERSGNABMGEL , BALUEE pip. npm. Maven f NuGet T B | 2\ 174 FE P IREL
RBEBE (BE) . BNEWEHALEEHE ( HIIIE AWS CodeArtifact ) SA{EHI N H 1765 FEH#
TER , REBERBE, ZHNERTHELEBRBIVRE,. EEIREBERITRS. RF , BHNA
BFUAERERATUER — LK [FlaEkHARK DM ( SCA , Software Composition Analysis ) .
BANMARFZREMNR ( SAST, Static Application Security Testing ) M3 AR AR F R £ N1

( DAST , Dynamic Application Security Testing ) %] , &8 NAREF —EIREFIMN =X L8 T H
RAThRZA

XTFHEHA AWS Lambda I LARSSES TEME , AIfEA Lambda ERLNIRBEIEABINEER, £H
Lambda B AEERB AL ZN —AfRERBINEEIRINER S, BUUBELSECHHRTER
BN ZE , NTEEBUAEHH R FERNRBREFRIRS.
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https://www.cisecurity.org/
https://public.cyber.mil/stigs/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AMIs.html
https://aws.amazon.com/image-builder/
https://aws.amazon.com/ecr/
https://gallery.ecr.aws/docker
https://aws.amazon.com/codeartifact/
https://docs.aws.amazon.com/lambda/latest/dg/chapter-layers.html
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o8k

o BILIBERS, FARBUERRNEMMRGHNEM  REER{CLH AMI, FH EC2 Image Builder
SREBY B E L RGN,

- BILARLER, HERSCARUFERERESR, UEARSEN , EENEEREE DI SR
BEEEEHXH ECR BERHE , WEEEBNARFFER CVE,

o E£{EH AWS Lambda SEM LRSS EERT |, B A Lambda 2R FEES R A TR R B ERD 1 3£ = /0 4 16 I
. A Lambda BEERBEE , WEBRRIAGAERBFEELEEHN Lambda BB HIE1T,

R
X REREK

« OPS05-BP05 #1T4N T &3

<M -

* Deep dive into AWS Lambda security

FRRH

* Quickly build STIG-compliant AMI using EC2 Image Builder

* Building better container images

* Using Lambda layers to simplify your development process

* Develop & Deploy AWS Lambda Layers using Serverless Framework

 Building end-to-end AWS DevSecOps CI/CD pipeline with open source SCA, SAST and DAST
tools

SEC06-BP03 B AL EBE TEMRERiFH]

RugEABHLAARMNITHE, BE. PNAEES. EERBFARE (PR ) HEF , R
BaCATA , AAERFHILRIUTERIR.

LSRR  BEFCMAN BN (ESTFM ) THRUTERR LHRIURE. XEZTFMHAILE
BEERVWREBF R , WA UEFEATHMNFHEZ, REETEXAEILHNESBERT ,
FRATEEFEITERR. MEFHEIHBXWIERTRANATERE , KETKHRESBIILEN
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https://aws.amazon.com/image-builder/
https://docs.aws.amazon.com/AmazonECR/latest/userguide/image-scanning.html
https://docs.aws.amazon.com/lambda/latest/dg/chapter-layers.html
https://docs.aws.amazon.com/lambda/latest/dg/configuration-codesigning.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/ops_dev_integ_patch_mgmt.html
https://www.youtube.com/watch?v=FTwsMYXWGB0
https://aws.amazon.com/blogs/security/quickly-build-stig-compliant-amazon-machine-images-using-amazon-ec2-image-builder/
https://aws.amazon.com/blogs/containers/building-better-container-images/
https://aws.amazon.com/blogs/compute/using-lambda-layers-to-simplify-your-development-process/
https://github.com/aws-samples/aws-serverless-lambda-layers
https://aws.amazon.com/blogs/devops/building-end-to-end-aws-devsecops-ci-cd-pipeline-with-open-source-sca-sast-and-dast-tools/
https://aws.amazon.com/blogs/devops/building-end-to-end-aws-devsecops-ci-cd-pipeline-with-open-source-sca-sast-and-dast-tools/
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ERRERX

- £ SSH = RDP &3t Amazon EC2 =3 TR E R 177 6.

« EIPANANBPEFEEL , BN /etc/passwd B Windows At
- ZANRPHA-NEBRAARILGESEH,

- FHLERE , FHOUERENEE XM

- FEHEMFSINERM

o BREPIREFREE,

BIUNSESERAFL  BTREGD TREEAEXNEREENREND, BRER Secure

Shell ( SSH ) MiZfERE X ( RDP , Remote Desktop Protocol ) # 1T ERX 1A , AI4E/D it E&FIR
WIAEFSEE. XHEALUER—FMITRERNIRENERL AR, TUREBa{LXEMEFCHEI AP IR
TTERFREETS , XHYLSIANENFRNELMFITRUENNLIEE,

EARBYXMRETERNBERTRENRKREFE : &
Kt S

BRI LR-—HMEENREEEREZ. RERBRSH[EFERSRE , AFBER2FHIER , UEERER
RAREMENRYE. ERSFENEREHRN , AFTRSBZRESB[RENNRG. NAKNT, EXE
B AR R R &

AW, FahipRamR-—LEXK, XFE—TEEKETIER (20 SSH = RDP RS ) MRS SR XA
REANARERNW BRI RFBENRER. XEEMT SERTFHEREROANHERR, XERFTRE
SHIFEAREH. BERTIABRARERLCLLAT. ATHREFERERAZRIE , NMBNTE
BT H.

NTREXEXE , BAUXEETRENEZEFRBRAE , flin AWS Systems Manager. AWS
Systems ManagerAgent ( SSM Agent ) 2531 — NINZEE , A RGBT ETARLKENER,
ZRBLE SSM Agent LAMEEY VPC im SV HiBE,

FIA Systems Manager Al AR FIEERERPIHTRENFR. BAUENEZTHWELER
£, WA LLEITUARATRZ1T. Systems Manager A AT T, ZERHBNELREE K MEESEH
HITRERNGM., Systems Manager i& AT EXIZRE Shell 8915 , HELSFHRBANESRTD
H#Hid %2 B &M Amazon S3 #1, AWS CloudTrail £12%&X} Systems Manager AP B9 , LA
rEZH,
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https://aws.amazon.com/systems-manager/
https://docs.aws.amazon.com/systems-manager/latest/userguide/setup-create-vpc.html
https://aws.amazon.com/s3/
https://aws.amazon.com/cloudtrail/
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1. ¥ Amazon EC2 34l £ %% AWS Systems Manager Agent ( SSM Agent ) ., ¥2 SSM Agent 2
BEEEER AMIBERHEB BB,

2. Wik 5 EC2 SLHIBE XA HEXERRY IAM BB REEE AmazonSSMManagedInstanceCore &
1AM K

3. b #EXH) LiE1T SSH, RDP MHETZEHRIERS. Nt , BAILEITERIHERG A P BERS
NEEBREIZA | & FEH EC2 Image Builder ETEMEBHENX AMI,

4. BIRER T EC2 EHIMRSE A OHNT 2315 E# 0 22/tcp ( SSH ) Sk 0 3389/tcp ( RDP )
£/ AWS Config ZRS X Bl B {H IR T2 H X iR FigE,

5. 1£ Systems Manager FESGESE M BILIRIE. SITFMANETHT. £HA IAM RBERELER
DT XLEREUR ATRITXERENEZHS, FEIFEFHREPHEMN XL I LRE, BR
AR XL B LIRIE , MARURE R XGRS H,

6. XEr , f£H AWS Systems Manager Session Manager =X XHIN T ERFR,. BRAAEED
HEiEH , BMEFE Amazon CloudWatch Logs B Amazon S3 R B & it RER1EFo

TR
MR ERESRE :
+ REL08-BP04 {F A uJ X E MR 1TEEF

RG]

* Replacing SSH access to reduce management and security overhead with AWS Systems Manager

XTI E:

+ AWS Systems Manager

FAR A -

» Controlling User Session Access to Instances in AWS Systems Manager Session Manager
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https://docs.aws.amazon.com/systems-manager/latest/userguide/manually-install-ssm-agent-linux.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AmazonSSMManagedInstanceCore.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AmazonSSMManagedInstanceCore.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/session-manager.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://aws.amazon.com/s3/
https://docs.aws.amazon.com/wellarchitected/latest/framework/rel_tracking_change_management_immutable_infrastructure.html
https://aws.amazon.com/blogs/mt/vr-beneficios-session-manager/
https://aws.amazon.com/systems-manager/
https://www.youtube.com/watch?v=nzjTIjFLiow
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SEC06-BP04 ¥ iF ¥ ST B4

ERAMBRIEREIE THERREANREE4 ( BEREG ) WTBME, XIREFTNBRESL | UBHE
TERERHIARERNBENR,

HEER  iAEMEENAIERFRE. ANENEIEREESKRIE, THROEGFBETHERHITM
ZRiE. BACHRAEEINEBEZLE , ARENITERRHITRIE,

ERRERX

- EREGERFNMNEMY , NPRERAWS  ERMIEBSHEH. ERBANLEBARNER
TRHETH,

- WUFHNREMIGIES , BERNIXEMIE TSR BT INERIE,

- EEREIRFERRIIRGFNTEN. BHEETHTHENGERERBRFHER ERTE
), BB S B SRIRER,

- FXELEHCHRAG. RBIEF , BIEENXATAECSHEE,

B MRERERNTL  RIETHEARMRBNEHREETE , XA THLEBRSRGRATER
B, NERERTEER/BTHLEREERNBRGETERETET, BIZFMRIENRRD , /PR
AIVR:R

EARBURXMRERERNBERTRENKRER : F
KHEE S

RERGRE, RERENABHAHBEES ANRHATEMERE  fINESHENRFELEITR
B, X BEFEHRITNBESHEECHERABEREHE , ARIERFESRATNRHFERETHERED ,
REIETEN, BRAXEREFHTRIETYABEERFENR , B TRIEXRARABKRBREK
B BfEHLL ) . WIEHEHAR , EERUEINERMIEBNBHRTTHRFZER,

MREIEABPEATHNRAGTEY , FREEUBESRU TATRIERFZEENLH, UT
X LRI B AWS SHA 7 BAIR B R AL N A TR UE R BR -

« EC2 Image Builder: Verify the signature of the AWSTOE installation download

« AWS Systems Manager : }iF SSM Agent L&

« Amazon CloudWatch : BiF CloudWatch KB4 SNZER

SEC06-BP04 i 5 T B4 107


https://docs.aws.amazon.com/imagebuilder/latest/userguide/awstoe-verify-sig.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/verify-agent-signature.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/verify-CloudWatch-Agent-Package-Signature.html
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&

AT LAE A AWS Signer R EBLEERIUEERE , AREESHRENLGHNRBEELEGE
H#l, AWS Lambda # Amazon Elastic Container Registry #3358 T 5 Signer B , AEBRIE
RBANRGHEE, BANSERR B2 FHRH, F Signer WARFLERFEFLRS (Cl/
CD , Continuous Integration and Delivery ) Ei& , AMEEHZRIILEH LB B S HRBIBRE,

TR
MR -

» Cryptographic Signing for Containers

» Best Practices to help secure your container image build pipeline by using AWS Signer

* Announcing Container Image Signing with AWS Signer and Amazon EKS
« 7 AWS Lambda Bl ERIZEH

» Best practices and advanced patterns for Lambda code signing

» Code signing using AWS Certificate Manager Private CA and AWS Key Management Service

asymmetric keys

FRRHI

* Automate Lambda code signing with Amazon CodeCatalyst and AWS Signer

» Signing and Validating OCI Artifacts with AWS Signer

fHxIT EH .

« AWS Lambda

* AWS Signer
AWS Certificate Manager

AWS Key Management Service

AWS CodeArtifact

MHRFERRIIIRAALGH TR B LBRERRES , 0 SEC06-BP02 Mgt BRI IE 1T & Al
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https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_protect_compute_hardened_images.html
https://docs.aws.amazon.com/signer/latest/developerguide/Welcome.html
https://aws.amazon.com/lambda/
https://aws.amazon.com/ecr/
https://aws.amazon.com/blogs/containers/cryptographic-signing-for-containers/
https://aws.amazon.com/blogs/security/best-practices-to-help-secure-your-container-image-build-pipeline-by-using-aws-signer/
https://aws.amazon.com/blogs/containers/announcing-container-image-signing-with-aws-signer-and-amazon-eks/
https://docs.aws.amazon.com/lambda/latest/dg/configuration-codesigning.html
https://aws.amazon.com/blogs/security/best-practices-and-advanced-patterns-for-lambda-code-signing/
https://aws.amazon.com/blogs/security/code-signing-aws-certificate-manager-private-ca-aws-key-management-service-asymmetric-keys/
https://aws.amazon.com/blogs/security/code-signing-aws-certificate-manager-private-ca-aws-key-management-service-asymmetric-keys/
https://aws.amazon.com/blogs/devops/automate-lambda-code-signing-with-amazon-codecatalyst-and-aws-signer/
https://aws.amazon.com/blogs/containers/signing-and-validating-oci-artifacts-with-aws-signer/
https://aws.amazon.com/lambda/
https://docs.aws.amazon.com/signer/latest/developerguide/Welcome.html
https://aws.amazon.com/certificate-manager/
https://aws.amazon.com/kms/
https://aws.amazon.com/codeartifact/
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SEC06-BP05 BRI E

BRMITHRPITENRE  BOATITHANEE, £RAAFHERNTERFHREETREFERE , }
BEEREFCMNREGEERRERTES. EEMN CUCD REFPRABNLIIEE | UFIHMK
BIUR B E EFEBH TR,

HEER  HACREXNTERRRITRBRENE, ST LR 83 RIUERK E R4 BRE M K
TREKRBAGKER , UREEHENR. BIRETFAREETERMAVEBI , AN THEAREITE
B, EE AWS HERFEHREYEE. —BERNIFTEANRER , 2Bz B EEREKE,

ERNRES :

- BREFTITZEMRENMEE , BXEFIERSEBHHEREFRENBERT R,

- EREBLEARREEREERRNER , BEXEFIHESNH. ERERLT K LARFERARE
X, ARERTXEER 2o FRLFAILERE

B WRESKENTL : B LBFETUREREZRNTEMEAITERFRHNEL, XBETHILE
REENEFREFERE , KUFEREE , HEREEREENNH#ITEE, BhLBRELSHED
TRAUREENNHEMEATERROER , NMEERARNE, XRIKXEEBHE /DR S &

FITE.
EARBURXMRERRNBERTRENXEER : &
Kt S

B NARE M ESSERPHERN B LRERRPITERIE, SEC06-BPO1 HUITIRIAEEERT
w{a[7E CI/CD BB A Amazon Inspector , AR IMAFEF[EZTHINE  EERATFECHNE
AR A E ( CVE , Common Vulnerabilities and Exposures ) » & LUBEBaLETFM , £EH
AWS Systems Manager KRR AN T HERAMRGERHE , NMBLAEASRAORGERNERENIT
BExfif, EAXERARTHEINAIREBNRERGEITTETRNER, HZSH (SEC06-BP03
DPATEBRIENIRERFGREDY , TRESEER.

B REESBESEENIEARSEERXERER , 11 (SEC06-BP02 MB{LIGTIE T &)
M (SEC06-BP04 WiF &MY FRTR, EAIBAEA EC2 Image Builder, AWS Signer, AWS
CodeArtifact #l Amazon Elastic Container Registry ( ECR ) R , KT, Kif, &M E#HEL
SR L AL E RGN BEII, BEE Inspector BLEER | X LRSS &I LAFEER CI/ICD A
BHRREER , IEENITEABRIREEHARLKBRI RN BEX B UEXRRN , F2# AL~/
B, IHERAFHIEELIZLHE , X# AWS Lambda Fl Amazon Elastic Kubernetes Service ( EKS ) &
AWS T EREBERBEEATF IEARESITZE , RIETEARRERFEENR.
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https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_protect_compute_vulnerability_management.html
https://aws.amazon.com/inspector/
https://aws.amazon.com/systems-manager/
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_protect_compute_reduce_manual_management.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_protect_compute_reduce_manual_management.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_protect_compute_hardened_images.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_protect_compute_validate_software_integrity.html
https://aws.amazon.com/image-builder/
https://docs.aws.amazon.com/signer/latest/developerguide/Welcome.html
https://aws.amazon.com/codeartifact/
https://aws.amazon.com/codeartifact/
https://aws.amazon.com/ecr/
https://aws.amazon.com/lambda/
https://aws.amazon.com/eks/
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BRTYIXETMpERGEEEZ B TUETTERRNRNEES P ZAB3. Flwm, AWS
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7 {(SEC04-BP04 Bz AEMERNIEE) , THREXBILRVFNEENELER.,

1. FIF EC2 Image Builder Bai 8% £, &M BELIEILH AMI, BRI AFEER AWS Fl APN &1
WEERB B A TS EBRMEZ 24 ( CIS, Center for Internet Security ) R Z £ R AREEIEE
( STIG , Security Technical Implementation Guide ) ¥r/ERIRFIERE , NTTER B SR EK,

2. B RMTEREERE, FARBEERSIIE  EIHERRPEIIRANRIEIZSERE.,
a. £/ AWS Config BahiMTEL B E =
b. £ AWS Security Hub CSPM Bz EEZ 2 MEAESE

3. B3E B ¥ Amazon Elastic Compute Cloud ( Amazon EC2 ) &%, AWSSystems Manager
Patch Manager AL £ XN EFTNHEXBENEHR B NTEINEEXFINRE. ETLUEHA
Patch Manager R ABRERGMNAEFBIXT .

a. AWS Systems Manager Patch Manager

4. B ABITERRUAEERKBERREREE (CVE , Common Vulnerabilities and Exposures ) , F1E
MBEEEFRALZEHEBRE R,

a. Amazon Inspector —
b. ECR R 13

5. Z/BfEH Amazon GuardDuty B R MBEHRGFEM , AERFPITERIR. £ AWS REHRIFH
AWS Lambda B kAT , GuardDuty & A] BUIR Bl & 1E (8] 7R,

a. Amazon GuardDuty

6. ZRRMA AWS SERHFBRA R, AWSEFENFRHALRFEN™m , XL REENEBIFE
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a. EftEmNEZ M

IR

X REREK
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https://aws.amazon.com/security-hub/
https://aws.amazon.com/security-hub/
https://docs.aws.amazon.com/securityhub/latest/userguide/nist-standard.html
https://docs.aws.amazon.com/securityhub/latest/userguide/ec2-controls.html#ec2-8
https://docs.aws.amazon.com/securityhub/latest/userguide/ec2-controls.html#ec2-8
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_detect_investigate_events_noncompliant_resources.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/integ-compliance-products.html
https://aws.amazon.com/config/
https://aws.amazon.com/security-hub/
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-patch.html
https://aws.amazon.com/inspector/
https://docs.aws.amazon.com/AmazonECR/latest/userguide/image-scanning.html
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://aws.amazon.com/guardduty/
https://aws.amazon.com/security/partner-solutions/#infrastructure_security
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« SEC01-BP06 Ba) ZfBIRHER £ ILHIE e

FESR A

» Get the full benefits of IMDSv2 and disable IMDSv1 across your AWS infrastructure

FAR AR -

» Security best practices for the Amazon EC2 instance metadata service
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https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_securely_operate_automate_security_controls.html
https://aws.amazon.com/blogs/security/get-the-full-benefits-of-imdsv2-and-disable-imdsv1-across-your-aws-infrastructure/
https://youtu.be/2B5bhZzayjI
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RIEREK

- SEC07-BP01 THRERBIPEHE

- SECO07-BP02 WRIFEHIEHBM N AKERT B
- SEC07-BP03 BahiR &I f &3k

- SEC07-BP04 EX A BENBELEHAHER

SECO07-BP01 THMBIEDERAF R
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o BHBEIRNLEBEFRENEZRTEABNEREZENEAMER , URFERIMBLHERH
B, THRHBERBEIRZIKNE—D,

HEER  ENITHERBEPHNEERBEEBIRD THALRER. REHBEENDX  REGEY
R EFIEERRPBRRE. XEEHEEEZERNEZSE  BRATHRBEARIL R E B,
BENFEROCE, BREONBREARNZZANEELSN, HENESTAPREEFER, ENH
BhE. FONREREUARFBRFIT,

FARER :
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« RERRBESXNLERBONAE , BRIELENBRBENER | X HIEREUE 2 A2 6B
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B MRERERMFAL | XAPSREER T TEABPHREELLEFENRMME, ESAEXRERE
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EiRIT TR , EARSENBERRPBBHENT X, fim, 22EFNARFS , BN
MECEZRFEMEFWBEANBRRE  AXRDRPER , £ MEPTEBR S —MEFE
B, B, SETNERMRITEEEGERE  REEERA TSR HE  mMACAS REERLE
IR , ERAZB L ARR.

BEEREPELMNCRXEHFEHBERFIRAEBERFPER |, EAUERNBE TEARPEERLE
BiE, AE , BRVAERBFIE T EBWMNERIER , R UMM ERERRTHEIT , ARERAKE
L3R 2 Bt R SRER AR AL 3 2 B9 RU XY 4B Ao

NTEHTHREHRRBRBEEIEARFHNE , FEREABERER. BHEERE—IKEE
ATHEALRHNHE. EUE. BRELFIURIRPXLERFEMIRENZFER. LA, W
RAA , BEBMSEA resource tags. il , ¥ FZRFBEEFER (PHI) , BUUNARSER
Classification, #REEN PHI MR , AIRFFZEEN Sensitivity, FRZEER High R

L., Ak, AWS Config ERFATATERXLEFRENER , HEXLERBRHEEASBHTFERFE
R (HIMERNBIZE ) A HER, BAIERAFZEE ( AWS Organizations B —IIhgE ) |, K
REMGSENTEZEZENTEE L. BUNSEIGZETETELERHBHKIE.

KHES TR

1. THRADNBED RFRNRPER,

2. AE LML ENHBIHIENEE,

3. ERIE B RHHRYE  BEARUTRAKEEALAPNUEAR ZBBENBRER N E—N
B
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https://docs.aws.amazon.com/whitepapers/latest/tagging-best-practices/tagging-best-practices.html
https://aws.amazon.com/config/
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_tag-policies.html
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4. ZRETANBER TEARRMBERINE , KR ICRENBBMRI AR ECHB T SR ME A
SHNRETHE,

a. AWS Organizations 3% 5K B& o] | T ITHRICAR o

R
X REREK

« SUS04-BP01 SEHEENHE 2 KRB

R A -
» Data Classification whitepaper

« #ric AWS FIRHREKE

FRRH

« AWS Organizations Tag Policy Syntax and Examples

HXIE

« AWS HREwiE 2R

SEC07-BP02 1R IE &I HURM N A TR R FI B

R BERIP IR , WO RRBEPELNE - REEREEZKFOES, XFHECET R 8
RS , BIEEARERNNBER T HREMERSRBEE , B RFEETH,

HEER £ MO REK , EEXLTARNBENTRBBMELR . N TEMRBERS , £
BRBNESEN , AET LA ENFENLERS. NEREMENEE. LWURERENRE
FAMEREAE , KEENRINEHERE. IRBBFEEAERERNVNLE, EREEZNVHES
B, WRERNWTANERR , HEERBRSHEELESTIEN , EHMEGHRTREALHER.

ELRESR :

- NAFEHENRAARR R NRIPEGER, XUTERSENVEBRBREBENEISHREEFERE , N
ENSBREBBERFTZ.
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https://docs.aws.amazon.com/wellarchitected/latest/framework/sus_sus_data_a2.html
https://docs.aws.amazon.com/whitepapers/latest/data-classification/data-classification-overview.html
https://docs.aws.amazon.com/whitepapers/latest/tagging-best-practices/tagging-best-practices.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_example-tag-policies.html
https://docs.aws.amazon.com/tag-editor/latest/userguide/tag-editor.html
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- FTEMH#HTHERFEZHERTE  TERE-EFSDRKRK.
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IR EE ( SCP ) RERBIENBIEBRAER DR R VFRYRS MIRIE, X8 | BRI AT GI2E KARE
B, APITRERERE,

ENRELRE  RELEHBRERIXEEINRFZHERL. SERFBSHENRFER T
ERRERE , KEME, HRZEHNFTITSEXEFERE ZRXRATEALIERLERR , X
REHBENHBERD . MASEFATEAENMESERERS  FAECERI DL PNA -FBERENT
o

BFEBEENN ARk FE RN AN Y. EERAABERRZNRBNEY , EPFENERRES
RAR, REIHENMFRFZRGEER, EMRENRERPEGBEFSHEXITILEN, WMENEREE
Ro WHh  BERRZEERNEHZ , LR T THEESRARREELENRF BRBBELSEHRE
%o
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1. BE TR P BIEN 2 XML

2. REBNMRANBELR , HAEENITRE,

3. M E X Wi #ER , XERHBEREERR. NE. Fif, BFEARBESRRBAERNE
CEI,

4. MEEEHBER TREBFEFIURIINAR , fIHNRXRATERLERESRL,

5. B M2 BB E R RRE IR HE .
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/protecting-data-at-rest.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/protecting-data-in-transit.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/protecting-data-in-transit.html
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MRBIESRE -
+ PERF03-BP01 AL H ZHIE I RIMZM ERN T AEIEEME
+ COST04-BP05 #1THIEE KB

MR -

Data Classification whitepaper

Best Practices for Security, Identify, & Compliance

AWS KMS S{EstiE

Encryption best practices and features for AWS services

MR

» Building a serverless tokenization solution to mask sensitive data

* How to use tokenization to improve data security and reduce audit scope

HxIE :

+ AWS Key Management Service (AWS KMS)

* AWS CloudHSM

* AWS Organizations

SEC07-BP03 BahiR Bl 43

B 30 IR B M 2 SR B IE AT F B ISR AE IE TRV R RIHEfE. A B LBRORRME AN THIMT , AT A 4R
MREHXEL

HEER SRR RIEACH I RMULERKE , RRIIREAELNEHERE. B3 TENRSALY
TERNBIENBBMERFNH NS K, BHCERERE TRFEERTE | ERUBIEREN
RERBHN BN FHEILE , FREER , MR RE R ERERE,

ELRER :
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https://docs.aws.amazon.com/wellarchitected/latest/framework/perf_data_use_purpose_built_data_store.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/cost_decomissioning_resources_data_retention.html
https://docs.aws.amazon.com/whitepapers/latest/data-classification/data-classification.html
https://aws.amazon.com/architecture/security-identity-compliance/?cards-all.sort-by=item.additionalFields.sortDate&cards-all.sort-order=desc&awsf.content-type=*all&awsf.methodology=*all
https://docs.aws.amazon.com/kms/latest/developerguide/best-practices.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/encryption-best-practices/welcome.html
https://aws.amazon.com/blogs/compute/building-a-serverless-tokenization-solution-to-mask-sensitive-data/
https://aws.amazon.com/blogs/security/how-to-use-tokenization-to-improve-data-security-and-reduce-audit-scope/
https://aws.amazon.com/kms/
https://aws.amazon.com/cloudhsm/
https://aws.amazon.com/organizations/
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BENETRSG , XN EHEHTERBMDE, flm, Al@aFEARRHIERKESHA
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EZRELTMAMELNZPHAAKTERE , UERLNBENFRBRBBFEBAETH A, MREX—MER
FNPBBIFEALER , B EFBIREHFEZHRERP S ENRE. AWS Glue, Amazon SNS
F Amazon CloudWatch FHBBRBERMNERLCIHEEE TR TR PIl HXBEHEEK, X TEMB
T EGRS , BETHHEINMIENHBREE  HEESEEAEEC AT BN LERSG ZRERE
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FER —FPR MR EIERE |, RANRENSESERRNBBBEERUTENAN SR FME. XA
FRN—LEER , i BRKEREHAEI BEENHREEFZBESTAE |, MEEHTELN
EWRRILEIEIT. AR Amazon Macie 31747 Amazon S3 R RIEHITIFEME | LIELXIH
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KHES TR

1. & SEC07-BP01 FNBMHLANBIED XS R,
a. B THEBEALANBRIEFR , Bu BT BN AFREAE - ERN B3R 3 Mo KRR,
2. WREH T HE | UEBIIRBIMD XK,
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BIREADELR S3 EHEBHITERANDN. HeBEFE#&tbT S HE S3 , B Macie B,
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https://aws.amazon.com/s3/
https://aws.amazon.com/macie/
https://aws.amazon.com/comprehend/
https://aws.amazon.com/comprehend/medical/
https://docs.aws.amazon.com/glue/latest/dg/detect-PII.html
https://docs.aws.amazon.com/sns/latest/dg/sns-message-data-protection-managed-data-identifiers.htm
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/mask-sensitive-log-data.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_data_classification_identify_data.html
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a. Tﬁmﬁiv:km—JFH?Eﬁ?ilf’ﬁﬁﬁkﬁﬂfliaﬁﬁﬁiﬁ’l‘.{ﬂﬁlﬂo EERMNAETREPEARXET
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« AWS Glue : ¥ 0 F4b 32 BUREIE

» £ Amazon SNS H{E A ERER IR
» Amazon CloudWatch Logs : B33 5 k&5 Bh R 3 BUR A B SR

FRRH

* Enabling data classification for Amazon RDS database with Macie

» Detecting sensitive data in DynamoDB with Macie

fHxIE

* Amazon Macie

* Amazon Comprehend

* Amazon Comprehend Medical

« AWS Glue
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https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_data_classification_define_protection.html
https://docs.aws.amazon.com/glue/latest/dg/detect-PII.html
https://docs.aws.amazon.com/sns/latest/dg/sns-message-data-protection-managed-data-identifiers.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/mask-sensitive-log-data.html
https://aws.amazon.com/blogs/security/enabling-data-classification-for-amazon-rds-database-with-amazon-macie/
https://aws.amazon.com/blogs/security/detecting-sensitive-data-in-dynamodb-with-macie/
https://aws.amazon.com/macie/
https://aws.amazon.com/comprehend/
https://aws.amazon.com/comprehend/medical/
https://aws.amazon.com/glue/
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lifecycle-mgmt.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lifecycle-mgmt.html
https://aws.amazon.com/ebs/data-lifecycle-manager/
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/TTL.html
https://aws.amazon.com/backup/
https://docs.aws.amazon.com/ebs/latest/userguide/ebs-snapshots.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lock.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/vault-lock.html
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FHEBPREFHRREHBIENEIAR., & AWS Glue Data Catalog PF#E BRI RABER. TIEXAWH
MERAR  BRBEEZRELAFNER  LMEBEREHEHRERTENELITE, XHEYT
18 E WA LA S E K 5 IR EHEPIRER
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EER,

2. RIT ARG EE, BENALAERNBFERFRRE B HEBRE.

3. BEMREMABAZNNS , AEEBREBEIENRBRNEENT(L , HEkR, FiITNARREE
wAMEERE, REERREBR.

a. £/ AWS Config MR B B £ B EEN TR
BT
X RIETE

« COST04-BP05 H1TEIE R 7R K
+ SUS04-BP03 fE AR EEHEEN Em AT

FARHY
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https://aws.amazon.com/dynamodb/
https://aws.amazon.com/dynamodb/
https://docs.aws.amazon.com/glue/latest/dg/catalog-and-crawler.html
https://docs.aws.amazon.com/config/latest/developerguide/s3-lifecycle-policy-check.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/cost_decomissioning_resources_data_retention.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sus_sus_data_a4.html
https://docs.aws.amazon.com/whitepapers/latest/data-classification/data-classification-overview.html
https://d1.awsstatic.com/whitepapers/compliance/AWS-Blueprint-for-Ransomware-Defense.pdf
https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/ag.dlm.8-improve-traceability-with-data-provenance-tracking.html
https://aws.amazon.com/blogs/security/how-to-protect-sensitive-data-for-its-entire-lifecycle-in-aws/
https://aws.amazon.com/blogs/big-data/build-data-lineage-for-data-lakes-using-aws-glue-amazon-neptune-and-spline/
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« AWS Backup
« Amazon Data Lifecycle Manager

« AWS ldentity and Access Management Access Analyzer
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https://aws.amazon.com/backup/
https://aws.amazon.com/ebs/data-lifecycle-manager/
https://aws.amazon.com/iam/access-analyzer/
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https://aws.amazon.com/kms/features/#integration
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/application.html#app-kms
https://docs.aws.amazon.com/kms/latest/developerguide/key-policies.html
https://docs.aws.amazon.com/kms/latest/developerguide/iam-policies-best-practices.html
https://docs.aws.amazon.com/kms/latest/developerguide/iam-policies-best-practices.html
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https://docs.aws.amazon.com/kms/latest/developerguide/deleting-keys.html#deleting-keys-how-it-works
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#enveloping
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/introduction.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#key-mgmt
https://aws.amazon.com/cloudhsm/
https://docs.aws.amazon.com/kms/latest/developerguide/keystore-external.html
https://docs.aws.amazon.com/kms/latest/developerguide/service-integration.html
https://docs.aws.amazon.com/kms/latest/developerguide/getting-started.html
https://docs.aws.amazon.com/kms/latest/developerguide/iam-policies-best-practices.html
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/introduction.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html
https://docs.aws.amazon.com/access-analyzer/latest/APIReference/API_CheckNoPublicAccess.html
https://docs.aws.amazon.com/securityhub/latest/userguide/kms-controls.html
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https://docs.aws.amazon.com/kms/latest/developerguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/crypto/latest/userguide/awscryp-overview.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingEncryption.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#enveloping
https://aws.amazon.com/blogs/security/aws-digital-sovereignty-pledge-control-without-compromise/
https://aws.amazon.com/blogs/security/demystifying-kms-keys-operations-bring-your-own-key-byok-custom-key-store-and-ciphertext-portability/
https://docs.aws.amazon.com/kms/latest/cryptographic-details/intro.html
https://youtu.be/plv7PQZICCM
https://youtu.be/Y1hE1Nkcxs8
https://www.youtube.com/watch?v=lD34wbc7KNA
https://catalog.workshops.aws/advkmsaccess/en-US/introduction
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https://docs.aws.amazon.com/ebs/latest/userguide/work-with-ebs-encr.html#encryption-by-default
https://aws.amazon.com/blogs/aws/amazon-s3-encrypts-new-objects-by-default/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSEncryption.html#encryption-by-default
https://docs.aws.amazon.com/prescriptive-guidance/latest/encryption-best-practices/efs.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/encryption-best-practices/efs.html
https://docs.aws.amazon.com/config/latest/developerguide/managed-rules-by-aws-config.html
https://docs.aws.amazon.com/config/latest/developerguide/encrypted-volumes.html
https://docs.aws.amazon.com/config/latest/developerguide/rds-storage-encrypted.html
https://docs.aws.amazon.com/config/latest/developerguide/rds-storage-encrypted.html
https://docs.aws.amazon.com/config/latest/developerguide/s3-default-encryption-kms.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#enveloping
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSEncryption.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/Overview.Encryption.html
https://docs.aws.amazon.com/security/
https://docs.aws.amazon.com/aws-crypto-tools
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/introduction.html
https://docs.aws.amazon.com/kms/latest/cryptographic-details/intro.html
https://aws.amazon.com/kms
https://docs.aws.amazon.com/aws-crypto-tools/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSEncryption.html
https://aws.amazon.com/blogs/aws/new-opt-in-to-default-encryption-for-new-ebs-volumes/
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Overview.Encryption.html
https://docs.aws.amazon.com/AmazonS3/latest/user-guide/default-bucket-encryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingEncryption.html
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https://youtu.be/plv7PQZICCM
https://youtu.be/Y1hE1Nkcxs8
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_securely_operate_automate_security_controls.html
https://aws.amazon.com/cloudformation/
https://docs.aws.amazon.com/cfn-guard/latest/ug/what-is-guard.html
https://aws.amazon.com/config/
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_detect_investigate_events_noncompliant_resources.html
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https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_permissions_least_privileges.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_permissions_least_privileges.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_permissions_continuous_reduction.html
https://aws.amazon.com/iam/access-analyzer/
https://aws.amazon.com/iam/access-analyzer/
https://aws.amazon.com/guardduty/
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_finding-types-ec2.html
https://docs.aws.amazon.com/guardduty/latest/ug/s3-protection.html
https://docs.aws.amazon.com/guardduty/latest/ug/rds-protection.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_data_classification_auto_classification.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_data_classification_auto_classification.html
https://aws.amazon.com/macie/
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/back-up-data.html
https://aws.amazon.com/cloudformation/
https://docs.aws.amazon.com/cfn-guard/latest/ug/what-is-guard.html
https://aws.amazon.com/config/
https://aws.amazon.com/config/
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_detect_investigate_events_noncompliant_resources.html
https://aws.amazon.com/iam/access-analyzer/
https://aws.amazon.com/guardduty/
https://aws.amazon.com/macie/
https://docs.aws.amazon.com/aws-backup/latest/devguide/whatisbackup.html
https://aws.amazon.com/disaster-recovery/
https://aws.amazon.com/disaster-recovery/
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MRERESKE ¢

- SEC01-BP06 Bz S B AL £ FIIE
- SEC03-BP02 #F HIK 5 E R
 SEC03-BP04 $F4m A X R

« SEC04-BP04 BN T EMRRNIEE

- SEC07-BP03 B3hRZIH %5 3%

« REL09-BP02 R¥F H NEZ 17

« REL09-BP03 Bzt THIEZ 12

FARH -

* AWS Prescriptive Guidance: Automatically encrypt existing and new Amazon EBS volumes

* Ransomware Risk Management on AWS Using the NIST Cyber Security Framework (CSF)

HRTA -

How to use AWS Config proactive rules and AWS CloudFormation Hooks to prevent creation of

noncompliant cloud resources

Automate and centrally manage data protection for Amazon S3 with AWS Backup

AWS re:Invent 2023 - Implement proactive data protection using Amazon EBS snapshots

AWS re:Invent 2022 - Build and automate for resilience with modern data protection

HXIE:

* AWS CloudFormation Guard
« AWS CloudFormation Guard # N3t

* |AM Access Analyzer

« Amazon Macie
* AWS Backup
o BEMERMEME
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https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_securely_operate_automate_security_controls.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_permissions_least_privileges.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_permissions_continuous_reduction.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_detect_investigate_events_noncompliant_resources.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_data_classification_auto_classification.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_backing_up_data_secured_backups_data.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_backing_up_data_automated_backups_data.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/automatically-encrypt-existing-and-new-amazon-ebs-volumes.html
https://docs.aws.amazon.com/whitepapers/latest/ransomware-risk-management-on-aws-using-nist-csf/ransomware-risk-management-on-aws-using-nist-csf.html
https://aws.amazon.com/blogs/mt/how-to-use-aws-config-proactive-rules-and-aws-cloudformation-hooks-to-prevent-creation-of-non-complaint-cloud-resources/
https://aws.amazon.com/blogs/mt/how-to-use-aws-config-proactive-rules-and-aws-cloudformation-hooks-to-prevent-creation-of-non-complaint-cloud-resources/
https://aws.amazon.com/blogs/storage/automate-and-centrally-manage-data-protection-for-amazon-s3-with-aws-backup/
https://www.youtube.com/watch?v=d7C6XsUnmHc
https://www.youtube.com/watch?v=OkaGvr3xYNk
https://docs.aws.amazon.com/cfn-guard/latest/ug/what-is-guard.html
https://github.com/aws-cloudformation/aws-guard-rules-registry
https://aws.amazon.com/iam/access-analyzer/
https://aws.amazon.com/macie/
https://docs.aws.amazon.com/aws-backup/latest/devguide/whatisbackup.html
https://aws.amazon.com/disaster-recovery/
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« BERHNNRY T,
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- REXIEFBENRFATR.
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hBIRBIX— B iR , SRFEBEERE, RBE. FEHRMREZES,

] SR B R PR R N 58 FISShe 17 (B 42 6, Z R AR MRS REPITEESMENNR, X2
EXTFNZERANHENR, BEBEEHN AWS Key Management Service (AWS KMS) policies , SR E
BRTFWIHRNREIREEY , URMEXZHREER,

BT AN REIEATEN AWS K7 |, REFEFBN D REH 5 BEHE , FEH AWS
Organizations EEX LK, XHMEEEBTHILEREZENOHE , HEARE®EEZEEEHX
B,

EHIFEIE Amazon S3 EEERBERZFHHENRE . BRIELITHE | ENEE % EH 7 N FFiE
WMHEANFEE. ZERERA AWS Config &M AT A FF 7] AN F#M , H A Amazon CloudFront
SRR Amazon S3 HFHIAR, WIFFBWEE T NAXFLATFHRNEMEE , B IEAF B,

X 1FMETE Amazon S3 AR BEIESSHEAR A IE IR RBPIENHl. Amazon S3 M A< 2 4R BB X KAV
SRIMRA | LEEZENNRREBESIREHIE. Amazon S3 XN RVUE R RIZHEL58H1BIEE] , M
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https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_introduction.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_introduction.html
https://docs.aws.amazon.com/config/latest/developerguide/managed-rules-by-aws-config.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/Versioning.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lock.html

ZETHE AWS Well-Architected 128

MmN REMEZ 2 oEMERSES , BMFERBRAF BRI, s , Amazon Glacier 3X#FEE 8
ENFEE Amazon Glacier Y F 1R T R L TNEE,

KiES TR

KARENREN |, 58 FISSHE A A 426
- FRAAFPFRSTEFOIFRNER , HRIFMIRERIMERTHESAENR,
- BIRE AWS Key Management Service (AWS KMS) policies k& & X hN 22 2348 B9 17 B PR
2. RETEN D KRB FEHIED T
o WNEMIES KL ERATEN AWS K7
« fE/ AWS Organizations B X LMK,
3. ®# Amazon S3 A EFIXT RAXR -
- EHWHIE Amazon S3 FHEBERBEHR TN IH R RES.
« BRIBWHKE , ENHFBREERTLTFIEZNEBEANFEE,
- ERFEMA AWS Config kM A FF A AN F M.
- f£A Amazon CloudFront k12 Amazon S3 FHH A,
« BRIFFWERE T NFXBFATHRINFER , U LEAFT AR,
« AIUXER IAM B HRIFNBEFEFNEMECHIERR (Fli0 SQS SE=FHEEFM% ) NAM
Eil: 0k R 5 =
4. £/ AWS IAM Access Analyzer :

- BAILABLE AWS IAM Access Analyzer k% 47 Amazon S3 77148 , H £ S3 KEE @AM &R
F G R BRE £ R BERI,

5. RFERRAZ I MN RBIENH
» f£/ Amazon S3 AZEFIRM|EN R ERRE , XETHUMNBAMBRRBEHIRE.

« f£/ Amazon S3 M RBIERNXI RBHEHI RS , MMFHIEXN REBE S H 2 sl M PR E
=, MERRAF BRI,

* £ Amazon Glacier X4 E i E A T ##& £ Amazon Glacier H#Y /T,
6. £/ Amazon S3 JB# :
« ABAEA Amazon S3EERHITMIE S3 WRME HIR IMEIRZS.
7. 1 Amazon EBS f AMI £EZR :
« ®W#& Amazon EBS Ml AMI HEWHERER , RERIEMGEFNBRERS THEAFATH AWS IKF

';tt?-o

_-_

8. EH® &% AWS Resource Access Manager £X :
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https://docs.aws.amazon.com/amazonglacier/latest/dev/vault-lock.html
https://docs.aws.amazon.com/amazonglacier/latest/dev/vault-lock.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_introduction.html
https://docs.aws.amazon.com/config/latest/developerguide/managed-rules-by-aws-config.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/Versioning.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lock.html
https://docs.aws.amazon.com/amazonglacier/latest/dev/vault-lock.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/storage-inventory.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ebs-modifying-snapshot-permissions.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/sharing-amis.html
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« TALAER AWS Resource Access Manager 3R Amazon VPC AHEZERR , I AWS Network
Firewall 5B, Amazon Route 53 Resolver # 0+ ™,

- EHFEITAENRR , AFLAZETEBEERENER,

IR
X REREK

« SEC03-BP01 EXiFRIER
+ SEC03-BP02 25 &K i B 1R

A -

« AWS KMS mZFEAEH

o EEX Amazon S3 &R A PR FE N
o BEX AWS KMS R 19 1 8] 1 BR A8 48
+ AWS Config #1|

* Amazon S3 + Amazon CloudFront: A Match Made in the Cloud
o ERARAIES
» fFF Amazon S3 X RBIEUBIEIT R

o = Amazon EBS R

« £ AMI

* Hosting a single-page application on Amazon S3
- AWS 2B &M4E

* Building a Data Perimeter on AWS

RS
« £ AWS R ERBIRRIFE

SEC08-BP04 22 |35 e 17 [F] 42

132


https://docs.aws.amazon.com/ram/latest/userguide/what-is.html
https://docs.aws.amazon.com/kms/latest/cryptographic-details/intro.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/intro-managing-access-s3-resources.html
https://docs.aws.amazon.com/kms/latest/developerguide/control-access-overview.html
https://docs.aws.amazon.com/config/latest/developerguide/managed-rules-by-aws-config.html
https://aws.amazon.com/blogs/networking-and-content-delivery/amazon-s3-amazon-cloudfront-a-match-made-in-the-cloud/
https://docs.aws.amazon.com/AmazonS3/latest/dev/Versioning.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/object-lock.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ebs-modifying-snapshot-permissions.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/sharing-amis.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/deploy-a-react-based-single-page-application-to-amazon-s3-and-cloudfront.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/whitepapers/latest/building-a-data-perimeter-on-aws/building-a-data-perimeter-on-aws.html
https://youtu.be/Y1hE1Nkcxs8
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FRPHEEREN—NMRERETE M RENEAHRE, XFLETFEABPHRRZBANEFEARE
RS ERLAFCANBRE, BENEATRERAELIRINERYT , ERTURF THERBBRIER
MM TR,

&3 VPC Z B S A 14 B 2 B BRI : AT LAEF AWS PrivateLink £ Amazon Virtual Private Cloud
( Amazon VPC ) Z B35 AWS HREERN RS AR iEEZ BAERENIAEMNEERE, B UE&
R B FAEME LRSS BB E AWS RS, BE=ARSFMEM AWS K/~ KPP RS. &8
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REXEK

« SEC09-BP01 KR £ ZAMIEHEE
 SEC09-BP02 7E1& % F HL1T I %R

« SEC09-BP03 Xt M EBE#HITH ORI
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FREZEMEMN (TLS ) EBATRENZEFNESE , BAUMNE, FRENTERREEBRMN LR
TRAMNELENS G,

HELER . —IMNL2MIEPEERS , JUELHEMZMR ( PKI, Public Key Infrastructure ) F i
B, BB, EHNEITITER, ZEFHAMNTREENF TS ILEPAAMEEE X EREHEITIHE
B, EXEEEHMBRIZER , N TEABRANITENRREHZEHRNBBEININR. ZHAMRKERN
BEM BT A Y B3R 1A,

FARER :

« BUEBHFBHIKITREBFRITAISER,
o ERITAEIERBMAEYE ( CA , Certificate Authority ) B , 3 CA BIREWIETRE,
s NaHRBREABZLEIES,

BV R ESKEANFL
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https://aws.amazon.com/privatelink/
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« SENER TLS IEH XL fa h B dE et 17 &

« BE TIEBMRIERITHIERREN T2 MM A= ITHE

« E CARRGHNTRER LALEERRR

EARABUXIMREXERNBERTRENNBRER : §
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RARAC TR ZERBEY PKI L (20 TLS ) #ITNBHNNEEE, PKIIEPERATERES,
B2, BYABNIERME, MEMEITHS , AT HIiEH EEAR KA R,
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(AWSFAE CA) . ACM REFHATME., EEMBBIUEPNEERS , EATEELAXRNIERR
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EXRS , UERNITEHEERHEZSH TLS iEH. ACM ERTEAM Amazon Trust Services & A FF 7
BRIER, ACMWAFIERTATHEARNIERER , ARRIABERT , AKX KEENRERSE
EiX B,

A AWS #5458 CA |, B E Y B MRIEBMANERMNEIEBMEN , FHEF API K TLS
EH. £ TLS EENE, R —MIEHNEREEEENZED , BUUFEAXLERBWIUER, BRT TLS
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FRINE, KBIZMNEMERAGEMAUES, BETTLEER IAM Roles Anywhere , B B2 R HHik
T X509 iEH ( EAEHFAE CAXE ) WA TEARRBHIGR IAM Fif,

BT ACM 1 AWS FAH CA 24 , AWS loT Core B3 HYBMIEZTE. SEMIE PKIiEPIE
HEALzIE, AWS loT Core BEZTHNE , AT KA YENiZZHATEBN AT HAREMIR
e,

H L AWS RS |, %20 Amazon APl Gateway Fs# 9% | REBCHERIIPRIPFNAR
FFIEEMBE D, Hltn , API Gateway MM ARF A EIOEE (ALB ) BEIFFERAEFIRIEBHANG
TLS (mTLS ) , MXLIFEEFEA AWS EE241A,. CLI 5 APl tIEZMS HM,

BYMEA CA BREHIEESEM

HEFERULE CAR , FFLEUMELERRIT CARREN, HI2ME CABREHN , &iE
KRN CA RBREMNBNM MBI 2N AWS IKF B, INEEMANTRARBD CA BRE
P BMEFNNRETE , £5 K CloudTrail BERBEHHRERSEMEE , ATERENKSE
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https://docs.aws.amazon.com/acm/latest/userguide/acm-overview.html
https://docs.aws.amazon.com/privateca/latest/userguide/PcaWelcome.html
https://docs.aws.amazon.com/privateca/latest/userguide/PcaWelcome.html
https://docs.aws.amazon.com/acm/latest/userguide/acm-services.html
https://www.amazontrust.com/repository/
https://docs.aws.amazon.com/privateca/latest/userguide/UsingTemplates.html
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/introduction.html
https://docs.aws.amazon.com/iot/latest/developerguide/what-is-aws-iot.html
https://docs.aws.amazon.com/whitepapers/latest/device-manufacturing-provisioning/device-manufacturing-provisioning.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/welcome.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/what-is-load-balancing.html
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B AREBWHEIE , BNHRIRNEOATE. B CARNNUTEHSHWIMYK AT  FERERATRH—
MRS FE CAES,

RiE , ETRTR CAKFHKFFRE—NRNZAFE CA, NGLAF., REFEHMTHEARKRH
EH, &5, NENR CA @HE CAMKILES , GEEZOENELAFRRIREMRILER. BXAL
CA FEMIRIT CA BXRLENW ( BREHEMAX, BXEEH, RHLAPHECAE ) NESEER , S
% {Planning your AWS #AF CA deployment) .

KL IR

1. BEENERZRAAFER AWS RS

- UZERAZSEHFUTURNBIEH AWS LN4AEMREH EH AWS Certificate Manager, ACM 1]
AFH Web lRFEE. ARGER[I LR AGERNHEAALAIRIE TLS iEH,

- ERFERVACHABIEBMRNEERENRFTECA TS HIEBER , §ZE8 AWS 308
CA. ARfa , ATLAER ACM MR Zip R B R KR imSSARIED (£ AWS #AB CA) o

o NFHBRMAMARNYELM (10T ) REAMEMBEULERTZ R , HERER AWS IoT Core,
« EJR1E Amazon AP| Gateway =5 A2 F RS9 E R FERSFEARE mTLS ThEE,

2. RAJBE3R e BB UE HEERIT :
« R’ ACM HELITAT ACM FURRIIEH AR ERH AWS FHERS .

3. BV AXICFAEHITHIRER

« BH CloudTrail B , AMEREXN EFIEBMAIEEIK TR, EHZEE CloudTrail FEE
AEXMHTEMERITE , A TRIEAERBEHESEMS,

s EHIARMEFEFITREG , SIHENFAE CACHMARBENIED, XLIRETUS HE S3 714
o

. BB CAN , BEFECE— S3 F#N , ATEMIEPEESIK (CRL, Certificate

Revocation List ) o BXBTETEAHEREE L S3 F#EEAVIER , FZH (Planning a
certificate revocation list (CRL)Y o

BIR
MR FIERER -
« SEC02-BP02 f F i Bt iE

« SEC08-BP01 Xt R £ HAEE
+ SEC09-BP03 Xt WM& i@{EH 17 5 IRiF
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https://docs.aws.amazon.com/privateca/latest/userguide/PcaPlanning.html
https://docs.aws.amazon.com/acm/latest/userguide/acm-overview.html
https://docs.aws.amazon.com/privateca/latest/userguide/PcaWelcome.html
https://docs.aws.amazon.com/privateca/latest/userguide/PcaWelcome.html
https://docs.aws.amazon.com/privateca/latest/userguide/PcaIssueCert.html
https://docs.aws.amazon.com/iot/latest/developerguide/x509-client-certs.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/welcome.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/introduction.html
https://docs.aws.amazon.com/acm/latest/userguide/managed-renewal.html
https://docs.aws.amazon.com/privateca/latest/userguide/PcaCtIntro.html
https://docs.aws.amazon.com/privateca/latest/userguide/PcaAuditReport.html
https://docs.aws.amazon.com/privateca/latest/userguide/crl-planning.html
https://docs.aws.amazon.com/privateca/latest/userguide/crl-planning.html
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MRH

* How to host and manage an entire private certificate infrastructure in AWS

* How to secure an enterprise scale ACM Private CA hierarchy for automotive and manufacturing

» Private CA best practices

* How to use AWS RAM to share your ACM Private CA cross-account

FAR A -

» Activating AWS Certificate Manager Private CA ( 3£ )

RG]

* Private CA workshop
- YENMEZERHI S (BRREME )

fHXxIE

- £/ AWS A8 CA ¥ Kubernetes if $E B4

SEC09-BP02 7£ 4% i /T I %2

KEERFEFALNBER, BENSIREELNMZEER , UHFEHEAR, ZENSAMER, W
EEEMRER (VPC) ABLaHBEE , SANEAERMZENENDPN. BIEET TEIME
hERMBE  NBREEENTREBENNZLE,
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FEX, BRI AWS REFHMERE, TAERRZEE TLS MU BB E 44X 15 f o BRI 1T 0
o

ERRELX :

- EAEHFMAM SSL, TLS MEZABEMHHMRA (a0 , SSLv3.0. 1024 L RSA Z4AF RC4 &
B),

o RERMZEH (HTTP ) FREH HEE AR EIR.

o RTE X.509 i 2 HA A s 42 M BHRIE B
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https://aws.amazon.com/blogs/security/how-to-host-and-manage-an-entire-private-certificate-infrastructure-in-aws/
https://aws.amazon.com/blogs/security/how-to-secure-an-enterprise-scale-acm-private-ca-hierarchy-for-automotive-and-manufacturing/
https://docs.aws.amazon.com/privateca/latest/userguide/ca-best-practices.html
https://aws.amazon.com/blogs/security/how-to-use-aws-ram-to-share-your-acm-private-ca-cross-account/
https://www.youtube.com/watch?v=XrrdyplT3PE
https://catalog.workshops.aws/certificatemanager/en-US/introduction
https://iot-device-management.workshop.aws/en/
https://github.com/cert-manager/aws-privateca-issuer
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« X TLS FEHBXA X509 ifH,

EARBURMEESENBEITRENXNRSESR : &
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AWS RERMFER TLS M HTTPS in SEATIEE , N AIES AWS APl BE R AL P mE,
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CloudFront FE{ I ARRFAEFIIER L , FHTTP EREFEEMEE HTTPS. ALAEMA Amazon
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BEERA HTTPS X R L&A R FMHiE. SUUELEHITTERRE , WMEEEMRSPREMNR, &

Al AR VPN EEZMIAZBM LS AWS Direct Connect EZEEH VPC & | LUETF X FHRERHITM
R, RIIFFmESFERAZED TLS 1.2 &KiAA AWS APl , ER AWS has deprecated the use of earlier
versions of TLS as of February 2024, AR WEER TLS 1.3, MRENZRPMEBRFHRER , 7
LATE AWS Marketplace F R EIATANE =SB RAT R,

SEHE 2D R
o KHEEHmPNE  EENHWNZBERNETERFINIENRESR , BXRATFFEAZEN. Hla,
RE—NMNEZ24d , NAFET HTTPS s N AR F A EI9E S5 Amazon EC2 =4,

. BEBEREPEHERLSHI : A Amazon CloudFront BZ& HTTPS , }ERAES LN LR FE
BRI Z 2B E X,

« fF VPN AT INEBERE : ERMEM IPsec VPN KRR R0 RSP W EERE |, SRS BISKIBERR A
*ﬂmg'&o

- EAHBERPRERSHN BRI RE2HK  ZRBRREAZFTF RIS BN EEZIUTRN
BARBEN. NNARFRABIGERGE HTTPS TR

« £ Amazon Redshift FEBEZ 2N  HEHRBRENEREZEEEFTE (SSL ) SHMEHEZ M
W (TLS) E#,

- MEZEWMY : EF AWS IRF X , SIFEEE R P IR INEE,

« E4&%| Amazon S3 FH B EEZR£15M : f£A Amazon S3 FH B RBEIEHIEERNTHNHENZ
250,

s RpEERMEH AWS Certificate Manager : ACM AFEME., EEMIEBAT AWS RSHALE TLS
EH,

. Tﬁ)ﬁ%fﬁm AWS AP AENE FZFRE PKIEXR : AWS A8 CA AF BB EBIAGIERME
P (CA) BIRER , UEEXTATRIEMNE TLS BER LR X.509 iEH,
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https://docs.aws.amazon.com/elasticloadbalancing/latest/application/load-balancer-listeners.html#redirect-actions
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/using-https-viewers-to-cloudfront.html
https://aws.amazon.com/blogs/storage/enforcing-encryption-in-transit-with-tls1-2-or-higher-with-amazon-s3/
https://aws.amazon.com/blogs/storage/enforcing-encryption-in-transit-with-tls1-2-or-higher-with-amazon-s3/
https://aws.amazon.com/directconnect/
https://aws.amazon.com/blogs/security/tls-1-2-required-for-aws-endpoints/
https://aws.amazon.com/blogs/security/tls-1-2-required-for-aws-endpoints/
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/using-https.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/secure-connections-supported-viewer-protocols-ciphers.html#secure-connections-supported-ciphers
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/secure-connections-supported-viewer-protocols-ciphers.html#secure-connections-supported-ciphers
https://docs.aws.amazon.com/vpc/latest/userguide/vpn-connections.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/create-https-listener.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/UsingWithRDS.SSL.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/UsingWithRDS.SSL.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/security-best-practices.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/security-best-practices.html
https://aws.amazon.com/certificate-manager/
https://aws.amazon.com/private-ca/
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- DIZAENESORIENSG , MAREKBITLER S HRIEE,
- VPC FRSEHREETRRZRAEE FRILNRERS .
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« REIKRZBRGF TEARE - 2HREEE.

- RREESLINRE , BMREREHELT S HRIENKERIT.

- BUHABELNEFANTRENSEECRED , IERSNER,
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https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/using-https.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpn-connections.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/create-https-listener.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/SSL-on-amazon-linux-2.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/UsingWithRDS.SSL.html
https://docs.aws.amazon.com/redshift/latest/mgmt/connecting-ssl-support.html
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HITEHRWIL, X FHRIFAHE AWS APl ATARIFERIBEN S D , AR TLUNZE P ERKE
SR, EHERRE , UMAERBNIZAFZEE,

Amazon VPC Lattice M Amazon AP| Gateway Z RS A FEEFAEBR Sigv4 LEZMIL , FECH
THEASETFNRAORERINEDRIENER, WREN AWS REBEZ AN R RESRSHITEES ,
MRS FEET Sigv4 N EHRIEMIBAR , MIEAT LIS IE AWS EIREA AWS Identity and Access
Management ( IAM ) Roles Anywhere RIRERIG BT AWS &Filf, XLEEIEATAFXEA Sigv4 BARS
BRBTER , URNFREINR,

RiIERAMRENS —HERLIFR TLS X@FHEIE (mTLS ) o FSHWEN (loT ) . kXt

il M ARF MRS EER mTLS , B EAEF iwMARS 27 X.509 IEFHRKIE TLS BIEM iRk
S, XEIEFHATLEH AWS RAIERHAHN (AWS FHB CA ) MK, FEEMA Amazon AP
Gateway FRS , N TEABARTHERBANBRERME mTLS HORIE. NAEFRBITERE
SZEE mTLS ATARRABIEATR. EA MTLS K TLS BENARREEHSARIEFE , EETR
HRRAH

B&J& , OAuth 2.0 1 OpenlID Connect ( OIDC ) X SUEE A TR AP X RSHER |, BUNSE
RS ERE R tbEBBEKBRIT. API Gateway 14T JSON Web T (JWT ) BT , AFIER
#H#E A OIDC = OAuth 2.0 P REEMER JWT REHIFT API BREMIER, AIKIE OAuth2 SERER
EHERBRROREK , ERNRENZFTEENAEREI , XFE OAuth2 BEEEZHFEEXNENER,

KHES TR

« EXHREFRENTEREMER  KEREHHRBNE -SRELTEARNRE,
- BIRHERTER  ABRELHRTFEARNTRRS 2B &R HE. WREERREFXLER
EBEZBS RIS REEARMNE L,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-signing.html
https://docs.aws.amazon.com/vpc-lattice/latest/ug/access-management-overview.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/permissions.html
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/introduction.html
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/introduction.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/rest-api-mutual-tls.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/rest-api-mutual-tls.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/mutual-authentication.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/mutual-authentication.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/http-api-jwt-authorizer.html
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« EFRFN IR B EH TAEREZTRN , URIIERERTEEREEBRRT THEABEEESIT
BTN

- ERTEBEESS N  BEATSEEAEEEREA , W (SEC01-BPO7 fH FUH 15 2017 5 EUi
HABEZBEBRILER) FFk.

- BUMSKERE  ZRER AWS BREVESHERBFHMNERE . RANELRA TN IZ2ME -
REEFERE , EENERERHRBEPRET —NREERFEF BB THERR.

« ERZEERREM, EXHMRERR B BER.

« ZEEH AWS PrivateLink 5 AWS BAK £#F AWS PrivateLink = H RS EE. BI AWS
PrivateLink ## Ok 2 £ EWHIBFEE AWS MEX TR , M EBER AL EEME .

 EIEREPXEERSHSORIENER  ERREESE TSP RHELE 5 0RIEAMER
2/ —4A AWS BRS.

« ERMEMA Amazon VPC Lattice kR IRSGEHIEE, VPC Lattice AISAEEEA Sigvd HHKIE
550K KSR FI RS B A G E

« XYTFEMA mTLS #ATHVRSSRIE(E |, B ERMEM AP Gateway MM AEF REEGER, AWS 4
B CATRTEMYIME CARREN , ZBRREWEB MRS mTLS FEERAMIES,

« 5 OAuth 2.0 5 OIDC RIBRSSERET , ATAE REA JWT BIXS B API Gateway,

« T THEARFNMBEMIZZ 2 BHBE , TUERER AWS loT Core , EREZ MM REINE
M BRI,

o BEARZBENNGR LGB ETHNBEERE. SRHEZIRPRENAZENEAUREECTY
HEER,
« WRER VPC Lattice SREEXRSH TGN , EEZRBAMKEIE VPC Lattice 1717 HE, XA
BEEREEXREREZANEL, FRANE N VPC EMEZE S LUNERTHIE,
- ZEBRAVPCREE , MBERNEREN THEHECHRERSTEERE,

o BXRAK, ERMEGNEZLEEHNESIES , BSH (AWS Security Incident Response Guide)
1 AWS Well-Architected Framework Z 2% XK S 4R 25 o

R
MR RERE :
- SEC03-BP07 4 #7143 St MBS I /= 15 i)

« SEC02-BP02 i A llm B £k
« SECO01-BPO7 £ F B Bh 1% B iR 5l BB 7 1 E E AR R e BV L T Rk
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https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_securely_operate_threat_model.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_securely_operate_threat_model.html
https://docs.aws.amazon.com/vpc/latest/userguide/security-groups.html
https://docs.aws.amazon.com/vpc/latest/privatelink/what-is-privatelink.html
https://docs.aws.amazon.com/vpc-lattice/latest/ug/what-is-vpc-lattice.html
https://docs.aws.amazon.com/vpc-lattice/latest/ug/auth-policies.html
https://docs.aws.amazon.com/vpc-lattice/latest/ug/auth-policies.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/rest-api-mutual-tls.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/mutual-authentication.html
https://docs.aws.amazon.com/privateca/latest/userguide/PcaWelcome.html
https://docs.aws.amazon.com/privateca/latest/userguide/PcaWelcome.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/http-api-jwt-authorizer.html
https://docs.aws.amazon.com/iot/latest/developerguide/client-authentication.html
https://docs.aws.amazon.com/vpc-lattice/latest/ug/monitoring-access-logs.html
https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs.html
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/aws-security-incident-response-guide.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/incident-response.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_permissions_analyze_cross_account.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_unique.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_securely_operate_threat_model.html
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FESR A

» Evaluating access control methods to secure Amazon API Gateway APIs

» Configuring mutual TLS authentication for a REST API

* How to secure API Gateway HTTP endpoints with JWT authorizer

Authorizing direct calls to AWS services using AWS loT Core credential provider

{AWS Security Incident Response Guide)

FAR AR -

* AWS re:invent 2022: Introducing VPC Lattice
* AWS re:invent 2020: Serverless API authentication for HTTP APls on AWS

xR RE

* Amazon VPC Lattice Workshop

» Zero-Trust Episode 1 — The Phantom Service Perimeter workshop
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https://aws.amazon.com/blogs/compute/evaluating-access-control-methods-to-secure-amazon-api-gateway-apis/
https://docs.aws.amazon.com/apigateway/latest/developerguide/rest-api-mutual-tls.html
https://aws.amazon.com/blogs/security/how-to-secure-api-gateway-http-endpoints-with-jwt-authorizer/
https://docs.aws.amazon.com/iot/latest/developerguide/authorizing-direct-aws.html
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/aws-security-incident-response-guide.html
https://www.youtube.com/watch?v=fRjD1JI0H5w
https://www.youtube.com/watch?v=AW4kvUkUKZ0
https://catalog.us-east-1.prod.workshops.aws/workshops/9e543f60-e409-43d4-b37f-78ff3e1a07f5/en-US
https://catalog.us-east-1.prod.workshops.aws/workshops/dc413216-deab-4371-9e4a-879a4f14233d/en-US

ZETHE AWS Well-Architected 128

I

BI6EK A BB TP MR M M R R e | BV AR L RSKENEIRIBN RS B4 H BB R LB A RER
KEFE, BHER TESRAEZBEANEENABHREMRARMERTH. NRBHTHEE, EF
MEUEAFZITRESMEZN EANRIFRENED, ELXEEMHREZBHREXTEMEANRFEL
fu , REBE GameDay EEMHTEMHMELES , XHABTHRREGRIMEAZRKRER R
A 35 Fh T

£

+ AWS SRR EA S E
- EIARIMIRIT A 5

-+ HEE

—_———

il

.

- EHREY

AWS B4R &N T H

ALANWFIE AWS AF BN Z2EAMNREEEARNTH  ARTE ARN T B U{AEK RS\
B, HF. BINLEXNTRINZEHENITEXREE , FEELETRRENRTEEHZAER
Kie. ZHEYNBHMAITINEMET AR ITHE. BENBREED,

ETHHEPNENATE , BERUTHEHR

- BRI LEHENEAR T ES , MERE AWS RGN ES | FERBRRNEZEY | HiE
KN VENTENSRSAEEIANHRNR, i ENEIAINEHLN AN EZRLENITS
FH, LR ER - B BAL

« BAE BB NIST WEHMEER (RN, 247, BH. BERNRE ) NR22E4MEES4HREE
VRS (2

- BEEY  NREBHNELNLERETER  UREWNNERYE , NBRFMBEFREESN
8, Fit—SRERK, ELETNEHRRIELRHY , AN RRED SBRANAEN

TEERTXESENRE  SHEREIN NIST SABMEREH -3, BRESERN, 24, &
#, RERAIKE

AWS E 41 R 142



ZETHE AWS Well-Architected 128

1]
P

&

N

0% e

AWS B4R &5 TH

=WE RIAY IR T B AR

REBHMRH —MREFMAE ( Flan KNIST SP 800-61 it BN L SHAEIERE) EXH LR
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https://csrc.nist.gov/publications/detail/sp/800-61/rev-2/final
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eI R R REBEFEROREHER , BERTRNLEBHNEENNADRNESD . EAYUS
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( SaaS , Software-as-a-Service ) BAREF. ERELEHREHE , FEALRINNVRE. E=MHER
FBREY A 5 BEME 15 Hs I B2 F R E B 4E

ERRERX

« ERXNREEHE  RBEF -—HESXRBARKRER,. AGTRENERIXBARRE,
- ENNEHNINEHTFRERN , RIREIARTHEAR, KB, EMIRENERE R

« RARKRXBEMIRESNAREFRITH R ARE,
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BE&P —HXEARRESENENEE  RAREREOSHAREHRANNERS |, XHERE
LEENARRTORANEHPREL K,

EARABUXIMREXRERNBERTRENNBRER : §
KHEE S

BEARTHNRBAR  £F - ORALANFTESESHNAANRKRRBE, EREALATE, EAM
FAREZHEAZLEFN , NEMFENEMXLEEFEE, INTEHELE, BHRNENIBARAEX
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- ENEE  BHLEESEANNARREAEEER .

- EHRENE EHRNEARBENEEEY. SEARTEREHAXENR , EBERARZEN
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2 | Incident Manager | Jane Doe| jane.doe@example.com | Overall authority during
response |

3 | Incident Responder | John Smith | john.smith@example.com | Investigation and
remediation |

4 | Communications Lead | Emily Johnson | emily.johnson@example.com | Internal and
external communications |

5 | Communications Lead | Michael Brown | michael.brown@example.com | Insights on
critical workloads |
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BERARE,
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https://docs.aws.amazon.com/incident-manager/latest/userguide/what-is-incident-manager.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/ops_ops_model_def_activity_owners.html

ZETHE AWS Well-Architected 128

« AWS {Security Incident Response Guide)
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https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/detection.html
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/welcome.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/backup-recovery/services.html
https://aws.amazon.com/blogs/security/use-backups-to-recover-from-security-incidents/
https://aws.amazon.com/blogs/security/use-backups-to-recover-from-security-incidents/
https://aws.amazon.com/blogs/security/top-10-security-best-practices-for-securing-backups-in-aws/
https://aws.amazon.com/blogs/security/top-10-security-best-practices-for-securing-backups-in-aws/
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https://aws.amazon.com/blogs/security/forensic-investigation-environment-strategies-in-the-aws-cloud/
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https://github.com/aws-samples/aws-customer-playbook-framework/tree/main/docs
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https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-files.html
https://docs.aws.amazon.com/STS/latest/APIReference/welcome.html
https://docs.aws.amazon.com/STS/latest/APIReference/welcome.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#lock-away-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#lock-away-credentials
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_passwords_account-policy.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-generation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://aws.amazon.com/blogs/security/how-to-receive-notifications-when-your-aws-accounts-root-access-keys-are-used/
https://aws.amazon.com/cloudwatch/
https://docs.aws.amazon.com/systems-manager/latest/userguide/session-manager.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/execute-remote-commands.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/permissions-management.html
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https://aws.amazon.com/blogs/security/managing-temporary-elevated-access-to-your-aws-environment/
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/welcome.html
https://aws.amazon.com/disaster-recovery/
https://docs.aws.amazon.com/incident-manager/latest/userguide/what-is-incident-manager.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_passwords_account-policy.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://aws.amazon.com/blogs/security/how-do-i-protect-cross-account-access-using-mfa-2/
https://aws.amazon.com/blogs/security/use-iam-access-analyzer-to-generate-iam-policies-based-on-access-activity-found-in-your-organization-trail/
https://aws.amazon.com/blogs/industries/best-practices-for-aws-organizations-service-control-policies-in-a-multi-account-environment/
https://aws.amazon.com/blogs/security/how-to-receive-notifications-when-your-aws-accounts-root-access-keys-are-used/
https://aws.amazon.com/blogs/security/create-fine-grained-session-permissions-using-iam-managed-policies/
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/break-glass-access.html
https://www.youtube.com/watch?v=f_EcwmmXkXk
https://youtu.be/E1NaYN_fJUo
https://www.youtube.com/watch?v=8uiO0Z5meCs
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https://aws.amazon.com/detective/
https://docs.aws.amazon.com/whitepapers/latest/tagging-best-practices/tagging-best-practices.html
https://aws.amazon.com/blogs/security/logging-strategies-for-security-incident-response/
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/appendix-a-cloud-capability-definitions.html
https://aws.amazon.com/security-incident-response/
https://docs.aws.amazon.com/tag-editor/latest/userguide/tagging.html
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https://aws.amazon.com/blogs/mt/implement-aws-resource-tagging-strategy-using-aws-tag-policies-and-service-control-policies-scps/
https://aws.amazon.com/blogs/mt/implement-aws-resource-tagging-strategy-using-aws-tag-policies-and-service-control-policies-scps/
https://aws.amazon.com/blogs/security/logging-strategies-for-security-incident-response/
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/appendix-a-cloud-capability-definitions.html
https://catalog.workshops.aws/guardduty/en-US
https://catalog.workshops.aws/security
https://catalog.workshops.aws/inspector/en-US
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https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/welcome.html
https://www.youtube.com/watch?v=XnfDWID_OQs
https://www.youtube.com/watch?v=63EdzHT25_A
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https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/operations.html
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https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/establish-framework-for-learning.html
https://www.ncsc.gov.uk/collection/caf/caf-principles-and-guidance/d-2-lessons-learned
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https://www.aws.training/LearningLibrary?filters=Language%3A1%20Domain%3A27
https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/devops-guidance.html
https://aws.amazon.com/cloudformation/
https://aws.amazon.com/cloudformation/
https://docs.aws.amazon.com/cdk/v2/guide/constructs.html
https://aws.amazon.com/servicecatalog/
https://aws.amazon.com/servicecatalog/
https://catalog.workshops.aws/threatmodel/en-US
https://www.aws.training/LearningLibrary?filters=Language%3A1%20Domain%3A27
https://aws.amazon.com/cloudformation/
https://docs.aws.amazon.com/cdk/v2/guide/constructs.html
https://aws.amazon.com/servicecatalog/
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https://www.aws.training/LearningLibrary?query=&filters=Language%3A1%20Domain%3A27&from=0&size=15&sort=_score&trk=el_a134p000007C9OtAAK&trkCampaign=GLBL-FY21-TRAINCERT-800-Security&sc_channel=el&sc_campaign=GLBL-FY21-TRAINCERT-800-Security-Blog&sc_outcome=Training_and_Certification&sc_geo=mult
https://aws.amazon.com/blogs/security/how-to-think-about-cloud-security-governance/
https://aws.amazon.com/blogs/security/how-to-approach-threat-modeling/
https://docs.aws.amazon.com/whitepapers/latest/public-sector-cloud-transformation/accelerating-training-the-aws-skills-guild.html
https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/the-devops-sagas.html
https://www.youtube.com/watch?v=CBrUE6Qwfag
https://catalog.workshops.aws/threatmodel
https://owasp.org/www-project-top-ten/
https://aws.amazon.com/cloudformation/
https://docs.aws.amazon.com/cdk/v2/guide/constructs.html
https://aws.amazon.com/servicecatalog/
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https://www.nist.gov/itl/ssd/software-quality-group
https://www.nist.gov/itl/ssd/software-quality-group/source-code-security-analyzers
https://www.nist.gov/itl/ssd/software-quality-group/source-code-security-analyzers
https://samate.nist.gov/index.php/Byte_Code_Scanners.html
https://samate.nist.gov/index.php/Binary_Code_Scanners.html

ZETHE AWS Well-Architected 128

BNEEMERH#TNE SR EHTRXENEBERZA | BhbXLEEH AZTKREBH, Amazon Q
FAEREREMESIEZN IDE RPRMERBEI , 2L L£AMWM. Amazon CodeGuru T2 f il TEATEIR
ANARFFAIBRPNTERNE, ZLEBULEUARANER , HEHTRESARBRENEN. &
B RERE (SBOM ) R A[iEEGIEN—HERNIEFE , HhE8SHEHRHRERN SN EAHNIERE
BRxR, XELAMUNREIEERRMER , HRFRF R4 RAGRBRRARERERE,

¥3d Security for Developers 3 & , Z2&FEH AWS FEARTE (Hl0 , AWS CodeBuild, AWS
CodeCommit #1 AWS CodePipeline ) Sk Ba1KiE XM EIE , ©¥E SAST # DAST MR 5%,

£ SDLC H# , B —MARERE , AT EEEReAR—BERNFENARF. ERTERBERFEE
BREP  NZLENRIINXELZLTFEPREINRE, XEFERL TERINNAEFZEES,
HARBERHEDZATITORSE | UBERBEERZ,

K IR

« XHE—HHK IDE, KBFEEMCI/ICD TE , HhEFERLMA,
- ER1E SDLC FHB/NMEBESHEEE , MAMXNEEBANEEEZTEHBERH,
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» DevOps Guidance: DL.CR.3 Establish clear completion criteria for code tasks
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https://aws.amazon.com/q/developer/
https://aws.amazon.com/q/developer/
https://aws.amazon.com/codeguru/
https://catalog.workshops.aws/sec4devs
https://aws.amazon.com/codebuild/
https://aws.amazon.com/codecommit/
https://aws.amazon.com/codecommit/
https://aws.amazon.com/codepipeline/
https://github.com/awslabs/automated-security-helper
https://aws.amazon.com/q/developer/
https://aws.amazon.com/codeguru/
https://docs.aws.amazon.com/inspector/latest/user/scanning-lambda.html
https://docs.aws.amazon.com/inspector/latest/user/sbom-generator.html
https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/dl.cr.3-establish-clear-completion-criteria-for-code-tasks.html
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+ AWS DevOps BE D& U £
s BERATRABRFZEMMN AWS Z28E DS 1EMRFE
« % Well-Architected CI/CD 5%

» Secrets detection in Amazon CodeGuru Security

* Amazon CodeGuru Security Detection Library
- BIAMAVSEMR AWS EHERE
« AWS FAEMABRZXALE TN L L HE

+ How Amazon CodeGuru Security helps you effectively balance security and velocity

MR AL

c BRI ELSBHEFHRABFERINEE
- BEIHITEKS CI/ICD EE

* The Software Development Prcess at Amazon

» Testing software and systems at Amazon

MR =B

s FRAAMTAER
» Automated Security Helper (ASH)

* AWS CodePipeline Governance - Github
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https://aws.amazon.com/devops/continuous-delivery/
https://aws.amazon.com/devops/partner-solutions/?blog-posts-cards.sort-by=item.additionalFields.createdDate&blog-posts-cards.sort-order=desc&partner-solutions-cards.sort-by=item.additionalFields.partnerNameLower&partner-solutions-cards.sort-order=asc&awsf.partner-solutions-filter-partner-type=partner-type%23technology&awsf.Filter%20Name%3A%20partner-solutions-filter-partner-location=*all&awsf.partner-solutions-filter-partner-location=*all&partner-case-studies-cards.sort-by=item.additionalFields.sortDate&partner-case-studies-cards.sort-order=desc&awsm.page-partner-solutions-cards=1
https://aws.amazon.com/security/partner-solutions/?blog-posts-cards.sort-by=item.additionalFields.createdDate&blog-posts-cards.sort-order=desc&partner-solutions-cards.sort-by=item.additionalFields.partnerNameLower&partner-solutions-cards.sort-order=asc&awsf.partner-solutions-filter-partner-type=*all&awsf.Filter%20Name%3A%20partner-solutions-filter-partner-categories=use-case%23app-security&awsf.partner-solutions-filter-partner-location=*all&partner-case-studies-cards.sort-by=item.additionalFields.sortDate&partner-case-studies-cards.sort-order=desc&events-master-partner-webinars.sort-by=item.additionalFields.startDateTime&events-master-partner-webinars.sort-order=asc
https://aws.amazon.com/blogs/devops/choosing-well-architected-ci-cd-open-source-software-aws-services/
https://docs.aws.amazon.com/codeguru/latest/reviewer-ug/recommendations.html#secrets-detection
https://docs.aws.amazon.com/codeguru/detector-library/
https://aws.amazon.com/blogs/architecture/accelerate-deployments-on-aws-with-effective-governance/
https://aws.amazon.com/builders-library/automating-safe-hands-off-deployments/
https://aws.amazon.com/blogs/security/how_amazon_codeguru_security_helps_effectively_balance_security_and_velocity/
https://www.youtube.com/watch?v=ngnMj1zbMPY
https://www.youtube.com/watch?v=AF-pSRSGNks
https://www.youtube.com/watch?t=1340&v=52SC80SFPOw&feature=youtu.be
https://www.youtube.com/watch?v=o1sc3cK9bMU&t
https://owasp.org/www-project-top-ten/
https://github.com/awslabs/automated-security-helper
https://github.com/awslabs/aws-codepipeline-governance
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https://aws.amazon.com/blogs/security/how-to-approach-threat-modeling/
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« SHBENRER  LEBERSMRERE , HERLHENTNG BN HMEERTHHE
HEURBER.

IR
AR BIERE -

« SEC11-BP01 R AEFZEMFI
« SEC11-BP02 FEEANFF R K 46 & a5 A E 47 B 3h L i
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- BIEMKAEMR AWS FHEE

- AWS T2 RN SRR
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* AWS Fault injection Simulator
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. HzhEZ£B)F ( GitHub)
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https://aws.amazon.com/security/penetration-testing/
https://aws.amazon.com/blogs/architecture/accelerate-deployments-on-aws-with-effective-governance/
https://aws.amazon.com/security/partner-solutions/?blog-posts-cards.sort-by=item.additionalFields.createdDate&blog-posts-cards.sort-order=desc&partner-solutions-cards.sort-by=item.additionalFields.partnerNameLower&partner-solutions-cards.sort-order=asc&awsf.partner-solutions-filter-partner-type=*all&awsf.Filter%20Name%3A%20partner-solutions-filter-partner-categories=*all&awsf.partner-solutions-filter-partner-location=*all&partner-case-studies-cards.sort-by=item.additionalFields.sortDate&partner-case-studies-cards.sort-order=desc&events-master-partner-webinars.sort-by=item.additionalFields.startDateTime&events-master-partner-webinars.sort-order=asc
https://aws.amazon.com/blogs/architecture/modernize-your-penetration-testing-architecture-on-aws-fargate/
https://aws.amazon.com/fis/
https://github.com/aws-samples/aws-codepipeline-codebuild-with-postman
https://github.com/aws-samples/automated-security-helper
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- RERBTEELSE , BREEANRENTE,
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https://docs.aws.amazon.com/codeguru/latest/reviewer-ug/welcome.html
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https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/dl.cr.2-perform-peer-review-for-code-changes.html
https://docs.github.com/en/pull-requests/collaborating-with-pull-requests/proposing-changes-to-your-work-with-pull-requests/about-pull-requests
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» Automate code reviews with Amazon CodeGuru Security

» Automating detection of security vulnerabilities and bugs in CI/CD pipelines using Amazon
CodeGuru Security CLI

MR AL

» Continuous improvement of code quality with Amazon CodeGuru Security
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https://aws.amazon.com/blogs/devops/automate-code-reviews-with-amazon-codeguru-reviewer/
https://aws.amazon.com/blogs/devops/automating-detection-of-security-vulnerabilities-and-bugs-in-ci-cd-pipelines-using-amazon-codeguru-reviewer-cli/
https://aws.amazon.com/blogs/devops/automating-detection-of-security-vulnerabilities-and-bugs-in-ci-cd-pipelines-using-amazon-codeguru-reviewer-cli/
https://www.youtube.com/watch?v=iX1i35H1OVw
https://aws.amazon.com/codeartifact/
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* DevOps Guidance: DL.CS.2 Sign code artifacts after each build
» Supply chain Levels for Software Artifacts (SLSA)
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- BIEMKCAEMR AWS EHERE

+ {3 CodeArtifact Package Origin Control T EGMEH#ar L4
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https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/dl.cs.2-sign-code-artifacts-after-each-build.html
https://slsa.dev/
https://aws.amazon.com/blogs/architecture/accelerate-deployments-on-aws-with-effective-governance/
https://aws.amazon.com/blogs/devops/tighten-your-package-security-with-codeartifact-package-origin-control-toolkit/
https://github.com/aws-samples/multi-region-python-package-publishing-pipeline
https://github.com/aws-samples/aws-codepipeline-publish-nodejs-modules
https://github.com/aws-samples/aws-cdk-codeartifact-pipeline-sample
https://github.com/aws-samples/aws-codeartifact-nuget-dotnet-pipelines
https://www.youtube.com/watch?v=CBrUE6Qwfag
https://www.youtube.com/watch?v=KJiCfPXOW-U
https://www.youtube.com/watch?v=pkPkm7W6rGg
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https://aws.amazon.com/codebuild/
https://aws.amazon.com/codebuild/
https://aws.amazon.com/codepipeline/
https://docs.aws.amazon.com/signer/latest/developerguide/Welcome.html
https://aws.amazon.com/kms/
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