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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
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FBEAHER,

3. RIBFEMMER , BUEESEERNTRHEM LIRS, SHLAESE , RAUEFLKIEZI AL,
a. EA®EIM AWS Audit Manager 2 X RS IEIES A HERFTITIRE
b. AT LB AWS Artifact TE AWS Z£E5E&H M,
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o

R
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* AWS re:Invent 2020: Achieve compliance as code using AWS Compute Optimizer
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https://docs.aws.amazon.com/compute-optimizer/latest/ug/what-is-compute-optimizer.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/what-is.html
https://docs.aws.amazon.com/artifact/latest/ug/what-is-aws-artifact.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_securely_operate_control_objectives.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_securely_operate_test_validate_pipeline.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_data_classification_define_protection.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_incident_response_prepare_forensic.html
https://aws.amazon.com/financial-services/security-compliance/compliance-center/
https://aws.amazon.com/compliance/resources/
https://docs.aws.amazon.com/whitepapers/latest/aws-risk-and-compliance/welcome.html
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/services-in-scope/
https://www.youtube.com/watch?v=m8vTwvbzOfw
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* AWS re:Invent 2021 - Cloud compliance, assurance, and auditing
+ AWS Summit ATL 2022 - Implementing compliance, assurance, and auditing on AWS (COP202)

MR =B

« AWS E# PCI DSS # AWS EftiZ £ ZELE

MRS

» AWS Artifact

+ AWS Audit Manager

* AWS Compute Optimizer
* AWS Security Hub CSPM
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AWS ZRAUFEAHNXBESEIFEABNESARUTENTR , UBRIE AWS RESEXREE

HZEH), Enterprise Support EFAILAMERZE T , ZEXEEBEBMNRETNEE L EMELE

A RIR

XEFRFEBEANSS , UHBESHAMNBR TEABFEKRIR | HIERFRH A E RS & 4w By HEE K
Ih, B ERFTEE R FE SR 7] LAES Bh B E 4R Se B,

AWS Trusted Advisor 2—f T | it AR —HZORE , XERESXRBMAICEIN , BEIBEE
f£ 5% =W, Business Support &1 Enterprise Support & AL HtE K XEREERXILSE
., TSN, MEEMAARMLL | AT — S HR B b1 E R L E I,

BRBE4E R -

o IRTEHIE R Well-Architected 1 Trusted Advisor #i 5 H R EVITEh
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https://www.youtube.com/watch?v=pdrYGVgb08Y
https://www.youtube.com/watch?v=i7XrWimhqew
https://aws.amazon.com/solutions/partners/compliance-pci-fsbp-remediation/
https://docs.aws.amazon.com/artifact/latest/ug/what-is-aws-artifact.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/what-is.html
https://docs.aws.amazon.com/config/latest/developerguide/WhatIsConfig.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://aws.amazon.com/architecture/well-architected/
https://aws.amazon.com/well-architected-tool/
https://aws.amazon.com/premiumsupport/programs/
https://aws.amazon.com/premiumsupport/programs/
https://aws.amazon.com/premiumsupport/programs/
https://aws.amazon.com/premiumsupport/technology/trusted-advisor/
https://aws.amazon.com/premiumsupport/plans/
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o WHERBEE  FENULSHE (HUES, LEXREMAG, SENRNEEZEZE ) , LUE
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 AWS Trusted Advisor
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» SEC01-BPO7 i /A B8 B iR 51 B B 7+ 78 16 22 A R B A9 41 SE &%
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https://aws.amazon.com/security/security-bulletins/
https://aws.amazon.com/premiumsupport/trustedadvisor/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_securely_operate_threat_model.html
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- AWS = §#l1%
- AWS BFiZE NS
 AWS Trusted Advisor

<M

» AWS re:Inforce 2023 - A tool to help improve your threat modeling

OPS01-BP06 FEEE w4t 5 X e fY F At P4 F N & X =

ZHANBRFTVRASERE LR, WEEININFELSZHBHRREGEERH M. Hlm,
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RERR, EXMBERT , NHESRINRBIEELRE , SMERRDR, FEEABIEBRERR
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NNUARFNEEFEEAE, THREMEENTHINLERFETEER,
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BRI S RAWRE (AWS MiRdh, AWS WiStiEM X b ) F AWS STRSREEYIEARA .
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AWS 3£ 7E Amazon Builders' Library R0 Z T2 EHEKBEMNER, LA/ UEY AWS Blog M The
Official AWS Podcast , JREE R EMEREER,

HEER  BERBENNRIGERER , TUERASRTEALAREMPFINEERER. HERIE
REZIZE, BREFEHRRNEENAE , ARHNERTHEZRRNEENREEREAER. IE
BMAELTHRERAN, FERHNBBEURETREEINBESR , Bt , —BEHRE , &E
REM AT, RERBEERSE—MINENTE , ATERMNANEZESTURK A SKEREL T #X
#7, XATRERIENBREE , flIETFERAESAEER,

ERARER :

s BWBREEERBIIEAFEIMFFTUBIEZSIRE (PCIDSS ), B&BEEFHZMIIMNERMI;REE
BITHRNTF R TECEFTNEG K MBEXEIEHAAENER THEHITHFEIE, REEHT
P AELSMNRENEREL T AT,
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R , B R HEHHPREEERARBEEAD,
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https://aws.amazon.com/compliance/
https://aws.amazon.com/security/security-bulletins/
https://aws.amazon.com/premiumsupport/trustedadvisor/
https://youtu.be/CaYCsmjuiHg?si=e_CXPGqRF4WeBr1u
https://aws.amazon.com/premiumsupport/programs/
https://aws.amazon.com/premiumsupport/knowledge-center/
https://forums.aws.amazon.com/index.jspa
https://console.aws.amazon.com/support/home/
https://docs.aws.amazon.com/
https://aws.amazon.com/builders-library/
https://aws.amazon.com/blogs/
https://aws.amazon.com/podcasts/aws-podcast/
https://aws.amazon.com/podcasts/aws-podcast/
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KHES TR

1. ERAAEERANEXBENREHENK,
a. PERRHENENERELRKN 2o
b. EHH—R , FETHRKIBBMNTEMIRR 2L , ALEREHRFEE.
c. FABRARNALHNRRFESRE (HIMEAKER )
2. NEPRKEN —BUATRVRRBIERER | SFEEATREZ TP REIDHIRE,
a. HEHIEN AT E A £ @ITRK,
b. RFBRIERAIKIE RGNS E HERE [ TREK,
3. THRNEESLENK, ERRNBJLESRHK K BEGFE,
a. BWEME  BELFER, ERNALABIRBERE. HINLFRAZE, EHHE, 22
., TSR, MENMKAE,

b. WEME : R\ WSS BEIR, FRMALESTRBEX ., Hlwl EhefE, 22, IS, Hae
MRAZF,
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ERBHME. Hl, BALHTEREMARAFEARSTREFALE, BERORHITEMER
B, RAURERSREEZTHESEE,
4. RABFALARNPITRBRE , MEAZHETFENMEER,

5. MABHTULAERMEESD , MMERSTNBRES , HEHICRSHERAMLSFIER , FEXL
B EErNERNTR=E,

LEITXIN TEERS : 75
IR
MR RERE :

« OPS01-BP05 1F1& B 2 25

FAR A
c TE#BHE 1 RN ER | HHERE. SEARE

« =Rl

- EENRETHE

ot

* Governance in the Cloud and in the Digital Age: Parts One & Two

FAR AR -

» Podcast | Jeff Bezos | On how to make decisions

RG]

» Make informed decisions using data (The DevOps Sagas)

* Using development value stream mapping to identify constraints to DevOps outcomes

EERN

HEADH , BITFRBE T ERTBEFRLNEEER , MAATRIZER | SURERRAE A
ARBRUNCRSRAFRERANME. BIXFM , BTEBZEREK , BIUBENERNITHER
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https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_priorities_eval_threat_landscape.html
https://aws.amazon.com/executive-insights/content/how-amazon-defines-and-operationalizes-a-day-1-culture/
https://aws.amazon.com/cloudops/cloud-governance/
https://docs.aws.amazon.com/wellarchitected/latest/management-and-governance-guide/management-and-governance-cloud-environment-guide.html?did=wp_card&trk=wp_card
https://aws.amazon.com/blogs/enterprise-strategy/governance-in-the-cloud-and-in-the-digital-age-part-one/
https://www.youtube.com/watch?v=VFwCGECvq4I
https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/oa.bcl.10-make-informed-decisions-using-data.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-devops-value-stream-mapping/introduction.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-cloud-operating-model/implement-roadmap.html#organize
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https://aws.amazon.com/managed-services/
https://aws.amazon.com/partners/find/results/?keyword=Managed+Service+Provider
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FEFTRREBHEMNETENZININ A ERZIHNEE,

ERBIUXHBEIBRNBERATRENORRSE : +
KRS
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https://www.amazon.jobs/content/en/our-workplace/leadership-principles
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2
3
4,
5

. BEAEALAN SRR AT AERMEE,
AN AEEERMERSH |, L AREAE LR B b1{23 5 BURK,
EXBETREMMETRE , EPMATHEARNBEIFE LBRAESRIINAS

RAMAEIR | LFTER THRERNEARERRKE  MENERRIITH. S ERERREA
B4, RRES. TEURNS  LHRRRSGD AR B,

HERRRIBANS | 55X S RREFEORA, —BRETRERS , REFE GameDay
E% , BRAES5ARBERRIETRRE,

a BEBRHRLTE | SMEEEHHARAREL TN AR,

b. AR R INRE] , M4 BRI L X MRBATR | NERERTH.

c. i FBABL B AT S8 TS R4 4 0 TR AN S AR | 72 S BA B B B9 T2 AR R
LB A SRNWERE (ZESANRDIRNEKREREI ) .

EREBASRIUR | FRY A | LA REAERIOEER R EX AR BN,

KBTI TEER S - &

BIR
MRERESRE :

OPS01-BP06 £ B2 w4l 5 X & 1Y [E] B 114 & Fp A 7 K 3=
OPS02-BP05 #lIE H THEFEFMArE XL &

MR -

AWS Blog X E | The agile enterprise

AWS Blog X E | Measuring success : A paradox and a plan

AWS Blog X E | Letting go : Enabling autonomy in teams

Centralize or Decentralize?

MR AL

re:Invent 2023 | How to not sabotage your transformation (SEG201)

re:Invent 2021 | Amazon Builders' Library: Operational Excellence at Amazon

Centralization vs. Decentralization
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https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_priorities_eval_tradeoffs.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_ops_model_req_add_chg_exception.html
https://aws.amazon.com/blogs/enterprise-strategy/the-agile-enterprise/
https://aws.amazon.com/blogs/enterprise-strategy/measuring-success-a-paradox-and-a-plan/
https://aws.amazon.com/blogs/enterprise-strategy/letting-go-enabling-autonomy-in-teams/
https://aws.amazon.com/blogs/enterprise-strategy/centralize-or-decentralize/
https://www.youtube.com/watch?v=heLvxK5N8Aw
https://www.youtube.com/watch?v=7MrD4VSLC_w
https://youtu.be/jviFsd4hhfE?si=fjt8avVAYxA9jF01
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MR =B

 Using architectural decision records to streamline technical decision-making for a software
development project

OPS03-BP03 &t £ 1R

NS EHMEAKRA NN PEERA MK ENMTARITERGIH R , FRBNRER LBREESER
FRREMRMBEERT, IRAANN—IMER , AESNMNEEBEHED), NEERTR LR, LERE
BRERK , A LERBEASMH. AEEF2UIF EREBLD A

HEER  BNMAAFHMABERT AR LRAERNESRINASRE. ASRLUEHFEERE
ML | MR T ZELTBUE E EREMEE, FALARBHENER , HE LRETBILH,
LR THAEERALER , IHERERENEZWEEARRENZ LR, ERFLEREF , AT
FERX—BRABHEBN TR, IREBEERXRERAREITS , MR TEIANAR@IG
MXRFELR  NALAEMA TREAELRESZSASE

ERRELX

« EFRBEHMERSEWE  HTASFRARHEBSHRFERBRZNEDBMBABREE, KRB
ETHM. BERELERHBRE , RAERTIFEE , AN RHNEAREBLIULEERITE AL
BE XM

« BR—-BoEEIRN , BEBINRARFANRA R ZRAFTHIREERS. QWA T —FaiHE
ARBTHAFER , KEX—FNAREERS , BANDEREREESTFHR , AEARZHE
FHEXEFA , BRBERISEEFENTEABERNAR, EZHUFSREIZIX-K, BF
EFEAX-REUUARSEENE., SEARNTXRAREERGHNETERHXMRETN , #FRE
T8, B2t BRAZ IR,

- IFEBUCUTERFNEELZLERRERXRE—JURE , EXEITEARR B RIFUEER 28 , #1T
HLENRPHE  BREC2XlxXeERE, XSHRFNHEANBEET —F , BR T AT SLA,
TEHARTERLE ERARKTEEINEIZH , BAXLKULEELLE S8R,

B ERESKERAFR

XN FEREFBRXBRE , AW SH=EZE AR MAER. BONEIRE. KIEREXKR. HAB
HERABSEMRRES , EMEEER

EARBUXHRERKNBEATRENRRSER : &
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https://docs.aws.amazon.com/prescriptive-guidance/latest/architectural-decision-records/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/architectural-decision-records/welcome.html
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AAZNERRFHEHLEREBEMEI R —MARNCERM , MBEIRFH, FSBEHE, HER
E , UAREBNMMANSENBEEHBFING , BRIRBINLIETT,

KiES R

1. FIEALRNBER, EFMHE,
a. BRBUER, HEMRESE ZRAMER,
2. B, BIITEAR , HBFMANIND , MEETHFERENMBINSRE, M EiR,
3. MNALHWAERIA, REMME LIRRHEIK. BT LRNABRATREIEAATKRE , ERY
EMENSTBEASHNRE , MAZERREE LEMEXIS,
a. B E3RHLE ( Eb30 Andon Cord R4% ) 6
b. HIERXHWERF , M E(TET AR 0 LIR,
c. BE—RIBERENDKEXMARMETHNAR , URBMNFIEMEXAHNBRKRES.
4. EERELER , NEBREL , BEEHARKA NN TS EZHINITHTUR D RBREXE , HXTERH
a. LIRABNTHE
i TR IR RN X B M B
i. EREEY
iii. 2RI AHE
iv. ¥lMEZ K
v. REZ MM ZiAY
vi. BiH A ROE T AR B A it X
b. R LR R T, FIEBERFRIFERK R , R LIRS TR E IR 2= 86 5% 75 K A5 el B2
MR , RFMMNEERE. FIEELNNG , BERDKE TIXFERHE MW,
5. AL E B AP B V4 SUH N RIBIAE XL, RIRFEEE R mEREABITHIAE LIRE
A, BIEREFEE LR, BRI HEN S, FEIGHNXLEESMAEMRRES,
6. MEENEHEFRABE., trE. NE , URATF ERNBERBAEM A ZEIRENIHE,

KHELH RN TSRS :
=R
MR BRI -
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« OPS02-BP05 HIEM TERAM, TSI

MRH

* How do you foster a culture of continuous improvement and learning from Andon and escalation

systems?
* The Andon Cord (IT Revolution)

« AWS DevOps Guidance | Establish clear escalation paths and encourage constructive

disagreement

MM -

 Jeff Bezos on how to make decisions (& increase velocity)

» Toyota Product System: Stopping Production, a Button, and an Andon Electric Board

* Andon Cord in LEAN Manufacturing

XA

+ Working with escalation plans in Incident Manager

OPS03-BP04 7A@ & BT, EM. AI1T

DNSEARARYBEAINEREE , AHREALARAMERR, FEARIFIESAN. ASENNR
FBERTRERE , BN KIALXTAEFRME N, RiTABIE , ERAFEKEHASTE R B MBI
TRINEARR S, U MRFRZIR, MABALANSHE  NEARSHHENLQ. MAXTILERS 6
WEEND, WENRREREFRE , AR EBIARENXR, BFARNITEME. SHEEMAEYE , SUHER
BERNUR,

HEL4R  AARITIBRERNNTENALNEN, ARRSEEHE B AREMEESE,
MARMERES:, PAHABCHREINTXUREEREZLEE, BTHHEIR—MEIIHEES
&, AHEREER. EERENEASMRERELE BN THACHIEE, BEXANES , %
R AT THEmMA Sy B g T i, 4B, ASEEARRINZESERS R TEM  FEER
ABREXEEEREB/IRTRESL. ATAHBERKERY , AANKRAKILEIFHSENHRE, AFF
S b FE R E AR EB R EF BA 2 B By R R 2 o

ELRER :
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https://www.linkedin.com/advice/0/how-do-you-foster-culture-continuous-improvement-7054190310033145857
https://www.linkedin.com/advice/0/how-do-you-foster-culture-continuous-improvement-7054190310033145857
https://itrevolution.com/articles/kata/
https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/oa.bcl.5-establish-clear-escalation-paths-and-encourage-constructive-disagreement.html
https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/oa.bcl.5-establish-clear-escalation-paths-and-encourage-constructive-disagreement.html
https://www.youtube.com/watch?v=VFwCGECvq4I
https://youtu.be/TUKpxjAftnk?si=qohtCCX0q78GDzJu
https://youtu.be/HshopyQk720?si=1XJkpCSqJSpk_zE6
https://docs.aws.amazon.com/incident-manager/latest/userguide/escalation.html
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Rt , UEFMALERSHFRZR, BREEEFNX-—KBEILEERTE , AFESNASEHFX
—RBERAELE, RENNMATEE  MAFTHTEAENENARE. BEEEEERERE  HE
ALAREBINITHT R BE
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FEABFEGHARE , ARAN#FTERSE, LBEHL T —HRAGERLRE LBV B FIHRY , 7H5F
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AWS,

B B SR AL

AR FERRERE RN T ML | NSTRRBMENTY  DERESAAS REEN BE
B R A

. HERSNS , ATREARKMIT A EER B AL ARRR .

C FHTESR (BEAR. A0, FERBARGEL ) URFENKELTENEHAAFEA B
P48 SR BE T Rt ST L 5 S

. FARR AT R ERESNSELE  AHEERBFRIAE,

EARABUXIMREXERNBERTRENNBRER : &
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NI RERE , LASEMANFBZEXSSE  BENERE, QEALTXERE, ¥T
FEAERN ITIE , ERUX—MENALRL , — PR AYFAAEBER D EEEINRAT
M, AERANWALEERE NN TRESRSM | RN EILFEN ATERE X # KM= L5820
WER , B—REXEE, NRRZIFMNIEAYEA , MEERSEXNARABENAR, EEY
EAMRE B | ERERK R SEFRFEEAATNSEEHE  LEAENEEZMNEENERE.

EF

AnyCompany Retail /it T AWS Enterprise Support , F KB EME = FREFHITZEE. ZL2F

XA ChatOps TEENZEFINEEAEER . BERMNEMEEQEARERE, HHAMLM
RETHE , L FRMEARELER  MAERZSERT , BB —BETFMHTaIFRA
MER, iEDEEAARZHEFRENEXRER,
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1. BALARNEY —MOERR , ARANEALNSINERNERSEN S 3HELT .

2. BN BLREMAN , LEXNUE. BTFI MR EIFHNEED , FFEER —ZWHH , AW
TR EHERENREN T EMESR.

3. BENMALWNSHEXRATEE , BUSERE, REMITRIER—H.
4. BN ODABEARRESELANMEFASEEE , ARASEABRRARERER.

5. BMREHENS , BINE, HEAA, 2R I2W, EXNEH—XN-—NAXNEEEL , iLH
BAR A XY B © MRENV T3 B ERI T,

6. RELENT R, FRESMTE (MEAE) K UEHREREELEXITY. TEXRIITH
B, REPFENTHRENE,

7. Ripfet SRABHI TR | FIANAERIIR, @B FEB4MARER,

8. KEZMHLE , MEGENBINFAAEENREHEE THEER,

9. B R REEFAABENRR , LERZIES R BB AR E RAvIKALRT,

10X TP AWS K/ |, B AKE, Z2MNEEQEZEARRA, BERBRT , 8 M KRARBNE
BFEHFD RBEA , MARBFEN DT ABRRZ AL

1M1 HIE LIRAE @ ERAEITR , SREPERAFMSAZIBEBN (23E AWS Support MEMEE = 512418 )
TR,

1P2ESMNRETNNEBENEBSEAHA |, REAN— S MAITHERK,

13MMAERTESHITNTE , RABELE SN AMEI N,

145 FEREEHILBRENZSDHTHEN , ABENNZEEHMEAR, HITERKIENTEEER
BN -5,

150 KRB ERRENER , HNRIBR T ERNER. BIRFFIXLER , UEEFEAIT
fitiEs. MRE TER , MWRESTFMHTIFM.
a. A LA AWS Systems Manager X347 B 1R & E 1730 F M= 17 F Mt

16FIESEMAG , SUEH. THRENARNREXKFITIINSHNEY , MEAES|IEEBNIE ,
DEEYMEE, FABFHREFIRIPRFAEEITAB4 2 RIEE,
a. AWS Chatbot AT A T RIZEHRH M ALIHEE F & PHEHF,

17REAHRNERR , HPESiHMNESH, BERBR—-RENITIIAS4.
a. REFUE , AR AWS Systems Manager Change Calendar R8I ETEE O, K mEHBAK

AR R EH#HTEER , MBI REE,

18 EERABANMITRFER , THABREARSTEARAFBERNEBEEXNR, AHARKRKREX

BB, DME MR AKERIT B
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https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-update-contact-alternate.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-ssm-docs.html
https://docs.aws.amazon.com/chatbot/latest/adminguide/what-is.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-change-calendar.html
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a. BRI LT R AWS 2205, MEZERKRE X AWS REHEA,

195 RFENZELNNR . FWMABEAMERE. IARETENFHEREDENS, ERWFRKR
REMETE

a. ¥ RKERRMZRME : LFAMRKA B HAMNTEF2EBENSE, MNATUMNRIUARSH M
FIRAK AN EFPRELBMIE M TRAKBINKEXERAED, INEALRES
MEZRNABRTFHAE , URHRLESHEAMRKRAERR. BELETES K FEREMHH
WL SHNSHHFBREN S, EHARKR ZRAERMITEAABERTHREBEES , THRIT
XEFEFHERMLE,

b. REZLFFEMNHER : FIEBERNEZEER , RPALANERRANGORE, FKRNZRE
BRUBITUE , MARLELZIRENERZHzF, HAKRRALTREFENRRH
i, TEAESNSERE. EeNITEAN. AABSZ Tt , BBgEFERmIENA ,
BREEF. SEARRARITREE. EBHRMREABEACHENLKTEN , 2ER
EoEAENERNRERE (HIUNERETE. AHRAEER, BEFROAD THARIEFREINH
KB ) o

c. WMEAKARSTSE : ANRATRHLENTR , LR 2SE5IMEETHEMAXNET .
AR A B REMEEX RE , tNFEEENXIBEMFREE, XEMBFRBAVEREATUNARF
KRERNRE. WEARKRRELENEEHRE | LN TRTRES R,

BIR
HRRESSR :
« OPS03-BP01 R#tEEX#&

« OPS07-BP03 AT FMHNITERF
« OPS07-BP04 #R#&173) F At A ZE A1 &

FARHY

« AWS Blog X E | Accountability and empowerment are key to high-performing agile organizations
« AWS Executive Insights | F&F KAIFHE K MAREMERY | R LEISE

« AWS Z& &

* OpenCVE

« ¥ App in Slack to Manage Support Cases

» Manage AWS resources in your Slack channels with Amazon Q Developer in chat applications
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https://aws.amazon.com/security/security-bulletins/
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_org_culture_executive_sponsor.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_ready_to_support_use_runbooks.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_ready_to_support_use_playbooks.html
https://aws.amazon.com/blogs/enterprise-strategy/two-pizza-teams-are-just-the-start-accountability-and-empowerment-are-key-to-high-performing-agile-organizations-part-2/
https://aws.amazon.com/executive-insights/content/amazon-two-pizza-team/#Single-Threaded_Leaders
https://aws.amazon.com/security/security-bulletins
https://www.opencve.io/welcome
https://aws.amazon.com/blogs/aws/new-aws-support-app-in-slack-to-manage-support-cases/
https://aws.amazon.com/blogs/mt/manage-aws-resources-in-your-slack-channels-with-aws-chatbot/
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MRERS

- MRNMARERFTPH Amazon Q FF & &R
« AWS Systems Manager Change Calendar

« AWS Systems Manager X #4

OPS03-BP05 &tinizl i

I RFHIEERCN TR AR ELT . BANMRESRE | itHAKK A RFINBNSERE.
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o BLATMIRERIEH BIFH,
- FREIEZINN2,

FARER :

- BEZTABNE , BRESTHENNG, MFET Ul E , BREANERTUL, XLEKAHE
GRSt

« RARF-MEMMNEFTHE, REDEHERZBIMNEDH R , Rt STEE=RFEPIITH
N o

B RERENFL

- I HES BIFT.

- BEEHK , RTE RS A/ RREL R

- BLARFT —HEI L,

ERBYXMRERKNBERLTRENXRLSE : F

KRS

HENARENHFRAET. MASIHEREE  MABREFRR, £/H ABNEMhEErRIEKN
Hidl, LK R EBEDESIREHHITHE,
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https://docs.aws.amazon.com/chatbot/latest/adminguide/what-is.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-change-calendar.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-ssm-docs.html
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&P

AnyCompany Retail &F1ix%. FBAK R TABEER 20% B TIERRIKRKHF I FHER, 15
ALRIMBIFN D EIRE, AFIEEER AB MR , BEEMAF RIE#HTRIE,

1. BENMNEANGSEEERIFRE., NEMERKRALLHAR#ITHE,
2. FEIRAE R IR AT AR £ #TIHB MR, ISR 5 RIZE U T EF=HIRE,
a. WA LAEAEIME AWS Ik ReIZA TR ERKE, AWS Control Tower AJ A FREIX L
T o
3. EATIEERIEH AB MiX R £ iR FUER P R 15,
a. AWS AppConfig Feature Flags 8] 8|2 IhAEFRIC,
b. BAILAER AWS Lambda ki 755 8 B 3 A 7 A 24 Sk 33t 17 M 15 AR 1L

KT HHNTHEER . 5. NEAMKRARFHBRFENRTRARN RS EFTERERRE, TEER
B RN AREFRBEREM DRI EF A/B Ui,

R
X REREK

« OPS11-BP02 EEASEH R EEWMITOH - ABEASHHPREHINRHFMARNEEZRHE,
« OPS11-BP03 EhE R IRIAEE - R R ABHNERARETES .

FARIH -

* An Inside Look at the Amazon Culture: Experimentation, Failure, and Customer Obsession

» Best practices for creating and managing sandbox accounts in AWS

* Create a Culture of Experimentation Enabled by the Cloud

* Enabling experimentation and innovation in the cloud at SulAmérica Seguros

+ Experiment More, Fail Less

* Organizing Your AWS Environment Using Multiple Accounts - Sandbox OU

» Using AWS AppConfig Feature Flags

RS
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https://docs.aws.amazon.com/controltower/latest/userguide/what-is-control-tower.html
https://docs.aws.amazon.com/appconfig/latest/userguide/what-is-appconfig.html
https://docs.aws.amazon.com/lambda/latest/dg/configuration-versions.html
https://aws.amazon.com/blogs/industries/an-inside-look-at-the-amazon-culture-experimentation-failure-and-customer-obsession/
https://aws.amazon.com/blogs/mt/best-practices-creating-managing-sandbox-accounts-aws/
https://aws.amazon.com/blogs/enterprise-strategy/create-a-culture-of-experimentation-enabled-by-the-cloud/
https://aws.amazon.com/blogs/mt/enabling-experimentation-and-innovation-in-the-cloud-at-sulamerica-seguros/
https://aws.amazon.com/blogs/enterprise-strategy/experiment-more-fail-less/
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/sandbox-ou.html
https://aws.amazon.com/blogs/mt/using-aws-appconfig-feature-flags/
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* AWS On Air ft. Amazon CloudWatch Evidently | AWS Events
* AWS On Air San Fran Summit 2022 ft. AWS AppConfig Feature Flags integration with Jira

* AWS re:Invent 2022 - A deployment is not a release: Control your launches w/feature flags

(BOA305-R)
 Programmatically Create an AWS K~ with AWS Control Tower

« 3 AWS Organizations i EFARKEIZENZIKS AWS KT

MRRH

« AWS G E

* End-to-end Personalization 101 for E-Commerce

MXRE :

* Amazon CloudWatch Evidently
+ AWS AppConfig
+ AWS Control Tower

OPS03-BP06 S HRARK A friSMigE B C I EEL S

FRSIUERACHRERAS  UEXRAHER ; HEFSRNTENTCREREUIE  MNAIXEFEIHE
N, MRARKENERBERREABTNKZAEEF ZIFCIH . SIFHE AR R IREUAERFAT AL ALE |
AERUE RN AT 1) AT IE R AV B RE . #EATRRF , ERAIREBARBEREZRGERENAAR, £
S FEMEMRAN , FEERRBHRNE, TIRENBE>ITES,

AWS RERIR , B3 AWS A THRERF D, AWS Blog, AWS TELEARBE, AWS &3 F1 M &Y
2 M AWS Well-Architected Lab , IXERRRA THEWHARFIRNIES ., ROIMFMES.

335 (AWS re:Post, 32 b ) M AWS XHEFR BRI T HERRREBHAREEZE, HEDT X
ROERR XI5, MENERIRFE,

AWS 3 1E Amazon Builders' Library F 9 Z 7 B8 T AWS EEZFWHKESBRANES | HESL
AWS Blog # The Official AWS Podcast 7 E 7 i HttEANEE M E

AWS il FNEBFBEE BEHENRFREZITHREZY , UREASHFEHENZF I 1T,
R T R B S A ITEE S| | = —STIFRFTHE AWS H&e.
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https://www.youtube.com/watch?v=ydX7lRNKAOo
https://www.youtube.com/watch?v=miAkZPtjqHg
https://www.youtube.com/watch?v=uouw9QxVrE8
https://www.youtube.com/watch?v=uouw9QxVrE8
https://www.youtube.com/watch?v=LxxQTPdSFgw
https://www.youtube.com/watch?v=uOrq8ZUuaAQ
https://aws.amazon.com/solutions/implementations/aws-innovation-sandbox/
https://catalog.workshops.aws/personalize-101-ecommerce/en-US/labs/ab-testing
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Evidently.html
https://docs.aws.amazon.com/appconfig/latest/userguide/what-is-appconfig.html
https://docs.aws.amazon.com/controltower/latest/userguide/what-is-control-tower.html
https://aws.amazon.com/getting-started/
https://aws.amazon.com/blogs/
https://aws.amazon.com/getting-started/
https://aws.amazon.com/events/
https://aws.amazon.com/events/
https://wellarchitectedlabs.com/
https://aws.amazon.com/premiumsupport/programs/
https://repost.aws/
https://console.aws.amazon.com/support/home/
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https://youtu.be/zZPzXEBW4P8
https://youtu.be/Ub3ATriFapQ
https://catalog.workshops.aws/observability
https://aws.amazon.com/solutions/implementations/application-monitoring-with-cloudwatch
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-RUM.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-RUM.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
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{Amazon CloudWatch RUM 1E&)
{Amazon CloudWatch Synthetics &7 )

MR AL

» Optimize applications through end user insights with Amazon CloudWatch RUM
« AWS on Air ft. Real-User Monitoring for Amazon CloudWatch

MR =B

« One Observability 3 &
« &M T Amazon CloudWatch RUM Web & ixH) Git 1745 FE

» Using Amazon CloudWatch Synthetics to measure page load time
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-RUM.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://www.youtube.com/watch?v=NMaeujY9A9Y
https://www.youtube.com/watch?v=r6wFtozsiVE
https://catalog.workshops.aws/observability/en-US/intro
https://github.com/aws-observability/aws-rum-web
https://github.com/aws-samples/amazon-cloudwatch-synthetics-page-performance
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( &0 Jira 5 ServiceNow ) &£EX , X MBRREFEEREITHHETIRAEHNHE,
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OPS04-BP04 & HE 1k i BHE N 69


https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Network-Monitoring-Sections.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-InternetMonitor.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/what-is-network-monitor.html
https://aws.amazon.com/premiumsupport/technology/aws-health/
https://docs.aws.amazon.com/notifications/latest/userguide/what-is-service.html
https://docs.aws.amazon.com/health/latest/ug/user-notifications.html
https://docs.aws.amazon.com/health/latest/ug/user-notifications.html
https://docs.aws.amazon.com/health/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/health/latest/ug/cloudwatch-events-health.html
https://docs.aws.amazon.com/smc/latest/ag/cloud-sys-health.html
https://docs.aws.amazon.com/smc/latest/ag/sn-aws-health.html
https://docs.aws.amazon.com/health/latest/ug/aggregate-events.html
https://aws.amazon.com/xray/
https://aws.amazon.com/devops-guru/
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«  {Amazon Personal Health Dashboard User Guide)

«  {AWS Internet Monitor User Guide)
+ AWS X-Ray FA A RIS
«  {AWS DevOps Guru User Guide)

RS

 Visibility into how internet issues impact app performance

* Introduction to Amazon DevOps Guru

* Manage resource lifecycle events at scale with AWS Health

FRTA -

* AWS Health Aware

» Using Tag-Based Filtering to Manage AWS Health Monitoring and Alerting at Scale
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https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_observability_identify_kpis.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_observability_application_telemetry.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_observability_customer_telemetry.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_observability_dist_trace.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_workload_observability_create_alerts.html
https://docs.aws.amazon.com/health/latest/ug/what-is-aws-health.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-InternetMonitor.html
https://docs.aws.amazon.com/xray/latest/devguide/aws-xray.html
https://docs.aws.amazon.com/devops-guru/latest/userguide/welcome.html
https://www.youtube.com/watch?v=Kuc_SG_aBgQ
https://www.youtube.com/watch?v=2uA8q-8mTZY
https://www.youtube.com/watch?v=VoLLNL5j9NA
https://github.com/aws-samples/aws-health-aware/
https://aws.amazon.com/blogs/mt/using-tag-based-filtering-to-manage-health-monitoring-and-alerting-at-scale/
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https://aws.amazon.com/xray/
https://aws.amazon.com/lambda/
https://aws.amazon.com/ec2/
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TERERE,

5. £ Amazon DevOps Guru : DevOps Guru fEF3R B X-Ray, CloudWatch, AWS Config 1 AWS
CloudTrail FYE#ER B SZATITRI L

6. PATIREFHE  EHFEREHE , RAITEENNARFHENER, RERRI.

7. RBER : # CloudWatch PEEH XN FERNFIER I AT KAER , M ESNHERFZ,

8. FLEUUH : EARMBBRRS Y , EFFMRERER , LUERBRMEEREES.
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« (AWS X-Ray F R A RIEF)
« {Amazon CloudWatch X2 f " {558 )
+  {Amazon DevOps Guru User Guide)
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+ Use AWS X-Ray Insights
* AWS on Air ft. Observability: Amazon CloudWatch and AWS X-Ray

FERRHI

* Instrumenting your application for AWS X-Ray
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-RUM.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Install-CloudWatch-Agent.html
https://aws.amazon.com/devops-guru/
https://aws.amazon.com/cloudwatch/
https://docs.aws.amazon.com/xray/latest/devguide/aws-xray.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Install-CloudWatch-Agent.html
https://docs.aws.amazon.com/devops-guru/latest/userguide/welcome.html
https://www.youtube.com/watch?v=tl8OWHl6jxw
https://www.youtube.com/watch?v=qBDBnPkZ-KI
https://aws.amazon.com/xray/latest/devguide/xray-instrumenting-your-app.html
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https://aws.amazon.com/devops/source-control/git/
https://aws.amazon.com/devops/source-control/
https://aws.amazon.com/cloudformation/
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* AWS re:lnvent 2023 - How Lockheed Martin builds software faster, powered by DevSecOps

« AWS re:lnvent 2023 - How GitHub operationalizes Al for team collaboration and productivity
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https://www.youtube.com/watch?v=Q1OSyxYkl5w
https://www.youtube.com/watch?v=cOVvGaiusOI
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https://pipelines.devops.aws.dev/
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/what-is.html
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b. £ Amazon CodeGuru Reviewer XX B AR FREBEBEERME,
c. fEA AWS CodeBuild X &k #3430 1704 o
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Accelerate your Software Development Lifecycle with Amazon Q

Amazon Q Developer, now generally available, includes previews of new capabilities to reimagine
developer experience

The Ultimate Cheat Sheet for Using Amazon Q Developer in Your IDE

Shift-Left Workload, leveraging Al for Test Creation
Amazon Q FF & A 5 B0

10 ways to build applications faster with Amazon CodeWhisperer

Looking beyond code coverage with Amazon CodeWhisperer

Best Practices for Prompt Engineering with Amazon CodeWhisperer

Automated AWS CloudFormation Testing Pipeline with TaskCat and CodePipeline

Building end-to-end AWS DevSecOps CI/CD pipeline with open source SCA, SAST, and DAST
tools

Getting started with testing serverless applications

My CI/CD pipeline is my release captain
(EAWS EEIHEERMBERINEED)

XA
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https://docs.aws.amazon.com/codeguru/latest/reviewer-ug/welcome.html
https://docs.aws.amazon.com/codebuild/latest/userguide/welcome.html
https://docs.aws.amazon.com/codepipeline/latest/userguide/welcome.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_dev_integ_version_control.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_dev_integ_share_design_stds.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_dev_integ_code_quality.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_dev_integ_auto_integ_deploy.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/best-practices-cdk-typescript-iac/development-best-practices.html
https://aws.amazon.com/blogs/devops/accelerate-your-software-development-lifecycle-with-amazon-q/
https://aws.amazon.com/blogs/aws/amazon-q-developer-now-generally-available-includes-new-capabilities-to-reimagine-developer-experience/
https://aws.amazon.com/blogs/aws/amazon-q-developer-now-generally-available-includes-new-capabilities-to-reimagine-developer-experience/
https://community.aws/content/2eYoqeFRqaVnk900emsknDfzhfW/the-ultimate-cheat-sheet-for-using-amazon-q-developer-in-your-ide
https://community.aws/content/2gBZtC94gPzaCQRnt4P0rIYWuBx/shift-left-workload-leveraging-ai-for-test-creation
https://aws.amazon.com/developer/generative-ai/amazon-q/
https://aws.amazon.com/blogs/devops/10-ways-to-build-applications-faster-with-amazon-codewhisperer/
https://aws.amazon.com/blogs/devops/looking-beyond-code-coverage-with-amazon-codewhisperer/
https://aws.amazon.com/blogs/devops/best-practices-for-prompt-engineering-with-amazon-codewhisperer/
https://aws.amazon.com/blogs/devops/automated-cloudformation-testing-pipeline-with-taskcat-and-codepipeline/
https://aws.amazon.com/blogs/devops/building-end-to-end-aws-devsecops-ci-cd-pipeline-with-open-source-sca-sast-and-dast-tools/
https://aws.amazon.com/blogs/devops/building-end-to-end-aws-devsecops-ci-cd-pipeline-with-open-source-sca-sast-and-dast-tools/
https://aws.amazon.com/blogs/compute/getting-started-with-testing-serverless-applications/
https://aws.amazon.com/builders-library/cicd-pipeline/
https://docs.aws.amazon.com/whitepapers/latest/practicing-continuous-integration-continuous-delivery/welcome.html
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* Implement an API with Amazon Q Developer Agent for Software Development

+ Installing, Configuring, & Using Amazon Q Developer with JetBrains IDEs (How-to)

» Mastering the art of Amazon CodeWhisperer - YouTube playlist

+ AWS re:Invent 2020: Testable infrastructure: Integration testing on AWS
« AWS Summit ANZ 2021 - Driving a test-first strategy with CDK and test driven development
» Testing Your Infrastructure as Code with AWS CDK

FMXEIR

+ AWS Deployment Pipeline Reference Architecture - Application
» AWS Kubernetes DevSecOps &i&

* Run unit tests for a Node.js application from GitHub by using AWS CodeBuild

» Use Serverspec for test-driven development of infrastructure code

MRERS :
+ Amazon Q FF & &R

* Amazon CodeGuru Reviewer
 AWS CodeBuild
* AWS CodePipeline

OPS05-BP03 FRABLETE RS

ERAREBEEERERIUNRSREEER, XERSGALURL FHIRSENER , ARDHEE RN
THEE,

BAREEEREEVRILAFNMREERE XLEETMITERFNEGABAXRE . ISHEEEED
MILANREE  XEEERRNERFPRNTEIIMIT2RERL. Hia, ALREREDR , BIE
BB WRBERBRNIIGE , REERNASHREHRAER AT FARERRD.

BENEEAE -—BHVRETHE, NZEAEHLREDRRSRERERENXENEREE, X
ERHERENELNBFEABNEERE , NMBRESMIEPBLN—NARAN, BEEERNEY
PFENEREFRFHITENR , AN , NMETHRAEZSH., NARFEEMIRY TNARERFM
EMiEAEHETER, XAUXAESNHRREPRIT -BNHE. BEERFT2SHEERENBEN
AERF,
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https://www.youtube.com/watch?v=U4XEvJUvff4
https://www.youtube.com/watch?v=-iQfIhTA4J0
https://www.youtube.com/playlist?list=PLDqi6CuDzubxzL-yIqgQb9UbbceYdKhpK
https://www.youtube.com/watch?v=KJC380Juo2w
https://www.youtube.com/watch?v=1R7G_wcyd3s
https://www.youtube.com/watch?v=fWtuwGSoSOU
https://pipelines.devops.aws.dev/application-pipeline/index.html
https://github.com/aws-samples/devsecops-cicd-containers
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/run-unit-tests-for-a-node-js-application-from-github-by-using-aws-codebuild.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/use-serverspec-for-test-driven-development-of-infrastructure-code.html
https://aws.amazon.com/q/developer/
https://docs.aws.amazon.com/codeguru/latest/reviewer-ug/welcome.html
https://docs.aws.amazon.com/codebuild/latest/userguide/welcome.html
https://docs.aws.amazon.com/codepipeline/latest/userguide/welcome.html
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HELER  AMMENBEER. FERX (CIUCD ) BEMN—Ho#HTERE. RIENHE, BdkEk
RIFFRERESIER, X L& KBRE D3 &% A P B P~ B EARE,

ERNRES :

s FHEHREBNSHIEDH Web RFHBEE , BTEFHEIR , FZRESB[EBREMN,

s FHEHFNARFRSSEXRFIEFTERRBRKNE, TERIEST , MREEF—BESHENTH
KE,

c BEAEHTZEA , Web BREBREBLZETR, MBFAHANEHRTTHLEER , MEERTARENE
X]iBPERZ , SRS EZER,

« RELRWIEENEE ClI/CD FiAF R EHIEF AR, LA/ M A0S E5 A EEE MR
%o

BYWREKENTL  RAREEEREAUURLEIARNERITRIRN THEE , R AR EFHE
FSBERNME, BREEERSGNEE, SAMNEEEREMRTRE.
EARBURXMRERERNBERTRENKRER : F

ENii=ESs

BEEERSATRENIENNARFNMRIEENESR, BEEERGEEATRL FHRESHH
Hix , IEEERXTESEAHH , R ITEE.

£ AWS L, AT AWS Config FrE&R 525 K = F XIE M AWS BREE. XEBTRFAERER
FiE%k , THREEFER MM ME TR , HEMA AWS Config #LI F1 AWS Config & SREMR
B HENEREN EHITHEE,

X F7E Amazon EC2 =4, AWS Lambda, &28. BaINARFN loT 8% LZTHNARFFHG)
AEE , ATLAER AWS AppConfig EEREFRFNEFTEE, Wik, ZPEBMUEE,

KiES R

1. BERBERT A
a. LBERATATHEMENE, BEIBEEER.

2. BEBRBIAMATRAAKR.
a. BEWIR ¥ CI/ICD EEANHBXWHNAMANARFNMERE.
b. AARMNRRBTIER IR E, RIENBHIZNAR,
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https://docs.aws.amazon.com/config/latest/developerguide/WhatIsConfig.html
https://docs.aws.amazon.com/config/latest/developerguide/aggregate-data.html
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/config/latest/developerguide/conformance-packs.html
https://docs.aws.amazon.com/appconfig/latest/userguide/what-is-appconfig.html
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3. REUWFSERNXMNEE , 2REEEETER,

4. ZERERAMNBE  SINATEAREERNESLERE , UERTRAIHIREENFIE,

5. FECEEEEME CI/ICD EEH,

6. WIEHENFIAE R

R

MRRERE :

OPS06-BPO1 &34 7~ Bk 2 #Y 38 ok il & it %)
OPS06-BP02 Ml iX &3 &

OPS06-BP03 XA Z £ B KM
OPS06-BP04 B zh izt F1 B3R

FAR A

+ AWS Control Tower

« AWS BRXhniEzs

+ AWS Config

« ff A2 AWS Config ?

+ AWS AppConfig

+ 42 AWS CloudFormation ?
s AWSHRARTE

* AWS CodeBuild

* AWS CodePipeline

+ AWS CodeDeploy

FAR AR -

* AWS re:Invent 2022 - Proactive governance and compliance for AWS workloads

* AWS re:Invent 2020: Achieve compliance as code using AWS Config

* Manage and Deploy Application Configurations with AWS AppConfig
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https://docs.aws.amazon.com/controltower/latest/userguide/what-is-control-tower.html
https://aws.amazon.com/solutions/implementations/landing-zone-accelerator-on-aws/
https://aws.amazon.com/config/
https://docs.aws.amazon.com/config/latest/developerguide/WhatIsConfig.html
https://docs.aws.amazon.com/appconfig/latest/userguide/what-is-appconfig.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/Welcome.html
https://aws.amazon.com/products/developer-tools/
https://aws.amazon.com/codebuild/
https://aws.amazon.com/codepipeline/
https://aws.amazon.com/codedeploy/
https://youtu.be/PpUnH9Y52X0?si=82wff87KHXcc6nbT
https://youtu.be/m8vTwvbzOfw?si=my4DP0FLq1zwKjho
https://youtu.be/ztIxMY3IIu0?si=ovYGsxWOBysyQrg0
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£AWS | A BAER AWS FRARTE (Hla0 AWS CodeBuild, AWS CodePipeline 1 AWS
CodeDeploy ) ¥iRS , RUMEFEEMK/IHETE (CI/ICD) EE,

HEER  HENMEEERAXBALANTRER/FERN (CIICD ) RS, ZREGRHERA EBE
BEIHTZEEENRE.

ERRERX
- EFRRGLRFEARBE , FURTXHEFRREFREF , BEXERD. FHBAEXHETRXE
& 9 R D R TR B

« ROEFRHIEHHET ERMBERNNARS  AFABERRELE (QA) . HTROBEHR
L ERARIRERE.

- EfjR @I KRENE D, AAEFRKRRRFIWET NARRF , 2EHEBHIE. 28—,
EEREEXFRIHENARFNS R,

o MATAFRAGZAN R, 7R TETR-ANFERREN AR , ARTHREAENERNR |
REHATHREN . AR ETELUIRZHMERR , R STEHRFTRHNEH,

B MHRESKERNFAL - SIEMNGREREEINHENTE, X5, TURINITEEESHNIHE
B, LHAABHERTETSMENCIEEES SRS FIRFSBEEIR.

EARABURXMRERERNBERTRENKRER : F
KHEE S
HENFEEERGATRENXEZE , BOFIRBESBNER , ARDLRLBERENTEE,

RERNBEEETEAIME  NMBIEAZHE, Nid, FENRIEDBISEN. XTNEEEEN
|, BRERA , IMEMEMFITER , B THEEHBRDE

OPS05-BP04 £ AR M BEE RS 80


https://aws.amazon.com/products/developer-tools/
https://aws.amazon.com/codebuild/
https://aws.amazon.com/codepipeline/
https://aws.amazon.com/codedeploy/
https://aws.amazon.com/codedeploy/
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AWS CodePipeline

& &

BB/ At

AWS Cloud9 AWS AWS AWS CodeBuild AWS AWS Amazon  Amazon

Aws TAf i CodeCommit CodeArtifact : CodeDeploy i X-Ray CloudWatch DevOps
AWS FATHS . Guru

® T m e ¢

Amazon ECR  Amazon
i # Amazon ECR CodeGuru
Public

i AWS Amazon Amazon
* Config Managed Managed
Grafana  Service for

Prometheus

AWS Cloud Development Kit AWS Serverless
) = . [\5 (AWS CDK). i&FF Kubernetes At
i) Ei-b AWS CloudFormation B0 AWS CDK. SBRIF Terraform 69 y .8{:“32\:5;:;? Model
AWS CDK

R T A AWS CodePipeline M xRS H CI/ICD &

1. EARAEGERERFEMERR (Hlasry, RRBMZHEXHE) .
2. £ CodeBuild k4w iF RN , STETME , FERAIHIBFH4F,

3. £ CodeDeploy A ERS , AN Bz HNAERFEBEE] Amazon EC2 3K, AibKHl, TR
%25 AWS Lambda B# s, Amazon ECS,

4. BEHE,

R
MR RERE :

« OPS06-BP04 HzhMix AR

FARIH -

« AWSHAARIE
o 42 AWS CodeBuild ?
« AWS CodeBuild
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https://aws.amazon.com/ec2/
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://aws.amazon.com/ecs/
https://aws.amazon.com/products/developer-tools/
https://docs.aws.amazon.com/codebuild/latest/userguide/welcome.html
https://aws.amazon.com/codebuild/
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« T4 =2 AWS CodeDeploy ?

MR AL

« AWS re:lnvent 2022 - AWS Well-Architected best practices for DevOps on AWS

OPS05-BP05 #1T4#N T B

WATH T EEERIIEE, BRABHRFLEESHAME, STEHITER , BOFHRESHNE
=, HITT R, ARDENTEE,

#THRRAEERSLEXREREDN -,

RFREATAENEMREAELRIENEARY
RAETEE TR, MRZLFERAIT , BRAREHT

E4ho

AWS Health EEXITRINEGEARE4URAEEEE AWS = FIRETHRR M E RIS B HHR
REBKF. BN ZAERFHTHERMMMTHNESR. HHMNEREREREHELRNANAKR
o

Amazon EC2 Image Builder 2t T EFHBZRENEE, ENITEEN -5 , TAERER AMI
MG EE ML D 2RI G (AMI ) A Docker UG E B AR , T AWS Lambda =#EA
T BHE ST M EtENER AR ERFE,

RifEF Amazon EC2 Image Builder E¥5& M T Linux 2 Windows Server BRI L ) i#h 4125 AR {5
(AMI) WEH, AIBAEE A Amazon Elastic Container Registry ( Amazon ECR ) MMl B EEXRE
B Amazon ECS B Amazon EKS &, Lambda BEMAEE I,

ERBEEZREHERNHNERT , FRNEFRGEHITEMEE, RETZHEERLEHR
B, FRZNART . £ AWS £ |, AJBUER AWS Systems Manager Patch Manager B3I TR IEE
REWIEXNTTE |, HE Systems Manager 43 B4 ER L2 HEE B o

HIELER : AMI MIRBRREZZEF, L THEIRS |, R TGS, AILRERA S HEREAR
D, ATENTEAM, TUBRELIPRS , AFERBRBZEAEER.

ERNRER

- BEIES  FEEFRNMEANAFREFINZEMWT  BEETHRARFEHTIRE , SBTZRX
o

« REZFRWNTHERS|IRBNER  IRENARAS 2K A H PR IRRERT R THERR.
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https://docs.aws.amazon.com/codedeploy/latest/userguide/welcome.html
https://youtu.be/hfXokRAyorA
https://aws.amazon.com/premiumsupport/technology/aws-health/
https://aws.amazon.com/image-builder/
https://docs.aws.amazon.com/imagebuilder/latest/userguide/start-build-image-pipeline.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/start-build-image-pipeline.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AMIs.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/start-build-container-pipeline.html
https://docs.aws.amazon.com/lambda/latest/dg/runtimes-custom.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AMIs.html
https://aws.amazon.com/image-builder/
https://aws.amazon.com/image-builder/
https://docs.aws.amazon.com/AmazonECR/latest/userguide/what-is-ecr.html
https://docs.aws.amazon.com/lambda/latest/dg/configuration-versions.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-patch.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-maintenance.html
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o EARBIMNFAERS ENIBEEARG. BRRAHEASHNERRE , BNEHERBRNIZRA
REXE B4R LRBERIBWT TRIRGHEL.

- BEANMBRERIERS THAAT , NERRTTERDHE . RERWNTHRENAREFEEER
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- BRFEH , SHFETERE , FEEREE A MEFETFINMBIRRITHT,
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BYMRERENTL BRI T EERRE , BREMIUEAREREF D RINTRITTE |, ATSL#
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8 , HELFIHRESBHHEIR,
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KHES TR

*tF Amazon EC2 Image Builder :

1. £/ Amazon EC2 Image Builder , IEEEEIFAEE :
a. SIEMBEEEH NHD
b. BN EEITXIF BT X
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c. NERWHHEEHMA
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d. R EAR G

e. ANINFAEA M A E B FREM R
%k - ENERIR R E

ik - EXBEIRE,

EERE,

EHRERR K REAREBREEM.

o o &~ Ww

¥ F Systems Manager Patch Manager :

1. BT &

2. BB T BRESTE,

3. ERAMMREMBH,
IR

MR RERE :

« OPS06-BP04 Bzl i [ER

FAR A

+ What is Amazon EC2 Image Builder

» Create an image pipeline using the Amazon EC2 Image Builder

» Create a container image pipeline

*+ AWS Systems Manager Patch Manager
 {#M Patch Manager

- EATEAMRE

« AWS AFRARTE

RS

» CI/CD for Serverless Applications on AWS

* Design with Ops in Mind
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https://docs.aws.amazon.com/imagebuilder/latest/userguide/what-is-image-builder.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/start-build-image-pipeline.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/start-build-container-pipeline.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-patch.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/patch-manager-console.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/patch-manager-compliance-reports.html
https://aws.amazon.com/products/developer-tools
https://www.youtube.com/watch?v=tEpx5VaW4WE
https://youtu.be/uh19jfW7hw4
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MR RB
« AWS Systems Manager Patch Manager 2%
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&R

AnyCompany Retail i B AR ESIR R4 EEN A BINERYE, WARBEEERNESAEFE
HEREY, RAXEHAEIRENERTUMNNESAENGERZ 5, MIITUAERITRENER LR
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https://docs.aws.amazon.com/systems-manager/latest/userguide/patch-manager-tutorials.html
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a. AWS Service Catalog JAFEAEMRENRKBAURRKRRITIFVEN=RAES. TUETREK
FRIAZEFRAS,

2. BEEMBRESEBRNAE | HIE - SRR ITRERETRR,
3. MAREHFHATIRITINE , MBFE—NARBERBERER, EHNHAR.

KRN THEER : . FE-NRERGUBNAZRITRE , ATUERNMEANFSHERTH
THRSEE.
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MR EXREK
+ OPS01-BPO3 it A ER - SAE ERQF MR TR,

+ OPS01-BP04 iHEEMMEER - ERIZBIRITIFER | EAMR—TIEXEENHR A,
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B SKHEIR TTARERIALE

« OPS11-BP01 REFLSUHME - EMRIHTERFESHN —H 0.
« OPS11-BP04 HUTHIAEE - FAREEXRISEF , EFMAZRITIRE.

FARH -

Automate AWS Backups with AWS Service Catalog

AWS Service Catalog Account Factory-Enhanced

How Expedia Group built Database as a Service (DBaaS) offering using AWS Service Catalog

Maintain visibility over the use of cloud architecture patterns

Simplify sharing your AWS Service Catalog portfolios in an AWS Organizations setup

XA

* AWS Service Catalog — Getting Started

* AWS re:Invent 2020: Manage your AWS Service Catalog portfolios like an expert

FRRHI
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https://docs.aws.amazon.com/servicecatalog/latest/adminguide/introduction.html
https://aws.amazon.com/blogs/mt/automate-aws-backups-with-aws-service-catalog/
https://aws.amazon.com/blogs/mt/aws-service-catalog-account-factory-enhanced/
https://aws.amazon.com/blogs/mt/how-expedia-group-built-database-as-a-service-dbaas-offering-using-aws-service-catalog/
https://aws.amazon.com/blogs/architecture/maintain-visibility-over-the-use-of-cloud-architecture-patterns/
https://aws.amazon.com/blogs/mt/simplify-sharing-your-aws-service-catalog-portfolios-in-an-aws-organizations-setup/
https://www.youtube.com/watch?v=A9kKy6WhqVA
https://www.youtube.com/watch?v=lVfXkWHAtR8
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» AWS Service Catalog Reference Architecture
« AWS Service Catalog # 3 &

MRS :

 AWS Service Catalog
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https://github.com/aws-samples/aws-service-catalog-reference-architectures
https://catalog.us-east-1.prod.workshops.aws/workshops/d40750d7-a330-49be-9945-cde864610de9/en-US
https://docs.aws.amazon.com/servicecatalog/latest/adminguide/introduction.html
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» Accelerate your Software Development Lifecycle with Amazon Q

* Amazon Q Developer, now generally available, includes previews of new capabilities to reimagine

developer experience

* The Ultimate Cheat Sheet for Using Amazon Q Developer in Your IDE

+ Shift-Left Workload, leveraging Al for Test Creation
« Amazon Q FFRA G D

* 10 ways to build applications faster with Amazon CodeWhisperer

* Looking beyond code coverage with Amazon CodeWhisperer

» Best Practices for Prompt Engineering with Amazon CodeWhisperer

{Agile Software Guide)
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https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/what-is.html
https://docs.aws.amazon.com/codeguru/latest/reviewer-ug/welcome.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_dev_integ_test_val_chg.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_dev_integ_share_design_stds.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/best-practices-cdk-typescript-iac/development-best-practices.html
https://aws.amazon.com/blogs/devops/accelerate-your-software-development-lifecycle-with-amazon-q/
https://aws.amazon.com/blogs/aws/amazon-q-developer-now-generally-available-includes-new-capabilities-to-reimagine-developer-experience/
https://aws.amazon.com/blogs/aws/amazon-q-developer-now-generally-available-includes-new-capabilities-to-reimagine-developer-experience/
https://community.aws/content/2eYoqeFRqaVnk900emsknDfzhfW/the-ultimate-cheat-sheet-for-using-amazon-q-developer-in-your-ide
https://community.aws/content/2gBZtC94gPzaCQRnt4P0rIYWuBx/shift-left-workload-leveraging-ai-for-test-creation
https://aws.amazon.com/developer/generative-ai/amazon-q/
https://aws.amazon.com/blogs/devops/10-ways-to-build-applications-faster-with-amazon-codewhisperer/
https://aws.amazon.com/blogs/devops/looking-beyond-code-coverage-with-amazon-codewhisperer/
https://aws.amazon.com/blogs/devops/best-practices-for-prompt-engineering-with-amazon-codewhisperer/
https://martinfowler.com/agile.html
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* My CI/CD pipeline is my release captain

* Automate code reviews with Amazon CodeGuru Reviewer
o EAMNRIRBEFF & FHE

* How DevFactory builds better applications with Amazon CodeGuru

* On Pair Programming

* RENGA Inc. automates code reviews with Amazon CodeGuru

* The Art of Agile Development: Test-Driven Development

* Why code reviews matter (and actually save time!)

RS

Implement an API with Amazon Q Developer Agent for Software Development

Installing, Configuring, & Using Amazon Q Developer with JetBrains IDEs (How-to)

Mastering the art of Amazon CodeWhisperer - YouTube playlist

AWS re:Invent 2020: Continuous improvement of code quality with Amazon CodeGuru

AWS Summit ANZ 2021 - Driving a test-first strategy with CDK and test driven development

MERERS :
+ Amazon Q FF X &I

* Amazon CodeGuru Reviewer

* Amazon CodeGuru Profiler
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https://aws.amazon.com/builders-library/cicd-pipeline/
https://aws.amazon.com/blogs/devops/automate-code-reviews-with-amazon-codeguru-reviewer/
https://docs.aws.amazon.com/prescriptive-guidance/latest/best-practices-cdk-typescript-iac/development-best-practices.html
https://aws.amazon.com/blogs/machine-learning/how-devfactory-builds-better-applications-with-amazon-codeguru/
https://martinfowler.com/articles/on-pair-programming.html
https://aws.amazon.com/blogs/machine-learning/renga-inc-automates-code-reviews-with-amazon-codeguru/
http://www.jamesshore.com/v2/books/aoad1/test_driven_development
https://www.atlassian.com/agile/software-development/code-reviews
https://www.youtube.com/watch?v=U4XEvJUvff4
https://www.youtube.com/watch?v=-iQfIhTA4J0
https://www.youtube.com/playlist?list=PLDqi6CuDzubxzL-yIqgQb9UbbceYdKhpK
https://www.youtube.com/watch?v=iX1i35H1OVw
https://www.youtube.com/watch?v=1R7G_wcyd3s
https://aws.amazon.com/q/developer/
https://docs.aws.amazon.com/codeguru/latest/reviewer-ug/welcome.html
https://docs.aws.amazon.com/codeguru/latest/profiler-ug/what-is-codeguru-profiler.html
https://aws.amazon.com/controltower/
https://aws.amazon.com/iam/identity-center/
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
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WEENBRER , RFBEXXNIIEE, AWS KA RS RRH1EHE AWS Control Tower B
B E YR ( CfCT ) A AWS Control Tower Account Factory for Terraform (AFT).
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« BEEREFRBREFRITHALR , Z—NUFRAARERENRBER,

« WHEFRHFRFTFNLREEHSBETERBHARS M6,

« WEFRERTRENS , SBAFEF.

c EFRRETFERR  SEREEX. BEFHES  ZRENVESBEEZROSFM4 | SUER
BEETCRIMAREN , ABLTERRE, ATHLEENRBEBERERESE , EHOERIERE |
SBRAPTEERNAER.

« BERBITZHEPRS  TEXBEPNTARENER,

« BHRATERHATUNS , EEFTEN RN , BEEFHRRHHIT,

« BANRBE-ENEEMLERERRFNEAEEENEE,
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://aws.amazon.com/solutions/implementations/customizations-for-aws-control-tower/
https://aws.amazon.com/solutions/implementations/customizations-for-aws-control-tower/
https://docs.aws.amazon.com/controltower/latest/userguide/aft-overview.html
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PAASRE, FAFMNRMEMEF LIMHIRE, EHEBRT , Bl EIME AWS Organizations 38
o

R
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- AWS HIlEESE
. +4AR AWS CloudFormation ?

* Organizing Your AWS Environment Using Multiple Accounts - Multiple organizations - Test

changes to your overall AWS environment

 AWS Control Tower Guide
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https://aws.amazon.com/solutions/implementations/instance-scheduler-on-aws/
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/Welcome.html
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/multiple-organizations.html#test-changes-to-your-overall-aws-environment
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/multiple-organizations.html#test-changes-to-your-overall-aws-environment
https://catalog.workshops.aws/control-tower
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Microservices - Observability
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FERAREFRRER AWS Resource Groups , B —BWRICKBENATHKE , RRAR. Hi2®R ,
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https://docs.aws.amazon.com/whitepapers/latest/microservices-on-aws/microservices-on-aws.html
https://docs.aws.amazon.com/whitepapers/latest/microservices-on-aws/observability.html
https://docs.aws.amazon.com/general/latest/gr/aws_tagging.html
https://docs.aws.amazon.com/ARG/latest/APIReference/Welcome.html
https://aws.amazon.com/answers/account-management/aws-tagging-strategies/
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. fF 48 AWS CodeBuild ?
« {42 AWS CodeDeploy ?
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* AWS re:lnvent 2022 - AWS Well-Architected best practices for DevOps on AWS
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https://docs.aws.amazon.com/codebuild/latest/userguide/welcome.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/welcome.html
https://youtu.be/hfXokRAyorA
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https://aws.amazon.com/builders-library/ensuring-rollback-safety-during-deployments/
https://docs.aws.amazon.com/whitepapers/latest/change-management-in-the-cloud/change-management-in-the-cloud.html
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https://aws.amazon.com/builders-library/amazon-approach-to-high-availability-deployment/
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-stack-drift.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-updating-stacks-changesets.html
https://docs.aws.amazon.com/codepipeline/latest/userguide/approvals.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/application-specification-files.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/integrations-aws.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/integrations-partners.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/integrations-partners.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/monitoring.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/troubleshooting.html
https://aws.amazon.com/builders-library/automating-safe-hands-off-deployments/#Test_deployments_in_pre-production_environments
https://docs.aws.amazon.com/whitepapers/latest/practicing-continuous-integration-continuous-delivery/testing-stages-in-continuous-integration-and-continuous-delivery.html

HHEERR AWS Well-Architected 128

» The Story of Apollo - Amazon's Deployment Engine

» How to test and debug AWS CodeDeploy locally before you ship your code

* Integrating Network Connectivity Testing with Infrastructure Deployment

MR AL

 re:Invent 2020 | Testing software and systems at Amazon

MR =B

» Tutorial | Deploy and Amazon ECS service with a validation test
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https://www.allthingsdistributed.com/2014/11/apollo-amazon-deployment-engine.html
https://aws.amazon.com/blogs/devops/how-to-test-and-debug-aws-codedeploy-locally-before-you-ship-your-code/
https://aws.amazon.com/blogs/networking-and-content-delivery/integrating-network-connectivity-testing-with-infrastructure-deployment/
https://www.youtube.com/watch?v=o1sc3cK9bMU
https://docs.aws.amazon.com/codedeploy/latest/userguide/tutorial-ecs-deployment-with-hooks.html
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1. ERFHITERBEERAZESRAE , BHETRRNRAFBESRFI,

2. 5 AWS CodeDeploy £ Hz{t BB RS, AWS CodeDeploy Z8Ei%INEIE EC2/A i it ZPB K
EC2/A& b5 4 E8E. AWS Lambda F Amazon ECS ( Z B H N TERER ) .

a. EEANERT , & AWS CodeDeploy 5E At AWS BREERK , 304F AWS CodeDeploy 5&4E
RN~ BARSEK .
3. X Amazon Aurora F Amazon RDS Z KK IEE M R IE/ZEE,
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https://docs.aws.amazon.com/codedeploy/latest/userguide/welcome.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/deployment-steps.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/integrations-aws.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/integrations-partners.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/integrations-partners.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/blue-green-deployments.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/blue-green-deployments.html
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4. £ Amazon CloudWatch, AWS CloudTrail 1 Amazon Simple Notification Service ( Amazon
SNS ) BiEHE,

5 WITEHEEMN BN |, FEDEENR, TR, @AM, FERNR AR EA RN,
6. P IA) B EE MR

SEHEITRIN TEEHRE : F

BIR

MXERERE :

« OPS05-BP02 izt 373 iF & ok
« OPS05-BP09 S &t 17 a] i Y /N AE E
« OPS05-BP10 £ Bai{t ERMEE

FARH -

« AWS Builders Library | BEZIEIM TR TN ZEIE | £7-H2

« AWS Builders Library | My CI/CD pipeline is my release captain | Safe, automatic production
releases

« AWS B | £ AWS LI BEERNEFERN | HBELE
« AWS CodeDeploy P #5R)

* Working with deployment configurations in AWS CodeDeploy
+ RiE AP| Gateway € Z &£ RAZE

* Amazon ECS Deployment Types

» Fully Managed Blue/Green Deployments in Amazon Aurora and Amazon RDS

* Blue/Green deployments with AWS Elastic Beanstalk

MM

» re:Invent 2020 | Hands-off: Automating continuous delivery pipelines at Amazon

* re:lnvent 2019 | Amazon's Approach to high-availability deployment

HRTA -
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https://docs.aws.amazon.com/codedeploy/latest/userguide/monitoring.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/troubleshooting.html
https://aws.amazon.com/builders-library/automating-safe-hands-off-deployments/?did=ba_card&trk=ba_card#Production_deployments
https://aws.amazon.com//builders-library/cicd-pipeline/#Safe.2C_automatic_production_releases
https://aws.amazon.com//builders-library/cicd-pipeline/#Safe.2C_automatic_production_releases
https://docs.aws.amazon.com/whitepapers/latest/practicing-continuous-integration-continuous-delivery/deployment-methods.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/welcome.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/deployment-configurations.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/canary-release.html
https://docs.aws.amazon.com/
https://aws.amazon.com/blogs/aws/new-fully-managed-blue-green-deployments-in-amazon-aurora-and-amazon-rds/
https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/using-features.CNAMESwap.html
https://www.youtube.com/watch?v=ngnMj1zbMPY
https://www.youtube.com/watch?v=bCgD2bX1LI4
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» Try a Sample Blue/Green Deployment in AWS CodeDeploy

» Workshop | Building CI/CD pipelines for Lambda canary deployments using AWS CDK

» Workshop | Building your first DevOps Blue/Green pipeline with Amazon ECS

» Workshop | Building your first DevOps Blue/Green pipeline with Amazon EKS
» Workshop | EKS GitOps with ArgoCD
» Workshop | CI/CD on AWS Workshop

» Implementing cross-account CI/CD with AWS SAM for container-based Lambda functions
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To
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REERTEBNRBER , KKEBET 83N HE.
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https://docs.aws.amazon.com/codedeploy/latest/userguide/applications-create-blue-green.html
https://catalog.workshops.aws/cdk-cicd-for-lambda-canary-deployment/en-US
https://catalog.us-east-1.prod.workshops.aws/workshops/4b59b9fb-48b6-461c-9377-907b2e33c9df/en-US
https://catalog.us-east-1.prod.workshops.aws/workshops/4eab6682-09b2-43e5-93d4-1f58fd6cff6e/en-US
https://catalog.workshops.aws/eksgitops-argocd-githubactions
https://catalog.workshops.aws/cicdonaws/en-US
https://aws.amazon.com/blogs/compute/implementing-cross-account-cicd-with-aws-sam-for-container-based-lambda/
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B3 ER.

KHES TR

1. AFREGABEINRESEY , SRR NERAMBNHARHTF R, TERE, B3
LMK BIRHA | X BADBERFEITE Lo
a. RIFEAN AR , Q2BET THEABRINIRASGE,
b. ZREBANT RE BT EENM RS FEN R,
2. REWSERNEERE , GRATUHANMERNBFLTE,
3. BEEBNMITHMENRRS , ARNFFHHTHWLENIRNRE], XA SARTEFTN X 2h syl
SNEMLTRKRE L. BRAABEKKAFETIZITX , FEZMITFIINIRNFTEA,
a. EEFCNATURIAMEN R EN AR LEA BN HATEE , AINTEEHELESTHR
Pl EREEAFHRIIIESHEEFFRFENRSE
b. EAFLTERENIX B LRARMKIIFRE , UEERERGI KM TAERFENEFL
TERE.
c. A BEENRE LEKR K MER A,
4. REZENZBIE , EZTEXMAIRELSHES KUK RARS G , BIF R EEATN R
RAIRIRE LR
5 B HMEIRTELERE CI/ICD BEH,
a. N EHIE R EE B PR .
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FHEEXE AWS Well-Architected 4E22
b. Y12 H MELUER X AR/ | AR TER B4 E BIRVMER B3 B E X,
6. HATTREIXREMNELEFNE |, Hlm -
a. AB MR , EREMNHPNIRE B SpiRANE RN .
b. ELENR , AEN—HBoAFBEESR , REBEMBAF KA.
c. WREMRICAE , A ENREFI , BIROFHRAE LN NEIRCHITFMKRA |, EFRZE
MNRUEF N HTIEE
d. @AM , ATRIENAMEE XA IR INRE.
7. BENARFNRERL,. B5  UREEHMNARFMAHNRE, HHHREG  ATRIER
ETRERRERY , AEBREX B3N TEREBN WL S H — S TMRI.
a. wHMRERKE , AERERERENIEHERERF
b. SEHERREE , LUERE - RSN AT EZNTE LKW FM4#H1TEER.
8. FRBNHARES , UEEFRNTEEERFEA.
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X REREK

« OPS06-BPO1 £ X4 7~ 5% 2 #Y 5 ck il & it %)
« OPS06-BP02 i # &
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 AWS Builders Library | #{RZBE HiiH £ £ BIR
* Redeploy and rollback a deployment with AWS CodeDeploy

» 8 best practices when automating your deployments with AWS CloudFormation

FRRHI

» Serverless Ul testing using Selenium, AWS Lambda, AWS Fargate, and AWS Developer Tools

<M

* re:Ilnvent 2020 | Hands-off: Automating continuous delivery pipelines at Amazon
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https://aws.amazon.com/builders-library/ensuring-rollback-safety-during-deployments/
https://docs.aws.amazon.com/codedeploy/latest/userguide/deployments-rollback-and-redeploy.html
https://aws.amazon.com/blogs/infrastructure-and-automation/best-practices-automating-deployments-with-aws-cloudformation/
https://aws.amazon.com/blogs/devops/using-aws-codepipeline-aws-codebuild-and-aws-lambda-for-serverless-automated-ui-testing/
https://www.youtube.com/watch?v=ngnMj1zbMPY
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» re:Invent 2019 | Amazon's Approach to high-availability deployment
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https://www.youtube.com/watch?v=bCgD2bX1LI4
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https://aws.amazon.com/training/
https://aws.amazon.com/events/
https://docs.aws.amazon.com/health/latest/ug/aws-health-planned-lifecycle-events.html
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https://aws.amazon.com/events/
https://aws.amazon.com/training/
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AHEXLDTFEMZEHIT ORR, EENKGF REMAEAHBPINIT ORR , THRRRHFHLEF/HN R
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« Appendix B: Example ORR questions JR B {Operational Readiness Reviews ( ORR ) B
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3. ERTFREFWEER,

o IWATLAEA AWS Well-Architected Tool BV B E L EHTRFF & ORR , HTEMKF F AWS 4R
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https://docs.aws.amazon.com/config/latest/developerguide/WhatIsConfig.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/controltower/latest/userguide/guardrails.html
https://docs.aws.amazon.com/config/latest/developerguide/WhatIsConfig.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-readiness-reviews/wa-operational-readiness-reviews.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-readiness-reviews/appendix-b-example-orr-questions.html
https://console.aws.amazon.com/wellarchiected/
https://docs.aws.amazon.com/wellarchitected/latest/userguide/lenses-custom.html
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+ OPS01-BP04 IFHEEHIMER - AN M EREMRIIETE ORR KX EE S, B—ErHREe/]E
N R RIE,

+ OPS03-BP07 JyBABAEL & & = 1Y %R — FIRANBE N RIE S A ORR ERHRIEDI,

« OPS06-BP01 X TNV E B E 1T X - E R TR Z AT , MR BEIRSBNRIT .
« OPS07-BPO1 HRATREN - N TXHIHEAR , XTEZMFNAR,

« SEC01-BPO3 FAEMBKUFZEH B 5 - K22 H B —FSTET ORR EXK,
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« COST02-BPO1 RIFHAERHIEHBEK - RAEEHKIEEEETEE ORREXFLH,

FEIRIHY -
« AWS Control Tower - Guardrails in AWS Control Tower
 AWS Well-Architected Tool - Custom Lenses

* Operational Readiness Review Template by Adrian Hornsby

« Operational Readiness Reviews ( ORR ) HE$

RS

« AWS X #Fs You | Building an Effective Operational Readiness Review (ORR)
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https://aws.amazon.com/premiumsupport/technology-and-programs/proactive-services/
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_securely_operate_control_objectives.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/rel_planning_for_recovery_objective_defined_recovery.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/cost_govern_usage_policies.html
https://docs.aws.amazon.com/controltower/latest/userguide/guardrails.html
https://docs.aws.amazon.com/wellarchitected/latest/userguide/lenses-custom.html
https://medium.com/the-cloud-architect/operational-readiness-review-template-e23a4bfd8d79
https://docs.aws.amazon.com/wellarchitected/latest/operational-readiness-reviews/wa-operational-readiness-reviews.html
https://www.youtube.com/watch?v=Keo6zWMQqS8
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MR =B

- BEHEZBRFE (ORR) HI#TR4H

MRS

« AWS Config
 AWS Control Tower

« AWS Security Hub CSPM
* AWS Well-Architected Tool
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https://github.com/aws-samples/custom-lens-wa-sample/tree/main/ORR-Lens
https://docs.aws.amazon.com/config/latest/developerguide/WhatIsConfig.html
https://docs.aws.amazon.com/controltower/latest/userguide/what-is-control-tower.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/wellarchitected/latest/userguide/intro.html
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ERAETRIE, BERFNRE , REXEEERBEENST FiH.
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HET - TRATFIRBXEEANESITFM. ZSTFHARNEENERIIE T REFHEN D
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MRIFRBNAEERE | WA ZEFF#EERTEWEZTFRENEE 2L, TTEEM Markdown
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# Runbook Title

## Runbook Info

| Runbook ID | Description | Tools Used | Special Permissions | Runbook Author | Last
Updated | Escalation POC |
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https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/automation-visual-designer.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/automation-visual-designer.html
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| RUNGQ1 | What is this runbook for? What is the desired outcome? | Tools | Permissions
| Your Name | 2022-09-21 | Escalation Name |

## Steps

1. Step one

2. Step two

1. MR HFOZEXEFEER Wiki , BERRZESRE D OIE — N RRZESEEE
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6. METFMRAHBINBEFRE. RF/5 , FIFEARMEMBRIZERE.
7. EENENER  HUHRESTFMRE. EEZENER , FEEHIXASTFRO B,

KT THEER K, STFROKERER— Mo I NEKEE, XUMWESTFRHAEFLTRLE
ke TER.

R
MR RERE :

+ OPS02-BP02 HERIEMEF N H

OPS07-BP04 #R#E1T3) FMBE R &

OPS10-BPO1 EAREREEREH. BEASHMEZ
OPS10-BP02 # N BN ERIRE — M2
OPS11-BP04 # 1T AR EE

MR 3CH

Achieving Operational Excellence using automated playbook and runbook

AWS Systems Manager : {# =17 F i

Migration playbook for AWS large migrations - Task 4: Improving your migration runbooks

Use AWS Systems Manager Automation runbooks to resolve operational tasks

OPS07-BP03 ERZ{TFMHITIERF 111


https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_ops_model_def_proc_owners.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_ready_to_support_use_playbooks.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_event_response_event_incident_problem_process.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_event_response_process_per_alert.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_evolve_ops_knowledge_management.html
https://aws.amazon.com/blogs/mt/achieving-operational-excellence-using-automated-playbook-and-runbook/
https://docs.aws.amazon.com/systems-manager/latest/userguide/automation-documents.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/large-migration-migration-playbook/task-four-migration-runbooks.html
https://aws.amazon.com/blogs/mt/use-aws-systems-manager-automation-runbooks-to-resolve-operational-tasks/
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MR AL

« AWS re:Invent 2019: DIY guide to runbooks, incident reports, and incident response

* How to automate IT Operations on AWS | Amazon Web Services

* Integrate Scripts into AWS Systems Manager

HRTA -

« Well-Architected Lab : fER{TaI FMMzTFEMEINZE B31L

« AWS Blog X E : Build a Cloud Automation Practice for Operational Excellence: Best Practices
from AWS Managed Services

+ AWS Systems Manager : Ba1{t &%

« AWS Systems Manager : NEFHIRBIZTFMRPEERERS

» Building an AWS incident response runbook using Jupyter notebooks and CloudTrail Lake
* Gitlab - =217 F Mt

+ Rubix — Fi T Jupyter Notebook F ¥ =1T FMH Python FE

- FEAXMERRUIEREETFEM

MXRS :

* AWS Systems Manager Automation

OPS07-BP04 1R #&173) F At A& R &
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https://www.youtube.com/watch?v=E1NaYN_fJUo
https://www.youtube.com/watch?v=GuWj_mlyTug
https://www.youtube.com/watch?v=Seh1RbnF-uE
https://wellarchitectedlabs.com/operational-excellence/200_labs/200_automating_operations_with_playbooks_and_runbooks/
https://aws.amazon.com/blogs/mt/build-a-cloud-automation-practice-for-operational-excellence-best-practices-from-aws-managed-services/
https://aws.amazon.com/blogs/mt/build-a-cloud-automation-practice-for-operational-excellence-best-practices-from-aws-managed-services/
https://docs.aws.amazon.com/systems-manager/latest/userguide/automation-walk.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/automation-document-sample-restore.html
https://catalog.us-east-1.prod.workshops.aws/workshops/a5801f0c-7bd6-4282-91ae-4dfeb926a035/en-US
https://gitlab.com/gitlab-com/runbooks
https://github.com/Nurtch/rubix
https://docs.aws.amazon.com/systems-manager/latest/userguide/automation-walk-document-builder.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation.html
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https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation.html

HHEERR AWS Well-Architected 128

EP A LR AWS Systems Manager Incident Manager SRR ZAEH, LRFEHRT —ME—R
H, AXNEASHH#TSE, ERANEFEREHEBANRRZMEXRS , AETBNINBASHDRITIHE.
H A AWS Systems Manager Automations A1 I A4k 8 B9 R
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—NEFEHNEHEIY T AnyCompany Retail, BERFHMN TRIFEFBITHFMAET ME, FEEt
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# Playbook Title

## Playbook Info

| Playbook ID | Description | Tools Used | Special Permissions | Playbook Author | Last
Updated | Escalation POC | Stakeholders | Communication Plan |

|---e- |---e- |---e- |---e- |---e- |---e- |---e- |---e- |---e- |

| RUN@GQL1 | What is this playbook for? What incident is it used for? | Tools |
Permissions | Your Name | 2022-09-21 | Escalation Name | Stakeholder Name | How will
updates be communicated during the investigation? |

## Steps

1. Step one

2. Step two
1. MRHIKBEXREFREER Wiki , BERAEZEFIRE T N1T3 FREIE - RSZEE6#E,
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4. EEWEHRIR. RAUEEEMEEERMPLTS , ENBEEMRLHE,
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2, BEMTHFM.
EX R ERRmITEFM , & AEARMEMFIZEERT .
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o
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https://docs.aws.amazon.com/incident-manager/latest/userguide/what-is-incident-manager.html
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MR 3CH

* Achieving Operational Excellence using automated playbook and runbook

+ AWS Systems Manager : £ Biz1T F i

+ Use AWS Systems Manager Automation runbooks to resolve operational tasks

FAR IR -

* AWS re:Invent 2019: DIY guide to runbooks, incident reports, and incident response (SEC318-R1)
» AWS Systems Manager Incident Manager - AWS E#li# 3 &

+ Integrate Scripts into AWS Systems Manager

HRTA -

« AWS BEF1TZI FAHESR
AWS Systems Manager : Bzh{tEL

Building an AWS incident response runbook using Jupyter notebooks and CloudTrail Lake
Rubix — A F £ Jupyter Notebook F#3%i= 1T F MY Python FE
ERAXHEE KRB B EETFM

MRS :
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https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_ops_model_def_proc_owners.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_ready_to_support_use_runbooks.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_event_response_event_incident_problem_process.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_event_response_process_per_alert.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_evolve_ops_knowledge_management.html
https://aws.amazon.com/blogs/mt/achieving-operational-excellence-using-automated-playbook-and-runbook/
https://docs.aws.amazon.com/systems-manager/latest/userguide/automation-documents.html
https://aws.amazon.com/blogs/mt/use-aws-systems-manager-automation-runbooks-to-resolve-operational-tasks/
https://www.youtube.com/watch?v=E1NaYN_fJUo
https://www.youtube.com/watch?v=KNOc0DxuBSY
https://www.youtube.com/watch?v=Seh1RbnF-uE
https://github.com/aws-samples/aws-customer-playbook-framework
https://docs.aws.amazon.com/systems-manager/latest/userguide/automation-walk.html
https://catalog.workshops.aws/workshops/a5801f0c-7bd6-4282-91ae-4dfeb926a035/en-US
https://github.com/Nurtch/rubix
https://docs.aws.amazon.com/systems-manager/latest/userguide/automation-walk-document-builder.html
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« AWS Systems Manager Automation

« AWS Systems Manager Incident Manager
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https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation.html
https://docs.aws.amazon.com/incident-manager/latest/userguide/what-is-incident-manager.html
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https://docs.aws.amazon.com/whitepapers/latest/aws-risk-and-compliance/welcome.html
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/blogs/apn/governance-in-the-aws-cloud-the-right-balance-between-agility-and-safety/
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» AWS Business Support
» AWS Enterprise Support
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https://docs.aws.amazon.com/awssupport/latest/user/aws-support-plans.html
https://aws.amazon.com/premiumsupport/plans/business/
https://aws.amazon.com/premiumsupport/plans/enterprise/
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CloudWatch E=F NARFKLCEMEMNEZEZINLS, THEARNEZERITE. AWS B
HE&IZFRINEE (B AWS X-Ray, CloudWatch, CloudTrail #f1 VPC i A& ) Rt TEABEE , N
MBI R TEARRIE , UXFRARERE D THIEE,
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F&
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PARNBRER, XERSATUBINEET AWS BIRER , NSRS RAOLKIEWE , BRIETELHEE
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FEASamBEERE,
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- FEMKBEARER , MAERLSFER,

A TS BN o


https://aws.amazon.com/cloudwatch/
https://aws.amazon.com/xray/
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« H-FTHEEREEELSFSRRBANBEXR,
o BURESBEE N R B REFRIE
o« TERBEMEL SRR A EHRAME R,

EARBURXMRERERNBERTRENKRER : F
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FIFH Amazon CloudWatch 2K T ERITIEFR D M. Amazon CloudWatch FE N F Amazon
DevOps Guru 2K AWS RFATATRNFE L LAHREBRSHERA , THERAEEZEHTHE
ERN AT,
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1. PMTNEFE - EPFENFETERTIER.
a. MEZRBULFHRIER , MARRAEZERABNBEARIER.
b. THEETSIE, KANEXNEEM,
2. FF Amazon CloudWatch : 8 Amazon CloudWatch JREVE LB F#ITRA D40
a. EL& CloudWatch #ZHIEAR , UAHLEREIER , X — B ERNERETLHR.
b. £/ CloudWatch Y B 2 UERER M 7RISR DM , XEBTEN SLA NERREE.
c. R& CloudWatch E®N , EFKHBHSHENTERL T RIFERR,

d. SE#E CloudWatch BK = AT 14 |, SAMS RIS — N XA ZANIK - B9 R 2 Fr 3 50 Bt 1T pE
HEBR,
e. £/ CloudWatch Metric Insights R&EHF 5 B K~ FXBHEREE , ANMRBIESRNRE
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f. RIF CloudWatch IE#-¥ZE , MIEMRBTHIR, SLEFRTIHE , \MREERANBE,
3. %M Amazon DevOps Guru : 1A Amazon DevOps Guru , SAERIAHYBEF T @B R EL N T
g2 RBITRSSENARFRERNBHERTR , HENEFEREWZENEEBE,
4. RIFERH#ITRI : BEEFSTELHAESNREK | UEFENSUHE THERR.

KBTI TEER S : &
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https://aws-observability.github.io/observability-best-practices/guides/operational/business/sla-percentile/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Anomaly_Detection.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Unified-Cross-Account.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/query_with_cloudwatch-metrics-insights.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/using-metric-math.html
https://aws.amazon.com/devops-guru/
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MR RERE :

+ OPS04-BP01 T E XS MIEIR
+ OPS04-BP02 kit i 2 FiE M

FRITAY -
* The Wheel bi&%& - BT EREITNEEMN

Percentile are important

£ AWS Cost Anomaly Detection
CloudWatch BTk 7= "] XL 1%

{# i CloudWatch Metrics Insights Z i) &I IE ¥R

RS

* Enable Cross-Account Observability in Amazon CloudWatch

* Introduction to Amazon DevOps Guru

» Continuously Analyze Metrics using AWS Cost Anomaly Detection

RG]

+ One Observability 3£

» Gaining operation insights with AlOps using Amazon DevOps Guru

OPS08-BP02 77 #f T4Ef# B &

BRI TEABRBENTERA THNARFNEITIAEXREE, BYEHMIE, UAHLs
AEUNFRASHE  TURENCERAEFERENR M,

HSELR BEdLHNEEIMRENNARFTANETHNEE IR  BREEIRNMNEER S,
ELRER :

« EHIAFEREZE , 29X BEN D,
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https://aws.amazon.com/blogs/opensource/the-wheel/
https://aws-observability.github.io/observability-best-practices/guides/operational/business/sla-percentile/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Anomaly_Detection.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Unified-Cross-Account.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/query_with_cloudwatch-metrics-insights.html
https://www.youtube.com/watch?v=lUaDO9dqISc
https://www.youtube.com/watch?v=2uA8q-8mTZY
https://www.youtube.com/watch?v=IpQYBuay5OE
https://catalog.workshops.aws/observability/en-US/intro
https://catalog.us-east-1.prod.workshops.aws/workshops/f92df379-6add-4101-8b4b-38b788e1222b/en-US
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- EKFEATIEERE , MANAEHLNERRE.
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« EPHRUSITAT. 2R E BT R,
- BRFABERBERITIRENNARFLL,
- WHNNARFITANER Y THRTELMBELR.

ERBYXMRERKRNBERLTRENXRLSL : F

KHEE S

Amazon CloudWatch Logs @ — AT HAED MR ATE, RIA CloudWatch Logs Insights #

Contributor Insights & IIEE , TREN BSRiM BEFRREELHNEER.

KHES R
1. iR & CloudWatch Logs : BB N FARF MRS , SAER BE K% E CloudWatch Logs.
2. FABERERN : A Amazon CloudWatch Logs R ERMIHEER BEIRBIFE BEERH L H
Bk, ZIEETEHEEAXRTHNRERR , RERMEEE BB,
3. i% & CloudWatch Logs Insights : ## /8 CloudWatch Logs Insights AR B HFRH#ITER , H OB
EEIPE
a. AEEHRBFEEN, AT EREN B ERTEHIR SV ET/THRE,
b. £/ CloudWatch Logs Insights X 2 k2 M AMLABEFERAN AEER, BT T
FRAEBEPHELZTERNEEREE.
c. £/ CloudWatch Logs b8 ( diff ) AR EIRZ AR AELAZBHITERD M. FAX—I
BEMERTE , A TNENREMRERT NN,
4. f£F Live Tail =TS B : 88 Amazon CloudWatch Logs Live Tail SkAMEE HEHIE, ATLE
BARFETEIRENEINE#TSERE , BN THRASHEFEERE,
5. FIA Contributor Insights : Ef CloudWatch Contributor Insights 3RiR5! IP it AR REBESE
BEENAESESE.
6. 35 CloudWatch Logs fe#RIEESH : BLE CloudWatch Logs fEFREESA | N B EBIERER RN

WRERVIER, XA REBERIHE - IHEN,
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/LogsAnomalyDetection.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/CWL_AnalyzeLogData_Patterns.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/CWL_AnalyzeLogData_Compare.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/CloudWatchLogs_LiveTail.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ContributorInsights.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/MonitoringLogData.html
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7. 3K CloudWatch B~ rIUUN 14  ME#RESHE— XA ZANK P 89 N A B2 e 33 B 1T HUE BE
BRo

8. EMFENTE : EHFERSOINRE , LERRKMEMEXEEA LML NAREF .

KEETT R TEER S - &
R
MR RERE :

« OPS04-BP01 ¥ E X B MIEFR
« OPS04-BP02 3t R FA 72 &l
« OPS08-BP01 7 #f T{EMAE 1845

FESR A

* Analyzing Log Data with CloudWatch Logs Insights

* Using CloudWatch Contributor Insights

» Creating and Managing CloudWatch Log Metric Filters

MM

* Analyze Log Data with CloudWatch Logs Insights

» Use CloudWatch Contributor Insights to Analyze High-Cardinality Data

RG] -

* CloudWatch Logs Sample Queries
+ One Observability #3]&

OPS08-BP03 4 #T T e &1 IR B B4R

SHBEREBENT2EH T BNRARFNERFEIREXER. BESUATMLAR2UNERS M4 ZE
MRXERER , ATARAMSRE | R 51858 P 4K,

G R B THNAREFN S HRNIRAE , NMERBERFIZ GRS AR,
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Unified-Cross-Account.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ContributorInsights.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/MonitoringLogData.html
https://www.youtube.com/watch?v=2s2xcwm8QrM
https://www.youtube.com/watch?v=ErWRBLFkjGI
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/CWL_QuerySyntax-examples.html
https://catalog.workshops.aws/observability/en-US/intro
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TRBREHIE S KRB B EBRRER,
« BEEMBREHIEPEHNIER , FIUNERMBER,
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« WEBEBERA SR FI9BREE (MTTR) .
o RATHBABIRH M,

o AIEKZIH L EMHEEER B,

o FIFAMIRERERIE 18 H AV IEARE H B B HRK,
- BN AHRERSNERFER,

EARBURXMREXRERNBERTRENKRER : F
KHEE S

AWS X-Ray Rt T o MMIREHENTEES , TRHEBRSXENEFUE, LERAFEII AR
&, ServiceLens, X-Ray Insights, X-Ray Analytics #l Amazon DevOps Guru EIh8E , AIiEEMIR
FRBEFREBHATITRENRE.

UTESREHRT —MERLEE , AEER AWS BRS B W KR ERBITES T

1. £ AWS X-Ray : #3{R X-Ray ESRARFEMN , SMEBRREREE,

2. 74 X-Ray 18#r : EARS EIRAHFFRM X-Ray IRERBTFEPSHNIER , FINER, ERER, ¥
ERMENNESHE  UEEENARFRNETRR.

3. £/ ServicelLens : FIf ServicelLens #FiBERFZMBUAREFO TR, XAFUERFTRNE
EREHE. B, BER. BIRMEASTRRER.

4. J3 A X-Ray Insights :
a. 7F/8 X-Ray Insights , AT BN RERBEHFNFEER.
b. ARARUEARKXHWERSRRE |, HlaNHERGIRE I,
c. EFIEERAEE , REtEIRFEF 5 AT N B 69 B &,
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https://www.docs.aws.com/xray/latest/devguide/aws-xray.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-console-servicemap.html#xray-console-servicemap-view
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/servicelens_service_map.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-console-insights.html
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5. £/ X-Ray Analytics : X-Ray Analytics A F 2 HEIRRREHE., EPRAHIRIVIE,

6. £ X-Ray FMV4A : £ X-Ray R OIEA , RFESEREMETRERERE , MM TEFEH N
pal i

7. A Amazon DevOps Guru : A Amazon DevOps Guru MHLERF IR P Z 25 | TABRRHIE
PHRERE,

8. f£ A CloudWatch Synthetics : £/ CloudWatch Synthetics Sl A T4 RIESMTERENS
“Eg, XS4 RS X-Ray EFCREMRESE , BTN EENRNNARFEHITRAD M.

9. FEREEA/SYE (RUM) : f£B) AWS X-Ray 1 CloudWatch RUM , T SA% #7 K38t M B R R2
WLIRAFTTG , 24 T AWS RERSZSWERER, THRBERIFZNRELAFWERBESHM
iR,

105 AFEXEK | MREHIES X-Ray RERUEFHHEXBEXEK , NIFEA THENARFITAN. XA
FEEERFNSFEEXRNBESE,.

11358 CloudWatch BSTK /= B WL 14 « WS4 B — AN XS A 2N K 7 B B2 AR 72 e 5 B 4T e P Bk
BRo

LHEITRIN TEERS : F
R
MR RERE :

« OPS08-BP01 7 #f T{EMAE I8+F
« OPS08-BP02 £ #f T{Efa % B &

FARHY

» Using ServicelLens to Monitor Application Health

» Exploring Trace Data with X-Ray Analytics

» Detecting Anomalies in Traces with X-Ray Insights

* Continuous Monitoring with CloudWatch Synthetics

A<M

* Analyze and Debug Applications Using Amazon CloudWatch Synthetics & AWS X-Ray
« f/H AWS X-Ray Insights
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https://docs.aws.amazon.com/xray/latest/devguide/xray-console-analytics.html
https://aws.amazon.com/devops-guru/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries_tracing.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-services-RUM.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/servicelens_troubleshooting.html#servicelens_troubleshooting_Nologs
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Unified-Cross-Account.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ServiceLens.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-console-analytics.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-insights.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://www.youtube.com/watch?v=s2WvaV2eDO4
https://www.youtube.com/watch?v=tl8OWHl6jxw
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MR =B

« One Observability 3 &
- f£F AWS Lambda 3£ X-Ray
» CloudWatch Synthetics Canary Templates

OPS08-BP04 6|2 Al ER E 4R

RERUMBNNARFTANREEXREE, LHEENR , INRBIETXBEHMER (KP1) B
ZRANEKEXRIANEHABARE. EF KPIHERTHRKEINESELFREZE FIHEEE
Ko XFAHREBRN A AR EHEE , HE T AP RGN T EM4,

MG R - BB E, EXERENER  WERERXANEZHBERD , LERE KPI ERE G
MBS AT,

ERRERX

- REWYZIFRBER , SEHEHRES.
« TRIE KPI N ERBITRERSEF , BB T BRABENLSHIE,
« ZAEABRARER , SHHNE-FABHAESER.

B ESKERAER

o RFABRENERER , BOBERET
- FHRVUNEHEEE , EMRSHEFSTHEARS IR,
- EERNEBRNBEE TEEK , 58 A MMEHF ERERFE,

EARBUXMREXRERNBERTRENNRER : &
KHEE S

EOEARNERNG , KHEAER, BSMBEHERFICET KPI WERAFEXR , 5[
R EFERR.

KHES TR

1. MEXRBHEMER (KPI)  BENARFHN KPl, BRMSIXE KPI EXE , LEEBERBRL S
W,
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https://catalog.workshops.aws/observability/en-US/intro
https://docs.aws.amazon.com/lambda/latest/dg/services-xray.html
https://github.com/aws-samples/cloudwatch-synthetics-canary-terraform
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2.

KEFERN

« {# A Amazon CloudWatch E# M : 3 Amazon CloudWatch R E#NEE N B8N FEE
X, XEBTFRENEENTEEKEZR,

« £/ AWS X-Ray Insights :
a. i & X-Ray Insights , RN BERHBFHHRE,
b. BLi& X-Ray Insights BYEA |, LAE RN B 7] B AT I B B4R o
+ 5 Amazon DevOps Guru £ :
a. A Amazon DevOps Guru HHLEF ¥ ThEE , £ EMBHERRNIRIERE,
b. §#%l DevOps Guru FHBEAIEBLIREFEER.

 RRETRENER  RITERBRHEZBEENER , UEILEREIT,

1. 5 Amazon EventBridge MM ¥ AWS Health E4 |, SiE U REF RS AWS Health API &
B, SAMBEWE] AWS Health B48 BaiTHRE. XEAURENRE , SIFRAEITRINE
WEAREHEEREIPXAE , LA UARKRERE , SINE IT RFEBRIET B THERE.

 BLDERET  REBDIFEXRBER, HARZERIXRELTXEZZNERE , M TRTELExE

[RIER , MR R B R ATL Bl 9 B R S o

IRBEASEIR /A Amazon CloudWatch E8 & H S MNER,
. EEIRTEER : 49N Ops Genie M PagerDuty T &,
.MABKNAREREFH Amazon Q FRER : EREI KN ARERFFH Amazon Q FF A E R , LAESS

Bk % 44 Amazon Chime. Microsoft Teams # Slacke

. BT HENER : £/ CloudWatch Y HSERIFIESZN , BRIBFBEN BESHIRER,
. FEMER  EREHMTFANTEEFREE.

KHEIT RN THEELR S : &

IR

X REREK

OPS04-BP01 #7E X BEURIEIT
OPS04-BP02 3£ R A i FriE
OPS04-BP03 e A F K E N
OPS04-BP04 Sk e 42k i 1 i U
OPS04-BP05 £ e %0 #p 20 IR ER
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Anomaly_Detection.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-console-insights.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-console-insights.html#xray-console-insight-notifications
https://aws.amazon.com/devops-guru/
https://docs.aws.amazon.com/devops-guru/latest/userguide/update-notifications.html#navigate-to-notification-settings
https://docs.aws.amazon.com/health/latest/ug/cloudwatch-events-health.html
https://aws.amazon.com/bloprove-monitoring-efficiency-using-amazon-cloudwatch-composite-alarms-2/
https://www.atlassian.com/software/opsgenie
https://www.pagerduty.com/
https://aws.amazon.com/chatbot/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/MonitoringLogData.html

HHEERR AWS Well-Architected 122
« OPS08-BP01 £ #T THEMA ISR

« OPS08-BP02 ##i TEAE BE

« OPS08-BP03 % #T TS B IR bR ¥k 42

FARHY

+ {£ Amazon CloudWatch &%

» Create a composite alarm

» Create a CloudWatch alarm based on anomaly detection

* DevOps Guru Notifications

» X-ray insights notifications
- EARXER ChatOps X AWS BiR# TR, BENKIEER
* Amazon CloudWatch Integration Guide | PagerDuty

* Integrate Opsgenie with Amazon CloudWatch

MM

» Create Composite Alarms in Amazon CloudWatch

* Amazon Q Developer in chat applications Overview

+ AWS On Air ft. Mutative Commands in Amazon Q Developer in chat applications

HRTA -

» Alarms, incident management, and remediation in the cloud with Amazon CloudWatch

» Tutorial: Creating an Amazon EventBridge rule that sends notifications to Amazon Q Developer in
chat applications

+ One Observability #3J £

OPS08-BP05 i 2 2 &l T Ak

EHEERRAANENAE , TRATEETFEAENENRE, SARFEREHRTEZNATHLR
H , BFRNERAERIE , MEENBERIGNINE. 2B 0RITAVEFIEAR TR EEREE R RS
BITHRRMERE | EEEH FIZAX T REF XL FRRMFBEL WA KAE S

OPS08-BP05 #2212 HlIE ik 130


https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Create_Composite_Alarm.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Create_Anomaly_Detection_Alarm.html
https://docs.aws.amazon.com/devops-guru/latest/userguide/update-notifications.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-console-insights.html#xray-console-insight-notifications
https://aws.amazon.com/chatbot/
https://support.pagerduty.com/docs/amazon-cloudwatch-integration-guide
https://support.atlassian.com/opsgenie/docs/integrate-opsgenie-with-amazon-cloudwatch/
https://www.youtube.com/watch?v=0LMQ-Mu-ZCY
https://www.youtube.com/watch?v=0jUSEfHbTYk
https://www.youtube.com/watch?v=u2pkw2vxrtk
https://aws.amazon.com/bloarms-incident-management-and-remediation-in-the-cloud-with-amazon-cloudwatch/
https://docs.aws.amazon.com/chatbot/latest/adminguide/create-eventbridge-rule.html
https://docs.aws.amazon.com/chatbot/latest/adminguide/create-eventbridge-rule.html
https://catalog.workshops.aws/observability/en-US/intro
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FRULER IR, ek, RS KPI WRHEREEEEREME, MBAXGTURET #EZ2ER
B RERFHFF AR L BRI EERNE,
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FRBLFSRRREZNE,

Amazon CloudWatch ##|H#X 2 CloudWatch BHIAFW A EBENER , TATELE—VEPKEER
R, EMER D HESRR AWS X ik P RIR |, heext 175,

KHES TR
1. RIBEREHIEMNR : /£ CloudWatch F 82 —MRIVIZFEIER , FATER - M ERERR.
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/create_dashboard.html
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/add_remove_text_dashboard.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch_dashboard_variables.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/create-and-work-with-widgets.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/CWL_ExportQueryResults.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/add_remove_alarm_dashboard.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ContributorInsights-ViewReports.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/add_custom_widget_dashboard.html
https://health.aws.amazon.com/health/status
https://health.aws.amazon.com/health/status
https://aws.amazon.com/builders-library/building-dashboards-for-operational-visibility/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Dashboards.html
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+ AWS Health Events Intelligence Dashboards and Insights

* Visualize AWS Health events using Amazon Managed Grafana
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https://www.youtube.com/watch?v=eIUZdaqColg
https://www.youtube.com/watch?v=NfMpYiGwPGo
https://catalog.workshops.aws/observability/en-US/intro
https://aws.amazon.com/solutions/implementations/application-monitoring-with-cloudwatch/
https://aws.amazon.com/blogs/mt/aws-health-events-intelligence-dashboards-insights/
https://aws.amazon.com/blogs/mt/visualize-aws-health-events-using-amazon-managed-grafana/
https://dora.dev/guides/dora-metrics-four-keys/
https://dora.dev/guides/dora-metrics-four-keys/
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» Quick - £ KPI

» Amazon CloudWatch — {§ A 15%5
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* How to track your cost optimization KPIs with KPI Dashboard

« AWS DevOps Guidance
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» Monitor the performance of your software delivery using native AWS monitoring and observability
tools

+ Balance deployment speed and stability with DORA metrics

+ Example MLOps operational metrics in the financial services industry

* How to track your cost optimization KPIs with the KPI Dashboard
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https://docs.aws.amazon.com/quicksight/latest/user/kpi.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/working_with_metrics.html
https://aws.amazon.com/builders-library/building-dashboards-for-operational-visibility/
https://aws.amazon.com/blogs/aws-cloud-financial-management/how-to-track-your-cost-optimization-kpis-with-the-kpi-dashboard/
https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/devops-guidance.html
https://catalog.us-east-1.prod.workshops.aws/workshops/3b7f3d77-c6ef-44b2-aa29-d2719b8be897/en-US
https://catalog.us-east-1.prod.workshops.aws/workshops/3b7f3d77-c6ef-44b2-aa29-d2719b8be897/en-US
https://aws.amazon.com/blogs/devops/balance-deployment-speed-and-stability-with-dora-metrics/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-unlock-value-data-financial-services/operational-metrics.html
https://aws.amazon.com/blogs/aws-cloud-financial-management/how-to-track-your-cost-optimization-kpis-with-the-kpi-dashboard/
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https://docs.aws.amazon.com/health/latest/ug/what-is-aws-health.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_operations_health_measure_ops_goals_kpis.html
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» Measure Progress
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» Data Operations

» How to track your cost optimization KPIs with KPl Dashboard

» The Importance of Key Performance Indicators (KPIs) for Large-Scale Cloud Migrations
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https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-cloud-operating-model/measure-progress.html
https://aws.amazon.com/builders-library/building-dashboards-for-operational-visibility/
https://aws.amazon.com/solutions/app-development/data-operations
https://aws.amazon.com/blogs/aws-cloud-financial-management/how-to-track-your-cost-optimization-kpis-with-the-kpi-dashboard/
https://aws.amazon.com/blogs/mt/the-importance-of-key-performance-indicators-kpis-for-large-scale-cloud-migrations/
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https://aws.amazon.com/athena/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CW_Support_For_AWS.html
https://aws.amazon.com/quicksight/
https://aws.amazon.com/glue/
https://docs.aws.amazon.com/glue/latest/dg/populate-data-catalog.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Install-CloudWatch-Agent.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/working_with_metrics.html
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https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/implement-observability.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/utilizing-workload-observability.html
https://aws.amazon.com/cloudtrail/
https://aws.amazon.com/eventbridge/
https://aws.amazon.com/config/
https://aws.amazon.com/systems-manager/features/#OpsCenter
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https://aws.amazon.com/cloudwatch/
https://aws.amazon.com/xray/
https://aws.amazon.com/managed-services/
https://aws.amazon.com/premiumsupport/aws-incident-detection-response/
https://aws.amazon.com/chatbot/
https://docs.aws.amazon.com/incident-manager/latest/userguide/response-plans.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_evolve_ops_perform_rca_process.html
https://aws.amazon.com/premiumsupport/technology-and-programs/proactive-services/#Operational_Workshops_and_Deep_Dives
https://aws.amazon.com/cloudtrail/
https://aws.amazon.com/cloudwatch/

HHEERR AWS Well-Architected 128

« M AWS Trusted Advisor & AWS &R , RELEz 15 S MR B,
+ Enterprise Support & F° Al SAfEX B E4HAE 718 AWS Countdown E& M itX) , SAEREE#F,

TR TEERS : F
BIR
MXERERE :

« OPS04-BP01 HEX BEKIEIR

« OPS04-BP02 SEHE R FFE R &

-« OPS07-BP03 ff FiZ1T FMINITIEF

« OPS07-BP04 {RETH FMAERE

« OPS08-BP01 7 #f TAEAEIEIR

- OPS11-BP02 EEANEH L EBINT M

FAR A

»  {AWS Security Incident Response Guide)

AWS Incident Detection and Response

AWS Cloud Adoption Framework: Operations Perspective - Incident and problem management

Incident Management in the Age of DevOps and SRE
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https://aws.amazon.com/premiumsupport/technology/trusted-advisor/
https://aws.amazon.com/premiumsupport/aws-countdown/
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/welcome.html
https://aws.amazon.com/premiumsupport/aws-incident-detection-response/
https://docs.aws.amazon.com/whitepapers/latest/aws-caf-operations-perspective/incident-and-problem-management.html
https://www.infoq.com/presentations/incident-management-devops-sre/
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* How to Automate Incident Response with PagerDuty and AWS Systems Manager Incident
Manager

* Engage Incident Responders with the On-Call Schedules in AWS Systems Manager Incident
Manager

» Improve the Visibility and Collaboration during Incident Handling in AWS Systems Manager
Incident Manager

* Incident reports and service requests in AMS
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* Amazon EventBridge
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https://aws.amazon.com/blogs/mt/improve-the-visibility-and-collaboration-during-incident-handling-in-aws-systems-manager-incident-manager/
https://aws.amazon.com/blogs/mt/improve-the-visibility-and-collaboration-during-incident-handling-in-aws-systems-manager-incident-manager/
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https://docs.aws.amazon.com/health/latest/ug/what-is-aws-health.html
https://docs.aws.amazon.com/notifications/latest/userguide/what-is-service.html
https://docs.aws.amazon.com/health/latest/ug/user-notifications.html
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https://docs.aws.amazon.com/incident-manager/latest/userguide/response-plans.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-create-rule.html
https://docs.aws.amazon.com/incident-manager/latest/userguide/response-plans.html
https://docs.aws.amazon.com/incident-manager/latest/userguide/chat.html
https://docs.aws.amazon.com/incident-manager/latest/userguide/runbooks.html
https://docs.aws.amazon.com/whitepapers/latest/aws-caf-operations-perspective/incident-and-problem-management.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/incident-manager/latest/userguide/setting-up.html
https://docs.aws.amazon.com/incident-manager/latest/userguide/incident-response.html
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» Top incident response tips from AWS

 re:Invent 2,023 | Manage resource lifecycle events at scale with AWS Health
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- AWS # 3 2 — AWS Systems Manager Incident Manager — Automate incident response to security
events
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https://www.youtube.com/watch?v=Cu20aOvnHwA
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html#alarms-and-actions
https://docs.aws.amazon.com//incident-manager/latest/userguide/incident-creation.html
https://docs.aws.amazon.com/incident-manager/latest/userguide/incident-manager-on-call-schedule-create.html
https://docs.aws.amazon.com/incident-manager/latest/userguide/escalation.html
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https://docs.aws.amazon.com//incident-manager/latest/userguide/tutorials-runbooks.html
https://aws.amazon.com/premiumsupport/technology-and-programs/proactive-services/
https://docs.aws.amazon.com/incident-manager/latest/userguide/escalation.html
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https://www.atlassian.com/incident-management/incident-communication
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https://aws.amazon.com/builders-library/building-dashboards-for-operational-visibility/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Dashboards.html
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https://www.youtube.com/watch?v=rp7roaoPzFE
https://docs.aws.amazon.com/codecatalyst/latest/userguide/getting-started-template-project.html
https://docs.aws.amazon.com/codecatalyst/latest/userguide/getting-started-template-project.html
https://catalog.us-east-1.prod.workshops.aws/workshops/31676d37-bbe9-4992-9cd1-ceae13c5116c/en-US
https://catalog.workshops.aws/getting-started-with-com/en-US/operations-management/incident-manager
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