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EFF R H , FRAENEFE VPN EEREBLMETE i VPN KinTT R, ARNERHTE ik
VPN &K1 REEX . MREBFEMNEEIZSIMNREXH , WRENESIMEEXHRE-—IMEEX
o

BXHEHRER , HSEX AWS Client VPN 5 macOS & F i V& 353 TS HE R,

/A Important
WMREFIR VPN Bin T RERENEAET SAML WEKESGRIE , W EERET
OpenVPN B9 VPN B P IR EIZE i VPN AT R, XEEEMAET ARM HE1E, 0
REFEHANETE ARM A E2H1% % (20 Apple Silicon Mac & T ARM £ Windows %
&) , MAFE AWS BHHNFFiwm EEAET SAML 8y VPN IR R , T2 OpenVPN &7
Wi

&
o 7£ macOS L3 AWS Client VPN iE#

£ macOS L3 AWS Client VPN E#
A LATE macOS 1TEHL EE A Tunnelblick B iw M ARERFEIL VPN EE,

@ Note

BXHAT macOS B Tunnelblick EFimNAREFNEZEE , 5 Tunnelblick M5 E#Y
Tunnelblick 344,

5/ Tunnelblick 237 VPN 3£

1. B3z Tunnelblick EFIwM AR , AEI1E$E | have configuration files (BB & X H).
2. &M VPN EE AW EE X4 #eikE] Configurations (ELE) B4R
3. % Configurations (E¢i&E) EAR P EF LA E M4 , RFIEEFE Connect (IFEH).

5/ C AWS lient VPN 237 VPN &,

1. B3 OpenVPN NARRF , REHKIEERES AMMAM ..o

1£ macOS L3 VPN &E#E 47
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https://tunnelblick.net/documents.html
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2. SMEEM VPN EERLKREIVEEXH , R/FIEFE Open (3TH).

£ OpenVPN & Fim N ARERFEZE AWS Client VPN LigTi R
TR B “OpenVPN - MEEE SR S OpenVPN 231 VPN iE#,

HEITtRzel , FHRAREHE K VPN EERELEE TE Mk VPN KinT R , ANERHTE K
VPN £ REENH, MREENEZINSIMREXH , WEBNEIMREXHRE-IMEENX
o

BXRWFEHRREER. , HS R AWS /i VPN SET Linux &P imk EERE,

/A Important

MREFFE VPN KT REERENFERAET SAML WEKESMKIE , MTEEERAET
OpenVPN B VPN Z P imiEZEIE P ig VPN KT R, XEEEFET ARM HWEH,
RIFERANRHHE ARM B2 19i%% ( H20 Apple Silicon Mac SEF ARM B Windows i&
%) , MAME AWS BEHATFH EEHRAET SAML B VPN i5R , T A2 OpenVPN &F
Ifyo

E&

« 7£ Linux £ 37 AWS Client VPN &3

£ Linux £33 AWS Client VPN &

M Ubuntu it E#H LM MEEESS GUI 5 OpenVPN R ARRFE Y VPN E#,
fEH“OpenVPN - MEEEES"E T VPN E#

1. ERAUTHSREMIEERER,

sudo apt-get install --reinstall network-manager network-manager-gnome network-
manager-openvpn network-manager-openvpn-gnome

2. MR E Settings (1RiE) # Network (M £g),
3. %&#FE VPN ZHHMS (+) , REERENHES A

Linux 48
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AWS Client VPN

RAriEmE

4. SMEEMN VPN EE QAW EE X , ARBIEE Open (3TF).
5. £ Add VPN (Fp0 VPN) B0 |, i£32 Add (F0).
6. BB ALRIE VPN B & X 4550 0 FF X kB shiE#E,

£ OpenVPN 37 VPN E#

1. FERAUT@SZEE OpenVPN,

sudo apt-get install openvpn
2. BIMEBEM VPN B R LA WBIREE XX HKE 3EE.

sudo openvpn --config /path/to/config/file

AWS Client VPN ZE2H i0S N ARERF L%

/A Important

MREFIK VPN KT REBEERNFERAET SAML WS BHRIE , MIEEERET

OpenVPN #J VPN B FimiE#EEIZE FPin VPN LT R, XSIEEAFET ARM K, 0

RISFERAMNEHHE ARM 2B 22191%% ( 5120 Apple Silicon Mac SEF ARM B Windows &
%) , MAHIE AWS BEHAZFFiK EEAET SAML B VPN iR, A2 OpenVPN &/

L
Mo

AT S B BA 04 Android % iOS #3)i% % LM OpenVPN EFinNAEFEMY VPN E#, AT

Android 1 i0S WL BR 2B,

(@ Note

BXRTHMEREZATF iOS = Android B OpenVPN EF i NARFHNEZEE | 555

OpenVPN ik _E# OpenVPN Connect Fi F5R.

EIF Rzl , FHRAEHE K VPN EEREBLEETE MK VPN KT R , AANERHTE ik

VPN &Kl T REEN . MRBFEMNEZISIMREXH , WEENESIMREXHFRAE-ITREX

o

1£ Android #1i0S £ 37 Client VPN iE#2
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EEVIEE , B3 OpenVPN EFRIRRARER , AR S AZM Client VPN B 5 B8R W EI 89 X4,

1£ Android #1i0S £ 37 Client VPN iE#2 50
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BEER AWS Client VPN EEHE

FEAUTERHELEERAEF RN HARFIERES Client VPN ik 2B AT REB 289 B &,

F&:

. HEERHEE Client VPN i & 5] B

£ AWS RENEFiH AWS X P2 A REE R

HEBR AWS B i VPN 5EF Windows MY & P im B IE IZ i E
%} AWS Client VPN 5 macOS & F ik BE i 1T R FE HERR
HERR AWS E 3 VPN SE T Linux WE P IR IE e
fRORE LY AWS Client VPN 8]

HEE R HEE Client VPN i & 8] &

AiEMHP W — LS ROU L BZRT, HMTRIMEEZEN Client VPN EE R £ Client VPN I 5 A5
1T, AT HAREEHRREEANE R

BXHEE Client VPN I R RIEHNEMEER |, F5 (AWS Client VPN EE R $ER) FMHEZE Client
VPN [a] &,

£ AWS =BHEVE P is AWS Z$F P2 B S RIEE

MRBEFER AWS RENEFFIRFHERIRE | EEBRR AWS XiF SRR #H 1T EHERR | W AWS 12
HHE iR SUE R 2T B E&IE SR AWS i, ZET7E Windows, macOS H Linux & F i 5 A
BEFHET A,

EEEXHEZH , BATEE AWS X1 AT RSN AT, EREERE , RiNemEEH—
SE5 , AWS X#F LUEAM4] R LA BN R S,

RiZZHBE
EUTESES |, i AWS A Site-to-Site VPN BEF AN EF,
A AWS 2EHMERT Windows Bk RKIZZH A&

1. FTFF Site-to-Site VPN B iwN ARRF.
2. ER#EB , KIEVUHBAE.

HMEERHEE Client VPN i R & 51
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3. ERZFVUMBLIEOH , EER,
4. EREVHBETEOS , FRITUTREZ—

- ENSERSEHIHWER , HIER Yes (B) , RFiEE OK (BE).
- EFPRESERS , BARS

BRAR AWS X8 | BFBOMINREHRSES,

A AWS EHMERT macOS NEF R AIXZHAE

1. 3TFF Site-to-Site VPN BN AR
TR, REUMBE,
ERAVHBEEQP , EF R,

B THABENHRNSERS , RARERAE,

w0 D

BRARE AWS X8, BFZERtiliRESES,

£/ AWS 248 Ubuntu B2 RIZZ KB E

1. 3T7FF Site-to-Site VPN B F i N AEF .

ERAR , REUMAF.

EREZHBEREEOR | iE£$F Send (KX)o
ETHRNEORNSERS. ATUERHESEFREIBIMR,

> w0 b

BRAE AWS X8 | BFEOMIMRHESES,

HERR AWS ZE P im VPN 5ETF Windows B & Fim iV IE &
UTEs a8 S8EERET Windows B EFiRiEREE| Client VPN it B A 82 B F A R BEMEXE S
AWS RENZEFREHAE

AWS RENZFFHRQVEEHEE  HEEERERTEN LU THE,

C:\Users\User\AppData\Roaming\AWSVPNClient\logs

Windows #FEHERR 52
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RAEUT BERE

- NARFARE  88EXNARFNER., XEABEMNFIL RN aws_vpn_client_",
« OpenVPN BE : @&HX OpenVPN #HEMELR . XL HEMNEIRZE ovpn_aws_vpn_client_",

AWS R EFIHEEA Windows BREFHITR B FiRME, Windows RS BEFME T EHAI AT
o

C:\Program Files\Amazon\AWS VPN Client\WinServicelogs\username

P HE R = R

- BRmAEERE

s BPmEEERE , E7R9%8 Tap-Windows i&Eiss” B EHE
« BERRFEENEERS

- VPN EEHEEINERE

- NABFLERD

- BERmEECIREE Xt

- VPN MiFFEHE REHEE

+ PCs £ Windows 1011 BREZ L EEE YR
* OpenVPN GUI

« OpenVPN & iR

« FEBEMNT DNS

- B PKIBIE

B imTo s

ks

AWS {9 B = I T SAE £ E) Client VPN A,
&

R RENREATERUATRRZ— :

B IRTREE 53



AWS Client VPN AFEE
- TEHNLEEERS—/ OpenVPN HEBEZET , XAMBEIEFFIRIER,
- IBWELE (.ovpn ) XHFTH

PSS

BRENITEN LREBEITHM OpenVPN MR, MRESTRXENRARESF , HELIIEHXLE
BHRE , REBR=HEEIEFF R VPN LigT [ F OpenVPN BEFREEIR , FEREFF % VPN
EERARIELUTEER

- EEXHIEEBNEFLRBAMES, BXESES , FSH AWS Client VPN EERIEEFHNS
HESREE.

« CRL{NAEM, BEXEZEL , H3H AWS Client VPN B RIEETRHNE P iR o5 E IR P in
VPN &35 =,

BT EERE |, ER9%HE Tap-Windows &S B EHEHE
&) &R

AWS BN EFIRTEEZT Client VPN IHR , NABRFEBEHFLSERUTHIRER  “WRE L%
B TAP-Windows S&HL 85, BRI ZEEH BN Z TR ->FIEREFE ->“TAP-Windows’->“X B2 F ">
INETEY TAP-Windows EE #A LA KM & Bl 25"k 81 28 Tap-Windows & B85,

PSS
SR LUEE REUA T — B S TURERIEE LRI

« BB TAP-Windows E#LES,
- EXi&%E TAP-Windows 2.
. BIE—ETH TAP-Windows SEELES.

P in S EEMERRS
[k
AWS 1A% i EAE 2 HIE S Client VPN B8 , B T ESEBRS,

R

BPRTRERE | E7R9%F Tap-Windows EE S HEHEE 54
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HI L RBENREATRRUATRERR— -

o BHITEYLREREET Internet,

« DNS EH BT LR IP #uit,

« OpenVPN # 2 TR Hith 2= iR E L ET o
BRITR

WIFRMITEH EERESR Internet, ERE i VPN BEE AR IFEEX4FM remote IS BB BEAT
RAEHE P i, AL VPN B RE O PR BT EE" REFF AWS VPN £iF , AREE
.

VPN ZE#E#HESINNE H

(] &

E$#ZZ| Client VPN im 8 , B ImEINEH

RR

THEH LR R %E TAP-Windows, ETEFHEEZLERH4.

FRIRF =

EMNE1T AWS RENEFRTERFAREME L TN RBII
MRAERRFEERD

(] &R

£ Windows 7 £ , H{RERITFF AWS BN EF KN , EF2B3.
RR

TTEN ERZIE NET Framework 4.7.2 LESIRA, XRETEFHAEN.
FRIRF R

EFzIT AWS RENEFFIRLZRREF UL EAA L EN KRB,

VPN EEREENEE 55



AWS Client VPN AFiEmE
&P im 7oA e 2 B & M A

[A] &

FEZHERH AWS RERE 7 im0 2 E & XA IR T AT HEIR.

The config should have either cert and key or auth-user-pass specified.

RR
R Client VPN iw REAR @ FHRIE , MEE ( .ovpn ) XHERILERFRIEFHMER.
fRIR T R

BRENEF K VPN EERAFEFREBNBHIMIEEXHS. BXEZER , FSHH AWS
Client VPN EER RPN S HE IKEE.

VPN M &E#EA 2 REHHER

(7] &

VPN BiFFEEAREER , B ‘BT ENRZIMEEN AN ERN It 2R EE R , FtEDFLLE
VPN iE#, EEIH VPN iE#E, ”

E&H
TAP-Windows ZE 2 N2 EFrE#ER,
RAR

MRTHEADescriptionFEFEH |, iF5BER Tap-Windows &BLES , AREFIZ1T AWS 2HH
BEFHTREFUREMABE S ENRBI

C:\Users\jdoe> ipconfig /all

Ethernet adapter Ethernet 2:

Media State . . . . . . . . . . . : Media disconnected
Connection-specific DNS Suffix

Description . . . . . . . . . . . : AWS VPN Client TAP-Windows Adapter V9
Physical Address. . . . . . . . . : 00-FF-50-ED-5A-DE

DHCP Enabled. . . . . . . . . . . : Yes

B imTT AR R E N 56
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Autoconfiguration Enabled . . . . : Yes

PCs £ Windows 10 11N ERREL K ERTF YR
[A] B

FEHRLZTWindows 10K 11KYE /R PCs ( aXHMEICA B ) £, HERRXHREUFAVPN
BLENMFE , TR RERR, MRHIMILFRD , Lo/FE AWS RENEFEF RN BSEFEINTHEE -

System.AccessViolationException: Attempted to read or write protected memory. This is
often an indication that other memory is corrupt.
at System.Data.SQLite.UnsafeNativeMethods.sqlite3_open_interop(Byte[] utf8Filename,
Int32 flags, IntPtr& db)
at System.Data.SQLite.SQLite3.0Open(String strFilename, SQLiteConnectionFlags
connectionFlags, SQLiteOpenFlagsEnum openFlags, Int32 maxPoolSize, Boolean usePool)
at System.Data.SQLite.SQLiteConnection.Open()
at
STCommonShellIntegration.DataShellManagement.CreateNewConnection(SQLiteConnection&
newConnection)
at STCommonShellIntegration.DataShellManagement.InitConfiguration(Dictionary 2
targetSettings)
at DBROverlayIcon.DBRBackupOverlayIcon.initComponent()

R

Windows 10#111# #9Dell BackupfRecovery R AIgE2 S 5 AWS REMNZEFHILAEFR , LHRZ
SUT=EAEFPH KL DLLs :

+ DBRShellExtension.dll
« DBROverlaylconBackuped.ll
» DBROverlaylconNotBackuped.ll

FRRTT R

NERHILRR |, FE THRRENETFIER AWS RHEFHRNEFREREELS, HE AWS
Client VPN T , MMIRBEMAARAE , WAL &R,

LSBT T EVES —TURE

- WMREFEAH R Dell Backup and Recovery RIARERF , BHRZNAERFELEN. —& Dell itz
s FRRZEE B E XN ARFNBRATMRA S5 28R,

PCs £ AWindows 10 11N ERREL X ERZF YRR 57


https://aws.amazon.com/vpn/client-vpn-download/
https://aws.amazon.com/vpn/client-vpn-download/
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- MREEAMNTR Dell Backup and Recovery M AR , MMRBEREZ , MHEXRI—LEE.
MBEETEARNAER , WATLABBRFLE® A DLL X, BiFFE , XI§5 3 Dell Backup and
Recovery NARFLETEEZT

fhBR=L Edn & DLL X4

1. #TFF Windows & JRE 25 3% ¥ B Dell Backup and Recovery RN B, ZNARFEERE
FEUTHE , BEENEAREEEFRIE RN,

C:\Program Files (x86)\Dell Backup and Recovery\Components\Shell
2. MNZEEFRPFIHMERUT DLL X4, SFEHEW S, XRPREERFERME S,

+ DBRShellExtension.dll
+ DBROverlaylconBackuped.ll
+ DBROverlaylconNotBackuped.ll

B LR fE XX B R “.bak” SRE @& X4 , DBROverlaylconBackupedf§igi.dll.bak,

OpenVPN GUI

£ Windows 10 ZREERR ( 64 1 ) A Windows Server 2016 ( 64 12 ) £ , Wik T 11.10.0.0
11.11.0.0 KRZ# OpenVPN GUI 540 ML F I EE 8,

BEXHEEETENHUTLE,
C:\Users\User\OpenVPN\config
EEASE#EEITENHUTNE.

C:\Users\User\OpenVPN\log

OpenVPN & #& i

£ Windows 10 FREERR ( 64 i ) A Windows Server 2016 ( 64 1 ) £ , ik T 2.6.0.100 F
2.7.1.101 HRZAH) OpenVPN Connect EF in L T HEHFEEE,

BEXFFEETENNUTE.

OpenVPN GUI 58
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C:\Users\User\AppData\Roaming\OpenVPN Connect\profile

EEASERETENNUATNE,

C:\Users\User\AppData\Roaming\OpenVPN Connect\logs

FoSEBEAT DNS
Bk
FESE KM R TR,

Transport Error: DNS resolve error on 'cvpn-endpoint-xyz123.prod.clientvpn.us-
east-1.amazonaws.com (http://cvpn-endpoint-xyz123.prod.clientvpn.us-
east-1.amazonaws.com/)' for UDP session: No such host is known.

R &

ToEMRAT DNS &5, & imAJUE DNS BBt —MBEHLFRFE , BABSLE DNS &17 ; BER |, &
P im T IX

FRIRTT B

5 AWS Client VPN EEB R IEE ML EBTE S im VPN LinT 2 DNS 2 HBRA R,

R4 PKI B8

[A)&

SXREANE S HRIEH Client VPN i S BEEEK | FHILA TR,

FATAL:CLIENT_EXCEPTION: connect error: Missing External PKI alias

R &

OpenVPN Connect EFmHHE — N EHRA , EZREANCDEFHRIEH#ITES ORI, MREEX
HREEEFHBHMIES , NS HRIEF LK,

RRTT B

ToIEMEMT DNS 59
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f£ Client VPN BLE XI5 ERENEF imZRATIEP , RENHEE S A OpenVPN Connect &
FPigEt, 5% , FRATERNZFE , 4120 OpenVPN GUI & F % (v11.12.0.0) = Viscosity % F i
(v.1.7.14)0

3+ AWS Client VPN 5 macOS &/ isRYiE B 1T = HERR

T2 BB XMEMA macOS B ined ATRBRIH BRI MABENEE. FRAREBEESTRER
P um B9 B T AR AN

AWS RENEFRSEHFEE
AWS RENEFIRAOREH AR  FREEHESTEN LW TLE,

/Users/username/.config/AWSVPNClient/logs

REUT BERE

- NARFAR 88EXNARFENEER., XEAEMNBIZ R aws_vpn_client_”,
- OpenVPN B7& : @&FX OpenVPN #EZHER. XL HEMEIRZE ovpn_aws_vpn_client_",

AWS RN EF 7 IRERE P in T REFRKIIT root B, FHEFBSEFREITENHUATRLE.

/var/log/AWSVPNClient/AcvcHelperErrLog.txt
/var/log/AWSVPNClient/AcvcHelperOutlLog.txt

AWS RENE IR ENHFERESITEN LA TNE.

/Users/username/.config/AWSVPNClient/OpenVpnConfigs

HEHEBR E &

- B WRTERER

- BRI FEEMEERS

- BRWTECNERE XM

- FEERPFIERIR

* Tunnelblick

« R R|ZEHEEAES-256-GCM”

macOS HFEHERR 60



AWS Client VPN ArfEm
- EEFLINHAEE

- ¥ REHAE (EKU)

« JHIRVIES

+ OpenVPN

« FooEBEMT DNS

B IRTC R
[A] &R

AWS REHF IR T EEREE Client VPN im .
R&H
LI A BHERRATERUTRRZ—

- TEHNLEEERE— OpenVPN HEBEEZT , XAMBEIEFFIRIER,
- BWELE (.ovpn ) XHFTHo

PSS

BERENTEN LRBZTHEM OpenVPN NAEF, MRESTXENARERF , FELSBHXE
#HiE , RAEBRZHEZEIEFF iR VPN KR K. ©E OpenVPN BERHEIR , ABREFiw VPN
EEARIELATEER :

- EEXHIEEBNESRBAMLES, AXESELR , F5H AWS Client VPN EERIEEFHNS
HESREE.

« CRL{NAEM, BXEZEL , 3% AWS Client VPN B RIEERHNE P in o EE B Fin
VPN A w7 Ao

EPIRFEEFEERS
of
AWS 124t % P i EAE 223 ] Client VPN 885 | BT EFHEERES.

FRH
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HI L RBENREATRRUATRERR— -

o BHITEYLREREET Internet,
« DNS H BT LBEATRA IP ik,
« OpenVPN #fE TR #ith 2 iR i E LR Ko

BRIRTT B

WIFRMITEN %R Internet, ERE i VPN BEE AR IFEE X4 remote IS BB BEAT
RABEME P ik, AL VPN B RE O PR “MiFTEE" REFT AWS VPN £iF , AREE
.

B imT ik ol 2 i & S
B

HEERHAER AWS BEHNEF P in o 25 E XTI E T AT HEiR.
The config should have either cert and key or auth-user-pass specified.

RE
fSR Client VPN 8 SR § HRIE , WEE (.ovpn ) XHEREEEFHIEHNHHA,
BRTTR

BRENE K VPN EERFEFIRIELNBATMIEEXHP, BXESER , ESH AWS
Client VPN EE R RPN S HEIKEE.

FEERMFIEHER
k!

g ERE VPN Bt BRI TR,
AWS VPN Client Helper Tool is required to establish the connection.

RRTT B

BSFELLTRT re AWS : Post BI3ZZE, AWS VPN Client - EZBIF T E4E iz
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Tunnelblick

£ macOS High Sierra 10.13.6 £ T Tunnelblick 2 #ARZ 3.7.8 ( build 5180 ) B T HEHEE
=

IERENREXHEFHEETEINATNE.

/Users/username/Library/Application Support/Tunnelblick/Configurations

HERENEEXHFHEEITENNUATHLE,

/Library/Application Support/Tunnelblick/Shared

EEASEEETENNATVE,

/Library/Application Support/Tunnelblick/Logs

ERMARFHEREE , B I Tunnelblick AT , % Settings (RE) , A/FTHE VPN log level
(VPN BE%5) BB,

A B BRI E L AES-256-GCM”
Bk
EEAM , HEAETREUTFHER

2019-04-11 ©09:37:14 Cipher algorithm 'AES-256-GCM' not found
2019-04-11 ©09:37:14 Exiting due to fatal error

RR

ZNRARFEATXERBE L AES-256-GCM B OpenVPN MR A,
fRIR T R

BERITUTRERIEREFREL OpenVPN A :

1. 3TFF Tunnelblick R HREF,
2. EERE,

Tunnelblick 63
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3. Xy F OpenVPN version (OpenVPN k) , i&1%E$F 2.4.6 - OpenSSL version is v1.0.2q (2.4.6 -
OpenSSL fxZA<H v1.0.2q).

EEFLBENAEE
B8

EEAW , AEBFFIRELTHIR.

MANAGEMENT: >STATE:1559117927,WAIT,,,,,,

MANAGEMENT: >STATE:1559117928,AUTH,,,,,,

TLS: Initial packet from [AF_INET]3.217.107.5:443, sid=df19e70f a992cda3
VERIFY OK: depth=1, CN=server-certificate

VERIFY KU OK

Validating certificate extended key usage

Certificate has EKU (str) TLS Web Server Authentication, expects TLS Web Server
Authentication

VERIFY EKU OK

VERIFY OK: depth=0, CN=server-cvpn

Connection reset, restarting [0]

SIGUSR1[soft,connection-reset] received, process restarting

RRA

BRHEBERY. EEELSHRTIARIE SN , HREANBSBHEER.
BRI R

¥R Client VPN B R IZHFNEE X #.

¥ RZ$AAE (EKU)

&) &

EEE A | FE B ARPIRE TR,

TLS: Initial packet from [AF_INET]50.19.205.135:443, sid=29f2c917 4856ad34
VERIFY OK: depth=2, 0=Digital Signature Trust Co., CN=DST Root CA X3
VERIFY OK: depth=1, C=US, O=Let's Encrypt, CN=Let's Encrypt Authority X3
VERIFY KU OK

Validating certificate extended key usage

EEELRNHEE 64
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++ Certificate has EKU (str) TLS Web Server Authentication, expects TLS Web Server
Authentication
VERIFY EKU OK
VERIFY OK: depth=0, CN=cvpn-lab.myrandomnotes.com (http://cvpn-lab.myrandomnotes.com/)
Connection reset, restarting [0]

SIGUSR1[soft,connection-reset] received, process restarting

MANAGEMENT: >STATE:1559138717,RECONNECTING, connection-reset,,,,,

R &A

BSBHDRIER. BR , EFHRFOGRIEAN , RAFFRIEPENRSHFORIEBERA T BE
A% (EKU) FE

FRIRTT B

BREFANREEBENEFRIIBNZEH, WELE | BF5EM Client VPN BB R TRIUE, MERME
ARSSBIEPMARES,RIEBIEREET Client VPN #a , MATRES & & b iR,

T HARYIEF
Bk
REB/IBRIERY  BFSHFHBIERNY , HETRATHIR.

WARNING: “Connection reset, restarting [@] , SIGUSR1[soft,connection-reset] received,
process restarting”

R&A

EPREREREELH,

R R

#E3K Client VPN EE R RREFHNE P imiE+,
OpenVPN

£ macOS High Sierra 10.13.6 £Mli# T OpenVPN Connect & FiihRZS 2.7.1.100 A T EHEE
£,

BB XM AT EN T E,

S HARYIEH 65
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/Library/Application Support/OpenVPN/profile

EEASEEETENNATVE,

Library/Application Support/OpenVPN/log/connection_name.log

FoSEMEAT DNS
k!
FE KO B RO TR,

Mon Jul 15 13:07:17 2019 Transport Error: DNS resolve error on 'cvpn-

endpoint-1234.prod.clientvpn.us-east-1.amazonaws.com' for UDP session: Host not found
(authoritative)

Mon Jul 15 13:07:17 2019 Client terminated, restarting in 2000 ms...

Mon Jul 15 13:07:18 2019 CONNECTION_TIMEOUT [FATAL-ERR]

Mon Jul 15 13:07:18 2019 DISCONNECTED

Mon Jul 15 13:07:18 2019 >FATAL:CONNECTION_TIMEOUT

RR
OpenVPN Connect Fo3&# 4T Client VPN DNS £ %75,
FRRFR

HZ @ AWS Client VPN EEB RIS T EMETEF Iw VPN LigT 5 DNS BB RA R,

BEBR AWS EFim VPN 5E T Linux WE F iRl EEHRE

UTHa2ERXEAET Linux B HA TREBEN BSIERNMABNER. FHRREBEESTXE
&P imE & ARA

F&

- AWS REMNEF IS4 AT

- DNS Bl EIFRIA B IR =5

« OpenVPN ( 8517 )

- @33 Network Manager 237 OpenVPN (GUI)

oL R DNS 66
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AWS Client VPN RFiERE
AWS RENEFRSEHFEE
AWS REHE T B RRE R E RS U TALE |

/home/username/.config/AWSVPNClient/

AWS RENEFRTHFEFEENR BEX A FERERSNUATNE !

/var/log/aws-vpn-client/

filgn |, WA LR ELT BEXHFELER DNS up/down BIZA< 4§ BUE X MAVEIR -

« /var/log/aws-vpn-client/configure-dns-up.log

« /var/log/aws-vpn-client/configure-dns-down.log

DNS & ¥ 2B\ B AR S 2=
k!

AEXELEERT , B VPN E#ER , DNS ERNSEIMIAREEMAESER , MARN ClientVPN iy
REENBFMIRS R,

R &

E %5 systemd-resolved RE , [5& R Linux R4 LN —TRS , b2 DNS EEMN LA M

Z—. EATEEM Client VPN it S HIXH DNS RS, HIMABHRE R systemd-resolved k7
Client VPN in R I2H) DNS RSB REGZS L ER. HR , ©HERSHMMNI TR RS LR EHN
& DNS R85k +H. Eit , R4 DNS RSB AEMERERSM LS , It A T4 DNS £if,

FRIRT &R
1. 7 OpenVPN BEENMHHE—THHIMUATET , LARFE DNS EHR#AREE VPN BBE.,

dhcp-option DOMAIN-ROUTE .

2. {£H systemd-resolved RN EFERBFMEF. ERRX—K , FEIERZE LETUTHSEE
S48 /etc/resolv. conf $3£%| /run/systemd/resolve/stub-resolv.conf,

sudo 1n -sf /run/systemd/resolve/stub-resolv.conf /etc/resolv.conf

AWS RENEFIRSEMH AR 67
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RAriEmE

3

( Ak ) MRIETHEE systemd-resolved LIE DNS &ifl, MEFEEHWEZERIZFEERN
DNS E# RS2 , NIGHFS4E8E /etc/Tesolv. conf §83£%] /run/systemd/resolve/
resolv.conf,

sudo 1n -sf /run/systemd/resolve/resolv.conf /etc/resolv.conf

FZUREEERTHIRASI RAMBTWEE , Hli0 DNS NEEF., SEODNSEE,
DNSSec B4l 1T%, HEEEMAERED VPN HERALEIEZEES L DNS 1I2RAT |, ik
BEEH. flun , BHFEE VPC HA[EE — /N H www.example.com iBXHIFAE DNS @2
F , ZIERK AT RFAE IP, AT A A TFEE www.example.com HA18F | ZicF A f# 4T
ARE P,

OpenVPN ( @517 )

[A] &R

EETEIEE T , B DNS @ T e,

R

Client VPN % R ERECIE DNS iRS5e8 , EFF mBRMF REEIZRS 7.

RS

ER LT ZBQE DNS RS RERBEBREH ER TH.

1.

R BAEFIEE DNS REEEHREB, BUTRAF , ERE—1THIRE DNS RFE
192.168.0.2 ( ¥ Client VPN iw R P EE ) -

Mon Apr 15 21:26:55 2019 us=274574 SENT CONTROL [server]: 'PUSH_REQUEST' (status=1)
WRRMon Apr 15 21:26:55 2019 us=276082 PUSH: Received control message:
'"PUSH_REPLY, redirect-gateway defl bypass-dhcp,dhcp-option DNS 192.168.0.2,route-
gateway 10.0.0.97,topology subnet,ping 1,ping-restart 20, auth-token,ifconfig
10.0.0.98 255.255.255.224,peer-id 0

2. B ZETATHSHRRELE resolvconf B4,

MR AKIEE DNS REE5 |, iIBESR Client VPN B2 G 18X Client VPN iw & , F R E RN Client VPN
i#% S $EE 7 DNS RS E8 (it VPC DNS BREE ) . BXEZEL , 521 AWS Client VPN B
BB+ Client VPN i 5.,

OpenVPN ( @S1T)

68
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sudo apt list resolvconf

i HH AR EIA T AR

Listing... Done
resolvconf/bionic-updates,now 1.79ubuntul®.18.04.3 all [installed]

MRREER , FEANTHSHITER,

sudo apt install resolvconf

3. EXAYmiERFITIT Client VPN ELE X4 ( .ovpn XX ) FHRMUTIT.

script-security 2
up /etc/openvpn/update-resolv-conf
down /etc/openvpn/update-resolv-conf

ﬁﬁ H /L,\J’)\g_L'LIEIEE EI:-IJ_.IFH resolvconf Hil]zlxo IU\}\A‘_@%‘*:&{H:FL/{TWQE'HTo

Mon Apr 15 21:33:52 2019 us=795388 /etc/openvpn/update-resolv-conf tun@ 1500 1552
10.0.0.98 255.255.255.224 init
dhcp-option DNS 192.168.0.2

JBE Network Manager 23 OpenVPN (GUI)
] &%
£/ Network Manager OpenVPN & FiRAT |, EZEAMHAE RUTHEIR.

Apr 15 17:11:07 OpenVPN 2.4.4 x86_64-pc-linux-gnu [SSL (OpenSSL)] [LzO] [LZ4] [EPOLL]
[PKCS11] [MH/PKTINFO] [AEAD] built on Sep 5 2018

Apr 15 17:11:07 1library versions: OpenSSL 1.1.0g 2 Nov 2017, LZO 2.08

Apr 15 17:11:07 RESOLVE: Cannot resolve host address: cvpn-

endpoint-1234.prod.clientvpn.us-east-1.amazonaws.com:443 (Name or service not known)

Apr 15 17:11:07 RESOLVE: Cannot resolve host

Apr 15 17:11:07 Could not determine IPv4/IPv6 protocol

R &

B3 Network Manager 237 OpenVPN (GUI) 69
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IEF remote-random-hostname #5%& , ¥ BB FwAEMEA network-manager-gnome BH-2
HITER,

R B

HZ @ AWS Client VPN EEB RIS LT EMENTEF I VPN LigT 5 DNS 2R B RA R,

fRRE ILHY AWS Client VPN [a] &

LT —RIBEFEAEF IwmEREE Client VPN s 2 O] RE BRI E N R &,
TLS Z4AhE XK

Ed

TLS kM AL RUTHEiR.

TLS key negotiation failed to occur within 60 seconds (check your network connectivity)
TLS Error: TLS handshake failed

R
HI R BN RRATRERATRRZ—

o BHAEFMIPE L UDP = TCP &,
- BEEE (ovpn) X FERANEFRZRANIEFER,
- EFIRIEP REEYIR (CRL) EXH,

fRRTT B

EEITEN LB AERN A IEERO 443 2 1194 LRI A S HiE TCP 2 UDP #i&. iF Client
VPN EEREIEUATEER :

- Client VPN i S BBy A HUN RFE L 3% O 443 5% 1194 £/ TCP =% UDP &,

- BEXNHIEEBENEAHRBANLERS. BXESZEE , 30 AWS Client VPN EERERPHN S
HEFIRRE,

« CRL MAEH. BEXEZEE , 2 H AWS Client VPN BIE R IR P M E 7 s o5 EEDF i
VPN i1 Ko

I EE 70
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RAriEmE

A 18 %

T&RIERT ( AWS Client VPN BFIEE) WEH.

TE

AWS B % % i& B T Windows
ARM64 1 x64 K& F ik

(56.34)

AWS B % % i& B T Windows
ARM64 1 x64 W& F ik

(5.3.3)

AWS 215&E A T ARM64
macOS WM& Fim (5.3.4) , x64
=&t

AWS B % % i& B T Windows
ARM64 1 x64 K& F ik

(6.3.2)

AWS 215&E A T ARM64
macOS W& Fim (5.3.3) , x64

EX

AWS 7 Ubuntu IR EHNEF ik
(5.3.2) EX 1

AWS B & & H T macOS
x64 &% (5.3.2)

AWS 3 ARM64 macOS &4
RENEFEFIK (5.3.2) BEAH

oL

FSARTUHAT@REAE
/%\O

FSARTUHET@REAE
/%\O

FSARTUHAT@REAE
/%\O

FSARTUHAT@REAE
/%\O

FSARTUHAT@REAE
/%\O

FSARTUHAT@REAE
/%\O

FSARTUHAT@REAE
/%\O

DEFMTXNETF macOS
ARM64 HIRER G 55,
He 8% N ARM64 macOS
RE T HHI5.3.2%T AWS Client
VPN 7, EZ# Client VPN
for macOS Requirements 1

B #

202653 A26H

2026%2H28H

2026 £2 A 17 B

2026 £2 A 17 B

2025%12A26H

202512 A 17 H

2025 10 A 27 H

2025 10 A 27 H

71


https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-macos-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-macos-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-macos-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-macos-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-macos-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-macos-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-linux-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-linux-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-macos-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-macos-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-macos-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-macos-release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-macos.html#client-vpn-connect-macos-req
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-macos.html#client-vpn-connect-macos-req

AWS Client VPN
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AWS R#HEIE B F Windows
x64 HE % (5.3.1) 1 Arm64
=% &iil

AWS 12 H macOS & imil
f£X#F Tahoe (26.0)

AWS 7 Ubuntu 2N E %
(5.3.1) B4

AWS B & miEHAF macOS By
&P (5.3.1)

AWS  Windows Arm64 & 4:
RENEFIK (5.3.0) EX%

AWS B & miEHF macOS By
&P (5.3.0)

AWS R #HEIE AT Windows
W iR (5.3.0) &%

AWS 7 Ubuntu £ E %
(5.3.0) E& 7

AWS B & miEHAF macOS By
B (5.2.1)

REZ1#1E , S8 AWS Client
VPN for macOS release notes
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AWS R #HEIE AT Windows
WEFIR (5.2.2) BXH

AWS R#HEIE B F Windows
WEFIR (5.2.1) BRH

AWS B & miEHAF macOS By

i (5.2.0)

AWS R#EIE B F Windows
WE iR (5.2.0) X6

AWS 7 Ubuntu 2N E %
(5.2.0) B& 7

AWS B & miEHAF macOS By

i (5.1.0)

AWS =R#EIE B F Windows
WE IR (5.1.0) X%

AWS 7 Ubuntu 2N E %
(5.1.0) B& 7

BBR 7 X macOS Monterey
M X HEFFHE I T X macOS
Sonoma ( 14.0 ) X #

BB 7 X Ubuntu 18.0.4 (LTS)
# Ubuntu 20.04 LTS M #
({XBR ) AMD64

AWS B & miEHAF macOS By
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iHZ ¥ Client VPN for macOS

Requirements T fi#1¥15,

#H2ZH Client VPN for Linux
Requirements T fi#1¥15,

&% (5.0.3)

AWS B % & F Windows
& Fim (5.0.2)

AWS B & miEHAF macOS By
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