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FERAEBED VPC KinT 28T AWS RS , TS AFAE DNS, &BIFAH DNS |, S UL FRAH
NHiIFSH DNS EME RS A HiER |, BEFEFEED VPC i SR AREIERE, ﬁ%E%L:.M BS
i the section called “DNS 47",

LA R describe-vpc-endpoints s 5 £ R % O 4% T KB DNS %8,

aws ec2 describe-vpc-endpoints --vpc-endpoint-id vpce-099deb00b40f00e22 --query
VpcEndpoints[*].DnsEntries

LT RERAR CIoudWatch & DNS E# K Amazon EOLKHT RBmE RHl. F— 1 KB RMEXE
R, BTRWN=ZARERAEIRER. RE—TMREXRBBRENLRERERX | ZREG AN L ERK
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"DnsName": "vpce-099deb00b40f00e22-1j2wisx3.monitoring.us-
east-2.vpce.amazonaws.com",
"HostedZoneId": "ZC8PGOKIFKBRI"

"DnsName": "vpce-099deb00b40f00e22-1j2wisx3-us-east-2c.monitoring.us-
east-2.vpce.amazonaws.com",
"HostedZoneId": "ZC8PGOKIFKBRI"

"DnsName": "vpce-099deb00b40f00e22-1j2wisx3-us-east-2a.monitoring.us-
east-2.vpce.amazonaws.com",
"HostedZoneId": "ZC8PGOKIFKBRI"

"DnsName": "vpce-099deb00b40f00e22-1j2wisx3-us-east-2b.monitoring.us-
east-2.vpce.amazonaws.com",
"HostedZoneId": "ZC8PGOKIFKBRI"

b

{
"DnsName": "monitoring.us-east-2.amazonaws.com",
"HostedZoneId": "Z06320943MMOWYG6MAVLI"

}
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https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/Introduction.html
https://docs.aws.amazon.com/cloudhsm/latest/userguide/cloudhsm-vpc-endpoint.html
https://docs.aws.amazon.com/cloud-map/latest/dg/vpc-interface-endpoints.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-and-interface-VPC.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch-and-interface-VPC.html
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/cloudwatch-logs-and-interface-VPC.html
https://docs.aws.amazon.com/codeartifact/latest/ug/vpc-endpoints.html
https://docs.aws.amazon.com/codebuild/latest/userguide/use-vpc-endpoints-with-codebuild.html
https://docs.aws.amazon.com/codecommit/latest/userguide/codecommit-and-interface-VPC.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/vpc-endpoints.html
https://docs.aws.amazon.com/codeguru/latest/profiler-ug/private-link.html
https://docs.aws.amazon.com/codeguru/latest/reviewer-ug/vpc-interface-endpoints.html
https://docs.aws.amazon.com/codepipeline/latest/userguide/vpc-support.html#use-vpc-endpoints-with-codepipeline
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https://docs.aws.amazon.com/comprehend/latest/dg/vpc-interface-endpoints.html
https://docs.aws.amazon.com/comprehend-medical/latest/dev/comprehendmedical-vpcendpoints.html
https://docs.aws.amazon.com/config/latest/developerguide/config-VPC-endpoints.html
https://docs.aws.amazon.com/connect/latest/adminguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/controlcatalog/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/controltower/latest/userguide/networking-privatelink.html
https://docs.aws.amazon.com/data-exchange/latest/userguide/vpc-interface-endpoints.html
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https://docs.aws.amazon.com/firehose/latest/dev/vpc.html
https://docs.aws.amazon.com/ebs/latest/userguide/dlm-vpc-endpoints.html
https://docs.aws.amazon.com/dms/latest/userguide/CHAP_Security.html#infrastructure-security
https://docs.aws.amazon.com/datasync/latest/userguide/choose-service-endpoint.html
https://docs.aws.amazon.com/datazone/latest/userguide/datazone-vpc.html
https://docs.aws.amazon.com/deadline-cloud/latest/developerguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/detective/latest/userguide/detective-security-vpc-endpoints-privatelink.html
https://docs.aws.amazon.com/devops-guru/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/documentdb/latest/developerguide/docdb-private-link.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/privatelink-interface-endpoints.html
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https://docs.aws.amazon.com/ebs/latest/userguide/ebs-apis-vpc-endpoints.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/interface-vpc-endpoints.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/ec2-auto-scaling-vpc-endpoints.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/vpc-endpoints.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/vpc-endpoints.html
https://docs.aws.amazon.com/eks/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/vpc-vpce.html
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https://docs.aws.amazon.com/drs/latest/userguide/installing-agent-blocked.html
https://docs.aws.amazon.com/efs/latest/ug/efs-vpc-endpoints.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/load-balancer-vpc-endpoints.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/dg/elasticache-privatelink.html
https://docs.aws.amazon.com/mediaconnect/latest/ug/vpc-endpoints.html
https://docs.aws.amazon.com/emr/latest/ManagementGuide/interface-vpc-endpoint.html
https://docs.aws.amazon.com/emr/latest/EMR-on-EKS-DevelopmentGuide/security-vpc.html
https://docs.aws.amazon.com/emr/latest/ReleaseGuide/emr-hbase-wal-privatelink.html
https://docs.aws.amazon.com/social-messaging/latest/userguide/vpc-interface-endpoints.html
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https://docs.aws.amazon.com/entityresolution/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-related-service-vpc.html
https://docs.aws.amazon.com/scheduler/latest/UserGuide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/fis/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/finspace/latest/userguide/infrastructure-security.html#connect-vpce
https://docs.aws.amazon.com/forecast/latest/dg/vpc-interface-endpoints.html
https://docs.aws.amazon.com/frauddetector/latest/ug/vpc-interface-endpoints.html
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https://docs.aws.amazon.com/gameliftstreams/latest/developerguide/infrastructure-security-vpc-endpoints.html
https://docs.aws.amazon.com/glue/latest/dg/vpc-interface-endpoints.html
https://docs.aws.amazon.com/databrew/latest/dg/vpc-endpoint.html
https://docs.aws.amazon.com/grafana/latest/userguide/VPC-endpoints.html
https://docs.aws.amazon.com/guardduty/latest/ug/security-vpc-endpoints.html
https://docs.aws.amazon.com/healthimaging/latest/devguide/vpc-interface-endpoints.html
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https://docs.aws.amazon.com/healthlake/latest/devguide/vpc-endpoints.html
https://docs.aws.amazon.com/omics/latest/dev/vpc-interface-endpoints.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_interface_vpc_endpoints.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_interface_vpc_endpoints.html
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/vpc-interface-endpoints.html
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https://docs.aws.amazon.com/iot/latest/developerguide/IoTCore-VPC.html
https://docs.aws.amazon.com/iot/latest/developerguide/IoTCore-ST-VPC.html
https://docs.aws.amazon.com/iot/latest/developerguide/IoTCore-ST-VPC.html
https://docs.aws.amazon.com/iot/latest/developerguide/device-advisor-vpc-endpoint.html
https://docs.aws.amazon.com/iot-mi/latest/devguide/interface-vpc-endpoints.html
https://docs.aws.amazon.com/iot-mi/latest/devguide/interface-vpc-endpoints.html
https://docs.aws.amazon.com/iot-wireless/latest/developerguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/greengrass/v2/developerguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/iot-sitewise/latest/userguide/vpc-interface-endpoints.html
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https://docs.aws.amazon.com/iot-twinmaker/latest/guide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/kendra/latest/dg/vpc-interface-endpoints.html
https://docs.aws.amazon.com/kms/latest/developerguide/kms-vpc-endpoint.html
https://docs.aws.amazon.com/keyspaces/latest/devguide/vpc-endpoints.html
https://docs.aws.amazon.com/keyspaces/latest/devguide/vpc-endpoints.html
https://docs.aws.amazon.com/streams/latest/dev/vpc.html
https://docs.aws.amazon.com/lake-formation/latest/dg/privatelink.html
https://docs.aws.amazon.com/lambda/latest/dg/configuration-vpc-endpoints.html
https://docs.aws.amazon.com/lexv2/latest/dg/vpc-interface-endpoints.html
https://docs.aws.amazon.com/license-manager/latest/userguide/interface-vpc-endpoints.html
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https://docs.aws.amazon.com/location/latest/developerguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/lookout-for-equipment/latest/ug/vpc-interface-endpoints.html
https://docs.aws.amazon.com/lookout-for-vision/latest/developer-guide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/macie/latest/user/vpc-interface-endpoints-macie.html
https://docs.aws.amazon.com/m2/latest/userguide/vpc-interface-endpoints.html

Amazon Virtual Private Cloud

AWS PrivateLink

AWS %
AWS Marketplace Metering Service

Amazon Managed Service for

Prometheus

Amazon Managed Streaming for
Apache Kafka (MSK)

Amazon Managed Workflows for

Apache Airflow

Amazon Route 53

Amazon Route 53 £ B iEF

AWS EEEFIA

Amazon MemoryDB

AWS Migration Hub Orchestrator

AWS Migration Hub Refactor Spaces

Migration Hub S B§ 221

ARSS & 75

com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,

com.amazonaws,

region. itE™H
region.aps
region.aps-workspaces
region.kafka
region.kafka-fips
region.airflow.api
region.airflow.api-fips
region.airflow.env
region.airflow.env-fips

region.airflow.ops

com.amazonaws.route53

aws.api.us-east-2.route53 globalresolver

aws.api.us-east-2.route53globalresolver-fips

com.amazonaws,

com.amazonaws.

com.amazonaws,

com.amazonaws,

com.amazonaws.

com.amazonaws,

com.amazonaws,

region. ##l&

region., &%
region.memory-db
region.memorydb-fips
region.migrationHub-Orchestrat
region.refactor-spaces

region.migrationHub-strag
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https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-and-interface-VPC.html
https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-and-interface-VPC.html
https://docs.aws.amazon.com/msk/latest/developerguide/privatelink-vpc-endpoints.html
https://docs.aws.amazon.com/msk/latest/developerguide/privatelink-vpc-endpoints.html
https://docs.aws.amazon.com/mwaa/latest/userguide/vpc-vpe-create-access.html
https://docs.aws.amazon.com/mwaa/latest/userguide/vpc-vpe-create-access.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/gr-what-is-global-resolver.html
https://docs.aws.amazon.com/awsconsolehelpdocs/latest/gsg/console-private-access.html
https://docs.aws.amazon.com/memorydb/latest/devguide/memorydb-privatelink.html
https://docs.aws.amazon.com/migrationhub-orchestrator/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/migrationhub-refactor-spaces/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/userguide/vpc-interface-endpoints.html

Amazon Virtual Private Cloud

AWS PrivateLink

AWS BRE

Amazon MQ

Amazon Neptune Analytics

AWS Network Firewall

I &% OpenSearch RS

Amazon OpenSearch Ingestion

AWS Organizations

AWS Outposts

AWS Panorama

AWS BB F

AWS PCS

Amazon Personalize

ARSS & 75

com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,

com.amazonaws,

region.mq

region.mq-fips
region.neptune-grap
region. neptune-graph-data
region. neptune-graph-fips
region. PIL&RS K 3%

region. network-firewall-fips

X LR REBERSEE

com.amazonaws.

com.amazonaws,.

com.amazonaws,

com.amazonaws.

com.amazonaws.

com.amazonaws,

com.amazonaws.

com.amazonaws.

com.amazonaws,

com.amazonaws,

com.amazonaws.

com.amazonaws,

region.osis

region. 443
region.organs-fips
region.outposts

region. £%
region.payment-cryptograph
region.payment-cryptograph
region.pcs

region.pcs-fips

region. MEAL

region. ME{LTESN

N—

region.personalize i& 1T}
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https://docs.aws.amazon.com/amazon-mq/latest/developer-guide/connect-to-amazonmq.html
https://docs.aws.amazon.com/network-firewall/latest/developerguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/osis-access-apis-using-privatelink.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_security_privatelink.html
https://docs.aws.amazon.com/panorama/latest/dev/api-endpoints.html
https://docs.aws.amazon.com/pcs/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/personalize/latest/dg/vpc-interface-endpoints.html

Amazon Virtual Private Cloud

AWS PrivateLink

AWS BRE

Amazon Pinpoint

Amazon Polly

AWS 1 B &

AWS FAEUE 0 & H#

AWS Proton

Amazon Q Business

Amazon Q FF & &

Amazon Q AT IR

ll\H_—T

W\

Amazon RDS

Amazon RDS Data API

Amazon RDS HaEi¥1E

ARSS & 75

com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,

com.amazonaws,

region, pinpoint

region, pinpoint-sms-voice-v2
region.polly
region.polly-fips
region.pricing.api
region.acm-pca

region. acm-pca-fips
region, pca-connector-ad
region, pca-connector-scep

region.proton

aws.api. region.gbusiness

com.amazonaws,

com.amazonaws,

com.amazonaws.

com.amazonaws,

com.amazonaws,

com.amazonaws.

com.amazonaws.

com.amazonaws,

com.amazonaws.

region.codewhisperer
region.q

region.qapps
region.service.user iJ 5
region.quicksight-F 34
region.rds
region.rds-fips
region.rds-data

region.pi

5. &BHRS
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https://docs.aws.amazon.com/pinpoint/latest/developerguide/security-vpc-endpoints.html
https://docs.aws.amazon.com/polly/latest/dg/using-polly-with-vpc-endpoints.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/vpc-interface-endpoints.html
https://docs.aws.amazon.com/privateca/latest/userguide/vpc-endpoints.html
https://docs.aws.amazon.com/proton/latest/userguide/infrastructure-security.html#vpc-interface-endpoints
https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/vpc-interface-endpoints.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/vpc-interface-endpoints.html
https://docs.aws.amazon.com/quicksight/latest/developerguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/data-api.html#data-api.vpc-endpoint
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/pi-vpc-interface-endpoints.html

Amazon Virtual Private Cloud

AWS PrivateLink

AWS BRE

AWS Bl & :FE R

[B] 1 uh

Amazon Redshift

Amazon Redshift Data API

Amazon Rekognition

AWS Resource Access Manager

AWS FiRERZR R

AWS Resource Groups

ARSS & 75

com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,

com.amazonaws.

region.pi-fips
region.repostspace
region.rbin

region.rbin-fips
region.redShift
region.redshift-fips
region.redshift LIRS 85
region., redshift-serverless-fips
region.redShift-data

region. redshift-data-fips
region. rekognition
region.rekognition-fips
region.streaming-rekognition
region., streaming-rekognition-fips
region.ram

region.ram-fips
region.resource-explorer-
region.resource-explorer-2-fip
region. ®iRA

region., resource-groups-fips

5. &BHRS


https://docs.aws.amazon.com//ebs/latest/userguide/rbin-vpcendpoints.html
https://docs.aws.amazon.com/redshift/latest/mgmt/security-network-isolation.html#security-private-link
https://docs.aws.amazon.com/redshift/latest/mgmt/data-api-access.html#data-api-vpc-endpoint
https://docs.aws.amazon.com/rekognition/latest/dg/vpc.html
https://docs.aws.amazon.com/ram/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/resource-explorer/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/ARG/latest/userguide/vpc-interface-endpoints.html

Amazon Virtual Private Cloud

AWS PrivateLink

AWS BRE

AWS Resource Groups Tagging API

Amazon S3

Amazon S3 % XiFif a2

Amazon S3 on Outposts

I 5 SageMaker Al

HH

AR5 B #5
com.amazonaws.
com.amazonaws.

com.amazonaws,

region. tagging
region.s3

region.s3tables

com.amazonaws.s3-global.accesspoint

com.amazonaws,
aws.sagemaker,
aws.sagemaker,
aws.sagemaker,
aws.sagemaker,

com.amazonaws,.
assistant

com.amazonaws,
com.amazonaws.

com.amazonaws,
time

com.amazonaws.,
runtime-fips

com.amazonaws.
com.amazonaws.

com.amazonaws,

region.s3-outposts
region. 3R
region. £i8 A
region.partner-app
region. T/EZE

region. sagemaker-data-science-

region.sagemaker.api
region.sagemaker.api-fips

region.sagemaker.featurestore-run

region.sagemaker, featurestore-

region.sagemaker.metrics
region.sagemaker.runtime

region.sagemaker.runtime-fips

com.amazonaws.savingsplans
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https://docs.aws.amazon.com/resourcegroupstagging/latest/APIReference/vpc-interface-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/MultiRegionAccessPointsPrivateLink.html
https://docs.aws.amazon.com/AmazonS3/latest/s3-outposts/s3-outposts-privatelink-interface-endpoints.html
https://docs.aws.amazon.com/sagemaker/latest/dg/notebook-interface-endpoint.html

Amazon Virtual Private Cloud

AWS PrivateLink

AWS BRE

AWS Secrets Manager

AWS Security Hub CSPM

Amazon Security Lake

AWS Security Token Service

AWS Serverless Application
Repository

ARSS B

AR 35 EC &5t

Amazon SES

AWS SimSpace Weaver

AWS Snowball Edge Device
Management

ARSS & 75

com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,

com.amazonaws.

com.amazonaws.
com.amazonaws,.
com.amazonaws,
com.amazonaws.
com.amazonaws.
com.amazonaws,

com.amazonaws,
auth.fips

com.amazonaws,
open.fips

com.amazonaws,

com.amazonaws,

region.secretsManag
region.securityh
region.securityhub-fips
region. securityL
region.securitylake-fi
region.sts
region.sts-fips

region.serverlessTzfif E

region.serviceCatalog
region.servicecatalog-appregistry
region.servicequotas
region.email-smtp
region.mail-manager

region. mail-manager-fips

region. mail-manager-smtp.

region. mail-manager-smtp.

region.simspaceweaver

region. snow-device-management

5. &BHRS
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https://docs.aws.amazon.com/secretsmanager/latest/userguide/vpc-endpoint-overview.html
https://docs.aws.amazon.com/securityhub/latest/userguide/security-vpc-endpoints.html
https://docs.aws.amazon.com/security-lake/latest/userguide/security-vpc-endpoints.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_interface_vpc_endpoints.html
https://docs.aws.amazon.com/serverlessrepo/latest/devguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/serverlessrepo/latest/devguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/ses/latest/dg/send-email-set-up-vpc-endpoints.html

Amazon Virtual Private Cloud

AWS PrivateLink

AWS RS
Amazon SNS

Amazon SQS

Amazon SWF

AWS Step Functions

AWS Storage Gateway

AWS Supply Chain

AWS Systems Manager

EHTF SAP B9 AWS Systems
Manager

AWS BB M 4% 4 B aR

Amazon Textract

ARSS & 75

com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,

com.amazonaws.

region.sns
region.sqs
region.sqs-fips
region.swf
region.swif-fips
region. states
region.sync-states
region. storagegateway
region.scn
region.ec2messages
region.ssm
region.ssm-BkR A
region.ssm-B4
region. ssm-incidents-fips
region.ssm-quicksetup
region.ssmmessages
region.ssm-sap
region. ssm-sap-fips
region.tnb

region.extract
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https://docs.aws.amazon.com/sns/latest/dg/sns-internetwork-traffic-privacy.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-internetwork-traffic-privacy.html#sqs-vpc-endpoints
https://docs.aws.amazon.com/amazonswf/latest/developerguide/swf-vpc-endpoints.html
https://docs.aws.amazon.com/step-functions/latest/dg/vpc-endpoints.html
https://docs.aws.amazon.com/aws-supply-chain/latest/adminguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/setup-create-vpc.html
https://docs.aws.amazon.com/textract/latest/dg/vpc-interface-endpoints.html

Amazon Virtual Private Cloud

AWS PrivateLink

AWS BRE

Amazon Timestream

Amazon Timestream for InfluxDB

Amazon Transcribe

Amazon Transcribe Medical

AWS Transfer for SFTP

AWS Transform

AWS Transform BE N

Amazon Translate

AWS Trusted Advisor

AWS A B HRSS

Amazon Verified Permissions

ARSS & 75

com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,

com.amazonaws.

region.textract-fips
region.timestream.ingest-cell
region.timestream.query-cel L
region.timestream-influxdb
region. timestream-influxdb-fips
region. ¥%
region.transcribe
region.transcribestreaming-
region. ¥%
region.transcribe

region. %
region.transfer.s

region. ¥t
region.transform-

region, BE

region. ESEBAVBIR
region. @4l

region. BAI-BRR A

region. BRI R

region.verifiedpermissions-f
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https://docs.aws.amazon.com/timestream/latest/developerguide/VPCEndpoints.html
https://docs.aws.amazon.com/timestream/latest/developerguide/timestream-influxb-privatelink.html
https://docs.aws.amazon.com/transcribe/latest/dg/vulnerability-analysis-and-management.html
https://docs.aws.amazon.com/transcribe/latest/dg/med-vpc-interface-endpoints.html
https://docs.aws.amazon.com/transform/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/transform/latest/userguide/vpc-interface-endpoints-transform-custom.html
https://docs.aws.amazon.com/translate/latest/dg/vpc-interface-endpoints.html
https://docs.aws.amazon.com/notifications/latest/userguide/vpc.html
https://docs.aws.amazon.com/verifiedpermissions/latest/userguide/vpc-interface-endpoints.html

Amazon Virtual Private Cloud

AWS PrivateLink

AWS BRE

Amazon VPC Lattice

AWS WAFV2

AWS Well-Architected Tool

Amazon WorkMail

Amazon WorkSpaces

IJIII-

Amazon WorkSpaces &£ X

WorkSpaces i i #41% 5

Amazon WorkSpaces & F#l

AWS X-Ray

& AT Apache Flink #30 57+ & R

5

ARSS & 75

com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,

com.amazonaws.

region.vpc-lattice
region.wafv2
region.wafv2-fips
region.wellarchitected
region.workmail
region.workmailmessageFlow
region. TYEZE[H]
region.workspaces-Web
region. workspaces-web-fips
region. X =ik
region.thinclient.api
region.xray

region. BB

region.kinesisanalytics-fips

BEETH AWS RS 2

& 7] LA Fl describe-vpc-endpoint-servicesin B E & X 1F VPC Lin T SRS B o

UTRAIERT AWS RS HEREERXSHPZFEOLIRT K. 1% --query ETURH HFRBI N RS A
o

aws ec2 describe-vpc-endpoint-services \
--filters Name=service-type,Values=Interface Name=owner,Values=amazon \
--region us-east-1 \
--query ServiceNames

EEWA AWS RS B
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https://docs.aws.amazon.com/vpc-lattice/latest/ug/vpc-interface-endpoints.html
https://docs.aws.amazon.com/workspaces/latest/adminguide/infrastructure-security.html#interface-vpc-endpoint
https://docs.aws.amazon.com/workspaces-web/latest/adminguide/private-link.html
https://docs.aws.amazon.com/workspaces/latest/adminguide/creating-streaming-vpc-endpoints.html
https://docs.aws.amazon.com/workspaces-thin-client/latest/ag/vpc-interface-endpoints.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-security-vpc-endpoint.html
https://docs.aws.amazon.com//managed-flink/latest/java/vpc-internet.html
https://docs.aws.amazon.com//managed-flink/latest/java/vpc-internet.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-vpc-endpoint-services.html

Amazon Virtual Private Cloud

AWS PrivateLink

THRRHEH, RERTEN@AL.

"api.aws.us-east-1.cassandra-streams",

"aws.api.us-east-1l.bcm-data-exports",
"aws.api.us-east-l.emr-service-cellQ@l",
"aws.api.us-east-1.freetier",
"aws.api.us-east-1.kendra-ranking",

aws.api.us-east-1.gbusiness",

"'com.amazonaws.us-east-1.xray"

EERABSWER

KBRS BFGE , B A LUE A describe-vpc-endpoint-servicesin S BEE A X BN LR T SR
B,

LT RBIERBRXIEEXE S Amazon CloudWatch O KT SEE,

aws ec2 describe-vpc-endpoint-services \
--service-name "com.amazonaws.us-east-1l.monitoring" \
--region us-east-1

THEHRRFHEE, VpcEndpointPolicySupported RREE X iFin ok
B&. SupportedIpAddressTypes RARZIFHLE P kKA,

"ServiceDetails": [
{
"ServiceName": "com.amazonaws.us-east-1l.monitoring",
"ServiceId": "vpce-svc-0fc975f3e7e5bebas",
"ServiceType": [
{

"ServiceType": "Interface"

1,
"AvailabilityZones": [
"us-east-1la",
"us-east-1b",
"us-east-1c",

RS589 4015

EERXBRSWEER
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https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-vpc-endpoint-services.html

Amazon Virtual Private Cloud AWS PrivateLink

"us-east-1d",
"us-east-1le",
"us-east-1f"
1,
"Owner": "amazon",
"BaseEndpointDnsNames": [
"monitoring.us-east-1.vpce.amazonaws.com"

1,
"PrivateDnsName": "monitoring.us-east-1.amazonaws.com",
"PrivateDnsNames": [
{
"PrivateDnsName": "monitoring.us-east-1.amazonaws.com"
},
{
"PrivateDnsName": "monitoring.us-east-1l.api.aws"
1,
{
"PrivateDnsName": "monitoring-fips.us-east-1.amazonaws.com"
},
{
"PrivateDnsName": "monitoring-fips.us-east-1.api.aws"
} 1P

"VpcEndpointPolicySupported": true,
"AcceptanceRequired": false,
"ManagesVpcEndpoints": false,

"Tags": [1,
"PrivateDnsNameVerificationState": "verified",
"SupportedIpAddressTypes": [

"ipve",

"ipv4"

1,
"ServiceNames": [
""com.amazonaws.us-east-1.monitoring"

EEm KRR

ERITIRESE2EXFLRIET 25K | 5B describe-vpc-endpoint-servicesin & H 1 2 #Y
{EVpcEndpointPolicySupported. AIBEHI{E R true F false,
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https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-vpc-endpoint-services.html

Amazon Virtual Private Cloud AWS PrivateLink

AT RAIREREERFREXSFEEXFHNIRA/KE, --query &R 5 H BRI
VpcEndpointPolicySupported B,

aws ec2 describe-vpc-endpoint-services \
--service-name "com.amazonaws.us-east-1.s3" \
--region us-east-1 \
--query ServiceDetails[*].VpcEndpointPolicySupported \
--output text

THRRH%EH,

True

BTRBIFIHT AWS RS EREEXEXFLRT QRN % --query ETURa H REIN RS &
Mo EEM Windows 8 T RRFZITUSG T , FHREAZFREABNESS | FHFRTEEFHFM\
BERA A

aws ec2 describe-vpc-endpoint-services \
--filters Name=service-type,Values=Interface Name=owner,Values=amazon \
--region us-east-1 \
--query 'ServiceDetails[?VpcEndpointPolicySupported=="true’ ].ServiceName'

THRRMEE, RERTENRL.

"api.aws.us-east-1l.cassandra-streams",

aws.api.us-east-1.bcm-data-exports",
"aws.api.us-east-1l.emr-service-cell@l",

aws.api.us-east-1.freetier",
"aws.api.us-east-1.kendra-ranking",

"'com.amazonaws.us-east-1.xray"

LTFRBIFILT AWS BRSS EREXEPFZIFLRT RIKBN. 1% --query ETURH H R HN RS
Bh. EEM Windows s TR RFZETHG T , BHIRERNFRHREABNESS , FRTEZFZHMN
\EBR A

aws ec2 describe-vpc-endpoint-services \
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--filters Name=service-type,Values=Interface Name=owner,Values=amazon \

--region us-east-1 \

--query 'ServiceDetails[?VpcEndpointPolicySupported=="false ].ServiceName'

THRRMEE, RERTENREL.

""com.

com.
com.
""com.

com.

com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.

BE IPv6 X#F

EEEX AWS IREH IPv6 X3 , BB ZIFHAWS RS IPv6, %+ 8 BAfE A LU T describe-vpe-
endpoint-servicesf R &EE AWS RE EHREXE IPv6 R A LLFRIN, % - -query IS5 H BRI

NRS B

us-east-1

us-east-1.

.appmesh-envoy-management",
us-east-1.
us-east-1.
us-east-1.
us-east-1.

apprunner.requests",
appstream.api",
appstream.streaming",
awsconnector",

transfer.server"

aws ec2 describe-vpc-endpoint-services \
--filters Name=supported-ip-address-types,Values=ipv6 Name=owner,Values=amazon
Name=service-type,Values=Interface \
--region us-east-1 \
--query ServiceNames

THRRHEH, RERTEN@AL.

"api.

"aws.

"aws.

"aws.

"aws.

aws.

aws.

aws.

aws.

com.

aws.
api.
api.
api.
api.
api.
api.

us-east-1.
us-east-1.
us-east-1.
.kendra-ranking",
us-east-1.
us-east-1.
us-east-1.

us-east-1

cassandra-streams",
bcm-data-exports",
freetier",

gbusiness",
resource-explorer-2",
resource-explorer-2-fips",

sagemaker.us-east-1.experiments",
sagemaker.us-east-1.partner-app",
amazonaws.iam",

EEF IPv6 X5
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""com.amazonaws.us-east-1.access-analyzer",
"com.amazonaws.us-east-1.account",

"com.amazonaws.us-east-1.xray"

2R AEBXE AWS iR

LTHREESERXE AWS RS £/, AWS PrivateLink, #&7] LA6I 232 O K i
AWS X HFHIXERS , MEBEMNELBECSH VPC FIiET—#,

TRUALZ LN EES HAd

EEAWS BRSFIPREEIUET RS X, RSN TELELREOLRT QAHEEN RSB
Fho

AWS fR% ARSS B #5
Amazon S3 com.amazonaws. region.s3

AWS ldentity and Access

com.amazonaws.iam

Management (IAM)

Amazon ECR com.amazonaws. region.ecr.api

com.amazonaws. region.ecr.dkr

AWS Key Management Service com.amazonaws., region.kms

com.amazonaws. region.kms-fips

Amazon ECS com.amazonaws. region.ecs

AWS Lambda com.amazonaws., region.lambda

Amazon Data Firehose com.amazonaws, region.kinesis-firehose

BT Apache Flink BVl 53 #EE R com.amazonaws,

%

region. IBEN P

com.amazonaws. region.kinesisanalytics-fips

Amazon Route 53 com.amazonaws.routeb53
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BEETH AWS RS &

& 0] LAME F describe-vpc-endpoint-servicesi & & B A B X B RS .

DTRRBIERT AWS BRS Zus-east-1XEBH AP TLUBT #OLHT [IGREE (us-west-2)
REXEH. % --query ETURF 5 H R H17 BRS B #ro

aws ec2 describe-vpc-endpoint-services \
--filters Name=service-type,Values=Interface Name=owner,Values=amazon \
--region us-east-1 \
--service-region us-west-2 \
--query ServiceNames

THRRHEH, RERTEN@AL.

com.amazonaws.us-west-2.ecr.api",
""com.amazonaws.us-west-2.ecr.dkr",

com.amazonaws.us-west-2.ecs",
""com.amazonaws.us-west-2.ecs-fips",

"com.amazonaws.us-west-2.s3"

@ Note

BAMERXE DNS, AWS RS EEMXIF G , FXEXE DNS, BEXEZER | &
2% Amazon VPC P8 EEF M EH DNS B M,

R FF E BT
« BIABERT , IAM SREERFEHM AWS RS XEH. ERTFEXEFEMENNR , IAM B2
AR R iFvpce:AllowMul tiRegion{X FRIXFRIRVERY IAM KB,

- BREHIRSIEHKEE (SCP) TaE4{XFRvpce:AllowMultiRegiontX FRIVIRIE, EFEH AWS
PrivateLink¥s X1iE#Ih8E , B S REEF SCP BLM AT LIRE,

- EEHIAM EHERE VPC i KB AT BB E RN RS XM X , E6EH
ec2:VpceServiceRegion &4,

EEWA AWS RS B 53
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RS FERAELTEERMA—NMERMAXE , RAEFENHERN RN ERSXE, BIMNEBURS
FEAER AR A XN EEMIEE XIiEEEKFRIRS . XEREETREE/RNIER MK,

« BAILAEA IAM B $aws : SourceVpcArn£ B&RAZARRY A AL # X5 R VPCs B &
Ro AWS Ik WA E B FEMBUEEEME T XAy R 24,

- RTRESTAY  BEEPANTARPUE M EIFBEXENEZEOLKIETR, EXHERT , 2
HEAERELEEAMERNTAX,

- BEEXiEAE , AL AWS PrivateLink BEERS XEAE R XEF A AXEZBNHERS. ©
TERE XN RAMER,

s LTFHRAXRAXEFEEXEHE : usel-az3, uswl-az2, apnel-az3apne2-az2., #lapne2-
azh,

- BALAEAEUXEESH AWS Fault Injectlon Service X XX N ME XiF 3 O Kig T LETH
B R#ITER, ETHESEER , F5HAWS FIS MX#,

B2 m EaXiE AWS RS WEOKET S

EfALHSRENKRTR , HSRELIE VPC Kin T S#5 .

—

£ CLI # , #& ] LAfE A create-vpc-endpointin © A 2B E R E XK VPC LifT R, AWS BRSF LT
REIBIE T us-west-2MHH VPC Z| Amazon S3 RO K iET Sus-east-1o

aws ec2 create-vpc-endpoint \
--vpc-id vpc-id \
--service-name com.amazonaws.us-west-2.s3 \
--vpc-endpoint-type Interface \
--subnet-ids subnet-id-1 subnet-id-2 \
--region us-east-1 \
--service-region us-west-2

AWS RS EAEDORR VPC KT =

Bl LA el EEO VPC KiFT AREEREEHRTIENRS AWS PrivateLink , 23FFZ RS AWS iR
%, AR |, {53 the section called “#:=” M 718 AWS RS

NTFIEHE VPC REENEN TN , RITHEFNFE-—MrRIMEED , ARNESE FMGiTEHE
NIVFAE IP ik, ImAMZEORHFERETENMBZED ; BTUELN AWS K HEE , BF
EBTEE,
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BREERFEESINEABRNBRAINBELERA. BXESER , FHHEORIEN.

oE

. BTREH

. IR VPC 5
- HEFR

+ ICMP

Bl FR SR

- &M VPC AWS RS FEBE A T H R HIR.

. EEFAFAE DNS , B4 N VPC /S DNS #1%E 1 DNS it BEXEZER |, H51
{Amazon VPC AAFiEr) FMEFHEH DNS B,

- EIPv6 A ENKIRTREA , AWS RS SMZFEIIFE IPv6, BXEZEE , HSH the
section called “IP #hutZEHI”,

- NRKAMZEONE-—INZE4H , £1FkRB VPC RIFNTHIRE. fla , H#EER AWS CLI AT [
K& HTTPS iR AWS BRSs , REH MM AL HTTPS RE.

- MREMNBRALTEEMSE ACL N FRMF |, TRIEME ACL RE A VPC Mg A MEEOFMNE
RZBIHRE.

- &1 AWS PrivateLink BRBEE, BXxEZEE , i5S@ AWS PrivateLink Ei&i,

ﬁIJ E VPC Jﬂﬁl\\\

FERAUTIECEERES AWS BEHED VPC ke,
REIBEOLFET R AWS R

1. FTFALTF https://console.aws.amazon.com/vpc/ B9 Amazon VPC ###1&,
2. ESMERP , EFRR.
3. &R BRER.

4. XNFRHE , EF AWS RS
5

(AL ) WN5R AWS BRSS EH A X a1 LR , BER B RABXE
MTHLFI R PiE R ARSS X

IJ.I

/‘o"S
[
<t

R EIRE , Rl
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6.

10.

11.

12.

13.
14.

¥t F Service name ( [RF B ) , EERS. BXREZER , S the section called “5... &K
KRS,

¥F VPC , BEZEMFIFE AWS BRFH VPC,

MRBELSER 5 PR T Amazon S3 WIRESEH , HERERBEFE DNS ZiF , NEEFHAM
RiE., S DNS B, HEMELER  EES B8RRI ALKSE AT DNS, £R

BEN Amazon SIWEARSBES A ALETEEm S WFAHE DNS, MR EE&E Amazon S3 N
XimR , HHERN A AR SSAFE DNS , NEZHRTHIENRE — TSRS IRE

/N0

MRIEHELS R 5 PAER Amazon S3 ZAANFTBE RS EEE TRSFER , MRACEEFE T HMiR
B, /5F DNS £#. BWERBRIAME. SIHETUBRERA LRSI LHT [IWER (HlnET
AWS SDK & HBYER ) AT EIEHY VPC L im T Ko

FNFFW |, ERELEEFGIERY ,"—"'Iﬂfﬁiﬁlilﬁ’]?-lﬂo B RAENTARERE—NFM, BEENE
—AAXRPEREZNFM, BXEZEER , S the section called “FMFTAHX",

FIABRT , RAVEFRFR IP BB Y IP bt , HEHSBEAHRANEZEOD, EEC®EF
IP thaib , {EEFIEE IP sk, EEE , FM CIDR RAWE AN IP #sit & E— IP bk R 4R
BHNEHER , AkETEREeNEER TR /IMEED,

¥IF IP address type ( IP #iib3EH ) | AL T IRT APt {TIE R -
o IPv4— Rig KM EEO D E IPv4 thit, NHEFEEENFMEE IPv4 ihiSBEH B RS ES
IPv4 E3RE , F X HFrtiEm,

« IPv6— Nim[AMEEO DB IPv6 ik, NIFFAIZER RN FMHBRS#EZ IPv6 IPv6
FRE, F IR,

 Dualstack — ¥ IPv4 1 IPv6 it D BELAm S MEED, NHFMBEEEN FRERESR IPv4
IPv6 #i3tSB B 3 H RS RS IPv4 F IPv6 E3REY |, F XigtbikIn,

WNFZ24A  ERESHEIAMEEOXRBKNZEH, RAMBERT , B&XEK VPC WBRIAZ2
4,

X TERE , EREZT2HRNRAAFEZEELEARLNAERRRITIERE, ERSBITHR
R, FEEBE AR, ZETERS XK VPC I ARMITAI A, AXESER &
SR in LK

( ANk ) BERMIRE | HRBEMUFREL , R A ZRENENE,
it gnlfe DT Jous

Bl VPC IR 56
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ERBTITREORSR

 create-vpc-endpoint (AWS CLI)
« New-EC2VpcEndpoint ( & A F Windows ¥ T & PowerShell )

HEFR

BEEESHEAZNFNF R, #HR, BRIMER VPC KR, ER , BAUESERENFRFE
A VPC iR

ICMP

EORAARX ping HRMEBE, EAEER nc & nmap S RKH,

BEEARS

tIEEN VPC IR , BANEHRHEE,

5

« ANDOSRA BR T
KERZEH

418 VPC i 2R R
JE %8 DNS &%
EERE

AN DS A BR - P

BAIURAEOARSNENTARRE—INFHN, MREERNFN , RISELEERINN F W01 2iE
BEMEED , HASN RO B FMNituSEEANFAE IP ik, MREBERTH , RAISHIBRE RS
MEEO, BXEZER , i5S M the section called “FMF AT H X",

EREFHEERFN

1. FTFALTF https://console.aws.amazon.com/vpc/ B9 Amazon VPC #2#1&,
2. ESMERT  ERER
3. EREORS
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4. HRRIESFE Actions ( #4E ) . Manage subnets ( EEFM )

5. REZSELAZFIEIEEETAX. XTFE8NMNTAKX , EE—NFM. RIANBERT , BITEEF
M IP b SEE R R IP bt , HNESEARANEED, ENHIMEZOER IP it |, Bk
BRIEE P it , AEHWATH IPv4 #SBE P —Nsit, MRK T [RBRS X IPv6 , &
AT LA A F M IPv6 bk SEE PRy bt

MRENEEAL VPC In KRR RMZEONFREE IP it , RIMN2AFNRLINEEZOE
Mizim RMEED, LEERLXERETFMA VPC kR EE.

6. i&#¥ Modify subnets ( IEHFM ) o

FABPSITERFH
» modify-vpc-endpoint (AWS CLI)
« Edit-EC2VpcEndpoint ( 3 F Windows B T & PowerShell )

KEZEA

FBANEREEEDRR/NMNEZEOEXBKNLTLE, ZLEMNPFEZRFTM VPC FH IR AL
IR MEEANRE,

EREHaERLE4E

1. $TFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC %15,

2. ESMERT , ERIRR.

3. EEEOWR.

4. E$F Actions ( #4E ) . Manage security groups ( EEBEZE4H ) .
5. BEZSELERFHEUHERRSH,

6. i&#¥ Modify security groups ( 8 Z£4 ) .
ERAGTITERREA

» modify-vpc-endpoint (AWS CLI)
« Edit-EC2VpcEndpoint ( & F Windows B T & PowerShell )
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miE VPC in SR B

R AWS FRSS TIFLIRT QURES W ARBART RNLRT QK. EENTHRIUREE
PV ER TR E/ILSHTREN. BXRXEZER , FSH mLEK,

15 F 22 1l & 38 i U SR g

ITF L TF https://console.aws.amazon.com/vpc/ B Amazon VPC #41&

ESMBEERSD , ERiRKR

HEREORR.

IR IR Actions ( #4E ) . Manage policy ( BRI ) o

1£$E Full Access ( T215E ) LAFNRSHITEEHR |, SE%ERER Custom ( HENX ) FHHiN0
B E R

EERF

o > oD~

o

52 A o5 & 17 3 Ui R SR

« modify-vpc-endpoint (AWS CLI)
- Edit-EC2VpcEndpoint ( & F Windows B T & PowerShell )

B A%.%E DNS &%

BINBWEN AWS IREH VPC In RS AFAHE DNS B, XEFAUBREALNHBRSKET SNFE
R (HIaEE AWS SDK R HRVIER ) MR ER VPC LigTl

EEFHAFE DNS BHr , B%9108 VPC 2 A DNS £#1EF DNS ##47. /2 HAFA%E DNS BF#ret , FA
BIP A EE oM ST A TH, RIELEHATE DNS SRl DNS idFZR I EIL
. AL , A5 DNS BF#F AT A FF 47T,

fEREH & ERFA DNS BFEM

TFFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC #4114,
EEMERD , EFRR.

EFREORR,

fRIRIEE Actions ( #B4E ) . Modify private DNS name ( {&t{#, 48 DNS &% ) -
BIEEEERZHER Enable for this endpoint ( AltIHSRBH ) -

o > oD~
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6. MRS Amazon S3, MEL—F & , EFAMFELBEALRNERRXIALRSERATLE
DNS., MRZmHFFERIRERE DNS Thae ,muxa,ﬁl!%&ju)ua meS ARAE DNSo MERRRT
Amazon S3 MIEZEOm A2 |, 8% 8 Amazon S3 WIMxiEE , FEERNXAIAGRSERALE
DNS , MIE T —SREEXN , 2WEHEIREL. ﬁ?&E%EE , ’53# the section called “?AH
DNS”,

7. ERFREER.

ERAT{TERFE DNS BFEM

» modify-vpc-endpoint (AWS CLI)
- Edit-EC2VpcEndpoint ( &M F Windows B T & PowerShell )

EIERE
A LAY 1 O 3 AU ATARAE |, DU BN RIRR R RIEA AN E BN BT 5%,
BRI L EERE

ITFFALF https://console.aws.amazon.com/vpc/ B9 Amazon VPC #Z#| &
ESMERD , ERRR.

EREEORS.

fi R %E$R Actions ( #4E ) . Manage tags ( EEHRE ),

EERIIRZ | &R Add new tag ( RINFIHRE ) |, REHAGIHNENE.
BHEMBRTE | EERFZNEANEALENE Remove ( MIBR ) -

%1% Save (R7F)

N o o~ w0 Ddhd =

ERARNTTEERE

- create-tags M delete-tags (AWS CLI)
« New-EC2Tag#l Remove-EC2Tag ( i#&A F Windows Y T & PowerShell )

B O R SRS IREE

BHZBAUBEREEONRIMAXNBESHNRE, Sl , SR UEERBREIEZIHIELR IR
F g F iR,
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%

« 2 SNS B4l

o ANHNIA ] SR B

o NINEAR

22 SNS BA
AN TR NEMEIE— Amazon SNS EMHTHZEH.
AR AN EORRRBL

1. fTFALTF https://console.aws.amazon.com/vpc/ B9 Amazon VPC ###1&,
ESMBEERD , ERIKR

EFREORR,.

£ Notifications ( B4 ) I+ £ , #%$F Create notofication ( SIZEH ) .

X TFEE ARN , BN EOIZER SNS E&i%EHE Amazon Resource Name ( ARN ) o
E{THEH , BM Events ( B4 ) ik,

o g kA w N

« Connect (i ) - RZEABRRTEORR, XS@RFZEAR X EREER,
« Accept (R ) - RFRUHBEZ T EEER.
- Reject ( 4 ) - RFIRAEIEL T iEEE R,
« Delete (MiBR ) - RFFEAERR T EORS
7. %$% Create notification ( BIZE4H ) .

EARTTNEORSIERA

- create-vpc-endpoint-connection-i& Al (JAWS CLI
« New-EC2VpcEndpointConnectionNotification ( 3& A F Windows #J T & PowerShell )

N I 8] 5% B

£ Amazon SNS EZB 7R h1 AWS PrivateLink R FRRE L FH B IFEIKRE , TR
EXELZER , FSEAN{T4%%% Amazon SNS =ZHHE R 2 8 aws :SourceArn
aws:SourceAccount £RFMHER ILEEE AR,
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JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": "vpce.amazonaws.com"
},
"Action": "SNS:Publish",
"Resource'": "arn:aws:sns:us-east-1:111111111111:topic-name",
"Condition": {
"ArnLike": {
"aws:SourceArn": "arn:aws:ec2:us-east-1:111111111111:vpc-
endpoint/endpoint-id"
}I
"StringEquals": {
"aws:SourceAccount": "111111111111"
}
}
}
]
}

AN N HH R B

MREERRIRINEZR SNS £& , N KMS ZHMY R IRRE LIS 1E AWS PrivateLink 828 A AWS
KMS APl #1F. BLT B 6I%EA R .

JSON

"Version'":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": "vpce.amazonaws.com"

},
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"Action": [
"kms : GenerateDataKey*",
"kms :Decrypt"
]I
"Resource": "arn:aws:kms:us-east-1:111111111111:key/key-id",
"Condition": {
"ArnLike": {
"aws:SourceArn": "arn:aws:ec2:us-east-1:111111111111:vpc-
endpoint/endpoint-id"
}I
"StringEquals": {
"aws:SourceAccount": "111111111111"
}

il BR¥E O iR R

F5E VPC i U5 AT LU ELMI BR . M BRI O im RO R BREL im S 842 06

152 A 422 %1 & A B 0 0 0

1.

o o kw0 N

TFFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC 12414,
ESMERTP , ERHR.

EREORR,.

%3 Actions ( #4E ) . Delete VPC Endpoint ( #ilBk VPC i%8 )
HRGRTHITHEIAN |, #A delete,

M BR

FRGSITHERIZEORS

 delete-vpc-endpoints (AWS CLI)

« Remove-EC2VpcEndpoint ( & F Windows ¥y T & PowerShell )
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I_.l ;E —lﬁﬁ PATIN

Mx VPC % = o145 Amazon S3 Hl DynamoDB W AI fiE#E , ML EREM VPC REE B MM X<
o NAT &%, SHAMEEP VPC LiFT LT[R AWS PrivateLink , MXx & imT KA~ E A,

Amazon S3 # DynamoDB EIRf X#EFMXm/MEARKR . BEXFERTNLR , BSHUTRE

« S&ATF Amazon S3 #J VPC iR K H
« &M T Amazon DynamoDB #J VPC i m A

fit
=5

ERAMXIR [T 2R EFEMFNZA.

>3
)

&
5

;i
W B

3
o |P A
« DNSig& IP K&
« EAT Amazon S3 KM < &
i& A F Amazon DynamoDB #Y /& 5% i &

B
&R LA Amazon S3 #l DynamoDB K A B RS i S s Mxim [ih A, ABLRLEER TiXE R ZE,
BT BB R R < 5 [A]

THEER 7 R6mAEE EAE RS RS E Amazon S3 A DynamoDB, M/ B FM AR SEFIR @
Amazon S3 2 DynamoDB R EMRHEE VPC WEBMMx , AERBEEERS. FAE FRHEEFITE
%M@ Amazon S3 & DynamoDB RKIARE , EARBEENL , MEFFEEBEEERMMXHKH, &
EFFAE FM P SEHIEER @] Amazon S3 5 DynamoDB £ E , BEE@AHE MR NAT i&
ZHELETHHIRER BT NAT 8%, %R ME Amazon S3 5 DynamoDB i &84 B Bk M [ <
i, ERSEITME, AWS
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=

B R < im RELAT 1R

THEE R 7 =08 W% ik & 178 Amazon S3 #1 DynamoDB, MRHI VPC il Amazon S3

DynamoDB #9357 &~ B& B Bl X 5% i

Ro 8N FREBHARBLIE —RBH , ZRHERRSHIRS

RFURSHENBNRBREIMNXER. BXRESELR , HSH (Amazon VPC AFHER)

AWSHER BIR IR,

Region

S
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B EH

BIERXImRE | GRS AN TN VPC BBHKR, ATERENBNRNIEEENE N EHR, B
B3t RATHHE RS ETRIIR AWS | BARRMKXLIHT Ro

BArLE Target
prefix_list_id gateway_endpoint_id
BB

« BULERRIMNAMNIENRARTOIR[ULH , EFEREXIMEREAN]. @8 HE RN
B, FREEMXKRREK, HEEUERBEREMXR QYRR ERM X[, B2 BRis S
-3z

« EMXim /KRR BRI T MPNAERM<EHERZMXE QR RZES. REXLRK
HRXBENFRNANEPERALBTRSHR , TFRMXER.

- BRERBEALEBET Amazon S3 Wik S H , LA SAFEE DynamoDB B’Jﬁ#‘ﬁﬁﬂﬁEH B ES
NEHEXRPIMEBEERE— RS ( Amazon S3 5 DynamoDB ) Hin S H. BFEEE—PNEAXPHA
BBER—ARS ( Amazon S3 2 DynamoDB ) &Nk <RB& o

. itﬂ]ﬁﬁi BER &I i & AR B DKM IR RV B T X (RABIRITE). X T B i LB H AV %
HEX , XEREATAR

- MREAE—ZBEBRRMXEEMEERKMHE (0.0.0.0/0) WA , waBEBEME LT Y XiE
FHIBRSS ( Amazon S3 = DynamoDB ) N BRI RE, KETRIKRE AWS RS FRE
BRI 5% o

o LARREXEARS ( Amazon S3 5 DynamoDB ) F Bt RE SR E BEEBRMMx , BN a5
REFETEANXE,

- MRER—RXFHFELENEKRS ( Amazon S3 = DynamoDB ) I8EBY] IP it SEEMEEH |, MiZ
B TR H,

ZeH

U AR S8 3T Y % i L 15 8] Amazon S3 8 DynamoDB Bt , EM1&ERAE AR RIH R RS, X
KA L EAXTMATHERFZHURE. UT2HEANN TG, ©5lARSHEIZETITMN ID,
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BFRr V& I3 ¥ 3B E

prefix_list_id TCP 443

XLELH| ACLs B F MM EE LM AR HRSHRE. UTREWANK R, EFBEEMLE ACL
MNP 5| ARTRSIKR |, BT UAMNEBIRSIRAPIREBRSHY IP kS,

BirfLE 7308 im ASEE
service_cidr_block_1 TCP 443
service_cidr_block_2 TCP 443
service_cidr_block_3 TCP 443

IP ik e A
IP 3t 5 3¢ B S FE AN B 48 53R S5 12 40 B 1 AR KK

IPv6 AR XxLKimT 2B ANER

« FXim R IP ik KRB MG MK iR QAN FRRE , TR
o IPv4a— FERSH IPv4 BIR S RF B EAIBR A RS
* IPv6— RS K IPv6 BIRFIRFMEERBERRD . NIAFMBEENFRX A FMET , IPv6 =
IR

« Dualstack — M IRFEH IPv4 BIRFIRAFMBNEHEBRSD |, HERSH IPve BIE5IRABINEE
WEEBART., XUEMEEENFRMERESR IPv4 F IPv6 thitSEERT |, F X35 Itbikim,

DNS g3k IP k&

RINMBERT , MXKRET SL2RBEEBAANRS KR SIRE DNS it%. IREFEA IPv4 RS KR
TR (Bl ) BIEMXLIHFT Rs3.us-east-2.amazonaws.com , Amazon S3 £ [EEH & F xR
B AiER , ENRBARTPNVE FMEEA IPv4,
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MR, MBREFERANKBRSLRETR (HlH) SIZMXLIFET R , Amazon S3 2[R E FimiR G
A Fl AAAA iBF , MIZMWEREBRTMHFMERAM, s3.dualstack.us-east-2.amazonaws.com

IPv4 |IPv6

@ Note

X F B ZFMEMWR S3 Express One Zone , BIEFEAI M xS Ffs3express-use2-
azl.dualstack.us-east-2.amazonaws.com% 3l s3express-use2-azl.us-

east-2.amazonaws.com#l,

DNS id% IP XRLEMHKEERHBNEF,IHN AR, MREEH IPv4 RELXiFET R
NEHA AAAA EENRENTFLBETM XK iFT L H.

2, RIEAA dualstack RELX BT 2

REPER K<L imT

LUES

FERTER , WABSHEFNHEHE IPVeRENBE L, NMREERRSENLH DNS 1835 IP £

B, FRKRENRS TULERE SR

Sim [V AT A

IS LABE X DNS 123k IP REDGERENFELX G T QREPLIER , MARIRSE LRI DNS 12
¥ IP REIRE, TRETRXZER DNS 123 IP REAMEREAIZFRE :

DNS g3 IP 28
IPv4

IPv6

TR

ARS5E X

EEE DNS 2% IP KA |

MoIP bR E Ry DNS 183% IP 3RE

IP 3k SEH
IPv4
IPv6

IR [E Ry RRE
A

AAAA

A 1 AAAA

IEFEURT RS i R

BTN BT ARSI P A, TRERT MALRRT

% ¥ DNS g% IP K&
IPv4 , BRSE X

IPv6 , ARSSE X~

RE

DNS g% IP &
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IP bR HY S HErRY DNS 12 IP R#
M IPv4, IPv6. Dualstack, FREEN*

* FRERIA DNS 123 IP 3RE,

(@ Note

EFARMXLET LRSS E A DNS 18% IP KB | B4 HE VPCIREF R
#FenableDnsSupportfenableDnsHostnames/& 1o

BT EE X DynamoDB MK 4 s S Y DNS i85 IP K8, DynamoDB X X RS E X H DNS 183
P 28,

ERmKSM DNS iE%k IP RBEITAEMTE. BXEZER , BESREDRLH DNS 8% IP RKE,
& F Amazon S3 YR X<k =

BRI LAEAMKX VPC S M VPC 1518 Amazon S3, BIENXimR/E , BAILURE RN MER VPC
M@ Amazon S3 U REMN AKX H I B #R,

ERAMXIR [T 2R EEAFNEA.

Amazon S3 EFf ZFHEMKIKESFMFEORKR. BEIMXIHS |, BRI UM VPC 175@ Amazon S3 , 7%

TR VPC BBZEBMMAE NAT %% , W EFBEMATARH, BER , MXLARK TR T;uﬁMZIKi&ﬂ
fﬁ Hih AWS X3t VPCs %u%j?,ﬁﬂ%ﬁl‘lﬂ%ﬁﬁlﬁlﬂo R‘H:m‘”‘iils , SR AIE B O U
R, EEEEIINNR, BXEZEL , 55 (Amazon S3 AFER) EFEI’J;EFH? Amazon S3 K

VPC i R R E,

nE

- EEEM

- #.F DNS

- BIENXIES

« ER MR IR R
« RERBEH R

- YR VPC i R R EE
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o BRI 5% i R

=80

« MXim/ANELEZKE [ ENXETA, BHLHEEN S3 FRBAMENXERNEIZMXIKR.

- MREEHAR Amazon DNS BRSSES |, NIABRER VPC EREE A DNS E41%2 1 DNS #4r, 0
BERFERABECH DNS RS | EHES45 X Amazon S3 WiER EWAMT N AWSE M IP #it,

o XFEN MR R A Amazon S3 MY | 22 A K H UGN X4 53 Amazon S3 iR E.
BRI A EREEAN F 5| A Amazon S3 W EIZ SR ID,

o WFBIEMKRIERIFA Amazon S3 BIEH | FREIMLE ACL 40 o3 B Amazon S3 IRE, &
TRETEM L ACL MM A 5| A aT 455k , 1B BAM Amazon S3 B9 5143515 H3REX Amazon S3 #Y IP
i&iﬂ:?ﬁlﬁlo

- REZEANREEERR S3 Fil. AWS RS flin , EMRSTEEER R ES A EXHNE
W NEREEERNERIEFINRETHE EC2 £6l, MRER , BHAENART LEKBEARY
AWS RS SR RFEAs3:GetObjectiBEH X LEEZMER,

« XFET VPC w2 E Amazon S3 XA HIIIER | FREE B RN EE BRI T 6EH
aws:Sourcelp &, WHEH aws:VpcSourcelp &, =F , &0 LUEE B 3R SR i L
EC2 eI a] LAEE VPC # =518 Amazon S3,

« Amazon S3 INZIHIk B Z & F M A SEHIE — IPv4 RZNR IPV6 it &K VPC RN LB
WERNFE MU, RGN ERRE |, HETFITFN TCP EE, 2R LNt NERETS
ME, BiLEEVNERIERNRANTEZTEANEELS ; S TR A BREN G EEZTRG
A B3 EFEEEE| Amazon S3,

o TR AEEYT B VPC 29, VPN iERE, VPC X&EiERE, EHMxHER VPC F Direct
Connect E#E B —IwM RIRTEFEHAMRLET 25 Amazon S3 BfE.

o WK NEABE I BANXIE 20 MNHXIRR |, ZESAAE, 84 VPC B KimBRHIR 255

M

o

#.78 DNS
£ Amazon S3 S| M>xin RAZE O IR KA |, WA LAECEFAE DNS BUEILR AR,
Route 53 Resolver

Amazon HIEH VPC 124 DNS BRS58% , 1 / Route 53 Resolver, Route 53 Resolver B 31 47 A
EREXiEHP AL VPC HEMidHE, BRE , BFEEM VPC 4\ Zf £ A Route 53 Resolver, Route
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53 I2MHETES I S MBS |, UELTTM VPC S Z5 4 A Route 53 Resolver, A AT 25 =0
3k B A i 45 B DNS Zifj# & 2| Route 53 Resolver, L #4725 5453k B Route 53 Resolver HJ
DNS &Eif) % & B2 # R 4%

I8 Amazon S3 BV O [UBLE AT A UE AT ERim S A FAHE DNS B , AT AFENTES
i Re X T Amazon S3 #9 DNS &Eif] , AR R E MR 47 2 QR SWFAE IP thit,
FATE ¥ Route 53 Resolver B9 ALIAS 12 FFNE Amazon SIMAHRERXE , X#H#XKE VPCH
DNS &EifEfFHTE) Amazon S3 208 IP sk , MR &% B 2 M < i o

#.8 DNS

WMREHN Amazon S3 MEA K /B EFE DNS |, BHIFXN AWBTRIK/EEFSE DNS , NKE
B A1t MR VPC WEREEAEOIRKTE Amazon S3, At , AFEEMNFREAEOIR[/LE
¥H VPC WRE , MARREFMERAMKIERo

On-premises . Region
data center

Private subnet

Gateway endpoint /@
D\ / 53 bucket
}@

VPN connection Interface endpoint

FAH DNS SUEMA T A VBT 2R iR =

WREN A A BRI [LECEFLE DNS |, NIk B AN At M LR FRSERAEDOKKHFE Amazon
S3, MXHB VPC MNiERaEAMXiRm KR Amazon S3, Rt , BAIBMELEE , RANERENT
EERAMXERINRE  fREAZEARS

EHTIHEE , MXLIET S DNS 1I2% IP XRMUMEEOAK T SMHCE KT service-
defined, AWS PrivateLink A #FEMEMAE, BXEZELR |, i5S 1 the section called “DNS
1o IP KR,
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. On-premises [: Region

data center
ﬁ Private subnet @\\“
Gateway endpoint >@
I:’ 53 bucket

a e

i -

VPN connection Interface endpoint

BLEFAHE DNS

A ATE 81 Amazon S3 MENIR AN RECES , WHEEFSE DNS, BXEZEER , iS5 the
section called “BlZ VPC in 2" ( RIZHREE ) = the section called “/5 AFAH DNS H#” ( BIEF
BE ).

B M K iig =R

FEAUTIRERIEIERES Amazon S3 M<K 2.
EAEZEEA IR XIS

1. FTFALTF https://console.aws.amazon.com/vpc/ B9 Amazon VPC 241 &
2. ESMERT , ERIRR.

3. &R SIERR

4. XF Service category ( BREEF ) |, %EFE AWS RS

5 NTFRS , RMTER/ER = WX,

MREH Amazon S3 HIFEFREEBEAFHEF , 1H1%EF com .amazonaws, region.s3.

WRIEH Amazon S3 BIEEFMEE ZEFMEET |, 1FiEIR com .amazonaws,

region.s3express,
6. & VPC&EWH , ERECRKE[HN VPC,
7. XF IP address type ( IP b3 A ) | AJMBA TR A # TR -
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« IPv4A— NI QM EEODE IPv4 sk, NEFRAEIZEN FRERE IPv4 #hitSoEl F B RSS2
IPv4 E3REY , F FEFIIED,

« IPv6— Nim[AMEEO DB IPv6 ik, NIFFAIZER RN FMHBRS#EZ IPv6 IPv6
FERE, F IR,

 Dualstack — ¥ IPv4 1 IPv6 it D BELAm R MEED, NHFMBEEEN FRERESR IPv4 M
IPv6 i 3itSB B , FHRSEES IPv4 fl IPv6 B3KET , FX#FbbikIn,

8. YT Route tables ( #¥M%K ) , BFRH[/AEEANKAR. RIFEDHFN—NEKE , FURSH
BV RBIE MR M EED,

9. XTF Policy ( 5RB& ) , 3% Full access ( T2 IHREIMNR ) UAFEEHBET VPC mRXNAE
BRINTAIEHRIE, BN , %% Custom ( BEX ) SAKI VPC it KB | Z R RIS E4E T
VPC i X BRI AT R AERI PR o

10. ( AliE ) BERIGRZ | BEBRMEFREL , RAER AT ENE,

1. EFRBRBIRS

ERAWNSTRIEMXER

 create-vpc-endpoint (AWS CLI)
« New-EC2VpcEndpoint ( &M F Windows ¥ T & PowerShell )

158 P 17 A SR B 422 361 15 )

BRI A EAFRBEERERIESMNGELRT R, VPCs, IP thutSEE M AWS Ik~ XN F @@ T E, X
LERBIBRIRER — N RV IRRYE A RO 15 R AR AV R BEE Ao

Example/RHI : BRH|X 48 E vis REY 15 [H]

SET LAE R aws:sourceVpce SN OIZRFIN I E R QAN T RINFHEBRME, FRIEFER T EENM
KR, BNUATRELEAEENRFEELNEERNTR, HIER , WREBET AWS EEZFHA
£ A5 E R R LE X B ERBRY TR

JSON

{
"Version":"2012-10-17",
"Statement": [

{
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"Sid": "Allow-access-to-specific-VPCE",
"Effect": "Deny",
"Principal": "*",
"Action": ["s3:PutObject", "s3:GetObject", "s3:DeleteObject"],
"Resource": ["arn:aws:s3:::bucket_name",
"arn:aws:s3:: :bucket_name/*"],
"Condition": {
"StringNotEquals": {
"aws:sourceVpce": "vpce-1la2b3c4d"

Example ="l : BR&IZT4FE VPC B 15 ]

SETLAER a ws: Sour ceVPC &M FA G RHI15 F4$E VPCs FFERRE, MREER— VPC H
BETZMRR , XRFEFEFM. BRIFERKBIEEN VPC , BN T RBELERIEENRFELX
EBEMNIAR, BEE , LREEY AWS EEEH A FEREENRERIEXEERNERE.

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "Allow-access-to-specific-VPC",
"Effect": "Deny",
"Principal": "*",
"Action": ["s3:PutObject", "s3:GetObject", "s3:DeleteObject"],
"Resource": ["arn:aws:s3:::example_bucket",
"arn:aws:s3:::example_bucket/*"],
"Condition": {
"StringNotEquals": {
"aws:sourceVpc'": "vpc-111bbb22"
}
}
}
]
}
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Example/R5I : BREIFT4EE IP 31k S BB #Y 1/ (8]

SETLAER aws: VpcSourcelp SR EIRRHEXIFE IP i SEE M BRIV R, FRIFFERREBEE
Y IP ik , BN T RESEREENRERELNEERNTR, FI8  LREBET AWS EEiZ
H BRI EVRER LN EERR TR,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "Allow-access-to-specific-VPC-CIDR",
"Effect": "Deny",
"Principal": "*",
"Action": ["s3:PutObject", "s3:GetObject", "s3:DeleteObject"],
"Resource": ["arn:aws:s3:::bucket_name",
"arn:aws:s3:: :bucket_name/*"],
"Condition": {
"NotIpAddress": {
"aws:VpcSouxcelp": "172.31.0.0/16"
}
}
}
]
}

Example/RBI : BR&IX 45 E F 6 MY 15 B AR AWS K

BRI LA s3:ResourceAccount RUERAIZERRE , ATRHIFIIEE AWS Ik A S3 FHEFEH
WiE. BRIE S3 MABEMN AWS IKFFrE , BNLA T RIS MRS ENIREEL I X LB EE,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "Allow-access-to-bucket-in-specific-account”,
"Effect": "Deny",
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"Principal": "*",
"Action": ["s3:GetObject", "s3:PutObject", "s3:DeleteObject"],
"Resource": "arn:aws:s3:::*",

"Condition": {
"StringNotEquals": {
"s3:ResourceAccount": "111122223333"

RERESH &

BAUEREMRImQURBKNEEHAR, SEXRKBERN , BTFEIAM—IEE , FURSHEN
HHREERRAMEED, SEBUHXBKEHAREN , RAIMN< B30 MR B BRiG [ B

EREH A& XERIRAR

1. FTFALTF https://console.aws.amazon.com/vpc/ B9 Amazon VPC #1154,

2. ESMERT , BRES

3. EEMXER.

4. 1%3F Actions, Manage route tables,

5. REFELFEFHUHEREAR.

6. i%#% Modify route tables ( S HE ) -
AW TITREREAR

« modify-vpc-endpoint (AWS CLI)

« Edit-EC2VpcEndpoint ( & F Windows # T & PowerShell )

YREE VPC i R HE

SER BN Mk im [em IR [LREE , SUL R RIEE IR RN VPC X Amazon S3 #ATHY AR, EEXT5Tim
RERBRE , EARMNEXTRFE/LIHTREN. RMARBAN TR, AXESEE , H3H
Ui R B o
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{5 F 2 & BB oltum RUR g

1. $TFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC %15,

2. ESMERTP , ERKR

3. EEMXmR.

4. HOREF Actions ( #4E ) . Manage policy ( EXERE ) o

5. %42 Full Access ( T2 ) UATFN RS HITTEIHE , REIEEFE Custom ( BEX ) HH
BE XK,

6. EFERF.

TEREiHE Amazon S3 B i = KRB,
Example Rl : BR&EIX 43 EZ A5

R LLIE — N REERXN AT TR E S3 FHEM. WRER VPC AWS RS A EAMER S3 7
B, WheedrEE A

JSON

{
"Version":"2012-10-17",
"Statement": [
{

"Sid": "Allow-access-to-specific-bucket",

"Effect": "Allow",

"Principal": "*",

"Action": [

"s3:ListBucket",
"s3:GetObject",
"s3:PutObject"

1,

"Resource": [
"arn:aws:s3:::bucket_name",
"arn:aws:s3:: :bucket_name/*"

]

}
]
}
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Example/R4l : REIFT4FE IAM A €8 7 [E R

BO AR REINT4FE IAM BRI REHNEREE, YMEA aws:PrincipalArn @ E AR FiGR
PR,

JSON

"Version":"2012-10-17",
"Statement": [
{

"Sid": "Allow-access-to-specific-IAM-role",

"Effect": "Allow",

"Principal": "*",

"Action": "*",

"Resource": "*",

"Condition": {

"ArnEquals": {
"aws:PrincipalAxrn": "arn:aws:iam::111122223333:xole/role_name"

Example /R : BR&EIXS 45 E MK 5 A P A 175 R
18R] LA B 22 PR I3 45 TE K £ 9 175 R AR PR 89 SR B

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "Allow-callexrs-from-specific-account”,
"Effect": "Allow",
"Principal": "*",
"Action": "*",
"Resource": "*",
"Condition": {
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"StringEquals": {
"aws:PrincipalAccount": "111122223333"

i B D 5K s .

AZEM KRG AR ER R, ZHERBRMXimRE , RIS FMER BRI BR R LB,
WRFE DNS ERA , WTEMIBRM X iR K o

152 2 1 & 1 BR 9 5% iy ==,

1. 3TFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC %15,
ESMERD , EFRR.

EFE M RIS o

% Actions ( #4E ) . Delete VPC Endpoint ( #ilBk VPC iw5 ) -
HRARRHTHIAR , WA delete,

R BR

o o k~ w DN

EAGSTHIBRM RS

+ delete-vpc-endpoints (AWS CLI)
« Remove-EC2VpcEndpoint ( & A F Windows ¥ I & PowerShell )

i& i F Amazon DynamoDB B/ <% &

A LAMERA MK VPC 3w =AM VPC 17181 Amazon DynamoDB, SIZ2Mxix /G , &0 U E R IR K
HERFHWEFR , ATMNEH VPC [ DynamoDB FIRE,

EAMXH /TR EEMHFNEA,

DynamoDB [E 8t X #FMXim RMEN KRR, BEMXinR , B LM VPC 158 DynamoDB , M7
=N VPC B2 EBMMXE NAT 8% , U EFEMTANATA, BER , MXLHET KT AT K
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&, Hfth AWS XFHIX VPCs EREHBIERHMMXHTIHR, N TFXEFR , B4TEREOR
R, BEFETINIR. BXEZEE , 5[ Amazon DynamoDB FF & A G #§m+# DynamoDB
) VPC s RKE,

AES

- EEEBM

- BIEM XIS

« £/ 1AM policy # &5 7]
- XBEEHAE

. YR%E VPC i SUREE

o TR P S i =

= =30

o PR QNEE G EZE SFTERNXE R A, #RE DynamoDB 2R Fr & #Y M [E] X 5 A 1 22 M 5% i
i

- MREFEABI Amazon DNS RS 25 , MR EH VPC ES/E A DNS E41E F DNS fi#fr.
RIEFEABESH DNS RSF 25 , BHEMAFE X DynamoDB M1ERIEFBAT AN AWSHF Y IP thiit,

o X TFBIEMKRiHmKRIFE DynamoDB BYSEH] |, R4 AN 45 /o iF# H DynamoDB BRE. &1
DfEZREAHNF 5| A DynamoDB BIFIZE5IER K ID,

« XNFBEMKim KGR DynamoDB WSEHI , FREIMLE ACL M S i DynamoDB HIRE, &
TREFEM L& ACL #NI e 5| AHIZR%IER , 1B BAM DynamoDB #5145 3k 3R EX DynamoDB #J IP
b1k ST

- WMREFERA AWS CloudTrail i2% DynamoDB ##4E , Ml BEXH B ERSERAE VPC # EC2 =4l
MFAE IP that AR BN ZA R T SITHEMBERAMXLHETK]H 1D,

o MXiHRXEFE IPv4 RE.

o REZENEF WA SEFIRR IPv4 it WA IPv4 3k N SREER VPC IFAE IPv4 tbit, %
RERMERE , HEFFITHAN TCP &, ZHIFEALH IPv4 it NEETLME, BWEE
BB EHRNRIFERIN T EEZTEAEETS. HE , #HTUWRUBREEEPHNENERGES B
B EFTEREE DynamoDB,

o TENIRAEET RE VPC 29, VPN IEE, VPC WEER, AHMXRNEMN VPC H Direct
Connect E# 5 —im kY FIRTTEEAMX LT S5 DynamoDB &1&E.

o BHKFARIARFAENXE 20 MHXER , ZEFTRE, 84 VPC HMXImIREIN 255

AN

Mo

E AT DynamoDB Ky i% & 80
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B MR im R

FEALT I 82 EREE DynamoDB # MK ik Ko
{55 PR 2 1 & B M S i =

1. 3T TF https://console.aws.amazon.com/vpc/ B Amazon VPC #2414,

ESMERP , ERRI

TE AERR

3 F Service category ( BRI ) , EE AWS RS

NTFIRS , winiEss KB = MX", ARfF%ERE com. amazonaws, region.dynamodb,
£ VPC EUIH | iR EIRBIKKH VPC,

¥ F Route tables ( B¥H%F* ) , ERHLREFANKHER, BRIEEIRM—NEH , FURSH
B REERRSMEEO,

8. X F Policy ( ZKB§ ) , #%&# Full access ( T2 BN ) UAFFIE EHES VPC IwR WA
FBRIATAERE. BN, %R Custom ( BEX ) SAMHN VPC iR KEE |, 2R BRH E4E
VPC i 25 BRI AT IR R

9. (Hit) BEMIRL , FRBERMFRE , R AZRENENE,
10. EFEEIE KR

N o o bk~ w0 DN

ERAWTITRIRMXER

 create-vpc-endpoint (AWS CLI)

« New-EC2VpcEndpoint ( & A F Windows ¥ T & PowerShell )

/A 1AM policy # &5 R
B LRI |AM policy SKIZHIERLE IAM AT AE R ER VPC in KK 1A E DynamoDB .
Example Rl : BREIX 45 E bin S B 1 7]

BRI AR aws:sourceVpce R EKAIZEA TRFEIXFE VPC im B GE A REE. BRIEFERIBEN
VPC i, BN LA TR BG4 XS K/ 1 DynamoDB RWVAE, I RHMRIZEE — M RTFENERR
51 P 5 175 1°) AX BR Y SR BE 1B o
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JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "Allow-access-from-specific-endpoint",
"Effect": "Deny",
"Principal": "*",
"Action": "dynamodb:*",
"Resource": "arn:aws:dynamodb:us-east-1:111111111111:table/*",
"Condition": {
"StringNotEquals" : {
"aws:sourceVpce": "vpce-1laa22bb"

ExampleRfil : RAFRBISE IAM B &R
BALABIEERRE | AW ERSE IAM AedTiHE. UTRENOEE IAM AR FiHRNR,.

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "Allow-access-from-specific-IAM-role",
"Effect": "Allow",
"Principal": "*",
"Action": "*",
"Resource": "*",
"Condition": {
"ArnEquals": {
"aws:PrincipalAxrn": "arn:aws:iam::111122223333:xole/role_name"

EFF DynamoDB K% = 82



Amazon Virtual Private Cloud AWS PrivateLink

1

Example’ =l : AFRBSEKF IR

BRI - NMXAVPR BB EK SN RAREE, LT REREEKS PP RTIHENR,

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "Allow-access-from-account",
"Effect": "Allow",
"Principal": "*",
"Action": "*",
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:PrincipalAccount": "111122223333"
}
}
}
]
}
RERES &

BANEREM R QARBKRNIEHAR, SEXRKRBERN , BIPFAIAN—NEE , FURSHEN
WHREBERRAMEED, SEBUEXRBKIEHAREN , R4 B 3h BB R BBRm R B,

EREE A xEREEAR

1. ¥TFFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC #2414,
2. ESMERTP , EFKR

3. EEMXIEHR.

4. 1%3F Actions, Manage route tables,

E AT DynamoDB Ky i% & 83


https://console.aws.amazon.com/vpc/
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5. REZSZLAZFIIEEREARK.
6. i%#% Modify route tables ( SEHE ) -

A HITXRREAR
» modify-vpc-endpoint (AWS CLI)
« Edit-EC2VpcEndpoint ( A F Windows By T & PowerShell )

Ym%E VPC i SR RE

&R LA MR i A m R Um SRR, BALL 2 B i R VPC 3 DynamoDB #4TH G H . HEE# 5T
REME , BN ERARFZ/LIHIRER. MARBARATTLTER. BRXESELR , F5H
Ui R R B o

15 F 22 55l & B8 i LR g

1. fTFALTF https://console.aws.amazon.com/vpc/ B Amazon VPC %14,

2. ESMERYP  ERER

3. EEMXIHR.

4. X% Actions ( #4E ) . Manage policy ( BEE XK ) o

5. %32 Full Access ( T2 ) AT RS HTTEIHE |, REIEE Custom ( BEX ) HH
B E SRR

6. EERREF.

EABTITERMXRHR

« modify-vpc-endpoint (AWS CLI)
« Edit-EC2VpcEndpoint ( &M F Windows # T & PowerShell )

TERZ15R DynamoDB K% 5 5K B R4l o
ExampleRfil : o RiEiHE]

&R BABIE — M RARIBRHI Y RRIG RV REE . AT SRR T 5 H MR DynamoDB RV R,

{
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https://docs.aws.amazon.com/cli/latest/reference/ec2/modify-vpc-endpoint.html
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"Statement": [
{

"Sid": "ReadOnlyAccess",

"Effect": "Allow",

"Principal": "*",

"Action": [
"dynamodb:DescribeTable",
"dynamodb:ListTables"

1,

"Resource": "*"

Example/Rfl : BR&EIXS4FEREI T AR

&R LA PR FIXY 45 E DynamoDB RV RN RAV R M, LA T KM R F X8 E DynamoDB &RAY 1
A

"Statement": [
{

"Sid": "Allow-access-to-specific-table",

"Effect": "Allow",

"Principal": "*",

"Action": [
"dynamodb:Batch*",
"dynamodb:Delete*",
"dynamodb:DescribeTable",
"dynamodb:GetItem",
"dynamodb:PutItem",
"dynamodb:Update*"

1,

"Resource": "arn:aws:dynamodb:region:123456789012:table/table_name"

0 B P S e R,

RTEMXR i RS AT SR E I BR . B MIBRMI R IR B, BAT M -7 RIB% B 2 P I BR i B

E AT DynamoDB Ky i% & 85
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58 A 422 1 £ D BR P90 K o R0

ITFFALF https://console.aws.amazon.com/vpc/ B9 Amazon VPC #Z#| &
ESMERD , ERRR.

RN X iR R o

% Actions ( #4E ) . Delete VPC Endpoint ( #ilBk VPC iw5 ) -
HRERRHTHEHIAR |, WA delete,

R BR o

o a0 bk~ w b =

{55 F 5 5 17 1 BR R 5% i =

+ delete-vpc-endpoints (AWS CLI)
« Remove-EC2VpcEndpoint ( & F Windows ¥ I & PowerShell )

&M F DynamoDB i =

86
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https://docs.aws.amazon.com/powershell/latest/reference/items/Remove-EC2VpcEndpoint.html
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®3E AWS PrivateLink 58 SaaS 7= G4

5/ AWS PrivateLink , A AFAE HFRIGE SaaS =& , FENXE=RHMESLEEH VPC HiE{T—
=R

H3x
- BIEEDRS

s
n

IBAT LB AWS Marketplace £, MEFFREH AWS PrivateLink 12X 8 SaaS = fm. BXE
5L , HSHEA AWS PrivateLink £ BFAB #1147 SaaS BMAREF.

R T AM AWS SRR BIH AWS PrivateLink 24t %&H SaaS =R, BXEZELR |, E3H
AWS PrivateLink & 1E{k .

TERERTWNMER VPC In QEEE SaaS ™ m. RFREEFHCBE[URSHBEES R TR [KRS
HIFENR. ERRSERE , BALUGIEED VPC KR , ZRRELZN VPC FH— NS FH
Bin RBRS < B2 M EE,

Region

&y

VYPC endpoint Metwork Load
Balancer

BESE 87
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BIEE ORI

FRAUTIECEERES SaaS ~mMED VPC KR,

R
T RS
BIBEES SERFRSHZEQR

1. @i https://console.aws.amazon.com/vpc/ TF Amazon VPC ##| &
2. ESMBEHES , % Endpoints ( mR ) o

3. ERERS

4. WRIEM AWS Marketplace MR T RS , BIRITUATIRE -

a. NFHEE | %&E AWS Marketplace RS
b. ERZRSE
5 WREET AWS Service Ready 1EEITH 7 RS , BEHRITUUTIRE

a. XFRHE  #%4F PrivateLink Ready & E{K RS
b. WMARSHENR , RAEERRIERS

6. XTF VPC, &EEENFIHR>REE VPC,

7. WTFFW , EREEHPUBHAMEEON TN,

8. XITF Security groups ( Z£4 ) , RBRESHANEZEOXRKNEZ LA, AN A ARG
VPC F B RERKAMEEO 2 BHRE,

9. (™% ) BERMIFL |, BIEFE Add new tag ( RINFIRL ) |, RAEEWA RN RNE,
10. EHEBIE IR
BB M im R

EXEEEORAMNELR , i3 the section called “Fit & 0% =
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B AWS PrivateLink 5Bl IR &

B UEAMAHYESHREIEIIMNESELNERZAG, XEEEATHATLEERE., M, XK
EHEIMEMMERS . EUERE VPC kSRS IIEEMK A E RS, Hit AWS =BT 6l
W] < f 8% 15 187 25 U =L 15 1A i R AR S5 »

EH

BRBRENNXAFGERHELESNMNTHAXTENE —/ P RGKEEA, kA, EEFRBLEENHH
¥ GB ¥%t, BXEZER , HS AWS PrivateLink E4T.

H %

o IP Hhyr3RA

i

- PIBRERGEANNKABESERIESES

« EARNXABITERERLTELERS

BXREZEER , FSAMXAEIGERS,

A5
Ak

TEHEA T NARRF RSB MMET AWS PrivateLink 15 Z 418 &. NAREFRSBERSERAE
VPC I FMHIE1T. BER— VPC WS — N FRHPAIEM <A EERmR. B EBkMMxE A
fRESEAE VPC WATEREE EARBIINXATHEERES , UEHTRE , AEBRBEBKRT
M., F# , BEXNARFRSSENFERECHBBAIMNRATEEHRHEIURHTRE , AFBIERK
P ) < 4% 2% ER 121 1 AR 72 P AR 5589 o

=
&
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Region l
— e’ —
2

w ( N | s T
] . ¥ ~ i '
— o B i 4 H — .
- d * @ L = 3 2 ' E
Application servers Gateway Load Balancer —

endpoint ! Gateway Load Security appliances '
Subnet Subnet — Balancer :

Endpoint service

MEEMEINARFRSSBENRE (EREX) -

1. REBE EBRMM X ARSERE VPC.
BEBHAREE , RE R X AT R
BERELRE , IREBREIINKXARIGEREUHITRE,
REZTRGE , FREAEE MK AT ITEEFIRK S
REBHREE , SREXAXINARFRSS.

.0":“.0-’!\3

MM RARFRS SR EBRMNNRE (RBEEX) !

1. REBHREE , FREREIMX AT ERIKR
BEZLRE , RREBREIMXARGEHERUHTRE,
RESTHE , FRERE RN 7 %35 R
REBBREE , FREKXEIEBRMMXK,

TRERER B E BB,

.0":“.0-’!\3

=
&
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A P4
|
|P b3S HY

RFRBEETEY IPv4, IPv6 = IPv4 #l IPv6 MRFERAEREERSHER , IFEZ2REZ2NEE
IPv4, MMBEBEANMERZET K NINEERAETHEMFER IPv4 HRENRS , HEFHNERETREFE
F/ IPv6 1B &M AR SS

MEMKXAEIGERIF /TR IPv4 , Mg /MEEOEE IPv4 thiit, MRMKR AR IGERiG [/
IPv6 , Mt A% EOEA IPv6 iilt, ToEMEBMIBEESMEZON IPV6 i, MEBLHER
IPv6 bt EiRiE S EED , BEEEE A denyAllIgwTraffic,

NimR[RBRS B A IPve ER

« WRMRSH VPC MFMLMEBXEKR IPv6 CIDR R
Ui AR S5 B PR P ok A B S T B8 AU R TR IP 3R B, REWRBFAFRERF IPV6 RE.

ARG =RIH K]S A IPve FER

mR RS SAMEETE IPv6 XM IP ik KA,

M A ERHSMN IP it RBAMERMAR AT ITER KR[N FNRE , TR

« IPv4 - ¥ IPv4 it D ELA IR RN EED, NEFMBEEFNEES IPv4 thiSEE R , FXiFt
EIN,

« IPv6 - ¥ IPv6 it D ELAm AN EED, NHMBEEFMIIRNR IPv6 BFMET , F X Fit
EIN,

- Dualstack ( X3tk ) — 4 IPv4 H IPv6 st DB R MEED, NEMBEEFNEEER IPv4
M IPv6 tbuESEEIRT , o RIFHLIED,

- lRSEAE VPC R 7R ERHERATERE IPV6 RE , MXLFRAIME ACL LIV IPV6 it

Eo

B EH

EENRERAIRSRS , BEAE ID B AFOEHSRRALIEENEHARTPHNER. ELEH
FFEEBARMEEEABERK , WTFAT R, A Gateway Load Balancer W RAEN BAREY , TREFBIRYIRE
EAEN, EXERP , THEREESTE IPv6 A,

B BRI > 19 8% FA &=
LEER RS EB R RENARF RS SH[NREREF MR ARDERIRIRVEEH,
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B E B 5
VPC IPv4 CIDR S
VPC IPv6 CIDR it
#A#### IPv4 CIDR vpc-endpoint-id
#u#### IPv6 CIDR vpc-endpoint-id

BENARFRS RN FRERER
It B% R AAME BRI B N ARF RS BR[O FTERERERIMX ARG E R R [HEEH,

BRI E B4R
VPC IPv4 CIDR 7R i
VPC IPv6 CIDR 2R i
0.0.0.0/0 vpc-endpoint-id
/0 vpc-endpoint-id

BEMX A BERH RN F AR HE

M%Eﬁ%@HM#gL mmiﬁLﬂ %EﬁﬂpoW%mixﬁﬁﬁw,$ﬁ%méﬂﬁ§ﬁﬁ
FNARFRSES. WRREXRENARFRSSS , WRINEFMERERER EBRMMXHEEH,

BirfLE B#R
VPC IPv4 CIDR i
VPC IPv6 CIDR R i
0.0.0.0/0 internet-gateway-id
::/0 internet-gateway-id
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BIEREREEAMR AT TR IR SRS

&R LA B AWS PrivateLink ( A IRRMRS ) XIFWEEHCHERS. ERBSRERME A MelEER
HYARSS 2 B RV E#ERY AWS EHRRSERAE.

i RARS EEMZ A ERMR AR GER, EXHIERT , LRERANX RIS ERR 021w
%o BREAMNZNBHERBR/IBRSNESER , SR B KRS,

B

- EEEWM

- RREH

- AR AARSS

« BN IES/IRS A

FEEM

- IR RARSEL ORI RS XA,

- HRSEAERRAXRGRRSNEEN , N RAREINERFREABEAENTARX. HRSREHE
ERFERELTTAENKS P , us-east-1la FAARXBHARSBRHFEIEZN AWS K- FF
ERYKERATAX, BAERATAKX ID —ButiriRRSHATAX, BXEZEER , 558 Amazon
EC2 AFER®H AZ ID,

- &1 AWS PrivateLink BR E BB &, BXxEZEE |, 55 AWS PrivateLink Ei&i,

N4/

FRFMF

- ENRBEBRSHTAXFZEFTEDHNFRNBRSRHED VPCo F—NFHATREREX
Bl m—PMRATHXAEEER.

- ERFSREMRE VPC RElEMX NG ESR. REUNERKIKRS LEA IPve X, NABREM
ANEBER EERANERZF, AXESEER , BEANXAHEEREAT,

- ERFREME VPC REFRERE |, R EMB 0B 9ER B R4A,

B iR LRSS

BRUTISR , EAMXABIIERER SRS
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e RS A ol 2w RS

1. i https://console.aws.amazon.com/vpc/ TF Amazon VPC #£#| &
ESMBEESF , % Endpoint services ( imRRS ) -

%% Create endpoint service ( I2iHRBRS ) -

£ Load balancer type ( a9 #253K A ) I A EEFE Gateway ( FIX ) o

¥ F Available load balancers ( ATAAEKIGHR ) , EREH MK ARG HESR.

£ Require acceptance for endpoint ( FEEEZUFEARS ) ETAF |, %#F Acceptance
required ( FEET ) LERFHESIHNRIURFSHEZEER. N , FEHEZEN].

7. XTF Supported IP address types ( Z#FHY IP #hub KA ) | AT TE—B%E -

2 R

- &R IPv4 - BRAWmSIRSIER IPv4 ER,

« %8 IPv6 - B AR RBRSUUIER IPv6 B3R,

« &R IPv4 A IPV6 - /5 AR RBRSS AR IPv4 H IPVE E3Ro

( Ak ) BERMIRE | iHi%EFE Add new tag ( RINFHIRE ) |, RERAZIREHNEIE,
9. %&3%E Create (812 ) .,

®

RS RRRIRS

« create-vpc-endpoint-service-configuration (AWS CLI)

* New-EC2VpcEndpointServiceConfiguration (Tools for Windows PowerShell)

R = BRSS A A
RS IR EE AT IT U T IRIET BER RS A B IR E RS
o BIXBUAAFENMNRGSFERAEEZEIECHNIHRRRS. BXREZEER |, SR the section called “B

ER

« WRFEAERUENBSEHRNENTRAX , LEMRIEBUREORRISVERIEHRS. A
XEZEE , BEATHEHNERE.

- BYRESEHAENHESERER, BXEZEER |, 5 the section called “#EF s IE4 ERIF R,

AWS A LUBT I X AP ERIE R RL B ERIENRR]RS. BXESEE , 550 ¢
BMRAEEEHRRR.
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EAMXAFEIERRRIATEARERS

G R BA B W ok T Bk 19 B um RUAEE 2 I AWS PrivateLink 32 89w SUARSS o

X F&ERIE VPC HEENSNFN , BIMTHEFMHPE—NMNRMEED , HAES B FMibiuSEE
AFAE IP thit, IR MEEORHBERETENMEZED ; BRI UELZN AWS kP HEF , BFE
/iﬁﬁ H,

LEERES I NFHAENEHINABBELERA, EXELEER , 55 Gateway Load Balancer
i REM

H33x

- EEEBM

- KREH

- DRI

- BLERH

- EEHRZ

o MR X AT BRI R

FEEM

. WAE EW*E%%W@¢&#—ATﬁEOﬂFW%EE&%?MQ%EE$E?M¢E%M*
MRS , BUTRI BT M x AE GRS

. !’&‘\ﬁll«iﬁﬁ/l\ﬂﬁ%ﬂ’ﬂﬁ/l\ﬁlﬁﬁ XA e MR A FHGHERRER , BEXTUERMKRATIEIF TN
AX, YRSEUHEBERSFERAELTARNKF FE |, us-east-1la EATARX B A ESIRET F
BNMNAWS K- A ARRINSEFBRTAX, B@aLERATARX ID —BirRRSHNTAX, BXEZE
B , %25 Amazon EC2 AF{ER®HH AZ ID,

- RAERSRERUEBESEREBERE , BFTEFARKERS. RFEEBT VPC ik R ELEITEH VPC
FRRBRNER. mRMOREXNBEN VPC FERREZINRERN R,

s BANTARHNENRNXAFEEEHRKEATXIFSIE 10 Gbps WHRH BN BT BESiE 100
Gbps.

- MRIKRKRBRESEZ NP AEFGHEEREK , BARTEMENTAX , RxAFETEHRIELUGNE
BNUTAXHN — NS ERINEIERE,

- EfRERFER-—TARA , RMNBWEEFEAHASRENENTHX P EIRMX A& RIK
i

/AN O

N4/
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« YREBBESMRARGERR[/BTHREN , AXEMNEAHBEERETT R IPRE , BEEHREN
FABIIERRNV TR — VPC IR =it

- MRNARFRS RN ARG ER R TE—DNFREB , U NACL FIR &3S M B A2 7 Bk
55 28 2 M X L BT 1 2R i RV R B 7 1T 1T

« MREFMRAHHERENREANERMNMNX—E6EA , U IPv6 REFEEF., Bk , NEA
B BRI M X A A U5 By KA

« &MY AWS PrivateLink ®R E BB H, BXxEZEE |, i5S/E AWS PrivateLink Ei&i,

FRFH

s EEFBMNFHEBRSHATAXS , SIE—NIEELHNFRPERSFERE VPCo F—MNFRAT
NMARFERFE , - TNATRXARIERR R

- BEERIFRARSZEFEMLEATAKX |, FEEAES A describe-vpc-endpoint-services an ¥ # iR i =
BRS5 .

- MREWERNVNTEEMNSE ACLIW TP , TRIEME ACL REATFRAMEEOE VPC HiE
RZ B TRE

elE=dr st
BENTHE | OIRTERIRERER QRS WX AR BRIRA,
EREH A RN X RS E A

1. @XM https://console.aws.amazon.com/vpc/ ¥TFF Amazon VPC &l &
ESMBE®KT |, %8 Endpoints (KR ) o

b= el = A P

FFER | EBEM NLB F1 GWLB Bk SRS -

Xt F Service name , ARSI B , ARFEFE Verify service ( RIERT ) o
NF VPC , EFRLERFMN IR RRSH VPC,

NFFH , EREEEHPUBBEIMNEZEON—NFM,

XtF IP address type ( IP #habZE R ) | ATMBA R &I A3 TR

©® N o g > w0 D

o IPv4 —FF IPv4 ihit LRI R KEO, NHEEFHEER IPv4 it SEER |, F Xtk
o
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« IPv6 - FF IPv6 it D EL4A iR M ZIE O, NHIEEFRRNER IPv6 B9 FMES | F X HFitkik
Mo

o Wit - FF IPv4 M IPv6 et D EIA IR R MEED, XNHEEFNEE IPv4 # IPv6 HiilSEF
B, X EFIEI,

9. (Wit)BEERMIRZ |, BikFE Add new tag ( FINFHRZ ) |, REHWMAZFEHNEINE,
10. EEFEHBIRN. HEIRASH pending acceptance,

EARTTREMXABSEHRES.

« create-vpc-endpoint (AWS CLI)

* New-EC2VpcEndpoint (Tools for Windows PowerShell)

&% FH

BRUTSEAIRSFERE VPCEBERHBER, XEZLRIBEBEN ATNARFRSIJ[HAERER
TRERE, BXREZEER , B35 the section called “B&H”,

£ R H & B B H

1. @i https://console.aws.amazon.com/vpc/ TF Amazon VPC Z#| &
2. TESMMBE®ES , %£4F Route Tables ( BHE )
3. NEERMMXIEFEBAR , HANTUTERE

a. fRIERF Actions (#B4E ) . Editroutes ( REHEH ) .

b. WMREZHE IPv4 |, EEF Add route ( RINEEH ) » XITF Destination ( BF5 ) , MANATRE
FFERS 88 7 MHY IPv4 CIDR R, 7£ Target ( B4R ) i&TiH |, %8 VPC iH =,

c. MWMREXZHE IPv6 , iHi%E#EF Add route ( FINEEH ) . XtTF Destination ( B¥5 ) , MANARE

FrBR 5525 F MEY IPv6 CIDR 3R, % Target ( B4R ) WA |, i&H VPC s R,
d. ERERFER.
4. NEESNABRFRSH|NFPEEBEEEK , FARITUTERE

a. fRRIERF Actions (B4E ) . Editroutes ( REHEH ) .

b. WMREZHE IPv4 |, E1EF Add route ( WINEEH ) . 1E Destination ( B#RIE ) FE , WA
0.0.0.0/0, £ Target ( B#5 ) I |, %E#F VPC i Ko
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5.

::/0, 1 Target ( B¥5 ) &I , 1E£F VPC Iwm SR
d. EERREEI
NBEMXABITE RSN FRIEREBER , HARTUTRE

a. HXIERE Actions ( #4E ) . Edit routes ( 4R3EEH ) o

b. MWMREXZRE IPv4 , FiEF Add route ( RMEEH ) o £ Destination ( B LE ) FE ,

0.0.0.0/0, £ Target ( B#5 ) I |, EFEHERMM K,

c. WREZHFIPv6 , Fi%EF Add route ( RMEEH ) o £ Destination ( AR LE ) FE ,

::/0, 7£ Target ( B¥5 ) &I |, EFEBRMM X,
d ERREFENR.

ERAwSTEERKE

 create-route (AWS CLI)

* New-EC2Route (Tools for Windows PowerShell)

BERE

SR LA M X IS E R IR [REITIRS | A BRI CRREALNFTEX Hit

FEREHAEERE

1. @i https://console.aws.amazon.com/vpc/ TF Amazon VPC #Z#| &

2. ESMBERT , ERmS

3. EEEORS

4. X% Actions ( #4E ) . Manage tags ( BEEHFE ),

5. BERMIRZ |, HiEE Add new tag ( RINFHRZ ) , AEWMAGIHWRIE,
6. EEMEBRRE , FEERRSWEFNELEMNH Remove (HIBR ) o

7. %&3#%F Save ( 1%4?‘ ) °

FERATSITEERRE

- create-tags M delete-tags (AWS CLI)

i

iR

AWS PrivateLink

c. MWMREXZHE IPv6 , iHi%#HE Add route ( 7AINEEH ) . 7 Destination ( BFRLE ) FE& ,


https://docs.aws.amazon.com/cli/latest/reference/ec2/create-route.html
https://docs.aws.amazon.com/powershell/latest/reference/items/New-EC2Route.html
https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/create-tags.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/delete-tags.html
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« New-EC2Tag # Remove-EC2Tag (Tools for Windows PowerShell)

A B PR < B 3 4 T 25 v R

RAxmRE , SRS EBBR. BBRMXARIERKRIELRBRERIMEED, WREBHRPFERE
B 3 R BV B, T TT SR M BRI 5k B T 2R i Ko

i BRI 5 S B H9 7 B i R

1. @i https://console.aws.amazon.com/vpc/ TF Amazon VPC #£#| &
2. ESMERF , 1% Endpoints ( HR ) FHiEBRENIHS,

3. {KIRIESF Actions ( #4E ) . Delete Endpoint ( MlBRIHR ) o

4. HEWHIANRED | %R Yes, Delete ( 28, B ) -

i BRI 5 S B B T B i R

* delete-vpc-endpoints (AWS CLI)
* Remove-EC2VpcEndpoint (AWS Tools for Windows PowerShell)
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B LA AR EEEBM RS AWS PrivateLink

R LLEE B C /MY AWS PrivateLink 38{LBRSS ( MNImKRIRS ) , HEHM AWS BFHE,

AES

- DNS F#%&

- #A%F DNS

- FRIEATAX

- BXEE

o IP3haFRE

- BIEMH.. REZENIRS AWS PrivateLink
- BLEBiRRRS

- B3 VPC in S BRSSHY DNS &7
- BRI R RS EHRIRE

o MiERIG SRS

iR

TEERTEWNM AWS EHAM AWS BEFAZRENRS , URXEEF IMAEEIEHERS. FH
RS RME |, 7 E VPC FEIZMEAABIIERFENRS IR, R, ETELIE VPC mRURSE
B IAR A ER, BUEEE AWS TARTRR , MECTI T UEEIERS. FHRSE
RE , FEP 20 VPC IR , ZiRKEMIIME VPC RikFH TSR ,£HE£ZIE]EJ
T, MEBEREPORB RS ERENFRAFEREBIIEELRSH B IR,
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Reqgion

YPC endpoint Metwork Load
Balancer

HEIEERABTAY  BYSEEOFHATARX R IRERS.

DNS E#1%

SRS RMAEEIE VPC Kin T RBRSE , AWS 2R ZBRFERLIRT [RISERN DNS EHlE, XLE&
BMEERDT :

endpoint_service_id.region.vpce.amazonaws.com
LA 2 us-east-2 XigH VPC i SRS HY DNS EHE =B

vpce-svc-071afff70666e61e0.us-east-2.vpce.amazonaws.com

SRS ERAECEED VPC i REY , Mt ZXEN S X DNS £ , HIRSEAERT SRR
SHATERE. XEBMHEZNT :

endpoint_id.endpoint_service_id.service_region.vpce.amazonaws.com

DXBREERDT ¢
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endpoint_id-endpoint_zone.endpoint_service_id.service_region.vpce.amazonaws.com

& DNS

REREFER N Hin RS KREKTLE DNS BF , UERSERAEREFEREIER DNS BFHHE
2RSS . MRRSEMARFHFILE DNS EMEHE[ARSAXE , MRSEAETUANEZOKIEHA
8 DNS &%, MREBSREREBAREALEDNS , WRSEAETREEEFTENARERF , UER

VPC i QARSI 2 F DNS B85, AXEZER , 52 EE DNS & #5.

F R A A X

BHRSRSENNERSHEREANTHAXPRE, M RESTARNERYE  BNBUEEEDLR
ANTRAXPERANESES £85I ERANXEFEE EC2 KA , H X LLHIEM B ER 0T
ez BAn4d.

LU ERBEXSENRIGE  UABRES NI TRARFRERKES. R , IREER/RSHXEH
WHE , WERERTEMNANXBERRIARS. EEERHNR , HMERHHE RS A E XA
BEE , FWEEC2 BlEEHmRER,

FAETUEREE SRSV TAXPSEEND VPC iR, BIPFEERERN VPC iRaBENEN
FRARE—NrRMEED, RIFRE VPC Ima IP itk E  AHFRPNE N m M EE
A28 P ik, HiFEREX VPC i RRSEAXEHEAN , RINSREBR—NSITEEN RS MEE
O, #EFEARAEZLZETATAXPHMEEOZETR, AE , BIISURERNIEERIME
FEOMW IP bt

MRNTEEARFKE , RIFPFREFRBER—NTARXA , NEREAEAXERIEN VPC i
&

/AN O

= X g i 8]
BREFRABRATUE—IMXEEERS , AE—AZTXFENXEFREZRS. RS EHE TR RS
pri =i

Permissions

- RIABERT , IAM R B E SN XFR MRS RE XIH 5 ER[LUIRFSHNR, ERFEXE
HRIFFEAAER , IAM B 7 A BB A FXPR vpce:AllowMultiRegion X PRIZIERY IAM R
B o
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- B IAM XL BIRR/BRSHANEENXBXENXE , EFA
ec2:VpceSupportedRegion %48,

- EEEIAM EHIERE VPC i KB AT BUEE N RS XM X , iFEH
ec2:VpceServiceRegion &4,

EEEW
« RFREBATEERMA—MERMAKE , REFEEFERNN KRS X FXE,

« BNIHRRSSATUMEENXFERITIHRE. EREFENXINZFHXEERBER. ARTAT
R, BULESINMNXERBRSIURS  ANEBNRRIURSEREXETR.

« BRSEAELTREEMA—DMERMAXSE , RESFEEFRERNKINVRSXE, RINBWERS
e &R AT REE A X R EE M IS X ENEERIL R RS . XEREE T RAE R LR MR,

« MRBSRERABFEN XN ZHFNXFEPBER , WARS 6 A EE QIR K QTR R %X
FERRSXE, HFEE , XTI ER I XEEN RS XEHN ARG R R SRS .

- WREETAY , REEFLTERAZEIFHINTAK, BEXEBERAFEERHENERAEERAMEERNT
X

« UTAARFTLZEFBERXIEHRE : usel-az3, uswl-az2, apnel-az3. apne2-az2 #l apne2-
azh,

- BEBXETR , AWS PrivateLink EEAAXZ AIN#RERE, ©TEREBEXENRMER,
- 7 TCP ZHErE B A E L ENMNE RS ERFFE XTI,

« UDP Z BB A X B XIH A,

- QBEZES AWS PrivateLink £ ZHBRSS F 3B X315 9.

IP tth ik S8 BY

RS REBITLEY IPv4, IPVveTHA IPv4 ERMAZHFEHBRSHILUIRRARSERE IPve , BIE
IR B IRARSS 2R (N HF IPv4, HNREE AN X , MIAHETRE W UABREER IPv4 K175 R IR/ AR
55, MAMAEREALUERMER IPv6 RIGFRIERI RS .

R VPC KT RXFMED IPv4 | NIKIET ANEEOESR IPv4 ibit, 1R VPC KinT R
KD IPv6 , IIKRIFT SMEIEOER IPve #hit, To3EET BB 6 ME&ED IPve Ry tt,
MREERA IPv6 it iR m A MEED |, HEEZEOERdenyAllIgwTrafficA,
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IPv6 N & inT RIRS B AN ER

« KIRT RBRSTHY VPC MFMLMEBXEKR IPv6 CIDR R,

o U RARSS AV PR P 4% B ES E BR A A R AR IP bR B, BAR AR EXIM IPv6 &, MR
SAEREPIARAE 2 FREPRVR IP bk | WATALIE IPv6 ik,

IPv6 RIEOXiET 2B HANER

o BigT RIRSSMZHF IPv6 BER,
- EOWK/W IP ik RA MG OR[N FRRE , IR

o IPv4— NENIRKMEZEODE IPv4 dbit, NEFBERERNFRER IPv4 eUSTER |, F &
EEIED,

« IPv6— NEMNIRK/AMEEDO DE IPv6 ik, NIAFRAIEERN TN FMET , IPv6d XiFittik
Tlo

« Dualstack — ¥ IPv4 # IPv6 it P ELA IR R NEEO, RYUMEEEN FNEREE IPv4
F IPv6 #bitSEE AT |, F X IF IR,

EDim <K DNS 123k IP #hhb R H

BEONIRK XN DNS 2% IP b R BRE T HATIZEA DNS 12%, EOWSM DNS i2% IP it
HUREZEORSK IP it RAHFSR | TFFHR -

« IPvd— RFE, XFHX1E DNS FFEIE A iBFK, IP iR B AHREIPv4E, Dual stacko

« IPv6— AFE. XEMXE DNS 02 AAAA 1B3%, IP bk RB AR IPVE6E Dual stacko

« Dualstack ( Xtk ) - RFE., XEH 2 X DNS BF0IE A F AAAA iBF. IP it B UFR
Dualstack ( M%) o

BIER... REZIFAIRSE AWS PrivateLink

Lt EE O BHERLENIRS AWS PrivateLink , i K isT SRS, BERSZEME , Moz
EENRS 2 BREEN AWS EHRERSERE.

i RBRSS BEMEZ A ERIMRNHIGER, ABIEREWKRERSERENE R FEREH
FENRS. EXHERT , SREAMERHERBEIRS . BAXEAMXARDER IR
RBFNESEE , TS HRELNRZ,
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ks

© EEBI

© KRREM

. IR SRS

- i R RS A GRS R

« ERRSEREEZERSRS

FEE

c IWRBRSELUERSBRSHXE AR, REEABEXHIER , HEFEMRXXEER VPC WEERE
AR, W6 E A U\ X115 = 48R BRSS o

- HRSEAERREXHRBRSHESN , MNIAEEIERFRERAFEENTAX, HRFRA
EERSERAELTTFRNKS A, us-east-1la EARAX BT EXBEFEZN AWS Ik F
FRNERATAX, BAIEA AZ IDs RIBAM—RBIRSHTARX, BXEZELE , BSHEA
mazon EC2 A #EM IDsHH AT A X,

- URSEAEEIZENBRINRELEZRSH , aNARFREENR IP i 2ASIEHETR
WEAE IP it MR RRFZFEAEN IP i, MREBEMRIES LZHARERI , WA
SARSK PIRENBR S E R B AV bk FIE O im S ttbak, IDs BXEZE LR |, S H Network Load
Balancer AAF 15/ IV L,

« — /MM IIERRES —NMERRFZRE , E—NMNERRS T 5N MK R HIEE TR,

« MR—NEREBRFZEZSAINREAFITERAEXEK , NS NERMEZEOBE —NASITEEFHEXEK,
HRBEHEAMEEONE-—NEEBESN , BMNBENEFRHEINEEOMENE —TAXFH -
ME AT R, RELRAMZEONMEELEEERBEAFIENARKIGES. RIMNBUER
mRRSHWATE AR ERERAERNMITEEMBERARE K XHELTEERBNASHEES K EHE
ER T LAY Th £ AR ik RUBR S5 o

« &) AWS PrivateLink ®RBEH, BXxEZEE , i5SE AWS PrivateLink Bl &,

N4/

FRZM

- EEINREBRSHTAXS , AiRQURSEIZEFTED - FRH VPC,

- EERSEAEREB N ENLRET /LIRS G IPv6 DO VPC KimTT R , VPC FMFM4HMEH KEX
# IPv6 CIDR 3R,
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« £ VPC RelEZMEZ R ESR, AENMNTHRKEE-—NFW , BZFHP , RSN ARERSERE

M. AXRIBELERMAERED , BUEEZRKENZEDHNTRAXPRERES

- MREHMEZABIERELLE , WeHXAATREREF i IP it AERE, HE , BALX

X @R RER AR LA MM A TfL AWS PrivateLink, BXEZER , S HME ARG ERA
FEETPNEZE4,

- EESNART RRFEBES IPv6 iR , HNB NS ER[LTERAXHEK 1P it kB, BHR

TEEXHER IPV6 B, AXESFEE , BEANEZAERDERAFIEETA P iR,

MR EL IR DPIARAS 2 FRLHHYR IP bk | BHINE AT AL IE IPV6 bt

« EENREHABRSHATRXAEHES , HREERIABEEREFE. IRERERBEEERANT

RAXHEZEH , NAEABEXENE9E  UXHEMASD X DNS EH B HRRSHIRSERE.
BEREXSNHGEE , TRRBESREFARER. AXESZER , BZRANEAHHEERATE
A B X A9

IR RBRS

BRUTESR , EAMNKZABIGERER SRS

£ RS A IR R R RS

1.

2
3
4.
5

ITFFALF https://console.aws.amazon.com/vpc/ B9 Amazon VPC #Z#| &
ESME®KS |, %# Endpoint services ( i RIRS ) -

i%£3$% Create endpoint service ( 8% RS ) -

X F Load balancer type ( TaiEI#aa2KE ) , i%&#HF Network ( L ) .

XiF Available load balancers ( ATA & I9HEE ) , EREESH KRS XEKH Network Load
Balancer. EEBENFMEARIIERRANTAK , BSHAMEARSERNFMAEE. TEANT
AKX, BNiRSRSHEXETAXSITA,

(W% ) EFEENREARSEREXFEUANXEGRTH , EMRFZSXEPERXLEXE, BXE
ZER , S the section called “BEXiF 58",

£ Require acceptance for endpoint ( EEEZUFERARS ) ETAF |, %#F Acceptance

required ( FEET ) MERFHESIXNHELURFHEEBER. SNFEHESXLEER,

¥ F Enable private DNS name ( /3 Fi#A%8 DNS &%) , i%£# Associate a private DNS name
with the service ( f$F,%8 DNS BFERSE KBk ) UIBRIRSERAETA THRIERSHFAE DNS
B, REHMATAE DNS B85, &N , RSEAETUEARENLET SE A DNS B,
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AWSHER S R LAARIERSERER BT IZE , RARRSEHESEEMTLE DNS BF. BX
EZ{EE , 52 EE DNS £#5,

9. XIF Supported IP address types ( Z#FH IP b 3KA ) | UITATE—BRE -

o BT IPV4-BE AR SRS SUES IPv4 R,
. W IPV6-E AR SRS SUES IPV6 R,
o ERIPV4AF] IPve-ELIRT SRS BEH B AT123Z IPv4 F IPV6 B3R,

10, (Wit ) BEFIRE | E%E Add new tag (RMIFE ) , AEW A ZHREH RAE,

11. %32 Create (812 ) ,

-+
T
-+
T

N
N\

S 3

Y

3t

ERAW ST RRRIRS

- create-vpc-endpoint-service-Ft & (JAWS CLI
« New-EC2VpcEndpointServiceConfiguration ( &M F Windows #J T & PowerShell )

fEim RARSS TR RSEREER

AWS ZHE AT BT 62N VPC LinT RABREEIENLET RES. RSERHEELSTHITIH
THRET MRS ERERERS.

o AMBBRUAATFBNRSFEABEBERIENERERS. EXEZEE |, 5 the section called “B
BRFR”,

s ARFSEAZERHENBSEHMIZEFNTHX , MEMITIESQRZEDRSSUEZIENERS. B
XEZEER |, BSH the section called “UEN RS E A EEERR LIRS

- ESBRSEAENRAEEER, BXEZER , {55 the section called “#EZ HIEL EEIFR",

1R BRS5 6E A A E 1R B im RUBR ST
AR 2562 73 2 DS BA T S5 IR0 B O 8 R BB S B R S5
RS A QRO A

1. 3TFFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC #2414,
2. ESMBERT , ERHS
3. &EE BBES.
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10.

11.

=4

NFRE , EFREEH NLBs ML inT R ARSS GWLBs,

FNFREEH , BRARSHAEF (HI%0 com.amazonaws.vpce.us-east-1.vpce-
svc-0el23abc123198abc ) , AR EERWIERS

(A ) EEEINGH/XEUANXEFTANBRRS , FEERFXE, BABXESRS , R

BIREXE, BXEZEE , 5H the section called “B5X 1315187,
NTF VPC , EFELFM AR RBRSH VPC,

NFFH , EREEHPUBRRINEZON T,

¥tF IP address type (IP #isb3EHE ) | ATMNSA TR A 1TEER -

IPv4— Nim QMO D E IPv4 ik, REFEIEENFRES IPv4 hitSEE HF B LR RT K
RS- 8E3 IPv4 B3RS, o XFEFILIATL,

IPv6— Nim QA& O 2B IPv6 ik, XEFAIEEN FMMRN FRABLRIRT RIRSER
IPv6 1E3REY , IPv6H ZiFItiED,

Dualstack — ¥ IPv4 F1 IPv6 #bit D BLA IR R MKEO, NUMAEEEN FREREA IPv4
IPv6 b3 SE B H B L imT R RS ERES IPv4 M IPv6 i§3REY |, F &tk dn,

%tF DNS record IP type ( DNS i25 IP & ) | Al \SA T &I At 1Tk #%

IPvd— RFE., XiGFXIE DNS BF#EIE A i85, IP kSR MM R IPv4s, Dual stacks
IPv6— RFAE. XigfXig DNS BF#el22 AAAA 185, IP kR B UM ZIPv6ER Dual

stacke.
Dualstack ( Witk ) - AFE. XFHM2D X DNS BHREIE A Fl AAAA iB3%k, IP k3 A A
A Dualstack ( XUtk ) o

Service defined ( EEMRS ) - HFE., XEM2X DNS EHEE Ak , AXKENS X
DNS Z# 812 AAAA 1B, IP ik KB MR Dualstack ( MR ) -

XFF Security group ( Z24 ) , EBEEERIANEEOXBKNZ LA,
12. EBROIER S,

WETHREARR

« create-vpc-endpoint (AWS CLI)

 New-EC2VpcEndpoint ( & F Windows By T & PowerShell )

1B RS fE R & R E IR RUBRSS 108


https://docs.aws.amazon.com/cli/latest/reference/ec2/create-vpc-endpoint.html
https://docs.aws.amazon.com/powershell/latest/reference/items/New-EC2VpcEndpoint.html

Amazon Virtual Private Cloud AWS PrivateLink
e =3
[AER =&

tIRIRRRS A BAAEFHEE,

5

- EERNR

- ESRIELIEREER

- BEEANEISHES

- XBXFAHE DNS &

- BN XE

- SN IP KA

- EERE

BEMNR

RRMEZRENASTHEBSRBHLERSERE (AWS ZREA ) ARG REHL R T QIRS. B
W, AN EEENBEETARTNR , HADEIMAERER ; EEUUNEEE WECART
NR , AFHEZLEENBEEEER.

RUNBERT , ENVRKBRSNBSERAETTRH, SLTUMINER , RFHE AWS ZREACIEED
VPC & T QULEEZEIEN LT RIRSS. BN AWS ZERARINR , EFERT DB FREBRR
(ARN), BATRFIRBIEZFH AWS £ ARNs AR RHBI,

ARNs X F AWS Rt
AWS Tk ( BRKFHNFIEZEIEA)

arn: aws: iam::: root account_id

y=h=]

arn: aws: iam::: role/ account_id role_name

R

arn: aws: iam::: user/ account_id user_name

FRIERKEMN — AWS K~

*
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EREW

« MRERTFABAGRREKLURSHNR , AFRQURSEENEZIFBER , WEMEEN AFITERS
RERNE IP it , EHRRLAEN,
- MREBENR , WAL Win[A5RS 2 HEMNSEINNEEE,

EREH A ERRRRSHNR

1. 3TFFETF https://console.aws.amazon.com/vpc/ B Amazon VPC %14,
2. ESMBEHS , % Endpoint services ( ImRIRS ) -

3. BEBWARSE , ARF%ER Allow principals ( L EE ) I+,

4

ERMAPR , E%$#F Allow principals ( 2 E& ) o X F Principals to add ( ERMAERE ) | 4
AEMEH ARN. ERINSB —NEFEA , %R Add principal ( FINEFEAN ) o BINEMEE | Fik
## Allow principals ( SS¥FE ) o

5. ERERIBR |, HIEFZER , REMKIEE Actions ( 1E ) . Delete ( #ilBR ) o RRFITHEIA
B, #iA delete , SRR EZEMER,

A 17N i R BRSS IR

« modify-vpc-endpoint-service-f R (JAWS CLI

- Edit-EC2EndpointServicePermission ( 3& M F Windows ¥ T & PowerShell )

1S B IR

RRMEZRENASTHBRREBERSERE (AWS ZEA ) ARG REHLRET QIRS. B
W, TUABEENREEERTNR , A EZAEZER ; EEAUNECEE WEAEART
NR , FAFHEZLEENBEEEER.

BRI R RIRSEEN BRI EREER. BN, BLRAFHEITIELIER, MRETEZIEEF
X, RS ERBRETET R RRRS.

MBERFE AL RGBSR , R SRSEENIEZFAEER , NEFEENAREERT %
ENE IP i, et EAEN,

HERBERGEZIRIELN , B2WBEH, EXEZEE |, S the section called “$2Wim = IR S5
EHIRE,
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https://docs.aws.amazon.com/powershell/latest/reference/items/Edit-EC2EndpointServicePermission.html
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EREHSERERRE

1. $TFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC %15,
ESME®KT |, %# Endpoint services ( i RIRS ) -

B IRRBRS .

£+ Actions, Modify endpoint acceptance setting,

R HEBR Acceptance required ( EE#ES ),

i%4#& Save changes ( REFEEX )

2

« modify-vpc-endpoint-service-Ft & (JAWS CLI

« Edit-EC2VpcEndpointServiceConfiguration ( 3& A F Windows B9 T & PowerShell )

e 2H B X HIELEREFR

1. $TFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC %15,
2. TESMBE®D , % Endpoint services ( i RRSE ) -

3. ERwRKRERS.

4. M Endpoint connections ( I RIEHEE ) EIF A |, EFIKEE,

5

EEZEEBER , fORIEREF Actions ( #B4E ) . Accept endpoint connection request ( %32 if SUE
EiEKR) . BRBITEIAE , B accept , RFERR Accept (EZ ),

6. EIE4ERER |, iHER Actions ( #21F ) . Reject endpoint connection request ( IE4 ik RIEE
BR) . BARHITHIAR | WA reject , RF%ER Reject (B4 ) o

EARTTEIHIELIERFR

* accept-vpc-endpoint-connections s reject-vpc-endpoint-connections(AWS CLI)

+ Approve-EC2EndpointConnectiong, Deny-EC2EndpointConnection ( i&FF Windows B T &
PowerShell )
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https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/modify-vpc-endpoint-service-configuration.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Edit-EC2VpcEndpointServiceConfiguration.html
https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/accept-vpc-endpoint-connections.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/reject-vpc-endpoint-connections.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Approve-EC2EndpointConnection.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Deny-EC2EndpointConnection.html
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EEAFISHS

AN EE R QRSHEXRBNAREER. NREAR[EEIRIURS , WETEBUEXRBKNEE
728,

MRENNBEEREREMTARX , WTAXFE FERSUBRSTENASSERERFT, B2,
ZAARTLNERBSER , BR2E AWS EEEH A LI RBRSNFAERETFHIIEH, £F
ERHNTAKXERARSERS.

NHEBERNATRAXATRFIR/LS BTN RRURS MIFER, MREFEABNL , RNBWEEBD
LREFFIMEFNE , AEBAFTNTAXEARSES.

EEARH S EER RSV ARSESR

1. 3TFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC %15,
2. TESMBE®S , % Endpoint services ( i RRSE ) -

3. ERIwRKRERS.
4

)X i%4% Actions ( #4E ) . Associate or disassociate load balancers ( < Bk 5 BUE < Bk 1 & 19
2o

5. REFEENRRKRSEE, flW:

R RS EHRNEIRE  UEFESRSRS KK,

BRABIGERNEIRE , MERESHRBRFSIUEXRK, B4MEDERE - RBGER.
6. ERFRFEXK

X FERMBABIGERPNEAHARX | #REAR[IRS. FHTAXIER LIRS RR
BERET M FMHERIRTF T

MRENHWR]AUIMSFERATARX , MRS ERE TR ZTAXHHFRRNEEED VPC iR
EFEARTTENR RSN AR

« modify-vpc-endpoint-service-Ft & (JAWS CLI

« Edit-EC2VpcEndpointServiceConfiguration ( 3& A F Windows #¥ T & PowerShell )

EERENABEREANTARTFERRR/RS , EREEARSKRSH ID FARSEIT,
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https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/modify-vpc-endpoint-service-configuration.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Edit-EC2VpcEndpointServiceConfiguration.html
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XEXFAH DNS B

B LUK FAE DNS B 5in R RS KRBk, <BKFAE DNS B#GE , LA EH DNS RS 25 L%
B, RERUHBLMERITIRSEAEREZE , ARRSEHAESTEMELAFLSE DNS B, BXEZ
E8 , B EE DNS & #5,

{5 F 251 & & 3um RBRSSP.H DNS B

1. 3TFZTF https://console.aws.amazon.com/vpc/ B Amazon VPC %14,

2. ESMBE®S , % Endpoint services ( ImRIRS ) -

3. ERHRERS.

4. RR%E$F Actions ( #R4E ) . Modify private DNS name ( 1&ti#%& DNS &% ) o
5

1% Associate a private DNS name with the service ( f¥FAF8 DNS B EREXE ) , RAE@RMA
#.78 DNS &,

i ﬁﬁ% L%?ﬁﬁﬁﬁ /J\E-o
s BAESEPERABEES (HIW0 *.myexampleservice.com),
6. EFEREFEENR.

7. MRBUPRANA verified ( ERIE ) , MFE DNS BMAIHBSEAEER, MRRIERSKE
T, MEEBERGHIEL , ENEEETLZ RN,

EANSTE IR RIRSHE DNS BH

« modify-vpc-endpoint-service-ft & (JAWS CLI

« Edit-EC2VpcEndpointServiceConfiguration ( & A F Windows #¥ T & PowerShell )

EREH & BERIETRE

1. ¥TFFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC #2414,
ESMBE®KT | % Endpoint services ( IwREE ) o
RIS ARS .

fRIRIE$E Actions ( #4E ) . Verify domain ownership for private DNS name ( ®iE#.%E DNS &
MEVRAT A ) »

5. RIRBTEIAR |, WA verify , REIER Verify ( RiE ) -

A w0 DN

XExFAH DNS & 113


https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/modify-vpc-endpoint-service-configuration.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Edit-EC2VpcEndpointServiceConfiguration.html
https://console.aws.amazon.com/vpc/
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ERANSTEIERIETRE

» start-vpc-endpoint-service-private-dns-verification (AWS CLI)

« Start-EC2VpcEndpointServicePrivateDnsVerification ( & F Windows # T & PowerShell )

18 Y X 13

BRI RR RRSHIEXEE, BH4TRERMA , AT RFMNERMAXE . B EBRITEE
v AR S5 B9 X 8

BRXEE , REERAELELUBFREENRSXENTGER. BREGFAZMFEEENRSK
HHMBRR. HEBRXEN , RIMNBEEL R 8 ZKENEAIE R LEE,

15 ER IR RBRSS STIFHY X 45

1. 3TFFETF https://console.aws.amazon.com/vpc/ B Amazon VPC %14,
ESMBE®KS | %2 Endpoint services ( IREE ) o

I R RS

ERRE, BRZENXE,

BIEFEEEFMBUHER X,

EEREFER,

o g kW DN

ESIFRY IP oy 3 A
T A B ARSI 1P b3,
ZREX

EFEENLIRT QRSB ES IPv6 R , HME A R[LAEANMER P utkE, BHRA
FEXHFRIP6 B, BXEZER , BERMENHERATIEETH P ik KA,

EREH B NN P it RE

1. 3T TF https://console.aws.amazon.com/vpc/ B Amazon VPC #4148,
2. ESMBEKD , % Endpoint services ( ImRRSE ) -
3. #%$#¥ VPC R RS .

BUXBHOXE T


https://docs.aws.amazon.com/cli/latest/reference/ec2/start-vpc-endpoint-service-private-dns-verification.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Start-EC2VpcEndpointServicePrivateDnsVerification.html
https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/elasticloadbalancing/latest/network/network-load-balancers.html#ip-address-type
https://console.aws.amazon.com/vpc/
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4. fRRERR Actions ((324E ) . Modify supported IP address types ( 1St iFH IP #hub3EH )
5. XF Supported IP address types ( ¥ IP #hub KA ) | AT TE—BE -

o %R IPv4-E LT SRS IES IPv4 B3R,

o EFF IPv6-E AL SRS IES IPv6 B3R,

o EFRIPvAR] IPVvE-EL inT RIRF BEB RIET R IPv4 T IPv6 3K,
6. ERREELR.

FERTSTIERZIEN P iR

« modify-vpc-endpoint-service-Eti& (JAWS CLI
« Edit-EC2VpcEndpointServiceConfiguration ( & A F Windows By T & PowerShell )

EIERE
A LA ZORH TAR IR | BB R B R R R A N ER BT DK,
FEREHEERR A RSZHIRE

1. 3T TF https://console.aws.amazon.com/vpc/ B Amazon VPC #2414,

ESHMBEES |, % Endpoint services ( imRBRE ) -

#%$# VPC KBRS

iR %$F Actions ( #1E ) . Manage tags ( EEHE ) .

NFENERFMPIRL | H%E Add new tag ( FMFHRE ) |, RAEWANSEINIREE,
BEMBRARE | EEREFZHENELENR Remove ( MIBR ) -

ERERF

N o a0 &~ w0 DN

EREH A ERRRERENRE

1. $TFALTF https://console.aws.amazon.com/vpc/ B9 Amazon VPC #2411 &,

ESME®KT |, %# Endpoint services ( i RIRS ) -

% VPC Im R RS , ARE%$R Endpoint connections ( imsRUERE ) E+F,

R RIERE |, RFHOXER Actions ( #1E ) . Manage tags ( BEB#HFE ) o
NFENERMPRL | HikFE Add new tag ( AINFHFL ) |, RAEWANSEAIREE,

o b~ 0N
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https://docs.aws.amazon.com/cli/latest/reference/ec2/modify-vpc-endpoint-service-configuration.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Edit-EC2VpcEndpointServiceConfiguration.html
https://console.aws.amazon.com/vpc/
https://console.aws.amazon.com/vpc/
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6. BHEMBRGRE | BEFFSHENELENH Remove ( HIBR ) »
7. ERRE.

EREH A TR iR RS RAVIRE

1. $TFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC #Z#1&,

ESMBE®KS | % Endpoint services ( IwRRE ) -

% VPC Im R RS , R/F%#R Allow principals ( 2 X4 ) B+,

B EM |, RFHOKER Actions ( #1E ) . Manage tags ( BEB#HFE ) o
HFENERMPIREZ |, HikE Add new tag ( FIFHFE ) , RAERAGSENRZE.
BHEMBRTE | EERFZNENELENE Remove ( MIBR ) -

EERF

N o o bk~ 0D

{5 FA 8 55 17 78 DO A BRAR &5

- create-tags # delete-tags (AWS CLI)
« New-EC2Tag# Remove-EC2Tag ( &M F Windows #) T & PowerShell )

B VPC ik 2 IR HY DNS & #1

REREFATNHIRBRSEELE DNS B8, RIRBSREREBEL QAR QJFERSFEN R SIIRS
=i, MRBRSREREBEALBIRS]N DNS BRMEN IR RIRSHWFAE DNS B, MRS ERELE
EREN T EAMENEFREARFERABR[ARIK /RS, MRERKRBRSEARE VPC , NFL
B DNS fR$ 22K DNS EMEM AR S/MEEOHN IP ik, BN , 2258 DNS RS FF DNS &

FREEAT R 2B Ko

LB TERITEHAENRIERERIEAEREZE , AT RN ERRSEERST DNS &k
RSB

- IRBRSS REEE — 1N FLH DNS B#5.

- HEAFREORIVERIENERSH , RNKIBVREREXAFEERSEAE VPC X
B, BRNEMBEREXFCZE CNAME 2% , ZicFFinRRSHIFE DNS EHMREE VPC Iw R
BYXiE DNS E#5. HEMAE@MIRSFHLHE DNS BEHKIZE RS , o8 DNS RS2SR EFRETE
Im R M EEOR IP thit,

EIE DNS &% 116


https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/create-tags.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/delete-tags.html
https://docs.aws.amazon.com/powershell/latest/reference/items/New-EC2Tag.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Remove-EC2Tag.html
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- ERUHE , BUTRELEFRERZHINE DNS =214,

o SBRTILARE TSRS, B0 |, BT B example.com , T A2 a.example.com. &/ DNS #rE &
20aE 63 NEHN , HEEKEREBET 255 MNER.

MERMEAMFE | MARBUEFEHB . Fla0, RIREF .example.com HRKIE T example.com,
EIMTEZR I b.example.com fERAFAE DNS BFr. ERSEREUUAFERZEH a8 , BAMKIE
example.com = b.example.com,

« PIXAEBEERR [T IFHE DNS &k

AT A R RIE

BIEE —A1E B RS ( DNS ) iBFKAEXE |, XEiZRHEEN DNS ZHEEE, TXT iExX2—f
DNS 1% , JiRHAEXEWIENEMER. HPITE—NEHRT—NME. EARIESEN—BD , &
TR TXT I8 RN INE A E A DNS RS E5.

HEANRNENHA DNS REFFHE TXT 18%AT , BIEAEAAERKIE,

RINERE |, BAILUERA Amazon VPC 84| 58 BEHRBITIRARS. ESMEHRT |, % Endpoint
services ( ¥ RARE ) o EBRIHSRIRS , HIE Details ( FMIEE ) MM+ ZE Domain verification
status ( BRIPIRAS ) W{E. MRERIEEETEFNE  BEEF/L2H , ARRTRE, NRFE

B FHEHRIETRE, #ORIER Actions ( #4E ) . Verify domain ownership for private DNS
name ( RiUFFA%E DNS BRI EN ) -

WMRBUPIRA R verified ( EIIUE ) , NFAE DNS BEHMAIMHBRSEAEER, WRBIPRSRESE
1t , FEZBERFGRIEL , ERNFEET2ZREMW,

MRWIFRS R failed ( KW ) , ESH the section called “fif 155 1iF (7] 7",
FRENE M A{E

BATHERMEE TXT BRFEANBNNE, flin, £ AWS EBRFIARREEFE. EFRIR
%, HEIRKRSFH Details ( FAE L ) EW<HZEF Domain verification name ( SHKRIEE TR ) #

Domain verification value ( ¥ iE{E ) . BIEREAEA LT describe-vpc-endpoint-service-configur
ation AWS CLI sin TR EEXEELA W T R RFHFAE DNS EHEENE .

aws ec2 describe-vpc-endpoint-service-configurations \
--service-ids vpce-svc-071afff70666e61ed \
--query ServiceConfigurations[*].PrivateDnsNameConfiguration

A REAE 17


https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-vpc-endpoint-service-configurations.html
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TEERAHE., 02 TXTicHEZet , BEEM#H Value $ Name,

[
{
"State": "pendingVerification",
"Type": "TXT",
"Value": "vpce:16p@ERx1Tt45jevFwOCp",
"Name": "_6e86v84tqgqubxbwiilm"
}
]

flan | BRIZIRHIH B 2 example.com , 3} H Value 1 Name MBI EA R HFI R, FT&RE TXT 12
FIR B RB,

Name Type =l

_6e86v84tqgqubxbwi TXT vpce: 16p0 tt45jevfW ERxI OCp
i1Tm.example.com

BIEER Name FARRFE , RRERGEAJREEFERAF. BER , MREHN DNS REER
foiF DNS BRBHEE TN , N HHE"_6e86v84tqgqubxbwiitm” , H B RETE TXT iBFKHE
F“example.com”s

EBARIE 6e86v84tqgqubxbwiiim.example.com” 2 fg , BRSS#F & 7 i A “example.com”=} 713
( Blin“service.example.com”=“my.service.example.com” ) o

I TXT 2R INEEAEH DNS RSS2

F TXT iEFZARMENERYIEA DNS RS BHERRIUR T HEER M DNS RRESHAL, K DNS 124t
Al gER Amazon Route 53 s EH g & M &,

Amazon Route 53
FRENEREARBAILNEREXVRIER. FAUTE

« X7F Record name ( iEZ&EM ) , MAERFH,
« XF Record type ( i0FREH ) |, &E#FE TXT,
 XF Value/Route traffic to ( B/REEHE ) , WABKRIEE,

I TXT B FZRE SR EE DNS JR5 e 118
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« XF TTL (seconds) [TTL (¥ )], %A 1800,

BEXREZELR , HZ 18 Amazon Route 53 FF X A R ISR W E B2 E & 0l 210 F,

— RS

BI{E DNS REEMEH B RENIKS ., ERZRELERN N DNS 1Bk, EARMEHNEHNE
KA TXT i2%, DNS BREMRKFE 48 NitEN , BEEEBA TERNBAERRS,

BXREEANE , FEF DNS RHEBRMANE. TREHR TEB/LNER DNS AR XA
#, WHRATEH , WHFEEHREXLEL ARV~ RIEKS.

DNS/HEERHR BT 3

GoDaddy A0 TXT 183

Dreamhost 1B E X DNS ig%

Cloudflare E DNS id&

HostGator £ F HostGator /eNOM & DNS igx
Namecheap wn4al S A9 38 B R I TXT/SPF/DKIM/DMARCIE 3% ?
Names.co.uk FE gy DNS i &

Wix FESRHY Wix K P ARORINSRE ST TXT 183

RE TXT ERREBERM

B ERANATSREIEENFAE DNS BMEMERKI TXT i2XE2EEEH A A E DNS kR
BIF1Z 1T nslookup 5 F , B BIXIFHFE A E Windows F Linux.

RERNENE R RAHIRSA DNS RS5eR , RAR LRSS B[ EEME up-to-dateFE &S, EHE
EEFRE—ENES 2EEIHM DNS RS5ER.

RIEEH TXT iIERRE KM FER DNS BRS558:

1. EANATHTERENENEHRERSER.

BETXT ERRECLT 119


https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resource-record-sets-creating.html
https://www.godaddy.com/help/add-a-txt-record-19232
https://help.dreamhost.com/hc/en-us/articles/360035516812-Adding-custom-DNS-records
https://developers.cloudflare.com/dns/manage-dns-records/how-to/create-dns-records/
https://www.hostgator.com/help/article/manage-dns-records-with-hostgatorenom
https://www.namecheap.com/support/knowledgebase/article.aspx/317/2237/how-do-i-add-txtspfdkimdmarc-records-for-my-domain/
https://www.names.co.uk/support/articles/changing-your-domains-dns-settings/
https://support.wix.com/en/article/adding-or-updating-txt-records-in-your-wix-account
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nslookup -type=NS example.com

tef RS AT A T AN BN EHRS SR, EFET -SRPEAXLERSHFZ—.

2. FRAUTHSRIETXT ERXEAEEREM , Efname_server2BE L —SHHRINITE IR
%%Ez_o

nslookup -type=TXT _6e86v84tqgqubxbwiilm.example.com name_server

3. ‘EE—FwmHTF K B text = FHNFFRREERE TXT HEE.

EEMNNRAIF , MRIEREBES , WAHSIBEATAR,

_6e86v84tqgqubxbwiilm.example.com text = "vpce:16p@ERx1Tt45jevFwOCp"

iR R AT I8 11 [a] 75
MRHWITE RN | U TE ST B SR FHE,
. REEH DNS BEFEFAYE TXT BREHPERATIE, WREWN DNS BEFFAYERT

Xk , MIERTLAM TXT i RAPEBIBERIER M ( Hlan“_6e86v84tqgqubxbwiiim” ) .

- REZH DNS EEEETFEBMMNE TXT BRNKRE, FL DNS BHEL BN FENEA M
B TXT EXRWEMENP, NBEREEEE , BEUE TXT BEXNESRLEEMIR. LIRE
H DNS =g B L2/ A M mE TXT id%,

- REZH DNS 2245 DNS EREBXNNEANEFRE, REYRITIEERNEHESE]
RENEZLEERN , RNFLRIEENE. R DNS £EHEN TXT EXEERXNNERANEF
& | BFRRMIIIREEE B,

- HTFZXEZINXEHZN AWS Ik , EMEAEEES RRIEEME, N8R DNS BT AY
BIHELSLXEEHEEMHEMHN TXTIER , BREDNS BEHBREA TGS I EHEIEAR
—% TXT i, i@ , 23R DNS B Amazon Route 53 B2 , NI AT LUK B U T St TRk,

1. £ Route 53 B#|&H |, EBRERIEE — MK P EA I TXT i8%.
2. ¥ F Value (B ) , REINEBMHENRE , AFIE Enter,

3. AKX BHEMEE , RERFIEEE,

1R DNS REBA AT EE —5 TXT EX P EZME , MAILER TXT EXHNEERBHRPHENR
BiFE—R , Mm% —RERANEER PR R ERRKIEE, BR , S£REXNE—MEBRIERIX,

it PRI 56 A1 7] 120
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BEWIR RS B RV IRER

FA G EBAUERSKERRSHEXNBRESHNIRE, Sl , BT UEERERRES
E 8 F k4

5

- B SNS EA

o IR R A

- ANINEBEAKK

2l SNS BAl

FERAUTIERNBHIE— Amazon SNS B H1THEZE,
FRZEFH AN SRS CIEBEL

1. 3TFFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC #2414,
ESMBEESF |, % Endpoint services ( imRRS ) -

E R SRS

£ Notifications ( BH1 ) I+ £ , 4% Create notofication ( SIZEH ) o

3 F Notification ARN ( BZI ARN ) , ERECIZMEATF SNS =FH ARN,
E{THEH , BM Events ( B4 ) ik,

I

« Connect (E# ) - RSEAECETENRS, X2MRSREMEAIZEZEETR,
* Accept ( ¥ ) - RFEHPEES TEEBT R,
 Reject (#E4 ) - RFIRMEIEL TiEEBER,
« Delete ( HiBR ) - RS EAERR T O WS,
7. %$% Create notification ( BIZE4 ) o

EABTITHRR/RSEEAN

- create-vpc-endpoint-connection-i& Al (JAWS CLI

« New-EC2VpcEndpointConnectionNotification ( & F Windows #J T & PowerShell )

=36 48 B UK

BEWR URS B IRER
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https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/create-vpc-endpoint-connection-notification.html
https://docs.aws.amazon.com/powershell/latest/reference/items/New-EC2VpcEndpointConnectionNotification.html
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N N7 (8] 5% B

£ SNS =B R0 AWS PrivateLink R FRREX G BN IFRIKRE , MTTR. BXEZER | 1§
SR 4%% Amazon SNS EBH G RIFKEE ? A aws :SourceArn = aws:SourceAccount £
SRR IR ERIEE A AR,

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Principal": {
"Service": "vpce.amazonaws.com"
}I
"Action": "SNS:Publish",
"Resource": "arn:aws:sns:us-east-1:111111111111:topic-name",
"Condition": {
"ArnLike": {
"aws:SourceArn": "arn:aws:ec2:us-east-1:111111111111:vpc-
endpoint-service/service-id"
},
"StringEquals": {
"aws:SourceAccount": "111111111111"
}

78 D023 £ SR B

MREERRIFE SNS £ , Nl KMS 224K IR R B LS £ AWS PrivateLink 881 A AWS
KMS API £, BT 2R 513 4A KBS

JSON
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"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Principal": {
"Sexvice": "vpce.amazonaws.com"

},
"Action": [
"kms : GenerateDataKey*",
"kms :Decrypt"
1,
"Resource": "arn:aws:kms:us-east-1:111111111111:key/key-id",
"Condition": {
"ArnLike": {
"aws:SourceArn": "arn:aws:ec2:us-east-1:111111111111:vpc-
endpoint-service/service-id"
},
"StringEquals": {
"aws:SourceAccount": "111111111111"

it B v = PR S5

ERHRRSE , B LUGEBIBR, MREEMRES ?% ZI4F available = pending-
acceptance MEBMIH KRS , METTEM BRI% A

M B R AR SS R MIBR X BRI AR ISR | LR WE ARG E R B RE TN N ARFRS .
152 FA 2 1 & I BR o =L BR 55

1. fTFALTF https://console.aws.amazon.com/vpc/ B9 Amazon VPC #2#1&,
ESME®KT |, %# Endpoint services ( i RIRS ) -

EF R RIRS .

%32 Actions ( #4E ) . Delete endpoint services ( il Bris = IRSS ) o
RRHITEIAR , B delete , AFIEZFMER
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+ delete-vpc-endpoint-service-Bti& (JAWS CLI

+ Remove-EC2EndpointServiceConfiguration ( &M F Windows #J T & PowerShell )
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BRI LERRR VPC HmR ( RRWR ) AR EA VPC Al VPC BR. RRKHT R ATFEIR
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BEERMM K , &EFEH AWS PrivateLink $# 045517 M Network Load Balancer 5 R &R, RIRHR
FEENFITESE  RETUEREFR VPC &R, VPC BRERFREERAR, RREESHEREMX
REk,

EH
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TERERTHERAEKFFNRRRGRTR , ZARES —MNKFABSABIUATARAHEE AWS
RAM :

Consumer account Resource-owner account

RAM
" share
-
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Resource Resource Resource Resource
endpoint gateway  configuration

« X# TCP &, %3 UDP HRE,

- BFNBEHERIKEKN VPC BaIMEERE  MARMATRIFEN VPC B31. BRIRK VPC TEED
SR VPC M EIEE,

M — XM ET ARN IR Amazon RDS &R,

VPC s RN B RMRXBAELE-—IMTAXEE,

DNS %

£/ AWS PrivateLink , A LIERMEXRIET REAIRREERE. HEQIERRFE VPC im bt | AT
FRIBETATE VPC M4 FREBEM X8 DNS B ( AN ERIADNS B ) . RINBUEFER
DNS MARLKiFT & IPs SRIEEEMRF. 7R VPC i LHIERIA DNS EFMEENT ;

endpoint_id.rcfgld.randomHash.vpc-lattice-rsc.region.on.aws

EREANESEREREENEEE VPC KT 26t ARNs , B S A#. 8 DNS, {#HFAH DNS |
BT LAER AWS RSN AREEH DNS BHHERF R A HER , AETRER VPC KixT = F
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aws ec2 describe-vpc-endpoint-associations --vpc-endpoint-id vpce-123456789abcdefgh --
query 'VpcEndpointAssociations[*].*'

AT 25 FA#AH DNS A #5H Amazon RDS ##iE K 8 iR i [ R Bl. 55— DNS B2 IA
DNS £#, %=/ DNS &K EABBNLERERX , ZXE AN LH iR KA E R BTN iR RS
BEOWNFE IP it

"vpce-rsc-asc-abcdl234abcd",
"vpce-123456789abcdefgh",
"Accessible",

{
"DnsName": "vpce-1234567890abcdefg-

snra-1234567890abcdefg.xcfg-abcdefghl123456789.4232ccc.vpc-lattice-rsc.us-
east-1.on.aws",
"HostedZoneId": "ABCDEFGH123456789000"

}I
{

"DnsName": "database-5-test.cluster-ro-example.us-
east-1.rds.amazonaws.com",
"HostedZoneId": "A1B2CD3E4F5G6H8I91234"

+

"arn:aws:vpc-lattice:us-east-1:111122223333:resourceconfiguration/
rcfg-1234567890abcdefg",
"arn:aws:vpc-lattice:us-east-1:111122223333:resourceconfiguration/
rcfg-1234567890xyz"
]
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o
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A IPv6 it fRm RN EED |, HERZEAERdenyAllIgwTrafficH,

B &R VPC ik =i bl ‘&R

SO LR RRE S5 VPC &R , FliniEs K. IP #hit sk Amazon RDS iEE, &Rk a2 &
RO EFRNR, SI2FRESE , A EELEN, A ARN ERPNEFREE, — NERESREE
E— /NG REEMHXEK, BREEATUARRENERI—EHRR,
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« create-vpc-endpoint (AWS CLI)
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« New-EC2VpcEndpoint ( A F Windows ¥ T & PowerShell )

M EE ﬁ Jﬁﬁ PANN)

tIRFRERE , ALNEERERSAHRE,

£%
o FHIBR Um s
s EFmA

BRI R
FASE VPC i 5 AT UL B

152 FA 22 1 & 1l BR i
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4. EEBRME. BIER VPC iwR.
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* delete-vpc-endpoints (AWS CLI)

« Remove-EC2VpcEndpoint ( & F Windows ¥ I & PowerShell )
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» modify-vpc-endpoint (AWS CLI)
« Edit-EC2VpcEndpoint ( &M F Windows ) T & PowerShell )
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aws vpc-lattice-custom-dns create-resource-configuration \
--name my-custom-dns-resource-config-group \
--type GROUP \
--resource-gateway-identifier rgw-0bba®3f3d56060135 \
--domain-verification-identifier dv-aaaa0000000111111
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aws vpc-lattice-custom-dns create-resource-configuration \
--name my-custom-dns-resource-config-child \
--type CHILD \
--resource-configuration-definition 'dnsResource={domainName=my-alb-123456789.us-
west-2.elb.amazonaws.com,ipAddressType=IPV4}' \
--resource-configuration-group-identifier rcfg-07129f3acded87626 \
--custom-domain-name child.example.com
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aws ec2 create-vpc-endpoint \
--vpc-endpoint-type Resource \
--vpc-id vpc-111122223333aabbc \
--subnet-ids subnet-001laabbcc2233445 \
--resource-configuration-arn arn:aws:vpc-lattice:us-
west-2:111122223333:resourceconfiguration/rcfg-07129f3acded87625 \
--private-dns-enabled \
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--private-domains-set example.com, example.org
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B4 iR EE AWS PrivateLink

AWS Identity and Access Management (IAM) AWS S5 TJ#EBIEE R T2 iR HX AWS BRI
ERBR. IAM BB R IEH @ TR TEHARIE (&%) RN (HBENR ) FH AWS PrivateLink &
Ro BAILMER IAM AWS RS , TEXFEHNER,

A
- BX

- ERSHHITEHRIE

- ERARKEEIE

« f0{a AWS PrivateLink 5 IAM Bl & E A
- ET5MEEE =B AWS PrivateLink
- ER K RARBIRSIX VPC ik S8 ]

- AWS WHEE R B AWS PrivateLink

%

AR

&I E A 5 AWS Identity and Access Management (IAM) @ EFFARE , E44REUR T & AT T4
AWS PrivateLinko

RS A - RIS A AWS PrivateLink RS T/E , NEER SN BREMENEZIEMNE, LR
EFHE % AWS PrivateLink ZhEERTTR TIERT |, RATREEBEMAMNE, TREMNMMEE G RXEEE
FHREEERBEREESHNR,

RS EE R - MR BTN TM AWS PrivateLink RIR , N AT 8EH B T2 15 R BR AWS PrivateLinks
B TEREELN RS A R A WL AWS PrivateLink THREF R R. RE , B4AE IAM EER
RBRRXBERUNENRSAFHUNR, BEFZAELWESLT# IAM WEARE S,

IAM BEEER : MRERE IAMEER , BOUEHLE THRNMEEREAEEX AWS PrivateLinkfy 17 7]
MREVEAME B,

£ S HRT S ORI

SHRIUERE AWS FRAFHEIERRN AN, BHLTL IAM AF FH#THHRIUE AWS IKFRA
P, EBETEE IAM Ae#1TE ORI,
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ST LAME ISk B 54 RAVIEPH AWS IAM Identity Center ( 51#0 ( IAM Identity Center ) , B S&FKE
B UEE Google/Facebook iEF , MERE H M B R, BXBRNELZER , 5251 (AWS Ex AF
) PO EREN AWS IKF,

S FRIEFE , AWS 124t SDK f CLI KX ERFITINRZEE, BXREZEL , H3H (IAM AFE
B RHSERT APl IEREIAWS ZZ A 4,

AWS K/ root FiF°

BIEER AWS K7, BRALE—1NEN AWS K/ root AFNERSH , ZEHAIUTLFEMERIR
AWS BrS MR R, BRINBNEZBWABRCERARAFETEERES. EXFERAFZRILENGES , BEH
(IAM FiFiERE) RVEZERA S FIENES.

BRE50

FERBEXR , ERAXAFERESHRHABNERKS 5 ORI 82 AWS RS fERIGRHER#HITH
Al

BREFMRIERBENDIL B R, Web SRR A Directory Service , & AWS RS A%
BEARNERHTHFRNAF. REeARATRMSERZIENAE,

BEAEBEHRMNE , BIUEM. AWS IAM Identity CenterExE ZEE |, S0 (AWS IAM
Identity Center A 1EFE) HHI{+ 4= |IAM Identity Center ?

IAM A P FEE4A

IAM AP RMENMARTNARFEFRENRN —N50, BUERAGENEIE , MIEEFKHEIE
B IAM AP, BXEZER , B2H IAM AFERETHNERARASEAS O RHAFNRS S HRIE
F 8 AWS i A IS A IE B AT 5 o

IAM (HIEE—4H IAM AF , ETERMN KERAFP#HITNRERE, BEXEZER , 555 (AM A
FIERE) i IAM B E R =46,

IAM A

IAM BEREEBERRBNEH , TRHEIEIT, SRILUBEMNA RS IAM &6 (#2484 ) R
A AWS CLI 2 AWS API BERRAAR, BXEZEER , B85H (AM AFERE) PHEFAE
5%,

IAM B TEBREAFHE, me IAM BFPRR, BIKFiGE, BRSHRILARTE Amazon EC2 Lz
THRAREFEEER, AXEZEER , B5H (AM BFIERE) B8 IAM R EIK P &R,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/gs-identities-iam-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
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= T S )
ERAREEE A

EREL AWS BT el 2 R E M IR AWS SR SR FEREZEFFHHRNR, REELTESHH
RFERKRETNER, AWS EERARHFERMITPAXLERR, KSHERBEELL JSON R AWS £
XNFHEEP, AX JSON RBXHHESZEE , H2H (IAM A 1Em) FH JSON IR,

EERERARE , B E A E AR B LS4 T BRL R RN T HLEREREEERT NG R

o

N

MANBERT , AFMARRENR, IAM EER 62 IAM REFRERZ AT , REAFAILEE
EXEAG, IAMRBEENER , BHITREMANG ETX.

ET 50 H KRS

ETHHNRBEEMMNBSH A/, ANAR ) B JSON NRKM Y, XLEREIEE S 47
BRATH ZRE, NMLEFRMITUAREFLAZRATHT. ETHOMCIRETHOREE , B35
(AM BFiERE) FEATT EEARKE LB E X IAM IR,

ETHEMNIRBALURARKKRE ( EZRAZNENGFHP ) AEERE (HNIZNEHHIRLE
i) o BT HROAERERMAREKE 2 BRITER , H2H (AM AFERE) PRERERRSE
MR B 2 R AT

BT #IRA KRB

E T HIRAY RIS Z M NEF IR JSON KX, P2 IAM BBEERKMN Amazon S3 1761
K, EXRHETRARNEBOBRST  RSEERATUERACIREFNBERFENLR. BLMIE
ETRIFH RS P IS E 4.

ETHARVREEN T ZRSPHAKEKE, ETREETHRAREPER IAM Y AWS EEXR
B

Hftt Rk
AWS FREMFHER | XERHADTLIBE R NN EHAED DT 09 R AR -

- NRBLFA-ZBETEHNEBRAURT IAM ZEHNBEANR. BEXEZEL , H25H (1AM AF
EE) Y IAM SRR PRID R

o FRSIEFIKRE (SCPs)-EHFIEEHLARAL LM HZE AR AWS Organizations, EXEZER , B
2 (AWS Organizations FAF1§F) KRS =K
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
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- BIREFIKEE (RCPs)-REKF A RFENZRAATANE. BEXELEE , BSH (AWS
Organizations FAF1Em) W EIFRZEHIFKE (RCPs).

- 2ERE - ENACTRSAF RGN SER , FASBEENERARE. BXESZER , BS
5 IAM BF$ER) PR EERE,

ZREERE

S MNREMNRBENA T —MERE , ERNNREMERNEIER, BETHRELSR SRR
WA AWS BER B AVER , HSH IAM AP EEHR N ERITEEE,

#04a] AWS PrivateLink 5 1AM B & (& A

EEH IAM BB 5 R R 2 81 AWS PrivateLink , 155 7 G WLt IAM Shag et A AWS
PrivateLinko,

IAM Zh&E AWS PrivateLink 15
EF 5 BH R =
E T RIRA R =
RERE =
REEHR =
KRR (BETHRS ) =
ACLs )
ABAC ( R EIHRX ) =
F AR =
REAE B
REXEKAE B

e e i) 154
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
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ELH THRASHIAM Thasl A A X AWS PrivateLink f1E# AWS BRS Thae , B3 IAM A
EHRHE IAM B & EFANAWS RS,

HT B4R KB AWS PrivateLink

XRETEHRE 2

ETHEHNRBETMMEZH (N IAM AF, AFASAER ) 1Y JSON FRREE A, XL R
EHERFMASAEMPRA TN BERRNTHBERE, ETHRNMTERET HORRE  FSH
(AM FiFiEE) FNEATMEEARKE L BE X IAM RIR,

BEMERA IAM ET SR , BUEE R TRIELNRENTRUR A THIELBRENRSE. B
THETE1E JSON RESREMMFIETE , SR (IAM AFiER) F8 JAM JSON KB TE5 A,

ET B RrE R~ AWS PrivateLink
E&HEE AWS PrivateLink ET BB REHN RS , E5R. BET 5 HHER KB AWS PrivateLink
AEPE T &R BIER AWS PrivateLink

XBETHRARWKE : &

ETHIRAVRESZMNE R RA JSON KX, ETRRNRENRESHE IAM BEEEREN
Amazon S3 FEREKE, EXHETARNKBHNRES T , RSEEATUERCIREFHNBFER
BREVEE . XN THEERM IR ZIR |, REEE I8 E A A SN 2R RIAT LR AR+ ARM
THIT, BEFEETRENREPEEEE, ZEREATUEEKS, AR, A, BERAS T AWS

RS o

ESHABEKFHR , SR CEENKFSEMKS P IAM EEEENETERNEBPN TR, B
XEZEER , B5H (AM AFERE) B8 IAM BV ESIK - 3R 151 .

AWS PrivateLink RS X5 —fE T ARENERE | BNKRERT S KK, A KK a4l AWS =40
LERmSIAREEERS. BXEZEELR , 5 the section called “iff S 5K B8,

B 173 AWS PrivateLink
TEHRBIRE =

EERWLER AWS JSON REERIEEHEARIBEMF L, BR2E , BNEETUNT LR FERITER
1, UREFARHETRIT,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
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JSON REEHY Action TR TA TERKP AFRIEL G RINVRE, ERBHFIESREUARTR
ITRERERRR,

ec2 tn B Z=E HRYIRE

Ay FLEIRE AWS PrivateLink I Z# EC2 APl 1 —# 9. XLERIEIREMSA ec2 BI%. BXEZE
£, 2 (Amazon EC2 API %) Wy AWS PrivateLink #4F,

vpce i A 22 (B P IR 1E

AWS PrivateLink it 12 {XAllowMultiRegionBRIXNFREVIRVE, LLERBEIRVEMERA vpce BIR,
Y BSR IR AWS PrivateLink

XERBER : B

EE R WLAER AWS JSON REERIEEERRIBEMF L, BREWR , BNEETUANT AR FRITER
B, AREMAAZKHETHIT,

Resource JSON K T ZEEEBHNARFN —IHSZ IR FNRESXKEK , EEAHE Amazon
FBEBH (ARN ) BERR. N TAZFHRRRXROVEAE , EEABEN () ENEANATHRER
R o

"Resource": "*"

B SR BE SR 2240 AWS PrivateLink
TRBETRSNEBEER B

EIE R A LAER AWS JSON REERIEEW ARG RMT L, WHRY , BNEXATLF AR RERITER
&, BAREAARETIIT,

Condition TERBENNFMHEEEFEVMERNIT. ERLGIRBERAZEZER (FlW, ST
T ) BEARER , MERBPHFASERTNEHETE. BEEERE AWS £R&H®E , 51
IAM FIF 1R MAWS £ B4 £ TXHER.

AT &4 ETF AWS PrivateLink :

* ec2:VpceMultiRegion

* ec2:VpceServiceName
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https://docs.aws.amazon.com/AWSEC2/latest/APIReference/operation-list-privatelink.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
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* ec2:VpceServiceOwner
* ec2:VpceServicePrivateDnsName
* ec2:VpceServiceRegion

* ec2:VpceSupportedRegion

BXEZER , 25 Amazon EC2 By A,

ACLs in AWS PrivateLink
¥ ACLs : &

REFIFIR (ACLs) 2HIPLERFEA (KFKE, ARRA. ) BNBRER. ACLs SETHIRM
REERE , REEAITEM JSON KRB HEER.

ABAC with AWS PrivateLink

X5 ABAC ( REEHRIIRE ) : B

ETEMMIGRMNRIESE] (ABAC ) R—HMERER  ZERETHRININBMERE YRR, ErTL
SAREHTINE IAM S24EF] AWS BIR |, RF1%1T ABAC FEBUAFEZEANFRZES R R LHNIREIT
[T prigmg: L=

EETHREEHEGER , BEEMFEA aws :ResourceTag/key-nameaws :RequestTag/key-name
aws:TagKeys ZRHFRBERBNZUHTEFREFZER.

MRENMRSN TENRARREBIGAEX=A&MGR  WNTZRS , ZEAR. IRENMRSX
NTFHIRBFREXIGRAEX=/&%GR , WZERTD.

BEXABACHEZEE , 2R (IAM AFERE) RWEA ABAC BIUE YR, EEFIZE ABAC
SHRNHEE , B3R (AM BFER) PHEAETEMNIHRIMNRIZES] (ABAC) .

s HEIE 5 AWS PrivatelLink
Y HFIGEHEIE - 2

ISEHE BRI AWS BREHFENR , HERELFERKS NS RA N B BIEN,
AWS BWEBHRERKIGHER , MAREAKBPIHAZHH, EXEZEE , B55H (AM AFE
) K IAM PR IGER 22 EERER IAM B, AWS RS
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https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonec2.html#amazonec2-policy-keys
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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Y 5 AR <5 £ AUBR AWS PrivateLink

XEFERRBEKE (FAS) =

BRIpE2E (FAS) EA B EEAINER AWS IRSS , Bk AWS IRSS @ TiBRS R HFERNE
Ko BXRRH FAS ERIFHEREFE , BERERL R LE,

RS & AWS PrivateLink

XERSAR B

RS AERHE—TURSEE, ARENTREN IAM BE, IAM EE R AT IAM R 62, Sl
BRERSGAG. BXESZER , E5H (IAM AFER) FHIER AWS BRSERNENAE.

1 RS #Ex A AWS PrivateLink

XEFERSHEXAG &

BRSHERABR—TERSHEXEKN AWS RFRSF AR, BSTUARARKRENTRENAR. KBS
BXxABHNELZNH AWS IKF |, FEARSHE. IAMEERTUEEETREERSKEKA®
YR BR o

HT B HHEIE RG] AWS PrivateLink

RIAMBERT , BRPNAEEE 2RISR AWS PrivateLink BRI E,. BERFRHAPNAAERBRNT
BENDUR |, IAM B2 R a2 IAM KRE,

BT RUNMAERAXL RG] JSON REEXHEGIEET IAM BN EE |, 56 (IAM AFiERE) P8l
2 IAM KB (258 ) .

B H AWS PrivateLink E X WIREMBRELE (BESHPEFRELEMNENX ) B ARNs HHAEER |, 5
] (RSENRSE)Y FH) Amazon EC2 WyIR{E, RIFRMFEHZR4,

R~

 ¥#l VPC im S A

- ETRFSHEEERS VPC xS 02

« BHAH VPC i RBRSIEERFAE DNS B #5
« 2HAHN VPC i RRSIEEN RSB
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonec2.html
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24l VPC im S EA

%ﬁl}\%/RT RAPTRERLET R, EAUGR-METEONERE  OAFRTERE, B #
AR AN BRI RV R . RO

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action":"ec2:*VpcEndpoint*",
"Resource":"*"
}
]
}

BXfEA VPC iR B HXN RS IFRINEELE |, i5SH the section called “Ui = KB,
ETHREFHEELES VPC im 2 tl2

B LAEA ec2:VpceServiceOwner FHBBRIERFSHEE (amazon, aws-marketplace K
F 1D ) REBFIATACIEN VPC KR, AT ROIRFEREENRFIHEENE VPC iR R. E
FEAL R, BEERXE., K ID MRSHEE.

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "ec2:CreateVpcEndpoint",
"Resource": [
"arn:aws:ec2:us-east-1:111111111111:vpc/*",
"arn:aws:ec2:us-east-1:111111111111:security-group/*",
"arn:aws:ec2:us-east-1:111111111111:subnet/*",
"arn:aws:ec2:us-east-1:111111111111:xroute-table/*"

2% VPC i [EY 2 159
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},
{

"Effect": "Allow",
"Action": "ec2:CreateVpcEndpoint",
"Resource": [

"arn:aws:ec2:us-east-1:111111111111:vpc-endpoint/*"
1,
"Condition": {

"StringEquals": {

"ec2:VpceSexrviceOwner": [
"amazon"

#ZHI TR VPC im RBRS IEERFLHE DNS B 75

RO LAMEA ec2:VpceServicePrivateDnsName &#H@REH TTRIES VPC m KBRS REKWFAE
DNS ZFMERHLIZWL VPC ImR RS . AT REIRFEREENFE DNS B#EIE VPC i [UBR
SRR, EEALRE , EHERXE. K/~ ID M%%HE DNS &#.

JSON

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"ec2:ModifyVpcEndpointSexviceConfiguration"”,
"ec2:CreateVpcEndpointServiceConfiguration"

1,

"Resourxce": [
"arn:aws:ec2:us-east-1:111111111111:vpc-endpoint-sexrvice/*"

]I

"Condition": {

"StringEquals": {
"ec2:VpceServicePrivateDnsName": [

ZHEN VPC IR ARG IEEFLAE DNS & 160
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"example.com"

HI AN VPC im [RS8 E RY ARSS B FR

A LAE A ec2:VpceServiceName &4 EIRIE VPC mRRFBMHRIEH AT GIEHN VPC MR
DR REIRFERAEENRSEMOE VPC in RWNXR, EFEALRA , HHRXE., K- ID MR

B Mo

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "ec2:CreateVpcEndpoint",
"Resource": [
"arn:aws:ec2:us-east-1:111111111111
"arn:aws:ec2:us-east-1:111111111111
"arn:aws:ec2:us-east-1:111111111111
"arn:aws:ec2:us-east-1:111111111111

"Effect": "Allow",
"Action": "ec2:CreateVpcEndpoint",
"Resource": [
"arn:aws:ec2:us-east-1:111111111111
1,
"Condition": {
"StringEquals": {
"ec2:VpceSexviceName": [
"com.amazonaws.111111111111

tvpc/*",
:security-group/*",
:subnet/*",
:route-table/*"

:vpc-endpoint/*"

.s3"

ZHEN VPC R RSEEN RSB

161



Amazon Virtual Private Cloud AWS PrivateLink

{5 i v SR B4 I3 VPC i RV 15 (A

LR T AR R AR ME VPC LinT RNETRFRRRE , A TEHIMLE AWS ZRIEAFTERZL
W REE. AWS ARSS

HMRAREAIXBEHNAET HONRBRIETHRNERE, fli, REFEHEOLXRET QEES
Amazon S3 , N3& A LAEA Amazon S3 178 REERIZFIMNSELR IR T REBAFE VPCsLimT R A
M.

REA

AEEM

BRIAT SR B
EDin S R
RESIRER
FE# VPC i SRR R

)= =-BU

- WHREKEEMER IAM policy iIESH JSON KBS, HAPXAMEBE— Principal THR, HREEN
KNRBET 20480 NFHF (BEEHK ) o

s ERCEBORMKLET ST AWS RS , TEUFENLET SRBEMMNEZLIRET =, BB
i EE#T i S R R . R i 2 KB, WAV M IR A LG 2R RS

« HIEFMER AWS RFE IHHAKKE. R AWS BE FXHLIHETRLAKE , WRNAFTZRS
WEMLRT QB TESHRNE. BXEZEE |, S H the section called “&E & i L R B3

o HBRIHSRSMIE AWS REEIE VPC iwR , RITAER ZiwS# TS HE,.

« N¥FEIARGERNIFATNELBE ETIE (0, aws:PrincipalAccount &
aws:SourceVpc ) , BREEEABESR (*or ?) B FRHEZER.

- FRAFHRZFHCZERN , EUNESNBREFAZIRZEEAZLANEEFH,

- HEERFIFMGTEPIEE ARN B, ARN WIKkF I 2 T B2, ID RBER , EFERNT
BRE,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
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- EEFTRAREE SN ERARER/LOHSREER.

AR TA Ui SR B
BRIAS SRR R TR R 2 W AR,

{
"Statement": [
{
"Effect": "Allow",
"Principal": "*",
"Action": "*",
"Resource": "*"
}
]
}

O uw SR B

BXARiET SR RE AWS RS , 55 [the section called “5.. £ RS, RENE—FSE
1 AWS PrivateLink 3XR4H9553 AWS RS . R AWS RS X#Fima ke | N E X IER SR
o

P 5% i )RR E A

WFMXImR , HIFF Principal TEREN *. BIEETH , €A aws:PrincipalArn &4
&,

"Condition": {
"StringEquals": {
"aws:PrincipalArn": "arn:aws:iam::123456789012:user/endpointuser"

}

MREEAUATHRABEEESE , WHRANBRRASRT AWS KFRAF | MFZKFNAMERSNA
&

"AWS": "account_id"

BRMXIFL[ANIFRUIRBE R, FSHUTRR
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« &R T Amazon S3 Kif R
« &M T DynamoDB Ry i &

E# VPC um SR B

BEBULT SIRER AWS RSN AR, EEMTIRRAURKG , BN ERTRFEZE/LoHTEE

;;&o
15 P 2 15 & BB v AL SR B

ITFALF https://console.aws.amazon.com/vpc/ B9 Amazon VPC #Z#| &

EEMERD , ERRR.

i%$# VPC I =

IR IESE Actions ( #B4E ) . Manage policy ( BEKEE ) o

1£$E Full Access ( T2i5E ) LAFNRSHITELEHR |, SEEER Custom ( BENX ) FEHiN0
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