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VPC X FiEfm TIF/RE

UTHRERT VPC NFEERE

1. K% VPC WA EZEMETZE VPC WIREE XX AIZE VPC WEEZENIBER, #ZE VPC ATEUA
BHEM AWS IKFFTE , TeEEE5i1ERk&E VPC 19 CIDR REE/ CIDR 3R,

2. ¥ #E VPC WA EEST VPC WEERERUBIE VPC X EiE#E,

3. EFEAFE IP #hiut SR VPC ZHMRERS , VPC NEEEFHFN VPC WIBEE ST [ —NR
Z/NVPC BEAXRFHF MR EM VPC (X VPC) Y IP it SEREMERH.

4. MRFE  FEFESEMN EC2 LHIXBHNEZLAMN BRI EXNE VPC WHEEFZ R4, MR
WA VPC U FHEXERA , MET 5| AXZE VPC AN RS EAEN LA P A LT H ub 3§
JRER B ¥R

5. BT EIA VPC X EEREEIN |, R VPC WHEEZE—MNK EC2 =pHIFEMA/NE DNS £HEBHE
BITIH , MENB LSBT EC2 SEHIMNAE IP thit, EERUITH , BHEN VPC EEEA
DNS E#H &4, /5 A DNS THZ BT , R VPC WEEZT—MM EC2 SLpIERALE
DNS EHBHEHRTI U , MEV B FHENT N EC2 ZHINFHE IP Mk,

BXREZEER , F5H VPC WEEE,

VPC X & iEEZMN £ B H

MEBERNFTE , VPC HEERLETZTNMNNER. EFMNERP , BBMUURIT - LERE , B4
BHERE , VPC WHFEEMSTE Amazon VPC 2HI &M API Sas 51T H P HEE R —BRETE,
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- Initiating-request (X#21EXR) : E&AE VPC WEEZBFER, EX—MERY , NHFEE TR M AT6E
#%) pending-acceptance,

« Failed (2%XM) : VPC WEEHEBFERAM. ELAT LIRS , TEES, ELEIMRIZEE. HKRE
BATE 2 NIRRT A BE R AW VPC i FiE#E,

« Pending-acceptance : E#5#2 & VPC WlEHF#ES VPC NEEEBER, EX—K R+ , ERE
VPC WAE & ATAMBREER |, #3FE VPC WIBEE T UESNIEL IER, WMRNGERIIIE
RPATEMIRE |, ZBEREE 7 REDH,

« Expired (EXH]) : VPC WNEEZEFEREZH , F£— VPC HEEBLEZEXNZERPITEMRE,
AN VPC HEEMAILE 2 RAEZ ST K VPC XEEE,

* Rejected : 32 # VPC HWilAHEIEL T pending-acceptance VPC W EEZEER, £ TR
AR, TEEZER, BHRE VPC WREBENIUUE 2 RKNERCELN VPC NEERE , EZEH
VPC BB EMNMITE 2 MR ABR LN EERE, MREREER—AWSKF NAIER |, NIEEL
MERESBMES R 2 M,

* Provisioning (EEME) : VPC WHEEZIFEREES | BT active K&

« Active : VPC MEEZEL TEIRDS , MERETLTE VPC 2B (RIZEHNZEAFNEHRA
FRERD). ELTIRSH |, £— VPC HEHEH AT LAMIBR VPC Xt &iE# , BRTEELE,

(® Note
R VPC FiEN KB EAHEIERERS , N VPC WFEZWRSHREF Active,

- Deleting ( #IBR ) : EATATHIBREERHHXEE VPC WNEEHE. F£— VPC HABESRIM
B active VPC MWEEEMIER , EERE VPC HWIHEEBIRXMBER pending-acceptance
VPC N &EEZBERBNIBER,

« Deleted (EMIBR) : £— VPC HEZECMPERT active B VPC WEiER |, HiERE VPC WHEHE
EMER T pending-acceptance By VPC NEEHEFR, EX—M B+ , TEEZRIEL VPC 5t
EiEE, VPC HEEZENaOERBRASHEE R 2 NI, AFE—HFER2 X, MR VPC W&EiE
BERER—AWSKF AIZEN , NIERRAERMEHREE R 2 Nt

Z VPC XN EiE#

VPC SEEZEEF N VPC 2B —F—K KR, BAILURENEN VPC SIS VPC XNEHiE#RE , B
ETFXEEENNEXR, BFAELHN VPC TEENEMN VPC EREMANZEXE,

TEZEGEA—N VPC EFRANTER VPC EEXNEXR, BHRARD VPC X FiE#E : VPC A Bt
5VPCBMVPCC EEXNEXR. VPCB 5 VPC C *x& , F HLT 8N VPC A Atk VPC B M

£ VPC X &k 3
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VPC C 2 BN EFHER, MREERE VPCB M VPC C 2 AIXFRERE , MAEXME ZH 0|2
—MNE—H VPC X FiEHE,

N\

VPG peering A PC peering

connection connection

VPC X4 R I

BEEERUT VPC NEEZNRE, ERLEBERT , BALFERAFRERMEZRE VPC XNEiEE, §
XEZEE , 820 (Amazon VPC H#E M) HRY Example transit gateway scenarios,

EE

- 8N VPC EENEDNFEFE VPC NEEENHEERRT. EXEZEE , H5H Bl
« TN VPC 2B FEEREIRTRIZZ Z A VPC FEERE,

« 87 VPC WEEE A EMNEAHRZINELUNBRENNKF, XS F N A,

o BIEEERERITE VPC £ Amazon DNS RS 88,

- 1R VPC X¥&iE#F VPC B IPv4 CIDR 3RA1E RFC 1918 FIIEERIFAE IPv4 it SBEIA |, Mix
VPC H9%.8 DNS =W B EEETAFE IP bk, ERFAH DNS B BN NIE P ut , &
LR VPC X &E#/S A DNS Sk, BXESER |, 5 H NI VPC X EHEEA) DNS f#
o

o BULAY VPC WEEEMImN FFRED IPv6 B, BLMAETA VPC XEX—1 IPv6 CIDR
B®, 2 VPC RRSKHIZTT IPv6 BIE , FHEXIXNEF VPC #Y IPv6 REMBEE VPC NHFEE,

« FXEE VPC XNEFEEPHITE Ut RAERMBERER. AXESZER  F5H BARERA,

EE CIDR #

- BEEEEBLERNEEMN IPv4 5 IPv6 CIDR 3RHY VPC 2z A GIE VPC X FiE#,

- WMREBFEZN IPv4 CIDR R , WREHEM CIDRREE , BT ELE VPC WEiERE |, BIEHRIT
BEREATESEA CIDR RFXEA IPv6 CIDR R
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https://docs.aws.amazon.com/vpc/latest/tgw/how-transit-gateways-work.html#TGW_Scenarios
http://www.faqs.org/rfcs/rfc1918.html
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RIEHNE

« VPC NERMZHFERENNFRR, Hltn, 1R VPC A VPC B ZiEEAK VPC A # VPC C 2RIAB
VPC X &iE# , NEFTEET VPC A fHREM VPC B iM% VPC C, £ VPC B M VPC C ZIH]
BRERE , BUTERE CHGE VPC WEERE, AXESEER , B2H HEXNFHN =1 VPC,

I3 P o S AL B E R 1T RV D 45 B3d 43

- MR VPCAEBEERNx , Il VPC B M EIRTTEFER VPC A Ay BB W W < i 8 B Bk M,
- MR VPCA EBERN VPC A FHFMIRE Internet IHRIAY NAT i%% , Ml VPC B F IR IBETLEFER
VPC A F#9 NAT i8& 1518 Internet,

- MR VPCA EEEETNAMER VPN EE , | VPC B FWERTEMER VPN EEZELRAME
JE{I:IO

« 118 VPC A EBEEII/ANTIMEH Direct Connect i3 , M VPC B AR T E{E A Direct
Connect EES N TIMEZEE.

« W8 VPC A MK aIBHE Amazon S3 Z| VPC A FIFAE FMEYERE |, Il VPC B FHRRT
SEE A M < im 215\ Amazon S3,

XiEiE VPC X FiE

« TE&HWM , A—XBAKW VPC NHFEEZBNHKRAERENL (MTU ) 7 9001 F1, XiEE VPC
XN EEEN MTU 7y 8500 F11, BXEEMNEZEE , 5 H (Amazon EC2 AAF{EME) ¥WE
A ( 9001 MTU ) o

o AR VPC XN EELES A DNS BT T8 XE VPC FWFAE DNS =N ABTHFAE IP i
st , BifE VPC #9 IPv4 CIDR {2 F RFC 1918 {8 EMFLE IPv4 HoitSEE A th 2 201t

/\?— VPC *ﬂ%ﬂ

- B VPC Fﬁ*ﬁ_%—ﬂ«}\ﬁﬁﬁ ( R, olE, B2, F4E, BXENR ) NEER, SEEREERX
FiEE, AXEZEERE , HZH Amazon VPC AFEEHPHNESEMIKS X = VPC,
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/network_mtu.html#jumbo_frame_instances
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/network_mtu.html#jumbo_frame_instances
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-sharing.html
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VPC Xf FiE$E

B VPC WEEE , £AMERARARTE AWS KEFHFAN VPC, Ml—% , — VPC HES:
BIREES S — A VPC REGRAITERE , SRE TR — 1 M%E—#.

VPC X EEZBIFAE IPv4 bt IPv6 it FE S VPC Z B EEAIEBRMERE, EEZEN VPC 2
BEZEZNHREFRLBEIEEMN,. VPN E#DH AWS Direct Connect &%, iX{E8 VPC N EiERK N —
fhiE VPC U RAZERR ( HIBIEEDR Web R85 ) WEE2H R

EEY VPC WEEE , MFM—1 VPC SIBNFEEER , A5 -1 VPC WAIBEEEIRZER, 2
MEEG  SWEMBEEK , WK VPC EBHRE, witk—XK , —4 VPC AEYSLBIRL AT LA A
%= VPC AR T o

VPC WEFEERE AWS FHESZ VPC RUNBHRIAHRERRNEET R, ZIEREMET — M
B, RERHNAARERE VPC , BETEE VPN SIEMMERSHERTE.

ERAUTSRRGEZNMER VPC X FikH,

5

- DI VPC NEERE

- EERIESH VPC WEIEE

- AVPC NEEZEMBAR

- BEHENLSHANUSIANERZELSA
« XX VPC XN EEER DNS f#Ar
. Bk VPC N &HiEE

« Xt VPC WNEEZHTEBIHE

2132 VPC X Fik$z

E6ZE VPC WEERE , FELACEESHM VPC BYNEEEMER, EBUEER , #SHE VPCH
HEELNIEZIIER, IFUTHEER

- EE—KFMXEHH VPC 2

- ERE—KFMARKXIGFI VPC 28

« ERREKFFE—XEHHH VPC 2 [H

ek 6



Amazon Virtual Private Cloud VPC &

- ERRKSMXEFH VPC ZIH

N FXigE VPC J&iER | SAMNERE VPC HXEB A HER , BSINESE VPC WXIFEZIE
Roe BREZEER , B35 the section called “fEZ B4,

5

- BEREH

- ERARHEENEERE
- ERAGTTHNENSER

FRF M

. BE VPC X MRS

- B{R VPCREESEN IPv4 CIDR Rk, INEESE | N VPC NEEEIRASFTILAIZ N failed, AD
£ VPC EEMH—#Y IPv6 CIDR 3R |, IPR&IKARER,

fER S A RN FERE
EAUTERE VPC X ZEHE,
B R £ O SR 1

1. @XM https://console.aws.amazon.com/vpc/ ¥TFF Amazon VPC &l &
2. ESMBEKD | &8 Peering Connections ( X &&ERE ) .

3. %% Create Peering Connection ( BIZEN ZFiE# ) ,
4

(ALE ) TR, B VPC WFEEEERM. XFAEIEER Name BUKEEENEIFR
s

<Xvaflo)

XF VPCID (iFkE ) , NHBIKF ik VPC,
6. TEEBREAENEMNZ—NPVPCT , ITUUTERE

o

a. XNTKF K EEHEMKS PR VPC WEEE  AREMKS A RMAKS ID, BN |, RERKA

.9
b. WTFEX#E , EEEMXER VPC NEEE , TARHMXEFEREXE, &N , HHRFAL
X,

c. WFVPCID(#EE) K MEENKFMXEHIEE VPC,

TR 7


https://console.aws.amazon.com/vpc/
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7. (WE ) EERMFRE | FIEER Add new tag ( RIFIHRE ) , RERARSRANFESE.

8. i&#E Create Peering Connection ( I3 ZiERE ) .

9. EZEKFNAEELNEINEERE, BXEZER , S H the section called “EZHIEL",

10. EFAEN VPC Wi HEK K UBAREBEZHENERE. BXEZELR , {55 the section called “&
i

FERABTSITRIENSEIERE
WA AERAL TS 8l2 VPC X EER

 create-vpc-peering-connection (AWS CLI)
* New-EC2VpcPeeringConnection (AWS Tools for Windows PowerShell)

EZ L VPC N FiER

4F pending-acceptance JRESH VPC NEEZNEHRESE VPC WIHEEEZ BT,
BX Deleted WEEENEZEL , BSR VPC NEEEZENE T AN, BLLESECREZEHM
AWS Tk # VPC Xt EiEEZE R, EEH AWS K= ) VPC Z R8I VPC Xt &iE# , BAELH
COlEHEZER,

A LR RN B4 T pending-acceptance MRAEM VPC N FEZEFR, BRN{UEZREE
T EEN AWS IKFH VPC XN EiESE ; B IELEMATRRRIER. BX Rejected WNEFEEHEMN
EFZEE , S VPC M EEENEH AR,

/A Important

BEEZRE R AWS IKFH VPC X FiEE, BRRA/ ARE AN VPC XN FEEIER
FRIREXY SRR VPC BT RERNBM BT RHNR, XHNWENE”, BUREHIELT
HER VPC WEEEFR , IERAFERBUTHEE : HREQLRBREN AWS KFH
188 VPC WIEAEE . BXREZER , BFSH BEZFIEY VPC WEEE, LB TTUZER
LEEWH ; RABERT , FRFE 7 REIH,

EFEARG A EZRIELNFER

1. BH https://console.aws.amazon.com/vpc/ TF Amazon VPC ##| &
2. FAXEEERERESE VPC HXE,

EAGTTENSERE 8


https://docs.aws.amazon.com/cli/latest/reference/ec2/create-vpc-peering-connection.html
https://docs.aws.amazon.com/powershell/latest/reference/items/New-EC2VpcPeeringConnection.html
https://console.aws.amazon.com/vpc/
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3. ESMBEKS , E£$F Peering Connections ( X FHiE#E ) .

4. EEENEERE , LEFIZ VPC NEEE , ARMERERE, ELBER, ARERTHITHIA
B, ERIELER,

5. EEIXNEEE 6 EEBHFLEN VPC XNEEE (IRB P pending-acceptance ) , RiEHK
RIRBRE, BEZHER, BXNEEZLETARRSNEZER , F5R VPC NEFEEZNETE
.

MECKBFLER VPC XN FiERE , NFERIAESEREESE VPC BIXHE,

6. HRSGRTRHTHINE , EEEZFR,

7. ERMEMEREMERARK , LA VPC BEARNIEE , NBRETUBINSERRRRE.
BXREZEERE , FSM N VPC N EEEFMHEHK.

EfEAnTTESNEEE

 accept-vpc-peering-connection (AWS CLI)

» Approve-EC2VpcPeeringConnection (AWS Tools for Windows PowerShell)

EFEAnTTRENSER

* reject-vpc-peering-connection (AWS CLI)

* Deny-EC2VpcPeeringConnection (AWS Tools for Windows PowerShell)

A VPC NEEREMBHR

EENZE VPC FESIZ BB AIE IPv4 RE |, BAFRESHASZHH F W< B 5 B RIR N
M., BRABENEHNE VPC B CIDR 3R ( 5 CIDR REY—284% ) , B R VPC WEEEW ID. HX
EZ{ER | 555 (Amazon VPC BAFiERE) dHEERE R,

LTEEBHARNRY , ZBARATFFRNINE VPC (VPCA F VPCB ) FHRflzENEES. 81MNK
HE N AMGEXNE VPC WHERKIZE VPC N EEZENKH,

% B 5% SR: ok B 45
VPC A VPC A CIDR 2 it
VPC B CIDR pcx-11112222

BB 9


https://docs.aws.amazon.com/cli/latest/reference/ec2/accept-vpc-peering-connection.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Approve-EC2VpcPeeringConnection.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/reject-vpc-peering-connection.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Deny-EC2VpcPeeringConnection.html
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Route_Tables.html
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iz 3= =X:0p:1] B #r
VPC B VPC B CIDR it
VPC A CIDR pcx-11112222

E# , R VPC NEFEEFH VPC EBXER IPv6 CIDR 3R , MR LAZRHNEE B KRB IPv6 K
5x% VPC WiBfE.

AR VPC NEEEXFNBHREENESEE , BERENL VPC HEEERE,

p=_v=301]

. MBEEMHEN VPC 5SMEEEBHTEY IPv4 CIDR $E VPC ME | EHREHEEE N FM
&8 VPC MR EWM VPC S5LMAT B, AWS %31 RSH1E VPC X S #E (T 28 — ik R 13
HHRERR  DRENESHE P HUNSNEQRMEE. EXESEL  H5H HARERE
i,

- BHKSHENTBERTUMINZERRBERTAN, MR VPC fH VPC NEERHEL L/
HRABHRFERS , FERERASN TR , B8N FREB5 -1 A EXEHRKEK.

o WA LLRATF pending-acceptance MRAK VPC FMEEZRNMEAH, B2 , LEANRER
blackhole , }H%# VPC W&EEELTN active RBBF EHKo

A VPC XEEERERI IPv4 B8 H

1. B LLTMuLFTFF Amazon VPC #2 &l & : https://console.aws.amazon.com/vpc/o
2. ESMBEES , % Route tables ( BEHE ) »
3. EHREBIPIFEFMXEKRNBHARZSINSIRE,

MREREFRMERERBARAZELERXNXREK , XN FRESERAREIBRINXEK,

4. X% Actions ( #4E ) . Edit routes ( REHH ) .

5. i%&# Add route (RINEEH),

6. X¥T Destination , iEH AXIRF VPC WEEEFHNMEREEDMEIN IPv4 B E . KRS
EXZE VPC HWEA IPv4 CIDR 3R, EAFKSEEZHEN IPv4 it |, SIMNEEZBFRISEHIR IP it

Hho 26KV , MRKZF VPC Y CIDR R 10.0.0.0/16 , NETLIEE 10.0.0.0/24 &85
HEMRH IP 3k 10.0.0.7/32,

7. XTE#R, &EZ VPC X FiEHE,

BB 10


https://docs.aws.amazon.com/vpc/latest/userguide/amazon-vpc-limits.html
https://console.aws.amazon.com/vpc/
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8. LEERFREFER.

& VPC MABEE MM LSRR , LURMIBARETY VPC X FEEFREE [ B 2 Er
VPC,

MREHETRRE AWS XKEF B IPv6 itk FIR , M AT eI XKEE X FiEsE, RE , EUUNAE
R B RBS AN IPv6 B&H

R VPC XEEZZRM IPve B

1. B AT MuEiTFF Amazon VPC %A : https://console.aws.amazon.com/vpc/e
2. ESMBE®ED , £4F Route tables ( BEH X ) -
3. EHREBIPIFFEFMXERBHARSINEIRE.

® Note

MREREEZFMRERWEAR , FEE VPC NWERBREN FMEREAR , REMRIA
{58 F L B A R o

4. {KIXIEFF Actions (84E). Edit routes (4B H).
5. i%&# Add route (RN H).

6. XIF Destination , #i AXIEE VPC B IPv6 #i3tSEE ., EBAILIIEEEXN S VPC BEA
IPv6 CIDR #R, E{RHISEESEN IPv6 b, 2HHIKEH | MRXE VPC B9 CIDR A
2001:db8:1234:1a00:: /56 , MFATLUERE 2001:db8:1234:1a00: : /64 ZBHHEAKH IP
ik 2001:db8:1234:1a00: :123/128,

7. XTE#R, &EZ VPC XFiEHE,
8. LEERFEN.
BXREZEER , 52K (Amazon VPC AAF1EE) FHEBHR,

fE A 1T I B ik ik B

« create-route Hl replace-route(AWS CLI)

« New-EC2Route #l Set-EC2Route(AWS Tools for Windows PowerShell)

EEAR 11


https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Route_Tables.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/create-route.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/replace-route.html
https://docs.aws.amazon.com/powershell/latest/reference/items/New-EC2Route.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Set-EC2Route.html

Amazon Virtual Private Cloud VPC 3%
EHENRZEA US| ANEREA

IERLLEH VPC ZRAM AW HEMNASIANE VPC NE24E, IRERAVFREBRANRL
EXFH VPC A E5I AR £ A XERAIKHA,

(@ Note
ToEEFHEPETRNEF VPC AR EARHEIERE,

ER

- EAENE VPC H5|H%4£4 |, VPC NEEEATL FactivelRS,

« W& VPC TJUAREBHIKF HE VPC , el BAR S —AWSIKF REY VPC, E5| R FHM AWS
KPEETHEXEMNESE , HEKSE5LL4AM ID —RaAEERN, FlI0 123456789012/
sg-la2b3c4d,

« BEESIANTARXBRANNE VPC HEZEH, MREAXNEF VPC B CIDR R,

« MREFBEHEEENELHHRBEFR FMHPNFHENIEOZBHELRE , W AT R SK5IHY
Z2ARTREBEXRFZBR. BNINRPINLZLAXTEIASE —MEFNLE IPHuHITES—
NRHIEYF M CIDRSEEERN R, MRESIAS —IMRONLZEAERNR , NRELETRTFREE
KB BB

EREHaEHRLEENN

1. BIE LT MuLFTFF Amazon VPC ## &l & : https://console.aws.amazon.com/vpc/o
2. ESMERF K ERZL4H,
3. ERZRLYA , RBHRITTIREZ—

EERAEAN | HERRE, REALAN,

EBQHEAN | FEFERE. FEHBHAL,

4. BRMAN  FERFRMAN , REEERE, PRAKASEE. X TIR ( AWEAN ) HER
#h (AR ), BT TIEREZ —

NFR-—IKFMXFHHNE VPC , FRAZTEHM ID,

NFUFAREKSEALTHEEXESEHNS VPC , BHAKS ID MR24AE D, $EHERT
28 (a0, 123456789012/sg-1a2b3c4d ) o

« NWFUTFAEXESHPHIXNE VPC , ANZE VPC B CIDR R,

SIANEZS4AE 12


https://console.aws.amazon.com/vpc/
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5. ERBINAEVAN , FERHEE (flw, RIER ) .

6. EMIBRAN , HiEFIZHNIEHIMER,

7. EERREAN,

AW STERAWLAN

« authorize-security-group-ingress #l revoke-security-group-ingress (AWS CLI)

 Grant-EC2SecurityGrouplingress #l Revoke-EC2SecurityGrouplingress (AWS Tools for Windows
PowerShell)

i BEEFHLELYA sg-aaaallll BUAFEN HTTP WX VPC K sg-bbbb2222 31T A LA
|, BEEAUTES. MRNE VPC TR —XFEMLTFRKS, , 7RI --group-owner aws-

account-id,

aws ec2 authorize-security-group-ingress --group-id sg-aaaallll --protocol tcp --
poxrt 80 --source-group sg-bbbb2222

£ A 17 EH H AN

« authorize-security-group-egress M revoke-security-group-egress (AWS CLI)

 Grant-EC2SecurityGroupEgress Hl Revoke-EC2SecurityGroupEgress (AWS Tools for Windows
PowerShell)

EEHFLZSAMNG , £ describe-security-groups i S REFLZ AN 3 AN L LA,
HWESI ANEEA

EREENE VPC FHNZLEANPREERESIALNLZLE  BRKFPFHN—IRSANRLAFER
L;{—Fﬁ%z_o

» describe-security-group-references (AWS CLI)
+ Get-EC2SecurityGroupReference (AWS Tools for Windows PowerShell)

EUTREIF , MERRZESH sg-bbbb2222 IEE# VPC vpc-aaaaaaaa FHEE4ASI A :

aws ec2 describe-security-group-references --group-id sg-bbbb2222

BESIANREE 13


https://docs.aws.amazon.com/cli/latest/reference/ec2/authorize-security-group-ingress.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/revoke-security-group-ingress.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Grant-EC2SecurityGroupIngress.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Revoke-EC2SecurityGroupIngress.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/authorize-security-group-egress.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/revoke-security-group-egress.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Grant-EC2SecurityGroupEgress.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Revoke-EC2SecurityGroupEgress.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-security-groups.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-security-group-references.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Get-EC2SecurityGroupReference.html

Amazon Virtual Private Cloud VPC &

{
"SecurityGroupsReferenceSet": [
{
"ReferencingVpcId": "vpc-aaaaaaaa",
"GroupId": "sg-bbbb2222",
"VpcPeeringConnectionId": "pcx-b@4deed9"
}
]
}

IMEMER VPC XFER | REXE VPC WIHAENRIANZLA , WRL ARG,
BEE MRS R Z2AHN

WM EEERNR—F5| AR VPC X%E VPC R EMIBRZ2AMMN , H5I1A VPC XN FiE#E
ERERHXE VPC FNZEHANAN, REFTLNENREEPEIBERINNZ AN , BB
FHMEBREN]. SREAMNREBERT VPC NEFEZEMESI TR , MREERABRN VPC ¢
BTHN VPC WEEE , NELAMNFFAERIC AL,

&R LAE R Amazon VPC 2| & & & MMBREA VPC IR R EAMN,
EENMRI L LA

BN AT Mt 3TH Amazon VPC #&l& : https://console.aws.amazon.com/vpc/o

ESMBE®KT |, % Security Groups ( Z€4H ) o

1%£$E Actions (#4E). Manage stale rules (B2 A HN),

NF VPC , EEFEFIEMNE VPC,

ERRE

R IEHEMBRAAN ZD Y Delete ( MIBR ) 24, 1%£$F Preview changes (TR EX) , REEE
Save rules (fRFHM),

o a0k~ wnh =

ERAWTITHRENENREHRN

+ describe-stale-security-groups (AWS CLI)
+ Get-EC2StaleSecurityGroup (AWS Tools for Windows PowerShell)

FELLTRHIF , VPC A (vpc-aaaaaaaa) Ml VPC B X EH , H HEMER VPC J&FiEE, &
£ VPC A FHIZ 44 sg-aaaallll 5| 7T VPC B ##Y sg-bbbb2222, TEREH VPC ia1T

EE HMBRE RSN 14


https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-stale-security-groups.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Get-EC2StaleSecurityGroup.html

Amazon Virtual Private Cloud

VPC 3%

describe-stale-security-groups @5 H , MR RRELLYH sg-aaaallll EFF|AT sg-

bbbb2222 Wyt & SSH HLN,

aws ec2 describe-stale-security-groups --vpc-id vpc-aaaaaaaa

{
"StaleSecurityGroupSet": [
{
"VpcId": "vpc-aaaaaaaa",
"StaleIpPermissionsEgress": [],
"GroupName": "Accessl",
"StaleIpPermissions": [
{
"ToPort": 22,
"FromPort": 22,
"UserIdGroupPairs": [
{
"VpcId": "vpc-bbbbbbbb",
"PeeringStatus": "deleted",
"UserId": "123456789101",
"GroupName": "Prodl",
"VpcPeeringConnectionId": "pcx-b@4deed9",
"GroupId": "sg-bbbb2222"
}
1,
"IpProtocol": "tcp"
}
1,
"GroupId": "sg-aaaallll",
"Description": "Reference remote SG"
}
]
}

KBS Z AN G , EAILUER revoke-security-group-ingress B revoke-security-group-

egress 5 H MR,

EE MBI RS ERN


https://docs.aws.amazon.com/cli/latest/reference/ec2/revoke-security-group-ingress.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/revoke-security-group-egress.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/revoke-security-group-egress.html
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SEHF VPC ST EIERER DNS f#AT

VPC X &ZE#R DNS [REHEMMAUFENTERY VPC XN FEEMNIBERMNE DNS EH A, MR VPC XY
EEE WM EC2 EHIFERZEHIN AT IPv4 DNS EHE [ 5 — ik EC2 SEFIRIEER |, MM
DNS EH B K 5 EZW TR

B2 DNS f#47 ( BN

2F IPv4 DNS WA BT N SZHILE IPv4 ik,
2 /3 A DNS fi##r

2F IPv4 DNS EHA BT N SLHIFAE 1Pv4 ik,

=R

« DA DNS =HLE M DNS @8 AFf VPC, BXEZEER |, E5H (Amazon VPC A g
&) FH1 VPC B DNS B,

o WEEEMLFA T active IRB. RIEXNZFIERER |, TTiE/5 H DNS @47,

« #RE VPC AR ELFUESERE VPC NEFEEIRT |, #XE VPC WRBEL TS IIER &
VPC N EEHIET, MR VPC U TE—-KSA , MALIER I EREMEZE VPC 5 DNS #
. XEATRXEMEXE VPC X FiE#,

BEERAEH S RINIFEEA DNS ##47

1. BN https://console.aws.amazon.com/vpc/ ¥ FF Amazon VPC ##| &,
ESMBEKF , %$F Peering Connections ( F&EIEHE ) o

% VPC X &iE#E,

EFRRENSmE DNS RE,

ERNKRBFERE VPC KERS A DNS 47 , HREFERE DNS BT M AV EZ E VPC BT E
5k# VPC By DNS,

6. NARNKEBEZE VPC MFERHIT DNS 47 , HkFEZE DNS BTAMAVERE VPC
#riE2#E VPC B DNS,

7. ERFREFEER.

o ~ w0 N

SR VPC 3 EEERY DNS 47 16


https://docs.aws.amazon.com/vpc/latest/userguide/AmazonDNS-concepts.html#vpc-dns-support
https://console.aws.amazon.com/vpc/

Amazon Virtual Private Cloud VPC &

£ 17/2 A DNS 847

» modify-vpc-peering-connection-options (AWS CLI)
» Edit-EC2VpcPeeringConnectionOption (AWS Tools for Windows PowerShell)

EFEARTITHIR VPC X FEHE M

* describe-vpc-peering-connections (AWS CLI)
+ Get-EC2VpcPeeringConnection (AWS Tools for Windows PowerShell)

fER VPC X ik

NEEZERE— VPC WIAEEE 7 SABERTHIBR VPC X &, £0E v S BRIE P iE SREVIRAS DR
pending-acceptance K VPC X &iE#,

BT EMBRAL T rejected IRAK VPC WEiERE, B4 B3 HEMBRIERE,

£ Amazon VPC #2 & & I BR{ERNESN VPC XN EEZM —ZB2 K VPC L& iBRiZ VPC X &EiE

B, MREFERTEEHMKF T VPC BY VPC WEiERE | BES —HESHERZEMER T £H0
VPC , Nl VPC X STt M kR, BT EMIBRE ALK~ #Y VPC X K pending-acceptance
BRI R EIN VPC, BAIE FIEL L VPC T EEREFR,

BRI FiE R |, IRAIREN Deleting , REFHEN Deleted, EEMREFFEES. ELH R
B, AANSFEERFESKNBTINESEE , HSM VPC NEEENEGEH.

EMIBR VPC N FiER , BRUTIREE

B AT Mt TH Amazon VPC # %A : https://console.aws.amazon.com/vpc/s
ESMERKT |, %# Peering Connections ( F&EiERE ) o

% VPC X EiE#,

iR %E$F Actions ( #1E ) . Delete peering connection ( HilBRX &iE$E ) o
RRBTHIAR , #iA delete , A/FiER Delete ( HIER ) -

o K~ w0 Dnhp =

AW TITMER VPC Xt FiE#

+ delete-vpc-peering-connection (AWS CLI)

* Remove-EC2VpcPeeringConnection (AWS Tools for Windows PowerShell)

B 17


https://docs.aws.amazon.com/cli/latest/reference/ec2/modify-vpc-peering-connection-options.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Edit-EC2VpcPeeringConnectionOption.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-vpc-peering-connections.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Get-EC2VpcPeeringConnection.html
https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/delete-vpc-peering-connection.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Remove-EC2VpcPeeringConnection.html

Amazon Virtual Private Cloud VPC Xt&
X VPC X FiE#E#1TRIBHE

MREENNEF VPC H R RIEES] VPC RHVRIRENESIRIE |, EHATUTRAE

« MTFEAVPC FHENRR , RIEEFRONBHERTIEEESRUNE VPC 11 B 1B RERIE
3 VPC MEFEZNIRMH., WETBENERELEHR N VPC ZRIEER. BXEZER , 55
EREER.

o WTEAF KA EC2 £f , RIBXERFINZLEARBEATKANEF VPC WAUMBMERE, &
AN TR R FIHR EC2 KPAINRE. BXREZER , FSHA 5 ANSZ 24,

- REGELRFEN FRHME ACL REATRANE VPC WABERE. ME ACL RFIANER S
R, ATEFREBIEERE,

ZMAEMEE , NAEH Reachability Analyzer, Reachability Analyzer 7] LA%E BhiRBI S B @4 VPC
ZEHIEZRABNSEAH (TRBRHER, R2EERMEACL) . BXEZER , SN
Reachability Analyzer &38R,

MERIE VPC MEHE B RHFEMARIR VPC I F ik £ 7 88 th I a2 =) BAY X 18

R 18


https://docs.aws.amazon.com/vpc/latest/reachability/
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W VPC XN FEEEE

AN EENMATRANFAEL VPC NEFEEEE :

- ZEE@EA VPC MEEHR VPC XNFERE : EHEES , BUNES VPC NEEHBRPIE—
BRE , FFFE B ANE VPC HRERIEE VPC R‘J%E?& J‘iﬁ’a—/\ VPC VR B R &R BE
NE VPC AV EAZRETERS  MMELEE, T BKE VPC 2 AN AT B R EERRIR

ENFEE ; IRRERK , NEFEEATEIKN ﬁEéﬁo

- EARERBAN VPC NERE : BTN ESA VPC MEHERPEUEZERANEH , XLERMAAR
REREBREINSE VPC FHBEFMIER, XEFETLURAENFEENRERFELET
BN, NTTRREMR, I3 , ZRFEEEESHNEYF  RARAEENSE VPC hiRT FEERFEH
MRR , REEEMEEK,

BAERBAT #REE | #10 VPC RUWAMAERE, VPC ZANRMARARANERSIA
BHERBAANER, FSELRABARE , HELRRMXRM ZHE | N ERBRH L HR
HEM 5 RRESER .

RE

. BEIREBA VPC MEREK VPC HERE

. BERERBN VPC NEERE

BEREEEAN VPC NEEHK VPC NERE

O LB E VPC ME&ERE |, ERBRITUGAINE VPC BWEA CIDR R, BXTEEZEEYSE VPC
NEEERENSTENEZEE , BSRVPC WEEENENZ S, BXxCIEZNER VPC JNEEEN
EZER | 55 HAVPC WEHEiERE,

BXREFMBHRNESER , RN VPC NEEEEHIKAR,

BE

- HENSHHA VPC

« =/ VPC 5 VPC EEXNEXR
- HENEHN =4 VPC

- HENENZ4 VPC

% H % VPC CIDR #t 19
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MENFNHA VPC

FEWBEES , VPC A M VPC B 2RI EBNEER (pcx-11112222), XL VPC £4:FRE— AWS Ik
F, HEH CIDREEESE,

__r

VPC peering
connection

HEEMNEEMETRIFENRE VPC &, AIRRSABXMRENEE, FlM , EANKFIEFRRE
VPCA , AMSFIERKIRE VPCB , MEFEXF VPC 825 TR &b 15 ] 48 B AV B IR o

/N VPC CIDR

ERAFE VPC # CIDR RERERIEE| VPC WEERENEE , NMEHEN VPC HEEH XK.

B TR H§its B4R
VPC A VPC A CIDR Vi

VPC B CIDR pcx-11112222
VPC B VPC B CIDR PN

VPC A CIDR pcx-11112222

%\ IPv4 VPC CIDR

R VPC A fM VPC B EZ N XEH IPv4 CIDR 3R , M AT SAEAXN & VPC &7 52 #P IPv4 CIDR
REVEREHREHFE VPC NEEHK.

B & H#it B #5
VPC A VPC A CIDR 1 VN
VPC A CIDR 2 it
VPC B CIDR 1 pcx-11112222

HMEXNEHH VPC 20
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B &R B #9 it

VPC B CIDR 2

VPC B VPC B CIDR 1

VPC B CIDR 2

VPC A CIDR 1

VPC A CIDR 2

IPv4 1 IPv6 VPC CIDR

B4R
pcx-11112222
S 3
< b
pcx-11112222

pcx-11112222

R VPC A M VPC B HXEXRH IPv6 CIDR 3% , M AT AE XS E VPC #Y IPv4 A IPv6 CIDR 3REVEE B

REFHEBN VPC HEHK.

% B 5% B it
VPC A VPC A
VPC A
VPC B
VPC B
VPC B VPC B
VPC B
VPC A

VPC A

IPv4

IPv6

IPv4

IPv6

IPv4

IPv6

IPv4

IPv6

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

B#
it
ity
pcx-11112222
pcx-11112222
ity
At
pcx-11112222

pcx-11112222

HEXNENHA VPC
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—1VPC 54 VPC EEXNEXRR

EEBZE—4 0 VPC (VPCA)., VPCA 5 VPCB 2ZEHK VPC XEiEHE (pcx-12121212) , B
% VPC A B VPC C 2 VPC J&EiERE (pcx-23232323), FIAIX =1 VPC 4 FRE— AWS Ik
P FHE CIDRISEEES,

VPC peering A PC peering

connection connection

VPC B #M VPC C &Z&iX VPC A EEHEBEXRIERE , A VPC REFTZFEBEMURNEXRR, &1
LAfE VPC B 5 VPC C zEItlE VPC W&iEiE , 1 HEWNZEN =4 VPC BfiR. BXFAXZENXNE
FENEZEELR |, 5 the section called “VPC X Z R4,

HEHEHD VPC LB HEM VPC FEFHMN AR (MRS EFEE ) i, TRFEEAXHEE, &
fit VPC TEHRBAEN TR ; eNRFHE AL VPC ERNEFIR,

BT HAE#HSN VPC HEEHEEK , MEESD VPC REM — CIDR SRRKILEE,

B H#ith B4R
VPC A VPC A CIDR PN
VPC B CIDR pcx-12121212
VPC C CIDR pcx-23232323
VPC B VPC B CIDR PN
VPC A CIDR pcx-12121212
VPC C VPC C CIDR P
VPC A CIDR pcx-23232323

—/NVPC 54 VPC EBEWEXR 22
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BRI EET BB HM VPC, flm , VPC A 5 VPC B BEEIEA IPv4 # IPv6 CIDR #Y VPC
G#HTNE , BEA VPC 2RAFHRMEXNSE., HIEF , £FKRTF VPC XN FiEH,

BUTHFAEMBHEK.

BRI &

VPC A

B Ayt
VPC A
VPC A
VPC B
VPC B
VPC C
VPC C
VPC D

VPC D

IPv4

IPv6

IPv4

IPv6

IPv4

IPv6

IPv4

IPv6

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

B 5
A b,
7R b
pcx-aaaabbbb
pcx-aaaabbbb
pcx-aaaacccc
pcx-aaaacccc
pcx-aaaadddd

pcx-aaaadddd

—4VPC 5/ VPC EBEWNEXR
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BRI &

VPC B

VPC C

VPC D

VPCE

B Ayt
VPC E
VPC E
VPC F
VPC F
VPC G
VPC G
VPC B
VPC B
VPC A
VPC A
VPC C
VPC C
VPC A
VPC A
VPC D
VPC D
VPC A
VPC A
VPC E

VPC E

IPv4

IPv6

IPv4

IPv6

IPv4

IPv6

IPv4

IPv6

IPv4

IPv6

IPv4

IPv6

IPv4

IPv6

IPv4

IPv6

IPv4

IPv6

IPv4

IPv6

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

B4R
pcx-aaaaeeee
pcx-aaaaeeee
pcx-aaaaffff

pcx-aaaaffff

pcx-aaaagggg
pcx-aaaagggg
A ith
i
pcx-aaaabbbb
pcx-aaaabbbb
73
7K b
pcx-aaaacccc
pCx-aaaacccc
Vi
S
pcx-aaaadddd
pcx-aaaadddd
7K b
2

—4VPC 5/ VPC EBEWNEXR
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BRI &

VPC F

VPC G

HEXNEW=/ VPC

EHEES , — AWS IKFHFE=4VPC , #BHH CDRIRXEEE. X& VPC £MNENE , B

/(1 N

« VPC A B VPC X &iE
* VPC A BX VPC X%
+ VPC B & VPC X &iE

SR: ok
VPC A
VPC A
VPC F
VPC F
VPC A
VPC A
VPC G
VPC G
VPC A

VPC A

pcx-aaaabbbb 5 VPC B X&
pcx-aaaacccc 5 VPC C W&
pcx-bbbbccecec 5 VPC C W&

IPv4

IPv6

IPv4

IPv6

IPv4

IPv6

IPv4

IPv6

IPv4

IPv6

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

@

VPG peering
connection

VPC peering
connection

L

PC peering

connection

B 5
pcx-aaaaeeee
pcx-aaaaeeee
7 3

i
pcx-aaaaffff
pcx-aaaaffff
S

i
pcx-aaaagggg

pcx-aaaagggg

HEXNEHN =1 VPC

25



Amazon Virtual Private Cloud

VPC 3%

HEEARELRBIMMELZRIRN VPC i, NAIRFECMAXMEE, flm , FHIXHHRER

%o

RMTHXEHMETAN VPC WERHR , BIRIMEE.

B E R B /Y it B 5
VPC A VPC A CIDR 7R i
VPC B CIDR pcx-aaaabbbb
VPC C CIDR pcx-aaaacccec
VPC B VPC B CIDR PN,
VPC A CIDR pcx-aaaabbbb
VPC C CIDR pcx-bbbbcccc
VPC C VPC C CIDR R i
VPC A CIDR pcx-aaaacccc
VPC B CIDR pcx-bbbbccce

R VPC A # VPC B ErtE%E IPv4 M IPv6 CIDR 3t , {8 VPC C }&E IPv6 CIDR 3R , HIRUOT AR
EHEHAK. VPCAF VPCB R ARALAMER IPv6 @id VPC W& EE#TEE., ER , VPCC

ToEER IPv6e 5 VPC A 5 VPC B #1TEE,

B TR BB B#R

VPC A VPC A IPv4 CIDR PN
VPC A IPv6 CIDR i
VPC B IPv4 CIDR pcx-aaaabbbb
VPC B IPv6 CIDR pcx-aaaabbbb
VPC C IPv4 CIDR pcx-aaaacccec

HEXNEHN =1 VPC
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BFRrMVIE

VPC

VPC

VPC

VPC

VPC

VPC

VPC

VPC

B

B

IPv4

IPv6

IPv4

IPv6

IPv4

IPv4

IPv4

IPv4

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

B 5
i
Vi
pcx-aaaabbbb
pcx-aaaabbbb
pcx-bbbbcccce
7R b
pcx-aaaacccc

pcx-bbbbcccce

HEEIStNMNEFLMBEENNEF VPC, X VPC & FE— AWS k4 |, 3 BH CIDR ®R&HF

B R

VPC B

VPC C
MENFHNZ1 VPC
B8,

VPC VPC

A B

A C

A D

A E

A F

A G

B C

B D

VPC X FiEE
pcx-aaaabbbb
pcx-aaaacccc
pcx-aaaadddd
pcx-aaaaeeee
pcx-aaaaffff

pcx-aaaagggg
pcx-bbbbcccce

pcx-bbbbdddd

HENEHN S VPC

27



Amazon Virtual Private Cloud VPC &

VPC VPC VPC 3 ik #
B E pcx-bbbbeeee
B F pcx-bbbbffff
B G pcx-bbbbgggg
C D pcx-cccedddd
C E pcx-cccceeee
C F pcx-ccccffff
C G pcx-ccccggygg
D E pcx-ddddeeee
D F pcx-ddddffff
D G pcx-ddddgggg
E F pcx-eeeeffff
E G pcx-eeeegggg
F G pcx-ffffgggg

HE/Z VPC F AXFEB TRBI T RAETRE , W gFZEEAXMEE, Fl, Fh3H
HEML, FLEHP , LFRT VPC HFEE,

HEXNENZA VPC 28



Amazon Virtual Private Cloud VPC &

B e e

/

BRUOTHAE#HESN VPC MEEHR , SUSKHEE.

B E R B Ayt B 5

VPC A VPC A CIDR S
VPC B CIDR pcx-aaaabbbb
VPC C CIDR pcx-aaaacccc
VPC D CIDR pcx-aaaadddd
VPC E CIDR pcx-aaaaeeee
VPC F CIDR pcx-aaaaffff
VPC G CIDR pcx-aaaagggg

VPC B VPC B CIDR S i}
VPC A CIDR pcx-aaaabbbb

HENEHZ4 VPC 29



Amazon Virtual Private Cloud

VPC 3%

BRI &

VPC C

VPC D

VPC E

B Ayt
VPC C
VPC D
VPC E
VPC F
VPC G
VPC C
VPC A
VPC B
VPC D
VPC E
VPC F
VPC G
VPC D
VPC A
VPC B
VPC C
VPC E
VPC F
VPC G

VPC E

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

B 5
pcx-bbbbcccce
pcx-bbbbdddd
pcx-bbbbeeee
pcx-bbbbffff
pcx-bbbbgggg
73
pcx-aaaacccc
pcx-bbbbcccce
pcx-cccedddd
pCcx-cccceeee
pcx-ccccffff
pcx-ccccggygg
S
pcx-aaaadddd
pcx-bbbbdddd
pcx-cccedddd
pcx-ddddeeee
pcx-ddddffff

pcx-ddddgggg

ZiS:

HENEHN S VPC
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Amazon Virtual Private Cloud

VPC 3%

BRI &

VPC F

VPC G

B8t
VPC A
VPC B
VPC C
VPC D
VPC F
VPC G
VPC F
VPC A
VPC B
VPC C
VPC D
VPC E
VPC G
VPC G
VPC A
VPC B
VPC C
VPC D
VPC E

VPC F

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

B 5
pcx-aaaaeeee
pcx-bbbbeeee
pcx-cccceeee
pcx-ddddeeee
pcx-eeeeffff
pcx-eeeegggg
A ith
pcx-aaaaffff
pcx-bbbbffff
pcx-ccccffff
pcx-ddddffff
pcx-eeeeffff
pex-ffffgggg
i
pcx-aaaagggg

pcx-bbbbgggg

pcx-ccccggygyg
pcx-ddddgggg
pcx-eeeegggg

pcx-ffffgggg
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Amazon Virtual Private Cloud

VPC 3%

WMERFRAE VPC #HEBXEM IPv6 CIDR R |, TN T A X EFH AR

BRI &

VPC A

VPC B

B Ayt

VPC

VPC

VPC

VPC

VPC

VPC

VPC

VPC

VPC

VPC

VPC

VPC

VPC

VPC

VPC

VPC

VPC

VPC

VPC

A

A

IPv4

IPv6

IPv4

IPv6

IPv4

IPv6

IPv4

IPv6

IPv4

IPv6

IPv4

IPv6

IPv4

IPv6

IPv4

IPv6

IPv4

IPv6

IPv4

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

B 5

i

Vi
pcx-aaaabbbb
pcx-aaaabbbb
pcx-aaaacccc
pcx-aaaacccc
pcx-aaaadddd
pcx-aaaadddd
pcx-aaaaeeee
pcx-aaaaeeee
pcx-aaaaffff
pcx-aaaaffff
pcx-aaaagggg
pcx-aaaagggg
Vi

S
pcx-aaaabbbb
pcx-aaaabbbb

pcx-bbbbcccce
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Amazon Virtual Private Cloud

VPC 3%

BRI &

VPC C

B Ayt
VPC C
VPC D
VPC D
VPC E
VPC E
VPC F
VPC F
VPC G
VPC G
VPC C
VPC C
VPC A
VPC A
VPC B
VPC B
VPC D
VPC D
VPC E
VPC E

VPC F

IPv6

IPv4

IPv6

IPv4

IPv6

IPv4

IPv6

IPv4

IPv6

IPv4

IPv6

IPv4

IPv6

IPv4

IPv6

IPv4

IPv6

IPv4

IPv6

IPv4

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

B 5
pcx-bbbbcccce
pcx-bbbbdddd
pcx-bbbbdddd
pcx-bbbbeeee
pcx-bbbbeeee
pcx-bbbbffff
pcx-bbbbffff
pcx-bbbbgggg
pcx-bbbbgggg
S

73
pcx-aaaacccc
pCx-aaaacccc
pcx-bbbbcccce
pcx-bbbbccce
pcx-cccedddd
pcx-ccccdddd
pcx-cccceeee
pcx-cccceeee

pcx-ccccffff
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Amazon Virtual Private Cloud VPC &

B R =]:op: B#R
VPC F IPv6 CIDR pcx-ccccffff
VPC G IPv4 CIDR pcx-ccccgggg
VPC G IPv6 CIDR pcx-ccccgggg
VPCD VPC D IPv4 CIDR i
VPC D IPv6 CIDR i
VPC A IPv4 CIDR pcx-aaaadddd
VPC A IPv6 CIDR pcx-aaaadddd
VPC B IPv4 CIDR pcx-bbbbdddd
VPC B IPv6 CIDR pcx-bbbbdddd
VPC C IPv4 CIDR pcx-cccedddd
VPC C IPv6 CIDR pcx-ccccdddd
VPC E IPv4 CIDR pcx-ddddeeee
VPC E IPv6 CIDR pcx-ddddeeee
VPC F IPv4 CIDR pcx-ddddffff
VPC F IPv6 CIDR pcx-ddddffff
VPC G IPv4 CIDR pcx-ddddgggg
VPC G IPv6 CIDR pcx-ddddgggag
VPC E VPC E IPv4 CIDR 7 i
VPC E IPv6 CIDR S
VPC A IPv4 CIDR pcx-aaaaeeee
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Amazon Virtual Private Cloud

VPC 3%

BRI &

VPC F

B Ayt
VPC A
VPC B
VPC B
VPC C
VPC C
VPC D
VPC D
VPC F
VPC F
VPC G
VPC G
VPC F
VPC F
VPC A
VPC A
VPC B
VPC B
VPC C
VPC C

VPC D

IPv6

IPv4

IPv6

IPv4

IPv6

IPv4

IPv6

IPv4

IPv6

IPv4

IPv6

IPv4

IPv6

IPv4

IPv6

IPv4

IPv6

IPv4

IPv6

IPv4

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

B 5
pcx-aaaaeeee
pcx-bbbbeeee
pcx-bbbbeeee
pCx-cccceeee
pcx-cccceeee
pcx-ddddeeee
pcx-ddddeeee
pcx-eeeeffff

pcx-eeeeffff

pcx-eeeegggg
pcx-eeeegggg
7 3

S
pcx-aaaaffff
pcx-aaaaffff
pcx-bbbbffff
pcx-bbbbffff
pcx-ccccffff
pcx-ccccffff

pcx-ddddffff
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Amazon Virtual Private Cloud

VPC 3%

BRI &

VPC G

B Ayt
VPC D
VPC E
VPC E
VPC G
VPC G
VPC G
VPC G
VPC A
VPC A
VPC B
VPC B
VPC C
VPC C
VPC D
VPC D
VPC E
VPC E
VPC F

VPC F

IPv6

IPv4

IPv6

IPv4

IPv6

IPv4

IPv6

IPv4

IPv6

IPv4

IPv6

IPv4

IPv6

IPv4

IPv6

IPv4

IPv6

IPv4

IPv6

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

B #5
pcx-ddddffff
pcx-eeeeffff

pcx-eeeeffff

pex-ffffgggg
pcx-ffffgggg
i

R
pcx-aaaagggyg

pcx-aaaagggg

pcx-bbbbgggg
pcx-bbbbgggg
pcx-ccccggygyg

pcx-cccecggag

pcx-ddddgggg

pcx-ddddgggg

pcx-eeeegggg
pcx-eeeegggg
pcx-ffffgggg

pcx-ffffgggg
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Amazon Virtual Private Cloud VPC Xt&
SEEREBRHN VPC NEEE

BT LAR VPC WEEZRBHREAR , UREIXE VPC IFM CIDR 3R, 4$E CIDR# (1R VPC H
ZA CIDR#R ) B ERBHIHFRINR, FEXLERGH , — i VPC EEBEEE CIDR N EDLH
ANRES VPC FZEiERE,

BRURFTERE VPC NEEERENHF R , BSRVPC W EEENBEMNZ R, BXEM VPC
NEEENESEE , BEM VPC U FEE, AXEMBHRNESER , BS5HN VPC XFEE
EREER.

BLiE

« HE—4 VPC FREFMBIFEA VPC

* A —4 VPC H4E CIDR REIFHA VPC

s HEFAA VPC RREFMB—1 VPC

« =N VPC HAHEFAA VPC F 45 E L4 #Y L4
s —MEASKEREEXRIGRFEA VPC Y VPC
% VPC B E

HE— VPC F4FE FMBE A VPC

WEEEE—1MNEEHENFRBHL VPC (VPCA) . VPCA 5 VPCB 2ZEM VPC X FiEREE (pcx-
aaaabbbb) , BA% VPC A 5 VPC C 2 HIHY VPC X &i£## (pcx-aaaacccc)e 8/ VPC REEH[H
VPC A i —/NF A EIR,

PR EASE it 37



Amazon Virtual Private Cloud

VPC 3%

Subnet 1 Subnet 2

TR 1 BB RMER VPC X ZiE$#E pcx-aaaabbbb XifA VPC B &/ CIDR #, VPC B B
&R pcx-aaaabbbb R{XiAE VPC A HFM 1 9 CIDR 3R, ¥ 2 FHERHBKRER VPC NEE
# pcx-aaaacccc XKifE VPC C HIEA CIDR 3R, VPC C IBEH &R MEA pcx-aaaacccc RNAGH

VPC A 7™ 2 1y CIDR 3R,

BRI &

F®1(VPCA)

FM2(VPCA)

VPC B

VPC C

B Ayt

VPC A CIDR
VPC B CIDR
VPC A CIDR
VPC C CIDR
VPC B CIDR
## 1 CIDR
VPC C CIDR

## 2 CIDR

Target

7
pcx-aaaabbbb
7 3
pCx-aaaacccc
Vi
pcx-aaaabbbb
i

pCx-aaaacccc

R —4 VPC R4 EF MM VPC
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Amazon Virtual Private Cloud VPC &

B FEET B2 2 CIDR ®R, f&i%x VPC A #l VPC B EEtEH IPv4 # IPv6 CIDR 3R , FH 1
Eat EBXREKH IPv6 CIDR 3R, EALAER VPC W EFE#EE VPC B sEfB B IPv6 5 VPC A FHF
M 1EfE. Nk, FH VPCAMBRARFIN—FBRMEN VPC B B IPv6 CIDR SREVERH , #4 VPC
BHEHBARAMN—FERHN VPCA FFMN 14 IPv6 CIDR SRHIEKH,

BRHEX BHi B #5 ZFE
VPC A ARy F ™ 1 VPC A IPv4 CIDR it
VPC A IPv6 CIDR Vi VPC R B3R NE A
T IPv6 BE BV A b B&
Ho

VPC B IPv4 CIDR pcx-aaaabbbb

VPC B IPv6 CIDR pcx-aaaabbbb F| VPC B #Y IPv6
CIDR SRHIEEH,
VPC A HfyFH 2 VPC A IPv4 CIDR i
VPC A IPv6 CIDR 7 b VPC # B INR A
F IPv6 JE1E #Y 2N b B
Mo

VPC C IPv4 CIDR pcx-aaaacccec

VPC B VPC B IPv4 CIDR it
VPC B IPv6 CIDR A it VPC /R Bah 7 tnky A
F IPv6 BIE MY A1t 3%
M.
## 1 IPv4 CIDR pcx-aaaabbbb
## 1 IPv6 CIDR pcx-aaaabbbb F| VPC A 19 IPv6
CIDR 3REVEEH .
VPC C VPC C IPv4 CIDR it
## 2 IPv4 CIDR pcx-aaaacccec

R — VPC F4EEFMEIMA VPC 39



Amazon Virtual Private Cloud VPC &

R — VPC F45E CIDR BREFH A VPC

HEEZE—1H0 VPC (VPCA) ., VPCA 5 VPC B 2K VPC X% (pcx-aaaabbbb) ,
L% VPC A 5 VPC C 2 iaIfy VPC X &iE#E (pcx-aaaacccc)e VPC A N VPC WEEREHRT —
CIDR 3,

B B § it Target
VPC A VPC A CIDR 1 S
VPC A CIDR 2 i
VPC B CIDR pcx-aaaabbbb
VPC C CIDR pcx-aaaacccc
VPC B VPC B CIDR i
VPC A CIDR 1 pcx-aaaabbbb
VPC C VPC C CIDR R i
VPC A CIDR 2 pcx-aaaacccec

HEIFAEAD VPC FisE FMH—1 VPC

hEBEE— 1 EE—MNFMHFL VPC (VPCA) ., VPCA 5 VPCB 2B VPC 3 EERE (pcx-
aaaabbbb) , BAK% VPC A 5 VPC C Z[EH VPC Xt%i%E# (pcx-aaaacccc), VPC B M VPC C &5l
BEAANFM, VPCA 5 VPCB 2B FEZENFER VPCB FH—NFM, VPCA EVPCC Zig
X SEEZEMNER VPC C FH— N F M,

PR — VPC H4§E CIDR SREYF A VPC 40



Amazon Virtual Private Cloud VPC &

LW VPC EBHM VPC EZHMEMEANEIRE ( 10 Active Directory BR% ) B , BEFERAX M
HNBEE, B0 VPC TEHEARTLHREZXNEN VPC,

VPC A MBI REANFEERRILAXNEF VPC FHBEFM. M 1 WERAXRERS VPC A 1%
FEEKRF VPC A FHIFM, FW 2 MERARERES VPC A BIXIFELER A VPC A I 7M.

B%HH R B iy ith Target
VPC A VPC A CIDR 7R i
## 1 CIDR pcx-aaaabbbb
## 2 CIDR pcx-aaaacccc
FM 1 (VPCB) VPC B CIDR A it
VPC A CIDR #### pcx-aaaabbbb

BRI VPC H4EE FMHy—4 VPC 41



Amazon Virtual Private Cloud VPC &

B H R B iy ith Target
M2 (VPCC) VPC C CIDR 7R 3y
VPC A CIDR #### pcx-aaaacccc
el R 557 2 3% R

MREBWEN VPC EZANVPC B THEERE , AEXE VPC EFEERH A CIDR |, HHR
REAREEFTSSBNMMNARENEN VPC XX IRM VPCo AWS RXHFE VPC XN &
TREROEHEBRES  IREHESHNE IP NN ERIEEKHER,

flgn . VPCAS5VPCBMVPCC EBEXNEXR, VPCBMVPCC EFLE CIDR#R , HEHE TN
BEE CIDR ##, VPCB A¥K 2 &AM FIER VPC X &FiEHE pcx-aaaabbbb BLiFE) VPC A B9
FM., VPCA BRHAXREEN B VPC CIDR WHREBXIEBIXEEHR pcx-aaaaccccc,

B% FH R B it Target
F¥® 2 (VPCB) VPC B CIDR 2

VPC A CIDR #### pcx-aaaabbbb
VPC A VPC A CIDR i

VPC C CIDR pcx-aaaacccec

fRig VPC B ¥ 2 HWYSEHIER VPC X Zi&E# pcx-aaaabbbb @ VPC A Y Active Directory
fR$5 88 XIERE. VPC A 6 Active Directory fRSS88 X IXMBIRE, B2 , VPC A BBHEREE N F
VPC CIDR SEE AT ERER X1xE VPC X¥FiEHE pcx-aaaacccc, IR VPCC HWFM 2 BEF
5 VPC B ¥FM 2 PSSR IP uk , MEM VPC A #E#RIBRIRE, VPCB HFM 2 AHSE
B FWTEE VPC A BIiERE IR,

ATBIEXER , EBULEEMSERBRME VPC A RKER , HBMWih I VPCB HAFH 2 19
CIDR , B#R N pcx-aaaabbbb, HT#EABAEMERL , Hik , BRI FM 2 CIDR WREFEHE
VPC X% #% pcx-aaaabbbb

®E , BUTRAF , VPC A BHERHXNEN VPC WEFEEBEE SN FMHEH, VPCA AILE
VPC B ¥R 2 BLK% VPC C RV FM 1 #ITEF. MREFEFMES—FM (5 VPCB K& VPC

T EM A~ VPC 5= 7 ME — 1 VPC o



Amazon Virtual Private Cloud VPC &

ClUTHEMUTEE ) WEM VPC NFEE , MWBERIFEEER , BRAFNZEEFMAMEMEEH
Bpl,

B E B 5
VPC A CIDR 7R i
## 2 CIDR pcx-aaaabbbb
## 1 CIDR pcx-aaaacccc

HE , RIBFENEARD , LT LGIEET VPC B FHE IP MR E |, B4R M E K B E EAY AR
Fer REAREAKKIRTEREERBLER)

B E B 5
VPC A CIDR 2R i
## 2 #### IP ## pcx-aaaabbbb
VPC B CIDR pcx-aaaacccc

—AN VPC HA[GRIF A VPC H 4% E K451 89 S

hEREEEE— T EE—NFREHL VPC (VPCA) ., VPCA 5 VPCB ZE# VPC 3 EiEHE (pcx-
aaaabbbb) , BAK% VPC A 5 VPC C Z[HH VPC Xy &% (pcx-aaaacccc)e VPCAEF—NFH
HEBINNEEERBE —EHl, BoFEAXTPRENE BN EREMREZFESH,

—N VPC AT AMA VPC AR ERHIR K5 43



Amazon Virtual Private Cloud VPC &

bnet /

LA

TTTTT
piii
A% ]
TTTTT

/A VPC WERHRIBIEMMERX VPC XN FiEEE |, UFRNE VPC R EA P bt (B i R4 ESE
B

gz B iy ith Target
VPC A VPC A CIDR 7R i
## 3 IP ## pcx-aaaabbbb
## 4 IP ## pcx-aaaacccc
VPC B VPC B CIDR S i)
## 1 IP ## pcx-aaaabbbb
VPC C VPC C CIDR PN
## 2 IP ## pcx-aaaacccc

—N VPC FAIHRE A VPC 4 E 3K #9545 44



Amazon Virtual Private Cloud

VPC 3%

—NMEARKIRTERKRIFRIFAD VPC B VPC

hEREESE—1NEF—NFMHBHL VPC (VPCA) . VPCA 5 VPCB ZEIK VPC WEE#E (pcx-
aaaabbbb) , BAK% VPC A 5 VPC C Z[EH# VPC Xt&E# (pcx-aaaacccc)o
LHL CIDR 3R, A VPC X &% # pcx-aaaabbbb £ VPC A 5 VPC B H V45 E 3Ll 2 i8] B& R

VPCB M VPCC EF

£, LA VPC B # VPC C £=# CIDR thutSBE R BRI AT B HAitREH BT pcx-aaaacccc BHE

VPC C,
Subnet 2 Subnet 3
L 'y
nsncex U
: 7
/

Subnet 1
I

VPC BHREARZKIRTEEFEETH VPC X FEENREAKRR, FIEEMR

Bl H (FELLBIH |, 5 VPC X &EEHE pcx-aaaaccec) #HITHH,

B E 5% B #9its
VPC A VPC A CIDR #
## X IP ##

VPC C CIDR #

Target
b
pcx-aaaabbbb

pCxX-aaaacccc

B E#E

— T

—MERRKBRTERIERFH A VPC B VPC
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Amazon Virtual Private Cloud VPC &

B%EH R B iy ith Target
VPC B VPC B CIDR # 2R i

VPC A CIDR # pcx-aaaabbbb
VPC C VPC C CIDR # R i

VPC A CIDR # pcx-aaaacccc
/A Important

IR VPC B FERSEHI X zmo;q&um VPC A XERE , NWRRETRELEHE VPC C
MAR VPCB, BEXEZEE , FSH WAGERKHA,

% VPC B &

£

dit

FELEREHR , — NP0 VPC (VPCA) RARBEERES S VPC BUNEERE, BEEEXHA
FRE B ZH =/ VPC (VPC X, YH Z) .

VPC D it EFEE VPC X 2@ VPC N &iEH#E ( pcx-ddddxxxx ) » VPCAMVPCX EEESE
CIDR 3R, XEWRE VPCA 5 VPCD 2 HHNNEREMNRT VPCD FHBEFH ( FM 1), X2
h TW%EH& B3k B VPC A 5 VPC X B9iEKRAt , VPC D & FMAREXE R EBKN VPC, AWS
SHE VPC NEEEPRHTEBRAECRARERER , IREHFEINER IP HEAEHIEIHHEZ
)l?\o E*E§1§m lﬁl/m—J ﬂ[’]F‘ungﬁEEo

B8 , VPCD M VPCZ EHES CIDR#R, VPCD 5 VPC X 2 AN ERERSIN VPCD HH F
M2, VPCXEVPCZZHEWWNEREREIN VPCZ FHFM 1, XHEERNTHEFRIME VPC X M
VPC D = VPC Z W ERE , NS NRNRELXE EHHY VPC,
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Amazon Virtual Private Cloud

VPC 3%

F
2 N

m
i

r
= [ E
.

VPCB, C, E. F M G HBEHREEMERINFIERELTF VPC A W5TE CIDR R , VPC A BE%
FH#&¥E@ VPCB, C, E, F M G MMXXNFEZILFHTE CIDR Ro XN TXFEHE px-
aaaadddd , VPC A BV HRPUHRERBEE VPC D HHYFM 1, M VPC D F 7N 1 AYEHRIEM

VPC A 1952 CIDR #,

VPC Y WE I RIEMAMX X FERE LR VPC X M VPC Z B95EE CIDR # , VPC Z MR H&RE M HE
KN FEELLGE VPC Y 5T CIDR 3R, VPC Z ¥R 1 BYERHRIE MR N FEELLHE VPC
Y #9522 CIDR 3R, VPC X WE RIS [ M RN FE TR VPC D W -FM 2 M VPC Z FEyF K

1o

B I 5% B 893t
VPC A VPC A
VPC B
VPC C
VPC D
VPC E
VPC F

VPC G

CIDR

CIDR

CIDR

#### 1 CIDR

CIDR

CIDR

CIDR

Target

3T
pcx-aaaabbbb
pcx-aaaacccc
pcx-aaaadddd
pcx-aaaaeeee

pcx-aaaaffff

pcx-aaaagggg

% VPC BLE
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Amazon Virtual Private Cloud

VPC 3%

BRI &

VPC B

VPC C

VPC D H#YFH 1

VPC D ¥ 2

VPC E

VPC F

VPC G

VPC X

VPCY

B Ayt
VPC B
VPC A
VPC C
VPC A
VPC D
VPC A
VPC D
VPC X
VPC E
VPC A
VPC F
VPC A
VPC G
VPC A
VPC X
VPC D
VPC Y
VPC Z
VPC Y

VPC X

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

H###

CIDR

H##H#

CIDR

CIDR

2 CIDR

1 CIDR

Target

i
pcx-aaaabbbb
7 3
pcx-aaaacccc
Vi
pcx-aaaadddd
253,
pcx-ddddxxxx
73
pcx-aaaaeeee
73
pcx-aaaaaffff
3T
pcx-aaaagggg
Vi
pcx-ddddxxxx

PCX-XXXXYYYY

PCX-XXXXZ2ZZZ
73

PCX-XXXXYYYY

% VPC BE
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VPC 3%

BRI &

VPC Z

SR: ok

VPC Z CIDR
VPC Z CIDR
VPC Y CIDR

VPC X CIDR

Target
pCX-yyyyzzzz
S 3

pPCX-yyyyzzzz

PCX-XXXXZ2zzz

% VPC BLE
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VPC NFEENEMZ =

AR TEERREEZEREN VPC 2B , HARELHEN VPC 5EFE AWS IKF 8 VPC ZE&
B VPC X FiE#E, UTARAUFBYEBERES TEENERNEE,

=1

=
« ERNIHES VPC EANFRRUEHRN TR TE 15
« 54 VPC XE LR KRR

ERANRES VPC EANEXRRUEEX TRV TR

GRS  BHFLENAIHES VPC EENEFEXRR , LEEME VPC 2BXATERFEHE,
THR-Z£RF :

« BRRRAEF-NMHATUSEHIIN VPC , Uk S —TAT2IFET VPC, MERMIIEZHLFA 1T
BIPWFRERER , MITEIEERRMSHIIRNREER,

« BHARIEEZNITEHI], BNFITEEEHCH VPC, HLEE VPC AFR— AWS IKF T , mEM
VPC & F B —N AWS Ik o BHEFAE VPC HEXRSE , MEFEESNIT A UTLIHRMAE
B &R

BRUMAALFTRIRE VPC NSEREENBBHRNESFELR , BSRUTXH

- HEXFHHA VPC
- HEXFH=4 VPC
- HENENZ4 VPC

B X1 Amazon VPC 24|82 MER VPC WEEENEZER | FSHEVPC XWEER,

55— VPC NELLFRIEFRIE

EFRAP | BEE—NFLVPC , EREEEEHM VPC HEMN AR, H VPC JREEENE
VPC £ HIP2HRINR , @A , & VPC TJREEEH D VPC W2 HRNE, TEAR—
LR -
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o BTN ITHITEE-MNATFXHHREN VPC, EBFLEHM VPC 5EiZF L VPC XHE , BR , 7%
HEHM VPC HEXERE,

- BHLATREE—NEEEFHAEN VPC, SNMNEFHAUSEN VPC 812 VPC WEiEE , AR ,
EPEEBER VPC XNENHM VPC BARE , bR THEMEFNEA,

- BWBEH—AT Active Directory fR$# VPC, X% VPC FH4&ESKHIME Active Directory ARS8
KEER , BEEFL VPC HELIHFENR, F0 VPC TEXNE VPC WESHRMNE ; © RE W
BRI & 3% B B4 E SR,

AR Amazon VPC 2| &R eIZNEM VPC NEEENESZER , FSRVPC HFEE,

E—A VPC X E L5 A &£ H IR 51
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B AT VPC X & EZR Identity and Access Management

BINMERT , APTEMESER VPC NEERE., ERTX VPC WNEEZERT RN IHRINR , B
IAM policy Kt INZE| & %E IAM F17

)

- =l BIEE VPC NEERE

- Tl EZ VPC NEEE

- 5l : MiBR VPC NEERE

- =l EREKFFIHE

- Rl EREFISERE VPC NEFEE

AR Amazon VPC RELURBMREXFNRFRNFZHRNIIR , FSH (RSENSE) #1

Actions, resources, and condition keys for Amazon EC2,

A~ B2 VPC X EERE

LA 25 F P AR LAE A #R12H8 Purpose=Peering B VPC R 812 VPC X EEZE R, F—%
BAX VPC BRMASKMHS (ec2:ResourceTag), EFE , CreateVpcPeeringConnection #
ER VPC RIRIAL RNERE VPC,

B-REBARTRAPNRUGE VPC NEEERR , HItER * BEFABHERR ID.

JSON

"Version":"2012-10-17",
"Statement": [
{

"Effect":"Allow",

"Action": "ec2:CreateVpcPeeringConnection",

"Resource": "arn:aws:ec2:us-east-1:123456789012:vpc/*",

"Condition": {

"StringEquals": {
"ec2:ResourceTag/Purpose": "Peering"

}

BE VPC N FiE#E 52
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}
}I
{

"Effect": "Allow",

"Action": "ec2:CreateVpcPeeringConnection",

"Resource": "arn:aws:ec2:us-east-1:123456789012:vpc-peexring-connection/*"
}

MUTRERTIHE AWS IKFFHAFXR , UEAEEXESSHEM VPC 432 VPC NF&E: , B
RNEEZINFEEN VPC BB EKS PRSE VPC B,

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "ec2:CreateVpcPeeringConnection",
"Resource": "arn:aws:ec2:us-east-1:123456789012:vpc/*"
}I
{
"Effect": "Allow",
"Action": "ec2:CreateVpcPeeringConnection",
"Resource": "arn:aws:ec2:us-east-1:123456789012:vpc-peering-

connection/*",
"Condition": {
"ArnEquals": {
"ec2:AccepterVpc'": "arn:aws:ec2:us-
east-1:111122223333:vpc/vpc-1234567890abcdef0"
}
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RO ¥ VPC XNEERE

UTRERTRAPKER , LEZIREBE AWS K/ VPC XNEFEREER, IHEFBTHILEAFES

KERAKFH VPC NEFEEER, BAFEA ec2:RequesterVpe FH4558 I SEHE L KB

JSON

{
"Version'":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action": "ec2:AcceptVpcPeeringConnection",
"Resource": "arn:aws:ec2:us-east-1:123456789012:vpc-peering-connection/*",
"Condition": {
"ArnEquals": {
"ec2:RequesterVpc": "arn:aws:ec2:us-east-1:111122223333:vpc/*"
}
}
}I
{
"Effect":"Allow",
"Action": "ec2:AcceptVpcPeeringConnection",
"Resource": "arn:aws:ec2:us-east-1:123456789012:vpc/*"
}
]
}

UTRERFAFPNR , MEEMNY VPC EBEHRZ Purpose=Peering Bt F#% VPC JW&FiF R,

JSON

"Version":"2012-10-17",
"Statement":[

{

"Effect":"Allow",

"Action": "ec2:AcceptVpcPeeringConnection",

"Resource": "arn:aws:ec2:us-east-1:123456789012:vpc-peexring-connection/*"
},

¥ VPC WEiEE
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{
"Effect": "Allow",
"Action": "ec2:AcceptVpcPeeringConnection",
"Resource": "arn:aws:ec2:us-east-1:123456789012:vpc/*",
"Condition": {
"StringEquals": {
"ec2:ResourceTag/Purpose": "Peering"
}
}
}

RO BR VPC X &iE#

AT SRR T 45 E MK A 89 A AR SAM BR AT VPC & &R |, FRAEE VPC (LTFR-—KFH )
HOERERI, ZRIERIIEE ec2:AccepterVpc Ml ec2:RequesterVpc £H4#4E , @ VPC 7]
BER R VPC NEEZEERPWIERE VPC HXIEH VPC,

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "ec2:DeleteVpcPeeringConnection",
"Resource": "arn:aws:ec2:us-east-1:123456789012:vpc-peering-

connection/*",
"Condition": {
"ArnNotEquals": {

"ec2:AccepterVpc'": "arn:aws:ec2:us-
east-1:123456789012:vpc/vpc-1234567890abcdef0",

"ec2:RequesterVpc": "arn:aws:ec2:us-
east-1:123456789012:vpc/vpc-0abcdef1234567890"

}

iR VPC I &5E #
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R ESEKS R IE

UTRBRTFAFPIRAERERS F4E VPC WEERE, AFTNES, 0, #2, ELNMER
VPC XFiE# |, siiR =M ER THER AWS K H,

F—RBARTAFPNRUESEME VPC WEEE, EXMERT , Resource TRXFE * BESRF ,
K H It API $#24E (DescribeVpcPeeringConnections) el X3 HRK R,

BoFEARTRA/NRIACIE VPC WEFERE | AR EKS PHAAE VPC LERITIERAE,

B=REAMEM * BERFFEN Action TEN—B2 , MENAHE VPC HEFEZRFER TR M4
ZHRBHERIABTER T/ VPC BEUH VPC XFEZENITRE, 0, MREZEHFRE VPC
BTARKS , WAFFTERER VPC WEEE, ARLTEERETTRERKSH VPC B VPC XEE
%,

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "ec2:DescribeVpcPeeringConnections",
"Resource": "*"
}I
{
"Effect": "Allow",
"Action": [
"ec2:CreateVpcPeeringConnection”,
"ec2:AcceptVpcPeeringConnection”
]I
"Resource": "arn:aws:ec2:%*:111122223333:vpc/*"
}I
{
"Effect": "Allow",
"Action": "ec2:*VpcPeeringConnection",
"Resource": "arn:aws:ec2:*:111122223333:vpc-peering-connection/*",

"Condition": {
"ArnEquals": {
"ec2:AccepterVpc": "arn:aws:ec2:*:111122223333:vpc/*",
"ec2:RequesterVpc": "arn:aws:ec2:*:111122223333:vpc/*"
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R EREFISEE VPC NFiERE

E7£ Amazon VPC ##IAHEE VPC NEEE , AR S4AHEER
ec2:DescribeVpcPeeringConnections BENNE. EFANEBNEEERE , AR X4AEE
£/ ec2:DescribeVpcs BEMNR, XARFEHNRUEFMNIEE VPC, &R LUR R KA BR KL
BTFFrA ec2:*PeeringConnection PR (ec2:DescribeVpcPeeringConnections BR%N).

UTRBERTFRAPNRBRUAESR VPC X¥&EEE , HEHA Create VPC Peering Connection ( 812 VPC
WEEE ) MEEBRNERSEERE VPC 9 VPC X&FiERE, MEAFZRVBERTEERSE
VPC #9 VPC W &iE#E , MIEREEXM,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action": [
"ec2:DescribeVpcPeexringConnections", "ec2:DescribeVpcs"

]I
"Resource": "*"
}I
{
"Effect":"Allow",
"Action": "ec2:CreateVpcPeeringConnection",

"Resource": [
"arn:aws:ec2:*:*:vpc/vpc-1234567890abcdef0o",
"arn:aws:ec2:*:*:vpc-peering-connection/*"

]

}
]
}
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VPC 3%

MK P BY VPC 3 F ik =B i

VPC M FEZEIFHEEMA VPC, Mk —3K , —1 VPC M RIEFEES S — 1 VPC R IR TE

E , B TR —AMEF -1, Tit VPC L THE— AWS KEFERFTREXE , VPC N FEEHBEA

E# VPC W —TISSAMRE. AT EENBHEMER VPC WEEENESHNE .

TRIETEAWS IKF Y VPC N EEZNWEE ( 2BIHARE ) . BRIFZHIHA , BB AT LUER
18 hnix LE EL &

WMRRIHAR VPC X FiE EE?ELEJUAQE%D’I BURRBERKESRSHRM. RINSFHLEN
ERER , FE—BNEMETHANARE , AER VPC TFREEHBHE THERMNLSZER.

=x FIAE CIRIEE:
N VPC KI5ES) VPC X ZiE 50 p]
(&% 125)
RSERH VPC FEHEREER 25 £
RIEZH VPC X EIE R RA T HiadE 1 /8 (168 /BT ) B

BXER VPC WEEZNANNESFEES , 56 VPC XIFRHE, BX Amazon VPC BFINEZE

B | i##Z# (Amazon VPC FIF#888) https://docs.aws.amazon.com/vpc/latest/userguide/amazon-
vpc-limits.htmIf #9 Amazon VPC Ei#i,
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{Amazon VPC X FEEEM) NXHEALIER

TN

TE
e Ee DAY A

X R X F

X R X F

AT VPC X %#Y DNS <

=

T ZEAAN

£ VPC NEEELFEH

ClassicLink

VPC X &EE

4 (Amazon VPC Xt FEHIER) AYTHRA.

B

BRI LAE B2 VPC X EE# A
B B R AT INAR

TA#X (FE ) KEFHEX
HE VPC X FE#E S DNS
ENBE

EABIENT AR AWS X5
P VPC Z[A 8| VPC X F
BT,

A LAEZA 3 VPC 728 3t
% VPC RV EHIE W HLE
DNS =N EFEMTNEE IP i
ko

BRI THRECHREERSE
WX E VPC R £AH N5
A, REERREERN,

BT LM VPC N &HiERE |,
A iy 55 4EHY EC2-Classic L4
BEB EX & VPC Ry SEFI#AT
BfE , R2TR,

BRI LATEER AN VPC 28 &
VPC N&iERE , X8, £—
VPC SR BB Al SAE A FAE
IP 3t B BE.

B

2020 %F 7 H20 H

2019 8 A 26 H

2017 £11 A 29 H

2016 £7 A 28 H

2016 5 A 12 H

2016 F4 H 26 H

201453 A 24 H
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