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https://docs.rs/aws-sdk-verifiedpermissions/latest/aws_sdk_verifiedpermissions/
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https://aws.amazon.com/verified-permissions/pricing/
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https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://aws.amazon.com/
https://console.aws.amazon.com/
https://console.aws.amazon.com/
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
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https://docs.aws.amazon.com//singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com//singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com//singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
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SR 2 BIEFREE

BIRRBEFMET , QIR T —NBRIAKE , ATHAPE2RFIECNIK,, X2—MEAMNEXK , BH
FERIMNWEW |, EBRMNE - NEERH A RERFTERIENRHAHMER. WRREIZBEN
EAXAHEIEESIHNERUser: :alice , RIVEBE—NEH AUpdateAlbum , f AT AN BIRNITER

fEalice-favorites-album, EFAVRM—IEHE , AFBWL ( BRE Alice ) EEIXKEHE,

DI RS

1. HERIUENREGEF , BEEESR 1 P2 RBEEME,

ESMA , ERERE,

EROERE  REERCIRBSRE.

X T REEMER | FREFVFA,

X EREAEE, £ “BEEREN, RBE BEXMAKRE hikEPhotoFlash:: AF |, & “&8
EXRMIRARF A, alice

6. XWF “BRTE", EF “BERR , REE EBEXMER” dhikEPhotoFlash:: Album , £ “4§E
SCHRFRIREF” B Aalice-favorites-album,

7. WTF BRETE", EF SERES, ABE “WERKELERANRE" FikFUpdateAlbum,
8. iijaxF-F_io

9. fE“UMEER" T, £ “SKEEHEIR-TiL” i APolicy allowing alice to update alice-
favorites-album.,

10. EFOE RS

o & 0N

i LELRTXRE , JECRIERNRRES & X EATN .

HUR 3 AR A7
SRR RIS | 7 S A BRI T &35 (AL B E R ET W
TR | B

1. TFERIERREHA, BBE0REHE,
2. EEWSHMERS , BENATA,

3. EETWMR,

4 HFRE, BRITLTRE .

B2 BIERRE 9
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a. NWFZEIEALEREXEI{TE , FikEPhotoFlash:: User , X T8 E SRR |, iFHiAalice,

b. E‘BMY T, XF ‘K, : £ , #R%EEPhotoFlash:: Accoun t SE4& | R/FTE “F8 ESE{KAR
8% i Aalice-account,

5. BRET , W TFERALEERENETIR , i£FPhotoFlash:: Al bum FREH | £ “FSEXRMEIRD
5 s Aalice-favorites-album,

6. XT “BE", EMNERIRESIRFEEPHhotoFlash:: Action:: UpdateAlbum “,
7. EREIE , ERETRIERUE ROIKEEZM PEL Cedar REEWEBENER. MXTLENE

R ORE AW, RPBMNOBRETHIET,

TREMTETLUER Verified Permissions MR F AN R E 4k, BEMRENEME, ZXRBFE

T PhotoFlash /R KB 17 B & HY B 75 SR G H &

FHE

PhotoFlash::
AF |bob

PhotoFlash::
AP | ZW

PhotoFlash::
AP | ZWm

PhotoFlash::
AP | ZEm4

E@/KS : X

S

PhotoFlash::
T | alice-
account

PhotoFlash::
T | alice-
account

PhotoFlash::
T | alice-
account

PhotoFlash::
K | alice-
account

RIRE

PhotoFlash::
AR | alice-
favorites-al
bum

PhotoFlas
h:: Photo |
photo.jpeg

PhotoFlas
h:: Photo |
photo.jpeg

PhotoFlash::
Photo | bob-
photo.jpeg

RRRRE

TEH

PhotoFlash::

K7 | bob-
account

PhotoFlash::

K | alice-
account

PhotoFlash::

F8Hf | Bob-
Vacation-

Album

BR{E

PhotoFlas
h:: Zh4E:

UpdateAlbum

PhotoFlas
h:: sh{E::”
ViewPhoto

PhotoFlas
h:: sh4E:”
ViewPhoto

PhotoFlas
h:: Zh4E::””
DeletePhoto

PR 2 PO RBEH RIERRE.

BRBURE

i

ik

$E4t

HPR 3 WA KR 7k
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SR 4 FERR

MR REFEES , FFEBIER,
T R K B A

1. HERIENREGEH | EREEDR 1 P ORIV RIEEFMR,

2. HESMER, ZERRE.

3. HE “MERREEFME T , &&F “BERL RG4S

4. T BIRREBER" F#XH 2 MEEF , WA delete , RFEFMER,

S|4 BERR 11
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RITERE RN RERE

MIREZ R AT FE A Amazon Verified Permissions BREET |, MBI REEFRKIEATESRE
., XRMELUTEZTEBENARFMNIZERIMALINEEZH , BERE SQL B9 APl FISERFFHBFF
ENBAREFNEMIED, Bk , RENZMNBFERTTHR, Re , NEFZRFHREK B3 —HKS8 5
o

EMIXBM TR , BLRIUEBSEFEILNER , b

- RN EREWLE ? SNRNAALN ? fl , MHEREMTF —NXH4RH ?

- WERNALRBENRER PEEER ?

o EHEAUNSRERNITHRLIRE 2

o ERMAIRBIX LANR 2

- BRFEBLAFNBER", “BER" R “ReadOnly” EFE U PR B TEETE | ERNIZOIEIN
REBEER? RE-—EEE?

- REREHRACKREREAG? i, “BRER RRHZTENEFAN , &2 “BRER" REBMNN
AREFPRER?

s ARTENAFPEE  SEMLERANSER? Fl, ATETNHAFNER , EEEEIHEFATTLA
B ATE RIR ?

- AFBESETRESTNMTECHREBECHNERZN ? EEFTEREXTERRE ?

HEHINBRAERBEHRABENER BB T 4, BR, BEUARECINZENHEEXRR, EMLER
FRFEEX Cedar % Verified Permissions FREBIHIFH T i#F. R , EEEAR—TAFARIRITELY ,
MEHEMEMES —8 , IUAINEREEE, SEREI4Y , URNNBRNAEMAFRE~RP T
DB EEH B ER, Cedar WIRITTEBEBNREN , ILUFEEEFNERER K MAARTHE
Cedar WEMERMBBEERBETERNEH, At , WHENAFAREEWN THREREBRER
BNHEAR.

EXHEERBFGHRMER | BIITUATERE

« £ Cedar BBRiEE S ZEEPESE Cedar BWiRITHE,
« ZE Cedar HREBEESEZEREHPHZIESEE,
- ZE—TATHIENRERE,

B



https://docs.cedarpolicy.com/overview/patterns.html
https://docs.cedarpolicy.com/bestpractices/bp-naming-conventions.html
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- REFEHERER

« JRE 403 MEEILAVERIR , AR 404 REZKEEIR

- FOEBDEPE API BEZANR IR L

- ZHEFEESEM

RENERY ER R

ERITRNERN | RE - IME-—NEBER, TRNNARERFTUNAUNSSE R ER TR R
RAEE | XRAIEZN. fl, BE-TIHENXHRENRTFN ERL Unix BVRERSE S 6
BXHE , ER2BIREXNHERHNR, Mz T  EFSEMRERENASHELXHHER
S, XHBESRSBERERXXARONR, XAMEIBER , EAEFRTHRARFHRTLICHER.

RERT RNV EBEFIELX , BORTENARHAESHENGR IR CRBREREFHENS
ARPANH R T, MREHBRIVEREBMIIXL , BAERER - MR ER,

XRMRAFTAY , NFTRERN A AR HRIRIT RN SIZARRNER KB H B TREZH.

IRE 403 MELERNEIR , MAR 404 REKEEIR

X T EE S ARKET N NAEE ( LERER ) WiER , &IFIRE 403 Forbidden ik , A2
404 RELFHIR, IRETHEERINEZEY  ENEF2EBEIARERFE , MARZERFTHER
B 17 it FR A 0] SRS PR Y SR SR 4o

FEENERE API BIEZHER L

ERZBNARRFD , NRBEEEIFHRAREEDN, flM, — PN XHERAENREFTRSFNER
RN A BAN XA R RNITR IR, XR—IMREFNEEER  ©FEEXANGR APl EERR
T HR,

Mz T  HtRANNARER , LHR Web RS , BEXES API BIERFRITNR, il , w
R Web RFIRM T —NE N createThing() B9 APl , NIBRAEE ATRESTE LAHMAINPR , HEFE
Cedar FENX BN createThing B action. XEATFIFZER , HEFERNBELTESREMEE, B
WA createThing ##1E , BEE createThing BENPR, FERBERE , XIIE ?

g , ERIENREZEH A FHATRESHEEZEY AP HEFTRNBENGET. XR—MEH
RYEME | B RBFEESERNN API 2B Y EERS,

REW - ERRER 13
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BR 6 BESH-STHRER , XL API AFONGEARTES EAFRERANRIUERN A
BF , BAX APIs AREFEERZRPHXNR (KERBEANRR ) KR1E, MRS A APIs 24|
X A8 B AR A T B AR R |, BT 5 T A 1R M HE T IX L2 BT IR A B 4R 5T M R 3t B R 5 B AR

plan, RRB—NEZEAARANAFTEFR. ALFAFININE  HP PN REEHRRELEREEN
MBZLFEFEAXRA TR, EERLAS BZNRSEE TR APIHRE

* listMembersOfGroup

* listGroupMembershipsForUser

EFRAUEREREMA—MREREFHARARTE, Eit , NRERE R AT B IXFHMRIEN
HENPR, MREHGEEBRFMEFTH AP BIERBREMERRS  BRAATEEMESR , LUOTHE
ER

« isUserInGroups ( —N#¥T APl , ATREMNZAFREE T —1MNEZ14H )

MNZE2HBEXRE W API WEFEAMARBTETE=ZZRE , XRBARTEERBORITAINR.

BINBEVUEER X EREHENT RREXBKRE, XA EMATEHR R R TAREHRN
BR , 3N viewGroupMembership , =/ AP| 2B AMEHIZR,

APl B %5 Permissions

listMembersOfGroup FEEHHMZEAMN viewGroupMembership R
listGroupMembershi FEEEHHMNZAFK viewGroupMembership R
psForUser

isUserInGroups FEEHEHMNZAFK viewGroupMembership R

BEENX—XR , EERATNEIENRRA D BEFETERAREHNE. KON, A&, 4
AP RELIEREARRFENLHNR , A REE R EHENRITAAER L, IRENRER
2ER , AR MERNFTRLR.

TETHER 14
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ZEFEEEM

FBUREEFRAESAE, (FAEHREARFN LI HFEF )EFHE’JJ"'FE&F HFFHES Amazon

Verified Permissions £, EFXRNERZ 8] , HHESHF KK, BAUUE - MRERKFEX
hEBREFNERE , WA UASNMNEF 9B — N REEFME. ﬁ%E%EE , i%é}IEAWS AEHERS
B Amazon ERIFRZH/IZITHEEE,

1. =M HERBIF#EEF

FBEFAE - IMREF#E. NABEFHMAERRERREIHEZRBEFEX,
2. PRI

BMAFBMERINREFM. NARFHFEEUTRNRBEFEIRERIRE , EABRTREE
EREBEF

XAMRBEHB R EN AWS IKEF=EEXFME, BA , REZMARITECHEER? LA TEA
RER R K ERIER RS RURBH B 544,

PR FRE

HEMPHNRESEMASNREREFRN TRIPAFBEFRFEE, S8 MABEACH
REFEER , 8 MNABEECSHN — AL KK,

RRRE

& T LAFE R SR R A SR B F A B 1D M ME P AV SR IS KIR B R R BUERMES . WTHE
R |, TR EREBEAERRREFME 1D,

BRI EE

HSENNREFEZS I REEFEMES , ENRBEERNRBFEENXESIRBEFHEPEN—ER
BRIt M4 T8,

SRBREE

BARFENSMANA-L2RRK, EE2REBNTHKFERAZREFEEXNZES
R HEER TR,

HFEER

—ERF RN ENRENEEREHRBETHRAN TR, SEFEENARDTEERRF AERE
WAy RN, THRELRENSHAESHNREREN R,

ERZHEF 15
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MRS R B
DR AR RO R A SRR R B 4 T A
B

iz ¥as

L E R FEENEHES R EMHE

L MENSHPRE, BEXRIANESES |

ERENZEFREEHEERES  SHEERENFTEE SHRRNTFRRAKE,

= SES

MR

RRURE

BRMELEE

EHRBRER

HFER

AR 55 7% R B

HERBF#HEEDH TR

R, SIERBENRNER
SRR,

K. IEEREHN—IPRERF
fi& A B #ro

K. MAE—NRTER TP
BHES

K. FREBCREAR RSN
A AR A ERT

Bo AAXIRB A BRI 45
EHBR,

Bo M HERIERBEIFEN
RIRECH , PIIRERN, 8
NIRRT R EE KPR BN K
RE 171 89 & 1R

BHPRBEFHEEPHIFEE
% 5l

K. BERMINTH, Eibil
PREGRFETHEF R
Ho

hE, YAEFEBIMESER
REETF6# ID Z B AYBREGT,

Bo RMMBERTEFBLE
&, BEREEREZHHEM
=B

Bo BUME AR EEFNR
BEEXAMEREE. £
MR EFRECHEFHERE
B EERTo

K. MIFRREEIFHE

K. 8MEFHETHRRE
#;o

BFSRARIR

EBRAZRMFEENSHES R EEE
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LURGIpYi=S

BMNSHEPNARFHT &, EMEHREWREZN , BAALBRIFAM A ERELTEEN,

MRENNARFAIFTERFBENKEABLEHE-SHR , BANABERFER - N HERBIFE
ARERRAMHNBERA R, ZHAUFECRINAENLARBEER, A THERBEFEXELERS
FENELED , RNNRARFTTEEZMERES S EN K.

BR A MREECHRARFEEFZSHIBENER , IEEAZSINSFHR , USNMEFHREFET
REREMN. ZUFEARENMPRFENRBEENNRE IAM SRBE K12 H33 50 /- SR EE Y77 8]
MR, BHMEF S MR E KR 1Z4# ; 7 shared-policy-storeIRiEmd | UM ER HABIBRIEF IS ENE
B o

LULEIpY32 17
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Amazon Verified Permissions 3 B& 12

REEFHERRENREERN DR, EFNRBEERET , SR - MY, ATRIERINERESE
PRV SR B, BESL "‘ﬂ—luﬁﬁﬁﬂlﬁgﬁiﬁo RS AR IR UERY IS5 T 6 SRS F7 o R AN DR g, T
REEPENKSRERE, EIRENREFREFEZQETRIE , THRBEFHRIEL.

T BRAR 4P BT B LE BRI BR R BE 1248 . BN BIERMNFIE R RS ZAEERE A 7 HIBRR I AWS ERBZFHIA,
MEEZT |, B API = SDK AR BIZMN B R F AN ZA1Z I8,

BNBUNEIMNNARFRR - REER  EHNSHESNARF N EMES 02— REFH,
ERHEBEREREN , BTIEE —NREFRE. BTN CIRRBFEIE , UEBIRFEMKEIAE
R FR. BXEZER , 55 W Amazon ERIFNREMBEFHE .

BNEWEwEZE0HATRBEEPH Cedary—ﬁi LI o
ZERRRENEFRIR , B—NES (:: ) EAPREFHTOR. Hl
MyApplicationNamespace: exampleTypeo Verified Permissions X #8 /N REEFMESEHR —1
mEZER, HREASMCHNARREN  XEGEZRETRE NG, o, E2HAN
AEFYD , FRATEZENE, MM MBI ENNRES , BEeSEMEF FERANELEE
BXHFR, EEEENBERNAERN , EATUBMWRBILGERERNES. BXEZSEER , F5H
(Cedar REIESSEEE) FHWEZHE,

£}

- Bl Verified Permissions KB 12k
- 5 API XERH KRRS04

- MR B IFHE

BIl7Z2 Verified Permissions & B& 174
BALE AT B AR BRI -

- BRIESREHTRE-ENEE K2 A, SEENEEERREN R REBNEZR AL,

- £/ API Gateway M & RHITIRE — £HA S HRMER (1dP) B2FRMAF LAKRIEE Amazon API
Gateway API & A FE BRI 44K |, BARIET Amazon API Gateway AP| 31T /ER R
K, MREBFLELVNARFEARAFNEEN A BRI HAEERZR APIER |, BRINENUE
{58 F B3 T

o MRBIRBEEFHE X R ENE LK RO B RrE 7 E, MREBEFLFT Verified Permissions 3
REESFEMNEROIKRE | BAVEESE A LD,

elfed A 18
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- BIRTERBEFEE-LNECENRYNAETRREKK, NMRECLABNNEEXREEFE , RNE
WG LA L IE T,

Guided setup

EFEMASISARERES LRI RRBIFME , BRUTIREE

SIENREBRASNE|SFETHUBRREFHEE INEAANTRE, EFNE-—IERRECERY
ERERTIZAERRENBEARENERTFRENEIERE, AR5, EFUEE PR, TH
LESE , BREEEARBFEPMAR , FREGQUEREBTFEMECRE | DIRCIZE M

REEFNEAR,

1. EERIENNEREG AR , ERENNREFEMR,

2. & FrREm Mod , &FESISRRE.

3. WARBTFHER, KXAATUREFMEGSEHALRNAR , EAXN YBI R ENRENR TS
Z | PIInKSEFH Web NAERF.

4. HFEFAGEHSF , MARMNTEZE, EXWAZRANESER , FEH. R ZEEN

5. ﬁ#:zF-F_Z’Fo

6. ERFEREEBEOSD , MARRRENERM. HIW , currentTemperaturefBER RS EH
Web R R K& Ro

7. (W& EBAMEN , ANEREREME. MABMER , ARNRERNESNE ik
B—NMNEMERE, EESNNEMERE N AET, HlI0 , temperatureFormata KA
scurrentTemperatureBEMEY , JURELRESIRRE. EMBRE N ZRIRER RN
BN , BIRZRIZE M0 A ER,

8. HEEREFEH K MAENEENRREEZNWRE, ERZRRELERFMEMIRE B
BIARMEE, Hltn , viewTemperaturedJaER RS EH Web NARFHH —MEE, EM
BRE N ZERRENINMIRE | BEBZIRESDHBER,

9. HEXHRBPNEMFEF , MAGNBHNEREBFEHIECRENEALBENER. BRIAMER
T, AFERMELFE , B UER,

10. iij:gF-F_bFo

M. EXHAERBEOT , BN T EHETIER SO KR,

. MBI ID MEMIFHEH Verified Permissions S AR FEZEEM  FEREAEN., E
WINEAEBEMY , FEBRRNEYE. BIELEMRIEREE |, Verified Permissions 2 AEEMN
BHE. EBRENEZEHEXBEFTNINEY , BB ZEEEZLNBE.

elfed A 19
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Amazon Verified Permissions AriEE

- WMREZFXAN ID MEEFHERD ID HiGRSHEREM , HiEHF Cognito AF M. Amazon
Cognitoie #FiE A P 8k, EFAWS X HE A EiE#R Amazon Cognito A A
it ID, EREE. BXREZFEE , H2H (Amazon Cognito FFR AR IERE) FHER

Amazon Verified Permissions #1734,

« MRFFEAD ID MBEMRMINEE OIDC REREKR ID and/or HETHEPRE , HIEFEH
#0 OIDC R#E , ARPMEHENSTHEARES

12. iij:%-lt_io
13. ERBIFAGEHOF , RENE - Cedar KE&H A AR REEHIR,
14, EEHTEFESP , EEFMNEREPIRENRAT T4,

- EEBETH , BRBAEATRETZF, EATNTRENEIAFERPERZESK , REN
ZEMBA —NREFREF, B0, user-idAIAR XS EH Web B AR HI K KRR

o
(® Note
mREFEARZE Amazon Cognito , N SEAEFRIRFFE R 40N <userpool-id>|
<sub>,

« REFBEEA O FZERMEN A T R4 P FRE 15
15. ERRCEFRYP , BERBUSE TEN BPL R R TIRE,
c RRBERR , FZEBMATRERR. EURBEANRRFRPERZER , REH

ZRBRA—DNEARRF, B8, temperature-idA LR X SEH Web M ARFEHH
SSAEFRIRA o

« REFBRR , FFZRBENA T R TP ORE R IR
16. HREEEFERP , BERNUSE EEITRIRE.
- ERBEREES  FZRBNATRERE. THREEANREZRSD  EHRESD
Y EIE4E
- REFBERE  FZERBENA T R TP RERE,
17. ERBTRH D PEFT LR, ERERKEFMR.
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https://docs.aws.amazon.com/cognito/latest/developerguide/amazon-cognito-authorization-with-avp.html
https://docs.aws.amazon.com/cognito/latest/developerguide/amazon-cognito-authorization-with-avp.html

Amazon Verified Permissions

RAriEmE

Set up with APl Gateway and an identity source

ERIRER I API Gateway M & 13 IREC B 5 7% 0 2 RIE 1745

% API Gateway TR LT APIs BIER R RRBERERY , ZRBESERFAFNEFANARMY
HERPURE, R E - NRBEFEE AT S 0RARN RN , URERM Lambda FERTHY

APl

IdP VAP REBEEARNENERA (IDTHE) , BELBRABNETX (FETSHE ). API
Gateway APl FEY HEFIBR BTG R N BRI RNWIRE, EHNARRFERAIER. EALIE
AENEGR  BRIIENRSCIERIEEM. Lambda BEH APl Lambda M5 . TR I/ERE

&, BUMAEN API 5B Lambda B

1. HEERITENNREEFIER , EFRUBRHTINREEME.
2. 1 “FFRRED o , R REFH N API Gateway MBBRR , REERE “T—F7

3. HE “SAREBEMRME S| API T |, EEFE— APl , ZAPIFRERIF# R FENIRENE

#,

a. MAPIHEENMEPERHENE , REEESA AP, BX APIBIERNEZER

2% Amazon AP| Gateway FF X EiErMH H 7 REST APl iR B ER.
b. MESAMERMEELR,

c. EFEHMRRIJRE , BT API Gateway B A PSRN API BRRHFE , RARERES

A APl AEE E#,
d. WRENBCHERRIRE , BEE T

4. ESHXRRD , EFEFHREEXRB, FRALEE Amazon Cognito A s OpenlD
Connect (OIDC) IdP £,

5. WMR{REE Amazon Cognito :

a. I&E AWS X 5 AWS K/ SR RIS 17 XM E 8 A ot

b. EBREABALAERXENMN APINTHERE, AHPTHEXENIESAFE  XRXHE

AP| RERAY DR B 5y Btk
c. ENRAEFEFERRIET , SWNKREBFENEERNSESRAFBPE—

Amazon Cognito NARBFZEFin. ZEERZAFPEAAFEFHN—IRSNMNEENARE
FEFIRHTHEMRIE , FEF ESTHNARFEF RN THE IDs, EEZTMAE

HAFMHTHEHRIENAS | EEFEFARIENARFEF R IDs,
d. ﬁ?%jt_io
6. WMREEFEINEE OIDC Rt

elfed A
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10.

11.

a. EEFHHE URL & , WIAEH OIDC R1TAM URL, flin , XREHRBRESESE. £
ZEAURBXRENREEHEMERNRFHK/https://auth.example. com.
EBHRFHIH URL A3EE OIDC KIH , MikN, /.well-known/openid-
configuration

b. ETHEXES  REEFELNNARFRERIUITERNN OIDCIWT X8, BXESZE
B, 2% Amazon Cognito TS EIZR¥F1HF OIDC TS EI%EH,

c. (W) ETHEFHE-ILER , ERFNCEFE , AASHENEHN , REEFRESRE,

d. HEAFPNBATHERS , JITUTERE

i. EHORNTHEPRARFERER. BEsub , XRXBEN F DL R TE
BB, ZTRESFITASSERIME—PRIRRF, REEEA OIDC IdP #Y & 17 FFHR & F
IRV RS A RV A PR AL,

i. EEOERNSHEPMAFHAFAEN, BFEgroups , XRXRBENEMIERH R T
SR  HPha2AFNEHEYIR, SRNRBEMESREFENK R BENERIHT
B,

e. EZARRWIUEAP , EFEADD valueHARMEFLEREBHEERDNFRPEZNE

f. ﬁ?¥-|:_$o

MR E%E$FE Amazon Cognito , “ERIENR" B WENAFMPRNEAH, T OIDC =it
B, EFMALE. FREIERATHA SRIUNECHRETFHELUERATHEARANITERE
Y SR BE

a. ERIFIMNESSERBPOEAL,

b. RNEEFENBNEED BRI,

C. iij:¥-|:_b':o

£ Depl oy NARRFERT , EEBEREREF K Lambda T#iXE , k2B UL ERIFHNIR
M EIABRITIGRE , HEBERIUENR TN AIEREF#M Lambda FRXE MRS R,

ER TR RIRN | EFOEREIFMHE,
EX R PREF REFHRYS SRAETHIRES , LEY BRIV R 2 7R 62 /93
E.

—BREE (BENKRNY—NDIE) |, BESH D eploy Lambda R AT RERKINAET , R
CEBRFHEEENTG , BEREENRNT.

Z WU BRIFE B/ API 8|2 — 4 Lambda EE M —/ Lambda &, &F “4TF
API” LS BI&HY AP,

elfed A 22
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E 7RIS E Lambda #fXJ5 , 28 A mazon API Gateway F7F & EIEEHHIFEH AP
Gateway Lambda B,

a. SWMIEHN APIHENT , AT ERIENREGZHBRNITHE .
b. SME “HWR", RRE AP PiEE ML S %,

c. TE“HEBERIEE Tk “RmE".

d. FENEREANEZAIZTHEREENR,

e. B HTTP BRH#FL |, MABFHRAUTHORIZATION , RFIEHEHSE,
f. I8 API M ER,

9. REENER.

12. FRBEEREARESRHEBRNSERRBENAFMSERNRENRENS. BXxAFME
FMERSTENESZEEL |, 1§21 Amazon Cognito FF X & EFE M A F it 5 HRIERE,

13. £ API FERAJAUTHORIZATIONFRER R £ A Foth 5 B8 B RN i & A3 B0 iE
14. RELZFFREFHE MNHATEBR,

Sample policy store
EFEATRAIRRTFREES EZCIERBEFE , BRAUATIRERE

1. & “BIRIETC BoF |, EBETREIRE T
2. ETRFImMBESDH , EREFEAWN KRG Verified Permissions NAEFIIEKE,

* PhotoFlash2 —MNEEEFH Web RRAEF A , EEAFEREERRAZEN AR HHE
fite AP AU AFHEESR, TREMEFAZRFREBANR. KA EEATLGIELF
RA , FHRAEZEEIAEMF,

» DigitalPetStoreR —MNREINAREF , EAABAIREEFEMARNETS. B/ A LR
HERY. BREVYNTE, MIEYNEFRBICRAZMEAN. BUEATUEREY
MEMEE. LEENRAIMBRENELE. ETENETFRBICEKNITERBEE. TEMR
BETURIITENEAEEHECEIT R, EYEELEREEENR,

® Note

DigitalPetStore R I K B 17 X F 1B REEHEMR . PhotoFlashF TinyTodo R 5l K B& 17
it DIERBEAER
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* TinyTodoR— M ARFRAFRIBESNES RO REINARERF. JIRFABEETUEENRE
BEMIER , HEEETUEERREMIINTIER,
. RESBFELERNROTE , BN ROIKRBFENRBYER - BB ZE.
4. EEBIERBEFMH,

ICHY RS R E R QIR RAIRE AR RBEMEWCEN . BXRETN REIREIFHE
BIEMNEREERBNESES |, 5 MAmazon EWIENRREIERFTEIREE.

Empty policy store
EEARERREREES L ERBEMR  BRATIRRME
1. HEBEIREIC &5 H , RRBFERBEME,
2. HEERABERBITME.

BENERBEMXERNE  XERERBARALZIRIE, EXEHNRBEHEHNNEZER , TS
¥ Amazon Verified Permissions R 174 4247,

ERARBEEVBRENEZEER |, 85212 Amazon Verified Permissions &7 5 B # €1 2
5 Amazon BAUFBRIE MR BV BUR

AWS CLI

EFEMA AWS CLIBIEZ R , BRUATIREE
BT LAMER create-policy-store REBIER KM,

(® Note
FRACIZHREEZM# AWS CLI I Z=,

o ERINZEK , 53 E Amazon Verified Permissions K 1Z #4288
o« ERMER  iFS 012 Amazon Verified Permissions 872 KB o
« ERMEKMEER , FSEAE Amazon B0 IFAN R R IEER,

$ aws verifiedpermissions create-policy-store \
--validation-settings "mode=STRICT"

{
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"arn": "arn:aws:verifiedpermissions::123456789012:policy-store/
PSEXAMPLEabcdefgl111111",

"createdDate": "2023-05-16T17:41:29.103459+00:00",

"lastUpdatedDate": "2023-05-16T17:41:29.103459+00:00",

"policyStoreId": "PSEXAMPLEabcdefgl11111"

AWS SDKs

BT LAE R CreatePolicyStore APl BIEXRIEFEM . BXESZER , H5
# CreatePolicyStore {Amazon S IRIEX PR APl SEm/E) .

£/ AWS B4 7F &k TE @ Rust 3R 552036 UF X R

ARETIRMTEH AWS HH4F A T ESTE Rust F3EI Amazon BIERBRAYEFRRHl, LR
BlEBMAFA R - EA - RREBEERAFNRNER, RAKRBEMAXRE aws-sdk-
verifiedpermissionscrate 5@ T Rust B AWS SDK , B# 7T —4HATE5 AWS RE2XERE AT

>0

FRFZ M

HEIT el , FHARERSGE LEET AWS CLI, # B3 Rust.

« BxLEMIHEE AWS CLI, i3 AWS CLI ZZiEw,
. BXBEEMUEE AWS CLI , HZRFMEEI%E AWS CLIFE ERMEEHF1ZE, AWS CLI
« BX Rust WEZEER , S rust-lang.org M Rust AWS F AT EGF KA RIERM.

HEBFHRHERE , LRIMRFF WAL Rust FRABBIENRR,
M R BICES
REUCBIAT AT RAE -

. BEES2BEN SDK B AWS
. BIRERTHE

. EDFIEMNE N R T 41T

. A TREBRERN SR

- EENRBRER AR TR ELE R
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https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_CreatePolicyStore.html
https://docs.rs/aws-sdk-verifiedpermissions/latest/aws_sdk_verifiedpermissions/
https://docs.rs/aws-sdk-verifiedpermissions/latest/aws_sdk_verifiedpermissions/
https://github.com/awslabs/aws-sdk-rust
https://aws.amazon.com/cli/
https://docs.aws.amazon.com//cli/latest/userguide/getting-started-install.html
https://docs.aws.amazon.com//cli/latest/userguide/cli-configure-quickstart.html
https://docs.aws.amazon.com//cli/latest/userguide/cli-configure-profiles.html
https://www.rust-lang.org/
https://docs.aws.amazon.com//sdk-for-rust/latest/dg/welcome.html
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A= R B

1. ﬁUE_/I\ RUStIJﬁEo
2. FHHmain. rsEAIHERBERAUATRE :

use std::time: :Duration;
use std::thread::sleep;
use aws_config: :BehaviorVersion;
use aws_sdk_verifiedpermissions::Client;
use aws_sdk_verifiedpermissions::{
operation::{
create_policy::CreatePolicyOutput,
create_policy_store::CreatePolicyStoreOutput,
is_authorized: :IsAuthorizedOutput,
put_schema: :PutSchemaOutput,
},
types::{
ActionIdentifier, EntityIdentifier, PolicyDefinition, SchemaDefinition,
StaticPolicyDefinition, ValidationSettings
},
i

//Function that creates a policy store in the client that's passed
async fn create_policy_store(client: &Client, valid_settings: &ValidationSettings)-
> CreatePolicyStoreOQutput {
let policy_store =
client.create_policy_store().validation_settings(valid_settings.clone()).send().await;
return policy_store.unwrap();

//Function that adds a schema to the policy store in the client
async fn put_schema(client: &Client, ps_id: &str, schema: &str) -> PutSchemaOutput
{
let schema =
client.put_schema().definition(SchemaDefinition: :CedarJson(schema.to_string())).policy_stc
return schema.unwrap();

//Function that creates a policy in the policy store in the client
async fn create_policy(client: &Client, ps_id: &str,
policy_definition:&PolicyDefinition) -> CreatePolicyOutput {
let create_policy =
client.create_policy().definition(policy_definition.clone()).policy_store_id(ps_id).send()
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return create_policy.unwrap();

//Function that tests the authorization request to the policy store in the client
async fn authorize(client: &Client, ps_id: &str, principal: &EntityIdentifier,
action: &ActionIdentifier, resource: &EntityIdentifier) -> IsAuthorizedOutput {
let is_auth =
client.is_authorized().principal(principal.to_owned()).action(action.to_owned()).resource(
return is_auth.unwrap();

#[::tokio::main]
async fn main() -> Result<(), aws_sdk_verifiedpermissions::Error> {

//Set up SDK client
let config = aws_config::load_defaults(BehaviorVersion::latest()).await;
let client aws_sdk_verifiedpermissions::Client: :new(&config);

//Create a policy store
let valid_settings = ValidationSettings::builder()
.mode({aws_sdk_verifiedpermissions::types::ValidationMode: :Strict
D)
.build()
.unwrap();
let policy_store = create_policy_store(&client, &valid_settings).await;
println!(
"Created Policy store with ID: {:?}",
policy_store.policy_store_id

);

//Add schema to policy store
let schema= r#"{
"PhotoFlash": {
"actions": {
"ViewPhoto": {
"appliesTo": {
"context": {
"type": "Record",
"attributes": {}

I

"principalTypes": [
"User"

1,

"resourceTypes": [
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"Photo"
]
},
"memberOf": []
}
I
"entityTypes": {

"Photo": {
"memberO0fTypes": [],
"shape": {

"type": "Record",
"attributes": {
"IsPrivate": {
"type": "Boolean"
}
}
}

I

"User": {
"memberOfTypes": [],
"shape": {

"attributes": {3},
"type": "Record"
}
}
}

}
}U#;
let put_schema = put_schema(&client, &policy_store.policy_store_id,
schema).await;
println!(
"Created Schema with Namespace: {:?}",
put_schema.namespaces

);

//Create policy
let policy_text = r#"

permit (

principal in PhotoFlash::User::"alice",

action == PhotoFlash::Action::"ViewPhoto",

resource == PhotoFlash::Photo::"VacationPhoto94. jpg"
);
e
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let policy_definition =
PolicyDefinition::Static(StaticPolicyDefinition::builder().statement(policy_text).build().
let policy = create_policy(&client, &policy_store.policy_store_id,
&policy_definition).await;
println!(
"Created Policy with ID: {:?}",
policy.policy_id
);

//Break to make sure the resources are created before testing authorization
sleep(Duration::new(2, 0));

//Test authorization
let principal=
EntityIdentifier::builder().entity_id("alice").entity_type("PhotoFlash::User").build().unw
let action =
ActionIdentifier::builder().action_type("PhotoFlash::Action").action_id("ViewPhoto").build
let resource =
EntityIdentifier::builder().entity_id("VacationPhoto94.jpg").entity_type("PhotoFlash: :Phot
let auth = authorize(&client, &policy_store.policy_store_id, &principal,
&action, &resource).await;
println!(
"Decision: {:?}",
auth.decision
);
println!(
"Policy ID: {:?}",
auth.determining_policies
);
0k(())

3. BEEAELUcargo runFHRARETRE,

MBEREZTER , NAKNERRERKAIER ID , Decision: AllowEHEHEE R KL
Do mi"ﬂi#!ﬂ'ﬁﬂﬁk%ﬁﬂﬂ%%ﬁﬁ%#ﬁﬁﬁ:ﬁﬁﬁﬂ: Rust B9 AWS SDK X & 3#47 7 i,

BE RIR
B ERBEFEE  FEBIBR,
I Bk 3% B 1

£ Rust BI2 KM FHE 29



Amazon Verified Permissions AriEE

Al LAfEfdelete-policy-store R EMIBRRBE1F 4 , PSEXAMPLEabcdefg111111%&#: 7 EMIBR
HY SR BEf7 6% 1D,

$ aws verifiedpermissions delete-policy-store \
--policy-store-id PSEXAMPLEabcdefg111111

MREY , TR EE MR H,

5 AP| XExB R BE 704

—NERNAGIRERL DI RRZNAFIFE APIs #£E 1 Amazon API Gateway £, £/
AWS 4|8 FES , LA LA Amazon Cognito REIER A P HIEM OIDC Z R HE (IdP) &
BETAGNERE , FIEH AWS Lambda A BRIENRE RN G RIFEIX LK,

ERKES  FHELEFNERKFEMERIRES N API Gateway M RHHE , ARERSRHET
B®R1E,

EREE API KB REEM , CLNRNERMBLNRNERNER. KREEEEES—NS0R
M—NEEZBCRIENER Lambda #fX#E API Gateway , SIEREKFZM#E , BOUURTERFWE
4B RIS R AP ER, fla0 , “BRIENERE" ReEME TiZDirectorsBHHEMANAF R FIHRN
PR

BENARRNEK , BALUER C edar REIESXNEFAFEHEMTE OAuth 2.0 FIBHAE R
flan |, “BRIENR" ReEAEHF B email B /AP R FIH R Rmy company . co. uks

AP REERERE  HTHRERXNAFRTEORIEHENARFPER API ER , ARk 4%H
IEHYRBE T o

EMEETR , HEEHAmazon Web Services YouTube 518 LB Amazon B 5 iE A FR-1RE A | T 485 F

=
/ﬁﬁs/_ﬁo

£

- £RIENNRINAIRR APIER

APl XER KRB 7 H U E BB
TRINE T B MM 124 (ABAC)
BEATARH#ALE>H B AWS CloudFormation
X API XEX R BT 1T PR BERR
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/A Important

IBE BRI RIEH A P FEHRE AP| Gateway AR B B FRIE IS BRI R EMT

ERATIUIEBRESHR, FAVNEERER  TERNEREANEREEZERESEH
F| CloudFormation., AN EREA X FERIEMNNXRIPEREF~HKEF, AWS Cloud

Development Kit (AWS CDK)BXEZE L , HS B U T AR AL~ AWS
CloudFormation,

FERERE API M SRR FHET , BWRARFER APl K HERNSERIIRLFERAF I
Th. ENRBEFEENSDRICKRIINNRREASERIE. SEE IsAuthorizedWithTokenAPI
RIENIER, principalVerified Permissions B4 F B A K R BIEHIERRE , &4 (ID) s
B hE ( Blicognito:groups A ) AEFA S BT R, &M APl 7£ Lambda R 42
RKEEHWRARFNTHE , ANERRAERIEARUMERIURE. HEH APl IEIRB Lambda
BRI AWRPURERN , BB EREBAEHBIFBRRIEL ZER,

B @RFEMNEA SRR API Gateway A HYH 5 262
« AT XAmazon Cognito A PF#THHRIEM DA A P OIDC IdP., AFMWSERSERFEARA
BERUARERIENBRELNREEEPIIENEREAR LTI

- —/NAPI GatewayREST API, Flan | “BIRUENRR" EXKRE API BBEF APl FiERE
YEMyAPI : :Action::get /photoo

« —/N Lambda EHEF — APl B9 Lam bda %1 #&, Lambda RENEHAFEHIREFTIEEDTE ,
BERERIENRITR , RAENRFKIERES, AP GatewayiR & F = API Gateway & 43R TIE7R
B2 B3I RERIZEL Lambda T A,

- BERIENRRIEEE. REEMERIURRZE/M Amazon Cognito A thEl OIDC REREH., KEE1FME
BT BN API WELE , RETAFAS AT AP BEXRBRER,

- —HERER IdP XA P RAT S ORIEH NS EMNE AP FERONAEF.

23356 9IF A PR a0/ 24X API &R

LR B RRE T IR R RE SN FM0FEBR |, Ver APl Gateway i fied Permissions &%
RESTFRERAFNER., RHNRBERBRT API BEURGERERRINTXERENAFE, 2EKIE
HIAPRIE £ 612 Lambda ERERATNE .
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1. =M F P @33 Amazon Cognito SiE A OIDC I1dP RSN N ARFER. P MASBEAFEEN
ID FT5 R &

2. BHNARFFME IWTs. BEXEZER , 5[ (Amazon Cognito F R EIEmM) FHERA /M
EATHE,

3. BHAFEREHN NARRFLIMNIAI AP K RHEIE.
4. SEHIRI AR F MR REST APl E3REUE API Gateway, ©2MiiN ID S if RS EERERIRL,

5. MREH API EATRENRENESE , NS REIZHNME, MREFCEAR APIREYHIE
7 , Il API Gateway £ ERSHBEELE TS Lambda B E,

6. Lambda BREUE API [a B B U PR R BE F % K IERAE K, IsAuthorizedWithTokenLambda BI#K
BERRENER -

a. BAFNRTEREFTE A,
b. Hl40 , APl 5325 APl BERELEEGetPhoto , ERERYE,
c. ApplicationfE R BIRHARE,
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EQ|E 5 AP XEXRBE T |, BXTEASNERE AWS ZREAZFZERIENREFE, ZAFI
£ 7 — CloudFormation 3tk , XX AT AE Z N AWS BREHEKRVERIR. ZEZFRALTERIE
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Hi'EE R HEXLEEIE,

BEUTARHEALEZH R AWS CloudFormation§ x BRI R8I ERNELR | 31,

wINETEMEN RS (ABAC)

5IdP WA FHRIESTFERIRE ID MiFETE. SRLUFXAMSEERPHNER—FERTIEE
THEIBLEN APl WA ARFBER. RIBELEERFHENFTMAESR , "RIENER FERME

HNSHEZz—. IRMKREFLSEXAFRFARARENER. BXTEEENESLEES Amazon
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https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pools-define-resource-servers.html
https://docs.aws.amazon.com/cognito/latest/developerguide/user-pool-lambda-pre-token-generation.html#user-pool-lambda-pre-token-generation-accesstoken
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BT A#H AL ER AWS CloudFormation

5 API RERRVREE 76 B B — M RIEME AP REERM G X, API Gateway Bl EERAENARERF
BRRAHRNNHAIRR, IRV RBF@EE |, BIEAETERE, 24H Lambda &R 77,

B RS HE API VRN , ERXN KB FEREZNARBRTRESER. 5 API XERNRBF# 2B
M API R EFHERN , @I RIFANRNEE G ZREEFME T API TR, MREMN APIE
RERHZ , WTRFEEEATNREREREESLERE.

VMIEWNARFMNENREER FEHEINENERN | BHHEF AN AP XEKEXBEE S B31{LARE
ER. FARESRR , RNBUEAEREEEENNRES BRI AHS R EM AWS Ik~ FH AWS
CloudFormation #ix# AWS X1,

5 APl RENEKBEEEIRERNEREVRKRIEFZMEM Lambda #XE, Lambda BN HFE Z/MREUR
Ro BIRIFNPRFIX L RIRLIEBR BH3B) CloudFormation £k, BEIHBR| L ZINE | BRI
REEZEME M Lambda BN A ARWESIERF, 5 API XBENKRBEEFERUATREREAR :

1. AWS::VerifiedPermissions::PolicyStore : SRR E HE|ISchemaDefinitionXN R, F" AR
XA\

2. AWS::VerifiedPermissions::IdentitySource : Mlist 5% B& 7% % B 19 i HE GetldentitySource A&
B, HREFEHTEI

3. HAh—IM=E;H ZAWS::VerifiedPermissions::Policyll : &K FHE HZDefinition K,
FrAaeE LA\

4. AWS:: Lambda:: Function , ::: Role , AWS::: Policy , IAM::: Authori AWS zer , :IAM:: Authoriz
er , AWS ApiGatewayAWS::Lambda::Permission

LT ERRROIREEFMH, ST SURIA#ERPH Lambda R 75 5RM E LENR

"AWSTemplateFormatVersion": "2010-09-09",
"Resources": {
"MyExamplePolicyStore": {
"Type": "AWS::VerifiedPermissions::PolicyStore",
"Properties": {
"ValidationSettings": {
"Mode": "STRICT"
1,
"Description": "ApiGateway: PetStore/test",
"Schema": {
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-lambda-function.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-iam-role.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-iam-policy.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-apigateway-authorizer.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-lambda-permission.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-apigateway-authorizer.html
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"CedarJson": "{\"PetStore\":{\"actions\":{\"get /pets\":
{\"appliesTo\":{\"principalTypes\":[\"User\"],\"resourceTypes\":[\"Application\"],
\"context\":{\"type\":\"Record\",\"attributes\":{}3}3}},\"get /\":{\"appliesTo\":
{\"principalTypes\":[\"User\"],\"resourceTypes\":[\"Application\"],\"context\":{\"type
\":\"Record\",\"attributes\":{}}}},\"get /pets/{petId}\":{\"appliesTo\":{\"context
\":{\"type\":\"Record\",\"attributes\":{}},\"resourceTypes\":[\"Application\"],
\"principalTypes\":[\"User\"]1}},\"post /pets\":{\"appliesTo\":{\"principalTypes\":
[\"User\"],\"resourceTypes\":[\"Application\"],\"context\":{\"type\":\"Record\",
\"attributes\":{}}3}3}},\"entityTypes\":{\"Application\":{\"shape\":{\"type\":\"Record\",
\"attributes\":{}}},\"User\": {\"member0fTypes\":[\"UserGroup\"],\"shape\":{\"attributes
\":{},\"type\":\"Record\"}},\"UserGroup\": {\"shape\": {\"type\":\"Record\",\"attributes

\":{3}3333}"

}
}
3,
"MyExamplePolicy": {
"Type": "AWS::VerifiedPermissions::Policy",

"Properties": {
"Definition": {

"Static": {
"Description": "Policy defining permissions for testgroup
cognito group",
"Statement": "permit(\nprincipal in PetStore: :UserGroup::

\"us-east-1_EXAMPLE |testgroup\",\naction in [\n PetStore::Action::\"get /\",
\n PetStore::Action::\"post /pets\",\n PetStore::Action::\"get /pets\",\n
PetStore::Action::\"get /pets/{petId}\"\n],\nresource);"
}

I
"PolicyStoreId": {
"Ref": "MyExamplePolicyStore"

}
1,
"DependsOn": [
"MyExamplePolicyStore"
]
1,
"MyExampleIdentitySource": {
"Type": "AWS::VerifiedPermissions::IdentitySource",

"Properties": {
"Configuration": {
"CognitoUserPoolConfiguration": {
"ClientIds": [
"lexample23456789"

1,
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RAriEmE

"GroupConfiguration": {

"GroupEntityType": "PetStore::UserGroup"

},
"UserPoolArn": "arn:aws:cognito-idp:us-
east-1:123456789012:userpool/us-east-1_EXAMPLE"

}
1,
"PolicyStoreId": {

"Ref": "MyExamplePolicyStore"

},

"PrincipalEntityType": "PetStore::User"
},
"DependsOn": [

"MyExamplePolicyStore"
]

X4 AP F<BR 5 B 17 i 3t 1T i P Bk B

55 A AL BV 1S B SR EE B IR 12 T F{E E #9732 5 Amazon Verified Permissions API < Bk B9 5k B& 124 FEE 8L Y

® W&,

£}

s REHMTBEK , BERIREZERE

« BfF Lambda #IXEEMMEIEN AP B, BEEFERRIER
- RIE T ERTINRIORE , BEERNEE

o BREMNEH Lambda BRHMHEERK BE

« KM Lambda R TFE

« B API L THRE VPC H , TERARKES

s REERNENERPLERMASEY

- RAFMFOERE BELTXEHEIRREY

B BEHEE
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BEHTBER , BERNREZBAE

RINERT , ERUNRF Lambda R EE R FEIORKERF 120 ¥, RoHFER , REE
BNALERAEEFE, BXESZEELE , 52 % Amazon AP| Gateway FF A BIEEFH B A APl E17LUE
PRI R BE A .

- Lambda 2RI MNEI KB API 1, B EREEMRNIBER

EFRGEER , BXRHERNEFTEEN API BB, BXEZER , B35 Amazon API
Gateway FF R EIEETRIEE RES T API,

BRI TEETINRNRE , REERNEE

5 APl XERHI R F RS N B RS € — 1 Lambda B #. ERIEMNRS B3I REHRR
REZEMEIRNERHLT, QIBRBEFMHE SRR NEENERHERPRIZE,

EM AWS CloudFormation 4| A R FEH Lambda B , BEFTEBE#NSATE LERRE
EBBIZ,

BT LATE AWS Lambda &1 A R R BB EK. SMBIKKRES AWS XiF ARG 4 | 8RR
RN BB FAVPAuthorizerLambda, MIRZEBIE T Z1NE API BRI FH 6 BEARKN L
RS S e (8] 2 53R BR 1768 B9 81 2 4B < BX .

BREMNER Lambda R REER B E

Lambda KB EIERHNFHBALE RIERELS#F, CloudWatchBEEFZMW HE |, 57 Lambda
BHAPRIGHEE , RAERRERENF, %£FEEEF CloudWatch BEHEFEASEHFNEE.

BAX Lambda ¥ AEHWEZEE , iIFSHAWS Lambda FF X E1ER AWS Lambda® #9ff Amazon
CloudWatch B&ES5—E2#EH.

EH Lambda BRRXH W FFE

SER API XEXRERFEMMIRETS , BTV Lambda B 5 KT INEIEE API, INRIETE APl Gateway
BEEHAERERTEENE , WENRBEEENEMTRATESAMBERBB, 5 API BRI 76
LR FEHEEHE®R TP, CloudFormation

ERBYRBERN , ERIENRLETR—NMIE ‘REHNE IR, NIRECXEFTUHRE ,
E Al CloudFormation #2#l& , EHRIEHHERFERABZ NN BN . AVPAuthorizer-<policy
store ID> CloudFormation FE#ikEBMNMHFRE T TR HELRER,
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https://docs.aws.amazon.com/apigateway/latest/developerguide/how-to-deploy-api.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/how-to-deploy-api.html
https://docs.aws.amazon.com/lambda/latest/dg/monitoring-cloudwatchlogs.html
https://docs.aws.amazon.com/lambda/latest/dg/monitoring-cloudwatchlogs.html
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B X CloudFormation Hek M FEHERREVEEBY |, S8 (AWS CloudFormation B F#8/E)
CloudFormation ™ By # FE HEBR .

BH AP U TRE VPC H |, TERBARNA

ERIURBRFZIFEY VPC LinT K1 E Lambda B 5. EBAMELEHN API MAERNFH
Lambda B# 2 [E3T FF — SR MR

BEAERNRIEREPLEBHMBHFES

B API REXRVREEFEREMAF TP HNBFAFRARIRE HESKRIENNRRE, EEHRENRN
BRELEREMAFEY  FRXEEEEXIENRESD,

&R LLF Amazon Cognito A PR EY ID MipE R F 2 F RS S RIEN R RBEREH, 5
W, REBAFH ID SEFHAEemailFH, AXFEHREFENFARNIRBNESFES , FSH
F¥Amazon Cognito T HEBRFT FIZR AR OIDC T MRS T 52 M,

BAERNIFAVERE, BELTXEMEIAREME

5 APl XEXHREEFHEEREBIEN Lambda BB R —fRFR. point-in-timeE 1R T 812 API
VRS, RBEFEHENTLNBEIBREMLTXEY , RN BRiIAApplicationB®R D BEEM
JB M R,

6] API N INIRAE ( BREM AL ) B, BB REEFAE L T B RE. BELHMEHIEH Lambda
BB ERIRENRIGER, BUNEMAEEATNREFE W UEHRANENREFH,

EFEMNANBERER  FRIENEN. REAGERNEBTNEE , AN H#TERALEHRH
BE. BERLETN. REREENEN , FEISHVREMNEL,

) B 5K i A

A CAER AWS BRI A SilliBk Amazon ERIEAIIXBRRRERISE AWS CLI, MIRREREFHASKA
T BR 2R 45 LA SR B 7k P Y PR SRS M SR B4R AR, 5 S M BRIV SRS 176 R BX RO PR SR BE 170 31 &t 4
i BR o

T BR AR 37 AT B LE B BRI B 20 . BN BRI E R EEE B A 7 HIERAR AWS BEEH A,
2T , B3 APl 2 SDK AHSI BN E R FEM IS RER1ZI08E,

HTUTERR , &7 EFE ZMRR 70
- BEXTAEXRBHRAARKERNES. BXESZELR  H5H HREH.
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/troubleshooting.html
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« BPBEXFZHEPNARFPHES , AU TBEEZRBFHE,

AWS BB &
B BR 5% Bt 1 fik

1. {IFERIENRESE, BRENREBE,
2. EEMBNSMERSD  EFRE,

3. IEEMIBRILRMEIFE,

4., BEXFEFBA delete , RFIEEMIBR.

(® Note

MRERATHRGEY  WEELFHEHER K AGTRERE NR. EREER , BikE
“ZE R BRR P

AWS CLI
B B 5% B 1 fk

B LA MfEAdelete-policy-storelREMIBRKBETZE , PSEXAMPLEabcdefgll11118RNE
fhi BREY SR BE 17 6% 1D,

$ aws verifiedpermissions delete-policy-store \
--policy-store-id PSEXAMPLEabcdefg111111

LIESY S N A i =Y s S CIE e

(® Note
MRN I REEES A THBRERE , WA EIEITZupdate-policy-storelgEHEH
il BRAR 3 o

aws verifiedpermissions update-policy-store \
--deletion-protection "DISABLED" \
--policy-store-id PSEXAMPLEabcdefgll11111
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Amazon B 58 iF N R IR B 7% Bl B

REEENBRREEEFEARF BN fl, XEFHHE AR TFEFEMpolicy-store-alias/
example-policy-storeM A 2XK5| AKX Fi. PSEXAMPLEabcdefgl11111%KBFiE5IE T A
FEMEZ policyStoreldii AS M BRIENRIBAE,

& LAMEA CreatePolicyStoreAlias APl S f#
FAAWS: :VerifiedPermissions: :PolicyStoreAlias CloudFormation &R 71 5K BE 2% B 22 5K %
FRERA,

Amazon Verified Permissions API AJ SASE£ 12 H 8 AWS K- Mt XK RBF#EBIE. AP
BIEVBREFMED R (CreatePolicyStoreAlias), BERMEIEM BB MK 176 5]

% ARNs (GetPolicyStoreAlias,ListPolicyStoreAliases) AR MiBRER BE 176% B B
(DeletePolicyStoreAlias) HIigfE,

£

- RBEMAIENEML

- B Amazon BRI RF R F 5B

- IEFERZE Amazon BRIFN R RBEF i 5l

- HiIBR Amazon ERIF IR KBS F 6k B B

« £/ Amazon ERIENRERE AP BIEFHFMR AR
o PREIXS R B 74 B B BV B AXFR

Rt B B R E S
7 5 2 30 AR R o ) SR 0 21 B R A TIE 4
HIEE SIS R — I AWS R

RMF# BT ERBEEFENEL, SRR EFEESXRINRETSZWEXBKNRBEIF®E, BT
MERREEF# DD |, MA XX RBEEEEALE. WRBERREFE | 52K FE X
KPR KBS 176 3 B 1 M BR

BNEMFHEA B EE — Amazon BIREM (ARN) , ATH —IRRARBEELE. WREE IAM X
B R REBFHEIIBEENRR , WiZRBENRRBEEFHEIE  MARRBKNREEFE,

BRI 75 B AR
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PIERBFEIEN , EEEERBEMESIE. Amazon BIENRENELIERBIFHED A ARN,

- REgEMB A ARN RHE—FRiRREE 76 3 & B S FRBFR (ARN).

# Alias ARN
arn:aws:verifiedpermissions:us-east-1:123456789012:policy-store-alias/example-policy-

store

- RBEMEBE , £ AWS KPP MXiEH 22—, £ Amazon ERIENPR APl | REETFM#EX5IH
& Llpolicy-store-alias/REI&.

# Alias name
policy-store-alias/example-policy-store

REEFMH B BT RWE

RMEIFHEA B TRERUA XA KN ERE CloudTrall BEMHEMHEEP, FTEERBEFHNEFEE
2 R BRAE B

BN RBE# DS —XBME - R KRB

R IF A Bl B R ELRBRRY RS L8 THEE AWS K~ MXE, B U R F 518 5 E
AWS K F= 0 [X 330 A B9 3 0] 5% B 171 A SR Bk

f5lzn | kListPolicyStoreAliases#ii & Rexample-policy-storeREFM# BB/ EFE—N
BARRBEFEMEREK , ZBRFM#HEpolicyStoreIdE R T

{
"aliasName": "policy-store-alias/example-policy-store",
"policyStoreId": "PSEXAMPLEabcdefgl11111",
"aliasArn": "arn:aws:verifiedpermissions:us-west-2:123456789012:policy-store-alias/

example-policy-store",
"createdAt": "2024-01-15T12:30:00.000000+00:00",
"state": "Active"

Z 5B AT LB R — N R B 7 < Bk

flan | A LA ffexample-policy-storeflexample-policy-store-2%18 5E—/N KB 1F6# iH
REX,
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[
{
"aliasName": "policy-store-alias/example-policy-store",
"policyStoreId": "PSEXAMPLEabcdefgl11111",
"aliasArn": "arn:aws:verifiedpermissions:us-west-2:123456789012:policy-store-

alias/example-policy-store",
"createdAt": "2024-01-15T12:30:00.000000+00:00",

"state": "Active"
I
{
"aliasName": "policy-store-alias/example-policy-store-2",
"policyStoreId": "PSEXAMPLEabcdefgl11111",
"aliasArn": "arn:aws:verifiedpermissions:us-west-2:123456789012:policy-store-

alias/example-policy-store-2",
"createdAt": "2024-01-16T09:15:00.000000+00:00",
"state": "Active"

R X B BE AWS K/ M X A= M — A

Bl , BREE N REE#EBR , 8N BIB 25N example-policy-store “Xi#” AWS K~ A
‘Xi", RBEEXIBXD2KNE, ELEERARBEREINE, BER , £ 24 MMEHIHE , &
AT AR BR R I Bl B H EAMME B ME BTN R EFHEBIA,

BUNEARNXEH I ZEEHEETNRBEFREIE. S KBEEXBEHBHE - E—
B ARN, MIRZEHRIES|IAREEMBIB (HlI0 ) policy-store-alias/example-policy-
store , MAIUAESZSMXEBHETE. E8INXE , EEATRNERFH.

3R B 171 B B AR BR

RIBREERANEE , REFENBTRE 24 hid, IREEHBEZSHNEZEEHEREMHNERE
B, MZERGFHIEL4, ELLHIA |, GetPolicyStoreAliasiREl#HAPendingDeletionikR7ZS
Y SR 71 Bl 2 o

18R] LAE A 31 4 SRR 31 5% W 17 ik

EFfE#E = policyStoreld ( fliNIsAuthorized ) KRMES | B0 LA AR BE 170 B B RARID KBS
Fi, EXHERT , REEFE#DBLTAURBRpolicy-store-alias/. KEFHINBTEEAT
JiDeletePolicyStoreiREFRiR KEEEE,
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IET R A SRR 17 B B SR RE A 51 B ARN KARIR IAM K BResource T EHP IR FM ., EER
3 R BT B B 5| SR B A AR XY SRS A AV 15 R AR |, SRR 50 SR B 17 0 5 &2 B9 U3 R AR o

B2 Amazon B UE X PR KB 1F 6 Bl B

R ME AR AR RBEFM 5 B K5 AREBEHE, 80 AWS IKF XS REFM# 5 & LM=2
ME—0, REFMERESKBFHEIBETHRALTHRXE AWS IKF B4 FiEsiRASH R
BE AR BR, REESFAE AR RV AR , AR BSHR ARNs H IAM R4,

AMINERT , RE 10 MNREEFM 5] B A LER — N R F M xER.

® Note

CreatePolicyStoreAlias2 %MK, MREERSIERIEFMHE BB T MRS F6 B
MEREEAM ID A iZCreatePolicyStoreAliasi®fE , MIRIER I HIREI A MY KB 12 6%
5lF. CreatePolicyStoreAlias{BE2 , MREE I B MR 1Z6E 5 B B AT R KB
fZ4% ID A ZCreatePolicyStoreAliasi®iE , MZEMENIREConflictException,

AWS CLI
DR RIE IR iE BB

& ] LAfE i CreatePolicyStoreAliasiR E QI E RIEF MBI B . AT REIER BRI E R FM# 3B

Hexample-policy-store,

$ aws verifiedpermissions create-policy-store-alias \
--alias-name policy-store-alias/example-policy-store \
--policy-store-id PSEXAMPLEabcdefgl11111

{
"aliasName": "policy-store-alias/example-policy-store",
"policyStoreId": "PSEXAMPLEabcdefgl11111",
"aliasArn": "arn:aws:verifiedpermissions:us-west-2:123456789012:policy-store-

alias/example-policy-store",
"createdAt": "2024-01-15T12:30:00.000000+00:00"
}
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[EE# E Amazon B R IEY PR R B& 17 5l B

B LAEAGetPolicyStoreAliasRERTMAEX B ERMIFHE I BN FHAFE , AEFEAIIHE
AWS Ik XIS REEME B BRI ListPolicyStoreAliasesi®tE , KRR REXKIEF 5
EZEHER.

IR EN SR e A 31 B

£f1ZGetPolicyStoreAliasiRFR RAXRBERMIFE I BN IFMAEE | BIERIK K744
IDo

AWS CLI
BERAXREFENENFARR

& ] LAE A GetPolicyStoreAliasiRER R B EM A B . U T ROIR BB NN KB B
Mexample-policy-storeif A58,

$ aws verifiedpermissions get-policy-store-alias \
--alias-name policy-store-alias/example-policy-store

{
"aliasName": "policy-store-alias/example-policy-store",
"policyStoreId": "PSEXAMPLEabcdefgl11111l",
"aliasArn": "arn:aws:verifiedpermissions:us-west-2:123456789012:policy-store-

alias/example-policy-store",
"createdAt": "2024-01-15T12:30:00.000000+00:00",
"state": "Active"

7 am BUR P TR Bl B

fEAListPolicyStoreAliasesiR¥ESIHE AWS K~ MX BT A REFEDI B, EAILE
RAfilterZHMI M ERERBFH RN KB ERD S,

AWS CLI
5| PR B SR B 174 51 B

& AT LA A ListPolicyStoreAliasesiRES H RBEF@# A B AT RBIFZIE T us-west-2 XigH
1234567890 AWS TKF~ 12 BN B R FE 1B,
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https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_GetPolicyStoreAlias.html
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_ListPolicyStoreAliases.html
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$ aws verifiedpermissions list-policy-store-aliases

{
"policyStoreAliases": [
{
"aliasName": "policy-store-alias/example-policy-store",
"policyStoreId": "PSEXAMPLEabcdefgl11111",
"aliasArn": "arn:aws:verifiedpermissions:us-west-2:123456789012:policy-

store-alias/example-policy-store",
"createdAt": "2024-01-15T12:30:00.000000+00:00",

"state": "Active"
I
{
"aliasName": "policy-store-alias/example-policy-store-2",
"policyStoreId": "PSEXAMPLEabcdefgl11111",
"aliasArn": "arn:aws:verifiedpermissions:us-west-2:123456789012:policy-

store-alias/example-policy-store-2",
"createdAt": "2024-01-16T09:15:00.000000+00:00",

"state": "Active"
I
{
"aliasName": "policy-store-alias/example-policy-store-3",
"policyStoreId": "PSEXAMPLEabcdefg222222",
"aliasArn": "arn:aws:verifiedpermissions:us-west-2:123456789012:policy-

store-alias/example-policy-store-3",
"createdAt": "2024-01-17T14:45:00.000000+00:00",
"state": "Active"

BI| 4% TE SR B 17 B SR B 176 31 B
ERAfilterSHMIIH SR ERBEFM BN BB,

$ aws verifiedpermissions list-policy-store-aliases \
--filter '{"policyStoreId": "PSEXAMPLEabcdefg111111"}'

{
"policyStoreAliases": [
{
"aliasName": "policy-store-alias/example-policy-store",
"policyStorelId": "PSEXAMPLEabcdefgll11111",
"aliasArn": "arn:aws:verifiedpermissions:us-west-2:123456789012:policy-

store-alias/example-policy-store",
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"createdAt": "2024-01-15T12:30:00.000000+00:00",

"state": "Active"
1,
{
"aliasName": "policy-store-alias/example-policy-store-2",
"policyStoreId": "PSEXAMPLEabcdefgl11111",
"aliasArn": "arn:aws:verifiedpermissions:us-west-2:123456789012:policy-

store-alias/example-policy-store-2",
"createdAt": "2024-01-16T09:15:00.000000+00:00",
"state": "Active"

Bk Amazon B 3% iE X PR 3R B 176 3l &

STBRERREFEINBEN , JEUREMER. BERKBIF#SETSEWRKRAREFE, DEREREE
fi 2 BR 5 1% SR B 7 R BREY PR R SR BE 7 31 B o

MERRBEF BB G |, REFED B FRE 24 Dot , EHBRAATESEFER.
AWS CLI
T PR K e 77 A 1

& A] LA Al DeletePolicyStoreAliasi@ 1EMIBR R BE Z 5 BB o LA T R BIMI BR 2 #1040 B9 SR BE 724 31

Hexample-policy-store,

$ aws verifiedpermissions delete-policy-store-alias \
--alias-name policy-store-alias/example-policy-store

£/ Amazon ERIENRERIETE API RIEF 174 5] B

Ef#EZpolicyStoreIdS% ( N, F GetPolicyStore ) B Amazon Verified Permissions & #E#8
A LAEZ R B RAE R EM ID. IsAuthorizedlsAuthorizedWithToken

T BR 5 s 70 51 B 47


https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_DeletePolicyStoreAlias.html
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_GetPolicyStore.html
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_IsAuthorizedWithToken.html
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_IsAuthorized.html
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/A Important

FEAREFM®ABERNpolicyStoreIdS AR , XM BERIpolicy-store-alias/#.
flgn , FApolicy-store-alias/example-policy-store , F2example-policy-
store,

ERFEPEARBEFE S

LR IsAuthorizedin SRR AHEKEZEME BB example-policy-storeRFriRKEEF o

AWS CLI

$ aws verifiedpermissions is-authorized \
--policy-store-id policy-store-alias/example-policy-store \
--principal entityType=User,entityId=alice \
--action actionType=Action,actionId=view \
--resource entityType=Photo,entityId=photol23

(® Note
BT BEfE A SR BE 126K Bl B SR X B iZDeletePolicyStorei#EMIpolicyStoreIdF R,

PSR FME DB AWS X3
SENBBEAMRL —RESD AWS KEFFETHRARFF, SN, ETRE-— I LRUARF
B R R AE A K 39 65 P R IR SR T2 0

 1£ us-east-1 # , R, PSEXAMPLEabcdefgl11111
« £ eu-west-1 # , fRAEEM ., PSEXAMPLEabcdefg222222

FBALESMNXEUETERANNARR , LA F D switch AR SN XIFER ERNE
B, B2, EBITRXKEFURZEFHRRBEEIBNRBFHEIBEREES, FiclE  KBfF
sl B XD RNE,

ERERERRBFES B 48
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AWS CLI

$ aws --region us-east-1 verifiedpermissions create-policy-store-alias \
--alias-name policy-store-alias/my-app \
--policy-store-id PSEXAMPLEabcdefgl111111

$ aws --region eu-west-1 verifiedpermissions create-policy-store-alias \

--alias-name policy-store-alias/my-app \
--policy-store-id PSEXAMPLEabcdefg222222

RE , ERBREAREERD S, SENABESNXEETH , REF#EI BN AEEZXKEH
HY R BR SR B 74

AWS CLI

$ aws verifiedpermissions is-authorized \
--policy-store-id policy-store-alias/my-app \
--principal entityType=User,entityId=alice \
--action actionType=Action,actionId=view \
--resource entityType=Photo,entityId=photol23

BR , FERBF#EBEBERANE, EXHERLT , NARFZHEARBE#EZFRY , &7
REFEEMUIBRIAEFTRBEFEINE. EREXDXER , BFEEGRTFEREACEBLENARFREA
HY SR S 17 B & B AU PR

T2 X SR B 174 B 2 B9 U5 () AU PR

EERBEFRENENERAMTANEXLERBEFEIBRITRE , N TEERE , ELTBENEKE
FHEBNEXRN R EERITRE, BAILEA IAM R IR X LR,

LTETFHRT QENEERIBERE DB PIEHNR,
EXRIEIBR : CreatePolicyStoreAlias

EORRBEEINE K ERAFTENRBEMED B MXBRN KB EFEDBEFUTRR,

« verifiedpermissions:CreatePolicyStoreAliasFATRBEEMBIE, EHME AR
IAM B 176 Bl B N B AR RS PR LR,
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AR RAIRBEE A fEResource TR HIEE T HEMN R EME BB . ERETLUY|HZ /N KT 5
% ARNs RIEEXRKEZME I ZER | flil"sample*", B LUFResourcefBIEERN"*"ARYF
ZREAE AWS Ik FMXiG A I B EARBEED B,

{

"Sid": "IAMPolicyForCreateAlias",

"Effect": "Allow",

"Action": "verifiedpermissions:CreatePolicyStoreAlias",

"Resource": "arn:aws:verifiedpermissions:us-east-1:123456789012:policy-store-alias/
example-policy-store"
}

- verifiedpermissions:CreatePolicyStoreAliasAFXxEXMRIEEFE, LLINRLTE IAM
REE IR,

{

"Sid": "PolicyStorePermissionForAlias",

"Effect": "Allow",

"Action": "verifiedpermissions:CreatePolicyStoreAlias",

"Resource": "arn:aws:verifiedpermissions::123456789012:policy-store/
PSEXAMPLEabcdefgl11111"
}

BRI PR : GetPolicyStoreAlias

ERMEXRBERBFREINBNIFARFE , EREALTIRE R REBTMH S
Mverifiedpermissions:GetPolicyStoreAliasfXfR, IAM

BAT R B SR B 75 BA [0 R 4E A R FIREUS E R B 1708 Bl B RV BR o

"Sid": "IAMPolicyForGetAlias",

"Effect": "Allow",

"Action": "verifiedpermissions:GetPolicyStoreAlias",

"Resource": "arn:aws:verifiedpermissions:us-east-1:123456789012:policy-store-alias/
example-policy-store"

}

BRI R : GetPolicyStoreAlias 50
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BEIIE PR : ListPolicyStoreAliases

BEHE AWS K MIXEAPSIHREEFHEIE  ZREALTRE IAM KB H

Mverifiedpermissions:ListPolicyStoreAliasesi iR, H T LtHRBESEAT4E K K BE 1704
REBEENBRRTLx , HERBEPRRTENELTRA"*",

Hlan , BT IAM REEFE R FEIEAFIHPRAEREFE A BINR, AWS K/

{
"Sid": "IAMPolicyForListingAliases",
"Effect": "Allow",

"Action": "verifiedpermissions:ListPolicyStoreAliases",
"Resource": "*"

}

EXRIEIBR : DeletePolicyStoreAlias
ERRREFREAE  ERARTERERBTHBHONE,

(® Note

M BR IR BE 17 B B A X KRB R E = EE AW , B A ZRB R BHNNARER
LW BEIR, MREERGMERT R FED A |, WALUE 24 DeTE 2 EEHEZ3
Bo

ZEHEAEEverifiedpermissions:DeletePolicyStoreAliasiRiSERIE1F4E BB RN R, £
HNE A VERIBR IAM 3K BE 1764 Bl B M AR KBS PR A IR,

AR RAIRBEE A EResource TR HIEE T R FH A B, BERETWLUIE SN KEZ#S]HE ARNs
RIEEREFEINBER , Hli"sample*", EHAILAFResourceBIERN "*" AR IFEIE AMIBR
AWS Tk = X5 R E AR E BB

{

"Sid": "IAMPolicyForDeleteAlias",

"Effect": "Allow",

"Action": "verifiedpermissions:DeletePolicyStoreAlias",

"Resource": "arn:aws:verifiedpermissions:us-east-1:123456789012:policy-store-alias/
example-policy-store"

}
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PR 1 SR B 17 i 51 B AR
EEMEZpolicyStoreIdFBRIENBAMIBIET | LT SAGE A KB435 k5| AR FM, U8

X#AT , Amazon Verified Permissions &@verifiedpermissions:GetPolicyStoreAlias#tXy

SR BT 0 X 31 B M R ERAY SR B 1T 1B ROV IR R TR

Bl , MRFEARBEREBBMITIsAuthorizedi®F , WERAZTERHE :

« verifiedpermissions:GetPolicyStoreAliasXKu&1FM & MR
« verifiedpermissions:IsAuthorized><ExXK B 176 HI AR

AT ROIREER FIsAuthorizedE 43 E KBS 17 3 B 21T WAL AV PR

{

"Sid": "IAMPolicyForAliasUsage",

"Effect": "Allow",

"Action": "verifiedpermissions:GetPolicyStoreAlias",

"Resource": "arn:aws:verifiedpermissions:us-east-1:123456789012:policy-store-alias/
example-policy-store"
},
{

"Sid": "IAMPolicyForPolicyStoreOperation",

"Effect": "Allow",

"Action": "verifiedpermissions:IsAuthorized",

"Resource": "arn:aws:verifiedpermissions::123456789012:policy-store/
PSEXAMPLEabcdefgl11111"
}

ERFZFEATUERANRBIFEIE |, BR
#lverifiedpermissions:GetPolicyStoreAliasiXfR. #la0 , A TREAFEZERAFEREMEK
Wi Bl A |, BT LB ERIRestricted,

"Sid": "IAMPolicyForAliasAllow",

"Effect": "Allow",

"Action": "verifiedpermissions:GetPolicyStoreAlias",

"Resource": "arn:aws:verifiedpermissions:us-east-1:123456789012:policy-store-alias/*"

"Sid": "IAMPolicyForAliasDeny",
"Effect": "Deny",
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"Action": "verifiedpermissions:GetPolicyStoreAlias",
"Resource": "arn:aws:verifiedpermissions:us-east-1:123456789012:policy-store-alias/
Restricted*"

}
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Amazon Verified Permissions K B& 174 28 #3

RN NARFENRERBEEHUARNARFERNBERFIRERNRENFH, ETHER
UEABRA Cedar ALERMM AN 2BBIXF] | FSHARMEZE.

BXREZER , F5H (Cedar REEESSEEE) FHY Cedar BT,

(® Note

B LA B kR 2B E Verified Permissions FEAEM |, ERIIBIIBIUEEESTREFE
AR, BIEFEKBEE |, Verified Permissions B] LAfE F 58 #3 5K 56 iF 56 | F 544 A 5| A B9 S48 A
B, MBREBRDPEHINTESHRAATHRINENFZHEIR, MREBUZEBERIE , WFT
AR LATEIZEN,

AWS EE#EE &
EOERN , FRIUTSRIRE

1. fIFERIERRIZHE &, ERENREREE,
2. EEMSMERS , ERERY,
3. EEBIEREN,

AWS CLI
ERIHMEN , SEMA AWS CLIEBSREEN , BRATSRIZE
ZA LB IZ TR AL F LT REIE) AWS CLI S &R0 2RI 70 .
ZRFEATELUT Cedar NEHIEM :

{
"MySampleNamespace": {
"actions": {
"remoteAccess": {
"appliesTo": {
"principalTypes": [ "Employee" ]
}
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},
"entityTypes": {
"Employee": {
"shape": {
"type": "Record",
"attributes": {
"jobLevel": {"type": "Long"},
"name": {"type": "String"}
}
}
}
}

BRI JSON BN N BEITERE , AEHEM EEBREERNFER : cedarIson, A TR
fIfEA schema.json XHEHRWELTRE , ZXHEE JSON K LA,

(® Note
ATETHERE, KA RHIRAHRRITER. BUTFBIXERE—TL , IFBTS
BEIEE,

{"cedarJson": "{\"MySampleNamespace\": {\"actions\": {\"remoteAccess\": {\"appliesTo
\n:

{\"principalTypes\": [\"Employee\"]1}3}},\"entityTypes\": {\"Employee\": {\"shape\":
{\"attributes\": {\"jobLevel\": {\"type\": \"Long\"},\"name\": {\"type\": \"String
\"}},

\"type\": \"Record\"}}}}}"}

$ aws verifiedpermissions put-schema \
--definition file://schema.json \
--policy-store PSEXAMPLEabcdefgl111111

"policyStoreId": "PSEXAMPLEabcdefgl11111",
"namespaces": [

"MySampleNamespace"
1,
"createdDate": "2023-07-17T21:07:43.659196+00:00",
"lastUpdatedDate": "2023-08-16T17:03:53.081839+00:00"
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}

AWS SDKs

BRI LAEA PutSchema APl BB KRB 7F M, BXREZEE |, BZRPutSchema {Amazon B 1iF
PR APl SE1E=E) .

YR 4B R BE Tk 2R 7

L IR Amazon Verified Permissions 2§ & IR R /AR | & R KEREAEAEBFIRE, &0
DfEAAE R JSON X TEEMEREENEY, JHER A FEERS MO SRINFER R
£, NMEHFHEN, A JSON #H |, BATLUEEE JSON RESPIFHREFRREA JSON K18,

Visual Mode

A LR RERR A —RIIBRFTL , XEEAREATREREXRE2BANRR, &R B UK
RMEERAE, ERIERTA :

- BEE — REBRNBSIE T AERRERTEENEEALD, HNEERATHRELR
AV R R ATIRAE R0 AR, SRR 1810 SR PR S B8 40 B ) 038 703 HE A KT AR BUIR 45
MK, NELNRERRETHARAZANER  UBREECNZHRIHER , RE
THERKTATREAXIAR, RE—AREUSERLED , AR THRUEE 2B
HMER. HIF I [action | AIRAE | TALR) it MAENEHEERALESERHR
.

- REARBE — REXDRNETERASARZANAR. NRMETRENFERNHRER
R, BEELE, SERBEEXRMA LS TRATREASAREH LR,

BRTHREMPRMERBENRENIRAE., SERBVNERRERFIZARENFAE
et JIRNEFERA. EREMAKEUEFTFHAEE.

EEAMER TR Verified Permissions 2883 |, iFR U TS RIRE -

1. fIFERIERREZHE &, ERENREREE,
2. EEMNSMERD , ERRW,

3. ERAUEN, EFXAXREFAITIENREHTHER, EAIUARE —NKEHIT
fEk , UIREHEHMSMENEMEE,

4. % Edit schema,

YRR 56
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10.
11.
12.
13.

14.

15.

16.

1

\l

EHAEERIP , RENRERMAREZEE,
FERGEREE DA, EFRIRRARRE,
a1 A SRAKEY B FRo

(AE ) EERMRE , USSR X KE. EMERERME SRR RRE |, Hik
2 QTR ST ul: o) ]38

ERAINEMY , RIZEERNES. WABMERN , RAEAZEECNENEMHERBEMHXRE,
BIEEWBIULRIEET |, Verified Permissions 2 AEENEME. EEBNMNEERB N MHE
I, EMIERE N IZEZMERMNEN | HIERIZE M50 MR,

IEFRNINRARRE | RSN IR R F o

HRESD B, EERIFIRE,

ARIERIB AR,

(AL ) EERNFR , FMZREEIANTRRE, ERERE N ZRERNONFTRER | &
ERIZ IR E A S LAV ER

(A ) EERMES , FMZREFANEMRRE, ERERE N ZRERMEMRER | &
ERIZFARRE R HRZ LRI R,

ERRMBEELURMADR MBI BEIGERFBELTXHNE Y. MABEBHANEINEHIER
BHER, BELEMRKILFERE | Verified Permissions @A ENBEMHE., ERE/MNEHRE
BERHIE, EMRERNIZIREFNNVEY , TR ZEEEZ DM ER.

R IRE
NIZRRMTFRESAFRBNRER | BEREFER

JSON mode

EHATEHME , BEEEF JSON FiESFLBIE JSON EERIEEHNRE |, FALELEFEMNR
AERMES , NMMEBA M RIELZIEE, i, BTFELC JSON X , AFEEHFRE
“B1L JSON” , AR E R ACE TR JSON K.

E £ JSON #E X T 448 Verified Permissions 2883 , FIRUT S EBRIE/E -

1.

2
3.
4

I ERIERREZH &, ERENREREE,
EEMSMERS , BFRA,
% JSON B | RFIERREEN,

EABRFERTHA JSON REHANE. REMRTEMBIEEER B EREFRYER, &7
BUEEE TN JSON |, fE A IAYE) BE R 48 K 9 2R F9HY JSON B ERER R,

YRR
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5. ERFREFEER.
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B A Amazon ERIFN R RIS IEES

&R LAFE Verified Permissions FiRERIIEE | LIZFIRERFEREFME PR RN IERIEE
%o

/A Important

BRRBRIEE , A tZRNEM KRB RBERNS AR RERE TR PORGHETE
E, MRBIERY , MERIENRIELFERZR. Hit , RMNBWUEEF ZRNRAEF TR
TRIE , FETFURTNIR , MENRARFLTEFRSEHFERET BRS.

AWS EERE &
ERNRBEFEFRERBRIIES , BRUTSBRIZE
1. ITAEBRIENRIZES A, ERENREHE,

2. EERE.
3. EXRBRIIEAINDH , EEER.
4. BWITUTREZ—:

« ERHURRBEIOUL 58 B A RS E S L IR ERWHTRIE , WRRTRK (#EE ) kiR
o

o BEXMRME R RBRU |, HRRXMEERE. WA confirm , BIARBEINFABER
FRICHVRARATRIE,

5. i%$% Save changes ( REFEEX ) .
AWS CLI
ENRBEFHERRERIEESN , FRATIRIEE

& 0] LUE X f8F Al UpdatePolicyStore i 4E H# H ValidationSettings SIS E R B E R E XK EH M
R,

$ aws verifiedpermissions update-policy-store \
--validation-settings "mode=0FF",
--policy-store-id PSEXAMPLEabcdefgl11111
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{
"createdDate": "2023-05-17T18:36:10.134448+00:00",
"lastUpdatedDate": "2023-05-17T18:36:10.134448+00:00",
"policyStoreId": "PSEXAMPLEabcdefgl11111",
"validationSettings": {

"Mode": "OFF"

}

}

BREZEER , 5K (Cedar REEESSERRE) FRIRBERIL,
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Amazon Verified Permissions K&

RHEE—MATFRZIEFATTRFERN—IMRNZTIRENEG, STREN T EEIRL FEMMER
., BX Cedar FEMNEHMITEAXNEZER |, 551 (Cedar FHIESSEIER) TWEELE
FAWIE Cedar KB,

BAIER AR O BRBEN. REFEXANAMERBNRBEEMRLANRE—R , Hname/tL A HI
%, EEZpolicyldSHMEE FEHIZES , BULUSEARBEAMRNERE ID. AT REIEHRE
BMRKZEKBEGetPolicy,

$ aws verifiedpermissions get-policy \
--policy-id name/example-policy \
--policy-store-id PSEXAMPLEabcdefg111111

/A Important

HEHRESI AEER, RIRMNRER Cedar KEEHT , BRUENATEANTENME—FRRF. &
BAEWEEFEU T RESKE :

« XIFRE AR FRIMRART6E R E A M — R IR (UUIDs).

Flan | MRAF jane BALT , MEFERIULEEHMAER jane INEH, BL , ZFAF
FEzIREBMEIA User: :"jane" WERBARFHMEANRIGEMNIE, Cedar TEX %
FAFMBAF. XENERTEEFRANERRRAF, BSAERARIERE—BXKERT
EEFANRRS  BRETCENKEPEE B RAMELERR T AFRINE.

HRASKAEGER UUID &, RMNBEECEENL / EREATHNREN R B/, X8
BT EENREES TERK, flI : R == AR “alb2c3d4-e5f6-a1b2-c3d4-" , /IIEE G
EXAMPLE11111

c BOEIHRERNE—FRBFREEMARER, NBREERBBEE ., XEHFRAGS
£ 71E AWS CloudTrail BEHRHEMN EESLKE H,

FH

- B]# Amazon Verified Permissions 5275 % B§
« "% Amazon Verified Permissions 5275 5% B%
s AIETX
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« 5 Amazon ERIENEENRF A

« Amazon Verified Permissions =5 5 B&

B2 Amazon Verified Permissions §25 5 B

BRI RN EREAQEBRSEKRE , UATFHBE LM NARFNIEERRINTIEERE, BAEKKSE
EprincipalresourceMMFEME , TR A FRIURREK,

AWS EEZH A

EOEBSERE , BRUATIRIEE

1.
2.
3.

I ERIERRZH &, ERENREREE,
EEMNSMERSD , BERE,
EROERE  REEFCIERBSRE.

(® Note
MREBERABRFER , ERESR 8, R FHZBEREEET —TH “BE" o

ERBEYRE D , RELHFRERBELN , REEATEREL, MREEE Permit, M
ZRE AN ERANTRNITERE, AR , IREER B, WiZRBFAFERANRIR
MATHRAE,

EEMTEFRY , EREREEANESTE,

« RRBEEE  FRBENATREEE, MEIAWTHBELERIKRBHIEENRENEREAE
ERAREMIRRA

c EERTAEA  BRBEAT A4, EEABAFRTRATEREAEN,

« REFBEA O FZERMN A T R4 P AE 4.

ERRCEFRY , ERREEANRREE,

c RRBERR , FZEBNATRERR. JREE AN R REESMERBE NIRRT,
- BEREFFREHE , FEZRENAT -4EA47R. £RRBATRTWMARRHER .

« REFBRIR , FZERMN A T R4 P ORE R IR

EREECENI P , ERREEANTREE,

- EERBERESES  BZEBNAT —ARE, EFREZSUNERE , NAZERK,
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Amazon Verified Permissions AFiEmE
- REFBRE O FZEBNR TR FRERE,
8. BEET—%,
9. AR DH , EFLER Cedar K, ERLLARBN |, EABWMREEMEERIRERKIE
ENEN, BXREZEE , HSH (Cedar RKKIBEESEER) HH Cedar HHVEARFKHEH
o
10. HFAESHDF , WAREN EER,
1. EFRCIERE,

AWS CLI
EOEBSRE  BRUATSREE

&R LAfE F CreatePolicy RF OB B KM, LU TROIGIET — MRS SEKE,

$ aws verifiedpermissions create-policy \

--definition "{ \"static\": { \"Description\": \"MyTestPolicy\", \"Statement\":
\"pexrmit(principal,action,resource) when {principal.owner == resource.owner};\"}}"
\

--policy-store-id PSEXAMPLEabcdefgl11111

{
"Arn": "arn:aws:verifiedpermissions::123456789012:policy/PSEXAMPLEabcdefgl111111/
SPEXAMPLEabcdefgl11111",

"createdDate": "2023-05-16T20:33:01.730817+00:00",

"lastUpdatedDate": "2023-05-16T20:33:01.730817+00:00",

"policyId": "SPEXAMPLEabcdefgl11111",

"policyStoreId": "PSEXAMPLEabcdefgl11111",

"policyType": "STATIC"

15 P SR B B P01 2 SRS

FOZREER , B UAREERBEN. NTREFEEXANAERE , ZEHLARHE—/
FLAname /It BIR. &R LAER B IRAERE D,

$ aws verifiedpermissions create-policy \

--definition "{ \"static\": { \"Statement\": \"permit(principal, action,
resource in Album::\\\"public_folder\\\");\"}}" \

--policy-store-id PSEXAMPLEabcdefgl111111 \

--name name/example-policy
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{
"createdDate": "2023-06-12T20:33:37.382907+00:00",
"lastUpdatedDate": "2023-06-12T20:33:37.382907+00:00",
"policyId": "SPEXAMPLEabcdefgl11111",
"policyStoreId": "PSEXAMPLEabcdefgll11111",
"policyType": "STATIC",
"resource": {
"entityId": "public_folder",
"entityType": "Album"
}
}
(® Note
MREBEENEHNEESRBEFEPHEMREAEREK , W2WE|ConflictExceptionts
i%iﬁ/%\o

Y4558 Amazon Verified Permissions 87 5 B&

BRI REBREERETNIARSRE, CRRERENBARE, BEENSERKRIKRNERE , 45
EHREEER. BXEZEE , SR %% Amazon ER PR REEER.

BRI ERBSREH AT TR !

- REEFTS|IAM action,
. %BF4 , Bl when f unless,

BEEEABRSRBNUT TR, BEERXETERNEA— , BFEM R EH R KMK,

o MBS B R AR S BR R BEHY R BK

« KBpermitHMBSEBH AR forbid,
- BAKEMSIAM principal,

- BAKRMATSIAM resource,
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AWS EEEH A

EREBSKE , BRUATSREE

1. fIFERIERREZES &, EHRENFREREE,

2. EEMBNSMERSD , EHERE,

3. EAPEREENBHSKEIULNRARE , REEFERE,

4. ERBEXHDP , EFMBHSKEN action EZxHFFA, BLEEMRBRR , URKHKHN

principal = resource,

5. EEREHEMK,

(® Note

MEERBEFEEPEHTRERIE , WERBRSKESSH Verified Permissions %4
REFEEPNELBRIERE, MREFEHFENHESKBRELRIE , NRENELEK , HE
FEREFEH

AWS CLI
EREBSER , BRATSRRE
8] LA fl UpdatePolicy IR R B RS KM, AT ROIGRE T — MR EFHSKE,
ZRGIEA definition. txt XHRBEREE Lo

{
"static": {
"description": "Grant everyone of janeFriends UserGroup access to the
vacationFolder Album",
"statement": "permit(principal in UserGroup::\"janeFriends\", action,
resource in Album::\"vacationFolder\" );"
}
}

LT ar w51 A T &3,

$ aws verifiedpermissions create-policy \
--definition file://definition.txt \
--policy-store-id PSEXAMPLEabcdefgl11111
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{
"createdDate": "2023-06-12T20:33:37.382907+00:00",
"lastUpdatedDate": "2023-06-12T20:33:37.382907+00:00",
"policyId": "SPEXAMPLEabcdefgl11111",
"policyStoreId": "PSEXAMPLEabcdefgl11111",
"policyType": "STATIC",
"principal": {
"entityId": "janeFriends",
"entityType": "UserGroup"
1,
"resource": {
"entityId": "vacationFolder",
"entityType": "Album"
}
}
EHREEEER

ERTREEEY , BALLREREMREBN. N TREFEEXANABERE , ZEHLA2H—
Fname/LLABIR. MREREEHMERFTFEEHBFR , WHNBRBRRREFTE, MR
B, ERERENEFZNS.

$ aws verifiedpermissions update-policy \
--policy-id SPEXAMPLEabcdefgl111111 \
--policy-store-id PSEXAMPLEabcdefg111111 \
--definition file://definition.txt \
--name name/example-policy

{
"createdDate": "2023-06-12T20:33:37.382907+00:00",
"lastUpdatedDate": "2023-06-12T20:47:42.804511+00:00",
"policyId": "SPEXAMPLEabcdefgl11111",
"policyStoreId": "PSEXAMPLEabcdefgl11111",
"policyType": "STATIC",
"principal”: {
"entityId": "janeFriends",
"entityType": "UserGroup"
1,
"resource": {
"entityId": "vacationFolder",
"entityType": "Album"
}
}
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whnLE T

BIERESHEAREXNES , EFRENERA, THIRRSON -8, FRITHEFHARLT
o BAREREAVFRE —HIR IP thutRE BN ENAFESEA MFA 2R T ATFHITR
o BRI ARG EL ETXSERE , HEXTREERTRERD, SRIENBRRNER
P ETXBTFEETERLHIEKA JSON R, contextMap

WEALL MR ROIR B KB FEEFERHl. BREERAE , HELHNIAIFR + 82 DigitalPetStore R R
R

AT £ 30 KRR #E R HIDigitalPetStore R E& 178 W N A2 FF B 8 i Cedar BfERE 2 —,

"context": {
"contextMap": {
"AccountCodes": {

"set": [
{
"long": 111122223333
1,
{
"long": 444455556666
},
{
"long": 123456789012
}
]

},
"approvedBy": {
"entityIdentifier": {
"entityId": "Bob",
"entityType": "DigitalPetStore::User"
}
},
"MfaAuthorized": {
"boolean": true
I
"NetworkInfo": {
"record": {
"IPAddress": {
"string": "192.0.2.178"
},
"Country": {
"string": "United States of America"
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},
"SSL": {
"boolean": true

}
}
.
"RequestedOrderCount": {

"long": 4

},

"UserAgent": {
"string": "My UserAgent 1.12"
}
}
}

BN ETXHBERE
WmRE

“#t#ltruesifalseB. FERBIF , H/R{E f true or MfaAuthenticated R REFKEEFEREE
TR ZHERITZRESHRILE,

WE
FTFTXTENES. EERATURTEMHEIMNER (WNAFFFR) , U URTFENERE K I8
RENES, ERbld | BEF5 3 MNTENKFHERXE,

FRFER
HFES, RFERFTEHRNFY , A"F/ERERK, ERFIF |, UserAgent FRIBXRREF AXIE
REFHITEAN KR,

KEBH
—NEH, ERHIF , RequestedOrderCount R TR EREZHTEFEREFHIEZNOEMT L
M= £ — 52

i2x
BENES, EMTAEBRLETXHFEAXEEYE. T"EEUNRBEEXANEREP I EILZE

%%ﬂu%ﬁiﬂ’ﬁ%ﬁo ERBIH , NetworkInfoldRBERAXRAFNEL IP, HEFIKEENZ IP
AY b 3B B LA R A% R A I Y 15 B

Entityldentifier

NiFERentitiesTEPFANKENEENSIA, ERHF , AFNITEESHR THHEBob,
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E £ R PIDigitalPetStore I AR F HFMNH L "l L T X, BAMEFIENERentities, KREFME
FAFNEEA KRS | IR H Customer Role-Get Order,

IE £ 182X DigitalPetStore LUEZ RN LT X

5% , DigitalPetStore f 2 — NEEE XN KK FH, ETTSEMATEENEBR L TXEHRZH
BNFAEIN LT, EFAL L TXERITEBRBERTH , B3 EH R TR E RS TIR
T, BXRUAFRIGRERN L TXH LETIXRS , BSRBRS Amazon Cognito 17 (7] < h& FBR 5¢
OIDC H A=A,

Schema

MWK EHRERENAUTERUI TN LT XEY, EFGetOrderactionsiT,

"GetOrder": {
"memberOf": [],
"appliesTo": {
"resourceTypes": [
"Order"
1,
"context": {
"type": "Record",
"attributes": {
"AccountCodes": {
"type": "Set",
"required": true,
"element": {

"type": "Long"
}
I
"approvedBy": {
"name": "User",

"required": true,
"type": "Entity"

},

"MfaAuthorized": {
"type": "Boolean",
"required": true

},

"NetworkInfo": {

"type": "NetworkInfo",
"required": true

}I
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"RequestedOrderCount":

"type": "Long",
"required": true

.

"UserAgent": {
"required": true,
"type": "String"

}

}

.

"principalTypes": [
"User"

E5|AEERETXNetworkInfof i B M recordBiEkE | EELEPEIE— CommonTyp

e &t , FiEREactionsEHFFRMUTHE. commonTypefdE=R—

HNAT T E/YSEAE,

"commonTypes": {
"NetworkInfo": {
"attributes": {

"IPAddress": {
"type": "String",
"required": true

.

"SSL": {
"required": true,
"type": "Boolean"

.

"Country": {
"required": true,
"type": "String"

}

},
"type": "Record"

iy

AHENEN

AJ LAY

R ETF X

70


https://docs.cedarpolicy.com/schema/schema.html#schema-commonTypes

Amazon Verified Permissions AriEE

Policy

UTRERETSMEEN ETX ARLTURRNFRGY, CRUEINAHSBERNEME | #i1N
‘BEFASRIITE, ZRBRIABERAHERNERARRENAEE.

permit (
principal in DigitalPetStore::Role::"Customer",
action in [DigitalPetStore::Action::"GetOrder"],
resource

) when {
principal == resource.owner &&
context.AccountCodes.contains(111122223333) &&
context.approvedBy in DigitalPetStore::Role::"Employee" &&
context.MfaAuthorized == true &&
context.NetworkInfo.Country like "*United States*" &&
context.NetworkInfo.IPAddress like "192.0.2.*" &&
context.NetworkInfo.SSL == true &&
context.RequestedOrderCount <= 4 &&
context.UserAgent like "*My UserAgent*"

};

WE , RNBRERIT 2N FRLIUAERNETERFRME Efb £ T3XF4

1. AP ZER MFA &%,

2. M Web X 88User-Agent M EE FFEMy UserAgent,

3. AFRMMBERET 4 NHEDWITE,

4. AFNIKFRIBZ—201=2111122223333,

5 AFM IP it BMAMKRBEE , 1AL FMERES , H B IP ik A5
$0192.0.2.F %,

6. AT XHMEMEMINNITE, ERNERNentitiestERzP , BIIEFHA—NEAEFHBobA
FEmployee,

Request body

EEAEYNEMNEREERKERT , SN0 ‘CRIENE APl BER I IERE
KisAuthorized, EEE , ZentitiesXBIE—NMNAEBNHWHAFMWE L Employee, Bob

{
"principal”: {
"entityType": "DigitalPetStore::User",
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RAriEmE

"entityId": "Alice"
},

"action": {

"actionType": "DigitalPetStore::Action",

"actionId": "GetOrder"

iy

"resource": {

"entityType": "DigitalPetStore::Order",

"entityId": "1234"
.
"context": {
"contextMap": {
"AccountCodes": {
"set": [
{"long": 111122223333},
{"long": 4444555566663},
{"long": 123456789012}
]
},
"approvedBy": {
"entityIdentifier": {
"entityId": "Bob",

"entityType": "DigitalPetStore::User"

}

},

"MfaAuthorized": {
"boolean": true

.

"NetworkInfo": {
"record": {

"Country": {"string": "United States of America"},
"IPAddress": {"string": "192.0.2.178"},

"SSL": {"boolean": true}

}
1,
"RequestedOrderCount":{
"long": 4
1,

"UserAgent": {

"string": "My UserAgent 1.12"

}
}I

"entities": {

R ETF X

72



Amazon Verified Permissions

RAriEmE

"entityList": [
{

"identifier": {
"entityType": "DigitalPetStore::User",
"entityId": "Alice"

I

"attributes": {
"memberId": {

"string": "801b87f2-1la5c-40b3-b580-eacad506d4e6"

}
},
"parents": [
{
"entityType": "DigitalPetStore::Role",
"entityId": "Customer"
}
]
I
{
"identifier": {
"entityType": "DigitalPetStore::User",
"entityId": "Bob"
},
"attributes": {
"memberId": {
"string": "49d9b8le-735d-429c-989d-93bec@bcfd8b"
}
I
"parents": [
{
"entityType": "DigitalPetStore::Role",
"entityId": "Employee"
}
]
},
{

"identifier": {

"entityType": "DigitalPetStore::Order",

"entityId": "1234"
I
"attributes": {

"owner": {

"entityIdentifier": {
"entityType": "DigitalPetStore::User",

R ETF X
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"entityId": "Alice"
}
}
1,

"parents": []
}
]

1,
"policyStoreId": "PSEXAMPLEabcdefgl11111"

}

f2/ Amazon ERIEAENILT A

EAERIERRENRAFE , BN ERIENNRRESTRIER , NIXLEREITN IS ELEER,
ZMHAF A EREEENSBRBELHN KB FE DI Cedar RBERBLBRNIZFR, WiARMFR
B, A SAE AT AR A JSON KX 2 B#1TE0#, AX Cedar REEMEMMITHAANESER ,
FZ 0 (Cedar REEEFTSEIEM) FH Cedar PHIEARKMMIE,

® Note
A Verified Permissions & HEMGERE |, Bl AE HEMK4E s |, EiFRPREETAENE
BEITR, T, ELELEEXEBEENFAEE, XLEEESNMELMPIEE , EMNEFRS
MBS H, BLENREETEMSSEAEH D,

BEXRNRFENENBLRFET , HSF AWS YouTube 38 £H Amazon BXFNR— R EE 612
ANz ( Primer &% #3 )

Visual mode

(@ Note
EEANRFENTRERX , BLAERBEFE P EL—NRY,

EETHEXNTNRRE |, BRUTIRIBE

1. {IFERIENREFE, RRENREBE,
2. EEMSHMERSD  EENLFLAE,
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3. EEAMER,

4. EEEBD , NERHEAKE B RBRTRENEE, EXRETHEEHHA—MFR
Fo

5. (HE ) ERBMRXE , REEEERMREME, ERRESHFIMENZEAHREE , EEER
SRR MRS58 O BR o

6. NEEXHRNEBIEMEERMEE, ZNAFAEARLENERFEENELEE,

7. ERFEBOP , ERFTHEERITHER. EXFEDRZERE A — MR,

8. (WL )EERBFMRXER , NEERFRMRXEE, EREREFMBNZERRXES , HEFZ
SRR E FRSE L HI I BR

9. NEERENEBIMEMEERMEE, ZNAFAEARLENERFEENELEE,

10. ERERS T , NEEZHENRIRA A BIRESRPIER T A EERMITHRE,

1. NEERENEIMNEMHEERMEE. ZNA TV EEREURRBERPIEENREILE.

12. (W& ) EEHMSEEES P, ERRMNEA , SURMEEROR K P IFEHISKE,

13. M T HIF 3R Ak 3 SRARAR IR RF H 0 A% SRARAR IR AT

14. (A& ) EFRMRE , NIEESBFRMREME, EMERERNBIZEARRXKME | FikFiZ
RSAKRE TRSEZ LI ER

15. AEEXFHNEINEMHEEREE. ZNAFEEABRMURRERPIEENRELE.

16. EEFIN | HZZERMENHEFES,

17. EFETERER , B KRBFED Cedar RBHBENFER, MiAFE2ERAFHIELIZIE
RREK , AR ERERGVRBIITEHEEINERERNER.

JSON mode

E7 JSON BA T MHAKE , FRUATSRIRE

1

2
3.
4

T ERIERREZEF &, EHRENFREEE,

EEMSMERS , BENAFE

%$E JSON =,

ERERFACEERTH , MREELT MY, FNZRENEERBEPERRITRENE
o EXAEF N ZEEEA—MRRF,

MRRENERY , BEATRENEEIAEPBAZER,

MREELT —MNRM , FMNZRENRFEREFERR R, EXFERNZRFREA— MR
R

M BER
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MRARENEN , BERBRIXEEFHAZER,
6. MREBENLT —NEN , BMNEEZENERNERRETRPEREE,

WMRARENIRY |, BHEREXHFE A ZRE,
7. ELETXFERY , W ABRELNERN LT, ZERLTIXEARATRIURKAIH ME S
8. HEXAFRF , HARNRRPEIENREREEENE RS,

9. ERESTRMER , BEKKEMP Cedar REHRNER, NiAFELXERAWIIELZIF
REVRE , AR EBREFRFNRERITEHREBINERERNER,

Amazon Verified Permissions =5 58 B&
LA BEM — LR RHIREARD Cedar R RH , BN RIETFERIENRHVERE R, BEARR

REEEICedarBRES S ERmM , AZESEME, BAX Cedar RKBIFENESZREE |, B2 (Cedar
KBESSEERE) P Cedar PHVEAR KIS,

R Eg B

o RVFHEBEANEHE

- RWIFESEEA

o AFEMEEBHITIHF

« RWIFREANEY (ABAC)

- ELIHE

- FRASESRTERSI ARTEY
- FARASXKEIAREM

+ B Amazon Cognito ID ¥ & & %

- RBLOIDC ID SHEEM

« B Amazon Cognito 18] f& &

« RBR OIDC FRITEEM

ERAEEESRTERSIARTEGE
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BXEECRIENRHNREPEATHBEMENESEE , BS54 Amazon Cognito 75 h#ER 51 5 2215 R HF
OIDC 5 h# HR 5 FI 2R

permit (
principal in MyCozrp::UserGroup::"us-west-2_EXAMPLE |MyUserGroup",
action,
resource

) when {
principal["cognito:username"] == "alice" &&
principal["custom:employmentStoreCode"] == "petstore-dallas" &&
principal has email && principal.email == "alice@example.com" &&

context["ip-address"] like "192.0.2.*"
iF

EARRSREI AEME
BAF 7R 1352 5 20 AT 0 2 PR SR 55 5K B PR MO SRR

BEXRECRIENRHREPEATHBEENESEE , F3 54 Amazon Cognito 75 h#ER 51 2 2215 R HF
OIDC 5 hE RS FI 2R 44,

permit(principal, action, resource)

when {
principal.cognito.username == "alice" &&
principal.custom.employmentStoreCode == "petstore-dallas" &&
principal.tenant == "x1lapp-tenant-1" &&
principal has email && principal.email == "alice@example.com"
};

Bt Amazon Cognito ID & 4
AR Rl o 61 5| A ID 5 hEE RV 2K 8% Amazon Cognito.

BEXRECRIENRHREPEATHBEENESEE , F354F Amazon Cognito 75 h#BR 51 2 2210 R HF
OIDC = h# RS FI 2R 44,

permit (
principal in MyCozrp::UserGroup::"us-west-2_EXAMPLE |MyUserGroup",
action,
resource
) when {
principal["cognito:username"] == "alice" &&
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principal["custom:employmentStoreCode"] == "petstore-dallas" &&
principal.tenant == "x1lapp-tenant-1" &&
principal has email && principal.email == "alice@example.com"

};

[RBR OIDC ID T I&E 1
BT R ABIEA A SIEEEI A OIDC $RALFIHY D 4 MR a0 g,

BXRECRIENRBRHREPEATHRBEENESEE , FS 504 Amazon Cognito T h#BR 51 2 2210 R FF
OIDC 5 h#HR 5 FIZR 4

permit (
principal in MyCozrp::UserGroup::"MyOIDCProvider |MyUserGroup",
action,
resource
) when {
principal.email_verified == true && principal.email == "alice@example.com" &&
principal.phone_number_verified == true && principal.phone_number like "+1206*"

Iy

[ Bt Amazon Cognito i 75 &8 14
LA 7451135 BA tna] 81 22 51 A 17 8] 5 h&8 8 MEAY 2R B Amazon Cognito,

BXECRIENENRETFERASEBMENESZEE | BS 5 Amazon Cognito 5 K& IR 5 2 £2 # 1
OIDC S hERSEIZEM,

permit(principal, action in [MyApplication::Action::"Read",
MyApplication::Action::"GetStoreInventory"], resource)
when {
context.token.client_id == "52n97d5afhfiulc4dilk5m8f60" &&
context.token.scope.contains("MyAPI/mydata.write")

Iy

Bk OIDC h R HEE &
BT R 154 B8 A 0122 21 B OIDC SRR A i 5] 45 P 1tk 19 S WA,

BEXRECRIENRHREPEATHBEENESEE , F354F Amazon Cognito 75 h#ER 51 2 2219 R HF
OIDC = hE RS FI 2R 44,
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permit(

principal,

action in [MyApplication::Action::"Read",
MyApplication: :Action::"GetStoreInventory"],

resource
)
when {
context.token.client_id == "52n97d5afhfiulc4dilk5m8f60" &&
context.token.scope.contains("MyAPI-read")
};
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Amazon 258 UF PR =R B iR i AR AR o< BR IR

EORIENBESD , REEERET Bprincipalresource, M H GRS, TREfEHRIEE
R EBRNFR, ELERIGER | MOE T REERCNESERKCERA KR, FHRERALTFRENL
— R, AREZANERANER—EFEH. IEBRERNEFTSRRESERZERNFTE RS,
BXEZER , 52 (Cedar REEBESSEIEM) P Cedar FEEEIR,

BRI LUE RN REER D B RBERE . REEREHREREFEP LA/ , Hname/1tk
N, EEEZpolicyTemplateIdS M IRHIFEHIRED , LA IEARBERE HFA S KBER
IDo RGetPolicyTemplatefEfiHAListPolicyTemplatesiREI B, AT RpIfE A REEERS
MR RRBEEMRGetPolicyTemplate,

$ aws verifiedpermissions get-policy-template \
--policy-template-id name/example-policy-template \
--policy-store-id PSEXAMPLEabcdefgl11111

a0, AT SREEEAR N A Z RS RRNV ZFEAMBTRIZHReadEdit, MComment R,

permit(
principal == ?principal,
action in [Action::"Read", Action::"Edit", Action::"Comment"],
resource == ?resource

);

MREECEEditorETHERBENRRE  WAZTRAREENBER RN REEN , BHNARE
FReZE— 1R, hERARKER, FENITLCZRRONR,

EBRASKBRE , BRXEREEEDSHN. UBENROIAE , MREEMREERPH
BrComment#4E , MMEMEEEBZERFE T ZERNV KM ERFBANES , HARBPIEENEREA
HEEBNHENN R FRRKITL,

BRESESEMRBENEB R , $2/. Amazon BRI R R FIERR B BEE

12 Amazon B3 iF X R R BE & 4R

ERLMER AWS EEEZH A, 2, £ ‘BRIERR" B AWS CLIGIZEREEEIR AWS SDKs, REEHER
AW RAEN—RKE , REEZIMERANBR—EER. ZRBERRE , SR SERIEKY
K, UERASSRERRANBRNRBEER, AXESELR , BSH 8IEE5 Amazon B RIE
MR BRAY R
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AWS EEEH A

B2 R IEAR

1. IAERIENREZESE, ERENREFMR,

2. EEMNSMBERD , EERBEER.

3. ERVIBERBER.

4. HERMEEHND , MARBERER,

5. ERBEERENID , FHGMRF ?principal M ?resource AR FE T HERGIEMNE

BB ENERTFHNR, ERILUAREK | AR INAYEEEMAERIREREERIE ENE
o
6. EFEBIERBEENR,

AWS CLI

EORRBEER , FRUTSRIEE

&R LAfE A CreatePolicyTemplateR fF B SRBEE AR, AT /RAIGIE T — N E 48 SV RFRYREEAR
o

templatel.txt XHFBEUTHE,

"VacationAccess"
permit(
principal in ?principal,
action == Action::"view",
resource == Photo::"VacationPhoto94. jpg"

);

$ aws verifiedpermissions create-policy-template \
--description "Template for vacation picture access"
--statement file://templatel.txt
--policy-store-id PSEXAMPLEabcdefgl11111

{
"createdDate": "2023-05-18T21:17:47.284268+00:00",
"lastUpdatedDate": "2023-05-18T21:17:47.284268+00:00",
"policyStoreId": "PSEXAMPLEabcdefgl11111",
"policyTemplateId": "PTEXAMPLEabcdefgll11111"

}
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RAriEmE

15 A SR BE AR R 2 75 B 2 SR B4R AR

FOZREEERE |, BANEREERBERBT. X TREFEXANAEREER , ZB8HL

M

ME—RY , FBAname/tb AT, SRR LAGE A B MR B RIEER 1D,

$ aws verifiedpermissions create-policy-template \

®

--description "Template for vacation picture access" \
--statement file://templatel.txt \

--policy-store-id PSEXAMPLEabcdefgl111111 \

--name name/example-policy-template

"createdDate": "2023-06-12T20:47:42.804511+00:00",
"lastUpdatedDate": "2023-06-12T20:47:42.804511+00:00",
"policyStorelId": "PSEXAMPLEabcdefgll11111",
"policyTemplateId": "PTEXAMPLEabcdefgll11111"

Note
MREBEENEZEHEESRBEEPHHMRBEREXEK , M2

F|ConflictException&iRiEE,

B2 5 Amazon 1 UF X PRIE Ak >< Br HY BUR

B AER., BB SEMRRERNRERSE TREERN AWS EEBIEHI 5K, AWS CLIAWS
SDKstEMREEIZER M EH RIERRIE X, NREERRBERPARIEFE | M{ERSEZEDNZER
9 SR B B B F A 37 7 B SR B M AR — ZI 2 B I PR B RAURTE

BXRERRKRBKOER RO , HS5H. Amazon B U R R GIERK<ERBE

AWS &
=2E

1.

2
3.
4

Hizd A
T RBHCRBERIRR IR EAREE LR | FRUATSRIRE

T ERIERREZEF &, EHRENFREEE,
EEMBNSMERSD , EHERE,

EFROERE | REIEFCIREREEREK,
EFEEANKBERSLNERER  REEET -5,

DRI AR AR SRR
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5. WMABRATHERBERBHREXINEEANTR. BEENEE RETRREETZRT.

(® Note

FHAMBRENEAMSNESESKEMEE. S0 , ERFEMAKIEE AdninUsers 4 | iF
WA Group::"AdminUsers", fR&EH A AdninUsers , @& REIF4EiR,

6. EFEBIEBERGERE RS
AR R E RERE T

AWS CLI
BB KU RBEERR O R EREEERE | FERATIRRE
BT LB —MEAR SRR RS | R 5| UL REEEAR , F N ZERERANER SUFEEE.
THTRBIGIET —MEREERE  ZRBEATESUTEINER

permit(

principal in ?principal,

action == PhotoFlash::Action::"view",

resource == PhotoFlash::Photo::"VacationPhoto94. jpg"
);

CEFERATAHK definition. txt X#HREM definition SHHE :

{
"templatelLinked": {
"policyTemplateId": "PTEXAMPLEabcdefgl111111",
"principal": {
"entityType": "PhotoFlash::User",
"entityId": "alice"
}
}
}

R SR RMERPRENREBRNNE LS HHREN A

$ aws verifiedpermissions create-policy \
--definition file://definition.txt
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--policy-store-id PSEXAMPLEabcdefgl11111

{
"createdDate": "2023-05-22T18:57:53.298278+00:00",
"lastUpdatedDate": "2023-05-22T718:57:53.298278+00:00",
"policyId": "TPEXAMPLEabcdefgl11111",
"policyStoreId": "PSEXAMPLEabcdefgl11111",
"policyType": "TEMPLATELINKED",
"principal": {
"entityId": "alice",
"entityType": "PhotoFlash::User"
1,
"resource": {
"entityId": "VacationPhoto94.jpg",
"entityType": "PhotoFlash::Photo"
}
}

YREE Amazon B3 UF X PR R BEHE 4R

A LER, 2, £ ‘BRIENER F AWS BIBiEH| & FwiE S FEHRIEIENR AWS SDKs, AWS CLI%
BRBERTEIEFEZERCBESEE T ZERNERE | Rt ERERBERNE N , HBARTS
ENBIALBANARFNELR,

IER L B BRI EARR AT T3

- REEEMRFractions| AHY
 ZHF4A , HliwhenF unless

BEEFERARBERNUAT R, BEEQUXETEFNEM—A , HFEZMERH E 5 012 RBER,

- RBpermitHAIKEEEIRAIKRE forbid
- FREEEMRFTprincipals|AH
- KEEEWFTresources| AK

AWS EE#EE &
BERBENREER  FERATIRRE
1. fIFERIERRIZHE &, ERENREFHE,
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2. EEMNSMERT , ERERBEER, 256628 REE LR FE T O EZNIARKE
*}io

3. EBRRBERFZINERERE , AEFEXZRBEERNFAGE , FINRBEERDCIZNE
#etE , URRBERNAR.

4. EERE , URBENREENR, BREFSEEMRBEBNREEEN , RAEEREHNREE

o
5. BALUERERREERZ UM REED  REEFRERKMBRRBEER, EREE , FBIAR
BRER B IR AR
AWS CLI
Ym i R EEAEAR

&R LAfE A UpdatePolicy R F B2 B AR, BUT ROIRI A 34 o TE SCRYHT SR B B R 18 TE SR B4R AR
HY SR B E AR R E R IZER

templatel.txt XHHASA :

permit(
principal in ?principal,
action == Action::"view",
resource in ?resource)
when {
principal has department && principal.department == "research"

1Y

$ aws verifiedpermissions update-policy-template \
--policy-template-id PTEXAMPLEabcdefgl111111 \
--description "My updated template description" \
--statement file://templatel.txt \
--policy-store-id PSEXAMPLEabcdefgl11111

{
"createdDate": "2023-05-17T18:58:48.795411+00:00",
"lastUpdatedDate": "2023-05-17T19:18:48.870209+00:00",
"policyStoreId": "PSEXAMPLEabcdefgl11111",
"policyTemplateId": "PTEXAMPLEabcdefgl11111"
}
B RBERAI B
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ERTRESRNRET |, WU LLOREHERMRBEERB . X TREFEXANAEREER , ZB8HL
BEME—HY , FHBname/ LN ETR, MREREEMFRPEEUBFE , WIARBWRHERET
T, BRER , BRERENZZHS,

$ aws verifiedpermissions update-policy-template \
--policy-template-id PTEXAMPLEabcdefgl111111 \
--statement file://templatel.txt \
--policy-store-id PSEXAMPLEabcdefgl111111 \
--name name/example-policy-template

{
"createdDate": "2023-05-17T18:58:48.795411+00:00",
"lastUpdatedDate": "2023-05-17T19:18:48.870209+00:00",
"policyStoreId": "PSEXAMPLEabcdefgl111111",
"policyTemplateId": "PTEXAMPLEabcdefgl11111"

}

Amazon 2538 Uk X PR 7= 518 Ak o< BR B ER

& A RIS B 124 5 3£ 7E Verified Permissions FRIEZ R BIZEMEE , FNRBEEERFEATIE LXK
B% . SRESEARFPTIERFIIN B R MABIEMN, LT Verified Permissions & Ak 5% 322 5K 8% 7~ 61 °] B F =4
FHRFELAESBNER, REEERFZEY,

PhotoFlash 5l +

AT R BIS BA G B R BR R S |, R RS EARBERR TR EMAAPAENERBERA MBS
By E BRI E AR

® Note
Cedar REEIESNEAMA in B, Bt , principal in User::"Alice" &[T
principal == User::"Alice",

permit (

principal in PhotoFlash::User::"Alice",
action in PhotoFlash::Action: :"SharePhotoLimitedAccess",
resource in PhotoFlash::Photo::"VacationPhoto94. jpg"

);
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AR R BISBA N G R ARR B SR S |, R RBEEARBEERR TR EMARF AR A ZENFERER S
By E BR 15 E AR

permit (

principal in PhotoFlash::User::"Alice",

action in PhotoFlash::Action: :"SharePhotoLimitedAccess",
resource in PhotoFlash::Album::"Italy2023"

);

LU R BIS B N B AR R B SR S |, X RS EARBERR TN ERRFANNMARFINEREHRE
BABARTENER,

permit (

principal in PhotoFlash::FriendGroup::"Jane: :MySchoolFriends",
action in PhotoFlash::Action: :"SharePhotoLimitedAccess",
resource in PhotoFlash::Photo::"VacationPhoto94. jpg"

);

BUTR R BIS B T G AR BR SR S |, X RBEE AR ERR TR EFRFANEMAZENERER S
By E BR 15 E AR

permit (

principal in PhotoFlash::FriendGroup::"Jane: :MySchoolFriends",
action in PhotoFlash::Action: :"SharePhotoLimitedAccess",
resource in PhotoFlash::Album::"Italy2023"

);

BT RBIERT MAEAREER SR SERKIRV R |, ZRBEERR TN EFRFARAZNELR
REMNNMARFHT2HRNR,

permit (

principal in PhotoFlash: :UserGroup::"Jane::MySchoolFriends",
action in PhotoFlash::Action: :"SharePhotoFullAccess",
resource in PhotoFlash::Photo::"VacationPhoto94. jpg"

);

AR RBIER T Al A SR BE AR AR PR LR P A RIK 77 SR 62 SR ARORBRRY KRB

forbid(
principal == PhotoFlash::User::"Bob",
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action,
resource in PhotoFlash::Account::"Alice-account"

);

DigitalPetStore il ¥

DigitalPetStore Tl K FHET D ST ARBEEMR. AIZEDigitalPetStore REIKBEEME , BRI LUE
HEENSHERTERFREREE XK FHP ISR,

TinyToDo %+

BAF /R 6158 BR 204 6 22 SRR AR R BR BV SR BE |, 2R BEE R RIS EAR , WENRAPNESIIREHREEED
A1 PR

permit (
principal == TinyTodo::User::"https://cognito-idp.us-east-1.amazonaws.com/us-
east-1_h2aKCUlts|5ae@c4bl-6de8-4dff-b52e-158188686f31|bob",
action in [TinyTodo: :Action::"ReadlList", TinyTodo::Action::"ListTasks"],
resource == TinyTodo::List::"1"

);

AT ROIERT A2 EEMRRIRAIREE | R BE6E A RBERRN 2R NESFIREHREETF
R,

permit (
principal == TinyTodo::User::"https://cognito-idp.us-east-1.amazonaws.com/us-
east-1_h2aKCUlts|5ae@c4bl-6de8-4dff-b52e-158188686F31|bob",
action in [
TinyTodo: :Action::"ReadlList",
TinyTodo: :Action::"UpdatelList",
TinyTodo: :Action::"ListTasks",
TinyTodo: :Action::"CreateTask",
TinyTodo: :Action::"UpdateTask",
TinyTodo: :Action::"DeleteTask"
P
resource == TinyTodo::List::"1"

);
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£/ & 0 RN 5 AP SN AR

#£ Amazon Verified Perm issions IR RN F DR ALE (IdP) WHHIR , MIRIERF EH A
BF. SOREHENEEREEAEENERTFHEEEXRZN P #ITHHRIENAF. BN
REFERARESHRANDSEAERGERN |, B REEFME T SURER B M 1 2] 5 R M H R AUR
Ko BAILAR N Amazon Cognito sk B E X OpenlID Connect (OIDC) IdP ¥E3 & 13 3R IR

PRATLAE R E B B RAEABRAY OpenlD Connect (OIDC) & 41247 (IdPs). &N ARSI LAERMF
& OIDC M B 1R P £ B HY JSON Web T 18 (JWTs) ERBRIER, SETHWAF SRR IERT
A D, £EA ID T , “ERIENRE SGEMFHMRAEAEZEABE. FRARACHE , XEFHSBRE
B LT, FAXARCEER B lgroupsHRLNBHMHNEZRAL , HEUETHETAE
#9514 (RBAC) HY R RE,

@ Note
ERIERRBHERE IdP TERNESMERIRE , EFSUEFASXEEE IdP X B,

B X APIsfE Amazon Cognito At OIDC & 71275 Amazon API Gateway REST #&
RIUB K step-by-step’®Esk , ESRLZLEE LK “fEH API Gateway APIs I & #h 38 1F A PR #Z24A”
Amazon Cognito =% B 7 & @ 12 E# TR AWS

£

- BREESENFHIRED

« £/ Amazon Cognito &1 KR
- £/ OIDC H§HXIR

EEEENSDRHED

BARZTBIFNNREERATEREHEN IdPs , BEEREENARFPEABMURE , HEERUATIL
R

Amazon Cognito EAATER FEA :

- REXBUNEFHEMEHNER THEFTNNARER

- REEEENERLIIREN AWSHERF M

EEREEN B HIREME 89


https://openid.net/specs/openid-connect-core-1_0.html
https://aws.amazon.com/blogs/security/authorize-api-gateway-apis-using-amazon-verified-permissions-and-amazon-cognito/
https://aws.amazon.com/blogs/security/authorize-api-gateway-apis-using-amazon-verified-permissions-and-amazon-cognito/

Amazon Verified Permissions AriEE
- BEEEGHREHRMEE
- REEE{LNRTERE
FELUTER TR OIDC 12147
- REUBENEHEMZEN ( Auth0, Okta, Azure AD)
- BEERFEPHAFER
- BEEAHEMNER IdPs

£ Amazon Cognito & 13 3&KJR

£33 WU PR S Amazon Cognito A Pt Z41Bl S, Amazon Cognito IWTs EF AN E N, £
HRUFNRBRALURBIXFEN , ANERIENEEFREBZAREE. Hlw , BAUERA ID TES
HRSTHEINETACNIAMEIES (RBAC) RINER,

#T#Y Amazon Cognito AFMBHREZEUATEER :

- B9 AWS XiF,

- AP ID,

- Bl , BESHHRXBKNEFLASEHFLEMyCorp: :User,

o Blin , BESGHRERKNEZIRAASZAEEEMyCorp: :UserGroupo

- BRERNWAFM IDs PNEFIR , MEREHNREEEEL EER,

BT 2 RIENRGE A TR Amazon Cognito Bt AWS IkF |, RIS TS EE H ALK -
EESMXKIER. Bl , Verified Permissions &S5 GI4R ( BE/ER T A 7 it 480 SR BE B %200
S| FAE B RFRRAT ) REANA M ID. us-west-2_EXAMPLEEXFMER T , &0 LAUFiZ B
P e AP 5| FHalb2c3d4-5678-90ab-cdef-EXAMPLE22222 us-west-2_EXAMPLE |
alb2c3d4-5678-90ab-cdef-EXAMPLE22222

APt SHRERATNIEREM. SBE. B4 IDs. ERFMBEXEIE. Amazon Cognito IWNTsEEB T
“ERIENR PIETREE THRERIRRNERER. XEHETIE

1. HHcognito: BIRWAF B MBFHFEA
2. FRHEENAFEM custom: prefix
3. EETHAMT BENFH

4. OIDC WARAHEFE |, thaIM sub email
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https://docs.aws.amazon.com/cognito/latest/developerguide/amazon-cognito-user-pools-using-tokens-with-identity-providers.html
https://docs.aws.amazon.com/cognito/latest/developerguide/user-pool-settings-attributes.html#user-pool-settings-custom-attributes
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BATHEPH ERIERRBUER 1% 491 4B 1X L5 75 B3 DR AN & IR IX L5 FS B Amazon Cognito 5 h# R 5T
B

/A Important
REZEALLTE Amazon Cognito T ZIHZ sl fF 24 , B IWTs e RN EELEMNER
MRS TIRES R R, &FE JSON Web Token RFC 7519 WIRS EEZRRIISIE , TERX
HEHRITRIUE, XZWKE , Verified Permissions 7] LAAR$E © 1884 =k 6] 5 SR 48U BREY A P 9 & B9
THERXBEFIHENR. B TREXMXR K RNBUECBREXPRUIERENTE , HER
ERBRERAL AP SERBUERFTSE. EXEZELE  FRBEIRESEERARS
]

BUR R BIBR il 62 5| B 5 R HE AKX E L Amazon Cognito A it 3 %89 KB

permit(
principal,
action,
resource == ExampleCo::Photo::"VacationPhoto94. jpg"
)
when {
principal["cognito:username"]) == "alice" &&
principal["custom:department"]) == "Finance"
%

LUT RGIG BRI 6122 51 A Cognito At A N EFEA R RS, 5= , ZFEA IDWERX

A "<userpool-id>|<sub>",

permit(

principal == ExampleCo::User::"us-east-1_example|alb2c3d4-5678-90ab-cdef-
EXAMPLE11111",

action,

resource == ExampleCo::Photo::"VacationPhoto94. jpg"

);

HIIERIENRFHAFBEGIRN Cedar RENBEFBHFMTX

% () AN FROFHBMERBSRE L. XBESE  FRNAFMBE

78 , fflicognito:usernamefcustom:department, EHREH|
Fcognito:username=sicustom:departmentERMNREZMH | F2 3T
Hprincipal["cognito:username"]1ERK M, principal["custom:department"]
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https://datatracker.ietf.org/doc/html/rfc7519
https://docs.aws.amazon.com/cognito/latest/developerguide/token-revocation.html
https://docs.aws.amazon.com/cognito/latest/developerguide/token-revocation.html
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® Note

MRS EBEHcognito: Hcustom: BB FHFHE FH{Ecognitoy
FBZ#custom , N A MWTEERIsAuthorizedWithToken kW , HE R
AValidationException,

BRBMEEBANESZER , 520 Amazon Cognito T 25T EIZ2EH, Hx Amazon Cognito FiF &
RWEZER , EZSH Amazon Cognito F7F & & 185 #Y 8 AL b 36 UF I PR # 1T A

£}

- B2 Amazon IAEX PR Amazon Cognito & R

* Y"% Amazon BRI BRHY Amazon Cognito & KR
« ¥ Amazon Cognito % h&R 51 I 5219

« BEFMZAREIUE Amazon Cognito

£12 Amazon TAUEXBR Amazon Cognito & 13 R
DTSR HHRAMBINE RXREFED,
EERIENRBEEFAPCEMNEREFERN , BETUES MR, EHEES , ZULUEIFE R

THRANFRASAZIERMED, EFESISNREFREF N APl Gateway MEHRMHEEEDT, XLk
Uk & B2 4 46 R B

(® Note

HEEBERBFE N  ENNSMERPF2ERFORE. LOENSHRKEELRNE
i 1 FE < BXo

£ AWS CLI 5 CreateldentitySourceE E R IEX PR API create-identity-source 1|2 & 4 JRET , AT
BREREATSHER, BR , THXRAFRBE QBT EEB NN MIRAWS: : Cognito. LEEEERR
SRBEFHEETHRE. BN Amazon Cognito B 5 REEFHEWER , DTFERAZREREZE
N X R BT SR,

BIE BB RE 92


https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_IsAuthorizedWithToken.html
https://docs.aws.amazon.com/cognito/latest/developerguide/amazon-cognito-authorization-with-avp.html
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_CreateIdentitySource.html
https://docs.aws.amazon.com/cli/latest/reference/verifiedpermissions/create-identity-source.html
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AWS EEEH A

E 82 Amazon Cognito AP BES M KR |, FIRU TS RIEME -

1

2
3.
4
5

10.

IFERIENREZEH &, REENREEE,

EEMNSMERSD , 2R ORR.

EHR 62 5 45 KIR.

£ Cognito AP ¥ ERH |, 1EHF AWS XiF Hia A L8 & 4R At D,

HABERET , §T ‘ZERARE , ARBZRFHEZEANERELMAEELE, EZEB Amazon
Cognito F /= 84k R 19 & 405 BR & B Pk Y E443REL,

MREMS AP cognito:groupsHE A |, FE “BFABIE" P i%&F “A Cognito FF4H", &
BENEEEBPHRIMAEFEKE,
EEFHNAREFRIEF , ERERERIEEFIHNARER IDs.

- ERIIEFIWNARERF IDs , HIER NEZIERAEEEFRNARFNTHE IDs; AN E
RN EFiwN AT ID ERMIFEFWMLRARERF ID. EREREMNONESHNARERF
D, FAFZEFRNARERF ID ZL M ER,

* IDsMREFBRIIFFIRNARRF , TEAETRIEE MmN AEF IDs.

EFROE S5 HKIR.

(WiE ) MRENKRBEEFHEERTEND , NIAMEFEFHLEN |, ik Cedar MEZN FHRLIENE
R | RIETEESI M Cedar REEPNW AR ETHEPRINEME. ZEPNHBRRY
MBERETE Cedar REEHSIFAMEM. BXFF Amazon Cognito THEE S | Cedar 4K
BHMNEZELR | 2% Amazon Cognito 75 HE R 5 B 224,

@ Note
HIEBIE S API RERAY R B 17 U 1E B2 KBS F tE AT AR B API Gateway M5 {342

#7580t |, Verified Permissions @B #HEHN AP MUREAFEY , FoI2 — N84 |
Hh W ERAREHEZ AP WE M.

AEBRFERATEPNEEMERIURRNER, EXEZEL |, SR 222 Amazon Verified

Permissions 885K,

UE  BERVUNETEMR. EMTEEHAETRE , BERAESRIEN
MPBRIsAuthorizedWithTokenXRHERIARE, EXEZEE |, BSH
IsAuthorizedWithTokenAmazon B IR APl 2Z 1.,
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https://console.aws.amazon.com/verifiedpermissions/
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_IsAuthorizedWithToken.html
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AWS CLI
E 82 Amazon Cognito AFBES M KR |, BFIRU TS RIEME -

& 0] LAfE i CreateldentitySource 2 fEBIZE B 0R. AT RHIGIE T — N LM Amazon Cognito F
PG RIZ S & BRI 5580 50 7R.

1. BIE—NEELLT Amazon Cognito AP MIFAE R config. txtX#H |, fcreate-
identity-sourcem T H M --configurationSHEH,

"cognitoUserPoolConfiguration": {
"userPoolArn": "arn:aws:cognito-idp:us-west-2:123456789012:userpool/us-
west-2_1a2b3c4d5",
"clientIds":["alb2c3d4e5f6g7h8i9j0kalbmc"],
"groupConfiguration": {
"groupEntityType": "MyCorp::UserGroup"
}

}

2. BT T @S A2 Amazon Cognito & 14R,

$ aws verifiedpermissions create-identity-source \
--configuration file://config.txt \
--principal-entity-type "User" \
--policy-store-id 123456789012

{
"createdDate": "2023-05-19T20:30:28.214829+00:00",
"identitySourceId": "ISEXAMPLEabcdefgl11111",
"lastUpdatedDate": "2023-05-19T20:30:28.214829+00:00",
"policyStoreId": "PSEXAMPLEabcdefgl11111"

}

3. (W) MREBHRETFHEBEN , NAMEEHEN |, it Cedar MEEH S MHRAIENE
R | RIETEESI M Cedar REEHRW F AR ETHEPIRIVEME. REPNHTBREYS
MBERETE Cedar KEEFSIHMEM. BXFF Amazon Cognito & ST Z] Cedar 4k
BUHMNEZEER | 2 H1¥ Amazon Cognito & SR 5T ZI 424,

BIEF 7 RIR 94


https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_CreateIdentitySource.html
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® Note
SR BIRR S AP S0 SRS T7 (S E O SR 7 AR R IR API Gateway RIS {342

H5get | Verified Permissions 2 & WA FMUGREAFEY , HEIE—1NEY
HAhZHNERARBMEZTAFBE M.

4. QIBREATHRPHESMERNRRNEKE, BXESZEE , B2 812 Amazon Verified

Permissions 827 KB,

U BERUNEBTEMR. EFNMTRUHAUETRE  BEHACSRIEN
MPBRIsAuthorizedWithTokenXRHERPURE, EXEZEL |, HSH
IsAuthorizedWithTokenAmazon B IER APl SZ 1.,

B X1 Verified Permissions I RZS H 4K UER AP A Amazon Cognito 158 &M & 450
BZEE , BZH (Amazon Cognito FF R AR 1EFE) HEIEA Amazon Verified Permissions # 17#%
o

“m%E Amazon 2RI PRHY Amazon Cognito & 123 KR

BIESHRE , FUURESHRNELSH, BELFERSORNER | XTAMBREHRAE—
T8 5 2R UM OIDC = OIDC $1#: Amazon Cognito ., Amazon Cognito#l RIGH KRB E
B S MREEMTE , MEEE , BRI T MR BREN 5 4R E X,

AWS EEEHA
¥ # Amazon Cognito &177R

HAERIINRIZES &, ERENREREE,

EEMNSHMERT | EFEFHFKIF.

EREREN S DEIFEN D,

ERRE

£ Cognito AFIFAE RS |, T AWS XiF HE AL 5 HRMN APt 1D,
EERAFHAEEF , EUUERFMRNERLARE, EEN Amazon Cognito AR E
(9 5 43 7 BR 5 B FTIE 09 4R EL,

7. MREMRFAFMcognito:groupsFH | BE ‘BHAREE" FikEF “fEA Cognito B, i%
BAEN MR XTI KRER,

2 e
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https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_IsAuthorizedWithToken.html
https://docs.aws.amazon.com/cognito/latest/developerguide/amazon-cognito-authorization-with-avp.html
https://docs.aws.amazon.com/cognito/latest/developerguide/amazon-cognito-authorization-with-avp.html
https://console.aws.amazon.com/verifiedpermissions/
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8. HEEFRNMARFRILF  ERRERIEFIKNAHRERF IDso

- ERIEFEFIRNAERF IDs , TR “REXERCEEEFRNABRFNTE IDs. AN E
RiFMEFimN AT ID ERRMIFEFImMLARERF ID. EREREMMOEFHNARERF
D, FAFZEFRNARERF ID ZL M ER,

* IDsHREFBRIAEFFIWNARF , TEETRIEFFwNARZF IDs.
9. EERFREFER.
10. MREBEXRT ZEHRRWERKE | NLMEHEE , WEBRREFEHEHREE,

WMERBRSDRIEF , BAILLERSHRFZ DN REZEE , REEERERSOKEF, EXFEPH
A delete , RFEZEMER S BHKIR , WIAMBERZ S KR,

AWS CLI
¥E# Amazon Cognito & 3R

& ] LA A UpdateldentitySourcei@EE M F B 1R, U T REFEENSORENR N ERAHEM
Amazon Cognito F 7 th,

1. BIE—2NEE LT Amazon Cognito AP iF4E S config. txtX# , #ffupdate-
identity-source@ S H M --configurationZ#HEMA.

"cognitoUserPoolConfiguration": {

"userPoolArn": "arn:aws:cognito-idp:us-west-2:123456789012:userpool/us-
west-2_1a2b3c4d5",

"clientIds":["alb2c3d4e5f6g7h8i9j0kalbmc"],
"groupConfiguration": {

"groupEntityType": "MyCorp::UserGroup"
}

}

2. B1TLAT &5 LAEE Amazon Cognito &R,

$ aws verifiedpermissions update-identity-source \
--update-configuration file://config.txt \
--policy-store-id 123456789012

"createdDate": "2023-05-19T20:30:28.214829+00:00",
"identitySourceId": "ISEXAMPLEabcdefgl11111",
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https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_UpdateIdentitySource.html
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"lastUpdatedDate": "2023-05-19T20:30:28.214829+00:00",
"policyStoreId": "PSEXAMPLEabcdefgl11111"

(@ Note
MREERZHORFNEERE | LAEMRY , LIEBERRERFH EERE,

£ Amazon Cognito 4 J&BR 54 B 2843

AR RNBERFMHRMNIREFED |, A ERRERHEFANTERNEREFERYP, &
AUBFHNITHERE , FEREMASISARECBT RS NRNREESE  REEQRRBEFHESFI
BN, NTERFERYG , BAILGIES B el R,

RAPEmNX—Bo88UTEE -

- AN AT BEE R KT EENE M
o WAELZRKERIENRRE A Amazon Cognito &7 BA
- AR S BRFHEERN

BE5| S IRECIEN API XEXERFENTEFHRNREFETITENSM (D) SHEEMLFI

BET R, BUUNAFPBFNEHREZERIINNE , HOBEXAFRBENEY, £IDS
HMERYS  ERIENRGFHERFNIZEAXREHES. EATHERT , BAEFEF I Amazon
Cognito = RS EIRHY R 1Y -

« BRBFERHAGET PN EHRBEEXIKRBEEX,
- BEENHRSENERASET BEETAGNILEEZES (RBAC) 25,
« BALMEACRIEMINER REST AP, AWS B4 A2 T EAm 6|2 KKEM# AWS CDK,

BEELHNERIENPRRMIZM B Amazon Cognito FAEE MR , BN ERH XA TSRS

EEM. FHUREEWN , XNERMHEESHEE P AIEREMHFIsAuthorizedWithTokensg,
BatchlsAuthorizedWithTokenAP| iR ABXI B, MREAIERBEFHNW AN BEIIM ID TR
EEEEREN  BLAERTURERK T, NRECIENEREMIESHOREN |, NS4 E LM T
AINEER APl BRI SSHETERENREEERME. A5, ZUFERARUESETHEMLREES
KR,
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https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_IsAuthorizedWithToken.html
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_BatchIsAuthorizedWithToken.html
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BXECRIUENBRFRNLT SHRIEAN AP #EH Amazon Cognito ID MBARITHANEZER |, ESH
Amazon Co gnito FF &K 15 R E AT S I E PR #H TR,

£

« fFID SHERFEIEN

- MEIGRISHE

« Amazon Cognito E 52 BN ERBHNEBRRTE
o RATHRERFAEIEEM

R ID = HE RS B SR 7Y

Verified Permissions & EFBEENAFNEEFEITLIE - 4102 L4, BERRETE.
BRREE, ID TREETEMENIFRIES (ABAC) BRERGHER, NREEILZIRIENNRE
BERHBERR DTN ERNFRIRER , BRENEHRFERE ID S,

Amazon Cognito ID FEEA T AL OIDC K#iFE., BilBdHMmZERY B TOIDCHIhEE, &Y
NI T2 F A LAEIE Amazon Cognito F Pt B RIE AP RESA A HIEER R REXN AR #1756
Kif, BXEZELE , ESAmazon Cognito FF X EFERE I EH APl ML iHT &,

Amazon Cognito S+ E A5
cognito:username M preferred_username

iD=

sub

AP #1E— AP FRIREF (UUID)
Wcustom: BIRHI RIE
BEMAFBEMENEIR , fHlfcustom: employmentStoreCodes
¥R 75 B
¥rAE OIDC F#¥flemailf, phone_numberBXEZEE , iS5 OpenlD Connect Core 1.0
FEEENRE 2 iR HES B,
cognito:groups

RAFHNEARARE, TETAGHNILEIES (RBAC) WRMUER D | WWHERRM T B UERK
FIHERN B E,
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https://docs.aws.amazon.com/cognito/latest/developerguide/amazon-cognito-authorization-with-avp.html
https://openid.net/developers/certified-openid-connect-implementations/
https://docs.aws.amazon.com/cognito/latest/developerguide/user-pools-API-operations.html
https://openid.net/specs/openid-connect-core-1_0.html#StandardClaims
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e B 3R

FRATARAFHN~  BESTNAAFMAERSER Lambda A& SR, IWEtRESIRERE
RO, BEFREFREBER , fliitenantZHdepartment,

E5| WA : 2 BAH Amazon Cognito BHEMREES | SIAEXHHE
fprincipal["cognito:username"]. A®FEHcognito:groupsELMN KB, ERIEHNFR
P UL 75 BA B PO A RS B A P SRAREY AOSRAR,

B X%k B Amazon Cognito At ID TREWNEZER , S HAmazon Cognito FF X &EIEFE T
BIER ID $h&.

LLRRAIID SHREENMERNEM,. B8 Amazon CognitofEREcognito:username, BE
X FBEcustom: employmentStoreCode, #rHEREemail MiGetZREBEtenant,

"sub": "91eb4550-XXX",
"cognito:groups": [

"Store-Owner-Role",

"Customer"
1,
"email_verified": true,
"clearance": "confidential",
"iss": "https://cognito-idp.us-east-2.amazonaws.com/us-east-2_EXAMPLE",
"cognito:username": "alice",
"custom:employmentStoreCode": "petstore-dallas",
"origin_jti": "5b9f50a3-05da-454a-8b99-b79c2349de77",
"aud": "lexample23456789",
"event_id": "@ed5ad5c-7182-4ecf-XXX",
"token_use": "id",
"auth_time": 1687885407,
"department": "engineering",
"exp": 1687889006,
"iat": 1687885407,
"tenant": "xllapp-tenant-1",
"jti": "alb2c3d4-e5f6-alb2-c3d4-TOKEN1111111",
"email": "alice@example.com"

B RS EI A 99


https://docs.aws.amazon.com/cognito/latest/developerguide/user-pool-lambda-pre-token-generation.html
https://docs.aws.amazon.com/cognito/latest/developerguide/amazon-cognito-user-pools-using-the-id-token.html
https://docs.aws.amazon.com/cognito/latest/developerguide/amazon-cognito-user-pools-using-the-id-token.html

Amazon Verified Permissions AriEE

£/ Amazon Cognito f =it 6122 & 3iRET , &R LUE E HRE R PRI BR A R A ZHE A SRR
BIsAuthorizedWithToken, RJfF , EANMMEZE RN —HL , BRIV A ZEANELE. &
MM EXSFDRNERARBENEYE , REETLE Cedar KEEHEIAEA],

BRI EEM ID SHREAFHAPRENBFAHZEPRR, ERIERP |, Verified Permissions &
BNEARANF ARG ENZEASSEER, ERES |, B LUZARAKSI AREEA,

LA 7RI 88 7 Al £ Verified Permissions 2 KRR BB SEFHNEMN. BXFEEWNES
ER K BSRREXRKEWEEN, MREZNEHRERERE T ML User , BBL , BETLURIIZE
PFUT REINAE |, AEXLEEMR AT Cedar,

"User": {
"shape": {
"type": "Record",
"attributes": {
"cognito:username": {
"type": "String",
"required": false
},
"custom:employmentStoreCode": {
"type": "String",
"required": false
},
"email": {
"type": "String"
I,
"tenant": {
"type": "String",
"required": true

}

}

BRFE X R TR R RG] , SRR Amazon Cognito ID T E M.
BR &9 175 [A] 5 &

Verified Permissions &35 R GHEFER , MARENRERMI L TXEMENFFAFH, BRTEHAK
RBEEH , RKEBEW IdP WITRIGETREEIERX API HENER. HTRSEEFRAETACGNI
A%l (RBAC) HBRINERPRER. MBAREBREUAANFRSEEFRENRNEREEERTEE
FHEATHIANNE S,
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Amazon Cognito TFRIGEEE A TRNXNER .

Amazon Cognito 58] SR E A FA
client_id

OIDC kB F N E iR ARFN ID, FAZEFIE ID , ERIENRITURIEFRIGERZRER B K
E#EN AT EFP iR, £ machine-to-machine ( M2M ) B & | BR RS ERAFF in 43 E Rt
TRN , HEMEEFK ID FSEEENBROERE.

scope

RERTEFHEENHRNRA OAuth 2.0 SEH.

cognito:groups

RAFNEAR A RE, TETAGNILREES (RBAC) WEMEEAD | WWEARM T E A UEREK
HIHERN B,

e B 3R

FRIGENPREREEITIRBAF AR T A Lambda & 25NN FER, e RE SHRO#ERE
R, BEFREFREBER |, flitenantmMdepartment, BEXIGESHESE NG AWS K # 5K
7,

B X%k B Amazon Cognito AP R TREWNESEER |, S HAmazon Cognito FF X EIEEH
Y 2 A i R B R

% Amazon Cognito 15 8] 5 h&iEL%E “CRIENR" 8F , HRISE SRS E £ XK, AUE
A context.token.attribute_name X5 AHETENEMN. AT RABESERREE
client_id # scope B8,

"sub": "91eb4550-9091-708c-a7a6-9758ef8b6ble",
"cognito:groups": [

"Store-Owner-Role",

"Customer"

1,
"iss": "https://cognito-idp.us-east-2.amazonaws.com/us-east-2_EXAMPLE",
"client_id": "lexample23456789",

"origin_jti": "alb2c3d4-e5f6-alb2-c3d4-TOKEN1111111",

"event_id": "bda909cb-3e29-4bb8-83e3-ce6808f49011",

"token_use": "access",
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RAriEmE

"scope": "MyAPI/mydata.write",

"auth_time": 1688092966,

"exp'": 1688096566,

"iat": 1688092966,

"jti": "alb2c3d4-e5f6-alb2-c3d4-TOKEN2222222",
"username": "alice"

LA R BA T a0{A4E Verified Permissions 2R R RAIG RIS EANEM, BXRFEEEMNES

B8, FEAERERBIF#EN,

"MyApplication": {
"actions": {
"Read": {
"appliesTo": {
"context": {
"type": "ReusedContext"
},
"resourceTypes": [
"Application"
1)
"principalTypes": [
"User"

"commonTypes": {
"ReusedContext": {
"attributes": {
"token": {
"type": "Record",
"attributes": {
"scope": {
"type": "Set",
"element": {
"type": "String"

}I

"client_id": {
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Iltypell: IlStIingll

}

I
"type": "Record"

BRI MR #H TR REE =B , BSE R B Amazon Cognito 17 (8] 7 & & 14,
Amazon Cognito 852 RN RBHWERERTRE

£ Verified Permissi cognito:groups ons E3I8f , Amazon Cognito &= B #EEZEH
fcustom:storeFXLEE SOV FHREERANEAZ. FHEANRRXEHIBHF. ZHMEXTIK
B5, i, EENBEprincipal.cognito.groupsHiZ & cognito:groupsERN T, REE
AUSEFERXHEN  ERMNBUEERES R EREBERANRRE, EXTEXP , XHO5IAH
$fcognito:groupsZEprincipal["cognito:groups" I HEMEE, NERIENBEEABIIE
AP ID TREREREERFRESRTE,

&R LA SR TE F B MRV SR Amazon Cognito S R REEHERKFS. X TEMEMEER
OIDC IdP , f&FREE 2R : R P ERHF QTS REMEMEFZBRFFH,

RAASREN . ZHFNENEFHRERN cognitoRcustomfNBE B FI , M T REIFFR :

"CognitoUser": {
"shape": {
"type": "Record",
"attributes": {
"cognito": {
"type": "Record",
"required": true,
"attributes": {
"username": {
"type": "String",
"required": true

}
}I

"custom": {
"type": "Record",
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"required": true,
"attributes": {
"employmentStoreCode": {
"type": "String",
"required": true
}
}
.
"email": {
"type": "String"
},
"tenant": {
"type": "String",
"required": true
}
}
}
}

BXRGEHI LRI TRIEHEARIFSNEBRTE , BSREARFEREI AR,
AT RUEREFTHERSII
T EFRIBE RN R RS T

EHRTEENF , ERIENBRFEFARSE LT, # ID TEENSP , ERIENRFG S ARG IR
RABM. ¥THEEERIENREHEPLIRNREFE K RABZRBEENRIIRBE#ES 2ERR
BHEOXR , AEREGERYPERAFUEMENRIT ID TEEN. HRTEEKRETETAGNT
[F]42 %] (RBAC) MEFAK R REFEER , T o B3R E ith 7 B MR G 2 SRS 76 204

BOREETRLEN

EERIERREF AP EIR S RN , FRHMEABMERIEHN BRI, XHEATUBIEERNRBESH
BERNBERPHRIEEIR. EAURBEFTEREMIREN required , BENLAEFETABRNERF,

RBAC T EERLRMFHEM

B RN R EUR T EBE RN S R PRE MR SRR ER ., SRR — N FEHRE R A KAk |
— N EHRG R FARGRE, IEXCRARFHREENZ D, BTXERINEE , ERTUE
ETAGNERES (RBAC) EEHPEENBFER MRS AERE THREARTRIURENRE, @
EHPAMTEFATT BREEERNVRIICEE. KB ID THENAFEEEEBXAINEE , X&
EEAUNETEMENTRRS (ABAC) BERMHETRE, HRTEN ETXEEZEE M OAuth 2.0 /£
REZKNER , XEFEETURKRERFAENITNGREFES , BEEHRTHFINNREEL.
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ERIERRZH & P /A API Gateway MH G IRHEHITIRE" M 5|1 FNIRE” BT R E
ID SHEH. BESEERNERFENLL, ZERZEYPFMIEATRTEFR , LHE JSON EX
TRERMFHFI CommonTypes Bit. AXEZRER , B2 M BRE TR TR,

A HRE

MR TFHEIHREESNAFREBRTEOREEFHN —NRERE | BAE ID ERFRITGHE. &£
F Amazon Cognito 127 , LA UEAIEES API B R FHITIEESEER, SlES AP
KRR EMA , MTERREN ID ERTRITHIEERN., LEESFMERIIRNATEN
KREEENEEEY , URERTEN APl B Lambda ZEMNIEE. API Gateway 53| 2MREH
ENERSEFHERA T ERIENREFNESPHEMDZR , FEUESORZIREREELE
WSHEER, FRSHRERAEZERBAER I REMEHRBENEE, LT EBNBUNAERIEEMEF
£/ ID FMif RS hE.

Cedar 2R BERELEZHEAFTRES

REEEURLNER I HEEEEprincipal.username, N FSHEBEBEBZFF T
REHIMNASBEEFRBRFFH: , Hlm.. 3/, Verified Permissions 7o & AT X

R %MHE. principal.cognito:username context.ip-addressf&&4MLN fiE
Fprincipal["cognito:username"]8icontext["ip-address" AN HFFEERRERERL
XEZRMG, TNEFH _RFAEMINERTH , R RERNE—FEFIHFHIN,

BRBEEEHN D REIZRMUW TR

"User": {
"shape": {
"type": "Record",
"attributes": {
"cognito:username": {
"type": "String",
"required": true
},
"custom:employmentStoreCode": {
"type": "String",
"required": true,

},
"email": {
"type": "String",
"required": false
}

}
}
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}

XFREW ET RN ROIREM TR

"GetOrder": {
"memberOf": [],
"appliesTo": {
"resourceTypes": [
"Order"
1,
"context": {
"type": "Record",
"attributes": {
"ip-address": {
"required": false,
"type": "String"

}
}
1,
"principalTypes": [
"User"
]
}

BRI RGFHTRIENRE RS FSRAEASTESRREKRSIARTEM,

E P MZAEIUE Amazon Cognito

6] SR BE 176 PR 10 B 43R AT |, Verified Permissions 8 A TRIE ID FMiGHE S E 25 E T FHNE
BRI, XFIEUFK ETE BatchIsAuthorizedWithToken APl i53RIsAuthorizedWithToken®y
WEBIREF, ID MiFESEEKE Amazon Cognito Ml OIDC B RITRAEMTRE. BiF Amazon
Cognito A FiiR g , 23U R AT SARIE B A FE RIS RPN EF iR ID. B OIDC =2
7, 2 BRIEMNPR I LARIE ID FEPHEF IR ID MiFRISEPHIZR.

flan , B ID 25N NARREERAN S0 RARESSFIERIRIR Flexample23456789,
m, FARREHNESENTE K 5B FRMEXEREN URL BZhttps://mytoken.example.com,
FEAHETHER , audFRBRESZ RHEXEK,

Amazon Cognito ID S audFBHEBENAEFEF K ID. HRTHEAclient_idFEBEEEEMNA
BFEFiE D,
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https://docs.aws.amazon.com/cognito/latest/developerguide/user-pool-settings-client-apps.html

Amazon Verified Permissions AriEE

HBEBHRRPANEFHRNARFRIERM A —NHZAMER |, Verified Permissions &F It N AREFE
Fi% IDs FIRE ID ShaudFHRIF A S client _idFH#THE., ERIENBERALIIE Amazon
Cognito &3 RKIRA A5 Z A& URL,

RV P im R JWTs

B REFEENRAREFHLIE JSON Web T HHEFALIEL CWIERIR , ™7 FEHRBFEIR
iR, BE LM JSON Web T (JWT) HEZECEHRE 4 HFE BT N ERIEHNR.

e RBIEBAIEIER IWT MR AREFEA ‘ERIERER",

async function authorizeUsingJwtToken(jwtToken) {
const payload = await verifier.verify(jwtToken);

let principalEntity = {
entityType: "PhotoFlash::User", // the application needs to fill in the
relevant user type
entityId: payload["sub"], // the application need to use the claim that
represents the user-id
};
let resourceEntity = {
entityType: "PhotoFlash::Photo", //the application needs to fill in the
relevant resource type
entityId: "jane_photo_123.jpg", // the application needs to fill in the
relevant resource id
};
let action = {
actionType: "PhotoFlash::Action", //the application needs to fill in the
relevant action id
actionId: "GetPhoto", //the application needs to fill in the relevant action
type
};
let entities = {
entitylList: [],
i
entities.entitylList.push(...getUserEntitiesFromToken(payload));
let policyStorelId = "PSEXAMPLEabcdefgl111111"; // set your own policy store id

const authResult = await client
.isAuthorized({
policyStoreld: policyStoreld,
principal: principalEntity,
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resource: resourceEntity,
action: action,

entities,

b

.promise();

return authResult;

function getUserEntitiesFromToken(payload) {
let attributes = {};
let claimsNotPassedInEntities = ['aud', 'sub', 'exp',
Object.entries(payload).forEach(([key, value]) => {
if (claimsNotPassedInEntities.includes(key)) {
retuzrn;

jti', 'iss'];

}
if (Array.isArray(value)) {
var attibuteItem = [];
value.forEach((item) => {
attibuteItem.push({
string: item,
1);
1)
attributes[key] = {
set: attibuteItem,
};
} else if (typeof value === 'string') {
attributes[key] = {
string: value,
}
} else if (typeof value === 'bigint' || typeof value ==='number') {
attributes[key] = {
long: value,
}
} else if (typeof value === 'boolean') {
attributes[key] = {
boolean: value,

1)

let entityItem = {
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attributes: attributes,
identifier: {
entityType: "PhotoFlash::User",
entityId: payload["sub"], // the application needs to use the claim that
represents the user-id
}
};
return [entityItem];

}

" SR8 R BI6E A iZaws-jwi-verify EESRIRIEE OID IdPs C JWTs FRBMNZ &,

A OIDC &1 KiR

&t A LUHET S M EY OpenlD Connect (OIDC) IdP Bt B 1 KRB 1F 4 9 B 3R, OIDC Bt E
Amazon Cognito A3l : ©NREN BRI JWTs =HAER . R OIDC RIEE , B4
IR AL AR &K AL URL

#HY OIDC HHBRFEUTER

o RITAMUL, £ INPRAMBEH EIE URL EAXH .well-known/openid-
configuration®imT o

- TEEBESTH CNAME i2%. B0 |, a.example.comTo A ETE]* . example.net. #H
R, *.example.comZTEMGTE|, a.example.net

- BEERNBERPEANTEER, £ARFF , kBT EHTHE,

- Bl , BESHHIRXEKI AP KMAEEREMyCorp: :User,

- i, BEESHRRBENEEREEEMyCorp: :UserGroup,

- ID SHERA, = ID THEPFRHNE L,

- ENATHAPMBASENEISR IDs. £ CLI M API F |, A LUEF LRI, 6l
WMyCorp: :User: : "auth.example.com|alb2c3d4-5678-90ab-cdef-EXAMPLE11111"
FE&RER ‘A API Gateway MMM RMEEHITRE” & 5| FNIRE” LTI BN KL 1704
® | Verified Permissions @7 B A EBZMB Ehttps: //HEIK.

BREM AP HREERNKE OIDC KEMNBERNESER , F5H. A TERH AP RE

T RGIGBAMASIZ A RITEIIR TR FARENERE , ZREERNBEIRATERENLE
MR TAI R FLERE, ERIENBRMEEA ID THANFRAPREILR M.
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FIER , EERARSIAAR , KR IinEER/FS BE EHITIE R,

permit(
principal in MyCorp: :UserGroup::"MyOIDCProvider|Accounting",
action,
resource in MyCorp::Folder::"YearEnd2024"

) when {
principal.jobClassification == "Confidential" &&
!'(principal.location like "SatelliteOffice*")

I

FA

- A2 Amazon ERIFXPR OIDC & #3R
* "% Amazon ERIFXPR OIDC & #3R
* 1 OIDC T HERR 5T B 4244

- OIDC RAUBHNESMZRKIE

27 Amazon BRI R OIDC B4R
LTSRN EORAMBINEREZHD,

EERIENREF AP OUEFTHNRBEEFEN , KU NGRS HR. EHIEF , BB/ HHIR
THPNFASAKEEED. &F 5|FHRE” N “REFN" API Gateway M “FHRHEE" Lo
X LEIRTE 2 0 2410 KB o

(@ Note
HECIRRBEFE 2 , ENNSMERTFI2ETEORER. EERNEHRRSIRHNR
i 77 i B < ko

£/ AWS CLI = CreateldentitySourcefE 2 U PR API create-identity-source R 812 & 3RAS , AL
ERBEAZAELE, BR , ZTAXHERB LB AELB NN FMIRAWS: : Cognito. MWEEER
SEXRBFHENTHRSE. Ef¥ Amazon Cognito P EREEHEMER , YITNBERAZSEELEERE
N RV R BRI A SE 4
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AWS EEEH A

#I2 OpenlD Connect (OIDC) & 14R

1.

2
3
4.
5

10.
11.

12.

THERIERREZEF &, EHRENFREEE,
EEMNSMERSD , RS ORR.

LR OIE 55 HKIR.

%SNS OIDC RfitiE.

ERFHHME URL & |, S AEH OIDC 1T AH URL, flin | X2EERNESEE. T8 Z4H
DREXEBHEABHEMEENERSHAhttps: //auth.example.com, &M% FHH
URL #IEE OIDC KIM Y , MitH, /.well-known/openid-configuration

ETHERESD | EREFELENNARFRERXUHEITRMNA OIDC IWT RE, BXESZEER
2 fF OIDC T hERR 5 F 445,

ERTEERRG IR T |, W EGRERAFXENAFFR, AFXEREHNRER
fERH — Rk, BRES|IAKE OIDC REBHWRAS . AFFREEsubRRBEN F 4L
FHRTENRE , ZTEaESFITEXANE—IRAR. KEZEEM OIDC IdP K & 3R
SEEER EMHRRE,

(AL ) & “FTHEEHRAEIRAKE f, AEHREEHASENEHAFH, AXKRA
PRER R, FRRBRRIEZRE, HAFHEBERKRBEN ID RFETHENE
Bgroups , EF @SB MEN KA FAFE, JSON UZEIBHAFABMFRTH, X
EEE#EAY OIDC IdP KY B0 AR5 B IR E Y ER3REL

£ RIUE-NE” B, A URLs FEERNRBEREEERNERPEINES IDs HEAR (W
2E)o

EFROE 55 HKIR.

(k) MRENREEFEERRY , NLLEMEY |, ik Cedar MEBEEN FDREIZE
R RIEFRESIAM Cedar RPN F O RITE TP RIMVEMN. RIEHEIHIERE S
MBEER Cedar REEF 5| ANEM. X OIDC KTEMEMSE Cedar EHEMHMNE
ZER , B5H. & OIDC T IR B4R

HEFEATHEPHNEEMERIRENER, BXEZELR | HSH /2 Amazon Verified

Permissions 82 KB

U BERUNETEMR. EMTREHAYETRE  BERAESRIEMN
MPBRIsAuthorizedWithTokenRMHBRINARE. BXEZER , 5SH
IsAuthorizedWithTokenAmazon BRI R APl SZ 1/,

BB HIOR T


https://console.aws.amazon.com/verifiedpermissions/
https://docs.cedarpolicy.com/overview/terminology.html#term-group
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_IsAuthorizedWithToken.html
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AWS CLI
£l OIDC F#HIR

& 7] LAfE F CreateldentitySource iR ERIR H 1R, T RAEIGIE T A LM OIDC SR 4tE (1dP)
HRIZE 548K & 1450 55 R.

1. BIE—/18% OIDC IdP A TFEFEMEE M config. txt ¥ , HHHH--configurations
BfEM, create-identity-source

"openIdConnectConfiguration": {
"issuer": "https://auth.example.com",
"tokenSelection": {

"identityTokenOnly": {
"clientIds":["lexample23456789"],
"principalIdClaim": "sub"

},

1,
"entityIdPrefix": "MyOIDCProvider",
"groupConfiguration": {
"groupClaim": "groups",
"groupEntityType": "MyCorp::UserGroup"

2. BT THSEIE OIDC KR,

$ aws verifiedpermissions create-identity-source \
--configuration file://config.txt \
--principal-entity-type "User" \
--policy-store-id 123456789012

{
"createdDate": "2023-05-19T20:30:28.214829+00:00",
"identitySourceId": "ISEXAMPLEabcdefgl11111",
"lastUpdatedDate": "2023-05-19T20:30:28.214829+00:00",
"policyStoreId": "PSEXAMPLEabcdefgl11111"

}

3. (k) MREHRBEEHEERREY , NATTEMEN , ik Cedar HELH HHFREIENE
KA | RIEFRESIAM Cedar RPN HFORIFE TP REMVEN. RIETIIHIERE S
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MEBELET Cedar REEH 5| AANEM. X OIDC KTEMEMRSE Cedar THEMHMNE
ZEE , BSH. F OIDC T HEHR 5 2 284

BIREATHANEEMERNRRN KR, BXESEE , B2 8122 Amazon Verified

Permissions 827 KB,

U BERUNEBTEMR. EFNMTREHAUETRE  BERACSRIEMN
MPBRIsAuthorizedWithTokenXRHERPURE, EXEZEL |, HSH
IsAuthorizedWithTokenAmazon BRI R APl SZ 1.,

YRE Amazon ERIFE OIDC B14iE

BIESMRE , BAUURESHRNELESH, BLEERSHROER | XIABKREHRANE D
) B R LA OIDC = OIDC ##: Amazon Cognito Bl Amazon Cognitol RIEH KB (E R M S
B MREEAETE , WEEE | S0 550 T H M DR A &4 TRPT N E .

AWS EE#EEH &

E# OIDC &R

1.

~

I

I ERIERRZH &, ERENREREE,
EEMNSMERS  BEFHRE.

LR REER SRR 1D,

ERRE

# OIDC REFHHEAERF , REFEERRITE URL,

ERTHEERRGIRYESET , REEEEXAFNAFHEREFME AR 2R X
BRo BUKAREST , MNEM R MEBAE LN A TR A SKERE,

ERARBIEP , AN BRE R BIHATH R REHEE.
ERREFER.

WMERBRSDRIEF , BAILLERSHRFZ DN REZE , REEERERSHKEF, EXREPH
A delete , RFEZMERS B HKIR , WIAMBERIZ S KR,

AWS CLI

¥ OIDC &R
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& v LAfE A UpdateldentitySourcei@EE#H & B3R, U T REMFEENSOREFHF NFERAEM OIDC
RAtE,

1. BlE—/NE% OIDCIdP A FiFMEE W config. txtX# , Han SR --configuration®
BfEM, update-identity-source

{
"openIdConnectConfiguration": {
"issuer": "https://auth2.example.com",
"tokenSelection": {
"identityTokenOnly": {
"clientIds":["2examplel@111213"],
"principalIdClaim": "sub"
1,
1,
"entityIdPrefix": "MyOIDCProvider",
"groupConfiguration": {
"groupClaim": "groups",
"groupEntityType": "MyCorp::UserGroup"
}
}
}

2. BT THTERH OIDC HEHR.

$ aws verifiedpermissions update-identity-source \
--update-configuration file://config.txt \
--policy-store-id 123456789012

{
"createdDate": "2023-05-19T20:30:28.214829+00:00",
"identitySourceId": "ISEXAMPLEabcdefgll11111",
"lastUpdatedDate": "2023-05-19T20:30:28.214829+00:00",
"policyStoreId": "PSEXAMPLEabcdefgl11111"
}
® Note

MREFRZSORRNVERRE | KIERRY , LIEBERREREH AL,
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£ OIDC = HEBR5T EI 2R+

BURSRANEEFEFHRERNI R FRET , R RAEFAITEIMIREFERE T, &
AUBFHNITHERE , FEREASISARECBT RS ORNREESE  REEQRREEFEEFI
EHRN, FTERFFREE , EUNCIESIAElNER,

RAPEENX -8 U TER

et AL B BIE R R F RN E T
« WA B RF I REN

BEESHNIRECEN AP XEEEREFENTRESORN B FEIEENS M (ID) THREMEFIHIR
SEIRY, ERUNAFEPHEERHESIRIENNR , ACBREZTASBHENEY, £ ID vER
N, ERIENRGFHRFEZEASMENE M,

Ef£A OIDC B1 14 (IdP) /N ERIENRBRREE 26 PV B 100R |, BRI DXL
SRUHEEM. EUREEN , XANSFRMESEAENEMAKIsAuthorizedWithTokenDk,
BatchlsAuthorizedWithTokenAP| & RHEX B, MRERECEREFMENSXNREFIM ID SHEPHRM
EEREREN , BALRUTURERK T . NREQIBNREFMESESORENS , N A EEMH
WINEFER API BREUENZHMEERENREERE. AE , BAEARRESEPNEEREE
K,

=

oy
- 1D SRS EIEN

o BRSBTS A

- XTEMBFHEEENM

ZE|

R 1D & hR RS I 2R 44

Verified Permissions &S EBERENAFPNE MR ITLHE | A1 BZMNLE, BARR T,
BKRES, D SHMEETEMMNIGRES (ABAC) BRUERTHEER, MELHELLZZRIFHNNER
FHERHE SRR DX ERIGRIREE , BREN BB KFIERE ID T,

/8 OIDC 2EEIRMEMN ID S5 A Amazon Cognito ID SEABKMEE., XBETFRE, &8 IdP
ATREESIIRER OIDC B , REEFBENEN, FERIENREH AP OERWREFME , I
LUR I B~ ID S OIDC R , LA AF R CEFHRFIAFEY. A TERIENRR

HEZRE AP WEMZEN , Rt BXIRHERER,
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EXEZEER , i35 02 Verified Permissions K B& 17

LT 2EHR OIDC & 173iR Ay KBS 17 Y RG22

"User": {
"shape": {
"type": "Record",
"attributes": {
"email": {
"type": "String"
.
"email_verified": {
"type": "Boolean"

I
"name": {
"type": "String",
"required": true
I

"phone_number": {
"type": "String"
iy
"phone_number_verified": {
"type": "Boolean"

}

BN LR AT R RGP , B2/ OIDC ID S HJE .
BR &Y 15 (R 5 h

Verified Permissions 2 EBRRAFHZANIGRISEERENRIEBES LT XEY. BRTHEANAR
B\, REEW 1dP MR SETTREEEEEX AP FRINER, HRSHEEERAETAGN TR
#l (RBAC) WERINERFPRERH. MKHPEAK A BREUAANHECEFANRNEREEEELNEESE
HHBMIANE B,

SREHE OIDC BEEH K ZE 5 H 5485 Amazon Cognito i RISHEIEE — B, EiE4 “BRIEN
BR” B , OIDC TR TS B E FMXX R, ATEAER context.token.attribute_name ¥5|H
BRSHENES. LR OIDC FESEaEEARFRE R,

{
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"sub": "91eb4550-9091-708c-a7a6-9758ef8b6ble",
"groups": [

"Store-Owner-Role",

"Customer"
1,
"iss": "https://auth.example.com",
"client_id": "lexample23456789",
"aud": "https://myapplication.example.com"
"scope": "MyAPI-Read",
"exp": 1688096566,
"iat": 1688092966,
"jti": "alb2c3d4-e5f6-alb2-c3d4-TOKEN2222222",
"username": "alice"

AR R~ 88 7 a04al7E Verified Permissions 28¥ s R BRRBITF RS EFPHNEME. BREEREWNES

E5 , FERERERMEEFMEN,

"MyApplication": {
"actions": {
"Read": {
"appliesTo": {
"context": {
"type": "ReusedContext"

.

"resourceTypes": [
"Application"

1,

"principalTypes": [
"User"

},

"commonTypes": {
"ReusedContext": {
"attributes": {
"token": {
"type": "Record",
"attributes": {

B RS EI A
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"scope": {
"type": "Set",
"element": {
"type": "String"
}
.
"client_id": {
"type": "String"
}
}
}
.
"type": "Record"
}
}
}
}

BG4 X A TR R RG] | BB HR I OIDC 14 I i
KR T RS R EESFI
ENCTARRES AT o) T e

HEHRTEENS , ERIENBRFEFHARSE LT, # ID TEENRS , ERIERBRFGF ARG IE
RABM. ¥THEEERIENREHFHSPEIEZIREFE  REERBEEENROIRBEEES 2ERR
BHEOXRER , AEREERYPERASEEENHRIT ID TEEN. HRTEERETETAGHNT
[Fl42%] (RBAC) MBFA K R FIRFEER , T2 B3R E b BHR S B SR B 7 2240

TEESODREM

EERIENRREF AR CZS RN , FTRRHEABURICABERME, IHTURHIEERNRES
BRERPWRIEHIR. EAUREFTEREMEIREN required , BENLAEFETABERNERF,

RBAC TEERMFHEM

B RN RYEUR T EERN S R B IS RER, SR — MRS A/ SRR | F—
NEHRG I FARGRE, IEXCRFRFHREENZ D, BTXERINEER , ERTUEER
TAENHFEZES (RBAC) EREMEENFEMFMAF TEE THREANTRIURENRE, @R
MARITEERATT REBFHEHNRICEE. XB ID THENAFEESETUNETEENTFRE
% (ABAC) BRI A ESE. WHSHEN L TXEEIEEW OAuth 2.0 EAIIZENEER
XEFERAURARBREAENFTNEREHES , EFEERHTHANELEL,
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ERIERRZH & P /A API Gateway MH G IRHEHITIRE" M 5|1 FNIRE” BT R E
ID SHEH. BESEERNERFENLL, ZERZEYPFMIEATRTEFR , LHE JSON EX
TRERMFHFI CommonTypes Bit. AXEZRER , B2 M BRE TR TR,

OIDC H#FE M IFZ MR

7NI0 OIDC R AT , WA LME ID HIFR T PR R BRI R FETRANFAKR RENEFA
B, ZTWIUFAYNR AT BURBI L & NAV B A =B

1. T H RN FRE : "groups": "MyGroup"
2. L= RIIFIR:. "groups": "MyGroupl MyGroup2 MyGroup3" SNMNFE&HFHEEBE2— N4,

3. JSON ( LLES %R ) 5%k : "groups": ["MyGroupl", "MyGroup2", "MyGroup3"]

(® Note
Verified Permissions A =& D RN EHAFBEFNENZHERBR RN —NRIMWEA, BN
HHEERFANASHEBREANE  FERIAMBRFERHNZTIE. S0, REB HWELAMy
Groupy#& = MyGroup,

EFEAMHRE

VR TFHEIHREENAFRNEBRATEAREEFHN —NRERE : 2LE IDERHESHE, X

F OIDC RA4tr , BUMERME HRAIERCHEER, BALERE ID RFRIGHE , HEENEES

FRERODEELBDEREREFHETHVLETEZN. BHIRNREFENGHTEFH B3RS
FERIENREFHATNEMETZR  FELUNERSARZIREREELENCEER, FRSHER
FERRAERNREMEHNRBNENE, UTEENBNAERBEEMEFER ID FHRSE,

Cedar R BERELEZHEALTRES

REBEEURLNER I HEEEMprincipal.username, N FSHEEBEBZFF T
REHMNAZSBEEEZRBEZER/: , fln., 5/, Verified Permissions 7oi& AT & 21X

MRS MHE, principal.cognito:username context.ip-addressf&HAMN i
Fprincipal["cognito:username"]=scontext["ip-address" 1AW HIEERRERER L
XEZH, TNLFH_SFRABEBNPHNERER , R ZERNE—IFEFIEFHIA.

LRBE X EHN D REIZRMUWTAR

"User": {
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"shape": {
"type": "Record",
"attributes": {
"cognito:username": {
"type": "String",
"required": true

}I

"custom:employmentStoreCode": {

"type": "String",
"required": true,

},
"email": {
"type": "String",
"required": false
}

[}

XFRBEW ETXEENEIBD ROIREUM TR

"GetOrder": {
"memberOf": [],
"appliesTo": {
"resourceTypes": [
"Order"
1,
"context": {
"type": "Record",
"attributes": {
"ip-address": {
"required": false,
"type": "String"

}
}
1,
"principalTypes": [
"User"
]
}

B RORFET XS b SR 4 3 17 30 IE A9 SR B TR A

, BERAERAATES R ERSIARXTEM,

B RS EI A
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OIDC RRHERY = F 2 AXKUE

[6] 5% BE 170 RN BN B 49 JRET |, Verified Permissions 28 AT RIE ID MG RIS 2R RN ERANER
Bk, XU &4 BatchIsAuthorizedWithToken APl iR IsAuthorizedWithToken®y
LEIES, ID MiFHES L% Amazon Cognito #1 OIDC B RI{TREFMAE. B Amazon
Cognito AP iR , £33 WU BR AT SARIE S MiF RS EPHNE SR ID. B OIDC =24
m, £33 WU AR AT SAIE ID SRR E iR ID MG RSP Z AR

fflan , B ID R EENNARREEAN S0 RARESSFI B IRIR Flexample23456789,
m, SRREHESEOTEKE S B FRMEXEE URL B&Zhttps://mytoken.example. com,
FERFRTEN |, audFBHBLEZ R HExEK,

OIDC ID $kthaudERGEE % IDs , i, lexample23456789

OIDC FRITHMaudFHEBETENZ XML ( Hlaihttps://myapplication.example.com)
MBEEFU IDs (0 ) Mclient_idABH, lexample23456789

RERBEFEN , FRA - PRSI ZIRRIEE , ENBREEERZERBIESEHIZ R

« ID T — ERIENRBEIREaudFH IDs FEDE-BEF AR 5 AKIEEEE R IES ik
1D,

- GRTHE — ERIERREIREaudFRAPNMNUEREEZ RARIHEARCEKRRIERZ X, HIRFE
EEMaud=ER , WA BAMEAcidSiclient_idFEARRKIEZ X, FERENSHRAHDE , THER
BYZ AR ERMER,

RV & P im iR JWTs

BRRFEENRAREFPAIE JSON Web T HHEFAZIEL CWIERIR , TTTHEEHRBEFER
HiRe &AM JSON Web & h# (JWT) FIREUSK KR 1 FF A AT H ERIER R,

WRGIEBRIAER JWT NN ARZEFER ‘ERIENFR",
async function authorizeUsingJwtToken(jwtToken) {

const payload = await verifier.verify(jwtToken);

let principalEntity = {
entityType: "PhotoFlash::User", // the application needs to fill in the
relevant user type
entityId: payload["sub"], // the application need to use the claim that
represents the user-id

BF AR 2]



Amazon Verified Permissions AriEE

};
let resourceEntity = {
entityType: "PhotoFlash::Photo", //the application needs to fill in the
relevant resource type
entityId: "jane_photo_123.jpg", // the application needs to fill in the
relevant resource id
};
let action = {
actionType: "PhotoFlash::Action", //the application needs to fill in the
relevant action id
actionId: "GetPhoto", //the application needs to fill in the relevant action

type
};
let entities = {
entitylList: [],
I
entities.entitylList.push(...getUserEntitiesFromToken(payload));
let policyStorelId = "PSEXAMPLEabcdefgl111111"; // set your own policy store id

const authResult = await client
.isAuthorized({
policyStoreld: policyStoreld,
principal: principalEntity,
resource: resourceEntity,
action: action,
entities,
b

.promise();

return authResult;

function getUserEntitiesFromToken(payload) {
let attributes = {};
let claimsNotPassedInEntities = ['aud', 'sub', 'exp',
Object.entries(payload).forEach(([key, value]) => {
if (claimsNotPassedInEntities.includes(key)) {
retuzrn;

jti', 'iss'];

}
if (Array.isArray(value)) {

var attibutelItem = [];
value.forEach((item) => {
attibuteItem.push({
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string: item,
1)
1);
attributes[key] = {
set: attibuteItem,
I
} else if (typeof value === 'string') {
attributes[key] = {
string: value,
}
} else if (typeof value === 'bigint' || typeof value ==='number') {
attributes[key] = {
long: value,
}
} else if (typeof value === 'boolean') {
attributes[key] = {
boolean: value,

1)

let entityItem = {
attributes: attributes,
identifier: {
entityType: "PhotoFlash::User",
entityId: payload["sub"], // the application needs to use the claim that
represents the user-id
}
I
return [entityItem];

}

T B AHB R BI6E A Zaws-jwi-verify EESRIRIEE OID IdPs C JWTs RBMNZZ .
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https://github.com/awslabs/aws-jwt-verify
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Amazon S UF X PRRY EE R

Amazon Verified Permissions S5 AJ & B & E N AR P SRIB AR |, Bt & AR E tF 258 H
EBREEETEENGESE®R, XEERERTHPEAGEAGNEAIE , N ENNARFSR2 TR
MR L8 E#2,

B, &AM

- /LD #HARIER

- EBRESETERNE RS

- B4 I

- RAREMREDEEN TS EMER
« TETULFEEMAZENE

AIMEEHNARFRE  SERESPITUTERE

1. BYBETERN PEFESEANER
2. NERAREERH RN ETX

3. EAERIEANRIEERPUREK

4. RIFERG RK e 15 7] 42 5l

ERIUFAYINPR B BT S iF LT HESR

- Express.js AT Node.js NFAEF

¥ Express 5 5 I6iF A PR EE X

Verified Permissions Express SRz M#t 7 —fhE T A E4# 575K Express.js NARFPRIET
N BRXMER , BAUERABHNRIRBRIFEN APl RS , MAFBIXIMENRALERE
F. ZEKBIEBIER, BEESENWRBENEHTIIGHBRRAEENAFTEHRZRFAORR
RKELERINRE,

REBFES|FETHRIZE Express £ , MNBIER R FHE ISR RBZXPE M4, BEHITIXLES
B G GBRERLHRIEEREIA G Express N ATEFRINE KK RIS,
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REFHEIA T LT GitHubfF & =

+ cedar-policy/ authorization-for-expressjs-Express.js #J Cedar %X F 8] 4
+ veri@@ fiedpermissions/ authorization-clients-js-#9 2 3 % fR #Z X & F i% JavaScript

- verifiedpermissions/examples/express-petstore-f# i Express.js # 84 #J RIS

FRF M
TE3EHE Express SER 2 B , iBHR -

o BERFEERIERHAWS K-
« Node.js M npm ZE 7T

« —“\ Express.js B AEF
+ OpenlID Connect (OIDC) & 131247 ( 6120 ) Amazon Cognito
« AWS CLIEZE T 3& H AR

REEK
S RIEREFME
FERUTHERIEREIZME AWS CLI :

aws verifiedpermissions create-policy-store --validation-settings "mode=STRICT"

® Note
RIEFER FRE KRB ID, UEERFESRIER,

\|

SR 2 REMBIKR

EZH Express NARBRFHPREFMENIH4SS -

npm i --save @verifiedpermissions/authorization-clients-js
npm i --save @cedar-policy/authorization-for-expressjs

TR
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https://github.com/cedar-policy/authorization-for-expressjs
https://github.com/verifiedpermissions/authorization-clients-js
https://github.com/verifiedpermissions/examples/tree/main/express-petstore
https://docs.aws.amazon.com/accounts/latest/reference/getting-started.html
https://nodejs.org/
https://docs.npmjs.com/
https://expressjs.com/
https://docs.aws.amazon.com/cognito/latest/developerguide/what-is-amazon-cognito.html
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-quickstart.html
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BLiE R

%1 £ H L1& Cedar 2283

EMELTRNARFHNRNER  SEMARFAPNEELBENATFRAPRITHRE. BNEUAENS
ENGAZEE, FEWRFIF , HAIEAKR YourNamespace, ZUFLRHMIMHNEI S 310 IER R 5K B 13
B, MRS SRR |, ZRF 2 B BIERERIERRE,

#Z@cedar-policy/authorization-for-expressjsBH B DHEH N AEFE OpenAPI
M HLERK Cedar £, BEHFEMT , BENREEHNATTHFRYLEN.

WMRIE%H OpenAPI HI5E , M 1] LL#R BBexpress-openapi-generator i 4 B9 HRIE 51 B 4 X OpenAPI
M.

BIFLREY OpenAPI HISEAE K —NEW -

npx @cedar-policy/authorization-for-expressjs generate-schema --api-spec schemas/
openapi.json --namespace YourNamespace --mapping-type SimpleRest

ETEK , &1t Cedar RHLUES —EFEHA AWS CLI, BXFIERERINESER | S
R REEIFE RN, MRARFERTCRELTENAEL , AUEZEERIUEN R GitHub /745177 f&
Feprepare-cedar-schema.shfFA—NERNHHIAR, AT ZMANIER R |, ZEA
f£v2.cedarschema.forAVP. jsonX i H BRI PRE AV,

./scripts/prepare-cedar-schema.sh v2.cedarschema.json v2.cedarschema.forAVP. json
RN RN LEREENREFHX |, policy-store-idERNEHRBEEM ID !

aws verifiedpermissions put-schema \
--definition file://v2.cedarschema.forAVP.json \
--policy-store-id policy-store-id

HIR 2 BIEBRDURES

WMRAREEETRREE , Cedar FHELFTAERNIER, Express HELRE KB BRI ool £ BB R £ BLUR
PIKRE KA B BB IR,

HEEFNARFREALERN , BRNBUERAEMIZEENRT (laaC) TEREBHFER, BXESE
B, ##%1 5 AWS CloudFormation,

4 X Cedar KB RBI :
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https://docs.cedarpolicy.com/overview/terminology.html#term-namespaces
https://swagger.io/specification/
https://swagger.io/specification/
https://github.com/nklisch/express-openapi-generator
https://github.com/verifiedpermissions/examples/tree/main/express-petstore/start/scripts
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npx @cedar-policy/authorization-for-expressjs generate-policies --schema
v2.cedarschema. json

XRFE/policies B RHAERRHIKM, AF , LALURERD A B ESUX LR, .

// Defines permitted administrator user group actions

permit (
principal in YourNamespace: :UserGroup::"<userPoolId>|administrator",
action,
resource

);

// Defines permitted employee user group actions
permit (
principal in YourNamespace: :UserGroup::'"<userPoolId>|employee",
action in
[YourNamespace: :Action::"GET /resources",
YourNamespace: :Action: :"POST /resources",
YourNamespace: :Action::"GET /resources/{resourceld}",
YourNamespace: :Action: :"PUT /resources/{resourceId}"],
resource

);

BCRBUES—EFEHR AWS CLIL, BXFERIANEZER , BZHRSERRFH create-
policyo AWS CLI tIEARIEM AL KT EEHE) , AILE ERIENAUR GitHub /R B4
FEconvert_cedar_policies.shh B —NERMHA, UTEXNZMANEA :

./scripts/convert_cedar_policies.sh

XA HI K BE _E4£ 2 Verified Per policy_1.json missions , Eift R S4B EMpolicy-
store-idBMARIEHRIEIZGEE ID

aws verifiedpermissions create-policy \
--definition file://policies/json/policy_1.json \
--policy-store-id policy-store-id

SR 3 EESHREE

BRNBERT , @RI RBR P EH2IZE AP iERARRAR L PR AR JSON Web w1
(JWT) , BEREUAFER . BRTIMITRICGRIEITES | ERIERRE A AR IE S HE,

REER =


https://docs.aws.amazon.com/cli/latest/reference/verifiedpermissions/create-policy.html
https://docs.aws.amazon.com/cli/latest/reference/verifiedpermissions/create-policy.html
https://github.com/verifiedpermissions/examples/tree/main/express-petstore/start/scripts
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FERAENuserPoolArnFMBIEZ—NE NN B MREE X HFidentity-source-
configuration.txt , ZXH W T RclientId :

{
"cognitoUserPoolConfiguration": {
"userPoolArn": "arn:aws:cognito-idp:region:account:userpool/pool-id",
"clientIds": ["client-id"],
"groupConfiguration": {
"groupEntityType": "YourNamespace::UserGroup"
}
}
}

BEZETUT AWS CLI S8l B MR , policy-store-idE# IR EKREEM® ID :

aws verifiedpermissions create-identity-source \
--configuration file://identity-source-configuration.txt \
--policy-store-id policy-store-id \
--principal-entity-type YourNamespace: :User

SRINRAX A B4

BEHEW Express NABRFIUGERNPEMG, ZHRES , BRINFEANREHSE , B
RAirRTHE, BXEZER , HSRauthorization-for-expressjs B GitHub,

BT LAGE

const { ExpressAuthorizationMiddleware } = require('ecedar-policy/authorization-for-

expressjs');

const { AVPAuthorizationEngine } = require('everifiedpermissions/authorization-

clients');

const avpAuthorizationEngine = new AVPAuthorizationEngine({
policyStoreld: 'policy-store-id',
callType: 'identityToken'

1)

const expressAuthorization = new ExpressAuthorizationMiddleware({
schema: {
type: 'jsonString',

schema: fs.readFileSync(path.join(__dirname, '../v4.cedarschema.json'),

'utf8'),
+

SEHUR A |4
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authorizationEngine: avpAuthorizationEngine,
principalConfiguration: { type: 'identityToken' 3},
skippedEndpoints: [],
logger: {
debug: (s) => console.log(s),
log: (s) => console.log(s),
}
18

// Add the middleware to your Express application
app.use(expressAuthorization.middleware);

A= 5 X

BRMERTENAF TR APHRRARHFER , ARG RNEKI, RNPEFRREBEEEX
Ry R B B 3 T E N E R

i, MRERET EFTRANBRHAEAFA :

- BERA NAERFEMERNEN TS RNR

« AT : AEE, QIENEHMAR

« B RBEEERR

A BSEATENAFEZHAEREHIRERRIENREEREERTEIEIT. £ Express M AT
FHRRKRinS  EUEIEEEH  EPRHETEXBINRENEZFAEE,
B B HEE

MRBRRKM , FEIRATHEE -
- RIFENREDRE ID REER
- BERENSHIREEER
- REZHNEEBRARTIER
- BIEEH IWT SHEEEEX

JREL R

KUBEXERRE , BER :

s 82 X 129
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« ABEPRARREBEMBETIESR
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£ Amazon RUE A PR SR I ITAR

BIEREEFMH, KK, EiR, FUANRIRES , i UFHRER Amazon Verified Permissions #&4X
BRT. EXUNERIEFPVNRETEN , DITEHPENKRBENEE AWS ERNABRFTFHNERLEERER, E
FERIENBRESEHNNARFER , HHMN— AWS SDK HLIE A SRR API HE KT IBHIER

B T2 i £ B IRPUR R 5 %

ERZSRIENRRBITRERNN TRARFPH UX RN API RERIFEBH.
R P30 PR

BRHAPNEWRARRF UX WiHRNRE. BUURAATFAFEEMNEEHANBYIRE, &
H, BEMEMGRR, 6, SAPERN  SURFEREEKFPRSE “BIK £, 8&q
Bz AP A AR RAE, Bl EE—MRITRRAEFT  SURFERERBATENAS
ERRZ R,

API R

EHEIRAPXNBEANFENR. NARFEERIARAREGEN —3B0 , HMAIEIAFE APIs, £
RITNARFHRGIH | Verified Permissions &R “#0K” 24 , HEHAFP L EEKE | &4
I EERNRPURE. Verified Permissions AJ ARSI RS KA ETK B ARk # API 5
KR, ARG R F K #E3k B H A K P B9 18 Ko

WAL N ANROIR B R FEERA. ERERE , FEESNN AR LI DigitalPetStore /R il 5
R

BREAHERNEIN UX RN RTWROIZARRF , FSHAWS Z28F LW “EH Amazon B
BIFR AR AT AR AR E RN

&

- ATATRINN AP R

s MHEBHNENER

- FENBRERSRNARFER

AT RXAY API 8R4

ERIENR AP BB TENIRE,
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https://aws.amazon.com/blogs/security/use-amazon-verified-permissions-for-fine-grained-authorization-at-scale/
https://aws.amazon.com/blogs/security/use-amazon-verified-permissions-for-fine-grained-authorization-at-scale/

Amazon Verified Permissions AriEE

IsAuthorized

IsAuthorizedAPI B#ERFEACRIENRHRIERNADOR, BUTIRRAEE, BF. &
B, ETXHMEMEITR, Verified Permissions 2 BRFEEFERN KR FEXPEA T ERPZENME
REEKITMH BB R,

IsAuthorizedWithToken

ZIsAuthorizedWithTokeni®E/ERHE JSON Web ThE (JWTs) FREY A P BIEE K BRNE

K. Verified Permissions AI E#5 OIDC =AM E S A , #la1 Amazon Cognito £ SR B 776
#5127 . Verified Permissions £REAF ID A ETHEANFERIEZEBNERPFHOZIEANRT
BEM. BB SMRETHAFBHERBAR R TR RBILUIREN TR,

AR BETEIsAuthorizedWithTokenERFBEEXRBASAFRTHRANER ., BATERE
EEABIRERIGRIEMEMN JWT &,
BatchlsAuthorized

#ZBatchIsAuthorizedBHEHEEN AP ERFLEBHN BN ZERARBRRNSNMRIORK, iR

ERERDARN BN ERE , NMBEARERBRDEFERAE  HIREKS 30 MEXHER

EFEMRENTRIUREK, BENENRRNMERN , S0 LIFFER P A A R IRIITHIRE,

BEXNENEIEANMEBRN , AL 70 B REUREN TR
BatchlsAuthorizedWithToken

ZBatchIsAuthorizedWithTokeniEEE—N API BRHANENZRALESNRNRE, &£
FABHEHWREFH MR ID RFRGCEEX RS, HBREFERIEANENMMLEREE , U
BEAREMRDERIFAFEAE , HFIREGRZ 30 MEENBRERPEMERVEDRAE, TEHNEK
B, B LUBYHBEMS A, B XP R KR T ERBE AT 75 R PR

5 —#TIsAuthorizedwWithToken , R EEEBatchIsAuthorizedWithTokeniERFEEHF X
BASAFRFERARBENER, BXTEMEZFEABFEEXRIEIREN JWT F,

A SRR R E

ETREENHAEFE Amazon ERIENRFBPOREM I | S0 LAEFIEREIEAFEH Amazon
2R UE RN 5 F & FET HTTPS REST API EF3RX 2 iEAN R #H TR, MiXF AR TR AR
FHEFRN AWS EEZFH A RAGBERMMNHNTE,

fEESMNSISEBEENAREFIRIT , 2T RIFMNINIR REST API BEF AN T —%5, RFRKIFAIR
PR API 2 1 FIsAuthorizedlsAuthorizedWithToken. FBatchlsAuthorizedER EZ & H AWS API [@
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X AR 55 80w T SR AV R E R, BN X ERNRPER | &I AEREM APl FFImAERKER , H

WUFRRY RS R B R TIR B R PUR K

filgn | BELRBUT ZERIsAuthorizedE ROIK IS 4 Pt 7=

Test bench

1.

EERIENREFE LITFAERIENRZES &, EFABMMNREIRBERE P URREST
fi#DigitalPetStore,

2. EWRBEEFEE NWHAE
3. EERIENPR API ZZEIsAuthorized PEFRZHMIXFEER, U TFAELES T R~H 4 F
5| FiZDigitalPetStore Rl B 45 o
a. NEWLBRAIRK. BEUERKXEITH , HikEDigitalPetStore: :User H i
AAliCeo
b. FMEWLMABRENEF. & “RNMRXE”, %FEDigitalPetStore: :Role , AfF
WA B
c. PRBERENIAF “1234", WTERAEEZRENER , &
$¥DigitalPetStore: :OrderHH A1234,
d. ZDigitalPetStore::0rder®RFEFEE—ownerBM. FF Alice RENITENTE
#, %&$EDigitalPetStore: :UserH M A Alice
e. Alice BREFITE., W TERALEERBNTS , 1%
##DigitalPetStore: :Action::"GetOrder",
4. EFZTERER, ERLEBINREFETD , LBERSSHALLOWREK, EERIREIREH
HE” BUR,
5. MNEMSMFELESF | EEFERE, EFEHSER , fikh “ERAB-REUTE,
6. FEE A6 BTERAREFAGHARRENMEE , A2 RIERRAFIZEKR,
REST API
1. EERIENRERZEFAE LITHERIENEZEG &, EFABRMMNRERBEMR P OIEREKT
fi# DigitalPetStore,
2. BTENHRETFEXNERERM D,
3. IsAuthorizedE BRI R API Z&Er | &5 4 5| AiZDigitalPetStore RIHYE K IE X,
4. FTFEWN APl B , NEENBERFEUEXN XERFHANER. MRGIFR , ERRE,

Wit AE R
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5. MM RHIEREX , AEEMWpolicyStoreIdEE RN Z 2 viiE FTHEKEZEAM D,
6. RBXBERAEBEFELR, EEHIADigitalPetStore REEFM#H , iERSIEE —MALLOWRTE

BOLESON AR RS, EMAER , LERERHMEEERMREK,
1. BERERNARASETRERIENRIRE, Sl , HEWMLWAREHR NEmployeeHFHmT 1234
HownerBME XN, Bob

2. UEMIZPURKHN AN ERREE, fla  E3ERN ‘B AG-REUT R WEBER | UAMIBRUser &4
MRMEEWSRMY , Resource RIFIESUERUAEHBobBEEFRITE,

3. EUEMUATFREMEEEZZRNARE, EMBERFEM , LUE Alice IJLUREFHWER, #luw , &K
BiUser AR E R NActiveUsersEiIK A InactiveUsers,. BEFBER , MERGRKAFRS
BEEFEECWITE, FHFIEREM | £ Alice RAEKRAFPHRIEFZS AP,

MENENERSNRAREFEX

EELZN M ARFP IR Amazon Verified Permissions |, A E VIR FE N AR FEEIMITH R
FMEH, ERNEBEHRIAVHLIN G , T—PERMNBHRITHBER APl EXR, At , BATRE
NARFEZEURERFEEHFNEERTRIGERS,

B1 A2 Fr a0l 62 A 2 30 UE RY X BRI A 3K

1. BREAXIGHAFNEE, BE , AFNEAGEELE S NRIENSENFAEEPRE , flm
JWT B Web £1i& Cookie, XL = #dE AlaEK B 122 AY KM 1745 B/ Amazon Cognito &
kR , thAT8Esk B H A Open ID Connect (O IDC) 12w,

2. WERXAFAZTRNERNEES. BE , SR/ MEERENNARERFINEH A~ G Ee
EHNARFRBEIEXBRNER.

3. WEEMNAFBREXRMVEE,

4. ERNERIENRNZNGER , ERE3EAFPZRBRENZIEA, BIE. REMEZME, verified
Permissions 2R IE &M RS F68 P VRIS IT A ER HIRERBURE

5. BHNARFIEREKE ERIENRNAVFSHIELMA , H58HMITH AP IERRE,

ERIEARR AP HEERETH AWS SDKs, EENAEFPMALTRIEMNRIR , 57 E R TEFmE
ES M AWS SDK £ EINAREFEF.

ETHRESEBHHITTE AWS SDKs , 25 T E Amazon Web Services,
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https://aws.amazon.com/tools/
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BT RE M ERIUENR B IRAY #4884 AWS SDKs.

« #EHT .NET B AWS SDK

« EAT C++ 8§ AWS SDK

« EHAT Go #§ AWS SDK

- EAT Java 9 AWS SDK

« &M TF JavaScript B AWS SDK
« SEF T PHP & AWS SDK

+ AWS SDK for Python (Boto)

« S&ATF Ruby ) AWS SDK

« &M T Rust B AWS SDK

LATF 5&RAF JavaScript 8 AWS SDK R¥lIsAuthorizediR B & I 53 UF PR A Amazon
Cognito f&i{b 4% E B

const authResult = await avp.isAuthorized({

principal: 'User::"alice"',
action: 'Action::"view"',
resource: 'Photo::"VacationPhoto94.jpg"’,
// whenever our policy references attributes of the entity,
// isAuthorized needs an entity argument that provides
// those attributes
entities: {
entitylList: [

{

"identifier": {
"entityType": "User",
"entityId": "alice"

3,

"attributes": {
"location": {

"String": "USA"
}
}
}
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https://pkg.go.dev/github.com/aws/aws-sdk-go-v2/service/verifiedpermissions
https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/services/verifiedpermissions/package-summary.html
https://docs.aws.amazon.com/AWSJavaScriptSDK/v3/latest/client/verifiedpermissions/
https://docs.aws.amazon.com/aws-sdk-php/v3/api/api-verifiedpermissions-2021-12-01.html
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/verifiedpermissions.html
https://docs.aws.amazon.com/sdk-for-ruby/v3/api/Aws/VerifiedPermissions/Client.html
https://docs.rs/aws-sdk-verifiedpermissions/latest/aws_sdk_verifiedpermissions/
https://aws.amazon.com/blogs/security/simplify-fine-grained-authorization-with-amazon-verified-permissions-and-amazon-cognito/
https://aws.amazon.com/blogs/security/simplify-fine-grained-authorization-with-amazon-verified-permissions-and-amazon-cognito/
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EZFRERR

+ Amazon ERIENRIFIT L

Amazon ERIF X R-F IR

£ AT S RF R ASP.NET Core N AR B EXRNRREHRER
£/ Amazon BIFRBRA U FNAREFHERNERS

{5 F3 I S IAE A BR F1 Amazon Cognito B4t 4% E %X
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https://catalog.workshops.aws/verified-permissions-in-action
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Amazon Verified Permissions &4 4

ZREAWS REFZE, N AWS BF , BUUZRTENREASRZLHRBBEALANERMY
BOBEHROMMERN,

Z2ENFHEHEE AWS R E, SEHEEAFEBERN N Z2UNSPHNREM

« TRE — AWS ARRFPEZHIZIT AWS RSHERMZEE AWS =, AWS R HZRMATUZ L
MRS . ERAWS EMATRIEATRIERATREN—D , FZAFIHFEHMNLFNBIERNZ
SN EMM. BT HERT Amazon Verified IXNRIEMR TR , BSHEERITRIEE A HAWSAWS
REEARITRRS -

- TIRRE-BNTEREFERN AWS RERE, EEFTENHMEERAST , SEEHHIENBR
M., BRTNERUREREEEN,

e SRS IS BY 48 T R AN{AI E E F Verified Permissions Bt M ARELEER . UTEZBNE T NAE &
Verified Permissions AR BN Z £ MEN M B ¥R, BB FZES I EH EH i AWS RS KA BhI&
BENRPENSRIENRER,

FT

« Amazon Verified Permissions & Y #3E R 3

« EATF Amazon Verified Permissions #J & 19 1/ 7] & I8

« Amazon Verified Permissions & #1436 iF

« Amazon Verified Permissions KI5z 1

Amazon Verified Permissions & ) #kiE R 3

2 AWS BEFERFER T E2 R IENR P BIERY . MZEXBFHR |, AWS AFZRIPZEITHME
AWS L IREMEH, EATEFPFNIEECTHEMEH NN ENEZEE, RNEEIEE AWS BE
FRANNZLEENEETS. BEXBERLNESEE | BSRBERILENRE, BXFMNBER

FHEER , ESH AWS Security Blog £ AWS Shared Responsibility Model and GDPR & X E.,

- HTFHEFEFRFEHN , BRNBUERF AWS K EHFEHFEH AWS IAM Identity Center 2 AWS
Identity and Access Management (IAM) REMNA AP, X# , 8NP RLREETH TERSIAR
FEHIRBR,

« BINBWEBI T A AR ERBIEE -
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
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- NBNKFERAZSESHBRIE (MFA) .
- AT SSL/TLS 5 AWS BREfS. BIMEREM TLS 1.2,
- ERARE API MR FES BE AWS CloudTrail,
- fEH AWS BB RFRUAREFHFERIAZEEH4 AWS RBF.

- FEASRIEELZLIRS Amazon Macie , il , EEBITF XU AR F6E1E P BREFE Amazon
S3,.

- MREBEGSITHRED API GE AWS REEZXY FIPS 140-2 WIFRNZER | E6EH FIPS
mR. AXAAMN FIPS RN EZEERE |, B5H (EEKIEEALERE (FIPS) 5 140-2
&) o

- BMN@EZNEWEY7ENEEERFEBEE (NEEFF VB FRFibit ) RARLERBEAERAXERF
R(WMEHFR) . XUEIEEACRIENRIEM AWS RS SAERESE AWS CLI. AP
HAf AWS SDKs. HATAMHNIRERAABANAEFTRPAANEARERTELATIRHNL
W H&E, MREEAIBRSSERME URL , BB VST EEMU P I EEIEE BRI ZRSF 2
HYIE Ko

- BHNBRESHRTNISEAHBER.

- RINEBEIUNBWUEBBRANENISE (RENER ) £AKE—, FATEFRTEEFANRRT. £
RENER | WA LULERE A B R A SSERRATF , HlEER jane = bob fE User EEEMN AR,
BR , BEFREHR , HTZ2ER , FATTEEFRANE—EEXEE, BRNENEEAEN
BEAM—PRREF (UUIDs) 2 EWE. flin , BE—TE—-NEFLTNAF jane, BEX , FiLH
AERT jane XNEF. ZHAFLAAESHEEIA User: : "jane" WEBFRFNAENRN
&, Verified Permissions ¥ Cedar T3 X2 & AP MU GIH A,

REMEATEZHENRFRAR, BESLAERRIEE -BXZATEEEANRART , BRET2R
NERBEHEFEE BRRAFMEEEP R TFHATRRR,

- FRREEMPVATEN Long M Decimal BN FHEBESHLENEIEEN. i , FHRRERSR
FEREMERZERFSEHNELSTLABHAENEE, MEBLENEE , NiZRENSBEHRE,
SHERNVRENEZE , XEREFUREAUERSEATEATLR , REZ LR ITELZNT
SEBR LA,

e YIRS

Amazon Verified Permissions £ B3I INZFMEZEFHIE |, AIFEABK. AWS EE X4 Amazon
BRI RE AFEFER a ERFEEARE RNBEBIE,
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EXFEAEFPIEEZHAHRITNEZENIEMAEE |, 1§25 Hthe section called “BF B = EBE R 4R,
£ Amazon 2% UF PR %32 &R

Amazon Verified Permissions BRIARMEINZE , LIEA AWS BENINMZEZARFBRBNBESELH
F. FERFNHRIFE , Amazon Verified Permissions St iF & AWS Key Management Service
(AWS KMS) EFEEXE4 s (CMK) BB KRBT, LI AHREBELIBRSNBR, BEBHIE ,
MM #HBIE

- BENAERFIRNZENE , SR BRRE
- BHEETUETEECHNREFENEPRE AWS KMS EFEEXEZHANKARGE
- HENEFERNNBEAETENERNZLBRBENARRF

LATF 2777 1 BA 2040 9 57 B9 SR S 17k BC B D0 28 A R AN E B N2 22 4R o

AWS KMS Amazon U PR Y B3 4A 3 FY

Amazon EIENR AWS KMS 555 , A TEE AT encrypting/decrypting & 2 iEHI hn 2 2

., ETHREXBHAXRBNRSHNESZFER , S (AWS KMS Developer Guide) F# AWS Key
Management Service concepts. SIEFTHIRIEFMREET , TUAMELT AWS KMS Z4AR B ik FE X HiE
BTN

AWS BHEZ4A

RiIAMEZFE A, Amazon Verified Permissions i %4 , BEEZFEMEMALZA , A BSECIER
FNESHEHREBEHITNR, FACRIENBAEAGNZS , TEERBRINARFPREEH TN
B, encrypt/decrypt

ERRERN

18 AWS Ik e, MAENEEER, RAT2ES AWS KMS iR, AWS KMS HF#£E
XHA s FW . BXEZER , BZH AWSKMS ENNH. BXEHRENEZER , BESH
(AWS KMS FF R A i fEm) RRESHEEE S,

IR BEFREXNRH NRAR ( BIRIEEMRE ) IEEMZERT |, Verified Permissions & A ZZAXT %
BREFRRBRHTME, EFEANBRERFE TRRAEAEH  CEEERAFRPR T 2RI
BREAIBEIR, BAARME —TETRRNER SO LUGEMMEENER L, EREERZH U
BEIFZREHIGRNRER. BXRXEZEL , S Mthe section called “FAEHEH AWS KMS 473k
8 Amazon RIEER,
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https://docs.aws.amazon.com/kms/latest/developerguide/concepts-intro.html
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A ERETENNBERBEEE EREEXNES  IFEXNHMBEN R FHIEIT AP AR &/
REXAZ , REARN IAM AFRRAE4MENARZEH. MRERIENRIEEFRIZLE , MME

SR BZBEANZNERARPIORRET AT N R AER, HEBTEFRZAR , SFEEFRESD
ZZ A & Wread/update/delete %R , H BEMIE A Z 2408 1T N 09 £ 22 18 A &4 L W

(® Note
FIERHEERIEA RN AWS KiggiR M ERIE RSN,

/A Important

—BER EFREARH NRBEFEBTNDR ST EERRFRAERELMEZARITNE
WIEMZ R E P BERZER.

£ AWS KMS BB Amazon K uE X bR # 23 %547
Amazon Verified Permissions 82 EEE % AWS KMS (AR BIEZ4A B IR &SRR IERN R IR
IR,

(@ Note

Amazon BAE RN 2= X #E AWS KMS 240, BT eeE R IEXR TR AWS KMS Z4ARINZEH
Amazon B iF PR &R,

£ AWS BE®H

BIABERT , Amazon ERIENRER AWS BRRANBMERR. XERATRRER , #AE8F
B, URFENKF AR, EXTEEE. BE, FANFIIXERY , R EFRBEAHERR KT
WiE. AX AWS BEEZEHANESER |, 28 (AWSKMS FFREEmM) FHAWS BEEH.

ERAEFEERN
BER FEFREARA HITMBRUTHA

- IBTAILLBIBFEE AWS KMS %4 , SRFIREZFFARIEM IAM FrELUIZEHIZT AWS KMS 2478915
B, WAL AMER AWS KMS %48, BANEZAaZPRER , UREFTBFEA AWS KMS #
4R B I5F EL AR BR o
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https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#aws-owned-key

Amazon Verified Permissions ArfEm
- BAILESA ZERFREXZH WEAMS ERAEEXRS PEA , U ESHEENEENEE
NEZRATFREPFER

« BALLERKZEHE AWS KMS 89 AWS CloudTrail Amazon ER IR APl AARFEZENE
IR UF PR &R HY I 23 MR 27,

ik Amazon BIERRRKREFERA LN BEFRREERXE s FRElencryption/decryption, you will need to
add specific key policies to allow Amazon Verified Permissions to encrypt/decrypt’® iR

BREAEN AWS KMS 2403K18 Amazon K iE X R

Amazon RIENRELZEL TR EFEEANF -

* kms:Encrypt

* kms:GenerateDataKeyWithoutPlaintext
* kms:DescribeKey

* kms:ReEncryptTo

* kms:ReEncryptFrom

* kms:Decrypt

ZHARBEROILT -

"Sid": "Enable AVP to use the KMS key for encrypting project J.A.K. policy
resources",
"Effect": "Allow",
"Principal": {
"Service": "verifiedpermissions.amazonaws.com"
1,
"Action": [
"kms:Decrypt",
"kms:GenerateDataKeyWithoutPlaintext",
"kms:Encrypt",
"kms:ReEncryptFrom",
"kms:ReEncryptTo",
"kms:DescribeKey"

1,

"Resource": "*"
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RAriEmE

THRETX

RETXRBBRHAENLEZN AWS KMS HTRENREAENEE, XBEIRFLETXHETHK

FRIRRBA L AR R B SEA
EPUURAR LT XENERARBOM NS | SIS T RBBRER :

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "Enable this account full access to this key",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:root"
},
"Action": "kms:*",
"Resource": "*"
I
{
"Sid": "Enable AVP to retrieve this key's metadata",
"Effect": "Allow",
"Principal": {
"Service": "verifiedpermissions.amazonaws.com"
I
"Action": "kms:DescribeKey",
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "111122223333"
I
"StringlLike": {
"aws:SourceArn": "arn:aws:verifiedpermissions::111122223333:policy-
store/*"
}
}
I
{

"Sid": "Enable AVP to encrypt/decrypt resources utilizing this key",
"Effect": "Allow",
"Principal": {

"Service": "verifiedpermissions.amazonaws.com"

iy

"Action": [
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"kms:Decrypt",
"kms:ReEncryptTo",
"kms:ReEncryptFrom",
"kms:GenerateDataKeyWithoutPlaintext",
"kms:Encrypt"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "111122223333"
},
"StringLike": {
"aws:SourceArn": "arn:aws:verifiedpermissions::111122223333:policy-
store/*"

MR SZZ4AFRERN KR |, Wik AWS KMS 24K 2 S RIFRBERRE AWS KMS 3%
ITHE, ERE CMK 248 AWS CloudTrail it BER , XEENZEURIEN, BX£HE AWS
RXEBNEZER |, FSWEMFEMaws:: SourceArngaws : SourceAccount 448,

TEmME LT

MEETNR-AREXN , EF2SATNFRTEERLENHMLE 50 RIINKE, SEENBRRIE
BIERPIESME LT, 2% AWS KMS FRINE L TXHAERMERE. ERBHIE
WL AR R AV I EE £ 3o

Amazon Verified Permissions fEFTE AWS KMS INZigEFFERAEBNMNE LT , YRIENRAE
& AWS KMS 18 A encryption/decryption 28t , AT S AWS CloudTrail BEHR#HTHRIE. ERIAER
T , Verified Permissions £ i1 %3 % RS A LA T & £ T XRER -

"aws:verifiedpermissions:policy-store-arn":
"arn:aws:verifiedpermissions::111122223333:policy-store/PSt123456789012"
}

Amazon Verified Permissions 3t /o & i1 B E LN £ T3, EREFH LT encryption/decryption
REFIENEHMTHEEN -39, XERELNBHARBER FREATAEMEA , W THIFAR
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RAriEmE

"Version": "2012-10-17",
"Statement": [

{

"Sid": "Enable this account full access to this key",
"Effect": "Allow",
"Principal": {

"AWS": "arn:aws:iam::111122223333:root"

.
"Action": "kms:*",
"Resource": "*"

"Sid": "Enable AVP to retrieve this key's metadata",
"Effect": "Allow",
"Principal": {

"Service": "verifiedpermissions.amazonaws.com"
1,
"Action": "kms:DescribeKey",
"Resource": "*"

"Sid": "Enable AVP to encrypt/decrypt resources utilizing this key",
"Effect": "Allow",
"Principal": {
"Service": "verifiedpermissions.amazonaws.com"
I
"Action": [
"kms:Decrypt",
"kms:ReEncryptTo",
"kms:ReEncryptFrom",
"kms:GenerateDataKeyWithoutPlaintext",
"kms:Encrypt"
1,
"Resource": "*",
"Condition": {
"StringLike": {
"kms:EncryptionContext:aws:verifiedpermissions:policy-store-arn

"arn:aws:verifiedpermissions::111122223333:policy-store/*",

"kms:EncryptionContext:policy_owner": "Tim"
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]

WMEMEETXRFITERHA , HEEBENE
Harn:aws:verifiedpermissions::111122223333:policy-store/*H X EBERE
Ftaws:verifiedpermissions:policy-store-arn , Mt Z4AEKEE A FERIENBRAERE AWS
KMS % 3$TH8iE, "policy_owner": "Tim"the section called “BIZ NZ KB E4 X AR E B E
g LETXHEER , BHSH.

® Note

BUHERETHNEZE L TNHNFRANFZARBATNZE L TXRAN TFE , MARRESNE
HEXN, LENRSEREKBHAIELFNEETINHEMEREY , IRBARKREMZ L
T XBREFBELIANE K3 o F |, WA a0 2R IERRHY 2 4R T R AR

% kms: ViaService

kms:ViaServiceZR 4N AWS KMS ARSI IR BIEE AWS BRFHER, LLFZHGFHA
PGERAT®HEIFR£1E (FAS)e BXWEZEEKns: ViaService , H5H (AWS KMS F.4 A G
) ViaService® # kms:o

fFlan |, AR BBRFAERAKms : ViaServiceRHZEH , NEBFERKBRRNVEERE (BERL
1tEB ) #X# Amazon Verified Permissions BY , A A TIEEREBrentRole, EFEEXE
il

"Sid": "Enable AVP to encrypt/decrypt resources using credentials of BrentRole",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/BrentRole"
I
"Action": [
"kms:Decrypt",
"kms:GenerateDataKeyWithoutPlaintext",
"kms:Encrypt",
"kms:ReEncryptFrom",
"kms:ReEncryptTo",
"kms:DescribeKey"

1,

"Resource": "*",
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"Condition": {
"StringEquals": {
"kms:ViaService": [
"verifiedpermissions.us-east-1.amazonaws.com"

HVerified Permissions X RIZERNZR/BREZE , I THEERIUEWINREBEZEEZN G B, XEMSIFE
B, XRVLEN, AWSKMS EX FAS BERMNEZEER , F5H (IAM AFER) FWERIFHS
i

ST AWS KMS B4R

BEI/LTHHNELE , XR—MNBHERERH , B 21 Amazon Verified Permissions {5 CMK it
TNE/IRE

"Version": "2012-10-17",
"Statement": [

{
"Sid": "Enable this account full access to this key",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:root"
},
"Action": "kms:*",
"Resource": "*"
I
{

"Sid": "Enable AVP to retrieve this key's metadata",
"Effect": "Allow",
"Principal": {

"Service": "verifiedpermissions.amazonaws.com"
},
"Action": "kms:DescribeKey",
"Resource": "*",

"Condition": {
"StringEquals": {
"aws:SourceAccount": "111122223333"

iy
"StringLike": {
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"aws:SourceArn": "arn:aws:verifiedpermissions::111122223333:policy-
store/*"

"Sid": "Enable AVP to encrypt/decrypt resources utilizing this key",
"Effect": "Allow",

"Principal": {

"Service": "verifiedpermissions.amazonaws.com"
},
"Action": [
"kms:Decrypt",
"kms:ReEncryptTo",
"kms:ReEncryptFrom",
"kms:Encrypt",
"kms:GenerateDataKeyWithoutPlaintext"
1,
"Resource": "*",

"Condition": {
"StringlLike": {
"kms:EncryptionContext:aws:verifiedpermissions:policy-store-arn":
"arn:aws:verifiedpermissions::111122223333:policy-store/*",

"kms:EncryptionContext:policy_owner": "Tim",
"aws:SourceArn": "arn:aws:verifiedpermissions::111122223333:policy-
store/*"
},
"StringEquals": {
"aws:SourceAccount": "111122223333"
}
}
1,
{
"Sid": "Enable AVP to encrypt/decrypt resources using credentials of

BrentRole",

"Effect": "Allow",

"Principal": {
"AWS": "arn:aws:iam::111122223333:role/BrentRole"

},

"Action": [
"kms:Decrypt",
"kms:GenerateDataKeyWithoutPlaintext",
"kms:Encrypt",
"kms:ReEncryptFrom",
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"kms:ReEncryptTo",
"kms:DescribeKey"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:ViaService": [
"verifiedpermissions.us-east-1.amazonaws.com"
]
.
"StringlLike": {
"kms:EncryptionContext:aws:verifiedpermissions:policy-store-arn":
"arn:aws:verifiedpermissions::111122223333:policy-store/*",
"kms:EncryptionContext:policy_owner": "Tim"

}

/A Warning

8 AWS KMS B H Amazon BiEIXRFEANZANZAREEE |, HEEITE, SAENRE
FEIZ MR RAEER AWS KMS ARt |, Verified Permissions 2 RiIEMZMBEZNR , BE
TERBEZFERITIEENKEER. TEPHRAENNRATES TIMENRIRKNEAN
ERIENRRSHRE. BXHEBRE Amazon BRIENRHHEXHN BEFEEXNRAENERNIE
B , i #the section called “X Amazon B R P& - 15 Z 40 83 T EHERR,

MBRBRLE IAM FHE

BEKFAFH IAM A6 Verified Permissions BEF EEREMANA IAM KEEAE LR EST
BEFERH ERREXNZA W R BRHATINENER,

NTRIEBMBZRREFE FLREEXNZH , BT IAM REERHE T XF M ENRERERE AWS
KMS M 2R IERERE

"Version": "2012-10-17",
"Statement": [
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{

"Action": "verifiedpermissions:CreatePolicyStore",
"Resource": "*",
"Effect": "Allow"

"Action": [
"kms:Decrypt",
"kms:Encrypt",
"kms:ReEncryptTo",
"kms:ReEncryptFrom",
"kms:DescribeKey",
"kms:GenerateDataKeyWithoutPlaintext"
1,

"Resource": "*",
"Effect": "Allow"

(® Note
ERR (Get* M List* #4F ) MBIBREBMNBREFMHE ELREANRA , TEHANR.

EFHH a MBARBEFE FHEEXRH, B3R (FRE M List* 84 ) . EFRMMBREH a MBEHR
BEENTFHER ZEFEERNES , BT 1AM RBHA T RERENSERE AWS KMS M “ERIER
BR” BRER AT A -

"Version": "2012-10-17",
"Statement": [

{
"Action": "verifiedpermissions:*",
"Resource": "*",
"Effect": "Allow"

iy

{

"Action": [
"kms:Decrypt"
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RAriEmE

ERE—IAM XKl , EFRAFEEH IAM SERBHRRMTRAEREI :

]I

"Resource": "*",
"Effect": "Allow"

{
"Version": "2012-10-17",
"Statement": [
{
"Action": "verifiedpermissions:*",
"Resource": "*",
"Effect": "Allow"
.
{
"Action": [
"kms:Decrypt",
"kms:Encrypt",
"kms:ReEncryptTo",
"kms:ReEncryptFrom",
"kms:DescribeKey",
"kms:GenerateDataKeyWithoutPlaintext"
1,
"Resource": "*",
"Effect": "Allow"
}
]
}
B8 HN 2 3R B 11

RMIFERANRER , HEIEMEHAXNERER. AXEREERNFRFRREHNESER | F

SR (LSBRIERRASERM) P/ Amazon ERIERRRIE 7.

£ ERIER R G2 RAE RS |, BATLAER AWS KMS ZHAE ABASINE, XAIHER

o NWRBEFEREFRRETORERIM, ERNNREFERFERREN ErEE2f BEYRE

EFEEEEERA
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« EABESURKIBA ( B IsAuthorized BatchlsAuthorized IsAuthorizedWithToken, 2 ) &R F 1245t
W EFREAER BEIR

B N2 KBS 176

EREBRNZREEEECH , BHRR FREEAZ BEEMERAN SN Amazon Verified Permissions
RETERNFHARESFE | MECERZZAFITINE/MER, the section called “FRIE A EH AWS
KMS Z4A3k 15 Amazon BIEN R B MENRBRELEN , BHSH,

£/ AWS CLI :

aws verifiedpermissions create-policy-store --region us-east-1 --encryption-settings
file://encrypted.json --validation-settings "{\"mode\": \"OFF\"}"

MEencrypted. jsonFEREFRKE :

"kmsEncryptionSettings": {
"key": "arn:aws:kms:us-east-1:111122223333:key/12345678-90ab-cdef-ghij-
klmnopgrstuv",
"encryptionContext": {
"<ENCRYPTION_CONTEXT_KEY_1>": "<ENCRYPTION_CONTEXT_VALUE_1>",
"<ENCRYPTION_CONTEXT_KEY_2>": "<ENCRYPTION_CONTEXT_VALUE_2>",

HiRkey AR BERREEXNEH ARN B, AFAMEMencryptionContext#&E
X E#<ENCRYPTION_CONTEXT_KEY>F<ENCRYPTION_CONTEXT_VALUE>EXY,
encryptionContextMIRAFERMBEX , WA UTLE,

/A Important
BNEBENMFZE LT Xaws:verifiedpermissions:policy-store-arnH @& F4AE
o XZBEZRMY , MIRERLZENBENME L TXREEXNN—HD , NS HEIULE
%o
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BXERBETA APIs TRIRNEZE L , 155 Amazon Verified Permissions AP| 2 Z 5@ ##%
.

(® Note
MRER Amazon Verified Permissions %R HE T2 AWS KMS £ASKBE T IET M4kl bR, 2
RITEWE , WERBRBFEAK , NTTSBRUARI N, AWS KMS BEFREEXNZH
EXRTRERENN ( TUAFEERAFRR ) kAN ( ERBRANBHEZRE ) , EHEEBURTHE
Mo FATEIIER HIX X BIRIEM U7 AR , HInMIBREEER AWS KMS %40, bk, FAl
BWANHALREAWS ®RIGRERF , AERENSIASER AWS L E1HE Amazon
Verified Permissions #9185 #1751,

¥ Amazon ERIEMINE S 2 B3 AWS KMS

B A LAY 2 Amazon Verified Permissions S8 BEFEEXN M EBMNFEABR. AWS CloudTrail
AWS KMS &3 Verified Permissions & B B8N 5K ES2HENZ L T X iE RS E b £ F B 2548
ARN (B BEFRREEREH ) .

LR AAE AWS CloudTrail H&E% B ~"filGenerateDataKeyWithoutPlaintext :
"eventVersion": "1.11",

"userIdentity": {
"type": "AWSService",

"invokedBy": "verifiedpermissions.amazonaws.com"
},
"eventTime": "2025-09-28T16:51:04Z2",
"eventSource": "kms.amazonaws.com",
"eventName": "GenerateDataKeyWithoutPlaintext",
"awsRegion": "us-east-1",
"sourceIPAddress": "verifiedpermissions.amazonaws.com",
"userAgent": "verifiedpermissions.amazonaws.com",

"requestParameters": {
"keyId": "arn:aws:kms:us-east-1:111122223333:key/abcdefgh-0123-ijkl-4567-
mnopgrstuvwx",
"encryptionContext": {
"aws:verifiedpermissions:policy-store-arn":
"arn:aws:verifiedpermissions::111122223333:policy-store/PSt123456789012",
"policy_store_editor": "Janus"
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iy

LU FAZAHK AWS CloudTrail HE% B RfilDecrypt :

"eventVersion": "1.11",
"userIdentity": {
"type": "AWSService",

"invokedBy": "verifiedpermissions.amazonaws.com"
I
"eventTime": "2025-09-28T16:53:217",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",
"awsRegion": "us-east-1",
"sourceIPAddress": "verifiedpermissions.amazonaws.com",
"userAgent": "verifiedpermissions.amazonaws.com",

"requestParameters": {
"encryptionAlgorithm": "SYMMETRIC_DEFAULT",
"keyId": "arn:aws:kms:us-east-1:111122223333:key/abcdefgh-0123-ijkl-4567-
mnopqgrstuvwx",

"encryptionContext": {

"aws:verifiedpermissions:policy-store-arn":
"arn:aws:verifiedpermissions::111122223333:policy-store/PSt123456789012",

"policy_store_owner": "Elias"

iy

A RAAH AWS CloudTrail H#E% B RfIReEncrypt :

"eventVersion": "1.11",
"userIdentity": {
"type": "AWSService",

"invokedBy": "verifiedpermissions.amazonaws.com"
I
"eventTime": "2025-09-28T16:51:0472",
"eventSource": "kms.amazonaws.com",
"eventName": "ReEncrypt",
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"awsRegion": "us-east-1",
"sourceIPAddress": "verifiedpermissions.amazonaws.com",
"userAgent": "verifiedpermissions.amazonaws.com",

"requestParameters": {
"sourceKeyId": "arn:aws:kms:us-east-1:111122223333:key/abcdefgh-0123-ijkl-4567-
mnopqgrstuvwx",
"destinationEncryptionContext": {
"aws:verifiedpermissions:policy-store-arn":
"arn:aws:verifiedpermissions::111122223333:policy-store/PSt123456789012"
I
"sourceEncryptionAlgorithm": "SYMMETRIC_DEFAULT",
"destinationKeyId": "arn:aws:kms:us-east-1:111122223333:key/abcdefgh-0123-
ijkl-4567-mnopqrstuvwx",
"sourceEncryptionContext": {
"aws:verifiedpermissions:policy_store_arn":
"arn:aws:verifiedpermissions::111122223333:policy-store/PSt123456789012"
1,
"destinationEncryptionAlgorithm": "SYMMETRIC_DEFAULT",

iy

BEE , BE%B 3¥%EinvokedBy 5| Amazon Verified Permissions B4 |, 33
€encryptionContext/sourceEncryptionContext/destinationEncryptionContextEis
BH, requestParameters

LR R H AWS CloudTrail H &% B RlDescribeKey :
"eventVersion": "1.11",

"userIdentity": {
"type": "AWSService",

"invokedBy": "verifiedpermissions.amazonaws.com"
b
"eventTime": "2025-09-28T16:51:02Z7",
"eventSource": "kms.amazonaws.com",
"eventName": "DescribeKey",
"awsRegion": "us-east-1",
"sourceIPAddress": "verifiedpermissions.amazonaws.com",
"userAgent": "verifiedpermissions.amazonaws.com",

"requestParameters": {
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"keyId": "arn:aws:kms:us-east-1:111122223333:key/abcdefgh-0123-ijkl-4567-
mnopqgrstuvwx"

}’
}
BEEE , BESLB % invokedBy 5| A Amazon B RIENPRAY E 4,

BX AWS CloudTrail BREZEBEWEZEER |, 55 FEAWS CloudTraill BF#EEHH 7 ## AWS
CloudTrail &4,

BR 51
REBNACKRIUNRVSFIRS , UARER FREEXEANR RTINS,

- KR —BERA , R EERNR
- BIERNBNRBEEFEE ST ENRBEFEREFT VAN EREEXES
- B EPREARA NUANBRBFENERIENRIGFRMNRG , TS HIAYITHRBURE

- ERUBREMEHE BOREREE  ATEBRERNINE LT XE ; KR ORI R
BB

X Amazon BIEX R RV & P T E H A TR PEHERR

AFETIHIR T BEMFEH Amazon Verified IR AIEEIEZIMNE N FEFRFIEE N MHRBIR , HIRHET
fRFUX L AR IRV SRR B S IR

HEIEL : AWS KMS X R A &

iR ‘RBRFAS EREAREN AWS KMS Z48 , RAZREAEFEEZER , FEETERNE
BE A FIAR , REETRENRIEHBIEL HR)”

XA RERSHIFA ST EH IAM KEE/AWS KMS ZHARBHRDFAFNkms : *BRENR , HEFF
SIANBERATAEERES T,

W EEHEBR AWS CloudTrail :

« FEHEHKkms.amazonaws . comiEs AWS CloudTrail

- BRWEHENT AT AWS KMS BRIENSHET
( BIDecryptReEncryptGenerateDataKeyWithoutPlaintext, DescribeKey., &)

- &% errorCode Ml errorMessage FE
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« ®&E userIdentity EIARBN M= T IZRE

EfRERE |, FEH IAM R AWS KMS ZHRKRBHFRAF R IAM ZREARFELHH AWS KMS
BEFENR, BXEZELR |, 155 the section called “TE AWS KMS Z4A B,

BWiIr®%E : AWS KMS ZHE &
HBix  ‘BEEER AWS KMS ZHRBEREE"

XEWE , ATHYAEE , RETEERAAMSIANSEAHT ERREEXEE NE, REURESES
SAMER. BT X EncryptionAlgorithm= B AR R B R 2 3% KeyUsage o

FBR&EIRE : AWS KMS EZR[R 4|
iR BB BHEIERR AWS KMS”

LHERIR R RIBM A BB H N IRIEHN AWS KMS BRI : https://docs.aws.amazon.com/kms/latest/
developerguide/requests-per-second.html,

HXRER

- BEKZNEUHNXRR I
AWS KMS H{E3ki%

AWS KMS 1% £ XX

AWS CloudTrail &

AWS CloudTrail B&E % E R4l

& F Amazon Verified Permissions B9 & 14 #11f 0] & I8

AWS Identity and Access Management (IAM) AWS BRSs T AR BB A £ #hiRFIX AWS &R
AR, 1AM BB RZEHTLUES SHARIE ( BF ) MEN (AR ) FASRIINKRER,
IAM TEXFFANZAHEATER, AWS RS

£

- BX

- FASGHITIHRIE

- FEAXRKEEHG

« Amazon ERIENX R T/ERIE IAM
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« 1AM ERIEPRAY KBS

« AT Amazon Verified Permissions B & T & 13 89 5K #& R 51

« AWS Amazon ERIEXRIVIEE K8

+ Amazon Verified Permissions & 13 #if[7 jb @k &

- JIN

YREEA AWS Identity and Access Management (IAM) W A RXERN AT R

- RESAF : MREFTZEFRINEE , BNEE AL ERNR ( 2 Amazon Verified Permissions &
7 6 B B E )

- BRSEEA : BEAF HRRRARINRIER (15SFAmazon SRR TEFREE IAM )

- AM EER-REATERHRNRAER (15SHEHT Amazon Verified Permissions BWE T 54
Y SR B B )

£ & 21T B IR AIE

BOBIERE AWS FRASMETIEFNAR. BXT IAM AP EHH#HTERRIE , REBIEE
IAM BEH#HTERBIE. AWS IKFERAF

& T LAME ISk B 54 RAVIEH AWS IAM Identity Center ( 51#0 ( IAM Identity Center ) , B REFKE
BHIET® Google/Facebook iEF , LBKE F#HE R, BEXEXNEZER , 56 (AWS X AF
) PN AMEREN AWS IKF,

N FmIEHE , AWS 124 SDK # CLI KRN BERH#TINEZLE R, BXREZELE , 50 (IAM AR
) FM API ERAWS ZLZ A 4,

AWS K F root FIF°

BT AWS K7 , BEESBE—1NEN AWS IKF root BFHNERSH , ZE O AUTLHRIAERIR
AWS BRSs MBRR. BRINBNBWABRERBRAFRITERERES. BXFE root AFRHENES | &
2 (ArfEE) P8 FERAFEENIAM E57,

RE &40

FERBERXE , ERAKRRAFERES M RHAENERS 5 ORI 8 AWS RS ERAIGEHER#HITH
Al
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REGM_RIEXRBEHNDIE R, Web SRR A F Directory Service , & AWS RS FRX%
BEMRNEREJTHANAF. KEeSHRATRHMIGNEZIENAE,

BEHAEEHRAME , BIUEM. AWS IAM Identity CenterBExEZEE , S (AWS IAM
Identity Center A 1EFE) H I+ 4= |IAM Identity Center ?

IAM AP B4

IAM AP REMENMARBNARFEFBRENRN — 1N 50, BUERAIENEIE , MIEEFKHEIL
B IAM BiFF, BXEZEER , B2H (ArEl) PHNERAXAFERAESHRHENBKESHE
U RS AWS A IRAHEP# T E . 1AM

IAM BFETETE IAM AFHES , ETEBRXRERFNNR, BXELZER , 28 (AFERE) 8
IAM 1AM FB F= 481

IAM A&

IAM B BRENBPEFFEMNR AWS K WED. BRUT IAM AP , BEREARTXREK. &7
BLAWS BEEH A B R AM AeEdIGrREA S, BALUEREA AWS CLI 5 AWS AP #
ERERABENL URL RRAAG, AXERACGNSENESEER  B5HE (AM RFiEmR) PHE
AIAM &,

IAM EBIRFHEPHNAGELATERTRER :

- REAFER  EMRESH7ENR , BUEACHNABGENNR. HREFHHITEOR
iR, ZEAFNEACGHEXBRABERTHEACENWNIR. BXATHRESGRIEINACHE
B, iEZH (AM AFERE) PMANE=S50RHEE (KE) tIZAR, MREMEA IAM Identity
Center , WEERENRE, NEFHENSHERTIHRIEFALFEAAR , IAM Identity
Center 2 RES IAMRHAEMEXEK. EXNRENER , HZ5H (AWS IAM Identity Center
RAPERE) PHNRES.

o IEEY IAM AP RER — IAM AP IAM BB URA-1MEE |, MREESRNREFRNNIR.

- BKFEFI - BUUER IAM AR TFHEMAKSTFHEDIA (AIEEEE ) HEEKS FHRIR.
ABRETEKFFRNBEHNEESN, B2 , N TRELHEIR AWS RS |, E LUK E M N E
BR(MAREAACEIRE ). ETHAGHNETRRNEKRSHEIXEZEANXE , E2HA
FEETHIAM BE5E TR RN ERBATE. IAM

- LEITHRIARF Amazon EC2-EA LA IAM ABEEE EC2 k6l Liz1TH &£ AWS CLI 5
AWS API ERHI B ARFHIEIHES, XML THE EC2 RHIPEFHFRIRHA, E@ EC2 P75 E
AWS BEAFEEAEHEMENAREFER  SEEQEN MBI ZEHINRFIERE X4, KFIERE
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XHEsAt , FE EC2 R LETHEFEBRBRNZIL. AXESEELE , BSHIAM AFiE
MHHNFEA IAM @& Amazon EC2 K6l EZiTH N ARFR TR,

ETHMREMH IAM AGER IAM AR , BZRAFERPHMANCEZE IAM A& (MARIAM A
F)o

£ F SR = 1 ]

ERELAWS B eI 2 RS EM I AWS SRR FERZEFFHNHRNR, REELTESHR
BRRRETONR. AWS EZERARH BRI IFEXLEBR. RSHREELL JSON Xy AWS T
NFHEEP. X JSON RBUMHWEZEE , ESHIAM AFERTH JSON KEEELR,

EERAEARE , BYE BN EEATUEAF A4 TR BLERRTHBEREREEERNGRMT
Ao

MIABRT , AFNARRENR, IAM BEER G2 IAM REFHEFMIAEH , AR/ TNIE
EXEAE, IAM TRERMAMIERITERAE , RBEHE LR,

ET 508K

ETHONRBEEM MBS0 (AF. A5AE ) B JSON RRKM I, XLERREIES S 47 2
WATHH ABRE, NBLEFFERITUREFLAFZATNIT. BETHOFAIZETSHNERE  F5HIAM
APEETNERAES ETERBEX BEX IAM R,

ETHEMIRBEAILURARRE ( ERRAZNENGHP ) ARERE ( HNESNHHHIRILE
B ) . ETHRIAERERBNANRRE cB#HTEE  FSH (AM AFERE) FOEEEREA
MR B 2 (R BEAT IR #%

ETHRAVKEE

ETRRAVKEEZMMNEF IR JSON KX, T~HI2HE IAM ABEERKEMN Amazon S3 1741
K, EXRHETRARNEBABRST  BRSEERATUEACIREFNBERFENLR. SBMIE
E T HIRAY R P IEEE X,

EFAFRNERENTFZRSPHARER, STFAETETRRNER IAM PER AWS EEEHK,
TR $2 %) 5 &k (ACLs)

REFIFIR (ACLs) Z2HMERFTEA (KFKA. AFZA® ) BNBRER, ACLs SETHIRHN
REERL , RECAAEEA JSON KB,
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Amazon S3 AWS WAF. #1 Amazon VPC R XMW ~Hl ACLs, ETHEZ{EE ACLs , HSH
(LOpEEFEFRSTTXEERE) FHIHRES FIER (ACL) #ER,

HREgRE
AWS ZIFHMRRERR | XEREEBTAEEEFE NN EREERFWHRANR

- NRBR-ZEETHMNERITURTFEANHZEANR. IAMBXESEER , 52H (IAM AFE
Y FHIAM SRR R

o REEHIKRE (SCPs)-EHRIEEH AN AR LI HRANPE AWS Organizations, EXEZEER |, 15
2% (AWS Organizations FIF15R) YRS 125K B

- BIREFIZREE (RCPs)-REKF A RFENHZRAATANE. BEXELEE , BSH (AWS
Organizations FIF1EF) P FERZEFIFKE (RCPs).

- 2ERE -ENACIREAFCRGNSER , FASBEENERER, BEXEZER , B
F <IAM FFiEm) PRLIEERRE,

S REGRE

HAZNRBEMNRBENA T —MERE , ERNNREMERNEIER, BETHRELSRSHREREN
WA AWS BER B AWER , HSHIAM AP EEPHERITEEE,

Amazon BB UENEN T/EFRE IAM

EEAEE IAM N ERIERRAGRINRZA , HE T HHL IAM e AT ERIENR.

IAM & 8] LUEE Amazon 36 1E X BR fiE B #Y Th e

IAM Zh&E X #F Verified Permissions
ET 5 HOHERK =
BT R IRE R B
RERIE =
KRS B
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IAM Zh&E X% ¥ Verified Permissions
ACLs )
ABAC ( REEPHIFRZ ) =
ERERE =
BEAE &
REXBERHE )

E4HTHRERIENNBRMEM AWS RS WNAEKRZE IAM hEEERESER |, BHSHIAM AP 18R
IAMARR 5 2 B & FHVAWS BRS

FE AT Verified Permissions NE T &40 KB

XEFET B RE =

ETSHNRBEAMMESH (0 IAM AP, AFASAE ) 1Y JSON RRREE A, XLRIR
AP AR E MRS TN BLERFENITHLERE, BETHRNMRETSHNERRE , HSHIAM
APEETNERATES ETERBEX BEX IAM R,

FH IAM ETHORNEKRE , SAUEEATRIELNRENETR , URAFHIELBRENSLE, ET
AT £ JSON REEhERMNMETE , 551 (IAM BF#ER) H/ IAM JSON EiTtEs| A,

FE R T Verified Permissions BE T 5458 FrE =51

EEF Verified Permissions & F B RBEHI RBI |, ES R i&H T Amazon Verified Permissions #J
ET BRI R,

Verified Permissions & T & JRH KB

X FET AR RS
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ETHIRAVREEZ M NE R IRAY JSON KB, ETHRNKRENREESHE IAM BEEEREN
Amazon S3 FEREKE, EXHETARNKBHNRES T , RSEEATUERCIREFHNBFER
BREVGE. XN THEERM IR ZIR |, REEE IS E A A SN 2R R TR AR E M+ ARM
THIT, BUFEETRENRBEHEEEE, ZEREATUEEKS, AR, A, BERAFH AWS
i

ESABKSIERNER , BULCRRNKSARE —NMNKP R IAM XEEENETRFNRBETHNE
A, BXEZER , B2 (AM AFER) IAMAERYEIK - 5 IR 17 FRUR.

Verified Permissions B & B 18 4E

X R RE =

EE R WLER AWS JSON REERIEEHRRIBEMF L, BR2H , BN EETUNT LR FERITER
1, AREMAAZKHETHIT,

JSON HMEH Action TEMARAATERKT AT RIEL L FNRE, EXRBPISBREARTR
ITRERIRERRR,

B X Verified Permissions #EMNFIK | EFSH (RFTENSE) BB Amazon Verified Permissions
E X HIRE,

Verified Permissions A HY SRS IR ETEIRERIEA LT B4R -

verifiedpermissions

EEREMEAPEESTRE  BEAESFHElRT.
"Action": [
"verifiedpermissions:actionl",

"verifiedpermissions:action2"

]
BT UERBEA () BESMNMEE, i, EEEULFE Get FFXANAERE , STHEUTEE .
"Action": "verifiedpermissions:Get*"

E&EF Verified Permissions E T B REEN RG] , ESH & T Amazon Verified Permissions #Y
HET 5PN ERERG,
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Verified Permissions B KB &R

3 FF R R =

EE R WLAER AWS JSON REERIEEEHERRIBEMF L, BRER , BN EETUANT AR FERITER
B, AREMAAZRHETHIT,

Resource JSON R TRIEEEMHNAREN — NI Z IR, FAZRESRE , BFEAHE Amazon
BRBM (ARN) BERR. WTFAXEFERERENRNVIEE , BEABEAS ) BREBAINATHER
Ro

"Resource'": "*"

EEECERIINRRREEKEIRK ARNs |, BSH (RETRNSZE) FH Amazon ERIFNRE Y
HFRRER, BETHRETUEBLEREREESNHREN ARN , i5Z R Amazon Verified Permissions
E XK RE,

Verified Permissions B9 S BS S 4h48
YEEETRSHREKHZH &
EERATLAER AWS JSON REESRIEEHEENHRMA L, RN , BDNEAT LN AL RFEHRITIE

&, BAREA ARG TIIT,

Condition TERBENNFRHEEEVMENRIT. EASGIRBERAZEZER (FW, ST
T ) WERHRER , MERBPNFEEERPNEREE. EEEME AWS 2R&HE , F5H
{IAM BF1EE) HHAWS 2 /&4 LT XHH,

ACLs £ “BRUFIXR” =

X% ACLs a

TEEFIFIR (ACLs) 2HMERFTEA (KFKA. AFRA® ) ANBRER, ACLs SETHIRHN
REERL , RECAAEEA JSON KB,
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ABAC E Verified Permissions &4 {8

X#F ABAC ( REEHHIFRZ ) =3

ETEMQHEARRRS (ABAC ) R—HEEN  ZEBETHITENEEREURR. BT
AR RIINE IAM AR AWS 308 , RIBIR1T ABAC EMUA TSR ANRE SRR LIIRE T
AT TR

BEETHREEGHRE , BEFEEMFEA aws:ResourceTag/key-nameaws :RequestTag/key-name =
aws:TagKeys U BERBANRA TEZPREFRZEER.

MRENRSH TENRARREBIGAEX = FER  WNTZRS , ZEAR. IRENRSX
NTEHSRRREXISAMEX =GR, WZERBD.

BX ABACHEZEER , #51 (IAM AF 1) M “FH ABAC BNEUNR", EEFIRE
ABAC S E , B5H (AM AFERE) PREAETEMNIFRIMNRRES ( ABAC)

FF it B EAE A F Verified Permissions

Xt R =

ISEHE BRI AWS FRIVEHFENR , HERELFERKS S HIREAE B BIEMN,
AWS BIUZHBERIGFHES  MAREAKBHRZA. BXEZELR , H23HE (AM AFE
B P IAM FHIER RSB URES IAMZESAWS RS FANIGNZLIER,

Verified Permissions B9 ¥ iR 55 & 4R

XEFEBNR =
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RSABRA—ITRFHAA. KREFITEREN IAM BE, IAM EE A ATUERNFLIE, ESRFMER
BRSAL IAM. BXEZER , S (IAM AFERE) AWS RS M GIE A B U EZERR,

Verified Permissions RS <A ®

XEFRFHEXBE -

BSHAXABR—TMESRSAXKN AWS BSRFAR. RS AUKARRERTRENSE, RS
HXABHIELN S AWS K/ |, FEARSHAE. IAMEERERAUEEETREREERSHEXAE
YA BR,

BARUZBFEBRSAXBENFAGE , TSRS RS IAMEANAWS RS, ARPEKRRSHE
XABIFEE Yes KR, ERRBEUEFTZRSNBSAXAEH,

IAM B 56 UF % PR #Y R BE

Verified Permissions MR BB NN AEFFAFWNE, 7 TiEEZHNNARERBAERIENER APIs
HAYF AWS EEEZEH A AFECRIENRREEE T ERE Cedar K |, BATURNAER IAM X
PR

ETESHNRBETAMMBI S (Hl IAM B, AREAHAE ) #Y JSON MREM I, XER
&2 G A 7 M A S A ARG TX BLFERRITHLERE, BETRNMFEZETSHNKE , F5H
IAM R e A 812 IAM K,

FH IAMETEHNER  BULUIEEATRIELNRENER , URAFSIELBRENIKHE (T
Fi5l) . BEEEETEMNRBFIREEETE , AFACERATERNINAFRS AR, ETHETLUE
JSON K FEAMNFAETE , F55 IAM AFEEETH IAM JSON R TESE,
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RAriEmE

Action

DeleteldentitySource

DeletePolicy

DeletePolicyStore

DeletePolicyTemplate

GetldentitySource

GetPolicy

GetPolicyStore

GetPolicyTemplate

GetSchema

IsAuthorized

IsAuthorizedWithToken

ListldentitySources

ListPolicies

ListPolicyStores

ListPolicyTemplates

ListTagsForResource

PutSchema

TagResource

UpdateldentitySource
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RREREERKEFENESNRE.
IREUR BE AR BV R AF
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RIERAE R 58 19 S BER BUR SUR AL A #R
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5| PR & DRIV IRE AWS 1K
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Action U

UpdatePolicy T SR W 7 P E R SRR RV IR AF
UpdatePolicyStore BRI E AV IR
UpdatePolicyTemplate B RBERA R
UntagResource MR BRI R F,

CreatePolicy #{EX R IAM R EE R :
JSON
{

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"verifiedpermissions:CreatePolicy"
1,
"Resource": "*"
}

& F Amazon Verified Permissions W E T &40 E B R A

RINMERT , BPMNAE&ECESEK Verified Permissions BRI R, i1t T2 ER AWS &
EiEE A, AWS Command Line Interface (AWS CLI) 5 AWS APl $i1TE% . IAM EIE R %61
IAM KB, RFAFPHNAENEMERFRRITRENNR. AF , EEAXTNTEXLERBHNAR

Bt B LE SR BE

ETHRINAFERIXL RS JSON RS EGIE IAM ET SHHNXKE , HSHIAM AR ERmPHEIE
IAM KB,

BXRHERIENREXWEENRRRE (SESHRRRENER ) NEAER , TR (RFENX
£#&) i Amazon ERIENRAVEIE, FHRMEZMHEH. ARNs
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FT
- REEREXE
« {3 Verified Permissions 12 &l &

- AFAFEREMITESHRR

REERIEREK

HETEMNEBBEEMNAZRSTLACIE, R MIEREK S R E Verified Permissions R, XL
ETRESE AWS IKF AR, SIEREEET BN EREN | HEBUATERMEN

- FaER AWS RERBH ERORKENRNE — EFBEAAFNIEARR TR , EEANTS
ENAGIRFRRHWAWS FHE X, SIIERBRAFRTA AWS P, RITBWEEEEEX
B RABIN AWS BERREERKHE —DHPONR. BEXEZEFER , 25 (IAM AFERE) B
AWS FEEX KR = TEEREERMAWS HE XK,

- NMASKENRBRNER-EA IAM KRB RENRE , REFHRITESAENNR, Nt , BEIUE LTS
EZFGTAUANBERBRITHERE , O IRENRTT, EXxEANANRE IAMHNESEE
ESHIAM AP SR IAMAF EY SR BE AR o

o £ 1AM SRR R BY S A3t — 25 BR 1 177 (3] £ PR - 423 0] LATE SR B A 078 0 2R 44 LA BR I3 $8 4B 0 32 R A 175 171 £X
BR, flin |, WA LUREREEMRIEEMLTMER SSL FEFIEER, MEBRFZBERBEIIE AWS
BRSSEY ( B30 ) SR, W] BUEE R4 RIR T3 RS REN HE PR CloudFormation, BXE
ZEE , BZHA (IAM AF#E®E) F# IAM JSON ErEITE : &,

- M IAM Access Analyzer R UEZREY 1AM KB U RN RN LR IhBEME — IAM Access
Analyzer £ IFFA A BRI REE , LUEXLREAS IAM KEEES (JSON) M IAM FH{ESE
B2, 1AM Access Analyzer 12 100 ZTURBERL EM AIIRENEI , HBEBEFIELZ S BINREMRN
KEE, BXEZER , BSHRIAM AP EEPHNER IAM 18 2 3785 5 0 KB,

- FEZEHHRIUE (MFA)- IR AWS IKFENZREE IAM AFSRAF , BEA MFA RS X
&M, ZEEEEA AP BERNEE MFA |, B MFA R4 RMEIENERES, BXEZELR , B
5 (IAM B F38R) S “6EH MFA &I AP iR

BRAREMENEZESR IAM , F56 (IAM AFER) IAMFHN 22 REXE,

£ A Verified Permissions 4| &

E i} 8 Amazon Verified Permissions 12&l& |, BN MEH —HBEMNNE, XU RXMAIFESH
MEEEXTERIENBRRRNEFAESE AWS IKF, NMRGBEXIENRENRBEEAN=ENETFEH
FIZREE , W TFHMTIZRBEP=E (AFPSIAE ) | BHARLEEMBEEET,
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X FARFA AWS CLI X AWS API IR, BEFAEREFKEZEHFHESNR, R , IRFHREH
ZIHMITHY AP R4EME LB VIR 4F

NERAFPMNARNMATLUEHAERIENRIZH A , EEENERIEMNN
BRConsoleAccess®ReadOnly AWS IEE XM INEIEE, BXEZEE , B5H (IAM AFE
Y FER AP RIER,

ARUHPERMIBE SR

ZORBIGER T BRI |, SV IAM AP EEM MBI EAS B ONNERANIEE R, R
BIFEEEFE LHER AWS CLI 3 AWS API BU4wIE 7 R TR IRER R

"Version": "2012-10-17",
"Statement": [

{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:username}"]
},
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}
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}

AWS Amazon B IF R IEE KBS

EZmAF. BEANAEFNNRE , FH AWS REXKILECRERBKERZBZ, CIE IAMEFR
FEE RN A EH AR EMAIFIFEN N R FENEMET A AR, EPREAN] , B FERABENN
AWS HERK, XLEFBEEZELFEARS , ELZHN AWS IKFFER, BXx AWS REFBNE
ZER , BZHA (IAM AFiEmME) PWAWS EEF,

AWS BRS5 4 MEH AWS HERE, BT EEQRAWS HERBHFNNR, RSB Ra@ AWS £
ERRBRINFAANPRAZIGIHE. KWRXEFSLBMMRBNAESH (AR, ANEE ). 3B
BB ERFRIETAN , RSRETRLSER AWS BEX KK, RST2M AWS HERBKHBER
MR, FIL R EH A B ETE R,

BN | & AWS T HBEZ MRS TEIRENIEE R, 40 , ReadOnlyAccess AWS & K RL IR
FETE AWS BRS M ERM RIRG RN, HRSF3—TEFNEER , AWS S@AFBREMERRFNI
ENPR, Bx TR IIRMER , E5H (AM AFIERE) P TEREAWS FEE K,

AWS IEE KBS : AmazonVerifiedPermissionsFullAccess

AmazonVerifiedPermissionsFullAccessEERBEFINERIENRHWTZEIHTIANER, EEH
Amazon CognitocE T B S MR , BEEM LA KR |, Hla0AmazonCognitoReadOnly SR #E

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "AccountLevelPermissions",
"Effect": "Allow",
"Action": [
"verifiedpermissions:CreatePolicyStore"”,
"verifiedpermissions:ListPolicyStores"
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1,

"Resource": "*"

},
{
"Sid": "PolicyStorelLevelPermissions",
"Effect": "Allow",
"Action": [
"verifiedpermissions:*"

1,

"Resourxce": [
"arn:aws:verifiedpermissions::*:policy-store/*"
]
}
]
}

AWS IEEXRRE : AmazonVerifiedPermissionsReadOnlyAccess
AmazonVerifiedPermissionsReadOnlyAccessEE KRR T3 SR IEN R RiL TG E R,

LR EER F X Amazon Verified IXREVFTE SRBURERN F R XR , SIERINEN APIs
IsAuthorizedfIsAuthorizedwithToken,

@ Note

2 al@BatchIsAuthorizedM#EBatchIsAuthorizedWithTokenFif B RET |, I EBH
BF3fIsAuthorizedfIsAuthorizedwithTokenky ik B4R R,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "AccountLevelPermissions",
"Effect": "Allow",
"Action": [
"verifiedpermissions:ListPolicyStores"

1,
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"Resource": "*"

}I
{

"Sid": "PolicyStorelLevelPermissions",

"Effect": "Allow",

"Action": [
"verifiedpermissions:GetIdentitySource",
"verifiedpermissions:GetPolicy",
"verifiedpermissions:GetPolicyStore",
"verifiedpermissions:GetPolicyTemplate",
"verifiedpermissions:GetSchema",
"verifiedpermissions:IsAuthorized",
"verifiedpermissions:IsAuthorizedWithToken",
"verifiedpermissions:ListIdentitySources”,
"verifiedpermissions:ListPolicies",
"verifiedpermissions:ListPolicyTemplates"

1,

"Resource": [
"arn:aws:verifiedpermissions::*:policy-store/*"

1

AWS I ERBEH ERIENREH

EEAXRAZBSTRBECHRIENRN AWS RERBEMURXIELZENFMEE . BREFEXRL

NHEENAZRE , FiT6H ESRIENRXEAEIERK" WHEH LA RSS feed,

Bk iR H H#A
AmazonVerifiedPermissionsFu SR IERFERMN T —IFH K 2024 £ 10 A 11 B
IAccess - ¥ 5K B B, RIFX SRR #H 1T

21 RIRR,
AmazonVerifiedPerm Verified Permissions 707 2024 £10 A 11 H
issionsReadOnlyAccess : ¥ —TFTREE |, A E R S
KL WA PR FR B SREURE |, E
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B iR H HA
L& APIs IsAuthori

zed FIsAuthori
zedWithToken o

ERIERREFT B RERE K ERIERRIFBRERE AWS 2024 £10 A 11 H
RERBNER,

Amazon Verified Permissions & 15 11/ 8] [a & HE &=

FEALTEE TS INEEEMEA Verified Permissions 1 IAMAT 1] 8218 2 #9 3 0. (7] &3,
FB
« BRFEMIE Verified Permissions i 1Ti4E

o BREMINIT iam : PassRole
« REAFRLUNMAFRIEN AWS K “BERIUENE” &R

FEFTNIE Verified Permissions R TR
MREBWEERET , EREENRITEMRE | N ATEHREE AR TFHRITIZIERE

% mateojackson IAM AR ZHERAEGHAEETEEXEM my-example-widget BIRNIFHEFER ,
BFRPEREN verifiedpermissions: GetWidget HREt , &R ELT RAIEIR,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
verifiedpermissions:GetWidget on resource: my-example-widget

EWBERT , HAEH mateojackson AFHEKRE | LA ER
verifiedpermissions:GetWidget &4E1HE my-example-widget &Ro

MBBREEHRE  FHRRAEBHWAWS EEG, FNEEBRSRHEZEILIN A,
BRI IT iam : PassRole

MBBINE|—NMEIR , RIPLBTLNIIT iam: PassRole 11 , MIAMEFRBEUAR T BTG ACIEIES
Verified Permissions,
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BE AWS RS A ERIIAEABKEL1ZRS , MTARAIRMNBSAGIRSHEXEE, it ,
BBMEBF A LSS RSINR.

LN marymajor B IAM AP =R AR H A 7 Verified Permissions F#HITIRER , 2 XREUT R
iR, BER , RELTMEERSHACHETFHNERS AIMTIHERE, Mary FTEEFACRKETIRS
HI A PR .

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXRERT , XMEH Mary BYREE S b 4T iam: PassRole #1E.
MREBEERE  FHERENAWS EEBRA, FNEEBERRRMHEEZREIEIN A
BB A FRERUNN A BRI AWS K “ERIUENR” BR

At 2—1Ae , MEAEMKSPNAFREALNNARTUERZAGKILREN TR, &7
DEEHESER , TURAAG, XN TXEETHR KRR EZEH IR (ACLs) WARS , &R
158 PR 3 L5 SRl 1) AAT1 4R T 1 ) S8 B9 BR VAR BR

ETHREZER , BZRAUATHRE :

« ET#E Verified Permissions R A XX L EE | iESH Amazon ER IR T/EFREE IAM,

s ETHIMIRHENEHRENRENIGENR  ESRAFEETYNOEHEEN S — AWS KF 4
IAM IAM A F R HIGRIRE. AWS K/

- BTRINMEE=FREENENERNIERENE AWS K, HSRIAM AR EETFHNEE=51E
HiFER. AWS Ik

- ETHNMEL S HERERIERMFRNR , F2H AM AFER) PHALINTSHRIEN
AP ( BRBRERIE ) REHRNER.

- ETHREAACNETRRNREHTEKFFRNXE , ESMHIAM AP EREIAMAF BB 7R
BN R

Amazon Verified Permissions & #1436 iiF

ETHRABTRESMURAEE , FSHAWS RS “REAIT XKD HEE"" , RFEER
BHEMITR. AWS RS AXx—KREE , BSHAWS ST HIAWS,

BO LA THE=Z S FITIRE AWS Artifact, BXEZEE , BSRPM “THIRES” HY “AWS

Artifact,
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AWS £IRER 2R S5 AWS Xif aTAXMWEN. AWS XiF RES MBS RAIBENTHAX ,
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51 Amazon 2R UEEE APl @

BERREY Amazon RIENRAMEM AWS @RS RN AIEME, JAMNERNEZAXED. AWS
RETUTITEREGZERIEANR , EHARBRATHRE | FEE LT B3 REUERE :

« AWS CloudTraili#kHE MK PR RE AWS IKFHTH AP ARMNMBEXEHS , HFAEXH
£ E RIS ER Amazon S3 FERE, BRI LURBIERLE A - fMdk 34537 7 B3 AWS, & HFEILAIR
IP ik LA FEIY R ARy EtEl, BRAXEZEER , 55 AWS CloudTrail (EFIERE)

BXRERALEERIENBENEZEE CloudTrail , ES R HI1EFT 5i# 2 iIEH R APl iEH AWS
CloudTrail,

FERICRIT T 2 UL PR APl B AWS CloudTrail

Amazon Verifie AWS CloudTrail d Permissions 5—BIRE &K , ZRFE “CRIENR” FidxKHA
F. A% AWS RFEFTEEMIRIE, CloudTrail FrATBEH X BRIENRE APl HABRANEHN. #
R EXKE Verified Permissions 2% & B8 AR Verified Permissions API R 4EH X551
A, MREOIZERE , MBS AE Amazon S3 F#MIFLR (T CloudTraill B4 , BEERIENR
WE4, MREAREERE , N{IAILAZE CloudTrail #HANSEHH L IRFIEERTINERRES
# , BFREEEF API ARNEH |, flilisAuthorized, FEAWENELR CloudTrail , B LHEE G
ERIENEAEHANER, KEERN IP #ut, #EEHTHER, ARHERAREMFAER.

E T EZ{E 8 CloudTrail , 52 BAWS CloudTrail A8/,
S IE R BRE B2 F CloudTrail

CloudTrail FEZBI2KF AWS IKF REEENIKF EEA. MEAER SRIENRRR” et | Z5E
B EHM AWS RS CloudTrail B4 —RICERESHHLIERHD, BOULE AWS IKFFEE, #XR
MNTHEHEH. EXEZEE , BSHEAZSHH$I1IEFEEFE CloudTrail 24,

BEEFZICRENENF AWS K/ |, SRERIENRNES , FEIZRE. RERAYW CloudTrail £ H&
X HAEIEE] Amazon S3 FER. BMIABRT , H2H & FOIZRERICRA , WIRFICEXNATAE
AWS X3, BRERIZFE AWS 7 XHAAEXENES , 5 B EXHEIERIEIEER Amazon S3 774
Mo Mo, BB EE M AWS BRSS , St —F 2 ML E CloudTrail BEPIRENSHHIE, X
EZER , BZATIAE
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« B¢i& Amazon SNS &4 CloudTrail
o FERKBEZAMNXHE CloudTrail B EXAFIZRK B ZANKF B CloudTrail B &4

FIEERIEM RIRESH (Amazon ERIENIR APl 2E15F) g% CloudTrail HiERER,
flin | ¥CreateIdentitySourceDeletePolicy, FlListPolicyStoresEEMNARAATE
CloudTrail BEXHHRERFKE

BIMEHBATREBEEAERERBFRNARGRE. BHEERBTEREUTRR !

« BEXRZMEH root =2 AWS Identity and Access Management (IAM) A& A Ho
- EREEAACERKEAFPNIGNZEEIELEN,
- EREESHEM AWS BFEH.

BREZER |, 2 M CloudTrail userldentity 7T,

BIEBEREHHEFEMEN , BUIAMBR T A28 FIsAuthorized M IsAuthorizedWithToken 2 22 I ERIE S
. Eig% CloudTrail BHiREH | XTABAIMENHRE TN IV RERERER, BXEZ
E8 , 52/ (AWS CloudTrail B E®E) FHHIESH.

T % Verified Permissions B E X445 H

BRIERE—REE , CATEE4EN BEXMHEEREEEN Amazon S3 7. CloudTrail B&
HIE—INBIZNMNAERE. BEHARRREEMARFENENER , BEEXREFROBRE, BRIEWN A
BHEl, BERSHBENER. CloudTrail BEXHT R AR API AANE FH#IKRRER , RtEi1TaR
RS EIRF HI,

NFRXAPIEA , MRTHE (FlERE ) @&HEadditionalEventData A=
TresponseElements,

EB
* |sAuthorized

* BatchlsAuthorized

» CreatePolicyStore

» ListPolicyStores

» DeletePolicyStore

* PutSchema
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* GetSchema

* CreatePolicyTemplate

* DeletePolicyTemplate

+ CreatePolicy

+ GetPolicy
» CreateldentitySource

» GetldentitySource

« ListldentitySources

» DeleteldentitySource

(® Note
ANTRPBIERL , EMREIFRBERT —L£FER,

IsAuthorized

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:role/ExampleRole",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"

},

"eventTime": "2023-11-20T22:55:037",

"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "IsAuthorized",

"awsRegion": "us-west-2",

"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-cli/2.11.18 Python/3.11.3 Linux/5.4.241-160.348.amzn2int.x86_64
exe/x86_64.amzn.2 prompt/off command/verifiedpermissions.is-authorized",
"requestParameters": {
"principal": {
"entityType": "PhotoFlash::User",
"entityId": "alice"

}I
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"action": {
"actionType": "PhotoFlash::Action",
"actionId": "ViewPhoto"
I
"resource": {
"entityType": "PhotoFlash::Photo",
"entityId": "VacationPhoto94. jpg"
I
"policyStoreId": "PSEXAMPLEabcdefgl11111"
I
"responseElements": null,
"additionalEventData": {
"decision": "ALLOW"
I
"requestID": "346c4b6a-d12f-46b6-bc@6-6c857bd3b28e",
"eventID": "8a4fed32-9605-45dd-a09a-5ebbf@715bbc",
"readOnly": true,
"resources": [

{
"accountId": "123456789012",
"type": "AWS::VerifiedPermissions::PolicyStore",

"ARN": "arn:aws:verifiedpermissions::123456789012:policy-store/

PSEXAMPLEabcdefgl11111"
}
1,
"eventType": "AwsApiCall",
"managementEvent": false,
"recipientAccountId": "123456789012",
"eventCategory": "Data"

BatchlsAuthorized

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:ro0le/ExampleRole",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
b
"eventTime": "2023-11-20T23:02:337",
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"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "BatchIsAuthorized",
"awsRegion": "us-west-2",

"sourceIPAddress": "203.0.113.0",

"userAgent": "aws-cli/2.11.18 Python/3.11.3 Linux/5.4.241-160.348.amzn2int.x86_64

exe/x86_64.amzn.2 prompt/off command/verifiedpermissions.is-authorized",

"requestParameters": {
"requests": [

{
"principal": {
"entityType": "PhotoFlash::User",
"entityId": "alice"
},
"action": {
"actionType": "PhotoFlash::Action",
"actionId": "ViewPhoto"
},
"resource": {
"entityType": "PhotoFlash::Photo",
"entityId": "VacationPhoto94. jpg"
}
I
{
"principal": {
"entityType": "PhotoFlash::User",
"entityId": "annalisa"
},
"action": {
"actionType": "PhotoFlash::Action",
"actionId": "DeletePhoto"
},
"resource": {
"entityType": "PhotoFlash::Photo",
"entityId": "VacationPhoto94. jpg"
}
}

1,
"policyStoreId": "PSEXAMPLEabcdefgl111111"

},
"responseElements": null,
"additionalEventData": {
"results": [
{

"request": {
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"principal": {
"entityType": "PhotoFlash::User",
"entityId": "alice"

1,

"action": {
"actionType": "PhotoFlash::Action",
"actionId": "ViewPhoto"

1,

"resource": {
"entityType": "PhotoFlash::Photo",
"entityId": "VacationPhoto94. jpg"

}
},
"decision": "ALLOW"
},
{
"request": {
"principal": {
"entityType": "PhotoFlash::User",
"entityId": "annalisa"
},
"action": {
"actionType": "PhotoFlash::Action",
"actionId": "DeletePhoto"
},
"resource": {
"entityType": "PhotoFlash::Photo",
"entityId": "VacationPhoto94. jpg"
}
1,
"decision": "DENY"
}

I

"requestID": "a8a5caf3-78bd-4139-924c-7101a8339c3b",
"eventID": "7d81232f-f3d1-4102-b9c9-15157c70487b",
"readOnly": true,

"resources": [

{
"accountId": "123456789012",
"type": "AWS::VerifiedPermissions::PolicyStore",

"ARN": "arn:aws:verifiedpermissions::123456789012:policy-store/

PSEXAMPLEabcdefgl11111"
}
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1,

"eventType": "AwsApiCall",
"managementEvent": false,
"recipientAccountId": "123456789012",
"eventCategory": "Data"

CreatePolicyStore

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:role/ExampleRole",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
b
"eventTime": "2023-05-22TQ7:43:33Z",
"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "CreatePolicyStore",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",
"requestParameters": {
"clientToken": "alb2c3d4-e5f6-alb2-c3d4-TOKEN1111111",
"validationSettings": {
"mode": "OFF"
}
b
"responseElements": {
"policyStorelId": "PSEXAMPLEabcdefgll11111",
"arn": "arn:aws:verifiedpermissions::123456789012:policy-store/
PSEXAMPLEabcdefgl11111",
"createdDate": "2023-05-22T07:43:33.962794Z",
"lastUpdatedDate": "2023-05-22T07:43:33.9627942"
},
"requestID": "1dd9360Qe-e2dc-4554-ab65-b46d2cf45c29",
"eventID": "b6edaeee-3584-4b4e-a48e-311de46d7532",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
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"eventCategory": "Management"

ListPolicyStores

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:ro0le/ExampleRole",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
b
"eventTime": "2023-05-22TQ7:43:33Z",
"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "ListPolicyStores",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",

"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.

"requestParameters": {
"maxResults": 10
},
"responseElements": null,
"requestID": "5ef238db-9f87-4f37-ab7b-6cfOba5df891",
"eventID": "b@430fb0-12c3-4cca-8d05-84c37f99c51f",
"readOnly": true,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management"

DeletePolicyStore

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:role/ExampleRole",
"accountId": "123456789012",

0",
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"accessKeyId": "AKIAIOSFODNN7EXAMPLE"

I

"eventTime": "2023-05-22T07:43:327",

"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "DeletePolicyStore",

"awsRegion": "us-west-2",

"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",
"requestParameters": {
"policyStoreId": "PSEXAMPLEabcdefgl11111"
},
"responseElements": null,
"requestID": "1368e8f9-130d-45a5-b96d-99097ca3077f",
"eventID": "ac482022-b2f6-4069-879a-dd509123d8d7",
"readOnly": false,
"resources": [
{
"accountId": "123456789012",
"type": "AWS::VerifiedPermissions::PolicyStore",
"arn": "arn:aws:verifiedpermissions::123456789012:policy-store/
PSEXAMPLEabcdefgl11111"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",

"eventCategory": "Management"
}
PutSchema
{
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:role/ExampleRole",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
b
"eventTime": "2023-05-16T12:58:572",
"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "PutSchema",
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"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",
"requestParameters": {
"policyStoreId": "PSEXAMPLEabcdefgl11111"
I
"responseElements": {
"lastUpdatedDate": "2023-05-16T12:58:57.51344272",
"namespaces": "[some_namespace]",
"createdDate": "2023-05-16T12:58:57.5134427",
"policyStorelId": "PSEXAMPLEabcdefgl11111",
I
"requestID": "631fbfal-a959-4988-b9f8-flas3ffsdfed",
"eventID": "7cd@c677-733f-4602-bc03-248bae581fe5",
"readOnly": false,
"resources": [
{
"accountId": "123456789012",
"type": "AWS::VerifiedPermissions::PolicyStore",

"ARN": "arn:aws:verifiedpermissions::123456789012:policy-store/

PSEXAMPLEabcdefgl11111"

}

1,
"eventType": "AwsApiCall",

"managementEvent": true,
"recipientAccountId": "123456789012",

"eventCategory": "Management"
}
GetSchema
{
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::222222222222:role/ExampleRole",
"accountId": "222222222222",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
b
"eventTime": "2023-05-25T01:12:0772",
"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "GetSchema",
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"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",

"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",

"requestParameters": {
"policyStoreId": "PSEXAMPLEabcdefgl11111"
I
"responseElements": null,
"requestID": "alf4d4cd-6156-480a-a9b8-e85a71dcc7c2",
"eventID": "@Ob3b8e3d-155c-46f3-a303-7e9e8b5f606b",
"readOnly": true,
"resources": [
{
"accountId": "222222222222",
"type": "AWS::VerifiedPermissions::PolicyStore",

"ARN": "arn:aws:verifiedpermissions::222222222222:policy-store/

PSEXAMPLEabcdefgl11111"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "222222222222",
"eventCategory": "Management"

CreatePolicyTemplate

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalld": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:role/ExampleRole",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
},
"eventTime": "2023-05-16T13:00:24Z2",
"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "CreatePolicyTemplate",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",

"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.

"requestParameters": {
"policyStoreId": "PSEXAMPLEabcdefgl11111"
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},

"responseElements": {
"lastUpdatedDate": "2023-05-16T13:00:23.4444042Z",
"createdDate": "2023-05-16T13:00:23.444404Z",
"policyTemplateId": "PTEXAMPLEabcdefgll11111",
"policyStoreId": "PSEXAMPLEabcdefgl11111",

},

"requestID": "73953bda-af5e-4854-afe2-7660b492a6d0",

"eventID": "7425de77-ed84-4f91-a4b9-b669181cc57b",

"readOnly": false,

"resources": [

{
"accountId": "123456789012",
"type": "AWS::VerifiedPermissions::PolicyStore",
"arn": "arn:aws:verifiedpermissions::123456789012:policy-store/
PSEXAMPLEabcdefgl11111"
}
1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management"

DeletePolicyTemplate

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalld": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::222222222222:role/ExampleRole",
"accountId": "222222222222",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
},
"eventTime": "2023-05-25T01:11:4872",
"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "DeletePolicyTemplate",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",
"requestParameters": {
"policyStoreId": "PSEXAMPLEabcdefgl11111",
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"policyTemplateId": "PTEXAMPLEabcdefgll11111"
I
"responseElements": null,
"requestID": "5ff0@f22e-6bbd-4b85-a400-4fb74aa@5dc6",
"eventID": "c@e@c689-369e-4e95-a9cd-8dell3d47ffa",
"readOnly": false,
"resources": [
{
"accountId": "222222222222",
"type": "AWS::VerifiedPermissions::PolicyStore",

"ARN": "arn:aws:verifiedpermissions::222222222222:policy-store/

PSEXAMPLEabcdefgl11111"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "222222222222",
"eventCategory": "Management"

CreatePolicy

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalld": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:role/ExampleRole",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
},
"eventTime": "2023-05-22T07:42:30Z",
"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "CreatePolicy",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",
"requestParameters": {
"clientToken": "alb2c3d4-e5f6-alb2-c3d4-TOKEN1111111",
"policyStoreId": "PSEXAMPLEabcdefgl11111"
},
"responseElements": {
"policyStoreId": "PSEXAMPLEabcdefgl11111",
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"policyId": "SPEXAMPLEabcdefgl11111",
"policyType": "STATIC",
"principal": {
"entityType": "PhotoApp::Role",
"entityId": "PhotoJudge"
I
"resource": {
"entityType": "PhotoApp::Application",
"entityId": "PhotoApp"
I
"lastUpdatedDate": "2023-05-22T07:42:30.70852Z2",
"createdDate": "2023-05-22T0Q7:42:30.70852Z"
},
"requestID": "93ffal51-3841-4960-9af6-30a7f817ef93",
"eventID": "30ab4@5f-3dff-43ff-8af9-f513829e8bde",
"readOnly": false,
"resources": [

{
"accountId": "123456789012",
"type": "AWS::VerifiedPermissions::PolicyStore",
"arn": "arn:aws:verifiedpermissions::123456789012:policy-store/
PSEXAMPLEabcdefgl11111"
}
1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",

"eventCategory": "Management"
}
GetPolicy
{
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalld": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:role/ExampleRole",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
},
"eventTime": "2023-05-22T07:43:29Z2",
"eventSource": "verifiedpermissions.amazonaws.com",
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"eventName": "GetPolicy",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",
"requestParameters": {
"policyStoreId": "PSEXAMPLEabcdefgl11111",
"policyId": "SPEXAMPLEabcdefgl11111"
I
"responseElements": null,
"requestID": "23022a9e-2f5c-4dac-b653-59e6987f2fac",
"eventID": "9b4d5037-bafa-4d57-b197-f46af83fc684",
"readOnly": true,
"resources": [

{
"accountId": "123456789012",
"type": "AWS::VerifiedPermissions::PolicyStore",
"arn": "arn:aws:verifiedpermissions::123456789012:policy-store/
PSEXAMPLEabcdefgl11111"
}
1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management"

CreateldentitySource

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalld": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::333333333333:r0le/ExampleRole",
"accountId": "333333333333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
},
"eventTime": "2023-05-19T0Q1:27:44Z",
"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "CreateIdentitySource",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",
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"requestParameters": {
"clientToken": "alb2c3d4-e5f6-alb2-c3d4-TOKEN1111111",
"configuration": {
"cognitoUserPoolConfiguration": {
"userPoolArn": "arn:aws:cognito-idp:000011112222:us-east-1:userpool/us-
east-1_aaaaaaaaaa"
}
1,
"policyStorelId": "PSEXAMPLEabcdefgl11111",
"principalEntityType": "User"
},
"responseElements": {
"createdDate": "2023-07-14T15:05:01.5995347",
"identitySourcelId": "ISEXAMPLEabcdefgl11111",
"lastUpdatedDate": "2023-07-14T15:05:01.5995342",
"policyStoreId": "PSEXAMPLEabcdefgl11111"
},
"requestID": "afccle67-d5a4-4a9b-a74c-cdc2f719391c",
"eventID": "fl1l3a4l1dc-4496-4517-aeb8-a389eb379860",
"readOnly": false,
"resources": [
{
"accountId": "333333333333",
"type": "AWS::VerifiedPermissions::PolicyStore",
"arn": "arn:aws:verifiedpermissions::333333333333:policy-store/
PSEXAMPLEabcdefgl11111"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "333333333333",

"eventCategory": "Management"
}
GetldentitySource
{
"eventVersion": "1.08",

"userIdentity": {
"type": "AssumedRole",
"principalld": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::333333333333:r0le/ExampleRole",
"accountId": "333333333333",
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"accessKeyId": "AKIAIOSFODNN7EXAMPLE"

I

"eventTime": "2023-05-24T19:55:317",

"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "GetIdentitySource",

"awsRegion": "us-west-2",

"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",
"requestParameters": {
"identitySourcelId": "ISEXAMPLEabcdefgl11111",
"policyStoreId": "PSEXAMPLEabcdefgl11111"
I
"responseElements": null,
"requestID": "7abecf79-c489-4516-bb57-9ded970279c9",
"eventID": "fal58e6c-f705-4al5-a731-2cdb4bd9as427",
"readOnly": true,
"resources": [
{
"accountId": "333333333333",
"type": "AWS::VerifiedPermissions::PolicyStore",
"arn": "arn:aws:verifiedpermissions::333333333333:policy-store/
PSEXAMPLEabcdefgl11111"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "333333333333",
"eventCategory": "Management"

ListldentitySources

{

"eventVersion": "1.08",

"userIdentity": {
"type": "AssumedRole",
"principalld": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::333333333333:r0le/ExampleRole",
"accountId": "333333333333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"

},

"eventTime": "2023-05-24T20:05:32Z2",

"eventSource": "verifiedpermissions.amazonaws.com",
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"eventName": "ListIdentitySources",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",
"requestParameters": {
"policyStoreId": "PSEXAMPLEabcdefgl11111"
},
"responseElements": null,
"requestID": "95d2a7bc-7e9a-4efe-918e-97e558aacaf7",
"eventID": "d3dc53f6-1432-40c8-9d1d-b9eeb75c6193",
"readOnly": true,
"resources": [

{
"accountId": "333333333333",
"type": "AWS::VerifiedPermissions::PolicyStore",
"arn": "arn:aws:verifiedpermissions::333333333333:policy-store/
PSEXAMPLEabcdefgl11111"
}
1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "333333333333",
"eventCategory": "Management"

DeleteldentitySource

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::333333333333:r0le/ExampleRole",
"accountId": "333333333333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
b
"eventTime": "2023-05-24T19:55:32Z",
"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "DeleteIdentitySource",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",
"requestParameters": {
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"identitySourceId": "ISEXAMPLEabcdefgll11111",
"policyStoreId": "PSEXAMPLEabcdefgl11111"
},
"responseElements": null,
"requestID": "d554d964-0957-4834-a421-c417bd293086",
"eventID": "fe4d867c-88ee-4e5d-8d30-2fbc208c9260",
"readOnly": false,
"resources": [

{
"accountId": "333333333333",
"type": "AWS::VerifiedPermissions::PolicyStore",
"arn": "arn:aws:verifiedpermissions::333333333333:policy-store/
PSEXAMPLEabcdefgl11111"
}
1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "333333333333",
"eventCategory": "Management"
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13

B
RNIFER K 1MB B RIBERHFZTARAKD,
REHE 10000 F17 = BEANRBHRAKD,
LK 100000 =F3 = KERFEXEHNHNRAK

N

BNNEIRE KRG K/ 200,000 PNFE T2 = 5| AR ERBRHATA K

HYER R K/

' IsAuthorized F B9 345 3k Bl & 48 [ IsAuthorizedWithToken,

2 ERTEANRIRRIFA REEH S A/ NERIAR SIS 200,000 F17, B, BMIAMERT , IERKAIE X
NBR#HIJ 200,000 FF , EFSEEARELER , AL ERTRERR. HES , X TERKEKRER
REERBANMIUTE R, B EATEACEBMERKEKRBENSESHHI R D, MREH KRB
THRRELERS , MaTLURS RS, MREFERRLIED , FHR &

E&ERKR B R AE KRB

B LB T EE A MBRRERN SR EER BRI NA RSN RREFH R RN, MR
AEEEARAR , WX 2HKEN 0, MBEREERRF , WEANFIT A "unspecified" BIRE
Mo AR IE A B Y KD KBRS E A,

LEEAMREE THARR :

@id("templatel")
permit (
principal in ?principal,
action in [Action::"view", Action::"comment"],
resource in ?resource
)
unless {
resource.tag =="private"

};

SRR BR A9 SR A KN R 4 200


https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_IsAuthorized.html
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_IsAuthorizedWithToken.html
https://aws.amazon.com/contact-us/
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EBATRIEZER G Z AT R

TemplatelLinkedPolicy {
policyId: "policyl",
templateld: "templatel",
principal: User::"alice",
resource: Photo::"car.jpg"

}

TemplatelLinkedPolicy {
policyId: "policy2",
templateld: "templatel",
principal: User::"bob",
resource: Photo::"boat.jpg"

}

TemplatelLinkedPolicy {
policyId: "policy3",
templateld: "templatel",
principal: User::"jane",
resource: Photo::"car.jpg"

TemplatelLinkedPolicy {
policyId: "policy4",
templateld: "templatel",
principal: User::"jane",
resource

M7E , ERMNBEI it EprincipalMresource P BN RBEANFARITEXLEREH KD, BNFR
TR 1 NFE,

B R/Ppolicyl R EMMKE User: :"alice" (13) I EBFEMKE Photo: :"car.jpg" (16).
HeilmERERiE 13+ 16 =29 F,

B K/Ppolicy2 R EKMKE User: : "bob" (11) M EE R KE Photo: : "boat.jpg" (17).
eimEREMNE 11 +17 =28 MFF,

B K/ Ppolicy3 R EMMKE User: :"jane" (12) I LBFEMKE Photo: :"car.jpg" (16). FF
ei1mEREINE 12 + 16 = 28 NFET,

B K/PpolicysfFREMAMMKE User: :"jane" (12) M EBRFENKE (0). HEMNMERENEG 12+
0 =12 7NF¥,

SRR BR A9 SR A KN R 4 201
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HFpolicy22 5| AREMNME —KBEPhoto: : "boat. jpg" , AEREK/NNA 28 £,

M Fpolicylpolicy3@W&E#H I A& IRPhoto: :"car.jpg" , AERE KRN 29 +28=57 F
o

HTFpolicy42 5| ARFEHME—KE , Rt "unspecified"®BREK/NA 12 FF,
& IR 45 ¥ Ry B 3

@ Note
UTERFARZLEHN , SERSCIREMNE—EN, ZRAPIEEXNRABERRH
HF, Bl MRBURKEREXFREFN100 , MEKETEF1008RKHRXET , 0B =K
KAFRTHANER , HEEARXRIHNASIERN 1008 R,

Name RINE aJ i B
13
®
BN E4RH 0455 R 100 = TN E AT 151%E R I &
ABE,
IR T E% B R IR 100 = SR ME T 1£% R T &
ABE,
BANEIREY 0] 4535 LM 100 i FNEIR 01552 R T &
A¥E,

TEUEA T MMERNSHE (48, BRETHR ) EXLAIEERXT,

RIRE R LR 202
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RAriEmE

Parent 2

Entity

Parent 1 Parent 100

Wide

FHREER

Parent 100

i
Parent 2
i
Parent 1

Entity

Deep

Parent3 |

Parent 1

Parent 100
t
Parent 4 Parent 5
Parent 2
Entity
Mixed

AWS Xigi YN ARFERES API BENEER |, Verified Permissions £ BR &I IR 3% 2 B9 iE K.

HEBEI BV ERBNEFASZHELEANRERN , ERIUNRA

o
Ebf—:

REIRE, &0 LLE Service

Quotas EEESFTH RPS Fidfl. B RARFEHETRENRS , SR ERNERE

BEE#ETHIL. BRESER

Name

BatchGetPolicy 81N KB 7k XZ/NX
B EMWERK

BatchlsAuthorized 8N REEFE#E XS4
Xig ) B E R

BatchlsAuthorizedWithToken &/ K&
FRXEMNXENERIERE

CreateldentitySource BN KB EiE X E
MW B EREK

FZ2ACABRBEXEXNERENEETHEABFH API R,

AINE

BINZIENX
=510 A

BIMEFNX
= 30

BIEXFNX
=30

BAAEETENX
=714

o W = =

| Fim | A

| A

1583
BN REBEHEPHEX

BatchGetPolicy &R #,

BN RBEEEBYHIRK
BatchlsAuthorized &3k
o

BN KB EEEBEYN &
K BatchlsAuthorizedW
ithToken &R %,

BN EREF#EEPHNEK
CreateldentitySource &

KRB

BYRERH
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https://console.aws.amazon.com/servicequotas/home/services/verifiedpermissions/quotas
https://docs.aws.amazon.com/prescriptive-guidance/latest/cloud-design-patterns/retry-backoff.html
https://aws.amazon.com/blogs/mt/managing-monitoring-api-throttling-in-workloads/
https://console.aws.amazon.com/servicequotas/home/services/verifiedpermissions/quotas/L-DE99D97D
https://console.aws.amazon.com/servicequotas/home/services/verifiedpermissions/quotas/L-9DB5CAA4
https://console.aws.amazon.com/servicequotas/home/services/verifiedpermissions/quotas/L-1FC83DB7
https://console.aws.amazon.com/servicequotas/home/services/verifiedpermissions/quotas/L-6DD21905
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Name

CreatePolicy MR ZiE XXM
BHERHK

CreatePolicyStore &Nk P &N X1E
BHERK

CreatePolicyTemplate &N KB 76 X
BANXEHNEEREK

DeleteldentitySource BN KB 176 X =
MXEFERBREREK

DeletePolicy 81 R F i X8MNXEHH
BRERE

DeletePolicyStore BNk - &N X E /Y
BUWERK

DeletePolicyTemplate /N KB Z % X
BMNXEBHNERERK

GetldentitySource 8N R FiE X Z4N
XiE 0 B EREK

GetPolicy 5B i X BN KBS
BHRH

GetPolicyStore 81\~ 8/ XiBH &R
BERE

MINE

BIMEXFENX
=104

BN ENX
=14

BN ENX
=10 N

BNMNEEENX
=14

BMEXFHX

=10 7N

BINZTENX
=51

BINZITENX
=10 AN

BINZIRENX
=10 N

BIEFHX

=104

BIEFHX
=10 1

T = =

i

| o | i

|

7|

| i | Him

| A

| A

58
SN EBEREDHBA

CreatePolicy &R &,

B WK K CreatePol
icyStore iFR ¥,

BIMNEREFHEEPHEK
CreatePolicyTemplate i&

KRB
B RBEHESYHRA

DeleteldentitySource #& 3R
oy 8

BN EREFHEEPHERK
DeletePolicy &R #,

FWHHRK DeletePol
icyStore &R ¥,

BN KRB FRHEBVNRAKX
DeletePolicyTemplate i&

BN RBEEEVHRA
GetldentitySource 13K
o

BN EREFHEEDHERKR
GetPolicy &R ¥,

B¥H R K GetPolicy
Store B3R,

BYRERH
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https://console.aws.amazon.com/servicequotas/home/services/verifiedpermissions/quotas/L-9647C866
https://console.aws.amazon.com/servicequotas/home/services/verifiedpermissions/quotas/L-8D5CB09F
https://console.aws.amazon.com/servicequotas/home/services/verifiedpermissions/quotas/L-38A7DE67
https://console.aws.amazon.com/servicequotas/home/services/verifiedpermissions/quotas/L-F81CF58F
https://console.aws.amazon.com/servicequotas/home/services/verifiedpermissions/quotas/L-5CA93A13
https://console.aws.amazon.com/servicequotas/home/services/verifiedpermissions/quotas/L-5A76F227
https://console.aws.amazon.com/servicequotas/home/services/verifiedpermissions/quotas/L-C9736881
https://console.aws.amazon.com/servicequotas/home/services/verifiedpermissions/quotas/L-E1924570
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Name

GetPolicyTemplate #MN KB EHEX SN
X5 0y B RE R

GetSchema BN KB EFEM# XS/ XA
FRERE

IsAuthorized BN R FiE X BN XEH
BRERE

IsAuthorizedWithToken ENK B 176 X
BNMNXEHHWEREREK

ListldentitySources M KRB EHX SN
XiE B EREK

ListPolicies B/ KB 7 X &N X HAY
BREREK

ListPolicyStores 81Nk P 8N XHH =
MEREK

ListPolicyTemplates BN R F# XS
MXBHERIERK

PutSchema MR Z# XENMNXIEH
FHWERHK

UpdateldentitySource BN R IE1EM X &
M B ERK

MINE

BIMEXFENX
=104

FAEEENX
=10

BIMEXENX
15 : 200

BIMEXENX
15 : 200

BNEEENX
=104

BINZTENX
=10 AN

BINZITENX
=10 AN

BINZIRENX
=10 N

BINZIENX
=510 A

BNMEETENX
=14

W & o

| o

| o | Him

|Hio | i

|¥in | Him

| o

| A

| A

58
SN EBEREDHBA

GetPolicyTemplate &R
8

BN KRB FHEVNRAKX
GetSchema &R ¥,

BINRBEEBYVNERX
IsAuthorized &R %,

BN EREFEEEBYHEXR
IsAuthorizedWithToken
BERE,

BN KB FHESYVNRAX
ListldentitySources &3k

o

BN RBEEEBYHIRAX
ListPolicies &R ¥,

FHWHR K ListPolic
yStores &R #,

BN KB FRHEBVNRAKA
ListPolicyTemplates &R

o

BN RBEEEBYHIRK
PutSchema &R #.

BN R EFREESYVHNRAX
UpdateldentitySource &

KRB

BYRERH


https://console.aws.amazon.com/servicequotas/home/services/verifiedpermissions/quotas/L-D82415D2
https://console.aws.amazon.com/servicequotas/home/services/verifiedpermissions/quotas/L-B49B9779
https://console.aws.amazon.com/servicequotas/home/services/verifiedpermissions/quotas/L-771544C7
https://console.aws.amazon.com/servicequotas/home/services/verifiedpermissions/quotas/L-645D3857
https://console.aws.amazon.com/servicequotas/home/services/verifiedpermissions/quotas/L-8E2326FF
https://console.aws.amazon.com/servicequotas/home/services/verifiedpermissions/quotas/L-4E0E8AFD
https://console.aws.amazon.com/servicequotas/home/services/verifiedpermissions/quotas/L-271BE7E8
https://console.aws.amazon.com/servicequotas/home/services/verifiedpermissions/quotas/L-70239429
https://console.aws.amazon.com/servicequotas/home/services/verifiedpermissions/quotas/L-886D79EB
https://console.aws.amazon.com/servicequotas/home/services/verifiedpermissions/quotas/L-D2870CD3
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Name

UpdatePolicy 81N KB EZiE XS X1
B EREK

UpdatePolicyStore &Nk P 84N X 1389
BHERK

UpdatePolicyTemplate 8/ K B 176% X
BANXEHNEEREK

MINE

FAEETENX
=10

FAEEENX
=510 4

BN ENX
=10 N

T = =

i

| i

58

BN KRB FHEVNRAX
UpdatePolicy &R

FH M &K UpdatePol
icyStore &R ¥,

BIMNEREFHEEPHEK
UpdatePolicyTemplate i&
RE

BYRERH
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https://console.aws.amazon.com/servicequotas/home/services/verifiedpermissions/quotas/L-2AFF096D
https://console.aws.amazon.com/servicequotas/home/services/verifiedpermissions/quotas/L-DC54B663
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Amazon B IFXPER Cedar BIFRIEEREMNBES

EFE A Amazon Verified Permissions , &R 1% 7 A TS,

Verified Permissions &
- BRER

- BRGER

o BB R

- EEHNEK

. ETFXHBIE

. REMERK

. EEHIE

- R, BRAEHE

- KRBT

- RWIFE

- EMEF#EIA

- ERER

- REEERER

< HERHER

« Amazon BIFRRE Cedar BURIE S Z R X 5

Cedar KBS LS
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- ANRIREN
« WEZEHE

* Policy
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- BH

207


https://docs.cedarpolicy.com/overview/terminology.html#authorization
https://docs.cedarpolicy.com/overview/terminology.html#entity
https://docs.cedarpolicy.com/overview/terminology.html#term-group
https://docs.cedarpolicy.com/policies/validation.html#namespaces
https://docs.cedarpolicy.com/overview/terminology.html#policy
https://docs.cedarpolicy.com/overview/terminology.html#policy-template
https://docs.cedarpolicy.com/overview/terminology.html#schema
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RIEE

BUERERT NARFRHNENERWEE , ARITFEXEEFRVKE. ERBRETRXEN R
R XNXERFEHRITRIREUARPITXERENEHRRERELLR , ANEERTHRITXERENLET
o

ETAGNERNRES (RBAC ) B—HifMEM K HAaBENEHAE FXEAEE-ANREX
B, 2fa , REFHERAUIBEE - IHZN M F0, 7RI ZACHFBLIREEZHBXREKHNR,

MRABRTEZABKKNNR , NtRERLEFRI BRI ZECHAMES D, Cedar BEEAE
AKX RBAC R&K,

ETEMENLRNRES (ABAC ) R—MiTAEM , Ed , EHOXRBENNRAZS DHEMER
T, Cedar B 5| F E 4R R KB SRR 323 ABAC RE,

Cedar REEES AN ERETEMENRMHN—ARAFE KR , \TFF RBAC M ABAC A5F—1
REEH,

BN ER

BINER RN HARERFN Verified Permissions £ HHViER | AT #E—AHXKE  LWBEXARRE A UE
HBE ET XA RBERITERE

B MR B2

BN FAOERAME , SSR/ATFRIELHRE , UREMER |, fIINREMREHEE,
IDs

ZRBIEREE

ZERNEBEEBEFGESIERAE , B Verified Permissions iR @SN TERIKE,
ETFXHEIE

FTFXHERRERAETHENIANAEENEMEE,

R TE M 2R B

REM R RRERNEDS AR, Sl MREMNFERANER  HP—PREL  5—1PER
W, A, ELERBRRNREERE, IRFESNAERMFOATREXBEARRMFNELR
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B BMARSFESMREMER. NRKELTERNKRE  FERNREL  BARFFERELR
B

KRB AR

KB FEREREME, BENRRNREE. SRETEAXHZEBIESERERREHPHARR X
R, UREHEANBFRNEMLE.

PR, BRAFE 4

Verified Permissions B2 Z {2 M B E XN A REF 0B AR MR
FHRESEHHRERAFLBINEE ID ERRFHINARFNRAR ( AXINR ). BHRIEIES
BETHRREBXEREMEMNE®H,

EZS50XBENR—EANARFNE  SENBRET AR ZEFEZNARFPHRITHLERE, R
NRFEXENRUBERT AT EAENARFPRITHERFHIRE, XENRATURTHN K,

REEIMAT

REEMITRIE Verified Permissions Z AN B ARFHAHTIEERKHVIE, MR Verified
Permissions &R EIMVLE R NIEL | NHITHBERZIEFEHREIR,

R HE

REMEFEIRBANRRNEERE. SMESES—IRE , ATRIEMMEF# DR RIAER
T, 8 M NAEFHEECHRBEE , ESIMNARFTUARE - REFE, SNAERFRHRKX
BFXRE , ERRBATHEZERNKBEEE. REFHERT —HREERBRENSKX , ATNES
HPENARFHER , A28 MEFNWRMNNRE., EMNRARFAUNSMEFRARIRNRKE
f&o

Ei G ZAIERETS |, Verified Permissions (N & Z R REEFEM P EZBERMBEXOKE FE, HRUEZRE
BRBRAEEREN. TERETRKEEAMNBEZTEANER , UREATTLUNFRRITHIRE, EX
SBEEMTHENEZENEBENTSE , MRS MR

R A7 1 Bl B

REFHD B RREERNR T BN, EEMEZpolicyStoreIdZHMN ERIENRIFEF |, &7
LAE R SR BE 170 B B SRARIASK B 20l . SREE 7K 3 B =MLY AWS BIR , EECH ARNs3| &, &

Kk E iR 209


https://docs.cedarpolicy.com/overview/terminology.html#policy
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MNHB—IRRBESE—NERBEMEKEK , SNNBUUER —NRBEME XK, BXEZER , H5H
Amazon BRI RE R 1F6% B2 o

REERFR
EMEHRERN TER G L. FOEE XGRS RARRME—1 | 3 Sname/ B Bl

B EEZpolicyIdSHMNEHIFEHRES , BULIEARKEMKERR ID, AT AEIERERN
REEAFNRE B M. RGetPolicyEHitiHListPoliciesiRE#E #,

REEERABR
RKEERENERBERN TERTER. REFEXNTEREERNRBEERE LR M —
B, HLname/LREIR, S policyTemplateIdS M IEH FHIREF , LI RERE

REHKEREENR ID. TUERERENREERITIREE M. RGetPolicyTemplatefE it
FlListPolicyTemplatesiRE & o

A B SRR R B

AR R REE R 15 5 R BUE RIS B T E AY KR

Amazon B PRE Cedar BBFEESE 2 HHEX 3

Amazon Verified Permissions £ Cedar FREKE S 5| ZRHNITHRNES, ER , 4% Cedar R E
Verified Permissions F Y Cedar Xz B FEE—LEER, REBB R T ZEZBEFEENER,

R ZEEE N
Verified Permissions By Cedar SRl 5[R 4% Cedar SEMEFELULT XS :

« Verified Permissions X X #FE R 1F6E P E N R —Nan & Z2[E,
+ Verified Permissions T AT &G BTEFZHFERIT S LT EMN BB ZEE  awsamazon, Hcedar,

RIS HF

Verified Permissions 1 Cedar # R /0¥ principal # resource SEERM 5%, B2 , Verified
Permissions X E3R principal M resource ¥R BEFRZRE,
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https://docs.cedarpolicy.com/schema/schema.html#namespace
https://docs.cedarpolicy.com/schema/schema.html#namespace
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LA R 3RBETE Cedar B , BET principal A2 R#| , 24 Verified Permissions $E4E

permit(principal, action == Action::"view", resource == ?resource);

AR AANTRABIFE Cedar M Verified Permissions H1#58F% , B3 principal M resource #FFER
&M,

permit(principal == User::"alice", action == Action::"view", resource == ?resource);

permit(principal == ?principal, action == Action::"a", resource in ?resource);

ES RS

Verified Permissions ERFTE 2 JSON BEFIINIIEZFHFERE, EPHIBERT , Cedar AFFERAZ
FRHE, HINEMSTREE,

BRAEATE X
Cedar FAVA A EREBHATHFIR | EX KM TRNBER N BEZRKLRIE,

BRI ERMFELNAEFEANRENREL. BR , Cedar TREMENFMEERN -T2 |, X
{58 I SR A SRR UE SRR ST RV SR MR B AR AR . BT Cedar 1A B RAB TS5 AR , Hit , BIEE
REHPENLTREL  BEFTENMEREANIIRESELTURIEL RN AP BENTHAHIIRS.

Verified Permissions B] A AT IRME, BERWPENNFMERELAE < BIM MBI EEEER
SERGIRF |, BN IsAuthorized = IsAuthorizedWithToken B{EMIS K,

KERNIRE

EAentityListZ M ‘SR UERR" FREH JSON X5 Cedar BEAL T AEBRARE :

2

« 1£ Verified Permissions A , JSON M RU4ITGEMEREXN SEER N Record By JSON W &K H,

« Verified Permissions F#J JSON %R 4B %E JSON BEXH , Heh , BN Set , ENXKE
Cedar HyJR#5 JSON %l %%,

« X¥F String. Long M Boolean LB EH , 7 Verified Permissions F , Cedar F S MNMEREX
2EBRN JSON WR, ZNRNWEBMERBEENR. £ JSONXNRF , E—NEEXN , HHPES
MEMEME (String, Long 2 Boolean ) HIKEEZ# , ERXE Cedar SR E,

« Cedar £k H1 Verified Permissions SSAMIEEZ RN EFEEUT AR :
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Cedar &= Verified Permissions &=
uid Identifier
type EntityType
id EntityId
attrs Attributes
parents Parents

Example-i&5#

T RBI2 5 R T W{A1E Cedar M E R UENPRH R RSLAKTI &K,

Cedar
[
{
"number": 1
3,
{
"sentence": "Here is an example sentence"
}
{
"Question": false
}
]

Verified Permissions

{
"Set": [
{

"Record": {

"number": {
"Long": 1

}

}

EHEENIRE 212
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},
{
"Record": {
"sentence": {
"String": "Here is an example sentence"
}
}
.
{
"Record": {
"question": {
"Boolean": false
}
}
}
]
}
Example-B R i1

AR RHI5 8IS RT Cedar # Verified Permissions | A F & E K Y KB A S48 2 A& X 1L
o8

Cedar
[
{
"uid": {
"type": "PhotoApp::User",
"id": "alice"
},
"attrs": {
"age": 25,
"name": "alice",
"userId": "123456789012"
b
"parents": [
{
"type": "PhotoApp::UserGroup",
"id": "alice_friends"
},
{

K HRIRE 213
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RAriEmE

"type": "PhotoApp::UserGroup",

"id": "AVTeam"

"uid": {
"type": "PhotoApp::Photo",
"id": "vacationPhoto. jpg"
I
"attrs": {
"private": false,
"account": {
"_entity": {

"type": "PhotoApp::Account",

"id": "ahmad"

}I

"parents": []

"uid": {
"type": "PhotoApp::UserGroup",
"id": "alice_friends"

I

"attrs": {3,

"parents": []

"uid": {
"type": "PhotoApp::UserGroup",
"id": "AVTeam"

I
"attrs": {3,
"parents": []

Verified Permissions
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RAriEmE

"Identifier": {
"EntityType": "PhotoApp::User",
"EntityId": "alice"

I
"Attributes": {
"age": {
"Long": 25
I
"name": {
"String": "alice"
},
"userId": {
"String": "123456789012"
}
},
"Parents": [
{
"EntityType": "PhotoApp::UserGroup",
"EntityId": "alice_friends"
I
{
"EntityType": "PhotoApp::UserGroup",
"EntityId": "AVTeam"
}
]
I
{
"Identifier": {
"EntityType": "PhotoApp::Photo",
"EntityId": "vacationPhoto.jpg"
},
"Attributes": {
"private": {
"Boolean": false
},
"account": {
"EntityIdentifier": {
"EntityType": "PhotoApp::Account",
"EntityId": "ahmad"
}
}
I
"Parents": []
I
REENIRE 215
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{
"Identifier": {
"EntityType": "PhotoApp::UserGroup",
"EntityId": "alice_friends"
1,
"Parents": []
1,
{
"Identifier": {
"EntityType": "PhotoApp::UserGroup",
"EntityId": "AVTeam"
I
"Parents": []
}

KEMA/DRE

Verified Permissions XA EBEEN RN FEEMNENE, FHBRANEBER, XHhEEFR45H
Verified Permissions # il —% 5 Cedar TV E R K/NR &,

POE Verified Permissions PR#l ( A Cedar %R
FIREN)

SRR A/ 10000 ¥

PR BR 3R 1 3R 150 T&ER T Cedar
REEREAR K 10000 7

BRI K 100000 7

S Fi] 200 7

5EE ID 64 7

BEREHEAR 1D 64 %

£ ID 200 7

KBETFHE ID 64 FERAT Cedar
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RAriEmE

' Verified Permissions F BN R FHEHBERERE , EABR TR EFZ# P RIROREN 4, 8
EMRBENEAEKRD, SENEFREXRVAIE RN E XK/ DFEEEY 200000 1, FitE&ERER
RO AN | REEEROAKMUTE—X , BIMEB TR ENMEREERBOESHS T KN,
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Amazon ERUEN R FALKE Cedar 4 F I [6] 3 fEE

Amazon Verified Permissions IE1ESFEF AR Cedar lRAMARE 2 AR EIRAS 4, Cedar BEARE
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